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José Molina, Spain
VallipuramMuthukkumarasamy, Australia
Kameswara Rao Namuduri, USA
George Nikolakopoulos, Sweden
Gregory O’Hare, Ireland
Suat Ozdemir, Turkey
Marimuthu Palaniswami, Australia
Ai-Chun Pang, Taiwan
Seung-Jong J. Park, USA
Soo-Hyun Park, Korea
Miguel A. Patricio, Spain
Wen-Chih Peng, Taiwan
Janez Perš, Slovenia
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Ubiquitous data-centric sensor networks (U-DCSN) are a
new integrated science and technology, which focus on data
instead of individual sensor nodes.Thenetwork, as a dynamic
database system, can accurately acquire data, perform high-
performance processing of big data, and effectively access
data from different users/actuators. Due this characteristic,
U-DCSN hold huge potentials on service improvement in
a wide range of applications and have attracted significant
attention in recent years, for example, mobile cloud and
consumer electronics. The modern mobile cloud, comprised
of mobile devices (smart phones, tablets, and embedded
sensor nodes), provides unlimited information resources,
putting “cloud into a pocket.” To satisfy a wide spectrum of
composite applications, the dynamic network structure with
heterogeneous wireless terminals requires the mobile cloud
to have efficient and high fault-tolerant data transmitting and
processing capability.

To ensure success of the applications under these chal-
lenges, many issues in U-DCSN need to be researched,
such as anomaly detection, distributed processing and data
correlation mining, smart communication protocols, data
security, and privacy guarantee technologies. In this special
issue, we have collected recent advances in ubiquitous data-
centric sensor networks.The papers have been peer-reviewed
and have been selected on the basis of their quality and
relevance to the topic of this special issue.

There are four papers that focus on the communication
protocols ofWSN, including 3 different layers: data link layer,
network layer, transport layer, and a cross-layer protocol.
The paper “Scalability dynamic multicast labels management
mechanism for ubiquitous data-centric sensor networks” pro-
posed a novel labels dispatching mechanism for multicast
services in data-centric sensor networks. Based on Resource
Reservation Protocol (RSVP) andMessage injecting and Head-
ward impelling technologies, the new mechanism can effec-
tively reduce the total number of labels and overheads, save
bandwidth, and shorten the multicast tree establishing time.
The authors also addressed that the scalability of the new
dynamic labels management mechanism can adapt much
better to ubiquitous and thick electrical advanced metering
application.

The paper “A distributed agents QoS routing algorithm
to transmit electrical power measuring information in last
mile access wireless sensor networks” integrated traffic engi-
neering and distributed agent technologies and proposed a
novel distributed agents QoS routing algorithm to trans-
mit different kinds of information flows with multi-QoS
constraints. The algorithm can explore fast forward path
with multiagents and guarantee transmitting quality with
smooth allocating different traffic.The authors also presented
the mathematical analysis to prove the algorithm’s validity.
With the computer simulation, the average end-to-end delay,

Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2014, Article ID 459768, 3 pages
http://dx.doi.org/10.1155/2014/459768

http://dx.doi.org/10.1155/2014/459768


2 International Journal of Distributed Sensor Networks

routing overhead, and links’ bandwidth occupation ratiowere
computed to evaluate the algorithmperformance. Coincident
results showed that the proposed algorithm can provide
short end-to-end transmitting delay with optimal utilized
communication resource. A healthy infrastructure with load
balance can effectively avoid potential congestion and bear
abrupt strong traffic flows with robust capability.

The paper “A reliable transport protocol with prediction
mechanism for urgent information in wireless sensor networks”
addressed a reliable transport protocol with predictionmech-
anism for urgent information (PMUI) in WSNs. In PMUI,
which was based on RTP-UI, the congestion control mecha-
nism was improved, and the priority control and prediction
mechanism were adopted by taking the current queue length
with change rate and expected queue length with remaining
length together into consideration. The congestion status of
current queue was analyzed and the changing trend of the
next cycle of the queue was predicted. In order to evaluate
the degree of congestion, state machine was adopted by the
authors. Working states of WSNs were classified into eight
states in accordance with different degrees of congestion.
According to the change rate of a queue and the expected
change rate of a queue, different rate adjustment mechanisms
and bandwidth allocation schemes were developed based
on different working states. Simulation results showed that
PMUIwas lower thanRTP-UI in both packet loss rate and the
average delay for reliable transmission of urgent information.

A cross-layer protocol was proposed in the paper “Cross-
layer power-control-based real-time routing protocol for wire-
less sensor networks” to solve contradictions between real-
time applications of wireless sensor networks and limited
energy of nodes. In the proposed CLPCA algorithm, Power-
Control-Based Real-time Routing Protocol (PCBRRP) was
designed, and the transmission power of the node was
adjusted dynamically to increase the energy efficiency. The
next hop node can be selected via the link quality of the
communication and the residual energy of every node.
Simulation results showed that the energy consumption of
the network was reduced while the real-time end-to-end data
transmission is guaranteed.

The other two papers research on the self-organized
topology inWSN.The paper “Distributed 𝑘-coverage decision
scheme for system deployment inmobile sensor networks” aims
at the sensor nodes’ coverage problem, which is a key issue
for WSNs as an efficient topology structure that significantly
affects the quality of service and lifetime of network. In this
paper, the authors studied the sensor deployment problem
and proposed novel distributed decision schemes to guide
sensor movement to achieve 𝑘-coverage deployment.The 𝑘th
order Voronoi diagram was used to discover the regions that
do not meet the 𝑘-coverage requirement. Then, two different
movement strategies, MCCA and GCA, were designed to
determine the optimal location of each mobile sensor. Sim-
ulation results showed that the proposed algorithm can reach
the high coverage with few executive rounds, and the scale
of the network had little effect on the performance of their
algorithms, as the sensors used only local information with
their neighbor and the movements are conducted within the
local area.

The paper “A betweenness calibration topology optimal
control algorithm for wireless sensor networks” researched
on the topology optimal control (TOC) problem in WSNs.
Usually, the physical topology of WSNs is usually a strongly
connected topology, because any two sensor nodes can
connect if they are placed in each other’s wireless com-
munication range. For information service, sensor nodes
should frequently receive and process data from its large
number of neighbors, which will consume great amounts
of energy. Shocking wireless channel collision also causes
low throughput and high loss packets ratio during data
transmission. To improve the transmission performance
and save scarce energy, a logical topology generating from
physical one is necessary for the self-organized WSNs. Based
on the complex network theory, the paper proposed a novel
Betweenness Addition Edges Expansion algorithm (BAEE).
With betweenness calibration, BAEE algorithm expanded
the minimum cost edges to optimize the network topology.
Two performance metrics-connectivity robustness function
𝑅(𝐺) and efficiency function 𝐸(𝐺) were utilized to evaluate
the network capability of the robustness and invulnerability.
𝑅(𝐺) is the parameter to measure topology connectivity and
𝐸(𝐺) is the parameter to evaluate the network exchang-
ing information capability. Based on the simulation under
various random failures and intentional attack scenarios,
BAEE can effectively optimize WSNs’ topology and improve
the network’s robust connectivity and extremely efficient
exchanging information capability.

Effective data query and location are the other great
important issues for ubiquitous data-centric sensor networks.
The paper “An exact top-𝑘 query algorithm with privacy
protection in wireless sensor metworks” aimed at the top-𝑘
query problems and proposed an ETQFD algorithm based on
filter and data distribution table with privacy protection. The
algorithm can help enquirers seek the 𝑘 highest or shortest
reported values and their corresponding source nodes. The
proposed algorithm used conic section privacy function to
prevent the disclosure of the real data and then to promise
the security of nodes in network. In this proposal, each
node in WSN used data distribution table to reflect the
distribution of its own data and kept exact filter to just
return data which is possibly to be the result of the query,
so as to reduce the energy cost of network and prolong
network lifetime. In addition, data of node was packaged
with a privacy protection function based on conic section.
The algorithm’s performance was examined with a number
of parameters using synthetic datasets. Performance analysis
and simulation results illustrated that ETQFD was energy-
efficient and can prolong the network lifetime. At the same
time, privacy of data in the proposed algorithm was also
guaranteed.

It is notable that, besides the above key techniques, these
papers also discussed U-DCSN’s wide range of applications.
The paper “Scalability dynamic multicast labels manage-
ment mechanism for ubiquitous data-centric sensor networks”
described the novel dynamic multicast labels management
mechanism that can be applied in advanced metering infras-
tructure of smart grid. The distributed agents QoS routing
algorithm in the paper “A reliable transport protocol with
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predictionmechanism for urgent information in wireless sensor
networks” can be utilized in monitoring renewable electrical
generators’ instantaneous voltage and power parameters and
effectively solve last mile accessing communication in elec-
trical power system.The paper “Scalability dynamic multicast
labels management mechanism for ubiquitous data-centric
sensor networks” studied the effective data query and location
technique with privacy protection, which is very useful in the
public and privacy cloud computing and cloud services.
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Aimed at the Top-k query problems in the wireless sensor networks (WSN) where enquirers try to seek the k highest or shortest
reported values of the source nodes, using privacy protection technology, we present an exact Top-k query algorithm based on
filter and data distribution table (shorted for ETQFD). The algorithm does the query exactly and meanwhile uses conic section
privacy function to prevent the disclosure of the real data and then to promise the security of nodes in network. In this proposal,
each node in WSN uses data distribution table to reflect the distribution of its own data and keeps exact filter to just return data
which is possibly to be the result of the query, so as to reduce the energy cost of network and prolong network lifetime. In addition,
data of node is packaged with a privacy protection function based on conic section.The algorithm’s performance is examined with
respect to a number of parameters using synthetic datasets. Performance analysis and simulation results illustrate that, compared
to existing algorithms, ETQFD is energy-efficient and the network lifetime in our algorithm is longer. At the same time, privacy of
data in this algorithm is also guaranteed.

1. Introduction

Wireless sensor networks are widely used in a variety of
monitoring applications, including habitat monitoring and
environmental observation. In many of these monitoring
applications, measurements from sensors are periodically
collected at the base station to answer monitoring queries
submitted by users. There exist many situations where one is
interested in amonitoring extreme and a typical behavior, for
example, finding the highest pressure points in a pipeline, the
largest temperature values in a building or patch of forest, the
points of the most intense vibration in a bridge, and so forth.
Oftentimes, one may be interested only in the Top-k obser-
vations. Top-k query, as a basic aggregate query, continuously
returns the k nodes with the highest (or lowest) sensor read-
ings. This type of queries is often used in practice since they
give compact but useful information about the monitored

environment. Hence, how to execute Top-k query in data-
centric wireless sensor networks is a research hot spot. While
the sensor nodes in the network have limited availability
of recourses like energy and computational power, we must
take energy consumption into consideration when doing
queries. At the same time, the sensor network could be easily
undermined by adversaries and thus they will obtain privacy
information of sensor nodes. Many scholars and experts are
dedicated to the research of Top-k query algorithm with
highly efficient and low energy consumption. However, we
should also execute Top-k query with privacy protection
strategy.

Some representative Top-k query algorithms are as fol-
lows: an in-network aggregation technique, known as TAG
[1], an algorithm called PROSPECTOR-PROOF [2], and a
novel filter-based monitoring approach called FILA [3] The
algorithm FILA, which firstly introduced the concept of
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filter, used a query revaluation algorithm and a filter setting
algorithm to ensure correctness and validity.However, it costs
a lot in the process of filer setting. Recently, Thanh et al. [4]
proposed a distributed query revaluation algorithm and a
filter setting algorithmbased on linear regressionmodel. Liao
and Huang [5] proposed an energy efficient monitoring
scheme, in which the network is divided into several grids,
to decentralize network traffic. Liang et al. [6] took query
response time into consideration for the first time and
proposed a union query optimization framework to find the
optimal query tree, but it has some limitations. Zhu et al. [7]
processed Top-k in k-nearest neighbor network and reduced
energy consumption by shutting or waking up nodes, yet it
is not applicative in updated network. Malhotra et al. [8]
advanced an exact filter algorithm to ensure accuracy of
query results. All in all, we need to explore a Top-k query
algorithm with low energy consumption and high accuracy.

AsWSN is a data-centric network, privacy of location and
data appears important. The traditional network data is
encrypted by key; however, it is not feasible for WSN for
high energy consumption. Chen and Lou [9] proposed four
models to protect privacy of nodes and sink: Forward Ran-
dom Walk, Bidirectional Tree, Dynamic Bidirectional Tree,
and Zigzag Bidirectional Tree. Jayashree and Sathish Babu
[10] raised a privacy protectionmechanism STDMAbased on
topology tree and dispersion mechanism, in order to protect
privacy and conserve energy by minimizing the number
of intermediate nodes from one given node to the sink.
Dimitriou and Sabouri [11] put forward a privacy protection
model based on random location and random orientation.
Groat et al. [12] concealed sensitive data into a group of fake
tables to protect real data, but the process is too complex.

In this paper, we propose a Top-k query algorithm based
on data distribution table and filter which can obtain balance
between energy consumption and accurate query results.
We aim to execute accurate query with lower energy con-
sumption and longer network lifetime. In most Top-k query
algorithms, all nodes in the network need to send their
sensing data to the sink node in the initial stage, while nodes
in our algorithm only send their data distribution tables
which occupy just several bits to their father nodes, and
then only those nodes determined by the sink node after the
distribution phase will send their data. In our algorithm, the
number of nodes sending data to the sink node in the initial
phase is much smaller than that of all nodes in the network.
To reduce energy consumption, we set more restricted filters.
We use several sets to reflect different data ranges and then,
according to the sets, each node maintains a threshold value
which is more restricted. This will avoid many unnecessary
update messages. To obtain accurate query results, nodes in
the set “Top-k” will always send their new sensing data to
the sink node to ensure that sensing data in the set is always
real time and accurate. Although the k nodes may cost
more energy to some extent, k is so small compared with
the number of all nodes, and nodes in the “Top-k” set are
changeable, so this kind of cost is acceptable in order to obtain
accurate results. To deal with hidden trouble in security, we
propose a privacy protection strategy based on the conic
section to protect real data.

0 0 1 0 0 0
1
0

0 0 0 0 0
1 0 0 0 0

N1

R1 R2 R3 R4 R5 R6

R1 R2 R3 R4 R5 R6

Nx

N2

Figure 1: Structure of DDT.

2. Top-k Query Algorithm Based on
Data Distribution Table and Filter

While doing query, if all sensor nodes in the network partici-
pate in comparing or returning, a large amount of redundant
information will be generated and that will also lead to great
query delay. While that will be much better if the sink node
can accurately locate the area of interest and directly obtain
data from those regions, in this paper, we try to exactly
locate the nodes having influence on query results and then
only send query request message (QRM) to those nodes. To
realize that, every node in network maintains a copy of DDT,
which reflects the distribution information of sensor data.
When receiving QRM, every node sends the request to the
influential nodes according to query parameter k and the
DDT. Furthermore, we use exact filter to avoid unnecessary
data transmission and provide real-time and accurate query
results.

2.1. Description of DDT. Every sensor node maintains a copy
of DDT; the first row of that DDT expresses the distribution
information of itself and other rows show the distribution
information of its child nodes.The structure of DDT is shown
in Figure 1. For instance, assume that DDT is comprised of
𝑀 rows and 𝑅 columns, we divide the range of sensing data
into𝑅 nonoverlapping intervals andColumn Lmeans the Lth
interval. If the sensing data is in the Lth interval, then value
of Column L, Row 1 of the DDT is set to 1 and other columns
of Row 1 is set to 0. Intervals can be divided according to data
intensive degree and the higher the degree is, the more the
intervals are.

In Figure 1, there are 6 intervals, respectively, 𝑅
1
, 𝑅
2
, 𝑅
3
,

𝑅
4
, 𝑅
5
, and 𝑅

6
. It describes DDT of node 𝑁

𝑥
. Nodes 𝑁

2
, 𝑁
1

are the child nodes of node 𝑁
𝑥
. The first row of the DDT

maintains the distribution information of node 𝑁
𝑥
and the

second and third rows of the DDT maintain the distribution
information of nodes 𝑁

2
, 𝑁
1
, respectively. As can be seen

from Figure 1, the sensing data of node 𝑁
𝑥
is in interval 𝑅

3

and that of nodes𝑁
2
,𝑁
1
is in intervals 𝑅

1
, 𝑅
2
, respectively.
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Figure 2: Aggregation process of DDT.

2.2. Establishment and Maintenance of DDT. Before query
execution, each node in the network needs to initialize its
DDT and after the initialization DDTs are aggregated from
the leaf nodes to the sink node along the query tree.

2.2.1. Initialization of DDT. The structure of the network is
hierarchical cluster-layer topology architecture and nodes in
the network not only sense data but also forward data. After
sensing data, each node determines its DDT. For example,
if a node’s sensing data is in interval 𝑅

𝑘
, then Column k,

Row 1 of the node’s DDT are set to 1 and other columns
of the first row are set to 0. Each node sends its DDT to
its father node starting from the leaf node. When receiving
DDT from child nodes, the father node fills in other rows of
its DDT according to DDTs from its child nodes. However,
the leaf nodes only maintain the distribution information of
themselves and there is only one row in their DDTs.

2.2.2. Establishment of DDT. Each node sends its DDT to its
father node starting from the leaf node finally to the sink
node. There are two kinds of child node; one is the leaf node
and another is nonleaf node. The leaf nodes send the one-
row DDT to their father nodes. While other nodes firstly
accumulate values of the same column in different rows of
the DDT and thus new DDT with single row is generated,
then they send the new DDT to their father nodes. In the
newDDT, the value of Column kmeans the number of nodes
whose data is in the kth interval among the tree rooted by the
nonleaf node.

Figure 2 describes the establishment of DDT. 𝑁
3
is a

nonleaf node and𝑁
1
,𝑁
2
are the child nodes of𝑁

3
. Data of𝑁

1

is in the 6th interval, and that of𝑁
2
,𝑁
3
is in the 5th interval,

respectively. After initialization, 𝑁
1
, 𝑁
2
send their DDTs to

𝑁
3
. And then𝑁

3
fills in the second and third row of its DDT

according to DDTs from 𝑁
1
, 𝑁
2
. Afterwards it accumulates

values of the same column and sends the new DDT to its
father node 𝑁

4
. Other nodes will do the same thing until

the sink node receives the information. From the aggregation
result of 𝑁

3
, it can be judged that there are 2 nodes located

in the 5th interval and 1 node in the 6th interval among the
query tree rooted by𝑁

3
.

2.2.3. Update of DDT. Since WSN is a network continuously
sensing data with dynamic topology, updating DDT with
appropriate frequency is necessary to exactly reflect real
situation of the network. Update of DDT plays an important
role in query algorithm.

Update of DDT is described as follows.
A node continuously senses 𝑋 records. Only if the 𝑋

records are in the same interval but not in the previous inter-
val whose value is 1 in the first row of the node’s DDT, value
of the previous interval should be set to 0 and that of current
interval should be set to 1. If DDT is changed, the node will
send the new information to its father node.

2.3. QRM Distribution of Query Algorithm. Each node in the
network maintains a copy of DDT which reflects the data
distribution information of itself and its child nodes. Take
node𝑁

𝑥
, for example; we can obtain two kinds of information

from its DDT:

(1) number of nodes in different intervals in the query
tree rooted by node 𝑁

𝑥
via accumulating values of

each column;
(2) the distribution information of the subtree rooted by

node𝑁
𝑥
from other rows except the first row of node

𝑁
𝑥
.

QRM dispatches the query from the sink node to the
source node by top-down way. Assume that 𝑆(𝑁

𝑥
, 𝑅
𝑖
) rep-

resents the accumulated value of the 𝑖th column in DDT
of node 𝑁

𝑥
. 𝑅 represents the number of intervals and then

∑
𝑅

𝑖=𝑅−𝐽
(𝑁
𝑥
, 𝑅
𝑖
) represents the number of nodes located in the

𝐽 highest intervals. According to ∑𝑅
𝑖=𝑅−𝐽

(𝑁
𝑥
, 𝑅
𝑖
) and query

parameter k, we calculate the minimal 𝐽 which satisfies the
formula: ∑𝑅

𝑖=𝑅−𝐽
(𝑁
𝑥
, 𝑅
𝑖
) > 𝑘. If each value of the 𝐽 highest

intervals of one node’s DDT is 0, then nodes in the tree rooted
by this node make no influence on query results. When a
node finds that its child node makes no influence on query
results, it will not sendQRM to the child node and its subtree.
While receivingQRM, a node will decide whether to send the
request to its children according to DDT and if necessary it
will send the request to the leaf node. Each node that receives
the request and has effect on the results will send its data to
the sink along the query tree.

2.4. Update of Query Algorithm. After distributing QRM for
the first time, there are sum records sent to the sink. We
generate a set Sumcontaining the sum records.Thenwe select
the k highest records in set Sum into the set Top-k, and others
into another set nTop-k. We use set nSum to describe records
not in set Sum and it is not the real set saved in the sink node.
Weusemin to reflect theminimumvalue in set Top-k and low
to reflect the boundary value between set Sum and set nSum.
Figure 3 shows data distribution of the sets.

As sensing data changes with the environment, it is nec-
essary for nodes to send update information periodically to
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Set of Top-k Set of nTop-k

Set of Sum Set of nSum

Perception interval

Value of Min Value of Low

Figure 3: Description of sets that sink keeps.

obtain exact records. On one hand, there are so many nodes
in the network and it is obviously inadvisable for all nodes
having effect on query results to send update information.
On the other hand, recently even if filters are used in nodes,
the sink node can only obtain approximate data. In this
paper, each node has a threshold 𝜏, and only when the
sensing data is higher than the threshold, the node will
send update information to the sink node. In addition, we
generate different thresholds for different nodes; thus, we
can protect the minimum and maximal value and prevent
attacker from analyzing characteristic of the whole network.
We set threshold 𝜏 as follows.

(1) ForNodes in Set Top-k, 𝜏=−∞. To ensure that the sink
node obtains exact data, nodes in set Top-k should
send update information the moment they update.

(2) For Nodes in Set nTop-k, 𝜏 = min. Nodes in set nTop-
k do not have effect on the final query results, so it
is unnecessary for them to send update information
only when their values are higher than min.

(3) For Nodes in Set nSum, 𝜏 = low. Nodes in set nSum do
not have effect on the final query results. However, if
a node in set nSum jumps into set Sum, it may make
difference to final results and it should send update
information.

When receiving data from nodes, the sink node can iden-
tify the nodes and type of messages. There are five situations.

(1) Update Message (UM) of Nodes in Set Top-k. The sink
node receives message and finds out whether the
value of the sending node is lower than min. If the
value is lower thanmin, then the sink node deletes the
node from set Top-k, puts it into set nTop-k, and then
informs the node to change its threshold 𝜏 into min.

(2) UM of Nodes in Set nTop-k. The sink node receives
message, deletes the node from set nTop-k, puts it into
set Top-k, and then informs the node to modify its
threshold 𝜏 = −∞.

(3) UM of Nodes Not in Set Sum. The sink node receives
message, records the node, and then compares its
value with min. If the value is higher than min, then
the sink node puts the node into set Top-k and
informs the node to update the threshold 𝜏 = −∞.
Otherwise, the sink node puts it into set nTop-k and

then informs the node to update the threshold 𝜏 =
min.

(4) Query Feedback Message (QFM). We will discuss it
later in this section.

(5) Inspection Feedback Message (IFM).We will discuss it
later in this section.

After a period of time, there may be less or more than
k nodes in set Top-k (a set maintaining query results) or less
than k nodes in set Sum. Assume that there are k nodes in set
Top-k and sum nodes in set Sum.The sink node periodically
compares k with k and decides what to do as follows.

(1) If k > k, which means there are more nodes in set
Top-k than necessary, in this case, the sink node per-
formsOperationP: recalculatingmin; generating new
sets; sending the new min to nodes in set nTop-k;
and substituting the new min for their threshold 𝜏,
meanwhile notifying nodes in set Top-k to set their
threshold 𝜏 = −∞.

(2) If k > k, which means there are less nodes in set Top-
k than necessary and k – k nodes are needed, assume
𝑚 = sum – k, where m means the number of nodes
in set nTop-k. There are two cases as follows.

(a) Consider k – k =< m, which means there are
enough nodes in set Sum to be added into set
Top-k. In this situation, k – k nodes in set nTop-
k are needed. However, data of the k – k highest
nodes in set nTop-k is not real time and it is
not exact to supplement set Top-k using those
nodes. While it is also not efficient for all nodes
in set nTop-k to send update data to the sink
node. In this paper, we use the value of the (k –
k)th node in set nTop-k as a query value. The
sink node sends the query value to nodes in
set nTop-k. When receiving the query value, the
node compares it with its sensing data. If the
sensing data is higher than or equal to the query
value, then it sends QFM to sink node.The sink
node receives QFM, deletes the node from set
nTop-k, and puts it into set Top-k. Finally, the
sink node regenerates set nTop-k and executes
Operation P.

(b) Consider k – k >m, which means there are not
enough nodes in both set Sum and set nSum.
While nodes in set nSum are not in order, under
this circumstance, the sink node will distribute
QRM again and recreate new sets.

With the execution of the algorithm, nodes in set Top-
k may jump into set nTop-k, or contrarily, and nodes in set
nSummay jump into set Sum. So the values of some nodes in
setnTop-kmaybe less than low; thus there exists someuseless
nodes in set Sum which leads to false decision by the sink
node. To solve this problem, the sink node periodically sends
inspection message to nodes in set nTop-k with a parameter



International Journal of Distributed Sensor Networks 5

”low”. The nodes which receive the message will set the
threshold 𝜏= low and send IFM to the sink nodewhen its data
is less than low. If the sink node receives an IFM, it deletes the
node from set Sum and meanwhile puts it into set nTop-k.

3. Privacy Protection Strategy Based
on Conic Section

Unlike traditional network, WSN is a network with limited
energy, so that traditional key management is difficult to
use in WSN. In this paper, the proposed privacy protection
strategy based on conic section abandons key encryption
method and simplifies the problem to protect the real data.

3.1. Description of Privacy Protection. Before sending sensing
data, the nodes repackage the sensing data using privacy
protection strategy to prevent attacker from stealing and
analyzing real data. Assume that 𝑝𝑓(𝑥) is privacy protection
function and {𝑑

1
, 𝑑
2
, 𝑑
3
, . . . , 𝑑

𝑛
} are records of node 𝑆

𝑖
in

a period. We use privacy protection function to repackage
those real data as {𝑝𝑓(𝑑

1
), 𝑝𝑓(𝑑

2
), 𝑝𝑓(𝑑

3
), . . . , 𝑝𝑓(𝑑

𝑛
)}.

To find privacy protection function is extremely signif-
icant. On one hand, the privacy protection function should
be difficult to recover real data from it. On the other hand,
sometimes the sink node does not need to know the values of
the real data but the ordering relationship among them. For
an instance, usersmay just want to know the k highest regions
rather than the concrete data from those regions and so that
there is no need for sink node to obtain real data but just their
relationship of sequence. Therefore, the privacy protection
function should be monotonically increasing.

The ordering relationship of data after using privacy
protection function is the same as that of real data, and if
attackers obtain data in network, they will know the rela-
tionship of real data. To solve this problem, each node in
the network has a value of ID (𝑖𝑑) distributed by the sink
node which maintains information form of all nodes’ ID.
Each node multiplies its 𝑖𝑑 and the packaged data. Take
node 𝑆

𝑖
as an example; data after transformation is 𝑖𝑑

𝑖
∗

{𝑝𝑓(𝑑
1
), 𝑝𝑓(𝑑

2
), 𝑝𝑓(𝑑

3
), . . . , 𝑝𝑓(𝑑

𝑛
)}.

In this paper, we present a normalization method on real
data; for example, data 𝑑

𝑖
after normalization is 𝑑

𝑖
= 2 ∗

((𝑑
𝑖
− MinValue)/(MaxValue − MinValue)) − 1; MaxValue

and MinValue are the given maximal and minimum value of
sensing data, respectively.

The specific procedure of a node (take 𝑆
𝑖
as an example)

sending data to the sink node based on the conic section
privacy protection strategy is as follows.

(1) Node 𝑆
𝑖
takes normalization on its real records

{𝑑
1
, 𝑑
2
, 𝑑
3
, . . . , 𝑑

𝑛
} to {𝑑

1
, 𝑑


2
, 𝑑


3
, . . . , 𝑑



𝑛
}.

(2) Node 𝑆
𝑖
transforms data after normalization to

{𝑝𝑓(𝑑


1
), 𝑝𝑓(𝑑



2
), 𝑝𝑓(𝑑



3
), . . . , 𝑝𝑓(𝑑



𝑛
)} using privacy

protection function.
(3) Node 𝑆

𝑖
multiples its ID 𝑆

𝑖𝑑
and packages data: 𝑆

𝑖𝑑
∗

{𝑝𝑓(𝑑


1
), 𝑝𝑓(𝑑



2
), 𝑝𝑓(𝑑



3
), . . . , 𝑝𝑓(𝑑



𝑛
)}.

(4) Node 𝑆
𝑖
sends processed data to the sink node upward

along the tree.

Sub volume

A

O

Figure 4: Picture of cone cutting.

The sink node keeps a conic volume table, which is com-
posed of all kinds of different volumes obtained from, respec-
tively, cutting the cone by all kinds of different straight
lines whose vertical distances to conical bottom center are
distinguished from each other. When the sink node receives
data from nodes, it firstly computes the privacy protection
value using the corresponding ID saved in it and then
calculates the normalized data via simulating the straight line
cutting the cone; finally it concludes real data through reverse
normalization.

3.2. Privacy Protection Function. Assume that 𝑝𝑓(𝑥) is pri-
vacy protection function and it should satisfies the fact that if
𝑥
1
< 𝑥
2
, then 𝑝𝑓(𝑥

1
) < 𝑝𝑓(𝑥

2
).

On the basis of that, we propose a privacy function based
on conic section. If we use a straight line to cut a cone, the
larger the vertical distance between the line and the center of
conic bottom is, the smaller the subvolume will be (as shown
in Figure 4). That is, along the arrow in Figure 4, the larger
the vertical distance between the line and point A, the bigger
the volume of the rest part after the line cutting the cone. We
assume that the radius of this conic bottom is 1 unit.

We firstly compute the value of the subvolume. Assume
that 𝑉𝑝(𝑑) is the value of the cone’s subvolume and 𝑑 is the
vertical distance between center of conic bottom 𝑂 and the
straight line. In Figure 5, ℎ

0
is height of subvolume and ℎ and

𝑟 are integration variables.
According to geometry and calculus, we can deduce

𝑉𝑝 (𝑑) = ∫

ℎ0

0

{

{

{

𝑅
2
(
𝐻 − ℎ

𝐻
)

2

arccos(𝑑
𝑅
∗

𝐻

𝐻 − ℎ
)

−𝑑√
𝑅
2
(𝐻 − ℎ)

2

𝐻2
− 𝑑2

}

}

}

𝑑ℎ.

(1)
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Figure 5: Picture of computing subvolume.

We may set𝐻 = 𝑅 = 1, and because ℎ
0
= 𝐻 ∗ (𝑅 − 𝑑)/𝑅,

so

𝑉𝑝 (𝑑) = ∫

1−𝑑

0

{(1 − ℎ)
2arccos( 𝑑

1 − ℎ
)

−𝑑√(1 − ℎ)
2
− 𝑑2}𝑑ℎ.

(2)

We set 1 − ℎ = 𝑥; then 𝑑𝑥 = −𝑑ℎ:

𝑉𝑝 (𝑑) = ∫

𝑑

1

{𝑥
2arccos(𝑑

𝑥
) − 𝑑√𝑥2 − 𝑑2}𝑑𝑥. (3)

Furthermore, we can obtain

𝑉𝑝 (𝑑) =
1

3
arccos (𝑑) − 𝑑

3

√1 − 𝑑2

+
𝑑
3

3
ln

1 + √1 − 𝑑2


−
𝑑
3

3
ln |𝑑| .

(4)

Then, the privacy protection function 𝑝𝑓(𝑥) can be
defined as follows if we suppose the volume of this cone is
(1/3)𝜋:

𝑝𝑓 (𝑥) =

{{

{{

{

1

3
𝜋 − 𝑉𝑝 (𝑥) , 𝑥 ≥ 0

𝑉𝑝 (|𝑥|) , 𝑥 < 0.

(5)

4. Analysis and Experiment Simulation Results

4.1. Simulation Initialization. We evaluate the performance
of our approach throughMATLAB simulations and compare
our approach with EXTOK algorithm and FILA algorithm.

In the simulation, all nodes are evenly distributed in a
grid area (400m ∗ 400m) and the sink node is located in
the center. Each node has the given original energy and,
when sending data, it subtracts the sending energy from its
remaining energy. We use average remaining energy of each
node in the network at specific time points to indicate energy
consumption and we use the time when half the number of
nodes in the network have died to indicate the network life-
time. We use data of artificial sensing temperature, the value
scope of which is [−1, 45].

4.1.1. Energy Consumption of Query Algorithm. Assume that
a node may send 𝑐 bits data in its cycle and transmission
distance is 𝑑; then energy consumption of sending data is

𝐸
𝑠
(𝐽, 𝑑) =

{{{{{

{{{{{

{

𝑐𝐸
𝑇𝑋
+ 𝑐𝐸
𝑓𝑠
𝑑
2
, 𝑑 < √

𝐸
𝑓𝑠

𝐸
𝑚𝑝

𝑐𝐸
𝑇𝑋
+ 𝑐𝐸
𝑚𝑝
𝑑
4
, 𝑑 ≥ √

𝐸
𝑓𝑠

𝐸
𝑚𝑝

.

(6)

And energy consumption of receiving data is

𝐸
𝑅
(J) = 𝑐𝐸

𝑅𝑋
. (7)

The simulation parameters are set as follows: (1) original
energy of father nodes: 1.5 J; (2) original energy of leaf nodes:
1 J; (3) operational cycle: 10 s; (4) simulation time: 200 s;
(5) 𝐸
𝑇𝑋
= 𝐸
𝑅𝑋
= 50 nJ/bit; (6) 𝐸

𝑓𝑠
= 10 pJ/bit/m2; (7) 𝐸

𝑚𝑝
=

0.013 pJ/bit/m4; (8) sensing data: 𝑐 = 4000, DDT: 𝑐 = 150,
and QRM: 𝑐 = 200.

To evaluate performance of the proposed algorithm in
many aspects, we change total number of nodes in network
(defined as𝑁) and the probability of data variety (defined as
𝑃) and we, respectively, execute Top-k (k = 5, 10, 15, 20, and
25) queries. We assume that 𝑃 changes from at least 20% to at
most 60%. Average results of experiments for 200 times are
shown in Figures 6 and 7.

Figures 6(a) and 6(b) show that the Top-k query algo-
rithm in this paper consumes less energy than FILA and
EXTOL in the same circumstance. Figure 7(a) displays that,
whendata of nodes changes frequently, the average remaining
energy in our algorithmdeclinesmore slowly, which indicates
that our proposal performs better than FILA and EXTOK
even in the network with frequent update. Figure 7(b) reveals
that our algorithm consumes less energy than FILA and
EXTOK when executing Top-k with different values of k.
Figure 7(c) shows average energy cost of nodes in different
algorithms when changing total number of nodes. Our
algorithm also performs better than FILA and EXTOK in
large-scale network.Those results indicate that our algorithm
performs well in energy consumption.

4.1.2. Network Lifetime of Query Algorithm. The simulation
parameters in this section are the same as those in above
experiments except for the simulation time. If the remaining
energy of a node is less than 0.1% of its original energy, we
mark the node as death node. We define the network lifetime
as the time when half the number of nodes in the network
have died and we define the network size as the total number
of sensor nodes. Average results of experiments for 200 times
are shown in Figures 8 and 9.

Figure 8 summarizes the lifetime performance of differ-
ent algorithms. Each point in Figure 8 represents an average
network lifetime with different network size. In general,
the network lifetime increases linearly as a function of the
network size. Figure 8 shows that our algorithm has longer
network lifetime than FILA and EXTOK when executing
Top-k query in the same network. In addition, the larger the
network size is, the better our algorithmperforms.The results
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Figure 6: Energy cost in network of different algorithms.

imply that our algorithm can efficiently prolong network
lifetime.

We calculate the number of nodes remaining in network
to illustrate the network lifetime in another way. Average
results of experiments for 200 times are shown in Figures 9
and 10. From the figures, we can judge the network lifetime
from the downward trend of residual nodes to some degree.

Figure 9 proves that, at the beginning, nodes have enough
energy to execute queries, and then more and more nodes
become death nodes, while the rate of death of our algorithm
is slower than that of FILA and EXTOK. Figure 10(a) shows
that our algorithm performs better than FILA and EXTOK
when executing Top-k with different values of k. Figure 10(b)
displays that our algorithm is also superior to FILA and
EXTOK in the network with frequent update.

4.2. Security Analysis of the Privacy Protection Strategy Based
on Conic Section. The security of our strategy can be con-
cluded as follows.
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(1) Even if attackers obtain data transmitting in network,
it is difficult for them to compute the real data. The
difficulty to decipher the privacy protection function
to get real data relies on the complexity of the
function. However, the privacy protection function
based on conic section is complicated as its formula
contains logarithmic function and antitrigonometric
function.

(2) The privacy protection function is monotonically
increasing and attackers may get the ordering rela-
tionship of the real data even if they do not gain
them. To solve the problem, ID is used and every node
only keeps ID of itself, so the attackers may encounter
obstacle by analyzing data packaged with ID value to
achieve the sorting sequence.

Energy consumption produced by privacy calculation is
negligible compared with that caused by data transmission.
In order to analyze the performance of our Top-k query
algorithm with privacy protection, we take the quantities of
data into consideration. We assume that there are two types
of data: the first is simple data that occupy 1 data unit and the
second is sensing data that occupy 𝑥 data units. We assume
that there are row child nodes of each nonleaf node in the
query tree and so there are row + 1 rows in a DDT. Suppose
that there are col columns in a copy of DDT and there are
𝑁 nodes in the network. And then the depth of the tree
is depth = ⌊log𝑁(row−1)row + 1⌋. Each node in the network is
updated once every 𝑡minutes. Table 1 shows the quantities of
data in different phases. To simplify the problem, we assume
that there are depth hops from each node to the sink node
and in fact there are less than depth hops.

In Table 1, we can deduce
depth

∑

𝑖=1

row𝑖−1 (𝑖 − 1) = row + 2 ∗ row2 + 3 ∗ row3 + ⋅ ⋅ ⋅

+ (depth − 1) ∗ rowdepth−1

(8)
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Figure 9: Number of residual nodes in different algorithms under
the same conditions.

and we multiply (8) with row

row ∗
depth

∑

𝑖=1

row𝑖−1 (𝑖 − 1) = row2 + 2 ∗ row3 + 3 ∗ row4 + ⋅ ⋅ ⋅

+ (depth − 2) ∗ rowdepth−1

+ (depth − 1) ∗ rowdepth
;

(9)
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Table 1: Comparison of data amount in network between our algorithm and EXTOK.

Amount of data in different phases of our algorithm Amount of data in different phases of EXTOK
Establishment of DDT: col ∗ 𝑁 Initialization:
QRM distribution: 2 ∗ (𝑁 − 1)

𝑥 ∗

depth

∑

𝑖=1

row𝑖−1(𝑖 − 1)Sending data to the sink node: less than sum ∗ 𝑥 ∗ depth
Update phase (every 𝑡minutes): Update phase (every 𝑡minutes):
𝑘 ∗ 𝑥 ∗ depth 𝑘 ∗ 𝑥 ∗ depth
∼ ∼

sum ∗ 𝑥 ∗ depth + 2 ∗ (𝑁 − 1) 𝑥 ∗

depth

∑

𝑖=1

𝑆𝑖∈𝑛Sum

row𝑖−1(𝑖 − 1)
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Figure 10: Number of residual nodes in different algorithms with
different parameters.

then we conclude
depth

∑

𝑖=1

row𝑖−1 (𝑖 − 1)

=
row ∗ (1 − rowdepth−1

)

(1 − row)2

−
(depth − 1) ∗ rowdepth

1 − row

= (row + depth ∗ rowdepth+1
− depth ∗ rowdepth

−rowdepth+1
) × ((1 − row)2)

−1

> (row + depth ∗ rowdepth+1
− depth ∗ rowdepth

−rowdepth+1
) × (row2)

−1

=
1

row
+ rowdepth−2

∗ (depth ∗ row − depth − row)

> rowdepth−2
∗ (depth ∗ row − depth − row)

>
𝑁 + 1

row2
∗ depth ∗ (row − 2) .

(10)

At the beginning, each node creates its DDT and sends
DDT to its father node, where it only sends col (col ≪ 𝑥)
data units. And then each node sends 2 data units to its child
nodes in QRM distribution phase (2 ≪ 𝑥). Meanwhile, the
number of nodes in set Sum (defined as sum) ismuch smaller
than that in set nSum (defined as 𝑁-sum) and the bigger 𝑁
is, the smaller sum is. Obviously, we can conclude that

sum ∗ 𝑥 ∗ depth + 2 ∗ (𝑁 − 1) + col ∗ 𝑁

< 𝑥 ∗

depth

∑

𝑖=1

row𝑖−1 (𝑖 − 1)
(11)

according to (10), so data amount of initialization in our
algorithm is much less than that in EXTOK. In the update
phase, in our algorithm not all nodes need to send update
message. And meanwhile, each node has a filter so that only
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k nodes have to send data all the time, thus reducing network
traffic. Even in the worst situation, only sum ∗ 𝑥 ∗ depth +
2 ∗ (𝑁 − 1) data units are transmitted in network; however,
in other algorithms like EXTOK, all nodes in set nSum need
to send update message to the sink node in this situation.
Therefore, our algorithm greatly reduces amount of data in
network on the basis of obtaining exact results.

5. Conclusions

In this paper, we propose a Top-k query algorithm based
on DDT and filter with privacy protection. The sink node
distributes QRM according to DDT and only sends the
request to nodes having effect to the results. Each node has a
filter to avoid unnecessary transmission. In addition, we use
privacy protection function to conceal real data. In the future
work, we are absorbed on improving the security of privacy
protection scheme while satisfactory efficiency guaranteed.
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A reliable transport protocol with prediction mechanism for urgent information (PMUI) inWSNs is proposed.With PMUI, which
is based on RTP-UI, the congestion control mechanism is improved, and the priority control and prediction mechanisms are
adopted by taking the current queue length with change rate and expected queue length with remaining length together into
consideration.The congestion status of current queue is analyzed and the changing trend of the next cycle of the queue is predicted
as well. In order to evaluate the degree of congestion, state machine is adopted. Working states of WSNs are classified into eight
states in accordance with different degrees of congestion. According to the change rate of a queue and the expected change rate of
a queue, different rate adjustment mechanisms and bandwidth allocation schemes based on different working states are developed.
Simulation results show that PMUI is lower than RTP-UI in both packet loss rate and the average delay for reliable transmission of
urgent information.

1. Introduction

A wireless sensor network (WSN) consists of numerous
sensor nodes. These sensor nodes are self-organized by
wireless communication and transfer surrounding environ-
mental data to observers. Due to characteristics including
low cost, robustness, and survivability, sensor nodes can be
deployed densely in large-scale areas [1, 2]. Although a WSN
is designed to collect data when an emergency occurs within
the monitoring region, sensor nodes may still suffer from
some problems incited by the rapid increase of data through-
out. The problems include congestion, increase of network
transmission delay, and decrease of network throughput,
which are not conducive to transfer data timely and reliably
[3].Thus, congestion control mechanism is also in great need
to ensure timely and reliable data transmission in WSNs.

Currently, there are mainly two issues dealing with con-
gestion detection and rate adjustment in congestion control
mechanisms [4, 5]. Channel load [6, 7], length of buffer queue
[8], the ratio of node service rate and arrival rate [9], and so
forth, are adopted as criterion of congestion detection inmost
research studies. Such detection mechanisms not only fail to

reflect the possibility of overflow of the node queue length
timely and accurately but also ignore that the occurrence
of congestion is a continuous gradual process. In addition,
in rate adjustment phase, mostly the original rate [10, 11] is
adjusted to defer or reduce the amount of data flow into the
network, so as to achieve the purpose of reducing congestion
in traditional congestion control mechanisms. As these
congestion control mechanisms cannot model the process of
event that occurs realistically, they cannot guarantee timely
and reliable transmission of emergency information.

PCCP [6] is a typical protocol based on priority control.
In this protocol, each node is assigned with a priority, and
arrival time of interactive packet in a queue is calculated to
detect congestion. Rate adjustment is conducted according
to the priority of each node. The deficiency of PCCP is that
diverse needs of reliable data are not taken into account
although the priority mechanism is adopted [12].

In RTP-UI [13], the priority queue mechanism and the
state machine model are introduced into the protocol. In
congestion detectionmechanism, the congestion level of each
node is evaluated by combining the length of buffer queue
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with change rate of the queue length. Working states of
nodes are divided into six states. Different rate adjustment
mechanisms are adopted depending on different states. Com-
pared with traditional congestion control mechanisms, the
advantage of RTP-UI is that it reflects the real situation of
emergencies by taking the gradual process of node congestion
and the diversity of data transmission into account. The
disadvantage of RTP-UI is that the analysis on gradual
process of congestion of the node itself is not comprehensive,
which cannot indicate the current congestion state of the
network timely and accurately.

In this paper, emergency that occurred within wireless
monitoring region is studied intensively. According to three
characteristics including suddenness [14], timeliness [15],
and the diversity for reliability in emergency data, a reliable
transport protocol (PMUI) with prediction mechanism for
WSN to deliver urgent information is designed and analyzed.
The congestion control mechanism of RTP-UI is improved
in PMUI. It not only combines the prediction mechanism
with the priority control mechanism but also obtains eight
different node working states through the comprehensive
analysis of joint change rate of queue, joint queue length,
expected queue length, and expected joint change rate of
queue. It also adopts different rate adjustments depending on
their different states. Compared with RTP-UI, PMUI is able
to accurately determine the current network congestion and
timely adjusts node transmission rate by the way of analyzing
probability of congestion in future by prediction mechanism.

2. Improvement of RTP-UI Congestion
Control Mechanism

2.1. Queue Model. Each node has three priority queues, that
is, high, medium and low priority queue, denoted as HP, MP,
and LP.These three priority queues are assignedwith different
weights, denoted as𝜔

ℎ
,𝜔
𝑚
,𝜔
𝑙
, according to their importance.

Some provisions are defined as follows. Header part of each
queue includes not only the change rate of node queue 𝜌

𝑖
, the

queue length QL
𝑖
, but also the expected queue length QLexp 𝑖

and the expected joint change rate of queue 𝜌exp 𝑖, where 𝑖 ∈

{ℎ,𝑚, 𝑙} and QLmax is the maximum length of a queue.

2.2. Congestion Evaluation Mechanism. In PMUI, queue
length changes are considered on the current and previous
cycles, and the expected queue length QLexp 𝑖 and expected
joint change rate of queue 𝜌exp 𝑖 are introduced. Required
queue length for the next cycle is preestimated by analyzing
variables QLexp 𝑖 and 𝜌exp 𝑖 in the protocol, and the current
queue space is compared with predicted required space of the
next time slot, so as to judge whether the danger of queue
overflow exists or not.

Definition 1. Joint change rate of queue is defined as follows:

𝜌 =
∑
𝑖
𝜔
𝑖
⋅ 𝜌
𝑖

∑
𝑖
𝜔
𝑖

, 𝑖 ∈ {ℎ,𝑚, 𝑙} , (1)

where 𝜌
𝑖
= (QLcurr

𝑖
−QLlast
𝑖

)/(QLmax−QL
curr
𝑖

), QLcurr
𝑖

̸=QLmax,
𝑖 ∈ {ℎ,𝑚, 𝑙}. The current and previous queue length in a cycle
for node 𝑖 are denoted as QLcurr

𝑖
and QLlast

𝑖
, respectively.

Definition 2. Joint queue length is defined as follows:

QL
𝑢
=

∑
𝑖
𝜔
𝑖
⋅QL
𝑖

∑
𝑖
𝜔
𝑖

, 𝑖 ∈ {ℎ,𝑚, 𝑙} . (2)

Definition 3. Expected queue length is defined as follows:

QLexp 𝑖 = 𝛿 (QLcurr
𝑖

−QLlast
𝑖

) + (1 − 𝛿) (QLlast
𝑖

−QLlast1
𝑖

) ,

𝑖 ∈ {ℎ,𝑚, 𝑙} , 0 < 𝛿 < 1,

(3)

where QLlast1
𝑖

is queue length of the second reciprocal cycle
for node 𝑖.

Definition 4. Expected change rate of a queue is defined as
follows:

𝜌exp =
∑
𝑖
𝜔
𝑖
⋅ 𝜌exp 𝑖

∑
𝑖
𝜔
𝑖

, 𝑖 ∈ {ℎ,𝑚, 𝑙} , (4)

where 𝜌exp 𝑖 = QLexp 𝑖/(QLmax − QLcurr
𝑖

), QLcurr
𝑖

̸=QLmax, 𝑖 ∈

{ℎ,𝑚, 𝑙}.

Working conditions are divided into eight by comprehen-
sive analysis of joint queue length QL

𝑢
, 𝜌, QLmax − QLcurr

𝑖
,

and QLexp 𝑖 of nodes in PMUI. Different working conditions
correspond to different working states.

State 1. When a node satisfies Condition 1, the joint queue
length QL

𝑢
is 0, and it indicates that the node queue is empty,

and the node will enter State 1.

Condition 1.
QL
𝑢
= 0,

𝜌 = 0.

(5)

State 2. When a node satisfies Condition 2, the node will
enter State 2. At this time, QLexp 𝑖 is less than or equal to the
remaining queue length of current node, and the joint change
rate of the queue is less than Δ thr, indicating that the node is
in normal working condition.

Condition 2.
0 < QL

𝑢
≤ (1 − 𝛼)QLmax,

QLexp 𝑖 ≤ (QLmax −QLcurri ) ,

0 < 𝜌 < Δ thr.

(6)

State 3. When a node satisfies Condition 3, the joint change
rate of the queue is less than or equal to 0, indicating that
the queue length of the node is gradually decreasing. At this
time, the node will enter State 3, and it is in normal working
condition.
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Condition 3.
0 < QL

𝑢
≤ (1 − 𝛼)QLmax,

QLexp 𝑖 ≤ (QLmax −QLcurr
𝑖

) ,

𝜌 ≤ 0.

(7)

State 4. When a node satisfies Condition 4, QL
𝑢
is less than

(1 − 𝛼)QLmax and the joint change rate of the queue is
greater than Δ thr, indicating that an emergency occurs in
the network, and the queue length of the node is rapidly
increasing. At this time, the node will enter State 4. Primary
rate adjustment mechanism will start.

Condition 4.
0 < QL

𝑢
≤ (1 − 𝛼)QLmax,

𝜌 > Δ thr.
(8)

State 5. When there are one or more queues in the node
priority queue, of which the remaining length is between
QLexp 𝑖/2 andQLexp 𝑖, it indicates the increasing potentiality of
overflow of this node in the next cycle. At this time, we do not
consider the impact of QL

𝑢
and 𝜌, and the node immediately

enters State 5, and the primary rate adjustment mechanism
will start.

Condition 5.

QLexp 𝑖 > (QLmax −QLcurr
𝑖

) ≥
QLexp 𝑖

2
. (9)

State 6. When a node satisfies Condition 6, QL
𝑢
is between

(1−𝛼)QLmax and𝛼QLmax. QLexp 𝑖 is less than or equal to queue
remaining length of current node. At this time, the node will
enter State 6, and the primary rate adjustment mechanism
will start.

Condition 6.
(1 − 𝛼)QLmax < QL

𝑢
< 𝛼QLmax,

QLexp 𝑖 ≤ (QLmax −QLcurr
𝑖

) .

(10)

State 7. When QL
𝑢
is greater than or equal to 𝛼QLmax, it

means that the node is falling into severe congestion, and the
probability of packet loss due to queue overflow is increasing.
At this time, the node will enter State 7, and the senior rate
adjustment mechanism will start.

Condition 7.

QL
𝑢
≥ 𝛼QLmax. (11)

State 8. When a node satisfies Condition 8, it indicates that
the probability of queue overflow is increasing in a node.
At this time, QL

𝑢
and 𝜌 cannot fully reflect the node queue

congestion. Thus, the node will enter State 8, and the senior
rate adjustment mechanism will start.

Normal working
state

Emergency working state

Normal rate
adjustment

S1

S2
S3

S4

S5

S6

S7

S8

Primary rate
adjustment

Senior rate
adjustment

Figure 1: Improved node state transition diagram.

Condition 8.

QLmax −QLcurr
𝑖

≤
QLexp 𝑖

2
, (12)

where 𝛼 is a customized constant with value between 0.5 and
1 and Δ thr is a fixed threshold value between 0 and 1. In order
to adjust the working state of the node, the node will conduct
a congestion evaluation every second.

The improved node state transition diagram is shown
in Figure 1. As shown in the figure, we can figure out the
transformational relation of each state, where S1 to S8 in the
figure represent State 1 to State 8.

2.3. Rate Adjustment Mechanism. Node states of rate adjust-
ment are divided into normal rate adjustment, primary rate
adjustment, and senior rate adjustment in PMUI. The nor-
mal rate adjustment mechanism adopts the rate adjustment
mechanism utilized in reference [13]. In order to perform a
comprehensive analysis in the primary rate adjustment and
senior rate adjustment mechanism in PMUI, the joint change
rate of queue is combined with the expected change rate of
queue. It is more flexible to adjust the transmission rate of a
node and more reliable to transfer data.

2.3.1. Normal Rate Adjustment Mechanism. When a node is
in State 2 or State 3, the node is in normal working condition.
At this time, normal rate adjustment mechanism is used.
According to the rate adjustment mechanism in reference
[13], we can obtain the average service rate of the sink node,
as shown in the following formula:

Vsink =
1

(1 − 𝜃) 𝑇


sink + 𝜃𝑇


sink

, (13)

where 𝜃 is a constant between 0 and 1 and 𝑇


sink and 𝑇


sink
are the average service time of sink node in the current and
previous cycle, respectively.

Starting from the sink node, each node 𝑖 in the network
is evaluated in turn by formula (14) and broadcasts initial
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maximum service rate of its child node 𝑗, where 𝑃
𝐺

𝑗
is the

global priority of node 𝑗, generated by cumulative weights of
current producing data type in the node. 𝐶

𝑖
is the collection

of child nodes of node 𝑖, and ∑
𝑗∈𝐶𝑖

𝑃
𝐺

𝑗
is the sum of global

priority in all child nodes of node 𝑖:

Vmax
𝑗

= V
𝑖

𝑃
𝐺

𝑗

∑
𝑗∈𝐶𝑖

𝑃𝐺
𝑗

, 𝑗 ∈ 𝐶
𝑖
. (14)

After each dispatching cycle of node, the rate of each child
node 𝑗 is readjusted by formula (15), where V

𝑗
and ∑

𝑗∈𝐶𝑖
V
𝑗

are the output and input rate of node 𝑖, respectively, and 𝜏 is
a constant:

V
𝑗
= V
𝑗
+

𝑃
𝐺

𝑗
⋅ (𝜏V
𝑖
− ∑
𝑗∈𝐶𝑖

V
𝑗
)

∑
𝑗∈𝐶𝑖

𝑃𝐺
𝑗

, 𝑖 ∈ 𝐶
𝑗
. (15)

2.3.2. Primary Rate Adjustment Mechanism. As we can see
from the improved node state transition diagram, we draw
that when a node is in State 4, 5, or 6, the possibility of
overflow is increasing in the congestion queue because of the
increase of node’s data flow. It will result in the increasing
probability of node’s packet loss. Therefore, the node needs
to improve its service rate to cancel out the increase of queue
length by the primary rate adjustment mechanism.

Primary rate of node 𝑗 is calculated by formula (16),
where V

𝑖
is rate of its parent node and 𝜆 and 𝛽 are the rate

controlling factors. Assume that the rate of any node cannot
exceed the rate of its parent node. According to formula
(17), uncongested sibling node 𝑘 and node 𝑗 will adjust the
rate. The parent node’s remainder bandwidth is allocated
according to their own priority:

V
𝑗
= min {V

𝑗
+ 𝛽 ⋅ 𝜌exp + 𝜆 ⋅ 𝜌, V

𝑖
} , (16)

V
𝑘
= (V
𝑖
− V
𝑗
)

𝑃
𝐺

𝑘

∑
𝑘∈𝐶𝑖 ,𝑗 ̸=𝑘

𝑃𝐺
𝑘

. (17)

2.3.3. Senior Rate Adjustment Mechanism. When a node is
shifted to State 7 or 8, the node queue length is greater than
QLmax, or QLmax − QLcurr

𝑖
is less than the half of QLexp 𝑖,

causing a higher packet loss probability because of the queue
overflow. As the primary rate adjustment mechanism cannot
guarantee reliable urgent data transmission, the senior rate
adjustment mechanism is used, as shown in formula (18),
where 𝜆 and 𝛽 are defined in the formula (16):

V
𝑖
= V
𝑖
+ V
𝑖
⋅min (𝛽 ⋅ 𝜌exp + 𝜆 ⋅ 𝜌, 1) . (18)

It means that low level rate adjustment mechanism
cannot work well even the node gets all of its parent node’s
bandwidth, and high level rate adjustment mechanism is
adopted. Then in order to reduce congestion, bandwidth of
its parent node and its sibling node is reallocated.

Sink

a b c d e f g

h i j

Figure 2: Simulation topology.

Table 1: Simulation parameters.

Parameter Value
QLmax 100
𝛼 0.6
𝜃 0.1
𝜆 2.0
𝛽 1.0
Δ thr 0.1
𝜏 0.98
Weight distribution 𝜔 [10, 6,1]
𝛿 0.6
Simulation time 100 s

3. Design and Analysis of
Simulation Experiments

In order to verify performance of PMUI, we use two perfor-
mance indicators, including delay and packet loss rate, as the
evaluation criterion. We also compare the performances of
PMUI with RTP-UI and PCCP protocols. We use the same
topology model used in RTP-UI for simulation and only
consider the node queue overflow congestion. The topology
model for simulation is shown in Figure 2. It is assumed
that the node 𝑐 is off during 10–40 s, indicating that the
rate of node 𝑐 becomes 0 and assumed that node 𝑐 detects
emergencies during 60–90 s, which will result in huge bunch
of persistent data suddenly.

Simulation parameter settings are shown in Table 1.
As shown in Figure 3(a), the packet loss rates of HP

approach zero in PMUI and RTP-UI. From Figures 3(b) and
3(c), we can see that the packet loss rates of MP and LP are
much smaller than those in PCCP. Compared with RTP-UI,
the average packet loss rate of PMUI is lower. PMUI has
higher reliability for emergency information transmission.

Comparison results of delay of these three kinds of data
flows are shown in Figure 4. The average delay of HP, MP,
and LP in PMUI is less than that in RTP-UI and PCCP, and
the delay of HP is less than the delay of MP and LP. The
average delay of LP has the largest gap. In the event of an
emergency, PMUI is more effective to reduce transmission
delay of emergency information.

From Figures 3 and 4, both packet loss rate and delay
fluctuate at 10 s because of the closedown of node 𝑐. But they
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Figure 3: Comparison of packet loss rate.

all recover soon. Although emergencies occur during 60–
90 s, RTP-UI and PMUI both work well since the continuous
variation of congestion is considered in both of them. RTP-UI
and PMUI both perform better in higher priority queues due
to their priority control mechanism.With prediction mecha-
nism, PMUI performs better than RTP-UI when emergencies
occur.

4. Conclusions

In this paper, a reliable transport protocol with prediction
mechanism for urgent information (PMUI) is proposed.
Considering the characteristics of emergency information
comprehensively, prediction mechanism and priority control
mechanism are utilized in PMUI. We design a congestion

detection method based on queue priority, change rate of
queue length, expected queue length, and expected change
rate of queue length. According to the degree of current con-
gestion and the queue tendency in next cycle with prediction
mechanism, node working states are divided into eight differ-
ent ones, so as to adopt a different rate control mechanism.
Compared with RTP-UI, PMUI is better in ensuring reliable
transmission of emergency information in WSNs.
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In order to solve contradictions between real-time applications of wireless sensor networks and limited energy of nodes, Cross-
Layer Power Control Algorithm (CLPCA) is proposed in this paper. Moreover, Power-Control-Based Real-Time Routing Protocol
(PCBRRP) is designed capablewithCLPCA. In this protocol, the transmission power of the node is adjusted dynamically to increase
the energy efficiency.The next hop node is selected via the link quality of the communication and the residual energy of every node.
Simulation results show that the energy consumption of the network is reduced while real-time end-to-end data transmission is
guaranteed.

1. Introduction

Wireless sensor networks (WSNs) are widely used in many
areas, such as medical surveillance [1], security monitoring
[2–4], and fire rescuing [5, 6]. All these applications impose
real-time overheads on WSNs; that is, the data transmission
tasksmust be performed in limited time period. However, the
energy stored in sensor nodes in WSNs is relatively limited,
which is constrained by the deployment environment, and
is difficult to be recharged [7, 8]. Therefore, the key issue of
real-time applications is to use the limited amount of energy
efficiently and to guarantee the real-time performance to a
certain extent [9].

InWSNs, efficient routing protocols can be used to reduce
unnecessary energy consumption in data transmission pro-
cess. Researchers have proposed many routing strategies in
order to meet real-time requirement. SPEED [10, 11] is a
classic real-time routing protocol based on data transmission
delay, and neighboring feedback strategy is adopted to ensure
that network transmission rate is above global transmission
rate threshold. This protocol achieves the goal of real-time
data transmission, but it only defines a global transmission
threshold; consequently, it cannot be suitable for different

transmission delay requirements of different data packets.
MMSPEED [12], which is an extended version of SPEED,
divides the candidate nodes into multiple subsets according
to the local transmission rate between current node and
each candidate routing node. Each subset is a virtual subnet.
As a result, a physical WSN can be logically divided into
multiple subnets with different transmission rates. According
to different transmission rate requirements of each data
packet, MMSPEED allocates each data packet to different
logical subnets. To some extent, this protocol can meet
the requirements of different data packets with different
transmission rates. However, both of them use the fixed
transmission power and do not consider the residual energy
of the node, which will yield the premature death of some
nodes and, finally, harm the network lifetime.

2. Problem Description

In Figure 1, a WSN is modeled as an undirected connected
graph, denoted as𝐺(𝑉, 𝐿), where𝑉represents the set of nodes
and 𝐿 represents the set of edges. The edge existing between
node 𝑖 and node 𝑗, denoted as 𝑙(𝑖, 𝑗) ∈ 𝐿, represents a wireless
connection between node 𝑖 and node 𝑗.
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Figure 1: Undirected connected graph model of WSNs.

Definition 1. When a packet is transmitted from the source
node 𝑆 to the destination node 𝐷, the default transmission
rate of this packet is defined as follows:

Vreq (𝑆, 𝐷) =
𝑑 (𝑆, 𝐷)

𝑡req
. (1)

When a packet is transmitted from the source node 𝑆 to
the candidate node 𝑖 by power𝑝

𝑆
, the actual transmission rate

of this packet is defined as follows:

V
𝑆→ 𝑖

(𝑝
𝑆
) =

𝑑 (𝑆, 𝐷) − 𝑑 (𝑖, 𝐷)

Delay
𝑆→ 𝑖

(𝑝
𝑆
)
,

𝑖 ∈ 𝐹 (𝑖) ≜ {𝑖 | 𝑑 (𝑆, 𝐷) − 𝑑 (𝑖, 𝐷) > 0, 𝑖 ∈ 𝑁 (𝑖)} .

(2)

Here, 𝑑(𝑆, 𝐷) is the Euclidean distance between source
node 𝑆 and destination node 𝐷; 𝑑(𝑖, 𝐷) is the Euclidean
distance between node 𝑖 and destination node 𝐷; 𝑡req is the
preset transmission time of the packet; Delay

𝑆→ 𝑖
(𝑝
𝑆
) is the

transmission delay of source node 𝑆 when node 𝑆 sends data
to node 𝑖with power𝑝

𝑆
;𝐹(𝑖) is the candidate forwarding node

sets of next jump recognized by node 𝑆; and𝑁(𝑖) is the one-
jump neighboring node sets of node 𝑆.

Definition 2. When a packet is transmitted from source
node 𝑆 to destination node 𝐷, 𝐸(𝑆,𝐷)represents the energy
consumed by this transmission process, defined as follows:

𝐸 (𝑆,𝐷) ≈ 𝐸
𝑆→ 𝑖

(𝑝
𝑆
) × 𝐶
𝑆→ 𝑖

(𝑝
𝑆
) ×

𝑑 (𝑆, 𝐷)

𝑑 (𝑆, 𝐷) − 𝑑 (𝑖, 𝐷)
,

𝑖 ∈ 𝐹 (𝑖) .

(3)

Here, 𝐸𝑆→ 𝑖(𝑝
𝑆
) is the energy consumed in this transmis-

sion processwhen source node 𝑆 sends a single packet to node
𝑖 with power 𝑝

𝑆
; 𝐶𝑆→ 𝑖(𝑝

𝑆
) is the number of packets in the

transmission process when the source node 𝑆 sends packets
to node 𝑖 with power 𝑝

𝑆
.

The main purpose of a real-time routing protocol is to
ensure that data packets can be transmitted to the destination
node within preset transmission time, while making energy
consumption as small as possible. To achieve these goals, we
first define some rules as follows.

Rule 1. When a packet is transmitted from the source node
𝑆 to the destination node 𝐷, during each jump, the packet
should meet the condition as follows

Vreq (𝑆, 𝐷) ≤ V
𝑆→ 𝑖

(𝑝
𝑆
) , (4)

where V
𝑆→ 𝑖

(𝑝
𝑆
) is the path which satisfies real-time require-

ments.
Here, Vreq(𝑆, 𝐷) is the preset transmission rate of a

packet when it is transmitted from the source node 𝑆 to
the destination node 𝐷; V

𝑆→ 𝑖
(𝑝
𝑆
) is the actual transmission

rate of a packet when it is transmitted from the source node
𝑆 to the next hop node 𝑖 by power 𝑝

𝑆
. Under this rule, it

can be guaranteed that each actual transmission rate of a
packet through each hop is not less than the global preset
transmission rate. In other words, this rule will ensure that a
packet can be transmitted to the target node within the preset
time 𝑡req, so as to guarantee the real-time data transmission
requirements.

Rule 2. Minimizing the 𝐸(𝑆,𝐷) with certain routing strategy
in consistence with Rule 1.

We assume that the number of hops from the source node
to the destination node is 𝑛, and Rule 1 has ensured that
the maximum transmission delay time of a single-hop is 𝑇.
With these two provisions, we can theoretically guarantee
that the upper bound of multihop transmission delay time
from the source node to the destination node is 𝑛𝑇. Some
existing routing protocols only follow Rule 1 and assume that
transmission power of a sensor node is always fixed.However,
through the theoretical analysis, Gomez and Campbell [13]
have proved that dynamic adjustment of transmission power
is better to improve working ability and energy efficiency
compared with the fixed transmission power manner.

Aiming at overcoming the weaknesses of existing pro-
tocols, a Cross-Layer Power Control Algorithm (CLPCA)
based on the two above rules and theories of Gomez et al. is
proposed in this paper. Moreover, we also design the Power-
Control-Based Real-Time Routing Protocol (PCBRRP) capa-
ble with CLPCA; that is, considering residual energy of
forwarding node and the link quality of communication with
real-time requirements, PCBRRP adopts real-time routing
option strategy and effective neighboring nodes manage-
ment mechanism. With these designs, PCBRRP protocol can
ensure real-time transmission of end-to-end data successfully
and reduce the network energy consumption.

3. Cross-Layer Power Control
Algorithm (CLPCA)

Related studies have shown that energy consumption is
extremely low in terms of perception module or processing
module in a sensor node. Most energy is consumed by the
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communication module [14]. Power control technology in
WSNs can significantly improve the energy consumption
and real-time performance in network systems. Therefore,
combining the background of real-time application and the
status of every network layer, we can effectively use the
power control based routing protocol to alleviate the trade-
off between the real-time and energy consumption. Based on
the number of optimal neighboring nodes, the Cross-Layer
Power Control Algorithm (CLPCA) is proposed in this paper.
Under the circumstance of ensuring network connectivity,
this algorithm dynamically adjusts transmission power of
one node and selects the minimum required emission power
to communicate with its neighboring nodes to improve
network energy efficiency. This algorithm also takes into
account the multichannels power control in link layer and
the power control strategy which is based on the number of
optimal neighboring nodes in network layer. This algorithm
is described in detail as follows.

Step 1. Once initialized, node 𝑖 will divide the original
channels into signaling channel, forwarding data channel,
and reversing ACK channel.

Step 2. Node 𝑖 in the signaling channel broadcasts a message
MSG containing its own ID and sets the value of broadcasting
cycle counter at the same time.

Step 3. After receiving the MSG of node 𝑖, node 𝑗 judges
whether the value of signal strength at node 𝑖 is higher than
the value of its own signal strength. If yes, the minimum
required emission power of node 𝑖 will be calculated by the
Friis [14] formula.This value along with node 𝑖will be written
into the routing table, and node 𝑗will also send an ACKMSG
containing its own ID to the node 𝑖 through the signaling
channel.

Step 4. Node 𝑖 checks the number of received ACKMSG,
denoted as 𝑁, and sets this value as the number of its
neighbors.

Step 5. According to the relationship between 𝑁 and the
range of its neighboring nodes threshold, node 𝑖 uses the
power adjustment mechanism in LMA [15] to dynamically
adjust its emission power.

Step 6. From the candidate neighboring nodes, node 𝑖 will
carefully select node 𝑘 that meets the forwarding require-
ments as its next hop node and uses the forwarding data
channel to send data. If there are no forwarding nodes
meeting the requirements, the procedure will go back to
Step 5.

Step 7. After receiving the data from node 𝑖, node 𝑘 will
send the data acknowledgment frame (ACK) to the reversing
channel at the maximum emission power to fix the possible
occurring unidirectional links.

Step 8. If node 𝑖 does not receive the data acknowledgment
frame (ACK) from node 𝑘, then node 𝑖 will go back to Step 2;
otherwise, it will terminate the operation.

4. Power-Control-Based Real-Time Routing
Protocol (PCBRRP)

By calculating the forwarding adaptation index of a node,
denoted as 𝜃

𝑆−𝑖
, PCBRRP protocol can make data packets

select their optimal next hop node that satisfies the condition
(4) to avoid the serious phenomenon of energy consumption
in a local communication link and prolong network lifetime.
If nodes in 𝐹(𝑖) do not meet the condition (4), PCBRRP
protocol, combining with CLPCA, will adopt efficient neigh-
boring nodes management mechanism to make reasonable
decisions for forwarding or discarding the packets. PCBRRP
protocol includes real-time routing options and neighboring
nodes management.

4.1. Real-Time Routing Option

4.1.1. Delay Estimation. In order to calculate the actual
transmission rate, PCBRRP protocol needs to know the
transmission delay of adjacent nodes. Due to the constraints
of node energy and bandwidth, using a specialized probe
is not suitable for measuring single-hop data transmission
delay. Therefore, in this paper, instead, we estimate the actual
packet transmission delay.When source node 𝑆 sends packets
to the next hop node 𝑖 by power 𝑝

𝑆
, the transmission delay in

this process is calculated as follows:

Delay
𝑆→ 𝑖

(𝑝
𝑆
) = 𝑇
𝑐
+ 𝑇
𝑡
+ 𝑇
𝑝
+ 𝑇
𝑞
+ 𝑇
𝑠
=
𝑇
2
− 𝑇
1

2
. (5)

Here, 𝑇
𝑐
is the time for packets competing for channel

occupation; 𝑇
𝑡
is packet transmission time; 𝑇

𝑝
is packet

processing time; 𝑇
𝑞
is the time delay in the transmitting

queue; 𝑇
𝑠
is node sleeping time. Node 𝑆 will first record

the time instance (𝑇
1
) when packet enters MAC layer and

then records the time instance (𝑇
2
) when node 𝑆 receives

the ACK packet. Half of the difference between these two
moments (𝑇

1
, 𝑇
2
) is the single-hop transmission delay time.

In order to dynamically allocate forwarding rates to the
packets, PCBRRP protocol uses themoving weighted average
method to update Delay

𝑆→ 𝑖
(𝑝
𝑆
), calculated as follows:

Delay𝑡+1
𝑆→ 𝑖

(𝑝
𝑆
)

= 𝛼Delay𝑡
𝑆→ 𝑖

(𝑝
𝑆
)

+
1 − 𝛼

𝑇

𝑡−1

∑

𝑘=max(1,𝑡−𝑇)
Delay𝑘

𝑆→ 𝑖
(𝑝
𝑆
) , 0 ≤ 𝛼 ≤ 1,

(6)

where 𝑇 is the time window for competition, the value
of parameter 𝛼 is associated with delay change. 𝛼 has a
larger value when the network delay changes significantly;
otherwise, it has a smaller value.

4.1.2. Link Quality. Link quality will obviously affect the ratio
of successful transmissions directly. When real-time routing
option strategy selects the next hop nodes in BPCRRP proto-
col, it will take into account the communication link quality
to ensure real-time reliable transmission of data packets.
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Moreover, BPCRRP protocol also adopts packet reception
rate (PRR) to approximatively estimate the communication
link quality.The formula of PRR in literature [16] is calculated
as follows:

PRR = [

[

1 − (
8

15
) (

1

16
)

16

∑

𝑗=2

(−1)
𝑗
(
16

𝑗
)

× exp(20𝛾 (𝑑) (1
𝑗
− 1))]

]

176

,

𝛾 (𝑑) = 𝑃
𝑡
− PL (𝑑) − 𝑆

𝑟

PL (𝑑) = PL (𝑑
0
) + 10𝑛 log( 𝑑

𝑑
0

) + 𝑋
𝜎
.

(7)

Here, 𝛾(𝑑) is the signal to noise ratio; PL(𝑑) is the value
of communication link loss; 𝑃

𝑡
is the transmission power of

source node; 𝑆
𝑟
is the sensitivity value of destination node;𝑑 is

the Euclidean distance between source node and destination
node, 𝑑

0
, 𝑛; and𝑋

𝜎
is the set of all the constants.

If the value of 𝑑 is determined in the formula (7), the
PRR will be updated only when the node transmission power
changes. The update process will follows the formula listed
below:
PRR (𝑡 + 1) = 𝛼PRR (𝑡)

+ (1 − 𝛼)
1

𝑡 − 1

𝑡−1

∑

𝑘=1

PRR (𝑘) , 0 ≤ 𝛼 ≤ 1,

(8)

where 𝛼 is a random number representing the current
network traffic. Moreover, if the network traffic is heavier, 𝛼
will be bigger. Otherwise, it will be smaller.

4.1.3. Routing Selection. When source node 𝑆 has a packet to
send, it will first check whether the sink node is the next-hop
node. If so, node 𝑆will send packets directly to the sink node;
otherwise, node 𝑆 will calculate forwarding adaptation index
𝜃
𝑆−𝑖

of all nodes in 𝐹(𝑖) that satisfies the conditions (4) and
select the node with the maximum value (𝜃

𝑆−𝑖
) as its next hop

node. The formula of 𝜃
𝑆−𝑖

is shown as follows:

𝜃
𝑆→ 𝑖

= 𝛼 ×
V
𝑆→ 𝑖

(𝑝
𝑆
)

∑
𝑖∈𝐹(𝑖)

V
𝑆→ 𝑖

(𝑝
𝑆
)
+ 𝛽 ×

𝐸
𝑖

𝐸𝑆→ 𝑖 (𝑝
𝑆
)
+ 𝛾 × PRR,

𝛼 + 𝛽 + 𝛾 = 1.

(9)

Here, 𝛼, 𝛽, and 𝛾 are weighted factors. V
𝑆→ 𝑖

(𝑝
𝑆
) is the actual

transmission rate of a packet when it is transmitted from the
source node 𝑆 to the next hop node 𝑖 by power 𝑝

𝑆
. 𝐸𝑆→ 𝑖(𝑝

𝑆
)

is the energy consumed in the process when source node 𝑆
sends a single packet to node 𝑖with power𝑝

𝑆
.𝐸
𝑖
is the current

residual energy of node 𝑖. Thus, it can be seen that the for-
warding adaptation index is calculated by comprehensively
considering transmission rate of a packet, residual energy of
the next hop node, quality of communication link, and other
factors.

If all the nodes in 𝐹(𝑖) do not meet the conditions (4),
then node 𝑆 will initiate the neighboring nodes management
mechanism to decide if this packet is to be forwarded or
discarded.

4.2. Neighboring Nodes Manager

4.2.1. Power Dynamic Adjustment. While ensuring data real-
time transmission, energy consumption in communication
link (𝐸(𝑆, 𝐷)) should be as small as possible. In order to
achieve this goal, node 𝑆 will take advantage of power
dynamic adjustment mechanism of neighboring nodes to
select its next-hop node.

(1) Increase the node transmission power: if less than 20%
of nodes in 𝐹(𝑖) satisfy the condition (4), BPCRRP protocol
will select some nodes from 𝐹(𝑖) to increase their original
transmission power by 𝛼 (𝛼 > 1) times. These nodes need
to meet the following conditions.

(i) Transmission power does not reach the maximum
value.

(ii) The nodes have a low workload.
(iii) The change of 𝐹(𝑖) does not lead to the increase of

subsequent transmission delay.

Then, source node 𝑆 will select the maximum value (𝜃
𝑆−𝑖

)
from these nodes as the next hop node.The value of 𝛼 should
be chosen reasonably since a large 𝛼 will inevitably cause
energy waste, while a small 𝛼 may not be able to guarantee
the real-time transmission of data packets.

(2) Reduce the node transmission power: if more than
80% of nodes in 𝐹(𝑖) satisfy the condition (4), BPCRRP
protocol will linearly decrease their original transmission
power by 𝛽 times to reduce the energy consumption. These
nodes need to meet the following conditions.

(i) Transmission power does not reach the minimum.
(ii) The nodes have a low workload.
(iii) The change 𝐹(𝑖) does not lead to the increase of

transmission delay.

Then, source node 𝑆will select themaximum value (𝜃
𝑆−𝑖

)
from these nodes as the next-hop node.The value of 𝛽 should
be chosen reasonably since a small 𝛽 will inevitably cause
energy waste, while a large 𝛽 may not be able to guarantee
the real-time transmission of data packets.

4.2.2. Neighboring Nodes Discovery. In 𝐹(𝑖), if source node 𝑆
still does not find the next hop node that meets the forward-
ing conditions by power dynamic adjustment mechanism of
neighboring nodes, node 𝑆will use the neighboring discovery
strategy to find the new forwarding next hop node in𝑁(𝑖). In
detail, node 𝑆 broadcasts a packet of Request to Route (RTR)
by medium power 𝑃. In order to reduce the network energy
consumption caused by the network competition, nodes
satisfying the following conditions are qualified to reply.

(1) 𝑑(𝑆, 𝐷) − 𝑑(𝑗, 𝐷) > 0, 𝑗 ∉ 𝐹(𝑖).
(2) Node 𝑗 should satisfy condition (4) as well as condi-

tion (1).
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Figure 2: Packet loss rate comparison chart.

Therefore, RTR packet should piggyback source node 𝑆,
position coordinates of destination node 𝐷 number, and ID
information of each node in 𝐹(𝑖). When a node receives
the packet RTR, it will first compare its own ID number
with the ID number of each node in 𝐹(𝑖) within RTR
packet fields. If the result is equal, the RTR package will be
discarded. Otherwise, according to the position coordinates
of the source node 𝑆 and destination node 𝐷 in RTR packet
fields, we will calculate the distance and rate, then determine
whether it meets the condition (1) or (2). If satisfied, then the
node will reply the routing request; otherwise, the node will
discard the RTR packet. Node 𝑆 will also add the node which
replies its routing request into the 𝐹(𝑖) and at the same time
deletes the lower frequency of forwarding nodes in 𝐹(𝑖).

5. Simulation Results

We use NS2 to conduct simulation experiments for PCBRRP,
compared with both the SPEED and MMSPEED. The sim-
ulation scenarios are as follows. 121 nodes are uniformly
distributed in the coordinates between (0m, 0m) and (100m,
100m). The coordinates of these 121 nodes are already
known. Among these nodes, the coordinates of the sink
node are (50m, 50m). The node transmission power range
is (−20 dB, 10 dB), corresponding to the range of their power
consumption of (3.5mA, 21.5mA). In addition, the initial
energy of every node is 3.3 J, the value of 𝑁 is taken as 6,
data rate is 12 p/s, 𝛼, 𝛽, and 𝛾 in the formula (4) are 0.2,
0.2, and 0.6, respectively, and 𝛼 and 𝛽 in the power dynamic
adjustment mechanism of neighboring nodes are 1.25 and
1.20, respectively.

PRR is used to approximate the quality of communication
link in BPCRRP. If the transmission power of a node changes,

the value of PRR will be updated by using formula (8).
With this updated PRR, it can be ensured that if excessive
congestion occurs because of heavy network traffic, the next
hop node can be chosen scientifically in BPCRRP.

In order to inspect the real-time performance and energy
efficiency of these protocols, we use packet loss rate and
energy consumption of a single packet as the measuring
indicators. Now, we show the simulation results in Figures 2
and 3.

Figure 2(a) is the packet loss rate comparison chart with
different transmission delays for different protocols. In the
case of small transmission delay time, the packet loss rate of
PCBRRP is decreased by almost 12.5% and 30%, compared
with the other two protocols. When packet transmission
delay reaches 250 s, the packet loss rates of these three
protocols are all within 20%. As shown in Figure 2(b), the
packet transmission delays are all controlled around 250 s for
these protocols. After the network operates for 150 s, packet
loss rate compared with different running time is also clearly
known. Within 300 s, packet loss rate remains within 40% in
PCBRRP, and packet loss rate is decreased by almost 11% and
29.5% with respect to data real-time transmission, compared
with the other two protocols.

Figure 3(a) is a single packet node energy consumption
comparison chart with different transmission delays for dif-
ferent protocols. Clearly, under the precondition of ensuring
data transmission delay, PCBRRP can reduce the node energy
consumption to the minimum value. As the running time is
gradually extending, Figure 3(b) shows that growth curve of
a single node energy consumption in the network is lower
by using PCBRRP. Therefore, PCBRRP can reduce energy
consumption of network nodes.
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Figure 3: Energy consumption comparison chart.

6. Conclusions

In order to alleviate the trade-off between real-time appli-
cations of wireless sensor networks and limited energy of
nodes, the Cross-Layer Power Control Algorithm (CLPCA)
and the Power-Control-Based Real-Time Routing Protocol
(PCBRRP) are proposed in this paper. PCBRRP can effec-
tively ensure the real-time data transmission according to
the simulation result. With node power dynamic adjustment
mechanism, we can also reduce the network transmission
energy consumption to theminimum theoretically. However,
the asymmetric emission power will also bear a range of
adverse effects [17], such as serious phenomenon of hid-
den stations in a network, conflicts increase, and fairness
decrease. Therefore, minimizing these adverse effects and
balancing the network performance are the issues for further
researches.
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Internet of Things or wireless sensor networks (WSNs) can be utilized in monitoring electrical power consumption. For electrical
power application, themain issue is how to effectively apply self-organizedWSNs technology to handle the lastmile communication
and supply the reliable, real-time transmission. For example, great number of renewable generators’ instantaneous voltage and
power parameters should be reported in real time to dispatching center, which is the primary guarantee to keep the power system’s
stability. In this paper, integrating traffic engineering and distributed agent technologies, a novel distributed agents QoS routing
algorithm is proposed to transmit electrical information flows with multi-QoS constraints. The algorithm can explore fast forward
path withmultiagents and guarantee transmitting quality with smooth allocating different traffic.We also present themathematical
analysis to prove the algorithm’s validity. Finally, in the computer simulation, the average end-to-end delay, routing overhead, and
links’ bandwidth occupation ratio are computed to evaluate the algorithm performance. Coincident results show that the new
algorithm can provide short end-to-end transmission with optimal utilized communication resource. A health infrastructure with
load balance can effectively avoid the potential congestion and has robust capability to bear abrupt strong traffic flows.

1. Introduction

In intelligent home system, Internet of Things (IoTs) or
wireless sensor networks (WSNs) are widely employed to
transmit different kinds of information, in which electrical
power consumption is one of important information effects
on people’s daily life. On the other hand, smart grid systems
also require real-time electrical power consumption infor-
mation from consumer sides [1, 2]. It is necessary to design
a network architecture that is capable of providing secure
and reliable end-to-end communication among intelligent
electrical meters, power supply system, and consumers [1, 3].

Presently, there are a number of wired communication
technologies and standards that can be used in electrical
power communication networks, such as 100Gbps optical
fibers physical infrastructure, Synchronous Digital Hierar-
chy (SDH) technology, and Automatically Switched Optical
Network (ASON) architecture [4]. But there is also another
important challenge that is to provide a reliable and flexible

last mile communication. Wireless communication tech-
nique and self-organized networks theory with the qualities
of easy access and cost effectiveness have been extensively
considered [5].

For the electrical power application, the main issue is
how to effectively apply self-organized WSNs technology to
handle the last mile communication and supply the reliable,
real-time transmission. As it is well known, many adverse
factors in application scene affect data delivery integrally.
Unattended sensor nodes have miniaturization size (mm
scale for smart dust motes) and low-reliability hardware
circuit when coping with harsh conditions, such as the
industrial utilization. In addition, different kinds of atrocious
conditions and unpredictable accidents are also prone to fail
in data transmission, such as from physical damage to the
node or malicious attack to the system. Moreover, even if
the condition of the hardware is healthy, the communication
between sensor nodes is always affected bymany factors, such
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as fading, signal strength, obstacles, weather conditions, and
interference.

On the other hand, while WSNs get the benefit from
data aggregation via “intranetwork processing” to reduce
communication costs and improve energy efficiency, the
aggregated data carries more information than each indi-
vidual data packet [6]. Losing any part of the aggregated
data or long transmission delay will incur a fatal failure.
Hence, guaranteeing data delivery multi-QoS and integrality
is greatly challenging, which are distinctive from contempo-
rary wireless cellular communications and wireless ad hoc
networks [7, 8].

Considering the electrical power application, in one self-
governed smart grid, different kinds of electric informa-
tion are transmitted among digital secondary meters, called
microflows. Different kinds of electrical parameter flows,
including switchgear’s boolean controlling variable, feeder
voltage/current analog signals, and incorrect information
files, have different QoS requirements. To control multi-
ple microgrids combined and divided, voltage and power
parameter should be reported in real time to dispatching
center. Different transmitting attributes of information flows
in digital electronics secondary equipments are ubiquitous, in
which distributed topologic control and fast protocols should
be employed to accurately operate micro grid combined or
divided in smart grid system [4]. Unfortunately, achieving
multiple kinds of flow requirements in electric power com-
munication networks is NP-complete problem.

Integrating traffic engineering and distributed agent tech-
nologies, the paper proposes a novel electrical information
flow transmitting algorithm-Distributed Agents QoS Rout-
ing Algorithm (DAQRA). The algorithm can explore fast
forward path with multiagents and guarantee transmitting
quality. Moreover, DAQRA can make the scarce resource in
WSNs optimal used by smooth allocating different traffic,
with which congestion can be efficiently avoided, and the
capability of bidirectional communication is enhanced. In
the following section, we will present this algorithm in
detail and provide an evaluation of its effectiveness based on
mathematical analysis and computing simulations.

The remainder of this paper is organized as follows.
Section 2 presented the related work; Section 3 established
the mathematical model for the routing in last mile access
wireless sensor networks; Section 4 described DAQRA algo-
rithm in detail and presented the algorithm’s validity with
accuratemathematical analysis; Section 5 described the com-
puter simulation and analyzed the results; Section 6 pre-
sented the final conclusion.

2. Related Work

The chief assignment of wireless sensor network is measure
and transmitting quantity of distributed data to users, which
decides the difference between WSN and traditional net-
works. The end-to-end transmission, such as IP telephone
service in 3G or 4G cellular mobile communication network,
is rarely used in WSN; moreover, its star-shaped topological
structures in an infrastructure network are greatly different

from the self-original structure of sensor networks. Protocols
using in ad hoc consider how to provide a trusted point-to-
point interconnection in highly mobilized environment.

In WSNs, unicast and multicast (or reverse-multicast
model), such as multiple data sources transmitting to single
data recipient (Sink), are always appointed [9]. To achieve
these requirements with energy efficiency, many protocols
have been studied [10–12]. He et al. [13] proposed SPEED,
a protocol which combines feedback control and nondeter-
ministic QoS aware geographical forwarding. Felemban et al.
[14] proposed the multipath andmultispeed routing protocol
(MMSPEED) to provide a probabilistic QoS guarantee in
WSNs. The algorithm used different delivery speeds and
probabilistic multipath forwarding in the reliability domain
to transmit data with multiple QoS levels. Djenouri and
Balasingham [15] proposed a traffic-differentiation modular
routing protocols to consider localized QoS. It is well known
that energy consumption is a prime concern in WSNs. Many
studies on energy efficient routing have been proposed [10,
16, 17]. In [10] a multichannel protocol with energy efficient
data gathering for wireless sensor networks was designed,
EAR-DPS [16] found multiple paths from the source to
destination nodes, based on residual energy probability for
every neighboring node. Lim and Park proposed energy
efficient chain formation (EECF) algorithm to resolve the
long-distance data transmission problems [17]. These studies
only considered the energy efficiency of routing and did
not consider the need to ensure real-time, reliable packets
delivery. Only a couple of studies considered a deadline or
the reliability of a packet in wireless communication. Con-
sidering QoS delivery, Hsu et al. [18] designed a QoS-aware
power management method for a kind of spherical energy
harvesting sensor network. Mahapatra et al. [19] proposed
an energy aware QoS routing protocol for real-time packets.
The concept of providing real-time communication is very
similar to SPEED and MMSPEED. However, to satisfy real-
time transmission with energy efficiency, more overheads are
used in the protocol. Some other scholars focus on QoS in
forwarding routine data and unusual events inwireless sensor
networks.

Different from the WSNs’ traditional application, which
always detects and perceives single physical metric, different
kinds of electrical information have different QoS require-
ments. For example, to control multimicrogrids combined
and divided, the voltage and power parameters should be
reported in real time to dispatching center; the correct
information files should be transmitted integrally. Different
transmitting attributes of information flows among digital
electronics secondary equipments are ubiquitous; thus fast
forwarding WSNs protocol satisfied multi-QoS is necessary
for the electric power communication application.

3. Self-Organized Network Architecture and
System Mathematical Model

The architecture of wireless networks plays a crucial role
in reliable access among intelligent electrical meters. For
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Figure 1: Self-organized network architecture for the last mile wireless communication in smart grid.

instance, to avoid service disruption, routing protocols must
be robust to link failures. Inmost application scenes, covering
a residential area may not terminate in a single access
point but requires more than one data aggregation point
(DAP) to improve the reliability. Figure 1 shows a network
architecture that includes communication between home
appliances and their home intelligent electrical meters as
well as communication between meters and several AMI
access points through DAPs. The difference of the novel
architecture from traditional network architecture is that a
meter represents a home gateway node. It can access to
home appliances and has the communication ability to other
DAPs located on neighborhood distribution poles. Flexible
self-organized network theory and wireless communication
technologies, such as PIEEE 802.11s and IEEE 802.15.4, supply
the realization [20].

As shown in Figure 1, meters are represented as the
distributed sensor nodes. DAPs are represented as Sinks.
Thus, the novel network architecture is a kind of multiple
sinks model. Sensor nodes forward packets containing their
measurements or observations information towards any of
Sinks. As the above all description, because sensor nodes
have limited wireless range, multihop communications are
generally required to forward the data to the multiple sinks.

Based on graph theory, sensor nodes can represent
vertexes set 𝑉 = {V

1
, V
2
, . . . , V

𝑛
}; bidirectional wireless

links are defined as edges set 𝐸 = {𝑒
1
, 𝑒
2
, . . . , 𝑒

𝑛
}. When

an adjacent pair V
𝑗
, V
𝑘
shares the same wireless channel,

𝑒
𝑖
(V
𝑗
, V
𝑘
) ∈ 𝐸 indicates both vertexes 𝑗, 𝑘 are within each

other wireless transmitting ranges 𝜆
0
and share the same

wireless transmission link. We can rewrite the definition 𝐸 =

{𝑒
𝑖
(V
𝑗
, V
𝑘
) | 𝐷(V

𝑗
, V
𝑘
) ≤ 𝜆
0
, V
𝑗
, V
𝑘
∈ 𝑉}.

To satisfy the electrical information’s multi-QoS require-
ments, the WSNs’ mathematic model is a connected and
weighted simple graph 𝐺 = (𝑉, 𝐸,𝑊), where 𝑊 = {𝑊V,𝑊𝑒}

is the composite weight set, in which 𝑊V is the set of
each vertex’s measurements and 𝑊

𝑒
is the set of each edge’s

measurements. In each vertex, 𝑊V = {Color
𝑖
,Delay

𝑖
} :

𝑊V.Color𝑖 is the data type generated by vertex 𝑖, with which
same type of date can be aggregated effectively; otherwise,
data will only be transmitted overhead; 𝑊V.Delay𝑖 is the
delay on the corresponding router (the sum of queuing delay,
transmission delay, and propagation delay). In each edge
𝑊
𝑒
= {EnBW

𝑘
,Metric+

𝑘
} : 𝑊

𝑒
.EnBW

𝑘
is the maximum

available bandwidth provided for applications;𝑊
𝑒
.Metric+

𝑘
is

the transmission cost, which should be defined by electric
power system.

Based on the mathematic model, control algorithms
should be distributed to compute different kinds of single-
source shortest paths from dispatching center to each second
equipment or sensor with multi-QoS requirements. There-
fore, the attitude of information traffic in electrical power
system should be analyzed, and classification model should
be built.

Traffic is exchanged among the same class logical nodes.
In the smart grid operation, the logical nodes information
categories are presented with IEC 61850 as follows.

(1) Common logical node information: information
independent of the dedicated function, for example,
mode, health, and name plate;

(2) Status information: information representing either
the status of the process or of the function allocated
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to the LN, for example, switch type, switch operating
capability;

(3) Settings: information needed for the function of a
logical node, for example, first, second, and third
reclose time;

(4) Measured values: analogue data measured from the
process or calculated in the functions like currents,
voltages, power, and so forth, for example, total
reactive power, frequency;

(5) Controls information: data, which are changed by
commands like switchgear state (ON/OFF), resettable
counters, for example, position, block opening.

IEC 61850 also defines different kinds of interfaces among
the equipments [21]. We specially consider the multiply
QoS requirements from the various electrical information in
WSNs operation. WSNs must offer characteristics of reliabil-
ity, availability, and fault-tolerance abilities to collect mea-
suring data, aggregate and transmit them. To achieve these
requirements, DAQRA algorithm is designed for dynamic
routing with distributed mobile agents, and the established
routing path satisfied multi-QoS requirements.

4. Distributed Agents QoS Routing
Algorithm Description

4.1. DAQRA Algorithm Process. DAQRA uses distribute
agent technique to achieve multi-QoS requirements. Each
agent maps a class of flows from same source vertex, which
has a unique united measurement, shown in Figure 2.

The figure shows compound measurements of traffic.
Traffic should be transmitted from “Source” vertex to “Des-
tination” one, satisfied with the multiply QoS requirements
{𝑄
𝑓
.Color

𝑘
, 𝑄
𝑓
.delay

𝑘
, 𝑄
𝑓
.BW+
𝑘
}, where “𝑄

𝑓
.Color

𝑘
” is the

traffic type; “𝑄
𝑓
.delay

𝑘
” is the maximum accepted end-to-

end delay; “𝑄
𝑓
.BW+
𝑘
” is the maximum required bandwidth.

Before describing the basic steps of the algorithm, two
operations are defined:

(1) Select-excellence Operation: weight 𝑝 is better
than 𝑞, if and only if

𝑊V.Color𝑝 == 𝑊V.Color𝑞

(𝑊
𝑒
.EnBW

𝑝
> 𝑄
𝑓
.BW+
𝑓
) ∩ (𝑊

𝑒
.EnBW

𝑝
> 𝑄
𝑓
.BW+
𝑓
) ,

(𝑊V.∑

𝑝

delay < 𝑊V.∑
𝑞

delay)

∩ (

→

𝑊
(𝑖,𝑝)

𝑒
.Metric <

→

𝑊
(𝑖,𝑞)

𝑒
.Metric) .

(1)

Flag                           Source address         Destination address

Relay address

⋅ ⋅ ⋅ ⋅ ⋅ ⋅

Traffic QoS requirements 
Agent ID 10.25.1.106 10.25.2.178

10.25.1.108 10.25.1.97 10.25.1.1
10.25.2.1 10.25.2.113

Qf.Colork Qf.delayk Qf.BW+

k

Figure 2: Format of mobile agent.

(2) Accumulation Operation: accumulate link 𝑒(𝑖, 𝑝)
weight 𝑊(𝑖,𝑝)

𝑒
to the current delivery path’s weight

𝑊
𝑘

path, and get the delivery path’s new weight𝑊𝑘+(𝑖,𝑝)path

𝑊
𝑘+(𝑖,𝑝)

path = 𝑊
𝑘

path +𝑊
(𝑖,𝑝)

𝑒

=

{{{{{{{{{{{{{{{{{{

{{{{{{{{{{{{{{{{{{

{

𝑊
𝑘+(𝑖,𝑝)

path .Color
𝑝
= 𝑊
𝑘

path.Color𝑞

𝑊
𝑘+(𝑖,𝑝)

path .EnBW

= min (𝑊𝑘path.EnBW,𝑊
(𝑖,𝑝)

𝑒
.EnBW)

𝑊
𝑘+(𝑖,𝑝)

path .delay = 𝑊
𝑘

path.delay

+𝑊
(𝑖,𝑝)

𝑒
.delay +𝑊V.∑

𝑞

delay
→

𝑊
𝑘+(𝑖,𝑝)

path .Metric

=

→

𝑊
𝑘

path.Metric +
→

𝑊
(𝑖,𝑝)

𝑒
.Metric.

(2)

In the electric power communication network, each log-
ical node real-time monitors its interface state and dynamic
updates the set of each vertex’s attribute measurements 𝑊V
and the edge’s attributemeasurements𝑊

𝑒
, which is connected

with input-output air interfaces.
When any data generated from one logical node V

0
, the

united QoS requirements {𝑄
𝑓
.Color

𝑘
, 𝑄
𝑓
.delay

𝑘
, 𝑄
𝑓
.BW+
𝑘
}

are set and bound into a master mobile agent MA
𝑚
. Mobile

agent then travels following its optimal direction, till it
reaches any one of DAP. Mobile agent used the “Select-
excellence Operation” to decide its next optimal direction.
When MA

𝑚
is boarding on logical node V

𝑖
, MA
𝑚
uses the

“Accumulation Operation” to count V
𝑖
neighbors’ weight, and

then uses “Select-excellence Operation” to select the best
node as the next forward point. If there are equivalent neigh-
bors, MA

𝑚
will generate several slave agents and send to the

different output ports to realize the parallel routing. Another
case, if more than one agent with same QoS requirements
reach one logical node at the same time, “Select-excellence
Operation” will be used and reserve the best one to explore
the forwarding path.Themobile agents’master-slave dividing
and slave-slave competing patterns are shown as Figures 3
and 4.

Because there are mobile agents’ master-slave dividing
and slave-slave competing patterns in relay nodes, the agents’
arrival time cannot exactly denote the total delay of each
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Figure 3: Master-slave mobile agents dividing pattern.
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+returnResults()()

2

1

Select-excellence Operation

Accumulation Operation

Figure 4: Slave-slave mobile agents competing pattern.

delivery path.The really transmitting delay has been recorded
in the metric of 𝑊path.delay. Thus, any one agent is valid if
only it arrived the destination no longer than 𝛼 × 𝑄

𝑓
.delay

𝑘
;

here 1 ⩽ 𝛼 ⩽ 1.2. The final optimal routing will be selected
among these valid agents by “Select-excellence Operation.”

4.2. Convergence and Validity

Proposition 1. Distributed agents QoS routing algorithm
can find the single-source shortest path in the bidirectional
nonnegative weighted connected graph.

We used the reduction to absurdity to prove this proposi-
tion.

Proof. Supposing the conclusion is erroneous, that is, there
is another path shorter than the selected path by DAQRA,
assumed (𝑃

𝑠,𝑗
), marking new path is 𝑃+

𝑠,𝑗
, 𝑊(𝑠,𝑗)path+ < 𝑊

(𝑠,𝑗)

path .
Discussing with two issue: (1) different edges, 𝑒 ∈ 𝑃

𝑠,𝑗
,

𝑒
+
∈ 𝑃
+

𝑠,𝑗
, and 𝑊

𝑒
+ < 𝑊

𝑒
, (2) different vertexes, (∪𝑗𝐸

𝑗
∈

𝑃
𝑠,𝑗
) =/ (∪𝑗𝐸

+

𝑗
∈ 𝑃
+

𝑠,𝑗
).

In the first issue, if there is more than one edge between
vertexes 𝑖 and 𝑗, master agent will divide into equal number
of slave agents and travel those edges. When the agents
reach node 𝑗, the weights of each agent must be changed by
“Accumulation Operation.” The following “Select-excellence
Operation” will exactly select the best one and delete all the
others. It means that 𝑊

𝑒
is the minimum in all of the edges

{𝑒(𝑖, 𝑗)}. It is a contradiction for 𝑒+ < 𝑒. So the supposition
one is in error.

In the second issue, if (∪𝑗𝐸
𝑗
∈ 𝑃
𝑠,𝑗
) =/ (∪𝑗𝐸

+

𝑗
∈ 𝑃
+

𝑠,𝑗
),

there are two fathers for vertex 𝑗, supposed 𝑝 = father(𝑗) ∈
𝑗𝐸
𝑗
and 𝑞 = father(𝑗) ∈ 𝑃

+

𝑠,𝑗
. Because of 𝑃+

𝑠,𝑗
< 𝑃
𝑠,𝑗
,

𝑊
𝑘+(𝑞,𝑗)

path+ = 𝑊
𝑘

path + 𝑊
(𝑞,𝑗)

𝑒
must be shorter than 𝑊

𝑘+(𝑝,𝑗)

path =

𝑊
𝑘

path + 𝑊
(𝑝,𝑗)

𝑒
. Then the algorithm cannot finish until the

agent MA
𝑞
, crossing node 𝑞, arrived.There is a contradiction

for MA
𝑞
lost, because “Select-excellence Operation” did not

select the best agent MA
𝑞
. So the supposition is in error, and

the original proposition is true.

4.3. Feasibility for Smart Grid Communication. DAQRA is a
distributed algorithm to suit for smart grid communication.
Each vertex only forwards mobile agent with neighbors in its
own time sequence. But, in centralized algorithms, such as
Dijkstra algorithm, each subprocess must wait for all of the
painted vertexes counting its shortest distance.

Moreover, with distributed agents, DAQRA can maxi-
mally achievemulti-QoS requirements in the same time. And
characters 𝑊V.Color and 𝑄𝑓.Color restrict the same type of
electric information microflows being relayed in the same
electrical second equipments, in which effective aggregation
can be employed.

5. Simulation and Performance Evaluation

For simulation, we developed a residential networks consist-
ing of 500 nodes in a community location. In this scenario
each meter or sensor node is independent of any Sinks.
A free space propagation channel model is assumed with
the capacity set to 0.5Mbps; Packet lengths are 1.5 Kbit for
data packets, and 256 bits for routing overheads. The buffers
for real-rime data and normal data have default size of 30
packets and the packets are generated at a constant rate of
3 packet/sec. The IEEE 802.11 MAC protocol is adopted to
detect links’ connectivity, in which the mechanism visiting
wireless channel is Carrier Sense Multiple Access with Colli-
sion Avoidance (CSMA/CA).

The paper simulates DAQRA, AODV, and SPEED in
same simulation scenes, and three performance metrics are
utilized to evaluated the algorithms’ performance. (1) Average
end-to-end delay: it is one of primary metrics for real-
time transmission, which includes all possible delays caused
by buffering during route discovery latency, queuing at the
interface queue, retransmission delays at the MAC, and the
delivery path repaired times. (2) Routing overhead: number
of routing packets in the rectification process, in which
all router packets forwarded and received are counted. (3)
Bandwidth occupation ratio: the amount of bandwidth has
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Figure 5: Average end-to-end delay versus traffic load.

been utilized or reserved in each link, which can be defined
as

𝐵 (𝑒
𝑗𝑘
) = (1 −

[(1 −∑𝜆
𝑖
) Δ (𝑒

𝑗𝑘
) −∑𝛿 (𝑒

𝑗𝑘
)]

Δ (𝑒
𝑗𝑘
)

) × 100%.

(3)

Here, Δ(𝑒
𝑗𝑘
) is the total wireless bandwidth, 𝛿(𝑒

𝑗𝑘
) is the

used bandwidth ofwireless link 𝑒
𝑗𝑘
, and∑𝜆

𝑖
is the bandwidth

retained ratio for command control packets. Without loss of
generality, we measured the algorithm during the traffic load
increasing from 5% to 50%.

5.1. Average End-to-End Delay Analysis. The average end-to-
end delay of data packets is one of important QoS factors for
the electrical power system WSNs application, especially for
real-time application. For example, great number of renew-
able generators’ instantaneous voltage and power parameters
should be reported in real time to dispatching center to keep
the system’s stability. Figure 5 presents such measurement
for different algorithms under different traffic load. Because
the two previous protocols used routing tables, with which
the primal transmission has lower transmitting delay. We
can find the 0.138 s delay with the SPEED in the 5% traffic
load scenario. However, when traffic load has noticeable
increase, SPEED and AODV need to repeatedly update their
routing tables to explore alternative hops. Great quantity of
routing update packets commingled with heavy traffic load
makes the congestion and loss packets occur more often.
As a result, the higher the percentage of traffic load is, the
more frequent updates are required, and consequently, the
longer time is consumed to build paths and transmit data.
Comparing with DLS’s 0.374 s in 50% failure nodes, SPEED
worsened to 0.532 s, and AODV is 0.593 s.

5.2. Routing Overhead Analysis. Figure 6 presents routing
overhead versus different traffic load. This figure shows that
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Figure 6: Routing overhead versus traffic load.

DAQRA causes more number of routing overheads among
the three algorithms, mainly because distributed mobile
agents are counted in the overhead. To explore the best
performance delivery path, DAQRA uses the master-slave
mobile agents dividing technology. In SPEED and AODV,
each node has a routing table to record all nodes adjacent
to the destination. Thus, if the current delivery path to
DAPs turns faulty, the two algorithms have to reestablish a
new path through its “route discovery” process (the recti-
fication mechanisms in AODV). This process will consume
much more routing overhead. As a result, for networks
with heavy traffic load, up to 40%, AODV and SPEED
consume more routing overhead than DAQRA. When the
traffic load percentage reached 50%, DAQRA consumes less
9.43% and 21.07% routing overhead than AODV and SPEED,
respectively.Therefore, our algorithm is more suitable for big
traffic industrial system application.

5.3. Bandwidth Occupation Ratio Analysis. As we know,
one of wireless sensor networks inherent defects is the
scarce wireless communication resource. Smooth allocating
great quantity of traffic to the network and keeping load
balance have important significance for WSNs. A health
infrastructure with load balance can effectively avoid the
potential congestion and have robust capability to bear abrupt
strong traffic flows. Bandwidth occupation ratio is employed
to evaluate the current traffic allocation, and the standard
variance of bandwidth occupation ratio is defined tomeasure
the Load Balance Factor (LBF); the calculation formula is
shown as

𝜎LBF = √
1

𝑛 − 1

𝑛

∑

𝑖=1

(𝐵 (𝑒
𝑖
) − 𝐵)

2

. (4)

Here 𝐵 is the average bandwidth occupation ratio of
all links. Figure 7 presents such measurement for different
algorithms under different traffic load. At the lightweight
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Figure 7: Standard variance of bandwidth occupation ratio versus
traffic load.

traffic load scenario, all of the three algorithms have a severely
high 𝜎LBF, such that, at 10% traffic load, 𝜎LBF of DAQRA
is 19.8, 𝜎LBF of AODV is 21.8, and 𝜎LBF of SPEED is 20.4.
The reason is that the small quantity of traffic just used
few links, and great gap among the used links and unused
links make the high value of 𝜎LBF. With the increasing of
traffic load, this figure clearly shows that DAQRA drops the
lowest number of standard variance value compared with
the other two protocols. At 50% traffic load scenario, 𝜎LBF
of DAQRA is 7.3, but 𝜎LBF of AODV is 15.1, and 𝜎LBF of
SPEED is 15.4. As was mentioned before, the reason is that,
during DAQRA explore routing path, there is We.EnBWk
in link’s weight set, and both the “Accumulation Operation”
and “Select-excellence Operation” exactly count the weight of
the maximum available bandwidth. With these mechanisms,
mobile agents select the low utilization ratio link for big traffic
and make the load balance. On the contrary, AODV and
SPEED are more likely to select the shortest path to transmit
traffic, with which the central links will load more traffic,
while other links bear few, even no, traffic. An unbalance load
network is unhealthy. If continued big traffics are injected into
the network, congestionwill occur, and it will trigger the high
probability of loss packet, which is never be allowed for the
electrical information transmission.

6. Conclusion

Smart grid systems require real-time electrical power con-
sumption information communication to keep the stability
and controllability. It is necessary to design a network
architecture that is capable of providing secure and reli-
able two-way communication among intelligent electrical
meters, power supply system, and consumers. Internet of
Things or wireless sensor networks can be employed to
realize the reliable and flexible last mile communication.
Considering the electrical power application, different kinds
of electrical parameter flows transmitted in smart grid,

including switchgear’s boolean controlling variable, feeder
voltage/current analog signals, and incorrect information
files have different QoS requirements. Achieving multiply
kinds of flow requirements in one connected communication
networks is NP-complete problem.

Integrating traffic engineering and distributed agent tech-
nologies, the paper proposes distributed agents QoS routing
algorithm to transmit electrical information flow with multi-
QoS constraints.The algorithm can explore fast forward path
with multiagents and guarantee transmitting quality with
smooth allocating different traffic. We also present the math-
ematical analysis to prove the algorithm’s validity. Finally,
in the computer simulation, the average end-to-end delay,
routing overhead, and links’ bandwidth occupation ratio are
computed to evaluate the algorithmperformance. Coincident
results show that the new algorithm can provide short end-
to-end delivery path with optimal utilized communication
resource.
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𝐾-coverage sensor deployment is an important issue in wireless sensor networks (WSNs) applications. This is because an efficient
topology structure significantly affects the quality of service and lifetime of WSNs. In the present work, we study the sensor
deployment problem and propose novel distributed decision schemes to guide sensormovement to achieve 𝑘-coverage deployment.
In our schemes, the 𝑘th order Voronoi diagram is used to discover the regions that do not meet the 𝑘-coverage requirement. Two
different movement strategies are designed to determine the optimal location of each mobile sensor through local topological
information. Finally, simulation results validate the effectiveness and accuracy of the proposed schemes.

1. Introduction

Such features as reliability, low cost, and ease of deployment
make wireless sensor networks (WSNs) [1–3] convenient for
monitoring hostile environments, including battlefields and
disaster areas. In these applications, sensors are randomly
dropped from aircrafts or other kinds of moving vehicles
becausemanual interference is impossible. However, random
deployment cannot guarantee that the sensors are evenly
scattered in themonitored region. Additionally, when sensors
run out of power, the coverage performance of a WSN
worsens even further. Therefore, to improve fault tolerance
and accuracy of data collection, we consider the 𝑘-coverage
problem, where each point within the field can be monitored
by at least 𝑘 sensors.

Previous studies on 𝑘-coverage deployment can be broad-
ly categorized into two types: centralized schemes and dis-
tributed schemes. The problem of centralized deployment
has been tackled in previous literature [4–6]. Generally,
using centralized deployment algorithms is easier for both
stationary targets and moving targets with known and static
movement patterns to achieve more precise deployment
results. However, for an unknown and changing environ-
ment, centralized algorithms are not flexible enough to adapt
to these changes. In [7, 8], the authors proposed various
distributed schemes to address the 𝑘-coverage problem.

These distributed algorithms feature self-organized sensors
that carry out network tasks, thereby reducing messaging
cost while improving the sensors’ adaptability to dynamic
conditions. However, it is assumed in these schemes that a
sufficient number of sensors are provided. Therefore, a dis-
tributed 𝑘-coverage decision scheme for system deployment
with limited sensors is still needed.

Most of the traditional support decision techniques [9–
12] are all designed in a centralized manner and cannot be
applied to a decentralized system. In this paper, we propose
a novel distributed algorithm to minimize the number of
deployed sensors while maximizing 𝑘-coverage sensing per-
formance. In our algorithm, the 𝑘th order Voronoi diagram
is adopted by dividing the entire region into subregions to
detect coverage holes in each iteration. After determining the
target region, our distributed algorithm calculates the opti-
mal locations for sensors using local topological information
only. Finally, we conduct various experiments to validate the
performance of the proposed schemes.

The rest of this paper is organized as follows. In Section 2,
we reviewpreviouswork related to ours.The relevant descrip-
tion about the definition of 𝑘-coverage and then properties of
the 𝑘th Voronoi diagram are introduced in Section 3. The 𝑘-
coverage deployment scheme is presented in Section 4. We
evaluate our algorithm in Section 5, followed by conclusions
in Section 6.



2 International Journal of Distributed Sensor Networks

2. Related Work

Most of the previous studies on the 𝑘-coverage problem focus
on determining the optimal set of active sensors and assume
that sensor network is densely deployed.Hefeeda andBagheri
[4] proposed a centralized approximation algorithm to obtain
the minimum number of active sensors. Motivated by the
divide-and-conquer concept, a randomly ordered activation
and layering protocol (ROAL) has been discussed in [8].
ROAL builds 𝑘 layers for the network in a distributedmanner
to guarantee 𝑘-coverage, where each layer can individually
provide 1-coverage by selecting a disjoint subset of sensors
without using location information. In the literature, static
sensors are also assumed to be randomly deployed in the
monitored region. Hence, a densely deployed network is
constructed with the desired coverage level. However, redun-
dancy is inevitably confronted.

The problemofmobile sensor 𝑘-coverage deployment has
been studied in recent years. Wang and Tseng [7] developed
a practical method, which aims at determining the minimum
set of sensors and their locations. In order tomove the sensors
to the designated positions, they proposed a dispatch scheme
that can minimize the energy consumption caused by sensor
movement. A novel algorithm based on the nonuniform grid
has been proposed by Sheu et al. in [5]. The authors designed
a greedy deployment scheme to improve the 𝑘-coverage
performance by placing new sensors in their precalculated
locations in each iteration. However, mobile sensors are
assumed to be static after they move to their designated
locations. Therefore, sensors cannot dynamically adjust the
network topology to maintain coverage performance in case
of sensor malfunction or battery depletion.

The authors of a previous work [6] proposed a central-
ized algorithm that can determine uncovered positions by
constructing the 𝑘th order Voronoi diagram of sensors. They
designed a scheme to obtain the maximum subset of the
relocatable sensors to repair the uncovered region. However,
this scheme only moves the redundant sensors, which goes
against the requirement of even deployment.

Compared with these previous studies, our work has two
major contributions: (1) it addresses the problem of maxi-
mizing the 𝑘-coverage in a network with a certain number
of mobile sensors and (2)we propose two novel schemes that
move the sensors in an autonomous and distributed manner.
In our schemes, a sensor only considers the local topological
information and then conducts the movement in the local
area.

3. Preliminaries

In this section, we introduce the network model, problem
statement, and definitions that we use throughout this paper.
Some notations are also listed in Table 1.

3.1. Network Model. Consider that 𝑛 sensors with uniform
sensing and communication radius are randomly deployed
in region Ω, which is convex and obstacle-free. The coverage
and communication of sensors are defined by both 0-1 binary
models. Sensors are also aware of their locations, which

Table 1: Notations.

Notation Description
Ω Themonitored region
𝐶(𝑝, 𝑟) A circular region with center 𝑝 and radius 𝑟
𝑝 A point within the monitored regionΩ
𝑟
𝑠

Sensing radius of sensor
𝑟
𝑐

Communicating radius of sensor
𝑛 Number of the deployed sensors
𝑆 The set of 𝑛 sensors {𝑠

1
, 𝑠
2
, . . . , 𝑠

𝑛
}

𝑑(., .) Euclidean distance between two 2D points
𝐻 A subset of 𝑆
𝑉(𝑠
𝑖
) The Voronoi region of sensor 𝑖

Vor (𝑆) The 1th order Voronoi diagram
𝑉
𝑘
(𝐻) The kth order Voronoi region of𝐻

𝑞 The kth farthest point of 𝑉
𝑘
(𝐻)

Vor
𝑘
(𝑆) The kth order Voronoi diagram

can be obtained using some localization techniques, such as
range-based and range-free location schemes [13, 14].

In this paper, we focus onmaximizing 𝑘-coverage deploy-
ment, which can be divided into two steps, namely, 𝑘-
coverage detection and 𝑘-coverage redeployment.The former
aims to detect the coverage holes that are not covered at any
point by at least 𝑘 sensors, while the latter aims to determine
the optimal locations for mobile sensors such that 𝑘-coverage
deployment can be achieved.

3.2. Definitions

Definition 1 (1-coverage). If each point 𝑝 within Ω can be
monitored by at least one sensor, this is called 1-coverage. In
other words, the shortest Euclidean distance between point 𝑝
and any sensor is no more than sensing radius 𝑟

𝑠
. Thus, the

above description [15] can be formulated as follows:

min (𝑑 (𝑠, 𝑝)) ≤ 𝑟
𝑠
, ∀𝑝 ∈ Ω, 𝑠 ∈ 𝑆. (1)

Definition 2 (𝑘-coverage). If each point 𝑝 within Ω can be
monitored by at least 𝑘 sensors, this is called 𝑘-coverage.
Similarly, the above description can be formulated as [4]

𝑑 (𝑠
𝑖
, 𝑝) ≤ 𝑟

𝑠
, ∀𝑝 ∈ Ω, 𝑠

𝑖
∈ 𝐻, 𝐻 ⊂ 𝑆, |𝐻| ≥ 𝑘. (2)

Definition 3 (Voronoi polygon). The Voronoi polygon 𝑉(𝑠
𝑖
)

is defined as the set of points that are closer to 𝑠
𝑖
than to any

other sensors. Clearly,

𝑉 (𝑠
𝑖
) = {𝑝 | 𝑠

𝑖
∈ 𝑆, ∀𝑠

𝑗
∈ 𝑆, 𝑗 ̸= 𝑖, 𝑑 (𝑝, 𝑠

𝑖
) ≤ 𝑑 (𝑝, 𝑠

𝑗
)} .

(3)

Definition 4 (𝑘th order Voronoi polygon). The 𝑘th order
Voronoi polygon𝑉

𝑘
(𝐻) is defined as the set of points having a

subset𝐻 of 𝑘 sensors in 𝑆 as its 𝑘 nearest neighbors [16] given
as

𝑉
𝑘
(𝐻) = {𝑝 | ∀𝑠

𝑖
∈ 𝐻, ∀𝑠

𝑗
∈ 𝑆 − 𝐻, 𝑑 (𝑝, 𝑠

𝑖
) < 𝑑 (𝑝, 𝑠

𝑗
)} .

(4)
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Definition 5 (𝑘th farthest point of 𝑉
𝑘
(𝐻)). Suppose 𝐹(𝑥,𝐻)

is the longest distance between point 𝑥 and any point within
set𝐻, for a point 𝑞 from set 𝑉

𝑘
(𝐻); if the value of 𝐹(𝑞,𝐻) is

higher than that of any other point 𝑥 in 𝑉
𝑘
(𝐻), 𝑞 is the 𝑘th

farthest point of 𝑉
𝑘
(𝐻) [6] given as

𝐹 (𝑥,𝐻) = max (𝑑 (𝑥, 𝑠
𝑖
)) , ∀𝑠

𝑖
∈ 𝐻, 𝐻 ⊂ 𝑆, |𝐻| = 𝑘,

𝐹 (𝑞,𝐻) = max (𝐹 (𝑝,𝐻)) , ∀𝑝 ∈ 𝑉
𝑘
(𝐻) .

(5)

Definition 6 (Voronoi diagram). The Voronoi diagram is a
kind of decomposition of a given 2D space, consisting of a
series of Voronoi polygons. Figure 1 shows two examples of
the Voronoi diagram. These are given by

Vor (𝑆) = ∪𝑉 (𝑠
𝑖
) , 𝑠

𝑖
∈ 𝑆,

Vor
𝑘
(𝑆) = ∪𝑉

𝑘
(𝐻) , 𝐻 ⊂ 𝑆, |𝐻| = 𝑘.

(6)

4. Algorithm

In this section, we use the properties of the 𝑘th order Voronoi
diagram to solve the coverage detection problem raised in
Section 3. We also propose two different distributed self-
deployment approaches to obtain the optimal locations for
mobile sensors.

4.1. 𝑘-Coverage Detection. Most previous studies on the 1-
coverage problem use the Voronoi diagram to detect a
coverage hole and estimate its size [17, 18]. According to
the property of the Voronoi diagram, each point within a
Voronoi polygon is the closest to just one Voronoi site that
lies within this polygon, as shown in Figure 1(a). Therefore,
if the sensing disk of a sensor cannot cover its Voronoi
polygon, a coverage hole exists in this polygon. As can be
seen from Figures 1(a) and 1(b), the number of 2nd order
Voronoi polygons is larger.Moreover, the number of polygons
increases while the coverage degree increases. Second, in a
higher coverage degree situation, it is hard to find the target
sensors corresponding to the polygon and to check whether
the sensing disks of sensors can cover the polygons. Due to
the complexity of the 𝑘-coverage problem, it is difficult to
accurately calculate the size of a coverage hole in Ω using
the 𝑘th order Voronoi diagram; it is also difficult to detect
all the coverage holes accurately. Definition 2 provides an
approximate way to solve this problem. If the region Ω is 𝑘-
covered, an arbitrary point within Ω is covered by at least 𝑘
sensors. In other words, if there is a subset of points inΩ that
cannot satisfy 𝑘-coverage requirement, the entire region Ω

is thereby not 𝑘-covered. Moreover, it has been proved that
the possibility of the farthest points that are not 𝑘-covered is
higher than that of any other point, and the 𝑘th farthest points
of the 𝑘th order Voronoi polygons are in the vertices set of
these polygons [6]. Therefore, we select a particular point set
that consists of vertices of all 𝑘th order Voronoi polygons and
boundary intersections in order to check the coverage degree
of each point within it. If any uncovered point exists, sensors
decide the optimal locations to move in the 𝑘-coverage
redeployment phase; otherwise, they evaluate the coverage

(a) 1st order Voronoi diagram

(b) 2nd order Voronoi diagram

Figure 1: Voronoi diagrams.

rate. However, although the vertices of all Voronoi polygons
are 𝑘-covered, some points within the polygons may still not
be 𝑘-covered. Therefore, we propose an approach based on
grid to evaluate the coverage rate, which is defined as the
percentage of the grid monitored by at least 𝑘 sensors [19].

In the coverage detection stage, each sensor first broad-
casts its location and receives information from its neighbor
sensors, based on which its local 𝑘th order Voronoi diagram
can be constructed. In order to detect the uncovered point,
the sensor calculates the coverage degree of each vertex of the
𝑘th order Voronoi polygons and the boundary intersection
points, which is equal to the number of sensors that cover the
referred point.The points with coverage degrees lower than 𝑘
are selected to constitute the uncovered point set 𝑈.

In some cases, the local 𝑘th order Voronoi polygons of the
sensors are well covered, since the local sensor density is high
in initial deployment, resulting in the immobility of sensors
located inside the clusters. However, there are still some
subregions that cannot meet the coverage requirement. To
deal with this problem, we propose a preprocessing scheme
that only runs in the first round to scatter the sensors. To
begin with, each sensor checks whether it is redundant. If
a sensor is a redundant one, its uncovered point set is null.
These uncovered points located in the sensor’s sensing disk
are 𝑘-covered. Thus, it will conduct a randomized process
to select a random position within the monitor region as its
destination.

4.2. 𝑘-Coverage Redeployment. For the following phase, we
design two 𝑘-coverage redeployment algorithms to move
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(1) for 𝑖 = 1 to 𝑛 − 1
(2) for 𝑗 = 𝑖 + 1 to 𝑛
(3) calculate the circle 𝐶(𝑝

𝑖
, 𝑝
𝑗
), 𝑜 = (𝑝

𝑖
+ 𝑝
𝑗
) /2, 𝑟 = 𝑑 (𝑝

𝑖
, 𝑝
𝑗
) /2;

(4) if 𝑑(𝑝
𝑢
, 𝑜) ≤ 𝑟, where ∀𝑝

𝑢
∈ 𝑀 then

(5) record it;
(6) choose one with minimum radius and assign the value to 𝐶(𝑂, 𝑅);
(7) if find the 𝐶(𝑂, 𝑅)
(8) return
(9) else
(10) for 𝑖 = 1 to 𝑛 − 2
(11) for 𝑗 = 𝑖 + 1 to 𝑛 − 1
(12) for 𝑘 = 𝑗 + 1 to 𝑛
(13) calculate the circumcircle 𝐶(𝑝

𝑖
, 𝑝
𝑗
, 𝑝
𝑘
)

(14) if 𝑝V in 𝐶(𝑝𝑖, 𝑝𝑗, 𝑝𝑘), where ∀𝑝V ∈ 𝑀 then
(15) record it; and
(16) Choose one with minimum radius and assign the value to 𝐶(𝑂, 𝑅).

Algorithm 1: Calculate the minimum circle 𝐶(𝑂, 𝑅); input:𝑀 = {𝑝
1
, 𝑝
2
, . . . , 𝑝

𝑛
}; output: 𝑂, 𝑅.

(1) Generate the moving target point V;
(2) Generate the point set𝑀;
(3) if 𝑛 ≥ 2 (the size of the point set𝑀)
(4) calculate the minimum circle 𝐶(𝑂, 𝑅)
(5) 𝑠

𝑖
= 𝑂

(6) else
(7) 𝑑(V, 𝑝

𝑚
) = 𝑟
𝑠
, 𝑝
𝑚
is on the line V𝑠

𝑖

(8) 𝑠
𝑖
= 𝑝
𝑚

(9) Check the target location and determine the final location.

Algorithm 2: The minimum covered circle based algorithm (MCCA); input: 𝑠
𝑖
, 𝑈,𝑁, 𝑘; output: 𝑠

𝑖
.

sensors from the dense region to spare region to maximize
the sensing coverage.

We design specific rules to guide the movement of the
sensors. First, without decreasing the 𝑘-coverage rate of a
currently monitored region, movements of the relocatable
sensors are supposed to be toward an uncovered area. Second,
when determining the target location, each sensor should
avoid increasing the sensor density of the local area because of
its movement. Considering these rules, movement strategies
are proposed to address the 𝑘-coverage redeployment prob-
lem.

4.2.1.TheMinimumCovered Circle Based Algorithm (MCCA).
Based on the concept of the smallest enclosing disk, we pro-
pose a novel distributed deployment algorithm that guides
sensors tomove closer toward uncovered points.This is called
the minimum covered circle based algorithm (MCCA) and
can determine the optimal location if the uncovered point is
detected (see Algorithm 2). This location is at the center of
the smallest circle, which can cover both uncovered points
and those within the sensing disk of the sensor that are not
𝑘-covered. The distributed algorithm has four main steps
described below.

(1) Determine the target uncovered point of sensor 𝑠
𝑖
to

be repaired. In this step, the target uncovered point of

sensor 𝑠
𝑖
is obtained by comparing distances between

sensor 𝑠
𝑖
and each point within the point set𝑈. Then,

sensor 𝑠
𝑖
selects the point outside its sensing area with

the shortest distance as its target uncovered point.
(2) Generate the point set𝑀. Once sensor 𝑠

𝑖
determines

its target point, the next step is to generate the point
set 𝑀. Given a point set that consists of vertices of
the 𝑘th order Voronoi polygons and the boundary
intersection points, only the point that is located in
the sensing disk of the sensor and simultaneously
monitored by at most 𝑘 sensors is added to set 𝑀.
Moreover, the target point is included in set𝑀.

(3) Calculate the optimal position for sensor 𝑠
𝑖
. The third

step is the core part of our algorithm. Here, sensor
𝑠
𝑖
calculates the minimum circle that can cover all

points within the point set 𝑀 (see Algorithm 1). If
the radius of the circle is less than the sensing radius,
the optimal location of sensor 𝑠

𝑖
is the center of

this circle. Otherwise, the algorithm calculates the
minimum circle of the new point set 𝑀, which
excludes the target point from set𝑀. Similarly, if the
distance between the center of the new circle and each
point within point set𝑀 is smaller than the sensing
range, sensor 𝑠

𝑖
moves to the center of the new circle.

In particular, the point set 𝑀 contains one point;
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(1) Calculate the convex hull of the set𝑀,𝐶𝐻(𝑀) = {𝑝
1
, 𝑝
2
, . . . , 𝑝

𝑚
} and sort the points in

anti-clock order;
(2) Divide the convex hull with𝑚 sides into𝑚 − 2 triangles;
(3) Calculate the area and the center of gravity of these triangles

𝑆 = {𝑠
1
, 𝑠
2
, . . . , 𝑠

𝑚−2
} , 𝐺 = {𝑔

1
, 𝑔
2
, . . . , 𝑔

𝑚−2
};

(4) Calculate the center of gravity of the convex hull 𝐺
𝑥
= ∑
𝑚−2

𝑖=1
𝑠
𝑖
⋅ 𝑔
𝑖𝑥
/∑
𝑚−2

𝑖=1
𝑠
𝑖
,

𝐺
𝑦
= ∑
𝑚−2

𝑖=1
𝑠
𝑖
⋅ 𝑔
𝑖𝑦
/∑
𝑚−2

𝑖=1
𝑠
𝑖
, assign the value to 𝑂.

Algorithm 3: Calculate the geometric center; input:𝑀 = {𝑝
1
, 𝑝
2
, . . . , 𝑝

𝑛
}; output: 𝑂.
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Figure 2: Coverage rate under different 𝑘-covered requirements.

the optimal location is on the straight line connecting
the point and target point, whose distance to the point
is equal to the sensing range. In addition, for a free
sensor whose sensing disk can be monitored by at
least 𝑘 sensors except this sensor, it moves toward
its target point and stops at a distance of its sensing
radius to it.

(4) Check the optimal location. Once the optimal loca-
tion of sensor 𝑠

𝑖
is determined, another critical issue

is to checkwhether another sensor already exists there
or if its local density is higher than the desired density.
If the high-degree clustering occurs, an available
solution to this problem is to replace the optimal loca-
tion with the midpoint between the current sensor
location and the optimal location.

4.2.2. The Geometric Center-Based Algorithm (GCA). Similar
to MCCA, the geometric center-based algorithm (GCA) is
another form of the movement strategy; it determines the
optimal location by calculating the geometric center of the
convex hull of the point set.The algorithm (Algorithm 3) also
has four main steps as listed below.

(1) Determine the target point of sensor 𝑠
𝑖
to be repaired

following the same procedure as that used in the
MCCA.

(2) Generate the point set𝑀. This is also the same as that
used in the MCCA.

(3) Calculate the optimal positions of sensors. After
collecting the local topological information, sensors
𝑠
𝑖
decide their optimal movement locations. In this

process, they first calculate the convex hull of the
point set 𝑀, which is the minimum polygon con-
taining all the points within point set 𝑀. After the
convex hull with 𝑛 (a given parameter) sides has been
calculated, it is divided into 𝑛−2 triangles, after which
the area and the center of gravity of these triangles
are calculated. According to the weighted average
method, the geometric center of the convex hull can
be calculated and can serve as the optimal location. If
the size of the set𝑀 is smaller than three, the optimal
location in this algorithm is considered the same as
shown in MCCA.

(4) Check the optimal location. This is also the same as
that used in the MCCA.

5. Performance Evaluation

In this section, we chose the sensor coverage rate and the
average moving distance as performance metrics in order to
validate the previous analysis of the proposed algorithms.
Coverage is a significant measurement used to evaluate the
quality of a WSN. Furthermore, the objective of the sensor
deployment scheme is to maximize the sensing coverage and
minimize the number of sensors while maintaining a certain
degree of sensing coverage. The cost of constructing a WSN
contains the sensor cost and the energy consumption. During
the deployment stage, sensor networks usually consume a
large amount of energy due to the movements of mobile
sensors. Thus, we also consider the average moving distance
to validate the performance of our deployment schemes.

The performance evaluation parameters we consider
include sensor density and coverage level. In the experiments,
we randomly deploy different numbers of sensors in the
monitored area under two coverage levels. Moreover, we also
consider various field sizes to validate the availability of our
algorithm.Without loss of generality, we execute our schemes
under two different sensor deployment scenarios, namely,
normal deployment and uneven deployment.

The region size is 100m ∗ 100m, and the sensing radius
and communication radius are 10m and 20m, respectively.
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Figure 3: Coverage rate under the 2-coverage level.
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Figure 4: Moving distance under the 2-coverage level.

5.1. Coverage. We randomly deploy different numbers of
sensors in the monitored region under the two coverage
levels.The initial coverage of the sensor networks is shown in
Figure 2. Compared with static sensor deployment, our dis-
tributed self-deployment algorithms can deploy less mobile
sensors while achieving the same coverage requirement.
In Figure 3(a), the initial coverage of the target area with

90 randomly deployed sensors is 73%, while the target area
can reach 91% coverage using our algorithms. To reach the
same coverage, about 155 static sensors are needed.

5.1.1. 2-Coverage Level. In this section, we randomly deploy
4 different numbers of sensors ranging from 90 to 120, in
increments of 10 sensors under a coverage level 𝑘 = 2
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Figure 5: Coverage rate under the 3-coverage level.

16

1 2 3 4 5 6 7 8 9 10
0

2

4

6

8

10

12

14

M
ov

in
g 

di
st

an
ce

 (k
=
3

) (
m

)

Round

Shen and Wu algorithm (N = 180)
GCA (N = 180)
MCCA (N = 180)

Shen and Wu algorithm (N = 150)
GCA (N = 150)
MCCA (N = 150)

(a)

16

1 2 3 4 5 6 7 8 9 10
0

2

4

6

8

10

12

14

Round

M
ov

in
g 

di
st

an
ce

 (k
=
3

) (
m

)

Shen and Wu algorithm (N = 180)
GCA (N = 180)
MCCA (N = 180)

Shen and Wu algorithm (N = 150)
GCA (N = 150)
MCCA (N = 150)

(b)

Figure 6: Moving distance under the 3-coverage level.

scenario. We compare our distributed algorithms against the
Shen and Wu algorithm [6]. Simulation results are shown in
Figures 3 and 4.

As can be seen from Figures 3(a) and 3(b), both MCCA
and GCA perform better compared with the Shen and Wu
algorithm under random deployment. This is because the
Shen and Wu algorithm, which repairs the uncovered region
by moving only the redundant sensors, can only evenly

distribute a small number of redundant sensors. In addition,
our algorithms exhibit similar performance under higher
sensor densities, because the number of deployed sensors is
close to the minimum number of sensors required in the
monitored region.

In Figures 4(a) and 4(b), we can see that the average
moving distance after ten rounds in the Shen and Wu
algorithm gradually increases with the increase of sensor
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Table 2: Different scales of the target field.

Algorithms Coverage degree Scale of region Coverage rate Moving distance (m)

MCCA 𝑘 = 2

100m ∗ 100m 98.85% 7.25
200m ∗ 200m 99.04% 7.16
300m ∗ 300m 99.47% 7.01

GCA 𝑘 = 2

100m ∗ 100m 98.43% 6.84
200m ∗ 200m 98.66% 6.72
300m ∗ 300m 99.12% 6.55
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Figure 7: Uneven deployment.

number.This is because the percentage of relocatable sensors
increases under higher sensor density. In comparison, in our
algorithms, the average moving distance under high density
deployment is smaller than that of low density deployment.
In addition, the average moving distance by GCA is mostly
smaller than that of MCCA, because the geometric center
calculated by GCA is always located inside the convex hull.

5.1.2. 3-Coverage Level. To evaluate the performance of our
algorithms under the 3-coverage level, we consider the
monitored region to be a 100m ∗ 100m field. Motivated by 𝑘-
layer coverage [8], we distribute 135, 150, 165, and 180 sensors
in the monitored regions. The results are shown in Figures 5
and 6.

Figures 5(a) and 5(b) represent a comparison for the
coverage rates among the Shen and Wu algorithm and the
GCA and MCCA under different node densities. We can see
that our distributed algorithms provide better coverage than
the Shen andWu algorithm even in the deployment scenario.
This is expected because our algorithms can fully utilize each
mobile sensor in the network to maintain the uncovered
region using local topological information.

As indicated in Figures 6(a) and 6(b), the Shen and Wu
algorithm has much higher average moving distance under

high sensor density; this is because more mobile sensors can
move from the dense region to the spare region when the
sensor density increases. In contrast, the moving distance
in both GCA and MCCA declines with an increase in the
amount of deployed sensors. This is mainly due to the fact
that some sensors can decide their final locations at the initial
stage under high density deployment.

5.2. Field Size. To demonstrate the validity of our distributed
algorithm in terms of feasibility in a large-scale network,
we varied the scale of the target field from 100m ∗ 100m
to 300m ∗ 300m and considered the scenario in which 115
sensors are randomly deployed into each 100m ∗ 100m
subregion; each point within the area is monitored by at least
2 sensors. The results of different algorithms after ten rounds
are shown in Table 2.

From Table 2, we can see that the scale of the network has
little effect on the performance of our algorithms, because
the sensors only communicate with their neighbor sensors
and the movements are conducted within the local area. We
also notice that the coverage rate shows an ascending trend
with the increasing of the network scale. This is because the
sensors near the boundary of the subregion have sensing
disks that also largely cover what is outside the boundary.
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Thus, enlarging the network scale can decrease the ratio of
sensors near the boundary.

5.3. Deployment. The simulation results in the previous
sections demonstrate the availability and effectiveness of
our algorithms in normal deployment. In this section, we
measure the performance in an uneven deployment scenario,
where 120 sensors are randomly distributed in the bottom left
quarter area (50m ∗ 50m) in regionΩ.The coverage rate and
average moving distance under different rounds are shown in
Figure 7.

Figure 7 indicates that our algorithms can deal efficiently
with high-degree clustering in an uneven deployment sce-
nario. The randomized process in the first round facilitates
the even deployment of the clustered sensors throughout the
entire region. In addition, we notice that in the Shen andWu
algorithm [6] the curve of the coverage is an S-shaped growth
curve. This is because the increase in coverage is determined
by the number of both the relocation positions and the
relocatable sensors. Moreover, in light of the high-degree
clustering, the number of relocation positions determined by
the 𝑘th order Voronoi diagram is far less than that of the
relocatable sensors in the first round. After several rounds,
the number of relocatable sensors gradually decreases since
the distribution of the sensors becomes more even.

6. Conclusion

In this paper, we studied the problem of 𝑘-coverage deploy-
ment in mobile WSNs. Based on the 𝑘th order Voronoi
diagram, the target region which is not 𝑘-covered under
random deployment was detected. We then proposed two
distributed self-deployment algorithms to maximize sensing
coverage. In simulations, the results validate the performance
of the proposed schemes and demonstrate their effectiveness
and availability.

In our networkmodel, we assume that coverage and com-
munication of the sensors use the binarymodel. However, the
probabilistic sensing model of the sensors is more practical,
thus deserving further study. Also, heterogeneous WSNs and
hybrid networks, where both static and mobile sensors are
distributed, are also worthy of further study.
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In self-organized wireless sensor networks (WSNs), any two sensor nodes can connect if they are placed in each other’s
communication range. Therefore, the physical topology of WSNs is usually a strongly connected topology. Sensor nodes should
frequently receive and process data from their large number of neighbors, which will consume great amounts of energy. Shocking
wireless channel collision also causes low throughput and high loss packets ratio during data transmission. To improve the
transmission performance and save scarce energy, a logical topology generating from the physical one is necessary for the self-
organizedWSNs. Based on the complex network theory, this paper proposed a novel betweenness addition edges expansion algorithm
(BAEE).With betweenness calibration, BAEE algorithm expanded theminimum-cost edges to optimize the network topology. Two
performance metrics-connectivity functions, robustness function 𝑅(𝐺) and efficiency function 𝐸(𝐺), were utilized to evaluate the
network capability of the robustness and invulnerability. 𝑅(𝐺) is the parameter to measure the topology connectivity, and 𝐸(𝐺) is
the parameter to evaluate the network exchanging information capability. Based on the simulation under various random failures
and intentional attack scenarios, BAEE can effectively optimizeWSNs’ topology and improve the network’s robust connectivity and
extremely efficient exchanging information capability.

1. Introduction

Wireless sensor networks (WSNs) are a class of self-organized
wireless communication networks, in which many sensor
nodes collect, process, and exchange information acquired
from the physical environment or the monitor objects and
then send it to the external base station, called Sink [1].WSNs
have awide range of potential applications including environ-
ment monitoring, smart grid, medical systems, and robotic
exploration [2].

There are two main difficulties in WSNs’ design: (1)
the limited and nonreplenishable energy supply and (2)
the limited transmission bandwidth and high packet loss
rate caused by the out-of-order distributed communication.
Hence, the energy control algorithm and robust infrastruc-
ture are necessary to prolong the networks’ lifetime and
improve the communication performance.

Topology optimal control (TOC) is to design a good logi-
cal network infrastructure, one of the key techniques used in
wireless self-organized sensor networks [3]. In a network, if
there is at least one route to connect any two sensor nodes,

such network is regarded as a connected one. Because of the
omnidirectional antenna, any two nodes in WSNs can com-
municate if the Euclidean distance between them is less than
the communication range.Therefore, the physical topology of
WSNs is usually a strongly connected topology. Any nodewill
frequently receive and process data from the quantity of its
neighbors, which will consume great amounts of energy. The
minimum energy network connectivity (MENC) problem
was defined and proved to be an NP-complete problem [4].

In the research on TOC, the previous research can be
classified into two types based on the optimized objects: phys-
ical topology control algorithms (PTCA) and logical topology
control algorithms (LTCA) [5, 6]. PTCA adjust sensor nodes’
transmission power to control the physical topology. On the
other hand, LTCA restrict one node connected with a certain
number of neighbors to satisfy the network connectivity.This
neighbor reduction mechanism helps to reduce the routing
overhead and relieve the channel collision problems.

Different from the wired communication network, such
as IP network, WSN is one type of dynamic networks.
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There are many factors causing the dynamic structure—
from system hardware to application—for unattended sensor
nodes with miniature sizes (mm scale for smart dust motes),
limited battery-power, and low reliable hardware circuits
when coping with harsh conditions. Other factors that
may affect network connectivity and communication among
sensor nodes are fading, signal strength, obstacles, weather
conditions, interference, and so forth [7, 8]. An immutable
topology structure is not enough for the WSNs, and any
dynamic change will break original optimization and reduce
the network performance.

To overcome this critical problem, this paper proposed
a novel betweenness addition edges expansion algorithm
(BAEE). With the betweenness parameter, BAEE algorithm
expanded the minimum-cost edges to optimize the network
topology with maximum improving of the efficiency func-
tion values. The preliminary simulation results, compared
with Fiedler-vector-based strategy, showed that our algorithm
could obtain more robust topology with higher invulnera-
bility under both the random failures and intentional attack
scenarios.

This paper is organized as follows. Section 1 introduces
the TOC problem in WSNs, and Section 2 presents the
related work. The problem’s mathematic description and
model building are presented in Section 3. Section 4 proposes
the BAEE algorithm in detail. Section 5 presents simulation
results to demonstrate the effectivity of the algorithm. Section
6 concludes the paper.

2. Related Work

There are three types of approaches in the previous TOC
research presented as follows. (1) Control each node’s emis-
sion power to reduce the strong connectivity of the physical
topology and to effectively save the energy consumption and
prolong network lifespan. Rodoplu andMeng [9] introduced
the notion of relay region and enclosure for the purpose of
power control. It was shown that the network was strongly
connected if every node maintained links with the nodes
in its enclosure. With reducing the transmission power, the
topology connectivity becomes thin. Building a minimum-
power-connected topology is a multiobjective optimization
problem. (2) Reduce the total number of working nodes
in WSNs, and let other nodes suspend to hibernate. It can
also reduce the topology complexity. Moreover, the approach
helps to reduce the interference that exists in wireless net-
work, which means that a greater signal-to-noise ratio will
be obtained at receiving nodes. The most common schemes
based on this principle are sensor-MAC (S-MAC) [10],
timeout-MAC (T-MAC) [11], and data-gathering MAC (D-
MAC) [12]. (3) Control sensor node’s logical degree in its log-
ical topology, thus helping to reduce MAC layer contention
and improve space reuse. A less node’s logical degreemay also
help to mitigate the hidden and exposed terminal problems.
Clustering topology control strategy is one of the effective
approaches, similar to spanning-tree structure in WSN. The
low-energy adaptive clustering hierarchy (LEACH) [13] is
the most notable clustering algorithm for wireless sensor
networks. LEACH combines the ideas of energy-efficient

cluster with application-specific data aggregation to achieve
good performance. Its improved algorithm, power-efficient
gathering in sensor information systems (PEGASIS) [14], is
a chain-based clustering scheme. Another effective topology
structure is the spanning-tree [15]. Li et al. [16] proposed
a fully distributed topology control algorithm called LMST.
A similar method, 𝑘-local MST, was addressed by Li et al.
[17].

With the number of sensor nodes increasing, the topol-
ogy of large-scale WSNs becomes more and more complex,
and TOC, as a type of multiobjective optimization problems,
is very difficult to explore the global optimal solution, such
as the degree-constrained minimum spanning-tree problem.
Some heuristic methods were developed to improve the opti-
mization performance [18–23]. In [18], the authors proposed
two heuristics based on a minimum spanning-tree algorithm
and a broadcast incremental power method, respectively.
Konstantinidis developed a genetic algorithm with local
search that performs better than the MST heuristic [19]. Guo
presented an improved discrete particle swarm optimization
algorithm for generating topology schemes [20]. A simulated
annealing algorithm was designed in [21], and it is also
applied to solve the problem of minimizing broadcast tree,
one type of the physical topology control problems [22]. In
[23], ant colony optimization, a framework inspired by the ant
foraging behavior in the area of swarm intelligence, is applied
to physical topology control.

The above heuristic algorithms focused on the solution
procedure of optimization problem itself, in which topology
control had been abstracted into the multiobjective opti-
mization problem. On the different view to analyze the
topology control problem, we use the complex network
theory to calculate the network’s long-range and short-range
connectivity, and then a novel BAEE algorithm is proposed
to improve the networks’ robustness and invulnerability with
the minimum-cost edges expanded.

3. The Network Model and the Parameters of
Complex Network

The formal definition of the TOC problem in WSNs is
presented as follows. In a special sensor area, there are a set
of 𝑛 wireless nodes 𝑉 = {V

1
, V
2
, . . . , V

𝑛
}. 𝐸 = {𝑒
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, . . . , 𝑒
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both nodes are within their wireless transmitting ranges 𝜆
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that is, 𝐸 = {𝑒
𝑖
(V
𝑗
, V
𝑘
) | 𝐷(V

𝑗
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𝑘
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0
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𝑗
, V
𝑘
∈ 𝑉}. Therefore,

the wireless sensor network is represented as a simple digraph
𝐺 = (𝑉, 𝐸). Because of the omnidirectional antenna, inWSNs,
any two nodes can communicate if the Euclidean distance
between them is less than the communication range. There-
fore,WSNs’ topology is usually strongly connected.The com-
plex network theory is utilized to analyze this type of strongly
connected topology in this paper. Some parameters of com-
plex network are presented firstly in the following section.

3.1. The Parameters of Complex Network. A complex net-
work’s attribute can be described by its key parameters: degree
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distribution, clustering coefficient, average path length, and
betweenness [24, 25].

(1) Cumulative Degree Distribution Function. The degree of
a node in a network is the number of connections, and the
degree distribution 𝑝(𝑘


) is the probability distribution of

these degrees over the whole network.The cumulative degree
distribution function 𝑃

𝑐
(𝑘) is the probability distribution of

all of the nodes whose degree is not less than 𝑘. Consider the
following:

𝑃
𝑐
(𝑘) =

𝑘max

∑

𝑘

≥𝑘

𝑝 (𝑘

) . (1)

(2) Clustering Coefficient. In graph theory, a clustering coef-
ficient is a measure of the degree to which nodes in a graph
tend to cluster together. Firstly, the local clustering coefficient
𝐶
𝑖
of a node V

𝑖
in a graph quantifies how close its neighbors

are to being a clique, that is, complete graph. Let 𝜆
𝐺
(V) be

the number of triangles on V ∈ 𝑉(𝐺) for undirected graph
𝐺. That is, 𝜆

𝐺
(V) is the number of subgraphs of 𝐺 with three

edges and three nodes, one of which is V. Let 𝑇
𝐺
(V) be the

number of triples on V ∈ 𝑉(𝐺). That is, 𝑇
𝐺
(V) is the number

of subgraphs (not necessarily induced) with two edges and
three nodes, one of which is V such that V is incident to both
edges. Then, local clustering coefficient 𝐶

𝑖
can be defined as

𝐶
𝑖
=

𝜆
𝐺
(V)

𝑇
𝐺
(V)

. (2)

The clustering coefficient for the whole network is given
as the average of the local clustering coefficients of all of the
nodes 𝑁 as follows:

𝐶 =
1

𝑁

𝑁

∑

𝑖=1

𝐶
𝑖
. (3)

Evidence suggests that, in most real-world networks,
nodes tend to create tightly knit groups characterized by
a relatively high density of ties; this likelihood tends to
be greater than the average probability of a tie randomly
established between two nodes.

(3) Average Path Length. Average path length 𝐿 is defined
as the average number of steps along the shortest paths for
all possible pairs of network nodes. It is a measure of the
efficiency of information ormass transport on a network.The
definition is shown as

𝐿 =
1

𝑁 (𝑁 − 1) /2
∑

1≤𝑖,𝑗≤𝑁

𝑑
𝑖,𝑗
. (4)

Average path length is one of themost robust measures of
network topology.

(4) Betweenness. There are two definitions: the vertex
betweenness 𝐵(V) and the edge betweenness 𝐵(𝑒). Here, we
used the 𝐵(V) as the example. Betweenness 𝐵(V), a centrality

measure of a node within a graph, centrality quantifies the
number of times a node acts as a bridge along the shortest
path between two other nodes. Consider the following:

𝐵 (V) = ∑

V ̸=𝑖, V ̸=𝑗, 𝑖 ̸=𝑗

𝜎
𝑖𝑗
(V)

𝜎
𝑖𝑗

. (5)

Here, 𝜎
𝑖𝑗
is the total number of the shortest paths from

node 𝑖 to node 𝑗, and 𝜎
𝑖𝑗
(V) is the number of those paths that

pass through V.

3.2. Two Evaluation Functions for Measuring the Network’s
Robustness and Invulnerability. Based on the above four
parameters, connectivity robustness function and efficiency
function can be defined and utilized to evaluate the network’s
robustness and invulnerability.

(1) Connectivity Robustness Function 𝑅(𝐺). Connectivity
robustness refers to maintaining the connection capability of
the remaining nodes when some of the nodes or edges in the
network were removed [26]. In the network 𝐺 = (𝑉, 𝐸) with
𝑛 nodes, the connectivity robustness is defined as follows:

𝑅 (𝐺) =
𝑆 (𝐺

)

𝑁 − 𝑁
𝑟

. (6)

Here, 𝑆(𝐺) is the largest connected component remain-
ing after the removal of 𝑁

𝑟
nodes. The connectivity robust-

ness is normalized; that is, 0 < 𝑅(𝐺) ≤ 1.Themaximumvalue
of the connectivity robustness function 𝑅(𝐺) = 1 is obtained
in the case that 𝐺 is also a connected graph after 𝑁

𝑟
nodes

were removed.

(2) Efficiency Function 𝐸(𝐺). Instead of 𝐿 and𝐶, the network
is characterized in terms of how efficiently it propagates
information on a global and on a local scale, respectively
defined as the global efficiency function 𝐸glob(𝐺) and local
efficiency function 𝐸loc(𝐺) [25, 27]. We assume that the
efficiency 𝜀

𝑖𝑗
in the communication between nodes 𝑖 and 𝑗 is

inversely proportional to the shortest distance: 𝜀
𝑖𝑗

= 1/𝑑
𝑖𝑗
,

∀𝑖, 𝑗. In this definition, when there is no path in the graph
between 𝑖 and 𝑗,𝑑

𝑖𝑗
= +∞, and consistently 𝜀

𝑖𝑗
= 0.The global

efficiency of the graph 𝐺 can be defined as

𝐸glob (𝐺) =
∑
𝑖 ̸=𝑗∈𝐺

𝜀
𝑖𝑗

𝑁(𝑁 − 1)
=

1

𝑁 (𝑁 − 1)
∑

𝑖 ̸=𝑗∈𝐺

1

𝑑
𝑖𝑗

. (7)

The local efficiency function can be defined as the average
efficiency of local subgraphs as follows:

𝐸loc (𝐺) =
1

𝑁
∑

𝑖∈𝐺

𝐸 (𝐺
𝑖
) ,

𝐸loc (𝐺) =
1

𝑘
𝑖
(𝑘
𝑖
− 1)

∑

𝑙 ̸=𝑚∈𝐺

1
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where 𝐺
𝑖
is the subgraph of the neighbors of 𝑖, which is made

by 𝑘
𝑖
nodes and at most 𝑘

𝑖
(𝑘
𝑖
− 1)/2 edges. It is important
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to notice that the quantities {𝑑


𝑙𝑚
} are the shortest distances

between nodes 𝑙 and 𝑚 calculated on the graph 𝐺
𝑖
.

Both the global and the local efficiency are already
normalized; that is, 0 ≤ 𝐸glob(𝐺) ≤ 1, and 0 ≤ 𝐸loc(𝐺) ≤ 1.
The maximum values of the efficiency 𝐸glob(𝐺) = 1 and
𝐸loc(𝐺) = 1 are obtained in the ideal case of a completely
connected graph, that is, in the case in which the graph𝐺 has
all of the 𝑁(𝑁 − 1)/2 possible edges and 𝑑

𝑖𝑗
= 1, ∀𝑖, 𝑗.

In the efficiency-based formalism, a network is extremely
efficient in exchanging information both on a high global and
local efficiency functions value. Moreover, the description
of a network in terms of its efficiency can be extended to
unconnected networks and, more important, with only a few
modifications, to weighted networks. A weighted network is
a case in which there is a weight associated with each of the
edges. Such a network needs two matrices to be described.
Consider the following.

(1) The usual adjacency matrix [𝑎
𝑖𝑗
] telling about the

existence or nonexistence of a link is defined as
follows:

𝑎
𝑖𝑗

= {
1, 𝑒
𝑖𝑗

∈ 𝐸,

0, otherwise.
(9)

(2) The second weights matrix associated with each link
[𝑤
𝑖𝑗
], where 𝑤

𝑖𝑗
can be defined as communication

cost, depended on the optimal problem. Obviously,
weighted network optimal problem, such as TSP
(traveling salesman problem), is more complex than
topology control.

In this paper, we focus instead on the simpler case of
unweighted networks topology. We will use the connectivity
robustness function and the global efficiency function to
evaluate the network’s robustness and invulnerability under
the random failures and the intentional attacks.

4. Description of Betweenness Addition Edges
Expansion Algorithm

In order to improve the network’s robustness and invulnera-
bility under the random failures and the intentional attacks,
a novel betweenness addition edges expansion algorithm is
proposed. Based on the traffic analysis in practical WSNs,
we find that the communication connection is established
usually by events driven, in which both the vertex between-
ness 𝐵vet and edge betweenness 𝐵edg follow heavy-tailed
distribution. As in the above definition, the betweenness is
the number of the shortest paths through node V

𝑖
or edge

𝑒
𝑖
, which shows the importance of V

𝑖
and 𝑒

𝑖
in network

transmission. The vertex V
𝑖
with high-betweenness 𝐵vet bears

more packets switching, which is the core vertex in the
network. The edge 𝑒

𝑖
with high-betweenness 𝐵edg bears more

traffic flows, which is the key edge for the network’s con-
nectivity. In order to improve the networks robustness and
avoid transmitting congestion, network’s core parts should
be identified. BAEE carefully selects special vertex parts and
connects edges with betweenness addition strategy. After the

optimal operation, the network diameter can be effectively
reduced, and the transmission delay will be shortened. BAEE
process is given as follows.

(1) According to the vertex betweenness 𝐵(V) formula
and network adjacency matrix [𝐴]

𝑛×𝑛
, each vertex

betweenness is calculated and saved in the column
vector 𝐵

𝑛
. Consider the following:

𝐵
𝑛
= [𝑏 (V

1
) , 𝑏 (V

2
) , . . . , 𝑏 (V

𝑛
)]
𝑇

. (10)

(2) Using the vector betweenness column vector 𝐵
𝑛
, a

new betweenness plus column vector [𝐵
+

]
𝑚
is calcu-

lated, where 𝑚 = 𝐶
2

𝑛
, as follows:

𝐵
+

(𝑘) = 𝑏 (V
𝑖
) + 𝑏 (V

𝑗
) ,

𝑘 = (𝑖 − 1) × 𝑛 + 𝑗.

(11)

(3) Sort [𝐵+]
𝑚
in descending order and generate [𝐵

+

]


𝑚
.

Here, we used the bubble method to sort column
vector [𝐵+]

𝑚
, which has lower space complexity𝑂(1)

and better stability compared with other sorting
algorithms.Then, the elements in front of [𝐵+]



𝑚
have

larger value of betweenness addition.

The process of the bubble method is shown as
follows
(a) Compare the first element, that is, 0th, with

the latter element; if smaller, then switch.
Sequentially compare𝑚 times element and
eventually change the smallest value ele-
ment into 𝑚th unit; the element 𝑏(𝑚) does
not move anymore.

(b) Repeat step (a), and sequentially compare
until the (𝑚 − 1)th element. Eventually, the
minimum value in the front of (𝑚 − 1)

elements is moved to the (𝑚 − 1)th unit.
𝑏(𝑚 − 1) does not move.
...

(m) Compare 𝑏(0) and 𝑏(1); if 𝑏(0) < 𝑏(1),
switch each other. Then, 𝑏(0) is maximum,
and the array is in descending order. The
bubble method terminates.

(4) Check [𝐵
+

]


𝑚
from the first elements 𝑏

+
(0). For

𝐵
+

(𝑘) = 𝑏(V
𝑖
) + 𝑏(V

𝑗
) if vertex parts V

𝑖
and V

𝑗
have

connection edge, that is, 𝑒(V
𝑖
, V
𝑗
) ∈ 𝐸, then check the

next element of [𝐵+]


𝑚
.

(5) Else, if 𝑒(V
𝑖
, V
𝑗
) ∉ 𝐸, then add an edge between

vertex parts V
𝑖
and V
𝑗
.Then, calculate the connectivity

robustness function 𝑅(𝐺) and efficiency function
𝐸(𝐺).

(6) If both𝑅(𝐺) and𝐸(𝐺) reach the optimization require-
ments, the algorithm terminates. Otherwise, return to
step (4) to look for other connected edges.

BAEE algorithm is presented in Algorithm 1.
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According to the above optimization approach, the exper-
imental simulation was taken to evaluate the algorithm’s
performance. The detailed analysis about results was shown
in the following section.

5. Simulation and Performance Evaluation

The simulation scenario is that 100 sensor nodes were
randomly placed in a 900m × 900m field. Each node’s radio
propagation range is 300m. After the self-organized process,
a strongly connected physical topology is established. To
reduce the interference, the neighbors of each sensor node are
control based on the traffic requirements, and then a logical
topology is generated, which is the topology that we really
need for data transmission, shown in Figure 1.

The connectivity robustness function 𝑅(𝐺) and efficiency
function𝐸(𝐺) for the initial network are calculated as follows:
𝑅(𝐺) = 1, because it is a connected graph; 𝐸(𝐺) = 0.226. In
the simulation, BAEE algorithm is used to optimize the net-
work topology, compared with Fiedler-vector-based strategy
(FVBS), another well-known method for TOC presented in
[28]. FVBS main idea is adding a link between a node pair
with the maximal |𝑢

𝑖
− 𝑢
𝑗
|, the absolute difference between

the 𝑖th and 𝑗th elements of the Fiedler vector of 𝐺. Because
the Fiedler vector is related to the algebraic connectivity of𝐺,
to maintain the fairness of evaluation, the simulation results
are analyzed through the connectivity robustness function
𝑅(𝐺) and efficiency function 𝐸(𝐺), except for the algebraic
connectivity.

In the simulation, firstly, using BAEE and FVBS to
optimize the original topology, the new topologies𝐺BAEE and
𝐺


FVBS are generated. Tomaintain the fairness, the same num-
ber of edges is added in 𝐺



BAEE and 𝐺


FVBS, shown in Table 1.
Then, the identical random failures and the intentional

attacks are applied on the two 𝐺
. The robustness and

invulnerability are evaluated by the two performance metrics
𝑅(𝐺) and 𝐸(𝐺).

5.1. The Experiments under Random Failures. Random fail-
ures mean that nodes in the network are randomly failed,
and at the same time the edges connecting with the failure
nodes are also failed. Because of the low reliable hardware
circuits, the limited battery-power, and the harsh wilderness
conditions, the case of sensor node failed often occurs in
the practical application. Figure 2 shows the connectivity
robustness function value for the increasing of the number
of random failure nodes. From Figure 2, we can observe
that the two optimized topologies have higher 𝑅 value than
the original network confronting random failures. Moreover,
BAEE is better than FVBS; the 𝑅 value has an average
5.23% increase, which means that the optimized network has
the stronger capability of maintaining connectivity. Different
from the other two curves, the 𝑅(𝐺



BAEE) curve of BAEE
is stable. For example, at 11 failure nodes scenario, the
𝑅(𝐺


BAEE) curve does not shake, different from the sharp
decline of 𝑅(𝐺



FVBS) and 𝑅(𝐺) curves, which indicates that
BAEE algorithm has better “resistance.”

Figure 3 shows the efficiency function 𝐸(𝐺) under ran-
dom failures. As the number of the failure nodes increases,
the efficiency function of the three networks decreases. The
reason is that failure nodes make certain shortest paths bro-
ken. But 𝐸(𝐺



BAEE) is higher than 𝐸(𝐺


FVBS) and 𝐸(𝐺), whose
increase rates are 13.78% and 23.59%, respectively. This is
extreme efficiency showed that BAEE algorithm can optimize
network and reach extreme efficiency in exchanging informa-
tion for ubiquitous data-centric wireless sensor networks.

5.2. The Experiments under Intentional Attacks. Intentional
attack is another kind of accident for wireless sensor net-
works. Based on partial information of network, enemy can
accurately attack the weakest parts and break down the whole
system. So a network should have more robust topology
to resist intentional attacks. In the following experiments,
two types of attacks are simulated: (1) make nodes with
high vertex betweenness fail; (2) make links with high edge
betweenness fail. The two metrics 𝑅(𝐺) and 𝐸(𝐺) are also
used to measure the algorithms’ performance.

Figure 4 presents the connectivity robustness function
𝑅(𝐺) under the intentional attacks with high-betweenness
nodes failed. From the three curves, we can find that both
BAEE and FVBS algorithms improve the original network’s
invulnerability. 𝐺BAEE is also stronger than 𝐺



FVBS when the
number of failed nodes is more than 6. The gap is 25.74%
approximately. When the number of failed nodes is continu-
ally increasing and more than 13, the values of 𝑅(𝐺



BAEE) and
𝑅(𝐺


FVBS) have a sharp decline and coincide with 𝑅(𝐺). The
reason is that the original network has its inherent structure
quality, and TOC algorithms can just improve the network
performance limited.

The efficiency function 𝐸(𝐺) against nodes’ failure is
shown in Figure 5. BAEE algorithm optimized the network
and reached a high value of 𝐸(𝐺



BAEE). The average is higher
than 𝐸(𝐺



FVBS) 22.98%. Moreover, we found that the same
two aberration points, occurring in above experiments, also
appear in this experiment: when the number of failed nodes
ismore than 6,𝐸(𝐺



FVBS) and𝐸(𝐺) curves present a dump, but
the network topology optimized by BAEE algorithm escapes
this shake, showing stronger stability. When the number of
failed nodes is more than 13, both 𝐸(𝐺



BAEE) and 𝐸(𝐺


FVBS)
have a sharp decline and coincide with 𝐸(𝐺), proving the
network’s inherent structure quality.

Another attack strategy, high-betweenness links failed,
is implemented in the experiments. The top 20 high-
betweenness links are sequentially broken to evaluate the
network’s performance; the curves of 𝑅(𝐺) are presented in
Figure 6. The results show that, under the high-betweenness
edges’ attack, FVBS algorithm cannot improve the network’s
invulnerability capability anymore, shown as the two curves
𝑅(𝐺


FVBS) and 𝑅(𝐺) coinciding. However, BAEE algorithm is
effective under this kind of attack. While the broken links are
less than 12,𝑅(𝐺



BAEE) is higher than𝑅(𝐺


FVBS) and𝑅(𝐺) 9.89%
averagely.

Figure 7 presents the efficiency function 𝐸(𝐺) under the
edges intentional attack. BAEE also reaches a higher𝐸(𝐺



BAEE)

value than FVBS 𝐸(𝐺


FVBS) and original network 𝐸(𝐺), in
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Betweenness Addition Edges Expansion algorithm

(1) Calculate each vertex’s betweenness with the vertex betweenness 𝐵(V) formula:

𝐵(V) = ∑

V ̸=𝑖,V ̸=𝑗,𝑖 ̸=𝑗

𝜎
𝑖𝑗
(V)

𝜎
𝑖𝑗

(2) Save each vertex betweenness 𝐵(V) in the column vector 𝐵
𝑛
= [𝑏(V

1
), 𝑏(V
2
), . . . , 𝑏(V

𝑛
)]
𝑇;

(3) For 𝑖 = 0 to n
(4) For 𝑗 = 𝑖 + 1 to 𝑛

(5) 𝑘 = (𝑖 − 1) × 𝑛 + 𝑗; 𝐵+(𝑘) = 𝑏(V
𝑖
) + 𝑏(V

𝑗
);

(6) End for
(7) End for
(8) For 𝑖 = 0 to 𝑛 ∗ (𝑛 − 1)/2

(9) For 𝑗 = 𝑖 + 1 to 𝑛 ∗ (𝑛 − 1)/2

(10) If 𝐵
+

𝑖
< 𝐵
+

𝑗

(11) Switch 𝐵
+

𝑖
and 𝐵

+

𝑗
;

(12) End for
(13) End for
(14) For 𝑘 = 0 to 𝑛 ∗ (𝑛 − 1)/2

(15) If no edge connected vertex parts V
𝑖
and V

𝑗
, that is, 𝑒(V

𝑖
, V
𝑗
) ∉ 𝐸 //here 𝐵

+

(𝑘) = 𝑏(V
𝑖
) + 𝑏(V

𝑗
)

(16) 𝑎[𝑖][𝑗] = 𝑎[𝑗][𝑖] = 1; //here 𝑎[][] is the element of adjacency matrix [𝐴]
𝑛×𝑛

;
(17) End if
(18) If 𝑅(𝐺) > 𝑅(𝐺)req && 𝐸(𝐺) > 𝐸(𝐺)req
(19) Break;
(20) End for

Algorithm 1: Pseudocode of BAEE algorithm.

Table 1: Added edges in 𝐺


BAEE and 𝐺


FVBS.

𝐺


BAEE (61, 79) (80, 34) (45, 78) (51, 2) (54, 73) (50, 57) (55, 22) (56, 68)
𝐺


FVBS (100, 1) (100, 2) (99, 1) (100, 3) (99, 2) (100, 4) (99, 3) (100, 5)

Figure 1: Original logical topology of WSN.

which an average increasing rate is 31.41% for 𝐸(𝐺


FVBS) and
50.88% for 𝐸(𝐺). These results indicate that BAEE algorithm
has obvious advantages against edges intentional attacks.

6. Conclusions

Because of the omnidirectional antenna, in WSNs, any two
sensor nodes can connect if they are placed in each other’s
communication range. Therefore, the physical topology of
WSNs is usually a strongly connected topology. Anyone
should frequently receive and process data from the quantity
of its neighbors, which will consume large amounts of
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Figure 2: Connectivity robustness function versus the number of
failed nodes under random failures.

energy. Shocking wireless channel collision also causes low
throughput and high loss packets ratio in data transmission.
To improve theWSNs transmission efficiency and save scarce
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Figure 3: Efficiency function versus the number of failed nodes
under random failures.
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Figure 4: Connectivity robustness function versus the number of
failed nodes under intentional attack.

energy, a logical topology generating from a physical one
and further dynamic optimization are necessary for the self-
organized wireless sensor networks.

With topology vulnerability analysis, this paper proposes
one topology optimization control algorithm—BAEE. The
algorithm calculates the vertex betweenness and expanded
special edges with the minimum cost. Two metrics, the con-
nectivity robustness function 𝑅(𝐺) and efficiency function
𝐸(𝐺), are utilized to measure the network performance. 𝑅(𝐺)

is the metric to measure topology connectivity, and 𝐸(𝐺)

is the metric to evaluate the network exchanging informa-
tion capability. Detailed definitions are presented in this
paper. Using numerical experimental simulations under var-
ious random failures and intentional attack scenarios, we
measured the performance of BAEE and compared it with
the Fiedler-vector-based strategy in TOC. Results were very
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Figure 5: Efficiency function versus the number of failed nodes
under intentional attack.
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Figure 6: Connectivity robustness function versus the number of
failed links under intentional attack.
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promising and showed that our novel algorithm’s perfor-
mance is much better than others in reaching high connec-
tivity robustness function value and efficiency function value,
whichmeans that the optimized network by BAEE has robust
connectivity and extremely efficient exchanging information
capability.
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The significant difference between traditional electric power system and smart grid is the cooperative control of power flows and
information flows. With a large number of secondary equipments accessed into smart grid, the electric power communication
network becomes one type of ubiquitous data-centric sensor networks. Real-time and reliable multicast services are required for
power system’s stable operation.Multiple Protocols Label Switching (MPLS) with its traffic engineering capabilities has emerged as a
powerful tool to provide QoS support in backbone transmission networks. But previousMPLS unicast andmulticast protocols have
common disadvantages, not scalable enough, especially for various intelligent electronic devices following distributed generators
frequently accessed into smart grid. To overcome the problems of overfull labels consuming bandwidth and prolonging delay,
this paper proposed a novel labels dispatching mechanism based on Resource ReSerVation Protocol (RSVP) and message injecting
and headward impelling technologies. Based on a set of accurate mathematical analyses and simulation experiments in a typical
distributed power system scenario, the new mechanism could effectively reduce the total number of labels and overheads, save
bandwidth, and shorten the multicast tree establishing time. The good scalability can adapt much better to ubiquitous and thick
electrical advanced metering application.

1. Introduction

Energy shortage and environmental pollution become one
of the global issues. To achieve the low-carbon and highly
security power supply, “Smart Grid” and “Distributed Gener-
ation” are deeply researched [1, 2].With Intelligent Electronic
Devices (IED), smart computing algorithms, Advanced
Metering Infrastructure (AMI), and communication tech-
niques, traditional electric power systems have gradually
transformed into highly efficient and reliable intelligent
power grid—smart grid [3].

In smart grid, a great number of secondary equipments
are accessed into the system with wire and wireless commu-
nication techniques and become one special electric power
communication network [4, 5]. This system, which realized
the advance metering, data transmitting, and information
processing, is one type of ubiquitous data-centric sensor
networks [6–8]. Different types of metering electrical infor-
mation in the network are gathered to Modern Dispatching
Center (MDC); at the same time, control instructions from

MDC, computed based on metering electrical parameters,
are transmitted to actuators. Real-time and reliable multicast
protocols to achieve various QoS requirements are the basic
guarantee for power system’s stable operation. Multiple Pro-
tocols Label Switching (MPLS) standard [9], framed by IETF
(Internet Engineering Task Force), can achieve rapidly routing
and guaranteemultiplyQoS requirements. It had become one
of top choice technologies applying in electrical power digital
transmission network [10, 11]. However, with the utilization of
distributed generators, such as wind generator, photovoltaic
generator, and biomass power generation, many metering
instruments should be used tomeasure instantaneous voltage
𝑢(𝑡), current 𝑖(𝑡), and power {𝑃, 𝑄} [12], in which instruments
are regarded as data nodes and accessed into the core
transmission networks, called “last mile” access networks.
Data nodes’ frequent access and quit need effective dynamic
multicast mechanism to adapt both MPLS core network and
access network.

Dynamicmulticast, as the special type ofmulticast, allows
any member to access or leave the current multicast cluster,
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Figure 1: MPLS header and IPv6 header format.

which is more complex than static multicast [13]. The core
technologies in dynamicmulticast include the label switching
promotion model, signaling selection, and multicast tree
structure. This paper analyzed the previous multicast labels
dispatching mechanisms and proposed a novel labels dis-
patching mechanism based on RSVP (Resource ReSerVa-
tion Protocol). The new mechanism with message injecting
and headward impelling technology can effectively save the
utilized labels and bandwidth and reduce the multicast tree
establishing time.

The remainder of this paper is organized as follows:
Section 2 presents the related works, including MPLS, uni-
cast LDP protocol, and MPLS multicast; Section 3 explains
message injecting and headward impelling technology in
detail; a set of accurate mathematical analyses is described
in Section 4, and the number of labels and control packets
utilized in multicast are quantitatively calculated; Section 5
presents our evaluation through simulation, followed by
conclusion in Section 6.

2. Analysis of Related Issue

MPLS is a special technology to map layer 3 traffic onto layer
2 delivery, with which faster forwarding is done at layer 2
with an “exact match” search compared to the traditional
“longest prefix match” search of layer 3 routing. MPLS is also
a traffic engineering protocol. QoS is provided by associating
packets with Forward EquivalenceClass (FEC), which in turn
can get preferential treatment. This association is done at
the ingress Label Switching Router (LSR), which initiates the
Label Switched Paths (LSP) setup, and once the LSP is in place
the intermediate LSRs switch according to layer 2 forwarding.
Because it can effectively support fast and guarantee QoS
service communication, MPLS has now become one of the
best technologies for backbone IP network [9, 14].

2.1. MPLS Technology and Unicast LDP Protocol. MPLS tech-
nology extends routing with path controlling. At the ingress
LSRs of aMPLS-capable domain, IP packets are classified and
routed based on a combination of the information carried in
the IP header of the packets and the local routing information
maintained by the LSRs. AMPLS header is then inserted into
each packet, shown in Figure 1. Within the MPLS-capable
domain, each LSR can use the label as the index to find the
next hop in the forwarding table. Before a packet leaves the

MPLS domain, itsMPLS header is removed at the egress LSR.
The paths between the ingress LSRs and the egress LSRs are
called Label Switched Paths (LSPs). In order to control LSPs
effectively, the set of all packets that are forwarded in the
same way is known as a forwarding equivalence class. One
or more FECs may be mapped to a single LSP.Then each LSP
for unicast from ingress LSRs to egress ones can be assigned
one or more attributes based on different QoS requirements.

So we can easily get the merits of MPLS. (1) It provides
faster packet’s classification and forwarding; (2) it provides
an efficient tunnelingmechanismbased on constraint routing
(CR).

There are two signaling protocols for MPLS traffic engi-
neering, namely, CR-LDP [15] and RSVP-TE [16]. A detailed
comparison between these two protocols is presented in [17].
Both protocols essentially provide control mechanisms for
setup, tear down, and maintenance of LSPs. They enable
reservation of different types of resources in order to satisfy
the traffic constraints of various flows.

2.2. Multicast Protocols in MPLS. The inherent Label Distri-
bution Protocol (LDP) of MPLS in RFC 3209 is restricted
to unicast label switched paths, which does not fit for mul-
ticast. Multicast is a point-to-multipoint or multipoint-to-
multipoint communication mode.

In multicast services, a single transmission is needed for
sending a packet to 𝑛 destinations, while this transmitting
should be required to seamlessly extend QoS guarantees.
In the extreme case, dynamic multicast routing can be
regarded as a series of static heuristic algorithms to recalcu-
late multicast tree in each period of multicast membership
change. Several multicasts protocols were suggested to reach
a minimal end-to-end delay, limited jitter, and efficient use
of bandwidth, which included spanning join protocol (SJP),
QoS-aware multicast routing protocol (QMRP), and QoS
sensitive multicast Internet protocol (QoSMIC) [18]. These
protocols are known to be multiple path routing protocols
which determine several paths towards the multicast tree. It
is obvious that frequently operating heuristic algorithm will
prolong calculation time and induce high loss packets rate
during themulticast tree reconstruction. And it also produces
a higher network overload that is introduced in order to
accommodate the multipath resource reservation.

The major disadvantage of the existing multicast pro-
tocols is that they are not scalable enough for large-
scale networks, especially for ubiquitous data-centric sensor
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network. Multicast suffers from scalability problem with the
number of concurrently active multicast groups because it
requires a router to keep forwarding state for every multicast
tree passing through it, and the number of forwarding states
growswith the number of groups. Scalability can be evaluated
not only in terms of the overhead growth in the presence of a
large number of groups but also by the number of participants
per group and by groups for which the set of participants
changes often over time. Overhead can be measured in
terms of memory resources (in routers) as they relate to
routing states maintained per group and can be measured
also by bandwidth resources in terms of control or signaling
messages per group and also by processing power [19].

Therefore, a multicast routing protocol should be simple
to implement, have the scalable and robust capabilities,
use minimal network overhead, consume minimal memory
resources, and interoperate with other multicast routing
protocols. Moreover, if one multicast routing algorithm will
be applied in electrical power digital transmission networks,
it should also be able to keep the smallest changes with low
cost and oscillation time in each updating event, such as
distributed generators’ access and quit.

3. Message Injecting and Headward Impelling
Technology in Dynamic Multicast

The above analysis shows that multicast tree creating process
is different from the unicast LSP creating process in MPLS. If
the traditional message-flows dispatching label distribution
mechanism is adopted, the upstream LSR needs to send
Label-Request messages to each output interface connecting
oriented downstream LSRs, whenever a newmember request
to access. Each downstream LSR also needs to reply a
Label-Request message. Because those responsemessages are
independent, the same type of FEC probably has different
bindings in the reply labels. The upstream LSR must traverse
all of the access requests. If the multicast tree is a multilayer
structure, label messages will power series increase and the
established time of the Label Switched Path (LSP) will be
exponentially prolonged, all of which destroy the networks’
dynamic and scalability.

This paper proposed a novel label distribution mecha-
nism to support dynamic multicast in the ubiquitous data-
centric sensor network applying electric power system. For
each member requesting to join multicast cluster, the new
mechanism can effectively restrict the labels’ distribution for
each similar FEC mark, and less labels will also reduce the
LSP’s establish time. In this dynamic multicast algorithm,
a new Message injecting and Headward impelling (MiHi)
technology is designed.

3.1. Networks Model. Based on IEC 61850, second equip-
ments can be connected into SCADA as logic nodes [20,
21]. A whole smart grid communication subnet, operating
information flow, can be abstracted as a graph, which is
established by thousands of different logical nodes/routers
and edges. Each node has its own properties and exchanges
data with its neighbor. Finally, a connected, simple digraph

𝐺 = (𝑉, 𝐸,𝑀) is established, where𝑉 is the set of logic vertex,
𝐸 is the set of edges, and𝑀 = {𝐻V, 𝐻𝑒} is the set of attributes.
Here, 𝐻V is the set of each vertex’s measurements and 𝐻

𝑒
is

the set of each edge’s measurements.
For each vertex, 𝐻V = {Color𝑖[𝑘],Delaymax 𝑖} : Color𝑖[𝑘]

is the multitree nameplate for each vertex 𝑖, whichmeans that
V
𝑖
belongs to multicast tree 𝑇𝑚

𝑘
. Because different multicast

trees can include the same vertex, the measurement Color
𝑖

is one array. Date from the same multicast tree 𝑇𝑚
𝑘
can be

aggregated effectively; otherwise data will just be transmitted
overhead; Delaymax 𝑖 is the delay on the corresponding router
(the sum of queuing delay, transmission delay, and propaga-
tion delay). In each edge𝐻

𝑒
= {𝐸𝑛𝐵𝑊

𝑘
,Metric+

𝑘
} : 𝐸𝑛𝐵𝑊

𝑘
is

the maximum bandwidth provided for applications; Metric+
𝑘

is the reserved measurement defined by electric power
operation.

Based on the mathematic model, the multicast tree
satisfyingQoS requirements can be selected fromdispatching
center to special second equipments or sensors.

3.2. MiHi Technology. Based on the above network model,
a novel MiHi technology is proposed to support dynamic
multicast in the ubiquitous data-centric sensor network.
When a new IED should join one of multicast tree, a special
request packet is generated by the IED. MiHi embedded this
packet into an agent, and reversing impels it to the root
of multicast tree, that is, MDC. Because RSVP technology
is used during the agent routing, the established LSP from
the new joined IED to MDC has reserved communication
resource to satisfy the QoS requirements in the traffic FEC.
Therefore, a new member accessed and the transmission
tunnel established processing is finished at the same time,
which reduced the LSP’s established time and effectively
restricted the labels’ distribution for each similar FEC mark.
The details of MiHi and the LSP established processing are
presented as follows.

Without loss of generality, assume that there are 𝑘number
of multicast groups in the network; each group is a multicast
tree structure. 𝑘 number of multicast trees are shown as
𝑇𝑚
1
, 𝑇𝑚
2
, . . . , 𝑇𝑚

𝑘
. When a new IED V

𝑖
is applied to join

the existing multicast group 𝑇𝑚
𝑗
at time 𝑡, V

𝑖
should send a

multicast joining request message ARP(V
𝑖
, FEC
𝜎
, 𝑇𝑚
𝑗
) firstly.

Secondly, message ARP(V
𝑖
, FEC
𝜎
, 𝑇𝑚
𝑗
)will be embedded

into amastermobile agentMA
𝑚
(FEC
𝜎
, 𝑇𝑚
𝑗
). FEC

𝜎
and𝑇𝑚

𝑗

will be copied from ARP field to MA field, which will be
used during agent migration. The format of MA

𝑚
is shown

in Figure 2.
Mobile agent then travels following the optimized direc-

tion, till reach any one of members’ LSR
𝑗
belonged to

multicast tree 𝑇𝑚
𝑗
. If there are equivalent paths at one relay

router, MA
𝑚
will generate several slave agents and send them

to the different output ports to realize the parallel routing.The
mobile agents’ master-slave pattern is shown in Figure 3.

Based on the FEC information mapping from ARP field
to MA field, LSR

𝑗
assigns the Output Label (OL) and Out

Interface (OIF) for the forthcoming multicast flow. One
OL can be shared and reused with original labels in the
same multicast group; OIF is the multicast flow transmission
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interface and also the ARP’s input interface. The defined OL
and OIF are added to the LSR

𝑗
Label Switching Table (LST).

The format of LST is presented in Figure 4.
LSR
𝑗
replied message APP

𝑗
from OIF, in which the

message’s living time TTL is initialized. Each relay LSR
checked the routing requests in APP

𝑗
and appraised the

interface resource to decide whether reserve resource for this
type of flow or not. If there is enough resource to reserve, OL
will be pushed into the LST and then forwardAPP

𝑗
to the next

hop router till V
𝑖
. If the reservation request is refused, the LSR

will send error to two opposite directions: V
𝑖
and MDC. The

relay LSR
𝑗
should remove corresponding OL from LST.

4. Mathematical Analysis of MiHi
Mechanism’s Effectivity

We calculated the number of used labels during new mem-
bers access and compared the MiHi mechanism with the
traditional flow trigger label assign mechanism.

Assume that the number of MPLS multicast tasks is 𝑠
and the distance between the access point of multicast tree
and the applying dynamic join member LSR is ℎ hops. Each
relay LSR’s idle output port number 𝑘

𝑖
(𝑖 = 1, 2, . . . , 𝑚)

is mutually independent and follows a normal distribution
𝑁(𝜇, 𝜎

2
), 𝜇 ≫ 1. Using Chebyshev’s law of large numbers,

the following equation can be got:

∀𝜀 > 0,

lim
𝑛→∞

𝑃 {
𝐾𝑛 − 𝜇

 < 𝜀} = lim
𝑛→∞

𝑃{



1

𝑛

𝑛

∑

𝑖=1

𝑘
𝑖
− 𝜇



< 𝜀} = 1.

(1)

Equation (1) shows that when 𝑛 is a large number the
arithmetic mean 𝐾

𝑛
of the random variable 𝑘

𝑖
(𝑖 = 1, 2, . . .)

is close to its mathematical expectation 𝐸(𝑘
𝑖
) = 𝜇, (𝑖 =

1, 2, . . . 𝑚). So, based on traditional flow trigger label assign
mechanism, implying one time of a new member’s access
procedure, the require labels’ number is

Label = 𝑠 × 𝐾
𝑛
× ℎ ≈ 𝑠 × 𝜇 × ℎ. (2)

The number of control packets is

Packet = Label ≈ 𝑠 × 𝜇 × ℎ. (3)

We also calculated the number of labels in the processing
of MiHi mechanism. Because the require came from down-
stream, only one determinate path from new joiningmember
to access point need assign and delivery labels, in which the
number of labels is

Label = 𝑠 × ℎ. (4)

Adding the control packets for resource reversion to
ensure that the path satisfies QoS requirements, the total
number of control packets is

Packet = 𝑠 × 2 ℎ. (5)
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Figure 5: Multicast network domain of typical distributed power generation system.

Compared with the number of labels and control packets
in (2)–(5), because of 𝜇 ≫ 1, MiHimechanism can effectively
constrain the number of labels and control packets. If the
scale of multicast cluster is large and the multicast joining
requirements are frequent, much more labels and overheads
are saved by MiHi, and the decrease of bandwidth and
multicast access time can improve the network’s transmission
performance.

5. MiHi Mechanism Performance Evaluation

A typical distributed power system, shown in Figure 5, is
employed in the simulation, in which the multicast commu-
nication network is marked as blue dotted line. There are
three original multicast groups 𝑇𝑚

1
, 𝑇𝑚
2
, and 𝑇𝑚

3
. 𝑇𝑚
1
is

the switch control group, in which the traffic is switch signals;
𝑇𝑚
2
is made up with electronic sensors, which measure

gas turbines and accumulators’ electrical power information;
three sets of current/voltage transformers are connected to

the 𝑇𝑚
3
group, metering feeders A, B, and C current 𝑖(𝑡),

and voltage 𝑢(𝑡). Now, a 30KW wind turbine generator and
several loads will be connected on feeder B, accessed into
the power system. The electronic sensors and switch control
devices should be synchronously accessed into multicast
groups.

Based on the traditional flow trigger label assign mecha-
nism (FTLa), MDC should assign labels to each idle output
port and push labels into LST. Then these labels were sent
to each corresponding port and transmitted to downstream
LSR till the access point of corresponding multicast group.
Each time one of the relay LSRs received a new FEC label, it
should create a new label switching item and push it into LST.
It means that, during the member joining processing, a great
number of labels for the same FEC and label switching items
were created, but only the label reaching the access point is
valid. Other invalid labels should keep in each relay routers’
LST, not deleted until AT = 0.

MiHi mechanism is initiated from the joining member
with sending the request message ARP. ARP is pushed to
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labels.

the multicast tree access point or MDC. So each relay router
needs only to assign a single label for the same type of FEC
and establishe LSP with resource reservation. Figure 6 shows
the relation curve of new multicast member and required
labels. In the figure, with the increase of requesting access
hosts number, the performance of MiHi is better than flow
trigger label assign mechanism. The growth rate of utilized
labers by FTLa accords with quadratic function:

𝑦 (𝑛) = 0.90𝑛
2
− 1.74𝑛 + 3.04, 𝑛 > 0, (𝑅

2
= 0.9869) .

(6)

Here 𝑅2 is correlation coefficient.
But the correlation of labels increases the rate and the

number of join hosts is linear byMiHi mechanism; the fitting
curve is

𝑦 (𝑛) = 1.98𝑛 + 0.55, 𝑛 > 0, (𝑅
2
= 0.9976) . (7)

Therefore, MiHi mechanism effectively constrains the
used labels and can fit for the large scale of multicast appli-
cation, which guarantees the MiHi mechanism’s scalability.

Multicast transmission paths’ creating time determines
whether measurement signals from electrical meters can be
real time uploaded to MDC, and control signals can reach
IEDwithout long delay.Therefore, short LSP setup time is one
of the key indicators to improve the smart grid performance.
If the bandwidth is constant, the key factors affecting LSP
creating time are multicast tree depth, number of nodes in
the multicast tree, and the transmitting packet loss rate. The
greater the layer of multicast tree, the more the number of
nodes, and the higher the packets loss rate, the longer the
LSP creating time. Here we set a scene with two different
link data packets loss rates (Plr = 0 and Plr = 0.05) and
dynamically increase the multicast tree layers to detect LSP
creating time.The results are shown in Figure 7. In the figure,
with the increase of packets loss rate, LSP creating time with
flow trigger label assignmechanism significantly prolong. But
MiHi mechanism well inhibits this upward trend. MiHi has
better adaptability to changing complex and volatile network
environments.
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Figure 8 depicts overhead packets in different multicast
tree depths. The same tow scenes with Plr = 0 and Plr =
0.05 packets loss rate are set in the experiments. In the
lightweight multicast group, the utilized overhead packets by
FTLa are less than MiHi, because MiHi employed resource
reversion mechanism to ensure that the path satisfies QoS
requirements, which will consume almost double control
packets. But with the increase of multicast group’s scale, the
number of relay LSR’s idle output port number 𝐾 expands.
Much more overheads carrying mobile agents are assigned
to each of the idle output ports by FTLa mechanism. In
addition to the probability of packets loss, great number of
overhead to are utilized (No. overhead FTLa = 136, compared
with No. overhead MiHi = 60), which also consumed much
more bandwidth.This experiment shows thatMiHi can adapt
much better to ubiquitous and thick electrical advanced
metering scenario.

6. Conclusion

MPLS has been widely used in electrical power digital
communication backbone network. WSN including various
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electronic sensors and IEDs is the main technology to
realize the “last mile” access network. How to better support
multicast service in this kind of hybrid network to control
distributed energy grid’s information flow has become one
of the hotspots. Traditional multicast protocols used input
flow control trigger label assign mode. The upstream LSR
intercepted input control messages from the downstream
LSRs and then sent labels binding requests to downstream
through LSPs. Because the upstream LSR pushed labels
binding requests, more than one OL should be assigned
for each output port of LSRs. While multicast tree level
and multicast members expand, a great number of invalid
labels would congest each LSR’s label switching table and
communication bandwidth. It is a fatal problem to destroy
the MPLS multicast scalability.

To solve the above problems, this paper proposed a novel
message injecting and headward impelling technology to
effectively constrain labels’ flood.When the downstream LSR
sends control messages to upstream LSR, it also intercepts
output control messages and then triggers LDP to send
label binding request to upstream. OL is only assigned to
the multicast join members, so it can effectively control the
amount of traffic when new members access the system and
improve MPLS scalability during dynamic multicast. Using a
typical distributed power system in experimental simulation,
we measured the performance of MiHi and compared it with
the traditional flow trigger label assign mechanism. Results
were very promising and showed that the performance of our
novel labels assign mechanism is much better than others
in constraining the utilized labels, as well as in reducing
new member access time. The results present that MiHi has
good scalability and adaptability for applying the distributed
generation combined to the smart grid.
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