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Recent years have witnessed the blossom of the P2P applica-
tion model on the Internet. Popular examples include P2P
file sharing networks, streaming multimedia and content
distribution networks, and P2P metaservices such as peer-
to-peer lookup services, reputation services, and network
underlays. In this special issue, we aim to present both a
timely retrospect of recent achievements in P2P services and
an outlook of new challenges ahead. The invited papers
address a variety of topics, including the following.

The first paper, which is “A measurement study of the
structured overlay network in P2P file-sharing systems,”
conducts a measurement study on the E-Mule overlay
network. It presents a novel crawler program design that
provides a perspective of overlay networks from a single user
viewpoint, which helps identify new vulnerabilities such as
DDOS attacks.

The second paper, “Analysis and implementation of
gossip-based P2P streaming with distributed incentive mech-
anisms for peer cooperation,” studies the randomized gossip-
based scheme for P2P streaming and proves that an incentive
mechanism can be created for a live streaming P2P protocol
while preserving the asymptotic properties of the gossip-
based scheme. It further proposes a functional architecture
and protocol format for this new streaming paradigm.

The third paper, “Enhanced P2P services providing
multimedia content,” aims to remove the dependence of
current P2P query systems on unique identifiers or keywords.
It proposes an original image and video sharing system where
users can interactively search for interesting resources using
content-based image and video retrieval techniques.

The fourth paper, “A hybrid query scheme to speed up
queries in unstructured peer-to-peer networks,” studies the
problem of locating resources in unstructured P2P networks.

By identifying problems in existing approaches such as
flooding and random walk, the paper proposes a new hybrid
query scheme that groups peers into clusters based on similar
interests, and improves communication efficiency by mixing
intercluster queries and intracluster queries.

The fifth paper, “Globally decoupled reputations for large
distributed networks,” points out the vulnerability of existing
P2P reputation systems to unfair rating attacks, and recom-
mends that reputation systems decouple each peer’s reputa-
tion as service provider from that as service recommender,
making reputations more resistant to tampering. It further
proposes a scalable approach to compute decoupled service
and feedback reputations, and demonstrates the effectiveness
of the new model against previous nondecoupled reputation
approaches.

Yi Cui
Ben Y. Zhao

S. Chen
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The architecture of P2P file-sharing applications has been developing to meet the needs of large scale demands. The structured
overlay network, also known as DHT, has been used in these applications to improve the scalability, and robustness of the system,
and to make it free from single-point failure. We believe that the measurement study of the overlay network used in the real file-
sharing P2P systems can provide guidance for the designing of such systems, and improve the performance of the system. In this
paper, we perform the measurement in two different aspects. First, a modified client is designed to provide view to the overlay
network from a single-user vision. Second, the instances of crawler programs deployed in many nodes managed to crawl the user
information of the overlay network as much as possible. We also find a vulnerability in the overlay network, combined with the
character of the DNS service, a more serious DDoS attack can be launched.

Copyright © 2007 Mo Zhou et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

1. INTRODUCTION

In a P2P system, each peer participated in the system con-
tributed some resource, such as computation ability, mem-
ory, and storage to complete some huge tasks together, and
each peer can get the benefits of the whole systems by provid-
ing service for each other. Some typical P2P applications in-
clude massive content-delivering [1], file-sharing [2–5], P2P
streaming [6], and cooperative computation [7]. This paper
mainly concerns about the file-sharing P2P systems.

There are several kinds of architecture in the P2P file-
sharing systems. The central index server architecture, the
unstructured overlay network, and the structured overlay
network, also known as DHT (distributed hash table) [8–11].
There are also some systems constructed by more than one
architecture. Recently, DHT has shown much superiority to
the other architecture, because of its good scalability and low
search cost.

Measurement study to the P2P systems will give helpful
insights to the improvement of such systems. In the case of
file-sharing P2P systems, we usually concern about these as-
pects of the system.

(i) Resources or Files. How many files are shared in this
system? What files are shared? Reference [12] has
shown some study in this aspect in central index server
architecture and unstructured overlay network.

(ii) Users. How many users are connected to this system?
How about their experience in the system? Reference
[13] has shown the user experience in structured and
unstructured overlay networks.

(iii) Network. How much network bandwidth cost is
needed to maintain the function of the system? What
kind of message consumes the most bandwidth in the
system? If we find some rules in the messages trans-
ferred in the P2P network, we can redesign the P2P
protocol to reduce the network bandwidth cost.

Many measurement studies have been carried out to the
P2P file sharing system itself, while our motive is to learn how
the structured overlay network makes the P2P file-sharing
systems more usable. The resource meta-information dis-
tribution and locating is easier when the structured over-
lay network is available in a P2P file-sharing system, hence
we focus on how this happens by measuring the DHT. We
do this by finding a proper application and gathering data
from it. Overnet [14] is the first massively used DHT in the
practical file-sharing application, eDonkey [15]; but Over-
net is not open sourced as research upon it needs some re-
verse engineering. eMule [4] is an open-source alternative
for the eDonkey program, it support the ed2K protocol used
in eDonkey. eMule also begins to support structured over-
lay network called kad after version 0.42. Both the over-
net used in eDonkey and the kad network used in eMule is
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based on kademlia [11], but the two structured overlay net-
works are not compatible. We can modify the source code
of eMule, and let it record all the messages transfered from
and to the kad network, and perform various analysis on the
data.

2. RELATED WORKS

Reference [12] has performed some study on the central in-
dex server P2P systems and the unstructured overlay network
P2P systems (napster and gnutella). It studies the character
of the hosts in both kinds of the systems, which includes the
connecting and disconnecting time profiles of the participat-
ing peers and the resource they shared.

References [16, 17] proposed some approach to decrease
the search cost in the unstructured overlay network. Refer-
ence [16] used a query algorithm based on multiple random
walks to provide enough searching ability while reducing the
searching cost. Reference [17] used the fact that peers that
have the same interests in some category of resources may
be more possible to solve each other’s demands, and reduced
the searching cost by grouping the peers with the common
interests.

Reference [18] is the first study to the structured overlay
network used in a practical file-sharing P2P system. It used
some reverse engineering to perform the measurement be-
cause the eDonkey is not an open source program. Reference
[18] claims that no open-source system can meet the require-
ments of the measurement. After eMule comes out, the solid
source code of this P2P application can be used to make more
sophisticated study. Reference [18] has measured some date
in the overnet to estimate the availability of the hosts in the
system. From [18], we can make an evaluation to the scale of
the overnet, and we can compare it with the scale of the kad
network in eMule.

References [19, 20] focus on crawling the resource infor-
mation of the traditional ed2K network (network with cen-
tral index servers) in the eDonkey/eMule. eMule uses both
ed2k network and kademlia to distribute and exchange the
information of the sharing resources. We are focusing on the
part of the kademlia network. Reference [21] analyzed some
parameters of the kad network in the eMule, and tried to ad-
just parameters of eMule client to get better performance.

Reference [13] makes some measurement study toward
both structured and unstructured overlay network. It mainly
concerns about the user experience to the two kind of sys-
tems, such as the bandwidth cost, searching performance,
and load balance. Reference [13] also discovers that the re-
sults did not change too much if the data was measured from
different geographical position in the world. So although this
paper emphasizes particularly on other aspect of the struc-
tured overlay network, we can use this conclusion to reduce
the unnecessary work with single user vision in different net-
work position.

Reference [22] showed some basic measurement re-
sults of the structured overlay network in eMule. This pa-
per showed more analysis toward those results, and some
changes have been made to the programs used in [22], for ex-
ample, the crawlers are redesigned to get better performance

with less resource cost. Some new information is also up-
dated after the [22] was written.

3. METHODOLOGY

The measurement of our study has two aspects. A modified
eMule client is used for single user measurement, which has
the same function in all the other aspects compared to the
normal eMule client, but modified clients will log all the
messages of both directions between the kad network and
the host, and when the routing table changed, the modified
clients will also record it. The other aspect of our measure-
ment is a crawler program deployed at multiple nodes in
the PlanetLab [23]. The crawler program is modified from
amule [24], a linux port for eMule, this is because we need
to run many instances of the crawler on the machines of the
PlanetLab, which are running linux. We removed most of the
code in amule, only remained the code handling kademlia
protocol, and the crawler can use it to interact with other
clients in the network.

3.1. eMule and its kad network

eMule is an open-source file-sharing P2P application, and its
architecture is hybrid, both central index server and DHT are
used in eMule. Peers can search files in servers, and when the
servers encounter a failure, the peers can still search in DHT,
thus the system become more reliable. The kad network used
in eMule is based on kademlia [11], which use the XOR result
of two peers’ IDs to compute the logical distance of two peers.
eMule uses kad network to store and retrieve both key word
information for metadata search and file ID information for
precise file locating.

3.2. The recorded data of the single client
measurement

We focus on the structured overlay network. To perform the
analysis, we need the following data: all the message trans-
ferred from and to the single client, the change in the routing
table, and the login and logout record of the client. The data
files we generated for analysis include six types of records.

(i) Startup record. This record indicates the eMule client
started its connection to the kad network. It includes
record time, host ip address, host tcp port, host udp
port, and host ID used in kad network.

(ii) Ending record. This record indicate the client closed
its connection to the kad network. This record only in-
cludes the record time.

(iii) Incoming packet record. This record contains the in-
formation of a kad network packet received by the
host. It includes record time, source ip, source udp
port, packet length, and the content of the packet.

(vi) Outgoing packet record. It contains the information of
a kad network packet sent by the host. Its structure is
similar to the incoming packet record, only the desti-
nation ip and destination udp port replace the source
ip and source udp port.
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Table 1: Number of records.

Record type Quantities of the record

Startup records 26

Ending records 26

Adding contact records 46279

Removing contact records 16244

Incoming packet records 443203

Outgoing packet records 608515

(v) Adding contact record. This record contains the con-
tact information of a new peer added to the routing ta-
ble, it includes record time, new peer’s ip, tcp port, udp
port and ID. We noticed that not all the contact infor-
mation received from the kad network will be added
to the routing table, thus we only record the contact
information actually added.

(iv) Removing contact record. When a peer’s information
is removed from the routing table due to time out or
some other reasons, its information will be recorded.
This record has the same structure as the adding con-
tact record.

The data for our measurements is collected continuously
from a typical eMule user for more than two weeks. He
shared some files in his computer, and also used eMule for
file searching and downloading. As in [13], the result will not
change too much when we measure the data from different
physical locations. Thus, we believe that we do not need to
collect data from more users. Table 1 shows some statistical
information of the data in general. It includes the number of
the six types of record we mentioned above.

3.3. The measurement from the crawler program

The crawler program is focused on the user information in
the kademlia network of the eMule application. The purpose
of the program is to exploit the user information of the eMule
kademlia network as much as possible. In a structured over-
lay network, this can be done by dividing the ID spaces into
many parts, and every instance of the program exploits only
one part of the spaces. The crawler program acts like normal
kademlia node in the view of other eMule clients, but the dif-
ference between them is that the crawler has no interests in
searching specific content in the kademlia network, it sends
node searching requests packets to the nodes in its routing ta-
ble continuously, hopes that can help it retrieving more user
information. The rate of the node searching requests packets
sent by the crawler program is controlled in a set level, and
the crawler program will not send two node searching re-
quests packets to the same eMule client in a short time. The
crawler program will also handle the searching or publishing
requests for specific keyword or file from other eMule client
correctly, all of these will minimize the impact to the kadem-
lia network.

In the kademlia network, the length of the ID of a node
is 160 bits. This provides an explicit division method for

dividing the ID space; we can group all the kademlia nodes
whose ID has the same highest n bits; we can adjust the gran-
ularity of the division by selecting a good value for n. In our
measurement, we set the n as 8, this means all the nodes in
the same part of the ID spaces have at least 8 same highest
bits, and the whole ID space is divided into 256 parts. The
reason we divide the space into 256 part is related to the
searching tolerance in eMule. We will mention the search-
ing tolerance in the later of this paper, here what we need to
know is that any information of a specified file ID or key-
word will only appear in nodes whose IDs are in the same
part of the ID space. Every instance of the crawler program
sends node searching requests packets only to the nodes who
are in the same part of the ID space with it. The informa-
tion retrieved from other eMule clients by the node search-
ing requests will be used recursively for retrieving more user
information. Because every instance of the crawler program
knows contact information of other instances, they will send
the information of the nodes who are not in the same part of
the ID space with itself to the corresponding instance of the
crawler program. The crawler program who received the user
information from other instance of the crawler will treat the
information the same as received from normal eMule clients,
and use it in a recursive way.

Every node in the PlanetLab has only some restricted
resource for every program instance running on it. So the
previous design of our crawler system did not completely
achieve our goal. This is because with the increasing of the
obtained user information, the memory cost of every node
running the instance also increases. In order to make the
crawlers obtain more user information, and control the re-
source cost in a certain level, we adjusted the design of the
crawler system. Every instance of the crawlers running in the
nodes of the PlanetLab will not do anything without receiv-
ing orders, and the orders they will receive is also designed
rather simple. They will receive only two types of orders. The
first is orders to set a home address, the crawlers will transfer
all the packets they received to the home address. The home
address is the computers we can control, and the usage of the
resource is not restricted. The second type of orders is to per-
form a set of scanning operations on a small set of contacts.
After receiving this type of order, the crawlers will begin to
crawl user information from the received contacts. If any re-
sult is retrieved, the crawlers will send them back to the home
address. After scanning all the contacts, the crawlers will stop
any action until new orders are received. All the analysis of
the results from the crawlers are performed in the home com-
puters. We can see this redesign of our crawler system can
make all the crawler run on the PlanetLab nodes with only a
limited resource cost. The home computers combine all the
results they received, and send another set of contacts to the
crawlers and they will continue to scan them. The Figure 1
shows the structure of our distributed crawler system.

4. MEASUREMENT RESULTS FROM
THE SINGLE CLIENT

We can learn about the status of the kad network from several
aspects. First, we can learn the routing table size changing
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Figure 1: Routing table size.
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Figure 2: Routing table size.

with the time and the speed of the changing of the contacts in
the routing table. When the peer received a request searching
for a special node, we can check the message and learn that
whether a searching request or publishing request will come
at the next step. Among the searching node request, the dis-
tribution of the distance between the host and the target node
is another aspect we would like to observe. The same obser-
vation can also be applied to the resource searching request
and publishing request.

4.1. Routing table size

The data contains every record of adding or removing con-
tacts, so we can learn how many contacts are in the routing
table at a specific moment. We can also learn the trends of
the changing of the routing table. Figure 2 shows the routing
table size change with the time. Axis x is the time, and Axis y
is the routing table size.

From Figure 2, we can see that in every online session of
a user, the routing table size will come to a rather stable state
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Figure 3: The changing rate of routing table.

at about 1400 contacts or so. The time a peer need to come to
this stage is about six hours. Although users will connect to
and disconnect from the network according their using style,
most users’ online session time is long enough to get their
routing table into this stable state, and this forms the basis
that the kademlia network needs to function normally.

4.2. Contacts change rate

Another question we would like to ask about the routing ta-
ble is, at a specific moment, how many contacts are new in
the routing table that they did not appear in the routing table
five minutes ago? Or we can say how fast the contacts change
in the routing table? Figure 3 shows the answer to this ques-
tion. Every two adjacent sampling point in the figure has a
distance of one minute.

Figure 3 tells us that the changing rate of the routing ta-
ble is not very high. That means a contact in a peer’s routing
table is very likely to appear in the peer’s routing table one
minute later. If we observe this figure and Figure 2 together,
we can also find that when a peer is just connecting to the kad
network the changing rate is higher than stable state. This is
because new contacts information are more likely to be filled
into the routing table when it is rather empty, but when in
the stable state, new contacts information cannot be written
into the routing table unless some of the old contacts are de-
tected offline and deleted from the routing table. This also
tells us that when a client comes to a stable state, the possi-
bility that many of the contacts in its routing table suddenly
go offline is rather small, and thus the kademlia network can
keep available in most of the time.

4.3. Nodes request distribution

The main purpose of the kademlia network is searching or
publishing resource information. So when a peer received a
message searching for a particular node, there are three cases
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Table 2: The purpose of node searching.

Purpose Quantities of node searching

Just searching for nodes 1504

Searching files or keywords 10758

Publishing files or keywords 61292

about the real intention of the peer at the other side of the
network:

(i) The other peer is trying to search some peer whose ID
is near a special ID, and use the searched contact in-
formation to fill its routing table. This happens when
a peer finds its routing table does not contain enough
contact information.

(ii) The other peer is trying to search some special file or
keyword. The node searching process is used to find
out the peers who are possible to have the information
it wants.

(iii) The other peer is trying to publish information of a file
or keyword.

Table 2 shows the distribution of the three cases. It illus-
trates that when a node searching request appears, most of
the case the request is preparing for a publishing request.
It is nearly about five times as many as the requests for file
and keyword searching, this is because a peer needs to peri-
odically publish all the information of his sharing files, but
not all the resource it shared will be searched. Finally, we
learn that the kademlia network can be rather resilient only
through the resource publishing and searching, and a peer
does not need many pure node searching requests to fill the
routing table.

4.4. Nodes request distance distribution

To find out the character of the routing process, we can check
distance between the host and the target. We use the number
of same bits from the higher order to measure the distance.
If the whole ID space is divided into 2n subspaces, two IDs
with the same n high-order bits will be in one of the same
subspaces, but they will not be in the same subspaces if the
whole ID space is divided into 2n+1 subspaces. So when this
number is zero the distance between the two peers is very far
in the logical space, and 128 means the two peers have the
same ID, that is most likely they are actually the same peer.
In Figure 4, we observed that most node searching requests
ask this peer to search nodes which have about 10 high-order
bits same as it. After the distance number comes greater than
20, the number of searching requests nearly drops to zero. We
also notice that there are a few requests ask the peer to search
for itself, that is, with a distance number of 128.

The node search process in the kad network usually has
several attempts. The most searching requests indicate the
situation of the first node search attempt. In such case, a peer
begins this search rely on its local routing table only, and in
most case it will find a contact with about 10 same high-order
bits with any target. In the implementation of the kademlia
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Figure 4: The distance distribution of nodes requests.

protocol, some parameters can be adjusted to balance the
performance and the price. One of the parameters is the split
depth, this means when a bucket depth is not enough, new
contact will cause the splitting of the bucket in spite of its
location, this implementation is some different from origi-
nal kademlia [11]. Another is the size of a bucket. The above
two parameters in the official eMule client implementation
is 5 and 20. This means that in a normal eMule client has
about 25 buckets full of contact information after it connect
to the kad network for some time (several hours). So about
640 contacts are distributed in the ID space equably, when a
peer begin a new search task, its very likely that it can find a
contact with about 10 high bits same with the target. The re-
quests number quickly drops to zero after the distance num-
ber greater than 20, this indicates most search attempts end
here. This means when finding a node with a special ID, in
the most case, we can find an ID with about 20 high-order
bits same with it after searching the whole ID space. This re-
veals the density of the peers distributed in the whole kad
network. We believe that the few requests with a distance
number of 128 can be concluded as some rogue requests by
other modified clients, and should be ignored.

4.5. Search request and publish request
distance distribution

The method used here is quite the same as the measurement
for the nodes request distance distribution; but the search-
ing and publishing requests can only be sent to the peers
whose ID are close enough to the target. This is called search
tolerance in eMule, and normal eMule client will reject the
requests of publishing or searching for some resource if the
client’s ID and the computed ID of the resource do not have
8 same high bits. So in Figure 5, we can see that it is obviously
different from Figure 4 that when the number is smaller than
8, the number of requests can almost be ignored; and we have
sufficient reasons to believe that the peers who send the re-
quests are not normal eMule clients. The number of requests
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quests.

drops zero after the number is larger than 25, this means it is
very unlikely that a random-generated ID can have too many
high-order bits same as some file or keyword ID.

4.6. Summary of the data from the single client

From the above data from single client, we can see that the
kademlia network functions well in most of the time. Because
the peers need to periodically publish the information of the
resource they shared, the kademlia network kept well con-
nected by the daily publishing and searching messages. We
observed that a few clients are beyond normal behavior, but
their impact to the whole kademlia network is rather small.

5. USER INFORMATION FROM THE CRAWLER

The instances of the crawler periodically return the user in-
formation they retrieved. The results they returned are sepa-
rated by the part of the ID space. We observed the returned
user information, and found that pollution in the user in-
formation continuously exists. Most of the false user contact
information has a udp port number 53, which is the standard
service port of DNS. Because all of the contact information
from the crawlers are gathered from other peers’ routing ta-
ble, this means some of the peers in the structured overlay
network have already got confused between normal eMule
clients and DNS servers before our crawlers got those infor-
mation from them. The crawlers can simply use a filter to
remove all the incorrect results, but the confusion still hap-
pened in the routing tables of the other eMule clients without
such kind of filter. We believe that this is a very important
phenomenon and after studying the related RFC documents
of the DNS [25, 26], we also believe that we have found the
reason.

1. KADEMLIA HELLO REQ

2. KADEMLIA HELLO RES

Figure 6: Correct heart-beat checking between two normal eMule
clients.

5.1. Heart-beat checking mechanism in eMule

In a normal eMule client, after it received new contacts infor-
mation and added them to its routing table, the new contacts
will not be treated as alive until they are proved to be alive.
This means the new contacts will only be used by the client
(or peer) itself, such as searching and publishing resource.
When other peers request for the information of users near
to some ID, a normal eMule client will only tell them the
information of living contacts. The way it proves whether
other peers are alive is sending heart-beat packets to them,
and recognizing the heart-beat response. In eMule kadem-
lia protocol, every packet is composed by one byte of proto-
col code, one byte of operation code(opcode), and the rest
are the content of the packet. Every kademlia protocol packet
has a protocol code of OP KADEMLIAHEADER(0xE4), and
the heart-beat request and heart-beat response packet have
opcodes of KADEMLIA HELLO REQ(0x10) and KADEM-
LIA HELLO RES(0x18), separately. This shows us that an
eMule client can recognize a packet type by checking the
first two bytes of the packet. Figure 6 shows how two normal
eMule clients finish a heart-beat checking.

5.2. Confusion between eMule clients and DNS servers

We found many incorrect user contact information in the re-
sults from our crawler, this means that many eMule clients
have the wrong information in their routing table, and they
incorrectly think the information is from valid and alive
eMule clients. Now, we can examine Figure 7 and see what
happened when they use heart-beat packets to check the in-
formation. First, a heart-beat request packet is sent out us-
ing the ip and port information, but as we see, the target is
a DNS server, not an eMule client, then the DNS server will
try to explain the packet in the DNS protocol, and of course
this will not succeed. But the way a DNS server treating an
invalid DNS packet is not simply discarding it, it sends some
packet back. The DNS server treats any packet sent to it as
a DNS protocol packet, which has a message header, and the
first two bytes of the header formed a query ID, this identifier
is copied to the corresponding reply. The DNS server can-
not interpret the incoming packet as a DNS packet, it then
sends a reply whose first two bytes are the same as the in-
coming packet. Now that the eMule client receives the packet,
it find that it is a valid eMule heart-beat request packet be-
cause the first two bytes remain unchanged, and the nor-
mal behavior of a eMule client after receiving a valid eMule
heart-beat request packet is sending out a standard eMule
heart-beating response packet. The DNS server will then try
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1. KADEMLIA HELLO REQ Invalid DNS packet with header ID 0×E410

2. KADEMLIA HELLO REQ DNS reply packet with header ID 0×E410

3. KADEMLIA HELLO RES Invalid DNS packet with header ID 0×E418

4. KADEMLIA HELLO RES DNS reply packet with header ID 0×E418

Figure 7: The eMule client is misguided when getting echo from dns servers.

to treat the packet as a DNS protocol packet only to finds
that it fails again. In Figure 7, after the eMule client receives
the second packet from the DNS server, that is, the message
number four in the figure, the confusion begins. The eMule
client will treat message number four in Figure 7 as a re-
sponse for message number one, and it will believe that there
is a valid and alive eMule client in the other side of the net-
work.

Reference [27] has found that P2P systems can be used to
launch a DDos attack, and it found two kinds of DDos threats
to the structured overlay network in the Overnet. One of the
ways is to publish false resource information to the peers, this
is called index poisoning [28]. Index poisoning can be used
to start a DDos attack by sending information about many
popular files and telling other peers that the victim has the
files, this will cause many downloading requests for the pop-
ular files to the victim, thus caused a DDos attack. The other
way is directly polluting the routing tables of the peers, by
sending lots of false IDs’ information connected with the tar-
get host, many peers will try to contact with the target host.
The contacting messages themselves can be a hazard to the
target host if too many peers want to contact with it. Al-
though the studies of [27, 28] are based on the Overnet, we
can believe that it also works on the kademlia network in
eMule; both of the attacks will stop after some time if the

attacker does not fill false information to the kademlia net-
work any more. But we can see the attack will be more seri-
ous if the target hosts provide services like DNS or other ser-
vices which listen on udp ports and echo unrecognized pack-
ets, because in this situation the wrong information will be
spread more wildly when more and more P2P clients believe
that they are not wrong. The spreading of the wrong infor-
mation will not stop even after the original attacker stopped
polluting the nodes’ routing tables. This is the reason why we
continuously found DNS server contact information in the
results returned by the crawlers. Other P2P systems can also
be used to attack the above hosts if their heart-beat checking
process is not carefully designed.

At the time of the above experiments, the most of the
eMule clients in the internet have a version of 0.47a. In
September 2006, eMule 0.47c was released, some of the code
handling the kademlia network messages changed. Now it
has a mechanism of recording all the requests it sent out in
the last three minutes, the requests include the heartbeat re-
quests, search requests, and other type of requests. If any type
of “response” messages are received from the kademlia net-
work, the new clients will check if it had corresponding re-
quest messages sent out, if not, the “response” is very suspi-
cious, and the clients should discard it. We can see in this ver-
sion that the clients have some resistance to the direct routing
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Figure 8: The results from crawlers with and without the filter.

table pollution made by malicious peers who continuously
send “search node response” messages to other peers; but the
threats are not completely solved. The index poisoning attack
can still happen on the new clients, because it used “publish
resource request” messages to perform the attack, not “re-
sponse” message type. The routing table pollution can still
be carried out by a passive way, this means that if any peers
send search node request messages first, and malicious peers
can return false contacts information. If the false contacts in-
formation look more believable to the normal peers, for ex-
ample, the normal peers will believe that the false contacts
as real contacts after they attempted a successful heart-beat
checking. The DDos attack to the DNS servers we mentioned
above will cause this type of confusion. This type of threat is
still there, not solved.

5.3. Improved validity checking of
the retrieved information

We improved the AI of the crawlers, and they will filter the
wrong information. This filter includes checking the port of
the contact information, contacts with port number 53 will
be discarded. We have also filtered other suspicious ports.
To have more confidence about the validity of the nodes,
we used some test program to them. The test program will
send a random-generated file ID to the node, and then search
the same ID, a normal eMule client will return the file ID.
Figure 8 shows the peers online distribution with and with-
out the filter. Each time we finished crawling user informa-
tion from a set of contacts, we get a snapshot of the status
of peers, and we will use the snapshot to prepare for the
next crawling. We selected 20 continuous snapshots for both
crawlers with the filter and without the filter. We check the
times that contacts appears in the snapshots. We can find
crawlers using the filter will have a number of living peers
about 5% less than that of crawlers without the filter in cor-
responding snapshots number. The false contact information
is removed.

6. CONCLUSIONS

This paper makes some measurement study of the eMule
overlay network from several aspects. We find that the rout-
ing table of a peer will go into a stationary state after a period
of time, and the size of the routing table in stationary state
will not fluctuate too much. We also find that the number
of publishing is in a dominative position, so if we want to
make some improvement to decrease the network cost, we
can try to decrease the number of the publishing messages a
peer issued. The structured overlay network keeps well con-
nected with just the searching and publishing of resource.
The distance between the target and host in node searching is
rather further than that in file searching and publishing, this
is mainly because the search tolerance in eMule makes peers
do not like to search files or publish information at peers too
far away from them, but the node searching is not restricted
by the search tolerance. We retrieved many users’ informa-
tion and find a vulnerability in the overlay network, which is
more dangerous than the normal routing table pollution. Al-
though the eMule clients of the new version increased some
resistance to the attacks, but the threats to the overlay net-
work have not disappeared completely.
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1. INTRODUCTION

Peer-to-peer (P2P) applications are widely used to distribute
media files over the Internet and are sometimes referred
to as “file-sharing” applications. P2P applications for real-
time audio and video streaming have also been proposed
and implemented in various academic and commercial set-
tings (see Section 2). These applications are becoming pop-
ular with end users who wish to be content providers but do
not have high-bandwidth upstream connections to stream
their videos to other users on the Internet.

All P2P content delivery systems work on the premise
that the peers will share their resources in order to increase
the total service capacity of the P2P system. In the case of file
sharing and streaming, the resource is the upstream band-
width each peer contributes to distribute content to other
peers. Peers download parts (blocks) of the media file or
stream from various other peers and then reassemble these
blocks. Thus P2P systems derive bandwidth from the par-
ticipating peers who operate independently of each other. A
mechanism, that creates compelling incentives for all peers to
contribute resources and thus guards against bandwidth star-
vation in the P2P system, is needed to sustain peer interest in
sharing bandwidth.

Many implemented P2P protocols have incentive mecha-
nisms that encourage peers to contribute resources and par-
ticipate in this “block sharing.” For example, the BitTorrent
file-sharing application’s tit-for-tat incentive mechanism [1]
rewards peers who share more bandwidth by allocating bet-
ter download rates to them.

Unlike file sharing, live video streams have a time-limited
“value” of a stream block, because older stream blocks be-
come obsolete as time progresses, with older blocks no longer
being “live.” Even when a prerecorded stream is multicast and
played back concurrently on the peers as they download the
stream, peers seek to download contiguous blocks instead of
random blocks in order to be able to play back the stream
in real time as it is being downloaded. Thus stream blocks
cannot be downloaded in a random order and BitTorrent’s
tit-for-tat scheme of bartering random blocks is not directly
applicable for the case of live P2P streaming.

Some P2P streaming protocols for dissemination of video
content distribution are centered around tree-based overlays,
as surveyed in Section 2. A difficulty with most tree-based
protocols is that the concept of “equality” amongst peers is
inherently missing owing to the hierarchical tree structure,
and so the formulation of a distributed incentive scheme
is nontrivial. Another approach is gossip-based P2P video



2 Advances in Multimedia

32.521.510.50−0.5−1−1.5

log10 (ratio of downloaded to uploaded bytes)

Net contributing
peers

Net receiving peers

0

200

400

600

800

1000

1200

1400

1600

1800

2000

N
u

m
be

r
of

p
ee

rs

Figure 1: Histogram of the logarithm of the ratio of bytes sent to
bytes received.

streaming, where stream blocks are “spread” amongst the
peers using random gossip, as explained in Section 3. Cre-
ating incentive mechanisms for this class of protocols is one
of the objectives of our work.

In order to further motivate our work, we obtained and
analyzed log data from Roxbeam Media Networks (commer-
cial offshoot of Cool Stream) to understand the overall dis-
tribution of peers’ resource contributions to the P2P stream-
ing effort. The particular log we analyzed was of a 4-hour
baseball game streamed at 759 kbps video bitrate to about
120,000 unique IP addresses. The aim of this analysis was to
highlight that many peers contribute very little in terms of
bandwidth, and a few peers contribute a lot.

Figure 1 plots the distribution of the logarithm of the ra-
tio of number of bytes downloaded to that uploaded by a
peer. Most peers download more than they upload. Figure 1
clearly shows the inequality in P2P streaming systems: most
peers contribute lesser than they download, and a few peers
end up contributing the bulk of the bandwidth. We are moti-
vated by this fact to develop an incentive system to reward co-
operative, contributing peers in P2P streaming systems with
better video streaming quality.

We provide a generic achievability argument for creating
incentives to cooperate in gossip-based live P2P streaming.
We do this by proving that after coupling a randomized op-
timistic unchoke component with an incentive mechanism,
we can (still) distribute a stream block from the source to
n peers in O(logn) time with high probability. This result
is very significant because tree-based P2P streaming proto-
cols also have logarithmic distribution times (because of the
O(logn) tree height).

We employ a distributed incentive algorithm previously
proposed for P2P file sharing and distributed file storage to
demonstrate that this incentive mechanism is able to differ-
entiate between peers on the basis of how much useful band-
width each peer contributes, while still being in line with our
analytical results for logarithmic completion time. Further-

more, we propose a functional architecture and protocol for-
mat for peers to implement and execute gossip-based stream-
ing with incentive mechanisms. Finally, we provide simula-
tion and real-implementation results to verify our claims.

We survey related work in overlay streaming multicast,
gossip protocols, and distributed incentive mechanisms in
Section 2. In Section 3, we elaborate on our model of a
gossip-based overlay multicast protocol. The main result on
the achievability of an incentive mechanism for gossip-based
P2P streaming is provided in Section 4. We provide simu-
lation results in Section 5 to verify the analytical results of
Section 4. We then provide the functional architecture and
protocol format for gossip streaming in Section 6. Finally, we
provide performance results from implementation on a test
bed in Section 7 and discuss some practical implementation
aspects in Section 8. Conclusions and future work are pre-
sented in Section 9.

2. RELATED WORK

P2P systems are widely used to distribute content in the In-
ternet, and it is estimated that a major portion of the band-
width available on the consumer ISP networks carries P2P
content [2]. It has been shown through analysis [3, 4], simu-
lations, and measurements [5–7] that the P2P content de-
livery model scales gracefully with user demands in het-
erogeneous P2P networks. A majority of popular P2P sys-
tems are built around file sharing applications. These appli-
cations typically distribute stored and not live content, and
the downloaded content is played back only after the entire
file has been downloaded.

A large number of P2P streaming multicast solutions
are based around setting up an overlay tree with the con-
tent source being the root and terminals being the other
nodes of the tree [8–10]. This approach has the disadvantage
of limited robustness against peer disconnections that dis-
rupt stream reception on downstream neighbors. Many tech-
niques [11] for alleviating this problem based on redundant
data paths, multiple overlay trees, and multiple description
coding have been proposed. We refer the interested reader to
a good survey of P2P streaming in [12].

A comparison of the approaches and algorithms em-
ployed in various P2P streaming overlays can be found in
[13, 14]. There have also been recent studies of commer-
cial P2P streaming systems, for example [15–20], that study
networking characteristics of some commercial P2P sys-
tems such as SopCast [21, 22], PPLive [23], Coolstreaming
[24, 25] and Gridmedia [26].

Gossip protocols were first introduced as a means to
achieve the lazy database replication [27]. The underlying
architecture of BitTorrent [1] also uses a gossip-like random-
ized protocol to propagate data to peer hosts. The Pbcast pro-
tocol [28] uses the combination of a multicast tree and a gos-
sip protocol to achieve robust content delivery. Recent work
[29] confirms the utility of gossip-based protocols for media
streaming applications. The Cool-stream technology [? ] is a
real-world implementation of such a gossip-based TV quality
video stream delivery system.
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3. GOSSIP-BASED P2P STREAMING

A gossip-based P2P streaming algorithm invokes a random-
ized gossip protocol on each stream block repeatedly to
spread the blocks in the P2P network. Peers contact other
peers randomly to spread the blocks through the network,
much like an infectious virus spreads in a population or a ru-
mor spreads in a crowd. This “gossiping” can be pull-based
or push-based depending upon whether peers actively seek
out the blocks they require (pull), or whether peers actively
advertise (push) blocks to other peers.

For P2P streaming, the source peer only uploads blocks
of the stream to randomly chosen peers. Unlike unicast, the
source peer does not distribute a unique copy of the content
to every recipient peer, and this characteristic underlines the
P2P value: the source peer does not need a high-speed upload
connection to simultaneously stream to a large population of
recipient peers.

In the case of video streaming when recipients want to
playback the received stream in real time (as it is being down-
loaded), recipient peers seek contiguous blocks of the stream
so that the stream can be rebuilt from the downloaded blocks
and played back instantaneously. We assume that each peer
caches the downloaded stream and is capable of serving this
stream to other peers. In case the stream is very long, only
a certain stream window can be saved, but we discount this
aspect in our analysis.

4. ANALYSIS

4.1. Incentives

The natural way of implementing an incentive mechanism is
to make the bandwidth received by a peer a function of the
bandwidth contributed by that peer. Ideally, the algorithm
should be distributed with serving peers making decisions
about how much bandwidth to allocate to other peers us-
ing local information only, without centralized control. We
adopt the peer-wise proportional fairness scheme analyzed
in [30, 31] to achieve this objective.

Let ui be the total utility offered by peer i to the P2P net-
work. At time t, peer i serves ui j(t) to peer j, computed on a
peer-wise proportional basis, that is,

ui j(t) = ui
∑ n

l=1Rl(t)
∑ t−1

k=0uli(k)
Rj(t)

t−1∑

k=0

uji(k), (1)

with the understanding that 0/0 = 0 and Rj(t) is set to 1 if
peer j is requesting bandwidth from peer i, and 0 otherwise.
(1) allocates peer i’s offered utility ui to all the other peers
in the overlay requesting the utility based upon how much
cumulative utility each peer has contributed to peer i in the
past time.

The “utilities” in (1) can be the bandwidth (in terms of
kbps, e.g.). In general, a peer i is free to assign any utility
value to peer j depending on how peer i perceives the utility
of peer j offered to itself (uji). For example, a noncoopera-
tive peer i may set all received utilities by setting uji to 0 for
all j and then ui j = 0, for all j according to (1), thus cutting

off all contributions to other peers in the P2P network. Then
the other peers receive no service from peer i and would de-
crease their contribution to peer i according to (1). Note that
all peers only make local measurements of the utility they
have received from other peers, thus making peer-wise pro-
portional fairness a completely distributed algorithm.

In a live multimedia streaming application, peers gossip
in order to discover the next useful (contiguous) block of
the live stream amongst their peers. So even though a peer
may be offering bandwidth to another peer, the utility of this
bandwidth might be 0 in case the offering peer has no use-
ful block to share with the other peer, as might be the case
when new peers join the network. Thus per-stream fairness
is not guaranteed by peer-wise proportional fairness. As we
shall show later through simulations, the peer-wise propor-
tional fairness algorithm is fair in the asymptotic sense (i.e.,
across multiple streams and over a long time).

The peer-wise proportional fairness criteria is biased to-
ward peers who join the overlay streaming session early on
and “build up credit” with other early peers. To allow newer
peers to start downloading the stream, a fraction of the total
utility of each peer called “optimistic unchoke” utility (bor-
rowing a term from BitTorrent [1]) is offered to any request-
ing peer independent of the utility the requesting peer had
offered previously. This optimistic unchoke utility also pre-
serves the logarithmic completion time properties of gossip
streaming, as we prove below.

4.2. Gossip under an incentive scheme

We model our P2P streaming system as a completely con-
nected P2P network comprising n peers. For analysis, we as-
sume that time is divided into discrete time slots (or rounds).
Peer i can gossip with fi other peers in one time slot (this is
the fan-out of peer i, fi ≥ 0). Further, each peer assigns a
finite fraction of fi for uniform random gossip; this is the
optimistic unchoke fraction δi of peer i.

We must show that the important property of a gossip
protocol—in which each stream block is received with high
probability by all peers in O(logn) time-slots—is valid with
the incentive scheme, because our incentive scheme changes
the random gossip model of classical gossip protocol analy-
sis. This is important for comparing gossip-based streaming
protocols to tree-based protocols, where the height of the tree
(logn) determines the worst case time before a stream block
reaches every peer (for a balanced tree).

Formally, we seek to prove that under the assumption of
all peers using a fraction of their fan-outs for optimistic un-
choke, a stream block will reach all peers in O(logn) time
slots with high probability. Without loss of generality, we
consider the situation when the stream source has one block
that it needs to spread to the other peers comprising the P2P
network.

Let I(t) denote the set of peers that have received the
block at the end of t time slots (hence these peers are “in-
fected”). Initially, only the stream source possesses the block,
hence I(0) = 1. The number of peers that have not received
the block after t time slots is denoted by U(t) = n− I(t) (this
quantity is the number of “uninfected” peers after time t).
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We adopt the model of the block spreading from [32]. Specif-
ically,

E
(
U(t + 1) | I(t)) = U(t)

(
1− n−1)δ f I(t) (2)

≈ U(t)e−δ f I(t)/n. (3)

As in [32], we neglect the fluctuation of U(t + 1) around its
conditional expectation to get

U(t + 1) = U(t)e−δ f I(t)/n. (4)

Further, we define

Sn = min
{
t : I(t) = n

}
, (5)

so Sn denotes the number of time slots until everyone receives
the stream block with high probability. Further, we define
δm fm = min (δi fi) for all i. We now state and prove an impor-
tant Lemma for proving an upper bound in the number of
time slots Sn in Theorem 2. For two identical P2P networks α
and β, let Uα(t) and Uβ(t) be the number of uninfected peers
after time t in networks α and β, respectively.

Lemma 1. For randomized gossip in two identical P2P net-
works α and β, if Uα(t) ≤ Uβ(t), then Uα(t + k) ≤ Uβ(t + k)
for k ≥ 0.

Proof. Since Uα(t) ≤ Uβ(t), we have Iα(t) ≥ Iβ(t), because
in identical networks α and β, U(t) + I(t) = n for all t. Ap-
plying these inequalities in (3), we get E(Uα(t + 1) | Iα(t)) ≤
E(Uβ(t + 1) | Iβ(t)). Or equivalently from (4),

Uα(t + 1) ≤ Uβ(t + 1). (6)

An induction argument then proves the statement of the
lemma.

An incentive model with optimistic unchoke can be
thought of as overlaying the incentive-based (nonrandom)
gossip protocol on top of an altruistic optimistic unchoke
gossip protocol. Lemma 1 asserts that the altruistic opti-
mistic unchoke mechanism will only speed up due to the in-
creased number of infected peers from the overlaid incentive-
based gossip.

Theorem 2. In probability,

Sn ≤ log δm fm+1 n +
(
δm fm

)−1
log n + O(1) (7)

as n→∞.

Proof. We provide a sketch of the proof here. The proof fol-
lows on almost identical lines to a similar result for random-
ized gossip in [32], we reproduce an adapted version here for
completeness. We show that if all peers only run the mini-
mal altruistic gossip with fan-out δm fm, then the statement
of Theorem 2 is satisfied in equality. Lemma 1 ascertains the
direction of the inequality when additional infections occur
under an incentive scheme.

Specifically, define

x(t + 1) = f
[
x(t)

]
, t ≥ 0,

f (x) = 1− (1− x)e−δm fmx,
(8)

where x(t) = I(t)/n so that x(0) = n−1. In terms of x(·),

Sn = min
{
t : x(t) > 1− n−1}. (9)

So, f (0) = 0, f ′(0) = 1 + δm fm, and f ′(1) = e−δm fm .
Meaning that x(t) grows exponentially in the beginning

and increases slowly with a rate of ≈ e−δm fm when most peers
are already infected.

Let ε = ε(n)→0 and

τ1 = τ1(n) = min
{
t : x(t) > ε

}
,

τ2 = τ2(n) = min
{
t > τ1 : x(t) > 1− ε}. (10)

Then,

τ1 = log 1+δm fm

ε
n−1

,

Sn − τ2 ≈
(
δm fm

)−1
log

ε
n−1

(11)

since f (x) > x for 0 < x < 1,

τ2 − τ1 = o
[
τ1 + Sn − τ2

]
. (12)

This means that the rumor spreads much more rapidly when
the number of infected peers is neither too large nor too
small. Combining (11) and (12) yields the proof of the theo-
rem assuming ε→0.

The optimistic unchoke component ensures that the gos-
sip protocol completes disseminating the block in at least
O(log n) time and overcomes the clique tendency of the
peer-wise proportional fairness incentive mechanism of (1)
that would partition the network into peers that exchange
blocks only among themselves and completely “ignore” peers
who join the stream later and/or have a lower upload rate.

5. SIMULATIONS

We provide simulation experiments to verify three important
properties of incentives in gossip-based streaming. Firstly,
we demonstrate that the number of time slots before a
stream block reaches all peers in a large P2P streaming net-
work is logarithmic in the network size. Secondly, we show
that a constant rate is achieved at the peers, meaning that
they can play the stream in real time as it is being down-
loaded. Thirdly, our simulations demonstrate that the peer-
wise proportional fairness of (1) rewards peers according to
their contributions to other peers. In addition, we show the
asymptotic fairness properties of peer-wise proportional fair-
ness in Section 5.1.

We created a discrete time simulator that implemented
the push-based gossip protocol on n peers in a completely
connected network, that is, each peer could route blocks to
any other peer. Peers ran the distributed peer-wise propor-
tional fairness algorithm (1) to compute the (weighted and
nonuniform) probability of assigning a part of their fan-out
to all other peers in each time slot. We simulated two classes
of peers: those which contribute bandwidth back to the net-
work and those that do not contribute anything back to the
P2P streaming network.
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Figure 2: A stream block reaches all n peers in O(logn) time with
the peer-wise proportional fairness incentive mechanism.
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Figure 3: Optimistic unchoke fraction δi = 0.01 for all i, 500 peers,
500 stream blocks. A constant streaming rate to peers is supported;
and the peer-wise proportional fairness incentive algorithm differ-
entiates peers according to their bandwidth contributions to the
P2P network.

Figure 2 shows results for the number of time-slots
(rounds) required to spread one block of a stream to all peers
of the network with optimistic unchoke parameter δi = 0.01
for all i. In the full-cooperative, homogeneous simulation of
each peer had a fan-out of 3, meaning that each peer could
support concurrent stream uploads to 3 other peers. In the
“half-cooperative” mode, only half of the peers contributed
to upload bandwidth. The plot confirms our analytical result
for incentive-based gossip requiring O(logn) rounds.

Peers that contribute bandwidth back into the system
were rewarded with higher-download rates, as Figure 3 indi-
cates. In order to observe the streaming rate of a long stream,
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Figure 4: Optimistic unchoke fraction δi = 0.01 for all i, 100 peers,
100 stream blocks.

our stream was divided into 500 stream blocks, each of which
was gossiped in the P2P network. The knee in the graph
indicates the time when most peers who were contributing
more bandwidth (fan-out 2) to the system had completed
the download and offered more bandwidth to all other peers.
The distributed peer-wise proportional fairness algorithm
correctly classifies peers according to how much they con-
tribute back to the P2P network. Another important obser-
vation is that the graph is linear until the knee is reached,
meaning that, on average, a constant download rate to peers
is supported, which is of paramount importance for real-
time playback of the video stream.

5.1. Asymptotic properties of peer-wise
proportional fairness

The next few simulations shed light on the asymptotic prop-
erties of peer-wise proportional fairness. We simulated a P2P
gossip streaming network with 100 peers, half of who con-
tributed bandwidth (full cooperative, fan-out 2) while the
other half did not contribute any bandwidth (noncoopera-
tive) to their peers.

As expected, peers who contributed bandwidth to the
P2P system were rewarded with higher download rates, as
Figure 4 indicates. But there was a large variance in the
download rate amongst the full-cooperative (and to a lesser
extent noncooperative) peers as indicated by the error bars of
Figure 4. We therefore ran additional simulations in order to
verify the asymptotic fairness of peer-wise proportional fair-
ness across multiple stream downloads.

The bar graphs of Figures 5 and 6 show the average
download time (rounds) taken by 50 full-cooperative and 50
noncooperative peers to receive the 100 stream blocks com-
prising a video stream. It is clear that, on average, all peers
(full-cooperative or noncooperative) receive similar quality
of service depending on how much they contribute back to
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Figure 5: 50 full cooperative peers’ download times (rounds), aver-
aged over 25 streams.
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Figure 6: 50 full-noncooperative peers’ download times (rounds),
averaged over 25 streams.

the P2P system. Thus, the peer-wise proportional fairness
scheme enables asymptotic fairness.

6. ARCHITECTURE AND PROTOCOL FORMAT

We next describe the architecture and functional compo-
nents of the peers for gossip-based streaming. We also outline
a protocol format that will be employed for implementation
and evaluation in the next section.

6.1. Peer state space

Figure 7 shows the states of the peers as the incentive based
P2P gossip streaming is executed by them in a distributed
and asynchronous fashion.

(1) Offline: a peer in the offline state is not actively in-
volved in downloading, uploading or otherwise par-
ticipating in the media stream distribution.

Startup

Online
upload/

downlaod

Offline

Online
upload

only

Figure 7: The state diagram of a peer.

(2) Start-up: a peer enters the start-up state when it joins
the overlay P2P network. In case the peer is the source,
it sets up the tracker that maintains a hostfile which
contains the current list of all peers in the network. The
nonsource peers on the other hand retrieve the hostfile
from the tracker in the Start-up phase.
All peers fire-up a Listener component (Section 6.2)
that listens to protocol messages. The streaming pro-
tocol parameters are also initialized during the Start-
up phase. These include the gossip timeout, maximum
block size, and upload bandwidth. The gossip time-
out (ms) is the time between successive advertisement
messages sent from a content uploading peer to a con-
tent downloading peer. Its value can be increased or
decreased in order to slow or speed up the stream
download rate, respectively, subject to network and
content stream availability. The maximum block size
(kB) is the size of the largest block transferred from
one peer to another using the media streaming proto-
col.
The upload bandwidth is the upper limit on the
amount of upload bandwidth dedicated to uploading
stream blocks to requesting peers. The upper limit en-
forces a control over bandwidth that enables the users
to run other applications without adversely affecting
their online experience due to excessive utilization of
the upload bandwidth of the network connections by
the P2P streaming application.

(3) Online upload/download: following the completion
of the startup phase, a peer enters the online up-
load/download state, during which the upload and
download of data blocks happen. The source peer
never enters this state as it does not download media
content. A peer in online upload/download state can
leave the overlay network and become offline.

(4) Online upload only: in this state a peer only uploads
media content. This is the state acquired by the source
after startup. All other peers will eventually complete
downloading the stream (in case of a fixed-length me-
dia stream), thus ending up with a cached copy of the
entire media stream file just like the source host. These
peers may decide to altruistically act as sources and
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Figure 8: Functional components of a peer.

upload the stream to other requesting peers. The cor-
responding state of these peers is then online upload
only.

The peers which act as content uploading peers or
sources are called cooperative peers, whereas the peers which
do not operate as content uploading peers are called non-
cooperative peers. The cooperative peers are able to achieve
higher-download rates via the incentive-based mechanisms
the implementation of which will be discussed in Section 6.4.
A peer in online upload only state can leave the overlay net-
work and enter the offline state.

6.2. Peer functional components

Figure 8 shows a schematic diagram of the functional com-
ponents of a peer. The component listener listens on a spe-
cific port and receives transport layer packets from the media
streaming application running on another peer: the payload
of the packets being in a serialized suitable for transmission
across the network, the listener passes the incoming packet’s
payload to a translator. The translator component deserial-
izes the payload via the deserializer and stores it in a hash ta-
ble which is then passed on to a controller. The translator is
also responsible for converting a deserialized hash-table mes-
sage understandable by the controller to a serialized message
suitable for transmission in the payload of a packet. The seri-
alization is performed via the serializer component. The seri-
alized message is then transmitted by the component Sender
to the listening port of another peer.

The controller comprises of a subcomponent called the
Resource Broker that decides whether the media stream con-
tent should be sent to a soliciting peer. The Resource Broker
makes the decision of sending based on the peer’s available
bandwidth and the incentive (credit) that the soliciting peer
has earned by uploading to the peer.

6.3. Streaming operation

Figure 9 summarizes the operation of media streaming appli-
cation for a nonsource peer. Push-based and pull-based gos-

sip functionalities are depicted. A content downloading peer
is said to be pulling a data block of the media data stream
when it actively solicits the next contiguous block of the me-
dia data stream from a content uploading peer. The solicita-
tion is performed via sending a request to send protocol mes-
sage to a randomly chosen peer in every time slot. A content
uploading peer is said to be pushing a data block when it ac-
tively advertises blocks of the media stream to content down-
loading peers via available messages. In general, the push-
based or pull-based functionalities or a combination of the
two may be employed for gossip-based media streaming.

Figure 10 depicts the operation of media streaming ap-
plication for the source peer. The pull-based functionality is
absent in this case since the source does not need to down-
load content.

6.4. Realization of incentives

The choice of a peer for sending an available message
(Figure 9) is made via an incentive-based mechanism. Each
nonsource peer i maintains a vector U with elements desig-
nating the amount of data (in kB) received from each of the
other peers. If the N peers are indexed, without loss of gen-
erality, as 0, 1, . . . ,N − 1, then the normalized vector

P = U
∑ N−1

j=0 U[ j]
(13)

represents the probability mass function of a random num-
ber which represents the index of the peer to which available
message is sent. Thus, the peer that contributed more earlier
has a better chance of becoming a recipient of content.

Again, the Resource Broker in Figure 9 sends content to a
peer according to the incentive-based approach. The size of a
block sent to a peer k is ascertained as P[k]Bmax , where Bmax

is the maximum block size, as elaborated in Section 8.3.

7. IMPLEMENTATION AND EVALUATION

We implement the gossip streaming protocol as described in
Section 6 and evaluate the streaming performance in a real
test bed consisting of a small grid of computers networked
via gigabit connectivity. We use a traffic shaping to limit the
upload bandwidth assigned to the gossip streaming applica-
tion on each peer. The scenario consists of 5 peers one of
which acted as the content source. The source serves cached
(prerecorded) audio or video files, although our implemen-
tation also supports live video capture via the java multi-
media framework [33]. Peers use the implemented gossip
streaming protocol in order to share and distribute blocks of
the stream, with the objective of playing back the streamed
file in real time (playback while the stream downloads). For
the experiments, a 5.4 MB MPEG-2 video file is streamed
from source peer. Figure 11 depicts the variation of time to
download the file with the maximum block size. The gos-
sip thread time-out is kept constant at 100 milliseconds and
the upload bandwidth is fixed at 1200 kbps. As expected, the
time to download the file decreases as the maximum block
size was increased because the bigger block sizes resulted in
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Figure 9: Streaming Operation of nonsource peer.

the same 5.4 MB being downloaded with smaller number
of (bigger) blocks, thus requiring fewer gossip transactions.
Figure 12 depicts the time to download the file as a func-
tion of the gossip thread time-out. The bandwidth is kept
constant at 1200 kbps and the block size is fixed at 25 KB. It
can be seen that the time to download the stream on a re-
cipient peer grows linearly with the gossip thread time out
because the number of requests (random probes) sent out
decreased (per time), slowing down the gossip protocol and
increasing the download completion time. Figure 13 depicts
the variation of the time to download the file with the upload
bandwidth. As expected, the download time decreases with
increasing amounts of bandwidth available to serve peers on
the P2P system. We measure the control overhead of our im-
plemented protocol in Figure 14. The number of control data
messages sent over the network remain fairly constant irre-

spective of the gossip thread time. A smaller gossip thread
time-out only leads to a quicker completion of the stream
download (as Figure 12), and the control overhead remains
constant for a fixed stream download size (5.4 MB). This is
an important scalability strength of our incentive-based gos-
sip streaming protocol.

8. DISCUSSION

We briefly describe three practical improvements while im-
plementing the incentive mechanism in a real peer-to-peer
streaming system. First, we propose the use of a more realis-
tic utility function rather than simply using the bandwidth.
Second, propose a decay component in the utility function
in order to make the implemented system adapt to changes
in the peer-to-peer network fast. Third, we suggest varying
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Figure 10: Streaming operation of the source.

block sizes as a supplementary measure to reward peers that
contribute more bandwidth to the P2P system.

8.1. Realistic utility functions

In Sections 5, and 7 upload bandwidth was the primary
barter quantity and a peer’s utility to other peers was mea-
sured in terms of the upload bandwidth provided by the for-
mer to the latter. For example, the routing hop-distance (an
indicator of delay and core network congestion), peer uptime
(an indicator of peer reliability) can also be used by a peer
while computing the utility of another peer. The modified
utility function u′i j in (1) can then be defined as

u′i j(t) =
ui j(t)·t j

hji
, (14)

where ui j is computed from (1), t j is the time since peer i first
communicated with peer j in the current session, and hi j is
the IP hop count as reported by the trace route IP routing
tool.

Again, modifying the overlay characteristics by taking
into account the underlying IP network and the up-time of
peers breaks the “randomly connected” assumption of clas-
sical gossip analysis. By employing the optimistic unchoke
argument of Section 4 we can still guarantee an O(logn) de-
livery time.

8.2. Exponential decay of utility

The expression for peer-wise proportional fairness provided
in (1) may result in the distributed algorithm adapting slowly
to peer churn. To see why this is case, consider peer i at time
t that has received utility Uji from peer i and U− j from all
other peers except peer j until time t − 1. Then, the utility
that ui j(t) assigns to peer j at time t is proportional to

ui j(t) ∝
Uji

Uji + U− j
. (15)
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Figure 11: Time to download versus the block size.
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Figure 12: Time to download versus gossip thread time-out.

Taking the derivative of ui j(t) with respect to Uji,

u′i j(t) =
U− j

(
Uji + U− j

)2 . (16)

Since received utility is always nonnegative, the derivative
u′i j(t) is nonnegative and upper-bounded by 1/U− j . This
property makes ui j(t) adapt very slowly to changing peer
characteristics after U− j becomes sizeable (note that usu-
ally Uji 	 U− j). Thus while peer-wise-proportional fair-
ness is asymptotically fair, it has slow dynamics in real
systems.
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Figure 13: Time to download the complete stream (5.4 MB file) as
a function of the upload bandwidth offered by each peer.
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Figure 14: Control overhead remains constant across different gos-
sip thread time-out.

In a real implementation, a decay mechanism to speed up
the dynamics of the proposed method is incorporated in or-
der to counter this problem. In particular, the utility values
are decayed by a decay factor ρ (0 ≤ ρ ≤ 1) in each time slot
(the time slot being an implementation-dependent parame-
ter). Thus,

U(t + 1) = ρ·U(t). (17)

This decay causes “historical” download information to be-
come less relevant while recent download information be-
comes more relevant in the computation of utility for the in-
centive mechanism.
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Figure 15: Simulation when stream block sizes are varied according
to the incentive mechanism of (1).

8.3. Stream block sizes as incentives

A peer sending a stream block to a recipient peer can mod-
ulate the block size according to the latter’s perceived utility
as calculated on the sending peer (e.g., according to (1). In-
tuitively, a recipient peer that receives bigger blocks of the
stream will download at a higher rate because fewer gossip
transactions will be needed to download the whole stream.

We simulate these conditions in Figure 15. There are 100
peers, half of which contribute bandwidth while the other
half do not contribute any bandwidth to the system. Peers
push or upload stream blocks in sizes that are proportional
to the utility of the recipient node calculated on the send-
ing peer. Comparing Figure 15 to Figure 4, we observe that
contributing peers achieve much higher rates as compared to
their noncontributing counterparts.

9. CONCLUSIONS AND FUTURE WORK

Creating incentives for live video streaming is different than
stored content incentives because the utility of the down-
loaded content is transient, with older content quickly be-
coming uninteresting to other peers, and hence unsuit-
able for barter. Conventional currency units (say dollars per
downloaded MB) can be used as an instrument of barter, but
the approach has the disadvantage of needing a centralized
verification and transaction mechanism.

We have proved that by using an optimistic unchoke
mechanism in a nonrandom gossip protocol we can achieve
the important O(logn) time for dissemination of a stream
block to all peers. Based on this result, an incentive mech-
anism to encourage peers to contribute resources such as
bandwidth can be created while still preserving the logarith-
mic completion time property of gossip protocols.

We employed the distributed peer-wise proportional
fairness algorithm for creating incentives for live video

streaming. This algorithm achieves fairness in an asymptotic
regime, as proved in [30, 31] and shown through simulations
in Section 5.1. Short term fairness is not guaranteed however,
as indicated from the error bars in Figure 3. Research in other
fairness and incentive algorithms for P2P streaming remains
an important part of future work.

Gossip protocols incur an extra factor of logn overhead
as compared to tree-based P2P networks because the number
of blocks transmitted in order to spread one block from the
source to all other peers is O(n logn) in the Gossip-based ap-
proach as compared to O(n) in the tree-based approach. The
trade-off is between higher robustness (gossip protocols) and
lower message overhead (tree-based protocols). Recent re-
sults [34] combine push- and pull-based gossip protocols to
reduce the additional overhead factor to O(n log logn). Our
implementation uses such a combination of push- and pull-
based gossip.

We have also delineated the functional components and
protocol format that can be employed for the implementa-
tion of gossip-based streaming. Preliminary results from the
implementation confirm the ability of achieving a constant
throughput at the peers, a prime objective of any live stream-
ing scheme. Experiments are underway to extend the results
over a much larger test bed.
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1. INTRODUCTION

Peer-to-Peer (P2P) networks are distributed systems in
which each node runs software with equivalent functionality,
in order to operate without requiring central coordination
[1]. The P2P paradigm has emerged in the past few years,
mainly due to file sharing systems such as Napster [2] and
Gnutella [3]. In the research community there has been an
intense interest in designing and studying P2P systems. Due
to their decentralization, these systems promise improved ro-
bustness and scalability.

It is well known that consumers are gathering more and
more digital multimedia contents. Consumers capture con-
tents using their digital cameras, digital camcorders, and mo-
bile phones; and store them on different devices. They nowa-
days tend to store their data in such quantity, as it is becom-
ing increasingly difficult for them to manage, to find and, in
the end, to enjoy the videos and images they create.

While the amount of multimedia content keeps growing,
locating and obtaining the desired resource has become a dif-
ficult task. Traditionally, P2P users request resources using
keywords, or simply by searching for a specific file name pat-
tern. This approach is insufficient when the collected data
are huge or distributed, especially in the P2P environment.
Namely, users might annotate the same file with different file
names and keywords, making the data location process error-
prone and user-dependent; moreover, artificial intelligence

technologies are not mature enough to provide a complete
automatic annotation solution bridging the semantic mean-
ings and the low-level descriptors.

In this paper, we present a framework for sharing multi-
media resources in a P2P network, exploiting an automatic
content-based approach. The present work is based on pre-
vious research [4], and represents an extended version which
includes a more detailed description of the resource selection
mechanism, and a wider set of experiments.

With respect to current content-based image retrieval
(CBIR) systems, we envisage the potential use of P2P net-
works in both scattering data storage and distributing work-
load of feature extraction and indexing. Through the realiza-
tion of CBIR in P2P networks, enormous image collections
can be managed without installing high-end equipment by
the exploitation of individual user’s contribution. Further-
more, we make use of the computational power of peers for
image preprocessing and indexing in addition to data stor-
age.

One of the most challenging problems related to data-
sharing P2P systems is content localization. It determines
whether the system resources can be efficiently used or
not, affecting the scalability and robustness of P2P systems.
Therefore, in order to effectively exploit the potential of CBIR
in P2P networks, we also propose an adaptive mechanism for
query routing that can well balance the storage overhead and
the network load.
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The rest of the paper is structured as follows. Section 2
presents both a brief review on the existing CBIR techniques,
and the video descriptors chosen for representing multime-
dia resources; Section 3 illustrates the proposed approach to
storing, managing, and retrieving multimedia content; some
experimental results are presented in Section 4, and finally
we conclude with summary remarks in Section 5.

2. RELATED WORK

Although the lookup of multimedia data in P2P net-
works represents a new, interesting research field known as
CBP2PIR (content-based peer-to-peer image retrieval), to
the best of our knowledge, only few works exist where this
problem is addressed. In this section, we outline some ideas
previously presented in relevant literature that are related to
the key aspects of our work.

2.1. P2P for multimedia content management

In [5], the Firework Query Model for CBP2PIR is proposed.
The main idea is to cluster peers with similar resources, using
the set of feature vectors, as signature value of a peer, in order
to measure similarity. The Firework Query Model exploits
two classes of links (normal random links and privileged at-
tractive links) in order to route queries. A query starts off
as a Gnutella-like flooding query. If a peer deems the query
too far away from the peers local cluster centroid, it will for-
ward it via a random link, decreasing the query Time-To-Live
(TTL). Otherwise, it will process the query, and forward it via
all its attractive links without decreasing the TTL.

A similar CBIR scheme for P2P networks, based on com-
pact peer data summaries, is presented in [6]. To obtain the
compact representation of a peer’s collection, a global clus-
tering of the data is calculated in a distributed manner. After
that, each peer publishes how many of its images fall into
each cluster. These cluster frequencies are then used by the
querying peer to contact only those peers that have the largest
number of images present in one cluster given by the query.

In [7], the authors investigate a CBIR system with auto-
mated relevance feedback (ARF) using nonlinear Gaussian-
shaped radial basis function and semisupervised self-
organizing tree map clustering technique. The authors apply
the CBIR system over P2P networks by grouping the peers
into community neighborhoods according to common in-
terest.

In [8], a different overlay setup technique is introduced,
in order to cluster peers according to the semantic and
feature-based characteristics of their multimedia content.

Finally, Wu et al. [9] propose a local adaptive routing al-
gorithm that dynamically modify the network topology to-
ward a small-world structure, using a learning scheme sim-
ilar to that considered in this paper. However, they design
their protocol with the aim of supporting an alternative
model for peer-based Web search, where the scalability limi-
tations of centralized search engines can be overcome via dis-
tributed Web crawling and searching.

Our work belongs to the same research area of the above-
mentioned proposals, but introduces a novel combination of
video indexing and retrieval techniques, with a P2P adaptive
routing strategy capable of leading to dynamically emerging
small-world network communities.

2.2. Extracting information from multimedia content

Representing and describing digital image and video content
has been an area of active research since mid 1990s, when this
topic came into strong attention of both research and indus-
try people working in the developing areas of CBIR, digital
libraries, image and video coding, web query engines, and so
on. The nature of the problem is well known: visual infor-
mation is provided with intrinsic semantics that is very hard
or impossible to make explicit by a manual description, such
as a list of keywords or a full-text description. Thus, a num-
ber of content-based algorithms and techniques have been
developed in the last decade (see [10] for a review) to make
possible the automatic or semiautomatic extraction of low-
or medium-level feature descriptors from images and videos,
mainly in the areas of indexing and retrieval of image and
video databases and of video coding.

CBIR video representation may be based on the decom-
position of the video sequence into short video units named
shots [11] or, more recently, into video objects [12]. Shot
clustering has been proposed to represent video scenes. A
shot cluster is considered a scene; a hierarchical scene tran-
sition graph, that is, a collection of directed graphs may be
then used to model the whole video structure.

Simple shot content representations may be obtained
through the description of few representative frames. A lim-
ited number of frames (said r-frames or key-frames) are se-
lected from each shot, and each r-frame is therefore described
in terms of its visual content, for example, through color and
texture descriptors. Thus the description problem is recon-
ducted to the extraction of static descriptors [11]. Motion
activity may be also taken into account, for example, by com-
puting motion features related to short sequences in which
r-frames are embedded. In this way, a dynamic description
of the r-frame may also be obtained.

The r-frame selection and the computation of visual and
motion features may be performed in a number of ways. In
the following, we will refer to images to indicate either single
images, in the case of still image applications, or representa-
tive frames, that is, frames representing a subpart of a video
sequence in the case of video applications.

In order to correctly classify and represent video contents
it is fundamental to discover similarities in the extracted im-
ages; and the known useful features for this purpose are color
and texture. In the last years, several color-based techniques
have been proposed for video annotation (e.g., region-based
dominant color descriptors [13], multiresolution histograms
[14], and vector-quantized color histograms [15]). Several
texture descriptors have also been proposed that try to mimic
the human similarity concept, but they are normally use-
ful only in classifying homogeneous texture. Generic images
usually contain different kinds of texture, so that a global
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texture descriptor hardly may describe the content of the
whole image.

In this paper, we adopted HSV color histogram, edge
density, motion magnitude, and motion direction histogram
to represent r-frames. These features have been chosen as to
lead to satisfactory results in previous work [16].

3. THE PROPOSED APPROACH

The technique we propose in this paper tries to improve the
scalability and efficiency of the resource discovery in the un-
structured P2P environment, through an adaptive routing al-
gorithm which suppresses flooding.

Queries issued by a user are routed to neighbor peers
in the overlay network, in order to find resources that sat-
isfy them. Initially the network has a random, unstructured
topology (each peer is assigned a number of neighbors ran-
domly chosen), and queries are forwarded as in the scoped
flood model. However, we adopt an approach that dynam-
ically selects the neighbors to which a query has to be sent
or forwarded. The selection process is performed with the
aim to detect peers that with high probability share resources
satisfying the query. The selection is driven by an adaptive
learning algorithm by which each peer exploits the results of
previous interactions with its neighbors to build and refine a
model (profile) of the other peers, describing their interests
and contents. Each peer is characterized by one (or several)
general interest and shares resources according to its inter-
est. The characteristics of each peer are summarized in a peer
profile. When an agent needs to forward a query, it compares
the query with its known profiles, in order to rank all known
peers and select the best suited to return good response. The
network topology (i.e., the actual set of peers that are neigh-
bors in the overlay) is then dynamically modified on the basis
of the learned contexts and the current information needs,
and the query is consequently routed according to the pre-
dicted match with other peers’ resources.

3.1. Multimedia content representation

As outlined in Section 2, the choice of r-frames is a crucial
task in automatic video annotation. In this work, we adopted
a simplified technique of nonlinear time sampling, based on
the comparison of a cumulative difference of frame bright-
ness values with a threshold, whose value has to be tuned
experimentally [16].

In our approach, a video descriptor is structured in a hi-
erarchical way. At the highest level, this descriptor simply
consists of references to the shot descriptor for each shot be-
longing to the video; each of those shot descriptors, in turn,
consists of: (i) the shot duration (in seconds), (ii) the num-
ber of r-frames contained in the shot, and (iii) a reference
to the r-frame descriptor for each r-frame belonging to the
shot. R-frames (or still images) are globally described, and
the relative visual descriptor consists of attributes of both
static and motion-based kind. The former kind is based on
texture and color, whereas the latter is based on the optical

flow field of the r-frame; their computation involves consid-
ering a few frames before and after the r-frame.

A simple but effective method [16], based on a 3-dimen-
sional quantized color histogram in the “Hue-Saturation-
Value” (HSV) color space and a Euclidean metric, is used
here to compare the query image to images contained in the
database. The HSV quantization needed to compute a dis-
crete color histogram is done taking into account that hue is
the perceptually most significant feature. Thus a finest quan-
tization has been used for hue, allowing for 18 steps, whilst
only 3 levels are allowed for saturation and value. In such a
way, we obtain a 162 (18 × 3 × 3) bins HSV histogram, that
may be easily represented by a 162× 1 vector.

The texture features we propose are related to coarse-
ness, directionality, and position of texture within the im-
age. All these features are based on edge density measures.
Edge density is directly related to coarseness, directionality is
addressed by repeating the edge measure for different direc-
tions, and spatial position is taken into account by a simple
partitioning of the r-frame. In particular, we first subdivide
the r-frame into four equal regions. For each region, we com-
pute the edge maps through directional masks, respectively,
aligned along the directions 0, 45, 90, and 135 degrees. Val-
ues of edge map exceeding a fixed threshold are considered
edge pixels. The threshold value has been determined exper-
imentally. The ratio between the number of edge pixels and
the total number of pixels is the edge density. Since we deter-
mine 4 edge density values for each region, we have a 16× 1
texture-based vector.

Motion-based descriptors are based on the optical flow
field [17] of the r-frame, and their computation involves con-
sidering a few frames before and after the r-frame. We used
a gradient-based technique and the second-order derivatives
to measure optical flow [16]. The basic measurements are
integrated using a global smoothness constraint. This tech-
nique allows to obtain a dense and sufficiently precise flow
field at a reasonable computational cost. Once the optical
flow field is computed, we need a method able to code the
associated information in a form adequate for content de-
scription. First, we segment the flow field into four equal
region; for each region we then compute motion based fea-
tures. The splitting was performed to preserve spatially re-
lated information that are not integrated in the computed
features. In conclusion, the adopted motion descriptors are
a measure of the average motion magnitude in the consid-
ered region, and a normalized 18 bins histogram of motion
vectors directions.

In summary, the visual descriptor of an r-frame, com-
puted automatically by the system, is a 254-dimensional
vector x = [ c t m d] where c is a 162-dimensional
vector representing the global HSV color histogram and
t = [ ttl ttr tbl tbr] is a 16-dimensional vector represent-
ing the edge density computed, respectively, over the top-
left, top-right, bottom-left, and bottom-right quadrants of
the r-frame. Similarly, m = [ mtl mtr mbl mbr] and d =
[ dtl dtr dbl dbr] are a 4-dimensional vector and a 72-
dimensional vector containing, respectively, the average mo-
tion magnitudes and the 18 bins motion vectors direction
histograms computed over the four regions as above.
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3.2. The adaptive search algorithm

Since our goal is to allow peers to form communities in a
fully distributed way, they should find new peers and eval-
uate their quality in relation to their own interests. In our
system, we follow an approach similar to the one presented
in [9]. When a peer enters the network for the first time,
the bootstrap protocol returns the address of some existing
peers to get started. The new peer can then discover other
nodes through these known peers. In the proposed system,
a peer would discover new peers through its current neigh-
bors, during the normal handling of queries and responses.
Each peer maintains a fixed number of slots for known peers.
This number can vary among peers depending on their avail-
able memory (a peer must properly prune other peers’ infor-
mation when needed). For each known peer, a profile which
concisely describes the shared resources is stored. The actual
set of neighbors, that is, those to whom queries are sent, is
selected dynamically for each query at time step t among all
the known peers. In particular, when a peer receives a locally
generated query, it compares the query with its stored pro-
files. Each peer applies a simple ranking algorithm for dy-
namically selecting peers to which query must be sent. The
maximum number of selected peers depends on peer band-
width and computational power to process neighbor data.
Network connectivity is not negatively affected by dynamic
neighbor selection, since each peer also stores references to
other potential neighbors that may be used to replace pre-
viously selected ones, in case they are no longer available;
nevertheless this is not per se a guarantee against network
partitioning.

The selection mechanism tends to reinforce connections
among peers with similar content; such nodes are thus clus-
tered together in the overlay network, whereas fewer inter-
cluster connections are maintained. This scenario resem-
bles the typical small-world configuration [18], where each
node in a network is reachable in a limited number of hops;
namely, peers that share common interests should be directly
connected, whereas peers sending queries out of their interest
area will have their messages traverse several clusters before
reaching the potential recipient. This is favorable in terms
of effectiveness of the search procedure, but is known to be
prone to network partitioning as consequence of the poten-
tial disconnection of one of the peers that act as hubs among
clusters. A peer might thus not be able to get a successful
query hit although the desired content is in fact available in
the network, because it may be unreachable due to partition-
ing.

We propose here a heuristic for lessening the impact of
this issue. Besides relying on the neighbors whose profiles
show a commonality of interests, peers participating to our
framework will additionally choose to forward queries to
randomly selected nodes according to a small prefixed prob-
ability P1. In order to do this, they must have previously
stored profiles of all peers that they may have come in con-
tact with, regardless of the similarity metric; this mechanism
will guarantee higher variance to the profile list by allowing
also “unlikely” peers to be selected once in a while. More-
over if, during the query forwarding step, the ranking pro-

cedure cannot return any peer with a sufficiently high simi-
larity measure (according to a predefined threshold), a peer
will again choose a random neighbor, with a probability P2,
where P2 > P1.

Although no strict guarantee can be provided against
network partitioning, careful choice of the above-mentioned
thresholds will make this phenomenon unlikely to occur.

Each peer profile maintains a concise representation of
the shared resources, by the adoption of different techniques
for textual and visual contents. In particular, the system
adopts a simple taxonomy and Bloom filters [19] to build a
binary vector that represents the textual contents. As regards
visual resources, after the meaningful features have been ex-
tracted from the image database, each peer will work on ex-
tracting representative information that may succinctly de-
scribe its whole content. Finally, the set of cluster represen-
tatives may be used as a sort of “signature” for the content
of each peer and we use their vectorial representation as re-
ported at the end of Section 3.1.

Our system supports a basic query language (where
a query string is interpreted as a conjunction of keys)
for textual information retrieval, while a standard “query-
by-example” approach is exploited to search the image
database.When asked with a query, the system looks up the
information in its profile database (using the selection mech-
anism described in Section 3.3) in order to obtain a list of
candidate peers that might store data matching the query.
When a peer receives a query from another peer, it checks
its local repository in order to locate the resources that bet-
ter match with the desired content. In particular, textual re-
sources are searched using a standard keyword-based tech-
nique, while the visual similarity between two images is com-
puted by means of a weighted sum of normalized Euclidean
distances, as already presented in [16]. In order to normal-
ize the distances, we estimate a probability distribution for
the Euclidean distances of each visual feature (color, texture,
motion), comparing each r-frame in a training database with
all the others. These distributions are then used to normal-
ize all the distances to the range [0,1]. The normalization
is needed to make the use of a weighted sum of distances
meaningful. Furthermore, a peer that has received a query
can forward it to those neighbors whose profiles match the
query. To this aim, the peer uses the same selection algo-
rithm applied to locally generated queries (note that the peer
automatically excludes both the peer that has forwarded the
query, and the peer that has generated the query). In order
to prevent potential DoS attacks which exploit the response
system, we impose that a peer replies to a forwarded query
sending the response to the neighbor that has forwarded the
query, and not directly to the originating peer. To limit con-
gestion and loops in the network, queries contain a TTL,
which is decreased at each forward, and queries will not be
forwarded when TTL reaches 0. When a peer receives the re-
sponses for a locally generated query, it can start the actual
resource downloading. Moreover, if a peer that has sent a re-
sponse is not yet included in the list of known peers, a profile
request is generated. For this request, the two peers contact
each other directly. When the message containing the pro-
file will arrive, the new peer will be inserted among the set of



E. Ardizzone et al. 5

Peer A Peer B
(Neighbor of peer A)

Peer C
(Neighbor of peer B)

Profile request

Profile response

Query q1,
peer A’s ID

Query q1,
peer A’s ID

Response to query q1,
peer C’s ID Response to query q1,

peer C’s ID

Query q2,
peer A’s ID

Figure 1: The process of neighbor discovery.

known peers and its features will be considered in order to se-
lect actual neighbors for the following queries (see Figure 1).
The maintained profiles are continuously updated according
to the peer interactions during the normal system function-
ing (i.e., matches between queries and responses). Moreover,
a peer can directly request a more up-to-date profile if neces-
sary.

3.3. The selection mechanism

As already mentioned, our system supports different query
languages for textual information retrieval, and for image
and video retrieval, respectively. In particular, for the latter
kind of resources we employ a query-by-example paradigm
for color and texture features and a direct query paradigm
for motion features. In practice, the user presents to the sys-
tem an image similar to the one she is looking for and, in
the case of video query, provides information about motion
(e.g., a zoom-in shot has a particular motion direction his-
togram, an almost-static shot has a very low motion magni-
tude, etc.). The technique we used for querying has already
been presented in [16] and makes use of a weighted sum of
normalized Euclidean distances. More specifically, in order
to normalize those distances, we estimate a probability dis-
tribution for the Euclidean distances of each visual feature
(color, texture, motion), comparing each r-frame in a train-
ing database with all the others. These distributions are then
used to normalize all the distances to the range [0-1].

The similarity between the current query and the gen-
eral interests of each peer is also managed differently on the
basis of the kind of searched resource. Similarity between
textual resources (as well as textual annotations and high-
level descriptors associated to multimedia resources) is eval-
uated exploiting a standard technique for textual retrieval.
As regards visual resources, the peer computes the distance
to each cluster representative and chooses the closest ones as
possible matches. Furthermore, if the resources are oppor-
tunely indexed, the system can also exploit the representa-

tion of the resources by means of Bloom filters [19] which
are maintained into the peer profiles. This way, it is possible
to check, with high probability, if a given resource belongs
to the resource set shared by a peer. This approach enhances
the topological properties of the emergent overlay network
and it is very useful in those applications where resources
are uniquely characterized by an identifier or are semanti-
cally annotated.

The selection mechanism takes primarily into account
the experience that peers acquire during their normal inter-
actions: each newly available piece of information is oppor-
tunely elaborated and exploited to enrich the system knowl-
edge. Each peer profile maintains a concise representation
of the shared resources, by the adoption of different tech-
niques for textual and visual contents. In particular, the sys-
tem adopts simple taxonomies and Bloom filters to build a
binary vector that represents the textual contents. As regards
visual resources, after the meaningful features have been ex-
tracted from the image database as described in Section 2.2,
each peer will work on extracting representative information
that may succinctly describe its whole content.

Once the contents have been properly represented as vec-
tors in the search space, our implementation makes use of
clustering techniques from literature through which each
peer will roughly partition its data space into separate regions
that represent different groups of related images. Specifically,
we employ the well-known k-means clustering method pre-
sented for the first time in [20], whose underlying idea con-
sists in assigning each data element to one cluster by means of
a similarity function, which is often based on the Euclidean
distance as a metric; each cluster is then represented by a
prototype, or cluster representative, typically computed as
the cluster centroid. The basic formulation of the algorithm
assumes that the number of clusters is known in advance,
which may be a too tight constraint for our present scenario;
however, this requirement may be partially loosened with the
use of controlled iterations and of a cluster validity assess-
ment technique [21, 22]. Furthermore, in order to cope with
the stream of continuously incoming data, we use a variation
on the basic k-means algorithm that allows online updating
of the computed clusters. Without delving into too much de-
tail, our method builds upon the ideas presented in [23] and
generalizes them from the binary case to multiclass classifica-
tion. Finally, the set of cluster representatives may be used as
a sort of “signature” for the content of each peer and will be
spread to all nodes of the P2P network in order for them to
be able to perform their searches. Another node that is pre-
sented with a request for a new element and needs to find out
a list of possible owner candidates will compute the distance
to each cluster representative and choose the closest ones as
possible matches. It is worth noting that, while all processing
is performed locally, manipulated objects exist in a globally
defined vector space; hence all feature vectors, as well as all
cluster centroids, are globally comparable; however, clusters
are not required to have a global semantic validity as they are
only used to compute relative distances.

After the peer has extracted representative descriptors
for the content to be searched, it will compare them with
its neighbors’ profiles in order to find the best matches.
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Figure 2: The resource selection mechanism.

Table 1: Selection criteria.

Parameter Description Weight

Rt Current estimate of the contact α

Rt−1 Old reliability value of the contact (according to past history) 1− α

Rt New reliability value used to rank contacts —

J Percentage of contact interests with respect to query topics β

S Percentage of successes provided by the contact γ

B Result of membership test (produced by Bloom filter), if applicable δ

Q Capability summarization of the contact (bandwidth, CPU, storage, etc.) ε
C Connection characteristic summarization of the contact ζ

A basic criterion for conveniently selecting peers satisfying
a given request would exploit the experience of past inter-
actions among peers, thus giving a good indication about
the probability that a contact could directly provide the re-
sources searched. We enhance this criterion by adopting a
further mechanism capable of singling out peers that, al-
though not directly owning the desired resources, can pro-
vide good references to the resource owners. It is worth
noting that while the first criterion, based on the com-
monality of interests, tries to increase the overlay network
clusterization by the creation of intracluster links, the sec-
ond one typically sets links between different clusters, pro-
viding a quick access to peers that are close to several
resources. Furthermore, the selection mechanism consid-
ers some additional criteria, in terms of peer capabilities
(bandwidth, CPU, storage, etc.) and end-to-end latency, in
order to take into account the topological characteristics
of the peer community (thus reducing the mismatch be-
tween the overlay and the real topology). Figure 2 visually
describes the selection process, showing both the opera-
tions performed locally by a peer, and the interactions be-
tween that peer and a possible selected neighbor; this se-
lected node would be the one that provides proper ref-
erences in order to decide on the eventual request of re-
sources.

In order to get a deeper understanding of the process just
outlined, we can consider a formalized version. Each peer
stores a parameter, R, associated to each of its contacts that
provides a measure of that contact’s reliability. The parame-
ter value is related to the interactions in the peer community
and it changes according to the criteria previously described
(see also Table 1). Each single criterion gives a partial value.
These partial values are then jointly considered by means of a
weighted average (1) that produces an estimate of the overall
reliability for the situation at the current timestep t. Indicat-
ing this estimate by Rt, this yields:

Rt = β·J + γ·S + δ·B + ε·Q + ζ·(1− C), (1)

where

β + γ + δ + ε + ζ = 1,

0 ≤ β, γ, δ, ε, ζ ≤ 1.
(2)

The current estimate Rt is finally combined with the old
estimate Rt−1, generating the new value Rt for the reliabil-
ity parameter. In order to smooth the results of the selec-
tion process, a kind of time window is employed to balance
new information against past experience. The new estimate
is then formally computed by the formula:

Rt = α·Rt + (1− α)·Rt−1, (3)
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where

0 ≤ α ≤ 1, α� (1− α). (4)

The Rt value is then exploited to rank all the known peers, ac-
cording to the estimated reliability. In order to establish a bal-
ance between the exploration and exploitation of the search
space, the algorithm in the early steps can select peers differ-
ent from the top ones. This random search behavior is char-
acterized by a probability of choosing no optimal contacts:

P = exp
(
δRt

T

)
, (5)

where, using an approach similar to that adopted in the “sim-
ulated annealing” searching technique [24], δRt represents
the decrease in the reliability value, and the “temperature” T
is a control parameter.

4. EXPERIMENTAL EVALUATION

The experimental results presented in this section are aimed
to validate the two main different aspects dealt with in the
paper: namely, the adaptive routing mechanism adopted by
the P2P protocol and the image video descriptors proposed
for multimedia content retrieval.

Regarding the first topic, the key idea of our approach is
that a clustered overlay topology (where peers with shared
interests and domains tend to form strongly connected com-
munities) can spontaneously emerge by means of an in-
telligent peer collaboration. In particular, the adoption of
our adaptive mechanism, based on a reinforcement learning
scheme, should better cope with highly dynamic P2P com-
munities, leading to topologies with small-world properties
[18]. In such a topology, a flood-based routing mechanism
(with limited scope) is well suited, since it allows any two
peers to reach each other via a short path, while granting
higher communication efficiency within clustered peer com-
munities. Furthermore, the proposed approach should take
advantage from the adaptive overlay rearrangement, in order
to well cope with high node volatility and massive node dis-
connections.

Regarding the issue of multimedia content representa-
tion, we aim to validate the effectiveness of the adopted visual
descriptors, in order to confirm the expected retrieval capa-
bilities of our approach. In particular, the experimental eval-
uation should prove that the visual descriptors we adopted
can encode the visual content reasonably well.

4.1. Experimental settings

We decided to use simulation to investigate the properties of
the proposed approach. This is mainly due to the difficulty
to obtain a precise and comprehensive snapshot of actually
deployed P2P networks [25–27], whose behavior is compli-
cated by the complex dynamics in overlay connections and
peer lifetimes. Simulation of P2P networks can instead pro-
vide a straightforward and effective tool to conduct thorough
analysis of their characteristics. In order to study the behav-
ior of peer interactions in our system, we designed and im-
plemented a simulator (see, also, [28]) that allows to model

synthetic peer topologies, the shared resources, and the is-
sued queries. The main goal of our simulator is to analyze
the effectiveness of our routing protocol and the topology
properties of emergent peer networks. As observed in [29],
unstructured P2P systems are characterized by high tempo-
ral locality of queries (i.e., with high probability a single peer
issues similar queries over time). Therefore, in the simula-
tions carried out, each peer belongs to one or more groups
of interest, according to the topics of owned resources and
issued query. In order to better investigate how the adaptive
mechanism proposed can support efficient resource search-
ing, we consider that each peer generates queries belonging,
with high probability, to one of the topics (however, a smaller
number of queries is generated on a randomly selected top-
ics). It is also worth noting that peers can have interests that
partially overlap each other, and that each resource can be
replicated on several peers.

Let G = (V ,E) denote a connected graph modeling a
communications network, N = |V | the cardinality of the set
of vertices, and d(i, j) the length (in hops) of the shortest
path between two vertices i and j in V . For the experimen-
tal analysis of emergent topological properties, we consider
two network metrics, the clustering coefficient, C(G), and
the characteristic path length, L(G), that well characterize the
topological properties of dynamic networks.

The characteristic path length L(G) is defined as the
number of edges in the shortest path between two vertices,
averaged overall pairs of vertices. To define the clustering co-
efficient C(G), suppose that a vertex v ∈ V has kv neighbors;
then at most kv(kv − 1)/2 edges can exist between them (this
occurs when every neighbor of v is connected at every other
neighbor of v). Let Cv, the local clustering coefficient of v, de-
note the fraction of these allowable edges that actually exist.
The (overall) clustering coefficient is then defined as the av-
erage of Cv over all v. While L measures the typical separation
between two vertices in the graph (a global property), C mea-
sures the cliquishness (degree of compactness) of a typical
neighborhood (a local property). Since in our simulations it
is possible that the network is not always strongly connected,
we adopt an alternative definition (L′(G)) for the character-
istic path length, using the harmonic mean of shortest paths
that can be computed irrespective of whether the network is
connected:

L′(G) =
(

N

N − 1

∑
i, j∈V

d(i, j)−1

)−1

. (6)

We also compute the ratio C/L′ that gives a good insight
of the overall topological properties: high values are asso-
ciated with networks that present both a strong clusteriza-
tion, and a low average separation between nodes. To com-
pute these metrics, the simulator takes a snapshot of the net-
work for each time step: C and L′ are then computed in the
directed graph which models the overlay network, based on
each peer’s actual neighbors.

Furthermore, in order to quantify the efficiency of
the approach proposed, three further metrics are adopted:
the query hit rate, HR, that represents the percentage of
queries successfully replied, the query coverage rate CR, that
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represents the average number of nodes reached by a query,
and the node message-load ML, that represents the average
number of messages that a node has to process during a sin-
gle time step.

Finally, to assess the effectiveness of the adopted mul-
timedia content descriptor in the context of content-based
retrieval, we use a normalized version of precision and re-
call that embodies the position in which relevant items ap-
pear in the retrieval list [30]. All the tests are performed us-
ing a database containing about 1500 r-frames obtained from
about 500 shots. We consider 20 r-frames randomically cho-
sen and we evaluate for each one of them the system response
to a query by example. Recall and precision measurements
require to determine which r-frames are relevant with respect
to a posed query, but stating relevance is a very subjective task
as also noted in [31]. To overcome this problem we adopt a
subjective criterion: candidate-to-relevance r-frames for each
query are determined by four different people (not including
the authors) and a r-frame is considered as relevant if at least
three people chose it. Once known the correct query result
we are able to evaluate performances. Fixed to n the num-
ber of images to be retrieved, for each query we perform the
following measures:

(i) AVRR, the average rank of all relevant, retrieved im-
ages;

(ii) IAVRR, the ideal average rank, that is, when all the rel-
evant images are ranked at the top;

(iii) MT, the number of relevant images that are missed;
(iv) AVRR/IAVRR

In particular, let I denote the number of relevant images
among the n retrieved, ρr the rank of the rth relevant re-
trieved image, and T the total number of images relevant to
the posed query. Then we can state the following definitions:

AVRR = 1
I

I∑
r=1

ρr ; IAVRR = T

2
; MT = I

T
. (7)

Note that these measures depend on n, the number of re-
trieved images: in our experiments we perform each query
twice, one for n = 32 and one for n = 64.

The visual descriptors we adopted, despite their com-
pactness and the availability of simple algorithms to com-
pute, have been proved to encode the visual content reason-
ably well. In particular, previous experiments [16] showed
that visual descriptors are adequate in most cases if the im-
age collections are not too large (less than 10,000 images).
For larger image collection, when query results obtained us-
ing only visual descriptor tends to become unreliable, the use
of textual information greatly improve the results.

Further investigation on our CBP2PIR system using both
textual, and visual data showed very promising retrieval ca-
pability, confirming the feasibility of our searching method
for feature vectors derived from multimedia resources.

4.2. Experimental results

In order to thoroughly evaluate the proposed approach, we
preliminarily investigated the effectiveness of the techniques

Table 2: Average query results for twenty test queries by color and
texture, with n = 32 and n = 64.

Metric Color Texture

n = 32

AVRR 6.935 11.124

IAVRR 5.501 10.836

AVRR/IAVRR 1.270 1.063

MT 0.854 0.474

n = 64

AVRR 10.074 21.996

IAVRR 5.507 10.834

AVRR/IAVRR 1.736 2.083

MT 0.912 0.709

adopted for multimedia content representation. Then, we
performed extensive simulations on the P2P routing algo-
rithm, considering several scenarios, each of them character-
ized by the variation of one significant simulation parameter.
For each simulation, the aim is to study how network proper-
ties and searching performance change when the parameter
value is varied. Finally, we analyzed the impact of dynamic
changes in the peer communities, in order to test the robust-
ness of the algorithm against such events. Since the initial
random topology can affect the final results, for each simula-
tion, we perform several independent simulations, averaging
across all the results.

4.2.1. Studying the effectiveness of multimedia
content descriptors

In order to assess the retrieval capabilities of the visual de-
scriptors, we carried out several experiments, under different
assumptions. As already mentioned, extensive results evalu-
ating the retrieval performance based only on visual infor-
mation have been reported [16]; in this paper we present
some recall and precision measurements for the improved
CBP2PIR framework. In particular, we report in Table 2 the
average values of AVRR, IAVRR, AVRR/IAVRR, and MT re-
lated to 20 test queries (both color-based, and texture-based),
respectively for n = 32 and n = 64. Results show that color
indexing exhibits a distinctly good behavior.

4.2.2. Studying the P2P searching mechanism

For the sake of brevity, we can only present some represen-
tative results; a detailed performance evaluation of the pro-
posed searching approach can be found in [28], confirming
the idea that adaptive routing can properly work and that
small-world network topologies can emerge spontaneously
from local interactions between peers, structuring the over-
lay in such a way that it is possible both to locate informa-
tion stored at any random node by only a small number
of hops and to find quality resources quickly and even un-
der heavy demands. In order to illustrate how the proposed
approach can significantly improve searching performance
in P2P communities, we only report in Table 3 a compar-
ison between the results obtained in the same experimen-
tal conditions by the adoption, respectively, of the algorithm
proposed, a flooding scheme, and a random-walk searching
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Table 3: Comparison between adaptive routing, flooding, and random-walk.

Searching scheme Sim C L′ C/L′ HR (%) CR ML

Adaptive routing
Sim1 0.184750 7.442001 0.024825 0.615112 28.193076 0.252483

Sim2 0.185430 7.224156 0.025668 0.637082 28.308287 0.274244

Sim3 0.188139 7.734175 0.024326 0.610095 27.471692 0.224489

Flooding
Sim1 0.004210 5.397369 0.000780 0.472454 22.459130 0.226549

Sim2 0.004732 5.417398 0.000873 0.439865 22.828022 0.262706

Sim3 0.003982 5.398215 0.000737 0.457117 22.408658 0.215307

Random-walk
Sim1 0.002037 69.540365 0.000029 0.481486 33.870043 0.703346

Sim2 0.002096 69.670214 0.000030 0.486615 32.933378 0.805104

Sim3 0.002148 70.736614 0.000030 0.480732 32.168622 1.019697

Table 4: Evolution of topological metrics.

Initial topology Final topology

Searching scheme Sim C L′ C/L′ C L′ C/L′

Adaptive routing
Sim1 0.004210 5.397369 0.000780 0.184750 7.442001 0.024825

Sim2 0.004732 5.417398 0.000873 0.185430 7.224156 0.025668

Sim3 0.003982 5.398215 0.000737 0.188139 7.734175 0.024326

Flooding
Sim1 0.004210 5.397369 0.000780 0.004210 5.397369 0.000780

Sim2 0.004732 5.417398 0.000873 0.004732 5.417398 0.000873

Sim3 0.003982 5.398215 0.000737 0.003982 5.398215 0.000737

mechanism. All the values related to clustering coefficient
and characteristics path length are measured at the final time
step of the simulation. It is worth noting that the adaptive al-
gorithm performs significantly better both in term of success
rate, and as regard the message load imposed on the network.
Table 4 shows the C and L′ values both at the beginning,
and at the end of the simulation, for the algorithm proposed
and for flood-based search. It is straightforward to note that
while flooding does not affect the topological properties, the
approach proposed, although it starts from the same initial
graph, achieves a final configuration where the topological
metrics assume values that are typical of small-world net-
works.

4.2.3. Studying the impact of dynamic changes in
the peer community

We analyze here the behavior of the system when the peer
community is subject to a large amount of connection and
disconnection events. All the simulations are carried out
starting from the same initial conditions (considering 5000
timesteps for each execution). Since the considered scenar-
ios are qualified by the event sequences, which depend from
the adopted event models, in the following we present the re-
sults according to this categorization. Simulation results in
Figure 3 are characterized both by a dynamic community,
and a fixed number of participants; the peer number is main-
tained constant, since each connection is associated to a cor-
responding disconnection, according to a Pareto distribution
for the model of events.

The following simulations consider a dynamic commu-
nity with a variable number of participants. As reported in
Table 5, six different cases are considered, each characterized

by a synthetically predefined sequence of events: we believe
that these choices well describe the plausible evolutions of
P2P communities. For each sequence, the number of peers at
the initial and final steps and the total amount used in each
simulation are also reported in Table 5.

For the sake of brevity, we only report the plots relative
to the two most challenging cases, corresponding to the 3rd
and 6th event sequence. A very high activity distinguishes
the third synthetic sequence (see Figure 4), where many new
connections and disconnections raise the peer expansion to
the 65% of their initial value. Similarly, a relevant variability
qualifies the sixth sequence (see Figure 5) which is also char-
acterized by an unbalanced ratio between few peer additions
and many disconnections. This behavior leads to a 37% re-
duction of the initial peer population.

As all the gathered data show, both algorithm properties
(capability of evolving toward a small-world topology and ef-
ficiency) are minimally affected by the dynamic events, also
when those involve large portions of the peer community
(see Figures 4 and 5), thus confirming the robustness of the
algorithm.

5. CONCLUSION

This paper presented a CBIR approach to information re-
trieval in P2P networks, that relies on an adaptive technique
for routing queries and is specifically targeted to multimedia
content search. The main motivation behind our work is that
the huge amounts of data, their peculiar nature, and, finally,
the lack of a centralized index make it particularly difficult to
pursue the goal of efficiency in this kind of systems. Our ap-
proach employs a decentralized architecture which fully ex-
ploits the storage and computation capability of computers
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Figure 3: Relative variation of topological metrics using Pareto event model.

Table 5: Synthetic sequences for dynamic evolution of P2P communities.

Seq. Initial peer no. Final peer no. Total peer no. Kind of dynamic operations Degree of dynamic evolution

1st 500 550 550 Only connections Low increase

2nd 500 575 611 Connections and disconnections Low increase

3rd 500 825 890 Connections and disconnections High increase

4th 500 450 500 Only disconnections Low decrease

5th 500 445 575 Connections and disconnections Low decrease

6th 500 315 530 Connections and disconnections High decrease
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Figure 4: Relative variation of topological metrics using the 3rd sequence of events.
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Figure 5: Relative variation of topological metrics using the 6th sequence of events.

in the Internet and broadcasts queries throughout the net-
work using an adaptive routing strategy that dynamically
performs local topology adaptations. Modifications in the
routing structure are driven by query interactions among
neighbors in order to spontaneously create communities of
peers that share similar interests; moreover, a small-world
network structure can emerge spontaneously thanks to those
local interactions. Network traffic cost, and the query effi-
ciency are thus significantly improved as is confirmed by our
preliminary experiments.
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1. INTRODUCTION

Peer-to-peer networks surged in popularity in recent years.
The core operations in most peer-to-peer networks is to ef-
ficiently locate data items, in which the fundamental chal-
lenges are to achieve faster response time, smaller network di-
ameter, stronger ability of locating more resources, and bet-
ter resilience to network dynamics.

Structured P2P networks have been proposed by many
researchers [1–7], in which distributed hash tables (DHTs)
are used to provide data location management in a strictly
structured way. Whenever a node joins/leaves the overlay, a
number of nodes need to update their routing tables to pre-
serve desirable properties for fast lookup. While structured
P2P networks can offer better performance in response time
and communication overhead for query procedures, they
suffer from the large overhead for overlay maintenance due
to network dynamics.

Unstructured P2P networks such as Gnutella rely on a
random process, in which nodes are interconnected in a ran-
dom manner. The randomness offers high resilience to the
network dynamics. However, basic unstructured networks
rely on flooding [8] for users’ queries, which is expensive in
computation and communication overhead. Consequently,
scalability has always been a major weakness for unstruc-

tured networks [9]. Even with the use of super nodes in Mor-
pheus [10] and KaZaA [11], the traffic is still high, and even
exceeds web traffic.

Searching through random walks is proposed in [12–14],
in which incoming queries are forwarded to the neighbor
that is chosen randomly. In random walks, there is typically
no preference for a query to visit the most possible nodes
maintaining the needed data, resulting in long response time.

Interest-based shortcut [15] exploits the locality of inter-
ests among different nodes. In this approach, a peer learns
its shortcuts by flooding or passively observing its own traf-
fic. A peer ranks its shortcuts in a list and locates content by
sequentially asking all of the shortcuts on the list from the
top until content is found. The basic principle behind this
approach is that a node tends to revisit accessed nodes again
since it was interested in the data items from these nodes be-
fore. The concept of interest similarity is vague and it is dif-
ficult to make a subtle, quantitative definition based on it. In
addition, it may cause new problems as discussed later.

In this paper, we take the unstructured approach, and
propose a new query scheme to address these problems. The
main contributions of the paper include the following.

(i) We define a metric, independent of any global informa-
tion, to measure the interest similarity between nodes.
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Based on the metric, we propose a clustering algorithm
to cluster nodes sharing similar interests with small over-
head, and fast convergence.

(ii) We propose a distributed labeling algorithm to explicitly
capture the borders of clusters without any extra commu-
nication overhead.

(iii) We propose a new query scheme, which is able to deliver
a better tradeoff among response time, communication
overhead, and the ability to locate more resources by mix-
ing intercluster queries and intracluster queries.

The rest of the paper is organized as follows. Section 2
reviews the possible problems in prior approaches. Section 3
gives the overview of our scheme. Section 4 defines the inter-
est similarity and proposes a light-weight algorithm to clus-
ter nodes within the same interest group and a labeling algo-
rithm to explicitly border the clusters. Section 5 introduces
our query scheme in detail. Section 6 evaluates the scheme
with extensive simulations. Section 7 draws the conclusion.

2. INEFFICIENCY IN PRIOR WORKS

Small communication overhead and short response time are
the two main concerns in designing efficient query schemes
in peer-to-peer networks. However, current approaches suf-
fer various problems in achieving a better tradeoff between
them due to the blindness in searching procedures.

Flooding

Flooding [8, 16] is a popular query scheme to search a data
item in fully unstructured P2P networks such as Gnutella.
While flooding is simple and robust, its communication
overhead, that is, the number of messages, increases expo-
nentially with the hop number. In addition, most of these
messages visit the node that has been searched in the same
query, and they can be regarded as duplicate messages. Con-
sequently, communication overhead and scalability are al-
ways the main problems in this approach [9, 17].

Random walks

Random walks [12–14, 18] rely on query messages randomly
selecting their next hops among neighbors with equal proba-
bilities to reduce the communication overhead. A query may
have to go through many hops before it successfully locates
the queried data item. Consequently, this approach takes a
long time to locate queried data items. If the networks are
well clustered (nodes with similar interests are densely con-
nected), it is expected that the query latency can be reduced
significantly. However, it is not true, because the number of
hops escaping out of the cluster decreases exponentially with
the ratio r of the number of intercluster edge to the number
intracluster edges, as shown in Figure 1.

In the case of a network with a small value of r, for ex-
ample, r < 0.01, if queried data items are in different clusters
from the source node, a query message has to walk a long dis-
tance to be able to traverse the cluster border and locate the
queried data items. In the case of a network with a large value
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Figure 1: The number of hops of random walks escaping out of the
cluster decreases exponentially with the ratio of number of inter-
cluster edges to the number of intracluster edges.

of r, for example, r > 0.1, query requests may escape out of
the original cluster within a small number of hops, resulting
in a long response time if the queried data is in the origi-
nal cluster. These observations are also demonstrated by our
simulations in Section 6. Consequently, random walks may
suffer long response time regardless of the network having
been well clustered or not.

Interest-based shortcut

Interest-based shortcut, for example, [15], tries to avoid the
blindness in random walks by favoring nodes sharing similar
interests with the source, which can be regarded as a vari-
ation of Markov random walks, biased towards some spe-
cific nodes. Markov random walks may accelerate the query
process to some extent in some cases. However, it causes
new problems. Suppose that nodes in an interest group have
formed a cluster, and query messages can be artificially con-
fined in this specific cluster. In the sense of nodes in the clus-
ter share similar interests, any of them possibly maintains the
queried data. Thus, the query procedure should shorten the
covering time of the whole cluster instead of the hitting time
of some specific nodes in it. However, due to the bias in se-
lecting next hop in Markov random walks, it tends to keep
visiting some specific nodes, resulting in less distinct nodes
being covered comparing to uniform random walks, as il-
lustrated by Figure 2. Consequently, Markov random walks
work worse than uniform random walks if both of them can
be confined in specific clusters.

3. SYSTEM OVERVIEW

Researchers [15, 19] have found many peer-to-peer networks
exhibit small-world topology, and most of queried data items
are offered by the nodes, which share similar interest with the
source node.
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Figure 3: A query scheme mixing intercluster queries and intraclus-
ter queries (the nodes in the grey clusters fall into the same interest
group).

Intuitively, the nodes sharing similar interests with the
source node should have higher priority to be searched than
others. Practically, there are two challenges in designing such
a query scheme. The first one is how to cluster nodes with
similar interests based on the small-world property of P2P
networks. By saying “similar interests,” we actually mean that
two nodes are interested in a common set of data items.
Thus, the number of common accessed data items can serve
as a metric to measure the interest similarity between two
nodes. A clustering algorithm based on the metric can be eas-
ily designed to densely connect the nodes in the same inter-
est group. Moreover, each node u can explicitly pick up a set
of intercluster neighbors that have different interests from u,
and a set of intracluster neighbors that share similar interests
with u. Take Figure 3 as an example. The network consists of
5 clusters, and nodes in the same cluster fall into the same

interest group. Note that there exists an interest group con-
sisting of two clusters, 1 and 5.

Suppose the network has been well clustered, and each
node explicitly maintains a set of intercluster and intraclus-
ter neighbors. The second challenge is how to fast locate the
clusters that share similar interests with the source node and
how to exhaustively search nodes in the found clusters if the
queried data items are in the source node’s interest group.
We introduce two types of queries, intercluster queries and
intracluster queries. The intercluster queries are for the pur-
pose of discovering the clusters that share similar interests
with the source node, and they are issued by source node,
carry the interest information, and only travel on interclus-
ter neighbors. It can be expected that clusters sharing simi-
lar interests with the source node can be located quickly, be-
cause the number of cluster is much smaller comparing to
the network size, and intercluster queries only travel among
different clusters. The intracluster queries are spawned by in-
tercluster queries when a cluster sharing similar interest with
the source node is hit. An intracluster query thoroughly go
through nodes in the found cluster, where it is spawned, by
only traveling on intracluster neighbors. How to estimate to
what extent a cluster has been searched will be discussed later.
Note that intercluster queries and intracluster queries can be
easily implemented if each node explicitly knows the types of
its neighbors.

Occasionally, queried data may be out of the source
node’s interest group, and possibly maintained by a cluster(s)
with different interests. This problem is addressed by blind
search: intercluster messages randomly spawning intraclus-
ter messages when hitting clusters with different interests.

For example, in Figure 3, first inter-queries are initiated
by a node in cluster 1, which travel among different clusters.
By the interest information carried in the inter-queries, clus-
ter 5 is found to share similar interests when it is hit, and an
intracluster query is spawned, which then will exhaustively
search the nodes in it. In addition, an intracluster query is
spawned in cluster 2 by intercluster queries to support blind
search.

4. CLUSTERING ALGORITHM

4.1. Measuring the interest similarity between
two nodes

Cluster is generally formed by connecting nodes with simi-
lar interests in a network. Thus, we start our discussion with
the definition of interest similarity between two nodes in P2P
networks.

If node u and node v share similar interests, then it is
very likely that they have accessed same data items more or
less previously. Therefore, the size of the common subset of
accessed data items can serve as a metric to measure to what
extent the interests of two nodes are similar.

However, each node may offer hundreds of data items,
and hence, there may exist a large number of data items even
in a small network. As a result, only if u and v have visited
a large number of data items, respectively, they are able to
show some degree of similarity. An alternative to evaluate



4 Advances in Multimedia

1 50

2 100

3 5

10

...

n− 1

n

u

200

N

v

5

(a)

1 50

2 100

3

...

5

2

8

n− 1

n

u

200

N

v

5

(b)

1 50

2 100

3

...

5

2

n− 1

n

u

200

N

v

58

(c)

Figure 4: Interest similarity between nodes. The number of data items in 1, 2, and n is 50, 100, and 200, respectively. (a) No common
visited nodes (different interests), (b) u and v have visited node 2 (100 data items) with 8 and 5 times, respectively (a certain level of similar
interests), (c) u and v have visited node n (200 data items) with 8 and 5 times, respectively (falls in between).

the interest similarity is by the number of common accessed
nodes, which may enable a clustering algorithm to converge
faster than the former approach. The problem in this ap-
proach is that two nodes visiting a common node does not
indicate they have similar interests, because a node may of-
fer data items belonging to multiple interest groups. For in-
stance, a user u may offer resources for two groups: a number
of mp3 music files for one group, and a number of research
literatures in P2P networks for the other group. It is possible
that two nodes that have visited u may be interested in data
items in different interest group. Thus, we have to address the
discrepancy between the common set of accessed nodes and
the common set of visited data items.

Suppose that there are n nodes N = {1, 2, . . . ,n} in the
whole P2P network. Suppose a node i offers a number of data
items to others. It categorizes (maps) all of these data items
into αi different categories, denoted as Ci = {ci1, ci2, . . . , ciαi}.
Suppose a data item x in i is mapped to a category ci(x),
where ci(x) ∈ Ci. How to categorize the data items is de-
termined by the node i independently. For instance, node i
may classify music files as category 1, while another node
may classify music files as category 2. On the other hand,
node i may fall into multiple interest groups, denoted as
Gi = {gi1, gi2, . . . , giβi}.

For a node u, the access history with respect to each of
its interest groups, for example, gu1 , can be specified by a set
of data items x, denoted as (i, ci(x)), where i represents the
node offering the data item, and ci(x) is the category in Ci

defined by i. If two nodes u and v share “similar interests,”
for example, gu1 ≈ gv2 , their histories for gu1 and gv2 tend to
consist of a common set of (i, ci(x)).

Note that in the above definitions, each node determines
its interest groups and categories independently, indicating a
node need not maintain any global information.

For easy explanation, we study a basic approach by as-
suming each user only falls into one interest group, and of-
fers one category of data items. In this scenario, the access

history can be represented by the accessed nodes alone. This
approach can be easily extended to the multicategories and
multigroups based on the definitions above.

One node u may access another node multiple times for
different data items, and hence, the access history of node u
can be represented by a vector Vu = (vu1 , . . . , vun),1 where vux
represents the number of times u has visited node x. To can-
cel out the number of queries a node has issued, the access
vector Vu is normalized to the frequency vector Fu, in which
the ith element in Fu is denoted as f ui , computed by Vu as
f ui = vui /

∑
j∈N vuj , representing the frequency of the corre-

sponding node i having been accessed.
Note that the value in Fu falls into the range [0, 1]. If u

has never accessed node i, the corresponding element f ui is
equal to 0. The summation of all elements is equal to 1.

Furthermore, if the number of data items in node i, de-
noted as di, is large, the chance that two nodes u and v have
visited common data items in i may be small even if both
of them have visited i multiple times. As an example, in the
middle and right parts in Figure 4, u and v have visited one
common node. But u and v in the middle part have more
chance of having visited common data items because the
number of data items in node 2 is half of that in node n. To
account for this issue, we introduce a weighted diagonal ma-
trix W with (i, i)th value wi,i equal to 1/di. It represents the
probability of both u and v visiting a common data items, if
both of them visit i once.

Now we define the following metric to evaluate the inter-
est similarity between two nodes:

Au,v = FuTWFv =
∑

i

f ui f vi
1
di
. (1)

1 The real size of the data structure maintaining Vu is much smaller than
the network size n, and can be fixed to only record the nodes accessed
most frequently by u.
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(2)

Similarly, the interest similarity in Figure 4(c) (right) is
0.002, which means nodes in the middle example show more
interest similarity.

If we view f ui and f vi as the probabilities of nodes u and v
visiting node i, and 1/di as the probability of u and v visiting
a common data items if both of them visit i, then the sum-
mation Au,v can be used to predict the probability that both
u and v will visit a common data item in their future queries.

Note that if a node i has not been visited by both u and v,
then f ui = 0 and/or f vi = 0, indicating that a node does not
need to maintain any information of the nodes it has never
visited. As we have discussed, the size of the vectorVu is fixed.
Hence, both the storage for access history and the computa-
tion overhead for Au,v are constant.

Our definition is advantageous in manyfold. First, nodes
u and v need not maintain any global information to com-
pute Au,v. Second, the frequency vector cancels out the effect
of the number of queries that a node has issued, enabling
a clustering algorithm based on this definition to converge
fast with the average number of queries. Third, the defini-
tion prefers the nodes with good properties. For instance, if
two nodes i, j maintaining the same data items can be ac-
cessed by 1 Mp/s and 56 Kbp/s, respectively, i obviously will
be accessed more often, resulting in a larger value of f ui and
f vi . Fourth, it reduces the impact of the possible discrepancy
in the category definitions by nodes. For instance, if a cate-
gory in node i is poorly defined, and consists of data items
belonging to various interest groups, then the category will
be seldom accessed comparing to its size, resulting in a small
value of f ui f vi (1/di).

4.2. Clustering nodes with similar interests

Given the metric to evaluate the interest similarity between
two nodes, we propose a light-weight clustering algorithm to
connect nodes sharing similar interests.

In our strategy, each node i maintains a list L with limited
size, for example, 30, to record the nodes that possibly share
same interests with itself. Each time a query message is pro-
cessed, the similarity between the querying node itself and
the node that owns the data items is computed. The over-
head of similarity computation is fixed given that the size of
the list L is predefined. The newly obtained interest similar-
ity, and the corresponding node’s address are inserted into
the list L. If the list is full, the stored neighbor with the lowest
interest similarity is dropped.

By assuming that interests of nodes will not shift in a lim-
ited time frame, the nodes collected in L possibly fall into the

same interest group as i, and will serve as candidates of its
intracluster neighbors.

4.3. Bounding clusters

Although a small-world topology can be formed along
with queries by the above clustering algorithm, existing
query schemes, for example, random walks, can only bene-
fit marginally from it as we discussed in Section 3.

To exploit the characteristics of the small-world topol-
ogy, our approach is to explicitly capture the clusters in the
underlying topology by each node i maintaining a set of in-
tercluster neighbors in other interest groups, and intracluster
neighbors in its own interest group.

For intercluster neighbors, a node i can learn them easily.
For example, i can issue a certain number of random-walk
messages only traveling on other nodes’ intercluster neigh-
bors, and choose the nodes hit by the messages as its inter-
cluster neighbors. Note that the list L collects candidates of
its intracluster neighbors and should not overlap with the set
of intercluster neighbors.

Thus, it is of the most importance to learn the intraclus-
ter neighbors, which can be selected from the nodes collected
in the list L. The purpose of intracluster neighbors is to con-
fine intracluster queries within a specific interest group. Two
nodes falsely regarded as intracluster neighbors may create a
dramatic impact because an intracluster query may traverse
to another cluster with different interests. On the contrast,
two nodes i and k that are falsely regarded as intercluster
neighbors will only have limited impact, because i and k may
be connected by other intermediate intracluster neighbors j.
In addition, the chance of i and k falling into the same cluster
tends to become larger along with query procedures if they
are in the same interest group.

Based on this observation, we propose a labeling algo-
rithm, which ensures that if a link (i, j) is labeled as an intra-
cluster edge, then i and j are in the same interest group with
high probability.

For a node i, we normalize the interest similarity of its
neighbors j in L as follows, where k is the neighbor of i:

pi, j = Ai, j
∑

k Ai,k
. (3)

If a matrix P is organized such that its i, jth element is
pi, j , then the rows in P sum to 1 as the matrix P is row
stochastic. Intuitively, pi, j can be viewed as the transition
probabilities for the Markov random walk.

The transition probability pi, j can serve as a good metric
to determine whether i and j are in the same interest group
or not by introducing a threshold, denoted as T , as a lower
bound. T can be set as a relatively larger value, because the
false negative has limited impact as discussed. Suppose there
are α neighbors in L that are possibly in the same interest
group with i. T can be set as 1/α. Note that pi, j and T are
computed by node i locally. Thus, the labeling algorithm does
not involve any extra communication.
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5. A HYBRID QUERY SCHEME

5.1. Mixing intercluster queries and
intracluster queries

By explicitly capturing the cluster structures in the underly-
ing network, we can formally define the following three types
of query messages.

The first one is called l-query message, which is a spe-
cial type of intercluster message only traveling on intercluster
neighbors. The purpose of it is to quickly locate the clusters
that may share similar interests with the source node and dis-
perse intra-queries among different clusters. Messages in this
type are issued by the source node, and walk among differ-
ent clusters randomly. Moreover, if the queried data is in the
source node’s interest group, l-query messages should piggy-
back the source node’s frequency vector, such that nodes hit
by the messages can determine whether their clusters share
similar interests with the source node.

The second one is called s-query message, which is a spe-
cial type of intracluster message confining itself within a spe-
cific cluster by doing uniform random walks only on intra-
cluster neighbors. s-query messages are only spawned/issued
in the clusters that share similar interests with the source
node. The purpose of it is to exhaustively search nodes that
fall into the same interest group as the original node. Mes-
sages in this type are spawned by l-query messages when clus-
ters sharing similar interests are hit.

Now the problem is how a node estimates to what extent
the cluster has been covered. If the cluster has been well cov-
ered, the s-query message should be discarded in order to re-
duce the query overhead. Accurately estimating the covering
time of a cluster is difficult and resource-consuming in a dis-
tributed system. Heuristically, if the message has been con-
secutively hitting a certain number, denoted as h, of nodes
that have been visited before, it indicates that most of nodes
have been covered, and hence, the message should be dis-
carded. This information can be maintained by a counter in
each s-query message.

The last one is called b-query message, which is also a
special type of intracluster message similar to s-query mes-
sage. But b-query messages may be spawned in clusters that
have different interests. The purpose of it is to support blind
search, because occasionally, the queried data may be out of
the source node’s interest group. The chance that the queried
data item in a cluster has different interests is very small.
Thus, once a b-query message hits a node that has been vis-
ited by intracluster messages before, the message is discarded
in order to reduce the query overhead.

To control the communication overhead, the total num-
ber of concurrent query messages has to be limited. The
source node needs to count the number of l-query, s-query,
and b-query messages, denoted as ml, ms, and mb, respec-
tively. The overhead to maintain the counter is negligible
given that the counter needs to be updated only if s-query
message or b-query message is spawned or discarded. Only
if the summation of ml, ms, and mb is smaller than a cer-
tain number, denoted as m, a new b-query message can be
spawned to support blind search. s-query messages can be

spawned without restriction, and thus, the total number of
concurrent messages may be larger than m temporarily. In
addition, all messages need to periodically check the status
of the source node so that they can stop if the query has been
successfully returned.

With these three types of messages, a query scheme is de-
signed as follows.

Initialization

To initiate a query request, a node u issues a number ml of
l-query messages. If the queried data item falls in u’s inter-
est group, l-query messages carry the source’s frequency vec-
tor, and a certain number ms of s-query messages are issued
to exhaustively search its own cluster. Otherwise, a b-query
message is issued in the meantime.

Receiving an l-query message

In the case of a node u receiving an l-query message, it calcu-
lates the interest similarity with the source node. If u shares
similar interests, for example, the similarity is larger than a
small value, it spawns a new s-query message and update ms

maintained by the source node. Otherwise, a new b-query
message is spawned if the node has not been hit by s-query
messages and b-query messages, and ml + ms + mb < m. Fi-
nally, node u forwards the received message to a randomly
selected intercluster neighbor.

Receiving an s-query message

In the case of a node u receiving an s-query message, if u
has been hit by s-query messages or b-query messages, it in-
creases the counter in the message by 1. Otherwise, it resets
the counter to 0. Next, if the counter is larger than the thresh-
old h, the node discards the message and notifies the source
node to update the counter ms. Otherwise, it forwards the
message to a randomly selected intracluster neighbor.

Receiving a b-query message

In the case of a node u receiving a b-query message, if it has
been hit by messages in s-query messages and b-query mes-
sages, the node discards the message and notifies the source
node to update the counter mb. Otherwise, it forwards the
message to a randomly selected intracluster neighbor.

Our scheme can be considered to be stateful, in which if
the same queries are reissued multiple times, less intracluster
queries will be spawned in the clusters that have been well
searched, and in contrast, more intracluster queries will be
spawned in the less-searched clusters, resulting in stronger
ability to discover more resources/replicas.

5.2. Reducing the communication overhead

By mixing intercluster and intracluster queries, it can be ex-
pected that the system performance can be improved signifi-
cantly. Because the access vector Vu of a node u can be fixed
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Figure 5: The effect of the average number of queries on the cluster
size.

to a small size, the extra overhead will not increase largely
(only l-query messages need to carry the frequency vector).

Moreover, l-query messages only travel among different
clusters, and the number of clusters, especially in a well-
clustered network, is much smaller comparing to the real
network size. It can be expected that most of clusters can
be covered by l-query messages within a small number of
hops. Thus, l-query messages can remove the frequency vec-
tor from the payloads after a certain number of hops. In the
meantime, a source node can specify one l-query message
to keep the frequency vector for the case that some clusters
sharing similar interests with the source node have not been
discovered after the specified number of hops.

6. SIMULATION

In this section, the performance of the proposed clustering
algorithm and query scheme is studied by simulations. If not
explicitly defined, the default number of nodes is 10 000, and
each node maintains 1 000 data items, which are randomly
generated. The number of nodes in each interest group is
150, the average number of queries issued by each node is 30,
and the threshold h is equal to 10. We set m to be 32, and ml

to be 16. Moreover, the probability of a node incorrectly clas-
sifying its queries or data items is 0.1. We also simulate other
scenarios, in which nodes classify its queries or data items
with various probabilities. The simulation results are similar,
except that it takes a few more queries for the converge of the
clustering algorithm.

We compare our scheme to random walks, in which
a source node issues 32 random walk messages in each
query, correspondingly. We also have compared our scheme
to flooding schemes. As expected, we observe the flooding
schemes suffer from very large communication overhead.

In Figures 7–10, the legend “Uniform random walks
(0)”/“Uniform random walks (1)” denotes that the queried
data items are out of/in the source node’s interest group in
the uniform random walks query scheme, and similarly “In-

160140120100806040200

Group size

Clustering algorithm

0

20

40

60

80

100

120

140

160

C
lu

st
er

si
ze

Figure 6: The interest association is a good metric to estimate in-
terest similarity.
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Figure 7: The percentage of returned query within a specific hop
number.

ter/intra (0)”/“Inter/intra (1)” denotes that the queries are
out of/in the source node’s interest group in the proposed
scheme.

First, we study the effectiveness of the metric measuring
interest similarity and the clustering algorithm. In Figure 5,
it is observed that when the average query number is larger
than 10, the algorithm reaches a stable state and almost all
nodes in the same interest group form a single cluster. It indi-
cates that our algorithm converges fast with the average num-
ber of queries, which is especially useful in P2P networks,
where nodes tend to join/leave the system more frequently.

By Figure 6, it can be observed that the average number
of nodes in a cluster is almost the same as group size, demon-
strating that Au,v can effectively measure the nodes’ interest
similarity.
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Figure 8: The percentage of returned query within a specific mes-
sage number.

Second, we study the performance of our scheme with
respect to query latency and communication overhead.

In Figure 7, it is observed that if the queried data items
fall into the original node’s interest group, the number of
hops needed for the majority of the queries is significantly
reduced to about 20, while in the uniform random walks, it
takes a much longer time. Correspondingly, the number of
messages is also much smaller in our scheme than that in
random walks, as shown in Figure 8. The figures also show
that if the queried data are out of the source node’s interest
group, the performance of our scheme is similar to uniform
random walks. Note that a longer response time is accept-
able since only a few queries will be out of source node’s in-
terest group in many P2P networks. In addition, these two
figures also demonstrate that random walks for queries in
the source node’s interest group can only benefit marginally
from the underlying clustered topology, for example, only a
little larger percentage of them can be returned than those
out of source node’s interest group within the same number
of hops (messages).

We also have studied the performance of a network, in
which each group consists of multiple different clusters, as
shown in Figures 9 and 10. The results show the similar
trends, which keeps true with respect to all other metrics
that will be studied later. Moreover, comparing Figure 7 with
Figure 9, and Figure 8 with Figure 10, it can be observed that
the performance of random walks in two different (well-
clustered and poor-clustered) networks is similar, which fur-
ther verifies our argument in Section 3.

As have been observed, when the queried data items are
in the source nodes’ interest group, our scheme works much
better than random walks. The reason behind it is that our
scheme can discover more distinct nodes in the source nodes’
interest groups within the same number of messages or hops,
as shown in Figures 11 and 12. In these figures, it can be ob-
served that within the first 1 000 messages or 30 hops, more
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Figure 9: The percentage of returned query within a specific hop
number in a less-clustered network.
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Figure 10: The percentage of returned query within a specific mes-
sage number in a less-clustered network.

than 120 nodes in the source node’s interest group have been
searched by query messages. Consequently, the majority of
queried data falling into the node’s interest group can be
found with smaller overhead and shorter latency. It also in-
dicates that our scheme has a strong ability to locate more
replicas since it can discover a much larger number of nodes
sharing similar interests.

Occasionally, the queried data item may be maintained
by nodes in other interest groups, or classified into wrong in-
terest group by source node. In the former case, l-queries will
not carry any interest information, but in the latter case, l-
queries will carry wrong interest information. In both cases,
the efficiency of our query scheme can be evaluated by the
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Figure 11: The number of distinct nodes discovered in the same
group within a certain message range.
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Figure 12: The number of distinct nodes discovered in the same
group within a specific hop number.

number of distinct nodes discovered by queries, including
those out of the source node’s interest group, within a certain
number of messages and hops. Note that whether the queries
are in or out of the original node’s interest group makes no
difference to random works. Figures 13 and 14 show that in
the first 1 000 messages, if the queries carry interest infor-
mation, fewer distinct nodes can be searched in our scheme.
The reason is that s-query messages mistakenly exhaustively
search the nodes in the clusters that share “similar” inter-
ests in the beginning, which has been demonstrated by our
previous simulations. Consequently, the number of b-query
messages is limited. Along with the increment of the num-
ber of messages/hops, our scheme works similar to the uni-
form random walks. It is because after most of nodes sharing
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Figure 13: The percentage of messages discovering distinct nodes
within a certain message range.
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Figure 14: The total number of distinct nodes discovered within a
specific hop number.

similar interests are covered, more b-query messages will be
spawned to search clusters with different interests, which are
able to discover more distinct nodes. In addition, by the fig-
ures, if the queries carry no interest information, our scheme
works similar to uniform random walks.

7. CONCLUSION

In this paper, we strictly define the metric to measure the in-
terest similarity between nodes. A distributed clustering algo-
rithm has been also presented, which gives P2P networks bet-
ter resilience to network dynamics. We propose an algorithm
to explicitly capture clusters in the underlying networks
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without any extra communications. A query scheme mix-
ing intercluster and intracluster queries has been designed
for unstructured P2P networks. It can achieve a better trade-
off among communication overhead, response time, and the
ability to locate more resources (replicas). The performance
of the algorithms has been demonstrated by simulations.
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1. INTRODUCTION

The explosive growth of Internet connections in the last
decade has resulted in an increase in the use and popularity
of online peer-to-peer (P2P) communities. While the growth
of these communities advances distributed applications like
file transfer, remote storage, and computation, it is becom-
ing increasingly critical to manage trust relationships in or-
der to improve the performance of these applications. Large-
scale P2P communities, like Gnutella [1], rely on cooper-
ation among network peers. These communities, however,
neither enforce cooperation nor centrally control peers. Peers
are anonymous and self-interested, behaving only in their
best interests. While this open nature of a P2P community
is increasing the number of participating peers, it also makes
these communities extremely difficult to police and vulnera-
ble to attacks, thereby reducing the performance of the net-
work.

As a popular P2P network, Gnutella is susceptible to a
variety of attacks. One common attack is “whitewashing,”
where a free-riding node repeatedly joins the network un-
der a new identity in order to avoid the penalties imposed
on free-riders. A more serious attack is when dishonest peers

distribute viruses and Trojan horses hidden as files. The
VBS.Gnutella worm, for example, stores Trojan-horse exe-
cutable files on network peers [2]. Meanwhile, a Gnutella
worm called Mandragora registers itself as an active peer in
the network, and provides a renamed copy of itself for down-
load in response to intercepted queries [3]. Finally, dishonest
peers often pass corrupted or blank files as legitimate con-
tent.

In order to reduce transaction risks and improve per-
formance, P2P networks need to motivate cooperation and
honest participation within their networks. Reputation sys-
tems help address this need by establishing a trust mecha-
nism that enables peers to decide who to trust before un-
dertaking a transaction. The predictive power of reputation
assumes that a peer’s past behavior is indicative of its future
behavior. Feedback from all the peers that have previously in-
teracted with a peer are aggregated to compute the first peer’s
reputation. Such a reputation mechanism, consequently, en-
ables a community to police itself in order to establish social
control.

A large amount of literature confirms the fact that rep-
utation systems are an effective means of social control [3–
9]. Within the bounds of their assumptions, these systems
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demonstrate the ability to significantly reduce the number
of malicious transactions and improve cooperation in a net-
work. Despite these proposals, designing a robust and reli-
able reputation system is still largely an open challenge. The
trust model used in existing reputation systems is extremely
vulnerable to misleading or unfair feedback.

The challenge, therefore, lies in building a reputation sys-
tem that is effective despite attacks that compromise the re-
liability of feedback. Most existing reputation systems either
average a peer’s lifetime ratings, resulting in the “increased
trust by increased volume” vulnerability, or correlate service
trust to imply feedback trust. The latter assumes that peers
reputed to provide trustworthy service, in general, provide
trustworthy feedback. While useful as a simple defense, such
an assumption can easily fail or be manipulated. For exam-
ple, colluding nodes can offer honest service for the express
purpose of boosting their reputations so they can badmouth
other peers. Countering false feedback attacks is a critical
challenge that needs to be addressed to improve the perfor-
mance of reputation systems, and consequently, peer-to-peer
networks.

With this research challenge in mind, this paper offers
three contributions. First, we discuss the various types of
false feedback (or rating) attacks that can compromise exist-
ing reputation systems. We then discuss different reputation-
based trust approaches that have been proposed for P2P net-
works and analyze their ability to overcome these false rat-
ing attacks. Next, we describe our scalable globally decou-
pled reputation model, which decouples each per-user repu-
tation rating into a service rating and a feedback rating. The
credibility of a peer’s feedback in our model is weighed by
its reputation as a service recommender, and not as a ser-
vice provider. Finally, we use extensive evaluations to com-
pare our trust model against some of the existing approaches,
including the approach of averaging lifetime ratings, the cou-
pled trust approach, and PeerTrust’s personalized similarity
trust metric, a system that employs a similar decoupled trust
policy [10]. Our simulations show that decoupled trust mod-
els provide significantly more accurate reputations by detect-
ing and isolating malicious peers. We also demonstrate the
effectiveness and scalability of our decoupled system on peer
traces gathered from Maze, a large scale peer-to-peer file-
sharing system.

The remainder of the paper is organized as follows. We
begin by identifying related work in Section 2. In Section 3,
we describe our decoupled trust model and present our repu-
tation system. Next, we classify unfair ratings attacks and dis-
cuss some reputation-based approaches employed to counter
these attacks in Section 4. Our experimental evaluations in
Section 5 perform detailed comparisons of our proposed
trust model with respect to the different reputation models
and different unfair ratings attacks discussed in Section 4. We
evaluate our system using trace-driven simulations from the
Maze file-sharing system in Section 6. Furthermore, we em-
ploy the Maze logs to compare the PeerTrust decoupled algo-
rithm and our decoupling approach and highlight some vul-
nerabilities inherent to PeerTrust. Finally, we discuss impli-
cations of our system in Section 7 and conclude in Section 8.

2. RELATED WORK

Significant prior work has shown that reputation systems, if
reliable, can effectively motivate trustworthiness and cooper-
ation [3, 5, 7–13]. Reputation systems can build trust mod-
els using two approaches. One approach is to use only first-
hand information to evaluate peers. While highly reliable, a
firsthand-only approach does not employ all reputation in-
formation available in the network, making it highly ineffi-
cient and unscalable. Firsthand information proves sufficient
if a peer locates honest service providers with which it repeat-
edly transacts [14].

Almost all reputation systems use global information,
that is, peers aggregate opinions of all other peers that have
interacted with them in the past. While global reputations are
efficient and help to quickly detect misbehavior in the sys-
tem, they are vulnerable to false ratings and collusion. One
technique that incorporates global information is a simple
averaging or summarizing of ratings. EBay, the largest online
auction site, uses a reputation-based trust scheme where, af-
ter each transaction, buyers and sellers rate each other using
the Feedback Forum [15]. Because EBay uses a central author-
ity to manage all communication and coordination between
peers, it essentially eliminates much of the complexity that
exists in a decentralized system.

Simple summarizing schemes, in general, are highly vul-
nerable to malicious participants that increase their trans-
action volume to hide frequent misbehavior. A peer could
increase its trust value by increasing its transaction volume,
thereby hiding the fact that it frequently misbehaves at a cer-
tain rate. For example, a peer could undertake a thousand
good transactions of low value (say, worth $1) and use the
accumulated good reputation towards one dishonest trans-
action of high value (say, worth $1000). Additionally, if all
ratings are given an equal weight, Sybil attacks and collusion
are encouraged.

Therefore, to incorporate global information effectively,
trust models must account for the credibility of the service
raters using different trust propagation mechanisms. Exam-
ples include transitive trust, coupled trust, or decoupled trust.
The underlying principle of transitive trust is if A trusts B
and B trusts C, then it is likely that A trusts C. Reputation
systems employ such web-of-trust chains to establish and
propagate trust among peers. In general, longer chains im-
ply greater risk of encountering a malicious link. Schemes
like weighing ratings of a transitive chain by the reputation
of the least reputed peer in the chain [16], employing a node
distrust table [6], and using pretrusted peers [8] have been
proposed.

Coupled trust approaches assume that peers reputed to
provide trustworthy service, in general, will be likely to pro-
vide trustworthy feedback. We cite two well-known exam-
ples of reputation systems that rely on the correlated trust
assumption. Aberer and Despotovic propose a decentralized
reputation system for P2P networks where data is stored on
a P-Grid [5]. Their system assumes that most network peers
are honest, and reputations in the system are expressed as
complaints. EigenTrust is a reputation system for P2P net-
works designed to combat the spread of fake files [8]. Each
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peer is associated with a global trust value that reflects the
experiences of all other peers with it. These values are used as
a metric of reliability when choosing download sources.

Alternatively, some systems make use of decoupled trust,
which involves using separate metrics to evaluate service
trust and feedback trust [10, 11]. To decouple feedback trust
from service trust in PeerTrust [10, 17], peers use a person-
alized similarity measure to more heavily weigh opinions of
peers who have provided similar ratings for a common set of
past partners. In a large P2P system, however, finding a sta-
tistically significant set of such past partners is a challenge.
Peers are likely to make choices among a set of candidates
for which there is no information. In Section 6.3, we empir-
ically demonstrate how this lack of trust data information
can impact the effectiveness and scalability of PeerTrust in its
computation of trust values.

Confidant, another decoupled trust mechanism, attacks
the problem of false ratings using a Bayesian approach in a
mobile ad hoc network [11]. They distinguish between repu-
tation, which they define as how well a node behaves in rout-
ing, and trust, which is how well it behaves in the reputa-
tion system. A node distributes only firsthand information
to other nodes and only accepts other firsthand information
if those opinions are similar to its own opinion. Compared to
Confidant, where a node’s referral is interpreted subjectively
per node, our proposal produces a system-wide referrer rat-
ing per node.

Reputation ratings are normally associated with peers.
But in some cases, a reputation rating is associated with a re-
source, for example, a file in a file-sharing P2P network [18].
Damiani et al. present a detailed discussion on the advan-
tages and disadvantages of employing a pure resource-based
or peer-based reputation and propose combining both rep-
utations [3]. Storage overheads are substantially higher be-
cause the number of resources in any system tends to be sig-
nificantly larger than the number of peers. Also, it is often
not possible for a single resource to be widespread enough
to have a sufficient number of raters for it. Credence [18]
overcomes this problem by employing a web-of-trust in the
absence of direct observations.

3. OUR SCALABLE DECOUPLED TRUST MODEL

We now discuss our decoupled reputation framework and
describe the trust model used to update reputation ratings.

3.1. Reputation propagation framework

Our reputation system associates two sets of reputation rat-
ings with each peer: an aggregated service rating (SR) and an
aggregated feedback rating (FR). The service rating indicates
a peer’s trustworthiness as a service provider, for example, a
peer’s overall file-sharing behavior in a P2P file-sharing sys-
tem. The feedback rating of a peer indicates its overall trust-
worthiness as a service recommender. Additionally, each peer
maintains a list of peers that has rated it and the ratings pro-
vided by them. Service reputations are normalized values be-
tween 0.0 and 1.0 with 1.0 indicating a perfect service repu-

A

B DC

Feedback rating
Service rating

Firsthand service

Figure 1: Decoupling service and feedback reputation: after inter-
acting with B, peer A modifies B’s service reputation and also mod-
ifies the feedback reputations of B’s previous raters, C and D.

tation. Similarly, feedback reputations are normalized values
that range from 0.0 and 1.0 with 1.0 indicating a perfect rater.
Initially, SR and FR are set to 1.0 for all peers.

Consider a peer,A, that queries for a file. In order to make
a decision about which responding peer with which to trans-
act, A chooses the peer with the highest aggregated service
rating. While this choice can result in an unbalanced load
distribution in the network, a probabilistic approach can be
employed to distribute load [8]. After finishing a transaction
with service provider B, A provides B with either a rating of
0 (unsatisfactory) or 1 (satisfactory), depending on the out-
come. This rating is weighted by FR(A), that is, the feedback
rating of A. This weighting implies that A needs to be wellre-
puted as a feedback provider in order for its opinions to have
an effect on B’s service reputation. In other words, feedback
from peers with higher feedback trust ratings will have more
impact than those with lower feedback ratings. While we cur-
rently employ binary ratings to rate transaction outcomes,
our design framework works for complex ratings schemes as
well. For example, subjective ratings like Very Good, Good,
OK, Bad, Very Bad can be mapped to quantitative rating val-
ues.

At the end of the transaction, A also needs to send feed-
back rating updates to all peers that had rated B earlier. A
provides a rating of 1 to all peers that rated B with a value
consistent with A’s firsthand experience. In the case where
the outcome of A’s transaction with B did not match with a
prior service rating, A generates a feedback rating of 0 to the
originator of the rating. This rating is in turn weighted by A’s
feedback rating. This process is shown in Figure 1, where A
interacts with B, updates B’s service reputation, and updates
the feedback ratings of C and D, who contributed to B’s ser-
vice reputation.

Feedback reputations pose additional storage and man-
agement overhead. By maintaining reputation information
for only a window of recent transactions, the amount of
overheads can be controlled. Our experiments in Section 5
demonstrate that the increase in reputation accuracy justifies
this additional storage overhead.

We do not explicitly address storage and communication
issues in our model, since they are largely orthogonal to our
problem of decoupling reputation. Our trust model would
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work with a number of different storage models. For exam-
ple, peers can compute and maintain their reputations in
a self-storing model [9]. While digital signatures and time
stamps need to be built into the reputation system to en-
sure validity and integrity of the reputation data, such local
storage schemes ensure data availability, thus eliminating the
problem of a reputation storer being offline while the target
is online. Alternatively, peer reputations can be stored and
computed independently by third parties using distributed
hash table- (DHT-) based approaches [5, 8]. The dissemina-
tion of reputations can leverage the communication protocol
of the peer-to-peer network [3] or employ lookup schemes
for structured storage [10].

3.2. The trust model

In this section, we formalize our trust metric for updating
service and feedback reputations.

Our trust model is based on peer evaluation. Each peer
observes two kinds of peer evaluations: service rating(s) af-
ter it serves as a service provider and feedback rating(s) af-
ter it provides service evaluations. For each transaction be-
tween two peers (i, j), where i represents the service provider
and j represents the service requester, we define the following
terms:

(i) transaction rating (si, j): j’s firsthand observation of i’s
service for their most recent transaction (0: unsatisfac-
tory, 1: satisfactory);

(ii) transaction set, Ti: let |Ti| represent the cardinality of
the set of peers that have transacted with peer i;

(iii) peer i’s average service rating, SR(i): the life-time aver-
age rating of i based on peer evaluation;

(iv) peer j’s average feedback rating, FR( j): the life-time av-
erage rating on j’s feedback. In other words, this value
is the average credibility of j’s feedback on service sat-
isfaction.

For each peer, i, its average service rating is an average of
all the firsthand observations provided by peers with which it
transacted, weighted by their individual feedback credibility.
That is,

SR(i) = 1
∣
∣Ti

∣
∣
·
∑

j∈Ti

si, j · FR( j). (1)

Like the service rating, each peer’s feedback credibility is
based on peer evaluation. In particular, at the end of each
transaction (i, j), the service requester, j, not only sends feed-
back on i’s service, but also updates feedback ratings of all
peers that have previously transacted and rated i.

We define fk, j as the feedback rating of k by j based on
j’s current transaction with i and k’s most recent transaction
with i. If the service ratings are consistent, j rates k’s feedback
helpful or malicious. That is,

fk, j =
⎧

⎨

⎩

1, si, j = si,k,

0, si, j �= si,k.
(2)

The overall (average) feedback rating of k is the average
of the most recent feedback ratings from its peers, weighed
by their feedback credibility. The derivation is as follows:

FR(k) = 1
∣
∣T

f
k

∣
∣
·
∑

j∈T f
k

fk, j · FR( j), (3)

where T
f
k represents the set of peers that have provided feed-

back ratings for k.
In this way, we incorporate peer evaluations on both the

service provider and the requester in the computation of
trust values making them robust to peer maliciousness.

3.3. Handling dynamic peer personalities

In our proposed trust metric, a peer’s service or feedback rat-
ing is an aggregation of all the firsthand service or feedback
observations it has received in its lifetime. This long-term
aggregation makes our reputation system slow to react to
changes in a peer’s “personality.” A peer can establish a good
reputation in order to behave badly, without the results sig-
nificantly impacting its reputation. In addition, honest peers
can be subverted at any time by attackers and begin behav-
ing badly. Therefore, peer reputations must be representative
of more recent behavior rather than old ratings. To address
the issue of dynamic behavior, we employ a simple window-
based adaptation of our metric, a technique similar to that of
PeerTrust [10].

We define the following:

(a) peer i’s reference service rating, SRref(i): i’s service rating
averaged over the set ofM recent transactions.1 That is,

SRref(i) = 1
M

M
∑

m=1

SRm(i), (4)

where SRm(i) represents i’s average service rating af-
ter the (M − m)th most recent transactions provided
by i. SRref(i) provides a guideline to regulate i’s dy-
namic behavior. In particular, the following actions are
performed (in order) after each transaction with i:

SR(i) = 1
∣
∣Ti

∣
∣
·
∑

j∈Ti

si, j · FR( j)

{calculate average service rating},

SRref(i) = 1
M

M
∑

m=1

SRm(i)

{calculate reference service rating},

SR(i) =
⎧

⎨

⎩

SRref(i), SR(i)− SRref(i) > ε
SR(i), otherwise

1 M is a design parameter. We assume that, in our system, transactions oc-
cur periodically. Hence, M also directly relates to the length of the average
time window.



Gayatri Swamynathan et al. 5

{check whether performance has dropped recently},
SRm+1(i) = SRm(i), m = 1 · · ·M − 1

{update ratings over M recent transactions},
SR1(i) = SR(i); (5)

(b) peer j’s reference feedback rating, FRref( j): j’s service
rating averaged over the set of M recent feedback rat-
ings provided to j. FRref( j) is derived in a manner sim-
ilar to SRref(i).

In (3.3), if SRref(i) is smaller than SR(i) by a specified
threshold ε, it means that a peer’s performance has dropped
significantly within some recent time frame. In this case,
SRref(i) is assigned as the peer’s new reputation rating. This
time-based adaptation allows reputations to be more sensi-
tive to recent behavior and helps our system to quickly adapt
to changes in peer behavior. This approach proves particu-
larly adept in counteracting oscillating peers who alternate
between honest and dishonest behavior in order to build and
abuse good reputations.

4. SAFEGUARDING REPUTATIONS

The reliability of reputation systems is compromised by a
variety of attacks. In this section, we discuss some impor-
tant attacks to reputations, namely, unfair ratings attacks, dy-
namic peer personalities, and collusion. We also discuss three
statistical-based approaches, namely, conventional, coupled,
and decoupled PeerTrust PSM, used to safeguard reputation
systems. Our experimental evaluations in Section 5 offer a
detailed comparison of our proposed trust model with the
three reputation models and with respect to the different rep-
utation attacks discussed in this section.

4.1. Attacks to reputation systems

(i) Unfair ratings. An honest peer is one that is honest in pro-
viding service recommendations to other peers. A malicious
peer, on the other hand, tries to subvert a system by falsely
rating a bad transaction as good, and vice versa. This behav-
ior could be due to jealousy, competition, or other malicious
reasons. A malicious peer with a static personality (e.g., al-
ways behaving badly) is easily detected in the network. A
strategic peer, on the other hand, is a malicious peer that may
choose to behave honestly with some probability, in order to
confuse other peers and cheat the reputation system.

(ii) Dynamic (oscillating) peer personalities. Some peers
can exhibit a dynamic personality, that is, switching between
an honest and dishonest behavior. Behavior changes can be
based on the type or value of the transaction or the party
involved at the other end. Reputation milkers, or oscillating
peers, are one type of peer personality that builds a good rep-
utation and then takes advantage of it to do harm.

(iii) Collusion. Dellarocas identifies four scenarios in
which peers can intentionally try to “rig the system,” result-
ing in biased reputation estimates [19]. In ballot stuffing, a
colluding group inflates the colluder’s reputation which then
allows the colluder to use its good reputation towards other
malicious motives. Similarly, in badmouthing, a malicious

collective conspires against one or more peers in the network
by assigning unfairly low ratings to the target peers, thereby,
hurting their reputation. Finally, positive (and negative) dis-
crimination arises when peers provide good (and poor) ser-
vice to a few targeted peers. Controlled anonymity has been
shown to avoid badmouthing and negative discrimination,
while cluster filtering can be used to reduce ballot stuffing
and positive discrimination [19].

(iv) Sybil attacks. Douceur has shown that unless there is
a centrally trusted party, it is impractical to establish distinct
identities (i.e., one identity for one entity) in a large-scale
decentralized network [20]. There are no certificate author-
ities in a P2P network, and peers are free to generate their
own identities. This availability of free identities results in
the whitewashing attack, where a free-riding malicious peer
rejoins the network under a new identity to avoid imposed
penalties on its behavior. A peer can also generate a large
number of identities or “Sybils” to maliciously increase the
reputation of one or more of its identities. Sybil-proofing rep-
utation systems is an open challenge to current reputation
systems [21].

Current reputation schemes are highly vulnerable to
tampering via ratings attacks including the above-mentioned
unfair ratings attacks, collusion, and Sybil attacks. These vul-
nerabilities limit the reliability of reputations in predicting
a peer’s trustworthiness. By decoupling each per-peer repu-
tation rating into a service rating and a feedback rating, a
peer is accountable for its behavior both as a service provider
and service recommender. Assuming that a majority of net-
work peers are honest in nature, malicious peers that provide
poor ratings to honest peers will have little agreement with
the network as a whole. Their feedback credibility, conse-
quently, will be low. In order to cheat the reputation system,
an intelligent (or strategic) malicious peer may occasionally
concur with the network majority and rate an honest peer
correctly, thereby, getting itself a good feedback reputation.
But, by ensuring that a good feedback and service reputa-
tion is difficult to gain and easy to lose, our decoupled trust
approach forces a strategic malicious peer (or an oscillating
peer) to constantly rebuild its reputation rating. A malicious
peer spends a greater amount of time rebuilding its reputa-
tion rather than performing malicious transactions. In gen-
eral, a greater number of feedback disagreements with honest
peers results in a more rapid decline in maliciously acquired
reputations. This discourages peers from providing incorrect
service and feedback reputation ratings.

Similarly, a collusive group will give good ratings to peers
within the group and false ratings to the outside network.
Even one transaction with an honest peer, however, can bring
down the service reputation of the malicious service provider
and feedback reputations of the collusive group. Honest
peers not only rate a colluding peer poorly for bad service,
but also rate other colluding peers poorly for their incorrect
feedback. A greater number of interactions with honest peers
outside the colluding group results in a more rapid decline of
reputations within the group. Additionally, by ensuring that
a good reputation is difficult to gain and easy to lose, a ma-
licious peer spends a greater amount of time colluding and
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rebuilding its reputation rating rather than performing ma-
licious transactions. Therefore, by reducing the productivity
of unfair raters and colluders, our decoupled trust mecha-
nism is able to curtail ratings attacks.

4.2. Reputation-based trust models

We now identify three statistical reputation-based trust ap-
proaches and discuss the effectiveness of these approaches in
the presence of false feedback attacks. We will perform a de-
tailed comparison of our proposed trust model with respect
to these reputation models in our evaluation.

(i) Conventional approach. This approach is the simple
technique of averaging service ratings in order to measure the
trustworthiness of peers [7, 15]. The service trust rating of
peer, i, denoted by SRconv(i), for the conventional approach,
is derived as

SRconv(i) = 1
∣
∣Ti

∣
∣
·
∑

j∈Ti

si, j . (6)

Here, si, j is the rating given by peer j to i, valued at 0 (un-
satisfactory) or 1 (satisfactory). Ti indicates the set of nodes
that have previously transacted with i.

A simple averaging approach is flawed in several respects.
A peer can easily increase its transaction volume to hide an
occasional, or even, frequent misbehavior. Incremental rat-
ings do not affect a peer once it has established a good reputa-
tion, thereby, giving a peer little incentive to behave honestly.
For such a scheme, decaying a peer’s reputation is important,
that is, a peer’s reputation should be representative of recent
behavior rather than old behavior.

(ii) Coupled approach. This approach weighs the cred-
ibility of a peer’s feedback by its reputation as a service
provider [5, 8]. The service trust rating of peer i, denoted
by SRcoupled(i), for the coupled approach, is derived as

SRcoupled(i) = 1
∣
∣Ti

∣
∣
·
∑

j∈Ti

si, j · SRcoupled( j). (7)

By taking into account the credibility of the feedback source,
a coupled approach performs better than the simple averag-
ing approach. However, a good service provider cannot be as-
sumed to always provide good recommendations, and a bad
service provider cannot be assumed to always provide bad
recommendations. A peer providing honest service may pro-
vide false feedback about other peers’ service due to jealousy
or competition.

(iii) PeerTrust personalized similarity measure. PeerTrust
PSM decouples feedback trust from service trust [10, 17].
PeerTrust uses a personalized similarity measure to more
heavily weigh opinions of peers who have provided similar
ratings for a common set of past partners. Each peer, x, in
PeerTrust maintains a local copy of all feedback provided by
the peer. This information is accessed up by a peer, y, that
wishes to evaluate its feedback similarity with x. The root
mean square or standard deviation (dissimilarity) of x’s and
y’s feedbacks is used to compute their feedback similarity.
While statistically hard to find a significant set of such over-
lapping past partners in a large-scale network, PeerTrust is

reasonably robust compared to other approaches in handling
unfair attacks and peer collusion.

In the following sections, we perform two sets of detailed
experiments to evaluate the effectiveness, benefits, and scala-
bility of our decoupled trust approach. The first set of exper-
iments compares the effectiveness and benefits of our decou-
pled approach with the afore-mentioned approaches for rep-
utation modeling, namely, conventional averaging, coupled
service and feedback trust approach, and PeerTrust PSM. The
second set of experiments, performed on Maze transaction
logs, demonstrates the effectiveness and scalability of our
reputation system on peers in that system. We also employ
the Maze logs to compare the PeerTrust decoupled algorithm
to our system-wide decoupling approach and highlight some
of the vulnerabilities inherent in PeerTrust.

5. EXPERIMENTAL EVALUATION

We evaluate our decoupled trust model using a number of
simulated and trace-driven experiments. In the following
section, we describe our simulation setup, and examine the
accuracy of our system in a variety of environments ranging
from a network with malicious peers, strategic peers, peers
with oscillating behavior, and colluding peers.

5.1. Simulation setup

We have implemented our simulator in C using tools in-
cluded with the Stanford Graph-Base (SGB) [22]. We use
graphs in the SGB platform to represent members of a P2P
community. For our simulations, we use graphs of 100 to
5000 peers generated from the GT-ITM topology generator
[23]. Table 1 summarizes the main parameters related to the
peer model and the simulation. Our results are generated
from a simulated community of 64 to 100 peers. We also run
our experiments on a community of 5000 peers but observed
no qualitative difference in the results.

Our network simulations proceed in cycles. We assume,
for simplicity, that every peer in the network makes one
transaction in each query cycle. With the help of the trust-
based selection scheme, the peer requesting the service ini-
tiates a transaction with the peer that has the highest trust
value. At the end of the transaction, the requesting peer gives
the service provider peer a rating of either 0, indicating a bad
transaction, or 1, indicating a satisfactory transaction.

The peer model includes the five types of behavior pat-
terns discussed in section, namely, honest, malicious, strategic,
oscillating, and colluding. Our experiments illustrate the ef-
fectiveness of our model against all these types of attacks and
also show better performance when compared to the three
existing reputation-based trust approaches, namely, the con-
ventional approach of averaging lifetime ratings, the coupled
approach of weighing feedback by the service reputation of
its source, and PeerTrust’s personalized similarity measure.

5.2. Metrics and experiments

In the first set of experiments, we employ three metrics
in our simulations, namely, transaction success rate, trust
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Table 1: Simulation parameters.

Parameter Value range Default value

Peer model

Number of peers in the network 50–5000 100

Percentage of honest peers 0–100 75

Percentage of malicious peers 0–100 25

Percentage of strategic peers 0–100 25

Percentage of oscillating peers 0–100 5

Percentage of colluding peers 0–25 10

Percentage of peers responding to a query request 0–20 5

Simulation
Number of query cycles in one experiment 100–10000 100

Number of experiments over which results are averaged 5 5

computation error, and computed reputation rating. First,
we define the transaction success rate as the ratio of the num-
ber of successful transactions over the total number of trans-
actions in the system. This metric enables us to illustrate the
benefit of a trust-based peer selection scheme over a random
peer selection process.

Second, we define trust computation error [10] to evalu-
ate the effectiveness of our trust model against malicious and
strategic peers. The trust computation error is the root mean
square (RMS) of the computed trust value for all peers and
the actual probability of those peers performing a satisfac-
tory transaction, that is, 1 for good peers, and 0 for mali-
cious peers. The RMS error is a value that ranges from 0 to 1.
A lower RMS error indicates a more accurate reflection of a
peer’s trustworthiness.

Finally, in order to evaluate the effectiveness of our sys-
tem against peer oscillation and collusion, we measure the
average reputation value of the oscillating and colluding peers
as transactions are being performed by them in the network.
Periodically, measuring the reputation values enables us to
measure the increase and decrease in reputation values for
these peers as they perform malicious, collusive, and honest
transactions.

5.3. Simulation results

We now present the results of our experiments and demon-
strate the effectiveness of our decoupled trust model as com-
pared to other reputation models. Data points in our figures
represent an average of results from five randomized runs.

5.3.1. Benefit of trust-based peer selection

The first experiment demonstrates the benefits of a trust-
based reputation scheme in a peer-to-peer system. A trans-
action is deemed successful if, at the end of the transaction,
the service provider is given a rating of 1. We define the trans-
action success rate to be the ratio of the number of successful
transactions over the total number of transactions. The ex-
periment proceeds by having honest peers repeatedly initiate
transactions. This method ensures completely honest feed-
back in the reputation system. As seen in Figure 2, without a
trust model, there is a 50% probability of a transaction be-
ing satisfactory. When any type of trust model is used, how-

ever, a much higher success rate is achieved. All of the models
have a success rate close to 100%. Clearly, a peer community
with a higher transaction success rate is more productive. By
avoiding transactions with untrustworthy peers, the number
of unsatisfactory transactions is reduced. This experiment,
therefore, indicates that having any kind of trust model in
place provides a significant benefit for a peer-to-peer system.

5.3.2. Effectiveness against malicious behavior

In this experiment, our objective is to evaluate the effective-
ness of our decoupled model against malicious peers as com-
pared to other trust models. A malicious peer is defined as
one that provides dishonest service and dishonest feedback at
all times. We perform the evaluations after conducting 6,400
transactions over 100 peers, that is, an average of 100 transac-
tions per peer. The percentage of malicious peers varies from
10% to 70% and the trust computation error is measured.
We define the trust computation error [10] as the root mean
square (RMS) of the computed trust value for all peers and
the actual probability of those peers performing a satisfac-
tory transaction, that is, 1 for good peers and 0 for malicious
peers.

As Figure 3 shows, the conventional approach of averag-
ing ratings is not effective against malicious behavior. This
result occurs because the approach does not consider the
credibility of the feedback provider and is particularly vul-
nerable to unfair ratings. We note that the correlated trust
approach performs well when a small percentage of network
peers is malicious. In the correlated approach, ratings as-
signed to the service provider at the end of a transaction
are weighed by the service rating of the rater. That is, the
feedback from those peers with higher service ratings will be
weighed more than those with lower service ratings. When
malicious peers exhibit static personalities, the assumption
that a dishonest peer will provide dishonest feedback holds
true. Hence, traditional reputation models that correlate ser-
vice and feedback trust work well. Malicious peers are easily
detected and avoided, resulting in a low trust computation
error.

As malicious peers become the majority (>50%), how-
ever, they begin to overwhelm honest nodes, resulting in a
significant increase in the trust computation error. Both our
decoupled approach and the PeerTrust PSM models exhibit
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Figure 2: The benefit of a trust-based peer selection scheme.
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Figure 3: Trust computation error in a network with a varying per-
centage of malicious peers.

a trust computation error of nearly 0. This result occurs be-
cause both models are sensitive to the credibility of the feed-
back source. Again, as the malicious peers become the major-
ity (> 50%), there is a slight increase in the trust computa-
tion error with our decoupled approach. This result demon-
strates the natural collusion between dishonest nodes when
they form a network majority.

5.3.3. Effectiveness against strategic behavior

The objective of this experiment is to evaluate the benefits of
decoupling service and feedback trust compared to the corre-
lated trust approach and the conventional approach. We in-
troduce strategic behavior in this experiment. Strategic peers

0 0.1 0.2 0.3 0.4 0.5 0.6
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Tr
u

st
co

m
pu

ta
ti

on
er

ro
r

Malicious rate of strategic peers

Conventional
Coupled model

PeerTrust PSM
Decoupled model

Figure 4: Trust computation error in a network with varying mali-
cious rate of strategic peers.

are malicious peers that try to “rig the system” by provid-
ing honest feedback, instead of dishonest feedback, in some
cases. We use a network with 25% strategic peers and 75%
honest peers. We vary the percent of maliciousness, X , such
that a strategic peer will act maliciously, for service and feed-
back, for 10% to 100% of the total number of its transactions.
It will provide honest feedback for the rest of its transactions.
For this experiment, we define the trust computation error
as the root mean square of the computed trust value for all
peers and the actual probability of those peers performing a
satisfactory transaction, that is, 1 for good peers, and 1-X for
malicious peers.

A number of interesting observations can be made from
Figure 4. Our decoupled approach and the PeerTrust PSM
significantly outperform the conventional and the correlated
trust approaches by reducing the number of malicious trans-
actions and having a low trust computation error. By weigh-
ing service ratings with the credibility of the feedback source,
both these approaches are able to detect strategic behavior.
As the rate of malicious transactions by malicious peers in-
creases beyond 60%, the trust computation error becomes
nearly 0. An increase in the rate of malicious transactions re-
sults in a corresponding increase in the trust computation
error for the conventional approach of averaging ratings. As
this approach does not weigh the credibility of the feedback
provider, it is unable to counter the strategic peers.

In the correlated approach, feedback from those peers
with higher service ratings will weigh more than those with
lower service ratings. By giving bad service but occasional
good feedback, strategic peers are able to take advantage of
the correlated trust assumption and fool the system. We also
note that once the rate of malicious transactions increases
beyond 40%, the trust computation error for the correlated
model decreases. This result occurs because malicious peers
are dishonest in providing service and feedback for more
than 40% of their transactions, and hence confuse the system
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Figure 5: Effectiveness of our decoupled trust model against oscil-
lating peer personalities.

less often. The coupled model, nonetheless, performs poorly
in the presence of strategic peers. On the other hand, our
decoupled model associates two ratings with each peer, one
for its role as a service provider, and the other for its role as a
service recommender. It is able to correctly identify peers as
malicious service providers or sources of malicious feedback.

5.3.4. Effectiveness against oscillating behavior

Once a peer has established a good reputation in the network,
it can abuse it by cheating occasionally. Honest peers can be
subverted at any time and begin to behave badly. In order to
motivate peers to perform honestly at all times, a peer’s repu-
tation must be representative of more recent behavior rather
than an old established reputation. To address this issue, we
calculate two reputation ratings for each peer. The first rep-
utation rating is calculated over all the transactions under-
taken by a peer, while the other is calculated over a subset of
the ratings acquired by that peer in a recent window of trans-
actions. As explained in (3.3), if the latter reputation value is
smaller that the first value by a certain threshold, we assign it
as the peer’s new reputation rating.

The objective of this experiment is to illustrate the effec-
tiveness of our decoupled approach against oscillating peer
personalities. An oscillating peer is a malicious peer that
builds and then abuses its reputation periodically. We simu-
late a community of 100 peers, with one oscillating peer and
the rest completely honest. Each peer performs an average of
500 transactions. For this experiment, the oscillating peer is
simulated to change its behavior every 50 transactions and
we periodically measure the trust value of that peer as com-
puted by an honest peer. Additionally, we vary the window
size in our experiment in order to understand its effect on
the computed trust value.

A number of interesting observations can be made from
Figure 5. First, by employing our approach, a peer’s reputa-

tion rating can drop quickly, but is hard to rebuild afterward.
Second, a smaller window results in a more rapid reputation
decay as compared to a larger window. With a large window,
a peer is still able to take advantage of its available reputa-
tion and conduct malicious transactions. Performing contin-
uous malicious transactions, however, results in an eventual
breakdown of that peer’s reputation. We also observe from
the figure that a peer can never build its reputation on previ-
ous high levels once it cycles through periods of building and
abusing its reputation.

5.3.5. Effectiveness against collusion

Service requesters and/or providers can intentionally “rig the
system,” resulting in biased reputation estimates [19]. In bal-
lot stuffing, a colluding group inflates the reputations of its
members, who can then leverage their good reputations for
attacks. Similarly, in badmouthing, a malicious collective con-
spires against one or more participants in the network by as-
signing unfairly low ratings to them and, thereby, bringing
down their reputation.

We ran experiments to observe the effectiveness of our
model against a ballot stuffing type of collusion. The objec-
tive of the first experiment is to observe the reputation of a
colluding group as computed by an honest peer. A collud-
ing peer is a malicious peer that provides dishonest service
and feedback at all times. When transacting with each other,
however, two colluding peers boost each other’s reputation
rating. For this experiment, we use a network of 100 peers
with 10% colluders and 90% honest peers. We observe sim-
ilar results for a higher percentage of colluding peers. The
experiment proceeds with each peer randomly performing
transactions with other peers. We vary the number of trans-
actions from 100, that is, an average of 1 transaction per peer,
to 10 000, that is, an average of 100 transactions per peer. Col-
luding peers collude with one another at a fixed rate of 10%,
50%, or 80% of their total transactions. We monitor the av-
erage reputation of the colluding group per query cycle.

As seen in Figure 6, the service reputation rating of the
colluding group declines rapidly in the presence of honest
peers. In the decoupled approach, honest peers not only rate
a colluding peer poorly for bad service, but also rate other
colluding peers poorly for their incorrect feedbacks.

The objective of our next experiment is to determine the
effectiveness of our decoupled approach against varying rates
of collusion. We use a network of 100 peers with 10% col-
luders and 90% honest peers. The experiment proceeds as
each peer randomly performs transactions with other peers.
We vary the probability, X , that a colluding peer undertakes
a collusive transaction. A collusive transaction implies that
both the colluding requester and provider boost each other’s
service and feedback reputations, respectively. A colluding
peer will behave dishonestly, in feedback and service, for
any noncollusive transaction. We measure the average ser-
vice reputation of the colluding group at the end of all the
transactions.

As seen in Figure 7, a decoupled approach is more sen-
sitive to peer collusion compared to a coupled approach. A
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Figure 6: Effectiveness of our decoupled trust model against collu-
sion.
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collusive rate of about 90% results in an average rating of less
than 0.1 for the group. With the coupled approach, on the
other hand, the colluding group is able to maintain about
twice that rating for the same collusive rate. The assumption
of static personalities holds true for low collusive rates as col-
luding peers fool the system to a lesser extent. However, as
the collusive rate increases, a colluding peer exhibits a more
dynamic personality, which the coupled approach is unable
to handle. Also, a higher rate of collusion implies that a col-
luding peer spends a greater amount of time colluding and
rebuilding its reputation rating rather than performing mali-
cious transactions with honest peers. Clearly, our decoupled
trust approach results in less productivity for colluding peers
as compared to the coupled approach.
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Figure 8: Architecture of the Maze file-sharing network.

6. TRACE-DRIVEN EXPERIMENTS

The previous section described our results conducted on a
simulated peer community. In this section, we use transac-
tion logs from Maze, a large deployed P2P file-sharing net-
work, to drive our simulated experiments. We give a brief
background on Maze [24] before presenting our results.

Maze is a popular Napster-like peer-to-peer network de-
signed, implemented, and deployed by an academic research
team at Peking University, Beijing, China. Maze is currently
deployed across a large number of hosts inside China’s inter-
nal network. Maze currently includes a user population of 1.4
million users and supports searches on 140 million files, 20
million of which are unique, totaling over 226TB of data. At
any given time, there are over 50 000 users online, and over
1.3 million file transfers per day [24].

Maze uses a simple centralized architecture where meta-
data for all user files is stored on a set of central index servers.
As shown in Figure 8, clients forward metadata to a FileU-
ploadServer, which is then forwarded to index servers. Other
clients issue queries to search servers. Because all transactions
go through central servers managed by the team at Peking
University, they monitor and log all users, metadata, and
transaction records.

We perform our experiments using a sequence of trans-
action logs gathered from February 19, 2005 to March 24,
2005. While this log includes more than 32 million file trans-
fers, we limit our analysis to a truncated data set that includes
transactions conducted between the first 5000 users. On av-
erage, each peer performs 15 transactions.

The format of the Maze transaction logs is presented
in Table 2. UIDc and UIDs refer to the file requester and
provider, respectively. The GlobalTime and downloadSize
fields refer to the transfer end time and the transfer size for
a given session. If downloadSize is less than totalSize, it im-
plies an incomplete transfer. End/start is the session time.
Related work has shown that significant amount of collud-
ing behavior can be observed from Maze transactions logs
[24]. While we cannot conclusively determine the full extent
of colluding behavior, we take a pessimistic approach, and
define a file transfer (transaction) as failed (or malicious) if
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Table 2: Maze transaction logs.

UIDc UIDs GlobalTime Download size Totalsize End/start

799 141532 302 1109 606 402 2959 816 2959 816 42

799 141532 302 1109 606 402 9240 638 9240 638 97

572 989318 395 1109 606 402 600 000 222 119 423 1

572 989318 395 1109 606 402 600 000 161 026 413 8

621 848435 436 1109 606 403 600 000 165 177 856 287

841 802538 283 1109 606 403 7491 756 7491 756 105

655 843791 333 1109 606 404 1684 920 1864 920 548

805 000278 815 1109 606 404 1800 000 3514 636 522

295 726634 900 1109 606 404 600 000 13 258 424 259 237

the downloadsize field equals zero or is less than half of the
totalsize field.

We now evaluate the effectiveness of our reputation-
based trust model against malicious and strategic peers in
Maze. We employ the trust computation error metric to eval-
uate our model.

6.1. Effectiveness against malicious behavior

In this experiment, our objective is to evaluate the effec-
tiveness of our decoupled approach against malicious peers
in Maze. A malicious peer always behaves dishonestly when
providing feedback and service. We identify a malicious peer
as one that has failed in more than X% of its total transac-
tions as a service provider. The extreme case is when X is
100%, that is, when a peer is defined as malicious only if it
has failed in every single transaction. The total percentage of
malicious peers, in this worst case scenario, is about 40% of
all the peers.

We vary the percentage of malicious peers in the commu-
nity by varyingX , from 5% to 40%. The experiment proceeds
as each peer randomly performs transactions with another
peer. At the end of about 75 000 transactions covering 5000
peers, an honest peer is chosen to evaluate the trustworthi-
ness of all peers and the trust computation error is measured.

As seen in Figure 9, when a small percentage of network
peers malicious, the correlated trust approach performs as
well as our decoupled ratings approach. In the correlated ap-
proach, ratings assigned to the service provider at the end of
a transaction are weighed by the service rating of the rater.
Hence, when peers exhibit static personalities, the assump-
tion that a dishonest peer will provide dishonest feedback
holds true and reputation models that correlate service and
feedback trust work well. We note that these observations
made from the Maze transaction logs are similar to the re-
sults observed in our simulated community. The trust com-
putation error in Figure 3, however, is lower than in Figure 9
since there are more transactions per peer in the former ex-
periment. This result confirms that the performance of a rep-
utation system increases with an increasing number of trans-
actions in the community. Fewer transactions per peer results
in less accurate trust ratings.

This experiment also shows that when a peer community
like Maze employs a trust management scheme, it observes a
higher transaction success rate and greater productivity.

6.2. Effectiveness against strategic behavior

We now discuss the impact of strategic peers on trust compu-
tation. The objective of this experiment is to evaluate the ef-
fectiveness of our decoupled approach against strategic peers
in Maze. A strategic peer is a malicious peer that tries to fool
the reputation system by behaving honestly in some of its
transactions. We use a network with 40% strategic peers and
60% honest peers. We vary the rate, X , that a strategic peer
will act maliciously, for service and feedback, from 10% to
100%.

The experiment proceeds as each peer performs random
transactions with other peers. At the end of about 75 000
transactions over 5000 peers, an honest peer is chosen to
evaluate the trustworthiness of all peers. We define the trust
computation error as the root mean square of the computed
trust value for all peers and the actual probability of those
peers performing a satisfactory transaction, that is, 1 for
good peers, and 1-X for malicious peers.

Figure 10 clearly indicates that our decoupled approach
outperforms the correlated trust approach by having a lower
trust computation error. Our approach is able to correctly
identify peers as malicious service providers or malicious rec-
ommenders. The trust computation error is nearly 0 in most
cases. On the other hand, strategic peers are able to take ad-
vantage of the correlated trust assumption and fool the cou-
pled model. Once the rate of malicious transactions increases
beyond 50%, however, the trust computation error for the
correlated model decreases. This result occurs because mali-
cious peers become more predictable when they are dishon-
est in more transactions than honest.

The last two experiments evaluated the effectiveness of
our decoupled trust model against malicious and strate-
gic peers in Maze. The goal of our next set of experiments
is to employ the complete Maze dataset to compare the
PeerTrust decoupled algorithm with our globally decoupled
trust model and highlight some of the vulnerabilities inher-
ent in PeerTrust.
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Figure 9: Trust computation error with respect to percentage of
malicious peers.
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Figure 10: Trust computation error in a network with a varying
malicious rate of strategic peers.

6.3. Comparison with PeerTrust’s personalized
similarity metric

An alternate mechanism proposed for decoupled reputations
is that of PeerTrust. PeerTrust proposes the use of a person-
alized similarity measure (PeerTrust PSM) to more heavily
weigh opinions of peers who have provided similar ratings
for a common set of past partners. To measure the feedback
credibility of any peer, x, a peer, y, computes the feedback
similarity between y and x over the common set of peers with
which they have interacted in the past.

While this personalized credibility provides PeerTrust
with its flexibility and robustness against maliciousness, it
is limited by the availability of trust data required for com-
puting reputations. In this section, we empirically demon-

strate two vulnerabilities: (a) PeerTrust’s vulnerability to an
overlapping set of past partners, and (b) network churn’s ef-
fect on the availability of data needed for trust computations
and, consequently, impact of the effectiveness and scalabil-
ity of PeerTrust in large distributed P2P systems. The follow-
ing experiments employ transaction logs from Maze, a P2P
file-sharing network deployed in China, to compare the per-
formance of PeerTrust PSM and our decoupled approach in
overcoming the abovementioned vulnerabilities.

6.3.1. Overlapping set of past partners

In large P2P systems, finding a statistically significant set of
overlapping partners can be challenging. In general, a greater
number of common past partners will result in an increas-
ingly accurate personalized feedback similarity measure for
PeerTrust. But an absence of such common past partners can
result in peers making arbitrary decisions among a set of can-
didates for which there is no information.

In the first experiment, we randomly sample 15.5 mil-
lion unique transaction Maze peers. As Figure 11 illustrates,
92% of the pairs do not share even a single common part-
ner. Approximately 4% of the pairs share only one common
past partner and 2% of pairs share two common past part-
ners. Clearly, there is not enough experience with a breadth
of peers for an accurate measure of PeerTrust PSM.

6.3.2. Network churn

The second limitation of PeerTrust PSM, and of reputation
systems in general, is their vulnerability to network churn.
Each peer, x, in the PeerTrust algorithm maintains a lo-
cal copy of all feedback provided by it. This information
is accessed by a peer, y, that wishes to evaluate its feed-
back similarity with peer x. High peer turnover (or churn)
in P2P systems impacts the availability of trust informa-
tion needed to dynamically compute feedback credibilities.
PeerTrust proposes an approximate trust calculation algo-
rithm (PSM/ATC) where cached service trust and feedback
similarity values are stored by each peer for reference in fu-
ture transactions. However, such cached copies cannot be
generated and maintained for every peer in the network.

In the second experiment, we evaluate the accuracy of the
PeerTrust algorithm and our decoupled algorithm in com-
puting trust while experiencing churn as modeled by the
Gnutella churn trace. We conduct 13,517 transactions (one
transaction per Gnutella peer) over a 60-hour interval (the
time interval for the Gnutella trace logs). We map transac-
tion histories of 13,517 random Maze peers to the Gnutella
peers. Each time a Gnutella requester, x, wishes to evaluate a
provider, y, it searches for local feedback data stored by y’s
previous transaction partner set, Z. If z ∈ Z is unavailable at
the transaction time, then x is unable to compute its credi-
bility similarity with z. For this experiment, we assume that
x does not hold a locally cached credibility measure for z.

We define the percentage of successful computations for
a given provider, y, as the ratio of the number of y’s past
transaction partners online at the given time with respect to
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in overcoming network churn.

the total number of y’s past transaction partners required
to compute y’s true trust value as observed by requester x.
As Figure 12 illustrates, 30% of transactions employing the
PeerTrust algorithm have 0 successful trust computations.
This implies that requesters in 30% of the cases found no past
partners online for dynamic trust computations. About 9%
of all transactions had around 5% of the transactors online
for trust computations. Only 1% of the transactions had 50%
successful operations, and less than 0.70% had 100% success-
ful operations for computing their PeerTrust PSM values.

The two experiments clearly indicate the vulnerability of
the PeerTrust algorithm to a lack of trust data. On the other
hand, our decoupled approach lends itself reasonably well to
networks experiencing churn. At the end of each transaction,
a requester, x, provides feedback updates to all peers that pre-

viously transacted with provider y. We define buffer time as
the amount of time a requester will hold feedback update val-
ues if the target is not online. We vary the buffer time from
one to two hours. A requester periodically probes targets
for online availability every 60 seconds. Here, the percentage
of successful operations is given by the ratio of total num-
ber of successful feedback updates over the total number of
feedback updates that need to be communicated by our de-
coupled algorithm. As seen in Figure 12, our decoupled ap-
proach is equally vulnerable to network churn as PeerTrust.
However, we overcome the problem of churn by employing
a buffer time window which enables requesters to commu-
nicate their feedback update values to a greater number of
target peers. As expected, the larger the buffer time window,
the greater the number of successful feedback update opera-
tions.

7. DISCUSSION

Reputations are not a guaranteed solution to the problem
of maliciousness in peer-to-peer networks. They only serve
as a risk-management technique, reducing the chances of a
peer deceiving another in an online transaction. A reputa-
tion system assumes that a peer’s past behavior is indicative
of its future behavior. This assumption, however, proves to
be incorrect when a peer is compromised. By ensuring that a
good reputation is difficult to gain and easy to lose, our de-
coupled approach is robust to common attack strategies. We
safeguard our reputation system from malicious, colluding,
and oscillating peers.

We note several implications of using a decoupled repu-
tation system. First, the use of dual service and feedback rep-
utations is likely to impact the way users choose with whom
they transact. In a traditional reputation system, a peer re-
questing a service checks the service reputations of available
peers to select a trustworthy peer with which to transact.
Because feedback reputations are also available in our de-
coupled system, service providers now have an incentive to
choose from whom they accept requests. A provider might
avoid peers that have poor feedback reputations, since those
peers might inaccurately rate the service provider’s perfor-
mance. In an actual system, this behavior will likely lead to
the isolation of both nodes who perform bad service and
nodes who give bad ratings.

The dual reputation approach imposes additional stor-
age and management overhead for the feedback reputation.
However, we note that the feedback reputation can be stored
and managed using the same mechanisms as service reputa-
tions. The additional overhead is clearly justified given the
increase in reputation accuracy and higher transaction suc-
cess rates. Finally, while users generate service ratings, feed-
back ratings are generated automatically without user in-
volvement.

8. CONCLUSIONS

Reputation systems establish peer trustworthiness in P2P
networks. A number of feedback attacks, however, compro-
mise the reliability of reputations generated by a reputation
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system. In this paper, we discuss these attacks and the differ-
ent reputation-based trust approaches that have been pro-
posed to counter these attacks. After a detailed theoreti-
cal and experimental analysis of existing reputation mech-
anisms, we recommend that decoupled trust approaches be
employed as they result in more robust reputations.

In this paper, we propose our own scalable globally de-
coupled trust model and demonstrate, using simulation-
based and trace-based experiments, reputation improvement
by removing the assumption of correlation between service
quality and feedback quality. We demonstrate the effective-
ness and scalability of our decoupled approach as compared
to PeerTrust, an alternative mechanism proposed for de-
coupled reputations. Our decoupled approach incorporates
global reputations of both the service provider and the re-
quester in the computation of trust values and, in this way,
makes our model more robust to peer maliciousness.
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