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The International Telecommunications Union has provided
vital statistics on ICT use, which evidently shows an increas-
ing trend of universal growth in ICT uptake. According
to ITU, in 2013, there are almost as many mobile-cellular
subscriptions as people in the world. This is attributed to
the mobile revolution, which delivers ICT applications in
education, business, government, banking, health, and so on.
Thus, the concept of mobile computing has revolutionized
people’s lives such that, nowadays, any information can be
accessed and transmitted anytime and anywhere from any
device. This new way of interacting with services basically
has two main underlying drivers: (1) availability of inno-
vative mobile devices (e.g., smartphones and tablets) and
(2) emerging ubiquitous and affordable wireless networks.
According to IndustryWeek, mobile computing is acceler-
ating in organizations as well and mobile technology is
viewed as providing the biggest boost to businesses. By 2020,
the number of connected devices globally is expected to
reach 80 billion and augmented reality facilitated via mobile
devices will penetrate most sectors: leisure, social media,
retail, restaurants, property, transport, and so on.

However, mobile computing is also a power-hungry tech-
nology.Therefore, there is a pressing need for the deployment
of sustainable mobile computing and communication which
focus on reduced energy consumption of its mobile ICT
infrastructure and CO2 emissions in order to uphold the
three pillars of sustainability: environmental, economic, and
social. This is made possible if sustainable mobile computing
platforms appropriately address the following challenges:

extension of battery life, reduction of heat dissipation from
components, power consumption, energy efficient wireless
communications, efficient resource management, and sus-
tainable power architecture. Some of the energy efficient
techniques in sustainablemobile computing are as follows: (i)
hardware: homogenous and heterogeneous multiprocessor
system-on-chip, integration ofmulticore processors andmul-
tiple accelerometers into mobile system-on-chip, context-
aware and energy aware operating systems, energy aware vir-
tual memory (PAVM), application processor integration, and
optimized scheduling in multiprocessor architectures; (ii)
Wi-Fi communication: energy aware cellular data scheduling
and energy-delay trade-off and dynamic voltage and fre-
quency scaling (DVFS); (iii) sensors: accuracy and energy
trade-off; (iv) applications: energy efficient computation
off-loading, multithreaded applications, and green software
design patterns.

The scope of this special issue is in line with recent
contributions from academia and industry on the recent
activities that tackle the technical challenges making mobile
computing and communications more sustainable. For the
current issue, we are pleased to introduce a collection of
papers covering a range of topics such as frameworks formul-
ticore mobile computing; architectures for IoT with mobile
fog servers; energy efficient schemes for video streaming
on mobile devices; security service chaining solutions for
sustainable mobile edge computing; content downloading
techniques for VANETs.
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Plenty of multimedia contents such as traffic images, music, and movies pose great challenges for content downloading due to
the high mobility of vehicles and intermittent connectivity for vehicular ad hoc networks. Roadside units or APs can improve
the efficiency of content downloading but with the cost of large investments. In this paper, an efficient content downloading
scheme is proposed with the assistance of parking clusters, which are formed by roadside parked cars. After receiving the
downloading request, the parking clusters, which the downloader will travel through according to the estimated trajectory, will
make a download scheduling for the downloader. Then the downloader acquires the content chunks while it drives through the
parking clusters. Simulation results show that the proposed scheme achieves better performance than intervehicle approach and
RSU based approach.

1. Introduction

Vehicular ad hoc networks have been envisioned to be
promising in many applications such as road safety and
the intelligent transportation system (ITS). To facilitate road
safety and enjoyable trip, there is a large amount of multime-
dia in the network, such as traffic image, surveillance video,
music, and movie provided by the content provider. One of
the most import requirements for VANETs is to distribute
these multimedia-rich contents to the mobile vehicles.

However, content downloading in VANETs poses great
challenges due to the short radio communication, dynamic
topology, lack of bandwidth, intermittent connectivity, and
high mobility of VANET. In the early days, a vehicle can
request the content from the source directly with the Internet
interface, but it achieves poor performance for the narrow
bandwidth. With the development of broad bandwidth tech-
nologies such as WiMax and 4G, a vehicle has sufficient
bandwidth to access the Internet, but with expensive ac-
cessing fee. In vehicle to vehicle (V2V) communication [1, 2],
also called intervehicle communication, the content is trans-
ferred between the two vehicle nodes when they encounter.
Intervehicle communication improves a little due to the

highly intermittent connectivity, especially for larger con-
tents. Obviously, infrastructures built in VANETs such as
roadside units (RSUs) or Access Points (APs) could dramati-
cally improve the performance of content downloading with
high bandwidth. Some of works [3–5] employ WIFI-based
APs for content distribution and perform better than the
intervehicle communication based schemes. Unfortunately,
infrastructure-based methods also have some drawbacks.
Firstly, static roadside infrastructure is hardly adaptive to
rapid-changing traffic. Secondly, the deployment of APs
influences the performance heavily. The sparser the place-
ment of APs, the worse the performance. However, Internet
APs need costly installation of power and wired network
connectivity, of which the costs can be as high as 5,000 US
dollars per unit [6]. Generally, though infrastructure does
improve connectivity, it often requires a large amount of
investment and elaborate design, especially at the city scale.

Recent efforts [7–10] show that parked vehicles can play
the role of the roadside unit. Since parking is a common
phenomenon in most cities in our daily life, parked vehicles,
especially on-street parked vehicles, are natural alternative
of the roadside unit. With on-board wireless device and
rechargeable battery, parked cars can communicate with any
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cars driving through them.With the assistance of cars parked
at the roadside, we propose an efficient content downloading
scheme for vehicular ad hoc networks. The roadside parked
cars are grouped into parking clusters on each road. When
a vehicle, called downloader, submits a downloading request
to the parking cluster, the parking cluster will know the
following trajectory of the downloader according to a trip
history model. Then it will notify the parking clusters, which
the downloader will drive through, to download a part of
the content from the content provider.While the downloader
travels through the parking clusters, it will get different parts
of the content from the parking clusters.

The remainder of this paper is organized as follows.
Section 2 discusses the related works. The problems are
described in Section 3. In Section 4, the proposed scheme
is presented in detail. Section 5 introduces simulations and
discusses the results. The last section concludes the paper.

2. Related Works

There have been lots of research works on content sharing
and delivery in mobile ad hoc networks [11–13]. Particularly,
content downloading is also a hot issue in vehicular ad
hoc networks. Ota et al. [14] investigate cooperative content
downloading in the scenario of highway VANET. A P2P-like
scheme [2] enables vehicles to exchange small content chunks
when they encounter, but with poor performance.

To improve the performance, some techniques are intro-
duced. Li et al. [15] propose CodeOn, employing symbol
level network coding (SLNC) to combat the lossy wireless
transmissions, which is robust to transmission errors and
encourages more aggressive concurrent transmissions. In
[16], Wang et al. propose a cooperative approach based on
coalition formation games, in which OBUs exchange their
possessed pieces by broadcasting to and receiving from their
neighbors. Though they achieve better performance, this
depends on the performance of OBUs. In [17], Malandrino
et al. outline the performance limits of such a vehicular
content downloading system by modeling the downloading
process as an optimization problem and maximizing the
overall system throughput.

Naturally, roadside infrastructure [3–5] is employed for
content distribution in vehicular networks. Vehicular users
can download large files from servers in the Internet through
roadside Access Points (APs). Considering that vehicular
content downloading via open WiFi Access Points (APs) can
be challenging due to sparse AP deployment with bounded
communication range and the rapid movement of traveling
vehicles, Chen et al. [18] discuss joint resource allocation
and scheduling problem for efficient content downloading
considering channel contention and scarce AP resource uti-
lized effectively. To get over that drawback and to improve a
collaborative downloading, a P2P network [19] is constructed
among the OBUs which fall out of the RSUs coverage
and a new cell-based clustering scheme is proposed, which
organizes the RSUs into a cluster, so as to improve delivery
efficiency.

In these schemes, server periodically delivers the pieces
of data to other vehicles, and then vehicles that obtain

chunks transport the data according to a carry-and-forward
paradigm to the destination vehicle. However, the highly
dynamic network topology introduces the intermittent con-
nectivity, which causes unsuccessful downloading.

Compared with the high cost of infrastructure, parked
cars on the roadside can be leveraged to play the role of the
RSUs. Liu et al. [6] present the idea of PVA (Parked Vehicle
Assistance) firstly. They investigate that parked vehicles are
natural alternative for roadside units and do not need any
deployment investment.

In [7], Malandrino et al. present a content downloading
system in vehicular networks using parked vehicles. The goal
is to share big pieces of data between vehicles and maximize
content freshness and utilize the radio resources. But data
exchange only involves one-hop communication. Moreover,
they investigate the possibility of exploiting parked vehicles
to extend the RSU service coverage. It leverages optimization
models aiming at maximizing the freshness of content that
downloaders retrieve, the efficiency in the utilization of radio
resources, and the fairness in exploiting the energy resources
of parked vehicles [20].

Liu et al. propose ParkCast [8] in their following studies,
which employs roadside parked vehicles to deliver content in
urban VANETs. However, ParkCast does not provide a spe-
cific strategy to be tackled with the unfinished downloading,
especially for the large size of content.

In [9], an energy efficient data dissemination protocol
with roadside parked cars’ assistance in VANETs is proposed.
Similarly to ParkCast, the parked cars on the roadside are
organized into several clusters, which store and distribute the
media files for moving vehicles.

Noticeably, the works on content downloading leveraging
parked vehicles all assume that the content has been already
stored in the parked cars, which is impractical.

3. Problem Statement

With the support of RSUs, vehicles can request content from
RSUs. As in Figure 1, vehicle 𝐴 enters into the road and
sends a downloading request to RSU1, which will get the
content from the content provider, and then RSU1 transmits
the content to vehicle 𝐴. If the content is too large, vehicle
𝐴 will request the remainder of the content from other
RSUs such as RSU2. As mentioned before, the high cost
of RSUs deployments poses a heavy burden for the city
government. Moreover, the optimal deployment of RSUs is
also a challengeable task due to budget limits, street layout,
and traffic changes. For example, if vehicle 𝐴 drives into a
roadwithout RSUs, it will not get the remainder of the content
until it encounters another RSU deployed in other road,
leading to long transmission delay and poor experiences.

Fortunately, the parked cars on the roadside could be
a natural alternative of RSUs. A survey [11] explores on-
street parking in Ann Arbor and the US state of Michigan. It
found that the utilization of the parking spaces is quite stable,
although each parking is short and undulated. Occupancy
ratio averages 93.0% one day during the peak. Even off-
peak occupancy ratio averages almost 80%. For all practical
purposes, the on-street parking spaces are used all of the
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Figure 1: Content downloading via RSUs.
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Figure 2: Content downloading via roadside parked cars.

time, for high parking demand. Consequently, the roadside
parking spaces can be thought to be frequently occupied and
parking lots have some “fixed” cars, as stable roadside units
in communication.

The roadside parked cars can be organized into clusters
and play the role of RSUs. As in Figure 2, vehicle 𝐴 enters
into the road; it submits a content downloading request to
Cluster1. The cluster members will download the content
from the Internet and transmit the content to vehicle𝐴. In the
meantime, Cluster1 will notify Cluster2, into which vehicle𝐴
will drive, to download the remainder of the content, so that
vehicle 𝐴 can get the remainder of the content quickly.

There are some assumptions before we present the details
of parked cars based content downloading scheme. Firstly,
we assume that vehicles are equipped with GPS and electric
maps, which are of low cost and popular nowadays. Based on

GPS and electric maps, vehicles can get current speed, loca-
tion, andmoving direction.Then the trajectory of the vehicles
can be recorded and saved. It is also a basic assumption
for the intervehicle scheme because the cars need to know
their location, by which the relay node is decided when they
encounter. ForRSUbased approach, theGPS information can
be got from the roadside unit. Secondly, we assume that the
On-Board Units (OBUs) on vehicles are powered by the car
battery, which could be charged while driving, for supporting
the communication in parking. In [21], it is demonstrated that
the energy of the car battery can power theOBUs for 80 hours
or less. It is not necessary to worry about the depletion of
the car battery because the average duration of street parking
only lasts 6.64 hours, according to a real urban parking
report [22]. Finally, we assume that some owners of the
parked cars are willing to share the resources during parking.
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Figure 3: System overview.

It can be motivated by some incentive mechanisms. Actually,
according to the experience of P2P file systems [23], there are
still 30% users who are willing to share their resources, even
if there are not any incentives.That is to say, even though they
cannot benefit from the sharing, some users are cooperative
to contribute resources.

4. The Detailed Design

4.1. System Overview. Figure 3 shows the overview of the
network. In Figure 3, there are 6 intersections (𝐼𝑖, 𝐼𝑗, 𝐼𝑘, 𝐼𝑙,𝐼𝑚, and 𝐼𝑛) and several road segments in the map. Black
vehicles are parked at the roadside and white vehicles move
along the road. Vehicle 𝐴 wants to download the content
from the content provider. Firstly, the parked cars on the
roadside are grouped into clusters. Downloader 𝐴 sends its
request for a specific content to Cluster1. Cluster1 estimates
A’s following trajectory according to a trip history model
and knows which clusters the downloader will drive through.
Considering the low bandwidth of the network, the content
may not be downloaded while driving through the road
segment. Assume that the content is divided into several
chunks. Cluster1 will make a schedule to tell downloader
𝐴 which chunks can be acquired from which clusters. At
the same time, Cluster1 notifies other clusters, which the
downloader will travel through, to download the specified
chunks in advance, so that the chunks could be transmitted
to the downloader once it enters into these clusters.

4.2. Clustering of Parked Cars. Due to the high stability and
utilization of roadside parking, clustering parked vehicles on
roadside is feasible in the city [24]. All parked vehicles (PV)
on one road are organized into a virtual cluster, even if some
of them cannot communicate with each other directly. This

is viable, for the moving vehicles (MV) will travel across
the road and help to maintain the connectivity of the whole
virtual cluster. For supporting content downloading, the
cluster head of virtual cluster needs to handle the following
three tasks: (1) The first of them is cluster management,
including membership management. (2) The second is con-
tent download scheduling. It decides the downloader that gets
content chunks from each cluster member. If the downloader
cannot finish downloading on the current road, it notifies
other clusters that the mobile car will drive through to
download the rest of content chunks. (3) The third is some
information distributed over all the clusters, such as the
average travel time on each road, which can be used to
estimate how much chunks can be acquired on the road. As
cluster members, there are three roles: (1) downloading the
chunks from the content provider based on the scheduling of
the cluster head; (2) distributing the chunks over the cluster,
so that it can be a natural database to store the content; (3)
transmitting the chunks to the downloading cars.

The election of cluster head (CH) is simple. The parked
car closest to the intersection could be the cluster head. As in
Figure 4, there are 3 scenarios of parked vehicles clustering. If
𝑙𝑖𝑗 is less than the communication radius of the vehicles,𝑅, just
one cluster head is needed to manage the cluster, as shown in
Figure 4(a). In Figure 4(b), if 𝑙𝑖𝑗 is greater than 𝑅 but it is less
than 2𝑅, there may be two cluster heads (i.e., CH𝑖 and CH𝑗)
at the two ends of road 𝑟𝑖𝑗, so that moving vehicles could get
the information of the virtual cluster as soon as possible once
they enter into the road from 𝐼𝑖 or 𝐼𝑗. When 𝑙𝑖𝑗 is greater than2𝑅, there might be some isolated parked vehicle (IPV) that
cannot communicate with any cluster members directly. As
in Figure 4(c), the moving vehicle MV1 would help the IPV
communicate with the CH𝑖 or CH𝑗 and maintain the virtual
cluster.
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Figure 4: Different scenario of clustering.

Table 1: Trip history records.

Week Day Time Source Route Destination
1 Fri. <10 Home 𝑟12 → 𝑟23 → 𝑟35 → 𝑟57 → ⋅ ⋅ ⋅ → 𝑟79 Work place
1 Fri. 16–18 Work place 𝑟79 → 𝑟57 → 𝑟35 → 𝑟23 → 𝑟12 Home
1 Sat. 14–16 Home 𝑟12 → 𝑟24 → ⋅ ⋅ ⋅ Sports
1 Sat. >18 Sports ⋅ ⋅ ⋅ Friend’s home

4.3. Trajectory Prediction. We use the trip history mobility
model presented in our previous work [25] to predict the
following trajectory of the vehicle. The idea of the mobility
model is to record the trip details of vehicles every day, as
shown in Table 1. The start time of the trip is separated into
discrete time sets: Day (Mon., Tues., Wed., Thurs., Fri., Sat.,
and Sun.) and Time (<10, 10–12, 12–14, 14–16, 16–18, >18).
Once a user starts his car, the start time and location are
recorded as “Day,” “Time,” and “Source.” While moving,
the vehicle gets position data from the GPS every several
seconds. When the car stops, the last position is denoted
by “Destination.” Then a decision tree can be constructed
based on the trip history records to predict vehicle’s moving
trajectory.

Figure 5 depicts the decision tree according to Table 1,
where the history trip records are expressed as branches and
leaves. The probability of selecting a destination is given by

𝑃𝑘𝑞 =
𝑓𝑘𝑞
𝑁𝑘 , (1)

where𝑁𝑘 is the total number of trips starting at the root node
𝑘, and 𝑓𝑘𝑞 is the number of trips according to specific time
and destination choices at the leaf node 𝑘𝑞. 𝑃𝑘𝑞 represents
the probability of moving toward the destination in history.
Since the vehicle knows current Source, Day, and Time,
it can find a Destination choice with a maximum 𝑃𝑘𝑞 in
the tree as an initial prediction. While driving, the vehicle
periodically checks whether its location is on the way to the
predicted destination. If not, the vehicle needs to calculate a
new destination probability by

𝑃𝑘𝑞 =
{{
{{
{

0, if route is impossible,
𝑓𝑘𝑞
∑𝑓𝑘 , otherwise, (2)

where 𝑓𝑘 is the total number of the rest of the trips after
removing the infeasible ones. Then it can find a new destina-
tion prediction with maximum 𝑃𝑘𝑞. According to the model,

each vehicle can predict one’s moving trajectory. If it wants
to download content, it will notify the cluster head about
the predicted trajectory, which can be utilized to make a
downloading schedule.

4.4. Content Downloading. A content file, assigned by a con-
tent identification (CID), is cropped into several chunks, each
of which is also assigned a chunk identification (ChunkID).
When downloader 𝐴 wants to download a content on the
road 𝑟𝑖𝑗, it will send the cluster head of the road 𝑟𝑖𝑗 a request,
containing a 4-tuple composed of CID, Loc𝐴Vec𝐴𝑇𝐴, and
Route𝐴, where Loc𝐴 and Vec𝐴 are the current location and
the velocity of vehicle 𝐴, 𝑇𝐴 is a vector of average travel time
on each road in the following trajectory, and Route𝐴 is the
following trajectory predicted by vehicle 𝐴, according to the
trip history model. The cluster head will know which clusters
downloader 𝐴 will bypass and can compute the number of
the chunks that the downloader can download on each road
in the following trip, as in

𝑁𝑖𝑗 =
[[[
[
∫𝑡𝑖𝑗
0
𝐶 ⋅ 𝑑𝑡
𝑆
]]]
]
, (3)

where𝐶 is theMAC throughput that can be estimated in [26],
and 𝑆 is the amount of a chunk. The cluster head will notify
downloader𝐴 about the downloading schedule that specifies
which clusters and how much chunks can be downloaded
on each road 𝑟𝑖𝑗 in the predicted trajectory. Meanwhile, the
cluster head also notified other cluster heads on the following
trajectory to download the specified chunks from the content
provider.

As shown in Figure 3, downloader𝐴 calculates its follow-
ing trajectory and sends the 4-tuple request to the cluster head
of Cluster1. Based on (3) and 4-tuple, the cluster head knows
the content is composed of 5 content chunks and makes
a schedule where the first 2 chunks can be acquired from
Cluster1, the third chunks can be got from Cluster5, and the
last 2 chunks can be downloaded fromCluster6.The schedule
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Figure 6: Road topology in survey and simulation.

will be transferred to the downloader and the cluster heads of
Cluster5 andCluster6.Moreover, the cluster headswill choose
some cluster members to download the specified chunks
from the content provider. When the downloader bypasses
these cluster members, the chunks will be transmitted to the
downloader.

5. Evaluation

5.1. Simulation Setup. Firstly, we performweeks’ survey on an
urban area of Chengdu, a city in China. As shown in Figure 6,
a real streetmapwith the range of 3600m∗2500m is selected,
including 24 intersections and 35 bidirectional roads. Each
intersection is marked by a number from 1 to 24. During
the survey, we investigated the traffic and roadside parking
statistics at different time during a day.

There are three kinds of streets with different parking
limits. The first kind permits free parking at roadside, as
𝑅1,2, 𝑅2,3, and so on, which results in a very high node
density as 300 veh/km in average.The second one, as 𝑅1,4 and𝑅4,9, lacks public parking spaces. These streets have a very
low vehicle density as 20 veh/km, which comes from some

Table 2: Simulation parameters.

Parameters Value
Number of vehicles 50∼300
Velocity (km/h) 40∼60
MAC 802.11
Data rate (bps) 2M
Radio range (m) 250
Size of content (Mb) 5∼100
Size of chunk (Mb) 2.5
Ratio of downloader 5% ∼25%
Transmitting power, 𝑃𝑇 (W) 1.5
Receiving power, 𝑃𝑅 (W) 0.8
Idling power, 𝑃𝐼 (W) 0.2
Computing power, 𝑃𝐶 (W) 4.0
Power of the car battery (W) 960

reserved parking spaces and illegal parking.The third one has
a moderate vehicle density as 98 veh/km.

In simulation, VanetMobiSim-1.1 is used to generate real-
istic urban mobility traces, which can be directly utilized by
the network simulatorNS-2.33.The history trajectory records
are collected from 30 volunteers who travel through the area
of themap in Figure 6 for 4 weeks. And each downloader will
be assigned a history trajectory record, which is chosen from
the 30 history trajectory records randomly. For evaluating
the energy consumption, the power model in [27] is used,
including the transmitting power, receiving power, and idling
power, listed in Table 2. Moreover, the computing power of
the OBUs and the power of the car battery are 4.0W and
960W, given by [21], respectively. In the simulation, parked
vehicles are located on random positions of each street,
following the densities collected in survey. Other simulation
parameters are shown in Table 2.

We evaluate our scheme with intervehicle approach [2]
and RSU based approach [3]. The downloaders are chosen
from the moving cars randomly, and each of downloaders
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Figure 7: Impact of the number of mobile vehicles.

will be assigned a history trajectory record, according to
volunteers’ travels. For RSU based approach, the number of
RSUs is crucial for the performance. As in [3], the number
of RSUs is set to 5, and the content files are stored in these 5
RSUs. When the downloader travels through the RSU, it can
submit a content request to the RSU, which will download the
content from the content provider and then transmit to the
downloader. For the intervehicle approach, the downloader
and its neighbors are cooperative to download the content
file from the content provider. For our proposed scheme,
the content file will be pieced into several chunks, and
cluster members will download chunks for the downloader
and transmit them to the downloader when the downloader
bypasses the cluster members.

5.2. Simulation Results. Comparing the protocols, we choose
to evaluate them according to the average downloading ratio,
defined as the ratio between the number of requests that
successfully download the content and the total amount of
requests.

We firstly evaluate the average download ratio of the three
approaches under different number of mobile vehicles and
the results are shown in Figure 7. The size of content is set
to 10Mb. Moreover, the percentage of the downloaders that
request content is set to 5%.

As shown in Figure 7, for the intervehicle scheme, the
more the mobile vehicles are, the more the chances to main-
tain connection with neighbors are, so that the downloading
ratio increases rapidly. Though the average downloading
ratios of the RSU based method and our proposed scheme
decrease while increasing the number of mobile vehicles, the
intervehicle performs poorer than that of the two approaches
due to intermittent communication. Our proposed scheme
performsmuch better than theRSUbased approach, reaching
90% or so, compared with 55% of the RSU based approach
when there are 150 mobile vehicles. The reason is that the
number of RSUs is not enough to cover all roads, compared
with the roadside parked cars almost covering each road.The
more mobile vehicles means more downloaders, leading to
unsuccessful downloading due to collision.

Intervehicle based approach
RSU based approach
The proposed scheme
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Figure 9: Impact of the number of downloaders.

Figure 8 describes the impact of the content size on
the average downloading ratio, while there are 150 mobile
vehicles and 10 vehicles request to download the content. As
in Figure 8, the average downloading ratio decreases with
the increasing of the content size of all schemes quickly. For
our proposed scheme, the reason is that large size of the
content means that there are more chunks for the content.
It needs more parking clusters to participate in transferring
the chunks, which is not satisfied in the simulation map.
Similarly, the RSU based approach has no enough RSUs
and high bandwidth to support the transmission of large
size content. However, the download ratio of our proposed
scheme has still 65% much more than that of the RSU based
approach. For the intervehicle approach, large size of the
content file means it needs more neighbors to download the
content cooperatively, which is hard to be satisfied if there are
not enough mobile vehicles, leading the rapid decreasing of
the downloading ratio.

Figure 9 plots how the ratio of downloader influences the
performance of all schemes with 10M content size and 150
mobile vehicles. In Figure 9, the average downloading ratio
of all schemes decreases when the number of downloaders
increases. Due to the resources of roadside parking clusters,
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our proposed scheme achieves the highest downloading ratio,
comparedwith the poorest performance of intervehicle based
approach. Of course, the intervehicle approach performs
poorest. With the increase of downloaders, they need more
neighbors to collaborate to download the content. However,
it is not an easy task and will introduce more collision.

To study the potential effect on power consumption of the
parked cars, the downloader will initiate a new request for
another content file periodically, until the end of simulation.
The energy consumption is calculated by

𝐸 = 𝑃𝑇𝑡𝑇 + 𝑃𝑅𝑡𝑅 + 𝑃𝐼𝑡𝐼 + 𝑃𝐶𝑡𝐶, (4)

where 𝑡𝑇, 𝑡𝑅, and 𝑡𝐼 are the time that the transceiver stays
in the status of transmitting, receiving, and idling. And 𝑡𝐶 is
the time spent on computation of the OBUs.The results have
been shown in Figure 10. Obviously, the power consumption
of both cluster head and cluster member increases with time
elapsing. In the earlier stage of simulation, the cluster head
consumes a little more energy than the cluster member. But
in the latter, the cluster head consumes more energy than the
clustermember.The reason is that chunks are distributed over
the networks by all parked cars including the cluster head
and the cluster member in the beginning. Once the chunks
are stored in all parked cars, the cluster member does not
distribute the chunks and only transmits the chunks to the
downloader. Though the power consumption of the cluster
head is more than that of the cluster member, the percentage
of power consumption of the cluster head is just 8.8% of
the car battery after 10 hours of parking. According to [22],
the average duration of street parking only lasts 6.64 hours,
meaning that the car battery can sufficiently supply the energy
for communicationwhile parking. Practically, a threshold can
be set to ensure that energy of the battery can fire the engine
of the car.

6. Conclusion

In this paper, a content downloading scheme with the
assistance of roadside parked cars is proposed. The parked
cars, which form a virtual cluster, play the role of RSUs,
downloading the content from the content provider and

transmitting it to the downloader. Clustersmake a schedule to
notify the downloader about how to acquire content chunks
from which clusters based on the estimated trajectory of
the downloader. Simulation results show that our proposed
scheme achieves 65% higher average download ratio than
RSU based approach.
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Employing multicore in mobile computing such as smartphone and IoT (Internet of Things) device is a double-edged sword. It
provides ample computing capabilities required in recent intelligent mobile services including voice recognition, image processing,
big data analysis, and deep learning. However, it requires a great deal of power consumption, which causes creating a thermal hot
spot and putting pressure on the energy resource in amobile device. In this paper, we propose a novel framework that integrates two
well-known low-power techniques, DPM (Dynamic PowerManagement) and DVFS (Dynamic Voltage and Frequency Scaling) for
energy efficiency in multicore mobile systems.The key feature of the proposed framework is adaptability. By monitoring the online
resource usage such as CPU utilization and power consumption, the framework can orchestrate diverse DPM and DVFS policies
according to workload characteristics. Real implementation based experiments using three mobile devices have shown that it can
reduce the power consumption ranging from 22% to 79%, while affecting negligibly the performance of workloads.

1. Introduction

Intelligent services are actively introduced into mobile com-
puting environments [1, 2]. For instance, modern black box
devices support not only the traditional recording service but
also ADAS (Advanced Driver Assistance Systems) such as
blind spot monitoring, pedestrian detection, and automatic
emergency braking. Smartphones provide voice recognition
and image processing for better HCI (Human Computer
Interface) and big data processing and deep learning for
context-aware services with the consideration of user person-
ality.

To support such intelligent services efficiently, mobile
computing devices are equipped with multiple cores. Smart-
phones have the heterogeneous multicore architecture, called
big.LITTLE, which consists of performance-optimized big
cores and energy-optimized little cores with a single ISA
(Instruction Set Architecture) [3]. Recently released embed-
ded boards for IoT (Internet ofThings) such as Raspberry Pi,
Odroid, Edison, Jetson, and Artik also provide multiple cores
[4–6].

However, employing multicore in mobile devices triggers
a new issue. As the number of cores increases, the power
consumption used by cores becomes a significant portion
in mobile devices. The increased power consumption puts
pressure on the energy resource in a mobile device due to
the limitation in battery capacity [7]. In addition, it causes
the high internal temperature in a mobile device [8], having
a potential to result in the thermal runaway [9].

To address the multicore power consumption issue, two
well-known techniques are devised [7, 10]. One is DPM
(Dynamic Power Management), also known as offlining,
which turns off individual cores in order to reduce the per-
core power consumption [11]. The other technique is DVFS
(Dynamic Voltage and Frequency Scaling), which decreases
the frequency and voltage of a core. [12].

One interesting observation is that most mobile applica-
tions have limited parallelism [13–15]. For instance, Seo et al.
analyze how the multiple cores are utilized in mobile devices
using TLP (Thread Level Parallelism) and observe that TLP
of most mobile applications is ranging from 1.4 to 3.9 [15]. It
implies that the required active cores for the applications are

Hindawi
Mobile Information Systems
Volume 2017, Article ID 9642958, 11 pages
https://doi.org/10.1155/2017/9642958

https://doi.org/10.1155/2017/9642958


2 Mobile Information Systems

less than 3.9 on average, disclosing the opportunity of DPM
and DVFS.

In this paper, we propose a new low-power framework for
multicore mobile devices. It supports both DPM and DVFS
in an integrated manner. Also, it keeps track of the CPU load
of applications and turns on/off cores or changes frequency
adaptively so that it can reduce the power consumption while
trying to minimize its impact on performance.

The framework consists of three components, namely,
online resource usage monitor, lower-power controller,
and policy manager. The online resource monitor gathers
resource usage statistics such as CPU utilization and power
measurement. The lower-power controller materializes the
DPMandDVFS techniques using the LinuxCPUhotplug and
governor mechanism, respectively [16, 17].

Finally, the policy manager provides a rule regarding
how to integrate DPM and DVFS techniques based on their
overhead and effect on the power consumption. Also, it
applies the integrated solution appropriately according to the
resource usage characteristics of applications. In addition, it
supports user interfaces so that a user can configure his/her
own control parameters.

We have implemented the framework in the Linux kernel
version 3.10 and have evaluated its effectiveness using three
mobile devices. Experimental results show that theworkload-
aware adaptability of the framework can reduce the power
consumption ranging from 22% to 79%, while not affecting
the performance of workloads greatly. Also, we observe that
the power reduction depends on the features of a mobile
device, especially in the big.LITTLE architecture.

The rest of this paper is organized as follows. In Sec-
tion 2, we explain previous studies related to this work.
Then, our proposed framework is discussed in Section 3.
Section 4 presents real implementation based experimental
results. Finally, we summarize conclusion and future work in
Section 5.

2. Related Work

As the energy efficiency becomes a critical issue, a lot of
studies have been conducted for analyzing and enhancing
the power consumption in mobile computing systems. In
this section, we classify these studies into the following
four categories: power consumption analysis, workload anal-
ysis, DPM/DVFS techniques, and system/application-level
approach.

2.1. Power Consumption Analysis. Understanding of where
and how power is consumed in mobile devices is a key
requirement for efficient power management. Carroll and
Heiser present a detailed analysis of power consumption
in mobile phones using Google Nexus One, HTC Dream,
and OpenMoko Neo Freerunner [18]. They provide not
only the overall system power but also the breakdown of
power consumed by the main hardware components. Their
analysis shows that wireless communication and display are
the heaviest power consumers. Also, CPU is identified as a
heavy consumer especially for the CPU intensive workloads
and in the suspended state.

As the number of cores increases, the power consumption
used by cores also increases sharply. Several studies demon-
strate that the power consumption increases with the number
of active cores and as the voltage and frequency increase [6–
8]. Tawara et al. also present how the power consumption
affects the internal temperature using thermography [8]. Zhu
and Shen observe that even though the power consumption
increases with the number of cores, the first activated core
incurs much higher power cost than each additional core
does in the same processor due to the shared resources [6].

2.2.Workload Analysis. Even though employingmulticore in
mobile devices increases the power consumption, it also gives
an opportunity to reduce the application execution time,
eventually leading to energy saving. To explore the opportu-
nity, several studies have examined how much parallelism is
there in mobile applications [13–15].

Gao et al. analyze how the multiple cores are utilized
in mobile devices using TLP (Thread Level Parallelism)
[13]. They report that TLP of the most mobile applications
including browser, map, music, and games is less than 2 on
average, meaning that the number of active cores used by the
majority of applications is below 2. Similar behavior is also
observed by Zhang et al. [14]. Seo et al. investigate TLP using
variousmobile benchmark applications inmobile devices and
observe that applications have TLP ranging from 1.4 to 3.9
[15].These studies uncover the necessity to turn off cores or to
adjust voltage and frequency adaptively according to different
program execution phases.

2.3. DPM/DVFS Techniques. DPM and DVFS are two well-
known techniques for dynamic energy-aware CPU manage-
ments. For DPM, Linux provides the CPU hotplug mecha-
nism that allows cores to be added to or removed from a
running kernel [16]. For DVFS, Linux supports the governor
mechanism that permits user to adjust the CPU frequency
[17]. There are several governors such as ondemand, pow-
ersave, and performance, which will be discussed further in
Section 3.

Carroll and Heiser explore how to use DPM and DVFS
to reduce power consumption [7, 19]. They propose a frame-
work, called medusa, an offline-aware frequency governor,
which integrates core offlining with frequency scaling. In
addition, they find that modern smartphones have quite
different characteristics, implying that policies that work well
on one processor can lead to poor results on another. Tawara
et al. design a framework, called idle reduction, which turns
on/off cores or changes the CPU frequency dynamically
according to the intensity of workloads [8].

These two works are closely related to our work in that
they integrate DPM and DVFS and apply them adaptively
based on workload characteristics. However, our proposed
framework differs from them in the following three aspects:
(1) we consider not only the homogeneous but also hetero-
geneous multicore devices, (2) we carefully separate policy
and mechanism to support flexibility, and (3) we provide a
configuration file with various control parameters so that a
user can easily configure his/her preferred policy.
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Figure 1: Structure of the proposed low-power framework.

Zhu et al. observe that the wakeup delay of the sleeping
cores takes hundreds of microseconds, which is at least
100 times slower than the frequency change delay [20]. To
hide this latency, they devise an anticipatory CPU wakeup
for maintaining high performance. Song et al. propose a
framework that applies low-power techniques based on user-
perceived response time analysis [21].

Wamhoff et al. design a library that assigns heterogeneous
and even boosted frequencies for accelerating performance
[22]. Chiesi et al. present a power-aware scheduling algorithm
on heterogeneous architectures to reduce the peak power
[23].

DPM andDVFS are also studied in the real-time research
area [10, 24, 25]. Bambagini et al. present a survey paper
that discusses various energy-aware scheduling algorithms
for real-time mobile systems [24]. Li and Broekaert design
a DVFS based low-power scheduler that exploits slack times
with an intratask intrusive approach [25]. Chen et al. devise
a technique that models the idle intervals of individual cores
to optimize the DVFS and DPM for real-time tasks [10].

2.4. System/Application-Level Approach. Roy et al. propose a
new operating system, called cinder, for mobile phones and
energy-constrained computing devices [26]. It supports two
new abstractions, reserves and taps, which store and distribute
energy for applications. Snowdon et al. design a framework;
they refer to it asKoala, which provides amodel, a generalized
energy-delay policy, and a single parameter for tuning the
system to an overall energy-management objective [27].

Shen et al. present a new operating system facility, called
power containers, that controls the power and energy usage
of individual fine-grained requests in multicore systems [28].
Zhu and Shen observe the energy disproportionality in
multicore devices, where the first running CPU incurs much
higher power cost than each additional core does [6]. Kwon
et al. propose a framework that predicts the computational
resource consumption on mobile devices using program
analysis and machine learning [29].

Thiagarajan et al. design an infrastructure for measuring
energy used by a mobile browser to render web pages such
as email, e-commerce, and social networking sites [30].

Using the infrastructure, they observe that downloading and
parsing CCS (Cascade Style Sheets) and JavaScript consume
a large portion of energy and recommend how to design web
pages for enhancing energy efficiency. Bui et al. propose tech-
niques, namely, adaptive content painting and application-
assisted scheduling, to improve the energy efficiency of web
page loading [31].

3. Adaptive and Integrated
Low-Power Framework

In this section, we first explain the overall structure of our
framework and principle used to design the framework.
Then, we discuss the details of each component in sequence.

3.1. Overall Structure. Figure 1 displays the overall structure
of the adaptive and integrated low-power framework pro-
posed in this paper. It consists of three components, called
online resource usage monitor, policy manager, and low-
power controller.

When we design our framework, we use the design
principle that separates policy and mechanism to support
diverse policies flexibly. The policy manager takes charge of
the policy decision, while the low-power controller provides
mechanisms for DPM and DVFS. The online resource mon-
itor is used for supporting adaptability based on resource
usage patterns including the CPU utilization and power
consumption.

Currently, the framework works on three multicore-
based mobile computing devices, namely, Odroid XU3 [32],
Raspberry Pi2 [33], andPine 64 [34].Note that the framework
can be installed any Linux-based devices since it utilizes the
standard Linux interfaces only.

3.2. Low-Power Controller. The low-power controller compo-
nent providesmechanisms forDPMandDVFS. Specifically, it
makes use of the CPU hotplug mechanism [16] for DPM and
the governor mechanism [17] for DVFS as shown in Figure 1.

The CPU hotplug is a mechanism that turns on and off
an individual core dynamically. It was originally designed to
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Figure 2: Internals of the low-power controller.

allow a failing core to be removed from a running system, but
now it is popularly used for energy management.

Figure 2 shows the internal behavior of the low-power
controller. The CPU hotplug mechanism supports a file,
/sys/devices/system/cpu/cpu_number/online file, into user
space using the sysfs file system that is a pseudo file system
exporting various kernel information in Linux. A user can
turn on or off a core by writing 1 or 0 to the file.

While turning on or off a core, the core goes through
various states such as possible, present, active, and online
[35]. At each state, the mechanism invokes various functions
provided by CPU-specific drivers such as cpu_up(), cpu_
online(), cpu_down(), and cpu_down_prepare(). Finally, the
on/off request is applied into the designated core at hardware
level.

The most time consuming job in the CPU hotplug
mechanism is the context management. To turn off a core, it
needs to save the context of a process that runs on the core and
migrates the context to another core to continue its execution.
Also, to turn on a core, it has to prepare a new scheduling
queue for the core to be active. Hence, the latency for a core
on/off is much higher than that for changing frequency of a
core. We need to consider this difference for our integrated
low-power management.

For DVFS, the low-power controller makes use of the
governor mechanism. It allows changing the frequency of
a core dynamically. It supports a file, /sys/devices/system/
cpu/cpu_number/cpufreq/scaling_governor, into user space
as shown in Figure 2.

Linux employs several default governors, namely, perfor-
mance, powersave, ondemand, conservative, and userspace
[17]. The distinctions of these governors are illustrated in
Figure 3. In the performance governor, a core always runs at
the maximum frequency. On the contrary, in the powersave
governor, a core runs at the minimum frequency.

In the ondemand governor, a core runs initially at
the minimum frequency. When a CPU load increases, the
frequency becomes the maximum frequency immediately to
minimize the effect of DVFS on the application execution

time. When the load decreases, the frequency goes down
gradually into the minimum frequency. In the conservative
governor, a core runs initially at the minimum frequency
like the ondemand governor. But, when the load becomes
intensive, the frequency increases gradually. Finally, the
userspace governor allows any frequency to be set by a user.

Commercial smartphones extend these governors, devis-
ing their own specific governors. For instance, Android uses a
governor, called interactive governor, which behaves similar
to the ondemand governor but responds more quickly [15].

Each governor is based on a subsystem, called cpufreq,
which provides interfaces to explicitly set frequency on cores.
This subsystem eventually makes use of the CPU-specific
drivers that actually implement CPU on/off and frequency
change functionality for various vendors including ARM,
Intel, and AMD.

The low-power controller integrates the CPUhotplug and
governor mechanisms and provides virtual interfaces such
as increase_computing() and decrease_computing(). These
interfaces invoke the mechanisms appropriately based on the
decision dictated by the policymanager, whichwill be further
discussed in Section 3.4.

3.3. Online Resource Usage Monitor. The online resource
usage monitor gives information about how much resources
are used by the current workload so that our framework can
apply the low-power mechanisms adaptively. It makes use of
the Linux proc file system, measuring various resource usage
statistics such as CPU utilization, memory footprint, power
consumption, and process activities. In addition, it reports
the measured statistics via a web page using Node.js.

Figure 4 presents the CPU utilization statistics measured
by themonitor on theOdroid XU3 device.This device has the
big.LITTLE architecture, consisting of four little cores (ARM
Cortex-A7) and four big cores (ARMCortex-A15).The figure
shows that the first little core (CPU0) runs at the frequency
of 1.4 GHz whose utilization for user, system, and idle state is
6.79%, 3.61%, and 88.72%, respectively.

To measure the power consumption, the monitor
makes use of the power measurement functionality
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Figure 3: Frequency changes in various governors.

Odroid XU3 board: 4 little cores (A7) and 4 big cores (A15) 

Home CPU Memory

CPU Performance

CPU STAT CPU USAGE

A7

CPU0 6.79% 3.61% 88.72%
CPU1 4.76% 2.15% 92.07%
CPU2 4.70% 1.99% 92.17%
CPU3 4.45% 1.80% 92.74%

A15

CPU4 2.76% 2.66% 93.81%
CPU5 2.15% 2.42% 94.61%
CPU6 2.71% 2.79% 93.88%
CPU7 1.88% 2.14% 95.12%
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Figure 4: CPU utilization reported by the online resource usage monitor on the Odroid XU3 device.

already equipped in a mobile device. The Odroid XU3
device supports such functionality, providing the power
consumption of each unit including big core, little core,
GPU, and RAM. For devices that do not support such
functionality, Raspberry Pi 2 and Pine 64 in this paper, we
utilize an external power meter that can quantify the overall
power consumption by assessing the voltage driven into the
power unit.

3.4. Policy Manager. Based on the measured information
provided by the online resource usage monitor, the policy
manager makes a policy that can lead to better energy effi-
ciency.Then, it enforces the policy using interfaces supported
by the low-power controller.

The policy manager introduces four control parameters,
namely, max_utilization, min_utilization, max_frequency,

and min_frequency. The former two parameters are used
to trigger the policy manager to enforce its policy while
the latter two parameters are used for DVFS. For instance,
when the current utilization of a core is higher than the
max_utilization, the policy manager is triggered to increase
computing resource.

Since our framework integrates two techniques, DPM
and DVFS, we need to have a rule about which technique is
applied first. The policy manager supports two options. The
first option is providing an interface so that a user can specify
his/her preference. The second option is giving a default
rule by considering the overhead of the two techniques and
features of mobile devices.

To devise a guideline for the default rule, we analyze
the overhead of the techniques and the power reduced by
them using the online resource usage monitor. We make the
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decrease_computing()
for each big core do

if (core.freq > parameter.big.min_freq) then
decrease core.freq to the next lower level
return

for each big core do
if (core.state == on) then

turn off this core
return

for each little core do
if (core.freq > parameter.little.min_freq) then

decrease core.freq to the next lower level
return

for each little core do
if (core.state == on) then

turn off this core
return

Algorithm 1: Pseudocode for decreasing computing resources in
the policy manager.

following three observations. First, the latency to turn off a
core is much longer than that to change the frequency of a
core. Second, the power saved by turning off a core is smaller
than that by decreasing the frequency of a core. This result
is also observed by Carroll and Heiser’s study where they
recommend that one should “offline cores conservatively and
reduce frequency aggressively” [19]. This is partly because
cores share various resources in the sameprocessor [6].Third,
the power used by big cores is much higher than that by little
cores.

Our observations lead us to design an algorithm, shown
in Algorithm 1, which is invoked when we decrease comput-
ing resource.The algorithm prefers big cores to little ones and
prefers DVFS to DPM by default. Specifically, it first tries to
reduce the frequency among big cores. If it is not possible,
it tries to turn off a big core. Again, if not feasible, it tries to
reduce the frequency and to turn off a core among little cores.
When one of the four “if” conditions satisfies, this function
returns without going further.

Algorithm 2 presents an algorithm for increasing com-
puting resources.The sequence of this algorithm is reverse to
that of the one in Algorithm 1. It gives a higher priority for
little cores. Then, it tries to turn on a core before increasing
the frequency.Thenext higher level and the next lower level in
the pseudocodes are determined by the governors, discussed
in Figure 3.

The policy manager provides a configuration file so
that a user can configure his/her preferred parameters. The
parameters includemin/max utilization,min/max frequency,
DPM/DVFS preference, monitoring period, and monitoring
number. The default values for the preference, monitoring
period, and monitoring number are DPM preference, 200
milliseconds, and 5, respectively. The monitoring number
is the number of consecutive measurements for calculating
the moving average of the CPU utilization. When it is
small, the policy tries to apply the low-power techniques

increase_computing()
for each little core do

if (core.state == off) then
turn on this core
return

for each little core do
if (core.freq < parameter.little.max_freq) then

increase core.freq to the next higher level
return

for each big core do
if (core.state == off) then

turn on this core
return

for each big core do
if (core.freq < parameter.big.max_freq) then

increase core.freq to the next higher level
return

Algorithm 2: Pseudocode for increasing computing resources in
the policy manager.

Table 1: Multicore-based mobile devices.

Device Multicore description

Odroid XU3
[32]

Octa cores (Cortex-A15
4 cores, Cortex-A7 4

cores)
Raspberry Pi 2
[33]

Quad cores (Cortex-A7
4 cores)

Pine 64 [34] Quad cores (Cortex-A53
4 cores)

aggressively. When a user prefers DVFS, the first/third part
of the pseudocodes is changed with the second/fourth part.

4. Evaluation

In this section, we first describe our experimental devices
and workloads considered in this paper. Then, we discuss
evaluation results from the powermeasurements to the power
and energy saving achieved by the proposed framework.

4.1. Experimental Environments. We have implemented the
framework on the Linux kernel version 3.10. The online
resource usage monitor uses the proc file system for mon-
itoring and reports usage statistics via a web page using
Node.js.The low-powermanager provides the integrated low-
power interfaces based on the CPU hotplug and governor
mechanism.The policymanager is implemented as a daemon
process that analyzes resource usage statistics at every 200
milliseconds and applies the integrated low-power interfaces
when the current CPU utilization is above/below the thresh-
old of the max/min utilization, whose default values are 80%
and 20% in this experiment.

Table 1 summarizes three mobile computing devices used
in this study. The Odroid XU3 device has the big.LITTLE
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(a) Video recording (b) Pedestrian detection

Figure 5: Workloads for experiments.

architecture, consisting of four little cores (Cortex-A7) and
four big cores (Cortex-A15). Each core supports the same
ISA and equips L1, L2 cache, where the size of L2 cache
for little and big core is 512 KB and 2MB, respectively. Both
the Raspberry Pi 2 and Pine 64 devices have homogeneous
four cores, Cortex-A7 andCortex-A53, respectively. Note that
the multicore architecture used in Odroid XU3, also called
Exynos 5422, is actually employed for commercial mobile
devices including Samsung Galaxy S5 and Chromebook 2.

We use three workloads for experiments. The first one
is a video recording, as shown in Figure 5(a). It is an I/O
intensive workload, recording using a camera and displaying
through LCD. The second one is the Sunspider test suite
[36]. It is a CPU intensive workload that tests JavaScript
performance including function calls, math, and recursion
without rendering. The third one is a pedestrian detection
using the Haar classifier [37].

4.2. Evaluation Results

4.2.1. Video Recording Workload Results. This section con-
sists of two parts. In the first part, we explain evaluation
results observed using the Odroid XU3 device that has
heterogeneous 8 cores. The second part is the results of the
Raspberry Pi2 and Pine 64 device that have homogeneous 4
cores. Note that, in Odroid XU3, we can measure the power
consumption of each component individually using the
measurement functionality already equipped in the device
while, in Raspberry Pi2 and Pine 64, we only measure the
overall power consumed by the device using the external
power meter, as discussed in Section 3.3.

Figure 6 presents the power measurement results of the
Odroid XU3 device when it is in an idle state. The results
are reported by the online resource usage monitor discussed
in Section 3.3. This measurement is conducted under the
baseline configuration where all hardware components are
powered on. The results reveal that big cores are the heaviest
power consumer, using 0.929 watt, while little cores, GPU,
and DRAM consume 0.155, 0.055, and 0.096 watt, respec-
tively. Note that big cores consume quite large power even in
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Figure 6: Power measurement results under the idle state on the
Odroid XU3 device.
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Figure 7: Power consumption comparison under the video record-
ing workload on the Odroid XU 3 device.

an idle state, demonstrating the importance of the DPM and
DVFS techniques.

To evaluate the power consumption reduced by our
proposed framework, we execute the video recording work-
load under the two configurations, as shown in Figure 7.
The first configuration is the baseline where any low-power
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Figure 8: Power consumption comparison on the Raspberry Pi 2
and Pine 64 device.

technique is not applied. The second configuration is under
our framework, labelled as AI-framework (Adaptive and
Integrated framework) in the figure.

Since the video recording is not a CPU intensive work-
load, it uses only one core duringmost of its execution period.
Hence, our framework turns on one little core, while turning
off other cores. On the contrary, in the baseline, all cores are
powered on and the workload mostly runs on one of the big
cores. As a result, the power consumed by big cores becomes
2.44 watt in the baseline, while that consumed in the AI-
framework is 0.13 watt due to offlining.The power consumed
by little cores is 0.42 watt in the AI-framework, higher than
that in the baseline. The overall power consumed by all cores
in the baseline is 2.66 watt while that consumed in the AI-
framework is 0.55 watt (79% reduction).

Figure 8 presents the power measurement results using
Raspberry Pi 2 and Pine 64 under the idle and the video
recording case. Note that these devices provide the frequency
change functionality only, not supporting the dynamic power
off functionality for an individual core. Hence, in this exper-
iment, the AI-framework exploits the DVFS technique only.

The results show that our proposed AI-framework can
reduce the power consumption by decreasing CPU frequency
appropriately. For Raspberry Pi2, it reduces the power con-
sumption from 0.27 to 0.23 watt under the idle state and
from 0.47 to 0.36 watt when we run the video recording
workload. For Pine 64, it reduces from 0.34 to 0.24 watt and
from 0.75 to 0.73 watt, respectively.The reduction is relatively
low for the video recording workload on the Pine 64 device.
We conjecture that the camera module equipped in the Pine
64 device consumes a large portion of power consumption,
leading to this small difference.We leave the component-level
fine-grained power analysis as the future work.

4.2.2. Sunspider Workload Results. Figure 9 presents the
number of active cores that are powered on during the
execution period of the Sunspider workload in the AI-
framework on theOdroid XU3 device. It shows that when the
workload requires a large computing resource, the number
of active cores increases up to the maximum cores. When
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Figure 9:Thenumber of active coreswhenwe execute the Sunspider
workload on the Odroid XU3 device.
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Figure 10: Power consumption, execution time, and energy saving
comparison using the Sunspider workload on the Odroid XU 3
device.

the workload does not need that much computing resource,
the active cores decrease down to the one core. It reveals that
our framework indeed supports adaptability according to the
workload characteristics.

Figure 10 presents the power consumption, execution
time, and consumed energy when we run the Sunspider
workload under the baseline and AI-framework. Note that
the 𝑦-axis is the relative value. The power consumed in the
baseline is 2.6 watt while that in the AI-framework is 1.6 watt
(37% reduction).

However, the execution time of the workload in the
baseline is 39 seconds while that in the AI-framework is
49 seconds (27% degradation). It shows the tradeoff of
the low-power techniques, reducing power consumption at
the expense of performance drop. As a net result, the AI-
framework can achieve the 19% energy saving, reducing
from 1.97 to 1.6 joule. For a CPU intensive workload, we
can mitigate the performance drop by turning off cores
conservatively, which will be further discussed in the next
section.

We also run the Sunspider workload on the Pine 64 and
Raspberry Pi 2 device. The results show that even though the
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Table 2: Power consumption and detection latency on the Pine 64
and Raspberry Pi 2 device.

Device Configuration Power
(watt)

Latency
(ms)

Pine 64
AI-framework 2.47 122.7

Baseline 1: max freq 3.18 121.6
Baseline 2: min freq 2.07 275.0

Raspberry Pi2
AI-framework 1.34 239.1

Baseline 1: max freq 1.41 230.5
Baseline 2: min freq 1.28 338.1

AI-framework provides better energy efficiency as discussed
in Figure 10, the improvement is small, ranging from 1% to
6%. Our analysis reveals that since the Sunspider workload is
CPU intensive, requiring more than 4 cores on average, the
AI-framework does not have enough chance to apply DVFS.
Note that these two devices have 4 cores, as explained in
Table 1.

4.2.3. PedestrianDetectionWorkloadResults. Wemeasure the
power consumption and average detection latency when we
execute the pedestrian detection workload on the Pine 64
and Raspberry Pi2 device, presented in Table 2. Since we can
utilize DVFS only in these devices, we conduct experiments
under three configurations. In the baseline 1, we configure
all cores to run at the maximum frequency (1152MHz for
Pine 64 and 900MHz for Raspberry Pi2). In baseline 2,
all cores are configured to run at the minimum frequency
(480MHz for Pine 64 and 200MHz for Raspberry Pi2). On
the contrary, in the AI-framework, the frequency of a core
is changed adaptively based on the current CPU utilization
and the min/max utilization threshold (20% and 80% in this
experiment).

Experimental results show that the AI-framework bal-
ances well between the power consumption and perfor-
mance. Baseline 1 provides the best performance at the cost
of high power consumption. On the contrary, baseline 2
reduces power the most but gives a noticeable impact on
performance. However, our framework can reduce the power
consumption (22% reduction for Pine 64 and 5% reduction
for Raspberry Pi2) while hardly affecting the performance of
the workload.

Table 3 shows the results when we execute the pedestrian
detection workload on the Odroid XU3 device. In this
device, the AI-framework can utilize not only DVFS but
also DPM. Therefore, we conduct experiments with four
different min_utilization threshold values that trigger the
policy manager in our framework as discussed in Section 3.4.
When the threshold becomes smaller, the AI-framework tries
to apply low-power techniques conservatively, while applying
techniques aggressively as the threshold becomes larger.

When the min utilization threshold is set as 0%, the
AI-framework tries to decrease computing resources when
the current utilization is less than 0%. It means that the
AI-framework does not apply DPM and DVFS, turning
on all cores with maximum frequency, which provides the

Table 3: Power consumption and detection latency on the Odroid
XU3 device (max utilization: 80%, min utilization: various).

Device Configuration Power
(watt)

Latency
(ms)

Odroid XU3

AI-framework: min
util = 0% 5.90 251.7

AI-framework: min
util = 10% 5.74 264.8

AI-framework: min
util = 30% 4.38 267.4

AI-framework: min
util = 60% 3.13 425.2

best performance and the worst power consumption in this
device (baseline configuration). When the threshold is 10%,
the AI-framework tries to decrease computing resources
conservatively, obtaining relatively small power reduction
(from 5.9 to 5.74 watt in this case). On the contrary, when
the threshold is 60%, it tries aggressively, yielding better
power reduction at the cost of latency. These results reveal
the tradeoff between power reduction and performance. By
setting the threshold appropriately (30% in this case), the
AI-framework can reduce the power consumption without
considerable performance degradation.

5. Conclusion

In this paper, we design a new low-power framework
for multicore mobile devices. It integrates both DPM and
DVFS techniques and applies them adaptively according
to the workload characteristics and device features. Real
implementation based experiments show that the proposed
framework balances well between the power consumption
and performance, resulting in the energy saving.

We will extend our work into the two directions. First,
we investigate the performance drop, especially for a CPU
intensive workload observed in Figure 10, using hardware-
level performance monitoring unit supported by processors.
We conjecture that workload-aware fine-grained powerman-
agement can alleviate the drop while maintaining the power
reduction benefit.The second direction is developing a what-
if engine that can predict how an alteration of frequency
or number of active cores influences energy efficiency in
advance using our framework.
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Internet of things (IoT) aims at bringing together large business enterprise solutions and architectures for handling the huge amount
of data generated bymillions of devices. For this aim, IoT is necessary to connect various devices and provide a commonplatform for
storage and retrieval of information without fail. However, the success of IoT depends on the novelty of network and its capability
in sustaining the increasing demand by users. In this paper, a self-aware communication architecture (SACA) is proposed for
sustainable networking over IoT devices. The proposed approach employs the concept of mobile fog servers which make relay
using the train and unmanned aerial vehicle (UAV) networks. The problem is presented based on Wald’s maximum model, which
is resolved by the application of a distributed node management (DNM) system and state dependency formulations. The proposed
approach is capable of providing prolonged connectivity by increasing the network reliability and sustainability even in the case
of failures. The effectiveness of the proposed approach is demonstrated through numerical and network simulations in terms of
significant gains attainedwith lesser delay and fewer packet losses.The proposed approach is also evaluated against Sybil, wormhole,
and DDoS attacks for analyzing its sustainability and probability of connectivity in unfavorable conditions.

1. Introduction

Sustainable communication is one of the key demands of
network devices. With a large number of network devices
making continuous requests, it becomes important to pro-
vide architectural support for continuous connectivity. With
a tremendous growth in the number of devices already
observed and expected in the near future, sustainable and
context-aware communication is in high demand [1].

Internet of things (IoT) has bridged the gap between the
network technology and the devices operating over it. Most
of the devices are able to utilize the network as a service
for sharing data between them. Availability and easy access
are the critical issues to be handled with a high number
of devices operating on a common platform for service
capturing [2, 3]. Infrastructure and network play a key role
in providing services to all the devices. A novel architecture
can enhance the session quality and can provide prolonged
connectivity even in the nonsupporting conditions such as
failures, network breakdowns, or security breaches.

With a demand of efficient data management, continuous
connectivity, security, and context-aware service provision-
ing, it becomes important to provide an architecture which
can maintain connections between nodes [4, 5]. Most of the
authors have defined sustainability according to the domain
and area of application such as IoT for watermanagement [6].
Use of artificial intelligence andmachine learning approaches
can be two of the key solutions for sustainable IoT. Efficient
networks can provide enhanced management and control
over the devices, whereas a slight irregularity in the network
can make it vulnerable to many issues such as privacy, trust,
and session hijacking [7–9]. A novel network can provide a
common solution for sustainable IoT and can form the back-
bone of most of the approaches.There are several approaches
that aim at the formation of sustainable IoT by considering
the service-level solutions, which are specific to a particular
domain. However, the success of such approaches depends
on the novelty in network layouts. This is an inefficient way
of enhancing connectivity until the underlying network is
not robust enough to support the service solutions. Thus,
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in order to overcome the issue of network breakdowns for
sustainable IoT, a novel architecture is proposed in this paper,
which forms an intelligent solution for node management.
The proposed approach uses a key concept of fog computing
but in a novel way by placing fog servers on a train network.

Fog computing/fogging is an innovative nomenclature
given to the near user cloud to reduce the latency involved
in the flow of data [10]. With major of its properties derived
from cloud computing, fogging also utilizes the key concept
of mobile clouds [11]. However, it should not be confused
with the mobile cloud operations, since mobile cloud aims at
utilizing the mobile devices as a platform for implementing
cloud applications which are handled as batches, whereas, in
this paper, mobile fog computing refers to placing fog servers
on fast-moving platforms which can handle the demand for
continuous connectivity irrespective of the number of users.

A multitier architecture is proposed in this paper, which
provides a self-aware communication setup for handling
services across the network. The proposed approach uses
unmanned aerial vehicles (UAVs) as intermediate flying
routers between the fixed on-ground nodes to provide imme-
diate and efficient connectivity. UAVs can fly in controlled as
well as autonomous formations [12, 13]. UAVs have already
proven their utility in the upcoming networks and can
provide coverage over the large areas [14–17]. Although server
computations can be performed on the aerial vehicles, this
requires consideration of payload which is a constraint in the
utilization of UAVs for operations that require heavy equip-
ment.

Train networks form the key part of the proposed solution
which is the actual near user site for placing the fog servers
and is an intermediate between the user network and the core
network. A distributed node management (DNM) module is
used by station terminals for managing all the network nodes
considering a state diagram which is defined over the order
of connectivity.

The proposed self-aware communication architecture
(SACA) is a multimodular hybrid network approach which
utilizes the train network and UAV network to exploit the
service-guaranteeing features of upcoming 5G networks.
Further, sensor feeding, sensor signatures, and content-based
server allocation policies are used for managing the load
by forming optimization problems using Wald’s maximum
model [18]. The key contributions of the proposed solution
are listed as follows:

(i) A novel hybrid architecture comprising train and
UAV networks using the concept of fogging

(ii) Sensor signatures and content-based server allocation
for load balancing

(iii) Highly reliable and sustainable network formation
even during node/link failures as well as during
network attacks

(iv) Intelligent decision-making in the case of network
threats and attacks using network state dependency
and DNM

The rest of the paper is organized as follows: Section 2
presents the related work. Section 3 presents the motivation

and problem statement. Section 4 gives the details of pro-
posed work along with the theoretical analyses. Section 5
evaluates the performance of the proposed approach. Sec-
tion 6 presents discussions, open issues, and comparisonwith
the existing state-of-the-art approaches. Finally, Section 7
concludes the paper.

2. Related Work

Internet of things aims at providing connectivity to all and
connectivity on the go. With a large number of devices
generating a huge amount of data and service requests, it
becomes important to provide a sustainable strategy that can
withstand such tremendous demand for connectivity. Over
the years, a lot of attempts have been made for designing sus-
tainable architectures and models to support a large number
of IoT devices.

2.1. Sustainable IoT. IoT has made life much easier for
humans but complex for the devices and technology handling
it. Handling a large number of requests, data dropouts, and
security issues and connection stability are the key metrics
for defining the sustainable IoT [2, 19]. Many architectures
and models exist which have utilized one or other features
to provide prolonged connectivity between the IoT devices
and network infrastructure. Some of them have focused on
device-to-device approach [20], while others emphasized on
device-to-infrastructure-to-device methodology [21, 22].

Riedel et al. [23] used web-service gateways along with
the code generation to enhance the sustainability of IoT
networks. However, depending heavily on the client side
gateway can add up to the issues of congestion in a network
comprising a large number of simultaneously operating
devices. Designing of efficient systems on a chip for providing
energy efficient connectivity can also provide sustainable
IoT [1]. El Kaed et al. [4] developed a semantic query
system for industrial IoT. The authors utilized the concept of
semantic tagging of products formaking a sustainable IoT for
industrial applications. However, the primary focus of their
approach is in the selection of gateways which ignores other
key factors such as reliability and fault-tolerance.

2.2. Sustainable Fogging. Cloud and fog computing based IoT
can provide a vast range of applications using the service
selection strategies [24, 25]. The operability of an efficient
fog computing environment depends on the efficient policy
formation [26].With a focus on the application-oriented near
user cloud formation, policy driver architectures can provide
sustainable connectivity. Embedding existing wireless sensor
solutions into the cloud environment allows the formation of
an efficient fog computing environment [27].

Chen [28] considered a food chain as a cyberphysical
system and proposed an intelligent approach for food trace-
ability using the concept of fog computing. The author pro-
posed an architecture that can handle the dynamics involved
in food traceability. Luan et al. [29] defined the credibility
of fog computing in bridging the gap between the mobile
applications and the cloud computing. The authors empha-
sized the virtual resource utilization and location-based
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service allocation as important aspects in building fog envi-
ronments.

Okay and Ozdemir [35] defined a fog computing model
for smart grids. The authors proposed a model which acts
as a pivot between the cloud environment and smart grids.
Their work focused on laying down the key points required in
the formation of sustainable fog architecture, such as latency,
self-healing, adaptability, security, and proximity. Tang et al.
[36] developed a hierarchical architecture for analyses of big
data systems in smart cities.Their architecture aimed at com-
bining the multiple components of smart cities together to
perform experimental evaluations of the collected data using
event-driven systems. The existing solutions are application
specific implementation of the sustainable fog computing
having a limited scope in scalability for generic implementa-
tions.

Apart from the above approaches, utilizing service as a
component of fog computing is an important paradigm in
defining reliability and sustainability. Al Faruque and Vatan-
parvar [37] presented energy management as a service over
fog computing. Energy efficient approaches can provide a
stable solution for managing the services across the network.
However, dependency only on the energy as a paradigmmay
allow the network to operate for a longer duration but cannot
guarantee continuity in the case of threats and node failures.
Further, web applications can be improved by provisioning
of intelligent and efficient fog environment as well as smart
gateways by utilizing the edge cloud architecture over fogging
[38, 39].

2.3. Train Networks. Train networks are predefined and
periodically configured networks which relay data utilizing
the access points on the stations and antennas over the trains
[40]. Trains allow support for heavy traffic as large equipment
can easily be deployed over them [41, 42]. With a fixed
route and path, a periodical approach can help to sustain
the connectivity over the train networks. However, speed
and handovers are the keys constraints for utilizing the train
networks for crucial data-sustaining applications [43–45].

Train network provides a sustainable topology which
does not change very often and the route of the trains is
changed occasionally [46]. Such property allows ease of gov-
ernance over networks. Further, with a predefined move-
ment, it is easier to localize the servers placed on trains, which
provides a controlled facility movement across the entire
network. Such key aspects make train networks suitable for
mobile server applications.

Trains can be used as a pivot for placing servers which
can provide the facility of fog computing on the move
[47]. Vehicle-based fog computing can be readily applied
to the train network since this provides better stability and
topology control over the entire network [48]. Apart from
the advantages of using train networks, it is important to fix
a location of the off-site server which will interact with the
train servers for connectivity. A central or distributed control
authority is also required which can keep a track of server
activities as well as the alterations in the topology of the train.
Such servers are the intermediate access points in connecting
the train servers to the outer network.

3. Motivation and Problem Statement

The information and communication technologies have seen
a tremendous growth in the number of users over the last
decade. With an exponential increase in the number of
users across different platforms, continuity of services and
provisioning of quality is of utmost importance. Connectivity
between almost all the devices over the network demands ser-
vice providers to facilitate fast and efficient data processing.
More users generate a large amount of data for transmission
over the internet, which causes a huge overhead. In the recent
years, a solution to such problem is provided in the form of
fog computing, which aims at the formation of private and
personalized cloud near the user, which decreases the latency
involved in the data-sharing over the internet. Although
it can provide an efficient solution for latency, it cannot
help in sustaining the continuously increasing demand of
users. Amendments are required either in the entire network
layout or in the data-handling strategies, which can provide
a scalable and sustainable approach for connecting a large
number of IoT devices with low complexity.

The problem deals with the enhancement of connectivity
between the IoT devices along with the distribution of load
appropriately with an aim of connectivity to all. The novel
network architecture and service allocation approaches are
required which can sustain a load of increasing number of
network devices without failure and can handle the pressure
of device failure during network attacks.

4. Proposed Approach

Theproposed approach aims at the formation of an intelligent
and sustainable architecture for IoT devices using multiple
UAVs and train networks. The train networks form the key
part of the proposed approach by serving as the 5G-enabled
mobile fog servers.The concept of fogging is taken to another
level by forming a private near user cloud system rather than
the traditional static fog servers.This helps inmaintaining the
logistics of fogging and allows attaining flexibility in covering
a large number of devices with efficient load balancing. Train
networks already exist in literature, where trains serve as the
mobile terminals in between the user layer and the eNodeB
considering a 4G-enabled network. However, the existing
train network does not consider the near user fogging as
well as cloud formation to improve the connectivity which
can help in sustaining the pressure of increasing incoming
requests as well as network failures.

4.1. Hybrid Fogging Using UAVs and Train Networks. This
section presents the details on the network architecture
comprising UAVs and trains. The train network is used
as a location site for placing the heavy payloads, that is,
fog servers. The fog servers are the key part of the near
user cloud systems, which allows data processing within the
communication zone of a user rather than transmitting it over
the internet. The mobile servers reduce the cost involved in
setting a new private cloud system, which otherwise remains
static and required multiple connections for covering more
users.
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Figure 1: A representative illustration of hybrid fogging using train and UAV networks for sustainable IoT.

The mobile fogging approach allows fog servers to be
traveling across the terminals with the maintenance of con-
tinuous links without consuming extra space.The storage on-
the-go is the other key feature of mobile fogging. Further,
the data can be easily distributed across the different trains
depending on the terminals traversed. A query may arise for
using UAVs as a direct fogging server between the small cell
access point (S-AP) and the home gateways (HGW), which
raises concerns regarding the payload supported by the aerial
vehicles. Since fogging deals with the fast evaluations over
data without transmitting it across the internet to a core
public/private cloud, it requires heavy servers to be placed
near user site, which is difficult for UAVs to accommodate.
Thus, trains are used as a support for mobile fog servers.

In addition to this, a train system is a well-planned net-
work, which seldom changes over the years with predecided
and fixed route of each train. Considering all these aspects, a
train system can provide strong support in the formation of
sustainablemobile architectures. A representative illustration
of the hybrid fogging using train andUAVsnetworks is shown
in Figure 1 with a hierarchical view in Figure 2. The model
comprisesmultiplemacro base stations (MBS), each covering
a zone which contains S-APs. The S-APs are the small cells

which form the bridge between the train network and the
MBS.

The underlying train network comprises two main com-
ponents, namely, fog server (FS) which forms the key part
of mobile fog cloud and train terminals (TT), which are
the access points for connectivity between the FS and other
network equipment. The direct communication with FS can
also be considered; however, since the primary task of the
proposed system is to form a sustainable communication
setup, TT allows an extra layer of protection which helps
in maintaining the continuous connectivity in the network.
The connectivity between the HGW which are connected to
multiple IoT devices is provided via an additional layer of
UAVs which serves as UAV access points (U-AP).

An existing layer of femtocell can be used for connectivity
between the HGW and the TT, but, for new network layouts,
it is recommended to use dynamic UAVs as these aerial
vehicles can reduce the cost involved in the implementation
of static networks. Since the distance between the train
network and HGW is less, UAVs can be used to provide
wireless connectivity. This network can be operated over
high-frequency wave system, but this would require low
flying support from aerial vehicles as well as a dense network
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Figure 2: A hierarchical representation of hybrid fogging using train and UAV networks.

formation between them as high-frequency systems have a
limited wavelength, which can be overcome by enhancing
power and antenna characteristics.

4.2. System Model. The network model presented in the
above section is modeled to satisfy the criteria for reliable
and sustainable communications. Let 𝐵 be the set of S-APs
which connects the underlying components to the MBS. The
underlying components include mobile FS and UAV layer
which is the bridge between the HGW and the fog servers.

Let 𝑍 be the set of station terminals (TT) which are the
transceiver antennas for connecting FS to the main network
line. Let𝑅 be the set of trains and let𝐹 be the set of fog servers
on each train. Let 𝑈 be the set of UAVs which replaced the
traditional femtocell of the networks, and let 𝑋 be the set of
users or IoT devices making continuous requests for services
over the network.

The network aims at the formation of a dynamic graph𝐺(𝑉, 𝐸)which updates after a certain interval when the nodes
go beyond the transmission range or there is a change in
the network topology due to node/link failure. Here, 𝑉 is
the set of vertices comprising network components and 𝐸 is
the set of edges representing transmission link between the
nodes.

The link failure refers to the nonavailability of a route
between the nodes despite the nodes being active, whereas the
node failure refers to the nonavailability of nodes for interme-
diate relaying. The selection of the nodes for transmission is
carried on the basis of reliability score 𝑅𝑠, sustainability 𝑆𝑡,
and the output from a distributed node management (DNM)

system which uses Wald’s maximum model to optimize the
connectivity between the nodes.

In the considered network, the reliability considering the
graph𝐺 = (𝑉, 𝐸), where𝑉 ∈ {𝐵∪𝑍∪𝑅∪𝐹∪𝑈∪𝑋}, is given
using [49] as

𝑅𝑠 = 𝑛∑
𝑖=1

𝐺𝑖𝑃𝑖 (1 − 𝑃)𝑛−𝑖 , 𝑛 = |𝑉| , (1)

where 𝐺𝑖 is the number of subgraphs with exactly 𝑖 number
of nodes when the nodes fail with a probability𝑄 = 1−𝑃 and𝑃 is the probability of nodes without failure.

Thus, reliability can be defined as the probability of the
existence of a route to a node in the set 𝑉 during all time of
connectivity.Thismeans that a network can be reliable if there
exists a graph 𝐺 comprising the nodes 𝑥 and 𝑦 as a source
and destination, respectively. Reliability can be considered as
the only measure for sustainable networking as done by most
of the solutions, but this can lead to inappropriate network
formations because there can be a network with 𝑅𝑠 = max
that does not contain desired 𝑥 and 𝑦. Hence, it is important
to consider the reliability over links along with the reliability
over nodes.

Thus, considering the reliability of connections, (1) is
altered using [6], such that

𝑅𝑠 = |𝐸|∑
𝑖=1

𝐺𝑥,𝑦𝑃𝑖 (1 − 𝑃)𝑚−𝑖 , 𝑚 = |𝐸| , (2)

where 𝐺𝑥,𝑦 are the subgraphs containing 𝑥 and 𝑦 as vertices.
Now, the probability of nonfailed nodes and graph formation
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𝑃 is given as the ratio of available components for connections
to the total number of components, such that

𝑃 = 1|𝐿|
|𝐿|∑
𝑖=1

( 𝐶𝑎𝐶𝑚)𝑖 , (𝐶𝑎)𝑖 ̸= 0. (3)

Here,∑|𝐿|𝑖=1(𝐶𝑎)𝑖 = (|𝐵|+|𝑍|+|𝑅|+|𝐹|+|𝑈|+|𝑋|) such that|𝐵| ̸= 0, |𝑍| ̸= 0, |𝑅| ̸= 0, |𝐹| ̸= 0, |𝑈| ̸= 0, and |𝑋| ̸= 0,
where every entity defines the set of available components on
the particular layer. 𝐶𝑚 is the number of components on all
layers in set 𝐿 such that∑|𝐿|𝑖=1(𝐶𝑚)𝑖 = (|𝐵|+|𝑍|+|𝑅|+|𝐹|+|𝑈|+|𝑋|) and |𝐿| = 6 as there has to be at least one vertex from all
the six possible components. If any of these considerations is
unsatisfied, the network fails.

Sustainability is defined in terms of connectivity over
the graph between the nodes such that despite the number
of failures there is always a route between the source and
the destination. Out of the available connections, how many
actually provides route defines the sustainability of the
network; that is, if the network is active and a node guarantees
connectivity in terms of 𝑅𝑠, it cannot guarantee sustainability
until or unless it supports communication between the nodes.

Consider a scenario where the UAVs are overoccupied
with the load; now the network is reliable, since there exists
a path to support existing communications, but, to ensure
further connections, the overheads induced due to a sudden
increase in the services must be handled immediately to
provide sustainable connectivity. Thus, the network sustain-
ability is calculated as the ratio of free links to the available
number of links; that is,

𝑆𝑡 = 1|𝐿|
|𝐿|∑
𝑖=1

(𝐶𝑏𝐿𝑎)𝑖 , (𝐶𝑏)𝑖 ̸= 0, (4)

where ∑|𝐿|𝑖=1(𝐶𝑏)𝑖 = (|𝐵| + |𝑍| + |𝑅| + |𝐹| + |𝑈| + |𝑋|),
such that every entity defines the free links on each layer and𝐿𝑎 are the total links supported at each layer. The value 0 for
free components refers to either a link or a node failure.

A graph can be reliable if it ensures the presence of
end nodes in the subgraphs and it can be sustainable if it
ensures the presence of a link between the end nodes of the
subgraphs. The link stability can be attained by minimizing
the interference between the nodes operating over the same
spectrum as well as by keeping a minimum distance between
the UAVs and TTs.

4.3. DecisionModeling andOptimization Problem. Adecision
system is formed over the reliability and sustainability of the
network which helps to sustain the connectivity for longer
duration without falling prey to a node or link failures.
The decision system uses Wald’s maximum model [18, 50]
which is used in the case of involvement of two players
that participate in a decision-making strategy in a sequential
order.Thismodel differs from other decision-makingmodels
by the case that the second player always knows the decision
taken by the first player. This model fits well to the situation
considered in this paper. The model can be applied either as
a maximin formulation or as a minimax formulation.

In the considered model, the focus is on the reliability,
sustainability, and the degree of connectivity. If𝑊 (= 𝑇𝑟/𝑇𝑝)
is the weight assigned to the requests generated by the
network, then the decision system aims at finding a state ℎ
in the network such that

ℎ = min
𝑥,𝑦∈𝑉

max(𝑇𝑝 − 𝑇𝑟𝑇𝑝 ) , (5)

which refers tominimizing themaximumdifference between
the links available for handling the pending requests and the
demanded links. Here, 𝑇𝑟 is the number of links remaining
and 𝑇𝑝 is the total demanded links. (5) holds when the ideal
state considers allocating single link to every service request.
However, for load balancing, multiple links are utilized to
distribute the load across the network; thus, (5) deduces to

ℎ = min
𝑥,𝑦∈𝑉

max(𝑘 − 𝑇𝑟𝑇𝑝) , (6)

where 𝑘 is the number of links fixed by the ideal state. The
model can also be applied to deviation in the case if a decision
is to be taken on the basis of multiple instances of subgraphs
that are available over the same network. In such scenario,
(6) can be represented asminimizing themaximumdeviation
between the states; that is,

ℎ = min
𝑥,𝑦∈𝑉

max(√ 1𝑔
𝑔∑
𝑖=1

(𝑊𝑖 −𝑊)2) , (7)

where 𝑔 is the number of instances of subgraphs and𝑊 is the
mean weight. Instead of mean weight, an ideal value can also
be calculated to support continuous connectivity and Wald’s
model can be applied with respect to the ideal weight.

The entire network is subjected to three major paradigms
which on successful optimization can provide highly bal-
anced and sustainable computing for handling IoT devices.
Out of the three optimization problems, one is given in (7)
and the other two are as follows:

maxmin (𝑅𝑠) ,
maxmin (𝑆𝑡) . (8)

Equation (8) aims atmaximizing theminimum reliability and
sustainability of the network.

4.4. Self-Aware and Sustainable Communication in IoT. The
proposed architecture involves the hybridization of mobile
nodes to provide a sustainable network which can guarantee
a reliable and efficient communication over the IoT. The IoT
devices require data evaluations to be performed at a rapid
pace so as to enhance the reply time to the query maker. The
data evaluations depend on the structuring of data, which
is not in the scope of this paper; but the pace depends on
the type of network and location of the server to perform
evaluations, which is considered in this paper.

With the concept of fog computing, the near user site
cloud formation provides extensive support for storage,
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retrieval, caching, and mining of information without any
latency. However, the cost and the periodicity of user requests
affect the performance of the existing static fog computing.
Thus, the proposed SACA utilizes a mobile infrastructure to
sustain aswell as grow the processing and computation power
of a network.This allows handling of a large number of users
even in the scenario of network threats, attacks, and node
failures.

The proposed SACA utilizes the unique sensor feeding,
sensor signatures, and knowledge-depth graphs for the for-
mation of a sustainable architecture, which keeps a track
of network states and helps in allocating the server on the
basis of load and network alliance. This strategy allows the
selection of efficient links and allows load migrations in the
case of urgency or operational issues.

4.4.1. Sensor Feeding and Signatures. The proposed SACA
utilizes the existing sensor features to find optimality in the
network which can guarantee optimization over reliability,
sustainability, and deviation issues. The network comprises
IoT devices which have a network card installed providing a
unique signature to every device. In the proposed approach,
the registration is done in two ways to attain reliability. Every
device which registers itself for the connectivity over the
proposed model is given a unique registration number by the
corresponding FS; however, FS is unaware of the registration
sequence and the device to which it is allocated. This process
is termed as the sensor feeding.

In sensor feeding, each device in the network requiring
connections makes a request to its HGW, which keeps a
track of its physical address and gathers all the information
about the device activity including the type of data it operates
on and allocates a unique sequence counter. Now, as soon
as HGW maintains a list of incoming devices, it demands
registration IDs from the FS via intermediate access points
(UAVs). It is to be noted that this paper does not consider any
intelligent activity on the UAVs and treat them only as a for-
warding router. FS gives a set of registration IDs to an HGW
and also shares the IDs across the other FSs, which helps to
maintain a connection on the move. The HGW allocates the
registration IDs randomly to every connected device, thus
maintaining an abstraction of the sensor signatures from the
FSs.

After an initial agreement between the IoT device, HGW,
and FS, the HGW sends the property list to FS which now
knows the type of data it will receive for the particular
registration ID but is unaware of the device making the
request. On receiving, FS acknowledges if it can provide the
requested services; or, otherwise, it sends the request to the
DNM which is placed at the station terminal. Thus, the TT
not only acts as train access points but also has a capability of
deciding another FS which can handle a service request that
is initially declined by an initial FS. The same procedure of
sensor signatures and feeding is given in Figure 3.

DNM is invoked only if an FS is unable to handle the
service request; otherwise, the network operations continue
without involving new network operations. This helps in
maintaining lower latency by reducing the operational impact
of DNM. However, in a highly overloaded condition, DNM

proves to be handy as it helps to take a predecision and allows
efficient allocation of service requests to the available servers.
Contrary to this, invoking DNM on every service request
increases the handling overhead; thus, the emphasis is given
on the policy of invoking DNM only when required.

4.4.2. Knowledge-Depth Graphs. TheDNM forms an integral
part of the network and is invoked in the absence of service
validation from a requested FS. Usually, the DNM allocates
services to FS randomly from the point of view of just
handling them. However, it also keeps a record for each state
of the network and handles the situation when an FS declines
to handle the request despite availability.

The DNM utilizes the concept of Knowledge-Depth
(KD) Graphs. The KD graphs are formed by the union of
two dynamic graphs, one with knowledge as the property
assigned to each of its vertex and the other with the depth
of knowledge as a property. The knowledge graphs are
represented as𝐺∗1 = (𝑉, 𝐸,𝐾𝑔), where𝐾𝑔 is the knowledge set
for the vertices in𝑉. Value of each element in𝐾𝑔 is calculated
as the ratio of total degree of the node (𝐷𝑡) to the total edges
in the network; that is,

𝐾𝑔,𝑖 = 𝐷𝑡,𝑖|𝐸| , 𝑖 ∈ 𝑉. (9)

Higher value for the degree of a node represents better
knowledge of the network; similarly, the depth graphs are
defined as the level of knowledge, which is expressed as the
ratio of the sum of direct links (𝐷𝑙) in all the subgraphs
containing the node to the total links available on the
layer/tier to which the node belongs, such that

𝐾𝑑,𝑖 = 𝐷𝑙,𝑖𝐿𝑎,𝑖 (10)

and 𝐺∗2 = (𝑉, 𝐸,𝐾𝑑). Thus, for each set of vertices and edges,
there are two graphs available which are termed as the KD
graphs. These graphs help in taking a decision on the basis
of requirement of the load. A depth graph is used when the
load is to be transferred across the nodes of layers other than
FS, whereas knowledge graph is utilized when the load is to
be managed across the FS. However, the network can operate
using a single KD graph by generalizing the weight associated
with the vertices such that the optimal graph is given as𝐺∗𝑓 =(𝑉, 𝐸,𝐾𝑤), and

𝐾𝑤,𝑖 = 𝜂1𝐾𝑔,𝑖 + 𝜂2𝐾𝑑,𝑖, (11)

where 𝜂1 and 𝜂2 are the balancing constants for managing a
relation between knowledge and depth such that 0 ≤ 𝜂1 ≤ 1
and 𝜂1 ≤ 𝜂2 ≤ 1 as depth is more important when the
knowledge is available.

4.4.3. Load-Based Server Allocation. The proposed SACA
aims at the formation of a sustainable network which guar-
antees connectivity even in the case of node/link failures.The
proposed approach utilizes the KD graphs to take a decision
on the basis of network load. The DNM takes a decision
on allocating the server on the basis of trivial approach by
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Figure 3: An illustration of sensor feeding and signature registration procedure.

checking the current load of every available server and the
KD properties.

The KD graph formed is used to check the available
servers for hosting the requested services by an HGW via
UAVs and TTs. DNM can take the decision either on the
basis of knowledge graph or depth graph or by using the
common weight graph by utilizing (9)–(11). DNM is also
capable of selecting multiple servers for handling the data
from the same source by dividing the operations between the
multiple servers. In the case of availability of multiple servers
with similar load handling capabilities, the one with better
KD graph properties is selected.

4.4.4. State Maintenance and Learning. Continuous con-
nectivity depends on the state maintenance and learning
about the network situation for maintaining reliability and
sustainability.The statemaintenance is performedbydefining
the order of connection. Learning can be achieved only for
the first-order connections, since the nodes can have an exact

status of the other node. A detailed overview of the state
dependency diagram for learning is shown in Figure 4. The
dependency diagram is formed by considering the connectiv-
ity between the different tiers of the network. For example, the
nodes with direct connectivity are given first-order depen-
dency andnodeswith an intermediate are given second-order
dependency and so on.This allows easy learningmechanisms
and maintenance of “who is connected to whom.”

The state maintenance and learning depend on the DNM
which play a pivotal role in handling transmission across the
entire network.Thedepth of connectivity defines the learning
mechanism of a network. The utilization of mobile FS in
handling large processing and storage requests is supported
by the formation of a learning system which can be updated
with low complexity.

Whenever a selection operation is performed across the
FS, the DNM maintains a log on the basis of inputs received
from the handling FS.TheFSmanages the traffic and provides
support to DNM for watching the trend in the upcoming
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traffic and taking a decision for regulating the role of nodes
involved as a fist-order connection as well as the selection of
new routes in the case of failures.

TheDNMandFS are equippedwith the feature of sending
warning signals across the entire network beforehand so as
to prevent any network threat as well as an anomaly. A
remedy to threat is made by not considering the server or
node for further communication until the problematic server
confirms positive role by sharing its consistent logs without
participating in the communication.

4.4.5. Spy-Based Deployment. The entire network is laid as
the initial architecture defined comprising train and UAV
network. The operations are performed as a regular network
except for the fact that the FS plays a key role in providing
near user site cloud services for handling a large number
of service requests with low latency. An intelligent system
is formed over the TTs, which is termed as DNM which
manages and controls the entire network by managing the
network state, node configurations, and state logs. An illus-
tration of spy-based deployment of various features over a
TT-DNM is shown in Figure 5.

The deployment as a spy allows close control over the
FS and a virtual control over the entire network. The train
topology, current network state, and traffic controller form
the key part of DNM. All these are passed as an input
file to form the main configuration file. This file simply
maps the network state to the train topology and the traffic
condition by following the time as a controllingmetric.Then,
a configuration analyzer is invoked which takes a decision
on the correctness of network states, after which a service
coordinator takes a call on selecting the appropriate server
for handling the user requests.

An intermediate analyzer is also provided which takes
input from the service coordinator and the inputs from

DNM & command centre

If inactive

Current state

Decision

From other
DNMs

If active

RouterAnalyzer
Configuration

Service
coordinatorTrain topology

manager

Load and content
classification

Figure 5: An illustration of DNM deployment as a spy model.

other DNMs to maintain a list of available FS. An API
support is provided on the DNM server to easily manage and
configure the network policies and maintain a connectivity
state.The service coordinator is responsible for managing the
information flow across the network.The learning is provided
bymaintaining file logs of each state which are then passed to
the current state analyzer.

4.4.6. Network Alliance for Failures Detection. The network
alliance is a node cooperative system managed by DNMs for
preventing network against induced failures which may or
may not be caused due to a vulnerability or network attack.
The network alliance aims at handling network in the case
of node/link failures without affecting its performance. The
procedure for network alliance is simple and depends on the
state dependency model, virtual DNM control, and periodic
analyses of the sustainability value.

DNM periodically shifts the control to one of the nodes
of every tier which operates as a virtual DNM. All the nodes
in the tiers register and share their calculated sustainability
value with the virtual DNM node. The virtual DNM node
then provides all the accessed information to the TT-DNM
which matches the attained information with its state dia-
gram. Such application allows DNM to possess a virtual
control over the entire network.

The procedure of network alliance can be conducted
either periodically or during failure in the network. The
value of 𝑅𝑠 and 𝑆𝑡 can also be used to decide on conducting
network alliance procedures. The steps for network alliance
are presented in Algorithm 1. The network alliance helps
in understanding the failures in the network, which allows
taking a decision on changing interaction procedureswith the
nodes so as to reduce the delay.

Lemma 1. The depth, knowledge, and probability of con-
nection between the nodes increase with a higher degree of
connectivity which improves the reliability of the network.
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(1) Input: Current State, DNM - 𝑆𝑡 and 𝑅𝑠
(2)Output: Decision for continuity or change link
(3) set interval
(4) while Transmission Continues do
(5) check for interval
(6) request periodic update
(7) select most communicating node from each layer
(8) send virtual control to the node
(9) receive and map state dependencies
(10) if ambiguous ‖S𝑡 < 𝑆𝑡‖ 𝑅𝑠 < 𝑅𝑠 then
(11) eliminate node from state-dependencies
(12) update neighbours
(13) else
(14) continue
(15) end while
(16) end while

Algorithm 1: Network alliance for prevention against failures.

Proof. From (9)–(11), the knowledge and depth increase
affecting the connectivity between the nodes; this connec-
tivity directly affects the probability of connections between
the nodes as the number of subgraphs containing the source
and destination will increase with an increase in the overall
degree of the nodes. Using (2), with the increase in probability
and number of subgraphs, the reliability of the network
increases.

Lemma 2. With reliability attaining a maximum value, the
sustainability increases and maximizes if available degree per
node is equal to 𝑘 times the remaining links (𝑇𝑟).
Proof. Reliability of a network canmaximize with an increase
in the number of subgraphs containing the source and desti-
nation nodes, which further increases with an increase in the
probability of connectivity. However, a reliable network does
not always guarantee sustainable formations, which depends
on the number of connections available and supported by
each node. From (5), if 𝑇𝑝 = 𝑘𝑇𝑟, maximum number of links
are available, which increases the number of free links (see
(4)), thus, maximizing the sustainability.

Remark 3. Reliability and sustainability can simultaneously
maximize their minimum value when 𝑃 = 1.
Proof. With a higher degree per node, a sufficient number of
subgraphs are available for connectivity between the nodes,
which makes 𝑃 = 1 and, from (1), 𝑅𝑠 attains maximum. Now,
with 𝑅𝑠 at maximum and 𝑃 = 1, 𝐶𝑏 = 𝐿𝑎, which makes 𝑆𝑡
attain a maximum value.

Remark 4. Traffic variations and an increase in the number
of users making connection demands affect the network
reliability.

Proof. With an increase in the number of users making
continuous service requests, the probability of falling in
different subgraph increases as all the usersmay not fall in the

same subgraph; this decreases the reliability of the network,
and alternative paths are required for transmissions. This is
the condition for the requirement of load balancing.

Remark 5. Theminimumnumber of connections required to
sustain communication is greater than or equal to 𝑘, where𝑘 defines the minimum rule for connectivity. The number of
station terminals required to allow this transmission depends
on the rule of 2𝑟 + 𝑄, where 𝑟 is the radio range of terminals
and 𝑄 is the length of a train.

Proof. From (5) and (6), 𝑇𝑝 = 𝑘𝑇𝑟, which defines the con-
dition for minimum number of connections as stated by the
lemma. Now, for the number of terminals, the trivial rule of2𝑟 + 𝑄 is followed as a measure of distance between two TTs,
as shown in Figure 6. Considering wireless multihop trans-
missions, the antennas are placed on the both ends of train
which are connected to each other via FS; now, the antennas
over train and TT are assumed to have common radio range𝑟, which means the maximum gap between two TTs can be
maximumup to 2𝑟+𝑄.The placement of TTs in the proposed
architecture should be governed by this rule.

5. Performance Evaluation

The proposed SACA is evaluated in three parts. The first
part presents the numerical analyses for reliability and sus-
tainability, the second part presents evaluation of SACA in
simulation environment, and the third part evaluates SACA
for its sustenance in the presence of intruders and attackers
resulting into node failures.

5.1. Numerical Analyses. In the numerical analyses, the
results are presented for the variation of a variable (con-
nections) and its impact over the network reliability and
sustainability. The numerical analyses are conducted using
Matlab� with configurations given in Table 1.

A total of 1000 usersmade consistent connection demand
in a network operating with 5 tiers. The results are recorded
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Table 1: Parameter configurations for numerical analyses.

Parameter Value Description|𝐿| 5 Number of tiers|𝑋| 1000 Number of IoT devices|𝐵| 2 Access points|𝑍| 5–20 Station terminals|𝑅| 4 Number of trains|𝐹| 4 Number of fog servers|𝑈| 5 Number of UAVs𝑘 2 Number of connections per node𝐺 Random Graph for analyses𝜂1, 𝜂2 0.5 Balancing constants

for variation in the number of TTswith respect to the connec-
tions demanded by the nodes.The variation in the probability
of connectivity affects the performance of the network.With a
larger number of free connections, the network capability in
handling more users increases. Figure 7 presents the results
for variation in the network reliability with variation in the
number of terminals available for connectivity operatingwith
5UAVs. Also, the graph includes the impact of variation in
the number of subgraphs including the source and the des-
tination. With a higher value of intermediate nodes and
terminals for connectivity, more links are available for con-
nections. Also, the increase in the number of links is accom-
panied by an increase in the alternative routes between the
source and destination which increases the probability of
connectivity of the overall network, thus resulting in an
increase in the overall reliability of the network.

A reliable network may or may not provide sustainable
connectivity as it may have a connection for one set of
nodes, while on the other hand it may not provide con-
nectivity between the requested nodes. Since the numerical
simulations are performed in a common graph, network
sustainability attained a higher value with an increase in the
number of TTs as shown in Figure 8. The increase is marked
by an increase in the overall probability of connectivity for
the users making continuous requests. Thus, it is concluded
from the numerical analyses that the number of intermediate
nodes and the connection supported by them heavily impact
the performance of the network. However, deployment of
more number of TTs and other intermediate nodes will
increase the overall cost of network. Thus, selection of an
optimal value for the number of intermediate nodes can be
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performed by considering the level of stability which should
be sufficient enough to maintain continuous connections.

5.2. Network Simulation Analyses. The network simulations
are conducted usingMatlab by creating a scenario comprising
all the components as network nodes operating using the
configurations of a wireless network. The range of each node
is kept fixed at 500m. The length of a train is taken to be
50m. The number of aerial nodes varied between 5 and 20
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Table 2: Parameter configurations for simulations.

Parameter Value Description|𝐿| 5 Number of tiers|𝑋| 200–1000 Number of IoT devices|𝐵| 50–100 Access points|𝑍| 20–50 Station terminals|𝑅| 5 Number of trains|𝐹| 5 Number of fog servers|𝑈| 5–20 Number of UAVs𝑘 2 Number of connections per node
Mobility-IoT Random waypoint Mobility model ground
Mobility-UAVs Cooperative mode Mobility model aerial
UAV speed 50 kmph UAV movement
Train speed 150 kmph Train movement𝑟 500m Radio range𝑄 50m Length of train
Runs 20 Simulation runs
Traffic type CBR Traffic over TCP
Packet size 1024 bytes Average packet size
Buffer 5000–20000 Buffer capacity
Interval 2 p/s Time to wait before sending
Initial rate 256 kbps Initial transmission rate

and the traffic is created using Poisson distribution. A total of
20 simulation runs are traced for analyzing the performance
of the proposed SACA in terms of end to end delay and packet
loss.

A variation in the number of users is considered with
the intermediate links in dynamic state operating in an
environment with a failure rate of 10% and 20%. The failures
in simulations are dynamically induced over the random
links. During simulations, the source and destination are kept
at a distance having at least 2 intermediate hops from the
failed nodes. Other configuration details for simulations are
shown in Table 2.

The IoT devices are modeled using random waypoint,
whereas cooperative framework [51] is used for the aerial
nodes. In the performed simulations, five trains are made
to run with fixed periodicity at a speed of 150 kmph. The
IoT devices operate in “Request” mode, which means every
device in the network demands authority for transmission
during simulations.The baseline of the proposed approach is
defined with no failures and complete connectivity between
the nodes. Link state routing is applied using𝐾𝑤 as theweight
metric. The simulation results are evaluated for the end to
end delays and packet loss. The end to end delay (E2D) is
calculated using [52] as

𝐸2𝐷 = 𝐷transmission + 𝐷propagation + 𝐷queue

+ 𝐷processing, (12)

where 𝐷transmission is calculated as the ratio of number of
bits transferred to the link speed (rate of transmission),𝐷propagation is the ratio of distance between the nodes to the
channel speed,𝐷queue is the waiting time of packets before the

beginning of processing, and 𝐷processing is the delay induced
during the forwarding of packets.Thepacket loss is calculated
as the ratio of lost packets to the total transmitted over the
network.

With a variation in the failure of nodes from 10% to 20%,
the end to end delay is recorded 45.7% and 48% higher than
the baseline which observed a maximum end to end delay
of 27 seconds. The higher values include the entire session
delays as shown in Figure 9. With an increase in the number
of users, more requests are made in the network, which
affects the availability of connections per component. This
increase is reflected in terms of average waiting time, which
is included in the end to end delay graphs. However, focusing
on the level of complexity considered in the simulations
and the number of users making simultaneous requests over
limited resources, the lesser delays justify the efficiency of the
proposed model.

Further, with lesser values of delay, the overall perfor-
mance of the proposed SACA is very high.The average packet
loss for the entire session is very less as shown in Figure 10.
The baseline operations recorded 20.8% and 34.2% lower
packet loss in comparison with operations at 10% and 20%
failure rate of nodes. The lowest value of 1.21% is recorded
for packet loss in the proposed approach. However, with
an increase in the number of users and constraints by the
increase in average waiting time, the packet loss increases but
does not go beyond a value which can affect the network.
The overall delivery ratio of the proposed approach remains
higher than 90% even in the scenarios of induced failures.

5.3. Sustainability Analyses. The network is sustainable if it
provides strong connectivity support even in the case of
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node/link failures. The maximum cases of failures arise in a
network when an attack is induced in the network. An attack
can be as severe as resulting into the leakage of information,
compromising of user accounts, or even the shutdown of the
entire network.

Three different attack scenarios are considered for eval-
uation of the sustainability of the proposed SACA model,
namely, Sybil attack, distributed denial of service (DDoS),
and wormhole attack. Sybil attack is vulnerability caused
when the users of a system induce false reputation for the
intruder node [53]. A DDoS attack is caused by multiple
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Figure 11: Probability of connectivity versus users.

flooding over a single path by network nodes affecting the
traffic flow over a particular link [54, 55]. Wormhole attack
is a type of false routing by making a glimpse of the presence
of an alternative shorter route to the actual node [56]. All
these attacks are highly critical for any type of network.These
attacks are also time dependent as they take some time to
penetrate into the entire network. The results shown in the
paper are evaluated for each simulation cycle of 100 seconds.

The proposed approach is evaluated for its probability of
connectivity and degree of sustainability in the presence of
these attacks. A similar network as that used in the simula-
tions is considered for the evaluation of proposed model in
the presence of attacker nodes. The attacks are induced over
20% of the total nodes in the network. For Sybil attack, a
false reputation index is given to the attacker nodes and the
network pretends to consider these nodes as legitimate. Any
data transmitted to these nodes is considered as a dropped
packet and results are recorded. Similarly, for DDoS, 20%
of the network nodes preoccupy the links leaving a lesser
number of subgraphs with source and destination, and, for
thewormhole, 20%of the nodes give similar next hop address
for generating false routes.

Initially, the results are recorded for the probability of
connectivity as shown in Figure 11. Sybil attack affected the
proposed model more in comparison with the DDoS and
wormhole attack. This is because of difficulty in identifying
the nodes by the DNM while performing network alliance.
The dependency over a false node for network alliance causes
a reduction in the transmission rate as well as the probability
of connectivity. However, with an increase in the number
of nodes, more alternative paths are available, which allows
an increase in the connectivity. The key advantage of the
proposed approach is its high provisioning of sustainable
networking. Despite the presence of attacker nodes in the
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Figure 12: Sustainability (𝑆𝑡) versus users.
network, the proposed model which utilizes a periodic
concept of network alliance via DNM over TTs is capable of
keeping aloof the vulnerable nodes from the selected path.
Further, the quick succession of next hop in the case of
node/link failure during an attack in the proposed model
allows a high value for network sustainability as shown in
Figure 12. With an increase in the number of users, the sus-
tainability of the network further increases as the number
of subgraphs containing the source and destination increases
along with an increase in the number of available links for
connectivity.

6. Discussions and Open Issues

The proposed SACA is capable of providing continuous
services even in the adverse conditions which prevent data
forwarding as well as decision-making on selecting next hop.
SACA uses a DNM module which operates over one or
all TTs of train network and allows efficient control over
the network. The use of state diagram dependency allows
resolution of conflicts involved in the selection on next hop
and network alliance is used to handle the failures. The
proposed approach is efficient in providing low delay and low
packet loss transmission with high reliability, probability of
connectivity, and sustainability as proven by the results.

There are other certain architectures which aim at pro-
visioning of sustainable and robust connectivity over IoT
devices but in a particular application scenario. Most of
them use the existing underlying network model and do
not present any variation in network formation. The existing
solutions only provide a service-level solution for enhancing
the connectivity for IoT devices. A state-of-the-art compari-
son is presented in Table 3 which presents key contributions
for sustainable IoT along with their ideologies.

Despite the existing and proposed solution for sustainable
IoT, there are several other issues which must be handled for
the robust and reliable communication in IoT devices. These
include the following:

(i) Handling energy constraint for reliable communica-
tions

(ii) Approaches for privacy preservation and fast authen-
tication of IoT devices

(iii) Handling handovers efficiently to provide less latent
architectures

(iv) Service divisibility and abstraction for context-aware
IoT

(v) Self-organization and autonomous decision-making
for IoT devices to handle unexpected failures and
changes in the network

7. Conclusion

IoT demands high support from the underlying network. An
efficient network can help in sustaining the services across
the devices with prolonged connectivity. In this paper, the
problem of sustainable and reliable flow of information is
considered over a hybrid network formation. The solution
proposed in this paper uses a concept of hybridmultimodular
self-aware architecture which helps in providing fault-free
communication.The proposedmodel uses a distributed node
management (DNM) system which takes care of network
connections and helps in identifying nodes which are reli-
able and can sustain the pressure of increasing demand of
users. An optimization problem is formulated using Wald’s
maximummodel. Analyses show that the proposed approach
is capable of providing sustainable and reliable connectivity
with lesser delay and fewer packet losses. The proposed
approach is also capable of handling transmissions even in
the scenarios that are under the threat of Sybil, wormhole,
and DDoS attacks. By intelligent decision-making and self-
awareness regarding the state of network components, the
proposed model can guarantee connectivity even in unfavor-
able conditions.

In the future, we shall be aiming at extending the features
of the proposed DNM to more realistic scenarios and testing
it using hardware-assisted emulations.
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Video streaming service is one of the most popular applications for mobile users. However, mobile video streaming services
consume a lot of energy, resulting in a reduced battery life. This is a critical problem that results in a degraded user’s quality
of experience (QoE). Therefore, in this paper, a joint optimization scheme that controls both the central processing unit (CPU)
and wireless networking of the video streaming process for improved energy efficiency on mobile devices is proposed. For this
purpose, the energy consumption of the network interface and CPU is analyzed, and based on the energy consumption profile a
joint optimization problem is formulated tomaximize the energy efficiency of themobile device.The proposed algorithm adaptively
adjusts the number of chunks to be downloaded and decoded in each packet. Simulation results show that the proposed algorithm
can effectively improve the energy efficiency when compared with the existing algorithms.

1. Introduction

Due to rapid advances in wireless networks and data pro-
cessing on mobile devices, a continuously growing number
of users are accessing high quality video streaming services
frommobile devices [1, 2]. According to [2], video streaming
services over wireless networks will generate three-quarters
of the mobile data traffic and increase ten times between 2014
and 2019. However, such video streaming services consume a
significant amount of energy, resulting in a reduced battery
lifetime. This is a critical problem especially for mobile
devices, due to their limited energy supply. Therefore, min-
imizing the energy consumption of mobile video streaming
services has become an essential research field.

In mobile video streaming services, the network interface
and central processing unit (CPU) are two major energy
consuming components, which support data communication
and video data decoding [3].Therefore, there have beenmany
studies which focus on minimizing the energy consumption
of the network interface and/or CPU. For the network
interface, buffer management schemes were proposed to

reduce the energy consumption of mobile devices [4, 5].
By dynamically controlling downloading activities, these
schemes improved the energy efficiency of video streaming
services on mobile devices. In addition, in order to deal
with both cellular and Wi-Fi networks, energy efficient
methods that control both LTE and Wi-Fi simultaneously
in supporting video streaming services over heterogeneous
wireless networks were proposed [6, 7]. Meanwhile, for
the CPU, dynamic voltage and frequency scaling (DVFS),
which can save energy at the cost of a reduced processing
speed, is widely used on mobile devices. Based on using
the DVFS technique, to improve energy saving of video
applications, power management methods were proposed in
[8, 9]. These algorithms adaptively control the processing
speed through predicting the decoding time of the video. In
addition, several research works have focused on scheduling
and DVFS in multicore processors [10–12]. Furthermore, for
energy optimization among different components including
the network interface and CPU, a cross-layer framework was
proposed in [13]. The scheme of [13] can reduce the energy
consumption of the network interface and CPU. However,
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Figure 1: System model of video streaming services on mobile devices.

none of these papers deal with joint optimization of the
network interface and CPU. Additional energy saving can be
achievable from approaches that jointly consider the trade-
off between the energy consumption and the processing time
both on the network interface and on the CPU.

In this paper, a joint optimization scheme for improved
energy efficiency supportingmobile video streaming services
is proposed. First, the energy consumption of the network
interface and CPU is analyzed while receiving and decoding
the video chunks, respectively. Then, a joint optimization
problem statement maximizing the total energy efficiency of
the network interface and CPU is formulated. The proposed
scheme solves the joint optimization problem and uses the
solution to adaptively control the number of chunks to be
downloaded and decoded in each packet by considering
the video characteristics, wireless network status, and buffer
status. The energy consumption of the proposed algorithm
is compared with four existing algorithms based on various
environments. Simulation results show that the proposed
Joint optimized CPU and Video streaming Network (JCVN)
control algorithm can improve the energy efficiency of video
streaming services on mobile devices.

2. System Model

2.1. Mobile Video Streaming Service Model. In Figure 1, the
systemmodel is illustrated [5], where amobile device directly
obtains video streams from the streaming server through
the wireless network interface. The video streaming service
is assumed to be a video sequence that is compressed at a
constant bit rate 𝑟 bits/s. The video sequence is divided into
equal-size chunks of 𝑟𝑇0 bits sent periodically in packets with
payload durations of𝑇0 s.The system is assumed to operate in
discrete time units based on packets 𝑖 = {1, 2, . . . , 𝑇}, where𝑇 is the maximum number of packets needed to transmit the
entire video sequence. By considering a time-varyingwireless
channel, the download data rate of themobile device at packet𝑖 is denoted as𝑅𝑑(𝑖). It is assumed that the download data rate
remains constant within a packet duration but can vary across
different packets.

Amobile usermay experience interruptions during video
playback when the download rate of the video stream is lower
than the encoding rate of the video stream due to the time-
varying wireless channel and network conditions. Therefore,
mobile devices typically use a receiving buffer and playback
buffer to satisfy the QoS requirement (i.e., no interruption)
[14]. In a mobile device, the downloaded data chunks enter
the receiving buffer and the chunks are decoded in the video
decoder. The decoded chunks enter the playback buffer and

they are displayed corresponding to the playback rate, which
is equivalent to the video encoding rate.

Let 𝐵𝑟(𝑖) and 𝐵𝑝(𝑖) denote the number of chunks in
the receiving buffer and playback buffer at the beginning of
packet 𝑖, respectively. Because mobile devices have limited
resources, 𝐵𝑟(𝑖) and 𝐵𝑝(𝑖) are bounded by their maximum
thresholds as 0 ≤ 𝐵𝑟(𝑖) ≤ 𝐵𝑟,Th and 0 ≤ 𝐵𝑝(𝑖) ≤ 𝐵𝑝,Th,
respectively. In addition, the processing delay in the video
decoder should be taken into consideration when the chunks
are decoded. The processing delay is dependent on the CPU
frequency at which the video decoder decodes the chunks.
The processing delay is inversely proportional to the CPU
frequency [8, 9, 13]. Let 𝐷𝑝 denote the processing delay
required to decode a chunk at the highest CPU frequency𝑓𝑐,max.Then, the processing delay required to decode a chunk
at CPU frequency 𝑓𝑐(𝑖) in packet 𝑖 is𝐷𝑝𝑓𝑐,max/𝑓𝑐(𝑖).
2.2. Energy Consumption Model. The energy consumption of
the wireless network interface card (WNIC) is modeled as𝐸 = 𝑃𝑛𝑡 + 𝑃𝑑𝑙, where 𝑃𝑛 is the average power consumption
in active state, 𝑡 is the time duration in active state, 𝑃𝑑 is the
average power consumption per downloaded data, and 𝑙 is
the amount of downloaded data [5]. By using the WNIC’s
energy consumption model, in order to evaluate the energy
efficiency, the energy consumption gain of the WNIC for
packet 𝑖 is defined as

𝐸𝑛 (𝑖) = (𝑃𝑛𝑛𝑑 (𝑖) 𝑟𝑇0𝑅min
+ 𝑃𝑑𝑛𝑑 (𝑖) 𝑟𝑇0)

− (𝑃𝑛𝑛𝑑 (𝑖) 𝑟𝑇0𝑅𝑑 (𝑖) + 𝑃𝑑𝑛𝑑 (𝑖) 𝑟𝑇0)

= 𝑃𝑛𝑛𝑑 (𝑖) ( 𝑟𝑇0𝑅min
− 𝑟𝑇0𝑅𝑑 (𝑖)) ,

(1)

where 𝑛𝑑(𝑖) is the number of chunks downloaded in packet𝑖. The energy consumption gain of the WNIC 𝐸𝑛(𝑖) is
the amount of energy saving that can be achieved when
downloading 𝑛𝑑(𝑖) chunks at the download rate of 𝑅𝑑(𝑖)
compared to the case when downloading equal-size chunks
at the minimum download rate of 𝑅min. Note that, in (1),
the energy consumption gain of the WNIC 𝐸𝑛(𝑖) cannot be
a negative value due to 𝑅min ≤ 𝑅𝑑(𝑖).

Furthermore, the power consumption of the CPU is a
function of the CPU frequency. According to the model in
[15], the average power consumption of the CPU at CPU
frequency 𝑓𝑐(𝑖) in packet 𝑖 can be defined as 𝑃𝑝(𝑖) = 𝛼𝑓𝑐(𝑖)3 +𝛽, where 𝛼 and 𝛽 are constants that depend on the mobile
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device.Then, similar to theWNIC’s energy consumption gain
of (1), the energy consumption gain of the CPU based on
packet 𝑖 is defined as

𝐸𝑝 (𝑖)
= 𝑛𝑝 (𝑖) 𝐷𝑝 ((𝛼𝑓3𝑐,max + 𝛽) − (𝛼𝑓𝑐 (𝑖)3 + 𝛽) 𝑓𝑐,max𝑓𝑐 (𝑖) ) , (2)

where 𝑛𝑝(𝑖) is the number of chunks decoded in packet 𝑖. The
energy consumption gain of the CPU 𝐸𝑝(𝑖) is the amount
of energy saving that can be achieved when decoding 𝑛𝑝(𝑖)
chunks at the CPU frequency of 𝑓𝑐(𝑖) compared to the case
when decoding equal-size chunks at the maximum CPU
frequency of 𝑓𝑐,max.

3. JCVN Controller Design

The objective of this paper is to maximize the total energy
consumption gain of the WNIC and CPU while satisfying
the QoS requirements of the video streaming service. Based
on the mathematical models of the previous section, the
optimization problem can be stated as

max
𝑛𝑑(𝑖),𝑛𝑝(𝑖)

𝐸𝑛 (𝑖) + 𝐸𝑝 (𝑖) , ∀𝑖 (3)

s.t. 0 ≤ 𝑛𝑑 (𝑖) ≤ 𝑅𝑑 (𝑖)𝑟 , (4)

0 ≤ 𝑛𝑝 (𝑖) ≤ 𝑇0𝐷𝑝 , (5)

0 ≤ 𝐵𝑟 (𝑖 + 1) ≤ 𝐵𝑟,Th, (6)

0 ≤ 𝐵𝑝 (𝑖 + 1) ≤ 𝐵𝑝,Th, (7)

where the number of chunks in the receiving buffer and
playback buffer can be updated as follows:

𝐵𝑟 (𝑖 + 1) = 𝐵𝑟 (𝑖) + 𝑛𝑑 (𝑖) − 𝑛𝑝 (𝑖) ,
𝐵𝑝 (𝑖 + 1) = 𝐵𝑝 (𝑖) + 𝑛𝑝 (𝑖) − 1. (8)

In (8), 𝑛𝑑(𝑖) is the number of chunks arriving at the receiving
buffer through downloading of packet 𝑖, 𝑛𝑝(𝑖) is the number
of chunks migrating from the receiving buffer to the play-
back buffer through the decoding process of packet 𝑖, and𝑟𝑇0/𝑟𝑇0 = 1 is the number of chunks to be displayed to satisfy
the QoS requirements based on the encoding rate, in which
the numerator term 𝑟𝑇0 is the amount of video data to be
displayed at the encoding rate 𝑟 in a packet duration 𝑇0 and
the denominator term 𝑟𝑇0 is the size of a video chunk.

Constraint (4) ensures that the number of chunks to be
downloaded is not a negative value and cannot be greater than
the maximum number of chunks which the mobile device
can download at its download rate in a packet. Constraint
(5) ensures that the number of chunks to be decoded is not
a negative value and cannot be greater than the maximum
number of chunks which can be decoded at the maximum
CPU frequency in a packet. Constraints (6) and (7) ensure

that the numbers of chunks in the receiving buffer and
playback buffer are not negative values and should also be
less than their maximum thresholds. That is, JCVN controls
the number of chunks to be downloaded and decoded while
avoiding buffer overflow. In addition, constraint (7) ensures
that the video chunks are displayed at their encoding rate
and the viewer will not experience any interruption in the
playback. This is because 𝐵𝑝(𝑖 + 1) ≥ 0 (i.e., 𝐵𝑝(𝑖) + 𝑛𝑝(𝑖) ≥1) guarantees that the playback buffer will maintain more
chunks than the number of chunks to be displayed at the
encoding rate.

In addition, to maximize the energy consumption gain of
the CPU, when the CPU decodes 𝑛𝑝(𝑖) video chunks, CPU
frequency𝑓𝑐(𝑖) in packet 𝑖 should be selected to theminimum
CPU frequency at which the CPU can decode 𝑛𝑝(𝑖) chunks in
packet 𝑖. Therefore, the number of chunks to be decoded can
be presented as a function of the CPU frequency in packet 𝑖
as follows:

𝑛𝑝 (𝑖) =
{{{{{{{{{

(𝑇0 − 𝑟𝑇0𝑅𝑑 (𝑖))
𝑓𝑐 (𝑖)𝐷𝑝𝑓𝑐,max

𝐵𝑟 (𝑖) = 0
𝑇0𝑓𝑐 (𝑖)𝐷𝑝𝑓𝑐,max

𝐵𝑟 (𝑖) > 0,
(9)

which indicates that if there is no chunk in the receiving
buffer (i.e., 𝐵𝑟(𝑖) = 0), the decoding process starts after
downloading a chunk. Otherwise, if there are chunks in
the receiving buffer (i.e., 𝐵𝑟(𝑖) > 0), the chunks are
decoded during the packet length 𝑇0. In addition, (9) satisfies
constraint (5).

By solving the optimization problem (3)–(7), an optimal
solution set of 𝑛𝑑(𝑖) and 𝑛𝑝(𝑖) which maximizes the total
energy consumption gain of the WNIC and CPU based on
each packet 𝑖 can be obtained. The optimization problem is
transformed into two variables 𝑥 and 𝑦 as follows:

max
𝑥,𝑦

𝑓 (𝑥, 𝑦) = 𝑎𝑥 + (−𝑏𝑦3 + 𝑐𝑦 − 𝑑)
s.t. 0 ≤ 𝑥 ≤ 𝑒,

0 ≤ 𝑦 ≤ 𝑔,
ℎ ≤ 𝑥 − 𝑦 ≤ 𝑘,
𝑙 ≤ 𝑦 ≤ 𝑚,

(10)

where 𝑥 = 𝑛𝑑(𝑖), 𝑦 = 𝑛𝑝(𝑖), and 𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑔, ℎ, 𝑘, 𝑙, and 𝑚
are (for the 𝑖th packet) constant values as

𝑎 = 𝑃𝑛𝑇0𝑟 ( 1
𝑅min

− 1
𝑅𝑑 (𝑖)) ,

𝑏 = 𝛼𝑇0 (𝐷𝑝𝑓𝑐,max/𝑇0)3
(1 − 𝑟/𝑅𝑑 (𝑖))2 (𝐵𝑟 (𝑖) = 0) ,

𝑏 = 𝛼𝑇0 (𝐷𝑝𝑓𝑐,max

𝑇0 )
3

(𝐵𝑟 (𝑖) > 0) ,
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(1) GET input parameters of the energy consumption model(2) COMPUTE optimal candidate solution set (𝑛𝑑,1(𝑖)∗, 𝑛𝑝,1(𝑖)∗) for Case 1(3) COMPUTE optimal candidate solution set ( 𝑛𝑑,2(𝑖)∗, 𝑛𝑝,2(𝑖)∗) for Case 2(4) COMPARE values of the objective function at two candidate solution sets(5) if 𝐸𝑛(𝑛𝑑,1(𝑖)∗) + 𝐸𝑝(𝑛𝑝,1(𝑖)∗) ≥ 𝐸𝑛(𝑛𝑑,2(𝑖)∗) + 𝐸𝑝(𝑛𝑝,2(𝑖)∗)(6) SET optimal solution set to (𝑛𝑑,1(𝑖)∗, 𝑛𝑝,1(𝑖)∗)(7) else(8) SET optimal solution set to (𝑛𝑑,2(𝑖)∗, 𝑛𝑝,2(𝑖)∗)(9) end if

Algorithm 1: JCVN algorithm.

𝑐 = (𝛼𝑓3𝑐,max + 𝛽)𝐷𝑝,
𝑑 = 𝑇0𝛽(1 − 𝑟

𝑅𝑑 (𝑖)) (𝐵𝑟 (𝑖) = 0) ,
𝑑 = 𝑇0𝛽 (𝐵𝑟 (𝑖) > 0) ,
𝑒 = 𝑅𝑑 (𝑖)𝑟 ,
𝑔 = 𝑇0𝐷𝑝 ,
ℎ = −𝐵𝑟 (𝑖) ,
𝑘 = 𝐵𝑟,Th − 𝐵𝑟 (𝑖) ,
𝑙 = −𝐵𝑝 (𝑖) + 1,

𝑚 = 𝐵𝑝,Th − 𝐵𝑝 (𝑖) + 1.
(11)

Let set 𝑆 denote the range of (𝑥, 𝑦) satisfying the above
constraints.Then, through theClosed Interval Method of [16],
the maximum value of 𝑓(𝑥, 𝑦) can be obtained at the critical
points in 𝑆 or at the extreme values on the boundary of 𝑆.
In addition, because 𝑓(𝑥, 𝑦) is a linear function with respect
to 𝑥, 𝑓(𝑥, 𝑦) is maximized at the maximum value among the
range of 𝑥 with an arbitrarily fixed value of 𝑦. Therefore, an
optimal solution set (𝑥, 𝑦) exists on line of 𝑥 = 𝑒 (Case 1) or𝑦 = 𝑥 − 𝑘 (Case 2).
Case 1. From 𝑥 = 𝑒, the objective function is represented
as a function of 𝑦, which is 𝑓(𝑒, 𝑦) = −𝑏𝑦3 + 𝑐𝑦 + 𝑎𝑒 − 𝑑
with constraint of max[0, 𝑒 − 𝑘, 𝑙] ≤ 𝑦 ≤ min[𝑔, 𝑒 − ℎ,𝑚].
By letting 𝜕𝑓(𝑒, 𝑦)/𝜕𝑦 = 0, the only critical point of the
equation is computed as √𝑐/3𝑏. In addition, because the
second derivative test gives 𝜕2𝑓(𝑒, 𝑦)/𝜕𝑦2 = −6𝑏𝑦 < 0
at √𝑐/3𝑏, the objective function is concave. Therefore, the
objective function has a maximum value at the critical point
of √𝑐/3𝑏, or the minimum or maximum endpoint of 𝑦 [16].
If the critical point exists on the larger value than the range of
𝑦 (i.e., min[𝑔, 𝑒−ℎ,𝑚] < √𝑐/3𝑏), the objective function has a
maximum value at the maximum end point of 𝑦 = min[𝑔, 𝑒−ℎ,𝑚]. Otherwise, if the critical point exists on the smaller

value than the range of 𝑦 (i.e., max[0, 𝑒 − 𝑘, 𝑙] > √𝑐/3𝑏),
the objective function has a maximum value at the minimum
end point of 𝑦 = max[0, 𝑒 − 𝑘, 𝑙]. Otherwise, if the critical
point exists in the range of 𝑦 (i.e., max[0, 𝑒 − 𝑘, 𝑙] ≤ √𝑐/3𝑏 ≤
min[𝑔, 𝑒−ℎ,𝑚]), the objective function has amaximumvalue
at the critical point of√𝑐/3𝑏.
Case 2. From 𝑥 = 𝑦 + 𝑘, the objective function is also
represented as a function of 𝑦, which is 𝑓(𝑦 + 𝑘, 𝑦) = −𝑏𝑦3 +(𝑎 + 𝑐)𝑦 + 𝑎𝑘 − 𝑑 with a constraint of max[0, 𝑙] ≤ 𝑦 ≤
min[𝑒 − 𝑘, 𝑔,𝑚]. In a similar way, to solve Case 2, by letting𝜕𝑓(𝑦 + 𝑘, 𝑦)/𝜕𝑦 = 0, the only critical point of the equation is
computed as √(𝑎 + 𝑐)/3𝑏. Then, the objective function has a
maximum value at the maximum end point of 𝑦 = min[𝑒 −𝑘, 𝑔,𝑚], or the minimum end point of 𝑦 = max[0, 𝑙], or the
critical point of√(𝑎 + 𝑐)/3𝑏.

Therefore, an optimal solution set of 𝑛𝑑(𝑖)∗ and 𝑛𝑝(𝑖)∗
which maximizes the objective function can be obtained by
comparing the values of𝑓(𝑥, 𝑦) at the two candidate solutions
fromCases 1 and 2.Note that the optimal solution set of 𝑛𝑑(𝑖)∗
and 𝑛𝑝(𝑖)∗ is obtained by assuming that the objective function
is a continuous function of 𝑛𝑑(𝑖) and 𝑛𝑝(𝑖).Therefore, because
the numbers of chunks to be downloaded and decoded are
positive integer values, in the performance evaluation, the
values of the optimal solution set were selected to be positive
integer values that satisfy the constraints of the optimization
problem and have a minimum difference with the derived
optimal solution set of 𝑛𝑑(𝑖)∗ and 𝑛𝑝(𝑖)∗, respectively.

The pseudocode of the JCVN optimization algorithm
is presented in Algorithm 1. First, the input parameters
of the energy consumption model are obtained based on
the optimization problem (step (1)). JCVN computes the
optimal candidate solution set of the number of chunks to be
downloaded and decoded for Cases 1 and 2 (steps (2) and (3)).
Then, an optimal solution set is determined by comparing
the values of the objective function at the two candidate
solution sets from Cases 1 and 2. If the value of the objective
function at Case 1’s optimal candidate solution is equal to
or larger than the value of the objective function at Case 2’s
optimal candidate solution (i.e., 𝐸𝑛(𝑛𝑑,1(𝑖)∗) + 𝐸𝑝(𝑛𝑝,1(𝑖)∗) ≥𝐸𝑛(𝑛𝑑,2(𝑖)∗) + 𝐸𝑝(𝑛𝑝,2(𝑖)∗)), the optimal solution is selected
as the candidate solution set for Case 1 (steps (5) and (6)).
Otherwise, if the value of the objective function at Case
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Table 1: Simulation parameter settings.

Parameters Values
Download rate of a mobile device A Rayleigh distributed wireless channel with the means of 0.5, 1, 1.5, and 2Mbps
Video encoding rate 320 kbps
Entire video length 200 s
Packet length 2 s
Maximum receiving and playback buffer size 20 chunks
Average power consumption in active state (𝑃𝑛) 0.897W
Average power consumption per downloaded data (𝑃𝑑) 0.134 𝜇J
CPU frequency 0.2, 0.4, 0.6, 0.8, 1.0, 1.2, 1.4, and 1.6GHz
Coefficient for CPU’s power consumption (𝛼) 0.4 s
Coefficient for CPU’s power consumption (𝛽) 0.3 s
Processing density 1000 cycles/bit

1’s optimal candidate solution is less than the value of the
objective function at Case 2’s optimal candidate solution (i.e.,𝐸𝑛(𝑛𝑑,1(𝑖)∗) + 𝐸𝑝(𝑛𝑝,1(𝑖)∗) < 𝐸𝑛(𝑛𝑑,2(𝑖)∗) + 𝐸𝑝(𝑛𝑝,2(𝑖)∗)), the
optimal solution is selected as the candidate solution set for
Case 2 (steps (7) and (8)).
4. Performance Evaluation

4.1. Simulation Settings. In order to make an accurate per-
formance comparison, the experiment parameters of [5, 15]
were applied in the simulation experiments as described in
the following.The video encoding ratewas set to 320 kbps and
the video length was 200 s. The entire video file was divided
into packets of 2 s, where the mobile device’s receiving buffer
andplayback buffer can contain up to 20 chunks of video data.
In the simulation, a Rayleigh distributed wireless channel
was applied to represent the multipath fading characteristics,
which results in variations of the download rate of video data
with the means of 0.5, 1, 1.5, and 2Mbps [5]. For example,
the variation of the download rates with a mean of 1.5Mbps
is presented in Figure 2(a). The WNIC’s power consumption
parameter values applied in the simulation are 𝑃𝑛 = 0.897W
and 𝑃𝑑 = 0.134 𝜇J/bit. In addition, the average number
of CPU cycles required per bit (when the application is
processed by the CPU) is defined as the processing density,
which is dependent on the application type. For the video
streaming simulations, a mixture of H.264 240p, 480p, and
720p videos at 30 fps based on a closed group of pictures
(GoP) without coordinated universal time (UTC) was used.
In addition, a 1,000-cycle/bit processing density was applied
based on [15], and the CPU’s power consumption model uses
the parameter values of 𝛼 = 0.4 and 𝛽 = 0.3. The detailed
simulation parameter settings are summarized in Table 1.

In the performance analysis, two representative WNIC
downloading schemes and two of the most popular CPU
processing power control schemes that are used in smart
devices are compared with the proposed JCVN scheme.
The two representative WNIC downloading schemes are
Aggressive Buffer Management (ABM) and Periodical Buffer
Management (PBM) [5]. In ABM, the video application
actively downloads video chunks until the receiving buffer

of the mobile device is full, and is popularly used in mobile
devices with unlimited (or very large) power supplies and
has no constraints applied to the video streaming services. In
PBM, the video applicationmakes requests for a fixednumber
of video chunks to be periodically sent from the server and
stops downloading if the requested video chunks have been
all received within the time limit or if the mobile device’s
receiving buffer is full, which is a very popularWNIC scheme
applied in mobile devices. In the simulation experiments, the
PBM default period 𝑇0 is set based on the viewer requests
of two, three, four, and five video chunks per period for the
mean download rates of 0.5, 1, 1.5, and 2Mbps, respectively.

The two most popular CPU processing power control
schemes are the maximum CPU frequency (MAX) scheme
and the dynamic voltage and frequency scaling (DVFS)
scheme. In MAX, the CPU processes video chunks at its
highest frequency if video chunks to be decoded are in its
receiving buffer. This strategy provides a high performance
by processing data at the highest CPU frequency, while it
consumes a lot of energy. In DVFS, the CPU frequency is
adjusted according to the amount of video chunks to be
decoded in the receiving buffer. When DVFS is used, the
CPU frequency is set to maximum when the number of
video chunks to be decoded is greater than a threshold, and
the CPU frequency proportionally decreases (in a staircase
fashion) as the decoding load diminishes. The threshold of
DVFS was set to four video chunks in the experiments. Note
that when the receiving buffer and playback buffer become
full, the WNIC and CPU of all existing schemes and JCVN
are switched to the power-saving mode in which they do not
perform downloading and decoding.

In the simulations, the two WNIC schemes were each
teamedupwith the twoCPUcontrol schemes in the following
form of PBM with MAX, ABMwith MAX, PBM with DVFS,
and ABM with DVFS, which are, respectively, denoted as
PBM+MAX,ABM+MAX, PBM+DVFS, andABM+DVFS
in Figures 2 and 3.

4.2. Performance Analysis. Figure 2 illustrates the difference
of JCVN (compared to other schemes) in how it jointly
controls the number of chunks to be downloaded and
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Figure 2: (a) Number of chunks downloaded per packet. (b) Number of chunks decoded per packet.

decoded to maximize the combined energy efficiency of the
WNIC and CPU. Figures 2(a) and 2(b) show the number of
chunks to be downloaded and decoded for each packet at
the mean download rate of 1.5Mbps. In Figure 2(a), ABM +
DVFS and JCVN download chunks in accordance with the
download rate, while PBM + DVFS has little variation in the
number of downloaded chunks regardless of the download
rate.Therefore, ABM+DVFS and JCVNcan provide a gain in
reducing theWNIC’s energy consumption compared to PBM
+ DVFS. In Figure 2(b), it is observed that PBM + DVFS and
ABM + DVFS aggressively decode chunks at the beginning
of a download session (i.e., packets 1∼5) quickly filling up
their buffers and also use full CPUprocessing capability in the
decoding process. Compared to this, JCVN attempts to save
energy by downloading only at a sufficient rate in the initial
stages (i.e., packets 1∼5) and also selects a sufficient CPU
operational frequency that will allow an above-QoS level of
video playout.

In Figure 3, the proposed JCVN scheme is comparedwith
the four schemes of PBM + MAX, ABM + MAX, PBM +
DVFS, and ABM + DVFS for various download rates, where
Figures 3(a), 3(b), and 3(c) present themobile device’s energy
consumption of the WNIC, CPU, and the combined value of
the WNIC and CPU, respectively. Figure 3(a) shows that, for
all schemes, the energy consumption of the WNIC decreases
to around 61% as the average download rate increases. This
is because the energy consumption of the WNIC is inversely
linear to the download rate as denoted in (1). In Figure 3(b),
it is noted that PBM + DVFS and ABM + DVFS consume
less energy at the CPU than PBM +MAX and ABM +MAX,
which is due to the energy saving capability of DVFS, where
the energy saving gain increases as the average download rate
decreases. This is because the mobile device can download
more video chunks at the receiving buffer in a packet when
the download rate is high. Therefore, DVFS will use higher
CPU frequencies in order to process the video chunks of the

receiving buffer, thereby consumingmore energy. Figure 3(c)
points out that the sum of the energy consumption of the
WNIC and CPU for the proposed JCVN scheme is the lowest
among all the algorithms under different download rates. For
example, when compared with PBM + MAX and PBM +
DVFS, the JCVN scheme can reduce the energy consumption
by 10.59∼20.05% and 4.08∼11.61%, respectively. Because the
JCVN scheme adaptively adjusts the number of video chunks
to be downloaded and decoded according to the wireless
network status as well as the receiving and playback buffer
status, it can effectively reduce the total energy consumption
of the WNIC and CPU.

5. Conclusion

In order to deal with the energy consumption issue onmobile
devices supporting video streaming services, in this paper, a
joint optimization algorithm that can reduce the combined
energy consumption of the WNIC and CPU is proposed.
The energy consumption of the WNIC and CPU is analyzed
and the proposed algorithm adaptively adjusts the number of
video chunks to be downloaded and decoded in each packet
by solving an optimization problem according to the wireless
network status as well as the receiving and playback buffer
status. The energy consumption of the proposed algorithm
is compared with four existing algorithms based on various
average download rates. Results show that the proposed
JCVN algorithm is more energy efficient compared to other
control schemes.
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Figure 3: Energy consumption of video streaming service of the (a) WNIC, (b) CPU, and (c) WNIC and CPU combined.
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Mobile-Edge Computing (MEC) is a novel and sustainable network architecture that enables energy conservation with cloud
computing and network services offloading at the edge of mobile cellular networks. However, how to efficiently manage various
real-time changing security functions is an essential issue which hinders the futureMEC development. To address this problem, we
propose a fuzzy security service chaining approach for MEC. In particular, a new architecture is designed to decouple the required
security functions with the physical resources. Based on this, we present a security proxy to support compatibility to traditional
security functions. Furthermore, to find the optimal order of the required security functions, we establish a fuzzy inference system
(FIS) based mechanism to achieve multiple optimal objectives. Much work has been done to implement a prototype, which is
used to analyze the performance by comparing with a widely used method. The results prove that the proposed FIS mechanism
achieves an improved performance in terms of Inverted Generational Distance (IGD) values and execution time with respect to
the compared solution.

1. Introduction

With the popularity of massive mobile terminals, the global
mobile traffic has an exploding growth in the past years. Cisco
statistics show the mobile data traffic grew 74% in 2015 and
will further increase nearly eight times from 2016 to 2020 [1].
However, the energy efficiency of traditional mobile network
infrastructures cannot afford higher and higher requirements
of mobile network services with the increasing of mobile
users. To alleviate this problem, Mobile-Edge Computing
(MEC) was proposed as a novel and sustainable mobile
network framework [2]. Different from the energy-efficient
technology in wireless sensor network [3, 4], the main idea of
MEC is to deploy InformationTechnology (IT) based services
at the edges of mobile networks, which benefits from the
energy management of edge clouds. Based on the technology
of cloud computing, it enables mobile computation offload-
ing and improves the energy efficiency of mobile network.
Due to the above features, MEC is expected to provide the
network environmentwith low energy consumption andhigh
bandwidth for mobile users.

As for the MEC, energy-efficient computation offloading
mechanism is one of the greatest concerns in both academia

and industry areas. Orsini et al. [5] presented a programming
model for mobile application developers to easily benefit
from the computation offloading. Chen et al. [6] proposed a
game theoretic algorithm for multiuser computation offload-
ing. Based on a successive convex approximation technique,
Sardellitti et al. [7] researched the optimization of radio and
computational resources. Beck et al. [8] introduced a way
to save power by offloading video transcoding from mobile
devices. However, the above researches focus on the common
methods of computation offloading. There are few solutions
concerned about security issues by using of these methods to
save energy and increase mobile traffic.

With the fast development of mobile network, the secu-
rity requirements are becoming increasingly diverse for
mobile traffic. As we known, there is little work focusing on
flexible and real-time changing security services to meet
various security requirements in MEC. Therefore, our work
is motivated to propose a new solution for MEC to satisfy
diversity security requirements. We introduce the security
service chaining for MEC by referring to the idea of service
function chaining (SFC) [9]. The security service chaining
architecture can provide dynamically changing security ser-
vices in terms of mobile user requirements. Moreover, some
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network-related vulnerabilities for mobile devices, such as
Denial of Service attack [10], can be solved by the security
function in our architecture. With the proposed architecture,
a complex mobile security service can be split to some exist-
ing simple security functions. Due to the high performance
and virtualization of the cloud computing, it is flexible to
compose several required security functions for different
security requirements in MEC.

In general, the main contributions of this paper are
fourfold:

(1) We propose the architecture for MEC with security
service chaining, which deploys security functions on
a mobile-edge cloud for the mobile user equipment.
Because the traffic is steered with a standard SFC
way, a security function proxy for traditional service
functions is also proposed to be compatible with the
new architecture. Moreover, the proxy can achieve
the conversion from a stateless security function to a
stateful one.

(2) A graph theoretic model is used to describe the pro-
posed security service chaining. Because the decision-
making process about a security service chain is influ-
enced by many factors, we present a fuzzy inference
system (FIS) based algorithm to find the proper order
of required security functions.

(3) We implement the security service chain in proto-
type, including packet routing with Network Service
Header (NSH) encapsulation [11] and the proposed
security functions proxy. There are lots of work on
performance analysis of our FIS based algorithm. To
make a comparison, we select a simple additive
weighting (SAW) method as for the contrast algo-
rithm. The SAW is a widely used method for mul-
tiobjective optimization. The results show that our
algorithm achieves a better performance than the
SAW in terms of Inverted Generational Distance
(IGD) values and execution time.

The remainder of this paper is organized as follows:
Section 2 discusses the related work. Section 3 presents
the architecture of security service chaining for MEC. In
Section 4, we formulate the security service chain by the
graph based model and present a fuzzy inference system
based algorithm for security service composition. Section 5
introduces the implementation of security service chain in
cloud. We also present a comparison algorithm and the
corresponding evaluation method to evaluate our proposed
algorithm in Section 5. Section 6 concludes this paper.

2. Related Work

Recently, many researches [12–16] have focused on com-
bining different service functions to provide a scalable
service chaining for user-defined requirement. The core
idea of these works is similar to the SFC. Callegati et al.
[12] proposed a solution to achieve a service chaining in a
cloud environment. It focused on the design of the con-
troller, and its implementation was tested on the Mininet

[13], a popular emulation platform for Software-Defined
Network (SDN). Different from [12], Gember et al. [14]
proposed a new architecture named Stratos, which dynam-
ically instantiated new middle boxes on demand in SDN.
Stratos addressed three main problems in steering traffic to
appropriate middleboxes: elastic scaling, middlebox place-
ment and flow distribution. FlowTags architecture proposed
in [15] achieved the integrate middleboxes into SDN net-
work. FlowTags reduced the overhead as much as possible
compared with traditional SDN mechanism, but needed
the FlowTags enhanced middle boxes. Qazi et al. [16]
implemented dynamic traffic routing without modifying
traditional middleboxes. Taking resource constraints into
account, it also proposed an algorithm to generate flow
paths and forwarding rules. However, these approaches have
little consideration on the services deployment for mobile
network.

Security service deployment is important to find a proper
security service composition. There have been some Web
service composition researches, which tried to use a model
of graph theory to describe the QoS aware service compo-
sition. Yu and Yuan [17] described the service composition
as multiconstraint optimal path problem. Sun et al. [18]
proposed an improved shortest path-relax method. Jiang et
al. [19] used bipartite graph optimal matching algorithm for
service selection. da Silva et al. [20] proposed a graph based
particle swarm optimization algorithm. Restricted by the
graph theory, many existed researches focus on the single-
objective optimization of service composition or convert
multiobjectives optimization into a multiconstraints prob-
lem. However, the process of making decision about security
service composition is actually influenced by many extra
factors and some of them are in conflict with each other.
The existed single-objective optimization algorithms are not
suitable to solve the problem.

The fuzzy theory is widely used to solve multiobjec-
tives optimization, which becomes more and more popu-
lar in the past few years. Especially for decision-making
process about service composition, there are some typical
methods based on fuzzy theory. For example, Kashyap
and Tyagi [21] optimized the membership function for an
efficient service selection and composition. Bakhshi et al.
[22] ranked different composite service based on fuzzifi-
cation of quality criteria of services. However, the existing
researches mainly focus on the expressions of user prefer-
ences in fuzzy way, but a few consider the order of required
function.

In this paper, in order to provide the diversity security
functions for different mobile users flexibly, we present a
new architecture combining the idea of service function
chaining with MEC. Besides, to find the proper security
service composition, we use a graph model to describe
the security service deployment. Different from the existed
researches, we use fuzzy method with graphic theory to find
the proper order of the required security functions. Inspired
by the work of Dastjerdi and Buyya [23], we choose a fuzzy
inference system to achieve the process of making decision
with multiple influential factors.
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Figure 1: The architecture of mobile-edge security service chaining.

3. Architecture of Security Service Chaining

In this section, we propose an architecture of mobile-edge
security service chaining at first. Then, we introduce main
elements in the architecture in detail. Particularly, the pro-
posed security function proxy is illustrated by an example for
achieving a SFC-aware firewall.

The traditional mobile network is very complex due to
integrating many different service functions. For example, in
a typical 3GPP-based mobile network, the traffic from the
user equipment (UE) is encapsulated in 3GPP specific tunnels
terminating eventually at the packet gateway (P-GW). P-GW
is the packet gateway of traditional mobile network, which
is responsible to forward data to the other network. In other
words, all the services are all standardized. However, it is
unnecessary for each flow to pass through all security services
in certain order, which may affect the resources efficiency
in mobile network. Thus, we can classify these services into
two categories: the access service and the security service.
P-GW is the bridge between both of them. The former is
necessary for mobile network. However, the latter can be
implementedwith the cloud technology to improve resources
efficiency. Therefore, in our architecture, we divide the
traditional mobile network into two independent networks:
the dedicated access network and the mobile-edge cloud.

As shown in Figure 1, the proposed architecture is
composed of four main parts: the UE, the simplified mobile
network, the mobile-edge cloud, and the servers connected
with the Internet. In this solution, the access service from
enhanced NodeB (eNodeB) to P-GW is not detailed because
the security service is focused on in this paper. An UE
is a mobile user. The simplified mobile network is only
responsible to user radio access. The mobile-edge network
plays an important role in our architecture, where we deploy
security functions required by mobile users. There are one
classifier, some virtualized security functions (VSFs), and one
gateway in mobile-edge network. The server connected with
the Internet is the destination for the request of mobile user.

In this case, we assume that a mobile user is trying to
use his/her cell phone to access the server pass through the
Internet. At first, his/her phone, regarded as the UE, connects
to the nearby eNodeB. Then, the data is transmitted from
eNodeB to P-GW in the mobile network. In this architecture,
the next hop of P-GW should be the mobile-edge network.
The data will be assigned a security service chain which

depended on the user security requirement. The following
sections will describe the main elements of our proposed
architecture in detail.

3.1. Access Service. The traditional user access services in
mobile network are still necessary. After the eNodeB receives
the user traffic from the UE, the mobile network will finish
user access and authentication process as usual. Then, the
traffic is steered to P-GW. Different from traditional mobile
network architecture, P-GW is a communication bridge
between the user access services and themobile-edge cloud. It
forwards all traffic from amobile node to the presented cloud,
which can provide the required security service chain on a
virtualized platform.

3.2. Security Classifier. The traffic sent fromP-GW is received
by the classifier at first in the cloud. Once the classifier
receives a new traffic flow, it will analyze the characteristic of
this flow.The classifier identifies different flows based on their
identity/type information (e.g., 5-tuple in TCP/IP). Then,
there is a unique flow identifier created for this flow. This
identifier is regarded as its service path identifier (SPI), which
is used to mark the security service chain for this flow. At the
same time, the classifier reports its classification to the control
plane. After the control plane resolves the result and assigns
a proper security service chain for this flow, the classifier will
know its next hop. In terms of the forwarding information
from control plane, the classifier encapsulates the flow with
corresponding service index (SI), which indicates the first
(next hop) virtualized security function. Finally, the flow is
forwarded to the next hop by this classifier.

3.3. Virtualized Security Function. The virtualized security
function in our architecture is a logical concept, which
consists of three physical entities: the service forwarder,
the security service proxy, and the security function. The
following present each element of the virtualized security
function, and the relations among them are illustrated as
Figure 2.

3.3.1. Service Forwarder. Forwarding is the only one mission
for a service forwarder, and it is a bidirectional process.
On one hand, when a service forwarder receives a flow
from previous service forwarder or the security classifier,
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Figure 2: The relations among elements in virtualized security
function.

it redirects the flow to the specific security function proxy
according to the NSH encapsulation of the flow. On the other
hand, it can also forward a flow back to the next proxy in the
same or different service forwarder. The forwarding path is
assigned by the controller.

3.3.2. Security Function Proxy. The security function proxy
plays an important role in this architecture. Its main function
is to support compatibility to an existing traditional (SFC-
unaware) security function, because the routing way of the
proposed architecture is completely different from the tra-
ditional one. Additionally, with the security function proxy,
a stateless security function can be converted into a stateful
one.

Apparently, the traditional security function cannot rec-
ognize a NSH encapsulated flow, because it is designed
based on IP network infrastructures. We need a NSH-IP
translator to translate the flows received from the service
forwarder, which will be processed by a traditional security
function. The security function proxy can be regarded as the
required translator. It is deployed between a service forwarder
and the corresponding security functions. Moreover, similar
to the service forwarder, the proxy is also a bidirectional
entity, which can translate NSH encapsulated flows into IP
encapsulated flows and vice versa. Therefore, the security
function proxy includes two kinds of interfaces: the forward-
ing interfaces and the service interfaces. The former achieves
the translation between NSH and IP encapsulation, while
the latter is used to communicate with the attached service
function.

The other significant function of the proxy is to convert
a stateless security function into a stateful one. Each proxy
maintains a specific service state list for its attached function
and updates it in time. The service state list is shown in
Table 1, which includes three columns: flow ID,matching info,
and service state. The flow ID is an identifier of the flow.
To simplify it, we use the common 5-tuple of the flow as
the matching info. The service state records the real state of
security function, which can help proxy operate on the flow
in the future. When the proxy receives the first packet of
a new flow, it redirects the packet to the specified security

Table 1: Service state list.

Flow ID Matching info Service
state

1 (src ip1, dst ip1, protocol1, src port1, dst port1) STATE1
2 (src ip2, dst ip2, protocol2, src port2, dst port2) STATE2

Service forwarder

Security service 
proxy

Flow 1

Flow 2 Flow 2

NSH encap

IP encap

Stateless firewall

Figure 3:The workflow of a firewall with the security service proxy.

function and adds the identification information of the flow
to the service state list, including the flow ID (we use the
SPI of this flow) and the matching info of the flow. Once
the proxy gets the return flow or the processing result from
the security function, it will record the service state of the
flow. Furthermore, there is a timer for the proxy to count the
return time or delivery time of the flow. If the threshold time
is met, the service state of this flow will be written as “deny”
automatically. Then, according to the service state, the proxy
can process following packets of the flow independently to
relieve the pressure of the security function.

3.3.3. Security Function. The security functions are the key
functional entities in a security service chain. In traditional
mobile network architecture, the security services are inte-
grated with other access services. However, in the proposed
architecture, the required security services are deployed
on mobile-edge network and implemented by the security
software. There are two kinds of security functions: the SFC-
unaware security functions and the SFC-aware ones. Most of
the existed security functions are the former, which should
cooperate with the security service proxy. It receives the
translated flow from the proxy and executes the predefined
security rules, back to the service function proxy. The other
security functions are designed for NSH encapsulated flows
specially. There is no need to prepare extra proxies for SFC-
aware security functions if they are stateful.

The workflow of the virtualized security function is
illustrated by an example of achieving a stateful firewall.
Figure 3 shows how this stateless firewall is served as a stateful
and SFC-aware firewall with the proxy.

There are two flows, flow 1 and flow 2, that enter into the
given service forwarder at the same time. Once the service
forwarder detects the new flows, it will forward them into its
corresponding security service proxy.

When the proxy receives the first packet of a new flow,
it will deencapsulate the NSH header and record its flow ID
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at first. After that, the flow is sent to the attached firewall
immediately. At the same time, the proxy writes the 5-tuple
information of the flow into its service state list and launches
a timer. If the firewall allows this flow pass through according
to its predefined rule, the first packet will return to the proxy
in time. And then, the proxy will know its state and record
the service state as “allow.” Otherwise, the service state will
be written as “deny” when time is over. In the example, we
can see that flow 1 is denied but flow 2 is allowed.

Once the service state of the flow is filled in, the proxy
can process the following packets of the flowwithout the help
of firewall. In other words, the following packets of the flow
are not required to be processed by the firewall any more. So,
flow 2will be forwarded to the service forwarder by this proxy
next time and flow 1 will be dropped directly. Finally, for flow
2 which is allowed to be forwarded to next service function,
the proxy will restore the NSH encapsulation of flow 2 before
sending it out.

3.4. Gateway. The gateway inmobile-edge network is similar
to P-GW in traditional mobile network. It is regarded as a
packet exit of the mobile-edge network and the entrance to
the Internet. In other words, any flow that wants to reach the
Internet should pass through this gateway.Moreover, because
the gateway is the last hop inmobile-edge network (the end of
the security service chain), it checks whether the NSH header
of the flow is deencapsulated or not.

In a word, the core idea of the proposed architecture is to
remove the security services from traditionalmobile network
and deploy virtualized security functions on a cloud close to
the user side. This change allows the network system to meet
flexible and scalable mobile security requirements better.

4. Optimization for Security Service Chaining

In the proposed architecture for mobile communication,
we present a security service chain to meet flexible user
security requirements by decoupling logical security services
with the physical resources in the cloud environment. Then,
with the known security requirements, we need to generate
a corresponding security service chaining to put required
security services into a sequence. In this case, the key point is
to determine the order of this sequence, which is dependent
on many factors. However, it is difficult to find a best
deployment solution because many of the optimal objects
are in conflict with each other. For example, if we want to
minimize the service processing delay, we have to choose a
service node with low CPU usage, which is not beneficial to
save power of the whole cloud. Therefore, the practical way
to address this problem is to find a proper trade-off, which is
not only to guarantee the mobile user experience but also to
decrease the energy consumption as much as possible.

In this section, we firstly present a graph based model
for security function deployment, which is used to find the
proper order of required security functions by our proposed
algorithm. Due to the performance of a given security service
chain influenced by many factors, we discuss how to make a
decision with more than one factor at the same time. Finally,

we present a security service composition algorithm based
on above considerations, which is used to choose a suitable
security service chain with most acceptable performance.

4.1. Graph Based Security Service Model. The security service
chaining requires a complex and integrated security service,
which consists of a sequence of specialized security functions.
In order to avoid the interference from others, different
security functions are deployed on different virtual machines
(VMs) in the cloud. Because the execution of security
functions is in order and there is no security function reused
in one security service chain, we use graph theory to describe
all security functions and their execution sequence. The
definitions are as follows.

4.1.1. Security Function Graph. According to the character of
security service chaining, a directed acyclic graph is used to
describe all service functions and their execution sequence.
The security function graph is formalized as 𝐺 = (𝑉, 𝐸),
where 𝑉 is the set of vertices and 𝐸 is the set of edges.

4.1.2. Vertex. In the security function graph, a vertex repre-
sents an available VM in the cloud. Therefore, a virtualized
security function can be deployed on this vertex. Besides,
there are two special vertices, which are on behalf of the
classifier and the gateway of the cloud correspondingly. The
classifier vertex acts as the only entry vertex, and the gateway
vertex acts as the only exit vertex. To avoid the interference,
each VM can only run one security function in a security
service chain. Furthermore, there may be more than one
security function running on the same VM for different
security service chains.

4.1.3. Edge. Each edge in the security function graph repre-
sents the connectivity between two required security func-
tions. The edge between two different VMs is directed
because the security functions deployed on themare executed
in order. The security function in former vertex should be
executed before the later one (next hop). If there are several
security service chains, some vertices may have one more
edge directed to different next hops. They can be used for
different security service chains to deploy their security
functions on the same vertex. Besides, there are at least one
directed edge from the classifier vertex and one directed edge
to the gateway vertex in a security function graph.

4.1.4. Security Function Path. Taking the way of security
functions composition into account, the security function
path can be expressed as a subgraph of the security function
graph. Because all security service chains are started from the
classifier and ended at the gateway, a security function path
is regarded as a path from the classifier to the gateway in the
security function graph. It is formalized as𝐺sfp = (𝑉sfp, 𝐸sfp),
where 𝑉sfp is a subset of 𝑉 and 𝐸sfp is a subset of 𝐸.
4.1.5. Security Service Chain. The security service chain
consists of several different security functions, which are
deployed on the security function path. A given security
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Figure 4: An example of security function graph.

service chain is formalized as a sequence {sf1, sf2, . . . , sf𝑛}
where 𝑛 is the total number of required security functions.
There is a one to one mapping relation between the security
functions of a security service chain and the vertices of its
corresponding security function path. Furthermore, the size
of 𝑉sfp should be greater than or equal to 𝑛 + 2 if the number
of security functions equals 𝑛. Although each security service
chain is corresponding to a unique security function path,
there may be some vertices and edges reused in the security
function graph.

In terms of the graph based security service model, we
can formalize a security service chain and its corresponding
security function path. The order of security functions can
be regarded as match between them, which is the foundation
of our proposed algorithm. For example, Figure 4 shows
a security function graph 𝐺 = (𝑉, 𝐸), where 𝑉 ={𝑆, 𝐴, 𝐵, 𝐶,𝐷, 𝐸, 𝐹, 𝑇}. The vertices 𝑆 and 𝑇 represent the
classifier and the gateway, respectively. The other vertices
are normal VMs in this graph, on which we can deploy
required security functions. 𝐸 is composed of directed lines.
We mark a specific security function path with full lines,
while the other dotted lines represent other existed security
function paths in this graph. This security function path
can be described as 𝐺sfp = (𝑉sfp, 𝐸sfp), where 𝑉sfp ={𝑆, 𝐴, 𝐵, 𝐶, 𝐸, 𝑇}. We can deploy an example security service
chain {sf2, sf1, sf4, sf3} on the vertices𝐴, 𝐵, 𝐶, 𝐸 in order, and
there is a match between the functions and their locations.

4.2. Constrained Optimization for Security Services. In order
to meet the user security requirements as much as possible,
we choose the required security functions to create the
security service chain. However, the order of these functions
is supposed to be optimized, which is effected by many extra
factors.

To solve this multiobjective optimization, we should
assign proper weight to these objectives. Traditionally, we
make the decision by our experience or experts’ advices. But
this way is coarse-grained because we have to use pre-
cise numbers to describe evaluations with ambiguous and
semantic words. Thus, we use a fuzzy inference system to
describe their weight, which uses fuzzy set theory to map
input to output with defined rules [24].There are two popular

Table 2: Rules for Mamdani fuzzy inference system.

Delay CPU usage Acceptance level
Low High Highly acceptable
Low Middle Acceptable
Low Low Acceptable
Middle High Acceptable
Middle Middle Uncertain
Middle Low Unacceptable
High High Unacceptable
High Middle Unacceptable
High Low Completely unacceptable

types of fuzzy inference system, Mamdani [25] and Takagi-
Sugeno. We choose the Mamdani with centroid defuzzifica-
tion because it is closer to the human thinking. The input is
decided by the number of influential factors, but the output
is unique. The fuzzy rules are set by experience or expert
advices.

In this paper, we consider two typical aspects, the user
experience and system energy consumption. In terms of
mobile user experience, the most important factor is delay,
including transmission delay and function processing delays.
The former is determined when the security function path is
given, while the latter is decided by the order sequence. On
the other hand, we choose the CPU usage of each VM
to evaluate its energy consumption. Therefore, two main
optimal objectives are processing delay and CPU usage. At
best, we want to choose a composition of security functions
with the lowest processing delay and the highest CPU usage.

For our fuzzy inference system, the inputs are processing
delay and CPU usage, which are classified in three levels:
low,middle, and high.Themembership functions of both two
inputs are the same shown in Figure 5(a).The only one output
is the acceptance level, which is classified in five levels and
shown in Figure 5(b). Both input value and output value are
normalized numbers. In this case, the output value “zero” in
output means the result is completely unacceptable, whereas
the value “one” means it is highly acceptable. The rules are
as shown in Table 2, which are set by our experience. For
example, the first rulemeans if the processing delay is low and
the CPU usage is high, it is regarded as a highly acceptable
result.

As illustrated in Figure 6, the proposed fuzzy inference
system is able to describe the acceptable level of the output
in terms of the CPU usage and the processing delay. In
other words, this fuzzy inference system describes a more
reasonable weight of these influence factors.

4.3. FIS Based Security Service Composition. For a given secu-
rity function path 𝐺sfp = (𝑉sfp, 𝐸sfp), there are 𝑥 candidate
VM nodes {vm1, vm2, . . . , vm𝑥} which can employ required
security functions {sf1, sf2, . . . , sf𝑥}. Taking many different
influential factors into account, such as their processing delay
and CPU usage, we need to find an appropriate deploy-
ment of these security functions. Therefore, based on the
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Figure 6: The acceptable level with different CPU usage and processing delay.

fuzzy inference system, we propose a new algorithm to find
the match between required security functions and their
locations (orders). In this way, we assume that the chosen
influential factors of each security function are measured
previously.

The algorithm to find the most suitable security function
composition is presented as follows.

Step 1. Set the influential factors of each security func-
tion 𝐹𝑘 (𝑘 = 1, 2, . . . , 𝑦) for each alternative VM node𝑁𝑗 (𝑗 = 1, 2, . . . , 𝑥) with respect to security function 𝑆𝑖 (𝑖 =1, 2, . . . , 𝑥) denoted by 𝑅𝑘 = 𝑋𝑖𝑗𝑘.
Step 2. Compute relative membership degrees for the VM
nodes and the security functions with different influential
factors. For a certain influential factor (𝑘 = 𝑢), if the bigger
influential factor is better, its relative membership degree is
shown in

𝑟𝑖𝑗𝑘𝑘=𝑢 = 𝑥𝑖𝑗𝑘𝑘=𝑢 − 𝑥min𝑥max − 𝑥min
, (1)

where𝑥min is theminimum𝑥𝑖𝑗𝑘|𝑘=𝑢 and𝑥max is themaximum𝑥𝑖𝑗𝑘|𝑘=𝑢.
Otherwise, its relative membership degree is shown in

𝑟𝑖𝑗𝑘𝑘=𝑢 = 𝑥max − 𝑥𝑖𝑗𝑘𝑘=𝑢𝑥max − 𝑥min
. (2)

Step 3. Set relative membership degrees of the chosen influ-
ential factors (𝑟𝑖𝑗1, 𝑟𝑖𝑗2, . . . , 𝑟𝑖𝑗𝑦) as the input of our fuzzy
inference system; then we can get the acceptable level 𝑟𝑖𝑗 in
output.

Step 4. Therefore, the fuzzy relation matrix is shown in

𝑅 = [𝑟𝑖𝑗]𝑥∗𝑥 . (3)

Step 5. Use the Hungarian method [26] to find the inde-
pendent zero element in 𝑅, which represents the matching
relation between the security function and its corresponding
VM.

Step 6. Deploy these security functions in order.

5. Implementation and Evaluation

5.1. Prototype Implementation. For a typical scenario of 3GPP
mobile LTE network, our proposed mobile-edge architecture
should include an UE, some necessary access services for
LTE, P-GW, required security functions, and the interface to
the Internet. However, to make it clear, we only implement
the proposed mobile-edge cloud in our prototype.

As illustrated in Figure 7, the prototype consists of a
classifier, a gateway, four security functions with their cor-
responding proxies and service forwarders. The classifier is
responsible to create a flow and assign an appropriate security
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Figure 7: The test bed of mobile-edge cloud.

service chain. The flow will pass through the security func-
tions 1–4 in order. Finally, the gateway receives this flow.There
is a security function proxy between each service forwarder
and its security function to translate the flow from IP to
NSH encapsulation and vice versa. Each of them runs on a
VM with dual-core CPU, 2GB memories and several NICs,
which is created by Kernel-based Virtual Machine (KVM) in
OpenStack.

The classifier and service forwarders are implemented
by OpenVSwitch [27]. OpenVSwitch is a software switch,
which is able to forward specific flow based on predefined
rules. In our prototype, we use the SDN controller POX
[28] to control the behavior of the OpenVSwitch. To achieve
SFC routing, service forwarders are equipped with Nshkmod
[29]. Nshkmod is an open source Linux kernel module
implementation of Network Service Header, which is used
to encapsulate and deencapsulate NSH for service flows. The
implementation of the security function proxy is also based
on OpenVSwitch and Nshkmod, in order to remove/insert
NSH encapsulation of packets and redirect them to the next
service forwarder or the receiver.

To achieve the standard SFC routing between two differ-
ent VMs, each virtual NSH interface (named nshx), created
by Nshkmod, is bound up with a NIC (named ethx) in an
ovs net-bridge. The ovs net-bridge has the ability to forward
packets from a virtual NSH interface to its related NIC in
order to encapsulate it by NSH header and vice versa.
Additionally, the data transmission between two virtual NSH
interfaces is accomplished by a special tunnel in Linux kernel.
In this way, a service forwarder can communicate with its
corresponding security function proxy.The security function
proxy for a service forwarder can send/receive data to/from
its corresponding security function in a traditional routing
way (IP routing).

Table 3: Processing delay of the required functions on different
VMS.

VM1 VM2 VM3 VM4
Service 1 15 12.5 14.6 13.8
Service 2 10.4 10.8 11.5 11.8
Service 3 8.7 9.1 8.2 8.9
Service 4 5.8 8.1 7.3 6.4

Table 4: CPU usage of different VMS with the required functions.

VM1 VM2 VM3 VM4
Service 1 83.1 85.2 84.7 84.4
Service 2 25.6 24.2 25.5 27.1
Service 3 22.1 24.7 23.9 23.3
Service 4 68.5 72.3 71.9 70.8

Considering the most common security services in
mobile network, we choose the firewall, network address
translator (NAT), Deep Packet Inspection (DPI), and load
balancer (LB) as an example. The firewall and NAT are
both implemented by iptables [30], which is integrated into
the Linux kernel. The DPI is implemented by nDPI [31],
a famous open source software. The LB is implemented by
Linux Virtual Server (LVS) [32], a popular technology of load
balance server.

We assume that security function path is decided as
shown in Figure 7.We choose two important influence factors
mentioned in Section 4, the processing delay of security func-
tions, and the CPU usage of their corresponding VMs. Based
on the prototype, we measure these parameters for each
security function on four decided VMs independently. The
measurement result of processing delay is shown in Table 3
and the CPU usage is shown in Table 4.
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5.2. Contrast Algorithm for Security Service Composition.
In order to evaluate the performance of our proposed
algorithm, a contrast algorithm is presented to solve the
problem of security service composition.The simple additive
weighting (SAW) [33] is widely used for service composition,
which transforms a multiobjective optimization into single-
objective optimization. However, the SAWalgorithm is tradi-
tionally used without fuzzy theory. To make it reasonable to
evaluate our fuzzy algorithm, we present a fuzzy SAW based
algorithm, which combines the SAW algorithm with fuzzy
relation theory.

The problem of security service composition and its
conditions are the same to Section 4.3.The detailed algorithm
is presented as follows.

Step 1. Set the performance evaluations of each security
function 𝑃𝑘 (𝑘 = 1, 2, . . . , 𝑦) for each alternative VM node𝑁𝑗 (𝑗 = 1, 2, . . . , 𝑥) with respect to security function 𝑆𝑖 (𝑖 =1, 2, . . . , 𝑥) denoted by 𝑅𝑘 = 𝑋𝑖𝑗𝑘.
Step 2. Compute relative membership degrees for the VM
nodes and the security functions with different performance
evaluations. For a certain performance evaluation (𝑘 = 𝑢),
if the bigger performance evaluation is better, its relative
membership degree is shown in

𝑟𝑖𝑗𝑘𝑘=𝑢 = 𝑥𝑖𝑗𝑘𝑘=𝑢 − 𝑥min𝑥max − 𝑥min
, (4)

where𝑥min is theminimum𝑥𝑖𝑗𝑘|𝑘=𝑢 and𝑥max is themaximum𝑥𝑖𝑗𝑘|𝑘=𝑢.
Otherwise, its relative membership degree is shown in

𝑟𝑖𝑗𝑘𝑘=𝑢 = 𝑥max − 𝑥𝑖𝑗𝑘𝑘=𝑢𝑥max − 𝑥min
. (5)

Step 3. Set the fuzzy weight 𝑊 = (𝑤1, 𝑤2, . . . , 𝑤𝑦),
where ∑𝑤𝑘 = 1 (𝑘 = 1, 2, . . . , 𝑦) in terms of our experience
or experts’ advices.

Step 4. According to the fuzzy weight 𝑊, compute the
aggregate fuzzy performance evaluations, which is shown in

𝑟𝑖𝑗 = ∑𝑤𝑘 ⋅ 𝑟𝑖𝑗𝑘. (6)

Step 5. Therefore, the fuzzy relation matrix is shown in

𝑅 = [𝑟𝑖𝑗]𝑥∗𝑥 . (7)

Step 6. Use the Hungarian method to find the independent
zero element in 𝑅, which represents the matching relation
between the security function and its corresponding VM.

Step 7. Deploy these security functions in order.

5.3. Evaluation Method and Criteria. A single-objective opti-
mization algorithm can be easily evaluated by calculating
the best value, because its target is to find only one extreme
value of the given problem. However, it is very hard to

evaluate a multiobjective optimization algorithm. Usually, a
multiobjective optimization problem is influenced by some
factors which are in conflict with each other. It is impossible
to find the solution to satisfy every optimal objective in one
time.Therefore, for a multiobjective optimization, there exist
a lot of Pareto optimal solutions.The Pareto optimal solution
cannot be improved in any objective for this problem if we
do not degrade the other objectives. The Pareto front is a
set of all the Pareto optimal outcomes, which can be used
to describe the best solution of a multiobjective optimization
problem.

Therefore, it is necessary to find the Pareto front before
we evaluate the proposed algorithm. Because the Pareto front
of the proposed security service composition problem is
unknown, it is supposed to choose an existing algorithm to
estimate the Pareto front. The genetic algorithm is one of
the most popular algorithms for multiobjective optimization,
which can help us obtain the Pareto front. In this paper, we
use NSGA-II [34] algorithm, which is a kind of improved
genetic algorithm, to estimate the Pareto front. Because
the Pareto front achieved by this algorithm is finite and
dynamically changed every run time, we run this algorithm
for 10 times under the same situation to collect the Pareto
points as much as possible.

TheNSGA-II algorithmwe used is decided by three main
parameters: the population size, the maximum number of
generation, and the fitness function for our problem. There
is no comprehensive solution for setting the population size
and the maximum number of generations. For example, with
a smaller population, it is fast to find the solution butmay lead
to local optimum, while a larger population may cause low
efficiency. The decision of maximum number of generations
is similar to the population size. Therefore, we evaluate the
algorithm under several situations with different settings of
the population size and themaximumnumber of generations.

On the other hand, it is important to choose a suitable
fitness function for our problem, which has a great effect
on the rate of convergence of the algorithm. In terms of the
model proposed in Section 4.3, we assume that there are 𝑘
influential factors of each security function and 𝑗 alternative
VM node with its respective security function where 𝑗 ∈{1, 2, . . . , 𝑥} and 𝑘 ∈ {1, 2, . . . , 𝑦}. The value of the kth
influential factors on each VM is denoted as 𝑞𝑘𝑗. Moreover,
these factors can be classified into two categories: the positive
factor 𝑄+ and the negative factor 𝑄−. For the former, larger
value means the better, while for the latter, small value means
the better. Then, the fitness functions 𝑓𝑘 are shown in

𝑓𝑘 =
{{{{{{{{{{{

𝑥∑
𝑗=1

𝑞𝑘𝑗, if 𝑞𝑘𝑗 ∈ 𝑄−,
− 𝑥∑
𝑗=1

𝑞𝑘𝑗, if 𝑞𝑘𝑗 ∈ 𝑄+. (8)

According to the calculation outcomes, we can obtain a
large number of Pareto optimal points. Each point is a pos-
sible optimal solution for our problem, which is regarded as
the estimatedPareto optimal point.With the estimatedPareto
front, the next step is to evaluate our fuzzy based optimization
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Table 5: Relative membership degree of processing delay.

VM1 VM2 VM3 VM4
Function 1 0 0.27 0.04 0.13
Function 2 0.5 0.46 0.38 0.35
Function 3 0.68 0.64 0.74 0.66
Function 4 1 0.75 0.84 0.93

Table 6: Relative membership degree of CPU usage.

VM1 VM2 VM3 VM4
Function 1 0.97 0 0.99 0.99
Function 2 0.06 0.03 0.05 0.02
Function 3 0 0.04 0.03 0.02
Function 4 0.73 0.80 0.79 0.77

algorithm. The reasonable way to evaluate a multiobjective
optimization algorithm is to make a comparison between the
calculated result and the Pareto front. There is a widely used
indicator to describe the difference between the estimated
Pareto front and the result calculated by our algorithm, called
IGD. IGD represents the distance from the result achieved by
our algorithm to the estimated Pareto front. It is obvious that
a smaller value is better, because it is closer to the Pareto front.
IGD can be calculated by

IGD = 1𝑛√
𝑛∑
𝑖=1

𝑥𝑖 − 𝑥2, (9)

where 𝑛 is the total number of Pareto optimal points, 𝑥 is the
influential vector of the result, and 𝑥𝑖 is the influential factor
vector of the 𝑖th Pareto optimal point.

Therefore, we can use NSGA-II algorithm to find the
Pareto front under a certain situation at first. Then, we cal-
culate the IGD value of a given security service composition
algorithm according to the achieved Pareto front. Finally,
we evaluate the performances of different algorithms by
comparing the IGD values between them, and the algorithm
with smaller IGD values is better.

5.4. Experimental Results. According to the proposed algo-
rithm, we calculate the corresponding relative membership
degrees for each measurement firstly, as shown in Tables 5
and 6, respectively.

Then, we use the fuzzy inference system presented in
Section 4 to make a trade-off decision between these two
factors. Set the relative membership degrees of processing
delay and CPU usage as the input; then we get the fuzzy
relation matrix 𝑅.

𝑅FIS = [[[[[[

0.8975 0.7436 0.8946 0.89460.5714 0.6329 0.7153 0.71630.1315 0.1865 0.1255 0.15220.2557 0.3166 0.2940 0.2654
]]]]]]
. (10)

Table 7: Matching relation between services and VMS.

VM1 VM2 VM3 VM4
Function 1 ∗ 0 ∗ ∗
Function 2 0 ∗ ∗ ∗
Function 3 ∗ ∗ 0 ∗
Function 4 ∗ ∗ ∗ 0

Table 8: Reference matching relation between services and VMS.

VM1 VM2 VM3 VM4
Function 1 ∗ 0 ∗ ∗
Function 2 ∗ ∗ ∗ 0
Function 3 0 ∗ ∗ ∗
Function 4 ∗ ∗ 0 ∗

Finally, we use Hungarian method to find out the match-
ing relation between security functions and VMs, which is
marked by “0” in Table 7.

According to Table 7, we should deploy the security
function 1 on VM2, function 2 on VM1, function 3 on VM3,
and service 4 on VM4. Therefore, the service deployment
order of the given security service chain is function 2,
function 1, function 3, and function 4. The total processing
delay in this way equals 37.5 and its corresponding total CPU
usage equals 205.5.

To evaluate our algorithm, the same problem is also
calculated by the fuzzy SAW based algorithm presented in
Section 5.2. We set the reference fuzzy weight 𝑊SAW =(𝑊delay,𝑊CPU) = (0.6, 0.4). It means the influence of process-
ing delay is a little larger than that of CPU usage, which is
similar to rules we defined for our fuzzy inference system.
Different from the algorithm, we use a precise number
to describe our subjective feeling in this way. With this
empirical fuzzy weight, we use (6) to compute the aggregate
membership degree, which is shown in (11).

𝑟𝑖𝑗 = ∑𝑤𝑘 ⋅ 𝑟𝑖𝑗𝑘 = 0.6𝑟𝑖𝑗1 + 0.4𝑟𝑖𝑗2. (11)

So, the reference fuzzy relation matrix is

𝑅SAW = [𝑟𝑖𝑗]4∗4 =
[[[[[[

0.388 0.162 0.420 0.4740.324 0.288 0.248 0.2420.408 0.400 0.456 0.4040.532 0.500 0.518 0.531
]]]]]]
. (12)

Similarly, we use Hungarian method to find out the reference
matching relation between security functions and VMs,
which is marked by the “0” in Table 8.

According to Table 8, we should deploy the security
function 1 on VM2, function 2 on VM4, function 3 on VM1,
and service 4 on VM3. Therefore, the service deployment
order of the given security service chain is function 3,
function 1, function 4, and function 2. The total processing
delay in this way equals 40.3 and its corresponding total CPU
usage equals 206.3.

To evaluate our algorithm objectively, we also calculate
two extreme cases in this scenario, which are the shortest



Mobile Information Systems 11

Case 4Case 3Case 2Case 1
The cases with different deployment solutions

201
202
203
204
205
206
207
208
209
210
211

To
ta

l C
PU

 u
sa

ge

205.5
206.3

203.2

209.3

(a) Total processing delay different cases

Case 4Case 3Case 2Case 1
The cases with different deployment solutions

34
35
36
37
38
39
40
41
42

To
ta

l p
ro

ce
ss

in
g 

de
lay

 (m
s)

39.8
40.3

36.9
37.5

(b) Total CPU usage for different cases

Figure 8: Comparisons between total processing delay and total CPU usage for different cases.

total processing delay case and themaximum total CPUusage
case. In the former case, the total processing delay equals 36.9
and its corresponding total CPU usage equals 203.2. While
the total processing delay of the latter case equals 39.8 and its
total CPU usage equals 209.3.

For convenience, wemark the four cases as cases 1–4: case
1 represents the deployment with FIS based algorithm, case 2
represents the deployment with fuzzy SAW based algorithm,
and case 3 and case 4 represent shortest processing delay case
and maximum CPU usage case, respectively.

To make it clear, we discuss the two factors, total pro-
cessing delay and total CPU usage equal independently. Fig-
ure 8(a) shows the total processing delays for different cases.
We can see case 1 is very similar to case 3, which represents
the minimal total processing delay. It is obvious that the
deployment with our algorithm can obtain lower processing
delay, which is close to our object. While case 2 and case 4
are much higher than them, particularly case 2 is even higher
than case 4. Maybe case 2 is the worst case in this scenario
because it obtains neither the shortest processing delay nor
the highest CPU usage. Although the subjective feeling
of contrast algorithm seems like FIS based algorithm, the
result shows that it is extremely different. The reason is the
criteria for these factors are semantic and complexity. It is
difficult to describe the criteria with only one precise number.
The result also proves that our fuzzy inference system is useful
to solve this problem.

On the other hand, Figure 8(b) shows the total CPUusage
for different cases. Although there is no other case similar
to case 4, which represents the maximum total CPU usage,
case 1 and case 2 are much higher than case 3. Case 3 may
be the lowest CPU usage case in this scenario at the cost
of its shortest processing delay. Case 2 is very close to case
1, so both of them can be the deployment candidate with
higher CPU usage. However, according to the above analysis
about processing delay, case 2 is the worst solution.Therefore,
the most proper deployment is case 1. In other words, our
algorithmprovides a best trade-off between these two factors.
It proves that the algorithm we proposed is useful to create
an appropriate security service chain with multiple influence
factors.

5.5. Performance Analysis. In this section, we firstly estimate
the Pareto front of our problem by the NSGA-II algorithm,
because there are four VMs needed to deploy security
functions in the above scenario and two influential factors to
be considered. So, in terms of (4), the fitness functions are
supposed to be

𝑓1 = 𝑞11 + 𝑞12 + 𝑞13 + 𝑞14,𝑓2 = 𝑞21 + 𝑞22 + 𝑞23 + 𝑞24. (13)

In order to make it closer to the real scenario, we set
these decision variables of two fitness functions (objective
functions) based on the measurements in Tables 3 and 4.
Thus, the range of these decision variables is as follows:

𝑞11 ∈ (12, 16) ,
𝑞12 ∈ (10, 12) ,
𝑞13 ∈ (8, 10) ,
𝑞14 ∈ (5, 9) ,
𝑞21 ∈ (83, 86) ,
𝑞22 ∈ (24, 28) ,
𝑞23 ∈ (22, 25) ,
𝑞24 ∈ (68, 73) .

(14)

Because the population size and themaximumnumber of
generations are difficult to determine in this scenario, we use
four different pairs of values for the population size and the
maximumnumber of generation to evaluate the performance
of algorithms. These pairs of values are set as (20, 100), (50,
200), (50, 100), and (100, 200) where the former represents
its population size and the latter represents its maximum
number of generation.

After we obtain all the Pareto optimal points for all
the situations, we calculate their IGD values with (8). In
this paper, we calculate the IGD values for both FIS based
algorithm and fuzzy SAW based algorithm under above four
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service composition algorithms.

different situations. As shown in Figure 9, the dotted line
with plus signs represents IGD values of proposed FIS based
algorithm, while the dotted line with asterisk represents that
of the fuzzy SAW based algorithm. Each line consisted of
four points and each point represents one of the situations.
For example, the first point in the dotted line with plus signs
means that IGD value of FIS based algorithm is calculated
with population size 20 andmaximumnumber of generations
100.

It is obvious that the dotted line with asterisk is always
lower than the dotted line with plus signs. Additionally, there
are downturns for both of the dotted lines shown in Figure 9.
The probable reason is that the population size is not large
enough to find adequate number of Pareto optimal points by
NSGA-II algorithm. Moreover, too much generations with
gene mutation also make the IGD values larger because the
IGD value means the stability of chosen samples. In general,
IGD values of FIS based algorithm are always smaller than
that of fuzzy SAW based algorithm under each situation. It
indicates that the result achieved by our proposed algorithm
is closer to the best solution (Pareto front).Thus, the solutions
of FIS based algorithm are better than fuzzy SAW algorithm.

Besides, we also make a comparison about the execution
time of different algorithms shown in Figure 10. The dotted

line with circles represents the execution time of proposed
FIS based algorithm, the dotted line with plus signs rep-
resents that of comparison algorithm, and the dotted line
with asterisk represents that of the NSGA-II algorithm. In
this experiment, we calculate the execution time of each
algorithm for different number of required security functions
in a security service chain, which is from2 to 12. Evidently, the
execution time of NSGA-II is always much larger than other
algorithms. With the number of required security functions
increasing, the execution time is also increasing. However,
according to our achieved results, the performance of FIS
based algorithm is similar to fuzzy SAW based algorithm,
and both the execution times of FIS based and fuzzy SAW
based algorithms are lower than 1ms. Thus, it is acceptable
for security service chaining to choose either the FIS based
algorithm or the fuzzy SAW based one in terms of the
execution time.

Based on the above analysis, the overall performance of
FIS based algorithm is better than that of the fuzzy SAW
based algorithm.

6. Conclusion

In this paper, we present a new architecture for sustainable
MECwith the idea of security service chaining.The proposed
service chaining can meet more diversity and flexible mobile
user requirements. Moreover, we present a security func-
tion proxy, which provides the compatibility to traditional
security functions in the new architecture. We also propose
an algorithm to find a proper way to composite required
security functions with multiple influential factors. In detail,
the security service chain is described by a graphmodel, and a
fuzzy inference system is adopted to find the suitable order of
the required security functions. Finally, with an implemented
prototype, we calculate and analyze the performance of
our proposed algorithm by comparing a widely used SAW
algorithm. The experimental results obviously prove the
proposed FIS based algorithm is better than the contrast one
with a common evaluation criterion.
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