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Expected goal of ubiquitous system is to prompt a tight inte-
gration among information, human beings, and their coex-
isting environment. In line with matured techniques, making
systems lighter, smaller, but powerful becomes an emerging
trend. To develop a smart environment, improvements to
performance, sustainability, and security of conventional
systems are essential. Taking smart home, for instance, all
devices are connected to specific area networks and smart
meters and are controlled through demand side management
techniques, where they canmake sure all the devices are func-
tional and stay controlled. With real-time pricing schemes,
these techniques can achieve efficient energy usage as well as
monetary expense reduction and also enable the integration
of renewable energy resources and facilitate the peak-to-
average load ratio reduction for balancing energy consump-
tion. Although advantages can be envisioned, the design of
secured ubiquitous systems and making them right-to-the-
needs are highly desired. And this special issue intends to
tackle such deluge issues in ubiquitous systems design,
prompting a green, sustainable, and secured computing
environment.

During the past few months, we received over 80 sub-
missions from at least 15 different countries where the cor-
responding authors were majorly counted by the deadline for
manuscript submission. All these submissions were consid-
ered significant in the area of the promising applications in
ubiquitous systems, but however, only three-fifth of them
passed the first-round examination which is based on a strict
and rigorous review policy. After a two-round review process,

only 22 papers were accepted for being included in this issue.
These accepted papers mainly look at our issue from the
perspectives of ubiquitous sensing, routing, and optimization
algorithm for wireless sensor network, data analysis in ubiq-
uitous environment, ubiquitous service for e-learning and
e-healthcare, privacy and security in smart environment,
social technique in ubiquitous network design, location-
based service and its fundamental technique adjustment,
authentication in ubiquitous mobile cloud, and storage and
management of large-scale data, which brought lively and
focused discussions to the publics.

“Secure Cooperative Spectrum Sensing for the Cognitive
Radio Network Using Nonuniform Reliability” addresses the
importance of reliability in a cognitive radio network under a
highly ubiquitous environment. A cooperative spectrum
sensing approach where users are assigned nonuniform reli-
ability is primarily considered. The nonuniform reliabilities
serve as identification tags and are used to isolate users with
malicious behavior. Three different strategies under this idea
are presented in order to ignore unreliable and malicious
users in the network. Considering only reliable users for
global decision improves sensing time and decreases colli-
sions in the control channel. The proposed schemes reduce
the number of sensing reports and increase the inference
accuracy.

“DS-ARP: A New Detection Scheme for ARP Spoofing
Attacks Based on Routing Trace for Ubiquitous Environ-
ments” addresses the issue of attack detection in an open
ubiquitous environment. A new detection scheme for ARP
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(Address Resolution Protocol) spoofing attacks using a rout-
ing trace, which can be used to protect the internal network,
is proposed and implemented. Tracing routing can find the
change of network movement path. The proposed scheme
provides high constancy and compatibility because it does
not alter the ARP protocol. In addition, it is simple and stable,
as it does not use a complex algorithm or impose extra load
on the computer system.

“Resource Management Scheme Based on Ubiquitous
Data Analysis” introduces an idea concerning well manage-
ment and analysis of ubiquitous data. An adaptive web pro-
cess manager scheme based on the analysis of web logmining
is proposed. The number of web processes is controlled
through prediction of incoming requests, and accordingly,
the web process management scheme consumes the least
possible web transaction resources. Authors adopted real web
trace data to demonstrate the improvement in performance of
the proposed scheme through a series of experiments.

“An Efficient Algorithm for Maximizing Range Sum
Queries in a Road Network” discusses an open issue in the
road network. It addresses the problem of processing MaxRS
(Maximizing Range Sum) queries in a road network. The
external-memory algorithm suited for a large road network
database is proposed. In addition, in contrast to the existing
methods, which retrieve only one optimal location, our pro-
posed algorithm retrieves all the possible optimal locations.
The performance of the proposed algorithm is evaluated
through the simulations and the real-world experiments.

“A Service BasedAdaptiveU-Learning SystemUsingUX”
introduces a promising application of ubiquitous systems in
e-learning environment. It focuses on providing the learning
material and processes of courses by learning units using the
services in a ubiquitous computing environment. And it also
investigates functions that support users’ tailored materials
according to their learning style. That is, the user’s data and
their characteristics are analyzed in accordance with their
user experience. It subsequently applies the learning process
to fit on their learning performance and preferences. Finally,
how the proposed system outperforms learning effects to
learners better than existing techniques is demonstrated and
proved by the experiment results.

“An Evaluation and Implementation of Rule-BasedHome
Energy Management System Using the Rete Algorithm”
discusses the use of smart sensors to prompt the development
of home energy management system (HEMS). This paper
evaluates a rule-based HEMS using the Rete algorithm by
simulation. In the simulation results, the proposed system
distributes the load for rule processing to nodes and has
achieved reducing themaximum load of node comparedwith
server-based method and Not-Rete method.

“Preserving Differential Privacy for Similarity Measure-
ment in Smart Environments” proposed a secure protocol to
compute coefficient function within differential privacy
model for data privacy protection in smart environments.
Unlike the existing solutions, our protocol can facilitate more
than one request to compute coefficient function without
modifying the protocol. Our solution ensures privacy protec-
tion for both the inputs and the computed coefficient function
results. Although the target area is a smart environment,

the same solution can be applied to other related areas
such as pervasive or ubiquitous computing and intelligent
environments.

“Applying Dynamic Priority Scheduling Scheme to Static
Systems of Pinwheel TaskModel in Power-Aware Scheduling”
outlines that the dynamic priority scheduling results in
power-aware scheduling could be applied to pinwheel task
model. This method is more effective than adopting the
previous static priority scheduling methods in saving energy
consumption and, for the system being still static, it is more
tractable and applicable to small sized embedded or ubiqui-
tous computing. In addition, a novel power-aware scheduling
algorithmwhich exploits all slacks under preemptive earliest-
deadline first scheduling which is optimal in uniprocessor
system is introduced.Thedynamic prioritymethodpresented
in this paper could be applied directly to static systems of
pinwheel task model. The simulation results show that the
proposed algorithm with the algorithmic complexity of 𝑂(𝑛)
reduces the energy consumption by 10–80% over the existing
algorithms.

“Density-Based Penalty Parameter Optimization on C-
SVM” discusses the density-based penalty parameter opti-
mization in C-SVM (support vector machine) algorithm. In
LIBSVM, C-SVMmodel is improved by the number propor-
tion of the positive instances to the negative ones, but how-
ever, the spatial distribution of the initial instances has not
been involved in the model training process. This paper aims
to provide a better solution of the value of parameter; thus
under the same conditions it can achieve a relatively accurate
classification result.

“A Socially Aware Routing Based on Local Contact Infor-
mation in Delay-Tolerant Networks” introduces an efficient
routing scheme by using a node’s local contact history and
social networkmetrics. Each node first chooses a proper relay
node based on the closeness to the destination node. A locally
computed betweenness centrality is additionally utilized to
enhance the routing efficiency.Through intensive simulation,
we finally demonstrate that our algorithm performs effi-
ciently compared to the existing epidemic or friendship
routing scheme.

“An Effective Approach to Improving Low-Cost GPS
Positioning Accuracy in Real-Time Navigation” presents an
effective approach to improving the positioning accuracy
of a low-cost GPS receiver for real-time navigation. The
proposed method precisely estimates position by combining
vehicle movement direction, velocity averaging, and distance
betweenwaypoints using coordinate data (latitude, longitude,
time, and velocity) of the GPS receiver. The experimental
results show that the proposed approach outperforms other
state-of-the-art methods in terms of positioning accuracy
compared to the other two state-of-the-art methods: recur-
sive averaging and ARMA interpolation.

“Sloped Terrain Segmentation for Autonomous Drive
Using Sparse 3D Point Cloud” proposes a framework for
segmenting the ground in real time using a sparse three-
dimensional (3D) point cloud acquired from undulating ter-
rain. A sparse 3D point cloud can be acquired by scanning the
geography using light detection and ranging (LiDAR) sen-
sors. For efficient ground segmentation, 3D point clouds are
quantized in units of volume pixels (voxels) and overlapping
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data is eliminated. The nonoverlapping voxels to two dimen-
sions by implementing a lowermost heightmap are greatly
reduced. The ground area is determined on the basis of the
number of voxels in each voxel group. We execute ground
segmentation in real time by proposing an approach to
minimize the comparison between neighboring voxels.

“Two-Layer Fragile Watermarking Method Secured with
Chaotic Map for Authentication of Digital Holy Quran”
presents a novel watermarking method to facilitate the
authentication and detection of the image forgery on the
Quran images. Two layers of embedding scheme on wavelet
and spatial domain are introduced to enhance the sensitivity
of fragile watermarking and defend the attacks. Discrete
wavelet transforms are applied to decompose the host image
into wavelet prior to embedding the watermark in the wavelet
domain.Thewatermarkedwavelet coefficient is inverted back
to spatial domain; then the least significant bits are utilized
to hide another watermark. A chaotic map is utilized to blur
the watermark to make it secure against the local attack. The
proposed method allows high watermark payloads, while
preserving good image quality.

“Study on Chaotic Fault Tolerant Synchronization Con-
trol Based on Adaptive Observer” considers the abrupt fault
in chaotic system, employs an observer-based active fault
tolerant approach, diagnoses fault online using adaptive
observer, and achieves synchronization of chaotic system
effectively. the effectiveness of ourmethod is verified through
numerical simulations; experimental results showed that syn-
chronization can be achieved no matter whether the system
failed or not. Finally, the proposed method is also applied to
chaotic secure communications.

“Secure and Privacy Enhanced Gait Authentication on
Smart Phone” proposes a novel gait based authentication
using biometric cryptosystem to enhance the system security
and user privacy on the smart phone. Extracted gait features
are merely used to biometrically encrypt a cryptographic key
which is acted as the authentication factor. Gait signals are
acquired by using an inertial sensor named accelerometer
in the mobile device and error correcting codes are adopted
to deal with the natural variation of gait measurements. The
proposed system on a dataset consisting of gait samples of 34
volunteers is evaluated. The results achieve the lowest false
acceptance rate (FAR) and false rejection rate (FRR) of 3.92%
and 11.76%, respectively, in terms of key length of 50 bits.

“A Secure and Efficient Audit Mechanism for Dynamic
SharedData in Cloud Storage” proposes a secure and efficient
audit mechanism for dynamic shared data in cloud storage.
The proposed scheme prevents a malicious cloud service
provider from deceiving an auditor. Moreover, it devises a
new index table management method and reduces the audit-
ing cost by employing less complex operations. It is proved
to have the resistance against some attacks and show less
computation cost and shorter time for auditing when com-
pared with conventional approaches. The results present that
the proposed scheme is secure and efficient for cloud storage
services managing dynamic shared data.

“Controlled Bidirectional Quantum Secure Direct Com-
munication” proposes a controlled bidirectional quantum
secure direct communication using a nonlocal swap gate to
simultaneously exchange quantum information or classical

messages without transmitting the qubits carrying the secret
messages. In addition, the proposed protocol uses minimal
quantum resources for legitimate users to transmit any
unknown qubits in controlled bidirectional QSDC protocols.
It is secure against eavesdropping attacks, and the controller
has no access to the quantum information or secret messages
in the protocol.

“Analyzing the Impact of Storage Shortage on Data Avail-
ability in Decentralized Online Social Networks” proposes
a data availability model over storage capacity for DOSNs.
Further, a novel method is proposed to predict the data avail-
ability on the fly. Extensive simulation experiments have been
conducted. The results show that the proposed data avail-
ability method is able to capture the relation between data
availability and storage capacity effectively and that the on-
the-fly prediction method can predict the level of data
availability accurately.

“Compressed Sensing Based Fingerprint Identification
for Wireless Transmitters” proposes a fingerprint identi-
fication method for wireless transmitter signal based on
compressed sensing. Complex analytical wavelet transform is
used to obtain the envelope of the transient signal, and fea-
tures are extracted from the envelope using the compressed
sensing theory. A feature selection utilizingminimum redun-
dancy maximum relevance (mRMR) is employed to obtain
optimal feature subsets for identification. Finally, the recog-
nition of 8 wireless transmitters by the SVM recognizer and
BP neural network recognizer is completely performed.

“User Localization in Complex Environments by Mul-
timodal Combination of GPS, WiFi, RFID, and Pedometer
Technologies” proposes a conceptual design of a general
localization platform using combination of multiple localiza-
tion technologies. The combination is realized by dividing
spaces into grid points. To demonstrate this platform, a
systemwith GPS, RFID,WiFi, and pedometer technologies is
established. Experiment results show that the accuracy and
availability are improved in comparisonwith each technology
individually.

The era of ubiquitous computing and its extended sys-
tems, applications, and services has drawn attentions to the
publics and indeed caused great changes to our daily lives.
With the success in the organization of this special issue
in The Scientific World Journal, it becomes possible for
researchers (and interesting readers as well) who have been
engaged in this or related areas to receive state-of-the-art
information, gain experiences, and further bring about the
benefits in this promising area of study. We, the guest editors,
also envision the advanced stimulation of development of
innovative services and solutions in this area can be achieved
in the coming future.

Jong-Hyuk Park
Yi Pan

Han-Chieh Chao
Neil Y. Yen
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In today’s era of aging society, people want to handle personal health care by themselves in everyday life. In particular, the evolution
of medical and IT convergence technology and mobile smart devices has made it possible for people to gather information on their
health status anytime and anywhere easily using biometric information acquisition devices. Healthcare information systems can
contribute to the improvement of the nation’s healthcare quality and the reduction of related cost. However, there are no perfect
security models or mechanisms for healthcare service applications, and privacy information can therefore be leaked. In this paper,
we examine security requirements related to privacy protection in u-healthcare service and propose an extended RBAC based
security model. We propose and design u-healthcare service integration platform (u-HCSIP) applying RBAC security model. The
proposed u-HCSIP performs four main functions: storing and exchanging personal health records (PHR), recommending meals
and exercise, buying/selling private health information or experience, and managing personal health data using smart devices.

1. Introduction

At the time of the entry of an aging society, people are
interested in health and desire to manage their healthy life
by themselves. In particular, with the evolution of medical
and IT convergence technologies and mobile smart devices,
it is now possible for people to gather information on their
health status anytime and anywhere easily using biometric
information acquisition devices. Web-based healthcare ser-
vices, such as Google Health, Microsoft’s Health Services
Platform (CHF), and PatientLikeMe, can easily help patients
with similar diseases using social networking (SNS) and have
capability of exchanging information and build a wide range
of services. In addition, the size of the healthcare application
market is increasingly growing due to the spreading use of
smart mobile devices.

u-health based on IT and Health will be the solution
for improving quality of life and reducing healthcare cost.
Healthcare information systems are largely viewed as the

single most important factor in improving nation’s healthcare
quality and reducing related costs. According to a recent
RAND study, the USA could potentially save $81B annually
by moving to a universal electronic health record (EHR)
system. Not surprisingly, recent government initiatives have
pushed for wide-scale adoption of universal EHR by 2014 [1].

And the paradigm of medical treatment health care has
changed to the preventive health care. Information security
and privacy in the healthcare sector are issues of growing
importance. The adoption of digital patient records, the
increased regulation, the provider consolidation, and the
increasing need for information exchange between patients,
providers, and payers all point towards the need for better
information security [1].

To supportmore secure healthcare services, it is necessary
to construct security model that can be applied to a person-
alized healthcare service platform in order to preserve the
privacy and protect the personal health records. This should
also be a prerequisite of personal healthcare services.

Hindawi Publishing Corporation
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Table 1: u-healthcare trend of global companies.

Global
company u-healthcare trend

IBM

Remote monitoring and
personal health
measurement u-healthcare
solutions offering

Microsoft
Development of searching
and sharing medical
information system

Philips

Release health management
services (Moriva) that are
customized using the TV
for elderly who are not
familiar with the use of the
Internet

Intel

Release the digital health
service areas such as
home-based medical care
and computerized hospital.
Releasing medical mobile
devices with built-in RFID
reader MCAP (mobile
clinical assistant platform)

Qualcomm

Establish LifeWatch, heart
monitoring, wireless
communication, GPS,
real-time response for
u-healthcare mobile service
provider

In this paper, we examine security requirements related
to privacy protection in u-healthcare service integration
platform (u-HCSIP) and extend an RBAC securitymodel. An
RBAC, which has many benefits such as usability, expressive-
ness, and appliance in various environments, can be applied
to construct a security model for secure healthcare services,
because many users, permissions, various constraints, and
a lot of roles are included in u-HCSIP. It is possible to
specify the security requirement specifications using an
extended RBAC and its components for the complicated
environment of u-HCSIP. The proposed u-HCSIP supports
a healthy lifestyle by measuring personal health information
in a hospital clinical, imaging, and drug data, as well as health
information obtained from smart devices. Anyone can enter
their daily health-related data such as food consumption,
sleeping time, mood, movement, and exercise, allowing them
to manage their personal health information of modern
smart features.

The rest of the paper is organized as follows. Section 2
describes previous related works and Section 3 presents
potential security threats and specifies security requirements
in healthcare service platform. In Section 4, we propose the
framework of u-HCSIP and construct a security model using
RBAC for privacy protection in u-HCSIP.We also present the
design of the software architecture of the u-HCSIP applying
RBAC. Finally, Section 5 provides some brief concluding
remarks.

2. Research Background

The general process of the u-healthcare service is shown in
Figure 1. u-healthcare can be classified as three parts such as
u-Medical, u-Silver, and u-Wellness.

These days, according to an aging society, people have
more interested in u-Wellness life style. Personalized health
care service is needed in u-Wellness. Personal health care
services using telemedicine technology can provide users
with no restriction in either time or location. In particular,
with the development of medical and IT convergence tech-
nologies in our increasingly aging society, the consumption
and concern for healthy living life have increased. In addition,
the development of IT convergence technology makes it
possible for users to check their health condition using a
smart biodevice to collect their personal health data. With
the recent acceleration in the use of various smart devices,
the market of mobile health care applications is also growing.
According to a survey of global data, the mobile health care
market is expected to grow to $8 billion by 2018 [2, 3].

Through the advent of medical technology, doctors are
now able to treat their patients more efficiently. For example,
doctors can show a treatment or recovery process to the
patient by showing them their health conditions via an
application. In addition, patients can use an application
to communicate with their doctor, allowing them to send
or receive medical information and the answers to their
questions on their health status.

Currently, u-healthcare service data are stored in the
database of the hospital information system, and the patients
pay a fee every time they want access to their data from the
hospital. When they need to submit their records to another
hospital they must have their data put on a CD, or receive
theirmedical records in video data form.However, there exist
difficulties to exchange data and to maintain the data among
the hospitals [4]. These days, people often eat too much fast
food or suffer from stress, so it might lead to an increase
in chronic diseases. Thus, the needs for medical services in
everyday life are growing rapidly. In particular, the paradigm
of medical services in the medical centers for chronic disease
has changed to around the general home care. First, daily
health-related information (the amount of food consumed
and types of exercise, such asmomentum) can be entered into
a smart device. It is therefore possible to provide customized
information on certain health and spiritual guides for diet and
exercise needed throughout the day by suing a smart device.
This can be of great help in achieving a healthy lifestyle. If
users were able to optimize healthcare using the smart devices
like tablet PC, smart phones, and the iPad they already have
owned, they could achieve a smart life. Because of that reason,
many global companies have developed healthcare systems
and devices as well as u-healthcare solutions. Figure 2 shows
the needs of a patient-centered care service platform. Table 1
shows the trend of global companies regarding u-healthcare.

Figure 3 shows the components of the u-healthcare
Service and it means health care information consumers are
increasing and sensor and biomedical devices are adopted.

In this paper, we suggest moving the focus on hospital-
based medical data management to patient-based medical
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u-health
service
process

Sensing

Biosignal
measurement

Monitoring Analyzing Feedback
Biosignal analysis

and display
Data storing and
applying result of

analysis 

Guide personalized
healthcare and
feedback action

Biosignal data feedback/value-added service

Figure 1: General process of u-health service.

Diagnosis,
hospital sheet
CT, MRI, X-ray

Healthcare service 
platform

Manage day-to-day living patterns

medical data management service 
Hospital-oriented→ prevention-oriented

Treatment of diseases→ prevention-oriented

Figure 2: Patient-oriented health data management service.

data management, especially for the personalized wellness
heath care service through the everyday life.

The patient-oriented medical data management service
platform is a healthcare service platform that matches the
Health Care 3.0 era to meet the needs of the construction
of smart healthcare service platform. The platform compre-
hensively performs to cover both health data of the hospital
or clinic and user health related data measured using smart
device like sleep, emotion, exercise, food, and movement
data. Further, it can cover to provide health information
not only to their own medical staff and specific hospital
information system under the patient’s consent but also to
patients and general users.

Patient or personal health data management services
should include four main functions: self-management of
health data, PHR information exchanges, selling and buying
of medical information, and acquisition of drug information.

Figure 4 shows the managing of personal health information
using a smart device, providing health information such as
effective patient treatment or various cures, and storing and
managing video data and medical records in the hospital
information system. When utilizing personalized patient-
centered healthcare service platform, the view point of the
medical service is extended from the medical center to
a living area such as a home, fitness center, or business
center (e.g., Diabetes using a mobile phone, ECG, blood
pressure management). It can reduce repeated visits to the
hospital and save in national healthcare costs. Therefore,
personal healthcare service platform to support the whole
management of personal health data using the smart mobile
devices is necessary to customize day life healthcare.

The privacy and security rule of HIPAA requires cov-
ered entities to ensure implementation of administrative
safeguards in the form of policies, personnel, and physical
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Healthcare 
information 
service system 

Healthcare 
information 
consumer

Hospital 
doctors

Patient
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safeguards to their information infrastructure, and technical
safeguards to monitor and control intra- and interorganiza-
tional information access. As personal health information is
digitized, transmitted, andmined for effective care provision,
new threats to patients’ privacy are becoming evident [1].

Unauthorized disclosure of health information can
have serious consequences including refusal of prospective
employment, difficulties in obtaining or continuing insur-
ance contracts and loans, ostracization from family and
community groups, and personal embarrassment [1].

A key challenge that attends the adoption of electronic
health information networks is therefore to ensure that the
principle of consent is meaningfully respected and enforced
in electronic contexts [5].

In particular, privacy protection and access control are
essential security features in u-healthcare service, so they
must be supported. In next section we examine potential

vulnerabilities in u-healthcare service system. We analyze
security threats to u-healthcare in next section.

3. Security Threats against
u-Healthcare Services

u-healthcare service was transformed into (health care 2.0)
life extension in the treatment of disease services through
ICT technology for the (health care 1.0) infection preven-
tion existing in the development of IT fusion technology.
Currently, through disease prevention and healthy lifestyle
management, the development of health care 3.0 is being
pursued. The important keywords of health care 3.0 are
miniaturization, day-to-day management, individual cus-
tomization, patient-oriented care, diagnosis, and treatment
[6]. Day-to-day management means developing around pre-
ventive medicine from hospital treatment centers. Individual
customization means changing from a standard prescription
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that does not take into account the individual character-
istics of personalized treatment regarding genetic factors
and temperament. In addition, miniaturization indicates the
possibility of early diagnosis by improving the accuracy of the
diagnostic treatment. Finally, patient-centered care means
development for maximizing the convenience and utility of
the patient. Unlike existing hospital databases that store basic
patient information, it stores the life patterns of everyday
life such as sleep, diet, exercise, and emotional changes. In
addition, it provides personalized health care utilizing an
analysis of large volumes of data mining techniques such
as pattern recognition and classification for an analysis of
similar patient diseases.

However, no perfect secure mechanisms exist in the
healthcare applications, and sensitive privacy information
can be leaked. Figure 5 shows the security threats to u-
healthcare service. As shown in Figure 5, traditional security
threats such as DB/network vulnerabilities and unauthorized
access can be potentially. In addition, more seriously, there
exist the potential privacy leakage and threats to availability.
Most healthcare information is classified as sensitive.

The details of the potential vulnerabilities are eavesdrop-
ping, denial of service, database security, network security,
data protection, privacy protection, authentication, unautho-
rized access, message forgery, and virus attack.

As examining security threats in u-healthcare service,
it is necessary to construct a security model including risk
assessment, accountability and policy enforcement.

Risk Assessment. The information asset can be a registry
and repository, where the information of patient health is
stored, it is guaranteed for data confidentiality, integrity, and
availability.
Accountability. In addition, the patient safety is always the
first to privacy is a primary principle of providing health

information. The requester who try to access to the health
information must be identified in order to determine the
responsibility to impart information. In particular, a history
of access control events with respect to the information must
be sure to perform a security audit logs should be left.

Policy Enforcement.The domains which share information of
each other have to agree with cross identification, authentica-
tion, and security audit level.

In this paper, to support both privacy protection and
availability, we apply an RBAC. The RBAC security model
is useful and flexible because of its usability, expressiveness,
extension, and flexibility. In next section, we will describe the
framework of u-HCSIP and construct an RBAC-based.

4. Framework of RBAC Based u-HCSIP

4.1. Constructing RBAC Based Security Model. Personal
healthcare services using telemedicine technology can be
provided along with medical services and no restrictions
in either time or location. Recent launches of Microsoft’s
“Health Vault” and “Google Health” are examples of a whole
gamut of security risks compounding the privacy problem.

RBAC security model is useful and flexible. The primary
motivation for RBAC lies in reducing the complexity and
effort required to manage authorization data in large scale
systems [7]. It has been designed for environments where
discretionary access control (DAC) is inappropriate because
end users do not own the information they are allowed to
access and therefore should not have the discretion to grant
access to others [5]. It is possible to construct a security
policy for each enterprise using an RBAC.The basic concepts
of role-based access control consist of user (U), role (R),
sessions (S), and permission (P) [8]. In addition, role hier-
archy, constraints, and privacy purpose group are included.
Similar to the security management in the previous role of
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manager, functions of the security management, including
creation of permission, roles, users, and rolemanagement, are
subdivided.This model strengthens the function of reflecting
policies, so that constraints and security controls are applied
on all the components, along with the intensified role of
manager, deriving flexibility from changes in the u-healthcare
service environment.

Security management applied with RBAC simplifies the
complicated procedures of granting authority in an extensive
network environment, to reduce the required amount of time
and costs for security management.

Thus, it is more suitable than other access control models
and can be applied to various environments. We extended
general RBAC model because our u-HCSIP is used by many
users with different security levels. So we appended PG
(privacy purpose group) which was used to categorized user
group according to security level that user had want to belong
to. An extended RBAC security model is shown in Figure 6.

Our security model can be used to specify a variety of
constrains. In u-HCSIP user could have many roles. User
who had roles of consumer also had a role of producer next
time. Therefore there are many constraints of SSD (static
separation of duty) and DSD (dynamic separation of duty).
Object diagram of u-HCSIP was shown in Figure 7 and
components of RBAC model were shown as follows:

U (user): set of users,
R (role): set of roles,
(object): set of objects,
P (permission): set of permissions (read, write, exe-
cute, append, delete, update),
S (session): set of sessions,
C (constraints): set of constraints,
T (task): set of tasks, roles consisting of tasks,

General user: role Producer: role

Expert: role

Consumer: role

Admin: role

DSD SSDRole

SSDRole

SSDRole

SSDRole

SSDRole
Role hierarchy

Figure 7: Object diagram for Extended RBAC security model in u-
HCSIP.

PG (purpose based group): set of purpose based
groups, user can select his own privacy purpose group
in u-HCSIP,
SP (security policy): set of security policies,
MR (manager role): set of manager roles,
RH (role hierarchy): set of role hierarchies,
UA: user assignment,
PA: permission assignment,
SA: session assignment,
RA: roles assignment,
TA: task assignment.

A security policy includes definitions of the subjects,
objects, permissions, roles, role hierarchy, and constraints
of an enterprise. The major benefits of an RBAC security
model over other access control models are its usability and
expressiveness.

Role engineering is what designs components of RBAC
model, and properly constitutes policies in a particular
organization.

Constraints of the duty separation are used to prevent
conflicts with policies. Constraints of the SSD are intended to
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prevent conflicts that can occur when acquiring permission
regarding the role against the user.

Constraints of the SSD-role using OCL (object constraint
language) are presented as below.

Constraints of SSD-Role: it is needed not assign
conflicting role to the same user.

context SSDRole.
Role 1.User → excludesAll (Role 2.User)

Constraint of DSD is a restriction on the role to be
promoted in the same user session. In other words, if a part
of the role in DSD constraints is activated, the user is not
able to activate other roles that conflict in the same session.
Constraints of the DSD use OCL, and are represented as
below.

DSD constraint: it is needed not to activate
conflicting role in the same session.

contextDSD.
Role 1.Session → excludesAll (Role 2.Session)

The security policy expressiveness supports a practical
requirement for efficient and manageable consent-based
health information sharing.

4.2. The Framework of u-HCSIP. In this section, we pre-
sented a framework of u-healthcare service platform applying
RBAC. Figure 8 showed the framework of u-HCSIP. u-
HCSIP consisted of HIMS (health informationmanagements
system), SMS (security management system), health infor-
mation database, and knowledge base. The main compo-
nent HIMS carried out four key services. The first service
is self-management of health data using a smart device.
The second service is PHR management and exchanging
service.The third service is the buying/selling personal health
information. Finally, the fourth service is a drug information
searching service.

A life-pattern service using the health care data of the
proposed service platform is associated with information
regarding food consumption, sleep, exercise, feeling, and the
relevance of the disease. It is possible to recommend a service
for diet and exercise by analyzing which foods change the
user’s bodily condition, using statistical information on food
and exercise. In addition, personal health information, that
is, PHRs, contains not only the user’s physical characteristics,
but also the information on their diseases and hospital
medical records.

It has become recently possible to communicatemessages
according to the CCR standard based on XML. In the
hospital, interacting with the hospital information system
or Google Health will enable information exchange costs
to be reduced by building CCR parsers and an information
exchange system. The details of each service are as follows.

(1) Information Management and Exchange Services. The
current hospital information system appears to have many

problems in exchanging medical information among hospi-
tals, including basic patient information; in addition, there is
no standard format for medical records or hospital database
design. HL7 is often used as the standard for medical
information, but since it was designed substantially to match
the U.S. health care system, there are many problems in its
domestic application. The CCR standards currently being
used by Google Health have defined the important informa-
tion in this area. They are in a suitable form to represent
medical record information and an individual’s health status.

Seoul University Hospital, Aju University Hospital, and
Gachon University’s Gil Medical Center are researching and
developing XML-based CCR standards. The personal smart
healthcare service platform proposed in this paper saves data
based on a CCR clinical information data, including the
basic information of the patient, and adopts the transmission,
reception, and conversion of messages. Figure 9 shows
the information management exchange service conceptual
diagram of a PHR.

(2) Health Data Self-Management Services Using a Smart
Device: Health Log.Obesity and chronic diseases such as high
blood pressure and diabetes require daily management of
food intake, impetus, and sleep. The proposed technique, as
shown in Figure 9, records patient data in real time using
a smartphone and then stores into the health information
database personal health data regarding to user’s actions and
emotions in daily life in the server. Daily life recordings and
statistics are also stored into the health information database
in the server. It can be utilized to consult with an expert like
doctor, fitness trainer and dietitian. Custom service in terms
of the use patterns is also supported by utilizing data analysis
techniques.

Health log service application using the smart device
is to manage health related everyday life pattern data and
to provide the customizing service of health information
like food intake, meals, exercise and impetus to users. In
order to provide personal customized information, HIMS
(Health Information Managements System) performs data
analysis using data mining techniques, machine learning,
ontology based context awareness, inference rules, and pat-
tern recognition. According to the frequency of occurrence
of activities occurred in the day-to-day life, relationship,
sequential and repetition relationship, analysis of personal
health information is carried out by inference engine of the
HIMS.

The differentiated services of the adequate support of
the disease and health status for each user are (1) recom-
mending evening meals to patients with lunar constitution
of high blood pressure and diabetes, (2) daily caloric intake
information considering the amount of food consumed
and momentum, and (3) depression treatment information
regarding the weather and states of emotional change.

The User’s Point of View. Using the proposed health log
application people who have chronic diseases or obesity can
use smart devices anywhere, anytime and store behavior and
emotional status data to the server. Applying health log app,
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Figure 10: Smartphone application user interface.
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Figure 11: Buying/selling health information service.

self-diagnosis and monitoring is possible using the results of
the analysis of the various statistics and patterns.

Professional Perspective. Experts (doctors, health managers,
and nutritionists) provide professional knowledge on disease
prediction and improved eating habits using day-to-day life
data and pattern information of the users, as well as an
adequate healthmanagement service upon regular admission
to a hospital.

Figure 10 shows an example UX interface of the smart
phone application for health data self-management services.
From the user’s perspective, personal health related data can
be entered easily using symbolic icons. In addition, a helpful
service can be performed by utilizing useful knowledge
obtained through the analysis of large amounts of data.

(3) Buying and Selling Service Adequate Medical Information.
The Electronic Medical Record System is a method for
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Figure 12: Search drug information.
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computerizing all medical information in hospitals without
changing any combination of IT technology to medical
record management that had managed to paper charts exist-
ing.

Medical information like patient-specific health status,
patient history, patient-specific treatment results, prescribed

patient results, drug reactions by patients and patient’s admis-
sion/discharge records are recorded in EMR formats. Most
patients who were suffered from a specific illness want to
get their own information about their disease and to handle
it for the better treatment or any other way to overcome
their disease. However, that kind of medical information
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cannot be provided to the patients or patients cannot receive
information from other patient’s medical information. To
solve these problems, patient-oriented personalized smart
healthcare services platforms configure the medical informa-
tion database useful according to collective intelligence and
search for medical information related to a buyer’s request
information with high similarity. Then personalized medical
information sales service can be provided to the buyers who
want to purchase medical information of other patient with
similar conditions.

Figure 11 shows a conceptual diagram of buying and sell-
ing services of adequate individual medical information. A
service provider constitutes a medical information database.
A service provider gradually stores information by building a
medical information database provided from collective intel-
ligence. In addition, a service provider maintains healthcare
information database incrementally by adding health related
data through on/off-line network.

The service provider provides a search capability of
medical information of high similarity with a potential
buyer’s purchase information. In other words, if a buyer
who was willing to buy medical information connects to
the server providing the services and enters their purchase
information, the server can support the service of searching
medical information as depending on configured medical
information database.

The method of sales service which provides personalized
medical information is to search the health data related
to purchase information registered by the seller. Similarity
could be determined by the number of users who purchase
information and when medical information matches. It was
determined that the greater the number of matches, the
higher the similarity. In addition, it will be able to extract as a
result searched in case that purchase information andmedical
information are matching over a small number.

(4) SearchDrug Information Services.Finally,HIMSperforms
the useful search functions for drug information. Generally,
patients cannot guess the efficacy or ingredients of a drug
simply by seeing its form, even if the patient knows the
prescribed drug; this includes drugs that have side effects.
Searching and providing drug information services using
smart devices can be divided into several steps. User scans
and enters the shape of a drug, color of a drug and drug’s
name. Searching and providing drug information service can
find out the drug related information as shown in Figure 12.
So it can prevent the misuse or abuse of drugs, and that
can prevent waste through the disposal of drugs using smart
devices, has been provided.

4.3. Software Architecture of RBAC Based u-HCSIP. The
design of the software architecture of the personalized smart
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healthcare service platform used to implement detailed func-
tional specifications was shown in Figure 13.

The personalized smart healthcare service platform can
be implemented applying many techniques such as medical
information service platform technology, analytical tech-
niques of personalized patient data, standardization tech-
nology of information exchanges, service development of
exchange and management of PHR information, and appli-
cation development for personalized health information
management based on a smartphone.Management of remote
consultation is a module for remote connections of general
experts and users. Personalized health information services
are a module that provides health considerations depending
on the health status of the user. The personalized health
information management stores and retrieves the PHRs of
all personal. Providing an individual diet is a service module
providing a personalized diet in consideration of personal
physique, health, and favorite food for the public or those
with chronic diseases. The personalized sports guidance
service provides an appropriate exercise level, the kind of
exercise, and exercise time in consideration of the person’s
height, weight, and age. A health information analyzer will
be provided by extracting similar information to the health
information required by buyers. It shows reliability based on
the recommended amount of useful health information that
has been purchased by many users.

The personalized health care system consisted of 8 func-
tional components such as personal health log manager,
personal remote consulting manager, personal diet provider,
personal health data analyzer, collective intelligencemanager,
personal fitness manager, personal food guider, and everyday
life watcher. In addition, there exists a security manager
component which performed security policy enforcement.

Also an artificial agent, that constructs knowledge from
the inference rules, context awareness rules and data mining
rules, must be included in u-HCIS. In order to provide
health information and to recommend appropriate health
information, it analyzes the collective intelligence and mines
useful information from the gathered health data.

All services are carried out with grant stamp of security
enforcement server. First of all, health information consumer
and provider gain a grant token to use the u-HCISP for the
management of personal health records.

Using a smart device, a typical user can enter his infor-
mation, receive the provisioning of a health information
service, or receive the provisioning of consultation requests
with a professional. In addition, health-related professionals
in various fields, such as doctors, nutritionists, and fitness
managers can provide consultation to a typical user, provide
a variety of related information in terms of health, exercise,
or food, or provide specific health warning information.
Through a smart device, general users, and experts are
connected to each other at a health care contact service.

If users have wanted to sell a variety of health information
they had learned in their own experience, they can register
with the health information to the service of buying/selling
health information. Users who want to purchase the health
information are able to buy by searching registered data such
as health information that they are interested in.

The user management module grants permission by
distinguishing the user and applying an access control model
of a role-based method for the protection of personal data,
thereby protecting user information and user management
for information related to personal privacy protection. The
basic workflow of the healthcare service platform proposed
in this paper is shown in Figure 14.

Figure 14 shows the use case and we can verify the
proposed RBAC based u-HCISP works with guarantee of
confidentiality and privacy. User of consumer role: gathers
and manages health data with grant token of authentication
and access control. Health information server carries out to
update incremental database and to analyze reasoning rules.
User of producer role: wants to sell one’s own health infor-
mation and registers health data with grant token of access
control and authentication. The security service provider
must classify user as a specific privacy group and assign the
roles. Therefore user including consumer, producer, expert,
can be handled to access control and privacy preserving.

5. Conclusions

E-healthcare informatics can be classified as sensitive infor-
mation. Privacy is one of the key issues to be handled in e-
healthcare informatics.

In this paper, we examined security requirements related
to privacy protection and extended RBAC security model.

Then we proposed RBAC-based personalized healthcare
service platform for the smart management of personal
health records using smart devices. We have designed
u-healthcare service integration platform (u-HCSIP) and
applied RBAC based security model in order to support
secure u-healthcare service. The proposed RBAC based
u-HCISP can have performed four main functions: stor-
ing and exchanging personal health records (PHR), meals
and exercise recommendations, buying/selling private health
information or experience, and search information of drugs
service. We have verified the usefulness of the proposed
RBAC-based u-HCSIP by analyzing the use case workflow.

TheproposedRBAC-based u-HCSIP is useful not only for
smart mobile healthcare management but also for improving
the quality of life in the coming aging society.
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Most identity-based identification (IBI) schemes proposed in recent literature are built using pairing operations. This decreases
efficiency due to the high operation costs of pairings. Furthermore, most of these IBI schemes are proven to be secure against
impersonation under active and concurrent attacks using interactive assumptions such as the one-more RSA inversion assumption
or the one-more discrete logarithm assumption, translating to weaker security guarantees due to the interactive nature of these
assumptions.The Schnorr-IBI scheme was first proposed through the Kurosawa-Heng transformation from the Schnorr signature.
It remains one of the fastest yet most secure IBI schemes under impersonation against passive attacks due to its pairing-free design.
However, when required to be secure against impersonators under active and concurrent attacks, it deteriorates greatly in terms of
efficiency due to the protocol having to be repeated multiple times. In this paper, we upgrade the Schnorr-IBI scheme to be secure
against impersonation under active and concurrent attacks using only the classical discrete logarithm assumption. This translates
to a higher degree of security guarantee with only some minor increments in operational costs. Furthermore, because the scheme
operates without pairings, it still retains its efficiency and superiority when compared to other pairing-based IBI schemes.

1. Introduction

Identification schemes, first proposed by Fiat and Shamir [1],
are a cryptographic primitive that allows one party, called
the prover, to verify himself to another party, the verifier,
with the verifier learning nothing else other than the fact
that the prover knows the prover’s secret key as claimed.This
primitive is a challenge-response one-way authentication
mechanism that is frequently used in access control and is
able to provide high security guarantees due to the zero-
knowledge property of the protocol.

Traditional identification schemes, however, rely on a
certificate issued by a certificate authority to explicitly certify
that a user’s public key rightfully belongs to him. To mitigate
the problem of cryptosystems growing large and where
certificate management becomes a major and costly issue,
Shamir proposed the notion of identity-based cryptography,
where certificates are no longer necessary and users can
implicitly certify their public keys using their own identity-
string [2].

However, identity-based cryptography only began to gain
interest in 2001 when Boneh and Franklin proposed the first
identity-based encryption scheme [3]. Three years later in
2004, IBI schemes were then formalized independently by
Bellare et al. [4] and Kurosawa and Heng [5].

1.1. Related Work. Reference [4] presented a framework to
construct IBI schemes from traditional public key identifica-
tion schemes using a family of trapdoor sampleable relations.
The authors also showed the relationship between security
notions of standard identification schemes, public key sig-
nature schemes, IBI schemes, and identity-based signature
schemes.

On the other hand, [5] showed that any digital signature
with a zero-knowledge proof-of-knowledge protocol can
be converted into an IBI scheme that is secure against
impersonation under passive attacks. Reference [6], which
is an extension of [5], showed several instantiations of
the Kurosawa-Heng transformation, among which was the
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Schnorr-IBI scheme which is based on the transformation
from the Schnorr digital signature scheme [7].

This passive-secure original scheme was fast and efficient
and based on the weak discrete logarithm assumption similar
to the signature scheme it was derived from. However, to
improve the scheme to be secure against impersonation
under active and concurrent attacks, a modified strong wit-
ness hiding protocol was required. This yielded an inefficient
scheme where the protocol had to be repeated 𝑘 = log

2
𝑞

times, where 𝑞 is the size of the discrete logarithm group.
Tan et al. improved on this result in 2011, modifying

the Schnorr-IBI scheme to provide active and concurrent
security using only one iteration of the protocol [8]. However,
since it was basing its security on the decisional Diffie-
Hellman assumption, which is a stronger assumption than
the discrete logarithm assumption, it thus resulted in a
degradation of security guarantee.

1.2. Motivations and Contributions. While pairing-based IBI
schemes continue to flourish, it would be of interest to
continue to improve existing pairing-free IBI schemes in
terms of both efficiency and security. It is well known that
pairing operations are costly compared to other operations
like exponentiations, as shown by implementation results
such as those by [9]. Therefore, pairing-free IBI schemes run
faster than their pairing-based counterparts in general.

In this paper, we show that the Schnorr-IBI scheme is able
to be proven secure against impersonation under active and
concurrent attacks using only the classical discrete logarithm
assumption, which is an improvement in terms of security
guarantee over the results of [8] of using the decisional Diffie-
Hellman assumption. This comes at a small cost to storage
and operation.

Specifically, we extend the number of secret key com-
ponents to two components and thus name the modi-
fied Schnorr scheme the Twin-Schnorr-IBI scheme. The
increased security guarantee comes at a small price in terms
of increase in user secret key size as well as a few additional
exponentiation operations. However, when compared to the
majority of IBI schemes that utilize bilinear pairings, it is still
considered more efficient since it is pairing-free.

One of the desirable properties of identification schemes
is in their fast operation sequence. Generally speaking, three-
move identification schemes are one of the faster crypto-
graphic primitives in the asymmetric cryptography setting.
This can be seen via the Fiat-Shamir transform, where digital
signatures are constructed from identification schemes. This
fast operation, coupled with the security feature where no
information can be obtained by observing the running of the
identification protocol, makes the identification scheme an
excellent candidate for implementation on low-power, light-
processing platforms. Moreover, for pairing-free identity-
based identification schemes, one is able to authenticate
himself securely with minimal computing required because
certificate management issues are a thing of the past, and no
pairing operationsmeans less power is required in computing
the intermediate steps during the identification protocol.

With strong security guarantees, high efficiency with-
out pairing operations, and in the identity-based setting,

the Twin-Schnorr-IBI scheme fits the description of the
lightweight cryptographic scheme that is an excellent cryp-
tographic primitive that can be implemented to provide
fast access control mechanisms for entity authentication
without having to use certificates. Implementation instances
of the scheme can be applied to smart cards, mobile devices,
and online systems to facilitate entity authentication before
granting these entities access to available resources such as
the larger reservoirs of computing power on cloud servers to
handle the subsequent more taxing computations.

The rest of the paper is organized as follows. In Section 2,
we begin with some preliminaries, including assumptions
and security definitions for IBI schemes. In Section 3
we propose the Twin-Schnorr-IBI scheme. In Section 4
we provide a corresponding proof of security against imper-
sonation under active and concurrent attacks. In Section 5 we
provide a comparison of our proposed scheme against other
discrete logarithm-based IBI schemes provable secure in the
random oracle model. In Section 6, we provide implementa-
tion results to demonstrate the speed of the Twin-Schnorr-
IBI scheme. We provide some areas of potential application
for the Twin-Schnorr-IBI scheme in Section 6 and conclude
in Section 7.

2. Preliminaries

2.1. Notations. Let {0, 1} be the set of individual bits and let
{0, 1}
∗ be the set of all bit strings. Let N = {0, 1, 2, . . .} denote

the set of natural numbers, and if 𝑘 ∈ N then 1𝑘 is the bit string
of 𝑘 ones. Denote by {0, 1}𝑛 the set of bit strings of length 𝑛 ∈
N. If𝑥 is a binary string, we denote by |𝑥| its length and denote
by 𝑥 | 𝑦 the concatenation of strings 𝑥 and 𝑦.

If 𝐴 is a set then by 𝑎 $
← 𝐴 we denote the action of

sampling 𝑎 uniformly from 𝐴. If 𝐴 is an algorithm then 𝑎 ←
𝐴 (𝑥 : 𝑟) denotes that 𝐴 outputs 𝑎 when run with input 𝑥
and random coins 𝑟. By 𝐴 (𝑥) we denote the distribution of
𝑎 ← 𝐴 (𝑥 : 𝑟) over the uniform choice of 𝑟. For algorithms
𝑋 and 𝑌, denote by 𝑎 ← 𝑋(⋅) ↔ 𝑌(⋅) an output 𝑎 produced
as the result of an interaction between 𝑋 and 𝑌 on arbitrary
inputs.

Also, define a negligible function 𝑓 : N → [0, 1] such
that, for every positive exponent 𝑐 ∈ N, there exists an integer
𝑘
𝑐
∈ N such that 𝑓 (𝑘) ≤ 𝑘−𝑐 for all 𝑘 > 𝑘

𝑐
.

2.2. Discrete Logarithm Assumption. Let 𝐺 be a cyclic group
with prime order 𝑞 and let 𝑔 be a generator of 𝐺. The discrete
logarithm problem is defined as follows: given a number 𝐴 =

𝑔
𝑎 in group 𝐺, output 𝑎.
The discrete logarithm assumption states that there exists

no polynomial time algorithm 𝑀 that is able to (𝑡

, 𝜀

)-

solve the discrete logarithm problem with nonnegligible
probability such that Pr[𝑀(𝐺, 𝑞, 𝑔, 𝐴)] ≥ 𝜀

.

2.3. Formal Definition of IBI Schemes. An IBI scheme
is defined by four polynomial time algorithms SETUP,
EXTRACT, PROVE, and VERIFY.
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Let 𝐼𝐵𝐼 = (𝑆𝐸𝑇𝑈𝑃, 𝐸𝑋𝑇𝑅𝐴𝐶𝑇, 𝑃𝑅𝑂𝑉𝐸,𝑉𝐸𝑅𝐼𝐹𝑌) where:
(i) ⟨𝑚𝑝𝑘,𝑚𝑠𝑘⟩ ← 𝑆𝐸𝑇𝑈𝑃 (1

𝑘
)

(ii) 𝑢𝑠𝑘 ← 𝐸𝑋𝑇𝑅𝐴𝐶𝑇 (𝑚𝑝𝑘,𝑚𝑠𝑘, 𝐼𝐷)

(iii) 𝑑𝑒𝑐 ← 𝑃𝑅𝑂𝑉𝐸 (𝑢𝑠𝑘, 𝐼𝐷, 𝐶𝐻𝐴) ↔ 𝑉𝐸𝑅𝐼𝐹𝑌 (𝐼𝐷, 𝐶𝑀𝑇, 𝑅𝑆𝑃) : 𝑑𝑒𝑐 ∈ {𝑎𝑐𝑐𝑒𝑝𝑡, 𝑟𝑒𝑗𝑒𝑐𝑡}

Algorithm 1: Definition of an IBI scheme.

(1) SETUP takes in the security parameter (1𝑘) and
outputs the master public key 𝑚𝑝𝑘 and master secret
key𝑚𝑠𝑘.

(2) EXTRACT takes in 𝑚𝑝𝑘, 𝑚𝑠𝑘, and the user identity-
string 𝐼𝐷 to produce the user secret key 𝑢𝑠𝑘.

(3) IDENTIFICATION PROTOCOL: PROVE and VER-
IFY interact with each other according to a three-step
canonical proof-of-knowledge protocol. Each algo-
rithm takes in 𝑚𝑝𝑘 and 𝐼𝐷, with PROVE receiving
the additional 𝑢𝑠𝑘 as auxiliary input.

(a) PROVE initiates and sends a commitment to
VERIFY. Usually this takes the form of the
prover’s identity-stringmixed with some salt for
the identification instance.

(b) VERIFY picks a random challenge from a set of
predefined challenges to send to PROVE.These
challenges are uniformly distributed within the
predefined set of challenges.

(c) PROVE responds with an answer to the chal-
lenge and VERIFY chooses whether to accept
or reject based on PROVE’s response that is
calculated based on the identification instance’s
commitment, challenge, and the user secret key
𝑢𝑠𝑘 and identity-string 𝐼𝐷.

The definition of an IBI scheme is presented in Algorithm 1.

2.4. Security Model for IBI Schemes. An adversary attacking
an IBI scheme is defined as an impersonator. The goal of the
impersonator is to successfully impersonate an honest user.
Impersonators are further broken down into two categories.

(i) Passive impersonator: this type of impersonator only
eavesdrops on conversations between honest users
and verifiers before attempting impersonation.

(ii) Active and concurrent impersonators: these imper-
sonators are able to actively participate in con-
versations with honest verifiers to learn as much
information as they can before attempting imperson-
ation. The difference between active and concurrent
impersonators is that active impersonators are only
able to interact with one verifier at a time, while
the concurrent impersonator is able to run several
conversations with several verifiers concurrently.

We model the security of an IBI scheme as a game played
by an impersonator 𝐼 and a challenger 𝐶 as follows.

(1) 𝐶 creates𝑚𝑝𝑘 and𝑚𝑠𝑘 and runs 𝐼 as a subroutine. 𝐶
passes𝑚𝑝𝑘 to 𝐼 but keeps𝑚𝑠𝑘 to itself.

(2) In phase 1, 𝐼 can issue extract and identification
queries. If 𝐼 is a passive impersonator, 𝐶 will respond
with transcripts of valid conversations between hon-
est provers and honest verifiers for an identification
query. If 𝐼 is an active and concurrent impersonator,
𝐶 will play the cheating verifier to answer 𝐼’s identifi-
cation queries while 𝐼 plays the role of the prover.

(3) In phase 2, 𝐼 outputs an identity that it wishes to be
challenged on. 𝐼 is able to continue issuing extract and
identification queries, but once it converses with 𝐶 as
a cheating prover and manages to convince 𝐶 that he
is the challenge identity, he wins the game.

We provide the description of the experiment in Algorithm 2.

Let 𝐼 = (𝐶𝑉, 𝐶𝑃) who runs in time 𝑡 with 𝑎𝑡𝑘 ∈

{𝑝𝑎, 𝑎𝑎, 𝑐𝑎} and security parameter 𝑘; the advantage of 𝐼 to
impersonate is

𝐴𝑑V𝑖𝑚𝑝-𝑎𝑡𝑘
𝐼𝐵𝐼,𝐼

(𝑘) = Pr [𝐸𝑥𝑝𝑖𝑚𝑝-𝑎𝑡𝑘
𝐼𝐵𝐼,𝐶,𝐼

(𝑘) = 1] , (1)

where 𝐼 can make at most 𝑞
𝑒
extract queries. An IBI scheme

is 𝑖𝑚𝑝-𝑎𝑡𝑘 secure if 𝐴𝑑V𝑖𝑚𝑝-𝑎𝑡𝑘
𝐼𝐵𝐼,𝐼

(⋅) is negligible for every
polynomial time 𝐼.

3. The Twin-Schnorr-IBI Scheme

Before the description of the scheme, we briefly note that
while the key generation process of Schnorr-IBI from [5]
looks similar to that of BNN-IBI from [4], the two schemes
have different identification protocols and are therefore
considered as two distinct IBI schemes. Similarly, one might
note the similarity in the key generation process for OKDL-
IBI from [4] with Twin-Schnorr-IBI, but because the two
schemes have separate and distinct identification protocols,
we consider them as two distinct IBI schemes.

The construction of the Twin-Schnorr-IBI scheme is as
follows.

(1) SETUP takes in the security parameter 1𝑘 and gener-
ates the group𝐺 of order 𝑞. It picks randomgenerators
𝑔
1
, 𝑔
2

$
← 𝐺 and two random integers 𝑥

1
, 𝑥
2

$
←

Z
𝑞
. It sets 𝑋 = 𝑔

−𝑥
1

1
𝑔
−𝑥
2

2
and lastly chooses a hash

function 𝐻 : {0, 1}
∗
× 𝐺 × 𝐺 → Z

𝑞
. It publishes

𝑚𝑝𝑘 = ⟨𝐺, 𝑞, 𝑔
1
, 𝑔
2
, 𝑋⟩while keeping𝑚𝑠𝑘 = ⟨𝑥

1
, 𝑥
2
⟩

securely stored away.

(2) EXTRACT takes in 𝑚𝑝𝑘 = ⟨𝐺, 𝑞, 𝑔
1
, 𝑔
2
, 𝑋⟩, 𝑚𝑠𝑘 =

⟨𝑥
1
, 𝑥
2
⟩, and the user identity-string 𝐼𝐷. It first picks
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𝐸𝑥𝑝
𝑖𝑚𝑝−𝑎𝑡𝑘

𝐼𝐵𝐼,𝐶,𝐼
(𝑘):

(1) ⟨𝑚𝑝𝑘,𝑚𝑠𝑘⟩ ← 𝐶.𝑆𝐸𝑇𝑈𝑃(1
𝑘
);

(2) 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒 𝐻𝑈 ← 𝜙, 𝐶𝑈 ← 𝜙, 𝑇𝑈 ← 𝜙, 𝑃𝑆 ← 𝜙;
(3) 𝑃𝑎𝑟𝑠𝑒 𝐼 = (𝐶𝑉, 𝐶𝑃);
(4)𝐷𝑒𝑓𝑖𝑛𝑒 𝐼𝑁𝐼𝑇(𝐼𝐷

𝑖
):

(i) 𝑖𝑓 𝐼𝐷
𝑖
∈ 𝐻𝑈 ∪ 𝐶𝑈 𝑟𝑒𝑡𝑢𝑟𝑛 ⊥;

(ii) 𝑢𝑠𝑘
𝐼𝐷𝑖

← 𝐶.𝐸𝑥𝑡𝑟𝑎𝑐𝑡(𝑚𝑝𝑘,𝑚𝑠𝑘, 𝐼𝐷
𝑖
);

(iii)𝐻𝑈 ← {𝐻𝑈 ∪ 𝐼𝐷
𝑖
};

(iv) 𝑟𝑒𝑡𝑢𝑟𝑛 1
(5)𝐷𝑒𝑓𝑖𝑛𝑒 𝐶𝑂𝑅𝑅(𝐼𝐷

𝑖
):

(i) 𝑖𝑓 𝐼𝐷
𝑖
∉ 𝐻𝑈 𝑡ℎ𝑒𝑛 𝑟𝑒𝑡𝑢𝑟𝑛 ⊥;

(ii) 𝐶𝑈 ← 𝐶𝑈 ∪ {𝐼𝐷
𝑖
};

(iii)𝐻𝑈 ← 𝐻𝑈 \ {𝐼𝐷
𝑖
};

(iv) 𝑟𝑒𝑡𝑢𝑟𝑛 𝑢𝑠𝑘
𝐼𝐷𝑖

;
(6)𝐷𝐸𝐹𝐼𝑁𝐸 𝐼𝐷𝐸𝑁𝑇

𝑎𝑡𝑘
(𝐼𝐷
𝑖
)

(i) 𝑖𝑓 𝐼𝐷
𝑖
∉ 𝐻𝑈 𝑟𝑒𝑡𝑢𝑟𝑛 ⊥;

(ii) 𝐼𝑓 𝑎𝑡𝑘 = 𝑝𝑎

𝑇
𝐼𝐷𝑖

= 𝑇
𝐼𝐷𝑖

| ⟨𝐶𝑀𝑇
𝐼𝐷𝑖 ,𝑚

| 𝐶𝐻𝐴
𝐼𝐷𝑖 ,𝑚

| 𝑅𝑆𝑃
𝐼𝐷𝑖 ,𝑚

⟩;
𝑤ℎ𝑒𝑟𝑒 𝑎𝑐𝑐 ← 𝐶.𝑃𝑟𝑜V𝑒(𝐼𝐷

𝑖
,𝑚, 𝐶𝐻𝐴

𝐼𝐷𝑖 ,𝑚
) ↔ 𝐶.𝑉𝐸𝑅𝐼𝐹𝑌(𝐼𝐷

𝑖
,𝑚, 𝐶𝑀𝑇

𝐼𝐷𝑖 ,𝑚
, 𝑅𝑆𝑃
𝐼𝐷𝑖 ,𝑚

);
and𝑚 indicates the transcript session.

(iii) 𝐼𝑓 𝑎𝑡𝑘 = 𝑎𝑎

𝑃𝑆 ← {𝐼𝐷
𝑖
, 𝑚};

𝑎𝑐𝑐 ← 𝐶.𝑃𝑟𝑜V𝑒(𝐼𝐷
𝑖
,𝑚, 𝐶𝐻𝐴

𝐼𝐷𝑖 ,𝑚
) ↔ 𝐶𝑉.𝑉𝐸𝑅𝐼𝐹𝑌(𝐼𝐷

𝑖
,𝑚, 𝐶𝑀𝑇

𝐼𝐷𝑖 ,𝑚
, 𝑅𝑆𝑃
𝐼𝐷𝑖 ,𝑚

);
(iv) 𝑖𝑓 𝑎𝑡𝑘 = 𝑐𝑎

𝑃𝑆 ← 𝑃𝑆 ∪ {𝐼𝐷
𝑖
, 𝑚};

𝑎𝑐𝑐 ← 𝐶.𝑃𝑟𝑜V𝑒(𝐼𝐷
𝑖
,𝑚, 𝐶𝐻𝐴

𝐼𝐷𝑖 ,𝑚
) ↔ 𝐶𝑉.𝑉𝐸𝑅𝐼𝐹𝑌(𝐼𝐷

𝑖
,𝑚, 𝐶𝑀𝑇

𝐼𝐷𝑖 ,𝑚
, 𝑅𝑆𝑃
𝐼𝐷𝑖 ,𝑚

);
(v) 𝑟𝑒𝑡𝑢𝑟𝑛 1;

(7) 𝐼𝐷∗ ← 𝐶𝑉(𝑚𝑝𝑘: 𝐼𝑁𝐼𝑇(⋅), 𝐶𝑂𝑅𝑅(⋅), 𝐼𝐷𝐸𝑁𝑇
𝑎𝑡𝑘
(⋅))

(8) 𝑖𝑓 𝐼𝐷
∗
∉ 𝐻𝑈 𝑟𝑒𝑡𝑢𝑟𝑛 0;

(9)𝐻𝑈 ← 𝐻𝑈 \ 𝐼𝐷
∗;

(10) 𝐶𝑈 ← 𝐶𝑈 ∪ {𝐼𝐷
∗
};

(11) 𝑑𝑒𝑐 ← 𝐶𝑃(𝑚𝑝𝑘, 𝐼𝐷∗: 𝐼𝑁𝐼𝑇(⋅), 𝐶𝑂𝑅𝑅(⋅), 𝐼𝐷𝐸𝑁𝑇
𝑎𝑡𝑘
(⋅)) ↔ 𝐶.𝑉𝐸𝑅𝐼𝐹𝑌(𝑚𝑝𝑘, 𝐼𝐷∗);

(12) 𝑖𝑓 (𝑑𝑒𝑐 = 𝑎𝑐𝑐) 𝑟𝑒𝑡𝑢𝑟𝑛 1, 𝑒𝑙𝑠𝑒 𝑟𝑒𝑡𝑢𝑟𝑛 0;

Algorithm 2: Description of the security model for IBI schemes.

two random integers 𝑟
1
, 𝑟
2

$
← Z
𝑞
and calculates 𝛼 =

𝐻 (𝐼𝐷, 𝑅,𝑋) and sets 𝑅 = 𝑔
𝑟
1

1
𝑔
𝑟
2

2
. With those values,

EXTRACT then calculates 𝑠
1
= 𝑟
1
+ 𝑥
1
𝛼 and 𝑠

2
=

𝑟
2
+ 𝑥
2
𝛼 and sets 𝑢𝑠𝑘 = ⟨𝑠

1
, 𝑠
2
, 𝛼⟩.

(3) IDENTIFICATION PROTOCOL: PROVE takes in
𝑚𝑝𝑘, 𝐼𝐷, and 𝑢𝑠𝑘 while VERIFY takes in 𝑚𝑝𝑘 and
𝐼𝐷. They run the identification protocol as follows.

(a) PROVE begins by picking two random integers
𝑦
1
, 𝑦
2

$
← Z

𝑞
and sets 𝑌 = 𝑔

𝑦
1

1
𝑔
𝑦
2

2
. PROVE

additionally sets 𝑅 = 𝑔
𝑠
1

1
𝑔
𝑠
2

2
𝑋
𝛼 and sends 𝑌, 𝑅

to VERIFY.
(b) VERIFY picks a random challenge 𝑐 $

← Z
𝑞
and

sends it to PROVE.
(c) PROVE responds by setting 𝑧

1
= 𝑦
1
+ 𝑐𝑠
1
and

𝑧
2
= 𝑦
2
+ 𝑐𝑠
2
and then sends 𝑧

1
, 𝑧
2
to VERIFY

as its response.

VERIFY calculates𝛼 = 𝐻 (𝐼𝐷, 𝑅,𝑋) andVERIFY accepts
if the following equation holds:

𝑔
𝑧
1

1
𝑔
𝑧
2

2
= 𝑌(

𝑅

𝑋𝛼
)

𝑐

. (2)

VERIFY can calculate 𝛼 = 𝐻 (𝐼𝐷, 𝑅,𝑋) by itself since

𝑔
𝑠
1

1
𝑔
𝑠
2

2
𝑋
𝛼
= 𝑔
𝑟
1
+𝑥
1
𝛼

1
𝑔
𝑟
2
+𝑥
2
𝛼

2
𝑔
−𝑥
1
𝛼

1
𝑔
−𝑥
2
𝛼

2

= 𝑔
𝑟
1

1
𝑔
𝑟
2

2

= 𝑅.

(3)

Correctness of the identification protocol can be proven
as such:

𝑌(
𝑅

𝑋𝛼
)

𝑐

= (𝑔
𝑦
1

1
𝑔
𝑦
2

2
) (

𝑔
𝑠
1

1
𝑔
𝑠
2

2
𝑋
𝛼

𝑋𝛼
)

𝑐

= (𝑔
𝑦
1

1
𝑔
𝑦
2

2
) (𝑔
𝑠
1

1
𝑔
𝑠
2

2
)
𝑐

= (𝑔
𝑦
1

1
𝑔
𝑦
2

2
) (𝑔
𝑐𝑠
1

1
𝑔
𝑐𝑠
2

2
)

= 𝑔
𝑦
1
+𝑐𝑠
1

1
𝑔
𝑦
2
+𝑐𝑠
2

2

= 𝑔
𝑧
1

1
𝑔
𝑧
2

2
.

(4)

The detailed description of the scheme is provided in
Algorithm 3.
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SETUP(1𝑘)
𝑔
1
, 𝑔
2

$
← 𝐺

𝑥
1
, 𝑥
2

$
← Z
𝑞

𝑋 = 𝑔
−𝑥1

1
𝑔
−𝑥2

2

Choose𝐻: {0, 1}∗ × 𝐺 × 𝐺 → Z
𝑞

𝑚𝑝𝑘 = ⟨𝐺, 𝑞, 𝑔
1
, 𝑔
2
, 𝑋⟩

𝑚𝑠𝑘 = ⟨𝑥
1
, 𝑥
2
⟩

Output: ⟨𝑚𝑝𝑘,𝑚𝑠𝑘⟩
EXTRACT(𝑚𝑝𝑘,𝑚𝑠𝑘, 𝐼𝐷)

𝑟
1
, 𝑟
2

$
← Z
𝑞

𝛼 = 𝐻(𝐼𝐷, 𝑅,𝑋)
𝑅 = 𝑔

𝑟1

1
𝑔
𝑟2

2

𝑠
1
= 𝑟
1
+ 𝑥
1
𝛼

𝑠
2
= 𝑟
2
+ 𝑥
2
𝛼

𝑢𝑠𝑘 = ⟨𝑠
1
, 𝑠
2
, 𝛼⟩

Output: 𝑢𝑠𝑘
𝐼𝐷

PROVE VERIFY
𝑦
1
, 𝑦
2

$
← Z
𝑞

𝑌 = 𝑔
𝑦1

1
𝑔
𝑦2

2

𝑅 = 𝑔
𝑠1

1
𝑔
𝑠2

2
𝑋
𝛼

𝑌,𝑅

→

𝑐

← 𝑐
$
← Z
𝑞

𝑧
1
= 𝑦
1
+ 𝑐𝑠
1

𝑧
2
= 𝑦
2
+ 𝑐𝑠
2

𝑧1 ,𝑧2

→ Accept iff

𝑔
𝑧1

1
𝑔
𝑧2

2
= 𝑌(

𝑅

𝑋𝛼
)

𝑐

Algorithm 3: Definition of the Twin-Schnorr-IBI scheme.

4. Security Analysis

To outline the strategy for the proof, the general strategy is
to prove that a challenger to the discrete logarithm problem
can use the impersonator for the Twin-Schnorr-IBI scheme
to solve an instance of the discrete logarithm problem.

The challenge takes in the discrete logarithm prob-
lem instance and simulates the environment for the Twin-
Schnorr-IBI for the learning phase of phase 1.

In phase 2, it then uses the impersonation attempt of
the Twin-Schnorr-IBI to solve the instance of the discrete
logarithm problem. However, it is well known that no prob-
abilistic polynomial time algorithm can solve the discrete
logarithm problem.

Hence we arrive at the conclusion that no such imperson-
ator for the Twin-Schnorr-IBI exists.

Theorem 1. The Twin-Schnorr-IBI scheme is secure against
impersonation under active and concurrent attacks if the
discrete logarithm problem is hard in group 𝐺, where

𝐴𝑑V𝑖𝑚𝑝-𝑎𝑎/𝑐𝑎
𝐼𝐵𝐼,𝐼

≤ √𝐴𝑑V𝑑 log
𝐺,𝑀

(𝑘) +
1

2𝑘
+
1

2𝑘
. (5)

Proof. Suppose an impersonator 𝐼 exists. We can then show
an algorithm 𝑀 that is able to break the discrete logarithm
problem. 𝑀 begins by taking in the discrete logarithm

instance (𝑔, 𝐴 = 𝑔
𝑎
) and runs 𝐼 as a subroutine to calculate

𝑎.
𝑀 simulates the challenge environment for 𝐼 by first

setting 𝑔
1
= 𝑔 and 𝑔

2
= 𝐴. Then it runs the rest of SETUP

as usual, choosing two random integers 𝑥
1
, 𝑥
2

$
← Z

𝑞
and

setting 𝑋 = 𝑔
−𝑥
1

1
𝑔
−𝑥
2

2
, publishing 𝑚𝑝𝑘 = ⟨𝐺, 𝑞, 𝑔

1
, 𝑔
2
, 𝑋⟩

while keeping𝑚𝑠𝑘 = ⟨𝑥
1
, 𝑥
2
⟩ to itself.

In phase 1, 𝐼 plays the cheating verifier in training, trying
to learn what it can from𝑀. As defined in the securitymodel,
𝐼 is able to issue both extract and identification queries.

Throughout the simulation, 𝑀 instantiates a user with
credentials via the 𝐼𝑁𝐼𝑇(𝐼𝐷

𝑖
) oracle and adds to the set

of generated identities 𝐻𝑈 and their corresponding 𝑢𝑠𝑘.
Also define the set 𝐶𝑈 to be the set of all corrupted users
on which 𝐼 has issued an extract query (and therefore
corrupted). When 𝐼 queries 𝑢𝑠𝑘

𝐼𝐷
𝑖

for 𝐼𝐷
𝑖
via the corrupt

oracle 𝐶𝑂𝑅𝑅(𝐼𝐷
𝑖
),𝑀 will generate 𝑢𝑠𝑘

𝐼𝐷
𝑖

using the original
EXTRACT algorithm since𝑀 has access to𝑚𝑠𝑘, removes 𝐼𝐷

𝑖

from 𝐻𝑈, and then adds 𝐼𝐷
𝑖
to the set 𝐶𝑈. Therefore, 𝑞

𝑒
=

|𝐶𝑈| represents themaximumnumber of corrupt queries that
𝐼 can issue.

Similarly, when 𝐼 issues identification queries on 𝐼𝐷
𝑗
,𝑀

will create 𝑢𝑠𝑘
𝐼𝐷
𝑗

(if not yet queried before as an extract
query) to participate in the identification protocol oracle
𝐼𝐷𝐸𝑁𝑇(𝐼𝐷

𝑖
) as a prover and adds ⟨𝐼𝐷

𝑗
, 𝑢𝑠𝑘
𝐼𝐷
𝑗

⟩ to the set
𝐻𝑈. Without loss of generality we can assume that 𝐼 will not
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SETUP
(1) 𝑅𝑒𝑐𝑒𝑖V𝑒 𝐷𝐿𝑂𝐺 𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒 (𝐺, 𝑔, 𝐴 = 𝑔

𝑎
);

(2) 𝑃𝑎𝑟𝑠𝑒 𝐼 = (𝐶𝑉, 𝐶𝑃);
(3) 𝑔
1
= 𝑔; 𝑔

2
= 𝐴;

(4) 𝑥
1
, 𝑥
2

$
← Z
𝑞
;𝑋 = 𝑔

−𝑥1

1
𝑔
−𝑥2

2
;

(5)𝑚𝑝𝑘 = ⟨𝐺, 𝑞, 𝑔
1
, 𝑔
2
, 𝑋⟩;

(6)𝑚𝑠𝑘 = ⟨𝑥
1
, 𝑥
2
⟩

(7)𝐷𝑒𝑓𝑖𝑛𝑒 𝐼𝑁𝐼𝑇(𝐼𝐷
𝑖
):

(i) 𝑖𝑓 (𝐼𝐷
𝑖
∈ 𝐻𝑈 ∪ 𝐶𝑈) 𝑟𝑒𝑡𝑢𝑟𝑛 ⊥;

(ii) 𝑟
1,𝐼𝐷𝑖

, 𝑟
2,𝐼𝐷𝑖

$
← Z
𝑞
;

(iii) 𝛼
𝐼𝐷𝑖

= 𝐻(𝐼𝐷
𝑖
, 𝑅
𝐼𝐷𝑖

,𝑋);
(iv) 𝑅

𝐼𝐷𝑖
= 𝑔
𝑟1

1
𝑔
𝑟2

2
;

(v) 𝑠
1,𝐼𝐷𝑖

= 𝑟
1,𝐼𝐷𝑖

+ 𝑥
1
𝛼
𝐼𝐷𝑖

;
(vi) 𝑠
2,𝐼𝐷𝑖

= 𝑟
2,𝐼𝐷𝑖

+ 𝑥
2
𝛼
𝐼𝐷𝑖

;
(vii) 𝑢𝑠𝑘

𝐼𝐷𝑖
= ⟨𝑠
1
, 𝑠
2
, 𝛼
𝐼𝐷𝑖
⟩;

(viii)𝐻𝑈 ← 𝐻𝑈 ∪ {𝐼𝐷
𝑖
};

(ix) 𝑟𝑒𝑡𝑢𝑟𝑛 1;
(8)𝐷𝑒𝑓𝑖𝑛𝑒 𝐶𝑂𝑅𝑅(𝐼𝐷

𝑖
):

(i) 𝐶𝑈 ← 𝐶𝑈 ∪ {𝐼𝐷
𝑖
};

(ii)𝐻𝑈 ← 𝐻𝑈 \ {𝐼𝐷
𝑖
};

(iii) 𝑟𝑒𝑡𝑢𝑟𝑛 𝑢𝑠𝑘
𝐼𝐷𝑖

;
(9)𝐷𝑒𝑓𝑖𝑛𝑒 𝐼𝐷𝐸𝑁𝑇(𝐼𝐷

𝑖
):

(i) 𝐵𝑒𝑔𝑖𝑛 𝑠𝑒𝑠𝑠𝑖𝑜𝑛 𝑚;
(ii) 𝑖𝑓 (𝐼𝐷

𝑖
∉ 𝐻𝑈 ∪ 𝐶𝑈) 𝐼𝑁𝐼𝑇(𝐼𝐷

𝑖
);

(iii) 𝑅𝑒𝑡𝑟𝑖𝑒V𝑒 𝑢𝑠𝑘
𝐼𝐷𝑖

= ⟨𝑠
1,𝐼𝐷𝑖

, 𝑠
2,𝐼𝐷𝑖

⟩;

(iv) 𝑦
1,𝑚

, 𝑦
2,𝑚

$
← Z
𝑞

(v) 𝑌
𝑚
= 𝑔
𝑦1,𝑚

1
𝑔
𝑦2,𝑚

2

(vi) 𝑅
𝑚
= 𝑔
𝑠1,𝐼𝐷𝑖

1
𝑔
𝑠2,𝐼𝐷𝑖

2
𝑋
𝛼𝐼𝐷𝑖

(vii) 𝑐
𝑚
← 𝐶𝑉.𝑉𝐸𝑅𝐼𝐹𝑌(𝐼𝐷

𝑖
,𝑚, 𝑌

𝑚
, 𝑅
𝑚
);

(viii) 𝑧
1,𝑚

= 𝑦
1,𝑚

+ 𝑐𝑠
1,𝐼𝐷𝑖

(ix) 𝑧
2,𝑚

= 𝑦
2,𝑚

+ 𝑐𝑠
2,𝐼𝐷𝑖

(x) 𝑟𝑒𝑡𝑢𝑟𝑛 1;
Phase 1
(10) 𝐼𝐷∗ ← 𝐶𝑉(𝑚𝑝𝑘: 𝐼𝑁𝐼𝑇(⋅), 𝐶𝑂𝑅𝑅(⋅), 𝐼𝐷𝐸𝑁𝑇

𝑎𝑡𝑘
(⋅));

Phase 2
(11) 𝐼𝑓 (𝐼𝐷

∗
∉ 𝐻𝑈 ∪ 𝐶𝑈) 𝐼𝑁𝐼𝑇(𝐼𝐷

∗
);

(12) 𝑇
1
← 𝐶𝑃(𝑚𝑝𝑘, 𝐼𝐷∗: 𝐼𝑁𝐼𝑇(⋅), 𝐶𝑂𝑅𝑅(⋅), 𝐼𝐷𝐸𝑁𝑇

𝑎𝑡𝑘
(⋅));

(13) RESET CP;
(14) 𝑇

2
← 𝐶𝑃(𝑚𝑝𝑘, 𝐼𝐷∗: 𝐼𝑁𝐼𝑇(⋅), 𝐶𝑂𝑅𝑅(⋅), 𝐼𝐷𝐸𝑁𝑇

𝑎𝑡𝑘
(⋅));

(15) 𝑃𝑎𝑟𝑠𝑒 𝑇
1
= [�̃�, �̃�, 𝑐

1
, 𝑧
1,1
, 𝑧
1,2
];

(16) 𝑃𝑎𝑟𝑠𝑒 𝑇
2
= [�̃�, �̃�, 𝑐

2
, 𝑧
2,1
, 𝑧
2,2
];

(17) 𝐸𝑥𝑡𝑟𝑎𝑐𝑡 𝑠
1
= (𝑧
2,1
− 𝑧
1,1
)/(𝑐
2
− 𝑐
1
);

(18) 𝐸𝑥𝑡𝑟𝑎𝑐𝑡 𝑠
2
= (𝑧
2,2
− 𝑧
1,2
)/(𝑐
2
− 𝑐
1
);

(19) 𝐼𝑓 (𝑠
1
= 𝑠
1
∧ 𝑠
2
= 𝑠
2
) 𝑟𝑒𝑡𝑢𝑟𝑛 0;

(20) 𝑎 = −(𝑠1 − 𝑠1
𝑠
2
− 𝑠
2

);

(21) 𝑅𝑒𝑡𝑢𝑟𝑛 𝑎;

Algorithm 4: Description of the Simulator 𝑀 solving an instance of the discrete logarithm problem with the help of impersonator 𝐼 as
subroutine.

issue an identification query on a user which it has corrupted
already. It is evident that 𝐼 can query as many identification
queries as it likes as long as the number of 𝑢𝑠𝑘 generated does
not exceed 𝑞

𝑒
.

In phase 2, 𝐼 takes on the role of the cheating prover trying
to convince𝑀 that it knows 𝑢𝑠𝑘

𝐼𝐷
∗ of the challenge identity

𝐼𝐷
∗. 𝐼 outputs 𝐼𝐷∗ and then runs the identification protocol

oracle 𝐼𝐷𝐸𝑁𝑇(𝐼𝐷∗) with 𝑀, but this time as a cheating
verifier. If 𝑀 does not have 𝑢𝑠𝑘

𝐼𝐷
∗ = ⟨𝑠

1
, 𝑠
2
⟩ generated yet

prior to this, it runs 𝐼𝑁𝐼𝑇(𝐼𝐷
𝑖
) to create it now.

Using the Reset Lemma [10],𝑀 is able to extract 2 valid
transcripts [�̃�, �̃�, 𝑐

1
, 𝑧
1,1
, 𝑧
1,2
] and [�̃�, �̃�, 𝑐

2
, 𝑧
2,1
, 𝑧
2,2
] from 𝐼

where 𝑐
1
̸= 𝑐
2
. From here,𝑀 extracts 𝑠

1
= (𝑧
2,1
−𝑧
1,1
)/(𝑐
2
−𝑐
1
)

and 𝑠
2
= (𝑧
2,2
− 𝑧
1,2
)/(𝑐
2
− 𝑐
1
). If 𝑠
1
= 𝑠
1
and 𝑠
2
= 𝑠
2
then
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𝑀 aborts. The attack on the discrete logarithm problem has
failed. Otherwise, if the values are different,𝑀 can calculate
𝑎 as

𝑔
𝑠
1

1
𝑔
𝑠
2

2
= 𝑔
𝑠
1

1
𝑔
𝑠
2

2
,

𝑔
𝑠
1
+𝑎𝑠
2 = 𝑔
𝑠
1
+𝑎𝑠
2 ,

𝑔
𝑎𝑠
2
−𝑎𝑠
2 = 𝑔
𝑠
1
−𝑠
1 ,

𝑔
𝑎
= 𝑔
(𝑠
1
−𝑠
1
)/(𝑠
2
−𝑠
2
)
,

𝑎 = −(
𝑠
1
− 𝑠
1

𝑠
2
− 𝑠
2

) .

(6)

A detailed description of the Simulator 𝑀 that solves
the discrete logarithm problem using impersonator 𝐼 as
subroutine is given in Algorithm 4.

It remains to calculate the probability of 𝑀 winning
the game to solve the discrete logarithm problem. By the
Reset Lemma, 𝑀 will successfully extract 2 valid conver-
sations to derive (𝑠

1
, 𝑠
2
) and calculate 𝑎 with probability

(𝐴𝑑V𝑖𝑚𝑝-𝑎𝑎/𝑐𝑎
𝐼𝐵𝐼,𝐼

− 1/2
𝑘
)
2

.
Let the advantage of 𝑀 solving the discrete logarithm

problem be defined as 𝐴𝑑V𝑑 log
𝐺,𝑀

(𝑘), which comprises the
events 𝑀 computes 𝑎, defined as event 𝐴, and that 𝑀 does
not abort, defined as event 𝐵. The probability that𝑀 wins is
given by

𝐴𝑑V𝑑 log
𝐺,𝑀

(𝑘) = Pr [𝐴 ∧ 𝐵]

= Pr [𝐴 | 𝐵]Pr [𝐵] ,

𝐴𝑑V𝑑 log
𝐺,𝑀

(𝑘) ≥ (𝜀 −
1

2𝑘
)

2

Pr [𝐵] .

(7)

The probability of 𝑀 aborting, event 𝐵, is exactly 1/2𝑘
since the only event that𝑀 aborts is if 𝑠

1
= 𝑠
1
and 𝑠
2
= 𝑠
2
.

Hence the probability of𝑀 winning is

𝐴𝑑V𝑑 log
𝐺,𝑀

(𝑘) ≥ (𝐴𝑑V𝑖𝑚𝑝-𝑎𝑎/𝑐𝑎
𝐼𝐵𝐼,𝐼

−
1

2𝑘
)

2

−
1

2𝑘
,

𝐴𝑑V𝑑 log
𝐺,𝑀

(𝑘) +
1

2𝑘
≥ (𝐴𝑑V𝑖𝑚𝑝-𝑎𝑎/𝑐𝑎

𝐼𝐵𝐼,𝐼
−
1

2𝑘
)

2

,

𝐴𝑑V𝑖𝑚𝑝-𝑎𝑎/𝑐𝑎
𝐼𝐵𝐼,𝐼

≤ √𝐴𝑑V𝑑 log
𝐺,𝑀

(𝑘) +
1

2𝑘
+
1

2𝑘
.

(8)

5. Efficiency Analysis

In this section, we provide the efficiency cost of the Twin-
Schnorr-IBI scheme in Table 1. We measure the operation
costs in terms of exponentiations, multiplications in group𝐺,
multiplications in Z

𝑞
, and additions in Z

𝑞
.

Next a comparison is made with other IBI schemes that
are constructed based on discrete logarithms in Table 2.
We take into consideration only the identification protocol

Table 1: Efficiency of the Twin-Schnorr-IBI Scheme without pre-
computation.

Algorithm E MG MZ A
SETUP 2 1 0 0
EXTRACT 2 1 2 2
PROVE 5 3 2 2
VERIFY 4 3 0 0
E: exponentiation, MG: multiplication in 𝐺, MZ: multiplication in Z𝑞, and
A: addition in Z𝑞.

Table 2: Comparison of the identification protocol with other
discrete logarithm IBI schemes.

Scheme U E MG MZ IMP-AA/CA
OKDL-IBI (Bellare et al.,
2004 [4]) 3 8 5 2 DLP

BNN-IBI (Bellare et al.,
2004 [4]) 2 5 2 1 OMDLP

Beth-IBI (Bellare et al.,
2004 [4]) 2 4 2 3 Unknown

Schnorr-IBI (Heng, 2004
[6]) 2 6𝑘 3𝑘 𝑘

∗ DLP

Tight-Schnorr-IBI (Tan et
al., 2011 [8]) 2 6 3 1 DDHP

Twin-Schnorr-IBI 3 9 6 2 DLP
U: usk components, E: exponentiation, MG: multiplication in 𝐺, MZ:
multiplication in Z𝑞, IMP-AA/CA: security assumption against imperson-
ation under active and concurrent attack, DLP: discrete logarithm problem,
OMDL: one-more discrete logarithmproblem, andDDHP: decisional Diffie-
Hellman problem, 𝑘 = log

2
𝑞.

operation cost, since that is the most-run algorithm in the
whole scheme.

From the comparisons above in Table 2, one can see that
the closest competitor for Twin-Schnorr is the OKDL-IBI
scheme since both offer almost similar efficiency cost using
the classical discrete logarithm assumption. In fact, for the
schemes as they are, OKDL-IBI is slightly more efficient with
one less exponentiation and one less multiplication in𝐺 in its
identification protocol.

However, it is possible to increase the efficiency of both
Twin-Schnorr-IBI and OKDL-IBI through precomputation
of some of the fixed values in the identification protocol.
For example, for Twin-Schnorr-IBI, 𝑉 can be computed
beforehand and stored in the PROVE party’s device for future
use since the value does not change. For OKDL-IBI, one
can first precompute and store 𝑆 = 𝑔

−𝑠
1

1
𝑔
−𝑠
2

2
for similar

reasons, resulting in less exponentiations. Results of the
improved efficiency of the Twin-Schnorr-IBI and OKDL-IBI
after precomputation are presented in Table 3.

If precomputation is done, then it is shown that the
two schemes have similar operation costs. However, Twin-
Schnorr requires less communication bandwidth of 1 group
element in 𝐺 (generally 2048 bits for 128-bit security)
compared to OKDL-IBI for each run of the identification
protocol.
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Table 3: Comparison of the identification protocol of Twin-
Schnorr-IBI and OKDL-IBI after precomputation.

Scheme E MG MZ Communication costs
OKDL-IBI 6 4 2 3𝐺 + 3𝑍
Twin-Schnorr-IBI 6 4 2 2𝐺 + 3𝑍
E: exponentiation, MG: multiplication in 𝐺, MZ: multiplication in Z𝑞, 𝐺:
element in 𝐺, and 𝑍: element in Z𝑞.

Table 4: Average running time of Twin-Schnorr-IBI algorithms on
different security levels.

Setup (ns) Extract (ns) Identification
protocol (ns)

1024 bits 4,418,212,851 769,496 4,061,664
2048 bits 71,367,733,000 3,583,750 19,404,604
3072 bits 161,592,868,889 7,506,387 43,790,964

Secondly, Twin-Schnorr-IBI does not require the
semistrong unforgeability property, as defined by [4], since
no component of the user secret key is transmitted in the
open. This is in contrast to the OKDL-IBI scheme, where
one component of the user secret key is transmitted from
PROVE to VERIFY during each interaction. Thus, there is
security degradation with the requirement of semistrong
unforgeability for the OKDL-IBI.

Therefore, with precomputation, the Twin-Schnorr-IBI is
slightly superior in terms of efficiency and security compared
to the OKDL-IBI.

6. Implementation Results

In this section, we run an instantiation of the Twin-
Schnorr-IBI written in Java utilizing the Java Cryptography
Architecture and Java Cryptography Extension libraries to
showcase the actual running time results. The simulation
was conducted on an i7-4702 MQ workstation with 8GB
RAM running on 64-bit Windows 8 operating system. Each
algorithm of the Twin-Schnorr-IBI scheme is run for 100
times using various security-level settings and the average
running time is taken. The results are displayed in Table 4.

7. Potential Applications of Twin-Schnorr-IBI

As mentioned in the introduction, the Twin-Schnorr-IBI
scheme is ideal in terms of providing a lightweight secure-
authentication mechanism to facilitate access control to
further resources. One desirable area of facilitating access
control would be in multimedia systems, where the Twin-
Schnorr-IBI can be used to determine which user is allowed
access to certain multimedia content. This is implementable
on multimedia services mentioned in [11], IPTV service
platforms [12], and even learning management systems [13].
Another area where secure identification is required is to
determine user access to confidential data. Access to job
information systems [14], credit-card payment systems [15],
and ID credit scoring systems [16] would be suitable for the
Twin-Schnorr-IBI to be implemented as a gateway before

allowing users access to the confidential information found
within the systems. The Twin-Schnorr-IBI scheme can also
be used for peer-to-peer validation before allowing users
into a hosted e-meeting such as ones conducted using the
shared presentation board [17]. Another application for the
Twin-Schnorr-IBI is to serve as an initial identification before
allowing users further access to cloud-based computing
resources such as cloud-based personal tutoring systems [18]
and personal mobile albums and diaries [19]. As one can see,
the use of the IBI scheme can be versatile for use in multiple
settings, and theTwin-Schnorr is a good instantiation to serve
these purposes because of its fast running time.

8. Conclusion

In this paper, we showed that, with a slight additional cost
to the original Schnorr-IBI scheme, we can obtain secu-
rity against active and concurrent impersonation attacks
using the weak discrete logarithm assumption and thus
provide a high security guarantee compared to the single
key counterpart that rely on the stronger decisional Diffie-
Hellman assumption. The modified scheme is efficient in
that it remains pairing-free and is comparable (and slightly
more secure and efficient) to themost-secure pairing-free IBI
scheme in literature to date in terms of efficiency under the
classical discrete logarithm assumption.
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Both reliable detection of the primary signal in a noisy and fading environment and nullifying the effect of unauthorized users
are important tasks in cognitive radio networks. To address these issues, we consider a cooperative spectrum sensing approach
where each user is assigned nonuniform reliability based on the sensing performance. Users with poor channel or faulty sensor are
assigned low reliability.Thenonuniform reliabilities serve as identification tags and are used to isolate users withmalicious behavior.
We consider a link layer attack similar to the Byzantine attack, which falsifies the spectrum sensing data. Three different strategies
are presented in this paper to ignore unreliable and malicious users in the network. Considering only reliable users for global
decision improves sensing time and decreases collisions in the control channel. The fusion center uses the degree of reliability as a
weighting factor to determine the global decision in scheme I. Schemes II and III consider the unreliability of users, which makes
the computations even simpler. The proposed schemes reduce the number of sensing reports and increase the inference accuracy.
The advantages of our proposed schemes over conventional cooperative spectrum sensing and the Chair-Varshney optimum rule
are demonstrated through simulations.

1. Introduction

The increasing demand for wireless services has driven the
need for intelligent allocation and efficient use of the wire-
less spectrum. Conventional spectrum allocation results in
spatiotemporal underutilization and scarcity of the spectrum.
According to the Federal Communications Commission
(FCC), the spatial and temporal variations in the utilization
of the assigned spectrum range from 15% to 85% [1, 2].

Cognitive radio (CR) technology has been proposed to
combat the spectrum shortage problem by allowing the
opportunistic use of thewireless spectrum,which is primarily
allocated to primary (licensed) users (PU), by secondary
(unlicensed) users (SUs) under a given level of interference
to the PU [3, 4]. Such a scheme requires the SU to detect
the PU signal accurately and quickly [5]. Some of the various
techniques used for spectrum sensing are energy detection,
cyclostationary detection, matched filter detection, wavelet
detection, and covariance detection. Energy detection is the

method of choice due to its computational simplicity and
ease of implementation, as well as its minimal requirement
of prior knowledge of the primary signal. However, sensing
performance of a single SU is greatly affected by the destruc-
tive channel effects such as shadowing and fading, thereby
hindering the ability of the SU to distinguish between a deep
fade and white space. Cooperative spectrum sensing (CSS)
is used to overcome the channel effects and exploit location
diversity to detect even a weak primary signal [6].

The presence of a malicious user (MU) deteriorates the
detection performance of cooperative spectrum sensing. An
MU is an unwelcome and unauthorized user who imperson-
ates a legal user and propagates false information about the
status of the primary signal. Generally known types of MUs
include always busy (AB), always free (AF), always opposite
(AO), and an MU that transmits high signal with probability
𝛼 and low signal with probability 1−𝛼, and we name it 𝛼MU.
In AB and AF types, an MU always generates either a high
(𝐻
1
) or a low (𝐻

0
) signal, respectively, regardless of the actual
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status of the primary signal. In the case of AO, an MU always
generates a signal about the status of the PU that is opposite
of its local observation. The AO MU is considered to be the
most dangerous type, especially, when the decision is taken
opposite to the real status of PU (if global decision or real
status of the PU is known).

Cooperative sensing can improve the detection and false
alarm probabilities [7], however, a high number of cooper-
ative users, where majority of users have low SNR, may not
produce optimal performance [8] and may have a negative
impact on the complexity of the network, sensing time
(latency), control channel bandwidth, collision in the control
channel, and energy consumption.The number of SUs can be
controlled by assigning reliability to them according to their
sensing reports. Such reliability is based on correlation with
the global decision. Users may send a deviant result due to
either channel effects or malfunctioning of the sensors. The
consistently deviant users are excluded from participation in
the global decision, which leaves fewer but only reliable users
in the network. Three different schemes are proposed in this
paper to identify and remove consistently unreliable users
and MUs which results in a less complex network consisting
of fewer and more reliable nodes, which in turn reduces
the computational burden on the fusion center (FC) and
decreases the latency and overall energy consumption of the
network.

Cooperative spectrum sensing increases the sensing per-
formance of a CR network by using the location diversity
of SUs [7]. However, presence of even few MUs severely
degrades the performance of CSS. In [8], the authors have
shown that a certain number of users (not all the users) with
highest SNR achieve optimal sensing performance. However,
the authors do not consider malicious behavior of the SUs
and the decision of fusion center is solely based on high
SNR users even if they report false data. To nullify the effect
of MUs, reputation-based CSS with assistance from trusted
nodes has been considered [9]. In [10], a statistical model
of the PU was used in a soft reputation-based secure CSS
scheme. Such an approach utilizes assistance from trusted
nodes in the network. The assumption of trusted nodes is
not practical due to the unavailability of such nodes in most
cases. Furthermore, the significance of cooperative spectrum
sensing is reduced if trusted nodes are the primary source
for a result. In [11], an extended sequential CSS scheme
was used in which SUs were polled to send their sensing
result according to their reputation order. Uniform and fixed
reputation degrees were employed for CUs in [12], while
uniform reputation with no MU was used in [13]. In all of
the above-cited studies, uniform reliability was assigned to
users regardless of whether they produce good, normal, or
bad results. Furthermore, only two types ofMUs (AB andAF)
were considered. None of the studies has addressed 𝛼-based
MU and AO, the most dangerous types of MU.

In our previous work [14], the decision of disengagement
of an SU and an MU, of types AO and AB, is taken by
the FC based on reliability of the SU. In this paper, we
extend our work by proposing three different schemes to
deal with unreliable and malicious users. We also mitigate
the effect of the MU that transmits high and low PU status

PU

SU

SU

SU

SU

MU

FC

Figure 1: Cooperative users in a CR network.

based on probabilistic parameter 𝛼. In the first two schemes,
an identification tag (IT) is used to restrict MUs, while
reliabilities and unreliabilities are used to isolate unreliable
users. The IT represents the reliability value of each user.
It is calculated on the basis of correlation between the
result of each user and FC and is communicated to the
SUs in encrypted form. Unauthorized or malicious user
would be unable to decrypt the IT. In the third scheme,
the detection performance depends on honesty of the users.
Dishonest and MUs severely degrade the performance of
the network. Our proposed schemes are advantageous due
to their computational simplicity, which makes them more
practical and easy to implement. With a lower number of
users and an avoidance of complex algorithms, the proposed
approaches produce results that are comparable to (in terms
of detection performance) and better than (in terms of the
number of users) those obtained with the Chair-Varshney
scheme and better (in all aspects for certain types of MUs)
than those attained with the conventional CSS technique.

The remainder of this paper is organized as follows. The
system model is described in Section 2, and our proposed
schemes are presented in Section 3. Simulation results and
discussion are given in Section 4. Conclusion is presented in
Section 5.

2. System Model

We consider a network consisting of one PU and𝑁 SUs with
𝑀 (𝑀 ≤ 𝑁) reliable users and 𝐿 malicious users such that
0 ≤ 𝐿 ≪ 𝑀, shown in Figure 1. The remaining 𝑁 − 𝑀 − 𝐿

users are unreliable users. Initially𝑀 is equal to 𝑁 (if there
is no MU); however, with the training of the CR network,𝑀
gets smaller than 𝑁 due to disappearance of the unreliable
users but remains above a minimum threshold, 𝑁min. The
maximum number of MUs is 𝐿max. The number of reliable
users (users with a good channel) is assumed to be more than
the number of unreliable users (users with a poor channel)
and MUs. Each MU may adopt one of the malicious modes
described earlier. We consider an 𝑚-bit error-free common
control channel between the SU and FC.
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Detection of the primary signal is a binary hypothesis
testing problem. The signal received by the 𝑖th SU is given
as

𝐻
0
:𝑥
𝑖
(𝑛) = 𝑢 (𝑛) , 𝑖 = 1, 2, . . . , 𝑁,

𝐻
1
:𝑥
𝑖
(𝑛) = ℎ

𝑖
(𝑛) 𝑠 (𝑛) + 𝑢 (𝑛) , 𝑛 = 1, 2, . . . , 𝑆,

(1)

where 𝐻
0
and 𝐻

1
correspond to the hypotheses that the PU

signal is absent and present, respectively, 𝑠(𝑛) represents the
primary signal received at the SU, ℎ

𝑖
(𝑛) is the amplitude gain

of the channel, 𝑢(𝑛) is the additive white Gaussian noise
(AWGN)with zeromean and 𝜎2

𝑢
variance,𝑁 is the number of

SUs, and 𝑆 is the number of samples.We assume that 𝑠(𝑛) and
𝑢(𝑛) are completely independent. Without loss of generality,
the variance of noise is assumed to be the same at every
sensor.

Each SU uses 𝑆 samples in the sensing interval to perform
spectrum sensing using the energy detection technique [15].
The local observation of the 𝑖th user is given by

𝑦
𝑖
=

𝑆

∑

𝑛 = 1

𝑥𝑖(𝑛)


2

, (2)

where 𝑆 is the number of samples and is equal to 2𝑇𝑊, and
𝑇 and 𝑊 are the sensing time and bandwidth, respectively.
When 𝑆 is relatively large (e.g., 𝑆 > 200), 𝑌

𝑖
can be well

approximated as a Gaussian random variable under both
hypotheses 𝐻

0
and 𝐻

1
with means 𝜇

0
, 𝜇
1
and variances 𝜎2

0
,

𝜎
2

1
, respectively, as follows [16]:

𝐻
0
: 𝜇
0
= 𝑆𝜎
2

𝑢
, 𝜎

2

0
= 2𝑆𝜎

4

𝑢
,

𝐻
1
: 𝜇
1
= 𝑆 (𝛾

𝑖
+ 1) 𝜎

2

𝑢
, 𝜎

2

1
= 2𝑆 (2𝛾

𝑖
+ 1) 𝜎

4

𝑢
,

(3)

where 𝛾
𝑖
is the signal-to-noise ratio (SNR) of the primary

signal at the ith SU. In each time slot, the FC broadcasts
a request to all SUs to perform local sensing. After the
sensing period, each SU reports its observation to the FC
in the reporting period. The FC combines the received local
observations and makes a global decision. We assume that
the global decision taken by the FC is correct all of the time.
The FC also computes the reliability of each user based on the
compliance of an SU’s local observationwith the global result.
Finally, the global decision along with respective reliability in
the encrypted form as identification tag is communicated to
each user.

Authentication is an integral component of the security
protocols [17–19]. A three-stage security protocol consisting
of prevention, detection, and cure is proposed in [17]. The
prevention stage includes authentication and authorization;
the participating users and their data will be authenticated
in the authentication stage while recognition of the users is
performed in the authorization stage. In [18], the authors pro-
posed remote based smart card authentication scheme where
an additional security stage called registration is introduced,
in which details of users along with specific details given by
the server are stored. In [19], a lightweight authentication
scheme is used to guarantee security and privacy in global
mobility networks. In [20], basic and extended features are

used to detectmalicious activity by applying adaptive support
vectormachines. In [21], a cryptographic technique like blind
signature and electronic coin is used to achieve mobility,
reliability, anonymity, and flexibility in a mobile wireless
network. In this paper, we use an encrypted identification
tag for the authentication of users and reliability test for the
detection of unreliable andmalicious users.The identification
tag is assigned to users based on their reported observations.

3. Secure Reliability-Based CSS

In conventional CSS, each SU performs local sensing and
forwards either its quantized local observation 𝑦

𝑖
((2) in the

case of a soft decision) or local decision𝐻
1
or𝐻
0
((4) in the

case of a hard decision) to the FC through a dedicated control
channel. Here,

𝑦
𝑖

𝐻
1

>

<
𝐻
0

𝜆
𝑖
, 𝑖 = 1, 2, . . . , 𝑁, (4)

where 𝜆
𝑖
is the local energy threshold at the 𝑖th SU. The

detection performance of the CR network is measured by
the probability of detection 𝑃

𝑑
which is a measure of the

interference to the PU and the probability of false alarm 𝑃
𝐹

which sets the upper bound on spectrumutilization. A higher
value of 𝑃

𝑑
will protect the quality of service (QoS) of the

PU, and a lower value of 𝑃
𝑓
will result in higher spectrum

utilization. The detection and false alarm probabilities of the
𝑖th user are given, respectively, as

𝑃
𝑑,𝑖
= 𝑃 (𝑦

𝑖
> 𝜆
𝑖
| 𝐻
1
) = 𝑄(

𝜆
𝑖
− 𝑆 (𝛾

𝑖
+ 1) 𝜎

2

𝑢

𝜎2
𝑢
√2𝑆 (2𝛾

𝑖
+ 1)

) ,

𝑃
𝑓,𝑖
= 𝑃 (𝑦

𝑖
> 𝜆
𝑖
| 𝐻
0
) = 𝑄(

𝜆
𝑖
− 𝑆𝜎
2

𝑢

𝜎2
𝑢
√2𝑆

) ,

(5)

where 𝑄(⋅) is a monotonically decreasing function defined
as 𝑄(𝑥) = (1/√2𝜋) ∫

∞

𝑥
exp(−𝑡2/2)𝑑𝑡. Sensing results from

several SUs are combined at the FC as weighted sum and
given as

𝑍 =

𝑀

∑

𝑖 = 1

𝑤
𝑖

𝑘−1
× 𝑦
𝑖
, (6)

where𝑤𝑖
𝑘−1

is the weighting coefficient or reliability of the 𝑖th
SU in the previous slot which is computed in Section 3.1.1; it is
used to highlight or suppress the result of a certain SU based
on detection performance. Finally, the status of the primary
signal is determined as

𝑍 < 𝜆, 𝐻
0
,

𝑍 ≥ 𝜆, 𝐻
1
,

(7)
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Figure 2: Reliability queue at the fusion center.

where 𝜆 is the global threshold.The global detection and false
alarm probabilities are expressed as

𝑃
𝐷
= 𝑃 (𝑍 > 𝜆 | 𝐻

1
) = 𝑄(

𝜆 − 𝑆∑
𝑀

𝑖= 1
𝑤
𝑖
(𝛾
𝑖
+ 1) 𝜎

2

𝑢

√2𝑆∑
𝑀

𝑖= 1
𝑤
2

𝑖
(2𝛾
𝑖
+ 1) 𝜎4

𝑢

),

𝑃
𝐹
= 𝑃 (𝑍 > 𝜆 | 𝐻

0
) = 𝑄(

𝜆 − 𝑆∑
𝑀

𝑖= 1
𝑤
𝑖
𝜎
2

𝑢

√2𝑆∑
𝑀

𝑖= 1
𝑤
2

𝑖
𝜎4
𝑢

),

(8)

respectively.

3.1. Our Proposed Schemes. It is assumed that FC maintains
𝑀 queues which are collectively called the reliability queue
and is represented by 𝑄, as shown in Figure 2. The size
of each queue is 𝐾 which denotes the previous history of
reliabilitymaintained for each of the reliable SUs.The value of
𝐾 reflects a trade-off between the sensing accuracy and speed.
FC receives sensing results from all SUs with equal initial
reliability which is updated based on the distance between
the local sensing result and the global decision in scheme I.
The SU that produces more congruent result with respect to
the global decision is assigned a higher reliability and vice
versa. In contrast, schemes II and III use unreliability, instead
of reliability, to evaluate an SU for participation in the global
decision. AnMU is detected and isolated from the network in
schemes I and II because FC takes the decision by a two-tier
checking process. However, the decision of disengagement
from the network is taken by SUs (not FC) themselves and
thus, an MU cannot be detected in scheme III. In this case,
the fusion center relies upon the rectitude of the SUs.

3.1.1. Proposed Scheme I. Rather than using complex calcu-
lations to compute the reliability of SUs, a simple method is
proposed in this study. Each SU performs local sensing in the
sensing period and forwards its observation to the FC in the
reporting period. FC accepts the receiving data from the SUs
with equal initial reliability and takes a global decision using

data fusion (soft decision) technique. The initial reliability
(weight) can be assigned to each SU as discussed in [10] but
for simplicity, in this work, we assign equal initial reliability
to the SUs thatmakes the initial weighting coefficient equal in
(6) for each SU’s report. The channel condition between PU
and SU is then quantified into reliability which is measured
on the basis of how much the SU supports or deviates from
the global result. Based on the reliabilities in the previous slot
and reports from the users in the current slot, FC takes the
global decision. In (6) weights of all the SUs are taken into
account for the global decision. However, to calculate/update
weight of the 𝑖th SU, local observations of all SUs except the
𝑖th SU should be considered in order to minimize bias of the
𝑖th SU in weights assignment [22]. In [22, 23] the authors
update the weight coefficients using the Chair-Varshney
technique. However, in practical scenarios the detection and
false alarm probabilities are not known a priori. Further, they
do not handle the malicious users. In this work, we propose
the update of weights based on the reported observations of
the SUs. The global decision, excluding the 𝑖th SU, can be
computed as below:

𝑍
𝑖
=

𝑀

∑

𝑗 = 1

𝑤
𝑗

𝑘−1
𝑦
𝑗
− 𝑤
𝑖

𝑘−1
𝑦
𝑖
=

𝑀

∑

𝑗 = 1,𝑗 ̸= 𝑖

𝑤
𝑗

𝑘−1
𝑦
𝑗
. (9)

The set of all energies reported by the SUs is represented by 𝑌
as

𝑌 = {𝑦
1
, 𝑦
2
, . . . , 𝑦

𝑀
} . (10)

To update weight of the 𝑖th SU,𝑀−1 users are considered by
excluding the 𝑖th SU as follows:

𝑌
𝑜

𝑖
⊂ 𝑌 = {𝑦

𝑙
: 𝑙 = 1, 2, . . . ,𝑀, 𝑙 ̸= 𝑖} , (11)

where 𝑌𝑜
𝑖
is the set of energies of all SUs except the 𝑖th SU.

𝑌
𝑜

𝑖
is sorted into the ordered set 𝑌

𝐽
(ascending or descending

order depending on the global decision𝐻
1
or𝐻
0
, resp., based

on weights of the SUs in the previous slot) as follows:

𝑌
𝐽
= {
𝑌
(1)
< 𝑌
(2)
< ⋅ ⋅ ⋅ < 𝑌

(𝑀−1)
, 𝐻

1

𝑌
(𝑀−1)

< 𝑌
(𝑀−1)

< ⋅ ⋅ ⋅ < 𝑌
(1)
, 𝐻
0
,

(12)

where, in case of 𝐻
1
, 𝑌
(1)

and 𝑌
(𝑀−1)

are the min(𝑌𝑜
𝑖
) and

max(𝑌𝑜
𝑖
), respectively, whereas, in case of𝐻

0
, 𝑌
(1)

and 𝑌
(𝑀−1)

are the max(𝑌𝑜
𝑖
) and min(𝑌𝑜

𝑖
), respectively. In addition to

minimizing effect of the SUs with either a faulty sensor or a
continuous weak channel due to deep fading, the ascending
order suppresses the effect of AF and AO types of MUs,
whereas the descending order suppresses the effect of AB
and AO types of MUs by assigning low reliability to them.
The𝑀− 1 SUs in set 𝑌𝑜

𝑖
are assigned normalized reliabilities

according to the following two equations:

𝑟
𝑜

𝑖𝑙
= arg
𝐽∈(𝑀−1)

(𝑌
(𝐽)
= 𝑦
𝑙
| 𝑦
𝑙
∈ 𝑌
𝑜

𝑖
, 𝑙 ̸= 𝑖) ,

𝑅
𝑙𝑖
=
{

{

{

𝑟
𝑜

𝑖𝑙
× 2

𝑀 (𝑀 − 1)
, 𝑙 ̸= 𝑖

0, 𝑙 = 𝑖.

(13)
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𝑅
𝑙𝑖
is an 𝑀 × 𝑀 matrix where the diagonal elements are

zeros showing exclusion of the 𝑖th SU in the assignment of
weights. Each row of the matrix shows the reliability given to
𝑖th SU when the other SUs are excluded one at a time. Finally,
normalized weight of the 𝑖th SU is computed by adding
elements of the 𝑖th row of the matrix (all weights assigned
to the 𝑖th SU by others except himself, i.e., numerator in (14))
and divided by the summation of all rows (denominator in
(14)), as given by the following equation:

𝑤
𝑖
= 𝑅
𝑖
=

∑
𝑀

𝑙= 1,𝑙 ̸= 𝑖
𝑅
𝑖𝑙

∑
𝑀

𝑛=1
∑
𝑀

𝑙= 1,𝑙 ̸=𝑛
𝑅
𝑛𝑙

. (14)

The reliability of a user is stored in the database (reliability
queue) at the FC and is also communicated to the user in
the encrypted form as its identification tag (IT) for future use
along with the global decision:

𝑄 (𝑖, 𝑘) = 𝑅
𝑖
,

IT𝑖
𝑘
= 𝑅
𝑖
,

(15)

where 𝑄(𝑖, 𝑘) shows the 𝑘th slot of the 𝑖th queue and IT𝑖
𝑘
is

the IT assigned to the ith user in the current slot. We assume
that only legal SUs know the decryption key, which is updated
and exchanged periodically between FC and legal SUs, which
enables them to successfully decrypt the IT. In the next time
slot, each SU transmits its local sensing result along with the
previously decrypted reliability (IT). The FC first applies the
MU screening test by checking the SU’s reported IT with the
reliability stored in the corresponding slot for the user in its
own database 𝑄(𝑖, 𝑘 − 1). If a mismatch is found, the FC will
declare the user as anMU. Further, the current input (sensing
result) from that SU is discarded, and no future reports will
be accepted from him:

SU
𝑖
= MU, if IT𝑖

𝑘−1
̸= 𝑄(𝑖, 𝑘 − 1) , (16)

where IT𝑖
𝑘−1

is the IT reported by the 𝑖th user.
If anMU is smart enough to deceive the FCby clearing the

MU screening test, which is possible only if theMU produces
exactly the same reliability as is assigned to a legal user in
the previous slot, then the FC performs a reliability test to
detect MUs and consistently unreliable SUs. The reliability
test is comparatively slower because data from the past few
slots must be gathered in order to identify the behavior
and evaluate the credibility of the user. The purpose of the
reliability test is to detect consistently unreliable sensors so
that their results can be ignored. In going against the global
decision, an MU will also be among the most consistent
producers of unreliable results and will thus be stopped after
a few slots.

The consistently unreliable SUs are identified by finding
the cumulative reliability which is computed by adding the
previously stored𝐾 slots reliabilities as

𝑅
cum
𝑖

=

𝐾

∑

𝑗 = 1

𝑅
𝑗
, (17)

where 𝑗is the index for slots. The SUs with a cumulative
reliability smaller than a predetermined reliability threshold,
𝜆
𝑅
, are discarded:

𝑟
𝑖
= {
1, 𝑅

cum
𝑖

< 𝜆
𝑅

0, 𝑅
cum
𝑖

≥ 𝜆
𝑅
,

(18)

𝑟 =

𝑁

∑

𝑖

𝑟
𝑖
, (19)

where 𝑟 is the number of users that have unacceptable
reliabilities that includes both unreliable andmalicious users.
Finally, only the remaining users,𝑀 = 𝑁 − 𝑟, are considered
by the fusion center when making a global decision. The
final decision is dependent upon the global threshold and
weighting coefficients (reliabilities).

3.1.2. Proposed Scheme II. In this scheme, computations are
further simplified. Instead of computing the reliability for
each user based on previous results, reliability (renewed in
every time slot) is randomly assigned to each user by the FC.
The random reliability (RR) is used as IT for the SU and is
also stored in the database of the FC for future decisions as

IT𝑖
𝑘
= 𝑄 (𝑖, 𝑘) = RR

𝑖
, (20)

where RR
𝑖
is the random reliability assigned to the 𝑖th SU and

is stored at 𝑄(𝑖, 𝑘). The global decision and the respective IT
values are communicated to the SUs at the end of each time
slot.

Since soft fusion rule is used for global decision in this
scheme, therefore, all SUs report their current local observa-
tions along with the previously assigned IT (in the decrypted
form) to the fusion center, where they are combined with
equal weights and a global decision is made about the status
of the primary signal. If the IT sent by an SU does not match
with the recently (previous slot) stored IT in the reliability
queue at the FC, that SU is deemed to be malicious. On the
other hand, if a match is found, then the unreliability of the
SU is computed. If the local observation does not match with
the global decision, the reliability of that particular SU is
decreased. In other words, the unreliability, 𝑈

𝑖
, of that SU is

increased:

𝑈
𝑖
= 𝑈
𝑖
+ (𝑍 ⊕ 𝑦

𝑖
) , (21)

where𝑍 and𝑌
𝑖
are the 1-bit global and local decisions, respec-

tively, and ⊕ is the exclusive-OR operation that produces 1
when local and global decisions are different and produces 0
otherwise. For computation of the unreliability, 1-bit global
and local decisions are considered by the FC, whereas soft
fusion rule is used for the global decision. The 1-bit local
decision of each user is computed by the fusion center based
on the reported observation of the respective user.We assume
the same threshold for all SUs to get the 1-bit local decision at
the FC.

If the MU screening test fails (i.e., MU produces exactly
the same IT as that stored in the queue), then the MU is
detected by the reliability test because MU produces a result
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that frequently deviates from the actual status of the primary
signal (global decision). Every time theMU reports a deviant
result, its unreliability will increase which occurs more fre-
quently than a user in fading or shadowing. An SU (it may be
an MU or a normal SU producing consistently wrong results
due to the channel condition or sensor malfunctioning) is
stopped from sending reports to the FCwhen its unreliability
reaches a predefined threshold. Only the remaining users that
are reliable in terms of generating accurate results contribute
to determining the PU status. The dropped SU, represented
by SU

𝐷
, is not involved in future global decisions and is

determined by the following equation:

SU
𝐷
= arg max

𝑖=1,2,...,𝑀

(𝑈
𝑖
) if 𝑈thr ≤ max

𝑖=1,2,...,𝑀

(𝑈
𝑖
) . (22)

In this scheme, the decision of dropping an unreliable SU
and MU is taken by the FC.

3.1.3. Proposed Scheme III. The unreliability in this scheme
is computed by every SU individually by comparing the
local and global decision. To be consistent with the previous
schemes we use soft decision approach in this scheme.
However, hard decision rule will be more befitting for this
scenario. Three types of users are considered here: honest,
dishonest, and malicious. Honest users are those who stop
reporting when their unreliability exceeds a certain value.
In the case of honest users, with time, only reliable users
that are less than the total number of users contribute to
the detection of the primary signal. Dishonest users continue
reporting their untrusted observations even if their unrelia-
bility exceeds the threshold. Users with malicious behavior
continuously send false data irrespective of the real status of
the primary signal and thus severely degrade the detection
performance of the network. Dishonest andMUs try to falsify
results so as to suit their own selfish interests. As the decision
of disengagement from the network is taken at the user level,
this approach has no solution for dealing with MUs. Only
consistently unreliable users (those with malfunctioning
sensor or in deep fades) are restricted. The FC relies on the
honesty of SUs and accepts reports from all users. In an
environment composed entirely of honest users, consistently
unreliable users disengage themselves from reporting when
their unreliability reaches a certain limit.

In this approach, each SU performs local sensing, sends
its observation to the FC, and waits for the global decision.
If the received global decision is different from the local
decision, the SU increments its unreliability according to (18).
An SU remains in the network as long as its unreliability
does not exceed a certain threshold similar to (19). In contrast
to schemes I and II, no IT or other reliability calculations
are used in scheme III, which makes the approach simple
and fast. At any given time, there will be 𝑀 reliable nodes
in the CR network. In the case of all honest users, 𝑀 is
normally smaller than 𝑁 because unreliable SUs leave the
network, thereby keeping the calculations simple and the CR
network manageable. If both malicious and honest users are
present, the number of users will be less than 𝑁 but greater
than 𝑀. In the case of all dishonest users, the number of
users remains fixed and is equal to the total number of users,

Table 1: System parameters.

Description Symbol Value
Number of iterations 𝑙 5000
Number of SUs 𝑁 15
PU busy probability 𝑝

𝐻1
0.5

Sensing duration 𝑇
𝑠

1ms
Sampling frequency 𝑓

𝑠
300KHz

Number of samples 𝑆 600

Signal-to-noise ratio 𝛾
[−25 dB, −10 dB] with 1 dB

decrement
Maximum number of MUs 𝐿max 3
Minimum number of
reliable SUs 𝑀min 5

Size of queue 𝑄 15 × 50
Depth of each user queue
(each row in 𝑄) 𝐾 50

Unreliability threshold 𝑈thr 10
Probability of H1
transmission by 𝛼MU 𝛼 [0.2, 0.5, 0.8]

𝑁. Computational simplicity is the main advantage of this
strategy; however its disadvantages include lack of control
over the MU and unreliable users, as the decision is taken at
the SU and results in an increased number of users when they
are dishonest.

4. Simulation Results

In this section, we use simulations to compare our pro-
posed strategies with the Chair-Varshney and conventional
cooperative spectrum sensing schemes; schemes I and II are
considered. In scheme III, the effect of dishonest and MUs
is compared with that of honest users. The effects of always
opposite MU, always busy MU, always free MU, and 𝛼MU
with 𝛼𝐻

1
and (1 −𝛼)𝐻

0
are illustrated in the simulations. We

evaluate the detection performance of our proposed schemes
by plotting receiver operating characteristics (ROC) curve.
The simulation parameters are summarized in Table 1.

4.1. Results of Proposed Scheme I. Figure 3 shows the detec-
tion performance of our proposed scheme I, Chair-Varshney
(CV) rule, and conventional CSS scheme under the effect
of zero, one, and two MUs of the AO type. It is clear
from the figure that as the number of AO MUs increases,
detection performance of all schemes decreases. By observing
the figure it is evident that the detection performance of
the Chair-Varshney rule drops quickly when the number
of MUs increases to two. Chair-Varshney is the optimum
rule but the detection performance of our proposed scheme
matches the CV rule for two MUs. Conventional CSS is most
severely affected by the AO MUs. When there is no MU, our
proposed and conventional CSS schemes both show almost
similar results, but our proposed scheme has the advantage of
utilizing a smaller number of users. By introducingmalicious
users (i.e., one or two MUs), our proposed scheme exhibits
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Figure 3: Performance comparison of the Chair-Varshney, conven-
tional CSS, and proposed scheme I with always opposite (AO)MUs.

more robustness and efficiency compared to the conventional
CSS. It is also evident from the figure that Chair-Varshney is
the optimal detection scheme and provides an upper bound
for the other schemes when there is no MU. However, it
has a disadvantage in that all users, including consistently
unreliable andmalicious users, are considered. Our proposed
scheme has the advantage of using fewer users for the global
decision which is shown in Figure 9.

Figure 4 shows the detection performance of the pro-
posed scheme I when there is one AB, AF, or 𝛼MU. 𝛼MU is
an MU that transmits high signal (𝐻

1
), that is, behaving like

AB, with probability 𝛼, and low signal (𝐻
0
), that is, behaving

like AF, with probability 1−𝛼. To differentiate the effect of AB
and AF, 𝑃(𝐻

1
) is set to 0.7 and 𝑃(𝐻

0
) is set to 0.3 such that

AF could produce more deviating results compared to AB
MU.The detection performance curve of𝛼MU is sandwiched
between that of AF and AB MU types for 0 < 𝛼 < 1. On
one extreme, such MU behaves like AF when 𝛼 = 0 and
on the other extreme it behaves like AB when 𝛼 = 1. The
effect of such MU is shown in Figure 4 for 𝛼 = 0.5, 0.8, and
0.2, respectively. The performance curve of 𝛼MU lies in the
middle of AF and ABMUs for 𝛼 = 0.5. For 𝛼 = 0.8, the curve
of 𝛼MU is shifted toward AB and for 𝛼 = 0.2 it is shifted
towards AF MU.

4.2. Results of Proposed Scheme II. This scheme uses a
different approach to identify malicious and unreliable users.
The advantage of this scheme is its computational simplicity.
With a simple approach andwithout computing reliability for
each user, it shows almost similar results with the previous
approach. However, the disadvantage is that more users are
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Figure 4: Effect of the AB, AF, and MU that transmits high signal
with probability 𝛼 and low signal with probability 1−𝛼 on proposed
scheme I.
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Figure 5: Performance comparison of the Chair-Varshney, conven-
tional CSS, and proposed scheme II with always opposite (AO)MUs.

considered for global decision in this scheme shown by
Figure 9.

Figure 5 shows the effect of AOMUs on the performance
of the examined schemes. Similar to Figure 3, conventional
CSS exhibits the worst performance, in terms of detection
performance and the number of users considered for global
decision, when exposed to AOMUs.The performance of our
proposed method improves to that of the Chair-Varshney
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Figure 6: Performance comparison of the Chair-Varshney, conven-
tional CSS, and proposed scheme II with always busy (AB) MUs.
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Figure 7: Performance comparison of the Chair-Varshney, conven-
tional CSS, and proposed scheme II with always free (AF) MUs.

approach when the number of MUs increases to two, even
though our schemehas the advantage of requiring fewer users
(shown in Figure 9).

Figures 6 and 7 show the effect of AB and AF type of
MUs, respectively, on the performance of the Chair-Varshney
approach, conventional CSS, and our proposed scheme II.
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Figure 8: Performance comparison of honest, dishonest, and
malicious users in scheme III.

The detection performances of the latter two methods are
almost similar due to the following reasons. First, the number
of MUs considered is very few compared to legal and reliable
users.The detection performance of conventional CSS will be
severely affected if the number ofMUs is increased. Secondly,
due to the equal probabilities of𝐻

1
and𝐻

0
, AF and ABMUs

show the same effect on the detection performance. Lastly, if
the probability of PU arrival is high and AB MUs are present
in the network or the idle probability of the PU is high and
AF MUs are present in the network, then the effect of AB
and AF type of MUs will be low because most of the time the
actual status of the PU and sensing report of the MU will be
similar which has comparatively less effect on the detection
performance.The advantage of our scheme includes the fewer
number of (reliable) users that are taken into account for
a global decision, as demonstrated in Figure 9 where the
average number of users is equal to the total number of users
in the case of conventional CSS but fewer for our proposed
scheme.This number continues to decrease as the number of
MUs increases.

4.3. Results of Proposed Scheme III. As discussed in Sec-
tion 3.1.3, detection performance with this strategy depends
on honesty of the users. In the case of dishonest users,
every user attempts to influence the global result by showing
himself to be reliable (in fact false reliable). All users,
including honest users, report their sensing observation to
the FC. If the number of dishonest users is small compared
to the number of honest users, then the effect of the former
will be minimal.

Figure 8 shows the performance comparison for the case
that honest users exist only, the case that dishonest users
are mixed with honest users, and the case that MUs are
mixed with honest users. It is clear from the figure that
similar sensing performance is achieved in the honest and
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Figure 9: Average number of users for global decision in conven-
tional CSS, CV (Chair-Varshney), and our proposed schemes for
numbers 0, 1, 2, and 3 of malicious users.

dishonest cases because there are very few dishonest users
present. In the case that all users are honest, the average
number of users will always be less than the number of users
when all of them are dishonest. No control over MUs is
achieved in this scheme and thus, MUs severely contaminate
the sensing performance. As is clearly evident from the
figure, by increasing the number of MUs from 1 to 2, a high
deterioration is observed in the detection performance.

4.4. Comparison of the Average Number of Users for Global
Decision by Our Proposed Schemes and Other Schemes. Fig-
ure 9 shows the average number of SUs considered for the
global decision when conventional CSS, Chair-Varshney rule,
and our proposed schemes are considered in the presence
of zero, one, two, and three MUs. It is observed from the
figure that the average number of users, in the case of
the conventional CSS and Chair-Varshney rule, is equal to
the total number of SUs in the network. However, fewer
users (that even decrease further with increasing MUs) are
used for global decision in our proposed schemes. Scheme
I outperforms all the other schemes in terms of the number
of users and shows almost similar detection performance to
scheme II.The average number of users in scheme I decreases
as the number of MUs increases because the MUs are
successfully blocked by scheme I which reduces the number
of users. It is also visible from the figure that the average
number of users in scheme II is more than that in scheme I.
The reason is that in scheme I each user has a relative weight
depending on the accuracy of the result. Thus, unreliable
users get less weight and are suppressed from the network
which decreases the average number of users. In contrast, all
users (reliable and unreliable) have equal weights in scheme
II and are excluded only when their unreliability reaches a
certain limit. In scheme III, the average number of users in

the dishonest case is 15 (total users), while for the honest case
it is less than maximum but increases with the number of
MUs because MUs pretend to be honest and remain in the
network. Since schemes II and III use unreliability to ignore
a user, therefore the number of users, when there is no MU,
is equal in both schemes. Scheme I and scheme II use 43%
and 17% reduced users, respectively, to show similar detection
performance to that of conventional CSS when there is no
MU. The detection performance improves further with the
improvement of users (decrease in the number of users) of
52% and 28% in scheme I and scheme II, respectively, when
there are two MUs in the network. However, the number of
users considered for global decision in scheme III is 17% and
3% less than the conventional and CV schemes when MU =
0 and MU = 2, respectively.

5. Conclusion

In this paper, we have proposed simple but effective schemes
to combat MUs and control consistently unreliable users.
Nonuniform reliability and reliability-based IT are used to
isolate unreliable and malicious users in scheme I. Unreli-
ability and randomly chosen IT are used to control unre-
liable and MUs in scheme II. In scheme III, honest users
stop sending reports when their trust level decreases below
a certain threshold. The results produced by consistently
unreliable users due to either permanent deep fades or sensor
malfunctioning are restricted so as tominimize their effect on
the global result. Restricting the number of users to only those
that are reliable makes the network manageable and reduces
the computational cost and other overhead.

We intend to extend this work in the future by analyzing
latency and energy consumption of the CR network with our
proposed schemes.
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Despite the convenience, ubiquitous computing suffers from many threats and security risks. Security considerations in the
ubiquitous network are required to create enriched and more secure ubiquitous environments. The address resolution protocol
(ARP) is a protocol used to identify the IP address and the physical address of the associated network card. ARP is designed to
work without problems in general environments. However, since it does not include security measures against malicious attacks, in
its design, an attacker can impersonate another host using ARP spoofing or access important information. In this paper, we propose
a new detection scheme for ARP spoofing attacks using a routing trace, which can be used to protect the internal network. Tracing
routing can find the change of network movement path. The proposed scheme provides high constancy and compatibility because
it does not alter the ARP protocol. In addition, it is simple and stable, as it does not use a complex algorithm or impose extra load
on the computer system.

1. Introduction

Ubiquitous computing has been perceived as the new
paradigm for a comfortable life in recent times. In particular,
the use of smart applications has greatly increased. However,
a growing number of security concerns in this environ-
ment have emerged at the same time. Ubiquitous environ-
ments always need connected networks. Therefore, one of
the important considerations in ubiquitous environments
is network security. A secure network can maintain rich
ubiquitous environments. Therefore, security considerations
in the ubiquitous networks are required.

An ARP spoofing attack is an attack in which the media
access control (MAC) address of a computer is masqueraded
as that of another. Although various studies have addressed
ARP spoofing attack detection, and presented countermea-
sure plans, there are numerous fundamental difficulties in
finding an optimized solution. Countermeasure schemes,
such as the cache table static management, S-ARP, T-ARP,
and ARP Table server synchronization method, have been
presented. Nevertheless, because of various reasons, such as

compatibility with the existing network configurations, pro-
tocols, and administrative overhead, applying these schemes
poses difficulties. In this paper, we present a new detection
scheme for ARP spoofing attacks using local network infor-
mation and a routing trace, which can protect the internal
network from ARP spoofing. The detection is composed of
ARP Cache Table periodic surveillance and Routing trace.
Additional network configuration and protocol change are
not required in the proposed scheme, since it does not
increase the system and network overhead.

The remainder of this paper is organized as follows.
Section 2 discusses related studies including problems in
ARP spoofing, security requirements, and existing research.
Section 3 introduces a new detection scheme for ARP spoof-
ing using a routing trace. Finally, Section 4 presents con-
cluding remarks and briefly discusses the scope for further
research.

2. Related Work

ARP is used to map the MAC physical address and the
IP network address, as presented in Figure 1. When a host

Hindawi Publishing Corporation
e Scientific World Journal
Volume 2014, Article ID 264654, 7 pages
http://dx.doi.org/10.1155/2014/264654

http://dx.doi.org/10.1155/2014/264654


2 The Scientific World Journal

Request

IP address
x.x.x.x

Host X Host Y

(a) ARP request (Broadcast)

Reply

MAC address
xx:xx:xx:xx:xx:xx

Host YHost X

(b) ARP reply (Unicast)

Figure 1: ARP request/reply protocol.

on a local network wants to know the MAC address of
the corresponding IP address, it broadcasts an ARP request
message to all the hosts connected to the network. All hosts
receive the ARP request, and the host with the information
on the requested IP address andMAC address will reply with
the ⟨IP, MAC⟩ pair information via unicast [1].

This ⟨IP, MAC⟩ pair information is efficiently managed
through the ARP cache table. Typically, ARP cache entries
expire after 20-minute intervals, and in some operating
systems, the expiration timer is reset. As shown in Figure 1,
Host Y sends an ARP request message to all the hosts
connected to the local network to get the MAC address of
Host X. Host X sends the ARP reply message, its ⟨IP, MAC⟩
pair information, to Host Y via unicast [2, 3].

2.1. Problems in ARP and ARP Spoofing. As ARP updates
the host’s ARP cache table in the absence of reliable mutual
agreement procedures while transmitting the request/reply
messages, it has a few fundamental security problems. ARP
spoofing attacks are described as follows [4].

(i) Block host: an attacker, using the ARP spoofing
technique, can change the ARP cache table. The
packets sent by the host, in which the ARP cache table
is changed, do not reach the real destination address
but reach the attacker. Thus, the host network can be
blocked by the attacker.

(ii) Host impersonation: an attacker can impersonate a
host, and, by doing so, can discard the host’s packet
and cancel the host’s request.

(iii) Man-in-the-middle (MITM) attack: an attacker can
change the ARP cache table of two hosts and monitor
the communication between them.

2.2. Security Requirements for an Ideal Solution. We can
consider the following security requirements as the response
scheme for ARP spoofing attacks [3].

(1) Management costs of hosts should be controlled.
(2) The cryptographic processing, which can lower the

performance of ARP, should be minimized.

(3) Prevention and block should be detected with timely
warnings, whichwill alert the administrator about the
attack situation.

(4) The solution has to be universal and easily applicable.
(5) Hardware costs should be minimized.
(6) The solution has to be compatible with ARP.
(7) It should not slow down the ARP request/reply

communications.
(8) If possible, it should consider all the ARP attacks.
(9) The network traffic should be contained.

2.3. Existing Research. Gouda and Huang [5] proposed a
structure that resolves the security problems of MAC address
and IP address within the Ethernet. The proposed scheme
consists of a security server whose two protocols, Invite-
accept and Request-reply, are connected to all hosts. Each
host checks, through Invite-accept and Request-reply, the IP
address and MAC address from the security server, thereby
enhancing security [5]. Secure ARP (S-ARP) uses the public
and private key pair, authorized through an asymmetric
encryption algorithm. All hosts create public and private key
pairs during the initial contact of the network and send them
with signed certificates to the authoritative key distributor
(AKD). Thus, an ARP spoofing attack can be prevented by
identifying whether the transmitted request is from a valid
user [6].The port security scheme proposes a formof security
using a physical port at the MAC address formed at the
switch. Port security can be an effective defense against an
attacker who replicates a MAC address. This scheme can
definitely protect hosts from MAC-hijacking-type attacks
[2, 3]. Dynamic ARP inspection (DAI) is a scheme that
can only be used with certain switch types. DAI solves
security problems by preventing invalid or malicious ARP
packets that are delivered from the network. It identifies
whether the ARP packet is valid by comparing the packet
at the switch, before it is delivered. If a security problem
is detected, the packet is deleted [2, 3]. The ticket-based
address resolution protocol (T-ARP) defends ARP spoofing
by distributing the centrally secured IP address and MAC
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Figure 2: Overall architecture of the DS-ARP scheme.

address mapping proof. This proof, called ticket, is delivered
to the client when it approaches the network. Unlike other
public key methods, this protocol can reduce costs [7]. Xing
et al. proposed a scheme to capture and filter ARP packets
using the WinPcap library. This method involves collecting
ARP packets through a WinPcap filtering setting. If the
collected ARP packet has a valid value, the ARP cache table is
updated [8]. Ramachandran and Nandi proposed a scheme
for detecting ARP spoofing through the mismatch of the
ARP request/response packet and the ⟨IP, MAC⟩ pair of TCP
SYN. When the information in an ARP request/response
packet is different from that of the ⟨IP, MAC⟩, and the TCP
connection ismade,ARP spoofing is assumed. Following this,
all attack packets are dropped and reported to the server [9].
P-ARP proposed by Limmaneewichid and Lilakiatsakun [10]
modifies only the confirmed ARP packet, an ARP protocol
28-byte ARP message with an 18-byte authentication data
ARP trailer attached [10]. ASA is set to static all the Link
Type of ARP Cache Table. ASA is not use the ARP Filter
Driver of Kernel layer and directly update using encrypted
ARP information in ASA agent [11].

3. DS-ARP Scheme

In this section, the proposed detection scheme for ARP
spoofing attack using a routing trace, namely detection
scheme for ARP spoofing (DS-ARP), is discussed in detail.

3.1. Architecture. The architecture of the proposed scheme
can be divided into the agent and server side. Detection and
protection are the key technologies involved, as shown in
Figure 2.

Detection periodically keeps the updated state of the
ARP cache table under surveillance. When the ARP cache
table is updated, the DS-ARP performs a routing trace to

Table 1: Description of Acronym.

Acronym Description
ACTMM ARP cache table monitor manger
PSM Packet send manager
TRV Trace routing validation
ACTM ARP cache table manager
ACTR ARP cache table repository
Database Database

identify the corresponding ⟨IP, MAC⟩ pair information. If
an ARP spoofing attack is suspected, it reports to the server
and initiates the protection process. It also converts the
corresponding ⟨IP, MAC⟩ pair ARP type to static mode.
Table 1 shows the description of acronym.

3.2. Operation Process of DS-ARP. The detection module
periodically keeps the ARP cache table under surveillance
and checks changed items. Once a change in the ARP cache
table is identified, the DS-ARP determines whether an ARP
spoofing attack has taken place through a routing trace.

The protection module converts the ⟨IP, MAC⟩ pair
information, which is changed, by the ARP spoofing attack in
the ARP cache table list, to the previous state. It prevents ARP
spoofing attacks by changing the link type from a dynamic
state to a static state.
Step 1 (Detection). See Figure 3.

A ACTMM (ARP cache table surveillance). ACTM
periodically monitors the ARP cache table and the
information in the host network.

B ACTMM → PSM (sending the ACT changed iden-
tity).The changed information in the ARP cache table
is transmitted to PSM using ACTMM.
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Table 2: Comparisons of current schemes versus the proposed scheme.

Classification T-ARP [7] Xing [10] P-ARP [12] ASA [7] DS-ARP
Host cost minimization △ △ △ I I
Cryptographic technique minimization △ ⊚ △ I ⊚

Warning/detection effectiveness △ ⊚ △ △ ⊚

Universality, easy applicability △ I I I ⊚

Hardware costs minimization I ⊚ ⊚ ⊚ ⊚

ARP compatibility ⊚ ⊚ ⊚ △ ⊚

ARP speed I I ⊚ △ ⊚

Network loading ⊚ ⊚ ⊚ ⊚ ⊚

Security ⊚ I ⊚ ⊚ ⊚

⊚: Strong, I: Medium,△: Weak.

ACTMM PSM TRV

1. ACT cache table surveillance 

2. Sending the ACT changed identity 
3. Sending an ICMP packet

4. Sending the ICMP result 5. ICMP validation

Figure 3: Protocol for the detection stages.

C PSM (sending an ICMP packet). PSM sends the
ICMP packet in which the TTL value is increased to
TRV.

D PSM → TRV (sending the ICMP result). PSM sends
the resultant values of ICMP response to TRV.

E TRV (ICMP validation). TRV checks the moving
path of the ICMP and identifies ARP spoofing attacks.

Step 2 (Protection). See Figure 4.
A ACTM (changing the ARP link type). ACTMN

protects the host by changing the ARP link type of the
corresponding ⟨IP, MAC⟩ pair from a dynamic mode
to a static mode.

B ACTM → ACTR (requesting for the ⟨IP,MAC⟩pair).
ACTM requests the ACTR for the normal ⟨IP, MAC⟩
pair, that is, before it was changed.

C ACTR → ACTM (responding with the ⟨IP, MAC⟩
pair). ACTR responds to ACTMwith the normal ⟨IP,
MAC⟩ pair before the pair was changed.

D ACTM (changing the ⟨IP,MAC⟩pair). ACTMapplies
the normal ⟨IP, MAC⟩ pair to the ARP cache table.

E ACTM → Database (sending information regarding
the victim host). ACTM sends information regarding
the victim host to the database.

F Database (update). Database updates the information
about the victim host to the ARP spoofing attacked
state.

3.3. Analyses of the Proposed DS-ARP. In this section, we
analyze the existing schemes and the proposedDS-ARPbased
on the security requirements described in Section 2.2. A
comparison of current schemes versus the proposed scheme
is shown in Table 2.

The schemeof using theWinPcap library byXing et al. has
the disadvantage of continuously monitoring the ARP pack-
ets and repeatedly comparing them with local information.
The scheme proposed by Ramachandran and Nandi causes
excessive traffic in the network. Although S-ARP and T-ARP
are the most infallible schemes for preventing ARP spoofing,
using a pair of authorized keys, their disadvantage is the
requirement of an ARP protocol change. Port security cannot
be a perfect solution, as it is vulnerable to MITM attacks.

The DAI has a drawback in that the network configu-
ration and switches need to be changed. Limmaneewichid
and Lilakiatsakun proposed an effective scheme that ensures
the integrity of the ARP packet. However this scheme slows
down the network to an unacceptable level. Abad and Bonilla
defined the requirements to be fulfilled by the ARP spoofing
solution schemes. Based on these requirements, the existing
schemes and the scheme proposed in this study are compared
in Table 2. The existing schemes can increase the system
and network load. In addition, they either are hardware-
dependent or perform limited ARP spoofing detection. Fur-
thermore, the current schemes influence the speed of ARP or
result in a direct overhead on the network, and they are not
easy to use because of their universal disadvantages. ASA is
not compatible with ARP.
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1. Changing the ARP link type 

2. Requesting for the <IP, MAC> pair 

3. Responding with the <IP, MAC> pair 

4. Changing the <IP,MAC>pair

5. Sending information regarding the victim host 6. Update

Figure 4: Protocol for the protection stages.

ARP spoofing

Host A Attacker Host B

192.168.1.1

00-11-22-33-44-AA

192.168.1.11
00-11-22-33-44-BB

192.168.1.22
00-11-22-33-44-CC

192.168.1.33
00-11-22-33-44-DD

ARP table

192.168.1.1 00-11-22-33-44-AA dynamic

192.168.1.22 00-11-22-33-44-CC dynamic

192.168.1.33 00-11-22-33-44-CC dynamic

Figure 5: ARP spoofing detection.

The proposed DS-ARP can overcome the problems of the
existing schemes and it offers a simple and high-performance
solution. The detection and protection scenario for the
proposed scheme is discussed in the following two steps.

Step 1 (Detection). When the network is attacked through
ARP spoofing, the moving path of the network bypasses the
attacker’s host and passes the gateway. As shown in Figure 5,
if there is a change in the ARP cache table and the gateway of
Host A’s network information does not move to the primary
path through network routing tracing, it can be deemed that
an ARP spoofing attack has taken place in the network.

The routing tracing of the network uses the time-
exceeded ICMP message of the ICMP protocol. The TTL
value of ICMP decreases with each pass through the router.
In other words, if the packet is sent after setting the TTL

value to one, the first router on the path will cause the time-
exceeded message to return. The network path can be traced
by increasing the TTL value.

Step 2 (Protection). Once it is deemed that an ARP spoofing
attack has taken place, the changed ⟨IP,MAC⟩pair of theARP
cache table is restored to that stored in the memory and is
converted to static. An ARP spoofing warning is sent to the
server. Figure 6 explains a case of theARP spoofing detection.

4. Conclusion

We discussed a new detection scheme for ARP spoofing
attacks based on routing trace for ubiquitous environments
in this paper. This scheme detects ARP attacks through real-
time monitoring of the ARP cache table and a routing trace
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192.168.1.1
00-11-22-33-44-AA

192.168.1.11
00-11-22-33-44-BB

192.168.1.22
00-11-22-33-44-CC

192.168.1.33
00-11-22-33-44-DD

Administrator

ARP table

192.168.1.1 00-11-22-33-44-AA dynamic

192.168.1.22 00-11-22-33-44-CC dynamic

∙ 192.168.1.33 00-11-22-33-44-CC static

ARP table

192.168.1.1 00-11-22-33-44-AA dynamic

192.168.1.22 00-11-22-33-44-CC dynamic

∙ 192.168.1.33 00-11-22-33-44-CC static

Host A Attacker Host B

Figure 6: ARP spoofing protection.

and protects the hosts from attackers through ARP Link
Type Control which changes from dynamic to static. In
addition, it can solve problems such as host impersonation,
man-in-the-middle attack, and block of host. And also, the
proposed schemedoes not require anARPprotocol change or
a complex encryption algorithm; moreover, it does not cause
high system load.

Despite the various solutions presented in this paper, new
attack techniques can still cause new security problems, since
the ARP protocol has a few basic weaknesses. Therefore,
further studies on resolving the fundamental security vulner-
abilities of the ARP protocol are required.
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Resource management of the main memory and process handler is critical to enhancing the system performance of a web server.
Owing to the transaction delay time that affects incoming requests fromweb clients, web server systems utilize several web processes
to anticipate future requests.This procedure is able to decrease theweb generation time because there are enoughprocesses to handle
the incoming requests fromweb browsers. However, inefficient processmanagement results in low service quality for the web server
system. Proper pregenerated process mechanisms are required for dealing with the clients’ requests. Unfortunately, it is difficult to
predict how many requests a web server system is going to receive. If a web server system builds too many web processes, it wastes
a considerable amount of memory space, and thus performance is reduced. We propose an adaptive web process manager scheme
based on the analysis of web log mining. In the proposed scheme, the number of web processes is controlled through prediction of
incoming requests, and accordingly, the web process management scheme consumes the least possible web transaction resources.
In experiments, real web trace data were used to prove the improved performance of the proposed scheme.

1. Introduction

Ubiquitous personal devices such as notebooks, smart-
phones, and web-enabled televisions enable their users access
to the internet at any time. Further, people can access their
preferred online media, such as social networking sites, on
the go. This convenience in access to web services has led
to an increase in web traffic. Frequent accesses to a web
service result in a heavy burden on the web server, which
in turn may result in delays in processing users’ requests.
Long response times for incoming requests decrease the
web server’s quality of service. Web users may even cancel
their requests. To protect service quality, service providers
should provide the requested web documents to web users as
soon as possible. To address this issue, web service providers
have built web cluster servers for improving web throughput;
however, meeting users’ demands remains a challenging task.

In general, a web document includes several data from the
server, including; html, images, audio, and video. To retrieve

a singleweb document for a user, theweb browser obtains one
main web object and several related, embedded web objects
of the requested web document. The web browser detects
the main web object to retrieve the list of embedded web
objects for the requested web document. Based on the list
of embedded web objects, the web browser sends requests
to retrieve them. When the retrieval of one embedded web
object is delayed, the overall transaction time for the web
document is increased. Therefore, in order to view a web
document, web user needs to wait till all the embedded web
objects are retrieved.

A web server system must manage limited resources to
process incoming requests in a relatively brief time. It is
critical tomanage the number of idle web processes for future
requests. If the web server system only creates processes
reactively, that is, after receiving requests from a user, it takes
more time. To reduce the time required to generate processes,
the web server system proactively creates idle web processes.
When a web browser establishes a new connection with
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the web server system, idle processes are assigned to process
requests from theweb browser. Such idle processes reduce the
processing time of incoming requests. However, maintaining
many idle processes will waste resources, including CPU time
andmemory.Therefore, an efficientwebprocessmanagement
scheme is needed tomaintain the proper number of processes
for future requests.

To determine a suitable number of idle processes, we need
to predict howmany requests may arrive from web browsers.
In a single web document, there is one main object and
several embedded objects, such as images, audio, and video.
Therefore, the web browser sends requests for both the main
object and embedded objects to the web server in order to
retrieve one web document. First, the web browser requests
the main object from the web server. The web browser
establishes one TCP connection with the web server, and
the server assigns one idle process to handle this incoming
request. After retrieving the main object, the web browser
extracts a list of embedded objects based on the main object.
Finally, the browser sends requests for the embedded objects.
In a modern web framework, the web browser establishes
several TCP connections with the web server to retrieve
embedded objects in parallel. The web server assigns idle
processes to retrieve the embedded objects. Unfortunately, it
is impossible to predict when a web browser will establish a
new TCP connection to obtain the main web object. It is also
difficult to predict how many requests for embedded objects
will follow the initial request for the main object. Because
of the web cache system, some requests for embedded web
objects after the main web object are unnecessary to send to
the web server system. When a web cache system in a local
area or proxy server already contains requested web objects,
it will provide the cached web objects directly to the web
browser. Such requests for web objects retrieved from theweb
cache system are not sent to the web server system. Dynamic
access patterns from theweb cache systemhelp determine the
required number of idle processes.

In Figure 1, the web browser displays a web document,
“a.html” to theweb user. First, theweb browser sends requests
to the web proxy server, but the proxy server forwards
the requests for “a.html” to the web server after checking
whether the requested document is contained in the local
area. The web server assigns one process “web proc 1” to
handle the request from the web browser. The web proxy
server caches the requested web document “a.html” on
its own local area and then forwards the web document
“a.html” to the web browser. The web client ascertains the
list of embedded objects related to “a.html,” including “b.jpg,”
“c.jpg,” and “d.jpg.” The web browser establishes two more
TCP connections to the three embedded web objects in
parallel. One connection has already been established for
retrieving “a.html”; therefore, the web browser reuses the
already established connection to retrieve “b.jpg.” In addition,
the web browser establishes two more connections with the
web proxy server to retrieve “c.jpg” and “d.jpg.” To retrieve
“b.jpg” and “c.jpg” the web proxy server establishes one more
connection with the web server. The web proxy server also
reuses the previous connection to retrieve “b.jpg.” The web
server reuses “web proc 1” to retrieve “b.jpg” and assigns

the new “web proc 2” to retrieve “c.jpg.” After retrieving
“b.jpg” and “c.jpg” from the web server, the proxy server
caches “b.jpg” and “c.jpg” and sends them back to the web
browser as “a.html.” However, “d.jpg” is already cached at
the web proxy server. The request for “d.jpg” is answered
by the web proxy server and not the web server. The web
browser establishes a different number of TCP connections
with the web server depending on the web cache system.
As a result, a different number of processes are assigned
by the web server in response to the web browser. When
the web browser requires more embedded objects, the web
browser increases the number of TCP connections to the web
server.

In this paper, we propose a process management scheme
called ConWebPro, based on our analysis of the structure
of a web document. To predict the number of requested
TCP connections from web browsers, ConWebPro cali-
brates the relationship between web objects. A web browser
establishes several concurrent web connections to retrieve
embedded web objects. Usually, the web browser increases
the number of web connections to increase the through-
put of the web server system. The web server system
should maintain enough idle processes to process requests
for embedded objects. ConWebPro adjusts the number of
idle processes to handle incoming requests for embedded
objects after providing the web main object to the browser.
When a browser requests main web objects that include
several embedded objects, ConWebPro increases the num-
ber of idle processes. When main web objects contain
only a few embedded web objects, ConWebPro maintains
the current number of idle web processes. We suggest
that ConWebPro avoids the waste of web system resources
caused by maintaining an excessive number of idle pro-
cesses.

The remainder of this paper is organized as follows.
Section 2 describes ourmotivation and related work aimed at
improving the performance of web server systems. Section 3
discusses the details of our process management scheme.
We present the result of our prediction scheme using real
web workloads and the results of a simulation in Section 4.
Section 5 presents our conclusions.

2. Related Works

General web server systems like Apache assign one process
to handle incoming requests. The process reads documents
or obtains the information from a database depending on
the requests from web browsers. Some web management
schemes improve the performance of web server systems by
using extra system resources. Therefore, it is critical to assign
resources efficiently to improve the performance of a web
server system. CPU time and memory are essential resources
to consider when deciding the transaction time. If numerous
idle processes are running concurrently to process future
requests, the server can save the time it would otherwise take
to generate process to handle incoming requests. However,
such a scheme also consumes resources.
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Figure 1: Retrieval of web document.

2.1. Background

2.1.1. Persistent Connection and Web Pipeline Scheme. To
improve the quality of the web service, most web browsers
provide persistent connection and pipeline schemes. Persis-
tent connection and pipeline schemes consume web server
system resources to reduce the time spent on inefficient
transactions such as generating processes or obtaining web
objects sequentially.

Through a persistent connection scheme, the web
browser obtains several web objects from the same connec-
tion. In Figure 2, the web browser acquires two web objects,
including object “A” and object “B.” In the previous scheme,
the browser must establish a new connection with the server
to retrieve each object. After retrieving web object “A” the
browser terminates the connection with the server. Subse-
quently, the browser establishes a new connection with the
server to retrieve web object “B.” Processes and connections
to handle previous requests are reused for future requests
from the same web browser. It can save transaction time to
reestablish the connection and process, but it wastes memory
to maintain processes dedicated to specific web browsers.

Web browsers can also save transaction time using a
web pipeline scheme. A web pipeline scheme enables a
web browser to retrieve related web objects simultaneously.
Figure 3 shows the difference between the previous scheme
and a web pipeline scheme. In the previous scheme, the
web browser sends requests to the next web object after

retrieving the current requested web object. However, a web
browser using the web pipeline scheme sends its request to
the next web object before retrieving current requested web
object. If the web browser establishes only one connection
with a web server, this scheme cannot significantly decrease
the transaction time. However, current web browsers utilize
multiple connections with servers. A web browser sends
several requests concurrently through multiple connections.
When a web browser establishes multiple connections, the
web pipeline scheme improves the performance of the web
server system.

Persistent connection and web pipeline schemes enhance
the performance of web servers while also requiring limited
system resources.

2.2. Dynamic Access Patterns. Within the structure of a web
object, a web browser accesses the related embedded objects
after accessing themain object. However, the incoming access
pattern for web objects is dynamic. When a web browser
sends requests for embedded objects, some of the embedded
objects are provided by a proxy server, rather than the web
server. Proxy servers hold web objects after retrieving them
from a web server. When these objects are requested again,
the proxy server provides them to web browsers. Requests
for the cached web objects are therefore not transmitted to
the web server, thus releasing overhead. However, such a
cache mechanism makes it difficult for the web server to
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Table 1: The frequency of request to the embedded objects.

Index Name Request
1 /atomicbk/orders.gif 63
2 /atomicbk/promo.gif 62
3 /atomicbk/catalog.gif 60
4 /atomicbk/logo2.gif 60
5 /atomicbk/shocked/shocked.jpg 60
6 /atomicbk/artgal.gif 59
7 /atomicbk/contest.gif 59
8 /atomicbk/direct.gif 58
9 /atomicbk/new.gif 57
10 /atomicbk/images/atomgirl.jpg 53
11 /atomicbk/email.gif 52
12 /atomicbk/news.gif 51
13 /atomicbk/emboss.jpg 49
14 /atomicbk/scotth.gif 49
15 /atomicbk/bobk.gif 46
16 /atomicbk/seanc.gif 44
17 /atomicbk/bizlink.gif 41
18 /atomicbk/stats.gif 34
19 /atomicbk/userlink.gif 34
20 /atomicbk/images/comic75.gif 16

determine how many requests are incoming from browsers.
In Table 1, we see which embedded objects are requested
after requesting one main object, “/atomicbk/main.html” at
ClarkNet web traces from [1, 2]. When the main object is
requested, “orders.gif ” is requested most often. However,
“stats.gif,” “userlink.gif,” and “comic75.gif ” are not requested
frequently after retrieving main object.

2.3. Previous Works. There have been many previous
attempts to predict incoming user requests. We classify
examples here into two categories: chaining schemes based
on Markov models and grouping schemes based on clusters
of web objects.

Chaining schemes are based on 𝑛th Markov models. A
high order of Markov model can provide more accurate
predictions; however, increasing the order also increases
the complexity of prediction scheme. As a result, chaining
schemes restrict the order of the Markov model. Some
schemes, such as [3–6] use top-𝑛 related objects to predict
the next requests. Other schemes, such as [4, 7–10] use long
access sequences. The work in [11] designs dynamic P.P.M.
models.

Grouping schemes generates clusters of web objects and
then predicts a group of web objects for the next incoming
requests. The work in [12–14] provides a caching policy
for a Content Distribution Network platform. The work in
[15, 16] designs a caching policy for mobile environments.
The work in [17] provides a prediction scheme using folder
structure. [18] suggests a divide-and-merge scheme via a
hybrid of top-down and bottom-up schemes. The work in
[19] designs a proxymodel for prefetching embedded objects.

The work in [20, 21] uses a vector model and semantic power
for a web cluster system.

Hybrid schemes design a prediction scheme based on
bothMarkovmodels and grouping schemes.Thework in [22,
23] suggests prediction schemes based on several concurrent
models, including Markov models, association rules, and
grouping schemes. The work in [24] uses an abstraction
scheme for defining access patterns and defines user access
paths through a Markov model. The work in [25] generates
a group of access patterns to web objects using a K-means
cluster scheme.

Although many examples of research provide prediction
schemes for incoming requests, they do not provide process
management schemes for modern web frameworks.

3. Web Process Management through
Structure of Web Document

3.1. Prediction Scheme. The work in [1] designs a web trans-
action prediction scheme called the Double PPM Scheme
(DPS). When a web browser requests the main object, the
browser also sends requests for related embedded objects
to the server. Therefore, we can create a prediction scheme
based on a grouping of one main web object and its related
embedded objects.

In Figure 4, DPS predicts the relationship between web
objects in several steps. In the first step, DPS distinguishes
between main and embedded objects, classifying objects
based on their name. For example, when the name of an
object includes “html,” “php,” or “jsp,” it is recognized as
a main object; usually such objects are web documents.
However, when the name of an object contains “jpg,” “mpg,”
or “ogg,” they are classified as an embedded object. In the
second step, DPS creates relationships between objects. Gray
circles in Figure 4 indicate main objects, while white circles
indicate related embedded objects. Arrows between circles
show how frequently twoweb objects are accessed together in
a single session.These symbols show the relationships within
a single web document.

Continuing in Figure 4, we see that this instance of DPS
creates three groups: “A,” “B,” and “C.”There are two different
access patterns in this log file. After accessing document
“A,” some users access document “B” followed by document
“C,” whereas other users access document “C” followed by
document “B.”

3.2. Web Process Management. ConWebPro determines the
number of web processes to run based on the access patterns
of web objects. DPS finds different access patterns based
on the structure of these objects. If one document contains
many embedded objects, a web browser should access the
server after accessing the main object. Similarly, when a
requested web document includes dynamic or frequently
changed objects, browsers create more HTTP connections to
obtain these related embedded objects.

For analysis of web log mining, ConWebPro determines
how many requests to embedded objects are incoming after
retrieving the main object. In Figure 5, ConWebPro forms



6 The Scientific World Journal

Time
Web user 1

Web user 2
A

A AA1

A1A2 A2

A3

A3

A5

A5

A4

A4
A1

B B

B

B1
B1

C

B

B2

B2

B1 B2

C

C

CC1

C1

C2

C3

C3

C2

C2

C1 C3C2

T

Figure 4: Double P.P.M. scheme.

Time
Web user 1

Web user 2
A

A

A

3 embedded
requests

1 embedded
requests

2 embedded
requests

A1

A1

A2

A2
A3

A3

A5

A4
A4 A5

A1

B
B

B1
B1

C

B

B2

B2
C

C
C1

C1

C2

C3

C3
C2

C2

T

Figure 5: Classification of web objects depending on related embedded objects.



The Scientific World Journal 7

three groups depending on the number of related embedded
objects. For document “A,” even though “A” contains five
embedded objects, three embedded objects are requested
after retrieving the main object. Document “B” has two
embedded objects and document “C” contains three embed-
ded objects, respectively. However, when web users request
document “B” or document “C,” the browser issues one or two
requests for embedded objects.

If the main object is requested, ConWebPro anticipates
how many requests for embedded object are forthcoming.
If document “A” is requested, three requests will come to
the server. Therefore, the server system creates three more
processes to handle these incoming requests.

When processing requests from browsers, the server
system assigns processes to handle incoming requests. It also
takes time to process these requests

𝑇trans = 𝑇init + 𝑇proc, (1)

where𝑇trans,𝑇init, and𝑇proc are whole transaction time, initial
delay in preparing process, and response time, respectively.
𝑇init can be different depending on the number of idle
processes. When an idle process is already generated, we can
save transaction time. Accordingly, we obtain (2) from (1):

𝑇trans = 𝐻 ∗ 𝑇inithit + 𝐹 ∗ 𝑇initfail + 𝑇proc, (2)

where 𝐻, 𝑇inithit , 𝐹, and 𝑇initfail are hit rate, initial delay with
idle process, fail rate, and initial delay without idle process.
Accordingly, we obtain (3), because there is no initial delay at
𝑇inithit :

𝑇trans = 𝐹 ∗ 𝑇initfail + 𝑇proc, (3)

𝐹, 𝑇initfail , and 𝑇proc are determined depending on the number
of idle processes. If idle processes are increased,𝐹 is decreased
but 𝑇initfail and 𝑇proc are increased. Too many running pro-
cesses will waste the limited resources of the web server
system. As a consequence, the overall performance of web
server system will be degraded:

NPidle ∝
1

𝐹
∝ 𝑇initfail ∝ 𝑇proc, (4)

where NPidle is the number of idle processes awaiting future
requests. Based on the equation above, a server system should
run a small number of idle processes that do not increase
𝐹 for decreasing transaction time. To determine the proper
number of idle processes, we should predict futureweb traffic.
Unfortunately, such a prediction is not easy. Overall requests
are classified into two groups including requests to main web
objects and requests to embedded web objects:

𝜆total = 𝜆main + 𝜆embedded, (5)

where 𝜆total, 𝜆main, and 𝜆embedded are overall requests, requests
to main objects, and requests to embedded objects, respec-
tively. It is not easy to predict 𝜆total and 𝜆main at web
server, because web user can access web document at any
time. When user accesses web document, web browser
starts to send request to main object of these document.

Table 2: Web access logs.

Name Day 1 Day 2 HTTP
CS GWNU 21559 28441 HTTP 1.1
NASA 64714 60265 HTTP 1.0
ClarkNet 210908 229944 HTTP 1.0

However, we can predict requests for embedded objects,
𝜆embedded, through DPS. In ConWebPro, we increase the hit
rate of idle process through the DPS scheme. ConWebPro
increases the performance of web server with accurate pre-
dictions.

4. Performance Evaluation

4.1. Simulated System Configuration. We demonstrated the
performance of ConWebPro by applying it to real web traces
collected over the course of two days. Based on DPS in
[1], we obtained relationships between web objects using
the first day of web traces. ConWebPro then classified web
documents into three groups depending on the number
of embedded objects. Table 2 shows real traces from web
sites including the Department of Computer Science in
Gangneung-WonjuNationalUniversity,NASA, andClarkNet
from [1]. ConWebPro obtained relationship between web
objects based on Day 1. Based on the results, ConWebPro cre-
ated web processes on Day 2. Web browsers retrieved objects
through persistent connections and pipelines on HTTP 1.1.
Therefore, the browsers retrieved multiple embedded objects
simultaneously.

4.2. Evaluation Results. Evaluating the performance of Con-
WebPro, two schemes were compared on an Apache web
server. An Apache server typically maintains a static number
of idle processes to handle incoming requests from web
users.This inefficient processmanagement schemewastes the
available memory of the server, causing its performance to
drop.

4.2.1. Step 1: Analysis onWebObjects. ConWebPro obtains the
structure of web objects based on the web log file fromDay 1.
As its first step, ConWebPro forms groups of web requests
from the same users. This web log file contains all of the
requests from every web user. If multiple users access the web
server simultaneously, it is difficult to detect the relationship
between objects. ConWebPro extracts requests from the same
user based on the client IP address found in the web log.

As its second step, ConWebPro classifies web objects
into main objects and embedded objects through path and
access time. In general, web users request “html” or “script”
documents from the web server. ConWebPro classifies “html”
and “script” documents as main web objects. In addition,
embedded web objects are requested simultaneously after
requesting main web objects. ConWebPromakes a group that
contains requestedmain object and related embedded objects
simultaneously.

As its final step, ConWebPro determines a relationship
based on frequency of requests for web objects. After each
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Table 3: Analysis of web objects (Gangneung-Wonju National University).

Path Number of accesses Number of embedded objects
/main.html 623 1
/html/main.php 359 5
/bbs/board.php 178 10
/bbs/include/md5.js 99 15
/bbs/include/script.js 77 15
/bbs/xe/common/js/jquery.min.js 65 5
/bbs/xe/common/js/jquery.min.js 64 12
/bbs/xe/common/js/xe.min.js 64 6
/bbs/xe/addons/resize image/js/resize image.min.js 64 15
/bbs/xe/modules/board/tpl/js/board.js 65 12

Table 4: Analysis of web objects (ClarkNet).

Path Number of
accesses

Number of
embedded
objects

/pub/journalism/awesome.html 1189 0
/pub/job/vk/vendela.html 772 32
/main.html 275 3
/pub/jeffd/index.html 238 7
/pub/atomicbk/catalog/sleazbk.html 271 7
/pub/sshay/interact.html 226 10
/pub/atomicbk/catalog/erotica.html 209 5
/pub/atomicbk/catalog/adultcom.html 177 10
/pub/sshay/gallery.html 186 10
/pub/job/vk/vendela2.html 142 35

request for a main web object, ConWebPro checks which
embedded web objects are accessed frequently. Table 3 shows
10 main web objects and related embedded web objects
at Gangneung-Wonju National University. Each main web
object contains approximately 10 embedded web objects.
Tables 4 and 5 show 10 main web objects and related
embedded web objects from the ClarkNet and NASA web
traces.

4.2.2. Step 2: Number of Web Processes. The web log file does
not indicate when a web client disconnects from the web
server. We are assuming that the web client ends its con-
nection with the web server after retrieving web documents
including one main object and multiple embedded objects.
The web server can also reorganize the number of processes
after releasing connections. As with general web servers, the
static scheme attempts to maintain a predefined number
of processes. Static-2 creates two processes, while Static-10
creates 10 processes for incoming requests. Our ConWebPro
creates two processes for incoming main web objects.

Figure 6 shows the number of web processes for the web
server. The 𝑥-axis shows the time of simulation, while the
𝑦-axis shows the number of times in which processes have
been created for incoming requests. Following (4), a high
hit rate for a process can decrease the transaction time for
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Figure 6: The average hit request at Gangneung-Wonju National
University web traces.
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Figure 7:The average idle processes at Gangneung-Wonju National
University web traces.

processing requests. We compare our ConWebPro scheme
and two static schemes including Static-2 and Static-10. Web
traces from Gangneung-Wonju National University were not
heavy. The average hit requests for our ConWebPro scheme
and the Static-10 scheme are higher than for the Static-2
scheme; thus, the transaction time of processing request on
both the ConWebPro and Static-10 schemes are decreased.

Figure 7 shows the number of idle processes for the web
server. The 𝑥-axis shows the time of the simulation, while
the 𝑦-axis shows the number of idle processes reserved
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Table 5: Analysis of web objects (NASA).

Path Number of accesses Number of embedded objects
/shuttle/countdown/ 1043 3
/main.html 540 7
/shuttle/missions/sts-71/images/images.html 483 0
/shuttle/missions/sts-71/mission-sts-71.html 435 5
/ksc.html 420 6
/shuttle/countdown/liftoff.html 386 2
/shuttle/missions/missions.html 305 4
/history/apollo/apollo.html 147 6
/academics/courses 138 5
/shuttle/countdown/countdown.html 136 4
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Figure 8: The average hit request at NASA web traces.

for future requests. Following (4), the web server should
maintain a small number of idle web processes to preserve the
performance of web server. Even though Static-10 increases
the hit rate for incoming requests, it wastes web server
resources on maintaining too many idle processes. Static-2
shows a small number of idle processes. ConWebPro creates a
small number of idle processes even though there is a high hit
rate for web processes in Figure 6. ConWebPromaintains two
processes exclusively for incoming requests for main objects,
so ConWebPro has more idle processes than Static-2, which
maintains two processes for incoming requests for all objects
including main objects and embedded objects.

Figure 8 shows the number of times processes have
been created. At the initial time of simulation, incoming
traffic was not heavy. Therefore, all three schemes show a
similar number of hits for incoming requests. Moreover,
the small number of idle processes could initially handle
incoming traffic. When web traffic increased in the middle
of simulation, Static-10 and ConWebPro still show a high
hit rate on web processes for incoming requests. However,
Static-2 increased missed processes. Figure 9 shows how
many idle processes were running on the NASA web server.
At the initial time, Static-10 created too many idle process
and wasted resources. This increased overhead on the web
server as shown in (4). ConWebPro created a small number
of idle processes; therefore,ConWebPro conserved web server
resources.
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Figure 9: The average idle processes at NASA web traces.
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Figure 10: The average hit of request at Clark Net web traces.

Figure 10 shows the number of times processes had
been created before incoming requests. ClarkNet contains
heavy web traffic. Static-2 shows many missed incoming
requests, and Static-10 and ConWebPro show a high hit rate
for incoming requests. Figure 11 shows the idle processes
running on the web server. Static-10 ran several idle processes
to handle incoming requests, but it was more efficient in
this case compared to light web traces like the Gangneung-
Wonju National University’s traffic. Therefore, we conclude
that heavy web traffic is needed to justify maintaining a high
number of idle processes to reduce the transaction time.
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Figure 11: The average idle processes at Clark Net web traces.

ConWebPro can maintain the proper number of incoming
requests at light and even heavy web traffic.

5. Conclusion

In this paper, we applied ConWebPro for efficient resource
management on a modern web server system. To improve
the quality of web service, popular web schemes including
web pipeline and persistent connection consume web server
system resources. Therefore, efficient resource management
is critical. To be more efficient, a web server system should
correctly anticipate future requests. Our ConWebPro predicts
how many resources should be assigned to process future
requests using predication based on the structure of web
documents. When a web browser sends its request to a main
web object containing embedded objects, ConWebPro adjusts
idle process to handle requests for embedded objects. In
future work, we will investigate how resource management
affects overall performance of web server systems.
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Given a set of positive-weighted points and a query rectangle r (specified by a client) of given extents, the goal of amaximizing range
sum (MaxRS) query is to find the optimal location of r such that the total weights of all the points covered by r are maximized.
All existing methods for processing MaxRS queries assume the Euclidean distance metric. In many location-based applications,
however, the motion of a client may be constrained by an underlying (spatial) road network; that is, the client cannot move freely
in space. This paper addresses the problem of processing MaxRS queries in a road network. We propose the external-memory
algorithm that is suited for a large road network database. In addition, in contrast to the existing methods, which retrieve only
one optimal location, our proposed algorithm retrieves all the possible optimal locations. Through simulations, we evaluate the
performance of the proposed algorithm.

1. Introduction

With the widespread use of mobile computing devices [1–
7], location-based services [8] have attracted much attention
as one of the most promising applications whose main
functionality is to process location-related queries on spatial
databases. Most traditional research in spatial databases have
focused on finding nearby data objects (e.g., range queries,
nearest neighbor queries [9], etc.), rather than finding the
best location to optimize a certain objective. Recently, a
maximizing range sum (MaxRS) query was introduced in
[10].This query is useful in many location-based applications
such as finding the most representative place in a city with
a limited reachable range for a tourist or finding the best
location for a pizza store with a limited delivery range. Given
a set of positive-weighted points and a query rectangle 𝑟
(specified by a client) of a given size, the goal of a MaxRS
query is to find the optimal location of 𝑟 such that the sum
of the weights of all the points covered by 𝑟 is maximized.

Figure 1 shows an example of the MaxRS query, where
the size of the query rectangle 𝑟 is 𝑎 × 𝑏 and all the points
are assumed to have the same weight and be equal to 1.

In the figure, the center of the solid-lined rectangle is the
optimal location of 𝑟 because the solid-lined rectangle covers
the largest number of points (i.e., 3).

To process MaxRS queries, Choi et al. [10] proposed
an external-memory algorithm, while Imai and Asano [11]
an internal-memory algorithm. Tao et al. [12] proposed the
solution for approximate MaxRS queries, each of which
retrieves a rectangle 𝑟 whose covered-weight is at least (1 −
𝜀)𝑚
∗, where 𝑚∗ is the optimal covered-weight and 𝜀 is an

arbitrary constant between 0 and 1. All of these studies aim at
Euclidean spaces. In many real-life location-based services,
however, the motion of a client may be constrained by an
underlying (spatial) road network; that is, the client cannot
move freely in space. Consider the scenario of a tourist service
as an example, where a tourist (i.e., client) tries to find the
hotel whose location is close to as many sightseeing spots as
possible (e.g., maximum is 1.5 km walking from the hotel).
In this scenario, a MaxRS query can be applied. However,
the existing MaxRS query processing methods cannot be
applied in this scenario because the distance between the
hotel and each sightseeing spot is confined by the underlying
(spatial) road network, and thus the actual distance between
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Figure 2: An example of road network.

two locations can differ significantly from their Euclidean
distance. We can see this significant difference in Figure 2,
where the Euclidean distance between𝑓

2
and𝑓
4
is about 1.24,

while for moving from 𝑓
2
to 𝑓
4
in real-life, we must pass

through V
5
and V
4
with total length around 3.74, which is three

times farther than Euclidean distance. With this problem in
mind, we study, for the first time to the best of our knowledge,
the problem of processing MaxRS queries in a road network,
where the distance between two points is determined by the
length of the shortest path connecting them (i.e., network
distance [13]).

Figure 2 shows an example of the road network, which
consists of 5 nodes (square vertices) and 7 edges. In the figure,
there are 4 facilities (weighted points), each of which, denoted
by 𝑓, is associated with a positive weight 𝑤(𝑓) indicating
the importance of 𝑓. The numbers that appear in parenthesis
next to nodes and facilities show their respective coordinates.
Note that it is assumed in this paper that all the facilities must
be located on edges of the roadnetwork.Then, aMaxRSquery
in a road network is defined as follows. Given a set of facilities
and a radius 𝑟, the MaxRS query finds all the locations 𝑝 (on
a road network), which maximizes the total weights of all the
facilities whose network distance to 𝑝 is less than or equals 𝑟.

In the case of road network in Figure 2, we have an
example of MaxRS query with the radius 1.5 (km) in Figure 3
(the weight of each facility is 1). The distance between each
point in the stage 𝑠 to three facilities𝑓

1
,𝑓
2
, and𝑓

3
is less than

or equal to 1.5. And the total weight of all the facilities whose
network distance to all points of stage 𝑠 is less than or equals
1.5 is 3, which is maximum in this scenario. Then, stage 𝑠 is

f
4

f
1

�
1

�
2

�
3

�
4

�
5

f
2

f
31.4

0.8

0.7

An optimal result

𝒔

r = 1.5

Figure 3: MaxRS query in road network.

an optimal result in this MaxRS query and user can choose
any hotel on this stage.

In this paper, we propose the external-memory algo-
rithm for MaxRS queries in a road network. The proposed
algorithm is suitable for a large road network database. In
addition, in contrast to the existing methods, which find only
one optimal location, our proposed algorithm finds all the
possible optimal locations. This can help clients of diverse
interests choose their own best locations by considering other
additional conditions.

The remainder of this paper is organized as follows. In
Section 2, the problem is formally defined, and in Section 3,
the details of the proposed algorithm are provided. In
Section 4, the performance evaluation results are presented.
In Section 5, some related work is reviewed. Finally, Section 6
concludes the paper.

2. Problem Formulation

A road network is represented by an undirected graph 𝐺 =

(𝑉, 𝐸), where𝑉 is a set of vertices (i.e., nodes) and 𝐸 is a set of
edges. Let 𝐹 be a set of facilities, each of which, denoted by 𝑓,
is located on an edge (in 𝐸) and is associated with a positive
weight 𝑤(𝑓).

Definition 1 (network range and network radius). Network
range 𝑝(𝑟) of a point 𝑝 in a road network consists of all points
(in the network) whose network distance to 𝑝 is less than or
equals the value 𝑟, where 𝑟 is called the network radius of 𝑝.

Definition 2 (a MaxRS query in road network). Given 𝐺,
a set of positive-weighted points 𝐹, and a network radius
value 𝑟, let 𝑝(𝑟) be the network range of a point 𝑝 in the
network and 𝐹

𝑝(𝑟)
the set of facilities covered by 𝑝(𝑟). Then,

a Maximizing range sum (MaxRS) query in a road network
finds all points 𝑝 (in 𝐺) that maximizes

∑

𝑓∈𝐹
𝑝(𝑟)

𝑤 (𝑓) . (1)

3. The Proposed Method

3.1. Preliminaries. In this subsection, we review the idea
of transforming the max-enclosing rectangle query into
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the rectangle intersection query discussed in [14], which is the
fundamental idea for processingMaxRS queries in Euclidean
space [10].

Definition 3 (max-enclosing rectangle query). Given a set of
points 𝑂, a rectangle 𝑟 with a given size, a max-enclosing
rectangle query finds the location of 𝑟 such that 𝑟 encloses
the maximum number of points in 𝑂.

The MaxRS query calculates the total weight of points,
while the max-enclosing rectangle query counts the number
of points in rectangle. Note that when assuming all points
have theweight being equal to 1, the result of theMaxRSquery
equals that of the max-enclosing rectangle query.

Definition 4 (rectangle intersection query). Given a set of
rectangles 𝑅, a rectangle intersection query finds the area,
where most rectangles overlap.

Figure 4 shows two examples of the max-enclosing rect-
angle query and the rectangle intersection query. It can
be observed from the figure that the optimal location in
the max-enclosing rectangle query can be any point in the
most overlapped area (i.e., the gray area, where 3 rectangles
overlap), which is the outcome of the rectangle intersection
query.

Our solution is based on the above idea. Consider an
example of a MaxRS query in a road network shown in
Figure 5. To simplify our discussion, we use a simple road
network that consists of two edges (i.e., ⟨V

1
, V
2
⟩ and ⟨V

2
, V
3
⟩)

and two facilities (i.e., 𝑓
1
and 𝑓

2
) on two edges.

In this example, we assume that the weight of each facility
is 1 and the network radius 𝑟 is 1. The gray solid segments in
Figure 5 indicate the network range 𝑓

1
(𝑟) of the facility 𝑓

1
,

and gray dotted segments indicate the network range 𝑓
2
(𝑟)

of facility 𝑓
2
. Let 𝑆 be the set of all segments presented in
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Figure 6: Disk-based storage model.

the network range of all facilities in the road network. Then,
we define the following two important notions for theMaxRS
query in the road network.

Definition 5 (location-weight). Let 𝑝 be the location in road
network.The location-weight of 𝑝with regard to 𝑆 equals the
total weights of all the segments (in 𝑆) that cover 𝑝.

Definition 6 (max-segment). The max-segment 𝑀 with
regard to 𝑆 is a segment such that every point in 𝑀 has the
same location-weight 𝑊, and no point in the network has a
location-weight higher than 𝑊.

From the idea of the transformation mentioned before,
we can see that the overlapping segment in Figure 5 is a max-
segment. Because all max-segments in the network contain
all the optimal locations (i.e., the result of the MaxRS query
in the road network), we need to find all max-segments in the
network to evaluate the MaxRS query.

3.2. Storage System. Similar to the disk-based storage model
proposed in [13], the road network and the facility set are
stored in a secondary storage.

Figure 6 shows the files and indexes for the network and
facility set. In this storage model, the network (adjacency list)
is stored in a flat file, which is indexed by the B+-tree. For
each node V (e.g., V

1
), besides the information of V (i.e., node

identifier, coordinates), we also store the additional informa-
tion of all adjacent nodes including adjacent node identifier
and Euclidean distance between V and its adjacent node (e.g.,
length of edge ⟨V

1
, V
2
⟩ is 2.236). Similarly, the facility list is

also stored in a flat file and indexed by the B+-tree. To support
the algorithm efficiently, besides the information of each
facility 𝑓 (i.e., facility identifier, coordinates, and weight of
facility), we store the additional information of the edge that
contains𝑓 including start node identifier, end node identifier,
and the Euclidean distance (offset) between start node and 𝑓
(e.g., start node of 𝑓

1
is V
2
, end node of 𝑓

1
is V
3
, and length of

segment ⟨V
2
, 𝑓
1
⟩ is 1.0).

3.3. Main Algorithm

3.3.1. Overview. Our algorithm is based on the idea men-
tioned in Section 3.1. From each facility 𝑓, we generate
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segments that cover the network range 𝑓(𝑟). The segments
generated by facility 𝑓 will have the weight of 𝑓, namely,
𝑤(𝑓). These segments are organized in a seg-file. Then, we
process the seg-file to find out allmax-segment.The following
three main steps constitute the proposed algorithm:

(1) generating segments;
(2) inserting segments into seg-file;
(3) processing seg-file to find max-segments.

3.3.2. Generating Segments. In this step, we generate seg-
ments from all facilities of facility flat file. For each facility 𝑓,
we generate the segments, which cover the overall network
range 𝑓(𝑟). This process is described in Algorithm 1. First of
all, we retrieve the information of the edge that contains 𝑓,
start node, and end node. Then, we generate the segments
at the start node side first (lines 8–16), after which we
generate the segments at the end node side (lines 17–26).
If the distance between 𝑓 and the start node is greater or
equals the network radius 𝑟, we only need to generate one
segment with the length being equal to 𝑟 (lines 9-10). On the
contrary, we generate the segment between 𝑓 and the start
node (the length is equal to the offset of facility, lines 13-
14) and continuously generate segments from the start node
with the remaining network radius by calling the function
recursiveGenerateSegs (line 15), which will be described in
Algorithm 2. We do the same way to generate segments at
the end node side (with the new offset is the length from
𝑓 to end node, line 17). Each new generated segment has
the weight of 𝑓 and contains the facility identifier of 𝑓. This
facility identifier will help the merging process when there is
more than one segment of 𝑓 generated in one edge. These
new generated segments are inserted into the seg-file with
the edge that contains them. In our algorithm, we use a list
in order to contain edges processed completely in generating
process of a facility (finished-edge-list). The edges in this
finished-edge-list will not be processed during the invocation
of the function recursiveGenerateSegs. After generating the
segments of𝑓 finishes, we need to clear the finished-edge-list
to start generating the segments of a new facility (line 27).

After finishing generation of the segments from a facility
𝑓 to start node (and the end node) in Algorithm 1, if the
network radius 𝑟 is greater than the distance between 𝑓 and
the start node (and the end node), the generating process of
the segments is continued from this start node (end node)
with the new shortened network radius (lines 15 and 25).This
process is described in Algorithm 2, which helps segments
spread out the network range 𝑓(𝑟).

In Algorithm 2, we generate all edges of the current node
(i.e., the node we start generating segments). These edges
are created from the neighbor list of current node, except
the old node, which has been already processed (line 1). To
process an edge, we need to consider two situations. In the
first situation, this edge does not exist in finished-edge-list
(line 5). If the length of this edge (e.g., ⟨curN, neighN⟩) is
greater than or equals the new network radius, we only need
to create a new segment between the current node and the
neighbor node with its length being equal to the new radius.
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Figure 7: Generating segments of a facility.

Then, we insert this segment into seg-file (lines 6–8). If the
length of the edge is smaller than the new network radius,
we create a new segment between the current node and the
neighbor node, and insert this new segment into seg-file, after
which we continuously generate segments from the neighbor
node with the new shorten network radius (line 13). In the
second situation, this edge existed in the finished-edge-list
(lines 15–19). If the length of the edge is smaller than the new
network radius, we only need to generate segments from the
neighbor node with the new shortened network radius (line
17).This process continues until the generated segments cover
the network range 𝑓(𝑟) of the original facility.

Figure 7 shows the process of generating segments of
facility𝑓

1
in road network shown in Figure 3. In this example,

the network radius is 1.5. First of all, we generates the first
segment ⟨𝑓

1
, V
2
⟩ with length 1 and then two segments with

length 0.5 on 2 edges ⟨V
1
, V
2
⟩ and ⟨V

2
, V
4
⟩. After that, we

generate segment ⟨𝑓
1
, V
3
⟩ with length 0.803 and 3 segments

on 3 edges⟨V
1
, V
3
⟩, ⟨V
3
, V
4
⟩, and ⟨V

3
, V
5
⟩ with the same length

0.697. The numbers nearby segments show the generating
order of these segments.

3.3.3. Inserting Segments into Seg-File. Segments generated at
step 1 are inserted into seg-file (together with containing edge
information). Algorithm 3 describes this insertion process.
One important point of seg-file is that all segments on the
same edge will be grouped into one record (edge-record).
So, each edge-record in seg-file has the format of the form
⟨edge, (segment 1, segment 2, . . .)⟩. This seg-file is indexed
by B+-tree. This structure of seg-file helps to find max-
segments effectively.

Whenwe insert a segment into seg-file, if there is no edge-
record of that segment in seg-file, we create a new edge-record
of that segment and insert it into seg-file (lines 3-4). In case an
edge-record of that segment has already existed in seg-file, we
need to check if there exist any segments of the same facility
in this edge-record. If this is the case, we need to merge these
existing segments with the new segment (lines 7–13). Then,
the mergeSegment function merges two segments into the
same edge (line 8). Figure 8 shows some situations of position
of two segments in an edge. In the first three situations, the
mergeSegment function returns one new segment, whereas
in the last situation, it returns null (two segments cannot
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Input 𝐴: adjacency list flat file, 𝐹: facilities flat file 𝐹, 𝑟: network radius
(1) Initialize the list finishedEdges
(2) for each facility 𝑓in flat file 𝐹do
(3) startN = getNode(𝑓.startId)
(4) endN = getNode(𝑓.endId)
(5) edge = ⟨startN, endN⟩
(6) finishedEdges.add(edge)
(7) create a new node fN at facility location
(8) if (𝑓.offset ≥ 𝑟) then
(9) create new node nN between fN and startN, dist(fN, nN) = 𝑟
(10) newS = new segment(fN, nN, 𝑓.weight, 𝑓.Id)
(11) insertSegment(edge, newS)
(12) else
(13) newS = new segment(fN, startN, 𝑓.weight, 𝑓.Id)
(14) insertSegment(edge, newS)
(15) recursiveGenerateSegs(startN, endN, 𝑟 − 𝑓.offset, 𝑓)
(16) end if
(17) endOff = edge.length −𝑓.offset
(18) if (endOff ≥ 𝑟) then
(19) create new node nN between fN and endN, dist(fN, nN) = endOff
(20) newS = new segment(fN, nN, 𝑓.weight, 𝑓.Id)
(21) insertSegment(edge, newS)
(22) else
(23) newS = new segment(fN, endN, 𝑓.weight, 𝑓.Id)
(24) insertSegment(edge, newS)
(25) recursiveGenerateSegs(endN, startN, 𝑟− endOff, 𝑓)
(26) end if
(27) finishedEdges.clear()
(28) end for

Algorithm 1: generateSegments(𝐴, 𝐹, 𝑟).

Input curN: the node (vertex) will be processed, oldN: the node has been already processed,
newR: new network radius from this node, f: the original facility
(1) neighList = curN.getNeighborList()/oldN
(2) for each neighN in neighList do
(3) edge = ⟨curN, neighN⟩
(4) if (edge not in finishedEdges) then
(5) if (edge.length ≥ newR) then
(6) create new node nN between curN and neighN, dist(curN, nN) = newR
(7) newS = new segment(curN, nN, 𝑓.weight, 𝑓.Id)
(8) insertSegment(edge, newS)
(9) else
(10) finishedEdge.add(edge)
(11) newS = new segment(curN, neighN, 𝑓.weight, 𝑓.Id)
(12) insertSegment(edge, news)
(13) recursiveGenerateSegs(neighNode, curN, newR − edge.length, 𝑓)
(14) end if
(15) else
(16) if (newR − edge.length > 0) then
(17) recursiveGenerateSegs(neighNode, curN, newR − edge.length, 𝑓)
(18) end if
(19) end if
(20) end for

Algorithm 2: recursiveGenerateSegs(curN, oldN, newR, 𝑓).
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Input SF: segment file, 𝐸: the edge contains segment, 𝑆: a segment
(1) edgeRecord = SF.getRecord(𝐸)
(2) if (edgeRecord is null) then
(3) edgeRecord = new SegmentRecord(𝐸, 𝑆)
(4) SF.insert(edgeRecord)
(5) else
(6) for each segment seg in edgeRecord do
(7) if (seg.facId = 𝑆.facId) then
(8) mergeSeg = mergeSegment(seg, 𝑆)
(9) if (mergeSeg is not null) then
(10) edgeRecord.remove(seg)
(11) 𝑆 = mergeSeg
(12) end if
(13) end if
(14) end for
(15) edgeRecord.add(𝑆)
(16) SF.update(edgeRecord)
(17) end if

Algorithm 3: insertSegment(SF, 𝐸, 𝑆).

Seg1 Seg2

(a)

Seg1 Seg2

(b)

Seg1 Seg2

(c)

Seg1 Seg2

(d)

Figure 8: Two segments of a facility in one edge.

be merged). After updating segment list of edge-record, we
update this edge-record in the seg-file (lines 15-16).

Figure 9 shows the records in seg-file after finishing the
generating segments step and inserting segments step. In the
figure, the segments generated from the facility 𝑓

1
are gray

dotted segments, the segments generated from the facility
𝑓
2
are gray solid segments, the segments generated from the

facility 𝑓
3
are black solid segments, and finally the segments

generated black dotted segments originate from the facility
𝑓
4
. Each record associates with one edge (e.g., the thin solid

line ⟨V
𝑖
, V
𝑗
⟩). In Figure 9, the first record associates with

the edge ⟨V
1
, V
2
⟩ and contains one segment generated from

facility 𝑓
1
.

3.3.4. Finding Max-Segments. After finishing construction of
the seg-file, Algorithm 4 is invoked, which is the process of
finding max-segments from the seg-file.

In this algorithm, we find the local optimal segments
in each edge-record first (line 4), after which we compare
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Figure 9: Records in seg-file.

the maximumweight of segments on these edge-records, and
the segments that have maximum weight are added into the
list as final result (lines 6–14). The process of finding local
optimal segments is processed by function lineSweep, which
is the line version of algorithm plane Sweep proposed in [11].

Figure 10 illustrates the algorithm line Sweep on the
record associatedwith the edge ⟨V

3
, V
5
⟩. Assuming that we are

sweeping on an edge (e.g., ⟨V
3
, V
5
⟩), if we meet a start node

of a segment (e.g., positions 1 in the case of segment 2,. . .)
the weight of this segment will be included in the calculation
of local maximum weighted segment; in case we meet an
end node (e.g., position 4 in the case of segment 2,. . .), we
will remove the weight of this segment from the calculation.
In the figure, the segment from position 3 to position 4 on
edge ⟨V

3
, V
5
⟩ is the local maximum weighted segment of this

record.
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Input𝐹: seg-file
OutputmaxSegs: list segments with maximum weight
(1) Initialize an empty list maxSegs
(2) maxWeight = 0
(3) for each segRecord in seg-file 𝐹do
(4) localMaxSegs = lineSweep(segRecord)
(5) localMaxWeight = localMaxSegs[0].weight
(6) if (localMaxWeight ≥maxWeight) then
(7) if (localMaxWeigh >maxWeight) then
(8) maxWeight = localMaxWeight
(9) maxSegs.clear()
(10) end if
(11) for each seg in localMaxSegs do
(12) maxSegs.add(seg)
(14) end for
(13) end if
(14) end for

Algorithm 4: findMaxSegments(𝐹).
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Figure 10: An example of line Sweep algorithm.
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Figure 11: Max-segments in road network.

After finishing the finding max-segments step, from
Figure 11, we can see that two segments 𝑑

1
(in edge ⟨V

3
, V
5
⟩)

and 𝑑
2
(in edge ⟨V

4
, V
5
⟩) are max-segments with maximum

weight (e.g., 3) in the example of Figure 3 (we assume that
the weight of each facility is 1).

4. Performance Evaluation

4.1. Simulation Setup. We use two real datasets, namely,
North America (NA) road network and San Francisco (SF)
road network. These datasets are depicted in Figure 12. The
NA dataset is obtained from http://www.cs.fsu.edu/∼lifeifei/
SpatialDataset.htm and the SF dataset is obtained from [15].
The cardinalities of datasets are shown in Table 1.

Table 1: Cardinalities of real datasets.

Dataset Nodes Edges
NA 175813 179179
SF 174956 223001

Table 2: The default values of parameters.

Parameter Default value
Facilities 12500
Block size 4K
Buffer size 1024K
Network radius 5

Because this is the first work for processing MaxRS
queries in a road network database, we develop a naive
algorithm to compare with our proposed algorithm. The
naive algorithm uses an unstructured seg-file, and thus the
generated segments are inserted directly to seg-file in step 2
(segments on the same edge are not grouped into one edge-
record). In step 3, the naive algorithm reads the segments
from seg-file, groups segments in the same edge, and finds
max-segments.

We use disk-based storage model to store very large road
network databases, so in our simulation, the performance
metric is the number of I/O’s, which is the number of
read/write blocks from files. We do not consider CPU time
because it is dominated by I/O cost [10, 12, 16]. The default
values of the parameters are shown in Table 2.

4.2. Simulation Results

4.2.1. Effect of the Number of Facilities. Figure 13 shows
the effect of the number of facilities on the I/O cost. For
both datasets NA and SF, when the number of facilities
increases, the I/O cost increases. However, the proposed
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NA SF

Figure 12: Two datasets used in experiments.
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Figure 13: Effect of the number of facilities.

method ismuch less sensitive to this parameter than the naive
algorithm.

4.2.2. Effect of the Network Radius. Figure 14 shows the
results for the varying of network radius (network range).
When the network radius increases, the number of segments
increases, and thus the I/O cost also increases.The increment
of I/O cost in SF dataset is greater than NA dataset because
we can see the destiny of edges in SF is higher than NA.
Therefore, the number of generated segments of SF is more
than NA.

4.2.3. Effect of the Buffer Size. Figure 15 shows the results for
the varying of buffer size. Although both algorithms have
better performance as the buffer size increases, the proposed
algorithm is more sensitive to the size of buffer than the naive
algorithm.

4.2.4. Effect of the Block Size. Figure 16 shows the results for
the varying of block size. We can see that when the block
size increases, the I/O cost decreases. This is because as the

block size increases, the number of objects stored in a block
also increases, which causes the number of read/write blocks
to decrease. Similar to the buffer size case, the proposed
algorithm is more sensitive to the size of block than the naive
algorithm.

5. Related Work

In this section, we review related work on facility optimiza-
tion location problem in general and MaxRS problem in
particular.

Facility Optimization Location Problem. MaxRS problem can
be seen as an instance of facility location optimization
problem, which has been studied extensively in current years.
The aim of this facility location optimization problem is to
find an optimal location to maximize/minimize an objective
function. Cabello et al. introduced and investigated optimiza-
tion problems according to the bichromatic reverse nearest
neighbor (BRNN) rule [17], while Wong et al. [18] studied
a related problem called MaxBRNN; find an optimal region
that maximizes the size of BRNNs. These two problems are



The Scientific World Journal 9

0.0001

0.01

1

100

10000

2 4 6 8 10

Propose
Naive

The network radius

I/O
 co

st 
(×
1
0
4

)

(a) NA

0.0001

0.01

1

100

10000

2 4 6 8 10

Propose
Naive

The network radius

I/O
 co

st 
(×
1
0
4

)

(b) SF

Figure 14: Effect of the network radius.

5

50

500

5000

50000

128 256 512 1024 1536 2048

Propose
Naive

The buffer size (KB)

I/O
 co

st 
(×
1
0
4

)

(a) NA

5

50

500

5000

50000

500000

128 256 512 1024 1536 2048

Propose
Naive

The buffer size (KB)

I/O
 co

st 
(×
1
0
4

)

(b) SF

Figure 15: Effect of the buffer size.

10

100

1000

10000

100000

0.5 1 2 4 8

Propose
Naive

The block size (KB)

I/O
 co

st 
(×
1
0
4

)

(a) NA

10

100

1000

10000

100000

0.5 1 2 4 8

Propose
Naive

The block size (KB)

I/O
 co

st 
(×
1
0
4

)

(b) SF

Figure 16: Effect of the block size.



10 The Scientific World Journal

studied in 𝐿
2
space. Du et al. [19] proposed that the optimal-

location query returns a location with maximum influence,
where the influence of a location is the total weight of its
RNNs. In the extension version of [19], Zhang et al. [20]
proposed and solved the min-dist optimal-location query.

There are some studies, specially, about facility location
optimization in road network database. Xiao et al. [21] have
studied about optimal location queries in road network, with
the introduction of three important types of optimal location
queries: competitive location query, MinSum location query,
and MinMax location query. Yan et al. also proposed some
algorithms for finding optimal meeting point, which have
smallest sum of network distances to all the points in a set
of points 𝑄 in road networks [22].

MaxRS Problem. Imai and Asono proposed an optimal
algorithm for the max-enclosing rectangle problem [11] with
the time complexity being 𝑂(𝑛 log 𝑛); n is the number of
rectangle. Nandy and Bhattacharya also presented another
algorithm which is based on interval tree data structure with
the same cost [14]. Those algorithms are internal memory
algorithms. Choi et al. [10] proposed an algorithm for solving
MaxRS problem in the case of external memory with optimal
I/O cost. Tao et al. [12] proposed a new problem called (1−𝜀)-
approximate MaxRS which returns a solution that can be
worse than optimal solution by a factor at most 𝜀; 𝜀 is an
arbitrary small constant between 0 and 1.

Another version of MaxRS problem is maximizing circu-
lar range sum (MaxCRS) problem. This is a circle version of
MaxRS problem with the boundary being a circle. Chazelle
and Lee [23] proposed an algorithm for solving the max-
enclosing circle problem with the time complexity being
𝑂(𝑛
2
). As max-enclosing circle problem is 3SUM-HARD

[24], in which the best algorithm takes 𝑂(𝑛2) time, many
studies used approximate approaches to solve max-enclosing
circle problem. Aronov and Har-Peled [25] give a Monte-
Carlo (1 − 𝜀)-approximation algorithm for unweighted point
sets that runs in 𝑂(𝑛𝜀−2 log 𝑛) time; this algorithm can be
extended to the weighted case, giving an algorithm that uses
𝑂(𝑛𝜀
−2log2𝑛) time. de Berg et al. [26] proposed another

approximation algorithm for max-enclosing circle problem
with time complexity𝑂(𝑛 log 𝑛+𝑛𝜀−3).TheMaxCRS problem
is also proposed in [10] by a novel reduction that converts the
MaxCRS problem to the MaxRS problem.

6. Conclusions

The MaxRS problem can be used in location-based appli-
cations to find the most profitable service place or the
most serviceable place. All of previous studies are stated in
Euclidean distance; however, in many location-based appli-
cations, the network distance is used instead of Euclidean
distance. This paper proposed an efficient algorithm for
solving the MaxRS problem in road network database. We
proposed an external-memory algorithm, which is suitable
for large dataset of road network. In our algorithm, all
optimal locations (max-segments) on the network will be
returned while all previous methods only return one result.

This can help clients of diverse interests choose their own best
locations by considering other additional conditions. For the
future works, we plan to improve our method and calculate
the complexity of algorithm.

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.

Acknowledgments

This research was supported by Basic Science Research
Program through the National Research Foundation of
Korea (NRF) funded by the Ministry of Education (NRF-
2013R1A1A2061269) and this research was funded by the
MSIP (Ministry of Science, ICT & Future Planning), Korea,
in the ICT R&D Program 2013.

References

[1] H. Cho andM. Choi, “Personal mobile album/diary application
development,” Journal of Convergence, vol. 5, no. 1, pp. 32–37,
2014.

[2] Y. Luo, O. Hoeber, and Y. Chen, “Enhancing Wi-Fi fingerprint-
ing for indoor positioning using human-centric collaborative
feedback,”Human-Centric Computing and Information Sciences,
vol. 3, article 2, 2013.

[3] J. Ahn and R. Han, “An indoor augmented-reality evacuation
system for the Smartphone using personalized Pedometry,”
Human-Centric Computing and Information Sciences, vol. 2,
article 18, 2012.

[4] H. Luo and M.-L. Shyu, “Quality of service provision in
mobile multimedia—a survey,”Human-Centric Computing and
Information Sciences, vol. 1, article 5, 2011.

[5] S. W. Park and I. Y. Lee, “Anonymous authentication scheme
based on NTRU for the protection of payment information in
NFC mobile environment,” Journal of Information Processing
System, vol. 9, no. 3, pp. 461–476, 2013.

[6] K. Peng, “A secure network for mobile wireless service,” Journal
of Information Processing Systems, vol. 9, no. 2, pp. 247–258, 2013.

[7] T. Hoang, T. Nguyen, C. Luong, S. Do, and D. Choi, “Adaptive
cross-device gait recognition using a mobile accelerometer,”
Journal of Information Processing Systems, vol. 9, no. 2, pp. 333–
348, 2013.

[8] H. I. Kim, Y. K. Kim, and J. W. Chang, “A grid-based cloaking
area creation scheme for continuous LBS queries in distributed
systems,” Journal of Convergence, vol. 4, no. 1, pp. 23–30, 2013.

[9] S. Hong and J. Chang, “A new k-NNquery processing algorithm
based on multicasting-based cell expansion in location-based
services,” Journal of Convergence, vol. 4, no. 4, pp. 1–6, 2013.

[10] D. W. Choi, C. W. Chung, and Y. Tao, “A scalable algorithm for
maximizing range sum in spatial databases,” Proceedings of the
VLDB Endowment, vol. 5, no. 11, pp. 1088–1099, 2012.

[11] H. Imai and T. Asano, “Finding the connected components and
a maximum clique of an intersection graph of rectangles in the
plane,” Journal of Algorithms, vol. 4, no. 4, pp. 310–323, 1983.

[12] Y. Tao, X. Hu, D. W. Choi, and C. W. Chung, “Approximate
MaxRS in spatial databases,” PVLDB, vol. 6, no. 13, pp. 1546–
1557, 2013.



The Scientific World Journal 11

[13] M. L. Yiu and N. Mamoulis, “Clustering objects on a spatial
network,” in Proceedings of the ACM SIGMOD International
Conference on Management of Data (SIGMOD ’04), pp. 443–
454, June 2004.

[14] S. C. Nandy and B. B. Bhattacharya, “A unified algorithm for
finding maximum and minimum object enclosing rectangles
and cuboids,” Computers & Mathematics with Applications, vol.
29, no. 8, pp. 45–61, 1995.

[15] T. Brinkhoff, “A framework for generating network-based mov-
ing objects,” GeoInformatica, vol. 6, no. 2, pp. 153–180, 2002.

[16] K.Mouratidis, Y. Lin, andM. L. Yiu, “Preference queries in large
multi-cost transportation networks,” in Proceedings of the IEEE
26th International Conference on Data Engineering (ICDE ’10),
pp. 533–544, Long Beach, Calif, USA, March 2010.
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[18] R. C.-W. Wong, M. T. Özsu, P. S. Yu, A. W.-C. Fu, and L. Liu,
“Efficient method for maximizing bichromatic reverse nearest
neighbor,”The VLDB Journal, vol. 2, no. 1, pp. 1126–1137, 2009.

[19] Y. Du, D. Zhang, and T. Xia, “The optimal-location query,” in
Advances in Spatial and Temporal Databases: Proceedings of the
9th International Symposium SSTD 2005, Angra dos Reis, Brazil,
August 22–24, 2005, vol. 3633 of Lecture Notes in Computer
Science, pp. 163–180, Springer, Berlin, Germany, 2005.

[20] D. Zhang, Y. Du, T. Xia, and Y. Tao, “Progressive computation of
the min-dist optimal-location query,” in Proceedings of the 32nd
International Conference on Very Large Data Bases (VLDB ’06),
pp. 643–654, 2006.

[21] X. Xiao, B. Yao, and F. Li, “Optimal location queries in road
network databases,” in Proceedings of the IEEE 27th Interna-
tional Conference on Data Engineering (ICDE ’11), pp. 804–815,
Hannover, Germany, April 2011.

[22] D. Yan, Z. Zhao, and W. Ng, “Efficient algorithms, for finding
optimal meeting point on road networks,” PVLDB, vol. 4, no.
11, pp. 968–979, 2011.

[23] B. M. Chazelle and D. T. Lee, “On a circle placement problem,”
Computing, vol. 36, no. 1-2, pp. 1–16, 1986.

[24] A. Gajentaan and M. H. Overmars, “On a class of 𝑂(𝑛2) prob-
lems in computational geometry,” Computational Geometry,
Theory and Applications, vol. 5, no. 3, pp. 165–185, 1995.

[25] B. Aronov and S. Har-Peled, “On approximating the depth and
related problems,” inProceedings of the 16thAnnual ACM–SIAM
Symposium on Discrete Algorithms (SODA ’05), pp. 886–894,
ACM, New York, NY, USA, 2005.

[26] M. de Berg, S. Cabello, and S. Har-Peled, “Covering many or
few points with unit disks,” Theory of Computing Systems, vol.
45, no. 3, pp. 446–469, 2009.



Research Article
A Service Based Adaptive U-Learning System Using UX

Hwa-Young Jeong1 and Gangman Yi2

1 Humanitas College, Kyung Hee University, 1 Hoegi-dong, Dongdaemun-gu, Seoul 130-701, Republic of Korea
2Department of Computer Science & Engineering, Gangneung-Wonju National University, Gangwon-do 220-711, Republic of Korea

Correspondence should be addressed to Gangman Yi; gangman@cs.gwnu.ac.kr

Received 2 May 2014; Accepted 15 June 2014; Published 23 July 2014

Academic Editor: Jong-Hyuk Park

Copyright © 2014 H.-Y. Jeong and G. Yi. This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.

In recent years, traditional development techniques for e-learning systems have been changing to become more convenient and
efficient. One new technology in the development of application systems includes both cloud and ubiquitous computing. Cloud
computing can support learning system processes by using services while ubiquitous computing can provide system operation
and management via a high performance technical process and network. In the cloud computing environment, a learning service
application can provide a business module or process to the user via the internet. This research focuses on providing the learning
material and processes of courses by learning units using the services in a ubiquitous computing environment. And we also
investigate functions that support users’ tailored materials according to their learning style. That is, we analyzed the user’s data
and their characteristics in accordance with their user experience. We subsequently applied the learning process to fit on their
learning performance and preferences. Finally, we demonstrate how the proposed system outperforms learning effects to learners
better than existing techniques.

1. Introduction

E-learning can provide learning materials to users without
quickly and conveniently. For users, e-learning is the process
of studying through learning materials contained in digital
media resources, and these media include the internet,
computers, satellite broadcasts, videos, interactive TV, CDs
and so on [1]. Also, it represents an efficient ideal approach
to flexible and cost-effective development for the learning
process since it can be used without any limitation related
to distance and time of usage [2]. Furthermore, the devel-
opment of e-learning provides new possibilities to improve
learning performance and is leading to dramatic changes
in the education area. These changes affect not only the
educational institutions, but also the enterprises themselves
[3]. Actually, within an e-learning system, in addition to
the evaluation of technology itself, it is important factor for
learning system developer and faculty to design and evaluate
the learning process and materials for providing an effective
learning service as well [4, 5]. In light of this consideration,
many learning researchers have studied methods to apply
new possibilities within various computer environments and

networks [4]. U-learning (ubiquitous learning) was intro-
duced bymany researchers. P. Brusilovsky et al,.[6] and Joiner
et al. [7] proposed a way to explore the design of situated
online educational experiences—in particular to investigate
the effect of having a goal on motivation in the ubiquitous
computing environment. Tsai et al. [8, 9] show a way to
display students’ qualitatively which represents a different
conception of U-learning. Through the proposed method,
they wanted to show that the findings can assist researchers
in the learning area to develop more efficient and adaptive
U-learning system services. They also propose U-learning
environments for enhancing students’ learning performance
and to encourage learners to use better approaches to their
learning.

On the other hand, there is a lot of research focusing
on how to improve a user’s learning performance when he
or she studies the course or learning units via the learning
system. In order to provide a user-oriented learning process
to users (students) for this purpose, educational researchers
proposed an adaptive learning process. Adaptive learning is
one of these efficient learning models. It needs to store and
maintain information on learners when the developers of
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a learning system construct the user model. Making a user
model implies gathering users’ information and transferring
it into the model. In an adaptive learning area, one of the
students’ features frequently used for adaptation purposes
can depend on their learning style. In recognition of the
fact that individuals study in different ways, a body of
research and techniques has been developed, which attempts
to identify individual variations while satisfying different
learning preferences and style [10].

The techniques for system development have been chang-
ing in the recent years. A service-based system as an efficient
kind of service technology has been introduced.The services
are becoming the standard for software development and
the deployment of a service oriented computing (SOC)
based paradigm. Along with their associated technologies,
SOAP: a message exchange protocol for service interactions,
WSDL (web services description language): a language for
describing service interfaces, and UDDI: a repository for
dynamic service application and publication are all services
which provide a powerful process for integrating existing
software applications on the web, programming language,
execution platform, or transport protocol [11].

In this research, we propose a service-based adaptive
learning system using UX (user experience). To consider
UX, we identify a user’s characteristics and analyze her/his
learning pattern, preferences, and learning performance as
a learning style. All the processes for learning courses were
stored in the learning database in the service provider’s server
included LMS (learning management system) and LCMS
(learning contents management system). And this system
provides the function that the system developer can just
access the business process and construct them when he/she
implements the learning system. Using this system, the user
or learner is able to use the learning system via the internet
using smart phones at any time.

2. Related Works

2.1. Ubiquitous Computing. Over the past few years, many
researchers and developers have been working on system
development and management in ubiquitous computing
environments. A service is a programmatically available
application process available via the internet [13]. The main
factor of ubiquitous computing is to create and develop user
centric services and an application orientated computing
environment. Actually, these environments are different from
the existing computing models since a space within the
environments supported by related hardware and software
promotes interactive information exchange between learners,
and the space [14] is connected to the service applications.
Hence, research in this area is most often related to applica-
tion physical domains or specific applications. Mark Weiser’s
original work in ubiquitous computing can be categorized
as driven by technology and network communication. The
systems were developed and built around a vision of available
technologies [15]. For the learning system in ubiquitous
computing, Chen et al. [12] proposed the scenario and
conceptual design of a ubiquitous learning system as shown

in Figure 1. Their model includes adaptive devices and user
model components. Furthermore, they attempted to show the
scenario whereby users can learn using desktop PCs, laptops,
handheld PCs, and cellular phones in the ubiquitous learning
environment.

2.2. Service Based Application. A service is software applica-
tion logic which is available over the internet [16]. Services,
and more in general service oriented architectures (SOAs),
are an emerging technology and architecture of choice for
implementing distributed computing systems and perform-
ing system application integration. The basic principles of
SOAs consist of modularizing system process logics and their
functions and exposing them as a service that are specified
using program languages and interoperate by the standard
protocols [17]. Services are self-contained system software
modules and components that expose specific functionality
over the internet, such that other modules and applications
can use them by means of established internet protocols and
data formats such as HTTP and XML [18].

Weiss et al. [19] depicted the structure of the relationship
between services and their features as shown in Figure 2. In
their diagram, each feature is a module of a closely related
system or program operations that can be invoked through
the service. The services can be constructed from lower-level
services which combine to result in each service.

To describe the interfaces of services, WSDL is used
but does not provide versioning. Therefore it can be chal-
lenging for versioning to evolve a service interface through
its life cycle. Usually, it requires managing an instance of
a service for each version, separately. This increases the
number of service instances,making themdifficult tomanage
and control. To manage and control the services, a UDDI
(universal description, discovery, and integration) registry
is used [20]. UDDI means a standardized model for ser-
vice registry. Also, it is the information model, and the
service supports API for registering and publishing services
when the service consumers request API for services to
UDDI [21].

2.3. User Experience (UX). Users’ characteristics are regarded
as one the most important factors to be considered in
the software and other product industries. Recently, the
importance of user experience (UX) such as a combination
of users’ sensibilities, emotions, and affections has been
emphasized [22]. User Experience (UX) can be defined as
a result of the presentation, system performance, interactive
behavior, functionality, assistive capabilities of an interactive
application and system, and both of hardware and of software.
Also, it is a result of, or information pertaining to the user’s
prior experiences, attitudes, characteristics, skills, tastes,
habits, and personality [23]. That is, human perception on
UX originates can come from evolution of the user’s internal
states which is affective states and cognitive processes. It
affects human interactions with choice decision making [24].
Also, UX can be affected by a user’s emotional state, such as
happiness, disgust, surprise and love, and any other feeling
[25].
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2.4. Adaptive Learning System. Web-based instruction (WBI)
researchers have considered a flexible learning curriculum
sequencing control to support adaptable, variable, personal-
ized learning programs [26]. Basically, E-learning is a web-
based system that makes learning information or knowledge
available to learners without time restrictions or physi-
cal locations. Generally, traditional teaching resources are
textbooks. Typically, it guides the learners to follow fixed

sequences on the contents to other subject related to the
current one during the learning.

Online learning has given more advantages than tradi-
tional education, that is, to support flexible learning process,
various learning materials, efficient and immediate evalua-
tionways for learning performance, including feedback to the
learner. However, online learning should be concerned with
how to provide learning materials and units to the learner
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adaptively and personally. Further considerations should
include learning time and materials involved in running
e-Learning environments [27].

In this context, what is adaptive learning? Adaptive
learning is defined as a capability to change learning processes
or materials according to learner’s study ability or preference.
Therefore, the adaptive learning environment includes the
individual in that she/he has personal characteristics which
make her/him unique. This learning is considered to be
an alternative to learner/user oriented learning process or
user tailored learning. Also, teachers or learning system
developers have encouraged the development of teaching and
learning units and processes towards a dynamic learning
process. Adaptive learning systems are to feature learner pref-
erences, interests, learningmaterials, and browsing behaviors
to provide personalized learning services [28–30].

3. Service Based Adaptive Learning System

This research aims to provide a learning process according
to user’s learning ability via a web service on the internet.
To account for a user’s learning ability and their learning
characteristics, learning style was used.

In general, learning styles has been considered as being
the way people prefer to learn.This group of individual char-
acteristics is close to cognitive and preference style, but more
narrow in scope because of its focus on a learner’s learning [6,
7]. A learner’s intrinsic motivation, goal setting and resultant
class attendance can all be considered important factors
related to an individual’s learning style [8, 9]. Brusilovsky and
Millán [6, 7] proposed usermodels considering learning style

as being divided into three layers: what is being modeled,
how this information is structured, and how different kinds
of models are maintained.

In this research, we consider learning style in order to
improve a learner’s learning performance. Figure 3 shows a
structure for the proposed U-learning system. This architec-
ture consists of 5 servers for the services: learning service,
LMS (learning management system), LCMS (learning contents
management system), learning materials management service,
and management learning process. The core modules are
management learning process, Learning materials manage-
ment service, and Learning service. All the learning materials
provide the service by learning service provider.The learning
style is located in learning style DBwithmanagement learning
process. In the management learning process, we use a UX
based User model in order to provide an adaptive learning
service. This process consists of 2 modules, Adaptive learning
and Adaptive device, as shown in Figure 4. Adaptive learning
deals with the process which considers user model and
her/his use environment such as using time, security, location,
and network. The Adaptive device is for the user’s current
device environment.TheDevice specification can be informa-
tion for the user’s instrument such as smart phone, mobile
phone, lab top, and hand-held PC.The Internet environment
is the network status concerning how fast the user’s internet
is.

Figure 5 shows the detailed structure for the User model
in Figure 4.TheUser model consists of 2 main factors, Learn-
ing style and UX. Learning style related to the general status
of users such as gender, academic level, learning environment,
learning ability, interests and learning score history. On the
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other hand, UX is about the user’s sensual environment
and related to factors such as emotion, preference, learning
history, career, and employment. Emotions can include anger,
calmness, dejection, and excitation and the preference refers to
what does user enjoy learning.

Finally, we can summarize the proposed system, an
adaptive U-learning system using UX, as being like the one
depicted in Figure 6. In this structure, the service manage-
ment has mainly 4 processes: amanagement learning process,
a learning materials management service, LMS, and a learning

service. In particular, management learning process is for
adaptive learning and includes a user model and UX.

A Learning materials management service handles the
control andmanagement of many kinds of learningmaterials
such as video, animation, sound, and text. LMS includes
2 modules, a learning course and evaluation. We use IRT
(item response theory) for learning evaluation to analyze user’s
learning ability from learning score and its effect. Learning
service deals with the process for UDDI and handing the
learning service provided to the user.
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Table 1: Group statistics of pretest results in the control group and experimental group.

Group 𝑁 Mean Std. deviation Std. error mean
Control 90 66.9333 3.59497 .92822
Experimental 90 68.2667 1.86956 .48272
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Figure 6: The service management structure for learning style, materials, course, process, and history.

4. Experimental Results

In order to conduct the current research, we used two groups,
a control group for the existence process and an experimental
group for the proposed process.The participants consisted of
180 students who are studying in Kyunghee University, Seoul,
Korea. All of them use smart phones and use these to access
their learning units for their study. All participants took a
pretest for the same learning course. We divided participants
into two groups (the control and the experimental) with
similar pretest score distribution according to the pretest
results. For evaluating and analyzing the test, we use SPSS
statistical software.The results of independent samples 𝑡-tests
are provided in Table 1.

Table 2 shows the mean score and standard deviation
between two groups is similar.

Table 2 shows the result of Levene’s Test that the null
hypothesis is satisfied under the significant level of 0.05 and
𝐹 = 11.636 < 0.002; that is, the variance between the two
groups is equal. Furthermore, there is no difference between
two groups under the significant level of 0.05 and𝑃 = 0.213 >
0.05.

For the experimental group, we provide UX based learn-
ing style to them. Otherwise, for the control group, they com-
pleted the learning progress following the existing learning
process without any learning style and UX. Paired sample
𝑡-test results between the pre- and posttest of the control
group are shown in Table 3. Table 4 displays that there is no
significant difference under the significant level of 0.05 and
𝑃 = 0.582 > 0.05.

Table 5 displays the paired sample 𝑡-test results for the
experimental group.Themean score of the posttest increased
about 14.6 points. Table 6 shows that the difference in mean
scores is significant at the significant level of 0.05 and 𝑃 =
0.000 < 0.05. Therefore, we are able to conclude that the
proposed learning system is more effective than the existing
one.

Table 7 shows the result of the independent samples 𝑡-test
for the posttest.

Consequently, Table 7 shows the mean score for the
experimental group is higher than the control group by about
15.8 points.The result of Levene’s test (see Table 8) shows that
the null hypothesis is rejected under the significant level of
0.05 and 𝐹 = 1.584 > 0.219. It means that the variance
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Table 2: Independent samples 𝑡-test of pretest results between two groups.

Levene’s Test for
equality of variance 𝑡-test for equality of means

𝐹 Sig. 𝑇 df Sig.
(2-tailed)

Mean
difference

Std. error
difference

95% Confidence
interval of the mean
Lower Upper

Equal variance
assumed 11.636 .002 −1.274 28 .213 −1.3333 1.04623 −3.47644 .80978

Equal variance not
assumed −1.274 21.056 .216 −1.3333 1.04623 −3.50874 .84207

Table 3: Paired sample statistics for the control group between the pre-and posttest.

Mean 𝑁 Std. deviation Std. error mean
Pre-test results 66.9333 90 3.59497 .92822
Post-test results 67.0667 90 3.86313 .99746

Table 4: Paired sample 𝑡-test for the control group between the pre- and posttest.

Paired differences

Mean Std. deviation Std. error mean 95% Confidence interval of the mean
𝑡 dt Sig. (2-tailed)

Lower Upper
Pre—post −.13333 .91548 .23637 −.64031 .37364 −.564 14 .582

Table 5: Paired sample statistics for the experimental group between the pre- and post-test.

Mean 𝑁 Std. Deviation Std. Error Mean
Pretest results 68.2667 90 1.86956 .48272
Posttest results 82.8667 90 2.97289 .76760

Table 6: Paired sample 𝑡-test for the experimental group between the pre- and posttest.

Paired differences

Mean Std. deviation Std. error mean 95% Confidence interval of the mean
𝑡 dt Sig. (2-tailed)

Lower Upper
Pre—post −14.60000 2.26148 .58391 −15.85237 −13.34763 −25.004 14 .000

Table 7: Group statistics of posttest results for two groups.

Group 𝑁 Mean Std. deviation Std. error mean
Control 90 67.0667 3.86313 .99746
Experimental 90 82.8667 2.97289 .76760

Table 8: Independent samples 𝑡-test of posttest results for two groups.

Levene’s test for
equality of variance 𝑡-test for equality of means

𝐹 Sig. 𝑡 df Sig.
(2-tailed)

Mean
difference

Std. Error
Difference

95% Confidence
interval of the mean
Lower Upper

Equal variance
assumed 1.584 .219 −12.553 28.000 .000 −15.80000 1.25862 −18.37817 −13.22183

Equal variance not
assumed −12.553 26.276 .000 −15.80000 1.25862 −18.38581 −13.21419
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between the two groups is different. Moreover, there is a sig-
nificant difference between two groups at the significance
level of 0.05 and 𝑃 = 0.000 < 0.05. Therefore, we can
conclude that the learning performance using the proposed
system (experimental group) is more efficient than that of the
existing system.

5. Conclusions

In this paper, we proposed a service based adaptive U-
learning system. This system consists of 5 servers for the
services: learning service, LMS, LCMS, learning materials
management service, and management learning process. The
main modules are a management learning process, a learning
materials management service, and a Learning service. The
management learning process has a process for adaptive
learning.The Learning materials management service handles
learning materials from LCMS, such as video, animation,
sound, and text. Finally, we considered the learning service
process for the UDDI and handing the learning service to the
user.

In order to provide an adaptive learning process, we used
learning style and UX. The learning style DB with manage-
ment learning process stored learning style in a user model
that has 2 main factors, learning style and UX. learning style
means user’s characteristics such as gender, academic level,
learning environment, learning ability, interest, and learning
score history. And UX means user’s sensual environment and
includes factors such as emotion, preference, learning history,
career and employment.

To get the experimental result, we grouped participants
into two groups, a control group using the existing system
and an experimental group using the proposed system. The
experimental results showed the proposed system is more
efficient than the current system.

Further investigation is necessary to ascertain themethod
or system necessary to provide learning content suitable for
learner’s abilities and consider detailed factors in UX such as
emotion or feeling. This is because the learner’s emotional
state during the learning process can have an influence on
learning performance.
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In recent years, sensors become popular and Home Energy Management System (HEMS) takes an important role in saving energy
without decrease in QoL (Quality of Life). Currently, many rule-based HEMSs have been proposed and almost all of them assume
“IF-THEN” rules. The Rete algorithm is a typical pattern matching algorithm for IF-THEN rules. Currently, we have proposed
a rule-based Home Energy Management System (HEMS) using the Rete algorithm. In the proposed system, rules for managing
energy are processed by smart taps in network, and the loads for processing rules and collecting data are distributed to smart taps.
In addition, the number of processes and collecting data are reduced by processing rules based on the Rete algorithm. In this paper,
we evaluated the proposed system by simulation. In the simulation environment, rules are processed by a smart tap that relates to
the action part of each rule. In addition, we implemented the proposed system as HEMS using smart taps.

1. Introduction

In recent years, sensors become popular and various sensors
are placed in each home. These homes are called “Smart
House,” and many applications such as healthcare are prob-
able [1]. In the Smart House, Home Energy Management
System (HEMS) realizes to save energy without decrease in
QoL (Quality of Life) by controlling electrical appliances
based on those situations [2]. Although the reduction effect
of energy consumption depends on the rules, the rule-based
HEMS is effective because sensing environment becomes
realized and there are many situations to reduce energy
consumption of electrical appliances. Thus, HEMS takes an
important role in Smart House.

Currently, many rule-based systems to manage energy
have been proposed. Almost all of them assume “IF-THEN”
rules, and also our research group proposed related method
[3, 4]. The IF-THEN rules can be handled in production
systems. The Rete algorithm is proposed to speed up the
rule processing and is a typical pattern matching algorithm
for production systems [5]. Moreover, an approach that

distributes the Rete algorithm to some computers has been
proposed [6]. Since a large number of electrical appliances,
sensors, and rules are expected to exist in each home in the
future, this distributed processing model is efficient from
the perspective of availability and scalability, for example,
building energy management system (BEMS), factory energy
management system (FEMS), and community energy man-
agement system (CEMS). In addition, the effectiveness of
rule-based energy management becomes higher in those
large scale and complicated environments. However, the
loads for processing rules are probable to concentrate to a
specific computer because the existingwork aims to distribute
a specific part of the processes in the Rete algorithm.
Therefore, we have proposed a rule-based HEMS using the
Rete algorithm in order to reduce redundant processes and
communication loads by the memory of processing results
[7]. The proposed system assumes the distributed processing
model, and information about electrical appliances and
sensors is distributed to “smart taps” [8] in network. The
smart tap is a power strip that executes computer programs
and controls power feeding for each socket. To manage
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for electrical appliance in entrance 𝑒,
sensor data in living room 𝑠

If 𝑒.type = “light” and
𝑒.status = “OFF” and
𝑠.type = “human detection” and
𝑠.value = true

Then
turn 𝑒 on

Algorithm 1: An example of rule.

energy to electrical appliances, smart taps reason situations
based on rules. The loads for processing rules and collecting
data are distributed to smart taps. In addition, the number
of processes and collecting data are reduced by processing
rules based on the Rete algorithm. Accordingly, the proposed
system enables the rule-based HEMS by low-spec and low-
power computing units because the processing loads and the
data are distributed.

In this paper, we evaluated the proposed system by sim-
ulation. In the simulation environment, rules are processed
by a smart tap that relates to the action part of each rule.
In addition, we implemented the proposed system as HEMS
using smart taps.

In the following, we explain the Rete algorithm and
the existing technique in Section 2. The proposed system
is described in Section 3. An evaluation of the proposed
system is described in Section 4. The implementation of
the proposed system is described in Section 5. Finally, we
conclude this paper in Section 6.

2. The Rete Algorithm

TheRete algorithm is a typical conditionmatching algorithm
for production systems [5]. In the Rete algorithm, a graph
structure called Rete network is generated from rules. The
Rete network has some types of node to filter data for each
condition on rules, such as 𝛼 node and 𝛽 node. The 𝛼 node
filters data from single input for each condition on a specific
rule. On the other hand, the 𝛽 node joins data from multiple
inputs for some matched data on a specific rule. All data
are firstly processed on root node of the Rete network, and
the data matched conditions of each node are repeated to
be processed on the lower nodes. Each node memorizes the
matched data and their sets as processing results. By the
memory of processing results based on the Rete network,
processes for matching condition on rules are reduced also
when the data are changed. In addition, the TREATalgorithm
has been proposed for an environment where the data are
frequently updated [9]. The TREAT algorithm does not have
the memories on the Rete algorithm.

Algorithm 1 shows an example of the rule that represents
“turn the lights in the entrance on if someone exists in the
living room.” In addition, Figure 1 shows the Rete network
generated from the rule of Algorithm 1 on the smart tap
placed to the entrance. In the case ofAlgorithm 1 andFigure 1,

Sensor data ‘‘s’’ Electrical appliance ‘‘e’’

s.type =
‘‘human detection’’ e.type = ‘‘light’’

e.status =
‘‘On’’s.value =

True

s.value =
False

e.status =
‘‘OFF’’

Rule 1:
turn ‘‘e’’ on

Rule 2:

Object type node
𝛼 node

Data about the living room

𝛽 node
Terminal node

· · ·

Figure 1: Rete network generated from the rule.

data from electrical appliances or sensors are divided to
“electrical appliance” or “sensor data” by those object types.
After that, the data matched conditions of each node are sent
to the lower node. Finally, the data satisfying all conditions on
each rule are sent to the node showed as terminal node. The
terminal node exists for each rule, and the datamatching each
rule are retrieved by checking corresponding terminal node.
In Figure 1, the data that “someone exists in the living room
and the light turned off in the entrance” reaches to the left
terminal node. In addition, 𝛼 nodes and 𝛽 nodes memorize
the processing results. For example, when the rule which has
a condition “no one exists in the living room” is added, new
node is added to the lower part of the node shown as “𝑠.value
= FALSE.” The memory of the existing node is referred and
the processes for common condition are reduced.

Currently, an approach that distributes theRete algorithm
to some computers has been proposed [6]. In the existing
technique, the load of 𝛼 node on the Rete algorithm is dis-
tributed based on Chord [10]. In addition, the related data are
shared on publish/subscribe (Pub/Sub) model [11]. However,
the existing work aims to distribute the processes of 𝛼 nodes
on the Rete algorithm. Thus, the loads for processing rules
are probable to concentrate to a specific computer because
the processes of 𝛽 nodes and collecting related data such as
sensor data are executed by each computer. These redundant
processes especially increase communication loads among
the computers.

3. Proposed System

Currently, we have proposed a rule-based HEMS using the
Rete algorithm [7].

3.1. Overview. In the proposed system, rules for managing
energy are processed by smart taps in network. The loads for
processing rules and collecting data are distributed to smart
taps. In addition, the number of processes and collecting data
are reduced by processing rules based on the Rete algorithm.



The Scientific World Journal 3

Entrance

Living roomToilet

Collect information from plugged-in 
electrical appliances
Process rules by the the Rete algorithm
Publish/subscribe processing results 
between smart taps

Smart tap

Human detection

Home gateway
(rule management)

Deliver rules

N1

N2

N3

SensorsElectrical appliances 

Figure 2: System model.

Figure 2 shows an overview of the proposed system.
In the proposed system, smart taps showed as 𝑁

1
, 𝑁
2
,

and 𝑁
3
are put all over the home and connected to LAN

to communicate with each other. Electrical appliances are
plugged in the smart taps placed near to or in the same
room. Each smart tap feeds power to and controls the
plugged-in electrical appliances. Sensors are plugged in the
smart taps and connected to the LAN or publish observed
data via resource networks such as wireless sensor network
(WSN) [12–14] and semantic link network (SLN) [15, 16].
The observed data such as user’s location [17] are referred
from other devices. Smart taps collect related information
from electrical appliances and sensors to process IF-THEN
rules based on the Rete algorithm. The smart taps memorize
the processing results per each condition matching on rules
and share the processing results with each other on Pub/Sub
model. By sharing the processing results based on the Rete
algorithm, the number of processes and collecting data for
other rules are reduced.The rules are managed intensively by
a specific computer on the LAN.The computer is called home
gateway (HG). The HG delivers rules to smart taps when the
rules are updated, and all smart taps understand the same
rules.

3.2. Rule Processing. We describe the flow of rule processing
in the case of Algorithm 1 and Figure 1.

In the case of Algorithm 1 and Figure 1, the smart tap
𝑁
1
in the entrance processes the rule of Algorithm 1 because

action part of the rule is related to electrical appliances in
the entrance. Firstly, the smart tap 𝑁

1
checks the plugged-

in electrical appliances. After that, 𝑁
1
collects related data

from other smart taps in the living room if 𝑁
1
has plugged-

in electrical appliances whose “type” is “light” and “status” is
“OFF.” In the case of Algorithm 1 and Figure 1, the smart tap
𝑁
3
is placed in the living room, and𝑁

1
requests to subscribe

related data showed as “𝑠.type = TRUE” in Figure 1. 𝑁
3

checks the requested data in processing results and publishes
matched data to 𝑁

1
. If 𝑁

3
does not have the requested

data, 𝑁
3
collects the requested data from related sensors

and memorizes the processing results. 𝑁
1
joins the results

Table 1: Simulaiton environment.

Smart taps (nodes) 2
0, 21, 22, 23, 24, 25

Sensors 20, 40, 60, 80, 100
Sensor data Sensors × 20
Rules 20, 40, 60, 80, 100
Required sensors per 1 rule 1, 2, 3, 4, 5

of data about “𝑒.status = OFF” and “𝑠.value = TRUE” from
𝑁
3
and turns the lights 𝑒 on if all conditions are satisfied.𝑁

1

memorizes these processing results and keeps them updated
with reflecting changes of the data and reprocessing affected
parts on rules.

4. Evaluation

In this paper, we evaluated the proposed system by simula-
tion.

4.1. Simulation Environment. In this simulation, rules are
processed by a smart tap that relates to the action part of
each rule. As an evaluation value, we measured the number
of sending/receiving messages by each node as a load for
collecting sensor and processing rules. The load of 𝑁

𝑖
(𝑖 =

0, . . . , 𝑛) is𝐿
𝑖
.We used the load of each node to represent total

loads of nodes and the maximum load of a node. In addition,
the following fairness index (FI) is used as an index for load
distribution:

FI =
(∑
𝑛

𝑖=1
𝐿
𝑖
)
2

𝑛∑
𝑛

𝑖=1
𝐿
2

𝑖

, (1)

where 0 ≤ FI ≤ 1, and when FI = 1, 𝐿
0
= ⋅ ⋅ ⋅ = 𝐿

𝑛
. It

is indicated that the closer FI is to 1, the more the load is
distributed.

Table 1 shows the number of each value in simulation
environment. As default values of each parameter, the num-
ber of nodes is 25, the number of sensors and rules is 100,
and the number of the required sensors per 1 rule is 5. In
this simulation, comparisonmethods to the proposed system
“Rete” are “Server” and “Not-Rete.” In the “Server” method, a
specific smart tap collects all sensor data and processes rules.
In the “Not-Rete”method, each smart tap processes rules and
collects related sensor data.

4.2. Results by theNumber of Sensors. Figure 3 shows the total
load of all nodes and Figure 4 shows the fairness index of
nodes by the number of sensors. The longitudinal axis is the
total load of nodes or fairness index, and the lateral axis is the
number of sensors.

In these results, although the number of total sensor data
is changed, the amount of sensor data required to process 1
rule is not changed. Therefore, in Not-Rete method, the load
of each is always high in this simulation environment that
has many rules. On the other hand, in server-based method
and Rete-basedmethod in Figure 3, the total load of all nodes
is increased by the number of nodes because all sensor data
are processed. However, as shown in Figure 4, the Rete-based
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Figure 4: Fairness Index by the number of sensors.

method distributes the load to nodes widely. Therefore, the
average load of node can be controlled by enhancing of nodes
based on the system scale.

Figure 5 shows the maximum load of node. The longitu-
dinal axis is the maximum load of node, and the lateral axis
is the number of sensors.

In the Figure 5, the maximum load of node in server-
based method is extremely increased by the number of
sensors because a specific smart tap collects all sensor data.
On the other hand, in Not-Rete method and Rete method,
the maximum load of node is not increased largely.

4.3. Results by the Number of Rules. Figure 6 shows the total
load of all nodes and Figure 7 shows the fairness index of
nodes by the number of rules. The longitudinal axis is the
total load of nodes or fairness index, and the lateral axis is
the number of rules.
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Figure 9: Total load of nodes by the number of nodes.

In Figure 6, the total load of nodes in Not-Rete method
is increased because each node processes rules and collects
related sensor data individually. On the other hand, in server-
basedmethod andRete-basedmethod, the total load of nodes
is not increased largely because the amount of processed
sensor data is not increased largely even if the number of rules
is increased.

Figure 8 shows the maximum load of node. The longitu-
dinal axis is the maximum load of node, and the lateral axis
is the number of rules.

In Figure 8, the maximum load of node in Not-Rete
method is increased because each node processes rules and
collects related sensor data individually. On the other hand,
in Rete method, the maximum load of node is not increased
largely.

4.4. Results by the Number of Nodes. Figure 9 shows the total
load of all nodes and Figure 10 shows the fairness index of
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Figure 11: Max load of node by the number of nodes.

nodes by the number of nodes. The longitudinal axis is the
total load of nodes or fairness index, and the lateral axis is the
number of nodes.

In these results, the number of total loads of nodes is
not changed in server-based method and Not-Rete method.
Although the number of total loads is increased in Rete-
based method, the difference is not large in this simulation
environment. On the other hand, as shown in Figure 10, the
fairness indexes of Not-Rete method and Rete-based method
are high, and the total load is distributed to the nodes even if
the number of nodes is increased.

Figure 11 shows the maximum load of node. The longitu-
dinal axis is the maximum load of node, and the lateral axis
is the number of nodes.

In the Figure 11, the maximum load of node in server-
based method is not changed because only one node collects
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Figure 13: Fairness index by the number of sensors per 1 rule.

sensor data and processes rules. On the other hand, in Not-
Rete method and Rete method, the maximum load of node is
decreased by the number of nodes.

4.5. Results by the Number of Sensors per 1 Rule. Figure 12
shows the total load of all nodes and Figure 13 shows the
fairness index of nodes by the number of sensors per 1 rule.
The longitudinal axis is the total load of nodes or fairness
index, and the lateral axis is the number of sensors per 1 rule.

In Figure 12, similar to Figure 6, the total load of nodes in
Not-Rete method is increased because each node processes
rules and collects related sensor data individually. On the
other hand, in server-based method and Rete-based method,
the total load of nodes is not increased largely by the amount
of sensor data per 1 rule. Figure 14 shows the maximum load
of node. The longitudinal axis is the maximum load of node,
and the lateral axis is the number of sensors per 1 rule.
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Figure 14: Max load of node by the number of sensors per 1 rule.

In the Figure 14, similar to Figure 8, the maximum load
of node in Not-Rete method is increased because each node
processes rules and collects related sensor data individually.
On the other hand, in Rete method, the maximum load of
node is not increased largely.

5. Implementation

In this paper, we describe the implemented system of the
proposed system as HEMS.

5.1. Smart Tap. We implemented the proposed system as
rule-based HEMS using the Rete algorithm and smart tap
which has been developed in Enegate Co., Ltd., Japan
(Enegate Co., Ltd., available at http://www.enegate.co.jp/
(in Japanese)). The smart tap is developed based on the
Raspberry PiModel-B (Raspberry Pi, available at http://www.
raspberrypi.org/). The smart tap has a function of software-
based breaker and can switch the power feeding of each
socket ON/OFF based on various policies. The smart tap
mainly consists of application layer and sensing/control layer.

In the implemented system, the smart taps use data about
electric power consumption of plugged-in appliances to
manage home energy based on rules.Thedata are current [A],
voltage [V], power [W], and energy [Wh].The smart tapmea-
sures the data per 1 second for each socket. Algorithm 2 shows
an example of the data about electric power consumption
described in XML. The function of software-based breaker
described above is executed by sending control commands
to smart taps also described in XML. Algorithm 3 shows an
example of the command that stops power feeding to socket
1.

5.2. Rule Engine. In the proposed system, the decentral-
ized smart taps collect necessary data and process rules
autonomously. We have developed the rule engine executed
on the smart tap based on Ruleby (Ruleby, available at



The Scientific World Journal 7

<root>
<info>
<kind>notice wattmeter</kind>
<time>20130622080000008</time>
</info>
<data>
<socket1><wh>52</wh><volt>100.913</volt>
<current>0.010</current><watt>0.0</watt>
<state>ON</state></socket1>
<socket2><wh>0</wh><volt>100.972</volt>
<current>0.008</current><watt>0.0</watt>
<state>ON</state></socket2>
<socket3><wh>0</wh><volt>100.924</volt>
<current>0.020</current><watt>0.0</watt>
<state>ON</state></socket3>
<socket4><wh>12</wh><volt>100.951</volt>
<current>0.010</current><watt>0.0</watt>
<state>ON</state></socket4>

</data>
</root>

Algorithm 2: An example of power consumption data.

<root>
<info>
<kind>command socket</kind>
</info>
<data>
<socket1><state>OFF</state></socket1>
</data>
</root>

Algorithm 3: An example of command for the smart tap.

Table 2: Information registered to rule engine.

Electrical appliances

ID of the plugged-in tap
IP address of the plugged-in tap
Socket number (from 1 to 4)
Type (e.g., TV, light)
State (e.g., ON, OFF, and ecomode)
Location
Priority (e.g., from 1 to 10)

Sensor data

ID
IP address
Type (e.g., voltage, temperature)
State
Location
Measured value
Measurement error
Measurement time

https://github.com/Ruleby/ruleby/). The Ruleby is described
in Ruby and can process the rules based on Rete algorithm.
The IF-THEN rule in the Ruleby is also described in Ruby. In

rule:entrance light,
[ElecAppliance,:ea,

m.location == ENTRANCE LOCATION,
m.type == LIGHT APPLIANCE TYPE,
m.status == OFF STATUS],
[SensorData,:s,

m.id == ID FOR TV ON LIVING ROOM,
m.type ==WATT SENSOR TYPE,
m.value > 1] do |context|
set status(context[:ea].ip, # IP of the tap

context[:ea].socket id, “ON”)
context[:ea].status = ON STATUS
modify context[:ea]

end

Algorithm 4: An example of rule in Ruby.

the proposed system, we have installed Ruby 1.9.3 and Ruleby
to the smart taps.

Table 2 shows the data registered to the rule engine. The
data are about plugged-in electrical appliance and sensor
data including the data about electric power consumption.
In addition, we have defined each data as a class in Ruby.
Algorithm 4 shows an example of the rule described in Ruby.
The rule in Algorithm 4 is “if the electric power of TV in
the living room is larger than 1W, the system recognizes that
someone exists in the living room and turns on the light.”
The proposed system registers the rules such as Algorithm 4
and controls electric appliances based on the rules showed in
Algorithm 3.

6. Conclusion

In this paper, we evaluated a rule-based Home Energy
Management System (HEMS) using the Rete algorithm by
simulation. In the simulation results, the proposed system
distributes the load for rule processing to nodes and has
achieved to reduce themaximum load of node comparedwith
server-based method and Not-Rete method. In addition, we
implemented the proposed system asHEMSusing smart taps.

In the future, we plan to study the structure of nodes
and other assignment methods of rule processing to nodes.
For instance, categorization and hierarchization of nodes
are probable in more large scale environments. For the
other assignment methods, approaches based on frequency
of referred rules and performances of node are probable. In
addition, we plan to evaluate the proposed system in various
environments that havemany electrical appliances, rules, and
nodes. Eventually, we apply the proposed system to large scale
and complicated systems such as BEMS, FEMS, and CEMS.

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.



8 The Scientific World Journal

Acknowledgments

This research was partly supported by Research and Devel-
opment Program of “Integrated Technology of Information
Communication and Energy,” NICT, Japan. This work was
supported by the Japan Science andTechnologyAgency (JST)
Super cluster program (Construction of a High-Efficiency
Energy Utilization System Realizing Clean and Low Environ-
mental Load Society).

References

[1] J. K.-Y. Ng, “Ubiquitous Healthcare: Healthcare Systems and
Applications enabled by Mobile and Wireless Technologies,”
KITCS/FTRA Journal of Convergence, vol. 3, no. 2, pp. 15–20,
2012.

[2] T. Kato, K. Yuasa, and T. Matsuyama, “Energy on demand:
efficient and versatile energy control system for home energy
management,” in Proceedings of the 2nd IEEE International
Conference on Smart Grid Communications (SmartGridComm
’11), pp. 392–397, October 2011.

[3] T. Yoshihisa, N. Fujita, and M. Tsukamoto, “A rule-based
home energy management system,” in Proceedings of the FTRA
International Conference on Advanced IT Engineering andMan-
agement (AIM '12), pp. 47–48, 2012.

[4] T. Yoshihisa, N. Fujita, and M. Tsukamoto, “A rule generation
method for electrical appliances management systems with
home EoD,” in Proceedings of the 1st IEEE Global Conference on
Consumer Electronics (GCCE ’12), pp. 248–250, October 2012.

[5] C. L. Forgy, “Rete: a fast algorithm for the many pattern/many
object pattern match problem,”Artificial Intelligence, vol. 19, no.
1, pp. 17–37, 1982.

[6] Y. Shvartzshnaider, M. Ott, and D. Levy, “Publish/Subscribe on
top of DHT using RETE algorithm,” in Proceedings of the 3rd
Future Internet Symposium (FIS ’10), pp. 20–29, 2010.

[7] T. Kawakami, T. Yoshihisa, N. Fujita, and M. Tsukamoto, “A
rule-based home energy management system using the Rete
algorithm,” in Proceedings of the 2nd IEEE Global Conference
on Consumer Electronics (GCCE ’13), pp. 162–163, Tokyo, Japan,
2013.

[8] N.Morimoto,M. Tanaka, T. Akehi et al., “The design and imple-
mentation of a smart tap for policy-based power management,”
in Proceedings of the 9th Annual IEEE Consumer Communica-
tions andNetworking Conference (CCNC '12), Special Session on
Ecological and Smart Home Network, pp. 296–300, 2012.

[9] D. P. Miranker, “TREAT: a better match algorithm for AI pro-
duction systems,” in Proceedings of the 6th National Conference
on Artificial Intelligence (AAAI ’87), pp. 42–47, 1987.

[10] I. Stoica, R. Morris, D. Liben-Nowell et al., “Chord: a scal-
able peer-to-peer lookup protocol for internet applications,”
IEEE/ACM Transactions on Networking, vol. 11, no. 1, pp. 17–32,
2003.

[11] P. T. Eugster, P. A. Felber, R. Guerraoui, and A.-M. Kermarrec,
“The many faces of publish/subscribe,” ACM Computing Sur-
veys, vol. 35, no. 2, pp. 114–131, 2003.

[12] Y. Liu, Q. Zhang, and L. M. Ni, “Opportunity-based topology
control in wireless sensor networks,” IEEE Transactions on
Parallel andDistributed Systems, vol. 21, no. 3, pp. 405–416, 2010.

[13] Y. Liu, Y. Zhu, L. Ni, and G. Xue, “A reliability-oriented trans-
mission service in wireless sensor networks,” IEEE Transactions
onParallel andDistributed Systems, vol. 22, no. 12, pp. 2100–2107,
2011.

[14] R. Sumathi and M. G. Srinivas, “A survey of QoS based routing
protocols for wireless sensor networks,” Journal of Information
Processing Systems, vol. 8, no. 4, pp. 589–602, 2012.

[15] X. Luo, Z. Xu, J. Yu, and X. Chen, “Building association link
network for semantic link on web resources,” IEEE Transactions
on Automation Science and Engineering, vol. 8, no. 3, pp. 482–
494, 2011.

[16] C. Hu, Z. Xu, Y. Liu, and L. Mei, “Semantic link network based
model for organizing multimedia big data,” IEEE Transactions
on Emerging Topics in Computing, no. 99, 1 page, 2014.

[17] S. Oh, “Using an adaptive search tree to predict user location,”
Journal of Information Processing Systems, vol. 8, no. 3, pp. 437–
444, 2012.



Research Article
Preserving Differential Privacy for Similarity Measurement in
Smart Environments

Kok-Seng Wong and Myung Ho Kim

School of Computer Science and Engineering, Soongsil University, Information Science Building, Sangdo-dong,
Dongjak-gu, Seoul 156-743, Republic of Korea

Correspondence should be addressed to Myung Ho Kim; kmh@ssu.ac.kr

Received 5 April 2014; Accepted 24 June 2014; Published 15 July 2014

Academic Editor: Jong-Hyuk Park

Copyright © 2014 K.-S. Wong and M. H. Kim. This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.

Advances in both sensor technologies and network infrastructures have encouraged the development of smart environments to
enhance people’s life and living styles. However, collecting and storing user’s data in the smart environments pose severe privacy
concerns because these data may contain sensitive information about the subject. Hence, privacy protection is now an emerging
issue that we need to consider especially when data sharing is essential for analysis purpose. In this paper, we consider the case
where two agents in the smart environment want to measure the similarity of their collected or stored data. We use similarity
coefficient function (FSC) as the measurement metric for the comparison with differential privacy model. Unlike the existing
solutions, our protocol can facilitate more than one request to computeFSC without modifying the protocol. Our solution ensures
privacy protection for both the inputs and the computedFSC results.

1. Introduction

Advances in both sensor technologies and network infras-
tructures have encouraged the growth and the development
of smart environments. The concept of smart environments
is to promote the ideas of small world with great deal of
different smart devices such as sensors, microcontrollers,
handheld devices, and computers that connected via wired or
wireless networks [1]. These smart devices can automatically
collect real-time data from the users without human-to-
human or human-to-computer interaction. Note that smart
devices can collect large amounts of personal data when the
users are operating and interacting with the environment.
The organization and exploration of these heterogeneous
personal data require intelligent software agents (hereafter
we will refer to them as agents) to do the analysis in
order to trigger actions for the environment. A study of the
exploration of personal data has been conducted in [2].

There are many smart spaces (e.g., smart home, smart
building, and smart office) which have been proposed and
developed in the past few years to enhance a person’s envi-
ronment and way of life. For example, smart homes for
ubiquitous healthcare [3] can support patients who live

independently at home by providing health monitoring and
remote assistance [4]. Smart office can adapt itself to the user
needs and hence release the users from their routine tasks
[5]. In such environment, office workers can communicate,
collaborate, and work in a new and more efficient way.

Along with the potential benefits offered, the usage of
smart environment also raises some security and privacy
concerns to the data owners. Since a large amount of user’s
data is captured and possibly stored, issues arise relating
to the storage and usage of sensitive data. In the existing
implementations, there is no clear privacy protection in place.
This may cause the users feel uncomfortable to work or stay
in the smart environments. Therefore, data privacy is one of
the main challenges for acceptance and adoption of smart
environments.

The data privacy concern arising in the smart envi-
ronments is mainly about the usage of the collected data.
The intelligent software agents analyze the collected data to
understand the changes of the environment and perform
activity prediction. Some of the data collected from the users
may be sensitive and, hence, the access control to share
those data is becoming an important task. In a multiagent
smart environment, two ormore agentsmay concurrently (or
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within a given period) collect data from the same user. Awide
range of data analysis operations entails a similarity mea-
surement between datasets collected. Based on the analysis
results, the smart environments can improve the experience
of their inhabitants by adapting the behavior of the users and
other conditions in the environment.

When users (or agents) wish to compare datasets col-
lected with other parties, a secure mechanism must be avail-
able to facilitate the computation in a securemanner. Assume
that two parties would like to find the similarity between their
collected datasets. We can utilize a measurement metric such
as similarity coefficient for the comparison.

Similarity coefficient (FSC) is a function used to study
the coexistence of objects and the similarity of the objects.
Finding similarities between two datasets is an important task
in many research areas. The output from the comparison can
be involved in such contexts as the study of the coexistence
of species and the similarity of sampling sites [6, 7] (in
the context of ecological and biogeographical research), as
the matching of two given DNA sequences [8], or as the
assignment of a set of observations into subsets called clusters
[9] (in the clustering application). In the privacy preserving
data mining (PPDM) applications such as clustering [9,
10], the similarity coefficient is used to assign a set of
observations or data into subsets called clusters. Recently,
similarity coefficient has also been applied in biometric areas
to solve identification problems such as iris and fingerprint
recognition [11].

1.1. Motivation. Advances in data collection technologies
have led to an increasing number of data collected and stored
in smart environments. In the early age, collected data were
generally without considering security and privacy issues.
Therefore, previously stored data may contain a vast amount
of sensitive information. These data are important for the
analysis purpose and for the comparison with the newly
collected data in order to trigger accurate activity for the
changing of the environment. Recent discussions about user’s
data privacy with respect to the data collected in the smart
environment have shown that the public gradually realizes
that this may have a long-term impact on their everyday life.

Let us consider a practical scenario where two agents
(each embedded with a sensor) would like to analyze and
extract useful information from the datasets they collected
from the users. To improve the performance and accuracy
of the changing condition in the environment, data from the
same (or different) subject must be gathered and used for
the analysis. These analyses require collaboration between
agents and sharing of data collected by each sensor. However,
the release and sharing of sensitive information raises some
privacy concerns for the users.

In a context-sensitive environment, access to a resource
requires the collection of confidential information. For
instance, if the location of a person is used to grant access to
resources such as printer andprojector, the information about
the acceptance or rejection of using a device will violate the
person’s privacy [12]. Consequently, privacy concerns arise in
terms of how to control the sharing of sensitive information
with other users or agents.

1.2. Problem Statement. In this paper, we will consider the
comparison of both data types (old and newly collected data)
for the similarity measurement. We define the problem in
this paper as follows: let 𝑋 = {𝑥

1
, 𝑥
2
, . . . , 𝑥

𝑛
} and 𝑌 =

{𝑦
1
, 𝑦
2
, . . . , 𝑦

𝑛
} be two binary datasets belonging to two agents

(a requestor and a supporter, resp.). We assume that the
requestor wants to measure the similarity between 𝑋 and 𝑌
without revealing 𝑋 to the supporter. At the same time, the
supporter is willing to participate if (1) 𝑌will not be revealed
to the requestor and (2) no extra information can be derived
from the final output.

Since the same datasets may be used for several similarity
measurements, we design our protocol to facilitate more than
one computation (without modifying the protocol). To sup-
port multiple similarity coefficients, we utilize a semitrusted
anonymizer in our protocol to answer the requests from the
requestor.

The execution of our protocol should preserve a number
of fundamental security properties as described in [13]. In
particular, all players must ensure that no extra information
will be revealed other than the computed output (privacy
is protected) and the output of the protocol is according to
the prescribed functionality (correctness is guaranteed). We
require all computations in our protocol to be performed
in an encrypted form by utilizing a semantically secure
homomorphic cryptosystem in our protocol design. The
details of the homomorphic cryptosystem will be discussed
in Section 3.1.

1.3. Organization of the Paper. This paper is organized as
follows. Section 2 introduces the background for this research
and discusses related works in the literature. Section 3
describes the technical preliminaries of our work, followed by
the details of our private similarity coefficients computation
protocol in Section 4. The analysis and discussion of our
protocol are presented in Section 5 and our conclusion is
presented in Section 6.

2. Background and Related Work

2.1. Similarity Coefficients. Binary data is a representation of
presence or absence of an attribute in the given objects. The
value “1” is used to show the presence of the attribute while
“0” is used to represent the absence of the attribute. Hence, a
binary dataset is composed of a series of strings with “1” and
“0.”

Let 𝑋 = {𝑥
𝑖
| 𝑖 = 1, 2, . . . , 𝑛} and 𝑌 = {𝑦

𝑖
| 𝑖 =

1, 2, . . . , 𝑛} be two binary datasets, where 𝑥
𝑖
, 𝑦
𝑖
∈ {0, 1} and

𝐶
𝑋𝑌

= {(𝑥
𝑖
, 𝑦
𝑖
) | 𝑖 = 1, 2, . . . , 𝑛}. We further specify the

following summation variables.
(i) 𝑎 is the number of (𝑥

𝑖
, 𝑦
𝑖
) = (1, 1) in 𝐶

𝑋𝑌
.

(ii) 𝑏 is the number of (𝑥
𝑖
, 𝑦
𝑖
) = (1, 0) in 𝐶

𝑋𝑌
.

(iii) 𝑐 is the number of (𝑥
𝑖
, 𝑦
𝑖
) = (0, 1) in 𝐶

𝑋𝑌
.

(iv) 𝑑 is the number of (𝑥
𝑖
, 𝑦
𝑖
) = (0, 0) in 𝐶

𝑋𝑌
.

In the relevant literature [14, 15], 𝑎 is known as “positive
match,” 𝑏 and 𝑐 are known as “mismatch,” and 𝑑 is referred to
as “negative match.”
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The computation of similarity coefficient FSC is based
on the summation variables. A large number of FSC have
been proposed in the literature. Similarity coefficient choice
is based on some criterion. An important consideration
is the inclusion or exclusion of negative match 𝑑 in the
computation. For some data, the absence of an element in
both objects would indicate similarity, but, in certain cases,
this might not be true. Hence, we can divide the similarity
coefficients into two types.

The first type takes into consideration negative matches.
For example, Russell and Rao [16] introduced the similarity
coefficient of this type that can be expressed as follows:

𝑎

𝑎 + 𝑏 + 𝑐 + 𝑑
. (1)

This similarity coefficient represents the proportion of posi-
tive matches in the dataset. Note that the denominator in (1)
is actually the size of the dataset, 𝑛.

In the second type, we do not consider negative matches
in the computation. For example, the Jaccard coefficient [17]
can be calculated as follows:

𝑎

𝑎 + 𝑏 + 𝑐
. (2)

As shown in (2), the Jaccard coefficient is independent of the
summation variable 𝑑.

In the asymmetric type of binary data, the positive
matches are usually more significant than the negative
matches [18, 19]. However, the inclusion or exclusion of neg-
ative matches in the similarity coefficients is still an ongoing
issue in many research areas [14, 20]. We refer readers to [21]
for a comprehensive similarity coefficients list (the authors
compiled a list of 76 binary similarity coefficients).

In this paper, we particularly consider the similarity
coefficients for binary data, but with the correct size of
each summation variable in Section 2.1, the agent is able to
compute dissimilarity coefficients of two datasets (i.e.,𝑋 and
𝑌). We do not discuss further dissimilarity coefficients in this
paper, but we would like to stress that our protocol is also
applied to dissimilarity coefficients computation.

2.2. Related Work. Data privacy protection is still a major
concern in smart environments, although there have been
efforts to protect personal information of the users by using
mobile agents [22] and deploying security framework [23]
and context-based solutions (e.g., context-sensitive services
[12] and context-aware interface [24]). Context is often
referred to as information used to identify activities or events
that have occurred in the smart environment. Also, some
security and privacy risk models have been proposed in the
literature to help users (or designers) to identify and prioritize
privacy risks for a specific application [25, 26]. Other specific
solutions such as cloaking area creation schemes have been
used to protect the location privacy of the users [27]. How-
ever, these solutions do not consider the privacy protection
for data collected or stored in the environments. Instead, they
try to prevent the leakage of sensitive information during the
real-time data collection. Since our work in this paper is on
the privacy protection for data analysis, we will focus our

discussions on the existing solutions for the secure similarity
measurement.

Various procedures and protocols for testing the simi-
larity (or homogeneity) of two or more datasets have been
proposed in the literature. Private matching is a practical
problem to find common data from the joint databases
without revealing any private information to any party [28].
The general approach was studied by Agrawal et al. in
[29] which has motivated many researchers to find efficient
solutions to address the private matching problem.

In 1982, Yao introduced the first two-party computation
protocol (also known as millionaires’ problem) in [30]. His
idea is to allow two individuals to compare their richness
without revealing their wealth to each other. The protocol is
secure if no parties learn extra information from the protocol
execution. Since then, many secure computation protocols
have been proposed to solve problems such as secure mul-
tiparty computation [13] and cooperative computation [31].
As proved by Goldreich et al. in [32], there exists a secure
solution for any functionality which can be represented as a
combinatorial circuit. However, the generic construction of
circuit evaluation is somehow inefficient for a large number
of parties because the cost for large input can be very high.

The first secure protocol to evaluate FSC in the semi-
honest setting was proposed in [33]. As shown in [34], the
solution in [33] is not secure due to its potential to leak the
private input of one party. Hence, another protocol with the
malicious model is proposed in [34].

The most related work to our solution is the differential
similarity computations proposed in [35]. Several two-party
protocols have beenproposed to compute exact and threshold
similarities based on a specificFSC (e.g., scalar product and
cosine similarity). In their designs, the same protocol cannot
be used to facilitate anotherFSC. A substantial modification
is needed in order to use the same protocol to compute for
other functions. Since there is no bestFSC in the literature,
we may need to consider the computation results from more
than oneFSC. In this paper, wewill design a solution that can
be used to facilitate anyFSC computationwithoutmodifying
the existing protocol.

3. Technical Preliminaries

3.1. Homomorphic Encryption Scheme. In our protocol
design, we utilize a multiplicative property from the homo-
morphic encryption scheme (i.e., ElGamal [36]) as our pri-
mary cryptographic tool. Let Encpk(𝑚) denote the encryption
of𝑚with the public key, pk. Given two ciphertexts Encpk(𝑚1)
and Encpk(𝑚2), there exists an efficient algorithm ⋅

ℎ
to

compute Encpk(𝑚1 ⋅ 𝑚2).

3.2. System Model. Our protocol consists of the following
main players.

(i) Anonymizer A: a semitrusted party who helps to
facilitate the computation requests.

(ii) Requestor: a party who wants to learn the similarity
between two binary datasets. The requestor will send
a computation request toA.
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Figure 1: Overview of the proposed model.

(iii) Supporter: a party who collaborates with the reques-
tor to perform the homomorphic operations.

Note that a supporter can also make a computation
request to A. We can assume that the players are intelligent
software agents communicating with each other in the same
or from different smart environments. We can select any
agent as the anonymizer if it does not collect data to be
used for the computation. The interactions of players in our
proposed system are shown in Figure 1.

3.3. Adversary Model. In general, there are two types of
adversary models that can be considered: (1) the semihonest
model and (2) themaliciousmodel. In the semihonestmodel,
all parties follow the prescribed action in the protocol but
might attempt to learn extra information from the interme-
diate computations.

In the malicious model, a malicious party might arbi-
trarily deviate from the protocol for their own gain, such
as performing active steps to interrupt the execution of the
protocol in order to gain access to private data. In this
paper, we assume that all players are semihonest parties
(“honest-but-curious”). They follow the prescribed actions
in the protocol but might be interested to learn some extra
information from the data they received during the protocol
execution or from the final output.

3.4. Security Model. Generally, a two-party computation
problem is cast by specifying a random process that maps
pairs of inputs to pairs of outputs [37]. In the setting of a
two-party computation, the requestor (with input𝑋) and the
supporter (with input 𝑌) jointly compute for the function
𝑓(𝑋, 𝑌)while preserving some security properties such as the
correctness of the output and the data privacy [38].

Let Π be a protocol between the two players. Then,
we can denote the requestor’s output by Π

𝑟
(𝑋, 𝑌) and the

supporter’s output by Π
𝑠
(𝑋, 𝑌). Since only the client gets

the output in our case, we can simply denote Π(𝑋, 𝑌) =

Π
𝐶
(𝑋, 𝑌). The perspective of the client and the server during

the execution of protocol Π on input (𝑋, 𝑌) can be denoted
as VIEWΠ

𝐶
(𝑋, 𝑌) and VIEWΠ

𝑆
(𝑋, 𝑌), respectively. Note that

the view of each party includes their local input, their output,

and their messages received from the other party. We now
formally define our usage of the term privacy in our protocol
(adapted from [39]) as follows.

Definition 1 (privacy with respect to semihonest behavior).
Let 𝑓 : {0, 1}∗ × {0, 1}∗ → {0, 1}

∗ be a probabilistic polyno-
mialtime function. One says that a two-party computation
protocol Π securely computes 𝑓 in the presence of semihon-
est adversaries if for every𝑋,𝑌 ∈ {0, 1}

∗
: Π(𝑋, 𝑌) = 𝑓(𝑋, 𝑌).

Also, there exist probabilistic polynomial-time algorithms 𝑆
𝐶

and 𝑆
𝑆
, such that

{𝑆
𝐶
(𝑋, 𝑓 (𝑋, 𝑌))}

𝑋,𝑌∈{0,1}
∗

𝑐

≡ {VIEWΠ
𝐶
(𝑋, 𝑌)}

𝑋,𝑌∈{0,1}
∗

(3)

{𝑆
𝑆
(𝑌)}
𝑋,𝑌∈{0,1}

∗

𝑐

≡ {VIEWΠ
𝑆
(𝑋, 𝑌), }

𝑋,𝑌∈{0,1}
∗
, (4)

where
𝑐

≡ denotes computational indistinguishability accord-
ing to the families of polynomial-size circuits. One refers the
reader to [39] for the definition of computational indistin-
guishability.

Note that we can simulate each player’s view by using a
probabilistic polynomial-time algorithm, only given access
to the party’s input and output. Thus, we only need to show
the existence of a simulator for each player that satisfies the
requirements of (3) and (4).

3.5. Differential Privacy. Differential privacy is a strong
notion of privacy that guarantees the privacy protection in
the presence of arbitrary auxiliary information. Intuitively, it
aims to limit the information leakage from the output while
a small change on the inputs.The formal definition is defined
as follows.

Definition 2 (𝜖-differential privacy [40]). A randomized
function K satisfies 𝜖-differential privacy if, for any two
neighboring datasets 𝐷

1
and 𝐷

2
differing on at most one

element and all 𝑆 ⊆ Range (K),
Pr [K (𝐷

1
) ∈ 𝑆] ≤ exp (𝜖) × Pr [K (𝐷

2
) ∈ 𝑆] . (5)

Definition 3 (global sensitivity [41]). The global sensitivity of
a function 𝐹 : D → R is

Δ𝐹 = max
𝐷
1
,𝐷
2

𝐹 (𝐷1) − 𝐹 (𝐷2)
1 (6)

over all pairs of neighboring datasets𝐷
1
and𝐷

2
.

Theorem4 (Laplacianmechanism [41]). For 𝐹 : D → R,K
achieves 𝜖-differential ifK(𝐷) = 𝐹(𝐷) + 𝐿𝑎𝑝(Δ𝐹/𝜖).

The parameter 𝜖 is a small positive value which is used to
control the trade-off between data privacy and data utility. A
smaller value of 𝜖will guarantee a higher privacy, but the data
utility can be affected.

For FSC computation, we can think of 𝐷
1
= (𝑋, 𝑌)

and 𝐷
2
= (𝑋, 𝑌


), where 𝑌 and 𝑌 are only differing in one

element. The change of one element in 𝑌 will increase (or
decrease) the mismatch value (𝑏 or 𝑐) by 1 and also affects the
value of 𝑎 or 𝑑. Therefore, Δ𝐹 for eachFSC can be different
depending on the formula used.
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3.6. Notations Used . We summarize the notations used here-
after in this paper in the Notations section.

4. Our Solution

In this section, we will explain the details of our computation
protocol, in particular, the computation phases for each
player.

4.1. Private Similarity Coefficients. At the preliminary phase,
the semitrusted anonymizer (A) generates an ElGamal cryp-
tosystem key pair (pkC, prC) and sends the public key pkC
to all the agents. For simplicity, let us assume that there are
only two agents (Alice and Bob) in the protocol. We assume
that there exists a secure channel for key exchange and data
transmission.

Phase 1. Alice first randomly selects a prime number t to
replace each 𝑥

𝑖
∈ 𝑋 as follows:

𝑥


𝑖
= {

t, if 𝑥
𝑖
= 1

t−1, if 𝑥
𝑖
= 0.

(7)

Next, Alice encrypts t and each 𝑥
𝑖
∈ 𝑋
 by using pkC

(e.g., EncpkC(𝑥


𝑖
)). Alice sends EncpkC(t) and (t,EncpkC(𝑋


))

toA and Bob, respectively.

Phase 2. Bob replaces each 𝑦
𝑖
∈ 𝑌 as follows:

𝑦


𝑖
= {

t2, if 𝑦
𝑖
= 1

t, if 𝑦
𝑖
= 0.

(8)

Next, Bob encrypts 𝑦


𝑖
∈ 𝑌
 with pkC to produce

EncpkC(𝑌

) = {EncpkC(𝑦



𝑖
) | 𝑖 = 1, 2, . . . , 𝑛}. Note that the

sequence of all encrypted data is the same as its sequence
order in the original dataset.

Phase 3. In this phase, Bob computes EncpkC(𝑋

𝑌

) by using

the homomorphicmultiplicative property.Themultiplication
is done in accordance with the sequence 𝑖 of 𝑥

𝑖
and 𝑦



𝑖

(e.g., EncpkC(𝑥


𝑖
)⋅
ℎ
EncpkC(𝑦



𝑖
) = EncpkC(𝑥



𝑖
𝑦


𝑖
)). Next, Bob

randomly permutes elements in EncpkC(𝑋

𝑌

). We assume

that there exists an efficient shuffle protocol 𝜋 which ran-
domly changes the sequence of elements in EncpkC(𝑋


𝑌

).

For simplicity, let𝑀 = EncpkC(𝑋

𝑌

) and𝑀 = 𝜋(𝑀). Bob

transmits𝑀 toA without revealing𝑀 to any party.

Phase 4. After receiving 𝑀
 from Bob, A decrypts each

𝑚


𝑖
∈ 𝑀
 with its private key prC:

DecprC (EncpkC (𝑥


𝑖
𝑦


𝑖
)) = 𝑥



𝑖
𝑦


𝑖
. (9)

Next, A examines the decrypted values and computes the
summation variables as follows:

𝑥

𝑦

=

{{{{

{{{{

{

t3, increases 𝑎 by 1
t2, increases 𝑏 by 1
t1, increases 𝑐 by 1
t0, increases 𝑑 by 1.

(10)

Computation phases for Alice (Requestor)
Input:𝑋 = {𝑥

𝑖
| 𝑖 = 1, 2, . . . , 𝑛}, 𝑥

𝑖
∈ {0, 1}

Output: EncpkC (𝑋

)

/∗Phase 1∗/
Initialise: 𝐼 = 0;
Randomly selects a prime numbers t;
for 𝑖 = 1 to 𝑛 do

if 𝑥
𝑖
= 1 then

𝑥


𝑖
= t;

else
𝑥


𝑖
= t−1;

end if
Encrypts 𝑥

𝑖
with pkC (e.g., EncpkC (𝑥



𝑖
));

end for
Encrypts t with pkC (e.g., EncpkC (t));
Let EncpkC (𝑋


) = {EncpkC (𝑥



𝑖
) | 𝑖 = 1, 2, . . . , 𝑛};

Sends EncpkC (t) toA;
Sends t and EncpkC (𝑋


) to Bob;

Algorithm 1: Requestor’s computation phases.

At the end of this phase, A obtains all the summation
variables needed to computeFSC.

Phase 5. Alice (or Bob) makes a requestR toA to compute
for a chosen FSC (i.e., Jaccard). The anonymizer computes
FSC(𝑋, 𝑌) and adds Laplacian noise Lap(Δ𝐹/𝜖) to the
computed result. At last,A sendsFSC(𝑋, 𝑌) = FSC(𝑋, 𝑌)+

Lap(Δ𝐹/𝜖) to Alice (or Bob). Note that this phase can be used
to compute anyFSC in [21] without repeating Phases 1 to 4.

We show the pseudocode for requestor, supporter, and
anonymizer in Algorithms 1, 2, and 3, respectively.

4.2. Computing Sensitivity. In Phase 5, the anonymizer adds
a Laplace noise to the computed result of the requested simi-
larity coefficient function before it releases the mixture to the
requestor. The amount of noise to be added is proportional
to the sensitivity Δ𝐹 of the requested function. For instance,
the sensitivity of the requested function is the measurement
of the changes of the output (i.e.,FSC) when a small change
happens in the input (𝑎, 𝑏, 𝑐, or 𝑑).

For simplicity, we use Jaccard’s index to demonstrate
how to compute the sensitivity of a similarity coefficient. We
denote Jaccard’s index between 𝑃 and 𝑄 as J(𝑃, 𝑄). Let us
consider 𝑋, 𝑌, and 𝑍 to be three binary datasets such that 𝑌
and 𝑍 are the same except for one bit:

Δ𝐹 (Jaccard) = ‖J (𝑋, 𝑌) −J (𝑋, 𝑍)‖

=



𝑎

𝑎 + 𝑏 + 𝑐
−

𝑎 ± 1

𝑎 + 𝑏 + 𝑐


=



±1

𝑎 + 𝑏 + 𝑐


.

(11)

As shown in (11), the difference between J(𝑋, 𝑌) and
J(𝑋, 𝑍) is at most 1/(𝑎 + 𝑏 + 𝑐). Therefore, the anonymizer
can set Δ𝐹(Jaccard) ≤ 1/(𝑎 + 𝑏 + 𝑐).

Since the anonymizer is designed to facilitate more than
one request, it needs to ensure that the noise being added will
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Computation phases for Bob (Supporter)
Input: 𝑌 = {𝑦

𝑖
| 𝑖 = 1, 2, . . . , 𝑛}, 𝑦

𝑖
∈ {0, 1}

Output:𝑀

/∗Phase 2∗/
Receives t and EncpkC (𝑋


) from Alice (from Phase 1);

for 𝑖 = 1 to 𝑛 do
if 𝑦
𝑖
= 1 then

𝑦


𝑖
= t2;

else
𝑦


𝑖
= t;

end if
Encrypts 𝑦

𝑖
with pkC (e.g., EncpkC (𝑦



𝑖
));

end for
Let EncpkC (𝑌


) = {EncpkC (𝑦



𝑖
) | 𝑖 = 1, 2, . . . , 𝑛};

/∗Phase 3∗/
// homomorphic multiplicative property
for 𝑖 = 1 to 𝑛 do

// computation of EncpkC (𝑥


𝑖
𝑦


𝑖
)

Computes EncpkC (𝑥


𝑖
)⋅
ℎ
EncpkC (𝑦



𝑖
);

end for
Let𝑀 = {EncpkC (𝑥



𝑖
𝑦


𝑖
) | 𝑖 = 1, 2, . . . , 𝑛};

Shuffles𝑀 such that𝑀 = 𝜋(𝑀);
Sends𝑀 toA;

Algorithm 2: Supporter’s computation phases.

not affect the utility of the function. When the same request
is received from the same (or different) requestor, a random
noise should be used. This is to make sure that no party can
learn the actual score forFSC.

5. Analysis and Discussion

5.1. Correctness and Utility Analysis. The output of our pro-
tocol is correct and accurate if all parties follow the protocol
faithfully. Let us assume that both the requestor and the
supporter are semihonest. At Phase 3, the multiplication of
𝑋
 and 𝑌 will give a correct result due to the multiplicative

property of the ElGamal cryptosystem. Therefore, we can
ensure that the anonymizer will receive the correct outputs
(𝑎, 𝑏, 𝑐, and 𝑑) after the decryption. Note that the outputs at
Phase 4 can be viewed as 𝑓(𝑋, 𝑌) = 𝑎t3 + 𝑏t2 + 𝑐t1 + 𝑑t

0.
The coefficients for variables in 𝑓(𝑋, 𝑌) are the summation
variables defined in Section 2.1.

In terms of utility, we can expect our protocol to achieve
high accuracy. Our utility analysis is based on a set of
similarity coefficients instead of specific function.

5.2. Security Analysis. To illustrate the efficacy of the security
protection of our protocol in the presence of semihonest
adversaries, we briefly explain how to simulate the view
of each player using their respective inputs and outputs
only (i.e., simulator S

𝑟
for the requestor and S

𝑠
for the

supporter). If such simulation is indistinguishable from real
world execution, it implies that the protocol does not reveal
any extra information under semihonest model.

Computation phases for Anonymizer A
Input: Computation requestR
Output:FSC(𝑋, 𝑌)
/∗Phase 4∗/
Initialise: 𝑎 = 0, 𝑏 = 0, 𝑐 = 0 and 𝑑 = 0;
Receives EncpkC (t) from Alice (from Phase 1);
Receives𝑀 from Bob (from Phase 3);
// decryption operation to obtain t

Computes DecprC (EncpkC (t));
for 𝑖 = 1 to 𝑛 do

// decryption operation to obtain 𝑥
𝑖
𝑦


𝑖

Computes DecprC (EncpkC (𝑥


𝑖
𝑦


𝑖
));

if 𝑥
𝑖
𝑦


𝑖
= t3 then

Increases 𝑎 by 1;
else if 𝑥

𝑖
𝑦


𝑖
= t2 then

Increases 𝑏 by 1;
else if 𝑥

𝑖
𝑦


𝑖
= t1 then

Increases 𝑐 by 1;
else if 𝑥

𝑖
𝑦


𝑖
= t0 then

Increases 𝑑 by 1;
else

stop (error)
end if

end for
/∗Phase 5∗/
for eachR do

ComputesFSC(𝑋, 𝑌);
Generates Laplacian noise Lap (Δ𝐹/𝜖);
ReturnsFSC(𝑋, 𝑌) = FSC(𝑋, 𝑌) + Lap (Δ𝐹/𝜖);

end for

Algorithm 3: Anonymizer’s computation phases.

Let us assume that S
𝑟
simulates all internal coin flips

of the requestor as described in our protocol. For instance,
it simulates 𝑛 ElGamal ciphertexts sent from the requestor
to the supporter. Next, let us assume that S

𝑠
simulates all

internal coin flips of the supporter as described in our pro-
tocol. This simulator simulates 𝑛 ElGamal ciphertexts as the
homomorphicmultiplicative results. Based on the simulation
for both parties, the computational indistinguishability for
our protocol appears to hold on first inspection.

5.3. Privacy Analysis. In general, each player must ensure
that it only releases the required data during the protocol
execution. We assume that all communications in our pro-
tocol execution are via an authenticated channel, and the
anonymizer will not reveal its private key to others as well. In
order words, only the anonymizer can learn the summation
variables after the decryption operation.

Based on the dataset EncpkC(𝑋

) computed by the

requestor, the supporter is not able to distinguish which
ciphertext is the encryption result of 𝑡 or 𝑡−1. This is because
the ElGamal cryptosystem is semantically secure [42], such
that the encryption of the same message will produce dif-
ferent ciphertexts due to randomization in the encryption
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process. Hence, the supporter learns nothing about 𝑋 by
knowing EncpkC(𝑋


) and 𝑡.

5.4. Comparisons with Existing Work. In this section, we will
compare our protocol with the private similarity computa-
tions (PSC) proposed in [35]. InPSC, there are two types
of settings that can be used to achieve the differential privacy:
(1) data owners locally add noise to partially computed result
(e.g., set intersection) and (2) anonymizer is responsible
for inserting noise during the similarity computation. In
both settings, all parties (data owners and anonymizer)
must decide which FSC to be used in the computation.
UnlikePSC, our protocol does not require the data owners
to specify FSC before the protocol begins. Instead, the
anonymizer will compute anyFSC requests by the requestor
in Phase 5 and inserts noise into the computation result to
preserve the differential privacy of the private inputs.

The main limitation ofPSC is its protocol design which
only can be used to compute a specific FSC in each round
of its protocol execution. All parties are required to start the
protocol again even though they use the same inputs and
FSC in the new computation. In addition, the same protocol
requires substantial modifications before it can be used to
facilitate other FSC. Unlike the solution in [35], our design
can be used to facilitate more than one FSC. In particular,
we allow the requestor to send multiple requests (for distinct
FSC) to the anonymizer using the same protocol. The data
owners do not need to repeat computation steps from Phase
1 to Phase 4 if they use the same datasets as the inputs for the
computation.

Another distinction between our protocol and PSC is
the roles of each participating party. InPSC, the data owners
must cooperate with each other to decrypt the homomor-
phically encrypted value in order to learn the computation
result while the anonymizer takes part in the protocol by
computing the intermediate results (e.g., set intersection). In
our solution, the data owners only cooperate to compute the
multiplicative operation while the anonymizer is responsible
to perform the decryption operation and noise generation for
eachFSC request.

In terms of complexity, our protocol achieves a significant
lower computational overhead as the PSC. Practically,
running two or more protocols (using same datasets) for
different FSC will incur high computation costs. Although
the second setting inPSC can achieve the same complexity
as our protocol, however, it only can be used to compute one
FSC. Note that both the basic construction ofPSC and our
protocol are based on the homomorphic cryptosystem.

6. Conclusion

Due to the advances in ubiquitous technologies and the
demands of data privacy protection, a secure mechanism
is required to increase the confidence of the users in the
smart environments. In this paper, we have proposed a secure
protocol to compute FSC within differential privacy model
for data privacy protection in smart environments. Although
our target area is a smart environment, the same solution
can be applied to other related areas such as pervasive

or ubiquitous computing [43] and intelligent environments
[44].

In order to preserve differential privacy, the anonymizer
needs to compute distinct noise for each request especially
when the requestor sends the same FSC request. This is
because the identical output may allow the adversary from
learning the private dataset of the owner or noise added to
the computation result. Since the same request for a specific
FSC may output two slightly different results (due to the
noise added by A), we can ensure that the result from our
protocol execution will not compromise the privacy of any
data owner. Hence, agents in smart environments can utilize
our protocol to compare datasets with other entities without
compromising the data privacy of the users.

Notations

𝑋: Private dataset from the requestor
𝑌: Private dataset from the supporter
𝑥
𝑖
: 𝑖th element of𝑋

𝑦
𝑖
: 𝑖th element of 𝑌

𝑛: Size of the private input
t: Prime number chosen by anonymizer
R: Computation request from requestor
pkC: Public key of the anonymizer
prC: Private key of the anonymizer
EncpkC(⋅): Encryption operation using pkC
DecprC(⋅): Decryption operation using prC
𝜋: Shuffling protocol
FSC: Similarity coefficient function
Δ𝐹: Sensitivity ofFSC

FSC: Similarity coefficient with noise.
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Power-aware scheduling reduces CPU energy consumption in hard real-time systems through dynamic voltage scaling (DVS).
In this paper, we deal with pinwheel task model which is known as static and predictable task model and could be applied to
various embedded or ubiquitous systems. In pinwheel task model, each task’s priority is static and its execution sequence could be
predetermined. There have been many static approaches to power-aware scheduling in pinwheel task model. But, in this paper, we
will show that the dynamic priority scheduling results in power-aware scheduling could be applied to pinwheel task model. This
method is more effective than adopting the previous static priority scheduling methods in saving energy consumption and, for the
system being still static, it is more tractable and applicable to small sized embedded or ubiquitous computing. Also, we introduce
a novel power-aware scheduling algorithm which exploits all slacks under preemptive earliest-deadline first scheduling which is
optimal in uniprocessor system. The dynamic priority method presented in this paper could be applied directly to static systems
of pinwheel task model. The simulation results show that the proposed algorithm with the algorithmic complexity of O(n) reduces
the energy consumption by 10–80% over the existing algorithms.

1. Introduction

Energy consumption issues are becoming more important
for mobile or battery-operated systems. These mobile or
portable embedded systems could be stand-alone or wireless
networked. In the case of wireless networked system, much
research effort was done on managing energy consumption
of overall network [1, 2] or radio components [3]. On the
other hand, energy consumption issues in the stand-alone
embedded system or individual processing component in
networked system have another side of problem because the
applications in these systems have real-time requirements, so
we should guarantee the applications frommissing deadlines
while reducing energy consumption.

Since the energy consumption of CMOS circuits, adopted
in various microprocessors which are generally used in
mobile or portable systems, has a quadratic dependency on
the operating voltage (𝐸 𝛼 𝑉

2) [4], it is a very useful method
for reducing energy consumption to lower the operating
voltage of circuits. But, lowering the operating voltage also

decreases its clock speed, so, the execution times of tasks
are prolonged. This makes the problem more complex for
embedded hard real-time systems, where timing constraints
of tasks should be met. There has been significant research
effort on dynamic voltage scaling (DVS) for real-time systems
to reduce energy consumption while satisfying the timing
constraints [5–12].

DVS algorithmdepends on scheduling policy, taskmodel,
and processor architecture. Scheduling policy depends on the
priorities of tasks which could be static or dynamic. Gener-
ally, static priority system is more manageable in embedded
or ubiquitous systems, but more complicated or limited in
the aspect of power-saving [13]. One of the static systems is
the system of pinwheel task model and its system behavior
is really static and predetermined in the sense of online task
execution. So, there have been many static approaches to
power-aware scheduling in pinwheel task model. But we will
show that pinwheel task model could adopt the power-aware
scheduling results of dynamic priority systems, so, it is more
simple and effective in power-saving.
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Among the dynamic priority scheduling policies, we
consider earliest-deadline-first (EDF) scheduling policy [14]
to be applied to pinwheel task model. EDF is known as
optimal in uniprocessor system and has been applied to
various task models, for example, periodic, sporadic, or
aperiodic [15] task models. We present an algorithm which
adopts and improves the result of CC-EDF [9] which is
a power-aware version of EDF. The proposed power-aware
scheduling method based on dynamic priority could be
applied directly to static systems of pinwheel task model and
can acquire more effective power-saving than the previous
static schemes.The simulation results show that the proposed
algorithm reduces energy consumption by 10–80% over the
existing algorithms.

The rest of this paper is organized as follows. In Section 2,
we present the system model and notations adopted in this
paper and introduce the previous work which motivates
the work done in this paper. In Section 3, we introduce an
approach based on dynamic priority to the pinwheel task
scheduling and present a power-aware scheduling algorithm
which is applied directly to pinwheel taskmodel. In Section 4,
simulation results will be provided and Section 5 will con-
clude and discuss the future directions of this paper.

2. Motivation

In this section, we present the system model and introduce
the result of related work.

2.1. System Model. Pinwheel task model was introduced in
[16] to schedule distance-constrained real-time tasks. This
kind of tasks should be executed in distance-constrained
manner; that is, the distance of two consecutive jobs of a task,
which is defined as the difference of their finishing times, is
constrained.

In a distance-constrained task set 𝑇
𝑐
= {𝑇
1
, 𝑇
2
, . . . , 𝑇

𝑛
},

every task 𝑇
𝑖
consists of infinite sequence of jobs 𝐽

𝑖,1
, 𝐽
𝑖,2
, . . ..

Let 𝑓
𝑖,𝑗

denote the finish time of job 𝐽
𝑖,𝑗
, for 1 ≤ 𝑖 ≤ 𝑛 and

𝑗 ≥ 1. Then, the distance between two consecutive jobs of a
task 𝑇

𝑖
is limited by 𝑐

𝑖
; that is, 𝑓

𝑖,𝑗+1
− 𝑓
𝑖,𝑗

≤ 𝑐
𝑖
. Also, there

is a precedence constraint between consecutive jobs; that is,
𝐽
𝑖,𝑗+1

can be started only after job 𝐽
𝑖,𝑗
has been finished, andwe

assume that each job request is ready to be executed as soon as
its precedent job is finished. Moreover, jobs are preemptable.

Based on the work done in [16, 17], pinwheel task model
was applied to schedule successfully distance-constrained
task set. By transforming distance-constrained task sets using
pinwheel model, each task is converted to normal periodic
task and periods of all tasks are harmonic [16, 17]. Then,
rate-monotonic (RM) [14] scheduling policy of static priority
systems could be applied.

As stated in [18], video systems need to ensure the
interarrival time between frame relays is constrained rather
than being just periodic. Also, some applications could not
accept pinwheel transformation, because transformed period
is shorter than original one. In this case, we may make a job
of a task idle in order to prevent it from being executed too
frequently [18].

Now, we can introduce periodic or sporadic task system
because pinwheel taskmodel could be considered as a special
form of periodic task system. Each task of the system we
considered is mutually independent. The target processor
is DVS enabled uniprocessor and its supply voltage and
frequency are varied continuously between [Vmin, Vmax] and
[𝑓min, 𝑓max], respectively. Let 𝑇 = {𝑇

1
, 𝑇
2
, . . . , 𝑇

𝑛
} be a set of

periodic or sporadic tasks. Each task is represented as 𝑇
𝑖
=

(𝑃
𝑖
, 𝐶
𝑖
, 𝐷
𝑖
), where

(i) 𝑃
𝑖
is period for periodic task, minimum interarrival

time for sporadic task, or distance constraint of
pinwheel task;

(ii) 𝐶
𝑖
is the worst-case computation time for a task 𝑇

𝑖
at

the maximum frequency;
(iii) 𝐷

𝑖
is relative deadline of a task 𝑇

𝑖
.

If an instance or job of a task 𝑇
𝑖
is released at 𝑅

𝑖
, then its

absolute deadline (𝑑
𝑖
) is 𝑅
𝑖
+ 𝐷
𝑖
. We will consider only tasks

with 𝐷
𝑖
= 𝑃
𝑖
, so, a task 𝑇

𝑖
could be represented as (𝑃

𝑖
, 𝐶
𝑖
).

Also, the following notations will be used.

(i) TU
𝑖
: the worst-case utilization of a task 𝑇

𝑖
at the

maximum frequency; that is, TU
𝑖
= 𝐶
𝑖
/𝑃
𝑖
.

(ii) TU: total utilization of all tasks in the system; that is,
TU = ∑

𝑖
TU
𝑖
.

(iii) CC
𝑖
: a task’s actual computation timewhich should be

less than 𝐶
𝑖
.

(iv) CU
𝑖
: actual utilization of a task; that is, CU

𝑖
= CC
𝑖
/𝑃
𝑖
.

(v) CU: actual total utilization of the system; that is, CU =

∑
𝑖
CU
𝑖
.

(vi) RC
𝑖
: a task’s remaining computation time.

(vii) 𝛼: current frequency ratio, that is, 𝑓cur/𝑓max.
(viii) TU𝛼: total utilization of all tasks when processor

speed is 𝛼.

2.2. Related Work. The previous work on power-aware
scheduling for pinwheel task model is based on offline algo-
rithm [19], which could not utilize slacks of early completed
tasks during rum-time, or based on online algorithms which
require high order of algorithmic complexity [18, 20] or deal
with static priority tasks [21]. Our algorithm is based on
dynamic priority scheduling scheme in spite of the fact that
pinwheel task system is static one.

EDF, an optimal dynamic priority scheduling policy, has
been extensively investigated in the area of real-time and
power-aware scheduling [7–11, 14]. While devising a new
power-aware scheduling algorithm, we especially considered
the result presented by Pillai and Shin [9]. They introduced
a cycle-conserving method to real-time DVS. This method
reduces the operating frequency on each task completion and
increases on each task release. When a task completes its
current invocation after using CC

𝑖
computation time, they

treat the task as if its worst-case execution time was CC
𝑖
. So,

processor speed could be set as the actual total utilization
CU which is always less than or equal to the worst-case total
utilization TU.
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Figure 1: CC-EDF schedule and its available slack.

Mei et al. [8] integrated the above cycle-conserving
method and the result of Qadi et al. [10] for sporadic task set.
But these methods do not fully utilize the slacks generated.
Let us see Figure 1. If a task is complete at 𝑡

𝑐
, then the system

has operated at higher frequency than required during the
time interval [𝑅

𝑖
, 𝑡
𝑐
]. This observation provides a clue to slow

down the processor speed more when a task is complete. We
will show later that the number of slacks which could be
used for lowering processor frequency is related to temporal
idleness of the completed task.

3. Dynamic Priority Scheme for Pinwheel
Task Model

3.1. Behavior of Pinwheel Task Model. In this section, we
investigate the property of pinwheel task model and its
behavior of scheduling result. As stated in Section 2, pinwheel
task model was introduced to schedule distance-constrained
task set.

Let 𝑇
𝑐
= {𝑇
1
, 𝑇
2
, . . . , 𝑇

𝑛
} be a distance-constrained task

set and let {𝑐
1
, 𝑐
2
, . . . , 𝑐

𝑛
} be the distance constraint of each

task𝑇
𝑖
, respectively.Without loss of generality, we can assume

𝑐
1
≤ 𝑐
2
≤ ⋅ ⋅ ⋅ ≤ 𝑐

𝑛
. Then, using algorithm Sr [16], the orig-

inal distance constraints are transformed to harmonic ones;
that is, each 𝑐

𝑖
is 2
𝑛 multiples of one number Sr. This

transformation reduces the distance-constrained scheduling
problem into normal periodic task execution, where each
periodic task’s period is the same as the transformed distance
constraint of corresponding distance-constrained task.

Suppose a distance-constrained task system consists
of five tasks with distance constraints {9.2, 10.6, 10.8, 21.2,
22.6} and their worst-case computation times are {1.5, 2.9,
1.7, 2.1, 1.7}, respectively. After pinwheel transformation [16],
the five tasks will have distance constraints {5.3, 10.6, 10.6,
21.2, 21.2}. If we compose a periodic task set where each task’s
period is distance constraint of original task, optimal static
priority scheduling policy like rate-monotonic scheduler [14]
could be used to satisfy the distance constraints. Figure 2
shows the execution sequences generated by rate-monotonic
scheduling for the above example when each task executes
at its worst-case computation time. As you can see at this
figure, the execution schedule for each task has no jitter; that
is, each task’s relative starting and ending times are fixed. So,
the pinwheel task scheduling is more predictable compared
to normal periodic task system with fixed priority.

It is known that if total utilization of a task system after
pinwheel transformation is lower than or equal to 1, then

0 5.3 10.6 15.9 21.2

T
1

T
2

T
3

T
4

T
5

t

Figure 2: A scheduling result of pinwheel task model.

the task system is schedulable [16]. So, the following theorem
holds immediately.

Theorem 1. If 𝑇𝑈 of a pinwheel task system is 𝛼, one can
schedule it with processor speed 𝛼.

Proof. If we execute the same task at processor speed 𝛼

instead of 1, each task’s computation time is 𝐶
𝑖
/𝛼. So,

TU𝛼 = ∑
(𝐶
𝑖
/𝛼)

𝑃
𝑖

=
1

𝛼
∑

𝐶
𝑖

𝑃
𝑖

=
1

𝛼
⋅ 𝛼 = 1. (1)

By Theorem 1, we can always maintain total utilization
of all tasks as 100% for the pinwheel task system in power-
aware scheduling. This property is really the same as that of
EDF scheduling. Now, we say that pinwheel scheduling result
generated by static priority of rate-monotonic scheduling
policy is the same as that generated by dynamic priority of
EDF.

Theorem 2. There is no difference between the scheduling
results of rate-monotonic scheduling and EDF in case of
pinwheel task model.

Proof. Only at the beginning (or the end) of smallest period
can start a pinwheel task and also can exist the deadline of
each task in pinwheel task model because periods of all tasks
are harmonic.

The priority of rate-monotonic scheduling is determined
by the length of task’s period and is static. That of EDF
scheduling is determined by shorter deadline and is dynamic.
Now, consider when a task preempts another task. Both rate-
monotonic scheduling and EDF preempt lower priority task
when a higher priority task arrives and execute the new
arrived higher priority task. But the preemption of pinwheel
task system can exist only at the beginning (or the end) of
the smallest period because all tasks can start only there.
The deadline of the higher priority task of rate-monotonic
scheduling is always the same as or shorter than that of the
preempted lower priority task because periods are harmonic.
And if two tasks have the same deadline, let the task of smaller
index have higher priority. So, if we index each task by its
increasing period at EDF, the preempting higher priority task
in rate-monotonic scheduling has also higher priority in EDF
than the preempted lower priority task in the case of the same
deadline.

For the cases of choosing the highest priority ready
task when multiple tasks start at the same time and when
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the previous task ends or an existing ready task resumes, the
selected highest priority task of rate-monotonic scheduling
has the shortest deadline and the smallest index because all
periods are harmonic. So, all tasks have the same priority
orders at every scheduling point betweenRMandEDF in case
of pinwheel task model.

Theorem 2 implies that EDF scheduling system which
indexes each task by ascending order of its period and
chooses the task with the smallest index when two or more
tasks have the same deadline is exactly the same as RM
scheduling system for pinwheel task model. So, we can safely
apply the result of EDF scheduling policy to pinwheel task
system if we impose above two conditions. For the rest of this
paper, we assume that EDF scheduling system satisfies them,
but this assumption does not sacrifice generality because
many or most of EDF systems adopt them.

3.2. Power-Aware Scheduling Algorithm. In this section, we
introduce a new power-aware scheduling algorithm which
adopts dynamic priority scheduling policy. But we already
stated in Section 3.1 that the proposed algorithm could be
applied to pinwheel task model without modification. Also,
it is more effective than the previous work based on EDF as
follows.

3.2.1. An Online Algorithm. As we stated in Section 2, the
previous algorithms such as CC-EDF [9], DVSST [10], and
CC-DVSST [8] do not fully utilize the slacks generated by
early completed tasks. Before presenting more discussion, let
us introduce a new definition.

Definition 3. Temporal idleness TI
𝑖
(𝑡) of a task 𝑇

𝑖
at time 𝑡 is

defined as follows:

0 until its completion and after its deadline,

RC
𝑖

𝑑
𝑖
− 𝑡
𝑐

if it was completed at time 𝑡
𝑐
and 𝑡 = 𝑡

𝑐
,

TI
𝑖
(𝑡
𝑐
) ± 𝛾 if 𝑡 > 𝑡

𝑐
.

(2)

The real value of 𝛾 depends on the status of system and
how to calculate it will be presented later. The following
lemma computes the available slack at Figure 1 of CC-EDF
and CC-DVSST algorithms.

Lemma 4. At CC-EDF or CC-DVSST scheduling, the amount
of computation time exceeding its actual pace until its comple-
tion time (= 𝑡

𝑐
) is the same as [𝑇𝐼

𝑖
(𝑡
𝑐
)−(𝑇𝑈

𝑖
−𝐶𝑈
𝑖
)]×(𝑑

𝑖
−𝑡
𝑐
).

Proof. Consider

[TI
𝑖
(𝑡
𝑐
) − (TU

𝑖
− CU
𝑖
)] × (𝑑

𝑖
− 𝑡
𝑐
)

= [
RC
𝑖

(𝑑
𝑖
− 𝑡
𝑐
)
−
𝐶
𝑖

𝐷
𝑖

+
CC
𝑖

𝐷
𝑖

]

× (𝑑
𝑖
− 𝑡
𝑐
)

= [RC
𝑖
𝐷
𝑖
− 𝐶
𝑖
𝑅
𝑖
− 𝐶
𝑖
𝐷
𝑖
+ 𝐶
𝑖
𝑡
𝑐

+ CC
𝑖
𝑅
𝑖
+ CC
𝑖
𝐷
𝑖
− CC
𝑖
𝑡
𝑐
]

× (𝐷
𝑖
)
−1

∵ 𝑅
𝑖
+ 𝐷
𝑖
= 𝑑
𝑖

= [𝐶
𝑖
(𝑡
𝑐
− 𝑅
𝑖
) − CC

𝑖
(𝑡
𝑐
− 𝑅
𝑖
)]

× (𝐷
𝑖
)
−1

∵ 𝐶
𝑖
= RC
𝑖
+ CC
𝑖

= (
𝐶
𝑖

𝐷
𝑖

−
CC
𝑖

𝐷
𝑖

) × (𝑡
𝑐
− 𝑅
𝑖
)

= (TU
𝑖
− CU
𝑖
) × (𝑡
𝑐
− 𝑅
𝑖
) ,

(3)
where “(TU

𝑖
− CU

𝑖
)” is the height of the shaded square of

Figure 1 and “(𝑡
𝑐
−𝑅
𝑖
)” is the length of its base line, so, “(TU

𝑖
−

CU
𝑖
)×(𝑡
𝑐
−𝑅
𝑖
)” equals exactly the area of the square and is the

same as the amount of computation time exceeding its actual
pace (= CU

𝑖
× (𝑡
𝑐
− 𝑅
𝑖
)).

Using Lemma 4, if a task 𝑇
𝑖
was complete at time 𝑡,

then we can slow down processing speed by amount of TI
𝑖

when executing lower priority tasks than𝑇
𝑖
until its deadline,

because CC-EDF or CC-DVSST slows down processing
speed by the amount of (TU

𝑖
−CU
𝑖
).The proposed algorithm

tries to use slacks of already completed higher priority tasks
which are necessarily generated by assuming the worst-case
execution scenarios and applies the result of CC-EDF when
the running task’s priority is higher than that of already
completed tasks. Also, if we could not utilize those slacks
by some reasons, that is, when executing higher priority
tasks or when slacks are too large to fully utilize, then we
evenly distribute those unused slacks until the corresponding
deadlines.

Onemore consideration occurs when there is idle period.
Let us consider a periodic task set 𝐴 = {𝑇

𝑖
= (𝑃
𝑖
, 𝐶
𝑖
) | 𝑇
1
=

(3, 1), 𝑇
2
= (3, 1), 𝑇

3
= (6, 2)}. If 𝑇

1,1
and 𝑇

2,1
are complete

at 𝑡 = 1 and 𝑡 = 2, respectively, and 𝑇
3,1

is complete early
at 𝑡 = 2.5, then TI

3
(2.5) = 1.5/3.5 = 3/7. If we lower the

processing speed as much as TI
3
(2.5), then actual processing

capacity during 𝑡 = [3, 6) is (1 − 3/7) × 3 = 12/7 which is less
than the sum of WCETs of 𝑇

1,2
and 𝑇

2,2
.

Deadline missing occurs because there is idle period
𝑡 = [2.5, 3). During the idle period, the total processing
capacity which should be processed under the actual execu-
tion scenarios is larger than the sum of slacks used. So, we
should reduce the future slacks to compensate this mismatch.
Figure 3 shows it.

The number of slacks which should be reduced is TU−TI
and is the same as (CU − (TI − (TU − CU))). In Figure 3, the
area “𝑎” is the same as “𝑏” + “𝑐” and if TI exceedsTU,we could
save some slacks because only “TU×(length of idle period)”
should be processed by CPU.
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When task Ti arrived, Ti completed and at deadline
if (ex flag) increase temporal idleness()
else if (cpu was idle) decrease temporal idleness()
insert 𝑇

𝑖
into TC (at completed) or delete (at deadline)

recompute TU = TU ± 𝐶
𝑖
/𝑃
𝑖
(when arrived or at deadline)

last cpu speed = compute cpu speed (𝑇cur)
if there is no ready task to execute then set cpu as idle
else set cpu speed as last cpu speed

compute cpu speed(Tj) //𝑇𝑗 is the highest priority ready task or null
cpu speed = CU
for all tasks 𝑇

𝑖
at TC

if 𝑑
𝑖
≤ 𝑑
𝑗
or 𝑇
𝑗
is null

cpu speed −= (TI
𝑖
− (TU

𝑖
− CU

𝑖
))

if cpu speed < 0 then ex flag = 1; break;
else

ex flag = 1; break;
return (cpu speed) or (0 if cpu speed < 0)

decrease temporal idleness()
idle work = idle period ∗ last cpu speed
for all tasks 𝑇

𝑖
at TC

if (TI
𝑖
− (TU

𝑖
− CU

𝑖
)) ≥ idle work

decrease TI
𝑖
as much as idle work; break;

else
idle work −= (TI

𝑖
− (TU

𝑖
− CU

𝑖
)); TI

𝑖
= TU

𝑖
− CU

𝑖
;

increase temporal idleness()
for each unused slack of tasks

distribute unused slack evenly until deadline

Algorithm 1: A power-aware scheduling algorithm.

Idle period Deadline missing

a b c

0

0

1 2 2.5 3

1 2 2.5 3

4.75 6.5

4.5 6

Figure 3: A slack reduction example.

Now, we will show briefly that the presented algorithm
is correct. Theoretic full proof using temporal workload
analysis could be found at our previous paper [22].

Theorem 5. The algorithm presented, in Algorithm 1, sched-
ules every periodic or sporadic task set using EDF if and only if
∑
𝑖
𝐶
𝑖
/𝑃
𝑖
≤ 1.

Proof. “Only If ” part: if 𝑈 > 1, then EDF will not find a
feasible schedule; therefore, our algorithm will not also find
a feasible schedule because our algorithm is the same as
EDF or DVSST when tasks execute always at their worst-case
execution scenarios; that is, TI

𝑖
(𝑡) = 0 and TU

𝑖
= CU

𝑖
for ∀𝑡

and 𝑖.

“If ” part: we will show that total amounts of executed
computations using our algorithm are always larger than or
equal to those of another ideal systemwhich schedules always
tasks without violating their timing constraints. Also, we will
show that our algorithm executes jobs of higher priority tasks
more than or the same as the ideal system, so, our scheduling
algorithm also satisfies the real-time constraints.

Let us consider ideal CPU of ideal system which can
anticipate each task’s actual computation time when it is
released and can execute active tasks concurrently with the
speed of CU. This ideal system of Figure 4 always satisfies all
timing constraints and is really the most effective in power
consumption.

Our real system starts to execute with TU speed and slows
down asmuch as (TU−TI)when a task is completed. And we
already said that [TI

𝑖
− (TU

𝑖
−CU
𝑖
)] × (𝑑

𝑖
− 𝑡
𝑐
) = 𝐵 is exactly

the same as (TU
𝑖
− CU

𝑖
) × (𝑡
𝑐
− 𝑅
𝑖
) = 𝐴. Therefore, we can

apply the substitution operation which replaces some areas of
𝐴 by the same areas of 𝐵 to the scheduling result of our real
system. Figure 5 shows it.

During the time interval [𝑡
𝑐
, 𝑑
𝑖
]which has no idle period,

we can apply the above operation to all areas of 𝐴. So, total
computing capacity of our algorithm is larger than or equal
to that of the ideal system of Figure 4. And the computing
capacity of the former is always exhausted by taskswhich have
shorter or the same deadlines of tasks of the latter.

During idle period, there exist some areas of ideal system
which cannot find counterparts of real system. Those areas
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Figure 4: Ideal CPU and ideal execution.
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Figure 5: Slack exchange process.

could be filled up or substituted with the areas of future
slacks of already completed tasks as shown in Figure 3 and
the above exchange operation could be also applied to them.
This substitution consisted of two steps as shown in Figure 6.
Area “𝐷” (future slack) is substituted by area “𝐶” (idle slot)
and is exchanged by area “𝐴” (a portion of computation time
exceeding its actual pace).

Now, total computing capacity of our real system is always
larger than or equal to that of the substitution and exchange
result. And the computing capacity of the former is always
exhausted by tasks which have shorter or the same deadlines
of tasks of the latter as we already stated.

3.2.2. An Illustrative Example. Let us consider an illustrative
example, a pinwheel task system with distance constraints
{9.2, 10.6, 10.8, 21.2, 22.6} and the worst-computation times
{1.5, 2.9, 1.7, 2.1, 1.7}, respectively, which is already intro-
duced in Section 3. After pinwheel transformation, dis-
tance constraints of the tasks are {5.3, 10.6, 10.6, 21.2, 21.2},
respectively. Now, suppose that actual computation times of
the tasks are always {0.75, 1.45, 0.85, 1.05, 0.68}, respectively.
Total utilization of the tasks after pinwheel transformation is
approximately 0.9. Figure 7 shows their execution sequences.

At 𝑡 = 0, 𝑇
1
starts to execute with processor speed of

𝛼 ≈ 0.9 and, at 𝑡 ≈ 0.84, it is completed. Then, CU
1
is 0.14

and TI
1
is 0.17, approximately. 𝑇

2
starts now to execute with

processor speed of 𝛼 ≈ 0.728 (= TU − TI
1
= CU − (TI

1
−

(TU
1
−CU
1
))) and, at 𝑡 ≈ 2.83, it is completed.Now then, CU

2

is 0.14 and TI
2
is 0.19, approximately. The processor speed for

𝑇
3
is 𝛼 ≈ 0.54 (= TU − TI

1
− TI
2
= CU − (TI

1
− (TU

1
−

CU
1
))−(TI

2
−(TU

2
−CU
2
))). 𝑇
3
will be completed at 𝑡 ≈ 4.4.

𝑇
4
will be executed with processor speed of 𝛼 ≈ 0.4 from

𝑡 ≈ 4.4 to 5.3 and will be preempted by 𝑇
1
there. Now, 𝑇

1

starts with processor speed of 𝛼 ≈ 0.57 (= TU − TI
2
− TI
3
=

CU − (TI
2
− (TU

2
− CU
2
)) − (TI

3
− (TU

3
− CU
3
))).
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Figure 6: Slack exchange process for idle period.
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Figure 7: An illustrative example.

Above process will be continued until 𝑡 = 10.6. There,
𝑇
1
, 𝑇
2
, and 𝑇

3
will be released at the same time and 𝑇

1
will

preempt 𝑇
5
. 𝑇
4
was already completed at 𝑡 ≈ 8.4 with CU

4

(≈ 0.05) and TI
4
(≈ 0.082). But 𝑇

1
could not use TI

4
because

deadline of𝑇
1
is shorter than that of𝑇

4
. So,𝑇

1
will be executed

with processor speed of 𝛼 ≈ 0.85 which is the same as CU
and it will be completed at 𝑡 ≈ 11.5. During the execution of
𝑇
1
, 𝑇
4
’s slack was not used, so, we can increase its temporal

idleness TI
4
into 0.085, approximately. The unused slack is

(TI
4
− (TU

4
− TI
4
)) × Δ𝑡 ≈ 0.032 × (11.5 − 10.6) ≈ 0.03

and is distributed evenly until deadline, so, increased ratio is
0.03/(21.2 − 11.5) ≈ 0.003. Now, 𝑇

2
will be executed with

processor speed of 𝛼 ≈ 0.64 (= TU−TI
1
−TI
4
= CU− (TI

1
−

(TU
1
−CU
1
)) − (TI

4
− (TU

4
−CU
4
))) because deadline of 𝑇

2

is the same as that of 𝑇
4
. 𝑇
2
will be completed at 𝑡 ≈ 13.7 and

its temporal idleness is 0.195, approximately.
𝑇
3
will be completed at 𝑡 ≈ 15.65. Now, 𝑇

3
resumes its

execution and will be completed at 𝑡 ≈ 15.69. There is no
ready task until 𝑡 = 15.9 when 𝑇

1
is released. So, at 𝑡 = 15.9,

temporal idleness should be reduced.The last calculated CPU
speed is 0.11 (= TU − ∑𝑇

𝑖
), and the number of slacks which

should be reduced is 0.023 (= 𝛼 × Δ𝑡 = 0.11 × (15.9 −

15.69)). This slack is obtained from 𝑇
2
until deadline, so,
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Figure 8: Simulation result for periodic, sporadic, and pinwheel tasks.
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the recalculated TI
2
is 0.19 (= TI

2
− 0.023/(21.2 − 15.9)),

approximately. 𝑇
1
will start at 𝑡 = 15.9 with processor speed

of 𝛼 ≈ 0.28 and will be completed at 𝑡 ≈ 18.55. Note that the
calculated processor speed is exactly “0” at 𝑡 ≈ 18.55.

4. Experimental Results

We evaluated our proposed algorithm using RTSIM [23]
which is a real-time simulator. RTSIM can simulate the
behaviors of dynamic voltage scaling algorithms aswell as tra-
ditional real-time scheduling algorithms. In this simulation,
it is assumed that a constant amount of energy is required for
each cycle of operation at a given voltage. This quantum is
scaled by the square of the operating voltage, consistent with
energy dissipation in CMOS circuits (𝐸 ∝ 𝑉

2
) [4, 7]. Only

the energy consumed by CPU was computed and any other
sources of energy consumption were ignored. Also, we do
not consider preemption overheads, task switch overheads,
and operating frequency change overheads. It is also assumed
that the CPU consumes no energy during idle period and its
operating frequency range is continuous at [𝑓min = 0, 𝑓max =
1].

We compared our proposed algorithm with CC-EDF
for periodic task model, with DVSST and CC-DVSST for
sporadic task model, and with CC-EDF and CC-RM [9] for
pinwheel task model. CC-EDF assumes periodic task model,
and CC-DVSST is a direct result of CC-EDF and DVSST.
DVSST and CC-DVSST assume sporadic task model, so,
we compared them at sporadic task system. CC-RM is a
cycle-conserving rate-monotonic scheduling algorithm, so, it
adopts static priority task model. CC-RM could be applied to
pinwheel task model because of its static property. In spite of
the fact that CC-EDF is a dynamic priority scheduling policy,
it could be applied to pinwheel task model byTheorem 2. So,
we compared our algorithm with CC-RM and CC-EDF at
pinwheel task model.

To evaluate the effect of number of tasks in the system,
we generated 10 or 20 tasks for each comparison. Their
periods or minimum interarrival times are chosen randomly
in the interval [1–1000]ms. We divided each task of system
into three groups to reflect more real environments. One
group of tasks has short period in the interval [1–10]ms,
another group of tasks hasmediumperiod in the interval [10–
100]ms, and the last group of tasks has long period in the
interval [100–1000]ms. The simulation was also performed
by varying the load ratio of tasks, that is, the ratio of the
actual computation time to the worst-case computation time.
For the periodic and sporadic task simulations, the worst-
case total utilization of system is always 1; that is, TU =

1. For pinwheel task model, the generated task sets were
transformed by the single-number reduction technique [17],
so, their periods are harmonic and their total utilization after
transformation should be less than 1. If the total utilization of
a task set after transformation exceeds 1, then itwas discarded.

Figure 8 shows the simulation result for periodic, spo-
radic, and pinwheel task systems. For periodic task system,
our algorithmalways outperformsCC-EDF. For sporadic task
system, our proposed algorithm outperforms both DVSST

and CC-DVSST. For DVSST, the ratio of energy saving is up
to 70% and for CC-DVSST up to 10%.The effect of number of
tasks on the system could be also neglected, but the number
of CPU frequency changes of our algorithm was larger than
that of DVSST and almost the same as that of CC-DVSST. So,
the ratio of energy saving to DVSST could be decreased. But
our algorithm has huge performance gain to DVSST, so, in
spite of frequency change overheads, it is expected that our
algorithm still outperforms DVSST at real environments.

For pinwheel task model, our algorithm always outper-
forms both CC-RM and CC-EDF. CC-EDF always outper-
forms CC-RM except the case of 20 tasks and 90% load ratio.
For the number of CPU frequency changes, that of CC-RM is
slightly lesser than those of CC-EDF and our algorithm in the
range of small load ratio and almost the same in the range of
large load ratio. As you can see, CC-EDF and our algorithm
outperform CC-RM by up to 80% in the range of small load
ratio, so, we can still insist that dynamic priority scheduling
algorithms of CC-EDF and our proposed algorithm have
huge performance gain in the power saving in the range of
small and medium load ratios.

5. Conclusion

In this paper, we investigated the property of pinwheel
task model and showed that this task model can adopt
the scheduling results of dynamic priority systems. So,
this pinwheel task system which is integrating static and
dynamic scheduling results is simple enough to be applied to
embedded or ubiquitous computing and is more effective in
power saving than the systems of only static method. Also,
we presented a power-aware scheduling algorithm for general
periodic and sporadic task systems and applied it to pinwheel
task model without modification. The proposed algorithm
adopts the results of cycle conserving method (CC-EDF) and
sporadic task scheduling (DVSST) and improves them. The
simulation results show that the proposed algorithm outper-
forms existing algorithms by up to 10–80% with respect to
CPU energy saving.

In the future, wewould like to improve the proposed algo-
rithm.This could be done if we assign all slacks generated by
the early completed higher priority tasks into the task of the
highest priority among the uncompleted ready tasks instead
of evenly distributing them until the ends of deadlines. This
method may lower processor frequency much more than the
proposed algorithm.Then, theremay bemore chances to save
power consumption.
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The support vector machine (SVM) is one of the most widely used approaches for data classification and regression. SVM achieves
the largest distance between the positive and negative support vectors, which neglects the remote instances away from the SVM
interface. In order to avoid a position change of the SVM interface as the result of an error system outlier, C-SVMwas implemented
to decrease the influences of the system’s outliers. Traditional C-SVM holds a uniform parameter C for both positive and negative
instances; however, according to the different number proportions and the data distribution, positive and negative instances should
be set with different weights for the penalty parameter of the error terms.Therefore, in this paper, we propose density-based penalty
parameter optimization of C-SVM. The experiential results indicated that our proposed algorithm has outstanding performance
with respect to both precision and recall.

1. Introduction

Data classification algorithms, such as logistic regression (LR)
[1–6] and support vector machine (SVM) [7–10], are crucial
in many applications. SVM is a local optimum classification
which pursues a maximum interval interface using a loss of
the distance from the remote instances to the SVM interface
[11–13]. The discriminant equation of the SVMmodel can be
written as

𝑌 = 𝑔 (𝑋; 𝜔) = {
1 𝜔

𝑇
𝑋 + 𝑏 > 0

−1 𝜔
𝑇
𝑋 + 𝑏 < 0,

(1)

where 𝑋 denotes an eigenvector of an arbitrary instance
input and 𝑥

𝑖
is a concrete feature in an eigenvector in which

𝑋 = {𝑥
1
, 𝑥
2
, . . . , 𝑥

𝑚
}. The model is trained with all positive

instances of labels for which 𝑌 = 1 and the negative instances
are trained with label 𝑌 = −1 in order to pursue the
appropriate values for the parameters 𝜔 and 𝑏. Thus, for an
unknown instance 𝑋

𝑖
, it will be classified to a positive case

when 𝜔𝑇𝑋
𝑖
+ 𝑏 > 0, and vice versa.

Traditional SVM guarantees a strict classification that the
classification model are constructed by the positive vectors
with 𝜔𝑇𝑋

𝑖
+ 𝑏 = 1, the negative vectors with 𝜔𝑇𝑋

𝑖
+ 𝑏 = −1

and the SVM interface that𝜔𝑇𝑋
𝑖
+𝑏 = 0. Since all the positive

instances hold the distances ≥1 and negative instances ≤1,
this leads to the following problems: (1) in many datasets,
positive and negative instances are interlaced which can not
be classified under a regular kernel function; (2) ameticulous
training may cause an overfitting phenomenon which to the
maximum extent satisfies the classification in the training
set by sacrificing the systematic performance for the data
in the probe set; and (3) overtraining usually costs more
computation. In order to solve these shortcomings, C-SVM
is introduced to improve the adaptability of the traditional
SVM model [14, 15]. In C-SVM model, coefficient 𝐶 is used
to control the tolerance of the systematic outliers which
allows less outliers to exist in the opponent classification.
Coefficient 𝐶 is an empirical parameter which is usually
worked out via a gird search process. C-SVMholds a uniform
𝐶 for both positive instances and negative ones, which only
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satisfies the datasets with the similar distributions of each
class. In LIBSVM, C-SVMmodel is improved by the number
proportion of the positive instances to the negative ones [13,
14]; however the spatial distribution of the initial instances
has not been involved in the model training process. In this
paper, we aim to provide a better solution of the value of
parameter 𝐶, thus under the same conditions it can achieve a
relatively accurate classification result.

2. Traditional Model of SVM

According to (1), since𝑌 is positive (or negative) when𝜔𝑇𝑋
𝑖
+

𝑏 > 0 (or 𝜔𝑇𝑋
𝑖
+ 𝑏 < 0), |𝜔𝑇𝑋

𝑖
+ 𝑏| can be denoted

by 𝑠 = 𝑌
𝑖
(𝜔
𝑇
𝑋
𝑖
+ 𝑏), where 𝑠 is the distance between

an arbitrary instance (𝑋
𝑖
, 𝑌
𝑖
) and the SVM interface. When

seeking the appropriate 𝜔 and 𝑏 in order to maximize the
distance between the support vectors and the SVM interface,
on the proportionally scale, the distance 𝑠will not change the
values of 𝜔 and 𝑏. Thus, 𝑠 can be presented by

𝑠 = 𝑌
𝑖
((
𝜔

‖𝜔‖
)

𝑇

𝑋
𝑖
+
𝑏

‖𝜔‖
) . (2)

Normalizing the geometric interval to ‖𝜔‖ = 1, (2) can be
subjected to

max
𝜔,𝑏

𝑠

s.t. 𝑌
𝑖
(𝜔
𝑇
𝑋
𝑖
+ 𝑏) ≥ 𝑠 𝑖 = 1, 2, 3, . . . , 𝑛

‖𝜔‖ = 1.

(3)

Since ‖𝜔‖ = 1 is not convex, for the max
𝜔,𝑏
𝑠/‖𝜔‖, (3) is

subject to

min
𝜔,𝑏

1

2
‖𝜔‖
2

s.t. 𝑌
𝑖
(𝜔
𝑇
𝑋
𝑖
+ 𝑏) ≥ 1 𝑖 = 1, 2, 3, . . . , 𝑛.

(4)

Computing the minimum ‖𝜔‖2 under the condition of
𝑌
𝑖
(𝜔
𝑇
𝑋
𝑖
+ 𝑏) ≥ 1, the Lagrangian function can be imported

by

𝐿 (𝛼, 𝜔, 𝑏) =
1

2
‖𝜔‖
2
+

𝑛

∑

𝑖=1

𝛼
𝑖
(1 − 𝑌

𝑖
(𝜔
𝑇
𝑋
𝑖
+ 𝑏)) . (5)

The minimum 𝐿(𝛼, 𝜔, 𝑏) can be acquired by the deriva-
tion of the parameters 𝜔 and 𝑏 such that

𝜕𝐿 (𝛼, 𝜔, 𝑏)

𝜕𝜔
= 𝜔 −

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
𝑋
𝑖
= 0 ⇒ 𝜔 =

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
𝑋
𝑖

𝜕𝐿 (𝛼, 𝜔, 𝑏)

𝜕𝑏
=

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
= 0.

(6)

Integrating (5) and (6), we finally obtain

𝐿 (𝛼, 𝜔, 𝑏) =
1

2
𝜔
𝑇

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
𝑋
𝑖
+

𝑛

∑

𝑖=1

𝛼
𝑖

−

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
𝜔
𝑇
𝑋
𝑖
−

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
𝑏

= −
1

2
𝜔
𝑇

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
𝑋
𝑖
+

𝑛

∑

𝑖=1

𝛼
𝑖
− 𝑏

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖

=

𝑛

∑

𝑖=1

𝛼
𝑖
−
1

2
(

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
𝑋
𝑖
)

𝑇
𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
𝑋
𝑖
− 𝑏

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖

=

𝑛

∑

𝑖=1

𝛼
𝑖
−
1

2

𝑛

∑

𝑖=1,𝑗=1

𝛼
𝑖
𝑌
𝑖
𝑋
𝑖

𝑇
𝛼
𝑗
𝑌
𝑗
𝑋
𝑗
− 𝑏

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖

=

𝑛

∑

𝑖=1

𝛼
𝑖
−
1

2

𝑛

∑

𝑖=1,𝑗=1

𝑌
𝑖
𝑌
𝑗
𝛼
𝑖
𝛼
𝑗
𝑋
𝑖

𝑇
𝑋
𝑗
− 𝑏

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
.

(7)

Combining (5) and (7), we get

𝐿 (𝛼, 𝜔, 𝑏) =

𝑛

∑

𝑖=1

𝛼
𝑖
−
1

2

𝑛

∑

𝑖=1,𝑗=1

𝑌
𝑖
𝑌
𝑗
𝛼
𝑖
𝛼
𝑗
𝑋
𝑖

𝑇
𝑋
𝑗
. (8)

In (8), the value of 𝐿(𝛼, 𝜔, 𝑏) is only related to the
parameter 𝛼. The training process of 𝛼 can be solved by the
sequential minimal optimization (SMO) algorithm [16–18].

3. C-SVM on the Penalty Parameter
of the Error Term

The selection of the SVM interface is determinate according
to the distribution of the support vectors. This means that a
slight position change of one single support vector could lead
to an obvious movement of the SVM interface. In another
situation, if there is an instance in which a system outlier
exists in the area of the opposite class, the SVM interface
must be inflected so that it will no longer generate accurate
classification results. Therefore, an error term is introduced
to tolerate some erroneous instances in the opponent classi-
fication. In the C-support vector machine (C-SVM) model
[19, 20], we use a nonnegative parameter 𝜍

𝑖
, for example,

slack error term, which enables the geometric interval 𝑠 < 1
between some erroneous instances and the SVM interface,
according to (2). Slackening the restriction, we must rebuild
the constraint function for the penalty of the outliers:

min
𝜔,𝑏

1

2
‖𝜔‖
2
+ 𝐶

𝑛

∑

𝑖=1

𝜍
𝑖

s.t. 𝑌
𝑖
(𝜔
𝑇
𝑋
𝑖
+ 𝑏) ≥ 1 − 𝜍

𝑖
𝑖 = 1, 2, 3, . . . , 𝑛

𝜍
𝑖
≥ 0 𝑖 = 1, 2, 3, . . . , 𝑛.

(9)

In (9), coefficient 𝐶 is the penalty parameter of the
error term, which is used to control the tolerance of the
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𝛼
2

(0, C)

H2

(C, 0)

(C, C)

𝛼
1

𝛼
1
− 𝛼

2
= 𝜉

𝛼
2
− 𝛼

1
= 𝜉

H1: (0, C − 𝜉)

L2: (C − 𝜉, 0)L1

(0, 0)

(a)

𝛼
2

(0, C)

H2

(C, 0)

(C, C)

𝛼
1

𝛼
1
+ 𝛼

2
= −𝜉

H1: (0, 𝜉 − C)

L2: (𝜉 − C, 0)
L1

(0, 0)

𝛼
2
+ 𝛼

1
= 𝜉

(b)

Figure 1: Parameter training process of SMO. (a) Adjustment of the parameter when Y1Y2 = 1. (b) Adjustment of the parameter when
Y1Y2 = −1.

systematic outliers. A larger 𝐶 value allows less outliers to
exist in the opponent classification, or vice versa. Utilizing the
Lagrangian function to calculate the extremumof (9), (5) can
be rebuilt by

𝐿 (𝛼, 𝜔, 𝑏, 𝜍)

=
1

2
‖𝜔‖
2
+

𝑛

∑

𝑖=1

𝛼
𝑖
(1 − 𝑌

𝑖
(𝜔
𝑇
𝑋
𝑖
+ 𝑏) − 𝜍

𝑖
)

+ 𝐶

𝑛

∑

𝑖=1

𝜍
𝑖
−

𝑛

∑

𝑖=1

𝛽
𝑖
𝜍
𝑖
.

(10)

In (10), parameters 𝛼
𝑖
and 𝛽

𝑖
are the Lagrangian fac-

tors for the training instances and the systematic outliers,
respectively. The extremum of 𝐿(𝛼, 𝜔, 𝑏, 𝜍) can be acquired in
correspondence with (6). Since 𝐶 and 𝛽 are not related to 𝜔
and 𝑏 for SVMmodel, (9) can be subject to

max
𝛼

𝑊(𝛼) =

𝑛

∑

𝑖=1

𝛼
𝑖
−
1

2

𝑛

∑

𝑖=1,𝑗=1

𝑌
𝑖
𝑌
𝑗
𝛼
𝑖
𝛼
𝑗
⟨𝑋
𝑖
, 𝑋
𝑗
⟩

s.t. 0 ≤ 𝛼
𝑖
≤ 𝐶 𝑖 = 1, 2, 3, . . . , 𝑛

𝑛

∑

𝑖=1

𝛼
𝑖
𝑌
𝑖
= 0.

(11)

When calculating (11) via the SMOprocess, one can adjust
only two 𝛼

𝑖
at each iteration and consider the rest as the

constants until it satisfies all Karush-Kuhn-Tucker (KKT)
conditions [21–23]:

𝛼
1
𝑌
1
+ 𝛼
2
𝑌
2
= −

𝑛

∑

𝑖=3

𝛼
𝑖
𝑌
𝑖
= 𝜉. (12)

The output 𝑌 is labeled with +1 or −1 as the positive or
the negative instance. Thereby, when 𝑌

1
𝑌
2
= −1, (12) can be

regarded as a line with gradient of 1: (𝛼
1
−𝛼
2
= 𝜉 or 𝛼

2
−𝛼
1
=

𝜉). When 𝑌
1
𝑌
2
= 1, it can be regarded as a line with gradient

of −1: (𝛼
2
+ 𝛼
1
= 𝜉 or 𝛼

1
+ 𝛼
2
= −𝜉). When adjusting 𝛼

1
and

𝛼
2
, the value of the parameters should satisfy the functions

of the lines according to Figure 1. Meanwhile, they must be
restricted within the square with length 𝐶, where 𝐶 is the
penalty parameter of the error term in (9). Therefore, when
𝑌
1
𝑌
2
= −1,

𝐿 = max (0, 𝛼
2
− 𝛼
1
)

𝐻 = min (𝐶, 𝐶 + 𝛼
2
− 𝛼
1
) ;

(13)

otherwise,

𝐿 = max (0, 𝛼
2
+ 𝛼
1
− 𝐶)

𝐻 = min (𝐶, 𝛼
2
+ 𝛼
1
) .

(14)

Continue the SMO process; set 𝐾
𝑖𝑗
= ⟨𝑋
𝑖
, 𝑋
𝑗
⟩:

𝛼
new
2
=
𝑌
2
(𝑌
2
− 𝑌
1
+ 𝑌
1
𝜉 (𝐾
11
− 𝐾
12
) + V
1
− V
2
)

𝐾
11
+ 𝐾
22
− 2𝐾
12

(15)

𝛼
new
2
= 𝛼

old
2
+
𝑌
2
(𝐸
1
− 𝐸
2
)

𝜂
. (16)

In (16), 𝐸
𝑖
is the dissimilarity between the real value of

the model V
𝑖
= 𝜔
𝑇
𝑋
𝑖
+ 𝑏 in (−∞, +∞) and the output

of 𝑌
𝑖
in [+1, −1]. By definition of 𝐾

𝑖𝑗
, 𝜂 equals the square

of the distance of the vectors; that is, 𝜂 = ‖𝑋
𝑖
− 𝑋
𝑗
‖
2. As

vector𝑋
𝑖
follows a certain distribution, 𝜂 is a constant in (16).

The training process of the Lagrangian factors 𝛼
1
and 𝛼

2
is

calculated by (15) and (16), and it is limited by (13) and (14).
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Outliers
?

Figure 2: A heterogeneous distribution of the initial instances for
C-SVM, Hypothesis 1: the number of the positive instances is much
greater than the number of negative instances.

Integrated with KKT conditions, the final training process of
𝛼
2
can be demonstrated by

𝛼
new,clipped
2

=

{{{{

{{{{

{

𝐿 𝛼
new
2
≤ 𝐿

𝛼
new
2

𝐿 < 𝛼
new
2
< 𝐻

𝐻 𝛼
new
2
≥ 𝐻,

(17)

where 𝛼
1
= (𝜉 − 𝛼

2
𝑌
2
)𝑌
1
, 𝛼old
1
= 𝜉 − 𝑌

1
𝑌
2
𝛼
old
2
, and 𝛼new

1
=

𝜉−𝑌
1
𝑌
2
𝛼
new,clipped
2

.The training process of 𝛼
1
can be finalized

by

𝛼
new
1
= 𝛼

old
1
+ 𝑌
1
𝑌
2
(𝛼

old
2
− 𝛼

new,clipped
2

) . (18)

The training process stops when all 𝛼
𝑖
values satisfy the

KKT conditions:

𝑎
𝑖
= 0 ⇐⇒ 𝑌

𝑖
V
𝑖
≥ 1

0 < 𝑎
𝑖
< 𝐶 ⇐⇒ 𝑌

𝑖
V
𝑖
= 1

𝑎
𝑖
= 𝐶 ⇐⇒ 𝑌

𝑖
V
𝑖
≤ 1.

(19)

4. Optimization of the Penalty Parameter of
the Error Term

Since there is no theoretical selection of the penalty param-
eter of the error term, grid-search is recommended on the
value of 𝐶 using cross-validation. Once the appropriate 𝐶 is
determined (e.g., 𝐶 = 2−5, 2−3, . . . , 215), the same value must
be implemented on both positive and negative instances.

Hypothesis 1. In Figure 2, the red dots represent posi-
tive instances, and the blue diamonds represent negative
instances. Assume four instances (two positive and two
negative) are outliers, which are circled by the black ellipses.
The following will happen: since there is a large number of
positive instances, deleting two of them as the support vectors
may not change the position of the SVM interface. However,
the same phenomenon does not occur with the negative
instances. Deleting two negative support vectors will produce

SVM interface

Figure 3: Heterogeneous distribution of the initial instances for C-
SVM, Hypothesis 2: when the number of positive instances is equal
to the number of negative instances, the positive instances account
for a larger area.

an obvious change in the position of the SVM interface.Thus,
an unbeknown instance represented by a black dot will be
erroneously classified to the positive set, which should have
belonged to the negative set if𝐶were not implemented in the
SVMmodel.

According to the analysis above, we provide different
values of 𝐶 for positive instances and negative instances
instead of a constant value of the penalty parameter for all
nodes. Thus, (9) can be improved by

min
𝜔,𝑏

1

2
‖𝜔‖
2
+ 𝐶
+

𝑙

∑

𝑖=1

𝜍
𝑖
+ 𝐶
−

𝑙+𝑚

∑

𝑖=𝑙+1

𝜍
𝑖

s.t. 𝑌
𝑖
(𝜔
𝑇
𝑋
𝑖
+ 𝑏) ≥ 1 − 𝜍

𝑖
𝑖 = 1, 2, 3, . . . , 𝑛

𝜍
𝑖
≥ 0 𝑖 = 1, 2, 3, . . . , 𝑛.

(20)

In (20), 𝑙 presents all positive instances, and𝑚 denotes the
negative instances. Since the positive instances can tolerate
more system outliers due to the large number of instances,
𝐶
+ can be assigned a smaller value than 𝐶−.

Hypothesis 2. In Figure 3, the number of positive instances is
equal to the number of negative instances, but the negative
instances can tolerate more system outliers due to the initial
distribution of the data.

Hypothesis 3. In Figure 4, the number of positive instances
is even larger than the number of negative instances, but
the penalty parameter for the positive instances can be
stricter than for the negative instances. Therefore, 𝐶+ must
be assigned a larger value in Hypothesis 2 than in Hypothesis
3.

Integrated with all the hypotheses, we find that the
proportion of𝐶+ and𝐶− is relevant to the number of positive
and negative instances and the distribution of the initial
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SVM interface

Figure 4: Heterogeneous distribution of the initial instances for
C-SVM, Hypothesis 3: when the number of positive instances is
larger than the number of negative instances, the positive instances
account for a larger area.

SVM interface

|mas(S) − min(S)|

Figure 5: Density-based, parameter-weights optimization on the
distribution of a heterogeneous dataset for C-SVM.

data samples. Therefore, we propose a density-based, penalty
parameter optimization of the error term:

𝐷
+
=


max ((𝜔𝑇𝑋

𝑖
+ 𝑏) / ‖𝜔‖) −min ((𝜔𝑇𝑋

𝑖
+ 𝑏) / ‖𝜔‖)



𝑙

𝐷
−
=


min ((𝜔𝑇𝑋

𝑖
+ 𝑏) / ‖𝜔‖) −max ((𝜔𝑇𝑋

𝑖
+ 𝑏) / ‖𝜔‖)



𝑚
.

(21)

In (21), 𝐷+ and 𝐷− present the sample density of the
positive instances and the negative instances, respectively.
The larger the value of𝐷 is, the smaller the sample density is,
and, thus, a smaller𝐶 can be assigned. According to Figure 5,
the density of the corresponding instances is decided by the
distance between the remotest node and the nearest node
from the SVM interface divided by the number of instances.

5. Experiments

We chose a dataset from the official website of LIBSVM,
which contains many classifications, regressions, and multil-
abel datasets stored in LIBSVM format. Many are from UCI,

Table 1: Standard dataset for classification.

Name Type Class Training
size

Testing
size Feature

a1a Classification 2 1,605 30,956 123
a2a Classification 2 2,265 30,296 123
a3a Classification 2 3,185 29,376 123
a4a Classification 2 4,781 27,780 123
w1a Classification 2 2,477 47,272 300
w2a Classification 2 3,470 46,279 300
w3a Classification 2 4,912 44,837 300
w4a Classification 2 7,366 42,383 300

Statlog, StatLib, and other collections [24]. The data groups
used in our experiments are listed in Table 1.

In order to evaluate the accuracy of our proposed
algorithm, we optimized the C-SVM model based on LIB-
SVM tools [14] using linear kernel function 𝜔𝑇𝑋 + 𝑏. The
comparative tests are set by (1) the uniform 𝐶 for both
instances as traditional C-SVM, (2) the 𝐶+ and 𝐶− that
correspond to the ratio of the positive instance number
and the negative instance number, and (3) the 𝐶+ and 𝐶−
that correspond to our proposed, density-based, penalty
parameter optimization.

Aiming at testing whether the proposed algorithm has
a positive performance under all circumstances, we simply
assigned 𝐶 the values of 0.5, 1, 10, 50, and 100 instead of
doing the grid-search. In our proposed optimization, (21) can
provide only the proportions of 𝐶+ and 𝐶−, but not the exact
values. Therefore, we used

𝐶
+
= 𝐶 + Δ (𝐶 = 0.5, 1, . . . , 100)

𝐶
−
= 𝐶 − Δ (𝐶 = 0.5, 1, . . . , 100)

𝐶
+

𝐶−
=
𝐷
+

𝐷−
.

(22)

For comparative test 2, the proportion of the 𝐶+ and 𝐶−
was decided by the number of positive instances𝑁+ and the
number of negative instances𝑁−:

𝐶
+
= 𝐶 + Δ (𝐶 = 0.5, 1, . . . , 100)

𝐶
+
= 𝐶 + Δ (𝐶 = 0.5, 1, . . . , 100)

𝐶
+

𝐶−
=
𝑁
−

𝑁+
.

(23)

In our proposed algorithm, the SVM interface is
unknown before the classification. In order to calculate the
density of the corresponding class, we first implement a
traditional C-SVM and confirm the position of the SVM
interface. In this way, the densities of the positive and negative
instances can be computed via (21), and then 𝐶+ and 𝐶−
eventually can be determined by (23).

We evaluated the accuracy of our proposed algorithm via
precision, recall, and 𝐹-measure. The precision rate was the
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Table 2: Systematic precision at different parameter values (%).

Model 𝐶 = 0.5 𝐶 = 1 𝐶 = 10 𝐶 = 50 𝐶 = 100
a1a-1 84.03 83.82 83.77 83.69 83.64
a1a-2 77.41 78.65 78.56 78.65 78.72
a1a-3 83.92 83.31 83.26 83.11 83.10
a2a-1 84.60 84.28 84.02 83.98 83.95
a2a-2 76.89 77.27 77.26 77.19 77.20
a2a-3 84.47 84.30 84.04 83.92 83.88
a3a-1 84.50 84.32 84.08 84.07 84.07
a3a-2 77.53 77.88 77.89 77.83 77.80
a3a-3 84.37 84.35 84.11 84.08 84.07
a4a-1 84.29 84.25 84.18 84.06 84.07
a4a-2 78.49 79.22 79.13 79.20 79.16
a7a-3 83.96 84.08 84.12 84.23 84.11
w1a-1 97.56 97.74 97.46 96.75 96.56
w1a-2 95.10 96.10 94.94 94.25 94.66
w1a-3 97.62 97.84 97.53 97.34 97.21
w2a-1 97.86 98.07 97.53 97.27 97.07
w2a-2 94.88 96.03 95.78 94.86 94.90
w2a-3 98.12 98.21 97.92 97.63 97.58
w3a-1 97.83 98.29 98.02 97.84 97.83
w3a-2 95.27 96.22 96.01 95.51 95.62
w3a-3 97.91 98.24 98.36 98.07 98.02
w4a-1 98.01 98.39 98.26 98.07 97.95
w4a-2 95.58 96.52 96.50 96.15 96.22
w4a-3 98.01 98.42 98.38 98.27 98.26

number of correctly classified instances divided by the num-
ber of total instances. Table 2 shows the experimental results
of the precision rate of the different algorithms for different
𝐶 values, where a1a-1, a1a-2, and a1a-3 present the traditional
C-SVM, improved C-SVM on number proportion (23), and
our proposed, density-based C-SVM (22), respectively.

Recall rate indicates the number of the right classi-
fied positive instances by the number of the total positive
instances in the testing set. Table 3 shows the experimental
results of the recall rates provided by the different algorithms
different values of 𝐶.

Table 1 indicates that the size of the testing set of w1a was
47,272, which was composed of 1,407 positive instances and
45,865 negative instances. For this distribution, we predict all
unknown inputs as the negative instances. In this way, all of
the 45,865 negative instances can be classified correctly with
the precision of 97.02%. Therefore, the recall rate is of great
importance as a supplementary measure. In a1a, a2a, a3a, and
as a4a datasets, the size of the negative instances is about
double that of the positive instances. Method 2 (number
proportion-based optimization) sacrifices the precision rate
in an acceptable range, but it improves the recall rate in a large
scale. In Method 3 (our proposed density-based C-SVM), 12
groups in 20 experiments had slightly decreased precision
rates, while the other eight groups successfully enhanced it.
All 20 experiments by Method 3 improved the recall rate, but
not to the extent that Method 2 did.

Table 3: Systematic recall for different parameter values (%).

Model 𝐶 = 0.5 𝐶 = 1 𝐶 = 10 𝐶 = 50 𝐶 = 100
a1a-1 60.07 60.60 61.46 61.50 61.46
a1a-2 87.21 85.87 85.14 84.99 84.97
a1a-3 73.02 72.73 72.16 71.54 71.52
a2a-1 59.17 62.04 62.29 62.61 62.77
a2a-2 88.10 87.54 86.34 86.22 86.19
a2a-3 79.37 79.22 78.94 78.73 78.56
a3a-1 57.64 60.58 60.70 60.70 60.71
a3a-2 87.28 86.39 85.84 85.67 85.75
a3a-3 78.93 79.01 78.54 78.33 78.28
a4a-1 58.39 60.20 60.90 60.90 60.92
a4a-2 86.61 85.69 85.57 85.60 85.65
a4a-3 80.01 79.56 79.34 79.42 79.38
w1w-1 19.97 50.39 49.82 45.98 46.41
w1w-2 66.95 59.51 50.82 47.46 47.69
w1w-3 70.42 70.13 68.24 67.03 67.12
w2w-1 31.41 51.24 56.27 57.14 56.49
w2w-2 73.03 70.12 65.01 61.52 60.64
w2w-3 72.76 72.53 71.88 72.02 70.93
w3w-1 29.42 53.97 58.01 56.59 58.23
w3w-2 77.47 73.05 68.34 65.64 63.47
w3w-3 77.12 76.87 76.31 75.54 75.65
w4w-1 36.18 55.50 60.73 61.84 62.07
w4w-2 77.28 73.71 70.31 68.17 67.46
w4w-3 77.37 76.52 76.43 75.12 74.83

Inw1a, w2a, w3a, andw4a datasets, the size of the negative
instances was many times greater than that of the positive
instances. Our proposed method indicated that there were
obvious advantages in both precision rate and recall rate.
Traditional C-SVM has a high precision rate, but it performs
poorly with respect to recall rate. Method 2 improved the
recall performance and decreased the precision rate, which
was similar to the findings of previous experiments. Method
3 enhanced the precision rate to a greater extent than
traditional C-SVM, and it simultaneously improved the recall
rate over that of Method 2.

The 𝐹-measure is a comprehensive evaluation of both
precision and recall. In (24), beta is the parameter that adjusts
the weights between the precision rate and the recall rate.
When we consider precision more important, the value of
beta should be > 1. On the contrary, in some cases, such
as alarming or warning, the recall rate is significant in
determining all of the potential risks. Thus, the value of beta
should be < 1:

𝐹-measure =
((beta)2 + 1) × PRE × REC

(beta)2 × PRE + REC
. (24)

Table 4 provides the evaluation results by 𝐹-measure
with beta = 1. Figures 6 and 7 explicitly demonstrate
that the comparisons among M-1 (traditional C-SVM), M-2
(number proportion-based C-SVM optimization), and M-3
(density-based C-SVM optimization). Each statistical result
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Table 4: Systematic F-measure at different parameter values (%).

Model 𝐶 = 0.5 𝐶 = 1 𝐶 = 10 𝐶 = 50 𝐶 = 100
a1a-1 70.06 70.34 70.90 70.90 70.85
a1a-2 82.02 82.10 81.72 81.70 81.73
a1a-3 78.09 77.66 77.31 76.89 76.88
a2a-1 69.63 71.47 71.54 71.74 71.84
a2a-2 82.12 82.09 81.55 81.45 81.44
a2a-3 81.84 81.68 81.41 81.24 81.13
a3a-1 68.53 70.51 70.50 70.50 70.51
a3a-2 82.11 81.91 81.67 81.56 81.58
a3a-3 81.56 81.59 81.23 81.10 81.07
a4a-1 69.09 70.29 70.78 70.77 70.79
a4a-2 82.35 82.33 82.22 82.28 82.27
a4a-3 81.94 81.76 81.66 81.75 81.68
w1w-1 33.16 66.50 65.94 62.34 62.70
w1w-2 78.58 73.81 66.20 63.40 63.43
w1w-3 81.82 81.70 80.30 79.39 79.41
w2w-1 47.56 67.31 71.37 71.99 71.42
w2w-2 82.53 81.05 77.45 74.63 74.00
w2w-3 83.56 83.44 82.90 82.89 82.15
w3w-1 45.23 69.68 72.88 71.70 73.01
w3w-2 85.45 83.05 79.85 77.81 76.30
w3w-3 86.28 86.25 85.94 85.34 85.39
w4w-1 52.85 70.97 75.06 75.85 75.99
w4w-2 85.46 83.59 81.35 79.78 79.31
w4w-3 86.48 86.10 86.03 85.15 84.96

was obtained by the average of one certain data group for𝐶 =
0.5, 1, 10, 50, and 100.

Figure 6 shows datasets a1a, a2a, a3a, and a4a, in which
the size of the negative instances was several times greater
than that of the positive instances. Both M-2 and M-3 can
generate better 𝐹-measure evaluations than M-1, traditional
C-SVM. Concerning the 𝐹-measure, M-2 performs even
better, but, in doing so, systematic precision was sacrificed in
order to achieve better recall. Our proposed M-3 minimizes
the losses of systematic precision and evidently enhances the
𝐹-measure to a greater extent than M-1.

Figure 7 shows datasets w1a, w2a, w3am, and w4a, in
which the size of the negative instances is far greater than
that of the positive instances. M-3 had the best results for
precision, recall, and𝐹-measure.Therefore, for the given data
distribution, our proposed density-based C-SVM optimiza-
tion provided a remarkable advantage for the classification of
data.

6. Conclusions

In this paper, we presented density-based penalty parameter
optimization in C-SVM algorithm. In traditional C-SVM, as
the penalty parameter of the error term, 𝐶 is used to control
the tolerance of the systematic outliers. A larger value of 𝐶
allows less outliers to exist in the opponent classification.
Grid-search is generally implemented in the computation
of the values of 𝐶. In order to enhance the accuracy of
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Figure 6: Comparison of the 𝐹-measure among traditional C-SVM
(M-1), number proportion-based optimization (M-2), and density-
based optimization (M-3) via datasets in which the size of the
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the algorithm, LIBSVM sets different values of 𝐶 for positive
and negative slack error terms based on the number propor-
tion of the positive and negative instances. The principle of
number proportion-based C-SVM optimization is that the
weight of each instance is decided by the possibility that this
instance itself is a system outlier and by the extent to which
it will lead the change in the position of the SVM interface.
Motivated by this idea, our proposed density-based penalty
parameter optimization ismore integrated consideration that
includes the sizes of the positive and negative instances and
takes the distribution of those instances into account. We
implemented our experiments in the standard datasets for
classifications. The results of the evaluation indicated that
number proportion-based C-SVM optimization normally
deserves a better 𝐹-measure, but it enhances the systematic
recall in a large scale while simultaneously decreasing the
systematic precision. Compared with number proportion-
based C-SVM optimization, our proposed density-based
method improved the systematic recall and maintained
systematic precision according to traditional C-SVM. Our
proposed density-based method demonstrated outstanding
performance on both precision and recall, especially for
datasets in which the number of negative instances was far
greater than the number of positive instances.
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In delay-tolerant networks, network topology changes dynamically and there is no guarantee of continuous connectivity between
any two nodes.These featuresmakeDTN routing one of important research issues, and the application of social networkmetrics has
led to the design of recentDTN routing schemes. In this paper, we propose an efficient routing scheme by using a node’s local contact
history and social network metrics. Each node first chooses a proper relay node based on the closeness to the destination node. A
locally computed betweenness centrality is additionally utilized to enhance the routing efficiency. Through intensive simulation,
we finally demonstrate that our algorithm performs efficiently compared to the existing epidemic or friendship routing scheme.

1. Introduction

A delay-tolerant network (DTN) [1, 2] has promised to
enable communication between challenged networks, which
includes deep space networks, sensor networks, and mobile
ad hoc networks. In DTNs, network topology changes
dynamically, and the lack of end-to-end connectivity poses
a number of challenges in routing in DTNs. To enable com-
munication in DTNs, messages may have to be buffered for a
long time by intermediate nodes, and the mobility of those
nodes must be exploited to bring messages closer to their
destination by exchanging messages between nodes as they
meet. So the message delivery probability is unpredictable.
Designing efficient routing protocols in DTNs can tackle
various issues arising due to lack of continuous network
connectivity.

DTNmessage routing schemes have been generally made
by adopting various heuristics [3–9]. They have tried to
balance the overhead caused by redundant message copies
with successful delivery and minimal delay of message
delivery. Utilizing social network characteristic [10] has been
recently studied in designing efficient routing protocols.
Many studies have shown that nodes tend to have mobility

patterns influenced by their social relationships and/or social
behavior [1, 11]. By examining the social network of the
DTN nodes, it may be possible to optimize data routing by
forwarding data to nodes that are much socially related.

In DTNs, nodes encounter other nodes and store contact
information (e.g., when they met and when they are sepa-
rated) to their buffers. Thus, many studies have examined
contact information when they analyze social relationships
of DTN nodes. Bulut and Szymanski [12] introduced a new
metric, called social pressures metric (SPM), to detect the
quality of friendships of each node accurately.They calculated
the edge weight based on contact information and used it
when constructing the friendship community where the set
of nodes have close friendship between each other. They
also presented a new sociality-based routing scheme, called
friendship routing, which utilizes the edge weight to make the
forwarding decisions of messages.

If a sender node could know which node is important to
utilize as a relay node, it would forwardmessages to suchnode
to increase overall routing efficiency. Node centrality analysis
is about identifying the most important nodes in a network.
The betweenness centrality examines the extent to which a
node is between all other nodes within the network [13–15].
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Because a node with high betweenness has the capacity to
facilitate interactions between nodes, it has been frequently
used to design efficient data forwarding and dissemination
schemes in DTNs.

On the other hand, there have been some efforts [14, 17–
20] to provide an approximation of the real betweenness by
using a node’s local topology information. The ego network
is the network consisting of a single node together with
its immediate neighbors and all the links among those
nodes. The ego betweenness is simply the centered node’s
betweenness in the ego network. It can be calculated locally
by each node in a distributed manner without the complete
knowledge of entire network. In our previous study [16], we
examined the relationship between the ego betweenness and
the globally computed traditional betweenness.We generated
Bernoulli networks and calculated each node’s ego between-
ness and traditional betweenness on them and revealed that
the relative ranks ordered by the two betweenness values
have high positive correlation. It means that two nodes can
compare their own locally calculated ego betweenness and
the relatively higher betweenness node can be determined
without the calculation of high complexity.

In this paper, we propose an efficient DTN routing
scheme where each node chooses a proper relay node based
on its local contact history. In order to enhance the routing
efficiency, the expanded ego-network betweenness centrality
[16] is utilized. In this paper, we propose how each node
gets the information to calculate the expanded ego-network
betweenness and identifies a proper relay node within the
network. We have demonstrated that our scheme performs
efficiently compared to the existing epidemic or friendship
routing scheme.

The rest of this paper is organized as follows. Section 2
provides related works dealing with socially aware routing
scheme. Section 3 explains how to construct a social network
in each node and how to get the expanded ego between-
ness centrality, and Section 4 presents the proposed routing
scheme. Section 5 shows a simulation analysis, and Section 6
finally concludes this paper.

2. Related Work

Due to the lack of global knowledge of the network topology
and unstable end-to-end path in DTNs, the message routing
schemes are generally made by adopting various heuristics,
such as forwarding a number of message copies epidem-
ically [3], controlled forwarding (or spraying) [4], utility-
based forwarding (or estimating the likelihood of forward-
ing messages) [5], utilizing the contact locations [6], and
focusing on the contact frequencies [7]. Such schemes were
adapted over time to address different performancemeasures,
delivery ratio, message latency, and overhead. They have
tried to balance the overhead caused by redundant copies
with successful delivery and minimal delay. Accordingly,
multiobjective optimization is needed to solve the trade-off
problems.

Recently, many researches have shown that users tend to
havemobility patterns influenced by their social relationships

and/or by their attraction to physical places that have special
meaning with respect to their social behavior [11]. The social
relations achieved by the complex network analysis may
capture the inherent characteristics of the network topology
and are less volatile than the transmission links (or physical
contacts) between nodes. Accordingly, the application of
social network analysis to DTNs has led to the design of a
new class of DTN routing schemes. Hui et al. [13] proposed
the BUBBLE Rap scheme where each node was assumed to
have two rankings, global and local.While the former denotes
the centrality of the node in the entire society, the latter
denotes its centrality within its own community.Messages are
forwarded to nodes having higher global ranking until a node
in the destination’s community is found. Then, the messages
are forwarded to nodes having higher local ranking within
destination’s community. Daly and Haahr [14] proposed the
SimBetTS scheme where the betweenness centrality metric
as well as the similarity metric is used to increase the
performance of routing. In each contact of two nodes, the
utility function containing these two metrics is calculated for
each destination; then the node having higher utility value for
a destination is given the messages.

Finally, Bulut and Szymanski [12] introduced a method
of detecting the quality of friendship by calculating the social
pressure metric (SPM) from contact graphs. By recording
contacts seen in the past, a contact graph can be generated
where each vertex denotes a DTN node and each edge
represents one or more past contacts between two nodes. An
edge in this contact graph indicates the information that two
nodes encountered each other in the past.Thus, the existence
of an edge intends to have predictive capacity for future
contacts. Bulut and Szymanski calculated the edge weight
based on contact graph and used it to construct the friendship
community of which nodes have close friendship between
each other.They also presented a new sociality-based routing
scheme, called friendship routing, which utilizes the edge
weight to make the forwarding decisions of messages.

3. Local Information-Based
Social Network Construction

In this paper, we consider a network constituted by nodes
with mobility, so the network topology changes dynamically.
In a DTN node, the time is discretely slotted from the
start time 𝑡

0
until the end time 𝑡

𝜋
(i.e., each time slot is

denoted as 𝑡
0
, 𝑡
1
, 𝑡
2
, . . . , 𝑡

𝜋
). Each node maintains its own

clock time but shares the same length of time slot. Time
synchronization is not required strictly, but a sophisticated
synchronization schememay help constructmore precise ego
or x-ego network. A DTN node also sends Hello broadcast
message periodically with interval of 𝜏 time slots. In this
paper, we assume that each Hello message contains the
following information: (1) its own identifier and (2) a set of
identifiers of social neighbor nodes, the latter of which will be
explained later.

Let us assume that 𝑟 is a transmission range of a node.
We assume that when a node sends a message to any node
within a distance 𝑑 ≤ 𝑟without any failure. A node 𝑖 can start
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(1) Slide its contact window by 𝛿 time slots
(2) for a node 𝑗 which the node 𝑖 has at least one contact with do
(3) if 𝑤

𝑖,𝑗
> 𝜃 then

(4) 𝑉
𝑖,𝑥
= 𝑉
𝑖,𝑥
∪ {𝑗}

(5) 𝐸
𝑖,𝑥
= 𝐸
𝑖,𝑥
∪ {(𝑖, 𝑗)}

(6) if 𝑁
𝑗,𝑦

̸=0 then
(7) 𝑉

𝑖,𝑥
= 𝑉
𝑖,𝑥
∪ 𝑁
𝑗,𝑦

(8) 𝐸
𝑖,𝑥
= 𝐸
𝑖,𝑥
∪ {(𝑗, 𝑘)} for 𝑘 ∈ 𝑁

𝑗,𝑦

(9) end if
(10) else
(11) if 𝑗 ∈ 𝑉

𝑖,𝑥
then

(12) 𝑉
𝑖,𝑥
= 𝑉
𝑖,𝑥
− {𝑗} − (𝑁

𝑗,𝑦
− 𝑁
𝑗,𝑥
)

(13) 𝐸
𝑖,𝑥
= 𝐸
𝑖,𝑥
− {(𝑖, 𝑗)}

(14) 𝐸
𝑖,𝑥
= 𝐸
𝑖,𝑥
− {(𝑗, 𝑘)} for 𝑘 ∈ 𝑁

𝑗,𝑦

(15) end if
(16) end if
(17) end for

Algorithm 1: Social network construction procedure for a node 𝑖.

to contact with (or encounter) another node 𝑗 when 𝑖 comes
close to 𝑗 and receives a first hello message broadcasted by
𝑗. Assuming that each contact lasts one time slot (i.e., each
contact starts and ends during the same time slot), a contact
between two nodes 𝑖 and 𝑗 at time 𝑡

𝑜
is defined as a 3-tuple

⟨𝑖, 𝑗, 𝑡
𝑜
⟩. If 𝑖 stays within the transmission range of 𝑗, it can

hear a periodic hello message from 𝑗. When 𝑖 does not hear
a predefined number of 𝑗’s hello messages continuously, it
considers that it leaves 𝑗.When 𝑖meets 𝑗 at a time𝛼 and leaves
𝑗 at a time 𝛽, we define 𝛽 − 𝛼 as 𝑖’s contact duration for 𝑗.

3.1. Social Network Construction. Each DTN node records its
contact duration information per node which it has encoun-
tered. Each node allocates contact window in its buffer. Its size
is called contact window size (𝜔) which is predetermined by a
node. When time goes by, the time window slides by 𝛿 time
slots (i.e., 𝛿 is also called as step size). Let 𝑇

0
, 𝑇
1
, . . . denote

the ordered sequence of time windows maintained by a node
and let the 𝑥th time window 𝑇

𝑥
be defined as follows:

𝑇
𝑥
= {𝑡
𝛿⋅𝑥
, 𝑡
𝛿⋅𝑥+1

, 𝑡
𝛿⋅𝑥+2

, . . . , 𝑡
𝛿⋅𝑥+𝜔−1

} , (1)

where 0 ≤ 𝑥 ≤ ⌊(𝜋 − 𝜔 + 1)/𝛿⌋.
For a time window 𝑇

𝑥
, a node 𝑖 maintains the contact

duration time 𝑑
𝑖,𝑗,𝑥

for each node 𝑗 which the node 𝑖makes a
contactwith during𝑇

𝑥
. By the definition of contact,𝑑

𝑖,𝑗,𝑥
is set

to the number of contacts (i.e., the number of 3-tuples ⟨𝑖, 𝑗, 𝑡
𝑜
⟩

where 𝑡
𝛿⋅𝑥

≤ 𝑡
𝑜
≤ 𝑡
𝛿⋅𝑥+𝜔−1

) accumulated in 𝑇
𝑥
and it is used to

determine its social network SN
𝑖,𝑥
, which is valid after the last

time slot 𝑡
𝛿⋅𝑥+𝜔−1

of 𝑇
𝑥
. In SN

𝑖,𝑥
, each vertex corresponds to

nodes which the node 𝑖 has encountered frequently and each
edge corresponds to the relation between the node 𝑖 and the
frequently encountered nodes. We use the same edge weight
as the one proposed by [12]. That is, between the nodes 𝑖 and
𝑗, the following weight 𝑤

𝑖,𝑗
is allocated:

𝑤
𝑖,𝑗
=

𝜔

∫
𝜔

𝑡=0
𝑓 (𝑡) 𝑑𝑡

, (2)

where 𝑓(𝑡) returns the remaining time to the first encounter
of the node 𝑗 after time 𝑡. For example, let us assume that the
contact window size 𝜔 is 10. If the node 𝑖 is in contact with
the node 𝑗 in the first 5 seconds, then separated away for 3
seconds and contacting the node 𝑗 for 2 seconds again, the
weight 𝑤

𝑖,𝑗
of the two nodes is 10/(3 + 2 + 1) = 5/3.

Only if the weight 𝑤
𝑖,𝑗

is larger than the predefined
threshold 𝜃, an edge between the nodes 𝑖 and 𝑗 is created
between the two nodes in the node 𝑖’s social network
SN
𝑖,𝑥
. Usually, 𝜃 is empirically determined depending on the

contact window size 𝜔 as well as the scenario of network
operation. For a time window 𝑇

𝑥
, we will denote a node 𝑖’s

social neighbor nodes by𝑁
𝑖,𝑥
.

It is noted that aDTNnode’s social network is constructed
by using the information about a neighbor’s neighbor nodes
as well as just neighbor nodes. In order to support such a
social network, a DTN node should piggyback 𝑁

𝑖,𝑥
deter-

mined at every end of 𝑇
𝑥
into the Hello messages sent during

𝑇
𝑥+1

. Since the social neighbor nodes are determined during
the previous time window, its information will be more fresh
if the step size 𝛿 of time window and the Hello message
interval 𝜏 are small. At every end of time window 𝑇

𝑥
, a node

𝑖 creates its expanded ego network by its neighbor node 𝑗’s
neighbor nodes𝑁

𝑗,𝑦
where 𝑦 represents the index of the time

window 𝑇
𝑦
maintained by the node 𝑗.

Algorithm 1 represents the social network construction
procedure for a node 𝑖 where 𝑉

𝑖,𝑥
and 𝐸

𝑖,𝑥
mean the sets

of nodes and edges in SN
𝑖,𝑥
. Note that the algorithm is

performed every end of contact window.

3.2. Expanded Ego Betweenness Centrality. The betweenness
centrality has been used as important measure to examine
the extent to which a node is between all other nodes
within the network [15]. When the message is forwarded to
nodes with high betweenness centrality, that message can be
disseminated to entire network in fast way. In this paper, we
will use the betweenness centrality to increase overall routing
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i

Figure 1: Node 𝑖’s expanded ego network [16].

efficiency. In a DTN, however, obtaining the betweenness
of each node is in general impractically expensive since it
requiresDTNnodes, which usually have limitedmemory and
energy, to collect information about their whole social links
through wireless communications. In this paper, therefore,
we consider the situations where each node computes its
betweenness using its local expanded ego network and then
uses the result as an estimate of its true betweenness on the
entire network.

For an arbitrary node 𝑖, the equation of betweenness
centrality 𝐶

𝐵
(𝑖) is defined as follows:

𝐶
𝐵
(𝑖) = ∑

𝑠 ̸= 𝑖 ̸=𝑡∈𝑉,𝑠<𝑡

𝜌
𝑠𝑡
(𝑖)

𝜌
𝑠𝑡

, (3)

where 𝑉 is the set of nodes in the network and 𝑛 is the total
number of nodes, 𝜌

𝑠𝑡
the number of shortest paths between

the two nodes 𝑠 and 𝑡, and 𝜌
𝑠𝑡
(𝑖) is the number of those

shortest paths that pass through the node 𝑖. As mentioned
previously, the betweenness centrality requires the entire
network information but a node cannot know it due to lack
of the whole network-wide end-to-end connectivity.

As we saw in previous section, a node constructs its social
network with its friends and friends of friends information.
Hence, we use the expanded ego betweenness proposed
by [16], which is calculated only with its local contact
information.

Figure 1 illustrates an expanded ego network of a node
𝑖. The network is constituted by the ego (the node 𝑖), its
1-hop neighbors, and its 2-hop neighbors. While the solid
links present the ego network introduced in literature [18,
21], the solid and dashed links represent the expanded ego
network which is constructed by Algorithm 1. In short, the
expanded ego betweenness centrality of the node 𝑖 is equal to
the betweenness centrality of the node 𝑖 within its expanded
ego network. In our previous work, we verified that the
expanded ego betweenness centrality is highly correlatedwith
the betweenness centrality in the complete network. For the
details of the expanded ego betweenness centrality, refer to
[16].

4. Routing Strategy

In our algorithm, a node (1) calculates theweight based on the
contact history recorded for other nodes it has encountered,

k
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Figure 2: Message forwarding condition: 𝑤
𝑗,𝑘

> 𝑤
𝑖,𝑘

or 𝐶
𝐵
(𝑗) >

𝐶
𝐵
(𝑖).

(2) constructs its own social network, and (3) calculates the
expanded ego betweenness centrality. With these pieces of
information, a node makes a decision on a relay node when
it tries to send a message to the destination node.

4.1. Edge Weight Based Strategy. Figure 2 depicts a situation
where a node 𝑖 tries to send a message to the remote desti-
nation node 𝑘 and it just contacts a node 𝑗. The node 𝑖 tries to
make a decision that it should forward (i.e., copy) themessage
to the node 𝑗. Basically, at this time, the node 𝑖 considers
the two edge weight values 𝑤

𝑖,𝑘
and 𝑤

𝑗,𝑘
. A high edge weight

between a pair of two nodes represents how close they are and
it indicates that the future contact opportunity comes high. In
our scheme, the node 𝑖 forwards the message to the node 𝑗 if
the following condition is met:

Condition I: 𝑤
𝑗,𝑘

> 𝑤
𝑖,𝑘
. (4)

This strategy is similar to the one proposed by [12].

4.2. Centrality Based Strategy. On the other hand, we use
the expanded ego betweenness centrality to increase message
delivery efficiency. In DTNs, some nodes hardly meet other
nodes and they have very low edge weights for the previous
encounters. If one of these isolated nodes is set to be the
destination node, source node might not find a proper
relay node to deliver a message, when it would forward the
message only by using the edge weight based strategy. In such
situation, the message destined to the isolated node could
be removed from the sender’s buffer by TTL (time-to-live)
expiration before delivered to the destination.

To prevent this situation, a node 𝑖 also forwards amessage
to a node 𝑗 if𝐶

𝐵
(𝑗) is larger than𝐶

𝐵
(𝑖) even thoughCondition

1 is not met. That is, the second condition for the message
forwarding is as follows:

Condition II: 𝐶
𝐵
(𝑗) > 𝐶

𝐵
(𝑖) . (5)

A high expanded ego betweenness centrality of a node
represents that the node is much socially related with many
other nodes. Hence, the message forwarding to such a node
makes the opportunity high that the message will reach the
destination node, and thus such forwarding strategy can
increase the overall efficiency of message delivery.
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(1) upon reception of a Hello message from a node 𝑗 do
(2) if 𝑗 ∈ SN

𝑖
then

(3) if 𝑤
𝑗,𝑘

> 𝑤
𝑖,𝑘

then
(4) forward the message destined for the node 𝑘 to the node 𝑗
(5) if 𝑤

𝑗,𝑘
> 𝑤
𝑚,𝑘

for all𝑚 ∈ SN
𝑖
then

(6) delete the message destined for the node 𝑘 from the node 𝑖’s buffer
(7) end if
(8) else if 𝐶

𝐵
(𝑗) > 𝐶

𝐵
(𝑖) then

(9) forward the message destined for the node 𝑘 to the node 𝑗
(10) end if
(11) end if

Algorithm 2: Message forwarding procedure when a node 𝑖 tries to deliver the message to the destination node 𝑘.

4.3. Message Delivery Cost Reduction. In this section, we pro-
pose a message management scheme in a node’s buffer to
decrease the overall delivery cost. If a node 𝑖 has a message
in its buffer destined to the node 𝑘 and encounters a node
𝑗 which satisfies 𝑤

𝑗,𝑘
> 𝑤
𝑖,𝑘

(Condition I), the node 𝑖 will
forward the message to the node 𝑗. In this case, if the edge
weight 𝑤

𝑗,𝑘
is the largest among the edge weights between

other nodes in SN
𝑖
and the node 𝑘, the node 𝑖 deletes the

message from its buffer after forwarding the message to the
node 𝑗 to prevent further dissemination. That is, the node 𝑗,
the node 𝑘’s best friend, will take on the role of the message
delivery to the node 𝑘, instead of the node 𝑖. This strategy
will reduce the number of message deliveries and enhance
the efficiency of the proposed scheme.Algorithm 2 represents
our overall message routing strategy.

5. Performance Evaluation

In this chapter, we demonstrate our simulation results and
compare the proposed scheme with the epidemic [3] and the
friendship [12] routing schemes. We use the following three
metrics to evaluate our scheme: (1) message delivery ratio,
(2) message delivery cost, and (3) message delivery efficiency.
The delivery ratio is the proportion of messages delivered to
their destinations among the total messages generated. The
delivery cost is the average number of forwards done during
the simulation. Finally, delivery efficiency is defined as the
ratio of delivery ratio to the delivery cost.

To evaluate our scheme, we used real trace-driven sim-
ulations based on predefined node mobility data. From the
mobility data, we generated the contact trace data logged
during the simulation time. The trace data were converted
into discrete sequential contact events per unit time per
each node pair, and we fed them into each DTN node
implemented in our evaluation program. In the evaluation
program, each node created a series of sets of contacts where
each set corresponds to each contact window. Every end of
contact window, each node computed the cumulative contact
duration for each of contact nodes and determined its social
neighbors of which cumulative contact duration larger than
the given threshold (i.e., 𝜃), constructed its expanded ego
network and finally computed its expanded ego betweenness
on the expanded ego network.

Table 1: Simulation parameters.

Area size 1000m × 1000m
Number of nodes (𝑁) 25, 75
Communication range 3m
Moving speed 0.5m/s, 1.0m/s, 1.25m/s, 1.5m/s
Contact window size (𝜔) 600 seconds
Window sliding unit (𝛿) 60 seconds
Hello message interval (𝜏) 1 second
Threshold (𝜃) 0.01
Number of messages 1000

As the first contact window time passed, all nodes started
to generate 1000 messages totally. Each message was destined
from a random source node to a random destination node.
Each message had a certain TTL value and was removed
after the TTL expiration. The simulation ended when the
1000 messages are delivered to the destination or expired. All
results were averaged over 10 runs. Table 1 summarizes the
simulation parameters.

Figure 3 shows the delivery ratio achieved by each
schemes. As the TTL increases, all schemes deliver more
messages to the destinations. As expected, the epidemic
routing scheme has the highest packet delivery ratio. It is
noted that the delivery ration of proposed scheme is almost
similar to the one of friendship routing scheme. Figure 4
shows the message delivery cost of each scheme. We can
observe that the epidemic scheme has the worst performance
in terms of the delivery cost because it uses the flooding
strategy basically. It is worth noting that the proposed scheme
is more cost effective than the friendship scheme, not to
mention the epidemic scheme. It is because our routing
schemeuses the centrality based routing strategy aswell as the
edge weight based strategy, and it also removes the message
from a node’s buffer to prevent imprudent dissemination.

Finally, Figure 5 shows the message delivery efficiency
achieved by each scheme. As can be seen by the figure, the
routing efficiency achieved by the proposed scheme is higher
than the one of other schemes. It means that our scheme has
the benefit of cost effective routing with a little performance
degradation of delivery ratio.
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6. Conclusion

In this paper, we introduced a cost effective routing scheme
that uses its local contact history. Each node constructs its
social network based on the local contact history and calcu-
lates the expanded ego betweenness centrality on the social
network. Each node performs the local routing scheme based
on two metrics, edge weight and betweenness centrality. It
also tries to reduce message delivery cost by clearing out the
message from its buffer after it delivered it to the destination
node’s best friend. We simulated our scheme and compared
its performance with the existing epidemic and friendship
scheme’s ones. We have shown that our scheme achieves
higher delivery efficiency than the existing schemes. Since
most of nodes in DTNs are energy constrained, we plan
to further examine energy-efficient routing based on social
network in DTNs.
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Positioning accuracy is a challenging issue for location-based applications using a low-cost global positioning system (GPS). This
paper presents an effective approach to improving the positioning accuracy of a low-cost GPS receiver for real-time navigation.The
proposedmethod precisely estimates position by combining vehicle movement direction, velocity averaging, and distance between
waypoints using coordinate data (latitude, longitude, time, and velocity) of the GPS receiver. The previously estimated precious
reference point, coordinate translation, and invalid data check also improve accuracy. In order to evaluate the performance of
the proposed method, we conducted an experiment using a GARMIN GPS 19xHVS receiver attached to a car and used Google
Maps to plot the processed data. The proposed method achieved improvement of 4–10 meters in several experiments. In addition,
we compared the proposed approach with two other state-of-the-art methods: recursive averaging and ARMA interpolation. The
experimental results show that the proposed approach outperforms other state-of-the-artmethods in terms of positioning accuracy.

1. Introduction

The global positioning system (GPS) is a satellite-based
positioning system that was implemented and experienced
rapid growth in the last two decades [1]. Location-based
services (LBSs) refer to services that function based on the
location information and context of users. Location-based
mobile applications leverage GPS technology embedded in
devices to determine the current user location [2, 3]. There
are several different technologies for providing different
ranges of location-based services using mobile communica-
tion devices, including Wi-Fi finger printing, wireless sensor
networking, and WLAN for indoor positioning, as well as a
small range of outdoor positions [4–8]. However, GPS has
become the best and foremost outdoor positioning system
for the wide range of location-based services [9]. GPS-
based LBSs are widely used in applications such as tourist
information, finding the nearest point of interest (POI) [10],
military data sharing with location and user validation [11],

aircraftmonitoring, vehicle tracking, vehicle-to-vehicle com-
munication, vehicle-to-infrastructure communication, and
vehicle load distribution on roads [12–14].

GPS can measure the time, altitude, longitude, and
latitude using available satellite signals. The idea of satellite
positioning was developed in the early 1960s [1], but GPS
was not deployed until the 1970s and then only by the
US Department of Defense (DoD) for military purposes
(positioning, navigation, and weapons aiming). In fact, the
DoD included a distortion in the GPS signal called selective
availability (SA) so that other people could not use GPS with
high precision. Practical operation of GPS started in 1978; not
until 1995 was GPS a fully operational positioning system.
On May 1, 2000, selective availability was deactivated [15].
GPS is currently used worldwide for civilian applications
(e.g., driving assistance, topography, and atmosphere study).
GPS architecture comprises three spatial, control, and user
segments, as depicted in Figure 1. The spatial segment
includes 24 satellites in orbit more than 20,000 km from
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Figure 2: Basic orientation of satellites and a GPS receiver.

the Earth, six orbital levels, and a 12-hour period.The control
segment includes Earth stations that control the satellites’
trajectories. Finally, the users segment includes GPS receivers
[16]. Typically, four ormore satellites are needed to accurately
calculate a position [15].

GPS determines the position of a target by measuring
the propagation delay of signals from the satellites to the
GPS receiver. The GPS operation principle is based on
measurement of the range of distances between the receiver
and satellites [17, 18] using propagation delay and speed of
light. The basic formula is described by

Dist = Delaypropagation × Speedlight. (1)

The positioning value of a GPS receiver is calculated
from the signal received from satellites. Figure 2 shows

the basic orientation of satellites and a GPS receiver. In
addition, positioning values are calculated by

𝐷 = 𝐶 (𝑇 − 𝑡 + 𝑡𝑐)

= √(𝑋 − 𝑥)
2
+ (𝑌 − 𝑦)

2

+ √(𝑍 − 𝑧)
2
,

(2)

where𝐶 is speed of light, 𝑇 is the time at which GPS satellites
transmitted their signals (these times are provided to the
receiver as part of the transmitted information), 𝑡 is the time
atwhich the signals fromGPS satellites are received, and𝑋,𝑌,
and𝑍 are coordinates of the GPS satellite.The receiver solves
these equations simultaneously to determine 𝑥, 𝑦, 𝑧, and 𝑡

𝑐
,

where 𝑥, 𝑦, and 𝑧 are the receiver’s latitude, longitude, and
altitude values, respectively, and 𝑡

𝑐
is the time correction of

the GPS receiver’s clock.
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Figure 3: A basic flow diagram of the proposed method.
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Box 1: Collected sample data from a GPS receiver.

In GPS, mobility, reliability, and accuracy are still chal-
lenging issues [19]. In general, the error in longitude and
latitude coordinates is 10–15 meters in 95% of readings [20].
In addition, position accuracy can be reduced by different
error sources such as satellite geometry, multipath effect,
atmospheric effects, clock inaccuracies, rounding errors, and
receiver noise [21]. In practical applications, the positioning
algorithms utilize the data received by the GPS receiver,
which suffers from positioning error and fluctuations from
the actual path.

This paper proposes an efficient location-determination
approach based on direction and velocity averaging, which
estimates the precious position using the latitude, longitude,
and velocity values without calculating a large number of the
previous databases which include coordinate position values
of the past timestamp location. In addition, the proposed
approach addresses different error sensitivity issues.

The rest of this paper is organized as follows. Section 2
presents the background research. Section 3 describes the
proposed method. Section 4 presents experimental results
and compares the performance of the proposed method and
other conventional methods. Finally, Section 5 concludes the
paper.

2. Related Work

Many researchers have worked to improve the positioning
accuracy of GPS using different methods. The existing meth-
ods can be classified into three categories [9]: (1) the use
of expensive modules such as WAAS, DGPS, and AGPS;
(2) the use of an additional auxiliary peripheral module to
supplement the GPS computation; and (3) the implementa-
tion of software algorithms for more accurate computation
of GPS data, such as the Kalman filter and Wiener filter
[15, 17].TheKalman filter is a recursive estimator that uses the
previous state to probabilistically estimate current position
and velocity. In other words, it uses the previous state to
predict the position of the next phase and assumes that
the previous state is correct. However, this method has no
capability for self-correction [9]. For error reduction of a low-
cost GPS receiver, Refan and Palangi proposed the recursive
averaging and autoregressive-moving average (ARMA) inter-
polation methods, and ARMAmodeling showed satisfactory
performance [1]. Huang and Tsai proposed perceptive GPS
(PGPS), which consists of two phases: (1) a training phase
where the system adopts a learning algorithm of the hidden
Markov model (HMM) in order to perceive the carrier’s
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Figure 5: An example for calculating position using the proposed model.

behavior and (2) a rectification phase that uses data from the
training phase to convert the carrier’s behavior to position
data in real time [9].

3. The Proposed Method

In contrast to previous studies that did not address the data
fluctuation inmovement direction and velocity, the proposed
method reduces positioning errors by employing movement
averaging, velocity, and the distance among waypoints. To
improve positioning accuracy, the proposed method focuses
on the following three issues: (a) determining amore accurate
reference point, (b) reducing rounding errors using a coordi-
nate translation process, and (c) estimating direction averag-
ing and speed averaging of waypoints. Determination of an
accurate reference point provides more accurate calculation
in the subsequent steps. The coordinate translation before
and after directional averaging to calculate latitude (𝑋) and
longitude (𝑌) reduces rounding errors. Finally, the proposed
method calculates 𝑋 and 𝑌 of a new coordinate position
corresponding to the local coordinate. Figure 3 shows a basic
flow diagram of the proposed method.

3.1. Invalid Data Check. First, the invalid data check module
in Figure 3 filters the invalid GPS data from the receiver
by checking the valid data flag, the number of connected
satellites, latitude, and longitude values.

3.2. Obtaining an Accurate Reference Point. The GPS data
from the receiver can fluctuate at every timestamp. An
accurate starting position is needed and will be the refer-
ence point for further estimations. To obtain the reference
point, we use long-term averaging, which is performed on
the fixed position data in order to determine the refer-
ence position of that receiver [1]. For long-term averaging,

the position and time data of a fixed position are collected
over a long duration, and the long-termaverage values of both
latitude and longitude are calculated using (3).This long-term
averaging value is used as a reference point in subsequent
steps:

AVG
𝑥
=
1

𝑁

𝑁

∑

𝑖=1

𝑥
𝑖

AVG
𝑦
=
1

𝑁

𝑁

∑

𝑖=1

𝑦
𝑖
, (3)

where𝑥 is the latitude,𝑦 is the longitude, and𝑁 is the number
of timestamps.

3.3. Coordinate Translation. Coordinate translation relocates
the coordinate center position to any location other than
the original center [0, 0], and coordinate positions are mea-
sured by the new coordinate center. In general, a point
in global positioning is represented by three coordinate
values including latitude (N or S), longitude (E or W), and
altitude, and the coordinate value is presented in degrees,
minutes, and seconds. The main motivation of coordinate
translation is to reduce rounding errors for more precise
position determination.Thedata calculation inGPS generally
uses values in decimal form converted from real data, which
induces rounding error.This rounding results in loss of some
figures after the decimal point; this loss most greatly impacts
the secondsmeasurement of latitude or longitude during new
point estimation. This error can be reduced by using the
coordinate translation.

The coordinate value is presented in degrees, minutes,
and seconds based on the global coordinate center [0, 0].
Coordinate translation relocates the coordinate center from
[0, 0] to any required local coordinate center. Therefore,
all positions in the current navigation area are calculated
relative to the local coordinate center. For example, assume
that a position (P) on Earth has the coordinate value [N35∘
32 38.760, E129∘ 15 21.24]. After translating (relocating)
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Table 1: The receiver specifications.

Type Updated rate Accuracy Provided data
Standard GPS
receiver

1, 5, and 10 records per
second

Less than 15 meters with
95% typical

Pseudorange, integrated carrier phase, Doppler
shift, satellite ephemeris, and processed data

the coordinate center [0, 0] to the local point [N35∘, E129∘],
the coordinate value of the position (P) will be [N32 38.760,
E15 21.24] from that local coordinate center. Box 1 shows
sample data collected fromaGPS receiver, and Figure 4 shows
the coordinate translation between global coordinates and
local coordinates.

3.4. Direction Averaging for Calculating 𝑋 and 𝑌. This
section describes the proposed direction averaging model
used to estimate new coordinate values in local coordi-
nates. The proposed model calculates new coordinate values
from the translated coordinate data collected from a GPS
receiver. This calculation of the directions uses the speed
and distance of past and present steps. At every step, the
coordinate values of the present and last two waypoints and
the velocities between thosewaypoints are determined.Those
values are used to calculate the direction angles from one
point to the next and the distances between those steps.
The calculated direction angle values and distance values
are used to calculate a new position in every iteration.
Figure 5 shows a sample model for calculating position using
the proposed model. The points 𝑃

0
, 𝑃
1
, . . . , 𝑃

8
are original

waypoints, and the points 𝑉
0
, 𝑉
1
, . . . , 𝑉

8
are velocities. The

system calculates the direction angle and distance from 𝑃
0
to

𝑃
1
and from 𝑃

1
to 𝑃
2
and then calculates the new waypoint

𝑃


2
by combining direction and averaged distances, where the

averaged distances are calculated using the actual distance
and velocity of the previous points. In this model, the first
point, starting point 𝑃

0
, is a reference point calculated from

long-term averaging. This execution continues until the new
waypoints 𝑃

2
, 𝑃


3
, . . . , 𝑃



8
are estimated.

The red line in Figure 5 is the original path, the blue
line is the estimated path, and the dashed line indicates a
combined direction of two angles for three corresponding
points. Equations (4) represent the generalized formula for
the estimation process of position values (𝑋 and 𝑌).

Consider the following:

𝑋


𝑛+1
= 𝑋


𝑛
+ 𝐷 × cos(tan−1

𝑦
𝑛+1
− 𝑦
𝑛−1

𝑥
𝑛+1
− 𝑥
𝑛−1

) ,

𝑌


𝑛+1
= 𝑌


𝑛
+ 𝐷 × sin(tan−1

𝑦
𝑛+1
− 𝑦
𝑛−1

𝑥
𝑛+1
− 𝑥
𝑛−1

) ,

(4)

where

𝐷 = √(𝑥
𝑛+1
− 𝑥
𝑛
)
2

+ (𝑦
𝑛+1
− 𝑦
𝑛
)
2

×
𝑉
𝑛

𝑉
𝑛−1

. (5)

In (4), 𝑋 and 𝑌 are new estimated coordinates, 𝑥 and
𝑦 are real translated coordinate values, 𝑉 is the velocity of
position data, and𝐷 is the calculated distance.

4. Experimental Results
and Performance Evaluation

In the experiment, we used a GARMINGPS 19xHVS receiver
for data collection. We attached a receiver at the top of the
car and inside the car we used a laptop with our simulation
software as a data processing terminal to calculate and plot
the data in Google Maps. A serial port with a serial-to-
USB converter was used for communication between the
GPS receiver and the laptop. Table 1 describes the receiver
specifications.

We collected data from a fixed location as well as while
driving. We performed the experiment several times in
different locations. Figure 6 shows the experimental results
using the proposed method, where the red blocks represent
the real data received from the GPS receiver and the black
crosses represent the data processed using the proposed
method.

Figure 7 shows a more detailed view of the improvement
in latitude and longitude values of a few points in the
experiments using the proposedmodel.The 𝑥-axis represents
the data points of the experiment, and the 𝑦-axis is the
coordinate value (second component), where the red (∗) line
represents the coordinate component value of real data from
the GPS receiver and the blue (—) line represents the data
processed using the proposed method.

As mentioned previously, a low-cost GPS receiver has an
error of 10–15 meters (a combination of different sources of
error) in 95% of the readings [20]. From the error analysis
of the proposed method, we obtain an improvement of 4–10
meters while driving. We also compare the proposed method
with existing recursive averaging and ARMA interpolation
methods [1]. Figure 8 shows the improvement (in meters) of
the proposedmethod and the recursive averaging andARMA
interpolation methods.

We perform experiments several times in different places.
Table 2 summarizes the results of six experiments. In sev-
eral different experiments, we observe that the recursive
averaging method shows much improvement in positioning
accuracy, but estimated waypoints are out of road because
recursive averaging of latitude and longitude makes more
errors in the way of curve. On the other hand, the ARMA
interpolation has two coefficient parameters which affect the
accuracy of new estimated points. Overall, the proposed
method outperforms other methods in terms of positioning.
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Figure 6: Result of the proposed method, where the red blocks are real GPS data received from the receiver and the black crosses are the
results of the proposed method.
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Figure 7: Coordinate position value improvements: (a) latitude and (b) longitude (𝑥-axis is data points and 𝑦-axis is coordinate value in
seconds).



The Scientific World Journal 7

0 5 10 15 20 25 30
0

10

20

30

40

50

Points

Im
pr

ov
em

en
t (

m
)

Proposed method
Recursive averaging
ARMA interpolation

Improvement (m) of latitude

(a)

Im
pr

ov
em

en
t (

m
)

0 5 10 15 20 25 30
Points

Proposed method
Recursive averaging
ARMA interpolation

0

5

10

15

20

25
Improvement (m) of longitude

(b)

Figure 8: Improvement of the proposed method, recursive averaging, and ARMA interpolation: (a) latitude values and (b) longitude values.

Table 2: Performance of the proposed method and the two state-of-the-art methods.

Exp. number Proposed method Recursive averaging ARMA interpolation
Latitude Longitude Latitude Longitude Latitude Longitude

1 7.3393 7.2127 90.6028 48.3929 5.1617 6.2125
2 7.9177 5.2747 87.9283 59.9363 3.4236 3.5771
3 6.9827 4.8645 85.7571 76.5026 7.7118 4.5644
4 5.9856 9.7594 39.0915 57.3822 2.4497 4.9815
5 6.3945 6.1221 23.5941 35.9982 1.4216 4.2024
6 6.8250 5.3022 56.2654 23.4819 2.4113 2.6461

5. Conclusions

This paper presented a new, effective method for improving
GPS positioning accuracy for low-cost standard GPS naviga-
tion. The proposed method estimates positioning accuracy
based on direction angle, velocity, and distance using an
accurate reference point and long-term averaging, rounding
error reduction via coordinate translation, and an invalid
data check. Using a GARMIN GPS 19xHVS receiver, we
compared the performance of the proposed method and the
other existing approaches. Experimental results showed that
the proposedmethod provides 4–10-meter improvement and
outperforms other approaches in positioning accuracy by
reducing significant data fluctuation of real data from low-
cost GPS receivers.
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A ubiquitous environment for road travel that uses wireless networks requires the minimization of data exchange between vehicles.
An algorithm that can segment the ground in real time is necessary to obtain location data between vehicles simultaneously
executing autonomous drive. This paper proposes a framework for segmenting the ground in real time using a sparse three-
dimensional (3D) point cloud acquired fromundulating terrain. A sparse 3Dpoint cloud can be acquired by scanning the geography
using light detection and ranging (LiDAR) sensors. For efficient ground segmentation, 3D point clouds are quantized in units of
volume pixels (voxels) and overlapping data is eliminated. We reduce nonoverlapping voxels to two dimensions by implementing a
lowermost heightmap.The ground area is determined on the basis of the number of voxels in each voxel group. We execute ground
segmentation in real time by proposing an approach to minimize the comparison between neighboring voxels. Furthermore, we
experimentally verify that ground segmentation can be executed at about 19.31ms per frame.

1. Introduction

The objective of this study is to develop a system that
accurately plans travel routes for an unmanned autonomous
vehicle on the basis of the vehicle’s driving data and geo-
graphical location. To this end, datasets are acquired through
a variety of sensors, and data required for route planning
is extracted from these datasets. The route is designed to
avoid obstacles, by accurately identifying different kinds of
obstacles on the road, in order to assist an unmanned vehicle
to successfully arrive at its destination. At present, ground
segmentation technology is a necessary preprocessing step to
identify roads available for driving as well as obstacles on the
roads, based on the vehicle’s geographical information.

Vehicle-to-everything (V2X) technologies have been
actively investigated in order to develop intelligent vehicles.
These technologies include the autonomous driving technol-
ogy explained above. V2X is designed to improve traffic safety
and provide a variety of services to drivers by combining

wireless communication technologies, such as vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V2I), and vehicle-
to-nomadic (V2N) technologies [1]. A systematic travel route
can be planned using these V2X technologies by sharing the
vehicle’s geographical information. Data traffic is reduced to
facilitate communication using wireless network [2, 3].

Autonomous drive in various geographical environments
requires the technology to accurately segment the ground
even in slopes. Vehicles, such as those involved in military
operations inmountainous areas, frequently have to negotiate
a series of steep hills. Since the position of a vehicle rapidly
changes in such an environment, it is not easy to accurately
segment the ground. For reliable travel route planning on
slopes, our proposed system will conduct ground segmenta-
tion in real time.

Sensors are required to detect the surrounding geography
for accurate ground segmentation. Thus, a light detection
and ranging (LiDAR) sensor is used to accurately detect
geographical shapes. LiDAR sensors calculate the distance
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between the vehicle and the surrounding surface by emitting
a number of lasers. The launch angle of the laser and the
distance data are converted into three-dimensional (3D)
points.Thenumber of points acquired ranges from thousands
to hundreds of thousands. For LiDAR, on account of mass
production at low cost, the density of the 3D point cloud
acquired is low. Thus, it is difficult to accurately segment
the ground. Accordingly, when LiDAR is used in our sys-
tem, 3D point clouds will be continuously accumulated
and overlapping points will be eliminated. The 3D point
clouds are accumulated through a simultaneous localization
and mapping (SLAM) algorithm, or by using a differential
global positioning systemwith inertialmeasurement unit (D-
GPS/IMU) sensor. To accurately eliminate overlapping data,
the 3D point clouds need to be operated in a one-coordinate
system.

In order to satisfy the above requirements, we propose a
ground segmentation framework based on awireless network
environment to successfully plan travel routes in real time in a
variety of geographical environments. Our framework builds
a dynamic flagmap data structure to reduce the amount of
data by eliminating overlapping data and is comprised of
several algorithms that execute ground segmentation based
on certain data structures. This study can be applied to the
navigation of autonomous agriculture vehicles and indoor
robots [4, 5].

In Section 2, we summarize related research in the area.
We present our ground segmentation framework in Section 3.
Section 4 describes dynamic flagmap implementation for
effective ground segmentation, whereas Section 5 explains
the ground segmentation algorithm executed on the basis of
the dynamic flagmap. In Section 6, we describe an experiment
to verify the efficiency of our framework.We offer concluding
thoughts in Section 7.

2. Related Work

Ground segmentation technologies have been investigated in
a variety of fields, including autonomous drive, 3D geography
modeling, and object tracking.

Moosmann et al. proposed an approach to segment the
ground as well as objects on the basis of a local convexity
criterion [6]. This approach cannot be applied for LiDAR
which detects low-density 3D point clouds because it uses
LiDARdetecting high-density 3D point clouds. Furthermore,
Moosmann et al.’s system cannot process data at the same
time of acquiring scanned data because of high operation cost
by the algorithm.

Research in the area was conducted that did not apply
general approaches based on relationships with neighboring
data and features of points [7]. The research proposed quick
segmentation technology by applying a two-dimensional
(2D) line extraction algorithm to 3Dpoints.The approach can
be applied to mild slopes, but its efficiency in environments
with tortuous and continually undulating routes has not been
verified. Moreover, since 3D point clouds acquired through
LiDAR have high density, the approach cannot be applied to
low-density 3D point clouds.

Douillard et al. proposed different object segmentation
approaches for high-density and low-density 3D point clouds
[8]. They implemented a framework that executes ground
segmentation and then clusters the data. For low-density 3D
point cloud data, they used Gaussian process incremental
sample consensus algorithm to estimate the ground. How-
ever, this approach is not appropriate for autonomous drive
because it requires that users select points that are certainly
on the ground as seeds.

Other research papers focused on converting 3D point
clouds from LiDAR to 2D range images and on segmenting
objects from them [9]. The approach cannot be applied to
slopes because it uses the simple threshold method assump-
tion that the ground is flat when eliminating ground data,
during the preprocessing step for object segmentation.

Song et al. carried out ground segmentation using height
histograms and a Gibbs-Markov random field model to
reconstruct the geography into a 3Dmodel [10]. However, the
efficiency of its algorithm for slopes has not been verified.

Chen et al. have proposed a real-time ground segmen-
tation approach for travel route planning of autonomous
land vehicle in open space [11]. The approach applies one-
dimensional (1D)Gaussian process regression to the basis of a
circular polar gridmap.The approach cannot execute ground
segmentation on steep slopes.

The problems identified by investigating existing
approaches to ground segmentation are summarized as
follows.

(i) Ground segmentation cannot be executed in low-
density 3D point clouds.

(ii) Ground segmentation cannot be executed for geo-
graphical features that have uphill and downhill
roads.

(iii) Ground segmentation cannot be executed in real
time.

Accordingly, we propose in this paper a ground segmentation
framework that solves the above problems. The framework
comprises ground segmentation technologies to plan a travel
route in real time, using a wireless network environment, in
a geographical environment containing a several hills.

3. Overview of Ground
Segmentation Framework

LiDAR and D-GPS/IMU are installed on an autonomous
vehicle to obtain 3D surface information and vehicle move-
ment information, respectively. For the sparse 3D point cloud
acquired from LiDAR, it is difficult, from one point, to
acquire information about neighboring points because of the
long distance between points.

For accurate ground segmentation, the sparse 3D point
cloud needs to be accumulated continuously during the
vehicle’s movement. Accordingly, data size becomes larger
with time. The size of the data needs to be reduced in
order for it to be transferred through the wireless network.
Consequently, the efficiency of the algorithm improves as
the data size is reduced. We propose a ground segmentation
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Figure 1: Overview of the ground segmentation framework.

framework comprising various algorithms, including ones
for the elimination of overlapping data and ground segmen-
tation. Figure 1 illustrates the ground segmentation system
proposed in this paper.

The framework performs ground segmentation through
the following three steps:

(i) dynamic flagmap implementation to eliminate over-
lapped data,

(ii) lowermost heightmap implementation to improve
efficiency of ground segmentation algorithm,

(iii) voxel labeling algorithm implementation for group-
ing neighboring voxels.

To reduce the number of points in 3D point clouds with
a lot of data, overlapping points should be deleted as the
vehicle moves. In the interest of this, this paper proposes a
dynamic flagmap data structure expressing the volume pixel
(voxel) space quantized in 10 cm units. The implementation
of the dynamic flagmap data structure helps eliminate points
assigned to the same voxel.

The next step is effectively identifying the driving route of
the autonomous vehicle. Ground segmentation is performed
based on the dynamic flagmap, which comprises nonover-
lapping voxels. Several other algorithms are also applied in
concert.

The implementation of the lowermost heightmap helps
reduce the data size required for the ground segmentation
algorithm and removes a number of nonground voxels.
Heightmap is a general approach to effectively represent a
terrain and is based on a two-dimensional coordinate system
comprising only the 𝑥-axis and the 𝑧-axis. Each 2D coordi-
nate has a constant height value. The lowermost heightmap
is used for preprocessing in order to select only voxels with

high ground-segmentation probability. The reduction in the
number of voxels used in subsequent algorithms improves
their efficiency.

Once the lowermost heightmap has been built, the neigh-
boring voxels are gathered by a voxel labeling algorithm.
The algorithm assigns the same label to voxels with a small
difference in height with respect to the lowermost heightmap.
When labeling for all voxels is complete, the position of
each voxel is determined, that is, whether or not each
voxel is on the ground. The algorithm to reduce access to
neighboring voxels is applied to reduce the execution time of
the algorithm.

4. Building Dynamic Flagmap

The 3D point cloud acquired from LiDAR is represented
using local coordinates based on the sensor. As the
autonomous vehicle with LiDAR mounted on it moves, the
overlapping points among the local 3D point clouds acquired
per frame cannot be properly identified. Thus, we need to
convert and accumulate local 3D point clouds acquired per
frame into a global coordinate system. For this, the vehi-
cle’s movement information is acquired by the D-GPS/IMU
mounted on it. Once the 3D point clouds are integrated into
a single coordinate system, the neighboring points can be
removed as they are determined to be overlapping points.

However, the estimation of adjacency between 3D points
that have real number values requires more calculation than
2D points. In this section, we propose a data structure, called
dynamic flagmap, that finds overlapping points by easily
identifying adjacency between two points. To present the
voxel space “flagmap” simply, the voxel location is expressed
using a 1D array, and not 3D coordinates. Each element
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in the array is one-bit Boolean data item to indicate the
voxel’s existence. Such approach facilitates access between
neighboring points.

To reduce the dimensions of the 3D voxels and to express
them in a 1D array, we need to reduce voxel space. This is
because the array size, which can be expressed by the array
index, is limited, and large array data requires more memory.
The following equation is used to convert a local 3Dpoint into
an array index item in a limited voxel space [12]:

V = 2𝑊𝐻 ⋅ floor(𝑧
𝜇
+
𝐷

2
) + 𝐻 ⋅ floor(𝑥

𝜇
+
𝑊

2
)

+ floor(
𝑦

𝜇
+
𝐻

2
) ,

(1)

where𝑊,𝐻, and𝐷 represent the width, height, and depth in
a limited voxel space, respectively, 𝑥, 𝑦, and 𝑧 are the values
of the 𝑥-axis, the 𝑦-axis, and the 𝑧-axis of each local 3D point,
respectively, and 𝜇 represents the length of a side of each
voxel and V is an array index.The equation above helps easily
reduce memory usage and estimate adjacency among voxels
by quantizing a local 3D point and converting it into an array
index.

However, since (1) determines whether or not a point is
overlapping based on a local 3D point, it cannot be used if an
autonomous vehicle moves at high speed. To determine data
overlap in such a case, we implement the dynamic flagmap
on the basis of 3D global points. Figure 2 shows the structure
required to express local 3D point clouds acquired per frame
on a global coordinate system in the fixed memory.

In Figure 2,𝑊, 𝐻, and 𝐷 represent the width, height,
and depth of the dynamic voxel space, respectively. They are
indicated in 2D from the top view, so that 𝐻 is omitted. 𝑚
and𝑀 are the bounds, respectively, of dynamic voxel space
calculated with the minimum and the maximum value of the
𝑥
,𝑦, and 𝑧-axes among the 3D global point clouds acquired

per frame. Both values are dynamically changed depending
on the direction of the autonomous vehicle. Furthermore,
𝑊
,𝐻, and 𝐷 vary withm andM. The maximum values of
𝑊
,𝐻, and 𝐷 are determined depending on the maximum

distance in the 3Dpoint cloud acquired fromLiDAR.Accord-
ingly, the array size of the dynamic flagmap is determined
according to the maximum value of𝑊,𝐻, and𝐷 as shown
in the equation below:

size = max𝑊 ×max𝐻 ×max𝐷. (2)

Voxel space around the vehicle given in the array with a fixed
size can be expressed in global coordinates by updating𝑚 and
𝑀 per frame. In other words, the coordinates of the 0th index
in the array of the dynamic flagmap are the same as m. The
coordinates of the (𝑊 ×𝐻 ×𝐷 − 1)th index are identical to
M. The following equation converts a 3D point into an array
index using the dynamic flagmap:

V = 2𝑊𝐻 ⋅ floor(
(𝑧
𝑚
− 𝑧

)

𝜇
+
𝐷


2
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𝑚
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2
) .

(3)

The global coordinates can be expressed in the array with the
fixed size by expressing the location of voxel based on the
dynamic flagmap as described above.

The following supplementary process is required to
determine whether voxels converted into global coordinates
overlap. Let us express m and M at time 𝑡

𝑖
as 𝑚
𝑖
and

𝑀
𝑖
, respectively. Then, 𝑚

𝑖
̸=𝑚
𝑗
and 𝑀

𝑖
̸=𝑀
𝑗
, if 𝑖 ̸= 𝑗. This

is because of an error in vehicle location even when an
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(1) function BuildLowermostHeightmap(𝐹)
(2) foreach V in F do
(3) if V

𝑦
< 𝐻[V] then𝐻[V] ← V

𝑦

(4) end
(5) return𝐻
(6) end

Pseudocode 1: Building lowermost heightmap.

autonomous vehicle stops. Accordingly, all 3D global points
are kept in a separate linked list after they have been converted
into an array index and added to the dynamic flagmap. Each
3D global point in the linked list is deleted when it exceeds
the bounds of dynamic voxel space per frame. As the 3D
global points are kept in the linked list, voxel overlap can be
determined based on the global coordinate system.

In this section, we explained the dynamic flagmap data
structure that can effectively eliminate overlapping data. The
data structure helps reduce data size required for ground
segmentation and thus improves the performance of the
algorithm.

5. Ground Segmentation

Ground segmentation is a preprocessing step in planning
the route of an autonomous vehicle. Ground segmenta-
tion requires a dynamic flagmap, which consists of a 1D
Boolean array and bounds of dynamic voxel space. Using
the dynamic flagmap, a lowermost heightmap is constructed.
The voxel labeling algorithm is executed using the lower-
most heightmap. Ground voxel groups and nonground voxel
groups are generated because of ground segmentation. This
section describes an effective and efficient ground segmenta-
tion approach for an autonomous vehicle.

5.1. Lowermost Heightmap. A lowermost heightmap is the
basic data structure for the execution of ground segmenta-
tion. We show how to improve the estimation efficiency of
the ground segmentationmechanism and reduce the number
of nonground voxels by building a lowermost heightmap. A
heightmap generally consists of a plane coordinate system
with the 𝑥-axis and the 𝑧-axis, such that each coordinate has a
height value.We reduce the dimensions of 3D voxels to 2D by
using the above structure. The 3D point cloud acquired from
LiDAR is the distance data between a nearby object surface
and the autonomous vehicle. The 3D point cloud cannot
detect the object surface, which is lower than the ground. A
lowermost heightmap considers account for such a scenario
and is thus comprised of only voxels with the smallest height
values. Pseudocode 1 illustrates the algorithm that builds the
lowermost heightmap using a dynamic flagmap.

In the algorithm, 𝐹 is the dynamic flagmap, V is the index
in the array, V

𝑦
is the height value of V on the 𝑦-axis, and 𝐻

is the lowermost heightmap. The lowermost heightmap has
only one height value on the vertical line passing each (𝑥, 𝑧)
coordinate on the 𝑥𝑧 plane. Accordingly, the height value of

(1) function VoxelLabeling(𝐻)
(2) VerticalLabeling(𝐻, 0)
(3) for 𝑗 from 1 to ColumnCount(𝐻) − 1 do
(4) VerticalLabeling(𝐻, 𝑗)
(5) HorizontalLabeling(𝐻, 𝑗 − 1, 𝑗)
(6) end
(7) end

Pseudocode 2: Voxel labeling algorithm.

neighboring (𝑥, 𝑧) coordinates of a specific (𝑥, 𝑧) coordinate
can be immediately identified.

5.2. Voxel Labeling. The ground surface on which an auton-
omous vehicle moves has features similar to a sloped contin-
uous surface. This feature of the ground surface is roughly
modeled by building a lowermost heightmap. However, a
lowermost heightmap also includes a height value, which
does not exist on the ground surface. Voxel labeling is an
algorithm that creates voxel groups by classing together
geometrically continuous voxels among neighboring voxels.
In this section, we propose an approach to minimize access
to neighboring voxels for voxel labeling in real time.

Voxel labeling is based on the lowermost heightmap. The
lowermost heightmap can access voxels neighboring each
voxel very quickly because each voxel position is an array
index.

When the height difference between two neighboring
voxels is below a certain threshold, the same label is assigned
to both voxels, and hence one voxel group is created. When
the height difference between neighboring voxels is in the ±1
range, both voxels have a high probability of being part of the
ground.Thus, they are placed in the same group.The bounds
of each voxel group expand as voxel labeling proceeds. If even
one voxel in a group is close in value to any voxel in another
group, the two groups are integrated. Voxel labeling applies an
optimized algorithm for effective performance in real time.
Pseudocode 2 illustrates the voxel labeling algorithm.

The algorithm considers the lowermost heightmap as a
kind of matrix equation. The following equation defines the
row and column in a lowermost heightmap:

row
𝑖
= {∀𝑥, 𝑧 = 𝑖 | (𝑥, 𝑧)} ,

column
𝑗
= {∀𝑥, 𝑧 = 𝑗 | (𝑥, 𝑧)} .

(4)

Figure 3 describes the voxel-labeling process.The figure illus-
trates the conceptual top view of the lowermost heightmaps.
First, vertical labeling is applied to voxels in the 𝑗th and
𝑗+1th column in the lowermost heightmap. Vertical labeling
is the process to label one column.When the height difference
between voxels at (𝑖, 𝑗) and (𝑖 + 1, 𝑗) is in the ±𝜏 range, both
voxels are labeled as part of the same group. The process is
repeated for all rows in the 𝑗th column. Vertical labeling is
also executed on the 𝑗 + 1th column. Finally, voxel groups
are generated for each column. Figure 4(a) illustrates the
neighboring voxels that each voxel needs to access in order to
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Figure 3: Voxel labeling in lowermost heightmap. Each square represents a voxel, which has height and label attributes. (a) Initial state
of lowermost heightmap before executing voxel labeling. (b) Execute VerticalLabeling for 0th and 1st columns independently. (c) Execute
HorizonalLabeling for the two columns. (d) After executing VerticalLabeling for 2nd column, execute (c) for 1st and 2nd columns.

(a) (b)

Figure 4: Neighboring voxels, to which each voxel needs access
for voxel labeling. (a) Neighboring voxels in vertical labeling. (b)
Neighboring voxels in horizontal labeling.

compare height difference in vertical labeling. Following this,
voxel groups in both columns are integrated by horizontal
labeling. When the height difference between each voxel in
the 𝑗th column and in the neighboring 𝑗 + 1th column is
below ±𝜏, horizontal labeling integrates both voxel groups.
Figure 4(b) shows the neighboring voxels.

When both columns have been integrated, vertical label-
ing is executed on the voxels in the 𝑗 + 2th column and
horizontal labeling on the 𝑗 + 1th and 𝑗 + 2th columns. The
process is repeated until voxel labeling has been executed for
all columns in the lowermost heightmap. The voxel group
with the highest number of voxels is determined to be the
final ground voxel group.

6. Experiments

We performed an experiment to verify the efficiency of our
ground segmentation framework. For the experiment, 3D
point clouds were acquired from actual mountainous roads
approximately 3.5 km in length, which consisted of flatlands,
slopes, trees, and buildings. The experiment platform is a
vehicle on which LiDAR was mounted. Using the sensor,
the vehicle acquired dataset at an average velocity of about
20 km/h. The LiDAR model used for the experiment is
Velodyne HDL-32E. To increase the density of the 3D point
clouds, we only used data within about 30m of the LiDAR.
The PC used for ground segmentation had an Intel i7-870
(CPU) and a DDR3 10600 8GB (RAM). The algorithm was
tested on the acquired dataset.

Local 3D point clouds from LiDAR were accumulated
based on global coordinates using the vehicle’s movement
information. Figure 5 illustrates the slope of the geographical
area used in the experiment.

Figure 8 visualizes the ground segmentation results. The
results were visualized with texturedmesh and colored points
to represent ground and nonground, respectively. Color of
each point was assigned according to the height of the point.

To validate the performance of proposed framework,
we compared it with threshold based segmentation method.
Threshold based method uses a height value to classify voxels
into ground and nonground voxels. Figures 8(a), 8(c), 8(e),
8(g), and 8(i) are the results by threshold based method. And
the results by ground segmentation framework proposed in
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Figure 5: Slope of the geography used in the experiment.
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Figure 6: Elapsed time performing segmentation.

this paper are illustrated in Figures 8(b), 8(d), 8(f), 8(h),
and 8(j). There is no big difference between Figures 8(a) and
8(b), because the parts of the scene were captured at a flat
road. In Figure 8(c), a slope at right side was misclassified
as nonground. But, in Figure 8(d), the slope was classified
as ground correctly. Figure 8(e) illustrates that some parts
of trees are rendered as textured mesh, because they were
misclassified as ground. Whereas in Figure 8(f), the parts of
trees were rendered as colored points by classifying them as
nonground. Voxels in an uphill road were misclassified as
nonground in Figures 8(g) and 8(i). But they were classified
properly as ground in Figures 8(h) and 8(j).

The LiDAR used for the experiment typically scans the
surrounding environment at a rate of about 10Hz. To verify
ground segmentation in real time, we executed ground seg-
mentation at about 20Hz, twice as quick as the rotation speed
of the LiDAR. Figure 6 indicates the time spent on ground
segmentation per ground segmentation frame in the graph.
Table 1 shows the time required for ground segmentation
per frame. It verifies that the proposed framework is enough
to segment ground at real time, as the average elapsed time
performing segmentation is less than 50ms. 50ms is the
maximum limitation to perform segmentation at 20Hz.

Figure 7 represents the ground data size following ground
segmentation by frame in the graph. Table 2 shows the ground
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Figure 7: Ground data size after segmentation.

Table 1: Stats of elapsed time by frame.

Average elapsed time 19.31ms
Maximum elapsed time 32.07ms
Standard deviation 3.91ms

Table 2: Stats of ground data size by frame.

Average data size 7467.57 bytes
Maximum data size 19716.00 bytes
Standard deviation 3591.44 bytes

data statistics. Because the segmentation was performed at
20Hz in this experiment, average ground data size (bytes) by
frame can be converted to Mbps unit using this equation:

Mbps =
(bytes × 8 × 20)
1024
2
. (5)

With this equation, average Mbps is calculated as 1.14Mbps.
Because minimum data rate per stream of 802.11a network
standard is 6Mbps, the data size is acceptable to typical
wireless network.

7. Conclusion

In this paper, we proposed a ground segmentation framework
for real-time route planning through a wireless network for
an autonomous vehicle in a ubiquitous road environment.
The framework involves elimination of overlapping data, the
reduction of data dimensions, and ground segmentation.
To this end, the implementation of the dynamic flagmap,
the lowermost heightmap, and technologies including voxel
labeling were described in detail. A voxel labeling algorithm
was developed to minimize access to neighboring voxels
for real-time ground segmentation. Furthermore, we exper-
imentally verified the efficiency of our real-time ground
segmentation system, even in a geographical environment
with numerous hills. The segmented ground data size can
be shared through a wireless network in real time by binary
compression.
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(a) (b)

(c) (d)

(e) (f)

(g) (h)

(i) (j)

Figure 8: Ground segmentation results (the different parts are indicated by arrows). (a) Threshold based method result at a flat road. (b)
Proposedmethod result at a flat road. (c)Threshold basedmethod result at flat road with a slope. (d) Proposedmethod result at flat road with
a slope. (e) Threshold based method result at a downhill road. (f) Proposed method result at a downhill road. (g) Threshold based method
result at an uphill road. (h) Proposed method result at an uphill road. (i) Threshold based method result at another uphill road. (j) Proposed
method result at another uphill road.
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Our future research will deal with technology for elimi-
nating small objects along a road, such as bushes, from the
ground data. To this end, we will develop an algorithm that
considers the density of the voxel group in real time.
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This paper presents a novel watermarking method to facilitate the authentication and detection of the image forgery on the Quran
images. Two layers of embedding scheme on wavelet and spatial domain are introduced to enhance the sensitivity of fragile
watermarking and defend the attacks. Discrete wavelet transforms are applied to decompose the host image into wavelet prior
to embedding the watermark in the wavelet domain. The watermarked wavelet coefficient is inverted back to spatial domain then
the least significant bits is utilized to hide another watermark. A chaotic map is utilized to blur the watermark to make it secure
against the local attack. The proposed method allows high watermark payloads, while preserving good image quality. Experiment
results confirm that the proposedmethods are fragile and have superior tampering detection even though the tampered area is very
small.

1. Introduction and Background

Increasing usage and production of handheld devices and
smart-phone have pushed Muslim community to create the
HolyQuran in the digital form.Thus, authentication of digital
Quran becomes an emerging issue because the current digital
Quran that is mostly in mobile applications is unverified.
Even though the digital Quran is verified by the Islamic
authority, still there is a problem such as falsifying some parts
of Quran’s verses. In such case, the readers are unable to
validate the verse, whether it is correct or fake, due to an
accidental typo or an intentional act.

History tells that according to investigation in July, 2005,
several secret scanned documents of World War II at the
National Archives have been altered during or after the 2000s
[1]. Hence, protecting a digital document such as the Holy
Quran is important nowadays. In this regard, this study pro-
poses a solution to protect the digital Quran and to localize
the tamper region on the digital Quran images if present.

The proposed solution is inspired by the digital watermarking
concept. Digital watermarking means that the digital data
embedded with a predefined authentication code remains
undetectable to human eye but effortlessly identified by the
specified algorithm.Themajor focus is to shield the integrity,
security, and fidelity of the digital content such as that
of the digital watermarking promisingly applicable for the
present electronically driven world [2]. Particularly, a schema
known as fragile watermarking has attracted great atten-
tion for authentication and integrity of the digital content
[3].

There are several known requirements for a fragile
watermarking method that must be considered including
detecting common image forgery, geometric transforma-
tions, signaling elimination of original image, putting new
objects, and notifying once image processing operations
present. Moreover, it is better to authenticate the media
without referring to the original image; this is known as blind

Hindawi Publishing Corporation
e Scientific World Journal
Volume 2014, Article ID 803983, 29 pages
http://dx.doi.org/10.1155/2014/803983

http://dx.doi.org/10.1155/2014/803983


2 The Scientific World Journal

Hash function
Chaotic map
encryption

2D-DWT
1-level

with respect to encrypted 

Weighted-sum function

Watermarked block,

Are all unwatermarks 
blocks processed already?

Unwatermarked
block containsNo

Take wavelet coefficient

nonoverlapping blocks with

Perform 2D-inverse

changing insignificant
bits

Watermarked image

Secret key
generation

Input image

Authentication code Encrypted 
authentication code

Step 1

Decompose wavelet

Step 2

Unwatermarked blocks

Yes

Step 3

Watermarked blocks

2D-DWT
1-level

New image

New decomposed wavelet

Step 4

h
1
, h
2
, . . . , h

N

l
1
, l
2
, . . . , l

m

L(n) using secret
key S

k
, R
n

S
k
, R
n

2
n values, P

P


f = (l
m
)
2

authentication code l
m

such that

I
1



new image I
1

 by
Embed matrixD into

block size b

H

[
· · ·

... ⋱

...
· · ·

]

CW
1
, LH

1
,HL

1
,HH

1 CW
1
=[

· · ·

... ⋱

...
· · ·

]
CW

1,n

CW
m,n

CW
1,1

CW
1,m

CW
1,1



CW
1,m



CW
1,n



CW
m,n



[
· · ·

... ⋱

...
· · ·

]
CW

1,n

CW
m,n

CW
1,1

CW
1,m

HL
1
,HH

1

Adjust values of blocks P

CW
1

and then divide into 

f = (
2
𝑛

∑
m=1

m × p
m
)mod 2n+1

[
W
1,1
· · · W

1,n

... ⋱

...
W
1,m
· · · W

m,n

]

I
1,1

I
1,n

I
1,m

I
m,n

DWT on CW
1



, LH
1
,

Calculate difference of CW
1



and CW
1



D = CW
1



− CW
1



CW
1



=

CW
1



, LH
1



, HL
1



, HH
1



Figure 1: Diagram of the proposed embedding method.

detection [4]. Numerous methods recognized that attacks
such as the copy-and-paste [5], vector quantization [6], the
Holliman-Memon counterfeiting attack [7], or collage attack
[8, 9] should be considered by the fragile watermarking
method.

It is known that watermarking methods alter the host
image after inserting the authentication code. This situa-
tion is unsuitable for sensitive applications such as medical
imaging and military purpose [11]. However, most of the
image applications can accept the degradation of the image
quality as long as the original and watermarked images are
perceptually comparable or the content is not influenced.

Thus, watermarking theHolyQuran should be done carefully
to avoid any influence on the verses.

2. Related Works

Digital watermarking is generally categorized into three
kinds named fragile, semifragile, and robust watermarking.
Fragile watermarking has the characteristic of being easily
broken even if small forgery is present. Quite similar to
fragile watermarking, semifragile watermarking has small
difference, which is being robust to nonhuman forgery such
as JPEG compression. Attractiveness of JPEG compression
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Figure 2: Diagram of the proposed authentication method.

becomes a key of the exploration aspect on semifragile
watermarking.The last category named robust watermarking
is intended to make it hard to break against any tamper
activities.Thus, robust watermarking is suitable for copyright
protection of the digital images [12]. Meanwhile, the fragile
and semifragile watermarking are commonly applied for
authentication of the multimedia content, including video,
audio, and still image [13, 14]. Some watermarking methods

in the literature show that it can localize the tamper regions,
and other methods are only able to inform if the still image is
authentic or tampered.

Two concepts, namely, pixel-based and block-based
approach, are adopted in watermarking techniques when
handling the host image. Pixel-based concept treats the host
image pixel by pixel to embed the watermark. The block-
based concept treats the host image block by block. These



4 The Scientific World Journal

Page-001.png Page-003.png Page-050.png Page-601.png

Figure 3: Some Quran images in the dataset.

Table 1: Characteristics of the datasets.

Dataset A Dataset B

Source Quran Kareem [10] Quran Android
[10]

Format JPEG PNG
Image compression Lossy Lossless
Dimensions (width ×
height) 547 × 793 800 × 1294

Number of pages 604 604
Min. file size 67 KB 30 KB
Max. file size 78 KB 100 KB
Total dataset file size 42.6 MB 51.1 MB
Border on each page Present No border
Color image Yes (full color) Grayscale (limited)

approaches, pixel-based and block-based, can be imple-
mented in two domains known as spatial and frequency
domain [11–30]. Watermarking technique in the spatial
domain has several security issues other than the frequency
domain, including the following.

(a) Such techniques work on very limited space of an
image at the pixel level, depending on the color depth.

(b) Authentication can be easily passed using some image
distortion such as compression or noise.

(c) Natural statistical property in the color image that
has linked components in the color information (e.g.,
RGB and CMYK) would be distorted after water-
marking process makes it open to image attacks.

Watermarkingmethod in pixel-based concept [13, 26–28]
is exposed to the brute-force attack because the watermark
is commonly hidden into the least significant bits (LSBs)
[31]. In addition, such method is suitable only to localize

the image forgery on some of the most significant bits.
On the other hand, the block-based concept has issues
for parameter of the block sizes and watermark payloads.
Some experiments are required to determine the proper
parameter that facilitates acceptable tamper detection while
maintaining the image quality. However, the main draw-
back in block-based concept is being unable to locate the
tampered pixels accurately; this might be important for
specific applications such as in the military communica-
tion [32]. In addition, Preda [14] found that the latest
watermarking methods are susceptible to forging attacks
and inaccurate when dealing with unintentional image
tampering.

Recent fragile watermarking methods are reviewed to
comprehend the state of the art. Many researchers focused
on watermarkingmethod for binary image [33] and grayscale
image [34–37] and according to [38, 39] only limited are
concerned about color images. Even though their method is
robust with minimum complexity, the original image must
be present during authentication process or extracting the
watermark information.

Wong [40] introduced a block-based approach alongwith
the public-key scheme. The host image is presented as LSB-
zeroed prior to embedding the binary watermark image.
Such method has high security and can handle crop and
scale attacks. Their block-based approach does not have any
correlation between the neighboring blocks or any blocks
within the watermarked image.Thus, this method is exposed
to several attacks, including vector quantization, cover-
up, and transplantation. Wu and Liu proposed DCT-based
watermarking method [41] that embeds a binary watermark
into the DCT coefficients. A look-up table is defined and
utilized to map the DCT coefficients into zero or one. There
are two issues in their method. First, they must transmit
the look-up table in a secure channel to perform authen-
tication everywhere. Second, their block-wise approach is
independent and hence vulnerable to the same attacks like
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Figure 4: PSNR and SSIM results of watermarked image.

Wong’s method [40]. Li et al. [42] proposed a block-wise
method that has dependence between neighboring blocks.
Neighboring blocks are combined together to establish
dependence among them. The authentication information
is extracted from the host image as a binary feature map.
Authentication can be done without the original image.They
claimed that the method was resistant to cover-up attacks
and vector quantization. Unfortunately, the watermark is
embedded into LSB that is known weak to brute-force attack.
Moreover, contextual dependence that was generated based
on deterministic information between blocks is vulnerable
to transplantation attack because the contextual dependence
is established based on deterministic information. Li et al.

[43, 44] tried to avoid transplantation attack and reported
that their method provided tamper detection at the pixel
level. However, their method worked on spatial domain,
which is also less secure to brute-force attack. Barreto et al.
[45] focused on transplantation attack; they generated the
watermark from a block along with their neighbor using hash
function plus some random data. It makes the watermark
information nondeterministic and distinctive. Nevertheless,
accuracy of the tampering detection is influenced by the block
size. In addition, their method is applied on spatial domain
and hence vulnerable to brute-force attack. Other researchers
attempt to avoid spatial domain by introducing transform-
domain schemes [46–48]. Winne at el. [46] watermarked
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Table 2: Common image quality metrics.

Number Image quality measurement Equation

1 Mean square error (MSE) MSE = 1

𝑚𝑛

𝑚−1

∑

𝑖=0

𝑛−1

∑

𝑗=0

[𝐼 (𝑖, 𝑗) − 𝐾 (𝑖, 𝑗)]
2

2 Root mean square error (RMSE) RMSE = √ 1

𝑚𝑛

𝑚−1

∑

𝑖=0

𝑛−1

∑

𝑗=0

[𝐼 (𝑖, 𝑗) − 𝐾 (𝑖, 𝑗)]
2

3 Peak signal-to-noise ratio (PSNR) PSNR = 10 ⋅ log
10
(
MAX2

𝐼

MSE
)

4 Universal image quality index (IQI) 𝑄 =
1

𝑀

𝑀

∑

𝑗=1

𝑄
𝑗

5 Measure of enhancement (EME) EME = 1

𝑘
1
𝑘
2

𝑘2

∑

𝑖=1

𝑘1

∑

𝑘=1

𝐼max (𝑘, 𝑙)

𝐼min (𝑘, 𝑙)
log

𝐼max (𝑘, 𝑙)

𝐼min (𝑘, 𝑙)

6 Pearson correlation coefficient (PCC) PCC (𝑥, 𝑦) =
𝑛∑𝑥

𝑖
𝑦
𝑖
− ∑𝑥

𝑖
∑𝑦
𝑖

√𝑛∑𝑥
2

𝑖
− (∑𝑥

𝑖
)
2
√𝑛∑𝑦

2

𝑖
− (∑𝑦

𝑖
)
2

7 Signal-to-signal noise ratio (SNR) SNRdb = 10 log10 (
𝑃signal

𝑃noise
)

8 Mean absolute error (MAE) MAE = 1

𝑛

𝑛

∑

𝑖=1

𝑓𝑖 − 𝑦𝑖


9 Structural similarity (SSIM) SSIM (𝑥, 𝑦) =

(2𝜇
𝑥
𝜇
𝑦
+ 𝐶
1
) (2𝜎
𝑥𝑦
+ 𝐶
2
)

(𝜇2
𝑥
+ 𝜇2
𝑦
+ 𝐶
1
) (𝜎2
𝑥
+ 𝜎2
𝑦
+ 𝐶
2
)

10 Weight peak signal-to-noise ratio (WPSNR) WPSNR = 20 log
10
(

255

NVF × RMSE
)

11 Normalized Hamming distance (NHD) NHD (𝑎
𝑖
, 𝑎


𝑖
) =

1

𝑏

𝑏

∑

𝑘=1

𝑎
𝑘
⊕ 𝑎


𝑖

12 Bit error rate (BER) BER = 𝐸 (𝑡)

𝑁 (𝑡)

Table 3: Known acceptable value in image quality measurement.

Number Image quality measurement Known acceptable value

1 Peak signal-to-noise ratio
(PSNR)

≥42 dB, greater than or
equal to 42 db is better

2 Universal image quality
index ∼1.0, near to 1.0 is perfect

3 Signal-to-signal noise ratio
(SNR)

≥20 dB, greater than or
equal to 20 db is better

4 Structural similarity (SSIM) ∼1.0000, near to 1.0000 is
perfect

5 Normalized Hamming
distance (NHD) =1, equal to 1 is perfect

the coefficient of high-frequency subbands of luminance
component. Their method achieved better localization and
less embedding distortion. Quite similar [48], generating the
watermark from LL component and embedding it into LL
component too,Thewatermarked imagewas reported imper-
ceptible by Xie and Arce [48]. Fridrich et al. [49] considered
quantized DCT coefficients to generate the watermark.Then,
the watermark is embedded into DCT coefficients. However,
their method is not intended to locate the tampering pixels
but rather it can tell whether the image is authentic or has
been tampered.

Table 4: Six image manipulations applied on datasets.

Number Image manipulation Parameter JPEG PNG
1 Pixel manipulation Window size 10 × 10 ✓ ✓

2 Blurring Gaussian filter, sigma
= 0.5 ✓ ✓

3 Noise
Gaussian noise, 150
blocks, block size
3 × 3, mean = 0.4,
variance = 0.01

✓ ✓

4 Median filtering Filter size 3 × 3 ✓ ✓

5 Replacement/collage — ✓ ✓

6 JPEG compression Quality factor
{50, 100}

✓ M

As discussed above, the performance of watermarking
method can be analyzed through the image quality metrics
and performing image attacks. For example, fragility of the
watermark can be evaluated using collage attack [4]. In such
attack, authenticated blocks of known watermarked image
are copied into another image to create forgery content that
can pass the authentication process. In the literature, a water-
mark hidden in wavelet domain shows resistance to brute-
force attack [13, 29, 30]. Moreover, imperceptibility of the
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Table 5: Examples of image manipulations on page-050.png.

Manipulation Original image Tampered image

Pixel manipulation

Blurring

Noise

Median filtering

Replacement/collage

Table 6: PSNR results of proposed watermarking method.

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
JPEG

001 40.74 40.12 43.06 45.01 47.61 48.99 50.65 51.20 51.80 52.05 52.19 52.25 52.27 52.28 52.30
003 42.50 41.93 44.86 46.75 49.27 50.69 51.84 52.69 53.00 52.99 53.24 53.27 53.27 53.29 53.28
050 42.20 41.61 44.55 46.37 48.90 50.26 51.62 52.35 52.71 52.88 52.98 53.01 53.04 53.06 53.06
601 41.97 41.22 44.15 46.14 48.68 49.97 51.52 52.12 52.48 52.75 52.89 52.90 52.93 52.94 52.95

PNG
001 38.78 38.05 42.94 43.94 48.10 50.04 53.84 56.05 59.64 62.35 66.37 68.80 72.36 74.01 80.24
003 38.02 37.39 41.30 43.22 47.20 49.35 52.95 55.29 58.69 61.17 65.52 68.35 70.81 73.75 78.57
050 37.34 36.81 41.30 42.74 46.43 48.89 52.32 54.77 58.10 60.86 64.01 67.77 70.21 73.00 79.44
601 37.15 36.55 40.31 42.64 46.30 48.58 52.12 54.49 57.70 60.66 64.11 67.71 70.96 74.78 76.58
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Table 7: SSIM results of proposed watermarking method.

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
JPEG

001 0.905 0.900 0.946 0.966 0.985 0.992 0.997 0.998 0.999 1.000 1.000 1.000 1.000 1.000 1.000
003 0.925 0.924 0.959 0.974 0.990 0.994 0.998 0.999 1.000 1.000 1.000 1.000 1.000 1.000 1.000
050 0.932 0.930 0.962 0.976 0.990 0.995 0.998 0.999 0.999 1.000 1.000 1.000 1.000 1.000 1.000
601 0.928 0.925 0.959 0.974 0.989 0.994 0.998 0.999 0.999 1.000 1.000 1.000 1.000 1.000 1.000

PNG
001 0.992 0.988 0.995 0.996 0.998 0.999 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
003 0.990 0.987 0.993 0.995 0.998 0.999 0.999 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
050 0.989 0.986 0.993 0.995 0.998 0.999 0.999 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
601 0.989 0.983 0.992 0.995 0.998 0.999 0.999 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000

Table 8: PSNR result before and after pixel manipulation.

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
JPEG

001 Bef. 40.74 40.12 43.06 45.01 47.61 48.99 50.65 51.20 51.80 52.05 52.19 52.25 52.27 52.28 52.30
Aft. 40.98 40.40 43.16 44.98 47.33 48.53 49.89 50.33 50.79 50.97 51.07 51.11 51.13 51.13 51.15

003 Bef. 42.50 41.93 44.86 46.75 49.27 50.69 51.84 52.69 53.00 52.99 53.24 53.27 53.27 53.29 53.28
Aft. 42.67 42.13 44.91 46.64 48.87 50.06 50.95 51.59 51.81 51.81 51.98 52.00 52.00 52.01 52.01

050 Bef. 42.20 41.61 44.55 46.37 48.90 50.26 51.62 52.35 52.71 52.88 52.98 53.01 53.04 53.06 53.06
Aft. 42.42 41.87 44.66 46.38 48.68 49.86 50.97 51.55 51.82 51.95 52.04 52.06 52.08 52.09 52.09

601 Bef. 41.97 41.22 44.15 46.14 48.68 49.97 51.52 52.12 52.48 52.75 52.89 52.90 52.93 52.94 52.95
Aft. 42.19 41.47 44.25 46.09 48.39 49.49 50.75 51.21 51.48 51.68 51.78 51.79 51.81 51.82 51.82

PNG

001 Bef. 38.78 38.05 42.94 43.94 48.10 50.04 53.84 56.05 59.64 62.35 66.37 68.80 72.36 74.01 80.24
Aft. 76.38 75.57 76.50 75.44 78.33 79.67 79.67 79.67 79.67 79.67 79.67 79.67 79.67 79.67 79.67

003 Bef. 38.02 37.39 41.30 43.22 47.20 49.35 52.95 55.29 58.69 61.17 65.52 68.35 70.81 73.75 78.57
Aft. 73.43 76.73 71.22 71.60 72.42 72.42 72.42 72.42 72.42 70.92 72.42 72.42 72.42 72.42 72.42

050 Bef. 37.34 36.81 41.30 42.74 46.43 48.89 52.32 54.77 58.10 60.86 64.01 67.77 70.21 73.00 79.44
Aft. 73.31 74.07 77.13 77.80 78.51 73.47 76.90 76.90 76.90 76.90 76.90 76.90 76.90 76.90 76.90

601 Bef. 37.15 36.55 40.31 42.64 46.30 48.58 52.12 54.49 57.70 60.66 64.11 67.71 70.96 74.78 76.58
Aft. 71.00 70.84 72.44 72.44 74.74 74.69 75.02 75.02 75.02 75.02 75.02 75.02 75.02 75.02 75.02

watermark has reported promisingly with satisfactory PSNR
(peak signal-to-noise ratio) in the wavelet-based strategy
[12, 15, 16, 25–30]. Hence, wavelet-based strategy has been
recognized to shield the digital content against forgery. In this
regard, the proposed method prefers wavelet-based strategy
to achieve better authentication schema. In addition, chaotic
maps [50] have appealed further attention to improve the
digital watermarking [51–53]. It is because chaotic maps have
properties that are sensitive to initial and parameter values
and show chaotic behavior. In this regard, chaotic maps are
considered in this study to increase the security of proposed
fragile watermarking.

The contributions of this paper are a novel fragile water-
markingmethod that utilized the discrete wavelet transforms
(DWT) prior to embedding the watermark and chaotic
maps to encrypt the watermark information. This method is
applied to protect and authenticate the digital Holy Quran
and to be able to locate the tamper region if present.

The rest of the paper is structured as follows: Section 2
explains the proposed watermarking method in the
wavelet domain and illustrates the diagrams of embedding
and authenticating the method, Section 3 covers the
experimental results, and the last section concludes the
paper.

3. The Proposed Watermarking Method
in the Wavelet Domain

This section describes the proposed fragile watermarking
method. Figure 1 presents the diagram of the proposed
embedding process and Figure 2 shows the diagram of the
proposed authentication process. The proposed watermark-
ing method is secured by using the chaotic map to blur
the authentication code. Hence, intruder is impossible to
generate correct authentication code even if they know the
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Table 9: Bit error rates of proposed method.

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
001 100 100 100 100 100 100 100 100 100 100 100 100 100 100 100
003 100 100 100 100 100 100 100 100 100 100 100 100 100 100 100
050 100 100 100 100 100 100 100 100 100 100 100 100 100 100 100
601 100 100 100 100 100 100 100 100 100 100 100 100 100 100 100
001 44 100 53.8 100 100 100 100 100 100 100 100 100 100 100 100
003 100 88.9 100 100 100 100 100 100 100 100 100 100 100 100 100
050 63 100 38.1 100 100 100 100 100 100 100 100 100 100 100 100
601 100 79.5 100 100 100 100 100 100 100 100 100 100 100 100 100

Table 10: PSNR result on Gaussian blurring.

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
JPEG

001 Bef. 40.74 40.12 43.06 45.01 47.61 48.99 50.65 51.20 51.80 52.05 52.19 52.25 52.27 52.28 52.30
Aft. 43.91 43.49 45.62 46.85 48.24 48.82 49.39 49.54 49.70 49.76 49.80 49.81 49.81 49.82 49.82

003 Bef. 42.50 41.93 44.86 46.75 49.27 50.69 51.84 52.69 53.00 52.99 53.24 53.27 53.27 53.29 53.28
Aft. 44.85 44.49 46.49 47.54 48.64 49.08 49.39 49.58 49.64 49.64 49.68 49.69 49.69 49.69 49.69

050 Bef. 42.20 41.61 44.55 46.37 48.90 50.26 51.62 52.35 52.71 52.88 52.98 53.01 53.04 53.06 53.06
Aft. 44.59 44.21 46.17 47.17 48.23 48.69 49.04 49.20 49.27 49.30 49.32 49.32 49.33 49.33 49.33

601 Bef. 41.97 41.22 44.15 46.14 48.68 49.97 51.52 52.12 52.48 52.75 52.89 52.90 52.93 52.94 52.95
Aft. 44.42 43.92 45.85 46.94 48.02 48.42 48.82 48.94 49.00 49.06 49.08 49.08 49.09 49.09 49.09

PNG

001 Bef. 38.78 38.05 42.94 43.94 48.10 50.04 53.84 56.05 59.64 62.35 66.37 68.80 72.36 74.01 80.24
Aft. 46.33 44.92 49.87 50.55 54.47 55.40 57.63 58.44 59.43 59.74 60.03 60.13 60.18 60.20 60.22

003 Bef. 38.02 37.39 41.30 43.22 47.20 49.35 52.95 55.29 58.69 61.17 65.52 68.35 70.81 73.75 78.57
Aft. 45.39 44.32 48.04 49.64 52.80 53.91 55.47 56.12 56.68 56.90 57.10 57.15 57.17 57.19 57.20

050 Bef. 37.34 36.81 41.30 42.74 46.43 48.89 52.32 54.77 58.10 60.86 64.01 67.77 70.21 73.00 79.44
Aft. 44.18 44.01 47.91 49.11 51.49 52.88 54.08 54.63 55.04 55.22 55.34 55.40 55.42 55.44 55.45

601 Bef. 37.15 36.55 40.31 42.64 46.30 48.58 52.12 54.49 57.70 60.66 64.11 67.71 70.96 74.78 76.58
Aft. 43.94 43.63 46.92 48.77 50.96 52.14 53.25 53.70 54.04 54.21 54.31 54.35 54.37 54.38 54.39

initial parameter of the chaotic map because it has random-
like behavior.

Chaotic maps are attractive because a small difference in
the initial condition would produce a huge difference and
they have large variation range [54]. Such characteristics ful-
fill the classic Shannon’s theory for information hiding [55].
Recently, chaotic maps have become popular because they
have been proved to enhance the security for information
hiding [56]. In this study, two chaotic maps are combined to
encrypt the watermark information prior to embedding into
the wavelet domain. First chaotic map is used to produce a
sequence key and the second is used for data encryption. Such
combination offers the subsequent advantages, including
being resilient to the fixed length of word that influences
by the chaotic sequence, it greatly volatile and it resistant to
attacks [54].

The major idea behind this study is to embed the authen-
tication code in the first level of 2D Daubechies discrete
wavelet transform. The DWT is a distinguished transforma-
tion method that has drawn attention particularly because

of the image compression (JPEG2000). 2D DWT used high-
pass and low-pass filters to decompose the image into wavelet
coefficient, horizontal, vertical, and diagonal details. The
DWT-based is considered in this paper rather than DCT-
based as the wavelet transform mimics the human vision
system (HVS) more similar than the DCT [57]. DWT does
not decompose and process the image block by block thus
minimizing the image artefacts unlike DCT. DWT clearly
splits high- and low-frequency information with respect to
pixel by pixel basis [14]. Embedding the watermark into the
transform values will only alter the image locally since DWT
has a spatial frequency locality characteristic. It is known that
changing the coefficients in the wavelet domain is more likely
to be undetectable contrasting DCT and FFT. DWT also
offers spatial and frequency description of an image. Hence,
DWT provides a good basis for hiding the watermark while
preserving the image quality [14].

The proposed method is designed to work block by
block on the wavelet domain. Each block that consists of the
wavelet coefficients is processed consecutivelywith encrypted
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Table 11: Bit error rates on Gaussian blurring.

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
001 77 88.9 94.3 97 98.6 98.9 99.7 100 99.5 100 100 100 100 100 100
003 76 86.9 93.9 97.2 98.3 99.3 99.7 100 99.5 100 100 100 100 100 100
050 75 89.2 94.7 96.6 98.4 99.1 99.9 100 99.5 100 100 100 100 100 100
601 76 86.4 94.6 96.7 98.5 99.2 99.4 100 99.5 100 100 100 100 100 100
001 97 98.7 56.1 99.4 99.7 89.8 99.8 99.9 100 100 100 100 100 100 100
003 94 96.4 63 98.4 99.3 99 100 100 100 100 100 100 100 100 100
050 93 96.1 69.1 98.3 99 97.3 98.2 99.8 100 100 100 100 100 100 100
601 93 95.3 70.5 98.1 98.6 99.6 99.5 100 99.8 100 100 100 100 100 100

Table 12: PSNR results on Gaussian noise attack.

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
JPEG

001 Bef. 40.74 40.12 43.06 45.01 47.61 48.99 50.65 51.20 51.80 52.05 52.19 52.25 52.27 52.28 52.30
Aft. 40.80 40.25 42.87 44.53 46.59 47.59 48.64 48.97 49.29 49.42 49.49 49.52 49.53 49.54 49.55

003 Bef. 42.50 41.93 44.86 46.75 49.27 50.69 51.84 52.69 53.00 52.99 53.24 53.27 53.27 53.29 53.28
Aft. 42.07 41.60 43.92 45.24 46.73 47.42 47.88 48.19 48.29 48.28 48.36 48.37 48.37 48.37 48.37

050 Bef. 42.20 41.61 44.55 46.37 48.90 50.26 51.62 52.35 52.71 52.88 52.98 53.01 53.04 53.06 53.06
Aft. 41.83 41.34 43.69 45.01 46.55 47.24 47.81 48.08 48.20 48.25 48.29 48.30 48.31 48.31 48.31

601 Bef. 41.97 41.22 44.15 46.14 48.68 49.97 51.52 52.12 52.48 52.75 52.89 52.90 52.93 52.94 52.95
Aft. 41.70 41.06 43.47 44.96 46.61 47.30 48.01 48.25 48.39 48.48 48.53 48.54 48.55 48.55 48.55

PNG

001 Bef. 38.78 38.05 42.94 43.94 48.10 50.04 53.84 56.05 59.64 62.35 66.37 68.80 72.36 74.01 80.24
Aft. 28.95 28.96 28.92 28.92 28.91 28.91 28.91 28.90 28.90 28.90 28.90 28.90 28.90 28.90 28.90

003 Bef. 38.02 37.39 41.30 43.22 47.20 49.35 52.95 55.29 58.69 61.17 65.52 68.35 70.81 73.75 78.57
Aft. 28.99 29.00 28.97 28.96 28.95 28.95 28.95 28.95 28.95 28.95 28.95 28.95 28.95 28.95 28.95

050 Bef. 37.34 36.81 41.30 42.74 46.43 48.89 52.32 54.77 58.10 60.86 64.01 67.77 70.21 73.00 79.44
Aft. 29.00 29.00 28.97 28.97 28.96 28.96 28.95 28.95 28.95 28.95 28.95 28.95 28.95 28.95 28.95

601 Bef. 37.15 36.55 40.31 42.64 46.30 48.58 52.12 54.49 57.70 60.66 64.11 67.71 70.96 74.78 76.58
Aft. 29.02 29.03 28.99 28.99 28.98 28.98 28.98 28.97 28.97 28.97 28.97 28.97 28.97 28.97 28.97

(i) n = 2 (ii) n = 4

(iii) n = 6 (iv) n = 8

(v) n = 10 (vi) n = 12

Figure 5: Tamper detection on pixel attack (page-003.png).

watermarks entirely over the image. Hence, particular blocks
are able to share duplicate authentication code and create
relation between those blocks. This relation makes it hard
for the intruder to tamper the watermarked image without
breaking the watermarks.

3.1. Encryption of the Authentication Code Based on Chaotic
Map. Each image of the digital Holy Quran is different for
each page. This is because a single page of the Quran image
is formed by numerous unique verses. In addition, Quran
images include a border to prettify the pages; the border is
commonly exclusive among the digital Quran. Hence, such
characteristics make the Quran image have a great chance
to produce the secret key that is required by the chaotic
map. The chaotic trajectory is sensitive to its parameter
value and the initial condition. In this regard, random pixel
values are selected from the Quran image. The encryption of
authentication code begins by secret key’s generation, then
followed by the encryption process. The steps are detailed as
follows.

(i) Take randomly one pixel value from 𝑥-axis and one
pixel value from 𝑦-axis of the Quran image, defined
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Figure 6: Continued.
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Figure 6: Image quality metrics on pixel manipulation attack.

as 𝑝
𝑥
and 𝑝

𝑦
. Nonzero pixels are considered for those

values.
(ii) Apply equation below to obtain 𝑄 value that is later

used for generating the parameter value and initial
condition, the equation being as follows:

𝑄 =


𝑝
𝑥
− 𝑝
𝑦



𝑁
, 0 ≤ 𝑄 ≤ 1, (1)

where𝑁 is the pixels amount of the Quran image.

(iii) Equations below proposed by Phan [21] are utilized to
generate the parameter value:

𝑆
𝑘
= {

3 + 𝑄, 𝑄 > 0.57,

3.75 + (0.43 − 𝑄) , 𝑄 ≤ 0.57.
(2)

(iv) Initial condition for the chaotic map is defined using
equation as follows:

𝑅
𝑛
= |⌈𝑄⌉ − 𝑄| , 0 < 𝑅

𝑛
≤ 1. (3)
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Figure 7: Bit error rates result against pixel manipulation attack.

Table 13: Bit error rates result on Gaussian noise attack.

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
001 96 96.5 100 100 100 100 100 100 100 100 100 100 100 100 100
003 83 95.6 98.3 99.8 99.8 100 99.8 100 100 100 100 100 100 100 100
050 83 94.3 95.6 97 99.5 100 100 100 100 100 100 100 100 100 100
601 91 94.3 97.5 94.3 100 100 100 100 100 100 100 100 100 100 100
001 100 100 100 100 100 100 100 100 100 100 100 100 100 100 100
003 100 100 100 100 100 100 100 100 100 100 100 100 100 100 100
050 100 100 100 100 100 100 100 100 100 100 100 100 100 100 100
601 100 100 100 100 100 100 100 100 100 100 100 100 100 100 100

Table 14: PSNR results on median filtering attack.

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
JPEG

001 Bef. 40.74 40.12 43.06 45.01 47.61 48.99 50.65 51.20 51.80 52.05 52.19 52.25 52.27 52.28 52.30
Aft. 41.81 41.75 42.11 42.20 42.28 42.29 42.31 42.32 42.32 42.32 42.32 42.32 42.33 42.33 42.33

003 Bef. 42.50 41.93 44.86 46.75 49.27 50.69 51.84 52.69 53.00 52.99 53.24 53.27 53.27 53.29 53.28
Aft. 41.51 41.44 41.87 42.00 42.10 42.13 42.15 42.16 42.16 42.16 42.16 42.16 42.16 42.16 42.16

050 Bef. 42.20 41.61 44.55 46.37 48.90 50.26 51.62 52.35 52.71 52.88 52.98 53.01 53.04 53.06 53.06
Aft. 41.23 41.17 41.57 41.69 41.78 41.80 41.83 41.84 41.84 41.84 41.84 41.84 41.84 41.84 41.84

601 Bef. 41.97 41.22 44.15 46.14 48.68 49.97 51.52 52.12 52.48 52.75 52.89 52.90 52.93 52.94 52.95
Aft. 40.93 40.83 41.22 41.32 41.39 41.41 41.44 41.44 41.44 41.45 41.45 41.45 41.45 41.45 41.45

PNG

001 Bef. 38.78 38.05 42.94 43.94 48.10 50.04 53.84 56.05 59.64 62.35 66.37 68.80 72.36 74.01 80.24
Aft. 38.66 37.95 42.64 43.57 47.19 48.69 51.13 52.15 53.27 53.78 54.15 54.27 54.35 54.37 54.41

003 Bef. 38.02 37.39 41.30 43.22 47.20 49.35 52.95 55.29 58.69 61.17 65.52 68.35 70.81 73.75 78.57
Aft. 37.83 37.23 40.90 42.60 45.79 47.22 49.07 49.88 50.62 50.91 51.18 51.26 51.29 51.32 51.34

050 Bef. 37.34 36.81 41.30 42.74 46.43 48.89 52.32 54.77 58.10 60.86 64.01 67.77 70.21 73.00 79.44
Aft. 37.09 36.58 40.71 41.92 44.72 46.21 47.73 48.45 49.01 49.28 49.44 49.53 49.56 49.57 49.59

601 Bef. 37.15 36.55 40.31 42.64 46.30 48.58 52.12 54.49 57.70 60.66 64.11 67.71 70.96 74.78 76.58
Aft. 36.84 36.25 39.69 41.65 44.28 45.56 46.99 47.61 48.09 48.33 48.47 48.54 48.57 48.58 48.59
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Figure 8: Continued.
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Figure 8: Image quality metrics on Gaussian blurring attack.

(v) Generate a sequence of real numbers using logistic
map. That sequence is later used for parameter value
of Henon map,

𝑅
𝑛+1

= 𝜇𝑅
𝑛
(1 − 𝑅

𝑛
) , 𝑛 = 1, 2, 3, . . . , (4)

where 𝑛 is the map iteration index and the previously
calculated secret keys 𝑆

𝑘
and 𝑅

𝑛
are used as the

parameter value and initial condition of the logistic
map, respectively. The logistic map has proven to be

very sensitive to initial value, nonconvergent, and
nonperiodic when 3.57 < 𝜇 ≤ 4.0 [58].

(vi) Henon map [18, 22] is employed to encrypt the
authentication code; the generalized equation is pre-
sented below:

𝑡
𝑛+1

= [1 + 𝑏 (𝑡
𝑛−1

− 𝑐) + 379𝑅
2

𝑛
] (mod 1) , (5)

where 𝑏 and 𝑐 are Henon map parameters that are
specified by 𝑏 = 0.3 and 1.07 ≤ 𝑐 ≤ 1.09.
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Figure 9: Bit error rates result against Gaussian blurring attack.

Table 15: Bit error rates result on median filtering attack.

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
001 79 87.4 92.2 95.3 98 99.2 99.7 99.7 98.9 100 100 100 100 100 100
003 80 86.4 86.5 92.7 97.7 98.7 99.7 99.7 100 100 100 100 100 100 100
050 79 82.1 93.8 95.1 98.5 98.9 99.7 99.7 100 100 100 100 100 100 100
601 79 87.4 92.5 96.1 98.3 99.1 99.2 100 99.5 100 100 100 100 100 100
001 97 98.6 71.5 99.6 99.7 99.8 99.9 100 100 100 100 100 100 100 100
003 95 96.4 85.1 98.6 99.3 99.4 99.6 100 100 100 100 100 100 100 100
050 94 96.3 73.5 98.5 99.2 99.7 98.1 99.8 99.8 100 100 100 100 100 100
601 93 95.5 93.9 98.6 98.9 99.6 99.7 99.8 99.8 100 100 100 100 100 100

Chaotic maps are constrained within the limit by
performing modulo operation (mod 1). In addition,
such operation retains the sequence convergence.The
generated sequence is real numbers and hence it is
quantized into binary system using simple threshold
as below:

𝑐 (𝑛) = {
1, 𝑡
𝑛
≥ 0.5,

0, 𝑡
𝑛
< 0.5.

(6)

(vii) Finally, the binary sequence 𝑐(𝑛) generated above is
used to encrypt the generated authentication code.
The authentication code is produced by feeding the
Quran image into hash function; the authentication
code is defined in binary systems as ℎ(𝑛) ∈ {0, 1}.
Then, using equation below the encrypted authenti-
cation code is attained:

𝑙 (𝑛) =

𝑁

∑

𝑛=1

ℎ (𝑛) ⊕ 𝑐 (𝑛) , (7)

where𝑁 is length of the authentication code.

The decryption of authentication code is simply an
opposite procedure of encryption process as explained above.
Using same secret keys, the decryption is using the following
formula:

ℎ

(𝑛) =

𝑁

∑

𝑛=1

𝑙

(𝑛) ⊕ 𝑐 (𝑛) . (8)

3.2. The Proposed Watermark Embedding Process. The
encrypted authentication code is embedded into the host
image according to steps below.

(i) Firstly, the host image is brought into wavelet domain
by performing 2D discrete wavelet transforms using
Daubechies function.The decomposition generates 𝐿
resolution levels.

(ii) Decomposition process usingDWTwill produce four
matrices defined as wavelet coefficients, 𝐿𝐻

𝑝
, 𝐻𝐿
𝑝
,

and 𝐻𝐻
𝑝
. The resolution level is determined with

𝑝 × 𝐿. In this paper, the decomposition level of the
𝑝 = 1 is considered. According to Run et al. [24],
selecting higher 𝑝 value to produce higher subbands
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Figure 10: Continued.
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Figure 10: Image quality metrics on Gaussian noise attack.

level tolerates a greater tampering detection, but it
decreases the localization accuracy against image
tampering.

(iii) After decomposition, one decompose matrix called
wavelet coefficients 𝐶𝑊 are rounded into closest
integer. Then, the matrix is fragmented into small
size of nonoverlapping block. Such fragmented blocks
ensure that matrix of wavelet coefficients parallel to
the same spatial spot will be inserted with watermark

code. The payload of watermark code in a block is
controlled using 𝑛 parameter. The block size should
be determined properly to allow sufficient watermark
payload and to maintain fine image quality. The
suitable block size also ensures optimum localization
capability on tampered region. Equation below is used
to calculate the block size 𝑏:

𝑏 (𝑛) = ⌈√2𝑛⌉ . (9)
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Figure 11: Bit error rate result against Gaussian noise attack.

(iv) The watermark information that is already prepared
as described in Section 3.1 is utilized. Such watermark
resists local attacks problem because the information
has been blurred using chaotic map [24]. The bits
of watermark are defined as 𝑙

𝑚
. It is known that the

watermark length of 𝑙
𝑚
is influenced by the selected

hash function. In this regard, simple function is
required to select the bits sequentially with respect to
𝑛 parameter (𝑛 value is same as in step (iii)) as defined
below:

𝑊 = {
LSBit
1...𝑛
, 𝑛 ≤ 8,

LSBit
1...8
, 𝑛 > 8.

(10)

(v) The selected authentication bits 𝑊 are hidden into
the wavelet coefficients using weighted-sum function,
𝑓(𝑥) [17]. The block of wavelet coefficients is fed
into weighted-function and then the resulting value is
compared with selected authentication bits; both val-
ues are treated in decimal form. A loop is performed
until the weighted-sum value is equal to the selected
authentication bits. The value in a block 𝐵 of wavelet
coefficient is modified ±1 with respect to function as
follows:

𝑆 = 𝑊 − 𝑓 (𝑥) ,

𝐵 (𝑑) =

{{{{

{{{{

{

𝐵
|𝑠|
+ 1, 0 < |𝑆| ≤ 2

𝑛
, 𝑆 > 0

𝐵
|𝑠|
− 1, 0 < |𝑆| ≤ 2

𝑛
, 𝑆 < 0

𝐵
|𝑠−2
𝑚+1
|
+ 1, 2

𝑛
< |𝑆| ≤ 0, 𝑆 > 0

𝐵
|𝑠−2
𝑚+1
|
− 1, 2

𝑛
< |𝑆| ≤ 0, 𝑆 < 0.

(11)

(vi) After processing all blocks of the wavelet coefficients,
the new wavelet coefficients are stored as 𝐶𝑊

1
. After-

ward, 𝐶𝑊
1
along with three decomposition matrixes

(𝐿𝐻, 𝐻𝐿, and 𝐻𝐻) are inverted back into spatial
domain using 2D-Inverse DWT. The new image 𝐼

1

is decomposed using 2D-DWT to obtain the wavelet
coefficient, stored as 𝐶𝑊

2
. Using equation below

matrix𝐷 is calculated:

𝐷 = 𝐶𝑊


1
− 𝐶𝑊



1
. (12)

(vii) Thematrix𝐷 as generated above consists only of three
kinds of values {−1, 0, +1}. Since matrix𝐷 is halftone
of the new image size then it requires stretching the
matrix such that it has the same size of the image size.
Such aim can be done by multiplying the matrix size
by two and filling the gap with zero value. Further, the
stretched matrix 𝐷 is embedded into spatial domain
of new image 𝐼

2
by altering the least significant bits of

its pixels with value in matrix𝐷.

3.3. The Watermark Authentication Process. The authenti-
cation process is allowed by tamper localization on the
protected image if present.This process can be seen as reverse
of the embedding process. The following steps describe the
authentication process.

(i) As explained above, two watermarks are embedded
separately on wavelet domain and then on spatial
domain. It requires extracting them in reverse way.
In spatial domain, the watermarks are hidden in least
significant bits of pixels with respect to the matrix
𝐷. In this regard, the LSB of each pixel is extracted
by taking the two insignificant bits; the value is then
saved in matrix 𝐸.

(ii) Matrix 𝐸 must be suppressed into half size because
it contains gap values of zeros. The new image after
removing the insignificant bits is stored as 𝐼

𝑒
.
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Figure 12: Continued.
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Figure 12: Image quality metrics on median filtering attack.

(iii) The new image 𝐼
𝑒
is decomposed into wavelet

domain using 2D-DWT. It decomposes into first
level subbands same as on watermarking process.
Hence, it generates first wavelet coefficient,𝐿𝐻

1
,𝐻𝐿
1
,

and 𝐻𝐻
1
. The generated wavelet coefficient 𝐶𝑊

1
is

floored into nearest integer. Afterward, 𝐶𝑊
1
is added

with matrix 𝐸 to generate new wavelet coefficient
𝐶𝑊
2
.

(iv) The 𝐶𝑊
2
is processed block-by-block with block size

same as defined during watermarking process. The
weighted-sum function is utilized to obtain weight
value of the block. The weight value is decrypted
prior to comparing with authentication bits that are
stored in database. The valid block should have same
value with the selected authentication bits; otherwise
it is categorized as tampered block. The wavelet
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Figure 13: Bit error rate result against median filtering attack.

(i(a) Original watermarked image

(b) Tampered image on line 9

) n = 2 (ii) n = 4

(iii) n = 6 (iv) n = 8

Figure 14: Tamper detection on collage attack (page-003.jpg).
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(i) n = 2 (ii) n = 4 (iii) n = 6 (iv) n = 8

Figure 15: Tamper detection on collage attack (page-003.png).

coefficient value of tampered block is modified into
zero values to localize the tamper region. Finally,
authenticated image is generated by transforming the
wavelet coefficient using 2D-DWT. A black box will
exist if any forgery is present.

4. Implementation and Experimental Results

The performance of the proposed method is assessed with
two datasets taken from popular android applications. Each
one of the datasets consists of 604 images of the Quran
pages. The file formats for the datasets A and B are JPEG and
PNG, respectively. Dataset A has a border for each page and
the color defined in RGB spaces. Dataset B does not have
a border and is presented in the indexed grayscale image.
Figure 3 presents someQuran images and Table 1 detailed the
characteristics of each dataset.

The experiment is conducted based on the common
methodology as reported throughout the literature [15–20,
25]. The assessment includes localization accuracy against
image forgery and measures image quality after watermark-
ing process. The result is presented for four pages only,
selected from pages 1, 3, 50, and 601, for the sake of simplicity
of the presentation. These four pages are considered because
they represent the whole Quran pages. Page 1 consists only
of one chapter and it is like page 50. Page 3 is almost similar
with all pages of theHolyQuran. Page 50 shows the beginning
of a new chapter and page 601 consists of several chapters in
the page. The main concern of fragile watermarking method
is the ability to detect the manipulation while preserving
the host image after watermarking. Hence, several methods
of image quality measurement are utilized to determine the
quality of thewatermarked image.The image qualitymethods
are as in Table 2.

The image quality after the watermarking process is
measured using the above-mentioned equations. In the lit-
erature, some methods have reported the reference value
that indicates adequate image quality. The known acceptable
values are shown in Table 3.

Proposed fragilewatermarkingmethod should be capable
of detecting any manipulation and locate the tampered
location. Certain form of manipulation can be unintended;

for example, the usage of the compression schema and
other manipulations can be intended including resizing,
cropping, rotation, and other image manipulations. Those
image manipulations can be summarized as follows.

(a) Lossy compression such as JPEG and MPEG practi-
cally damages the image quality through irrecoverable
loss of information.

(b) Geometric distortions alter the image symmetry and
include operations such as cropping, rotations, scal-
ing, and translation.

(c) General signal processing procedures are such as
image filtering, resampling, color reduction, local
conversation of pixels, and adding of constant offset
to the pixel values.

(d) Other intentional attacks are done by human hand,
for example, performing watermarking on water-
marked image or scanning watermarked image to
produce same image that bypassed the watermark
information.

As summarized above, six common image manipulations
that covered the above-mentioned image manipulations are
considered to demonstrate the performance of the proposed
approach. The considered manipulations are only applicable
for Quran pages, which should not alter the content extreme
(e.g., rotation or flip the image). The considered image
manipulations applied on the dataset are presented as in
Table 4.

Please note that the pixel manipulation is too small.
Therefore, it is hard to see by using naked eye. Then, replace-
ment manipulation is executed by exchanging one verse of
watermarked Quran image with another verse. It is clear that
such manipulation will distort the content. Such replacement
is a challenge to the nonprofessional to be discovered because
of the lack of knowledge regarding the authentic Quran. The
five image manipulations (except JPEG compression) that
are applied on Quran image page number 3 are presented
in Table 5. As mentioned in Section 3, the proposed method
requires a parameter for the block size, defined as 𝑛. The
experiment will be conducted for a range of 𝑛 values, where
𝑛 = {1, 2, . . . , 15}. Each of 𝑛 values is subjected to the above-
mentioned image manipulations.



24 The Scientific World Journal

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0.998

0.9982

0.9984

0.9986

0.9988

0.999

0.9992

0.9994

0.9996

0.9998

1 NHD (JPEG)

n

Page-001.wat
Page-003.wat

Page-050.wat
Page-601.wat

(a)

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0.92

0.93

0.94

0.95

0.96

0.97

0.98

0.99

1
NHD (PNG)

n

Page-001.wat
Page-003.wat

Page-050.wat
Page-601.wat

(b)

Figure 16: NHD result on collage attack, 𝑛 = [1, 15].

Initially, the experiment is carried out to evaluate the
PSNR value of watermarked image, because this metrics is
commonly used and suitable to measure the performance
of digital watermarking method. The proposed method can
achieve PSNR value above 42 dB [3, 17] after 𝑛 > 3 as shown
in Table 6 and Figure 4, for both datasets A and B. It confirms
that the level of image distortion following watermarking
process is low enough even when considering a small 𝑛
value. The first important feature of the fragile watermark is
imperceptibility. In order to discover the difference between
the watermarked image and original image, hence the SSIM
metric can be utilized to inspect the visual similarity [57].
SSIM has proved to be in line with the human visual system
and is able to evaluate the relationship of the two different
images, including image contrast, image brightness, and
three aspects in the image structure. The SSIM value during
experiment shows near to one when 𝑛 > 8, as depicted in
Table 7 and Figure 4. Hence, the proposed method is able to
preserve the image quality positively.

Afterward, the experiment is conducted by performing
the dewatermarking process minus any image attacks to ver-
ify whether the authentication process can be accomplished
properly or not. The result indicates that the watermarked
image can pass the authentication perfectly for every 𝑛 value
to the parameter of proposed method. The 𝑛 parameter is
ranging from 1 to 15. The percentage of authentic blocks
calculated by dividing the authenticated blocks with overall
quantity of all blocks is 100% for both datasets A and B. It
can be concluded that the proposed method can perform
embedding and extracting of the watermark on host image
perfectly.

The next evaluation is carried out to study the capability
of proposed method with respect to the pixel manipulation
as reported in Table 5. Table 5 of the pixel manipulation
shows a particular region of the watermarked Quran image
that has been altered, which is a single dot of the verse

deleted. Suchmanipulation undoubtedly annoys the integrity
of the Quran’s content as the dot(s) has significance in Arabic
alphabets.The parameter 𝑛 value within range {1, 15} is tested
to understand the influence against tamper detection. Tables
8 and 9 show PSNR and BER results. Figures 5(i)–5(vi) show
the location of the tampered region in the image as black box.
Image quality metrics confirm that after attack the quality
is decreased and tends to have a constant value as depicted
in Figure 6. The fragility reported in Figure 7 that shows on
JPEG dataset pixel manipulation can be detected under any 𝑛
value. Meanwhile, fragility on PNG dataset can achieve 100%
only after 𝑛 ≥ 5.

The Gaussian filter is applied on the watermarked image,
and the fragility is measured. The filter is blurring the Quran
image that makes some verses unreadable or vague. Table 10
shows the image quality measurement to indicate the image
quality after attack and Table 11 reports that the BER results
indicated how fragile the proposed method is. As expected,
changes in themagnitude of gradient vectors due to Gaussian
filter can be detected properly. Hence, the proposed method
is fragile to blurring attack. Blurring attack has decreased
the image quality as reported in Figure 8, the PSNR result
and other metrics shows obtain lower values compare with
metrics’ values before apply blurring attack. BER for both
datasets are shown in Figure 9 and finest fragility can be
achieved only after 𝑛 ≥ 8.

The Quran image should not contain any noise because
a dot is a matter in Arabic letters. Hence, a Gaussian noise
that is commonly used to add noises in image processing
is considered. The Gaussian noise does not have structure
and it is difficult to eliminate such noises without suffering
modifications to the image itself. Tables 12 and 13 show
the PSNR and BER results of the proposed method,
respectively, after Gaussian noise is inserted to the water-
marked images.The result confirms that the proposed fragile
watermarking method is capable of localizing the noise
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Figure 17: PSNR before and after JPEG compression, QF = [50, 100].
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Figure 18: Bit error rate result against JPEG compression, QF = [50, 100].
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attack. Image quality is decreased after this attack as presented
in Figure 10. Figure 11 reported fragility on PNG dataset
better than JPEGdataset. Fragility on JPEGdataset is superior
after 𝑛 > 6.

The succeeding considered attack is median filtering
attack. Such attack is known as nonlinear attack and alters the
gradient vector of imagemuchmore than Gaussian filter.The
median filter does not change the edge points unlikeGaussian
filter. The PSNR and the BER results of proposed method
under median filtering attacks are presented in Tables 14 and
15, respectively. As mentioned before, the median filters are
executed with 3 × 3 window. The result demonstrates that
tamper localization after a median filtering attack is very
efficient in both dataset A and dataset B.This attack degrades
the image quality more than previous attacks as presented
in Figure 12. The proposed method can attain acceptable
fragility only after 𝑛 ≥ 8 for both datasets as depicted in
Figure 13.

The collage attack is one of the security issues on the
fragile watermarking method that needs to be concerned. In
this regard, the watermarked image is altered by replacing
the verse line number 9 with another verse. The pasted
versed is taken from watermarked image and hence it has
authentication code. Figures 14(i)–14(iv) and 15(i)–15(iv)
report the position of the altered region in both datasets as
black box. The result demonstrates even with small 𝑛 value
the altered region can be detected but not accurately. The
proposed method can localize the collage regions correctly
when the parameter 𝑛 > 4. The NHD metric is utilized
to estimate the localization performance by considering
the modification between watermarked image and attacked
image.The NHD is shown in Figure 16; the values expressing
the proposed method can detect the collage attack as long as
the 𝑛 parameter is greater than or equal to 8.

Finally, JPEG compression is tested on proposed method
to evaluate the fragility against nonmalicious attack. The
evaluation is considered from soft to modest JPEG compres-
sion with quality factor (QF) of JPEG compression within
range {50, 100}. PSNR results are presented in Figure 17; the
compression does not affect the image quality. The BER of
the watermarked image following authentication process is
measured. Figure 18 reported the BER results for 𝑛 = 1 to 𝑛 =
15. As expected, the BER value is highwhichmeans proposed
method is fragile to JPEG compression with respect to any 𝑛
value. Such fragility is contributed from embedding process
that considers the coefficients matrix of the first wavelet
subbands. The first wavelet subbands are altered during the
JPEG compression. A proper value for 𝑛 parameters can vary
from one application to another. Nevertheless, it is suggested
that 𝑛 value equal to eight (8) is applicable for general digital
watermarking purposes.

5. Conclusion and Future Work

Based on the literature review, authors found no study
attempt to explore the digital watermarking for the Holy
Quran images. Most of the recent digital watermarking
methods are applied on natural images, for example, Lena,

baboon, and other popular images. Hence, there are a gap
and an open issue related to preserving the integrity of the
Holy Quran. This paper brings novel issue to the society and
presents one of the solutions to protect the Holy Quran from
common image tampering.The proposedmethod is intended
as fragile watermarking that considers both wavelet domain
and spatial domain. The first layer of watermarking method
is applied on wavelet domain and second layer on spatial
domain. The host image is transformed into wavelet domain
using discrete wavelet transformation (DWT) prior to hid-
ing the watermark. The recent methods demonstrated that
such watermarking schema in the wavelet domain is robust
to brute-force attack rather than watermarking method in
the spatial domain. Furthermore, proposed method can be
categorized as a block-based approach and it introduces
correlation between the blocks thatmake resistance to collage
attack. The two-layer watermarks also guarantee challenging
the intruder to bypass the authentication without breaking
the watermarked image. Thanks are due to chaotic maps that
are very sensitive to initial value, demonstrate greatly blurred
authentication code, and protect the watermark against local
attacks. According to the result of image quality metrics, the
proposed method obtained satisfactory image quality after
embedding the procedure. Finally, several image attacks that
applied into the watermarked image demonstrated that the
proposed method yields promising localization of the image
tampering at a minimum watermark payload.

In the future, analysis on other attacks can be considered
such as blurring attack, noise attack, and other known attacks.
Further, the study should work on various image formats, for
example, JPEG2000, TIFF or BMP formats. Investigation on
the image quality after watermarking process, using metrics
other than PSNR and SSIM, is important. Implementing
watermarks on higher level of decomposition can also be
explored. Finally, the security can also be improved by
improving the encryption part.
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Aiming at the abrupt faults of the chaotic system, an adaptive observer is proposed to trace the states of the master system. The
sufficient conditions for synchronization of such chaotic systems are also derived. Then the feasibility and effectiveness of the
proposed method are illustrated via numerical simulations of chaotic Chen system. Finally, the proposed synchronization schemes
are applied to secure communication system successfully. The experimental results demonstrate that the employed observer
can manage real-time fault diagnosis and parameter identification as well as states tracing of the master system, and so the
synchronization of master system and slave system is achieved.

1. Introduction

Chaotic systems are complex nonlinear systems whose
behaviors are highly sensitive to initial conditions, and they
are long-term unpredictable in general, resulting long-term
unpredictable in general. The characteristics of chaos have
been attracting researchers’ attention since 1990s. The real-
ization of OGY (Ott-Grebogi-Yorke) chaos-control method
[1] and PC synchronization method (Pecora and Carroll’s
method) [2] had greatly promoted the application of chaos
theory. As the key technology for secure communications,
chaotic synchronization research hasmade someprogress [3–
14].

Formany dynamic systems, chaotic systems, for example,
system parameters and models, may change with the envi-
ronments. Because of the uncertainty of these parameters or
model, it is usually very difficult to synchronize the slave
system and the master system. However, observer-based
synchronization control methods need not know all statuses
of the original chaotic system, so it is more suitable for
practical applications [15–20]. Paper [15] gave the conditions
that observers exist, proposed a specific form of observer,
and applied the designed synchronization scheme to chaotic
secure communication systems. Paper [16] researched the
scheme of exponential synchronization for a class of

time-delay Chen chaotic systems with unknown parameters,
designed a synchronization controller and adaptive laws for
parameters, and gave sufficient conditions of exponential
synchronization. Paper [17] transforms the chaotic synchro-
nization into the design of a special observer and realized
the tracking of chaotic system statuses. Paper [18] designed
the high precision secure communication scheme of hyper-
chaotic systembased on the state observermethod. Paper [19]
achieved chaotic synchronization based on extended state
observer and sliding model theory. Paper [20] designed a
nonlinear observer based on Chua’s circuit to achieve chaotic
synchronization.

Works described above did not take system failures
into account, and they all focused on the design of syn-
chronization observers under normal operating conditions,
while, in practical chaotic secure communication systems,
sensors, actuators, and inner components may inevitably fail,
which will lead to sharp performance decline of the chaotic
secure circuits, and may even cause paralysis of the whole
communication system and then lead to enormous economic
losses. For this reason, the reliability of chaotic system is
crucial in secure communication systems. Research on fault
tolerant synchronization has become a hot topic in chaotic
synchronization research area, and it is attracting more and
more attentions.
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Our work considers the abrupt fault in chaotic system,
employs an observer-based active fault tolerant approach,
diagnoses fault online using adaptive observer, and achieves
synchronization of chaotic system effectively. We verified the
effectiveness of our method through numerical simulations;
experimental results showed that synchronization can be
achieved no matter the system failed or not. Finally, we also
applied our method to chaotic secure communications.

The rest of this paper is organized as follows. Section 2
brings forward and formulates the problem. Section 3 pro-
poses a fault tolerant synchronization control scheme based
on adaptive observer. Section 4 demonstrates numerical sim-
ulations and applications for secure communications. Finally,
Section 5 concludes this paper.

2. Problem Description

Consider the following chaotic system as a master system:

̇𝑥 (𝑡) = 𝐴 (𝑥) + 𝐵𝑔 (𝑥 (𝑡)) + 𝐹𝑓 (𝑡) ,

𝑦 (𝑡) = 𝐶𝑥 (𝑡) ,

(1)

where 𝑥(𝑡) ∈ 𝑅𝑛 is the state variable of the system, 𝑦(𝑡) ∈ 𝑅𝑛
is the output variable, 𝑔(⋅) is a nonlinear function, 𝐴, 𝐵, 𝐶,
and 𝐹 are coefficient matrices with appropriate dimensions,
𝑓(𝑡) = {

0 𝑡<𝑇

𝑎 𝑡≥𝑇
is the fault function, and𝑇 is the time of failure.

Observer-based chaotic synchronization method builds
observer for the master system, and the constructed observer
is employed as slave system to trace the state of the master
system, and then the synchronization of master system and
slave system is achieved.The adaptive observer is designed as

̇�̂� (𝑡) = 𝐴 ̇𝑥 + 𝐵𝑔 (𝑥 (𝑡)) + 𝐹𝑓 (𝑡) + 0.5𝐵𝜃 (𝑡) (𝑦 (𝑡) − 𝐶𝑥 (𝑡)) ,

𝑦 (𝑡) = 𝐶𝑥 (𝑡) ,

(2)

where 𝑥(𝑡) and 𝑦(𝑡) are estimate values of 𝑥(𝑡) and 𝑦(𝑡),
respectively. 𝜃(𝑡) is the gain of the observer with adaptive law
and it satisfies the following adaptive law:

̇
�̂� (𝑡) = 𝑘

(𝑦 (𝑡) − 𝐶𝑥 (𝑡))


2

. (3)

𝑓(𝑡) is the estimation of the system fault function 𝑓(𝑡), and it
satisfies the following adaptive law:

̇
�̂� (𝑡) = Γ𝑅 (𝑦 (𝑡) − 𝐶𝑥 (𝑡)) , (4)

where Γ is a positive definite diagonal matrix, which is
formulated as 𝑅 = 𝐹

𝑇
(𝐵
−1
)
𝑇.

Assuming that the error of the fault function and the
synchronization error of the chaotic system are, respectively,
defined as

𝑒
𝑓
(𝑡) = 𝑓 (𝑡) − 𝑓 (𝑡) , (5)

𝑒 (𝑡) = 𝑥 (𝑡) − 𝑥 (𝑡) , (6)

we can get the following error system from the derivative of
(6):

̇𝑒 (𝑡) = 𝐴𝑒 (𝑡) + 𝐵 (𝑔 (𝑥 (𝑡)) − 𝑔 (𝑥 (𝑡))) + 𝐹𝑒
𝑓
(𝑡)

− 0.5𝐵𝜃 (𝑡) (𝑦 (𝑡) − 𝐶𝑥 (𝑡))

= (𝐴 − 𝐿𝐶) 𝑒 (𝑡) + 𝐿𝐶𝑒 (𝑡) + 𝐵 (𝑔 (𝑥 (𝑡)) − 𝑔 (𝑥 (𝑡)))

+ 𝐹𝑒
𝑓
(𝑡) − 0.5𝐵𝜃 (𝑡) (𝑦 (𝑡) − 𝐶𝑥 (𝑡)) .

(7)

In order to facilitate design, we provide the following
hypothesis and lemma.

Hypothesis 1. To chaotic system formulated in (1), there exist
matrices 𝐿,𝑃 = 𝑃

𝑇
> 0 and𝑄 > 0, which satisfy the following

equation:

𝑃 (𝐴 − 𝐿𝐶) + (𝐴 − 𝐿𝐶)
𝑇
𝑃 = −𝑄,

𝐵
𝑇
𝑃 = 𝐶.

(8)

Hypothesis 2. To chaotic system formulated in (1), nonlinear
function 𝑔(⋅) satisfies the Lipschitz conditions; that is, for
𝑥(𝑡) ∈ 𝑅

𝑛, 𝑦(𝑡) ∈ 𝑅
𝑛, there exists 𝛿 > 0 satisfying the

following inequality:

𝑔 (𝑥 (𝑡)) − 𝑔 (𝑦 (𝑡))
 ≤ 𝛿

𝑥 (𝑡) − 𝑦 (𝑡)
 . (9)

Lemma 1. To appropriately dimensioned matrices𝑋, 𝑌 and a
positive definite matrix 𝑅, the following inequality is satisfied:

𝑋𝑌 + 𝑌
𝑇
𝑋
𝑇
≤ 𝑋𝑅𝑋

𝑇
+ 𝑌
𝑇
𝑅
−1
𝑌. (10)

3. Fault Tolerant Synchronization
Control Scheme

Theorem 2. To adaptive observer (2), there exist symmetric
matrices 𝑃 > 0, 𝑄 > 0, 𝐿 and constants 𝛼, 𝛽; the following
matrix inequality is satisfied:

𝑄 − 𝛽𝑃𝐿𝐿
𝑇
𝑃 − 𝛼𝐼 > 0, (11)

whereas error system (7) is asymptotic stability; that is, master
system (1) and slave system (2) can be synchronized.

Proof. Select the following Lyapunov function:

𝑉 (𝑡) = 𝑒
𝑇
(𝑡) 𝑃𝑒 (𝑡) +

1

2𝑘
𝜃
2

+ 𝑒
𝑇

𝑓
(𝑡) Γ
−1
𝑒
𝑓
(𝑡) , (12)

where𝑃 is a positive definite symmetricmatrix and it satisfies
Hypothesis 1, 𝜃 = 𝜃− 𝜃 and 𝜃 = (1/𝛽) + (2/𝛼)𝛿

2
> 0, simulta-

neously.
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From the derivative of 𝑉(𝑡), we can get

𝑉 (𝑡) = 2𝑒
𝑇
(𝑡) 𝑃 ̇𝑒 (𝑡) +

1

𝑘
𝜃
̇
𝜃 + 2𝑒

𝑇

𝑓
(𝑡) Γ
−1

̇𝑒
𝑓
(𝑡)

= 𝑒
𝑇
(𝑡) (𝑃 (𝐴 − 𝐿𝐶) + (𝐴 − 𝐿𝐶)

𝑇
𝑃) 𝑒 (𝑡)

+ 2𝑒
𝑇
(𝑡) 𝑃𝐿𝐶𝑒 (𝑡) + 2𝑒

𝑇
(𝑡) 𝑃𝐵 (𝑔 (𝑥 (𝑡)) − 𝑔 (𝑥 (𝑡)))

+ 2𝑒
𝑇
(𝑡) 𝑃𝐹𝑒

𝑓
(𝑡) − 𝑒

𝑇
(𝑡) 𝑃𝐵𝜃 (𝑡) (𝑦 (𝑡) − 𝐶𝑥 (𝑡))

−
1

𝑘
𝜃
̇
𝜃 − 2𝑒

𝑇

𝑓
(𝑡) Γ
−1 ̇
�̂� (𝑡) .

(13)

According to Hypothesis 2 and Lemma 1, we have

2𝑒
𝑇
(𝑡) 𝑃𝐵 (𝑔 (𝑥 (𝑡)) − 𝑔 (𝑥 (𝑡)))

≤

2𝑒
𝑇
(𝑡) 𝑃𝐵 (𝑔 (𝑥 (𝑡)) − 𝑔 (𝑥 (𝑡)))



≤

2𝑒
𝑇
(𝑡) 𝑃𝐵


⋅
𝑔 (𝑥 (𝑡)) − 𝑔 (𝑥 (𝑡))



≤ 2𝛿

𝑒
𝑇
(𝑡) 𝑃𝐵


⋅ ‖𝑒 (𝑡)‖

≤
𝛿
2

𝛼


𝑒
𝑇
(𝑡) 𝑃𝐵



2

+ 𝛼‖𝑒 (𝑡)‖
2

=
𝛿
2

𝛼
𝑒
𝑇
(𝑡) 𝑃𝐵𝐵

𝑇
𝑃𝑒 (𝑡) + 𝛼‖𝑒 (𝑡)‖

2
.

(14)

The following inequality can be derived from Hypothesis
1 and Lemma 1:

2𝑒
𝑇
(𝑡) 𝑃𝐿𝐶𝑒 (𝑡) = 2𝑒

𝑇
(𝑡) 𝑃𝐿𝐵

𝑇
𝑃𝑒 (𝑡)

≤ 𝛽𝑒
𝑇
(𝑡) 𝑃𝐿𝐿

𝑇
𝑃𝑒 (𝑡) +

1

𝛽
𝑃𝐵𝐵
𝑇
𝑃𝑒 (𝑡) .

(15)

From Hypothesis 1, we get

2𝑒
𝑇
(𝑡) 𝑃𝐹𝑒

𝑓
(𝑡) − 2𝑒

𝑇

𝑓
(𝑡) Γ
−1 ̇
�̂� (𝑡)

= 2𝑒
𝑇
(𝑡) 𝑃𝐹𝑒

𝑓
(𝑡) − 2𝑒

𝑇
(𝑡) Γ
−1
Γ𝑅 (𝑦 (𝑡) − 𝐶𝑥 (𝑡))

= 2𝑒
𝑇
(𝑡) 𝑃𝐹𝑒

𝑓
(𝑡) − 2𝑒

𝑇

𝑓
(𝑡) 𝑅𝐶𝑒 (𝑡)

= 2𝑒
𝑇
(𝑡) 𝑃𝐹𝑒

𝑓
(𝑡) − 2𝑒

𝑇

𝑓
(𝑡) 𝐹
𝑇
(𝐵
−1
)
𝑇

𝐵
𝑇
𝑃𝑒 (𝑡) = 0.

(16)

Substitute (14), (15), and (16) into (13), the following
inequality can be deduced:

𝑉 (𝑡) ≤ − 𝑒
𝑇
(𝑡) 𝑄𝑒 (𝑡) + 𝛽𝑒

𝑇
(𝑡) 𝑃𝐿𝐿

𝑇
𝑃𝑒 (𝑡) + 𝛼‖𝑒(𝑒)‖

2

+ (
1

𝛽
+
2

𝛼
𝛿
2
− 𝜃 (𝑡))


𝐵
𝑇
𝑃𝑒(𝑡)



2

−
1

𝑘
𝜃
̇
�̂�

≤ − 𝑒
𝑇
(𝑡) (𝑄 − 𝛽𝑃𝐿𝐿

𝑇
𝑃 − 𝛼𝐼) 𝑒 (𝑡)

+ (𝜃 − 𝜃 (𝑡))

𝐵
𝑇
𝑃𝑒 (𝑡)



2

−
1

𝑘
𝜃
̇
�̂�.

(17)

Substituting adaptive law (3) and (4) into (17), the
following inequality is reached:

𝑉 (𝑡) ≤ −𝑒
𝑇
(𝑡) (𝑄 − 𝛽𝑃𝐿𝐿

𝑇
𝑃 − 𝛼𝐼) 𝑒 (𝑡) . (18)

From Theorem 2, we conclude that inequality 𝑄 −

𝛽𝑃𝐿𝐿
𝑇
𝑃 − 𝛼𝐼 > 0 can be satisfied if we select 𝛼 and 𝛽 which

are small enough.That is, error system is asymptotic stability
when 𝑉(𝑡) < 0; synchronization of master system and slave
system is achieved. So only when we adjust the coefficients of
𝛼, 𝛽 in (18) can we get𝑄−𝛽𝑃𝐿𝐿𝑇𝑃−𝛼𝐼 > 0 to make the error
system asymptotic stability.

4. Simulations and Applications for
Secure Communications

In order to validate the correctness of Theorem 2, we select
the following coefficient matrices and fault functions:

𝐴 = [

[

−35 35 0

−7 28 0

0 0 −3

]

]

, 𝐵 = [

[

1 0 0

0 1 0

0 0 1

]

]

,

𝐶 = [

[

10 0 0

0 10 0

0 0 10

]

]

, 𝐹 = [

[

0

0

2

]

]

,

𝑓 (𝑡) = {
0, 𝑡 < 5,

5, 𝑡 ≥ 5.

(19)

Let 𝑘 = 1, Γ = 1, 𝛼 = 0.01, and 𝛽 = 0.01. Matrices 𝑃, 𝐿, 𝑄,
and 𝑅 are presented as

𝑃 = [

[

10 0 0

0 10 0

0 0 10

]

]

,

𝑄 = [

[

130.4627 0 0

0 130.4627 0

0 0 130.4627

]

]

,

𝐿 = [

[

−2.8142 1.300 0

1.4575 3.3901 0

0 0 0.3372

]

]

, 𝑅 = [0 0 2] .

(20)

Let the initial state of the master system-equation (1)
and the observer-equation (2) be formulated as 𝑥(𝑡) =

[0.5 0.2 0.5] and 𝑥(𝑡) = [0.01 − 0.5 0.1]
𝑇, respectively.

The trajectories of a fault and the fault estimation of the
system are shown in Figure 1, where an abrupt fault occurs
when 𝑡 = 5 s. The adaptive observer estimates the faults
within a short time after the fault occurs.

Figure 2 discloses the state trajectories of the error system.
Error system turns stable after about 1 second under the
circumstances of no faults occurring, so the master system
and the slave system are comparatively rapidly synchronized.
Abrupt fault of the master system occurs when 𝑡 = 5 s, and
the error system restabilizes within 3 seconds.

We apply the proposed chaotic synchronization scheme
for secure communication. The plaintext signal is sinusoidal
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Figure 1: The trajectories of a fault (solid line) and the fault
estimation (dotted line).
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Figure 2: Three error trajectories between synchronized chaotic
systems.

as shown in Figure 3. The state 𝑥
1
of the master system is

selected as masking signal and the masked encryption infor-
mation (the signal from transmitter) is shown in Figure 4. It
is obvious that the plaintext signal is completely concealed in
chaotic signals, and the transmission signal is noise likewhich
results in eavesdroppers’ inattention during the information
transmission. Because the three states 𝑥

1
, 𝑥
2
, and 𝑥

3
of

the chaos system are all noise like, each of them can be
used to mask the sine signal and obtain the equivalent
performance.

The recovered signal from receiver is shown in Figure 5.
We compare the recovered signal with the original signal (in
Figure 3) and obviously conclude that the original signal is
well decrypted before fault occurring, while it can still be
rapidly synchronized and decrypted though the quality of the
decrypted signal is affected within a short time after system
failure.

The error curve between the plaintext and recovered sig-
nal is demonstrated in Figure 6. We can obtain from Figure 6
that the proposed scheme effectively ensures the encryption
and decryption of the signal whether system faults occur or
not.
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Figure 3: The original signal from transmitter.
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Figure 4: The masked sinusoidal signal.
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5. Conclusions

Adopting fault tolerant synchronization method, this paper
discusses chaotic fault tolerant synchronization control based
on adaptive observer. By utilizing Lyapunov theory of stabil-
ity, it is proved that the error systems can still get asymp-
totic stability after system failure. The constructed adaptive
observer can not only manage real-time fault diagnosis and
parameter identification, but also trace the states of the mas-
ter system, and so the synchronization between the master
system and the slave system is achieved. Then the feasibility
and effectiveness of the proposed method are illustrated via
numerical simulations of chaotic Chen system.
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Smart environments established by the development of mobile technology have brought vast benefits to human being. However,
authentication mechanisms on portable smart devices, particularly conventional biometric based approaches, still remain security
and privacy concerns.These traditional systems aremostly based on pattern recognition andmachine learning algorithms, wherein
original biometric templates or extracted features are stored under unconcealed form for performingmatchingwith a newbiometric
sample in the authentication phase. In this paper, we propose a novel gait based authentication using biometric cryptosystem
to enhance the system security and user privacy on the smart phone. Extracted gait features are merely used to biometrically
encrypt a cryptographic key which is acted as the authentication factor. Gait signals are acquired by using an inertial sensor named
accelerometer in the mobile device and error correcting codes are adopted to deal with the natural variation of gait measurements.
We evaluate our proposed system on a dataset consisting of gait samples of 34 volunteers. We achieved the lowest false acceptance
rate (FAR) and false rejection rate (FRR) of 3.92% and 11.76%, respectively, in terms of key length of 50 bits.

1. Introduction

Smart environments established by the development of
mobile technology have brought vast benefits to human being
[1]. Nowadays, mobile devices could be utilized not only for
communication and entertainment but also for transaction
[2], personal healthcare [3], or even in emergency situations
[4]. As a result, more and more personal data are collected
and kept in the mobile device for analysis [5], which would
lead to increasing system security and user privacy concerns.
Basically, security techniques for authentication and identi-
fication are commonly based on password (e.g., OTP [2]),
token (e.g., ID cards), or biometric recognition (e.g., iris [6],
fingerprint [7], face [8], and gait [9] recognition). Biometric
based authentication mechanisms are more convenient in
terms of end-user usage viewpoint when comparing with the
two remaining methods of password and token. However,
using biometric authentication on mobile devices should
be considered carefully. Due to the fact that biometrics is
unique but fuzzy and revocable, most conventional biomet-
ric authentication systems are developed based on pattern
recognition and machine learning (PR-ML) algorithms to

deal with the natural variations of biometric measurement
[6]. Enrollment biometric templates or extracted features are
stored under unconcealed form for matching with a new
biometric sample to authenticate/identify users. This kind
of approaches could leave critical vulnerabilities in terms
of system security and user privacy, especially when it is
implemented on mobile devices. These devices are easily lost
so that an adversary could illegally access the mobile reposi-
tory to obtain original biometric templates. Since biometrics
is tied to unique characteristics of an individual which are
hardly changed, the user privacy leak means an adversary
could partly or fully determine the user’s biometrics. From
the viewpoint of system security, a compromise of biometric
templates results in everlasting forfeiture. An adversary could
utilize compromised templates to thereafter always illegally
grant access to sensitive services.

In this paper, we introduce an authentication system
based on biometric cryptosystem (BCS) to enhance the
system security and user privacy on mobile devices. The
biometric modality used in our system is human gait which
is collected using an inertial sensor named accelerometer
attached to the user’s body. This type of sensor has been
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utilized to propose motivating applications in smart phones
recently [3]. To the best of our knowledge, this is the first
approach of a BCS using gait biometrics captured from
the accelerometer. We utilize a fuzzy commitment scheme
[10] whereby the key, acting as an authentication factor, is
biometrically encrypted by the user’s gait. The gait sample
is merely employed to retrieve the cryptographic key and
then be always discarded so that the system security and user
privacy are significantly enhanced. Moreover, the system has
significant advantages in terms of small storage space and low
computational requirements. Therefore, it is more applicable
to be deployed directly on mobile devices with limited
resources, compared with other PR-ML based systems [9].

The rest of this paper is organized as follows. Section 2
presents the related works. Our proposed system is described
in Section 3. Experimental evaluations are presented in
Section 4. Finally, Section 5 draws our conclusions.

2. Related Works

To preserve the security and user privacy of biometric
authentication systems, various modern approaches have
been proposed [11], wherein biometric cryptosystems (BCSs)
have attracted much research in recent years. State-of-the-art
BCSs which were previously proposed mostly utilize physio-
logical modalities such as iris [12], face [13], and fingerprint
[14]. There are some studies that use behavioral biometrics
such as signature [15] and voice [16]. Generally, BCSs could be
classified into 2 subsystems including key-binding and key-
generation systems [11]. In key-binding systems, a random
key string is generated and then bound with a biometric
template yielding helper data. Such data are stored for further
utilization to retrieve the key in the authentication phase.
For example, Hao et al. [17] proposed an iris based BCS
using fuzzy commitment scheme. They used 2048 bits of iris
code combined with concatenated codes and achieved the
false acceptance rate (FAR) and false rejection rate (FRR)
of 0% and 0.47%, respectively, and the key length of their
system is 140 bits. In contrast to key-binding systems—the
key generation scheme—helper data is created directly only
from the biometric template. Such helper data will associate
with a presented query which is sufficiently close to the
original template to generate either the unique key string or
the original template. Typical techniques of such scheme are
fuzzy extractor [18] and secure sketches [19]. Applications of
key-generated scheme have already been implemented on iris
[12] and voice [16]. Generally, approaches on physiological
modalities achieved better results in terms of error rates and
security level, compared with behavioral biometric factors.
This is due to the fact that physiologicalmodalities such as iris
and fingerprint aremore robust than behavioral factorswhich
are significantly affected by various conditions. For example,
human voice depends on the state of health, gait of individual
changes over time, and so forth.

3. The Proposed Method

Figure 1 sketches the specification of our gait based BCS using
a fuzzy commitment scheme [10]. In the enrollment phase,

gait signal of a user 𝑈 will be acquired and preprocessed
to reduce the influence of the acquisition environment.
Feature vectors are extracted in both time and frequency
domains and then binarized. After that, a reliable binary
feature vector 𝜔 is extracted based on determining reliable
components. Concurrently, a cryptographic key 𝑚, which is
generated randomly corresponding to each user, is encoded
to a codeword 𝑐 by using error correcting codes. The fuzzy
commitment scheme 𝐹 computes the hash value of 𝑚 and
a secured 𝛿 using a cryptographic hash algorithm ℎ and a
binding function, respectively. The helper data which are
used to extract reliable binary feature vectors and values of
ℎ(𝑚), 𝛿 are locally stored for later use in the authentication
phase.

In the authentication phase, the user supposed to be 𝑈
will provide a different gait sample. It is also preprocessed to
extract a feature vector and a reliable vector 𝜔 is extracted by
using helper data which is previously stored in the enrollment
phase. The decoding function 𝑓 computes the corrupted
codeword 𝑐

 via binding 𝜔
 with 𝛿 and then retrieves a

cryptographic key 𝑚 from 𝑐
 using a corresponding error

correcting code decoding algorithm. Finally, the hash value
of𝑚 will be matched with ℎ(𝑚) for authentication decision.

3.1. Gait Signal Preprocessing and Segmentation

3.1.1. Data Acquisition. A Google Nexus One smart phone
put inside front pocket is employed to collect user gait signal
(Figure 2).This discrete time signal is a sequence of combined
values of gravity acceleration, ground reaction force, and
inertial acceleration which are captured by a built-in 3-
dimensional accelerometer during walking. We present the
output of this accelerometer as 3-component vectors

𝐴 = [𝑎
𝑋
, 𝑎
𝑌
, 𝑎
𝑍
] , (1)

where 𝑎
𝑋
, 𝑎
𝑌
, 𝑎
𝑍
represent the magnitude of the acceleration

values acting on three directions, respectively.

3.1.2. Data Interpolation. As the accelerometer integrated in
mobile devices is power saving and designed to be simpler
than standalone sensors, its sampling rate is not stable and
entirely depends on mobile OS. The time interval between
two consecutive returned samples is not a constant. The sen-
sor only outputs value when the acceleration on 3 dimensions
has a significant change. The sampling rate of Google Nexus
One used in our study is instable and fluctuates around 27 ±
2Hz.Therefore, acquired signal is interpolated to 32Hz using
linear interpolation to ensure that the time interval between
two sample points will be fixed.

3.1.3. Noise Filtering. When accelerometer samples move-
ment data by user walking, some noises will inevitably be
collected. These could be yielded by idle orientation shifts
or bumps on the road during walking. Moreover, mobile
accelerometer produces numerous noises compared with
standalone sensors since its functionality is fully governed
by mobile OS layer. Hence, we adopt a multilevel wavelet
decomposition and reconstruction method, specifically the
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Figure 2: (a) Google Nexus One phone with a built-in 3-axial accelerometer and (b) the position of device put inside the front trouser pocket.

Daubechies orthogonalwavelet (Db6) with level 2, to filter the
gait signal. In 1st level, original gait signal is decomposed into
two separate parts containing coarse and detail coefficients.
Such coarse coefficients acquired in the 1st level are then
used as input signal to be decomposed in the next level.
This process continues until the desired level is achieved. To
eliminate the impacts of noise, in each level, we assign detail
coefficients which are lower than a predefined threshold to
0. The noise-filtered signal is reconstructed conversely to
the decomposition process, wherein coarse coefficients will
associate with new detail coefficients starting from the lowest
level until the zero level is achieved.

Because walking is a cyclic activity, we segment a
sequence of gait signal after eliminating noise to separate
patterns which consist of consecutive gait cycles. A gait
cycle is defined as the time interval between two successive
occurrences of one of the repetitive events when walking.

We observed that whenever the human foot, which is on the
same side as the device, touches the ground, the acceleration
value in the vertical dimension signal changes obviously as
illustrated as red points in Figure 3. We determined these
points by calculating the autocorrelation coefficients 𝐴

𝑚
=

∑
𝑁−|𝑚|

𝑖=1
𝑥
𝑖
𝑥
𝑖+𝑚

on the vertical dimension signal and filtering
vivid peaks based on mean and standard deviation. Then
based on these points, we segment gait signals into separate
patterns, in which each pattern consists of 𝑛gc (𝑛gc = 4 in
our experiment) consecutive gait cycles of all 3 dimensions.
Finally, a feature vector is extracted from each pattern in both
time and frequency domains.

3.2. Feature Vector Extraction. Denote 𝑛gc,𝑁 as the number
of gait cycles (GC) and the number of acceleration values 𝑥
in a pattern, respectively. In each pattern, gait features are



4 The Scientific World Journal

0 50 100 150 200 250 300
0

2

4

6

8

10

12

14

16

18

20

Samples

Ac
ce

le
ra

tio
n 

(m
/s
2

)

Marking point
Gait cycle

Figure 3: Gait cycle based segmentation on vertical dimension gait
signal.

extracted in both time and frequency domains as follows.

(a) Time Domain Features.

(i) Average maximum acceleration

avgmax = mean(max (GC
𝑖
))
𝑛gc
𝑖=1
. (2)

(ii) Average minimum acceleration

avgmin = mean(min (GC
𝑖
))
𝑛gc
𝑖=1
. (3)

(iii) Average absolute difference

avgabs dif =
𝑁−1

∑

𝑖=0

𝑥𝑖 − 𝑥
 . (4)

(iv) Root mean square

RMS = 1

𝑁

𝑁−1

∑

𝑖=0

𝑥
2

𝑖
. (5)

(v) 10-bin histogram distribution

hd = ⟨𝑛
𝑗
⟩
9

0
with 𝑛

𝑗
=

∑
𝑖=0

𝑥
𝑖

size (bin
𝑗
)

𝑗 (max−min)
10

≤ 𝑥
𝑖
∈ bin
𝑗
<
(𝑗 + 1) (max−min)

10
.

(6)

(vi) Standard deviation

𝜎 = √(
1

𝑁 − 1
)

𝑁−1

∑

𝑖=0

(𝑥
𝑖
− 𝑥). (7)

(vii) Waveform length

wl =
𝑁−1

∑

𝑖=1

𝑥𝑖+1 − 𝑥𝑖
 . (8)

(viii) Cadence period

𝑇cad =
∑
𝑛

𝑖
𝑡 (GC

𝑖
)

𝑛
, (9)

where 𝑡() is the time length of a gait cycle.

(b) Frequency Domain Features.

(i) First 40 FFT coefficients

fft = ⟨𝑋
𝑘
⟩ , 𝑋

𝑘
=

𝑁−1

∑

𝑖=0

𝑥
𝑛
𝑒
−𝑗2𝜋𝑘𝑖/𝑁

. (10)

(ii) First 40DCT coefficients

dct = ⟨𝑋
𝑘
⟩ ,

𝑋
𝑘
=
1

2
𝑥
0
+

𝑁−1

∑

𝑖=1

𝑥
𝑖
cos [ 𝜋

𝑁
𝑛(𝑘 +

1

2
)] .

(11)

Note that each feature in time and frequency domains
is extracted on 3 types of acceleration data of 𝑌, 𝑍,
𝑀-dimensions, where 𝑎

𝑀
= √𝑎

2

𝑋
+ 𝑎
2

𝑌
+ 𝑎
2

𝑍
, except for

the cadence period feature which is extracted based on
the timestamp of acquired acceleration values. Totally, we
obtain a real-valued feature vector of dimension of ((avgmax+
avgmin + avgabs dif +RMS+hd+𝜎+wl+fft+dct) × 3+𝑇cad) =
((1 + 1 + 1 + 1 + 10 + 1 + 1 + 40 + 40) × 3 + 1) = 289 for each
pattern.

3.3. Feature Vector Binarization. We adopt a quantization
method which is previously used in [13] for face template
binarization. Assume the number of users is denoted by𝑁

𝑢
.

The number of feature vectors extracted from each user is𝑀.
Let ( ⃗𝑇)

𝑖,𝑗
(𝑖 = 1 ⋅ ⋅ ⋅ 𝑁

𝑢
, 𝑗 = 1 ⋅ ⋅ ⋅𝑀) be the 𝑗th feature vector

of the user 𝑖; the mean over intraclass variability ⃗𝜇
𝑖
of the user

𝑖 is calculated as

⃗𝜇
𝑖
=

1

𝑀

𝑀

∑

𝑗=1

⃗𝑇
𝑗
. (12)

The mean over all feature vectors ⃗𝜇 in the enrollment phase
is calculated by

⃗𝜇 =
1

𝑁
𝑢

𝑁
𝑢

∑

𝑖=1

⃗𝜇
𝑖
. (13)
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The quantization method transforms 𝑡th component in
( ⃗𝑇)
𝑖,𝑗
into {0, 1} by comparing 𝑡th component of ⃗𝜇

𝑖
with a spe-

cific threshold defined by corresponding tth component of 𝜇.
For each user 𝑖, the binary feature vector 𝜔

𝑗
is determined by

⃗𝜔
𝑖,𝑗
= ⟨𝜔⟩𝑡,

⟨𝜔⟩
𝑡
=
{

{

{

0 if (→𝜇
𝑙
)
𝑡

≤ ( ⃗𝜇)
𝑡

1 if (→𝜇
𝑙
)
𝑡

> ( ⃗𝜇)
𝑡
.

(14)

In the enrollment phase, we use enrollment feature vectors to
approximately estimate the value of ⃗𝜇. This ⃗𝜇 is stored as the
helper data and used as the specific threshold for binarizing
real-valued feature vectors in the authentication phase.

3.4. Reliable Binary Feature Extraction. As the authors
pointed out in [13], when using the quantization method to
transform real-valued vectors into the binary forms based on
statistical analysis as in the previous section, components in
⃗𝜔
𝑖
are significantly instable when using →𝜇

𝑙
and ⃗𝜇 to determine

the output bit. For example, if the tth component of (→𝜇
𝑙
)
𝑡
is

close to ( ⃗𝜇)
𝑡
, the error probability for the next verificationwill

be higher.Therefore, it is necessary to extract only high robust
and reliable bits among ⃗𝜔

𝑖
. First, the variance 𝜎2 of each tth

component for each user 𝑖 is calculated by

𝜎
2

𝑖,𝑡
=

1

𝑀 − 1

𝑀

∑

𝑗=1

(( ⃗𝑇
𝑖,𝑗
)
𝑡
− (
→

𝜇
𝑙
)
𝑡

)

2

. (15)

Assume that the variability of components is modeled as
a Gaussian. Then, the standard error functions of tth bit of
the user 𝑖 are estimated as

rel val
𝑖
(𝑡) =

1

2
(1 + erf(


(
→

𝜇
𝑙
)
𝑡

− ( ⃗𝜇)
𝑡



√2𝜎
2

𝑖,𝑡

)). (16)

Indices of rel val
𝑖
(called rel idx

𝑖
) are also stored as the helper

data to extract reliable bits in authentication phase.

3.5. Key Binding Scheme. We adopt the BCH code [20] as
an error correcting code to overcome the natural variations
between biometric measurements. The advantage of BCH
code, compared with other codes, is that it can correct
single errors which could occur randomly as in our extracted
binary feature vectors. Moreover the decoding process of
BCH code is designed to be simple. Therefore, it requires less
computational capability and low-powered consumption so
that our system is more lightweight to be possibly deployed
on mobile devices. Let BCH

2
(𝑛
𝑐
, 𝑘, 𝑡) be a binary BCH code,

where 𝑛
𝑐
is the code length of bits, 𝑘 is the key length

of bits, and 𝑡 is the error correction capability. The binary
cryptographic key 𝑚 of length 𝑘 is generated randomly
corresponding to each user and then is encoded into the
codeword 𝑐 of length 𝑛

𝑐
using a BCH

2
(𝑛
𝑐
, 𝑘, 𝑡) encoding

scheme [20]. After that, we conceal this 𝑐 by binding it with
the extracted binary feature vector 𝜔 yielding a secured 𝛿

and then discard 𝜔. Since 𝜔, 𝑐 are two binary strings, an
exclusive-OR operator is adopted to bind these two strings
together.

In summary, we represent all of the necessary steps in
both enrollment and authentication phases in our system as
follows.

Enrollment Phase.

(i) Select a BCH
2
(𝑛
𝑐
, 𝑘, 𝑡) by predefining parameters

including the length 𝑛
𝑐
of the codeword and the

length 𝑘 of the secret key.
(ii) For each user 𝑖, real-valued feature vectors 𝑇

𝑖
∈ R𝑛𝑟

are extracted.
(iii) Determine a mean over all feature vectors ⃗𝜇 and

extract a binary vector 𝜔
𝑖
∈ {0, 1}

𝑛
𝑟 by using the

quantization scheme. Then, discard 𝑇
𝑖
.

(iv) Determine the reliable bit indices rel idx
𝑖
and reduce

the length of 𝜔
𝑖
to 𝑛
𝑐
by only selecting first 𝑛

𝑐
bits

among 𝑛
𝑟
based on rel idx

𝑖
.

(v) Store ⃗𝜇, rel idx
𝑖
as helper data for further use to

construct new feature vectors in the authentication
phase.

(vi) Randomly generate a binary secret key 𝑚
𝑖
with the

length of 𝑘.
(vii) Calculate the hash value of 𝑚

𝑖
by using a crypto-

graphic hash function ℎ (e.g., SHA) and store ℎ(𝑚
𝑖
).

(viii) Encode𝑚
𝑖
using a BCH

2
(𝑛
𝑐
, 𝑘, 𝑡) encoding scheme to

obtain a codeword 𝑐
𝑖
. Then, discard𝑚

𝑖
.

(ix) Bind 𝑐
𝑖
with 𝜔

𝑖
using exclusive-OR operator yielding

𝛿
𝑖
. Then, discard 𝜔

𝑖
and store 𝛿

𝑖
.

Authentication Phase.

(i) For each user 𝑖, feature vectors 𝑇
𝑖
∈ R𝑛𝑟are extracted

from a new biometric sample.
(ii) Extract binary feature vectors 𝜔

𝑖
with length of 𝑛

𝑐

with the help of ⃗𝜇 and rel idx
𝑖
. Then, discard 𝑇

𝑖
.

(iii) Bind 𝜔
𝑖
with the stored 𝛿

𝑖
using exclusive-OR opera-

tor to obtain a corrupted codeword 𝑐
𝑖
.

(iv) Decode 𝑐
𝑖
using a BCH decoding scheme to obtain a

key𝑚
𝑖
from 𝑐



𝑖
.

(v) Calculate hash value ℎ(𝑚


𝑖
) using the equivalent

cryptographic hash function (e.g., SHA) as in the
enrollment phase and then discard𝑚

𝑖
.

(vi) Match ℎ(𝑚
𝑖
) with ℎ(𝑚

𝑖
); if ℎ(𝑚

𝑖
) = ℎ(𝑚



𝑖
), the user 𝑖

is authenticated. Otherwise, he will be rejected.

4. Experiments

4.1. Dataset Description. We evaluate our system on the data
collected from a built-in accelerometer in Google Nexus One
mobile phone. The sampling rate of the sensor is approxi-
mately 27Hz by setting to SENSOR DELAY FASTED mode
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Figure 4: The Euclidean distance of extracted intra- and interclass
feature vectors.

on Android SDK. A total of 34 volunteers including 24 males
and 10 females with the average age from 24 to 28 participated
in our dataset construction. Each volunteer will perform
around 18 laps. To make the dataset more realistic, we collect
gait signals regardless of footgear and clothes. Volunteers
are asked to walk as naturally as possible and change their
footgear (e.g., sandal, shoe, or slipper) as well as clothes (e.g.,
short to long trouser, etc.) whenever they start a new lap. We
only have a constraint that when volunteers performwalking,
the mobile put in the pocket will not change its position and
orientation. To ensure that, we request volunteers to wear
trousers having a narrow pocket. Totally, we accumulated
the gait signals of 34 volunteers, each having at least 16 real-
valued feature vectors which could be extracted using the
method in Section 3.2. In our experiment, each volunteer will
have an equal number of the extracted feature vectors so that
we randomly select 16 vectors for users having more than 16.

4.2. Results. Figure 4 represents the Euclidean distance distri-
bution of extracted real-valued feature vectors. Note that the
operation of our BCS is likely to be similar to a threshold-
based classification, in which the threshold is likely to be
low according to an appropriate distance metric. We can
see that the mixing area between intraclass and interclass
real-valued feature vectors is large. Thus, applying threshold
based classification on these vectors would lead to the high
error rate in terms of FAR and FRR. Fortunately, when
such vectors are binarized by using the proposed method
in Section 3.3, the discrimination of binary feature vectors
between users is likely to be higher and the Hamming
distance of intraclass feature vectors is getting lower. Figure 5
illustrates the Hamming distance of binary feature vectors of
lengths of 127 and 255, respectively. These values of length
are selected to be appropriate with the design of the BCH
code which allows the length of codeword to be equal to

Table 1: Relative comparison of our proposed system and state-of-
the-art BCSs using different schemes of fuzzy commitment scheme
(FCS) and fuzzy extractor (FE).

Study Modality Scheme Key size
(bits)

FAR
(%)

FRR
(%)

[13] Face (CALTECH)
(FERET) FCS 58

58
≈0
≈0

3.5
35

[15] Signature FCS 29 6.95 6.95
[16] Voice FE 30–51 <10 <10
This
study Gait FCS 55

50
3.92
1.4

11.76
32.53

2
𝑀

− 1,𝑀 ∈ N,𝑀 > 3 and the maximum dimension
𝑑max of feature vector which could be extracted in this study
(𝑑max = 289). As already stated, the length of binary feature
vector must be equal to the length of BCH codeword for
possible binding using an Exclusive-OR operator. Hence, the
reliable bit extraction process in Section 3.4 will only select
a number of reliable components identical to the codeword
length. Looking into Figure 5, we can see that the Hamming
distance of intraclass feature vectors of length of 127 is lower
than in case of length of 255. We found that this is due to
the fact that the actual number of bits being highly reliable
according to (16) is just approximately half of the original
feature vector dimension. Hence, to obtain a binary feature
vector of length of 255, even low reliable bits are also selected.

Figure 6 illustrates the error rates of our proposed gait
based BCS using fuzzy commitment scheme corresponding
to two codeword lengths of 127 and 255, respectively. In both
cases, when the key length increaseswhich is equivalent to the
number of errors allowed in the codeword decreases, the FAR
is getting reduced to 0 and the FRR exponentially increases.
The best error rates of our proposed system are (1) in the
case of codeword length = 127; the achievements of FAR and
FRR are approximately 3.921% and 11.76%, respectively, in
terms of key length = 50 bits. (2) In the case of codeword
length = 255, we achieve the FAR ≈ 1.4% and the FRR ≈

32.53% in terms of the key length = 55 bits. These keys are
rather sufficiently long to be secured by a cryptographic hash
algorithm.The FRR of codeword length = 255 is significantly
higher than in case of codeword length = 127 because,
as already stated, selecting many low reliable bits makes
the binary feature vectors of length = 255 more dissimilar.
However, the achieved FAR is slightly better (1.4% compared
with 3.921%). In both cases, we can see that the FRRs are
rather high which could decrease the friendliness of the
system. However, user’s gait could be captured continuously
and implicitly by an accelerometer which does not make
the user annoyed as other biometric modalities (e.g., iris,
fingerprint, face, and signature). Therefore, this issue is not
so considerable.

Table 1 shows the performance of our proposed system
compared to some other state-of-the-art BCSs using different
behavioral modalities such as voice and signature. Note that
all these works use different approaches and the dataset used
is totally different so the comparison is just relative.Therefore,
through this study, we would merely like to illustrate that
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Figure 5: The Hamming distance of intra- and interclass binary vectors of lengths of 127 (a) and 255 (b).
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Figure 6: The error rates of FAR and FRR of the key binding result in terms of codeword lengths of 127 (a) and 255 (b).

human gait captured from inertial sensors could be utilized
to construct an effective BCS as other behavioral modalities.
Moreover due to the fact that we adopt a quantization scheme
similar to [13], we also compare our system with this face
based BCS. The authors achieved the key length of 58 bits,
the FAR of approximately 0%, and the FRR of approximately
3.5% and 35% corresponding to two different datasets of
CALTECH and FERET, respectively. We can see that face is
a physiological biometric which is more robust than human
gait, which is a behavioral modality. Hence, the performance
of their system in terms of key length, FAR, andFRR is slightly
better.

5. Conclusion

In this paper, we introduce an approach of gait based
biometric cryptosystem using fuzzy commitment scheme.
The results show a good potential to construct an effective
gait based BCS especially on mobile devices. The drawbacks
of our work are that the error rates in terms of FAR and
FRR are still rather high. We expect to achieve the FAR of
0% to make the system more secured. Hence, our further
work will focus on reducing the error rates of FAR and
FRR by constructing higher discriminant feature vectors
using global feature transformations as well as finding an
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optimal quantization scheme for binarization. Moreover, the
system security should be analyzed in depth to ensure that a
gait based biometric cryptosystem could fulfill the security
requirement in order to be deployed in reality. Finally,
validating the proposed system on a larger public dataset is
also our main further work.
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With popularization of cloud services, multiple users easily share and update their data through cloud storage. For data integrity
and consistency in the cloud storage, the audit mechanisms were proposed. However, existing approaches have some security
vulnerabilities and require a lot of computational overheads. This paper proposes a secure and efficient audit mechanism for
dynamic shared data in cloud storage.The proposed scheme prevents a malicious cloud service provider from deceiving an auditor.
Moreover, it devises a new index table management method and reduces the auditing cost by employing less complex operations.
We prove the resistance against some attacks and show less computation cost and shorter time for auditing when compared with
conventional approaches. The results present that the proposed scheme is secure and efficient for cloud storage services managing
dynamic shared data.

1. Introduction

Cloud computing is a promising paradigm to create vari-
ous computing environments such as [1–3]. Cloud service
provider (CSP) allows network-connected users to make use
of computing resources in a remote location. As the usage of
cloud service matures, users try to share their data in cloud
storage and process the data efficiently at a low cost [3–5].
Although several CSPs such as Google [6] and Amazon [7]
support computing environments for shared data, integrity of
outsourced data is hard to be guaranteed. Due to the lack of
transparency, users delegate the control for datamanagement
to the third-party CSP but there is no way for users to be
noticed about data loss or modification occurred at the cloud
storage. In addition, for the reputation of the cloud service,
CSPs are reluctant to reveal data inconsistency caused by
external threats, software/hardware failures, inside attacks,
and so on. Therefore, audit mechanisms are required for
verifying consistent data management in the cloud storage.

There are several studies verifying integrity of outsourced
data at untrusted storages [8–18]. Most of them [8–14] are
yet to consider a situation where the same data is shared
by multiple users. In these approaches, only a single user

is allowed to update his own data. And he can audit the
data either by himself [8, 9, 13] or with assistance from a
third-party auditor (TPA) [10–12, 14]. Recent studies [16–18]
consider audit for shared data but they only support a limited
number of data updates. In addition, the CSP can cheat on
censorship in these schemes since an index table used for
verification is managed only by the CSP. One way to prevent
such a cheat is to make users and the TPA also maintain the
index table. Owing to storage and synchronization overhead,
however, it might cause a significant delay and degrade the
quality of service (QoS) as the number of data updates
increases.

In order to design a secure and efficient audit mechanism
for dynamic shared data in cloud storage, aforementioned
challenges should be efficiently addressed. In other words, the
scheme must guarantee the following properties.

(1) Audit for Outsourced Data. The TPA is able to check
the integrity of outsourced data without retrieving all
data contents.

(2) SharedDynamicData. Users are allowed to outsource,
share, insert, delete, or modify their data contents
without restriction.
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(3) Efficiency. Computational overhead for data out-
sourcing and update at users side as well as the ones
for auditing at the TPA should be low.

(4) Soundness. The CSP is not allowed to deceive users or
the TPA into passing a censorship of damaged data
contents.

We propose an audit mechanism satisfying the above
requirements by utilizing aggregate signature [19] and sample
auditing [8]. For data integrity and consistency, the TPA
manages an index table and the CSP keeps renewing an
identifier for data update. In addition, the audit mechanism
provides efficiency to users and the TPA through making
the auditing operations simple. Specially, in this paper, we
consider forge attack and replace attack as regards soundness
for the sake of secure audit. These attacks are described in
[20] and they can be summarized as follows. Forge attack is an
attack to forge a verifying term for a data content, which was
not actually outsourced by users. Replace attack is an attack
to pass a censorship by choosing another data content for
verification in place of the damaged data content.

The rest of this paper is organized as follows. In Section 2,
we introduce related works about auditing data in the cloud
storage. In Section 3, issues about index table management
are described depending on which entity manages it. In
Section 4, we present methods for our audit mechanism. In
Section 5, preliminaries used in our work are briefly intro-
duced. In Section 6, a secure and efficient audit mechanism
for dynamic shared data is presented. In Section 7, security of
the proposed scheme is analyzed. In Section 8, performance
evaluations and experimental results show efficiency of our
mechanism. Finally, we conclude our work in Section 9.

2. Related Work

Ateniese et al. firstly introduced the notion of provable data
possession (PDP) in [8] for integrity check of outsourced
data in untrusted storage. They could achieve efficient audit
with high probability of detection by sampling randomblocks
from outsourced data instead of downloading the entire
data. Since the original PDP does not consider dynamic
data, a user should download the whole data and regenerate
metadata for verification whenever there is a modification
of the outsourced data. To provide audit for dynamic data
without retrieving entire data, subsequent works adopted
authenticated data structures such as skip list, Merkle tree,
or index tables [9, 12, 14–18]. Erway et al. [9] proposed
dynamic provable data possession (DPDP) based on rank-
based authenticated skip list and Wang et al. [12] presented a
mechanism by exploiting Merkle tree. Both schemes require
reconstruction of the authenticated data structure when the
corresponding data is updated. Another data structure called
index table was introduced to handle data updates more
efficiently by keeping unique identifier for each data block
[14–18].

It is also notable that outsourced data should be audited
periodically for verifying consistent data management. Ded-
icated to this purpose, TPAs can be delegated by users
for auditing outsourced data in privacy-preserving manner.

Privacy preservation means that the TPA cannot learn any
information about the data during audit process. It was
achieved through the methods of random masking [11] and
bilinear map [14].

3. Index Table Management

Previous works [14–18] utilized an index table for efficient
data updates. It is composed of indices which represent
the sequences of data blocks and identifiers. The identifier,
which is used in tag (tag is a verifying term, stored with
data in the cloud storage, and has consistency with a data
block) generation and verification, is a number identifying
each data block. It should be defined in order to keep the
initial value in all circumstances. Otherwise, a user repeats
following operations whenever identifiers of data blocks in
the cloud storage are changed. The user downloads data
blocks which have changed identifiers, regenerates tags of
them, and uploads the tags to the cloud storage.

In this section, we look into security issues and update
flows depending on which entity manages an index table. At
the security aspect, we check the possibility of forge attack
and replace attack. Then, we describe communication flows
for getting an identifier of new data block when a user tries to
update.

3.1. Management by the CSP. When the CSP onlymanages an
index table, users and the TPA do not have any information
about identifiers of data blocks which are already uploaded
and will be updated. As illustrated in Figure 1, the user
requests an identifier of new data block to the CSP when he
tries to update. In this environment, the CSP can forge tags
of data blocks which users have not uploaded. It transmits an
identifier already existed in the index table then obtains tags
which are of different data blocks but have same identifier.
It can learn meaningful information for forgery through
combination of these data blocks and tags.

Since the TPA needs identifiers of challenged data blocks
when verifying, it receives a proof that includes the identifiers
from the CSP [16–18]. However, the TPA cannot distinguish
them from the challenged ones because it does not maintain
an index table. Therefore, if challenged data blocks are
modified or deleted, the CSP can replace them with other
undamaged data blocks.

3.2. Management by the TPA. One simple way to prevent
the forge attack and replace attack in the above case is that
the TPA manages an index table [15]. Even though the CSP
tries to launch a forge attack by exploiting a collision of
identifiers, it is impossible because the CSP has no knowledge
of identifiers. In addition, a replace attack can be detected
easily because the TPA knows identifiers of challenged data
blocks through the index table.

Figure 2 shows that the TPA participates in the update
process and a user who tries to update cannot generate a tag
for new data block without a reception of new identifier from
the TPA. Accordingly, update process can be delayed when
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Figure 1: Data update flows when the only CSP manages an index
table.
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Figure 2: Data update flows when the only TPA manages an index
table.

the TPA is on sleep or suffers from bottleneck caused by a
large number of requests from users.

3.3. Management by Both the TPA and Users. Delays of
update process can be removed through managing an index
table by a user directly [14]. Generally, it is suitable for a
situation where data is not shared. However, it has a problem
about synchronization of index tables because the index
tables are managed separately by each individual user who
shares the data. If they are not synchronized, identifiers
generated by other users can have same value, then the CSP
can exploit forge attack or replace attack by using such tags
generated by the same identifiers.

Broadcasting update information, after a user finished
data update, is a solution for synchronization as shown in
Figure 3. However, it requires all users to always wake up.
Otherwise, the users need to request the information for
synchronization but cannot easily determine who has the
newest index table. Although the users can request it to the
TPA, this is not different from a previous way that the only
TPA manages an index table.
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Figure 3: Data update flows when the TPA and users manage an
index table together.

4. Methods

In this section, we present methods for a secure and efficient
audit mechanism for shared dynamic data.

4.1. System Model. Our system model for auditing mecha-
nism is illustrated in Figure 4.There are four entities: CSP, ini-
tial uploader, users, and TPA. The CSP provides a large-scale
storage for shared data to users. It should process requests
from authorized users and respond to every challenge from
the TPA. An initial uploader uploads data to cloud storage
firstly and forms a group of users who share the data together.
Users in the group are able to access and update shared data
in the cloud storage. Both an initial uploader and the users
are able to audit shared data in cloud storage via the TPA
delegated by the initial uploader.

4.2. Secure and Efficient Index Table Management. We pro-
pose a secure and efficient index table management that
is used for our audit mechanism. As mentioned in the
previous section, a TPA must manage an index table to
prevent forge attack and replace attack. However, delay and
synchronization problems can be caused when the index
table is managed by the only TPA or each user. To solve
these problems, it is required that a user who tries to update
obtains an identifier from the CSP, as described in Figure 5.
Consequently, a way that the TPA manages an index table
and the CSP keeps renewing an identifier for new data block
satisfies security and efficiency.

4.3. Identifier Definition for Dynamic Data. Changing iden-
tifiers of data blocks by update process causes repetitive
tasks to users.They download the corresponding data blocks,
regenerate tags to apply the modified identifiers, and upload
the tags again to cloud storage. Our mechanism removes
these repetitive tasks by defining the identifier as an upload
sequence of the data block. If an update of data block happens,
then new identifier is assigned as the upload sequence from
the CSP.
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Figure 5: Data update flows in the proposed mechanism.

4.4. Simple Operations for Audit Mechanism. Conventional
approaches employ relatively complex operations for audit
mechanism. It may causemore delay time and computational
overhead for tag generation and verification. For efficiency
of audit mechanism, the proposed scheme utilizes simple
operations in the data integrity check. Moreover, because it
can reduce delay time and computational overhead through
light-weight operations, the QoS of the cloud storage service
is improved.

5. Preliminaries

In this section, cryptographic backgrounds for the proposed
scheme are briefly introduced.

5.1. Bilinear Map. Let 𝐺
1
and 𝐺

2
be multiplicative cyclic

groups of prime order 𝑝, and let 𝑔 be a generator of 𝐺
1
. Then

a bilinear map 𝑒 satisfies the following properties.

(1) Bilinearity: for any 𝑢, V ∈ 𝐺
1
, and 𝑎, 𝑏 ∈ 𝑍

𝑝
,

𝑒(𝑢
𝑎
, V𝑏) = 𝑒(𝑢, V)𝑎𝑏.

(2) Nondegeneracy: 𝑒(𝑔, 𝑔) ̸= 1.
(3) Computability: there exists an efficiently computable

algorithm 𝑒 satisfying the above properties such that
𝑒 : 𝐺
1
× 𝐺
1
→ 𝐺
2
.

5.2. Pseudorandom Permutation. Let 𝐹 : {0, 1}
𝑛
× {0, 1}

𝑛
→

{0, 1}
𝑛 be an efficiently computable keyed permutation for

positive integer 𝑛. We say that 𝐹 is a pseudorandom per-
mutation, if there exists a negligible function negl for any
probabilistic polynomial-time distinguisher𝐷 such that


Pr [𝐷𝐹𝑘(⋅) (1𝑛) = 1] − Pr [𝐷𝑓(⋅) (1𝑛) = 1]


≤ negl (𝑛) , (1)

where 𝑘
$
← {0, 1}

𝑛 is a permutation key chosen uniformly at
random and 𝑓 is a real-random permutation.

5.3. Discrete Logarithm (DL) Assumption. Discrete logarithm
(DL) problem is to compute 𝑎 ∈ 𝑍

𝑝
, given 𝑔 ∈ 𝐺

1
and 𝑔

𝑎
∈

𝐺
1
. The DL assumption holds in 𝐺

1
if it is computationally

infeasible to solve DL problem in 𝐺
1
.

6. The Proposed Scheme

In this section, we present a secure and efficient audit mech-
anism supporting dynamic updates of shared data. When
cloud storage service initiates, a CSP generates public param-
eters for system and publicizes them. An initial uploader
generates secret components and public components used in
tag generation and verification. He divides data into blocks
and generates tags for each data block.Then, he uploads them
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to the cloud storage and deletes them in his local storage.
To share the data with other users, he needs to deliver secret
components for tag generation. In addition, he can delegate
auditing processes to a TPA by delivering a part of secret
components for verification.

When a user tries to update a new data block, he receives
an identifier from the CSP, generates a tag for the data block,
and uploads them. After update is finished, the user reports
update information to the TPA. Then the TPA updates an
index table following the update information. And the CSP
renews the identifier as next upload sequence for next update.

The TPA maintains the newest index table that keeps
track of upload sequence of data blocks. The TPA makes a
challenge derived from the index table and transmits it to the
CSP periodically or when a user wants.The CSP who receives
the challenge makes a proof and responds to it. Then, the
TPA checks whether outsourced data is damaged or not by
verifying the proof with the challenge.

6.1. Definition. The proposed scheme, Π, is composed of the
following eight algorithms such as Π = {𝑆𝑒𝑡𝑢𝑝,𝐾𝑒𝑦𝐺𝑒𝑛,

𝑇𝑎𝑔𝐺𝑒𝑛, 𝑇𝑎𝑔𝐺𝑒𝑛𝑈𝑝, 𝐼𝑇𝑈𝑝, 𝐶ℎ𝑎𝑙𝐺𝑒𝑛, 𝑃𝑟𝑜𝑜𝑓𝐺𝑒𝑛, 𝑉𝑒𝑟𝑖𝑓𝑦}.

𝑆𝑒𝑡𝑢𝑝(𝛾) → 𝑝𝑎𝑟𝑎𝑚. On security parameter 𝛾, the CSP
generates and publicizes public parameters 𝑝𝑎𝑟𝑎𝑚.

𝐾𝑒𝑦𝐺𝑒𝑛(𝑝𝑎𝑟𝑎𝑚) → (𝑔𝑚𝑠𝑘, 𝑔𝑠𝑘, 𝑔𝑎𝑘, 𝑔𝑝𝑘). An initial
uploader takes public parameter 𝑝𝑎𝑟𝑎𝑚 as input and outputs
groupmaster key 𝑔𝑚𝑠𝑘, group secret key 𝑔𝑠𝑘, group auditing
key 𝑔𝑎𝑘, and group public key 𝑔𝑝𝑘. Group master key 𝑔𝑚𝑠𝑘

is kept secret. Group secret key 𝑔𝑠𝑘 = {𝑔𝑠𝑘
1
, 𝑔𝑠𝑘
2
} and group

auditing key 𝑔𝑎𝑘 are used in tag generation. Group public key
𝑔𝑝𝑘 = {𝑔𝑝𝑘

1
, 𝑔𝑝𝑘
2
} is used for verification of data integrity

along with group auditing key 𝑔𝑎𝑘.

𝑇𝑎𝑔𝐺𝑒𝑛(𝑀, 𝑔𝑠𝑘, 𝑔𝑎𝑘) → 𝜎. On uploading data 𝑀 to the
cloud storage, the initial uploader divides the data into blocks
and generates a set of tags 𝜎 using 𝑔𝑠𝑘 and 𝑔𝑎𝑘. Each
component of 𝜎 is a tag of the corresponding data block in
𝑀 such that 𝜎 = {𝜎

1
, . . . , 𝜎

𝑛
}.

𝑇𝑎𝑔𝐺𝑒𝑛𝑈𝑝(𝑚


𝑖
, 𝑔𝑠𝑘, 𝑔𝑎𝑘, id

𝑖
) → 𝜎



𝑖
. When a user tries to

update a data block 𝑚


𝑖
, he generates a new tag 𝜎



𝑖
using 𝑔𝑠𝑘,

𝑔𝑎𝑘, and new identifier id
𝑖
received from the CSP.

𝐼𝑇𝑈𝑝(𝑈type, 𝑈index, 𝑈id, iT) → iT. This algorithm takes
update information and current index table iT as input
and outputs new index table iT. The update information
includes three elements𝑈type, 𝑈index, and𝑈id.𝑈type represents
an update type which can be either insertion, modification,
or deletion. 𝑈index is the index of the data block to be
updated, and 𝑈id is a newly assigned unique identifier used
in 𝑇𝑎𝑔𝐺𝑒𝑛𝑈𝑝 for the data block.

𝐶ℎ𝑎𝑙𝐺𝑒𝑛(iT) → 𝑐ℎ𝑎𝑙. This algorithm generates a challeng-
ing query 𝑐ℎ𝑎𝑙 = {𝑙, 𝑟

𝑙
}
𝑙∈𝐿

for randomly selected blocks. The
TPA chooses random indices 𝐿 from the index table iT and
generates random values {𝑟

𝑙
}
𝑙∈𝐿

.

𝑃𝑟𝑜𝑜𝑓𝐺𝑒𝑛(𝑀, 𝜎, 𝑐ℎ𝑎𝑙, 𝑔𝑝𝑘) → (𝛼, 𝛽). The CSP generates a
proof (𝛼, 𝛽) for a challenge from the TPA. 𝛼 is derived from
outsourced data blocks {𝑚

𝑙
}
𝑙∈𝐿

, {𝑟
𝑙
}
𝑙∈𝐿

, and 𝑔𝑝𝑘, while 𝛽 is
computed from tags {𝜎

𝑙
}
𝑙∈𝐿

and {𝑟
𝑙
}
𝑙∈𝐿

.

𝑉𝑒𝑟𝑖𝑓𝑦(𝑐ℎ𝑎𝑙, iT, (𝛼, 𝛽), 𝑔𝑝𝑘, 𝑔𝑎𝑘) → 𝑇𝑟𝑢𝑒/𝐹𝑎𝑙𝑠𝑒. This algo-
rithm verifies consistency of the proof generated by the CSP
for the given challenge. If they are consistent, it outputs𝑇𝑟𝑢𝑒.
Otherwise, it outputs 𝐹𝑎𝑙𝑠𝑒.

6.2. Construction. Let 𝐺
1
, 𝐺
2
be multiplicative cyclic groups

of prime order 𝑝, let 𝑔 be a generator of𝐺
1
, let 𝑒 : 𝐺

1
×𝐺
1
→

𝐺
2
be a bilinear map, and let 𝐹 : {0, 1}

log𝑝
× {0, 1}

log𝑝
→

{0, 1}
log𝑝 be a pseudorandom permutation. We consider data

𝑀 is divided into 𝑛 blocks as 𝑀 = (𝑚
1
, . . . , 𝑚

𝑛
), and each

data block𝑚
𝑖
= (𝑚
𝑖1
, . . . , 𝑚

𝑖𝑠
) contains 𝑠 sectors of 𝑍

𝑝
.

6.2.1. Setup. When cloud storage service initiates, the CSP
chooses two groups 𝐺

1
, 𝐺
2
with 𝑔 for a bilinear map 𝑒

by running 𝑆𝑒𝑡𝑢𝑝 algorithm and publicizes 𝑝𝑎𝑟𝑎𝑚 =

(𝐺
1
, 𝐺
2
, 𝑝, 𝑔, 𝑒) to users and the TPA.

6.2.2. Upload for Data Sharing. An initial uploader, 𝑢
1
, runs

𝐾𝑒𝑦𝐺𝑒𝑛 algorithm. It first chooses (𝑠 + 2) random values
𝑔𝑚𝑠𝑘 = 𝑎 ∈ 𝑍

∗

𝑝
, 𝑔𝑎𝑘 = 𝑏 ∈ 𝑍

𝑝
, and 𝑔𝑠𝑘

2
= {𝑔𝑠𝑘

2,𝑗
=

𝑐
𝑗
∈ 𝑍
𝑝
}
𝑗∈[1,𝑠]

and computes 𝑔𝑠𝑘
1

= 𝑔
1/𝑎

, 𝑔𝑝𝑘
1

= 𝑔
𝑎, and

𝑔𝑝𝑘
2

= {𝑔𝑝𝑘
2,𝑗

= 𝑔
𝑐
𝑗}
𝑗∈[1,𝑠]

. Then, by running 𝑇𝑎𝑔𝐺𝑒𝑛, 𝑢
1

generates corresponding tags such as

𝜎
𝑖
= (𝑔𝑠𝑘

1
)
𝐹
𝑔𝑎𝑘
(𝑖) +∑

𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅𝑚
𝑖𝑗 (2)

for 1 ≤ 𝑖 ≤ 𝑛. 𝑢
1
uploads (𝑀, 𝜎) to the cloud storage and

deletes them from his local storage. When the CSP receives
fresh data from the initial uploader, it saves an identifier id =
𝑛+1 for the next upload sequence. To share data𝑀with other
users, 𝑢

1
delivers group secret key 𝑔𝑠𝑘 and group auditing key

𝑔𝑎𝑘 to them.

6.2.3. Delegation of Audit. The initial uploader 𝑢
1
delegates

audit for shared data to the TPA by delivering a group
auditing key 𝑔𝑎𝑘. In addition, 𝑢

1
notifies the number of data

blocks 𝑛 for the TPA to correctly generate an initial index
table for 𝑀. In other words, the TPA creates an index table
which includes identifiers defined as block sequences initially.

6.2.4. Data Update. In the proposed scheme, any user 𝑢
𝑘
in

the group which shares data 𝑀 is allowed to modify, insert,
or delete data𝑀 in the cloud storage.

If 𝑢
𝑘
tries to modify 𝑖-th block 𝑚

𝑖
, 𝑢
𝑘
first receives a new

identifier from theCSP as illustrated in Figure 5.On receipt of
the identifier id

𝑖
, 𝑢
𝑘
computes a tag 𝜎



𝑖
for updated data block

𝑚


𝑖
by running 𝑇𝑎𝑔𝐺𝑒𝑛𝑈𝑝 algorithm as follows:

𝜎


𝑖
= (𝑔𝑠𝑘

1
)
𝐹
𝑔𝑎𝑘
(id
𝑖
) +∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅𝑚


𝑖𝑗 . (3)

Then, 𝑢
𝑘
sends (𝑈type = �̀�


, 𝑈index = 𝑖, 𝑈id = id

𝑖
) along

with (𝑚


𝑖
, 𝜎


𝑖
) to the CSP, where �̀�

 stands for modification.
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Figure 6: Examples of data update.

The CSP can update the data block in the cloud storage by
replacement of (𝑚

𝑖
, 𝜎
𝑖
) with (𝑚



𝑖
, 𝜎


𝑖
) uploaded by 𝑢

𝑘
.

For the case of insertion, 𝑢
𝑘
makes a tag 𝜎



𝑖
for newly

created data block 𝑚


𝑖
by running 𝑇𝑎𝑔𝐺𝑒𝑛𝑈𝑝 algorithm and

sends (𝑈type = �̀�

, 𝑈index = 𝑖, 𝑈id = id

𝑖
) along with (𝑚



𝑖
, 𝜎


𝑖
) to

the CSP.
When 𝑢

𝑘
wants to delete data block in the cloud storage,

𝑢
𝑘
sends (𝑈type = �̀�


, 𝑈index = 𝑖, 𝑈id = 0) to the CSP

and allows the CSP to delete the corresponding data block
from the cloud storage. In this case, 𝑢

𝑘
does not need to

request a new identifier. Therefore, we set the value of 𝑈id by
zero.

After update is finished, 𝑢
𝑘
delivers update information

(𝑈type, 𝑈index, 𝑈id) to the TPA for consistent audit for updated
shared data in the cloud storage. Then, the TPA updates the
index table managed by itself according to the information
by running 𝐼𝑇𝑈𝑝. When 𝑈type = �̀�

, it changes the 𝑈index-
th identifier to 𝑈id. When 𝑈type = �̀�

, the TPA inserts 𝑈id
just before the 𝑈index-th field, while it removes the 𝑈index-
th field from the index table if 𝑈type = �̀�

. Through this
notification of data updates, the TPA can detect malicious
behaviors of theCSP. In other words, the CSP cannot transmit
previously used identifier in order to exploit forge attack and
replace attack. Simple examples of data update are depicted in
Figure 6.

6.2.5. Audit for Outsourced Data. For the TPA to check
integrity of outsourced data, it engages in challenge-response
protocol with the CSP.TheTPA first chooses a random subset
𝐿 of indices from the index table and generates randomvalues
{𝑟
𝑙

∈ 𝑍
∗

𝑝
}
𝑙∈𝐿

by running 𝐶ℎ𝑎𝑙𝐺𝑒𝑛 algorithm. The 𝑐ℎ𝑎𝑙 =

{𝑙, 𝑟
𝑙
}
𝑙∈𝐿

is transmitted to the CSP and the CSP generates

a proof (𝛼, 𝛽) for the challenge 𝑐ℎ𝑎𝑙 by running 𝑃𝑟𝑜𝑜𝑓𝐺𝑒𝑛

algorithm as follows:

𝛼 = ∏

𝑗∈[1,𝑠]

𝑔𝑝𝑘
∑
𝑙∈𝐿
𝑟
𝑙
⋅𝑚
𝑙𝑗

2,𝑗
,

𝛽 = ∏

𝑙∈𝐿

𝜎
𝑟
𝑙

𝑙
.

(4)

After receiving the proof (𝛼, 𝛽) as a response of the
challenge, the TPA verifies it by running 𝑉𝑒𝑟𝑖𝑓𝑦 algorithm as
follows:

𝑒 (𝑔
∑
𝑙∈𝐿
𝑟
𝑙
⋅𝐹
𝑔𝑎𝑘
(id
𝑙
)
⋅ 𝛼, 𝑔) =

?
𝑒 (𝛽, 𝑔𝑝𝑘

1
) . (5)

If (5) holds then the TPA returns 𝑇𝑟𝑢𝑒 and returns 𝐹𝑎𝑙𝑠𝑒
otherwise.

7. Security Analysis

In this section, we show that the proposed scheme is correct
and resistant against forge attack and replace attack.

Theorem 1. Π provides correctness to the TPA during audit-
ing outsourced data.

Proof. Correctness of Π is achieved by exploiting bilinear
property of the bilinear map. Left-hand side (LHS) of (5)
expands as follows:

LHS = 𝑒(𝑔
∑
𝑙∈𝐿
𝑟
𝑙
⋅𝐹
𝑔𝑎𝑘
(id
𝑙
)
⋅ ∏

𝑗∈[1,𝑠]

𝑔
𝑔𝑠𝑘
2,𝑗
⋅∑
𝑙∈𝐿
𝑟
𝑙
⋅𝑚
𝑙𝑗 , 𝑔)
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= 𝑒 (𝑔
∑
𝑙∈𝐿
𝑟
𝑙
⋅𝐹
𝑔𝑎𝑘
(id
𝑙
)+∑
𝑗∈[1,𝑠]
(𝑔𝑠𝑘
2,𝑗
⋅∑
𝑙∈𝐿
𝑟
𝑙
⋅𝑚
𝑙𝑗
)
, 𝑔)

= 𝑒(𝑔, 𝑔)
∑
𝑙∈𝐿
(𝑟
𝑙
⋅𝐹
𝑔𝑎𝑘
(id
𝑙
)+𝑟
𝑙
⋅∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅𝑚
𝑙𝑗
)

(6)

while the right-hand side (RHS) of (5) expands as follows:

RHS = 𝑒(∏

𝑙∈𝐿

𝜎
𝑙

𝑟
𝑙 , 𝑔𝑝𝑘

1
)

= 𝑒(∏

𝑙∈𝐿

𝑔
𝑟
𝑙
⋅(𝐹
𝑔𝑎𝑘
(id
𝑙
)+∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅𝑚
𝑙𝑗
)/𝑔𝑚𝑠𝑘

, 𝑔
𝑔𝑚𝑠𝑘

)

= 𝑒 (𝑔
∑
𝑙∈𝐿
(𝑟
𝑙
⋅𝐹
𝑔𝑎𝑘
(id
𝑙
)+𝑟
𝑙
⋅∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅𝑚
𝑙𝑗
)/𝑔𝑚𝑠𝑘

, 𝑔
𝑔𝑚𝑠𝑘

)

= 𝑒(𝑔, 𝑔)
∑
𝑙∈𝐿
(𝑟
𝑙
⋅𝐹
𝑔𝑎𝑘
(id
𝑙
)+𝑟
𝑙
⋅∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅𝑚
𝑙𝑗
)

.

(7)

Since the terms LHS and RHS are the same, the proof is
completed.

Theorem 2. Π is secure against forge attack.

Proof. If the CSP acquires an element in {𝑔𝑝𝑘
2,𝑗

1/𝑔𝑚𝑠𝑘
=

𝑔
𝑔𝑠𝑘
2,𝑗
/𝑔𝑚𝑠𝑘

}
𝑗∈[1,𝑠]

from the public parameter 𝑔𝑝𝑘, the CSP can
forge a tag. Given 𝑔𝑝𝑘

1
= 𝑔
𝑔𝑚𝑠𝑘, computing 𝑔𝑚𝑠𝑘 is hard due

to DL assumption.Thus, it is infeasible for the CSP to acquire
an element in {𝑔

𝑔𝑠𝑘
2,𝑗
/𝑔𝑚𝑠𝑘

}
𝑗∈[1,𝑠]

.
When 𝐹

𝑔𝑎𝑘
(id
𝑖
) for 𝜎

𝑖
and 𝐹

𝑔𝑎𝑘
(id
𝑞
) for 𝜎

𝑞
are the same,

the CSP computes 𝜎
𝑖
/𝜎
𝑞
. Then, the CSP can obtain 𝛿 =

(𝑔𝑠𝑘
1
)
∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅(𝑚
𝑖𝑗
−𝑚
𝑞𝑗
) and forge the tag 𝜎

𝑧
of data block𝑚

𝑧

using 𝛿 as follows:

𝜎


𝑧
= 𝜎
𝑧
× 𝛿

= (𝑔𝑠𝑘
1
)
𝐹
𝑔𝑎𝑘
(id
𝑧
)+∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅𝑚
𝑧𝑗

× (𝑔𝑠𝑘
1
)
∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅(𝑚
𝑖𝑗
−𝑚
𝑞𝑗
)

= (𝑔𝑠𝑘
1
)
𝐹
𝑔𝑎𝑘
(id
𝑧
)+∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅(𝑚
𝑧𝑗
+𝑚
𝑖𝑗
−𝑚
𝑞𝑗
)

.

(8)

Finally, the CSP obtains forged tag 𝜎


𝑧
of modified data block

𝑚


𝑧
= {𝑚

𝑧𝑗
+ 𝑚
𝑖𝑗

− 𝑚
𝑞𝑗
}
𝑗∈[1,𝑠]

. However, 𝐹
𝑔𝑎𝑘

(id
𝑖
) and

𝐹
𝑔𝑎𝑘

(id
𝑞
) cannot be the same value for id

𝑖
̸= id
𝑞
because of the

definition of pseudorandompermutation.Therefore, the CSP
cannot forge a tag to pass the censorship. This completes the
proof.

Theorem 3. Π is secure against replace attack.

Proof. When damaged block 𝑚
𝑖

is challenged, the
CSP may try to pass the censorship by choosing a
different block (𝑚

𝑞
, 𝜎
𝑞
) in place of (𝑚

𝑖
, 𝜎
𝑖
) such as

𝛼

= ∏
𝑗∈[1,𝑠]

𝑔𝑝𝑘
𝑟
𝑖
⋅𝑚
𝑞𝑗
+∑
𝑙∈𝐿,𝑙 ̸= 𝑖
𝑟
𝑙
⋅𝑚
𝑙𝑗

2,𝑗
and 𝛽


= 𝜎
𝑟
𝑖

𝑞
⋅ ∏
𝑙∈𝐿,𝑙 ̸= 𝑖

𝜎
𝑟
𝑙

𝑙
.

Then, the left-hand side of (5) is computed as

𝑒(𝑔
∑
𝑙∈𝐿
𝑟
𝑙
⋅𝐹
𝑔𝑎𝑘
(id
𝑙
)
⋅ ∏

𝑗∈[1,𝑠]

𝑔𝑝𝑘
𝑟
𝑖
⋅𝑚
𝑞𝑗
+∑
𝑙∈𝐿,𝑙 ̸= 𝑖
𝑟
𝑙
⋅𝑚
𝑙𝑗

2,𝑗
, 𝑔)

= 𝑒 (𝑔
∑
𝑙∈𝐿
𝑟
𝑙
⋅𝐹
𝑔𝑎𝑘
(id
𝑙
)
⋅ 𝑔
∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅(𝑟
𝑖
⋅𝑚
𝑞𝑗
+∑
𝑙∈𝐿,𝑙 ̸= 𝑖
𝑟
𝑙
⋅𝑚
𝑙𝑗
)
, 𝑔)

=𝑒 (𝑔
𝑟
𝑖
⋅(𝐹
𝑔𝑎𝑘
(id
𝑖
)+∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅𝑚
𝑞𝑗
)+∑
𝑙∈𝐿,𝑙 ̸= 𝑖
𝑟
𝑙
⋅(𝐹
𝑔𝑎𝑘
(id
𝑙
)+∑
𝑗∈[1,𝑠]
𝑔𝑠𝑘
2,𝑗
⋅𝑚
𝑙𝑗
)
, 𝑔)

= 𝑒 (𝑔
(𝑟
𝑖
⋅𝐹
𝑔𝑎𝑘
(id
𝑖
)−𝑟
𝑖
⋅𝐹
𝑔𝑎𝑘
(id
𝑞
))/𝑔𝑚𝑠𝑘

× 𝛽

, 𝑔𝑝𝑘
1
)

(9)

in which 𝑔
(𝑟
𝑖
⋅(𝐹
𝑔𝑎𝑘
(id
𝑖
)−𝐹
𝑔𝑎𝑘
(id
𝑞
)))/𝑔𝑚𝑠𝑘 should be 1 to satisfy (5).

This means that 𝐹
𝑔𝑎𝑘

(id
𝑖
) and 𝐹

𝑔𝑎𝑘
(id
𝑞
) should be the same.

Due to the bijective property of the permutation, however,
these values cannot be the same.

8. Performance Evaluation

In this section, the prosed scheme is analyzed and compared
with previous studies [14–16] in terms of communication and
computational overhead. We first evaluate communication
overhead for updating a data block. Then, computational
overhead for tag generation and verification is evaluated.

8.1. Communication Overhead. As we described in Section 3,
the way to get an identifier of updated data block depends on
which entity manages an index table. In Wang et al.’s work
[16], 𝑢

𝑘
needs one round-trip communication to request and

receive the identifier (Figure 1). Zhu et al. [15] utilize a way
that the TPA manages the index table (Figure 2). It needs
an additional connection between 𝑢

𝑘
and the TPA for the

identifier and a report of update information. Yang and Jia
[14] utilize a way that a user manages the index table by
himself. Although it is suitable when the outsourced data is
managed by a single user, it requires more communication
costs for synchronization of the index tables when the data is
shared by multiple users.

Communication costs are summarized in Table 1. We
omitted costs for uploading a data block and a corresponding
tag for simplicity. Although the proposed scheme seems to
require the same cost as Zhu et al.’s approach, there may be
update delays caused by concentration of communications to
the TPA in [15]. On the other hand, the proposed scheme
removes this delay via a direct acquisition of the identifier
from the CSP. For [14] to synchronize the index tables of users
and the TPA, 𝑢

𝑘
needs to broadcast extra update information.

Considering this circumstance, additional communications
caused by broadcast might be added into Table 1.

8.2. Computational Overhead. Computation costs for tag
generation and verification are described in Table 2. The
proposed scheme requires a single Exp

𝐺
operation in tag

generation, while the others [14–16] require Exp
𝐺
and Mul

𝐺

operations which are proportional to the number of sectors
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Table 1: Connections and communication costs for updating a data block.

Wang et al. [16] Zhu et al. [15] Yang and Jia [14] Our scheme

Connections 𝑢
𝑘
↔ CSP

𝑢
𝑘
↔ TPA 𝑢

𝑘
with other users 𝑢

𝑘
↔ TPA

𝑢
𝑘
↔ CSP 𝑢

𝑘
↔ TPA

𝑢
𝑘
↔ CSP

𝑢
𝑘
↔ CSP

Extra communication costs 𝑞id
 + |id| 𝑞id

 + |id| + 𝑢info
 𝑑 ×

𝑢info


𝑞id
 + |id| + 𝑢info



Table 2: Computation costs for a tag generation and verification.

Tag generation Verification
Wang et al. [16] (𝑆 + 1) ⋅ Exp

𝐺
+ 𝑆 ⋅Mul

𝐺
+ 𝐻
𝐺

2 ⋅ Pair + (𝐿 + 𝑆) ⋅ Exp
𝐺
+ (𝐿 + 𝑆 − 1) ⋅Mul

𝐺
+ 𝐿 ⋅ 𝐻

𝐺

Zhu et al. [15] (𝑆 + 2) ⋅ Exp
𝐺
+ 𝑆 ⋅Mul

𝐺
+ 𝐻
𝐺

3 ⋅ Pair + (𝐿 + 𝑆) ⋅ Exp
𝐺
+ (𝐿 + 𝑆) ⋅Mul

𝐺
+ 𝐿 ⋅ 𝐻

𝐺

Yang and Jia [14] (𝑆 + 1) ⋅ Exp
𝐺
+ 𝑆 ⋅Mul

𝐺
+ 𝐻
𝐺

2 ⋅ Pair + (𝐿 + 1) ⋅ Exp
𝐺
+ 𝐿 ⋅Mul

𝐺
+ 𝐿 ⋅Mul

𝑍𝑝
+ 𝐿 ⋅ 𝐻

𝐺

Our scheme Exp
𝐺
+ 𝑆 ⋅Mul

𝑍𝑝
+ 𝑆 ⋅ Add

𝑍𝑝
+ 𝐹prp

2 ⋅ Pair + Exp
𝐺
+Mul

𝐺

𝐿 ⋅Mul
𝑍𝑝

+ (𝐿 − 1) ⋅ Add
𝑍𝑝

+ 𝐿 ⋅ 𝐹prp

in a data block. When the TPA verifies a proof received from
the CSP, one Exp

𝐺
and one Mul

𝐺
operations are required in

the proposed scheme regardless of the number of challenged
data blocks. However, the others require Exp

𝐺
and Mul

𝐺

operations linear to the number of challenged data blocks,
which cause a significant overhead to the TPA.

8.3. Experimental Results. We measure the performance of
our scheme and compare it with other works [14–16] based
on implementations inUbuntu 12.04.We utilize Paring Based
Cryptography (PBC) library for cryptographic operations
and OpenSSL to use Advanced Encryption Standard (AES)
for pseudorandom permutation. All experiments are exe-
cuted on an Intel Core i3 3.10GHz with 2GB memory. We
assume that |𝑝| is 160 bits, |id| is 80 bits, and size of a data
block is 160 bits. We simulate each scheme on 4 different data
which has 1,000 data blocks with 5 times. All experimental
results show an average of 20 trials.

8.3.1. TagGeneration. Theperformances of the tag generation
times are presented in Figure 7(a). Tag generation time in
our scheme is 3.18 milliseconds per block when 𝑆 = 1

and 3.28 milliseconds per block when 𝑆 = 100. Since
a single Exp

𝐺
is required regardless of 𝑆, 𝑆 almost never

influences on tag generation time. However, tag generation
times of the others increase with increasing 𝑆. Reference
[16] requires 323.65 milliseconds per block, and [14] requires
324.63 milliseconds per block when 𝑆 = 100. Since they have
same computation complexity, their tag generation times are
almost identical. Reference [15] needs onemore Exp

𝐺
.Thus, it

requires 329.97milliseconds per blockwhich ismore than the
others.

8.3.2. Verification. Wemeasure verification times depending
on 𝐿 when 𝑆 = 100. As depicted in Figure 7(b), the
verification times for the TPA are dependent on 𝐿 in the
others [14–16].When 𝐿 = 500, [14–16] requires 5.13, 5.66, and
5.75 seconds, respectively. Furthermore, Figure 7(c) shows

that 𝑆 influences [15, 16]. However, our scheme requires 0.01
seconds for verification regardless of 𝐿 and 𝑆.

9. Conclusion

In this paper, we present a secure and efficient audit mech-
anism for shared dynamic data in cloud storage. It makes
possible for the TPA to correctly audit outsourced data which
can be updated in a secure manner. With simple index table
management by the TPA and identifier renewal by the CSP,
any user in a group can update shared data block efficiently.
Furthermore, making the auditing operations simple leads to
less computational overhead for the whole auditing process.
Performance evaluation and security analysis show that
the proposed scheme is best suited to the cloud storage
where multiple users share and update the outsourced data
frequently.

Notations

𝑢
𝑘
: A user who tries to update

𝑑: The number of users in group
𝐿: The number of challenged data blocks
𝑆: The number of sectors in a data block
id: An identifier
𝑞id: Request for an identifier
𝑢info: Update information
𝐹prp: Pseudorandom permutation
𝐻
𝐺
: {0, 1}

∗ to 𝐺

Pair: Pairing operation
Exp
𝐺
: Exponentiation in 𝐺

Mul
𝐺
: Multiplication in 𝐺

Mul
𝑍
𝑝

: Multiplication in 𝑍
𝑝

Add
𝑍
𝑝

: Addition in 𝑍
𝑝
.
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Figure 7: Experimental results.
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We propose a novel protocol for controlled bidirectional quantum secure communication based on a nonlocal swap gate scheme.
Our proposed protocol would be applied to a system in which a controller (supervisor/Charlie) controls the bidirectional
communication with quantum information or secret messages between legitimate users (Alice and Bob). In this system, the
legitimate users must obtain permission from the controller in order to exchange their respective quantum information or secret
messages simultaneously; the controller is unable to obtain any quantum information or secretmessages from the decoding process.
Moreover, the presence of the controller also avoids the problem of one legitimate user receiving the quantum information or secret
message before the other, and then refusing to help the other user decode the quantum information or secretmessage. Our proposed
protocol is aimed at protecting against external and participant attacks on such a system, and the cost of transmitting quantum bits
using our protocol is less than that achieved in other studies. Based on the nonlocal swap gate scheme, the legitimate users exchange
their quantum information or secret messages without transmission in a public channel, thus protecting against eavesdroppers
stealing the secret messages.

1. Introduction

There have been many ingenious applications of quantum
information science through the combination of quantum
communication and quantum cryptography [1, 2] since Ben-
nett and Brassard [3] first proposed the original quantum
key distribution (QKD) protocol in 1984, which is a way for
two remote users to share a private key for encrypting or
decrypting secret messages in a quantum channel. This was
one of the most promising applications of quantummachine,
andmanymoreQKDprotocols have since been presented [4–
8].

The quantum secure direct communication (QSDC)
protocol differs from the QKD protocols used to distribute
private keys and has been proposed [9] for directly transmit-
ting secret messages, without having to share a private key
between two legitimate users beforehand.Moreover, Boström

and Felbinger [10] presented a “Ping Pong” QSDC using
Einstein-Podolsky-Rosen (EPR), but some researches [11–13]
noted that the “Ping Pong” protocol is insecure for direct
communication in a noisy quantum channel. Deng et al. [14]
also presented a two-step QSDC protocol using EPR pairs,
which is useful for QSDC protocols not sharing the private
key first; quantum bits (qubits) carrying the secret mes-
sages are transmitted directly.Therefore, bidirectional QSDC
(BQSDC) is a concept extended from QSDC protocols. Most
QSDC protocols offer only one way communication, so
that the secret message can only be transmitted from one
legitimate user to the other. If two remote legitimate users
want to exchange their respective secret messages using the
QSDC protocol, they have to implement it twice. In this
situation, one legitimate user can receive the secret message
from the other, but fail to keep their promise to transmit their
own message. Thus, BQSDC protocols must be designed in
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such a way that two remote legitimate users transmit their
respective secret messages simultaneously in one way com-
munication. Nguyen [15] improved the ping pong protocol,
and first proposed the BQSDC protocol (called quantum
dialogue protocol) which enables two remote legitimate users
to exchange secret messages. Other BQSDC protocols [15–
17] are based on the QSDC protocols. Legitimate users must
transmit the qubit with the secret message in the public
channel under any local operation and classical communica-
tion (LOCC) in order to obtain the secret message from the
other party; however, an eavesdropper could steal the qubits
or attack the protocol without being discovered. To prevent
an external eavesdropper extracting the secret messages,
researchers developed BQSDCprotocols that do not transmit
encoded qubits [15]. In general, BQSDC protocols assume
that participants are honest, so they are unable to protect
against participant attacks by dishonest participants utilizing
the order of measurement announce.

To prevent this asymmetric situation, we suggest that
a fair third party should be involved to authenticate par-
ticipants and prevent the above situation. In most one-
way or bidirectional protocols, third parties are designed to
identify the participants, so receivers must get permission
from the third party to obtain the secret messages. In our
proposed protocol, we call the fair third party the controller
or supervisor (represented as Charlie). This controller not
only provides authentication of legitimate users, but also
prevents participant attacks in the QSDC protocol. In some
applications, we need a powerful third-party to assist the
process or provide costly equipment [18, 19].We take a simple
example of online shopping to explain why controller is
needed [see Figure 1]. Assume the controller is the online
shopping mall, Alice and Bob are users and the detailed steps
are described as follows.

Step 1: Alice and Bob send registration request to the
controller.
Step 2: controller authenticates them as members.
Step 3: controller transmits GHZ sequences to Alice
and Bob.
Step 4: they check the channel security with classical
bits transmitted.
Step 5: Alice and Bob exchange their quantum infor-
mation with our protocol.

Most QSDC protocols claim that their protocol can safely
transmit secret messages by qubits via a public channel;
however, eavesdroppers can still steal or attack the qubits
in transmission. Some researchers have taken advantage
of entanglement swapping to design QSDC protocols that
exclude the encoded qubit transmission process. Yan and
Zhang [20] presented a scheme for QSDC based on telepor-
tation without transmitting a qubit with a secret message.
Using the teleportation scheme, the legitimate user can send
an unknown quantum state through a quantum channel to
another user. Before Yan’s protocol, there were many QSDC
protocols that just transmitted classical information instead
of quantum information.

Alice Bob

(Controller)1

2

4

2

4

1

33

5

Classical channel
Quantum channel
CBQSDC

Figure 1: The demonstration of online shopping.

Due to the quantum property of noncloning [21], quan-
tum information must be transmitted from the sender to
the receiver using entanglement swapping [22]. In addition,
it is far more difficult to produce quantum resources than
classical ones. If we use quantum resources to send classical
messages, we may sometimes find that the cost of the
quantum resources is higher than that of the secret message
itself. Overall, if the QSDC protocol can transmit quantum
information, it is also able to transmit classical messages, but
not vice versa. So it takesmore effort to come upwith aQSDC
protocol that transmits quantum information than one that
transmits classical information.

Therefore, we propose a novel protocol for controlled
bidirectional QSDC based on a nonlocal swap gate scheme
without transmitting the qubits carrying the secret mes-
sage. Legitimate users can simultaneously exchange their
respective quantum information or classical messages with
each other, with the controller’s permission. Our protocol
has the ability to transmit quantum information, which is
rare in QSDC protocols. This is advantageous because when
we use quantum resources to transmit classical messages,
sometimes the cost will be higher than the resource cost
in using classical cryptography, which can achieve the same
goal. Moreover, quantum information is noncloning. This
means that an arbitrary quantum state cannot be reproduced
if we do not know its actual state; this makes quantum
information more secure than classical information. We
prove that our scheme is reliable by analyzing the security;
the analysis shows that our protocol can resist both internal
and external attacks.Moreover, we ensure that it is impossible
for one participant to quickly receive the other’s message.
Performance comparison is also provided, and our quantum
resource costs are shown to be the lowest. [23] demonstrates
that a nonlocal swap gate requires at least two EPR pairs.
Our protocol uses 5 qubits to accomplish communication,
and the supernumerary one qubit is used for the controller.
Compared to other CQSDC protocols, the cost of our
proposed protocol is the lowest.

In Section 2, we present works related to our protocol. In
Section 3, we present the controlled bidirectional QSDC
protocol based on the nonlocal swap gate. In Section 4,
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|𝜓⟩
1

|𝜙⟩
1

|𝜓⟩
2

|𝜙⟩
2

Figure 2: The swap gate cascades three quantum Controlled-Not
gates.

we analyze the security of our protocol. In Section 5, we
compare the performance of our protocol with previous
QSDC protocols. Finally, Section 6 offers conclusions drawn
from this paper.

2. The Nonlocal SWAP Gate Scheme

The swap gate plays an important role in network design for
qubit quantum computation. The quantum operation of the
local swap gate [24, 25] permutes the state of two qubits;
therefore, we propose that legitimate users can interchange
their information with a swap gate as follows:

𝑈swap
𝜓⟩ 1

𝜙⟩ 2 =
𝜙⟩ 1

𝜓⟩ 2. (1)

It can be represented by the following matrix:

𝑈swap =
[
[
[

[

1 0 0 0

0 0 1 0

0 1 0 0

0 0 0 1

]
]
]

]

. (2)

On the quantumcircuit, this can be achieved by cascading
three quantum Controlled-NOT (CNOT) gates [see Figure 2]
for arbitrary qubit states |𝜓⟩

1
and |𝜙⟩

2
as follows:

𝐶
12
𝐶
21
𝐶
12

𝜓⟩ 1
𝜙⟩ 2 =

𝜙⟩ 1
𝜓⟩ 2. (3)

We define 𝐶
𝑖𝑗
as a notation of a quantum CNOT gate.

The first qubit 𝑖 is a control bit, which performs the NOT
operation on the second target qubit 𝑗 only when the control
qubit 𝑖 is |1⟩ as follows:

𝜓1⟩
𝜓2⟩

𝐶
12

→
𝜓1⟩

𝜓1 ⊕ 𝜓2⟩

𝜓1⟩
𝜓2⟩

𝐶
12

→
𝜓1 ⊕ 𝜓2⟩

𝜓2⟩ ,

(4)

where ⊕ denotes addition modulo 2.
Because the framework of the bidirectional QSDC proto-

cols is established on two remote legitimate users who want
to exchange secret messages, we have to use the swap gate in
a nonlocal manner. Fortunately, Barenco et al. [26] proposed
a nonlocal swap gate scheme that can be used to construct a
bidirectional QSDC protocol. We will introduce this nonlocal
swap gate scheme below.

Suppose that two remote legitimate users, Alice and Bob,
want to swap their respective unknown qubits |𝜓⟩

0
= 𝑎|0⟩ +

0

1

1

1

2

2

2

3

4

5

Alice Bob

C
10

C
02

C
54

C
35

a|0⟩
0
+ b|1⟩

0

c|0⟩
5
+ d|1⟩

5

1

√2

(|00⟩ + |11⟩)
13

1

√2

(|00⟩ + |11⟩)
24

Figure 3: The demonstration of nonlocal swap gate scheme.

𝑏|1⟩ and |𝜓⟩
5
= 𝑐|0⟩+𝑑|1⟩with each other. To accomplish this

task, they have to share two quantum pairs previously with
the samemaximally entangled state |𝜙⟩

13
= (1/2)(|00⟩+|11⟩)

and |𝜙⟩
24
= (1/2)(|00⟩ + |11⟩). Therefore, there are three

qubits 0, 1, and 2 given by Alice, and another qubits 3, 4, and
5 given by Bob. To interchange qubit 0 and qubit 5, Alice and
Bob will perform the following protocol [see Figure 3].

Step 1. Alice implements 𝐶
10
(the CNOT gate on qubit 1 and

qubit 0) and then 𝐶
02
while Bob performs 𝐶

54
and then 𝐶

35
.

Step 2. After Alice measures her qubit 2 and Bob measures
his qubit 4, they communicate the result to each other. If the
results are the same, they go to Step 3, or Alice and Bob apply
theNOT gate to the remaining qubits in their possession.The
NOT gate can be presented by the following matrix:

[
0 1

1 0
] . (5)

Step 3. Alice and Bob apply the rotation to qubit 1 and qubit
3, respectively. Consider the following:

√
1

2
[
1 1

1 −1
] . (6)

Step 4. Alicemeasures her qubit 1 and Bobmeasures his qubit
3; they then communicate the result to each other. If the
results are the same, the qubit state will have been swapped.
Otherwise, Alice and Bob apply the unitary transformation

[
1 0

0 −1
] (7)

to qubit 0 and qubit 5, respectively, with the disagreeing
results. Finally, they successfully swap their quantum infor-
mation to a different place.

This protocol not only successfully swaps quantum infor-
mation to different places, but also simultaneously exchanges
the quantum information. It is suitable for bidirectional
QSDC protocol, but it cannot protect against one legitimate
user deriving the quantum information from the other side
first, and then not assisting the other side in decoding their
quantum information.Therefore, we designed a new protocol
with a controller in order to avoid an uncoordinated condi-
tion between the legitimate users based onBarenco’s protocol.
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3. Controlled Bidirectional Quantum Secure
Direct Communication

Before introducing our protocol for controlled bidirectional
QSDC based on a nonlocal swap gate [26], we need to define
four Bell states and three-particle GHZ states in our protocol.
The four Bell states are

Φ
+
⟩ =

1

√2
(|00⟩ + |11⟩) =

1

√2
(|++⟩ + |−−⟩)

Φ
−
⟩ =

1

√2
(|00⟩ − |11⟩) =

1

√2
(|+−⟩ + |−+⟩)

Ψ
+
⟩ =

1

√2
(|01⟩ + |10⟩) =

1

√2
(|++⟩ − |−−⟩)

Ψ
−
⟩ =

1

√2
(|01⟩ − |10⟩) =

1

√2
(|+−⟩ − |−+⟩) .

(8)

The eight GHZ states in a three-particle maximally
entangled quantum system are as follows:

Ψ000⟩ =
1

√2
(|000⟩ + |111⟩)

=
1

√2
[|+⟩ (|++⟩ + |−−⟩) + |−⟩ (|+−⟩ + |−+⟩)]

Ψ001⟩ =
1

√2
(|000⟩ − |111⟩)

=
1

√2
[|+⟩ (|+−⟩ + |−+⟩) + |−⟩ (|−−⟩ + |++⟩)]

Ψ010⟩ =
1

√2
(|001⟩ + |110⟩)

=
1

√2
[|+⟩ (|++⟩ − |−−⟩) − |−⟩ (|+−⟩ − |−+⟩)]

Ψ011⟩ =
1

√2
(|001⟩ − |110⟩)

=
1

√2
[|+⟩ (|+−⟩ − |−+⟩) − |−⟩ (|++⟩ − |−−⟩)]

Ψ100⟩ =
1

√2
(|010⟩ + |101⟩)

=
1

√2
[|+⟩ (|++⟩ − |−−⟩) + |−⟩ (|+−⟩ − |−+⟩)]

Ψ101⟩ =
1

√2
(|010⟩ − |101⟩)

=
1

√2
[|+⟩ (|+−⟩ − |−+⟩) + |−⟩ (|++⟩ − |−−⟩)]

Ψ110⟩ =
1

√2
(|011⟩ + |100⟩)

=
1

√2
[|+⟩ (|++⟩ + |−−⟩) − |−⟩ (|+−⟩ + |−+⟩)]

Ψ111⟩ =
1

√2
(|011⟩ − |100⟩)

=
1

√2
[|+⟩ (|+−⟩ + |−+⟩) − |−⟩ (|++⟩ + |−−⟩)] ,

(9)

where |+⟩ = (1/√2)(|0⟩ + |1⟩) and |−⟩ = (1/√2)(|0⟩ −

|1⟩). Now, let us describe the CBQSDC protocol. Suppose
that the two remote legitimate users, Alice and Bob, want
to swap their respective unknown qubit to each other. To
accomplish this, they must initially share one GHZ state and
one EPR pair. To swap their qubits, Alice and Bob must
have permission from Charlie (controller), according to the
following protocol.

First, we have to detect whether an eavesdropper exists in
the quantum channel and authenticate the legitimate users.

Step 1. The controller (supervisor) Charlie generates a group
of 𝑁 three-particle GHZ states randomly in one of the eight
three-particle GHZ states (|Ψ

𝑖𝑗𝑘
⟩
𝐴𝐵𝐶

, 𝑖, 𝑗, 𝑘 = 0, 1) between
legitimate users Alice and Bob. For a group of 𝑁 three-
particle GHZ states, Charlie keeps the sequence of particles
𝐶 for himself and sends the sequence of particles 𝐴 and the
sequence of particles 𝐵 to Alice and Bob, respectively.

Step 2. Once Alice and Bob confirm with Charlie that they
have received the sequences of particles 𝐴 and 𝐵, respec-
tively, they have an order to choose the sufficiently random
subset of 𝐴 and 𝐵 sequence for detecting an eavesdropper.
First, Alice and Bob publish the positions of GHZ states
which are used for detection in the quantum channel, and
they require that Charlie announce the initial states of the
corresponding GHZ states. Once Charlie has published the
initial states, Alice and Bob measure the selected particles
of sequences 𝐴 and 𝐵 using one of two measuring basis, Z-
basis |0⟩, |1⟩ orX-basis |+⟩, |−⟩ randomly, and then announce
the measuring bases and results for the selected particles of
sequences 𝐴 and 𝐵 through a classical channel. According
to the public information, the three parties (Alice, Bob,
and Charlie) measure their corresponding particles of 𝐴
sequence, 𝐵 sequence, and 𝐶 sequence using the same bases,
respectively, and they will reveal their measurement results
for analysis. According to the measurement results of the
three parties, they can check whether the quantum channel
is secure through the error rate. If the error rate is higher
than the predetermined threshold, the communication must
be terminated; otherwise, Alice, Bob, and Charlie go to the
next step.

Step 3. After ensuring the security of the quantum channel,
Charlie uses some of the remaining 𝐶 particles to produce
EPR pairs between Alice and Bob. Only Charlie measures
some of the remaining𝐶 particles usingX-basis, and gives the
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position to Alice and Bob.The particles in the same positions
of 𝐴 sequence and 𝐵 sequence will then be maximally
entangled with each other between Alice and Bob. Consider
the following:

Ψ000⟩𝐴𝐵𝐶 =
1

√2
(|000⟩ + |111⟩)𝐴𝐵𝐶

=
1

√2
[(|00⟩ + |11⟩) |+⟩ + (|00⟩ − |11⟩) |−⟩]𝐴𝐵𝐶

Ψ001⟩𝐴𝐵𝐶 =
1

√2
(|000⟩ − |111⟩)𝐴𝐵𝐶

=
1

√2
[(|00⟩ − |11⟩) |+⟩ + (|00⟩ + |11⟩) |−⟩]𝐴𝐵𝐶

Ψ010⟩𝐴𝐵𝐶 =
1

√2
(|001⟩ + |110⟩)𝐴𝐵𝐶

=
1

√2
[(|00⟩ + |11⟩) |+⟩ − (|00⟩ − |11⟩) |−⟩]𝐴𝐵𝐶

Ψ011⟩𝐴𝐵𝐶 =
1

√2
(|001⟩ − |110⟩)𝐴𝐵𝐶

=
1

√2
[(|00⟩ − |11⟩) |+⟩ − (|00⟩ + |11⟩) |−⟩]𝐴𝐵𝐶

Ψ100⟩𝐴𝐵𝐶 =
1

√2
(|010⟩ + |101⟩)𝐴𝐵𝐶

=
1

√2
[(|01⟩ + |10⟩) |+⟩ + (|01⟩ − |10⟩) |−⟩]𝐴𝐵𝐶

Ψ101⟩𝐴𝐵𝐶 =
1

√2
(|010⟩ − |101⟩)𝐴𝐵𝐶

=
1

√2
[(|01⟩ − |10⟩) |+⟩ + (|01⟩ + |10⟩) |−⟩]𝐴𝐵𝐶

Ψ110⟩𝐴𝐵𝐶 =
1

√2
(|011⟩ + |100⟩)𝐴𝐵𝐶

=
1

√2
[(|01⟩ + |10⟩) |+⟩ − (|01⟩ − |10⟩) |−⟩]𝐴𝐵𝐶

Ψ111⟩𝐴𝐵𝐶 =
1

√2
(|011⟩ − |100⟩)𝐴𝐵𝐶

=
1

√2
[(|01⟩ − |10⟩) |+⟩ − (|01⟩ + |10⟩) |−⟩]𝐴𝐵𝐶.

(10)

Step 4. After the quantum channel is secure, Charlie prepares
EPR pairs and GHZ states from the remaining 𝐶 sequence
to implement the protocol. To understand the process of our
protocol easily, we will number the qubits [see Figure 4].
Assume that Charlie has already prepared an EPR pair
|Φ
+
⟩
25
= (1/√2)(|00⟩ + |11⟩) for Alice and Bob, and then

a GHZ state |Ψ
000
⟩
134

= (1/√2)(|000⟩ + |111⟩) for Alice,
Charlie, and Bob. Here, the GHZ state and EPR pair can
be collocated randomly. Alice and Bob want to swap their

0

1

1

1

2

2

2

3

4

5

6

Alice
Bob

Charlie (supervisor)

C
10

C
02

C
65

C
46

1

√2

(|000⟩ + |111⟩)
134

a|0⟩
0
+ b|1⟩

0

1

√2

(|00⟩ + |11⟩)
25

c|0⟩
6
+ d|1⟩

6

Figure 4: The scenario of our proposed protocol.

respective unknown qubits |𝜓⟩
0
= 𝑎|0⟩ + 𝑏|1⟩ and |𝜓⟩

6
=

𝑐|0⟩ + 𝑑|1⟩ with each other. Therefore, there are three qubits
0, 1, and 2 given by Alice, and the other three qubits 4, 5, and
6 are given by Bob. The remaining qubit 3 is for controller
Charlie [see Figure 4]. The quantum system becomes

𝜓⟩0 ⊗
Ψ000⟩134 ⊗

Φ
+
⟩ ⊗

𝜓⟩6

= (𝑎 |0⟩ + 𝑏 |1⟩)0 ⊗
1

√2
(|000⟩ + |111⟩)134

⊗
1

√2
(|00⟩ + |11⟩)25 ⊗ (𝑐 |0⟩ + 𝑑 |1⟩)6.

(11)

Step 5. After confirming these steps above, Alice implements
𝐶
10
and then 𝐶

02
while Bob performs 𝐶

65
and then 𝐶

46
.

Step 6. After Alice measures her qubit 2 and Bob measures
his qubit 5, they communicate the results to each other and
Charlie. If the results are the same, they go to the next
step. Otherwise, Alice and Bob apply the NOT gate to the
remaining qubits in their possession, as in Step 2 of the
nonlocal swap gate scheme. Suppose that there is a |0⟩

2
⊗ |1⟩
5

difference between Alice and Bob’s measurement results of
qubits 2 and 5. Because there are two different results, Alice,
Bob, and Charlie have to apply the 𝑋 gate to their remaining
qubits 0, 1, 3, 4, and 6. Here, Alice and Bob publish their
measurement results of qubit 1 and 4 as |0⟩

1
⊗|1⟩
4
and Charlie

measures his qubit 3 as |0⟩
3
. The measurement result of qubit

3 cannot be published, but according to the results of qubits 1,
2, 4, and 5, Charlie will tell Alice and Bob to apply the 𝑍 gate
to transfer their qubits 0 and 6 to obtain the correct qubit state
(𝑐|0⟩ + 𝑑|1⟩)

0
and (𝑎|0⟩ + 𝑏|1⟩)

6
. Consider the following:

𝐶
46
𝐶
02
𝐶
65
𝐶
10
(
𝜓⟩0 ⊗

Ψ000⟩134 ⊗
Φ
+
⟩ ⊗

𝜓⟩6)

=
1

2
[ |00⟩25 (𝑎𝑐 |00000⟩ + 𝑎𝑑 |11110⟩

+ 𝑏𝑑 |10001⟩ + 𝑏𝑐 |01111⟩)01346

+ |01⟩25 (𝑎𝑐 |11111⟩ + 𝑎𝑑 |00001⟩

+ 𝑏𝑑 |01110⟩ + 𝑏𝑐 |10000⟩)01346
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+ |10⟩25 (𝑎𝑐 |11111⟩ + 𝑎𝑑 |00001⟩

+ 𝑏𝑑 |01110⟩ + 𝑏𝑐 |10000⟩)01346

+ |11⟩25 (𝑎𝑐 |00000⟩ + 𝑎𝑑 |11110⟩

+ 𝑏𝑑 |10001⟩ + 𝑏𝑐 |01111⟩)01346]

(12)

|01⟩25 (𝑎𝑐 |11111⟩ + 𝑎𝑑 |00001⟩

+ 𝑏𝑑 |01110⟩ + 𝑏𝑐 |10000⟩)01346

𝑋
01346

→ |01⟩25 (𝑎𝑐 |00000⟩ + 𝑎𝑑 |11110⟩

+ 𝑏𝑑 |10001⟩ + 𝑏𝑐 |01111⟩)01346.

(13)

Step 7. Alice, Bob, and Charlie apply the Hadamard gate to
qubits 1, 4, and 3, respectively, as Step 3 of the nonlocal swap
gate scheme.

Step 8. Alice and Bob measure their respective qubits 1 and
qubit 4, and publish the results for Charlie. Once the results
fromAlice and Bob are published, Charlie measures his qubit
3 before telling Alice and Bob the unitary operation 𝐼 =

|0⟩⟨0| + |1⟩⟨1|, 𝜎
𝑥
= |0⟩⟨1| + |1⟩⟨0|, 𝜎

𝑧
= |0⟩⟨0| − |1⟩⟨1|,

𝑖𝜎
𝑦
= |0⟩⟨1| − |1⟩⟨0| to transfer their qubit 0 and qubit 6,

which leads to successful swapping as follows:

|01⟩25 ⊗
1

2√2

[
[
[
[
[
[
[
[
[
[

[

|000⟩134(𝑐 |0⟩ + 𝑑 |1⟩)0(𝑎 |0⟩ + 𝑏 |1⟩)6+

|001⟩
134
(𝑐 |0⟩ − 𝑑 |1⟩)0(𝑎 |0⟩ − 𝑏 |1⟩)6+

|010⟩
134
(𝑐 |0⟩ − 𝑑 |1⟩)0(𝑎 |0⟩ − 𝑏 |1⟩)6+

|011⟩
134
(𝑐 |0⟩ + 𝑑 |1⟩)0(𝑎 |0⟩ + 𝑏 |1⟩)6+

|100⟩134(𝑐 |0⟩ − 𝑑 |1⟩)0(𝑎 |0⟩ − 𝑏 |1⟩)6+

|101⟩134(𝑐 |0⟩ + 𝑑 |1⟩)0(𝑎 |0⟩ + 𝑏 |1⟩)6+

|110⟩134(𝑐 |0⟩ + 𝑑 |1⟩)0(𝑎 |0⟩ + 𝑏 |1⟩)6+

|111⟩134(𝑐 |0⟩ − 𝑑 |1⟩)0(𝑎 |0⟩ − 𝑏 |1⟩)6

]
]
]
]
]
]
]
]
]
]

]

.

(14)

Our protocol not only simultaneously exchanges quan-
tum information {𝛼|0⟩ + 𝛽|1⟩, (1/√2)(|0⟩ ± |1⟩), |0⟩, |1⟩} but
also interchanges classical secret messages 0, 1 for each user.
The legitimate users first define that |+⟩ = (1/√2)(|0⟩ + |1⟩)
represents classical bit “0,” and |−⟩ = (1/√2)(|0⟩ − |1⟩)

represents classical bit “1,” then the legitimate users prepare
the qubit states |+⟩ and |−⟩ as their secret messages to
implement all of the above steps. After transferring their
respective qubit states, they use the X-basis to measure their
respective qubit 0 and qubit 6. Finally, they successfully swap
the secret messages. Here, Alice and Bob publishes their
measurement results of qubits 1 and 4 as |0⟩

1
⊗ |1⟩
4
, and

Charlie measures his qubit 3 as |0⟩
3
. The measurement result

of qubit 3 cannot be published, but according to the results of
qubits 1, 2, 4, and 5, Charlie will tell Alice and Bob to apply
the𝑍 gate to transfer their qubits 0 and 6 to obtain the correct
qubit state (𝑐|0⟩ + 𝑑|1⟩)

0
and (𝑎|0⟩ + 𝑏|1⟩)

6
. Our protocol

can, therefore, simultaneously exchange a combination of
quantum information and classical secret messages.

Alice Bob

(Supervisor)
Charlie

·
·
·

Eve Eve

Figure 5: The scenario of Eve intercepts sequences.

4. Security Analysis

Most bidirectional QSDC protocols discuss the security of
external attack from an eavesdropper (Eve), but seldom or
never discuss the honesty between the legitimate users and
the controller. They [15–17, 27] all have to assume that the
legitimate users are honest and reliable, and then cooperate
to decode the classical secret messages from each other.
However, there is a problem involving the honesty of the
legitimate users, which arises if one of the legitimate users
receives the quantum information or secret message from the
other first, and then does not cooperate to help the other
decode the quantum information or secret message.Thus, we
will analyze the security for external attacks from Eve on the
two parties, and internal problems from the legitimate users.
Furthermore, there are some attacks that use the imperfect
quantum equipment to get illegal secret information, like
the Trojan horse attack [28, 29], but when the technology of
manufacturing quantum resource becomesmoremature, this
kind of attacks would be prevented.

External Attack. To check the security of the quantum
channel, we have to suppose that the eavesdropper intends
to steal the quantum information or classical messages via the
quantum channel.There are ways for Eve to conduct this kind
of attack. We introduce how Eve would attack our protocol,
and show that these attacks do not allow Eve access to any
information about the secret messages.

(1) The Man in the Middle Attack by Eve. We suppose that
Eve prepares some EPR pairs with the intent to steal secret
messages by the nonlocal swap gate scheme [see Figure 7].
When Charlie (controller) sends the sequence of 𝐴 particles
and 𝐵 particles to Alice and Bob, Eve intercepts the 𝐴
sequence and 𝐵 sequence and keeps some of them [see
Figure 5]. Eve then inserts one of the particles of each EPR
pair prepared by herself back to the 𝐴 sequence and 𝐵

sequence, and sends 𝐴 sequence and 𝐵 sequence (𝐴 and
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Alice Bob

(Supervisor)
Charlie

·
·
·

Eve Eve

Eve Eve

Figure 6: The scenario of Eve inserts EPR pairs.

𝐵
 sequences represent the sequences that contain Eve’s EPR

pairs.) to Alice and Bob [see Figure 6]. If Eve is not detected
and her EPR pairs are the quantum resources for legitimate
users to exchange their secret message, she can obtain the
secret messages from Alice and Bob. Since the quantum
resources are kept between the legitimate users and Eve, Eve
canmimicAlice andBob’s actions in order to obtain the secret
messages.

However, Eve would be found out in the quantum
channel. The following shows the error detection rate that
the controller and legitimate users find an eavesdropper in
the quantum channel, and the calculation of Eve’s success
rate. After Alice and Bob confirm with Charlie that they
have received all the sequences of particles 𝐴 and 𝐵 (𝐴
and 𝐵 sequence represent the sequences that contain Eve’s
EPR pairs), respectively, they have an order to choose the
sufficiently random subset of 𝐴 and 𝐵 sequence for detecting
an eavesdropper. Assume that Eve inserts the 2𝑘

𝑒
EPR pairs

(Eve has to use two EPR pairs to replace a GHZ state) [see
Figure 8]. The legitimate users now have 𝑘

𝑒
/𝑁 probability

(Charlie prepares a group of 𝑁 three-particle GHZ states)
to choose Eve’s EPR pairs. If one of the legitimate users
chooses the particle that is one of the EPR pairs from Eve
for a channel check, the legitimate users have 3/4 probability
of finding the error. Assume that Alice chooses the GHZ
state (1/√2)(|000⟩ + |111⟩)

𝐴𝐵𝐶
that has the two EPR pairs

(1/√2)(|00⟩+ |11⟩)
𝐴
1
𝐴
2

and (1/√2)(|00⟩+ |11⟩)
𝐵
1
𝐵
2

inserted,
andAlice keeps the qubit𝐴

1
and Bob keeps the qubit𝐵

1
, then

Eve keeps the qubits 𝐴, 𝐵, 𝐴
2
, and 𝐵

2
[see Figure 8].

If Alice (Bob) measures the qubit 𝐴
1
(𝐵
1
) using Z-

basis, the measurement result will have a 1/2 probability of
collapsing to |00⟩

𝐴
1
𝐴
2

(|00⟩
𝐵
1
𝐵
2

) or |11⟩
𝐴
1
𝐴
2

(|11⟩
𝐵
1
𝐵
2

), and
the GHZ state also has a 1/2 probability of collapsing to
|000⟩
𝐴𝐵𝐶

or |111⟩
𝐴𝐵𝐶

. When the qubits 𝐴
1
, 𝐶, and 𝐵

1
are |0⟩

or |1⟩, Eve has a (1/4)((1/2) × (1/2)) probability of not being
found. In other words, if Alice (Bob) measures the qubit 𝐴

1

(𝐵
1
) using X-basis, the measurement result will have a 1/2

probability of collapsing to |++⟩
𝐴
1
𝐴
2

(|++⟩
𝐵
1
𝐵
2

) or |−−⟩
𝐴
1
𝐴
2

(| − −⟩
𝐵
1
𝐵
2

), and the GHZ state also has a 1/4 probability of

Eve

Alice Bob

(Supervisor)
Charlie

Nonlocal swap gate

Figure 7: The scenario of Eve steals secret message by the nonlocal
swap gate scheme.

collapsing to | + + + ⟩
𝐴𝐵𝐶

, | + − − ⟩
𝐴𝐵𝐶

, | − + − ⟩
𝐴𝐵𝐶

, and
|−−+⟩

𝐴𝐵𝐶
. When the qubits𝐴

1
,𝐶, and 𝐵

1
are |+⟩ or |−⟩, Eve

has a (1/4) ((1/2) × (1/2)) probability of not being found.
The overview of the above two external attacks: Charlie

prepares 𝑁 GHZ states for detecting an eavesdropper and
quantum resources. Eve prepares 2𝑘

𝑒
EPR pairs to insert into

the𝐴 and𝐵 sequences.The legitimate users randomly choose
𝑚 GHZ states together for detecting quantum channels.
Therefore, when the legitimate users choose one of 𝑁 GHZ
states, Eve has a ((𝑘

𝑒
/𝑁) × (1/4) + ((𝑁 − 𝑘

𝑒
)/𝑁) × 100%)

probability of not being found in the quantum channel.
However, if the legitimate users choose𝑚 number of𝑁GHZ
states for detecting quantum channels, the error detection
rate is 1 − ((𝑘

𝑒
/𝑁) × (1/4) + ((𝑁 − 𝑘

𝑒
)/𝑁) × 100%)𝑚 for the

legitimate users, and the controller finds Eve in the quantum
channel regardless of whether the measuring basis is X-basis
or Z-basis.

Figures 9 and 10 display the relation between the three
parameters 𝑚, 𝑘

𝑒
, and 𝑁. In Figure 9, we display five per-

centages of 𝑘
𝑒
in 𝑁 GHZ states corresponding to the error

detection rate and the number of detecting GHZ states. The
legitimate users can depend on the error detection rate to
decide how many 𝑚 GHZ states must be used to detect an
eavesdropper. For example, suppose that Charlie prepares
100GHZ states; then, Eve uses 100 EPR pairs to replace
50GHZ states for the legitimate users. According to the
line of 50% 𝑁 in Figure 9, the legitimate users only choose
10GHZ states for detecting an eavesdropper, the legitimate
users and controller find the eavesdropper with a 99.0905%
probability. When the legitimate users increase the number
of GHZ states for detecting an eavesdropper to 29, there is
a 99.9999% probability of the legitimate users and controller
finding the eavesdropper. Therefore, the higher the number
of GHZ states that are replaced, the fewer detecting GHZ
states that are required by the legitimate users to find the
eavesdropper.

Figure 10 illustrates that the legitimate users detect the
eavesdropper with a 100% probability corresponding to the
number of detecting GHZ states and percentage of replaced
GHZ states. As in Figure 10, the higher the number of GHZ
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Figure 8: The scenario of external attack in which the legitimate users and controller measure the qubits 𝐴
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Figure 10: The legitimate users detect eavesdropper with 100%
probability corresponding to the number of detecting GHZ states
and percentage of replaced GHZ states.

states that are replaced, the fewer detecting GHZ states that
are required by the legitimate users to find the eavesdropper.
Conversely, the legitimate users need to consume more
detecting GHZ states to detect the quantum channels when
Eve replaces fewer GHZ states to be EPR pairs.

(2) The Teleportation Attack [30]. Some QSDC protocols
examine the security of quantum channel only after photons
transmission are all finished, and then this kind of attack will
get benefits from this type of transmission. Once photons are
transmitted, our proposed protocol will check the error rate
to ensure that the quantum channel is secure, so this attack is
invalid to our protocol.

(3) The Correlation-Elicitation [31–33]. This kind of attack
does control-not gate twice on two photons to steal one bit
information and cause information leakage problem. Because
our protocol uses nonlocal swap gate to exchange users’
message, no secret information is transmitted during photons
distribution, so our protocol can resist this attack.

(4) The Forcible Measurement Attack [34]. This attack mea-
sures photons during transmission to get secret message, but
like the former attack, in this proposed protocol, transmitted
photons are without carryingmessage, so this attack is invalid
to our protocol.

Participant Attack. We focus on two sources of participant
attack: attacks from the controller and attacks from the
legitimate users. First, we discuss how the controller might
steal the secret message, and the situation in which one of the
legitimate users is dishonest.

(1) The Man in the Middle Attack by Charlie. We suppose
that Charlie prepares some additional EPR pairs with the
intent of stealing the secretmessages by thenonlocal swap gate
scheme [see Figure 12]. Before Charlie sends the sequence
of 𝐴 particles and 𝐵 particles to Alice and Bob, he inserts
2𝑘
𝑐
EPR pairs to replace 𝑘

𝑐
GHZ states [see Figure 11]. After

this, Charlie sends 𝐴 sequence and 𝐵 sequence (𝐴 and
𝐵
 sequences represent the sequences that contain Charlie’s

attack EPR pairs) to Alice and Bob. If Charlie is not detected,
and his EPR pairs are used as the quantum resources for
the legitimate users to exchange their secret message, he can
obtain the secret message from Alice and Bob. Since the
quantum resources are kept between the legitimate users and
the controller, he can mimic Alice and Bob’s actions in order
to obtain the secret message.

However, the evil Charlie would be found out in the
quantum channel. Let us show you the error detection rate
that the legitimate users find the errors in the quantum
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Figure 11: The scenario of participant attack in which Charlie
(controller) inserts his EPR pairs to replace GHZ states.

Alice Bob

(Evil)
Charlie

Figure 12: The scenario of participant attack 1 in which Charlie
(controller) steals the secret messages by the nonlocal swap gate
scheme.

channel and calculate the evil Charlie’s successful rate. After
Alice and Bob confirm with the evil Charlie that they have
received all the sequences of particles 𝐴 and 𝐵 (𝐴 and
𝐵
 sequences are represented in a sequence that has contain

Charlie’s EPR pairs, respectively, they have an order to choose
the random enough subset of 𝐴 and 𝐵 sequence for checking
quantum channel security. Assume that the evil Charlie
inserts the 2𝑘

𝑐
EPR pairs, then the legitimate users have 𝑘

𝑐
/𝑁

probability (Charlie prepares a group of 𝑁 three-particles
GHZ states.) to choose the evil Charlie’s EPR pairs. If one
of the legitimate users chooses the particle that is one of
the EPR pairs from the evil Charlie for the channel check,
the legitimate users have 1/2 probability to find the error.
Assume that Alice chooses one of the 𝐴 particles that is one
of the EPRpairs (1/√2)(|00⟩+|11⟩)

𝑎
1
𝑎
2

and the corresponding
particle in𝐵 sequence that is EPRpair (1/√2)(|00⟩+|11⟩)

𝑏
1
𝑏
2

.
Here, Alice keeps the qubit 𝑎

1
and Bob keeps the qubit 𝑏

1
, and

then the evil Charlie keeps the qubits 𝑎
2
and 𝑏
2
[see Figure 13].

However, Charlie would be found out in the quantum
channel. The following shows the error detection rate of the
legitimate users finding the errors in the quantum channel,
and the calculation of Charlie’s attack success rate. After Alice
and Bob confirm with Charlie that they have received all the
sequences of particles 𝐴 and 𝐵, respectively, they have an
order to choose the sufficiently random subset of 𝐴 and 𝐵

Alice Bob

Charlie (evil) 
Z |0⟩ |0⟩ |1⟩ |1⟩

|00⟩ |11⟩

a
1

a
2 b

1
b
2

|Φ
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⟩ =

1

√2
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1

√2
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Figure 13: The scenario of participant attack 1 in which Charlie
(controller) steals the secret messages by the nonlocal swap gate
scheme.
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Figure 14: The different percentages of 𝑘
𝑐
in 𝑁GHZ states corre-

sponding to the error detection rate and the number of detecting
GHZ states. (𝑘

𝑐
: the number of GHZ states replaced by Charlie’s

EPR pairs. 𝑁: the number of GHZ states which are prepared from
Charlie).

sequence for checking the quantum channel security. Assume
that Charlie inserts the 2𝑘

𝑐
EPR pairs; then, the legitimate

users have a 𝑘
𝑐
/𝑁 probability (Charlie prepares a group of𝑁

three-particle GHZ states) of choosing Charlie’s EPR pairs.
If one of the legitimate users chooses the particle that is one
of the EPR pairs from Charlie for the channel check, the
legitimate users have a 1/2 probability of finding the error.
Assume that Alice chooses one of the 𝐴 particles that is one
of the EPRpairs (1/√2)(|00⟩+|11⟩)

𝑎
1
𝑎
2

and the corresponding
particle in𝐵 sequence that is EPRpair (1/√2)(|00⟩+|11⟩)

𝑏
1
𝑏
2

.
Here, Alice keeps the qubit 𝑎

1
and Bob keeps the qubit 𝑏

1
, and

then Charlie keeps the qubits 𝑎
2
and 𝑏
2
[see Figure 13].

If Alice (Bob)measures the qubit 𝑎
1
(𝑏
1
) usingZ-basis, the

measurement result will have a 1/2 probability of collapsing
into |00⟩

𝑎
1
𝑎
2

(|00⟩
𝑏
1
𝑏
2

) or |11⟩
𝑎
1
𝑎
2

(|11⟩
𝑏
1
𝑏
2

. There are two
choices for Charlie to publish his quantum state. If the two
EPR pairs share the same measurement results, Charlie will
not be found out. Conversely, Charlie has a 1/2 probability
of failure. In other words, if Alice (Bob) measures the qubit
𝑎
1
(𝑏
1
) using X-basis, the measurement result will have a 1/2

probability of collapsing into | + +⟩
𝑎
1
𝑎
2

(| + +⟩
𝑏
1
𝑏
2

) or | − −⟩
𝑎
1
𝑎
2

(| − −⟩
𝑏
1
𝑏
2

). When the qubits 𝑎
1
and 𝑏
1
are |+⟩ or |1⟩, Charlie

has a 1/2 probability of not being found out.
The overview of participant attack 1: Charlie prepares

𝑁 GHZ states that include 2𝑘
𝑐
EPR pairs inserted into
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Figure 15: The legitimate users ensure quantum channel security
with 100% probability corresponding to the number of detecting
GHZ states and percentage of replaced GHZ states.

the 𝐴 and 𝐵 sequences for detecting eavesdroppers and
quantum resources. The legitimate users randomly choose
𝑚 GHZ states together for detecting quantum channels.
Therefore, when the legitimate users choose one of 𝑁
GHZ states, Charlie has a ((𝑘

𝑐
/𝑁) × (1/2) + ((𝑁 −

𝑘
𝑐
)/𝑁) × 100%) probability of not being found in the

quantum channel. However, if the legitimate users choose
𝑚 number of the 𝑁 GHZ states for detecting quan-
tum channels, the error detection rate is 1 − ((𝑘

𝑐
/𝑁) ×

(1/2) + ((𝑁 − 𝑘
𝑐
)/𝑁) × 100%)𝑚 for the legitimate users

and controller; Charlie is found in the quantum channel
regardless of whether the measuring basis is X-basis or Z-
basis.

Figures 14 and 15 display the relation between the
three parameters 𝑚, 𝑘

𝑐
, and 𝑁. In Figure 14, we display

five percentages of 𝑘
𝑐
in 𝑁 GHZ states corresponding

to the error detection rate and the number of detect-
ing GHZ states. The legitimate users can depend on the
error detection rate to decide how many 𝑚 GHZ states
must be used to ensure the quantum channel security.
For example, suppose that Charlie prepares 100GHZ states
that include 100 EPR pairs to replace 50GHZ states for
the legitimate users. According to the line of 50% 𝑁 in
Figure 14, the legitimate users choose 17GHZ states for
checking the quantum channel, finding the error in the
quantum channel with 99.2483% probability. When the legit-
imate users increase the number of GHZ states for checking
the quantum channel to 51, there is a 100% probability
of the legitimate users finding the error in the quantum
channel. Therefore, the higher the number of GHZ states
replaced, the fewer detecting GHZ states are required by
the legitimate users to find the error in the quantum chan-
nel.

Figure 15 illustrates that the legitimate users ensure the
quantum channel security with 100%probability correspond-
ing to the number of detecting GHZ states and percentage
of the replaced GHZ states. As with Figure 15, the higher the
number of GHZ states replaced, the fewer detecting GHZ
states required by the legitimate users to find the eavesdrop-
per. Conversely, the legitimate users need to consume more

detecting GHZ states to detect the quantum channels when
Charlie replaces fewer GHZ states to be EPR pairs.

(2) Dishonest Condition between Legitimate Users. Some
QSDC protocols may exhibit conditions that allow one of the
legitimate users to derive the quantum information or secret
message from the other one first, without assisting the other
one in decoding the quantum information or secret message.
The dishonest user may publish an incorrect measurement
result, giving the other one an incorrect secret message, while
they themselves obtain the correct secret message.

In our protocol, only the controller knows the initial GHZ
state andEPRpairs, so the legitimate users are unable to know
how to use the unitary operation to transfer their qubit state
correctly. In addition, neither user has priority in obtaining
the secret message in our protocol, as both receive the secret
message from the other simultaneously.

Moreover, if one of the legitimate users deliberately
announces an incorrect result to the controller, the controller
will consequently give both legitimate users an erroneous
unitary operation to transfer their qubit states, resulting
in both users simultaneously receiving erroneous quantum
information or secret messages. Assume that the measure-
ment results of qubits 1, 2, 4, and 5 are |0⟩

1
, |0⟩
2
, |1⟩
4
, and

|1⟩
5
, Charlie depends on their measurement result and his

qubit 3 result |0⟩
3
to deduce that Alice and Bob need to apply

the 𝑍 gate to transfer their qubit 0 (𝑐|0⟩
0
− 𝑑|1⟩

0
) and qubit 6

(𝑎|0⟩
6
− 𝑏|1⟩

6
). Charlie will announce the unitary operation

(Z gate) for the legitimate users to transfer their qubits 0 and
6 as the correct results (𝑐|0⟩

0
+ 𝑑|1⟩

0
) and (𝑎|0⟩

6
+ 𝑏|1⟩

6
) that

the legitimate users want to send to each other as follows:

𝐻
134
𝐶
46
𝐶
02
𝐶
65
𝐶
10
(𝑎 |0⟩ + 𝑏 |1⟩)0

⊗
1

√2
(|000⟩ + |111⟩)134 ⊗ (𝑐 |0⟩ + 𝑑 |1⟩)6 → |01⟩25

⊗
1

2√2

[
[
[
[
[
[
[
[
[
[

[

|000⟩134(𝑐 |0⟩ + 𝑑 |1⟩)0(𝑎 |0⟩ + 𝑏 |1⟩)6+

|001⟩134(𝑐 |0⟩ − 𝑑 |1⟩)0(𝑎 |0⟩ − 𝑏 |1⟩)6+

|010⟩134(𝑐 |0⟩ − 𝑑 |1⟩)0(𝑎 |0⟩ − 𝑏 |1⟩)6+

|011⟩134(𝑐 |0⟩ + 𝑑 |1⟩)0(𝑎 |0⟩ + 𝑏 |1⟩)6+

|100⟩134(𝑐 |0⟩ − 𝑑 |1⟩)0(𝑎 |0⟩ − 𝑏 |1⟩)6+

|101⟩134(𝑐 |0⟩ + 𝑑 |1⟩)0(𝑎 |0⟩ + 𝑏 |1⟩)6+

|110⟩134(𝑐 |0⟩ + 𝑑 |1⟩)0(𝑎 |0⟩ + 𝑏 |1⟩)6+

|111⟩134(𝑐 |0⟩ − 𝑑 |1⟩)0(𝑎 |0⟩ − 𝑏 |1⟩)6

]
]
]
]
]
]
]
]
]
]

]

.

(15)

However, a situation may arise in which one of the
legitimate users publishes an incorrect measurement result
and lets the other gain the wrong secret message, while them-
selves obtaining the correct secret message. Assume Bob is
dishonest and deliberately publishes the wrongmeasurement
result of qubit 4 |0⟩

4
for Alice and Charlie [see Figure 16].

Charlie depends on the incorrect measurement result to tell
the legitimate users to apply thewrong gate (𝐼 gate) to transfer
their qubits.The result is that Alice cannot receive the correct
secret message from Bob, while Bob hopes to receive the
correct secret message from Alice.

However, can Bob depend on the measurement results
of qubits 1, 2, 4, and 5 to deduce what unitary operation he
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Figure 16: Bob publishes an incorrect measurement result of qubit
4.

needs to perform on qubit 6 to obtain Alice’s secret message
successfully?The answer is no; only Charlie knows the initial
state of quantum resources, so only Charlie knows the unitary
operation to transfer the legitimate users’ qubits 0 and 6. The
unitary operations are not only 𝐼 and 𝑍 gates, but also 𝑋
and 𝑌 gates.The unitary operations follow different quantum
resources (a GHZ state and an EPR pair) and have different
applications. Even if Bob knows the unitary operation of
only 𝐼 and 𝑍 gates, and the measurement results of qubits 1,
2, 4, and 5, he still does not know the measurement result
of Charlie’s qubit 3. Bob has a 1/2 probability of correctly
guessing that the measurement result of qubit 3 is |0⟩

3
or

|1⟩
3
. This means that Bob has a 1/2 probability of guessing

the correct unitary operation gate by himself to obtain Alice’s
secret message. In other words, if Bob repeats the action 𝑖
times, his failure rate would be 1−(1/2)𝑖.Therefore, according
to the game theory presented by Nash Jr. [35], in order for
the legitimate users to obtain the quantum information from
each other, being honest to each other serves them best.

Our protocol not only defends against external attack
(man in the middle attack), but also protects against legit-
imate users lying to the controller and guards against the
controller stealing the secret message from the legitimate
users by himself. Furthermore, with our protocol employed,
since there is no transmission between the legitimate users,
Eve has no opportunity to steal the secret message from the
quantum channel.

5. Performance Comparison

We analyse the performance of the four protocols: Gao2005
[36], Dong2011 [37], Man2006 [38], and Dong2008 [39] and
compare it with our protocol. There are two controlled one
direction QSDC protocols and two controlled bidirectional
QSDCprotocols to be comparedwith our protocol.Webriefly
introduce these protocols and our protocol below.

Gao2005 is a controlled one direction QSDC scheme
using GHZ state and teleportation. This protocol requires a
GHZ-like state (three entangled qubits) to transmit quantum
information and classical messages. In addition, Charlie
publishes his result by one classical bit, and Alice announces
her result by two classical bits, so the cost of Gao2005 is 3

qubits and 3 classical bits for one direction work. Here, the
classical bits are used to communicate with each other in the
classical channel. If the users want to exchange messages in
Gao2005, they need to perform the protocol twice, so the cost
is multiplied by two, consisting of 6 qubits and 6 classical
bits. However, in Gao2005, the legitimate users receive the
secret messages in order, rather than simultaneously, and this
protocol cannot protect against the dishonesty of one user
(participant attack (2)). Dong2011 presented a controlled one
direction QSDC based on teleportation similar to Gao2005
above. The cost and security of Dong2011 are the same as
those of Gao2005. The only difference between Gao2005 and
Dong2011 is the type of secret message. Moreover, Gao2005
can transmit any unknown qubits, but Dong2011 can change
the type of the secret message to pure states. Dong2011 is
no more flexible than Gao2005 in transmitting legitimate
users’ secret messages. Hence, the contribution of Dong2011
is dubious.

Our protocol is a controlled bidirectional QSDC protocol
with a GHZ state and an EPR pair. The legitimate users need
to publish their respective measurement results by two clas-
sical bits, and the controller needs to tell the legitimate users
how to transfer their qubit by two classical bits.The cost of our
protocol is 5 qubits and 5 classical bits. The legitimate users
receive the secret messages from each other simultaneously,
and they can transmit any unknown quantum bit to each
other. The security of our protocol is more reliable than that
of the above protocols because there are no transmitted qubits
carrying the secret messages between the legitimate users
and the controller. Our protocol not only protects against
external attack, but also prevents one legitimate user from
being dishonest to the other. Furthermore, Collins et al. [23]
note that the apparatus implementing the swap gate must use
two EPR pairs as an internal nonlocal resource. Based on
the nonlocal swap gate, the minimal quantum resource is 4
qubits. Our protocol, however, is a controlled bidirectional
QSDC protocol that needs to add one qubit for the controller
to control it. Therefore, our protocol has a minimal quantum
resource cost (5 qubits) that can exchange any unknown qubit
to each other.

According to Table 1, the cost of our protocol is one less
qubit than that of Gao2005, because Gao’s protocol uses one
GHZ-like state (3 qubits) for work and 3 classical bits for
public results at a time. In order to compare our protocol
with the controlled bidirectional QSDC protocol, we have to
work twice with the CQSDC protocol.The CQSDC protocols
and our protocol can all transmit the quantum bits and
classical bits to each other, but in terms of security, Gao2005
and Dong2011 are vulnerable to participant attack 2 between
legitimate users, and they cannot transmit secret messages
simultaneously.

Next, we choose two controlled bidirectional QSDC
protocols, Man2006 and Dong2008, for comparison with
our protocol. Man2006 shares a GHZ state for a controller
and two legitimate users. If the legitimate users want to
exchange their secret messages, they perform the unitary
operation (one unitary operation can be represented by
two classical bits) on their qubit and send it back to the
controller. The controller will publish his GHZmeasurement
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Table 1: Comparison of CQSDC and CBQSDC protocols with our protocol.

Scheme
Gao2005 Dong2011 Man2006 Dong2008 Ours

Protocol type CQSDC CQSDC CBQSDC CBQSDC CBQSDC
Resource cost of two directional transmission 6Q and 6C 6Q and 6C 6Q and 6C 6Q and 6C 5Q and 6C
Secret message type C/Q C/Q C C C/Q
Received classical bits 1 C 1 C 2C 2C 1C
Received quantum bits 1 Q 1Q 0 0 1Q
Controller Yes Yes Yes Yes Yes
Classical message exchange Yes Yes Yes Yes Yes
Quantum information exchange Yes Yes No No Yes
No transmission Yes Yes No Yes Yes
Honest condition between legitimate users No No No No Yes
C: classical bits; Q: quantum bits.

result to allow the two legitimate users to decode the secret
messages from each other. Finally, the cost of Man2006 is
three qubits and three classical bits for one time. However,
Man2006 cannot transmit quantum information, and is
vulnerable to participant attack 2. Because the secret message
is made up of classical bits, the cost of the secret message
might be lower than the quantum resources in Man2006.
In terms of security of Man2006, it is vulnerable to attack
by eavesdroppers stealing the qubits carrying the secret
message in the transmissions between the legitimate users
and the controller. Dong2008 is a controlled bidirectional
QSDC protocol, in which legitimate users exchange their
secret messages using entanglement swapping with two GHZ
states. The controller first measures his two particles and
publishes their measurement results by 2 classical bits. The
legitimate users then need to Bell-measure their two particles
and publish their Bell-measurement results by 2 classical bits,
respectively. The cost of Dong2008 is 6 quantum bits and 6
classical bits for the legitimate users to exchange their secret
messages at a time. Even though there are no transmissions
with qubits carrying secret messages in Dong2008, it is
also vulnerable to participant attack 2. In addition, since
Dong2008 only transmits classical bits, the cost of sending the
secret messages may be lower than the quantum resources of
Man2006.

Man2006, Dong2008, and our protocol are controlled
bidirectional QSDC protocols. As shown in Table 1, the cost
of our protocol’s quantum resources is higher than that
of Man2006, but Man2006 cannot transmit any unknown
qubits. The users can exchange two classical bits at a time
in Man2006 and Dong2008, which is one bit more than our
protocol. However, classical bits are cheaper than qubits. Our
protocol, therefore, is more efficient than the above protocols.
Man2006 and Dong2008 are also vulnerable to participant
attack 2. In summary, our protocol ismore efficient than other
protocols, and provides the security for the legitimate users
to exchange their secret messages with minimal quantum
resources.

6. Conclusion

In this paper, we proposed a controlled bidirectional quan-
tum secure direct communication using a nonlocal swap gate
to simultaneously exchange quantum information or classical
messages without transmitting the qubits carrying the secret
messages. The legitimate users must have permission from
a controller to exchange their respective quantum infor-
mation or secret messages. Our protocol not only protects
against external attack, but also against participant attack.
In addition, our protocol uses minimal quantum resources
for legitimate users to transmit any unknown qubits in
controlled bidirectional QSDC protocols. It is secure against
eavesdropping attacks, and the controller has no access to
the quantum information or secret messages in our protocol.
Therefore, our design of a novel CBQSDC protocol based on
a nonlocal swap gate is quite secure, reliable, and confidential.
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Maintaining data availability is one of the biggest challenges in decentralized online social networks (DOSNs). The existing work
often assumes that the friends of a user can always contribute to the sufficient storage capacity to store all data. However, this
assumption is not always true in today’s online social networks (OSNs) due to the fact that nowadays the users often use the smart
mobile devices to access the OSNs. The limitation of the storage capacity in mobile devices may jeopardize the data availability.
Therefore, it is desired to know the relation between the storage capacity contributed by the OSN users and the level of data
availability that the OSNs can achieve.This paper addresses this issue. In this paper, the data availability model over storage capacity
is established. Further, a novel method is proposed to predict the data availability on the fly. Extensive simulation experiments have
been conducted to evaluate the effectiveness of the data availability model and the on-the-fly prediction.

1. Introduction

In the last decade, online social networks (OSNs), such
as Facebook [1], Twitter, and Sina Weibo [2], have gained
extreme popularity withmore than a billion users worldwide.
OSNs allow a user to publish the data to all his friends in his
friend circle.

Currently, the OSN platforms are typically centralized,
where the users store their data in the centralized servers
deployed by the OSN service providers.The service providers
can utilize and analyze these data to know the users’ private
information, such as interest and personal affairs, and in
the worst case may sell this information to the third party.
Therefore, the current centralized online social networks
(COSNs) have raised the serious concerns in privacy [3–6].

In order to address the data privacy issue, the decentral-
ized online social networks (DOSNs) have been proposed
recently [7–11]. Although the DOSN products [12] are not as
popular andmature as theOSNproducts [1], DOSN is indeed
under active research and development [13–17]. In DOSNs,
in order to protect the data privacy the centralized servers

are bypassed and the data published by a user are stored
and disseminated only among the friend circle of the user
[9, 10]. Although DOSNs can help protect the data privacy,
maintaining data availability becomes a big challenge. This is
because if a friend of the user is offline, the data stored in the
friend cannot be accessed by other friends.

In order to achieve good data availability in DOSN,
the data replication approach has been widely used. In this
approach, a certain number of data replicas are created for
each data item published by a user and these data replicas
are stored in the user’s friend circle. By doing so, if a friend
is offline, the data in this offline friend node can be accessed
through the replicated data stored in other friend nodes.

In the existing data replication work in DOSN, it is
typically assumed that the friends of a user are always capable
of contributing sufficient storage capacity to store all the
published data [9, 14, 18]. This assumption is not ideal,
especially in the current modern times. Nowadays, the users
often use smart mobile devices, such as smart phones, to
access the OSN services. The resources in the mobile devices
are much more limited than the desktop computers used in
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the “old fashioned” style of accessing OSNs. Moreover, the
number of the friends in a friend circle is limited (typically
less than 200) [19]. Therefore, it is desired to know what
level of data availability can be achieved given the total
storage capacity contributed by the friend circle.However, the
existing work in DOSN has not yet conducted quantitative
research in this aspect.

This paper aims to address the above issue and build a
quantitative model to capture the relation between the total
storage capacity contributed by the friends and the level of
data availability in the DOSN.

The reason why we investigate the relation between the
total storage capacity and data availability is because a data
item is regarded as being available as long as it is stored in the
online friend nodes in the DOSN, no matter which online
friends the data replicas are stored in. The location of the
data replicas does not directly affect the data availability but
mainly imposes the impact in the following two aspects.

(i) Data accessing performance: due to, for example, the
bandwidth and latency of the friends where the data
are stored, other friends who are accessing the data
may experience different performance.

(ii) The data maintenance overhead: when a friend goes
offline, the data replicas on the friend have to be
generated on other online friends. Various attributes
of the friend, such as the storage capacity contributed
by this friend, bandwidth, and latency, have impact.
For example, if a friend offers the big storage capacity,
then potentially more data have to be generated in
other friends when this friend goes offline.

How to optimize data accessing performance and reduce
datamaintenance overhead is the work of the underlying data
replication and placement strategies. This work is situated
at the level of maintaining data availability. This is why this
work mainly concerns the total storage size provided by the
friends collectively. Following on from this work, we plan to
work down the management levels in DOSN and develop the
placement strategies for data replicas among the friends in
DOSN.

In order to build the data availability model, we need to
have deep understandings of the DOSN properties that are
related to data availability. In this paper, we analyze these
relevant properties and establish the probabilistic models for
them. Further, the models for the individual properties are
integrated to construct the data availability models. Further,
a novel method is proposed to predict the level of data
availability on the fly.

Using the data availability model developed in this paper,
the DOSN designers can determine the average size of
the storage pool that each friend should contribute for the
published data, given the level of data availability that the
DOSN desires to achieve. Moreover, in DOSN, the friends
become online and offline dynamically; the data availability
will drop when the number of online friends decreases. The
on-the-fly prediction method can be used to conduct the
real-time prediction for the level of data availability in the
near future. The quantitative prediction results produced by

the model can greatly help the data replication and storage
policies make judicious decisions on the fly.

The rest of this paper is organized as follows. Section 2
discusses related work about analyses of OSN properties,
the existing DOSN approaches, and data availability work.
Section 3 states the problem which we try to address.
Section 4 presents the data availability model over stor-
age capacity. Section 5 presents the on-the-fly prediction
model. Section 6 shows some case study. Section 7 conducts
extensive experiments to verify our models and analyzes
experimental results. Finally, we make conclusions.

2. Related Work

This section discusses the related work mainly in the follow-
ing three aspects: (i) the existing work of analyzing the OSN
properties, including both the characterizations of OSN net-
works and the analyses of user behaviors (Section 2.1), (ii) the
existing research onDOSN, that is, the alternative approaches
to decentralizing theOSNs (Section 2.2), and (iii) the existing
studies on data availability in DOSN (Section 2.3). Moreover,
this section also discusses the existing work in achieving data
availability in grids and clouds (Section 2.4).

2.1. Analyses of the OSN Properties

2.1.1. Characterizations of OSN Networks. Some studies use
the graphs to represent the OSN networks and investigate the
graph structures ofOSN, such as degree distribution, network
diameter, and clustering property. They conduct the analyses
through the crawled data gathered from popular OSN sites
such as Facebook, Twitter, MySpace, Flickr, YouTube, Live-
Journal, Cyworld, and orkut [13, 19–22]. It has been found
that (i) OSNsmanifest power-law, small-world, and scale-free
properties; (ii) the social network is nearly fully connected;
(iii) the neighborhoods of the users in the social graph
contain the surprisingly dense structure, while the graph is
sparse as a whole; (iv) most users have a moderate number
of friends (less than 200). The findings about the number of
friends will be used to design the simulation experiments in
this paper.

2.1.2. Analyses of User Behaviours. The work in [23–27]
studied the patterns of the user behaviors through the
crawled or clickstream data. Jin et al. [23] conducted a
comprehensive review about the user behavior in OSNs from
several perspectives, including social connectivity and inter-
action among users, traffic activity, and the characteristics
in mobile environments. Benevenuto et al. [24] collected the
clickstream data over 12 days to study the characteristics
of OSN sessions, including the accessing frequency, session
durations, and total time spent on OSNs. Schneider et al.
[25] focused on feature popularity, session characteristics,
and the dynamics in the OSN sessions. Kwon and Wen
[26] empirically examined how the individual characteristics
affect the actual user acceptance of social network services.
Yan et al. [27] studied the human behavior using the data
obtained from the “SinaMicroblog,” which is one of the most
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popular OSN sites in China. They found that the human
activity patterns are heterogeneous and bursty and often
follow the power-law distribution.

Since the existing research has revealed the dynamic
characteristics about user behaviors, such as the distributions
of online and offline durations, these will be used as the
knownparameters whenwe derive the data availabilitymodel
and the on-the-fly prediction in this paper.

2.2. DOSN. To address the data privacy problem in COSNs,
several decentralized approaches have been proposed [7–
11]. Buchegger et al. [7] proposed a decentralized, peer-to-
peer approach coupled with encryption. Yeung et al. [8]
adopted a decentralized approach by using the URIs as the
identifiers throughout, which can provide the same (or even
higher) level of user interaction as with many of the current
popular OSN sties. Tandukar and Vassileva [9] also proposed
a decentralized OSN.With this approach, users can maintain
the control over their data to protect their data privacy and
forward the social data selectively to reduce the irrelevant
data among the users. None of these approaches only stores
the data published by a user in his friend circle.

There is another type of DOSNs [10, 11], known as friend-
to-friend storage systems, which focus on providing the
data storage services for all participants. Li and Dabek [10]
argued that a node should choose its neighbors where the
data are stored based on existing social relationships instead
of randomly. Sharma et al. [11] find that the limitation of
storing data only on friends has a marked impact on the
data availability. They showed that the problem of obtaining
maximal availability while minimizing redundancy is NP
complete and proposed greedy data placement heuristics to
improve the data availability. Our data availability model and
the on-the-fly prediction can be integrated into these existing
DOSNs; for example, the quantitative results produced by our
models can be used to help make the data replication and/or
data storage decisions.

2.3. Data Availability in DOSN. Because of the requirement
of protecting data privacy, the data published by a user are
only stored in his friend circle in the DOSN. Consequently,
data availability is one of the biggest challenges in DOSNs.
The existing work in improving data availability mainly
focuses on designing smart data replication and data storage
policies.

Shakimov et al. [28] propose three schemes for storing
the data in DOSNs: the cloud-based scheme, the desktop-
based scheme, and the hybrid scheme combining the above
two. In the cloud-based scheme, the data will be stored in the
cloud servers. In the desktop-based scheme, twomechanisms
may be used: (i) the data replicas are encrypted when they
are stored in potentially untrusted hosts; (ii) the users take
advantage of the trust embedded in the social network to store
the data replicas on trustworthy friends. The drawbacks of
these mechanisms come from the complexity and overhead
in the encryption key or trust management.

The approach proposed by Koll et al. [18] exchanges
the recommendations among the socially related nodes in

order to effectively distribute a user’s data replicas among the
eligible nodes carefully selected in the OSN.

In the approach developed byOlteanu and Pierre [14], the
preferences are given to the nodes when it comes to selecting
the nodes for storing the data (and their replicas) published
by a user [14]. The online friends of the user have the highest
priority. When all friends are offline, the data are then stored
in the nodes which are not in the user’s friend circle.

Buchegger et al. designed a two-tieredDOSNarchitecture
(PeerSoN) [7]. One tier serves as a look-up service which is
implemented by OpenDHT. The second tier consists of the
peers and contains the user data. When a user is offline, all
his data will be stored across the whole network.

Cutillo et al. [29] propose a P2P-basedDOSN (Safebook),
in which each node is accessible through the so-called shells.
The profile data is mirrored and stored in a subset of a node’s
direct contacts, which form the so-called innermost shell.The
data retrieval requires traversing the shells along a path of the
nodes that are online and are friends with each other.

Tegeler et al. [30] propose an approach called Gemstone.
Gemstone protects the user’s privacy by encrypting all data
using ABE and stores the user’s data in the so-called data
holding agents (DHAs). If aDHA itself is offline, the data have
to be passed to the DHAs of this offline DHA.

All the above existing work about data availability focuses
onhow to store the data replicas so that they are still accessible
when the users or certain friends of the users are offline.
They all implicitly assume that the friends are always able
to contribute the adequate storage capacities to store the
replicated data.

2.4. Data Availability in Grids and Clouds. We also studied
the existing work in achieving data availability in grids and
clouds. Amjad et al. [31] surveyed the dynamic replication
strategies for improving data availability in data grids. Koss-
mann et al. [32] proposed a modular cloud storage system.
Zeng et al. [33] studied the cloud storage architecture and
then pointed out the key techniques.

However, we found that the focuses and the considera-
tions in achieving data availability in grids and clouds are
quite different from those in DOSN. One of the biggest
differences is that the data replicationmechanisms in grids or
clouds do not treat the total storage capacity as a limitation,
although some studies considered the case where the storage
capacity of individual nodes in a grid system is limited.
Namely, these studies all explicitly or implicitly assume that
the total storage space in grids or clouds is always sufficient to
store the data replicas.This assumption is reasonable for grids
and clouds because of the scale of such systems. However,
it is not always true for DOSN due to the aforementioned
facts that (1) smart mobile devices, whose storage capacity
is limited, are often used in DOSN and (2) the number of
friends in a friend circle is also limited.

3. Problem Statement

Figure 1 illustrates the data availability problem. In Figure 1,
the user publishes the data at a series of time points along the
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Figure 1: The illustration of the data availability problem.

time line. Assume 𝑡
1
is the first time point when he publishes

the data, Data
1
, after he comes online, and 𝑡

𝑘
is the last time

point the user publishes the data, Data
𝑘
, before he goes offline

at the time point 𝑡𝑢out. Now let us consider one of the friends
in the user’s friend circle. Assume that the friend goes offline
at time point 𝑡𝑓out just before the user publishes Data𝑘 (and
after the user publishes Data

𝑘

−1
) and then comes online at

time point 𝑡𝑓in after the user goes offline. Therefore, Data
𝑘
 to

Data
𝑘
are the data that the friend missed when he is offline

and consequently need to be updated when he comes online.
Since the user is already offline, the friend can only update the
missed data from other online friends where the data replicas
are stored. Note that if the friend comes online before the
user goes offline, the friend can update all missed data from
the user directly. Therefore, data availability is not a problem
under this circumstance.

When a friend comes online, assume that the total
amount of the data that the friend tries to update is 𝐷update.
Out of 𝐷update, the amount of data that are stored in online
friends of the user is 𝐷stored. The level of data availability
(denoted by DA) is defined as

DA =
𝐷stored
𝐷update

. (1)

The data replication frameworks typically work in the
following way [10, 18, 34]. When the user publishes a data
item, a certain number of data replicas are created and stored
in the storage pools of the selected friends of the user. When
a friend goes offline the data replicas which are stored in this
friend will be recreated and stored on other online friends to
maintain fixed number of data replicas for each data item. If
the size of the storage pools is unlimited, the new data will
just be added to the friend’s storage pool. If the storage pool
is limited and the pool is already full, the oldest data in the
storage pool will be replaced with the new data. Therefore,
the size of the storage pool will determine what period of
data is stored in the pool, which affects the data availability
of the DOSN. Consider Figure 1 again; for example, if the
storage pool in the friends is limited and can only store the
data published from 𝑡

𝑘
back to 𝑡

𝑘
 , then the data earlier than

𝑡
𝑘
 are not available when the friend comes online at 𝑡𝑓in.
One aim of this paper is to establish the data availability

model to capture the relation between the level of data
availability and the total size of the storage pools contributed
by the friends. This is presented in Section 4.

Now consider a time point 𝑡 after the current time 𝑡.
The other aim of this paper is to predict the level of data
availability at 𝑡 on the fly, which is presented in Section 5.
This prediction is very useful for the data replication or
storage policies to make judicious decisions dynamically.

The notations that are used in the derivations of the data
availability models are introduced as Table 1.

4. The Data Availability Model over
Storage Capacity

As discussed in Section 3, the total size of the storage pool
contributed by a user’s friends (denoted by SS) can determine
the period of the published data stored in the storage pool. 𝑡

𝑡𝑙

denotes the publishing time of the oldest data stored in the
storage pool (i.e., 𝑡

𝑘
 in Figure 1), and 𝑡

𝑢

out denotes the time
when the user goes offline. Then [𝑡

𝑡𝑙
, 𝑡
𝑢

out] is the period of the
published data stored in the storage pool. This section first
determines 𝑡

𝑡𝑙
(Section 4.1) and then presents the method of

establishing the relation between SS and the DA of the data
published by the user (Section 4.2).

4.1. Calculating 𝑡
𝑡𝑙
. In order to determine 𝑡

𝑡𝑙
, the size of the

data published by the user has to be calculated first. 𝑋(𝑡pu)
denotes the number of times that the user publishes the data
in the time duration 𝑡pu.𝑋(𝑡pu) is a discrete random variable.
𝑃pu(𝑥(𝑡pu)) denotes the probability density function (pdf)
of 𝑋(𝑡pu). 𝑎 denotes the average size of the data published
by the user each time. 𝑆(𝑡pu) denotes the total size of the
data published by the user in 𝑡pu. Clearly, 𝑆(𝑡pu) = 𝑎𝑋(𝑡pu).
Therefore, the pdf of 𝑆(𝑡pu), denoted by 𝑆pu(𝑠(𝑡pu)), can be
determined by (2) and the expectation of 𝑠(𝑡pu) can be
calculated by (3) as follows:

𝑆pu (𝑠 (𝑡pu)) = 𝑎 ⋅ 𝑃pu (𝑥 (𝑡pu)) , (2)

𝐸 [𝑆 (𝑡pu)] = 𝑎 ⋅ 𝐸 [𝑋 (𝑡pu)] = 𝑎 ⋅

+∞

∑

𝑥=1

𝑥 ⋅ 𝑃pu (𝑥 (𝑡pu)) . (3)

Thepublishing time of the oldest data stored in the storage
pool, 𝑡

𝑡𝑙
, can be calculated using (4) given SS, where 𝑘 is the

replication degree in the OSN, that is, the number of replicas
created for each data item. Consider

𝐸 [𝑆 (𝑡
𝑢

out − 𝑡𝑡𝑙)] ⋅ 𝑘 = SS. (4)

4.2. Establishing the Relation between DA and SS. When a
friend comes online at 𝑡𝑓in (as in Figure 1) and his last logout
time (denoted by 𝑡𝑓out) is no earlier than 𝑡

𝑡𝑙
, the friend can

update all the data missed during his offline duration from
other online friends. Namely, DA for a friend coming online
at 𝑡𝑓in, denoted by DA(𝑡𝑓in, 𝑡

𝑓

out), is 100% in this case. When
𝑡
𝑓

out is earlier than 𝑡
𝑡𝑙
, the data published in [𝑡

𝑓

out, 𝑡𝑡𝑙] are not
available to the friend. Therefore, DA in this case equals the
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Table 1: The notations that are used in the derivation.

Notations Descriptions

V
𝑡

The user

𝑁 The number of the user’s friends

𝑡 Current time point

𝑡


Target time point in near future, 𝑡 = 𝑡 + Δ𝑡,
where Δ𝑡 is a time duration after 𝑡. We want to
predict the state of the DOSN at the time point 𝑡

𝑡
𝑢

out The time point at which the user V
𝑡
goes offline

𝑉on
The set of all online users in the friend circle of
the user V

𝑡
at current time 𝑡

𝑁on The number of online users in set 𝑉on

𝑉off
The set of all offline users in the friend circle of
the user V

𝑡
at current time 𝑡

𝑁off The number of offline users in set 𝑉on

𝑡
on
in 𝑖

The latest login time of the online user V
𝑖
in 𝑉on

before current time 𝑡

𝑡
on
out 𝑖

The first logout time of the online user V
𝑖
in 𝑉on

after current time 𝑡

𝑡
off
out 𝑗

The latest logout time of the offline user V
𝑗
in 𝑉off

before current time 𝑡

𝑡
off
in 𝑗

The first login time of the offline user V
𝑗
in 𝑉off

after current time 𝑡

𝐸login
𝐸logout

The login and logout events, respectively. When
any of these two events occurs, the state of a user
changes from OFFLINE to ONLINE or from
ONLINE to OFFLINE

𝑡on
𝑓on (𝑡on)

𝐹on (𝑡on)

The time duration of a user being online
continuously (i.e., the time duration from an 𝐸login
event to the following 𝐸logout event), which is a
random variable and whose probability density
function and probability distribution function are
denoted by 𝑓on (𝑡on) and 𝐹on (𝑡on), respectively

𝑡off
𝑓off (𝑡off )

𝐹off (𝑡off )

The time duration of a user being offline, which is
also a random variable and whose probability
density function and probability distribution
function are denoted by 𝑓off (𝑡off ) and 𝐹off (𝑡off ),
respectively

𝑥

𝑃pu (𝑥, 𝑡)

The number of times that the user publishes the
data, which is a discrete random variable and
whose probability density function in a duration t
is denoted by 𝑃pu (𝑥, 𝑡)

𝑎
The statistical average size of the data published
by the user each time. 𝑎 is a constant

𝑘
The replication degree, that is, the number of
replicas created for each data item

𝑡
𝑡𝑙

The publishing time of the oldest data stored in
the storage pool

SS The total storage capacity contributed by all
online friends

S Themaximum storage capacity that each friend is
able to contribute

proportion of the data that are published in [𝑡
𝑡𝑙
, 𝑡
𝑢

out] to those
in [𝑡𝑓out, 𝑡

𝑢

out]. In summary,DA(𝑡𝑓in, 𝑡
𝑓

out) can be calculated using

DA (𝑡
𝑓

in, 𝑡
𝑓

out) =
{{

{{

{

100% 𝑡
𝑓

out ≥ 𝑡
𝑡𝑙

𝐸 [𝑆 (𝑡
𝑢

out − 𝑡𝑡𝑙)]

𝐸 [𝑆 (𝑡
𝑢

out − 𝑡
𝑓

out)]
⋅ 100% 𝑡

𝑓

out < 𝑡
𝑡𝑙
.
(5)

𝑡off denotes the time duration of a friend being offline
continuously. 𝑓off (𝑡off ) denotes the pdf of 𝑡off . The probability
that a friend went offline at 𝑡𝑓out and then comes online at 𝑡𝑓in
is 𝑓off (𝑡

𝑓

in − 𝑡
𝑓

out)𝑑𝑡
𝑓

out and the corresponding DA(𝑡𝑓in, 𝑡
𝑓

out) is
obtained by (5). Then, DA at time point 𝑡𝑓in can be expressed
by

∫

0

𝑡
𝑢

out

𝑓off (𝑡
𝑓

in − 𝑡
𝑓

out) ⋅ DA (𝑡
𝑓

in, 𝑡
𝑓

out) 𝑑𝑡
𝑓

out. (6)

DA
[𝑡
𝑢

out , ℎ]
denotes the expectation of DA over the time

duration between 𝑡𝑢out and 𝑡
𝑓

in, where ℎ is the duration between
the user’s two consecutive logins (the work in [25, 35, 36] has
presented the method to obtain the value of ℎ). DA

[𝑡
𝑢

out , ℎ]
can

be calculated by (7), where 𝑓at(𝑡
𝑓

in) is the probability density
function that a friend comes online at time 𝑡𝑓in:

DA
[𝑡
𝑢

out , ℎ]
= ∫

ℎ

𝑡
𝑢

out

𝑓at (𝑡
𝑓

in)

⋅ ∫

0

𝑡
𝑢

out

𝑓off (𝑡
𝑓

in − 𝑡
𝑓

out)DA (𝑡
𝑓

in, 𝑡
𝑓

out) 𝑑𝑡
𝑓

out𝑑𝑡
𝑓

in.

(7)

DA
[0,𝑡
𝑢

out]
denotes the expectation of DA over the time

duration between 0 and 𝑡𝑢out. Since the user is online between
0 and 𝑡𝑢out, DA is 100% over the time duration between 0 and
𝑡
𝑢

out; that is, (8) holds:

DA
[0,𝑡
𝑢

out]
= 100%. (8)

𝑡on denotes the time duration of a friend being online
continuously. 𝑓on(𝑡on) denotes the pdf of 𝑡on. DA of the data
published by the user under the given value of ℎ, denoted by
DA(ℎ), can be calculated by combining (7) and (8) as follows:

DA (ℎ) = ∫

ℎ

0

𝑓on (𝑡
𝑢

out)

⋅ (
𝑡
𝑢

out
ℎ

⋅ DA
[0,𝑡
𝑢

out]
+
ℎ − 𝑡
𝑢

out
ℎ

⋅ DA
[𝑡
𝑢

out , ℎ]
)𝑑𝑡
𝑢

out.

(9)

ℎ = 𝑡on + 𝑡off is also a random variable. 𝑓
𝐻
(ℎ) denotes the

probability density function of ℎ, which can be derived from
the probability density functions of 𝑡on and 𝑡off and has also
been studied in the literature [26, 37].

Therefore, DA of the data published by the user can be
finally calculated using

DA = ∫

∞

0

DA (ℎ) ⋅ 𝑓
𝐻
(ℎ) 𝑑ℎ. (10)
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As can be seen from (9), DA is a function over DA
[𝑡
𝑢

out , 𝐻]
,

which is in turn a function over DA(𝑡𝑓in, 𝑡
𝑓

out) (shown in (7)).
DA(𝑡𝑓in, 𝑡

𝑓

out) is the function over 𝑡
𝑡𝑙
(shown in (5)). As shown

in (4), 𝑡
𝑡𝑙
can be calculated from SS. Therefore, we have now

established the function of DA over SS.

5. Predicting the Data Availability on the Fly

Using the method presented in Section 4, we can calculate
SS required to achieve the desired DA of the data published
by the user. Note that SS is the total size of the storage pool
contributed by all online friends of the user. The friends log
in and out dynamically and therefore the number of online
friends varies over time. When the number of online friends
decreases, the size of the individual storage pool contributed
by each online friend has to be increased in order tomaintain
the desired DA. The existing work in the literature often
assumes that the friends of a user are always capable of
contributing sufficient storage capacity for the replicated data
published by the user. Consequently, there is little work yet in
the literature investigating the impact of the friends’ dynamic
behaviors (i.e., dynamic login and logout) on DA. However,
as we have discussed in the introduction section, it is not
always acceptable to assume that the friends are willing and
able to contribute unlimited storage capacity in the nowadays
OSNs. In this paper, we assume that the maximum storage
capacity that each friend is able to contribute is 𝑆. When
the required SS exceeds the total storage capacity contributed
by all online friends, the DA will drop. Due to the friends’
dynamic behaviors, it is very useful to be able to predict the
DA on the fly. This section addresses this issue. Consider
Figure 1 again. Assume the current time is 𝑡. The problem of
the on-the-fly prediction ofDA is to predict theDA at a future
time point 𝑡(𝑡 > 𝑡).

According to the discussions above, the key of predicting
DA is to predict the number of online friends. At the current
time 𝑡, we know how many friends are online or offline. We
can predict the number of friends who are online at a future
time 𝑡, if we can predict the following two parameters: (i)
how many of the friends who are online at time 𝑡 do not
change their states from online to offline before or at 𝑡, and
(ii) how many of the friends who are offline at time 𝑡 change
their states to online before or at 𝑡.Themethods of predicting
the above two parameters are presented in Sections 5.1 and
5.2, respectively. Section 5.3 combines the results obtained in
Sections 5.1 and 5.2 to predict the number of online friends
and further predict the DA at time 𝑡.

5.1. Predicting the Number of the Friends Who Are Online at 𝑡
and Do Not Change to Offline before or at 𝑡. Given an online
friend V

𝑖
at time 𝑡, we can know the time point at which

the friend logged in (i.e., became online), which is denoted
by 𝑡

on
in 𝑖. The probability that friend V

𝑖
does not change to

offline before 𝑡 equals the probability that V
𝑖
will only log

out after 𝑡 (i.e., V
𝑖
’s logout time, denoted by 𝑡onout 𝑖, is greater

than 𝑡). The probability, denoted by 𝑝on
out 𝑖(𝑡

on
out 𝑖 > 𝑡


), in turn

equals the probability that V
𝑖
’s online duration is greater than

(𝑡

− 𝑡

on
in 𝑖) under the condition that V

𝑖
’s online duration is

no less than (𝑡 − 𝑡
on
in 𝑖), which can be computed using the

conditional probability shown in (11). The condition of (𝑡on ≥
𝑡 − 𝑡

on
in 𝑖) in (11) reflects the fact that V

𝑖
has been staying online

for the duration of (𝑡 − 𝑡onin 𝑖):

𝑝
on
out 𝑖 (𝑡

on
out 𝑖 > 𝑡


)

= 𝑝on ((𝑡on > 𝑡

− 𝑡

on
in 𝑖) | (𝑡on ≥ 𝑡 − 𝑡

on
in 𝑖))

=

𝑝on (𝑡 > 𝑡

− 𝑡

on
in 𝑖)

𝑝on (𝑡 > 𝑡 − 𝑡
on
in 𝑖)

=

1 − 𝐹on (𝑡

− 𝑡

on
in
𝑖

)

1 − 𝐹on (𝑡 − 𝑡
on
in
𝑖

)

.

(11)

𝑉on and 𝑁on denote the set and the number of all online
friends at time 𝑡, respectively.Then the number of the friends
in 𝑉on who are still online at time 𝑡 can be predicted using

𝑁on

∑

𝑖=1

𝑝
on
out 𝑖 (𝑡

on
out 𝑖 > 𝑡


) . (12)

5.2. Predicting the Number of the Friends Who Are Offline at
𝑡 and Change the States to Online before or at 𝑡. Themethod
of predicting the number of the friends who are offline at 𝑡
and change the states to online before or at 𝑡 is similar to that
presented in Section 5.1:

𝑝
off
in 𝑗 (𝑡

off
in 𝑗 ≤ 𝑡


)

= 𝑝off ((𝑡off ≤ 𝑡

− 𝑡

off
out 𝑗) | (𝑡off ≥ 𝑡 − 𝑡

off
out 𝑗))

=

𝑝off (𝑡 − 𝑡
off
out 𝑗 ≤ 𝑡off ≤ 𝑡


− 𝑡

off
out 𝑗)

𝑝off (𝑡off ≥ 𝑡 − 𝑡
off
out 𝑗)

=

𝐹off (𝑡

− 𝑡

off
out 𝑗) − 𝐹off (𝑡 − 𝑡

off
out 𝑗)

1 − 𝐹off (𝑡 − 𝑡
off
out 𝑗)

.

(13)

Given an offline friend V
𝑗
at time 𝑡, we can know the

time when V
𝑗
logged off, denoted by 𝑡offout 𝑗. The probability

that V
𝑗
changes the state to online before or at 𝑡 equals the

probability that V
𝑗
’s login time, 𝑡offin 𝑗, is no later than 𝑡

. The
probability, denoted by 𝑝off

in 𝑗(𝑡
off
in 𝑗 ≤ 𝑡


), in turn equals the

probability that V
𝑗
’s offline duration is smaller than (𝑡−𝑡offout 𝑗)

under the condition that V
𝑗
’s offline duration is no less than

(𝑡 − 𝑡
off
out 𝑗), which can be calculated using (13).
𝑉off and𝑁off denote the set and the number of all offline

friends at time 𝑡, respectively.Then the number of the friends
in𝑉off who change the states to online before or at time 𝑡 can
be predicted using

𝑁off

∑

𝑗=1

𝑝
off
in 𝑗 (𝑡

off
in 𝑗 ≤ 𝑡


) . (14)
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5.3. Predicting the Number of Online Friends and the DA at 𝑡.
𝑁on(𝑡


) denotes the number of online friends at 𝑡.𝑁on(𝑡


) can

be calculated by (15) by combining (12) and (14) as follows:

𝑁on (𝑡

) =

𝑁on

∑

𝑖=1

𝑝
on
out 𝑖 (𝑡

on
out 𝑖 > 𝑡


) +

𝑁off

∑

𝑗=1

𝑝
off
in 𝑗 (𝑡

off
in 𝑗 ≤ 𝑡


)

=

𝑁on

∑

𝑖=1

(

1 − 𝐹on (𝑡

− 𝑡

on
in 𝑖)

1 − 𝐹on (𝑡 − 𝑡
on
in 𝑖)

)

+

𝑁off

∑

𝑗=1

(

𝐹off (𝑡

− 𝑡

off
out 𝑗) − 𝐹off (𝑡 − 𝑡

off
out 𝑗)

1 − 𝐹off (𝑡 − 𝑡
off
out 𝑗)

) .

(15)

𝑆 is the maximum storage capacity that each friend is able
to contribute. Then the total storage capacity contributed by
all online friends at time 𝑡 is (𝑆 ⋅ 𝑁on(𝑡


)). Using the method

presented in Section 4, the DA at 𝑡 can be determined.

6. Case Study

When we derive the DA model over storage capacity and
the on-the-fly prediction of DA in Sections 4 and 5, we used
the generic form of the probability distribution for online
and offline durations (i.e., 𝑓on(𝑡on) and 𝑓off (𝑡off )) as well as
for the data publishing pattern, that is, the number of times
that the user publishes the data in a given time duration (i.e.,
𝑃pu(𝑥, 𝑡)). However, it has been shown that the online and
offline durations may follow the power-law distribution or
the exponential distribution [35, 37, 38] and that the data
publishing pattern may follow the Poisson process [37]. In
this section, we conduct a few case studies by substituting
the generic formof the probability distribution for the power-
law, the exponential, and the Poisson distribution. In fact, any
probability distributions can be used in the proposedmodels.
Even if the mathematical derivations may not be carried
out with some probability distributions, the Mathematica
software [39] can be used to calculate the model results.

6.1. Poisson Distribution. The data publishing pattern may
follow the Poisson process [35]. If 𝑋(𝑡pu) follows the Poisson
distribution with the parameter 𝜆pu, then we have (16).
Consequently, 𝐸[𝑋(𝑡pu)] can be calculated using (17), as
follows:

𝑃pu (𝑥 (𝑡pu)) = 𝑒
−𝜆pu𝑡pu

(𝜆pu𝑡pu)
𝑥

𝑥!
, (16)

𝐸 [𝑋 (𝑡pu)] = 𝜆pu𝑡pu. (17)

Further, (3) can be transformed to

𝐸 [𝑆 (𝑡pu)] = 𝑎 ⋅ 𝐸 [𝑋 (𝑡pu)] = 𝑎𝜆pu𝑡pu. (18)

With (18), (4) becomes

𝑎𝑘𝜆pu (𝑡
𝑢

out − 𝑡𝑡𝑙) = SS. (19)

Therefore, given the storage capacity SS, the replication
degree 𝑘, and the logout time of the user 𝑡𝑢out, the publishing

time of the oldest data stored in the storage pool, 𝑡
𝑡𝑙
, can be

calculated using

𝑡
𝑡𝑙
= 𝑡
𝑢

out −
SS

𝑎𝑘𝜆pu
. (20)

Moreover, with (18), (5) then becomes

DA (𝑡
𝑓

in, 𝑡
𝑓

out) =
{{

{{

{

100% 𝑡
𝑓

out ≥ 𝑡
𝑡𝑙

𝑡
𝑢

out − 𝑡𝑡𝑙

𝑡
𝑢

out − 𝑡
𝑓

out

⋅ 100% 𝑡
𝑓

out < 𝑡
𝑡𝑙
.

(21)

6.2. Power-Law Distribution. If the offline duration, 𝑡off ,
follows the power-law distribution with parameter 𝜆off , then
we have (22), where 𝑐 = (𝜆off − 1)𝑡min

𝜆off−1 given the minimal
duration 𝑡min [40]:

𝑓off (𝑡off) = 𝑐 ⋅ 𝑡off
−𝜆off . (22)

We now show how to use the power-law distribution to
derive the on-the-fly prediction for the number of online
friends, which is obtained in Section 5 through (11), (13), and
(15).

Equation (11) can be further derived with the power-law
distribution to obtain

𝑝
on
out 𝑖 (𝑡

on
out 𝑖 > 𝑡


)
pl
=

1 − 𝐹on (𝑡

− 𝑡

on
in 𝑖)

1 − 𝐹on (𝑡 − 𝑡
on
in 𝑖)

=

1 − ∫
𝑡

−𝑡

on
in 𝑖

𝑡min
𝑐𝑡on
−𝜆on𝑑𝑡on

1 − ∫
𝑡−𝑡

on
in 𝑖

𝑡min
𝑐𝑡on
−𝜆on𝑑𝑡on

= (

𝑡

− 𝑡

on
in
𝑖

𝑡 − 𝑡
on
in
𝑖

)

1−𝜆on

.

(23)

Equation (13) can be further derived to obtain

𝑝
off
in 𝑗 (𝑡

off
in 𝑗 ≤ 𝑡


)
pl

=

𝐹off (𝑡

− 𝑡

off
out 𝑗) − 𝐹off (𝑡 − 𝑡

off
out 𝑗)

1 − 𝐹off (𝑡 − 𝑡
off
out 𝑗)

=

∫
𝑡

−𝑡

off
out 𝑗

𝑡−𝑡
off
out 𝑗

𝑐𝑡off
−𝜆off𝑑𝑡off

1 − ∫
𝑡−𝑡

off
out 𝑗

𝑡min
𝑐𝑡off
−𝜆off𝑑𝑡off

=

𝑡min
𝜆off−1 ((𝑡 − 𝑡

off
out 𝑗)
1−𝜆off

− (𝑡

− 𝑡

off
out 𝑗)
1−𝜆off

)

1 − 𝑡min
𝜆off−1 (𝑡min

1−𝜆off − (𝑡 − 𝑡
off
out 𝑗)
1−𝜆off

)

= 1 − (

𝑡

− 𝑡

off
out
𝑗

𝑡 − 𝑡
off
out
𝑗

)

1−𝜆off

.

(24)
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Equation (15) can be further derived to

𝑁on(𝑡

)pl =

𝑁on

∑

𝑖=1

𝑝
on
out 𝑖 (𝑡

on
out 𝑖 > 𝑡


)
pl

+

𝑁off

∑

𝑗=1

𝑝
off
in 𝑗 (𝑡

off
in 𝑗 ≤ 𝑡


)
pl

=

𝑁on

∑

𝑖=1

(
𝑡

− 𝑡

on
in 𝑖

𝑡 − 𝑡
on
in 𝑖

)

1−𝜆on

+

𝑁off

∑

𝑗=1

(1 − (

𝑡

− 𝑡

off
out
𝑗

𝑡 − 𝑡
off
out
𝑗

)

1−𝜆off

).

(25)

6.3. Exponential Distribution. If a random variable 𝑡 follows
the exponential distribution with parameter 𝜆, then its prob-
ability density function and probability distribution function
can be expressed as in

𝑓 (𝑡) = 𝜆𝑒
−𝜆𝑡

,

𝐹 (𝑡) = 1 − 𝑒
−𝜆𝑡

.

(26)

We now show how to use the exponential distribution
to derive the on-the-fly prediction for the number of online
friends.

With the exponential distribution, (11) can be derived to
obtain

𝑝
on
out
𝑖

(𝑡
on
out
𝑖

> 𝑡

)
exp

=

1 − 𝐹on (𝑡

− 𝑡

on
in
𝑖

)

1 − 𝐹on (𝑡 − 𝑡
on
in
𝑖

)

=

1 − (1 − 𝑒
−𝜆on(𝑡


−𝑡

on
in𝑖
)
)

1 − (1 − 𝑒
−𝜆on(𝑡−𝑡

on
in𝑖
)
)

= 𝑒
−𝜆on(𝑡


−𝑡)
.

(27)

Also, (13) can be transformed to

𝑝
off
in 𝑗 (𝑡

off
in 𝑗 ≤ 𝑡


)
exp

=

𝐹off (𝑡

− 𝑡

off
out 𝑗) − 𝐹off (𝑡 − 𝑡

off
out 𝑗)

1 − 𝐹off (𝑡 − 𝑡
off
out 𝑗)

=
𝑒
−𝜆off (𝑡−𝑡

off
out𝑗
)

− 𝑒
−𝜆off (𝑡


−𝑡

off
out𝑗
)

𝑒
−𝜆off (𝑡−𝑡

off
out𝑗
)

= 1 − 𝑒
−𝜆off ⋅(𝑡


−𝑡)
.

(28)

Further, (15) then becomes

𝑁on(𝑡

)exp =

𝑁on

∑

𝑖=1

𝑝
on
out 𝑖 (𝑡

on
out 𝑖 > 𝑡


)

+

𝑁off

∑

𝑗=1

𝑝
off
in 𝑗 (𝑡

off
in 𝑗 ≤ 𝑡


)

= 𝑁on ⋅ (𝑒
−𝜆on ⋅(𝑡


−𝑡)
) + 𝑁off ⋅ (1 − 𝑒

−𝜆off ⋅(𝑡

−𝑡)
) .

(29)

7. Evaluation

A discrete simulator has been developed in this work to
simulate an OSN. There are 𝑁 users in the simulated OSN.
Some users act as the friends of another user and update the
data published by the user. The online and offline durations
of the users in the simulated OSN follow the power-law
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Figure 4: The impact of the offline durations on DA.
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Figure 5: The impact of the data publishing rate on DA.

distribution (PL) or the exponential distribution (Exp), as
observed in the literature [37]. The user publishes the data
following the Poisson process and 𝑘 copies of replicas are
created for each data item and stored in the online friends.

In order to evaluate the DA model over storage capacity,
the DA is predicted given the size of storage capacity and the
values of other OSN parameters. Then the simulated OSN is
run using those parameters values. Each friend contributes
the same storage capacity and the storage capacity is allowed
to be adjusted so that the total storage capacity of all online
friends always equals the storage capacity used to predict the

DA. During the running, when a friend comes online at a
time point, the DA of the published data for the friend is
recorded. The average of all recorded DA is regarded as the
actual DA, which is compared against the predicted DA to
measure the accuracy of the prediction.

In order to evaluate the on-the-fly prediction, the experi-
mental scenario is designed as follows. A user and his friends
log in and out following the specified distribution during the
time interval [0, 𝑙]. The current time is set to be 𝑚th min
(𝑚 < 𝑙 and the user is offline at time 𝑚). The online or
offline states of all friends at time 𝑚 as well as the latest
login or logout time before time𝑚 are collected.The collected
data, combining with the specified distributions, are used to
predict the number of online friends and DA at the future
time points (i.e., the time points later than𝑚). The predicted
data are then compared against the data obtained from the
actual running. For example, the number of the friends of a
user is set to be 150. Figure 2 shows the online/offline state
of each friend when the current time is set to be 31st min. A
point above the red line (i.e., when𝑦 = 0) represents the latest
login time of a friend who is online at 31st min, while a point
below the red line shows the latest logout time of a friendwho
is offline at 31st min.

In the rest of this section, the DA model over storage
capacity is evaluated in Section 7.1 with regard to the follow-
ing aspects: (i) the impact of storage capacity on DA, (ii)
the impact of the DOSN parameters, including online/offline
duration and the rate of user publishing data, on DA, and (iii)
the accuracy of the relation established between DA and SS.

In Section 7.2, the on-the-fly prediction is evaluated with
regard to the following aspects: (i) the accuracy of predicting
the number of online friends on the fly and (ii) the accuracy
of the DA predicted on the fly.

Unless stated otherwise, the experimental parameters
used in the performance evaluations take the values shown
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Table 2: The default parameters in performance evaluations.

Notations Default
value Descriptions

𝑁 150 The number of the user’s friends
a 1 The average size of published data

𝜆
exp
on 1/3

The parameter of the online time duration
which follows exponential distribution

𝜆
exp
off 1/11

The parameter of the offline time duration
which follows exponential distribution

𝜆
pl
on 2.5 The parameter of the online time duration

which follows power-law distribution

𝜆
pl
off 2.1 The parameter of the offline time duration

which follows power-law distribution

𝜆
ps
pu 1

The parameter of the number of times the
user publishes data which follows Poisson
distribution

in Table 2. These values are chosen based on those used in
the literature [19, 35, 37].

7.1. Evaluating the DA Model over Storage Capacity

7.1.1. Impact of Storage Capacity on DA. Figure 3 shows the
impact of the total storage capacity (i.e., SS in Section 4) on
the DA calculated from the DAmodel presented in Section 4.
As shown in Figure 3, theDA increases as SS increases. Under
both exponential distribution and power-law distribution of
the friends’ online duration, data availability tails off after SS
increasesmore than a certain value.These results suggest that
it is unnecessary to ask the friends to contribute unlimited
storage capacity, as often assumed in thework in the literature
[14, 18].

From this figure, we can also determine SS that is required
to achieve a certain DA. For example, DA reaches 99% under
PL or Exp when SS is 194.38 and 151.97, respectively.

7.1.2. Impact of On/Offline Durations on DA. As can be
seen from the derivation of the DA model presented in
Section 4, the online/offline durations have impact on DA.
We conducted the experiments to evaluate their impact. Since
the online and offline durations have the similar impact,
only the results for offline durations are presented in this
subsection. Given the distribution of the offline duration, the
average duration is controlled by 𝜆off . The inverse of 𝜆off is
the length of the duration.

Figure 4 shows the impact of 𝜆off on DA. In the experi-
ments in Figure 4, SS is set to be 194.38 and 151.97 under PL
and Exp (as shown in Figure 3), respectively, so that DA is
99% under the default value of 𝜆off (as in Table 2). We then
change the value of 𝜆off and plot the corresponding DA. It
can be observed that DA increases as 𝜆off increases under
both Exp and PL. These results can be explained as follows.
When 𝜆off increases, the average length of the friends’ offline
durations decreases. Given the certain SS, the period of the
stored data (i.e., [𝑡

𝑡𝑙
, 𝑡]) is fixed. Therefore, the shorter offline

durations of the friends result in higher probability that the
times of the data that the friends try to update fall into [𝑡

𝑡𝑙
, 𝑡].

Consequently, DA is higher.

7.1.3. Impact of the Data Publishing Rate on DA. From the
DA model, we can also know that the pattern with which the
user publishes data has the impact on DA. It is shown in the
literature that the number of times that the user publishes the
data in a duration follows the Poisson distribution. Then, the
parameter of the Poisson distribution, 𝜆pu, reflects the data
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Figure 7: The accuracy of prediction model over time.

publishing rate. The higher the 𝜆pu, the higher the data
publishing rate.

Figure 5 demonstrates the impact of 𝜆pu on DA. The
setting of SS is the same as that in Figure 4. The figure shows
that DA decreases as 𝜆pu increases. This is because when the
data are published at a higher rate, [𝑡

𝑡𝑙
, 𝑡] is shorter given a

fixed SS. Consequently, DA is lower.

7.1.4. Accuracy of the DA Model. The DA model over storage
capacity proposed in Section 4 can calculate the DA given
an SS. We conducted the experiments to study how accurate

the calculated DA is, compared with the DA obtained from
the actual running.The results are presented in Figure 6.The
results under Exp and PL show similar pattern. Therefore,
only the results under Exp are presented.

In Figure 6, the setting of SS is the same as that in Figure 4
(i.e., SS = 151.97). The DA calculated by the DA model
is 99%, which is the red line in Figure 6(a). We run the
simulated OSNwith this SS and plot the actual DA over time,
which is the blue line in Figure 6(a). It can be seen that theDA
is fairly close to the calculated DA inmost cases.These results
suggest that the DA model is effective. In order to reveal the
fundamental reason for this, we also compared 𝑡

𝑡𝑙
obtained
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Figure 8: The accuracy of the on-the-fly prediction of DA.

in the DA model (the red line in Figure 6(b)) with the time
of the oldest data that a friend tried to update when he came
online at a time point (plotted in blue in Figure 6(b)). If the
time of the oldest data is not earlier than the calculated 𝑡

𝑡𝑙
, the

DA model is effective. As can be seen from Figure 6(b), the
blue line is higher (i.e., the corresponding time is later) than
the red line in most cases. This gives the fundamental reason
why the DA model is effective; that is, with the SS obtained
by the DA model, the online friends can in most cases
store the data that a friend tries to update when he comes
online.

7.2. Evaluating the on-the-Fly Prediction of DA

7.2.1. Accuracy of the Predicted Number of Online Friends and
the Impact of Online and Offline Durations. As shown in
Section 5, the predicted number of online friends (i.e., 𝑁on)
determines the value of the on-the-flyDA.Therefore, we con-
ducted the experiments to evaluate the accuracy of predicting
𝑁on. The experimental scenario has been presented in the
third paragraph of Section 7. The experimental results are
shown in Figure 7. In Figure 7, the current time point is set to
be 31st min and the on-the-fly prediction predicts 𝑁on from
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31st min onwards, which is plotted in blue. The actual 𝑁on
from 31st min onwards is plotted in green. Figures 7(a), 7(b),
7(c), and 7(d) show the results under different 𝜆on and 𝜆off
(i.e., online and offline durations).

It can be seen from Figure 7(a) that, compared with
its actual values, the prediction of 𝑁on is fairly accurate
in the first 10 minutes, which shows the effectiveness and
applicability of the proposed prediction method since the
prediction can be conducted on the fly as the time elapses.
By comparing Figures 7(a), 7(b), 7(c), and 7(d), we can see
that the length of the accurate prediction decreases as the
settings of 𝜆on and 𝜆off change from Figures 7(a)–7(d).These
results indicate that the online and offline durations have
impact on the prediction accuracy. After carefully analyzing
the changing trend of 𝜆on and 𝜆off , it appears that the
minimum value between the online and the offline durations
(i.e., min(1/𝜆on, 1/𝜆off )) determines the length of accurate
prediction. The less the value of min(1/𝜆on, 1/𝜆off ), the
shorter the length of the accurate prediction. The reason for
this is because whenmin(1/𝜆on, 1/𝜆off ) is smaller, the friends
are more dynamic and, consequently, it is more difficult to
obtain the accurate prediction in the future.

7.2.2. Accuracy of the Predicted DA. Finally, Figure 8 presents
the experiments results that show the accuracy of the on-the-
fly prediction of DA. The experimental settings in Figure 8
are the same as those in Figure 7. It can be seen from Figure 8
that the trends shown in Figure 8 are consistent with those in
Figure 7. This once again shows the effectiveness of the on-
the-fly prediction.

8. Conclusions

This paper proposes a data availability model over storage
capacity for DOSNs. Further, a novel method is proposed to
predict the data availability on the fly. Extensive simulation
experiments have been conducted. The results show that
the proposed data availability method is able to capture
the relation between data availability and storage capacity
effectively, and that the on-the-fly prediction method can
predict the level of data availability accurately.

This work is situated at the level of maintaining the data
availability. How to optimize the data accessing performance
and reduce the data maintenance overhead is the work of the
underlying data replication and placement strategies. In the
future, we plan to work down themanagement level inDOSN
and develop the strategies of placing data replicas among
friends in DOSN. When designing the placement strategies,
the attributes of individual friends, such as the bandwidth
and latency associated with a friend and the storage capacity
contributed by a friend, will be taken into account.
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Most of the existing fingerprint identification techniques are unable to distinguish different wireless transmitters, whose emitted
signals are highly attenuated, long-distance propagating, and of strong similarity to their transient waveforms.Therefore, this paper
proposes a new method to identify different wireless transmitters based on compressed sensing. A data acquisition system is
designed to capture the wireless transmitter signals. Complex analytical wavelet transform is used to obtain the envelope of the
transient signal, and the corresponding features are extracted by using the compressed sensing theory. Feature selection utilizing
minimumredundancymaximumrelevance (mRMR) is employed to obtain the optimal feature subsets for identification.The results
show that the proposed method is more efficient for the identification of wireless transmitters with similar transient waveforms.

1. Introduction

Fingerprint identification for wireless transmitters [1–3] is
of great significance in safe radio communications [4–
7], military communications confrontation, civilian radio
monitoring, and so forth [8–11]. Owing to the discreteness
of the wireless transmitter devices and inconsistent man-
ufacturing levels [12, 13], the inherent fingerprint features
can be extracted from the emitted signals. Hence, different
transmitters can be identified from the captured signals in a
fast way [14, 15].

The key process of individual identification is to extract
the unique signal features that form a valid device fingerprint.
The fingerprint of a transmitter should distinctly characterize
it from the rest of the transmitters through its unique features
presented in the signal waveform. The transient behavior
varies from different transmitters due to imperfections in the
analog components. Additionally, some wireless transmitter
signals, such as the WiFi signal, are sent by frame under
the conflict avoidance protocol, which facilitates transient
signal acquisition. Therefore, the unique features extracted
from transient signals canmake a distinction among different
transmitters by adopting the intercepted communication
signals [16].

The transient feature extraction mostly utilizes the
wavelet analysis or envelope analysis in the time-domain.
Choe et al. have used the orthogonal Daubechies-4 wavelet
to extract the transient signal features which are applied to
identify two types of wireless transmitters at a recognition
rate of 94.3% [17]. In the literature [18], wavelet coefficients
are selected by genetic algorithms, and the rate of identifica-
tion for communication stations is more than 90%. Statistical
features are extracted from the energy envelopes of seven
different manufacturers’ Bluetooth devices by Rehman et al.,
and the average recognition rate reaches up to 99.9% [19]. In
the literature [20], the energy envelope, obtained from the
instantaneous signal by spectrogram analysis, is polynomial
fitted to get the fitting coefficient characteristics. The result
illustrates that these coefficient characteristics can effectively
distinguish four different network cards. Zhao et al. have
utilized complex analytic wavelet transform to obtain the
envelopes from the signals and extracted the fitting coefficient
characteristics using the Gaussian fitting method.The identi-
fication rate is up to 93% [21]. However, the characteristics of
wavelet coefficients extracted by thewavelet analysismethods
are of little difference and with large number. It requires high
recognition performance of the recognizer. In addition, the
above mentioned methods result in large differences of the
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Figure 2: The block diagram of the signal acquisition for wireless transmitters.

signal waveforms, and most of their applications are for the
short-distance WiFi signals and Bluetooth signals.

The compressed sensing theory can make the dimension
of signals lower and all the information of original signal
cannot be lost [22], and, therefore, this paper proposes a new
method to identify different wireless transmitters based on
compressed sensing to deal with the identification signals
of high attenuation, long-distance transmission, and high
transientwaveform similarity. Experiments have been carried
out in an outdoor environment. The distance between the
transceivers is more than 3 km. Complex analytical wavelet
transform is used to obtain the envelope of the transient
signal, and features are extracted from the envelope based
on the compressed sensing theory. A feature selection utiliz-
ing minimum redundancy maximum relevance (mRMR) is
adopted to obtain optimal feature subsets for identification.
The proposed method has also been compared to the tech-
niques reported in the literatures.

The rest of this paper is organized as follows. In Section 2,
signals acquisition is introduced. Furthermore, transient,
envelope, and feature extraction of wireless transmitters
is explained. Section 3 gives an overview of analysis of
recognition results and draws a comparison between the
proposed technique and the reported techniques. Finally, the
conclusion follows.

2. Methodology

The key step of fingerprint identification for the wireless
transmitter is to extract unique features from the signals
that different transmitters emit. To use compressed sensing
theory, the sparseness of the signal has to be satisfied.
However, lots of high frequency coefficients under the sparse-
domain exist in a high-frequency signal, such as the wireless
signal. Besides, sparse transform from a transmitter signal

envelope can greatly increase the sparseness and it is conve-
nient to extract the features using the compressed sensing.
The proposed technique of features extraction is shown in
Figure 1. Firstly, the envelope is extracted from the signals
of starting-point detected according to the complex analytic
wavelet transform. Then, the features are obtained from the
envelope by utilizing the compressed sensing theory.

2.1. Data Collection. Figure 2 shows the signal acquisition
diagram. The sampling frequency is set as 5MHz. The
distance between the transmitting antenna and the receiving
antenna is over 3 km. After being down-converted by the
receiver, the intermediate-frequency signal is collected by an
oscilloscope. The MATLAB instrument toolbox is used for
transient and feature extraction. Due to the environmental
impact, the receiving SNR of signals is around 10 dB to
20 dB. The transient signal waveforms of 8 different wireless
transmitters, which are used for recognition analysis, are
actually acquired as shown in Figure 3. The figure shows that
there is no substantial difference among these waveforms.
A total amount of 200 waveforms were captured and stored
from each wireless transmitter during the device discovery
mode.

2.2. Transient Extraction. Accurate transient detection is the
key step to extract the features. Huang et al. have proposed a
method of mean change point detection [23] to analyze the
transient based on phase detection [24]. Its idea is to magnify
the difference between the statistic of samples before and after
the section, and the position of the maximum difference is
determined to be the start of transient. The principle is as
follows.

The sample sequence 𝑥
1
, 𝑥
2
, . . . , 𝑥

𝑁
is known (𝑥

𝑖
cor-

responds to the phase variance in the method of phase
detection).
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Figure 3: The transient waveforms of 8 different wireless transmitters.

Firstly, let 𝑖 = 2, 3, . . . 𝑁. The samples can be divided into
two sections: 𝑥

1
, 𝑥
2
, . . . , 𝑥

𝑖−1
and 𝑥

𝑖
, 𝑥
𝑖+1
, . . . , 𝑥

𝑁
for each

number of 𝑖; then we can calculate the mean and statistics of
each section. Consider

𝑆
𝑖
=

𝑖−1

∑

𝑡=1

(𝑥
𝑡
− 𝑋
𝑖1
)
2

+

𝑁

∑

𝑡=𝑖

(𝑥
𝑡
− 𝑋
𝑖2
)
2

. (1)

Secondly, 𝑋 and 𝑆 are calculated, which represent the
average and statistics of the original sample, respectively.
Consider

𝑆 =

𝑁

∑

𝑡=1

(𝑥
𝑡
− 𝑋)
2

. (2)

Thirdly, the curve of 𝑆 − 𝑆
𝑖
is plotted. The position of

maximum of the curve would be the change point.
As shown in Figure 4, the detection for the start of

wireless transmitter transient is accurate. Compared with the
method of variance fractal dimension threshold detection
[25], this method can increase the accuracy of detection
without the limit of a threshold.

2.3. Envelope Extraction. In a wireless communication envi-
ronment, because of the interference of the backgroundnoise,
signal envelope extracted by conventional Hilbert transform,
which is shown in Figure 5(b), cannot effectively eliminate
the effect of the random noise. It causes an adverse influence
on the subsequent feature extraction [26]. In the literature
[19, 20], the authors have proposed a method of spectrogram
analysis to obtain transient envelope. However, due to the
limitation in short time window, the transient envelope
exhibits an obvious distortion during the extraction process.
This extraction result is shown in Figure 5(c).

Recently, many scholars have put forward the method
to extract the envelope from the signal based on complex
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Figure 4: The detection for the start of wireless transmitter tran-
sient.

analytical wavelet transform [26–28]. The envelope obtained
by this method has an inhibited effect on random noise and
shows a smooth envelope curve whose distortion is relatively
petty.

The simplified expression of Morlet wavelet is as follows:

𝜙 (𝑡) =
1

√2𝜋𝜎2
𝑒
−𝑖2𝜋𝑓

0
𝑡
𝑒
−𝑡
2
/2𝜎
2

, 𝜎 > 0, (3)

where 𝜎 is the wavelet shape parameter (also known as
bandwidth) and 𝑓

0
is the wavelet center frequency.
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Figure 5: A comparison between Hilbert transform, spectrum slice analysis, and wavelet transform.

For time-discrete signa 𝑥(𝑡), 𝑡 = 𝑛Δ𝑇, 𝑛 = 1, 2, . . . , 𝑁−1,
whereΔ𝑇 is the sampling period,Morlet wavelet transformof
the signal can be expressed as follows:

𝑊
𝑥
(𝑏, 𝑎) (𝑚) =

Δ𝑇

𝑎√2𝜋𝜎2

𝑁−1

∑

𝑛=0

𝑥 (𝑛) exp[−(𝑛Δ𝑇 − 𝑏)
2

2𝑎2𝜎2
]

× exp(−𝑖2𝜋𝑓
0

𝑛Δ𝑇 − 𝑏

𝑎
) ,

(4)

where 𝑏 = 𝑚Δ𝑇, 𝑚 = 1, 2, . . . , 𝑁−1, 𝑎 is a scale factor. When
𝑎 = 𝑓

0
/𝑓
1
, 𝑊
𝑥
(𝑏, 𝑎)(𝑚) can get its maximum value. In the

expression of 𝑎 = 𝑓
0
/𝑓
1
, 𝑓
0
is the wavelet center frequency

and 𝑓
1
is the signal frequency. In order to ensure that the

signal amplitude is equal before and after transformation, the
envelope amplitude of the signal is 2|W

𝑥
(𝑏, 𝑎)(𝑚)|.

To obtain a smooth envelope curve, the parameter 𝜎
and 𝑓

0
of Morlet mother wavelet is adjusted. After lots of

experiments, as shown in Figure 5(d), when 𝜎 = 7 and 𝑓
0
=

1, the envelope curve is similar to the original signal and
smoother.

The envelope extraction of 8 different wireless transmit-
ters using complex analytical wavelet transform is shown
in Figure 6. It can be seen that the envelopes have some
differences between each other.

2.4. Feature Extraction Based on Compressed Sensing. The
goal of the feature extraction is to form a unique transmitter
fingerprint, which distinctly characterizes a transmitter from
all of the transmitters. The method of this paper is to extract
a feature from the envelope based on compressed sensing.

An orthogonal (sparse) transformation such as DCT
(discrete cosine transform) [29] and DWT (discrete wavelet
transform) [30] is performed for the envelope signal.
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Figure 6: The envelope extraction of 8 different wireless transmit-
ters using complex analytical wavelet transform.

Assuming the length of the envelope signal 𝑦 is 𝑁, 𝑦
is able to be represented by the linear combination of 𝜓 =

{𝜓
1
, 𝜓
2
⋅ ⋅ ⋅ 𝜓
𝑁
}. Consider

𝑦 =

𝑁

∑

𝑛=1

𝜓
𝑛
𝑠
𝑛
= 𝜓𝑠, (5)

where𝜓 is an𝑁×𝑁 orthogonalmatrix to form an orthogonal
transformation and 𝑠 is an 𝑁 × 1 coefficient vector. When 𝑠
has 𝐾 (𝐾 ≪ 𝑁) nonzero coefficients, the signal 𝑦 is sparse
under the matrix 𝜓.

(1) Linear measurement is the key process of the com-
pressed sensing theory.The signal 𝑦 is mapped to a measure-
ment vector 𝑧 which is a lower dimensional data. Consider

𝑧 = Φ𝑦 = Φ𝜓𝑠, (6)

where 𝑧 is an𝑀 × 1 (𝑀 < 𝑁) vector, namely, the extracted
features and Φ is an𝑀 × 𝑁 measurement matrix. There are
four kinds of measurement matrices including Gauss matrix
[22, 31], Bernoulli matrix [22, 31], Toeplitz matrix [32], and
sparse matrix [33]. The measurement matrix is critical for
feature extraction. It is required that themeasurementmatrix
can make the dimension of feature vector 𝑧 as low as possible
and all information of original signal cannot be lost.

(2) The reconstruction algorithm is used to confirm
whether the features contain all information of the original
signal, that is to say, whether the measurement 𝑧 can recover
the original signal 𝑦. The most direct way to reconstruct the
signal is optimization problems in 𝐿0 norm:

min ‖𝑠‖𝑙0

s.t. 𝑧 = Φ𝜓𝑠,

(7)
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Figure 7: The reconstruction accuracy change with the measure-
ment matrices and the dimension𝑀 of measurement vector 𝑧.

where 𝑠 is the sparse coefficients vector for reconstruction.
Since the optimal computational complexity for reconstruct-
ing the signal is very high, Bayesian algorithm (BCS) [30]
is usually used to find the approximate solution under
acceptable complexity. Finally, the reconstruction signal 𝑦 is
solved by Formula [16].

It is depicted in Figure 7 that the reconstruction accuracy
changes with the measurement matrices and the dimension
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Figure 8: Averages of 18 features extracted from 100 groups of
signals for 8 wireless transmitters.

𝑀 of measurement vector 𝑧. It can be clearly shown that the
sparse matrix is best suited for feature extraction. Taking into
account the reconstruction accuracy, the dimension of the
feature vector is set to 230 for DWT, while the dimension of
feature vector is set to 160 for DCT.

(3) From the previous analysis, two feature vectors are
extracted based on the DCT and DWT.

3. Recognition Results Analysis

In the stage of signal analysis, a recognizer combining mul-
ticlassification SVM recognizer [34] with BP neural network
recognizer [35] is established. The “one-against-all” method
needs more training time. And the appropriate parameters
of multiclassification SVM are obtained by cross validation
on the training data. To realize the multiclassification SVM,
it is feasible to choose the “one-against-one” method, select
the Gaussian radial basis function as Kernel, and set nuclear
parameter and penalty factor as 1 and 1000, respectively.
Furthermore, BP neural network recognizer is built by a
three-layer neural network which contains only one hidden
layer. The input layer neurons are set to be the number of
dimensions of the transient fingerprint feature vector, and the
output layer neurons are set to be the number of stations that
need to be classified.

As presented in this paper, the number of features
extracted by the compressed sensing is too much, which
results in a long time identification. The recognition rate
decreases for some irrelevant feature interferences. Thus, the
use of mRMR [36] to optimize the features is considerable.
To directly analyze the effectiveness of the features we select,
the distribution of 18 features’ average values extracted from

Table 1: Classification results for different wireless transmitters.

Input Classification Average
rate (%)TX1 TX2 TX3 TX4 TX5 TX6 TX7 TX8

TX1 90 0 2 0 0 3 5 0 90
TX2 1 80 6 1 5 7 0 0 80
TX3 1 9 88 1 0 1 0 0 88
TX4 3 0 0 91 0 2 0 4 91
TX5 0 5 1 0 93 0 0 1 93
TX6 3 2 2 5 3 79 3 3 79
TX7 5 0 2 3 0 2 88 0 88
TX8 1 0 1 2 1 0 2 93 93
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Figure 9: The comparison of the recognition results based on
different sparse bases.

the 100 groups of signal of 8 wireless transmitters is shown in
the Figure 8. It can be seen from the picture that the mRMR
algorithm is an effective way to distinguish different wireless
transmitters.

Figure 9 shows that the SVM identification results, which
are through the envelope signal sparse by the DCT andDWT,
with mRMR method to select features. The identification
effectiveness is changing with the number of selecting fea-
tures and different properties of sparse bases. In general, the
convergence of DCT sparse base is better. If the number of
the selecting features is under 50, the identification rate can
be above 80%.

Through the envelope signal sparse by DCT sparse base,
the SVM recognizer is utilized to identify 8 different wireless
transmitters. For each transmitter, 100 groups are used for
training and 100 groups for testing. Table 1 presents the
specific identification results. The data illustrate that the
algorithm referred to in this paper is effective to identify
transmitter when the average identification rates of most
transmitters are over 88% and the average identification rate
is 87.75%.
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Table 2: Comparison of identification of a transmitter using three different methods.

Comparison metric Mathematical statistics method Fitting method Compressed sensing
method

RF fingerprints
Area under the normalized curve,
duration, maximum slope, kurtosis,
skewness, and variance of curve

Gaussian fitting coefficients Feature extracted as
explained in subsection II

Envelope extraction STFT slice method Wavelet method
STFT slice method Wavelet method

Classifier KNN SVM and BP SVM and BP

Table 3: Performance comparison for the envelope extraction and feature extraction.

Envelope extraction Feature extraction

STFT slice Wavelet Mathematical
statistics Fitting Compressed sensing

Advantage Eliminate the effect
of the noise

Envelope is smoother
and precise

Simple; the feature
is easy to extract

Simple; the features
are easy to extract

The features are of high
representativeness

Disadvantage Envelope exhibits a
distortion

Parameters are
determined by
experience

Some features are
not representative

Fitting function is
determined by
experience

Complex; need a long
time

Complexity 𝑂 (𝑛
2
) 𝑂 (𝑛

2
) 𝑂 (𝑛) 𝑂 (𝑛) 𝑂 (𝑛

2
)

Time for calculation (s) 2.251245 3.568356 1.324417 2.419341 4.626052

The method proposed in this paper is compared with
the works of Rehman et al. [19] and Zhao et al. [20, 21].
Rehman’s work simply extracts the envelope statistic features
from the energy spectrum envelope. And Zhao et al. put
forward using the fitting coefficients of the envelope as
the signal features for identification. Table 2 describes the
comparison among Reham’s work, Zhao’s work, and the
proposedwork in this paper.The termmathematical statistics
method refers to Rehman et al.’s work, fitting method is
used for Zhao et al.’s work, and compressed sensing method
represents the work proposed in this paper. The 8 RF signal
transmitting devices identified in this paper are similar in
their transient waveforms. The recognition rates of either
Rehman’s or Zhao’s method are relatively lower. Figure 10
shows the specific comparison result. As shown in the figure,
the extracted envelope featuresmethod based on compressive
sensing theory in this paper has many advantages over the
existing statistic features and fitting coefficient characteristics
methods. On the one hand, extracting envelope by complex
analytic wavelet is superior to spectrum slicing. On the other
hand, the recognition performance of SVM recognizer is
better than both BP neural network recognizer and KNN
recognizer.

According to the disadvantages of the previous methods
and themerits of our proposed algorithm, performance com-
parison for the envelope extraction and feature extraction is
provided as Table 3.

4. Conclusions

This paper has proposed a fingerprint identification method
for wireless transmitter signal based on compressed sensing.
Complex analytical wavelet transform is used to obtain the
envelope of the transient signal, and features are extracted
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Figure 10:The comparison of classification results by three different
methods.

from the envelope using the compressed sensing theory. A
feature selection utilizing minimum redundancy maximum
relevance (mRMR) is employed to obtain optimal feature
subsets for identification. Finally, the recognition of 8wireless
transmitters by the SVM recognizer and BP neural network
recognizer is completely performed. From a series of exper-
iments, it can be concluded that the method proposed in
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the paper can effectively identify the transmitter signals,
whose transient waveforms are difficult to distinguish with
the naked eye. Especially, the method put forward in the
paper has better performance in the recognition of wire-
less transmitter signals with serious interference and signal
attenuation when compared to the previousmethods, such as
extracting statistic features directly from the envelope, fitting
coefficient characteristic. What is more, this method may be
applied to identify the signals which are transmitted by the
transmitters with the same batch and type. According to the
results, a future research on the optimization of the Morlet
wavelet’s parameter is expected to improve the performance
of the proposed method.
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Many user localization technologies and methods have been proposed for either indoor or outdoor environments. However, each
technology has its own drawbacks. Recently, many researches and designs have been proposed to build a combination of multiple
localization technologies systemwhich can provide higher precision results and solve the limitation in each localization technology
alone. In this paper, a conceptual design of a general localization platform using combination of multiple localization technologies
is introduced. The combination is realized by dividing spaces into grid points. To demonstrate this platform, a system with GPS,
RFID, WiFi, and pedometer technologies is established. Experiment results show that the accuracy and availability are improved
in comparison with each technology individually.

1. Introduction

For the last few years, the definition of intelligent envi-
ronments has been introduced [1] and many researches
have been following this direction. One of the top priority
researches considers location-based services (LBS), in which
localization technologies play an indispensable role. Many
user localization technologies and methods have been pro-
posed for either indoor or outdoor environments. Under
specified circumstances and requirements from applications,
independent technologies were proposed and optimized [2,
3]. Among the most used technologies are GPS, RFID,
other methods based onWiFi, camera, accelerometer, micro-
phones, and so forth [4].

However, building a localization platform for large and
complex areas like campus or city, which includes both out-
door and indoor zones, is still a problem as each localization
technology has its own drawbacks. For example, GPS is not
good with indoor environments when the number of visible
satellites is reduced because of walls; WiFi positioning is only
suitable for user localization with low precision because of its
accuracy varying from few meters to tens of meters; RFID,

a proximity scheme, is limited in a small range since RFID
readers cannot be installed at every location.

In order to overcome the limitations in each technology
and provide better results in both precision and availability
characteristics, a remarkable number of researches combin-
ing multiple localization technologies have been proposed.
Pfeifer [5] introduced a design to extract results from localiza-
tion technologies as useful information in real time.However,
it lacked ideas and algorithms about how those results should
be fused and analysed to produce better results. Yeh et al. [6]
combined GPS, WiFi, and Zigbee into a system which can
notably improve localization results in indoor areas. Martin
[7] used WiFi and a pedometer in smartphones for high-
precision localization applications. Other few hybrid sys-
tems showed improvements in precision, but these systems
depended on specific technologies and lacked availability
characteristics, such as RFID, WiFi, and camera [8]. None
of those researches proposed a general approach or fusing
algorithm to combine highly heterogeneous technologies.

In this paper, a general approach to multimodal local-
ization system which combines multiple technologies based
on the idea of dividing spaces into grid points is proposed.

Hindawi Publishing Corporation
e Scientific World Journal
Volume 2014, Article ID 814538, 7 pages
http://dx.doi.org/10.1155/2014/814538

http://dx.doi.org/10.1155/2014/814538


2 The Scientific World Journal

The system does not depend on any specific localization tech-
nologies but is built to be an open platform so that multiple
heterogeneous localization technologies can be integrated
into, since more technologies applied means we have more
information to improve precision as well as availableness.

The remainder of this paper is organized as follows. In
Section 2, the general architecture of the localization platform
for integration of heterogeneous technologies is explained.
After that, a system based on this platform with GPS, WiFi,
RFID, and pedometer technologies is presented in Section 3.
The experiment results and discussions are given in Section 4.
Finally, concluding remarks are given in Section 5.

2. General Localization Platform

2.1. General Approach. To determine the user location, space
is divided into grid points. At each point, the user appearance
probability and precision are calculated with information
provided from all available localization technologies. Besides,
each application may require a different acceptable precision,
so on the basis of the given precision from each application,
the location with highest probability is chosen as user
localization result:

xres = x if Pr (x) = 𝑛max
𝑖=1

{Pr (𝑖)} ∧ 𝜉 (x) ≤ 𝜉∗, (1)

where Pr(x) and 𝜉(x) are probability and precision at location
x, 𝜉∗ is the acceptable precision given by the application, 𝑛 is
the number of grid points, and xres is the localization result.

Since each localization technology provides results at
different moments, the time difference between the last result
produced by a certain technology and the current system time
can affect the final result.Therefore, the probability at point x
is defined as

Pr (x) =
𝑘

∑

𝑖=1

𝑃
𝑖
(x) 𝑅
𝑖
exp (−𝜆

𝑖
Δ𝑡
𝑖
) , (2)

where 𝑃
𝑖
(x) is probability at point x, 𝑅

𝑖
is reliability constant

(i.e., RFID results are more reliable compared to those of
GPS),𝜆

𝑖
is time decay constant of the ith technology,Δ𝑡

𝑖
is the

time difference between the last result and the current system
time, and 𝑘 is the number of localization technologies in use.
The precision at point x is defined as

𝜉 (x) =
𝑘

min
𝑖=1

{𝜉
𝑖
(x)} , (3)

where 𝜉
𝑖
(x) is the precision of the ith technology at point x.

For localization technologies (such as GPS, RFID, and
camera) providing results consisting of location and preci-
sion, 𝑃

𝑖
(x) can be extracted from normal distribution using

the empirical rule:

𝑃
𝑖
(x) = ( 1

𝜎
𝑖
√2𝜋

) exp(−
𝑑
2

𝑖
(x)

2𝜎
2

𝑖

) , (4)

where 𝜎
𝑖
= 3𝜉
𝑖
, 𝑑
𝑖
(x) is the distance from point x to user loca-

tion provided by the ith technology. For technologies based

on user movement (such as accelerometer and pedometer),
probability information 𝑃

𝑖
(x) can be determined by combin-

ing the last localization result and normal distribution using
(4). However, the value of 𝜎

𝑖
is replaced by 3𝜉

𝑖
, where 𝜉

𝑖
is the

last precision value of the ith technology at point x.
If the environment is large where the number of points

is big, it is possible to reduce the searching time by first
gridifying the space with fewer points to find a rough position
and then repeating the same process once or twice with the
subspace around this rough position for fine tuning.

The system, as illustrated in Figure 1, uses results from
multiple technologies as inputs and gives out user location to
applications as output. Event-driving approach is used; that is,
each inputwill provide new localization results to ensure real-
time availability. APImodule contributes as an open platform
to extract useful information from inputs and store it in the
database. Information extraction module extracts necessary
information from database as well as receives the precision
limitation from applications then provides them to the
next module. Calculating module does the main processing
function and produces user localization result. Depending
on applications and their required precisions, results would
be different. Afterwards, the outputs including user location,
precision, and probability are sent to applications and fed
back to be stored in database for next calculation tasks.

2.2. Parameter Optimization. In the localization system, for
each integrated subjacent technology, the following parame-
ters need to be determined: 𝑅

𝑖
, 𝜆
𝑖
. Besides, each technology

may have its own parameters. To this end, a genetic algorithm
(GA) is used in this study to find the optimal parameter set.
Genetic algorithms [9] are global search techniques modeled
after the natural genetic mechanism to find approximate
or exact solutions to optimization and search problems.
In a GA, each parameter to be optimized is represented
by a gene; moreover, each individual is characterized by a
chromosome, which is actually the above set of parameters
awaiting optimization. To assess the quality of an individual,
a fitness function (objective function, or cost function) must
be defined. For the localization module, the fitness function
Φ is defined as the root mean square of the localization error

Φ = (
1

𝑁

𝑁

∑

𝑖=1

(𝑥
𝑖
− 𝑥
𝑖
)
2
+ (𝑦
𝑖
− 𝑦
𝑖
)
2
+ (�̂�
𝑖
− 𝑧
𝑖
)
2
)

1/2

, (5)

where 𝑁 is the number of measurements and (𝑥
𝑖
, 𝑦
𝑖
, �̂�
𝑖
)

and (𝑥, 𝑦, 𝑧) are the estimated and the real user position,
respectively.

In brief, a GA starts by generating an initial population
(or initial generation); then, the quality of each individual is
evaluated by using the fitness function. After one generation,
only the advantageous individuals survive and reproduce
to generate a new population. By this process of selection
from generation to generation, the quality of the offspring
is improved in comparison with their ancestors, as shown in
Figure 2. During the creation of a new generation, a portion
of the surviving individuals is recombined randomly via the
so-called crossover and mutation operations, being adopted
from natural evolution.
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At the initial phase, the population consists of ran-
domly generated heterogeneous chromosomes. After that, all
chromosomes go through three principal parts: evaluation,
selection, and reproduction modules. The population will be
improved as fitter offspring individuals to replace parents.
The procedure is repeated until either a maximum number
of generations are reached or an optimal solution is obtained,
whichever is earlier. In this study, the searching procedure
is repeated until a parameter set satisfying the optimization
criteria with acceptable tolerance is found.

The advantages of GAs over other searching algorithms
are that they do not require any gradient information neither
continuity assumption in searching for the best parameters
and that they can explore many characteristics at once, which
is necessary when dealing with complex problems.

3. System Implementation

The number of studies to monitor location using smart-
phones has increased recently due to their advantages and
popularity: embedded GPS radio, WiFi functioning, and
pedometer using built-in accelerometer sensor [10] as well
as other sensors (Bluetooth, orientation, magnetic field, etc.).
RFID tags are widely deployed in many applications with the
advantages of their small size and variables in contents. We
decided to first implement four technologies as inputs in the
system: GPS, WiFi, pedometer from Android smartphones,
and RFID positioning by RFID tags.

Wall 1 Wall 2

Access point

𝛽
1

𝛽
2 Receiver

d
1 d

2

Figure 3: WiFi signal attenuation through walls/floors.

3.1. WiFi. With conventional receivers, distance to WiFi APs
can be estimated from the measured RSSI with the help of a
RF propagationmodel which is constructed based on the fact
that a radio wave that travels through a certain environment
will undergo specific types of signal attenuation. To start off,
the empirical model widely used in previous works [11] is
considered:

𝑃 = 𝑃
0
− 10𝑛 log( 𝑟

𝑟
0

) , (6)

where 𝑃
0
is the known signal power at a reference distance 𝑟

0

in dBm, 𝑃 is the signal power at an unknown distance 𝑟, and
𝑛 is the path-loss exponent.

Equation (6) is a propagation model in an environment
without obstacle between theAP and the receiver.Whenwalls
and floors are considered in calculation, attenuation due to
these factors must be included, and the propagation equation
becomes

𝑃 = 𝑃
0
− 10𝑛 log( 𝑟

𝑟
0

) − 𝑘
𝑑

𝑛
𝑤

∑

𝑖=1

𝑑
𝑖

cos𝛽
𝑖

, (7)

where 𝑛
𝑤
is the number of walls and floors in the middle,

𝑑
𝑖
and 𝛽

𝑖
are the thickness and angle of arrival to the ith

wall/floor, respectively, and 𝑘
𝑑
is the attenuation factor per

wall/floor thickness unit, as illustrated in Figure 3. In general
cases, 𝑘

𝑑
can be extended to be dependent specifically on each

wall/floor.
Equation (7) is a deterministic model; that is, the uncer-

tainty of RSSI at a distance is not taken into account. In reality,
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given the RSSI 𝑃, the distance 𝑟 might not be exactly the
value calculated from (6) but is within a range around this
value, which is denoted by 𝑟. To be more precise, 𝑟 will be
the nominate value of the distance 𝑟 with highest probability.
To address this limitation, a probabilistic model is used, in
which the distribution of the distance is assumed to follow
the normal distribution with median 𝑟:

𝜌 (𝑟, 𝑃) = Pr (𝑟 |𝑃) = ( 1

𝜎√2𝜋
) exp(−(𝑟 − 𝑟)

2

2𝜎2
) , (8)

where 𝜎 = 𝑘
𝜎
𝑟 is the standard deviation, with 𝑘

𝜎
being a

constant.
From a tuple of RSSI information received from a

WiFi receiving device, the system determines the loca-
tion with maximal summation of probabilities correspond-
ing to the visible APs, that is, maximizing 𝜌

Σ
(𝑥, 𝑦, 𝑧) =

∑
𝑖=1⋅⋅⋅𝑛AP

𝜌(𝑟
𝑖
(𝑥, 𝑦, 𝑧), 𝑃

𝑖
), where 𝑛AP is the number of visible

Aps;𝜌
Σ
(𝑥, 𝑦, 𝑧), the probability that the user is located at posi-

tion (𝑥, 𝑦, 𝑧); and 𝜌(𝑟
𝑖
(𝑥, 𝑦, 𝑧), 𝑃

𝑖
), the probability component

based on the ith visible AP. The search process is achieved
by gridifying the space surrounding the environment into a
number of points and calculating 𝜌

Σ
for each of them to find

the point that maximizes 𝜌
Σ
.

3.2. GPS, RFID, and Pedometer. For GPS technology, we use
the built-in GPS API from Android platform with extraction
information including location (latitude, longitude, and alti-
tude) and its precision. The pedometer is implemented using
built-in sensors fromAndroid smartphones. Using derivative
applied to the smoothened signal from accelerometer, when
the derivative is greater than threshold value, we detect a step
[12, 13]. Direction of users is determined by geometry sensor
with azimuth, roll, and pitch angle information. After a high
precision localization from RFID, the pedometer can make a
good localization in a short time.

With characteristics of RFID radio signal, it can be
assured that at the moment user’s RFID tag is recognized by a
reader, the user is within 2meters around it.The RFID reader
position is stored in database and every time a RFID tag is
read from a reader, information including user ID and RFID
reader IDwill be sent to systemAPI. Afterwards user location
will be calculated on the basis of the RFID reader location.

4. Experiment Results

Experimental scenario is taken in the 8th floor of an 11-floor
building, as shown in Figure 4. A user holds a smartphone,
walks starting from Point 1 straight to Point 2, Point 3,



The Scientific World Journal 5

0 10 20 30 40 50 60 70 80 90 100
Distance (m)

Experiment
Model

−20

−30

−40

−50

−60

−70

−80

RS
SI

 (d
Bm

)
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urements.

respectively, and then returns to Point 2 and Point 1 at
the same path, with the total distance of 160m. In this
experiment, 3 RFID readers, 16 WiFi access points are set up
for RFID and WiFi technologies.

First, data are collected to tune system parameters, as dis-
cussed in Section 2.2. A person holding the first smartphone
moves slowly at a constant speed along the corridors on the
three floors to measure the WiFi signal strengths. There are
totally 672 measurements carried out for the training data.
The training process using theGA is set upwith configuration
provided in Table 2. Using these data, the produced optimal
parameter values are given in Table 3.

With the optimized parameters, the WiFi propagation
model in (6) is compared with measurements of RSSI to APs
with no wall/floor in the middle of the lines of sight (LOS),
as depicted in Figure 5. With a fixed AP, the smartphone is
placed at distances from 5 to 100m, with increment of 5m.
At each distance, 5 measurements are carried out, and then
the average value is used and shown in this figure. It can be
observed that the tuned model is closed to the experiment
data, with highest error of 1.9 dBm. This comparison verifies
the deterministic propagationmodel ofWiFi signals. Figure 6
shows the WiFi probabilistic propagation model in (7) with
the tuned parameters. For each RSSI value, a probability
distribution function (PDF) is established following the
normal distribution with median value calculated with the
help of the deterministic model.

Results are compared and analysed between multimodal
system and WiFi alone system. Figure 7 shows user walking
path and localization results in two cases using multimodal
localization system, compared with the system using WiFi
alone. It can be observed that multimodal-based results
almost coincide with user walking path while WiFi-based
results have big jumps and it is impossible to track position
of user with only WiFi-based system.
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Figure 6: WiFi probabilistic propagation model.
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Figure 7: Localization results.

Figures 8 and 9 present the error distribution and reliabil-
ity distribution. While multimodal results gather in around
5 meters of error, WiFi results error distribution exceeds
20 meters. It is shown that current implementation for
multimodal would be useful for applications with required
precision of 5 meters. The error results are summarized in
Table 1. Average error ofmultimodal system is about 4.5 times
better, the maximal error is 3.6 times smaller, and the error
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Table 1: Multimodal and WiFi-only localization error comparison.

Average error
(m)

Maximal
error (m)

Error at reliability
of 90% (m)

Multimodal 2.18 6.62 4.07
WiFi only 9.99 23.84 18.44

Table 2: Genetic algorithm configuration.

Parameter Value
Population size 20
Elite count 5
Crossover fraction 0.5
Time limit No
Maximal generations No
Tolerance 10−6

Selection Uniform
Crossover Scattered
Mutation Uniform
Creation population Uniform

Table 3: Optimized system parameters.

Technology Reliability 𝑅
𝑖

Time decay constant 𝜆
𝑖

WiFi 16.2 0.86
GPS 5.5 0.81
RFID 31.7 0.52
Pedometer 22.6 0.62

at reliability of 90% is 4.5 times smaller compared to WiFi-
based system. It can be seen that the multimodal system does
a much better work, and localization results are improved
significantly.

5. Conclusion

In this paper, an approach to build an indoor/outdoor multi-
modal system combining multiple localization technologies
has been introduced. An implementation with WiFi, GPS,
RFID, and pedometer technologies has been successfully
built and demonstrated. Evaluation shows promising results
for the approach in this system to continue in the future.
For future works, theWiFi implementation algorithm will be
improved.The pedometer implementationwith smartphones
also needs to be improved to work in pocket situation
(currently, smartphones need to be held in hand). Third,
it is necessary to think of some algorithms to turn on/off
smartphone sensors on the basis of activities to save bat-
tery. Environment information constraints combining user’s
history records and Kalman filters could also be used to
smoothen the output results. Next localization technology
based on video processing will be implemented. At last, user’s
location privacy information sending between server and
user security should be considered [14].
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