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The wireless sensor networks have already been used in
world-wide various applications and are expected to change
the future of our world. To connect these heterogeneous net-
works is still a pioneering issue since people generally require
to obtain ubiquitous services anywhere on the earth and
ignore the harsh environment where sensors are located. The
development of the future sensor networks needs fully new
proposals for network architecture varying from the physical
layer to upper application layer.Themain focus of this special
issue will be on the new fault-tolerant and ubiquitous com-
puting issues for large-scale wireless sensor networks. Of
course, the selected topics and papers are not an exhaustive
representation of the area of fault-tolerant and ubiquitous
computing in sensor networks. Nonetheless, they represent
the rich and many-faceted knowledge which we have the
pleasure of sharing with the readers.

This special issue contains seven papers, where four
papers are related to fault-tolerant issue in the distributed
wireless sensor networks. Two papers are regarding themedia
access control and topology controls in network architecture.
One paper concernswith the sensor applications and issues in
cloud environments.

In the paper, “Node selection algorithms with data accu-
racy guarantee in service-oriented wireless sensor networks,” H.
Cheng et al. study the node selection problemwith data accu-
racy guarantee in service-oriented wireless sensor networks
by exploiting the spatial correlation between the service data.
Firstly, they formulate the problem into an integer nonlinear
programming problem to illustrate its NP-hard property. Sec-
ondarily, they propose two heuristic algorithms for this prob-
lem: the previous is designed to select nodes for each service

in a separate way, and the second is designed to select nodes
accordingly to their contribution increment. And finally, they
introduce the simulation results by comparing the algorithms
in different environments.

In the paper, “Energy-efficient bridge detection algorithms
for wireless sensor networks,” O. Dagdeviren and V. K. Akram
present two distributed energy-efficient bridge detection
algorithms for wireless sensor networks. The first algorithm
is the improved version of Pritchard’s algorithm where two
phases are merged into a single phase, and radio broadcast
communication is used instead of unicast. The second runs
proposed rules on 2-hop neighborhoods of each node and try
to detect all bridges in a breadth-first search (BFS) execution
session.

In the paper, “A fault-tolerant method for enhancing
reliability of services composition application in WSNs based
on BPEL,” Z. Wu et al. present a framework and approach
to enhance the reliability of service composition applications
in wireless sensor networks. Firstly, they analyze the possible
states during the execution of BPEL instance in wireless sen-
sor networks. Secondarily, they present a state framework for
modeling execution context in BPEL instance and analyze
state transition proposing the state transitionmodels for three
types of activities in BPEL instance. Finally, they present a for-
mal approach to model the execution context in BPEL based
on this state transition model.

In the paper, “Distributed fault-tolerant event region detec-
tion of wireless sensor networks,” D.-R. Duh et al. present a dis-
tributed fault-tolerant event region detection algorithm for
wireless sensor networks. The proposed algorithm can iden-
tify faulty and fault-free sensors and ignore the abnormal
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readings to avoid false alarm. Moreover, every event region
can also be detected and identified. The simulation results
demonstrate that the algorithm has better performance com-
pared with related works.

In the paper, “A time slot reservation in modified TDMA-
based ad hoc networks with directional antennas,” Y. Li et al.
present the bandwidth reservation issue in wireless ad hoc
networks with directional antennas and propose a time slot
reservation algorithm. The time slot reservation algorithm
allows a path reservation with maximal available bandwidth.
The performance is analyzed, and simulation results show
that it performs better in terms of end-to-end delay, percent-
age of control packets, and successfully received packets. The
scheme is a help to QoS provisioning in wireless ad hoc net-
works with directional antennas.

In the paper, “A PSO-optimized minimum spanning tree-
based topology control scheme for wireless sensor networks,”
W. Guo et al. present a PSO-optimized minimum spanning
tree-based topology control scheme NDPSO for the wireless
sensor networks by transforming the problem into a model
of multicriteria degree constrained minimum spanning tree
(mcd-MST). Simulation results show that NDPSO can con-
verge to the nondominated front quite evenly, and the topol-
ogy derived under the proposed topology control scheme has
lower total power consumption, higher robust structure, and
lower contention among nodes.

In the paper, “IM-Dedup: an image management system
based on deduplication applied in DWSNs,” J. Zhang et al.
study the cloud computing platform for the distributed wire-
less sensor networks and design an image management sys-
tem IM-Dedup which uses static chunking (SC) to divide
image file into blocks of data and avoid duplication data
blocks transmission on network by using fingerprint pre-
transmission technology and reduce storage space.
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In this paper, we study the bandwidth reservation issue in wireless ad hoc networks with directional antennas. Providing Quality
of Service (QoS) support in the wireless ad hoc networks is one of the topics that have received a lot of attention in recent years.
QoS provisioning is needed to support multimedia and real-time application in wireless networks. In the Time Division Multiple
Accesses (TDMA) frame, the bandwidth is measured by the number of the data time slots. Control slots in the traditional TDMA
frame can be used for transmission of the control packets, rather than the transmission of the data packets.We focus on the problem
of how to make full use of slots to transmit data packets and do not affect control packets transmission. The purpose is to improve
the time slot utilization rate. Based on our proposed modified TDMA frame, a novel time slot reservation algorithm is presented
to achieve maximal available path bandwidth. Directional antennas allow transmission energy to be concentrated on a narrow
range along a particular direction, which can significantly increase the data rate. The performance of our scheme is analyzed and
implemented. Simulation results show that the proposed scheme performs better.

1. Introduction

Future networks will support all types of traffic. Different
traffic types need different Quality of Service (QoS) levels
for multimedia services and real-time applications Recently,
wireless ad hoc networks have had a significant attraction as
a complement of terrestrial networks. However, transmitting
the realtime and multimedia data packets in such network
environment is a very difficult task. The design of a routing
protocol for the provision of QoS in a wireless ad hoc
network is a challenging task. Wireless channels must be
efficiently utilized to improve theQoS support.The limitation
in bandwidth and the power of wireless channels challenge
the QoS support for wireless networks. The provision of
QoS in wireless networks has attracted a lot of researcher’s
attention [1–7].

In our previous works [4], we have proposed a mul-
tipath QoS routing protocol in traditional Time Division
Multiple Accesses (TDMA)-based wireless ad hoc networks.

This protocol allows transmitting the real-time data packets
between a source node and a destination node, and the route
between the source node and the destination node can meet
the bandwidth requirement of the application. In order to
achieve better bandwidth reservation, many studies focus
on time slot reservation in traditional TDMA-based wireless
networks [4, 5, 8, 9]. These works suppose that nodes are
equipped with the omnidirectional antennas.

In this paper, we study the bandwidth reservation issue
in wireless ad hoc networks with directional antennas. The
bandwidth reservation in wireless ad hoc networks reserves
time slots resource in advance in the phase of transmitting
the control packets. There are many applications that depend
on transmission in wireless networks such as sports telecast.
Directional antennas allow transmission energy to be con-
centrated on a narrow range along a particular direction,
which can bring about a higher signal-to-noise ratio (SNR)
at the receivers and thus increases the system throughput.
In directional antennas, there are two kinds of beamforming
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patterns: a lobe pattern and multilobe pattern. In a lobe
pattern, only one beam can be used for each transmission.
In multilobe pattern, a lot of beams can be used together
for one transmission. In the procedure of data transmission,
the bandwidth is constrained by the slowest node in the
path. Because the transmission in a multilobe splits the
transmission power to multiple lobes and then the data rate
is decreased by the receiving power, a transmission along a
multilobe can bring about a lower data rate than the case
of a lobe. There is a challenge in data transmission. If the
source node transmits data packets through multiple lobes,
it takes less number of transmissions for neighbors to receive
the data, but the data rate will be decreased due to the power
splitting. On the other hand, if the source node transmits
data packets through a lobe, the data rate is high, but it takes
more transmissions to cover neighbors. We consider this
tradeoff between the number of transmissions and the data
transmission rate. The data transmitting problem is an NP-
hard problem, andwe propose amethod to solve the problem.

The problem of our concern is as follows. There is a
source node equipped with directional antennas, and a lot
of destination nodes that are served by the source node.
We suppose that the transmit power of the source node
and the beamwidth of directional antennas are fixed. Our
object is to find reserved time slots for the source node
to destinations such that the paths are optimal. Every path
can reserve maximal path bandwidth and minimize the total
transmission delay. Our work allows for the adjustment of
beam orientations and the use of multilobes. Some research
has been done on the topic of data transmitting using
directional antennas, such as [10–13]. These research works
either use a lobe pattern or use a fixed beamorientation. Some
research considers broadcasting scheduling [14], while our
research considers the paths from the source node to several
destination nodes with reserved time slots. At the same time,
our scheme allows using themultilobes and beam orientation
adjustment.

In wireless networks, nodes transmit data packages by
using an omnidirectional antenna that radiates its power
equally in all directions. However, directional antennas allow
a node to transmit data in a particular direction. At the same
time, a receiving node can focus its antenna on a particular
direction. This antenna model provides the following advan-
tages [8]: (1) a smaller amount of power can be used; (2)
it can increase the spatial reuse; (3) route has shorter hops
and smaller end-to-end delay. In this paper, we present a
novel time slot allocation scheme in wireless networks with
directional antennas by modifying traditional TDMA frame.
We begin from a traditional TDMA frame structure.Then,we
propose the modified TDMA frame structure mode. On the
basis of it, a bandwidth allocation scheme by using directional
antennas is presented.

The time slot reservation problem is anNP-hard problem.
We proposed a three phases to solve this problem. Firstly,
we use a lobe pattern to all nodes by adjusting the beam
orientations. Secondly, we proposed a time slot reservation
algorithm for paths from source to destinations. Lastly, based
on the results from the first phase and second phase, a multi-
lobes pattern is presented to minimize the total transmission

1 2 3 1 2 3

Control phase Data phase

M

N

N

control slots M data slots

Figure 1: Traditional TDMA frame structure model.

delay. The solution for every phase is optimal. Extensive
simulations are conducted to evaluate our proposed method.

This paper is organized as follows. In Section 2, we
discuss the related works with our search. Section 3 presents
the modified TDMA frame structure mode and the solved
problem description. In Section 4, we provide our time slot
reservation scheme. Some simulation results are provided in
Section 5. Finally, the paper is concluded in Section 6.

2. Related Works

In the wireless networks, how to make use of resources
is dependent on the Medium Access Control (MAC) layer
protocol. There are two main MAC methods for the wireless
networks which are TDMA MAC layer protocol and IEEE
802.11 MAC layer protocol. The 802.11 MAC layer protocol
cannot guarantee the real-time communication because it is a
contention-based approach.The TDMAMAC layer protocol
is a schedule-based approach by reserving time slots for
nodes. In order to achieve the bandwidth resource reserva-
tion of a selected route in the TDMA-based ad hoc networks,
many time slot reservation algorithms have been proposed
[8, 15, 16]. These slot reservation algorithms in TDMA-based
networks can avoid slot reservation conflict. In this paper,
we adopt the TDMA MAC layer protocol. In the traditional
TDMA frame structure model, TDMA superframe consists
of the control phase and the data phase [8]. The control slots
in control phrase are used by transmitting control packets,
such as route request packets, route response packets, and
route update packets. Every node in the wireless network has
its control slot in the control phase. The data slots in data
phase are used by transmitting data packets. Figure 1 shows
the traditional TDMA frame structure model.

Many QoS routing protocols adopt the TDMA frame
structure as the MAC layer. Hsu et al. propose a bandwidth
reservation for QoS routing protocol in [15], which supposes
that all nodes are equippedwith omnidirectional antennas. In
[16], Du considers the efficient QoS bandwidth provisioning
in hybrid wireless networks. These bandwidth reservation
schemes also suppose that nodes use the omnidirectional
antennas. The data packages are broadcasted to all neighbor
nodes in all directions. In the resource scheduling scheme
in [8], Jawhar and Wu suppose that nodes transmit data by
using directional antennas. They have presented three time
slot allocation conditions. A slot 𝑡 is free and can be reserved
to send data from node 𝑥 to neighbor 𝑦 if the following three
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Figure 2: Transmission with directional antennas.

conditions are satisfied [8]: (1) Node 𝑥 do not receive data in
slot 𝑡 at any antennas, and neighbor node 𝑦 do not send data
in slot 𝑡 at any antennas; (2)Neighbors of𝑥donot receive data
in slot 𝑡, from 𝑥 where neighbors are in the same direction as
receiver 𝑦; (3) Neighbors of receiver 𝑦 do not send data in
slot 𝑡, from 𝑦 where neighbors are in the same direction as
transmitter 𝑥.These time slot allocation conditions can avoid
the slot reservation conflict problem.

Figure 2 shows the examples of transmission with direc-
tional antennas. According to condition 1, Figure 2(a) shows
that node 𝑥 will not transmit to neighbor 𝑦 at the slot 𝑡,
because node 𝑥 is receiving data at the slot 𝑡. According to
condition 2, the neighbor node 𝑧 of the node 𝑥 is receiving
at the slot 𝑡 in Figure 2(b). Node 𝑥 will not transmit to
neighbor 𝑦 because 𝑦 and 𝑧 are in the same direction of 𝑥.
In Figure 2(c), node 𝑧 is sending at the slot 𝑡 according to
condition 3. Node 𝑦 will not receive from 𝑥 because 𝑥 and 𝑦
neighbor 𝑧 are in the same direction of 𝑦.

There are other slot allocation schemes by using direc-
tional antennas technology. Bazan and Jaseemuddin [17]
propose the routing and admission controls for wireless
mesh networks with directional antennas. Authors study the
problem of bandwidth guaranteed routing in contention-
based wireless mesh networks with directional antennas.
Chen et al. [18] present a shoelace-based QoS routing pro-
tocol for mobile ad hoc networks using directional antennas.
This scheme offers a bandwidth-based routing protocol for
QoS support by using the concept of multipath. Chin et
al. [19] propose a novel spatial TDMA scheduler algorithm
for transmitting/receiving in wireless mesh networks. Li and
Luo [20] present a slot allocation scheme based bandwidth
and delay in satellite networks using directional antennas.
Feng et al. [21] present a QoS constrained cognitive routing
scheme based on directional antennas. Liu et al. [22] consider
the topology control for multichannel multiradio wireless
mesh networks using directional antennas. Chang et al. [14]
propose a minimum delay broadcast scheduling for wireless
networks with directional antennas.

The above research works take into account directional
antennas. Directional antennas allow transmission energy
to be concentrated on a narrow range along a particular
direction, which can significantly increase the data rate.

The issue of transmission using directional antennas has
been firstly discussed on the physical layer. Sidiropoulos et
al. [23] proposed the idea to maximize the smallest signal-
to-noise ratio over all the nodes subject to a bound on
the transmit power by employing semidefinite relaxation
techniques. Similar research joint with power control can
be found in [24, 25]. These research works discussed the

1 2 3

Data phase

M

M data slots

Figure 3: Modified TDMA frame structure model.

problem from physical layer without considering the beam
scheduling for several transmissions. There are a few studies
about transmission with power control using directional
antennas at higher layer [10–12]. Aiming to minimize the
total transmission delay, Sen et al. [10] presented a two-step
solution. In [11], Sundaresan et al. provided two models for
power allocating. Equal power split model (EQP) splits the
power equally among all the lobes, while asymmetric power
slit admits power adjustment among the lobes. Based on
the two models, two greedy algorithms were presented to
get minimum transmission delay. Zhang et al. [12] resolve
the challenge of beam combination discussed in [11] with
the similar objective under two models. They achieved
an optimal solution under EQP model and showed better
performance compared with the methods in [11]. None of
the above research works tak the orientation adjustment and
multilobe transmission together into account in multipath
beam scheduling. Because they all assume that the nodes use
fixed beamorientations, the performance improvement of the
above algorithms is restricted.

3. Model Improvement

3.1.ModifiedTDMAFrame StructureMode. In the traditional
TDMA frame model showed in Figure 1, control packets are
transmitted in control phrase. Control slots in control phrase
are not to be used by transmitting of data packets. In order to
save the slots consumption of control packets, we will modify
the traditional TDMA frame structure model by deleting the
control phrase from the TDMA frame.

Figure 3 shows the modified TDMA frame structure
model. Compared with traditional TDMA frame, it reduces
the control phrase. Suppose that the control packet is trans-
mitted in the data slot of data phase. This data slot will be
reserved if node receives the response control packet. After
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that, the data packets will be transmitted in the reserved data
slot.

In the modified TDMA frame model, a TDMA frame
only consists of a lot of data slots. Every data slot is used
to transmit data packets, control packets, or both, which
depends on the node’s need. The data packet can be trans-
mitted with the control packet when required. By adopting
special slot reservation algorithm with directional antennas
in the modified TDMA frame, it can avoid data packets
conflict in transmission.

3.2. System Description. The system consists of a source node
equipped with directional antennas and a set of destination
nodes with directional antennas. The source node wants to
send data packets to destination nodes through interme-
diate nodes. The destination nodes are denoted by 𝑉 =

{V
1
, V
2
, . . . , V

𝑛
}. The beamwidth 𝑞 is denoted by the angle of

directional antennas. The beamwidth 𝑞 is fixed, and 𝑞 <

𝜋/2. The source node has fixed transmission power 𝑃
𝑡
. The

location of neighbor node 𝑛
𝑖
of the source node is denoted by

the (𝑑
𝑖
, 𝜃
𝑖
) centered from the source node. 𝑑

𝑖
is the distance

from the source node to the neighbor node 𝑛
𝑖
, and 𝜃

𝑖
is

the angle of the link from the source node to the node 𝑛
𝑖

from positive horizontal direction. When the source node
wants to send data to destination nodes, it tries to find a
proper reserved bandwidth path to every destination node
such that paths total delay is minimized. When the source
node transmits data to neighbor 𝑛

𝑖
by using a lobe whose

beamwidth is 𝑞, the power received by 𝑛
𝑖
can be computed

by using Friis Transmission Formula [26]:

𝑃
𝑖
=
2𝜋𝑃
𝑡

𝑑
𝑤

𝑖
𝑞
, (1)

where 𝑤 is the coefficient of path loss, which is usually
between 2 and 4. Because the beamwidth 𝑞 is usually narrow
and the energy is concentrated, once a node is covered by a
lobe, we suppose that receiving power of the neighbor node
is determined by its distance to the source. In (1), we suppose
that the gain of signal by using directional antennas is 2𝜋/𝑞.

If we use multilobe pattern, we suppose that the power
is equally split among the multiple lobes. We assume that
there are 𝑛 transmissions required for the source node to
send a data packet to 𝑛 destination nodes. Let 𝑆

1
, 𝑆
2
, . . . , 𝑆

𝑘

denote 𝑘 sets of neighbors, and let every set denote one
transmission.We suppose that𝑁

𝑗
denote the number of lobes

on 𝑗th transmission, and the receiving power of neighbour
node 𝑛

𝑖
∈ 𝑆
𝑗
satisfies the following formula:

𝑝
(𝑖,𝑗)
=
𝑃
𝑖

𝑁
𝑗

, (2)

which means that the transmit power for each lobe in multi-
lobes mode is 1/𝑁

𝑗
. We assume that the maximum available

bandwidth 𝐵
(𝑆,𝑖)

of neighbor node 𝑛
𝑖
to receive packet from

source node in 𝑗th transmission. 𝐵
(𝑆,𝑖)

is determined by the
received signal-to-noise ratio (SNR) of node 𝑛

𝑖
, which can be

computed by the following formula:

𝐵
(𝑆,𝑖)
= 𝑓 (SNR

(𝑆,𝑖)
) , (3)

where 𝑓() is a mapping function from SNR to bandwidth of
node 𝑛

𝑖
and the following formula is computed:

SNR
(𝑆,𝑖)
=

𝑃
(𝑆,𝑖)

𝐸
, (4)

where 𝐸 is the environmental signal noise. According to
formula (3) and formula (4), we can get the following
formula:

𝐵
(𝑆,𝑖)
= 𝑓(

𝑃
(𝑆,𝑖)

𝐸
) , (5)

which means that the bandwidth of link from the source
node 𝑆 to 𝑛

𝑖
. 𝑛
𝑖
is a neighbor node of 𝑆. In data transmission

duration, the bandwidth of a path from the source node
𝑆 to the destination node V

𝑖
∈ 𝑉 is determined by the

lowest bandwidth of links in path. Let 𝐵path denote the path
bandwidth of a path from 𝑆 to node V

𝑖
. Suppose that the 𝐵

(𝑖,𝑗)

is the bandwidth of the link (𝑛
𝑖
, 𝑛
𝑗
) in the path.The Following

formula can be calculated:

𝐵path = min
𝑛𝑖𝑛𝑗∈path

{𝐵
(𝑖,𝑗)
} , (6)

which means that the path bandwidth is the lowest link
bandwidth of the path. 𝑛

𝑖
𝑛
𝑗
denotes a link from node 𝑛

𝑖
to

node 𝑛
𝑗
in the path from the source node 𝑆 to the destination

node V
𝑖
. The delay 𝑙

(𝑖,𝑗)
for the link (𝑛

𝑖
, 𝑛
𝑗
) is calculated by the

formula where 𝐿 is the size of a data packet:

𝑙
(𝑖,𝑗)
=

𝐿

𝐵
(𝑖,𝑗)

. (7)

The delay 𝑙path of a path is calculated that formula (8),
which means that the delay of a path is the sum of all the
link delay of the path. If the source node can receive route
response packets from 𝑛 destination nodes, the total delay of
multiple paths can be described as in formula (9):

𝑙path = ∑

𝑛𝑖𝑛𝑗∈path
𝑙
(𝑖,𝑗)
= ∑

𝑛𝑖𝑛𝑗∈path

𝐿

𝐵
(𝑖,𝑗)

, (8)

𝐷 = ∑

1≤𝑖≤𝑛

𝑙path
𝑖

. (9)

We will study how to adjust orientations of directional
antennas for source node to form a set of multilobes such
that the total transmission delay defined in (9) is minimized.
The minimum delay broadcast scheduling problem is proved
to be an NP-hard problem [14], and we will prove that the
minimum delay scheduling of slot reservation in multiple
paths from the source node to multiple destination nodes is
also an NP-hard problem. We prove the theorem according
to the weighted set cover problem, a well-known NP-hard
problem [27]. The weighted set cover problem is described
as follows. Let 𝐴 = {1, 2, . . . , 𝑛} express a set of 𝑛 elements.
𝐵 consists of finite sets 𝐵

1
, 𝐵
2
, . . . , 𝐵

𝑛
⊆ 𝐴 with weight 𝑤

𝑗

for 𝐵
𝑗
∈ 𝐵. We denote ∪(𝐵

𝑗
: 1 ≤ 𝑗 ≤ 𝑛) by 𝐴. The

objective is to find a subset of 𝐵 that covers all elements
in 𝐴 with a minimum weight. According to the weighted
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Figure 4: An example of three phase method.

set cover problem, let every element 𝑖 ∈ 𝐴 correspond to
the destination node V

𝑖
. 𝐵
𝑗
denotes the set of nodes covered

by one transmission and 𝑤
𝑗
denotes the corresponding

transmission delay. Our problem is to find an optimal set of
transmissions to cover all destinations to minimize the total
transmission delay, which is just to find a subset of 𝐵 with
minimum weight in weighted set cover problem. General
greedy approach for weighted set cover problem cannot be
used for our method. We will use a three-phase method to
solve the problem.

3.3. AThree Phase SchedulingMethod. Theproblemwe study
is a complicated optimization problem.The complexity of this
problem comes from the following three concurrent cases. (1)
Which subset of neighbor of the source node may be covered
by a lobe? By adjusting the beam orientation, the bandwidth
of this lobe varies because the bandwidth is constrained to the
smallest bandwidth of the neighbors in this lobe. (2) Which
subset of lobes may form a multilobe? Once more lobes form
a multilobe, the number of transmissions reduces. However,
the bandwidth of transmission reduces due to the power
scatter. Once less lobes form a multilobe, the bandwidth for
each transmission increases and the number of transmissions
increases. (3) Which lobes may be used by the nodes in the
path such that the available path bandwidth is maximized?

Based on the above three subproblems, we present a
three-phase scheduling method. In the first phase, we only
adopt a lot of lobes to cover all neighbors of the source
node such that the transmission delay is minimized. In the
second phase, we group multiple lobes to form multilobes to
minimize the delay. Figure 4 shows an example. We suppose
that the size of the data packet is 1Mb and the bandwidth of

the path is 9Mbps. Suppose that there are two paths from
the source node to two destinations which the hop number
is two. If all nodes use omnidirectional antennas to transmit
the data packets, the transmission delay is 0.22 s which is the
result of 1 divided by 9 times 2. By the end of the first phase,
two lobes are adopted, which means that the source node can
transmit two times to cover two neighbors to transmit data
packets to two destinations. The total delay is 0.15 s. After the
second phase, the source needs one transmission for covering
two neighbors and the total delay for two destination nodes is
0.11 s. In the third phase, we adopt time slot scheme described
in Section 4. The total delay for two destination nodes is
0.108 s, and the total bandwidth is 36Mbs.

4. Our Time Slot Reservation Scheme

In wireless networks, node mobility is handled by taking into
account the slot allocation modes of nodes in two hops area
when requesting to reserve slots for multimedia application.
Therefore, it can avoid collisions with the neighbors in two
hops when a node moves. When a node starts to move,
the nodes that will become its neighbors are those which
were its two-hop neighbors. In that case, there is no collision
because these neighbors have reserved different data slots.
There are three types of control packets which are route
request packet, route response packet, and update packet.The
route request package is used to search route and request slot
allocation.The route response package is used to confirm the
route and reserve the allocated slots. The update packet is
used to inform the neighbors in the two-hop area about the
reservation status change.
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if (intermediate node i receives a route request package at the first time)
{ do {

if (direction from node i to the next hop is similar to the direction of reserved slot in two-hop area)
it chooses a free slot for node i.

else it chooses the slot which is reserved in two-hop area with different direction.
} while (no collision is detected in the selected slot)
if (number of selected slots at node i satisfies the bandwidth requirement for the application)

it forwards a request package in the allocated slot after node i and slots are added to
the reservation table.

else node i discards the route request package.
} end if

Algorithm 1

if (node i receives a route response package at the first time)
{ do {

it modifies the status of slots from allocated to reserved in the reservation table, and it adds
the antenna direction of reserved slot to the reservation table;
it broadcasts the update packet to neighbors of node i in reserved slot;

} while (there is an allocated slot in reservation table)
} end if

Algorithm 2

In thewireless ad hoc networkswith directional antennas,
we suppose that each node is equipped with directional
antennas. It is assumed that a multibeam antenna arrays
(MBAA) is capable of broadcasting by adjusting the beam
width [8]. Therefore, in order to consider antennas’ beam
direction for the slot allocation-based directional antennas,
node mobility issue tackling is based on reserving slots in the
two-hop neighboring and corresponding angular directions
of antennas.

We suppose that each node maintains a slot reservation
table which contains four columns. The first column means
the node ID that has reserved a time slot; the second column
presents the number of reserved slots in the modified TDMA
frame; the third column records reserved node which is a
direct neighbor or a two-hop neighbor or the node itself
(expressed by 1, 2, or 0). The fourth column indicates the
antenna direction of reserved slot. A node can select a slot
which is reserved by its two-hop neighbors when the antenna
directions of slot are not the same.

In our proposed time slot allocation scheme-based direc-
tional antennas, we consider the two-hop neighbor’s slot
reservation and antenna directions. The time slot allocation
scheme can be described with Algorithm 1.

After the node selects slots and meets the bandwidth
requirement, the route request package will be forwarded
to neighbors in the allocated slots. The allocated slots are
recorded in the slot reservation table of node 𝑖, but the
status of the slot is allocated not reserved. When the node 𝑖
receives a route response package, following slot reservation,
Algorithm 2 is described.

When the intermediate node 𝑖 reserves the slots and
broadcasts the update packet, neighbors 𝑗 precedes the
operation shown in Algorithm 3.

When the source node receives the several route response
packages from the same destination, it chooses the smallest
delay path according to formula (8) in Section 3.2. After
determining all paths to all destination nodes, the source
node starts to transmit data packets in reserved slots along
the selected paths because the reserved smallest delay paths
has been found. The nodes in other reserved paths release
reserved slots after receiving route release packets from
the source node. The intermediate nodes forward the data
packets in reserved slots once they receive the data packets.
When the intermediate node does not receive a data packet
in the reserved slot, it means that the packet conflicted due to
mobility of nodes. In order to avoid the packet conflict due to
the mobility of the nodes, Algorithm 4 is performed.

If the source node wants to transmit the data packets
to multiple destination nodes, it chooses the smallest delay
multipath according to formula (9) in Section 3.2. In order to
describe the details of the time slot allocation and reservation
scheme, we will start by explaining the one-hop function-
ing. Then, node behavior in package conflict case will be
described. Finally, we will analyze the two-hops functioning.
Supposing that the node in a dense ad hoc network will
find neighbors in each 2𝑅 area, where 𝑅 is a minimum
transmitting range of the nodes.

4.1. One-Hop Functioning Case of the Slot Allocation and
Reservation. The principle of our slot allocation and
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if (node j receives an update packet from its neighbor i)
{ it adds a row to its reservation table, which indicates that neighbor node i has reserved slots at

antenna direction;
it informs its neighbors about the updates in its reservation table;

} end if

Algorithm 3

if (intermediate node j does not receive a data packet from its neighbor i in reserved slot)
{ it deletes a row, which indicates that the node i and corresponding reserved slots will be deleted

from its reservation table;
it deletes a row, which indicates that the node j itself and corresponding reserved slots will be
deleted from its reservation table;
it informs its neighbors about the updates in its reservation table by broadcasting the update
packets;
neighbors perform the Algorithm 3, which is modified to delete a row in reservation table;

} end if

Algorithm 4

reservation approach is based on the modified TDMA frame
structure model for the subsequent data transmission. In the
traditional slot reservation algorithm [18], there is no obvious
difference between slot allocation and slot reservation. In our
scheme, when the node receives the route response package,
allocated slots will be changed to reserved status. If the node
does not receive the route response package in the following
frames, allocated slots will be changed to free status in order
to free more slots for other route request packages.

In the reservation table, we add a row without antenna
direction information when the node receives a route request
packet and meets the conditions of Algorithm 1. The selected
slots are added to the reservation table, but antenna direction
information is not added to the table. The reason is that
these selected slots are allocated status. Only when the node
receives a route response package, the status of selected slots
are changed from allocated to reserve.Therefore, the antenna
directions of reserved slots are added to the reservation table.

If the node that has allocated slots does not receive a
route response package in subsequent three frames, the status
of selected slots is changed from allocated to free. In other
words, the row without antenna direction information will
be deleted from the reservation table. If the node that has
been reserved slots does not receive a data packet in reserved
slots of subsequent frames, the status of reserved slots will be
changed to free. Therefore, the row with antenna direction
information will be deleted too.The slots with free status will
be ready for the subsequent route request packets.

In order to illustrate the one-hop functioning case of
the allocation and reservation scheme-based directional
antennas with four beams, we suppose that there are four
nodes in Figure 5. At first, the slot reservation tables of
four nodes are empty, which means that all slots are free
in four nodes’ neighborhood. The line between two nodes
indicates the neighboring. Table 1 shows the reservation table
of node, which contains node ID, reserved slots set, direct

N2 N3

N1 N4

Figure 5: Neighboring nodes in one-hop functioning case.

Table 1: Reservation table of node N1.

Node ID Slots Direct node Direction

neighbor node, and antenna direction. When node N1 wants
to transmit data packets to neighbor node N4, the following
steps will occurr. In this example, we focus on the allocation
and reservation of the free slot 1 for transmission from N1 to
N4, which are one-hop neighbor.

Step 1 (during the slot 1 of the first modified TDMA frame). N1
starts to broadcast a route request packet in free slot 1. After
neighbors N2 and N4 receive this request packet, these nodes
add a row to their reservation tables. The triple (N1, S1, 1) is
added to the reservation tables of N2 and N4. The triple (N1,
S1, 0) is added to the reservation table of N1. It is notable that
the antenna direction is not added to the reservation tables.
The reason is that the status of slot 1 is allocated.

Step 2 (during the slot 2 of the first modified TDMA frame).
N4 starts to broadcast a route response packet in free slot
2. After neighbors N1 and N3 receive this route response
packet, nodeN1 adds antenna direction of reserved slot to the
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reservation table.The reservation table contains a row (N1, S1,
0, 0), which means that N1 reserves slot 1 at the horizontal 0
degree direction.

Step 3 (during the slot 1 of the second modified TDMA frame).
In the subsequent modified TDMA frame, N1 transmits
data packet during the slot 1. The update packet can be
piggybacked with the data packet in the slot 1 of the second
TDMA frame. After neighbors N2 andN4 receive this update
packet, they add the antenna direction to their reservation
tables. In other words, a row (N1, S1, 1, 0) records the slot
reservation information of neighbor N1.

If N1 want to transmit data packets to neighbor N2 after
N1 transmitted data packets to neighbor N4, slot 1 in the
reservation table will be selected again. The reason is that
90 degree direction of the link (N1, N2) is different from 0
degree direction of reserved slot 1 for link (N1, N4) when
using directional antennas with four beams. Therefore, a row
(N1, S1, 0, 90) is added to the reservation table of N1, which
means the slot 1 is reserved two times in two different antenna
directions. N1 will transmit data packets to two neighbours in
the same slot without conflict with each other because of the
use directional antennas. If using omnidirectional antennas,
N1 cannot transmit data packets to two neighbours in the
same slot. N1 must select a free slot to reserve for the new
transmission in order to avoid slot reservation conflict. From
the third modified TDMA frame, node N1 can transmit data
packets to N2 and N4.

Step 4 (during the slot 1 of the fourth modified TDMA frame).
Suppose that N2 and N4 find that they do not receive data
packets during the slot 1. There is a transmission break
problem due to mobility of node, which brings about N2 and
N4 are not one-hop neighbour of the nodeN1. In this case, N2
and N4 delete a row in their reservation tables, which means
that the status of slot 1 is changed from reserved to free. The
free slot 1 may be allocated for other route request packets in
the subsequent frame.

4.2. The Collision Case. A collision case will be found by the
neighbor nodes which broadcast the route request packets.
The neighbors will notice that reservation is canceled when
no data packet arrives in the reserved slot of the subsequent
modified TDMA frame. In order to decrease the packet
collision instances, the node which has caused a collion
will not reselect the same slot to broadcast a route request
packet. In order to illustrate the collision case, we consider
the following case shown in Figure 5. We suppose that the
modified TDMA frame contains 10 data slots, and slot 1 was,
respectively, reserved by node N1 at horizontal and vertical
directions for transmitting data packets to neighbour N4 and
N2. When two neighboring nodes N2 and N3 broadcast the
route request packets during the same slot 2 after N1 starts to
transmit data packets, the following steps will be performed.

Step 1 (during the slot 2 of the first frame after N1 starts to
transmit data packets). There is a collision when N2 and
N3 broadcast route request packets during the same slot 2.
Because N2 and N3 send request packets in the same time,

41

2 3

65

7 8

Figure 6: Neighboring nodes in multiple-hops functioning case.

a collision is found and the slot allocation algorithm is not
performed by the nodes N2 and N3 as well as their neighbor
N1 and N4. Node N2 calculates the slot ID from which it will
search a free slot to use for sending route request packet. The
slot ID is calculated according to the total number of slots in
modified TDMA frame modulo the ID of node. In Figure 5,
free slot 2 is allocated to nodeN2, because 10modulo 2 equals
0. The first free slot that starts from 0 is slot 2, because slot 1
has been reserved for link (N1, N2).

Step 2 (during the slot 3 of the first frame after N1 starts to
transmit data packets). Node N3 calculates the slot ID from
which it will search a free slot to use for sending route request
packet.The free slot 3 is allocated to N3, because 10 modulo 3
is equal to 1. The first free slot that starts from slot 1 is slot
3, because slot 1 and slot 2 have been reserved. Nodes N2
and N3, respectively, broadcast the route request packets in
different slots. Therefore, there is no collision case between
N2 and N3.

4.3. Multihops Functioning Case of the Slot Allocation and
Reservation. It is not sufficient to consider the slot allocation
and reservation in one-hop neighboring when the route
request packet traverses multiple hops in mobile ad hoc net-
works. If a two-hop neighbor node starts to move suddenly,
it may come to a 1-hop neighbor node or three-hop neighbor.
The reservation information of the two-hop neighbor node
must be taken into account. The two-hop neighbors may
reserve the same slot with the source node before becoming
a one-hop neighbor. Therefore, the collision can take place
because neighboring nodes reserve the same slot. The slot
reservation table must consider the reservation of all two-
hop neighboring nodes. In order to illustrate the reservation
procedure in the multiple hops functioning, we suppose that
there are eight nodes in Figure 6. Initially, node N1 has
reserved the slot 1 for the link (N1, N4) at the horizontal
direction. In this example, wewill describe the following steps
that will occur when node N3 needs to transmit data packets
to node N8.

Step 1 (during the slot 2 and slot 1 of the modified TDMA
frame). Reservation table of node N1 is shown in Table 2.
Node N3 sends a route request packet to neighbor node N7
during the slot 3. If all nodes in ad hoc network do not move,
N3 will reserve slot 1. In order to avoid the conflict with the
node 1 due to the nodemobility, N3 selects a free slot 2 to send
the route request packet. N7 sends the route request packet



International Journal of Distributed Sensor Networks 9

Table 2: Reservation table of node N1.

Node ID Slots Direct node Direction
N1 S1 0 0
N2 S3 1 0
N3 S2 2 0

Table 3: Reservation table of node N3.

Node ID Slots Direct node Direction
N1 S1 2 0
N2 S3 1 0
N3 S2 0 0
N7 S1 1 0

Table 4: Simulation parameters.

Name of parameter Value of parameter
Network area 300m × 300m
Number of nodes 25∼225
Transmission range 115m
Bandwidth 2Mb/s
Data packet size 512 bytes
Number of data slots 30
Number of sessions 20
Average message length 100MB
MAX SLOT RES TIME 10980ms
MAX SLOT ALLOC TIME 1350ms
MAX B 4 slots

to neighbor node N8 during the free slot 1. We can allocate
the same slot to N7 with the three-hop neighbor node N1 in
Table 3.

Step 2 (during the slot 3 and slot 4 of the first modified TDMA
frame). Node N8 sends a route response packet to neighbor
node N7 during the slot 3. N7 forwards the route response
packet to neighbor node N3 during the free slot 4. The bold
font in reservation tables of nodes N1 and N3 shows that the
added information is after receiving the response packet and
update packet.

5. Simulation

In order to verify and analyze the performance of our scheme,
simulation experiments have been conducted. Traditional
slot reservation approaches adopt TDMA frame as MAC
layer, but our slot allocation and reservation approach is
based on themodifiedTDMA frame. TDMAprotocol class in
NS 2 is modified as removing precursor MAC protocol class
in our simulation. In the TDMA class declaration, remove
the ∗tdma preamble statement. The physical interface for
each node binds a directional antenna and adds support for
multiple interfaces by using TENS [28]. We compare our
scheme with a traditional slot reservation approach that uses
directional antenna [18], which is called traditional scheme.
We adopt (2) in Section 3.2 to compute the SNR of nodes. We
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Figure 8: Percentage of the control package in the frame.

use a simulation program focusing on three performances:
the maximum end-to-end delay, the percentage of control
packets, and the percentage of data packets received success-
fully.

Simulation parameters are shown in Table 4. The nodes
are allocated in an area of 300m × 300m. Number of slots
required for each session is a random number with a uniform
distribution in the range from 1 to 4 slots (1 to max b),
where max b means the max bandwidth requirement. The
transmission range of each node is 115m.The number of data
slots in a frame is 30 and the number of sessions is 20. The
first performance is the maximum end-to-end delays in the
busiest network case, in which all the nodes have reserved
slots in the modified TDMA frame to transmit real-time data
packets.

Figure 7 shows the maximum end-to-end delay value
when increasing the number of nodes in network. We fix the
beamwidth to 36 degrees, and the transmit power is 20 dBm.
We notice that the maximum end-to-end delay using our
scheme is stable and it stays 62ms when the number of nodes
is above 36 (6 × 6). However, the delay of the traditional slot
reservation approach continues to increase when the number
of nodes increases. The reason is that the control packets in
our scheme are incorporated in the data packets. More time
slots can be reserved in our scheme, and the end-to-end delay
will not increase obviously. We notice also that our scheme
offers better delay in dense networks (more than 100 nodes).

The second performance compared is the percentage of
the control package length of the frame. Figure 8 shows
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Figure 9: Percentage of packets received successfully.

the comparison between our scheme and the traditional slot
reservation scheme. With the increase of number of nodes,
the traditional scheme has more control packets. The reason
is that each node in the network is allocated a control slot
for transmitting control packets. Our scheme has a lower
percentage of control packets of the frame, which is stable
and lower than the traditional scheme. This is due to the
combination of the control packets with the data packets.
Control packets are not transmitted in control slots in our
scheme.

Several performancemeasures have been computedwhen
the traffic rate is varied in Figure 9.The following simulations
are done for two different cases: (1) 2 antennas (angle of over-
age is 180 degrees) and (2) 4 antennas (angle of overage is 90
degrees).Themeasured parameter is the overall percentage of
packets received successfully. In Figure 9, it can be observed
that the average overall percentage of successfully received
data packets decreases when the traffic rate increases. The
overall percentage of packets in four antennas case is higher
than that of the two antennas case.The simulation shows that
more packets can be transmitted successfully by using more
directional antennas.

In following simulations, we use formula (4) of Section 3
to compute the SNR of nodes. In the fourth example, we
suppose that 𝑛 destinations are uniformly distributed in
Figure 10(a). We fix the beamwidth to 36 degrees, and the
transmit power is 20 dBm. It can be observed that with the
increase of the number of destination nodes, our scheme
outperforms the traditional scheme, with a delay reduction
of about 18%. Figure 10(b) shows the comparison of two
schemes with increasing transmit power.We suppose that the
beamwidth is 36 degrees and the number of destination nodes
is 30. It can be seen that our scheme always performs the
traditional scheme with about 40% when transmit power is
12 dBm.

In Figure 11, we compare the overall percentage of packets
received successfully when the bandwidth requirement is
varied. It can be observed that with the increase of bandwidth
requirement, the overall percentage of packets received suc-
cessfully decreases when the beamwidth is 36 degrees and the
transmit power is 20 dBm.Our scheme has higher percentage
of packets received becausemore route request packets can be
received.
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Figure 10: Simulation delay result for scenario of uniformly dis-
tributed.

In the final experiment, we compare the result of our
scheme and the method used in [12] called DP-RQP, which
uses directional antennas. Figure 12 shows the result of com-
parison of the two methods with increasing the bandwidth
requirement. The beamwidth is 36 degree and the transmit
power is 20 dBm. The number of destination nodes is 30.
Our scheme has lower delay than DP-RQP method, because
our scheme adopts three phases to decrease the transmission
delay.

6. Conclusion

In this paper, we propose a novel time slot reservation
scheme in modified TDMA-based Ad Hoc networks using
directional antennas. Our scheme is based on reducing the
bandwidth consumption of control packets by deleting the
control phase of the traditional TDMA frame. The control
packets are incorporated with the data packets. It also takes
advantage of the significant increase in spatial reuse provided
by using directional antennas. We propose a three-phase
method to decrease the delay. Simulation results show that
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Figure 12: Simulation delay result for different bandwidth require-
ments.

the time slot reservation scheme using directional antennas
can improve the delay and the percentage of control packets.
It also increases the percentage of successfully received
packets, especially when the number of directional antennas
increases. Future work includes analyzing the effect of slot
reservation on routing protocol and optimizing the perfor-
mance of slot reservation scheme.
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This work provides a distributed fault-tolerant event region detection algorithm for wireless sensor networks. The proposed algo-
rithm can identify faulty and fault-free sensors and ignore the abnormal readings to avoid false alarm.Moreover, every event region
can also be detected and identified. Simulation results show that fault detection accuracy (FDA) is greater than 92%, false alarm
rate (FAR) is near 0%, and event detection accuracy (EDA) is greater than 99% under uniform distribution. FDA is greater than
92%, FAR is less than 1.2%, and EDA is greater than 88% under random distribution when sensor fault probability is less than 0.3.

1. Introduction

The wireless sensor network (WSN) is a novel technology
developed in recently years [1–9]. A wireless sensor net-
work (WSN) consists of a large number of sensors. These
sensors are used to monitor environmental variations such
as temperature, humidity, pressure, and concentration of
chemicals. Sensors in a WSN have limited computation,
communication, and sensing capabilities because they are
low cost and energy-constrained.Moreover, sensors are often
deployed in an uncontrolled and harsh environment. They
are prone to be faulty and hard to maintain. Therefore, a
fault-tolerant and energy-efficient algorithm is required for
network operation [4, 10–13].

The communication protocol of aWSN is very important
in order to reduce power consumption. Three general-
purpose protocol architectures include direct transmission
protocol [15, 16], routing protocol [17–19], and clustering
protocol [1, 3, 7, 11, 20–24]. Clustering is a popular energy-
efficient protocol in WSNs [3, 11, 21, 23]. It divides the moni-
tored area into several clusters, and each cluster has a cluster
head. A cluster head can be regarded as a local fusion center.
Each cluster member will send its physical value or decision
to its cluster head, and the cluster head can thus make data
aggregation or data fusion to eliminate invalid values and
report this result to the base station (BS). Significantly, the

challenge of designing a clusteringWSN is that a cluster head
is easy to exhaust its energy, and hence the networkwill be out
of control. Heinzelman et al. proposed the LEACH algorithm
[11]. In LEACH, cluster heads are randomly chosen, and
a self-organization procedure is performed. This protocol
balances the energy load between sensors. Heinzelman et
al. later proposed the improved centralized algorithm as
LEACH-C [21]. In LEACH-C, each sensor takes its turn
as the cluster head according to the remaining energy.
Therefore, the energy load is more evenly balanced than that
in the LEACH algorithm. Nocetti et al. proposed a clustering
algorithm based on connectivity [23]. The efficiency of this
algorithm can be measured by the number of clusters formed
and the number of border nodes produced.

Chen et al. proposed a distributed fault detection algo-
rithm in [25]. Each sensor compares the observed data with
its neighbors and makes a local decision by majority of
votes. Krishnamachari and Iyengar proposed a distributed
Bayesian algorithm [26]. In this algorithm, faults can be
detected and corrected, but it also introduces new errors.
Wu et al. [14] proposed an algorithm to solve the fault-event
disambiguation problem. They focused on two typical cases,
the event regions with ellipses or straight lines as boundaries.

This work provides a distributed and fault-tolerant algo-
rithm to extend the uses of fault-event disambiguation.
It can identify not only faulty and fault-free sensors but
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also the region where the event occurs. Simulation results
demonstrate that the proposed algorithm has high accuracy
and low false alarm in any shape of event regions.

The rest of this paper is organized as follows. Section 2
defines the network model and fault model. Section 3
describes the algorithm. Section 4 makes some simulations
and shows their results. Conclusion and future work are
drawn in Section 5.

2. Network Model and Fault Model

For ease of reference, frequently used notations and def-
initions in this paper are listed in Table 1. Each sensor 𝑠

𝑖

in a WSN has an observation 𝑥
𝑖
from its location. This

observation is independent and identically distributed on
phenomenon from sensor to sensor. 𝜃

𝑑
is defined as a

threshold for checking whether two readings are in the same
situation. For example, to get the relationship and to decide
the status of two sensors 𝑠

𝑖
and 𝑠
𝑗
, themeasurement difference

𝑑
𝑖𝑗
is comparedwith 𝜃

𝑑
.When𝑑

𝑖𝑗
> 𝜃
𝑑
, at least one of 𝑠

𝑖
and 𝑠
𝑗

is abnormal. 𝜃ev is defined as the event threshold.When 𝑠
𝑖
is a

fault-free sensor and 𝑥
𝑖
is greater than 𝜃ev, 𝑠𝑖 is identified as an

event sensor. 𝜃
𝐷
and 𝜃
𝑓
are defined as the thresholds of degree

and faith, respectively. These two thresholds are used in the
procedure of making the strong decision by a cluster head,
which will be further described in the next section. Assume
that each sensor has a unique ID and can use the power
control mechanism to vary the transmitting power, and the
transmission range in the WSN is independent from sensor
to sensor. If a sensor is far away from all other sensors, it can
enhance its transmitting power to increase the transmission
range and communicate with other sensors.

Notably, the fault model of this work assumes that
computation and communication capabilities of each sensor
always work properly.Three types of sensing fault are defined
as stuck-at-maximum fault, stuck-at-minimum fault, and
random fault. When a sensor is on the stuck-at-maximum
fault, on the stuck-at-minimum fault, or on the random
fault, it reports the maximum physical value, the minimum
physical value, or a randomphysical value uncorrelated to the
environment, respectively.These faulty sensors make the net-
work unreliable and affect the final decision of the WSN.
Therefore, a fault-tolerant algorithm to identify and isolate
faulty sensors is designed in this work, and hence the pre-
cision of the event region detection is improved.

3. Proposed Algorithm

Assumes that the BS is capable of broadcasting a global
message to sensors everywhere and each sensor knows its
own geographical location either through GPS or RF-based
beacons [27]. Each cluster head collects data from its cluster
members. The data may contain abnormal readings. There-
fore, this work provides an algorithm to identify those sensors
that get abnormal readings. The proposed algorithm adopts
the correlative relationship to distinguish event sensors or
faulty sensors. Faulty sensors are likely to be uncorrelated,
and sensors in the event region are spatially correlated. The

Table 1: Notations and definitions.

𝑛 Total number of sensors
𝑠
𝑖 The sensor with ID 𝑖
𝑁(𝑠
𝑖
) The set of neighbors of 𝑠

𝑖

𝑀(𝑠
𝑖
) The set of neighbors of 𝑠

𝑖
that have not joined any cluster

𝐷
𝑖 The degree of 𝑠

𝑖

𝐵
𝑖 The set of cluster(s) that 𝑠

𝑖
belongs to

𝑥
𝑖 Themeasurement of 𝑠

𝑖

𝑑
𝑖𝑗 Themeasurement difference of 𝑠

𝑖
and 𝑠
𝑗
, 𝑑
𝑖𝑗
=

𝑥
𝑖
− 𝑥
𝑗



𝑐
𝑖𝑗

Themeasurement status between 𝑠
𝑖
and 𝑠
𝑗
, 𝑐
𝑖𝑗
∈ {0, 1},

𝑐
𝑖𝑗
= 𝑐
𝑗𝑖

𝑤
𝑖 The weight of cluster head 𝑖
𝑓
𝑖 The faith of cluster head 𝑖, 𝑓

𝑖
= 𝑤
𝑖
/𝐷
𝑖

𝑃
𝑖 The status of 𝑠

𝑖
, 𝑃
𝑖
∈ {GD, FT, EV, UD}

𝜃
𝑑 Themeasurement difference threshold
𝜃
𝐷 The degree threshold
𝜃
𝑓 The faith threshold
𝜃ev The predefined event threshold
𝑇rcv The timer for receiving cluster invitation
𝑇self The timer for the self-decision
𝑇weak The timer for the weak decision

algorithm is divided into two phases, clustering phase and
decision phase.

Some other definitions are described as follows. If 𝑑
𝑖𝑗
≤

𝜃
𝑑
, where 𝑠

𝑖
is a cluster head and 𝑠

𝑗
∈ 𝑁(𝑠

𝑖
), then 𝑐

𝑖𝑗
= 𝑐
𝑗𝑖
=

0 and 𝑤
𝑖
increases by one. If 𝑑

𝑖𝑗
> 𝜃
𝑑
, then 𝑐

𝑖𝑗
= 𝑐
𝑗𝑖
= 1

and 𝑤
𝑖
does not increase. Weight 𝑤

𝑖
is used to calculate 𝑓

𝑖
.

Four statuses of a sensor in aWSN are defined as Good (GD),
Faulty (FT), Event (EV), or Undetermined (UD).

3.1. Clustering Phase. The clustering phase starts when the BS
broadcasts a clustering message to all sensors. In this phase,
the monitored environment is divided into several clusters
by cluster heads. Each cluster head can be regarded as a
local fusion center. It collects information from its members
and reports the fusion to the remote BS. Therefore, a well-
designed clustering rule is to avoid chaotic situations such
that a cluster head has no members or two cluster heads exist
in the same cluster. The clustering rule of this work uses the
degree of a sensor as the primary key and the sensor ID as
the secondary key. At the first stage, each sensor exchanges
degrees with its neighbors. Every sensor 𝑠

𝑗
, which has𝐷

𝑗
= 0

and does not belong to any cluster, is classified as an isolated
sensor. Every sensor 𝑠

𝑖
with the highest degree among𝑀(𝑠

𝑖
)

and itself is chosen as the cluster head.The remaining sensors
start a timer 𝑇rcv for receiving invitations. If two or more
sensors have the same maximum degree as 𝑠

𝑖
and𝑀(𝑠

𝑖
), the

sensor with the lowest sensor ID is chosen to be the cluster
head. Each cluster head sends an invitation to its neighbors to
include them as its cluster members and ends the clustering
phase. When a sensor receives an invitation, it joins the
cluster. Every sensor will check if it has joined any cluster
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si
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Does Trcv expire?

Figure 1: The flow chart of the clustering phase.

when 𝑇rcv expires. If yes, it starts a timer 𝑇self for the self-
decision which will be described in the decision phase, and
the clustering phase is completed. If not, it continues to check
if it is the highest degree among𝑀(𝑠

𝑖
) and itself as is in the

previous step. In the clustering phase of the algorithm, each
cluster head forms its own cluster and each member sensor
may belong to more than one cluster. Because all neighbors
of a cluster head are its cluster members, the clustering rule
used in the algorithm guarantees that every cluster head is
not adjacent to any other cluster head; that is, there is only
one cluster head in each cluster. Figure 1 shows the flow chart
of the clustering phase.

3.2. Decision Phase. Initially, the status of each sensor is set to
UD.This phase is divided into three kinds of decision: strong
decision, weak decision, and self-decision. An important
mechanism in this phase is that when sensor 𝑠

𝑗
is set to GD

or EV, it will cease to allow other sensors to reset its status.
On the other hand, when 𝑠

𝑗
is set to FT, 𝑃

𝑗
may be switched

to the same status as 𝑃
𝑘
by 𝑠
𝑘
if 𝑠
𝑘
∈ 𝑁(𝑠

𝑗
) and 𝑃

𝑘
= GD

or EV to reduce false alarms. The strong decision is only
performed in the cluster heads whose degree and faith exceed
the thresholds. The weak decision is performed in the cluster
heads with status UDwhen 𝑇weak expires.The self-decision is
performed in the cluster members with status UD when 𝑇self
expires. Each decision is described in detail as follows.

3.3. Strong Decision. First, each member sensor 𝑠
𝑗
sends the

observation 𝑥
𝑗
to its cluster head(s), and each cluster head

𝑠
𝑖
calculates 𝑑

𝑖𝑗
, 𝑐
𝑖𝑗
, 𝑤
𝑖
, 𝐷
𝑖
, and 𝑓

𝑖
where 𝑠

𝑗
∈ 𝑁(𝑠

𝑖
). If 𝐷

𝑖
≥

𝜃
𝐷
, 𝑓
𝑖
≥ 𝜃
𝑓
, and 𝑃

𝑖
= UD, cluster head 𝑠

𝑖
sets 𝑃

𝑖
to GD

when 𝑥
𝑖
< 𝜃ev or EV when 𝑥

𝑖
≥ 𝜃ev and determines the

statuses of 𝑁(𝑠
𝑖
). If 𝐷

𝑖
≥ 𝜃
𝐷
, 𝑥
𝑖
≥ 𝜃ev, 𝑓𝑖 ≥ 𝜃𝑓/2, and

𝑃
𝑖
= UD, cluster head 𝑠

𝑖
sets 𝑃

𝑖
to EV and also determines

the statuses of𝑁(𝑠
𝑖
). Otherwise, 𝑠

𝑖
starts a timer 𝑇weak for the

weak decision described in next paragraph and exits current
decision. Second, during the status propagation, 𝑠

𝑖
checks 𝑐

𝑖𝑗

to set 𝑃
𝑗
to UD or FT for all 𝑠

𝑗
∈ 𝑁(𝑠

𝑖
). If 𝑐
𝑖𝑗
= 0, then 𝑃

𝑗
is

copied from 𝑃
𝑖
, and 𝑠

𝑗
continues to set the statuses of 𝑁(𝑠

𝑗
).

If 𝑐
𝑖𝑗
= 1 and 𝑃

𝑖
= GD, 𝑃

𝑗
is set to FT, and 𝑠

𝑗
terminates
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Figure 2: The flow chart of the strong decision.

the status propagation. Figure 2 illustrates the flow chart of
the strong decision.

3.4. Weak Decision. When 𝑇weak of cluster head 𝑠𝑖 expires, 𝑠𝑖
with 𝑃

𝑖
= UD starts the weak decision. Based on majority

vote, if 𝑓
𝑖
> 0.5, 𝑠

𝑖
sets 𝑃

𝑖
to GD when 𝑥

𝑖
< 𝜃ev or EV

when 𝑥
𝑖
≥ 𝜃ev, and 𝑠𝑖 checks 𝑐𝑖𝑗 to set 𝑃

𝑗
to UD or FT for

all 𝑠
𝑗
∈ 𝑁(𝑠

𝑖
). If 𝑐
𝑖𝑗
= 0, 𝑃

𝑗
is copied from 𝑃

𝑖
. Moreover, if

𝑐
𝑖𝑗
= 1 and 𝑃

𝑖
= GD, 𝑃

𝑗
is set to FT. If 𝑓

𝑖
≤ 0.5, 𝑠

𝑖
sets 𝑃

𝑖
to

FT and terminates the weak decision. Figure 3 illustrates the
flow chart of the weak decision.

3.5. Self-Decision. When 𝑇self of member sensor 𝑠
𝑗
expires, 𝑠

𝑗

first starts reclustering described in next paragraph and then
checks 𝑃

𝑗
. If 𝑃
𝑗
= UD, 𝑠

𝑗
searches for a GD sensor 𝑠

𝑘
in𝑁(𝑠

𝑗
)

and calculates 𝑐
𝑗𝑘
. If 𝑐
𝑗𝑘
= 0, 𝑃

𝑗
is set to GD. If 𝑐

𝑗𝑘
= 1, 𝑃

𝑗

is set to FT. Notably, it is possible that no sensor with status
GD can be found in 𝑁(𝑠

𝑗
). When that happens, 𝑠

𝑗
uses its
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maximum transmission range for searching a sensor with
status GD. Nevertheless, if a sensor with status GD cannot
be found within the range, 𝑃

𝑗
is set to FT. Figure 4 illustrates

the flow chart of the self-decision.
Reclustering is an important approach in the self-

decision. If a cluster head 𝑠
𝑖
is set to FT, its members who do

not belong to any other cluster must be reclustered because a
faulty cluster head cannot properly report data to the BS.The
erroneous data may cause incorrect final decisions at the BS
and thus theWSNmaymiss some event regions. For example,
𝑠
𝑖
and 𝑠
ℎ
are two cluster heads, and 𝑃

𝑖
is set to FT, and 𝑃

ℎ
is set

to GD. There exist two cluster members 𝑠
𝑗
and 𝑠
𝑘
of cluster

𝑠
𝑖
such that 𝐵

𝑗
= {𝑖, ℎ} and 𝐵

𝑘
= {𝑖}. In this case, since 𝑠

𝑖

is faulty, 𝑠
𝑗
removes 𝑖 from 𝐵

𝑗
and belongs to cluster ℎ only.

Therefore, 𝑠
𝑗
does not require reclustering.On the other hand,

after removing 𝑖 from 𝐵
𝑘
, 𝑠
𝑘
does not belong to any cluster

and its observations will be ignored. Therefore, 𝑠
𝑘
requires

reclustering. After reclustering, everything is accomplished
by the new cluster head. Every sensor is included in some
cluster after the decision phase, except for all isolated sensors.

4. Simulation Results

The simulation platform is a PC with Windows XPSP3, and
the simulation program is developed in C#. The network
parameters in this simulation are preset as follow. The trans-
mission range of a sensor is between 2mand 10m.Thresholds
𝜃
𝑑
, 𝜃ev, and 𝜃𝑓 are set to 5, 60, and 0.66, respectively, and 𝜃

𝐷

is set to the average degree of the network. Notably, with the
aid of experiments, we tuned every threshold carefully to get
higher FDA and EDA and lower FAR. Each physical datum
of any observation is between 0 and 100. The fault detection
accuracy (FDA) is defined as the ratio of the number of faulty
sensors detected to the total number of faulty sensors. The
false alarm rate (FAR) is defined as the ratio of the number
of fault-free sensors diagnosed as faulty to the total number
of fault-free sensors. The event detection accuracy (EDA) is
defined as the ratio of the number of event sensors detected
to the total number of sensors located in the event region.

The result of the proposed algorithm will be compared
with that of a recent algorithm for event boundary detection
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with faulty sensors in a WSN by Wu et al. [14]. For ease of
comparison, the network setup is the same as that of Wu et
al. 4,096 sensors are uniformly distributed in a 64m × 64m
square region and represent an averaged summary of 100
runs. Figure 5 illustrates the FDA of the algorithm provided
by Wu et al. and the proposed algorithm. Figure 6 shows the
FAR of Wu et al.’s algorithm and the proposed algorithm.

Referring to Figure 5, the FDA of Wu et al.’s algorithm
is slightly better than that of the proposed algorithm when
average degree is between 20 and 50.This is because our sim-
ulation includes random faults, and random faulty sensors
may catch random physical data near normal range (or event
range), which are difficult to be correctly detected. Never-
theless, the FDA of Wu et al.’s algorithm is very inaccurate,
while average degree is 10. In contrast, the FDA of the pro-
posed algorithm remains close to 93% under various average
degrees. The FARs of Wu et al.’s algorithm and the FAR of the
proposed algorithm are illustrated in Figure 6. Undoubtedly,
higher FAR always gets higher FDA. Obviously, our algo-
rithm thus makes a significant improvement in FAR since it
is almost 0%.The key point is that when a fault-free sensor 𝑠

𝑗

has been diagnosed as FT, its status may be switched to GD as
long as there exists a sensor with status GD in𝑁(𝑠

𝑗
) running

the status propagation.
Figure 7 demonstrates that the FDA of our algorithm

decreases smoothly with the sensor fault probability from 0.1
to 0.4 and average degree 10. Actually, a high degree net-
work demands high cost and is not practical for a large scale
network. Therefore, the proposed algorithm is more suitable
for WSNs.

Figure 8 shows the results of our algorithm that 250
sensors are randomly distributed in a 30m × 30m square
region with average degree of 10, and the predefined event
region is a square with side length 8m located in the middle.
The FDA is greater than 92%, the FAR is less than 1.2%, and
EDA is greater than 88% when sensor fault probability is less
than 0.3. Figure 9 illustrates the simulation result that the BS
uses the convex hull algorithm to identify the event region. In
Figure 9, red, black, and blue nodes indicate GD, FT, and EV
sensors, respectively. The black circles are clusters, the green
square is the predefined event region, and the purple polygon
is the detected event region.
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Figure 9: Convex hull algorithm is used to identify the event region
at the BS. (Red: GD sensor; black: FT sensor; blue: EV sensor; green:
the predefined event region; purple: the detected event region).

5. Conclusion

This work provides a distributed fault-tolerant algorithm
for event region detection of WSNs to solve the fault-event
disambiguation problem. It may be widely used in abnormal
region detection. For example, sensors can be deployed in
a forest by an airplane to discover promptly forest fires by
monitoring the temperature around each sensor. The BS can
identify the abnormal region based on the report of the
cluster heads and send out a fire alarm signal. The proposed
algorithm has high accuracy on event detection and low false
alarm.Our futureworkwill focus on power consumption and
cluster head rotation to extend system life time. Moreover,
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to compute the best value of every threshold is our further
research.
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In distributed wireless sensor networks (DWSNs), the data gathered by sink is always massive and consumes a lot of resources. It
is suitable for cloud computing platform to apply service in data processing system. In cloud computing, IAAS platform provides
services and calculation to the user through the virtual machine. The management of virtual machine images not only consumes
a huge amount of storage space but also gives large pressure on network transmission. By using deduplication technology in
openstack, this paper designed and implemented, an image management system IM-dedup, which uses static chunking (SC) to
divide image file into blocks of data, avoid duplication data blocks transmission on network by using fingerprint pretransmission
technology, and reduce storage space by deploying kernel mode file system with deduplication in the image storage server. The
experimental results showed that the system not only reduced 80% usage of the virtual machine image storage, but also saved at
least 30% of transmission time. Furthermore, the research on virtualmachine image format showed that “VMWareVirtualMachine
Disk Format” (VMDK), “Virtual Desktop Infrastructure” (VDI), “QEMU Copy On Write2” (QCOW2), and RAW image formats
are more suitable for the IM-dedup system.

1. Introduction

Deduplication technology is a lossless data compression
technology, which first utilizes the characteristics of the data
to detect duplicated objects in data streams. After detection
of duplications, it replaces the duplicated copies of the data
object by using pointer to the unique data object. Dedupli-
cation technology is able to share duplicated data blocks
across files, which leads to a high data compression rate, and
therefore has been widely used in data backup archive field
[1–5].

Gathering remote information is an important part
of applications in distributed wireless sensor networks
(DWSNs). For example, monitoring temperature, lightness,
humidity, atmospheric pollution, building structure integrity,
and chemical and biological threats. Since the data gathered
by sinks is always massive and consumes a lot of resources, it
is suitable to apply a cloud computing platform to host and
process massive data in such a situation; the architecture is
shown in Figure 1. IAAS cloud computing platforms, such
as eucalyptus [6], EC2 [7], and openstack [8], use virtual

machines to provide computing services for the users. Since
the needs of users are flexible and different, it should support
various virtual machines with a variety of configurations,
such as different lineage operating system, or 32/64 bit sys-
tem. In order to establish a virtual machine quickly, a cloud
computing system uses virtual machine images to manage
virtual machines. A single user may have multiple differently
configured virtual machine images, each of which is usually
larger than 1GB. With the expansion of cloud scale, the
cost of the management of virtual machine images in cloud
computing systems increases fast, particularly the transmis-
sion time consumption and image storage consumption. The
comparison of time consumption between MD5 and SHA1
is shown in Tables 1 and 2 gives the comparison of average
execution time and CPU usage between MD5 and SHA-1.

Some recent studies [9, 10] have shown that more than
80% of the data blocks in virtual machine storage are
duplicated. In other words, the 80% of the data blocks are
shared by different versions of virtual machine image [11].
Therefore, the application of deduplication technology is
helpful for IAAS cloud computing platforms to manage data
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Table 1: The comparison of time consumption between MD5 and
SHA1 [27].

Hash function 1 K 100M 1.5G
Md5 1ms 0.931ms 20.762 s
SHA-1 1ms 0.987ms 21.518 s

Table 2: The comparison of average execution time and CPU usage
between MD5 and SHA-1 [27].

Hash function MD5 SHA-1
Average execution time 48 S 48.2 S
CPU usage 28% 72%
Test data set is vmware virtual operating system disc files, Windows 2003,
CPU: P4, 28G, AM: lG, D: 4lXBDE.

more efficiently.Most of the existing researches are concerned
about how to deduplicate virtual machines, but few of them
are concerned on particular open source cloud computing
platforms. Some commercial file systems also can support
deduplication technology, such as SDFS [12], ZFS [13], which
can achieve high IO throughput. But all of them are designed
for enterprise applications and require a big memory which
is unsuitable for openstack.

In this paper, an image management system, named IM-
dedup, is presented to solve the problems and difficulties of
the openstack cloud-computing platform.The presented sys-
tem applies static block technology to divide a file into blocks
of data, uses the fingerprint pretransmission technology to
avoid transmission of duplicated data blocks, deploys the
kernel-space deduplication file system on the image storage
server to reduce storage space, and uses the memory filter to
reduce the overhead of disk index. Besides, it also improves
the locality of data by centralizing fingerprints in disk to
achieve a higher IO throughput rate with the limitedmemory
occupancy rate.

The experiment showed that the system not only reduced
at most 80% of storage capacity expenses on virtual machine
image storage but also saved at least 30% of transmission
time. In addition, our results on different image formats of
virtual machine showed that VMDK, VDI, QCOW2, and
RAW image formats are more suitable for this system.

2. Related Work

In the field of data storage and backup research, deduplication
is the most important emerging technology. The complete
process of deduplication consists of four steps: file chunking,
fingerprint extraction, fingerprint lookup, and data storage.
Researchers have made studies of deduplication technology
from various perspectives, mainly focused on the following
three aspects.

2.1. Studies on Strategies of Data Partitioning and Feature
Extraction. AA-dedupe [14] is an application-aware dedupli-
cation technology, which applies different methods to chunk
and calculate fingerprints according to file types. To improve
efficiency, some excessively small files (smaller than 1 k) are
ignored. SAM [15] is a semantic-aware deduplication tech-
nology. It can reduce deduplicated data blocks selectively by
analyzing the feature of the file size, file location, and file type.
In addition, SAM combines global-file-level deduplication
with local-block-level deduplication to find the trade-off
point between duplication rate and system performance.

2.2. Studies on Strategies of Memory Index Lookup. As men-
tioned in many papers [11, 16–18], fingerprint lookup has
seriously affected IO performance in large-scale systems.
Therefore, how to improve the efficiency of index query has
become one of the hottest research spots in the field of
deduplication technology. DDFS [11] uses Bloom filter and
cache technology to improve the performance of data block
lookup. Due to the use of Bloom filter, DDFS demands a big
memory and thus has poor scalability, which leads to poor
support for the operation of delete or update. Mark et al. [16]
proposed an online block-level deduplication technology,
sparse indexing, which is based on the similarity detection.
This technique divides the data stream into big segments.
In order to locate a similar data segment, the technology
needs to extract hook fingerprints which can be shared by
many blocks. The hook fingerprints of some data blocks may
be the same one, and it means that these data blocks are
similar to each other. It helps to reduce the sampling rate and
lookup complexity. Even though sparse indexing demands
less memory than DDFS, its performance of deduplication
depends on the locality and sampling rate of hook fingerprint.

2.3. Studies on Transmission Strategies. The authors of paper
[19] proposed a cloud backup system, called Cumulus using a
simple communication protocol. It only needs to be installed
in the client, and the deduplication process is also completed
on client, and then Cumulus stores the data block into a
remote server. However, the client must maintain a finger-
print index table in order to deduplicate between different
files. Though Cumulus has improved the performance of
transmission and storage, the system still has a poor scal-
ability. LBFS [20] uses content-based chunking method to
divide the files into many chunks. It transmits chunk fin-
gerprints over the network to identify whether a data chunk
is duplicated or not. By only transmitting an unduplicated
data chunk, LBFS thus saves network bandwidth. The LBFS
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runs in user space.Though the LBFS saves bandwidth during
transmission, the received files in the storage system are still
full-size without any deduplication treatment.

Semantic-aware and application-aware deduplication
technology can achieve a tradeoff between deduplication rate
and system performance, but this technology is more suitable
for personal file backup rather than for virtual machine
image management. Enterprise-class deduplication file sys-
tems such as DDFS, ZFS, and SDFS demand enterprise-class
equipments, while Openstack is usually deployed on limited
hardware resources, thus enterprise-class deduplication file
systems are not suitable for openstack obviously.

According to the problems and difficulties encountered
in image management of Openstack, this paper presented a
novel image management system, called IM-dedup system,
which uses the static block technology to divide a file into a
number of blocks, uses fingerprint pretransmission technol-
ogy to avoid the transmission of duplicated blocks, deploys
the kernel file system with deduplication functionality in the
image storage to reduce storage space, uses memory filter to
reduce the number of disk indexes, centralizes fingerprint
storage area to improve the locality of data accessing, and uses
limited memory to achieve a higher IO throughput rate.

The paper is organized as follows. In Section 3.1, the
openstack system is introduced. The detailed analysis of
image storage and the deduplication process on a sever are
given in Section 3.2. In Section 3.3, the IM-dedup system is
described and analyzed. In Section 4, the system evaluation
methods and results are given. Finally, some conclusions are
drawn in Section 5.

3. Design and Implementation of
IM-Dedup System

This system takes the advantages of source-deduplication sav-
ing bandwidth and target-deduplication saving storage space.
It chunks the file data for only once and computes the finger-
print for just once and thus avoids repetitive computation and
fully utilizes the existing resources.

3.1. Openstack. Openstack is an open source project devel-
oped by NASA and Rackspace, which can be used to build
private and public clouds. And it consists of several key com-
ponents: nova, glance, keystone, swift, network, and so forth.
Each component communicates with others by a message
queue. Nova is the computation component, which provides
application, creation, activation, and destruction services
for the virtual machine. Glance is the image management
component, which provides storage, query, and registration
services for images. Keystone provides registration, manage-
ment for the account. Swift is the object storage component
for Openstack, which provides high-reliability and high-
scalability storage service.Network componentmanages each
node’s network connection, it can avoid network’s bottleneck
effectively and improve efficiency. Figure 2 shows the archi-
tecture of Openstack.

At present, there are two ways to add an image into
openstack.

(1) By glance client and by executing glance add com-
mand, the virtual machine image will be added into
the storage backend of glance.
(2) By dashboard, users can take a snapshot of a virtual

machine and save it as an image.

Method (1) is mostly used by an administrator to manage
public virtual machine images.

Method (2) is mostly used by users to manage private
virtual machine images.

Every image uploaded to the glance will be assigned the
UUID randomly, which is the only identification in the sys-
tem. Nomatter which method used, there are two things that
openstack must do when storing image:

(1) store a virtual image in the glance,
(2) store the metadata in the glance, which includes

registration of the image information in the database,
and then mark the image state as saved.

The images of Openstack have 6 states, including queued,
saving, active, killed, deleted, and pending delete. Queued
state represents that the UUID of an image is registered into
glance, but no image data has been uploaded. Saving state
represents that the image data is being uploaded. Killed state
represents that there is something wrong during uploading.
Active state represents the availability of the image. Delete
state represents that image data will be cleaned later; however,
the image still can be used at present. Pending delete state is
similar to delete state, but image data can be to reinstated.

Since the needs of users are various, there will be a num-
ber of virtual machine images of different versions. As a
result, huge storage space is required to store them, and con-
siderable time is needed to transmit them over networks.

3.2. The Process of Server-Side Image Deduplication and
Storage. The Openstack should be deployed on the Ubuntu
Linux kernel, which uses EXT3 file system [21] to manage
files and devices. The hard disk partition of EXT3 file system
consists of a series of 4096-byte (4 KB) data blocks; these
data blocks are divided into several block groups which are
of the same size. Each block group contains a bitmap block
(used to record the use of data blocks in the block group),
an inode linked list (records each file’s inode) and an inode
bitmap block (records the use of inode). Each file has a 128-
byte inode, which records the creation, modification, access
time, size, and save location information of the file. As shown
in Figure 3, in the Linux file system, each file will use the data
structure called inode, which describes a file or a directory.
Each inode contains all of the description information of a
file or a directory, including file type, access permissions,
file owner, timestamps, file size, data block pointers, and
so on. The data pointer can be divided into three types:
direct pointers (or the single-level pointers), the second-level
pointers, and the third-level pointers. They point to the data
from different levels.The three types of pointers are shown in
Figure 4.

In order to implement the deduplication and reduce the
local storage space of the images, the liveDFS [22] data
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deduplication method is used into the image data storage
system on a single computer node. The file system uses a
method of fixed block size which can be demonstrated to
be capable of optimizing the performance of the CPU and
memory. In order to be compatible with liveDFS file system,
the IM-dedup system also chooses to use the method of fixed
block size. It means that IM-dedup system also divides a
file into a number of chunks which size is 4 KB. And the
system will extract fingerprint values in a unit of 4 KB. And
the system will extract fingerprint values in a unit of 4 KB.
For example, file 𝐹

1
is cut into 𝐶

1
, 𝐶
2
, and 𝐶

3
, and then the

fingerprint values are 𝑓
1
, 𝑓
2
, and 𝑓

3
, respectively; the data

blocks 𝐶
1
, 𝐶
2
, and 𝐶

3
are stored in the file system. 𝐹

2
is

cut into 𝐶
4
, 𝐶
5
, and 𝐶

6
, and the fingerprint values are 𝑓

4
,

𝑓
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, and 𝑓

6
, respectively. Finding and comparing through the

fingerprint values, if 𝑓
1
= 𝑓
5
, then we only stored 𝐶

4
and

𝐶
6
, and let the fingerprint point to 𝐶

1
, and thus two pointers

pointing to one data block, as shown in Figure 5.

3.2.1. Fingerprint Storage. Ext3 file system manages the disk
by block groups, and the size of group is 128MB. And also
each file is cut into blocks which size is 4 KB. So, each block
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Figure 4: The architecture of an inode in EXT3 file system.

group has 32768 blocks in total, and it occupied 655360 bytes
space in fingerprints storage, equivalent to the 160 blocks.
These 160 blocks exist in the front space of each block group
called fingerprints storage area. The fingerprints storage area
consists of an array of fingerprints and the reference counter,
and it can index to the data block in every block group
through each disk data blocks block number (block address)
of the same block group, as shown in Figure 5.

One of the fingerprints contains 20 byte, the former 16
byte record fingerprint values of a block and the later 4 byte
record the reference number, as shown in Figure 6.

3.2.2. Fingerprint Filter. The fingerprint filter is the index
structure inmemory. It aims to accelerate the searching speed
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of the fingerprint on disk. Figure 7 describes the fingerprint
filter design in detail.The fingerprint filter is the second-level
filter.The first-level filter is named index key, which maps the
former 𝑛 bit of fingerprint. The second-level filter is named
bucket key, which maps the later 𝑘 bit of fingerprint.

When initializing the fingerprint filter, Mount program
allocates index key table firstly.The index key table is an array
of 2𝑛 elements, each element points to the head pointer of
a bucket linked list. The tuples which are the same to index
key are saved in the bucket which is pointed by this index
key. Bucket line is combined with tuples bucket key block
number, if one bucket is full, the system will create a new
bucket to build bucket linked list. In order to use binary
search method to query the bucket key efficiently, we sort
the elements in each bucket by bucket key. It needs to be
emphasized that the fingerprint filter initialization is a one-
time process, and the cost of theinitialization depend on the
total amount of data. Before a new block of data is written
to the disk, the fingerprint filter is firstly queried. If the new
blocks fingerprint is matched with the former 𝑛 + 𝑘 bit of
the filter, then the filter will return the corresponding data

block number. The fingerprint values which share the same
prefix “𝑛 + 𝑘” may be more than one, and the filter may
return a number of block numbers. In order to eliminate false
positives, the system will find the corresponding fingerprint
storage area through the return block number to prove if
the fingerprint values in data block are exactly matched with
the one in fingerprint storage area. After completion of each
operation (write, modify, delete), the system will update the
fingerprint filter. Ng et al. [22] proved that when 𝑛 = 19 and
𝑘 = 24, the efficiency of the filter can achieve a very good
performance through mathematical calculations.

Figure 8 is a new process of writing files.
When a new file comes, system will first chunk it into

blocks. And then, the fingerprint calculation program will
calculate the fingerprint. Once a fingerprint is produced, it
will be transferred into fingerprint filter. If the fingerprint is
not in the filter, it indicates that the block is not duplicated.
Then the system will write the block into disk and then
modify the inode. If the fingerprint is in the filter, the program
will start another process into disk to search the fingerprint. If
fingerprint is not in the disk, it indicates that the block is a new
one. It should be stored into disk, and then somemodification
should be done to the inode. If fingerprint is in the disk, which
means the block is a duplicated one, the block data should be
dropped, and what the program needs to do is to modify the
pointers in the inode.

3.3. The Design of IM-Dedup System. The infrastructure of
IM-dedup system is shown in Figure 9. In Openstack, nova
integrates physical resources from compute nodes and pro-
vides users computing services. Glance manages the storage,
retrieval, and registration of virtual machine image. When a
user makes a launch request, nova sends a retrieval request.
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And then glance delivers the requested image to a compute
node which will then launch this virtual machine image.

When a glance client needs to upload an image, the glance
server will register the image information in the registry
server and then uploads the image to the storage backend.

3.3.1. The Process of IM-Dedup System. Figure 10 describes
the workflow of the process of the image uploading.

Step 1. The glance client sends an image write request to
the glance server. The glance server registers the image
information to the image database. And the glance server
enters the file write mode, makes a new inode, and prepares
for the file writing.

Step 2. The glance client starts the slice operation. After get-
ting a chunk 𝑐, glance client computes the related fingerprint
𝑓 and sends it to the glance server.

Step 3. The glance server receives the fingerprint 𝑓 and then
sends it to the fingerprint filter. The fingerprint filter checks
𝑓 to make sure the 𝑛 + 𝑘 bit of 𝑓 in the filter. If not in, go to
Step 6; if in, go to Step 4.

Step 4. Start the process of fingerprint storage retrieval. If 𝑓
is a new fingerprint, go to Step 5; if not, go to Step 6.

Step 5. If there is𝑓 of chunk 𝑐 the same as chunk 𝑐 fingerprint
𝑓. Modify the present inode pointer to point to 𝑐.
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Step 6. Return a request for chunk 𝑐 to glance client, and then
store chunk 𝑐 onto storage backend, and modify the present
pointer to point to chunk 𝑐.

Step 7. Go to Step 2, until the end of file.

Step 8. Finish image upload process, and mark it as active.

3.3.2. Chunking. At present, there are two kinds of file-slice
methods, including static chunking [23] (SC, as is used in
venti [24] and oceanstore [25]) and content defined chunking
[11] (CDC, as is used int LBFS [20] and Pastiche [26]). And
the deduplication ratio is higher by CDC than by SC [23].
And fingerprint extractingmethods widely used are still hash
algorithms, like MD5, SHA-1, and Rabin hash.

The present image deduplication technologies only han-
dles single node deduplication, because 𝑡 the overhead of
network data transportation are not considered. To solve
this problem, it is necessary to slice the image in the glance
client. The present image deduplication technologies only

handles single node deduplication, because t the overhead of
network data transportation are not considered. Therefore,
IM-dedup system adopts SC as the slicemethod. For seamless
combination of native deduplication on image storage server
and remote slicing to avoid redundant slicing and fingerprint
calculating, IM-dedup system sets chunk size as 4096 bytes.

3.3.3. Methods for Calculating the Data Fingerprint. Each file
slicing needs to calculate the data fingerprint. And the system
then sends the fingerprint and other metadata to the image
storage management server. And on image storage backend,
the system will retrieve the fingerprint to make sure that if it
is necessary to send this data to image storage backend.

At present, MD5 and SHA-1 are the two most widely
used hash algorithms. MD5 groups the input as 512 bits,
and the output is 4 32-bits cascades which makes up a 128-
bits information abstract. And MD5 is one of the safest
encryption algorithms. And SHA-1 generates 160-bits infor-
mation abstract based on MD5. SHA-1 is a widely used hash
algorithm and also the one of most advanced encryption
technologies.

4. Experiments

4.1. Experimental Setup. The Openstack Image Service pro-
vides discovery, registration, and delivery services for disk
and server images. IM-dedup system can do more than
Openstack Image Service can. IM-dedup system not only
can provide discovery, registration, and delivery services
but also provide deduplication and network transmission
optimization. The experiments are designed to answer the
following 3 questions.

(1) How much storage space saved by IM-dedup system
compared to Openstack Image system?
(2) How much transmission time can IM-dedup system

save compared to Openstack Image system?
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(3) What is the most efficient image formats according
to IM-dedup system? In other words, what image
formats can reach the highest deduplication rate and
get the best transmission optimization results.

In our experimental setup, IM-dedup system is deployed
on Lenovo R510 G7 1U server which has an Intel Quad-
Core E5606CPU 2.13GHz 8M cache, R-ECCDDR3-1333 4G
memory SAS2.5 inch 300G disk.The nodes are connected by
1Gb/S independent Ethernet network.

There are three servers. The first one is used as dedupli-
cation image storage server deployed with IM-dedup server.
The second one is used as original image storage server
deployed with glance server. The last one is used as client,
which is in charge of uploading virtual machine image data
to servers.

4.2. Data Set. Openstack provides a multiformat image
registry; the image service allows uploads of private and
public images in a variety of formats, including

(i) Raw (img),
(ii) Machine (kernel/ramdisk outside of image, akaAMI),
(iii) VHD (Hyper-V),
(iv) VDI (VirtualBox),
(v) qcow2 (Qemu/KVM), VMDK (VMWare),
(vi) OVF (VMWare, others).

Some researcher found that the format of virtual machine
image impacts a lot on deduplication rate [9]. Images in our
data set adopt standardized configuration (2G memory, 10G
harddisk). Table 3 shows 35 virtual machine images, which
contains 7 operating systems and 5 formats. Some of them
are in the same lineage (such as Centos.6.2 and Centos.6.3),
some of them are in different branches of linux operating
system (such as Centos.6.2 and Ubuntu 11.10); some of them
are absolutely different (such as Win7 and Centos.6.3). All of
them are mainstream operating systems.

4.3. Deduplication Rate. Deduplication rate is an important
indicator to the effect of deduplication, which is defined as
follows:

deduplication rate

=
original bytes of disk image − stored bytes of disk image

original bytes of disk image
.

(1)

Deduplication rate depends primarily on deduplication
algorithm and deduplication data sets. As some researches
[14, 15, 19, 23] show that when the granularity of deduplica-
tion increases, the deduplication rate will decrease. But the
granularity deduplication decreases, the IO throughput will
increase. And it will also reduce CPU efficiency, enhance the
memory demand, and decrease overall system performance.
At present, the widely adopted deduplication granularity
is 8 k. There are some deduplication systems that use 4M
chunking granularity.
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Figure 11: Accumulated storage utilization.

In addition, deduplication rate is also impacted by data
sets. For the same data set, the higher deduplication rate
the better. In order to test the deduplication performance of
IM-dedup system image storage server, this paper uses the
original Openstack glance storage backend EXT3 file system
as the benchmark.

The accumulated storage utilization of the virtual
machine image in the original storage system is shown in the
Figure 11. In comparison, when we use the IM-dedup system,
with the increase of the number of images, the growth of the
storage space slowly and finally leveled off. The reason is that
the experimental data sets only using seven image versions
(they are Centos.6.2, Centos.6.3, Ubuntu 11.10, Ubuntu 12.04,
Ubuntu12.10, WinPro, and Win7), and each image was made
into five formats. Although there are 35 images, in fact there
are only 7 versions of images, different formats of an operat-
ing system may share a plenty of data blocks. Therefore,
the deduplication system performs efficiently. The curve of
IM-dedup system growth almost decreases to zero. Ideally,
if the server stored enough virtual machine image versions,
the hit rate of duplicated block will not grow in the server.
Because the image server does not need to store duplicated
block, the space occupied by virtual machine image will not
grow. We can learn from Figure 11 that deduplication rate
can be up to 80%.

In order to test the different image formats deduplication
rate in the system, this paper selects different system virtual
machine images, classified by format, divided into five cate-
gories, as shown in Figure 12.

Figure 12 shows that with the same image configuration,
raw format occupied the maximum disk space, vmdk, VHD,
VDI, and Qcow2 occupied disk space closely. But VHD
format image deduplication rate is far lower than the average
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Table 3: Images size in the data set (kB).

Centos. 6.2 Centos. 6.3 Ubuntu 11.10 Ubuntu 12.04 Ubuntu 12.10 Win Pro Win 7 Totol (kB)
VMDK 2111684 2103556 2768580 2549572 3040452 3587332 7507908 23669084
VHD 2171436 2161196 2853588 2630300 3111700 3615632 7591788 24135640
VDI 2138160 2132016 2799664 2578480 3068976 3612720 7565400 23895416
QCOW2 2107276 2099788 2765772 2546956 3036748 3583940 7507012 23647492
RAW 2100632 2091528 2753424 2536012 3022748 10485764 20971524 43961632
Total (KB) 10629188 10588084 13941028 12841320 15280624 24885388 51143632
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Figure 12: In contrast of the IM-dedup system deduplication effect
of virtual machine images of different formats.

deduplication rate 36%. It has only about 13%. Although they
have the same conditions on the virtual machine operating
system configuration, there are still significant differences
between the deduplication rate.This attributes to the internal
disk layout of VHD format. But in this paper, there is no
in-depth research in this aspect. Experiments show that the
openstack supported image formats, VMDK, VDI, QCOW2,
and RAW, is ideal for IM-dedup system management, espe-
cially the RAW format. Deduplication rate can reach 56%. In
practice, the users of the Openstack should recommend the
use of these four forms of virtual machine images.

4.4. Network Transfer Optimization. IM-dedup system uses
sockets to implement chunk data blocks transmission. With
the method of the fingerprint pretransmission, IM-dedup
system avoids the transmission of duplicated data blocks.
Openstack uses the glance add command to add a new image
into image system. Figure 13 shows the time-consuming
comparison between glance and IM-dedup system. It can be
seen from the chart: when uploading a few images (less than
5 in this experiment), glance performs better than IM-dedup.
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Figure 13: Cumulative time-consuming comparison between
glance and IM-dedup system.

That is, because glance uploads a whole image without the
overhead of chunking, calculation fingerprint and fingerprint
index. And there are few images in the image server, so few
chunks can be deduplicated. In comparison with glance, IM-
dedup system seems to have larger overhead.

However, as the number of images increases (more than
5 in this experiment), the slope of the curve decreases, and
cumulative time consuming of IM-dedup system is less than
glance.That is, because the number of duplicated data blocks
increases as the number of images in storage server increases,
and thus more data blocks do not need to be transmitted in
IM-dedup.

We also noticed that cumulative time consuming grows
very fast when 8th image was being uploaded. Then, we
checked the data set and found that the former 7 images are
Linux branches (such as Centos, Ubuntu). The 8th image is
win7, which shares little duplicated data block with Centos
and Ubuntu. The result is also proved in [9].

When the number of upload image grows further, the
slope of the IM-dedup curve decreases; however, the slope of
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glance does not decrease. In the ideal state, deduplication rate
is 100%, and the slope of IM-dedup is infinite toward zero.
But in real case, the transmission of requests and fingerprints
cannot be neglected. In the best case, we can expect that the
time is all consumed by the requests and fingerprints.

Our lab environment is equipped with 1GB/S Ethernet,
which is much better than general conditions. The cost of
adding an image by original methods depends on the image
size and network condition. When network bandwidth is
low, it will consume considerable time. In which case, the
advantages of IM-dedup network transport system are more
obvious.

After all, the performance of IM-dedup is more promi-
nent when the image number is large and in a low bandwidth
environment.

5. Conclusions and Future Work

In this paper, the IM-dedup system based on image manage-
ment system of deduplication was presented, which could be
used in data processing system of distributed wireless sensor
networks. The IM-dedup system combined deduplication
technology with the original basic functions of openstack,
such as glance image upload and registration, to achieve dou-
ble deduplication of local storage and network transmission.
By replacing the original imagemanagement system glance in
openstack, it achieves better performance. The experimental
results showed that IM-dedup system saved at most 80% of
the storage space and 30% of image upload time in the image
storage server.

This paper mainly studied the way to reduce network
transmission time in image upload and achieve deduplication
technology in image storage. Future work will be done on the
further optimization of image download process by applying
deduplication technology.
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A bridge is a critical edgewhose fault disables the data delivery of aWSNcomponent. Because of this, it is important to detect bridges
and take preventions before they are corrupted. Since WSNs are battery powered, protocols running on WSN should be energy
efficient. In this paper, we propose two distributed energy-efficient bridge detection algorithms forWSNs.The first algorithm is the
improved version of Pritchard’s algorithm where two phases are merged into a single phase and radio broadcast communication
is used instead of unicast in order to remove a downcast operation and remove extra message headers. The second algorithm runs
proposed rules on 2-hop neighborhoods of each node and tries to detect all bridges in a breadth-first search (BFS) execution session
usingO(𝑁) messages with O(Δ(log

2
(𝑁))) bits where𝑁 is the node count andΔ is themaximumnode degree. Since BFS is a natural

routing algorithm for WSNs, the second algorithm achieves both routing and bridge detections. If the second proposed algorithm
is not able to to classify all edges within the BFS phase, improved version of Turau’s algorithm is executed as the second phase.
We show the operation of the algorithms, analyze them, and provide extensive simulation results on TOSSIM environment. We
compare our proposed algorithms with the other bridge detection algorithms and show that our proposed algorithms provide less
resource consumption. The energy saving of our algorithms is up to 4.3 times, while it takes less time in most of the situations.

1. Introduction

Rapid developments in the last decade in wireless and hard-
ware technologies have created low-cost, low-power mul-
tifunctional miniature wireless devices. These devices have
enabled the use of wireless sensor networks (WSNs) [1].
WSNs do not have any fixed infrastructure where hundreds
even thousands of sensor nodes cooperate to implement
a distributed application. WSNs can be used in various
applications including habitat monitoring [1], military [2],
and smart home applications [3]. Energy consumption of a
WSN should be reduced to maximize the application lifetime
since sensor nodes are battery powered.The radio component
of a sensor node is the dominant energy consumer part.

WSNs are increasingly being used in challenged envi-
ronments such as underground mines, tunnels, oceans, and
the outer space. Wireless communication in challenged
environments have channel (edge) failures, mainly as a
consequence of direct impact of physical world. In addition

to energy constraints and wireless communication problems,
tiny sensor motes are prone to failures. In both type of these
failures, sensor network can continue its operation without a
serious bad effect. On the other side, some edges can have
critical tasks in routing operation. These edges are called
bridges (cut edges) which its removal breaks connectivity
of the network. Bridge detection is an important research
area for different types of networks [4–9]. After bridges are
detected, various solutions can be applied [10] in order to
neutralize bridges.

A WSN can be modeled with an undirected graph 𝐺 =

(𝑉, 𝐸), where𝑉 is the set of nodes and𝐸 is the set of edges. BFS
and depth-first search (DFS) are fundamental graph traversal
algorithms. DFS starts from sink node, and searches deeper
in the graph if possible [11]. Like DFS, BFS starts from sink
node and search proceeds in a breadth-first manner [11]. The
edges chosen for BFS are called tree edges, and other edges
are called cross edges. In BFS, tree level of sink node is 0,
the levels of neighbors of sink node are 1, and levels of other



2 International Journal of Distributed Sensor Networks

nodes are their shortest distance to the sink node. From this
property, BFS can be used to construct shortest path trees
rooted at the sink node. BFS is used widely in sensor network
for various purposes such routing and localization [12–16].
Besides, BFS can be modified to detect bridges. In this study,
we proposed bridge detection algorithms that use BFS as the
basis algorithm.

Distributed bridge detection algorithms proposed so far
have some important disadvantages. Although distributed
DFS based algorithms [8, 17–20] are simple and efficient for
bridge detection, DFS based applications for WSN are rare
in practice. Since then, DFS should be implemented as a
separate service where this would be an extra load for battery-
powered sensor nodes. Although BFS provides an efficient
routing infrastructure for sensor networks, BFS based bridge
detection algorithms lack some important design criterions.
The message size of the Milic’s BFS based algorithm [9] can
be as large as O(𝐸 log

2
(𝑁)). Pritchard’s BFS based algorithm

has two extra phases [21]. Because of these reasons, these
algorithms may consume significant energy. Regarding these
deficiencies, we propose two distributed localization-free
and energy-efficient bridge detection algorithms for sensor
networks. The contributions of this paper are listed below.

(i) We propose an improved version of Pritchard’s
algorithm (I-PRITCHARD). In I-PRITCHARD
algorithm, radio broadcast communication is used
instead of unicast communication, and a downcast
operation in Pritchard’s algorithm is removed. I-
PRITCHARD can be completed within 2 phases; on
the other hand, Pritchard’s algorithm needs 3 phases.
Because of these reasons, I-PRITCHARD consumes
less energy than the Pritchard’s algorithm.

(ii) We propose the energy-efficient bridge detection
algorithm (ENBRIDGE) by using 2-hop neighbor-
hood knowledge and radio broadcast communi-
cation. The algorithm uses O(𝑁) messages with
O(Δ log

2
(𝑁)) bits, where 𝑁 is the node count and Δ

is the maximum node degree. Besides, the algorithm
runs just one phase, that is, integrated with the BFS at
the best case. This is a significant improvement over
Milic’s algorithm. In the worst case, the algorithm
runs an improved DFS algorithm where message
complexity and message size are asymptotically same
with the first phase. ENBRIDGE outperforms its
counterparts in the simulations.

The rest of this paper is organized as follows. In Section 2,
the network model and bridge detection problem are
described, and the related work is surveyed in Section 3.
The proposed algorithms are described in Section 4. The
detailed analysis of the algorithms are given in Section 5, and
the results of performance tests are presented in Section 6.
Conclusions are given in Section 7.

2. Background

In this section, we introduce the network model and the
bridge detection problem.
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Figure 1: (a) Undirected graph model. (b) The bridge problem.

2.1. Network Model. The following assumptions are made
about the network as in [8, 22].

(i) Each node has distinct node id.
(ii) The nodes are stationary.
(iii) Links between nodes are symmetric. Thus, if there is

a link from 𝑢 to V, there exists a reverse link from V to
𝑢.

(iv) Nodes do not know their positions. They are not
equipped with a position tracker like a GPS receiver.

(v) All nodes are equal in terms of processing capabilities,
radio, battery, and memory.

(vi) Each node can send radio broadcast messages to its
immediate neighbors in its transmission range.

(vii) Nodes are time synchronized. This can be achieved
by implementing a time synchronization protocol as
proposed in [23].

Based on these assumptions, the network may be mod-
eled as an undirected graph 𝐺(𝑉, 𝐸), where 𝑉 is the set
of vertices and 𝐸 is the set of the edges. An example of
undirected graph model is depicted in Figure 1(a), where the
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transmission ranges of the nodes are shown with dashed
circles.

2.2. The Bridge Detection Problem. Bridges can connect any
twonodes on the network. A bridge can connect a leaf node to
its parent or connect a whole component to lower layers. An
example of sensor network is depicted in Figure 1(b). There
are 10 nodes, where node ids are written inside of each node,
and the communication edges are shown with the solid lines
in this Figure. The edges (𝐴, 𝐵), (𝐴, 𝑆𝐼𝑁𝐾), and (𝐶, 𝑆𝐼𝑁𝐾)
are bridges which are depicted with bold lines. If the edge
(𝐴, 𝐵) fails then leaf node 𝐵 cannot transmit its packet to the
lower layers. If the edge (𝐴, 𝑆𝐼𝑁𝐾) fails then both nodes 𝐴

and node 𝐵 cannot relay their data packets where 20% of the
network can not transmit its data to the sink node. Node 𝐶 is
the parent of a component consisting of the node𝐷, the node
𝐸, the node 𝐺, and the node 𝐹. If the edge (𝐶, 𝑆𝐼𝑁𝐾) fails,
50%of the total nodes cannot send their data to the sink node.
In this paper, our focus is energy-efficient bridge detection for
sensor networks, so our objectives are listed below.

(1) Since message transmission is the dominant factor of
energy consumption, the bridge detection algorithm
should be efficient in terms of message complexity
and message size.

(2) Routing is a fundamental operation for sensor net-
works. It is crucial for data delivery and data aggre-
gation [24]. If the bridge detection can be integrated
with the routing operation, it can introduce a less total
cost to the network.

(3) Sink nodemay initiate the bridge detection algorithm
locally. Hence, these operations should be distributed.

(4) Bridge detection algorithm should be independent
from the underlying protocols as much as possible to
interface to variousMACand physical layer standards
such as in [25–30].

(5) The algorithm should not be dependent on localiza-
tion information.

3. Related Work

DFS algorithm can be centrally executed by the sink node
in order to detect bridges [4, 9]. Since collecting the whole
network information is expensive and not always possible,
various distributed implementations are proposed for DFS
algorithm [17, 20, 31–36]. Most of these algorithms can
be modified to detect bridge in sensor networks by using
the rules proposed by Tarjan [4]. Cidon [17], Hohberg
[18], Chaudhuri [19], Tsin [20], and Turau [8] proposed
distributedDFS algorithms for bridge and cut vertex (a vertex
whose removal breaks the connectivity of a graph) detection
algorithms. Turau’s algorithm [8] is an extended and sensor
network adopted version of Cidon’s [17] and Tsin’s [20]
algorithms. At the worst case, Turau’s algorithm transmits
4𝐸 messages with O(log

2
(𝑁)) size, where 𝐸 is the number of

edges and 𝑁 is the total node count. Since unicast messages
are used in Turau’s algorithm, if the medium access control

(MAC) layer does not provide an edge based sleep schedule,
the upper bound for the received and overhead messages is
O(Δ𝐸). Our algorithms have Θ(𝑁) sent message complexity,
andO(Δ𝑁) received and overheardmessage complexity. Also
we show in this paper with extensive simulations that our
algorithms are practically favorable.

Like DFS, BFS can be centrally executed to detect bridges
[9]. Although this algorithm is simple to implement, exe-
cution of central BFS is an expensive operation in terms
of energy consumption caused by message transfers, and
it is not suitable for large scale self-organizing distributed
sensor networks. Because of these reasons, distributed BFS
algorithms are proposed [12–16]. For synchronous networks,
a well-known greedy algorithm is applied to construct BFS
[14]. This algorithm consumes O(𝑁) messages and O(𝐷)
time, where 𝐷 is the diameter of the network. Although
this algorithm is very effective for constructing routing
infrastructure, it is not adequate to find bridges without any
extension. Liang proposed a BFS algorithm for biconnectivity
testing algorithm which runs on permutation graphs and
which cannot be generalized [5]. Thurimella proposed a BFS
biconnectivity testing algorithm in which each processor is
assumed to know the whole topology [6]. Because of this
property, algorithm is not suitable for WSNs.

Milic proposed a bridge detection for wireless ad hoc
networks [9]. The algorithm uses broadcast communication
of wireless nodes, and it is integrated with the BFS operation.
The forward phase of the algorithm is nearly the same with
the standard BFS operation. In the backward phase of the
algorithm, the nodes store a list of cross edges that they
found or received, append cross edges to the messages, and
send to their parents. Although the algorithm completes its
operation within a BFS execution interval, the message size
can be very large since it is dependent on the number of cross
edges. The message size can be as large as O(𝐸 log

2
(𝑁)).

On the other side, our proposed algorithms’ message size
are O(Δlog

2
(𝑁)). Besides, in this paper, we simulate Milic’s

algorithm against various network topologies and show that
our proposed algorithms are favorable.

Pritchard proposed a three-phased algorithm for the
distributed bridge detection [21]. In the first step, the algo-
rithm finds a spanning tree by implementing distributed
greedy BFS tree algorithm. In the second step, the algorithm
computes subtree sizes and preorder labels. In the last step,
bridges are detected. The time complexity of the algorithm
is O(𝐷), the message complexity is O(𝐸), and the message
size is O( log

2
(𝑁)) bits. In this paper, we first propose an

improved version of this algorithm. Secondly, we propose
an energy-efficient bridge detection algorithm which can
be integrated with the BFS operation and can finish within
the BFS execution. The algorithms covered so far exactly
find bridges without localization. In this study, we omit
localization-based bridge detection algorithms such as [16].

4. Proposed Algorithms

4.1. Improved PRITCHARD Algorithm. PRITCHARD algo-
rithm effectively detects bridges of an undirected graph
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Figure 2: (a) I-PRITCHARD Phase 1 (b) I-PRITCHARD Phase 2.

by applying a 3 phase method. Although the algorithm
is well designed, it can be further improved for battery-
powered sensor nodes. To achieve this, we propose the I-
PRITCHARD algorithm which includes the following list of
modifications in order to reduce transmitted message counts
and transmitted bit counts.

(1) Phase 1 and Phase 2 can bemerged into a single phase.
When the nodes are executing backward operation
during BFS execution in Phase 1, each node may
calculate its subtree size (#𝑑𝑒𝑠𝑐), and the convergecast
operation in Phase 1 can be accomplished. To achieve
this, each message in backward phase should include
#𝑑𝑒𝑠𝑐 field which is O(log

2
(𝑁)) bits size. After back-

ward operation is finished, Phase 2 is not executed, so
that O(𝑁) messages which are flooded by the initiator
node are saved by applying this improvement.

(2) Preorder messages in Phase 2 and announcement
messages in Phase 3 are sent as broadcast messages
instead of unicast. In this case, although the message
size increases to O(Δlog

2
(𝑁)) bits, header fields for

separate messages are not transmitted. So total trans-
mitted bit counts are reduced.

An example operation is given in Figure 2. Since BFS
execution is integrated with the preorder labeling in I-
PRITCHARD, the algorithm is executed in 2 phases.The first
phase is depicted in Figure 2(a). In this figure, ID of the nodes
is written inside of each node, #𝑑𝑒𝑠𝑐 value and preorder label
are written near to each node. The second phase is depicted
in Figure 2(b). In this figure, low and high values are written
near to each node. The edges (1, 𝑆𝐼𝑁𝐾), (7, 𝑆𝐼𝑁𝐾), (5, 9),
and (7, 8) are the bridges.

4.2. ENBRIDGE Algorithm. The algorithms covered so far
have below listed deficiencies which motivate us to design
ENBRIDGE algorithm.

(i) Even though the design of an energy-efficient DFS
based bridge detection algorithm is possible, DFS
applications are rare in real-world applications.
Because of that, the DFS based bridge detectionmod-
ule may not be integrated to the other applications.

(ii) Although MILIC may be easily integrated to the BFS,
transmitted bit count is proportional to the network
diameter and cross edge count.

(iii) PRITCHARD and I-PRITCHARD are BFS based
algorithms, transmitted bit counts are proportional
to the average neighbor degree. Although these algo-
rithms are energy-efficient, extra phases are executed
after the BFS algorithm.

We propose ENBRIDGE algorithm for detecting bridges
in WSN in an energy-efficient manner. The algorithm has
two phases. In the first phase, an extended BFS algorithm
is executed. The forward phase of the BFS algorithm is the
same. At the backward phase of the BFS algorithm, each
node broadcasts its edge states to its neighbors where a state
of an edge can be one of 𝐶𝐻𝐼𝐿𝐷, 𝐶𝑅𝑂𝑆𝑆, and 𝐵𝑅𝐼𝐷𝐺𝐸.
Hence, each node knows the edge states of its neighbors. By
using these 2-hop information, each node 𝑛 ∈ 𝑉 runs the
ENBRIDGE Classify given in Algorithm 1 to check whether
its edge connecting to the parent node 𝑝 is bridge. Each rule
given in Algorithm 1 is executed sequentially by the nodes
since they are ordered by considering their computational
complexity. The computational complexity of the first three
rules is O(Δ), and the computational complexity of the last
rule is O(Δ3).
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(1) // Algorithm inputs 2-hop neighbors of node 𝑛.
if the node 𝑛 has only 1 incident edge then the edge (𝑛, 𝑝) is a bridge (Rule 1).

(2) else if the node 𝑛 has at least one cross edge then the edge (𝑛, 𝑝) is not a bridge (Rule 2).
(3) else if the edge (𝑛, 𝑝) is the only edge connecting node 𝑛 to lower levels and all other edges are bridges

then the edge (𝑛, 𝑝) is a bridge (Rule 3).
(4) else if one of node 𝑛’s children has a cross edge connecting to node 𝑥 where node 𝑥’s parent is not 𝑛

and id of one of node 𝑛’s children then the edge (𝑛, 𝑝) is not a bridge (Rule 4).
(5) else if all neighbors of node 𝑛’s children are also children of node 𝑛 then the edge (𝑛, 𝑝) is a bridge (Rule 5).
(6) end if.
(7) if one of these rules are applied then return true.
(8) else return false.
(9) end if.

Algorithm 1: ENBRIDGE BFS edge classification algorithm (ENBRIDGE Classify).

After executing these rules at the backwards stage of the
first phase, each node notifies whether it is able to classify its
parent link. To achieve this notification, a 1-bit classified field
is transmitted during convergecast operation in backwards
stage. If the node 𝑛 or one of descendants cannot classify
its parent link, classified field gets 0, otherwise it gets 1.
Inductively, sink node finds whether one of the BFS edges is
left unclassified. If the node 𝑛 sends classified as false, then
its parent node 𝑝 does not execute ENBRIDGE Classify as
given in Algorithm 2 in order to save CPU power. If all BFS
edges are classified, then sink node stops the execution of the
algorithm. Otherwise, the sink node starts the second phase
of the ENBRIDGE algorithm.

Although the second phase of the ENBRIDGE algorithm
is not always executed, it should be energy-efficient as the first
phase. For the second phase, we propose an improved version
of the TURAU’s DFS based algorithm (I-TURAU). In this
improved version, 𝑆𝐸𝐴𝑅𝐶𝐻 messages are sent as broadcast
messages instead of unicast messages so 𝑉𝐼𝑆𝐼𝑇𝐸𝐷 messages
no longer need to be transmitted. With this improvement,
O(𝑁) messages with O(log

2
(𝑁)) bits are transmitted during

the second phase of the ENBRIDGE algorithm. The second
phase can classify all edges in all situations where the first
phase cannot. From this fact, one can claim that the execution
of the first phase is redundant. Although this claim can
be true for sensor networks which do not use BFS like
routing infrastructures, this claim is false for sensor networks
where BFS is the dominant routing protocol. The detailed
ENBRIDGE algorithm is given in Algorithm 2.

Example operations of ENBRIDGE are depicted in
Figure 3. In the first example shown in Figure 3(a), all edges
can be classified by the first phase of the algorithm. Edges
(10, 12) and (6, 11) are classified as bridges by executing Rule
1. Edges (1, 3), (2, 4), (4, 6), (5, 7), (5, 8), and (5, 9) are
classified as nonbridges by executing Rule 2. Edge (6, 10) is
classified as bridge by executing Rule 3. Edges (1, 𝑆𝐼𝑁𝐾) and
(2, 𝑆𝐼𝑁𝐾) are classified as nonbridges by executing Rule 4.
Edge (3, 5) is classified as bridge by executing Rule 5. Since all
edges can be classified, the second phase is not executed, and
the ENBRIDGE algorithm is finished. In the second example
given in Figure 3(b), although edges (1, 4), (2, 5), (4, 6), and
(5, 10) can be classified as nonbridges, (1, 2) and (1, 𝑆𝐼𝑁𝐾) can

not be classified. Thus, the second phase is executed. In the
second phase, (1, 2) is classified as nonbridge, and (1, 𝑆𝐼𝑁𝐾)
is classified as bridge edge.

5. Analysis

In this section, we will analyze proof of correctness, mes-
sage, time, space, and computational complexities of the I-
PRITCHARD and ENBRIDGE algorithms.

5.1. Proof of Correctness

Theorem 1. Nodes executing I-PRITCHARD detect bridges
and terminate the execution correctly.

Proof. Correctness of merging Phase 1 and Phase 2 into a
single phase can be proved by induction. Since the BFS
execution is synchronous, each leaf node can calculate its
#𝑑𝑒𝑠𝑐 as 1 during backward phase of BFS as the base case
of the induction. Each nonleaf node can calculate its #𝑑𝑒𝑠𝑐
by aggregating its children’s #𝑑𝑒𝑠𝑐, where this operation is
continued until the sink node’s execution inductively. The
proof of correctness of using broadcast instead of unicast
is trivial since the same information is received by all
nodes.

Theorem 2. Each node detects its parent link state correctly
after executing the ENBRIDGE algorithm.

Proof. We first prove the correctness of the ENBRIDGE
Classify algorithm. To prove the correctness of Rule 1, we
assume that the node 𝑛 has only 1 incident edge. In this case,
the node 𝑛 is a leaf; thus, (𝑛, 𝑝) is a bridge. To prove the
correctness of Rule 2, we assume that the node 𝑛 has a cross
edge 𝑒, and then 𝑒 can be one of followings.

(i) The edge 𝑒 equals (𝑛, 𝑥) where the node 𝑥’s level
(level
𝑥
) is smaller then or equal to the level

𝑛
. In both

of this cases, the edge (𝑛, 𝑝) is not a bridge since the
node 𝑛 has an incident edge other than (𝑛, 𝑝) which
connects the node 𝑛 to lower layers.

(ii) The edge 𝑒 equals (𝑛, 𝑥) where the level
𝑥
is greater

than level
𝑛
. Since the node 𝑥 is not a child of the node
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(1) message formats: 𝐹𝑂𝑅𝑊𝐴𝑅𝐷(𝑠𝑜𝑢𝑟𝑐𝑒, 𝑙𝑒V𝑒𝑙, 𝑝𝑎𝑟𝑒𝑛𝑡), 𝐵𝐴𝐶𝐾𝑊𝐴𝑅𝐷(𝑠𝑜𝑢𝑟𝑐𝑒, 𝑑𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛, 𝑒𝑑𝑔𝑒𝑠, 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑)
(2) initially: 𝑖𝑑 is the unique node identifier; 𝑝𝑎𝑟𝑒𝑛𝑡 ← ∞; 𝑐ℎ𝑖𝑙𝑑𝑟𝑒𝑛 ← 0; 𝑐𝑟𝑜𝑠𝑠𝑒𝑠 ← 0;

𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠 is the set of collected sources of𝐻𝐸𝐿𝐿𝑂messages; 𝑓𝑜𝑟𝑤𝑎𝑟𝑑 𝑠𝑒𝑛𝑡 ← false;
𝑓𝑜𝑟𝑤𝑎𝑟𝑑 𝑟𝑒𝑐𝑒𝑖V𝑒𝑑 ← false; 𝑡𝑤𝑜 ℎ𝑜𝑝 𝑒𝑑𝑔𝑒𝑠 ← ∞; 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 ← true

(3) sink node multicasts 𝐹𝑂𝑅𝑊𝐴𝑅𝐷(0, 0,∞) to 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠

(4) upon a node receives 𝐹𝑂𝑅𝑊𝐴𝑅𝐷(𝑠𝑜𝑢𝑟𝑐𝑒, 𝑝 𝑙𝑒V𝑒𝑙, 𝑝 𝑝𝑎𝑟𝑒𝑛𝑡) message
(5) 𝑓𝑜𝑟𝑤𝑎𝑟𝑑 𝑟𝑒𝑐𝑒𝑖V𝑒𝑑 ← true
(6) if 𝑝𝑎𝑟𝑒𝑛𝑡 =∞ then
(7) 𝑝𝑎𝑟𝑒𝑛𝑡 ← 𝑖𝑑; 𝑙𝑒V𝑒𝑙 ← 𝑝 𝑙𝑒V𝑒𝑙 + 1; assign the edge (𝑠𝑜𝑢𝑟𝑐𝑒, 𝑖𝑑) as a BFS edge
(8) else if 𝑝 𝑝𝑎𝑟𝑒𝑛𝑡 = 𝑖𝑑 then
(9) 𝑐ℎ𝑖𝑙𝑑𝑟𝑒𝑛 ← 𝑐ℎ𝑖𝑙𝑑𝑟𝑒𝑛 ∪ 𝑠𝑜𝑢𝑟𝑐𝑒; assign the edge (𝑠𝑜𝑢𝑟𝑐𝑒, 𝑖𝑑) as a BFS edge
(10) else assign the edge (𝑠𝑜𝑢𝑟𝑐𝑒, 𝑖𝑑) as a cross edge; 𝑐𝑟𝑜𝑠𝑠𝑒𝑠 ← 𝑐𝑟𝑜𝑠𝑠𝑒𝑠 ∪ 𝑠𝑜𝑢𝑟𝑐𝑒

(11) end if
(12) end upon
(13) upon a new period starts
(14) if 𝑓𝑜𝑟𝑤𝑎𝑟𝑑 𝑠𝑒𝑛𝑡 = false ∧ 𝑓𝑜𝑟𝑤𝑎𝑟𝑑 𝑟𝑒𝑐𝑒𝑖V𝑒𝑑 = true then
(15) 𝑓𝑜𝑟𝑤𝑎𝑟𝑑 𝑠𝑒𝑛𝑡 ← true; multicast 𝐹𝑂𝑅𝑊𝐴𝑅𝐷(𝑖𝑑, 𝑙𝑒V𝑒𝑙, 𝑝𝑎𝑟𝑒𝑛𝑡) to 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠

(16) if 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠 = 𝑐ℎ𝑖𝑙𝑑𝑟𝑒𝑛 ∪ 𝑐𝑟𝑜𝑠𝑠𝑒𝑠 ∪ {𝑝𝑎𝑟𝑒𝑛𝑡} then
(17) 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 ← ENBRIDGE Classify(assigned edges)
(18) send 𝐵𝐴𝐶𝐾𝑊𝐴𝑅𝐷(𝑖𝑑, 𝑝𝑎𝑟𝑒𝑛𝑡, assigned edges, 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑) to 𝑝𝑎𝑟𝑒𝑛𝑡

(19) end if
(20) else if ∀ 𝐵𝐴𝐶𝐾𝑊𝐴𝑅𝐷messages from 𝑖 ∈ 𝑐ℎ𝑖𝑙𝑑𝑟𝑒𝑛 received then
(21) 𝑡𝑤𝑜 ℎ𝑜𝑝 𝑒𝑑𝑔𝑒𝑠 ← 𝑡𝑤𝑜 ℎ𝑜𝑝 𝑒𝑑𝑔𝑒𝑠 ∪ assigned edges
(22) if 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 = true then
(23) 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 ← ENBRIDGE Classify(𝑡𝑤𝑜 ℎ𝑜𝑝 𝑒𝑑𝑔𝑒𝑠)
(24) end if
(25) if 𝑖𝑑 = sink then
(26) if 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 = true then finish execution
(27) else start I-TURAU execution
(28) end if
(29) else
(30) send 𝐵𝐴𝐶𝐾𝑊𝐴𝑅𝐷(𝑖𝑑, 𝑝𝑎𝑟𝑒𝑛𝑡, assigned edges, 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑) to 𝑝𝑎𝑟𝑒𝑛𝑡

(31) end if
(32) end upon
(33) upon a node receives 𝐵𝐴𝐶𝐾𝑊𝐴𝑅𝐷(𝑠𝑜𝑢𝑟𝑐𝑒, 𝑑𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛, 𝑒𝑑𝑔𝑒𝑠, 𝑝 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑)
(34) 𝑡𝑤𝑜 ℎ𝑜𝑝 𝑒𝑑𝑔𝑒𝑠 ← 𝑡𝑤𝑜 ℎ𝑜𝑝 𝑒𝑑𝑔𝑒𝑠 ∪ 𝑒𝑑𝑔𝑒𝑠; 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 ← 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 ∧ 𝑝 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑

(35) end upon

Algorithm 2: ENBRIDGE main algorithm.

𝑛, then the levelparent𝑥 can be at most level
𝑛
. Thus,

same as in previous case, (𝑛, 𝑝) is not a bridge.
To prove the correctness of Rule 3, we assume that the

node 𝑛 does not have any cross edge; the edge (𝑛, 𝑝) is the
only edge connecting node 𝑛 to lower layers, and all other
edges are bridges. In this case, the node 𝑛 does not have any
alternative path connecting it to lower layers which excludes
the edge (𝑛, 𝑝), so the edge (𝑛, 𝑝) is a bridge. To prove the
correctness of Rule 4, we assume that one of the node 𝑛’s
children (node 𝑐) has a cross edge connecting to node 𝑥,
where 𝑝𝑎𝑟𝑒𝑛𝑡

𝑥
is not equal to the 𝑛 and one of node 𝑛’s

children. In this case, an alternative path can be found as
(𝑛, 𝑐), (𝑐, 𝑥), and (𝑥, 𝑚) as shown in Figure 4(a). To prove
the correctness of Rule 5, we assume that Rule 2 and Rule 4
are not true and all neighbors of the node 𝑛’s children are also
children of the node 𝑛. In this case, since all edges other than
the edge (𝑛, 𝑝) cannot connect the node 𝑛 to the lower layers,
the edge (𝑛, 𝑝) is a bridge. An instance of this case is depicted
in Figure 4(b).

If all of these rules are not applicable, ENBRIDGE uses
broadcast-based TURAU to find bridges. Thus, ENBRIDGE
detects bridges, and execution of the ENBRIDGE terminates
in all nodes.

5.2. Message Complexity

Theorem 3. The count of sent messages in I-PRITCHARD is
3𝑁-1 at the best case and 4𝑁-3 at the worst case.

Proof. At the best case, the nodes are arranged as a star
topology, where 2𝑁-1 messages are sent at the first phase, 1
message is sent by the center node at the beginning of the
second phase, and 𝑁-1 messages are sent by the other nodes
at the end of the second phase. Thus, 3𝑁-1 total messages are
sent at the best case. At the worst case, 2𝑁-1 messages are
sent at the first phase, 𝑁-1 announcement messages are sent
at the beginning of the second phase, and 𝑁-1 at the end of
the second phase; thus, 4𝑁-3 messages are sent.
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Figure 3: (a) ENBRIDGE Phase 1 classifies all edges and (b) ENBRIDGE Phase 2 is necessary.
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Figure 4: (a) Example for ENBRIDGE Rule 4. (b) Example for ENBRIDGE Rule 5.

Theorem4. The count of sent messages in ENBRIDGE is 2𝑁-1
at the best case and 4𝑁-3 at the worst case.

Proof. At the best case, only BFS is executed on the star
topology, so 2𝑁-1 messages are sent. At the worst case,
an extra DFS is executed, where each node uses broadcast
instead of unicast, so 2𝑁-2 messages are sent. Hence, 4𝑁-3
total messages are sent at the worst case.

Theorem 5. The count of received and overheard messages of
I-PRITCHARD is O(Δ𝑁).

Proof. At the worst case, each node receives and overhears Δ
messages at the first and second phases. Thus, total count for
𝑁 nodes is O(Δ𝑁).

Theorem 6. The count of received and overheard messages of
ENBRIDGE is O(Δ𝑁).
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Table 1: Analytical comparison of algorithms.

Algorithm/complexity Sent messages Received messages Message size Time Space
(per node)

Computational
(per node)

CENTRAL Θ(𝑁2) O(Δ𝑁
2) O(Δlog

2
(𝑁)) O(𝐷) O(𝐸) O(𝐸)

MILIC Θ(𝑁) O(Δ𝑁) O(𝐸 log
2
(𝑁)) O(𝐷) O(𝐸) O(𝐸)

TURAU Θ(𝐸) Ω(Δ𝑁), O(Δ2𝑁) O(log
2
(𝑁)) O(𝑁) O(Δ) O(Δ2)

PRITCHARD Θ(𝐸) Ω(Δ𝑁), O(Δ2𝑁) O(log
2
(𝑁)) O(𝐷) O(Δ) O(Δ)

I-PRITCHARD
Θ(𝑁),

lower:3𝑁 − 1,
upper:4𝑁 − 3

O(Δ𝑁) O(Δlog
2
(𝑁)) Ω(𝐷), O(𝑁) O(Δ) O(Δ)

ENBRIDGE
Θ(𝑁),

lower:2𝑁 − 1,
upper:4𝑁 − 3

O(Δ𝑁) O(Δlog
2
(𝑁)) Ω(𝐷), O(𝑁) O(Δ2) Ω(Δ), O(Δ3)

Proof. Each node receives and overhears Δ 𝐹𝑂𝑅𝑊𝐴𝑅𝐷

and 𝐵𝐴𝐶𝐾𝑊𝐴𝑅𝐷 messages during BFS operation at the
worst case. This bound is the same for the DFS operation,
so that total count of received and overheard messages of
ENBRIDGE for𝑁 nodes is O(Δ𝑁).

Theorem 7. The message size of I-PRITCHARD is
O((Δlog

2
(𝑁)) bits.

Proof. In I-PRITCHARD, each parent node announces pre-
order label of its children by broadcasting a single message.
Thus, the message size of the I-PRITCHARD is O(Δlog

2
(𝑁))

bits.

Theorem 8. The message size of ENBRIDGE is O(Δlog
2
(𝑁))

bits.

Proof. At the backwards stage of ENBRIDGE, each node
broadcasts its incident edge states to its neighbors. Because
of this, the message size of the ENBRIDGE is O(Δlog

2
(𝑁))

bits.

5.3. Time, Space, and Computational Complexities

Theorem 9. The time complexity of I-PRITCHARD is O(𝐷).

Proof. Since proposed improvements do no effect on time
complexity, time complexity of I-PRITCHARD algorithm
depends on the network diameter. Because of this, the time
complexity of I-PRITCHARD is O(𝐷).

Theorem 10. ENBRIDGE takesΩ(𝐷) time at the best case and
O(𝑁) time at the worst case.

Proof. At the best case, only Phase 1 is executed, so that the
time complexity of the ENBRIDGE algorithm is equal to the
time complexity of the BFS operation, so that the lower bound
of the time complexity is Ω(𝐷). At the worst case, Phase 2
is executed with phase 1. In this case, the time complexity is
equal to the worst case time of the DFS operation, so that the
upper bound of the time complexity is O(𝑁).

Theorem 11. The space and computational complexities of the
I-PRITCHARD algorithm is O(Δ).

Proof. Each node should store its neighbor’s state where this
table can be at most O(Δ). The algorithm executes on this
table, so computational complexity is O(Δ).

Theorem 12. The space complexity of ENBRIDGE is O(Δ2).

Proof. Each node should store its 2-hop neighbor’s state, so
that this table can be at most O(Δ2).

Theorem 13. The computational complexity of the
ENBRIDGE algorithm is O(Δ3). The lower bound for the
computational complexity is Ω(Δ).

Proof. At the best case, one of Rule 1, Rule 2, and Rule
3 is executed which results in the Ω(Δ) computational
complexity. In order find the computational complexity of
Rule 4, we assume that the node 𝑛 has 𝑐 cross edges which
are represented as (𝑎, 𝑏) and which are not incident to it but
incident to one of its children (lets call it 𝑎). In order to find
whether 𝑎 is not equal to 𝑛 or one of 𝑛’s children, 𝑐(Δ2 − 𝑐)

computations should be made. If we maximize this equation,
then 𝑐 = Δ/√2, and the computational complexity of Rule
4 becomes O(Δ5/2). Execution of Rule 5 can be O(Δ3) at the
worst case since a node may have Δ

2 2-hop neighbor nodes,
and these 2-hop neighbor nodes are searched in the list of Δ
1-hop neighbor nodes.

A summary and analytical comparison of central algo-
rithm (CENTRAL), Milic’s Algorithm (MILIC), Turau’s
Algorithm (TURAU), Pritchard’s Algorithm (PRITCHARD),
I-PRITCHARD, and ENBRIDGE algorithms are given in
Table 1. MILIC, I-PRITCHARD, and ENBRIDGE are asymp-
totically better algorithms in terms of sent and received mes-
sages. The message sizes of I-PRITCHARD and ENBRIDGE
are O(Δlog

2
(𝑁)); on the other side, message size of MILIC

is O(𝐸 log
2
(𝑁)). Although TURAU and PRITCHARD algo-

rithm’s message sizes are O(log
2
(𝑁)) bits, the sent and

received message counts are higher than other algorithms.
Since ENBRIDGE algorithm’s lower bound of sent message
count is 2𝑁-1, it is analytically the best algorithm among
other algorithms in terms of energy consumption caused
by sent and received messages. ENBRIDGE is favorable
in terms of energy consumption, but its time and com-
putational complexities are worse than I-PRITCHARD as
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Figure 5: (a) Received bytes of I-PRITCHARD against node degree and node count. (b) received bytes of ENBRIDGE against node degree
and node count.

shown in Table 1. Although the worst case time complexity
of ENBRIDGE is worse than I-PRITCHARD, its best case
time complexity is equal to I-PRITCHARD’s time complexity.
Besides, ENBRIDGEmay terminate just after BFS execution,
where I-PRITCHARD has an extra phase.

6. Performance Evaluations

We implemented I-PRITCHARD and ENBRIDGE algo-
rithms in TOSSIM simulator [37] to evaluate their perfor-
mance. TOSSIM simulator is developed by the researchers
fromUniversity of California Berkeley, Intel Research Berke-
ley, and Harvard University. TOSSIM inherits the TinyOS’s
structure and provides a simulation environment that is close
to the real world. The nesC compiler which is also currently
used for the TinyOS applications is modified in order to use
the same compiler for both simulation and implementation.
A discrete event queue is used in the execution model. By
using this queue, all simulator events are timestamped and
processed in order. The hardware parts of the real-world
implementations are emulated in TOSSIM. Two radiomodels
are simulated. In the firstmodel, the developers use error-free
transmission to test the correctness of their protocols. The
second model provides the developers to test the multihop
transmissions.

We implemented CENTRAL, MILIC, TURAU, and
PRITCHARD algorithms in order to compare them with
the proposed algorithms. We generated randomly connected
networks varying from 50 to 250 nodes that are uniformly
distributed over the sensing area. For the lower layers, we

Table 2: Simulation parameters.

Node distribution Random
Sink position Randomly placed in the area
Number of sensors 50–250
MAC TDMA
Transmission power 3 dBm
Transmission range 50m
Node degrees 3, 5, and 7

implemented a TDMA based MAC protocol, and we used
the IEEE 802.15.4 physical layer. The transmission power
is 3 dBm. The average degrees of the nodes in generated
networks are varying between 3, 5, and 7. We measured
total received bytes, total sent bytes, energy consumption,
and wallclock times. Each measurement is the average of 10
repeated simulations. In each simulation, nodes are randomly
placed in the area. Table 2 summarizes the simulation param-
eters.

6.1. Received Byte Counts. Since radio transmitter is the
dominant energy consumer of the component of the
sensor node, received byte counts are important evaluation
criterions. Until otherwise stated, the default node degree
is 5, and the node count is 150. Total received byte counts
of I-PRITCHARD and ENBRIDGE against node count and
node degree are shown in Figures 5(a) and 5(b), respectively.
When the node degree and node count are increased, total
received byte count of both algorithms increase linearly.
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Figure 6: (a) Received bytes of algorithms against node degree. (b) Received bytes of algorithms against node count.

These results conform with theoretical analysis where the
complexity of received and overheard messages is O(Δ𝑁).
These results show that I-PRITCHARD and ENBRIDGE
are scalable against varying node degrees and node
counts.

Performance comparisons of I-PRITCHARD,
ENBRIDGE, and their counterparts are given in Figures
6(a) and 6(b). The received byte count of ENBRIDGE is the
smallest, and I-PRITCHARD is the second smallest among
the other algorithms. The received byte count performance
order of algorithms is ENBRIDGE, I-PRITCHARD,
TURAU, PRITCHARD, MILIC, and CENTRAL. These
results show that BFS based approaches other than I-
PRITCHARD and I-MILIC are worse than Turau’s DFS
based approach. I-PRITCHARD is approximately 1.7 times
better than PRITCHARD on the average. ENBRIDGE is
approximately 2 times better than TURAU, 3 times better
than PRITCHARD, 4.5 times better thanMILIC, and 6 times
better than CENTRAL algorithm on the average.The reasons
of this significant performance of proposed algorithms are
using broadcast messages with at most O(Δlog

2
(𝑁)) bits.

6.2. Sent Byte Counts. Secondly, we measured the sent byte
counts to evaluate the energy consumption of the algorithms.
Total sent byte counts of I-PRITCHARD and ENBRIDGE
against node count and node degree are shown in Figures
7(a) and 7(b), respectively. Total received byte count values
fluctuate between similar values when the node degree
and node count are increased. These results show that I-
PRITCHARD and ENBRIDGE are stable and scalable against
varying node degrees and node counts.

Total sent byte counts of I-PRITCHARD, ENBRIDGE,
and their counterparts are given in Figures 8(a) and
8(b). The sent byte counts of ENBRIDGE are the small-
est, and those of I-PRITCHARD are the second small-
est among the other algorithms similar to the received
byte count performance. The sent byte count performance
order of algorithms is ENBRIDGE, I-PRITCHARD, TURAU,
PRITCHARD, MILIC, and CENTRAL. The sent byte count
of I-PRITCHARD approximately is 1.7 times smaller than
PRITCHARD on the average. ENBRIDGE is approximately
1.8 times better than PRITCHARD, 3.6 times better than
MILIC, 4.5 times better than MILIC, and 8 times better than
CENTRAL algorithm on the average.

6.3. Energy Consumption. Energy efficiency is one of the
most important objective for WSN. We measured the energy
consumption of the distributed bridge detection algorithms.
We assumed that the energy consumption occur mostly by
message transfers. Energy consumptions of I-PRITCHARD
and ENBRIDGE against node count and node degree are
shown in Figures 9(a) and 9(b), respectively. Energy con-
sumptions increase linearly when the node degree and node
count are increased. These results show that the energy
consumption of I-PRITCHARD and ENBRIDGE are stable
and scalable against varying node degrees and node counts.

Performance comparisons of I-PRITCHARD,
ENBRIDGE, and their counterparts are given in Figures 10(a)
and 10(b). The ENBRIDGE algorithm consumes 3.4mJ per
node, and it has the best performance. The I-PRITCHARD
algorithm consumes 5.3mJ per node, and it has the second
performance among the other algorithms. I-PRITCHARD
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Figure 7: (a) Sent bytes of I-PRITCHARD against node degree and node count. (b) Sent bytes of ENBRIDGE against node degree and node
count.
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Figure 8: (a) Sent bytes of algorithms against node degree. (b) Sent bytes of algorithms against node count.
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Figure 9: (a) Energy consumption of I-PRITCHARD against node degree and node count. (b) Energy consumption of ENBRIDGE against
node degree and node count.
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Figure 10: (a) Energy consumption of algorithms against node degree. (b) Energy consumption of algorithms against node count.



International Journal of Distributed Sensor Networks 13

50 100 150 200 250
0

200

400

600

800

Node count

Ti
m

e (
s)

Degree 7
Degree 5
Degree 3

(a)

0

500

1000

1500

2000

2500

3000

Ti
m

e (
s)

50 100 150 200 250
Node count

Degree 7
Degree 5
Degree 3

(b)

Figure 11: (a)Wallclock times of I-PRITCHARDagainst node degree and node count. (b)Wallclock times of ENBRIDGE against node degree
and node count.
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Figure 12: Wallclock times of algorithms against node degree. (b) Wallclock times of algorithms against node count.
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consumes 1.7 times less energy than PRITCHARD algorithm.
The energy consumption performance order of algorithms
is ENBRIDGE, I-PRITCHARD, TURAU, PRITCHARD,
MILIC, and CENTRAL. The energy consumption of
ENBRIDGE is approximately 1.6 times better than TURAU,
2.6 times better than PRITCHARD, 4.3 times better than
MILIC, and 6.5 times better than CENTRAL algorithm.This
is a significant improvement over battery-powered sensor
nodes in order to maximize the network lifetime.

6.4. Wallclock Times. Lastly, we measured the wallclock
times of the distributed bridge detection algorithms. Firstly,
we measured the wallclock times of I-PRITCHARD and
ENBRIDGE algorithms against node count and node degree
which are shown in Figures 11(a) and 11(b), respectively. Since
the network diameter decreases when the degree increases,
the wallclock times of both algorithms decrease. A sharp
increase in the wallclock time of ENBRIDGE algorithm can
be observed in Figure 11(b) when the node count is 150 and
the degree is 3. The reason of this sharp increase is the fact
that for especially sparse networks, ENBRIDGE runs both of
the phases. Since the second phase is improvedDFS based cut
bridge detection, time consumption increases.

Wallclock times of I-PRITCHARD, ENBRIDGE, and
their counterparts are given in Figures 12(a) and 12(a). The
wallclock times of ENBRIDGE are the smallest, and those
of I-PRITCHARD are the second smallest among the other
algorithms. TURAU has the worst performance since it is
DFS based and uses unicast for the message transmission.
I-PRITCHARD is better than PRITCHARD in all cases
since its phase count is 1 less. MILIC algorithm performs
well for most of the cases. Although the performance of
the ENBRIDGE is not good for some cases as explained
in the previous paragraph, the algorithm performs best
among other algorithms on the average since it completes its
operation within a BFS session in most of the simulations.

In this section, we showed that our analytical results
given in Section 5 conform with the simulations results that
ENBRIDGE and I-PRITCHARD outperform the previously
proposed approaches in terms of energy and time consump-
tions.

7. Conclusions

We proposed two distributed energy-efficient bridge detec-
tion algorithms I-PRITCHARD and ENBRIDGE. Our first
algorithm, is the improved version of the Pritchard’s algo-
rithm. In this algorithm, we merged two phases into a
single phase which leads to the removal of a downcast
operation. Besides, we used radio broadcast communication
instead of unicast message transfer that leads to the reduction
of message header transmissions. The original idea of the
second algorithm is to process proposed rules on 2-hop
neighborhood information during a BFS session in order to
detect bridges and classify all edges. With the help of these
methods, our algorithmshaveO(𝑁) sentmessage complexity,
O(Δ𝑁) received and overheard message complexity where
the largest message is O(Δlog

2
(𝑁)) bits.

We showed the detailed design of the proposed algo-
rithms with example operations. We analyzed the proof
of correctness, message complexity, time complexity, space
complexity, and computational complexity and compared
themwith the previous work.We implemented the algorithm
on TOSSIM environment with its counterparts. From our
extensive simulations, we showed that the received and
sent byte counts of I-PRITCHARD are always less than
PRITCHARD.Besides, I-PRITCHARDconsumes less energy
and time than PRITCHARD in all simulation steps. These
simulation results conform with the theoretical analysis
and show that I-PRITCHARD improves PRITCHARD both
theoretically and practically. Our second designed algorithm,
ENBRIDGE, has the best simulation performance in terms
of received byte count, sent byte count, energy consumption,
and wallclock times.The energy savings of ENBRIDGE algo-
rithm when compared to the other approaches are between
1.6 and 4.3. This is a significant improvement for energy-
efficient bridge detection in sensor networks in order to
detect weak points of the network and to prevent possible
faults.
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The service-oriented architecture is considered as a new emerging trend for the future of wireless sensor networks in which different
types of sensors can be deployed in the same area to support various service requirements. The accuracy of the sensed data is one
of the key criterions because it is generally a noisy version of the physical phenomenon. In this paper, we study the node selection
problem with data accuracy guarantee in service-oriented wireless sensor networks. We exploit the spatial correlation between
the service data and aim at selecting minimum number of nodes to provide services with data accuracy guaranteed. Firstly, we
have formulated this problem into an integer nonlinear programming problem to illustrate its NP-hard property. Secondarily, we
have proposed two heuristic algorithms, namely, Separate Selection Algorithm (SSA) and Combined Selection Algorithm (CSA).
The SSA is designed to select nodes for each service in a separate way, and the CSA is designed to select nodes according to their
contribution increment. Finally, we compare the performance of the proposed algorithms with extended simulations. The results
show that CSA has better performance compared with SSA.

1. Introduction

Sensing is considered as one of the most important tech-
nologies especially in the emerging big data era. Nodes with
sensing ability can be deployed everywhere in the world
including airspace, ground, andunderwater environment due
to their cheapness, simplicity, and small size. Moreover, the
wireless radio allows these sensor nodes to be organized
into a network, which is generally named as Wireless Sensor
Networks (WSN) [1], and local information about the envi-
ronment is then sensed and reported to the base station in
a periodical manner. It is obvious that the wireless sensor
networkswill create a huge number of data with time ongoing
and the number of network increasing. Accordingly, one
challenging issue is how to utilize these various wireless
sensor networks in the future big data era.

The current wireless sensor networks are generally data-
centric or application-centric, which means that each sensor
node serves for one special application. However, with the
number of different applications increasing rapidly, hetero-
geneous wireless sensor networks appear and they might be

located in the same physical areas providing different data-
collection functions. How to connect these heterogeneous
wireless sensor networks efficiently is still a pioneering work
in the future ubiquitous computing environment due to
several observations. Firstly, two different applications may
be interested in the same collected data, and it is unnecessary
to place two separate nodes with identical sensing devices
but different tasks. Secondary, in case that one application
is concerned with several different types of sensed data
simultaneously, such a requirement is not guaranteed since
current solutions work only in a separate way. Finally, the
emergence of powerful sensors, which can provide different
types of data sensing, has introduced new issues in the
research of wireless sensor networks since they can support
different applications simultaneously.

Accordingly, the service-oriented architecture appears
as a new emerging trend for the future of wireless sen-
sor networks, in which sensor networks are considered as
the services provider and sensors as the data sources for
these services [2]. Users and programmers can access the
service-oriented wireless sensor networks by using a simple
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service-oriented interface and utilizing encapsulation of the
low-level implement details. Services in wireless sensor net-
works may be the sensing capabilities for example, tem-
perature and humidity or software components provided
by nodes, for example, the operations of in-network data
aggregation, time synchronization, and data processing [2–
5]. The data sensing of nodes can also be defined as the
sensing services, and sensed data as the service data similarly.
Furthermore, the sensor nodes can be equippedwithmultiple
types of sensing units used to collect environmental informa-
tion. For example, the MICA2 mote [6] can provide services
such as light, sound, and vibration.

In the heterogeneous applications scenarios, different
types of sensors can be deployed in the same area to support
various service requirements. Figure 1 shows an example of
a service-oriented wireless sensor network including eight
sensor nodes. The sensed sources are assumed to be located
at positions 𝑠

1
and 𝑠

2
, and each sensed target is assumed

one different service. Nodes 𝑝
1
, 𝑝
2
, and 𝑝

3
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for service 𝑠
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,
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5
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sensor networks are generally deployed in dense manner and
a huge number of nodes can be provided to collect data from
the environment. It leads to the problem of how to select
nodes in an efficient way to provide the required services.

The accuracy of the sensed data is one of the key criterions
while choosing nodes to provide required service. It is also
known that sensor nodes are generally designed under the
guideline of cheapness and simplicity and that they aremostly
deployed in a dynamic and rough terrain for continuous
environmentalmonitoring.The sensing equipment on sensor

nodes is expected to be unreliable and the collected data to
be distorted. Furthermore, some physical attributes exhibit a
gradual and continuous variation over the two-dimensional
Euclidean space due to the diffusion property and, thus, each
observer has different distorted data. To collect all related
data around the same sensing sources can help to eliminate
or minimize the distortion. However, it might lead to heavy
energy consumption in the network. Some applications only
are concerned with approximate observations rather than
exact results [7, 8], and it is unnecessary to gather data
from all nodes in the network in this case. It shall also be
mentioned that the diffusion property of physical attributes
results in spatial correlation among sensed data observed by
nodes closer to the same sensing source. Exploiting the spatial
correlation can help to improve the network performance by
selecting a subset of nodes to provide the required service
with data accuracy guaranteed [9, 10].

Although the service-oriented architecture for the wire-
less sensor networks has already been introduced recently in
related works [4, 5, 11–14], most of them are concerned with
the practical architecture framework, such as middleware
and platforms. Some works [13, 14] considered the node
scheduling to support services query with network lifetime
prolonged, and some others are concerned with the spatial
correlationship among the sensed data with the service
unconsidered [15–17]. To provide accurate service to users is
an important issue and it is generally one criterion for the
applications. In this paper, we focus on the heterogeneous
service supporting problem in the future wireless sensor
networks and aim at providing efficient node selection
algorithms with data accuracy guarantee for the service-
oriented sensor networks. Different from previous works,
we consider the data accuracy for services by following the
observation that sensed data is a noisy version of the physical
phenomenon. And we have explored the data accuracy
according to their spatial correlation for the same sensing
sources.

Due to the inaccuracy and spatial correlation of the
sensed data, it is a new and challenging issue to provide
the required services with data accuracy guarantee in an
energy-efficient way for the service-oriented wireless sensor
networks. So far, as we know, this is the first paper concerned
with both the data inaccuracy and spatial correlation in the
sensor networks, and we aim at providing node selection
algorithms so as to improve the network performance. The
main contributions of this paper are summarized as follows.
(1) We have proposed the node selection problem with
data accuracy guarantee for service-oriented wireless sensor
networks via bipartite graph and formulated it as an integer
nonlinear programming problem to illustrate its NP-hard
property. (2) We have also presented two efficient heuristic
algorithms for this problem; namely, Separate Selection
Algorithm (SSA) and Combined Selection Algorithm (CSA)
with low-time complexity.

The rest of this paper is organized as follows. In Section 2,
we summarize the related works. Section 3 describes the
system model and the problem formulation. Sections 4
and 5 have introduced the integer nonlinear programming
formulation and two heuristic selection algorithms. Section 6
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describes and analyzes the simulation results. We conclude
this paper in Section 7.

2. Related Works

This paper focuses on the node selection problem in service-
oriented wireless sensor networks. Several works have been
done to develop service-oriented architecture specific to
the sensor networks, and the architecture has shown many
advantages in the heterogeneous applications scenarios.
Gračanin et al. [2] proposed a service-centric model that
focuses on services provided by a wireless sensor networks
and views a wireless sensor networks as a service provider.
This model consists of mission, network, region, sensor, and
capability layers. Within each layer, there are four planes
or functionality sets: communication, management, applica-
tion, and generational learning. Rezgui and Eltoweissy [4]
introduced the service-oriented architecture as an approach
for building a new generation of open, efficient, interoperable,
scalable, application-aware sensor-actuator networks. In this
vision, sensor-actuator networks would not be deployed
to provide sensing and actuation capabilities to a specific
application but, rather, to provide sensing and actuation
services to any application. King et al. [5] developed a service-
oriented sensor and actuator platform called Atlas, which
enables self-integrative, programmable pervasive spaces.This
platform has shown the advantage of improving communi-
cation and interoperability between heterogeneous devices
in pervasive computing environments. Authors of [11] pro-
posed TinySOA, a service-oriented architecture that allows
programmers to access wireless sensor networks from their
applications by using a simple service-oriented API via the
language of their choice. The main advantage of TinySOA is
relieving application developers from dealing with the low-
level technical details of the wireless sensor networks to get
sensors data. Corchado et al. [12] proposed a service-oriented
telemonitoring system for healthcare using heterogeneous
wireless sensor networks, which aimed at improving health-
care and assistance for dependent people.

It is an important issue to provide services efficiently
with resource-constrained sensor nodes. Node scheduling
is considered as an efficient technique to implement the
service-supporting schemes, inwhich sensor nodes should be
selected to provide requested services. Recently, Wang et al.
[13] investigated the service-availability-aware sleep schedul-
ing design in service-oriented wireless sensor networks. The
purpose of this study is to minimize the energy consumption
and guarantee that enough sensors are active to ensure service
availability at all times. The authors had proven this problem
to be NP-hard and presented heuristic linear-programming
based-solutions. However, they assumed that each service has
a known requirement on the number of active sensors based
on the historical service composition requests in the system,
which may not be the case in practice. Furthermore, they
only consider the sleep scheduling design for the sensors in
the service provider overlay network and neglect the routing
cost of service data. Authors of [14] try to identify the service
composition that is less likely to be invalid in the near future
due to nodes going to sleep mode. The goal is to minimize

the recomposition cost. They make use of the dynamic pro-
gramming to reduce total service composition cost when the
minimum number of required service composition solutions
is derived. However, the dynamic programming is unsuitable
for large-scale problems.

The distributed nature of wireless sensor network results
in spatial correlation among the sensed data. And data
accuracy is accordingly influenced by the spatial corre-
lationship. Under different assumptions, researchers have
proposed several mathematical models for spatial correlation
in wireless sensor networks. Some [18] assume that the
sensed data follow diffusion property, and some [17] use an
empirically obtained approximation function for the joint
entropy of sensed data. The most commonly used model is
the jointly Gaussian [9, 19, 20], which assumes the data to
be jointly Gaussian with the correlation being a function
of the distance. The jointly Gaussian model is easy to use
and analyze. However, the chief limitation is that it forces
the joint probability density function of the data values to
be jointly Gaussian. Some researchers [21] use variograms
to analyze spatial correlation in wireless sensor networks.
The proposed model is Markovian in nature and can capture
correlation in data irrespective of the node density, the
number of source nodes, or the topology. Furthermore, this
model derives the data value at a node from other correlated
nodes whose data values have already been derived. However,
it is not always the case that a given spatial process will
be Markovian. Some others proposed correlation model for
specific applications, such as soil moisture measurement in
wireless underground sensor networks [10]. The presence
of spatial correlation among sensor network data has been
exploited for solving different problems. The authors in [15]
proposed a traffic model for wireless sensor networks, which
takes into account the statistical patterns of node mobility
and spatial correlation. In [16, 17], spatial correlation was
used to design energy-efficient data aggregation algorithms.
Ma et al. [16] proposed a distributed clustering algorithm
based on the dominating set theory to choose the cluster
heads nodes and construct clusters by measuring the spatial
correlation between sensors. Pattem et al. [17] studied the
correlated data gathering problem and followed the idea of
using an empirically obtained approximation function for the
joint entropy of sources.

It is important and challenging to provide different
services with data accuracy guaranteed through unreliable
sensors nodes. Fault tolerance is one of the most important
techniques, which has been taken into consideration in
many works [22–27]. Han et al. [22] addressed the problem
of deploying minimum number of relay nodes to achieve
diverse levels of fault tolerance with higher network con-
nectivity in the context of heterogeneous wireless sensor
networks. However, they adopted the network model that
in which nodes possess different transmission radius, while
all of the relay nodes use an identical transmission radius.
Banerjee et al. [23] investigated the event detection scheme
with fault tolerance for multiple events occurring simultane-
ously. They proposed the use of polynomial-based scheme
that addresses the problems of event region detection by
having an aggregation tree of sensor nodes. However, their
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work is limited to static sensor and the network topology
cannot adapt to the dynamic nature of simultaneous events
with varied priorities.

Our work in this paper is concerned with the node
selection algorithms, which is similar to the works that aim
at dealing with node selection and assignment problems.
Cai et al. [28] addressed the multiple directional cover sets
problem of organizing the directions of sensors into a group
of nondisjoint cover sets to extend the network lifetime. The
directional sensors are different from common sensors that
have a limited angle of sensing range. The authors proved
this problem is NP-complete and presented three heuristic
approaches. Lin et al. [29] proposed an adaptive energy-
efficient multisensor scheduling scheme for collaborative
target tracking in wireless sensor networks. The challenging
issue of this problem is how to achieve energy efficiency
and track reliability while satisfying the tracking accuracy
requirement. In their algorithm, a number of sensors are
selected to form a temporary tasking cluster, and the optimal
sampling interval is determined to satisfy the given tracking
accuracy. Johnson et al. [30] considered sensor-mission
assignment problem in wireless sensor networks. In this
problem, multiple missions compete for sensor resources.
They showed that this problem is NP-hard even to approx-
imate, and presented several heuristic algorithms. Liu et al.
[31] studied the topology control problem using a proba-
bilistic network model. They attempted to find a minimal
transmission range for each node while the global network
reachability satisfies certain threshold. Different from these
previous works, we aim at providing efficient node selection
algorithms with data accuracy guaranteed for the service-
oriented wireless sensor networks by exploring the spatial
correlation among the sensed data and the advantages of
diverse services provided by different sensor nodes.

3. System Model and Problem Formulation

In this section, we have firstly introduced the network model
for the service-oriented wireless sensor networks. Secondly,
we have described the spatial correlation model for single
as well as multiple services in the network. Finally, we have
formulated a definition for the node selection problem with
data accuracy guaranteed in the service-oriented wireless
sensor networks.

3.1. NetworkModel. Weconsider awireless sensor network in
the plane with stationary nodes 𝑃 = {𝑝

1
, 𝑝
2
, . . . , 𝑝

𝑛
}, which

are built to provide a series of services 𝑆 = {𝑠
1
, 𝑠
2
, . . . , 𝑠

𝑚
}.

Each node 𝑝
𝑖
can provide one or more service 𝑆

𝑖
, which is

a subset of 𝑆; that is, 𝑆
𝑖
⊆ 𝑆. One service, for example, 𝑠

𝑗
,

can be provided by a group of nodes 𝑃
𝑗
, and 𝑃

𝑗
= {𝑝
𝑖
|

𝑠
𝑗
∈ 𝑆
𝑖
}. It is obvious that the set size |𝑃

𝑗
| demonstrates the

number of nodes in the networkwhich can provide service 𝑠
𝑗
.

The relationship between nodes and services can be further
described as a bipartite graph 𝐺 = (𝑃, 𝑆, 𝐸), where 𝑃 denotes
the set of nodes, 𝑆 denotes the set of services, and 𝐸 denotes
the set of edges. There is an edge (𝑝

𝑖
, 𝑠
𝑗
) between 𝑝

𝑖
and 𝑠
𝑗
in

case that𝑝
𝑖
can provide service 𝑠

𝑗
; that is, (𝑝
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, 𝑠
𝑗
) ∈ 𝐸. Figure 2
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Figure 2: An example of the bipartite graph in which each service
is supported by three distinct nodes.

has shown an example of the proposed model for service-
oriented sensor network with five nodes and each service is
supported by three distinct nodes.

To be convenient, the symbols used in this work are
summarized in Table 1.

3.2. Spatial Correlation Model. Researchers have proposed
several mathematical models for spatial correlation in wire-
less sensor networks under different assumptions. Pattem et
al. [17] proposed to use an empirically obtained approxima-
tion function for the joint entropy of sensed data. In [18],
the sensed data is assumed to follow the diffusion property
and the diffusion is formulated as a function of the distance.
The jointly Gaussian is adopted in many related works [9,
19, 20], which assumes the data to be jointly Gaussian with
the correlation as a function of the distance. The jointly
Gaussianmodel is easy to use and analyze by forcing the joint
probability density function of the data values to be jointly
Gaussian. Jindal and Psounis [21] analyzed the spatial cor-
relation among sensed data by using variograms in wireless
sensor networks. The proposed model is a special case of
Markov random field. In this model, the data value at a node
is derived from other correlated nodes whose data values
have already been derived. However, it is not always the fact
that a given spatial process will be Markovian. In this paper,
we are concerned with the data accuracy with the spatial
correlation model. The jointly Gaussian model proposed in
[9] has considered themeasurement noise of nodes and given
the distortion function, which is suitable for our problem.

In the senor networks, the observation result of each node
is in fact a noisy version of the physical phenomenon located
at the sensing source, and it can be modeled as Gaussian
random variable 𝑉of zero mean and variable 𝜎

2

𝑉
; that is,

𝑉 ∼ N (0, 𝜎2
𝑉
). Similarly, the sensed data for the physical

phenomenon at node 𝑝
𝑖
can also be modeled as Gaussian

variable 𝑉
𝑖
, 𝑉
𝑖
∼ N (0, 𝜎

2

𝑉
). Assume that the sensed data for

node 𝑝
𝑖
/𝑝
𝑗
is denoted as 𝑉

𝑖
/𝑉
𝑗
accordingly. The correlations

between 𝑉 and 𝑉
𝑖
, 𝑉
𝑖
and 𝑉

𝑗
are described as

corr {𝑉, 𝑉
𝑖
} = 𝜌V,𝑖 = 𝐾

𝜗
(𝑑V,𝑖) ,

corr {𝑉
𝑖
, 𝑉
𝑗
} = 𝜌
𝑖,𝑗
= 𝐾
𝜗
(𝑑
𝑖,𝑗
) ,

(1)
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where 𝑑V,𝑖 denotes the Euclidean distance between 𝑝
𝑖
and the

sensing source𝑉, 𝑑
𝑖,𝑗
denotes the Euclidean distance between

𝑝
𝑖
and𝑝

𝑗
,𝐾
𝜗
(⋅) is the covariance function concernedwith the

Euclidian distance 𝑑 and it is formulated as

𝐾
𝜗
(𝑑) = 𝑒

−(𝑑/𝜃)
, 𝜃 > 0, (2)

where 𝜃 controls the correlation between the distances of
sensor nodes. In addition, we can see that 𝐾

𝜗
(⋅) = 1 in case

that 𝑑 = 0, and𝐾
𝜗
(⋅) = 0 in case that 𝑑 = +∞.

The collected data by the sensor node 𝑝
𝑖
is often subject

to noise interference originated from the environment, and it
can be represented as

𝑋
𝑖
= 𝑉
𝑖
+ 𝑁
𝑖
, (3)

where 𝑁
𝑖
is the additive white Gaussian noise, 𝑁

𝑖
∼ N

(0, 𝜎2
𝑁
). We assume that the noise that each sensor node

encounters is independent of each other.
According to [9], the distortion of the estimation for 𝑉 is

formulated as

𝛿 = 𝜎
2

𝑉
−

𝜎
4

𝑉

𝐿 (𝜎
2

𝑉
+ 𝜎
2

𝑁
)
(2

𝐿

∑

𝑖=1

𝜌V,𝑖 − 1)

+
𝜎
6

𝑉

𝐿
2
(𝜎
2

𝑉
+ 𝜎
2

𝑁
)
2

𝐿

∑

𝑖=1

𝐿

∑

𝑗 ̸= 𝑖

𝜌
𝑖,𝑗
,

(4)

where 𝐿 (𝐿 > 0) is the number of sensor nodes.
We use 𝜎

2

𝑉
to normalize 𝛿, and the estimated data

accuracy is calculated as

𝑎 = 1 −
𝛿

𝜎
2

𝑉

=
𝛽

𝐿 (𝛽 + 1)
(2

𝐿

∑

𝑖=1

𝜌V,𝑖 − 1)

−
𝛽
2

𝐿
2
(𝛽 + 1)

2

𝐿

∑

𝑖=1

𝐿

∑

𝑗 ̸= 𝑖

𝜌
𝑖,𝑗
,

(5)

where 𝛽 = 𝜎
2

𝑉
/𝜎
2

𝑁
denotes the Signal-to-Noise Ratio (SNR).

3.3. Problem Definition. In this paper, we study the problem
of node selection in the service-oriented wireless sensor
networks with the data accuracy requirement guaranteed
for the services. The number of nodes is considered as the
optimizing object due to the following considerations. Firstly,
there are fewer packets to be transmitted in the network if
we select less number of nodes to provide services, which is
also helpful to reduce the energy consumption. Secondarily,
it will increase the collision probability in the contention-
basedwireless network if toomany nodes are kept awake, and
significant retransmission cost and additional delay occur
accordingly. Finally, it helps to reduce the overhead of data
transmission to allow one node to provide multiple services
simultaneously. In case that the data of different services is
correlated, it can be compressed into a smaller packet; even

in the uncorrelated case, it can still be transmitted in a single
packet, and thereby it is helpful to reduce overhead in the
network [32].

In this paper, we aim at providing node strategies with
the number of selected nodes minimized. Let 𝑎

𝑗
be the data

accuracy requirement of each service 𝑠
𝑗
, 𝑃
𝑗
one subset of

nodes selected from 𝑃
𝑗
to provide service 𝑠

𝑗
, 𝑃
𝑗

⊆ 𝑃
𝑗
,

and 𝑎
𝑗
(𝑃


𝑗
) the estimated data accuracy of service 𝑠

𝑗
when

service 𝑠
𝑗
is provided by nodes in set 𝑃

𝑗
. The node selection

problem for the service-oriented wireless sensor networks
can be defined as follows: given a bipartite graph𝐺 = (𝑃, 𝑆, 𝐸),
in which 𝑃 denotes the set of nodes, 𝑆 denotes the set of
services, and 𝐸 denotes the set of edges between 𝑃 and 𝑆,
and given the required data accuracy requirement 𝑎

𝑗
of each

service 𝑠
𝑗
∈ 𝑆 and spatial correlation among these nodes

and corresponding sensing sources, the problem is to find a
subgraph 𝐺 = (𝑃


, 𝑆, 𝐸

), 𝑃 ⊆ 𝑃, 𝐸 ⊆ 𝐸, and the objective

is to minimize the number of selected nodes in 𝑃 under the
constraint that 𝑎

𝑗
(𝑃


𝑗
) ≥ 𝑎
𝑗
is satisfied for each service 𝑠

𝑗
∈ 𝑆.

4. Integer Nonlinear Programming
Formulation

In this section, we present an Integer Nonlinear Program-
ming (INLP) formulation for the node selection problem.
Integer programming is a mathematical optimization or a
feasibility program in which some or all of the variables are
restricted to be integers. INLP is a special case of integer
programming, where some of the constraints or the objective
functions are nonlinear. INLP is considered as an efficient
technique to solve the optimization problem with nonlinear
constraint, so that it is feasible to express the node selection
problem as INLP. This paper is concernd with the node
selection problem, and the objective is to minimize the
total number of selected nodes with nonlinear data accuracy
constraint. We use the following set of binary integer (0 or 1)
variables and constraints in the INLP formulation.

(1) Variables 𝑒
𝑖,𝑗
for each node 𝑝

𝑖
∈ 𝑃 and service 𝑠

𝑗
∈ 𝑆.

The variable 𝑒
𝑖,𝑗
is 1 if and only if (𝑝

𝑖
, 𝑠
𝑗
) ∈ 𝐸; that is, node 𝑝

𝑖

can provide service 𝑠
𝑗
:

𝑒
𝑖,𝑗
= {

1, if node 𝑝
𝑖
can provide service 𝑠

𝑗
,

0, otherwise.
(6)

The variables 𝑒
𝑖,𝑗

can be obtained when the topology graph
and the set of services provided bynodes are given.Obviously,
the selected nodes for services 𝑠

𝑗
shall be selected from these

nodes with 𝑒
𝑖,𝑗
= 1.

(2) Variables 𝑥
𝑖,𝑗

for each node 𝑝
𝑖
∈ 𝑃 and service 𝑠

𝑗
∈

𝑆. The variable 𝑥
𝑖,𝑗

is 1 if and only if node 𝑝
𝑖
is assigned to

provide service 𝑠
𝑗
:

𝑥
𝑖,𝑗
= {

1, if node 𝑝
𝑖
is assigned to provide service 𝑠

𝑗
,

0, otherwise.
(7)

As we can see, the set {𝑥
𝑖,𝑗
| 𝑖 = 1, 2, . . . , 𝑛, 𝑗 = 1, 2, . . . , 𝑚.}

had indicated one scheduling scheme for the given wireless
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sensor networks, in which each node 𝑝
𝑖
is assigned to provide

service 𝑠
𝑗
if 𝑥
𝑖,𝑗
= 1. Note that 𝑥

𝑖,𝑗
equals 0 in case that 𝑒

𝑖,𝑗
=

0, which means that node 𝑝
𝑖
cannot be assigned to provide

service 𝑠
𝑗
since it is not supported. In this way, we have the

following constraint:

𝑒
𝑖,𝑗
− 𝑥
𝑖,𝑗
≥ 0, ∀𝑖 = 1, 2 . . . , 𝑛, 𝑗 = 1, 2 . . . , 𝑚. (8)

Let 𝑎
𝑗
be the estimated data accuracy of service 𝑠

𝑗
, and 𝑎

𝑗
can

be obtained via formula (5), which can be further described
as follows:

𝑎
𝑗
=

{{{{{{{

{{{{{{{

{

𝛽

𝐿
𝑗
(𝛽 + 1)

(2

𝑛

∑

𝑖=1

𝑥
𝑖,𝑗
𝜌V,𝑖 − 1)

−
𝛽
2

𝐿
𝑗

2
(𝛽 + 1)

2

𝑛

∑

𝑖=1

𝑛

∑

𝑘 ̸= 𝑖

𝑥
𝑖,𝑗
𝑥
𝑘,𝑗
𝜌
𝑖,𝑘
, if 𝐿

𝑗
̸=0

0, if 𝐿
𝑗
= 0,

(9)

where 𝐿
𝑗
= ∑
𝑛

𝑖=1
𝑥
𝑖,𝑗
and 𝐿

𝑗
denotes the number of selected

nodes which are assigned to provide service 𝑠
𝑗
.

In order to satisfy the required data accuracy for all
services in the network, we have the following constraint:

𝑎
𝑗
≥ 𝑎
𝑗
, ∀𝑗 = 1, 2 . . . , 𝑚. (10)

(3) Variables 𝑦
𝑖
. The variable 𝑦

𝑖
is 1 if and only if node 𝑝

𝑖

is selected to provide services required in the network:

𝑦
𝑖

= {
0, if node 𝑝

𝑖
is not selected to provide any services,

1, otherwise.
(11)

By following the above definition, 𝑦
𝑖
equals 0 if node 𝑝

𝑖
is not

selected to provide any service, and otherwise it equals 1. As
mentioned above, the variable 𝑥

𝑖,𝑗
denotes the case that node

𝑝
𝑖
∈ 𝑃 can provide service 𝑠

𝑗
∈ 𝑆 or not, and we have the

following constraint:

𝑚𝑦
𝑖
≥

𝑚

∑

𝑗=1

𝑥
𝑖,𝑗
≥ 𝑦
𝑖
, ∀𝑖 = 1, 2 . . . , 𝑛. (12)

The objective of node selection problem is to minimize
the total number of nodes that are selected to provide the
required services, and the number of selected nodes can be
calculated as ∑𝑛

𝑖=1
𝑦
𝑖
.

Then the node selection problem discussed in this paper
can be formulated as

Minimized
𝑛

∑

𝑖=1

𝑦
𝑖

Subject to

𝑥
𝑖,𝑗
∈ {0, 1} , ∀𝑖 = 1, 2 . . . , 𝑛, 𝑗 = 1, 2 . . . , 𝑚,

𝑦
𝑖
∈ {0, 1} , ∀𝑖 = 1, 2 . . . , 𝑛,

𝑎
𝑗
≥ 𝑎
𝑗
, ∀𝑗 = 1, 2 . . . , 𝑚,

𝑒
𝑖,𝑗
−𝑥
𝑖,𝑗
≥0, ∀𝑖=1, 2 . . . , 𝑛, 𝑗 = 1, 2 . . . , 𝑚,

𝑚𝑦
𝑖
≥

𝑚

∑

𝑗=1

𝑥
𝑖,𝑗
≥ 𝑦
𝑖
, ∀𝑖 = 1, 2 . . . , 𝑛.

(13)

In this section, we have introduced an Integer Nonlinear
Programming (INLP) formulation for the node selection
problem. The proposed INLP is generally considered as
an efficient way to provide an accurate description on the
problem formulation. This formulation is useful to find the
optimal solution in case that the solution space is small
enough with the help of some well-known tools, such as
LINGO and MATLAB. However, INLP is a special case of
integer programming which is proved to be NP-hard, and
accordingly the INLP problem is NP-hard. Many related
works have also been proposed to find the suboptimal
solution for a given INLP problem [33–35]. Although INLP
has shown its good performance in the practical applications,
it results in some well-known deflects such as computation as
well as space complexity, especially in case that the solution
space is very large. Unfortunately, thewireless sensor network
generally includes hundreds to thousands of nodes; the vari-
ables required by the INLP mentioned above might increase
exponentially with the node number. Another problem is that
for a random network, it is hard to gather all the constraints
mentioned above since these nodes are heterogonous and
constraints for each node are fully different from each other.
Moreover, in the practical applications, the sink is almost
impossible to get the accurate information in the harsh
environment by following the observation that the sensed
data is generally a noisy version of the physical phenomenon.
It is more practical to adopt a suboptimal solution with
the data accuracy guaranteed instead of optimal one that
is hard to find for an NP-hard problem. In this way, it is
reasonable and necessary to develop heuristic algorithms for
the node selection problem in the service-oriented wireless
sensor networks.

5. Heuristic Algorithms

Heuristic algorithms are generally considered as an impor-
tant way to solve the NP-hard problem. In this section,
we propose two heuristic algorithms for the node selection
problem in the service-oriented wireless sensor networks,
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namely, the Separate Selection Algorithm (SSA) and the
Combined Selection Algorithm (CSA).

5.1. Separate Selection Algorithm (SSA). The basic idea of
the Separate Selection Algorithm (SSA) is that we select a
minimumnumber of nodes for each required servicewith the
data accuracy guaranteed in a separate way, and the union of
selected nodes for all services is considered as the problem
solution. The key process for the SSA is how to select nodes
for each service. Herewe follow the ideawithwhich nodes are
selected in a sequence way, and in each step, we will choose
the node that is potential to improve the data accuracy.

Assume that the current node selection solution is 𝐺 =
(𝑃

, 𝑆, 𝐸

), in which 𝑃


= {𝑃


𝑗
| 𝑗 = 1, 2, . . . , 𝑚}, 𝑆 = {𝑠

𝑗
|

𝑗 = 1, 2, . . . , 𝑚} is the set of services, and 𝐸 = {(𝑝
𝑖
, 𝑠
𝑗
) | 𝑝
𝑖
∈

𝑃

, 𝑠
𝑗
∈ 𝑆}. Let us consider the general case that one node,

that is, 𝑝
𝑖
is considered to provide one special service, that is,

𝑠
𝑗
. Here we use 𝐼

𝑖,𝑗
to denote the data accuracy increment for

service 𝑠
𝑗
in case that node 𝑝

𝑖
is selected to provide service 𝑠

𝑗
,

where (𝑝
𝑖
, 𝑠
𝑗
) ∈ 𝐸. 𝐼

𝑖,𝑗
can be calculated as follows.

(1) In case that 𝑎
𝑗
(𝑃


𝑗
) ≥ 𝑎

𝑗
, we have 𝐼

𝑖,𝑗
= 0, which

means that the data accuracy requirement for service
𝑠
𝑗
has already been satisfied that there is no more

improvement once nodes𝑝
𝑖
and (𝑝

𝑖
, 𝑠
𝑗
) are added into

the final solution.
(2) In case that 𝑎

𝑗
(𝑃


𝑗
+ {𝑝
𝑖
}) ≤ 𝑎

𝑗
(𝑃


𝑗
), we have 𝐼

𝑖,𝑗
=

0, which means that the data accuracy of service 𝑠
𝑗

cannot be increased once nodes 𝑝
𝑖
and (𝑝

𝑖
, 𝑠
𝑗
) are

added into the final solution.
(3) In case that 𝑎

𝑗
(𝑃


𝑗
) < 𝑎
𝑗
(𝑃


𝑗
+ {𝑝
𝑖
}) ≤ 𝑎

𝑗
, we have 𝐼

𝑖,𝑗
=

𝑎
𝑗
(𝑃


𝑗
+ {𝑝
𝑖
}) − 𝑎
𝑗
(𝑃


𝑗
), which denotes the increment of

the data accuracy for service 𝑠
𝑗
in case that nodes 𝑝

𝑖

and (𝑝
𝑖
, 𝑠
𝑗
) are added into the final solution.

(4) In case that 𝑎
𝑗
(𝑃


𝑗
) < 𝑎
𝑗
< 𝑎
𝑗
(𝑃


𝑗
+ {𝑝
𝑖
}), we have 𝐼

𝑖,𝑗
=

𝑎
𝑗
−𝑎
𝑗
(𝑃


𝑗
), which means that we generally neglect the

part of increment that exceeds the requirement since
the solution is required only to provide the asked data
accuracy.

The pseudocode for SSA is listed in Table 1. In Line 1, the
set of selected nodes 𝑃

𝑗
for each service 𝑠

𝑗
is initially set as

0. In Lines 2–9, the algorithm tries to select nodes for each
service 𝑠

𝑗
∈ 𝑆. In case that the current data accuracy cannot

satisfy the data accuracy requirement, that is, 𝑎
𝑗
(𝑃


𝑗
) < 𝑎

𝑗
,

we firstly check all the candidate nodes that are useful to
improve data accuracy. Secondarily, we select one node with
maximum data accuracy increment as the candidate (in Line
4). Finally, the selected node is added into 𝑃



𝑗
to provide

service 𝑠
𝑗
(in Line 6). This process continues until enough

nodes are selected for all services.
We illustrate the SSA algorithm by an example given in

Figure 3. Aswe can see fromFigure 3(a), the network has four
nodes and each service is supported by three distinct nodes.
The required data accuracy for each service is listed on the
right side; for example, the required data accuracy of 𝑠

1
is 0.8,

Table 1: Description of the symbols.

Symbol Description
n The number of nodes
m The number of services
G The node-service bipartite graph
P The set of nodes
S The set of services
E The set of edge between P and S
𝐺
 The node-service assignment bipartite graph

𝑃
 The set of nodes that selected to provide services

𝐸
 The set of edge between 𝑃 and S

𝑃
𝑗

The set of nodes that can provide service 𝑠
𝑗

𝑃


𝑗

The subset of nodes that selected from 𝑃
𝑗
to provide

service 𝑠
𝑗

𝑆
𝑖

The set of services that node 𝑝
𝑖
can provide

𝑎
𝑗

The data accuracy requirement of service 𝑠
𝑗

𝑎
𝑗
(𝐴)

The estimated data accuracy of service 𝑠
𝑗
when service

𝑠
𝑗
is provide by nodes in set A

0.8

0.8

{0.5, 0}

{0.4, 0.4}

{0.4, 0.4}

{0, 0.5}

𝑝1

𝑝2

𝑝3

𝑝4

𝑠2

𝑠1

(a)

𝑝1

𝑝2

𝑝3

𝑝4

𝑠2

𝑠1

(b)

Figure 3: An example of the execution of SSA algorithm. (a) The
node-service bipartite graph 𝐺 = (𝑃, 𝑆, 𝐸). (b) The final solution of
node-service selection bipartite graph 𝐺



= (𝑃


, 𝑆, 𝐸


).

and the data accuracy increment of each node when services
is provided only by this node is also listed on the left side; for
example, the data accuracy increment of 𝑝

1
is 0.5 for 𝑠

1
and

0.0 for 𝑠
2
. Without loss of generality, we assume that the data

accuracy increment of each node can be added directly to
simplify description; that is, the data accuracy of 𝑠

1
provided

by 𝑝
1
and 𝑝

2
is 0.5 + 0.4 that equals 0.9. The algorithm will

select nodes for 𝑠
1
and then 𝑠

2
. Node 𝑝

1
with the maximum

data accuracy increment for 𝑠
1
will be selected firstly. In case

that the algorithm has selected 𝑝
1
, both node 𝑝

2
and 𝑝

3
can

guarantee the required data accuracy of 𝑠
1
, and we assume

that the randomly selected one is 𝑝
2
. Similarly, service 𝑠

2
will

firstly select 𝑝
4
. In case that the algorithm has selected 𝑝

4
,

both 𝑝
2
and 𝑝

3
can guarantee the required data accuracy of

𝑠
2
. However, 𝑝

2
is intended to be selected by 𝑠

2
in case that

it is already selected by 𝑠
1
. After that, the selected nodes have

guaranteed the required data accuracy of 𝑠
1
and 𝑠
2
, and the

algorithm will stop. As we can see from the final solution
shown in Figure 3(b), the SSA algorithm selects three nodes
to provide 𝑠

1
and 𝑠
2
with one node reduced.
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Input:Node-service bipartite graph 𝐺 = (𝑃, 𝑆, 𝐸) and requirement for service data accuracy 𝑎
1
, 𝑎
2
, . . . , 𝑎

𝑚
.

Output:Node-service selection bipartite graph 𝐺 = (𝑃

, 𝑆, 𝐸

).

1: 𝑃 ← 0, 𝐸 ← 0, 𝑃
𝑗
← 0, 𝑗 = 1, . . . , 𝑚;

2: for each service 𝑠
𝑗
∈ 𝑆

3: while 𝑎
𝑗
(𝑃


𝑗
) < 𝑎
𝑗

4: Calculate data accuracy increment 𝐼
𝑖,𝑗
for each 𝑝

𝑖
, (𝑝
𝑖
, 𝑠
𝑗
) ∈ 𝐸 and (𝑝

𝑖
, 𝑠
𝑗
) ∉ 𝐸
, and

select the one 𝑝
𝑖
with maximum 𝐼

𝑖,𝑗
and 𝐼
𝑖,𝑗
> 0 as the candidate node; if two nodes have

identical increment, the node included in 𝑃 is prior to be selected;
5: If no such a candidate is found, the algorithm stops with no solution found;
6: 𝑃



𝑗
← 𝑃


𝑗
+ {𝑝
𝑖
}, 𝐸 ← 𝐸

 + (𝑝
𝑖
, 𝑠
𝑗
);

7: end while
8: 𝑃


← 𝑃

⋃𝑃


𝑗
;

9: end for

Algorithm 1: Pseudocode for Separate Selection Algorithm (SSA).

5.2. Combined Selection Algorithm (CSA). The previous pro-
posed SSA tries to select nodes for each separate service based
on the criterion of data accuracy increment. However, some
nodes will provide several services simultaneously in the
wireless sensor networks, and this multiservice property can
help to improve the performance of node selection strategies
if we simply select one multiservice node to improve the
data accuracy required by different services. As we can see
from Line 4 in Algorithm 1, we intend to select the candidate
node that is already chosen to provide some other service in
SSA algorithm, which means that nodes with multiservice
property are more preferred in SSA algorithm during node
selection process. However, this separate selection process is
not always efficient especially in some cases. For example, the
sample network given in Figure 3 can obtain a better solution
than the solution found by SSA. If we do not select 𝑝

1
and

𝑝
4
which have maximum data accuracy increment for one

special service, but select𝑝
2
and𝑝

3
which can provide service

𝑠
1
and 𝑠
2
simultaneously, it is obvious that this solution can

guarantee the required data accuracy of 𝑠
1
and 𝑠
2
. However,

this solution has fewer nodes than SSA because it only selects
two nodes with two nodes reduced. In this section, we will
introduce a new Combined Selection Algorithm (CSA) that
has utilizedmultiservice property for node selection problem
in service-oriented wireless sensor networks.

In this paper, we aim at minimizing the number of
selected nodes with the data accuracy guaranteed for all
services in the network. There are two important factors
that will influence the number of selected nodes; that is, the
number of services and the service quality of each node.
Intuitively, it helps to reduce the number of selected nodes in
case that they can provide more kinds of services since more
nodes are potential candidates during the selection process.
However, nodesmight have poor data accuracywhen they are
far away from the sensing source although they can provide
the required services. It means that we shall consider the data
accuracy as well as the number of services simultaneously
during the node selection process.

The basic idea of the CSA is described as follows. Initially
no nodes are selected and the final solution is an empty set.

Then, nodes are chosen and added into the final solution in a
sequence way. In each step, we intend to select the node with
maximal contribution increment to all services in the network
(which will be discussed in details below in this section).This
process continues until the data accuracy for all services is
satisfied, and finally we can obtain the selected nodes as well
as the services provided by each node for the problem.

Assume that 𝑝
𝑖
is considered to provide services 𝑠

𝑗
in the

current selection bipartite graph 𝐺
. In case that 𝐼

𝑖,𝑗
= 0, it

is obvious that there is no benefit for node 𝑝
𝑖
to provide 𝑠

𝑗
,

and we have (𝑝
𝑖
, 𝑠
𝑗
) ∉ 𝐸
. In case that 𝐼

𝑖,𝑗
> 0, we can see that

node 𝑝
𝑖
helps to improve data accuracy of service 𝑠

𝑗
, and we

have (𝑝
𝑖
, 𝑠
𝑗
) ∈ 𝐸
. In this way, for a given 𝑝

𝑖
, we can calculate

the 𝐼
𝑖,𝑗

for each 𝑠
𝑗
. Generally, we intend to choose the node

that has more contribution increment to the data accuracy.
Here we have introduced 𝑤

𝑖,𝑗
(0 < 𝑤

𝑖,𝑗
≤ 1) as a coefficient

to demonstrate the impact of current contribution increment
on the final data accuracy, and it is formulated as

𝑤
𝑖,𝑗
=

{{{

{{{

{

0, 𝐼
𝑖,𝑗
= 0,

exp
{

{

{

−(

(𝑎
𝑗
− 𝑎
𝑗
(𝑃


𝑗
) − 𝐼
𝑖,𝑗
)

𝑎
𝑗

)

}

}

}

, 𝐼
𝑖,𝑗
> 0.

(14)

As we can see from the above formulation, 𝑤
𝑖,𝑗

= 0 in case
that 𝐼
𝑖,𝑗

= 0, which shows that node 𝑝
𝑖
has no contribution

to the data accuracy of service 𝑠
𝑗
. Here we adopt the power

exponential function to indicate howmuch the data accuracy
is close to the requirement value.

Let 𝐶
𝑖
be the contribution increment of node 𝑝

𝑖
with the

current selection bipartite graph 𝐺 in case that 𝑝
𝑖
is selected

to provide services, and 𝐶
𝑖
is formulated as

𝐶
𝑖
= ∑

(𝑝𝑖 ,𝑠𝑗) ∈𝐸

𝑤
𝑖,𝑗
𝐼
𝑖,𝑗
, ∀𝑝

𝑖
∈ 𝑃, (15)

where 𝑤
𝑖,𝑗
(0 < 𝑤

𝑖,𝑗
≤ 1) is a coefficient and 𝐼

𝑖,𝑗
denotes the

data accuracy increment for service 𝑠
𝑗
in case that node 𝑝

𝑖
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Input:Node-service bipartite graph 𝐺 = (𝑃, 𝑆, 𝐸) and requirement for service data accuracy 𝑎
1
, 𝑎
2
, . . . , 𝑎

𝑚
.

Output:Node-service selection bipartite graph 𝐺 = (𝑃

, 𝑆, 𝐸

).

1: 𝑃 ← 0, 𝐸 ← 0, 𝑃
𝑗
← 0, 𝑗 = 1, . . . , 𝑚;

2: while true
3: If for each service 𝑠

𝑗
∈ 𝑆, has satisfied 𝑎

𝑗
(𝑃


𝑗
) ≥ 𝑎
𝑗
, the algorithm stops with solution found;

4: Calculate data accuracy increment 𝐼
𝑖,𝑗
and contribution increment 𝐶

𝑖
for each 𝑝

𝑖
, 𝑝
𝑖
∈ 𝑃

and 𝑝
𝑖
∉ 𝑃
, and select the one 𝑝

𝑖
with maximum 𝐶

𝑖
and 𝐶

𝑖
> 0 as the candidate node;

5: If no such a candidate is found, the algorithm stops with no solution found;
6: for each service 𝑠

𝑗
, (𝑝
𝑖
, 𝑠
𝑗
) ∈ 𝐸 and 𝐼

𝑖,𝑗
> 0

7: 𝑃


𝑗
← 𝑃


𝑗
+ {𝑝
𝑖
}, 𝐸 ← 𝐸

 + (𝑝
𝑖
, 𝑠
𝑗
);

8: while 𝑃
𝑗

̸=0

9: Calculate 𝑎
𝑗
(𝑃


𝑗
− {𝑝
𝑘
}) for each 𝑝

𝑘
, 𝑝
𝑘
∈ 𝑃


𝑗
, and select the one 𝑝

𝑘
with maximum

𝑎
𝑗
(𝑃


𝑗
− {𝑝
𝑘
}) and 𝑎

𝑗
(𝑃


𝑗
− {𝑝
𝑘
}) ≥ 𝑎

𝑗
(𝑃


𝑗
);

10: If no such a candidate is found, break;
11: 𝑃



𝑗
← 𝑃


𝑗
– {𝑝
𝑘
}, 𝐸 ← 𝐸

 – (𝑝
𝑘
, 𝑠
𝑗
);

12: end while
13: end for
14: 𝑃


← ⋃
𝑚

𝑗=1
𝑃


𝑗
;

15: end while

Algorithm 2: Pseudocode for Combined Selection Algorithm (CSA).

is selected to provide service 𝑠
𝑗
, which is as same as that in

Section 5.1.
So far we have introduced the basic node selection

process for the CSA. However, the algorithm can be further
optimized. In case that the algorithm selects one node with
maximum contribution increment, this node will provide
each service that helps to improve the data accuracy. How-
ever, the node with multiservice and maximum contribution
incrementmight have poor data accuracy increment for some
services. Although the node that provides poor data accuracy
increment can still improve the data accuracy, the data
accuracy increment is so small that it needs to select more
nodes to guarantee the required data accuracy. Therefore,
we can further reduce the number of nodes by removing
some already selected nodes that are with poor data accuracy
increment for some services. Let us consider an example that
two services are supported by two nodes, in which 𝑝

1
can

support 𝑠
1
and 𝑠
2
, 𝑝
2
can support 𝑠

2
, and the required data

accuracy for 𝑠
1
and 𝑠

2
is both 0.8. Suppose that the data

accuracy of 𝑠
1
provided by 𝑝

1
is 0.8, the data accuracy of 𝑠

2

provided by 𝑝
1
is 0.3, provided by 𝑝

2
is 0.8, and provided

by 𝑝
1
and 𝑝

2
is 0.7. In the first selection, the value of 𝐶

1

is larger than 𝐶
2
according to formula (15), then 𝑝

1
will be

selected and provide service 𝑠
1
and 𝑠
2
. In the next selection,

𝑝
2
will be selected and provide service 𝑠

2
. However, the data

accuracy of 𝑠
2
provided by𝑝

1
and𝑝
2
is less than that provided

by 𝑝
2
. It is clear that we can improve the data accuracy of

service 𝑠
2
if we let 𝑝

1
do not provide 𝑠

2
. Note that the “bad”

assignments (i.e., assigning nodes to provide services that are
with poor data accuracy increment) cannot be eliminated
during the selection process, due to the fact that they still help
to improve the data accuracy. After selecting a new node, we
can check all the selected nodes to find the “bad” assignments
that were included in the previous selections. The basic idea

of the optimization process is described as follows. In case
that there is a special service for example, 𝑠

𝑗
, has selected a

new node, we will firstly calculate 𝑎
𝑗
(𝑃


𝑗
− {𝑝
𝑖
}) for each node

𝑝
𝑖
∈ 𝑃


𝑗
, and select the one 𝑝

𝑖
with maximum 𝑎

𝑗
(𝑃


𝑗
− {𝑝
𝑖
})

and 𝑎
𝑗
(𝑃


𝑗
− {𝑝
𝑖
}) ≥ 𝑎

𝑗
(𝑃


𝑗
); after that, we let 𝑝

𝑖
do not provide

𝑠
𝑗
. This process continues until no more of this kind of nodes

can be found from 𝑃


𝑗
.

The pseudocode for CSA is listed in Algorithm 2. In Line
1, the set of selected nodes 𝑃

𝑗
for each service 𝑠

𝑗
is initialized

as 0. In Lines 2–15, nodes are selected in a sequence way
until data accuracy is guaranteed for all services. In case that
there is some service that current data accuracy cannot satisfy
its requirement, we will firstly calculate all the candidate
nodes’ contribution increment, and select one node with
maximum contribution increment as the candidate (in Line
4). Secondarily, the candidate node is assigned to provide
each service 𝑠

𝑗
that helps to improve the data accuracy (in

Line 7). Finally, we check all the nodes in 𝑃


𝑗
and remove

nodes from 𝑃


𝑗
without declining the data accuracy of service

𝑠
𝑗
, and this subprocess continues until no more of this kind

of nodes can be found from 𝑃


𝑗
(in Line 8–12). The node

selection process continues until enough nodes are selected
for all services.

We illustrate the execution of CSA algorithm during
one round of the iteration process by an example given in
Figure 4. In this example two services are supported by four
nodes. The node-service bipartite graph 𝐺 = (𝑃, 𝑆, 𝐸) is
given in Figure 4(a), and the current node-service selection
bipartite graph 𝐺


= (𝑃

, 𝑆, 𝐸

) is given in Figure 4(b). As

we can see from Figure 4(b), the algorithm has selected 𝑝
2
in

𝐺
, then the available nodes are 𝑝

1
, 𝑝
3
, and 𝑝

4
. Suppose that

the contribution increment of each available node has been
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𝑠1

(e)

Figure 4: An example of the execution of CSA algorithmduring one
round of the iteration process. (a) The node-service bipartite graph
𝐺 = (𝑃, 𝑆, 𝐸). (b) The current node-service selection bipartite graph
𝐺


= (𝑃


, 𝑆, 𝐸

). (c) The relationship between available nodes and

services, and there is an edge between 𝑝
𝑖
and 𝑠

𝑗
indicating that 𝑝

𝑖

helps to improve the data accuracy of 𝑠
𝑗
. (d) Select 𝑝

3
to provide 𝑠

1

and 𝑠
2
. (e)The final node-service selection bipartite graph 𝐺 of this

round of the iteration process.

calculated and the value of 𝐶
1
, 𝐶
3
, and 𝐶

4
is 0.1, 0.3, and 0.2,

respectively. The relationship between available nodes and
services is given in Figure 4(c), and there is an edge between
𝑝
𝑖
and 𝑠
𝑗
indicating that the data accuracy increment of 𝑝

𝑖
is

larger than 0, that is, 𝑝
𝑖
helps to improve the data accuracy

of 𝑠
𝑗
. In the next step, the algorithm will select one node

with maximum contribution increment, that is, 𝑝
3
in this

example. According to Figure 4(c), 𝑝
3
helps to improve the

data accuracy of 𝑠
1
and 𝑠
2
. Then 𝑝

3
will provide 𝑠

1
and 𝑠
2
,

and the new solution is given in Figure 4(d). After a new
node is added into the solution, the algorithm will execute
an optimization process. We assume that there is one “bad”
assignment (𝑝

2
, 𝑠
2
); that is, the data accuracy of 𝑠

2
provided

by 𝑝
3
is not less than that provided by 𝑝

2
and 𝑝

3
. Then

the algorithm will remove the assignment (𝑝
2
, 𝑠
2
) from the

solution. The final solution of this round of the iteration
process can be observed from Figure 4(e).

5.3. Complexity Analysis

Lemma 1. The time complexity of SSA is 𝑂(𝑚𝑛2).

Proof. During the outside for loop, the algorithm selects
nodes for each service 𝑠

𝑗
∈ 𝑆, and each execution of

the outside for loop contains a while loop. In the while
loop, the algorithm checks each node 𝑝

𝑖
, (𝑝
𝑖
, 𝑠
𝑗
) ∈ 𝐸 and

(𝑝
𝑖
, 𝑠
𝑗
) ∉ 𝐸

 and selects one node with maximum data
accuracy increment. The while loop will continue until the
data accuracy of 𝑠

𝑗
is satisfied. Because there are at most

𝑛 nodes that can provide 𝑠
𝑗
and each execution selects one

node, the execution of thewhile loop takes𝑂(𝑛2) time.Hence,
the time complexity of SSA is 𝑂(𝑚𝑛2).

Lemma 2. The time complexity of CSA is 𝑂(𝑚𝑛3).

Proof. During the outside while loop, the algorithm will
firstly check each node 𝑝

𝑖
, 𝑝
𝑖
∈ 𝑃, 𝑝

𝑖
∉ 𝑃
, and calculate

the data accuracy increment for each services and node’s
contribution increment. Because each node can provide at
most 𝑚 services and each execution selects one node with
maximum contribution increment, this process takes at most
𝑂(𝑚𝑛) time. In the next step, the loop is executed to assign the
selected node to provide each service that helps to improve
the data accuracy, and there are at most 𝑚 services. In each
execution of the inside while loop, the algorithm checks each
node in 𝑃

𝑗
and tries to find one node that without declining

the data accuracy of 𝑠
𝑗
when this node does not provide 𝑠

𝑗
.

The inside while loop will continue until nomore of this kind
of nodes can be found. Because each 𝑃



𝑗
contains at most 𝑛

nodes and each execution of the inside while loop selects one
node, the inside while loop takes at most 𝑂(𝑛2) time and for
loop is𝑂(𝑚𝑛2).Therefore, each execution of the outsidewhile
loop takes at most 𝑂(𝑚𝑛 + 𝑚𝑛

2
) = 𝑂(𝑚𝑛

2
) time. Because

there are at most 𝑛 nodes to be selected, the time complexity
of CSA is 𝑂(𝑚𝑛3).

6. Simulation Results and Analysis

In order to evaluate the actual behavior of the above
algorithms, we have relied on the experimental simulation
to show its performance. In this section, we have firstly
introduced the building process of our simulation and then
analyze the impact of spatial correlation parameters 𝜃 and
SNR 𝛽 on the results. Finally, we compare the performance
of SSA and CSA in different environments.

6.1. Simulation Setup. We use MATLAB as the platform tool
that is used popularly in simulation of wireless networks.The
scenarios are built in a square area 500m × 500m.The sensor
nodes are random placed as well as the sensing sources.
Here we assume that each sensing source is dedicated to
one special service. Given the sensor nodes and the sensing
sources, in the next step we need to decide the set of services
provided by these nodes. Here we adopt the randomly model
to determine whether node 𝑝

𝑖
can provide service 𝑠

𝑗
with a

given probability ratio 𝑞 (0 < 𝑞 < 1); that is, 𝑝
𝑖
only provides

𝑠
𝑗
in case that the random value (between 0 and 1) is larger

than 𝑞. Here we also assume that each service is provided
by at least one node. Otherwise, the scenario is rebuilt until
this constraint is satisfied. And the data accuracy 𝑎 for each
service is assumed to be identical. In this work, we build 100
different scenarios and compare the average performance of
the proposed algorithms.

6.2. Impact of Spatial Correlation Parameters 𝜃 and SNR 𝛽.
In this part, we analyze the impact of spatial correlation
parameters 𝜃 and SNR 𝛽 on the performance of the SSA and
CSA.The spatial correlation parameters 𝜃 and SNR 𝛽 are two



International Journal of Distributed Sensor Networks 11

0.7 0.80.75 0.85 0.9 0.95
0

10

20

30

40

50

60

Accuracy requirement

Av
er

ag
e n

um
be

r o
f s

ele
ct

ed
 n

od
es

𝜃 = 500

𝜃 = 1000

𝜃 = 2000

𝜃 = 5000

(a) SSA

0
5

10
15
20
25
30
35
40
45

Accuracy requirement

Av
er

ag
e n

um
be

r o
f s

ele
ct

ed
 n

od
es

0.7 0.80.75 0.85 0.9 0.95

𝜃 = 500

𝜃 = 1000

𝜃 = 2000

𝜃 = 5000

(b) CSA

Figure 5: Impact of spatial correlation parameter 𝜃, 𝜃 ∈

{500, 1000, 2000, 5000}.

parameters in the spatial correlation model, which we have
introduced in Section 3.2.The spatial correlation parameter 𝜃
denotes the correlation of sensed data between the distances
among sensor nodes. As we can see from formula (2), the
larger 𝜃 indicates a high degree of spatial correlation; that is,
the nodes in a network provide strongly correlated service.
The SNR 𝛽 denotes the noise strength that will affect the
distortion of service. It is obvious that the larger 𝛽 will result
in low distorted sensed data; that is, the services provided by
nodes are more accurate. As we can see, the two parameters
𝜃 and 𝛽 will affect the sensed data, which in turn influences
the selection results.

The first set of experiments is concerned with the impact
of spatial correlation parameter 𝜃 on the number of selected
nodes.The simulation is done with 300 nodes and 10 services,
and the SNR 𝛽 is assumed to be 10 dB and 𝑞 be 0.5.The spatial
correlation parameter 𝜃 varies from 500, 1000, and 2000 to
5000, and we study the average number of the selected nodes
compared with the change of services’ accuracy requirement
𝑎 that starts from 0.7 to 0.97. As we can see from Figure 5,
the number of selected nodes is minimized in case that 𝑎 =

0.7, and it increases together with the increasing of accuracy
requirement 𝑎. However, this process is not so significant
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Figure 6: Impact of SNR 𝛽, 𝛽 ∈ {5 dB, 10 dB, 15 dB, 20 dB}.

until 𝑎 reaches some special point. For example, the average
number of selected nodes is among 1.79 to 4.34 when 0.7 ≤

𝑎 ≤ 0.9 in case that 𝜃 = 5000 and using CSA algorithm
to find solution; however, it increases rapidly when 𝑎 >

0.9. Moreover, there might have not been enough nodes to
support the required data accuracy requirement; for example,
themaximumdata accuracy requirement is about 0.87 in case
that 𝜃 = 500.

The second set of experiments is concerned with the
impact of signal-to-noise ratio 𝛽 on the number of selected
nodes, which is illustrated in Figure 6. The simulation is
done with 300 nodes and 10 services, and spatial correlation
parameter 𝜃 is assumed to be 2000 and 𝑞 be 0.5. The SNR
parameter 𝛽 varies from 5 dB, 10 dB, and 15 dB to 20 dB, and
we study the average number of selected nodes compared
with the change of services’ accuracy requirement 𝑎 that starts
from 0.7 to 0.96. We also can see that the number of selected
nodes remains stable or varies linearly when 𝑎 is smaller;
however, it increases rapidly when 𝑎 is larger than some
special point. This conclusion is similar to that of Figure 5.
As we know, the energy budget is an important criterion for
the wireless sensor networks, and it will worsen the network
performance if too many nodes are involved in the data
sensing process. The compromise from a given application
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Figure 7: Comparison of SSA and CSAwith different data accuracy
requirements.

scenario will help to reduce the energy consumption by
selecting a proper accuracy requirement.

6.3. Performance Comparison between SSA and CSA. So far
as we know, this is the first works concerned with the node
selection algorithms with data accuracy guaranteed for the
service-orientedwireless sensor networks.Most of the related
works [28–31] focused on different research issues, such as
target tracking, and topology control. Wang et al. [13] had
proposed a scheduling algorithm for the service-oriented
wireless sensor network, but it did not consider the data
accuracy. In this section, we compare the performance of
SSA and CSA in different scenarios with varied accuracy
requirement, number of nodes 𝑛, number of service 𝑚, and
the value of 𝑞, respectively.

Figure 7 has shown the number of selected nodes with
SSA and CSA when the accuracy requirement 𝑎 varies from
0.7 to 0.95. The simulation is done with 300 nodes and 10
services, and spatial correlation parameter 𝜃 is assumed to be
2000, SNR 𝛽 to be 10 dB, and 𝑞 to be 0.5. The experimental
results show that CSA has better performance compared with
SSA in all situations.

The second set of simulations is done to show the impact
of network size on the number of selected nodes. The
simulation is done with 300 nodes and 10 services, and spatial
correlation parameter 𝜃 is assumed to be 2000, data accuracy
requirement 𝑎 to be 0.92, SNR 𝛽 to be 10 dB, and 𝑞 be 0.5.
And the network size varies from 100 to 500. As we can see
from Figure 8, the CSA has better performance than SSA
in all cases. Furthermore, we have two observations from
Figure 8. (1) The average number of the selected nodes is
relatively smaller in case that the network size is larger. This
is due to the fact that there are more potential candidates for
a given service with the network size increasing, and it helps
to reduce the number of selected nodes. (2) The number of
the selected nodes decreases slightly in case that the network
size reaches some special point. It implies that it is helpless to
reduce the number of selected nodes by adding more nodes
into the network.
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Figure 8: Comparison of SSA and CSA with different network size.
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Figure 9: Comparison of SSA and CSA with different number of
services.

The third set of simulations focuses on the impact of
the number of services in the network on the number of
selected nodes. We use the similar parameters in the second
set of simulations. As we can see from Figure 9, CSA runs
better than SSA with different value of 𝑚 although it is not
so significant when𝑚 is close to 5.

The fourth set of simulations focuses on the probability
𝑞 on the number of selected nodes by varying 𝑞 from 0.1 to
0.9. We also use the similar parameters in the second set of
simulations. In fact, the parameter 𝑞 indirectly represents the
number of services provided by nodes in the network. As
we can see from Figure 10, the number of the selected nodes
is rather close with SSA and CSA when 𝑞 is small enough.
Particularly, the SSA is even slightly better than CSA when
𝑞 = 0.1. However, the CSA shows better performance when
the value of 𝑞 increases. Meanwhile, we can also obtain two
conclusions from this set of experiments. (1) The average
number of the selected nodes decreases with 𝑞 increasing.
The larger 𝑞 results in more services that can be provided by
selected nodes.Thus, each node can make more contribution
to the required services, which in turn reduces the total
number of selected nodes. (2) In case that 𝑞 is larger enough,
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Figure 10: Comparison of SSA and CSA in different value of 𝑞.

for example, 𝑞 > 0.5, the average number of selected nodes
decreases slowly with 𝑞 increasing.

7. Conclusion

To provide various services is one important trend for the
future wireless sensor networks, and the service-oriented
architecture allows different services supported simultane-
ously in the same physical area in which one sensor can
provide different kinds of service. Quality of services, such
as data accuracy, is one of the key criterions for applications
because the sensed data is generally a noisy version of the
physical phenomenon. The spatial correlation among the
sensed data makes it possible to select a subset of nodes
to provide the required services while the data accuracy is
guaranteed, which is obviously helpful to improve the per-
formance of the wireless sensor networks. We are concerned
with this issue in this paper and have formulated the node
selection problem into an Integer Nonlinear Programming
(INLP) problem. We also have developed two heuristic
algorithms, namely, Separate Selection Algorithm (SSA) and
Combined SelectionAlgorithm (CSA) for the problem. In the
futureworkwe are to develop efficient scheduling schemes for
the node selection process and aim at providing a solution
for the service-oriented wireless sensor networks with the
network lifetime maximized. The temporal correlation is
also important to optimize the network performance. We
also plan to explore energy-efficient scheduling schemes for
service-oriented wireless sensor networks with both spatial
and temporal correlation considered.
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Wireless sensor networks (WSNs) are networks of autonomous nodes used formonitoring an environment. Topology control is one
of themost fundamental problems inWSNs. To overcome high connectivity redundancy and low structure robustness in traditional
methods, a PSO-optimized minimum spanning tree-based topology control scheme is proposed in this paper. In the proposed
scheme, we transform the problem into a model of multicriteria degree constrained minimum spanning tree (mcd-MST) and
design a nondominated discrete particle swarm optimization (NDPSO) to deal with this problem. To obtain a better approximation
of true Pareto front, the multiobjective strategy with a fitness function based on niche and phenotype sharing function is applied in
NDPSO. Furthermore, a topology control scheme based onNDPSO is proposed. Simulation results show that NDPSO can converge
to the non-dominated front quite evenly, and the topology derived under the proposed topology control scheme has lower total
power consumption, higher robust structure, and lower contention among nodes.

1. Introduction

A wireless sensor network (WSN) is a system of spatially
distributed sensor nodes to collect important information
in the target environment. WSNs have been envisioned for
a wide range of applications, such as battlefield intelligence,
environmental tracking, and emergency response. Each sen-
sor node has limited computational capacity, battery supply,
and communication capability [1]. Topology control and
management—how to determine the transmission power of
each node so as to maintain network connectivity while
consuming the minimum possible power—are one of the
most important issues in WSNs [2, 3]. Without proper
topology control algorithms in placing a randomly connected
multihop wireless sensor network may suffer from poor net-
work utilization, high end-to-end delays, and short network
lifetime. Topology control in WSNs is NP-hard [4], therefore
approximate methods can be used to tackle it efficiently.

Generally, the topology control technologies can be di-
vided into three types. One is to reduce the node redundancy
in a given network that usually periodically let selected

nodes enter energy-saving mode. Chen et al. [5] proposed
a distributed algorithm in which each node makes its local
decision on whether to sleep or not. Ding et al. [6] pre-
sented an adaptive partition scheme for node scheduling
and topology control with the aim of reducing energy
consumption. The second type of topology control is to
use the clustering strategy such as the well-known LEACH
[7]. It used rotation of the cluster head in order to evenly
distribute the energy consumption. Cluster heads collected
and aggregated all signals and then transmitted the fused
information to the base station. Lindsay and Raghavendra [8]
proposed PEGASIS which formed a chain including all nodes
in the network. In PEGASIS, each node communicated only
with a close neighbor and took turns transmitting to the base
station. It was better than LEACH because it performed data
aggregation at each chain node. The third type of topology
control focuses on reducing link redundancy, and several
topology control algorithms have been proposed. For exam-
ple, Li et al. [9] introduced a cone-based topology control
algorithm called CBTC which required only the availability
of directional information. In this algorithm, each node tried
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to find the minimum power 𝑝 to ensure that the transmitting
with 𝑝 could reach some node in every cone of degree 𝛼.
The algorithm had been analytically shown to be able to
preserve the network connectivity if 𝛼 < 5𝜋/6. Rodoplu
and Meng [10] proposed a relay-region and enclosure-based
approach (R and M) that introduced the notion of relay
region and enclosures for the purpose of power control. It
could guarantee connectivity of the entire network, and the
resulted topology was a minimum power topology. However,
the network topology given by this algorithm had a high
degree of link redundancy, which would reduce the efficiency
of the upper network protocols. To solve this problem, Li and
Halpern [11] proposed an improved protocol called SMECN,
which had lower link maintenance costs than R and M and
could achieve a significant saving in energy consumption.
Based on the local minimum spanning tree (MST), Li et
al. [12] proposed a network topology control algorithm
called LMST which could effectively reduce the power
consumption. The topology derived under this algorithm
could also preserve the network connectivity, and the degree
of each node in the resulted topology was bounded by 6.
However, this algorithm ignored the structure robustness and
communication interference, so some network performance
under LMST may be weaken.

In a word, all the algorithms mentioned previously have
taken different approaches to study the topology control and
management in WSNs. However, the structure robustness
and the radio contention are often ignored. It is a challenge
to design a novel topology control scheme which can over-
come the defects (i.e., high redundancy of connectivity and
low robustness of structure) of traditional methods. This
challenge motivates us to integrate the MST method and
particle swarm optimization (PSO) by developing a PSO-
optimized minimum spanning tree-based topology control
scheme in wireless sensor networks to prolong the network
lifetime. In our previous work [13], we have transformed the
problem of topology control into a model of multicriteria
degree constrained minimum spanning tree (mcd-MST) and
designed aMST-based topology control schemewithNDPSO
calledMCMST. Compared with [13], the major contributions
of this study are summarized as follows.

(1) Similar to [13], the topology control problem is also
transformed into the model of mcd-MST with low
power consumption, high structure robustness, and
lownode degree and the constraint of the node degree
corresponds with the low ratio interference.

(2) We do performance analysis of multiobjective PSO
(MOPSO) in detailed and use three standard test
functions (ZDT1, ZDT2, and ZDT6) to compare
MOPSO with another two classical multiobjective
evolutionary algorithms, NSGA and SPEA.

(3) In this paper, we adopt NDPSO, which is a nondom-
inated discrete particle swarm optimization, to solve
this mcd-MST problem. It aims at obtaining a better
approximation of true Pareto front by applying the
multiobjective strategy with a fitness function based
on niche and phenotype sharing function. Moreover,
we further do some extended experiments to analyze

the performance of NDPSO by varying the number
of objectives, number of vertexes, the correlation, and
maximum permissible degree constrained.

(4) We introduce the MCMST topology control scheme
in WSNs [13] and compare it with another two
topology control schemes, SMECN and LMST, in dif-
ferent performance factors which include average link
length, average radius, average link strong, average
physical degree, and average logic degree.

The remainder of this paper is organized as follows.
Section 2 describes the problem. In Section 3, we present the
details of the proposed NDPSO algorithm for the mcd-MST
problem. Section 4 introduces the proposedMCMST scheme
based on NDPSO. In Section 5, we analyze the proposed
NDPSO algorithm under a variety of scenarios. And the
comparison of our proposed MCMST scheme and other
existing schemes is carried out in the simulation. Finally, we
make conclusions and discuss the future work in Section 6.

2. Problem Description

2.1. mc-MST. MST problem is to find a least-cost spanning
tree in an edge-weighted graph, and multicriteria minimum
spanning tree (mc-MST) problem is one of the extended
formulations of the MST problem. In mc-MST, a vector
of weights is defined for each edge, and the problem is
to find all Pareto optimal spanning trees. Consider a con-
nected and undirected graph 𝐺 = (𝑉, 𝐸), where 𝑉 =

{V
1
, V
2
, . . . , V

𝑛
} is a finite set of vertices representing terminals

or telecommunication stations, and so forth, and 𝐸 =

{𝑒
1,2
, 𝑒
1,3
, . . . , 𝑒

𝑖,𝑗
, . . . 𝑒
𝑛−1,𝑛

} which is defined as follows:

𝑒
𝑖,𝑗
= {

1, if V
𝑖
, V
𝑗
have edge

0, otherwise,

(𝑖 = 1, 2, . . . , 𝑛 − 1; 𝑗 = 𝑖 + 1, 𝑖 + 2, . . . , 𝑛) .

(1)

Each edge has 𝑚 positive real numbers, represent-
ing 𝑚 attributes defined on it and denoted with 𝑤

𝑖,𝑗
=

{𝑤
1

𝑖,𝑗
, 𝑤
2

𝑖,𝑗
, . . . , 𝑤

𝑚

𝑖,𝑗
}. In practice, 𝑤𝑘

𝑖,𝑗
(𝑘 = 1, 2, . . . , 𝑚) may

represent the distance, cost, and so on.
Let 𝑥 = 𝑥

1,2
, 𝑥
1,3
, . . . , 𝑥

𝑖,𝑗
, . . . , 𝑥

𝑛−1,𝑛
be defined as follows:

𝑥
𝑖,𝑗
= {

1, if 𝑒
𝑖,𝑗
= 1 and is selected

0, otherwise,

(𝑖 = 1, 2, . . . , 𝑛 − 1; 𝑗 = 𝑖 + 1, 𝑖 + 2, . . . , 𝑛) .

(2)

Then a spanning tree of graph 𝐺 can be expressed as the
vector 𝑥. Let𝑋 be the set of all such vectors corresponding to
spanning trees in graph 𝐺, and the mc-MST problem can be
formulated as follows:

min 𝑓
1
(𝑥) = ∑𝑤

1

𝑖,𝑗
𝑥
𝑖,𝑗
,

min 𝑓
2
(𝑥) = ∑𝑤

2

𝑖,𝑗
𝑥
𝑖,𝑗
,

⋅ ⋅ ⋅

min 𝑓
𝑚
(𝑥) = ∑𝑤

𝑚

𝑖,𝑗
𝑥
𝑖,𝑗
,
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(𝑖 = 1, 2, . . . , 𝑛 − 1; 𝑗 = 𝑖 + 1, 𝑖 + 2, . . . , 𝑛) ,

s.t. 𝑥 ∈ 𝑋,

(3)

where 𝑓
𝑖
(𝑥) is the 𝑖th objective to be minimized for the

problem

1 ≤ ∑𝑥
𝑖,𝑗
≤ 𝑑; (𝑖 = 1, 2, . . . , 𝑛) , (4)

where 𝑑 denotes the maximum permissible degree.
If the degree constraint condition of formula (4) is further

considered for the formula (3), the mc-MST problem will be
transformed into a mcd-MST problem, thus the mcd-MST is
a typical mc-MST.

Compared with the traditional MST problem, the mcd-
MST problem has more than one objective. Because these
multiple objectives exist and usually conflict with each
other, we cannot determine which edge has the least weight
and span one to form a spanning tree like the process of
vertex growth or edge growth. If we transform the multiple
objectives into a single objective according to some criteria,
the problem can be easily solved by using anyMST algorithm,
but only one single solution can be obtained. Actually, this
transformation is not an easy work both for the decision
maker and the system analyzer in practice.

2.2. Model Formulation. A wireless sensor network can be
described as a directed graph 𝐺(𝑉, 𝐸) in a two-dimensional
plane, where𝑉 is the set of nodes and𝐸 is the set of edges.The
relative neighbor graph 𝐺

𝑖
(𝑉
𝑖
, 𝐸
𝑖
) of node 𝑖 is denoted as the

subgraph located in the disk centered at node 𝑖 with a radius
𝑟max, where |𝑉| = 𝑛 and |𝐸| = 𝑚. In this paper, a minimum
spanning tree with low power consumption, high structure
robustness, and low node degree in 𝐺

𝑖
(𝑉
𝑖
, 𝐸
𝑖
) is constructed.

The constraint of node degree corresponds with the low ratio
interference.The low power consumption and high structure
robustness can be described as follows.
Objective 1 (low power consumption). One has

Min {𝑦
1
(𝑖) = ∑𝑝

𝑘
| 𝑖 ∈ 𝑉, 𝑘 ∈ 𝑉

𝑖
} , (5)

where 𝑦
1
(𝑖) ∈ (0, (𝑛

𝑖
− 1)𝑝max) and 𝑝𝑘 stands for the power

consumption of node k.

Objective 2 (high structure robustness). One has

Max {𝑦
2
(𝑖) = ∑𝑅

𝑗𝑘
| (𝑗, 𝑘) ∈ 𝑇

𝑖
, 𝑇
𝑖
⊂ 𝐺
𝑖
(𝑉
𝑖
, 𝐸
𝑖
)} , (6)

where𝑅
𝑗𝑘
stands for the robustness value between node 𝑗 and

node k.
Therefore, the mcd-MST problem with low power con-

sumption and high structure robustness can be described
as searching for sensor nodes with abundant surplus energy
to communicate with each other, and avoiding too much
interference among them. We denote an m-dimensional
vector to describe the states of links. If an edge belongs to
𝑇
𝑖
, then 𝑥

𝑗
= 1, otherwise 𝑥

𝑗
= 0. Additionally, the original

model must be consistent with the features of MST, so the
mathematical model can be described as follows:

min 𝑧
1
(𝑖) = 𝑊

1
𝑋 =

𝑚

∑

𝑗=1

𝑤
1𝑗
𝑥
𝑗
,

min 𝑧
2
(𝑖) = 𝑊

2
𝑋 =

𝑚

∑

𝑗=1

𝑤
2𝑗
𝑥
𝑗
,

(7)

where𝑊
1
,𝑊
2
correspond to the weight of the vectors imply-

ing low power consumption and high structure robustness,
respectively. At the same time, the objectives must satisfy the
node degree constraint in order to form a degreeconstrained
tree structure.

3. Proposed Algorithm

The MST problem has been well studied, and many efficient
polynomial-time algorithms [14] have been developed by
Dijkstra, Kruskal, Prim. Although the basic MST problem is
in polynomial time, the addition of one or more constraints
often transforms it into amultiobjective problem (MOP), and
so approximate methods must be used if one is to tackle
it efficiently. In [15], Zhou and Gen described a Prufer-
encoded genetic algorithm (GA), which used Srinivas and
Deb’s Nondominated Sorting method and a Prufer based
encoding [16, 17]. And an algorithm for enumerating all
Pareto optimal spanning trees was put forward to evaluate
their proposed GA. However, Knowles [18] pointed out that
the proposed enumeration algorithm was not correct. In
our previous work [19], we put forward a nongenerational
multiobjective GA (MOGA) to deal with the mc-MST and
presented an improved enumeration algorithm to evaluate
our proposed MOGA. In [19], the improved enumeration
algorithm was proved to be able to find out all true Pareto
optimal solutions, so it can be used to replace the algorithmof
Zhou andGen for evaluating the quality ofmc-MST solutions
generated by an approximate method such as the GA in [15]
or [19].

Definition 1 (dominance [20]). A vector 𝑈 = (𝑢
1
,𝑢
2
, . . . , 𝑢

𝑛
)

is said to dominate 𝑉 = (V
1
, V
2
, . . . , V

𝑛
) if and only if 𝑈 is

partially less than V, that is, for all 𝑖 ∈ {1, 2, . . . , 𝑛}, 𝑢
𝑖
≤

V
𝑖
∧ ∃ 𝑖 ∈ {1, 2, . . . , 𝑛}, 𝑢

𝑖
≺ V
𝑖
.

Definition 2 (pareto optimal [20]). A solution𝑋
𝑢
∈ 𝑈 is said

to be Pareto optimal if and only if there is no 𝑥V ∈ 𝑉 for
which 𝑉 = 𝑓(𝑋V) = (V

1
, V
2
, . . . , V

𝑛
) dominates 𝑈 = 𝑓(𝑋

𝑢
) =

(𝑢
1
, 𝑢
2
, . . . , 𝑢

𝑛
).

PSO is a relatively recent heuristic optimization technique
developed by Kennedy and Eberhart [21]. Ease of implemen-
tation, high quality of solutions, computational efficiency, and
speed of convergence are strengths of the PSO. In the past
several years, PSO has been successfully applied in many
researches and applications such as [22–27].WSN issues such
as node deployment, localization, energy-aware clustering,
data aggregation, and topology control are often formulated
as optimization problems, and PSO has been applied to
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address these WSN issues. Kulkarni and Venayagamoorthy
[28] introduce PSO and discuss its suitability for WSN
applications. They also present a brief survey of how PSO is
tailored to address these issues.

3.1. Basic PSO. PSO is a population based search problem
where individuals, referred to as particles, are grouped into
a swarm. In PSO, each particle is defined as a potential
solution to a problem in a D-dimensional space, with the 𝑖th
particle represented as 𝑋

𝑖
= (𝑋
𝑖1
, 𝑋
𝑖2
, . . . , 𝑋

𝑖𝐷
). The particle

adjusts its position in search space according to its own
experience and that of neighboring particles. Each particle
also maintains a memory (pbest) of its previous best position
represented as 𝑝

𝑖
= (𝑝
𝑖1
, 𝑝
𝑖2
, . . . , 𝑝

𝑖𝐷
) and a velocity along

each dimension represented as𝑉
𝑖
= (𝑉
𝑖1
, 𝑉
𝑖2
, . . . , 𝑉

𝑖𝐷
). In each

generation, the pbest vector of the particlewith the best fitness
in the local neighborhood designated 𝑝

𝑔𝑑
.

In each generation of the early versions of PSO, the parti-
cles were manipulated according to the following equation:

V
𝑖𝑑
= 𝑤 ∗ V

𝑖𝑑
+ 𝑐
1
𝑟
1
(𝑝
𝑖𝑑
− 𝑥
𝑖𝑑
) + 𝑐
2
𝑟
2
(𝑝
𝑔𝑑
− 𝑥
𝑖𝑑
) ,

𝑥
𝑖𝑑
= 𝑥
𝑖𝑑
+ V
𝑖𝑑
,

(8)

where 𝑑 is the number of dimensions (variables), 𝑤 is
the inertia weight, 𝑐

1
and 𝑐

2
are two positive constants,

called acceleration constants, and 𝑟
1
and 𝑟
2
are two random

numbers within the range [0, 1]. A constant 𝑉max is often
used to limit the velocities of the particles and improve the
resolutions of the search space.

3.2. NDPSO. As (8) mentioned in the previous section, it is
obvious that the basic PSO cannot be directly used to generate
a discrete combinatorial solution of the MST problem. Since
the PSO algorithm was proposed by Kennedy and Eberhart
in 1995, attempts have beenmade to apply the PSO algorithm
to discrete combinatorial problems lately [29–35]. In this
section, inspired by the [32] and our previous work [29],
NDPSO is applied to deal with mc-MST problem. In the
proposed algorithm, the phenotype sharing function of the
objective space is applied in the definition of fitness function
to obtain a better approximation of true Pareto front.

3.2.1. Representation of Particles. Here we also adopt the
method of [15, 19] to build the representation scheme of
particles.

Procedure: Encoding

Step 1. Let vertex 𝑗 be the smallest labeled leaf vertex in a
labeled tree 𝑇.
Step 2. Set 𝑘 to be the first digit in the permutation if vertex 𝑘
is incident to vertex 𝑗.
Step 3. Remove vertex 𝑗 and the edge from 𝑗 to 𝑘; we have a
tree with 𝑛 − 1 vertices.

Step 4. Repeat the previously steps until one edge is left, and
produce the Prufer number or permutation with 𝑛 − 2 digits
in order.

Procedure: Decoding
Step 1. Let 𝑃 be the original Prufer number, and let 𝑃 be the
set of all vertices not included in 𝑃.
Step 2. Let 𝑗 be the vertex with the smallest label in 𝑃, and
let 𝑘 be the leftmost digit of 𝑃. Add the edge from 𝑗 to 𝑘 into
the tree. Remove 𝑗 from 𝑃 and 𝑘 from 𝑃. If 𝑘 does not occur
anywhere in the remainder of P, put it into 𝑃.
Step 3. Repeat the process until no digits left in 𝑃.
Step 4. If no digits remain in 𝑃, there are exactly two vertices,
𝑟 and 𝑠, in 𝑃. Add edge from 𝑟 to 𝑠 into the tree and form a
tree with 𝑛-1edges.

3.2.2. Discrete Procedure of PSO. Here, the position of the 𝑖th
particle at iteration 𝑡 can be updated as follows:

𝑋
𝑡

𝑖
= 𝑐
2
⊕ 𝐹
3
(𝑐
1
⊕ 𝐹
2
(𝑤 ⊕ 𝐹

1
(𝑋
𝑡−1

𝑖
) , 𝑃
𝑡−1

𝑖
) , 𝐺
𝑡−1

𝑖
) . (9)

The update equation consists of three components as
follows, where 𝑟

1
, 𝑟
2
, and 𝑟

3
are uniform random numbers

generated between 0 and 1.

(a) 𝜆
𝑡

𝑖
represents the velocity of the particle,

𝜆
𝑡

𝑖
= 𝑤 ⊕ 𝐹

1
(𝑋
𝑡−1

𝑖
) = {

𝐹
1
(𝑋
𝑡−1

𝑖
) , 𝑟
1
< 𝑤,

𝑋
𝑡−1

𝑖
, else,

(10)

where𝐹
1
indicates the insert (mutation) operatorwith

the probability of w.

(b) 𝛿
𝑡

𝑖
is the “cognition” part of the particle for the private

thinking of the particle itself,

𝛿
𝑡

𝑖
= 𝑐
1
⊕ 𝐹
2
(𝜆
𝑡

𝑖
, 𝑃
𝑡−1

𝑖
) =

{

{

{

𝐹
2
(𝜆
𝑡

𝑖
, 𝑃
𝑡−1

𝑖
) , 𝑟
2
< 𝑐
1
,

𝜆
𝑡

𝑖
, else,

(11)

where 𝐹
2
represents the crossover operator with the

probability of 𝑐
1
.

(c) 𝑋
𝑡

𝑖
is the “social” part of the particle representing the

collaboration among particles,

𝑋
𝑡

𝑖
= 𝑐
2
⊕ 𝐹
3
(𝛿
𝑡

𝑖
, 𝐺
𝑡−1

𝑖
) =

{

{

{

𝐹
3
(𝛿
𝑡

𝑖
, 𝐺
𝑡−1

𝑖
) , 𝑟
3
< 𝑐
2
,

𝛿
𝑡

𝑖
, else,

(12)

where 𝐹
3
represents the crossover operator with the

probability of 𝑐
2
.
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Figure 1: The results of MOPSO in ZDT1, ZDT2, and ZDT6.

3.2.3. Fitness Value Function

Definition 3. Target distance 𝑓𝑑
𝑖𝑗
: 𝑓𝑑
𝑖𝑗

is the distance
between the two particles 𝑖 and 𝑗. Supposed that the distance
has 𝑚 dimensions which are noted as 𝑓

1
𝑑
𝑖𝑗
, 𝑓
2
𝑑
𝑖𝑗
, . . . , 𝑓

𝑚
𝑑
𝑖𝑗
,

respectively, and

𝑓𝑑
𝑖𝑗
= 𝑓
1
𝑑
𝑖𝑗
+ 𝑓
2
𝑑
𝑖𝑗
+ ⋅ ⋅ ⋅ + 𝑓

𝑚
𝑑
𝑖𝑗
=

𝑓
1
(𝑥
𝑖
) − 𝑓
1
(𝑥
𝑗
)


+

𝑓
2
(𝑥
𝑖
) − 𝑓
2
(𝑥
𝑗
)

+ ⋅ ⋅ ⋅ +


𝑓
𝑚
(𝑥
𝑖
) − 𝑓
𝑚
(𝑥
𝑗
)

,

(13)

where 𝑖 ̸=𝑗.

Definition 4. Dominance measure D(i): D(i) expresses the
state of domination the 𝑖th particle with respect to the current
population, and

𝐷 (𝑖) =

𝑝

∑

𝑗=1

𝑛𝑑 (𝑖, 𝑗) , (14)

where nd(i, j) is one if particle 𝑗 dominate particle i, and zero
otherwise.

Definition 5. Sharing function 𝑠ℎ(𝑓𝑑
𝑖𝑗
):

𝑠ℎ (𝑓𝑑
𝑖𝑗
) = {

1, if 𝑓𝑑
𝑖𝑗
≤ 𝜎
𝑠
,

0, otherwise,
(15)

where 𝜎
𝑠
is a sharing parameter.

Definition 6. The neighbor density measure𝑁(𝑖): 𝑁(𝑖) asso-
ciated with particle 𝑖 is defined as

𝑁(𝑖) =

𝑝

∑

𝑗=1

𝑠ℎ (𝑓𝑑
𝑖𝑗
) . (16)

Definition 7. The fitness of 𝐴 given particle 𝐹(𝑖): 𝐹(𝑖) is then
defined as

𝐹 (𝑖) = (1 + 𝐷 (𝑖)) × (1 + 𝑁 (𝑖)) . (17)

Compared with the single-object PSO, during the search
process ofmultiobjective PSO (MOPSO), particles often have
more than one personal best and global best value. We save
these information into an external archive [36]. A proper
mechanism of choosing leader particles can help to findmore
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Figure 2: Boxplots of MOPSO, NSGA II, and SPEA 2 algorithm performance indicator values.
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Figure 3: The effect of NDPSO with correlation = 0 on the different problem.
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Figure 4: The effect of NDPSO with correlation = −0.7 on the
different problem.

Pareto solutions in a shorter time. So it is very important to
decide how to choose the proper leader particles to direct the
movement of particles. In order to avoid the external archive
growing too big, we adopt 𝜀-dominance [37] to reduce the
external archive.

3.2.4. Algorithm Overview. The details of NDPSO algorithm
can be described as follows.

NDPSO Algorithm for mcd-MST
Step 1. Initialize swarm.
Step 2.Modify degree if not satisfied.
Step 3. Calculate the fitness value.
Step 4. Initialize leaders in an external archive.
Step 5. Filter (leaders).
Step 6. Iteration = 0.
Step 7. For each particle: mutation; select leader;

SelfCross; SocialCross; modify degree;
update Position; update pbest.

Step 8. Update leaders in the external archive.
Step 9. Filter (leaders).
Step 10. Iteration++.
Step 11. If iteration<iterationMax, go to Step 7.
Step 12. Output results.

4. Topology Control Scheme

As mentioned in the previous sections, we constructed the
multiobjective minimum spanning tree model according to
characteristics of problem and designed a NDPSO algorithm
to deal with the model. Sensor nodes are usually presented
in the intersection of many node adjacency coverage graphs,
because the local topology is needed to adjust overall after
deployed. Then the node selects the one whose requirement
for coverage is maximum from a number of the spanning
trees. Inspired by the idea of local minimum spanning tree
structure and topology adjustment strategy of [12], a topology
control scheme based onNDPSO calledMCMST is proposed
in this section, and the details of the MCMST are described
as follows.

Topology Control Scheme Based on (MCMST)
Step 1. Each wireless sensor node 𝑢 collects the local infor-
mation of its own reachable neighborhood graph 𝐺

𝑢
(𝑉
𝑢
, 𝐸
𝑢
)

through broadcasting a HELLO message using its maximal
transmission power periodically.
Step 2. According to the information collected in the pre-
viously step and the performance evaluation function, each
node 𝑢 computes the minimum spanning tree with degree
constraints in the graph 𝐺

𝑢
(𝑉
𝑢
, 𝐸
𝑢
) using the NDPSO algo-

rithm independently in the previously section.
Step 3. Each node 𝑢 has to adjust its transmission
power according to its local minimum spanning tree
𝑇
𝑢
(𝑉(𝑇), 𝐸(𝑇)), where 𝑉(𝑇) = 𝑉

𝑢
, E(T) ⊂ 𝐸

𝑢
. At this time,

node 𝑢requires a power lever that can reach the farthest
one-hop neighbor in 𝑇

𝑢
.

5. Simulation Results

In this section, we first conduct simulations to compare
the performance of PSO under our multiobjective strategy
(MOPSO) with two classic multiobjective evolutionary algo-
rithms in three standard test functions. Furthermore, the
solution sets generated by NDPSO are also compared with
solution sets from the enumerating algorithm [19] which is
proved to find all Pareto optimal spanning trees. Finally, we
conduct extensive simulations to compare the performance of
our proposed MCMST scheme with other existing schemes.

5.1. Performance Analysis of MOPSO

5.1.1. Experimental Setup. We use three standard test func-
tions (ZDT1, ZDT2, and ZDT6) [38] and compare MOPSO
with two classic multiobjective evolutionary algorithms
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Figure 5: The effect of NDPSO with correlation = 0.95 on the different problem.
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Figure 6: Comparison on 15 vertices with 𝑑 = 3 and 𝑑 = 4.

(NSGA [39] and SPEA [40]). The three test functions
represent some typical function types of noninferior front
in multiobjective optimization problem, respectively. ZDT1
is a convex function, ZDT2 is a nonconvex function, and
ZDT6 is noncontiguous function. In order to avoid algo-
rithm randomness of a singular run, we independently run
each algorithm for 20 times and compare the results of 20
experiments based on the statistical methods of hypoth-
esis testing [41]. The experimental parameters are set as
𝑐
1
= 𝑐
2
= 2.0, 𝜎

1

𝑠
= 0.01, and 𝜎

2

𝑠
= 1. In addition, pop = 100

denotes the scale of population of all algorithms, and the
maximum iteration times is 500 in each run.

To evaluate the performance of those multiobjective
algorithms, Zitzler et al. developed several indicators [42].

Here, we adopt three quantitative indicators (unary additive
EPS indicator 𝐼1

𝜀+
, HYP indicator 𝐼−

𝐻
, and unary R2 indicator

𝐼
1

𝑅2
) in this paper.

5.1.2. Results and Analysis. As to the three test functions
ZDT1, ZDT2, and ZDT6, in most cases, the proposed algo-
rithm in this paper (MOPSO) can converge to the Pareto front
within 100 iterations and have a small computational cost.
Figure 1 shows the distribution situation of Pareto solution
at a certain run. From the figure, we can infer that for each
function, algorithm can obtain a well distribution of Pareto
front. The results of detailed performance parameters are
shown in Figure 2, and the Kruskal Wallis test results of
statistical analysis are shown in Table 1.
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From Figure 2 and Table 1, we can see that as to ZDT2
issue, MOPSO proposed in this paper is better than other
multiobjective evolutionary algorithms in three indicators
under the circumstance of same dominance rank distribu-
tion. So MOPSO algorithm is good at solving nonconvex
Pareto front function. For ZDT6, MOPSO algorithm is
superior to HSGA II and SPEA 2 on both R2 and HYP
indicator, while MOPSO is little inferior to them on EPS
indicator. According to [42], it also shows that if the results
from multiple Pareto compliant indicators are different, it is
hard to know which algorithm is better. It is obvious that
MOPSO algorithm can obtain a better result in the front
nonuniform ZDT6. As to ZDT1, althoughMOPSO is inferior
to NSGA II and SPEA 2 on three parameters, the value of
overall difference is small. Considering that it is unable to
find manifest difference from other evolutionary algorithm
on dominance rank distribution of solution andMOPSO can
converge to Pareto frontwithin fewnumber of iteration times,
MOPSO algorithm can obtain a satisfying solution in convex
Pareto font optimization function. According to the results
of three test function, we can see that MOPSO algorithm
proposed in this paper has strong global search ability, and
it can converge to the Pareto front by less computing cost.
Furthermore, its distribution of solution is quite good. What
we have mentioned previously demonstrates that MOPSO is
worth being studied in the field of multiobjective optimiza-
tion problem.

5.2. Performance Analysis of NDPSO

5.2.1. Experimental Setup. Let us consider a complete graph
𝐺 = (𝑉, 𝐸), where 𝑛 = |𝑉| and each edge has 𝑚 weights, the
problem’s goal is to find all Pareto optimal solutions of𝐺. The
coordinate of vertexes in 𝐺 and the weights of each edge are
generated randomly. Suppose each edge in the graph has two
weights, we propose generations for the following types:

(a) random: random (uncorrelated) real number weight-
ed graphs;

(b) correlated: random correlated real number weighted
graphs;

(c) anticorrelated: random anticorrelated real number
weighted graphs.

In [18], Knowles proposed an algorithm to generate
correlated (and anticorrelated) graphs. Knowles declared that
all subsequent weights are either positively or negatively
correlated with respect to the first component, and the values
of the weights are within a same range. All the weights are
of course not negative, but we find that the algorithm will
generate negative value when 𝛼 ≤ 0, and we presented
an improved algorithm in [19] to generate correlated (and
anticorrelated) graphs.The results of the improved algorithm
can be seen in [19].

5.2.2. Results and Analysis. In [19], we proposed an improved
enumeration algorithm which is proved to be able to find
all the optimal solutions. So it can be a tool for evaluating
the performances of other heuristic algorithms instead of the
enumeration algorithm of Zhou and Gen [15]. In the first
simulation, to evaluate the NDPSO algorithm, the solution
sets generated by it are compared with solution sets from
the improved enumeration [19], and the results are displayed
from Figures 3, 4, and 5. Here, we consider 2-objective
optimal problem. And the parameters are set as follows: the
number of vertices is 10 and 15, respectively, population size
is 50, and maximum generation is 1000.

From the results, we can draw a conclusion that the
NDPSO algorithm has similar performance with increased
size compared with the MOGA in [19]. However, the popu-
lation size and the maximum generation in MOGA are set as
400 and 20000, respectively. Thus, the NDPSO is superior to
MOGA in space and time complexity, and it is really effective
to deal with the mc-MST problem.
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Figure 8: Network topologies derived under different topology control scheme.

In real network environmental, to satisfy the requirement
of lifetime objective in wireless sensor networks and aim at
the defect that high redundancy of connectivity or low robust
of structure in traditional schemes, the model of topology
control in WSNs can be transformed into a problem of mcd-
MST. So in the second simulation, the problem’s goal is to
find mcd-MST solutions of 𝐺. The coordinate of vertexes
in 𝐺 and the weights of each edge are generated randomly.
For simplicity, however, we suppose each edge in the graph
has only two weights, which can be easily extended. We
display the results from Figures 6 and 7. Figure 6 shows that
the NDPSO algorithm converges to the real Pareto optimal
solutions better than the MOGA in [19] under the same
parameters setting nomatter d = 3 or 𝑑 = 4. From Figure 7, as
a direct representation, we can find that the proposedNDPSO
algorithm dominate the MOGA algorithm.

5.3. Performance Analysis of MCMST

5.3.1. Experimental Setup. Our simulation is done for a
network of 𝑛 nodes that are placed uniformly at random
in a rectangular region of 100 by 100 meters. We assume
that all nodes have the same maximum emission radius
R, and the Euclidean distance between node 𝑖 and node

𝑗 is 𝑑(𝑖, 𝑗). The transmission power between node 𝑖 and
node 𝑗 is defined as 𝐶

𝑖𝑗
= 𝑘 ∗ 𝑑(𝑖, 𝑗)

2
, 𝑘 = 0.005, the

robustness of an edge between node 𝑖 and node𝑗 is defined as
𝑅
𝑖𝑗
= 𝑒(𝑖, 𝑗)/(𝑒

2

𝑖
+ 𝑒
2

𝑗
)
1/2, the maximal transmission range is

𝑅max = 20m for all the nodes, and the initial energy of each
node is equivalent to a randomvalue between 20 and 40 Joule.

5.3.2. Result and Analysis. In the first simulation, 50 nodes
are uniformly distributed in the region. Figure 8(a) shows the
initial topology generated using the maximum transmission
power, and the topology generated by different topology
control schemes is shown in Figures 8(b), 8(c), and 8(d),
respectively. As shown in Figure 8, SMECN, LMST and
MCMST all dramatically reduce the average node degree
while maintaining network connectivity. Moreover, LMST,
andMCMST outperform SMECN in the sense that few edges
formed in the final network topology, because they take the
demand for low-power consumed into account and try to
reduce nodes’ transmission powers. However, the network
topology generated by MCMST is slightly different form the
one derived by LMST because LMST has not considered
the robustness of topology structures, and at the same time
MCMST has taken the edge coverage and node degree
constrained into consideration.
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Figure 9: Performance comparisons among different topology control scheme.
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Table 1: The Kruskal Wallis test results of EPS, HYP, and R2 indicator.

MOPSO NSGA II SPEA 2
ZDT 1

MOPSO — 1 1
𝐼
1

𝜀+
NSGA II 4.16519𝐸 − 17 — 1
SPEA 2 3.48666𝐸 − 34 4.16519𝐸 − 17 —
MOPSO — 1 1

𝐼
−

𝐻
NSGA II 2.53616𝐸 − 16 — 1
SPEA 2 4.00793𝐸 − 32 4.88893𝐸 − 15 —
MOPSO — 1 0.99996

𝐼
1

R2 NSGA II 7.6029𝐸 − 08 — 0.0551455
SPEA 2 3.99655𝐸 − 05 0.944854 —

ZDT 2
MOPSO — 2.20462𝐸 − 06 2.16472𝐸 − 05

𝐼
1

𝜀+
NSGA II 0.999998 — 0.72699
SPEA 2 0.999978 0.27301 —
MOPSO — 0.000234484 0.00112884

𝐼
−

𝐻
NSGA II 0.999766 — 0.689058
SPEA 2 0.998871 0.310942 —
MOPSO — 1.18542𝐸 − 14 7.16123𝐸 − 14

𝐼
1

R2 NSGA II 1 — 0.658011
SPEA 2 1 0.341989 —

ZDT 6
MOPSO — 1 1

𝐼
1

𝜀+
NSGA II 3.27923𝐸 − 07 — 1
SPEA 2 1.28526𝐸 − 20 3.94864𝐸 − 11 —
MOPSO — 3.10337𝐸 − 14 1.21161𝐸 − 20

𝐼
−

𝐻
NSGA II 1 — 0.000456755
SPEA 2 1 0.999543 —
MOPSO — 8.72107𝐸 − 20 4.22686𝐸 − 29

𝐼
1

R2 NSGA II 1 — 1.43107𝐸 − 07

SPEA 2 1 1 —
This table shows each pair of the value of𝑃which is composed of algorithm𝑂𝑅 (row) and algorithm𝑂𝐶 (column), and the corresponding alternative hypothesis
is that algorithm𝑂𝑅 is superior to algorithm𝑂𝐶 in indicator. The value of significance level is 0.05.

In the second simulation, we vary the number of nodes in
the region from 40 to 70. The average radius and the average
link length for the topologies generated using the SMECN,
LMST, and MCMST with link removal are shown, respec-
tively, in Figures 9(a) and 9(b). MCMST and LMST outper-
form SMECN in the both two cases, andMCMST scheme has
similar performance with LMST scheme. However, with the
size of nodes increasing, MCMST has better performances
than LMST in terms of the average link length. The results
imply that our proposed scheme can provide a better spatial
reuse and is power-efficient. As shown in Figure 9(c), the
average link strong for the topologies generated using our
scheme outperforms than that of SMECN and LMST because
the structure robustness of network is considered in our
proposed MCMST scheme. The average physical degree and
the average logic degree for the topologies using SMECN,
LMST, and MCMST are shown, respectively, in Figures 9(d)
and 9(e). From Figure 9(d), we can know that MCMST, and
LMST outperform SMECN and MCMST is little inferior to

LMST. As shown in Figure 9(e), the average logical degree
for the topologies generated using the MCMST has better
performance than LMST and SMECN with the size of nodes
increasing. It implies that our proposed scheme can get a
better network topology with low radio interference.

In a word, MCMST scheme proposed in this paper
has made a tradeoff among the energy consumption, radio
interference, and structure robustness, and the performance
of the resulting network topology has been greatly improved.

6. Conclusions

Due to the demand for the optimization of the network
lifetime, this paper adopts the idea of a local minimum
spanning tree, transforms the model into a multicriteria
degreeconstrained minimum spanning tree, and proposes a
NDPSO algorithm. The phenotype sharing function of the
objective space is applied in the definition of fitness function
to obtain a better approximation of true Pareto front, and
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the global convergence of the algorithm is proved using the
theorem of Markov chain. Then, a topology control scheme
based onNDPSO is put forward. Simulation results show that
the obtained topology in this paper has low overall power
consumption, high structural robustness, and controllable
internode communication interference characteristics and
can effectively prolong the lifetime of WSNs. And our
algorithm can obtain a better approximation of true Pareto
front.

Future work will cover the following problem of the
proposed MCMST scheme: (1) consider the reliability in
wireless sensor networks effectively; (2) how to reduce the
complexity and improve the convergence efficiency of our
NDPSO.
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In recent years, some approaches have been presented for the seamless integration of WSNs with the existing, widely deployed
SOA technologies such as XML, Web services, and the Business Process Execution Language (BPEL) to build a wireless sensor
networks service application. However, there a great challenge on fault tolerant in WSNs. In this paper, we present our framework
and approach to enhance the reliability of service composition applications in WSNs through modeling and analyzing a wireless
sensor networks service application based on BPEL with exception handler and compensation mechanism. At first, we analyze all
possible states during the execution of BPEL instance inWSNs.Then, we present a state framework for modeling execution context
in BPEL instance in WSNs. Based on this framework, we analyze state transition and operational semantics in the case of both
correct execution and exceptional execution of BPEL instance in WSNs. Furthermore, we propose the state transition models for
three types of activities in BPEL instance. In the end, we present a formal approach to model the execution context in BPEL for
WSNs. Using this formal model, one can describe and analyze the control flow result from the exception handler and compensation
mechanism in BPEL instance for WSNs.

1. Introduction

Despite the amount of research targeted at middleware
systems for wireless sensor networks (WSNs), they are still
not widely used in industry. Certainly, one major issue
is the different programming methodology. While WSNs
are optimized for low-power, low-cost, and a small form
factor, Enterprise-IT systems are typically equipped with
more resource and are connected to the power grid. In
Enterprise IT, it is significant to adapt business processes and
the underlying software infrastructure quickly and flexibly
to react to changes on the markets. To achieve this goal,
organizations focus on modeling, analysis, and adaptation
of business processes since the early 1990s. With the advent
of service-oriented architecture (SOA) based on Internet
standards, more and more businesses are transferred to this
architecture.

Parallel to this development, WSNs are envisioned to
become an integral part of the Future Internet where they
extend the Internet to the physical world. Combined with
each other, these two trends lay the groundwork for a new
class of applications where all kinds of devices ranging from
simple sensor nodes to large-scale application servers interact
to drive business processes which were not possible before.
That way, data stemming from a WSN may influence the
control flow of a business process in real time or even
trigger a business process. To achieve this level of integration,
WSNs must seamlessly interoperate with the existing widely
deployed SOA technologies such as XML, web Services,
and the Business Process Execution Language (BPEL) to
name only a few. In recent years, some approaches have
been presented for the seamless integration WSNs with
these SOA technologies to build a wireless sensor networks
service application successfully. In these approaches, WSNs
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are packaged as some standard Web services which can be
published, located, and invoked across the Web. Therefore,
based on BPEL, these WSNs services can be combined into
a workflow to fulfill some certain tasks in a web services
composition (WSC) way.

As standard Web services, the capsulated WSNs are of all
characters ofWeb services.Web services provide the basis for
the development and execution of business processes that are
distributed over the Internet and are available via standard
interfaces and protocols [1–3]. Web services have the charac-
ters of interoperation, platform independent, self-described,
and loose coupling [4]. Web service composition (WSC) is
one of the most promising ideas underlying Web services:
new functionalities can be defined and implemented by
combing and interacting with the preexisting Web services.
WSC refers to the process of composing multiple stateless
atomic Web services into statefull complex applications [5–
8].

Under satisfying the precondition of functional demands,
the fault tolerant is the key for a wireless sensor networks
service application. However, deploying a test-bed system
to evaluate WSNs application system is very expensive and
time consuming. Therefore, the performance modeling and
analysis of WSC inWSNs is the important research direction
of business process reengineering [9–17].

In our previous work [18, 19], we studied the performance
modeling and analysis methods for the basic control flow of
WSC under the circumstance that BPEL instance is executed
correctly. We presented a novel performance simulation
model for WSC, called STPM+. The STPM+ model can
support modeling and simulating the time and nontime QoS
metrics of WSC. Based on the stochastic timed colored Petri
net, the STPM+model can simulate and predictmultipleQoS
metrics such as cost, reliability, and credibility. We designed
and realized a visual performance simulation tool, called
VisualWSCPE.One can simulate and analyze the execution of
BPEL instance, assess its performance, andfindout the poten-
tial performance bottlenecks with VisualWSCPE. However
the transaction property of WSC in WSNs is not considered
during we fulfilled the above modeling and analysis. This
means that the execution context in BPEL cannot bemodeled
and analyzed based on the abovemodel. So, themodeling and
analysis for the transaction and exception handling of BPEL
instance in WSNs should be studied further.

Transaction is a very important concept related to
exception handling and compensation [18, 19]. Transaction
constitutes a single set of the logical operation unit. All
operations should be completed successfully, or fail totally
and roll back to the previous state before the transaction is
executed [20, 21]. In order to ensure its integrity, transaction
should have four properties: atomicity, consistency, isolation,
and durability, which are called ACID [22, 23].

Business processes often need to use the concept of
transaction to handle exception and compensation.Theuse of
ACID transactions is usually limited to local updates because
of trust issues in a business process. Because the invocation
of Web service cannot usually lock the resources across
different enterprises, the common transaction mechanism,
for example, two-phase commit, cannot be used to handle

this circumstance. Besides, the locks and isolation cannot
be maintained for a long period during occurrence of the
technical and business errors. Consequently, the demand of
long-running transactions (LRT) is put forward [20]. LRT
refers to a longer duration transaction, which cannot achieve
the restoration of data and state through the common roll-
back mechanism. Because the cross-organizational resources
cannot be locked, even if the invoked atomic Web services
under LRT all meet the requirements of ACID, the overall
LRT cannot still satisfy the requirements of ACID [24, 25].
Generally, when an LRT fails, the simply rollback will be used
to undo the effects resulted from these executed operations. A
reverse process is used to perform these rollback operations,
which is called “compensation” [26, 27]. Compensation is a
particular approach to the business data management. So, it
is always a part of business logics. The roll of compensation
in LRT is different from that of atomic rollback operations
provided by database management system for ACID of
transaction. The roll of compensation in LRT is reflected in
the improved security. For example, in the Internet, one may
lock a company’s data by performing an invocation operation
to a certain Web service. The invocation operation in LRT
might result in the denial of service attacks in the case of
traditional transaction handling. Compensation in LRT can
avoid this problem.The use of compensationmeans that data
will not be locked in a long duration. So, the business data
cannot be locked in a long period time and the denial of
service will never happen. However, the use of compensation
also causes a new problem simultaneously. It results in the
fact that the LRT loses ACID prosperities and the isolation
cannot be at least satisfied. It is because the business data is
visible in thewhole transition duration from the initial update
operation to compensation.

BPEL provides some compensation mechanisms by pro-
viding the ability for flexible control of the reverse operation.
In BPEL, the fault handling and compensation can be defined
to support LRT in an application-specific manner [28, 29].
Compensation operations are triggered by the occurrence of
exception event in BPEL specification [30].

To verify the availability of exception handling and com-
pensationmechanism of BPEL instance inWSNs, we validate
the modeling and analysis methods for the execution context
of BPEL in this paper. Our contributions are threefold.

(i) We present a state framework of WSC for WSNs that
is based on BPEL. Based on this framework, we can
analyze and construct state transition model for all
kinds of BPEL activities in WSNs.

(ii) For three kinds of activities in BPEL: basic activity,
structural activity, and scope activity, we analyze
various state transitions in terms of respective mech-
anisms of exception handling and compensation in
WSNs. And we present the state transitionmodels for
each activity in BPEL. Based on our state transition
models, one can build the state transition system of
WSC for WSNs.

(iii) We present an approach to model the state transition
process with state transition system for WSNs. Using
the approach mentioned above, one can describe and
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verify the control flows resulted from exception han-
dler and compensation mechanism of BPEL instance
for WSNs.

This paper is organized as follows. The next section
introduces the related works on modeling and analysis of
execution context in BPEL instance for WSNs. In Section 3,
we analyze all possible states in BPEL instance for WSNs at
first. Then we present a state framework for the execution
context in BPEL by which we can analyze exception states
and compensation states of BPEL activities. In Section 4, we
analyze the state transitions of three types of activities of
BPEL based on the state framework for WSNs at first. Then
we present their state transition models, respectively. In the
end, we present a formal approach to model the execution
context of BPEL forWSNs based on the state transitionmodel
in Section 5.

2. Related Works

This paper focuses on the modeling and analysis of the
execution context of BPEL. There have been several formal
models presented in the literature. Kazhamiakin et al. [31]
made researches on the communication behaviors of different
participants in BPEL and presented an approach to model
such behaviors. It describes the different states in course
of execution of BPEL activity and the process by which
the system evolves to a new state resulting from executing
some actions. In addition, Kovács et al. [23] proposed a
formalism method for capturing the behaviors of business
process implemented in BPEL.

It uses transition system as the formal model of workflow
and presents the state transitionmodels of different activities.
Furthermore, Nakajima [32] presented a model based on the
extended finite automation to analyze the instance of BPEL,
whichmaps every control flow into individual extended finite
automation, so every activity can be modeled into different
extended finite automation.

However, there are some limitations in the above
researches. Because the above studies mainly concentrate
on the verification of the static model of the instance of
BPEL, the temporal behaviors are not considered during
the execution of BPEL instance. Besides, the state transition
model presented in [18] only describes the communication
behavior of business process. The restriction condition of
state transition is not considered. So, it is not sufficiently
complex to model and simulate the dynamic execution of
the instance of BPEL. In addition, the state transition system
proposed in [31] presents the state transition model of basic
activity and structural activity, but these models are too
simple to cover all states in the course of execution of
structural activity. And these models do not consider the
restriction condition of state transition. So, they are unable
to describe the behaviors and states during the execution of
the instance of BPEL. In the end, the model proposed in [23]
does not consider event, fault handling and compensation, so
it cannot obtain all states and behaviors during the execution
of the instance of BPEL.

To overcome the above shortcomings, we analyze all
possible states in the execution of the instance of BPEL
at first. Then, we present a sufficient state frame model to
capture the communication behavior and all states of BPEL
instance. Based on our state framemodel, we construct a state
transition system formodeling the execution context of BPEL
instance. And we analyze the operational semantics of state
transitions.

3. State Analysis of the Activities in BPEL

Web services that are modeled by WSDL are stateless.
It means that the states of Web services cannot be cap-
tured and maintained. BPEL can describe the invocation
relationships among Web services components within a
business process. So, it can be used for modeling a WSC
instance. Moreover, BPEL provides the context of behav-
iors of each activity including fault handlers, event han-
dlers, compensation handlers, data variables, and correla-
tion sets. When an activity instance is finished, the next
activity instance to be executed is selected and its state is
changed to Ready. After this, the instance of activity may
go through a number of internal states. Finally, if all the
associated processing has been performed successfully, its
state is changed to Completed. These two states are crucial
to control flow. And any formal semantics of control flow
constructs has to take at least these two states into account
explicitly.

In BPEL, the LRTmechanism is supported by an essential
concept scope. We can regard scope as a kind of special
activity which can include other activities. All the activities
in a scope have three running modes.

Mode 1. When a <scope> activity starts running, it will
execute in a normal way. So, all the activities and event
handlings within the <scope> will be executed normally.

Mode 2. During the execution of <scope> activity, once a
certain activity instance has a fault, the running mode of
<scope> activity will change from normal to fault handling.
In consequence, all the activities and event handlings will
receive the termination message to be stopped.

Mode 3. After all the activities and event handlings are
stopped successfully, the <scope> activity will execute com-
pensation handling. In this case, the compensation handling
will remove the effects of fulfilled activities within the
<scope> activity and restore them to the former state. Figure
1 shows the compensation mechanism.

Besides the <scope> activity, BPEL also provides a struc-
ture, called control link, and two kinds of labels related to
activity, called join condition and transition condition, which
are used for the definition of priority level, synchronization,
and conditional dependency. BPEL provides a mechanism,
called dead path elimination, to prevent the emergence of
death lock. Suppose that there is a control link between
activity A and activity B. Then, it indicates that B cannot
start running before A has fulfilled or has skipped. B can
start running only when the join condition is true. Otherwise,
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Service 1 Service 2 Service 3

Database 1 Database 2

(1) Calls

(9) Return failure

(7) Call compensation

(3) Calls

(2) Change DB

(6) Return error

(8) Apply compensation (4) Operation fails

(5) Exception thrown

Figure 1: The compensation mechanism in long-running transition.

B would be skipped.Thus, activity should have a skipped state
to support the dead path elimination mechanism.

A composite Web services must go through several inter-
nal states from ready state to completed state. It is obvious that
the running state hides in the internal states of composite web
service. Due to the conditional dependency, the composite
Web services must wait for the end of execution of other
services and then it can be instanced and executed. Thus, the
parent service of the compositeWeb services is blockedwhich
indicates that the state of the parent service is a blocked state.

Based on the above analysis, we consider that a composite
Web services owns seven states as follows.

(1) Skipped. BPEL provides a construct known as control
links which, together with the associated notions of
join condition and transition condition, supports the
definition of precedence, synchronization, and condi-
tional dependencies. A control link between activities
A and B indicates that B cannot start before A has
either completed or has been “skipped.” Moreover, B
can only be executed if its associated join condition
evaluates to true; otherwise, B is skipped.

(2) Ready. Composite Web service is initializing.

(3) Running. Composite Web service has finished initial-
ization and is running.

(4) Blocked. Due to synchronization, a composite Web
service needs to wait for the completion of other
composite Web services.

(5) Failed. CompositeWeb service has the fault during its
running.

(6) Terminated. Composite Web service completes un-
successfully or is terminated by context.

(7) Completed. CompositeWeb service performs success-
fully.

Figure 2 shows our state framework for a composite web
service. Based on this state framework, we can build state
transition model for all kinds of BPEL activities.

Failed

Terminated

Skipped Ready

Completed

Running

Blocked

Figure 2: The state framework.

4. State Transition Model of Activities in BPEL

There are three kinds of activities in BPEL: basic activity,
structural activity, and scope activity. We analyze the state
transitions in terms of their respective mechanisms of excep-
tion handling and compensation handling.

4.1. State Transition Model of Basic Activity. Given that the
initial state of a basic activity 𝑥 is Ready, which indicates that
its initialization has not completed. If 𝑥 has a synchronization
dependency on y and its join condition is false through
evaluating this condition, and suppress join failure prosperity
of BPEL instance is set to true, 𝑥 will be skipped and will
not be performed. Therefore, its state will be changed to
Skipped from Ready, or 𝑥 will complete initialization and its
state will be also changed from Ready to Running. Because
the main role of basic activity is the data processing and
communications between other activities, Failed state of the
basic activity is related to itself, for example, the failure of
network communication or database operation. If the fault
has occurred, basic activity 𝑥 will capture and throw this
exception, and its state will be also changed from Running
to Failed. Moreover, these exceptions always register their
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Figure 3: The state transition model of common basic.

immediate scope activity as fault event, the corresponding
scope activity will execute the fault handler, and it can forward
termination event to the executing inner activities.Therefore,
its state will be also changed fromRunning toTerminated. If 𝑥
has completed successfully, its state will be also changed from
Running to Completed. In consequence, Figure 3 describes
the state transition model of common basic activity.

However, there are several special basic activities, for
example, <empty> activity, <wait> activity, <throw> activity,
and <exit> activity.Their state transitionmodels are different
from others. <empty> activity cannot be terminated or
skipped. It cannot also own failed state because it does not
perform any operators. Therefore, <empty> activity owns
Ready, Running, and Completed as shown in Figure 4(a).

According to BPEL specification, <wait> activity cannot
be skipped, because it does not own Failed state as shown in
Figure 4(b).

The <throw> activity will explicitly throw exceptional
event to its immediate <scope> activity. Generally speaking,
this type of activity does not have aCompleted state. And after
throwing fault, it directly sets its state as Failed.

Similarly, according to BPEL specification, <throw>
activity cannot be skipped and terminated. Therefore, it does
not own Skipped and Terminated states. Its state transition
model is described in Figure 4(c).

The<exit> activity will cancel the whole process instance.
Its execution will trigger a termination event to Process. So
when it has completed, its statewill be changed toTerminated.
Its state transition model is described in Figure 4(d).

The state transition of basic activity is triggered by
the message events sent to its execution context, such as
termination event or fault event. In general, the execution
context of basic activity will receive the messages from its
ancestor activities. Consequently, these messages will trigger
the change of its state.

4.2. State Transition Model of Structural Activity. There
are several structural activities in BPEL such as <flow>

Running Completed
Initialize

Complete 
successfully

Ready

(a) The state transition models of <empty> activity

Ready Running

Completed

Terminated

Initialize

Terminate

Complete successfully

(b) The state transition models of <wait> activity

Running Failed
Initialize Throw fault

Ready

(c) The state transition models of <throw> activity

Running Terminated
Initialize Terminate

Ready

(d) The state transition models of <exit> activity

Figure 4: The state transition models of special basic activities.

activity, <sequence> activity, <if> activity, <while> activ-
ity, <repeatuntil> activity, serial <foreach> activity, and
<foreach> activity.

In this subsection, we mainly analyze the state transitions
of these structural activities.

The <flow> activity provides concurrency and synchro-
nization. Given a <flow> activity 𝑥, its initial state is Ready,
which indicates that it has not finished initialization. If any
branch of 𝑥 has finished initialization; that is, the state of
an inner activity within 𝑥 is Running, the state of 𝑥 is also
changed from Ready to Running. If the state of 𝑥 is Running,
only when the states of all inner activities are changed
to Completed, the state of 𝑥 is changed from Running to
Completed. If any inner activity of𝑥 throws the exception; that
is, its state is Failed, the state of 𝑥 is also changed to Failed,
and 𝑥 will send termination event for other inner activities,
and if 𝑥 receives termination event, it will also forward this
event for its inner activities, only when all inner activities of
𝑥 are Terminated successfully, and the state of 𝑥 is changed
to Terminated. If the state of 𝑥 is Ready before finishing the
initialization, and 𝑥 has the synchronization dependencies
on other activities, and its <joinCondition> is evaluated to
false, its state is changed from Ready to Skipped. If the state
of 𝑥 is Running, and when the state of its all inner activities
is Blocked, the state of 𝑥 will also be changed to Blocked from
Running as shown in Figure 5.
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Figure 5: The state transition model of <flow> activity.

The <sequence> activity contains one or more activities
that are performed sequentially. Given a <sequence> activity
𝑥, its initial state is Ready, and if the first inner activity has
finished initialization and its state is Running, the state of 𝑥 is
changed fromReady toRunning. Only if the last inner activity
has completed successfully; that is, its state is Completed, the
state of 𝑥 is changed from Running to Completed. If an inner
activity in activity 𝑥 throws fault, the state of 𝑥 is also changed
to Failed. If 𝑥 receives termination event, it will also forward
this event for its inner activities, when only one inner activity
of 𝑥 is terminated successfully, and the state of 𝑥 is changed
to Terminated. In the course of the execution of 𝑥, if an inner
activity z in activity 𝑥 has the synchronization dependence
on activity y (y is not the inner activity of 𝑥), z needs to wait
for the successful completion of y. Therefore, activity 𝑥 can
be blocked because of the execution of y. In consequence, the
state of 𝑥 is changed from Running to Blocked. The transition
process of its Skipped state is similar to <flow> activity. So
the sate transition model of <sequence> activity is the same
as <flow> activity, but the operational semantics of its state
transition is only different from <flow> activity.

The <if> activity provides conditional behavior. The
activity consist of an ordered list of one or more conditional
branches defined by the <if> and optional<else if> elements.
So the sate transition model of <if> activity is the same as
<sequence> activity, but only the operational semantics of its
state transition is different from <sequence> activity. When
it selects one branch to execute, its state is changed from
Ready to Running, and the state of the inner activities in other
branches will be set to Skipped. Only when the state of the
inner activity in any one branch is Blocked, its state will also
be changed to Blocked.

The <while> activity, <repeatuntil> activity, and serial
<foreach> activity provide iterative behavior. In BPEL speci-
fication, they cannot have the synchronization dependencies
on other activities, so there is no the transition from Ready to
Skipped in their state transition models.

Ready Running

Compensated

Fault 
handling

Initialize

Failed

Fault handler 
complete

Complete 
successfully

Completed

Compensation 
complete

Throw fault

Under 
compensation

Compensate

Figure 6: The state transition model of <scope> activity.

And when their state transition semantic from Running
to Completed is different from <sequence> activity, such
transition must be satisfied with the completion condition
and the successful completion of only one inner activity.

Parallel <foreach> activity will dynamically create and
execute 𝑁+1 instances of the <foreach>’s enclosed <scope>
activity as children in parallel until completion condition is
satisfied. When completion condition is satisfied, if there are
still the executing instances in the context, these instanceswill
be forced to terminate. Because parallel <foreach> activity
executes in parallel, its state transition model is the same as
<flow> activity, but only its state transition semantic from
Running to Completed is different from <if> activity, its
transition must be satisfied with the completion condition or
all instances’ successful completion.

4.3. State Transition Model of Scope Activity. The <scope>
activity provides the context of execution for its inner activi-
ties. Its difference from other structural activities is its special
state transition model. The initial state of <scope> activity
is Ready. When the main activity of <scope> activity has
finished initialization and its event handler is also activated,
its state is changed to Running from Ready. If in the course
of execution the inner activities throw the exception, the fault
handler will be triggered, and the state of<scope> activity will
be changed to fault handling. In the course of such process,
compensation handler is prohibited. When the fault handler
has completed, its state is changed from fault handling
to Failed. If <scope> activity has completed successfully, it
means that this <scope> activity may be allowed to execute
the compensation handler, once the compensation handler is
triggered, its state is changed to under compensation from
Completed. Until the compensation handler has completed,
its state is also changed to compensated. Figure 6 shows the
sate transition model of <scope> activity.
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5. Modeling the Context of BPEL with
State Transition System

In the above section, we discuss the temporal behavior of
state transition and the transition conditions in BPEL activity.
In general, the discussed state transition models correspond
to state transition system, and such system may describe the
dynamic process of the execution of BPEL, and the emerging
states in the context can be evolved into new states after
executing an action. The state transition of whole system
is related to the following factors. The first factor is action.
Action decides the state change of system, and the state
transitions vary from the actions. Generally speaking, the
system is related to input action and output action. Secondly,
restriction also plays an important role in the state transition.
If and only if the restriction conditions are satisfied, action
can trigger the state transition of system, for example, in
term with <flow> activity, the restriction of its successful
completion is that its all inbuilt activities have completed
successfully. Finally, the current state of system decides on
the direction of state transition.Therefore, in this section, we
present a state transition system which is used for modeling
the context of BPEL activity.

Definition 1. The execution context of BPEL activity is a state
transition system, which is defined as in the following seven
tuples:

𝐶𝑜𝑛𝑡𝑒𝑥𝑡 = (S,S
0
, 𝐴
𝑖
, 𝐴
𝑜
,R, 𝛿, 𝜃) , (1)

where

(1) S represents the finite state set of activity. If the type
of activity is basic activity, then |S| = 1; if the type of
activity is structural activity, then |S| > 1,

(2) S
0
is an initial set of system, S

0
⊆ S,

(3) 𝐴
𝑖
is a finite set of input action,

(4) 𝐴
𝑜
is a finite set of output action,

(5) R is a finite restriction set of state transition,
(6) 𝛿 is a function of state transition:S×(𝐴

𝑖
∪𝐴
𝑜
)×R →

S,
(7) 𝜃 is a mapping function: CWS → 𝐶𝑜𝑛𝑡𝑒𝑥𝑡, and

it will add an execution context for every composite
Web service and uses the prosperities of composite
Web service.

According to the above definition, the state transition
semantic discussed in Section 4 may be formally described.
And this section also presents the approaches to construct
such state transition system.

5.1. Constructing the State Transition System of Basic Activity.
Figure 3 represents the state transition model of the most
basic activities. Their state transition results from fault event,
compensation event, termination event, message event, and
alarm event in BPEL activity. Therefore, it is necessary to
define the message and action related to these events.

Action may be classified to two types: input action
and output action, which correspond to send and receive
operations. In terms of state transition system discussed in
this paper, we need to do a research on the relations of
state transition in the same activity or different activities. In
general, input and output action will send the notifications or
command of state transition, so action in Definition 1 may be
defined as follows:

A = (M,O) , (2)

where

(1) M is a message or event, M = (E,TM), TM =

{𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛, 𝐶𝑜𝑚𝑚𝑎𝑛𝑑}. E is command or notifi-
cation. If E is command, it will send events such as
message, alarm, fault, compensation, or termination. If
E is notification, it will send states such as Skipped,
Ready, Running, Blocked, Failed, Terminated, or Com-
pleted.

(2) O is a composite Web service, namely, activity. O is
the source object of the sent message for input action,
while it is the target object of the sent message for
output action.

According to the above definition, we are able to formally
describe the construction process of state transition system of
basic activity. Let 𝑆𝑡(𝑥) be a predication, which indicates that
activity 𝑥 is in state t as

𝑡 ∈ {𝑅𝑒𝑎𝑑𝑦, 𝑅𝑢𝑛𝑛𝑖𝑛𝑔, 𝐵𝑙𝑜𝑐𝑘𝑒𝑑, 𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑,

𝐹𝑎𝑖𝑙𝑒𝑑, 𝑇𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑒𝑑, 𝑆𝑘𝑖𝑝𝑝𝑒𝑑}

∪ {𝐹𝑎𝑢𝑙𝑡ℎ𝑎𝑛𝑑𝑙𝑖𝑛𝑔, 𝑈𝑛𝑑𝑒𝑟𝑐𝑜𝑚𝑝𝑒𝑛𝑠𝑎𝑡𝑖𝑜𝑛, 𝐶𝑜𝑚𝑝𝑒𝑛𝑠𝑎𝑡𝑒𝑑}

(3)

(A) Ready → Running (𝑥 ∈ A𝑏𝑎𝑠𝑖𝑐)

(a) 𝑅(𝑥): 𝑆𝑅𝑒𝑎𝑑𝑦(𝑥),
(b) 𝐴

𝑖
(𝑥):None,

(c) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (𝑅𝑢𝑛𝑛𝑖𝑛𝑔,𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛),

𝑧 = 𝑝𝑎𝑟𝑒𝑛𝑡𝑠(𝑥),
where

(i) TA = {sequence, flow, pick, if, while, repea-
tuntil, foreach, scope, invoke, receive, reply,
wait, assign, empty, throw, compensate,
exit}.

(ii) ∀𝑡 ∈ TA, A𝑡 = {𝑎 ∈ A | 𝑇𝑦𝑝𝑒 (𝑎) = t} is
a set of all activities of type t.

(iii) A𝑏𝑎𝑠𝑖𝑐 = A
𝑟𝑒𝑐𝑒𝑖V𝑒 ∪ A

𝑟𝑒𝑝𝑙𝑦
∪ A
𝑖𝑛V𝑜𝑘𝑒 ∪

A
𝑤𝑎𝑖𝑡

∪ A
𝑒𝑚𝑝𝑡𝑦

∪ A
𝑡ℎ𝑟𝑜𝑤

∪ A
𝑎𝑠𝑠𝑖𝑔𝑛

∪

A
𝑐𝑜𝑚𝑝𝑒𝑚𝑠𝑎𝑡𝑖𝑜𝑛

∪ A
𝑒𝑥𝑖𝑡

is a set of basic
activities.

(iv) parents(𝑥) is a set of immediate ancestor of
𝑥.
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(B) Running → Completed (𝑥 ∈ A𝑏𝑎𝑠𝑖𝑐\(A
𝑡ℎ𝑟𝑜𝑤

∪A
𝑒𝑥𝑖𝑡

))

(a) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥),
(b) 𝐴

𝑖
(𝑥):None,

(c) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Completed,

Notification), z = parents(𝑥).

(C) Running → Terminated

(a) <exit> activity (𝑥 ∈ A
𝑒𝑚𝑝𝑡𝑦

)

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥),
(ii) 𝐴

𝑖
(𝑥):None,

(iii) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Termination, Com-

mand), 𝑦 = Process.

(b) Other basic activities (𝑥 ∈ A𝑏𝑎𝑠𝑖𝑐 \ (A
𝑡ℎ𝑟𝑜𝑤

∪

A
𝑒𝑥𝑖𝑡

∪A
𝑒𝑚𝑝𝑡𝑦

∪A
𝑤𝑎𝑖𝑡

))

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥),
(ii) 𝐴

𝑖
(𝑥): (M, 𝑦), M = (Termination,

Command), 𝑦 = parents(𝑥),
(iii) 𝐴

𝑜
(𝑥): (M, 𝑧), M = (Terminated,Notifica-

tion), 𝑧 = parents(𝑥).

(D) Running → Failed (𝑥 ∈ A𝑏𝑎𝑠𝑖𝑐 \ (A
𝑒𝑥𝑖𝑡

∪A
𝑒𝑚𝑝𝑡𝑦

))

(a) <throw> activity (𝑥 ∈ A
𝑡ℎ𝑟𝑜𝑤

)

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥),
(ii) 𝐴

𝑖
(𝑥):None,

(iii) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Failed, Notification),

z = parentscope(𝑥),
where
parentscope(𝑥) represents its immediate
father <scope> activity.

(b) Other basic activities (𝑥 ∈ A𝑏𝑎𝑠𝑖𝑐 \ (A
𝑒𝑥𝑖𝑡

∪

A
𝑒𝑚𝑝𝑡𝑦

∪A
𝑡ℎ𝑟𝑜𝑤

))

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥),
(ii) 𝐴

𝑖
(𝑥):None,

(iii) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Failed, Notification),

z = parents(𝑥).

5.2. Constructing the State Transition System of Structural
Activity. Section 4.2 represents the state transition model
of structural activities. The state transition of structural
activities results from the state of their inner activities, input
action and output action.The state of inner activities restricts
the state transition of structural activity and partly decides the
input action of structural activity. In consequence, wewill dis-
cuss the restriction condition of state transition of structural
activity, and input actions result in state transition and output
actions. Because <scope> activity is special structural activity,
so we will discuss how to construct its state transition system
in the next subsection.

(A) Ready → Running (𝑥 ∈ A𝑠𝑡𝑟𝑢𝑐𝑡𝑢𝑟𝑒𝑑)

(a) 𝑅(𝑥): 𝑆𝑅𝑒𝑎𝑑𝑦(𝑥) ∧ ∃𝑦(𝑦 ∈ children(𝑥) ∧ 𝑆
𝑅𝑢𝑛𝑛𝑖𝑛𝑔

(𝑦)) ⇒ 𝑆
𝑅𝑢𝑛𝑛𝑖𝑛𝑔

(𝑥),

(b) 𝐴
𝑖
(𝑥): (M, 𝑦), M = (Running, Notification), y

∈ children(𝑥),
(c) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Running, Notification), z

= parents(𝑥),
where
(i) A𝑠𝑡𝑟𝑢𝑐𝑡𝑢𝑟𝑒𝑑 = A

𝑠𝑞𝑢𝑒𝑛𝑐𝑒
∪ A
𝑓𝑙𝑜𝑤

∪ A
𝑖𝑓
∪

A
𝑝𝑖𝑐𝑘

∪ A
𝑤ℎ𝑖𝑙𝑒

∪ A
𝑠𝑐𝑜𝑝𝑒

∪ A
𝑟𝑒𝑝𝑒𝑎𝑡𝑢𝑛𝑡𝑖𝑙

∪

A
𝑓𝑜𝑟𝑒𝑎𝑐ℎ

is a set of structured activities,
(ii) 𝑐ℎ𝑖𝑙𝑑𝑟𝑒𝑛(𝑥) is a set of immediate descen-

dant of 𝑥.

(B) Running → Completed

(a) <sequence> activity (𝑥 ∈ A
𝑠𝑞𝑢𝑒𝑛𝑐𝑒

)

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ 𝑦 = 𝑡𝑎𝑖𝑙(𝑥) ∧

𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑦) ⇒ 𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑥),
(ii) 𝐴

𝑖
(𝑥): (M, 𝑦), M = (Completed, Notifica-

tion), 𝑦 ∈ children(𝑥),
(iii) 𝐴

𝑜
(𝑥): (M, 𝑧), M = (Completed, Notifica-

tion), z = parents(𝑥).
(b) <flow> activity (𝑥 ∈ A

𝑓𝑙𝑜𝑤
)

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∀𝑦(𝑦 ∈ children(𝑥) ∧

𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑦)) ⇒ 𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑥),
(ii) 𝐴

𝑖
(𝑥) and𝐴

𝑜
(𝑥) is the same as <sequence>

activity.
(c) Iterative activity (𝑥 ∈ A

𝑟𝑒𝑝𝑒𝑎𝑡𝑢𝑛𝑡𝑖𝑙
∪ A
𝑤ℎ𝑖𝑙𝑒

∪

A
𝑓𝑜𝑟𝑒𝑎𝑐ℎ

)
(i) 𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑖𝑜𝑛𝐶𝑜𝑛𝑑(𝑥) represents the com-

pletion condition of activity,
(ii) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∃!𝑦(𝑦 ∈ children(𝑥) ∧

𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑦)) ∧ CompletionCond(𝑥)
⇒ 𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑥),
(iii) 𝐴

𝑖
(𝑥) and𝐴

𝑜
(𝑥) is the same as <sequence>

activity.
(iv) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∃!𝑦(𝑦 ∈ children(𝑥)

∧ 𝑆
𝑇𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑒𝑑

(𝑦)) ⇒ 𝑆
𝑇𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑒𝑑

(𝑥),
(v) 𝐴

𝑖
(𝑥) and𝐴

𝑜
(𝑥) is the same as <sequence>

activity.
(d) <if > activity (𝑥 ∈ A

𝑖𝑓
)

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∃𝑦(𝑦 ∈ children(𝑥) ∧
𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑦)) ⇒ 𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑥),
(ii) 𝐴

𝑖
(𝑥) and𝐴

𝑜
(𝑥) is the same as <sequence>

activity.

(C) Running → Terminated

(a) <flow> activity (𝑥 ∈ A
𝑓𝑙𝑜𝑤

)

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∀𝑦(𝑦 ∈ children(𝑥)
∧ 𝑆
𝑇𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑒𝑑

(𝑦)) ⇒ 𝑆
𝑇𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑒𝑑

(𝑥),
(ii) 𝐴

𝑖
(𝑥): (M, 𝑦), M = (Termination, Com-

mand), 𝑦 = parents(𝑥), (M, 𝑦

), M =

(Terminated, Notification), 𝑦 = children
(𝑥),
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(iii) 𝐴
𝑜
(𝑥): (M,Z), M = (Termination, Com-

mand),

where
∀𝑧 ∈ Z, 𝑆

𝑅𝑢𝑛𝑛𝑖𝑛𝑔
(𝑧) ∧Z ⊆ children(𝑥).

(M, 𝑧

), M = (Terminated, Notification),

𝑧

= parents(𝑥).

(b) <sequence> activity and <if> activity (𝑥 ∈

A
𝑠𝑞𝑢𝑒𝑛𝑐𝑒

∪A
𝑖𝑓
)

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∃𝑦(𝑦 ∈ children(𝑥) ∧
𝑆
𝑇𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑒𝑑

(𝑦)) ⇒ 𝑆
𝑇𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑒𝑑

(𝑥),
(ii) 𝐴

𝑖
(𝑥): (M, 𝑦), M = (Termination, Com-

mand), 𝑦 = parents(𝑥),
(M, 𝑦


), M = (Terminated, Notification),

𝑦
 = children(𝑥),

(iii) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Termination, Com-

mand), 𝑧 = children(𝑥),
(M, 𝑧


), M = (Terminated, Notification),

𝑧
 = parents(𝑥).

(c) Iterative activity (𝑥 ∈ A
𝑟𝑒𝑝𝑒𝑎𝑡𝑢𝑛𝑡𝑖𝑙

∪ A
𝑤ℎ𝑖𝑙𝑒

∪

A
𝑓𝑜𝑟𝑒𝑎𝑐ℎ

)

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∃!𝑦(𝑦 ∈ children(𝑥)
∧ 𝑆
𝑇𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑒𝑑

(𝑦)) ⇒ 𝑆
𝑇𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑒𝑑

(𝑥),
(ii) 𝐴

𝑖
(𝑥) and𝐴

𝑜
(𝑥) is the same as <sequence>

activity.

(D) Running → Failed

(a) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∃𝑦(𝑦 ∈ children(𝑥) ∧
𝑆
𝑓𝑎𝑖𝑙𝑒𝑑(y)) ⇒ 𝑆

𝑓𝑎𝑖𝑙𝑒𝑑
(𝑥),

(b) 𝐴
𝑖
(𝑥): (M, 𝑦), M = (Failed, Notification), 𝑦 ∈

children(𝑥),
(c) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Failed, Notification), 𝑧 =

parents(𝑥).

(E) Running → Blocked

(a) <sequence> activity (𝑥 ∈ A
𝑠𝑞𝑢𝑒𝑛𝑐𝑒

)

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∃!𝑦∀z(y ̸= head(𝑥) ∧ (z
∈ LR(𝑧, 𝑙, 𝑦) ∧ (𝑆

𝑅𝑢𝑛𝑛𝑖𝑛𝑔
(𝑧) ∨ 𝑆

𝑅𝑒𝑎𝑑𝑦
(𝑧)) ∨

𝑆
𝐵𝑙𝑜𝑐𝑘𝑒𝑑

(𝑦)) ⇒ 𝑆
𝐵𝑙𝑜𝑐𝑘𝑒𝑑

(𝑥),
(ii) 𝐴

𝑖
(𝑥): (M, 𝑦),M = (Blocked, Notification),

y ∈ children(𝑥),
(iii) 𝐴

𝑜
(𝑥): (M, 𝑧),M = (Blocked, Notification),

𝑧 = parents(𝑥).
(iv) 𝑅(𝑥): 𝑆𝐵𝑙𝑜𝑐𝑘𝑒𝑑(𝑥) ∧ ∃!y ∀z(y ̸= head(𝑥)

∧ 𝑆
𝑅𝑢𝑛𝑛𝑖𝑛𝑔

(𝑥) ∧ (z ∈ 𝐿R(𝑧, 𝑙, 𝑦) ∧ 𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑧)) ⇒ 𝑆
𝑅𝑢𝑛𝑛𝑖𝑛𝑔

(𝑥),
(v) 𝐴

𝑖
(𝑥): (M, 𝑦), M = (Completed, Notifica-

tion), 𝑦 ∈ 𝐿𝑅(𝑦, 𝑙, 𝑥

), 𝑥 ∈ children(𝑥),

(vi) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Running, Notifica-

tion), z = parents(𝑥).

(b) Other structural activities (𝑥 ∈ A𝑠𝑡𝑟𝑢𝑐𝑡𝑢𝑟𝑒𝑑 \
A
𝑠𝑞𝑢𝑒𝑛𝑐𝑒

)

(i) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∃𝑦(𝑦 ∈ children(𝑥)
∧ 𝑆
𝐵𝑙𝑜𝑐𝑘𝑒𝑑

(𝑦)) ⇒ 𝑆
𝐵𝑙𝑜𝑐𝑘𝑒𝑑

(𝑥),
(ii) 𝐴

𝑖
(𝑥) and𝐴

𝑜
(𝑥) is the same as <sequence>

activity.

(F) Blocked→Running

(a) <sequence> activity (𝑥 ∈ A
𝑠𝑞𝑢𝑒𝑛𝑐𝑒

)

(i) 𝑅(𝑥): 𝑆𝐵𝑙𝑜𝑐𝑘𝑒𝑑(𝑥) ∧ ∃!y ∀z(y ̸= head(𝑥)
∧ 𝑆
𝑅𝑢𝑛𝑛𝑖𝑛𝑔

(𝑥) ∧ (z ∈ 𝐿R(𝑧, 𝑙, 𝑦)
∧ 𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑧)) ⇒ 𝑆
𝑅𝑢𝑛𝑛𝑖𝑛𝑔

(𝑥),
(ii) 𝐴

𝑖
(𝑥): (M, 𝑦), M = (Completed, Notifica-

tion), 𝑦 ∈ 𝐿𝑅(𝑦, 𝑙, 𝑥

), 𝑥 ∈ children(𝑥),

(iii) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Running, Notifica-

tion), z = parents(𝑥).

(b) Other structural activities (𝑥 ∈ A𝑠𝑡𝑟𝑢𝑐𝑡𝑢𝑟𝑒𝑑 \
A
𝑠𝑞𝑢𝑒𝑛𝑐𝑒

)

(i) 𝑅(𝑥): 𝑆𝐵𝑙𝑜𝑐𝑘𝑒𝑑(𝑥),
(ii) 𝐴

𝑖
(𝑥): (M, 𝑦),M= (Running,Notification),

y ∈ children(𝑥),
(iii) 𝐴

𝑜
(𝑥): (M, 𝑧), M = (Running, Notifica-

tion), z = parents(𝑥).

5.3. Constructing the State Transition System of Scope Activity.
Section 4.3 presents the state transition model of <scope>
activity. The <scope> activity is equivalent to the scope of
program language. It provides long-running transaction for
process fragment in its scope. Because <scope> activity is
also belonging to structural activity, its state depends on
the states of its inner activities. According to Figure 6, the
state transition system of <scope> activity is generated by the
following approach.

(A) Ready → Running (𝑥 ∈ A
𝑠𝑐𝑜𝑝𝑒

)

(a) 𝑅(𝑥): 𝑆𝑅𝑒𝑎𝑑𝑦(𝑥) ∧ ∃𝑦(𝑦 ∈ A𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑛𝑐(𝑥) ∧ 𝑆
𝑅𝑢𝑛𝑛𝑖𝑛𝑔

(𝑦)) ⇒ 𝑆
𝑅𝑢𝑛𝑛𝑖𝑛𝑔

(𝑥),
(b) 𝐴

𝑖
(𝑥): (M, 𝑦), M = (Running, Notification),

𝑦 ∈ A𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑛𝑐(𝑥),
(c) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Running, Notification), z

= parentscope(𝑥),

where

A𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑛𝑐(𝑥) is the set of all activities that are
directly enclosed in scope 𝑥.

(B) Running → Faulthandling (𝑥 ∈ A
𝑠𝑐𝑜𝑝𝑒

)

(a) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧ ∃𝑦(𝑦 ∈ A𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑛𝑐(𝑥) ∧ 𝑆
𝐹𝑎𝑖𝑙𝑒𝑑

(𝑦)) ⇒ 𝑆
𝐹𝑎𝑢𝑙𝑡ℎ𝑎𝑛𝑑𝑙𝑖𝑛𝑔

(𝑥),
(b) 𝐴

𝑖
(𝑥): (M, 𝑦), M = (Failed, Notification), 𝑦 ∈

A𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑛𝑐(𝑥),
(c) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Termination, Command)

∀𝑧 ∈ Z, 𝑆
𝑅𝑢𝑛𝑛𝑖𝑛𝑔

(𝑧) ∧Z ⊆ A𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑛𝑐(𝑥).
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(C) Faulthandling → Failed (𝑥 ∈ A
𝑠𝑐𝑜𝑝𝑒

)

(a) 𝑅(𝑥): 𝑆𝐹𝑎𝑢𝑙𝑡ℎ𝑎𝑛𝑑𝑙𝑖𝑛𝑔(𝑥)∧∀𝑦∀𝑧(𝑦 ∈ A𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑛𝑐(𝑥)∧

(𝑆
𝑇𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑒𝑑

(𝑦) ∨ 𝑆
𝐹𝑎𝑖𝑙𝑒𝑑

(𝑦) ∨ 𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑦)) ∧ (𝑧 ∈

A
𝑐𝑜𝑚𝑝𝑒𝑛𝑠𝑎𝑡𝑖𝑜𝑛

H
(𝑥) ∧ 𝑆

𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑
(𝑧))) ⇒ 𝑆

𝐹𝑎𝑖𝑙𝑒𝑑
(𝑥),

(b) 𝐴
𝑖
(𝑥): (M, 𝑦), M = (Terminated, Notification),

𝑦 ∈ A𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑛𝑐(𝑥),
(c) 𝐴
𝑜
(𝑥): (M, 𝑧), M = (Failed, Notification), z

= parentscope(𝑥).

(D) Running → Completed (𝑥 ∈ A
𝑠𝑐𝑜𝑝𝑒

)

(a) 𝑅(𝑥): 𝑆𝑅𝑢𝑛𝑛𝑖𝑛𝑔(𝑥) ∧∀𝑦(𝑦 ∈ (𝐴
𝑚𝑎𝑖𝑛𝑠𝑒𝑡

(𝑥)∪A
𝑓𝑐𝑡

H
)∧

𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑦)) ⇒ 𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑥),
(b) 𝐴

𝑖
(𝑥): (M, 𝑦), M = (Completed, Notification),

𝑦 ∈ A𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑛𝑐(𝑥) ∪A
𝑓𝑐𝑡

H
,

(c) 𝐴
𝑜
(𝑥): (M, 𝑧),M = (Completed, Notification), z

= parentscope(𝑥).

(E) Completed → Under compensation (𝑥 ∈ A
𝑠𝑐𝑜𝑝𝑒

)

(a) 𝑅(𝑥): 𝑆𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑(𝑥) ∧ ∃𝑦(𝑦 ∈ A
𝑐𝑜𝑚𝑝𝑒𝑛𝑠𝑎𝑡𝑖𝑜𝑛

H
∧

𝑆
𝑅𝑒𝑎𝑑𝑦

(𝑦)) ⇒ 𝑆
𝑈𝑛𝑑𝑒𝑟 𝑐𝑜𝑚𝑝𝑒𝑛𝑠𝑎𝑡𝑖𝑜𝑛

(𝑥),
(b) 𝐴

𝑖
(𝑥): (M, 𝑦),M= (Compensation,Command),

y = parentscope(𝑥),
(c) 𝐴
𝑜
(𝑥): (M, 𝑧), 𝐴

𝑜
(𝑥):(M, 𝑧), M = (Compen-

sation, Command), ∀𝑧 ∈ Z, 𝑆
𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑

(𝑧) ∧

Z ⊆ childrenscope(𝑥),

where

childrenscope(𝑥) are <scope> activities immedi-
ately enclosed by 𝑥.

(F) Under compensation → Compensated (𝑥 ∈ A
𝑠𝑐𝑜𝑝𝑒

)

(a) 𝑅(𝑥): 𝑆𝑈𝑛𝑑𝑒𝑟𝑐𝑜𝑚𝑝𝑒𝑛𝑠𝑎𝑡𝑖𝑜𝑛(𝑥) ∧ ∀𝑦∀𝑧(𝑦 ∈ children-
scope(𝑥)) ∧ 𝑆

𝐶𝑜𝑚𝑝𝑒𝑛𝑠𝑎𝑡𝑒𝑑
(𝑦) ∧ (𝑧 ∈

A
𝑐𝑜𝑚𝑝𝑒𝑛𝑠𝑎𝑡𝑖𝑜𝑛

H
(𝑥) ∧ 𝑆

𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑
(𝑧))) ⇒

𝑆
𝐶𝑜𝑚𝑝𝑒𝑛𝑠𝑎𝑡𝑒𝑑

(𝑥),
(b) 𝐴

𝑖
(𝑥): (M, 𝑦), M = (Compensated, Notifica-

tion), 𝑦 ∈ childrenscope(𝑥)
(M, 𝑦


), M = (Completed, Notification), 𝑦 ∈

A
𝑐𝑜𝑚𝑝𝑒𝑛𝑠𝑎𝑡𝑖𝑜𝑛

H
(𝑥),

(c) 𝐴
𝑜
(𝑥): (M, 𝑧), M= (Completed,Notification), z

= parentscope(𝑥).

6. Conclusion and Future Work

In order to enhance the reliability of service composition
applications inWSNs, we study themodeling approach of the
execution context in the instance of BPEL for verifying the
availability and operational semantics of exception handling
and compensation mechanisms in BPEL instance for WSNs
in this paper. At first, we discuss the possible states of

a BPEL activity during the execution of the instance of
BPEL. Secondly, we propose the respective state transition
models for three types of BPEL activities and analyze the
operational semantics for the state transitions. Finally, we
present an approach tomodel state transition process by state
transition system in order to describe and analyze the control
flow resulted from exception handler and compensation
mechanism for WSNs.

In the future, we plan to study how to evaluate the avail-
ability, operational semantics, and the efficiency of exception
handling and compensation in BPEL instance for WSNs
based on a rule system. So, a set of rules based on operational
semantics for finding out the problems in exception handling
and compensation are the key content in our future work.
Simultaneously, we also plan to transform a state transition
system of the instance of BPEL to a Petri net model. Thus, we
can use Petri net theory and method to analyze and evaluate
the availability, operational semantics, and efficiency of the
state transition system easily.
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