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Wireless Sensor Networks (WSNs) are a prominent tech-
nology with diverse applications. Considerable amount of
research effort has been devoted to energy minimization
of limited power resources and reliable communication
between the nodes and the gateway. Most of these studies rely
on the software/algorithm improvement of WSNs, but there
is definitely lack of hardware devoted research and its imple-
mentation on the network. This special issue aims to bridge
this gap by exploiting application of proven technologies to
WSNs to overcome the disadvantages of WSNs.

The smart antenna system (SAS) is one of the critical
technologies where traditional communication systems such
as cellular, personal communication systems have experi-
enced great benefits. For the application of SAS in WSNs,
adaptive and/or reconfigurable antenna structures play a key
role in the radiation pattern and polarization of the node
antenna. One paper addresses a novel node antenna where
the polarization of the antenna can be reconfigured among
all principal polarizations (LP, VP, RHCP, and LHCP) by
means of control switches whose states can be controlled by
a microcontroller. Such adaptive antenna systems are crucial
in multipath fading environments.

Another paper studies the field performance of seismic
sensors for intruder detection. Seismic sensors were inte-
grated into a WSN where the critical data such as alarm
conditions were transferred to the wireless network. Field

performance of such applications is important for recog-
nizing the shortcomings of the WSN in a real operating
environment.

One of the papers addresses amemory efficient algorithm
for intruder detection application of WSNs. Because the
system operated in real time, the efficiency, accuracy, and
reliability of the detection and classification algorithm played
a vital role and the capabilities of the proposed algorithmwere
tested to full extent.

There is a paper that addresses the capabilities of recon-
figurable antennas that can be used to devise an intrusion
detection scheme which operates at the physical layer. The
performance of the proposed scheme was quantified through
field measurements taken in an indoor environment at the
802.11 frequency band.

One paper discusses the hardware issues such as noise,
matched filtering, and amplification of small signals that
were obtained through seismic sensors. Such sensors are
abundantly used for outdoor intruder detection but there
is little information in open literature about the design and
realization of practical sensors in a limited power application
of WSNs.

Another paper presents a novel collaborative beamform-
ing (CB) method for WSNs by organizing sensor node
location in a circular arrangement. The nodes were modeled
in circular array location to consider it as a circular antenna
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array. This newly proposed circular collaborative beamform-
ing was further investigated to solve two different objectives:
sidelobe level suppression and first null beamwidth improve-
ment.

One of the papers discusses the design of a reconfigurable
antenna that can be fine-tuned to address future communi-
cation systems. The design consisted of a capacitively loaded
patch antenna for smartphone platforms. It was shown that
a narrowband antenna could be fine-tuned over the range of
700MHz–960MHz. Distribution of the tuning capacitance
was also investigated and improvement in the antenna radia-
tion efficiency was observed.
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A fast three-dimensional (3D) node localization algorithm in multipath for ultra-wideband (UWB) wireless sensor networks is
developed. The algorithm employs a modified propagator method (MPM) for time delay estimation and then uses a marriage
algorithm of 3D Chan and Taylor for range-based multilateral localization and node position computation. In the proposed
algorithm, the traditional propagator method (PM) for direction-of-arrival (DOA) estimation is extended to frequency-domain
time-of-arrival (TOA) estimation in multipath, which can effectively measure the distance between an unknown sensor node
and an anchor node. MPM algorithm requires neither spectral searching nor covariance matrix estimation and its eigenvalue
decomposition, which reduces the computational complexity. The marriage location algorithm enhances the robustness and
accuracy of node localization. The simulations validate the effectiveness of the proposed algorithm in locating multiple unknown
nodes of UWB wireless sensor networks in 3D space.

1. Introduction

Ranging and localization of unknown sensor nodes in wire-
less sensor networks (WSNs) [1] have drawn considerable
attention inmany aspects such as environmental monitoring,
health tracking, smart home, machine-to-machine (M2M),
and body area networks (BAN). In actual environment, the
sensor nodes are commonly placed in three-dimensional
(3D) terrains, such as workshops, forests, and oceans.
Recently, several range-based and range-free 3D node local-
ization algorithms inWSNs have been proposed [2–6]. How-
ever, some problems should be investigated in node design
and implementation, such as large computational amount,
slow executing, and inaccurate localization in multipath and
noise. Since the energy and power carried by node equipment
are limited, effectivemethodswith low complexity, low power
consumption, and good robustness for 3D node positioning
are of great significance.

This paper investigates fast 3D node localization problem
based on time delay measurement in multipath in ultra-
wideband (UWB)wireless sensor networks. Aswe know, time
delay estimation problem has been studied with a variety of

super-resolution subspace techniques [7–11], such asmultiple
signal classification (MUSIC), total least square-estimation
of signal parameters via rotational invariance technique
(TLS-ESPRIT), and matrix pencil (MP). Compared with the
correlator-based methods, subspace-based algorithms can
increase time resolution even if the time delay is smaller than
a pulse width. Unfortunately, these techniques increase the
complexity of WSN implementation. Specifically, in MUSIC
algorithm, spectral searching is needed through all the
space, which increases its computational time. ESPRIT-like
algorithms require the covariance matrix estimation of the
observed data using a large number of snapshots and then
performing eigenvalue decomposition (EVD) or singular
value decomposition (SVD) of it. In [12], we developed a uni-
tary matrix pencil (UMP) based delay estimation algorithm
for 3D localization in UWB wireless sensor networks, which
can reduce the complexity load. However, its estimation
accuracy is lower than many subspace-based methods.

The propagator method (PM), developed in [13], is a tra-
ditional subspacemethodpreviously used in the direction-of-
arrival (DOA) estimation. In [14], we extend it to the time-of-
arrival (TOA) estimation. PM algorithm only requires linear
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operations, and thus it avoids covariance matrix estimation
and its EVD or SVD which are the main computational
burden in subspace methods. However, similar to MUSIC
algorithm, a spectral peak searching through all the space is
needed in traditional PM algorithm.

In this paper, we develop a fast range-based 3D node
localization algorithm in multipath for UWB wireless sensor
networks. The algorithm employs a modified propagator
method (MPM) for frequency-domain time delay estimation
and then uses a marriage algorithm of 3D Chan and Taylor
for range-based multilateral localization and node position
computation. The MPM algorithm requires neither spectral
searching nor covariance matrix estimation and its eigen-
value decomposition, which can reduce the computational
load. Furthermore, the marriage localization algorithm can
enhance the robustness and accuracy of node localization in
comparison with the previous algorithm in [15]. The simu-
lations validate the effectiveness of the proposed algorithm
in locating multiple unknown nodes of UWB wireless sensor
networks in 3D space.

This paper is organized as follows. In Section 2, the UWB
received signal model for multipath time delay estimation
is given. MPM-based multipath delay estimation algorithm
is proposed in Section 3. Based on it, the multilateral local-
ization and node position computation using a marriage of
3D Chan and Taylor algorithms are presented in Section 4.
In Section 5, the simulation results are given to verify the
performance of the proposed method. Finally, a conclusion
is drawn in Section 6.

2. Signal Model

Assume that an ultra-wideband pulse is transmitted from an
unknown node to an anchor node through 𝐿 paths. During
the 𝑞th snapshot, 𝑞 = 1, . . . , 𝑄, the received signal can be
expressed as

𝑦
(𝑞)

(𝑡) =

𝐿

∑

𝑙=1

𝛽
(𝑞)

𝑙
𝑝 (𝑡 − 𝜏TOA − Δ𝜏𝑙) + 𝑤

(𝑞)
(𝑡) , (1)

where𝑝(𝑡) denotes aUWB signal having basicGaussian pulse
waveform 𝑝(𝑡) = 𝐴𝑝e

−2𝜋𝑡
2
/𝑇
2

𝑝 , with 𝐴𝑝 and 𝑇𝑝 being the
amplitude and pulse width of the UWB signal, respectively.
𝑤
(𝑞)
(𝑡) denotes the complex additive Gaussian white noise.

𝜏TOA denotes the TOAof the unknown node, andΔ𝜏𝑙 and 𝛽
(𝑞)

𝑙

represent the relative delay and time-varying complex fading
amplitude of the 𝑙th path, respectively: Δ𝜏1 = 0. Denote 𝜏𝑙 =
𝜏TOA + Δ𝜏𝑙 as the total propagation time delay of the 𝑙th path.
Then, the received signal in (1) can be rewritten as

𝑦
(𝑞)

(𝑡) =

𝐿

∑

𝑙=1

𝛽
(𝑞)

𝑙
𝑝 (𝑡 − 𝜏𝑙) + 𝑤

(𝑞)
(𝑡) . (2)

The channel impulse response of UWB signal in mul-
tipath is a sum of 𝐿 components shifted from the cor-
responding time delays. Upon discrete Fourier transform
and matched filtering based on (2), the frequency-domain

representation of the identified channel signal can be written
as

𝐻
(𝑞)

(𝑘) =

𝐿

∑

𝑙=1

𝛽
(𝑞)

𝑙
𝑒
−𝑗(2𝜋𝑘𝜏

𝑙
/𝐾𝑇)

+ 𝑉
(𝑞)

(𝑘)

=

𝐿

∑

𝑙=1

𝛽
(𝑞)

𝑙
𝑧
𝑘

𝑙 + 𝑉
(𝑞)

(𝑘) ,

(3)

𝑘 = 0, 1, . . . , 𝐾 − 1, with 𝐾 denoting the number of discrete
Fourier transforms and 𝑇 being the sampling period. 𝑉(𝑞)(𝑘)
denotes the frequency-domain noise, 𝜏𝑙 is the estimated delay
parameter, and 𝑧𝑙 = 𝑒

−𝑗(2𝜋𝜏
𝑙
/𝐾𝑇).

Collecting the data of all the 𝑄 snapshots from (3) yields
an observed data matrix:

H = Z (𝜏)B + V, (4)

whereH ∈ C𝐾×𝑄 andV ∈ C𝐾×𝑄 denote the observedmatrix
and noise matrix, respectively. Z(𝜏) denotes the time delay
matrix:

Z (𝜏) =
[
[
[
[

[

1 ⋅ ⋅ ⋅ 1

𝑧1 ⋅ ⋅ ⋅ 𝑧𝐿
... d

...
𝑧
𝐾−1
1 ⋅ ⋅ ⋅ 𝑧

𝐾−1
𝐿

]
]
]
]

]𝐾×𝐿

, (5)

and B ∈ C𝐿×𝑄 denotes the fading amplitude matrix:

B=

[
[
[

[

𝛽
(1)
1 ⋅ ⋅ ⋅ 𝛽

(Q)
1

... ⋅ ⋅ ⋅
...

𝛽
(1)

𝐿
⋅ ⋅ ⋅ 𝛽
(Q)
𝐿

]
]
]

]

. (6)

The problem interest is to estimate the parameter 𝜏𝑙 based
on the observed matrix in (4), 𝑙 = 1, . . . , 𝐿.

3. Multipath Delay Estimation Using Modified
Propagator Method

3.1. Review of Traditional Propagator Method. Let us first
review the traditional propagator method. The propagator
method is previously presented in DOA estimation [13]. We
introduce its application in TOA estimation [14].

From (5), it is noted that Z(𝜏), as a Vandermonde matrix,
is of full column rank with 𝐿 linearly independent rows. The
other𝐾− 𝐿 rows can be expressed as a linear combination of
these 𝐿 rows. Therefore, Z(𝜏) can be partitioned into

Z (𝜏) = [
Z1 (𝜏)
Z2 (𝜏)

]
} 𝐿

}𝐾 − 𝐿,
(7)

where Z1(𝜏) ∈ C𝐿×𝐿 and Z2(𝜏) ∈ C(𝐾−𝐿) × 𝐿. The propagator
is the unique linear operator P of C𝐾−𝐿 into C𝐿 such that

P𝐻Z1 (𝜏) = Z2 (𝜏) (8)

or

[P𝐻, −I𝐾−𝐿]Z (𝜏) = Q𝐻Z (𝜏) = 0, (9)
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where 𝐻 denotes the Hermitian transpose. I𝐾−𝐿 ∈

R(𝐾−𝐿) × (𝐾−𝐿) and 0 ∈ R(𝐾−𝐿) × 𝐿 denote the identity matrix
and null matrix, respectively, and the matrixQ is given by

Q ≜ [
P

−I𝐾−𝐿
] . (10)

Equation (9) reveals thatZ(𝜏) is orthogonal to the columns of
Q.Therefore, the following TOA estimator can find the peaks
of the spectrum:

𝐹PM (𝜏) =
1

Z𝐻 (𝜏)QQ𝐻Z (𝜏)
. (11)

In (11), Q can be effectively estimated from the linear
operations of the observed data. We similarly partition the
observed matrixH in (4) into

H = [
H1
H2

]
} 𝐿

}𝐾 − 𝐿,
(12)

whereH1 ∈ C𝐿×𝑄 andH2 ∈ C(𝐾−𝐿) ×𝑄. In the noise-free case,
from (4), (8), and (12), it yields

H2 = P𝐻H1. (13)

In the presence of noise, a least squares (LS) estimate of the
propagator operator P is

P̂ = (H2H1
+
)
𝐻
, (14)

where Η1
+ is the Moore-Penrosepseudo inverse of Η1,

Η1
+
= (Η1

𝐻
Η1)
−1
Η1
𝐻. Thus the estimate of Q can be calcu-

lated from (10).

3.2. The Modified Propagator Method. The traditional prop-
agator method can reduce computational load compared
with the common subspace techniques such as MUSIC and
ESPRIT since it uses linear operations on the observed data,
avoiding the EVD or SVD of covariance matrix. However, it
reveals from (11) that long time is needed for spectral peak
searching through all the scope of time delays. To avoid it, we
combine the idea of shift invariance with propagator method
in the paper, presenting a modified propagator method
(MPM) for multipath delay estimation.

Let H1 and H2 be two (𝐾 − 1) × 𝑄 submatrices of the
matrixH consisting of the first and last𝐾−1 rows ofH; then,

H1 = Z1 (𝜏)B + V1, H2 = Z2 (𝜏)B + V2, (15)

where Z1(𝜏) and Z2(𝜏) are the first and last𝐾 − 1 rows of the
matrix Z(𝜏), respectively. Thus, we have

Z2 (𝜏) = Z1 (𝜏)Φ, (16)

where Φ = diag{𝑒−𝑗(2𝜋𝜏1/𝐾𝑇), . . . , 𝑒−𝑗(2𝜋𝜏𝐿/𝐾𝑇)} is a diagonal
matrix, which contains the estimated time delay parameters
𝜏1, . . . , 𝜏𝐿.

Compose the two matrices H1 and H2 to form a 2(𝐾 −

1) × 𝑄matrix:

X = [
H1
H2

] = [
Z1 (𝜏)
Z1 (𝜏)Φ

]B + [
V1
V2

] = D (𝜏)B + N, (17)

A

B

C

D

E

Figure 1: The geometric relationship of 3D multilateral localization
with five anchor nodes.

whereD(𝜏) is a 2(𝐾 − 1) × 𝐿 delay matrix andN is the noise
matrix upon composition.

From the idea of propagator method, if D(𝜏) is parti-
tioned into

D (𝜏) = [
D1 (𝜏)
D2 (𝜏)

]
} 𝐿

} 2 (𝐾 − 𝐿) − 𝐿,
(18)

then there exists a unique propagator operator P satisfying

P𝐻D1 (𝜏) = D2 (𝜏) . (19)

Similarly, the matrix X can be partitioned into two
matrices X1 and X2 in the same way as D(𝜏). If the noise
matrix N is ignored, then

X1 = D1 (𝜏)B, X2 = D2 (𝜏)B. (20)

Premultiply P𝐻 in X1 yielding

P𝐻X1 = P𝐻D1 (𝜏)B = D2 (𝜏)B = X2. (21)

In the noisy environment, P can be achieved by the LS
solution; that is,

P = (X2X
𝐻

1 (X1X
𝐻

1 )
−1
)

𝐻

. (22)

Let P̃ = [
I
𝐿

P𝐻 ], where I𝐿 is a 𝐿 × 𝐿 identity matrix; then

P̃D1 (𝜏) = [
I𝐿
P𝐻]D1 (𝜏) = [

D1 (𝜏)
D2 (𝜏)

] = D (𝜏) . (23)

From (23), we observe that P̃ spans signal subspace.
Evenly dividing P̃ into two (𝐾 − 1) × 𝐿 matrices P̃1 and P̃2
and based on (17), we have

[
P̃1
P̃2
]D1 (𝜏) = [

Z1 (𝜏)
Z1 (𝜏)Φ

] . (24)

Therefore,

Z1 (𝜏)Φ = ΨZ1 (𝜏) , (25)
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MPM-based
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3D location algorithm
Position computation

of unknown node

(x, y, z)

Anchor nodes

(X0, Y0, Z0) (X1, Y1, Z1) (X2, Y2, Z2) (X3, Y3, Z3)
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𝜏TDOA1 𝜏TDOA2 𝜏TDOA3 𝜏TDOA4

(X4, Y4, Z4)

(x̂, ŷ, ẑ)

Figure 2: Procedure of locating an unknown node with five anchor nodes.

where Ψ = P̃2(P̃𝐻1 P̃1)
−1P̃𝐻1 . It is shown from (25) that Φ is

the eigenvalue matrix of Ψ. Therefore, the time delays of 𝐿
paths can be calculated from 𝐿main diagonal elements ofΦ;
that is,

𝜏𝑙 =
𝐾𝑇

2𝜋
angle (𝜆𝑙) , (26)

where 𝜆𝑙 is the 𝑙th eigenvalue ofΦ, for 𝑙 = 1, . . . , 𝐿.
The procedure of MPM-based time delay estimation

algorithm can be summarized as follows.
(i) Divide the observedmatrixH intoH1 andH2 consist-

ing of the first and last 𝐾 − 1 rows ofH, respectively.
(ii) ComposeH1 andH2 to form a 2(𝐾−1)×𝑄matrixX.

Partition X into X = [X𝑇1 ,X
𝑇
2 ]
𝑇 such that X1 ∈ C𝐿×𝑄

and X2 ∈ C(2(𝐾−1)−𝐿) ×𝑄.

(iii) Obtain the propagator P = (X2X𝐻1 (X1X
𝐻
1 )
−1
)

𝐻

. Let
P̃ = [

I
𝐿

P𝐻 ], and evenly divide P̃ into two (𝐾 − 1) × 𝐿

matrices P̃1 and P̃2.
(iv) Calculate the eigenvalue matrix Φ of the matrix Ψ =

P̃2(P̃𝐻1 P̃1)
−1P̃𝐻1 . Then, 𝜏𝑙 can be obtained from the

diagonal elements ofΦ.

4. Node Position Computation Algorithm

4.1. Multilateral Localization. From the results of MPM-
based multipath delay estimation given in (26), the 𝜏TOA and
distance 𝑟 from an unknown node to anchor nodes can be
determined. In the following procedure of 3D node position
computation, we considermultilateral localization other than
trilateral localization to improve the accuracy.The number of
anchor nodes is no less than five in our algorithm.A geometry
relationship of the cross point of spheres with five anchor
nodes (A, B, C, D, E) is shown in Figure 1.

Assume that (𝑥, 𝑦, 𝑧) denotes the coordinate of an
unknown node. (𝑋0, 𝑌0, 𝑍0) represents the coordinate of a
main anchor node, and (𝑋𝑖, 𝑌𝑖, 𝑍𝑖) represents the coordinate
of the other anchor nodes, 𝑖 = 1, 2, . . . ,𝑀 − 1, with 𝑀

denoting the number of anchor nodes. Let 𝑡 be the time of the
transmitted UWB signal by the unknown node and let 𝑡𝑖 be
the time of the received first-path signal by the 𝑖th anchor
node.Then, the distance between the unknown node and the
𝑖th anchor node is 𝑟𝑖 = 𝑐(𝑡𝑖 − 𝑡) = 𝑐𝜏TOA𝑖. The equation of 3D
node position computation can be written by

𝑟
2

0 = (𝑥 − 𝑋0)
2
+ (𝑦 − 𝑌0)

2
+ (𝑧 − 𝑍0)

2
,

𝑟
2

𝑖 = (𝑥 − 𝑋𝑖)
2
+ (𝑦 − 𝑌𝑖)

2
+ (𝑧 − 𝑍𝑖)

2
,

Δ𝑟𝑖 = 𝑟𝑖 − 𝑟0 = 𝑐𝜏TDOA𝑖,

(27)

where 𝑐 denotes the velocity of wave, Δ𝑟𝑖 and 𝜏TDOA𝑖
denote the distance difference and time-difference-of-arrival
(TDOA) from the unknown node to the 𝑖th anchor node
and to the main anchor node, and 𝜏TDOA𝑖 = 𝜏TOA𝑖 − 𝜏TOA0,
𝑖 = 1, 2, . . . ,𝑀 − 1.

Chan algorithm [16] and Taylor algorithm [17] are two
traditional methods to solve nonlinear positioning equations
for radio location in a 2D space. Chan algorithm has low
computational complexity and high accuracy in high signal-
noise-ratio (SNR) and Gaussian noise environment. How-
ever, with the increase of TOA measurement error, the
performance of Chan algorithm in low SNR environment
will degrade. Taylor algorithm has higher accuracy and good
robustness in noise. However, the performance of Taylor
algorithm is highly dependent on the initial estimate of itera-
tive computation. An improper initial estimate will lead to no
convergence.

In the paper, we present amarriage algorithm of 3DChan
and Taylor location to calculate the 3D position of unknown
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Table 1: MPM-based delay estimation results when SNR = 0 dB.

Path delays True (ns) Estimate (ns)
Path 1 1.60 1.594
Path 2 1.65 1.643
Path 3 1.70 1.695
Path 4 1.75 1.752
Path 5 1.80 1.797

node. Figure 2 shows the procedure of locating an unknown
node with𝑀 = 5 anchor nodes.

4.2. 3D Chan Algorithm. The traditional Chan algorithm can
be extended from 2D space to 3D space. From the positioning
equation in (27), we have

(𝑋0 − 𝑋𝑖) 𝑥 + (𝑌0 − 𝑌𝑖) 𝑦 + (𝑍0 − 𝑍𝑖) 𝑧 = 𝑘𝑖 + 𝑟0Δ𝑟𝑖, (28)

where 𝑘𝑖 = (1/2)[Δ𝑟
2
𝑖 − (𝑋

2
𝑖 +𝑌
2
𝑖 +𝑍
2
𝑖 ) + (𝑋

2
0 +𝑌
2
0 +𝑍
2
0)] for

𝑖 = 1, 2, . . . ,𝑀−1. The coordinate (𝑥, 𝑦, 𝑧) of unknown node
can be obtained using the weighted LS (WLS) solution [18]
for in (28), and thus,

[

[

𝑥

𝑦

𝑧

]

]

= −

[
[
[
[

[

𝑋1,0 𝑌1,0 𝑍1,0

𝑋2,0 𝑌2,0 𝑍2,0
...

...
...

𝑋𝑀−1,0 𝑌𝑀−1,0 𝑍𝑀−1,0

]
]
]
]

]

+

×

{{{{

{{{{

{

1

2

[
[
[
[

[

Δ𝑟
2
1 − 𝐾1 + 𝐾0

Δ𝑟
2
2 − 𝐾2 + 𝐾0

...
Δ𝑟
2
𝑀−1 − 𝐾𝑀−1 + 𝐾0

]
]
]
]

]

+

[
[
[
[

[

Δ𝑟1

Δ𝑟2
...

Δ𝑟𝑀−1

]
]
]
]

]

𝑟0

}}}}

}}}}

}

,

(29)
where𝑋𝑖,0 = 𝑋𝑖−𝑋0,𝑌𝑖,0 = 𝑌𝑖−𝑌0,𝑍𝑖,0 = 𝑍𝑖−𝑍0,𝐾𝑖 = 𝑋

2
𝑖 +

𝑌
2
𝑖 + 𝑍

2
𝑖 ,𝐾0 = 𝑋

2
0 + 𝑌
2
0 + 𝑍

2
0, and “+” denotes pseudoinverse

of a matrix.
In (29), since 𝑟0 contains unknown coordinate (𝑥, 𝑦, 𝑧),

substituting (29) into (27) yields a second-order equation
with respect to 𝑟0. Obtaining theWLS solution of 𝑟0 and sub-
stituting its positive root into (29), we can attain an accurate
position estimate (𝑥, 𝑦, �̂�) of unknown node.

4.3. 3DTaylor Algorithm. Similarly, Taylor algorithm can also
be extended to 3D space. Starting with an initial estimate
(𝑥
(0)
, 𝑦
(0)
, 𝑧
(0)
), the 3D Taylor algorithm iteratively calculates

the position error Δ using WLS:

Δ = [

[

Δ𝑥

Δ𝑦

Δ𝑧

]

]

= (G𝑇Q−1G)
−1
G𝑇Q−1h, (30)

where Q is the covariance matrix of TDOA measurement.
Consider the following:

G =

[
[
[
[
[
[
[
[
[
[
[

[

(𝑋0 − 𝑥)

𝑟0

−
(𝑋1 − 𝑥)

𝑟1

(𝑌0 − 𝑦)

𝑟0

−
(𝑌1 − 𝑦)

𝑟1

(𝑍0 − 𝑧)

𝑟0

−
(𝑍1 − 𝑧)

𝑟1

(𝑋0 − 𝑥)

𝑟0

−
(𝑋2 − 𝑥)

𝑟2

(𝑌0 − 𝑦)

𝑟0

−
(𝑌2 − 𝑦)

𝑟2

(𝑍0 − 𝑧)

𝑟0

−
(𝑍2 − 𝑧)

𝑟2
...

...
...

(𝑍0 − 𝑧)

𝑟0

−
(𝑍2 − 𝑧)

𝑟2

(𝑌0 − 𝑦)

𝑟0

−
(𝑌𝑀−1 − 𝑦)

𝑟𝑀−1

(𝑍0 − 𝑧)

𝑟0

−
(𝑍𝑀−1 − 𝑧)

𝑟𝑀−1

]
]
]
]
]
]
]
]
]
]
]

]

,

h =

[
[
[
[

[

Δ𝑟1 − (𝑟1 − 𝑟0)

Δ𝑟2 − (𝑟2 − 𝑟0)

...
Δ𝑟𝑀−1 − (𝑟𝑀−1 − 𝑟0)

]
]
]
]

]

.

(31)
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Figure 4: Performance comparison between MPM and TLS-ESPRIT.

4.4. Marriage of 3D Chan/Taylor Location. Based on the two
algorithms mentioned above, a marriage algorithm of 3D
Chan and Taylor location is presented to calculate the 3D
position of the unknown node. The procedure is as follows.
In the first step, 3D Chan algorithm is employed to calculate
the estimated coordinate of an unknown node based on (29),
denoted by (𝑥, 𝑦, �̃�). In the following step, taking the result
of 3D Chan algorithm as an initial value of Taylor series
expansion, 3DTaylor algorithm is used to iteratively calculate
the location errorΔ in (30).The iterative procedure has ended
untilΔ is smaller than a threshold.Then, an accurate estimate
of the node position can be calculated by

[

[

𝑥

𝑦

�̂�

]

]

= [

[

𝑥

𝑦

�̃�

]

]Chan

+ [

[

Δ𝑥

Δ𝑦

Δ𝑧

]

]Taylor

. (32)

Therefore, the 3D location method inherits the advantages
of Chan and Taylor algorithms, having small computational
complexity, high accuracy, and good robustness in noise.

5. Simulations

In the simulations, the performance improvement achieved
by the MPM is presented. Then, node localization accuracy
using MPM-based multipath delay estimation and the mar-
riage of 3D Chan/Taylor location is verified.

5.1. MPM-Based Multipath Delay Estimation Results. The
transmitted UWB signal (𝑇𝑝 = 0.1 ns, 𝐴𝑝 = 1) and
the received five-path superposition signal are shown in
Figure 3.

Table 1 illustrates the results of time delay estimation
using the proposedMPM algorithm. SNR = 0 dB. 𝐿 = 5.𝑄 =

100. 𝐾 = 100. 𝑇 = 0.04 ns. The simulations confirm high-
resolution performance of the proposed MPM-based delay
estimation algorithm in multipath environment, even at
lower SNRs.

Figure 4 presents the comparison of root mean square
error (RMSE) and run time between theMPM algorithm and
TLS-ESPRIT algorithm [10]. There are 𝐿 = 3 paths with time
delays 1.6 ns, 1.7 ns, and 1.8 ns. 𝐾 = 40. 𝑇 = 0.1 ns, with 100
Monte Carlo trials. In Figure 4(b), we evaluate the computa-
tional complexity using TIC and TOC instructions in MAT-
LAB. Figure 4 demonstrates that MPM algorithm and TLS-
ESPRIT algorithm have similar RMSE performance under
medium and high SNR. However, MPM algorithm has less
computational complexity compared with TLS-ESPRIT algo-
rithm.The computation load of TLS-ESPRITmainly relies on
estimating the covariance matrix RXX ∈ C2(𝐾−1) × 2(𝐾−1) and
performing eigenvalue decomposition for three times, while
MPM algorithm avoids the covariance matrix estimation,
whose computation load mainly relies on the calculation of
propagator P and an eigenvalue decomposition.

5.2. 3D Position Computation Results. In Figure 5, we assume
that𝑀 = 7 anchor nodes are arranged in a 2m × 2m × 2m
space. Among them, a main anchor node is in the center of
the cube, the coordinate of which is (0, 0, 0). The coordinates
of the other six anchor nodes are (−1, 0, 0), (0, 1, 0), (0, 0,
1), (−1, 0, 0), (0, −1, 0), and (0, 0, −1), respectively. Multiple
unknown nodes are randomly generated within the space.
Assume that UWB signal is sent from an unknown node to
an anchor node through 𝐿 = 2 paths. SNR = 0 dB. At first,
we can obtain 𝜏TOA0 ∼ 𝜏TOA6 using MPM-based estimation
algorithm, in which 𝑄 = 100. 𝐾 = 20. 𝑇 = 1 ns. Then, the
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Figure 5: Node position computation result.

positions of multiple unknown nodes can be calculated using
the marriage algorithm of 3D Chan/Taylor location.

The results of 3D position computation of 10 or 100
unknown nodes are demonstrated in Figures 5(a) and 5(b),
respectively.The results show that the coordinates of multiple
unknown nodes can be effectively estimated with high accu-
racy, even with low density of anchor nodes.

5.3. Accuracy of the Proposed Algorithm. We investigate the
localization accuracy and robustness of the proposed algo-
rithm by simulation. The node position error can be calcu-
lated by

Position Error

= √
1

3𝑁

𝑁

∑

𝑛=1

((𝑥𝑛 − 𝑥)
2
+ (𝑦𝑛 − 𝑦)

2
+ (�̂�𝑛 − 𝑧)

2
),

(33)

where𝑁 is the number of unknown nodes and (𝑥𝑛, 𝑦𝑛, �̂�𝑛) is
the coordinate estimate of (𝑥𝑛, 𝑦𝑛, 𝑧𝑛) for the 𝑛th unknown
node. 10 unknown nodes are randomly generated in the
space. When SNR = 0 dB, the performance of node position
error versus the number of anchor nodes is shown in Figure 6,
in which the number of anchor nodes varies from 5 to 8. The
simulation result from Figure 6 indicates that the accuracy is
promoted with the increase of the number of anchor nodes.

Furthermore, the performance of the proposed algo-
rithm is compared with the matrix pencil based localization
algorithm in [12] and the previously proposed localization
algorithm in [15], as shown in Figure 7. The simulation
results reveal that the performance of the proposed algorithm
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Figure 6: Position error versus the number of anchor nodes (SNR
= 0 dB).

outperforms the other algorithms. By employing the MPM-
based time delay estimation algorithm, the TOA measure-
ment accuracy of our method can be greatly improved
compared with matrix pencil based TOA measurement
algorithm in [12]. In addition, by the use of the marriage of
3D Chan/Taylor location, the proposed method has better
robustness in low SNR comparedwith the previous algorithm
in [15].

6. Conclusion

In this paper, we propose a fast 3D node localization algo-
rithm in multipath for UWB wireless sensor networks. It
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utilizes MPM-based multipath time delay estimation and
the marriage of 3D Chan/Taylor location. Compared with
the traditional range-based methods, our method has greatly
reduced the computational complexity and enhanced the
robustness and localization accuracy in multipath and noise
environment. The proposed algorithm has key superiorities
in fast executing, high accuracy in multipath, and low SNR,
which is applicable for node localization in 3D space.
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Polarization reconfigurablemicrostrip patch antenna is presented for 2.4–2.5 GHzwireless sensor network andWLANapplications.
Dual feed degeneratemode patch is used as the starting point for circular polarization and L-shaped islands which can be connected
or disconnected to the main patch via RF switches are placed around the patch. When L-shape structure is connected, the patch
radiates in linear polarization modes with either vertical or horizontal polarization depending on the feed being used. When RF
switches are not biased, the antenna is in circular polarization mode. Full wave simulations and measurements were carried out to
validate the design.

1. Introduction

Polarization reconfigurable antennas are becoming increas-
ingly popular due to ever increasing wireless applications,
especially at 2.4GHz ISM band. Different polarizations on
the same antenna offer key advantages in multipath fad-
ing environments and provide means for multiple-input
multiple-output (MIMO) systems. Although polarization
agile antenna concept has been around for quite some
time [1], switching complexities and symmetry in radiation
patterns still present challenges in the design.

The simplest method to achieve multipolarization is to
switch perturbation segments of the antenna in an effort to
change the antenna’s electrical characteristics [2–16]. Usually,
PINdiodes or RFMEMSwas utilized as switch. Changing cir-
cular polarization states of a circularly polarized microstrip
antenna can be achieved by employing two separate feeds
(one for each polarization) and by simply switching the feeds.
However, linear polarization states, in that configuration,
would require a hybrid coupler and another set of RF
switches, which was not practical. Another drawback of this
configuration is to use multiple switches on the feed line
which increases the noise figure of the system by at least the
insertion loss of the switches used. Among slot coupled or slot
reconfigurable shaped antennas, U-shaped slot antenna was

studied for multiple polarizations [17–19]. However, symme-
try in beam and electrical characteristics was relatively poor.
Another extensively studied reconfigurable antenna shape
was E-shaped antenna [3]. These antennas were proposed
as wideband polarization agile structures. However, the size
of the antenna was much larger than their resonant mode
counterparts, and achieving four polarizations was problem-
atic. For instance, in [3], linear polarization in only one state
was achieved, and the frequency band was divided into two
segments to cover the entire ISM band which makes the
antenna impractical for many wireless applications. Varactor
diodes loaded antennas were also proposed for frequency
agile antennas [20–23]. Limited bandwidth and complex
voltage biasing circuitry are prominent limitations of these
antennas.

In our study, we took a well-known degenerate mode
microstrip patch antenna for circular polarization states and
loaded this structure with L-shape parasitic units which
could be connected to the degenerate mode by RF switches.
When parasitic unit is connected to the main patch, the
antenna operates in linear polarization mode. Depending
on which feed point is selected, either one of the linear
polarization states can be invoked. We also employed chip
inductors as RF choke instead of quarter-wavematch sections
which inevitably distort radiation pattern. Simulation and
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Figure 1: Reconfigurable antenna structure.

Phase = 0
∘ Phase = 90

∘

Phase = 180
∘ Phase = 270

∘

(a)

Phase = 0
∘ Phase = 90

∘

Phase = 180
∘ Phase = 270

∘

(b)

Figure 2: Current distribution on the patch (port 1 is fed, and port 2 is loaded with 50Ω), (a) when diodes are ON and the (b) when diodes
are OFF.

measurements indicate all four polarizations using only two
RF switches.

2. Reconfigurable Microstrip Antenna

The antenna structure is shown in Figure 1. It is composed of
degenerate mode square patch with corners cut and L-shape
parasitic elements around the cut corners. RF switches are
placed on cut corners to the center of L-shape element.When
diodes are OFF, L-shape structure acts parasitic to the main
antenna, and when diodes are ON, it is strongly coupled to
the main patch. The distance between the parasitic element
and the degenerate patch is critical to obtain proper circular
and linear polarizations. Feed points determine the sense of
polarization, that is, right hand or left hand circular, when
diodes are OFF. Likewise, when diodes are ON, vertical or
horizontal polarization can be obtained from the feed port.

Table 1: Switch states and polarizations.

Port 1 Port 2
S1 and S2 OFF LHCP RHCP
S1 and S2 ON Linear vertical Linear horizontal

Polarization states for the switch positions and feed ports are
summarized in Table 1.

Layout of the biasing circuitry is very important and
often the cause for asymmetry in radiation patterns. Quarter
wavelength chokes have been implemented in past designs,
but we observed that it distorted (even slightly tilt) the main
radiation pattern. Hence, we used RF chip inductors as RF
chokes. The ground return for the RF choke is implemented
via small DC cable around the patch as opposed to via,
although it’s been simulated with via. In that sense, our
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Figure 4: Prototype of the reconfigurable antenna.
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Figure 5: Measured and simulated input reflection coefficients
when diodes are OFF.

design is different than earlier reconfigurable designs.TheDC
current through the diode is limited from DC supply with a
series resistor.

Current distributions on the patch antenna when it is
fed from port 1 or port 2 are shown in Figures 2 and 3,
respectively.The symmetry in current distributions is mainly
due to preserved symmetry in the antenna design. When
diodes areON, the current distribution on L-shape is stronger
and enforces the current distribution on the main patch
for linear polarization; that is, 90∘ phase shift between the
alternate corners is not observed.

3. Simulations and Measurements of
the Reconfigurable Antenna

Simulations of the antenna are carried out in FEKO, 3D
electromagnetics solver. For realization, we used a substrate
from Taconic RF65 (𝜀𝑟 = 6.5, tan 𝛿 = 0.002). Substrate
thickness is 3.17mm. We used BAR64 PIN diodes from
Infineon Technologies and 0603 SMD components for RF
choke inductors from Coilcraft. The prototype is shown in
Figure 4. Simulation and measurements of the antenna when
diodes are OFF and ON are shown in Figures 5 and 6,
respectively.

Although measurements exhibit slight shift in frequency,
the match is under −10 dB throughout 2.4–2.5GHz.

The reconfigurable antenna gains are shown in Figures
7 and 8. They well match with those of standalone patch
antenna modes. Cross-polarization levels could be further
improved with slight modifications in the L-shape island
geometry.

Radiation patterns of the reconfigurable antenna fed from
port 1 are illustrated in Figure 9.There is no beam asymmetry
or tilt in the patterns due to symmetry in feed structure.
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Figure 6:Measured and simulated input reflection coefficient when
diodes are ON.
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Figure 7: Antenna gain when diodes are OFF.
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4. Conclusions

A reconfigurable microstrip patch antenna design for WSN
applications has been presented. The biasing of the diodes
and isolation of RF fromDC path are achieved using discrete
SMD components. The structure preserves its symmetry
for circular and linear polarization modes. All the four
polarizations can be achieved by simply switching the feeds
and the diodes on the top metallic part. Antenna gain
of the reconfigurable antenna is very comparable to its
standalone degenerate mode patch for circular polarization
and single mode for linear polarization counterparts. The
proposed configuration is simple and easy to implement for
polarization diversity antennas.
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Extensive field tests were carried out to assess the performance of adaptive thresholds algorithm for footstep and vehicle detection
using seismic sensors. Each seismic sensor unit is equipped with wireless sensor node to communicate critical data to sensor
gateway. Results from 92 different test configurations were analyzed in terms of detection and classification. Hit and false alarm
rates of classification algorithm were formed, and detection ranges were determined based on these results. Amplification values of
low-intensity seismic data were also taken into account in the analysis. Algorithm-dependent constants such as adaptive thresholds
sample sizes were examined for performance. Detection and classification of seismic signals due to footstep, rain, or vehicle were
successfully performed.

1. Introduction

Seismic sensors are invaluable parts of security systems that
focus on perimeter or compound security. Footstep detection
is the foremost application of these sensors [1–7]. Fusion
of different sensors has also been considered for the same
task [8, 9]. Many detection algorithms have been proposed
in the past, but some of them place too much burden on
computational resources and some of them are simply too
complex to be implemented on awireless sensor network, and
yet some of them lack field tests. Field tests compromise of
footsteps and vehicles at different ranges of the sensors.

Another critical aspect of footstep detection is the
amount of analog signal gain that is applied to seismic
data. Low-intensity seismic data require large amounts
of amplification before being digitized. On one hand,
high amplification is desired for increased range at the
expense of increased noise level. On the other hand,
low amplification is ideal for suppressing and identifying
noise but has limited application range [10, 11]. Any sig-
nal processing algorithm must pay attention to amplifi-
cation level as well as algorithm-dependent variables. In
this study, we also study the impact of signal amplifi-
cation on detection performance by analyzing data with

different amplification values. Seismic data after being pro-
cessed at the node, has been transferred to other wireless
nodes or directly to the gateway to signal alarm condi-
tions. Wireless sensor network nodes, illustrated in Figure 1,
were specifically developed for this purpose, utilizing Texas
Instruments transceiver and microcontroller family.

2. Test Setup

Field tests were performed at Yeditepe University, and test
conditions are summarized in Table 1. Test site is shown
in Figure 2. Two students with different body weights were
chosen for footstep detection. Footstep, vehicle, and com-
bined footstep-vehicle tests were used to test the detection
algorithm under various signal amplification conditions.

3. Detection Probability and
Classification Performance

The detection algorithm was explained previously in [10].
Flowchart of the algorithm is given in Figure 2.The algorithm
utilizes slow adaptive threshold (SAT) to identify ambient
dynamic noise and quick adaptive threshold (QAT) to detect
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(a) Long distance test-1. (b) Short distance test. (c) Long distance test-2.

Figure 1: Pictures of test setup.

Table 1: Field test conditions.

Test conditions
Test location Yeditepe University Kayışdağı campus
Weather condition Dry
Air temperature 9∘C
Soil moisture status Wet
Sampling frequency 250 sample/second
Amplification gain Different in each Test
Vehicle Kia Rio GSL EX 1.4
Person A weight 60 kg
Person B weight 120 kg

Table 2: Chart for detection performance.

Detection present Detection absent

Signal present True detection (hit) Missed detection
(missed)

Signal absent False detection (false
alarm)

Correct rejection in
detection

any disturbance in sensor readings. For field tests, first, noise-
only data were collected with different gain values. Signal
processing algorithm is expected not to produce any alarm to
these noise-only data. Then, a large number of footstep tests
were executed to assess the performance of the algorithm.
Afterwards, vehicle tests were evaluated, and lastly, vehicle
and footstep combined condition were assessed.

First, we define “True Detection”, “False Detection”,
“Missed Detection”, and “Correct Rejection” according to
Table 2. “true detection”means that the signal type is detected
correctly. “Missed detection” refers to the condition that the
present signal is not detected. “False detection” refers to
incorrect detection; that is, if a vehicle signal is detected in

Table 3: Chart for classification performance.

Classification present Classification absent

Signal present True classification (hit) Missed classification
(missed)

Signal absent False classification (false
alarm)

Correct rejection in
classification

Table 4: Noise-only data (no disturbance).

Gain Vibration type detection Classification
Footstep Rain Vehicle Footstep Rain Vehicle

1000 0 0 0 — — —
2500 0 0 0 — — —
3500 0 0 0 — — —
5000 0 0 0 — — —
6500 0 0 0 — — —
7500 0 0 0 — — —

footstep test, this detection is called “false detection.” “Correct
rejection” condition occurs only if there is no signal and no
detection.

Since detection is different than alarm, a similar table is
formed for alarm conditions in Table 3.

“True Classification” means intruder type is classified
correctly. “Missed classification” means intruder type is not
classified. “False classification” means signal type is classified
incorrectly; for example, if a vehicle signal was classified in
footstep test, this classification is called “false classification”.
“Correct Rejection in Classification” condition occurs only if
there is neither intruder nor any alarm.

Specifying hits and false alarms is sufficient as the others
(miss and correct rejection) can be easily extracted; that is,
probability (Hit) equals to probability (Miss).
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Figure 2: The flowchart of the detection and alarm algorithm.

3.1. Noise-Only Tests. In noise-only tests, ambient environ-
ment is recorded and processed with 20 different gain values
in the absence of any movement. Detection and classification
results are presented in Table 4. A large range of gain values
were tested. Gain values greater than 7.5 K were not tested as
noise levels reach full ADC swing.

As it is seen in the Table 4, the signal processing algorithm
did not produce any alarm or any vibration detection in
noise-only condition at all amplification values.

3.2. Footstep Tests. Nine circles concentric to the seismic
sensor were traversed by two different persons.The test setup
is illustrated in Figure 3. In each test, 60 footsteps were taken
(for larger radius circles, only some portion of the circle
is traversed.). A total of 72 tests were formed according
to Table 5 where combinations of different persons with
different amplification values on test circles were evaluated.

The classification result was “true” when only footstep
alarm was generated, “false” if rain or vehicle alarm were



4 International Journal of Distributed Sensor Networks

Table 5: Footstep test configurations.

Distance Person A Person B
Gain 1 k Gain 2.5 k Gain 5 k Gain 7.5 k Gain 1 k Gain 2.5 k Gain 5 k Gain 7.5 k

4m A-1 k-4m A-2.5 k-4m A-5 k-4m A-7.5 k-4m B-1 k-4m B-2.5 k-4m B-5 k-4m B-7.5 k-4m
6m A-1 k-6m A-2.5 k-6m A-5 k-6m A-7.5 k-6m B-1 k-6m B-2.5 k-6m B-5 k-6m B-7.5 k-6m
8m A-1 k-8m A-2.5 k-8m A-5 k-8m A-7.5 k-8m B-1 k-8m B-2.5 k-8m B-5 k-8m B-7.5 k-8m
10m A-1 k-10m A-2.5 k-10m A-5 k-10m A-7.5 k-10m B-1 k-10m B-2.5 k-10m B-5 k-10m B-7.5 k-10m
12m A-1 k-12m A-2.5 k-12m A-5 k-12m A-7.5 k-12m B-1 k-12m B-2.5 k-12m B-5 k-12m B-7.5 k-12m
14m A-1 k-14m A-2.5 k-14m A-5 k-14m A-7.5 k-14m B-1 k-14m B-2.5 k-14m B-5 k-14m B-7.5 k-14m
16m A-1 k-16m A-2.5 k-16m A-5 k-16m A-7.5 k-16m B-1 k-16m B-2.5 k-16m B-5 k-16m B-7.5 k-16m
18m A-1 k-18m A-2.5 k-18m A-5 k-18m A-7.5 k-18m B-1 k-18m B-2.5 k-18m B-5 k-18m B-7.5 k-18m
20m A-1 k-20m A-2.5 k-20m A-5 k-20m A-7.5 k-20m B-1 k-20m B-2.5 k-20m B-5 k-20m B-7.5 k-20m

Table 6: Footstep classification with 5K gain.

Distance (m)
Footstep classification results with 5K gain

Person A Person B
Footstep Rain Vehicle Result Footstep Rain Vehicle Result

4 + − − True + − + False
6 + − − True + − − True
8 + − − True + − − True
10 + − − True + − − True
12 − − − Missed + − − True
14 − − − Missed + − − True
16 − − − Missed + − − True
18 − − − Missed + − + False
20 − − − Missed + + − False

Geophone
sensor

Walking paths

4 m
6 m

8 m
10 m

12 m
14 m

16 m
18 m

20 m Distance between
human and

sensor

Figure 3: Footstep test setup.

triggered, and “miss” if no alarm occurred. The probability
of each classification results according to different conditions
was evaluated by using data from both persons. The results
are presented in Figures 4 and 5 and Tables 6 and 7.

Classification performance can vary depending on gain
and range. For >90% true classification rate and less than 10%
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Figure 4: True classification rates of footsteps with different gain
and range values.

false classification, 7.5 K amplification at 14m provides best
results. However, 7.5 K is still too large for vehicle tests, and if
target detection range is lowered to less than 10m, 5K gain is
as good as 7.5 K gain.

3.3. Vehicle Tests. Test setup for vehicle tests is shown in
Figure 6. Vehicle tests were executed on a straight line with
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Table 7: Footstep classification with 7.5 K gain.

Distance (m)
Footstep classification results with 7.5 K gain

Person A Person B
Footstep Rain Vehicle Result Footstep Rain Vehicle Result

4 + − − True + − − True
6 + − − True + − − True
8 + − − True + − − True
10 + − − True + − − True
12 + − − True + − − True
14 + + − False + − − True
16 + − − True + + − False
18 − − − Missed + − − True
20 − − − Missed + − − True

Table 8: Vehicle tests configurations.

Distance (m) Gain = 1 K Gain = 5K
Speed = 20 km/h Speed = 40 km/h Speed = 20 km/h Speed = 40 km/h

10 G1000S20D10 G1000S40D10 G5000S20D10 G5000S40D10
20 G1000S20D20 G1000S40D20 G5000S20D20 G5000S40D20
30 G1000S20D30 G1000S40D30 G5000S20D30 G5000S40D30

Table 9: Vehicle classification with different test parameters.

Test ID Vibration type detection Classification
Footstep Rain Vehicle

G1000S20D10 3 1 1 True
G1000S20D20 0 0 0 Missed
G1000S20D30 0 0 0 Missed
G1000S40D10 1 2 1 True
G1000S40D20 3 0 0 Missed
G1000S40D30 1 0 0 Missed
G5000S20D10 8 0 1 True
G5000S20D20 9 0 1 True
G5000S20D30 0 0 0 Missed
G5000S40D10 3 2 1 True
G5000S40D20 4 2 1 True
G5000S40D30 1 1 0 Missed

varying distances from the geophone sensor, 10 meters, 20
meters, and 30 meters. All lines are passed with two different
vehicle speeds, 20 km/hr and 40 km/hr. Test IDs were formed
as GXXXXSYYDZZ, where XXXX represents gain amount,
YY represents speed, and ZZ represents distance to sensor.
Tests were performed with 1 K and 5K gains. Although 7.5 K
gain produced very good results, we did not use that in vehicle
tests due to increased noise levels, which in turn degraded the
sensitivity of the system. Particular tests, with corresponding
test IDs were given in Table 8, were performed.

Summary of the tests are given in Table 9.Therewere false
vibration type detections. However, these false detections
were filtered in the classification processes. Only 1 false
classification was observed in 12 tests.
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Figure 5: False classification rates of footsteps with different gain
and range values.

3.4. Vehicle and Footstep Combined Tests. The test setup
is illustrated in Figure 7. Vehicle with footstep tests were
executed on twodifferent lines at the same time.Walking path
distance to geophone sensor was 5 meters, and vehicle path
distance to sensor is 10 meters. On vehicle path, two different
vehicle speeds (20 km/hr and 40 km/hr) were used; all tests
were repeated twice.

As before, test ID’s were assigned with GXXXXSYYTZ
where XXXX, YY, and Z represent gain, vehicle speed, and
test number, respectively. The tests, all configurations were
given in Tables 10 and 8, were performed.

Here, false Alarm was defined as “Rain” alarm, and
missed classification was defined as missing any one of
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Table 10: Vehicle and footstep combined tests.

Test repeat Gain = 1 K Gain = 5K
Speed = 20 km/h Speed = 40 km/h Speed = 20 km/h Speed = 40 km/h

First test G1000S20T1 G1000S40T1 G5000S20T1 G5000S40T1
Second test G1000S20T2 G1000S40T2 G5000S20T2 G5000S40T2

Vehicle paths

10 m

Geophone
sensor

10 m 10 m

Figure 6: Vehicle test paths.

Vehicle path

10 m

Geophone
sensor

Walking path

5 m

Figure 7: Vehicle and footstep combined test configuration.
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Table 11: Vehicle and footstep classification results.

Test ID Vibration type detection Classification
Footstep Rain Vehicle

G1000S20T1 10 1 1 TRUE
G1000S20T2 8 0 1 TRUE
G1000S40T1 7 0 1 TRUE
G1000S40T2 14 1 1 TRUE
G5000S20T1 9 1 1 TRUE
G5000S20T2 7 1 1 FALSE
G5000S40T1 19 0 1 TRUE
G5000S40T2 11 2 1 TRUE
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Figure 9: False footstep detection rate with different QAT memory
sizes.

the two alarms, either vehicle or footstep. Test results were
summarized in Table 11.

There were false vibration type detections, but these false
detections were filtered in the classification. Only one false
classification was observed in eight tests.

4. Algorithm-Dependent Parameters

Detection algorithm heavily relies on QAT and SATmemory
sizes, that is, number of samples where moving average
is calculated. Thus, we studied detection performance by
varying these critical memory sizes. Amplification was set to
5 K for all tests. True, false, and missed detection for various
QAT memory sizes as a function of range are shown in
Figures 8, 9, and 10. Same analysis was performed for SAT
memory sizes and the results are presented in Figures 11, 12,
and 13.
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Figure 11: True footstep detection rate with different SAT memory
sizes.

Best performance for true footstep detection was
achieved when QAT memory size was 30 samples and SAT
memory size was 20000 samples. Lower or higher than 30
samples QAT memory size prevents detection of footsteps
due to oscillations in the footstep vibrations. Larger SAT
memory sizes provide stability at the intruder movement
moments. However, due to memory limitations of WSN,
SAT memory size cannot be increased indefinitely.

5. Conclusion

Extensive field tests were performed to assess the perfor-
mance of adaptive thresholds detection algorithm. Over 92
different test scenarios were performed, and results were
evaluated in terms of detection performance. Performance
tests also included the amplification amount of seismic sensor
signals operating in a wireless sensor network. As higher
amplification values lead to better detection range, they also
increase noise level which, in turn, increases false alarm
classification. For detection range under 10m, 100% footstep
classification with less than 5% false alarm rate was observed
with 5K gain. For detection range less than 15m, 7.5 K
gain produced about 95% hit rate and less than 10% false
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Figure 12: False footstep detection rate with different SAT memory
sizes.
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Figure 13: Missed footstep detection rate with different SAT
memory sizes.

classification rate. Although the number of experiments with
vehicle tests were limited, 5 K gain was also successful (nearly
68% true detection and no false detection). Algorithm-
dependent constants such as QAT and SAT sample sizes were
analyzed for best performance, and these values were used in
detection and classification.
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An algorithm is developed for footstep, vehicle, and rain detection using seismic sensors operating in a wireless sensor network.
Each standalone seismic sensor is coupled with a wireless node, and alarm conditions were evaluated at the sensor rather than
at the gateway. The algorithm utilizes slow and quick adaptive thresholds to eliminate static and dynamic noise to check for any
disturbance. Duration calculation and filters were used to identify the correct alarm condition. The algorithm was performed on
preliminary field tests, and detection performance was verified. Footstep alarm condition up to 8meters and vehicle presence alarm
condition up to 50 meters were observed. Presence of rain did not create any alarm condition. Detection based on kurtosis was also
performed and shortcomings of kurtosis especially for vehicle detection were discussed, proposed algorithm has minimal load on
the sensor board and its data processing unit; thus, it is energy efficient and suitable for wireless sensor alarm networks.

1. Introduction

Unauthorized human detection is an important and, mostly,
an integral part of any security system. In building and
perimeter of the building are two essential components of
these security systems. In building or immediate vicinity of
the structure can be monitored with cameras or security
personnel, but perimeter of the building, especially wide
open area security systems, requires sensors for intruder
detection. Those sensors can be of many different forms
ranging frompassive and/or active infrared, thermal, seismic,
ultrasound, and microphones to electromechanical film.
Visually obscured sensors are definitely desired, whichmakes
seismic or acoustic sensors preferable over other sensors. In
this study, we used seismic sensors to detect vibrations in the
ground to identify and classify human, rain, and vehicle in
the prescribed range of the sensor.

Detection methods are usually based on either time or
frequency domain. High frequency vibrations decay faster
than low frequency vibrations so that the frequency compo-
nents of a signal can be difficult to differentiate depending on
measurement distance. In addition, vibration transmission

characteristics are dependent on the soil type and weather
conditions. Thus, frequency components of vehicle and
footsteps can easily overlap due to vibration transmission
characteristics of the soil. Nevertheless, two types of spectrum
analyses methods exist for the intruder detection: narrow
band and wide band spectrum analyses. Wide band spec-
trum analyses methods focus on single footstep and vehicle
vibration. However, vehicle and footstep vibrations may have
frequency components at the same frequency [1, 2]. On
the other hand, narrow band spectrum analyses methods
focus on several footsteps and vehicle components [3–5].
However, narrow and wide band spectrum analyses require
FFT algorithms. Because of the limited memory and power,
FFT use is not preferred in wireless sensor network devices.
Although FFT may provide promising traffic detection, an
alternate analog signal processing may be necessary due
to demanding power requirements of FFT evaluation using
digital circuits.

Another widely accepted detection method is “kurtosis”,
which measures extreme deviations from mean signal [6].
However, detecting intruder movements with kurtosis does
not produce clear successful results because vibration of
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Figure 1: Blocks of signal processing algorithm.

certain types of noise can easily generate deviations similar
to human steps. Another popular intruder detection method
is based on “Copula” theory [7, 8]. Copula is in essence full
measure of statistical dependence among random variables
[7]. However, understanding and quantifying dependence is a
challenging task in multivariate statistical modeling. Markov
Models are also used in detection of footsteps [9].Multimodal
fusion of sensor data for detection was also proposed in a
recent study [10].

The proposed system utilizes wireless communication
among sensors that are standalone units and each unit has
its own power supply (battery) to operate. All sensor boards
are equipped with a wireless unit operating at 2.4GHz to
enable two-way (half duplex) communication between other
sensors and the gateway. Geophone sensor SM-24 is used
as the seismic sensor and electronic circuit that includes
proper filtering and amplification is designed to process
analog signal. Filtered and amplified sensor signal is digitized
with 12-bit analog-to-digital-converter and processed for
alarm conditions. Alarm conditions are communicated to a
wireless sensor network (WSN) at 2.4GHz. WSN board is
designed using Texas Instruments tranceiver (CC2420) and
microconroller family (MSP430F1611).

Detection also requires signal processing algorithm
where human and vehicle classification can be done. Signal
processing algorithm is utilized on the sensor board, and
only alarm conditions are broadcasted to the network. The
algorithm is designed to eliminate the effects of soil type,
environment changes, and ambient noise. Design details of
the algorithm are explained in Section 2. Typical scenarios for
all types of threats are analyzed for performance evaluation in
Section 3. Kurtosis based detection is discussed in Section 4.

2. Detection Algorithm

Detection algorithm works in real time and analyses dura-
tions of signals above two adaptive thresholds. The main rea-
soning behind defining adaptive thresholds is that there are
time-dependent noise sources such as elevators, cranes, high
power generators, and wind.These types of continuous noise
sources generate noise at the same frequency of footsteps and
vehicle movement. However, rain is not a continuous noise
source, and, because of this, it is defined as a classification
object.

Main parts of the algorithms are thresholds, duration
calculator, duration filter, classification, and alarm decision
as shown in Figure 1.

Two different thresholds are used to determine the
durations of the signals: slow adaptive threshold (SAT) and
quick adaptive threshold (QAT). SAT is following the noise
level with a static and dynamic offset. SAT is designed to
eliminate continuous noise effects from the classification by
taking the average of the last incoming𝑀 number of sensor
data and adding necessary offset values. To determine offset
values, a power factor of average (PFA) is defined. PFA is
simply a scalar, number and it empirically reflects maximum
level of present noise to average noise. For instance, we used a
PFA value of 3 in our algorithm to state that maximum noise
level is most likely 3 times larger than the average, which is
calculated for the last𝑀 data points (10K in our algorithm).
Another scale factor called dynamic offset is also defined
to account for soil and weather induced noise effects. Static
offset is hardware dependent and is based on ambient noise
level received by the sensor for the target detection range. SAT
is calculated at every data point as follows:

SAT (𝑖) = StaticOffset

+ DynamicOffset ∗ PFA ∗
𝑖

∑

𝑘=𝑖−𝑀

Data (𝑘)
𝑀
,

(1)

where Data(𝑘) represents the seismic data. In a single vibra-
tion signal, the signal is fluctuating between ground and
local maximum. To calculate above-noise durations, QAT is
defined.Multiplying the predetermined PFAwith the average
of the last 𝑃 (𝑃 is a fixed memory size in the matlab code)
sensor data is equal to the QAT value. With QAT function,
amplified signals get smoother and energy of these signals
help to execute better classification, especially in the rain
conditions:

QAT (𝑖) = PFA ∗
𝑖

∑

𝑘=𝑖−𝑃

Data (𝑘)
𝑃
. (2)

Duration calculator (DR) counts the number of samples
where QAT is higher than SAT. With that, duration of
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the intruder vibration signals is determined, and noise is
removed from the calculations. DR is calculated as follows:

if (𝑥) = {
1, 𝑥 is true,
0, 𝑥 is false,

DR (𝑖) = (DR (𝑖 − 1) + 1) ∗ if (QAT (𝑖) > SAT (𝑖)) .

(3)

After calculating the durations, duration filter (DRF) is used
to aid classification. DRF parameters are shown in Figure 2.
DRF function removes durations in the intervals A, B, and D,
but it does not remove several specific durations as stated in
Figure 2. It can be expressed as follows:

DRF (𝑖) = DR (𝑖) ∗ if (DR (𝑖) ≥ DR (𝑖 + 1))

∗ if (DRF (𝑖) = NFC) ,

DRF (𝑖) = DR (𝑖) ∗ if (DR (𝑖) ≥ DR (𝑖 + 1))

∗ if (DRF (𝑖) = NFC) .

(4)

Next step is the classification from filtered duration sizes.
Again, intervals and the duration marks in Figure 2 are used.
For example, if the filtered duration value is in interval C,
then that signal is named as a single footstep. Single alarm
(SA) chooses only one signal type which is termed as either
“RV” (rain vibration constant) or “FV” (footstep vibration
constant) or “CV” (vehicle vibration constant).Hence, SA can
be expressed as:

SA (𝑖) = if (DRF (𝑖) ∗ RV)

+ if (WFCStart < DRF (𝑖) <WFCStop)

∗ FV + if (DRF (𝑖) > CFC) ∗ CV.

(5)

To reduce false alarm rate, repetition of similar type signals
is examined by allocating virtual memory slots called “RM”
(rain memory), “FM” (footstep memory), and “CM” (vehicle

memory) where SA function outcome is constantly moni-
tored and signals are stored in their respective virtual mem-
ory slots. At the decision stage, “A” (alarm) function checks
these memory slots and counts the signal numbers. If the
number of signals in thememories exceeds a threshold value,
footstep alarm, rain alarm, or vehicle alarm is generated.
Virtual memory slots and alarm are defined as follows:

RM (𝑖) =
𝑖

∑

𝑘=𝑖−RMS
SA (𝑖) ∗ if (DRF (𝑖) = NFC) ,

FM (𝑖) =
𝑖

∑

𝑘=𝑖−FMS
SA (𝑘)

∗ if (WFCStart < DRF (𝑖) <WFCStop) ,

CM (𝑖) = SA (𝑖) ∗ if (DRF (𝑖) > CFC) ,

A (𝑖) = RM (𝑖) ∗ if (RM (𝑖) > 2) + FM (𝑖) ∗ if (FM (𝑖) > 10)

+ (CM (𝑖) + 2) ∗ if (CM (𝑖) > 0) .
(6)

Definitions and values of all these constants are given in
Table 1. Algorithm constants was mostly arrived at trial error
at the beginning, but, after extensive trial tests, probability
of detection and false alarm rates were used to finalize their
values for optimum performance.

3. Algorithm Performance

A preliminary test setup is formed to test the algorithm. In
all tests, intruders are following a line where sensor is placed
in the middle as illustrated in Figure 3. Data were collected
with seismic sensors with 250 samples/second. Each seismic
sensor is coupled with a wireless node operating in a WSN.
Alarm “1” is defined as rain, “2” is footstep, and “5” is vehicle.
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Table 1: Definitions of constants in the algorithm.

Constant Name Value Definition
𝑀 10000 Memory size of SAT
𝑃 30 Memory size of QAT
Static offset 200 Static difference between SAT and QAT
Dynamic offset 1.3 Proportional difference between SAT and QAT
PF of average (PFA) 3 The standard ratio between the amplitude of a seismic signal and average
Noise Filter Constant (NFC) 30 Specific rain vibration duration
Walking Filter Constant Start 35 Minimum duration of a single footstep vibration
Walking Filter Constant Stop 75 Maximum duration of a single footstep vibration
Car filter constant (CFC) 250 Minimum duration of a single vehicle vibration
Rain memory (RM) 10000 Memory, which is used in the classification of rain
Footstep memory (FM) 2000 Memory, which is used in the classification of footstep
Car memory (CM) Memory, which is used in the classification of vehicle
Rain alarm (RA) 1 Classified alarm value of rain situation
Footstep alarm (FA) 2 Classified alarm value of footstep situation
Car alarm (CA) 5 Classified alarm value of vehicle situation
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3.1. Noise Performance. Noise data were collected without
moving or making any vibration on the ground to test false
alarm rate of the algorithm. Raw data with SAT and QAT
are shown in Figure 4, and duration calculators and filters
are shown in Figure 5. An alarm was not triggered by the
algorithm. Also, QAT did not pass SAT at any point of the
original signal as expected.

3.2. Footstep Detection. Footstep detection tests were per-
formed in two different test locations. In Test-1, amplification
gain of the seismic signal is chosen as 3000 and in Test-2 as
5000. In footstep tests, 30-meter path walked down and 40
footsteps were generated. Original signal for Test-1, its SAT
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Figure 5: Duration, filtered duration, and alarm results for noise
only data.

and QAT values, and duration filters with alarm classification
are shown in Figures 6, 7, and 8, respectively.

In both tests, 40 steps have been taken and 20 of them
have been detected as footsteps. With this, footstep detection
range was observed to be close to 8 meters. However, the
range can be increased with higher amplification of seismic
signals. 32 of 40 footsteps have been detected and 11 of them
were classified as a noise. The algorithm produced one false
alarm only. Detailed footstep detection test performances are
listed in Table 2.

3.3. Vehicle Detection. Vehicle detection tests were executed
in two different test locations each having different vehicle
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Table 2: Footstep detection tests performance.

Detected Signals Test-1 Test-2
Detected as noise 11 10
Detected as footstep 20 21
Detected as rain 1 0
Detected as vehicle 0 0
Total 32 32

Table 3: Rain test performance.

Detected Signals Test-1 Test-2
Detected as noise 32 22
Detected as footstep 1 1
Detected as rain 6 3
Detected as vehicle 0 0
Total 39 26

speeds. In Test-1, vehicle speed was 10 Km/hr, and, in Test-2,
it was 30Km/hr. The test setup is illustrated in Figure 9.
Original signal for Test-1, corresponding SAT and QAT
values, and duration filters with alarm classification are
shown in Figures 10, 11, and 12, respectively. In both tests,
vehicle presence was detected.

3.4. RainDetection. Rain detection tests were executed at two
different test locations. Original signal for Test-1, correspond-
ing SAT and QAT values, and duration filters with alarm
classification are shown in Figures 13, 14, and 15, respectively.
In both tests, unwanted signals were detected, but they did
not produce any false alarms. Detailed rain detection test
performances are listed in Table 3.

4. Detection with Kurtosis

Kurtosis measures the “peakedness” of the real random
variable. There are different versions of kurtosis, but we used
the most common one for intruder detection:

kurtosis =
(∑
𝑁

𝑖 (𝑋𝑖 − 𝜇)
4
) / (𝑁 − 1)

((∑
𝑁

𝑖 (𝑋𝑖 − 𝜇)
2
) / (𝑁 − 1))

2
. (7)

Kurtosis values are calculated by dividing the data to
extracted intervals. The sample number in these intervals
is called “𝑁” whereas “𝜇” is the mean of this interval.
It is easy to observe that kurtosis is more sensitive to
sudden changes in the data. Therefore, we expect kurtosis
to perform better for rain detection and relatively worse
for vehicle detection. Kurtosis for different interval samples
was analyzed in Figure 16. Kurtosis values of footsteps were
varying between 10 and 65. They intersect with noise only
in a small interval. Also, the kurtosis values of footstep are
increasing with the interval size. However, if the interval size
grows a bit more, they will signal several footsteps despite a
single footstep. Therefore, interval should contain a number
of samples between 80 and 120. It is observed that kurtosiswas
successful at detecting footsteps and rain; however, for vehicle
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detection, kurtosis was not a suitable detection algorithm
without any modification.

5. Conclusion

Real-time detection using seismic sensor data was developed
to identify the presence of footsteps, vehicle, and rain.
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Algorithm is based on slow and adaptive quick thresholds
with duration calculators and filters. Proposed algorithm
was tested on several test scenarios, and its detection and
classification success were assessed on several field tests.
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Figure 16: Kurtosis of footstep data with different interval sizes.

Footstep detection up to 8 meters and moving vehicle with
two different speeds were detected successfully. Kurtosis
based algorithm was also developed for comparison, and it
was observed that kurtosis was not adequate in classification
of all three response types. Although two different test
scenarios were implemented, the algorithm needs further
verification with extensive field tests.
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Intrusion detection is a challenging problem in wireless networks due to the broadcast nature of the wirelessmedium. Physical layer
information is increasingly used to protect these vulnerable networks. Meanwhile, reconfigurable antennas are gradually finding
their way into wireless devices due to their ability to improve data throughput. In this paper, the capabilities of reconfigurable
antennas are used to devise an intrusion detection scheme that operates at the physical layer. The detection problem is posed as a
GLRT problem that operates on the channels corresponding to the different modes of a reconfigurable antenna. The performance
of the scheme is quantified through field measurements taken in an indoor environment at the 802.11 frequency band. Based on
the measured data, we study the achievable performance and the effect of the different control parameters on the performance of
the intrusion detection scheme. The effect of pattern correlation between the different modes on the scheme’s performance is also
analyzed, based on which general guidelines on how to design the different antenna modes are provided. The results show that the
proposed scheme can add an additional layer of security that can significantly alleviate many vulnerabilities and threats in current
fixed wireless networks.

1. Introduction

Attacks on wireless networks have become increasingly
sophisticated with the increasing pervasiveness of these
networks. It is challenging to detect and counteract intrusions
in wireless networks due to the inherent broadcast nature of
the medium. Among many known security risks, man-in-
the-middle attacks and spoofing attacks [1] pose a significant
intrusion threat to wireless networks since such attacks
allow intruders to hijack a connection already established
by a legitimate user. Though advanced wireless intrusion
protection and detection systems have been developed and
deployed to mitigate such threats, it has been repeatedly
demonstrated that eachmethod has its point of failure and no
single method guarantees protection against all attacks [2, 3].

Such a hostile landscape requires multiple levels of
defense for network protection. This requirement has gradu-
ally led to a more cross-layer approach to wireless security in
recent times where security mechanisms are being deployed

at different layers of the network. Particularly channel infor-
mation available at the physical layer is being increasingly
used to provide an additional degree of protection against
intruders. Schemes that employ channel based security tech-
niques can be categorized into encryption and authentication
schemes. The former uses the wireless channel as a source
for encryption key generation [4–9], while the latter utilizes a
metric derived from the channel information as an identifier
for authentication [10–16].

Intrusion detection has traditionally been categorized
into misuse detection or anomaly detection techniques.
While the former uses patterns characteristic of known
attacks to detect known intrusions, the latter relies on
detecting deviations from the established behavior patterns in
the system [17]. In many usage scenarios, where the physical
link remains unchanged over a session, the wireless channel
response corresponding to the link can be considered to
represent the established behavior pattern for that link. Any
changes that violate this pattern abruptly beyond a certain
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limit can be then checked for adversarial behavior. In this
paper, we follow this approach where the channel is moni-
tored for any abrupt changes in its statistics through repeated
applications of the generalized likelihood ratio test (GLRT)
[18]. The scheme is based on the idea that the statistics of the
link corresponding to an intruder who is physically located at
a different locationwill be different from that of the legitimate
user and when the intruder tries to inject packets over the
same connection, it will trigger an abrupt change in the GLR
value.

Additionally we utilize a pattern reconfigurable antenna
to improve the performance of the intrusion detection
scheme. The ability of pattern reconfigurable antennas to
enhance system throughput has been well demonstrated [19].
By picking antenna modes that are decorrelated in their
radiation patterns, decorrelated channel realizations can be
obtained to enhance system performance. Hence channels
corresponding to different modes of the antenna can be
expected to have different statistics, a property which is
exploited to the benefit of the proposed detection scheme.
However, the use of reconfigurable antennas (pattern diver-
sity) should be differentiated from schemes that use mul-
tiple antennas (spatial diversity) with perfect decorrelation
between the elements [11, 14, 16]. We relax any assumptions
about channel correlation between the different diversity
branches and specifically quantify the effect of correlation on
detection performance. Moreover, a reconfigurable antenna
provides a more practically viable solution to generate mul-
tiple channel realizations than spatially separated multiple
antenna elements due to cost and space constraints.

In many public open networks (e.g., coffee shops) higher
level authentication solutions are usually not implemented.
Freely available software tools such as Firesheep can be used
to simply execute session hijacking attacks when users visit
insecure websites in such networks [20]. A wireless access
point equipped with reconfigurable antennas that can imple-
ment the proposed method can be used to provide a layer of
security that can significantly alleviate such security threats
in these networks. In networks with higher level security
mechanisms for encryption, authentication, and integrity, the
proposed scheme can complement those mechanisms while
they continue to play their part in securing the wireless link.

The rest of the paper is organized as follows.The intrusion
detection problem and the threat model are described in
Section 2. The detection scheme is described and the GLRT
for intrusion detection is developed in Section 3.The channel
measurement procedure is described in Section 4. We justify
our assumption regarding the probability distribution of the
channels in Section 5. The performance of the scheme is
analyzed and the results are presented in Section 6. Some
practical considerations are discussed in Section 7 before we
conclude this paper in Section 8.

2. Problem Definition and Threat Model

Theproblem that is addressed in this paper is one of detecting
an intruder who has gained access into the system by means
of hijacking a connection already established by a legiti-
mate user. The problem scenario consists of three players:

T R

I eavesdrops on T-R
connection to obtain 
identifying information
about T

Data

I

ID T

(a)

R

T ’s identifying information spoofed
I tries to trick R into believing it is T

Data ID T

I

(b)

Figure 1: Illustration of the problem. (a) T eavesdrops on a data
transfer session between R and T to obtain sensitive information
about T’s identity. (b) After obtaining the information, I tries to
masquerade as T to R.

the receiver R, transmitter T, and an intruder I. Transmitter
T and receiver R have established a connection and are in the
process of exchanging information as shown in Figure 1(a).
Intruder I eavesdrops into this connection and waits till he
gathers sufficient information to spoof T. A surprisingly large
number of vulnerabilities exist in modern wireless access
technologies that allow I to obtain this information with
relative ease. Once this information is obtained, I launches
a spoofing attack by posing as T to R as shown in Figure 1(b).

To gain a practical perspective of the problem, R can
be thought of as a wireless access point through which
T is connected to the organizational network. I can be
an adversarial entity whose objective is to gain entry into
the organizational network, hijack T’s connection with R,
or launch a man-in-the-middle attack on the connection
between T and R among other possibilities. The objective
of the security scheme is to detect this change in the real
transmitter at R in order to initiate counter measures.

To achieve his goal, I can be equipped with a powerful
transceiver capable of passively monitoring and capturing
all traffic between T and R and sufficient computational
resources to analyze the traffic to exploit the vulnerabilities
in relatively quick time. I can be an external adversary
attempting to launch an attack on the network from outside
the organization’s premises or an internal entity who is
interested in launching an attack on T. In both cases, we note
that I cannot be physically colocated with T which forms the
basis of our method for intrusion detection.

It should be noted that I’s motive is to compromise T’s
identity in the network and therefore it is imperative for I that
Tfirst initiates and establishes a connectionwithR.Therefore,
it is assumed that I will not resort to jamming attacks to
prevent T from establishing a successful connection with R.
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Additionally, we assume that only R is equipped with a
reconfigurable antenna with 𝑀 modes since it is more likely
that an access point is equipped with such an antenna than
a user terminal due to cost and space constraints. Therefore,
we also assume T and R to be equipped with standard
omnidirectional antennas.

As stated earlier, the proposed solution exploits the fact
that T and I have to be located in two different physical
locationswhichwould bemanifested by twodifferent channel
distributions sensed by R. Due to the multipath structure
of the environment, I cannot methodically manipulate the
channel between itself and R in such a way as to imitate
the channel between T and R. This is because it does not
and cannot know the channel between T and R. Introduc-
ing reconfigurable antennas to the solution adds multiple
channel distributions corresponding to each mode used in
the antenna. This makes the problem of closely matching
the channel corresponding to T even more challenging for
I which results in enhanced protection. However, it should
be noted that our scheme does not attempt to localize T or
I. Instead, channel information pertaining to the different
antenna modes is used to detect I if it compromises the
existing link between T and R.

3. Description of Scheme

With the notable exception ofmobile networks,many current
and emerging wireless data networks are associated with
stationary terminals at both ends of the link. Temporal
variations in channels related to such networks arise mainly
due to movements of people and objects in the vicinity
of the terminals as well as small localized movement of
the terminals within a very small area [21–23]. A typical
example for such a scenario would be a user seated at a
bench in a public place accessing the network from a laptop
connected to an access point in the vicinity. This work
addresses intrusion problems that pertain to such wireless
network usage scenarios and does not address large-scale
terminal mobility.

The amplitude of the estimated complex channel coef-
ficient, corresponding to a single frequency carrier 𝑔, is
denoted by ℎ. The probability distribution of ℎ follows
a Ricean or Rayleigh distribution. We choose the latter
distribution with parameter 𝜎 to describe ℎ for reasons that
will be discussed in Section 5:

𝑝𝜎 (ℎ) =
ℎ

𝜎2
𝑒
−ℎ
2
/2𝜎
2

. (1)

During the connection establishment process, 𝜎 = 𝜎0 cor-
responding to T is estimated through a sequence of training
packets. At some time instant when I succeeds in spoofing
T, it will hijack this connection. However, since I is at a
physically different location, 𝜎 = 𝜎1, corresponding to this
link, will be different from 𝜎0 and will be unknown.

Let ℎ𝑖 (𝑖 ∈ Z, 𝑖 > 0) be a sequence of observed
i.i.d. channel estimates from the incoming packets after the
initial training stage and h = [ℎ𝑗, . . . , ℎ𝑘]. 𝑖 can be taken to
denote the packet or time index. 𝑁 = 𝑘 − 𝑗 + 1 is the
block size. If we denote 𝜎(h) as the 𝜎 value of the Rayleigh

distribution from which the elements of h originated, the
intrusion detection problem can be now formulated as a
hypothesis testing problem as follows:

H0 : 𝜎 (h) = 𝜎0,

H1 : 𝜎 (h) ̸=𝜎0.

(2)

We employ a Neyman-Pearson detector which decides H1 if
the likelihood ratio exceeds a threshold:

𝐿 (h) = log(
𝑝𝜎
1

(h;H1)
𝑝𝜎
0

(h;H0)
) > 𝛾. (3)

However, 𝜎1 is not known in our case. In this case, it is well
known that the GLRT which replaces 𝜎1 with its maximum
likelihood estimate (MLE) is asymptotically the uniformly
most powerful among all tests [18]. Hence, we resort to the
GLRT that uses the MLE of 𝜎1 denoted by �̂�1. Estimation is
done over the elements in block h. The MLE for 𝜎21 is given
by [24]

�̂�
2

1 =
1

2𝑁

𝑘

∑

𝑖=𝑗

ℎ
2

𝑖 . (4)

Substituting (4) into (3) and simplifying yields:

𝐿 (h) = (
2𝑁𝜎
2
0

𝜆
)

𝑁

𝑒
(𝜆/2𝜎

2

0
−𝑁)

, (5)

where 𝜆 = ∑
𝑘

𝑖=𝑗 ℎ
2
𝑖 .

The use of multiple antenna modes will result in 𝑀

different channel realizations at each time instant. The envi-
ronment “seen” by the different modes of the antennas will
be different due to the differences in their radiation patterns
and therefore the distribution for each of these 𝑀 channel
realizations will be characterized by different 𝜎’s. Assuming
that the channel realizations yielded by the different antenna
modes are independent, we can now write

𝐿 (h) = log(
𝑀

∏

𝑚=1

𝑝𝜎
1𝑚

(h𝑚;H1)
𝑝𝜎
0𝑚

(h𝑚;H0)
) > 𝛾, (6)

where 𝜎0𝑚 and 𝜎1𝑚 are the distributions’ parameters for
mode𝑚 under the null and alternate hypothesis, respectively,
h𝑚 represents the channel vector for mode 𝑚. The decision
function and is simplified to:

𝐿 (h) =
𝑀

∑

𝑚=1

[(
2𝑁𝜎
2
0𝑚

𝜆𝑚

)

𝑁

𝑒
(𝜆/2𝜎

2

0𝑚
−𝑁)

] , (7)

where 𝜆𝑚 = ∑
𝑘

𝑖=𝑗 ℎ
2
𝑖𝑚 and ℎ𝑖𝑚 denotes the channel realization

at time instant 𝑖 for the𝑚th antenna mode.
The control parameters that can be used to tune the

performance of this scheme are listed in Table 1.
A graphical depiction of these parameters are shownwith

respect to a sample evolution of 𝐿(h) in Figure 2.
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Table 1: Control parameters.

Parameter Description

𝑁

Block size. Number of most recent consecutive
channel estimates used in the test including the
estimate corresponding to the packet under test.

𝑁T
Number of training packets used to estimate 𝜎0
during connection initialization.

𝛾
Threshold. It can be set based on the values of
𝐿(h) observed during the training phase.

𝑁𝐷

Detection delay. Maximum number of packets
from I within which it should be detected. If
detection does not happen by this time, it is
considered a missed detection.

𝑁𝐹

Number of packets from T before I takes over.
Though this is not a controllable parameter in real
time, it has a critical effect on the false alarm rate.

𝑀 Number of antenna modes.

3.1. Steps of the Detection Scheme

(1) During the outset of the session, R estimates 𝜎0

through training. The number of packets used for
training is denoted by𝑁T.

(2) R also computes 𝐿(h) for 𝑗 = 𝑖−𝑁+1 and 𝑘 = 𝑖 based
on these channel estimates at each instant 𝑖 (𝑁 ≤ 𝑖 ≤

𝑁T).

(3) Actual transmissions begin from T and R continues
to compute 𝐿(h) for each packet transmission. I is
assumed to hijack this connection and starts trans-
mitting to R after𝑁𝐹 transmissions from T.

(4) Based on these computed 𝐿(h) during the training
phase, a threshold 𝛾 is picked such that an alarm is
raised whenever 𝐿(h) > 𝛾.

(5) In the event of an alarm, a higher layer reauthentica-
tion procedure can be evoked to reverify the identity
of the transmitter.

3.2. Threshold Selection. The value of 𝛾 will be chosen based
on the values observed for 𝐿(h) during the training period.
If the maximum value of 𝐿(h) observed during training
is 𝐿𝑀(h), we can express 𝛾 as 𝐾𝐿𝑀(h) where 𝐾 is the
scaling factor that needs to be controlled in order to achieve
the desired detection and false alarm rates. In our scheme,
selection of 𝐾 is performed in an adaptive manner. We start
with 𝐾 = 1 and gradually increase its value till an acceptable
false alarm rate is achieved.

The connection can be vulnerable to an attack during
this threshold selection phase as well. Therefore, higher layer
authentication protocols (e.g., 802.11i) should be evoked to
verify false alarms during this adaptation process to ensure
security until the target value of𝐾 is reached though this may
cause some processing overhead due to frequent reauthenti-
cation. Optionally, depending on the level of threat to which
the network is exposed to, this reauthentication process
can be relaxed during this adaptive threshold determination
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T, and I are indicated as shown in the figure.

phase for more efficient operation and all alarms may be
treated as false alarms.

4. Channel Measurements

Channelmeasurementswere performedonDrexelUniversity
campus using a four-port vector network analyzer. The
measurement environment and node locations are shown
in Figure 3. The environment is a large laboratory which is
20m long, 8m wide, and 4m high with plaster walls. The
roomhas several cubicles partitioned usingmetallic walls and
laboratory equipment and furniture distributed throughout
the room.
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Figure 4: Radiation patterns corresponding to the 5 different
antenna modes in the elevation plane. The elevation plane corre-
sponds to the measurement environment plane shown in Figure 3.
All patterns are vertically polarized.

The measurements were performed with R equipped
with a reconfigurable leaky wave antenna (LWA) [25]. The
radiation patterns corresponding to the five modes used in
the study are shown in Figure 4. T and I were equipped
with standard monopoles. Measurements were performed
at 2.484GHz which corresponds to the center frequency of
channel 14 of the 802.11 band. Two R, four T, and ten I

locations were chosen which yielded a total of eight R − T

links each with then corresponding R − I links. For each (R,
T, I) combination, 1000 time snapshots were recorded for
the R − T and R − I links for the 5 different antenna modes.
Measurements were performed during different hours of the
day over several days duringwhich there was low tomoderate
movement in the environment.

5. Why Rayleigh Distribution?

It has been assumed that the channel amplitudes follow a
Rayleigh distribution instead of the more general Ricean
distribution for the purposes of this study. In order to
justify this assumption, the empirical distribution functions
obtained for each link from themeasured data was compared
to a Rayleigh or Ricean distribution whose parameters were
estimated from themeasurements.The similarity between the
empirical distribution (𝑝𝑒) and standard distribution (𝑝𝑝) for
each link is quantified through twometrics: the total variation
distance between the distributions and the Kullback-Leibler
(KL) divergence.

The total support 𝑆 is defined as

min (𝑆𝑒, 𝑆𝑝) ≤ 𝑆 ≤ max (𝑆𝑒, 𝑆𝑝) , (8)

where 𝑆𝑒 and 𝑆𝑝 are the supports of the empirical and
standard distributions, respectively. 𝑆 is discretized into 𝑇

evenly spaced discrete points. The total variation distance
between the two distributions is defined as

𝑒 =
1

2

𝑇

∑

𝑡=1


𝑝𝑒 (ℎ𝑡) − 𝑝𝑝 (ℎ𝑡)


, (9)

where 𝑝𝑒(ℎ𝑡) and𝑝𝑝(ℎ𝑡) denote the values of the distributions
evaluated at the 𝑡th discrete point in 𝑆. The KL divergence
between 𝑝𝑒 and 𝑝𝑝 is defined as

𝐷KL (𝑝𝑒 ‖ 𝑝𝑝) =

𝑇

∑

𝑡=1

𝑝𝑒 (ℎ𝑡) log2
𝑝𝑒 (ℎ𝑡)

𝑝𝑝 (ℎ𝑡)
. (10)

Table 2 lists the trends in the observed values over all the
measured links for the difference between the empirical
distribution and the two standard distributions.

As can be observed, though the channel distributions are
not “purely” Rayleigh nor Ricean, which is to be expected,
they resemble these distributions sufficiently enough which
provides us with the ability to develop an analytical frame-
work for the problem. Moreover, as the values indicate,
on average, due to the combination of line-of-sight (LOS)
and nonline-of-sight (NLOS) links, modeling the channel as
Rayleigh does not lead to a large error compared to modeling
it as Ricean in the system, though the observed distributions
marginally resemble the Ricean distribution more than the
Rayleigh.Nevertheless, Rayleigh distributionwas picked over
Ricean for three reasons. Closed form MLE estimates do not
exist for the parameters that characterize Ricean distributions
and it requires recursive methods that are computationally
intense [26]. The second reason is that when small values
of 𝑁 are used in the scheme, the recursive scheme does not
achieve convergence resulting in very poor estimates that
will have a significantly negative effect on the scheme’s per-
formance. Finally, a simpler form of GLRT function cannot
be formulated due to the Bessel functions that characterize
Ricean distributions which will lead to higher computational
complexity. Based on these observations and reasons, the
channel was modeled as Rayleigh distributed.

6. Analysis and Results

The performance of the intrusion detection scheme was
studied in terms of the probability of missed detection (𝛽)

and false alarm rates (𝛼) as a function of the different
control parameters listed in Section 3. 𝛼 and 𝛽 characteristics
presented in this section were computed from the measured
channels as follows.

(1) For each (R, T, I) combination, a detection threshold
𝛾 was obtained through the first𝑁T training samples.

(2) For the𝑁𝐹 subsequent samples fromT, the number of
instances where 𝐿(h) exceeds 𝛾 was recorded. A false
alarm was recorded when the number of instances
was greater than one.

(3) The friendly samples were followed by samples from
I. A detection was recorded if 𝐿(h) exceeds 𝛾 within
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Table 2:Difference between empirical and parametric distributions.

Distribution Mean of 𝑒 Standard
deviation of 𝑒

Mean KL
divergence

Rayleigh 0.059 0.014 1.56
Ricean 0.036 0.014 0.32

the first 𝑁I transmissions from I. If not, a miss was
recorded.

(4) This process was repeated for 100 trials with different
subsets of friendly and adversary samples and the
average 𝛼 and 𝛽 were computed.

(5) The overall 𝛼 and 𝛽 were computed as the average
obtained over all possible (R, T, I) combinations.

Unless specifically otherwise stated, the presented results also
reflect the average over the different antenna combinations
possible for a given 𝑀; that is, for a given 𝛼, the presented
missed detection probabilities are averages obtained over the
(
5
𝑀 ) possible combinations for a given𝑀.

6.1. Single Antenna Mode (𝑀=1). Figure 5 shows the average
detection error tradeoff (DET) curves for a single antenna
mode for different values of block size 𝑁. The nonlinear
scaling of the axes in a DET curve is designed to yield a
straight line when 𝐿(h) from the system follows a normal
distribution [27]. The diagonal line defined by 𝛽 = −𝛼

represents completely random performance and curves that
lie on the quadrant left of this line represent positive levels of
performance.

It can be observed that the performance improves with
block size.This is due to two reasons. A larger block size gives
a better estimate for 𝜎1 and hence when the intruder starts
injecting packets, the difference between 𝜎0 and 𝜎1 becomes
more clear which in turn results in 𝐿(h) growing above the
threshold rapidly. Moreover, when 𝑁 is large, the increased
contribution from channels corresponding to I in 𝐿(h) after
the intrusion will result in a rapid increase in its value as well.

Moreover, the values of𝑁used in the computation of𝐿(h)
are not sufficiently large enough to yield a Gaussian behavior
and therefore the DET curves do not exhibit a linear trend.
While such a Gaussian behavior is preferred since it allows us
to resort to standard normal distributions to set the threshold
𝛾, it will not be possible to employ a sufficiently large 𝑁 to
yield this behavior since a meaningful minimum detection
delay𝑁𝐷 is determined by the block size.

However, with just a single antenna mode, the achievable
detection rates are unacceptably low at low 𝛼 regions. In cases
where 𝜎1 and 𝜎0 are not well separated, the level of increase
in 𝐿(h) after intrusion will not be sufficient enough to match
the 𝛾 that is required to maintain a low 𝛼 which in turn leads
to poor detection rates. To gain insights into this, we define
the maximum percentage difference between 𝜎’s among the
different antenna modes as

𝑃 = max
𝑚=1,...,𝑀

𝜎1𝑚 − 𝜎0𝑚


𝜎0𝑚

× 100%. (11)
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Figure 5: Average DET curves for a single antenna (𝑀 = 1) mode
for different values of𝑁.𝑁𝐷 is equal to𝑁 for each curve.𝑁T = 25.
For a given 𝛼, 𝛽 decreases with the block size. However, at low 𝛼

levels, the corresponding 𝛽 levels remain unacceptably high for a
single antenna mode even at relatively large block sizes.

Table 3: Statistics pertaining to 𝑃 from measured links.

𝑀 = 1 𝑀 = 2 𝑀 = 3 𝑀 = 4 𝑀 = 5

Mean (𝑃) 75.5 95.8 105.6 111.7 116.1
Median 76.2 86.6 88.9 90.4 91.5
Pr (𝑃 ≤ 100) 0.93 0.89 0.86 0.84 0.82

Figure 6 shows the CDF of𝑃 for different values of𝑀. Table 3
lists some of the quantities extracted from these CDFs.When
a single antenna mode is employed, the mean maximum
percentage difference is 75.5% and the probability of this
percentage difference being greater than 100% is as low as
0.07. This observation clearly elucidates the challenge with
designing a GLRT based detection scheme using a single
antenna.Though the links can be differentiated in terms of 𝜎,
the amount of separation in 𝜎0 and 𝜎1 may not be sufficient
in any given scenario for the GLRT to yield acceptable
performance levels with a single antenna mode.

Figure 7 shows the variation of probability of detection as
a function of detection delay in terms of number of packets.
Understandably, detection rate improves with the allowable
detection delay. However, it should be noted that timely
detection of the intruder is very critical and therefore 𝑁𝐷

cannot be increased to arbitrarily large values to achieve the
required detection rates. Again, it can also be observed that
the performance improves with block size. However, to be
effective, higher values of 𝑁 require that the detection delay
to be at least as long as the block size so that the block
will contain samples entirely from the intruder. The effect of
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Figure 7: Variation of detection probability with 𝑁𝐷 for a single
antenna (𝑀 = 1) mode at 𝛼 = 0.05. 𝑁T = 25. 𝑁𝐷 is equal to 𝑁

for each curve. The dashed segments correspond to points where
𝑁𝐷 < 𝑁. Longer delays result in only marginal improvements
in detection. Larger 𝑁 improves performance, but the minimum
required detection delay is longer for larger𝑁’s.

𝑁 being less than the detection delay can be observed by the
dotted lines in Figure 7 where the detection performance is
significantly deteriorated.

The false alarm rate, as a function of the number of
friendly transmissions from T before I takes over, is shown in
Figure 8. As one would expect, the chances of raising a false
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Figure 8: Variation of 𝛼with𝑁𝐹 for a single antenna (𝑀 = 1)mode
at 𝛽 = 0.05. 𝑁T = 25. 𝑁𝐷 is equal to 𝑁 for each curve. Longer
number of transmissions from T increases the probability of false
alarms. Larger𝑁 improves performance due to better 𝜎0 estimates.

alarm rises withmore friendly packets. A larger𝑁 results in a
better estimate for 𝜎0 during the training phase. Additionally,
it will yield a value for 𝜎(h) that is closer to the true 𝜎0 as well.
Thus, the probability of 𝐿(h) to exceed 𝛾 picked based on the
estimated 𝜎0 will be lower and hence 𝛼 improves with𝑁.

To summarize the preceding trends, higher 𝑁 lowers 𝛼
while improving detection rates. Though a longer detection
delay can help detection rates, in practice it is undesirable
to have such long delays. However, due to the marginal
difference between the 𝜎 values for the T − R and T − I

links, it is challenging to obtain acceptable detection rates
while keeping the false alarm rates very low when using a
single mode antenna system. Hence, we resort to multimode
antenna systems.

6.2. Multiple Antenna Modes. We begin our analysis of the
multiple antenna mode case with Figure 9 which shows the
DET curves achievable through the combination of channel
information corresponding to multiple antenna modes. For
each incoming packet, 𝐿(h) is computed as in (7) based on
the channel information corresponding to the chosen 𝑀

configurations from which subsequent detection rates and
false alarm rates are computed. It can be clearly seen that
the detection rate significantly improves with the number
of modes for a given 𝛼. Referring again to Figure 6 and
Table 3, it can be observed that the maximum percentage
difference between 𝜎’s among the different antenna modes
increases with 𝑀. This is by virtue of the fact that different
antenna modes will exhibit different 𝜎 values and hence the
probability that the difference between 𝜎0 and 𝜎1 is very small
for all the modes will be lower. Thus, modes that exhibit
a larger difference in 𝜎 will contribute more to the GLRT
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Figure 9: Average DET curves for a multiple antenna modes for
𝑁 = 𝑁𝐷 = 10. 𝑁T = 25. For a given 𝛼, 𝛽 decreases with increasing
number of antenna modes. Acceptable levels of 𝛽 can be achieved at
low 𝛼 levels by using multiple antenna modes.

resulting in better performance. Increasing 𝑀 increases the
probability of finding modes that exhibit a larger difference
in 𝜎’s and hence performance significantly improves with𝑀.
Again, due to the lower value of 𝑁, a non-Gaussian trend is
observed in the observed DET curves.

Figure 10 shows the achievable detection rates as function
of detection delay for the different𝑀 values. Comparing this
with Figure 7, it can be seen that the level of improvement
achievable in detection rates is quite high with 𝑀 than 𝑁.
For example, increasing 𝑁 from 10 to 25 results in a mere
5% improvement in detection when a single mode is used.
Moreover, this improvement comes at the cost of a longer
detection delay. By introducing an additional mode, 𝛽 can be
lowered from around 20% to 9% while keeping 𝑁 and 𝑁𝐷

at 10.
Figure 11 shows 𝛼 as a function of the number of friendly

packets. As described in step (2) in Section 6, 𝛼 is defined
as the probability that there will be at least one packet that
exceeds the threshold 𝛾 during the friendly transmissions.
Improvements in 𝛼 is also observed with increasing𝑀. Nat-
urally false alarms increase with increasing friendly packets
regardless of𝑀. For relatively smaller values of𝑁 and a single
antenna mode, when certain samples in h come from the tail
region of the underlying Rayleigh distribution, the resulting
estimate of �̂�1 can significantly diverge from 𝜎0 resulting in
excursions of 𝐿(h) above the threshold 𝛾. However, when
multiple antenna modes are employed, the probability that
the channels corresponding to most of the modes belong to
the tail region at any given instant is reduced. Therefore, at
every time instant, the “well-behaved” modes help dampen
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Figure 10: Variation of detection probability with 𝑁𝐷 for multiple
antenna modes at 𝛼 = 0.05. 𝑁 = 𝑁𝐷 = 10. 𝑁T = 25. As observed
in Figure 7, longer delays result in only marginal improvements in
detection. More antenna modes however results in better detection
rates without requiring longer detection delays.

Pr
ob

ab
ili

ty
 o

f f
al

se
 al

ar
m

Number of friendly packets

10
0

10
−1

10
−2

10
−3

10
2

10
3

M = 1

M = 2

M = 3

M = 4

M = 5

Figure 11: Variation of 𝛼 with 𝑁𝐹 for multiple antenna modes at
𝛽 = 0.05. 𝑁T = 25. 𝑁𝐷 is equal to 𝑁 for each curve. 𝛼 decreases
with𝑀.

the hikes in �̂�1 due to the “stray” modes and therefore help
keep the excursions of �̂�1 above 𝛾 low and hence reduce the
probability of false alarm.

We conclude this section by providing a list of key
statisticalmeasures for𝛼 and𝛽 that were observed for various
values of 𝐾 in 100 trials. These measures are shown in
Table 4. It can be observed that the standard deviation is
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Table 4: Key statistical measures for 𝛼 and 𝛽 observed during 100 trials (𝑀 = 5,𝑁 = 25,𝑁T = 25, and𝑁𝐷 = 1).

𝐾 𝛼/𝛽 Std. Dev. Mean Min 𝑃25 𝑃50 𝑃90 𝑃99 Max

1.00 𝛼 0.00009 0.00005 0.00000 0.00000 0.00000 0.00020 0.00020 0.00020
𝛽 0.00000 1.00000 1.00000 1.00000 1.00000 1.00000 1.00000 1.00000

1.05 𝛼 0.00010 0.00007 0.00000 0.00000 0.00000 0.00020 0.00020 0.00020
𝛽 0.01350 0.83669 0.80566 0.82646 0.83809 0.85381 0.85977 0.85977

1.10 𝛼 0.00009 0.00006 0.00000 0.00000 0.00000 0.00020 0.00020 0.00020
𝛽 0.01593 0.73663 0.70234 0.72422 0.73994 0.75811 0.77676 0.78477

1.20 𝛼 0.00010 0.00009 0.00000 0.00000 0.00000 0.00020 0.00020 0.00020
𝛽 0.01861 0.61567 0.57227 0.60215 0.61689 0.63965 0.64688 0.64863

1.40 𝛼 0.00010 0.00014 0.00000 0.00000 0.00020 0.00020 0.00039 0.00039
𝛽 0.01630 0.44315 0.40430 0.43369 0.44453 0.46113 0.48057 0.48418

1.60 𝛼 0.00010 0.00021 0.00000 0.00020 0.00020 0.00039 0.00039 0.00039
𝛽 0.01592 0.31338 0.27715 0.30293 0.30986 0.33535 0.35586 0.35820

1.80 𝛼 0.00014 0.00026 0.00000 0.00020 0.00020 0.00039 0.00059 0.00059
𝛽 0.01575 0.22166 0.19629 0.21064 0.21768 0.24863 0.26113 0.26367

2.00 𝛼 0.00015 0.00029 0.00000 0.00020 0.00020 0.00049 0.00059 0.00059
𝛽 0.01459 0.15741 0.13613 0.14590 0.15273 0.18145 0.19688 0.19707

2.25 𝛼 0.00019 0.00037 0.00000 0.00020 0.00039 0.00059 0.00078 0.00078
𝛽 0.01265 0.10750 0.09004 0.09893 0.10361 0.12842 0.14385 0.14570

2.50 𝛼 0.00024 0.00051 0.00020 0.00039 0.00059 0.00078 0.00098 0.00098
𝛽 0.00867 0.07441 0.06211 0.06992 0.07266 0.07998 0.10449 0.10488

Table 5: Pattern correlation coefficients between different modes of
the LWA.

Mode 1 Mode 2 Mode 3 Mode 4 Mode 5
Mode 1 1 0.73 0.42 0.10 0.06
Mode 2 0.73 1 0.82 0.27 0.07
Mode 3 0.42 0.82 1 0.55 0.11
Mode 4 0.10 0.27 0.55 1 0.56
Mode 5 0.06 0.07 0.11 0.56 1

limited to 1.5% for false alarm rates and to less than 1% for
missed detection rates. The data shows that, for a given set of
parameters, false alarm rates and missed detection rates are
stable across multiple trials.

6.3. Which Modes to Choose? From the previous results it is
clear that introducing multiple antenna modes improves the
system’s overall performance. However, these results do not
provide insights into how to pick the mode combinations
and most importantly if there is any benefit in increasing
the number of modes beyond a certain level. Some insights
into this problem can be found by analyzing Figure 12 and
Table 5. Table 5 lists the spatial pattern correlation that exists
between the radiation patterns corresponding to the different
antenna modes used in the study. The best, worst, and
average detection rates achieved by different individual mode
combinations for 𝑀 = 2 and 𝑀 = 3 are shown in
the figure. For 𝑀 = 2, it is evident that the detection
rate is a function of the antenna correlation coefficient.
The best performance is achieved by the mode combination
(5, 1) which also has the lowest correlation between patterns.
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Figure 12: Average DET curves for different antenna mode com-
binations. 𝑁 = 𝑁𝐷 = 10. 𝑁T = 25. Detection rates have a direct
correlation with the correlation coefficient between the patterns of
the employed antenna modes. For a given 𝑀, lower correlation
coefficient between the antenna patterns results in better detection
for a given 𝛼.

The combinationwith the highest correlation of 0.82 achieves
the worst performance. Similarly, for 𝑀 = 3, detection rates
exhibit the same trend with respect to the average correlation
between the different pair of modes within the combinations.
Moreover, it can be seen that the performance achieved by
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the best combination for𝑀 = 3 outperforms the𝑀 = 5 case
as well.

The preceding behavior can attributed to the well-known
phenomenon of decorrelated antenna patterns resulting in
decorrelated channel realizations [28]. The information pro-
vided by more decorrelated channel realizations serves to
improve the “quality” of 𝐿(h) and hence enables the scheme
to distinguish between T and Imore accurately.

Based on these trends, two guidelines are suggested
for picking the different antenna modes. Antenna modes
should be picked such that the pattern correlation coefficient
between the differentmodes should be kept as low as possible.
Many reconfigurable antenna architectures exist that can
generate patterns with a very low correlation coefficient
between their modes [19, 29]. The second is that adding
new modes will improve detection rates as long as the newly
introduced mode does not diminish the average correlation
coefficient among the modes. This can be seen by observing
the different circled pairs of DET curves in Figure 12, where
adding a new mode improves detection when the addition
of the mode lowers the average correlation coefficient among
the modes.

6.4. Effect of Training. The quality of training will have a
significant effect on the performance of the scheme as the
estimated 𝜎0 forms the basis for the likelihood ratio based on
which it operates. Figure 13 shows the effect of the amount
of training on the DET curves. As evidenced by the figure,
longer training leads to better performance at the lower 𝛼

regions as expected. But interestingly more training has a
negative effect on system performance at the larger 𝛼 regions.
Recall that the threshold 𝛾 is computed as 𝐾𝐿𝑀(h) where
𝐿𝑀(h) is the maximum of 𝐿(h) observed during training.
Longer training on average leads to marginally larger values
for 𝐿𝑀(h). At high 𝛼 regions, 𝐾 ≈ 1 and hence the threshold
𝛾 is more sensitive to 𝐿𝑀(h).Therefore, for a given 𝛼, keeping
all other parameters constantwhile increasing only𝑁T results
in an increased estimate of the threshold 𝛾, which in turn
deteriorates detection. Although the estimate of 𝜎0 does
improvewith𝑁T, the increase in𝐿𝑀(h)overweighs its benefit
in the high 𝛼 region leading to performance degradation.
Nevertheless, meaningful utilization of this scheme will
involve operating in the low false alarm region and therefore
longer training will be still preferred.

7. Practical Considerations

Some key practical issues need to be considered in order to
make this scheme work in practice. The most critical issue
is the problem of obtaining channel estimates over all the
antenna modes on a packet-by-packet basis. Figure 14 shows
the possible candidate for a frame structure at the physical
layer that can be used to achieve this operation. An extended
payload is interspersed with the necessary training symbols
for each mode along with padded intervals to allow for
switching the antenna to a newmode and resynchronization.
High-speed switches with switching speeds in the order of
picoseconds currently exist that can allow the antenna to
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Figure 13: Average DET curves for 𝑀 = 1 and 𝑀 = 5 for different
number of training samples. 𝑁 = 𝑁𝐷 = 10. Solid lines indicate
𝑀 = 1 and dotted lines indicate 𝑀 = 5. Longer training results
in better detection at lower 𝛼 regions. But the gains achieved from
more training cannot match the gains achieved by employing more
number of antenna modes.
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Figure 14: Extended transmit frame that can be used to obtain
channel estimates for multiple antenna modes using a single packet
transmission.

switch modes at a rate compatible with current high data rate
applications.

As noted previously, this scheme is proposed to comple-
ment existing higher level security protocols. Therefore, such
protocols should continue to play their role in protecting the
wireless link. An adaptive approach can be pursued when
the GLRT triggers an alarm at the physical layer. When an
alarm is raised by the physical layer scheme, the system can
reconfigure the GLRT to operate in a point on the DET
curve that prioritizes low missed detection over false alarms.
Subsequent alarms should be handled by the upper layer
authentication protocols such as 802.11i till it is ensured
that the perceived threat does not exist after which point
the GLRT can prioritize over false alarms again. Moreover,
successfully adapting the alarm threshold will also rely on
these reauthentication protocols.
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Channel statistics may also gradually change with time
which can lead to arbitrarily high false alarm rates. Periodic
retraining can be implemented to keep the system perfor-
mance within acceptable levels. Therefore, this scheme can
benefit from more comprehensive training algorithms that
continually update𝜎0 based on packets that pass the intrusion
detection test at the physical as well as upper layers.

8. Conclusion

An intrusion detection scheme that utilizes physical layer
information based on a reconfigurable antennawas proposed.
The intrusion detection problem was setup as a generalized
likelihood ratio test under the assumption of Rayleigh fading
channels for different antenna modes. The assumption was
justified based on channel measurements gathered in an
indoor environment using a network analyzer. The measure-
ments were then used to study the performance of the scheme
as a function of several control parameters available to the
user. It was observed that large block sizes lower false alarm
rates while yielding high detection rates as well. By utilizing
multiple modes in a reconfigurable antenna concurrently in
the likelihood function, it was shown that the detection rates
can be improved and false alarm rates can be decreased while
keeping the block size low.The pattern correlation coefficient
that exists between the radiation patterns of the different
antenna modes was shown to have a direct correlation
with the resulting detection performance, with lower pattern
correlation resulting in better performance. In networks with
very limited or nonexistent security such as publicWiFi spots,
the proposed scheme can add a layer of security that can
provide improved levels of protection against intrusion. In
more secure networks operating in hostile environments,
this scheme in conjunction with existing higher layer based
security mechanisms can provide a much needed extra layer
of security.

Future work to make the scheme more robust includes
smart training algorithms that continuously train the system
and keep the system up-to-date as well as algorithms that
adaptively tweak the different control parameters to keep the
system operating at the required performance level.

Acknowledgment

This material is based upon work supported by the National
Science Foundation under Grant no. 1028608.

References

[1] R. K. Nichols and P. C. Lekkas, Wireless Security: Models,
Threats, and Solutions, McGraw-Hill, NewYork, NY, USA, 2001.

[2] W. A. Arbaugh, N. Shankar, Y. C. J. Wan, and K. Zhang,
“Your 802.11 wireless network has no clothes,” IEEE Wireless
Communications, vol. 9, no. 6, pp. 44–51, 2002.

[3] N. Borisov, I. Goldberg, and D. Wagner, “Intercepting mobile
communications: the insecurity of 802.11,” in Proceedings of the
7th Annual International Conference on Mobile Computing and
Networking (MobiCom ’01), pp. 180–188, Rome, Italy, July 2001.

[4] A. Kitaura and H. Sasaoka, “A scheme of private key agreement
based on the channel characteristics in OFDM land mobile
radio,” Electronics and Communications in Japan, Part III, vol.
88, no. 9, pp. 1–10, 2005.

[5] N. Patwari, J. Croft, S. Jana, and S. K. Kasera, “High-rate
uncorrelated bit extraction for shared secret key generation
from channel measurements,” IEEE Transactions on Mobile
Computing, vol. 9, no. 1, pp. 17–30, 2010.

[6] S. Yasukawa, H. Iwai, and H. Sasaoka, “Adaptive key gener-
ation in secret key agreement scheme based on the channel
characteristics in OFDM,” in Proceedings of the International
Symposium on Information Theory and its Applications (ISITA
’08), Auckland, New Zealand, December 2008.

[7] S. Jana, S. N. Premnath, M. Clark, S. K. Kasera, N. Patwari,
and S. V. Krishnamurthy, “On the effectiveness of secret key
extraction from wireless signal strength in real environments,”
in Proceedings of the 15th Annual ACM International Conference
on Mobile Computing and Networking (MobiCom ’09), pp. 321–
332, Beijing, China, September 2009.

[8] B. Azimi-Sadjadi, A. Kiayias, A.Mercado, and B. Yener, “Robust
key generation from signal envelopes in wireless networks,”
in Proceedings of the 14th ACM Conference on Computer and
Communications Security (CCS ’07), pp. 401–410, Alexandria,
VA, USA, November 2007.

[9] J. E.Hershey, A. A.Hassan, andR. Yarlagadda, “Unconventional
cryptographic keying variable management,” IEEE Transactions
on Communications, vol. 43, no. 1, pp. 3–6, 1995.

[10] M. Demirbas and Y. Song, “An RSSI-based scheme for sybil
attack detection in wireless sensor networks,” in Proceedings of
the International Symposium on aWorld of Wireless, Mobile and
Multimedia Networks (WoWMoM ’06), pp. 564–568, Buffalo-
Niagara Falls, NY, USA, June 2006.

[11] L. Xiao, L. J. Greenstein, N. B. Mandayam, and W. Trappe,
“Using the physical layer for wireless authentication in time-
variant channels,” IEEE Transactions on Wireless Communica-
tions, vol. 7, no. 7, pp. 2571–2579, 2008.

[12] L. Xiao, L. Greenstein, N. Mandayam, and W. Trappe, “Finger-
prints in the ether: using the physical layer for wireless authen-
tication,” in Proceedings of the IEEE International Conference on
Communications (ICC ’07), pp. 4646–4651, Glasgow, UK, June
2007.

[13] D. B. Faria andD.R.Cheriton, “Detecting identity-based attacks
inwireless networks using signalprints,” inProceedings of the 5th
ACMWorkshop on Wireless Security (WiSE ’06), pp. 43–52, Los
Angeles, Calif, USA, September 2006.

[14] L. Xiao, L. Greenstein, N. Mandayam, andW. Trappe, “MIMO-
assisted channel-based authentication in wireless networks,”
in Proceedings of the 42nd Annual Conference on Information
Sciences and Systems (CISS ’08), pp. 642–646, Princeton, NJ,
USA, March 2008.

[15] N. Patwari and S. K. Kasera, “Robust location distinction
using temporal link signatures,” in Proceedings of the 13th
Annual ACM International Conference on Mobile Computing
and Networking (MobiCom ’07), pp. 111–122, Montreal, Canada,
September 2007.

[16] L. Xiao, L. J. Greenstein, N. B. Mandayam, and W. Trappe,
“Channel-based spoofing detection in frequency-selective
Rayleigh channels,” IEEE Transactions on Wireless Communi-
cations, vol. 8, no. 12, pp. 5948–5956, 2009.

[17] Y. Zhang and W. Lee, “Intrusion detection in wireless ad-
hoc networks,” in Proceedings of the 6th annual international



12 International Journal of Distributed Sensor Networks

conference on Mobile computing and networking (MobiCom 00),
pp. 275–283, 2000.

[18] S. M. Kay,DetectionTheory, vol. 2 of Fundamentals of Statistical
Signal Processing, Prentice Hall, New York, NY, USA, 1998.

[19] D. Piazza, P. Mookiah, M. D’Amico, and K. R. Dandekar,
“Experimental analysis of pattern and polarization recon-
figurable circular patch antennas for MIMO systems,” IEEE
Transactions on Vehicular Technology, vol. 59, no. 5, pp. 2352–
2362, 2010.

[20] E. Butler, “Firesheep 2011,” http://codebutler.com/firesheep.
[21] C. Oestges, D. Vanhoenacker-Janvier, and B. Clerckx, “Channel

characterization of indoor wireless personal area networks,”
IEEE Transactions on Antennas and Propagation, vol. 54, no. 11,
pp. 3143–33150, 2006.

[22] P. Pagani and P. Pajusco, “Characterization and modeling of
temporal variations on an ultrawideband radio link,” IEEE
Transactions on Antennas and Propagation, vol. 54, no. 11, pp.
3198–33206, 2006.

[23] J.Medbo, J.-E. Berg, and F. Harrysson, “Temporal radio channel
variations with stationary terminal,” in Proceedings of the IEEE
60th Vehicular Technology Conference, Wireless Technologies for
Global Security (VTC ’04), vol. 1, pp. 91–95, Los Angeles, Calif,
USA, September 2004.

[24] J. Sijbers, A. J. Den Dekker, E. Raman, and D. Van Dyck,
“Parameter estimation from magnitude MR Images,” Interna-
tional Journal of Imaging Systems and Technology, vol. 10, no. 2,
pp. 109–114, 1999.

[25] D. Piazza, M. D’Amico, and K. R. Dandekar, “Performance
improvement of a wideband MIMO system by using two-port
RLWA,” IEEE Antennas andWireless Propagation Letters, vol. 8,
pp. 830–834, 2009.

[26] J. Sijbers, A. J. Den Dekker, P. Scheunders, and D. Van Dyck,
“Maximum-likelihood estimation of rician distribution param-
eters,” IEEE Transactions on Medical Imaging, vol. 17, no. 3, pp.
357–361, 1998.

[27] A. Martin, G. Doddington, T. Kamm, M. Ordowski, and M.
Przybocki, “The DET curve in assessment of detection task
performance,” in Proceedings of the 5th European Conference on
Speech Communication and Technology (Eurospeech ’97), vol. 4,
pp. 1895–1898, Rhodes, Greece, 1997.

[28] A. Forenza and R. W. Heath Jr., “Benefit of pattern diversity via
two-element array of circular patch antennas in indoor clus-
teredMIMO channels,” IEEE Transactions on Communications,
vol. 54, no. 5, pp. 943–954, 2006.

[29] J. Kountouriotis, D. Piazza, K. R. Dandekar, M. D’Amico,
and C. Guardiani, “Performance analysis of a reconfigurable
antenna system for MIMO communications,” in Proceedings
of the 5th European Conference on Antennas and Propagation
(EUCAP ’11), pp. 543–547, Rome, Italy, April 2011.



Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2013, Article ID 640692, 8 pages
http://dx.doi.org/10.1155/2013/640692

Research Article
Hardware Design of Seismic Sensors in Wireless Sensor Network

Gokhan Koc1 and Korkut Yegin2
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Seismic sensors are invaluable for intruder detection and perimeter security. In a typical wireless sensor network application of
seismic sensors, the units are battery powered and low power consumption becomes critical while fulfilling system requirements.
Although many systems utilize 24-bit ADC for seismic signal processing, we employed 12-bit ADC for low power consumption.
Because of this relatively low resolution ADC, preamplifier and filters require careful hardware design. We employ bidirectional
T-type filtering, noise reduction, and distributed filtering between gain stages before the signal is input to ADC. The proposed
design was verified with measurements. Seismic data signals due to footsteps at varying distances were successfully measured.

1. Introduction

Seismic sensors in wireless sensor networks (WSNs) find
increasing applications ranging from disturbance detection
to critical compound security. Analog design of these sensor
boards plays critical role in system performance as geophone
sensors generate signal in microvolt’s range. When geophone
signal is amplified, filtered, and digitized, the data are usually
transferred in WSN to a central processing unit. Although
the design of wireless nodes has been matured to great
extent such that there exist many integrated circuits (ICs) for
transceivers, there is little known about the electronic design
of the seismic sensor board.This study aims to bridge this gap
by analyzing the sensor board requirements and electronic
design steps.The design of a wireless node is also presented to
fulfill low power requirements but not detailed as this design
is relatively straightforward.

Human activities on ground generate vibrations from
the point of contact as seismic waves. Seventy percent of
those seismic vibrations are transmitted by Rayleigh waves
which spread on the surface of the world. The remaining
part of that energy is moved by body waves which spread
perpendicularly to the Rayleigh waves [2, 3]. In order to
detect humans and vehicles, Rayleigh waves can be very
useful because of the transmission direction.Those vibrations

also have frequency-dependent attenuation characteristics
[4]. In addition, ambient environment plays a crucial role in
footstep and vehicle detection. For example, because of the
increased seismic noise levels, detection distances are lowered
during daytimes [5]. The relationship between the noise level
and footstep detection distance is further examined in [6].
Another important parameter of the ambient environment
is the vibration transmission filter of the ground. Vibration
speed in the ground varies depending on the vibration
frequency [7]. Footstep and vehicle vibration vary consid-
erably according to these properties of environment and
intruders. According to [8, 9], several important parameters
of detection are footstep size and speed, shoes of the intruder,
seismic noise at the background, unwanted targets, presence
of residential buildings, generators, type of ground surface,
air condition, geology, and soil conditions. Geophone sensors
have several advantages in detecting footsteps and vehicle
vibrations as they are less sensitive to Doppler effects of
the environment variations than acoustic sensors, have the
ability to work with no power (passive), and possess higher
detection ranges relative to other sensors [9]. Generally two
types of geophone sensors are used: single-axis and three-
axis geophones. High bearing estimation error is usually
the bottleneck of three-axis geophones. Also path tracking
and bearing estimations in critical areas are more difficult
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Figure 2: SM-24 geophone [1]: (a) representative view, (b) the unit.

by three-axis geophones than triangulation of single-axis
geophones because geophone sensitivity is divided along all
other axes [10].

Once seismic signal is detected and digitized, wireless
sensor node is used to transmit the data for processing
or transmitting low-level alarm generation as illustrated in
Figure 1. One of themost important aspects of wireless sensor
networks (WSN) is its power management. For example,
in [11], 7.5 watt NI-PCI-6033E was used to detect footsteps
with 16AH-5V battery. Extending systems lifetime without
battery replacement is one of the key targets of any WSN.
Several researches in WSN focusing on power efficiency
were reported in [12–16]. Sensor board with wireless unit
was described in [16] but the design lacks details on the
amount of amplification, filtering, and noise reduction in
the electronics. In this study, we present these details and
provide board design with critical circuit components. Our
design differs from earlier studies in terms of T-type filtering,
noise reduction, and distributed filtering between gain stages
before the signal is input to ADC. Low power consumption
at every level is the key goal in our design.

2. Seismic Sensor Hardware Design

Most part of footstep vibration energy is distributed in the
band from 10 to 100Hz [3]. Thus, filters for the amplification
of the signal must be of low pass filter type. Geophone
sensor generates ultralow amplitude response (in microvolts)
to human steps and vehiclemovements. For signal processing

Geophone Ground
46.12 𝜇F

Cp = 703.68nF
G = 3.552ms

277Ω

Figure 3: Equivalent circuit of SM-24 (measured using LCR-meter).

hardware, the amplitude of geophone sensor signal should be
amplified with gain in excess of 1000. Low-level amplifica-
tions require high resolution ADC which also induces more
noise. A typical geophone sensor is illustrated in Figure 2.
Measurements of this sensor using LCR-meter have been
carried out and an equivalent circuit as shown in Figure 3 has
been formed for the design. The seismic sensor used in our
study is SM-24, and its technical specifications are given in
Table 1.

If we take 12-bit ADC at 3V full-scale range, then ADC
sensitivity is

sensitivityADC =
3V
212 − 1
= 732.6 𝜇V. (1)

If amplification of 3000 is used, then 1-bit equivalent voltage
at the input of the amplifier is

sensitivityAMP =
732.6 𝜇V
3000
= 244.2 nV. (2)
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Table 1: Geophone SM-24 technical specifications [1].

Values
Frequency

Natural frequency 10Hz
Tolerance ±2.5%
Maximum tilt angle for specified Fn 10∘

Typical spurious frequency >240Hz
Distortion

Distortion coil to case velocity with 17.78mm/s
(0.7 in/s) p.p. <0.1%

Distortion measurement frequency 12Hz
Damping

Open circuit (typical) 0.25
Damping calibration-shunt resistance 1.339 ohm
Tolerance with calibration shunt 5%

Sensitivity

Sensitivity 28.8 V/m/s
(0.73V/in/s)

Tolerance ±2.5%

Hence, the system sensitivity which is the particle velocity
that corresponds to one bit of the ADC output is

sensitivitySystem =
sensitivityAMP

sensitivityGEOPHONE

=
244.2 nV
28.8V/ (m/s)

= 8.48 nm/s.
(3)

Therefore, in the absence of noise, a very slight movement in
the groundwith 8.48 nm/s can be resolvedwith this amplifier.
Themaximum value of velocity that puts ADC in its full scale
is simply

Maxvelocity = (2
12
− 1) 8.48 nm/s = 34.7 𝜇m/s. (4)

Seismic sensor noise is mainly thermal noise that produces
random voltage fluctuations. The noise voltage is given as

Vnoise = √4𝑘𝑇𝐵𝑅, (5)

where 𝑘 is the Boltzman constant, 𝑇 is temperature (K), 𝐵
is the bandwidth, and 𝑅 is the equivalent resistance of the
sensor. Using measured equivalent circuit of the geophone
with its cable and taking bandwidth 10Hz as stated in the
datasheet, the noise voltage becomes 66.4 𝜇V. Component
noise in the amplifiers, Op-amp noise, ADCnoise, and power
supply noise are all additives to total noise power. Thus,
high level common-mode rejection ratio (at least 100 dB)Op-
amps should be chosen and input of the amplifier should be
noise matched with proper components. Board layout and
component choices also play a critical role in the system
noise. Power lines are usually the most common source of
external noise induced at the sensor input.

System block diagram of the proposed seismic sensor
is shown in Figure 4. First, the signal obtained from the

sensor is filtered (filter-1) and amplified by 10. Two-stage
amplification has the advantage that the same total gain
can be obtained with low-value resistors. Thus, noise from
resistors is decreased, and signal-noise ratio is increased with
filters placed between the amplifiers. The electronic design
is detailed in Figure 5. In this design, C5 capacitor removes
unwanted offset value due to Op-amps. Another important
point of this design is its dual-supply compatibility with
wireless unit. ADC input can be easily corrupted due to dual
power supply, and to prevent this, D1 diode is used before
the buffer block. So, the negative side of the amplified seismic
signal is not transmitted to ADC input.

In high gain amplifier circuits, sometimes sensor signals
leak to offset voltage which is generated by voltage reference
integrated circuits or voltage dividers. If supply voltage has
a DC bouncing or high frequency noises, all offsets would
be affected. Because of this, signal from the sensor can be
corrupted as well. This is a problem not only for signal
processing but also for digital and analog circuits where DC
voltage bouncing deteriorates circuit performance. However,
it is not easy to eliminate DC bouncing on power lines.
Filters on signal lines are used to eliminate high frequency
noise only, and careful board layout minimizes the effects of
DC bouncing. According to SM-24 geophone sensor, signal
frequencies from natural activities would be under 100Hz.
Wireless communication, on the other hand, is implemented
at 2.4GHz. There is a huge frequency difference between
signal and the wireless communication frequency. Thus,
elimination of high frequency noise is not an issue.

Sharp filtering is also not a requirement for these appli-
cations. However, considering other possible noise sources,
cut-off frequencies should be selected as close as possible
to sensor signal but larger than the Nyquist sampling fre-
quency. By looking at the frequencies, it is obvious that
low pass filters must be used on signal lines. These passive
components will be critical in general power consumption.
Filters are implemented between the Op-amp circuit blocks
so that they do not drive any load. However, higher filter
input impedance will affect the total gain value indirectly.
Directional filters would be more appropriate but difficult to
implement. Instead, T-type filters, which have the same cut-
off of frequencies in both directions, provide good isolation
between the input and the output.

Since filter-1 is the most critical filter in the design,
its PSpice simulation is shown in Figure 6. Overall circuit
performance is illustrated in Figure 7.

3. Wireless Communication Unit

WSN includes sensor nodes and at least one gateway (gate-
ways can be increased depending on coverage area). There
are sensor board, sensor itself, battery box, wireless node, and
2.4GHz antenna in each sensor node. There is no cable to
connect the sensor nodes.They need a battery box for power.
They make an alarm decision at the node and send only
alarm information to gateway via wireless communication.
The signal processing is performed at the node, but signal
processing parameters such as duration thresholds, threshold
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memory sizes, and adjustable gain values at theOp-Amps can
be modified remotely through wireless communication link.
A typical application is shown in Figure 8.

The nodes automatically choose the most suitable and
reliable way of communication for themselves through inter-
communication with adjacent nodes. The nodes at both ends
of each segment receive such data and transmit them to
user by using conventional communication channels. Any
gateway acts at the same time as the substitute of any other
gateway, and, as it is the case for the detecting nodes, they
substitute each other in their function in case of breakdown
so that the probability of shut-down of the system due to any
failure in any one of the gateways is minimized. Thus, this
unique feature is an additional measure against any eventual
tactical deception attempts.

The main properties of the two-way communication
protocol are sleeping cycles, communication paths, andnode-
alive query. If an alarm condition occurs at a node, the node
tries to deliver the corresponding alarm data to the gateway
through other nodes. To reduce communication traffic and
power consumption, relevant alarm data is transmitted over
private path which is determined inside the node. Also,

Table 2: Wireless node technical specifications.

Wireless node
Communication

RF IC TI CC2420
RF amplifier IC TI CC2591
Central frequency 2.4GHz
Channel number 16
Transmission rate 250 kbps
Maximum output power 16 dBm
Minimum output power −25 dBm
Receive sensitivity −98 dBm

MCU
MCU TI MSP430F1611
Operating system Genos
Programmable flash memory 48 kB
Data RAM 10 kB
Serial ports 2x USART
Analogue digital converter 8-channel 12-bit

alternative paths are kept in the node to avoid problems that
may arise due to the environment. This hopping technique
and keeping backup path also prevent communication breaks
against node breakdowns.

Technical specifications of the wireless node based on
Texas Instruments (TI) ICs are summarized in Table 2.

Low power operation of the node is mainly due to the
ultralow power microcontroller (TI MSP430 F1611) with
10 kB of RAM, 48 kB of flash, and 128 B of information
storage. This 16-bit RISC processor features extremely low
active and sleep current consumption that permits nodes
to run for years on a single pair of AA batteries. The
MSP430 has an internal digitally controlled oscillator that can
operate up to 8MHz. Our wireless node also has a second
external crystal (8MHz) for amore stabilizedmain clock.The
MSP430 has 8 external ADC ports and 8 internal ADC ports.
A variety of peripherals are available including SPI, UART,
digital I/O ports, watchdog timer, and timers with capture
and compare functionality. The F1611 also includes a 2-port
12-bit DAC module, supply voltage supervisor, and 3-port
DMA controller.

The CC2420 is an IEEE 802.15.4 compliant radio provid-
ing the PHY and someMAC functions and can be controlled
by MSP430 microcontroller through SPI port, digital I/O
lines, and interrupts. The radio can be shut down by the
microcontroller for low power duty cycled operation.

Wireless nodes can be powered by two AA batteries from
two different input ports. While one of these inputs has
direct connection to the system, the other input has a voltage
matching circuit with stabilized output of 3.3 V for an input
range of 0.6–3.6VDC.Wireless node power specifications are
given in Table 3.
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Table 3: Wireless node power specifications.

Min Max Unit
Supply voltage (𝐽1) 2.1 3.6 V
Supply voltage (𝐽2) 0.6 3.6 V
Supply voltage during flash memory programming (𝐽1) 2.7 3.6 V
Supply voltage during flash memory programming (𝐽2) 0.6 3.6 V
Operating temperature −40 85 ∘C
Current consumption: MCU ON, radio RX 21.8 23 mA
Current consumption: MCU ON, radio TX 100.5 120 mA
Current consumption: MCU ON, radio OFF 1800 2400 𝜇A
Current consumption: MCU IDLE, radio OFF 54.5 1200 𝜇A
Current consumption: MCU STANDBY <1 𝜇A

4. Realization and Measurements

The seismic sensor and wireless sensor boards are designed
and built separately. The seismic sensor board is shown in
Figure 9 where all blocks are labeled. This board is called
daughter board and it is interfaced to the main board via 24-
pin connector. The whole assembly is shown in Figure 10.

Amplifier 1 output and ADC input of the unit are
measured via mixed-signal oscilloscope and the results are
displayed in Figure 11. Recorded signal as a function of
footstep range is shown in Figure 12.

5. Conclusion

Design of seismic sensor board coupled with a wireless
node is detailed. The essential part of the design is its low
power consumption due to relatively low resolution ADC.
While similar designs utilize much higher resolution such
as 24-bit, they consume too much power which makes them
less preferable in a battery-powered wireless sensor network
application. Our 12-bit ADC implementation requires careful
preamplifier and filter designs. System sensitivity and maxi-
mum disturbance velocity are calculated. PSpice simulations

Filter-1

Amplifier-1Amplifier-2Buffer

Filter-2

Filter-3

Filter-4

Alarm
generator

circuit

Power
filter

 

Figure 9: Seismic sensor board.

are run on the design to test the performance of the hardware.
Prototypes are built and measured to observe the seismic
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Figure 10: Whole unit: (a) interior side of the shielded box and (b) actual prototype.
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Figure 11: Oscilloscope measurements of the assembled unit: (a) amplifier-1 output and (b) ADC input.
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signals due to footsteps at varying distances, and with as low
as 3000 amplification, seismic signals above noise floor due
to footsteps can be observed at 15m.
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This paper presents a novel collaborative beamforming (CB) method of wireless sensor network (WSN) by organizing sensor node
location in a circular arrangement. Appropriate selection of active CB nodes and cluster is needed each time to perform CB. The
nodes are modeled in circular array location in order to consider it as a circular antenna array (CAA).This newly proposed circular
collaborative beamforming (CCB) is further presented to solve two different objectives, that is, sidelobe level (SLL) suppression and
first null beamwidth (FNBW). Analyses obtained are compared to those from previous work.The findings demonstrate a better CB
performance of intelligent capability, and the difference is shown in normalized power characteristic.

1. Introduction

Inside WSN environment, collaborative beamforming (CB)
can be beneficial in increasing signal to noise ratio (SNR),
thus boosting the energy efficiency of the system. In contrast
with direct transmission transmitter-receiver or hop-by-
hop transmission, CB spreads the energy consumption over
multiple transmitters and improves the signal strength at the
receiver [1]. Therefore, the CB nodes need less energy for
data transmission, thus balance the energy consumptions,
and desirably extend the network lifetime.

Works supporting sensor network in the literature, which
utilizes wireless array, including [2–4] investigated usefulness
of method and implementation schemes of a transmission
array. Gaussian probability density function (pdf) is utilized
to model the spatial distribution of sensor nodes in a cluster
of WSNs [2] by proposing node selection algorithm [5]. The
impact of Gaussian pdf as the spatial distribution is explored
on the beampattern characteristic and compared with similar
case when uniform pdf is used in [6]. The algorithm is
developed to control the sidelobes by searching over different
node combinations [7]. Ahmed and Vorobyov consider the

random nodes deployed in Gaussian pdf, while the proposed
work considers the uniform random nodes distribution.

In spite of the significant contributions from previ-
ous literatures on CB, none of the works offer a CB by
implementing circular antenna array (CAA). To the best of
the authors’ knowledge, this is the first work dealing with
this problem. In this paper, the circular array technique is
specially designed for WSNs with intelligent capability. The
conventional uniform circular antenna array (UCA) may not
be directly applied in WSN as it requires the exact location
of elements in circular arrangement, a requirement that
does not conform with random distribution nature of sensor
nodes. Therefore, this is the main challenge of adapting this
CAA into the context of WSN environment.

This paper presents a novel method of optimizing sensor
node location in a circular arrangement. In this problem,
the appropriate selection of active CB nodes and cluster is
needed at each time to perform CB in WSN. The nodes
are modeled in circular array location in order to consider
it as a CAA. In the preliminary version of this work [8],
it is shown that the linear sensor nodes array (LSNA)
is able to achieve a desirable adaptive beampattern with

http://dx.doi.org/10.1155/2013/125423
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narrowmain lobe and acceptable sidelobes level (SLL). Novel
concept is offered with regard to intelligently optimizing
and locating the selected sensor nodes to participate and
form an array of sensor nodes. The concept is extended here
through an alternate approach which employs hybrid least-
square speedy particle swarm optimization-based circular
collaborative beamforming (HLPSO-based CCB).The earlier
work is reported in [9]. The biologically-inspired algorithm
of particle swarm optimization (PSO) algorithm is improved
and utilized to select the optimumnodes to participate in CB.
The objective is to keep the main advantages of the standard
PSO, such as simple implementation, low algorithmic com-
plexity, and few control parameters, while maintaining the
performance.Therefore, the proposedHLPSO characteristics
are particularly attractive for WSNs since the computational
resources such as memory and energy are limited.

The main idea in the proposed method is the desired
objectives of radiation beampattern with minimum SLL and
controllable size of FNBW. The proposed intelligent method
of HLPSO-based CCB for determining optimum location of
sensor node is proved superior to alternate techniques in
terms of the normalized power gain with desired objectives.
Up to date, an intelligent approach to determine optimum
sensor nodes location to participate in wireless array network
by employing bioinspired algorithm has not been reported or
published so far by other authors.

2. The Network and Geometrical Array Model

2.1. The Network Model. WSN consists of a large number of
sensor nodes in random deployment, which are wirelessly
connected. The nodes are self-organized and are in connec-
tion with a controlling station as described in [10]. Each
sensor node’s location is determined using location discovery
techniques [11] and is reported back to the controller.The cen-
tral processor in a controlling station has detailed knowledge
of each sensor node’s location. It is also capable of selecting
the appropriate manager node (MN), thus active cluster (AC)
as per user requirement. Each sensing node, 𝑆𝑧 is able to sense
the environment and collect its own data. The selected MN
gathers the data from the sensing nodes and thenmulticasts a
final data packet to all the selected collaborative sensor nodes,
that is, active CB nodes. The data from these sensing nodes
are aggregated at the MN and only the needed information
will be multicast. The active CB nodes will collaboratively
transmit the samedata in a synchronousmanner.These active
CB nodes, which perform as a CAA, have the possibility to
form a narrow highly directive beam to the intended target
point, where the receivers may be placed in order to collect
all the transmitted data sent by collaborative nodes.

2.2. The Geometrical Array Model. The collaborative array
antenna radiates power in all directions; hence, the simula-
tion work should be in 3-dimensional scope. It is assumed
that all sensor nodes are located on a 3-dimensional 𝑥-𝑦-𝑧
plane. Consider a 3-dimensional characteristic of𝑁-element
CAA placed at the 𝑥-𝑦-𝑧 plane. Assume 𝑧 = 0; therefore the

plane is visualized to run parallel to the earth’s surface. The
array factor (AF) of the CAA [12] is given by

AF (𝜃, 𝜙) =
𝑁

∑

𝑛=1

𝑒
𝑗[𝜅𝑟
𝑛
sin 𝜃 cos(𝜙−𝜙

𝑛
)+𝛼
𝑛
]
,

𝛼𝑛 = −𝜅𝑟𝑛 sin 𝜃0 cos (𝜙0 − 𝜙𝑛) ,

𝑟𝑛 =
√(𝑥𝑛)

2
+ (𝑦𝑛)

2
,

𝜙𝑛 = tan−1 (
𝑦𝑛

𝑥𝑛

) ,

(1)

where 𝑁, 𝜅, 𝜃, 𝜙, 𝑥𝑛, and 𝑦𝑛 are the number of elements,
wavenumber 𝜅 = 2𝜋/𝜆, elevation angle, azimuth angle, 𝑥-
coordinate, and 𝑦-coordinate (𝑥𝑛, 𝑦𝑛) of the 𝑛th element,
respectively. 𝜃0 and𝜙0 are themaximum radiation angles.The
normalized power gain, 𝐺norm, in decibel is as stated in

𝐺norm (𝜃, 𝜙)dB = 10 log10 [
AF (𝜃, 𝜙)



2

max AF (𝜃, 𝜙)


2
] . (2)

3. Hybrid Least-Square Speedy Particle Swarm
Optimization (HLPSO)

PSO is applied to determine the optimumdistance location of
the nodes, which performs the highest performance as refer
to objective scopes. Some improvements have been adopted
in original PSO [13] in order to overcome the weaknesses
and to adapt the algorithm inside WSNs environment. The
novel HLPSO is proposed by integrating two novel mecha-
nisms, that is, constraint boundaries variables and particle’s
position and velocity reinitialization. Moreover, the least-
square approximation algorithm (LS) is integrated into it to
improve the effectiveness and the capabilities of PSO in CCB
application.

3.1. Global Constraint Boundaries Variables. Two sets of
global constraint boundaries variables for lower boundary 𝐿
and upper boundary𝑈 for different position particles,𝑑𝑠1 and
𝑑𝑠𝑛 (𝑛 = 2, 3, . . . , 𝑁), are adopted and represented as

𝐿1 ≤ 𝑑𝑠1 < 𝑈1,

𝐿𝑁 ≤ 𝑑𝑠𝑛 < 𝑈𝑁.

(3)

These two boundaries are applied to restrict 𝑑𝑠1 and 𝑑𝑠𝑛 to
stay inside the solution space. Additionally, maximum upper
limit and minimum lower limit are also assimilated inside
this proposed HLPSO, that is, 𝑈max and 𝐿min, respectively.
These two limits are determined before the computation of
the objective function, 𝑜𝑓, in order to enhance the diversity
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of the particle’s searching abilities to be more global and
freedom.Thus, it is expressed as

𝑑𝑠1 =

{{{{

{{{{

{

𝑑𝑠1 = 𝐿1

yields
→ 𝑜𝑓 (𝐿1) , if 𝑑𝑠1 > 𝑈max,

𝑑𝑠1 = 𝑑𝑠1

yields
→ 𝑜𝑓 (𝑑𝑠1) , if 𝐿min ≤ 𝑑𝑠1 < 𝑈max,

𝑑𝑠1 = 𝐿1

yields
→ 𝑜𝑓 (𝐿1) , if 𝑑𝑠1 ≤ 𝐿min,

𝑑𝑠𝑛 =

{{{{

{{{{

{

𝑑𝑠𝑛 = 𝐿𝑁

yields
→ 𝑜𝑓 (𝐿𝑁) , if 𝑑𝑠𝑛 > 𝑈max,

𝑑𝑠𝑛 = 𝑑𝑠𝑛

yields
→ 𝑜𝑓 (𝑑𝑠𝑛) , if 𝐿min ≤ 𝑑𝑠𝑛 < 𝑈max,

𝑑𝑠𝑛 = 𝐿𝑁

yields
→ 𝑜𝑓 (𝐿𝑁) , if 𝑑𝑠𝑛 ≤ 𝐿min.

(4)

3.2. Particle’s Position and Velocity Reinitialization. The ran-
dom numbers of particle position 𝑑𝑠𝑛 can be a factor of
the particle’s tendency to leave the initially defined search
space. Therefore, a modification based on the absorbing wall
conditions by [14] is implemented in this algorithm. In order
to control the movement of particle from flying outside
the border of the search space, the velocity V𝑠𝑛 is zeroed
whenever the particle 𝑑𝑠𝑛 goes over the boundaries 𝑈𝑁 and
𝐿𝑁. However, the particle 𝑑𝑠𝑛 is then pulled back inside
the search space by reinitializing it as random numbers 𝑟
generated from the values of [𝐿min, 𝑈max]. The objective of
this reinitialization of 𝑑𝑠𝑛 is to prevent the particle from being
stuck in local optima scenario where the particle is trapped
and inhibited to search for a better solution. By introduc-
ing the reinitialization, a more flexible and comprehensive
searching can be done by the particle with noted limitations,
as expressed by

V𝑠𝑛 =
{{

{{

{

V𝑠𝑛 = 0 → 𝑑𝑠𝑛 = 𝑟 [𝐿min, 𝑈max] , if 𝑑𝑠𝑛 > 𝑈𝑁,
V𝑠𝑛 = V𝑠𝑛, if 𝐿𝑁≤𝑑𝑠𝑛<𝑈𝑁,
V𝑠𝑛 = 0 → 𝑑𝑠𝑛 = 𝑟 [𝐿min, 𝑈max] , if 𝑑𝑠𝑛 ≤ 𝐿𝑁.

(5)

By using (5), the particlemovementmay be triggered again so
that it has the highest probability to search for the optimum
global best. In addition, the particle position is also forced to
stay inside the upper boundary 𝑈 and lower boundary 𝐿 as
denoted by following equations:

𝑑𝑠1 =

{{

{{

{

𝑑𝑠1 = 𝑈1, if 𝑑𝑠𝑛 > 𝑈1,
𝑑𝑠1 = 𝑑𝑠1, if 𝐿1 ≤ 𝑑𝑠𝑛 < 𝑈1,
𝑑𝑠𝑛 = 𝐿1, if 𝑑𝑠𝑛 ≤ 𝐿1,

𝑑𝑠𝑛 =

{{

{{

{

𝑑𝑠𝑛 = 𝑈𝑁, if 𝑑𝑠𝑛 > 𝑈𝑁,
𝑑𝑠𝑛 = 𝑑𝑠𝑛, if 𝐿𝑁 ≤ 𝑑𝑠𝑛 < 𝑈𝑁,
𝑑𝑠𝑛 = 𝐿𝑁, if 𝑑𝑠𝑛 ≤ 𝐿𝑁.

(6)

The integration of the LS approximation algorithm in this
HLPSO is required so that the desired radiation beampattern
performance can be closely approximated to the desired
beampattern results. Due to the random spatial positioning of
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Number of CB active nodes
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CCB optimization setup phase
Construct CCB
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Figure 1: Flow chart for HLPSO-based CCB.

nodes, LS algorithm provides the ability to alter and create a
radiation beampattern by introducing weights on each node.
The determination of the weights allows elimination of the
effect of random nodes position errors inWSNs.The effect of
weights can be removed through equalization.

3.3. Hybrid Least-Square Particle Swarm Optimization-Based
Circular Collaborative Beamforming (HLPSO-Based CCB).
The proposed network model of HLPSO-based CCB consists
of a random deployment of 𝑍 stationary sensor nodes
inside the region of interest of Λm2, which are organized
in a different cluster. Each node is denoted in Cartesian
coordinates of (𝑥𝑘, 𝑦𝑘) with 𝑘 representing the number of
nodes. Each cluster has anMNdesignated as the leader, which
manages in searching and selecting only the participating
CB active nodes to form the HLPSO-based CCB in circular
arrangement.TheMNalso acts as the centre of theCCB, but it
is not participating in the CAA construction. Therefore, MN
organizes a subset of its cluster nodes into a distributed CCB,
𝑀𝑛 = (𝑚1, 𝑚2, . . . , 𝑚𝑁) coordinating their transmissions to
direct the main beam towards the receivers.

There are three phases in HLPSO-based CCB: parameter
initialization, activation, and optimization setup phases. The
flow chart for the three phases of HLPSO-based CCB has
been shown in Figure 1. A description of each follows.

3.3.1. Parameter Initialization Phase. The initial parameters
for WSNs environment are listed in Table 1.

TheproposedHLPSOmanages to search for the optimum
element distance of CCB and deal with the desired objectives.
The desired parameters for HLPSO are illustrated in Table 2.
These parameters are initialized by referring to the desired
objectives of the organization scheme.
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Table 1: Parameters and values of 8-node CCB.

Parameters Symbol Values
Number of all nodes 𝑍 900 nodes
Area of interest Λ 900m2

Density 𝜌 1 node/m2

Manager node MN (𝑥MN, 𝑦MN) (14.51, 20.91)
Area of active cluster 𝑋 123m2

Nodes inside active cluster 𝑍𝑆 119
UCA radius 𝑟

UCA 2.5464m
CCB radius 𝑟

CCB 2.9421m

Table 2: List of parameters used in HLPSO implementation.

Parameters Symbol Value
Number of particles 𝑆 30
Dimension of particles 𝑁 8
Iterations It 500–1000
Range of particles 𝐷 0 to 2 𝜆𝑂
Upper boundary for 𝑑𝑛 𝑈𝑁 2.2 𝜆𝑂
Lower boundary for 𝑑𝑛 𝐿𝑁 0.1 𝜆𝑂
Maximum upper limit 𝑈max 0.1 𝜆𝑂
Maximum lower limit 𝐿min 2.5 𝜆𝑂
Velocity 𝑉 0 to 0.2
Learning factors 𝑐1 = 𝑐2 2.0
Maximum weight 𝜔max 0.9
Minimum weight 𝜔min 0.4

3.3.2. Activation Phase. MN with coordinates of (𝑥MN, 𝑦MN)
is activated which has the most neighbor nodes within
its communication radius, 𝐶. Then, the AC area, 𝑋m2, is
determined by referring to the MN as the centre of the 𝑋.
The total number of nodes, 𝑍𝑆, within𝑋 is activated.

3.3.3. CCB Optimization Setup Phase. The procedures need-
ed to formulate this CCB optimization setup scheme are
described as follows.

Step 1. Construct the virtual circle with 𝐶 radius by referring
to MN as the center of the circle.

Step 2. Establish HLPSO algorithm to optimize the sensor
node location.

Step 2(a). Initialize HLPSO parameters.

Step 2(b). Generate random initial location, 𝑑𝑠𝑛, [𝑑𝑠𝑛] =
[𝑑𝑠1, 𝑑𝑠2, 𝑑𝑠3, . . . , 𝑑𝑠𝑁] and velocity, V𝑠𝑛, [V𝑠𝑛] = [V𝑠1, V𝑠2,
V𝑠3, . . . , V𝑠𝑁] for each particle, where 𝑁 and 𝑠 are the dimen-
sional problem and number of particles, respectively.
Step 2(c). Calculate the objective function, that is, 𝑜𝑓, where
𝑜𝑓SLL is the objective function of SLL minimization term as
defined in

𝑜𝑓SLL (𝜃SLL) =
MaxSL
∑

SLL
1
=1


AF (𝜃SLL

1

)
dB
+

SLL
2
=181

∑

MinSL


AF (𝜃SLL

2

)
dB
,

(7)

where 𝜃SLL
1

and 𝜃SLL
2

are the angles, where the SLL is mini-
mized in the lower band (from 𝜃SLL

1
=1 to 𝜃SLL

1
=MaxSL) and in

the upper band (from 𝜃SLL
2
=MinSL to 𝜃SLL

2
=181), respectively.

𝑜𝑓bw is the objective function FNBW term as defined in

𝑜𝑓bw (𝜃bw) =
bw2
∑

bw=bw1

AF (𝜃bw)
dB, (8)

where 𝜃bw is the angle of desired FNBW; that is, FNBW =
𝜃bw2 − 𝜃bw1 which is the range of angles of the major lobe.

Step 2(d). Determine the previous best location, 𝑝𝑏𝑒𝑠𝑡,
𝑃 = [𝑝𝑠] = [𝑝1, 𝑝2, 𝑝3, . . . , 𝑝𝑆]. Set 𝑜𝑓(𝑝𝑠) value to be equal to
𝑜𝑓(𝑑𝑠𝑛).

Step 2(e). Determine the global best position, 𝐺 = [𝑔𝑛] =

[𝑔1, 𝑔2, 𝑔3, . . . , 𝑔𝑁]. Set 𝑔𝑛 = min(𝑝𝑠) or 𝑔𝑛 = optimum(𝑝𝑠).

Step 2(f). Update V𝑠𝑛:
V𝑠𝑛 (𝜏 + 1) = 𝜔V𝑠𝑛 (𝜏) + 𝑐1𝑟1 [𝑝𝑠 (𝜏 + 1) − 𝑥𝑠𝑛 (𝜏)]

+ 𝑐2𝑟2 [𝑔𝑛 (𝜏 + 1) − 𝑥𝑠𝑛 (𝜏)] ,

(9)

where 𝑐1 and 𝑐2 are acceleration constants and 𝑟1 and 𝑟2 are
uniformly distributed numbers in [0, 1]. 𝜏 + 1 and 𝜏 refer to
the time index of the current and previous iterations. 𝜔 is the
inertial weight factor. Then, limit 𝑉 using (5).
Step 2(g). Update 𝑑𝑠𝑛:

𝑑𝑠𝑛 (𝜏 + 1) = 𝑑𝑠𝑛 (𝜏) + V𝑠𝑛 (𝜏 + 1) (10)
and limit𝐷 of the particles by using (6).

Step 2(h). Update 𝑝𝑏𝑒𝑠𝑡 as follows.

If 𝑜𝑓(𝑑𝑠𝑛) is better than 𝑜𝑓(𝑝𝑠), then update 𝑝𝑠 and store
𝑑𝑠𝑛(𝑝𝑠).

Step 2(i). Update 𝑔𝑏𝑒𝑠𝑡 as follows.

If 𝑜𝑓(𝑝𝑠) is better than 𝑜𝑓(𝑔𝑛), then update 𝑔𝑛 and store
𝑑𝑠𝑛(𝑔𝑛).

Step 2(j). If the maximum iteration number is met, terminate
the algorithm, otherwise, proceed to Step 2(c).

Step 3. Construct CAA by using the distance result 𝑑𝑠𝑛 from
the HLPSO algorithm. The constructed CAA is assumed
with 𝑁-node with spacing distance of 𝑑𝑠𝑛. The sensor node
location of 𝑥- and 𝑦-coordinates, 𝐵𝑛(𝑥

𝐵
𝑛 , 𝑦
𝐵
𝑛 ), is referring to

the values of 𝑑𝑠𝑛.

Step 3(a). Calculate the radius, 𝑟𝑑, from 𝑑𝑠𝑛 by using

𝑟
𝑑
=
∑
𝑁

𝑛=1 𝑑𝑠𝑛

2𝜋
. (11)

Step 3(b). Calculate phase 𝜙𝑛 for every 𝑑𝑠𝑛 (𝑛 = 1, 2,

. . . , 𝑁). These 𝑟𝑑 and 𝜙𝑛 values are the polar coordinates of
HLPSO optimized location of sensor nodes, 𝐵𝑛(𝑟

𝑑
, 𝜙𝑛). The

𝜙𝑛 is calculated using

𝜙𝑛 =

(2𝜋∑
𝑁

𝑛=1 𝑑𝑠𝑛)

∑
𝑁

𝑛=1 𝑑𝑠𝑛

. (12)
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Figure 2: Locations of 𝐵𝑛, 𝑂𝑧𝑠, and𝑀𝑛 with radius of 𝑟CCB.

Step 3(c). Convert the polar coordinates 𝐵𝑛(𝑟
𝑑
, 𝜙𝑛), to the

Cartesian coordinates, 𝐵𝑛(𝑥
𝐵
𝑛 , 𝑦
𝐵
𝑛 ) by using

𝑥
𝐵

𝑛 = (𝑟
𝑑 cos𝜙𝑛) + 𝑥MN,

𝑦
𝐵

𝑛 = (𝑟
𝑑 sin𝜙𝑛) + 𝑦MN,

(13)

where (𝑥MN, 𝑦MN) are the coordinates of MN.

The construction of this optimum CAA is illustrated in
Figure 2. The MN is located at the centre of 𝐵𝑛; however
MN does not participate in this CAA. Virtual circle for 𝐵𝑛
is constructed with a radius of 𝑟CCB.

Step 3(d). Determine the normalized gain, 𝐺𝐵norm, by using
(2).

Step 4. Start searching CCB nodes.

Step 4(a). Select the minimum Euclidean distance, 𝑑min
𝑛 ,

between 𝐵𝑛(𝑥
𝐵
𝑛 , 𝑦
𝐵
𝑛 ) and the nearest node inside AC, 𝑂𝑧𝑠(𝑥

𝑂
𝑧𝑠,

𝑦
𝑂
𝑧𝑠),

min {√[(𝑥𝐵𝑛 − 𝑥𝑂𝑧𝑠)
2
+ (𝑦𝐵𝑛 − 𝑦

𝑂
𝑧𝑠)
2
]} = 𝑑

min
𝑛 (14)

with 𝑧𝑠 = 1, 2, . . . , 𝑍𝑆 nodes inside AC.

Step 4(b). Choose the 𝑂𝑧𝑠 which has 𝑑min
𝑛 with coordinates

(𝑥
𝑂
𝑧𝑠, 𝑦
𝑂
𝑧𝑠)

Step 4(c). Activate 𝑂𝑧𝑠 and appoint it as an optimum CCB.
CCB is represented as𝑀𝑛(𝑥

𝑀
𝑛 , 𝑦
𝑀
𝑛 ),𝑀𝑛 ∈ 𝑂𝑧𝑠. The mapping

process is illustrated in Figure 2.

Step 4(d).This set of optimal CCB will be performed collab-
oratively as an𝑁-element distributed CAA.

Step 5. Determine normalized gain,𝐺CCB
norm, of final CCBusing

(2).
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Figure 3: Randomly deployed 𝑍 nodes with selected MN and AC.

Step 6. Change radius of both 𝑟UCA for UCA and 𝑟CCB for
CCB, with both depending on the desired size of beamwidth.

Step 6(a). Return to Step 1 for different virtual circles.

Step 6(b). Compare the radiation beampattern performance
results for different 𝑟 values.

Step 7. Select the best solution.

The final solution from the proposed CCB is to select
the active nodes to perform CB. The intelligent feature in
this proposed algorithm is how the algorithm managed to
select the best team of active nodes to accomplish CB with
user desired requirements. Examples of such requirements
are the desired radiation beampattern with minimum SLL
and expected size of FNBW. Results are then validated with
UCA [12] and circular sensor node array (CSA) as evidence
of the effectiveness. Active nodes of CSA are selected based on
the UCA, which has the nearest location to nodes of UCA. In
CSA optimization setup phase, Step 2 of establishing HLPSO
is not included because the distance between nodes 𝑑𝑠𝑛 of
CSA are directly from the distance between nodes of UCA.

4. Results and Analysis

Thecomputed optimization results in radiation beampatterns
are analyzed in different cases of𝑁-node CCB with different
objectives. The validation performances are demonstrated
between CCB and corresponding results obtained from the
CSA and conventional UCA [12].

Figure 3 illustrates the simulation scenario for 8-node
CCB inMATLAB environment. It shows the random deploy-
ment of 𝑍 nodes inside the area of interest, that is, Λ, with
selected MN. Initially, 𝑍 nodes are in a sleep mode. The red
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CCB, and nodes (c) blue stars depict 𝐴𝑛, (d) green squares depict
𝐵𝑛, (e) blue circles depict 𝑅𝑛, and (f) square magentas depict𝑀𝑛.
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Figure 5: Radiation beampattern of 8-node CCB with SLL mini-
mization.

circle marks the AC area, that is, 𝑋, with MN at the center
of the AC. Figure 4 only highlights the nodes inside the
AC. These 𝑍𝑆 nodes are in an idle mode, waiting for any
instructions fromMN or the center controller. Green circle is
a virtual circle with 𝑟CCB. Green squares denote coordinates
for HLPSO-based nodes, 𝐵𝑛(𝑥

𝐵
𝑛 , 𝑦
𝐵
𝑛 ), while square magentas

denote CCB active nodes, 𝑀𝑛(𝑥
𝑀
𝑛 , 𝑦
𝑀
𝑛 ). The CSA active

nodes, 𝑅𝑛, are represented by light blue circles.
Table 3 lists the 𝑥- and 𝑦-coordinates for 𝐵𝑛 and 𝑀𝑛

for 𝑛 = 1, 2, . . . , 8 nodes. The Euclidean distance errors
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Figure 6: Radiation beampattern of 8-node CCB with SLL mini-
mization.

𝜀𝑛 between HLPSO-based nodes 𝐵𝑛 and the proposed CCB
active nodes 𝑀𝑛 are also demonstrated in the same table.
The sumaverage for all distances for 8-nodeCCB is calculated
as 0.4021.

4.1. Sidelobe Level (SLL) Suppression. In the proposed CCB,
SLL can be successfully suppressed to increase the received
power at the receivers and to avoid interference from other
interrupting access points or clusters or prevent these access
points or clusters from recovering the transmitted signal.
Figure 5 demonstrates the computed normalized gain for 8-
node CCB at 𝑥-𝑧 plane (𝜙 = 0

∘). It is observed that, for
360∘ radiation beampattern, the main beam gain exists at
two different angles, that is, 0∘ and 180∘. The maximum SLL
obtained is low which is only −10.71 dB, while the maximum
SLLs of UCA and CSA are approximately −8.03 dB and
−5.63 dB, respectively.

The optimization then considers a circular array with
FNBW of 38∘ with the main beam angle pointing towards
𝜃0 = 0

∘. Figure 6 shows the computed radiation beampatterns
for 𝑦-𝑧 plane (𝜙 = 90∘), magenta curve for UCA with fixed
spacing of 𝜆/2 between elements, and blue curve for CSA,
whereas black curve was proposed for CCB by using HLPSO.
It can be clearly observed that the SLL suppression of CCB is
generally better than that obtained from both UCA and CSA.
All the minor lobes have been successfully minimized with
the highest peak SLL to be approximately −5.20 dB compared
to the maximum SLL of UCA and CSA of −3.66 dB and
−3.21 dB, respectively. The two high lobes at −132∘ and 132∘
which exist in UCA have been greatly suppressed in this
newly proposed CCB by considerable amount of 4 dB and
2 dB, respectively. At 𝑦-𝑧 plane, only one main beam exists
in CCB for 360∘ radiation beampattern. These showed that
the weakness of LSNA [8] which generates two main beams
in 360∘ radiation beampattern is improved with CCB.
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Table 3: Coordinates of 𝐵𝑛 and𝑀𝑛 with difference Euclidean distances, 𝜀𝑛.

𝑛 𝑥
𝐵
𝑛 𝑦

𝐵
𝑛 𝑥

𝑀
𝑛 𝑦

𝑀
𝑛 𝜀𝑛 =

√(𝑥𝑀𝑛 − 𝑥
𝐵
𝑛 )
2
+ (𝑦𝑀𝑛 − 𝑦

𝐵
𝑛 )
2

1 17.0 22.4 16.7 22.6 0.3374
2 14.4 23.9 13.9 23.8 0.5204
3 12.0 22.5 12.0 22.2 0.3117
4 11.6 21.1 11.4 20.8 0.3362
5 12.3 19.0 11.9 19.2 0.4503
6 15.1 18.0 15.2 17.6 0.4337
7 16.7 18.9 16.8 18.7 0.2445
8 17.5 20.9 18.0 21.1 0.5828

∑
8

𝑛=1 𝜀𝑛/8 = 0.4021
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Figure 7: Radiation beampattern of 12-node CCB with SLL mini-
mization.

The next case considers 12-node CCB. It demonstrates the
different effects on the radiation beampattern performance
with different arrangements of the node location. It can be
seen from Figure 7 that the conventional UCA exhibits rela-
tively high SLL at −131∘, −49∘, 49∘, and 131∘, which is similar to
CSA. The maximum SLL of CCB shows degradation, that is,
decrease of 5.02 dB, compared to the maximum SLL of UCA
(i.e., −2.19 dB at 49∘).

16-node CCB is then considered. It can be observed from
Figure 8 that the highest peak SLL of approximately −4.32 dB
exists at −109∘, −71∘, 71∘, and 109∘ for both UCA and CSA.
However, CCB managed to greatly minimize the SLL until
−14.30 dB at the respective angles. As the number of CB active
nodes increases, it not only can increase the gain but also
narrows the FNBW as desired. In this case of 16-node ICSA,
the FNBW is only 14∘.

Three cases are analyzed with different numbers of CCB
nodes as shown in Table 4. From the results, it is noted
that this newly proposed CCB can overcome the undesired
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Figure 8: Radiation beampattern of 16-node CCB with SLL mini-
mization.

increment of the SLLs in UCA and CSA by intelligently
optimizing the participating CB active nodes.

4.2. Controllable First Null Beamwidth (FNBW). An advan-
tage of CCB over UCA and CSA is that the CCB has
the capability to adjust the desired amount of FNBW. It is
essential to control FNBW in order to decrease the energy
consumption. The size of FNBW is needed to be narrower
for data transmission to focus the radiation to the attempted
destination. In contrast, the size for FNBW is needed to be
wider for direction-finding applications.

It reveals the different effects on the size of FNBW
performance with the different arrangements of the node
location. The radiation patterns of 8-node CCB are plotted
in Figure 9. It illustrates a smaller radius of CCB with 𝑟 =
1.0312, resulting in a wider FNBW of approximately 64∘
compared to Figure 10 with 𝑟 = 4.098. It can be seen that
the 8-node CCB intelligently accomplishes any desired size
of FNBW, either wider or narrower, by optimizing the active
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Table 4: Percentage improvement of SLL performance for CCB in different cases.

Case 𝑁
𝑁-node CCB 𝑁-node CSA 𝑁-element UCA Improvement (%)

SLL (dB) FNBW (∘) SLL (dB) FNBW (∘) SLL (dB) FNBW (∘)

1 8 −5.2 38 −3.21 38 −3.66 38 61.99
8 −10.71 46 −5.63 46 −8.03 46 90.23

2 12 −7.04 16 −3.07 16 −2.19 16 129.32
3 16 −14.03 14 −4.32 14 −4.32 14 224.77
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Figure 9: Radiation beampattern of 8-node CCBwith wider FNBW.

CB nodes selection. Both CSA and UCA exemplify a similar
performance with 𝑟 = 1.9098. The trade-off performance
between SLL and FNBW is obviously illustrated. All the
minor SLLs have increased throughout the elevation angles.
The SLL increases with adaptive FNBW, both CCB and
FNBW of 86∘ and 22∘, generate a higher SLL compared to
UCA and CSA.

Next case considers 12-node CCB with 𝑟 = 5.9761

to optimize the size of FNBW. The radiation patterns are
depicted in Figure 11. It is observed that the FNBW of the
optimized 12-node CCB is wider (i.e., 44∘) than that of
12-node CSA (i.e., 30∘). Additionally, all the minor SLLs have
decreased throughout the elevation angles at approximately
only −11.51 dB. The subsequent array considered is also a 12-
node CCB but with smaller radius of 𝑟 = 1.6932. It shows
a larger FNBW (i.e., 50∘) as compared to CSA (i.e., 16∘) as
shown in Figure 12.

It can be observed that a good performance of radi-
ation pattern is obtained from CCB as compared to the
previous CSA. It is also shown that different radii con-
tribute to different performances of CCB. In addition, it
is noted that the 12-node CCB with FNBW of 50∘ main-
tains low SLL throughout the angles that is less than
−7.483 dB. Therefore, it is proven that, by implementing the
objective function together with CCB, the desired FNBW
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Figure 10: Radiation beampattern of 8-node CCB with narrow
FNBW.
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Figure 11: Radiation beampattern of 12-node CCB with narrow
FNBW.
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Figure 12: Radiation beampattern of 12-node CCB with wide
FNBW.

can be controlled that simultaneously improved the SLL
suppression.

5. Conclusion

The problem of array beamforming is the presence of error
beampattern caused by random sensor position errors. The
proposed CCB can effectively improve reliability, capacity,
and coverage by intelligently adjusting the shape of the beam
patterns under different constraints, either by suppressing the
SLL or managing the size of FNBW as per desired usage.
The proposed CCB has the ability to select the active CB
nodes and dynamically control the radiation beampattern to
enhance the reception while minimizing the interferences
using the proposed HLPSO-based CCB algorithms. The
radiation beampattern expression of the proposed CCB is
obtained, and it is further proved. Different properties of the
radiation beampattern have been successfully analyzed and
proven.
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The design of a reconfigurable antenna that can be fine tuned to address future communication systems is proposed. The design
consists of a capacitively loaded patch antenna for nowadays smartphone platforms. The antenna is narrowband and can be fine
tuned over the range (700MHz–960MHz). Measurements at 700MHz with fixed capacitors raise the challenge of the component
insertion loss. Distribution of the tuning capacitance is investigated and shows 1 dB improvement in the antenna radiation efficiency.

1. Introduction

The need for bandwidth has been dramatically increased
with the standardization of the 4th Generation (4G) of
mobile communication systems. Handset devices need to
cover an ever-increasing frequency spectrum. Today’s spec-
ifications fill the spectrum from 700MHz to 2.6GHz [1].
The trend shows that further widening of the spectrum
towards 600MHz is likely. Therefore, the need for frequency
coverage is urgent and essential to future communication
systems. However, electrically small antennas respond to
fundamental laws that limit their possibility to increase their
bandwidth while simultaneously preserve a small size and
a good radiation efficiency. The trade-off between antenna
radiation efficiency, size and bandwidth is detailed in [2].
The antenna bandwidth issue is mostly challenging at the low
frequencies (below 1GHz) as the radiating structure is the
whole handset, which becomes electrically smaller.

In order to cover the required bandwidth, Frequency
Reconfigurable Antennas (FRA) are a promising solution.
An FRA is a small and efficient antenna that covers only
one band at a time. This element is made reconfigurable in
order to choose which band to operate in. In that way, FRA
can cover an effectively wide bandwdith—while covering
instantaneous narrow bandwidths—and preserve its small

size. Further, one can see that the complexity of the RF chain
increases with the number of bands to cover, and an optimal
solution is having an antenna pair (separate and flexible
transmitting and receiving chains). In that case, one FRAonly
needs to cover a channel, which decreases even further its
bandwidth requirement, highlighting FRA potential for 4G
communication systems.

The reconfigurability mechanism can be implemented
with various techniques such as switches, p-i-n or varactor
diodes [3], or MicroElectroMechanical Systems (MEMS)
capacitors. MEMS components are regarded as the best
candidates for FRA application as they exhibit a high Quality
factor (𝑄) and excellent linearity.They add little insertion loss
in Radio Frequency (RF). For example, RF MEMS tunable
capacitors have been successfully implemented in tunable
filters, as described in [4–6].Their implementation onmobile
phone antenna designs has been investigated in [7] and in [8]
for theUHFband (510MHz–800MHz) and in [9] for the PCS
and IMT bands. RF MEMS appeared for the first time on the
phone market with the release of Samsung Omnia [10].

The first study on the antenna pair front-end design [11]
shows the importance of the 𝑄 of the tuning capacitor as it
severely affects the FRA radiation efficiency. Further studies
on FRA confirm that the limiting criteria to achieve highly
efficient systems are the tunable component. In [8], MEMS
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variable capacitors are used to tune a low-profile antenna
in the Digital Terrestrial Broadcasting (DTB) band. The
efficiency decreases from −1 dB to −4 dB between 800MHz
and 500MHz. This study is relevant as the investigated
frequencies can be foreseen as the next ones and most
challenging ones to be covered with 4G.

The losses in FRA are mainly coming from the tuner and
need to be overcome eventhough better components are not
yet available. This paper investigates the loss mechanism of
the FRA at the low-band and proposes a distributed tuning
mechanism in order to reduce the loss due to the tuner. The
paper will be organized in 5 sections. Section 2 presents the
problem of high-loss for fine-tuned narrowband antennas.
Section 3 details the distributed-tuning design, and Section 4
concludes on the improvements such design brings on the
antenna performance. Finally, Section 5 describes the future
implementation of the presented findings.

2. Problem Formulation

The FRA must have the ability to be fine-tuned over the
bands to cover. This study focuses on the low-band for 4G
from 960MHz to 700MHz. As detailed in [12], in order
to achieve fine-tuning, the capacitance steps of the tuner
will determine the position of the tuner on the antenna
structure. The total tuning range will then be determined by
the maximum capacitance the tuner can provide. Moreover,
the position of the tuner will determine the loss it will cause
on the total antenna system. It is important to understand
that the optimal position of the tuner—that is determined
by its capacitance steps—is not the optimal position from an
efficiency point of view [13]. The closer to the antenna feed
point, the higher the currents delivered to the tuner and the
greater the loss. Indeed, the tuner has resistive losses; they are
modeled with the Equivalent Series Resistance (ESR) and are
proportional to the square of the current delivered to it. As
a result, the measured loss becomes greater as the antenna
is tuned further away from its original resonance frequency.
This loss issue is a specific problem of fine-tuned narrowband
antennas and it has been documented in [8, 12, 14–17] with
different tuning components. Additionally, the work in [18]
uses high-𝑄 discrete components instead of a packaged
tuner and shows that the same phenomenon happens. The
total loss drops from −2.2 dB to −3.6 dB between 960MHz
and 800MHz. As documented in the literature, the greatest
loss happens at the furthest frequency the antenna is tuned
to, compared to its natural resonance frequency. Therefore,
the investigation presented in this paper will focus on the
lowest frequency of the tuning range, here 700MHz. This
section will present two antenna mock-ups and measure
their efficiency. The first mock-up includes a discrete high-
𝑄 capacitor and the second mock-up includes a built-in air
capacitor. This study will quantify the loss due to the fixed
capacitor. The next section will propose a distributed tuning
system in order to reduce that loss.

2.1. Antenna Design. The presented antenna design aims at
being assembled with anMEMS tunable capacitor to become
an FRA. For that reason the design is made to originally
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Figure 1: Antenna design.

resonate at 960MHz. Simulations were performed with the
transient solver of CST MWS, a Finite-Element-Method-
(FEM-) based solver [19]. The chosen design is a Planar-
Inverted-F Antenna (PIFA) as it is a low-cost and easy to
manufacture antenna.The dimensions of the PIFA are shown
in Figure 1.The ground plane of the structure has dimensions
120 × 55mm in order to represent nowadays smartphones.
The PIFA is placed 2mm above the ground plane. The port
1 represents the feeding point of the antenna and the port 2
represents the tuning capacitor. Port 1 and Port 2 are spaced
by 14mm. The short of the PIFA is placed 2mm below the
feeding point. Simulations can determine the position of the
tuner in order to achieve fine tuning with capacitance steps
of 1/8 pF—as provided by the tuner in [20]. Key information
in the design of an FRA is that the capacitance steps of the
tuner will determine the position of the tuner on the antenna
structure in order to achieve fine-tuning. To continuously
tune the resonance frequency of the proposed antenna to
700MHz, a total capacitance of 5.1 pF is needed, at the
position 14mm away from the source. Simulations of the
tunability of the antenna design are shown in Figure 2. In
lossless simulations the matching of the antenna varies as
more capacitance is added to the structure. Inmeasurements,
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Figure 2: Simulated FRA frequency response.

Table 1: ESR and 𝑄𝑐 of the discrete capacitor at 700MHz.

𝐶 [pF] ESR [Ω] 𝑄𝑐

5.1 0.258 173

the tuning loss helps preserving the matching [12]. This
phenomenon will also be shown in the next subsection.

2.2. Discrete-Capacitor-Based FRA. The design previously
described is built with a discrete capacitor for resonating at
700MHz and it is shown in Figure 3. The mock-up is made
out of pure copper andminimum tin is used in order to isolate
the loss due to the ESR of the capacitor only. The high-𝑄
Murata [21] fixed capacitor is inserted between the PIFA and
the GP. The ESR and 𝑄 of the capacitor (𝑄𝑐) are summarized
in Table 1. 𝑄𝑐 is calculated according to (1) where 𝜔 is the
angular frequency and 𝐶 is the capacitance:

𝑄𝑐 =
1

𝜔 × 𝐶 × ESR
. (1)

Frequency responses of the mock-up are measured with
andwithout fixed capacitor. Figure 4 shows that thematching
is preserved throughout tuning. Additionally, the bandwidth
(at −6 dB) is reduced from 25MHz to 10MHz.This is a result
of the Antenna 𝑄 (𝑄𝐴) that dramatically increases as the
resonance frequency is tuned further away from its natural
one, as explained in [22]. The measured 𝑄𝐴 is depicted in
Figure 5 and shows an increase from 𝑄𝐴 = 25 without
tuning capacitor to 𝑄𝐴 = 90 with tuning component. The
mock-up is further measured in anechoic chamber and its
peak efficiency at resonance is computed with 3D pattern
integration technique.Themeasured radiation efficiency (𝜂𝑟)
is −3.4 dB. 𝜂𝑟 reflects only the thermal loss and the ESR loss.
Mismatch and cable losses have been taken out hereafter.

2.3. Air-Capacitor-Based FRA. Narrowband antennas have a
loss mechanism that is more complex than only the loss due
to the ESRof the tuning capacitor, as shown in [12]. In order to
isolate the thermal loss due to the narrowband antenna design
itself, the previous mock-up is rebuilt with an integrated air
capacitor made out of the same copper piece as the rest of

the antennas. The efficiency measurement will show the loss
exclusively due to the copper. Figure 6 shows the pure copper
mock-up. The two relatively small metal plates forming the
air capacitor have the dimensions 20 × 10mm. The size of
the built-in air capacitor is calculated with (2) where 𝜖 is the
permittivity, 𝐴 is the area, and 𝑑 is the distance separating
the two plates. The capacitor is supported with additional
polystyrene in order to have a stable distance 𝑑. Expanded
polystyrene foam is commonly used in antenna mock-ups
because its effect on measured antenna properties is known
to be very low. The relative permittivity of the material used
in the following is about 1.03 [23, 24]:

𝐶 =
𝜖𝐴

𝑑
. (2)

The air capacitor adds radiation surface to the mock-up
and raises the question of comparability between the air-
capacitor and the fixed capacitor mock-ups. In order to verify
whether the air-capacitor alters the radiation characteristics
of the antenna, the envelope correlation (𝜌) is computed,
as defined in [25]. It compares the measured pattern of the
mock-up with the fixed capacitor and the measured pattern
of the mock-up with the built-in air-capacitor. The anechoic
chamber measurement is performed with angular steps of 15
degrees and 𝜌 = 0.988. It is concluded that bothmock-ups are
comparable.The air capacitor acts as the discrete component-
storing energy-and not as a radiator. Additionally, it is located
at the top of the mock-up, where the fields are minimum
according to dipole radiation mode. The measured radiation
efficiency of the air-capacitor-basedmock-up is 𝜂𝑟 = −0.8 dB.

2.4.Mock-UpResonating at 700MHz. In order to confirm the
existence of high thermal loss for pure-copper-narrowband
antennas, a third mock-up resonating at 700MHz is built.
The modification made to the design shown in Figure 1 is
lengthening the bottom arm of the PIFA from 26mm to
56mm. The new antenna exhibits similar complex antenna
impedance and the radiation efficiency measurement shows
𝜂𝑟 = −0.8 dB.

2.5. Interpretation of the Results. Antenna thermal loss due to
the copper conductivity exists and plays a nonnegligible role
in narrowband antenna designs. It cannot be easily simulated
as shown in [26]. However, it can be isolated and measured.
Once this loss is taken out of the FRA radiation efficiency,
the loss due to the fixed component only can be evaluated.
Comparing the discrete component measurement and the air
capacitor measurement leads to the conclusion that the loss
due to the ESR of the tuning capacitor is equal to −2.6 dB
(−3.4 − (−0.8)). This result matches simulated loss due to the
ESR. Indeed, the currents delivered to the tuning capacitor
(𝐼𝐶) can be computed in the simulator, and according to
(3) it can be calculated that the dissipated Power due to the
ESR (𝑃𝐿) equals −2.3 dB. The estimated loss matches well the
measurement as the difference between them is within the
chamber accuracy:

𝑃𝐿 =
𝐼
2
𝐶 × ESR
2
. (3)
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Figure 3: FRA mock-up with discrete capacitor.
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Figure 4: Measured FRA frequency response.
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Figure 5: Measured𝑄𝐴 of FRA with and without discrete capacitor.

The following section of this paper addresses the possibil-
ity of reducing 𝑃𝐿 with a distributed capacitance design.

3. Distributed Tuning

It is well understood that by distributing the tuning mech-
anism along the antenna plate the current delivered to each

Figure 6: FRA mock-up with air capacitor.

capacitor would be reduced, and so the loss. However, how
the distribution should be designed is not an obvious choice.
This section presents how to place the tuners and investigates
the loss reduction with simulations and measurements.

3.1. Design. Two tuning capacitors are used instead of one.
They are both placed between the antenna element plate
and the GP plate. Their location is chosen according to
the capacitance steps the tuners can provide. According to
the previous sections, a capacitor providing steps of 1/8 pF
needs to be placed 14mm away from the source on the
investigated PIFA design in order to achieve fine-tuning over
the targeted bands. With a distributed design, one of the
capacitors also needs to be placed at 14mm in order to ensure
fine-tuning, given that it provides steps of 1/8 pF as well. The
other capacitor can be placed further away from the source.
The additional capacitor will then tune with larger frequency
shifts. In that way, the first tuner 𝐶1 (placed the closest from
the source)will use smaller amounts of capacitance compared
to a single tuner design. This will result in less loss due to
its ESR. The second tuner 𝐶2 (placed the furthest from the
source) will also exhibit low loss, as it is placed far from the
high-current concentration.

Figure 7 illustrates the distributed-tuning design that is
implemented on the investigated PIFA design. The results
obtained with the distributed capacitance design shown
in Figure 7(a) will be compared to the case where only
one tuning capacitor is used at 14mm from the source
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Figure 7: Tuning designs.

Table 2: Capacitance and ESR for distributed tuning.

𝐶1pos = 14 𝐶2pos = 30

pF/Ω pF/Ω
900MHz 0.250/0.863 0.250/0.863
850MHz 0.375/1.120 0.625/0.282
800MHz 1.000/0.325 0.875/0.298
750MHz 1.500/0.230 1.250/0.282
700MHz 2.000/0.197 1.750/0.244

Table 3: Capacitance and ESR for single-capacitor tuning.

𝐶pos = 14mm
pF/Ω

900MHz 1.000/0.336
850MHz 2.000/0.212
800MHz 3.000/0.234
750MHz 4.000/0.243
700MHz 5.125/0.257

(𝐶pos = 14mm) as shown in Figure 7(b). This comparison
will lead to a fair evaluation of the improvement a distributed-
tuning mechanism brings to an FRA. From a reflection
coefficient point of view, performances are unchanged with
a distributed system compared to a single-capacitor tuning
system.

3.2. Simulations. The investigation on the distributed capac-
itance is first conducted with simulations. The ESR of the
simulated capacitors is taken according to the bank ofMurata
0402 capacitors from the GRM 15 collection [21], values for
the MEMS [20] not being available. All the simulations are
normalized to 1 W input power.

3.2.1. Capacitance. Tables 2 and 3 summarize the capacitance
and ESR data that will be used throughout the simulations,
in order to tune the investigated PIFA design from 960MHz
to 700MHz. For more clarity, the simulated results are only
displayed every 50MHz. Tables 2 and 3 also show that by
using the distributed design, the amount of capacitance that
is needed per capacitor is considerably smaller than that with
using only one tuning capacitor. Indeed, if only one capacitor
was used for tuning at the position𝐶pos = 14mm, the amount
of required capacitance at this location would be at least twice
larger than that with the proposed distributed design.

3.2.2. Normalized Currents. The surface currents in the case
of single-capacitor tuning and of distributed tuning are
shown in Figure 8 for 700MHz. In the case of the distributed

tuning, the currents are spread on a larger section. Figure 9
depicts themagnitude of the peak current at each capacitor. It
compares the distributed system to the single-capacitor tun-
ing system. At 700MHz in the case of the distributed tuning,
the currents delivered to 𝐶1 are reduced by 65% compared
to the case of the single-capacitor tuning. The additional
capacitor𝐶2 receives currents that are 50% reduced compared
to the single-capacitor case.This significant current reduction
will lead to a significant loss reduction.

3.2.3. Dissipated Power in the ESR. The amount each capaci-
tor needs to provide to tune the antenna to a certain frequency
is minimized with the use of a distributed-tuning system.
Consequently, the energy stored in each capacitor is consid-
erably reduced by using a distributed system. This result is
plotted in Figure 10. Hence, the dissipated power in the ESR
of each capacitor is also reduced using a distributed system,
as depicted in Figure 11. At 700MHz, the power dissipated by
the capacitor placed at 14mm is divided by a factor 4 for the
distributed tuning compared to the single-capacitor tuning
mechanism.The simulated 𝜂𝑟 can be computed with the ESR
values from Tables 2 and 3 and the simulated conductive loss.
The conductive loss is a difficult task to model, requiring an
extremely finemesh in the transient simulator [26]. It is often
under-estimated. The Figure 12 plots the simulation results
of 𝜂𝑟 over frequency. For the single-capacitor tuning system,
an improvement of 1.5 dB happens due to the ESR loss alone,
simulated radiation loss being identical for both mock-ups.

3.3. Interpretation of the Results. Distributed tuning has
been compared to single-capacitor tuning with simulations.
Given a capacitance step of the tuner, there is only one
position (measured in distance to the antenna feed point)
that will provide fine tuning. The same position must be
taken by one of the capacitors used for distributed tuning.
The second capacitor can be placed further away from the
feed, at an arbitrarily chosen position. The main advantage
that distributing the tuning provides to FRA is that the loss
reduction increases as the antenna is tuned further away
from its natural resonance (here 960MHz). The further the
antenna is tuned, the more relevant the distribution is. At
700MHz, the dissipated power by the ESR is already reduced
by a factor 4, and the radiation efficiency is enhanced by 1.5 dB
using distributed tuning. With a trend towards extending the
frequency spectrum to even lower frequencies, distributing
the tuning will bring significant efficiency improvements.
Using more than two capacitors to even further distribute
the tuning could be considered. Nevertheless, one must
keep in mind that the ESR increases as the capacitance
decreases. Therefore, it is a trade-off between the reduction
of the current density by distributing the tuning and the
increase of the ESR by using smaller amounts of capacitance.
Further investigations on the proposed design have shown
that distribution with two capacitors is the optimal design.

3.4. Measurement. The mock-up shown in Figure 3 is mod-
ified for the distributed-tuning measurement. Instead of
one capacitor of 5.1 pF placed at 14mm from the feed, two
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Figure 8: Surface currents in a single-capacitor tuning system (a) and a distributed system (b). Port 1 is the feed, port 2 and port 3 represent
the capacitors.
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Figure 9: Normalized currents in a single-capacitor tuning system
and a distributed system.
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700 750 800 850 900
−4

−3

−2

−1

0

Frequency (MHz)

Cdistributed

𝜂
r

(d
B)

Cpos = 14mm

Figure 12: Simulated radiation efficiency in a single-capacitor
tuning system and a distributed system.



International Journal of Distributed Sensor Networks 7

Figure 13: FRA mock-up with distributed tuning system.

capacitors are used as shown in Figure 13. According to the
Table 2, the capacitor placed at 14mm takes the value 2.0 pF
and the capacitor placed at 30mm takes the value 1.7 pF.
The frequency response of the mock-up is comparable to the
one of the single-capacitor mock-up in terms of resonance
frequency and bandwidth. The unloaded 𝑄𝐴 is not affected
by having one or two capacitors on the mock-up. However,
the measured loaded 𝑄𝐴 is increased by 20%, due to ESR
adding in parallel. This increase corresponds to a bandwidth
reduction of less than 1MHz; therefore, it is considered
negligible. The mock-up is further measured in anechoic
chamber and the radiation efficiency equals 𝜂𝑟 = −2.1 dB.
With only one capacitor, the measured radiation efficiency is
𝜂𝑟 = −3.4 dB. This measurement shows an improvement of
1.3 dB on the antenna efficiency when two capacitors are used
instead of one. This result is consistent with the simulated
improvement.

4. Conclusion

This work has highlighted the issue of tuning loss for narrow-
band FRA.This type of antennas can provide continuous tun-
ing over a large frequency range. They have a great potential
for 4G communications as only one small element can cover
all frequencies in the low band (700MHz to 960MHz), by
being tuned to the desired band (or channel if one considers
an antenna pair). However, the tuning component cannot
be placed in the best location from an efficiency point of
view. That is because the position of the tuner ensures the
fine tuning. As the loss it causes on the antenna radiation
efficiency is significant—due to high fields in narrowband
antennas—it is crucial to understand and reduce its impact.
This work is specific to fine-tuned narrowband antennas,
as for a 2-stage frequency reconfigurability there is more
flexibility in the choice of the tuner position. Tuning has been
considered to be performedwith anMEMS variable capacitor
in simulations. For more practicality, measurements have
been performed with high-𝑄 fixed components.

The conclusion of this paper is twofold: firstly, it shows
the existence of thermal losses for narrowband antennas;
secondly the loss due to the ESR of the tuner is quantified and
reduced using a distributed-tuning mechanism.The antenna
thermal loss (due to conductivity of the copper plate) is
nonnegligible for narrowband antennas. This phenomenon
happens because narrowband antennas exhibit higher and
more confined fields than typical antennas. Additionally, the

higher thermal loss needs to be measured, as its estimation
using simulators cannot be achieved in reasonable computa-
tional time. This paper compares a built-in air capacitor to
a fixed high-𝑄 component in order to quantify the loss due
to the ESR of the capacitor and the thermal loss. In this way,
the measured loss due to the ESR matches the simulated one.
The ESR loss was estimated to be 2.6 dB when the antenna
was tuned from 960MHz to 700MHz. In order to reduce
this loss, a distributed-tuning design is proposed. It uses two
capacitors placed at two different locations on the antenna. At
700MHz, the distributed tuning shows 1.3 dB improvement
on the total loss compared to the single-tuning mechanism.
The loss due to the tuner increases as the operating frequency
is tuned towards lower values. Similarly, the loss reduction
improves as the frequency is tuned further away from the
natural resonance frequency of the design. The wider the
tuning range is, the greater the improvement by distributing
the tuning.

5. Future Work

Distributing the capacitance reduces the current in each
tuner. The voltage will be increased and one needs to ensure
that it remains below the breakdown voltage of the tuner.
However, withMEMS technology the breakdown voltage and
the maximum capacitance are a trade-off. As distributing
the tuning involves lowering the maximum capacitance,
simultaneously increasing the maximum handled voltage
should not be an issue. Moreover, designing a distributed-
tuning mechanism increases the degree of complexity of the
antenna, as two tuners are needed instead of one. Therefore,
the authors suggest to co-design the antenna and the tuner
so that only one tuner with two parallel and independent
tracks can be used, instead of two tuners. Cost and complexity
reduction can then be achieved and an efficient FRA can be
manufactured for 4G. In the future work, the authors will
build an FRA with a specifically designed tuner in order to
efficiently cover the lowband of the 4G spectrumwith a single
and small antenna.
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