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The massive deployment of Wireless Sensor Networks
(WSNs) is expected to increase exponentially in the next
few years, allowing millions of wireless devices to work
autonomously for new applications. These next-generation
WSNs are also expected to interact with other devices such
as RFID tags, home appliances, cars, and mobile equipment.
When integrated with the cloud, these networks could
provide pervasive and ubiquitous services to the users by
providing powerful and unlimited storage infrastructure.
The current challenges for next-generation WSNs are scala-
bility, decentralization, resource scarcity, heterogeneity, and
dynamicity. These requirements and challenges cannot be
fulfilled by traditional WSNs. In addition, the network,
Medium Access Control (MAC), and Physical (PHY) layer
protocols developed for traditional WSNs are not applicable
to the next-generation WSNs, where millions of battery-
powered nodes should operate for longer durations. In other
words, the next-generationWSNs require the development of
novel protocols at each layer that must be able to extend the
network lifetime from months to years. These protocols may
allow seamless integration of next-generation WSNs with
other networks and platforms including internet of things
and cloud computing.

The aim of this special issue was to attract high quality
papers on protocols and architectures for the next-generation
WSNs. We have received forty one articles, which were

rigorously peer-reviewed by experts, and have finally selected
twenty one articles for publication. The paper entitled “Load
Balanced Routing for Lifetime Maximization in Mobile Wire-
less Sensor Networks” proposes a novel lifetime maximization
protocol for heterogeneous and homogenous networks with
uncontrolled mobility by considering residual energy, traffic
load, and mobility of nodes. Simulation results show that
the proposed scheme provides significant improvement in
network lifetime, data packet latency, and load balancing
compared to minimum hop routing and greedy forwarding
schemes.The paper entitled “WirelessM-Bus Sensor Networks
for Smart Water Grids: Analysis and Results” investigates
wireless metering bus protocol for consideration in future
smart water grids. Simulation and experimental results show
the effectiveness and feasibility of the proposed protocol.
The paper entitled “ZEQoS: A New Energy and QoS-Aware
Routing Protocol for Communication of Sensor Devices in
Healthcare System” proposes a novel and QoS-aware routing
protocol using two main modules and three algorithms for
resource allocation. Simulations conducted in a real hospital
scenario using Castalia 3.2 show that the proposed protocol
offers good performance in terms of throughput and packet
dropping rate at MAC and network layers.The paper entitled
“Energy Consumption Optimisation for Duty-Cycled Schemes
in Shadowed Environments” proposes a metric for low-power
wireless links by considering shadow fading and truncated
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ARQ schemes. NS-3 simulations are used to determine the
optimal operating regions for direct, multihop, and CDC-
ARQ forwarding. The paper entitled “Game-Theoretic Based
Distributed Scheduling Algorithms for Minimum Coverage
Breach in Directional Sensor Networks” formulates the prob-
lem of direction set K-Cover as a direction scheduling
game and proposes synchronous and asynchronous game-
theoretic based distributed algorithms. Experimental results
show that the proposed algorithms (Nash equilibria) provide
a near-optimal andwell-balanced solution.Thepaper entitled
“Altruistic Backoff: Collision Avoidance for Receiver-Initiated
MAC Protocols for Wireless Sensor Networks” presents a
novel collision avoidancemethod called altruistic backoff that
reduces a significant amount of energy by minimizing the
idle listening period of the nodes. The performance of the
proposed backoffmethod is validated by several experiments
using TI eZ430-rf2500 nodes. The paper entitled “A QoS-
Based Wireless Multimedia Sensor Cluster Protocol” presents
a new protocol for deliveringmultimedia stream features and
guaranteeing quality of communication. Real experiments
show performance of the proposed protocol for several video
and audio cases in terms of bandwidth, delay, and jitter.

The paper entitled “WSN4QoL: AWSN-Oriented Health-
care System Architecture” presents network coding and dis-
tributed localization solutions for achieving efficiency in
communication and indoor people tracking. Preliminary
results show the efficiency of the proposed solutions. The
paper entitled “An Improved User Authentication Protocol
for Healthcare Services via Wireless Medical Sensor Net-
works” proposes an improved user authentication scheme for
healthcare applications and proves that the proposed scheme
eliminates security problems that are identified in the existing
security schemes.The paper entitled “Wireless HDLCProtocol
for Energy-Efficient Large-Scale Linear Wireless Sensor Net-
works” proposes a wireless HDLC architecture that supports
half-duplex communication and point-to-point and multi-
point networking. A hardware prototype for self-powered
wireless sensors, based on XBee PRO modules, is developed
for a large-scale infrastructure monitoring system.The paper
entitled “Protocol and Architecture to Bring Things into Inter-
net of Things” proposes a Communication Things Protocol
(CTP) that provides interoperability among things with dif-
ferent communication standards. CTP considers an ontologi-
cal representation and interactionmodel of things and imple-
mentation feasibility in standard communication protocols.
Performance analysis shows the feasibility of CTP in terms
of energetic cost, data efficiency, and message latency. The
paper entitled “Energy-Efficient Node Selection Algorithms
with Correlation Optimization in Wireless Sensor Networks”
first proposes a new cover set balance algorithm to select a
set of active nodes with partially ordered tuple, and then it
proposes a new algorithm to find the correlated node set for
a given node. In addition, a high residual energy first algo-
rithm is proposed for reducing the number of active nodes.
Experiments show that the proposed algorithms significantly
increase the network lifetime. The paper entitled “Securing
Cognitive Wireless Sensor Networks: A Survey” presents an
overview of the recent progress in the area of cognitive sensor
networks and highlights open research issues and challenges.

The paper entitled “Collection Tree Extension of Reactive
Routing Protocol for Low-Power and Lossy Networks” presents
an extension to the Lightweight On-Demand Ad hoc Dis-
tance Vector Routing Protocol-Next Generation (LOADng)
routing protocol for efficient construction of a collection
tree. The extended LOADng imposes minimal overhead
and complexity and avoids complications of unidirectional
links in the collection tree. The complexity, security, and
interoperability of the proposed protocol are analyzed using
extensive simulations. The paper entitled “Design and Exper-
iment Analysis of a Hadoop-Based Video Transcoding System
for Next-Generation Wireless Sensor Networks” presents a
hadoop-based video transcoding system for accommodating
hundreds of high-definition video streams in the next-
generation sensor networks. Experimental results show that
there is an optimal value of the number of mappers, which is
closely related to the file size. In addition, it is also shown that
the time consumption of video transcoding depends on the
duration of video files rather than on their sizes.

The paper entitled “RFID Localization Using Angle of
Arrival Cluster Forming” presents a test-bed comparison of
power control and RSSI distance estimation approaches for
active RFID tags. It also presents an angle of arrival cluster
forming localization approach that utilizes the angle of arrival
of the tag’s signal and the reader’s transmission power control
in order to localize the active tags.The paper entitled “Energy
Efficient and Load Balanced Routing for Wireless Multihop
Network Applications” presents a novel, energy-efficient, and
traffic balancing routing protocol that provides a weighted
and flexible trade-off between energy consumption and load
dispersion. Simulation results show that the proposed pro-
tocol achieves high energy efficiency, decreases the number
of failed nodes, and extends the network lifetime. The paper
entitled “A Cross-Layer Approach to Minimize the Energy
Consumption in Wireless Sensor Networks” presents a cross-
layer solution to reduce idle listening period by triggering
the node whenever a packet is detected. The wakeup circuit
or MAC scheduler wakes up the nodes using a commercial
power detector connected to the nodes. Experiments are
conducted to show effectiveness of the proposed solution.The
paper entitled “A Survey on Deployment Algorithms in Under-
water Acoustic Sensor Networks” overviews the most recent
advances of deployment algorithms in underwater acous-
tic sensor networks. It classifies the algorithms into static
deployment, self-adjustment deployment, and movement-
assisted deployment. The paper entitled “Maximizing Net-
work Lifetime of Directional Sensor Networks Considering
Coverage Reliability” addresses the Directional Cover-sets
with Coverage Reliability (DCCR) problem by presenting a
Coverage Reliability model and a Directional Coverage and
Reliability (DCR) greedy algorithm.The Coverage Reliability
model considers the detection probability of each node in
the cover-sets. The DCR algorithm solves the DCCR prob-
lem. Simulation results show that the proposed approaches
increase network lifetime while guaranteeing the minimum
coverage reliability. The paper entitled “A QoS Model for a
RFID Enabled Application with Next-Generation Sensors for
Manufacturing Systems” proposes a quality model for RFID
systems. The criterion for the quality model is borrowed
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from ISO 9126 and the DeLone and McLean models. The
proposedmodel consists of functionality, reliability, usability,
efficiency, maintainability, and business criteria. When the
manufacturing system addresses these criteria and satisfies
users and developers, RFID system benefits can be obtained.
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Challenge of efficient protocol design for energy constrained wireless sensor networks is addressed through application specific
cross-layer designs.This design approach alongwith strong design assumptions limits application of protocols in universal scenarios
and affects their practicality. With proliferation of embedded mobile sensors in consumer devices, a changed application paradigm
requires generic protocols capable of managing greater device heterogeneousness and mobility. In this paper, we propose a novel
lifetime maximization protocol for mobile sensor networks with uncontrolled mobility considering residual energy, traffic load,
and mobility of a node. The protocol being generic is equally applicable to heterogeneous, homogenous, static, and mobile sensor
networks. It can handle event driven as well as continuous traffic flow applications. Simulation results show that proposed scheme
outperformsminimumhop routing and greedy forwarding in terms of network lifetime, data packet latency, and load balance while
maintaining comparable throughput.

1. Introduction

Wireless sensor networks (WSN) have wide range of appli-
cations in many areas of daily life [1]. Routing protocols
for WSN are generally application specific and cross-layer
design approach is adopted to achieve efficiency. Application
specific cross-layer protocols have strong design assumptions
and are not suitable for universal scenarios. This improved
performance comes at the cost of design modularity, sta-
bility, and robustness. Cross-layer design involves complex
interactions among multiple network layers ranging from
physical to application layer. Suitable models to describe
these interactions are still being investigated. Unless these
models are available, cross-layer architecture would find little
acceptance in universal context. On the contrary, in layered
architecture, complex problems are easily solved by breaking
into simple ones. Layered architecture leverages modular,
loosely coupled adaptable designs and has secured deeper
acceptance in industry.

WSN are traditionally considered as no or quasimobility
networks. However, mobility can leverage greater benefits
in terms of improved coverage with sparse sensor deploy-
ment, healing of topological defects, energy efficiency, and
increased application domains. Few areas utilizing mobility
are urban sensing, assisted living and residential monitoring,
industrial automation, and mobile sensor based wide area
monitoring. WSN mobility is characterized as controlled or
uncontrolled. Controlled mobility is used for efficient data
collection and healing of topological defects. Mobility is
deemed to tradeoff delay to achieve energy and resource
efficiency. The approach is less suitable for applications with
hard realtime constraints. Uncontrolled mobility is relatively
less researched but is important in context of proliferation
of sensors in consumer devices, mobile phones, personal
data assistants, and special purpose platforms. Use of mobile
sensors with uncontrolled mobility in routing tasks is so far
rather limited. These sensors can be utilized in applications
like people centric urban sensing and assisted living. In urban

Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2014, Article ID 979086, 12 pages
http://dx.doi.org/10.1155/2014/979086
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sensing [2] environment, data can be very speedily passed
back to static infrastructure using sensors embedded into
user devices carried by robots or vehicles.

A sensor network with uncontrolled mobility represents
a very large heterogeneous network comprising mobile as
well as static networks. Static networks are connected through
mobile devices carried by robots or vehicles. This heteroge-
neous network is connected to back haul infrastructure to
form a very large cooperative network in contrast to small
scale application specific sensor implementations. Because
of overwhelming mobility and heterogeneity of involved
devices, managing interactions among network elements is
a very complex task.

In mobile wireless sensor networks, due to heavier
maintenance cost, static or preconfigured routing is less
suitable. Also, proactive approach is not feasible for event
driven sensor networks where information generated by
sensor nodes is not known a priori and depends on the
arbitrary occurrence of events. In [3], authors argue that
data packet sizes in WSN are smaller as opposed to other
computer networks and signalling overhead in this case
becomes significant compared to data traffic. On-demand
protocols have less maintenance cost but generate a lot of
signalling traffic for discovery of new paths. This assertion
can be true in case of scaler data but is not valid for high end
futuristic as well as multimedia sensors.

In this work, we propose an on-demand routing scheme
for mobile sensor networks with uncontrolled mobility. The
protocol considers, in its path selection, the residual energy,
traffic load, and mobility of a node. Main design objective
of the proposed routing scheme is to maximize network
lifetime. The protocol can be applied in static as well as
mobile scenarios. It keeps practical limitations in view and
does not compromise efficiency. The protocol suits equally
event driven as well as continuous monitoring applications.
Simulation analysis shows that the proposed scheme can
effectively handle sensor network mobility, increase network
lifetime, and decrease data packet latency.

The rest of the paper is organized as follows: Section 2
summarizes related work; in Section 3, we present net-
work model; Section 4 describes design of proposed routing
scheme and its operation; performance evaluation and anal-
ysis of results are given in Section 5. Section 6 concludes the
paper and highlights future work directions.

2. Related Work

In this section, we present related work that surveys issues
of routing in mobile sensor networks (MWSN) and load
balanced routing and energy aware routing.

Research in MWSN gained momentum in recent years
especially in mobility assisted data collection and urban
sensing. A comprehensive survey of routing protocols for
MWSN is available in [4]. Moreover, surveys of mobility
based communication techniques are available in [5–7] and
mobility models can be found in [8]. In [6], requirements,
merits, and demerits of three mobility based schemes are
compared. A comprehensive survey of data collection tech-
niques using mobile elements is presented in [5].The authors

categorize mobile elements as relocatable nodes used to heal
topological defects, mobile data collectors for data collection,
and mobile peers for sensing and routing tasks.

The authors in [9] study use of mobile relays as resource
provisioning method to extend lifetime of sensor network in
a large dense network. They conclude that use of one energy
richmobile relay can extend network lifetime up to four times
of that of static network. The work in [10–13] investigates
lifetime maximization problem using mobile sink; especially,
issues related to finding optimum sink route or trajectory
are addressed. These proposals utilize controlled mobility
for efficient data collection and do not take into account
nodes embedded into mobile platforms having uncontrolled
mobility.

Developing a large scale general purpose sensor network
in urban setting for the general public is studied in [2].
Authors propose network architecture based on opportunis-
tic sensor network paradigm capable of supporting urban
sensing with widespread people centric applications and
heterogeneity in devices. Sensor speed, direction of move,
and location are used to select a sensor for delegation or
tasking.

The authors in [14] propose a mobility aware routing
protocol where mobility is used to form sink cluster and
during route discovery process. A cluster based routing
protocol for a low mobility homogenous sensor network is
presented in [15].The nodes are considered to follow random
mobilitymodel. Zone head is elected based onmobility factor
which is taken as ratio of zone changes to position changes
within a zone.The scheme considers node speed and location
information for determining mobility factor. In our routing
scheme, mobility factor is one of the factors considered to
select the next hop node. However, our technique of mobility
factor determination considers node speed and does not
require node location information exchange. The scheme
[15] tries to balance energy consumption by considering the
number of times a node has acted as zone headwhereas in our
scheme balance is achieved by considering the traffic load a
node receives.

In [16], authors have studied the problem of reducing
energy consumption by flow augmentation to balance energy
utilization across network. This scheme uses residual energy
of nodes as basic admission control criteria. Selection of
nodes on the said criteria can balance energy consump-
tion but results in longer source to destination paths and
increases latency of information delivery. One of the earliest
proposals on energy aware routing [17] considers clustered
network topology and utilizes topological information for
this purpose. Performance of such protocols is severely
affected by mobility as topology constantly changes resulting
in significant topology maintenance overhead.

Load balance and local congestion control is investigated
in [17]. It considers two identical metrics, that is, maximum
connections per relay and overall relay load. These metrics
help to increase lifetime of relay node and avert packet
loss by avoiding overcommitted nodes from becoming relay.
But limiting maximum connections per relay node can
result in coverage issues across the network. E-WLBR [18]
is a proactive routing protocol, in which load balance is
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achieved by distributing traffic among the next hop neighbors
according to their load handling capacity determined in
terms of residual energy levels. Each node notifies its load
handling capacity during initialization phase. Protocol in
its present form is less suitable for a network with mobile
nodes and bears disadvantage of proactive protocols for
scalable networks. Authors in [3] show that sending traffic
onmultiple paths can reduce significant energy consumption.
Candidate paths for forwarding traffic are determined based
on multiple weighted factors. However, existence of com-
pletely disjoint multiple paths can only enhance performance
but it is totally dependent on network topology. Also, in
mobile networks, using multiple paths will increase route
maintenance overhead as mobility can affect all paths. In
another scheme [19], one or two next hop neighbors are
selected according to hybrid routingmetric and traffic is then
distributed among these selected neighbors in round robin
or weighted round robin manner. Round robin achieves per
packet load balancingwhereas inweighted round robin traffic
is distributed according to assigned weights. In mobile net-
works, candidate neighboring nodes can change frequently
and maintaining even two hop nodes information can result
in enhanced energy overhead. LEAR [20] considers a number
of active routes through a relay node for load balancing
and routes multimedia traffic on fully or partially disjoint
paths. However, LEAR does not consider realistic traffic load
on a relay node but assumes that each flow is identical,
having same data rate. Reference [21] surveys load balanced
routing strategies and highlights that this issue still requires
significant research.

3. Network Model

In this section, networkmodel is presented and highlights the
assumptions and terminologies used in the proposed routing
scheme. Moreover, techniques of utilizing and estimating
node mobility, energy, and load are described.

The target network is of heterogeneous nature consisting
of mix of high and low end sensors. The high end sensors
possess relatively better processing and energy resources
whereas low end sensors are constrained in these resources.
The network nodes are assumed to be deployed according
to flat or random topology as depicted in Figure 3. In target
network, the majority of network nodes are static while the
remaining are mobile. The nodes have inherent mobility
detection mechanism in place. Mobility is not used for
resource provisioning or data collection; rather, the sensors
are onboard a mobile platform, for example, sensing robot,
vehicle, consumer device, or an aerial platform.

The terminologies used in this work are defined as
follows.

(i) Static Sensor Network. It is a wireless sensor network
where all nodes are static.

(ii) Mobile Node. It is a sensor node embedded in a
sensing robot, a vehicle, a consumer device, or an
aerial platform.The node not only carries out sensing
tasks but also relays messages from other nodes.

(iii) Mobility Detection. The node is capable of detecting
mobility and for this purpose it either has GPS or
relative position detection mechanism in place.

(iv) Low Mobility Network. It is a network which consists
of majority of static and some mobile sensor nodes.
The mobile nodes may follow random or group
mobility models.

(v) Medium Mobility Network. It is a network which
consists of equal number of mobile and static sen-
sor nodes. Mobile nodes follow random or group
mobility models.

3.1. Sensor Network Mobility. Besides benefits, mobility also
poses challenges in protocol design as it affects route stability
and route maintenance cost. For efficient protocol design,
mobility must be taken into account to avoid establishing
routes through mobile nodes, thus conserving energy in
frequent maintenance. Node mobility is characterized in
terms of mobility factor and is estimated based on loca-
tion information using approaches discussed below. These
schemes have varying degree of computation complexity,
accuracy, and need for information exchange. For WSN, a
lesser complex scheme requiring no additional information
exchange is a better choice. However, accuracy may be
improved by takingmoving average of mobility measure over
certain period of time. Mobility prediction approaches are as
follows.

3.1.1. Transitions Count. The approach assumes that sensor
network is divided into zones which may be defined accord-
ing to a specific criterion. Nodemobility ismeasured in terms
of number of transitions of a mobile node across different
zones. The scheme has limitations in case of group motion
where although the nodes move across different zones they
may still maintain association or link with their neighbors.
This approach also requires location information exchange.

3.1.2. Remoteness. To capture the notion of relative mobility,
the concept of remoteness is introduced in [22]. Here the
mobility factor is determined in terms of rate of link change.
If nodes in a zone are in group motion, average link change
is minimal. The node movement in such scenarios does not
affect association of node with a zone or a link. So the
remoteness of a node from its neighbors can be treated as a
measure of mobility and is given as

𝑆 =
1

𝑁

𝑁

∑

𝑖=1

𝑑
𝑖 (𝑡) ∀𝑁 > 1, (1)

where 𝑑
𝑖
(𝑡) = (1/𝑛)∑

𝑛

𝑗=1
𝑑
𝑖𝑗
(𝑡) for all 𝑛 ̸= 0. Let 𝑑

𝑖𝑗
(𝑡) be the

distance at time 𝑡 of node 𝑖 from 𝑗th neighbor; 𝑑
𝑖
(𝑡) is average

distance of a node from its 𝑛 neighbors. By considering
average distance over 𝑁 time intervals link change rate can
be determined. The approach requires exchange of location
information among nodes.
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3.1.3. Speed. Node speed may also be used as measure of
nodemobility.However, such a representation has limitations
especially in case of group motion. If the nodes are in group
motion at constant speed, they do not break link despite
motion. In other cases, a node itself may be static with the
least mobility factor but its neighbors maymove out breaking
the link.However, this approach does not require any location
information exchange and can be very easily calculated:

𝑆 =
1

𝑁

𝑁

∑

𝑖=1

V
𝑖 (𝑡) ∀𝑁 > 1, (2)

where V
𝑖
(𝑡) = (1/𝑇)∑

𝑇

𝑡=1
𝑑
𝑖
(𝑡) for all 𝑇 ̸= 0 represent sensor

node velocity over an interval 𝑇 and 𝑁 is the number of old
samples being considered.

3.2. Energy Aware and Lifetime Maximization Based Routing.
WSN have extreme constraints of energy; therefore, energy
efficiency is themain design objective during protocol design.
Several approaches for energy consumption are in practice
[16, 23, 24]. One of the well-known metrics for decreasing
energy consumption and latency is the selection of minimum
hop paths. However, this results in premature death of those
nodes that are frequently used in minimum hop routing
paths. On the contrary, energy balanced algorithms utilize
suboptimal paths to maximize network lifetime [16, 23].

3.3. Load Balanced Routing. Network load balance is another
important factor for lifetime maximization [3, 17, 19, 20].
Load aware routing helps to conserve energy by avoiding
collisions and overcome delays caused by local congestion.
Load balance is achieved by spreading traffic either on
multiple paths or by avoiding overcommitted nodes as relays.
Multipath routing has related overheads and energy costs,
whereas later approach is simple and can be implemented
without global knowledge. This metric helps in achieving
longer network lifetime by avoiding overloaded nodes to
participate in routing. The traffic load of a node is given as
follows:

𝑙
𝑜
=
1

𝑁

1

𝑇

𝑁

∑

𝑖=1

𝑇

∑

𝑡=1

𝑓
𝑖 (𝑡) , (3)

where 𝑓
𝑖
(𝑡) is the counting function over time interval 𝑇 and

𝑁 is the number of old samples being considered.

4. Proposed Routing Scheme

The scheme uses hybrid cost function for routing decisions.
The hybrid metric is formed based on the factors discussed
in Section 3. Summarized description of these factors is as
follows.

(1) Mobility Factor. Competing approaches to estimate
mobility have been discussed in Section 3.1. Considering
low mobility, energy expenditure for location information
exchange and lesser computation cost mobility factor based

on node speed are used in this scheme. Node mobility 𝑆 is
given as below:

𝑆 =
1

𝑁

𝑁

∑

𝑖=1

V
𝑖 (𝑡) ∀𝑁 > 1, (4)

where V
𝑖
(𝑡) = (1/𝑇)∑𝑇

𝑡=1
𝑑
𝑖
(𝑡) for all 𝑇 ̸= 0 represent sensor

node velocity over an interval 𝑇 and 𝑁 is the number of old
samples being considered. Windowed exponential moving
average of node speed helps smoothing transients over a
period of time𝑇. A node with the least mobility is considered
a better candidate for the next hop.This helps increasing link
lifetime and adds to longer network lifetime by saving energy
required for frequent maintenance of broken routes.

(2) Residual Energy. Energy aware routing and network
lifetime have been discussed in Section 3.2. This scheme
considers residual energy level of a node for selecting it as
the next hop. Initially, once energy level is high, this factor
has little role to play in routing decisions. However, as energy
depletes, it becomes a dominating consideration.This metric
allows minimum hop routing initially and thus improved
network delays. In our case, a node with greater residual
energy is a preferred choice as the next hop node.

(3) Node Load Figure. By considering state of load being
handled by a node, energy wastage due to collisions and
delay in servicing packets can be reduced. Load balancing
helps in achieving better network lifetime and is discussed in
Section 3.3. The load at a node is given as follows:

𝑙
𝑜
=
1

𝑁

1

𝑇

𝑁

∑

𝑖=1

𝑇

∑

𝑡=1

𝑓
𝑖 (𝑡) , (5)

where 𝑓
𝑖
(𝑡) is the counting function over time interval 𝑇 and

𝑁 is the number of old samples being considered.Windowed
moving average of load helps smoothing transients over a
period of time 𝑇. A node with the least load is preferred to
be selected as the next hop node. This helps in increasing
network lifetime.

(4) Path Length Constraint. Proposed scheme allows use of
suboptimal paths in favour of balanced energy consumption
and longer network lifetime. However, a likely pitfall of
forming extremely nonoptimal paths is prevented by using
path length constraint. A minimum cost routing path is
selected only if it is within 𝑋 hops of the shortest path;
otherwise, the shortest path routing is performed. 𝑋 is the
maximum allowed hop deviation from the minimum or
shortest path between source and destination. It is dependent
on network size and node density. In [20], authors have
shown based on experimental results that a deviation of up to
four hops from the shortest path can give better throughput
in an average size network if the shortest path is not suitable
due to high traffic load.

4.1. Cost Function. Hybrid routing metric based on factors
discussed here and also in Section 2 is as follows:

𝑅
𝑚
= 𝑤
𝑚

𝑆

𝑆max
+ 𝑤
𝑜

𝑙
𝑜

𝑅max
+
𝑤
𝑟

𝑒
𝑟

∀𝑒
𝑟
̸= 0. (6)
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Require: Values of 𝑅
𝑚
and Hop Count (HopCnt)

Ensure: Select a path with maximum residual energy, least mobility and least congestion
if Source and RREQ ID not in routing table then

Setup reverse path with source
Broadcast packet to neighbors

else
if 𝑅
𝑚
< Previous 𝑅

𝑚
& HopCnt < minHopCnt + 𝑋 (𝑋 is the deviation from the shortest path) then

Setup reverse path with source of duplicate RREQ
Drop packet

else
Drop packet

end if
end if

Algorithm 1: Route discovery process.

𝑅
𝑚
is hybrid routing metric used for routing decisions

in proposed scheme, 𝑆 is mobility factor, 𝑙
𝑜
is the traffic

load, and 𝑒
𝑟
is residual energy of a node. 𝑤

𝑚
, 𝑤
𝑜
, and 𝑤

𝑟
are

weights for mobility factor, traffic load, and residual energy,
respectively. These weights can be selected according to type
of network and to alter the contribution of a particular factor
in overall decision making. For example, in a high mobility
network, in order to increase network lifetime, 𝑤

𝑚
can be

made comparatively bigger than 𝑤
𝑜
and 𝑤

𝑟
. Similarly, if

energy constraints are sever, then 𝑤
𝑟
might be made bigger.

𝑆max and 𝑅max are maximum node speed and application
reporting rate.These factors are used to normalize node speed
and load. The value of 𝑆max can be estimated for a particular
application. However, maximum traffic handled by a node
in mobile multihop network is quite difficult to estimate
especially because of forwarding load component. Therefore,
normalized load factor may not lie in 0 to 1 interval and
result in biased routing decisions. In order to overcome such
a situation, dynamic adjustment of weights based on either
fuzzy logic or analytical hierarchical process (AHP) may be
used. However, it would entail additional processing cost. In
other cases, these weights can be experimentally selected for
a particular application.

Each node in the network calculates its routing metric
𝑅
𝑚
based on its residual energy, load, and mobility factor.

This figure is updated after short intervals of time. Selection
of metric update interval has effect on selection of optimal
route as well as network lifetime. Each node shares its metric
𝑅
𝑚
with other nodes by packing it in route request (RREQ)

and route reply (RREP) messages. Node with the least 𝑅
𝑚
is

considered a better next hop node. Initially, once the residual
energy is high, routing decisions are based mainly on sensor
load andmobility factor. Once the energy is depleted, residual
energy factor becomes significant; thus it ensures that nodes
with lesser energy are not selected for relaying packets.

4.2. Route Discovery. Once a node has to send data or it
receives RREQ, for another node for which it does not have
an active route, it broadcasts RREQmessage to its neighbors.
Besides other information, it inserts value of 𝑅

𝑚
in RREQ

packet. Based on metric value received in RREQ, a node

Start

RREQ ID
exists

Rm < old Rm and
hop < hops + X

Select source as
next hop

Select source as
next hop

Broadcast
packet

Drop packet

End

No

No

Yes

Yes

Figure 1: Route discovery process.

decides to select the source node as the next hop or otherwise.
The route discovery scheme is given inAlgorithm 1 and is also
depicted in Figure 1.

4.3. Operation. Load balanced routing (LBR) protocol is an
on-demand routing protocol which is designed to maximize
network lifetime for sensor networks with mobile elements.
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Figure 3: Sensing field: showing 100 randomly deployed sensors in
200 × 200m area. Node 5 in bigger circle represents sink. Five such
deployments are used in this evaluation.The sink and the nodeswere
randomly deployed in each case. The simulation results presented
in Section 5 are the average of the results obtained for each of these
scenarios.

Routing decisions are made based on hybrid routing factor
𝑅
𝑚
given in (6). A node with the least 𝑅

𝑚
is preferred as the

next hop node.
When a node has data to transmit, it broadcasts RREQ

message to its neighbors. At a neighbor node, three cases
are possible. In the first case, a neighbor node may be the
destination itself, so it sends route reply (RREP) message
and records value of 𝑅

𝑚
beside other essential information

(source and destination addresses, hop count, RREQ ID and
sequence number, etc.) in its routing table. In the second case,
a node may not have received the RREQmessage previously;
then it broadcasts RREQ to its neighbors and records essential
information in its routing table. In the third case, where
the node has already received RREQ, it drops it; however,
if the old value of metric is bigger than the newly received,
it updates value of 𝑅

𝑚
in its routing table and also sets up

backward pointer to this node. If the hop count received in

Av
er

ag
e t

hr
ou

gh
pu

t (
kb

ps
)

2

4

6

8

10

12

14

4 8 12 16 20 24
Event reporting rate (packets per seconds)

wo = 2, wm = 0

wo = 1.5, wm = 0.5

wo = 1, wm = 1

wo = 0.5, wm = 1.5

wo = 0, wm = 2

Figure 4: Performance with different weights.

0.03

0.02

0.01

No mobility Medium mobility High mobility

LBR
AODV

Figure 5: Packet delivery success rate.

RREQ is more than 𝑋 hops of the minimum hop path, then
backward pointer is not reset even if value of 𝑅

𝑚
is lesser

than previously set path. So the leastmobility, highest residual
energy, and least busy path from source to destination are
established.The established backward route or pointer is also
subject to path length constraint. The path establishment
operation is depicted for one source and sink in Figure 2.

5. Performance Evaluation

In this section, we report performance of LBR compared
to shortest path routing and greedy forwarding protocols.
For this purpose, AODV and GPSR protocols are used. We
study the effect of different weights, network size, traffic load,
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Figure 6: Average data throughput.

and mobility on protocol performance. The traffic load is
increased gradually by increasing application reporting rate,
that is, number of packets per second. However, to capture
effect of mobility, the evaluation is done in a static network,
a low mobility network with 25% mobile nodes, and a high
mobility network with 50% mobile nodes. The evaluation
metrics, experimental setup, simulation parameters, results,
and their analysis are presented in this section.

5.1. Performance Metrics. The metrics of throughput, data
latency, network lifetime, and load balance are used to
measure performance. These evaluation metrics are defined
as follows.

5.1.1. Throughput. It is the measure of average number of bits
per second of application data received at sink during the
entire simulation period.

5.1.2. Latency. The end to end delay of data packets is the
average time taken by data packets during flow from source
to sink. It also includes the time taken during discovery and
establishment of route to sink.

5.1.3. Network Lifetime. Network lifetime is determined in
a number of ways including time till the death of the first
node, certain percentage of nodes, or time till all of the nodes
die. During this evaluation, we consider sensor deaths over
time and plot the remaining alive nodes over simulation
duration. Moreover, nodes with energy less than 0.001 joules
are considered dead because of their inability to transmit
sensed data due to low energy reserve.

5.1.4. Load Balance. The metric represents the distribution
of traffic load per node or across segments of sensing field.
In our study, we consider number of packets per node and
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Figure 7: Average end to end delay of data packets: graph shows logarithm of delay.

plot per node load normalized by total number of packets
successfully received at sink.

5.2. Experimental Setup. Network simulator (NS-2) is used
to evaluate protocol performance. The simulations are con-
ducted over five sensing fields of 200 by 200 meters. Each
contains one sink and 99 randomly deployed nodes.The sink
is considered to be static while other nodes are a mix of static
and mobile nodes. Sensing field with randomly deployed
nodes is shown in Figure 3. During this evaluation, one hun-
dred randomevents scattered over sensing field and staggered
randomly over simulation time are considered. After occur-
rence, the event is assumed to be reported for 60 seconds at
specified rate. Summary of simulation parameters is given in
Table 1 and key parameters are described as follows.

5.2.1. Energy. The experiments are conducted assuming
homogenous networks and all sensors are set to have initial
energy of 2 joules except sink which is assumed to have no
energy limitation. The performance of proposed scheme is
assumed to be even better in case of heterogeneous network
due to energy aware routing.

5.2.2. Mobility. Protocol performance is evaluated in static
and a network with 25 and 50 percent mobile nodes. The
sink is assumed to be static although protocol imposes no
such limitation and relative performance measures obtained
for static sink are equally applicable to a mobile sink also.
The mobile nodes are assumed to follow random way point
mobility model at average speed of 1.11m/s.
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Table 1: Simulation parameters.

Parameter Value
Topology Flat or random
Sensing field 200 × 200m
Simulation time 900 s
Number of sensor nodes 100
Radio communication range 20m
Initial node energy except sink 2 j
Traffic type CBR over UDP
Application reporting rate 4, 8, 12, 16, 20, and 24 Pkts/s
Packet size 100 bytes
Number of events 100
Event reporting time 60 s
Mobility model Random way point
Node speed Min 0.25, max 3, and mean 1.1m/s
MAC type IEEE 802.15.4
Radio propagation model Two-ray ground reflection
𝑇
a 1 s
𝑁

b 4
𝑋

c 5
aMetric update interval.
bSamples for moving average.
cPath length constraint.

5.2.3. Application Reporting Rate. In case of scaler traffic in
WSN, the data rate is considered to range up to few kilo
bits; therefor, scheme is evaluated in a scenario where event
reporting rate is set to 4, 8, 12, 16, 20, and 24 packets per
second.

5.3. Performance with Different Weights. In this work, the
weights as in (6) are experimentally selected with an objective
to increase overall network throughput. The results are
taken over five high mobility network scenarios by varying
application reporting rates. A number of events occurring
simultaneously are 6.7 (100 events of 60-second duration,
uniformly distributed over simulation time of 900 seconds,
and thus (100/900)∗60 = 6.7 events). Average throughput for
different 𝑤

𝑜
and 𝑤

𝑚
is shown in Table 2. Maximum average

throughput is obtained with 𝑤
𝑜
= 1.5 and 𝑤

𝑚
= 0.5.

Protocol performance with different weights is depicted in
Figure 4. It can be seen that, if more weightage is given to
load, for example, 𝑤

𝑜
= 2 and 𝑤

𝑚
= 0, protocol performs

better for application with higher reporting rates compared
to 𝑤
𝑜
= 0 and 𝑤

𝑚
= 2 which show better results for

lower reporting rates as load component is not considered.
The results for different weights start to decline for reporting
rate above 20 packets per second because, in case of 802.15.4
MAC, application data rate in NS-2 is approximately 120 kbps
[25, 26]; this limit is even less formultihop case, so, with event
reporting rate of 20 packets per second, application data rate
handled by sink may reach maximum capacity (6.7 ∗ 20 ∗
100∗8 = 104.7 kbps where 6.7 is number of events and event
reporting rate is 20 packets of 100 bytes). Because of this, an
unpredictable throughput spike is observed at 24 packets for

Table 2: Weights selection.

Weightsa Average throughput (kbps)b

(2, 0) 3.52
(1.5, 0.5) 4.87
(0.5, 1.5) 4.27
(1, 1) 4.22
(0, 2) 3.14
aValues for 𝑤𝑜 and 𝑤𝑚, for example, (2, 0), represent 𝑤𝑜 = 2 and 𝑤𝑚 = 0. 𝑤𝑟
was set as 0.2.
bAveraged over 5 scenarios and 6 application reporting rates in highmobility
network.

Table 3: Performance versus network size.

Number of nodes Average throughput (kbps)a

25 4.15
50 6.22
75 4.30
100 3.34
aAveraged over five scenarios and six application reporting rates in high
mobility network.

𝑤
𝑜
= 0 and 𝑤

𝑚
= 2. Overall better results are obtained with

𝑤
𝑜
= 1.5 and𝑤

𝑚
= 0.5, so theseweights are taken as reference

during further simulation.

5.4. Routing Overhead and Packet Delivery Ratio. Route
request message of LBR is similar to AODV except additional
field for piggy packing value of hybrid routing metric 𝑅

𝑚
as

per (6) which would require few additional bytes depending
upon platform where LBR is implemented. However, since
route request flooding is suppressed in LBR, its routing
overhead is lesser compared to other reactive protocols.

For packet delivery success rate, five random deployment
scenarios and hundred events reported at eight packets per
second are considered. Performance under no, medium, and
high mobility settings is shown in Figure 5. LBR achieves
better delivery ratio for static, medium, and high mobility
networks compared to AODV because of its congestion and
mobility resilience.

5.5. Performance versus Network Size. For simulation, net-
works consisting of 25, 50, 75, and 100 nodes are taken.
Each experiment is repeated five times with different random
deployment scenarios. In each scenario, 50% nodes are made
mobile and 10 traffic flows spanning over 500 seconds are
used. Average results in each case are shown in Table 3. With
increase in network nodes, the average throughput increases;
however, beyond a threshold, throughput starts to decrease
as contention formedium access increases resulting in packet
drops.

5.6. Evaluation of Results

5.6.1. Throughput. The data throughput is shown in Figure 6.
LBR has better throughput than AODV and GPSR for higher
mobility and traffic loads, whereas, for lower traffic loads
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Figure 8: Average number of alive nodes over time.

and mobility, it has comparable results. While the increase
in traffic load congestion occurs, LBR being congestion
resilient avoids overcommitted nodes, thus achieving greater
throughput. Similarly, with increase in mobility, link lifetime
decreases and maintenance cost is also increased but LBR
can still maintain better data throughput because of mobility
awareness.

5.6.2. Latency. Average end to end data latency is shown
in Figure 7. LBR has better average data latency because of
load balanced routingwhich helps to avoid overloaded nodes,
improves packet service time, and thus reduces resultant
delays. For lower traffic and mobility, LBR has comparable
results, but, with increase in traffic load because of congestion
resilience, it avoids overcommitted nodes and thus better
latency figures are obtained.

5.6.3. Network Lifetime. The LBR achieves much longer
network lifetime than the minimum hop routing and greedy
forwarding; the results are shown in Figure 8. For both
AODV and GPSR, network partitioning occurs much earlier
as indicated by constant number of alive nodes. LBRperforms
better in terms of both first node death and number of dead
nodes. Because of comparable throughput and much longer
network lifetime, new scheme can transfer much more data
contents compared to both other protocols before network
partitioning.

5.6.4. Load Balance. The network load distribution of three
protocols is shown in Figure 9. LBR achieves more even
distribution of load despite greater content transfer. Owing
to load aware routing, proposed scheme prevents taking
of same route and distributes load across nodes. This even
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Figure 9: Average normalized routing load per node.

distribution contributes towards better lifetime and lower
latency figures achieved by proposed scheme. Although per
node load for GPSR is less compared to the other two proto-
cols, it can be attributed to premature network partitioning
and lesser transferred data. Therefore, results do not reflect
a better load balance and the same is evident from very less
network lifetime also.

6. Conclusion and Future Work

Sensor network routing protocols are traditionally designed
for specific environment and applications to achieve effi-
ciency and assumptions generally made by designers are
rather strong limiting protocol application in generic scenar-
ios. Secondly, mobility, in general, is used for data collection
and resource provisioning only.With proliferation of embed-
ded sensors in consumer devices, greater variety of appli-
cations and accompanied challenges would need to be

addressed. In this changed scenario, application paradigm
is likely to transform from application specific smaller scale
to larger or global one. To address these challenges, generic
protocols capable of handling wide ranging applications,
device heterogeneity, and uncontrolled mobility would be
needed. Proposed protocol utilizes mobility in novel manner
and is deemed to address these new challenges.The scheme is
energy efficient, load balanced, and congestion resilient and
can handle variety in sensor mobility. The protocol is equally
suitable for static, mobile sensor networks and can handle
event driven as well as continuous traffic flows. Simulation
results show that LBR outperforms minimum hop routing
and greedy forwarding in terms of network lifetime, load
balance, and data latency.The scheme has comparable results
as far as throughput is concerned.

In this work, weight selection is performed using simu-
lation method which may not be optimal to handle variety
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in mobility and load across different applications. Therefore,
weight selection based on fuzzy logic or analytical hierarchi-
cal process (AHP) may be studied as future work. Moreover,
in case ofmobile sensor networks, link qualitymay varymore
rapidly compared to static networks, so addition of reliability
to routingmetricwill improve protocol performance andmay
be another dimension for future research.
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Wireless sensor network technologies are experiencing an impressive development, as they represent one of the building blocks
upon which new paradigms, such as Internet of Things and Smart Cities, may be implemented. Among the different applications
enabled by such technologies, automatic monitoring of the water grid, and smart metering of water consumptions, may have a great
impact on the preservation of one of the most valued, and increasingly scarce, natural resources. Sensor nodes located along water
pipes cannot rely on the availability of power grid facilities to get the necessary energy imposed by their working conditions. In
this sense, an energy-efficient design of the network architecture, and the evaluation of Energy Harvesting techniques to sustain its
nodes, becomes of paramount importance.This paper investigates the suitability of a Wireless Metering Bus-based solution for the
implementation of smart water grids, by evaluating network and node related performance, through simulations, prototype design,
and experimental tests, which confirm the feasibility and efficiency of the proposal.

1. Introduction

Wireless sensor networks (WSNs) are becoming a pervasive
technology tomonitor very different systems, fromwide geo-
graphical areas to small-scale phenomena (as in body area
networks). They are able to promptly detect particular events
or working conditions and deliver related information to a
specific destination. WSNs are currently deployed in many
application fields, such as buildings construction, traffic
monitoring, environmental analysis, healthcare assistance,
weather forecast, and many others [1–3]. WSNs can improve
the way people interact with surrounding environment, to
increase their quality of life, and reduce the wasting of natural
resources (water, oil, and gas), while optimizing their usage. A
relevant task from this perspective is represented bymetering,
that is, the capability of measuring the amount of a certain
resource, available at a specific grid point. In particular,
companies in the utility sector providing electricity, gas, or
water services are clearly interested in advanced metering
infrastructures (AMIs), to improve their real-time monitor-
ing over consumptions and optimize plants management.

While the application of smart metering and monitoring
solutions is now well established in the field of electricity

distribution and power management, the situation is much
less mature in the field of water plants management and
monitoring. On the other hand, the availability of almost
real-time data about water consumptions could enable a
number of actions, such as control of water consumptions in a
district, at a given time; planning of maintenance operations;
dynamic water flow rate management; dynamic in-pipes
pressure management, to reduce failure rates and optimize
water delivery at the users’ outlets [4]. Obtained data can also
help detecting leaks in water pipelines: indeed, a leak changes
the hydraulics of the pipeline and therefore flow or pressure
readings, after some time [5].

Water availability and consumptions represent critical
issues that need specific tools to anticipate problems and
resolve them proactively, to analyze data for better decisions,
and to coordinate resources for operating effectively. In fact,
water is needed and used, for more than drinking only.
Global industry uses 20% of the world’s water supply; in the
US, it is 46%; in China, water usage by industry amounts
to 25%; India is only about 5%. According to reports by
the United Nations, agriculture is the largest consumer of
freshwater, by far: about 70% of all freshwater withdrawals go
to irrigated crops. Though it is a worldwide resource, water
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is often treated as a regional issue. However, the way people
use water at a regional level may have large-scale impact.
With advances in technology, thanks to sophisticated sensor
networks, smart meters, and deep computing and analytics, it
is possible tomanagewater in a smarter way. Smart water grid
infrastructures allow monitoring, measuring, and analyzing
entire water ecosystems, from rivers and reservoirs to the
pumps and pipes in citizens’ homes, thus providing reliable,
timely, and actionable view of water use.

Following the preliminary evaluations presented in [6–
8], this paper analyzes the adoption of the Wireless Metering
Bus (or in short WM-Bus) standard [9] in future smart
water grids, for real time monitoring of water plants and
leakages prevention. The M-Bus is a well-known field bus
technology, specialized for transmitting metering data from
gas, heat, oil, or other meters to a data collector. The WM-
Bus represents the wireless implementation of the M-Bus
standard; at the authors’ best knowledge, the WM-Bus has
been adopted sporadically in power grid and gas metering
applications, to deploy AMI solutions, but it has not yet
found a significant adoption in the design of smart (i.e., ICT-
enabled) water distribution infrastructures.This is due partly
to their still relatively scarce development, partly because of
the adoption of different wireless techniques, often propri-
etary, or borrowed from other applications (such as ZigBee-
like transmission techniques). Water distribution networks
are typically set up as cyber physical systems (CPSs), with
related sensing and actuating technologies for monitoring
andmaintenance operations, only till the hierarchical level of
districts. Most of the water distribution systems totally miss
dedicated ICT capabilities at the edge branches of the net-
work, from the district-level node to the final meters, located
at the customers’ premises. A capillary network operating
according to the WM-Bus standard can provide a viable and
effective solution to implement an overlay ICT infrastructure
that fills in the technology gap in the edge domain of water
distribution networks. The goal of this paper is to outline
an integrated approach, encompassing the transmission tech-
nology for the capillary network, the design of the smart
devices to be applied on water meters, and the evaluation
of the channel behavior affecting the link performances, to
achieve a smart water grid reference design, which also takes
into account the problem of powering the nodes and enabling
reliable data transmissions. The main contributions of the
present research work deal with a performance analysis of
the different WM-Bus modes on a real embedded platform,
according to a holistic approach addressing packet error rate,
transmission coverage, and message collision probability,
and with a comparative evaluation of the different WM-Bus
modes from the point of view of battery lifetime and Energy
Harvesting (EH) sustainability, in particular with reference to
the smart water grid applicative context.

The paper is organized as follows: Section 2 discusses the
state of the art in the field of smart water grid technologies
and projects, whereas Section 3 focuses on theWM-Bus pro-
tocol selected for the proposed solution, its related message
formats, and transmission profiles. In Section 4, a prototype
development of the WM-Bus peripheral nodes and gateway
for the smart water grid is presented. Section 5 deals with the

results of preliminary experimental evaluations performed
on the prototype nodes and discusses the possibility to
involve Energy Harvesting modules, to supply the required
energy. Finally, Section 6 concludes the paper.

2. Overview of Smart Water Grid Technologies

Most of theWSN implementations proposed in the technical
literature rely on the ZigBee (or IEEE802.15.4 based) short
range radio communication technique, over the 2.4GHz
band. In the context of smart metering, the first version
of ZigBee Smart Energy (ZSE) profile was ratified and
published, in 2008 [10]. It was driven by many market
players and a variety of products were certified only a
few months after the standard was finalized. ZigBee Smart
Energy version 2.0 provides new capabilities, such as control
of plug-in hybrid electric vehicles (PHEVs) charging, home
area network (HAN) deployments in multidwelling units,
such as apartment buildings, support for multiple energy
service interfaces into a single premise, and support for any
transport based on IETF IP compliant protocols, such as
ZigBee IP specification. It is basically designed for energy-
related scenarios and less general purpose than the W-
MBus protocol. Other protocols for different kinds of short
range wireless networks also exist, as the 6LoWPAN protocol
[11], which supports IPv6 over IEEE802.15.4. These solutions
foresee nodes equipped with IP stack: the design of the single
node has to face an increased complexity (each node needs
some processing capability, memory, and power supply), but
the networkmanagement and data communication are made
easier, by the adoption of the standard IP architecture and
related protocols.

On the other hand, due to the lack of a common
network layer, ad hoc solutions, not based on IP, require
an application-layer gateway to communicate with other
systems, or even the wider Internet. Gateways provide amap-
ping between different protocols, with a significant effort in
functional and semantic translation. In this sense, complexity
is shifted from the edge node to the core of the architecture.
This approach may be valid when the application scenario
requires minimizing complexity at the edge of the network
infrastructure, where the available resources (processing,
memory, and power) are very limited. Such a condition holds
in the case of smart water grids: sensor nodes of minimal
complexity are located at the boundaries of the water plants
(i.e., at each user’s premise, either urban or rural), where
even power supply may be a concern, whereas concentra-
tors (acting as gateways) may be installed in intermediate
positions, where weaker constraints about power supply or
processing resources hold. This is the reference architecture
considered within this paper, in the framework of which the
WM-Bus protocol is evaluated, as the selected solution for the
transmission of metering and quality-related data, generated
from sensor nodes located along water plants.

Research related to monitoring water distribution sys-
tems has increased in recent time. The availability of con-
tinuous monitoring is critical to detect any change in water
quality or pipeline health, such as damages or water leakages.
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Table 1: Operating modes of Wireless M-Bus.

𝑆1 Unidirectional
In the stationary mode, the metering devices send their data several
times a day. In this mode, the data collector may save power as the
metering devices send a wake-up signal before transmitting their data.

𝑆1-𝑚 Unidirectional Same as 𝑆1, but the data collector must not enter low-power mode.
𝑆2 Bidirectional Bidirectional version of 𝑆1.

𝑇1 Unidirectional
In the frequent transmittion mode, the metering devices periodically
send their data to collectors in range. The interval is configurable in
terms of several seconds or minutes.

𝑇2 Bidirectional Bidirectional version of 𝑇1. The data collector may request dedicated
data from the metering devices.

Several solutions based onWSNs for water grid are reviewed
in [12], where the main operational challenges to face are
evidenced. Among them, the need of suitable power supply
for peripheral nodes is a critical factor. Most of the current
solutions proposed in the technical literature, or available
on the market, rely on batteries to feed the leaf nodes and
sensors, which cannot be connected to the power grid. But
the difficulties related to maintenance and substitution of
batteries and their relatively short lifetime (with respect to
the very long lifetime of the water grid pipelines) make such
a solution not completely satisfactory or reliable. In [13], the
authors outline the application of a WSN for monitoring a
common water treatment process. The WSN is arranged in
a simple star topology configuration, with the base station
acting as the central hub; wireless communications are
carried out by an 868MHz RF transmitter. Issues related to
power supply for the network nodes are not discussed. A
WSN to monitor water distribution systems is presented in
[14], and the main focus of the paper is on the need of defin-
ing a suitable model for the underground-to-above-ground
communication channel, in order to properly estimate the
performance of a wireless transmission from a sensor node
to a gateway, and the related power requirements. The results
provided by such a channel definition are then used to
estimate the maximum operating range for any sensor node
working according to the IEEE 802.15.4/ZigBee transmission
standard, in the 2.4GHz band.

Despite the challenges ahead, smart grid technology for
water makes plenty of sense and deployments of new tech-
nology will be steady. Beyond improved metering, emerging
solutions involve new algorithms to optimize water release
in urban areas depending on the real needs [15, 16], new
sensor capabilities for better leak detection [17, 18], enhanced
monitoring of water quality, and the ability to better detect
security threats to water systems. The drivers for smart grid
technology in water are compelling: worldwide demand for
water is expected to soar 40% from current levels, according
to the 2030 Water Resources Group [19]; and losses from
unmetered water total $14 billion in missed revenue oppor-
tunities each year, according to the World Bank [20]. These
drivers will help fuel a move to smart technology solutions
that promise more efficient water systems. Evidence of this
trend continues to mount. A few examples include, among
the others, Australia’s Sydney Water that began deployment

of high-efficiency meters to replace its aging stock; the three-
year program will enable Sydney Water (which serves 4.6
million people) to eventually take advantage of automated
and advanced metering technology. In England, Thames
Water is extending a smart grid trial in the town of Reading
to the city of London to better manage consumption and
leakage. In Charlotte, NC, a public-private effort called
Smart Water Now is taking place to measure consumption
and improve efficiency; the city has partnered with private
industries to collect information with the aim of lowering
operational costs and improving sustainability.

In the next future, the adoption of WSNs in the field of
water distribution monitoring and consumption metering
will probably undergo a largemarket growth, if policymakers
and national institutions will recommend or enforce the
massive use of smart meters and monitoring systems, to
control water distribution, detect leaks, and preserve water
resources.

3. The WM-Bus Protocol

Short or medium range communication technologies must
ensure minimum power consumption. ZigBee or other solu-
tions based on IEEE 802.15.4 have been widely used for
low-power sensor networks, but other protocols, such as
the WM-Bus, have been recently proposed by the Open
Metering Systems group [21] for metering scenarios. WM-
Bus transceivers require low energy thanks to a low-overhead
protocol, transmission-only modes (which do not require an
idle receive phase), and long range sub-GHz transmission
bands. While the first document (EN 13757-4:2005) pre-
scribed the use of the 868MHz ISM and 468MHz bands,
the later version (EN 13757-4:2011) added new transmission
modes at 169MHz, with lower data rates. The lower 169MHz
frequency band enables longer transmission range due to the
inherently lower path losses, while the reduced data rates
enable higher sensitivity for the receiver, allowing a reduction
of the transmission power at the transmitter, or a longer
transmission range, at a parity of the transmission power.

Based on the specific application, there are combinations
of communication modes for data collectors and metering
devices. These settings define the communication flow and
the configuration of the radio channel. Table 1 lists the
available communication modes.
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The basic WM-Bus modes of interest are the following
ones:

(i) T mode: frequent transmission mode (several times
per second or per minute), 868MHz, 100 kbps data
rate from meter to gateway; in mode T2 the trans-
mitter requires an acknowledgment (ACK), different
from T1;

(ii) S mode: stationary mode (several transmissions per
day), 868MHz, 32.7 kbps data rate; in mode S2 the
transmitter requires an ACK, different from S1.

Further, in the 169MHz band, the standard also foresees the
following modes:

(i) Nc mode: 169.431MHz, 2.4 kbps data rate; N2c requi-
res ACK, N1c does not;

(ii) Na mode: 169.40MHz, 4.8 kbps data rate; N2a requi-
res ACK, N1a does not;

(iii) Ng mode: 169.437MHz, 38.4 kps data rate; it always
requires ACK;

and submodes:

(i) N1a-f : one-way transmission; the node transmits on
a regular basis to a stationary receiving point; single
hop repeaters are allowed;

(ii) N2a-f : two-way transmission; the node transmits like
N1a-f ; its receiver is enabled for a short period after
the end of each transmission and locks on if a proper
preamble and synchronization word is detected.

The WM-Bus link layer is compliant with EN 13757-
4:2011.10. It provides services that transfer data between
PHY and application layer, generates outgoing CRC, and
verifies CRCs for incoming messages. Further, the link layer
provides WM-Bus addressing, acknowledges transfers for
bidirectional communication modes, deals with WM-Bus
frame formation, and verification of incoming frames. Two
frame formats are foreseen, named 𝐴 and B, identified by a
specific preamble/synch sequence. The standard provides a
number of predefined messages that are not used to carry
application-specific data (that depend, for example, on the
specific sensor used tomonitor the grid), but tomanage oper-
ational conditions. As an example, a three-way handshake
is foreseen during the meter installation step, to enable the
meter registration at the concentrator. Once registered, the
meter automatically leaves the installation mode, whereas
the concentrator requires manual intervention or timeout.
Figure 1 shows the three-way handshake process featuring the
meter installation step.

The advantages of the 169MHz band with respect to
the 868MHz are implicitly related to the narrowband trans-
mission concept. The greater the bandwidth, the greater the
noise at the receiver input: so, with a signal bandwidth
of 25 kHz or less, the 𝑁 mode introduces much higher
link budget and provides longer range solutions than the
ones allowed at 868MHz. A narrowband solution results
in a radio performance improvement without significant
problems, because the amount of data to be transmitted in a

Table 2: Typical values of the path loss exponent n.

Environment Path loss exponent, 𝑛
Free space 2
Urban area cellular radio 2.7 to 3.5
Shadowed urban cellular radio 3 to 5
In buildings line of sight 1.6 to 1.8
Obstructed in building 4 to 6
Obstructed in building 2 to 3

Meter SND-IR

CNF-IR

SND-NKE

Concentrator

Figure 1: WM-Bus three-way handshake for the meter installation
step.

metering scenario is very low, thus avoiding bottlenecks that
would slow down the entire network performance.

The WM-Bus protocol also foresees the division of the
available bandwidth in a number of channels. Up to six
channels can be allocated for the data exchange between
meter and concentrator, spaced by 12.5 kHz. If only one
channel is not sufficient to meet the bandwidth require-
ments of the smart water grid, it is possible to consider
the simultaneous use of more channels within the same
interference domain. Such a frequency division multiplexing
(FDM) capability is exposed to potential adjacent channel
interference phenomena, but experimental tests have shown
that the interference cancellation filters onboard of the WM-
Bus transceivers are more than able to reduce the interfering
signal power level 20 dB lower than the power level of the
channel central frequency.

Another evident advantage of the 169MHz band is related
to the reduced path loss experienced by the propagating radio
signal. The path loss exponent 𝑛 in the generalized Friis’
equation on propagation loss [22] varies according to the
characteristics of the propagating environment, as detailed in
Table 2. For 𝑛 = 2 and 𝑛 = 3.5 (free space and urban area
propagation, resp.), the comparison between the 𝑃𝐿 values
at 169MHz and 868MHz (at a parity of the antenna gains)
confirms the better behavior of the radio transmission in
the 169MHz band, as shown in Figure 2. It is worthwhile to
note that the two propagation conditions compared above
are typical of a metering scenario, either applied to power or
water grids, inwhich part of the grid is deployed in open areas
(like rural ones), and part is located in urban environments.
This higher communication distance does not require the
use of repeaters, which are essential in the 868MHz band
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Figure 2: Path loss profiles at 169 and 868MHz for different values
of the index 𝑛.

to increase the communication range, so the overall cost of
the network is lower. At the moment, the 169MHz band is
used only for remote control and smartmetering, limiting the
number of radio interferences. The main drawbacks related
to the use of this frequency are the antenna size, too bulky
for this kind of application (especially for the form-factor
requirements of the peripheral nodes), and the lack of a
mature technology. In this regard, a complete analysis of the
network at 169MHz is presented in the following sections.

The WM-Bus is able to achieve longer distance commu-
nication with respect to IEEE 802.15.4. Leaf nodes equipped
with ZigBee/IEEE 802.15.4 transceivers can only cover a
few tens of meters. Should greater distances be covered in
ZigBee/IEEE 802.15.4 technology, a multihop data transfer
strategy can be foreseen, according to which each leaf node
can also act as a relay to another node, depending on the
distance from the master node. Obviously, the ability of
relaying depends both on the estimated amount of data
each leaf node may generate and on the overall transmission
capacity of the single ZigBee transceiver that must act as a
relay: therefore it will be necessary to plan the placement
of the nodes, once provided the amount of data to be
transferred. Although the WM-Bus enables long ranges, it
also provides relaying method to cover longer distances, by
multihop techniques described in [23].

4. Prototype Implementation of a WM-Bus
Solution for Smart Water Grids

4.1. Network Topology for the Smart Water Grid. The deploy-
ment of water grid networks is a basic step in the delivery
of AMI services, besides enabling a continuous, prompt, and
reliable monitoring of the water plants. In AMI scenarios,

sensor nodes are usually displaced for domestic or industrial
water accounting purposes, in a typical communication
architecture that is organized according to a hierarchical
topology, as the one shown in Figure 3. Peripheral WSN
nodes are connected to master nodes, which act as gateways
by collecting data and sending them to a centralized control
and monitoring system, where data are stored and processed.

The hierarchical topology relies on the assumption that
peripheral nodes are able to perform short or medium range
radio transmissions, at low power consumption. On the
contrary,master nodes are typically equippedwith long range
transmission capabilities, up to a geographic scale. Data
generated from several peripheral nodes are collected and
organized by each master node, so that they can be delivered
to the central monitoring unit, where they are processed
by suitable algorithms, to identify and locate possible faults
along the pipes, in a real time fashion. Each network element,
especially the numerous remote nodes, shall be designed in
such a way as to keep global maintenance operations at a
minimum.

The architecture proposed for the monitoring network
assumes master nodes equipped with GSM/GPRS modules.
In fact, master nodes that collect monitoring-related data
from multiple leaf nodes must be able to deliver them to the
central unit, typically along distances of a few kilometers.
Long range transmissions generated by master nodes are
sustained by power supplied from the grid, or from solar cells;
short/medium range communications, as those of leaf sensor
nodes, must require the minimum power consumption,
usually provided by batteries. At the same time, in order to
limit the overall costs related to the water grid deployment,
the number of peripheral nodes should be somehow kept
small. Based on the analysis of these requirements, the WM-
Bus standards is assumed as a good tradeoff among the power
needs due to radio transmission and the minimum coverage
range necessary to limit the number of sensor nodes that shall
be located along the water grid.

4.2. Sensor Node Implementation. Through the use of a
suitable Texas Instruments (TI) development kit [24], a
prototype node is implemented, which is useful to evaluate
the performance of the WM-Bus protocol, in a possible
and realistic smart water grid scenario. The kit provides a
complete development platform for TI’s Sub-1 GHz devices,
comprising two SmartRF Transceiver Evaluation (TrxEB)
boards, which include an MSP430F5438 MCU [25], a USB
interface, a dot matrix LCD, and other useful features. A fully
integrated single-chip radio transceiver, the CC1120 [26],
is used, mainly intended for the ISM and SRD frequency
bands, in the ranges 164–192MHz, 410–480MHz, and 820–
960MHz. The RF implementation guarantees good perfor-
mance in terms of covered area, and power consumption.The
output power can be increased up to +27 dBm (500mW) by
equipping the module with a power amplifier. The available
application note [27] has been fruitfully used to developWM-
Bus applications. In the experimental tests performed, one
of the boards shown in Figure 4 acts as sensor node and the
other as gateway.
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Monitoring 
center

Gateway

Sensor node

Internet

Wireless M-Bus
GSM/GPRS

Figure 3: Sample WSN architecture for the water grid.

Figure 4: TI boards used to implement prototype WM-Bus sensor
node and gateway.

4.2.1. Estimation ofWM-Bus Power Requirements. Thepower
requirements of the WM-Bus protocol have been estimated
by measuring the related currents. It is not a trivial task,
when currents are in the sub-mA range, as in low power
modes (LPMs): the device awakens from sleep only a few
times a day for transmission; hence the main current draw
is due to sleep currents. To measure the current at steady
state, a current probe (picoamperometer) could be added
in series to the supply circuit. However, to measure peak
and transient current draws, an oscilloscope must be used.
This requires reading a voltage across a precision resistor, by
applyingOhm’s law. For sub-mAcurrents, the voltagemust be
amplified by a precision amplifier [28] and realized as shown
in Figure 5. The amplifier used in experiments is an AD621
from analog devices, which provides a 100V/V gain up to

Tektronix

TPS2024B

oscilloscope

amplifier

WM-Bus end device
CC1120

MSP430

D
at

a

WM-Bus concentrator
CC1120

MSP430
CH1 CH2

+

+

Instrumentation 

R = 10Ω

Figure 5:Measurement setup to evaluateWM-Bus related currents.

200 kHz, whereas the load is a 10Ω resistor, yielding a gain
factor equal to 1000.

4.2.2. MSP430 Power Consumption. In the active state, and
in the sleep mode LPM3 (low power mode 3) of the MCU,
the steady state current draw has been measured by using
a picoamperometer. To achieve the minimal power con-
sumption, the MCU and its peripherals must be initialized
properly and/or shut down. The measured current draw in
LPM3 amounts to 2.7 𝜇A, very close to the figure of 2.1 𝜇A
reported in the device datasheet. Other possible LPMs were
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1+

2+

CH2 200mV20.0mVBw

Figure 6: Current profile for the CC1120 transceiver (top) and
the MSP430 MCU (bottom), during the transmission of a WM-
Bus message in the N2g 38.4 kbps mode. Please note that the
oscilloscopes read the transceiver current values from a 1Ω resistor,
while the MCU values are amplified and transformed into voltage
signals, by the setup of Figure 5.

discarded as not adequate for the application scenario of
interest. For instance, LPM0 keeps all the system clocks
running, thus yielding a current draw of about 85 𝜇A; LPM4
disables the CPU and all the clocks, yielding the lowest
possible current consumption, around 0.1 𝜇A. However, the
latter mode requires an external circuitry to transmit a wake-
up signal, which is out of the current research focus.

Differently from the LPMs, the measure of active MCU
current draw gives many degrees of freedom, for example,
choice of the clock frequency, FLASH or RAM use, selection
of active peripherals, CPU instructions, and so forth; hence
the measured value must be considered indicative of average
MCUenergy requirements. In thewatermetering application
scenario no particular computational power or processing
speed is required. As a consequence, the clock frequency was
kept to the lowest value of 1MHz; all the peripherals were
disabled, together with the clock signals (as a consequence,
user-specific application will require accurate profiling of
peripherals power requirements). The CPU cycled in a while
loop, performing memory reading and writing and arith-
metic instructions, to simulate a moderate CPU workload.
In this case the measured MCU consumption is 370𝜇A, very
close to theoretical datasheet figure of 330 𝜇A.

4.2.3. CC1120 Power Consumption. To measure transient
and peak current, a Tektronix TPS2024B oscilloscope was
connected to the setup shown in Figure 5. The transceiver
supply current ran through a 5Ω shunt resistor. Values read
are thus amplified and transformed from amperes to volts.
Typical time profiles of current drawn by the transceiver
(top), and theMCU (bottom), are shown in Figure 6, whereas
Table 3 lists the measured current consumptions. The proto-
col requires a transmission phase, corresponding to the initial

Table 3: Measured current consumptions for the CC1120
transceiver.

Transmission
power [dBm]

TX current
consumption [mA]

at 169MHz

TX current
consumption [mA]

at 868MHz
+15 55 50
+14 51 46
+10 43 35
+5 33 30
+0 28 27
−5 26 25
−10 25 24
−16 24 23

high current peak featured by the transceiver, followed by
a longer receive phase, providing the subsequent flat in the
transceiver current measure. The MCU requires an almost
constant current during the active phase, with a slightly
higher average value during the transceiver transmission
phase. Before and after its activation, the MCU is in a sleep
state, and the transceiver is idle.

4.3. Protocol Energy Requirements. The energy requirements
exhibited by the protocol are evaluated for a single com-
munication cycle, on a bidirectional link, at an operational
frequency of 169MHz and 868MHz respectively, assuming
the hardware and the firmware stack described above. All the
transmissions are performed at a 15 dBm radiating power. To
perform this test,WirelessM-Bus packets of 96 bytes are con-
sidered. This value is required to calculate the transmission
period at the different data rates, according to

𝑇TX =
8 ⋅ Packet Length [bits]

Data Rate [kbps]
. (1)

4.3.1. Energy Requirements at 169MHz. The WM-Bus pro-
tocol prescribes several data rates for the 𝑁 mode. One of
these, 𝑁2𝑔 38.4 kbps, is shown in Figure 6. In the example
shown, the TX phase lasts 20ms, with a current consumption
by the transceiver of 55mA. The RX cycle lasts 90ms,
with a current consumption of 22mA. The MCU is active
during the total communication time and exhibits a current
draw of approximately 490 𝜇A. This is 120𝜇A higher than
the value provided by the picoamperometer, as reported
in Section 4.2.2, because the SPI bus is now enabled to
communicate with the CC1120 device.The LPM3 current also
increases to 3𝜇Abecause of the SPI activation. In the example
under examination, the overall energy requirement for one
communication cycle amounts to

𝐸
𝑁2𝑔

= 490 𝜇A ⋅ 20ms ⋅ 3V + 55mA ⋅ 20ms ⋅ 3V

+ 490 𝜇A ⋅ 90ms ⋅ 3V + 22mA ⋅ 90ms ⋅ 3V

= 9.3mJ.

(2)

Similar evaluations can be obtained for the 𝑁2𝑎 and
𝑁2𝑐 modes, operating, respectively, at 4.8 kbps and 2.4 kbps
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Table 4: Device current draws.

Operating mode Measurement Data sheet

MCU (MSP430) Active 370 𝜇A 330 𝜇A
Sleep 2.7 𝜇A 2.1 𝜇A

RF transceiver (CC1120)

Tx (868MHz at 15 dBm) 50mA 50mA
Tx (169MHz at 15 dBm) 55mA 54mA
Tx (169MHz at 27 dBm) 140mA 140mA

Rx 22mA 22mA
Sleep 0.3 𝜇A 0.5 𝜇A

data rates. The low data rates increase the communication
time needed, at a parity of the amount of data to transfer.
The energy requirements increase too and reach 27.5mJ and
49.8mJ, respectively. Low data rates, however, also increase
the receiver sensitivity, thus enabling longer communication
ranges.

4.3.2. Energy Requirements at 868MHz. As for the 169MHz
modes, the energy requirements are also discussed for the
868MHz modes. The highest data rate mode is the 100 kbps
𝑇mode.The high data rate allows for very short transmission
and receive time (10ms and 78ms, resp.), so that the energy
requirements of the 𝑇mode are the lowest over all the WM-
Bus modes, 6.7mJ. Furthermore, the transceiver at hand has
slightly lower power consumption for the same radiating
power (15 dBm) at 868MHz. Itmust be noticed, however, that
the communication range will always be shorter than in the
169MHz modes, due to higher path loss.

The 𝑆 mode sends data at a rate of only 32.768 kbps. The
energy consumption for a single transmission cycle is 9.7mJ,
slightly higher than the most energy efficient mode at the
169MHz carrier frequency.

5. Simulations and Experimental Evaluations

5.1. Battery Lifetime. In order to estimate the power con-
straints of a leaf node in the smart water grid, a battery
lifetimemodel is considered. It is assumed to power the board
with a typical 3 VLithiumCR2354 battery (Panasonic lithium
coin data sheet: http://www.alliedelec.com/search/product-
detail.aspx?sku=70197003.), featuring a charge capacity equal
to 𝐶
𝑏

= 560mAh. The device current draws have been
obtained by aforementioned measurements and are reported
in Table 4.

Classical equations used to describe battery lifetime [29]
can be applied also in the WSN case study, by adding a duty
cycle factor and including the possibility to have different
current values in compliance with the task executed by the
sensor node processor. In particular, each current draw can
be weighted by the activity time related to the corresponding
transmission, receiving and sleep tasks, as described above.
The following values hold, with one transmission per hour in
the 𝑆 operating mode:

(i) transmission: 𝑇TX = 23ms, therefore we have ΔTX =

0.023/3600 = 0.000639%;

Table 5: Battery lifetime for different WM-Bus operating modes.

Operating Mode Battery Lifetime
S2 ≈15 y 8m
T2 ≈15 y 10m
N2a 2.4 kbps ≈13 y 1m
N2a 4.8 kbps ≈14 y 5m
N2g 32.8 kbps ≈15 y 7m

(ii) receiving: 𝑇RX = 100ms, therefore we have ΔRX =

0.1/3600 = 0.00278%;
(iii) sleep: this phase is active for the majority of time;

therefore it is reasonable to assume that Δ SLEEP ≈ 1;
(iv) MCU consumption: 370 𝜇A;

where 𝑖 = {TX,RX, SLEEP} denotes the possible state and Δ
𝑖

the duty cycle factor. The battery lifetime is then calculated
for the 𝑆 and 𝑇 operating modes at 868MHz, as well as for
the 𝑁 mode (for the two different data rates considered) at
169MHz. It is assumed that a transmission is executed every
6 hours, which represents a reasonable time for metering
scenarios. All reported values in Table 5 are relative to 15 dBm
of irradiated power.

Figure 7 reports the battery lifetime curves in dependence
on the time period between two consecutive transmissions
(varying this value from aminimum of 1 hour, i.e., 24 per day,
to a maximum of 6, i.e., 4 per day). It is evident that when
the daily transmissions are less frequent the battery lifetime
is very low and varying with the number of transmissions,
therefore mostly dependent on the sleep consumption. In
contrast, when the transmission frequency is higher, the
power required to sustain the TX and RX phases is much
more relevant. Moreover, the WM-Bus at 169MHz is more
demanding with respect to the 868MHz counterpart, as
expected from the energy measurements discussed above.

Moreover, to evaluate the energy requirement of a more
performing radio performance setup, the CC1120 transceiver
has been equipped with a power amplifier to reach an
irradiated power of 27 dBm (500mW), with a consequent
current consumption increase up to 140mA. To analyse the
battery lifetime in this case, a comparison between 15 dBm
and 27 dBm has been carried out in the𝑁

𝑎
mode case study,

as shown in Figure 8.
Assuming also in this case a transmission every 6 hours,

the resulting battery lifetime for the 27 dBm transmission is
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Figure 7: Battery lifetime versus the time period between two
consecutive transmissions, for different frequencies and operating
modes.

about 12 years and 7 months, almost 2 years less than the
15 dBm case.

5.2. Sensor Node Powering by Energy Harvesting. The possi-
bility to involve Energy Harvesting (EH) modules to supply
the required energy for smart water metering sensor nodes is
discussed in this section. Such an issue has a strong relevance
in the addressed application scenario, since the deployed
WSN could be characterized by nodes which are not easily
accessible and therefore the eventual substitution of batteries
over time can have an impact in costs management.

Among the various EH boards available on the market,
the EH300A module (EH300A, Advanced Linear Devices
Inc. available at http://aldinc.com/pdf/EH300ds.pdf) has
been taken as reference and used in our evaluations. The
EH300A module supplies and stores power for inputs higher
than 4V and 500 nA. Its storage capacity is 100 𝜇Ah. Inputs
with values below this threshold do not activate the EH300A
circuitry; thus, a solar panel providing maximum 200mA
at 5V has been chosen to feed the EH300A module. The
EH300A outputs a signal at the same voltage as the input
signal, in this case 5V. The TrxEB, however, can only accept
input power in the range 3–3.5 V; hence a voltage regulating
circuit has been cascaded between the EH300A and the
TrxEB board, based on the LM317 integrated component.
Under good solar radiation the TrxEB is able to work
continuously without issues. However, with no solar power
and fully charged storage buffers, the TrxEB was able to only
sustain a second of continuous transmission as if the load
required 600 𝜇A.This is mainly due to additional circuitry on
the TrxEB which cannot be disabled. That is why the related
energy effort has not been accounted for whenmeasuring the
MCU and transceiver current draws.
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Figure 8: Battery lifetime versus the time period between two
consecutive transmissions at 169MHz, at 15 and 27 dBm.

5.2.1. Affordable Transmission Cycles. In order to evaluate the
number of allowed transmission cycles in optimized HW, the
aforementioned consumption values related to current draws
only due to MCU and transceiver active and sleep states are
considered. Thus, knowing the battery capacity 𝐶

𝑏
and the

current 𝐶
𝑖
required by each state in a transmission cycle, the

number of available transmission cycles is given by

𝑁 =
𝐶
𝑏

∑
𝑁

𝑖=1
𝐶
𝑖

. (3)

Assuming to have a transmission cycle every 6 hours, as in
Section 5.1, and a power irradiation of 15 dBm, the following
are the values for most relevant 𝑆mode variables:

(i) energy storage capacity: 𝐶
𝑏
= 100 𝜇Ah;

(ii) cpacitors discharge cut-off threshold: 𝑡
𝑐
= 50%;

(iii) total current consumption for TX: 𝐼
𝑇
= 50.370mA;

(iv) average TX time: 𝑇
𝑇
= 30ms;

(v) total current consumption for RX: 𝐼
𝑅
= 22.370mA;

(vi) average RX time: 𝑇
𝑅
= 78ms;

(vii) sleep time: 𝑇
𝑠
= 21600 s = 6 h.

The discharge cut-off threshold of capacitors limits the
storage capacity: for instance, with 𝑡

𝑐
= 0.5, the available

storage capacity is 50 𝜇Ah. In the light of this, the number
of available transmission cycles in the 𝑆 operating mode can
be calculated as follows:

𝑁
𝑆
=
50 𝜇Ah
∑
𝑁

𝑖=1
𝐶
𝑖

≈ 2. (4)

Approximately the same result stands for the other WM-Bus
modes. Figure 9 reports the 𝑁 values calculated for all the
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Figure 9: Maximum number of transmissions versus the time
period between two consecutive transmissions. All possible oper-
ating modes at 15 dBm are evaluated.

WM-Bus modes and parameterized with respect to the sleep
time 𝑇

𝑠
between two consecutive transmissions.

Similarly to what is done in previous section, a compar-
ison between 15 dBm and 27 dBm has been carried out from
this perspective too, again in the sole 𝑁

𝑎
mode case study.

Results are shown in Figure 10.
This evaluation proves the theoretical possibility of sup-

plying power with intermittent energy harvesting to a sensor
node implementing the WM-Bus protocol (both at 15 dBm
and 27 dBm), with time between transmissions of 1 to 6 hours,
which are typical of the metering scenario.

5.2.2. Considerations on Water Kinetic Energy as Energy Har-
vesting Source. Different energy harvesting sources can be
effectively employed in the addressed application scenario.
Solar power can be effective but the inherent energy intermit-
tency and logistic problems in placing solar panels for meters
in buildings suggest finding some more suitable solutions.
That is why water kinetic energy can be used on purpose and
a negligible amount of this kinetic energy can be converted
into electric energy to power the sensor nodes: in this section
a brief analysis of its suitability is discussed.

Water kinetic energy can be converted to electrical energy
by a small dynamo turbine placed in contact with the flowing
water (e.g., in a duct). Even in small ducts or at small flow
rates (in the order of approximatively 10 L/min), this device
allows for the harvesting of amoderate quantity of energy and
proves very cheap in production and low in embodied energy
with respect to solar panels, for instance. Preliminary tests
were conductedwith a commercial turbine fromSeeed Studio
Works (http://www.seeedstudio.com/depot/36v-micro-hyd-
ro-generator-p-634.html?cPath=155) for microhydropower
generation. The turbine is 80 × 81.4 × 43.8mm in size, with a
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Figure 10: Maximum number of transmissions versus the time
period between two consecutive transmissions. The 𝑁
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operating

mode at 169MHz, at 15 dBm and 27 dBm, is evaluated.

nominal output of 3.6 V and 300mA for water flow ranging
from 1.5 to 20 L/min. It must be noted that a small capacity
300mAh buffer battery is provided inside the turbine to
achieve a continuous supply of energy and regulated voltage
output.

The maximum nominal output power of the turbine is
1W, enough for powering a sensor node with the power
requirements discussed in the previous section when con-
tinuous water flows at sufficient speed in the duct. Even
with intermittent water flowing (of the entity of those in a
domestic, industrial, or public building), the EH still satisfies
the SN needs. To recharge a typical water closet, for instance,
7 L of water is required to flow in 30 s on average. This is
enough to supply approximately 1W for 30 s, equivalent to
30 J of energy that can be stored in the battery and ideally
cover, for example, 120 days of transmission with WM-Bus
Nc mode (the most expensive energy, as highlighted above)
at a rate of 1 transmission every 10 minutes [6].

5.3. Experimental Tests and Results on WM-Bus Transmis-
sions. As a first estimate of the WM-Bus transmission per-
formances, the amount of error packets for different values
of the received power has been evaluated, through the packet
error rate (𝑃𝐸𝑅) figure.

In order to test the transmission performances in pres-
ence of a controlled attenuation, the WM-Bus transceivers
have been connected by cables (thus replacing their anten-
nas), through two different lab attenuators: 355C attenuator
by HP, which provides an attenuation ranging from 0 to 12 dB
by steps of 1 dB; 355D attenuator by HP, which provides an
attenuation ranging from 0 to 120 dB, by steps of 10 dB. Both
the attenuators are able to operate in the VHF band, fromDC
to 1GHz frequency. In order to check the level of received
power, a suitable registry of the CC112X transceiver has been
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monitored, the RSSI (received signal strength indication)
one, which is used to store the signal power value each time
new data are received. In the experiments, the 𝑃𝐸𝑅 has been
evaluated around the sensitivity threshold of the transceiver,
by varying the attenuation stepwise by 1 dB and for a total
amount of 1000 data packets transmitted at each test.

Two transmission modes, 𝑇 and 𝑆, have been tested for
the 868MHz operational band, as shown in Figure 11; 𝑁

𝑔
,

𝑁
𝑎
, and 𝑁

𝑐
modes have been tested for the 169MHz band,

as reported in Figure 12.
In order to explain the results obtained by the exper-

imental tests, it is necessary to point out that when noise
increases, also the receiver sensitivity increases, that is, the
minimum power the receiver can detect. Noise may be due
to several sources and phenomena; however, among the most
significant contributions, the equivalent noise power at the
device input 𝑁, which depends on bandwidth 𝐵, shall be
accounted for. The relationship among the input receiver
sensitivity 𝑆in and the bandwidth 𝐵may be expressed as
follows:

𝑆in = NF + 𝑁 (𝐵) +
𝐸
𝑏

𝑁
0

, (5)

where NF is the noise figure of the receiver and 𝐸
𝑏
/𝑁
0
is

the minimum signal-to-noise ratio needed to process a
signal. Looking at Figure 11, how the error probability, which
is related to the receiver sensitivity, also depends on the
transmission data rate is shown. As a matter of fact, at
a 100 kbps data rate (𝑇 mode), the sensitivity is around
−106 dBm,whereas at a lower data rate (32.768 kbps, 𝑆mode),
sensitivity decreases to around −109 dBm. In a similar fash-
ion, sensitivity decreases with decreasing data rates also in
the 169MHz operational band, as shown in Figure 12, where
sensitivity is around −110 dBm, −116 dBm, and −120 dBm for
data rates of 38.4, 4.8, and 2.4 kbps, that is, respectively, 𝑁

𝑔
,

𝑁
𝑎
, and𝑁

𝑐
modes.
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Figure 12: PER evaluation in the 169MHz band.

Sensitivity depends on bandwidth more than on fre-
quency; this relationship is further evidenced by the compar-
ison between 𝑆mode at 868MHz and𝑁

𝑔
mode at 169MHz,

the data rates of which are, respectively, 32.768 and 38.4 kbps.
As expected, the two modes show similar behaviors, but the
𝑆mode provides slightly worse sensitivity than the𝑁

𝑔
mode.

5.4. Evaluation of Maximum Transmission Coverage. The
evaluation of WM-Bus transmission coverage has been per-
formed either by simulation, resorting to classical analytical
models used to estimate the signal attenuation in different
environments, or by practical measurements on the field, by
using the same prototype devices discussed in the previous
subsection.

In order to get a simulated estimation of the presumable
maximum transmission range, the Okumura-Hata model
[30] has been applied, due to the frequency range in which
it can be used, [150; 1500]MHz, which includes the WM-
Bus operational frequency bands. Three different scenarios
are available in the model; in each case, the corresponding
equation for loss estimation accounts for the height at which
both the transmitting and receiving antenna are located and
for the specific position of the receiver (such as indoor
or outdoor), through suitable constant coefficients. For the
purposes of the present research work, the open area model
has been considered at first, thus simulating sensor nodes
location corresponding to water pipes in rural areas. The
signal loss in open areas, 𝐿

𝑂
, is given by

𝐿
𝑂
= 𝐿
𝑈
− 4.78log2 (𝑓) + 18.33 log (𝑓) − 40.94, (6)

where 𝑓 is the operating frequency (inMHz) and 𝐿
𝑈
denotes

the signal loss expression for urban areas (in dB), given by

𝐿
𝑈
= 69.55 + 26.16 log (𝑓) − 13.82 log (ℎ

𝐵
)

− 𝐶
𝐻
+ [44.9 − 6.55 log (ℎ

𝐵
)] log (𝑑) ,

(7)
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Figure 13: Received power according to the Okumura-Hata open
area model, at 868 and 169MHz.

with ℎ
𝐵
being the fixed station antenna height, 𝑑 the trans-

mitter-receiver distance in Km, and𝐶
𝐻
a corrective factor for

the antenna, given by𝐶
𝐻
= 0.8+(1.1 log(𝑓)−0.7)ℎ

𝑀
−log(𝑓),

where ℎ
𝑀
denotes the height of the mobile terminal antenna.

By assuming that 𝐿
𝑂
is equal to the difference between

the transmitted power and the receiver sensitivity (so that
themaximum acceptable attenuation is considered) and ℎ

𝐵
=

ℎ
𝑀

= 1m as a reasonable assumption, it is possible to com-
pute the distance 𝑑 covered by theWM-Bus communication,
a 868 and 169MHz. The results obtained are shown in
Figure 13, where sensitivity is set to −109 dBm at 868MHz
and −120 dBm at 169MHz.

The simulation shows a maximum coverage distance of
500m at 868MHz and up to almost 2 Km at 169MHz. The
WM-Bus 169MHz operational band seems more suitable
to ensure adequate coverage along the water pipes infra-
structure, by means of a limited number of sensor nodes
displaced, thanks to the greater transmission range sup-
ported. Simulated performances have been confirmed for the
868MHz band, by experimental tests executed on the field,
locating the WM-Bus transmitter and receiver in an open
environment (an empty stadiumpark area). Figure 14 shows a
good agreement among the expected and measured received
power values, at different distances.

On the contrary, a strong disagreement among simulated
and measured power values was evidenced at 169MHz. This
misbehavior was actually due to the helix antennas first
adopted at 169MHz in the prototype, which were far from
ideal ones. The problem was solved by resorting to better
designed and refined antennas, able to provide the expected
performance.

5.5. WM-Bus Signal Coverage and Node Location. In order to
compare the expected performance of the WM-Bus protocol
at 868 and 169MHz, a reference urban scenario has been
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Figure 14: Received power according to the Okumura-Hata open
area model and field measurements, at 868MHz.

simulated, in which we assume to have 4 buildings (each
30 × 30m2 large), in an area of 100 × 100m2. The Okumura-
Hata model used to estimate signal propagation does not
apply to distances shorter than 1 Km; as a consequence, for
the simulated scenario, we adopt Friis’ equation with 𝑛 = 2,
and introduce a fade margin in the range 20 ÷ 30 dB, to
account for signal attenuation due to obstacles, and possible
multipath effects. In detail, in order to consider a worst case
scenario, simulations are performed by assuming a 30 dB
attenuationmargin. For each building, 10 active sensor nodes
are assumed, located at the bottom of the building (as usually
happens forwatermeter in urban installations); two scenarios
are considered, featuring one and two concentrators, respec-
tively. For each scenario, the concentrator may be located at
the center of the 100 × 100m2 area, or at a vertex position.

Figures 15 and 16 show the distribution of the received
signal power, when a single concentrator is used, at center and
vertex position, respectively, for 169 and 868MHzoperational
frequencies. Due to the geometry of the scenario and the
signal propagation effects, the better performance is obtained
when a single concentrator is located in central positions and
works at a frequency of 169MHz.

Similar results are obtained when simulations account for
two concentrators, located at the center of the building area,
or at two vertices, as shown in Figures 17 and 18. Better behav-
ior of the WM-Bus transmission is obtained at 169MHz; in
this case, however, the position of the concentrators does not
affect signal coverage significantly, as the sensor nodes are
almost uniformly covered.

5.6. Evaluation of Message Collision Probability. In order to
evaluate the risk of collisions among asynchronous data
transmissions generated by different sensor nodes, towards
the same concentrator, it is assumed that the WSN upon
which the smart water grid is built comprises 𝑛 nodes, which
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Figure 15: Received signal power, single concentrator in central position: (a) 169MHz, (b) 868MHz.
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Figure 16: Received signal power, single concentrator in vertex position: (a) 169MHz, (b) 868MHz.
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Figure 17: Received signal power, two concentrators in central positions: (a) 169MHz, (b) 868MHz.
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Figure 18: Received signal power, two concentrators in vertex positions: (a) 169MHz, (b) 868MHz.

transmit their data independently from each other, without
a predetermined channel access mechanism. Each transmis-
sion has a time duration denoted by 𝑡

𝑝
, whereas 𝑇 represents

the time interval between consecutive transmissions of the
same node. A collision takes place when one or more sensor
nodes start their transmissions within a time interval 𝑡

𝑝
from

the beginning of another node transmission, which prevents
the concentrator from correctly receiving the transmitted
information.

A network in which nodes may act independently and
asynchronously can bemodeled as a Poisson process, that is, a
stochastic process in which events may take place at any time,
independently from each other. Such a process is defined by a
random variable𝑁

𝑡
, which accounts for the number of events

that occurred in the time interval [0, 𝑡
𝑝
], where 𝑡

𝑝
> 0. The

number of events that occur in the time instants from 𝑠 to 𝑡
(where 𝑡 > 𝑠 > 0) is given by𝑁

𝑡
−𝑁
𝑠
= 𝑗, with 𝑗 = 0, 1, 2, . . .,

and exhibits a Poisson distribution given by

𝑃 {𝑁
𝑡
− 𝑁
𝑠
= 𝑗} = 𝑒

−𝜆(𝑡−𝑠) [𝜆 (𝑡 − 𝑠)]
𝑗

𝑗!
. (8)

In the equation, 𝜆 represents the average of the distribution,
that is, the average number of times in which the random
event occurs in the interval. This Poisson model is applied to
the WM-Bus based WSN. The average time between trans-
missions from two sensors is 𝑇/𝑛. The Poisson process has a
rate 𝜆 = 𝑛/𝑇, and (8) becomes

𝑃 {𝑁
𝑡
= 𝑗} = 𝑝 (𝑗, 𝑡

𝑝
) = 𝑒
−𝑛(𝑡𝑝/𝑇)

[𝑛 (𝑡
𝑝
/𝑇)]
𝑗

𝑗!
, (9)

which represents the probability that the number of sensor
nodes transmitting in the time interval [0, 𝑡

𝑝
] equals 𝑗. To

compute the probability of collisions in a given time interval,
denoted by 𝑃(𝐴

𝐶
), the following equation is applied:

𝑃 (𝐴
𝐶
) =

∞

∑

𝑗=2

𝑝 (𝑗, 𝑡
𝑝
) = 1 − 𝑝 (0, 𝑡

𝑝
) − 𝑝 (1, 𝑡

𝑝
) (10)

= 1 − 𝑒
−𝑛(𝑡𝑝/𝑇) − 𝑛

𝑡
𝑝

𝑇
𝑒
−𝑛(𝑡𝑝/𝑇). (11)

Evaluations of the collisions probability have been per-
formed, according to (10). In a first simulation, a bidirectional
communication is assumed, in which the transmission of
a WM-Bus packet requires 125ms (corresponding to 𝑁

mode at 38.4 kbps). Figure 19 shows the results obtained by
varying the time interval between consecutive transmissions.
Better performance, that is, a reduced collision probability, is
attained when considering a unidirectional communication,
as shown in Figure 20. Each sensor node remains in the trans-
mitting state for a short time of 25ms. For a time interval of
6 hours between consecutive transmissions, which is a quite
good value for metering applications, and a concentrator that
handles the transmissions of 100 sensor nodes, the collision
probability amounts to 1.8 ⋅ 10−8 and 7 ⋅ 10−9, respectively, in
the case of bidirectional and unidirectional communications.
It is possible to state that, in both cases of bidirectional
and unidirectional communications, the WM-Bus WSN is
acceptably robust against collisions among the transmissions
generated by different sensor nodes.The collision probability,
though very small, is not zero; in order to further increase
the robustness of the network against collisions, it could
be possible to implement an integrity check mechanism
on each packet, to possibly request its retransmission by
sending a negative acknowledgment. Even more advanced
strategies can be conceived to face a possible increase in
packet collisions rate, such as the possibility of recovering
data frommultiple erroneous packets on a stationary receiver,
as presented in [31]. Otherwise, a suitable channel access
strategy could be designed and implemented.
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sensors in a bidirectional WSN, for 𝑇 = 6, 12, 24 hours.

6. Final Remarks and Conclusion

This paper investigated the WM-Bus protocol for possible
adoption in future smart water grids, by evaluating energy
consumption issues and transmission performance in dif-
ferent modes, through simulations and experimental tests
over prototype implementations, either hardware or software.
The addressed topic is surely one of the hottest in advanced
metering infrastructure research area, especially in the Euro-
pean scenario, as confirmed in the last few years by the
long debate in which technology options can be regarded
as the most viable choice for reliable and efficient capillary
network solutions. In authors’ opinion, the current work
thus represents a useful reference for design purposes and
strengthens the research along the main conclusive issues
raised in the paper and supported by extensive experimental
tests.

The WM-Bus protocol at 169MHz seems able to ensure
adequate transmission capabilities, in different environ-
ments, by providing a coverage range in the order of a few
kilometers and a quite low sensitivity of the receiver. Band-
width availability issues, and possible bottlenecks if the
number of nodes within the smart water grid increases, shall
be put into the perspective of the WM-Bus protocol, which
is based on the concept of sporadic data transmission, at a
very low duty cycle (as requested in order to freely access the
169MHz bandwidth for short range radio communications).
Should traffic issues arise within the channel, suitable access
mechanisms could be included in the framework of the
communication policies, thus giving space for a further
detailed comparative analysis, to evaluate the most suitable
solution.

Experimental tests have shown how the WM-Bus modes
at 169MHz are more demanding in terms of required energy
resources, with respect to the 868MHz counterpart, but are
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Figure 20: Collision probability as a function of the number of
sensors in a unidirectional WSN, for 𝑇 = 6, 12, 24 hours.

surely fully sustainable, in smart water metering scenarios. In
the light of the better coverage properties attainable with a
169MHz-based communication and considering the impor-
tance of such feature, specially when meter locations are
severely constrained, the authors are allowed to conclude that
the WM-Bus 𝑁 modes surely represent the best tradeoff for
the applicative context under study. Even better outcomes are
expected, when the prototype nodes will feature an optimized
design and firmware implementation of the standard.

Future efforts will be targeted to the integration of energy-
aware task scheduler [32–34] to optimally manage the tasks
execution in sensor node processors, the employment of
adaptive energy harvesting solutions to improve the node
sustainability, and the development of full WSNs based on
WM-Bus sensors, for metering scenarios first, and water
leakages monitoring then.
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This paper proposes a novel integrated energy and QoS-aware routing protocol with the considerations of energy, end-to-end
latency, and reliability requirements of body area network (BAN) communication. The proposed routing protocol, called ZEQoS,
introduces two main modules (MAC layer and network layer) and three algorithms (neighbor table constructor, routing table
constructor, and path selector). To handle ordinary packets (OPs), delay-sensitive packets (DSPs), and reliability-sensitive packets
(RSPs), the new mechanism first calculates the communication costs, end-to-end path delays, and end-to-end path reliabilities
of all possible paths from a source to destination. The protocol then selects the best possible path(s) for OPs, RSPs, and DSPs
by considering their QoS requirement. Extensive simulations using OMNeT++ based simulator Castalia 3.2 demonstrate that the
performance of the proposed integrated algorithm is satisfactorywhen tested on a real hospital scenario, and all data types including
OPs, DSPs, and RSPs are used as offered traffic. Simulations also show that the ZEQoS also offers better performance in terms
of higher throughput, less packets dropped on MAC and network layers, and lower network traffic than comparable protocols
including DMQoS and noRouting.

1. Introduction

Various advanced and valuable state-of-the-art applications
of body area networks (BANs) help enhance the patient’s
healthcare monitoring and their quality of life. The BAN
devices are used to monitor the patients’ health related
concerns such as changes in blood pressure (BP), heart
rate, or body temperature. In BAN communication, the
body implanted and wearable sensors send their data to a
central and computationally more powerful device known as
the coordinator. The coordinator also behaves like a router
in BAN networks. The BAN sensor nodes are, typically,
required to use an extremely low transmission power to
reduce health concerns and avoid tissue heating [1]. The low
transmit power restricts the BAN transmission range to few
meters (approximately three meters) [2]. One of the BAN
features is to facilitate the physical mobility of the patient;
this means that now the patients are not required to stay in
the hospital at all times. Routing protocols are required to

route a patient’s data towards the required destination even
when a patient moves. Routing is an issue for the sensor
nodes due to the limited availability of resources including
ultralow computation power, lower memory, and reduced
energy source.The radio frequency (RF) portion of the sensor
nodes in BAN plays a major role in the consumption of
energy. MAC protocols can reduce the energy consumption
by controlling the duty cycle of the RF part. MAC protocols
are also helpful in effectively controlling the other sources
that are the cause of energy waste, such as collision, idle
listening, overhearing, and packet overhead. In short, an
ideal MAC protocol increases error-free data transmission,
maximum throughput, andmedium access management and
minimizes transmission delay, thereby increasing network
lifetime. Despite the fact that MAC protocols are helpful in
resolving many problems, the issues of end-to-end packet
delivery, logical-physical address mapping, frame fragmenta-
tion, addressing techniques, and route determination meth-
ods are not in the scope of MAC protocols. These issues can
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be more easily handled by the network layer. As a result, it is
important to consider the network layer routing protocols to
resolve these issues [3].

The challenges and features of BAN are different than
WSN due to the specific needs of the wireless environment
on the human body. The development of an efficient routing
protocol in BAN requires more careful considerations than
WSN. Some of the important factors to consider for the
BAN routing protocols are their limited bandwidth, node
and link heterogeneity, energy efficiency, coverage area, data
aggregation, quality of service (QoS), transmit power, and
mobile flexibility [3, 4].

The effect of fading, noise, and interference plays impor-
tant role to reduce the effective bandwidth. The bandwidth
available for BAN also varies due to these effects. The routing
protocol can have only limited network control. The place-
ment of sensor nodes during the formation of BAN is possible
by a manual process. The nodes are placed manually on the
predefined locations of the body where the data transmission
is minimally disturbed by noise or interference. Ideally each
node sends its own data and forwards the data received from
other nodes towards the required destination. But in case of
BAN, the implanted sensors, due to their tiny size and limited
energy resources, only send the data to the central node or
coordinator. The coordinator and other wearable nodes are
capable of multihop communication, which helps route the
data towards the desired destination. With the consideration
of these facts, the routing protocol should be able to find and
manage alternate routing paths in case of node failure.

Most of the nodes used in BAN are heterogeneous in
terms of their capabilities including available energy, compu-
tational power, and communication capability. An example of
heterogeneous nodes in BAN is the use of different wearable
sensors to monitor body temperature, blood pressure, and
other important vital signs of a patient. The link speeds
of different implanted and wearable sensor nodes are not
similar. The heterogeneity of the nodes should be considered
by routing protocols.

The sensor nodes are placed on a human body that can
be in motion. The node functionality may be affected due to
mobility of the patient. This is because, the sensing capability
of the mobile node can place increased energy demands
on an application in different scenarios, for example, vital
sign monitoring of a mobile patient indoor in the hospital
is different than a patient in the outside environment of the
hospital. With the mobility of the nodes, the routing protocol
should be able to provide a suitable solution for the reliable
communication.

Quality of service is one of the important factors in
BAN communication. The reliability of associated algo-
rithms improves the successful delivery of critical reliability-
sensitive data from sensor nodes to the base station. The
routing protocols fulfill the QoS demand of different BAN
applications by using the delay-control algorithms. These
QoS-aware protocols helpmonitor the patient’s health during
a critical situation [5, 6]. Our proposed routing protocol
based on ordinary, delay-sensitive, and reliability-sensitive
data is for the indoor hospital environmentwith the enhanced
capability of handling mobile node communications.

The paper is organized as follows. Section 2 provides the
motivation of this protocol. Section 3 explains the proposed
routing protocol (ZEQoS). Sections 4 and 5 provide theMAC
and network layer modules, respectively. Section 6 discusses
the performance evaluation of ZEQoS. Section 7 demon-
strates the superior performance of ZEQoS when compared
with DMQoS and noRouting, and Section 8 summarizes this
paper.

2. Related Work and Motivation

The consideration of quality of service (QoS) is an important
but challenging task for the designers of BAN routing
protocols. An ideal BAN routing protocol should provide an
efficient and reliable path to route the patient’s ordinary and
critical data. The two important QoS routing protocols are
reliability and delay-tolerant based protocols. The reliability-
aware routing protocols ensure the delivery of maximum
data packets to the destination.The transmission delay is not
an issue for the reliability packets’ delivery. For achieving
the maximum throughput, data packets are sent on multiple
redundant paths in some of the techniques used in reliability-
aware protocols.

The delay-tolerant based routing protocols deal with the
packets that are required to be delivered within a deadline.
The route determination for the traffic of video streaming is
one of the examples of this kind of routing. The end-to-end
packet delay must be less than a specific delay; otherwise,
the quality of overall data monitoring will be affected. Many
routing protocols are proposed by researchers to address this
issue. Researchers have proposed different energy and QoS-
aware based routing protocols [7–16]. Some of the important
QoS-aware routing protocols such as QoS-aware framework
[9], RL-QRP [11], LOCALMOR [13], and DMQoS [17] are
briefly discussed below.

In [9], a QoS-aware routing service framework for
biomedical sensor networks is proposed based on a cross
layered modular approach. The metrics considered for the
determination of routes are wireless channel status, packet
priority level, and sensor node’s willingness to behave as a
router.Theproposed framework contains fourmainmodules:
an application programming interfaces (APIs) module, a
routing service module, a packet queuing and scheduling
module, and a system information repository module. The
APIs module works as an interface between the user appli-
cation and the routing service module. The components of
APIs are QoS metrics selection, packet sending/receiving,
packet priority level setting, and admission control and
service level control. The QoS metrics are end-to-end delay,
delivery ratio, and power consumption. The sensed data sent
by user application for sink or other nodes is received by
the packet sending/receiving component of APIs. These data
packets contain destination ID, source ID, priority level, and
payload. The data packets are received from the network
layer. The payloads are forwarded to the user application for
aggregation after separation from the data packets. The QoS-
aware framework [9] is based on a modular technique that
addresses QoS related issues for BAN. The newer routing
techniques that consider the geographic location of neighbor
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nodes prove very effective. The benefits of using geographic
based routing include scalability, routing decisions based on
neighborhood information, and being adaptive to dynamic
environments. These protocols are also effective for mobile
nodes. In this paper, the proposed protocol uses a similar
modular approach but with the additional enhancements of
location and energy aware routing.

RL-QRP [11] is a reinforcement learning based routing
protocol with QoS support for biomedical sensor networks.
The protocol focuses on two types of QoS requirements:
packet delivery ratio and end-to-end delay. The machine
learning approach used in this protocol uses optimal routing
policies.These optimal routing policies can be found through
experiences and rewards without the requirement of keeping
precise network state information. RL-QRP [11] considers the
neighborhood node’s Q-values and location information for
the determination of a QoS route. Energy is one of the major
constraints in sensor nodes. The drawback of RL-QRP [11] is
not considering energy at all. The proposed routing protocol,
in this paper, considers the residual energy and geographic
location of the next hop node, which helps improve the node
lifetime.

LOCALMOR [13] is a QoS based BAN routing protocol
that relies on the traffic diversity of biomedical applications
and guarantees differentiated routing, based on using QoS
metrics. The three different QoS requirements: (1) energy
efficiency, (2) reliability, and (3) latency are considered in
this protocol. The data traffic of biomedical applications is
divided into four classes: regular, reliability-sensitive, delay-
sensitive, and critical. A modular approach used in LOCAL-
MOR consists of four modules: a power-efficiency module,
a reliability-sensitive module, a delay-sensitive module, and
a neighbor manager. Hello packets are used to update the
neighbor’s information in the neighbor table. The neighbor
manager module is responsible to send/receive the Hello
packets and manage the update of information of neighbors.
The data from body sensor nodes transfer to the primary
and secondary sinks via routers. LOCALMOR [13] provides
a QoS-aware modular solution for different packet types.
A data-centric multiobjective QoS-aware routing protocol
(DMQoS) [17] outperforms the LOCALMOR [13]. The mod-
ular based architecture of DMQoS [17] provides the different
routing modules to fulfill the QoS services for different
packet classes. The reliability and delay control modules
introduced in [17] result in better performance than several
state-of-the-art approaches [11, 12, 15, 18–22] in terms of lower
bit error rates, traffic load, and operation energy overload.
The purpose of proposed energy and QoS-aware routing
protocol (ZEQoS) is the reliable and energy-efficient routing
similar to LOCALMOR and DMQoS. In this paper, the
proposed routing protocol uses a similar modular approach
and same packet classification as discussed in LOCALMOR
and DMQoS. However, the mechanism of Hello protocol
and calculation used for end-to-end path delays and end-to-
end path reliabilities improves throughput and reduces the
network traffic load. The simulation results prove that our
protocol, ZEQoS, performs better than these protocols.

An energy-aware peering routing protocol (EPR) dis-
cussed in [23] is used to choose the best next hop for only

ordinary packets (OPs) by considering the energy availability
and geographic information of the devices. EPR has an
overall lower energy consumption than comparable protocols
[12, 15, 17, 20, 21] and provides better results in terms of
reduced overall network traffic, reduced number of packets
forwarded by intermediate nodes, and higher successful
data transmission rates. In [5], the QPRD was extended
to consider delay-sensitive packets (DSPs) as well as OPs.
The resulting QPRD proposed an algorithm to route DSPs
in addition to OPs. The redundant paths with the help of
end-to-end path reliabilities are used in QPRR, discussed in
[6], to ensure the reliable transmission of reliability-sensitive
packets (RSPs) and OPs. These proposed routing protocols
EPR, QPRD, and QPRR are not capable of handling OPs,
RSPs, and DSPs simultaneously. For real-time display of
patient data in the hospital environment, an energy andQoS-
aware routing protocol is required that can handle all three
data types (i.e., OPs, DSPs, and RSPs) simultaneously. With
the integration of EPR, QPRD, and QPRR, in a unified BAN
routing protocol, the ZEQoS provides a reliable solution for
the transmission of OPs, RSPs, and DSPs and displays real-
time BAN data.

3. Proposed Energy and QoS-Aware Routing
Protocol (ZEQoS)

The proposed Zahoor energy and QoS-aware routing pro-
tocol (ZEQoS) is intended to be associated with the indoor
hospital ZK-BAN peering framework [23]. To summarize,
the ZK-BAN peering framework categorizes hospital devices
into three types with the consideration of their energy levels.
Figure 1 shows a general BAN communication framework.
This hierarchical model has three communication tiers [24].
The sensor devices connected to body send data to the BAN
coordinator (BANC) in tier 1. The BANC behaves like a
cluster-head in WSNs. In tier 2, the possible next hop of
a BANC is a BANC, medical display coordinator, nursing
station coordinator, or a cellular device as shown in Figure 1.
The tier 2 communication devices with the exclusion of
the BANC forward the BAN data to tier 3 communication
devices.

The device directly connected with the power source is
considered as type 1 device such as nursing station coordina-
tor (NSC). Devices with replaceable batteries (e.g., medical
display coordinators (MDCs)) and nonreplaceable batteries
(e.g., body area network coordinators (BANCs)) are counted
in type 2 and type 3 devices, respectively, and this is illustrated
in Table 1.

According to ZK-BANpeering framework [23], the infor-
mation of BANCs and their respective peer MDCs are stored
at the NSC. This framework uses a hybrid communication
mode that can be in one of two modes, a centralized mode
or a distributedmode as appropriate. Hybrid communication
helps increase privacy and save energy consumption. In
centralized mode, the BANCs get the information of its
respective peer from the NSC. In distributed mode, BANCs
send the data reliably to their peer MDC in order to achieve
the purpose of real-time display of patient data. The detailed
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Figure 1: General BAN communication system.

Table 1: Classification of devices in hospital environment.

Class Device name Power source Channels MAC protocol Mobility

1 NSC Directly connected 2 IEEE 802.15.4
IEEE 802.11 No

2 MDC Replaceable batteries 2 IEEE 802.15.4
IEEE 802.11 Yes

3 BANC Limited energy available 1 IEEE 802.15.4 Yes

discussion of ZK-BAN peering framework can be found in
[23].

ZEQoS calculates the best next hops for OPs, DSPs, and
RSPs with the help of different modules and algorithms. The
next hop for OPs is denoted by NH

𝐸
. The selection of NH

𝐸

is based on the communication cost (𝐶
𝑖
) which is calculated

with the consideration of geographic and energy information
of the neighbor nodes. The ZEQoS employs a Hello protocol,
discussed in [23], that is used to broadcast the important
information of a node to the other nodes. For DSPs, ZEQoS
calculates the node delay and end-to-end path delays of all
possible paths from source to destination and then chooses
the next hop (i.e., NH

𝐷
) device based on the lowest end-

to-end path delay. For RSPs, ZEQoS (1) computes the end-
to-end path reliabilities of all possible paths, (2) selects the
three most reliable paths for each destination, (3) determines
the degree of path redundancy, and (4) chooses the next
hop device(s) based on the most reliable end-to-end path(s)
from the source node to the destination. ZEQoS improves the

reliability with the help of redundant paths. The architecture
of proposed ZEQoS routing protocol is shown in Figure 2 and
notations used in this protocol are given in Table 2.

The modules used in ZEQoS are spread into two layers:
MAC layer and network layer. MAC and network layer
modules are discussed below.

4. MAC Layer Modules

The MAC layer contains four modules: MAC receiver, relia-
bility module, delay module, and MAC transmitter. The data
or Hello packets from other nodes (i.e., BANC, MDC, or
NSC) are received by MAC receiver of the node 𝑖. MAC
receiver checks the MAC address of the packets and only
forwards the packets, which contain the broadcast address
or MAC address of the node 𝑖 as destination address, to
the network layer. The reliability module of node 𝑖 on MAC
layer calculates the numbers of packets sent to neighbor
node 𝑗 and the number of acknowledgements received
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Figure 2: ZEQoS routing protocol architecture.
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Figure 3: Hello packet structure.

from neighbor node 𝑗. The delay module monitors the
time required to capture the channel (DLchannel(𝑖)), MAC
layer queuing delay (DLMAC queue(𝑖)), and transmission time
(DLtrans(𝑖)) of a packet. The delay and reliability modules
send their information to the Hello protocol module of the
network layer. The neighbor table constructor algorithm in
Hello protocols module uses this information to calculate the
node delay (DLnode(𝑖)) and the link reliability between the
node 𝑖 and the neighbor node 𝑗 (𝑅link(𝑖,𝑗)).

The data and Hello packets from the network layer are
received by the MAC transmitter submodule which stores
these packets in the MAC layer queue. TheMAC layer queue
works in a first-in-first-out (FIFO) fashion. MAC transmitter
uses CSMA/CA algorithm to send the data when the channel
is captured.

5. Network Layer Modules

Network layer consists of four modules: packet classifier
(PC), Hello protocol module (HPM), routing services mod-
ule (RSM), and QoS-aware queuing module (QQM). The
detailed discussion of these modules is given below.

5.1. Packet Classifier. The packet classifier receives data and
Hello packets from the MAC receiver module of the MAC
layer. The job of packet classifier is to differentiate and
forward the data packets and Hello packets to the routing
services module and Hello protocol module, respectively.

5.2. Hello Protocol Module (HPM). According to the Hello
protocol, type 1 and type 2 devices (NSCorMDCs) sendHello
packets periodically and the BANCs broadcast their Hello
packets only at the reception of other nodes’ Hello packets
which contain the NSC or MDC information. The Hello
packet fields of node 𝑗 are shown in Figure 3. The possible
destination (Dst) can be a NSC, MDC, or BANC. The Hello
packet contains the information about the destination device
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Table 2: Notations for the proposed algorithm.

Field ID Description
Node 𝑖 Source node
Node 𝑗 Neighbor node of source node
Node Dst. Destination node (i.e. NSC, MDCs, and BAN)
IDDst Destination ID
𝐿Dst Destination location
ID
𝑗

Neighbor node 𝑗 ID
𝐿
𝑗

Neighbor node 𝑗 location
𝐷
(𝑗,Dst) Distance between neighbor node 𝑗 and destination Dst.
𝐸
𝑗

Residual energy of node 𝑗
𝐶
𝑗

Communication cost
𝑇
𝑗

Device type of node 𝑗
𝑅path(𝑗,Dst) Path reliability between neighbor 𝑗 and destination
𝐷
(𝑖,𝑗)

Distance between node 𝑖 to neighbor node 𝑗
𝑅link(𝑖,𝑗) Link reliability from node 𝑖 to neighbor node 𝑗
𝑅path(𝑖,Dst) Path reliability from node 𝑖 to destination Dst.
NH
(𝑖,Dst) Next hop between node 𝑖 and destination Dst.

NH
𝐸

Energy-aware next hop
NH
𝑅1

1st reliable next hop
NH
𝑅2

2nd reliable next hop
NH
𝑅3

3rd reliable next hop
NH
𝐷

Next hop for delay-sensitive packets
DLpath(𝑖,Dst) Path delay from node 𝑖 to destination Dst.
DLnode(𝑖) Time delay within the node 𝑖
DLreq Required path delay for delay-sensitive packets
𝑅req Required reliability of reliability-sensitive packets
𝑅option1(𝑖,Dst) 1st option reliability for sending reliability-sensitive packets
𝑅option2(𝑖,Dst) 2nd option reliability for sending reliability-sensitive packets
𝑅option3(𝑖,Dst) 3rd option reliability for sending reliability-sensitive packets

IDDst LDst IDj Lj Cj TjD(i,j) Rpath(i,Dst) DLpath(i ,Dst)DLnode(i)Rlink(i,j)D(j,Dst)

Figure 4: Neighbor table structure.

ID (IDDst), destination location (𝐿Dst), sender’s ID (ID
𝑗
),

residual energy (𝐸
𝑗
), device type (𝑇

𝑗
), distance (𝐷

(𝑗,Dst)),
path reliability (𝑅path(𝑗,Dst)), and path delay (DLpath(𝑗,Dst)).
The subscript (𝑗,Dst) means from sender node 𝑗 to the
destination.

The node 𝑖 receives the Hello packet. The information
received from the reliabilitymodule, delaymodule, andHello
packets of the MAC receiver module is used by the neighbor
table constructor algorithm to construct the neighbor table.
The neighbor table constructor algorithm of node 𝑖 calculates
its ownDLpath(𝑖,Dst) and𝑅path(𝑖,Dst) based on the information in
the Hello packets. Node 𝑖 updates the values of Hello packet
fields and broadcasts it to the other nodes. The mechanism
of Hello protocol used in ZEQoS is described briefly in the
following paragraph and is described in [23].

The neighbor table and neighbor table constructor algo-
rithm are the two submodules of the Hello protocol module.

In addition to Hello packet fields, the neighbor table contains
fields for both hop-by-hop delay (DLnode(𝑖)) and reliability
(𝑅link(𝑖)) and end-to-end delay (DLpath(𝑖,Dst)) and reliability
(𝑅path(𝑖,Dst)). Neighbor table also uses communication cost
(𝐶
𝑖
) instead of residual energy (𝐸

𝑖
). The neighbor table

structure of node 𝑖 is shown in Figure 4.

5.2.1. Neighbor Table Constructor Algorithm. The neighbor
table constructor algorithm updates the values of the neigh-
bor table fields periodically after receiving every new Hello
packet. Neighbor table constructor algorithm calculates the
values of the additional field used in neighbor table such as
DLnode(𝑖), 𝑅link(𝑖), DLpath(𝑖,Dst), 𝑅path(𝑖,Dst), 𝐶𝑖, and 𝐷(𝑖,𝑗). The
terms rm, hp, dm, and nt used in Algorithm 1 stand for
reliability module, Hello packet, delay module, and neighbor
table, respectively.
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INPUT: Hello Packet, at each node 𝑖.

(1) 𝑋
𝑖
=
𝑁Acks(rm)
𝑁Trans(rm)

(2) 𝜌
𝑟
← 0.4

(3) 𝑅link(𝑖,𝑗) = (1 − 𝜌𝑟) ∗ 𝑅link(𝑖,𝑗) + 𝜌𝑟 ∗ 𝑋𝑖
(4) 𝑅path(𝑖,Dst) = 𝑅link(𝑖,𝑗) + 𝑅path(𝑗,Dst)(hp)
(5) 𝜌

𝑑
← 0.2

(6) DLqueue+channel ← First packet delay
(7) DLqueue+channel = (1 − 𝜌𝑑) ∗ (DLMAC queue (dm) + DLchannel(dm) + DLNet queue)

+ 𝜌
𝑑
∗ (DLMAC queue (dm) + DLchannel(dm) + DLNet queue)

(8) DLnode(𝑖) = DLtrans(𝑖) (dm) + DLqueue+channel + DLproc
(9) DLpath(𝑖,Dst) = DLnode(𝑖) + DLpath(𝑗,Dst)(hp)

(10) 𝐷
(𝑖,𝑗)
= √(𝑋

𝑖
− 𝑋
𝑗
)
2

+ (𝑌
𝑖
− 𝑌
𝑗
)

2

(11) 𝐶
𝑗
=

(𝑇
𝑗
(hp) ∗ 𝐷2

(𝑖,𝑗)
(hp))

𝐸
𝑗
(hp)

(12) 𝐷
(𝑖,Dst) =
√(𝑋
𝑖
− 𝑋Dst)

2

+ (𝑌
𝑖
− 𝑌Dst)

2

(13) if (𝐷
(𝑗,Dst(hp) < 𝐷(𝑖,Dst)) then

(14) (add a new record for the Dst’s information in the neighbor table)
(15) IDDst(nt) ← IDDst(hp)
(16) ID

𝑗
(nt) ← ID

𝑗
(hp)

(17) 𝐿
𝑗
(nt) ← 𝐿

𝑗
(hp)

(18) 𝐷
(𝑗,Dst)(nt) ← 𝐷(𝑗,Dst)(hp)

(19) 𝐷
(𝑖,𝑗)
(nt) ← 𝐷

(𝑖,𝑗)

(20) 𝐶
𝑗
(nt) ← 𝐶

𝑗

(21) 𝑇
𝑗
(nt) ← 𝑇

𝑗
(hp)

(22) 𝑅link(𝑖,𝑗)(nt) ← 𝑅link(𝑖,𝑗)
(23) 𝑅path(𝑖,Dst)(nt) ← 𝑅path(𝑖,Dst)
(24) DLnode(𝑖)(nt) ← DLnode(𝑖)
(25) DLpath(𝑖,Dst)(nt) ← DLpath(𝑖,Dst)
(26) end if
(27) (add a new record for the neighbor node 𝑗’s information in the neighbor table)
(28) IDDst(nt) ← ID

(Dst)(hp)
(29) ID

𝑗
(nt) ← ID

𝑗
(hp)

(30) 𝐿
𝑗
(nt) ← 𝐿

𝑗
(hp)

(31) 𝐷
(𝑗,Dst)(nt) = 0

(32) 𝐷
(𝑖,𝑗)
(nt) ← 𝐷

(𝑖,𝑗)

(33) 𝐶
𝑗
(nt) ← 𝐶

𝑗

(34) 𝑇
𝑗
(nt) ← 𝑇

𝑗
(hp)

(35) 𝑅link(𝑖,𝑗)(nt) ← 𝑅link(𝑖,𝑗)
(36) 𝑅path(𝑖,Dst)(nt) ← 𝑅path(𝑖,Dst)
(37) DLnode(𝑖)(nt) ← DLnode(𝑖)
(38) DLpath(𝑖,Dst)(nt) ← DLpath(𝑖,Dst)

Algorithm 1: Neighbor table constructor algorithm for ZEQoS.

The average probability of successful transmission
𝑋
𝑖
after every 4 seconds is calculated by using (1). Consider

𝑋
𝑖
=
𝑁Acks
𝑁Trans
, (1)

where 𝑁Acks = number of acknowledgements and 𝑁Trans =
number of transmissions.

The link reliability between node 𝑖 and neighbor node 𝑗
(𝑅link(𝑖,𝑗)) is calculated by using the exponentially weighted
moving average (EWMA) equation (2). Consider

𝑅link(𝑖,𝑗) = (1 − 𝜌𝑟) 𝑅link(𝑖,𝑗) + 𝜌𝑟 × 𝑋𝑖, (2)
where 𝜌

𝑟
is the average weighting factor that satisfies 0 < 𝜌

𝑟
≤

1. Algorithm 1 uses 𝜌
𝑟
= 0.4.

The path reliability between node 𝑖 and destination node
Dst (𝑅path(𝑖,Dst)) is calculated by using (3). Consider

𝑅path(𝑖,Dst) = 𝑅link(𝑖,𝑗) × 𝑅path(𝑗,Dst). (3)
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DLpath(i ,Dst)IDDst LDst NHE NHD
NHR1 NHR2 NHR3

Roption1(i,Dst) Roption2(i,Dst) Roption3(i,Dst)

Figure 5: Routing table structure.

The values of 𝑅link(𝑖,𝑗) and 𝑅path(𝑗,Dst) are used from (2)
andHello packet (hp), respectively.The calculation of finding
𝑅path(𝑖,Dst) is given in Algorithm 1 (lines 1–4).

The delay due to the queues of MAC and network
layers and channel capture (DLqueue+channel) is calculated by
using the exponentially weighted moving average (EWMA)
formula. Consider

DLqueue+channel

= (1 − 𝜌
𝑑
) ∗ (DLMAC queue (dm)

+DLchannel (dm) + DLNet queue)

+ 𝜌
𝑑
∗ (DLMAC queue (dm) + DLchannel (dm)

+DLNetqueue) ,

(4)

where the values of MAC queue delay and channel capture
time are received fromdelaymodule (dm),whereas the values
of network queue delays are calculated on network layer. The
initial value of DLqueue+channel is the delay of the first packet
sent by the node. The selection of 𝜌

𝑑
value is the personal

choice and experience, but it should satisfy 0 < 𝜌
𝑑
≤ 1. The

recommended values are 0.2 ≤ 𝜌
𝑑
≤ 0.3. Algorithm 1 uses

𝜌
𝑑
= 0.2.
The value of node delay (DLnode(𝑖)) is calculated with the

addition of the packet delays due to transmission, queuing,
processing, and capturing of the channel. Consider

DLnode(𝑖) = DLtrans(𝑖) (dm) + DLqueue+channel + DLproc. (5)

The path delay between node 𝑖 and destination node Dst
(DLpath(𝑖,Dst)) is calculated by using (6). Consider

DLpath(𝑖,Dst) = DLnode(𝑖) + DLpath(𝑗,Dst) (hp) , (6)

where initial value of DLpath(𝑗,Dst) is zero when 𝑗 = Dst.
The values of DLnode(𝑖) are calculated in (5) and

DLpath(𝑛,Dst) is received from Hello packet (hp).
The calculation of finding DLpath(𝑖,Dst) is shown in Algo-

rithm 1 from lines 5–9.
Algorithm 1 (lines 11-12) calculates the communication

cost (𝐶
𝑗
) and distance from node 𝑖 to the neighbor node

𝑗(𝐷
(𝑖,𝑗)
) by using (7). Consider

𝐷
(𝑖,𝑗)
= √(𝑋

𝑖
− 𝑋
𝑗
)
2

+ (𝑌
𝑖
− 𝑌
𝑗
)
2

,

𝐶
𝑗
=

(𝑇
𝑗
∗ 𝐷
2

(𝑖,𝑗)
)

𝐸
𝑗

,

(7)

where 𝑋
𝑖
, 𝑌
𝑖
stand for the 𝑋, 𝑌 coordinates of node 𝑖 and

𝑋DST, 𝑌DST represent the𝑋, 𝑌 coordinates of the destination.

It is also assumed that the locations of NSC and MDCs are
known. The RSSI localization technique given in [25] is used
to calculate the values of 𝑋

𝑖
and 𝑌

𝑖
of the node 𝑖. The values

of 𝑇
𝑗
, 𝐷
(𝑖,𝑗)

, and 𝐸
𝑗
are received from Hello packet (hp). The

shorter distance (𝐷
(𝑖,𝑗)

), lower device type (𝑇
𝑗
), and higher

residual energy (𝐸
𝑗
) will generate a lower communication

cost (𝐶
𝑗
).The node 𝑗with lowest value of𝐶

𝑗
is the best choice

for next hop.
Lines 13–26 of Algorithm 1 show that a new record for

the destination is added in neighbor table if the distance
from the neighbor node 𝑗 to the destination (𝐷

(𝑗,Dst)) is less
than the distance from the node 𝑖 to the destination; that is,
𝐷
(𝑗,Dst)(hp) < 𝐷(𝑖,Dst).
A new record with the information of the neighbor node
𝑗 is also added with the new calculated values as shown in
Algorithm 1 from lines 27–38.

The neighbor table constructor algorithm repeats the
same process of updating the neighbor table after receiving
every new Hello packet.

5.3. Routing Services Module. The routing services module
contains four submodules: QoS classifier, routing table con-
structor algorithm, routing table, and path selector algorithm.
The QoS classifier submodule is responsible for categoriz-
ing the data packets into delay-sensitive packets (DSPs),
reliability-sensitive packets (RSPs), and ordinary packets
(OPs). The routing table constructor algorithm is used to
construct and update the routing table. The routing table
submodule stores the required information of the next hop(s)
for the data packets. The routing table structure for node 𝑖 is
shown in Figure 5. The path selector algorithm chooses the
best path(s) for each category (DSP, RSP, or OP) of traffic,
based on the QoS requirement.

5.3.1. Routing Table Constructor Algorithm. The neighbor
table entries are used to construct the routing table. Neighbor
table contains multiple records for each destination. The
routing table constructor algorithm determines the best next
hops OPs, RSPs, and DSPs. It filters the neighbor table and
only chooses an entry with the best values for the routing
table. As shown in Algorithm 2, a new record is added in the
routing table for each destination Dst ∈ {MDC,NSC,BAN}.
Lines 2–8, 9–27, and 28–34 are used to determine the values
related to the OPs, RSPs, and DSPs, respectively.

The next hop for OPs (NH
𝐸
) will be the destination

ID (IDDst) if the neighbor node is also the destination
node (line 2). Otherwise a neighbor node 𝑗 with the lowest
communication cost (𝐶

𝑗
) will be selected as next hop (NH

𝐸
).

For RSPs, the routing table constructor algorithm of
ZEQoS finds three possible paths to ensure the minimum
required reliability. For each destination, the three paths with
highest reliabilities (𝑅path1(𝑖,Dst), 𝑅path2(𝑖,Dst), and 𝑅path3(𝑖,Dst))
are chosen and their corresponding next hops (NH

𝑅1
, NH
𝑅2
,
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INPUT: Neighbor table, 𝑖’s neighbor table records NH
(𝑖,Dst), ∀Dst ∈ {MDC, NSC, BAN}

(1) for each destination Dst ∈ {NSC, MDC, BAN} do
(2) if (ID

𝑗
(nt) == IDDst(nt)) then

(3) NH
𝐸
← IDDst(nt)

(4) else
(5) if (𝐶

𝑗
= = min
𝑘∈NH(𝑖,Dst)

𝐶
𝑘
) then

(6) NH
𝐸
← ID

𝑗
(nt)

(7) end if
(8) end if
(9) NH

𝑅
= {All neighbor nodes 𝑗 ∈ NH

(𝑖,Dst)}

(10) if (NH
𝑅
= = NULL) then

(11) Put NULL in NH
𝑅1
,NH
𝑅2
,NH
𝑅3
, 𝑅option1(𝑖,Dst), 𝑅option2(𝑖,Dst), 𝑅option3(𝑖,Dst)

(12) else
(13) Sort NH

𝑅
in descending order of 𝑅path(𝑖,Dst)

(14) NH
𝑅1
= first neighbor node 𝑗 ∈ NH

𝑅

(15) 𝑅option1(𝑖,Dst) = 𝑅path(𝑖,Dst)
(16) 𝑃error = 1 − 𝑅option1(𝑖,Dst)
(17) if (|NH

𝑅
| > 1)

(18) NH
𝑅2
= second neighbor node 𝑗 ∈ NH

𝑅

(19) 𝑃error = 𝑃error ∗ (1 − 𝑅path(𝑖,Dst))

(20) 𝑅option2(𝑖,Dst) = 1 − 𝑃error
(21) end if
(22) if (NH𝑅

 > 2)

(23) NH
𝑅3
= third neighbor node 𝑗 ∈ NH

𝑅

(24) 𝑃error = 𝑃error ∗ (1 − 𝑅path(𝑖,Dst))

(25) 𝑅option3(𝑖,Dst) = 1 − 𝑃error
(26) end if
(27) end if
(28) NH = {All neighbor nodes 𝑗 ∈ NH

(𝑖,Dst)}

(29) if (|NH| = = 1) then
(30) NH

𝐷
← NH

(31) else if (|NH| > 1) then
(32) Sort NH in ascending order of DLpath(𝑖,Dst)
(33) NH

𝐷
= first neighbor node 𝑗 ∈ NH

(34) end if
(35) (add a new record for the Dst’s information in the routing table)
(36) IDDst ← IDDst(nt)
(37) 𝐿Dst ← 𝐿Dst(nt)
(38) NH

𝐸
← NH

𝐸

(39) NH
𝑅1
← NH

𝑅1

(40) NH
𝑅2
← NH

𝑅2

(41) NH
𝑅3
← NH

𝑅3

(42) NH
𝐷
← NH

𝐷

(43) NHoption1(𝑖,Dst) ← NHoption1(𝑖,Dst)
(44) NHoption2(𝑖,Dst) ← NHoption2(𝑖,Dst)
(45) NHoption3(𝑖,Dst) ← NHoption3(𝑖,Dst)
(46) DLpath(𝑖,Dst) ← DLpath(𝑖,Dst)
(47) end for

Algorithm 2: Routing table constructor algorithm for ZEQoS.

and NH
𝑅3
) are stored in the routing table. The routing table

constructor calculates and stores the three options for RSP.
Line 9 of Algorithm 2 shows that the node 𝑖 identifies the
next hop candidates by searching the records which have
the same IDDst in neighbor table and stores them in the
variable NH

𝑅
. If NH

𝑅
is empty, it means there is no next

hop stored in NH
𝑅
. The node stores NULL to NH

𝑅1
, NH
𝑅2
,

NH
𝑅3
, 𝑅option1(𝑖,Dst), 𝑅option2(𝑖,Dst), and 𝑅option3(𝑖,Dst). If NH𝑅

is not empty, the next hop nodes’ information is stored in
the routing table one after another in descending order of
their path reliabilities 𝑅path(𝑖,Dst). The first neighbor node 𝑗
with the highest reliability in the routing table is stored as
NH
𝑅1

(line 14). If there are two entries in NH
𝑅
then the

aggregate reliability of first and second paths (𝑅option2(𝑖,Dst))
is calculated (lines 17–21). In case of more than two entries
in NH

𝑅
, the aggregate reliability of first, second, and third
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INPUT: Routing table, 𝑖’s routing table records NH
(𝑖,Dst), ∀Dst ∈ {MDC, NSC, BAN}

(1) for each data packet do
(2) if data packet is delay-sensitive packet (DSP)
(3) if (DLpath(𝑖,Dst) <= DLreq) then
(4) send to NH

𝐷

(5) else
(6) drop the packet immediately
(7) end if
(8) else if data packet is reliability-sensitive packet (RSP)
(9) if (𝑅option1(𝑖,Dst) > 𝑅req)
(10) send to NH

𝑅1

(11) else if (𝑅option2(𝑖,Dst) > 𝑅req)
(12) send to NH

𝑅1
and NH

𝑅2

(13) else if (𝑅option3(𝑖,Dst) > 𝑅req)
(14) send to NH

𝑅1
, NH
𝑅2

and NH
𝑅3

(15) else
(16) drop the packet immediately
(17) end if
(18) else if data packet is Ordinary Packet (OP)
(19) send to NH

𝐸

(20) else
(21) drop the packet immediately
(22) end if
(23) end for

Algorithm 3: Path selector algorithm for ZEQoS.

paths (𝑅option3(𝑖,Dst)) is calculated (lines 22–26). In the routing
table, the three paths with highest reliabilities (𝑅path1(𝑖,Dst),
𝑅path2(𝑖,Dst), and 𝑅path3(𝑖,Dst)) are chosen and their correspond-
ing next hops (NH

𝑅1
, NH
𝑅2
, and NH

𝑅3
) are stored for each

destination in the routing table.The routing table constructor
calculates and stores the three options for RSP. The detailed
calculations of 𝑅option1(𝑖,Dst), 𝑅option2(𝑖,Dst), and 𝑅option3(𝑖,Dst) are
discussed in earlier work [6].

For DSP data, the path delay DLpath(𝑖,Dst) has been cal-
culated by using the neighbor table constructor algorithm
(line 9 of Algorithm 1) and stored in neighbor table for each
next hop candidate. The node stores the neighbor node’s IDs
in the variable NH (line 28). If NH has only one entry, this
means there is only one path available. The node stores this
entry to NH

𝐷
(line 30). Otherwise the node sorts the NH

entries in ascending order with respect to the path delay
(i.e., DLpath(𝑖,Dst)) values and then stores the first entry which
has the lowest path delay in NH

𝐷
(lines 32-33). The next

hop candidate NH
𝐷
is then stored with its path delay value

(DLpath(𝑖,Dst)) in the routing table. Algorithm 2 (lines 27–38)
shows that a new record for the destination Dst is added with
the calculated values.

The routing table constructor algorithm repeats the same
process of updating the routing table after receiving every
new Hello packet.

5.3.2. Path Selector Algorithm. The data packets from both
upper layers and packet classifiers are received by QoS
classifier. The QoS classifier classifies the packets into DSP,
RSP, and OP data. For each data packet, the path selector
algorithm checks the QoS requirement and chooses the

most appropriate next hop(s). Lines 2–7, 8–17, and 18–21
of Algorithm 3 are used for the selection of appropriate
next hops of DSPs, RSPs, and OPs, respectively. The path
selector algorithm compares the delay requirement (DLreq)
with the path delay (DLpath(𝑖,Dst)) of NH𝐷 which is stored in
the routing table. If the path delay (DLpath(𝑖,Dst)) is lower than
required delay (DLreq), the packet is sent to NH𝐷 (lines 3-4).
Otherwise, the packet is dropped (line 6).

For RSPs, the path selector algorithm checks if the
reliability of a single path exceeds 𝑅req; then a single path is
used to send these packets through NH

𝑅1
(lines 9-10). In case

the required reliability is greater than the reliability of any
single path, then, the path selector selects two paths (by using
NH
𝑅1

andNH
𝑅2
) whose aggregate reliability is more than the

requested𝑅req (lines 11-12). If not, three paths are used as long
as their aggregate reliability is greater than the 𝑅req (lines 13-
14) or else the packet is dropped. The method of finding the
aggregate reliabilities is given in Algorithm 2 and discussed
in Section 5.3.1. For OPs, the path selector algorithm returns
the next hop NH

𝐸
(lines 18-19). Any unknown packet should

be dropped without assigning any next hop (line 21).

5.4. QoS-Aware Queuing Module. The data packets are sent
to the QoS-aware queuing module (QQM) after the selection
of appropriate next hop(s) by routing services module. QQM
receives the data packets and separates these packets in three
classes (DSPs, RSPs, and OPs). An individual queue is used
for each class of packets. QQM functions are the same as
discussed in [17]. The priority of the DSPs queue is higher
than that of the RSPs and OPs queues. The RSPs queue has
lower priority than DSPs queue. The priority of OPs queue is
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Table 3: Parameters information.

Deployment

Area 16m by 21m
Deployment type Movable source node BAN2 (shown in Figure 6)
Number of nodes 49 nodes (24 BANs, 24 MDCs, and 1 NSC)

Initial nodes locations As shown in Figure 6
Initial node energy 18720 J (=2AA batteries)

Buffer size 32 packets
Link layer trans. rate 250Kbps
Transmit power −25 dBm

Task
Application type Event-driven
Max. packet size 32 Bytes

Traffic type CBR (constant bit rate)
MAC IEEE 802.15.4 Default values
Simulation Time 2003 seconds (3 seconds is setup time)

the lowest. By default, the DSPs queue with highest priority
sends the packets first. The packets from lower priority RSP
queue will be sent only when the DSPs queue is empty. The
OPs need to wait until the DSPs and RSPs queues are empty.
However, for fair treatment of OPs data, a timeout is used by
all the queues. A queue sends the packets to the MAC layer
within the period specified by the timeout for that queue.
QQM changes the control from higher priority queue to
lower priority queue after the queue timeout occurs.

6. Performance Evaluation

OMNeT++ based simulator Castalia [26] is used to test the
performance of the proposed ZEQoS routing protocol. The
simulation results prove that the ZEQoS approach based on
end-to-end path delays and reliabilities in addition to the
available energy and geographic information of the node are
more effective for all data types (i.e., OPs, DSPs, and RSPs)
when compared with DMQoS and noRouting protocols.
The simulations are done by considering a real 24-bed
hospital scenario outlined in Section 6.1.The details about the
scenario, parameters information, and performance results
for the simulations are provided below.

6.1. 49 Nodes in Hospital Environment. A real 24-patient bed
hospital with a movable source node is considered for the
testing of ZEQoS routing protocol, as shown in Figure 6.
The approximate measurements used for this hospital envi-
ronment are similar to the hematology-oncology unit of the
children’s hospital named IWK Health Centre Halifax, NS,
Canada. The approximate area covered by this unit is 16m
by 21m.The distance between two beds is 3 meters which is a
recommended transmission range for BAN communication
in hospital environment. Each BAN transmits the data to its
respective MDC. All the BANs and MDCs are sending or
receiving Hello protocols to/from other nodes and the NSC.
The total numbers of nodes used in this scenario are 49 which
include 24 BANs, 24MDCs, and 1 NSC.TheNSC is placed on
the left side of the deployment area. The patient rooms are in
four rows. The room numbers 1–7, 8–12, 13–17, and 10–24 are

in rows 1, 2, 3, and 4, respectively. Room number 18 and the
nursing station are just in front of all these rows.

TheMDCs and BANs are movable but normally anMDC
placed in a room moves only within that room. BANs can
move freely anywhere. It is assumed that the MDC of one
room has a connection with the MDC of the next room.
The patient node BAN

2
is considered as a movable BAN

coordinator (BANC). As a fast walking patient, the speed of
movable BANC is set to 1 meter per second. The node BAN

2

moves vertically as shown by the green arrows in Figure 6.
The source node BAN

2
displays its data to MDC

2
.

6.2. Parameters Used for Simulations. The transmit power
used in simulations is −25 dBm. The transmission range of
−25 dBm is about 3 meters which is the recommended value
for BAN communication [2] in hospital environment. The
network parameters used in our simulations are shown in
Table 3.

6.3. Performance Results. The source nodes send a total
of 95 K data packets in the 49-node hospital environment.
The above mentioned parameters are calculated after the
transmission of every 9.5 K packet of all types sent by the
source nodes. All types of data packets including OPs, DSPs,
and RSPs are sent from source nodes. To achieve a 97%
confidence interval for the illustrative results, three runs
are simulated in every experiment which may introduce a
maximum error of 3 × 10−3, based on the error calculation
done by Castalia simulator [27]. The below two cases are
considered for the same scenario shown in Figure 6.

Case 1. A fixed number of DSPs and RSPs but a variable
number of OPs are sent from the source nodes. The number
of DSPs is 1.2 K when 9.5 K packets are sent by source
nodes. After that 7 K DSPs are consistently included in the
offered traffic loads by source nodes. The 7K RSPs are
included consistently in all offered traffic loads. The OPs are
continuously increased from 1K to 81 K aswith the increase of
offered traffic load from 9.5 K to 95K, respectively. The types
of data packets included in the offered traffic load are shown
in Figure 7(a).
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Figure 6: Node deployment for 24 patient beds in hospital environment.
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Figure 7: Offered traffic by source nodes.

Case 2. A variable number of OPs, DSPs, and RSPs are sent
with the ratio of 40%, 30%, and 30%, respectively. The OPs
constitute from 4K to 39.5 K packets as the offered traffic
load is increased from 9.5 K to 95K. Similarly, DSPs and RSPs
packets constitute from 2.8 K to 28K packets of each type,

when the total offered traffic load by source nodes is increased
from 9.5 K to 95K packets. Figure 7(b) shows the types of
packets included in the offered traffic load for Case 2.

The throughput, packets forwarded by intermediate
nodes, network traffic, packets dropped at the network layer,
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Figure 8: Throughput versus offered traffic.

packets dropped onMAC layer, and energy consumption are
measured. The performance results of each parameter are
discussed below.

6.3.1.Throughput. Thethroughput ismeasured by calculating
the number of packets received successfully at the destination
nodes. The successful transmission rate or throughput is
measured after the transmission of every 9.5 K packet sent by
the source. For Case 1, Figure 8(a) shows that ZEQoS provides
a consistent reliability which is in excess of 82%, 85%, and 81%
for OPs, DSPs, and RSPs, respectively. For Case 2, as shown
in Figure 8(b), the successful transmission rate of OPs, DSPs,
and RSPs is in excess of 88%, 86%, and 75%, respectively.

The results from Figure 8 show that the mechanism of
ZEQoS handles all the data types (i.e., OPs, DSPs, and RSPs)
successfully with higher throughput. ZEQoS overcomes the
issues of traffic congestion by using the end-to-end path
delays and reliabilities for DSPs and RSPs, respectively. Also
the transmission of RSPs over redundant paths ensures the
higher reliability of RSPs packets.

The path selection mechanism of ZEQoS considers the
geographic location, energy availability, end-to-end path
delays, and end-to-end path reliabilities for all nodes in the
network which helps improve the overall throughput for all
the data types.

6.3.2. Packets Forwarded by Intermediate Nodes. The
approach used in ZEQoS for the selection of the most
appropriate next hop is very effective. In the proposed ZEQoS
scheme, a BAN coordinator does not send data to other BAN
coordinators unless it is necessary. The BAN coordinator in
the proposed ZEQoS sends data to another BAN coordinator
only if it is necessary. The BAN coordinators send the data
packets directly to the destinations. In noRouting, the delay-
sensitive data packets are forwarded to random next hop
devices instead of algorithm’s next hop based on end-to-end

path delay routes. Figure 9 shows the number of OPs, DSPs,
and RSPs forwarded by the intermediate nodes.

It is seen from Figure 9 that no OPs or DSPs data packets
are forwarded by any intermediate nodes. In Case 1, the
number of RSPs forwarded by intermediate nodes is only 94
which is negligible when compared to the overall network
traffic. In Case 2, from Figure 9(b) it is shown that the
intermediate nodes forwarded 85 to 433 RSPs when offered
traffic is increased from 9.5 K to 95K. The control of Hello
packets broadcast also helps reduce the packets forwarded by
intermediate nodes.

6.3.3. Overall Network Traffic. The lower number of for-
warded packets as discussed in the previous section helps
reduce the overall network traffic. The Hello packets are not
added in this network traffic. In Case 1, Figure 10(a) shows
that the overall network traffic due to OPs, DSPs, and RSPs
are almost 7 K, 7 K, and 1 K to 81 K, respectively.The numbers
ofHello packets are 179K to 2198Kwhen 9.5 K to 95K offered
traffic load is applied from the source nodes, respectively. In
Case 2, the overall network traffic due to OPs, DSPs, and
RSPs is almost 4 K to 39K, 2.5 K to 28K, and 3K to 28.5 K,
respectively, as shown in Figure 10(b). In addition to data
packets, 182 K to 2171.5 KHello packets are also part of overall
network trafficwhen 9.5 K to 95.5 K packets are sent by source
nodes, respectively.

6.3.4. Packets Dropped at the Network Layer. In previous
protocols like DMQoS [17], the source nodes calculate the
hop-by-hop delay and reliability of the next hop nodes for the
DSPs andRSPs, respectively, and send the data to the best next
hopwhich has lowest delay forDSPs and highest reliability for
RSPs. The next hop then calculates the delays or reliabilities
of its upstream nodes. The packets are dropped in case of not
meeting the requested delay or reliability by all neighboring
upstream nodes. ZEQoS resolves this problem by using the
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Figure 9: Packets forwarded by intermediate nodes.
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Figure 10: Overall network traffic versus offered load.

end-to-end path delays and reliabilities for DSPs and RSPs,
respectively. Also the use of three redundant paths for RSPs
in ZEQoS ensures better transmission rate. In Case 1, ZEQoS
drops 23 DSPs and 714 RSPs data packets for all the traffic
loads as shown in Figure 11(a). In Case 2, Figure 11(b) shows
that the DSPs and RSPs dropped at the network layer due to
not meeting the requested reliability and delay requirements
are an average of 0.2% and 4.4%, respectively.

6.3.5. Packets Dropped by the MAC Layer. The total number
of packets dropped by the MAC layer due to buffer overflow,

busy channel, and no acknowledgements is measured. Fig-
ure 12 shows the packets dropped by MAC layer for Cases 1
and 2, respectively. The total offered traffic including Hello
packets is 188 K to 2294K and 192K to 2267K for Cases 1
and 2, respectively. No data packets are dropped due to busy
channel in both cases. Also the packets dropped due to no
acknowledgments increases from 1K to 11 K in both cases. It
is seen from Figure 12 that packets dropped due to the MAC
buffer overflow are very high. In Case 1, the packets dropped
due to the buffer overflow are 16 K to 209K, whereas, in Case
2, the average packets dropped due to buffer overflow is 8.4%.
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Figure 11: Packets dropped at the network layer due to lower delay or reliability requirements.
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Figure 12: Packets dropped by the MAC layers.

6.3.6. Overall Energy Consumption. The overall energy con-
sumption in both cases for ZEQoS is discussed in this section.
It shows that ZEQoS provides a consistent and more reliable
delivery of all three types of data packets (OPs, DSPs, and
RSPs) as previously discussed in Section 6.3.1. The energy
consumptions of both cases are similar as shown in Figure 13.
The figure shows that ZEQoS consumes 112 to 118 Joules of
energy when the offered load is 9.5 K to 95K data packets as
sent by source nodes. The drawback of ZEQoS is to consume
much higher energy as compared to the energy consumption

of the protocols (EPR, QPRD, and QPRR) which are not
handling all three data types OPs, DSPs, and RSPs at a time.

7. Performance Comparison
with DMQoS and NoRouting

In this section, the performance of ZEQoS is compared with
the DMQoS routing protocol [17] and noRouting. Norouting
mechanism is used in the noRouting is case. The packets are
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Figure 13: Overall energy consumption.
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forwarded to random next hop devices instead of following
any algorithm’s next hop. The comparison with noRouting is
used to verify whether forwarding the packets to a random
next hop device results in a better successful transmission
rate than the ZEQoS routing which is based on energy and
QoS-aware algorithm. The experimental results, shown in
Figure 14, prove that the approach used by ZEQoS is more
effective. The node deployment used for this test is similar
to Case 2 of Section 6.3. The network parameters used in
our simulations are shown in Table 2. The offered traffic load
generated from nodes is 40%, 30%, and 30% of OPs, DSPs,
and RSPs, respectively. The total 95 K packets are sent from
the source nodes and the results are noted after every 9.5 K
packet.

Figure 14(a) shows that ZEQoS provides a consistent 84%
throughput; however, it is seen that the reliabilities ofDMQoS
and noRouting are on average 36% and 65%, respectively.
Figure 14(b) shows that the packets forwarded by the interme-
diate nodes inZEQoS are almost negligible; whereas,DMQoS
and noRouting forward 21 K and 42K packets, respectively.
The hop-by-hop mechanism used in DMQoS causes the
increased forwarded packets.The network traffic is increased
when more packets are forwarded by intermediate nodes as
shown in Figure 14(c). The increased network traffic causes
the traffic congestion andmore packets are dropped onMAC
and network layers as explained in Sections 6.3.4 and 6.3.5. It
is seen from Figure 14(d) that the energy consumption for all
three protocols is the same for all the traffic loads.

8. Conclusion

A new modular energy and QoS-aware routing protocol
(ZEQoS) for hospital BAN communication is proposed in
this paper. The modules of new protocol are divided into two
main types: MAC layer modules and network layer modules.
MAC layer modules include the MAC receiver, the reliability
module, the delay module, and the MAC transmitter. The
packet classifier, the Hello protocol module, the routing
services module, and the QoS-aware queuing module are
included in network layer modules.

The proposed ZEQoS routing protocol provides a mech-
anism with the help of neighbor table constructor algorithm,
routing table constructor algorithm, and path selector algo-
rithm to calculate the communication costs, end-to-end path
delays, and end-to-end path reliabilities of all possible paths
from a source to destination and then decides on the best
possible path(s) with the consideration of QoS requirement
of the OPs, RSPs, and DSPs.

OMNeT++ based simulator Castalia 3.2 [26] was used
to test the performance of the proposed protocol. The
simulations were performed by considering a real hospital
scenario when a source node was movable. All three types of
data packets OPs, RSPs, and DSPs were sent from the source
nodes. Both fixed and variable numbers of OPs, DSPs, and
RSPs were considered. The simulation results showed that
the ZEQoS had in excess of 81% and 75% throughput for
all classes of packets in fixed and variable cases, respectively,
whenoffered traffic load of 9.5 K to 95Kpacketswas used.The

simulation results showed that the ZEQoS had superior per-
formance in excess of 84% throughput when compared with
DMQoS and noRouting provides 36% and 65%, respectively.
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The focus of this study is the optimal configuration of a wireless low-power duty-cycled network with respect to theminimal energy
consumption. Precisely, the energy consumption of a truncated-ARQ scheme in realistic shadowing environments is examined for
the reference IEEE 802.15.4e standard protocol and for its cooperative extension that is presented in the paper. We show how to
choose between the direct or multihop forwarding and the cooperative version of the two. We determine the optimal forwarding
strategy for both loose and strict reliability requirements. Low-power links are parametrised by the interdevice distance and the
corresponding outage probability, for the fixed output transmission power. It is shown that significant amounts of energy can be
saved when the most adequate scheme of the three is applied. All analytical results are validated in the network simulator ns-3.

1. Introduction

A device domain of the machine-to-machine (M2M) com-
munication system largely consists of resource-constrained,
low-power, and energy-efficient devices. Following years
of research and fine-tuning, viable technical solutions for
achieving the adequate low energy regime have been devised
and the standardised protocol stack has been put forward
[1]. The lifetime of wireless M2M devices is measured in
years or decades; extreme energy efficiency is thus a must
and only achieved through aggressive duty-cycling [2]. A
duty-cycled device keeps the radio transceiver in sleep state
most of the time, except for the periodic wake-ups used to
transmit the collected data. In this way, both overhearing and
idle listening are evaded with the goal of conserving energy.
The IEEE 802.15.4e standard amendments [3] define the
required duty-cycled scheme. Arguments for applying this
scheme are provided in [1] that examines the most energy-
efficient solutions over the entire protocol stack. With the
standardised protocol stack in place, remaining work is to

find the adequate device configuration which includes the
optimal forwarding strategy, in realistic environments. These
issues are addressed in our study.

Link (un)reliability is core to our study: it is known
that short interdevice distances typically imply more reliable
links, whilst reliability decreases with the increase in distance.
Therefore, one of the key parameters in our work is the
optimal interdevice distance under the typical (low) values of
output transmission power.We characterise the resulting link
(un)reliability with the link outage probability. Link outages
result in discarded packets; therefore, outage probability
provides the estimation of link quality. In addition, this
approach enables network design under outage constraints
specified in advance.

In order to formulate the energy consumption model
for the protocol stack of M2M low-power devices, we start
by deducing a link metric that considers realistic operating
conditions. Physical layer studies (e.g., [4]) typically focus on
the physical phenomena of the wireless channel and related
effects on the error probability. The channel is thus subject
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to large-, medium-, and/or small-scale fading, with the latter
two in time being static, block, or fast. On the other hand, the
studies of upper layers experimentally measure the impact of
wireless channel, such that the channel effects are reflected in
bursty or independent link behaviour (e.g., [5]). We connect
the two approaches into the link layer analytical model, while
capitalising on the results and observations of previousworks.
Indeed, we analyse how wireless channel effects interact with
higher layers, link layer in particular, and how this interaction
affects the link quality. A metric we propose is dependent on
two critical parameters under study: link distance and the
related outage probability.Thismetric is the Average Number
of Transmissions per Packet 𝑁

𝑡𝑥
. By considering outages at

the link layer, we provide original approach in the analysis of
low-power, unreliable links.

Accurate link characterisation offers insight into how
to optimise the overall energy consumption. For example,
dynamic forwarding is an effective way of combating link
outages through path diversity. Using other available links
when primary link is in outage eventually saves energy.
Specifically, we focus on the Cooperative Automatic Repeat
reQuest (C-ARQ) as a reactive form of dynamic forwarding.
Traditionally, C-ARQ relies on overheard packets by the
neighbouring devices which then become relays [6]. In a
duty-cycled scheme, this is not possible.Therefore, we specif-
ically adapt the C-ARQ technique to the duty-cycled scheme
without assuming overhearing at the relay and optimise it
for the most energy-efficient operating regime. The resulting
scheme is denoted as Cooperative and Duty-Cycled ARQ
(CDC-ARQ). The main idea of our CDC-ARQ scheme is
to introduce path diversity in the scheduling functions.
Opposed toC-ARQ,CDC-ARQdoes not rely on overhearing,
but rather on the analysis of wireless low-power links. We
consider realistic wireless channel with shadow fading. In
the analysis, we focus on the specifics of low-power M2M
networks in order to present customised results that are ready
applicable in practice. Nevertheless, our analytical model
supports changes in themodulation or coding scheme, output
transmission power, and so forth. One of the key features of
CDC-ARQ technique is that it can be easily fitted into the
standard, as no changes must be done to the physical (PHY)
nor the medium access control (MAC) layers but just to the
scheduling functions. All references to the standard in the
paper refer to IEEE 802.15.4e [3].

Previously, we developed this idea in [7, 8]. In [7], the
star topology is examined and it is shown that benefits
can be obtained by forwarding through a relay after the
initial transmission failure. In [8], we establish a coopera-
tive communication scheme applicable to any topology and
evaluate the scheme’s energy consumption. In the present
paper, we extend the analysis beyond cooperative scenario
to offer a comprehensive overview of low-power wireless
links. For a given outage probability constraint, we find
the most energy-efficient forwarding strategy of the three
available choices: direct, multihop, or CDC-ARQ forwarding.
CDC-ARQ for a duty-cycled device alternates between the
direct and multihop forwarding depending on the channel
conditions.

In summary, the main contributions of this paper are as
follows.

(1) A link energy consumption model is formulated to
reflect the wireless channel effects.

(2) Link selection guidelines are provided which strive to
minimise the overall energy consumption, for either
loose or strict reliability requirements. In particular,
the bounds for the efficient direct, multihop, or CDC-
ARQ forwarding are derived and presented.

Finally, the analytical model provided in this paper is
validated in ns-3 network simulator [9]. An ns-3 simulation
mimics the real world as close as possible, since the imple-
mentation closely follows the related standard technology.
Therefore, aside from validating our analytical model, we
show that the techniques presented here are suitable for
real devices and can be easily integrated into IEEE 802.15.4e
standard.

The remainder of the paper is organised as follows:
Section 2 lists some related works. Section 3 presents the
system model. Section 4 contains the derived analytical
energy model.Themodel validation is presented in Section 5
together with the results extended beyond the model in the
simulations. Finally, the paper is concluded in Section 6.

2. Related Work

The optimal link distance that maximises energy efficiency
has been previously investigated in [10] for different node
densities and path loss exponents. The results obtained in
[10] apply to a circular coverage area without considering the
fading effects, which are acknowledged in this work. With
the distance fixed, various cooperative schemes have been put
forward in the literature in order to improve the reliability
without trading it for higher energy consumption. Vardhe et
al. study cooperation using distributed space time codes in
[11], for equidistant relays on a direct path to destination. In
[12], the energy efficiency of direct,multihop, and cooperative
transmission schemes is studied for fixed outage probability
in order to find the optimal output transmission power;
the results, however, span the range of output power values
significantly above the typical setting for theM2M low-power
networks.These works apply to nonduty-cycled schemes and
thus assume overhearing as the basis for cooperation which
makes them unsuitable for duty-cycled systems envisioned in
[3].

To overcome the complexity of cooperative scheme
implementation at the PHY layer (such as synchronisation
issues), cooperation at the link layer presents an alternative in
the form of C-ARQ. In a C-ARQ scheme, a device seeks coop-
eration from neighbours to reroute data packets locally in the
case of a temporary wireless channel outage on the primary
link. C-ARQ for nonduty-cycled schemes was analytically
studied in [13]. Alizai et al. take an experimental approach
in [14] to show that a rerouting technique decreases the
total number of packet (re)transmissions in low-power net-
works. A detailed energy consumption analysis is still needed
to quantify the actual benefits and, therefore, configure
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Figure 1:M2Mdevice network scenario; solid line stands for a high-
quality link and dashed line stands for a medium-quality link.

the links accordingly. Cooperation at the link layer is simpler
to implement in duty-cycled systems compared to the more
complex PHY cooperative schemes.

A cost metric similar to ours to characterise the link
quality was previously investigated in [15]. However, in
[15], indefinite packet retransmissions until success were
assumed, which results in significant energy cost in outage
conditions, thus diverging from the optimal solution. The
cost metric in [15] was verified experimentally, while we take
an analytical approach that is validated by comprehensive
simulations. Authors in [16] study the problem of dynamic
data forwarding depending on the link quality from the
routing perspective. Based on the results, they conclude that
the dynamic forwarding provides highly robust and reliable
systems.

3. System Model

3.1. Scenario. AnM2Mdevice network is considered, consist-
ing of 𝑁 devices and a data collector denoted sink. A traffic
pattern is convergecast towards the sink and the devices may
opt for a direct or a multihop transmission to the sink if a
direct link cannot be established. The number of hops on a
multihop path is denoted as 𝑘. Any link that can improve
progress to the sink by decreasing 𝑘 is denoted as a direct
link. To transmit a packet to the sink, various combinations
of links between a pair of devices can be formed, as shown
in Figure 1. The links represented with solid lines are short-
range and on average more reliable than the medium-range
links represented with dashed lines. Therefore, we classify a
short-range link with small probability of error as a high-
quality link, distinguished from a medium-range link with
greater probability of error denoted as amedium-quality link.
The unreliability that is bound to the medium-range links is
the main reason why they are usually discarded, even though
they offer better progress to the sink.

3.2. Medium Access Control Layer. We consider time syn-
chronised channel hopping (TSCH) mode of the MAC

protocol in IEEE 802.15.4e [3]. It defines a fixed time division
multiple access (TDMA) frame structure that is centrally
scheduled. Each link formed by a pair of neighbour devices
is assigned to a unique time slot that repeats in a cyclical
manner. The receiver wakes up only in the assigned slot and
may enter a sleep state (i.e., switch off its radio transceiver)
for the rest of time. After it has woken up, it either receives
a packet if the transmitter has one to send or goes quickly
back to sleep if a packet preamble is not detected within a
short, predefined time interval, that is, a fraction of the slot
duration. The slot without a packet transmission is denoted
as the idle listen slot. We consider dedicated links that are
scheduled for each transmitter-receiver pair to prevent packet
collisions.

3.3. CDC-ARQ Overview. CDC-ARQ technique enables the
efficient use of medium-range links. CDC-ARQ operates as
follows: each new transmission is first attempted over the
direct, medium-quality link, for example, over link 4-2 in
Figure 1. If it fails, the packet is redirected to the multihop
path that offers higher reliability (4-3-2). Time slots are
assigned both for the medium-range and medium-quality
links, as well as for the backup multihop path that consists
of short-range equidistant links, as shown in Figure 2. If
the initial attempt over medium-quality link succeeds, the
receivers on backup links only perform idle listen in the
fraction of their slots. With CDC-ARQ, two forwarding
options cooperate to provide a better service for the current
channel realisation. Short-range links are approximated to
be equidistant and 𝑘 times shorter than the direct links. The
goal is to find a link distance coupled with the appropriate
forwarding scheme that results in minimum energy con-
sumption.

3.4. Modulation and Coding. To exemplify the analysis, we
focus on the transceiver of the IEEE 802.15.4 radios, working
in the 2.4GHz band, whose bit error rate 𝑝

𝑏
is given by [17]

𝑝
𝑏
(𝛾) =

8

15
⋅

1

16
⋅

16

∑

𝑖=2

− 1
𝑖
(
16

𝑖
) 𝑒
(20𝛾(1/𝑖−1))

, (1)

where 𝛾 is the instantaneous signal-to-noise-ratio (SNR) at
the receiver. The packet success probability 𝑝

𝑠
assuming

independent bit errors is

𝑝
𝑠
(𝛾) = (1 − 𝑝

𝑏
)
𝐿
, (2)

where 𝐿 is the packet size in bits.The packet error probability
𝑝
𝑒
is therefore 𝑝

𝑒
= 1 − 𝑝

𝑠
. Note that 𝑝

𝑠
depends on the

instantaneous 𝛾 characterized by the channel dynamics.

3.5. Channel Model. The wireless signal strength decays
exponentially with distance as described by the large-scale
pathloss channel model. Superimposed on this deterministic
value is the randommedium-scale fading model (also known
as shadowing) and small-scale multipath fading. Given the
transmission power 𝑃

𝑡
, the mean power at the receiver 𝑃

𝑟
is

therefore

𝑃
𝑟 (dBm) = 𝑃

𝑡 (dBm) − PL (𝑑
0
) − 10𝛼 log

10
𝑑 − 𝑋

𝜎
, (3)
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Figure 2: TDMA slot scheduling with and without cooperation.

where PL(𝑑
0
) is the pathloss at reference distance 𝑑

0
, 𝛼

is the pathloss exponent, 𝑑 is the link distance from the
transmitter, and 𝑋

𝜎
∼ 𝑁(0, 𝜎) is a normal random variable

(on dB scale). On a linear scale, normal distribution becomes
lognormal such that 𝑋

𝜎
models the random component of a

wireless signal. Given the average receiver thermal noise𝑃
𝑛
in

dBm, the mean SNR at the receiver (when fading effects are
averaged out) is 𝜇(dB) = 𝑃

𝑟
−𝑃
𝑛
. Recall that the instantaneous

SNR at the receiver that varies in space and time is denoted
as 𝛾. For a given 𝜇, the instantaneous 𝛾 expressed on a
linear scale is lognormally distributed and conditioned on 𝜇

and with standard deviation 𝜎, both expressed in dBs, the
probability density function (pdf) of which is

𝑝
𝛾
(𝛾 | 𝜇) =

10

ln 10√2𝜋𝜎𝛾
exp[−

(10 log
10
𝛾 − 𝜇)

2

2𝜎2
] . (4)

We assume that channel hopping in the TSCH scheme allevi-
ates small-scale multipath fading for packet retransmissions.
The shadowing effect resulting from large moving obstacles
remains. Similar channel model with lognormal shadowing
was adopted in [18], but static environment was assumed
where 𝛾 remains constant for long time intervals.

In dynamic environments, the assumption of 𝛾 being
constant in time no longer holds.The empirical study of low-
power wireless links in [5] showed that 𝛾 is correlated in
time on scales larger than a packet duration, which results in
effect denoted as link burstiness. In addition, medium success
rate on a link is not the result of a corresponding constant
packet success probability 𝑝

𝑠
(𝛾), but rather the consequence

of frequent oscillations between the nearly perfect and outage
states that, when averaged, result in a medium-quality link.
Based on these empirical observations, that are revisited and
confirmed in [19], and essentially adopting a block-fading
channel, we make the following assumptions:

(i) the realization of the channel fading, both comprising
small-scale fading and shadowing, is drawn from
distribution in (4);

(ii) the system is duty-cycled such that for every original
packet a new realization of 𝛾 according to lognormal
distribution is encountered;

(iii) in case of a transmission error, the packet is retrans-
mitted up to 𝑁max number of attempts (truncated-
ARQ) where each retransmission encounters again
the same value of 𝛾 on the same link.

The last assumption is based on the fact that packet retrans-
missions are sufficiently close in time to experience link

burstiness described in [5]. New packets however are gener-
ated at a rate at which burstiness effect disappears. Therefore,
independent channel realisation is assumed for new packets.

3.6. Energy Model. From the exemplary radio transceiver
data sheets, for example, [20], we distinguish two basic radio
power modes (voltage 𝑉

𝐷𝐷
= 3V), with the associated

current consumption:

(1) sleep, 𝐼
𝑠
≈ 0,

(2) awake (also, on), that further exhibits two submodes:

(i) active, either transmitting or actively receiving
𝐼
𝑡𝑥

≈ 𝐼
𝑟𝑥

= 𝐼
𝑎
= 20mA,

(ii) idle (listen), waiting for signal 𝐼id = 2mA.

We assume that the output transmission power is set to
𝑃
𝑡

= 0 dBm. The energy is calculated as the product of the
power consumption of a mode and the time spent in that
power mode (power 𝑃

𝑥
= 𝑉
𝐷𝐷

⋅ 𝐼
𝑥
, energy 𝐸

𝑥
= 𝑃
𝑥
⋅ 𝑇, where

𝑥 can stand for sleep 𝑠, transmitting 𝑡𝑥, actively receiving
𝑟𝑥, or idle listen id). Power modes change within a slot
according to TSCH algorithm. Before a transmission, clear
channel assessment (CCA) is performed.There is no random
backoff and no contention (recall that slots are dedicated).
CCA is introduced for coexistence with other systems (e.g.,
IEEE 802.11 network) with whom the same physical space is
shared. Therefore, a device performing CCA in TSCH mode
listens to the wireless channel for a fixed time interval to
determine whether it is free. If yes, a packet transmission
follows; if not, a transmission is delayed until the next slot.
An idle radio power mode is activated when there is no data
transmission resulting in the idle listen slot of duration 𝑇id,
if a device is performing clear channel assessment for the
time duration 𝑇cca and between the end of data transmission
and before the beginning of acknowledgement (ACK) for
𝑇
𝑎𝑑

(ACK delay). Since the energy consumption in the sleep
state can be neglected, we do not include it in our model. To
calculate the time duration of active power modes, packet
lengths (in bits) are divided with the data bit rate, 𝑇data =

𝐿/𝑅
𝑏
and 𝑇ack = 𝐿ack/𝑅𝑏. Finally, we can define three basic

energy consumption components associated with the MAC
layer described in Section 3.2:

𝐸data = 𝑇cca ⋅ 𝑃id + 𝑇data ⋅ (𝑃
𝑡𝑥

+ 𝑃
𝑟𝑥
) ,

𝐸ack = 𝑇
𝑎𝑑

⋅ 𝑃id + 𝑇ack ⋅ (𝑃
𝑡𝑥

+ 𝑃
𝑟𝑥
) ,

𝐸idle = 𝑇id ⋅ 𝑃id.

(5)
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Note that the energy components include the energy spent
both at a transmitter and at a receiver.

4. Energy Analysis for Low-Power Links

4.1. Average Number of Transmissions per Packet. If the upper
bound on the allowed number of transmission attempts per
packet 𝑁max was not set, huge amounts of energy would be
wasted in periods of channel outage because the packet would
be continuously retransmitted without success until the
channel became available again. This is why the truncated-
ARQ is applied to discard a packet if it was transmitted 𝑁max
times and still not successfully delivered. While truncated-
ARQ can save significant amounts of energy, it produces a
certain packet loss on a link that can be measured with the
outage probability parameter.

Taking the channel model described in Section 3.5, the
average number of transmissions for one realization of 𝛾 is
then

𝑁
𝑡𝑥

(𝛾) = 1 ⋅ (1 − 𝑝
𝑒
(𝛾)) + 2 ⋅ 𝑝

𝑒
(𝛾) (1 − 𝑝

𝑒
(𝛾))

+ 3 ⋅ 𝑝
𝑒
(𝛾)
2
(1 − 𝑝

𝑒
(𝛾)) + ⋅ ⋅ ⋅

+ 𝑁max𝑝𝑒(𝛾)
𝑁max−1

(1 − 𝑝
𝑒
(𝛾))

+ 𝑁max𝑝𝑒(𝛾)
𝑁max

.

(6)

Recall that 𝛾 remains constant for all retransmissions.The last
member of the sum denotes the packets that were received
erroneously 𝑁max times and discarded. After some simple
algebra we get

𝑁
𝑡𝑥

(𝛾) =

𝑁max

∑

𝑛=1

𝑝
𝑒
(𝛾)
𝑛−1

=

𝑁max

∑

𝑛=1

(1 − 𝑝
𝑠
(𝛾))
𝑛−1

. (7)

The average number of transmission attempts per packet,
over all 𝛾 realization, is then

𝑁
𝑡𝑥

(𝜇) = ∫

∞

0

𝑁
𝑡𝑥

(𝛾) 𝑝
𝛾
(𝛾 | 𝜇) 𝑑𝛾. (8)

Note that because the integrand in (7) is applied instead of
𝑝
𝑠
(𝛾) (the latter is usually studied), 𝛾 is kept constant for all

the retransmissions to reflect the empirically observed link
temporal correlation. No approximation for high SNR values
can be applied since the lower limit of integration is zero.
Therefore we solve the integral in (8) numerically.

4.2. Outage Probability. Wedefine the outage probability𝑝out
as the probability that a packet is discarded after 𝑁max failed
transmission attempts. To calculate 𝑝out, we use the average
number of errors associated to a realization of 𝛾 as follows:

𝑁err (𝛾) =

∞

∑

𝑛=0

𝑛 ⋅ (𝑝
𝑒
(𝛾))
𝑛
⋅ (1 − 𝑝

𝑒
(𝛾))

=
𝑝
𝑒
(𝛾)

1 − 𝑝
𝑒
(𝛾)

.

(9)

A link is in outage if the current value of 𝛾 is such that the
associated average number of errors is 𝑁err ≥ 𝑁max. Taking
the inverse function of (9), we can find the threshold 𝛾th such
that 𝛾th = 𝑁

−1

err(𝑁max). Therefore, if the current realization
of 𝛾 satisfies 𝛾 ≤ 𝛾th, the link is said to be in outage. If 𝛾 is
lognormally distributed, there is a nonzero outage probability
for every device involved in communication regardless of the
value of 𝜇. The outage probability can be computed as [4]

𝑝out = ∫

𝛾th

0

𝑝
𝛾
(𝛾 | 𝜇) 𝑑𝛾

= 𝑄(
𝜇 − 10 log

10
(𝛾th (𝑁max))

𝜎
) ,

(10)

where 𝑄(⋅) is the tail integral of a unit Gaussian probability
density function.

4.3. Energy Consumption Analysis. The mean energy spent
both at the transmitter and at the receiver to exchange a
packet over a link, that is, per time slot, is

𝐸link = 𝑁
𝑡𝑥

⋅ 𝐸data + (1 − 𝑝out) ⋅ 𝐸ack

+ (𝑁max − 𝑁
𝑡𝑥
) ⋅ 𝐸idle,

(11)

where 𝑁
𝑡𝑥
and 𝑝out are defined in (8) and (10), respectively,

and the energy components are defined in (5). In order
to avoid buffering packets coming from the upper layer
in the transmit queue, possible retransmissions need to be
considered when the time frame is designed. Therefore some
slots result in idle slots when there are no retransmissions and
they are represented by the last component in (11). Both 𝑁

𝑡𝑥

and 𝑝out depend on the mean SNR 𝜇 whose relation to the
link distance can be derived from (3).

For a fixed distance to the destination, a device may opt
for a direct,multihop, or CDC-ARQ transmission. In case of a
multihop transmission, we refer to themultihop pathmade of
consecutive, equidistant links. A path begins with the source
device, continues over 𝑘 − 1 relays, and finally ends at the
destination.The total mean energy spent to transmit a packet
over a multihop path is

𝐸tot =
𝑘−1

∑

𝑛=0

(1 − 𝑝out)
𝑘
⋅ 𝐸link, (12)

because only those packets that were delivered to a relay are
forwarded over the next link and𝑝out is the outage probability
of each individual link. For a direct transmission when 𝑘 =

1, (12) gives 𝐸tot = 𝐸link. However, to single out the efficient
part of the total consumed energy, we are interested in the
energy spent per delivered packet, because if the packet does
not reach the destination, the energy spent in a transmission
attempt is wasted.The unit of effective energy consumption is
thus Joule per delivered packet. The probability of discarding
a packet on a multihop path is

𝑝
𝑡

out = 1 − (1 − 𝑝out)
𝑘
. (13)
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Therefore, we calculate the effective mean energy per
delivered packet on a multihop path as follows:

𝐸eff =
𝐸tot

1 − 𝑝
𝑡

out
. (14)

In a direct transmission when 𝑘 = 1, 𝐸eff = 𝐸link/(1 − 𝑝out).
Finally, CDC-ARQ represents a combination of the two,

as it alternates between the medium-range link and the
multihop transmission depending on channel conditions.
Recall that a transmission is first attempted over a direct link.
If it results in error, the packet is immediately redirected
because the probability of error for the subsequent attempts
on the same link is high. If however the attempt over the
direct link results in success, the time slots on a backup path
remain idle.Therefore, themean energy spent in aCDC-ARQ
scheme for 𝑘 = 2 backup multihop path is

𝐸carq = 𝑝
𝑐

out ⋅ (𝐸data + 𝐸tot (𝑘 = 2)) + (1 − 𝑝
𝑐

out)

⋅ (𝐸data + 𝐸ack + 𝑘𝑁max𝐸idle + (𝑁max − 1) 𝐸idle) ,

(15)

where 𝑝
𝑐

out is the probability of redirecting to a multihop
path because of a direct link outage. The probability 𝑝

𝑐

out
corresponds to 𝑁err = 1 (error on a direct link) and
can be calculated from (10) for the given link distance by
replacing 𝛾th = 𝑁

−1

err(1). When the packet is redirected, we
need to include the energy spent for the initial attempt that
resulted in error. Otherwise, only the energy of the successful
transmission with ACK is consumed plus the idle slots on a
backup path. The effective mean energy per delivered packet
is then

𝐸
𝑐

eff (𝑘 = 2) =
𝐸carq

1 − 𝑝
𝑐

out ⋅ 𝑝
𝑡

out (𝑘 = 2)
, (16)

where 𝐸
𝑐

eff denotes the energy of the cooperative forwarding
scheme as opposed to the energy of the fixed forwarding
scheme 𝐸eff.

Although the expressions for the network energy con-
sumption in CDC-ARQ scheme for 𝑘 > 2 are tractable,
they can be quite complex because of multiple medium-
range links that can be formed. That is why we chose to
validate the model in the simulation with the simplest case of
𝑘 = 2, which, in its turn, also validates the implementation
in the simulator. Then we proceed with the evaluation in
the simulator only for 𝑘 > 2. This step is in line with the
general tendency to validate the developed ns-3 code and
thus support the trustworthiness of the simulation output. In
addition, a quick access to complex scenarios justifies the use
of a simulator.

For better readability, the notations used throughout the
paper are summarized in notations section.

5. Performance Analysis

5.1. Implementation in ns-3 Simulator. ns-3 is an open-source,
discrete-event network simulator written in C++. It consists
of libraries for various technologymodels that implement the

protocol interface and packet format (including the headers)
by closely following the definitions of the corresponding
standard. This approach enables a reliable simulation of the
real system and facilitates the integration with a testbed.
The final goal of a fully supported model is to enable each
simulated device to run an entire protocol stack and generate
the output trace that is (almost) indistinguishable from the
output of a real device. Given that ns-3 is a network simulator,
the unit of granularity is a packet, which contains both
payload (in case of data packets) and a corresponding header.
Each layer of a protocol stack executes its specified role; for
example, the MAC layer at the transmitting side generates
the MAC header, adds it to the payload received from the
upper layer, and forwards a packet to the PHY layer where
it is serialised and transmitted over the wireless channel as a
set of bits.

The functionality required for this study has been imple-
mented bymodifying amodel for the IEEE 802.15.4 standard,
whose name is lr-wpan and whose source code can be down-
loaded from [21]. The MAC implementation available in the
initial lr-wpan model supports the nonbeacon, mesh mode
with all devices in the default idle listen state of the radio
transceiver. This model has been significantly extended to
include the duty-cycling operation of the devices, to support
the energy consumption measurements, and to enable the
path diversity necessary for the CDC-ARQ scheme. Firstly,
duty-cycling has been implementedwith TDMAas explained
in Section 3.2. Contention during the CCA phase has been
disabled and replaced with the simple CCA without random
backoff as specified in [3]. Next, the existing log-distance
path loss channel model has been extended with a realistic
shadowing model described in Section 3.5 and defined with
a standard deviation 𝜎 and a channel correlation in time.The
CDC-ARQ functionality has been implemented by introduc-
ing dedicated tags in the packet header. Finally, the energy
consumption module has been extended to subscribe to the
changes in the state of a PHY radio transceiver in order to
obtain the energy consumption directly from the device (i.e.,
from the simulated radio).The energymodule is not aware of
the wireless channel nor of the MAC layer scheme; therefore
the two cannot interfere with the energy reading. Because
of this design choice, an independent comparison with the
theoretical model is provided.

5.2. Results

(1) Simulation Parameters. The default values of simulation
parameters are given in Table 1. The maximum number of
transmission attempts𝑁max is recommended in the standard,
as well as the data bit rate that corresponds to the chosen fre-
quency band; the modulation considered is offset quadrature
phase-shift keying (O-QPSK)with additional direct sequence
spread spectrum (DSSS), whose bit error rate is given in (1).
The default header is generated in the simulation as specified
in the standard [3].

(2) Link Metrics. The first step in the validation of the
energy model is to show that the presented metrics, namely,
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Table 1: Simulation parameters.

Parameter Value
𝑃
𝑡

0 dBm
𝜎 4 dB
𝑅
𝑏

250 kbits/s
𝑁max 4
𝐿 27 bytes
freq. band 2.4GHz
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Figure 3: Average Number of Transmissions per Packet as a
function of link distance; payload of minimum 𝐿 = 27 bytes; and
maximum length 𝐿 = 127 bytes; truncated-ARQ, 𝑁max = 4.

𝑁
𝑡𝑥

paired with 𝑝out, characterises a low-power wireless
link reliably. To that aim, we observe a low-power link for
various distances when the output transmission power 𝑃

𝑡
is

fixed. Figure 3 shows the Average Number of Transmissions
per Packet in a truncated-ARQ scheme over a low-power,
shadowed wireless link. As the distance increases, more
and more packets get discarded and 𝑁

𝑡𝑥
approaches the

maximum allowed number of attempts per packet. If the
schemewas not truncated but indefinite retransmissions until
successful delivery were permitted, in the considered shad-
owed environment the function 𝑁

𝑡𝑥
would not be bounded.

The unbounded function 𝑁
𝑡𝑥
would tend to infinity which

makes the analysis intractable. In general, system is designed
such that outage states are brought to minimum because they
destabilise the system. That is why the upper limit 𝑁max had
to be imposed on the number of transmission attempts. Not
only does it limit the influence of outage states, but it also
preserves energy and system resources, for the cost of some
discarded packets. However, the probability of discarding a
packet can be controlled either with careful system design or
with CDC-ARQ. Figure 3 shows 𝑁

𝑡𝑥
for the minimum and

maximum packet lengths allowed by the standard (27 bytes ≤

𝐿 ≤ 127 bytes). It can be seen that the packet size does not
influence this metric significantly. The average number of
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Figure 4: Outage probability as a function of link distance for
different shadowing 𝜎; output transmission power is set to 0 dBm.

transmissions is an important parameter in estimating the
energy consumption since the energy is directly proportional
to its value, as (11) shows. Note from Figure 3 that the results
obtained inMATLAB for the numerical solution of (8)match
well with the simulation results obtained in ns-3.

The (un)reliability of the scheme can be estimated with
the number of packets that get discarded after𝑁max attempts.
The outage probability 𝑝out that complements the𝑁

𝑡𝑥
metric

is shown in Figure 4 for several values of the standard
deviation of shadowing 𝜎. A value of the outage probability
depicted in Figure 4 for a given link distance corresponds to
a value of𝑁

𝑡𝑥
in Figure 3 for the same distance. For example,

when 𝑁
𝑡𝑥

= 2 for 𝐿 = 27 bytes, the 𝑝out = 0.3 for 𝜎 =

4 dB; that is, 30% of packets are discarded on average over
this link. With the increase in 𝜎, the range of link distances
with medium packet loss probabilities increases. In another
words, without shadowing the graph would resemble the step
function that produces the unrealistic circle coverage area
with the perfect reliability within the circle and the absolute
outage outside of it.The inclusion of shadowing effects makes
every link unreliable, with the predictable (average) degree
of unreliability 𝑝out. The numerical estimation of 𝑝out in
(10) obtained in MATLAB agrees well with the number of
discarded packets in ns-3 simulation. A slight disagreement
is the consequence of the missed ACKs not considered in the
theoretical model which cause retransmissions in the simu-
lation. It has been determined by simulation that successfully
delivered data packets whose ACK is not received do not
exceed 5% of all the transmitted packets. The probability of
unsuccessful ACK transmission approaches 5% for medium
link outage probabilities, but it decreases to values below
2% for low or high outage probabilities. It can be seen in
Figure 4 that the slight disagreement is highest precisely for
the medium outage probabilities. In addition, observe that
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Figure 5: Total mean energy spent per delivered packet for direct,
2-hop, and 3-hop transmission over the total source-to-destination
distance.

a smaller 𝜎 yields smaller outage probability for𝑝out < 0.5 but
provides worse delivery rates for 𝑝out > 0.5. Nevertheless, in
all studied cases, the direct transmission scheme is inefficient
for larger distances and implies the use of either multihop
transmission or a CDC-ARQ technique to avoid significant
packet loss. We next determine for what distance range one
of the three techniques is the most appropriate.

(3) Energy Consumption Optimisation. In the second step,
energy consumption is measured in the simulation to verify
themodel derived in Section 4.While the first step focused on
an isolated link, here we study various multinode scenarios.
Results show how to optimise system’s energy consumption
in a multinode scenario. Given the reliability constraints,
bounds for optimal link distances are shown to indicate
the design choice between direct, multihop, or CDC-ARQ
forwarding. For the strict reliability requirement, CDC-ARQ
proves to be the most efficient forwarding strategy.

The mean consumed energy per delivered packet of the
direct andmultihop transmission is compared in Figure 5 for
𝑘 = 1, 𝑘 = 2, and 𝑘 = 3 (the model for 𝐸eff in (14) is valid for
any 𝑘). For 𝑘 > 1 the distance on the graph denotes the total
distance traversed from source to destination via relays such
that the individual link distance is 𝑘 times smaller than the
total distance. For distances 𝑑 < 23m there is no need for the
multihop transmission because the direct link provides good
service while consuming less energy. For 23m < 𝑑 < 40m
the optimal setting requires the transmission over two hops,
that is, over two equidistant links of 𝑑/2 meters, past that
distance over three hops, and so on. The threshold distance
can be obtained numerically from (14) by substituting the
corresponding 𝑘 or from the simulation as Figure 5 shows.
The energy consumption significantly increases as the outage
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Figure 6: Total mean energy spent per delivered packet with the
imposed outage constraint 𝑝out < 1%; multihop and CDC-ARQ
forwarding compared.

probability for the corresponding link distance increases.
Namely, packet loss presents a waste of energy resources and
has considerable effect on the mean energy consumption.
Note in Figure 4 that at distances close to the threshold
link distances of 𝑑 = 23m (𝑘 = 1) and 𝑑 = 20m
(𝑘 = 2), even 10–30% of packets can be lost. Therefore, the
results presented in Figure 5 apply to systems with loosened
reliability requirements but are not suitable for reliability-
sensitive systems.

For the applications with strict reliability requirements,
link distances must be decreased. In the design phase,
maximum 𝑝out is fixed in (10) to get the maximum link
distance that meets the requirement. For example, when the
link outage is set to 𝑝out < 1%, from (10) we get 𝑑 = 14m
as the maximum link distance that still satisfies the outage
constraint. Number of hops is next devised depending on
the total distance between the source and the destination.
In practice this is usually achieved with link estimators that
select high-quality and therefore mostly short-range links.
The alternative CDC-ARQ techniquemeets the same reliabil-
ity requirement with lower energy consumption by including
medium-quality links in the communication, besides backup
high-quality links. To verify this hypothesis, we study the
scenario shown in Figure 1. In this scenario, there is a two-
hop path (4-3-2) that can alternate with a medium-quality
link (4-2) and a three-hop path (7-6-5-1) that alternates with
two medium-quality links (7-5 and 6-1).

Figure 6 shows how much energy can be saved by apply-
ing CDC-ARQ in comparison to using the fixed multihop
path exclusively. For total distances 14m < 𝑑 < 28m
without CDC-ARQ on average 570𝜇J of energy is spent per
packet on a fixed two-hop path. CDC-ARQ that combines
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a medium-quality link up to 28m in length with the two-
hop path consumes less energy. The energy savings in CDC-
ARQ are obtained when channel conditions allow successful
transmissions over a medium-quality link and eventually
take less hops to reach the destination. Failures on the
medium-quality link represent the cost of the CDC-ARQ. As
the link distance increases, there will be more failures and
consequentlymore redirections to the two-hop path. It can be
observed that the energy consumption increases accordingly
until it becomes equal to the fixed multihop transmission.
At the distance 𝑑 = 28m, about the half of packets are
transmitted over a medium-quality link and the other half
is redirected. This is a threshold point. Results obtained in
simulation agree with the model in (14) and (16).

For source-to-destination distances 28m < 𝑑 < 42m,
three short-range links are necessary to satisfy the outage
constraint. Their mean energy consumption is 850𝜇J per
delivered packet. When medium-quality links participate in
the communication, the energy consumption can again be
significantly decreased as Figure 6 shows.Three-hop scenario
was verified in simulation only given its analytical complexity.
In conclusion, when the reliability demands requiremultihop
transmission over short-range links, CDC-ARQ should be
applied to decrease the mean energy consumption per deliv-
ered packet.

Although the data packet size 𝐿 does not influence
𝑁
𝑡𝑥

significantly, with the larger 𝐿, 𝐸data in (5) increases.
Consequently, the total energy spent to deliver a packet is
larger; for example, 𝐸eff = 1.24mJ when 𝐿 = 127 bytes, 𝑘 = 2,
and 𝑝out < 0.01 compared to 𝐸eff = 570 𝜇J when 𝐿 = 27 bytes.
However, apart from the absolute value, the characteristics of
energy consumption behaviour for the permitted values of 𝐿
(27 bytes < 𝐿 < 127 bytes) closely resemble the ones already
commented and shown in Figures 5 and 6.

(4) Packet Delivery Rate. Finally, in order to demonstrate
that the presented results satisfy the outage constraint set in
advance, the total packet delivery rate for the given source-
to-destination distance is measured in the simulation and
the results are shown in Figure 7. Just as the model predicts,
when 𝑘 = 2 and for the total distances up to 𝑑 = 28m,
the number of discarded packets is limited to less than 1%.
The same is confirmed for 𝑘 = 3 and total distances up to
𝑑 = 42m. The delivery rate decreases for distances greater
than the threshold distance obtained from the model such
that the reliability requirement cannot be met any more. It
can be observed in Figure 7 that CDC-ARQ performs slightly
better than the fixed transmission over the multihop path.

6. Conclusion

In this paper, we introduced a metric adequate for low-
power wireless links denoted as Average Number of Trans-
missions per Packet. The metric considers shadow fading
and truncated-ARQ. Based on this metric, we were able
to calculate the energy consumption of devices compatible
with IEEE 802.15.4e, that is, suitable for duty-cycled, low-
power, and energy-efficient M2M networks. The energy
model presented in this work was validated in the ns-3
network simulator in the realistic simulation environment
that mimics the functioning of an actual device. Based on the
energy model, we determined the optimal operating regions
of direct, multihop, and CDC-ARQ forwarding, as well as the
implications of using each. All these results provide useful
guidelines on the design of an energy-efficient network, for
systems with either loose or strict reliability requirements.

The presented model and the simulation tools can be
further refined to include channel hopping and the related
channel model implications. Also, more realistic battery
models could measure device lifetime. This will be investi-
gated in our future work.

Notations

𝑘: Number of hops on a multihop path
𝑑: Link distance in meters
𝛾: Instantaneous SNR
𝑝
𝑠
(𝛾): Packet success probability

𝑝
𝑒
(𝛾): Packet error probability

𝜇: Mean SNR
𝜎: Shadowing standard deviation
𝑁max: Maximum number of 𝑡𝑥 attempts per packet
𝑁
𝑡𝑥
(𝜇): Average number of 𝑡𝑥 per packet

𝑁err(𝛾): Number of 𝑡𝑥 errors
𝐿: Packet size
𝑝out: Outage probability when 𝑁max = 4

𝑝
𝑐

out: Outage probability when 𝑁err = 1

𝐸data: Energy consumed during data transmission
𝐸eff: Effective mean energy per delivered packet.
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A directional sensor network, where a lot of sensors are intensively and randomly deployed, is able to enhance coverage
performances, since working directions can be partitioned into different K covers which are activated in a round-robin fashion. In
this paper, we consider the problem of direction setK-Cover forminimum coverage breach in directional sensor networks. First, we
formulate the problem as a game called direction scheduling game (DSG), which we prove as a potential game.Thus, the existence
of pure Nash equilibria can be guaranteed, and the optimal coverage is a pure Nash equilibrium, since the potential function of
DSGs is consistent with the coverage objective function of the underlying network. Second, we propose the synchronous and
asynchronous game-theoretic based distributed scheduling algorithms, which we prove to converge to pure Nash equilibria.Third,
we present the explicit bounds on the coverage performance of the proposed algorithms by theoretical analysis of the algorithms’
coverage performance. Finally, we show experimental results and conclude that the Nash equilibria can provide a near-optimal and
well-balanced solution.

1. Introduction

In recent years, wireless sensor networks (WSNs) have
attracted much attention as the promising platform for
many applications, such as environmental monitoring and
battlefield surveillance [1]. As a fundamental problem for
WSNs, coverage optimization has been explored thoroughly
in networks based on an omnidirectional sensing model
[2]. Recently, with the advent and introduction of video
sensors, ultrasonic sensors, and infrared sensors, coverage
control algorithms for directional wireless sensors networks
(dWSNs) have become an active subject and the state of the
art is well surveyed in [3].

Power conversation is still a critical issue in dWSNs since
the directional sensors in the network are usually battery-
powered and nonrechargeable devices. Therefore, designing
coverage optimization algorithms with energy efficiency is
quite challenging for successful applications of dWSNs. One
approach to meeting these challenges is to partition the
working directions of sensors into 𝐾 covers. By activating

a different cover at each time slot and cyclically shifting
through these covers, thereby, the network’s lifetime can be
extended effectively by a factor of 𝐾 [4].

Some efforts have recently been devoted to the research of
coverage optimization with energy efficiency for directional
sensor networks. For example, Ai and Abouzeid [5] proposed
a directional sensingmodel, where a sensor is allowed towork
in several directions, and the objective is to find aminimal set
of directions that can cover all targets. Cai et al. [6] defined
the multiple directional cover set problem of organizing the
directions of sensors into a group of nondisjoint cover sets
to extend the network lifetime, in order to maximize the
network lifetime of a directional sensor network.Thenetwork
lifetime is defined as the time duration when each target
is covered by the working direction of at least one active
sensor. Following the work in [6], Wen et al. [7] gave the
method for prolonging the lifetime of networks based on the
combination of equitable direction optimization algorithm
and the neighbors sensing scheduling protocol.
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Generally, the aforementioned work is mainly to max-
imize the network lifetime of directional sensor networks
while covering all targets, which is quite strict for general
coverage problems. Sometimes, due to energy constraint,
coverage breach [8] (i.e., targets are not covered) may occur
if available working directions in a cover are not enough
to cover all the targets. Instead of finding the maximum
number of directional covers for complete target coverage,
the problem of direction set𝐾-Cover for minimum coverage
breach (dKC-MCB) is reduced to schedule the working
directions into 𝐾 covers (𝐾 is predefined) to minimize the
coverage breach. Although considerable research work has
been devoted to the problem of set 𝐾-Cover for minimum
coverage breach in omnidirectional sensing model [4, 9, 10],
to our knowledge, few research efforts have been devoted to
the problem of dKC-MCB. Even Yang et al. [11] dealt with
the problem of minimum coverage breach under lifetime
constraints in directional sensor network by formulating the
problem as an integer programming and solving the problem
by centralized greedy algorithms.

Although the existing research works have achieved some
success on coverage optimization with energy efficiency in
directional sensor network, some challenges still remain
unanswered, especially for the problem of dKC-MCB. As
mentioned in the paper [11], since the directional sensors
are energy constrained, distributed coverage optimization
algorithms need to be exploitedwhere a sensor takes coverage
optimization decisions independently, based purely on com-
munications with its neighbors.

Game theory [12] is a mathematical theory about model-
ing and analyzing the strategic interactions among intelligent,
rational decision makers. Recently, game theory is beginning
to emerge as a powerful tool for the design optimization
algorithms that can be distributed across many decision
makers [13]. The core advantages of game theory for dis-
tributed optimization lie in that it provides a hierarchical
decomposition between the distribution of the optimization
problem (game design) and the specific local decision rules
(distributed algorithms). Particularly, if the game is designed
as a potential game [14], then there is a possibility that local
decision dynamics can achieve convergence to pure Nash
equilibrium which coincides with a desirable outcome of the
original optimization problem.

Inspired by the previous discussion, in this paper, the
problem of dKC-MCB is formulated as a game. Two game-
theoretic based distributed algorithms are proposed to solve
the problem. Specifically, the principal contributions of this
paper are as follows.

(1) We first formulate dKC-MCB as a game: directions
scheduling game (DSG). Sensors, as players of the
game, interact with each other. Each sensor makes
decisions independently to maximize its individual
coverage utility. The utility for a sensor is defined
as the sum of the marginal coverage contribution of
working directions to networks coverage.

(2) We then prove that DSG is a potential game, whose
potential function is the same as the optimization

objective function of dKC-MCB. This correspond-
ingly enables the design of a coverage optimization
scheme that induces the equilibrium of a DSG con-
sistence with the optimal coverage of the underlying
network objective. Moreover, this consistency allows
us to establish near-optimal performance for sensor
dynamics applied to the original network coverage
optimization, since the natural sensors’ utility-update
dynamics converge to a Nash equilibrium.

(3) We propose the synchronous and asynchronous dis-
tributed scheduling algorithms, which are proved
to converge to pure Nash equilibria. Further, we
analyze the coverage performance of the distributed
algorithms from the theoretic perspective. We then
present the explicit bounds on the coverage per-
formance of both synchronous and asynchronous
distributed algorithms.

2. Preliminaries

Game theory [12] is a mathematical tool that analyzes the
strategic interactions among rational decision makers. Three
major components in a strategic-form game model 𝐺 =

⟨𝑁, (𝐴
𝑖
)
𝑖∈𝑁

, (𝑢
𝑖
)
𝑖∈𝑁

⟩ are as follows.

(1) 𝑁 is a finite set of 𝑛 players.

(2) A = 𝐴
1
×𝐴
2
×⋅ ⋅ ⋅×𝐴

𝑛
, where𝐴

𝑖
is a finite set of actions

(or pure strategies) available to player 𝑖. For any set𝑋,
letΠ(𝑋) be the set of all probability distributions over
𝑋. Then the set of mixed strategies for player 𝑖 is 𝑠

𝑖
∈

𝑆
𝑖
= Π(𝐴

𝑖
). A mixed-strategy profile s ∈ 𝑆

1
× ⋅ ⋅ ⋅ × 𝑆

𝑛

is Cartesian product of the individual mixed strategy.
A vector a = (𝑎

1
, . . . , 𝑎

𝑛
) ∈ A is called a pure-strategy

profile, often denoted by a = (𝑎
𝑖
, a
−𝑖
), where 𝑎

𝑖
is a

strategy of player 𝑖 and a
−𝑖

is the strategy vector of
other 𝑛-1 players.

(3) 𝑢
𝑖
(a) : a → R is a real value utility function of player

𝑖. The utility function 𝑢
𝑖
(a) measures the outcome of

a player at a profile a. In a game, a player chooses the
proper actions against other players to maximize its
individual utility.

A Nash equilibrium (NE) is a stable strategic profile
where no player gets any incentive to unilaterally deviate
from this profile. Thus, a Nash equilibrium in some sense is
a reasonable outcome of a game. Following, we present the
definition of a Nash equilibrium based on the definitions of
the players’ best response.

Definition 1 (see [12]). A best response for a player 𝑖 to a
mixed-strategy profile s

−𝑖
is a mixed strategy 𝑠

∗
∈ 𝑆
𝑖
such

that 𝑢
𝑖
(𝑠
∗

𝑖
, s
−𝑖
) ≥ 𝑢
𝑖
(𝑠
𝑖
, s
−𝑖
) for all strategies 𝑠

𝑖
∈ 𝑆
𝑖
.

Definition 2 (see [12]). A best response for a player 𝑖 to a
pure-strategy profile a

−𝑖
is a pure strategy 𝑎

∗
∈ 𝐴
𝑖
such that

𝑢
𝑖
(𝑎
∗

𝑖
, a
−𝑖
) ≥ 𝑢
𝑖
(𝑎
𝑖
, a
−𝑖
) for all strategies 𝑎

𝑖
∈ 𝐴
𝑖
.
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Definition 3 (see [12]). A mixed-strategy profile s =

(𝑠
1
, . . . , 𝑠

𝑖
, . . . , 𝑠

𝑛
) is a Nash equilibrium, if, for all 𝑖 ∈ 𝑁, 𝑠

𝑖

is a best response to the profile s.

Definition 4 (see [12]). A pure-strategy profile a = (𝑎
1
, . . . ,

𝑎
𝑖
, . . . , 𝑎

𝑛
) is a Nash Equilibrium, if, for all 𝑖 ∈ 𝑁, 𝑎

𝑖
is a best

response to the profile a.
With respect to the existence of Nash equilibria of a game,

Nash [12] proved that every game with a countable number
of players and strategy set at least has a mixed strategy Nash
equilibrium. However, in general, mixed Nash equilibrium
only implies stable probability distributions over profiles,
not the fixed play of a particular joint action profile. This
type of uncertainty is unacceptable in many applications,
such as our direction scheduling scenario. Instead, in this
paper, we focused on the game with pure Nash equilibria.
However, pure Nash equilibria are not available in every
game. Recently, potential games, which were introduced by
Monderer and Shapley [14], received increasing attention
since they possess some desirable properties for engineering
application scenario [15, 16], such as admitting a pure-strategy
NE and best response dynamics can achieve the convergence
to a pure-strategy NE.

Definition 5 (see [14]). A game 𝐺 = ⟨𝑁, (𝐴
𝑖
)
𝑖∈𝑁

, (𝑢
𝑖
)
𝑖∈𝑁

⟩ is a
potential game if there exists a potential functionΦ : A → R
such that, for for all 𝑖 ∈ 𝑁, all a

−𝑖
∈ A
−𝑖
and 𝑎
𝑖
, 𝑎


𝑖
∈ 𝐴
𝑖
:

𝑢
𝑖
(𝑎


𝑖
, a
−𝑖
) − 𝑢
𝑖
(𝑎
𝑖
, a
−𝑖
) = Φ (𝑎



𝑖
, a
−𝑖
) − Φ (𝑎

𝑖
, a
−𝑖
) . (1)

In a potential game, the change in a player’s payoff that
results from a unilateral change in strategy equals the change
in the potential function. When formula (1) is satisfied, the
game is called a potential game with the potential function
Φ(⋅). In a potential game, the set of pure Nash equilibria
can be found by locating the local optima of the potential
function, since the incentives of all players are mapped into
one function. Thus, we have the following theorem.

Theorem 6 (see [12]). Every potential game with finite strate-
gies space at least has a pure-strategy Nash equilibrium [14].

In addition to the existence of Nash equilibria, the quality
of NE also needs to be considered. The concept of price of
anarchy (PoA) [17] was introduced to measure the quality of
Nash equilibria. Formally, let 𝛾(a) : a → R be the social
objective function and let a𝑂𝑃𝑇 be a social optimum if and only
if a𝑂𝑃𝑇 = arg maxa∈A𝛾(a).

Definition 7 (see [17]). The price of anarchy of a game 𝐺 is
defined as PoA(𝐺) = maxa∈A(𝛾(aOPT

)/𝛾(a)).
Intuitively, the PoA of a game is the ratio of the objective

social value of the worst possible Nash equilibrium to the
value of the social optimum.

3. Problem Statement

In this section, we formally give the definitions of the
problem of direction set 𝐾-Cover for minimum coverage
breach in DSNs. We consider a directional sensor network of

𝑛 directional sensors and 𝑚 targets. Let 𝑆 = {𝑠
1
, . . . , 𝑠

𝑛
} and

𝑂 = {𝑜
1
, . . . , 𝑜

𝑚
} denote the directional sensors and the target

set, respectively. Let𝐷 = {𝐷
1
, . . . , 𝐷

𝑛
} be the set of directions

of all sensors. Each sensor 𝑠
𝑖
has a set of directions 𝐷

𝑖
=

{𝑑
𝑖,𝑗

| 𝑗 = 1, 2, . . . , 𝑤}. Without loss of generality, 𝑙
𝑖
is the

initial lifetime for each sensor 𝑠
𝑖
, which is the time duration

when the sensor is in the active state all the time. 𝑡
𝑘
is the 𝑘th

time slot of sensor networks and TL = ∑
𝐾

𝑘=1
𝑡
𝑘
is the total

lifetime of sensor networks. Being similar to the problem of
set𝐾-Cover forminimum coverage breach defined in [2], the
problem of dKC-MCB is formally identified as follows.

Definition 8. A direction schedule of directional sensor
networks is a set of ordered pairs, (𝐴

𝑘
, 𝑡
𝑘
), 𝑘 = 1, 2, . . . , 𝐾,

in which 𝐴
𝑘
⊂ 𝐷 is the set of working directions in time slot

𝑡
𝑘
. At a time slot 𝑡

𝑘
, any sensor 𝑠

𝑖
has at most one working

direction; that is, for all 𝑖, 𝑘, |𝐷
𝑖
∩ 𝐴
𝑘
| ≤ 1. Since the lifetime

for each sensor is limited, for any sensor 𝑠
𝑖
, one always has

𝐾

∑

𝑘=1

𝑧
𝑖,𝑘

⋅ 𝑡
𝑘
≤ 𝑙
𝑖
, {

𝑧
𝑖,𝑘

= 1, if 𝐷𝑖 ∩ 𝐴
𝑘

 = 1

𝑧
𝑖,𝑘

= 0, if 𝐷𝑖 ∩ 𝐴
𝑘

 = 0.
(2)

Definition 9. Assume that (𝐴
𝑘
, 𝑡
𝑘
), 𝑘 = 1, 2, . . . , 𝐾 is a

direction schedule. The total network lifetime is given by
TL = ∑

𝐾

𝑘=1
𝑡
𝑘
. Let𝐹(𝐴

𝑘
) be the set of coverage targets covered

by the set of active directions 𝐴
𝑘
in time slot 𝑡

𝑘
. 𝑂 is a target

set. Total coverage breach is defined as∑𝐾
𝑘=1

𝑡
𝑘
(|𝑂|−|𝐹(𝐴

𝑘
)|).

An average coverage breach rate is defined as ∑
𝐾

𝑘=1
𝑡
𝑘
(|𝑂| −

|𝐹(𝐴
𝑘
)|)/∑

𝐾

𝑘=1
𝑡
𝑘
.

Based on the definitions of direction schedule and cover-
age breach, we give the definition of dKC-MCB.

Definition 10. Give a positive integer 𝐾 and network lifetime
threshold 𝑇th > 0, and construct a direction schedule
(𝐴
𝑘
, 𝑡
𝑘
), 𝑘 = 1, 2, . . . , 𝐾, such that the network lifetime is

not less than 𝑇th; that is ∑
𝐾

𝑘=1
𝑡
𝑘

≥ 𝑇th and total coverage
breach∑

𝐾

𝑘=1
𝑡
𝑘
(|𝑂| − |𝐹(𝐴

𝑘
)|) is minimized. Equivalently, the

problem of direction set 𝐾-Cover for minimum coverage
breach is also defined to maximize ∑𝐾

𝑘=1
𝑡
𝑘
|𝐹(𝐴
𝑘
)|.

Based on the results in [11], we know that the problem of
dKC-MCB is NP-complete.

4. Direction Scheduling Game

A direction scheduling game is a triple DSG =

⟨𝑆, (𝐴
𝑖
)
𝑠𝑖∈𝑆

, (𝑢
𝑖
)
𝑠𝑖∈𝑆

⟩. 𝑆 is a set of players, in which a
player 𝑠

𝑖
∈ 𝑆 is a directional sensor. 𝐴

𝑖
is the set of

direction scheduling strategies of 𝑠
𝑖
. A strategy 𝑎

𝑖
∈ 𝐴
𝑖
is

an allocation of working directions of 𝑠
𝑖

∈ 𝑆 among the
time slots and can be described as a set of ordered pairs
𝑎
𝑖

= {⟨𝑑
𝑖,𝑗
, 𝑡
𝑘
⟩ | 𝑑

𝑖,𝑗
∈ 𝐷
𝑖
, 𝑘 = 1, 2, . . . , 𝐾}. Due to the

limitation of energy, a feasible strategy 𝑎
𝑖
should satisfy the

next properties. (1) For all ⟨𝑑
𝑖,𝑗

̸=0, 𝑡
𝑘
⟩ ∈ 𝑎

𝑖
, ∑𝐾
𝑘=1

𝑡
𝑘

≤ 𝑙
𝑖
;

that is, whole working lifetime of the sensor 𝑠
𝑖
is less than 𝑙

𝑖
.

(2) At a time slot 𝑡
𝑘
, there is at most a working direction of

𝑠
𝑖
. At a time, direction scheduling strategies of all sensors are

composed of a direction scheduling profile, which is denoted
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by a = (𝑎
1
, . . . , 𝑎

𝑖
, . . . , 𝑎

𝑛
). At the profile a, the coverage utility

of a sensor 𝑠
𝑖
is defined as follows.

Definition 11. At a profile a and a time slot 𝑡
𝑘
, the working

direction of sensor 𝑠
𝑖
is denoted by 𝑑

a
𝑖,𝑘

∈ 𝐷
𝑖
. If there is no

working direction for 𝑠
𝑖
at time slot 𝑡

𝑘
, 𝑑a
𝑖,𝑘

= 0. Given a profile
a, the coverage utility of a sensor 𝑠

𝑖
is denoted by 𝑢

𝑖
(a) and

then defined as follows:

𝑢
𝑖 (a) =

𝐾

∑

𝑘=1

(𝐹 (𝐴
a
𝑘
) − 𝐹 (𝐴

a
𝑘
\ {𝑑

a
𝑖,𝑘
})) . (3)

Intuitively, the utility function is defined as the sum of
marginal coverage contribution of the sensor’s working direc-
tions to networks coverage. In a direction scheduling game,
a sensor tries to activate its directions in time slots where
the sensor obtains most marginal coverage contribution.
Obviously, sensors interacted with each other by maximizing
each individual utility.Thus, the game is actually a dynamical
interaction process. Would the interaction dynamics finally
terminate and converge to a pure Nash equilibrium? In
order to answer this question, we discuss the mathematical
properties of direction scheduling games.

In a direction scheduling game, the set of working
directions 𝐴

𝑘
in a time slot 𝑡

𝑘
is determined by the profile a.

Thus, at a profile a, the set of working directions in a time slot
𝑡
𝑘
is denoted by𝐴a

𝑘
and the objective function of the problem

of dKC-MCB is denoted by 𝑍(a) = ∑
𝐾

𝑘=1
𝑡
𝑘
|𝐹(𝐴

a
𝑘
)|. In what

follows, we prove that direction scheduling game is a class of
potential games, the potential function of which is 𝑍(a), that
is, the objective functions of dKC-MCB.

Theorem 12. A direction scheduling game is a potential game
with the potential function Φ(a) = 𝑍(a).

Theorem 13. A pure Nash equilibrium of direction scheduling
game is a local optimal solution of the objective function𝑍(a) =
∑
𝐾

𝑘=1
𝑡
𝑘
|𝐹(𝐴

a
𝑘
)|.

Theorem 14. An optimal solution of the problem of dKC-MCB
is a pure Nash equilibrium of a direction scheduling game.

We give the proofs of Theorems 12, 13, and 14 in Appen-
dices A.1, A.2, and A.3, respectively.

Some interesting mathematical properties for DSGs to
solve the problem of dKC-MCB are well established by the
results ofTheorems 12, 13, and 14. Specifically, aDSG is proved
to be a class of potential games by Theorem 12. From the
previous result of Theorem 6, a DSG at least admits a pure
Nash equilibrium. The connection between the solutions of
dKC-MCB and pure equilibria of DSGs are described by
Theorems 13 and 14. In particular, the consistence between the
potential function and the objective function of dKC-MCB
allows us to establish a near-optimal performance for local
decision dynamics applied to the original network coverage
optimization.

5. Distributed Scheduling Algorithms for
Minimum Coverage Breach

In this section, based on the aforementioned properties of
DSGs, we propose both synchronous and asynchronous dis-
tributed scheduling algorithms for the problemof dKC-MCB.
From the perspective of game theory, both synchronous
and asynchronous algorithms are actually some kind of best
response dynamics of DSGs.

Specifically, 𝑛 sensors are assumed to be randomly
deployed in a target area. A sensor is supposed to know its
location and be aware of the location of its neighbors through
local communications. A sensor has a sensing range 𝑅

𝑠
and

a communication range 𝑅
𝑐
. In this paper, we assume the

communication range of a sensor node is at least as twice
as the sensing range; that is, 𝑅

𝑐
≥ 2𝑅

𝑠
. Denote 𝑆

𝑢

𝑖
as the

neighbors of a sensor 𝑠
𝑖
. In particular, for a sensor 𝑠

𝑗
∈ 𝑆
𝑢

𝑖
, the

distance between 𝑠
𝑗
and 𝑠
𝑖
is less than 2𝑅

𝑠
. Actually, the utility

of a sensor 𝑠
𝑖
depends on the strategies of the sensors within

𝑆
𝑢

𝑖
. In other words, 𝑠

𝑖
obtains the sum of marginal coverage

contribution only through local communications with the
sensors within 𝑆

𝑢

𝑖
.Thus, both synchronous and asynchronous

algorithms are based on local information.
In a synchronous distributed algorithm, at each time

step, sensors are considered to be able to synchronize their
actions with one another according to a system clock.We also
propose an asynchronous distributed algorithm for the case
that maintaining tight clock synchronization is sometimes
difficult. In asynchronous distributed algorithm, each sensor
maintains its individual time clock. At a time step, only one
sensor has an opportunity to update its direction scheduling
strategy.

5.1. Synchronous Distributed Scheduling Algorithm. At each
time step of the synchronous distributed scheduling algo-
rithm (SDA), all the sensors are assumed to be able to
synchronize their actions with one another according to a
system clock. The algorithm will terminate based on a mark
𝐸𝑁𝐷 = ¬(𝑈𝑝𝑑𝑎𝑡𝑒

1
∨ ⋅ ⋅ ⋅ ∨ 𝑈𝑝𝑑𝑎𝑡𝑒

𝑛
).

Definition 15. Let 𝑈𝑝𝑑𝑎𝑡𝑒
𝑖
be the mark of strategy update

for a sensor 𝑠
𝑖
. If a sensor 𝑠

𝑖
is able to increase utility by

updating its strategy, 𝑈𝑝𝑑𝑎𝑡𝑒
𝑖
is set to be true. Otherwise,

𝑈𝑝𝑑𝑎𝑡𝑒
𝑖
is set to be false. Thus, the termination mark of the

algorithm is defined as the following Boolean symbol 𝐸𝑁𝐷 =

¬(𝑈𝑝𝑑𝑎𝑡𝑒
1
∨ ⋅ ⋅ ⋅ ∨ 𝑈𝑝𝑑𝑎𝑡𝑒

𝑛
).

Specifically, if all the sensors send a message of update
false to the system, the algorithm terminates. The syn-
chronous distributed algorithm is shown in Algorithm 1.

Theorem 16. A synchronous distributed scheduling algorithm
converges to a pure Nash equilibrium.

Proof. First, we prove that, at a time step of Algorithm 1, if
more than one sensor is able to increase utility by updating
their strategies, these sensors should be independent of one
another on utility.
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Input: An initial strategy of 𝑠
𝑖
; A system time clock 𝑡 = 0; The mark of strategy update 𝑈𝑝𝑑𝑎𝑡𝑒

𝑖
← 𝑡𝑟𝑢𝑒.

Output: A Nash equilibrium strategy of 𝑠
𝑖
: 𝑎∗
𝑖
.

(1) WHILE 𝐸𝑁𝐷 = 𝑓𝑎𝑙𝑠𝑒 DO
(2) Communicate with ∀𝑠

𝑗
∈ 𝑆
𝑢

𝑖
to obtain the strategy of 𝑠

𝑗
;

(3) Based on the definition of utility function, compute:
(4) Δ

𝑖
(a (𝑡)) = max

𝑎

𝑖

(𝑢
𝑖
(𝑎


𝑖
, a(𝑡)
−𝑖
) − 𝑢
𝑖
(𝑎
𝑖
, a(𝑡)
−𝑖
))

(5) and 𝑏𝑟
𝑖
(a (𝑡)) = argmax

𝑎

𝑖

(𝑢
𝑖
(𝑎


𝑖
, a(𝑡)
−𝑖
) − 𝑢
𝑖
(𝑎
𝑖
, a(𝑡)
−𝑖
));

(6) IF Δ
𝑖
(a (𝑡)) > 0 THEN

(7) Broadcasting Δ
𝑖
(a (𝑡)) to ∀𝑠

𝑗
∈ 𝑆
𝑢

𝑖
;

(8) IF Δ
𝑖
(a(𝑡)) > max {Δ

𝑗
(a (𝑡)) | ∀𝑠

𝑗
∈ 𝑆
𝑢

𝑖
} THEN

(9) 𝑎
𝑖
(𝑡) ← 𝑏𝑟

𝑖
(a (𝑡)); Sending 𝑈𝑝𝑑𝑎𝑡𝑒

𝑖
← 𝑡𝑟𝑢𝑒 to the system;

(10) END IF
(11) ELSE
(12) Broadcasting Δ

𝑖
(a (𝑡)) = 0 to ∀𝑠

𝑗
∈ 𝑆
𝑢

𝑖
; Sending 𝑈𝑝𝑑𝑎𝑡𝑒

𝑖
← 𝑓𝑎𝑙𝑠𝑒 to the system;

(13) END IF
(14) END WHILE

Algorithm 1: Synchronous distributed algorithm (SDA).

Let a(𝑡) be the profile in a time step 𝑡. Denote themaximal
increment of utility of sensor 𝑠

𝑖
at a(𝑡) by Δ

𝑖
(a(𝑡)); Δ

𝑖
(a(𝑡)) =

max
𝑎

𝑖
(𝑢
𝑖
(𝑎


𝑖
, a(𝑡)
−𝑖
) − 𝑢
𝑖
(𝑎
𝑖
, a(𝑡)
−𝑖
)) ≥ 0. When Algorithm 1

is not terminated, END is false. From the definition of END,
there is at least one sensor updating its strategy. Assume
that more than two sensors update strategies at the time
step. From line 6 to 10 of Algorithm 1, two utility-dependent
sensors are not able to update strategies at the same time
step. Actually only the sensor of the highest increments on
utility has an opportunity to update a strategy. In other words,
when SDA algorithm proceeds, if more than one sensor
updates strategies simultaneously, then these sensors should
be independent of one another on coverage utility.

Second, we prove that when Algorithm 1 proceeds, the
network coverage monotonically increases.

Since direction scheduling game is a potential game, as
described in (1), the change in a sensor’s utility that results
from a unilateral change at a profile equals the change in a
global potential function. Moreover, based on Theorem 12,
the potential function of direction scheduling game is the
same as the optimization objective function; that is, Φ(a) =

𝑍(a).Therefore, the increment in a sensor’s utility that results
from a unilateral change at a profile equals the increment in
a network coverage.

If Algorithm 1 is not terminated, ∃𝑠
𝑖

∈ 𝑆, Δ
𝑖
(a(𝑡)) >

0. Based on (1) and Φ(a) = 𝑍(a), Δ
𝑖
(a(𝑡)) > 0 results

in the increase of Φ(a) = 𝑍(a) = ∑
𝐾

𝑘=1
𝑡
𝑘
|𝐹(𝐴

a
𝑘
)|. Thus,

network coverage monotonically increases. When there is
more than one sensor that has opportunity to increase utility
by updating strategies, from results of the first part of this
proof, these sensors should be independent of one another on
coverage utility. Thus, the increment of 𝑍(a) equals the sum
of increment on utility resulting from the sensors updating
strategies. Also, in this case, network coveragemonotonically
increases.

Since 𝑍(a) is finite, Algorithm 1 finally converges. At the
time, no sensors are able to update strategies to increase
utility; a pure Nash equilibrium is achieved.

5.2. Asynchronous Distributed Scheduling Algorithm. In the
asynchronous distributed scheduling algorithm (ADA), we
use the asynchronous timemodel [18], which is well matched
to the distributed nature of sensor networks. In particular,
each sensor 𝑠

𝑖
has an independent clock 𝑐𝑘

𝑖
whose “ticks” are

distributed as a rate 1 Poisson process. A mark of updating
strategy 𝑈𝑇

𝑖
is set for each sensor 𝑠

𝑖
to permit updating its

strategy. 𝑈𝑇
𝑖
is set to be true when 𝑐𝑘

𝑖
ticks and to be false at

other time.The asynchronous distributed algorithm is shown
in Algorithm 2.

Theorem 17. An asynchronous distributed scheduling algo-
rithm converges to a pure Nash equilibrium.

Proof. Assume that 𝑛 sensors are deployed in a target area.
Each sensor 𝑠

𝑖
has an independent clock 𝑐𝑘

𝑖
whose “ticks” are

distributed as a rate 1 Poisson process. 𝑠
𝑖
has an opportunity

to update its strategy when the mark 𝑈𝑇
𝑖
is true. Since

tick times are exponentially distributed, independent among
sensors and independent across time, the tick time model
can be equivalently formulated in terms of a single global
clock ticking according to a rate 𝑛 Poisson process. By letting
{𝑇
𝑘
}
𝑘≥0

denote the arrival times for this global clock, then
the individual clocks can be generated from the global clock
by randomly assigning each to the sensors according to a
uniform distribution. Based on properties of the Poisson
process, at each arrival time of {𝑇

𝑘
}
𝑘≥0

, there is only a sensor
that has an opportunity to update its strategy.

Let a(𝑡) be the profile in a time step 𝑡. Denote Δ
𝑖
(a(𝑡))

as the maximal increment of utility of sensor 𝑠
𝑖
at a(𝑡); that

is, Δ
𝑖
(a(𝑡)) = max

𝑎

𝑖
(𝑢
𝑖
(𝑎


𝑖
, a(𝑡)
−𝑖
) − 𝑢

𝑖
(𝑎
𝑖
, a(𝑡)
−𝑖
)) ≥ 0.
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Input: An initial strategy of 𝑠
𝑖
; 𝑈𝑇
𝑖
← 𝑓𝑎𝑙𝑠𝑒; The mark of strategy update 𝑈𝑝𝑑𝑎𝑡𝑒

𝑖
← 𝑡𝑟𝑢𝑒.

Output: A Nash equilibrium strategy of 𝑠
𝑖
: 𝑎∗
𝑖
.

(1) WHILE 𝐸𝑁𝐷 = 𝑓𝑎𝑙𝑠𝑒 and 𝑈𝑇
𝑖
= 𝑡𝑟𝑢𝑒 DO

(2) Communicate with ∀𝑠
𝑗
∈ 𝑆
𝑢

𝑖
to obtain the strategy of 𝑠

𝑗
;

(3) Based on the definition of utility function, compute:
(4) Δ

𝑖
(a) = max

𝑎

𝑖

(𝑢
𝑖
(𝑎


𝑖
, a
−𝑖
) − 𝑢
𝑖
(𝑎
𝑖
, a
−𝑖
))

(5) and 𝑏𝑟
𝑖
(a) = argmax

𝑎

𝑖

(𝑢
𝑖
(𝑎


𝑖
, a
−𝑖
) − 𝑢
𝑖
(𝑎
𝑖
, a
−𝑖
));

(6) IF Δ
𝑖
(a) > 0 THEN

(7) 𝑎
𝑖
← 𝑏𝑟
𝑖
(a); Sending 𝑈𝑝𝑑𝑎𝑡𝑒

𝑖
← 𝑡𝑟𝑢𝑒 to the system;

(8) ELSE
(9) Sending 𝑈𝑝𝑑𝑎𝑡𝑒

𝑖
← 𝑓𝑎𝑙𝑠𝑒 to the system;

(10) END IF
(11) END WHILE

Algorithm 2: Asynchronous distributed algorithm (ADA).

When Algorithm 2 proceeds, END is false. There is a sensor
𝑠
𝑖
updating its strategy and Δ

𝑖
(a(𝑡)) > 0. Since direction

scheduling game is a potential game, based on (1) andΦ(a) =
𝑍(a), Δ

𝑖
(a(𝑡)) > 0 results in the increase of 𝑍(a). Thus,

network coveragemonotonically increases with the execution
of Algorithm 2. Since the coverage objective function 𝑍(a) is
finite, Algorithm 2 finally converges. At the time, no sensors
are able to update strategies to increase utility and a pureNash
equilibrium is achieved.

6. The Coverage Performance Analysis of
Distributed Algorithms

A direction scheduling game is a potential game with poten-
tial function Φ(a) = 𝑍(a). Hence, network coverage strictly
increases with execution of both synchronous and asyn-
chronous distributed algorithms. Furthermore, both syn-
chronous and asynchronous distributed algorithms finally
converge to a stable profile, that is, a pure Nash equilibrium
of direction scheduling game. Moreover, from the results of
Theorem 16, the optimal solution of dKC-MCB is actually
a pure Nash equilibrium of DSG. However, pure Nash
equilibria are not unique for a DSG. Both synchronous and
asynchronous distributed algorithms are not guaranteed to
converge to optimal coverage.Thus, we should obtain explicit
bounds on the coverage performance of both synchronous
and asynchronous distributed algorithms. In terms of algo-
rithmic game theory, we obtain the price of anarchy (PoA)
[17] of direction scheduling game to analyze the coverage
performance of proposed distributed algorithms.

Definition 18. The price of anarchy of a direction scheduling
game DSG is defined as

PoA (DSG) = max
a∗∈A

𝑍(aOPT)
𝑍 (a∗)

, (4)

where 𝑍(a) = ∑
𝐾

𝑘=1
𝑡
𝑘
|𝐹(𝐴

a
𝑘
)|, that is, the objective function.

aOPT is the optimal solution of 𝑍(⋅). a∗ is a pure Nash
equilibrium of a DSG.

Intuitively, a PoA is the ratio of optimal coverage and
the worst possible Nash equilibrium coverage. Theorem 19
presents the explicit bounds on PoA of a DSG strongly
depending on the submodularity [19] of coverage utility
function of a DSG.

Theorem 19. The upper bound of price of anarchy of a 𝐷𝑆𝐺

is 2.

We give the proof of Theorem 19 in Appendix B.
From the result of Theorem 19, we know that at least 1/2

optimal coverage can be obtained when synchronous and
asynchronous distributed algorithms terminate.

7. Simulation Results

In this section, we evaluate the coverage performances and
convergence of SDA and ADA algorithms through simula-
tions. There are two measures for the coverage performance
of algorithms. The first is the average coverage rate (ACR) of
coverage optimization algorithms. ACR is an average of the
coverage rate (CR) of each time slotwhich is the ratio between
the number of targets covered by sensor networks and the
number of targets located in a target area. The second is the
coverage stability (CS) of coverage optimization algorithms
which is measured by the variance of CRs of all time slots.
The convergence is evaluated by the speed of convergence of
SDA and ADA algorithms to a pure Nash equilibrium.

7.1. Experimental Demonstration of the Coverage Optimiza-
tion. As an intuitive demonstration of distributed algo-
rithms, Figure 1 shows the snapshots of coverage results
of a random deployment and a SDA algorithm. In order
to make the results accessible to readers, the small-scale
simulations parameters are used in the demonstration. In
this demonstration, 𝐾 = 3 and each sensor has 7 sensing
directions and can allocate at most 2 working directions
into 3 time slots. The subfigures (a), (b), and (c) of Figure 1
show coverage results of random deployment in 3 different
time slots. The subfigures (d), (e), and (f) of Figure 1 show
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(d) (e) (f)

Figure 1: The snapshots of coverage results of the random deployment and the SDA algorithm.

coverage results in 3 different time slots when SDA algorithm
converges to a pure Nash equilibrium. As we can see from the
results shown in Figure 1, coverage results of SDA algorithm
obviously outperform results of random deployment.

7.2. Coverage Performance of the Distributed Algorithms

7.2.1. Average Coverage Rate of the Distributed Algorithms. In
order to evaluate the effectiveness of algorithms, we compare
the coverage performance of SDA and ADA algorithms
with the RANDOM algorithm and MCBLC-G algorithm.
In a RANDOM algorithm, each sensor allocates randomly
working directions into time slots under the constraint of
its lifetime. MCBLC-G is a centralized greedy algorithm
for the problem of minimum coverage breach which is
developed by Yang et al. in [11]. The experiments are set
up by the following settings. The target area is a 10 × 10

size area where 50 targets are randomly located. We evaluate
the coverage performance of the SDA, ADA, RANDOM,
and MCBLC-G algorithms by randomly deployed 𝑛 =

100, 125, 150, 175, 200, 225, 250, 275, 300 sensors with 𝑅
𝑠
= 2

in target area, respectively. Total lifetime TL is divided equally
into 6 time slots; that is, 𝐾 = 6. Each sensor at most chooses
3 time slots to allocate its working directions; that is, 𝑙

𝑖
≤ 3.

In order to guarantee the reliability of simulations, for each

value of 𝑛, we repeat the simulations by 50 times. The ACR is
finally computed by ((∑

𝐾

𝑘=1
𝑡
𝑘
|𝐹(𝐴

a
𝑘
)|)/𝐾)/50.

Figure 2 shows coverage performances of the SDA, ADA,
RANDOM, and MCBLC-G algorithms. As we can see from
Figure 2, SDA,ADA, andMCBLC-G algorithms provide sim-
ilar coverage performances which are obviously better than
results of the RANDOM algorithm. However, MCBLC-G is a
centralized algorithm and the SDA and ADA algorithms are
distributed algorithms.

Since the potential function of direction scheduling game
coincides with the coverage objective function of the problem
of dKC-MCB, the coverage of sensor network increases
along with the each sensor’s utility increasing when SDA
and ADA algorithms proceed. We can see the results from
Figures 3 and 4.

7.2.2. Coverage Stability of the Distributed Algorithms. The
coverage stability is another important performance measure
of coverage optimization algorithms. A coverage optimiza-
tion algorithm with good coverage stability can guarantee
well-balanced coverage performance for every time slot.
Figure 5 shows the coverage rate variance of SDA, ADA,
RANDOM, and MCBLC-G algorithms. As we can see
from the results of Figure 5, RANDOM algorithm randomly
allocates working directions into time slots. Coverage rates
among time slots cannot be guaranteed well balanced.
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Figure 2: The comparison of coverage performance of SDA, ADA,
RANDOM, and MCBLC-G algorithms.

This results in a high coverage rate variance for RAN-
DOM algorithm. MCBLC-G algorithm has a lower coverage
rate variance than RANDOM. However, the coverage rate
variance of MCBLC-G is influenced by the sequence of
greedy selection of sensors. Compared with RANDOM and
MCBLC-G algorithms, SDA and ADA provide well-balanced
coverage performance.

7.3. Convergence of theDistributedAlgorithms. ASDA (ADA)
algorithm terminates when the algorithm converges to a pure
Nash equilibrium. The speed of convergence to a pure Nash
equilibrium of a SDA (ADA) algorithm mainly depends on
two factors: the first is the number of sensors deployed in
a target area. The second is the number of time slots 𝐾.
As shown in Figure 6, the number of iterations for SDA
algorithm increases with the number of sensors deployed
in a target area. At the same time, given the number of
deployed sensors, the number of iterations for SDA algorithm
increases with the number of time slots 𝐾. As the number of
𝐾 increases, each sensor has more choices when it decides to
allocate working directions. This leads to more complicated
interactions among sensors and prolongs the convergence
dynamics. Similar convergence results of ADA algorithm are
shown in Figure 7.

8. Conclusions

Direction scheduling algorithms with energy efficiency are
always important for directional sensor network. Since direc-
tional sensors are energy constrained, distributed direction
scheduling algorithms need to be exploited where a sensor
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Figure 3: The increasing of coverage performance of SDA algo-
rithms.

takes direction scheduling decisions independently, based
purely on communications with its neighbors. In this paper,
the problem of directional 𝐾-Cover for minimum cover-
age breach (dKC-MCB) is formulated as a game: direc-
tion scheduling game (DSG). Both synchronous and asyn-
chronous game-theoretic based distributed algorithms are
proposed for solving dKC-MCB, respectively. The coverage
performance of distributed algorithms is analyzed from a
theoretic perspective and the explicit bounds on the coverage
performance are presented. Experimental results show that
our proposed algorithms can provide a near-optimal and
well-balanced solution to the problem of dKC-MCB.

Game theory, particularly potential game, is beginning
to emerge as a powerful tool for the design and analysis
of distributed optimization algorithm [13]. However, many
research challenges still remain unanswered, especially for
the development of a systematic methodology for the design
of distributed optimization functions that satisfies virtually
any degree of locality while ensuring the desirability of the
resulting equilibria. As future research work, we plan to
investigate a systematic approach to distributed optimization
using the framework of potential games and apply this
approach to solve various real application problems.

Appendices

A. Proof of Theorems 12, 13, and 14

A.1. Proof of Theorem 12. Direction scheduling game is
a potential game with the potential function 𝑍(a) =

∑
𝐾

𝑘=1
𝑡
𝑘
|𝐹(𝐴

a
𝑘
)|.
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Figure 4: The increasing of coverage performance of ADA algo-
rithms.
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Figure 5: The comparison of coverage stability of SDA, ADA,
RANDOM, and MCBLC-G algorithms.

Proof. Given a game 𝐺, to prove 𝐺 is a class of potential
games, a potential functionΦ(⋅) should be constructed, such
that for any tow profiles a = (𝑎

𝑖
, a
−𝑖
) and a = (𝑎



𝑖
, a
−𝑖
) we

always have

𝑢
𝑖
(𝑎


𝑖
, a
−𝑖
) − 𝑢
𝑖
(𝑎
𝑖
, a
−𝑖
) = Φ (𝑎



𝑖
, a
−𝑖
) − Φ (𝑎

𝑖
, a
−𝑖
) . (A.1)

Weprove that, for a direction scheduling gamewith utility
function defined by (3), the potential function isΦ(a) = 𝑍(a).
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Figure 6: Convergence speed of SDA algorithms.
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Figure 7: Convergence speed of ADA algorithms.

Note that a = (𝑎


𝑖
, a
−𝑖
) and a = (𝑎

𝑖
, a
−𝑖
) are only different from

the strategy of sensor 𝑠
𝑖
since 𝑠

𝑖
at most activates a direction

in a time slot. Thus, in a time slot 𝑡
𝑘
, the working directions

𝐴
a
𝑘
differ from 𝐴

a
𝑘
in the following four possible cases.

(a) A sensor 𝑠
𝑖
schedules its working direction from 𝑑

𝑖,𝑝

at a profile a to 𝑑
𝑖,𝑞

at a profile a. In this case, 𝐴a
𝑘

=

{{𝐴
a
𝑘
\ {𝑑
𝑖,𝑝
}} ∪ {𝑑

𝑖,𝑞
}}.
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(b) 𝑠
𝑖
schedules its working direction from 𝑑

𝑖,𝑝
at a profile

a to 0 at a profile a. Thus, 𝐴a
𝑘
= {𝐴

a
𝑘
\ {𝑑
𝑖,𝑝
}}.

(c) 𝑠
𝑖
schedules its working direction from 0 at a profile a

to 𝑑
𝑖,𝑞
at a profile a. Thus, 𝐴a

𝑘
= {𝐴

a
𝑘
∪ {𝑑
𝑖,𝑞
}}.

(d) 𝑠
𝑖
maintains an equal schedule between a and a.Thus,

𝐴
a
𝑘
= 𝐴

a
𝑘
.

Without loss of generality, at a and a, we suppose that
𝐴

a
1
= {{𝐴

a
1
\ {𝑑
𝑖,𝑝
}} ∪ {𝑑

𝑖,𝑞
}}, 𝐴a
2
= {𝐴

a
2
\ {𝑑
𝑖,𝑝
}}, 𝐴a
3

= {𝐴
a
3
∪

{𝑑
𝑖,𝑞
}}, and𝐴

a
𝑘

= 𝐴
a
𝑘
, 𝑘 = 3, 4, . . . , 𝐾.Therefore, the potential

functions of a and aare, respectively, shown as follows:

Φ (a) =
𝐿

∑

𝑘=1

𝐹 (𝐴
a
𝑘
)

= 𝐹 (𝐴
a
1
) + 𝐹 (𝐴

a
2
) + 𝐹 (𝐴

a
3
) + 𝐹 (𝐴

a
4
) + ⋅ ⋅ ⋅ + 𝐹 (𝐴

a
𝐿
)

Φ (a) =

𝐿

∑

𝑘=1

𝐹 (𝐴
a
𝑘
)

= 𝐹 (𝐴
a
1
) + 𝐹 (𝐴

a
2
) + 𝐹 (𝐴

a
3
)

+ 𝐹 (𝐴
a
4
) + ⋅ ⋅ ⋅ + 𝐹 (𝐴

a
𝐿
)

= 𝐹 (𝐴
a
1

= {{𝐴
a
1
\ {𝑑
𝑖,𝑝
}} ∪ {𝑑

𝑖,𝑞
}})

+ 𝐹 (𝐴
a
2
= {𝐴

a
2
\ {𝑑
𝑖,𝑝
}})

+ 𝐹 (𝐴
a
3
= {𝐴

a
3
∪ {𝑑
𝑖,𝑞
}}) + 𝐹 (𝐴

a
4
= 𝐴

a
4
)

+ ⋅ ⋅ ⋅ + 𝐹 (𝐴
a
𝐿
= 𝐴

a
𝐿
) .

(A.2)

Thus, based on (A.2) we have

Φ(a) − Φ (a) =
𝐿

∑

𝑘=1

𝐹(𝐴
a
𝑘
) −

𝐿

∑

𝑘=1

𝐹 (𝐴
a
𝑘
)

= [𝐹 (𝐴
a
1
) − 𝐹 (𝐴

a
1
)] + [𝐹 (𝐴

a
2
) − 𝐹 (𝐴

a
2
)]

+ [𝐹 (𝐴
a
3
) − 𝐹 (𝐴

a
3
)] + [𝐹 (𝐴

a
4
) − 𝐹 (𝐴

a
4
)]

+ ⋅ ⋅ ⋅ + [𝐹 (𝐴
a
𝐿
) − 𝐹 (𝐴

a
𝐿
)]

= [𝐹 ({{𝐴
a
1
\ {𝑑
𝑖,𝑝
}} ∪ {𝑑

𝑖,𝑞
}}) − 𝐹 (𝐴

a
1
)]

+ [𝐹 ({𝐴
a
2
\ {𝑑
𝑖,𝑝
}}) − 𝐹 (𝐴

a
2
)]

+ [𝐹 ({𝐴
a
3
∪ {𝑑
𝑖,𝑞
}}) − 𝐹 (𝐴

a
3
)] + 0.

(A.3)

In addition, based on the definition of utility function, we
obtain the utility of 𝑠

𝑖
at a,

𝑢
𝑖 (a) = [𝐹 (𝐴

a
1
) − 𝐹 ({𝐴

a
1
\ {𝑑
𝑖,𝑝
}})]

+ [𝐹 (𝐴
a
2
) − 𝐹 ({𝐴

a
2
\ {𝑑
𝑖,𝑝
}})] ,

(A.4)

and at a, respectively,

𝑢
𝑖
(a) = [

[

𝐹 ({{𝐴
a
1
\ {𝑑
𝑖,𝑝
}} ∪ {𝑑

𝑖,𝑞
}})

−𝐹 ({𝐴
a
1
\ {𝑑
𝑖,𝑝
}})

]

]

+ [𝐹 ({𝐴
a
3
∪ {𝑑
𝑖,𝑞
}}) − 𝐹 (𝐴

a
3
)] .

(A.5)

Thus, based on the results of (A.4) and (A.5), the difference
of utility of 𝑠

𝑖
between a and a is as follows:

𝑢
𝑖
(a) − 𝑢

𝑖 (a) = [

[

𝐹 ({{𝐴
a
1
\ {𝑑
𝑖,𝑝
}} ∪ {𝑑

𝑖,𝑞
}})

−𝐹 ({𝐴
a
1
\ {𝑑
𝑖,𝑝
}})

]

]

+ [𝐹 ({𝐴
a
3
∪ {𝑑
𝑖,𝑞
}}) − 𝐹 (𝐴

a
3
)]

− [𝐹 (𝐴
a
1
) − 𝐹 ({𝐴

a
1
\ {𝑑
𝑖,𝑝
}})]

− [𝐹 (𝐴
a
2
) − 𝐹 ({𝐴

a
2
\ {𝑑
𝑖,𝑝
}})]

= [𝐹 ({{𝐴
a
1
\ {𝑑
𝑖,𝑝
}} ∪ {𝑑

𝑖,𝑞
}}) − 𝐹 (𝐴

a
1
)]

+ [𝐹 ({𝐴
a
2
\ {𝑑
𝑖,𝑝
}}) − 𝐹 (𝐴

a
2
)]

+ [𝐹 ({𝐴
a
3
∪ {𝑑
𝑖,𝑞
}}) − 𝐹 (𝐴

a
3
)] .

(A.6)

From the results of (A.3) and (A.6), we obtain 𝑢
𝑖
(𝑎


𝑖
, a
−𝑖
) −

𝑢
𝑖
(𝑎
𝑖
, a
−𝑖
) = Φ(𝑎



𝑖
, a
−𝑖
) − Φ(𝑎

𝑖
, a
−𝑖
). Therefore, we prove that a

direction scheduling game is a potential game with potential
functionΦ(a) = 𝑍(a).

A.2. Proof of Theorem 13. A pure Nash equilibrium of direc-
tion scheduling game is a local optimal solution of the
problem of Set 𝐾-Cover for minimum coverage breach.

Proof. Let a∗ be a pure Nash equilibrium profile of DSG. By
the definition of Nash equilibrium, at the profile a∗, there
is no sensor that can unilaterally deviate from the profile a∗
by changing its scheduling strategy to increase its individual
coverage utility. Sine DSG is a potential game of which
the potential function Φ(⋅) is consistent with 𝑍(⋅), that is,
the optimization objective function of dKC-MCB, in a local
area around the profile a∗, there is no profile a such that
𝑍(a∗) < 𝑍(a). Thereby, the Nash equilibrium profile a∗ is
local optimal of the optimization objective function of the
problem of dKC-MCB.

A.3. Proof ofTheorem 14. An optimal solution to the problem
of dKC-MCB is a pure Nash equilibrium.



International Journal of Distributed Sensor Networks 11

Proof. Let aOPT = arg maxa𝑍(a) = arg maxa ∑
𝐾

𝑘=1
𝑡
𝑘
|𝐹(𝐴

a
𝑘
)|

be the optimal solution profile of dKC-MCB. At the profile
aOPT, a sensor 𝑠

𝑖
unilaterally deviates from the profile aOPT

by changing its scheduling strategy to a profile a. Since aOPT
is the optimal solution profile, we obtain 𝑍(aOPT) ≥ 𝑍(a).
Moreover, since a DSG is a potential game of which the
potential function is consistent with 𝑍(⋅), 𝑍(aOPT) ≥ 𝑍(a)
implies that, at the profile aOPT, there is no sensor that can
unilaterally deviate from the profile aOPT to increase its utility.
By the definition of Nash equilibrium, we know the optimal
solution profile aOPT is a pureNash equilibriumof aDSG.

B. Proof of Theorem 19

Theupper bound of price of anarchy of a direction scheduling
game is 2.

Proof. Let a∗ = (𝑎
∗

1
, . . . , 𝑎

∗

𝑖
, . . . , 𝑎

∗

𝑛
) be a pure Nash equi-

librium of a DSG and let aOPT = (𝑎
OPT
1

, . . . , 𝑎
OPT
𝑖

, . . . , 𝑎
OPT
𝑛

)

be the optimal profile of the problem of Set 𝐾-Cover for
minimum coverage breach. Let (a∗ ⊕ aOPT) denote a com-
pound profile where each sensor 𝑠

𝑖
can take both 𝑎

∗

𝑖
and 𝑎

OPT
𝑖

strategies. At a compound profile (a∗ ⊕ aOPT), the network
coverage is 𝑍(a∗ ⊕ aOPT) = ∑

𝐾

𝑘=1
𝐹(𝐴
(a∗⊕aOPT)
𝑘

). Since the
network coverage function𝐹(⋅) is amonotone function on the
set of directions, we have 𝑍(a∗) ≤ 𝑍(aOPT) ≤ 𝑍(a∗ ⊕ aOPT).

Denote Δ𝑍
𝑖
(a∗ ⊕ aOPT) by

Δ𝑍
𝑖
(a∗ ⊕ aOPT)

= 𝑍 (a∗ ⊕ (𝑎
OPT
1

, . . . , 𝑎
OPT
𝑖−1

, 𝑎
OPT
𝑖

, 𝑎
∗

𝑖+1
, . . . , 𝑎
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𝑛
))
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OPT
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𝑖−1
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∗

𝑖
, 𝑎
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𝑖+1
, . . . , 𝑎

∗

𝑛
))

= 𝑍 (𝑎
OPT
1

⊕ 𝑎
∗

1
, . . . , 𝑎

OPT
𝑖−1

⊕ 𝑎
∗

𝑖−1
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𝑖

⊕ 𝑎
∗

𝑖
, 𝑎
∗

𝑖+1
, . . . , 𝑎

∗

𝑛
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− 𝑍 (𝑎
OPT
1

⊕ 𝑎
∗

1
, . . . , 𝑎

OPT
𝑖−1
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∗

𝑖−1
, 𝑎
∗

𝑖
, 𝑎
∗

𝑖+1
, . . . , 𝑎

∗

𝑛
) .

(B.1)

Without loss of generality, assume that, at the pro-
file aOPT, 𝑠

𝑖
allocates directions in time slots indexed by

(𝑝
1
, 𝑝
2
, . . . , 𝑝

𝑠
). Thus, 𝑠
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is denoted as follows:
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Based on the results of formula (B.3), we know that
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Since a∗ is a pure Nash equilibrium, suppose that other
sensors’ strategies are maintained to be unchanged, and any
the coverage utility of sensor 𝑠

𝑖
is decreased by replacing 𝑎

∗

𝑖

with 𝑎
OPT
𝑖

. Thus, 𝑢
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). Therefore, we

further obtain
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Since 𝑍(aOPT) ≤ 𝑍(a∗ ⊕ aOPT), we have
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In a direction scheduling game, the utility function of a
sensor is defined by the marginal contribution to network
coverage; therefore, we have ∑

𝑛

𝑖=1
𝑢
𝑖
(a∗) ≤ 𝑍(a∗). Thereby,

we obtain
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In receiver-initiated medium access control (MAC) protocols for wireless sensor networks, communication is initiated by the
receiver node which transmits beacons indicating its availability to receive data. In the case of multiple senders having traffic for
a given receiver, such beacons form points where collisions are likely to happen. In this paper, we present altruistic backoff (AB),
a novel collision avoidance mechanism that aims to avoid collisions before the transmission of a beacon. As a result of an early
backoff, senders spend less time in idle listening waiting for a beacon, thus saving significant amounts of energy. We present an
implementation of AB for Texas Instruments’ eZ430-rf2500 sensor nodes and we evaluate its performance with simulations and
experiments.

1. Introduction

Wireless sensor networks (WSNs) consist of multiple embed-
ded networked wireless devices that are characterized by
resource and power constraints. The medium access control
(MAC) protocol is responsible for the establishment of a
communication link between wireless devices. Its primary
role is to coordinate access to and transmission over a
medium common to several nodes. Furthermore, it plays a
key role in the design of energy-efficient WSNs, as it controls
the active and sleeping states of a node, known as duty
cycling. The energy consumption of a wireless sensor node
is dominated by the power needs of its radio component
[1]. As a result, duty cycling the radio plays a fundamental
role towards the realization of energy-efficient wireless sensor
networks.

For a communication link to be established, both the
receiver and the sender need to be simultaneously in an active
state. Here, an important distinction needs to be made. In
the case of single-hop star topologies and assuming that the
receiver has sufficient energy resources to be continuously
in active mode, establishing the link does not constitute a
particular challenge. A duty-cycling sender will always find
the receiver available to receive traffic. Related work, in this

scenario, primarily builds upon the IEEE 802.15.4 standard
[2], such as DQ-MAC [3].

In multihop topologies, on the other hand, both the
sender and the receiver are duty cycling. This poses a partic-
ular problem of finding a rendezvous point between a sender
and receiver in which both of the nodes are in an active state
and a communication link can be established. In the literature
there are three fundamental approaches to address this issue.
In protocols that follow a synchronous approach, like S-
MAC [4], T-MAC [5], and DSMAC [6], to mention only a
few, nodes organize the active and sleeping states to overlap
with each other. The beacon-enable mode of IEEE 802.15.4
and its extensions (e.g., NCCARQ-WSN [7]) can be also
classified as synchronous MAC protocols.

Asynchronous schemes do not require synchronization,
as the nodes sleep and wake up independently of the
others. This leads to the need of techniques on deciding a
rendezvous point for nodes to communicate. There are two
fundamental asynchronous techniques, namely, the sender-
initiated and the receiver-initiated. The basic technique used
in a sender-initiated asynchronous MAC scheme is called
preamble sampling, where the sender transmits a preamble
to indicate that there is a pending need for communication.
The receiver wakes up occasionally into the active state to
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listen to such a preamble transmission. Once the preamble is
detected, the receiver replies with a positive acknowledgment
to the sender when the preamble transmission stops. This
establishes a communication link between the sender and
receiver. Most notable examples of MAC protocols that are
based on the sender-initiated paradigm are WiseMAC [8],
B-MAC [9], and X-MAC [10]. A thorough survey of sender-
initiated schemes can be found in [11].

This paper focuses on the latter asynchronous approach,
the receiver-initiated approach. In receiver-initiated asyn-
chronous MAC protocols, the sender listens to the channel
waiting for small beacons transmitted by the receiver. The
receiver transmits the beacons, which are used by the sender
to synchronize with the receiver, in accordance to its duty
cycle. The receiver-initiated paradigm was originally intro-
duced by Lin et al. in 2004 (RICER [12]) and became popular
with RI-MAC [13] in 2008.

Contribution andOutline of the Paper.Thekey idea behind the
receiver-initiated paradigm is that beacons constitute indi-
rect transmission timeslots. Therefore, when multiple nodes
contend for the same beacon, a collision is inevitable. Unless
there are specific conditions so that receivers can provide the
network with much more beacons than the generated data
packets, receiver-initiated protocols are particularly vulner-
able to collisions. In this paper, we present altruistic backoff
(AB), a novel energy-efficient collision avoidance mecha-
nism for receiver-initiated MAC protocols. AB manages to
decrease the energy wasted in idle listening by detecting and
resolving inevitable collisions before the beacon transmis-
sion. Additionally, we implemented the protocol on Texas
Instruments’ eZ430-rf2500 sensor nodes [14] and we evaluate
its performance by comparing it to random backoff through
simulations and experiments.

The remainder of the paper is organized as follows.
Section 2 presents the receiver-initiated paradigm of com-
munication along with previous work on collision avoidance.
Section 3 summarizes the proposed protocol, AB. Section 4
evaluates the protocol using simulations. Section 5 provides
the implementation details and Section 6 presents the exper-
imental results. Lastly, Section 7 concludes the paper.

2. Collision Avoidance in Receiver-Initiated
MAC Protocols

In this section, we present the receiver-initiated paradigm of
communication between duty-cycling nodes. Furthermore,
we briefly survey how existing MAC protocols, that incorpo-
rate the receiver-initiated paradigm, address the challenge of
collision avoidance. Lastly, we motivate the necessity of our
proposed solution by contrasting it with the commonly used
approach in terms of energy efficiency.

2.1.The Receiver-Initiated Paradigm. Receiver-initiatedMAC
protocols use beacons to establish a link between duty-
cycling nodes, as sketched in Figure 1. In particular, a node
is usually in a sleeping state, in which its radio is turned off.
Occasionally, it interrupts its sleep to transmit a small frame,
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Figure 1: Receiver-initiated paradigm of communication. The
sender is passively listening to the channel for a beacon (B) that
initiates the communication. Idle listening indicates a source of
energy consumption where the node is active, receiving, while the
other side of the link is in sleeping mode.

called beacon (B), which indicates its availability to receive
data. After the beacon transmission and for a predefined time,
the node waits (with the radio tuned on) for a reply. In case
of no reply, the node goes back to the sleeping state. A node
with data to transmit interrupts its sleep and passively listens
to the channel for a beacon that originates from the intended
receiver. Upon reception of a beacon, data transmission fol-
lows, typically acknowledged by an additional control frame
(ACK). The latter concludes the communication cycle and
both nodes go to the sleeping state.

Since the publication of RI-MAC [13], several MAC
protocols that build on the receiver-initiated paradigm have
been proposed. Such protocols mostly focus on optimizing
the performance of the network and/or extending some fea-
tures, such as mitigating the cost of beaconing (e.g., A-MAC
[15]), mitigating the time a node awaits for a beacon (e.g.,
EE-RI-MAC [16] and PW-MAC [17]), dynamically adapting
the duty cycles (e.g., ODMAC [18] and CyMAC [19]), adding
broadcasting support (ADB [20] and YA-MAC [21]), and
adding multichannel support (DCM [22] and EM-MAC
[23]). Despite their differences, all these MAC protocols
are based on the same receiver-initiated communication
paradigm.

A comparison between the receiver-initiated paradigm
and other communication paradigms for duty-cycled nodes
is out of the scope of paper. For such comparison, we refer the
reader to related works [12, 13, 24].

In the literature, there is a line of MAC protocols that
extend the paradigm with techniques to predict the wake-
up event of the receiver, such as WideMAC [25] and PW-
MAC [17]. Moreover, there are several other extensions to
the paradigm that are incompatible with such prediction
techniques. For instance, inODMAC[18], thewake-up events
are unpredictable as they are scheduled based on the available
energy that can be harvested from the environment. The
main disadvantages of the wake-up prediction techniques are
related to the requirement to deal with clock drifts in the
microcontrollers of the sensor nodes and to the fact that they
hinder the ability of sensor nodes to autonomously and
individually adapt their duty cycles to various environmental
parameters. In such dynamic conditions, the wake-up event
of the receiver is continuously changing with respect to the
available energy or the network conditions. Furthermore,



International Journal of Distributed Sensor Networks 3

MAC protocols typically follow randomization techniques
that aim to avoid unwanted synchronizations (for instance,
two nodes continuously transmit their beacon simultane-
ously) [13]. In this paper, we consider the generic version of
the receiver-initiated paradigm, in which the wake-up events
of the receiver are unknown to the sender.

2.2. Collision Avoidance. Collision avoidance in wireless
networks was introduced because collision detection mech-
anisms, traditionally used in wired networks, are impossible.
Detecting a collision while it is happening is not possible in
wireless networks, because the radio is not able to transmit
and receive simultaneously. Collided transmissions can only
be detected by the receiver after their completion. Therefore,
in high throughput wireless networks with large data packets,
such as IEEE 802.11 [26], collisions lead to a significant
throughput degradation.

The solution to this problem was given by avoiding
collisions through Random Backoff (RB). The idea is that the
protocol defines a time interval (timeslot) and a contention
window (CW). Before transmitting, each node selects a
randomnumber, chosen uniformly between zero andCW−1,
and it delays the data transmission by that amount of times-
lots while listening to the channel for other transmissions.
If the channel remains idle, the data transmission follows.
If the channel gets occupied by another transmission, the
node freezes the timeslot counter and backs off. When the
channel becomes idle again the node unfreezes the timeslot
counter and the process is repeated until the counter reaches
zero. At this point, the data transmission follows. As a result,
unless two transmitters select the same random number,
the collision is avoided. The size of CW is associated with
a performance tradeoff. If its value is too small, the probability
of two nodes selecting the same random number gets high.
On the other hand, if its value is too high, the transmitters
waste a lot of time in idle listening, leading to protocol over-
head and throughput degradation. IEEE 802.11 distributed
coordination function (DCF) [26] solves this problem by
adapting CW to the level of contention. This mechanism
works as follows. CW is initializedwith a small value, which is
doubled every time a collision occurs (with amaximum limit)
and gets back to its minimum value after a successful trans-
mission. This mechanism is called binary exponential backoff
and results to a low CW in low contention that can quickly
increase in the case of traffic bursts.

Receiver-initiatedMACprotocols forWSNs inherited the
principle of RB from traditional wireless protocols. RI-MAC
[13] adopts a variation of BEB.The experiments conducted by
the authors of RI-MAC have shown that due to the presence
of the capture effect [27] in FM radios, also called cochannel
interference tolerance, such a contending scenario does not
necessarily lead to collisions. This property shows that the
traditional assumption that a packet collision always results in
data corruption is false. For this reason, senders in RI-MAC
immediately transmit the data upon receiving a base beacon,
without any backoff. The receiver listens for a short period of
time after transmitting the beacon, known as the dwell time.
Dwell time is determined by the current backoff window

size. Concurrently, it measures the channel power level and
processes the bit pattern received. If a valid data frame header
is not detected in time and themeasured power level indicates
that a transmission is in progress, then this condition is
classified as a collision. If a collision occurs, the receiver
performs a clear channel assessment (CCA), waiting for the
channel to be free. Once a clear channel is determined, the
receiver transmits a beacon with a backoff window specified,
informing the senders of the failed transmission.The senders
that are waiting for an ACK use the backoff window specified
in the beacon to perform a randombackoff.The senders listen
to the channel, while waiting for the randomperiod to expire,
before retransmitting the data. If a transmission from another
sender is detected, the sender withholds the transmission
and waits for an ACK beacon, before resuming with a new
random backoff. If a collision happens again, the receiver
increments the backoff window using the BEB strategy,
until the maximum window size is reached. After that,
both senders and receivers accept a failed transmission and
go back to sleep, retrying at a later point in time.

In addition to RI-MAC, other receiver-initiated MAC
protocols adopt variations of RB, including RICER [12], RC-
MAC [28], YA-MAC [21], DCM [22], EM-MAC [23], and
IRDT [29]. Intermittent receiver-driven data transmission
(IRDT) [29] also incorporates two additional collision avoid-
ance mechanisms. The first is based on the frequency of bea-
con transmissions.The idea is that by increasing the beacons,
the senders are stochastically distributed into more beacons
and the collision probability decreases.However, this solution
can work only if the receivers are capable of offering their
energy resources for forwarding more traffic. The other col-
lision avoidance mechanism is based on data aggregation. By
aggregatingmultiple data packets into larger frames, the total
amount of attempted transmissions decreases; thus, the prob-
ability of a collision decreases. However, this approach has a
negative impact on the delay of each individual data packet.
The authors define two methods of collision avoidance with
data aggregation: static and dynamic. According to the static
method, the protocol uses a constant buffer of 𝑛 packets. The
node keeps collecting packets from other nodes and packets
locally generated into the buffer. When the buffer is full, it is
transmitted as a singleMAC frame.According to the dynamic
method, a sender with a single packet to transmit normally
waits for a beacon. While waiting, it periodically transmits
its own beacons in order to collect packets from neighbors.
When the beacon is received, the sender transmits a single
frame with as many packets as it managed to collect during
that time.

Self-adapting RI-MAC (SARI-MAC) [30] introduces a
collision avoidance mechanism through time slot reserva-
tion. After the beacon transmission, a contention window
period follows during which the nodes pick a uniformly
random slot to request for a timeslot reservation. At the
end of the contention window, the receiver sends back to all
the contending nodes a report with the reservations. Nodes
transmit their data in the reserved timeslot, which is long
enough for a data packet and the respective acknowledgment.
Opportunistic cooperation MAC (OC-MAC) [31] indirectly
decreases collisions by allowing senders to opportunistically
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Figure 2: Consumption of a typical cycle based on a study of
ODMAC [32]. The current drain is obtained by dividing the shown
voltage by the shunt resistor’s value (10Ω).The activity cycle consists
of the following actions: (a) sensing and packet generation, (b)
waiting for a beacon from the receiver, and (c) transmitting the
packet. Power consumption is dominated by the time the radio
spends waiting for a beacon, that is, idle listening.

forward traffic to neighbors that happen to be awake at the
same time.

The widely adopted RB has its roots in avoiding long con-
current transmissions that decrease the network throughput.
WSN are typically low-traffic networks with small frames that
give priority to energy-efficiency rather than throughput.Our
motivation for AB lies on our previous work on receiver-
initiated MAC protocols, which indicates that during a
transmission cycle most of the energy is consumed in idle
listening, waiting for a beacon to establish a connection [32].
The cost of the data transmission itself is insignificant com-
pared to idle listening (see Figure 2). RB implies that senders
that contend for the same beacon will spend a vast amount
of energy waiting for the beacon and the collision will be
detected and resolved only after the beacon transmission. On
the other hand, AB aims to detect the inevitable collision
before the beacon transmission and allow the contending
nodes to back off earlier and save energy.

3. Altruistic Backoff (AB)

Altruistic backoff is a collision avoidance mechanism that
detects potential collisions and avoids them before the actual
beacon transmission. Upon a wake-up event, it transmits a
control packet, named ABR (altruistic backoff request), that
identifies the beacon the node is waiting for. A node that is
already waiting for the same beacon and receives this packet,
altruistically backs off, offering the beacon to the node that
wakes up last. At the low overhead of one extra control packet
transmission per data packet transmission, collisions are
mitigated and idle listening is significantly reduced. Figure 3
shows an example of AB collision avoidance compared to RB.

The presented backoff scheme does not suffer from fair-
ness issues for two reasons. First,WSNs consist of cooperative
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Figure 3: Altruistic versus random backoff. In RB the inevitable
collision is resolved after the beacon transmission, while both nodes
waste energy in idle listening waiting for it. AB uses control packets
(ABR) to resolve the inevitable collision before the beacon allowing
the nodes to back off earlier and save energy by decreasing the time
they spend in idle listening.

nodes that do not have incentives to overutilize the channel.
Furthermore, random channel access provides similar proba-
bilities for all nodes to use the beacon. Essentially, the beacon
and thus the channel are taken by the sender that wakes
up last. Therefore, random channel access guarantees long-
term fairness. In other words, as long as different senders
have equal opportunities to wake up last, they have equal
opportunities to take the beacon. Similarly to RB, long-term
fairness can be compromised if nodes do not follow the
protocol. In particular, if a sender continuously retransmits
an ABR, it will always get the beacon. Generally, we do
not consider this a problem, because WSNs are networks
of cooperative nodes that do not have incentives to favor
their performance against the performance of other nodes.
However, this property is a security vulnerability that can
lead to denial-of-service (DoS) attacks. Off-the-shelf security
protocols, such as the receiver authentication protocol (RAP)
[33], can be used to authenticate control packets in an energy-
efficient manner and secure the protocol against such attacks.

Beyond being a security vulnerability, this property is
used for quality of service (QoS) services through traffic
differentiation. Traffic differentiation is valuable in case of
applications that generate traffic of different urgency (e.g.,
alerts versus monitoring traffic). We define two types of
data packets that correspond to two traffic classes, the high-
priority class and best-effort class. The priority number that
defines the priority class is included in the ABR. Upon the
reception of an ABR, a node compares the priority number
indicated in the ABR to the priority number of the local
packet it has to transmit. If and only if the local packet
belongs to the high-priority traffic class and the remote packet
belongs to the best-effort traffic class, the node immediately
transmits a new ABR to retake the beacon, as shown in
Figure 4. As a result, the priority number guarantees that ABR
retransmissions occur only when a node has a higher priority
than the node that currently has the beacon.

Upon a backoff event, the time of a next transmission
attempt can follow different policies with respect to the
importance of the data. We can consider two extremes. On
one hand, the sender might attempt to transmit immediately,
as recommended for traffic of high priority. On the other
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hand, the sender might choose to buffer the packet and
transmit it together with the following packet. We recom-
mend this policy for best-effort traffic, as it is the policy
that minimizes the energy consumption. Additionally, the
sender might choose a solution between that compromises
the advantages and the disadvantages of the two extremes. For
the remainder of the paper and unless stated otherwise, we
assume the use of the second policy.

AB is also able to support congestion control serviceswith
no additional overhead. Such feature has particular interest
in adaptive protocols, such as ODMAC [18], that regulate the
generated traffic to the energy resources of individual nodes.
For example, consider a solar energy harvesting scenario
where the receiver is placed in shadow (thus, unable to receive
and forwardmuch traffic) and the senders are placed in direct
sunlight (thus, able to generate much traffic). In this scenario,
the receiver would generate beacons at a low frequency and
the senders would exchange many ABR frames, while con-
tending for these fewbeacons. Sendersmay interpret frequent
ABR frames, as a signal that the channel is congested and
reduce the rate they generate data to avoid flooding the
receiver.

4. Evaluation of AB through Simulations

In this section, we evaluate the proposed collision avoidance
mechanism, AB, by comparing it with RB.The key difference
between the two mechanisms lies in the way the collision is
avoided. Having energy efficiency as our metric of interest,
we focus the comparison on howmuch time the nodes spend
on idle listening. In the case of AB, idle listening is the time
a sender waits for a beacon. In the case of RB, idle listening
is the time a sender waits for a beacon plus the number of
timeslots it waits afterwards. We consider two variations of
RB, namely, constant backoff (CB) and binary exponential
backoff (BEB). InCB, theCW is fixed to a constant value (cw).
In BEB, CW follows the binary exponential approach and cw
represents the minimum contention window (CWmin).

We model and simulate the two methods as follows. We
consider one single receiver that transmits beacons at a set
frequency and a set of 𝑛 nodes that are using these beacons
to send their data. A round consists of the time between
two beacon transmissions. Every round, each node has a
probability to generate data that is equal to the ratio of the
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Figure 5: Collision rate for AB and random backoff with constant
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beaconing period of the receiver over its local sensing period.
Nodes with data wake up at a random time during the round.
The time from the beginning of a wake-up event until the
reception of the following beacon or ABR is considered idle
listening. In the case of AB, a collision happens when two
nodes transmit the ABR at the same time frame. In the case
of RB, a collision happens when two or more senders select
the same and lowest random number. We set the duration of
the timeslot at 100 𝜇s and the maximum CWmax at 64. The
simulations are conducted in MATLAB.

At the beginning we fix the beaconing period of the
receiver (BP) to 4 seconds and the transmission attempt
period of the receivers (SP) to 20 seconds. As a result, an
average of 1/5 of the nodes in the network are contending
for the channel in each round. Figure 5 shows the collision
rate of the different schemes (calculated after 10000 rounds).
BEB is preventing more collisions than CB for low con-
tention windows (cw), but the difference decreases as the
cw increases. This happens because as the cw increases, the
probability of two or more nodes selecting the same random
number decreases and, as a result, the need to double the con-
tention window decreases. The same phenomenon appears
when the number of nodes is low. AB appears more able to
avoid collisions.This happens because of the random channel
access. In other words, a collision can happen only if two or
more nodes send an ABR simultaneously.Therefore, the time
between two sequential beacons acts equivalently to a very
large contention window. As a result, we expect that as we
increase the contention window, the performance of BEB and
CB will approach the performance of AB.

Figure 6 shows the average idle listening per transmission
attempt on the same simulation. Notice that CB and BEB
show a constant behavior that does not increase with neither
the number of nodes nor with the contention window. The
average idle listening is equal to half the period of beaconing
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Figure 6: Average Idle listening per transmission attempt for AB
and random backoff with constant or binary exponential CW. In the
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(BP/2). Intuitively, we expect the idle listening to increase as
the contention window increases, as the number of timeslots
is expected to be higher. However, the results indicate that the
impact of increasing the contention window is insignificant.
This behavior is explained by the size of the timeslot (100𝜇s)
which is several orders of magnitude lower than the expected
time a sender waits for a beacon. The figure shows that, in
the case of AB, the average time the sender spends in idle
listening decreases as the number of nodes increases. The
more contention, the more ABR frames are transmitted and
the faster contending nodes back off. Notice that the average
idle listening for AB becomes half the period of beaconing
(BP/2) when there is no contention (𝑛 = 1).

The above results indicate that to study idle listening is
sufficient to consider only one version random backoff. In
Figure 7, we consider 5 contending senders and CBwith fixed
contention window (cw = 4). We variate the period of a
transmission attempt (SP) and the period of beaconing (BP).
The results show a similar constant behavior for CB, while the
average idle listening of AB decreases as the traffic increases
(SP decreases).

Figure 8 shows the distribution of successful transmis-
sions over all the contending nodes, considering 𝑛 = 20, BP =
4 s, and SP = 20 s, for the case of AB. We can observe that
random channel access leads to equal probabilities for every
node to be the last sender to wake up before the beacon.
Therefore, AB provides long-term fairness for channel access.

Next, we demonstrate the ability of AB to differentiate
traffic to provide QoS. We consider two classes of traffic,
namely, high priority and best effort. Sensor nodes mark the
data that they generate as high priority with a probability 𝑃.
According to the protocol specification, the sensor node that
wakes up last and has a data packet marked as high priority
takes the beacon. If there is no sensor node with high priority
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Figure 8:The distribution of successful transmissions indicates that
AB provides long-term fairness, as contending nodes have equal
probabilities to use the channel.

data packets contending for the medium, the sensor node
that wakes up last and has a data packet marked as best effort
takes the beacon. For the following simulation, we consider
𝑃 = 0.05, BP = 1 s, and SP = 3 s. Figure 9 shows the average
ratio of the amount of data packets that take a beacon over
the total amount of generated packets, for each priority class
(calculated after 10000 rounds). As the contention increases,
a larger amount of best effort traffic backs off, while the
high priority traffic is less affected. Essentially, AB sacrifices
less important traffic to prioritize urgent traffic. The slight
decreasing trend for the high priority traffic is attributed to the
rounds that multiple nodes with high priority traffic contend
with each other.

The results indicate that AB is long-term fair and scales
well with high contention, as the ABR frames efficiently put
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the contending nodes to sleep early and less energy is wasted
in idle listening. Furthermore, AB is able to differentiate
traffic to provide QoS.

5. Implementation of AB

We implemented AB as an extension to the implementation
of on demand MAC ( ODMAC ) [32] for Texas Instruments’
eZ430-rf2500 nodes [14]. The nodes consist of an MSP430
microcontroller (MCU) and aCC2500 radio, operating in the
2.4GHz band. ODMAC is a receiver-initiated MAC protocol
for energy harvesting-wireless sensor networks (EH-WSNs)
that has been developed upon the principle of dynamically
adapting the duty cycles to the amount of harvested energy.
Nevertheless, the basic communication scheme of ODMAC
follows the receiver-initiated paradigm of communication,
as described in Section 2. We refer the reader to [32] for
the details of implementation of the protocol. ODMAC is
implemented as a finite statemachine (FSM). Its functionality
is mainly based upon two routines, namely, send and receive.
Unless one of these two handlers is invoked, ODMAC is in
sleeping state and the radio is off. The send routine generates
and formats a packet around the payload (i.e., the result of
a sensing operation). When the packet is ready, the radio is
switched on into listeningmode and the state machine awaits
for an interrupt signaling the reception of an appropriate
beacon. Should this happen,ODMACcontinues its execution
and the data packet is transmitted. At the end of a packet
transmission, the radio is switched off.

AB extends theODMAC send routine as follows. After the
packet generation, an ABR frame that includes information
about the intended receiver is generated. After a successful
CCA the transmission of ABR follows. Then, the radio is
switched to listening mode and the sender begins to listen
for a beacon. Listening is interrupted either by the reception
of the expected beacon or by the reception of an ABR that

indicates interest for the samebeacon. In the former case, data
transmission follows normally. In the latter case, the routine
returns and indicates a backoff. It should be noted that the
send routine performs one attempt to transmit the packet. In
case of backoff, the higher layer is free to decide atwhich point
in the future will attempt again to transmit the same packet.
The state machine in Figure 10 summarizes the operation of
AB as part of the ODMAC protocol.

For the traffic differentiation services ofAB,we extend the
implementation by adding a priority bit in the header of ABR
control packets. The priority bit indicates if the data packet
is classified as high priority or best effort. When a sender that
waits for a beacon receives another ABR packet, it compares
its local priority bit with the received priority bit. If and only
if the local data packet is classified as high priority and the
received ABR indicates a best effort data packet, the sender
retakes the channel by invoking the send routine again.

6. Experimental Results

In this section, we experimentally evaluate AB. For the pur-
poses of a comparisonwith RB, we also implemented a simple
variation of the protocol with constant contention window,
CB, in the ODMAC protocol. We chose to implement the CB
variation because our simulations (see Section 4) indicate that
the variation of the protocol and the length of the contention
window do not affect the idle listening overhead significantly.
CB is implemented by adding a random delay between the
reception of a beacon and the transmission of the data. In
particular, we use a constant contention window (cw = 4)
and a timeslot of 100 MCU cycles (≈100𝜇s).

To measure the idle listening time interval, we use the
internal timer unit, which is set to use the low frequency
oscillator (12 KHz) that remains active when the MCU goes
into low power (i.e., sleeping) modes. Because of the size of
its counter register (16 bits), the timer is able to measure time
intervals up to approximately 5.5 seconds. Each node is set to
keep the sumof all the time it spent in idle listening since reset
and reports the value in every data packet. In addition to that,
a sequence number of all the data transmission attempts are
also reported. Using the two aforementioned values, we can
estimate the average time a node spent in idle listening per
data transmission attempt.

For the experiments presented in this section, we use the
following test bed. We use a single-hop star topology with
a set of senders contending to transmit to a single receiver.
The contending senders are placed physically close to each
other and to the receiver, in order to mitigate any packet
losses due to channel errors. The receiver is connected to a
laptop, through which we collect all the received packets.The
receiver node is set to transmit beacons but never generate
data of its own. A set of sender nodes are configured to
periodically transmit data to the receiver. We use ODMAC’s
randomization feature [32] to randomize the period of data
transmission attempts and enforce random channel access. In
particular, after each data transmission, the wake-up inter-
rupts are randomized over the whole space of the register.
The node then calls the send routine once every 𝑠𝑚 wake-up
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Figure 10: The finite state machine that specifies the operation of AB as part of the ODMAC protocol.
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Figure 11: Average idle listening per transmission attempt for ab
and random backoff with constant CW. Wake-up interrupts are
uniformly randomized after each transmission to enforce random
channel access.

interrupts, where 𝑠𝑚 is a configurable parameter that controls
the average period of data transmission attempts.

In the experiment shown in Figure 11, we set the bea-
coning period of the receiver to 4 seconds and we used
3 contending senders. In the 𝑥-axis we variate the period
of a transmission attempt for all the senders in wake-up
interrupts, that is, the 𝑠𝑚 parameter. The duration of each
experiment was 1 hour. The results indicate a similar trend
to the respective simulation experiment, shown in Figure 7,
which verifies the energy consumption improvements of AB.
CB follows a similar constant behavior. AB, on the other hand,
is spending less time in idle listening as the traffic increases.
Figure 12 shows the ratio of successful transmissions over
the total number of transmission attempts for the same
experiments for AB. The results demonstrate the long-term
fairness of the protocol, as the nodes appear to have equal
opportunities to take the channel. We can notice that none of
the senders is led to starvation and the number of times they
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Figure 12: The ratio of successful transmissions over the total
number of transmission attempts indicates that AB is long-term fair.

took the channel is at the same order of magnitude between
the three nodes. The relative difference between the senders
is attributed to the duration of the experiment (1 hour). We
expect longer experiments to smooth such differences out.

In the next experiment, we fix the period of transmission
attempts to 2 wake-up cycles and we variate the number
of contending nodes from 1, that is, no contention, to 4.
Figure 13 shows the average time each node spends on idle
listening per transmission attempt for the two protocols. The
duration of each experiment was 1 hour. The results follow a
similar trend to the respective simulation experiment, shown
in Figure 6. In particular, when there is no contention, the two
protocols have similar performance. For the case of CB, the
average time spent in idle listening remains constant, being
dominated by the time the node waits for a beacon. In the
case of AB, on the other hand, idle decreases as the contention
increases.

Next, we evaluate the long-term fairness of AB in the sce-
nario of contending senders with different traffic generation
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Figure 14: The ratio of successful transmissions over the total
number of transmission attempts for node 1 and node 2. The period
of transmission attempts for node 1 is fixed to 4wake-up cycles.The
triangle-line shows the ratio of the packets generated by node 1 over
node 2.

frequencies. Such scenario has interest in cases of nodes with
different forwarding duties or different power resources (e.g.,
energy harvesting sensor nodes have access to different levels
of ambient energy). The experiment is designed as follows.
We use 2 nodes and fix the period of transmission attempts
of the first node to 4 wake-up interrupts, while varying the
period of the second node from 2 to 4. The duration of each
experiment is 2 hours. Figure 14 shows the results of the
experiment. The triangle-line shows the ratio of the packets
generated by node 1 over node 2, which increases as the
period of transmission attempt of node 2 increases. Note that,
when the nodes have equal periods, the ratio is close to 1. We
observe that, despite the fact that the two nodes attempt to
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Figure 15: The average ratio of the amount of data packets that take
a beacon over the total amount of generated packets for each priority
class. As the contention increases, the protocol sacrifices best effort
traffic for high priority traffic.

use the channel at different frequencies, they maintain equal
opportunities to obtain the beacon. The ratio of success full
packet transmissions over the total amount of transmission
attempts shows a constant behavior.

In the next experiment, we experimentally evaluate
traffic differentiation by replicating the simulation shown in
Figure 9. The beaconing period of the receiver is set to 1
second and the period of transmission attempts of the senders
is randomized with an average of approximately 3 seconds.
Moreover, nodes generate high priority data packets with a
probability of 𝑃 = 0.05. Figure 15 shows the average ratio
of the amount of data packets that take a beacon over the
total amount of generated packets, for each priority class.
The duration of each experiment is 1 hour. Due to hardware
constraints, the experiment was conducted with up to 6 con-
tending nodes. The results validate the simulations and show
that as the contention increases, a larger amount of best effort
traffic backs off, giving priority to the high priority traffic.

In the last figure, we validate the simulations by com-
paring their estimations to the results obtained through
the experimental evaluation. In particular, we configure the
simulator to the exact same configuration that is used in the
test-bed experiment presented in Figure 13. In the experiment
the period of transmission attempts of the senders is set to
2 wake-up cycles that are uniformly randomized over the
whole space of the register, leading to an average period
of approximately 5.5 seconds. Thus, in the simulator we set
period of transmission attempts to 5.5 seconds. The beacon-
ing period of the receiver is set to 3 seconds. Figure 16 plots
the ratio of the average idle listening per transmission attempt
of AB over CB as obtained from the simulation and the
test-bed experiment. Observe that both simulations and test-
bed experiments give close results, while the behavior of
the protocol follows the same trend. The difference indicates
that, in the experiments, random access is not as uniformly
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Figure 16: The ratio of the average idle listening per transmission
attempt of AB over CB as obtained from the simulations and the
test-bed experiments.

distributed throughout the interval between two beacons, as
assumed in the simulations.

The results of the experiments verify the trends that are
suggested by the simulations, presented in Section 4. AB
scaleswell with both high contention andhigh traffic andpro-
vides equal opportunities for the contending nodes to access
the channel. Detecting the inevitable collisions before the
beacon transmission allows the nodes to resolve the collision
before significant amount of energy is wasted in idle listening
while waiting for the beacon.

7. Conclusion

In this paper, we have focused on receiver-initiated MAC
protocols in wireless sensor networks. Such protocols ini-
tiate the data exchange with a beacon that is transmitted
by the receiver and states its availability to receive traffic.
Beacons nullify the benefits of random channel access, as they
constitute points of potential collisions even in situations of
sparse traffic. We have proposed AB, a collision avoidance
mechanism that exploits random channel access to avoid
collisions while decreasing the time nodes waste energy in
idle listening. Simulations and experiments indicate that AB
is long-term fair and scales well with increasing levels of con-
tention. Furthermore, AB provides QoS by prioritizing traffic
of different urgencies. AB is compared to the commonly used
collision avoidance mechanism, namely, random backoff,
and the results demonstrate the energy savings that can
be achieved with AB. Finally, we have discussed an imple-
mentation of the proposed collision avoidance mechanism
forTexas Instruments’ eZ430-rf2500 sensor nodes [14], incor-
porated in the ODMAC protocol [32].
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Wireless SensorNetworks (WSNs) provide awireless network infrastructure for sensed data transport in environments wherewired
or satellite technologies cannot be used. Because the embedded hardware of the sensor nodes has been improved very much in the
last years and the number of real deployments is increasing considerably, they have become a reliable option for the transmission
of any type of sensed data, from few sensed measures to multimedia data. This paper proposes a new protocol that uses an ad hoc
cluster based architecture which is able to adapt the logical sensor network topology to the delivered multimedia stream features,
guaranteeing the quality of the communications. The proposed protocol uses the quality of service (QoS) parameters, such as
bandwidth, delay, jitter, and packet loss, of each type ofmultimedia stream as a basis for the sensor clusters creation and organization
inside the WSN, providing end-to-end QoS for each multimedia stream. We present real experiments that show the performance
of the protocol for several video and audio cases when it is running.

1. Introduction

The number of Wireless Sensor Network (WSN) real deploy-
ments is increasing considerably in the last years [1, 2],mainly
because of their huge benefits [3]. New wireless technology
standards, recent advances in energy-efficient hardware and
video coding algorithms are allowing multimedia delivery
over ad hoc networks.

Nowadays, the features of the sensor nodes and smart
devices are very similar to the regular personal computer fea-
tures. Last generation of sensor nodes can include advanced
models of CPUs, with several cores, 1 or 2GB of RAM, and
storage capacities up to 64GB. Moreover, they can include
multiple wireless interfaces such as Bluetooth,Wi-Fi, 3G, and
4G,

The amounts of multimedia services that can be offered
through the network are very large [4, 5]: VoIP, IPTV, radio,
teaching, multimedia streaming, games, and so forth. There
are a lot of multimedia platforms and protocols used in
different fields [6], from the entertainment to the training in
the business environment.

Ad hoc network is a self-organizing multihop system
of wireless nodes which can communicate with each other

without a preexisting infrastructure [7]. Multimedia ad hoc
networks can be ideal to allow a distributed multimedia
service in commercial and social environments that require
high visibility to the offered products.

With the widespread use of wireless technology, the
ability of mobile wireless ad hoc networks to support mul-
timedia services with quality of service (QoS) has become
a challenging research subject as described by Khoukhi and
Cherkaoui in [8]. According to Barenco Abbas et al. the
main goal of QoS is to achieve a more deterministic network
behavior [9]. Chen et al. suggested in [10] that when we
need to provide an acceptable QoS in the network, we should
define the values of QoS metrics in order to establish the
necessary requirements. These requirements are different if
it is a real-time service or an on-demand service.

Due to the severe limitations of the ad hoc networks
(in terms of energy, processing power, memory, bandwidth,
etc.), it is necessary to carefully design the multimedia ad
hoc network protocol. Some works are focused on proposing
multichannel cross-layer architectures [11], while others are
focused on providing fast rerouting algorithms [12], but in
this case we focus our research on providing the best topo-
logical structure based on the type of multimedia streams.
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There have been many studies proposing different topo-
logical structures for ad hoc networks that can be summa-
rized into two main types: planar and hierarchical topologies
[13]. Planar topologies in ad hoc networks may be of great
complexity, mainly in mobile ad hoc networks, because any
node displacement may change the entire network topology.
For this reason most of researchers have proposed the use
of a hierarchical structure for performing an ad hoc network
topology [14]. In many cases this hierarchical structure split
nodes into different groups called clusters [15, 16].

In this paper we show the design and performance test
of a new multimedia protocol which takes into account the
QoS in WSNs. The protocol uses the QoS parameters to
structure the network topology. Then, a node decides where
to join based on its QoS needs. The protocol is based on
the architecture proposed by us for wireless ad hoc networks
in [17]. While in [17] we only propose architecture for ad
hoc networks, in this paper we have particularized the archi-
tecture to Wireless Sensor Networks and we have focused
this work to the design and deployment of the network
protocol.

This paper is organized as follows. Section 2 presents the
research papers related with our work. Proposed protocol
and architecture are described in detail in Section 3. The
system operation is explained in Section 4. Section 5 shows
the obtained results and our discussion of the performance
study. Finally, in Section 6, conclusion and future work are
shown.

2. Related Work

We have structured the related work section in 2 parts. The
first part shows several cluster formation algorithms, while
the secondpart discusses published cluster-basedmultimedia
ad hoc networks.

There are several surveys that review existing works on
cluster formation algorithms. On one hand, according toWei
and Anthony Chan [18] cluster topologies can be classified
into four categories: single-hop or multihop, stationary or
mobile, synchronous or asynchronous, and location-based
or non-location-based. On the other hand, Yu and Chong
[19]made a categorization of clustering schemes in stationary
and mobile ad hoc networks and sensor. They classified 14
proposed clustering schemes into six categories based on
their main objectives. Moreover, they discussed each cluster-
ing scheme in terms of objective, mechanism, performance,
and application scenario and discussed the similarities and
differences between schemes of the same clustering category.
We have also found [20], authored by Agarwal and Motwani.
They reviewed several clustering algorithms which help
organize mobile ad hoc networks in a hierarchical manner
and presented their main characteristics. With this survey we
see that a cluster-based MANET has many important issues
to examine, such as the cluster structure stability, the control
overhead of cluster construction andmaintenance, the energy
consumption of mobile nodes with different cluster-related
status, the traffic load distribution in clusters, and the fairness
of serving as cluster heads for a mobile node.

We have also found two papers written by Abbasi and
Younis [21] and Boyinbode et al. [22], which present a syn-
thesis of existing clustering algorithms inWSNs andhighlight
the challenges in clustering. They survey different clustering
algorithms for WSNs, emphasizing their objectives, features,
complexity, and so forth. They also compare their metrics
such as convergence rate, cluster stability, cluster overlapping,
location awareness, and support for node mobility.

Despite this review, we would like tomention 4 clustering
algorithms not included in these surveys because of their
importance.

Ramachandran et al. [23] proposed two new distributed
clustering algorithms for wireless ad hoc networks. They
presented a 2-stage O(N) randomized algorithm for a N
node complete network, which finds the minimum number
of star-shaped clusters, all at their maximum size. They
also proved the correctness of this algorithm. They then
presented a completely deterministic O(N) algorithm in
which cluster heads are elected autonomously by the nodes.
They compared their performance using simulations on top
of Bluetooth’s device discovery procedures. Results show that
the randomized algorithm performs better with respect to
both cluster and network formation times.

Chatterjee et al. [24] proposed a weight based distributed
clustering algorithm (WCA) which can dynamically adapt
itself with the ever changing topology of ad hoc networks.
Their approach restricts the number of nodes to be catered
by a cluster head so that it does not degrade the MAC
functioning.

Lehsaini et al. [15] showed the development of an
architecture that creates clusters and establishes connections
between sensors of the same type by building different sensor
networks. In their proposal the cluster heads manage the
network since they have connections with other cluster heads
and these connections allow connecting cluster members
from different clusters when they are of the same type,
forming a specialized network. One of the main goals is that
if all cluster heads switch off at the same time, the system
is able to continue working, although there will not be new
connections between clusters through the cluster heads.

Kavitha and Karthikeyan [25] proposed an energy
enhanced version of theM-SPIN (EEM-SPIN) protocol using
WCA for WSNs. It has the flexibility of assigning different
weights and takes into account combined metrics to form
clusters automatically. Limiting the number of nodes inside
a cluster allows restricting the number of nodes catered by
a cluster head so it does not degrade the MAC functioning.
For a fixed cluster head election scheme, a cluster head
with constrained energy may drain its battery quickly due
to heavy utilization. In order to spread the energy usage
over the network and achieve a better load balancing among
cluster heads, reelection of the cluster heads may be a useful
strategy.

Next, we review how some of the main cluster-based
multimedia ad hoc networks are created.

Huang et al. [26] have presented a cluster-based model to
support multimedia service. The proposed model transmits
multimedia streaming stably in ad hoc networks, while
mobile users who consumemultimedia streams tend towards
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group-based behavior. An on-demand connection predic-
tion to measure the likelihood of connectivity of cluster-
based routes in a future time is applied to the cluster-
based transmission of multimedia streaming. They proposed
a routing method called PLCBRP (cluster-based routing
with the prediction of connection probability), which com-
bines the cluster-based routing protocol with the prediction
scheme. PLCBRP discovers an optimal loosely cluster-based
route for transmitting long multimedia streams. Simulation
results indicate that PLCBRP delivers more data packets and
provides more quality on the transmission of multimedia
streaming than other flat on-demand routing protocols do.

Tang and Li [27] developed a QoS supporting scheme
for dynamic traffic conditions by controlling data generating
rates at individual clusters. Besides, they have investigated
an explicit solution on the energy distribution at different
clusters in the WSN, based on an optimal energy allocation
criterion. The obtained network energy distribution formula
is particularly convenient for node deployment design in
WSNs. The proposed algorithm is presented and validated
by numerical simulations. Some situations are also discussed
and presented by experimental examples.

Rosário et al. proposed MEVI in [28] a smart multihop
hierarchical routing protocol for efficient video communica-
tion overWireless Multimedia Sensor Networks. It combines
a cluster formation scheme with low signaling overhead in
order to ensure reliable multihop communication between
cluster heads and base stations. For route selection, a cross-
layer solution selects routes based on network conditions
and energy issues and a smart scheme to trigger multimedia
transmission according to sensed physical environmental
conditions.The cluster approach aims tominimize the energy
consumption. MEVI allows the transmission of multimedia
content with QoS/QoE support by introducing a hierarchical
routing protocol. Simulation experiments show the benefits
of MEVI in disseminating video content for large and small
field size, compared with low-energy adaptive clustering
hierarchy (LEACH) and power efficient multimedia routing
(PEMuR) in terms of network lifetime and video quality level.

In [29], Diaz et al. propose a new multimedia-oriented
application layer protocol, which takes into account the
multimedia services offered by the nodes in the wireless ad
hoc network in order to select the best multimedia service
provider node and to provide the best QoE and QoS to the
nodes participating in the ad hoc network. Authors show
the designed protocol and decision algorithms in order to
provide the best multimedia service to the end users. Video
streaming ismore challenging problem than audio streaming.
It requires a considerable bandwidth to provide enough QoS.
The system takes into account the delay, jitter, lost packets,
and bandwidth parameters in order to select the best service
provider node. Moreover, the system takes into account the
estimated QoE parameter (based on a previously studied
formula) and the closest node which implies less RTT and
thus lower zapping times, in order to have the best QoE.
The authors validate their proposal through an implemented
study case.

The protocol proposed in this paper is based on the archi-
tecture proposed by us for wireless ad hoc networks in [17].

While our previous work was based on the architecture
definition and deployment, this paper is focused on the pro-
tocol including the restriction given by the sensor networks.
Moreover, we have included the case where a request can be
performed from outside the WSN (like in a regular WSN)
and the tests to perform the real experiments are completely
different.

3. Protocol Description

In this sectionwe are going to describe the proposed protocol.
First, we describe the architecture features, the elements of
the framework, and their relationship. Then, we explain the
characteristics of the protocol, the structure of the protocol
header, and the protocol fields. Finally, we show the messages
designed for the proper operation of our proposal.

The main objective of the protocol is to let the sensor
nodes communicate taking into account multimedia flow
characteristics. It uses a cluster-based ad hoc architecture
that will control the QoS parameters for each multimedia
communication, by establishing the appropriated values and
guaranteeing the service along the time. The protocol allows
the sensor to communicate and exchange information about
their state and properties. Moreover, sensor nodes use this
information to determine the most appropriate neighbors.
The protocol dynamically manages the creation of the cluster
as a function of the network features, the number of devices,
the sensor capacity, and the multimedia flows.

3.1. System Architecture. The starting point of our system is a
set of wireless sensor nodes located in a delimited place which
form a WSN. Each wireless sensor node has different power,
processing, memory, and transmission capacities. They are
able to select other wireless sensor nodes as ad hoc neighbors
if they are under their radio coverage area. Wireless sensor
nodes are responsible for retransmitting the multimedia
flows, which may be audio or video, and can use a wide range
of codecs.

Figure 1 shows the elements of a cluster. Some sensor
nodes are able to provide sensed data to theWSN as audio IP
or video IP services.There are three types of communications
as a function of the source or destination of the communi-
cation: (1) communication started from outside the WSN to
a node placed inside the WSN, (2) communication started
from a node placed inside the WSN to a destination outside
theWSN, and (3) communication started from a node placed
inside the WSN to a node of the WSN. A node from an
external network can provide multimedia contents and audio
and video real-time communication services.

Wireless sensor nodes can sense multimedia data or
act as a data forwarding nodes inside the WSN. They can
communicate with other nodes under their coverage area.
New nodes will select the better reachable cluster based on
their features and the type of multimedia traffic that is going
to be transmitted. We can distinguish in Figure 1 two types of
nodes, sensor nodes that do not have any connection with
nodes from an external network (they can only establish
connections with nodes from their cluster) and sensor nodes
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Figure 1: Cluster elements and possible communications.

that have connections with other clusters (cluster heads) or
with an external network (gateway nodes). Gateway nodes
have two interfaces at least in order to connect with theWSN
and with the external network.

The network is organized in clusters. Every cluster of the
architecture is dedicated to a specific multimedia flow, which
will be identified by predefined multimedia profiles. We have
created a Multimedia Init Profile (MIP) in order to manage
the configuration of the sensor nodes [26]. MIP defines
which type of multimedia flow can be delivered by the sensor
node. MIP groups in a single logical component all required
information to guarantee the adequateQoS to themultimedia
traffic. MIP gathers the restrictions that will be applied to
QoS parameters for the multimedia flows (Bandwidth, Delay,
Jitter, and Lost Packets) and the cluster properties (maximum
number of hops and the number of connections with external
networks).There is only oneMIP associated with each cluster
in theWSN, but there could be several clusters using the same
MIP. When a MIP is assigned to a sensor node, the following
information is assigned: type of multimedia traffic (audio or
video), range of codecs that can be used by the multimedia
flows inside the cluster, maximum bandwidth available for
retransmissions, and the maximum admissible Delay, Jitter,
and Lost Packets.

Figure 2 shows the elements of the proposed architecture
and their relationship. The architecture defines three opera-
tion levels: Hardware Infrastructure, Logic Management, and
Admin Interface.

Hardware Infrastructure level is formed by the elements in
charge of building the physical and logical network topology.
The physical topology is made of wireless sensor nodes.
Each node can be head node, gateway node, or sensor node
(each node can only have one role). When a sensor node
starts for its first time, it searches other sensor nodes in
its coverage area. This process lets the node exchange the
required information to group the nodes in clusters bymeans
of the developed protocol. Then, the logical topology is
created. Sensor nodes can only belong to a single cluster and
have neighborhoods with the nodes of that cluster. The head

node belongs to a single cluster but can have neighborhoods
with other clusters’ head nodes. The wireless connections
between head clusters create a higher hierarchical level
that allows exchanging information between clusters. The
criteria used to determine which cluster will be the sensor
node joined to are based on the MIP associated with the
sensor node, and thus on the type of multimedia traffic it is
disposed to retransmit. The sensor node will only establish
neighborhoods for multimedia traffic delivery with other
sensor nodes in the WSN that are using the same MIP, so
all sensor nodes in the same cluster will have the same MIP.
Head nodes exchange information and controlmessages with
other head nodes. They maintain a database with existing
head nodes and clusters and the MIPs associated with them.
They will deliver multimedia data to other head nodes only
if the destination cluster head node has the same MIP and
will retransmit the multimedia flow to the cluster nodes if the
multimedia flow belongs to the same MIP. A regular node
can become a cluster head when the cluster head leaves the
network or fails down.

The Logic Management level defines the protocol ele-
ments tomanage the elements of theHardware Infrastructure,
by using the information received from the Admin Interface
level. MIP is the logic element that gathers the information
about the multimedia streams permitted in the cluster. It
is the central element of the Logic Management level. In
this level, the logical processes (discovery process, adjacency
process, and forwarding process) that act over the sensor
nodes as a function of their current state are also defined.
When a sensor starts, it received the configuredMIP from the
Admin Interface level; then the discovery process is started
and the node tries to find other nodes with the same MIP
inside its coverage area. When it discovers other nodes, the
adjacency process is started in order to create a neighborhood
between both sensor nodes. These steps are followed by all
new nodes in order to build the cluster. When a cluster is
formed, it has the capacity to retransmit multimedia flows
according to the ones defined in its MIP. Forwarding process
is started when a sensor node creates a multimedia flow
request or when a multimedia flow request is received from
outside of the cluster (from other cluster or from outside
the WSN through the gateway). It establishes the path to
follow through the cluster and reserves the resources in every
node belonging to the path. It makes possible the multimedia
delivery and is responsible for guaranteeing the required QoS
by the MIP during the communication.

Admin Interface level allows the interaction between
the user and the sensor device. There is a graphic user
interface (GUI) that lets the user modify the sensor init
configuration, including the IP addressing andMIP selection.
Admin Interface Level allows controlling manually the init
process and disconnect process. The application also lets the
user connect or disconnect the node to the WSN. The user
can only make changes before the init process starts, so if a
change is required, the sensor node must be stopped by using
the disconnect process. Then, it should be initiated using the
init process.

The number of available MIPs that can be selected by a
sensor node, as well as the properties of each MIP, must be
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defined before the system is started. Each MIP represents a
different type of multimedia traffic, so theMIP should be cre-
ated taking into account the network characteristics, such as
the nodes density, their location, node distribution, and radio
coverage, jointly with the characteristics of the multimedia
flow: type of traffic (audio or video), used codec, and QoS
requirements. MIP definition is adapted to each particular
case. For example, in a network topology with low nodes
density and mixed video and audio flows, only two MIPS
can be defined, one to create a cluster for audio delivery and
another cluster for video delivery. But, if there is a network
topology with high sensor nodes density, only dedicated to
video delivery, but using a great variety of codec, severalMIPs
will be defined to split the multimedia flows that use video
codecs in different clusters. The MIP assigned to the sensor
includes the following information: maximum bandwidth
(MaxBW) dedicated by the sensor node for retransmitting
multimedia flows, minimum bandwidth (MinBW) required
by a single multimedia flow to be processed, maximum delay
(MaxDelay) permitted for the multimedia flow from the
source to the destination, maximum jitter (MaxJitter) for a
single multimedia flow and maximum hops (MaxHops) for
a message in the WSN. Each MIP is identified by one-byte
hexadecimal code, called HCode, and an alphanumeric code,
called ACode.

Figure 3 shows theWSNMIP-based cluster structure.We
have defined two MIPs: first one for audio flow delivery and
the other for video flow delivery. Inside each cluster there
could be simultaneous flow delivery with similar character-
istics because they use the same MIP.

3.2. Protocol Fields. The developed protocol is included in
the application layer of the TCP/IP stack protocols. UDP is

Table 1: Protocol header.

1 byte 1 byte 0–255 bytes
2 bits 6 bits 8 bits 0–2040 bits
Version Type Length Value

chosen as encapsulation protocol at the transport layer in
order to reduce the processing load of the sensor node, the
bandwidth consumption, and the delay of the packets.

We wanted a simple protocol, with few fields, although it
should be versatile. Protocol modifications should be easily
made without big changes in the packet structure. Thus, we
used the TLV (type-length-value) coding technique for the
protocol implementation. TLV allows us to create new types
of messages quickly and easily.

In Table 1, the protocol header fields are shown. We have
included Version, Type, Length, and Value. The Type field
allows us to interpret a received message. The information
included in each type of message is variable and depends
on the message objective, transmitter sensor node role, and
receiver sensor node role. Generally, the size of the message
is variable, so we have defined the Length field. It provides
the length of the information carried at the Value field. Using
TLV coding techniques increases flexibility and scalability of
the protocol and these types of messages can be extended or
be redefined in future revisions of the protocol very easily.

The protocol header fields are described below in greater
detail.

(i) Version. This field provides the version of the protocol.
Each version matches a specific and well-defined messages
list. All devices in the WSN must use the same protocol
version to communicate properly. The size of Version field
is set to two bits in order to keep reduced to the size of the
protocol message. The default value of the Version field is
“00,” which matches the protocol version 1.

(ii) Type. It is a numeric code used to identify the message
type. Each message Type is defined in the specific protocol
version. There is a message table which includes information
about message length and how the message information
carried at theValue field has to be interpreted on the reception
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side. The size of the Type field is 6 bits, allowing a maximum
of 64 message types.

(iii) Length. This field indicates the length of the Value field.
The numeric value is given in bytes.TheValue field is variable
and its size depends on the type of message. The size of the
Length field is one byte; the values range goes from 0 to 255.
When the value of Length field is 0 it shows that the Value
field does not exist; that is, it does not need to transmit any
additional information.

(iv) Value. This field holds the information to be exchanged
between the sensor nodes.The size of the field can take values
between 0 and 255 bytes thatmatches the values of the Length
field.

3.3. Data Structure. In order to carry out the required
processes performed by the proposed protocol, the wire-
less sensor nodes have to exchange information. We have
developed different types of messages with the purpose of
performing next functions: exploring the network looking
for devices with similar multimedia streaming purpose,
creating sensor nodes adjacencies in order to build the cluster
topology, sharing information about the sensor nodes status,
their tables, and other network parameters, to start and run
the multimedia flows through the cluster and notify to the
neighbor nodes any event. Each defined message establishes
the additional information to be included in the Value
field. The following variables and structures were defined to
facilitate the management of information.

(i) NODE ID. It is the node identifier. This identifier must be
unique across the whole network. The NODE ID parameter
size is 2 bytes and its value should be set before the init
process starts, at the initialization process. There are 3
different mechanisms to generate a sensor NODE ID: (1)
static configuration, the identifier is manually defined by the
sensor administrator; (2) automatic configuration, the last
two bytes of the IP address are used as NODE ID; and (3)
dynamic configuration, where a network service uses the
Multicast IP address 239.100.100.255. This last configuration
option requires the previous configuration of one or more
nodes as servers with preconfigured tables in order to assign
the NODE ID.This option has been only designed for testing
and to facilitate the research work, but it is discouraged to
use it in real environments because it introduces the need of
servers.

(ii) NODE RESOURCES. This variable contains information
about the available bandwidth of the sensor node for mul-
timedia delivery. The size of this variable is two bytes. The
bandwidth is measured in Kbps. The initial value of the
variable is set to the MaxBW value of the assigned MIP.
When a new resource reservation for multimedia delivery is
made, the NODE RESOURCES value is decremented until
the resource reservation is canceled or the delivery ends.
When the NODE RESOURCES value is below the MinBW

parameter then the node changes its value to zero and no new
multimedia delivery is allowed.

(iii) NODE ADJ. It is a data structure representing the
connectivity state of a node into the cluster. The size of this
parameter is variable and ranges between 1 and 511 bytes. First
byte shows the number of adjacencies of the node in that
moment. Then, the data structure is built by concatenating
the NODE ID of the neighbor node who has established
a successful adjacency with. When the node starts and it
has not still been established any adjacency, the initial value
of NODE ADJ is set to 0x00 and is 1 byte in size. When
the first adjacency is created the first byte is changed to
0x01 and the neighbor NODE ID value is joined. From this
point, every time a new adjacency is created, the first byte
will be incremented and the new NODE ID value will be
concatenated to the NODE ADJ structure. Because of data
structure limitations, the maximum number of adjacencies
by a node is limited to 255 adjacencies.

(iv) NODE NCON. It indicates the total local number of
properly established and active adjacencies. The size of the
variable is 1 byte. Its initial value is set to 0x00. This variable
matches the value of the first byte on the NODE ADJ data
structure. NCON value is incremented or decremented each
time an adjacency is created or destroyed.

(v) NODE NSEQ. This variable represents the version num-
ber of the state table of the sensor device. The parameter
size is 2 bytes. When the sensor node starts, the initialization
process set its value to 0x0000. When a state change occurs,
for example, when an adjacency with other node of the WSN
is created or destroyed, the NODE NSEQ value is increased
or decreased. Then, the system sends a cluster state update
(CSU) message to all nodes with successful adjacencies to
update their state table. When a CSU message is received,
the node compares the NODE ID and NODE NSEQ values
on the received message with the information stored in its
state table. If the value of NODE NSEQ for this NODE ID
in the state table is below the received value, the state table is
updated with the information included in the CSU message.
Then, the message is forwarded to all local adjacencies except
to the neighbor that sent the original CSU message. If
NODE NSEQ of the CSU message is equal to or lower than
the values of the state table, the CSU message is discarded.

(vi) NODE STATE. It is a data structure created by concate-
nating other local variables and structures: NODE NSEQ,
NODE ID, NODE RESOURCES, and NODE ADJ variables.
The data structure size is calculated as a function of the
number of adjacencies established by NODE NCON value,
and it ranges between 7 bytes, when there is not created
any adjacency, and 517 bytes, when the maximum value of
adjacencies has been reached.

(vii) CSU NSEQ. This variable is a sequence number value
used in CSU messages in order to allow message fragmen-
tation. When the size of the information in the state table
cannot be fit into a singlemessage, the CSU sequence number
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allows fragmenting the information into multiple messages
sequentially numbered.The field size is 1 byte and the default
value is set to 0x80 when no fragmentation is needed.
When fragmentation is used, the packets are consecutively
numbered starting from 0x01. Possible values range between
0x01 and 0xEF. When the last fragment is sent, the sequence
number is increased from the previous message and, then,
the first bit is changed to “1” indicating that this is the last
fragment of the sequence.

(viii) CLUSTER MIP.The CLUSTER MIP value matches the
HCode value of the assigned MIP. This is a 1-byte variable.
This parameter is exchanged between neighbor nodes in the
adjacency process. The MIP table is defined for the whole
WSN. The number and characteristics of the defined MIP
depend on the traffic pattern and multimedia flows of the
network.

(ix) CLUSTER N. This parameter is used to distinguish two
different clusters using the same MIP.The size of the variable
is 1 byte. When the first cluster node creates the cluster and
it is not aware of other clusters with the same MIP, then it
selects the CLUSTER N value equal to 0x00. Next, the first
cluster node sends a request to existing cluster heads in order
to know their CLUSTER N. After this step it becomes cluster
head and adds next available value from the received replies
to its CLUSTER N parameter.

(x) CLUSTER ID. It is the cluster identifier. This value must
be unique for each cluster within the same WSN. Two
independent clusters into the WSN can share the same MIP
but they must always have different CLUSTER ID value.
The size of the variable is two bytes. Its value is established
by the first node in the cluster. The first node is defined
as the node that receives the discovery message ACK to
establish the first cluster adjacency. The CLUSTER ID value
is built by concatenating two variables, CLUSTER MIP and
CLUSTER N. In case of CLUSTER ID duplications in the
same WSN (because of lost messages or formed cluster
joining), the oldest cluster keeps its CLUSTER ID, and the
youngest cluster changes its value to the next free value. An
update message is sent to all nodes into the cluster to notify
and update the new CLUSTER ID.

(xi) CLUSTER DIAMETER. This variable shows the current
cluster diameter. The cluster diameter is defined by the
highest value of the lowest distance between any two nodes in
the cluster. Distance between two sensor nodes is calculated
by the routing algorithm. It is measured in number of hops.
The size of the variable is 1 byte. When a sensor node
starts, it has not established any adjacency yet, and then
the CLUSTER DIAMETER value is set to 0. Later, when
the first adjacency in the cluster is created, the value is
changed to 1 on both nodes. Each time a new sensor node is
added to the cluster topology, the CLUSTER DIAMETER is
recalculated using the routing protocol in order to guarantee
that it does not overcome the Maxhops value established in
the MIP cluster. If the new adjacency exceeds Maxhops, then
adjacency fails to be established.

(xii) MEDIA RESOURCES. This parameter identifies the
bandwidth resources needed for a singlemultimedia commu-
nication. This variable is used when the sensor node creates
and processes a new delivery request. Possible values can vary
from MinBW to MaxBW of the assigned MIP. It depends on
the characteristics of the codec used for multimedia delivery.
Its value represents the bandwidth measured in Kbps and it
is 2 bytes long.

(xiii)MEDIA SOURCE.When a request for resource reserva-
tion takes place, the NODE ID value of the source node (SN)
is copied in this variable. SN is the sensor node where the
multimedia delivery was originated inside the cluster. Like
NODE ID variable, the MEDIA SOURCE size is 2 bytes.The
origin of the multimedia delivery can be located outside the
WSN; in this case the SN is defined as the gateway node used
to enter the WSN.

(xiv) MEDIA TARGET. This variable carries the NODE ID
value of the target node (TN). In a similar way as the SN
was defined, the TN is the sensor node where the multimedia
transmission ends inside the cluster. Its size is also 2 bytes.
As in the previous case, the multimedia communication
may finish outside the WSN, through a gateway sensor
node connected to an external network. In this case, the
MEDIA TARGET is defined as the NODE ID of the gateway
node.

(xv) MEDIA ROUTE. This structure contains the full route
for a multimedia packet flowing from the MEDIA SOURCE
to the MEDIA TARGET. It is built by adding every sensor
NODE ID on the route.The route is calculated by the routing
algorithm. Its size can vary from 4 bytes, when SN and TN
have established a valid adjacency, to 32 bytes, when there
are 16 hops on the route, the maximum number of allowed
hops for any cluster. The first NODE ID used to build the
structure is the MEDIA SOURCE and the last matches the
MEDIA TARGET.

(xvi) MEDIA NHOP. This variable has the number of hops
between MEDIA TARGET MEDIA SOURCE as it is calcu-
lated from the routing algorithm in the MEDIA SOURCE
sensor node. The size of this parameter is 1 byte. The
maximum number of hops allowed by the protocol imple-
mentation inside a single cluster of the WSN is set to
16 hops. However, the number of hops between any two
nodes on a specific cluster can never be greater than the
CLUSTER DIAMETER parameter (as it is defined in the
assigned MIP).

(xvii) MEDIA NSEQ. This is the sequence number assigned
to a multimedia delivery for the source node. The size of the
variable is 2 bytes. The initial value is set to the hexadecimal
value 0x0000. Each time a new request for multimedia
delivery is originated in a sensor node the MEDIA NSEQ
value is incremented by one.This variable allows the protocol
to differentiate between several multimedia flows being
delivered simultaneously from the same source node.
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(xviii) MEDIA INFO. This is a data structure that contains
the whole information for a singlemultimedia delivery that is
needed and used by the remaining cluster sensor nodes. It is
built on the SN when a newmultimedia request is originated.
The following parameters and structures are added in order to
build the MEDIA INFO structure: MEDIA RESOURCES +
MEDIA NSEQ + MEDIA NHOP + MEDIA ROUTE. The
size of the data structure depends on the number of hops on
the route indicated by the MEDIA NHOP. The size can vary
between 11 and 39 bytes.

3.4. Message Table. The messages used by the protocol are
described in this section. Here we define the version 1 of the
protocol.The TLV coding used by the protocol encapsulation
allows us to change the list of messages in the following
versions. For a better understanding, the whole list of mes-
sages has been organized considering the system process they
belong to. UDP protocol is selected at the transport layer.
Despite this, relevant messages need to be confirmed. For
example “ACK Discovery” is a confirmation message for the
“Discovery” message and “Confirm Join” message confirms
the “Request Join.”

Table 2 shows the protocolmessages used at the adjacency
process. Messages belonging to the adjacency process are
shown on Table 3. Table 4 describes the forwarding process
messages and the disconnect process messages are listed on
Table 5. System processes are detailed in the next section.

4. System Operation

This section details the protocol operation. There are four
main processes: discovery, adjacency, forwarding, and dis-
connect.

4.1. Discovery Process. Figure 4 shows the messages
exchanged in the discovery process. A sensor node starts
the discovery process when the sensor node initialization
process has finished. This sensor node is named new node
(NN). The NN changes to the discovering state and it
begins sending messages looking for other sensor nodes. A
“Discovery” message is sent every 60 seconds. If there are not
answers after three messages, the sensor node stops sending
“Discovery” messages. The Value field at the “Discovery”
message has the NODE ID, to identify the CN, and the
CLUSTER MIP to inform the selected MIP. Messages are
sent to theMulticast IP address “239.100.100.CLUSTER MIP,”
where the last byte matches the CLUSTER MIP parameter.
Thus only sensor nodes with the same MIP and listening
to the Multicast IP address, will receive the messages. The
receiver sensor nodes are called border cluster node (BCN).
BCN replies by sending the “ACK Discovery” message
to the NN. The “ACK Discovery” messages are sent to
the unicast IP address of the new sensor node and the
multicast address is not used anymore.The “ACK Discovery”
message has the following information:The BCNNODE ID,
the NODE NCON that shows the amount of established
adjacencies, the CLUSTER ID to identify the cluster, and the
CLUSTER DIAMETER. When the NN receives the “ACK

New node BCN State new node

Discovery

ACK discovery

Request join

Discovering

Reply join

Join

Figure 4: Discovery process.

Discovery” message, it compares the CLUSTER DIAMETER
with the MAX HOPS parameter; if both values are equal,
then the adjacency process finishes here. If two of more
clusters are available, the NODE NCON information is
used by the new sensor node in order to select the most
appropriate cluster to connect with. The lowest value is
preferred.

The new sensor node keeps waiting at least for 60
seconds after sending the first “Discovery” message and
before selecting the target cluster; thus it allows arriving on
time other possible “ACKDiscovery”messages fromdifferent
BCNs. When a valid cluster is discovered, and it is selected,
the candidate sensor node sends a “Request Join” message to
the selected sensor node (or nodes if they belong to the same
selected cluster). This message contains the BCN NODE ID
that it is looking to build the adjacency, the CLUSTER ID
it wants to join and the available resources in the candidate
sensor node through the NODE RESOURCES parameter.
The BCN uses the information about the NN resources to
update its own state table and to notify the other sensor nodes
in the cluster topology. Then, it replies the NN by sending
a “Reply Join” message; it changes to the Join state and the
discovery process ends. If two or more BCNs from the same
cluster are discovered the sensor node will have adjacencies
with all of them.

4.2. Adjacency Process. The state table holds the information
about all sensor nodes belonging to the same cluster. All
sensor nodes in the same cluster share the same state
table. There is a table entry for each sensor node in the
cluster; thus when a new adjacency appears, the full state
table is exchanged. Each table entry is stored in a single
NODE STATE structure. This structure keeps the following
information about a single sensor node: NODE ID, available
resources, number of adjacencies, neighbors NODE ID, and
NODE NSEQ. If it is the first adjacency of the new sensor
node, then there is only one entry on its state table and this is
about its own link-status information.

The Adjacency process begins when the new sensor
node makes a transition to the Join state. The exchange of
messages in the adjacency process is displayed in Figure 5.
This image represents the specific case when the adjacency
between two sensor nodes, a NN and a BCN, is successfully
completed. The inside cluster node (ICN) is defined as
any other sensor node inside the cluster that is not going
to build a direct adjacency with the new sensor node. A
“Cluster State Update (CSU)” message is sent from the NN to
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Table 2: Discovery process messages.

Discovery process
Message Type Length Value Description

Discovery 0x01 3 Bytes NODE ID
CLUSTER MIP Message looking for neighbors to join or to create a cluster

ACK discovery 0x02 6 Bytes
NODE ID

NODE NCON
CLUSTER ID

CLUSTER DIAMETER

Confirms the CLUSTER ID available to join

Request join 0x03 6 Bytes
NODE ID

NODE RESOURCES
CLUSTER ID

Sensor node sends a request to build a new adjacency

Confirm join 0x04 4 Bytes NODE ID
CLUSTER ID Sensor node confirms the request to join

Table 3: Adjacency process messages.

Adjacency process
Message Type Length Value Description

Cluster state update (CSU) 0x11 10–255 bytes

CSU NSEQ
NODE ID

NODE STATE
NODE STATE
⋅ ⋅ ⋅

NODE STATE

To exchange the state table information
between adjacency nodes. When state table
information exceeds the 255-byte limit; it is
fragmented in two or more messages.

ACK cluster state update (ACK CSU) 0x12 3 bytes CSU NSEQ
NODE ID Confirmation message of a CSU message

Node state update (NSU) 0x13 8–255 bytes CSU NSEQ
NODE STATE

Information about the state of a single node. If
the NODE STATE variable exceeds 255 bytes
information is fragmented in two or more
messages.

ACK node state update (ACK NSU) 0x14 3 bytes CSU NSEQ
NODE ID Confirmation message of a NSU message

Cluster join 0x15 4 bytes NODE ID
CLUSTER ID

The node has filled its state table with the
cluster information and it requests to join the
cluster

ACK cluster join 0x16 4 bytes NODE ID
CLUSTER ID Confirmation message of a cluster join message

Table 4: Forwarding process messages.

Forwarding process
Message Type Length Value Description

Request forwarding 0x21 13–41 bytes NODE ID
MEDIA INFO

A new multimedia flow requests a resource
reservation. This message is sent from the source
node to the target node

Reserve resources 0x22 13–41 bytes NODE ID
MEDIA INFO

Target node sends a resource confirmation to the
source node

Confirm reserve resources 0x23 13–41 bytes NODE ID
MEDIA INFO

Reservation confirmation from the source node to
the target node

Queue reserve 0x24 13–41 bytes NODE ID
MEDIA INFO

Notification message when multimedia flow is
placed in queue

Reject reserve 0x25 13–41 bytes NODE ID
MEDIA INFO Reservation cancelation

End transmission 0x26 13–41 bytes NODE ID
MEDIA INFO

Multimedia delivery is finished and resources have
to be released
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Table 5: Disconnect process messages.

Disconnect process
Message Type Length Value Description

Disconnect 0x31 2 Bytes NODE ID
A node is
breaking an
adjacency

ACK disconnect 0x32 2 Bytes NODE ID
Confirmation of
the disconnect
message

the BCN.Themessage is built with theNNNODE ID and the
CSU NSEQ. The sequence number is used to fragment the
“CSU” message information when necessary. Moreover, full
information on the NN state table is included in the message;
the NODE STATE structure is used here.The “CSU”message
needs always to be acknowledged by an “ACK CSU” message
from the BCN; if any “ACKCSU”message is not received in 10
seconds, after the “CSU”messagewas sent, it is sent it again. If
a sensor node sends the same “CSU”message three times, and
it does not receive any answer, the adjacency process finishes
unsuccessfully. After the “ACK CSU” message, the BCN
sends its own state table information to the NN by sending
one or more “CSU” messages. The state table is encoded
in NODE STATE structures as table entries. If the message
size exceeds the limit of 255 bytes, then the information
is fragmented to be sent on several “CSU” messages. The
CSU NSEQvalue is used to allow fragmentation. Each “CSU”
message needs to be acknowledged by an individual “CSU
ACK”message in order to avoid losing information; neighbor
sensor nodes need to keep the same state table; otherwise
routing algorithm will not be able to calculate the most
appropriated route between sensor nodes in the same cluster.
After the state table has been fully exchanged between theNN
and the BCN, the NN makes a transition to the associated
state.This is a transitional state, both sensor nodes are sharing
the whole cluster link-state information but they have not
completed their adjacency yet. BCN has not updated any
other ICN yet.

When the NN changes to the associated state it sends a
“Cluster Join” message to the BCN. “Cluster Join” message
has the CLUSTER ID it is trying to join. The BCN updates
its state table with the STATE NODE information of the
NN and it increases by one its NODE NSEQ value. Then,
the BCN sends a “Cluster Join ACK” message to the NN
in order to accept the new adjacency. At this moment, the
NN makes a transition to the established state, which means
that it has joined the cluster. The adjacency process with the
NN is completed. Finally, the NN information is flooded to
the rest of the sensor nodes in the cluster by sending two
“NSU” messages to all sensor nodes in the cluster. The main
difference between “CSU” and “NSU”messages is that “CSU”
message carries the full state table information, but the “NSU”
message only carries an individual table entry for a single
sensor node. In this case, two “NSU” messages should to be
sent: one for the NN information and the other for the BCN
updated information. Every ICN checks the NODE NSEQ
for each message; then, it updates its state table and, finally,

forwards the “NSU” message to all its neighbors, except to
the one it has received themessage from. If the NODE NSEQ
in the received STATE NODE structure is equal or greater
than the NODE NSEQ in the ICN state table “NSU” message
is ignored. Each “NSU” message needs to be acknowledged
by an “ACK NSU” message, even when the “NSU” message is
ignored.

4.3. Forwarding Process. The forwarding process starts when
there is a request for multimedia delivery in the cluster.
Figure 6 shows the message flow diagram for the forwarding
process. The example detailed in the figure explains how a
newmultimedia delivery is requesting a resource reservation.
The request is queued by a starved node without enough
resources and finally it is processed when resources are
released at the queued sensor node. Source node (SN) is
defined as the first sensor node in the cluster where the
multimedia request takes places. SN can be a gateway node,
if the request is generated outside the WSN, or it can be
any other sensor node if the request is generated inside the
WSN. Target node (TN) is the destination multimedia flow
inside the WSN; it can be a gateway node if the IP address
destination is outside the WSN. In the diagram, the first hop
node (FHN) has been defined as the first cluster node on
the path to the target node. FHN is calculated by the routing
algorithm starting from the SN neighbors. In this case, ICN
will be those nodes on the path between the SN and the TN.

When the forwarding process starts, the SN is in the
established state or in the forwarding state and it receives
a new multimedia flow request. First, it checks if there are
enough local resources to process it. If the SN has enough
available resources, the full path to the TN is calculated. The
routing algorithm is used only once and only at the SN; the SN
state table information contains the whole information about
the cluster needed to establish each hop on the path; thus the
path cannot be modified.

The message exchange starts when a SN sends a
“Request Forwarding” message to the first hop node (FHN),
which is the first NODE ID on the calculated path. The
message holds the SN NODE ID and the MEDIA INFO
data structure. The MEDIA INFO structure provides
complete information about the multimedia request:
MEDIA RESOURCES, MEDIA NSEQ, MEDIA NHOP, and
MEDIA ROUTE. The ROUTE MEDIA structure contains
the NODE ID from all hops on the path, from the SN
to the TN. MEDIA RESOURCES show the bandwidth
resources required to enable to process the multimedia
communication. MEDIA NHOP matches the amount of
hops on the path. MEDIA NSEQ is the sequence number
assigned by the SN to identify this particular multimedia
flow.

The FHN receives the “Request Forwarding”message and
checks if its NODE ID is included in the MEDIA ROUTE
structure. If not, the message is discarded. If it is inside, the
FHN checks it resources availability and the value is com-
pared to theMEDIA RESOURCES value. If there are enough
local resources, the FHN reads the next NODE ID on the hop
list and the “Request Forwarding” message is forwarded to
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Figure 5: Adjacency process.
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Figure 6: Forwarding process.

it. Resource reservation at the FHN is not set yet and can be
used by current traffic, but the bandwidth resources of this
request will not be used by other request reservation until
the reservation is confirmed or rejected. All hops on the path
perform the same process, hop by hop, in order to reach
the TN. Finally, the TN receives the “Forwarding Request”
message.The TNNODE ID is compared with the last hop on
the list provided by the MEDIA ROUTE structure in order
to check that the TN is included in this multimedia request.
Available resources are checked as the other sensor nodes on
the path. If there are enough resources, a reservation is made.
The NODE RESOURCES variable is decremented in the
amount indicated by the MEDIA RESOURCES parameter.
This is a temporary reservation and it needs to be confirmed
by the SN.Thus, the TN sends a “Reserve Resources”message

back to the SN. This message also carries the MEDIA INFO
structure and it should follow the same path of the “Forward-
ing Request” message, but in the opposite direction. Each
sensor node on the path performs a temporary reservation
and follows the message back to reach the SN.

If a sensor node on the path cannot make the reservation
because there is not enough bandwidth available to guarantee
the multimedia communication, the designed protocol can
put the request in queue for this sensor node. This process is
shown in Figure 6, where the ICN decreases its bandwidth
when it receives the “Reserve Resources” message. When
an ICN is congested it can perform three different actions:
it stores the request in a waiting queue, then it sends a
“Reject Resources”message to the TN and finally, and it sends
a “Queue Reserve” message to the SN. Both messages use
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the MEDIA ROUTE information in order to repeat the same
path and to inform all sensor nodes in the path. The tempo-
rary resources reservation made in the sensor nodes between
the ICN and the TN are cancelled by the “Reject Resources”
message. On the other side, the “Queue Reserve” message
releases the prereservationmade at the sensor nodes between
the SN and the ICN. The SN puts the multimedia request in
a request queue and it waits to receive a notification from
the congested sensor node when requested resources will
be available. Both, “Reject Resources” and “Queue Reserve”
messages have the NODE ID field with the NODE ID of the
congested sensor node, ICN; thus all sensor nodes on the
path can locate the congestion problems. Routing algorithm
will not include congested nodes in the path. There are two
options when the SN receives the “Queued Reserve” message:
(1) it can wait for released resources in congested nodes or
(2) it can calculate again the path to the TN but avoiding the
congested sensor node. In this second case, the SN sends a
“Reject Reserve” message to the congested sensor node; the
waiting queue in the congested sensor node will be deleted.
If the SN keeps the request in queue, then a timer is started
in order to prevent a blocked multimedia communication.
When the timer expires, a “Reject Reserve” message is sent
to the congested sensor node.

If the congested sensor node keeps the request queued, it
waits till other multimedia communications ends in order to
have enough bandwidth resources.The forwarding process is
started again from this point. Figure 6 shows the exchanged
messages. Congested sensor node sends a “Request Forward-
ing” message to the TN. The original MEDIA INFO is used.
Then, a “Reserve Resources” message is sent back to the
SN again from the TN. Finally, since all sensor nodes in
this example have enough available resources to make the
reservation, the “Reserve Resources” message reaches the
SN. SN knows that all sensor nodes on the path to the TN
have enough resources and they have made a temporary
reservation to process the request.Then, SN sends a “Confirm
Resources” message to the TN through the MEDIA ROUTE
and temporary reservations are confirmed. The SN changes
to the forwarding state and the multimedia delivery begins.

When the multimedia delivery ends, SN sends an
“End Transmission” message. This message carries the
MEDIA INFO structure, which is sent to the TN to inform
each sensor node that the delivery has finished and the
allocated resources can be released.

4.4. Disconnect Process. Figure 7 shows the exchanged mes-
sages in the disconnect process. Disconnect process is started
by the sensor node to shut down or reboot. The sensor node
sends a “Disconnect” message to each neighbor. Then, a
10-second timer is activated waiting the “ACK Disconnect”
message. If no neighbor sends the “ACKDisconnect”message
in the timer interval, then the “Disconnect” message is sent
again until 3 times. After it, the sensor node leaves the cluster.

Next, neighbor sensor nodes update their status table. All
information about the disconnected sensor node is removed.
Then, they send a “NSU” message to their neighbors. The
“NSU”message is flooded across the cluster, in order to let all
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ACJ node state update

Figure 7: Disconnect process.

sensor nodes update their state table. Every “NSU” message
is acknowledged by the “ACK NSU” message.

5. Performance Study

In order to validate the proposed algorithmwe have designed
and built a test bench. Our protocol organizes sensor nodes in
four clusters: two audio clusters and two video clusters. Each
cluster has assigned a different MIP. When a NN starts in the
wireless network it knows the MIP that it belongs to. Then
it tries to discover other sensor nodes with the same MIP
and finally it joins the cluster. If it is the first sensor node in
the network with this particular MIP the sensor node keeps
waiting for new sensor nodes with the same MIP.

Several topologies arrangements have been studied in
order to know how the quality of service parameters change
when the diameter of the topology increases. The QoS
parameters, delay, jitter, and packet loss have been measured
for eachMIP cluster in three experimental conditions: cluster
diameter of one hop, two hops, and three hops.

Before the wireless sensors start, they have been con-
figured with static IP address and wireless ad hoc network
configuration, wireless channel, and interface speed. IEEE
802.11g standard has been selected as the wireless technology
for the wireless sensor nodes.

The four MIPs are simultaneously working in the same
WSN. Two audio MIPs have been selected: AUDIO 64K and
AUDIO 192K. First, the AUDIO 64K matches the regular
audio communications and audio IP calls performed through
the PCM codification standard and the G.711 codec, the most
compatible and widely used at all kind of audio applications
and protocols. These deliveries offer a sound quality similar
to the quality of a phone line.TheAUDIO 192KMIPmatches
codecs used at high quality audio communications.With this
kind of codecs it is possible to deliver music and human voice
with nearly perfect quality.

For video deliveries we have chosen two MIPs:
VIDEO 1500K and VIDEO 3500K. The first MIP,
VIDEO 1500K, has been chosen because it represents
the quality for a video delivery performed in high definition
TV (HDTV) with 720p format. In the same way, the
VIDEO 3500K is included because it is a typical standard
delivery for 1080p format in HDTV.

5.1. MIP Comparison. The first test bench was set to find
out if there are differences between multimedia deliveries
belonging to differentMIPs when they take place over similar
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Figure 8: Delay as a function of the time for each MIP.

cluster topologies. In order to study the cluster behaviour in
terms ofQoSparameters for eachMIP, theWSN topologywas
designedwith the aimof building four clusters, one cluster for
eachMIP. In this experimental design the maximum number
of hops for every cluster was established at two hops. In order
to be able to compare the obtained results for each cluster,
several environment variables and experimental conditions
have been controlled: there are the same number of sensor
nodes at each cluster, the same average distance between
sensor nodes in each cluster, only one multimedia delivery
is in progress at a time, and the noise level at the 2.4GHz
microwave band is measured and controlled. Figure 8 shows
the delay measured for four different MIPs through clusters
with identical characteristics but with different MIP settings.
The figure represents the average delay of the last 20 samples
received at any time. In order to estimate the average delay,
we applied (1) on the obtained measurements:

𝑌
𝑖
=

∑
𝑖+20

𝑗=𝑖
𝑋
𝑗

20
. (1)

Both studied audio codecs have obtained similar delay results.
Figure 8 shows that the average delay remains below 5
milliseconds when audio is delivered. These results indicate
that the quality of audio transmission can be performed over
this clusterwithout any loss of quality, even high quality audio
with 192Kbps. Results for video codecs seemnot to be as good
as for audio codecs. However, the average delay for video
delivery is always below 30 milliseconds (there are two peaks
of about 30 milliseconds at the 5th second and at the 40th
second) and these values are enough to guarantee an excellent
quality on video regular communications.

For the same number of hops, we observe that the
delay is rising when the bandwidth spent for multimedia
communication through the cluster grows. The behaviour of
audio codecs compared to video codecs is clearly different. In
order to determine if there is a significant difference between
both audio codecs and between both video codecs, we need to
make the statistical analysis of the experimental data. Table 6
shows the analysis results. The 99% confidence interval was
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Figure 9: Jitter as a function of time for each MIP studied.

calculated for an average delay of each experimental condi-
tion (𝛼 = 0,01). In order to establish relationship between
each series, three null hypothesis were assumed: there are not
differences between audio and video measures, there are not
differences between two audio measures with different band-
width consumption, and there are not differences between
two audio measures with different bandwidth consumption

As expected, mean delay values are significantly different
when any audio codec is compared with any video codec,
so we can completely reject the null hypothesis and accept
the alternative hypothesis: difference between delay of audio
and video MIPs has statistical significance. In the same way,
when the mean delays for both video MIPS are compared a
statistical significant difference can be concluded. However,
when audio MIPs with different bandwidth consumption,
64Kbps and 192Kbps, are compared, it is not possible to
deduce any significant difference because the mean delay of
one audio MIP is inside the confidence interval of the other
MIP. In the last case, it is not possible to reject the null
hypothesis at least with 𝑃 = 0.01.

Figure 9 shows the jitter obtained in the experimental
tests. As it happens with the delay results, we can see that
the jitter for audio cluster is significantly lower than the jitter
for video delivery. The second important result is that all
multimedia delivery has jitter values below 15 milliseconds.
Only few samples are over the 10 milliseconds. The quality of
a multimedia communication can be affected by jitter values
when they are as low as 20 or 30milliseconds, but it is possible
to easily manage a jitter value of 15 milliseconds building a
buffer in the receiver side to eliminate its harmful effect.

Data was analyzed to know if there are some significant
differences between two similarMIPs, that is, two audioMIPs
or two video MIPs. Table 7 shows the statistical parameters
for each data series with 𝛼 = 0.01. Statistical inference has
been conducted as the previous delay analysis. Mean jitter
values for AUDIO 64K and AUDIO 192K are very similar.
Even the AUDIO 192K shows a mean jitter a bit bigger than
AUDIO 64K. However, mean value of the first data series is
included at the confidence interval of the second and vice
versa. Null hypothesis cannot be rejected and it is not possible
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Table 6: Statistical values and confidence interval for delay as a function of the MIP.

MIP Parameters
𝑁 𝜇 (ms) 𝜎 (ms) Min (ms) Max (ms) Confidence interval (ms)

AUDIO 64K 1000 0.276 0.696 1 4 0.204 0.348
AUDIO 192K 1000 0.205 0.282 1 4 0.175 0.234
VIDEO 1500K 1000 6.588 2.089 4 19 6.370 6.805
VIDEO 3500K 1000 11.461 5.509 5 31 10.887 12.034

to deduce any difference between both audio data series.
By contrast, differences between mean jitter for both video
MIP can be accepted. Null hypothesis is rejected in this case.
Moreover, the null hypothesis is rejected between the mean
jitter values of audio and video MIPs.

Based on these results, we can conclude that, in this
experimental setup, delay and jitter parameters obtained
using different video MIPs are different. Moreover, obtained
QoS parameters of video MIPs are different than the QoS
parameters of audio MIPs. These results confirm the benefits
to divide the whole WSN into several clusters based on MIP
configuration. Clusters with multimedia video traffic have
a different QoS behaviour as a function of the features of
the video delivery and they are also different than the audio
delivery. Keeping separatemultimedia flows through theMIP
architecture allows the network to improve the delay and jitter
parameters for multimedia delivery with low requirements.

5.2. Cluster Comparison. In this second experiment we have
studied the number of hops in the cluster. In order to
perform this study only oneMIPwas selectedVIDEO 1500K.
The WSN topology was modified to achieve three different
cluster diameters.Multimedia delivery was always performed
through the maximum number of hops allowed in each
cluster topology. The number of hops selected for the three
experiments were: one, two, and three hops.

Figure 10 shows the results obtained for the delay as a
function of the time in the three cases. The main result was
that the delay is worse when the number of hops increases,
but three-hop case has very high peaks, which might be
taken into account. Delay for 1 hop delivery is minimal;
values were only few milliseconds above zero, and there
was not any big value in the whole series; all values were
below 100 milliseconds. Delay for 2-hop condition moves
between 5 and 10 milliseconds; there were some peaks on
the graph; however they are of small size. Finally, delay for 3-
hop transmission was the biggest with values between 10 and
20 milliseconds; there are also many peaks with mean values
above 70 milliseconds. Multimedia delivery can be optimal
with values of up to 150 milliseconds; above this limit quality
of service would be decreased. However, it should be noted
that the measured delay is only the delay introduced by the
sensor nodes transmission on the cluster, but in a real case
there are other processes and transmissions out of the cluster
that need to be considered to calculate the final delay.

In order to corroborate the correct interpretation of these
results, a statistical analysis was performed. Table 8 shows
the statistical analysis. In the inference analysis, 𝛼 = 0.01 is
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Figure 10: Delay as a function of time for different number of hops.

assumed and the 99% confident interval was calculated for
each experimental condition. Two null hypotheses have been
stated: there are no differences between themeandelays in the
cluster with one hop and the cluster with two hops, and there
are no differences betweenmean delay in the cluster with one
hop and the cluster with two hops.

Mean delay of each series is outside the confidence
interval of the remaining cases. Both null hypotheses can be
fully rejected with 99% probability. It is possible to affirm that
themean delay value through a two-hop cluster is bigger than
through a one-hop cluster, and the mean delay value through
a three-hop cluster is bigger than through a two-hop cluster.

Jitter values are shown in Figure 11. We can see that the
values for data series of 1 and 2 hops are very similar, with
an average below 5 milliseconds. Otherwise, the 3-hop series
shows higher values, around 10 milliseconds, but it is always
below 15 milliseconds.These jitter results have been obtained
through the control of some experimental conditions: there
was only one delivery, reduced noise level, and so on. But in
a real environment there are a lot of variables that can affect
the multimedia delivery.Thus, a 10 milliseconds level of jitter
obtained in these ideal conditions should be interpreted with
caution.

Jitter measures for one and two hops are very similar and
we need to make the statistical inference analysis to know
the relationship between these data series. The analysis is
conducted following the same criteria than the previous delay
analysis. It is shown in Table 9.
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Table 7: Statistical values and confidence interval for Jitter as a function of the MIP.

MIP Parameters
𝑁 𝜇 (ms) 𝜎 (ms) Min (ms) Max (ms) Confidence interval (ms)

AUDIO 64K 1000 0.412 0.784 0 4 0.348 0.475
AUDIO 192K 1000 0.410 0.556 0 3 0.365 0.455
VIDEO 1500K 1000 3.104 1.315 1 12 2.996 3.211
VIDEO 3500K 1000 3.824 0.786 1 7 3.760 3.888

Table 8: Statistical values and confidence interval for delay as a function of the number of hops.

Hops Parameters
𝑁 𝜇 (ms) 𝜎 (ms) Min (ms) Max (ms) Confidence interval (ms)

1 1000 1.374 1.269 0 8 1.271 1.477
2 1000 6.589 2.089 4 19 6.419 6.759
3 1000 19.797 15.119 8 78 18.565 21.028
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Figure 11: Jitter as a function of time for different number of hops.

As it happens in the case of delay, null hypothesis can
be rejected and the alternative hypothesis is accepted. Mean
jitter values for 2 hops series data is significantly bigger than
for 1 hop, and mean jitter value for 3 hops is bigger than for 2
hops.

From these results we can conclude that, in this exper-
imental environment, the cluster diameter may negatively
affect the multimedia traffic QoS parameters. The proposal
architecture and the developed network protocol can improve
QoS parameters by minimizing the maximum number of
hops into the cluster.

5.3. Packet Loss Study. Table 10 shows packet loss percentages
for each experimental case. We can see that there is very
few percentage of lost packets when there is only one hop in
the WSN. When the topology becomes more complex, and
packets have to make two hops through the WSN, packet
loss starts to take relevant values, although that only happens
in clusters with assigned video MIP. Video MIP spends an
amount of bandwidth between 10 and 50 times thee Audio

MIP, so the probability of collision on the wireless network
grows. When the number hops rises to three, significantly
packet loss takes place even for audio MIPS with 64Kbps
and 192Kbps. We can see that video delivery through three
sensor nodes and 3500Kbps bandwidth, equivalent toHDTV
at 1080p, produces over 1% of packet loss. As a function of the
codec used for video delivery, this percentage of packet loss
can decrease drastically the quality of experience (QoE) of the
end user.

The conclusion that we can extract from these results
is that loss packet parameter can become a decisive QoS
parameter that must be considered when the number of hops
is equal to or bigger than three hops and the spentmultimedia
delivery bandwidth is high. MIP based cluster architecture
can help by two ways: limiting the number of hops into a
specific cluster and isolating heavy multimedia traffic into a
separate cluster in order to improve QoS parameters of the
other clusters.

6. Conclusion

Recently, the interest on WSNs has been increasing consid-
erably, mainly because the nodes capacity to deliver huge
amount of data efficiently in isolated geographic zones in
harsh environments. The augmentation of the bandwidth
in the new wireless technologies makes possible the use of
multimedia sensors with new WSN usages. One of the main
requisites in real time audio IP and video IP delivery is to
meet the QoS requirements, but this is a difficult task in such
types of networks. The way the WSN is organized and how
sensor nodes communicate and create neighborhoods will be
decisive to guarantee QoS.

In this work we propose and develop a new commu-
nication protocol that creates ad hoc clusters based on the
multimedia flow features that are delivered inside the WSN.
In order to achieve this goal, we have defined the MIP as
a logical scheme that lets us manage the QoS requirements
and the features of the sensor nodes building the cluster.
The protocol allows the creation of clusters with a maximum
diameter, which is adequate for each type of multimedia
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Table 9: Statistical values and confidence interval for jitter as a function of the number of hops.

Hops Parameters
𝑁 𝜇 (ms) 𝜎 (ms) Min (ms) Max (ms) Confidence interval (ms)

1 1000 1.485 0.974 0 5 1.406 1.564
2 1000 3.118 1.336 1 12 3.009 3.227
3 1000 8.709 1.387 6 15 8.596 8.822

Table 10: Packet loss percentage.

Packet loss AUDIO 64K AUDIO 192K VIDEO 1500K VIDEO 3500K
1 Hop 0.00% 0.00% 0.00% 0.00%
2 Hops 0.00% 0.00% 0.04% 0.10%
3 Hops 0.19% 0.26% 0.51% 1.30%

flow and selects the most appropriate nodes, with enough
resources, to be in the path of the multimedia delivery. We
have detailed the protocol features, the designed messages,
and the used variables. Moreover, we have explained the pro-
cesses of the architecture, detailing how neighbour discovery,
neighborhood creation, and multimedia delivery are taken
place. Finally we have measured several cases in a test bench
with real devices. We have proved that the protocol is able to
achieve the adequate values of QoS parameters for different
MIPs.

Our future research is focused on adding new MIP
parameters such as sensor node mobility, energy consump-
tion (like it has been added in [30]), and network stability [31].
Moreover, we are going to include the distribution capacity
to the routing algorithm and add security mechanisms to
guarantee the authenticity and integrity of the delivered
multimedia data.
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People worldwide are getting older and this fact has pushed the need for designing new, more pervasive, and possibly cost effective
healthcare systems. In this field, distributed and networked embedded systems, such as wireless sensor networks (WSNs), are the
most appealing technology to achieve continuous monitoring of aged people for their own safety, without affecting their daily
activities. This paper proposes recent advancements in this field by introducing WSN4QoL, a Marie Curie project which involves
academic and industrial partners from three EU countries. The project aims to propose newWSN-based technologies to meet the
specific requirements of pervasive healthcare applications. In particular, in this paper, the system architecture is presented to cope
with the challenges imposed by the specific application scenario.This includes a network coding (NC)mechanism and a distributed
localization solution that have been implemented on WSN testbeds to achieve efficiency in the communications and to enable
indoor people tracking. Preliminary results in a real environment show good system performance that meet our expectations.

1. Introduction

Medical experts agree on the projections that forecast in
the next couple of decades the population aged over 65
years to increase from 6.9% to 12.0% worldwide and, in
particular, from 15.5% to 24.3% in Europe [1], with an
average worldwide life-span expected to extend another
10 years by 2050 [2]. The growing number of older adults
increases the demands on the public healthcare system and
on medical and social services. Increased life expectancy
reflects, in part, the success of public healthcare interventions
[3], but public healthcare programs must now respond to
the challenges created by this achievement, including the
growing burden of chronic illnesses, injuries, and disabilities
and increasing concerns about future care-giving and
healthcare costs [4]. A study of Frost and Sullivan [4] has
clearly indicated that, in almost all countries worldwide,
healthcare spending per capita is rising faster than per
capita income. If current trends hold, by 2050 healthcare

spending is expected to double, claiming 20%–30%
of gross domestic product (GDP) for some economies
and 20% by 2015.

In this context, new technologies that can help seniors live
at home longer provide a “win-win” effect, both improving
quality of life and potentially saving enormous amounts
of money. The forecast above clearly highlights the com-
pelling need of delivering high-quality care to a rapidly
growing population of elderly, while reducing the overall
healthcare costs. Until recently, the cost of providing a
continuous patient monitoring flow of patients’ data, from
patients’ homes to care providers, was prohibitive, mainly
because it requires continuous in-person patient moni-
toring through specially trained care givers available full
time or dedicated communication and appropriate device
infrastructures.

Nowadays, with the increasing availability of broadband
technology at home, along with wireless networks and a
wide range of consumer health electronics, an end-to-end
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infrastructure has begun to emerge, enabling new “pervasive
healthcare” applications, more often shortly termed as “e-
Health” applications. The availability of these networks and
the widespread use of mobile devices make two-way contin-
uous interactions between patients and their care providers
feasible, regardless of physical location.

On the other hand, the use of information and com-
munication technologies to facilitate and improve healthcare
and medical services involves the use of appropriate devices
both on patients and embedded in the living environment.
Researchers and educators predict that these gadgets will
soon turn the home into a medical nurse, keeping record
on everything from pill-taking routines to signs of imminent
crises.

For seniors, the benefits of an idealized medical smart
home are physical, psychological, and emotional. Aging in
place means continuing with familiar routines while health
data, detection of critical conditions, and remote control of
certain medical treatments are wirelessly made available to
doctors, caregivers, and concerned family [5]. For society,
the bonuses include significantly reduced health care costs
and happier elders. Consequently, it is natural to expect
that consumers will embrace in-home technologies precisely
because they can potentially save them money on the cost of
unnecessary time-consuming doctor visits, thus not jeopar-
dizing their daily life activities.

On this subject, this paper aims to present theWSN4QoL
project [6], which involves the design of wireless sensor
networks (WSNs) specifically suited to meet healthcare
application requirements. WSN4QoL is a 3-year project
started at the end of 2011 and still ongoing. With the
intent of bringing together experts, from industry and
academia, it proposes the use of advanced WSN tech-
nologies for pervasive healthcare applications. In particu-
lar, it aims at providing network coding (NC) for multi-
hop/cooperative diversity in the data communication pro-
tocol as well as distributed localization algorithms to meet
the specific requirements of WSNs-enabled healthcare appli-
cations, namely, energy-efficiency, low-latency, data reliabil-
ity, context-awareness, and security. Extensive performance
analysis of the proposed solutions is given through numerical
simulations as well as proofs-of-concept in real-world exper-
iments, through the implementation into real healthcare
devices.

The rest of the paper is organized as follows. Section 2
overviews the full system architecture presenting the design
challenges offered by the general reference scenario, while
Section 3 puts particular emphasis on the key elements of
the communication protocol stack and the middleware of
services offered to the application designers. Sections 4 and
5 present the NC and the localization testbeds, respec-
tively, that have been implemented to evaluate the solutions
proposed in real(istic) environments. Section 6 deals with a
summary of current research efforts with similar objectives
to WSN4QoL. Finally, Section 7 concludes the paper with
a view on some of the open issues to be addressed as
ongoing and future work in the remainingWSN4QoL project
period.

2. WSNs System Architecture Design
for E-Health

WSNs are distributed networked embedded systems where
each node combines sensing, computing, communication,
and storage capabilities. They have emerged as a new
networking environment that provides end-users with
intelligence and a better understanding of the environment.
Because of their wide variety of applications, it is envisioned
that, in the near future, WSNs will become an integral
part of our everyday lives [7]. WSNs are wireless ad hoc
networks composed of inexpensive nodes with sensing
capabilities and a limited number of data sink nodes. These
nodes communicate among each other by forming multihop
wireless networks and by maintaining connectivity in a
centralized or a distributed manner. The network topology
is, in general, dynamic, since the connectivity among the
nodes may vary with nomadic and mobile nodes.

2.1. Challenges. Although fundamental research results on
WSNs theory and practice have been achieved for many
different applications, for example, traffic monitoring, plant
monitoring in agriculture, and infrastructure monitoring,
the application of this technology to e-Health poses some
unique application-specific challenges and constraints. In
particular, the efficient design of a WSNs-enabled pervasive
healthcare system is characterized by the following intrinsic
differences with respect to “general-purpose” WSNs design,
which require special attention [8]. (i) The devices have
limited available energy resources, as they have a very small
form factor. (ii) A low transmit power per node is needed
to minimize interference and to cope with health concerns.
(iii) The devices are located on the human body, which
can be in motion. WSNs for e-Health should therefore be
robust against frequent changes in the network topology
and channel variability. (iv) Data mostly consist of medical
information; hence, high reliability and low delay/latency
are required. (v) Stringent security mechanisms are required
to ensure the private and confidential character of data.
(vi) Context-awareness through cooperative localization in
outdoors and indoors is crucial to enable a prompt reaction
in case of emergency. (vii) The devices are, in general, very
heterogeneous.Theymay have very different demands ormay
require different resources of the network in terms of data
rates, power consumption, and reliability.

Along these lines, the main research objective of
WSN4QoL is to provide fundamental research advances,
proof-of-concepts, and real-life implementations on themain
enabling technologies forWSNs-aided e-Health applications.
More specifically, disruptive techniques such as cooperative
wireless communications protocols and distributed algo-
rithms are investigated.The proposed solutions are designed,
optimized, and implemented in real-devices by taking into
account the specific requirements of e-Health: energy effi-
ciency, low-latency delivery of data, data reliability, and
security. In more detail, the research objectives ofWSN4QoL
include the following: (i) to design a protocol stack archi-
tecture, which can accommodate a variety of protocols,
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Figure 1: Reference healthcare 3-tier system architecture.

algorithms, and sensor devices for pervasive healthcare appli-
cations, (ii) to develop energy-efficient and performance-
guarantee cooperative protocols and NC schemes for WSNs-
enabled pervasive healthcare applications, (iii) to propose
advanced distributed localization protocols and algorithms
specifically suited for the scenarios (e.g., indoors) envisaged
by WSNs-enabled pervasive healthcare applications, (iv) to
conceive effective, efficient, and resilient security solutions
for the proposed algorithms and protocols, (v) to implement
and assess the performance of the protocol stack in a WSN
testbed, and (vi) to integrate the proposed solutions in real
devices and validate them in real working environments.

2.2. Reference Scenario. Similar to other works in literature
(e.g., [9, 10]), the reference system architecture proposed in
this project is as depicted in Figure 1. It is a three-tier system
architecture, where at the lowest tier (Tier-1), a Bluetooth-
enabled WBAN connects sensors to a local collector (i.e.,
a hub), which can be a portable embedded PC or a PDA.
The hub needs to communicate withWBAN devices through
a Bluetooth radio module and then send measurements
reports towards a residential gateway, through a ZigBee/IEEE
802.15.4 based multihopWSN (Tier-2).The gateway is able to
perform local computation and forward data to the public IP-
basednetwork (Tier-3) towards the professional caregivers for
real-time analysis.

In recent work [11–13] we proposed alternatives to the
Bluetooth for the communications among the devices form-
ing the WBAN at the Tier-1. Nevertheless, in the WSN4QoL
project, our focus is on the efficient data transmission over
the WSN network at the Tier-2, as well as supporting real-
time people localization in a fully distributed way.

3. System Protocol Stack

Figure 2 shows the intended communication protocol stack
for the WSN of the reference scenario in Figure 1. Moving
from the bottom, the protocol stack is composed of the
following entities.

(a) IEEE 802.15.4 MAC Layer. This layer is responsible for the
access to the wireless medium for transmission and reception
of the frames for both mobile patients and fixed relay nodes.

Among the options offered by the IEEE 802.15.4 standard
[14], we have chosen to refer to the non-beacon-enabledmode,
that is, the fully asynchronousmode.This choice is motivated
by the fact that nodes can have variable duty cycle, especially
the mobile ones, that is, those carried by the patients. In the
classical scenario where patient’s data need to be collected
at a central station, the asynchronous mode offered by this
standard allows for flexibility in accessing the medium only
when patients’ data are available and a transmission needs
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Figure 2: Communication protocol stack on top of the IEEE 802.15.4 standard. Basic interfaces are also shown.

to occur. For the majority of time, the radio interface of
these nodes can be kept off or in a low-consumption state to
save the energy of the batteries. Moreover, the synchronous
mode would have required association (and disassociation)
mechanisms to allow the nodes to join the network prior
to communication, resulting in a severe limitation on the
nodes’ mobility. Furthermore, to exploit the power of NC
mechanisms for energy savings and network throughput
gains (Section 4), messages sent by the mobile nodes need to
be transmitted in broadcast, thus without a prior association
mechanism.

Finally, along this line, the basic commands and events
offered by the MAC to the upper layer are for packet trans-
mission and reception and to set some specific parameters,
such as the frequency channel and the transmission power,
as well as the primitive to scan the IEEE 802.15.4 channels for
energy and activity detection.

(b) Network Layer. Since the asynchronousmode of theMAC
layer is chosen, this layer is responsible for keeping the
synchronization among the fixed relay nodes.This is achieved
by sending synch packets. Unlike IEEE 802.15.4 beacon
frames, synchmessages are not requested to be periodic: their
transmission can be scheduled with an adaptive duty cycle,
based on the environmental conditions (e.g., the presence
of patients in the area or not), although for keeping their
scheduling a mechanism inspired by the time division cluster
scheduling [15] can be implemented.

Synch packets are fundamental to allow for minimizing
the collisions among the messages sent by the mobile nodes,
by defining a superframe structure constituted of time slots,
where each mobile node is allowed to transmit, based on
some policy rule. Finally, they are requested to implement
both NC schemes and distributed localization algorithms, as
will be detailed in the next sections.

Besides the synchronization, the network layer is also
in charge of assigning the network addresses to the nodes.
Usually, the radio interface of a node has an address which
is worldwide unique as a serial number assigned by the

manufacturer. In the case of IEEE 802.15.4 radios, these
addresses are 64 bits long and can be used for the commu-
nication with any other node (extended address). Another
option is for a node to get a network address, which is only
16 bits long, assigned according to some policy and used to
communicatewith the other nodes of the samenetwork(short
address).

Shortly, the extended address mechanism is used by the
mobile nodes. The fixed relays are usually placed in strategic
positions to ensure the best coverage of the environment
and form a network with a static topology. Consequently,
these nodes can be assigned with the addresses defined by,
for example, the ZigBee Distributed Address Assignment
Mechanism. This addressing mechanism assumes that nodes
are organized into a tree and divides the address space
into blocks, assigning each block to each node of the tree.
The advantage of using short addresses in this way for the
relay nodes is the fact that they do not need to maintain
routing tables to forward incoming data: simply looking at the
address, they are able to recognize if the packet has to be sent
upwards or downwards along the tree. Finally, also packets
to the mobile nodes are assumed to be sent in broadcast:
this is still reasonable since it is assumed that the network
traffic from the residential gateway to any patient (related to
any actuation, such as, for example, automatic regulation of
an insulin pump) is less frequent than the reverse direction
(patient’s monitored data collection).

The commands and events offered by this layer to the
upper modules are customized based on the reference model
we assume (ZigBee) with the addition of those elements
needed to implement the services at the middleware layer.

(c) Middleware Services. This layer represents an interface
between the underlying protocol stack and the application
layer and is the core of the novelties introduced within the
frame of WSN4QoL project.

Themiddleware encompasses three major blocks: (i) NC;
(ii) distributed localization; (iii) security.These blocks exploit
the services offered by the underlying protocol stack entities
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to provide a high-level application programming interface
(API) to the application developers.

The NC entity is in charge of providing efficiency in wire-
less communications. By means of appropriate combinations
of two or more packets into a single one and NC-aware
routing mechanisms at the lower layer, a relay node is able
to reduce the amount of traffic over the network, without
losing data. Section 4 will present the basic building blocks
developed withinWSN4QoL to demonstrate the efficiency of
a binary XOR-based network coding scheme in a scenario
with two sources, one relay and one destination (i.e., a
multiple access relay channel scenario), as compared to the
case where the relay node simply forwards the received
packets. In general, the proposed protocol stack allows for
adopting multicast (and geographic) routing mechanisms
at the network layer [16, Chapter 6] which are well suited
for supporting NC schemes more complex than the binary
XOR-based ones, including, for example, the random linear
network coding (RLNC) [17].

The distributed localization block deals with the online
estimation of the geographical position of a mobile node in
the environment. Associating a spatial reference with every
communication between the patients and the remote care
givers is of paramount importance, whether in home or hos-
pital environments, especially in case of alarms conditions. As
better detailed in Section 5, the relay nodes emit their synch
packets and doing so they play the role of anchor or reference
nodes; that is, it is supposed they know their own position
and they include this information in such packets. A mobile
node is then able to estimate its own position by relying on
the information gathered from the surrounding nodes.

The security block monitors the acknowledgement pack-
ets exchanged at the network layer among the nodes to iden-
tify potential threats or nodes malfunctioning and instruct
the MAC layer to encrypt frames based on the security
features offered by the IEEE 802.15.4 standard. Details about
this block are out-of-scope of this paper, where the focus is
switched to the other two elements, described in the next
sections.

(d) Application Layer. This last layer mainly focuses on
gathering measurements from the sensors and data com-
pression. Although the WSN4QoL project also proposes low
cost compress sensing techniques which exploit some key
characteristics of the biometric data transmitted in order to
provide energy-efficient telemonitoring solutions, this layer
is out-of-scope of the present paper. Interested readers can
find further details in our project website [6].

Next sections will present the implementation and exper-
imental results of a binary XOR-based NC scheme and the
distributed localization algorithm. Table 1 summarizes the
main features of the WSN platforms used for the tests.

4. Network Coding

To achieve efficient measurements reporting through the
ambient relay network, the most viable solution is the
application of NC techniques [18, 19]. In the preliminary
implementation done in the frame of the WSN4QoL project,

PktA

A

C

D

PktC

PktB

B

Figure 3: Scenario for efficient communications. Nodes A and B
are mobile local hubs, node C is a fixed relay, and node D is the
destination.

the scenario illustrated in Figure 3 has been implemented
in the available testbed. In this scenario, two nodes A
and B are mobile nodes carried by two patients; a relay
node C has a fixed position and D is the destination of
the measurements reports that are sent by the two source
nodes. In the considered scenario, to further claim the gains
introduced by the NC techniques, it is supposed that the
destination node does not send back any feedback either to
the relay or to the sources.

4.1. Implementation. Figure 4 presents the timings charac-
terizing the scenario of Figure 3. In particular, Figure 4(a)
presents the case of the baseline scenario and Figure 4(b) the
case with NC.

The relay C is responsible for defining the network
scheduling among the source nodes A and B by periodically
broadcasting the synch packets. The source nodes are pro-
grammed to send a message in their appropriate time slots;
that is, node A sends its data after Tslot and node B sends
its data after 2∗Tslot. In the baseline scenario, node C then
forwards the received data from A to the destination after
Tslot and data from B after another Tslot; then it broadcasts
a new synch packet and the process is iterated. In the NC
scenario, instead of forwarding the two messages, the node
C transmits to the destination a single message which is the
combination of the two messages from A and B based on a
binary XOR operation. In both cases, upon the reception of
every synch, the destination checks what it has received in the
superframe just concluded and updates the network statistics.

The main advantage of the NC against the baseline
scenario is that the relay node forwards a single packet instead
of two, resulting in larger energy savings and the higher
throughput since the synch is sent every 4∗Tslot instead of
5∗Tslot.
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Table 1: WSN platforms testbeds features.

Item Specification DescriptionTelosB CC2430
Processor

Model Texas Instruments MSP430F1611 Intel 8051
16 bit 32 bit

Memory
48KB 128KB Program flash
10KB 8KB Data RAM
1MB — External Flash

ADC 12 bit
8 channels

Interface UART, SPI, I2C Two programmable USARTs
USB 21 GPIO

Radio
RF Chip Texas Instruments CC2420 IEEE 802.15.4 2.4GHz Wireless Module

Frequency Band 2.4GHz–2.485GHz IEEE 802.15.4 compliant, ch11–ch26

Sensitivity −95 dBm typical

Transfer Rate 250Kbps

RF Power −25.2 dBm–0.6 dBm Software Configurable

Range 120m (outdoor)
20–30m (indoor)

Current Draw
RX: 18.8mA
TX: 17.4mA

Sleep mode: 1 uA

Antenna PCB Antenna Dipole Antenna

Both scenarios have been coded and tested over a
WSN testbed composed by TelosB nodes [20] (Table 1),
programmed with the TinyOS operating system [21], and
implemented as protocol layer(s) on top of the Official
TinyOS 15.4MAC [22, 23].The nodes of the baseline scenario
have been configured to run on the channel 25 of the IEEE
802.15.4 standard, while the nodes of the NC scenario run
on the channel 26: this is done in order to have the two
networks working at the same time and test them in the same
conditions.

To monitor in real time the network behaviour and the
performance, a graphical user interface (GUI) has also been
implemented and is shown in Figure 5. It shows (i) the nodes’
transmissions, (ii) the values of the sensors readings, and (iii)
the residual of the batteries which are data encoded in the
transmitted packets, as well as the performance metrics of
the network including (iv) throughput or goodput (i.e., the
amount of sensors measurements successfully delivered to
the destination in the unit of time), (v) packet loss, and (vi)
energy consumption.

4.2. Results. Compared to the classical relay scenario where
node C forwards the received packets in two distinct slots,
the NC scheme allows for achieving better performance in
terms of joint packet loss ratio (PLR) and data goodput.
In particular, the scenario of Figure 3 implemented on the
mobile WSN testbed as described in the previous section
was used in an indoor environment, such as a residential

apartment, to run several tests by varying the transmission
power levels between −25.2 dBm and 0.6 dBm. While source
2 nodes of both testbeds were kept in a fixed position, source
1 nodes of both networks were carried by a person who was
walking at approximately constant speed over a preplanned
closed path crossing the rooms of the apartment, resulting in
a time of a lap of around 5 minutes and repeating the path at
least 10 times for each experiment.

Although the PLR shows similar performance between
the scenario with NC and the one with classical forwarding,
the tests demonstrated that NC can achieve gains ranging
from 32% to 68% in terms of instantaneous goodput. In
particular, Figure 6 reports the goodput averaged over the
whole experiments (i.e., all the laps for each transmission
power) and for different values of the Tslot ranging from
200ms to 800ms (Figure 4). As it is evident, the NC shows
always gains with respect to the baseline (relay-only) scenario
for all the values of Tslot and all the transmission power
levels. Moreover, analyzing the behavior with respect to the
transmission power, both testbeds show similar performance
and this further confirms that the two testbeds result in
similar performance in terms of PLR.

Although in this preliminary testbed the simple XOR-
based NC scheme has been implemented over a single
relay scenario, future ongoing activities are focused on the
enhancement of this mechanism in the cases where the ambi-
ent network is composed by several relay nodes, including
multihop communications [24].
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Figure 4: Timings of the multiaccess relay channel scenario as depicted in Figure 3.

Figure 5: Graphical user interface tomonitor network performance
for network coding testbed.
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5. Distributed Localization

The aim of this section is to present the ongoing activity
for indoor people localization in the WSN4QoL project. The
algorithm we refer to is detailed in [25]. It is an anchor-based
algorithm, which means it runs in a scenario where several
fixed anchor nodes, that is, nodes knowing a priori their posi-
tions based on a common reference systemof coordinates, are
deployed in the environment and periodically broadcast their
positions. A second set of nodes is mobile and called blind
since they need to estimate their own positions according
to the same reference system of coordinates, by relying on
the data they are able to gather from the anchors and the
environment. The algorithm is also range-based, since the
blinds estimate their positions by first computing the distance
with respect to the anchors available.

5.1. Implementation. Figure 7 shows a typical home envi-
ronment where a set of anchor nodes are fixed and have
been deployed in the rooms of the house. In such an
environment a measurement campaign of the received signal
strength (RSS) from the anchors in several points has been
conducted, with the intention of building an RSS-to-distance
relation curve, that is, an RSS-based ranging model used to
estimate the distance between any pair of nodes from an RSS
measurement.

Typically, the calibration activity to compute the parame-
ters of the model is performed offline and in a static context;
then the system needs to run in an environment which is
more dynamic, for example, with people moving around or
changes in the furniture and so on. As a consequence, RSS
propagation parameters are strongly environment dependent
and usually show big fluctuations, which suggest that using
any fixed and outdated estimate for the channel parameters
certainly yields less accurate estimates of distances and thus
of final positions. To cope with this problem, an anchor-aided
dynamic and adaptive estimation of the signal propagation
parameters has been previously proposed and can be easily
implemented [26] as shown in Figure 8.

In particular, the relays-anchors put in the synch packets
the RSS received from other anchors in their communication
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Figure 7: Indoor environment equipped with anchor nodes (blue squares) and RSS measurement points (green circles).
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Figure 9: IEEE 802.15.4 data frame used by anchors with localization-oriented payload.

Figure 10: Graphical user interface to monitor network perfor-
mance for Localization testbed.

range. Figure 9 shows how the IEEE 802.15.4 data frame is
used for the anchors to transmit their positions, including
also the RSS data needed for implementing the dynamic and
adaptive ranging model estimation.

Every mobile node in the area receives these packets and
is then able to correlate the distance among the available and
known anchor nodes with their respective RSS so that the
ranging model can be reconstructed as formulated in [26].

The implementation has been done on TelosB nodes [20]
running the TinyOS operating system [21] for the anchor
nodes and an IEEE 802.15.4-compatible platform for the
mobile node, such as the Texas Instruments CC2430 [27]
which has the same radio interface of the TelosB nodes
(Table 1).

Similar to what has been done for the NC testbed,
to monitor in real time the network behaviour and the
performance, a GUI has been implemented and is shown
in Figure 10. It allows for configuring at deployment time
the position of the anchor nodes and then shows (i) the
nodes’ activities, (ii) the residual of the batteries which are
data encoded in the transmitted packets for every node,
and (iii) the statistics of the localization estimations for the
mobile node such as (iv) instantaneous position estimation,
(v) covariance ellipse (with a 70% confidence interval) of the
last 5 estimations, and (vi) the ranging parameters estimated
by the mobile node.

5.2. Results. Figure 11 presents preliminary results of the
localization of a blind node placed in several points in the
environment of Figure 7.The blind node has been left in each
position for 5 minutes, resulting in at least 100 localization
estimations.

It is evident that better topological conditions (i.e., where
surrounded by the anchors) lead to better localization accura-
cies and stability (i.e., little average errors and low variability
among estimations). Overall, the average localization error
over the area of 60m2 is below 2.5m, which results in a room-
level accuracy which matches the requirements for e-Health
applications. Nevertheless, there exist few critical situations
on the borders. These issues can be solved by improving
the coverage of the anchor nodes. Along this line, radio
propagation simulation software (e.g., [28]) will provide the
optimal anchors’ number and positions.

6. End-to-End Solutions and Testbeds

After having presented the solutions proposed within the
WSN4QoL project, this section overviews the state of the art
in the field of WSN-based systems for pervasive healthcare
applications, pointing out the main innovation aspects that
the WSN4QoL project proposes.

6.1. Motivation. Before proceeding to give an overview of
the solution and testbed in literature, an interesting vision
of e-Health remote monitoring systems as given in [29, 30]
is worth mentioning. In these works, authors classify the
telecare applications as an instance of the broader cyber
physical world (CPW), where a tight integration of sensing,
computation, and communication elements concur to the
definition of the system. In this line, several exciting research
challenges and opportunities arise and might stimulate new
research activities in the emerging areas of CPW conver-
gence.

In general, nowadays, these technologies still require the
development of reliable, scalable, and evolvable systems in
various application domains. They should hide unnecessary
complexities inherent to CPW, such as heterogeneity and dis-
tribution, and support rapid implementation of application
and runtime reconfiguration and resource management to
meet functional and nonfunctional requirements. One of the
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Figure 11: Localization results in the scenario of Figure 7. Average localization errors and covariance ellipses are also shown.

key elements focuses on the study of methods and techniques
that can be used to investigate the structure and evolution of
the dynamics of human behavior under the lens of pervasive
computing. In this perspective, the sociotechnical nature of
the CPW convergence calls for novel and interdisciplinary
research approaches mixing ICT (information and commu-
nication technologies) expertise with lessons learned from
applied psychology, sociology, medicine, complexity science,
and so forth.

Along this line, wearable computing (WC) for remote
assistance is one of the best examples where this mul-
tidisciplinary approach takes the most promising advan-
tages. The maturity of WC can be demonstrated by several
projects showing its main application domains. Monitoring
the wearer’s vital signs promises improved treatment and
reduction of medical costs. Many projects are aiming at a
preventive lifestyle and early diagnosis, by focusing on the
integration of healthcare more seamlessly into everyday life.

Nevertheless, [29] stresses the fact that several research
challenges have still to be met in this field. In particular, the
large-scale production of smart clothes requires scaled-up
manufacturing processes to exploit economy of scale effects.
In addition, web-based data gatheringmethods (e.g., [31, 32])
are supportive in fusing heterogeneous sensor modalities
and in the automatic annotation of data streams. Moreover,
major challenges arise for data privacy and security in
designing algorithms and protocols to protect the sensed
data against unwanted collection and distribution of personal
information.

The work in [33] summarizes the most recent develop-
ments in the field of wearable sensors and systems, relevant
to the field of health and wellness, safety, home rehabilitation,
assessment of treatment efficacy, and early detection of
disorders. The integration of wearable and ambient sensors
is discussed in the context of achieving home monitoring of
older adults and subjects with chronic conditions. Particular

emphasis is given to the analysis of the key enabling tech-
nologies to broaden the wearable systems for patients’ remote
monitoring. Among these, we underline the new advances
in the sensors miniaturization’s technologies and low-power
microcontrollers and radios, which can be integrated into
system-on-chip implementations and enable e-textile based
systems (such as [34]) or unobtrusive wearable devices (such
as [35]). Mobile phone technology played the major role in
the pervasiveness of remote monitoring systems, since smart
phones are broadly available and easily act as information
gateways to central stations through mobile telecommuni-
cation standards such as 4G. Moreover, mobile devices can
also function as information processing units. Reference
[33] concludes that the past and ongoing research toward
achieving remote monitoring of older adults and subjects
undergoing clinical interventions will soon face the need for
establishing business models to make them effective in the
market to cover the costs. However, we believe that also a
new area of research should involve the definition of new
communication standards for the interoperability among the
plethora of authorities, as stressed by similar other surveys,
such as [36].

On the other hand, [37] presents a range of wire-
less communication technologies and standards (i.e., IEEE
802.15.1 Bluetooth, ZigBee/IEEE 802.15.4, Ultra-wide-band
(UWB), medical implant communication services (MICS),
and IEEE 802.15.6 Task Group). It lists their current lim-
itations, by dividing the platforms into implantable and
on-body devices. In particular, the integration of wireless
technologies intomedical devices, such as insulin pumps and
on-body cardiac monitoring devices, has many benefits, but
also poses many challenges, including (i) enabling the secure
transmission of the collected private data, (ii) prevention
of electromagnetic interference between different wireless
devices and compatibility with the remaining circuitry, and
(iii) compatibility with, and safety of, the biological tissues.
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In this perspective, although security and privacy are well
investigated in the literature and well taken into account
in the projects, we believe that the latter two issues are
still too often widely neglected. Of particular interest is the
constraint posed by the last one. Besides the power and
small size requirements, implantable devices also need to be
compatible with biological tissues in order to prevent possible
infection and rejection of the device by the biological tissue.
Compared to implantable devices, on-body devices are less
prone to the biocompatibility constraint. However, it is worth
noting that also in this case long-term skin contact with
such devices can cause different forms of skin irritations.
Thus, on-body devices should also either be developed with
biocompatible materials, or be truly noninvasive, where no
skin contact is required for the acquisition of the desired
data.

6.2. Testbeds. The authors in [38, 39] provide two examples
of ECG telemonitoring implementation testbeds. Reference
[38] focuses on the extension of the Standard Communi-
cation Protocol for Computer-assisted Electrocardiography
(SCP-ECG), which provides standardized communication
among different ECG devices and information systems, to be
included in health monitoring systems. The paper describes
the implementation of the new protocol as a software com-
ponent in a five-month pilot period of health telemonitoring
system (HTS) including 27 patients. The testbed they used to
show the feasibility of their proposed enhancements includes
all the elements of a telecare system. In particular, a wearable
data acquisition system, consisting of several sensors (e.g.,
ECG, NiBP, SPO

2
, Pulse Rate, Temperature, and PLE), is

equipped with a Bluetooth radio, a GPS receiver, and a per-
sonal digital assistant (PDA) with mobile ADSL capabilities.
The PDA automatically organizes the data gathered from the
sensors and other information manually inserted by the user
into the data structure defined by the protocol. A remote
health monitoring system (RHMS) is implemented on a PC
on the expert’s site and is able to store, present, andprocess the
acquired data from the PDA. The PDA communicates with
the RHMS using fixed and mobile ADSL.

Although the suitability of the protocol has been clearly
shown, security aspects are merely taken into account by
the use of data encoded transmissions, while user identifi-
cation of the involved people (i.e., individuals, technicians,
physicians, etc.) is performed through a simple log-in screen
requiring user ID and password.

On the contrary, [39] explicitly focuses on the implemen-
tation of security techniques in similar ECG-based telecare
applications even if the scope of the paper is limited to the
sensing device. Namely, a secure cross-layer-based minia-
turized BSN platform has been developed. It consists of a
processing unit and a radio transmission unit with a sensor
board and a local battery power supply or energy scavenge
supply. The design of such platform puts particular emphasis
on resource-awareness; that is, it adopts a joint unequal
resource allocation (i.e., transmission power and data rate)
and real-time selective encryption, according to the channel
status.

In [40] a body posture model and an unsupervised learn-
ing and clustering algorithm have been proposed to recon-
struct different stationary postures. An extensive validation
has been performed through a BSN composed by Freescale
nodes [41] equipped with 3-axis accelerometers. These nodes
are firmly attached through bands to four limbs to measure
the posture of arms and legs, with two accelerometers on each
limb, and report through a wireless single-hop ZigBee radio
the measurements to a central station. Experimental results
demonstrate that the proposed system can achieve very high
classification accuracy and is able to recognize complicated
stationary postures.

The authors in [42] use a pair of Shimmer motes [43].
Shimmer is a wireless sensor platform programmed in
TinyOS [21], characterized by a small form factor, that can
record and transmit physiological and kinetic data in real
time using the most well-known communication technolo-
gies, such as Bluetooth or IEEE 802.15.4. The chosen device
incorporates a triaxial accelerometer, a microcontroller, and
an IEEE 802.15.4 radio transceiver. One mote is used as
a wearable device while another is attached directly to a
PC acting as a base station. Since the proposed method
to extract features from acceleration measurements is not
computationally intensive, the filtering technique has been
implemented directly on the wearable device in order to
communicate with the base station only when alarms occur
and then save batteries.

In a slightly different scenario, that is, military missions
and monitoring of soldiers, the contribution of [44] is the
concept and implementation of a closed-loop, end-to-end,
real-time on-body prediction system for reducing health
risks due to uncompensable heat stress (UHS). This involves
gathering physiological data (multipoint skin temperature)
and postural information (multipoint body acceleration)
for the purpose of autonomous real-time modelling and
prediction. One of the central concepts driving this system
development is that data processing must be performed by
system devices mounted on the body to achieve a better real-
time closed-loop control. Autonomous operation is essential
because a long-range radio link to a central location might
not necessarily be available. A relatively powerful hardware
platform is thus required to support real-time on-body data
processing, which also enables two control loops. An inner
loop implements local actuation, namely, notifying alarms to
the user or automatically taking some actions such as cooling
the body. An outer loop involves the communication with a
remote station for, for example, mission plan change or the
return to the base to install new cooling systems. Similar
approaches can be easily implemented in more traditional
civil scenarios for remote patient monitoring.

Another simple yet efficient Internet-based telecare
remote monitoring system is presented in [45], where the
focus is on a remote-controlled home mechanical ventilation
(HMV) system, which is progressively being used to treat
patients with severe chronic respiratory failure. Contrary to
the most conventional settings, the system designed avoids
any high order information technology architecture. It is
based on a simple and low cost data transfer server (DTS)
that grants the Internet connection to most commercially
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available ventilators through the GPRS network. The device
captures ventilation signals (e.g., pressure, flows, volume,
leaks, and oxygen saturation) and controls the ventilator
settings. The DTS is built upon an embedded system board
(a Linux-enabled FOX board [46]) equipped with a GPRS
modem and a commercial USB flash memory. It operates as
a web server with its own address and password. With such
an approach, an independent point-to-point (from patient
home to HMV provider) communication is established.
Therefore, the HMV provider (being a hospital service or a
private practice physician) can receive real-time or previously
recorded ventilation data in uplink and modify the settings
in downlink by simply connecting, via Internet, to the
individual web address of the DTS at the patient’s home,
ensuring this way the closed-loop control.

A remote and mobile patient monitoring service archi-
tecture using heterogeneous wireless access in which each
patient is equipped with a remote monitoring device with a
heterogeneous wireless transceiver is presented in [8]. While
the system architecture is not a novelty, since authors propose
that a mobile patient can use different types of wireless
technologies (e.g., WiMAX-based WMAN and WiFi-based
WLAN technologies) to transfer monitored biosignal data
to the healthcare center, the most innovative aspect in this
contribution is the formulation as a constrained Markov
decision process (CMDP) of the problem on the e-Health
service provider side, who has to pay to the wireless network
service provider a certain number of connections to be
reserved for the patients. Using stochastic programming
techniques, the optimal number of reserved connections can
be determined to minimize the cost of the e-Health service
provider under randomness of connection demand due to the
mobility of the patients. Also, at the patient-attached device,
the transmission scheduling of biosignal data with different
priority is optimized to minimize the connection cost and
satisfy the delay requirements.

In the frame of coupling wearable BANs with classi-
cal WSNs for environmental monitoring, [9] presents a
study of a healthcare architecture for monitoring elderly
or chronic people in their residence. Figure 12 sketches
the reference network architecture, where wearable sensor
system (composed by a single belt of sensors) communicates
with powerful mobile computing devices through Bluetooth
and the wireless sensor network through ZigBee. The higher
part of the architecture includes communication technologies
such as cellular-based networks and WiFi (or even WiMax).
Although similar to WSN4QoL’s reference scenario sketched
in Figure 1, this architecture differs from that since patients
sensors and ambient living WSN nodes form two dis-
tinct subnetworks. Nevertheless, as in WSN4QoL, the study
involves a real implementation of the proposed architecture
in different scenarios, including nursing-house, home, and
hospital environments. Besides the security aspects related to
the communication of patients’ data, the paper shows that the
architecture is flexible enough to allow for querying the fixed
wireless sensor network nodes and the mobile BANs over
heterogeneous communication technologies. Authors also
stressed that a tighter integration between the wireless sensor
network and the wearable systems can be achieved through

the use of 6LoWPAN technologies and that biomedical
sensor positioning would be crucial to detect the location of
people at any place and any time [47].

In this line the work of [10, 48–50], where the paradigm
of the Internet of Things, that is, 6LoWPAN, is applied to
healthcare and BSN systems, is worth mentioning. In par-
ticular, while [47] focuses on simulation results to assess the
performance of a proposed distributed handover procedure
to support body sensors mobility and continuous access, in
the other papers, preliminary implementations approaches
in TinyOS [21] are illustrated with particular emphasis on
handling mobility and inter-BSNs communications.

Achieving location of the patients is one of the goals of
the work presented in [10] and sketched in Figure 13. In this
paper, however, it is supposed that a wearable system built
upon smart shirts, such as, [34], is completely hardware-
independent from the positioning subsystem built upon
devices that each patient is also supposed to carry. Both sub-
systems communicatewith an IEEE 802.15.4-enabledwireless
sensor network acting as distribution network between the
terminals (patients) and the gateway to the public Internet-
based network. Once again, however, the two subsystems
(sensor measurements reporting and patients’ localization)
are independent of each other, while in WSN4QoL the goal
is to make them converge into a single network able to
support different services simultaneously. The prototype has
been implemented and tested in a real-world scenario within
hospital facilities by equipping up to ten patients with this
equipment, andpositive feedbackwas received by the hospital
personnel, paving the way to future applications.

The two-tier architecture is also the basis to the work
presented in [51, 52], where scalability performance is eval-
uated considering the IEEE 802.15.4 at the lower tier and
WLAN/IEEE 802.11 at the upper tier of a healthcare mon-
itoring system. End-to-end packet delay and packet access
time to WLAN have been evaluated as a function of the
number of concurrent BANs (up to 50). Authors claim that
there is need for choosing carefully network parameters,
because the interaction of high-data-rate streams, such as
EEG, with lower-rate streams, such as EKG or blood pressure
data, causes some unwanted effects on the packet jitter of the
latter.Moreover, in [53] an overall comparison betweenGPRS
and WLAN communication technologies for the higher tier
of the system architecture is presented. The study clearly
shows that GPRS and WLAN have complementary power
and delay profiles: GPRS has lower power consumption to
keep network connectivity and send data, but delays might
be high, whereas WLAN has higher energy cost but lower
delays. Finally, the paper [54], where amapping of the quality
of service requirements for e-Health on the QoS classes of
3GPP networks is presented, is worth mentioning.

A different technological approach is pursued in [55,
56]. In this work, to solve the issues related to RF interfer-
ences, authors investigate the potentiality of using infrared
communication for data transmissions in mobile healthcare
contexts. Simulation of scenarios of line of sight and diffuse
configurations show that it is theoretically possible to achieve
optimal outage probabilities with very low transmission
power, which would help improve the energy efficiency of
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such systems. However, although promising, these results
need to be confirmed by experimental trials, still far to be
achieved.

7. Conclusions

In this paper, the WSN4QoL project has been described with
particular emphasis on its challenges and objectives in the
area of proposing efficient WSN-based solutions for perva-
sive healthcare applications. NC techniques and distributed
people localization mechanisms have been implemented on
realWSN testbeds. Preliminary tests in real working environ-
ments gave promising results, in line with our expectations.

Future work will include the implementation of the pro-
posed solutions in real medical devices, as well as repeating
these tests on a larger scale testbed. Overall, we believe that
the intelligent implementation of the solutions proposed in
a self-organized WSN will pave the way for a pervasive
healthcare system that is free of economic burdens and is able
to focus on the real needs of patients regardless of their age
span.
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Healthcare service sector is one of the major applications of Wireless Sensor Networks (WSNs) acknowledged as Wireless
Medical Sensor Network (WMSNs). It deploys tiny medical sensor-nodes (MS-nodes) on the body of the patient to sense crucial
physiological signs which can be accessed and analyzed by registered medical professionals. Recently, Khan et al. analyzed Kumar
et al.’s scheme proposed for healthcare applications using WMSNs and observed that the scheme is susceptible to many security
weaknesses if an adversary extracts the information from the lost smart card of some user. The adversary can access patient’s
physiological data without knowing actual password, can deceivemedical professionals by sending fake information about patients,
can guess the password of a user from the corresponding smart card, and so forth. Besides, the scheme fails to resist insider attack,
lacks user anonymity and the session key shared between the user and theMS-node is insecure. To overcome these problems, we
propose an improved user authentication scheme for healthcare applications usingWMSNs. We show that the scheme is free from
the identified weaknesses and excels in performance and efficiency scheme.

1. Introduction

Healthcare sector is witnessing a transition from traditional
human-labor-dependent services to technology-based smart
services. This changeover is the outcome of Wireless Med-
ical Sensor Networks (WMSNs), a transmission technology
employed bymedical professionals (like nurses, doctors, etc.)
to obtain the information like blood pressure, pulse rate,
body temperature, ECG of the patients. This is achieved by
deploying tiny MS-nodes like blood pressure sensors, pulse
oximeter, body temperature sensors, and ECG electrodes
on the body of patient. The MS-nodes sense physiological
information from patient’s body and then transmit it to
the professionals in a wireless manner. Consequently, it
cuts the cost of the human labor required for the purpose
and facilitates the health professionals to observe and treat
the patients as and when required. But patient’s personal
medical data may be misused by adversaries like corrupt
persons, personal enemies, health insurance professionals,
and so forth. Thus, there is need for the security of WMSNs

to ensure access to patient’s physiological information only
to the authorized health professionals. Employing a user
authentication scheme is a suitable method to achieve the
desired security and establish a secure, efficient, and reliable
healthcare environment via WMSNs.

After the development of simple user authentication
schemes like [1–6], schemes for Wireless Sensor Networks
(WSNs) [7–13] have also attracted a large community of
researchers. Somework has also been proposed for healthcare
applications using WSNs [14–17]. In 2012, Kumar et al. [18]
observed that most of the schemes proposed for WSNs
such as [9, 10, 12, 13] fall short to provide security and
also require heavy computational load and high commu-
nication cost. They proposed a user authentication scheme
using WMSNs for healthcare applications and called it
an Efficient-Strong Authentication Protocol (E-SAP) [18].
They claimed that their scheme achieves mutual authen-
tication between the user and the MS-node and also
establishes session key between them. They found their
scheme finer than other existing protocols concerning cost,
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performance, and security. Subsequently, Khan et al. [19]
identified that the scheme of Kumar et al. suffers from many
security problems if an adversary extracts the information
from the stolen smart card of some user. As a consequence,
the scheme is exposed to user impersonation attack and
insecure session key generation between user and MS-node.
They showed that the scheme does not go with the authors’
claim as the mutual authentication between user and MS-
node does not imply properly and an adversary can compute
the session key to be established between. They also pointed
out password guessing attack, insider attack, and MS-node
impersonation attack on it. They found that if the identity
of any user is revealed, it gives chance to many unautho-
rized/illegal persons to gain the personal medical data of
patients and thereby generates problems for an authorized
professional.

We feel that in addition to resist the prevalent threats, a
user authentication scheme for WMSN should also provide
user anonymity. Therefore, we propose a user anonymous
authentication scheme using WMSNs eradicating the iden-
tified weaknesses of Kumar et al.’s scheme. We aim to provide
perfect mutual authentication and secure session key gener-
ation between the active participants of the authentication
protocol in the scheme. The rest of the paper is arranged as
the description follows for the subsequent sections. Section 2
briefly explains the architecture of WMSN and its benefit in
healthcare applications. Kumar et al.’s scheme is reviewed in
Section 3. Section 4 gives review of the analysis of Kumar et
al.’s scheme by Khan et al. The proposed scheme is illustrated
in Section 5 along with its security analysis and performance
comparison in presented by Sections 6 and 7, respectively. To
end with, Section 8 gives the conclusion of this paper. In this
paper, we use professional and user interchangeably.

2. Architecture of WMSN and Its Benefits in
Healthcare Services

The architecture of the Wireless Medical Sensor Network is
depicted by Figure 1. There are four parties involved in the
user authentication protocol employing WMSN as described
below:

(i) Users: medical professionals like nurses, doctors, and
so forth, looking for physiological data of the patient
via WMSN.

(ii) MS-nodes: tiny sensors like temperature sensor, pulse
oximeter, and so forth, deployed on the body of the
patients.

(iii) GW-node: a powerful master node which plays the
role of the registering authority and acts as an inter-
face between the user and theMS-node.

(iv) Patients: they are under vigilance of medical profes-
sionals by means ofMS-nodes for treatment.

First three participants are the active parties of the user
authentication scheme. MS-nodes are tiny sensor having
low processing power, limited computational capabilities,
and limited energy and storage capacity [20]. GW-node is

Medical professional Internet

Backend server

Patient
User’s requestSensor-node
Response GW-node

Figure 1: Architecture of WMSN.

a powerful node with sufficiently large processing power,
computational capabilities, and energy and storage capacity
[20]. A user registers itself to theGW-node to become a valid
user of the system. Whenever a user (medical professionals)
wishes to obtain the physiological data of the patient, he
transmits request message to the GW-node. Afterwards, the
GW-node verifies the legitimacy of the user, if satisfied then it
directs the desiredMS-node(s) to answer to the user’s request.

Benefits of WMSN in providing healthcare services are as
follows:

(i) Improvement in healthcare services,
(ii) Uninterrupted monitoring of patients,
(iii) Saving human labor, time, and money,
(iv) Protecting sensitive and private medical data of the

patient from various adversaries.

3. Review of the Scheme Proposed by
Kumar et al.

Initially, the GW-node chooses three secret keys denoted as
𝐽, 𝐾and𝑄, each of 256 bits.TheGW-node also shares a secret
key 𝐾

𝑔𝑠
= ℎ(𝑄 ‖ 𝐼𝐷

𝑔
) with all deployedMS-nodes by means

of some key agreement method [21, 22]. The scheme has five
phases each of which are described in succession. But before
giving detail of each phase of the scheme, we summarize
the notations and description used throughout the paper in
Notations.

3.1. User Registration Phase. The user (professional) U reg-
isters itself to the GW-node in registration center of the
hospital, in the following manner:

(1) user submits his chosen identity 𝐼𝐷
𝑢
and password

𝑃𝑊
𝑢
to GW-node using a secure channel;

(2) on receiving {𝐼𝐷
𝑢
, 𝑃𝑊
𝑢
}, the GW-node computes

𝐶
𝑢𝑔

= 𝐸
𝐽
(𝐼𝐷
𝑢
‖ 𝐼𝐷
𝑔
) and 𝑁

𝑢
= ℎ(𝐼𝐷

𝑢
⊕ 𝑃𝑊

𝑢
⊕ 𝐾);

(3) GW-node stores {ℎ(⋅), 𝐶
𝑢𝑔

, 𝑁
𝑢
, 𝐾} intoa SC and issues

𝑆𝐶 = {ℎ(⋅), 𝐶
𝑢𝑔

, 𝑁
𝑢
, 𝐾} to U, where K is a long-term

secretkey of the GW-node.
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3.2. Patient Registration Phase. A patient has to register itself
in registration center of the hospital [23]. Patient submits
her/his name to the registration center. On receiving patient’s
name, the registration center chooses a suitable medical
sensor kit (i.e., MS-nodes and GW-node) according to the
disease of the patient and assigns medical professionals
(users). Then the registration center transmits the identity
𝐼𝐷
𝑝𝑡
of the patient alongwithmedical sensors kit information

to the assigned professionals/users. Finally, a technician
deploysMS-node on the body of the patient.

3.3. Login Phase. A professional logs in to the GW-node in
order to gain patients’ medical data via WMSN. The user
inserts her/his SC into the smart card reader and inputs 𝐼𝐷

𝑢

and 𝑃𝑊
𝑢
. Then the SC performs the following:

(1) It calculates 𝑁
𝑢

∗
= ℎ(𝐼𝐷

𝑢
⊕ 𝑃𝑊

𝑢
⊕ 𝐾) and compares

𝑁
𝑢

∗ with the stored𝑁
𝑢
. For𝑁

𝑢

∗
= 𝑁
𝑢
, the smart card

continues further and else ends this session.
(2) It generates a random nonce M to compute 𝐶𝐼𝐷

𝑢
=

𝐸
𝐾
(ℎ(𝐼𝐷

𝑢
) ‖ 𝑀 ‖ 𝑆

𝑛
‖ 𝐶
𝑢𝑔

‖ 𝑇
𝑢
).

(3) It sends login request = {𝐶𝐼𝐷
𝑢
, 𝑇
𝑢
} to the GW-node

with 𝑇
𝑢
as the current timestamp.

3.4. Authentication Phase. On receiving the login request
{𝐶𝐼𝐷
𝑢
, 𝑇
𝑢
} from the professional, the GW-node verifies the

authenticity of U and computes a message to transmit to the
desiredMS-node in the following manner:

(1) It acquires current timestamp𝑇
𝑔

 and, for (𝑇
𝑔


−𝑇
𝑢
) >

Δ𝑇, discards the login request; otherwise it proceeds
further.

(2) It decrypts 𝐶𝐼𝐷
𝑢
as 𝐷
𝐾
(𝐶𝐼𝐷
𝑢
) to obtain {ℎ(𝐼𝐷

𝑢
)
§
,

𝑀, 𝑆
𝑛
, 𝐶
𝑢𝑔

and 𝑇
𝑢

§
}. Also, it decrypts 𝐶

𝑢𝑔
as𝐷
𝐽
(𝐶
𝑢𝑔

)

to obtain {𝐼𝐷
𝑢

∗
, 𝐼𝐷
𝑔

∗
}.

(3) It then computes ℎ(𝐼𝐷
𝑢

∗
) and verifies the equiv-

alences ℎ(𝐼𝐷
𝑢
)
∗

= ℎ(𝐼𝐷
𝑢
)
§, 𝐼𝐷
𝑔

∗
= 𝐼𝐷

𝑔
, and

𝑇
𝑢

= 𝑇
𝑢

§, if all the three equivalences hold, then it
believes the login request to come from 𝑈; otherwise
it terminates the login session.

(4) It acquires 𝑇
𝑔
, another current timestamp and com-

putes 𝐴
𝑢
= 𝐸
𝑆𝐾𝑔𝑠

(𝐼𝐷
𝑢
‖ 𝑆
𝑛
‖ 𝑀 ‖ 𝑇

𝑔
‖ 𝑇
𝑢
). Then, the

GW-node sends {𝐴
𝑢
, 𝑇
𝑔
} to theMS-node.

When the MS-node receives {𝐴
𝑢
, 𝑇
𝑔
} from the GW-node, it

performs the following steps:

(5) It acquires current timestamp 𝑇
𝑠

 and, for (𝑇
𝑠


−

𝑇
𝑔
) > Δ𝑇, discards the received message; otherwise

it continues further.
(6) The MS-node 𝑆

𝑛
performs the decryption 𝐷

𝑆𝐾𝑔𝑠
(𝐴
𝑢
)

and obtains {𝐼𝐷
𝑢

∗
, 𝑆
𝑛

∗
,𝑀
∗
, 𝑇
𝑔

∗
, 𝑇
𝑢
} to make sure

that the request has come from the legal GW-node.
(7) It compares 𝑆

𝑛

∗ with 𝑆
𝑛
and 𝑇

𝑔
with 𝑇

𝑔

∗, and if any
of these fail to match, then it discards the message;
otherwise it continues further.

(8) It computes session key 𝐾𝑠𝑒𝑠𝑠
𝑈-𝑆𝑛 = ℎ(𝐼𝐷

𝑢

∗
‖ 𝑆
𝑛

‖

𝑀
∗

‖ 𝑇
𝑢
). Then it acquires 𝑇

𝑠
, another current

timestamp, and computes 𝐿 = 𝐸
𝐾𝑠𝑒𝑠𝑠𝑈-𝑆𝑛

(𝑆
𝑛

‖ 𝑀
∗

‖

𝑇
𝑠
). TheMS-node sends {𝐿, 𝑇

𝑠
} to the user.

When 𝑈 receives {𝐿, 𝑇
𝑠
} from the MS-node, its SC performs

the following steps:

(9) It acquires current timestamp𝑇
𝑢

 and, for (𝑇
𝑢


−𝑇
𝑠
) >

Δ𝑇, discards the receivedmessage.Or else, it proceeds
further.

(10) It computessession key 𝐾𝑠𝑒𝑠𝑠
𝑈−𝑆𝑛

= ℎ(𝐼𝐷
𝑢

‖

𝑆
𝑛

‖ 𝑀 ‖ 𝑇
𝑢
). Then it performs the decryption

𝐷
𝐾𝑠𝑒𝑠𝑠𝑈-𝑆𝑛

(𝐿) and obtains 𝑆
𝑛
and 𝑀

∗. It compares 𝑆
𝑛

∗

with 𝑆
𝑛
, and𝑀

∗ with𝑀; if both the equivalences hold
only, then the session key is assumed to be established
securely.

3.5. Password Change Phase. 𝑈 can change her/his password
through the following stepwise procedure:

(1) 𝑈 inserts her/his 𝑆𝐶 into the terminal and inputs 𝐼𝐷
𝑢

and 𝑃𝑊
𝑢
.

(2) Then 𝑆𝐶 computes 𝑁
𝑢

∗
= ℎ(𝐼𝐷

𝑢
⊕ 𝑃𝑊

𝑢
⊕ 𝐾) and

compares 𝑁
𝑢

∗ with 𝑁
𝑢
. If both the values match

allows the user to enter a new password, otherwise
discards the process.

(3) 𝑈 enters new password (𝑃𝑊
𝑢
)
𝑛𝑒𝑤

.
(4) 𝑆𝐶 computes (𝑁

𝑢
)
𝑛𝑒𝑤

= ℎ(𝐼𝐷
𝑢
⊕ (𝑃𝑊

𝑢
)
𝑛𝑒𝑤

⊕ 𝐾) and
then replaces 𝑁

𝑢
with (𝑁

𝑢
)
𝑛𝑒𝑤

.

4. Review of the Analysis of
Kumar et al.’s Scheme

This section presents a review of the security problems of
Kumar et al.’s scheme identified by Khan et al. [19]. This
analysis is based on the assumption that an adversary 𝑈

𝑎
can

recover [24, 25] the information stored in smart card.
If 𝑈
𝑎
extracts values {ℎ(⋅), 𝐶

𝑢𝑔
, 𝑁
𝑢
, 𝐾} from the lost 𝑆𝐶

of a user, then he holds the master key 𝐾 which is stored in
the 𝑆𝐶 of each user (professional). Consequently, the scheme
becomes vulnerable to different attacks described as follows.

4.1. User ImpersonationAttack. Havingmaster key𝐾 in hand,
𝑈
𝑎
can impersonate any user of the system to obtain patient’s

physiological information. To impersonate𝑈, the attacker𝑈
𝑎

intercepts the login request {𝐶𝐼𝐷
𝑢
, 𝑇
𝑢
} of 𝑈 and decrypts

𝐶𝐼𝐷
𝑢
as 𝐷
𝐾
(𝐶𝐼𝐷
𝑢
) = (ℎ(𝐼𝐷

𝑢
) ‖ 𝑀 ‖ 𝑆

𝑛
‖ 𝐶
𝑢𝑔

‖ 𝑇
𝑢
)

to obtain {ℎ(𝐼𝐷
𝑢
),𝑀, 𝑆

𝑛
, 𝐶
𝑢𝑔

}. Now 𝑈
𝑎
acquires a current

timestamp 𝑇
𝑎
and 𝑎 random nonce 𝑀

𝑎
. Then computes

𝐶𝐼𝐷
𝑎
= 𝐸
𝐾
(ℎ(𝐼𝐷

𝑢
) ‖ 𝑆
𝑛
‖ 𝐶
𝑢𝑔

‖ 𝑇
𝑎
) and sends {𝐶𝐼𝐷

𝑎
, 𝑇
𝑎
} to

GW-node. Clearly this message will successfully go through
GW-node authentication test as it contains valid values
{ℎ(𝐼𝐷

𝑢
), 𝑆
𝑛
, 𝐶
𝑢𝑔

} and fresh values {𝑀
𝑎
, 𝑇
𝑎
}.

4.2. Lacks User Anonymity. 𝑈
𝑎
can obtain the hashed value

of the identity of any user by decrypting the first component
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of the login request. For instance, if 𝑈
𝑎
intercepts the login

request {𝐶𝐼𝐷
𝑢
, 𝑇
𝑢
} of 𝑈, then he can obtain ℎ(𝐼𝐷

𝑢
) by

decrypting 𝐶𝐼𝐷
𝑢
using 𝐾. Having hashed value of user’s

identity ℎ(𝐼𝐷
𝑢
) in hand, 𝑈

𝑎
can guess the corresponding

identity 𝐼𝐷
𝑢
of 𝑈. Thus, the scheme fails to provide user

anonymity.

4.3. Password Guessing Attack. We further extend the above
two threats to amore harmful vulnerability. If𝑈

𝑎
successfully

guesses the identity 𝐼𝐷
𝑢
of the user from whose smart card

he extracts the secret key 𝐾, then he can guess the password
𝑃𝑊
𝑢
of 𝑈. For this,𝑈

𝑎
guesses𝑃𝑊

𝑎
as the probable password,

computes𝑁
𝑢

∗
= ℎ(𝐼𝐷

𝑢
⊕𝑃𝑊
𝑎
⊕𝐾), and verifies if𝑁

𝑢

∗
= 𝑁
𝑢
.

If so, it implies success of𝑈
𝑎
in guessing the𝑃𝑊

𝑢
of𝑈. In fact,

it is complete violation of security since 𝑈
𝑎
holds user’s 𝑆𝐶

along with user’s identity 𝐼𝐷
𝑢
and password 𝑃𝑊

𝑢
so he can

behave as the legal user 𝑈.

4.4. Illegal Logged-In Users Using Legal Identity. 𝑈
𝑎
can guess

the identity 𝐼𝐷
𝑢
of any user as described in Section 4.2; he

can misuse 𝐼𝐷
𝑢
for crafting other damage to the security of

the scheme as described below.

(1) 𝑈
𝑎
applies for her/his registration by submitting 𝐼𝐷

𝑢

and 𝑃𝑊
𝑎
, where 𝑃𝑊

𝑎
is a random password chosen

by 𝑈
𝑎
.

(2) In return, the GW-node provides 𝑈
𝑎
a 𝑆𝐶
𝑎

=

{ℎ(⋅), 𝐶
𝑢𝑔

, 𝑁
𝑎
, 𝐾} with 𝑁

𝑎
= ℎ(𝐼𝐷

𝑢
⊕ 𝑃𝑊

𝑎
⊕ 𝐾) and

𝐶
𝑢𝑔

= 𝐸
𝐽
(𝐼𝐷
𝑢
‖ 𝐼𝐷
𝑔
).

The role of password in the login-authentication procedure of
the scheme is up to confirming the legitimacy of the user by
her/his smart card. From then on, only user’s identity 𝐼𝐷

𝑢
is

used to authenticate𝑈 at the GW-node. As a result, there are
two pictures.

(i) 𝑈
𝑎
can successfully log in as the legal user 𝑈 with the

received 𝑆𝐶
𝑎

= {ℎ(⋅), 𝐶
𝑢𝑔

, 𝑁
𝑎
, 𝐾}. 𝑈

𝑎
inserts her/his

𝑆𝐶 into the terminal and inputs 𝐼𝐷
𝑢
and 𝑃𝑊

𝑎
. Once

𝐼𝐷
𝑢
and 𝑃𝑊

𝑎
are verified, 𝑆𝐶

𝑎
computes 𝐶𝐼𝐷

𝑎
=

𝐸
𝐾
(ℎ(𝐼𝐷

𝑢
) ‖ 𝑀

𝑎
‖ 𝑆
𝑛

‖ 𝐶
𝑢𝑔

‖ 𝑇
𝑎
) and sends the

login request {𝐶𝐼𝐷
𝑎
, 𝑇
𝑎
} to theGW-node. Clearly, the

GW-node considers it as a valid login request from
the legitimate user 𝑈 since it is computed using valid
𝐼𝐷
𝑢
in 𝐶
𝑢𝑔
.

(ii) 𝑈
𝑎
has open option to distribute the user’s identity

𝐼𝐷
𝑢
among malicious persons interested to obtain

patient’s private health data in an illicit way. These
persons can register themselves in similar manner
as just explained in the previous scenario and can
access data through MS-node. 𝑈

𝑎
can also distribute

the values {ℎ(𝐼𝐷
𝑢
), 𝑆
𝑛
, 𝐶
𝑢𝑔

} in place of 𝐼𝐷
𝑢
among

these persons. Then it is possible to impersonate𝑈 as
described in Section 4.1. In case such an illegal access
is detected by the system, it will raise a question on
the credibility of the valid user (medical professional)
whose identity 𝐼𝐷

𝑢
is misused by𝑈

𝑎
.

4.5. Insecure Session-Key. 𝑈
𝑎
can compute the session key to

be used between a user and a MS-node during a particular
session. Suppose𝑈

𝑎
recovers the values {ℎ(𝐼𝐷

𝑢
),𝑀, 𝑆

𝑛
} out of

𝐶𝐼𝐷
𝑢
of the intercepted login request of U. Then he attempts

to guess the identity 𝐼𝐷
𝑢
as described in Section 4.2 and

uses timestamp 𝑇
𝑢
from the corresponding intercepted login

request {𝐶𝐼𝐷
𝑢
, 𝑇
𝑢
}. Then 𝑈

𝑎
can easily compute the session

key 𝐾𝑠𝑒𝑠𝑠
𝑈-𝑆𝑛 = ℎ(𝐼𝐷

𝑢
‖ 𝑆
𝑛

‖ 𝑀 ‖ 𝑇
𝑢
) to be used by 𝑈

and the MS-nodewith identity 𝑆
𝑛
. Hence, the shared session

key KsessU-Sn is insecure and 𝑈
𝑎
can decrypt the confidential

messages communicated betweenMS-node and 𝑈.

4.6. MS-Node Impersonation Attack. An active attacker 𝑈
𝑎

having secret key 𝐾 obtained from a lost or stolen SC can
perform decryption of 𝐶𝐼𝐷

𝑢
’s for as many users as he wants.

As a result, he can obtain the hashed value like ℎ(𝐼𝐷
𝑢
) of all

the target users. Next, 𝑈
𝑎
can guess the identity 𝐼𝐷

𝑢
for each

ℎ(𝐼𝐷
𝑢
) and tabulates the values {ℎ(𝐼𝐷

𝑢
), 𝐼𝐷
𝑢
}. After that, 𝑈

𝑎

can impersonate the MS-node to deceit legitimate users as
explained below.

(1) As𝑈
𝑎
finds a login request {𝐶𝐼𝐷

𝑢
, 𝑇
𝑢
} on the network,

he intercepts and blocks it and quickly decrypts𝐶𝐼𝐷
𝑢

to see if ℎ(𝐼𝐷
𝑢
) included in it is present in the table

maintained or not. If not then it relays the login
request to GW-node.

(2) But if ℎ(𝐼𝐷
𝑢
) exists in the tabular record, then 𝑈

𝑎

keeps the login request blocked and uses 𝐼𝐷
𝑢
from

the record, values {𝑀, 𝑆
𝑛
} from current decryption,

and 𝑇
𝑢
from login request; 𝑈

𝑎
quickly computes

𝐾𝑠𝑒𝑠𝑠
𝑈-𝑆𝑛 = ℎ(𝐼𝐷

𝑢
‖ 𝑆
𝑛
‖ 𝑀 ‖ 𝑇

𝑢
).

(3) It computes 𝐿 = 𝐸
𝐾𝑠𝑒𝑠𝑠𝑈-𝑆𝑛

(𝑆
𝑛

‖ 𝑀 ‖ 𝑇
𝑎
) and sends

{𝐿, 𝑇
𝑎
} to𝑈, where𝑇

𝑎
is the current timestamp chosen

by 𝑈
𝑎
.

(4) Obviously 𝐿 will qualify the verification test at the
user side as it consists of valid {𝑆

𝑛
,𝑀} and fresh

timestamp 𝑇
𝑎
.

It is noticeable that 𝐾𝑠𝑒𝑠𝑠
𝑈-𝑆𝑛, the common session key is

computed by 𝑈 and 𝑈
𝑎
but 𝑈 believes it to be confidential

between him and the MS-node. Moreover, 𝑈
𝑎
can misguide

the user doctor by sending fake data about the patient.
Consequently, the patient may receive false treatment, thus
denying the goal of healthcare through WMSN.

4.7. Lacking of Mutual Authentication between (i) MS-Node
and GW-Node, (ii) U andMS-Node. In Kumar et al.’s scheme,
after verifying the login request of U, GW-node computes
and sends an ensuring message {𝐴

𝑢
, 𝑇
𝑔


} to the requiredMS-

node. Undoubtedly, the equivalence 𝑆
𝑛

∗
= 𝑆
𝑛
confirms the

legality of GW-node toMS-node but reverse is not achieved.
Thus, GW-node has no way to ensure itself of connecting
with real MS-node. Hence, mutual authentication between
MS-node and GW-node is not achieved in the scheme.

Besides, the authors claim that their scheme achieves
mutual authentication betweenMS-node and user𝑈. Mutual
authentication between 𝑈 and MS-node is established using
the session key 𝐾𝑠𝑒𝑠𝑠

𝑈-𝑆𝑛 = ℎ(𝐼𝐷 ‖ 𝑆
𝑛

‖ 𝑀 ‖ 𝑇
𝑢
).
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But as shown in Sections 4.5 and 4.6, 𝑈
𝑎
can compute

𝐾𝑠𝑒𝑠𝑠
𝑈-𝑆𝑛 and impersonate 𝑆

𝑛
, respectively.Therefore,mutual

authentication between𝑈 andMS-node is not achieved in the
scheme.

4.8. Insider Attack. For convenience people use the same
password for more than one application. During registration
phase of the scheme, user submits her/his password plaintext
𝑃𝑊
𝑢
to GW-node. So, the system administrator at the GW-

node easily comes to know the password of each user and
he can use it to impersonate 𝑈 at servers, where 𝑈 is
registered with the same password. Although authors assume
the hospital registration center as a trusted authority, we
think that often the trustworthy breaches the trust.Therefore,
plaintext password 𝑃𝑊

𝑢
should not be submitted to any

second party.

5. The Proposed Scheme

The proposed scheme has the same number of phases as in
Kumar et al.’s scheme. Each of the phases is detailed below
along with Tables 1, 2, and 3. The GW-nodekeeps only one
master secret key 𝐾 (length 256 bits). Besides, the GW-node
shares a secret key 𝐾

𝑔𝑠
= ℎ(𝐾 ‖ 𝐼𝐷

𝑔
) with MS-nodes using

some key agreement method [21, 22].

5.1. User Registration Phase. The user (professional) 𝑈 reg-
isters itself to the GW-node in registration center of the
hospital, in the following manner.

(1) User choses her/his identity 𝐼𝐷
𝑢
and submits it to the

GW-node using a secure channel.
(2) On receiving 𝐼𝐷

𝑢
the GW-node computes 𝐶

𝑢𝑔
=

𝐸
𝐾
(𝐼𝐷
𝑢

‖ 𝐼𝐷
𝑔
), 𝐾
𝑢

= ℎ(𝐾 ‖ 𝐼𝐷
𝑢

‖ 𝐼𝐷
𝑔
), and

𝐾
𝑔
= ℎ(𝐼𝐷

𝑔
‖ 𝐾).

(3) GW-node stores {ℎ(⋅), 𝐶
𝑢𝑔

} into a 𝑆𝐶 and provides
𝑆𝐶 = {ℎ(⋅), 𝐶

𝑢𝑔
} along with values {𝐾

𝑢
, 𝐾
𝑔
} to 𝑈

through the secure channel.
(4) On obtaining 𝑆𝐶 = {ℎ(⋅), 𝐶

𝑢𝑔
} and {𝐾

𝑢
, 𝐾
𝑔
}, the user

𝑈 chooses his password 𝑃𝑊
𝑢
and computes 𝑁

𝑢
=

ℎ(𝐼𝐷
𝑢

‖ 𝑃𝑊
𝑢

‖ 𝐾
𝑢
), 𝑃𝐾

𝑢
= 𝐾
𝑢

⊕ (𝐼𝐷
𝑢

‖

𝑃𝑊
𝑢
), and 𝑃𝐾

𝑔
= 𝐾
𝑔

⊕ (𝑃𝑊
𝑢

‖ 𝐼𝐷
𝑢
). Finally,

𝑈 inserts 𝑁
𝑢
, 𝑃𝐾
𝑢
, and 𝑃𝐾

𝑔
in 𝑆𝐶, so that 𝑆𝐶 =

{ℎ(⋅), 𝐶
𝑢𝑔

, 𝑁
𝑢
, 𝑃𝐾
𝑢
, 𝑃𝐾
𝑔
}.

5.2. Patient Registration Phase. This phase is identical to that
in Kumar et al.’s scheme so we avoid its explanation here.

5.3. Login Phase. A professional logs in the GW-node in
order to gain patients’ medical data via WMSN. The user
inserts her/his 𝑆𝐶 into the smart card reader and inputs 𝐼𝐷

𝑢

and 𝑃𝑊
𝑢
. Then the SC performs the following.

(1) It retrieves 𝐾
𝑢

= 𝑃
𝐾𝑢

⊕ (𝐼𝐷
𝑢

‖ 𝑃𝑊
𝑢
), 𝐾
𝑔

= 𝑃𝐾
𝑔
⊕

(𝑃𝑊
𝑢

‖ 𝐼𝐷
𝑢
) and computes 𝑁

𝑢

∗
= ℎ(𝐼𝐷

𝑢
‖ 𝑃𝑊

𝑢
‖

𝐾
𝑢
). For 𝑁

𝑢

∗
= 𝑁
𝑢
it continues further; otherwise it

stops the session.

(2) It generates a random nonce 𝑀 and computes 𝐶
𝑢1

=

𝐶
𝑢𝑔

⊕ ℎ(𝐾
𝑔
) and 𝐶𝐼𝐷

𝑢
= 𝐸
𝐾𝑢

(ℎ(𝐼𝐷
𝑢
) ‖ 𝑀 ‖ 𝑆

𝑛
‖

𝐶
𝑢𝑔

‖ 𝑇
𝑢
).

(3) 𝑆𝐶 sends {𝐶𝐼𝐷
𝑢
, 𝐶
𝑢1

, 𝑇
𝑢
} as login request to GW-

node, where 𝑇
𝑢
is the current timestamp.

5.4. Authentication Phase. When the login request =

{𝐶𝐼𝐷
𝑢
, 𝐶
𝑢1

, 𝑇
𝑢
} from 𝑈 is received by the GW-node, it

executes the following steps.

(1) It acquires current timestamp𝑇
𝑔

 and, for (𝑇
𝑔


−𝑇
𝑢
) >

Δ𝑇, discards the login request; otherwise it proceeds
further.

(2) It retrieves 𝐶
𝑢𝑔

= 𝐶
𝑢1

⊕ ℎ(𝐾
𝑔
) and decrypts 𝐶𝐼𝐷

𝑢
as

𝐷
𝐾
(𝐶𝐼𝐷
𝑢
) to obtain {ℎ(𝐼𝐷

𝑢
)
§
,𝑀, 𝑆

𝑛
, 𝐶
𝑢𝑔

§ and 𝑇
𝑢

§
}.

It verifies the equivalence 𝐶
𝑢𝑔

§
= 𝐶
𝑢𝑔
, and if correct,

then it decrypts 𝐶
𝑢𝑔

as 𝐷
𝐾
(𝐶
𝑢𝑔

) to obtain 𝐼𝐷
𝑢

∗ and
𝐼𝐷
𝑔

∗.

(3) It then computes ℎ(𝐼𝐷
𝑢

∗
) and verifies the equiva-

lences ℎ(𝐼𝐷
𝑢
)
∗

= ℎ(𝐼𝐷
𝑢
)
§, 𝐼𝐷
𝑔

∗
= 𝐼𝐷

𝑔
, and 𝑇

𝑢
=

𝑇
𝑢

§, if all the three equivalences hold then believes the
login request to come from 𝑈; otherwise terminates
the login session.

(4) It acquires 𝑇
𝑔
as current timestamp, computes 𝐶

𝑔1

= 𝐾
𝑔

⊕ (𝑀 ‖ 𝑇
𝑔

‖ 𝑇
𝑢
), and sends {𝐶

𝑔1
, 𝑇
𝑔
} to

𝑈. It acquires 𝑇
𝑔𝑠

as another current timestamp and
computes 𝐶

𝑔2
= ℎ(𝐾

𝑔𝑠
) ⊕ (𝐶𝐼𝐷

𝑢
‖ 𝑇
𝑔

‖ 𝑀 ‖ 𝑇
𝑢
)

and 𝐴
𝑢

= ℎ(𝐶𝐼𝐷
𝑢

‖ 𝐾
𝑔𝑠

‖ 𝑇
𝑔

‖ 𝑆
𝑛
‖ 𝑇
𝑔𝑠
). Then, the

GW-node sends {𝐶
𝑔2

, 𝐴
𝑢
, 𝑇
𝑔𝑠
} to theMS-node.

On receiving {𝐶
𝑔1

, 𝑇
𝑔
} from the GW-node, 𝑈 verifies the

legitimacy of GW-node as follows.

(5) It checks if (𝑇
𝑢


−𝑇
𝑔
) > Δ𝑇; if so, it dumps the session;

otherwise it continues further.
(6) It obtains (𝑀

∗
‖ 𝑇
𝑔

∗
‖ 𝑇
𝑢

∗
) = 𝐶

𝑔1
⊕ 𝐾
𝑔
and verifies

the equivalence 𝑀
∗
= 𝑀, 𝑇

𝑔

∗
= 𝑇
𝑔
, and 𝑇

𝑢

∗
= 𝑇
𝑢
; if

each holds, thenGW-node is authenticated; otherwise
it terminates the login session.

After this mutual authentication, 𝑈 and GW-node compute
𝐾𝑠𝑒𝑠𝑠

𝑈-𝐺𝑊 = ℎ(𝑀 ‖ 𝐼𝐷
𝑢
‖ 𝑇
𝑔
), as the session key.

On receiving {𝐶
𝑔2

, 𝐴
𝑢
, 𝑇
𝑔𝑠
} from the GW-node, the MS-

node performs the following operations.

(7) It checks if (𝑇
𝑠


− 𝑇
𝑔𝑠
) > Δ𝑇; if so, terminates the

session; otherwise it proceeds further.
(8) It obtains (𝐶𝐼𝐷

𝑢

∗
‖ 𝑇
𝑔

∗
‖ 𝑀
∗
‖ 𝑇
𝑢

∗
) = 𝐶
𝑔2

⊕ ℎ(𝐾
𝑔𝑠
),

computes 𝐴
𝑢

∗
= ℎ(𝐶𝐼𝐷

𝑢

∗
‖ 𝐾
𝑔𝑠

‖ 𝑇
𝑔

∗
‖ 𝑆
𝑛

‖ 𝑇
𝑔𝑠
),

and compares 𝐴
𝑢

∗ with 𝐴
𝑢
. The equivalence 𝐴

𝑢

∗
=

𝐴
𝑢
verifies the legitimacy of the GW-node and hence

of 𝑈.
(9) It acquires 𝑇

𝑠𝑔
as current timestamp, computes 𝐶

𝑠1
=

ℎ(𝑇
𝑔

‖ 𝐾
𝑔𝑠

‖ 𝑇
𝑠𝑔
) ⊕ ℎ(𝐶𝐼𝐷

𝑢
‖ 𝑆
𝑛
), and sends

{𝐶
𝑠1
, 𝑇
𝑠𝑔
} to the GW-node. Also it computes 𝐶

𝑠2

∗
=

ℎ(𝑆
𝑛

‖ 𝑀
∗

‖ 𝑇
𝑢

∗
‖ 𝑇𝑠), where 𝑇

𝑠
is another
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Table 1: User registration phase of the Proposed scheme.

User (U) GW-node
User registration phase:
Chooses 𝐼𝐷

𝑢
𝐶
𝑢𝑔

= 𝐸
𝐾
(𝐼𝐷
𝑢
‖ 𝐼𝐷
𝑔
)

{𝐼𝐷𝑢}

→ 𝐾
𝑢
= ℎ (𝐾 ‖ 𝐼𝐷

𝑢
‖ 𝐼𝐷
𝑔
)

𝑆𝐶 = {ℎ(⋅),𝐶𝑢𝑔} & {𝐾𝑢 ,𝐾𝑔}
← 𝐾

𝑔
= ℎ (𝐼𝐷

𝑔
‖ 𝐾)

Chooses 𝑃𝑊
𝑢

𝑁
𝑢

= ℎ(𝐼𝐷
𝑢
‖ 𝑃𝑊

𝑢
‖ 𝐾
𝑢
)

𝑃𝐾
𝑢

= 𝐾
𝑢
⊕ (𝐼𝐷

𝑢
‖ 𝑃𝑊

𝑢
)

𝑃𝐾
𝑔

= 𝐾
𝑔
⊕ (𝑃𝑊

𝑢
‖ 𝐼𝐷
𝑢
)

Inserts 𝑁
𝑢
, 𝑃𝐾
𝑢
, and 𝑃𝐾

𝑔
in 𝑆𝐶 so that 𝑆𝐶 = {ℎ(⋅), 𝐶

𝑢𝑔
, 𝑁
𝑢
, 𝑃𝐾
𝑢
, 𝑃𝐾
𝑔
}

Table 2: Login and authentication phase of the Proposed scheme.

User (U) GW-node MS-node
Login and authentication phase:
U: inserts 𝐼𝐷

𝑢
and 𝑃𝑊

𝑢

SC: 𝐾
𝑢
← 𝑃𝐾

𝑢
⊕ (𝐼𝐷

𝑢
‖ 𝑃𝑊

𝑢
),

𝐾
𝑔
← 𝑃𝐾

𝑔
⊕ (𝑃𝑊

𝑢
‖ 𝐼𝐷
𝑢
),

𝑁
𝑢

∗
= ℎ (𝐼𝐷

𝑢
‖ 𝑃𝑊

𝑢
‖ 𝐾
𝑢
).

For 𝑁
𝑢

∗
= 𝑁
𝑢

𝐶
𝑢1

= 𝐶
𝑢𝑔

⊕ ℎ(𝐾
𝑔
),

𝐶𝐼𝐷
𝑢
=𝐸
𝐾𝑢

(ℎ (𝐼𝐷
𝑢
) ‖ 𝑀 ‖ 𝑆

𝑛
‖ 𝐶
𝑢𝑔

‖ 𝑇
𝑢
).

{𝐶𝐼𝐷𝑢 ,𝐶𝑢1 ,𝑇𝑢}
→ For (𝑇

𝑔


− 𝑇
𝑢
) ≤ Δ𝑇

𝐶
𝑢𝑔

← 𝐶
𝑢1

⊕ ℎ(𝐾
𝑔
),

{ℎ(𝐼𝐷
𝑢
)
§
,𝑀, 𝑆

𝑛
, 𝐶
𝑢𝑔

§
, 𝑇
𝑢

§
} ← 𝐷

𝐾
(𝐶𝐼𝐷
𝑢
)

For 𝐶
𝑢𝑔

§
= 𝐶
𝑢𝑔

{𝐼𝐷
𝑢

∗
, 𝐼𝐷
𝑔

∗
} ← 𝐷

𝐾
(𝐶
𝑢𝑔

)

For ℎ (𝐼𝐷
𝑢

∗
) = ℎ(𝐼𝐷

𝑢
)
§
, 𝐼𝐷
𝑔

∗
= 𝐼𝐷
𝑔
& 𝑇
𝑢
= 𝑇
𝑢

§

For (𝑇
𝑢


− 𝑇
𝑔
) ≤ Δ𝑇

{𝐶𝑔1 ,𝑇𝑔}

←

(𝑀
∗
‖ 𝑇
𝑔

∗
‖ 𝑇
𝑢

∗
) ← 𝐶

𝑔1
⊕ 𝐾
𝑔

For 𝑀∗ = 𝑀,𝑇
𝑔

∗
= 𝑇
𝑔
and 𝑇

𝑢

∗
= 𝑇
𝑢

𝐶
𝑔1

= 𝐾
𝑔
⊕ (𝑀 ‖ 𝑇

𝑔
‖ 𝑇
𝑢
)

𝐶
𝑔2

= ℎ(𝐾
𝑔𝑠
) ⊕ (𝐶𝐼𝐷

𝑢
‖ 𝑇
𝑔
‖ 𝑀 ‖ 𝑇

𝑢
)

𝐴
𝑢
= ℎ (𝐶𝐼𝐷

𝑢
‖ 𝐾
𝑔𝑠

‖ 𝑇
𝑔
‖ 𝑆
𝑛
‖ 𝑇
𝑔𝑠
)

{𝐶𝑔2 ,𝐴𝑢 ,𝑇𝑔𝑠}

→

𝐾𝑠𝑒𝑠𝑠
𝑈−𝐺𝑊

= ℎ (𝑀 ‖ 𝐼𝐷
𝑢
‖ 𝑇
𝑔
) For (𝑇

𝑠


− 𝑇
𝑔𝑠
) ≤ Δ𝑇

(𝐶𝐼𝐷
𝑢

∗
‖ 𝑇
𝑔

∗
‖ 𝑀
∗
‖ 𝑇
𝑢

∗
) ← 𝐶

𝑔2
⊕ ℎ(𝐾

𝑔𝑠
)

𝐴
𝑢

∗
= ℎ(𝐶𝐼𝐷

𝑢

∗
‖ 𝐾
𝑔𝑠

‖ 𝑇
𝑔

∗
‖ 𝑆
𝑛
‖ 𝑇
𝑔𝑠
)

For 𝐴
𝑢

∗
= 𝐴
𝑢

{𝐶𝑠1 ,𝑇𝑠𝑔}
←

𝐶
𝑠1

= ℎ (𝑇
𝑔
‖ 𝐾
𝑔𝑠

‖ 𝑇
𝑠𝑔
) ⊕ ℎ (𝐶𝐼𝐷

𝑢
‖ 𝑆
𝑛
)

𝐶
𝑠2

∗
= ℎ (𝑆

𝑛
‖ 𝑀
∗
‖ 𝑇
𝑢

∗
‖ 𝑇
𝑠
)

{𝐶
∗
𝑠2 ,𝑇𝑠}

←

For (𝑇
𝑔


− 𝑇
𝑠𝑔
) ≤ Δ𝑇

(ℎ (𝐶𝐼𝐷
𝑢
‖ 𝑆
𝑛
))
∗

← 𝐶
𝑠1

⊕ ℎ (𝑇
𝑔
‖ 𝐾
𝑔𝑠

‖ 𝑇
𝑠𝑔
)

For (ℎ (𝐶𝐼𝐷
𝑢
‖ 𝑆
𝑛
))
∗

= ℎ(𝐶𝐼𝐷
𝑢
‖ 𝑆
𝑛
)

𝐾𝑠𝑒𝑠𝑠
𝐺𝑊−𝑆𝑛

= ℎ(𝐾
𝑔𝑠

‖ 𝑇
𝑠𝑔

‖ 𝑀)

For (𝑇
𝑢


− 𝑇
𝑠
) ≤ Δ𝑇

𝐶
𝑠2

= ℎ (𝑆
𝑛
‖ 𝑀 ‖ 𝑇

𝑢
‖ 𝑇
𝑠
)

𝐶
𝑠2

= 𝐶
𝑠2

∗

← 𝐾𝑠𝑒𝑠𝑠
𝑈−𝑆𝑛

= ℎ (𝑀 ‖ 𝑇
𝑠
‖ 𝑆
𝑛
) →
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Table 3: Password change phase of the Proposed scheme.

User (U) Smart card (SC)
Password change phase:
U: inserts 𝐼𝐷

𝑢
and 𝑃𝑊

𝑢

{𝐼𝐷𝑢 ,𝑃𝑊𝑢}

→ SC: 𝐾
𝑢
← 𝑃𝐾

𝑢
⊕ (𝐼𝐷

𝑢
‖ 𝑃𝑊

𝑢
),

𝐾
𝑔
← 𝑃𝐾

𝑔
⊕ (𝑃𝑊

𝑢
‖ 𝐼𝐷
𝑢
),

𝑁
𝑢

∗
= ℎ(𝐼𝐷

𝑢
‖ 𝑃𝑊

𝑢
‖ 𝐾
𝑢
).

For 𝑁
𝑢

∗
= 𝑁
𝑢

(𝑃𝑊𝑢)𝑛𝑒𝑤
→ (𝑁

𝑢
)new = ℎ(𝐼𝐷

𝑢
‖ (𝑃𝑊

𝑢
)new ‖ 𝐾

𝑢
),

(𝑃𝐾
𝑢
)new = 𝐾

𝑢
⊕ (𝐼𝐷

𝑢
‖ (𝑃𝑊

𝑢
)new) and

(𝑃𝐾
𝑔
)
new

= 𝐾
𝑔
⊕ ((𝑃𝑊

𝑢
)new ‖ 𝐼𝐷

𝑢
) .

(𝑁
𝑢
)new ← 𝑁

𝑢
, (𝑃𝐾
𝑢
)new ← 𝑃𝐾

𝑢
and (𝑃𝐾

𝑔
)
new

← 𝑃𝐾
𝑔

current timestamp of MS-node. Then, the MS-node
sends {𝐶

𝑠2

∗
, 𝑇
𝑠
} to 𝑈.

On receiving {𝐶
𝑠1
, 𝑇
𝑠𝑔
} from the MS-node, the GW-node

performs the following operations.
(10) It checks if (𝑇

𝑔


− 𝑇
𝑠𝑔
) > Δ𝑇; if so, terminates the

session; otherwise it proceeds further.
(11) It obtains (ℎ(𝐶𝐼𝐷

𝑢
‖ 𝑆
𝑛
))
∗

= 𝐶
𝑠1

⊕ ℎ(𝑇
𝑔

‖ 𝐾
𝑔𝑠

‖

𝑇
𝑠𝑔
), computes ℎ(𝐶𝐼𝐷

𝑢
‖ 𝑆
𝑛
), and compares it with

(ℎ(𝐶𝐼𝐷
𝑢
‖ 𝑆
𝑛
))
∗. The equivalence (ℎ(𝐶𝐼𝐷

𝑢
‖ 𝑆
𝑛
))
∗

=

ℎ(𝐶𝐼𝐷
𝑢
‖ 𝑆
𝑛
) verifies the legitimacy ofMS-node.

After this mutual authentication, GW-node and MS-node
compute 𝐾𝑠𝑒𝑠𝑠

𝐺𝑊-𝑆𝑛 = ℎ(𝐾
𝑔𝑠

‖ 𝑇
𝑠𝑔

‖ 𝑀), as the session key.
On receiving {𝐶

𝑠2

∗
, 𝑇
𝑠
} from the MS-node, 𝑈 performs

the following.
(12) It checks if (𝑇

𝑢


−𝑇
𝑠
) > Δ𝑇; if so, it dumps the session,

otherwise it proceeds further.
(13) It computes 𝐶

𝑠2
= ℎ(𝑆
𝑛
‖ 𝑀 ‖ 𝑇

𝑢
‖ 𝑇
𝑠
) and compares

it with 𝐶
𝑠2

∗, and for 𝐶
𝑠2

= 𝐶
𝑠2

∗ the authenticity of
MS-node is verified.

After this mutual authentication, 𝑈 and MS-node compute
𝐾𝑠𝑒𝑠𝑠

𝑈-𝑆𝑛 = ℎ(𝑀 ‖ 𝑇
𝑠
‖ 𝑆
𝑛
), as the session key.

5.5. Password Change Phase. 𝑈 can change her/his password
in the following manner. For this, 𝑈 inserts her/his 𝑆𝐶 into
the terminal, inputs her 𝐼𝐷

𝑢
and 𝑃𝑊

𝑢
, and opts to change his

password. Then the following steps are performed to update
a new password.

(1) 𝑆𝐶 retrieves 𝐾
𝑢

= 𝑃𝐾
𝑢
⊕ (𝐼𝐷

𝑢
‖ 𝑃𝑊
𝑢
), 𝐾
𝑔

= 𝑃𝐾
𝑔
⊕

(𝑃𝑊
𝑢

‖ 𝐼𝐷
𝑢
) and computes 𝑁

𝑢

∗
= ℎ(𝐼𝐷

𝑢
‖ 𝑃𝑊

𝑢
‖

𝐾
𝑢
). If𝑁

𝑢

∗
= 𝑁
𝑢
, then it proceeds further after asking

for new password; otherwise it discards the password
change request.

(2) 𝑈 enters new password (𝑃𝑊
𝑢
)
𝑛𝑒𝑤

.
(3) 𝑆𝐶 computes (𝑁

𝑢
)
𝑛𝑒𝑤

= ℎ(𝐼𝐷
𝑢

‖ (𝑃𝑊
𝑢
)
𝑛𝑒𝑤

‖ 𝐾
𝑢
),

(𝑃𝐾
𝑢
)
𝑛𝑒𝑤

= 𝐾
𝑢
⊕ (𝐼𝐷

𝑢
‖ (𝑃𝐾

𝑢
)
𝑛𝑒𝑤

), and (𝑃𝐾
𝑔
)
𝑛𝑒𝑤

=

𝐾
𝑔
⊕ ((𝑃𝑊

𝑢
)
𝑛𝑒𝑤

‖ 𝐼𝐷
𝑢
).

(4) 𝑆𝐶 replaces 𝑁
𝑢
, 𝑃𝐾
𝑢
, and 𝑃𝐾

𝑔
with (𝑁

𝑢
)
𝑛𝑒𝑤

,
(𝑃𝐾
𝑢
)
𝑛𝑒𝑤

, and(𝑃𝐾
𝑔
)
𝑛𝑒𝑤

, respectively.

6. Analysis of the Security of
the Proposed Scheme

This section, examines the security of the proposed scheme.
We will display that the proposed scheme is secure under the
same assumption subject to which Kumar et al.’s scheme is
attackable. The assumption is that an attacker 𝑈

𝑎
can extract

[24, 25] the information stored inside smart card.

6.1. Resisting User Impersonation Attack. To impersonate as
the user, 𝑈

𝑎
has to compute a valid login request. Suppose

𝑈
𝑎
obtains the lost smart card of 𝑈 and extracts the values

{𝐶
𝑢𝑔

, 𝑁
𝑢
, 𝑃𝐾
𝑢
, 𝑃𝐾
𝑔
} stored in it. Though 𝐶

𝑢𝑔
is involved in

both the components {𝐶𝐼𝐷
𝑢
and𝐶

𝑢1
} of the login request, but

without𝐾
𝑔
, ℎ(𝐼𝐷

𝑢
), and 𝑆

𝑛
computation of these components

is incomplete. To recover𝐾
𝑔
from 𝑃𝐾

𝑔
, the attacker𝑈

𝑎
needs

to know of user’s identity and password. On the contrary, to
obtain 𝐼𝐷

𝑢
from 𝑃𝐾

𝑢
or 𝑃𝐾

𝑔
, the attacker𝑈

𝑎
should hold𝐾

𝑢

or 𝐾
𝑔
, respectively. Further, it is not feasible to obtain 𝐼𝐷

𝑢

or 𝐾
𝑢
from 𝑁

𝑢
due to noninvertible nature of hash function.

Thus, the scheme resists user impersonation attack.

6.2. Providing User Anonymity. If 𝑈
𝑎
intercepts the login

request {𝐶𝐼𝐷
𝑢
, 𝐶
𝑢1

, 𝑇
𝑢
} of 𝑈, then he needs 𝐾

𝑢
to obtain

ℎ(𝐼𝐷
𝑢
) by decrypting𝐶𝐼𝐷

𝑢
. But𝑈

𝑎
neither knows𝐾

𝑢
nor can

recoverit by extracting information {ℎ(⋅), 𝐶
𝑢𝑔

, 𝑁
𝑢
, 𝑃𝐾
𝑢
, 𝑃𝐾
𝑔
}

from the lost smart card of some user; say 𝑈. To take out
𝐾
𝑢
from 𝑃𝐾

𝑢
, the attacker 𝑈

𝑎
should know user’s identity

and password. In fact, key 𝐾
𝑢
required to encrypt/decrypt

𝐶𝐼𝐷
𝑢
is not stored directly in user’s smart card and is different

for each user. Therefore, 𝑈
𝑎
cannot obtain ℎ(𝐼𝐷

𝑢
) and guess

the identity as in Kumar et al.’s scheme. On the other hand,
to procure identity 𝐼𝐷

𝑢
from 𝑁

𝑢
, 𝑃𝐾
𝑢
, or 𝑃𝐾

𝑔
is infeasible.

It requires knowledge of keys 𝐾
𝑢
and 𝐾

𝑔
to gain 𝐼𝐷

𝑢
out

of 𝑃𝐾
𝑢
or 𝑃𝐾

𝑔
, respectively. Moreover, one-way property of

hash function does not allow extraction of 𝐼𝐷
𝑢
out of 𝑁

𝑢
.

Therefore, 𝑈
𝑎
cannot gain the identity of a user and hence

the scheme provides user anonymity.

6.3. Resisting Password Guessing Attack. In order to guess𝑈’s
password 𝑃𝑊

𝑢
from 𝑁

𝑢
= ℎ(𝐼𝐷

𝑢
‖ 𝑃𝑊

𝑢
‖ 𝐾
𝑢
) obtained

from the lost SC of 𝑈, the attacker 𝑈
𝑎
requires knowledge of
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𝐼𝐷
𝑢
and 𝐾

𝑢
. As described in Section 6.2, 𝑈

𝑎
cannot gain the

identity of a user either from the lost smart card of a user or
from an intercepted login request. Besides,𝐾

𝑢
is not available

as plaintext in𝑈’s 𝑆𝐶 and is not obtainable from 𝑃𝐾
𝑢
without

having exact values of 𝐼𝐷
𝑢
and 𝑃𝑊

𝑢
. Thus, the scheme resists

password guessing attack.

6.4. Resisting Illegal Logged-In Users Using Legal Identity.
Since it is not possible to guess or know the identity 𝐼𝐷

𝑢
of

a logging user,𝑈
𝑎
cannot register itself to the GW-node with

legal identity 𝐼𝐷
𝑢
and fake password 𝑃𝑊

𝑎
. Hence 𝑈

𝑎
cannot

harm the security of the scheme by misusing the identity.
As a result, the scenario of many illegal users logged in with
legal identity 𝐼𝐷

𝑢
of a registered user is not possible in the

proposed scheme.

6.5. Providing Secure Session Key between Every Pair of the
Participating Entities. The proposed scheme establishes ses-
sion key between every pair of participating entities. Session
key between 𝑈 and GW-node is 𝐾𝑠𝑒𝑠𝑠

𝑈-𝐺𝑊 = ℎ(𝑀 ‖ 𝐼𝐷
𝑢

‖

𝑇
𝑔
)which depends on three values𝑀, 𝐼𝐷

𝑢
, and𝑇

𝑔
. Although

user’s identity 𝐼𝐷
𝑢
is fixed, 𝑀 and 𝑇

𝑔
are different for each

session imparting dynamic nature to𝐾𝑠𝑒𝑠𝑠
𝑈-𝐺𝑊. However𝑇𝑔

is available in {𝐶
𝑔1

, 𝑇
𝑔
} from the open network but𝑈

𝑎
cannot

compute 𝐾𝑠𝑒𝑠𝑠
𝑈-𝐺𝑊 without having 𝑀 and 𝐼𝐷

𝑢
. Session key

between GW-node and MS-node is 𝐾𝑠𝑒𝑠𝑠
𝐺𝑊-𝑆𝑛 = ℎ(𝐾

𝑔𝑠
‖

𝑇
𝑠𝑔

‖ 𝑀) which is dynamic because of fresh timestamp
𝑇
𝑠𝑔
and one time usable random number 𝑀. Although 𝐾

𝑔𝑠

is fixed but is known only to the GW-node and the MS-
node so no one except these two entities can compute the
valid𝐾𝑠𝑒𝑠𝑠

𝐺𝑊-𝑆𝑛.Moreover,𝑈
𝑎
cannot procure𝑀 from𝐶𝐼𝐷

𝑢

without knowing 𝐾
𝑢
; from 𝐶

𝑔1
without knowing 𝐾

𝑔𝑠
; and

from 𝐶
𝑠2

∗ due to noninvertible nature of hash function.
Session key between 𝑈 and MS-node is 𝐾𝑠𝑒𝑠𝑠

𝑈-𝑆𝑛 = ℎ(𝑀 ‖

𝑇
𝑠
‖ 𝑆
𝑛
) which an attacker cannot compute without knowing

𝑀. Thus, the scheme establishes independent and secure
session keys between every pair of the participating entities.

6.6. Resisting Sensor-Node Impersonation Attack. In order to
impersonate the MS-node, 𝑈

𝑎
should be able to compute

the response messages sent by it to the GW-node and 𝑈.
To compute 𝐶

𝑠1
= ℎ(𝑇

𝑔
‖ 𝐾
𝑔𝑠

‖ 𝑇
𝑠𝑔
) ⊕ ℎ(𝐶𝐼𝐷

𝑢
‖ 𝑆
𝑛
)

and 𝐶
𝑠2

∗
= ℎ(𝑆

𝑛
‖ 𝑀
∗

‖ 𝑇
𝑢

∗
‖ 𝑇
𝑠
) the knowledge of

𝐾
𝑔𝑠

and 𝑀
∗ is required, respectively. Since 𝐾

𝑔𝑠
= ℎ(𝐾 ‖

𝐼𝐷
𝑔
) is shared secretly by GW-node with MS-node using

some key agreement method [21, 22] and its computation
involves master secret key 𝐾 and identity 𝐼𝐷

𝑔
of the GW-

node, 𝑈
𝑎
cannot access or compute 𝐾

𝑔𝑠
. Further 𝑀/𝑀

∗ is
not retrievable from 𝐶𝐼𝐷

𝑢
, 𝐶
𝑔1
, and 𝐶

𝑔2
without knowing

𝐾
𝑢
and𝐾

𝑔
, respectively. Moreover, one-way property of hash

function prohibits extraction of𝑀/𝑀
∗ from 𝐶

𝑠2

∗. Hence𝑈
𝑎

cannot impersonate theMS-node tomake fool of the user and
GW-node.

6.7. ProvidingMutual Authentication between Every Pair of the
Participating Entities. At each of the three ends, any received
message undergoes at least two-step verification test to verify

the authenticity of the sender. For every message, firstly
timestamp is checked for freshness followed by one or more
equivalences holding tests. The proposed scheme achieves
mutual authentication between𝑈 andGW-node by exchange
of messages {𝐶𝐼𝐷

𝑢
, 𝐶
𝑢1

, 𝑇
𝑢
} and {𝐶

𝑔1
, 𝑇
𝑔
}. When GW-node

receives {𝐶𝐼𝐷
𝑢
, 𝐶
𝑢1

, 𝑇
𝑢
} from 𝑈, in addition to timestamp

freshness test, the equivalences ℎ(𝐼𝐷
𝑢

∗
) = ℎ(𝐼𝐷

𝑢
)
§, 𝐼𝐷
𝑔

∗
=

𝐼𝐷
𝑔
, and𝑇

𝑢
= 𝑇
𝑢

§ are required to guarantee the legitimacy of
U. Similarly, for {𝐶

𝑔1
, 𝑇
𝑔
} received by 𝑈 from GW-node, the

equivalence 𝑀
∗

= 𝑀, 𝑇
𝑔

∗
= 𝑇
𝑔
, and 𝑇

𝑢

∗
= 𝑇
𝑢
should hold

to prove the validity of the GW-node.
Mutual authentication between the GW-node and the

MS-node is achieved through the messages {𝐶
𝑔2

, 𝐴
𝑢
, 𝑇
𝑔𝑠
}

and {𝐶
𝑠1
, 𝑇
𝑠𝑔
}. Corresponding to the message {𝐶

𝑔2
, 𝐴
𝑢
, 𝑇
𝑔𝑠
},

the equivalence 𝐴
𝑢

∗
= 𝐴
𝑢
is imperative to confirm the

legitimacy of GW-node and hence of 𝑈 to MS-node. On
the other hand, only the designated MS-node can compute
𝐶
𝑠1

= ℎ(𝑇
𝑔

‖ 𝐾
𝑔𝑠

‖ 𝑇
𝑠𝑔
) ⊕ ℎ(𝐶𝐼𝐷

𝑢
‖ 𝑆
𝑛
) and the authorized

GW-node can retrieve correct ℎ(𝐶𝐼𝐷
𝑢

‖ 𝑆
𝑛
) from 𝐶

𝑠1
as the

computation and retrieval involves use of𝐾
𝑔𝑠
hencemutually

authenticate the entities to each other.
As just discussed, 𝑈 is authenticated to the MS-node

via message {𝐶
𝑔2

, 𝐴
𝑢
, 𝑇
𝑔𝑠
} with which GW-node is verified.

Finally, the legitimacy ofMS-node is ensured to 𝑈 by means
of the equivalence 𝐶

𝑠2
= 𝐶
𝑠2

∗. In this way, our scheme pro-
vides perfect mutual authentication.

6.8. Resisting Insider Attack. During registration phase, 𝑈

submits only his identity 𝐼𝐷
𝑢
to the GW-node at the hospital

registration center. The GW-node provides secret keys 𝐾
𝑢

and𝐾
𝑔
to the user.Then using his chosen password 𝑃𝑊

𝑢
and

identity 𝐼𝐷
𝑢
, the user𝑈 itself computes𝑁

𝑢
= ℎ(𝐼𝐷

𝑢
‖ 𝑃𝑊
𝑢
‖

𝐾
𝑢
) and embeds 𝐾

𝑢
and 𝐾

𝑔
as 𝑃𝐾

𝑢
= 𝐾
𝑢
⊕ (𝐼𝐷

𝑢
‖ 𝑃𝑊
𝑢
) and

𝑃𝐾
𝑔

= 𝐾
𝑔

⊕ (𝑃𝑊
𝑢

‖ 𝐼𝐷
𝑢
), respectively. Finally, 𝑈 inserts

𝑁
𝑢
, 𝑃𝐾
𝑢
, and 𝑃𝐾

𝑔
in 𝑆𝐶. Since the insider of the system

never receives user’s password, privileged insider attack is not
applicable on the scheme.

7. Performance Analysis of the Proposed
Scheme via Comparison

Now, we compare our scheme with Kumar et al.’s scheme
[18] to present a comparative analysis of its performance and
efficiency. Table 4 is about memory space required by smart
card and computational complexity/cost in both the schemes.
Table 5 exhibits the performance of both the schemes. For
convenience, we assume that the identity 𝐼𝐷

𝑢
, password𝑃𝑊

𝑢
,

random numbers {𝑀}, timestamps {𝑇
𝑢
, 𝑇
𝑔
, etc.}, and outputs

of one-way hash function {ℎ(𝐼𝐷
𝑢
‖ 𝑃𝑊
𝑢
‖ 𝐾
𝑢
), etc.} are 128-

bit long.
Table 4 shows that the memory space required by the

smart card in Kumar et al.’s scheme and the proposed
scheme is 512 bits and 640 bits, respectively. Further, it is
noticeable that our scheme adds some hash functions (ℎ(⋅))

but remarkably cuts the number of time consuming symmet-
ric cryptography operation (𝑆

𝑦
) at each of the three ends.

The most important aspect is that there is no symmetric
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Table 4: Comparison of efficiency: memory space and computational cost/complexity.

Schemes
Kumar et al.’s [18] Ours

Memory space needed by 𝑆𝐶 512 bits 640 bits
Computational complexity

Registration phase (U) Nil 1ℎ(⋅)

Registration phase (GW-node) 1ℎ(⋅) + 1𝑆
𝑦

2ℎ(⋅) + 1𝑆
𝑦

Login and authentication phase (SC) 4ℎ(⋅) + 2𝑆
𝑦

6ℎ(⋅) + 1𝑆
𝑦

Login and authentication phase (GW-node) 1ℎ(⋅) + 3𝑆
𝑦

7ℎ(⋅) + 1𝑆
𝑦

Login-authentication phase (MS-node) 1ℎ(⋅) + 2𝑆
𝑦

7ℎ(⋅)

Table 5: Comparison of performance.

Security characteristics Schemes
Kumar et al.’s [18] Ours

Resists user impersonation attack No Yes
Resists password guessing attack No Yes
Resists multi-logged-in users attack No Yes
Resists sensor-node impersonation attack No Yes
Resists insider attack No Yes
Provides user anonymity No Yes
Provides verification mechanism in SC Yes Yes
Provides freely password change facility Yes Yes
Provides U and GW-node mutual authentication No Yes
Provides GW-node andMS-node mutual authentication No Yes
Provides U andMS-node mutual authentication No Yes
Establishes secure session key between U and GW-node No Yes
Establishes secure session key between GW-node andMS-node No Yes
Establishes secure session key between U andMS-node No Yes

operation required at low powered MS-node. However, it is
apparent from Table 5 that with extra memory capacity of
128 bits in smart card and some extra hash functions, the
proposed scheme achieves higher performance. The most
significant feature of our scheme is the establishment of
mutual authentication and session key between every pair of
the three participating entities.

8. Conclusion

A secure and efficient user authentication scheme is essen-
tial to offer reliable and proficient healthcare services via
WMSNs. This work is motivated by the security problems of
Kumar et al.’s scheme for healthcare services using WMSNs.
In this paper, we have designed a user authentication scheme
to eradicate the security problems of Kumar et al.’s scheme.
Our scheme is user anonymous and is free from risks occur-
ring due to loss of smart card of a user. It defies insider attack
and password guessing attack. The most important feature of
the scheme is that it establishes mutual authentication and
provides session key between every pair of the participating
entities, that is, user, GW-node, andMS-node.

Notations

𝑈 : User (professional)

𝑈
𝑎
: Attacker

𝐼𝐷
𝑢
: Identity of 𝑈

𝑃𝑊
𝑢
: Password of 𝑈

𝑆𝐶 : Smart card of 𝑈
𝐺𝑊-node: A powerful master node called Gateway-

node
𝑀𝑆-node: Medical sensor-node
𝐼𝐷
𝑔
: Identity of GW-node

𝑆
𝑛
: Identity ofMS-node

𝐽, 𝐾, 𝑄: Long-term secret keys of GW-node
𝐼𝐷
𝑝𝑡
: Identity of patient

𝑀: Random nonce generated at the user side
𝑇
𝑔
, 𝑇
𝑔


, 𝑇
𝑔𝑠
, 𝑇
𝑔

: Current timestamps generated at the user
side

𝑇
𝑠
, 𝑇
𝑠𝑔
, 𝑇
𝑠

: Current timestamps generated at theGW-
node side

𝑇
𝑎
: Current timestamps generated at theMS-

node-side
Δ𝑇: Time interval for expected transmission

delay
ℎ(⋅): One-way hash function
𝑆
𝑦
: Symmetric cryptographic operation (en-

cryption/decryption)
⊕: Bitwise Xor operator
||: Concatenation operator.
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Wireless sensor networks (WSNs) have been widely recognized as a promising technology that can enhance various aspects
of infrastructure monitoring. Typical applications, such as sensors embedded in the outer surface of a pipeline or mounted
along the supporting structure of a bridge, feature a large-scale linear sensor arrangement. In this paper, we propose a new
bidirectional wireless communication scheme, based on the high-level data link control (HDLC) standard, for devices with short-
range transmission capabilities for linear sensor topology. By applying for the first time a standard data layer along with a time
division multiple access (TDMA)-based medium access control (MAC) and time synchronization technique specifically designed
for the linear topology, we address the interoperability problem with guaranteed energy efficiency and data link performance in
linear sensor topology. The proposed Wireless HDLC supports half-duplex communication, point to point (peer to peer), and
multipoint networking.

1. Introduction

The existing applications of WSNs span a very wide range,
including remote system monitoring and control, fraud
detection, environmental monitoring, and so forth. So far,
little focus has been given to low-power WSNs for linear
topologies. Some papers present linear wireless networks for
bridge [1], pipeline [2], or overhead transmission lines [3–
5] application. For instance, real time monitoring of power
cables thermal conditions and ambient conditions such as
temperature and humidity could result in higher dynamic
rating of transmission lines and will increase the utilization
of their power-carrying capabilities [6]. However, the systems
described in these works are proprietary solutions, follow-
ing no particular standard for communication and arising
interoperability problems when they are used. Due to their
linear geometry, direct transmission from data source to
sinks is usually not practical because the sensor nodes (SNs)
have a limited communication range and data sources are
generally far away from the sinks. Therefore, a multihop
network is a good choice for data routing, and clustering

topology is appropriate to achieve network scalability [7].
Topology design, power usageminimization, and installation
cost are very important for successful deployment of linear
WSNs while meeting the application requirements. This
paper proposes a new WSN technology based on standard
HDLC protocol for long-term continuous monitoring of
large-scale linear infrastructures so that efficient monitoring
and management systems can be established.

As shown in Figure 1, wireless multifunctional SNs are
installed on the critical components of large-scale infrastruc-
tures such as bridges, pipelines, or power cables, using linear
topology.However, the power supply constraints of theWSNs
deployed in these infrastructures pose great challenges in
energy consumption. Hence, there is a need for reliable and
low-power WSNs for linear networks capable of being pow-
ered through harvesting devices for long-term monitoring.
Therefore, WSNs based on IEEE 802.15.4 standard for low-
power wireless transceiver technology need to be used [8].
Generally, the transmission range of the nodes is assumed
to be 10–100m with data rates of 20 to 250 kbps [9]. Hence,
large network and multihop communication are required
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Table 1: Comparison in terms of devices power consumption, hops limit, and topologies for existing standard protocols and the proposed
Wireless HDLC.

Protocol ZigBee PRO WirelessHART 6LoWPAN SP100.11a Wireless HDLC

Power
consumption

Very low in end
devices

Low in all
WirelessHART field
devices

Low in host devices. Low in end devices. Low in all field devices
High in router devices High in router devices High in router devices

Maximum
number
of hops

30 4 255 (theoretical) 255 (theoretical)

124 normal
(8 bit address)
8190 in extended
(16 bit address)

Main topologies star, mesh mesh mesh mesh bus, star

1 2 3 4Sink N

· · ·

Figure 1: Wireless linear network as a chain of low-power sensor
nodes (SNs) deployed in linear topology.

so that nodes relay the information to the data collector,
that is, the sink. Moreover, these networks have to combine
power and routing awareness, communicate power efficiently
through the wireless medium, integrate data with networking
protocols, and promote cooperative efforts of SNs [10].

Several wireless standards such as ZigBee [11], Wire-
lessHART [12], 6LoWPAN [13], and SP100.11a [14] formed on
top of IEEE 802.15.4 standard, which specifically address the
typical needs of wireless control and monitoring applications
have been actively pushing the application of wireless tech-
nologies in industrial measurement and control applications.
The ZigBee protocol is the driver for the development of
the 802.15.4 standard and uses the IEEE 802.15.4 PHY and
MAC layers but it defines the network and application layer.
TheWirelessHART and ISA100.11a also use the 802.15.4 PHY
but define their own MAC and network and application
layers [15]. Following the OSI reference model, it specifies
the network and transport layer and use the 802.15.4 PHY
and MAC sublayer of the data link layer [16]. Generally,
the network topology of these standards is designed as a
meshnetwork and enables application-specific solutions to be
developed forWSNs. However, except for theWirelessHART
network where each device can act as a source or a router,
in the other standard networks, dedicated routers nodes are
necessary to provide communication between source nodes
and sink. Moreover, the number of network hops allowable
within these standards is limited. The maximum distance
from a node to the sink that is allowed by the WirelessHART
is of 4 hops, by ZigBee and ZigBee PRO is of 10 hops and
30 hops, respectively, and ISA permit up to 20 hops. The
theoretical number of hops limit in a 6LoWPAN network is
255 (8 bits hop limit field). However, 6LoWPAN networks
with this specification have not been reported in the literature
to date [16].

These limitations are very important for WSNs deployed
in large-scale infrastructures, where the number of hops is
assumed to be in order of hundreds and each node is both

source and router. In this framework, we present the
implementation and evaluation of a bidirectional wireless
communication schema for linear IEEE 802.15.4-compliant
WSNs based on HDLC standard [17] (Wireless HDLC).
Table 1 illustrates the capabilities of the proposed Wireless
HDLC network in comparison to the existing standardWSN
solutions.

The Wireless HDLC adopts the IEEE 802.15.4 PHY layer
but defines a newTDMA-basedMAC, network and transport
layers based onHDLC standard.The issue regarding synchro-
nization of nodes throughout the network is addressed by
applying any of the time synchronization techniques available
such as TPSN (timing-sync protocol for sensor networks) [18]
or PTP (precision time protocol) [19]. These techniques may
exchange timestamp messages to synchronize distributed
clocks in a network whilemeeting the power usage and band-
width minimization required by WSNs. The chain of short-
ranged wireless sensors creates a virtual wired link by means
of an ad-hoc network. The system does not require complex
routing techniques. The proposed Wireless HDLC supports
half-duplex communication providing a bidirectional link
between the SNs and the sink. The communication is done
in rounds, one time from the sink node to the last node in
the network (end node) and one time from the end node to
the sink. The bidirectional link acting as a virtual conveyor
belt can be used to collect data from different sensors along
thepath or send data from the base station to different sensors
in the network. The data from multiple devices is encoded as
HDLC frames and is collected in the available space of the
IEEE 802.15.4 standard packet up to a maximum size of 125
octets [8]. In this way various nodes can send variable length
packages in one communication round of the transmission
grid, following a standard form.

The paper is organized as follows. In Section 2 we review
some existing related works. Section 3 describes the Wireless
HDLC protocol stack layered architecture based on HDLC
standard. Section 4 validates our design by demonstrating the
Wireless HDLC network. Finally, this paper is concluded and
the future work is presented in Section 5.

2. Related Work

Wireless sensor network has been the focus of extensive study
recently [20–24] proposing a wide variety of algorithmic and
communication protocols solutions.Most studies are focused



International Journal of Distributed Sensor Networks 3

on generic WSNs which assume that sensors are deployed
randomly and abundantly in the same area and perform the
same function. The smart features envision in the roadmap
for research and development of the next generation WSNs,
as digitalization, flexibility, intelligence, and customization
deal with the interoperability problem in order to allow plug-
and-play capability to accommodate progressive technology
upgrades with hardware and software components. The
plug-and-play capability for low-power WSNs can only be
achieved by applying standard technologies such as ZigBee,
WirelessHART, 6LoWPAN, or ISA SP100. Although, these
standard solutions give support for mesh networking and
can be used in a wide range of applications such as home
automation, smart energy, building automation, industrial
automation, and personal health care, they are not optimized
to work in large-scale areas. Due to the geometry of large-
scale infrastructures, WSNs with linear topology have to be
used.

However, the design of these WSNs pose several chal-
lenges due to their linear nature, limited energy source,
robustness to dynamic environment, and scalability to
numerous number of sensor nodes. What follows describes
the WSN design challenges for an efficient communication
in this environment.

2.1. Energy Consumption. A wireless module is equipped
with a limited energy source (i.e., battery, harvesting and
device) and hence has an energy consumption capacity and
lifetime that is dependent on that source. In a WSN, each
node plays two separate and complementary roles: it can
originate data and also has to route data. Moreover, if a few
nodes deplete their energy resources, it can cause significant
topological changes and might require rerouting of packets
and reorganization of the network.

2.2. Operating Environment and Fault Tolerance. WSNs for
large-scale infrastructures have to be designed with extreme
environments in mind. The environmental interference but
also physical damage or a depleted energy source may cause
an SN to fail. However, the failure of a single node should not
affect the overall operation of the network.

2.3. Scalability and Network Topology. Depending on the
infrastructure’s length and the number of points of interest,
the quantity of SNs deployed in these WSNs may be in
the order of hundreds. Therefore, WSN protocols have to
be designed to work with these large numbers of nodes.
Also a major challenge is the deployment of these SNs to
minimize the cost of deployment under the constraint of
coverage, connectivity, and link outage probability so that
the phenomenon of interest can be monitored efficiently.
Moreover, additional SNs can be redeployed at any time to
replace the malfunctioning nodes or due to changes in task
dynamics.

Between all these difficulties, the topology is maybe the
most important challenge facing the development of WSNs
for large-scale infrastructures. Topology is important for
any type of network because it has a great impact on the

communication performance of the system. In the literature
we can find some examples of algorithms and protocols that
are specifically aimed for linear topologies. In [25] Zimmer-
ling et al. proposed the Minimum Energy Relay Routing
(MERR) algorithm. Its aim is to minimize the routing path
from every node to a common control center. In particular
that work covers the routing problems of the special case
of a linear network where nodes are located close to their
neighbors.TheDirectional ScheduledMAC (DiS-MAC) [26]
is another protocol that has been developed for WSNs that
shows a linear topology. With DiS-MAC, Karveli et al. a fail
tolerant unidirectional routing protocol for linear network
is proposed. In [23] the Wireless Wire (WiWi) protocol is
described. This work proposes a bidirectional wireless com-
munication schema with deterministic properties in terms
of throughput and latency over a strip of pervasive devices
with short-range transmission capabilities. The system is
synchronous and fault tolerant and can provide support for
an end-to-end communication.

As shown in Table 2, both MERR and load balanced
routing are focused on routing problems without considering
the underlyingMACprotocol or the transport layer.TheDiS-
MAC protocol is focused on TDMA-based MAC protocol
and also on routing problems in the linear network but
suffers from being unidirectional.TheWiWi protocol defines
a TDMA-based MAC protocol and it provides bidirectional
communication over a single RF channel. However, in this
protocol, power consumption is not considered, and the SNs
have to be in active mode for long periods of time. Moreover,
compared to standard technologies such as ZigBee, Wire-
lessHART, 6LoWPAN, or ISA SP100, these protocols have a
significant drawback providing incomplete architecture and
no standard is followed. In next generation WSN’s vision,
large, integrated, complex systems require different layers
of interoperability, from a plug or wireless connection to
compatible processes and procedures [27].

Although it bears many similarities with these works,
such as routing techniques, the implementation of Wireless
HDLC network differentiates itself from them in many other
aspects. In particular, different from the protocols proposed
in these papers is that HDLC has been widely implemented
in cable networks because it supports both half-duplex and
full duplex communication lines, point to point (peer to
peer) and multipoint networks and switched or nonswitched
channels. The HDLC protocol resides with layer 2 of the OSI
7-layer communication model, the data link layer. However,
it offers three different modes of operation supporting a
reliable and orderly transfer of packets in a distribute network
(transport layer) and specifies the types of stations for data
link control. The HDLC is essentially a centralized wireless
network which uses a central network manager, the primary
station, to provide routing and communication schedules to
meet the requirements of wireless applications.

The design of Wireless HDLC architecture is based on
the requirements of WSNs for large-scale infrastructures,
meeting the challenges for an efficient communication in
these environments and the need for standard solution for
next generationWSNs applications. In the proposedWireless
HDLC network, frames of many SNs can be transmitted in
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Table 2: Several protocols for linear WSNs.

Protocol Communication OSI Layer
MERR [25] Unidirectional Network layer
DiS-MAC [26] Unidirectional TDMA-based MAC and network layer
WiWi [23] Bidirectional TDMA-based MAC and simple network layer
Load balanced routing [35] Unidirectional Network layer

one IEEE 802.15.4 standard packet traveling in the linear
networks from the sink node to the end node and from the
end node to sink node.This allows data collection and control
of individual or groups of low-power field devices deployed
with linear topology.

3. Detailed Description

This section presents a unique vision for theWSNswith linear
topology in which the wireless network provides half-duplex
communication and point-to-multipoint connection. Also,
following the OSI reference model, the protocol stack layers
of the Wireless HDLC networks are described. In Figure 1
the proposedWireless HDLCnetwork with a central network
manager (sink) and SNs with routing functionality capable of
building up the linear link is illustrated.

3.1. Data Link Layer. The Wireless HDLC protocol stack
is designed as a synchronous multihop communication
scheme and uses a TDMA-basedMACprotocol that provides
collision-free multiple access. The decision to focus on the
TDMA approach arises largely from the fact that the energy
consumption is significantly lower than the contention-based
due to collision-free communication and minimization of
idle listening.The operation of TDMA-basedMAC is divided
into sequences of phases as depicted in Figure 2.

The sequences of phases consist of a network set-up phase
and a communication phase. The set-up phase is designated
for updating the sensor model at the sink. The sink informs
each node about slots in which it should listen to other nodes’
transmission and about the slots, which the node can use for
its own transmission. Once the linear network is built, the
system enters into the data transfer phase. The data transfer
phase is divided into up-session and down-session. Each
session consists of a data transmission/reception period and
an idle period. The up-session provides time slots for each
node, startingwith the sink up to the last node in the network.
The down-session provides time slots for each node, starting
with the last node to the sink. Assuming that there are N
nodes within a network then the session’s period consists
of exactly N slots. The slot duration is the time required to
transmit two times a maximum sized IEEE 802.15.4 packet
(10ms) and the duration of idle period depends on the
network communication rate. Any node that does not have
data to send is assumed to be a repeater. During the data
transmission/reception period, each node turns on its radio
and sends/receives its data to/from his neighbor over its
allocated slot-time and keeps its radio off at all other times.

Time synchronization is a fundamental issue in TDMA
protocol and for this, accurate timing is ensured by applying

synchronization techniques such as PTP protocol [19]. By
exchanging timing messages, within HDLC frames, the net-
workmay achieve high synchronization precision, in order of
microseconds or submicroseconds, as an exact measurement
of the transmission and reception times.

The data traveling in the Wireless HDLC network is a
collection of HDLC frames (superframe) transmitted in an
IEEE 802.15.4 packet as illustrated in Figure 3. Each HDLC
data is organized into frames using a frame delimiter, or
flag, which is a unique sequence of bits [01111110]. A frame
delimiter at the end of an HDLC frame may also mark the
start of the nextHDLC frame. Each frame contains an address
field, a control field, information data, and optionally, a CRC
field. The length of the address field depends on the total
number of wireless sensors in the network and is normally
8 or 16 bits in length for networks of maximum 124 nodes,
respectively, 8190 nodes. As specified in the ISO/IEC-13239
standard [17], the control field is 8 bit length indicating a
command or a response and a numbers sequence where
applicable.The standardHDLC frames indicated through the
control field are the information transfer format command
and response (I format), used to transmit user data between
stations; the supervisory format commands and responses
(S format), used to perform control functions; and the
unnumbered format commands and responses (U format),
used for control purposes. The 5th bit position in the control
field is called the poll/final bit or 𝑝/𝑓 bit and is used to
provide dialogue between the primary station and secondary
stations. This is a very useful control in linear WSNs, where
the primary station can use the poll function to acquire
responses from the SNs (secondary stations) in an end-to-end
transmission.

The data transfer transactions in the Wireless HDLC
network are designed based on HDLC specifications. The
HDLC offers three different modes of operation, the Normal
Response Mode (NRM), Asynchronous Response Mode
(ARM), and Asynchronous Balanced Mode (ABM) [17].
However, because of the linear nature and the requirements
of Wireless HDLC only NRM and ABMmodes are used.

The NRM is a master-slave mode and is used to coordi-
nate the data transfer between the network nodes and the
sink. In NRM, the sink (primary station) gives permission
for each network node (secondary station) to speak. The
secondary station can only transmit a response when, and
only when, it is instructed to do so by the primary station.
This transmission from the secondary station to the primary
station may be one or more information frame. Once the last
frame is transmitted by the secondary station, it must wait
once again for explicit permission to transfer anything from
the primary station.
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Figure 2: TDMA-based MAC protocol for Wireless HDLC networks.
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Figure 3: Schematic view of HDLC superframe.

In Figure 4, an example of Normal Response Mode
(NRM) data transfer is described for the wireless multipoint
line using the P(oll)/F(inal) procedure. In this example, a
primary station (sink) and 5 secondary stations (SNs) on a
multipoint line are illustrated. The sink sends out its data in
the TDMA up-session (1) with 𝑃 = 0 to SN 5 (C5) and with
𝑃 = 1 to SN 2 (C2); C2 can transmit data. Next, in down-
session (1), C2 sends data to primary station with 𝐹 = 0
to a signal that has more data to send in the next down-
sessions. Moreover, the sink can receive data from various
secondary stations in the same session. Therefore, in the up-
session (2) the sink informs C1 that can transmit data. Hence,
in the down-session (2), the sink receives data from C1 and
C2. However, the total length of these frames cannot exceed
the maximum length of an IEEE 802.15.4 standard packet. In
thewirelessHDLC architecture the primary station is also the
source of time synchronization. Each IEEE 802.15.4 packet
transmitted by the primary station contains a frame with its

timing information. Using this data, the secondary stations
can adjust their clock to the primary station.

TheABMmode allows the data transfer between two peer
devices (combined stations). The combined station acts as
both a primary and a secondary station. The ABM is used as
data transfer transaction mode between neighbor nodes in
the set-up phase and also in the communication phase, when
a node transmits rescheduling or energy information to its
neighbors.

3.2. Network Layer. In the literature, many routing algo-
rithms and protocols are reported for WSNs. As reported by
Singh et al. allmajor routing protocols proposed forWSNs are
broken down into seven categories: location-based protocols,
data-centric protocols, hierarchical protocols,mobility-based
protocols, multipath-based protocols, heterogeneity-based
protocols, andQuality of Service (QoS)-based protocols [28].
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Figure 4: Data transfer in Wireless HDLC multipoint line using poll/final procedure.

From the literature review of the routing techniques and
based on the network topology and challenges of theWireless
HDLC, the hierarchical protocol Power-Efficient Gathering
in Sensor Information Systems (PEGASIS) [29] was chosen.
The main reason for adopting this routing protocol was that
in Wireless HDLC, where wireless network is constituted by
low-power SNs distributed along a strip, the PEGASIS can
form a chain from SNs so that each node transmits and
receives data from a neighbor. PEGASIS protocol provides
the mechanism for sensors to transmit data to their closest
neighbor until the end of the network is reached. In the
PEGASIS routing protocol, the construction phase assumes
that all the sensors have knowledge about their positions and
use a greedy approach. In the Wireless HDLC, the positions
of the sensors can be determined through the rules such as
best link quality or lowest delay. When a sensor fails or dies
due to low battery power or when it has run out of energy,
the chain is constructed using the same greedy approach by
bypassing the failed sensor.

3.3. Transport Layer. The transport control protocols for
WSNs are important for reliable data dissemination and
energy-conservation. Generally, transport control protocols
may include two main functions: congestion control and loss
recovery [18]. In order to weaken congestion, the transport
layer can use end-to-endmechanism like TCP or hop-by-hop
approaches. However, the end-to-end mechanism, which is
based on acknowledgments and end-to-end retransmissions,
imposes significant overhead for the implementation of these
solutions in WSNs. Moreover, hop-by-hop approaches can
control congestion with less ongoing packets in networks,
while it needs to change the behavior of each node on the

way from source to destination. Due to bad quality of wireless
channel, sensor failure, and/or congestion, the transport layer
should manage the packet loss and data from SNs should
be reliably transferred to the sink. Also, the commands and
queries from sink should be reliably delivered to the target
SNs to assure the proper functioning of the WSNs.

This transport layer aims to address both the reliability
and congestion problems using a mixed solution between
end-to-end mechanism and hop-by-hop approach through
HDLC supervisory frames. Between a pair of nodes, which
transmit data accordingly to PEGASIS routing technique,
in case of packet errors, each node performs hop-by-hop
recovery to fetch the lost packets fromneighbor nodes. An SN
tries to transmit a package to its neighbor until it receives a
Receive Ready (RR) supervisory frame, which acknowledges
the reception of this package. Using the TDMA-based pro-
tocols explained above, the number of retries is limited by
the time slot period and the size of the superframe. To obtain
a good compromise between the hop-by-hop reliability, the
link delay, and the energy consumption in the proposed
WSN, the transmission time slot was set to 10ms permitting
two reties of a maximum sized IEEE 802.15.4 packet.

However, end-to-end reliability cannot be maintained
in all cases even though hop-by-hop reliability is ensured.
Therefore, an end-to-endmechanism is also used for the data
transfer between SNs and the sink as illustrated in Figure 5.
This method is based on the Selective Reject Automatic
Repeat Request (SREJ ARQ) technique provided by HDLC
protocol. As shown in Figure 5, the SREJ ARQ technique uses
the Send Sequence Number (NS) and the Receive Sequence
Number (NR) to control the correct data exchange between
the sink and a Sensor Node (SN).
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Figure 5: HDLC operation: (a) normal two-way data exchange and (b) selective reject ARQ.

3.4. Application Layer. Generally, the application layer pro-
vides necessary interfaces to the user to interact with the
physical world through the WSN. Hence, the role of the
application layer is to abstract the physical sensors and
topology of theWSN for the applications.The large variety of
available sensor types complicates the integration of sensors
into monitoring systems. Therefore, the use of standard
interfaces and data encodings such as IEEE 1451 Smart Trans-
ducer Interface Standard [30, 31] and time synchronization
standards such as IEEE 1588 PTP protocol [17] is recom-
mended. Hence, we propose the use of standard applications,
which can be easily implemented on the Wireless HDLC
network, in order to hide the underlying layers, the network
communication details, and heterogeneous sensor hardware
from the applications built on top of it.

Figure 6 illustrates the proposed half-duplex communi-
cation model suitable for low-power WSN and the handling
of downstream and upstream data flows. The upstream data
flow is generated by the sink and flows up to the last node
in the network. The downstream data flow is generated by
the last node in the network and starts when the upstream
flow reaches this node. In this way a two-way communication
cycle is generated which repeats itself along the time based on
a network communication period. This data flow has a strict
staggered pattern: each nodewill calculate the trigger time for
receiving and transmitting a time slot based on the total num-
ber of hops.Thehop-by-hop approach in a pair of consecutive
nodes is also depicted in Figure 6; a node transmits an IEEE
802.15.4 packet to the next node and waits for a message to
acknowledge this. With a transmission rate of the 802.15.4
Standard 2.4GHz physical layer of 250 kb/s, a message with
the maximum size of 127 bytes (125 bytes payload + 2
bytes PHYdependent for IEEE 802.15.4) transmitted between
pair nodes in 4000 us and with an acknowledge timeout

of 1000 us is allowed for one retransmission. Depending on
the synchronization accuracy, the pairs of sensors will use a
time offset for the transmit-receive process to avoid loss of
messages.

The upstream IEEE 802.15.4 packet transmitted by the
sink node contains HDLC frames with data, commands,
or timing information to SNs. The downstream packet is a
collection of HDLC frames with the responses from SNs to
the sink commands. If an SN does not receive any command
from the sink node it will work as a router and will transmit
the downstream packet to the next hop.

4. Implementation and
Performance Evaluation

This section starts by introducing the hardware platform
we use to evaluate the Wireless HDLC and then offers a
description of its implementation and provides the results of
our proposal.

4.1. Hardware Platform. We base our implementation on the
XBee and XBee-PRO 802.15.4 OEM RF modules [32] pro-
vided by Digi. The modules contain the MC13211 platform
which incorporates a low-power 2.4GHz radio frequency
transceiver and an 8 bit Freescale HCS08 microcontroller
[33]. The modules are driven by a 16MHz crystal source and
contain an internal event timer block of 24 bit clocked at a
rate varying from 15 kHz to 2MHz used to maintain the SNs
time and synchronization.

Freescale provides for this platform a simple IEEE
802.15.4 physical layer library in ANSI C used to build our
proposed protocol stack and the new firmware for XBee
modules. A prototype design, using the XBee module, has
been developed for the Wireless HDLC. The prototype is
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Figure 6: Bidirectional communication for low-power Wireless HDLC networks.

equippedwith a harvesting device as power supply [34]. Also,
the board includes 8ADCchannels of 10 bit, one SPI port, and
a RS232 interface. Hence this platform can be equipped with
various sensors to monitor phenomenon of interest.

4.2. Protocol Stack Design. Figure 7 describes the overall
design of theWireless HDLC data link layer which consists of
four major modules: timer, TDMA function, HDLC framer,
and the state machine. The timer module provides accurate
timing to ensure the system operates correctly. The timer
module has been designed as a real time clock capable of
providing accurate triggers for wake-up, measure, receive, or
transmit states of the SNs and also to keep the 10ms time slots
in synchronization. To keep the synchronization of the timer
module, a simplified PTP protocol [34] is used to exchange

timingmessages in the network.This protocol providesmeth-
ods to implement transparent clocks inmultihopnetworks, to
calculate the delay time, and to adjust the offset between the
master clock and slave clocks.With this method, each SN can
also synchronize their source clock using the trim capability
of the 16MHz crystal, which reduces their drift with the
master source clock. Using the 24 bit counter clocked at a
rate of 2MHz, the nodes are able to obtain synchronization
accuracy in the order of a microsecond.

The TDMA function determines the usage of time slots
for communication.This module uses a schedule to calculate
the number of time slots between the downstream and
upstream data flows for each sensor according to the number
of nodes in the network. It also calculates the time for the
next communication cycle based on network communication
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period. Every event that can affect the time scheduling will
cause the TDMA function to reassess this scheduler.

The functionality of the HDLC framer is to decode the
received messages in order to get the relevant information
for the SN and to generate and add HDLC frames to the
transmittedmessages. If an SN receives anHDLC frame from
the sink node with his unicast address, it will delete the
frame from the IEEE 802.15.4 packet and will retransmit the
remaining package. Next, in the downstream data flow, the
node will add the response, for the sink query, to the received
superframe and it will transmit the new package to the next
node in the network.

The statemachine is responsible for sending and receiving
a packet over the transceiver. Based on the TDMA triggers, it
executes the transaction in a slot and uses a light implemen-
tation of PTP protocol to adjust the timer module.

4.3. PTP Protocol over Wireless HDLC. The PTP standard
specifies a clock synchronization protocol applicable to dis-
tributed systems consisting of one or more nodes communi-
cating over a network. The protocol provides a mechanism
for synchronizing the clocks of participating nodes to a high
degree of accuracy and precision. However, a full imple-
mentation of this protocol as is specified by the IEEE 1588
standard is not suitable for low-power WSNs. The main
challenge is that the IEEE 1588 messages size is more than
the maximum size allowed in IEEE 802.15.4. Therefore, a
light implementation of this standard is proposed forWireless
HDLC networks.The wireless implementation of PTP proto-
col is built on top ofHDLCprotocol consisting of PTPdevices
including ordinary clocks and transparent clocks. Figure 8
illustrates the basic pattern of synchronization message
exchange in the linear topology of Wireless HDLC.

The timestamp information obtained with this exchange
of PTPmessagesmay be used to compute the offset of the SNs
(transparent clocks) with respect to the sink (master clock)
and the mean propagation time of messages between the two
clocks. Considering that the master-to-slave delay is equal to
the slave-to-master delay and by using the time information
in the four messages illustrated in Figure 8, these quantities
can be calculated from the measurement values 𝑇1, 𝑇2, 𝑇3
and 𝑇4:

delay
𝑘
=
(𝑇2 − 𝑇1 + (𝛿

1
+ ⋅ ⋅ ⋅ + 𝛿

𝑘−1
))

2

+
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1
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) − 𝑇3)

2
,
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=
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−
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1
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where 𝛿
1
, . . . , 𝛿

𝑘−1
is the accumulated residence time in

transparent clocks for Syncmessage andΔ
1
, . . . , Δ

𝑘−1
is accu-

mulated residence time in transparent clocks for Delay Req
message.The synchronization interval is equal to the network



10 International Journal of Distributed Sensor Networks

Table 3: PTP message fields in HDLC frame.

Bits Octets
7 6 5 4 3 2 1 0

HDLC flag(01111110) 1
HDLC address 1 ÷ 2

HDLC control (0 | 0 | 0 | 𝑃/𝐹 | 1 | 0 | 1 | 1 for PTP) 1
Two step flag PTP control 1

Origin timestamp (optional) 8
HDLC CRC (optional) 2
HDLC flag(01111110) 1
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Figure 9: PPS signals delay histogram in linear network between
the four consecutive SNs.

sampling rate. A Syncmessage is sent by sink node in each up-
session. The delay request interval can be adjusted to a lower
frequency to reduce energy consumption and the overhead
(i.e., a Delay Reqmessage is sent by the last node in the linear
network for every ten Sync messages).

The general format of the PTP messages codified as an
HDLC frame is shown in Table 3 and has a size of 14 bytes (8
bit address) or 15 bytes (16 bit address).

Each PTP message starts and ends with an HDLC flag.
The PTP messages are defined as unnumbered frames (U-
frames) using a nonstandardized control value of the HDLC
control field (0 | 0 | 0 | 𝑃/𝐹 | 1 | 0 | 1 | 1). The next field in
the frame indicates through “Two step flag” if the Follow Up
message is used andwhat type of PTPmessage is transmitted:
Sync, Follow up, Delay Req or Delay Resp.

The histogram presented in Figure 9 represents the time
deviations between the sink node and the first four consecu-
tive SNs inWireless HDLC.Themean time delay is 1144.30 ns
with a standard deviation of 1082.27 ns and amaximum value
of 4506 ns.

The obtained results show that through this technique
we are able to obtain microsecond precision with efficient
energy saving. Hence the SNs can maintain their TDMA-
based protocol with very high accuracy, providing collision-
free communication and minimization of idle listening.

4.4. Network Demonstration. Based on the prototype stack,
we develop a linear self-powered WSN, with the aim of
building a demonstration network for monitoring the envi-
ronmental and infrastructure parameters.Thedemonstration
network contains one sink (master) node and seventeen SNs.
The SNs have been designed as alert nodes to detect critical
events and generic monitoring nodes to measure different
parameters such as infrastructure components temperature,
ambient temperature, and humidity. The SNs in the network
have been deployed with a gap varying from 50m to 100m
that can cover approximately 1.2 km of infrastructure as
shown in Figure 10. Each node can communicate with two
nodes to the left and two nodes to the right. If, for example,
node 10 is damaged, node 11 can still send the downstream
data flow through node 9. The SNs have been programed to
respond to different types of commands like “take sample,”
“get calibration,” or “get capability.” To reduce the amount of
information transmitted over the air, these sets of commands
have been encoded in an 8 bit length format. If a user or
the master node transmits the “take sample” command in the
upstream data flow to different nodes using unicast addresses
or multicast addresses, these sensors will put their raw
measurements in the downstream data flow.

Since the Wireless HDLC works on top of IEEE 802.15.4
packets (125 bytes), the master node can only read the mea-
surements from the entire network in two communication
cycles. In this case we chose to use one cycle to collect data
from the first 7 line devices and the alert sensors and another
cycle to collect data for the last line devices and the alert
sensors. This pattern is normally used to perform near real
time measurements using a communication period of 5 s. In
this way the self-power SNs can stay in sleep mode between
cycles of communication to reduce the power consumption.

4.5. Qualitative Evaluation. The Wireless HDLC network
is a synchronous network and can provide deterministic
and predictable latency and throughput in both directions.
This synchronization also provides additional capabilities
for energy management by turning off the SNs during idle
time. Because the times when a node should sense and
communicate are clearly identified, the SNs can be completely
turned off without affecting the connectivity of the network.
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Table 4: Power consumption measurements (Xbee PRO characteristics: TX-215mA, RX-55mA, and Active-7.5mA).

Energy consumption (mJ)
Sink-to-SN send (a) 0.831 + 0.046 × size
SNs-to-sink receive (b) 0.641 + 0.046 × size
Multicast send (c) 0.625 + 0.079 ×multicast + 0.046 × size (multicast < nodes)
Multicast receive (d) 0.435 + 0.079 × nodes + 0.046 × size
Point-to-point send and receive (WirelessHART) (e) 0.974 + 0.046 × size

 Generic device Alert device

Ethernet

Gateway

Monitoring system

1 2 3 4 5 6 7 8 90 10 11 12 13 14 15 16 17

50–100m

Figure 10: Each node can communicate with four nodes.

Based on formula reported by Toma et al. the commu-
nication energy consumption for a wireless node can be
modeled as follows [36]:

𝐸
𝐶
= 𝑁
𝑇
[𝑃
𝐿𝑂
(𝑡
𝑡𝑥
+ 𝑡
𝑠𝑡
) + 𝑃
𝑃𝐴
(𝑡
𝑡𝑥
)]

+ 𝑁
𝑅
[𝑃
𝑅
(𝑡
𝑟𝑥
+ 𝑡
𝑠𝑡
)] ,

(2)

where 𝑃
𝐿𝑂

is the transmitter power consumption, 𝑡
𝑡𝑥

is the
transmitter on time, 𝑡

𝑠𝑡
is the transmitter start-up time, 𝑃

𝑃𝐴

is the transmitter output power, 𝑃
𝑅
is the power consumed

by the receiver, 𝑡
𝑟𝑥

is the receiver on time, 𝑡
𝑠𝑡
is the receiver

start-up time, and 𝑁
𝑇
and 𝑁

𝑅
are the number of times

the transmitter and receiver are switched on per unit time,
respectively. However, as shown in Figure 11, two other
energy consumption components are added to model (2)
above. The final communication energy consumption model
for the proposed Wireless HDLC network is

𝐸
𝐶
= 𝑁
𝑇
[𝑃
𝐿𝑂
(𝑡
𝑟𝑖
+ 𝑡
𝑡𝑥
+ 𝑡
𝑠𝑡
) + 𝑃
𝑃𝐴
(𝑡
𝑡𝑥
)]

+ 𝑁
𝑅
[𝑃
𝑅
(𝑡
𝑟𝑜
+ 𝑡
𝑟𝑥
+ 𝑡
𝑠𝑡
)] ,

(3)

where 𝑡
𝑟𝑖
= 10ms − (𝑡

𝑟𝑥
+ 𝑡
𝑠𝑡
) is the idle time between the

start of the receive slot until the start of transmit slot and 𝑡
𝑟𝑜

is the receive offset which depends on the synchronization
accuracy. In our implementation the 𝑡

𝑟𝑜
has a fixed value of

10 𝜇s to compensate the PTP offset shown in Figure 9.
Table 4 shows the complete energy consumption of the

Wireless HDLC communication protocol for a number of
interesting points.

(1) Sending sink-to-SN (a) and receiving SN-to-sink (b)
traffic have the same incremental cost, but sink-to-SN
traffic has a higher fixed cost associated with the PTP
Sync message. This is exactly as expected.

(2) Sending sink-to-multiple SNs (c) and receiving mul-
tiple SNs-to-sink (d) traffic differ in their fixed costs
and in incremental cost. Sending sink-to-multiple
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Figure 11: SN power consumption in hop-by-hop approach.

SNs traffic has a high fixed cost, also due to the cost of
sending a PTP Sync messages. Sending multiple SNs-
to-sink traffic has a high incremental cost due to the
cost of sending each data with an HDLC header and
flag.

(3) Sending and receiving multicast traffic (c, d) and
sending and receiving point-to-point traffic (a, b)
were expected to show the different incremental cost
associated with the number of HDLC frames in
superframe.

(4) Sending and receiving WirelessHART point-to-point
traffic (e) and sending and receiving point-to-point
traffic (a, b) have the same incremental cost butWire-
lessHART traffic has a higher fixed cost associated
with the Data-Link packet (DLPDU) size [37].

Each DLPDU consists of the following fields:

(i) 1-byte set to 0 × 41,
(ii) 1-byte address specifier,
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setup described in Section 4.4.

(iii) 1-byte sequence number,
(iv) 2-byte network ID,
(v) destination and source addresses either of which can

be 2- or 8-bytes long,
(vi) 1-byte DLPDU specifier,
(vii) 4-byte keyed Message Integrity Code (MIC), and
(viii) 2-byte ITU-T CRC16.

Compared to WirelessHART, which has one of the low-
est energy consumption between the standard WSNs, the
Wireless HDLC has a lower cost, associated with the header
size of the data link layer, which is crucial in large-scale
WSNs. Generally, because ZigBee and 6LoWPAN networks
are not using TDMA-based MAC, they have higher energy
consumption and so they are not suitable for large-scale linear
WSNs [18].

Figure 12 shows the communication energy consumption
for the network setup described in Section 4. This figure
illustrates the energy consumption for two communication
rounds in order to obtain data from all the 17 SNs. Moreover,
it provides energy consumption for each query from sink and
for the SNs responses. Sending sink-to-SNs commands has
a high fixed cost due to the use of multicast commands for
the different types of SNs. Receiving data from the first group
of SNs and the alert sensors has a lower cost for the last SNs
in the linear network which maximize the idle period in the
TDMA slots. Receiving data from the second group of SNs
and the alert sensors has a fixed cost for the first SNs and an
incremental cost for the last SNs based on the total size of
the superframe. The higher energy consumption for the SNs
situated close to the sink is exactly as expected, because of
the routing functionality of these nodes and the size of the
superframe when it gets close to the sink.

From simulations based on MATLAB, the number of
nodes that can be connected to a Wireless HDLC network
with data rates depending on the TDMA technique for
constant data bits is depicted in Figure 13.Themaximumdata
bit rate of approximately 100 kbps is obtained with one node
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connected to the sink and is decreasing with the number
of nodes in the linear network to approximately 2 kbps for
50 nodes and 0,89 kbps for 120 nodes. Hence, for a linear
network with devices generating data as in the evaluation
network (80 bits/measurement), the data bit rate of 0,89 kbps
for 120 nodes allows the system to sample all the nodes in
approximately 10 seconds. The maximum energy consump-
tion per node and the energy consumption per data bit in
relation to the number of nodes in the linear network are
depicted in Figures 14 and 15. As illustrated in Figure 14, for
maximum sampling rate of 20ms andmaximum data bit rate
of 100 kbps, the maximum energy consumption per node is
approximately 330mJwhen only one node is connected to the
sink.Therefore, in this configuration, the node will stay most
of the time in active mode (receiving and transmitting data
from/to sink node).With the increase of the number of nodes
connected to the network, the total energy consumption
per node decreases because the nodes will spend more time
in sleep. However, the energy consumption per data bit
increases with the number of nodes as shown in Figure 15
because each node spends more time in routing activities.

5. Conclusion

In this paper, the HDLC standard protocol implemented
for low-power linear WSNs was presented and evaluated.
This protocol is evaluated in order to meet the objectives
of interoperability, efficiency, and reliability in WSNs. First
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we introduced the large-scale infrastructure framework,
focusing on the use of self-powered WSNs for protection
andmonitoring, the network architecture, and related works.
Then we briefly presented the HDLC standard as a candidate
protocol for linear wireless networks with bidirectional com-
munication. We specified the advantages of this protocol in
linear topology such as the possibility to transmit a variety
of information, the use of poll/final procedure for control,
or the use of unicast and multicast addresses with extending
capability. We also proposed a novel way to create a half-
duplex communication in a linear network based on low-
power devices.

A hardware prototype for self-powered SNs, based on
XBee PRO modules, has been developed for a large-scale
infrastructure monitoring system. The preliminary results of
a Wireless HDLC demonstration network with these sensors
are very encouraging and also revealing. Using the HDLC
protocol a user can interact at any time with different nodes
in the network and can collect various types of data from
many sensors at one time, which is an important capability
for a linear network. Another advantage for low-powerWSNs
is that the HDLC does not increase the size of messages
significantly and it does not introduce complex headers or
fields to sensors data.Therefore, theWireless HDLC is a low-
power WSN which can be supplied entirely using harvesting
approaches.

The investigation performed in this paper was an attempt
to make open standard linear WSNs with an ultimate aim of
achieving a standard low-power wide monitoring system, an
essential requirement for the next generation of WSNs.
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The Internet of Things (IoT) concept proposes that everyday objects are globally accessible from the Internet and integrate into
new services having a remarkable impact on our society. Opposite to Internet world, things usually belong to resource-challenged
environmentswhere energy, data throughput, and computing resources are scarce. Building upon existing standards in the field such
as IEEE1451 and ZigBee and rooted in context semantics, this paper proposes CTP (CommunicationThings Protocol) as a protocol
specification to allow interoperability among things with different communication standards as well as simplicity and functionality
to build IoT systems. Also, this paper proposes the use of the IoT gateway as a fundamental component in IoT architectures to
provide seamless connectivity and interoperability among things and connect two different worlds to build the IoT: the Things
world and the Internet world. Both CTP and IoT gateway constitute a middleware content-centric architecture presented as the
mechanism to achieve a balance between the intrinsic limitations of things in the physical world and what is required from them in
the virtual world. Saidmiddleware content-centric architecture is implementedwithin the frame of two European projects targeting
smart environments and proving said CTP’s objectives in real scenarios.

1. Introduction

Since the last decade, we are assisting in a progressive
jump from a nonubiquitous Internet, where humans access
Internet using a computer at their work or at home, to the
current ubiquitous Internet where we access the Internet
using smartphones, tabs, or TVs, anytime, anywhere. In the
same way, now comes the time of the Internet of Things
(IoT) when not only humans but also things, any object
surrounding us, are present in Internet [1].

Things must be considered in the broadest sense of the
word as real or virtual entities that exist and evolve in a
context and time and have univocal identifiers. On the other
hand, the term Internet applied to them conveys the idea that
all these things are heavily communicated and interrelated
among them. Commonly IoT can be approached from
different perspectives: Internet for communications, cloud,
and services; things for physical elements, sensor networks,
and user interfaces; and semantic that considers ontology of
things in Internet [2].

Ideally, things on the IoT will have full interconnectivity
and computation resources, being natural to consider con-
necting these things to the web using current paradigms.
Different works investigate the types of things (sometimes
called smart objects), their nature, and relationship with
the IoT; according to the different perspectives, a thing has
awareness, representation, interaction, and so forth [3]. The
classification of things into standard groups helps to show
that they are the physical part of IoT with constraints and
needs that must be taken into account. So, coming down to
implementation, while IoT concept talks about ubiquitous,
invisible, and context aware things, technology poses hurdles
such as energy supply, price and size of devices, seamless con-
nectivity, or interoperability [4]. Additionally, as, currently,
Internet has a wired backbone, “being there” forces all the
things to be IP compatible and use access points or gateways
to bridge global fiber optic or cabled infrastructure.

Wireless communication protocols are mandatory if
things need to be mobile and ubiquitous. Depending on the
specific application, and leaving aside proprietary protocols,
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Figure 1: IoT architecture.

different standards are commonly used to provide connec-
tivity: ZigBee, RFID, Bluetooth, 6lowPAN, WIFI, 3G, and so
forth. Many works evidence the importance of selecting the
most appropriated technology in each situation comparing
them in terms of network topology, coverage, data through-
put, or energy consumption. In any case, the more data you
need to exchange, the further you need to communicate,
the more time you need to be online, then more energy
you need, and consequently the quicker you will run out of
batteries.

The arrival of IoT will lead to appearing multitude of new
services, improving the quality of life of people, and offering
new business opportunities. Ultimately, the IoT is expected
to bring a revolution in the concept of society, similar to
how Internet changed the concept of communications and
information [5]. In the last few years, initiatives and project
related with IoT have been growing in number and scope
throughout the entire world. The IoT concept is becoming
tremendously popular and already appearing systems that
claim to offer IoT solutions to the final user without high
technical requirements [6]. Current developments are in early
stages being most of the services based on monitoring or
sensing variables to extract information and then analyze and
represent them [7].

It is considered that the development of IoT will play an
important role in the near future; thus, public and private
investments have been made in R&D, demonstration, and
deployment activities [8, 9]. To date, most of IoT solutions
are small subnets of interconnected objects. It is not possible
to talk about IoT until all objects are interconnected and to
improve this interconnectivity, an architecture that ensures
interoperability between systems is mandatory. Thus, both
public and private initiatives are currently focusing on stan-
dardization of the IoT [10–14].

In summary, the evolution of IoT implies overcoming real
things’ limitations enabling them to communicate with the
Internet using a common language. In this paper, we propose
CTP (Communication Things Protocol) as an ontology-
based solution to enable understanding among things and
the use of an IoT gateway to take things to the Internet
world.

2. Internet of Things

2.1. Architecture. Most IoT implementations follow an archi-
tecture that contains different worlds each of them with their
own characteristics; Figure 1 shows an example [15].

The things world relates to michroelectromechanical
systems, smart sensors, simple human-machine interfaces
(HMIs), and so forth, which associate in networks (Networks
of Things, NoT) to ubiquitously interact with other things,
the environment and/or people. NoT are usually resource-
challenged ecosystems, typically with medium-high time
access delays, high error rates, low data throughput, and
limited online time where energy consumption must be
optimized to the maximum. In a simplified model of a thing,
basic blocks of communication, computation, and interaction
(sensors, actuators, and HMI) are distinguished.

The Internet world usually is constructed around com-
puters, centralized software infrastructures, or in the cloud
[16]. Applications and services use things to provide context
awareness, artificial intelligence, affective computing, and so
forth [16]. Depending on their consideration, tablets and
smartphones can be included in both worlds. Nevertheless,
due to their power (computing, communications, battery
lifetime, user interfaces, etc.) we find it more appropriate
to consider them closer to the world of computers and
Internet than to the world of things. Currently, Internet acts
as the base infrastructure for the exchange of information.
However, access to it has several constraints such as the
need for unique identifier, the change of communication
technology, and the adoption of the Internet Protocols.
Nowadays, this “IP wall” is usually jumped through an IoT
gateway.

Internet is the global interconnectionmethodwheremul-
titude of services and applications use extracted information
of IoT to provide services to end users. On each of them,
needs are a virtual representation of the things of the IoT
in order to enable interaction. Once “IP wall” is saved and
thanks to the connectivity provided by the Internet, services
can access the information, but, for the information to be
useful, it must be understood and this poses what we call the
“understanding wall.”
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2.2. Interoperability. IoT interoperability implies capacity
to both exchange data (crossing the IP wall) and under-
stands the information embedded in data (crossing the
understanding wall). Communication standards ensure stack
layer’s communication between things in the same network
sharing the same protocol, that is, network management
and maintenance, security, data exchange, and so forth.
Nevertheless, if application layer is not defined, thingswill not
understand among them unless previously agreed between
developers, that is, information understanding. This is the
case of 6lowPAN, RFID, WiFi, or cellular; for example, if
two manufacturers want to develop 6lowPAN temperature
sensors and thermostats are able to interoperate among
them, there is no common definition to adopt; they will
need to agree on the protocol exchange application-related
information, temperature data format, procedure to virtually
bind devices, and so forth.

Automation and control networks such as Lonworks,
BACnet, Konnex, or CANOpen define how devices are
represented in their networks; objects and variables are the
most common approaches. Bluetooth and ZigBee go one
step further in interoperability defining profiles and device
objects within the application layer. Bluetooth defines profiles
(hands-free, health device, human-interface device, etc.)
corresponding to vertical applications. For example, we could
build a monitoring infrastructure with Bluetooth micro-
phones streaming audio according to hands-free profile; no
matter their manufacturer, any certified host compliant with
the profile will play the audio gateway role without any
additional programming [17].

ZigBee not only defines vertical profiles (home automa-
tion, energy metering, healthcare, etc.), but also defines
horizontal functional domains to specify how devices must
exchange application data attending their functionality [18].
For example, every ZigBee compliant temperature sen-
sor must implement “measurement & sensing functional
domain” and any other device in the network (e.g., a thermo-
stat) would be able to get temperature information as defined
in the specification. Additionally, ZigBee allows instantiation
of intelligence in the network by defining how to coordinate
devices to produce scenes and create virtual bindings among
devices [19], for example, to program a switch to turn on two
lights and open a motorized door.

Sometimes two specifications coordinate to solve inter-
operability, such as ZigBee that specifies how to interoperate
with BACnet. Devices using any wireless communication
standard (e.g., ZigBee) cannot directly interoperate with
devices over other standards (e.g., WiFi) unless there is a
protocol aggregator and translator connecting both worlds,
the IoT gateway.

Although IP connectivity is not necessarily required to
ensure inter-thing communication, many standards include
IP as part of their specification to ease the process to connect
things to the Internet. Nevertheless, this is not enough to
ensure interoperability at required IoT application level.
As things are resource-challenged communication nodes,
efficient data transmissionmechanisms are needed at IP level;
CoAP [20], XMPP [21], RESTful HTTP [22], and MQTT are
relevant specifications at this level.

Once efficient connectivity between devices is granted,
standards such as EEML (Extended Environments Mark-
up Language), SensorWeb (including SensorML and Trans-
ducerML), or SenseWeb provide interpretation to bytes
exchanged integrating sensors and actuators with the virtual
world.These schemes just express queries and datamodeling,
lacking of semantics, and ontologies that are necessary
for complex information processing and support to service
composition and adaptation at higher levels of abstraction.

IEEE1451 standard is a network-independent specifica-
tion for smart transducers (sensors or actuators) that provides
a common language regardless of the protocol used. The
standard defines different application profiles: environmental
(climate monitoring, greenhouse gases, and other chemical
sensors), smart meter (monitor water, gas, or electricity con-
sumption), health care (monitor the body using external or
implantable sensors), and smart home automation and indus-
trial (pipe’s monitoring, comfort, and surveillance sensors)
[23].The standard is based on the Transducer ElectronicData
Sheet (TEDS) to describe a set of communication interfaces
for connecting transducers to microprocessors, instrumen-
tation systems, and control/field networks. According to
IEEE1451.0 specification, TEDS provides information about
transducer’s identification, operation, calibration, manufac-
turer, and so forth.

Lying on IEEE1451.5 specification for radio-specific pro-
tocols [24], it is possible to implement wireless sensor
networks using IEEE1451 over communication standard pro-
tocols such as Wifi [25], Bluetooth, ZigBee [26], or 6LowPan
[27]. Similarly, IEEE1451.2 defines cabled SPI and UART,
IEEE1451.6 over CANOpen, and IEEE1451.7 over RFID.
This interoperability is enabled by the Network Capable
Application Processor (NCAP) that aggregates the different
Transducer Interface Module’s communication standards
(TIM) over the same common language.ThroughNCAP and
following IEEE1451 it is possible to implement web services
that make things discoverable, accessible, and controllable
via the Internet 22. In the same line, ZigBee defines the
ZigBeeGateway Public Application Profile that specifies how
devices must be connected to the Internet and to service
providers.

Initiatives, such as Sensei project [7], COSE [28], DogOnt
[29], and other [30] different ontological approaches tomodel
things (sensors, actuators, simple human-machine interfaces,
appliances, etc.) in smart environments, associate contained
devices through semantic relationships [31] and seamlessly
integrate things with web services.

3. Common Things Protocol (CTP)

3.1. Rationale. Networks of things (NoT), defined as smart
infrastructures of embedded devices with local intelligence
and access to the “information ether,” are the base of the
IoT. As a part of the Internet, one of the basic needs is the
interaction mechanism between agents which implies that,
between them, theremust be connectivity and understanding
in order to provide interoperability. To achieve this goal, dif-
ferent IoT protocols are being proposed to provide efficient,
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seamless, and robust connectivity (CoAP, XMPP, RESTful
HTTP, MQTT, etc.) but not providing semantics. From an
integral perspective, IEEE1451 appears to be a good suited
option for the IoT as it tackles specification from sensor to
network interface providing independence from the com-
munication protocol, enabling self-identification of devices,
long-term self-documentation, plug and play capacity to ease
field installation, upgrade, and maintenance [32]. On the
other hand, the standard has a limited penetration in IoT
applications out of the electronic instrumentation field. Rea-
sons for that can be the little compatible hardware available
(no commercial wireless sensor networks consider it) because
IoT developers mainly come from the computer science field
(usually considering semantic approaches), due to complex-
ity of the standard [33], or the excessive detail in electronic
aspects that are not commonly used by the application (e.g.,
transducer channel reads delay time or incoming propagation
delay through the data transport logic). Communication
standards such as ZigBee or 6LoWPAN are much more used
in IoT applications but involve hardware restrictions and lack
of interoperability among them.

The Common Things Protocol (CTP) aims to provide
a specification that allows interoperability among commu-
nication standards and coexistence with IoT protocols, but
prioritizing simplicity, efficiency, and functionality to build
final IoT systems.

CTP takes into consideration existing specifications in the
standards and the needs from the final applications that are
to be supported by the things in the field. It integrates the
strategies, concepts and terms of some of the alternatives,
for example, IEEE1451 TED’s concept to provide device’s
information, sensor and actuator working modes, and so
forth, or ZigBee concepts of clusters and endpoints. CTP
definition is approached from an ontological perspective
considering things, not just as sensors [34] but as electronic
devices that perform some sort of function in the IoT
application being in contact with user and context and usually
fulfilling the following paradigms:

(i) context interaction: embedded sensors (to sense the
user/context), actuators (tomodify the environment),
and/or simple human interfaces (to interact with
people);

(ii) computin: to have computing capabilities and mem-
ory that allow them to implement from the simplest
logic to complicated services or data processing algo-
rithms;

(iii) communication: to have at least one, usually wireless,
communication media commonly following a stan-
dard and adapted to communication requirements
(range, power consumption, and data throughput). It
is required to interoperate among them and integrate
in the Internet. Thus, unless they are able to directly
connect to Internet, a network gateway is required
to allow interoperability among different networks of
things and to provide Internet access;

(iv) being an electronic thing: as anything in this world,
regardless it is electronic or not, each thing is unique

ActuatorSensor Processing
memory

Energy sources

Human interface

Communications

Figure 2:Thing block diagram.

and “lives” in a specific space and time. Additionally
as any electronics, it needs energy to operate.

Figure 2 represents said paradigms in the block diagram
of a thing able to integrate in the IoT.

Thus, derived from their capacity to interact with the
context, CTP considers that things can have three different
functionalities:

(i) sensors that gather and process information from
the real world in environmental and person-centric
contexts [35]. Information from the environmental
context is useful to create an objective snapshot of
what is happening in every moment, while person-
centric helps to understand and evaluate the objective
data in order to extract conclusions, to define guide-
lines, or to identify patterns adapted to each user;

(ii) actuators that provide the ability to act over the
environment. IoT applications may need to act over
the environment when the user is not able to control
(e.g., because he/she has a disability) or he/she is
not aware of specific situations that require actuation
(e.g., forget about the heating when going to sleep) or
simply he/she is not present in the environment;

(iii) pervasive human-machine interfaces including tradi-
tional (switches and dimmers) and new interaction
paradigms, providing the user with relevant infor-
mation or notifying him/her about events in new
and natural ways (e.g., a color device turns red when
house’s energy consumption is high).

Regardless its functionality, each thingwill always “live” in
a certain location and time andwill have a processor, commu-
nication transceiver, and power source. Similar toMetaTEDS
in IEEE1451 and ZigBeeDevice Object (ZDO) in ZigBee, this
constitutes the basic set of attributes and functionalities of
any device, which is modeled by the endpoint BASE in CTP.
Depending on the specific functionalities it integrates, it will
also implementmultiple application endpoints that should be
of any of the said categories: SENSOR, ACTUATOR, or HMI.

Thus, an endpoint can be defined as each of the subde-
vices that have a complete functionality and together with
others build the thing; in total we just define the said 4
endpoints tomodel anything. Additionally, a cluster is defined
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as a set of commands, events, and responses (some manda-
tory to implement in order to guarantee interoperability)
which together define a communication interface between
two endpoints. Clusters constitute the implementation of
the ontological representation of thing’s nature; for example,
endpoint BASE includes location, time, and power clusters.
Endpoint and cluster concepts are sharedwith ZigBee and are
similar to transducer channels in IEEE1451.

Commands are usually action requests to an endpoint
(of the same or different thing) that should send back a
response informing about the action result, for example, ask
for a sensor value and get it back. The ontology defines
attributeswhich are implemented in the protocol asGET/SET
requests and responses. Events are asynchronously generated
messages sent to previously subscribed endpoints; for exam-
ple, presence detected by a sensor is sent to light actuator.
When defining a communication interface, two strategies
can be adopted: (i) using a small, but well defined, number
of messages, where the versatility is achieved by parameters
(ii) or defining a greater number of messages allowing more
specific control with lower parametric content [36]. An
example of this duality is to define a single configuration
command with many parameters, or several commands to
adjust each parameter independently. The selection of one
or another philosophy conditions ease of use, generaliza-
tion capacity, adaptability to different scenarios and future
maintenance, and backwards compatibility. CTP chooses
to define a reduced and simple communication interfaces
defining the meaning type and range of the parameters when
needed. For example, many clusters have in common a read-
only information attribute; in the case of sensors it provides
information of ranges, accuracy, format, units, and so forth
of the measure it provides, while for actuators the same
attribute indicates how the actuator should be controlled.
Similarly, some clusters include a read-and-write configura-
tion attribute, whose specific parametrization depends on the
device.

3.2. Endpoints and Clusters. Figure 3 shows the four end-
point types (BASE, SENSOR, ACTUATOR, and HMI) with
their associated clusters and the main attributes, commands,
responses, and events.

3.2.1. Endpoint BASE. All devices, regardless their nature,
must have endpoint BASE containing the generic and com-
mon characteristics whatever their functions are. Related
with this endpoint we define the following clusters.

Cluster DEVICE. It manages device identification, description
of their functionalities (as in IEEE1451 TEDS’s globally
unique identifier and transducer channels), and minimum
self-operation functionalities (as BIOS). Its implementation is
mandatory in all CTP devices, as it is the basis for ensuring
interactionwith other system elements. Devicesmay have the
ability to operate in different ways depending on the context;
the mode parameter is used to switch between them and to
facilitate the use of the thing, by providing to a nonadvanced
user a set of predefined modes of operation that do not

need any previous settings to set mode and operate. Also,
this cluster has several capabilities oriented to work with low
power devices, for example, and similar with TEDS, a timeout
parameter that indicates the amount of time after an action
forwhich the lack of reply following the receipt of a command
may be interpreted as a failed operation.

Cluster LOCATION. Each device will always have a location
that can be essential information for many services. It can
be known or not, it can change or remain, and device
can self-calculate it or be written externally, whichever the
case, this cluster allows getting and setting device’s position,
programming its timed update, or reporting it in response to
specific events.

Cluster POWER. As location, every device will have a power
source (battery, mains, energy harvesting, etc.); its type,
consumption profile, and energy remaining are the main
information deal within this cluster.

Cluster TIME. Again as location and power, every device
“live” in a specific instant of time, and whether relative or
absolute this cluster allows the management of temporal
information such as time synchronization and scheduling of
timed actions.

Cluster PROXY. Similar to TEDS, this cluster acts as an aggre-
gator of endpoints (or transducer channels) and datalogger
manager (if memory is available) simplifying access to data.
It reduces communication burden and thus increases battery
efficiency.

Often, implementation of networks of smart sensors and
actuators goes through a central device that receives data
from sensors, processes the information, and then orders
actions to the actuators. This has a number of problems: (i)
density of data traffic, (ii) increased energy consumption,
(iii) masking the mesh concept, since there is a central node
acting as sink and source of information, and (iv) reducing
robustness to failure. To face that, it is possible to define a
basic distributed intelligence by subordinating the behavior
of some devices to the events generated by other devices.

Cluster BEHAVIOR. Similar to ZigBee this allows the creation
of groups of devices or endpoints and the establishment
of logical relationships (bindings) among them. We expand
its native definition defining the concept of a trigger event
for a binding which allows that any endpoint generating
events (e.g., timing, threshold event, etc.) could trigger any
endpoint(s) in one or more devices with their corresponding
parameters (e.g., changing the mode to low power of a
device). Also, as in TEDSwhen defining embedded actuators,
these bindings can be internal to a device and serve, for
example, to trigger actions; button event triggers a light
actuator.

This cluster also allows delegation of system’s intelligence
in the devices as it providesmethods to program autonomous
operation based on the specification of operational rules. It
is based on logical rules that verify compliance with certain
conditions of different endpoints of the device. Each situation
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Figure 3: Summary of endpoints, clusters, and main interfaces in CTP.

that activates a behavior is called activation scenario. Notice
that as a result of a rule of behavior a binding could be
triggered.

3.2.2. Endpoint SENSOR. Sensors are elements that can
extract information from the context. CTP allows man-
agement of basic features and supports more abstract and
complex capabilities.

Cluster SENSOR. As transducer channels TEDS, it manages
the basic actions to request measure, defines sensor settings
(e.g., sampling period), and defines themode for transmitting
the data set or data packets aggregating severalmeasurements
(e.g., on command, timed, or buffer full). It also provides
essential attributes of the measurement such as units, accu-
racy, data ranges, warm-up time, vectors, and data packets.
Every sensor type must implement this cluster.
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Figure 4: IoT gateway middleware architecture.

Cluster SENSOR EVENT. Again as transducer channels
TEDS it configures event triggers associated with a sensor
(e.g., upper and lower thresholds, bit patterns, etc.) and
provides the events.

Cluster SENSOR STATS. This cluster performs local prepro-
cessing and analysis of the captured data. This is of special
interest when we are interested in obtaining a summary
of the observation (e.g., maximum values, average values,
etc.). As energy consumption between communication and
computation in a wireless sensor node has a high ratio
(“sending one bit” versus “computing one instruction”) [37],
its implementation is especially interesting in low power
applications.

3.2.3. Endpoint ACTUATOR. While sensors allow obtaining
contextual data, actuators are the elements that provide
means to act over the environment. In relation with the
IoT, an actuator can be considered as a device that trans-
mits information or energy to another power mechanism
or system (motors, electromagnets, thermocouples, heaters,
coolers, etc.) that finally alters the environment. Thus, a
thing with actuation capabilities is usually a device with
control outputs, which is connected to an electromechanical
system that opens doors, windows, shutters, control lighting,
heating, and so forth.

Cluster ACTUATOR. It manages basic actions, controls the
states of the actuator, and defines its configuration parame-
ters.These states can be as simple as on/off or define complex
operation patterns such as open the door for twominutes and
then close and lock it.

3.2.4. Endpoint HMI. HMI (Human Machine Interface)
devices are aimed to interact with a human user. In fact,
they could be considered as sensors and actuators to interface
people (in the same way that sensor and actuator connect
with the environment). But given its importance and different
use from the application perspective, it is convenient to
assign its own type of endpoint. CTP considers the following
clusters.

ClusterHMI INPUT. Itmanages configuration and operation
of simple input devices interface, such as buttons, switches, or

dimmers. It also considers groups of elements such as arrays
of keys to model a keypad.

Cluster HMI OUTPUT. It manages basic operation of simple
output devices such as LEDs and buzzers. It also considers
groups of elements such as arrays of LEDS to model a LED
strip.

4. IoT-Gateway Architecture

According to the proposed architecture, the different things,
maybe on several NoTs, must interconnect to the Internet,
that is, jumping to the IP world. In most cases, this involves
changing not only the communications protocol but also
communication technology, which imposes the need of a
gateway interfacing things and Internet worlds.

In the proposed architecture, the gateway is not a single
bridge between protocols; it is also an intelligence aggregator
and distributor of services. The IoT gateway must sup-
port management (discovering, recruiting, and connecting
devices) in the NoTs and provide interoperability between
them. Such duty requires that the IoT gateway have enough
power computation to handle requests and responses from
both domains and a flexible architecture to ensure interop-
erability. To accomplish such task, the layered middleware
architecture shown in Figure 4 is proposed.

Lower layer of the middleware is in charge of providing
base connectivity with the NoT through the device acting
as the network bridge, typically a USB dongle, a Bluetooth
device, or a TCP socket which results in a sort of serial
connection object allowing sending and receiving bytes as
data streams.

Second layer adds meaning to those bytes, implementing
the specific communication protocol of the bridge and
allowing effective communication with the NoT. This results
in an object representing the bridge, which encapsulates
the communication protocol with appropriate methods and
fields.

Middle layer is in charge of managing the NoT through
the usage of the bridge representation service, being capable
of discovering network devices (things), recruiting them,
and handling network unavailability. At this layer, objects
representing network devices are available, although they are
already described in terms of the underlying technology.
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Figure 5: Test scenarios.

In the next layer, objects related to NoT devices are
described as CTP objects, regardless their network tech-
nology, and full interoperability among things is achieved.
CTP objects are described as a main device representing
the endpoint BASE plus a collection of channels related to
remainder endpoints.

Upper layer is devoted to gateway IoT services, which use
CTP objects to link them to remote services (such as sending
data to a remote database or allowing accessing a thing from
a remote client) or build local services to perform offline
operations.

5. Experimentation and Results

CTP has been successfully applied in several projects, but
the largest implementations have been done in two European
projects: “Easy Line Plus” [38] in the domain of Ambient
Assisted Living and “Renaissance” [39] in the domain of
Energy Efficient Buildings. The Easy Line Plus project sets
the frame to define the CTP protocol, but it was within the
Renaissance project where all the aspects described above
have been formally deployed and tested. Therefore, we will
describe below the Renasissance project setup.

5.1. Test Scenario. “Renaissance” main objective is energy
saving, through the implementation of bioclimatic buildings,
urban planning and rehabilitation, incorporating renewable
energy, and reduction of energy consumption in households
by improving habits of energy usage by users. Through
remote data analysis, the system derives user patterns relating
their energy consumption and comfort variables and then
issues recommendations in order to increase their awareness
and enhances energy savings. This requires an accurate and

long-term monitoring of energy consumption and environ-
mental conditions in order to generate enough data to extract
relevant information.

To meet the needs of this project, the IoT paradigm is
the ideal solution. The simplified structure of the system
is a number of things that ubiquitously extract context
information (temperature, humidity, heating energy, and
power consumption). Through the proposed architecture,
this information is handled (data aggregation, data base
management, and cloud computing) and analyzed (habits
recognition) to provide a range of services (data visualization,
user profiling, assessment of the best practices, and user
information through multimodal user interfaces).

Technically the system developed followed the archi-
tecture in Figure 1; things use ZigBee standard plus CTP;
IoT gateway is a Linux embedded PC running the already
presented middleware, and services run in different hosts
(PC, mobile phones) using data stored in the cloud. As
evaluation has been done in a real and operative deployment,
the system previously ensured a number of quality require-
ments such as stability, ease of deployment and maintenance,
and low intrusiveness in the context. Similarly, a number of
limitations related to the things have been solved, namely,
reducing power consumption to ensure months of operation
with the same batteries, cost-effectiveness, and reduced size.

Two different types of installations have been done as
follows (Figure 5):

(i) 80m2 dwellingswith oneZigBee network formed by 3
ambient (temperature + humidity) sensors, 1 heating
energy sensor, 1 monophasic power consumption
sensor, and an IoT gateway;

(ii) 20.000m2 building with one ZigBee network formed
by 70 ambient sensors, 20 triphasic power consump-
tion sensors, 17 routers, and an IoT gateway.
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Figure 6: Zigbee thing hardware implementation.

In both cases, although the environment is quite different,
the technological development is similar, allowing assessing
and evaluating CTP in different scenarios.

The system has been installed and was running for 9
months in 43 dwellings simultaneously (i.e., 43 systems) in
Zaragoza, proven to be stable, no maintenance was needed,
and the expected functionality was provided. The building
installation has been running for 6months (already running)
at the University of Zaragoza [40].

5.2. ZigBee Network of Things. Besides forming a ZigBee
network, the sensors developed allow sensing the physical
environment, connecting to analog or digital simple external
sensors (e.g., presence detector, magnetic contact, etc.), and
connecting to external commercial smart meters (e.g., com-
mercial electricity or heating water consumption).

The aforementioned 20.000m2 building with long cor-
ridors, anti-fire doors, and so forth is a challenging sce-
nario for wireless communication network with a hundred
of nodes. A multihop mesh topology with an overlap of
coverage areas and redundant communication paths was
deployed. The ZigBee network backbone is formed by 17
routers, 1 network coordinator, and a data sink connected
to the IoT gateway. The infrastructure is devoted to keep
routing tables to date and interconnect 90 CTP things (70
ambient sensors and 20 power consumption sensors) that
are ZigBee Sleepy End Devices. Any sensor enters low
power mode between measurements, being disconnected
from the network along this time, and its father (a router)
holds its messages. Periodically, sensors poll their parents
to check for incoming messages. This time between polls
introduces latency in the communication but reduces energy
consumption of the thing; to avoid possible loss of messages
it is set to 4 seconds. Also, time between measurements,
time between sending data, timestamping, and so forth can
be configured in order to balance power consumption and
application requirements. In this application, environmental
nodes measure and immediately send data every 10 minutes,

while power consumption sensors measure and store data
every minute and then send it every 10 minutes. As it is not
necessary thatmeasures are simultaneous, the update process
of the system is randomized to reduce the probability of
several things trying to send messages at the same instant,
which would increase medium access time and, therefore,
energy consumption.

5.2.1. Hardware. Hardware implementation (Figure 6) is
designed to be versatile. Device implementation is based in
a dual hardware architecture where a low power microcon-
troller (PIC18F26J11) runs the main application and controls
the network coprocessor that implements ZigBee Pro stack
(Ember 357). After deep analysis and experimentation, we
found architecturemore efficient in terms of power consump-
tion than using a system on chip solution (embedding a radio
module plus a programmable microcontroller) as it allows
splitting tasks between two specialized microcontrollers, one
for sensing and processing tasks and the second for com-
munication [41]. The device additionally has an EEPROM
memory, a real time clock, expansion ports, a button, a LED,
and a temperature and humidity digital I2C sensor (Sensirion
SHT21). Along with these onboard capacities, the hardware
features two expansion ports: first for connection of external
analog/digital sensors and second for communications to
external systems. Thanks to them, different things are built: a
noninvasive AC current sensor (a SCT-013-000 0-100A split
core current transformer) enables power consumption sensor
and a communication port connected to a commercial device
(Kamstrup) for measuring heating water consumption.

5.2.2. Firmware. Accordingly, the basic configuration of the
device (only onboard capabilities) presents 5 endpoints: base
(base type), temperature (sensor type), humidity (sensor
type), button (HMI type), and LED (HMI type). Note that
although SHT21 sensor is a single electronic component that
measures temperature and humidity, there are two different
endpoints one for each magnitude.
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Nevertheless, similar to IEEE1451, access to both end-
points is possible using the proxy cluster within the base
endpoint. According to the devices connected to the ports
described above, news endpoints (power and heating water
consumption, both sensor types) are added when necessary.
The CTP protocol is therefore suited to the different charac-
teristics of the hardware, while performing an abstraction of
it.

Clusters implemented per endpoint are as follows:

(i) BASE: device, power (for battery level monitoring),
time (to provide timestamps), proxy, and behavior (to
program clima control when event happens),

(ii) SENSOR: sensor (to provide single measurements),
sensor event (to get events when upper and lower
thresholds are surpassed), and sensor stats (to provide
maximum and minimum levels),

(iii) HMI: HMI input (to handle button events) and HMI
output (to handle LED operation).

The use of CTP provides a structured and simple pro-
gramming strategy, which results in modular code with high
reusability. Figure 7 shows a simplified view of the proposed
structure for a common firmware of a thing: configuration
of the microcontroller, peripherals, ZigBee communications,
and CTP and system behavior.

5.3. IoT Gateway. An embedded computer running Linux,
where the middleware described before was implemented,
acts as the IoT gateway. The middleware architecture falls
within the SOA (Service Oriented Architecture) paradigm,
and we use OSGi [42] (Open Services Gateway initiative) as
development framework. OSGi defines a framework where
pieces of code are organized into bundles that can be
managed separately. OSGi bundles are agents whichmight be
dedicated to specialized tasks, such as handling a serial port,
providing a command line interface, collecting, aggregating
and analyzing data, and so forth.These bundles communicate
and interact with each other by means of services which are
publishedwithin the framework, and each bundle can acquire
and utilize them.Themain strength ofOSGi is that the frame-
work manages these bundles dynamically, allowing them to
be upgraded without terminating the full application, as well
as enabling the availability of the services to other bundles
depending on the situation. That allows us provinding new
features and capabilities to the IoT Gateway by adding new
services, which may use the services already existing in the
framework, but keeping current features unaltered.

Using OSGi as development framework also eases devel-
opment of the middleware layers, as we may focus on
one single layer when developing, comprising one of more
bundles, while the whole application layers will be arranged
on execution time. Middle-layer interfaces are also defined to
specify interoperability among adjacent layers and eliminate
direct dependencies among bundles implementing each layer.
According to Figure 8, the different layers have the following
objectives.

(i) The network bridge is a USB dongle with a ZigBee
module that can be controlled through an AT com-
mand interface on a serial port. On the lower layer,
the Serial Communication middle interface defines
a SerialConnection service, which basically allows
writing bytes and notifies about incoming bytes, and
a SerialDriver service, which is in charge of creating
and discovering available SerialConnection services.
Main bundle implementing this layer operates the
UART interface, but other stream-based interfaces,
such as a Bluetooth connection, may adopt the same
middle-layer interface, allowing communication with
Bluetooth devices transparently to the upper layers.
In our particular case, we have implemented an
application service that wraps a SerialConnection
into a TCP socket, and at the remote client, another
bundle creates a SerialConnection services that allows
communication with the SerialConnection services
on the server side like a local one. This would allow
any service on the Internet to remotely handle the
serial port traffic, which is very useful for debugging
or auditing deployed IoT systems.

(ii) On the NoT Bridge Interpretation layer, a Zigbee-
Gateway bundle looks for newly created SerialCon-
nection services, checks if they correspond to the Zig-
bee USB dongle, and creates ZigbeeGateway services
implementing the AT command protocol in such a
case. Again, the ZigbeeGateway service is defined in
the ZigbeeGateway middle interface, which isolates
layers and allows using different versions of the USB
dongle.

(iii) Above that, there is a ZigbeeDriver, which uses the
ZigbeeGateway to accomplish network management
tasks, such as network creation or device enumer-
ation, and a Driver Manager which uses the Zig-
beeDriver to perform automatic maintenance tasks
such as message route maintenance. It would be
possible to aggregate these services into a single
one but that will introduce complexity and hinder
interoperability, whereas using separated services
increases reliability and robustness as units of code are
smaller and easier to test. This allows also deploying
gateway facilities to accomplish transversal tasks,
such as network monitoring, debug, maintenance,
and commissioning, which may use limited parts of
theDriver Layer. In the case of having other networks,
the scheme is similar. The ZigbeeDriver will create
ZigbeeNode services representing nodes in the net-
work which allows sending and receiving messages
to and from the physical device and provides Zigbee
related properties such as its MAC address or its type.

(iv) On the CTP Devices layer, a CTP Driver service will
use the ZigbeeNode services to create CTP Device
services representing the real devices available on the
NoT, following the CTP definition. This layer isolates
devices’ technology and registers them attending to
their nature in order to provide interoperability; a
temperature sensor always provides temperature the
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Figure 7: ZigBee thing firmware implementation.

same way regardless its technology.There are also dif-
ferent gateway facilities at this level (web services and
TCP sockets) providing Internet access and virtual
representation in order to allow remote applications
to use NoT infrastructure.

(v) At the IoT services layer, a Data Collector service
tracks for CTP Device services of type Sensor, sub-
scribes itself to receive a notification when a new
sensor value is received, and sends a data report to
a remote database, where it can be accessed from
elsewhere.

At this point, local network devices, which were not
able to reach the IoT by themselves, are now represented

by OSGi services which are smart enough to operate on
the IoT and among them. Internet applications access-
ing those things require address resolution services which
allow reaching them through an URL [2]. This is over-
come by delegating things’ addresses resolution to the IoT
gateway which forwards incoming requests to the physical
thing. Thus, accessing things from the Internet is granted
by knowing the IoT gateway address. It is also feasible
that things themselves access the IoT services directly; for
example, we feed data from sensors to IoT services on
the cloud specialized on data managing like Cosm [43] or
Nimbits [44].

On top of the middleware described and thanks to the
OSGi modularity, we also have developed communications
terminal to sniff ZigBee communication (mainly intended as
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a development tool for hardware/firmware/software develop-
ers) and aNetworkManager that allows full management and
commissioning of deployed ZigBee networks.

5.4. System Performance. The system deployed is built by a
backbone of 19 nodes (1 coordinator, 17 routers, and 1 data
sink) that exchange network management messages. Also 90
sleepy sensors poll their parents every 10 seconds and report
the data sink every 10 minutes. Due to network topology,
some sensor messages must be relayed by routers up to
five times to get to the data sink which passes them to the
IoT gateway that maintains network’s virtual image, checks
data inconsistencies, registers loss of expected messages, and
uploads data to exploitation database. These processes allow
network commissioning, node-problem targeting, and data
integrity validation.

Evaluating the quality of service (QoS) of an IoT appli-
cation is not easy as it is a large and complex system
based on heterogeneous technology and high application
dependency. Currently, there are not well-defined standard
metrics that can be used as a common agreed andwidespread
comparison of IoT systems; derived from this application
specificity, researchers usually define their own metrics [45–
47]. As IoT is usually made up by different subsystems, it is
possible to analyze the layers separately; for example, there
are manymetrics to evaluate the effectiveness of data transfer
in networks [48]; however, the success of an IoT should be
assessed as a whole not just one particular aspect of the
architecture [49].

The system proposed uses 90 sensors to deterministically
measure ambient and power consumption information and
make it available in the IoT.Three different areas are assessed:
relative and absolute energetic cost, data efficiency, and
message latency.

Data efficiency considers the amount of data generated in
the ZigBee network and the data correctly stored in the cloud
database. Similar indicators are used to assess the quality of
a communication network, in which case it is common to
consider lost messages and total messages. However, for the
global evaluation of the IoT is preferable to consider both
ends of the system, thus we use themessages generated by the
physical things and the amount of data available in the logical
scope. Note that if there would be nondeterministic events
(e.g., alarms, presence detection, etc.) the data generated
in the IoT will not be known a priori and also difficult to
measure. We define the data efficiency of the IoT, DEIoT, as

DEIoT =
DAIoT
DGNoT

=
DAIoT

∑
𝑛

𝑖=1
(MS
𝑖
× ND

𝑖
)
, (1)

whereDAIoT is the data available on the IoT,DGNoT is the data
generated by the NoT, 𝑛 is the number of things, MS

𝑖
is the

number of messages sent by thing 𝐼, and ND
𝑖
is the amount

of data sent in each message (we assume this is constant for
all the messages sent by a thing). This value can be measured
accumulated or disaggregated in different periods to assess
the variation of stability over the time. In our case, we check
the number of new registers in database and considering
that the total number of inputs should be 12960 per day
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Figure 9: Latency time intervals.

(defined by the number of things and their scheduling), we
can calculate the ratio. In our case, the accumulated data
efficiency is 98.3%. It has been found that in general, errors are
due to failures on the electrical supply or Ethernet network
not directly attributable to the system.

Message latency quantifies the availability of a thing in
order to exchange information with it. Again, we consider
this availability from the IoT layer, that is, how much time
takes to force a sensor to refresh, and effectively update the
data in the cloud. There are two main factors that influence
this indicator: how many hops away from the gateway is the
sensor and how much time does the sensor spend in sleep
mode (i.e., disconnected from the ZigBee network).Thus, we
define the message latency per hop, MLH

𝑗
, as:

MLH
𝑗
=
∑
𝑛𝑗

𝑖=1
RT
𝑖𝑗

𝑛
𝑗

, (2)

where RT
𝑖𝑗
is the response time for thing 𝑖, which is 𝑗

hops away from the gateway, and 𝑛
𝑗
is the number of

things being 𝑗 hops away from the gateway. Figure 9 shows
the latency intervals (in seconds) within a 95% confidence
interval according to the distance in hops between sensor and
gateway. If we need to provide a global metric of the system
latency we would say it will be between 0,6 s and 15,9 s.

Energy consumption of a device is a common indicator
of its efficiency. In the particular case of IoT, we must take
into consideration the consumption of the things andalso
communications infrastructure (routers) and logical infras-
tructure (gateway). Given the data volume managed, energy
consumption of routers and gateway is independent from the
amount of data sent by things, and the absolute energetic cost
of the system over time AEC(𝑡) can be defined as follows:

AEC (𝑡) = [𝑃Gtw + 𝑛𝑅 × 𝑃𝑅 +
𝑛

∑

𝑖=1

𝑃
𝑖
] × 𝑡, (3)

where 𝑃Gtw is the power consumption of the gateway, 𝑃
𝑅

is the power consumption of a router, 𝑛
𝑅
is the number of

routers, 𝑃
𝑖
is the power consumption of thing 𝑖, and 𝑛 is the

number of things. As we show in [41] to calculate a thing’s
power consumption, a good characterization of its duty cycle
is required. We have defined the figure of merit of power
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proposed scenario when including new devices.

consumption for each type of thing and the routers and we
consider constant the power consumption of the gateway.
For the proposed IoT, the absolute energetic cost in one
day is 19,76MJ (5,49 kW⋅h). It is important to remark that
only 0,013% of the energy is due to things, battery-powered
devices. Given that in the proposed scenario, the number
of data and time are directly related, we can also define the
relative energetic cost REC as the energy required per byte of
processed data during a day:

REC = AEC (𝑡)
DAIoT

1 day
. (4)

For the present IoT application we have a relative
energetic cost of 121,97 J per byte sent. This includes 15mJ
corresponding to the energy drained from batteries. This
parameter is related to the scalability of the network; if we
enlarge the communications infrastructure (more routers to
have broader coverage) and increase the number of things (to
havemoremeasurement points), relative energetic cost varies
as in Figure 10.

Including new sensors supposes decreasing the REC as
they provide additional data with reduced energy consump-
tion. Specifically, power sensor consumption is related to
a better REC than ambient sensor as it sends more data
(44 bytes versus 4 bytes) with a similar energy consumption.
As expected, including routers improves network backbone
and/or range but worsens the metric, as they do not increase
DAIoT.

6. Discussion

Main conclusion of the described field trial is that architecture
and the protocol proposed are feasible in large and long-term
IoT deployments. Also it demonstrates that implementation
of CTP over ZigBee in order to create low power things
(running with batteries for a year) that efficiently integrates
in an IoT system is possible. As we developed the whole
system, from the hardware design of things to the service
implementation, our concerns have been from the limited

resources of hardware and firmware to the versatility and
generality required by applications.

In order to analyze under which circumstances CTP
is a convenient option, Table 1 compares it with main IoT
protocols mentioned in Section 2. Three different levels are
identified: (1) standard communication protocols (6lowPAN,
RFID, WiFi, Cellular, ZigBee, and Bluetooth), (2) protocols
abstracting from communication media and being mounted
over the protocol’s payload (IEEE1451, CTP), and (3) proto-
cols assuming IP connectivity on anything (CoAP, RESTfull-
HTTP, XMPP, MQTT, SensorWeb, EEML, and SenseWeb).
Comparison items are as follow.

(i) Application layer interoperability among things indi-
cates whether things can effectively exchange infor-
mation among them, for example, if a light controller
(protocol A) can be operated by a light sensor (pro-
tocol B). Communication standards (1) are limited on
this because they are not intended to define how to
interoperate with other standards. On the other side,
protocols abstracting from communication standard
(2, 3) are precisely designed to enable this feature.
Also IP-based protocols (3) are more restrictive as
they need that things are IP enabled.

(ii) Things’ representation models indicate if the protocol
provides a virtual representation of things; for exam-
ple, a temperature sensor has some characteristics
(range, accuracy, etc.) and provides some methods
(get temperature measurement, configure it, etc.).
The protocols that just consider data exchange (e.g.,
6LowPAN, WiFi, or MQTT) do not provide this def-
inition hindering interoperability. ZigBee and Blue-
tooth define some things, those considered in their
applications. IEEE1451, CTP, and SensorWeb define
how anything needs to be specified, for example, the
datasheet format.

(iii) Things’ interaction model: interaction means on step
further than representation as it implies providing
relationships among things, for example, how a light
controller can be operated by a light sensor.

(iv) Suitability for low power and lossy networks: this
relies very much on the possibility to run on wireless
sensor network standards, mainly ZigBee and 6Low-
PAN.

(v) Simplicity and exhaustiveness are important features
that determine adoption of protocols. For example,
IEE1451 is a very exhaustive protocol defining every-
thing in a sensor, but precisely this makes its use
complicated by an app developer that just wants
temperature value of a sensor.

According to Table 1, most similar protocols are CTP,
IEEE1451, and ZigBee Cluster Library. In order to make a
more detailed comparison among them, we define a scenario
based on a ZigBee temperature sensor where these three
specifications are encapsulated in the payload of the ZigBee
application layer (Figure 11).
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Table 1: IoT protocols comparison.

Application layer 
interoperability 
among things

Things’
representation 

models

Things’
interaction 

model 

LLN  (Low Power 
and Lossy 
Networks) 
suitability

Simplicity
Exhaustiveness 

and level of 
detail

1

6lowPAN, RFID, 
WiFi, and Celular

Limited to 
standard (stack 
layer)

No No 6lowPAN: excellent
Others: fair

Not applicable 
(App. layer not 
defined)

Not applicable 
(App. layer not 
defined)

ZigBee Cluster 
Library, Bluetooth

Profiles

Limited to 
standard (App. 
layer) 

Yes, but 
limited to 
specific
applications

Yes, but limited 
to specific
applications

ZigBee: excellent
Bluetooth: fair Good Excellent

2

IEEE1451 Full (delegated to 
NoT protocol)

Yes, but 
limited to  
sensor and 
actuators

Yes, but limited 
to sensor and 
actuators

Excellent Good Excellent

CTP Full (delegated to 
NoT protocol) Yes Yes Excellent Excellent Good

3

CoAP,
RESTfullHTTP,
XMPP, MQTT

Full (delegated to 
IP protocol) No No CoAP: good (UDP)

Others: fair (TCP)

Not applicable 
(App. layer not 
defined)

Not applicable 
(App. layer not 
defined)

SensorWeb, 
EEML, SenseWeb

Full (delegated to 
IP protocol) Yes No Fair (TCP) EEML: Excellent

Others: Fair
EEML: Good
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Figure 11: ZigBee protocol encapsulation.

Communication is established through requests and cor-
responding responses; Table 2 contains the frame descrip-
tions for the three cases. Each frame includes different fields
defined in the specifications.

In order to use the temperature sensor several requests
need to be answered by the sensor: (1) retrieving gen-
eral information about the device, (2) retrieving chan-
nel/endpoint mandatory information, and (3) retrieving
temperature measurement. If using ZCL, sensor temperature
must be 2 bytes in length, in degrees Celsius, and specified
in the range from −273.15∘C to 327.67∘C with aresolution
of 0.01∘C. Thus, step 2 is not needed as information about
the measure is already defined. This is positive in terms
of easy use but limitative in some cases; if using CTP or
IEEE 1451, variables such as accuracy, range, units, and so
forth are open to the hardware developer and must be
specified in the channel/endpoint mandatory information.
Table 3 indicates the number of bytes exchanged for each

action and the number of variables encoded. It should
be noted that just mandatory fields are considered in the
table.

Regarding protocol efficiency, it is obvious that ZCL is the
most efficient, but this has important implications: as ZCL
focuses on specific application domains (home and building
automation, health, etc.) if the thing is not specified in the
standard or the representation of the information differs from
it, its implementation is not possible and thus it will not be
interoperable. For example, there is no way to use inertial
sensors according to ZCL.

On the other hand, IEEE 1451 is the heaviest protocol
because it leaves open a lot of variables. This flexibility turns
to be itsmain drawback to be used in IoT applications because
it makes it too complicated for developers not versed into
electronics. Additionally, as it is more oriented to electronics
than to application, it does not consider human-machine
interfaces in its specification, just sensors and actuators.
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Table 2: Frame description of IEEE 1451, CTP, and ZCL.

Header Payload

IEEE 1451

Request
(6 + n) bytes

Response  
(3 + n) bytes

CTP CTP Frame
(5 + n) bytes

ZigBee
Cluster 
Library

ZCL Frame
(5 + n) bytes

Destination transducer channel: 2bytes
Command Class: 1byte
Command Function: 1byte
Offset Length: 2bytes

Success flag: 1byte
Offset Length: 2bytes

Endpoint destination: 1byte
Length: 2bytes
Cluster identification: 1byte
Command identifier: 1byte

Frame Control: 1byte
Manufacturer code: 2bytes
Transaction sequence number: 1byte
Command identifier: 1byte

Id attribute: 2bytes

Data: nbytes

Value attribute: nbytes

Value attribute m: nbytes
Id attribute m: 2bytes

Data: nbytes

Data: nbytes

...

Table 3: Number of payload bytes (differentiating request + response) and variables associated.

IEEE 1451 CTP
ZigBee Cluster 

Library
Observations

Bytes Variables Bytes Variables Bytes Variables

Retrieve general 
information about the 

device

50 (7 + 43)
21

45 
(5 + 31)

5
14 

(7 + 7)
1

In case of ZCL, information obtained is partial, 
same amount/type of variables must be done 
from a lower level of the protocol; at ZigBee 
Device Object.42 (7 + 35)

Retrieve channel/endpoint 
mandatory information

111 (7 + 104)
18

34
(5 + 29)

7 ZCL strictly defines the nature of the variables 
in each cluster, so no need to declaration. 33 (7 + 26)

Retrieve temperature 
measurement

12 (7 + 5) 1
12

(5 + 7)
1

14 
(7 + 7)

1

— —

As a summary, CTP is a balanced protocol especially
suited for the IoT allowing definition of any device and just
specifying those variables that are needed at application level.
As it can be efficiently encapsulated in any communication
protocol, it is strongly focused on the interoperability of
things while considering their technical limitations (energy,
processing, and communication capabilities). CTP is based
on an ontological representation and interactionmodel; thus,
besides interoperability, it allows local intelligence and inter-
action among things. Also as it describes the characteristics
and properties of things, higher-level protocols can use it as a
source of information.

7. Conclusions

IoT is perceived as a huge generator of services and appli-
cations, but it requires that two important issues to be
solved: things’ connectivity (communication of the physical
things with the Internet) and interoperability at all levels
(understanding of the information exchanged). This paper
emphasizes the need to maintain an integrative and broad
point of view when considering architectures and proto-
cols for IoT. Considering IoT development areas and their

associated technologies, an architecture and protocol with
a comprehensive view considering current technological
capabilities at all levels (services, gateway communications,
firmware, and hardware) are proposed.

In order to tackle connectivity challenge, the appropriate-
ness of using gateway-based solutions to connect Networks
of Things with the Internet has been discussed. This is
considered an optimal way to solve the problem of the
heterogeneous networks, jumping from the real world to
the IP world and ensuring the unambiguous designation of
each of the things in the Internet, performing a tunneling
process (e.g., the need of a unique identification). Regarding
the functionality of the IoT gateway, the use of layered and
modular middleware architecture to constitute a versatile,
interoperable, scalable, and easy to maintain system has been
proposed.

Common Things Protocol (CTP) has been presented as
a solution to provide interoperability among things. Main
guidelines considered in its design are an ontological repre-
sentation and interaction model of things andimplementa-
tion feasibility in standard communication protocols. CTP
reflects the need for equilibrium between the networks of
things, data traffic, and virtualized world of things, which
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is not common in the current proposals. Main principles
of CTP are self-description of the nature and capabilities
of the thing, organization capabilities through the endpoint
and cluster concepts, simplifying the use of the thing in
standard situations through mechanisms such as modes and
scenarios, allowing distributed intelligence by using bindings
and behaviors, and being simple and compact to ease its
implementation fitting on current standard communication
protocols.

The IoT architecture (ZigBee network of things, IoT
gateway and related Internet services) and CTP proposal
have been implemented in two European research projects
related to smart environments for Ambient Assisted Living
and energy efficiency. The paper describes specific hardware
and software implementations and deployment in large scale
environments, with real end users, during periods of several
months. We also measure energetic cost, data efficiency, and
message latency metrics demonstrating proposal’s feasibility
and suitability in order to meet current IoT requirements.

This paper does not intend to define a standard but an ini-
tial proposal to adopt a minimum agreement (currently not
considered in the state of the art) with a global and inclusive
vision that facilitates the development of the IoT. To this end,
it should be mentioned that most of the developments shown
have been carried out under open source license, in particular
CTP is accessible and well documented [50].
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The sensing data of nodes is generally correlated in dense wireless sensor networks, and the active node selection problem aims
at selecting a minimum number of nodes to provide required data services within error threshold so as to efficiently extend the
network lifetime. In this paper, we firstly propose a new Cover Sets Balance (CSB) algorithm to choose a set of active nodes with the
partially ordered tuple (data coverage range, residual energy). Then, we introduce a new Correlated Node Set Computing (CNSC)
algorithm to find the correlated node set for a given node. Finally, we propose a High Residual Energy First (HREF) node selection
algorithm to further reduce the number of active nodes. Extensive experiments demonstrate that HREF significantly reduces the
number of active nodes, and CSB and HREF effectively increase the lifetime of wireless sensor networks compared with related
works.

1. Introduction

A wireless sensor network consists of spatially sensor nodes
which are generally self-organized and connected by wire-
less communications [1]. Today such networks are used in
many industrial and consumer applications, such as traffic
data collection, vehicular monitoring and control, security
surveillance, and smart homes. Each sensor node is equipped
with a sensing device which can detect the environmental
condition. The nodes are also powered by limited batteries
and it is difficult or impossible to replace them in some
special environments. It is why energy efficiency is always the
most important criterion for such networks. One important
approach to extend the network lifetime is to reduce the
number of required packet transmissions in the network [2–
5], such as clustering [6–11], in-network data aggregation
[12–18], and approximate data collection [19, 20]. In these
scenarios, all nodes in the network are considered active and
the data are gathered from all nodes during the collecting
process.

However, it is not an efficient way to collect all raw data
from each node in some special applications which aim to

collect information originated from the environment, such
as temperature, humidity, and pressure. In these applications,
it is fully tolerant if the final collected information is just
within error threshold. The sensing data of each node is
generally a noise version of the observed phenomenon and
there is a deviation among them due to distance, location,
or node sensitivity. Nodes are generally correlated if they
are observing the same physical phenomena. Correlations
between nodes are described in some simple ways such as
the maximum or minimum value between nodes [21]. In
this paper, correlation occurs if the sensing data of simple
node can be obtained from the other nodes. Accordingly, a
subset of active nodes can be selected to provide the required
sensing service within error threshold, and the rest nodes
can go to sleep and preserve energy. In this way, the active
node selection strategy with correlation optimization not
only prolongs the network lifetime, but also helps to solve
other issues in dense wireless sensor networks [22], such
as lower network throughput, serious node conflict, and
excessive packet transmissions.

How to describe the correlation among the sensing data
quantitatively is the key issue when achieving an efficient
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active node selection strategy.The distance function is gener-
ally considered as an important model to formulate the data
similarity between nodes because the sensitivity is sometime
related to the distance between the source and sensing device.
Here we adopt Manhattan distance between sensing data as
error metric [22]. Based on the observation that the sensing
data are similar to each other if they are close enough, Kotidis
[23] proposes Snapshot query in which only selected active
nodes report their sensing data, and sensing data of one-hop
nodes is computed by active nodes. Liu et al. [24] propose
an EEDC algorithm which divides the nodes into disjoint
cliques based on spatial correlation so that the nodes in the
same clique have similar sensing data and can communicate
directly with each other. Hung et al. [22] propose a DCglobal
algorithm to determine a set of active nodes with high energy
levels and wide data coverage ranges.

Figures 1(a) and 1(b) show the selected nodes with EEDC
and DCglobal for a given wireless sensor network, where
each circle denotes one node (the sensing data value is
marked above the circle). The edge between a pair of nodes
denotes that they can communicate directly with each other.
Here we assume that Manhattan distance is used as the
similarity function and the error threshold is 0.5.The selected
active nodes are marked with black solid circle. The selected
active node set with EEDC is {𝑠

1
, 𝑠
2
, 𝑠
5
, 𝑠
6
, 𝑠
8
, 𝑠
9
, 𝑠
12
}, and it

is {𝑠
1
, 𝑠
5
, 𝑠
10
, 𝑠
13
} with DCglobal. According to Figure 1, the

number of selected nodes with DCglobal is smaller than
EEDC in this example.

The concept of data coverage range is firstly introduced to
describe the correlation among nodes and defined as a node
set in which the distance between each element and the given
node is within the error threshold [22]. In fact, it is a simple
extension of one-hop data coverage [23]. Another issue of
[22] is the efficiency of proposed node selection algorithm.
The partially ordered tuple (residual energy, data coverage
range) is used to select an active node set, which ensures that
the selected nodes always have high reserved energy, but the
number of selected active nodes is not minimized.

To address these problems, we introduce several new
concepts, that is, cover set, active node, and covered node,
and propose a new Cover Sets Balance algorithm (CSB) to
choose a set of active nodeswithwide data coverage range and
high energy level by using the partially ordered tuple (data
coverage range, residual energy) and build the corresponding
cover set in sequence to ensure the selected active nodes have
high residual energy. In this way, the set of final selection
nodes generally owns larger residual energy and smaller
size, which helps to extend the network lifetime. Figure 1(b)
demonstrates the set {𝑠

1
, 𝑠
5
, 𝑠
10
, 𝑠
13
} generated by DCglobal

assuming that reserved energy is identical to all nodes in the
network, which is similar to the partially ordered tuple (data
coverage range, residual energy). Figure 1(c) demonstrates the
result as {𝑠

3
, 𝑠
5
, 𝑠
10
, 𝑠
13
} with the proposed CSB algorithm in

this paper. {𝑠
1
, 𝑠
7
, 𝑠
8
} is a cover set for node 𝑠

3
and each node

in the set is a feasible candidate regarding 𝑠
3
.

In the following we show some nodes can be further
removed from the selected active node set with CSB. As
shown in Figure 1(c), the sensing data of 𝑠

3
, 𝑠
5
, 𝑠
10

is 35.5,
36.1, and 34.5, respectively, the average value of 𝑠

5
and 𝑠
10

is 35.3. The Manhattan distances between 35.3 and sensing
data 𝑠

1
, 𝑠
3
, 𝑠
7
, and 𝑠

8
are 0.1, 0.2, 0.1, and 0.3 accordingly

(they are all less than the error threshold 0.5). It means that
the sensing data of CS

3
+ {𝑠
3
} is computed by 𝑠

5
and 𝑠

10
.

Accordingly, 𝑠
3
is removed and then we have a smaller active

node set {𝑠
5
, 𝑠
10
, 𝑠
13
}, as shown in Figure 1(d). Following this

observation, we introduce a novel concept Correlated Node
Set (CNS) and then we propose a High Residual Energy First
(HREF) node selection algorithm to reduce the number of
active nodes. The main contributions of this paper are as
follows.

(i) We propose a Cover Sets Balance algorithm (CSB) to
select a set of active nodes with wide data coverage
ranges and high energy levels. In each active node
selection step, we use the partially ordered tuple (data
coverage range, residual energy) to find an initial
active node set and then balance the size of the cover
sets in order to replace low-energy nodes.

(ii) We propose a Correlated Node Set Computing algo-
rithm (CNSC) to calculate the correlated node set
with minimum set size and maximum geometric
mean of residual energy of each node in the sensor
network by following the observation that some
nodes selected by CSB can be further removed.

(iii) We propose a High Residual Energy First algorithm
(HREF) to reduce the number of active nodes selected
with CSB by removing nodes which can be computed
by correlated node sets.

The rest of this paper is organized as follows. In Section 2,
we describe the system model. Section 3 introduces CSB and
HREF algorithms. The theoretical analysis of the algorithms
is proposed in Section 4. In Section 5, we describe the sim-
ulation results and performance analysis. Section 6 presents
the related works and Section 7 is conclusion.

2. System Model

A wireless sensor network generally consists of a set of
stationary nodes 𝑉 = {𝑠

1
, 𝑠
2
, . . . , 𝑠

𝑛
}, and each node in the

network has identical transmission radius 𝑟. The network is
formulated as an undirected graph 𝐺 = (𝑉, 𝐸) with 𝑉 as
the set of nodes and 𝐸 as the set of links. Without loss of
generality, both 𝑠

𝑖
and 𝑖 are used to represent one single node

in the network. There is a link (𝑖, 𝑗) between node 𝑖 and 𝑗 if
they communicate with each other directly.

The nodes are equipped with unreplaceable or unre-
chargeable batteries. The reserved energy for node 𝑖 at time
𝑡 is denoted by 𝑒

𝑖
(𝑡). The collected data from one single

node is a noise version of the practical phenomena. In
these applications, the collected information from the sensor
network is tolerant in case that it is within a given error
threshold 𝜀.

The notations used in this work are listed as the following:

𝑉: Set of nodes in the network
𝑛: Number of nodes in the network
𝜀: One given error threshold
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Figure 1: An example to demonstrate different algorithms. (a) EEDC, (b) DCglobal, (c) CSB, and (d) HREF.

𝑥
𝑖
(𝑡): Sensing data of 𝑖 at time 𝑡

𝑑(𝑥
𝑖
(𝑡), 𝑥
𝑗
(𝑡)): Distance between the sensing data of 𝑖

and 𝑗

Energy
𝑖
(𝑡): Residual energy of 𝑖 at time 𝑡

DCR
𝑖
: Data coverage range of 𝑖

CS
𝑖
: Cover set of 𝑖

CNS
𝑖
: Correlated node set of 𝑖

ANS: Active node set
𝑟: Transmission radius
𝑚𝑎𝑥𝑑: Maximal number of nodes in a correlated
node set

Event
𝑗
(𝑡): Value of event 𝑗 at time 𝑡

Interval: Interval to reselect a new active node set.

The correlation among sensing data especially in a dense
wireless sensor network is helpful to extend the network
lifetime. Some researchers studied the correlation between
nodes and provided some models [25]. Among all these
models, it is common to adopt distance function, such as
Manhattan distance 𝑑(𝑥

𝑖
(𝑡), 𝑥
𝑗
(𝑡)) to represent the correla-

tion between sensing data 𝑥
𝑖
(𝑡) and 𝑥

𝑗
(𝑡) at time 𝑡 [22], which

is represented as 𝑑(𝑥
𝑖
(𝑡), 𝑥
𝑗
(𝑡)) = |𝑥

𝑖
(𝑡) − 𝑥

𝑗
(𝑡)|. Without loss

of generality, we follow this correlation model in this paper.
Note that our algorithms are adapted to any other correlation
models with minor modification.
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The sensing data of 𝑠
𝑗
is called to be computed with the

sensing data of 𝑠
𝑖
if the sensing data has a high correlation

level; that is, 𝑑(𝑥
𝑖
(𝑡), 𝑥
𝑗
(𝑡)) ≤ 𝜀, where 𝜀 is the given error

threshold. 𝑆
𝑗
is also in the data coverage range of 𝑠

𝑖
. The

definitions are given as follows.

Definition 1 (data coverage range (DCR)). Given an error
threshold 𝜀 in the sensor network, the data coverage range
DCR
𝑖
of 𝑖 is a subset of𝑉, in which Manhattan distance from

each node to 𝑖 is no more than 𝜀, and 𝑖 ∉ DCR
𝑖
.

For the example in Figure 1(b), 𝜀 = 0.5, DCR
1
= {𝑠
3
, 𝑠
6
,

𝑠
7
, 𝑠
8
}, DCR

3
= {𝑠
1
, 𝑠
4
, 𝑠
7
, 𝑠
8
}, and so on.

Definition 2 (active node set (ANS) and active node). Given
a sensor network 𝐺 = (𝑉, 𝐸), an active node set (ANS) is a
subset of 𝑉, in which each 𝑖 ∈ 𝑉 either belongs to ANS or
one data coverage range DCR

𝑗
, where 𝑗 ∈ ANS. Any node in

ANS is named as an active node.

For the example in Figure 1(c), ANS = {𝑠
3
, 𝑠
5
, 𝑠
10
, 𝑠
13
} and

each node in the set is an active node.

Definition 3 (cover set (CS) and covered node). Given a
sensor network 𝐺 = (𝑉, 𝐸) and according ANS, the cover
set CS

𝑖
for any given 𝑖 ∈ ANS is a subset of DCR

𝑖
, and

CS
𝑖
∩ CS
𝑗
= 0 in case 𝑖 ̸=𝑗. Any node in CS

𝑖
is named as a

covered node.

For the example in Figure 1(c), CS
3
= {𝑠
1
, 𝑠
7
, 𝑠
8
}, 𝑠
3
is the

active node, and 𝑠
1
, 𝑠
7
, and 𝑠

8
are covered nodes.

Sensor data is affected by the events in monitored region,
and the influence of each event on a sensor is inversely pro-
portional to their distance. Here we assume that correlation
occurs among all active nodes in the sensor network.

Definition 4 (correlated node set (CNS)). Given a sensor
network 𝐺 = (𝑉, 𝐸) and its corresponding ANS, the cor-
related node set CNS

𝑖
for 𝑖 ∈ ANS is a subset of ANS, and

the arithmetic mean 𝑠 for sensing data of nodes in CNS
𝑖

satisfies the error threshold condition; that is, 𝑑(𝑥
𝑗
(𝑡), 𝑠) ≤ 𝜀,

𝑗 ∈ CS
𝑖
+{𝑖}.The sensing data of CS

𝑖
+{𝑖} is said to be computed

by CNS
𝑖
.

For the example in Figure 1(d), CNS
3
= {𝑠
5
, 𝑠
10
}, 𝑠 = 35.3,

𝑑(𝑥
1
, 𝑠) = 0.2 ≤ 𝜀, 𝑑(𝑥

7
, 𝑠) = 0.1 ≤ 𝜀, 𝑑(𝑥

8
, 𝑠) = 0.3 ≤ 𝜀,

𝑑(𝑥
3
, 𝑠) = 0.2 ≤ 𝜀.

Definition 5 (CNS computing problem). Given a sensor
network 𝐺 = (𝑉, 𝐸), ANS, sensing data 𝑋 = {𝑥

1
, 𝑥
2
, . . . , 𝑥

𝑛
),

cover sets CS = (CS
1
,CS
2
, . . . ,CS

𝑛
), and reserved energy

Energy = {𝑒
1
, 𝑒
2
, . . . , 𝑒

𝑛
}, the CNS computing problem is to

find a correlated node set CNS
𝑖
for node 𝑖 ∈ ANS, and the size

of |CNS
𝑖
| is minimized while the geometric mean of residual

energy 𝑒 is maximized, where 𝑒 = 𝑛√𝑒
1
𝑒
2
⋅ ⋅ ⋅ 𝑒
𝑛
.

Note that we adopt the geometric average of the residual
energy in the correlated node set by following the observation
that the average geometric averaging gives higher results for

lower variations in the data values for a given data set with a
fixed arithmetic [26].

Definition 6 (active node selection problem). Given a
sensor network 𝐺 = (𝑉, 𝐸), the sensing data 𝑋 = {𝑥

1
(𝑡),

𝑥
2
(𝑡), . . . , 𝑥

𝑛
(𝑡)}, reserved energy levels Energy(𝑡) =

{𝑒
1
(𝑡), 𝑒
2
(𝑡), . . . , 𝑒

𝑛
(𝑡)} at time 𝑡 and given threshold 𝜀, the

active node selection problem is to select a set of active nodes
ANS(𝑡) at time 𝑡, where all sensing data in the network can
be computed by their corresponding active nodes, and the
network lifetime is maximized, that is, max{𝑡}.

The active node selection problem is to find the active
node set during each epoch and aim at maximizing the
network lifetime. The problem is proven to be NP-hard
by mapping it to the set covering problem or minimum
dominating set problem [26–28]. In this paper, we design
two heuristic algorithms, namely, CSB and HREF for this
problem.

3. Heuristic Algorithms

3.1. CSB Algorithm. Most related works use the concept of
data coverage range combined with energy to solve the active
node selection problem. In this sectionwe illustrate theCover
Sets Balance algorithm (CSB) based on the idea of data
coverage range.

In data collection process, only active nodes are required
to provide perception service, and the rest nodes are closed
to preserve energy. An intuitive approach for the node
selection process is to use the partially ordered tuple (data
coverage range, residual energy) [23]. Another approach is
to use partially ordered tuple (residual energy, data coverage
range) to select active nodes with higher residual energy
[22]. However, the number of selected nodes is generally
larger than the former approach, which means that more
energy consumption is necessary when providing perception
service during the given epoch. Obviously, we need a balance
between the two metrics, that is, the data coverage range and
residual energy.

The basic idea of Cover Sets Balance (CSB) algorithm is
described as the following: (1) generate an initial active node
set and the corresponding cover sets through the previous
data coverage range priority strategy; (2) replace active nodes
with high-energy candidates. Note that the candidates must
cover all nodes within the same cover set. For example, in
Figure 1(b), CS

1
= {𝑠
3
, 𝑠
6
, 𝑠
7
, 𝑠
8
}, CS
5
= {𝑠
2
, 𝑠
4
}, CS
10

= {𝑠
11
},

and CS
13

= {𝑠
9
, 𝑠
12
}. It is seen that 𝑠

1
covers four nodes,

namely, 𝑠
3
, 𝑠
6
, 𝑠
7
, and 𝑠

8
, and thus the candidate node for 𝑠

1

must cover the above four nodes too. However, if the cover
set is too large, it is possible to find no candidate nodes. The
case is similar when the cover set is too small. Obviously we
need a new method to provide more candidate nodes so that
the network lifetime is extended in an efficient way.

We adopt a cover set balance strategy to balance the
set size by moving nodes from larger cover sets to smaller
ones.The initial cover sets are sequenced in descending order
of the set size, and then we check nodes in one cover set
and try to move them to another with smaller size. This



International Journal of Distributed Sensor Networks 5

process continues until all sets are checked and finally they
are balanced. This strategy is helpful to increase the number
of candidate nodes with higher residual energy by cutting
down the maximal deviation of each cover set in the balance
progress.

The final step of the CSB algorithm is to replace the
selected active nodes with candidates by order of reserved
energy. In this way, we finally build an active node set with
the same size as its initial version but higher residual energy,
which is helpful to extend the network lifetime.

The CSB algorithm can be divided into three processes
and pseudocodes are shown in Algorithm 1.

The Initialization Process is used to build a primary
active node set and corresponding cover sets. The basic steps
are described as follows. There are two different states for
each node in the network, namely, Primary-Covered and Un-
Covered, which are used tomarkwhether it is within the cover
set of one node in the active node set. The states for all nodes
are initialized as Un-Covered (Line 3). Then we sort nodes
with partially ordered tuple (data coverage range, residual
energy) and initialize the active node set as empty set (Line
4-5). Finally, we check nodes in sequence with state as Un-
Covered, and add them into the active node set if the required
conditions are satisfied (Line 6–11).

TheCover Set Balance Process aims at balancing the size
of cover sets generated with the Initialization Process. Firstly,
the cover sets are ordered and checked accordingly to their
set size (Line 13). Secondarily, nodes in a given cover set CS

𝑖

are sorted into a sequence with descending order of their
deviation to 𝑖 (Line 15), and they are moved to another cover
set with smaller size (Line 16–19).This process continues until
all nodes in the cover set are checked (Line 14–20).

The Node Replace Process focuses on nodes exchange
by replacing the low-energy active nodes with high-residual-
energy candidates. All feasible candidate nodes of 𝑖 are
checked (Line 23–25), and we select the one (marked as 𝑚)
with maximal residual energy among all these candidates
(Line 26). Finally, the active node set is updated as well as the
cover set for node𝑚 (Line 27).

The CSB algorithm follows the idea of replacing the
active nodes with candidates with higher residual energy.
However, it has the same number of active nodes compared
with the approach which only uses the partially ordered
tuple (data coverage range, residual energy). In the following
we introduce a new HREF algorithm to further reduce the
number of active nodes based on CNSC algorithm.

3.2. HREF Algorithm. Wefirst introduce an algorithm for the
CNS computing problem and then propose a High Residual
Energy First node selection algorithm (HREF) for the active
node selection problem.

3.2.1. CNSC Algorithm. The CNS computing problem is to
find one subset CNS

𝑖
for 𝑖 ∈ ANS and aim at minimizing

CNS
𝑖
as well as maximizing the geometric mean of residual

energy 𝑒 = 𝑛√𝑒
1
𝑒
2
⋅ ⋅ ⋅ 𝑒
𝑛
. To find out the optimal CNS

𝑖
, an

intuitive way is to calculate the average value of sensing data
for each subset ANS stored in a sequenced list 𝐿. Then,

pick out the average values whose deviation is no more
than 𝜀 and the corresponding correlated node set in the
list. Finally, select the CNS

𝑖
with minimized node set and

maximum geometric mean of residual energy as the final
correlated node set for 𝑖. Obviously, the above solution is to
find the optimal result but has exponential time complexity
(𝑂(2
|ANS|

)).
To reduce the time complexity, we assume each CNS

𝑖
has

at most𝑚𝑎𝑥𝑑 nodes, where𝑚𝑎𝑥𝑑 is a given value depending
on the network environment. The CNS computing problem
is then converted to the problem of selecting at most 𝑚𝑎𝑥𝑑

number of nodes in ANS within the error threshold. Then,
calculate each subset combinedwith the selected𝑚𝑎𝑥𝑑nodes
and add its average value into 𝐿 with the following iteration
process: in the 𝑖th iteration, the average value for each subset
of {𝑥
1
, 𝑥
2
, . . . , 𝑥

𝑖
} is calculated based on the average value of

subset of {𝑥
1
, 𝑥
2
, . . . , 𝑥

𝑖−1
}. There are two basic operations in

the iteration process, namely, (𝐿 + 𝑥) and merge 𝐿[𝐿, 𝐿 + 𝑥].
(𝐿 + 𝑥) represents the new list by adding 𝑥 into each element
in the initial sequence 𝐿, as shown in Form. (1); and merge
𝐿[𝐿, 𝐿+𝑥] represents the ordered list for the combined result
of 𝐿 and (𝐿 + 𝑥):

𝐿 + 𝑥 = {
𝐿 (𝑖) × 𝐿 count (𝑖) + 𝑥

𝐿 count (𝑖) + 1
: 𝑖 ∈ 𝐿} , (1)

where 𝐿(𝑖) denotes the 𝑖th data in 𝐿, and 𝐿 count(𝑖) denotes
number of nodes from which the average value is calculated.

Here we demonstrate an example to illustrate the two
basic operations. Let 𝐿 = {0, 36.1, 34.5, 35.3}, and 𝐿 count =
{0, 1, 1, 2}. Then, 𝐿 + 36.9 = {(0 × 0 + 36.9)/(0 + 1), (36.1 ×

1 + 36.9)/(1 + 1), (34.5 × 1 + 36.9)/(1 + 1), (35.3 × 2 +

36.9)/(2 + 1)} = {36.9, 36.5, 35.7, 35.83}. And merge 𝐿[𝐿,
𝐿 + 36.9] = {0, 36.1, 34.5, 35.3} + {36.9, 36.5, 35.7, 35.83} =

{0, 34.5, 36.1, 35.3, 36.9, 36.5, 35.7, 35.83}, 𝐿 count = {0, 1,
1, 2} + {1, 2, 2, 3} = {0, 1, 1, 2, 1, 2, 2, 3}.

In the following we illustrate the CNS computing process
for 𝑠
3
in Figure 1(c) by assuming that the residual energy is

identical to all. The input for the CNS computing problem is
described as CS

3
= {𝑠
1
, 𝑠
3
, 𝑠
7
, 𝑠
8
}, ANS − {𝑠

3
} = {𝑠

5
, 𝑠
10
, 𝑠
13
},

and 𝑋 = {36.1, 34.5, 36.9}. Initially, 𝐿 = {0}, 𝐿 count = {0},
and the corresponding set list as {{0}}.

(1) Consider the sensing data 36.5 of 𝑠
5
: 𝐿 = {0, 36.1},

𝐿 count = {0, 1}, and the corresponding set list as
{{0}, {𝑠

5
}};

(2) consider the sensing data 34.5 of 𝑠
10

: 𝐿 = {0, 36.1}+
{34.5, 35.3} = {0, 36.1, 34.5, 35.3}, 𝐿 count = {0, 1,
1, 2}, and the corresponding set list as {{0}, {𝑠

5
},

{𝑠
10
}, {𝑠
5
, 𝑠
10
}};

(3) consider the sensing data 36.9 of 𝑠
13

: 𝐿 = {0,
36.1, 34.5, 35.3} + {36.9, 36.5, 35.7, 35.83} = {0, 34.5,

36.1, 35.3, 36.9, 36.5, 35.7, 35.83}, 𝐿 count = {0, 1, 1,

2, 1, 2, 2, 3}, and the set list as {{0}, {𝑠
5
}, {𝑠
10
}, {𝑠
5
,

𝑠
10
}, {𝑠
13
},{𝑠
5
, 𝑠
13
}, {𝑠
10
, 𝑠
13
}, {𝑠
5
, 𝑠
10
, 𝑠
13
}}.
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Input: G = (V, E), 𝜀, X = {𝑥
1
, 𝑥
2
, . . . , 𝑥

𝑛
}, Energy = {𝑒

1
, 𝑒
2
, . . . , 𝑒

𝑛
};

Output: ANS, CS.
(1) //Initialization Process ( )
(2) Calculate DCR = {DCR1, DCR2, . . ., DCR

𝑛
}

(3) Set the state of all nodes as Un-Covered;
(4) Sort nodes into sequence with partially ordered tuple ⟨data coverage range, residual energy⟩;
(5) ANS← 0, CS← 0;
(6) for one maximal i in the sequnce with state as Un-Covered
(7) ANS← {𝑖} + ANS, and set i as Primary-Covered;
(8) for each j ∈ DCR

𝑖
− ANS with state as Un-Covered

(9) CS
𝑖
← {𝑗} + CS

𝑖
, and set j as Primary-Covered;

(10) end for
(11) end for
(12) //Cover Set Balance Process ( )
(13) Sort CS into a sequence with decreasing order of the set size;
(14) for each CS

𝑖
in the sequence

(15) Sort nodes in CS
𝑖
with decreasing order of their deviation to i;

(16) for each j in the sequence
(17) find out all k which satisfies 𝑗 ∈ CS

𝑘
and CS𝑘

 <
CS𝑖

, select k with minimal cover set size;
(18) CS

𝑖
← CS

𝑖
− {𝑗}, CS

𝑘
← CS

𝑘
+ {𝑗};

(19) end for
(20) end for
(21) //Node Replace Process ( )
(22) for each i ∈ ANS
(23) for each j ∈ CS

𝑖

(24) if 𝑑(𝑥
𝑗
, 𝑥
𝑘
) ≤ 𝜀 for any 𝑘 ∈ CS

𝑖
+ {𝑖} − {𝑗}, then mark j as a candidate of i;

(25) end for
(26) select a nodem from all candidates of i with maximal residual energy 𝑒

𝑖
;

(27) ANS← ANS + {𝑚} − {𝑖}; CS
𝑚
= CS
𝑖
+ {𝑖} − {𝑚};

(28) end for

Algorithm 1: Pseudocodes for Cover Set Balance (CSB) algorithm.

The deviation between 35.3 and the sensing data of nodes
in set CS

3
+ {𝑠
3
} is no more than 0.5, and it is similar to

35.7. Accordingly, the corresponding correlated node sets are
{𝑠
5
, 𝑠
10
} and {𝑠

5
, 𝑠
10
, 𝑠
13
} located at the 4th and 7th positions

in 𝐿. Finally, CNS
3

= {𝑠
5
, 𝑠
10
} followed by |{𝑠

5
, 𝑠
10
}| <

|{𝑠
5
, 𝑠
10
, 𝑠
13
}|.

Algorithm 2 provides the pseudocodes for CNSC algo-
rithm.

3.2.2. HREF Algorithm. For a given 𝑖 ∈ ANS, its sensing data
is computed with the nodes in CNS

𝑖
, which makes it possible

to shut off to preserve energy. The basic idea of the HREF
algorithm is described as follows: (1) build the active node
set ANS with CSB algorithm; (2) for each 𝑖 ∈ ANS, calculate
its correlated node set CNS

𝑖
; (3) remove certain active nodes

from ANS. The pseudocodes are shown in Algorithm 3.
In Line 3, an active node set is generated with respect

to the concept of data coverage range and corresponding
correlated node set in ANS.Then we mark all active nodes as
Un-Completed. There are two different states for each node in
the active node set, namely, Completed andUn-Completed. In
Line 4, we sort CNS with ascending order of their set size. In
Line 5–10, we checkwhether if an active node can be removed
from ANS and mark each node in CNS

𝑗
as Completed.

4. Theoretical Analysis

Theorem 7. The CSB and HREF algorithms correctly generate
an active node set for a given wireless sensor network even in
case that there are message losses.

Proof. ThecaseswithCSB andHREF are described as follows.

(1) Firstly, we prove that the sink node obtains all sensing
data of the nodes in Closed state through the selected
active node set. At the beginning of CSB and HREF,
all nodes are active nodes. The state that whether one
node is closed or not depending on the condition
whether the sensing data can be fused by the corre-
sponding correlated node set. In these algorithms, the
node is removed from the active node set only in case
the condition is satisfied.Thus it is sure that all sensing
data can be obtained from nodes in ANS calculated
via CSB and HREF.

(2) Secondly, we prove that CSB and HREF correctly
generate an active node set even in case that there
are message losses. Note that our algorithms aim at
shutting down certain nodes if they can be fused by
other active nodes, which means that these nodes
keep active if the above condition is not satisfied. It
is obvious that the message losses never reduce the
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Input: ANS, 𝜀, CS = {CS
1
,CS
2
, . . . ,CS

𝑛
},𝑋 = {𝑥

1
, 𝑥
2
, . . . , 𝑥

𝑛
}, Energy = {𝑒

1
, 𝑒
2
, . . . , 𝑒

𝑛
};

Output: ANS.
(1) for each i in ANS
(2) CNS

𝑖
= 0;

(3) for eachmaxd nodes in ANS
(4) placed them in node vector;
(5) 𝐿[0] = {0};
(6) for j = 1 to |𝑛𝑜𝑑𝑒 V𝑒𝑐𝑡𝑜𝑟|, L =mergeL (𝐿, 𝐿 + 𝑥

𝑛𝑜𝑑𝑒 V𝑒𝑐𝑡𝑜𝑟(𝑗));
(7) for each l in 𝐿[𝑖]

(8) for each𝑘 ∈ CS
𝑖
+ {𝑖} if 𝑙 − 𝑥

𝑘

 ≤ 𝜀 then temp = L pos(l);
(9) fork = |𝑛𝑜𝑑𝑒 V𝑒𝑐𝑡𝑜𝑟| − 1 to 0
(10) if temp > 2

𝑘 and temp ≤ 2
(𝑘+1)

(11) Dset = Dset + {the kth node in node vector}, temp = temp – 2
𝑘;

(12) end if
(13) end for
(14) if (|𝐷𝑠𝑒𝑡| <

CNS𝑖
) or (|𝐷𝑠𝑒𝑡| = CNS𝑖

 and ê(|𝐷𝑠𝑒𝑡|) > ê(|𝐷𝑠𝑒𝑡|), then CNS
𝑖
← Dset;

(15) end for
(16) end for
(17) end for

Algorithm 2: Pseudocodes for CNSC algorithm.

Input: G = (V, E), 𝜀,𝑋 = {𝑥
1
, 𝑥
2
, . . . , 𝑥

𝑛
}, Energy = {𝑒

1
, 𝑒
2
, . . . , 𝑒

𝑛
};

Output: ANS.
(1) Run CSB algorithm to obtain the initial ANS and CS;
(2) Run CNSC algorithm to obtain CNS;
(3) Mark all nodes in ANS as Un-Completed;
(4) Sort CNS with increasing order of their set size;
(5) for one minimal CNS

𝑖
in the sequence with CNS

𝑖
⊆ ANS

(6) if CNS
𝑖

̸=0, and the state of i is Un-Completed, then
(7) ANS← ANS − {𝑖};
(8) for each j ∈ CNS

𝑖
, mark j as Completed;

(9) end if
(10) end for

Algorithm 3: Pseudocodes for HREF algorithm.

number of active nodes, and thus CSB and HREF
correctly generate an active node set correctly in case
of message losses.

Theorem 8. The active node set size with CSB is at most (1 +

log 𝑛) × |𝑂𝑃𝑇1|, where 𝑂𝑃𝑇1 is the optimal active node set
with respect to the concept of data coverage range and 𝑛 is the
number of nodes in sensor network.

Proof. The active node selection problem with respect to the
concept of data coverage range is essentially a set covering
problems [27]. We regard the problem of selecting a smallest
size of active node set as the problem of selecting the
minimum size of subset in set-covering issue [22]. Similar to
the greedy approximation algorithm of set covering problem,
CSB also takes the greedy strategy to maximize the size of

data coverage range for each new added active node. Let
𝛿 be the size of selected active node set with number of
nodes |OPT1|, and let {DCR

𝛿1
,DCR

𝛿2
, . . . ,DCR

𝛿|OPT1|} be
the corresponding data coverage ranges of each active node.
For each data coverage range DCR

𝛿𝑖
, the maximal number

of selected active nodes is at most (1 + log(|DCR
𝛿𝑖
|)) with

the above greedy strategy.The total number of selected active
nodes is

𝑁
1
≤

|OPT1|
∑

1

(1 + log (CR𝛿𝑖

))

≤ |OPT1| × (1 + log (max CR)) ,

(2)

where max DCR = max{|DCR
𝛿𝑖
| | 𝑖 ∈ 𝑉}.

Due tomax DCR ≤ 𝑛, the size of the active node set with
CSB is at most (1 + log 𝑛) × |OPT1|.
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Theorem 9. The time complexity of CSB is 𝑂(𝑛
2
).

Proof. The CSB algorithm is divided into three processes as
mentioned.

In the Initialization Process, it is easy to know that the
time complexity of obtaining all node’s data coverage range is
𝑂(𝑛
2
).The time complexity of sorting nodeswith the partially

ordered tuple is 𝑂(𝑛 log 𝑛). The time complexity of selecting
a node with maximal data coverage range in the sequence is
𝑂(𝑛) and the process runs𝑂(𝑛) times. So the time complexity
of Initialization Process is 𝑂(𝑛

2
).

In the Cover Set Balance Process, the time complexity
for each covered node to find the active node is (𝑛 − |ANS|) ×
(|ANS|−1), where (𝑛−|ANS|) denotes the number of covered
nodes and |ANS| denotes the number of active nodes. So the
time complexity of the process is 𝑂(𝑛

2
).

In the Node Replace Process, the progress of selecting
the optimized candidate active node and replacing the low-
energy node is carried out simultaneously, and the time
complexity is 𝑂(𝑛).

So the time complexity of CSB is 𝑂(𝑛
2
).

Theorem 10. The size of the active node set with HREF is at
most (1 + log((1 + log 𝑛) × |𝑂𝑃𝑇1|)) × |𝑂𝑃𝑇2|, where𝑂𝑃𝑇2 is
the optimal active node set and n is the number of nodes in the
network.

Proof. We adopt a greedy strategy HREF to solve the active
node selection problem. The HREF is divided into two
phrases: the first step is the CSB algorithm and the second
phrase is to further reduce the number of active nodes
selected by CSB.

Assume that the size of active node set with CSB is 𝑚.
According to [28], the optimized number of active nodes has
upper bound as (1 + log𝑚) × |OPT2|, where OPT2 is the
optimal node set with respect to the concept of correlated
node set and depends on OPT1. According to Theorem 8,
the maximal number of active nodes selected by CSB is 𝑚 ≤

(1 + log 𝑛) × |OPT1|. Then the upper bound for the number
of active nodes selected by HREF is (1 + log((1 + log 𝑛) ×
|OPT1|)) × |OPT2|.

Theorem 11. The time complexity of HREF is 𝑂(𝑛
2
+ 𝑚 ×

(
𝑚

𝑚𝑎𝑥𝑑 ) × 2
𝑚𝑎𝑥𝑑

+ 𝑚
2
), where 𝑚 = (1 + log 𝑛) × |𝑂𝑃𝑇1| is

the maximal number of active nodes selected by CSB.

Proof. The time complexity of HREF includes three different
phases: the first step runs the CSB algorithm, the second
step runs the CNSC algorithm, and the third step shuts
down certain nodes. The time complexity for the first step is
discussed above as 𝑂(𝑛

2
). In the second step, each node 𝑖 ∈

ANS spends time𝑂((
𝑚

𝑚𝑎𝑥𝑑 )×2
𝑚𝑎𝑥𝑑

) to compute an optimized
correlated node set from all its correlated node sets, where
(
𝑚

𝑚𝑎𝑥𝑑 ) denotes the number of subsets and 2
𝑚𝑎𝑥𝑑 denotes

the time complexity of the sequence 𝐿. So all nodes totally
cost 𝑂(𝑚 × (

𝑚

𝑚𝑎𝑥𝑑 ) × 2
𝑚𝑎𝑥𝑑

) to calculate their corresponding
correlated node set. In the third step, the process of shutting

down redundant active nodes runs 𝑂(𝑚
2
) times. Thus, the

total time complexity of HREF is𝑂(𝑛
2
+𝑚×(

𝑚

𝑚𝑎𝑥𝑑 )×2
𝑚𝑎𝑥𝑑

+

𝑚
2
).

5. Simulation Results and Analysis

In this section, we demonstrate detailed simulation exper-
iments to evaluate the actual performance of the above
algorithms. Note that this paper focuses on the active node
selection problem by exploiting correlations among nodes
but has no concern with the aggregation operators or prob-
abilistic models. We compare the proposed CSB and HREF
algorithms with the DClocal, DCglobal [22], EEDC [24], and
Snapshot [28] by running them in the same networks as well
as the same parameters for the environment.

Here we adopt two main metrics for the algorithm
performance, namely, the number of active nodes and the
network lifetime. The number of active nodes is an impor-
tant measurement since data coverage basically aims at
minimizing the number of active nodes. We compare the
related algorithms via this metric for a given data collection
epoch. Meanwhile, the active node selection problem aims at
maximizing the network lifetime, and thus network lifetime is
adopted as the other metric for the performance comparison.

In this section, we first introduce the simulation envi-
ronment, then compare the algorithms via the number of
active nodes with different parameters, such as network
size, error threshold, and number of events, and finally we
compare themby themetric of network lifetimewith different
parameters as well as interval for each epoch.

5.1. Simulation Environment Setup. We adopt MATLAB as
the platform tool which is popularly used in the simulation
of wireless sensor networks. The network is set up by placing
|𝑉| nodes in a random manner. The events are randomly
deployed in the monitored region. The cost of information
collection is assumed 0.1 units during each epoch.

We adopt the approach of generating synthetic sensor
data on the monitored region. In the synthetic data set,
ℎ events are randomly generated as Event = {Event

1
(𝑡),

Event
2
(𝑡), . . . ,Event

ℎ
(𝑡)} and they are also randomly

deployed in the monitored region. The sensing data for a
given node is affected by these events which is inversely
proportional to their distance.The initial data of each event is
randomly selected from [20, 40].The value of an event Event

𝑖

at time 𝑡 is formulated as Event
𝑖
(𝑡) = Event

𝑖
(𝑡 − 𝑖𝑛𝑡𝑒𝑟V𝑎𝑙) + 𝑍

where 𝑍 is a random variable that follows the normal
distribution with mean 0 and variance 0.1, while Event

𝑖
(0) is

the initial value of the 𝑖th event. The data of node 𝑠 at time 𝑡
is computed by Formula (3):

𝑥
𝑠 (𝑡) =

𝑚

∑

𝑖=1

1/ (dist (𝑠,Event
𝑖
))

∑
𝑚

𝑗=1
(1/ (dist (𝑠,Event

𝑗
)))

× Event
𝑖 (𝑡) , (3)

where dist(𝑠,Event
𝑖
) denotes the square of the distance

between node 𝑠 and event Event
𝑖
and ℎ denotes the number

of events.
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Table 1: Default values for the simulation parameters.

Parameter description Default value
Target area size 100m × 100m
Network size 200
The location of sink (50, 50)
Transmission radius 20m
Number of events 10
Error threshold 0.5
maxd 8
Initial energy of each node 100 units
Energy cost for sensing during each epoch 0.02 units
Energy cost for transmission during each epoch 0.03 units
Fraction of alive nodes 75%
Interval for reselecting a new active node set 80 epochs

In this paper we focus on the node selection process and
its impact on the network lifetime, while the routing/path
selection are both ignored. Readers are guided to other works
for details about these issues [29–31]. The default values for
the simulation parameters are listed in Table 1.

5.2. Comparison of Number of Active Nodes. In this part,
we compare the performance of our algorithms with related
works by various parameters, including network size, error
threshold, and the number of events.

5.2.1. Impact of Network Size. The network size is set from
100 to 500 with increment as 100, and the simulation result
is demonstrated in Figure 2. It shows that the number of the
selected active nodes ascends with the network size when the
network size is smaller than 400. However, this trend is not
obvious when the network size is large enough (𝑛 = 500). A
certain number of active nodes are selected to perform the
data collection process especially when the network is dense
enough. This trend demonstrates the importance of active
node selection with correlative optimization during the data
collection process.

HREF always has better performance compared with
CSB, as we can see from Figure 2. For example, the number
of active nodes selected by HREF is only 80.91% of that by
CSB in case that the network size is 300. It demonstrates
that HREF is rather significant to reduce the active nodes by
removing nodes which can be computed by the correspond-
ing correlated node set with the help of CNSC algorithm.

In all cases,HREF andCSBhave better performance com-
pared with related algorithms, that is, EEDC, DCglobal,
Snapshot, and DClocal. When 𝑛 = 300, the number of
selected node is 15.05, 18.6, 20.75, 30.15, 28.35, and 34.65 with
HREF, CSB, DCglobal, EEDC, Snapshot, and DClocal.

5.2.2. Impact of Error Threshold. The error threshold varies
from 0.1 to 1.15 with increment as 0.15 in the simulations. As
shown in Figure 3, the number of active nodes selected by
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Figure 2:The impact of network size on the number of active nodes.
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Figure 3: The impact of error threshold on the number of active
nodes.

HREF is lower than other algorithms in all cases. As the error
threshold increases in the range of [0.1, 0.55], the number
of active nodes decreases significantly. However, it is not
obvious in the case that the error threshold is larger than 0.7.
Hence, it is helpful to reduce the number of active nodes if a
larger error threshold is tolerant in some applications.

5.2.3. Impact of the Number of Events. The number of events
varies from 5 to 40 with increment as 5 and the simulation
result is demonstrated in Figure 4. It shows that the number
of selected active nodes is independent of the number of
events by using the data computing Formula (2). It can be
seen that HREF and CSB have better performance compared
with related algorithms regardless of the number of events.

5.3. Comparison of Network Lifetime. There are variations
of measurement for network lifetime [27], such as the first
node to die, the number of alive nodes, and the fraction
of alive nodes. The measurement with the first node to
die is not a good measure metric in practical applications,
especially in the dense-deployed wireless sensor networks.
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Figure 4: The impact of the number of events on the number of
active nodes.

This is because the redundancy among correlated nodes is
helpful to illuminate the defect of single-node failure. The
definition based on fraction of alive nodes regards that the
network is alive when the fraction of surviving nodes remains
above a given threshold [32]. The network lifetime is defined
in this paper as the time period during which the fraction of
alive nodes remains above a given threshold and they are also
connected.

To measure the network lifetime, we have to determine
the relay nodes forwarding the sensing data from active nodes
by constructing a minimum Steiner tree [33]. The nodes
selected by the minimum Steiner tree construction step are
called Steiner nodes. Note that the relay nodes do not need
to sense data. In the following experiments, we compared the
network lifetime of our algorithms to related algorithms in
various environmental parameters.

5.3.1. Impact of Network Size. The network size is set from
100 to 500 with increment as 100, and the simulation result is
demonstrated in Figure 5. It shows that the network lifetime
increases along with the network size increasing. This is
reasonable because the number of selected nodes might be
independent on the network size. When there is enough
data redundancy among the sensing data, more redundant
nodes are used to extend the network lifetime, as shown
in Section 5.2.1, HREF and CSB have better performance
compared with related algorithms regardless of network size.
Especially, our algorithm works better when the network size
is larger than 200.

The HREF has significant improvement on the network
lifetime comparedwithCSB too. For example, the lifetime has
about 18.19% increment compared with CSB in case that the
network size is 300. It is reasonable since we adopt not only
node reduction but also node replacement strategies which
are rather helpful to enlarge the network lifetime.

5.3.2. Impact of Error Threshold. The error threshold varies
from 0.1 to 1.15 with increment as 0.15 in the simulations.
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Figure 5: The impact of network size on the network lifetime.
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Figure 6: The impact of error threshold on the network lifetime.

As shown in Figure 6, the network lifetime increases along
with the error threshold increasing. HREF and CSB have
better performance compared with the related algorithms,
that is, EEDC and DCglobal. CSB has a better performance
compared with DCglobal especially when the error threshold
is larger than 0.4. The network lifetime of HREF algorithm is
longer than the other algorithms in all cases.

5.3.3. Impact of Interval. The value of interval varies from 20
to 160 with increment as 20 in the simulations. In Figure 7,
the network lifetime increases along with the interval when
it is smaller than 80. However, this trend slows down
when interval is large than 80. It means that it benefits to
extend the network lifetime if a larger interval is tolerant in
some applications. In addition, HREF and CSB have better
performance compared with related algorithms regardless of
the interval.
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Figure 7: The impact of interval on the network lifetime.
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Figure 8: The impact of the fraction of alive nodes on the network
lifetime.

5.3.4. Impact of Fraction of Alive Nodes. The fraction of alive
nodes varies from 0.6 to 1 with increment as 0.05 in the
simulations. In Figure 8, the network lifetime decreases along
with the fraction of alive nodes increasing. The HREF has
better performance compared with related algorithms. The
network lifetime of CSB is longer than that of DCglobal when
the fraction of alive nodes is smaller than 0.95. However the
case changes when the fraction of alive nodes is larger than
0.95.This is because CSB balances between the data coverage
range priority and the energy priority. As the data coverage
range priority prefers to select nodeswith larger data coverage
ranges, these nodes with lower energy might be selected as
well, which results in rapid node failure and a dying network.
The similar conclusion is drawn in Section 3.1. However,
as the measurement of the first node to die is not suitable
measure metric for network lifetime evaluation in practical
applications, the CSB is still better thanDCglobal in this case.
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Figure 9: The impact of the number of events on the network
lifetime.

5.3.5. Impact of Number of Events. The number of events
varies from 5 to 40 with increment as 5 and the simulation
result is demonstrated in Figure 9. It shows that network
lifetime is independent of the number of events. However,
HREF and CSB have better performance compared with
related algorithms regardless of the number of events.

6. Related Works

Energy efficiency is a critical design consideration in battery
powered and densely deployed wireless sensor networks,
which can be achieved by minimizing the number of mes-
sages transmitted during the data collection process. Related
works include clustering, network coding, in-network data
aggregation, and approximate data collection.

Clustering is proven to be an effective approach to pro-
vide better data aggregation and scalability for large wireless
sensor network [6–11]. Recently, Aslam et al. [7] propose
a novel multicriterion optimization technique based on
energy-efficient clustering approach.This method takes mul-
tiple individual metrics as inputs in the cluster head selection
process and simultaneously optimizes the energy efficiency of
each individual node as well as the overall system. Karaboga
et al. [8] propose an energy-efficient clustering mechanism
based on artificial bee colony algorithm to prolong the
network lifetime. The simulation results show that the arti-
ficial bee colony algorithm based clustering approach can
be applied to routing protocols successfully. Naeimi et al.
[9] classify routing protocols according to their different
objectives andmethods by addressing both the shortcomings
and the strength of clustering process on each stage of cluster
head selection, cluster formation, data aggregation, and
data communication and summarized them into categories.
Moreover, Lloret et al. demonstrated in [10] that cluster-based
mechanisms allow multiple types of network topologies in
order to have the most efficient network. Lehasini et al. [11]
used clusters to improve the network coverage.
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In-network data aggregation [12–18] is another approach
to reduce the amount of data transmitted by the nodes and
prolong the network lifetime. It performs data aggregation
in network to reduce the amount of data transmission by
constructing a routing tree. In [12, 13] we can find complete
surveys on distributed database management techniques and
data aggregation forwireless sensor networks. Al-Karaki et al.
[14] present a Grid-based Routing and Aggregator Selection
Scheme (GRASS), which achieves low-energy dissipation
and low-latency without sacrificing quality. Seyin et al. [15]
propose a localized and energy-efficient data aggregation tree
approach called Localized Power-Efficient Data Aggregation
Protocols (L-PEDAPs) for sensor networks. Gao et al. [16]
jointly adopt the cooperative multiple-input-multiple-output
and data-aggregation techniques to reduce the energy con-
sumption per bit in wireless sensor network by reducing the
amount of data for transmission and better using network
resources through cooperative communication.

Approximate data collection is also an energy-efficient
approachwhich is further divided into two subcategories.The
first subcategory is approximate data collection via proba-
bilistic models of sensing data collected from wireless sensor
networks [19, 20]. Xua and Choi [19] propose a new class of
Gaussian processes for resource-constrained mobile sensor
networks and propose a distributed algorithmwhich achieves
the field prediction by correctly fusing all observations.
Min and Chung [20] present an approximate data gathering
approach which utilizes temporal and spatial correlations for
wireless sensor network and does not transmit the data to
the sink if the data are accurately predicted. The second sub-
category is approximate data gathering without probabilistic
models. Kotidis [23] propose Snapshot queries for energy-
efficient data acquisition in sensor networks. They constitute
a network Snapshot through selecting a set of active nodes
which is used to provide quick approximate answers to user
queries and reducing the energy consumption substantially in
wireless sensor network. Gupta et al. [28] design techniques
that exploit data correlation among nodes to minimize com-
munication costs incurred during data gathering in a wireless
sensor network. They design distributed algorithms that can
be implemented in an asynchronous communication model.
They also design an exponential approximation algorithm
that returns a solution within 𝑂(log 𝑛) of the optimal size.
Liu et al. [24] propose a data collection approach based on
a careful analysis of the sensor data. By exploring the spatial
correlation of sensing data, they dynamically divide the nodes
into clusters such that the sensors in the same cluster have
similar sensing time series which can share the workload of
data collection since their future data may likely be similar.
Hung et al. [22] propose an algorithm to determine a set
of active nodes with high residual energy and wide data
coverage ranges. Here, the data coverage range of a node is the
set of nodes that have sensor data very close to the particular
node. They also develop an algorithm to further reduce the
extra cost incurred in messages collection and transmission
for selection of active nodes.

In previous work, we have studied the minimum-latency
data aggregation problem and proposed a new efficient
scheme for it [34]. The basic idea is that we first build an

aggregation tree by ordering nodes into layers and then
we proposed a scheduling algorithm on the basis of the
aggregation tree to determine the transmission time slots for
all nodes in the network with collision avoiding. We have
proved that the upper bound for data aggregation with our
proposed scheme is bounded by (15𝑅 + Δ − 15) for wireless
sensor networks in two-dimensional space, where Δ is the
maximum degree and 𝑅 is the network radius. We have
also simulated the case in three-dimensional wireless sensor
networks and proposed an aggregation tree construction
algorithm based on maximum independent set [35]; the
height of the spanning tree can be reduced to about 50%.

In previous work, we study the node selection problem
with data accuracy guaranteed in service-oriented wireless
sensor networks [36]. We exploit the spatial correlation
between the service data and aim at selecting minimum
number of nodes to provide services with data accuracy
guaranteed. Firstly, we have formulated this problem into an
integer nonlinear programming problem to illustrate its NP-
hard property. Secondarily, we have proposed two heuristic
algorithms, namely, Separate Selection Algorithm (SSA) and
Combined Selection Algorithm (CSA). The SSA is designed
to select nodes for each service in a separate way, and the CSA
is designed to select nodes according to their contribution
increment.

7. Conclusions

Due to the correlation and redundancy among the sensing
data in wireless sensor networks, it is an important issue
to develop an energy-efficient active node selection strategy,
which not only improves the network lifetime but also is
helpful to solve other problems, such as lower network
throughput and serious node conflict in dense wireless sensor
networks. In this paper, we concern with the active node
selection issue and provided a formal definition for this
problem.Wepropose theCover Sets Balance (CSB) algorithm
andHighResidual Energy First nodes selection (HREF) algo-
rithm aiming at extending the network lifetime of wireless
sensor networks. We also propose a Correlated Node Set
Computing (CNSC) algorithm to find the correlated node set
for a given node. Experimental results on synthesized data
sets show that HREF can significantly reduce the number of
active nodes, and these algorithms are able to significantly
extend the network lifetime compared with related works.
In the future work, we are to further consider the temporal
correlation among the sensing data and design an efficient
node scheduling scheme with both spatial and temporal
correlation.
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Correspondence should be addressed to Alexandros Fragkiadakis; alfrag@ics.forth.gr

Received 1 January 2014; Accepted 23 February 2014; Published 27 March 2014

Academic Editor: Christos Verikoukis

Copyright © 2014 Alexandros Fragkiadakis et al.This is an open access article distributed under theCreativeCommonsAttribution
License, which permits unrestricted use, distribution, and reproduction in anymedium, provided the originalwork is properly cited.

Wireless sensor networks (WSNs) have gained a lot of attention recently due to the potential they provide for developing a plethora
of cost-efficient applications. Although research on WSNs has been performed for more than a decade, only recently has the
explosion of their potential applicability been identified. However, due to the fact that the wireless spectrum becomes congested in
the unlicensed bands, there is a need for a next generation ofWSNs, utilizing the advantages of cognitive radio (CR) technology for
identifying and accessing the free spectrum bands. Thus, the next generation of wireless sensor networks is the cognitive wireless
sensor networks (CWSNs). For the successful adoption of CWSNs, they have to be trustworthy and secure. Although the concept
of CWSNs is quite new, a lot of work in the area of security and privacy has been done until now, and this work attempts to present
an overview of the most important works for securing the CWSNs. Moreover, a discussion regarding open research issues is also
given in the end of this work.

1. Introduction

WSNs are daily gainingmore ground into our liveswith appli-
cations ranging from constructionmonitoring and intelligent
transport to smart home control and assisted living.Through
the novel communication standards of the past decades such
as Zigbee and IEEE 802.15.4, along with the pervasiveness
of IEEE 802.11, the development of interoperability and
commercial solutions has been enabled. Typically though,
these solutions do suffer from strict deployment design and
poor scalability. At the same time, the reliability of WSNs
is a key topic for their mass adoption for more critical,
rather than luxury or pilot, applications, such as the smart
metering [1].

Cognitive radio (CR) features, such as the opportunistic
spectrum (white space) usage, the introduction of secondary
users in licensed bands, and the ability to learn the envi-
ronment through sensing, present themselves as a mean to
overcome spectrum shortage. Enabling such CR character-
istics over “traditional” WSNs allows them to change their
transmission parameters according to the radio environment
and possibly enhance the reliability of WSNs in areas densely
populated by wireless devices. These cognitive radio-imbued

WSNs (CWSNs) can have access to new spectrum bands with
better propagation characteristics. By adaptively changing
system parameters like the modulation schemes, transmit
power, carrier frequency, channel coding schemes, and con-
stellation size, a wider variety of data rates can be achieved,
especially when CWSNs operate on software-defined radios.
This can improve device energy efficiency, network lifetime,
and communication reliability.

The adoption of CR technology in CWSNs has largely
improved network performance, but not without any cost.
CWSNs, aside frombeing still open to a host of pure network-
ing research issues, are also vulnerable to new types of threats.
Attacks targeting a CWSN can come from both internal and
external network sources. Adversaries can exploit vulnerabil-
ities in different communication layers, many of which target
the CR characteristics of the CWSN. There are also special
types of attacks that try to infer sensitive information on
the application and that execute in the sensors themselves
[2]. Our work here aims to make a brief, yet succinct,
overview of possible attacks on CWSNs. We therefore begin
providing a background of WSNs and CWSNs in Sections 2
and 3, respectively. We then move to identify the common
features and attacks in both of these types of networks in
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Section 4. In Section 5, we specify attacks applicable only to
CWSNs, and in Section 6 we detail security mechanisms for
attack detection at different communication layers. Our work
concludes with a discussion of open issues in Section 7.

2. Overview of Wireless Sensor Networks

WSNs have become widely available from the early 2000s,
as sensing components and communication modules were
already becoming cheap and small [3]. Monitoring the
environment with such low cost devices became since then
efficient, with a large volume of research having been con-
ducted in the last almost two decades (one can trace the
origins ofWSNs in [4]). By now,WSN solutions are deployed
in large scales and in various places and are being widely
used in a variety of applications ranging from military [5] to
agriculture [6] and fromhealth care [7] to trafficmanagement
[8].

A WSN typically comprises a set of sensor nodes
equipped with limited, low-power/short-range communi-
cation capabilities. Each of these nodes is a computa-
tional/communication platform which consists of (at least) a
sensing module, a transceiver, a processor unit, and a power
unit.The sensor node has typically small physical dimensions
and its components are inexpensive. To make these sensor
nodes more appealing, communication is commonly based
on the license-free industrial, scientific, and medical (ISM)
frequency band [9], in order to further limit operational costs
for the overall WSN installation and to enable direct use of
off-the-shelf communication solutions [10].

Depending on the application and deployment scenario,
WSNs may vary in the communication paradigm they
employ [11]. WSN applications set up to observe and con-
sequently report to a “fusion center” the occurrence of an
event (such as a fire), not needing to transmit continuously
all measurements acquired by the sensors [12]. On the other
hand, in scenarios such as pollution measurements [13]
or seismic activity, the raw data can well be meaningful
in its entirety; in such a case, the transmissions required
would clearly be producing a heavy communication load;
thus efficient channel access between the nodes as pre-
sented in [14] is required. These two extremely different
cases indicate a mapping to the range of communication
modes that may have to be used to handle the WSN most
limiting resources: spectrum and energy (see [15, 16] and the
references therein). A very rudimentary method to address
these is WSN topological solutions which can be multihop
[17], hierarchical [18], or one hop to infrastructure [19]. Each
one in the respective references given has reasoning behind
the underling spectrum management. Furthermore, in each
of these cases a key factor that affects the system design is
the power source and lifetime requirement of the WSN [20].
The node power unit, mentioned earlier, may be unlimited:
for example, in indoor scenarios where the nodes can be
directly plugged to the power grid. In such cases, energy plays
little to no role. On the other hand, there can be extremely
constrained scenarios such as the Smartdust, where literally
every mWatt has to be accounted for, as the battery providing

power is constrained even by its physical size, let alone its
capacity. Energy harvesting [9] has recently been gathering
significant attention as it can enable extension of the node
lifetime, leveraging the environment resources (heat, motion,
RF radiation, etc.).

3. Enhancing Wireless Sensor Networks with
CR Technology

While the WSN solutions were progressing well into the late
2000s, the dramatically rising demand for wireless connec-
tivity brought the spectrum utilization into the spotlight.
Cognitive radio [21] and opportunistic communications,
especially under the paradigms of opportunistic access or
delay tolerant networking, came naturally into the frame of
WSNs [22, 23]. Research into considering CR aspects for
WSNs has thus begun [24, 25].

Opportunistic access is based on sending the transmis-
sions over the “most suitable” spectrum band under a set
of predefined application-driven requirements. With delay
tolerance, a temporal aspect comes also into play: nodes
can withhold data and transmit them at the “best” possible
moment, subject to the application delay constraints. To
enable these features, an additional process of dedicated
spectrum sensing is required by the nodes, and in some
cases local coordination can be used to enable the nodes
to cooperatively infer about the radio spectrum usage at a
specific area [26, 27]. This flexibility is further employed
to adjust transmission parameters (modulation and coding
schemes and transmission power) to reduce overall power
consumption. Existing schemes developed to obtain spec-
trum awareness for cognitive radios in some cases consider
the power consumption problem [28, 29], a clearly critical
issue for CWSN. Reduced power consumption considered in
CWSNs can not only extend the lifetime of sensor nodes but
also limit the overall spectrum inefficiencies of the network,
allowing for a substantial increase in spectrum utilization
[30, 31].

4. Features and Common Attacks in
WSNs and CWSNs

4.1. Common Features of WSNs and CWSNs. WSNs and
CWSNs are two types of sensor networks that have a number
of common characteristics.They consist ofminiature devices,
called motes or sensors that are severe resource constrained
devices in terms of memory, processing, and energy [32, 33].
They usually do not perform any computation on the data
they collect; they just forward this information tomuchmore
powerful devices (called sinks) for further processing.

The communication medium used for both WSNs and
CWSNs has a broadcast nature and the used spectrum is split
into several channels, depending on the protocol used. For
example, there are up to 16 available channels for the IEEE
802.15.4 in the 2.4GHz frequency band.

In both types of networks, the communication protocols
used have a number of inefficiencies and vulnerabilities that
allow potential attackers to launch a variety of destructive
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attacks against these networks. The result of these attacks has
catastrophic consequences including network performance
deterioration, information theft, lifetime minimization, and
battery depletion.

A multihop type of communication is often used in both
types of networks (e.g., [34]) when data from a large and/or
harsh area have to be sensed. Information flows from a sensor
to a sink through multiple intermediate sensors that route
packets according to an appropriate routing algorithm (e.g.,
RPL [35]). In a number of contributions, the network is split
into several clusters and decisions are taken by the cluster
heads in order tominimize sensors communication overhead
and save energy, prolonging network’s lifetime.

In both types of networks, network topology is highly
dynamic and unpredictable without any central manage-
ment. This is the case when sensors are deployed in
harsh and volatile environments (e.g., [36, 37]). In such
cases, adversaries can more easily attack and compromise
the WSN.

4.2. Common Attacks against WSNs and CWSNs. The above
common characteristics of WSNs and CWSNs make them
vulnerable to a number of security threats. A diverse range of
vulnerabilities are exploited by adversaries who can have sev-
eral incentives, for example, network disruption, information
theft, and so forth. In general, there are two types of attackers
[38]: (i) external attackers that are not authorized participants
of the sensor network and (ii) internal attackers that have
compromised a legitimate sensor and use it to launch attacks
in the network. Furthermore, attackers can be classified into
passive and active. Passive attackers monitor network traffic
without interfering with it. Their aim is to eavesdrop on the
exchanged information and to acquire private data or to infer
about information-sensitive applications that execute in the
sensors (e.g., [2]). Active attackers disrupt network operation
by launching several types of attacks that cause DoS (denial
of service) in the WSN.

A severe DoS attack is jamming at the physical layer of
the network. An adversary by creating interference, mainly
through energy emission in the neighboring channels of
the channel used by the sensor network [39], substantially
increases the noise such that potential receivers become com-
pletely unavailable to receive and decode any information.
This results in packet loss and further retransmissions by the
senders that potentially lead to energy waste in the sensor
network.

Jamming attacks can also be launched at the link
layer. Here, an attacker can violate several characteristics
of the communication protocol and cause packet collisions,
exhausting sensors’ resources. The authors in [40] show how
a single adversary can cause severe performance degradation
by violating several rules of the link layer protocol (back-off
mechanism). Another popular attack is the Sybil attackwhere
an adversary maliciously uses the identities of a number of
sensors. This is achieved either by learning other sensors’
identities or by fabricating new ones [41]. Furthermore, other
types of attacks such as MAC spoofing [42] and ACK attacks
[43] can cause confusion and packet loss in the network.

A major challenge in a WSN is maximizing its network
lifetime by choosing the appropriate mode of communica-
tion. Single-hop communication, where the sensors commu-
nicate directly to a sink, is the flavourmodewhen the number
of the sensors and the communication radius are small [44].
On the other hand, when the number of sensors is large (a
typical case when a large area has to be covered by sensors)
multihop communication is the most appropriate mode that
saves sensors’ energy, prolonging network’s lifetime. In the
multihop scenario, sensors have a dual role: they sense the
environment and they also route the packets of their neigh-
bors towards the sink (and vice versa). Packet forwarding
and optimal path selection are performed by following an
appropriate routing protocol. Adversaries can exploit several
vulnerabilities and launch attacks against multihop sensor
networks. Various attacks have been reported in the literature.

(i) Selective Forwarding Attack. Attackers drop the pack-
ets they have to route, randomly or selectively based
on some rules (e.g., packets that originate from a
specific sensor).

(ii) Sinkhole Attack. An attacker by broadcasting fake
information makes the legitimate nodes believe that
the attacker is attractive according to the routing
protocol. If this attack is successful, neighboring
sensors will forward their packets to the attacker that
is then free to alter or steal information or drop the
packets.

(iii) Wormhole Attack. This attack is performed by a
number of colluding adversaries that forward packets
between them through a direct long-distance and
low-latency communication link (wormhole link).
With this attack, legitimate sensors at a specific area of
the network believe that they are close neighbors with
sensors of another area that is however far away. This
illusion creates confusion and affects routing within
the network.

Except the above attacks that exploit several vulnerabili-
ties in different layers of the communication stack, there is a
special type of attack that aims to infer about information-
sensitive application that executes in the sensors. Suppose
that there is an on-body sensor network (e.g., [45]) consisting
of a number of sensors that record high-sensitivity data such
as the heart rate and oxygen saturation. Usually these applica-
tions transmit the sensed data to a sink in a periodic fashion
[46]. Recent works [2, 46] have shown that adversaries can
infer about these applications by passively monitoring the
network traffic and detecting its periodic components that
can finally reveal the potential medical applications. This
becomes feasible using the appropriate signal processing
techniques (e.g., the Lomb-Scargle periodogram) that dis-
cover traffic’s periodic components even if it is encrypted.

5. Specific Attacks against CWSNs

As described in the previous section,WSNs and CWSNs have
a number of common features and hence some common
vulnerabilities that can be exploited by potential adversaries.
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Nevertheless, CWSNs have two unique characteristics (that
WSNs do not have) due to their cognitive nature [47].

(i) Cognitive Capability. It allows sensors to sense the
environment for white spaces. Then, through a spec-
trum management process they decide upon which
band to use for transmission and how to estimate
the related-to-transmission physical layer parameters
(frequency, modulation type, power, etc.). The cog-
nitive cycle consists of several mechanisms: (i) radio
environment, (ii) spectrum sensing, (iii) spectrum
analysis, and (iv) spectrum decision.

(ii) Reconfigurability. It allows sensors to change on the
fly their physical layer parameters and adapt to their
environment. As sensors in CWSNs opportunistically
use the fallow bands, they have to be flexible and
vacate a band if a primary transmission is detected.

These unique characteristics make CWSNs vulnerable
to a number of novel attacks. One of the most destructive
attacks is called primary user emulation attack (PUEA).
In this attack, an adversary mimics a primary user (PU)
by transmitting fake incumbent signals [48]. Legitimate
sensors will immediately evacuate the specific (under attack)
frequency band, seeking for an alternative band to operate.
Adversaries launching this attack can be of two types: (i)
greedy sensors that emit the fake incumbent signals in order
to make legitimate sensors evacuate the band in order to
acquire its exclusive use and (ii) malicious sensors that aim to
cause a DoS attack making sensors hop from band to band.
Regardless of the type of the adversary, the PUEA attack can
cause severe network disruption and a huge energy waste to
the legitimate sensors. Figure 1 [47] shows that the PUEA
attack affects all parts of the cognitive cycle.

As mentioned before, spectrum sensing is a fundamental
operation and is one of themost challenging issues of the cog-
nitive cycle. Spectrum sensing is the task of obtaining aware-
ness about the spectrum usage and the possible presence of
primary users [49]. During this operation, there is always
the risk for the cognitive sensors not to correctly decode
and hence detect the primary signals because of the shadow
fading and hidden node effects. If this happens, harmful
interference will be created to the primary transmitters. Col-
laborative spectrum sensing has been proposed as a solution
to this problem [50]. In collaborative spectrum sensing, all
sensors perform spectrum sensing and report their findings
to a fusion centre (FC). The FC after performing a spectrum
analysis procedure based on the sensors’ reporting decides
if a spectrum handoff has to be performed and at which
frequency band. In a CWSN, the sink or the cluster heads
(if the sensor network uses clusters) can have the role of the
FC. However, if the network is not partitioned into clusters
or the sink is far away from the majority of the sensors, this
centralized scheme is not feasible. In such cases, distributed
sensing can take place, where each sensor based on its own
spectrum observation and the observations shared by its
neighboring sensors makes its own spectrum decisions [51].

Adversaries can exploit the above mechanisms and affect
FC’s decision (or their neighbors’ decision in distributed
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Figure 1: The cognitive cycle [47].

sensing) by sending false observations regarding spectrum
usage. This attack is called spectrum sensing data falsification
attack (SSDF). SSDF attackers can report that a specific band
is vacant when it is not or that is occupied by primary
signals when it is not. In the first case, harmful interference
to the primary users will be created, while in the latter
legitimate sensors will keep performing costly (in terms
of energy) spectrum handoffs. Attackers can have different
motives: (i) they can be greedy users that continuously
report that a specific band is occupied in order to acquire
its exclusive use and (ii) they can be malicious nodes that,
by sending false observations, aim to create interference to
primary transmitters or create a DoS attack on the network
due to the continuous spectrum handoff of the legitimate
sensors. SSDF attacks can also be initiated by unintentionally
misbehaving sensors that report false observations because
some parts of their software or hardware components are
malfunctioning.This type of attack can substantially degrade
network’s performance as the authors in [52] show. Regarding
the cognitive cycle, the SSDF attack affects the spectrum
analysis and spectrum decision operations (Figure 1).

6. Security, Privacy, and Reliability
Mechanisms for CWSNs

6.1. Security. Securing a WSN is of paramount importance,
and for this reason a large number of contributions exist in the
literature for the detection and mitigation of attacks against
this type of networks. Depending on the attack type, different
strategies and algorithms are followed.

6.1.1. Physical Layer Attack Detection. As mentioned in
Section 4.2, jamming at the physical layer can cause disrup-
tive DoS attacks in a WSN. The detection techniques try
to (almost) instantly detect that a jamming attack is taking
place by considering various metrics. The authors in [53]
use the signal-to-interference-plus-noise ratio (SINR) as the
metric that can signal the jamming attack. The recorded
SINR values are fed to a cumulative-sum algorithm that
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is able to detect abrupt changes that are caused by the
attacker’s presence. The performance of this anomaly-based
detection algorithm is augmented if several monitors are
used in a collaborative intrusion detection scheme. In [54],
the definition of several types of attackers is given, and
jamming detection is performed by using multiple if-else
statements considering as metrics the packet delivery ratio,
the bad packet ratio, and the energy consumption amount. In
[55], a distributed anomaly detection algorithm is presented
based on simple thresholds and a method for combining
measurements using Pearson’s product moment correlation
coefficient. RF jamming attacks are the focus of [56]where the
proposed algorithm applies high order crossings, a spectral
dissemination technique that distinguishes normal scenarios
from two types of defined attackers. The detection algorithm
is based on thresholds considering the signal strength and
location information. The authors in [57] propose DEEJAM,
a defensive mechanism that uses an IEEE 802.15.4-based
hardware. Here, the proposed algorithm hidesmessages from
a jammer, evades its search, and reduces the impact of the
corrupted messages.

6.1.2. Link Layer Attack Detection. Contributions that study
the detection of attacks at the link layer include [40]. Here, an
anomaly-based algorithm is presented considering the ratio
of the corrupted packets over the correctly decoded packets
as themetric that reveals jamming when the attacker’s energy
is emitted on the same channel. In [58], the authors explore
energy-efficient attacks targeting three WSN protocols: (i) S-
MAC, (ii) B-MAC, and (iii) L-MAC. As a countermeasure
they suggest the use of shorter data packets for the L-MAC
and high duty cycle for the S-MAC. Link layer misbehaviour
in [59] is detected by applying a nonparametric cumulative-
sum algorithm considering the expected back-off value of
the honest participants. MAC address spoofing detection in
WSN is studied in [60]. In that work, an approach based on
the Gaussian mixture models that considers RSS (received-
signal-strength) profiles is used to detect if a MAC address
is spoofed. RSS is a metric that is hard to forge arbitrarily,
and it highly depends on the transmitter’s location. The
authors in [42] propose an algorithm that leverages the
sequence number field carried by the data packets. This
algorithm records the sequence number of each received
frame and that of the last frame coming from the same
source node. When the gap between the current sequence
number and the last recorded one is within a specific range,
it is considered as abnormal. For each abnormal frame, a
verification process follows to declare the specific frame as
normal or spoofed.

Regarding the Sybil attack detection, the algorithm in
[61] uses the ratios of the RSSI (received-signal-strength
indicator) recorded in a number of sensor monitors when
a packet is transmitted within their communication range.
If these ratios are very close to the ratios computed when
a packet with a different identity is used, the corresponding
transmitter is flagged as a Sybil attacker. In [62], the detection
algorithm exploits the characteristic that every Sybil (forged)
sensor has the same set of neighbors as they are created

by the same adversary. It detects the Sybil attack by com-
paring the information collected from neighboring sensors
(contained in small messages). In [63], Sybil attacks are
detected by exploiting the spatial variability of radio channels
in environments with rich scattering. An enhanced physical
layer authentication scheme is used for both wideband and
narrowband wireless systems.

6.1.3. Network Layer Attack Detection. As described in
Section 4.2, a large number of vulnerabilities of the routing
protocols can be exploited in sensor networks. Different
countermeasures have been proposed for the detection of
these attacks. In [64], a lightweight scheme uses a multihop
acknowledgment technique to launch alarmswhen responses
from intermediate sensors are missing. Each time a sensor
receives a data packet, it sends an ACK to the sensor that
handled the packet in the previous hop. If a sensor receives
less than a number of ACK packets within a specified time,
it suspects that the previous report it forwarded has been
dropped by a malicious sensor. If this is the case, it sends
an alarm packet to the sink, reporting its next-hop sensor
as a potential malicious sensor. The sink after it receives all
alarm packets infers about themalicious sensors.The authors
in [65] propose a centralized scheme with the use of support
vector machines (SVMs). A 2D SVM is initially trained when
no attacker is present, using the hop count and the measured
bandwidth at the sink as features. At run time, the detection
algorithm based on the SVM executes at the sink. A different
approach is followed in [66] where each sensor observes the
behavior of its neighbors recording the number of packets
they forward, along with the source address of the originating
sensor. Based on these observations, it updates a trust metric
for each of its neighbors that reveals the potential attackers.
After a sensor has been labelled as an attacker, the routing
tables are modified in order to isolate that sensor from the
network.

For the detection of the sinkhole attacks, a distributed
detection scheme is presented in [67]. Every sensor 𝑆

𝑖
is set

in promiscuous mode and records the route update packets
transmitted by its neighbors. Furthermore, two rules have
been defined that if violated, an alert message is broadcasted:
(i) if sender’s ID matches 𝑆

𝑖
’s ID and (ii) if sender’s ID does

not belong to the known IDs of 𝑆
𝑖
’s neighbors. This detection

scheme also employs a collaborative detection algorithm
that reveals the potential attacker based on an intersection
computation of the information carried by the alertmessages.
Ngai et al. [68] propose a detection algorithm that consists
of two steps: (i) it locates a list of suspected sensors by
checking data consistency based on the information sensors
report to the sink and (ii) it labels a sensor as an attacker
by analyzing the network flow information (represented
by directed edges between communicating sensors). The
authors in [69] show that shortest-path routing protocols
select a series of paths whose length exhibits a log-normal
distribution. Based on this observation, they propose an
anomaly detection algorithm by deriving tolerance limits
from the log-normal distribution of path lengths when no
attacker is present.
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Regarding the wormhole detection, the scheme proposed
in [70] considers the round-trip time (RTT) between an
originating sensor and its destination. RTT depends on how
far the intermediate sensors are located. If a wormhole attack
is in progress, RTT can significantly increase, as packets are
replicated in a different part of the network from colluding
attackers. In [71], a localized scheme based on connectivity
graphs is proposed. It seeks for forbidden substructures in the
connectivity graphs that should not be present under normal
circumstances. The authors in [72] propose a distributed
detection algorithm that detects wormhole attacks based
on the distortions these attacks create in the network. This
scheme uses a hop counting technique as a probe procedure,
reconstructing local maps for each sensor, and then a diame-
ter feature that depends on the number of neighboring nodes,
for anomaly detection.

6.1.4. Detection of Attacks That Exploit Vulnerabilities of
the Cognitive Nature of CWSNs. A possible framework for
securing cognitive radio networks has been proposed in [73]
and can easily be extended to secure CWSNs.This framework
attempts to identify the mechanisms that can mitigate the
specific attacks on cognitive radio networks. As discussed in
Section 5, there are two major types of attacks that can be
launched against CWSNs: (i) PUEAs and (ii) SSDF attacks.
Regarding the detection of the PUEAs, there are a large
number of significant contributions that split into two main
categories: (i) location-based and (ii) non-location-based
contributions. Location-based contributions assume that the
locations of the primary transmitters are known a priori.

The work in [48] considers both the location information
of the primary transmitter and the RSS values collected by
a separate sensor network each time a primary transmission
is taking place. Based on the RSS measurements the location
of the transmitter is estimated, and if it is different than
the (already) known location of the legitimate primary
transmitter, an alarm is triggered. Jin et al. [74] developed
an algorithm that considers the received power measured
at the radio interfaces of the secondary users (SUs) in a
specific band. Then, by using Fenton’s approximation and
Wald’s sequential probability radio test, they decide on the
corresponding hypothesis about the presence or not of a
PUEA attacker. The received power is also considered in [75]
where the authors propose a variance method to detect the
attack.This scheme first estimates the variance of the received
power from the primary transmitter, and then it determines
whether a received signal is from the primary transmitter or
from an attacker.

In non-location-based algorithms like in [76], the loca-
tions of the primary transmitters are not required to be
known. The authors state that the channel impulse response
can be revealed if a primary transmitter has moved to a
different location. Their approach uses a helper node (HN)
that is located very close to a primary transmitter in a
fixed location. This node is used as a bridge between the
SUs and the primary transmitter by allowing SUs to verify
cryptographic signatures by HN’s signals and then obtain
HN’s link signals in order to verify primary transmitter’s

signals. The authors show that, by using the first and second
multipath components measured at HN, they can verify if
the transmitted signal belongs to the legitimate primary user
or it is fake. The scheme presented in [77] uses a public
key cryptography mechanism where a primary transmitter
integrates its transmitted data with cryptographic signatures.
Each SU that detects a primary signal attempts to verify
its integrated signatures. If verification fails, the signal is
characterized as fake.

Regarding the SSDF attack detection, in [52] a centralized
algorithm calculates the trust values of SUs based on their
past record. Additionally, consistency checks are performed
because the trust values can become unstable if an attacker is
present or there is not enough information. If the consistency
value and the trust value of an SU drop below a specific
threshold, the specific SU is characterized as an attacker.
Rawat et al. [78] propose a centralized scheme that computes
a reputation metric for each SU based on SU’s past observa-
tion, and the decision is made by the FC during that round of
observations. If there is a decision mismatch, SU’s reputation
metric is increased by one, and if it becomes larger than a
predefined threshold, SU is labelled as an attacker. Reputation
metrics are also used by other similar contributions like in
[79, 80].

6.2. Privacy. Although security attacks in WSNs have been
very extensively researched until now, “privacy” attacks are a
not so common research topic. Most works until now have
focused mainly on protecting the location privacy of the
sensor nodes, while others focus on protecting the traffic of
the data that are transmitted by the nodes. However, when
sensors are enhanced with CR technology, the traditional
WSN privacy attacks still exist, with the addition of other
attacks for eavesdropping on the sensing data (in collabo-
rative spectrum sensing) and the context of the exchanged
sensor data, for impersonating the PU and against the
anonymity of a sensor node. In this section the common
attacks against privacy onCWSNare described, together with
the existing mechanisms for mitigating these attacks.

6.2.1. CR Location Privacy. Location privacy is a major
research topic in cognitive WSNs due to the fact that the
spectrum opportunities (namely, the unoccupied spectrum
frequencies or the white spaces) are heavily depending on
the location of both the sensor nodes and the PUs. The
received PU signal at the sensor nodes is highly related to
the distance between the sensor nodes and a malicious
user can identify the sensor node location using geolocation
mechanisms. Furthermore, in participatory sensing [81] the
data from the sensor nodes are usually tagged with location
and the time.

According to [82], the respective location privacy attacks
can be either external (combined with eavesdropping) or
internal. An external attacker can intercept the spectrum
sensing reports that are exchanged throughout the CWSN
by eavesdropping on the communication of the sensor nodes
either with each other or with the FC (in case of a centralized
spectrum sensing system). That way, the attacker is able to
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know the received PU signals of all sensor nodes and by
correlating the data with its own sensing reports, he is able to
identify the location of the sensor nodes. An internal attacker
can be either another node participating in the collaborative
sensing or the fusion center (or an attacker impersonating the
fusion center). That way the attacker seems to be a legitimate
node that receives the sensing reports from all other nodes
and can easily compromise their location by correlating the
data with his physical location. An internal attacker can also
exploit the results of the aggregated sensing reports that are
being transmitted by the FC.That way, comparing the reports
before and after the inclusion of a new node in the network,
it is easy to identify its location.

Mitigation. For preserving the privacy of cognitive sensor
nodes, in [82] a combination of techniques for cryptography
and sensing data randomization has been proposed. The first
technique uses the concept of secrets [83] and each sensor
encrypts its sensing data in such a way that the FC should
get all reports in order to be able to decrypt the aggregated
sensing report.Thatway, when amalicious user intercepts the
reports from a specific sensor or from all sensors in an area,
he will not be able to decrypt these reports, hence the sensors’
locations cannot be estimated.

Another proposal [82] for protecting the location of cog-
nitive sensors includes the transmission of dummy sensing
reports from one of the legitimate nodes or the fusion center
when a new node is joining or leaving the network. Although
this can degrade the performance of collaborative sensing, an
appropriate selection of the dummy report and its weight on
the overall sensing aggregation can have a minimal impact,
without affecting significantly the sensing result.

Proposals for ensuring location privacy in participa-
tory sensing include the anonymization of sensing reports
using the principle of k-anonymity [84–87], which assumes
that at least k users are located at the same area, and
thus they tag their sensing reports with an area “ID”
and not with their actual location information. That way,
if an attacker eavesdrops on the reports of the sensor
nodes, only an abstract view of the general area of the
users could be extracted and not an actual location. How-
ever, the performance of such a sensing system is heavily
depending on the size of the area, because a small area
can result in an optimum sensing result but can also
give enough information to the attacker to identify the
location of the sensor nodes. On the other hand, a large
area may preserve the nodes’ location information but can
degrade significantly the performance of the participatory
sensing system.

6.2.2. Sensed Data Privacy. Like traditional WSNs, CWSNs
are deployed for getting automated measurements and trans-
mitting them to an application server for processing. This
information may be sensitive in some applications and must
be protected from unauthorized access and use. For example,
hijacking the information sent by sensors measuring the
energy consumption of devices in a householdmay reveal the
presence/absence of the habitants, which could be utilized by

burglars. Respective attacks against the sensor data include
eavesdropping, impersonation, and traffic analysis [88].

Eavesdropping (or passivemonitoring) is a very common
attack on WSNs, under which an attacker is listening to the
communication channel of the sensor nodes and intercepts
their data. In this attack, the malicious node is hidden from
the sensor nodes because it does not communicate directly
with them. Under the impersonation attack, the malicious
node impersonates either a legitimate node or the FC and gets
the data directly from the legitimate sensor nodes.This attack
can be the first point to launch other attacks changing the
data and transmitting false data to the other nodes.The traffic
analysis is used by attackers to extract the context of data that
are transferred by the sensors and is achieved by analysing
the traffic patterns from eavesdropping on the wireless links.
Using the traffic analysis attack, a malicious node can also
identify some nodes that have a special role in theCWSN (i.e.,
who has the role of the FC).

Mitigation. Targeting avoidance of the disclosure of the
sensed data to unauthorized recipients, several proposals
have been made in the literature, which mainly focus
on anonymity schemes or on information flooding. Using
anonymization, the data sent by a legitimate node do not
contain personal information that can be used to track
back the measurements to the originating sensor node [89].
In [90], a framework for context-aware privacy of sensor
data is proposed, which includes a two-step process of (i)
identifying which data will be shared and (ii) obfuscating
the data before transmitting them. Although most previous
anonymization proposals were focused on protecting sensor
location information [82, 91], they can be relatively easily
adapted to the sensed data that the nodes are transmitting.
Information flooding is another technique that can be used
to protect the data privacy in CWSNs, as proposed in [92],
which discusses the fact that probabilistic flooding can give
good protection to the node information while being energy
efficient.

7. Conclusion

WSNs and CWSNs are two similar sensor network types with
quite a few common features. Recently there has been an
explosion of Smart City applications for providing advanced
ICT-based services to citizens with the use of enhancedWSN
networks. For the realization of such applications a plethora
of sensing and actuating devices are usually installed either
in a city area or within buildings. In this context, the WSNs
will be playing a significant role in the everyday life of people,
and thus their security is of great importance. This explosion
in the number of wireless sensing and actuating devices in
city areas together with the continuous installation of many
(public and private) wireless access networks in these areas
has resulted in congestion in the unlicensed spectrum bands
(ISM bands around 2.4GHz) that are used for both WSNs
andWi-Fi. For mitigating the congestion effects on the WSN
networks, there are proposals to equip the latter with CR
technology forming the CWSNs, which on the one hand
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Table 1: Attacks against CWSNs.

Type of attack OSI layer Characteristic Common with WSN

Jamming Physical layer DoS attack creating interference, increasing packet loss and
collisions Yes

Back-off attack Link layer An attacker causes severe performance degradation by
minimizing the CWmin and thus his back-off period Yes

Sybil attack Cross layer Stealing sensors identities, that is, MAC address, IP address, and
so forth Yes

MAC spoofing Link layer Alternating a MAC address on a network interface can help an
unauthorized intruder enter a secure network Yes

Selective forwarding attack Network layer Attackers drop packets they have to route Yes

Sinkhole attack Network layer
Attacker broadcasts false routing related information so that
neighbouring nodes send them their packets and steals
information or drops them

Yes

Wormhole attack Network layer
Adversaries exchange packets through a long-distance and
low-latency links affecting routing making legitimate sensors
believe that they are neighbours with sensors of another area

Yes

PUEA Physical layer Adversaries mimic PU so that hey exploit unused frequencies
that the other nodes assume as occupied by the PU No

SSDF attack Physical layer Attackers provide false information regarding spectrum
occupancy No

Location privacy attacks Physical layer Attackers intercept signals and sensing reports so that with data
correlation they can identify the sensor location No

Sensed data privacy attacks Physical/link layer Attackers eavesdrop the channel and analyse the traffic to
intercept the sensed data that are transmitted by the sensors Yes

solves several issues of traditionalWSNs security-wise but on
the other introduces new security threats.

Securing WSNs and CWSNs is of key importance, and
a large pool of contributions from the literature for the
detection and mitigation of attacks against these networks
has been presented in this paper. Furthermore, an overview
of the most common attacks against CWSN is presented in
Table 1. Depending on the attack type, different strategies and
algorithms are followed. Exploiting the CR features of CWSN
enables two major classes of attacks that can be launched
against them: (i) PUEAs and (ii) SSDF attacks. Regarding the
detection of the PUEAs a significant number of contributions
exist which can be broken into two categories: (i) location-
based and (ii) non-location-based contributions. For the
former the key challenge is the detection of the attacker’s
location, an issue that is open in many other problems
of wireless networking. The SSDF attack detection in the
literature presented here is primarily based on the notions
of reputation and trust, given the collaborative nature of the
proposed solutions. Regarding privacy, the most common
attacks are those against identifying the location of the
cognitive sensors node and those against intercepting the
sensing data.

Although much research has been done in the literature
regarding the security of the CWSNs, there are still several
challenges and open research issues remaining. One of the
most important challenges is related to introducing trust
within the CWSN architecture. Although several attempts for
mitigating SSDF attacks are introducing reputation mech-
anisms for the cognitive nodes, these can be considered
as an “add-on” feature, while a trust framework embedded

within the cognitive nodes not only addresses the SSDF
attacks but also ensures the complete trustworthy operation
(starting from the sensed data and going all the way up to
ensuring the trustworthiness of the applications that run on
the nodes) of the cognitive nodes. Another open challenge
is related to designing lightweight cryptographic algorithms
that could run on the very resource-limited cognitive sensor
nodes, focusing on private-key cryptography, efficient key
distribution schemes for symmetric key cryptography, and
efficient key management protocols for public key cryptogra-
phy. Regarding routing, in CWSNs there is a need for further
research on secure routing schemes taking into account the
spectrum assigned to each one of the intermediate nodes, as
well as the mobility of the nodes and the potential scalability
and efficiency issues. Moreover, in data aggregation mecha-
nisms there is a need for further research on enhancing the
data aggregation and securing it against malicious cognitive
users, introducing trust and security metrics. Other open
research issues regarding security in CWSNs that need to be
addressed in future research include the use of geolocation
information for improving security, that is, in PUEA attacks,
the investigation of intelligent physical layer security mech-
anisms that exploit CR characteristics, the development of
distributed mechanisms against SSDF attacks, and the design
of efficient cooperative mechanisms against malicious nodes
and intruders.
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This paper proposes an extension to reactive routing protocol, for efficient construction of a collection tree for data acquisition in
sensor networks.The Lightweight On-Demand Ad hoc Distance Vector Routing Protocol-Next Generation (LOADng) is a reactive
distance vector protocol which is intended for use in mobile ad hoc networks and low-power and lossy networks to build paths
between source-destination pairs. In 2013, ITU-T has ratified the recommendation G.9903 Amendment 1, which includes LOADng
in a specific normative annex for routing protocol in smart grids. The extension uses the mechanisms from LOADng, imposes
minimal overhead and complexity, and enables a deployment to efficiently support “sensor-to-root” traffic, avoiding complications
of unidirectional links in the collection tree. The protocol complexity, security, and interoperability are examined in detail. The
simulation results show that the extension can effectively improve the efficiency of data acquisition in the network.

1. Introduction

“The Internet ofThings” (IoT) assumes objects in our environ-
ment be part of the Internet, communicating with users and
with each other and that these objects have communication
as a commodity. Communication in “The Internet ofThings”
is a challenge, subject to resource constraints, fragile and low-
capacity links, and dynamic and arbitrary topologies. Routing
is among the challenges, which requires efficient protocols,
able to converge rapidly even in very large networks, while
exchanging limited control traffic and requiring limited
memory and processing power.

One of the important applications of IoT is for data acqui-
sition in sensor networks: a set of spatially distributed sensors
that are used to monitor physical or environmental condi-
tions, and transmit their data to a data concentrator (periodi-
cally, or triggered by some events).These data are transmitted
by way of a multihop network and where the intermediary
hops (routers) in that network are the sensor devices them-
selves. The collection of all paths from each sensor to the
data concentrator forms a collection tree. Traffic in such a
collection tree is commonly described as being “sensor-to-
root” traffic or “multipoint-to-point” traffic, indicating that
all traffic flows from the sensors to the data concentrator.

This paper describes a protocol for constructing such
a collection tree in multihop sensor networks, where the
protocol ensures that the resulting collection tree contains
bidirectional paths between each sensor and the data con-
centrator. The protocol is defined as an extension to a
reactive protocol: the LOADng routing protocol [1], which
provides point-to-point routes between any two devices in a
sensor network. Deploying both in unison permits efficient
construction of both point-to-point routes and collection
trees, by way of the same, simple protocol mechanisms.

1.1. Background and History. Since the late 90s, the Internet
Engineering Task Force (IETF) (http://www.ietf.org) has
embarked upon a path of developing routing protocols for
networks with increasingly more fragile and low-capacity
links, with less predetermined connectivity properties and
with increasingly constrained router resources. In ,97, the
MANET (Mobile Ad hoc Networks) working group was
charted, then subsequently in 2006 and 2008, 6LoWPAN
(IPv6 over Low PowerWPAN) and ROLL (Routing over Low
Power and Lossy Networks) working groups were charted.

(1) MANET Protocol Developments. The MANET work-
ing group has developed two protocol families: reactive

Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2014, Article ID 352421, 12 pages
http://dx.doi.org/10.1155/2014/352421

http://dx.doi.org/10.1155/2014/352421


2 International Journal of Distributed Sensor Networks

protocols, including AODV (Ad hoc On-Demand Distance
Vector Routing [2]), and proactive protocols, includingOLSR
(Optimized Link State Routing [3]). A distance vector pro-
tocol, AODV, operates in an on-demand fashion, acquiring
and maintaining routes only while needed for carrying data,
by way of a Route Request-Route Reply exchange. A link state
protocol, OLSR, uses a periodic control messages exchanges,
each router proactively maintaining a routing table with
entries for all destinations in the network, which provides low
delays but constant control overhead. A sizeable body of work
exists, including studying the performance of these protocols
in different scenarios and justifying their complementarity
[4]. For the purpose of this paper, it suffices to observe that
OLSR provides low delays and predictable, constant control
overhead—at expense of requiringmemory in each router for
maintaining complete network topology. AODV limits the
memory required for routing state to that for actively used
routes—at the expense of delays for the Route Request-Route
Reply exchange to take place and control overhead dependent
on data flows.

After acquiring operational experiences, the MANET
working group commenced by developing successors to
OLSR andAODV, denoted byOLSRv2 andDYMO (Dynamic
MANET On-Demand Routing). Whereas a relatively
large and active community pushed OLSRv2 towards
standardisation [5, 6], the momentum behind DYMO
withered in the MANET working group http://tools.ietf.org/
wg/manet/minutes?item=minutes81.html).

(2) 6LowPAN, ROLL, and Related Protocol Developments.The
6LowPAN (IPv6 over low powerWPAN) working group was
chartered for adapting IPv6 for operation over IEEE 802.15.4,
accommodating characteristics of that MAC layer, and with
a careful eye on resource constrained devices (memory, CPU,
energy, and so forth). Part of the original charter for this
working group was to develop protocols for routing in mul-
tihop topologies under such constrained conditions and over
this particularMAC. Two initial philosophies to such routing
were explored:mesh-under and route-over.The former,mesh-
under, would, as part of an adaptation layer between 802.15.4
and IP, provide layer 2.5 multihop routing, that is, using
link layer address for routing and presenting an underlying
mesh-routed multihop topology as a single IP link. The
latter, route-over, would expose the underlying multihop
topology to the IP layer, whereupon IP routing would build
multihop connectivity.

Several proposals for routing were presented in 6Low-
PAN, for each of these philosophies, including LOAD
(6LoWPAN Ad hoc On-Demand Distance Vector Routing
[7]). LOAD was a derivative of AODV but was adapted for
link layer addresses and mesh-under routing, with some
simplifications over AODV (e.g., removal of intermediate
router replies and sequence numbers). However, 6LowPAN
was addressing other issues regarding adapting IPv6 for IEEE
802.15.4, such as IP packet header compression, and solving
the routing issues was suspended, delegated to a working
group ROLL, and created in 2008 for this purpose. ROLL
produced a routing protocol denoted by “routing protocol for

low-power lossy networks” (RPL) [8] in 2011 based on the idea
of collection tree protocol [9].

(3) Finally, towards LOADng. RPL as a collection tree proto-
col has several well-known issues with respect to supporting
different kinds of traffic patterns, unidirection link handling,
and algorithmic and code complexity [10]. On the other
hand, while LOAD [7] development was suspended by the
6LoWPAN working group, AODV derivatives live on: IEEE
802.11s [11] is based on AODV, and the ITU-T G3-PLC
standard [12], published in 2011, specifies the use of [7]
at the MAC layer, for providing mesh-under routing for
utility (electricity) metering networks. Justifications for using
an AODV derivative in preference to RPL include that the
former better supports bidirectional data flows such as a
request/reply of a meter reading, as well as algorithmic and
code complexity reasons [10].

The emergence of LLNs thus triggered a renewed interest
in AODV-derived protocols for specific scenarios, resulting
in work within the IETF [1, 13] for the purpose of stan-
dardisation of a successor to LOAD—denoted by LOADng
(the Lightweight On-Demand Ad hoc Distance Vector Rout-
ing Protocol-Next Generation). LOADng incorporates the
experiences from deploying LOAD—including, but not only,
LLNs—and has been accepted as part of an update to the
G3-PLC (Power Line Communication) ITU-T (International
Telecommunication Union—Telecommunication Standard-
ization Sector) standard for communication in the “smart
grid” [14].

1.2. Statement of Purpose. There have been a lot of protocols
proposed for data acquisition in sensor networks. In [15],
the authors proposed collection tree protocol that uses ETX
(expected transmission count) as the routing metric to
construct one-way collection tree. A CDS-based network
backbone for data collection is introduced in [16], to balance
energy consumption and prolong the router lifetime in
the backbone. A Pareto based multioptimization approach
POCTP (Pareto Optimal Collection Tree Protocol) is dis-
cussed in [17] to ensureQoS such as transmission throughput,
delay, and loss of packets. In [18], an average transmission
time (ATT) metric is applied to routing protocol, under
which real-time events are transferred along the routes with
the shortest transmission time expectation. Multichannel is
also used in [19] to reduce interference.Those protocols, some
of them only support one-way traffic from sensor routers
to one concentrator like [15], or hard to be extended for
general sensor-to-sensor communications [16, 17]. Some of
the protocols like [19] require specific support from lower
layers, which are hard to be applied to normal sensor
equipment.

The LOADng core specification aims at finding a route
between any originator-destination pairs. This kind of point-
to-point traffic pattern matches the basic traffic model of the
Internet. However, in the world of smart grid, another impor-
tant traffic pattern, called sensor-to-root, or multipoint-to-
point exists. In such kind of scenarios, there are one or more
concentrators that play as “root,” and all the other routers
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communicate with the root. If routes from all the other
routers to the root are required, it is more efficient to build
a “collection tree,” which is a directed graph that all edges are
oriented toward and terminate at one root router.

This paper proposes an extension to a reactive routing
protocol LOADng, denoted by LOADng Collection Tree
Protocol (LOADng-CTP), for building a “collection tree” in
environments, constrained in terms of computational power,
memory, and energy. An example of the design target for
LOADng-CTP is the ESB (Embedded Sensor Board [20]),
with a TI MSP430 low-power microcontroller, an 1MHz
CPU, 2 kB RAM, and 60 kB flash ROM. The link layers
typically used in LLNs impose strict limitations on packet
sizes: in IEEE 802.15.4, the maximum physical layer packet
size is 127 bytes and the resulting maximum frame size at the
mac-layer is 102 bytes. If link-layer security is used, this may
consume up to a further 21 bytes, which leaves just 81 bytes
for upper layer protocols.

The LOADng-CTP presented in this paper is thus
designed to meet the following requirements:

(i) effectively building a route from all sensors to the root
and the route from the root to the sensors if required;

(ii) unidirectional links being avoided in these routes;
(iii) low overhead, easy collection tree maintenance;
(iv) easy extension to LOADng, such that routers using

only LOADng (without collection tree extension) can
join the collection tree.

Although the specification in this paper is designated
for LOADng, its basic mechanism can be applied to general
reactive protocol, like AODV also.

The remainder of this paper is organized as follows. In
Section 2, the LOADng-CTP specification is introduced,
including related message format and main operations.
The protocol is further analysed in Section 3, from the
aspect of routing complexity, security, and interoperability.
The simulation study is performed in Section 4, in which
LOADng, LOADng-CTP, and RPL are compared. Section 5
concludes this paper.

2. LOADng-CTP Protocol Specification

LOADng Collection Tree Protocol (LOADng-CTP) is based
on the operation and packet format of LOADng. Therefore,
the current LOADng implementation can be easily extended
to the collection tree protocol. In the following, the basic
operation of LOADng is introduced briefly, followed by
the single message and protocol processing required for
collection tree building and maintenance.

2.1. LOADng Basic Operation. LOADng contains two main
operations: Route Discovery and Route Maintenance.

(1) Route Discovery. During Route Discovery, RREQ (Route
Request) messages are flooded through the network. In
LOADng [1], only the destination of the RREQ will reply
by generating and unicasting an RREP (Route Reply) to the

originator of the RREQ. All RREQ and RREP messages, gen-
erated by a LOADng router, carry amonotonically increasing
sequence number, permitting both duplicate detection, and
detecting which of two messages contain the most “fresh”
information.

(2) Route Maintenance. Route Maintenance is performed
when an actively used route fails. Route failure is detected by
way of a data packet not being deliverable to the next hop
towards the intended destination. In LOADng, the RERR is
unicasted to the source of data packet. On receiving the RERR
at the source of data packet, a new Route Discovery can be
performed, in order to discover a new route to the intended
destination.

Compared to AODV, LOADng has the following charac-
teristics.

(i) Modular design: the core specification defines the
simple and lightweight core functions of the protocol.
LOADng is extensible, by way of a flexible packet
format permitting addition of arbitrary attributes and
information via newmessage types and/or TLV (type-
length-value) blocks. The LOADng protocol core is
detailed in this section, with subsequent sections
illustrating the use of the flexible architecture of
LOADng for developing (interoperable and back-
wards compatible) protocol extensions.

(ii) Optimised flooding: It can reduce the overhead
incurred by RREQ forwarding. Jitter is employed, to
reduce the probability of losses due to collisions on
lower layers [21].

(iii) Flexible addressing: address lengths from 1 to 16
octets are supported (i.e., IPv6, IPv4, 6LowPAN short
addresses, Layer-2 MAC addresses, and so forth are
all supported by LOADng). The only requirement is
that, within a given routing domain, all addresses are
of the same address length.

(iv) Metrics: different metrics are supported, to make use
of link information from different layers.

(v) Destination replies: intermediate LOADng routers are
explicitly prohibited from responding to RREQs, even
if they may have active routes to the sought des-
tination. All messages (RREQ or RREPs) generated
by a given LOADng router share a single unique,
monotonically increasing sequence number.This also
eliminates Gratuitous RREPs while ensuring loop
freedom.The rationale for this simplification reduced
complexity of protocol operation and reduced mes-
sage sizes—found to be without significant influence
in the performance [22]. Allowing only the destina-
tion to reply to an RREQ also simplifies the task of
securing the protocol, because the destination can
thus sign the RREPmessage, and the originator could
verify that it is the “real” destination that replies.

(vi) Reduced state: a LOADng router is not required to
maintain a precursor list; thus when forwarding a
data packet to the recorded next hop on the path
to the destination fails, an RERR is sent only to
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the originator of that data packet. The rationale for
this simplification is an assumption that few overlap-
ping routes are in use concurrently, and delay is not a
critical issue in a given network.

2.2. Message for LOADng-CTP. LOADng-CTP introduces
twoflags toRREQmessages, carried by a so-calledRREQflag.

(i) RREQ COLLECTION TREE TRIGGER: when set, a
receiving router will be triggered to discover with
which of its neighbours it has bidirectional links.

(ii) RREQ COLLECTION TREE BUILD: when set, a
receiving router will build the route to the root.

In addition, a HELLOmessage [5] is used, which includes
all the 1-hop neighbours of the router generating the HELLO
message. The HELLO messages are broadcast and never
forwarded. Bidirectional neighbours are identified by the
exchange of HELLO messages.

2.3. Router Parameters for LOADng-CTP. LOADng-CTP
uses the following parameters for protocol functioning.

(i) NET TRAVERSAL TIME: it is the maximum time
that a packet is expected to take when traversing from
one end of the network to the other.

(ii) RREQ MAX JITTER: it is the maximum jitter for
RREQ message transmission. Jitter is a randomly
modifying timing mechanism to control traffic trans-
mission in wireless networks to reduce the probability
of transmission collisions [21].

(iii) HELLO MIN JITTER: it is the minimum jitter for
HELLO message transmission. HELLO MIN JIT-
TER must be greater than 2 × RREQ MAX JITTER.

(iv) HELLO MAX JITTER: it is the maximum jitter for
HELLO message transmission.

(v) RREP REQUIRED: it is the flag to define if an RREP
message is required on receiving RREQ BUILDmes-
sage, to build routes from the root to sensors.

2.4. LOADng-CTP Procedures. The collection tree is, then,
built by way of the following procedure—initiated by the
router wishing to be the root of the collection tree.

(1) Collection Tree Triggering (by the Root).The root generates
an RREQ with COLLECTION TREE TRIGGER set (hence-
forth, denoted by RREQ TRIGGER). Both the originator and
destination of the RREQ TRIGGER are set to the address of
the root.

When an RREQ TRIGGER is generated, an RREQ with
COLLECTION TREE BUILD flag set (henceforth, denoted
by RREQ BUILD) is scheduled to be generated in 2 ×
NET TRAVERSAL TIME.

(2) Bidirectional Neighbour Discovery. On receiving a
RREQ TRIGGER, a router does the following.

(i) It records the address of the sending router
(i.e., the neighbour, from which it received the

RREQ TRIGGER) in its neighbour set, with the status
HEARD.

(ii) If no earlier copy of that same RREQ TRIGGER has
been previously received,

(a) the RREQ TRIGGER is retransmitted, subject
to a jitter of RREQ MAX JITTER, to reduce the
chance of collisions (except the root router);

(b) it schedules generation of a HELLO message,
subject to a jitter of between HELLO MIN
JITTER and HELLO MAX JITTER. When the
scheduled HELLO message is generated, it lists
the addresses of all the 1-hop neighbours, from
which it has received a RREQ TRIGGER.

On receiving a HELLO message, a router does the
following.

(i) If it finds its own address listed in the HELLO mes-
sage, it records the address of the sending router (i.e.,
the neighbour, from which it received the HELLO) in
its neighbour set, with the status SYM (bidirectional).

(ii) The HELLO message is never forwarded but dis-
carded silently.

Thus, each router will learn with which among its neigh-
bour routers it has a bidirectional (SYM) or unidirectional
(HEARD) link.

(3) Collection Tree Building. For 2 × NET TRAVERSAL
TIME after the RREQ TRIGGER, the root generates a
RREQ BUILD.

On receiving a RREQ BUILD, a router does the follow-
ing.

(i) It verifies if the RREQ BUILD was received from a
neighbour with which it has a bidirectional (SYM)
link. If not, the RREQ BUILD is silently discarded.

(ii) Otherwise, if no earlier copy of that same
RREQ BUILD has been previously received, or
the RREQ BUILD indicates a short path to the root,

(a) a new routing entry is inserted into the routing
table, with
(1) next hop = previous hop of the

RREQ BUILD,
(2) destination = root;

(b) the RREQ BUILD is retransmitted, again sub-
ject to a jitter of RREQ JITTER.

Thus, each router will record a route to the root, and
this route will contain only bidirectional links.The collection
tree is built, enabling upward traffic. Figure 1 illustrates the
RREQ BUILD processing.

(4) Root-to-Sensor Path Building. By exchanging RREQ
TRIGGER and RREQ BUILD messages, all the sensors in
the network obtained a path using only bidirectional links to
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Figure 1: LOADng-CTP RREQ BUILD message processing.

the root. This is sufficient for applications like environment
monitoring, automatic meter reading, and so forth. However,
in some applications, such as firmware update or remote
control, the root needs to send messages to sensors in the
network. The paths from root to sensors are thus desired.

The sensors that require root-to-sensor traffic must have
their RREP REQUIRED flag set to be true. On receiving
the RREQ BUILD message, all the sensor routers with
RREP REQUIRED flag set must initiate an RREP message
with content of

(i) RREP originator = address of the sensor router;

(ii) RREP destination = address of the root.

The RREP is thus unicast to the root, subject to jitter
RREP JITTER. On receiving the RREP message, a routing
tuple is created in the routing table with

(i) next hop = previous hop of the RREP;

(ii) destination = address of the RREP originator
(RREP originator).

Figure 2 depicts an example of root-sensor message
exchange sequences by illustrating the four steps of LOADng-
CTP protocol (collection tree triggering, bidirectional neigh-
bour discovery, collection tree build, and root-to-sensor path
building). In the example, the root router builds a collections
tree connecting sensor routers 𝐴 and B, with the topology
shown in Figure 2(a). The message exchange is shown in
Figure 2(b). The pseudosequence number in the brackets is
used just for distinguishing different messages in this figure.
In a real protocol implementation, sequence numbers are
generated independently at each router.

2.5. Collection Tree Maintenance. Based on the operation
introduced in Section 2.4, a collection tree is built to enable
data traffic transmission between the root router and all
the other sensors. However, route failure could still happen,
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have routing tuple to D.

due to the “lossy” nature of sensor networks or topology
changes, such as

(i) loss of control message during the collection tree
building process;

(ii) routing entries expire because of not updated timely;
(iii) participation of new sensors;
(iv) Sensors quit the network because of movement or

battery drain.

LOADng-CTP supports per-path maintenance when a
path failure is detected, without rebuilding the whole collec-
tion tree. A new route discovery is initiated according to usual
procedures of route discovery if

(i) the data packet to be forwarded cannot find a routing
tuple to the desired destination in the routing table, or

(ii) the link to the “next hop” indicated by the routing
table is detected broken.

To avoid RREQ being broadcast through the whole
network and take benefits from that “most of other neighbour
routers might have an available route to the root,” a Smart
Route Request scheme can be employed: if an intermediate
router, receiving the RREQ, does not have an available route
to the destination, the RREQ is forwarded as normal. If the
intermediate router has a route to the root, that intermediate
router will unicast the RREQ to the destination according to
the routing table.
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Figure 4: An example of balanced tree. Every parent has 2 children
(𝐶 = 2).

Figure 3 gives an example of path maintenance in col-
lection tree. Router D is the root, and the link between S–
D is detected broken. Routers A and B have already direct
path to D, and C has also a routing tuple to 𝐷 (by going
through S). Figure 3(a) depicts the route discovery initiated
by S according to LOADng basic operation. Because only the
destination is allowed to reply to the RREQ message, sensor
routers A, B, and C have to rebroadcast the RREQ message,
even they have already routing tuples to D. This renders a
network-wide flooding: for a network with 𝑛 routers, 𝑛RREQ
message retransmissions are required.

With smart route request, as shown in Figure 3(b), routers
A, B, and Cwill unicast the RREQ to rootD according to their
routing tables, and D can choose the best path to send RREP
message. By doing so, the RREQ dissemination is limited
locally (4 retransmission in this example), and the routing
overhead can be greatly reduced.

When a link on an active route to a destination is detected
as broken (by way of inability to forward a data packet
towards that destination), an RERR (route error) message is
unicast to the source of the undeliverable data packet. Both
this intermediate router and the source router need to initiate
a new route discovery procedure.

3. LOADng-CTP Protocol Analyses

This section analyzes the main features of the LOADng-CTP,
including protocol complexity, security considerations, and
its interoperability with LOADng protocol.

3.1. Protocol Complexity. Unlike link-state routing protocols
such as OSPF [23] or OLSR [6], which require keeping a
network topology locally and run the Dijkstra algorithm,
LOADng and LOADng-CTP concern only the basic addi-
tive operation when calculating link metrics. Therefore, the
computational complexity is negligible. A very important
concern of routing protocol for sensor networks is its routing
overhead: themessage required tomaintain the routing table.

For simplicity, a balanced tree model is considered: there
is a single root in the tree, with total height of𝐻.The height of
root is 0, and the leaf nodes are with height𝐻−1. Every node
in the tree (except the leaf nodes) has 𝐶 children (𝐶 > 1).
Figure 4 gives an example of balanced tree with 𝐶 = 2.

The number of nodes at height ℎ (0 ≤ ℎ ≤ 𝐻 − 1) is 𝑛
ℎ
=

𝐶
ℎ. The total number of nodes in the tree is

𝑁 = 1 + 𝐶 + 𝐶
2
+ ⋅ ⋅ ⋅ + 𝐶

(𝐻−1)
=
1 − 𝐶
𝐻

1 − 𝐶
(𝐶 > 1) . (1)

In LOADng-CTP, the message required for collection
tree building is the sum of RREQ TRIGGER, HELLO, and
RREQ BUILD:

RREQ = 3𝑁. (2)

If root-to-sensor paths are required, every sensor also has
to unicast an RREP message to the root.

The number of RREP messages forwarded by all the
routers at height ℎ is

RREP
ℎ
= 𝐶
ℎ

𝐻−ℎ−1

∑

𝑖=0

𝐶
𝑖
= 𝐶
ℎ 1 − 𝐶

𝐻−ℎ

1 − 𝐶
. (3)

The total number of RREP can thus be given by

RREPAll =
𝐻−1

∑

ℎ=1

RREP
ℎ
=

𝐻−1

∑

ℎ=1

𝐶
ℎ

1 − 𝐶
−

𝐻−1

∑

ℎ=1

𝐶
𝐻

1 − 𝐶
. (4)

Considering (1), the total number of RREP forwarding is

RREPAll =
1

1 − 𝐶

𝐶 − 𝐶
𝐻

1 − 𝐶
−
(𝐻 − 1)𝐶

𝐻

1 − 𝐶

= 𝑁𝐻 −𝑁 +
𝑁 −𝐻

1 − 𝐶
.

(5)

Considering 𝐻 = ⌊log
𝐶
𝑁⌋, the total number of RREP

messages thus scales with 𝑂(𝑁 log𝑁).
For the basic LOADng protocol, by which only point-to-

point route build is supported, the number of RREQmessages
forwarding required to build path from all the sensors to the
root is

RREQ = 𝑁2. (6)

The RREP message is always needed in LOADng basic
operation, which is the same as (5).

Based on (2), (5), and (6), it can be concluded that
LOADng-CTP reduced routing overhead from 𝑂(𝑁2) to
𝑂(𝑁) compared to basic LOADngmechanism if only sensor-
to-root paths are needed, or 𝑂(𝑁 log𝑁), if root-to-sensor
paths are also required.

3.2. Security Considerations

(1) Protocol Vulnerability. The collection tree building
process relies on strictly ordered message sequences:
RREQ TRIGGER message for triggering the building
process, then HELLO message for bidirectional neighbour
check, and RREQ BUILD message for collection tree build
in the end. The message emission is controlled by router
parameters like NET TRAVERSAL TIME, RREQ JITTER,
and HELLO JITTER.



8 International Journal of Distributed Sensor Networks

The receiving order can be expected if those parameters
are set correctly; however, in real implementations, there
might exist misconfigured routers, or even compromised
routers that emit messages out of order. For example, if
a router sends a HELLO message before it receives all
the RREQ TRIGGER messages from its neighbours, or
an RREQ BUILD message is received before the HELLO
message exchange finished, the router cannot identify its
bidirectional neighbours correctly—thus it is not able to join
the collection tree as expected.

In addition to message misordering, LOADng-CTP is
also prone to attacks like block-hole or spoofing attacks [24,
25]. Malicious control traffic can have severe impact on the
network stability.

(2) Security Framework. One of the main objectives when
specifying LOADng was to provide a modular architecture
with a core module that is easily extensible. The rationale for
this decision was that rarely “one-size-fits-all” in the area of
constrained networks. This is particularly true for security
extensions: some networks may not require any level of Layer
3 security, for example, because physical access is limited or
lower layer protection is sufficient. Other networks require
integrity protection with a lightweight cipher suite due to
limited processing power and memory of routers. In some
cases, security requirements are tighter and confidentiality as
well as strong cryptographic ciphers is required.

The IETF has standardized a security framework for
protocols using the message and packet format defined
in [26], which is used by LOADng-CTP. (Note that
this framework is currently being revised in a succeed-
ing document that will obsolete RFC6622 once approved:
http://tools.ietf.org/html/draft-ietf-manet-rfc6622-bis). Ref-
erence [27] specifies a syntactical representation of security-
related information in TLVs for use with [26] addresses,
messages, and packets. That specification does not represent
a stand-alone protocol but is intended for use by MANET
routing protocols, or security extensions thereof, such as
LOADng-CTP.

Figure 5 depicts the architecture of a module for
LOADng-CTP that provides integrity andnonrepudiation for
LOADng, using the framework specified in [27].

Incoming RFC5444 packets are first parsed by the
RFC5444 parser that demultiplexesmessages and sends them
to the protocol “owning” the message type. As each RFC5444
packet may contain multiple messages that are used by
different protocols on a router, the message type is used to
demultiplex and send themessage to the appropriate protocol
instance. A message intended for LOADng-CTP will then be
forwarded to the security extension module that verifies the
signature contained in a signature TLV inside the message.
As the TLV contains additional information, such as the
hash function (e.g., SHA-256, Secure Hash Algorithm) and
the cryptographic function (e.g., AES, Advanced Encryption
Standard), the module can choose the correct key and verify
the integrity protection. If the message signature is correct,
the message is handed over to the LOADng-CTP module;
otherwise it is rejected. Similarly, outgoing messages from
LOADng-CTP are handed over to the securitymodule, which

RFC5444 packet 
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Security extension 
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LOADng -CTP  message
processing / generation
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packet
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Messages
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Figure 5: Relationship with RFC5444, RFC6622, and LOADng-
CTP.

in turn adds the TLV containing the digital signature of the
message. Then the message is handed over to the RFC5444
module that multiplexes it into a packet.

During the message signature generation as well as veri-
fication process, [27] takes special consideration for mutable
fields, such as hop count and hop limit. In addition to hop
count and limit, the route metric contained in a metric TLV
is also updated along the path of a message and can therefore
not be protected by a digital signature. LOADng-CTP lists
thesemutable fields explicitly.While this is a security problem
that needs to be addressed in addition to a pure message
signature (and is not discussed in this paper), based on
the message format of LOADng-CTP messages, at least the
calculation of signature is easy. This is because the message
size does not change as no field is added or removed during
the forwarding process of a message through the network
(and therefore no other fields, such as message size or TLV
block size, need to be recalculated). The metric can simply
be replaced by a sequence of zeros before calculating the
signature and is then restored afterwards.

In addition to message integrity, packets may also be
digitally signed. As packets are used hop-by-hop, that is, are
never forwarded, this is useful to authenticate the previous
hop along the path of a message. Otherwise, a router not
having any credentials may, for example, simply forward a
correctly signed RREP message from one adjacent router
to another and increase the hop count. As the hop count
is excluded from the signature calculation, the message
integrity would still be valid. Packet signatures mitigate this
problem at the expense of increased overhead on the channel.
Note also that it is difficult to detect simple forwarding
of a frame without modifying the content, also known as
“wormhole attack.”

3.3. Interoperability Considerations. As sensor networks and
low-power and lossy networks are generally decentralized
system, devices would possibly work in a heterogeneous
environment: theremight be old devices with basic functions,
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and newly jointed deviceswith extensions in the same routing
domain. This requires interoperability between routers using
LOADng-CTP and LOADng routers without collection tree
extension (denoted by LOADng-core router).

A LOADng-core router will forward RREQ TRIGGER
and RREQ BUILD message as normal RREQ messages, so
it will not affect the collection tree building process of other
routers in the network. But because LOADng-core routers
cannot generate HELLO messages themselves and are not
able to be verified as bidirectional neighbour, therefore,
LOADng routers will not join the collection tree during the
collection tree building process described in this section.
However, these routers can participate in the collection tree
by initiating a new RREQ message to the root and thus
join the collection tree as “leaf nodes” (i.e., nodes without
children), as shown in Figure 6.

During the collection tree building process, LOADng-
core routers will not be able to function as parents of other
routers. As depicted in Figure 6, router 𝐶 will choose 𝐵 as
parent, even if 𝑆 probably provides a shorter path to the root.
If the LOADng-core router is on the only path to the root,for
example, router𝐸 has to go through 𝑆 to reach the root, a new
RREQ will be initiated to the root.

The existence of LOADng-core routers will possibly
increase the routing overhead in the network by initiating
more route discoveries. But with the smart RREQ introduced
in Section 2.5, the RREQ dissemination can be kept locally,
thus without introducing much influence in the networks.

4. Simulation and Performance Analyses

4.1. Simulation Settings. In order to understand the perfor-
mance impact of the collection tree extension to LOADng,
this section presents a set of ns2 simulations, comparing
LOADng, LOADng-CTP, and RPL, with the parameters
of the trickle timer in RPL being set according to [8].
Simulationsweremadewith varying numbers of routers from
63 to 500 and placed statically randomly in a square field.
The networks have consistent density of nodes; that is, the
simulation field grows as the number of routers increases:
1100m × 1100m for 63 nodes, 1580m × 1580m for 125 nodes,
2230m × 2230m for 250 nodes, and 3160m × 3160m for 500
nodes. This simulates smart grid in suburban areas. As the
size of the network grows, the scalability of the protocol can
be tested.

The network is subject to sensor-to-root traffic, like
periodic meter reading: all routers generate traffic, for which
the destination always is a single, fixed router in the network.
Each data source transmits a 512-byte data packet every 5
seconds, in bursts lasting for 80 seconds each, for a total
simulation time of 100 s.

For the purpose of this study, router mobility was not
considered. Simulations were conducted using the TwoRay-
Ground propagation model and the IEEE 802.11 MAC.
Although there are various low-layer technologies more
commonly (and, perhaps, more viably) used for LLNs (power
line communication, 802.15.4, low-power wifi, Bluetooth low
energy, etc.), 802.11 provides basic distributed mechanisms
for channel access, such as DCF (distributed coordination
function), CSMA/CA (carrier sense multiple access with col-
lision avoidance). Therefore, general behaviour of a protocol
can be inferred from simulations using 802.11.

In the simulations, three types of routing protocols are
compared.

(i) LOADng core specification [1], referred to as
LOADng in the following section. The routes are
built reactively when there are data packets need to
be sent.

(ii) LOADng with collection tree extension, referred to
as LOADng-CTP. The collection tree is triggered and
built before the sending of data packets.

(iii) RPL with trickle timer, referred to as RPL. The
parameters of trickle timer are set according to [8].

4.2. Simulation Results. Figure 7 depicts the delivery ratio of
three protocols. Both LOADng-CTP and RPL obtain delivery
ratios close to 100%, regardless of number of nodes. LOADng,
initiating route discovery for every router (network-wide
broadcast), incurs a high number of collisions on the MAC
layer (shown in Figure 8), and thus a lower data delivery ratio,
especially in larger scenarios.

Figure 9 illustrates the average end-to-end delay.
LOADng has longer delay mainly because the route
discovery is performed reactively; that is, the data packets
have to wait the finish of route discovery before being sent
out. LOADng-CTP and RPL have routes a priori available,
thus exhibiting identical delays.

For the sensor networks, the routing overhead is also a
crucial consideration. Figures 10 and 11 show the number of
overhead packets per router and average overhead of network
(bytes/second), respectively, which the networks are needed
to converge to a stable state; that is, every router has a route
to the root.

The overhead packets of LOADng-CTP and RPL grow
linearly with RPL sending twice asmany packets as LOADng-
CTP and RPL sending 10 times more bytes/s as compared
to LOADng-CTP, due to the RPL control packets (mainly,
the DIOs) being bigger [10]: a DIO packet takes up to 40
octets in these scenarios, whereas a LOADng-CTPRREQand
RREP packet typically are 10 octets (base header of 24 octets,
plus other options and addresses). The overhead of LOADng
grows exponentially as the number of nodes increases, up to
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700,000 packets for scenarios of 500 nodes (not drawn in the
figure). The point-to-point based basic LOADng mechanism
is not optimized for sensor-to-root traffic.

5. Conclusion

This paper has presented an extension, LOADng-CTP, to the
reactive LOADng routing protocol, permitting efficient and
on-demand construction of collection trees for supporting
sensor-to-root traffic types. LOADng-CTP permits finding
paths between a root router and all the other sensor routers in
the network using bidirectional links. The protocol supports
per-path route maintenance without rebuilding the whole
collection tree. Another key aspect of LOADng-CTP is that
any router can at any time determine that it needs to act
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Figure 10: Number of overhead packets transmitted by each router.

as a root for sensor-to-root traffic and spawn a collection
tree construction; this, without requiring that said router
is specifically provisioned for this purpose (no extra state,
processing power, required).

The main features of LOADng-CTP are analysed. The
routing overhead is reduced to 𝑂(𝑁) for collection tree
building, compared to 𝑂(𝑁2) of LOADng core specification
(𝑁 is the number of routers in the network). An extensible
security framework is proposed to protect the integrity
of routing message exchange. The interoperability between
collection tree extension and LOADng core specification
is considered. The LOADng routers without collection tree
extension can also join the collection tree by initiating a route
discovery.
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The performance of this extension has been studied;
revealing delays and data delivery rations, comparable with
RPL, are obtained while at the same time yielding consid-
erably lower control traffic overheads. Compared to basic
LOADng, the performance of the LOADng-CTP extension
yields better performance: lower overhead, higher data deliv-
ery ratios, and lower delays.
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The next-generation wireless sensor network (WSN) has the capability of carrying hundreds of high-definition video streams,
beside the feature of massive employment of energy-efficient nodes. However, several challenges are identified with respect to the
video bearing, such as the different video formats, enormous size of “raw” video, and compatibility with heterogeneous terminal
devices. The video transcoding system (VTS) is widely believed to address these challenges. This paper introduces a cloud-based,
more specifically, Hadoop-based, video transcoding system to fulfill the vision of bearing hundreds of HD video streams in the next
generation WSN, with a discussion on optimization of several significant parameters. This paper obtains three remarkable results:
(1) there is an optimal value of the number of Mappers; (2) the optimal value is closely related to the file size; (3) the transcoding
time depends principally on the duration of video files rather than their sizes.

1. Introduction

The next-generation wireless sensor network (WSN), in
the broad sense, has two significant features. One is the
massive employment of energy-efficient nodes that extends
the networks’ working time from months to years. The other
one is the dramatically increased throughput of the networks,
thanks to the emergency of new wireless transmission tech-
nology operating on the microwave spectrum. IEEE 802.11ac
is a case in point [1].

The increased link throughput, up to 1 Gbps, makes the
next-generation WSN capable of carrying hundreds of high-
definition video streams as cameras are deemed as one kind of
optical sensors.This capability has been anticipated for a long
time bymany applications. In the future battlefield, thousands
of mobile objects, such as helicopters, vehicles, tanks, and
soldiers, will be installed with high-definition or standard-
definition cameras. The next-generation WSN is suitable for
transmission of videos captured by these cameras back to

the headquarter. Videos are going to be stored, managed,
analyzed, and even redistributed to the related people. Similar
application scenarios include large scale emergent rescue
during natural disasters, security level scale up for a critical
event, and prompt treatment to riots or chaos and so on.

To fully and efficiently realize the above application,
several challenges are identified.The first one is that different
video formats produced by the front-end cameras may
complicate the video management and analysis task. Besides,
the large size of the “raw” video brings severe pressure on the
storage disks and processing power. Finally, it is obligatory
that the videos redistributed to the users are compatible with
and have the same quality on the heterogeneous terminal
devices.

The video transcoding system (VTS) is widely believed
to address these challenges. It takes large amounts of video
files with various formats as inputs and videos with the
uniform format and much less size as outputs. Single-
machine-based approach and cloud-based approach are two
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options to implement the VTS. Nevertheless, the cloud-based
approach has several advantages over the single-machine-
based approach, especially for theWSN application scenario.
Scalability and fault tolerance are two major advantages,
for instance. Scalability means that Hadoop nodes are able
to easily join/leave the WSN if more/less video streams
require transcoding. The VTS continues operating well even
if some Hadoop-nodes fail to work, which is the frequently
happening case for the WSN applications.

This paper aims to introduce a cloud-based, more specif-
ically, Hadoop-based, video transcoding system to fulfill the
vision of bearing hundreds of HD video streams in the next
generationWSN,with a discussion on optimization of several
significant parameters.

We carry out two sets of experiments: (1) various numbers
of Mappers and (2) different file sizes with fixed video
duration. Our results show that selecting a proper number
of Mappers with respect to the size of video file will obtain
optimal performance in terms of transcoding time. The
transcoding time depends principally on the duration of
video files rather than their sizes.

The rest of the paper is organized as follows. Section 2
describes the related work. Section 3 discusses the whole
VTS architecture and function components. In Section 4, we
share our experiment design and result analysis. Section 5
concludes this paper and points out some future works.

2. Related Work

In recent years, the research area on video transcoding
has gained more and more attention. A Hadoop-based
distributed video transcoding system [2] is designed by using
HDFS [3] (Hadoop Distributed File System) to store video
resources and applying both MapReduce [4] and FFMPEG
[5] technology to do transcoding. A video segmentation
strategy on distributed file system (i.e., HDFS) is proposed,
in which performance test is also conducted and the result
shows that the 32MB size of segment has the most outstand-
ing performance. However, there are still many works left
untouched in the paper, such as other options of Hadoop
parameters to optimize, for example, block size, cluster size,
and so forth. In another paper [6], cloud-based smart video
transcoding system is proposed. A cloud server is a logical
server that is built, hosted, and delivered through a cloud
computing platform over the Internet. It is responsible for
providing andmanaging the user’s applications, such as VOD
on mobile phones, and storing video materials in the cloud.
Service subscribers may access the computing resources by
their own computers, smart phones, and so forth. The cloud
computing technology could speed up video transcoding,
owing to the benefits of parallel computing and MapReduce,
that is, splitting original big video file to small portion
and forwarding to different nodes in cloud environment
and executing transcoding of each small portion in parallel.
However, in this paper, no transcoding performance was
evaluated. Similarly, anotherHadoop-based distributed video
transcoding system in a cloud computing environment is
proposed to transcode various video codec formats into the

MPEG-4 video format [7]. In this system,MapReduce frame-
work, HDFS (HadoopDistributed File System) platform, and
media processing library Xuggler are applied to implement
it. Meanwhile, performance evaluation in a Hadoop-based
distributed video transcoding system is also conducted [8].
In order to present optimal Hadoop options for processing
video transcoding, the experiment data is collected with
changing cluster size, block size, and block replication factor.
However, these experiments are not enough to figure out
the relationship between Hadoop and video transcoding, for
example, how to set the number of Mappers for certain video
files.

In this paper, we introduce a VTS with Apache Hadoop
[9] (including MapReduce framework and HDFS platform,
etc.), media processing library FFMPEG, and web server
Apache Tomcat [10], in order to verify how it could speed up
video transcoding for big video files.This paper also analyzes
the experiment results with consideration of factors about
the number of Mappers that do the transcoding work, and
duration and size of video files, which have not been studied
before. It fills the gap in the research field of Hadoop-based
video transcoding and contributes greatly to the choice of
optimal parameters.

3. Application Scenario and
System Architecture

3.1. Application Scenario. Figure 1 illustrates the application
scenario of the Hadoop-based VTS in the WSN.

Video capture devices, such as cameras, generate large
amounts of videos and transfer them to Hadoop subclus-
ters through the WSN. Then the video transcoding system
deployed on the Hadoop cluster will transcode these video
files into the MP4 files and store the transcoded files in the
HDFS.The system clients, whomay use smart watches, smart
phones, and other wearable devices, are able to access the
system web server to request for transcoded videos or receive
recommended videos from the Hadoop cluster.They can also
act as video content providers and then submit their own
videos to launch new transcoding tasks.

There may be several Hadoop subclusters in one WSN.
These Hadoop subclusters can be deployed on the same
WSN node or different nodes. From a logical view point, all
of these subclusters constitute the whole Hadoop cluster of
one VTS. The decentralization property of Hadoop system
matches quite well with that of WSN. Seamlessly integrating
theHadoopwithWSNwouldmake the solutionmore robust,
scalable, and fault-tolerant.

3.2. System Architecture. This subsection describes the archi-
tecture of the video transcoding system.As shown in Figure 2,
it consists of a web server and a Hadoop cluster. The web
server accepts users’ requests and invokes remote video
transcoding function deployed on Hadoop cluster. In the
following paragraphs, wewill introduce each part of the video
transcoding system.
(1) Hadoop Cluster. Hadoop is an open-source software
framework that derives from Google’s Map/Reduce and
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Google File System papers. It provides strong distributed
computing capability and scalable storage capacity for huge
data processing based on the Hadoop cluster composed by
a set of commercial and low cost machines. In the Hadoop
cluster as shown in Figure 3, it incorporates a master/slave
model; that is, a Hadoop cluster usually includes a single
machine designated as a master node and all others act
as slave nodes. Based on this model, Hadoop provides a
distributed file system known as HDFS and the Map/Reduce
function, which are used for data storage and data processing.
(2) HDFS. HDFS is a distributed file system implemented in
the Hadoop cluster. It stores large data files across dozens of
machines. The master node, also known as the NameNode,
is the centerpiece of HDFS. It keeps a directory tree for all
the files in HDFS and tracks the location of each part of
data files. Moreover, it divides large computation tasks, files

into small ones, and distributes them to slave node, known
as DataNode. The slave nodes provide storage space and
computing resources for HDFS. Large data files are split into
several parts and stored across slave nodes. And computation
tasks are executed on slave nodes.The results are collected by
the master node and combined into an output form.

In our system, the HDFS is mounted on the web server
using FUSE tool. From a logical view, it can be treated
the same as the local file system. The original videos and
transcoded videos are stored in HDFS. The NameNode and
DataNodes can colocate with oneWSN node or connect with
different WSN nodes.
(3) Map/Reduce Model. Map/Reduce is the programming
model for processing parallelizable problems across large
datasets with some distributed algorithms running on a
cluster of machines. It involves a Map procedure and a
Reduce procedure. As indicated in Figure 4, the input data
of Map/Reduce model will be split into small datasets. Then
these small datasets are mapped into some Map processors’
work space and handled. A shuffle/sorting mechanism will
collect results of the Map procedure and organize them
into lists. The Reduce procedure will run on these lists and
transform the results into the final output data.

As a popular implementation of Map/Reduce model,
Hadoop uses the master node to complete the Map and
Reduce procedure. In the Map procedure, the master node
divides the input, such as large data files or computation tasks,
into small ones and then generates (key, value) pairs. Depend-
ing on the shuffle and sorting mechanism, it distributes them
to the slave nodes. After small tasks are finished, the master
node collects results from slave nodes to accomplish the
Reduce procedure.
(4) Video Transcoding. The format of a video includes many
parameters, for example, bit rate, frame rate, spatial resolu-
tion, coding syntax, content, and so forth. Video transcoding
is the technology used to convert a video from one format
to another one. There are numerous video transcoding
mechanisms. Some main transcoding techniques are briefly
introduced as follows [11–13].

(a) Bit-rate transcoding: it is usually applied to reduce
the bit rate with the same complexity and quality
if possible. The likely scenario is to convert the
video resources for television broadcast and Inter-
net streaming. There are some bit-rate transcoding
architectures: open-loop transcoders, cascaded pixel-
domain transcoders, and DCT-domain transcoders.

(b) Spatial and temporal transcoding: apart from bit-rate
transcoding, spatial and temporal transcoding is also
used to convert compressed video for communication
networks video viewer. There are a multitude of
challenges, one of which is how to derive a new set of
motion vectors. Many relevant researches have been
performed to solve them. In addition, some architec-
tures are proposed to enhance its performance, such
as DCT-domain architecture, a hybrid DCT/pixel-
domain transcoder architecture.
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(c) Standards transcoding: coding standards, for exam-
ple, MPEG-2, MPEG-4, and so forth, are one of
the important characteristics of video. Besides the
conversion in bit rate and resolution, coding standard
will also be changed from one to another in some
applications.

Our video transcoding mechanism, by itself, is based
on the spatial and temporal transcoding technique together
with standards transcoding technique. We conduct video
transcoding fromAVI toMPEG-4 andmeanwhile from800×
480 to 640× 240.More specifically, we use aMapper to divide
large video files into small ones. Afterwards, these small files
are distributed to be stored in HDFS. There is no Reduce
procedure in order to eliminate the time consumption. All
of the transcoding work is done on the slave nodes. We use
the open-source software FFMPEG to split videos and do
transcoding work. FFMPEG is a free multimedia software
framework used to handle various multimedia data. It also
provides some library files related to audio/video codec. In
addition, it can be compiled under most operating systems.

4. Experiments

4.1. Experiment Settings. Figure 5 illustrates the experiment
platform deployed on three Dell servers and one PC. The
Hadoop cluster is composed of threeDell servers, which serve
as oneNameNode and twoDataNodes. It does not hold lots of
meanings if tens of DataNodes are deployed considering that
the most usual application locations of WSN are outdoor, in
mobile status, or even in barren areas. Each Hadoop cluster
node is running on the Linux OS (Debian 3.2.46 x86 64). No
matter theNameNode andDataNode are, eachHadoop-node
is equipped with two Intel Xeon 8 core 2.00GHz processors
with 64GB registered ECC DDR memory and 3 TB SATA-
2. The web application is deployed on Tomcat web engine
running on a PC machine, which is equipped with Linux OS
(Ubuntu Server 3.5.0 x86 64), Intel Core 2 DuoCPU 3.0GHz
with 2GB registered DDR memory, 320GB SATA-2. Java
1.6.0 37, Apache Tomcat 7.0.39, Hadoop-0.20.2, and FFMPEG
1.0.6 are the other components used in the platform.

Several video data sets are used for the system per-
formance evaluation. The video data sets are generated by
emerging replications of the original file using the Format
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Factory [14]. Each original file size is 80MB. Table 1 lists the
parameters for original and transcoded video file.

4.2. Experimental Results and Analysis. This subsection
focuses on discussing and analyzing the experiment results.
The transcoding time consumption is employed as the per-
formance metric. In the experiments, we choose parameters
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Table 1: Experiment settings.

Parameter Original single file Transcoded file
Codec DivX MPEG-4
Format AVI MP4
Duration 31min 21 sec 31min 21 sec
Resolution 800 × 480 640 × 240
Frame rate 15 fps 15 fps

about the number of Mappers that do transcoding work and
duration and size of video files. We carry out a series of
experiments based on these factors.
(1) Effect of Number of Mappers. We design the first set of
experiments by changing the number ofMappers while fixing
file size and duration. The range of Mappers’ number is 3, 6,
9, 12, and 15. Table 2 shows the video data sets used in these
experiments and Table 3 lists the experiment results.

Figure 6 indicates the effect of number of Mappers. For
the files whose durations are 5 h 18m 34 s and 10 h 37m 9s,
as the Mappers’ number increases, the time consumptions of
transcoding decrease at the beginning and reach the lowest
point when the number is 9. Later, they increase obviously
as the number of Mappers is greater than 9. For the files
whose durations are 21 h 14 h 18 s and 42 h 28m 37 s, time
consumptions go down when Mappers’ number increases.

In theHadoop system, aMapper is designated to process a
split part of video file and is invoked by aDataNode.Themore
the Mappers, the more the transcoding tasks distributed to
DataNode, which accelerates the transcoding process. On the
other hand, there are also queues in each DataNode keeping
the disengaged transcoding tasks waiting, which retards the
transcoding process. There should be a “Laffer curve” just as
the case in economics [15].

The curve depicted in Figure 6 reveals that there exists
an optimal value of the number of Mappers for the Hadoop-
based VTS and the value is closely related to the size of files.
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Table 2: Video data sets for performance evaluation.

File size 1 GB 2GB 4GB 8GB
Total duration 5 h 18m 34 s 10 h 37m 09 s 21 h 14m 18 s 42 h 28m 37 s

Table 3: Transcoding time with different Mappers’ numbers.

Mapper Video data sets
1 GB/5 h 18m 34 s 2GB/10 h 37m 09 s 4GB/21 h 14m 18 s 8GB/42 h 28m 37 s

3 684 s 1359 s 2743 s 5235 s
6 464 s 921 s 1709 s 3390 s
9 349 s 678 s 1330 s 2581 s
12 547 s 1170 s 1160 s 2210 s
15 925 s 1781 s 1189 s 2234 s

Table 4: File sizes and results—first file.

First file size Time consumption
0.7GB 317 s
1.0 GB 349 s
1.3 GB 309 s
2.0GB 340 s

Table 5: File sizes and results—second file.

Second file size Time consumption
1.7 GB 578 s
2.0GB 678 s
2.9GB 576 s
4.0GB 601 s

The optimal value is 9 for the video files whose durations are
5 h 18m 34 s and 10 h 37m 9s in experiment settings of this
paper, while, for the other two cases, the optimal value should
be around 12.
(2) Effect of Duration and Size.The second set of experiments
tries to explore the relationship of the transcoding time with
the size and duration of video files. In these experiments, we
specify the Mappers’ number as 9. By fixing the duration of
two video files and changing their sizes, we investigate the
transcoding time consumption. Tables 4 and 5 indicate the
system performance with respect to various file sizes. The
durations of two video files are 5 h 18m 34 s (Table 4) and 10 h
37m 09 s (Table 5), respectively.

Figure 7 demonstrates that time consumptions fluctuate a
little when file sizes increase andmeanwhile the durations are
fixed. The time consumption of video transcoding depends
principally on the duration of video files rather than their
sizes. It suggests that duration-based splitting mechanism
would be more controllable than the size-based method.

5. Conclusion and Future Work

In this paper, we propose a Hadoop-based VTS integrat-
ing several key components including HDFS, Map/Reduce,
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FFMPEG, and Tomcat, with a discussion on several sig-
nificant parameters. Three prominent results are achieved
through the experiments: (1) it is clear that there is an optimal
value of the number of Mappers; (2) the optimal value is
closely related to the file size; (3) the time consumption of
video transcoding depends principally on the duration of
video files rather than their sizes.

The inherited distribution property of theHadoop system
seems quite harmoniouswith the decentralization attribute of
next-generationWSN. However, the research exploring their
relationship and integrating them into a turn-key solution for
many practical problems is still in its preliminary stage. As
one of the first papers pioneering in this direction, this paper
enlightens several directions for future work.

First of all, more experiments will be carried out not only
in the area of standards transcoding and spatial transcoding,
but also in the field of bit-rate transcoding, tomeet the service
requirements of the next-generationWSN, such as converting
the video resources for video broadcast or streaming.

Secondly, some efforts have to focus on WSN’s net-
work planning and routing protocol optimization in order
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to integrate seamlessly with Hadoop system. The normal
Hadoop system generally operates in an indoor andmachine-
friendly environment with wired connections. However, the
WSN system always works in outdoor locations with tough
surroundings, such as severe interferences or extremely
high or low temperatures, and so forth. Accordingly, the
communication protocols among Hadoop nodes also have to
be redesigned with the consideration ofWSN characteristics.

Besides, some theoretical research will be done to find
the optimal value of the Mappers’ number.Themathematical
model is going to be constructed, taking the Hadoop cluster
size, block size, video file size, and block replication factor
into account.

Finally, it is necessary to implement the Hadoop-based
online or real time VTS for the next generation WSN, beside
the offline version proposed in this paper. It makes the live
video broadcasting,multicasting, and P2P streaming possible
in the WSN with the online VTS at hand.
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Radio Frequency IDentification (RFID) has been increasingly used to identify and track objects automatically. RFID has also been
used to localize tagged objects. Several RFID localization schemes have been proposed in the literature; some of these schemes
estimate the distance between the tag and the reader using the Received Signal Strength Index (RSSI). From a theoretical point
of view, RSSI is an excellent approach to estimate the distance between a sender and a receiver. However, our experiments show
that there are many factors that influence the RSSI value substantially and that, in turn, has a negative effect on the accuracy of
the estimated distance. Another approach that has been recently proposed is utilizing transmission power control from the reader
side. Our experiments show that power control results are more stable and accurate than RSSI results. In this paper, we present a
test-bed comparison between the power control and the RSSI distance estimation approaches for active RFID tags. We also present
the Angle of arrival Cluster Forming (ACF) localization scheme that uses both the angle of arrival of the tag’s signal and the reader’s
transmission power control to localize active tags. Our experiments show that ACF is very accurate in estimating the location of
active RFID tags.

1. Introduction

Radio Frequency IDentification (RFID) is a wireless technol-
ogy that has enabled a wide range of identification, monitor-
ing, and tracking applications. This includes using RFID for
supply chain management, access control, identification and
tracking of patients and children, and smart environments.

An RFID system is composed of tags (or transponders),
readers, and a software application. A tag is usually attached
to an item for the purpose of identifying and/or tracking it
automatically. RFID tags store some identification data and
transmit this data to the RFID reader via Radio Frequency
(RF) signals. The RFID reader broadcasts a query to all tags
within its reading (interrogation) range. Tags that receive the
broadcasted query respond by sending their data back to the
reader [1, 2].

RFID tags are composed of three main components: an
Integrated Circuit (IC), an antenna, and substrate. Based on
the power source, tags can be classified into three types: pas-
sive tags, semipassive tags, and active tags. Passive tags do not
have a power source; they rather get powered by the electro-
magnetic waves that are emitted from the reader to broadcast

the query [1–3]. Semipassive tags have an onboard battery
that is used only to power their circuits for processing. How-
ever, the battery is not used for communication. As is the case
with passive tags, semipassive tags rely on the reader to get the
power they need for communication. An active tag has a
battery that is used for both powering up the circuit and com-
municating with the reader. An active tag can handle a two-
way communication with the reader independently [4].

RFID has the potential to enable many interesting appli-
cations and to play a crucial role in the envisioned Internet of
Things (IoT). However, achieving that requires solving some
technical problems. One of these problems is estimating the
location of a tag precisely, which is the focus of this paper.
Accurate localization of an RFID tag is the key tomany track-
ing and monitoring applications. An example of such appli-
cations is an alarm system that predicts dangerous situations
(e.g., a child walking toward an oven).

Several RFID localization schemes have been proposed in
the literature. Most of these schemes find the location of a tag
based on an estimate to the distance between the tag andmul-
tiple readers. The accuracy of the estimated location depends
primarily on the estimated distances to multiple readers.
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Estimating the distance between a reader and a tag can be
made either by using the Received Signal Strength Index
(RSSI) or by controlling the transmission power of the reader.

In this paper, we look into the problem of localizing
an active RFID tag precisely. We have conducted a test-bed
experiment to evaluate and compare RSSI-based and power
control-based schemes. We also propose the Angle of arrival
Cluster Forming (ACF) scheme which uses a combination
of the Angle of Arrival (AoA) and the reader’s transmission
power control. Our experiments have shown that ACF is very
accurate in estimating the location of active RFID tags.

The rest of the paper is organized as follows. Section 2
surveys related work. Section 3 presents our test-bed exper-
iments for RSSI-based and power-control-based distance
estimation approaches. Section 4 presents our ACF scheme
for active RFID localization. Section 5 concludes the paper
with a brief summary and some future research directions.

2. Related Work

Many localization schemes have been proposed in the lit-
erature. The SpotON system, which was proposed in [8],
is a general wireless localization scheme that uses RSSI
measurements and the triangulation method. The scheme is
based on using multiple base stations (readers) that provide
RSSI measurements for the target object (tag) to be used to
estimate its location. However, this system has a low accuracy
in RFID because of the unpredictable behavior of the RF
signals especially with passive tags.

A famous RFID localization scheme is the LocAtioN
iDentification based on dynaMic Active Rfid Calibration
(LANDMARC) which was proposed to localize active tags in
indoor environments [9]. LANDMARCuses reference tags to
serve as reference points in known locations. LANDMARC
estimates the location of a target tag whose location is
unknown by comparing its RSSI with those of reference tags.
LANDMARC is considered to be a cost-effective localization
scheme as it uses more reference tags instead of using more
readers. The authors in [10] proposed the VIrtual Reference
Elimination (VIRE) schemewhich extends the LANDMARC
scheme by using virtual reference tags in addition to the
actual reference tags. RSSIs of virtual reference tags are
calculated and used to enhance the accuracy of the local-
ization process. Another enhancement to the LANDMARC
scheme was presented in [11]. This scheme divides the
area into a number of subareas and finds two estimates
for the location. The first estimate is calculated using the
LANDMARC scheme and the second estimate is calculated
using a new estimation algorithm. The estimation algorithm
starts by creating a vector of average Euclidean distances
between each area and the target object. The area with the
lowest average Euclidean distance is chosen to be the second
location estimate for the target object.

In [12], a scheme for localizing active and passive mobile
tags is proposed. It uses RSSI and reference tags placed
on the floor and the ceiling of the environment. In [13],
the authors proposed an approach that utilizes connectivity
information of readers and virtual reference tags only to

locate a target tag. Experiments have shown a fine-grained
accuracy for 2D localization as well as an acceptable accuracy
for 3D localization. The authors in [14] presented an RFID
smart shelf using passive UHF RFID tags to localize tags by
detecting interference with reference tags.

Another approach that can be used is utilizing power
control from the reader side which was proposed initially as
an anticollision protocol [15–17]. The main idea is to adjust
the reader’s transmission power level (i.e., its interrogation
range) in order to estimate the distance between the reader
and the tag. The distance is associated with the lowest power
level at which the tag is detected. In other words, the power
level is mapped to a distance [18].

In the literature, several AoA-based schemes are proposed
for localizing UHF RFID tags. In [6, 7], three uniform linear
antenna arrays with three patch elements are used to localize
active tags using the AoA.The AoA of the received tag signal
is measured at each of the three antenna array positions.
However, previous work did not pay attention to errors
in AoA measurements and their effect on the localization
process. The work in [19–21], for example, assumes that AoA
measurement error is uniform over all angle readings.

More details about existing localization schemes can be
found in some survey papers about this topic (see [22, 23]).

In this paper, we examine the sole use of RSSI or power
control approaches as an initial, yet coarse, step to localize
active RFID tags. Even though AoA is an attractive localiza-
tion method, we show that existing AoA estimation methods
comprise high error rates due to the phase measurement
correlation. Therefore, we propose a localization method
that augments the power control approach with a new AoA
method that minimizes the phase measurement correlation
and, hence, provides higher accuracy.

3. Test-Bed Evaluation of RSSI and Power
Control Distance Estimation

Since most existing distance estimation schemes are based
on either tags RSSI or readers power control, we present a
test-bed evaluation for both approaches.We use the following
devices in our test-bed. We use GAO RFID 217001B active
reader and GAO 127002 active tags [24]. The interrogation
range of the reader can be adjusted from 5m to 100m, and
it can read up to 100 tags/second. Its operating frequency
ranges from 2.4GHz to 2.5 GHz. This reader comes with
an Application Programming Interface (API) library that
makes an interface for the reader to control its operation by
external software. It has a dynamic transmission power that
is configurable by an API function.

3.1. RSSI Distance Estimation. We evaluated the approach of
using RSSI (only) for estimating the distance between readers
and tags. The distance is estimated based on mapping the
RSSI readings of the tag’s response to a distance based on
a reference curve (i.e., a mapping table) associating RSSI
readings to distances. We placed tags at distances that range
from 1.5m to 15m with intervals of 1.5m (i.e., 10 locations)
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with 10 dBm transmission power from the reader.We had the
following observations.

(1) The same tag at the same location gives different RSSI
readings.

(2) A tagmay give an RSSI reading that is larger than that
of another tag that is closer to the reader.

The reason behind these two observations is the fact that
RSSI in general is unstable and very sensitive to tags orien-
tation and different environment effects. We also took the
average RSSI reading out of multiple readings with different
orientations. The result is illustrated in Figure 1 which shows
the average RSSI reading and the variance for each dis-
tance. The obtained results are unstable and inaccurate. For
instance, at short distances, the readings of a tag placed at
4.5m from the reader overlapwith the readings of a tag placed
in the range from 4.5m to 9m, which produces an error mar-
gin of 4.5m (i.e., 100% of the actual distance). At longer dis-
tances, the readings of a tag placed at 10.5m overlap with the
readings of a tag placed in the range from 10.5m tomore than
15m.This makes RSSI-based localization unsuitable for both
indoor and outdoor applications.

RSSI fluctuations are worse with passive tags because of
the use of backscatter modulation [4] to reflect the reader’s
low-power signal. In [5], an evaluation of RSSI efficiency for
distance estimation is conducted and the results are shown
in Figure 2. Figure 2 shows the distribution of the measured
RSSI and the mean of these values under the following con-
ditions: 30 dBm transmission power, 1m height for antennas
and tags, and 6 dBi reader’s antenna gain.The reported results
exhibit a similar error trend as that of the active tags in
Figure 1.

The main conclusion we have out of this experiment is
that RSSI cannot be used to accurately measure the distance
between a tag and a reader. In fact, even reference tags do not
help here as it is common to have very different RSSI readings
from the same tag in the same location and at almost the same
time.

3.2. Power Control Distance Estimation. Another method to
estimate the distance between a tag and a reader is to adjust
the transmission power and, hence, the transmission range of
the reader. This way the distance is associated with the min-
imum transmission range at which the tag is identified as
shown in Figure 3. We conducted a comprehensive experi-
ment to evaluate the stability and accuracy of thismethod.We
placed tags at distances that range from 1m to 19m with
intervals of 2m (i.e., 10 locations). The RFID reader has
31 transmission levels. In our experiment, the reader inter-
rogates tags 100 times at each transmission level. For each
combination of a distance and a transmission level, we find
the percentage of times the tag is identified by the reader.The
results of this experiment are shown in Table 1. The results
are muchmore stable than the RSSI results. We observed that
tags located in the same location give very consistent results.
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Table 1: Relationship between distance and transmission power.

Power level
1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31

Distance (m)

1 100 100 100 100 100 100 100 100 100 100 100 100 100 100 100 100
3 0 0 0 52 98 98 98 99 99 100 100 100 100 100 100 100
5 0 0 0 38 49 50 49 49 49 50 50 50 51 49 51 49
7 0 0 0 16 29 34 49 51 50 51 42 47 46 48 49 49
9 0 0 0 0 0 22 32 49 49 54 50 47 54 49 48 51
11 0 0 0 0 0 6 32 23 41 48 40 43 50 48 50 52
13 0 0 0 0 0 0 21 21 19 20 27 45 49 51 53 50
15 0 0 0 0 0 0 12 13 14 12 19 36 37 49 44 51
17 0 0 0 0 0 0 1 10 10 7 13 25 28 41 42 51
19 0 0 0 0 0 0 0 3 4 6 7 17 24 34 34 51
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Tag

d1

d2
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(a)
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Figure 4: (a) Phase difference calculation. (b) The hyperbolas of antenna 1 and antenna 2.

4. Angle of Arrival Cluster Forming (ACF)

In the previous section, we have seen that power control can
give good estimates for the distance between a reader and
a tag. This divides the area surrounding the readers into
discrete regions in which tags are expected to reside. In this
section, we propose a scheme that augments the highly pre-
ciseAoA localizationmethodwith the power control distance
estimation method. We implement a method for estimating
the AoA using the phase difference in the 2.45GHz range.
Experimental results are presented to assess the performance
of the proposed scheme.

4.1. Overview. Finding the AoA of the tag’s signal is done by
estimating the phase difference of the received tag’s signal
with respect to known positions of the receiving antenna
arrays. And then, the position of the tag is determined to be
in the intersection of the two hyperbolas formed by the two
antenna arrays.

To estimate the angle of arrival of the tag’s signal, we
use a phased antenna array composed of two individual
antenna elements.The two antenna elements are separated by
a distance of𝜆/2m(where𝜆 is the frequencywavelength) and
aligned along a horizontal line to form a uniform linear array
(see Figure 4). The tag’s signal arrives to the two antennas at
different times, whichmakes a constant phase shift.Thephase
detector chip translates that phase difference to a specific

voltage. The phase difference (𝜃
𝑑
) is equal to 360(𝑑

1
− 𝑑
2
)/𝜆,

where 𝑑
1
and 𝑑

2
are the distance between the tag and the first

antenna in the array and the distance between the tag and the
second antenna in the array, respectively.

The two-antenna array provides a solution for the tag’s
location which is a hyperbola whose focal points are the loca-
tions of the two antennas (as shown in Figure 4(b)). If the tag
is placed at a point (𝑥

𝑡
, 𝑦
𝑡
), the phase difference is 𝜃

𝑑
, and the

two antennas are placed at two points (−𝜆/4, 0) and (𝜆/4, 0);
the solution hyperbola for the tag’s location is defined by the
following equation:

𝑦 = √
𝑥𝜆
2

16𝑎
2
− 𝑥2 −
𝜆
2

16
+ 𝑎2, where 𝑎 = 𝜆

4
(
𝜃
𝑑

180
) . (1)

This indicates that a single antenna array of two antennas
is not enough for a precise localization because any point on
the hyperbola is a possible location of the tag. Therefore,
deploying more antenna arrays brings overlapping hyperbo-
las and provides a finer estimate for the tag location.

4.2. Error Modeling. In our design, we utilize the phase
difference using the AD8302 chip to estimate the AoA [25]. In
order to evaluate the localization accuracy, we conducted an
experiment to evaluate the reflected error in theAoA from the
error in the measured phase difference. A two-antenna array
(with 𝜆/2m distance between the omnidirectional antennas)
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(b) (c)

Figure 5: (a) RF signal generator and an active tag. (b) AD8302 phase shift detector board. (c) The two-antenna array is connected to the
phase difference module and the output is connected to the oscilloscope and data acquisition board.
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Figure 6: The output voltage from the phase difference module
when shifting the antenna array from 0 to 90 degrees (causing a
phase difference from 0 to 180 degrees).

is placed at a distance 𝑑 = 5m from the RF signal generator as
shown in Figure 5. The output power of the signal generator
is set to 10 dBm (excluding the antenna gain) with an output
frequency of 2.45GHz. The antenna array is then rotated
from 0 to 90 degrees (around its center point between the
antennas) in 5-degree steps. Since the distance between the
antennas is 𝜆/2m (or 180 degrees), the 90 degrees rotation is
reflected in 𝜃

𝑑
of 180 degrees. For each step the output voltage

is plotted by the oscilloscope andmapped to the phase shift as
shown in Figure 6. The difference between the actual and the
measured phase shifts is then plotted as shown in Figure 7.
Note that the error (in degrees) is not constant for all angles
of the phase shift and we consider this fact in the evaluation
of our system’s performance.
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Figure 7: The error (in degrees) between the actual and the
measured phase shifts.

4.3. Deployment of Phase Detectors. When the two detectors
are placed beside each other as in [6, 7, 21], the phase estima-
tion error has a significant impact on the location estimation.
As shown in Figure 8(a), for each phase detector 𝑛 there is a
phase error margin that results in upper and lower limits to
the expected phase, 𝜃

1 𝑛
and 𝜃

2 𝑛
. Each phase limit creates a

hyperbola, and the tag’s location can be anywhere between
the two hyperbolas. In Figure 8(a), the tag is assumed to be
4𝜆m from the phase detectors. The hyperbolas of the two
phase detectors intersect in an area spanningmore than 4𝜆m
(around 8.5𝜆m) because of the correlation between the mea-
sured phases which is reflected in the adjacent hyperbolas.

To provide a fine estimate for the tag’s location, we place
two phase detectors at a distance that is much larger than the
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Figure 9: (a) The grid in our experiment. (b) Estimated error for each point in the grid in (a).

wavelength 𝜆. The phase reading from each detector makes a
hyperbola and the tag’s location is estimated to be along the
edge of that hyperbola. As the phase reading has a variable
margin of error [25], we consider the upper and lower limits
of the phase difference in estimating the location. When the
phase detectors are separated as shown in Figure 8(b), the

same phase error results in a much smaller error area than
that in Figure 8(a). The deployment in Figure 8(b) results in
two clusters of points which are close to each other.

4.4. Combined Power Control and ACF. The power control
scheme provides a good estimate for the distance between the
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tag and the reader. Thereby, the ACF can utilize the power
control distance estimation to consider only one of the
location clusters (as in Figure 8(b)). In our evaluation, two
phase detectors and one active tag reader are placed as shown
in Figure 9(a) with a separation of 4m (with an operating fre-
quency of 2.4GHz). An active tag is placed at the grid nodes
in Figure 9(a) that covers an area of 3 × 4m2.The experiment
area is then mapped to the Cartesian plane with the lower
corners at (−2, 0.5) and (2, 0.5) and the upper corners at (−2,
3.5) and (2, 3.5) with one phase detector at the origin and
another at (0, 4). The localization error is calculated based
on the Euclidian distance between the estimated location
and the actual location. The error at each node is plotted in
Figure 9(b). Note that most of the nodes have an error of less
than 0.1m indicating a robust localization performance of
our scheme. When the tag is at the middle nodes, the phase
difference becomes close to zero and the error rises dramat-
ically as depicted in Figures 7 and 9(b). The error rises also
when the tag is at the corner of the grid where the phase
difference is close to 180 degrees. The average error of the 169
locations is 0.135m.

5. Conclusion

In this paper, we present a test-bed study and comparison
between the RSSI and the power control distance estimation
approaches for active RFID tags. We found that the power
control approach is much more stable and accurate than the
RSSI approach. We also present a novel scheme for localizing
active tags, which is the ACF deployment, that takes advan-
tage of the robustness of the AoA of the tag’s signal and the
accurate estimated distance from the power control approach
to localize active tags accurately. Our experiments have
shown that a combination of the ACF and power control is
able to locate active tags with a high accuracy (an average of
13.5 cm error) using a single RFID reader (with adaptive gain)
and two phase detectors.

Our future work includes combining the ACF and power
control with the use of reference tags to improve the accuracy
in someparticular spots inwhich theAoAmodule is expected
to suffer low accuracy (e.g., middle nodes and corners of the
grid).
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Wireless Sensor Networks (WSNs) can benefit from ad hoc networking technology characterized bymultihop wireless connectivity
and infrastructure less framework.These features make them suitable for next-generation networks to support several applications
such M2M applications for smart cities and public safety scenarios. Pivotal design requirements for these scenarios are energy
efficiency, since many of these devices will be battery powered placing a fundamental limit on network, and specifically node
lifetime. Moreover, the way in which traffic is managed also influences network lifetime, since there is a high probability for some
nodes to become overloaded by packet forwarding operations in order to support neighbour data exchange.These issues imply the
need for energy efficient and load balanced routing approaches that can manage the network load and not only provide reduced
energy consumption on the network but also prolong the network lifetime providing robust and continuous. This work proposes
a new energy efficient and traffic balancing routing approach that can provide a weighted and flexible trade-off between energy
consumption and load dispersion. Simulation results show that the proposed protocol achieves high energy efficiency, decreases
the percentage of failed nodes due to lack of battery power, and extends the lifespan of the network.

1. Introduction

WSN is a key enabling technology for next-generation net-
works, having significant application in connecting a mul-
titude of wireless tiny sensors or being able to operate in a
more advancedmode by locally connecting different “things”
of different capabilities, such as Personal Device Assistance
(PDAs), Mobiles, and laptops, making then an ideal solu-
tion for next-generation networks. WSNs technology has
a profound effect on our everyday life due to its inherent
features such as being ubiquitous in nature and offering an
inexpensive alternative to traditional networks.

WSNs are more specific use-cases for ad hoc wireless
networks that today are autonomous in nature and sup-
port flexible topologies to deliver fast and everywhere con-
nectivity. A self-configuring WSN, constituting distributed
autonomous wireless nodes, can benefit from amultihopping
ad hoc approach, in which nodes operate not only as a
transceiver but also as a router and forward packets to

other nodes in the network which may not be within direct
transmission range of each other. Therefore, by operating in
“ad hoc” mode, packet travelling from a source node toward
a destination node may pass through multiple nodes to reach
its destination.

A key enabler in ad hoc networks is a routing approach
that needs to be robust and low in complexity to support end-
to-end connectivity in highly dynamic operating environ-
ments. However, the effect of node/user mobility, dynamic
topologies, frequent link breakages in the communication
path, limitation on nodes resources such as battery power,
and lack of central point such as base stations or servers
means that routing in ad hoc networks can be a very
challenging issue. Beside these aforementioned issues, there
are also several qualities of service (QoS) metrics that should
be considered in a communication, such as data throughput,
delay, energy efficiency, traffic balancing, and the protocol
overhead. Furthermore, due to the distributed and cooper-
ated nature of ad hoc networks, attributes such as the number,
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velocity, and the mobility pattern of mobile nodes may affect
the QoS metrics provided by the routing protocol.

Providing a concrete routing solution that is energy
efficient, but on the other hand able to deliver adequate QoS,
is challenging, especially in a highly mobile environment.
Usually each protocol tries to focus only on one or some of
these QoS metrics. Different approaches reactive and proac-
tive have been explored, and each has distinctive advantages.

Ad Hoc On-demand Distance Vector version 2
(AODVv2) protocol [1] is a well-known routing protocol
presented by Mobile Ad Hoc NETwork (MANET) group of
Internet Engineering Task Force (IETF) [2]; it applies a
uniformed message format and has inherent features to
support many required QoSmetrics, but it is limited in terms
of energy and traffic management. We exploit AODVv2
as a fundamental building block and go beyond this by
designing and implementing energy and traffic aware capa-
bility. This work proposes an Energy Efficient Ad Hoc
On-demand Distance Vector version 2 (E2AODVv2) that
can have several applications specifically inWSNs.We imple-
mented several simulation scenarios to test the capability of
E2AODVv2, where results have shown that our proposed
approach achieves higher performance in terms of energy
consumption and load balancing compared to the baseline
routing protocols.

This work is structured as follows: Section 2 presents the
literature review and related works, Section 3 describes the
current implementation of the AODVv2 protocol, Section 4
introduces the new proposed E2AODVv2 routing protocol,
Section 5 presents the analysis and simulation results, and
finally Section 6 presents conclusions and future works.

2. Related Works

2.1. Ad Hoc Routing Protocols Category. Many routing algo-
rithms have been proposed for ad hoc networks in the
literature.These routing protocols can be divided into several
categories based on various criteria. In this section, we briefly
review these categories and provide one sample from each
category.

2.1.1. Flat Routing Protocols. Flat routing protocols in ad hoc
networks adopt a flat addressing scheme which means all
nodes participating in the routing process play an equal role.
Flat routing protocols may generally be classified into two
main categories.
(A) Proactive Protocols. This type of protocols attempts to
find and maintain consistent, up-to-date routes between all
source-destination pairs regardless of the use or need of
such routes. Therefore, each node maintains one or more
tables to store routing information (table driven protocols).
Proactive protocols require periodic control messages to
maintain routes up to date for each node. Routing techniques
are either link-state or distance vector (or a mixture of both)
[3, 4].

(i) Distance Vector (DV) based routing protocols: Des-
tination Sequenced Distance Vector (DSDV) [5] is a
proactive table-driven protocol based on the classical

Bellman-Ford algorithm. All nodes try to find all
paths to the possible destination nodes in a network
and to save them in their routing tables.

(ii) Link-State Based (LS) routing protocols: Optimized
Link-State Routing Protocol (OLSR) [6] uses selected
nodes calledmultipoint relays (calledMPRs) for rout-
ing operations in order to forward broadcastmessages
during the flooding process. Link-state information is
generated only by MPRs and this information is then
used for route calculation.

(B) Reactive Protocols. Routes are created only when a source
node requests them (on-demand protocols). Forwarding
process is accomplished according to two main techniques.

(i) Source routing protocols: Dynamic Source Routing
(DSR) [7] is a source routing protocol and requires
the sender to know the entire route to the destination.
It is based on route discovery and route maintenance
process. Discovered routes will be cached in the
relative nodes.

(ii) Hop-by-hop routing protocols: like Ad Hoc On-
demand Distance Vector (AODV) [8], it uses the
on-demand mechanism of route discovery and route
maintenance fromDSR and also a mechanism for the
hop-by-hop routing and sequence number. Per each
destination, AODV creates a routing table, while DSR
uses node cache to maintain routing information.

2.1.2. Hierarchical Routing Protocols. In hierarchical routing
protocols, the network’s nodes are divided into clusters.
Each cluster has an admin entity (head cluster) which is
responsible for routing inside that cluster; therefore, in this
context, nodes have different responsibilities and importance
in routing algorithm. Also, the cluster head election can be a
dynamical and distributed operation. Zone Routing Protocol
(ZRP) [9] is a hybrid/hierarchical routing protocol that takes
advantage of both proactive and reactive schemes by creating
overlapped zones based on the separation distances between
wireless nodes. ZRP tries to limit the flooding area per each
node by assigning a routing zone to that node [10].

2.1.3. Geographical Position Based. These types of protocols
assume that each node in the network is aware of its own
location and the status of its one-hop neighbors, for exam-
ple, via a Global Positioning System (GPS). In the Greedy
Perimeter Stateless Routing (GPSR) [11] protocol, in any
communication between a source-destination pair of nodes,
the source node is aware of the destination node’s location.
All one-hop neighbors exchange beacon control messages
between each other to simultaneously update their routing
tables and limit control message overhead [10].

2.1.4. Hybrid Protocols. Hybrid protocols, bymixing different
routing algorithms, try to take the advantage of previously
mentioned protocols to reach to the highest efficiency.
Temporally-Ordered Routing Algorithm (TORA) [12] is a
highly adaptive loop-free distributed routing algorithmbased
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Figure 1: A structure of ad hoc routing protocols categories.

on the concept of link reversal and it applies a reactive (on
demand) source routing scheme. The key design concept of
TORA is the reduction of control messages to a very small set
of topological changes by performing three basic functions:
route creation, route maintenance, and route deletion. All
nodes in TORA use a “height” metric to establish a direct
acyclic graph (DAG) rooted at the destination [13].

A category of current ad hoc routing protocols is shown
in Figure 1. Also, a survey on current routing algorithms for
wireless ad hoc networks can be found in [10]. The new
proposed routing protocol, the so-called “E2AODVv2,” can
be conveniently positioned as shown by Figure 1.

2.2. Power-Aware Routing Protocols. Hard QoS routing guar-
antee in ad hoc networks is a Nondeterministic Polynomial
time- (NP-) Complete problem [14]. Therefore, the current
works focus on providing a soft QoS routing guarantee for ad
hoc networks as a more realistic solution. In this paper, we
consider battery power consumption and traffic balancing as
a measurement of efficiency.

Most of current routing protocols, proposed in MANET
group of IETF [2], consider the path length metric when
choosing the best route between a source (𝑆) and a destination
node (𝐷). However, this approach may, in most cases,
minimize the end-to-end delay in a communication between
the source and the destination node, but itmay not be adept to
handle other QoS metrics such as energy efficiency and load
balancing, because they do not consider the node residual
energy as a criterion in the route selection process [15].

The dynamic topology in ad hoc networks implies that
some nodes may relay more traffic than others, mainly
because of their location in the network; these hot spots will
consume their energy reserves sooner than the others. Unbal-
anced battery power consumption in the network nodes can
leads to early node failure rate a, network partitioning, and
to a reduction in the route reliability. Traffic concentration
on these nodes may increase radio jamming, delay, and
packet loss. Also, since the majority of the network traffic can

potentially pass these nodes, they can become an important
target for attackers.

Power-aware routing algorithms aim to deliver new
routing paths that take into account energy as a metric [16].
Gomez et al. [17] add new intermediate nodes to a route
from a source to a destination to reduce the overall required
transmission power of the intermediate nodes. Lindgren and
Schelen [18] improve the AODV routing protocol in terms
of energy efficiency, by selecting paths through Power Base
Stations (PBSs) instead of through normal nodes. Edwards et
al. [19, 20] present two power-aware extensions of the original
DSR ad hoc routing protocol that use energy aware metrics
such as the remaining battery power to decide which nodes
should participate more often in packet forwarding. Load
balancing and homogeneous distribution of battery power
consumptions between networks nodes are other solutions to
achieve a power-aware ad hoc routing algorithm [21].

However, most of current power-aware approaches lead
to some common drawbacks, such as increased delay and
increase in the number of required control messages that
should be created by the routing protocol to deliver users’
data packets (called Normalized Routing Load), limited
scalability, among others.

3. Revised Ad Hoc On-Demand Distance
Vector (AODVv2)

AODVv2 is a successor to the AODV that is being developed
by IETFMANET; prior to the 26th revision [1], AODVv2 was
called DYnamic MANET On-demand (DYMO).

3.1. Protocol Description. AODVv2 tries to simplify the cur-
rent reactive protocols, such as DSR and AODV, and simul-
taneously conserves their two main well-known routing
operations: route discovery and route maintenance [22]. It
has multipath capability (optional) and is also a hop-by-hop
routing protocol. Therefore, intermediate nodes, located in
a route between a source and a destination node, are able
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to extract additional information from the traversing control
packets. AODVv2 applies a standard generalized MANET
Packet/Message format [23] for control packets: a uniformed
message format, called Routing Message (RM), is used for
all control messages and routing packets. Another interesting
feature of AODVv2 is the capability to Internet Protocol (IP)
[24] versions 4 and 6 (IPv4 and IPv6, resp.) which can be
considered an essential feature for next-generation networks.

Several works analysed the performance and benefits
of AODVv2 [22, 25, 26]. To improve the performance of
AODVv2 [22, 25, 26], Kretschmer et al. [27] focused on
reducing the delay and on increasing the packet delivery
ratio, by finding routes with high probability to be used in
future. Also, there are few works, such as [25], that try to
extend a multipath version of AODVv2 to switch between
different paths from source to destination in order to balance
the battery power consumption and the traffic of the nodes
on different routes. However, these works do not provide
a mechanism for handling both load balancing and energy
efficiency in highly dynamic topologies.

3.2. Routing Operation. All routing operation in AODVv2
can be categorized into three phases.

3.2.1. Route Request Phase. In a communication between a
source node (𝑆) and a destination node (𝐷), 𝑆 originates a
Route Message (RM), called ROUTE REQUEST (RREQ)
message, and broadcasts this to all of its neighbours. These
RREQs are then flooded in the network until they reach
𝐷. An intermediate node which does not know the route
to 𝐷 should forward the RREQ to its neighbours. The
intermediate node will also drop the repeated request for
the same destination and will not forward them anymore, as
shown by Figure 2. RMhas several fields such as current node
address, next node address, HopLimit (the default value is
10 based on [1]), Target (destination node address if it is an
RREQ message), and the Origin (source node address if it is
an RREQ message) [1]. By tracing the RREQ traversed path
(called accumulated path), each node, such as intermediate
or destination node, which receives an RREQ message, can
extract routing information. Figure 2 shows the RREQ phase
in AODVv2 routing protocol for a sample network.

3.2.2. Route Reply Phase. As shown by Figure 3, whenRREQs
finally reach the destination node, another RM, which is
called ROUTE REPLY (RREP), will be originated by the
destination node. The intermediate nodes which have, in
their routing table, an entire route towards that destination
node also can immediately reply to the RREQ originated by
the source node (known as gratitude reply and it is an optional
feature of AODVv2). Both the RREQ and the RREP have the
same uniform structure.

3.2.3. RoutingOperation: Route Error Phase. An intermediate
node may originate an RM, called an ROUTE ERROR
(RERR), in the twomain scenarios. In the first case, the inter-
mediate node does not have a valid route for the destination
of a received data packet and consequently the packet is
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undeliverable. In the second case, the intermediate node
detects a link breakage, as shown in Figure 4.

4. Energy Efficient AODVv2 (E2AODVv2)

The inherent benefits of AODVv2 due to standardized control
packets following IETF uniform packet formats and the
capability to support IPv6 suggest that this protocol will have
a strong legacy in ad hoc networks.Therefore, if we are to pur-
sue energy efficient operation for routing in ad hoc networks,
then exploring AODVv2 as the fundamental building block
can be potentially a springboard for promoting significant
energy savings in the network. In this section, we describe
our proposed approach to increase the energy efficiency of
AODVv2.

4.1. Routing Messages in E2AOVv2. E2AODVv2 introduces
two new fields for each routing message which are discussed
in this section.

4.1.1. Energy Field. Suppose that, for a communication
between a source and a destination node, there are𝑁 routes
and the number of nodes in the 𝑖th route, called Route

𝑖
, is

𝑀
𝑖
(as shown in Figure 5). In E2AODVV2, each 𝑘th node

in Route
𝑖
, has a battery power (BP

𝑘
) level quantified as 16

different values (from 0 to 15).
Moreover, there is a Critical Battery Power Level (CBPL)

whose default value is 3 (CBPL = 3). Therefore node 𝑘 in

Route1

Routei

RouteN
S

D

k

K+ 1

K − 1

1 Mi

Figure 5: Multiple routes between source and destination.

Table 1: Battery power level and traffic parameter of all nodes of the
network in Figure 6.

Node Battery power
(BP)

Traffic parameter
(TP)

A 6 0.7
B 8 0.5
C 2 0.8
F 12 0.3
I 10 0.6
G 5 0.9
H 14 0.4

Route
𝑖
, which has a BP of less than CBPL, is suffering from

energy depletion and is considered as a critical node in terms
of battery power (i.e., BP

𝑘
< CBPL). Critical nodes should

not be selected for packet forwarding in E2AODVv2.
The Energy field of RREQ in E2AODVv2 has three cells:

totbat, MinBat, and CritBat. TotBat
𝑖
is the summation of the

total battery power level of all nodes of Route
𝑖
, as shown by

(1). The MinBat
𝑖
cell in the energy field of RREQ

𝑖
shows the

minimum value of BP for all nodes in Route
𝑖
, whilst CritBat

𝑖

shows the number of nodes which have a BP less than CBPL
in Route

𝑖
:

TotBat
𝑖
=

𝑘=𝑀𝑖

∑

𝑘=1

BP
𝑘
. (1)

Figure 6 shows a network based on the previous sample
that has a simpler topology. In this example, there are 8
nodes. The battery power level and the traffic parameter of
all these nodes are given in Table 1 (the traffic parameter
will be introduced later in this paper). Based on Table 1, the
energy and the traffic parameters of all paths of the network
in Figure 6 are calculated and given by Table 2.

For example, as the first column of Table 2 shows, the first
path (𝑖 = 1) from S to D (i.e., 𝑆-C-I-D) has one node with
a critical battery level (CritBat = 1); the minimum battery
power level of all nodes in this path is 2which belongs to node
C, as shown in Table 1 (MinBat = 2); the total battery power
level of all nodes in this path is 12 (TotBat = 12), and the
number of intermediate nodes in this path is 2 (𝑀 = 2).

For this network, the original AODVv2 chooses the
shortest path (i.e., the first path S-C-I-D); however, the new
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Table 2: The energy and traffic features of all these nodes of the
network in Figure 6.

Path S-C-I-D S-A-B-F-H-D S-A-B-G-D
Path number 𝑖 = 1 𝑖 = 2 𝑖 = 3

CritBat 1 0 0
TotBat 12 40 19
MinBat 2 6 5
M 2 4 3
TotTra 1.4 1.9 1.8
MaxTra 0.8 0.7 0.7

proposed protocol, E2AODVv2, will choose the second path
(i.e., S-A-B-F-H-D), which is a stronger alternative in terms
of energy efficiency, and even traffic load which is discussed
later on.

4.1.2. Traffic Field. In Figure 5, if the queue size of the inter-
face of node 𝑘 located in Route

𝑖
is AQ

𝑘
and the maximum

queue size is MQ
𝑘
, then the traffic parameter of node 𝑘 in

E2AODVv2 (i.e., TP
𝑘
) will be calculated based on

TP
𝑘
=

AQ
𝑘

MQ
𝑘

. (2)

The Traffic field of RREQ has two cells: TotTra and MaxTra.
The first one is the summation of all traffic parameters in
Route

𝑖
, as defined by

TotTra
𝑖
=

𝑘=𝑀𝑖

∑

𝑘=1

TP
𝑘
. (3)

The second one, that is, MaxTra
𝑖
, is the maximum TP values

of Route
𝑖
. The traffic parameters of all nodes of the network,

which is presented in Figure 6, are given by Table 1, whilst the
traffic parameters of all paths are given in Table 2.

For example, as the first column of Table 2 shows, for the
first path (𝑖 = 1) from S to D (i.e., S-C-I-D), the total traffic
parameter of all intermediate nodes is 1.4 (i.e., TotTra = 1.4)
and themaximum traffic parameter is 0.4 (i.e., MaxTra = 0.4)
which belongs to node C as shown in Table 1. Also,𝑀 is the
number of intermediate (relay) nodes in a path; for example,
the first path S-C-I-D has two intermediate nodes; therefore
𝑀 = 2.

Therefore, in E2AODVv2, when the intermediate node 𝑘
receives RREQ, it updates TotTra

𝑖
and MaxTraiof the traffic

field of the RREQ and forwards the RREQ toward the next
node. A sample node routing table is shown in Table 3.

4.2. Route Selection Process. In E2AODVv2, when a destina-
tion node receives several RREQs from different routes, as in
Figure 5, it runs a route selection process to determine the
best route in terms of energy and traffic parameters.

4.2.1. Calculating Energy Parameter of a Route in E2AODVv2.
The energy parameter of Route

𝑖
, called 𝐸(𝑖), indicatesthe

priority of the Route
𝑖
, in terms of the battery power level as

presented by

𝐸
𝑖
=

TotBat (𝑖)
𝑀
𝑖
× InitialBat

, (4)

where𝑀
𝑖
is the number of nodes in Route

𝑖
, TotBat(𝑖) is the

total battery power level of all nodes in Route
𝑖
, as presented

in (1), and InitialBat is the initial battery power level of a
node (which is preset to the same value for all nodes). In
some scenarios, a route may have a few nodes with a very
low energy level, but a high overall energy level; this route
should be avoided due to these bottleneck nodes. Therefore,
the negative impact of MinBat(𝑖) (which is the minimum
battery power level of Route

𝑖
) should be applied to 𝐸(𝑖), as

given by

𝐸
𝑖
=
TotBat (𝑖) ×MinBat (𝑖)
𝑀
𝑖
× InitialBat2

. (5)

As mentioned before, CritBat(𝑖) identifies the number of
nodes in Route

𝑖
which have reached to a critical battery level

and hence should be avoided from packet relaying functions
(otherwise, the route is likely to break down). A large value
for CritBat(𝑖) triggers an alert that this route has several nodes
with a critical battery level. Consequently, 𝐸(𝑖) can be revised
to reflect also the negative impact of these nodes in Route

𝑖
.

Thefinal𝐸(𝑖)of a route in E2AODVv2will be calculated based



International Journal of Distributed Sensor Networks 7

Table 3: A sample of routing table of a node in E2AODV2.

Dest. add. Route seq. num. Hop count Next hop Lifetime (ms) Last used (ms) Forward flag Broken flag ⋅ ⋅ ⋅

D 112 3 I 30000 10000 T F ⋅ ⋅ ⋅

E 36 2 S 20000 15000 T F ⋅ ⋅ ⋅

K 76 4 I 50000 1000 T F ⋅ ⋅ ⋅

...
...

...
...

...
...

...
...

on (6). When a destination node receives an RREQ, it can
calculate 𝐸

𝑖
, via the energy field of the RREQ:

𝐸
𝑖
=

TotBat (𝑖) ×MinBat (𝑖)
𝑀
𝑖
× InitialBat2 × (CritBat (𝑖) + 1)

. (6)

4.2.2. Calculating Route Traffic Parameter in E2AODVv2. A
route with a lower traffic metric cost has a higher priority
in the routing process of E2AODVv2. Nevertheless, a route
may have a low overall traffic metric even if one of its nodes
is overloaded with traffic, thus creating a bottleneck, and
should be potentially avoided.The traffic parameter of Routei
is shown by 𝑇(𝑖) and is calculated by

𝑇
𝑖
=
TotTra (𝑖) ×MaxTra (𝑖)

𝑀
𝑖

, (7)

where 𝑀
𝑖
is the number of nodes in Route

𝑖
. When a

destination node receives an RREQ, it can calculate 𝑇
𝑖
via the

traffic field of the RREQ.

4.2.3. Precedence Function. The function that determines the
precedence of Route

𝑖
is given by RoutePrio(𝑖). This function

depends on the energy and the traffic parameters of Route
𝑖

that are calculated by (6) and (7), respectively:

RoutePrio (𝑖) =
𝐸
𝑖

𝑇
𝑖

. (8)

However, we can choose a trade-off between energy efficiency
and traffic balancing, but this function is flexible and can be
customized by giving a higher weight to the energy or traffic
parameter.

4.2.4. Routing Behaviour of Nodes in E2AODVv2. In
E2AODVv2, each node shows different routing behaviour
that depends on the role of the node in the communication.

(i) Source node: when a source node wants to send an
RREQ, it initializes the values of the energy and the
traffic fields (they will be set to zero).

(ii) Intermediate nodes: these update the energy and
traffic fields accordingly: (i) each node who receives
an RREQ adds its own BP to TotBat value; (ii) if
the current node 𝑘 in Route

𝑖
, has a BP

𝑘
less than

MinBat, then MinBat will be updated by BP
𝑘
(i.e., if

BP
𝑘
< MinBat

𝑖
then MinBat

𝑖
= BP
𝑘
); (iii) if BP

𝑘
<

CBPL, then CritBat will be increased by one- (iv)
each node, which receives an RREQ and adds its TP

𝑘

number to the TotTra number; (v) if TP
𝑘
> MaxTra,
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Figure 7: A sample of RREQ phase in E2AODVv2.

then MaxTra will be updated by TP
𝑘
. However, the

intermediate node in traditional AODVv2 will drop
the repeated request for the same destination and will
not forward them anymore, as Figure 2 shows, but,
in our protocol, the intermediate nodes will forward
these RREQs as well, as shown in Figure 7.

(iii) Destination nodes: when a destination node receives
𝑛 RREQs from different 𝑛 routes, by extracting the
required information from RREQ, it can calculate the
Route Priority for all these RREQs and finally the
routewhich has the best Route Prioritywill be chosen.

Figure 8 shows the role of the source, the intermediate,
and the destination nodes in a communication. Each route
request, such as RREQ

𝑖
, should be initialized by a source

node. It will pass from one node to another within the route,
and each node has the opportunity to update the energy
and traffic fields accordingly (where each route will have𝑀

𝑖
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Figure 8: RREQ and RREP processes: the routing behaviour of source, intermediate, and destination nodes in E2AODVv2.

intermediate nodes). It finally reaches the destination node
which is responsible for running the Precedence Function,
finding the best route and initializing the RREP. Therefore,
via this distributed mechanism, the nodes in E2AODVv2 can
cooperatively balance the load in the network, in terms of
traffic and battery power consumption.

5. Analysis of E2AODVv2

5.1. Analytical Analysis. As we discussed in Section 4.1, the
traditional AODVv2 for the network in Figure 6 chooses the
first path (𝑖 = 1) from S to D (i.e., S-C-I-D). The battery
power level and the traffic parameter of all these nodes are
given in Table 1. Also, based on Table 1, the energy parameter,
the traffic parameters, and the priority of all paths of the
network in Figure 6 are calculated and given in Table 4. Our
proposed E2AODVv2 protocol, based on Table 4, chooses
the second path (i.e., S-A-B-F-H-D), which provides equal
priority towards reducing energy and balancing traffic load.
Therefore, E2AODVv2 send RREP messages through this
optimized path as shown by Figure 9.

5.2. Evaluating Proposed Protocol. We use Two-Ray Ground
Reflection Model which considers both the direct path and
a ground reflection path between two mobile nodes. Also
all nodes in the network move based on the Random Way
Point Mobility Model. In this movement model, a mobile
node starts its travel from a random location inside the

Table 4: The energy and traffic features of all paths in the network
of Figure 9.

Path S-C-I-D S-A-B-F-H-D S-A-B-G-D
Path number 𝑖 = 1 𝑖 = 2 𝑖 = 3

CritBat 1 0 0
TotBat 12 40 19
MinBat 2 6 5
M 2 4 3
E 0.026 0.26 0.14
TotTra 1.4 1.9 1.8
MaxTra 0.8 0.7 0.7
T 0.56 0.3325 0.63
RoutePrio (E/T) 0.046 0.781 0.22
Best path × √ ×

topology area after pausing for a certain period of time
(called “pause time”). After the initial pause time, the mobile
node chooses another random location inside the topology
area and moves toward this new location by a speed that is
uniformly distributed between a predefined minimum and
maximum speed. Upon arrival, the mobile node pauses again
for the pause time and repeats the previous process again till
the simulation time is expired [3, 28].

The simulation results presented in this paper were
obtained using the ns-2 simulator [29]. Traffic sources are
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CBR (Constant Bit Rate) and the packet sending rate at
the source nodes is 8 packets per second. Table 5 presents
a summary of the parameters for the simulated scenarios
(movement and traffic files).

5.2.1. Performance Metrics. We evaluated the proposed pro-
tocol using five metrics: (1) balancing energy consumption,
(2) scalability, (3) network lifetime, (4) node’s failure level,
and (5) jitter.

(I) Balancing Energy Consumption. This metric will allow
measuring the effectiveness of the energy balancing algo-
rithm used by E2AODVv2. Let us denote the energy load of
all the nodes in the network consisting of 𝑁 nodes; is a set
EL = {𝑒𝑙(𝑖) ∈ El : 𝑖 = 1, . . . , 𝑁},

where element of this set, for example, el(𝑖), is calculated
as ration of the consumed energy node 𝑖 to the total aggregate
energy consumed in all the nodes, including node 𝑖. That is,

el (𝑖) =
Consumed Energy (𝑖)

Total Consumed Energy
. (9)

Having calculated all 𝑁 elements of the EL, we can now
calculate the standard deviation of 𝐸𝐿 for a network con-
sisting of 𝑁 nodes (i.e., 𝜎𝑁EL). The value of 𝜎𝑁EL will be our
energy balancing metric for comparing different protocols;
the smaller the 𝜎𝑁EL, the more effective the energy balancing
capability.

Table 5: Parameters of movement models and communication
model.

Parameters of movement model I, characterized by
number of nodes

Topology area 500m × 500m
Maximummobility of nodes 5m/s
Number of nodes 1, . . . , 20

Simulation time 300 s
Parameters of movement model II, characterized

by simulation time
Topology area 500m × 500m
Maximummobility of nodes 5m/s
Number of nodes 20
Simulation time 200, . . . , 1800 s

Parameters of traffic model
Traffic sources CBR
Data packets size 512 bytes
Sending rate 8 packets/second

(II) Scalability. Another interesting metric is the scalability
of the proposed protocol in terms of load balancing, that is,
if the proposed protocol can balance the load of the network
whenwe increase the number of network nodes (i.e.,𝑁 in our
settings). For this purpose we change the number of nodes
𝑁 (the network size) to a maximum number (which is 20 in
our setting, based on Table 5) and calculate the related 𝜎𝑁EL for
each network size.
(III)Network Lifetime. Network lifetime is another important
metric that reflect the load balancing capability of the routing
protocol; the bigger the lifetime, themore effective the energy
balancing capability. To compare the lifetime of the proposed
protocol with other protocols, we take two parameters into
consideration: (1) the first failure time FTfirst (the time that
the first node in the network ran out of battery power) and
(2) last failure time FTlast.
(IV) Node Failure Level. Finally the last performance metric
that we use is the node failure level, which determines the
capability of E2AODVv2 in keeping nodes alive for longer
durations. The node failure level, for a time window 𝑇, is the
percentage of nodes in the topology that have failed due to a
depleted battery. This value is calculated as follows:

Node Failure Level = #failed nodes in 𝑇
#nodes in topology

. (10)

(V) Jitter. In a data transmission between a pair of source and
sink nodes, jitter is the variation in the time between packets
arriving at the source node. Let us assume that, at time 𝑆

𝑖
, the

source node sends packet 𝑃
𝑖
and the sink node receives it at

time 𝑅
𝑖
. The jitter of packet 𝑃

𝑖
is calculated as follows:

Jitter 𝑃
𝑖
=
(𝑅𝑖+1 − 𝑅𝑖) − (𝑆𝑖+1 − 𝑆𝑖)



=
(𝑅𝑖+1 − 𝑆𝑖+1) − (𝑅𝑖 − 𝑆𝑖)

 .

(11)

During the entire simulation time, in a communication
between a pair of source and sink nodes, there are𝑀 streams
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Table 6: Balancing energy consumption metric 𝜎𝑁EL, the first failure time FTfirst (s), and the last failure time FTlast (s), for both distributed and
concentrated traffic modes.

𝜎
12

EL Distributed
𝜎
12

EL
Concentrated

FTfirst
Distributed
(second)

FTfirst
Concentrated
(second)

FTlast
Distributed
(second)

FTlast
Concentrated
(second)

E2AODVv2 0.029 0.085 500 500 1700 1800
DSR 0.045 0.182 400 400 1700 1500
AODV 0.05 0.202 300 300 1400 1300
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Figure 10: Balancing of energy consumption (𝜎𝑁EL) and the scalabil-
ity of protocols versus number of nodes (when distributing traffic
amongst nodes).

of packets, with each stream consisting of 𝑃 packets. We
studied the average jitter of all streams of data in the network.

5.2.2. Simulation Results. This section presents the sim-
ulation results for the comparison between two reactive
protocols AODV and DSR that are considered baselines in
this work, against our proposed E2AODVv2 protocol.

(A) Balancing Energy Consumption and Scalability. For this
metric, simulation results are presented in terms of the
capability of our approach to balance battery power (energy)
consumption. The traffic model is the one presented in
Table 5 with the following variants.

(i) Distributed traffic amongst nodes: traffic sources and
destinations will be chosen randomly in time. This
variant is shown by “Distributed” in Table 6.

(ii) Concentrated traffic with overloaded nodes: traffic
destinations will be predefined (all traffic in the
network goes toward those sink nodes). This variant
is shown by “Concentrated” in Table 6.

The metric for energy consumption balancing in a network
consisting of𝑁 nodes is 𝜎𝑁

𝐸𝐿
as discussed in Section 5.2.1. As

a sample, the value of 𝜎𝑁
𝐸𝐿

when network consists of 12 nodes
(i.e., 𝜎12

𝐸𝐿
) is marked in Figure 10 per different protocols for
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Figure 11: Balancing of energy consumption (𝜎𝑁EL) and the scalability
of protocols versus number of nodes (when traffic is concentrated in
few nodes).

the distributed traffic mode and similarly in Figure 11 for the
Concentrated traffic mode. Also, Table 6 summarizes these
sample values for 𝜎12

𝐸𝐿
.

Furthermore, the value of 𝜎𝑁
𝐸𝐿

decreases as the network
size 𝑁 increases, demonstrating the scalability of the pro-
tocols as shown in Figures 10 and 11 for Distributed and
Concentrated traffic modes, respectively.

For the first variant, distributed traffic amongst nodes, all
protocols show a similar performance (Figure 10): increasing
the number of nodes leads to improved energy balancing
(lower standard deviation). This can be explained due to the
chosen trafficmodel sincemultiple traffic source/destinations
are chosen randomly throughout the simulation, and thus
more nodes will participate in the routing process.

For the second variant, that targets concentrated traffic
with overloaded nodes, we chose 𝑛nodes, amongst all network
nodes (𝑁), as destination nodes (sink nodes) for the gener-
ated traffic in the network.The number of 𝑛 is set to 20%of𝑁,
which due to themany-to-one trafficpattern, creates overload
conditions at destination nodes. Simulation results show that,
in such scenarios, the standard deviation behaviour is similar
to the previous variant but with the worst performance
(Figure 11). However, as in the previous scenario, all three
protocols improve in terms of performance as the number
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Figure 12: Percentage of failed nodes versus simulation time (when
distributing traffic amongst nodes).
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Figure 13: Percentage of failed nodes versus simulation time (when
traffic is concentrated in a few nodes).

of nodes in topology increases (Figure 11). As both Figures
10 and 11 show, the proposed protocol E2AODVv2 reaches
a higher performance in terms of battery power efficiency,
balancing, and scalability in contrast to the baselines.

(B) Network Lifetime and Node Failure Level. This metric
is measured using movement model II described in Table 5.
Similar to the previous case, here again there are two
different traffic models: Distributed traffic amongst nodes
(Figure 12) and Concentrated traffic with some overloaded
nodes (Figure 13). As discussed in Section 5.2.1, we use the
first failure time FTfirst and the last failure time FTlast as the
network lifetime metrics. The values of FTfirst and FTlast are
marked in Figures 12 and 13 and also summarized in Table 6.
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Figure 14: Jitter versus number of nodes.

As these results show, E2AODVv2 has always better value
for both FTfirst and FTlast. Also, as expected, the number of
failing nodes increases with simulation time.When nodes use
E2AODVv2, their lifetime gets extended due to the energy
balancing capabilities of E2AODVv2 and shows a lowerNode
failure level (Figure 12).This feature is evenmore pronounced
when traffic is concentrated in a few nodes (Figure 13).

(C) Jitter. Jitter has several sources such as network conges-
tion, route changes, and delaying packets in the buffer queues
of the intermediate nodes in a source-sink communication
session. Usually a jitter buffer is used at sink nodes to
counteract the jitter.

Jitter is a measurement for the quality of the communi-
cation; a small jitter indicates a high quality communication
by a low latency. As Figure 14 shows, the performance of
the proposed protocol is better than DSR and very close to
the original AODV. This can be explained due to the more
complicated algorithm of E2AODVv2 for choosing a route
which leads to a higher delay.

Future work will extend the proposed approach in this
paper for energy efficiency and load balancing to include
other QoS metrics such as delay and data throughput by
varying the topology area and velocity of nodes. Another
metric that could be considered in the future works to obtain
the required power for transmitting the data between two
nodes is the signal to noise ratio (SNR). A high SNR value
for a link between two neighbor nodes shows that we should
find an alternative energy efficient link and eventually a path
for the data transmission between a pair of source and sink
nodes. This approach may also lead to the need for a cross-
layer design [30] for our protocol.

6. Conclusion

Next-generation wireless sensor networks, constituting dis-
tributed autonomous wireless sensors and nodes, can benefit
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from ad hoc networking technology. However a key require-
ment for this technology that should be satisfied is an energy
efficient and load balanced routing protocol. This paper
proposes a new energy efficient and traffic balancing routing
protocol based on the well-known IETF AODVv2 protocol, a
popular approach for routing in ad hoc networks. The pro-
tocol uses a standard generalized MANET Packet/Message
format. The E2AODVv2 has been enhanced with battery
power efficiency and balancing capability that can detect the
nodes that reach a critical battery level in the network and
switch the route in order to avoid network fragmentation and
to achieve a higher network lifetime. The same behaviour is
also fulfilled when bottlenecks are detected in a specific route
in terms of traffic load. These additional functionalities are
achieved without the need to create new disruptive approach
in the protocol messages. E2AODVv2 achieves a higher
performance with respect to energy consumption balancing,
scalability, network lifetime, and the percentage of failed
nodes in comparison to well-known baseline protocols such
AODV and DSR and a jitter value very close to the AODV.
As shown by the simulation results, the E2AODVv2 routing
protocol specifically outperforms in scenarios where the load
of the network is not balanced. Moreover, the proposed
approach can be said to be technology agnostic in that it can
be applied to many other reactive ad hoc protocols.
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Energy efficiency represents one of the primary challenges in the development of wireless sensor networks (WSNs). Since
communication is the most power consuming operation for a node, many current energy-efficient protocols are based on duty
cycling mechanisms. However, most of these solutions are expensive from both the computational and the memory resources
point of view and; therefore, they result in being hardly implementable on resources constrained devices, such as sensor nodes.This
suggests to combine new communication protocols with hardware solutions able to further reduce the nodes’ power consumption.
In this work, a cross-layer solution, based on the combined use of a duty-cycling protocol and a new kind of active wake-up circuit, is
presented and validated by using a test bed approach.The resulting solution significantly reduces idle listening periods by awakening
the node only when a communication is detected. Specifically, an MAC scheduler manages the awakenings of a commercial power
detector connected to the sensor node, and, if an actual communication is detected, it enables the radio transceiver.The effectiveness
of the proposed cross-layer protocol has been thoroughly evaluated by means of tests carried out in an outdoor environment.

1. Introduction

Smart environments are expected to become the main actors
of the Next Internet, which will be no longer seen as a means
to connect people to services but to access the resources
made available by small smart objects, first of all sensors
and actuators, adopting the machine-to-machine (M2M)
paradigm.This new vision of the Internet fits into the broader
concept of the Internet of Things, according to which the
everyday objects that surround us will become proactive
actors of the global Internet, with the capability of generating
and consuming information for advanced applications [1].
Among all the wireless technologies enabling the new vision
of the Internet, wireless sensor networks (WSNs) are the ideal
choice because sensor nodes are able to self-configure and
self-organize. These characteristics make them useful to be
deployed even in hostile environments in order to detect
the environmental parameters (temperature, light, humidity,
etc.) without human intervention. Then, exploiting the wire-
less channel and the multihop communication among nodes,

the collected data are sent to a central processing point or
are exploited by user-customized mash-up applications [2].
Other strengths of this technology are represented by the
low cost of devices, their small size, and their low power
consumption. These simple yet fundamental functionalities
are of great interest for a plethora of applications, such
as building automation, surveillance, military operations,
healthcare, and logistics, just to mention a few of them.
However, the management of power consumption is still
one of the main problems that are slowing the widespread
diffusion of WSNs. Indeed, sensor nodes are usually battery
powered and deployed in large areas in which changing or
replacing batteries is impractical or completely unfeasible.
Therefore, minimizing the power consumption in a node is
a primary issue to be considered, and the use of effective
solutions for increasing the nodes lifetime is fundamental in
many applicative scenarios.

Let us observe that the power consumption of nodes is
negligible in data sensing and processing procedures. On
the contrary, the data communication towards the central
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processing system has a strong impact on the nodes battery.
This issue has a twofold cause: on the one hand, the radio
transceiver implies a higher power consumption compared to
the other components of the embedded device; on the other
hand, the communication phase is associated with phenom-
ena such as collisions, overhearing (i.e., listening of messages
addressed to another node), overemitting (i.e., transmission
of data to a node that cannot receive them), and idle listening
(i.e., listening to the channel in absence of communications),
which substantially reduce the nodes battery. To address these
problems, many works in the literature are focused on energy
saving solutions, mainly focused on the media access control
(MAC) layer. The main goal of these protocol solutions is
to minimize the activity time of the radio transceiver by
properly setting the nodes duty cycle. In this way, each node
is able to switch its radio component between ON and OFF
state according to a predefined scheduling. However, most
of these solutions result in being hardly implementable on
real embedded devices, since they are expensive from both
the computational and the memory resources point of view
[3]. These issues suggest to combine new MAC protocols
with hardware solutions able to further reduce the node’s
power consumption [4, 5]. In this context, an increasing
number of current works in the literature propose the use
of a secondary low-power radio, called the “wake-up radio”,
able to monitor the channel and wake up the node only
when a communication is detected. In such a way, nodes can
remain asleep for most of the time and activate their main
radio transceiver to receive data only when they receive a
signal on the wake-up radio. This particular behavior allows
to minimize the idle listening periods, and, consequently,
the nodes’ power consumption. Wake-up radios can be
categorized as active and passive based on whether they use
a power supply. Active wake-up radios require a continuous
power supply, while passive systems harvest energy to power
themselves from the wake-up radio signal transmitted by the
sender. Since these last ones do not dissipate any energy from
the battery, they operate over a shorter range of distances
compared to active wake-up radios.

In this work, a cross-layer solution, based on the com-
bined use of a duty-cycling protocol [6] and a new kind
of active wake-up circuit, based on a very-low-consumption
radio frequency (RF) power detector never adopted in the
literature so far, is presented and validated. To the best of our
knowledge, the proposed solution represents the first study
presented in the literature on the integration of an active
wake-up radio with an energy-efficient MAC protocol for
WSNs. The resulting solution is able to substantially reduce
power consumption and to extend sensor nodes lifetime by
preventing unnecessary awakenings of nodes. Specifically, a
commercial power detector has been connected to the sensor
node and used as active wake-up radio. The power detector
is an electronic integrated circuit able to provide an output
signal linearly proportional to the input RF signal. To further
reduce the overall power consumption, the activation of the
secondary radio is controlled by the implemented scheduling
schema. In more detail, during the network setup phase,
each node communicates with the time interval chosen for
the transmission of its packets. In such a way, neighboring

nodes can properly set their wake-up times. This way, every
node knows in advance when it can switch to sleep mode,
because no transmissions are scheduled, and when it must be
awake for receiving data. However, since a neighbor might
not have data to transmit, a node switches on its radio
transceiver to receive data only when the power detector
detects a transmission. In order to evaluate the effectiveness
of the proposed system, the selected power detector was
firstly characterized through a test bed approach, and then
a performance comparison between the proposed solution
and the enhanced duty-cycling solution, reported in [7], was
carried out by using real hardware devices. Obtained results
show that the energy efficiency using the proposed cross-layer
solution is much greater than when using the standard duty-
cycling protocol.

The rest of the paper is organized as follows. Section 2
summarizes the state-of-the-art of MAC energy-efficient
MAC solutions and radio wake-up technology for WSNs.
The characterization of the power detector is described in
Section 3, while the MAC scheduler is defined in Section 4.
In Section 5 numerical results are discussed. Conclusions are
drawn in Section 6.

2. Related Works

Most energy-efficient communication protocols for WSNS
are based onduty-cyclingmechanisms. Such protocols fit into
three main categories: preamble sampling, scheduling, and
hybrid approaches.

Preamble-sampling MAC protocols are based on the
low-powerl (LPL) [8] technique, according to which nodes
periodically wake up for a short duration to sample the
channel. If the channel is idle, nodes go back to sleep
immediately; otherwise, they keep listening until a data frame
is received or a timeout occurs. The transmission of a packet
is preceded by a preamble that is as long as the channel
sampling interval, so as to ensure that all potential receivers
can detect the communication and stay awake to receive the
data. B-MAC [9] is an early example of LPL protocol. It
uses unsynchronized duty cycling in order to reduce the idle
listening. WiseMAC [10] is similar to B-MAC but further
optimizes transmission by allowing all nodes to record the
radio sample phase of their neighbors. The wake-up tone
is sent just before the receiver wakes up, saving a greater
amount of energy. X-MAC [11] was the first LPL protocol to
use a strobe preamble (i.e., a sequence of short preambles).
Such short preambles contain the address of the receiver, and,
therefore, nontarget nodes can immediately go back to sleep
when they receive a strobe for another node. Furthermore, X-
MAC uses the gap between two packets to accommodate an
early ACK. Some protocols, such as SpeckMAC-D [12] and
MX-MAC [13], repeat an actual data packet as the preamble.
However, using data packet as the short preamble packet
increases the idle listening period.

Scheduling approaches, such as S-MAC [14], T-MAC [15],
DW-MAC [16], and PW-MAC [17], reduce the node duty
cycle exploiting the use of a MAC scheduler. In particular,
in S-MAC [14] nodes are organized into clusters composed



International Journal of Distributed Sensor Networks 3

of three periods: SYNC, DATA, and SLEEP. All nodes of the
same cluster wake up at the beginning of the SYNC period
to synchronize clocks with each other. Nodes with packets
to send contend the channel during the DATA period, while
nodes that are not involved in a communication return to
sleep at the start of the SLEEP period. T-MAC [15] improves
S-MAC by using an adaptive timer able to reduce the wake-
up duration and introducing the Future Requests To Send
(FRTS) policy. Specifically, it uses a special scheme to decide
when a wakeup period can end (i.e., no activation event has
occurred for a certain amount of time). This design aims to
achieve optimal wake-up periods under various traffic loads.
However, it introduces overhearing because a node has to
stay awake also if it is not involved in data transmission. The
scheduling algorithm inDW-MAC [16] integrates scheduling
and access control to maintain a proportional one-to-one
mapping function between a DATA period and the subse-
quent SLEEP period, which minimizes scheduling overhead
while ensuring that data transmissions do not collide at their
intended receivers. PW-MAC [17] protocol further improves
both S-MAC and T-MAC exploiting a scheduler based on a
pseudorandom algorithm, which allows the sender to predict
the next wake-up time of the receiver node. Let us observe
that all scheduled approaches must rely on a tight time
synchronization procedure, which results in high overhead
and significant power consumption even when there are no
useful data to send.

Hybrid approaches, such as SCP-MAC [18] and AS-
MAC [19], combine preamble sampling with scheduling
techniques. In more detail, SCP-MAC [18] synchronizes the
wake-up time of neighboring nodes so that only a short
preamble is required to wake the receiver up. This protocol
reduces the overall nodes power consumption but it is not
able to avoid the overhearing problem. Such problem is
successfully addressed by the AS-MAC [19] protocol, coor-
dinating asynchronously the wakeup times of neighboring
nodes. One of the main disadvantages of this protocol is
the inefficiency in broadcast transmissions, since it has to
transmit every packet once for each neighbor. In [7], an
energy efficient MAC protocol based on an asynchronous
scheduler is presented. According to this protocol, every node
has the complete list of the transmission times of its neighbors
and knows in advance when it can switch to sleep mode,
because no transmissions are scheduled. Furthermore, to
solve the clock drift problem, a node updates its neighbors’
list every time it receives a new data packet. However, if a
transmission is scheduled but no data have to be transmitted,
both the sender and its neighbors wake up and remain active
for the whole wake period, even if an actual transmission is
not in progress. In the last years, several papers proposed
cross-layer energy saving solutions for WSNs. In [20, 21]
authors present an optimization design and evaluation of
the Distributed Queuing (DQ) MAC protocol. Specifically,
in [20] they describe a novel cross-layer fuzzy-rule-based
scheduling algorithm, which allows packet transmissions to
be scheduled taking into account the channel quality among
body sensors. In [21], the potential benefits of DQ MAC
in terms of energy efficiency per information bit under
saturation conditions are analyzed.

Current duty-cycling protocols can only reduce but not
eliminate idle listening, which remains the main source
of power dissipation in sensor networks. An alternative
approach suggests to use an additional low-power wake-
up radio component able to listen to the channel when
the node enters the sleep mode and to wake up the main
radio transceiver when channel activity is detected. To gain
a benefit in energy efficiency, the additional radio must be
of lower power than the main data receiver. Several different
low-power active wake-up radios have been proposed in the
literature. In [22], a super-regenerative architecture with a
1.9 GHz Bulk Acoustic Wave (BAW) resonator is used to
reduce the power consumption of the wake-up radio. This
approach has been further optimized in [23]. In this work,
a 65 𝜇W wake-up receiver is created, using a 1.9 GHz BAW
resonator matching network for RF signal filtering. In [24], a
zero-bias Schottky diode envelope detector is used to receive a
PWM signal. Using this signal, the address decoder generates
the clocking signal necessary for the activation of the decod-
ing circuit. A three-stage wake-up scheme is introduced
in [25]. In this approach, a very low power (on the order
of nW) always-on stage is used to trigger an intermediate
higher power (on the order of 𝜇W) stage for wake-up signal
verification. Only if the wake-up signal is confirmed the
main transceiver is activated. Other approaches for active
wake-up radios are described in [26, 27]. Although there are
several hardware proposals for active wake-up radios, not
many physical implementations or commercialized products
are available. Furthermore, to the best of our knowledge, no
cross-layer solution, based on the combined use of a duty-
cycling protocol and an active wake-up circuit, has been
previously presented in the literature.

3. Power Detector Enabling Radio Wakeup

In order to exploit the desired cross-layer approach and to
reduce the WSN power consumption, WSN nodes provided
with radio wake-up systems should be designed, realized,
and validated. In this section, once the requirements for
the hardware wake-up system are individuated, a solution is
provided.

In particular, the radio wake-up system should be able
to activate the node wireless interface only when a radio
frequency (RF) signal is sent towards such a node. In such
a way, even if in certain time periods the node is turned off
and consequently does not waste power, the wake-up system
must be permanently turned on in order to sense potential
active WSN nodes. For such a reason, a power consumption
appreciably lower than the node is the first requirement.

The second crucial requirement deals with the wake-
up sensitivity, which represents the minimum RF power
guaranteeing the proper functioning of the device. As the
sensitivity is strongly linked with the maximum working
range, in order not to introduce bottlenecks into the overall
system, values comparable with that of the WSN node are
strongly desired.

Some minor requirements, such as compactness in
order to be easily integrated into the WSN node and cost
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effectiveness in order to slightly impact upon the node total
cost, must be satisfied as well.

In a first step, by taking into account all the requirements
as a whole, it can be certainly deduced that an active solution
must be preferred to a passive one. Indeed, in order to
wake a WSN node up, a certain power is necessary, and,
considering the low RF signal power emitted by a WSN
node, a simple RF passive energy harvester used as wakeup
would guarantee too short working distances. Vice versa,
more complicatedRF energy harvester systems providedwith
a DC-DC charge pump and the related capacitor, such as
those presented in [28, 29], despite allowing longer working
ranges, introduce latencies and asynchronism (due to the
charging and discharging phases of the capacitor) which can
be hardly managed in a WSN.

The proposedwake-up circuit is based on the use of an RF
power meter, an active device commonly adopted to measure
even very low RF signals. An important peculiarity of an
RF power meter is that it is able to give a significant output
voltage (as it is active) proportional to the incident RF power.
Consequently, in the WSN context, such a signal can be used
to generate a trigger to wake up the node.

Among the different devices available on the market, the
Texas Instrument LMV221 [30] has been selected. Indeed, it
works properly around 2.4GHz (working band from 50MHz
to 3.5 GHz), it guarantees a reasonably good sensitivity
(−45 dBm), its supply voltage of 3V is compatible with that of
many commercial WSN nodes, the supply current is of only
7.2mA, and, finally, it is rather inexpensive.

For a practical usage, in the first developed prototypal
version, the LMV221 evaluation board, named LM221EVAL
[31], has been connected to a 2.4GHz dipole-like antenna
and adopted. In particular, in order to validate the proposed
radio wake-up solution, the LMV221EVAL board has been
used to drive the MB954 board, a WSN node developed
by ST Microelectronics. This board is powered by a 3V
battery pack (which can be also used to power the power
meter) and is equipped with a 32-bit ARM CortexTM-M3
microcontroller operating at a clock frequency up to 24MHz
and embedding 16Kbytes of RAMand 256Kbytes of eFlash as
ROM. It integrates a 2.4GHz wireless transceiver compliant
with the IEEE 802.15.4 standard and a power amplifier. The
radio transceiver needs a transmission current of 21mA and
a receive current of 19mA. These values are increased by the
consumption of the CPU during the node lifecycle: during
active periods the CPU needs 7.5mA, whereas when the
radio transceiver is OFF, it uses only 3mA. The mounted
microcontroller is highly optimized to guarantee high perfor-
mance at very lowpower consumption. Butmost importantly,
the selected board is equipped with 24 highly configurable
GPIOs. Consequently, the voltage output of the power meter
can be straightforwardly connected to one of the GPIO ports
configured for analog to digital conversion, and, depending
on such a voltage value, a switching-on/off trigger can be
generated and opportunely managed to smartly control the
radio interface, as thoroughly described later on in the paper
(Figure 1).

Before developing the cross-layer solution, an accurate
characterization of the properties of the integrated device

Figure 1: The MB954 evaluation board integrated with LM221-
EVAL.

has been performed. For this purpose, a simple scenario,
consisting of one sender and one receiver, has been consid-
ered. In particular, during the experimental campaign, the
sender, with a standard configuration, has been statically
positioned in the center of a soccer field and the receiver,
connected to the wake up circuit, has been used to measure
the output voltage produced by the power meter when a
signal is detected. The experiment has been repeated several
times increasing at each run the distance between the two
nodes. The main results obtained in such test are reported in
Figure 2. The curves clearly show that the measured voltage
decreases as the distance increases. In particular, the analysis
has shown that the integrated device is no longer able to
detect a node’s transmission when the distance between the
two devices becomes greater than 35 meters.

4. The Cross-Layer Radio Wake (CL-RW)
Protocol

The basic idea of the defined protocol is to ensure smart
awakenings; that is, nodes should wake up only when they
actually have data to send or receive. In this perspective,
during the network setup phase, each node chooses its trans-
mission time, that is, the time instant at which it periodically
can transmit; then, it communicates such information to its
neighbors. In this way, in each duty cycle period, a node
wakes up once to transmit and 𝑁 times to receive, where 𝑁
is the number of neighboring nodes. However, a node may
not have data to transmit in a given period, and then the
awakening of its neighbors would result in an unnecessary
waste of energy. Just in these circumstances, the role of the
power detector is fundamental: if the node has to wake up
because the transmission of a neighbor is scheduled, the
awakening occurs only if the wake-up device detects the
presence of an effective communication.

For the sake of clearness, before describing the new
scheduler in detail, some parameters used in the discussion
are introduced below.
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(i) 𝑇
0
is the time interval (in seconds) between two

subsequent transmissions. It is the same for every
node and it is preconfigured.

(ii) Wake Time is the time interval (in seconds) in which
a node can transmit the local buffered data or receive
data from its neighbors.

(iii) Announce Packet (PktANN) is a signaling packet used
by each node to advertise its presence; it contains the
time interval between the current time and the next
awakening time chosen for transmission.

(iv) Alert Packet (PktALERT) is a signaling packet used by
a node to alert a neighbor about a possible collision.

(v) Full Packet (PktFULL) is a signaling packet used by
a node to inform its neighbors that it is out of the
network.

(vi) Wake Packet (PktWAKE) is a signaling packet used by
a node to inform its neighbors that it is about to send
data or a PktANN.

(vii) Wake-up Table (WTBL) is a table used by each node to
store information about the transmission times of its
neighbors. Each table entry is associated with exactly
one neighbor and contains the following information:
(a) the ID of the neighbor, (b) the offset of the
awakening time, and (c) the number of cycles of
length 𝑇

0
during which no data have been received

from the corresponding node.

In the following, the start-up phase and the periodic
listening and sleep phase are described.

4.1. Network Startup. During the network initialization
phase, all nodes stay awake for a certain time interval in
order to detect the information useful to schedule their
awakenings. In particular, they exchange information about
their transmission time by sending PktANNs.On the reception

of such a message from an unknown neighbor, the CL-
RW MAC protocol updates its WTBL by storing a new
entry. However, before being stored, the information on the
transmission time of the neighbor must be validated: the
node verifies that the time chosen by the new neighbor
does not overlap with the transmission intervals of the
other neighboring nodes already stored into its W

𝑇𝐵𝐿
. If

the verification procedure succeeds, the transmission time
of the neighbor is converted into offset by subtracting an
appropriate time interval and then it is stored according to the
ascending order of the offsets. Otherwise, if the transmission
interval chosen by the new node overlaps with any of the
transmission intervals already in WTBL, the node sends a
PktALERT to the newnode, specifying the overlapping interval.
In order to avoid collisions between packets, each node sends
the PktALERT after a waiting time, randomly chosen in a
predefined time interval. In such a case, the new neighbor
stores the received information into its WTBL and it chooses
a new transmission time. This mechanism also reduces one
of the main problems that afflict ad hoc networks, that is, the
hidden node problem: by leveraging the PktALERT, collisions
among nodes two hops away are avoided. If the new node
cannot find a valid transmission time, that is, the network
is full, it communicates the information by broadcasting a
PktFULL and it turns off the radio. On the reception of such a
message, all the neighbors, which have already stored an entry
for that node, delete it.

Analyzing in more detail the transmission time selection
procedure, we can say that each node chooses its own
transmission time as a random value in a proper interval,
also taking into account the choice done by its neighbors.
This separation in time among transmissions of neighboring
nodes leads to a reduced channel access contention. In more
detail, if the WTBL is empty, then the transmission time is
randomly selected in the interval

[0, 𝑇
0
− (WakeTime + 2 ∗ TurnAroundTime)] , (1)

where WakeTime is the time window dedicated to data
transmission andTurnAroundTime is the amount of time the
radio needs for changing its state. If the WTBL is not empty,
then the node tries to set its own transmission time to a
value different from those of its neighbors, in order to avoid
collisions due to simultaneous transmissions. In particular,
the node checks if there are two consecutive entries in the
table, namely, 𝑖th and (𝑖 + 1)th, whose offsets difference is
greater than

2 ∗WakeTime + 4 ∗ TurnAroundTime. (2)

If so, the transmission time is chosen within the interval

[offset [𝑖] + 𝐷, offset [𝑖 + 1] − 𝐷] , (3)

where 𝐷 = WakeTime + 2 ∗ TurnAroundTime, whereas
offset[𝑖] and offset[𝑖 + 1] are the offsets associated with the
𝑖th and (𝑖 + 1)th entries, respectively. Note that the node also
checks the time intervals:

[0, offset [0]] , [offset [𝑛] , 𝑇0 − 𝐷] , (4)
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Figure 3: Flow chart of the network start-up phase.

where offset[0] and offset[𝑛] are the offsets associated with
the first and last entry, respectively.

In order to maximize the probability that all its neighbors
receive the message, a node sends the PktANN three times.
Figure 3 shows a simplified flow chart that clarifies the node
behavior in the network start-up phase.

4.2. Steady State. After the start-up phase, the network enters
in steady-state phase, during which two kinds of periodic
events, namely, the transmission and the reception of packets,
and one aperiodic event, that is, the arrival of a new node in
the network, may happen.With regard to the periodic events,
the node exploits the information stored in its WTBL, by
setting a timer for the next scheduled event. When the timer
expires, if the event is a data transmission, the node checks
the presence of packets in its queue. If there are buffered
packets, then it sends a PktWAKE to inform its neighbors
about the imminent transmission. Otherwise, it keeps its

radio transceiver OFF.When the transmission ends, the node
waits for an ACK from the intended receiver, and, if no
ACK is received, the message is sent again. At the end of its
transmission interval, the node schedules the next event of
the WTBL and it switches off its radio transceiver. When the
scheduled event is a data reception, the node activates the
power detector in order to control if there is an incoming
transmission; that is, the intended neighbor is sending a
PktWAKE. If so, it enables its radio transceiver, receives the
data packet, and sends an ACK. On the contrary, if the
power detector does not sense an incoming transmission
until the end of a predefined timer, the node switches off the
power detector and keeps its radio transceiver OFF. We can
summarize the behavior of a node in the steady-state phase
as a periodic transaction among the following five states:

(i) SLEEP-MODE: the node is inactive and waits for the
next transmission or reception. In this state, the radio
transceiver is OFF;
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(ii) RX WAKE: the node enters in this state when incom-
ing transmission is scheduled and it verifies whether
the transmission is occurring or not;

(iii) TX WAKE: the node enters in this state when an its
own transmission is scheduled and it verifies whether
there are buffered data or not;

(iv) RX: in this state, the node is in its receiving time slot
because the power detector has sensed an incoming
transmission. Therefore, it waits for the data coming
from the scheduled neighbor;

(v) TX: in this state, the node is in its transmission slot
because it has verified that there are some data in its
transmission buffer.

The statemachine, reported in Figure 4, summarizeswhat
we just said.

In order to accomplish the described behavior, both the
transmission and the reception slots have two specific sub-
intervals, namely, a checking subinterval and a communi-
cation sub-interval. For the transmission slot, the checking
subinterval, called TX Wake Period, represents the time
interval during which the node checks its queue for buffered
packets, whereas the communication sub-interval, called TX
Data Period, represents the time interval during which the
node carries out the actual data transmission. Similarly, for
the receiving slot, the checking sub-interval, called RXWake
Period, represents the time interval during which the node
turns on the power detector to check the presence of an
incoming transmission, whereas the communication sub-
interval, called RX Data Period, represents the time interval
during which the node effectively receives data. Moreover,
in order to correctly manage the arrival of new nodes in the
network, both the transmission and the reception slots have
another sub-interval, called Announcement Period. During
this interval, the node enables the power detector in order to
check whether a new node is announcing its presence or not.
In the first case, the node turns on its radio component to
receive the PktANN; otherwise it turns off the power detector
and keeps its radio OFF until the start of the TX or RXWake
Period. The structure of the transmission and reception slots
is shown in Figure 5. Figure 6, instead, shows the advantages
resulting from the use of the power detector during the
reception phase. While in the first duty cycle period Node
1 has some packets to transmit, during the other duty cycle
intervals, it has no data in its buffer. In these situations, by
leveraging the features of the power detector, Node 2 can keep
its radio transceiver OFF, thus saving a considerable amount
of energy.

As said, the proposed protocol is able to efficiently
manage the entry of a new node in the network. In this
situation, the new node first listens to the channel for a
time interval equal to 2 ∗ 𝑇

0
with the aim of detecting the

transmissions of its current neighbors, and then, for each
packet received from an unknown node, it adds an entry in
its WTBL. Afterward, it exploits the Announcement Period of
the transmission slots of its neighbors to communicate them
the chosen transmission time, that is, to send the PktANN.
In more detail, the new node sends a PktWAKE in the first
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Figure 4: State machine of the steady-state phase.
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TX/RX Wake Period

TX/RX Data Period

Transmission slot Reception slot

Figure 5: Structure of transmission and reception slots.

part of the Announcement Period of each neighbor to make
sure that they sense it through the power detector. Once the
neighbors receive PktWAKE, they enable the radio component
to receive the Announce Packet. If the transmission time
stored in the PktANN does not overlap with the transmission
time chosen by other nodes, the neighbors update theirWTBL.
Otherwise, one or more nodes can communicate the bad
choice by sending a PktALERT, as said in the previous section.
Figure 7 summarizes the behavior just described. In the first
two duty cycle periods, Node 3 listens to the transmissions
of its neighbors and stores their transmission times in the
WTBL; then, in the third period, it sends its PktANN during
the Announcement Periods of the two neighbors.

5. Results

The performance analysis of the proposed cross-layer solu-
tion was carried out by means of real test beds. This choice
allowed us to evaluate the effectiveness of the proposed
protocol as function of the hardware characteristics of both
the board (e.g., clock speed,memory) and thewake-up circuit
used. In more detail, a single-hop and a multihop scenario
were considered in the tests. During the first experimental
campaign (called STAR TEST in the rest of the paper) a star
topology, consisting of one receiver and four senders posi-
tioned in the same communication range, was considered.
Instead, during the second test (called CHAIN TEST in the
rest of the paper), a chain network of five nodes was analyzed.
All tests were carried out in an outdoor environment (i.e.,
a soccer field, without buildings in the surrounding area
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Figure 7: New node arrival.

as shown in Figure 8) inside the campus of the University
of Silent, and, to limit the multipath problem due to the
ground, the five MB954 used were positioned at a height of
1.5m. In both network topologies, Node 1 was the sink and
each node sent 50 packets towards the sink by adopting a
Constant Packet Rate (CPR). Specifically, four different data
rates were chosen: 1 packet every 10 seconds (high load), 1
packet every 30 seconds (medium load), 1 packet every 60
seconds (a typical data rate used in sensor networks [32]), and
1 packet every 120 seconds (very low load). Furthermore, to
better appreciate the benefits derived by the use of the power
meter, the proposed cross-layer solution was compared with
the MAC solution implemented in [7] (called AS3-MAC in
the rest of the section). The main idea of the AS3-MAC
protocol is the concept of smart awake. In any duty cycle
period, a node wakes up to both send and receive, but
awakenings for reception are scheduled at the transmission
times of the neighboring nodes. However, the awakenings
(both in RX andTX state) are determined during the network
initialization phase, their duration is fixed, and they remain
unchanged during the steady state. In this way, the nodes
wake up periodically to receive and to transmit even if there
are no data to communicate. In both protocol solutions,
the value of 𝑇

0
was set equal to 10 seconds, assuming that

the running application can change its data rate without
modifying the protocol layer settings. The main parameters
of experimental campaigns are reported in Table 1. Let us
observe that to evaluate the performance of the proposed
solution without considering the routing traffic overhead, a
static routing protocol was implemented.

In order to collect meaningful information, a custom
data logging application was developed. The application,
installed on the sink node, was able to send all received
packets to a laptop working as a storage device. The data
exchange between sink node and laptop was carried out by
a serial communication. Each transmitted packet provides

Figure 8: Test bed at the University of Salento.

Table 1: Experimental parameters.

Parameter Value
Network topology Star, chain
Number of nodes 5
Number of packets 50
WakeTime 200ms
Payload length 60 byte
Packet length (PHY layer) 91 byte

(Rate, 𝑇
0
)

(1 packet every 10 seconds, 10)
(1 packet every 30 seconds, 10)
(1 packet every 60 seconds, 10)
(1 packet every 120 seconds, 10)

the information on the amount of time during which a node
uses the radio transceiver and the wake-up circuit. In such
a way, the overall node power consumption was measured.
Finally, it is important to highlight that all tests were carried
out by using the independent replications method and all
results are characterized by a 95% confidence interval whose
maximum relative error is 5%.

The performance results of the STAR TEST are reported
in Figure 9. The measured power consumption values are
expressed in mW, whereas the four used data generation
intervalS are labeled as DGI, indicating the elapsed time
between two consecutive packet transmissions. It is impor-
tant to observe that all reported power consumption values
are evaluated by considering the activation periods of the
main radio transceiver, the power meter, and the device
microcontroller. In the considered network topology, all
nodes consume the same energy. All nodes are in the same
communication range, and, therefore, they have an equal
number of neighbors, which determines the number of
awakening in the WTBL. The proposed cross-layer solution
substantially outperforms the AS3-MAC protocol in terms
of energy saving. This behavior can be noticed for all nodes
by considering each data generation interval. In the graph,
only one trend for the AS3-MAC solution is represented
because the obtained results have shown that in this protocol
the used data rate does not significantly affect the nodes’
power consumption, since the idle power consumption is the
dominating factor of the system power consumption. On the
contrary, it is possible to note that in the proposed solution
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the power consumption behavior can be considered as a
function of the data generation interval, since lower power
consumption values are experienced at lower data rates. In
this scenario, the energy saved by the proposed scheduler is
around 48%, when lowest data rate is considered.

The results of the CHAIN TEST are shown in Figure 10.
As previously discussed, in both protocol solutions the trans-
mission power consumption is not the dominating factor of
the overall node power consumption. Therefore, the results
do not show a significant difference among nodes closer to
the sink, which forward messages generated by others too,
and nodes further away. In the considered network topology,
the farthest node shows lower power consumption due to
the different number of neighbors. The last node in the
chain has only one neighbor, and so it is awake for less
time. It is important to observe that in the proposed cross-
layer solution also Node 2 shows lower power consumption.
According to our solution, a node turns on its main radio
transceiver only when the power meter detects a packet
transmission from a neighbor. Node 1 is the sink node and it
does not perform packet transmissions during its activation
periods. Therefore, in CL-RW protocol Node 2 does not turn
on radio transceiver during transmission periods of the sink
node. Furthermore, the curves in Figure 10 clearly show the
linear relationship between the data rate and the nodes’ power
consumption, already discussed in the STAR TEST results.
Finally, obtained results confirm that the proposed solution
outperforms the AS3-MAC protocol also using the chain
topology. In particular, the energy saved by the proposed
cross-layer protocol is about the 44%, when the lowest data
rate is considered.

6. Conclusions

The reduction of the power consumption is one of the major
issues in WSNs, as the lifetime duration is critical in this
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Figure 10: CHAIN TEST: power consumption in the chain topol-
ogy.

kind of networks. Among all the possible sources of energy
waste, the communication phase and so the management of
the radio transceiver are the most important issues to be
addressed. In this work, a cross-layer approach based on the
joint use of hardware and software solutions is proposed.

Firstly, a new kind of wake-up system for the node has
been presented and validated. It is based on the integration
between a commercial sensor node and a powermeter circuit
capable of switching (ON and OFF) the radio transceiver of
the node according to the presence of an adequate RF signal.
Then, a new duty-cycle-based communication protocol has
been implemented, which exploits the power detector to
activate, in each duty-cycle period, only the radio transceivers
of those nodes actually involved in a communication. In
such a way, the idle listening period is strongly reduced, and,
consequently, the power consumption is reduced as well.

The proposed cross-layer solution has been deeply vali-
dated through a test bed approach aimed at a performance
comparison with a similar MAC protocol already presented
in the literature. The encouraging results presented and
commented in the paper demonstrate the appropriateness of
the proposed solution.
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Node deployment is one of the fundamental tasks for underwater acoustic sensor networks (UASNs) where the deployment
strategy supports many fundamental network services, such as network topology control, routing, and boundary detection. Due
to the complex deployment environment in three-dimensional (3D) space and unique characteristics of underwater acoustic
channel, many factors need to be considered specifically during the deployment of UASNs. Thus, deployment issues in UASNs
are significantly different from those of wireless sensor networks (WSNs). Node deployment for UASNs is an attractive research
topic upon which a large number of algorithms have been proposed recently. This paper seeks to provide an overview of the most
recent advances of deployment algorithms in UASNs while pointing out the open issues. In this paper, the deployment algorithms
are classified into three categories based on the mobility of sensor nodes, namely, (I) static deployment, (II) self-adjustment
deployment, and (III) movement-assisted deployment. The differences of the representative algorithms in aspects of sensor node
types, computation complexity, energy consumption, deployment objectives, and so forth, are discussed and investigated in detail.

1. Introduction

Recently, advances in wireless sensor networks (WSNs) have
motivated the development of underwater acoustic sensor
networks (UASNs), which have become a compelling tech-
nology to enable and enhance applications such as environ-
ment monitoring, resource exploration, disaster prevention,
pollution detection, and military surveillance [1].

UASNs are composed of different kinds of sensor nodes
(i.e., surface sink, underwater sensor nodes, etc.) to collab-
oratively performmonitoring tasks over a three-dimensional
(3D) space. A three-dimensional UASN architecture is shown
in Figure 1. UASNs consist of static sensor nodes which
are deployed both on the water surface and underwater
and automatic mobile sensor nodes to perform collaborative
monitoring tasks over a given monitored space. Static sensor
nodes usually consist of a sensing device, a microcon-
troller, and an acoustic transceiver with a limited amount of
energy. Automatic mobile sensor nodes such as autonomous

underwater vehicles (AUVs), unmanned underwater vehicles
(UUVs), and low-power gliders typically have plenty of
energy which can be supplemented when needed. According
to the application requirements, different kinds of sensor
nodes can be deployed inUASNs, that is, surface sinks, under-
water nodes, bottom nodes, and automatic mobile nodes.
Surface sinks are responsible for data collection and global
position system (GPS) signal acquisition; surface sinks can be
either stationary or mobile. Underwater nodes are equipped
with floating buoys which can be inflated by pumps to adjust
their depths to cover the entire monitored space. Usually,
bottom nodes are anchored at the bottom of the ocean to
monitor the two-dimensional (2D) area or collaborate with
underwater nodes and automatic mobile nodes to fulfill
monitoring tasks in 3D space. Automatic mobile nodes can
receive GPS signals while floating on the ocean surface, and
then dive to a fixed depth andmove among underwater nodes
following a predefined trajectory to help with localization or
information gathering, and so forth. Events are detected by
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Figure 1: A three-dimensional UASN architecture.

sensor nodes locally and information is transferred to surface
sinks by multihops or automatic mobile nodes using acoustic
communication. Then, the data can be forwarded to onshore
control centers which have larger storage capacity for future
processing [2, 3].

In UASNs, sensor nodes communicate with each other
via acoustic signals, while due to the unique characteristics
of underwater acoustic channels (large propagation delay,
high error rate, multipath effects, etc. [4]), new algorithms
and protocols should be specifically designed for 3D UASNs.
Besides, UASNs normally operate in uncertain and mobile
environments where free-floating underwater sensor nodes
drift slowly with the water current. As a result, the relative
motion of the transmitter or receiver may create the Doppler
effect. Moreover, UASNs are energy-limited. Energy sup-
plement is difficult because it requires underwater vehicles
which are costly to operate. In summary, node deployment
algorithms designed for UASNs need to address the adverse
physical channel conditions and water mobility while staying
energy-efficient [5]. Generally, the deployment strategies sup-
port many fundamental network services, such as network
topology control, routing, and boundary detection, which
will further influence the network performance. Therefore,
node deployment is one of the fundamental tasks in UASNs.

In this paper, we give an overview of the state of the art
related to deployment algorithms in UASNs and categorize
them into static deployment, self-adjustment deployment,
and movement-assisted deployment. The differences of the
representative algorithms in aspects of sensor node types,
computation complexity, energy consumption, deployment
objectives, and so forth, are discussed. Furthermore, the
characteristics of deployment algorithms in three categories
are investigated and compared in detail.

The remainder of this paper is organized as follows.
Section 2 discusses design considerations, classification, and
evaluation criteria of deployment algorithms in UASNs.
Section 3 presents a detailed analysis of recent deployment
algorithms in three categories, respectively, and summarizes

the algorithms. Section 4 makes a conclusion and discusses
future research issues of deployment algorithms in UASNs.

2. Design Considerations and Classification of
Deployment Algorithms

2.1. Design Considerations for UASNs. Notice that most exist-
ing algorithms and protocols in WSNs are aiming at 2D
sensor networks. For example, Capone et al. considered a
heterogeneous network scenario and presented an optimal
framework based on integer linear programming to locate
wireless gateways [6]. Y.-R. Tsai andY.-J. Tsai proposed a step-
by-step node deployment algorithm aimed at minimizing
location estimation of the entire large-scale WSNs [7]. Wang
et al. transformed traffic-aware relay node deployment prob-
lem into a Euclidean SteinerMinimumTree (ESMT) problem
and proposed a hybrid algorithm to maximize lifetime for
data collection [8]. Guerriero et al. mathematically proposed
and defined different optimization deployment models to
achieve high performance in terms of energy consumption
and travelled distance [9]. However, these algorithms may
no longer be effective in UASNs. Because three-dimensional
networks require additional design and computation com-
plexity, many problems cannot be solved by extension of two-
dimensional algorithms. Besides, the design of 3D algorithms
is more difficult than that of 2D.Thus, new algorithms should
be specifically designed for 3D UASNs by exploring rich
geometric properties of 3DUASNs. UASNs are different from
WSNs in many ways [1, 3, 9].

High Latency. GPS signal cannot propagate through water
and radio frequency (RF) signal can be absorbed by water.
Propagation delay of underwater acoustic signal is five orders
of magnitude higher than in RF terrestrial channels.

Limited Bandwidth and High Transmission Loss. Underwater
acoustic channel has characteristics of a limited bandwidth
and multipath fading, which result in high bit error rates.

Node Mobility. Positions of underwater sensor nodes are
easily affected by water current or fish swarm.

Limited Energy. Battery power is limited and difficult to be
recharged without utilizing solar energy. Besides, more com-
plex signal processing consumes more energy.

High Cost.Underwater sensor nodes are easier to fail because
of fouling and corrosion, so they need extra protective shell.

Sparse and 3D Deployment. Monitoring an ocean column
requires a 3D deployment. The costly underwater sensor
nodes make it more likely to be a sparse deployment.

Thus, the deployment of UASNs is deemed to be sparser
than that of WSNs and more difficult to guarantee the
network performance. In face of these characteristics, new
algorithms and protocols for 3DUASNs should be specifically
designed to achieve the optimal deployment of each sensor.

Many researchers are currently engaged in designing
deployment algorithms for UASNs. Due to the wide range
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of applications of UASNs and variety of underwater envi-
ronment, different objective-oriented deployment algorithms
could be designed to meet certain requirements. Typically,
there are two types of architectures in UASNs, namely, (I)
2D UASNs for underwater bottom or surface monitoring
and (II) 3D UASNs for underwater column monitoring [10].
In 2D UASNs, sensor nodes are anchored at the bottom
of the ocean or floating on the ocean surface. In 3D
UASNs, depths of sensor nodes can be adjusted by means of
techniques.

2.2. Classification Based on Sensor Nodes’ Mobility. There
have been a large number of researches focusing on deploy-
ment issues inUASNs over the last few years. According to the
mobility of sensors, the deployment algorithms can be clas-
sified into three categories, namely, static deployment, self-
adjustment deployment, andmovement-assisted deployment
as shown in Figure 2. (I) Static deployment: all the sensors
are static after initial deployment. Sensors are attached to
surface buoys or anchored at the bottom of the ocean and
they are assumed to have fixed positions. Static deployment
is further classified into random deployment and regular
deployment. (II) Self-adjustment deployment: underwater
sensor nodes can adjust their depths by inflating floating
buoys automatically or be driven to some desirable positions
by mobile sensor nodes after initial deployment to meet
certain requirements. Self-adjustment deployment is further
classified into uniform coverage deployment andnonuniform
deployment. (III) Movement-assisted deployment: there are
underwater mobile sensor nodes patrolling over the mon-
itored region to cooperate with other sensors to fulfill
monitoring tasks. Some of the self-adjustment deployment
algorithms and movement-assisted algorithms take sensor
nodes’ mobility into consideration, which is caused by water
current or other marine animals.

2.3. Evaluation Criteria. We summarize typical deployment
algorithms of each category in the following aspects.

Sensor Node Types. Typically, there are at least two kinds of
sensors in UASNs, namely, sink node and underwater sensor
nodes. Some researchers define other kinds of sensor node,
such as surface gateway, AUV, and mobile data collector,
according to their deployment algorithms.

Distributed or Centralized. Generally speaking, the dis-
tributed algorithms are more suitable for UASNs, due to
their scalability and computational efficiency.The centralized
algorithms are easier to implement, but may suffer from
network attack which will result in network failure.

Computation Complexity.The computation complexity of an
algorithm is of vital importance since it directly influences
the execution time of the algorithm. Besides, the computation
complexity also has an impact on energy consumption.

Energy Consumption.The total energy consumption of a net-
work is determined by summing up energy consumption of

Deployment algorithms
in UASNs 

Static deployment

Self-adjustment deployment

Movement-assisted deployment

Random
Regular

Uniform coverage
Nonuniform 

coverage

Figure 2: Classification of deployment algorithms for UASNs.

all the sensor nodes in the network. Due to the limited energy
resource, the algorithm should be energy efficient.

Deployment Objectives. Since sensor network is a kind of ap-
plication-oriented network, deployment algorithms with dif-
ferent objectives could be designed to meet certain require-
ments.

Main Advantages.Although different deployment algorithms
have their own characteristics, each algorithm has its own
advantages.

3. Analysis of Deployment Algorithms

3.1. Static Deployment. For simplicity, many deployment al-
gorithms assume that sensors are static after initial deploy-
ment in UASNs, with the consideration of practical reasons
such as deployment cost and algorithm complexity. For 2D
UASNs, sensors are usually deployed only on the water
surface or at the bottom of the monitored region. Bottom
sensors may be organized in a cluster-based architecture and
forward collected data to surface sinks bymultihop paths. For
3D UASNs, sensors are floating in different depths to observe
the entiremonitored region. In both architectures, sensors do
not actively change their positions after initial deployment.

3.1.1. Random. Randomdeployment is themost practicalway
in deploying sensors. If no prior knowledge of the to-be-
monitored region is available or deterministic deployment of
sensors is very risky or infeasible, random deployment often
becomes the only option. Usually, randomdeployment serves
as an initial phase of self-adjustment and movement-assisted
deployment strategies. Senouci et al. categorized random
placement strategies into simple and compound [11]. Simple
strategies are mere variants of the simple diffusion strategy,
whereas compound strategies are realized by repeated simple
diffusion.Through simulations, they give design guidelines in
using stochastic deployment strategies.

3.1.2. Regular. Themain characteristic of regular deployment
is that sensors are anchored at the vertex of polygons or
polyhedrons.

Pompili et al. provided a mathematical deployment anal-
ysis for both two-dimensional and three-dimensional archi-
tectures [12]. For two-dimensional architecture, they pro-
posed a triangular-grid deployment algorithm to use the
minimumnumber of sensors to achieve both optimal sensing
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Figure 3: Triangular-grid deployment: (a) grid structure and side margins and (b) uncovered area (Δ𝐴𝐵𝐶).

and communication coverage. In triangular-grid deploy-
ment, sensors are deployed at the vertex of equilateral
triangles.They mathematically proved that overlapping areas
of neighboring sensors can be minimized and the coverage
ratio is equal to 1, when length of equilateral triangle 𝑑 is
√3 times of sensing range 𝑟, as shown in Figure 3. There is
a trade-off between the number of sensors and achievable
sensing coverage. The authors studied the dynamics of a
sinking object and evaluated the trajectory of a sinking object
under the impact of water current, which can be used to
estimate the final position of a sinking object.

Ibrahim et al. formulated the gateway optimal deploy-
ment issue as an integer linear programming (ILP) problem
[13]. Later, they proposed a multiple surface-level gateways
deployment algorithm based on heuristic approaches to
enhance network performance [14]. They used greed algo-
rithm and greed-interchange algorithm to select optimal
gateway positions among 𝑚 × 𝑚 candidate locations which
are mesh of points. The authors provided a multisink archi-
tecture and presented guidelines for deciding the number and
positions of surface gateways in UASNs. However, it is a two-
dimensional sensor deployment issue indeed.

Nazrul Alam and Haas aimed at finding a node deploy-
ment strategywith 100% sensing coverage of a 3D space, while
minimizing the number of sensors needed [15]. In this paper,
the authors defined a metric called volumetric quotient,
which is the ratio of the volume of a polyhedron to the volume
of its circumsphere. The higher the volumetric quotient, the
smaller the number of nodes required for full 3D coverage.
The paper gives a detailed analysis of several space-filling
polyhedrons deployment, namely, cube deployment, hexago-
nal prism deployment, rhombic dodecahedron deployment,
and truncated octahedron deployment as shown in Figure 4.
Simulation results indicated that truncated octahedral cells
result in the best strategy, and the higher the volumetric
quotient is, the smaller the number of nodes that is needed
to meet the coverage and connectivity requirements.

Felemban et al. formulated the optimal node placement
as a nonlinear mathematical program with the objective of
minimizing the transmission loss under a given monitored
volume and number of sensor nodes [16]. Relay nodes are
deployed next to each other in the 3D space forming tiled
truncated octahedrons as presented in [15]. The main differ-
ence is that they considered the characteristics of underwater

acoustic channels. Simulations showed that the operating
frequency affects the number of nodes needed to cover a
definite volume.

A UASN deployment algorithm (UDA) is proposed by
Liu [17]. Different from [15, 16], UDA aims at determining
and selecting the best cluster shape after partitioning the
monitored region into layers and clusters. Clusters have
shapes of cuboids, hexagonal prisms, rhombic dodecahe-
drons, and truncated octahedrons. Only the cluster-head in
every cluster keeps alive for sensing and communicating.
Once the cluster-head depletes its energy, a new cluster-head
within the cluster will wake up and replace the old one.
UDA sets different node densities at different layers to help
prolonging lifetime of sensors close to sinks and balance the
network energy consumption. However, there is no descrip-
tion about how to keep time synchronization when waking
up a new cluster-head to maintain full connectivity and full
coverage.

A multipath virtual sink architecture for UASNs is pre-
sented in [18] to overcome adverse link conditions. Virtual
sinks are deployed at vertex of monitoring surface. The
network dynamically selects shortest paths to deliver data
over more routes to increase the probability of successful
delivery instead of retransmissions. The algorithm ensures
that data delivery continues to function even when a part of
the network is temporarily nonoperational.

These static deployment algorithms enable easy and
energy efficient deployment strategies for UASNs. They do
not need auxiliary mobile sensor nodes to participate in
deployment periodically. However, static deployment also
suffers from some weaknesses. For instance, they cannot deal
with real time event processing in large-scale UASNs.

3.2. Self-Adjustment Deployment. If the sensors have the abil-
ity of adjusting their positions in underwater environment
after initial deployment to meet certain requirements, the
corresponding algorithm is classified as the self-adjustment
deployment. Each sensor is attached to a floating buoy. Sensor
nodes can adjust their depths by controlling the length of
the wires [19]. The depth adjustment system enables the
underwater sensors to be deployed with a desired topology
which can improve network connectivity and communi-
cation link over the whole monitored region. Moreover,
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Figure 4: Several space-filling polyhedrons deployment: (a) cube deployment, (b) hexagonal prism deployment, (c) rhombic dodecahedron
deployment, and (d) truncated octahedron deployment.

relocated sensors at different depths based on a local agree-
ment can efficiently reduce the coverage overlaps among the
neighboring nodes.

3.2.1. Uniform Coverage. For three-dimensional architecture
in [12], Pompili et al. proposed three deployment strategies,
namely, 3D-random, bottom-random, and bottom-grid. Sen-
sors are initially deployed at the bottom of the ocean. Then,
each sensor is assigned to a target depth. Sensors float to
the desired positions to achieve the target coverage ratio.
However, they neglected to describe how to adjust sensor
depths to maximize coverage ratio in a 3D space.

Akkaya and Newell proposed a distributed node deploy-
ment algorithm to reduce coverage overlaps based on the
idea of graph coloring by using the relocation ability of
underwater sensor nodes in a vertical direction [20]. At first,
sensors are randomly deployed at the bottom of the ocean.
The new locations in the vertical direction are computed
by cluster headers based on the group IDs of the sensors.
Then, sensors continue to adjust their depths by applying
repelling forces to minimize coverage overlaps until there are
no sensing overlaps for a node or a maximum number of
rounds have arrived as depicted in Figure 5. The authors also
assessed the performance of the proposed algorithm under
a UASN water current mobility model and gave a detailed
analysis of simulation results.

Xia et al. introduced a rigid theory and defined rigidity-
coverage value as the evaluation criteria for the positions of
underwater sensors [21].They established a novel underwater
self-organization deployment mechanism based on rigidity-
driven mobile strategy. Sensors move randomly in the ocean
until theymeet their neighboring nodes.When a sensor node
𝑠
𝑐
detects its neighboring node 𝑠

𝑖
, 𝑠
𝑐
and 𝑠
𝑖
will assemble in

a crowd. It is a distributed deployment algorithm. Sensors
execute the rigidity-driven deployment process periodically
without time synchronization. The simulations were carried
out in the areas of 10 × 10 (2D) and 10 × 10 × 10 (3D) with
the number of sensors varying from 10 to 15, respectively.
Although they tested the performance of the deployment
algorithm under the impact of water current, both the
simulation area and the number of sensors are too small.

The mobility of underwater sensors makes the network
topology slowly change and be inconveniently controlled.

References [22, 23] aim at improving network coverage
ratio and maintaining network connectivity when there are
noncoverage areas or shadow zones. In [22], a dividing cube
method is used to calculate the coverage ratio of an area.
Then, two redeployment algorithms are proposed, of which
one is based on the idea of adding new nodes, whereas the
other is by the means of moving some redundant nodes from
overcovered areas to noncoverage areas. Domingo presented
an adaptive topology reorganization scheme to minimize the
transmission loss and maintain network connectivity when
a UASN is affected by shadow zones [23]. Sensor nodes
are double units, operating as a single sensor, which are
decoupled into two sensor nodes in the presence of a shadow
zone. For instance, the sensor node 𝑆

𝑖
is uncoupled into two

sensor nodes 𝑆
𝑖→ 1

and 𝑆
𝑖→ 2

under the presence of a shadow
zone as shown in Figure 6. 𝑆

𝑖→ 1
and 𝑆

𝑖→ 2
are connected

to each other by a wire to maintain robust communication.
In this way, connectivity between two neighbor nodes is
maintained and latency as well as power consumption is
reduced.

3.2.2. Nonuniform Coverage. Since a UASN is a monitoring
network, event detection is one of its main tasks. In nonuni-
form coverage deployment, how to adjust the positions of
sensors according to the dynamic environment and targets
to cover the event area in an optimal manner is a key issue in
UASNs.

By simulating the behaviors of fish swarm and con-
sidering congestion control, a fish swarm-inspired sensor
deployment (FSSD) algorithm was presented [24]. Sensors
are nonuniformly deployed in the monitored region. FSSD
algorithm enables sensors to cover the event area automati-
cally by executing prey, follow, and swarm processes. FSSD
algorithm seeks to make node distribution density match
with event distribution density. They defined an evaluation
criterion called event set coverage efficiency to evaluate the
deployment performance. FSSD algorithm is a distributed
algorithm with low computation complexity and high energy
consumption.

The monitored area is divided into sectors with vary-
ing geographic size and acoustic characteristics [25]. Game
Theory Field Design (GTFD) model is used to allocate
sensors to sectors according to the visitation probabilities
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Figure 5: Distributed topology adjustment: (a) initialization, (b) clustering, (c) grouping, and (d) depth adjustment.

of an adversary. The authors compared GTFD model with
Size-Aware Field Design (SAFD) model and Radius-Aware
Field Design (RAFD)model. SAFD and RAFD only consider
either the size of a sector or acoustic characteristics, respec-
tively. Simulations showed that GTFD offers a significant
improvement in terms of overall field detection capability
against intelligent adversaries. But they did not explain how
to deploy sensors in each sector. Besides, it is a centralized
algorithm with 2D architecture and has high computation
complexity.

Aitsaadi et al. addressed the issue of deploying a UASN
in an area characterized by the geographical irregularity of
the sensed event [26]. They proposed a geometric method
called Differentiated Deployment Algorithm (DDA) based
on a mesh representation method. By using a multiobjectives
nonlinear optimizationmethod, the optimal solution ofDDA
could be obtained. In DDA, authors considered triangles and
rectangles during the hierarchical mesh. The basic idea is to
permit progressive meshes division of a sensor field area as
long as it is considered beneficial. New sensor nodes could be
placed in equidistant locations to the vertices of the divided
mesh. Or place an added node in the mid of one given
arc of the mesh. It is a centralized algorithm, which is only
applicable to static monitoring environment.

3.3. Movement-Assisted Deployment. In movement-assisted
deployment, there exists AUVs, UUVs, low-power gliders,
or other kinds of underwater mobile sensor nodes. They
patrol over the monitored region under predefined trajectory
to cooperate with other sensor nodes to fulfill monitoring
tasks. Sensors can be attached to mobile sensor nodes as
well and they can be driven to some desirable positions
after initial deployment. Since underwater sensor nodes are
fairly expensive and the costs quickly rise for deep water,
underwater mobile sensor nodes can play more important
roles compared with ordinary sensors in data collection,
maximizing network coverage and real time event processing
with limited hardware [27].

Teixeira et al. aimed at finding a control strategy that is
able to drive a formation of AUVs from the initial to the target
set of positions under the effect of external disturbances such
as ocean current within a specified time [28]. They presented
a leader-follower solution that relies on a simple uncertainty
model to trigger surfacing events and two control strategies
to position the agent within a certain distance of the target in
the presence of disturbances.

Liu et al. and Ibrahim et al. studied the benefits of
dynamic gateway redeployment [29, 30]. Both of the rede-
ployment algorithms are triggered at fixed intervals. Liu et al.
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proposed a prediction assisted dynamic surface gateway
placement (PADP) algorithm for mobile underwater sensor
networks [29]. PADP applies a tracking scheme called inter-
acting multiple model (IMM) to predict sensors positions,
uses branch-and-cut method to solve optimization problem,
and adopts a disjoint-set data structure to partition sen-
sors into clusters. By using PADA, gateways are deployed
based on both sensor nodes current and future positions
of sensor nodes, so coverage is well maintained. Ibrahim
et al. modeled surface gateway deployment problem as a
graph optimization problem [30]. The problem is to choose
a subset of the candidate surface gateway satisfying a set
of flow conservation constraints. The main difference from
the gateway deployment problem they addressed in [14]
is that they considered a dynamic gateway deployment
strategy to cope with changes and fine-tune deployments.
They also integrated the gateway deployment optimization
framework into Aqua-Sim, a NS2-based UASN simula-
tor.

The idea of mobile data collectors has been proposed in
the literature for UASNs [31, 32]. Data collectors patrol over
the monitored region under predefined trajectory through
an optimization process. When the network is not a real
time processing application, data can be stored at sensors
until a mobile data collector is in the vicinity. Alsalih et
al. divided the lifetime of the network into fixed length
rounds and found the optimal locations of data collectors
together with multihop routing paths using integer linear
program (ILP) solver at the beginning of each round. The
delay tolerant placement and routing (DTPR) scheme and
the delay constrained placement and routing (DCPR) scheme
are proposed to deliver the generated data from all sensor
nodes to data collectors. The DCPR scheme has a boundary
on howmuch time a data unit may spend on its way to a data
collector. The objective function takes into account both the
current residual energy and future energy expenditure of each

sensor node. Experimental results showed that both of the
schemes have the potential to prolong the lifetime of a UASN
significantly.

The deployment of AUVs to collect data from underwater
sensor networks has drawn much attention recently [33, 34].
AUVmust plan its trajectory to minimize travel distance and
maximize information gathering. Hollinger et al. proposed
methods for solving this problem by extending approxima-
tion algorithms of variants of traveling salesperson problem
(TSP) as shown in Figure 7 [33]. Williams developed a new
adaptive strategy for performing data collection with a sonar-
equippedAUVby adaptingAUV survey route, which is based
on the environmental characteristics observed in the data
itself [34].

Yoon and Qiao focused on how to intelligently con-
trol multiple AUVs to complete the overall mission [35].
They proposed a cooperative rendezvous scheme called
synchronization-based survey (SBS) to facilitate cooperation
among several AUVs when surveying a large area. SBS has
three variants, namely, alternating column synchronization
(ACS), strict line synchronization (SLS), and x synchroniza-
tion (XS). In SBS, AUVs form an intermittently connected
network (ICN) in that they periodically meet each other
for data aggregation, control signal dissemination, and AUV
failure detection and recovery.

3.4. Summaries. In this section, we summaries the above-
mentioned algorithms based on evaluation criteria presented
in Section 2. From Table 1, we can conclude that each algo-
rithmhas its own advantages andnoone is absolutely the best.

Generally speaking, most of the static deployment algo-
rithms are centralized because sensor nodes are deployed
uniformly at the beginning of the algorithms. Computation
complexity and energy consumption is relatively low. A
majority of static deployment algorithms aim at maximizing
network coverage and minimizing sensor nodes that are
needed in UASNs. However, the algorithms always neglect
the mobility caused by water current which is inevitable in
underwater environment.

In general, computational complexity and energy con-
sumption of the self-adjustment deployment algorithms are
larger than that of static deployment algorithms, because
some of the sensor nodes can adjust their positions auto-
matically to meet certain requirements. Due to unpredictable
movement of sensor nodes in hybrid UASNs, some of the
literature take sensor mobility into consideration by using a
mobile model.

Since almost all themovement-assisted algorithmsdeploy
mobile sensor nodes to help improving the network perfor-
mance, the energy consumption of the movement-assisted
algorithms is the largest among the three categories. Con-
sidering the costs and functions of mobile sensor nodes,
fewer mobile sensor nodes are deployed in a UASN. Thus,
the deployment problem is transformed into a path planning
problem of mobile sensor. Most movement-assisted algo-
rithms regard minimizing the total travel time and travel
distance as one of their deployment objectives.
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(a) (b)

Sensors
AUV tour

(c)

Figure 7: Example tours using different neighborhood types: (a) standard traveling salesperson tour, (b) tour circling amaximal independent
set of neighborhoods, (c) tour visiting the center of a covering set of neighborhoods.

4. Conclusion and Future Research Issues

In this paper, we investigate the deployment issue in UASNs,
which is a fundamental problem closely related to the
quality of service of UASNs. We classify recent underwater
deployment algorithms into three categories and give a
comprehensive survey of them. Then, we summarize typical
deployment algorithms in terms of sensor node types, com-
putation complexity, energy consumption, and so forth, and
make comparisons of three categories.

In recent years, many innovative solutions and ideas are
used to design deployment algorithms in UASNs. The future
research issues of deployment algorithms are possibly as
follows.

(i) Since underwater sensor nodes inevitably move with
water current, designing a mobility model is an
important issue. When taking mobility into con-
sideration, underwater deployment algorithms will
become more effective.

(ii) The existing deployment algorithms are mainly suit-
able to small-scale networks.However,manypractical
underwater monitored spaces are large-scale. Thus,
deployment algorithms which are suitable for large-
scale UASNs should be specifically designed.

(iii) Since almost all the applications in UASNs are closely
related to the locations of sensor nodes and the study-
ing of node deployment also serves for localization,
deployment algorithms andoptimal path planning for
mobile anchor nodes in large-scale UASNs should be
specifically designed.

(iv) A majority of the current deployment algorithms are
based on a credible environment. However, in real
applications, sensor nodes may be deployed in an
unsafe and complex environment. Thus, failure node

recovering algorithms or redundant node deploy-
ment algorithms are needed in order to avoid network
partition.

(v) To the best of our knowledge, few researches focus
on the deployment of duty-cycled sensor nodes in
UASNs to dynamically collaborate to prolong net-
work lifetime. In duty-cycled environment, sensor
nodes are allowed to be active or asleep periodically
to reduce unnecessary energy consumption.

(vi) Since underwater sensor nodes are fairly expensive
and the costs quickly rise for deep water, sensor nodes
must have different sensing and communication
ranges in real applications. Thus, future researches
should focus on designing deployment algorithms for
heterogeneous UASNs.

(vii) It is important to design systematic evaluation criteria
to analyze the performance of different underwater
deployment algorithms.
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Directional sensor networks composed of a large number of directional sensors equipped with a limited battery and with a
limited angle of sensing have recently attracted attention. Maximizing network lifetime is a challenge in developing energy-efficient
directional sensor networks, while covering all of the targets in a given area. However, the existing schemes have considered target
coverage problem as only the maximization of network lifetime. In real sensor networks, the quality of target coverage will be
varied according to the detection probability of the sensors covering targets. In this paper, we address the directional cover-sets
with coverage reliability (DCCR) problem of organizing directional sensors into a group of nondisjoint subsets to extend network
lifetime maximally while maintaining networks’ satisfied coverage reliability. For the DCCR problem, we first present a coverage
reliability model that mainly takes into account the detection probability of each sensor in cover-sets and eventually supports
coverage reliability for target coverage. We also develop a heuristic algorithm called directional coverage and reliability (DCR)
greedy algorithm to solve the DCCR problem. To verify and evaluate the algorithm, we conduct simulations and show that it
extends network lifetime to a reasonable degree while guaranteeing the minimum coverage reliability.

1. Introduction

Recently, sensor networks have attracted considerable re-
search interest due to their vast and significant applications,
such as physical phenomenon or target detection, classi-
fication, and tracking [1–4]. Directional sensor networks
(such as radar or image/video sensor networks [5, 6]) have
different features than conventional sensor networks inwhich
omnidirectional sensors are used. A directional sensor has
directional coverage that can sense only in the direction of its
orientation. These sensors have a limited sensing angle due
to constraint related to manufacturing, size, and cost [7, 8].
Each directional sensor can sense only a sector of the disk,
centered on itself, with the radius being equal to the sensing
range.

The target coverage in directional sensor networks is
determined by both the location and orientation of the
sensors. This makes the network more complex. In addition,

a power saving becomes a more critical issue because each
sensor has only a limited amount of power and in most
cases it is difficult or impossible to replace or recharge the
batteries [9]. This issue is commonly resolved by using a
sensor wake-up scheduling scheme by which some sensors
remain active state to provide sensing services, while the
others sleep state to conserve energy. Intuitively, if certain
sensors share common sensing regions, some sensors can be
switched into sleep state to conserve energy.

However, themost existing scheduling schemes have con-
sidered target coverage problem as only the maximization of
network lifetime. In real sensor networks, the quality of target
coverage will be varied according to the detection probability
of the sensors covering targets. This is because each sensor
has the different sensing capability by the signal attenuation
rate of targets; that is, as the distance between a sensor and its
interesting target increases, the signal attenuation increases.
Therefore, coverage reliability is another important factor in
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target coverage problem, which can improve the quality of
services of directional sensor networks. In this paper, we
consider a sensor scheduling problem to maximize network
lifetime while maintaining the target coverage satisfying a
specific requirement of coverage reliability.

We propose a new problem, called the directional cover-
sets with coverage reliability (DCCR) problem, the objective
of which is to maximize the lifetime of a directional sensor
network while continuously monitoring all targets in a
specific level of coverage reliability. Our strategy to solve
this problem is to group all of the deployed directional
sensors into a number of subsets, each of which should cover
all of the targets. Only one subset is active at any given
time; all others go into a sleep state. We call this type of
network organization directional cover-sets with coverage
reliability. The cover-sets need not be disjoint and each of
them can be activated successively one by one. Due to theNP-
completeness of the DCCR problem we designed a heuristic
algorithm to solve the problem, called directional coverage
and reliability (DCR) greedy algorithm, which uses a greedy
method to generate the maximum number of cover-sets
satisfying coverage reliability. (In this paper, we omit the
complete proof of the fact that the DCCR problem is NP-
complete.) To verify and evaluate the proposed algorithm,
we conducted simulations, which showed that the proposed
algorithm extends network lifetime to a reasonable degree
while guaranteeing a minimum reliability.

The remainder of this paper is organized as follows.
Section 2 presents a brief review of related work. In Section 3,
we introduce our directional sensor and network model.
In Section 4, we present coverage reliability model based
on detection probability and describe the DCCR problem.
Section 5 describes the proposed greedy algorithm to solve
theDCCRproblem. In Section 6, we discuss the performance
evaluation of the proposed algorithm with simulations.
Finally, Section 7 concludes the paper.

2. Related Work

For omnidirectional sensor networks, many scheduling algo-
rithms for prolonging network lifetime while guaranteeing
target coverage have been studied [10–12]. The goal of target
coverage is to make each target in the physical space of
interest locate within the sensing range of at least one sensor.
Cardei and Du [13] introduced the target coverage problem,
where disjoint sensor sets are modeled as disjoint cover
sets, such that every cover set completely monitors all of
the targets. This was called the maximum set covers (MSC)
problem and was shown to be NP-complete. Requirements
related to this problem were alleviated in [14], where sensors
were not restricted to participation only in disjoint sets; that
is, a sensor could be active in more than one set.

The scheduling problems in directional sensor networks
have recently attracted a great deal of interest. Compared
to omnidirectional sensors, directional sensors are obviously
different in that their coverage region is determined by both
location and orientation.Therefore, the target coverage prob-
lem aiming at directional sensors will be more complicated

than that focusing on omnidirectional sensors [15]. Previous
studies regarding the coverage of directional sensor networks
also aimed tomaximize network lifetime by finding cover sets
to cover all targets [7, 8, 16]. The initial work relevant to the
coverage issue in directional sensor networks was presented
in [7]. The authors formulated the maximum coverage with
minimum sensors (MCMS) problem, in which coverage in
terms of the number of targets to be covered is maximized,
while the number of sensors to be activated isminimized.The
genetic algorithms, based on evolutionary search techniques,
were applied in [8, 15] to solve target coverage problem in
directional sensor networks.

From different points of view, He et al. [17] aimed to
deploying sensors to cover-sets including network reliability
in target coverage problem. To achieve this aim, authors
introduced the failure probability associated with each omni-
directional sensor into sensor networks and tried to improve
the network reliability by using the similar solution used
to solve MSC problem. In contrast to that work, our work
focuses on the maximization of network lifetime and the
improvement of network reliability in directional sensor
networks. Moreover, based on the detection probability of
each directional sensor, the coverage reliability that means
how reliable directional sensors in cover-sets can monitor all
targets with a specific level is significantly considered.

3. Directional Sensor and Network Model

3.1. Directional Sensor Model. Here, we describe directional
sensor model used in this paper. A sensor has𝑊 orientations
and operates in only one orientation at any time; the active
sensing region is determined by the chosen orientation. We
do not make any assumptions regarding the shape of sensing
regions, except that each sensing region is constrained by an
angle of view and it is also closed, connected, and without
holes.

A directional sensor 𝑠
𝑖
is represented by the six-tuple

⟨𝑃
𝑖
, 𝑅
𝑠
, 𝑜
𝑖,𝑗
, 𝐸
0
(𝑠
𝑖
), 𝜔⟩, where 𝑃

𝑖
is the location of the sensor

𝑠
𝑖
, 𝑅
𝑠
is the sensing range, 𝑜

𝑖,𝑗
is 𝑗th orientation of sensor 𝑠

𝑖

(𝑗 = 1, 2, . . . ,𝑊, i.e., the number of orientations operated
by a directional sensor is 𝑊), 𝐸

0
(𝑠
𝑖
) is the initial energy of

the sensor 𝑠
𝑖
, and 𝜔 is the angle of view. In this paper, we

assume that all deployed sensors are homogeneous in terms of
sensing range, angle of view, and number of orientations. We
also assume that each sensor is aware of its location by using
an arbitrary localization method [18–20] and a directional
sensor network is connected due to the large communication
range of sensors without considering the connectivity issue of
sensors.

3.2. Network Model. Let us consider a directional sensor
network composed of 𝑁 sensors. All sensors are randomly
scattered to cover 𝑀 targets with fixed locations in a two-
dimensional plane. We define 𝑆 = {𝑠

1
, 𝑠
2
, . . . , 𝑠

𝑁
} as the

set of 𝑁 sensors and 𝑇 = {𝑡
1
, 𝑡
2
, . . . , 𝑡

𝑀
} as the set of 𝑀

targets. Let 𝑂 be the set of all 𝑜
𝑖,𝑗

for 𝑖 = 1, 2, . . . , 𝑁 and
𝑗 = 1, 2, . . . ,𝑊 and𝑂(𝑡

𝑚
) be the set of orientations that cover

a target 𝑡
𝑚
(𝑚 = 1, 2, . . . ,𝑀). A sensor is active if it is selected
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to cover at least one target. A sensor that is not active goes
into the sleep state. In this paper, directional sensor activity
scheduling refers to determining the state of the deployed
directional sensors (active or sleep).

4. Directional Cover-Set with Coverage
Reliability Problem

In this section, we present the directional cover-sets with
coverage reliability (DCCT) problembased on the directional
sensor and network model described in the previous section.

4.1. Detection Probability Model. In real environment, each
directional sensor has the detection probability of targets
[21]. To take coverage reliability into consideration, we first
describe the detection probability of targets in directional
sensor networks.

To model the detection probability of targets, we modify
the detection probability defined in [21] to accommodate
directional sensors.We assume that the sensing range of each
directional sensor 𝑠

𝑖
is a form of disk, centered at 𝑠

𝑖
, with

radius 𝑅
𝑠
and 𝑠
𝑖
makes its orientation detection of whether

a target 𝑡
𝑚

is covered. The orientation detection function
𝑓(𝜙(𝑠

𝑖
, 𝑡
𝑚
)) is given by

𝑓 (𝜙 (𝑠
𝑖
, 𝑡
𝑚
)) = {

1, if 𝜙
𝑠𝑖
≤ 𝜙 (𝑠

𝑖
, 𝑡
𝑚
) ≤ 𝜙
𝑠𝑖
+ 𝜔,

0, otherwise,
(1)

where 𝜙(𝑠
𝑖
, 𝑡
𝑚
) is an angle between 𝑠

𝑖
and 𝑡

𝑚
, 𝜙
𝑠𝑖

is an
orientation angle of 𝑠

𝑖
, and 𝜔 is the angle of view.

We also assume that each sensor 𝑠
𝑖
has a detection

probability of a target 𝑡
𝑚
satisfying its orientation detection.

The detection probability 𝑝
𝑖,𝑚

can be calculated by

𝑝
𝑖,𝑚

= 𝑝
𝑖,𝑚

⋅ 𝑓 (𝜙 (𝑠
𝑖
, 𝑡
𝑚
)) , (2)

where 𝑝
𝑖,𝑚

is a detection probability that depends on the
signal propagation of the target 𝑡

𝑚
without any consideration

of satisfying the orientation detection of the sensor 𝑠
𝑖
. Using a

general signal propagationmodel where the signal parameter
𝜃 attenuates along with the signal propagation, we can
calculate 𝑝

𝑖,𝑚
as follows:

𝑝
𝑖,𝑚

= Pr [ 𝜃

𝑑
𝑖

+ 𝑛
𝑖
≥ 𝐴] = 𝑄(

𝐴 − 𝜃/𝑑
𝑖

𝜎
𝑖

) , (3)

where 𝑑
𝑖
is the Euclidean distance between 𝑠

𝑖
and 𝑡
𝑚
, and 𝐴

is a threshold determining the minimum signal strength that
can be correctly decoded at 𝑠

𝑖
. 𝑛
𝑖
is the measurement noise

and is assumed that it follows a Gaussian distribution with
zero mean and variance 𝜎2

𝑖
.𝑄(⋅) is the𝑄-function defined by

𝑄 (𝑥) = ∫

∞

𝑥

1

√2𝜋
𝑒
−𝑡
2
/2
𝑑𝑡. (4)

If all directional sensors are homogenous physically, the noise
variance 𝜎2

𝑖
of each sensor 𝑠

𝑖
can be assumed to be identical.

Then, we can rewrite (2) as follows:

𝑝
𝑖,𝑚

= 𝑄(
𝐴 − 𝜃/𝑑

𝑖

𝜎
) ⋅ 𝑓 (𝜙 (𝑠

𝑖
, 𝑡
𝑚
)) . (5)

From (5), we can say that the directional sensor 𝑠
𝑖
covers the

target 𝑡
𝑚
if the received signal of 𝑠

𝑖
is larger than the threshold

𝐴 and an angle between 𝑠
𝑖
and 𝑡
𝑚
is within a sector.

4.2. Coverage Reliability. As we described in the previous
section, each sensor 𝑠

𝑖
has a detection probability when it

covers a target 𝑡
𝑚
. The detection probability means how well

𝑠
𝑖
can detect the data emitted by 𝑡

𝑚
and is associated with

the signal propagation of 𝑡
𝑚
. Using the detection probability

𝑝
𝑖,𝑚

defined by (5), we can obtain the coverage reliability
of a target 𝑡

𝑚
covered by more than at least one directional

sensor (i.e., by 𝑂(𝑡
𝑚
)). There are many fusion techniques

that can be used to derive the coverage reliability from the
detection probability of each directional sensor. In this paper,
the coverage reliability of a target 𝑡

𝑚
, �̂�
𝑚
, is given by

�̂�
𝑚
= 1 − ∏

𝑜𝑖,𝑗∈𝑂(𝑡𝑚)

(1 − 𝑝
𝑖,𝑚
) , (6)

where 𝑝
𝑖,𝑚

is a detection probability that a sensor 𝑠
𝑖
having an

orientation 𝑜
𝑖,𝑗
covers 𝑡

𝑚
.

Now, we introduce the coverage reliability of a given
cover-set that all targets can be reliably monitored. Using the
coverage reliability of a target defined by (6), we can obtain
the coverage reliability of a cover-setΥ(𝜏

𝑘
), where 𝜏

𝑘
is a given

lifetime for the cover-set.The coverage reliability of the cover
set Υ(𝜏

𝑘
), 𝑅(𝜏
𝑘
), is given by

𝑅 (𝜏
𝑘
) = argmin {�̂�

1
, �̂�
2
, . . . , �̂�

𝑀
} , (7)

where𝑀 represents the number of targets.
Using the coverage reliability 𝑅(𝜏

𝑘
) obtained by (7), we

can guarantee that all targets are reliably monitored with the
coverage reliability of more than 𝑅(𝜏

𝑘
) by orientations in

Υ(𝜏
𝑘
).

4.3. DCCR Problem Formulation. In this section, we present
the directional cover-sets with coverage reliability (DCCR)
problem, which is a classical optimization problem.

As an orientation 𝑜
𝑖,𝑗

can belong to multiple cover-sets
until the lifetime of the sensor 𝑠

𝑖
completely expires, we can

define a Boolean variable 𝑏
𝑖,𝑗,𝑘

as follows:

𝑏
𝑖,𝑗,𝑘

= {
1, if 𝑜

𝑖,𝑗
∈ Υ (𝜏

𝑘
) ,

0, otherwise.
(8)

By using (8), we define the DCCR problem as follows: for
given a set of targets 𝑇 with fixed locations and the initial
energy 𝐸

0
(𝑠) of each sensor in a set of directional sensors 𝑆,

find a set of cover-sets Υ(𝜏
1
), Υ(𝜏
2
), . . . , Υ(𝜏

𝑋
) with coverage

reliabilities 𝑅(𝜏
1
), 𝑅(𝜏
2
), . . . , 𝑅(𝜏

𝑋
) such that (1) the network

lifetime, denoted as 𝐿(𝑆, 𝑇, 𝜅), is maximized and (2) each
coverage reliability is not smaller than a minimum coverage
reliability 𝜅. Mathematically, the DCCR problem is defined as
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Maximize

𝐿 (𝑆, 𝑇, 𝜅) ≡

𝑋

∑

𝑘=1

𝜏
𝑘

(9)

subject to

𝑋

∑

𝑘=1

𝐸 (𝑠
𝑖
, Υ (𝜏
𝑘
)) ≤ 𝐸

0
(𝑠
𝑖
) , ∀𝑠

𝑖
∈ 𝑆, (10)

𝑊

∑

𝑗=1

𝑏
𝑖,𝑗,𝑘

≤ 1, ∀𝑠
𝑖
∈ 𝑆, 𝑘 = 1, . . . , 𝑋, (11)

∑

𝑜𝑖,𝑗∈𝑂(𝑡𝑚)

𝑏
𝑖,𝑗,𝑘

≥ 1, ∀𝑡
𝑚
∈ 𝑇, 𝑘 = 1, . . . , 𝑋, (12)

𝑅 (𝜏
𝑘
) ≥ 𝜅, 𝑘 = 1, . . . , 𝑋, (13)

where

𝑏
𝑖,𝑗,𝑘

= {0, 1} , 𝜏
𝑘
≥ 0. (14)

Equation (10) guarantees that the total energy consumed
by each directional sensor 𝑠

𝑖
across all cover-sets is not larger

than its initial energy. Equation (11) guarantees that one
directional sensor in a cover-set operates in at most one ori-
entation. Equation (12) guarantees that each target is covered
by at least one orientation in a cover-set. Finally, Equation (13)
guarantees that all targets are reliablymonitored by successive
cover-sets in more than a certain level. Given a directional
sensor network deployed in an area, the number of cover-
sets, denoted by 𝑋, is finite but unknown. It should be noted
that a sensor can appear in different cover-sets; that is, the
sets of directional sensors in different cover-sets need not
be disjoint. In the following section, we present a greedy
algorithm to find such the cover-sets maximally.

5. The Proposed Greedy Algorithm to
Solve the DCCR Problem

In this section, we propose a new heuristic algorithm, DCR
greedy, to solve the DCCR problem. DCR greedy algorithm
uses a greedy method to produce cover-sets and their cov-
erage reliabilities by finding the cover-sets with coverage
reliability in a given deployment of sensors and targets, based
on the DCCR problem presented in Section 4.3.

The proposed algorithm is similar to those proposed
previously [14, 17] but modified to capture the characteristics
of directional sensor networks. Our algorithm takes as the
input parameters 𝑆, 𝑇, 𝐸

0
(𝑠
𝑖
) of each sensor 𝑠

𝑖
, the minimum

coverage reliability 𝜅, and the angle of view 𝜔. Each cover-
set operates for a fixed amount of time 𝜏, unless some
sensors in the cover-set die due to a lack of power. The
output of the proposed algorithm is a sequence of cover-
sets Υ(𝜏

1
), Υ(𝜏
2
), . . . , Υ(𝜏

𝑋
) and their coverage reliabilities

𝑅(𝜏
1
), 𝑅(𝜏
2
), . . . , 𝑅(𝜏

𝑋
). It is noted that 𝑋 should be max-

imized. By using the output, we can obtain the network
lifetime of a given network of directional sensors, each of
which faces an arbitrary orientation at the initial time of

deployment as follows: 𝜏
1
+ 𝜏
2
+ ⋅ ⋅ ⋅ + 𝜏

𝑋
. When an identical

value for all 𝜏
𝑘
(𝑘 = 1, . . . , 𝑋) is used as 𝜏, the output of the

proposed algorithm becomes 𝑋 ⋅ 𝜏. Moreover, the output of
the proposed algorithm guarantees that a given network of
directional sensors can reliably operate for𝑋⋅𝜏while keeping
a minimum coverage reliability.

Thepseudocode of the algorithm is shown inAlgorithm 1.
The following notations are used:

(i) 𝑆
𝑙
: set of live sensors;

(ii) 𝑂
𝑙
: orientations of live sensors;

(iii) 𝑇(𝑜
𝑖,𝑗
): set of targets covered by an orientation 𝑜

𝑖,𝑗
;

(iv) 𝑥: index of cover-sets;

(v) 𝐸
𝑟
(𝑠): residual energy of a sensor 𝑠;

(vi) 𝑇
𝑐
: coverage reliability of a critical target 𝑡

𝑐
.

The algorithm repeatedly builds cover-sets and their
coverage reliability until a cover-set is not found any more
due to energy exhaustion of sensors. The process to find one
cover-set and its coverage reliability stops once the entirety
of each target is covered by at least one orientation of live
sensors. The algorithm consists of the following steps.

Step 1. Initialize the variables 𝑆
𝑙
, 𝑂
𝑙
, and 𝑥 used in the

algorithm and the residual energy of each sensor (lines 1–7).

Step 2. To construct a cover-set, increase 𝑥 by 1 and initialize
the relevant variables such as TARGETS, 𝜏

𝑥
, and Υ(𝜏

𝑥
) (line

9).

Step 3. A critical target 𝑡
𝑐
is selected and defined as the most

sparsely covered target, both in terms of number of sensors
as well as the residual energy of those sensors [14]. After the
critical target is selected, (6) is used to calculate the 𝑇

𝑐
that

denotes a coverage reliability of the critical target (line 11).
The critical target is a bottleneck in the viewpoint of network
lifetime; that is, when the energy of the sensors covering the
critical target is completely exhausted, the target cannot be
covered and hence the network lifetime will be terminated.

Step 4. Initialize the variable 𝑂
𝑐
and insert all orientations

covering the critical target 𝑡
𝑐
into 𝑂

𝑐
(lines 12-13).

Step 5. Determine whether the critical target 𝑡
𝑐
is reliable or

not (line 14). If𝑇
𝑐
is less than aminimumcoverage reliability 𝜅

(i.e., the critical target is not as reliable as 𝜅), proceed the next
step to find another orientation covering the critical target
except already selected orientations; otherwise go to Step 8.

Step 6. Select the orientation 𝑜
𝑠,𝑡

with the maximum profit
value 𝑊(𝑜

𝑖,𝑗
) among the orientations covering the critical

target 𝑡
𝑐
(line 15). Various profit functions can be defined and

we consider two kinds of criteria; one is a reliability profit
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Input parameters: 𝑆, 𝑇, 𝐸
0
(𝑠
𝑖
) , 𝜅, 𝜔, 𝜏

(1) 𝑆
𝑙
= 𝑆, 𝑂

𝑙
= 0, 𝑥 = 0

(2) for each 𝑠
𝑖
∈ 𝑆
𝑙
do

(3) 𝐸
𝑟
(𝑠
𝑖
) = 𝐸

0
(𝑠
𝑖
)

(4) for each orientation 𝑜
𝑖,𝑗
operated by 𝑠

𝑖
do

(5) 𝑂
𝑙
= 𝑂
𝑙
∪ {𝑜
𝑖,𝑗
}

(6) end for
(7) end for
(8) while𝑂

𝑙
̸=0 and ⋃

𝑜𝑖,𝑗∈𝑂𝑙
𝑇 (𝑜
𝑖,𝑗
) = 𝑇 do

(9) 𝑥 = 𝑥 + 1, 𝑇𝐴𝑅𝐺𝐸𝑇𝑆 = 𝑇, 𝜏
𝑥
= 𝜏, Υ (𝜏

𝑥
) = 0

(10) while𝑇𝐴𝑅𝐺𝐸𝑇𝑆 ̸=0 do
(11) Find a critical target 𝑡

𝑐
∈ 𝑇𝐴𝑅𝐺𝐸𝑇𝑆 and calculate 𝑇

𝑐
.

(12) 𝑂
𝑐
= 0

(13) Find all orientations ∈ 𝑂
𝑙
that cover 𝑡

𝑐
and insert them into 𝑂

𝑐

(14) while𝑇
𝑐
< 𝜅 do

(15) Select 𝑜∗
𝑠,𝑡
∈ 𝑂
𝑐
with the maximum profit𝑊(𝑜

∗

𝑠,𝑡
)

(16) Υ (𝜏
𝑥
) = Υ(𝜏

𝑥
) ∪ {𝑜

∗

𝑠,𝑡
}

(17) for each orientation 𝑜
𝑖,𝑗
∈ 𝑂
𝑙
do

(18) if 𝑖 = 𝑠 then
(19) 𝑂

𝑙
= 𝑂
𝑙
− {𝑜
𝑖,𝑗
}

(20) end if
(21) end for
(22) Recalculate 𝑇

𝑐

(23) endwhile
(24) for each 𝑡

𝑚
∈ 𝑇𝐴𝑅𝐺𝐸𝑇𝑆 do

(25) if 𝑡
𝑚
is covered by 𝑜

𝑖,𝑗
∈ Υ (𝜏

𝑥
) and𝑇

𝑚
≥ 𝜅 then

(26) 𝑇𝐴𝑅𝐺𝐸𝑇𝑆 = 𝑇𝐴𝑅𝐺𝐸𝑇𝑆 − {𝑡
𝑚
}

(27) end if
(28) end for
(29) endwhile
(30) for each 𝑠 ∈ Υ (𝜏

𝑥
) do

(31) 𝐸
𝑟
(𝑠) = 𝐸

𝑟
(𝑠) − 𝐸 (𝑠, Υ (𝜏

𝑥
))

(32) if𝐸
𝑟
(𝑠) ≤ 0 then

(33) 𝑆
𝑙
= 𝑆
𝑙
− {𝑠}

(34) end if
(35) end for
(36) 𝑂

𝑙
= ⋃
𝑊

𝑗=1
{𝑜
𝑖,𝑗
} for each sensor 𝑠

𝑖
in 𝑆
𝑙

(37) endwhile
(38) return Υ (𝜏

1
) , Υ (𝜏

2
) , . . . , Υ (𝜏

𝑋
) and𝑅 (𝜏

1
) , 𝑅 (𝜏

2
) , . . . , 𝑅 (𝜏

𝑋
)

Algorithm 1: DCR-greedy algorithm.

and the other is an energy profit. In this paper, we use the
following function:

𝑓 (𝑜
𝑖,𝑗
, 𝑡
𝑐
) = 𝛼 ⋅ 𝑓

1
(𝑜
𝑖,𝑗
, 𝑡
𝑐
) + (1 − 𝛼) ⋅ 𝑓2 (𝑜𝑖,𝑗, 𝑡𝑐) , (15)

𝑓
1
(𝑜
𝑖,𝑗
, 𝑡
𝑐
) = ∏

𝑘

(1 − 𝑝
𝑖,𝑘
) ⋅ 𝑝
𝑖,𝑐
, (16)

𝑓
2
(𝑜
𝑖,𝑗
, 𝑡
𝑐
) = 𝐸
𝑟
(𝑠
𝑖
) , (17)

𝑊(𝑜
𝑖,𝑗
) ≡ argmax

𝑜𝑖,𝑗

𝑓(𝑜
𝑖,𝑗
, 𝑡
𝑐
), (18)

where 0 < 𝛼 < 1. In (15), 𝑓
1
(𝑜
𝑖,𝑗
, 𝑡
𝑐
) denotes a reliability

profit function to get the coverage reliability of the critical
target 𝑡

𝑐
that is calculated by the detection probability of

the orientation 𝑜
𝑖,𝑗
covering the critical target, and 𝑓

2
(𝑜
𝑖,𝑗
, 𝑡
𝑐
)

denotes an energy profit function to get the residual energy

of the orientation 𝑜
𝑖,𝑗
covering the critical target. In (16), 𝑝

𝑖,𝑘

represents the detection probability of the sensor 𝑠
𝑖
whose

the orientation 𝑜
𝑖,𝑗
covers another target 𝑡

𝑘
while covering the

critical target 𝑡
𝑐
and𝑝
𝑖,𝑐
represents the detection probability of

the sensor 𝑠
𝑖
whose orientation 𝑜

𝑖,𝑗
covers the critical target 𝑡

𝑐
.

In terms of the reliability profit, the orientation 𝑜
𝑖,𝑗
is selected

such that it has a maximum detection probability for the
critical target and at the same timeminimizes detection prob-
ability for other targets except the critical target. By choosing
a proper value of 𝛼, the orientation will be selected such that
it has higher contribution than any other orientations for
detecting the critical target and the sensor 𝑠

𝑖
with the selected

orientation has more residual energy available.

Step 7. Once the orientation 𝑜
𝑠,𝑡
is selected, it is added to the

current cover-set Υ(𝜏
𝑥
) (line 16) and all orientations of the
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sensor 𝑠
𝑠
operating the selected orientation 𝑜

𝑠,𝑡
are removed

from the live orientation set 𝑂
𝑙
(lines 17–21).

Step 8. Recalculate the coverage reliability 𝑇
𝑐
(line 22) and go

to Step 5.

Step 9. All of the targets that are covered by 𝑜
𝑠,𝑡

and at the
same time are not less than 𝜅, are removed from the current
target set, TARGETS (lines 24–28).

Step 10. After the cover-set Υ(𝜏
𝑥
) is built, the residual energy

of each sensor in Υ(𝜏
𝑥
) is updated (line 31).

Step 11. Dead sensors are removed from the set of live sensors
(lines 32–34). If a sensor has no residual energy, it becomes a
dead sensor.

Step 12. Before going to line 8 and repeating the above steps
from Step 2, the set of available orientations 𝑂

𝑙
is updated

based on live sensors (line 36).

6. Performance Evaluation

In this section, we evaluate and analyze the performance of
the proposed DCR greedy algorithm through simulations.

6.1. Simulation Environment. We simulated a stationary net-
work with sensors and targets randomly deployed in an area
of 500m× 500m.Our simulation environment assumes that
the different numbers of targets (𝑀 = 5 and 15) are uniformly
deployed in the area and the different numbers of sensors
(𝑁 = 20, 50, 80, and 110) are randomly scattered to cover the
targets. The initial energy of each directional sensor (𝐸

0
(𝑠
𝑖
))

was set to 1.0 and the active time of all cover-sets (𝜏) is set to
0.1. The values of three parameters for detection probability
were chosen as follows: 𝐴 = 2.0, 𝜃 = 250, and 𝜎 = 1.65.
We assume that all directional sensors can sense one of three
orientations (𝑊 = 3) with a sensing range of 250m and
there is no overlap with the other two orientations; that is,
the angle of view (𝜔) is fixed to 2𝜋/3.Theminimum coverage
reliability (𝜅) ranged from0.3 to 0.9 is used to study the effects
on network lifetime.

TheproposedDCRgreedy algorithm is evaluatedwith the
following two effects.

(i) Minimum coverage reliability: this is used to investi-
gate whether our DCRgreedy algorithm can solve the
DCCRproblemdefined in this paper.We then analyze
the performance of our algorithm for the different
values of minimum coverage reliability in terms of
network lifetime.

(ii) Orientation withmaximum profit: as the value of 𝛼 in
the maximum profit function 𝑓 defined in Section 5,
we use one of the following three ones, each of
which represents the different strategy to select an
orientation with maximum profit.

(a) 𝛼 = 0.0: consider only the coverage reliability of
targets.

(b) 𝛼 = 0.5: consider both the coverage reliability
of targets and the residual energy of directional
sensors at the same time.

(c) 𝛼 = 1.0: consider only the residual energy of
directional sensors.

In the next subsections, we present the simulation results
to analyze the effect of these factors on the network lifetime.
The results presented here have been averaged over 30
simulation runs based on randomly generated networks.

6.2. Effect of Minimum Coverage Reliability. We investigated
the impact of minimum coverage reliability on network
lifetime. For this investigation, we fixed the value of 𝛼 to
0.5, and network lifetime was evaluated for four values of
minimum coverage reliability (i.e., 𝜅 = 0.3, 0.5, 0.7, and 0.9).

Figure 1 shows the comparison of network lifetime with
varying minimum coverage reliability. The number of direc-
tional sensors (𝑁) varied between 20 and 110 and the number
of targets (𝑀) was fixed as 5 (Figure 1(a)) and 15 (Figure 1(b)).
The network lifetime almost linearly increased with the
number of directional sensors regardless of the number of
targets, because a larger number of directional sensors can be
scheduled to cover the given targets. It should be noted that
an increase in the number of directional sensors leads tomore
cover-sets, as more directional sensors are available for target
coverage.

On comparing network lifetime for four values of min-
imum coverage reliability (𝜅), we can see that when high
minimum coverage reliability is used, the resulting network
lifetime tends to be low. This is natural because the cover-
sets with high minimum coverage reliability are organized
with more orientations than those with low one. Therefore,
our DCR greedy algorithm can find the cover-sets satisfying
a minimum coverage reliability when greedily selecting an
energy-efficient orientation of a directional sensor to orga-
nize a cover-set.

6.3. Effect of Orientation with Maximum Profit. We inves-
tigated the effect of the orientation with maximum profit
on network lifetime. The network lifetime is compared
in accordance with the number of directional sensors for
different orientation selection strategies. The number of
directional sensors ranged from 20 to 110 was used to cover
5 and 15 targets, respectively. For simplicity, we set the
minimum coverage reliability to 0.7. Three kinds of 𝛼 to
select the orientation with maximum profit were used in this
evaluation.

Figure 2 shows the effect of the orientation with maxi-
mum profit on network lifetime. It is shown that the network
lifetime is longest when 𝛼 is 0.5, regardless of the number
of directional sensors and targets. This indicates that our
DCR greedy algorithm can maximally extended the network
lifetime when it considers both the coverage reliability of
targets and the residual energy of directional sensors at the
same time.
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Figure 1: Comparison of network lifetime with varying minimum coverage reliability.
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Figure 2: Comparison of network lifetime according to different orientation selection strategies.

7. Conclusions

We have proposed a new scheduling problem called the
DCCR problem and developed a heuristic algorithm called
DCR greedy algorithm to schedule active directional sensors
tomaximize network lifetime.The active sensors in cover-sets
scheduled by the algorithm can cover all of the targets while
maintaining networks’ satisfied coverage reliability.The algo-
rithm can extend the lifetime of a directional sensor network
maximally while continuously and reliably monitoring all
targets with a specific level of coverage reliability.Throughout
simulation studies, two effects regarding minimum coverage
reliability and orientation with maximum profit were used to
investigate the performance of our algorithm.The simulation

results showed that the DCR greedy algorithm is suitable
for solving the DCCR problem regardless of the minimum
coverage reliability used.TheDCR greedy algorithm achieves
high performance in terms of network lifetime when it
considers both the coverage reliability of cover-sets and the
residual energy of directional sensors.
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RFID is a new trend in industrial technology such as manufacturing system and product flow management in the supply chain.
A successful RFID application can enhance the industrial technology change in organizations and help to manage growth in an
increasingly competitive environment. Recently, the RFID sensor tag has also recently received a great deal of attention. In general,
the RFID sensor was designed to collect environmental information such as temperature, pressure, humidity, inclination, and
acceleration into ordinary RFID tags for internal information processing. In this environment, to apply the RIFID technique to
manufacturing systems successfully and efficiently, identifying accurate quality attributes and making a quality model for a RFID
enabled application system are necessary. However the research in this area is lacking. This paper focuses on identification of the
quality attributes for the RFID application system and making the corresponding model. Each criterion for the quality model was
extracted in accordance with ISO/IEC 9126 and the DeLone and McLean model. The proposed quality model also considers the
relationship between their criteria.

1. Introduction

Radio frequency identification (RFID) is one of several
kinds of automatic identification sensor-based technologies
consisting of three key elements: RFID tags, RFID readers,
and a back-end database server that has the ability to identify
or scan information with increased speed and accuracy. In
a basic RFID system, the information transmitted in the
air between the tag and the reader could easily be subject
to interception and eavesdropping due to the nature of its
radio transmission [1]. The application of a radio frequency
identification (RFID) sensor tag or smart active label, which
is a typical sensor-enabled semipassive RFID tag, has recently
received a great deal of attention. RFID sensor tags are, in
general, the integration of various sensors designed to collect
environmental information, including temperature, pressure,
humidity, inclination, and acceleration, into ordinary RFID
tags, which are originally used only to identify products,

with a film battery supplying power for internal information
processing [2]. In this environment, radio frequency iden-
tification (RFID) has become a critical issue in the fields of
manufacturing and logistics.This rapid development of RFID
has led lots of companies to take a hard look at what RFID can
do for commercial purposes. Moreover, RFID is regarded as
a promising technology for the management of supply chain
processes since it improves the efficiency of forecasting cus-
tomer demands, production planning, managing inventory,
and retail operations. Recently, RFID has become important
in mobile and wireless communication technologies [3, 4]
and has influenced various other industries also. But its range
of application is going to be extended far beyond these areas.
There is tremendous potential for applying it even more
widely, and increasing numbers of companies have already
started up pilot schemes or successfully applied it to real-
world environments. Consequently, RFID is to be among the
most exciting and fastest-growing technologies in terms of
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the scope of application in the next generation of business
intelligence.However, RFIDvendors are complaining that the
business is not growing as fast as expected [5] and that the
main system for themanagement and control of the processes
of the RFID device signals sometimes cannot be trusted.
Therefore, the method for identifying the QoS (Quality of
Service) for RFID enabled applications is crucial for RFID
manufacturers.

Quality can be defined as the possession by a product of
the conditions that make it suitable to meet the expressed
or potential needs of its users [6]. To determine the sys-
tem quality, quality metric models have been studied by
many researchers. This research selects six attributes with 27
subcriteria in ISO/IEC 9126-1, which is the revision of the
1991 version (ISO/IEC 9126, 1991). ISO/IEC 9126-1 defines
the terms for the system quality characteristics and how
these characteristics are decomposed into subcharacteristics.
ISO/IEC 9126-1, however, does not describe how any of these
subcharacteristics could be measured. To address this issue,
three more parts are extended: ISO/IEC 9126-2, ISO/IEC
9126-3, and ISO/IEC 9126-4. ISO/IEC 9126-2 defines exter-
nal metrics which measure the behaviors of the computer
based system. ISO/IEC 9126-3 defines internal metrics which
measure the software itself. ISO/IEC 9126-4 defines quality
in terms of metrics which measure the effects of using the
software in a specific context of use. However, a drawback of
the existing international standards is that they provide very
general quality models and guidelines but are very difficult to
apply to specific domain [7].

DeLone and McLean [8] become aware of the complex
reality that surrounds the identification and definition of the
IS (Information System) success concept. They conducted
a large number of studies on IS success and presented a
comprehensive and integrative model [9, 10].

This research aims to identify the quality attributes and
make aQoSmodel for RFID sensor technology enabled appli-
cation system. For this process, each criterion of the quality
attributes was extracted by ISO/IEC 9126 and we added
characteristics to take into consideration RFID sensor tech-
nology in manufacturing systems. To make a quality model,
the research used DeLone and McLean’s model to consider
their relation between criteria. The model will support the
guidelines when the system engineer or developer wants to
develop a RFID enabled application system.

The rest of this paper is organized as follows. Section 2
reviews the related works for RFID enabled application sys-
tems with manufacturing systems. Section 3 explains criteria
which take into account their characteristics, the factors,
criteria, and their correlation for QoS model in manufac-
turing systems with RFID technology. Section 4 describes
the proposed QoS model by experiment. Finally, Section 5
presents the conclusions.

2. A RFID Enabled Application System

2.1. Manufacturing Systems and Their Processes. There is
always a need for human expertise to combine compo-
nents and system elements in order to build a purposeful
manufacturing system that can produce a targeted class

of products. In the content, a manufacturing system has
to combine separate components or elements together to
form a whole system and these synthesis activities are
always related to human activities for creating artifacts [11].
Traditional mass manufacturing, also known as repetitive
flow production, series production, or flow production, is
the production of a large number of standardized products
usually on automated production lines. The manufacturing
procedure strictly follows a set of predefined standards that
are generated from a test run of a small sample. These stan-
dards include those related to parts, human labor, processes,
machinery operations, and the general working environment.
Once the standards are defined and generated,mass produced
goods aremanufactured by strictly following these standards.
The standards themselves are kept unchanged unless a large
deviation in production occurs or a routinely scheduled test
is arranged. Components that are part of the final product
follow standards obtained during the testing phase and are
treated uniformly at the mass production stage [12].

2.2. RFID and Sensor Technology. RFID is an automatic
identification technology that can be used to provide a unique
ID to a physical object. A typical RFID system consists of
RFID reader(s), tags, RFIDmiddleware, a RFIDdatabase, and
RFID services as shown in Figure 1. Communication in RFID
occurs through radio waves, where information from a tag to
a reader or vice versa is sent via an antenna [13].

The benefits of integrating two complementary technolo-
gies—RFID and sensor—are substantial, as pointed out by
many researchers. First of all, from the information acqui-
sition perspective, the richer information available from the
addition of “environment traceability” to “object traceability”
facilitates better decision support and responsive localized
management. If the RFID technology is embedded in a
wireless sensor network (WSN), RFID tags and readers can
build more intelligent networks by sharing the sensing, logic,
and transmission capabilities of the sensor networks. For
example, longer-distance transmission can be achieved with
lower power consumption and less interference by utilizing
multihop transmission and clustered reading capabilities
provided by sensor network technologies [2]. One WSN
may be composed of hundreds or thousands of miniature
sensor nodes, or motes, which are fitted with an onboard
processor. The low-cost battery-powered sensor nodes have
an extremely limited energy supply, stringent processing and
communications capabilities, and scarce memory. Sensor
nodes are usually densely deployed in a sensor field in order
to continuouslymonitor surrounding areas. In a sensor appli-
cation, each sensor has the capability to collect data such as
temperature, humidity, light condition, and so on, depending
on targeted applications. After sensor nodes collect data,
they can locally carry out some simple computations and
collaboratively route data to a base station for analysis. A
base station may be a fixed node or a mobile node capable of
connecting WSNs to a communications infrastructure (e.g.,
the Internet) where users can have access to reported data.
In order to reduce the amount of raw data transmitted to
a base station and to save energy, sensor nodes often need
to perform aggregation operations so that only processed
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Figure 1: Typical RFID system.

information, for instance, the mean, max, or min of sensed
raw data, is transmitted [14].

2.3. A RFID Enabled Application System. Basically RFID sys-
tems consist of tags and readers. Tags, also named transpond-
ers, are attached to the item being tracked and have data
(e.g., an identification number or temperature) stored in their
memory. Readers, also named interrogators, are the devices
that read data from, and depending on the RFID systemwrite
data to tags and are connected to a network, like a local
area network (LAN) to transport their data to, for example,
a central database installed on a server [15]. Poon et al. [16]
depicted the configuration of material test using RFID as
shown in Figure 2.

In this environment, the reading performance of a RFID
device is measured when the tags are placed on the front
and back surfaces of various types of products in the actual
environment.

In comparison to other well-known auto-ID technologies
such as the barcode, RFID offers the following advantageous
characteristics for the user [17].

(i) Unique identification: applying, for example, the
“Electronic Product Code” (EPC) standards, RFID
tags can identify classes of products as well as indi-
vidual items.

(ii) No line of sight: RFID tags can be read without
direct line of sight even if the tag is covered, dirty, or
otherwise obscured from view.

(iii) Bulk reading: If they are in range of a reader, multiple
RFID tags can be read at the same time.

(iv) Storage capacity: RFID tags can store significantly
more information than just an identification number.

(v) Dynamic information: RFID tags with read-write
capability allow information to be updated or changed
whenever necessary.

3. A QoS Model for a RFID Enabled System

3.1. The System Quality with ISO/IEC Standards. RFID appli-
cations have evolved towards the need to provide information
about the status of the item that its being uniquely identified.
ISO/IEC 18000 defines a series of RFID air interface standards
for item identification, operating at various frequencies and
thus with different functionalities. The standard currently
consists of seven parts. Part 1 is a reference architecture
and definition of parameters to be standardized, while the
other six parts describe air interfaces for various frequency

Distance

RFID
reader RFID

tags

Move
horizontally

Different types
of products

1m

Figure 2: Configuration of material test.

ranges.The inclusion of sensors within the standard is mostly
considered for parts 6 and 7, although most of the other parts
make some provisions for the inclusion of sensor hardware.
The objective of ISO/IEC 24753.2 is to provide common
encoding rules for identifying sensors, their functions, and
their delivered measurements (both simple and full-function
sensors). It also defines the process rules for related func-
tionality such as showing how to start and stop a particular
sensor’s monitoring function, how to access the sensor
data, and how to carry out basic processing to convert the
sensor data into meaningful information for an application.
It specifies the physical interactions between interrogators
and tags, the interrogator and tag operating procedures and
commands, and the collision arbitration scheme used to
identify a specific tag in amultiple-tag environment. ISO/IEC
18000-6 specifies four communication types as a simple
sensor and full-function sensor [18].

(i) Simple sensor: a simple sensor is factory-pro-
grammed. Its objective is to provide a simple sensor
data block (SSD) appended to the object-related
unique identifier, using the delivery mechanism
defined by the air protocol interface.The SSD includes
information about the type of sensor (temperature,
relative humidity, impact, tilt, and time-temperature
integration are supported), configuration, and alarm
status (on/off). A more complex sensor output than
an on/off alarm status is possible, such as 8-bit sensor
values.

(ii) Full-function sensor: Full-function sensors provide
greater flexibility than simple sensors, supporting a
greater variety of sensor types and measurement
spans, enabling thresholds to be set within a wider
range and enabling capturing andprocessing of differ-
ent types of data. Unlike simple sensors, full-function
sensors require a dedicated dialogue with the inter-
rogator and may be programmed multiple times by
the user.

The IEEE 1451 family of standards aims to provide a stan-
dard way of accessing any type of transducer regardless of
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the type, manufacturer, and underlying information net-
work. An IEEE 1451 smart transducer has the capabilities
for self-identification, self-description, self-diagnosis, self-
calibration, location awareness, time awareness, data process-
ing, reasoning, data fusion, alert notification, standard based
data formats, and communication protocols [18]. However,
despite the many standards for RFID technique, there are a
few standards for RFID system quality.

In an effort to identify attributes of systemproduct quality
that can be useful to developers, acquirers, and evaluators, a
set of international standards have been developed. They are
ISO/IEC 9126: Part 1 (quality model, 2001), Part 2 (external
metrics, 2003), Part 3 (internal metrics, 2003), and Part 4
(quality in use metrics, 2004). ISO/IEC 9126-1 defines a
quality model that includes six characteristics (functionality,
reliability, usability, efficiency, maintainability, and portabil-
ity), which are further subdivided into 27 subcharacteristics
[19]. Table 1 shows ISO9126 quality model.

This research extracts the RFID system quality from
ISO9126 and Lee et al.’s model [20], as shown in Table 2.

Particularly, the subcriteria were from Lee et al.’s model
[20], such as read range, read accuracy, identification, and
interference of functionality, data capacity of efficiency, and
cost of business. Data capacity has 100s–1000s of characters.
In read range, passive RFID case has Up to 25 feet and
active RFID case has up to 100s of feet or more. The read
rate has 10s, 100s or 1000s simultaneously. Read accuracy
depends 90% on the relative orientations of the reader and
tag antennas and their polarizations. In identification, it can
uniquely identify each item/asset tagged in Interference, like
the TSA (Transportation Security Administration) and some
RFID frequency does not like metal and liquid. They can
cause interferencewith certain RF frequencies. Cost normally
has tag 5¢ RFID startup kit with RFID reader, antennas, alien
gateway software, startup kit tag, and power supply/power
cable for USD 2595.

4. QoS Model for a RFID System

We consolidated and synthesized the constructs using
DeLone andMcLean’s model [21] as shown in Figure 3.Their
model does not focus on the RFID system but proposes the
relationships between each criterion for the general system.
Theirmodel consists of six distinct aspects of systems success:
“system quality,” “information quality,” “use,” “user satisfac-
tion,” “individual impact,” and “organizational impact.”

Through thismodel and the criteria in Table 2, the quality
model for a RFID system is depicted as shown in Figure 4.
This model consists of 6 criteria: functionality, reliability,
usability, efficiency, maintainability, and business. Each cri-
terion affects the relationship between user satisfaction and
developer satisfaction.

Because some studies provide Kendall’s correlation coef-
ficients instead of Pearson’s correlation coefficients, Kendall’s
correlation coefficients are transformed into Pearson’s corre-
lation coefficients by using the formula suggested by Kruskal
[22, 23]:

𝜌 = sin [(𝜋
2
) 𝜏] . (1)

Table 1: ISO9126 quality model.

Criteria Sub-criteria

Functionality

Suitability
Accuracy

Interoperability
Compliance
Security

Reliability
Maturity

Recoverability
Fault tolerance

Usability
Learnability

Understandability
Operability

Efficiency Time behavior
Resource behavior

Maintainability

Stability
Analyzability
Changeability
Testability

Portability

Installability
Conformance
Replaceability
Adaptability

Table 2: Proposed RFID system quality attributes.

Criteria Sub-criteria

Functionality

Suitability
Read accuracy
Read range
Read rate

Identification
Interface

Reliability
Maturity

Recoverability
Fault tolerance

Usability
Easy to use

Understandability
Operability

Efficiency
Time behavior

Resource behavior
Data capacity

Maintainability

Stability
Analyzability
Changeability
Testability

Business Cost
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Information
quality

System
quality

Service
quality

Intention
to use

User
satisfaction

Use
Net

benefits

Figure 3: DeLone and McLean model [21].

System
benefit

Functionality
quality

Reliability
quality

Usability
quality

Efficiency
quality

Maintainability
quality

Business
quality

User
satisfaction

Developer
satisfaction

Figure 4: Quality model for a RFID system.

Pearson’s correlation coefficients of all criteria within each
category are combined by using the following formula sug-
gested by Hunter et al. [24] and Hwang et al. [23, 25]:

𝜌 =
∑ (𝜌𝑛)

∑ (𝑛)
. (2)

In order to evaluate each criterion’s correlation, technical
profiles of 80 participants of this study were distributed
evenly between manufacturing system engineers (25.00%),
system managers (25.00%), RFID sensor network engineers
(25.00%), and experts of ISO/IEC standards (25.00%). Most
of the participants had more than four years of experience in
their positions (90.00%).

As for successful participants, user perceived benefits
rank highly for two measures of success: Functionality (rank
1) and Efficiency (rank 1) as shown in Table 3. Actually,
functionality has special characteristics such as interface
for RFID sensor and suitability for RFID to manufacturing
system.

5. Conclusions

RFID technology is a new trend for the industrial environ-
ment with IT (information technology). It has many benefits
to us whether we are a user, a system developer, or an
engineer. Therefore there are many standards for using the
RFID sensor technique such as ISO/IEC 18000, ISO/IEC
24753.2, and IEEE 1451. However, they only consider system

Table 3: Rank and Pearson’s correlation coefficients for manufac-
turing system with RFID sensor technology.

Criteria Rank Sub-criteria
Pearson’s
correlation
coefficients

Functionality

1 Interface 0.324
2 Read rate 0.230
3 Read range 0.212
4 Suitability 0.189
5 Read accuracy 0.125
6 Identification 0.111

Reliability
1 Fault tolerance 0.284
2 Recoverability 0.226
3 Maturity 0.148

Usability
1 Operability 0.277
2 Easy to use 0.204
3 Understandability 0.185

Efficiency
1 Resource behavior 0.299
2 Time behavior 0.222
3 Data capacity 0.213

Maintainability

1 Stability 0.281
2 Changeability 0.265
3 Analyzability 0.207
4 Testability 0.189

Business 1 Cost 0.273

performance when the user or system engineer uses the
RFID sensor technique for their system. In the contents,
the research for RFID system quality model has been very
lacking. This research focuses on making a quality model
for a RFID enabled application system. Each criterion of the
quality was borrowed from ISO9126 and Lee et al.’s model
[20]. The quality model consists of 6 criteria; Functionality,
reliability, usability, efficiency, maintainability, and business.
All the criteria affect user satisfaction and developer satisfac-
tion. And, finally, when the manufacturing system satisfies
user and developer, RFID system benefit can be obtained.
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