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Big Data Analytics (BDA) is one of themainstream technolo-
gies that change our perspectives on processing of informa-
tion. Together with information security, BDA could be an
extremely effective tool to learn more about communication
and social networks.There will be infinite possibilities to find
new methods of tracking cybercrimes using big data from
different sources. BDA in information security also changes
our thinking about security algorithms; they must change
from a small data paradigm to big ones. This special issue is
to analyze how the latest trends in this area help learn more
about cyberspace and new threats using big data approaches.
It contains seven papers and the details were listed as follows:

(1) J. Li et al. proposed a privacy protection framework
to preserve multiparty data privacy throughout its
lifecycle in cloud computing, which was built upon
several cryptography primitives and differential pri-
vacy. They also gave related security analysis, instan-
tiation, and application scenarios. To conquer poten-
tial attacks in the semihonest model, they further
presented the new extensions to proposed frame-
work. The performance discussion indicated that the
proposed framework owned advantages in security
guarantees and thus was more desirable for secure
multiparty data aggregation and publishing.

(2) X. Niu et al. proposed an E-cent-based privacy-
preserving incentive mechanism (EPPI). Inspired by
physical currency circulation system, they introduced
the notion of E-cent, an exchangeable unit bearer
currency. EPPI seems to be the first attempt to

build an incentive mechanism while maintaining the
desired privacy preserving in participatory sensing
systems. Extensive simulation and analysis results
showed that EPPI could achieve high anonymity level
and remarkable incentive effects.

(3) S. Zhang et al. proposed a model of virtual machine
security monitoring based on memory introspection.
Comparedwith previousmemory introspection tech-
nologies, the proposed solution can automatically
reconstruct the comprehensive running state of a
target virtual machine without any prior knowledge
and is strongly resistant to attackswith high reliability.
Experimental results indicated that a prototype sys-
tem can handle the virtual machines of mainstream
Linux andWindows OS versions with high efficiency
and does not influence the performance of the host
machine and virtual machines.

(4) H. Rong et al. proposed a set of privacy-preserving
building blocks and outsourced 𝑘-means clustering
protocol under Spark framework.Theoretical analysis
showed that proposed scheme protects the confiden-
tiality of the joint database, mining results, and access
patterns under the standard semihonest model with
relatively small computational overhead. Experimen-
tal evaluations on real datasets also demonstrated
its efficiency improvements compared with existing
approaches.

(5) D. Hu et al. analyzed the problem of concept drift
phenomenon in Android malware detection and
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2 Security and Communication Networks

proposed a solution based on an ensemble classifier,
where each random feature set is deployed on each
subclassifier. Based on the performance of the sub-
classifiers inside the sliding window, the ensemble
classifier makes dynamic adjustments to address the
concept drift problem in Android malware detection.

(6) Y. Ping et al. analyzed hidden field equations (HFE)
family of schemes in multivariate public key cryp-
tography and proposed a new variant of HFE. They
showed that the proposed scheme is secure against
known attacks including the MinRank attack, the
algebraic attacks, and the linearization equations
ones. The proposal gained some advantages over the
original HFE scheme with respect to the encryption
speed and public key size.

(7) Z. Xiangyang et al. proposed an efficient and accurate
and verifiable privacy-preserving multikeyword text
search over encrypted cloud data based on hierar-
chical agglomerative clustering. According to hier-
archical agglomerative clustering, they constructed
a binary tree structure as the index, which was
named HAC-tree. Based on HAC-tree, they provided
a noncandidate pruning depth-first search algorithm
to improve search efficiency. Besides, the authors
utilized secure inner product algorithm against two
threat models. The experimental results showed that
the scheme proposed in this paper had better com-
prehensive performance in terms of efficiency and
accuracy compared with the existing methods.
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Most existing virtualmachine introspection (VMI) technologies analyze the status of a target virtualmachine under the assumption
that the operating system (OS) version and kernel structure information are known at the hypervisor level. In this paper, we propose
amodel of virtualmachine (VM) securitymonitoring based onmemory introspection.Using a hardware-based approach to acquire
the physical memory of the host machine in real time, the security of the host machine and VM can be diagnosed. Furthermore, a
novel approach for VMmemory forensics based on the virtual machine control structure (VMCS) is put forward. By analyzing the
memory of the host machine, the running VMs can be detected and their high-level semantic information can be reconstructed.
Then, malicious activity in the VMs can be identified in a timely manner. Moreover, by mutually analyzing the memory content
of the host machine and VMs, VM escape may be detected. Compared with previous memory introspection technologies, our
solution can automatically reconstruct the comprehensive running state of a target VMwithout any prior knowledge and is strongly
resistant to attacks with high reliability.We developed a prototype system called the VEDefender. Experimental results indicate that
our system can handle the VMs of mainstream Linux and Windows OS versions with high efficiency and does not influence the
performance of the host machine and VMs.

1. Introduction

Cloud computing has become a dominant computing
paradigm over the past several years. The flexibility and
scalability offered by cloud providers have led to increasingly
more services being outsourced to the cloud. Because of the
proliferation of cloud computing, cloud-based systems are
becoming an increasingly attractive target for malware [1–3].
Themost dangerous threat to the cloud is vitalization security,
and one type of potential attack on a cloud virtualization
system is neighbor attacks [4, 5]. In an Infrastructure-as-a-
Service (IaaS) cloud, an adversary could design and run a
rootkit ormalware that could alter the normal behavior of the
legitimate guest operating system (OS) by either modifying
the system call table, interrupting descriptor table, or some
other critical OS data structure [6]. Later, such malignant
software can acquire the control of a virtual machine (VM)

by evading existing defense mechanisms.This could not only
affect the compromised customer but also attack the cloud
infrastructure and other cohosted customers directly. For
example, by exploiting the software vulnerabilities within the
hypervisor source code, virtualized environment neglected
operations manipulation (VENOM) attacks, which allow an
attacker to break out of a guest VM and access the underlying
hypervisor, have been performed [7]. Protecting VMs from
advanced, sophisticatedmalware or threats is a highly exigent
task for cloud service providers [8].

Currently, there are two prominent approaches to mal-
ware detection in virtualized infrastructures, namely, in-
VM and VMI-based malware detection. In-VM detection
systems are agent-based and signature-dependent and run
within the target guestVM.They are inadequate for thwarting
emerging advanced malware attacks [9] and their function-
alities are restricted only to a single system. In a virtualized
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environment, a hypervisor is able to manage multiple guest
OSs [10]. Protecting individual guest OSs using a host-based
intrusion detection system (IDS) or antimalware solution is
ineffective. To overcome this problem, VMI has emerged as
a fine-grained technique that uses the underlying hypervisor
to provide complete visibility of the running state of the VMs
[11–15]. The main motivation behind VMI is to scrutinize
any abnormal changes that occur during the running state
of the VM. Monitoring the running state of the VM without
compromising performance as well as without the knowledge
of the VM is an active research topic. VMI’s main challenge
lies in the difficulty of converting low-level byte values into
high-level semantic states of the monitored VM’s OS.

This paper addresses the problem of securely monitoring
VMs in a server consolidation scenario where multiple VMs
run on a host machine. Our primary research contribution
is the architecture of a system that can monitor and protect
VMs in real time.Themain contributions of this paper are as
follows:

(i) A model of VM security monitoring based on mem-
ory introspection is proposed. In contrast to tradi-
tional monitoring technology, this model alters the
pattern of installing a proxy in the VM. That is,
compared with existing VMI technology, there is no
need to install a proxy in a virtual machine monitor
(VMM) or host. Using a hardware-based approach to
acquire the physical memory of the host machine in
real time, the security of the host machine and VM
can be diagnosed. This pattern has strong resistance
to attacks with high reliability and will not influence
the performance of the host machine or VM.

(ii) A novel approach for VM memory forensics based
on VMCS is proposed. Using this approach, running
VMs can be detected automatically and the running
state information of a VM can be reconstructed. The
problemof the semantic gap can be solved. Compared
with previous memory introspection technologies,
the obtained information is more accurate and com-
prehensive.

(iii) Based on the memory forensics result of a host
machine and VM, malicious behavior within the host
machine and VM can be detected. Specifically, by
drawing the parent-child process relationship graph
of the host machine and VM, VM escape can be
discovered.

(iv) Using the above techniques, we developed a VM
defense system calledVEDefender which presents the
following features: it is transparent to guest machines;
it is hard to access, even from a compromised VM;
it can collect data, analyze them, and find malicious
activities within the host machine and VM; and,
at present, it supports Windows and Linux guest
machines.These features are leveraged to examine the
state of the monitored VMs periodically and detect
running malicious processes.

The remainder of this paper is organized as follows.
Section 2 provides background information and surveyswork

related to our work. The proposed framework and detailed
technologies based on memory introspection are described
thoroughly in Sections 3 and 4. In Section 5, two aspects of the
proposed tool are evaluated: effectiveness and performance.
The final section presents the conclusions and indicates
opportunities for future research in this area.

2. Related Work

Different terminologies are applied to the virtualization
framework. We adopt the following terminologies through-
out this paper: a guest VM (GM) is a VM running on a
given hypervisor. The guest OS is an OS system running on
a particular GM. For convenience, the physical address of a
host machine is abbreviated as HPA (host physical address).
Corresponding to this terminology, the physical address of a
VM is abbreviated as GPA (guest physical address), and the
virtual address of a VM is abbreviated as GVA (guest virtual
address).

2.1. Virtualization Technology. Before presenting the details
of our architecture, Intel virtualization technology (VT-x) is
introduced briefly.

The main characteristic of Intel VT-x is the support
for two new virtual machine extension (VMX) modes of
operation.WhenVMX is enabled, the processor can be either
in VMX root mode or in VMX nonroot mode. The behavior
of the processor in VMX root mode is similar to classic
protected mode, except for the availability of a new set of
instructions, called VMX instructions. In contrast, nonroot
mode is limited, even when the CPU is running in ring 0.
Hence, the VMM can inspect and intercept operations on
critical resources without modifying the code of the guest
OS. Moreover, as nonroot mode operation supports all four
IA-32 privilege levels, guest software can run in the original
ring it was designed for. A processor that has been turned
on in normal mode can be switched to VMX root operation
by executing a “vmxon” operation. The VMM running in
root mode sets up the environment and initiates the VM by
executing the “vmlaunch” instruction [16].

As shown in Figure 1, Intel VT-x technology defines a data
structure called VMCS, which embeds all the configuration
information needed to capture the state of the VM or resume
its execution. The VMCS consists of six logical groups: the
guest-state area, host-state area, VM-execution control fields,
VM-exit control fields, VM-entry control fields, and VM-exit
information field. The various control fields determine the
conditions under which control leaves the VM (VM exit) and
returns to the VMMand further defines the actions that need
to be performed during VM entry and VM exit operations.
Various events may cause a VM exit, and the processor can
also exit the VM by executing a “vmcall” instruction [17].

2.2. Existing Malware Detection Methods in Virtualized
Infrastructure. Existing malware detection approaches usu-
ally involve two steps: first, monitoring hooks are placed
at different points within the virtualized infrastructure, and
then a regularly updated attack signature database is used to
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Figure 1: Relationship between VM and hypervisor.

determine attack presence [18]. Some of the relevant work is
described below.

2.2.1. In-VM Approach to Malware Detection. LARES inserts
hooks in a guest VM and protects its guest component by
using the hypervisor for memory isolation with the goal
of supporting active monitoring [19]. In addition, some
solutions consist of an in-VM agent running within the
guest VM and a remote scrutiny server monitoring the VM’s
behavior. CloudAV, a cloud-based antivirus system featuring
multiple antivirus engines, includes a lightweight host agent
and a network service to protect the guestVMs against attacks
[20]. This mode has the advantages of rich abstractions and
fast speed.

2.2.2. VMI-Based Malware Detection. VMI was initially sug-
gested in 2003. It was defined as a method of inspecting
a VM from the outside for analyzing the software running
on it [21]. Over the past few years, concrete contributions
to VMI have been made, and various methods have been
suggested to inspect VM data from the outside [22–24].
As mentioned above, the difficulty in interpreting the low-
level bits and bytes of a VM into the high-level semantic
state of a guest OS is called the “semantic gap problem”
[25–28]. It is very difficult to derive a complete view of
a guest OS from outside a GM without knowledge of the
hardware architecture or guest OS [29]. At present, there are
five major approaches to bridging the semantic gap: man-
ual, debugger-assisted, compiler-assisted, binary analysis-
assisted, and guest-assisted approaches.

There are different possible events related to a GM.These
events can be grouped for introspection at various levels [30]
such as memory introspection, system events introspection,
system call introspection, interrupt requests introspection,
I/O device driver introspection, and live process introspec-
tion.

Memory introspection using this classification is our
research emphasis. Memory introspection deals with live
memory forensics, which aims to extract the semantic
knowledge from the live memory of a running computer
system. When the OS is running, the main memory contains
all the important data structures, including process control
blocks, registry entries, loadable kernel modules, kernel data
structures, and page tables. The main memory also contains
pages related to data segments and code segments of the
process being executed. Information related to the OS can
be retrieved by examining the content of main memory
[31]. In fact, modern rootkits manipulate memory to avoid
detection and can thus be identified by inspecting the same
memory contents. Although criminals tend to avoid leaving
any evidence in persistent storage, it is extremely hard for
them to completely remove their footprints in memory.
Consequently, memory is the best place to inspect the current
status of the target machine at a specific time [32–34].

According to the operation environment, current mem-
ory forensics methods can be divided into the following
categories [35]: methods running in the OS kernel, methods
based on hardware [36, 37], methods based on an inde-
pendent OS kernel, methods based on SMM [38], methods
based on software VMMS, and methods based on hardware
virtualization.

XenAccess was developed as a monitoring library for the
Xen hypervisor. The purpose of this library is to provide
memory and disk monitoring capabilities for both open-
source and closed-source OSs. A whole-system binary code
extractor called Virtuoso generates out-of-box code for use
in VMI [39]. Using Virtuoso, developers are able to create
VMI programs tomonitor VMs running a variety of different
OSs. Using LibVMI, a hypervisor-assisted detection scheme
was proposed to extract key process features from the
processes running within VMs [40]. In addition, HYPER-
SHELL is a practical hypervisor-layer guest OS shell that
has all of the functionality of a traditional shell but offers
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better automation, uniformity, and centralized management
[41]. Finally, HyperCheck is a hardware-assisted tampering
detection framework designed to protect the integrity of
hypervisors and operating systems [38].

2.2.3. Graph-Based Event Correlation. Coping with malware
is becoming increasingly challenging, given its relentless
growth in complexity and volume. One of the most com-
mon approaches is to use machine learning techniques
to automatically learn models and patterns behind such
complexity as well as to develop technologies for keeping
pace with the development of novel malware [42]. Among
these techniques, graph-based event correlation has been
presented to detect attackswithin critical infrastructures [43].
To identify the sequence of events within a network, graph-
based event correlation represents the events from network
logs obtained as sequences in a graph. Given a collection of
logs fromdifferent pointswithin the network, these events are
correlated in a graph with the event features, which include
timestamp, source, and destination IP.

By collecting events from different sources within the
network, a temporal graphmodel is generated to derive event
correlations. Relationships between files are represented as a
graph for malware detection.Then, based on the constructed
graphs, a belief propagation algorithm is proposed to detect
previously unknown malware [44].

2.3. Limitations of Existing Approaches. Asmentioned above,
in-VM solutions cannot resist advanced attacks. Compara-
tively, VMI solutions offer many advantages because they
run at a higher privilege level and are isolated from attacks.
Further, they are one layer below the guest OS and interpose
the guest OS events. However, to solve the semantic gap
problem, VMI solutions must perform additional address
translation and world switching that traps the hypervisor for
security checks and monitoring. Execution VMI tools may
affect the performance of host machine.

However, current memory introspection solutions only
analyze the target VM and their memory analysis capabilities
depend on the functionality provided by the VMM. Further,
it is difficult to detect VM escape and these technologies
cannot resist attacks from the host ormalicious VMMs.More
trustworthy VMI techniques are needed.

In addition, the aim of the current graph-based event
correlation solutions is analysis of the network data. They
hence do not analyze the behavior of data inside the VM.

3. Threat Model

The threat model we adopt in this paper considers powerful
attacks and malware that can be performed or injected inside
GMs at runtime. When running, guests can be subject to
viruses, code injection, buffer overrun, and all other possible
kinds of intrusion. The intruder might exploit zero-day
vulnerabilities to gain root privileges remotely and affect the
kernel and applications. In contrast, the attacker does not
have physical access to the host machine and hence cannot
perform any hardware-based attacks.

Based on the above threat model, the main requirements
of a security model for the virtualization environment are
described below.

RQ1 Transparency. The system should minimize visibility
from the VMs; that is, potential intruders should not be able
to detect the presence of a monitoring system.

RQ2 Immunity to Attacks from the Guest. The host system
and sibling guests should be protected from attacks from a
compromised guest.

RQ3 Validity. The system should be able to determine
adequate active information of the running VMs.

PQ4 Minimum Performance Impact. The main goal in vir-
tualization is to share resources between available guests.
The system should place as little burden as possible on the
hypervisor and real hardware resources.

PQ5 Generality. The system should be adaptive and monitor
the mainstream Linux and Windows kernel VMs.

4. System Design and Technology Details

In this section, our defense system named VEDefender is
presented and the reasons for the technologies chosen to
build theVEDefender prototype are discussed.Themost rele-
vant implementation details are also provided.The prototype
was implemented on top of a kernel-based virtual machine
(KVM), a VMM that leverages hardware virtualization tech-
nology.

4.1. VEDefender: AHypervisor-BasedDefense System for VMs.
The basic idea used to develop our defense system is that the
information of not only the host machine but also the GMs
is involved in the memory of the host machine (Figure 2). It
has five main components:

(i) Host machine memory capture (HMMC): this com-
ponent allows the memory content of the host
machine to be obtained for specified addresses and
lengths in real time

(ii) Host machine memory analysis (HMMA): this com-
ponent provides analysis of the host machine mem-
ory; thus, the running state information of the
host machine can be acquired, including running
processes, open files, loaded modules, and network
connections

(iii) GM behavior analysis (GMBA): based on the system
information of the host machine, the running guest
machine can be detected. Address translation from
the GPA to HPA and from the GVA to HPA can be
implemented. Using the address translation method,
GM memory contents can be obtained and any
changes can be monitored periodically. The memory
analysismethods corresponding to theOS version are
put into effect and the guest machine running state
can be reconstructed
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Figure 2: VEDefender: a hypervisor-based defense system for VMs.

(iv) Abnormal behavior detection (ABD): this component
allows abnormal behavior inside the guest machine to
be discovered, including hidden processes, malicious
code injection, and VM escape

(v) Intelligent response (IR): when abnormal states are
detected, some necessary actions are taken to deal
with the abnormal VM, including creating backup
copies of the target VM and migrating the target VM
to the host machine in a specific virtual network

All these components operate while the guest OS is
running without interrupting or suspending its execution.

4.2. HM Memory Capture and Analysis. There are two
ways to obtain the physical memory of the host machine:
software-based approaches and hardware-based approaches.
Hardware-based memory acquisition methods need addi-
tional hardware devices that should be postinstalled in
the target system. However, compared with the software
solutions, the hardware-based approaches can hardly be
bypassed or identified by antiforensic malware because they
run below the operating system. Accordingly, we designed a
hardware device in the form of a PCI expansion card that can
dump the system memory in direct memory access (DMA)
mode. The device includes a USB controller, PCI bridge
controller, USB interface, PCI Express interface, complex
programmable logic device, power module, program storage,
clock module, and reset module. The entire installation
procedure is described as follows: the device is added to

the target computer as a PCI bridge and then the computer
loads the corresponding driver automatically. After the device
is enumerated successfully, the system controller responds
to the command from the USB interface and manages PCI
bridge controller to read the memory data.

The device can circumvent the OS and runs separately
from the processor when it is working. Hence, it barely
affects the processor performance and has a light footprint
in the target system memory. To realize runtime defense and
save storage space, we retrieve the memory content of the
appointed address and length ondemand instead of capturing
the entire memory contents as a memory dump. The device
is suitable for common hardware architectures in which PCI
Express is supported.

The memory acquisition method we developed inher-
ently provides the foundation for quick attack detection. It
runs separately from the processor and barely affects the
processor performance.

To extract useful information from the memory content,
kernel symbols are essential. As of now, there are three main
ways to obtain these symbols:

(i) One can copy /proc/kallsyms or System.map and parse
the file.Themain difference between these two files is
that /proc/kallsyms contains not only kernel symbols
but also symbols exported frommodules. System.map
contains only kernel symbols.

(ii) Symbols can be extracted from the kernel’s executable
file.
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Figure 3: Memory analysis method for HM.

(iii) Symbols are loaded in the memory when the kernel
boots up. Kernel symbols can be recovered using
the addresses of the kallsyms addresses, kallsyms
num syms, kallsyms names, kallsyms token table, and
kallsyms token index symbols. Using the method
described in [45], kernel version and kernel symbols
are obtainable.

As shown in Figure 3, several essential symbols are picked
out to analyze the host machine. The init task symbol is
used to extract running process information and processes
related to VMs can be found. In the KVM virtualization
environment, each VM is represented as a process named
qemu-system-i386 or qemu-system-x86 64, for 32-bit and 64-
bit systems, respectively. Furthermore, from the detailed
parameters of the process, we can parse out the detailed VM
configuration information, such as disk size, disk path, vcpu
number, disk format, and memory size. The modules symbol
can be used to traverse the doubly linked module list. Of
thesemodules, the kvm.komodule is used to provide the core
virtualization infrastructure. Of the symbols exported from
kvm.ko module, the vm list symbol can be used to detect the
running VMs.The concrete methods to perform this task are
described in the next section. Moreover, the rt hash mask,
rt hash table, and net namespace list symbols are used to
obtain the information about network configuration and
network connections; the boot cpu data symbol is used to
gain CPU information; the log buf symbol corresponds to
system log and debug information; and the iomem resource
symbol reflects the available physical address space of the
target system.

During the analysis procedure, precise knowledge of
the structure layout information is also essential. Because
the Linux kernel is highly configurable, users can specify a
large number of configuration options that affect the kernel
build process. For example, sched information only exists in

the task struct structure when the CONFIG SCHEDSTATS
macro or the CONFIG TASK DELAY ACCT macro is set.
That is, the structure elements can vary significantly, even
within the same kernel version, and it is hence not accurate
to specify structuremember information andmemory layout.
Themethod of obtaining the task struct layout is described as
follows:

(i) The relationships among task struct (TS), files struct
(FILES), fs struct (FS), nsproxy (NS), and signal
struct (SGS) structures are shown in Figure 4. It can be
seen that TS has five pointers, one each to FS, FILES,
TS, NS, and SGS.

(ii) The init task variable from the System.map file repre-
sents the TS structure of the swapper process. From
the address of init task, the offsets of the files, fs,
nsproxy, signal, and comm members are obtained
by searching for the value of the init files, init fs,
init signals, init nsproxy, and swapper strings.

(iii) The values of tasks point to tasks elements for another
process. The content of the address from the offset
of the comm variable is obtained. If the content is
a character string, the offset of the tasks is valid.
Otherwise, the process continues to scan the TS
structure.

(iv) According to the features of the TS structure, the
tgid variable is close to the pid variable (see (1)).
Furthermore, both variables are between the comm
and tasks variables (see (2)), and their values are equal
inmost cases. Based on these features, the offset of the
pid variable can be obtained.

𝑂𝑓𝑓𝑠𝑒𝑡𝑡𝑔𝑖𝑑 = 𝑂𝑓𝑓𝑠𝑒𝑡𝑝𝑖𝑑 + 4. (1)

𝑂𝑓𝑓𝑠𝑒𝑡𝑡𝑎𝑠𝑘𝑠 < 𝑂𝑓𝑓𝑠𝑒𝑡𝑝𝑖𝑑 < 𝑂𝑓𝑓𝑠𝑒𝑡𝑐𝑜𝑚𝑚. (2)
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struct task_struct

struct list_head tasks;
pid_t pid;

struct list_head children; 
char comm[TASK_COMM_LEN];
struct thread_struct thread;

struct fs_struct 
int users;
int in_exec;
struct path root, pwd;

struct files_struct
atomic_t count;

struct fdtable fdtab;
spinlock_t file_lock cacheline_aligned_in_smp;
int next_fd;

struct task_struct

init_fs

init_task

init_files

struct nsproxy 
atomic_t count;

init_nsproxy

struct signal_struct
atomic_t sigcnt;
struct list_head thread_head;

struct sigpending shared_pending;init_signals

t

struct list_head tasks;
pid_t pid;

struct list_head children; 
char comm[TASK_COMM_LEN];
struct thread_struct thread;

struct uts_namespace ∗uts_ns;
struct ipc_namespac e ∗ipc_ns;
struct mnt_namespace ∗mnt_ns;
struct pid_namespace ∗pid_ns_for_children;
struct net ∗net_ns;

struct mm_struct ∗mm, ∗active_mm;

struct task_struct __rcu ∗real_parent;
struct task_struct __rcu ∗parent;

struct fs_struc ∗fs;
struct files_struct ∗files;
struct nsproxy ∗nsproxy;
struct signal_struct ∗signal;

struct mm_struct ∗mm, ∗active_mm;

struct task_struct __rcu ∗real_parent;
struct task_struct __rcu ∗parent;

struct fs_struct ∗fs;
struct files_struct ∗files;
struct nsproxy ∗nsproxy;
struct signal_struct ∗signal;

tstruct task_struc ∗curr_target;

struct pid ∗leader_pid;
Struct tty_struct ∗tty;

struct fdtable __rcu ∗fdt;

ustruct file __rc ∗ fd_array[NR_OPEN_DEFAULT];

Figure 4: Relationships among task struct, fs struct, nsproxy, signal struct, and files struct structures.

CODE FRAGMENT #1 (C):
list for each entry(kvm, &vm list, vm list)

CODE FRAGMENT #2 (3.10.0-229.4.2.el7.x86 64):
4645D26A2 8B90f8090000 mov edx, dword ptr
[eax+000009F8]
4645D26A5 48 dec eax
4645D26AB 81FA800354A0 cmp edx, A0540380
4645D26AC 48 dec eax

Algorithm 1

4.3. GM Behavior Analysis. TheVMdetection algorithm and
analysis method, which deeply analyze the kernel structures
related to KVM, are shown in Figure 5. The vm list symbol
points to a doubly linked list, each entry ofwhich corresponds
to a KVM structure. The KVM structure contains the global
information of the corresponding VM, such as physical
memory region, vcpus information, page table, memory
management unit (MMU), I/O bus information, and the
dirty translation lookaside buffer. Among this information,
vcpus points to the kvm vcpu structure, which is a part of the
vcpu vmx structure. In the vcpu vmx structure, virtual CPU
information is included, such as the anomaly information,
interrupt event, and the loaded vmcs pointer, which is relative
to theVMCS structure currently used in this vcpu.The kernel
data structures of differentOSs and systemconfigurations can
vary. The primary problem is how to identify the offset of the
vm list variable in the KVM structure and the loaded vmcs
variable in the vcpu vmx structure.

The offset of the vm list variable in the KVM structure
can be retrieved by analyzing the vm stat get function, which
is defined in the kvm main.c file. The vm stat get function
definition in the 3.10.0-229.4.2.el7.x86 64 system, is shown in
Figure 6.

Combined with the function definition, we decompiled
the binary code loaded in memory and the partial recompi-
lation results are listed in Algorithm 1.

The third parameter used by the list for each entry func-
tion is the vm list variable. Here, it can be seen that the offset
of the vm list variable in the KVM structure is 0x9F8.

In the same way, by analyzing the “if (vmx->loaded vmcs-
>cpu != cpu)” statement in the vmx vcpu load function,
we can obtain the offset of the loaded vmcs variable in the
vcpu vmx structure, which is 0x3B00 (see Algorithm 2).

So far, the VMCS information of each active VM is avail-
able. Asmentioned above, the VMCS has a data area for guest
status, which maintains the CPU states before a VMEXIT
event happens. These states include control registers (CR0,
CR3, and CR4), the debug register, RSP, RIP, RFLAGS,
segment registers, and extended page table (EPT) pointer.
EPT is an address space protection technique supplied by
Intel VT-x.The traditional MMU translates the GVA directly
to theHPAby looking up the guest page table.However, while
the EPT is enabled, GVA will first be translated into the GPA
through the guest page table. Then, the GPA is translated to
the HPA using the extension page table. The extension page
table, adopted in the memory dump phase, can prevent the
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Figure 5: VM detection method based on the vm list kernel symbol.

CODE FRAGMENT #3 (C):
if (vmx->loaded vmcs->cpu != cpu)

CODE FRAGMENT #4 (3.10.0-229.4.2.el7.x86 64):
466127B25 8BBB003B0000 mov edi, dword ptr
[ebx+00003B00]
466127B2B 44 inc esp
466127B2C 396708 cmp dword ptr [edi+08], esp

Algorithm 2
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Figure 6: Kernel functions related to the vm list symbol.

guest OS from illegally accessing protected physical memory.
Using the value of the EPT pointer, GVA and GPA can be
translated into an HPA. In other words, given an appointed
physical or virtual address of a VM, its memory content can
be acquired.

Once the memory has been acquired, memory analysis
for VM may be implemented using different methods for
various OSs. For a Windows system, a memory analysis
method based on the kernel processor control region (KPCR)
structure is useful for identifying detailed OS information.
The KPCR structure contains kernel-specific variables and
pointers to additional control structures. With the help
of kernel variables, the running process, loaded modules,
network connections, and running services of the VM can be
obtained.

For Linux systems, a way to automatically determine
the system version is missing in existing solutions. In this
section, a novel approach to identifying the precise kernel
version without any prior knowledge is presented. As the
system starts up, the crash save vmcoreinfo init() function
is triggered to initialize the content of vmcoreinfo data,
which includes general kernel crash information such as the
kernel version, page size, and symbol information. In the
vmcoreinfo data region, the character string “OSRELEASE=”
is the first string; moreover, “SYMBOL(swapper pg dir)=”
and “SYMBOL( stext)=” character strings are also involved.
By searching for these three strings, the address of
vmcoreinfo data can be located and detailed information
about the kernel version can also be obtained.Then, using the
methods described in Section 4.1, symbols can be obtained
and therefore the running processes, loaded modules,
network connections, and other active state information can
also become available.

From the above description, we can see that our analysis
method does not depend on fixed addresses during recon-
structing the running state of host machine and VMs. As
a result, the utilization of address space layout randomiza-
tion (ASLR) does not influence our method. In fact, our

experiments are made under the condition that the ASLR
setting is on.

4.4. Abnormal Behavior Detection. A malicious behavior
analysis for the host machine and VM is executed simulta-
neously. So far, running processes are our analysis target and
the following aspects are carried out.

First, processes hidden by rootkits are detected using
cross-validation. For Windows, two lists of processes are
used: one for the scheduling and one for the tracking. A
suspicious process whose object is removed from the tracking
list will be invisible while still active. Besides, every thread
corresponds to a data structure named ETHREAD, and all
ETHREAD structures are connected by a doubly linked list.
Every thread belongs to a process and, using the thread list,
a process list can be retrieved. More specifically, we can
summarize the characteristics of the process structures and
scan memory for process objects. Thus, a cross analysis of
these three process lists is executed to find hidden processes.
Similarly, for Linux systems, process lists can be analyzed in
diverse ways, including via doubly linked lists, hash tables,
and feature retrieval. Hash table can be acquired using the
pid hash symbol. Besides, each process corresponds to a
task struct type structure, and the structure characteristics
should be determined. The following rules can be applied to
make this judgment for 32-bit systems (see Algorithm 3).

Second, to reveal the relationships among the analysis
results obtained above, an event correlation graph is con-
structed. In the graph, the parent-child processes are con-
nected with lines and a corresponding point related to every
process is established for the relevant information, including
open files, network connections, and registry information.
Every process is represented in the following format:
<pid, processname, ppid, openfiles, network connec-
tion, registry information>

The above data are converted into the JSON (JavaScript
Object Notation) format and saved in a JSON data file. Using
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Rule 1 task struct.mm > 0xbfffffff
Rule 2 (task struct.pid >= 0) and (task struct.tgid >= 0)
Rule 3 (task struct.parent >= 0xbfffffff) and (task struct.real parent >= 0xbfffffff)
Rule 4 (task struct.fs == 0) or (task struct.real fs >= 0xbfffffff)
Rule 5 (task struct.files == 0) or (task struct.real files >= 0xbfffffff)

Algorithm 3

Input: physical memory segment information and a custom save path.
Output: physical memory content.
While (address <maxphysical)
If (address.isvalid())

GPAtoHPA();
GetInfoByPCIDevice();
SaveToFile();

end if
Address+=0x1000;

end while

Algorithm 4

a visualizer named D3.js, process relationship diagrams can
be described.

Third, by comparative analysis on the process relation-
ship diagrams of different moments, we can determine the
concrete behavior and loading procedure of the malicious
program. In Section 4.1, we mentioned that qemu-system-
i386 and qemu-system-x86 64 in the host machine are special
processes corresponding to VMs. Hence, these two processes
are the focus of our analysis and their state changes can be
used to analyze the VM escape behavior. During the analysis
for VENOM vulnerability, we found that a new terminal
process with root authority is started after a successful
suspicious VM escape to the host machine using VENOM.
The parent process of the terminal process is a process named
qemu-system-i386 that does not exist in the process list, which
means it is a hidden process or a hidden thread. In contrast,
we find that the hidden object has the same tgid and different
pid with a process named qemu-system-i386 in the process
list, and its parent process is the same process named sudo.
More specifically, the qemu-system-i386 process corresponds
to the suspicious VM.This behavior pattern does not exist in
a normalVMprocess relationship and can be used to discover
a VM escape.

4.5. Intelligent Response. Once unexpected behaviors are
detected, the whole memory information and disk informa-
tion are completely preserved. For VMs, the memory access
algorithm is described as shown in Algorithm 4.

It can be seen that, compared with memory acquisition
for host machine, address translation from GPA to HPA is
an extra step. These backup copies can only be used for
forensics. To prevent further attack spread, our measure
is to migrate the target VM to the host machine in a
specific virtual network which cannot be implemented only
depending on physical memory read operations. In other

words, to migrate a virtual machine, more permissions are
needed such as memory write or root permission in the host
machine. In [46], the major issues of virtual machine live
migration are discussed. Preparation time, downtime, resume
time, page transferred, total migration time, and application
degradation are usually used to measure the performance of
live migration. To migrate a VM from one host to another
in a trusted manner, a Trusted Virtual Machine Migration
Protocol (TVMMP) was proposed, which can guarantee the
coherence and continuity of the trusted status during the VM
migration and provide secure aids for the trusted migration
of a VM in the IaaS platform [47]. Using this protocol, a
vulnerable or aggressive VM can be migrated to a specific
virtual network that can block some suspicious commands.

5. Evaluation and Experimental Results

Based on the techniques described above, we developed a
VM defense system called VEDefender that includes a PCI
device and a terminal program.Our evaluation in this section
aims to verify the effectiveness and efficiency of VEDefender.
Effectiveness means that VEDefender can (1) determine the
OS version and reconstruct the running state of the host
machine, (2) detect running VMs and reconstruct their
running state without any prior knowledge, (3) determine
hidden processes within the host machine and VMs, and (4)
build a process relationship diagram and analyze the VM
escape behavior. Comparatively, the efficiency is the time
needed to implement the above functions.

To achieve these objectives, the test procedure comprises
the following stages: (1)Preinstall the PCI device on the target
host machine. (2) Design the monitoring strategy by setting
the monitor interval, save directory, and other parameters.
(3) Boot the host machine and start VEDefender to monitor
changes in the host machine. (4) Start the VMs one by one.
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explorer.exe (2016)
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Figure 7: Partial processes relationship diagram for Windows VM.
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Figure 8: Relationship diagram between process and network connection.

(5) Implant rootkits in the GMs and hide several processes.
(6) Exploit VENOM vulnerability to escape from the VM to
the host machine.

5.1. Testbed Setup. For the experiments, two servers with Intel
Xeon E5-2620 CPUs at 2.00GHz along with 16GB RAM
were chosen as the target host machines. The machines ran
Linux kernel versions 3.10.0-327 (64-bit) and 3.2.0-24 (32-
bit), respectively. A virtualization environment was set up
using KVM on the host machine to enable multiple guest
VMs to be run. The OS versions of the VMs are five popular
operating systems:Windows 7,WindowsXP,Centos 7, Fedora
19, and Ubuntu 12.

5.2. Effectiveness. After each GM system is started, VEDe-
fender can detect the running state of the VM. First, the
corresponding VMCS addresses, disk paths, and operation
system versions of each VM are obtained. Based on this
information, running processes, loaded modules, network
connections, and the registry (for the Windows GM) can be
parsed and the process relationship diagram is constructed.
By tracing the parent-child relationships between processes,
some hidden and exit processes can be detected. Because the
process relationship diagram is too large to display, a partial
diagram is shown in Figure 7. It can be seen that cmd.exe,
LWS.exe, BaofengPlatform.exe, and jusched.exe are hidden
processes and runonce.exe is an exit process. In Figure 8, the
relationships between process and network connections are
presented.

To evaluate trustworthiness of our technology, we
injected publicly available real-world rootkits on both the
Windows and Linux GMs. For example, we injected the
FU-rootkit into the Windows XP GM and used FU-rootkit
to hide the calc.exe process. As shown in Figure 9, a cross-
check with the processes list obtained from different patterns
confirmed that the calc.exe process was hidden.

To analyze the VENOM vulnerability, the following
experiments were performed. The kernel version of the host
machine was 3.2.0-24 (32-bit), and then we installed two
GMs with Linux versions 3.2.57 and 3.2.0-24. The target
GM is the first one. First, we wrote a large amount of data
to the DATA FIFO register in the floppy disk controller.
The command line “sudo qemu-system-i386 –had poc rc1.img
–usbdevice tablet –m 512 –enable-kvm” was executed in the
host machine to boot the GM. Second, the poc program in
the GM was executed to trigger GM crash. Then, we checked
the log of host machine to find the vulnerable address. Third,
we booted the GM again and rewrote the poc code. The poc
code was implemented and the vulnerability was activated.
Up to this point, the VM escape proceeded well.

We monitored the running state of the host machine and
GMs andperformed a contrastive analysis.The initial analysis
result indicates that there are two qemu-system-i386 processes
running in the host machine corresponding to two GMs.The
partial process relationship diagram is shown in Figure 10.
Every qemu-system-i386 process has no child process and the
group leader member in the task struct structure points to
itself. Using themethod described in Section 4.2, the running
state information of the GMs is also obtainable.
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Figure 9: Cross-check result with VM process list obtained from different patterns.

Figure 10: Process relationship diagram before VM escape behavior.

Figure 11: Process relationship diagram after VM escape behavior.

After VM escape has been executed, the process relation-
ship of hostmachine has been changed.As shown in Figure 11,
process qemu-system-i386 with pid 15781 has not changed.
However, for process qemu-system-i386 with pid 15994, its
parent process has two child processes. The new process is
not in the doubly linked process list and has a child process
named sh. Furthermore, its group leader member in the
task struct structure points to the process qemu-system-i386
with pid 15994. Except for this abnormal behavior, address
transition exception occurs when analyzing the target GM
process. Using these two rules, we can conclude that a VM
escape exists in the GM related to qemu-system-i386 with pid
15994.

For the various platforms, there are several vulnerabilities
that may cause VM escape. A part of the vulnerabilities we
have collected are listed in Table 1.

Some of these vulnerabilities exploit stack overflows,
and others exploit vulnerabilities existing in the network
card drivers or shared directories for directory traversal.
VENOM was chosen as target in our experiment because
it has widespread influence. VENOM exploits the bug in
QEMU’s virtual floppy disk controller (FDC).This vulnerable
FDC code is used in numerous virtualization platforms
and appliances, notably Xen, KVM, VirtualBox, and the
native QEMU client. Our detection method is based on
the existence of anomalies in the relationship between the
physical machine processes and the existence of anomalies in
the virtual machine address translation. These two rules are

Table 1: Vulnerabilities that may cause VM escape.

Vulnerability name Affected platforms
CVE-2007-1744 VMWare
CVE-2008-0923 VMWare
CVE-2009-1244 VMware
CVE-2012-0217 Xen
CVE-2014-0983 VirtualBox
CVE-2015-5279 KVM
CVE-2015-7504 Xen/KVM/VirtualBox
CVE-2015-7835 Xen
CVE-2015-6815 Xen/KVM
CVE-2015-3247 Xen/KVM
CVE-2016-7092 Xen
CVE-2016-6258 Xen
CVE-2016-4440 KVM
CVE-2017-2615 Xen/KVM
CVE-2017-0109 Hyper-V
CVE-2017-4934 VMware
CVE-2017-0075 Hyper-V
CVE-2017-4903 VMWare
CVE-2017-4936 VMware

used to determine whether there is an escape phenomenon.
The proposed method may detect other escape attacks
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Figure 12: Detection time for different numbers of VMs.
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Figure 13: OS version identification time for Linux and Windows
systems.

with similar behavior patterns that have the following two
features:

(i) Generally, a new process or thread is created to exe-
cute an illegitimate intent after VM escape behavior
has been implemented.

(ii) VM running status, which includes memory man-
agement, address translation, and other indicators, is
affected.

However, further experiments need to be done to prove
our assumption, and this forms an important part of our
future work.

5.3. Performance Evaluation. In this section, the time cost
for different phases is evaluated. As illustrated in Figures
12–14, for each additional VM, the detection time increases
by about 50ms. Moreover, 2–80ms was required for OS
version identification and 12–65ms was needed to obtain the
process and module information of the VMs. In addition,
experiments were performed to test the execution efficiency
of LIBVMI, which can also be used to obtain the process
and module information of the VM. As shown in Figure 15,
200–600ms was required for the acquisition procedure. The
experimental results prove that VEDefender can obtain run-
ning state information of the PMs and VMs and demonstrate
that its execution process is efficient.

Themonitor interval was set to 5 seconds and themonitor
content included running processes, loaded modules, and
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Figure 14: PM and VM running state information analysis time of
VEDefender.
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Figure 15: VM running state information analysis time of LibVMI.

network connection of both the host machine and GMs.
During the monitoring procedure, the changes in running
GMs could be obtained by traversing the vm list list in the
host machine. There is no need to determine the OS version
more than once for a running VM. From Figures 12–14, we
can calculate that every duration time is less than 500ms.

The experimental results prove that VEDefender can deal
with VMs with a wide range of OS versions and demonstrate
that its execution time is acceptable.

5.4. Comparisons with Existing Security Approaches. Actaeon
[48] is designed to analyze hypervisor structures in physical
memory dumps by summarizing the characteristics of several
fields of the VMCS structure, scanning the entirememory for
valuable VMCS structure, and recognizing the address space
of VMs. It can be seen that Actaeon needs amemory snapshot
of the host machine to search for existing VMs. According
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to the experiment, about 90 seconds are required to obtain
a 4 GB memory image and 65 seconds are needed to find
the available VMCS structures. Our approach has overcome
this limitation by monitoring the state of the host machine
periodically and detecting the existence of VMs precisely.

XenAccess is a monitoring library for the Xen hypervisor
and does not provide active monitoring. Similar to LibVMI,
its memory analysis capabilities are quite limited and the
validity of the acquired information relies on the hypervisor.
In contrast, our solution can detect suspicious processes or
modules running in the host machine. We chose adore-ng
and suekit as our detection objects. By cross-checking the
process lists and loaded modules, implanted rootkits can be
detected. Furthermore, according to the abnormal behavior
pattern in the host machine, VM escapes may be detected.
Moreover, our method can resist hypervisor attacks.

In another study, a lightweight introspection framework
called Pathogen [49] was proposed to streamline the detec-
tion of the exact OS version and data structure definitions.
This framework is in an early stage of development and sup-
ports the analysis of a limited number of data structures and
further lacks active data structure monitoring capabilities.

6. Conclusions

Using memory introspection, this paper proposed a novel
dynamic malware analysis framework that periodically scru-
tinizes the state of the introspected system to detect hidden,
dead, and dubious processes in the monitored VM without
modifying the guest OS kernel at the host level. A VM detec-
tion method based on the VMCS was put forward, and VM
memory information can also be obtained. Combined with
memory analysis technology, the semantic gap problem can
be solved. We implemented a prototype called VEDefender
in the KVM environment.

Most out-of-VM solutions can perform similar function-
ality, including identifyingmalware andmoving themonitor-
ing functionality out of the VM. However, the differences of
our system are explained as follows:

(i) VEDefender has a high level of isolation.The raw data
are obtained in the DMA mode, which circumvents
the host OS. This means that the acquisition method
does not rely on the guest machine and VMM. This
pattern can defend against attacks from not only the
guest OS but also the VMM.

(ii) The acquisition part of the whole system is a hardware
device and the analytical part exists outside of the
host machine. We have no need for an account in
the host machine or VM and we do not have any
need to install the software inside the host machine
or VM.Hence, VEDefender is completely transparent
to VMs and the VMM and does not affect their
performance. Compared with LibVMI, the memory
content we obtain does not depend on the VMM
and is more reliable. More importantly, VEDefender
provides a trusted execution environment, which
means an attacker controlling the system cannot
interfere with the analysis and cannot tamper with

the results. Based on these features, we think that
VEDefender is strongly resistant to attacks with high
reliability.

(iii) By analyzing thememory content of the hostmachine
and VMsmutually, VM escape can be detected by the
abnormal behavior pattern in the host machine. So
far, we have not found relevant literature to solve the
problem of VM escape detection.

(iv) When malicious behavior has been detected, VEDe-
fender is then able to access the whole physical
memory of the host machine without restriction.
According to the techniques described above, the
physical memory of a VM can also be retrieved and
saved as evidence.

(v) Using the above techniques, VEDefender can intro-
spect a live OS without the prior knowledge of the
VM. It can be also integrated into other IDS solutions
and has good extensibility.

Moreover, our system uses a PCI expansion card to
acquire the memory content of the host machine, and the
device should be preinstalled in the target machine. It may
not be feasible to install a PCI expansion card in all kinds
of systems and the additional cost for attaching additional
hardware may not be acceptable in several deployments.

When VM escape is detected, the malicious VM can
be identified. However, concrete attack behavior inside a
malicious VM still needs further analysis in future work.
There are a few vulnerabilities that can be used to realize
VM escape behavior, such as CVE-2015-7504, CVE-2015-
3247, and CVE-2017-4934. In the next steps of our research,
we will perform a further general study of loopholes in
the virtualization system and build our knowledge base for
efficient analysis.
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The proliferation of mobile devices has facilitated the prevalence of participatory sensing applications in which participants collect
and share information in their environments.The design of a participatory sensing application confronts two challenges: “privacy”
and “incentive” which are two conflicting objectives and deserve deeper attention. Inspired by physical currency circulation system,
this paper introduces the notion of E-cent, an exchangeable unit bearer currency. Participants can use the E-cent to take part in
tasks anonymously. By employing E-cent, we propose an E-cent-based privacy-preserving incentive mechanism, called EPPI. As a
dynamic balance regulatorymechanism, EPPI can not only protect the privacy of participant, but also adjust thewhole system to the
ideal situation, under which the rated tasks can be finished at minimal cost. To the best of our knowledge, EPPI is the first attempt
to build an incentive mechanism while maintaining the desired privacy in participatory sensing systems. Extensive simulation and
analysis results show that EPPI can achieve high anonymity level and remarkable incentive effects.

1. Introduction

Mobile computing devices, such as smartphones, wearable
devices, and tablet PCs, have become popular in our daily
life. These devices have contributed to the advent of numer-
ous participatory sensing systems (PSS) [1]. In a PSS, an
application server stimulates a large number of participants
to sense and transmit measurements of the variables of
interest (e.g., images, videos, sounds, locations, trajectories)
via the sensors in their devices to a data collection entity
in charge of task monitoring or addressing a particular
problem. Although deploying such application has enormous
social and technical benefits, several participants’ privacy and
participation concerns arise [2, 3].

The design of a participatory sensing application con-
fronts two challenges: “privacy” and “incentive.” On one
hand, if multiple sensing reports are associated with a par-
ticipant identity, the participant’s privacy information may
leak, since the report is stamped with time and location
[4]. Thus, the requirement of privacy in PSS is unlinkable
between identities and sensing data. On the other hand, the

number of participation times in PSS is the key to provide
adequate level of service quality. Most of the mobile crowd
sensing-based applications rely on voluntary participation.
To complete a task with a mobile device, participants have
to consume their own resources such as battery, storage,
and network traffic. A user may not be interested in the
task, unless he receives a satisfactory reward to compensate
for his resource consumption and potential privacy breach.
Therefore, incentive mechanisms have been proposed to
attract adequate participants [5–7].

Nevertheless, if the server provides full anonymity to
participants for privacy-preserving consideration, it could
be difficult to guarantee the trustworthiness of participants’
submitted data. PSS is vulnerable to false data submission. As
the smartphone sensors are controlled by the contributors,
it is easy for malicious adversaries to configure the devices
to send false sensing data. Meanwhile, to reduce false data
submission, reputation systems [8] have been widely used
to encourage valid participation and punish misbehavior,
where a participant’s behavior and identity are bound to a
reputation account. However, asmost of them require linking
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participants’ identities with their reports in order to provide
rewards for participants, the server can easily infer the partic-
ipants’ privacy just by analyzing the correlation between par-
ticipants’ personal information (identity, reputation) and the
sensing data in each report. Therefore, a privacy-preserving
incentive mechanism is hard to design because “privacy” and
“incentive” are two conflicting objectives.

Inspired by physical currency circulation system, this
paper firstly proposes a novel notion of E-cent which is an
exchangeable and untraceable unit bearer currency. Partic-
ipants in PSS can take part in tasks without leaking any
individual’s privacy due to E-cents exchange. By using E-
cent, we propose EPPI, an E-cent-based incentivemechanism
to motivate users to participate in tasks. In EPPI, a bidding
model is proposed to simulate and predict the bidding
behavior of participants based on the expectancy theory of
motivation in psychology defined by Vroom [9]. Then user
selection strategy of the server is proposed to minimize
tasks cost and assign tasks to selected users more averagely.
It can be proved that EPPI can provide full anonymity to
participants and dynamically adjust the budget to regulate the
performance of task. To the best of our knowledge, our work
is the first attempt to build an incentive mechanism while
maintaining the desired privacy in PSS.

To summarize, the contributions include the following.

(i) The notion of E-cent is proposed as a unit bearer
currency for the PSS system. E-cent is exchangeable
and untraceable. Participants can participate in tasks
anonymously by using E-cents.

(ii) An E-cent-based privacy-preserving incentive mech-
anism called EPPI is designed with user bidding
model based on the expectancy theory of motivation
in psychology.

(iii) A user selection strategy is proposed to finish tasks
at minimal cost and with balanced task assignment.
EPPI can not only maintain the anonymity but also
motivate users to participate in tasks.

(iv) Extensive simulations and analysis are conducted to
demonstrate that EPPI can provide full anonymity to
participants and achieve incentive objectives.

The remainder of this paper is organized as follows. In
Section 2, we discuss related work. Section 3 describes E-cent
system. Section 4 presents our proposed EPPI mechanism in
detail. The performance of EPPI is evaluated in Section 5.
Finally, we make a conclusion in Section 6.

2. Related Works

Many pieces of works have specially studied the incentive
mechanism in participatory sensing [10–13]. Most of existing
incentive mechanisms mainly focus on utility maximization
and cost minimization of the server. In [14], Singer andMittal
proposed a pricing mechanism, which enables automating
the process of pricing and allocating tasks for requesters in
complex markets. In [15], Duan et al. considered different
incentivemechanisms tomotivate the collaboration of smart-
phone users on data acquisition and distributed computing.

However, these incentive mechanisms only focus on the
reward for good participants without taking the punishment
for false data submission into account. In addition, different
market-based incentive mechanisms are proposed [16–18].
In such incentive mechanisms, the users bidding model and
game theory in economics are widely used. Lee and Baik
[19] designed a dynamic pricing incentive for participatory
sensing, where participants bid for the sensed data and the
server selects users as participants to minimize and stabilize
the incentive cost while maintaining adequate level of partic-
ipants by preventing users from dropping out. But they do
not take the balance of task assignment into consideration.
One participant may win most of the tasks with lower
price. In fact, tasks should be assigned to users as uniformly
as possible, such that more users can participate in tasks.
More importantly, none of these mechanisms can meet the
high requirements of privacy and anonymity in participatory
sensing, because in such incentive mechanisms the server
needs to know user ID so as to give rewards to users,
which will reveal the participants’ privacy.Themechanism in
preliminarywork [20] intends to incent people tomove to the
location as system needs. However, it cannot apply to most
situations for the incentives are often too few for users. Most
participatory users move according to the intended purpose,
rather than depending on the incentive situation to determine
the direction of the next movement [5, 7].

Plenty of researches on privacy in PSS have been pro-
posed. The majority of them focus on spatial and tempo-
ral cloaking techniques [21–23]. For instance, as the most
popular technique [23], K-anonymity blurs a participant’s
private information in a cloaked area or a cloaked time
interval so that the sensitive information is indistinguishable
from other k-1 participants. Nevertheless, these spatial and
temporal cloaking techniques are not suitable to dealing
with privacy problem in incentive mechanism. Another well-
known technique to protect the anonymity and privacy of
the participants is to adopt pseudonyms rather than the
true name in every operation [24]. Nonetheless, analysis of
the reported data and reporting pattern may disclose the
participants’ important information such as residences [4].

To solve the conflict between privacy and incentive,
anonymous reputation architectures have been proposed.
For instance, reputation value is used to measure the par-
ticipation and reliability level of participants in [25], while
pseudonyms are utilized to provide anonymity for partici-
pants in [26]. However, all of them are vulnerable to identity-
based attacks since participants cannot control an arbitrary
number of pseudonyms and hence the service provider can
recognize the participants’ identity by analyzing their behav-
iors of data contribution and service accessing. Kinateder
and Pearson [8] proposed a privacy-enhanced peer-to-peer
reputation system, but unfortunately it cannot be adapted to
participatory sensing systems, as both participants and the
server are not trustworthy in PSS. IncogniSense [27] extends
the idea of pseudonyms-based reputation, which focuses on
periodic pseudonyms and transfer of reputation between
pseudonyms and a trusted third party is supposed to be
available to transfer the reputation score of users between
consecutive pseudonyms. However, it introduces additional
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overhead for users to create pseudonyms; ARTSense [28]
maintains the reputation anonymity properties and enforces
reputation updates but does not consider the incentive
requirement of the application server.

3. What is E-Cent?

There are many e-cash/e-coin solutions, why not use them
directly? In this solution, E-cent is not dividable, and each one
shall be a separate item such that the storage requirement is
very high.

A PSS consists of participants and an application server
(hereafter referred to as the “server”), where participants
sample the objects with their smartphones and send the
samples to the application server. The server analyzes and
processes the samples and then provides services to partici-
pants with them. After that, the server will generate feedback
(either reward or penalty) for participants based on their
report quality. Moreover, participants can buy services from
the server with the reward which can be circulated between
participants and the server. The server is considered to be
honest-but-curious. That is to say, the server will fulfill its
functions, but may attempt to associate a sensing report with
a particular participant to reveal his privacy. However, partic-
ipants are not trustworthy for submitting true sensing data.

To achieve the goal of “participating and participation
feedback without identity,” inspired by physical currency
circulation system, we propose E-cent, a unit bearer digital
currency which can circulate between the server and all
participants. It is generated and authorized by the server
with the public-key cryptographic primitives. On one hand,
E-cent can be exchanged among participants such that the
correlation between participant and E-cent is broken. If a
participant submits an exchanged E-cent to the server, the
server cannot identify the identity of the participant just
based on the submitted E-cent. Hence, E-cent provides full
anonymity for participants. On the other hand, the server can
use E-cent as a reward to encourage participants to participate
in tasks. To distinguish the authority of E-cent, we design two
types of E-cent: (i) basic E-cent, which is designed for new
participants. It cannot be used to purchase services, but can
be used as pledge when sending reports; (ii) normal E-cent,
which is designed to reward participants for contributing
data. It can be used as pledge and to purchase services.
Therefore, new participants are not able to enjoy the services
on the server unless they participate in the sensing task.

There are four operations about E-cent, as illustrated in
Figure 1. We now describe each of these operations in detail
and the notations frequently used in this paper are listed in
Notations.

(1) E-Cent Generation. When a new participant wants to
participate in a task, he needs to send a request to the server to
register. The server gives some basic E-cents (denoted as 𝐵𝐶)
to the new participant. For other cases, when a participant
contributes sensing data to the server, the server will reward
the participant with normal E-cents (denoted as 𝐶). The
server will generate a nonrepetitive random number and sign
it with the private key of server. The server saved a valid copy

of E-cent; when the E-cent is used, the server will tab it as
“used.”

(2) E-Cent Exchange. The E-cent is required to be exchanged
before use. Before exchanging, the participant 𝑃𝑖 marks an E-
cent with a secret number 𝑏𝑖, which is randomly selected and
only known to the participant, and then encrypts it with the
server’s public key. A marked E-cent of 𝑃𝑖 (denoted as MC𝑖)
is represented as

MC𝑖 = {𝐶𝑖 | 𝑏𝑖}spub . (1)

Every time a participantmarks an E-cent, he can choose a
different secret number 𝑏. Therefore, 𝑏 cannot be used by the
server to link E-cents with the participant.

A special area called mix zone is open on the server to
provide E-cent exchange service for all participants. Partic-
ipants can log in mix zone with a pseudonym. Every time
a participant logs in, he can choose a different pseudonym.
The pseudonym list of online participants is open for all
participants. A participant (via pseudonym PS𝑖) can ran-
domly select a participant (via pseudonym PS𝑗) from the
list for E-cent exchange. Note that this process does not go
through the server and the server is blind to the selection
of exchangers. Participant 𝑃𝑖 sends his marked E-cent MC𝑖
to another participant 𝑃𝑗, and then 𝑃𝑗 sends his E-cent MC𝑗
to 𝑃𝑖. To reduce the possibility of being identified by the
server, every participant should exchange his E-cents with
different participants at different time and exchange only one
E-cent in any exchange process. After E-cent exchange, both
participants need to renew the exchanged marked E-cent on
server within a period 𝑇𝑀𝑎𝑥𝑅 to avoid the loss caused by
malicious participants.

(3) E-Cent Renewal. For 𝑃𝑖, since MC𝑗 is encrypted, it cannot
be used directly. Thus, the participant 𝑃𝑖 needs to submit it to
the server for renewal. After receiving a marked E-cent, the
server will check the following.

(a) Whether the public-key encryption of the submitted
marked E-cent MC𝑗 is valid. If positive, the server
extracts the original E-cent 𝐶𝑗 and the secret number
with its private key.

(b) Whether the private-key signature of 𝐶𝑗 is valid.
(c) Whether 𝐶𝑗 has not been used before.
(d) Whether server has received dispute arbitration of𝐶𝑗.
If MC𝑗 pass all the above validations, the server will send

a new E-cent 𝐶𝑖 to 𝑃𝑖. Accordingly, the original E-cent 𝐶𝑗
will be invalidated. Otherwise, the server is notified of the
invalidation of MC𝑗, and 𝑃𝑖 will launch dispute arbitration to
server to get the loss back.

(4) Exchange Dispute Arbitration (EDA). In EDA, 𝑃𝑖 is
required to submit 𝐶𝑖 and the secret number 𝑏𝑖 to the server
to prove the ownership ofmarked E-centMC𝑖. After checking𝐶𝑖 and 𝑏𝑖, the server will compensate 𝑃𝑖 with a new E-cent𝐶𝑖
and invalidate MC𝑖 and 𝐶𝑗 which has been allocated to 𝑃𝑖’s
exchanger 𝑃𝑗. Then the server will announce the information
about this dispute arbitration to all participants.
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Figure 1: Operations of E-cent.

4. EPPI: An E-Cent-Based Privacy-Preserving
Incentive Mechanism

In this section, we propose an E-cent-based incentive mech-
anism called EPPI, which is a dynamic balance regulatory
mechanism. It can not only protect the privacy of partici-
pants, but also adjust the total participatory sensing system
to the ideal situation, under which the rated tasks will be
finished with minimum cost. Definition of notations for the
subregion and definition of notations for the 𝑗th user in the𝑖th subregion are listed in the Notations.

4.1. System Architecture. In EPPI, the system first detects the
sensing field and divides it into 𝑚 regions of the same size,
each of which corresponds to a task. Thus, the set of tasks
can be represented as Γ = {𝜏1, 𝜏2, . . . , 𝜏𝑚}. Total rewards of𝑅 are prepared for the 𝑚 tasks. Each task 𝜏𝑗 ∈ Γ attracts at
least 𝑛𝑗 participants to ensure high trustworthiness of sensing
data. The three purposes of the user incentive mechanism
are (1) to finish the rated task; (2) to assign the task to the
chosen users as fairly as possible to enable more users to
participate in the task and prevent a few users from taking
over all tasks with extremely low price; (3) to make the cost
as low as possible. The importance of these three purposes
decreases with order. When the three purposes of our system
are achieved at the same time, we say that the ideal situation
is reached. In fact, the ideal situation is a kind of Nash
equilibrium in economics, whichwill be proved later. In game
theory, theNash equilibrium is a solution of a noncooperative

game involving two or more players [29]. In EPPI, the server
interacts with participants through a three-stage process in
each task cycle.

Stage 1. If a user wants to take a task, he/she needs to register
for the task by submitting some E-cents (more than a pledge
threshold) to the server as pledge. The number of pledges
depends on the quality of sending reports. If the participant
wants to submit a high-quality report to obtainmore rewards,
he/she thus needs to pledge more E-cents. At the beginning
of each task cycle, the server sends the information including𝑁𝑖,𝑁𝑖 ,𝐴 𝑖, regi,𝑅𝑖𝑗,𝑋𝑖, and 𝑎𝑐𝑡𝑖 of the previous cycle to all the
users. Each user chooses to participate or not independently
considering their ownprivacy level andparticipation cost and
then submit his bidding price profile to the server including
participating or not, bidding unit price, and number of
participation times.

Stage 2. The server will wait for a certain time to collect
users’ quotes, and those users from whom the sever fails
to collect the quotes within the stipulated time will be
considered as unwilling participants. Based on the bidding
situation analysis of historic cycle and the current cycle and
the prediction of user behavior, the server will strategize to
select participants to finish tasks and minimize the cost as
well and then distribute the rated task to selected users. After
that, each user will receive a feedback message from server
to inform whether he/she can participate in this cycle and
number of participation times if he/she can.
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Stage 3. Selected users will collect sensing data and submit it
to the server.These sensing data will be uniformly distributed
in cycle. To guarantee the trustworthiness of received data,
the server will check the legitimacy of data. After that, the
server will pay the reward to user with E-cent or notify user
of the illegality of data.

Users can set up their privacy level and default unit price.
They can use earned virtual currency to purchase a service
the server provided.

4.2. Bidding Model. The users who intend to participate in
the task will send a bidding (including the unit price and the
maximum times they would like to join in this cycle) to the
server.

Psychologist Vroom [9] defines the motivation as
a process governing choice among alternative forms of
voluntary activities, a process controlled by the individual.
Expectancy of motivation theory introduces that an
individual will behave or act in a certain way which he
has considered. It is the expectancy of result that motivates
individuals to make their decision and control their behavior.
The expectancy of motivation is

𝑀 = 𝛽 ⋅ 𝑉 ⋅ 𝐸 ⋅ 𝑇, (2)

where 𝛽 are the constant coefficient.𝑀 represents the power
of stimulation, which means the strength of the internal
potential to mobilize the enthusiasm of one person. 𝑉
represent valence, a psychology concept, which means the
actual value of the goal to oneself. One same goal may confer
different valences to different people. In our mechanism,𝑉 =𝑅𝑖𝑗 ⋅ 𝐸 is the expected value, which means the possibility
of achieving the goal according to experience, which is
negatively related to the user’s privacy. In ourmechanism,𝐸 =1/𝑅𝑖𝑗 ⋅𝑇means the nonpersonal factors that can help individ-
uals to achieve the goal. In ourmechanism,𝑇 refers to the cost
of the participants’mobile phone for participating in one task.

𝑇 = 𝑤𝑟𝑛𝑡 ⋅ 𝑥𝑟𝑛𝑡 + 𝑤𝑟𝑝 ⋅ 𝑥𝑟𝑝 + 𝑤𝑝 ⋅ 𝑥𝑝 + 𝑤𝑖𝑑 ⋅ 𝑥𝑖𝑑 + 𝑤𝑏𝑎
⋅ 1
𝑥𝑏𝑎 + 𝑤𝑜 ⋅ 𝑥𝑜,

(3)

where 𝑥𝑟𝑛𝑡, 𝑥𝑟𝑝, 𝑥𝑝, 𝑥𝑖𝑑, 𝑥𝑏𝑎, and 𝑥𝑜 are defined in Notations
and 𝑤𝑟𝑛𝑡, 𝑤𝑟𝑝, 𝑤𝑝, 𝑤𝑖𝑑, 𝑤𝑏𝑎, and 𝑤𝑜 are the corresponding
constant coefficients.

Correspondingly, the expectancy ofmotivation of 𝑖th user
in 𝑖th subregion is

𝑀𝑖𝑗 = 𝛽 ⋅ 𝑅𝑖𝑗 ⋅ 1𝑃𝑖𝑗 ⋅ 𝑇. (4)

If𝑀𝑖𝑗 ≥ 𝐾𝑖𝑗 in a certain task cycle, the user will participate
in the task in that cycle. Subsequently, the bidding price for
that user is

𝑝 = 𝐶 + 𝐾𝑖𝑗
𝑀𝑖𝑗 ⋅ 𝐶, (5)

where 𝐾𝑖𝑗 is the psychological threshold for users whether
participating or not,𝑀𝑖𝑗 is the expectancy of motivation for

the 𝑗th user in the 𝑖th subregion, and 𝐶 is the 𝑗th user’s cost
for one task.

𝐶 = 𝑥ent + 𝑥pc + 𝛾 ⋅ 𝑡/𝑥𝑝, (6)

where 𝑡 is the expected completion time of the task and 𝛾 is
the constant coefficient.

4.3. Participant Selection Strategy. The server’s strategy is to
choose users to complete the rated tasks while minimizing
the cost under the given budget and pay reward to them
when they finish task according to the users’ bidding price.
Specifically, the target area is divided into 𝑙 subregions equally,
and tasks are distributed to task cycles {𝑡1, 𝑡2, . . . , 𝑡𝑛, 𝑡𝑛+1, . . .}.
In each cycle of a subregion, 𝑁𝑖 is the number of rated
tasks that need to be completed. The symbol 𝜎𝑖 reflects
the proportion of unqualified data and should meet the
condition 0 < 𝜎𝑖 < 1. Each area possibly has certain number
of bad data, so the actual number of rated tasks should
have redundancy to keep the quality of task completion. For
instance, the number of final rated tasks 𝑁𝑖 = 𝑁𝑖 ∙ (1 + 𝜎𝑖).
The allocation of budget for the total target region uses
budget pool, which receives the surplus budget from some
subregions and distributes them into other subregions
averagely if they need. The budget of the 𝑖th subregions is 𝑅𝑖.

The server will calculate a unit price threshold 𝑅𝑖𝑗 by pre-
dicting users’ behavior and a reasonable adjustment formula
to choose the user who has a bidding price lower than the
threshold. Hence, the total expense in the 𝑖th subregions 𝑅𝑖 is

𝑅𝑖 =
act𝑖∑
𝑘=1

𝑝𝑘 ⋅ 𝑛𝑘 ≤
𝑋𝑖∑
𝑗=1

𝑅𝑖𝑗, (7)

where act𝑖 is the number of users in the activated users, 𝑝𝑘
is the final unit price for one task, and 𝑛𝑘 is the number of
tasks assigned to the chosen user. It is necessary for server
to predict user’s behavior to roughly estimate the number
of participants. The prediction must refer to the statistic
information of last several past cycles.

Because too many factors will influence user’s decision,
we now justmake a reasonable simplified assumption that the
relationship between unit price and number of participants
obeys the normal distribution, which is 𝐹(�̂�𝑖𝑗) ∼ 𝑁(𝜇, 1). So,
the probability density function is

𝑓 (𝑥) = 1
√2𝜋𝑒

(𝑥−𝜇)2/2. (8)

And distribution function is

𝐹 (�̂�𝑖𝑗) = 1
√2𝜋 ∫

�̂�𝑖𝑗

∞
𝑒(𝑥−𝜇)2/2𝑑𝑥. (9)

The expectation of number of finished tasks in every cycle
is

𝑋𝑖 = 𝛿 ⋅ 𝐹 (�̂�𝑖𝑗) , (10)
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where 𝛿 is the predefined constant. Now we hope the rated
tasks all will be finished; that is,

𝑋𝑖 = 𝑁𝑖 = 𝛿𝐹 (�̂�𝑖𝑗) = 𝛿
√2𝜋 ∫

�̂�𝑖𝑗

∞
𝑒(𝑥−𝜇)2/2𝑑𝑥

≈ 𝛿 ⋅ Φ (�̂�𝑖𝑗 − 𝜇) .
(11)

Hence, �̂�𝑖𝑗 can be worked out.
However, only relying on the prediction of unit price

(�̂�𝑖𝑗) is inaccurate and not persuasive. Any changes such as
the sudden cutdown on budget and the movement of people
will make the situation disobey the normal distribution
temporarily. Therefore, the formula of the unit price should
be a reasonable and adjustable definition.

The price is determined by three factors: (1) the ratio of𝑅𝑖
and 𝑁𝑖 is the average price in the subregion, which is called
the basic price; (2) 𝑃𝑖𝑗 is the user’s privacy level, while user
can get more reward if he/she gives some extra privacy infor-
mation like GPS location; (3) 𝐴 𝑖 is the adjustment coefficient
which is influenced by statistic information of last cycle.

𝑅𝑖𝑗 = 𝑤0 ⋅ 𝑅𝑖𝑁𝑖 + 𝑤1 ⋅ 𝑃𝑖𝑗 + 𝑤2 ⋅ 𝐴 𝑖 (12)

𝐴 𝑖 = 𝛼 ⋅ reg𝑖 − act𝑖
reg𝑖

⋅ 𝑅𝑖 − 𝑅𝑖𝑁𝑖 , (13)

where 𝑤0, 𝑤1, 𝑤2, and 𝛼 are coefficients; (reg𝑖 − act𝑖)/reg𝑖
is the proportion of inactivated users accounts to the total
users. If the proportion is large, that indicates that the total
motivation of users is very low, and𝐴 𝑖 should make the price
adjust fast to improve users’ motivation in time. (𝑅𝑖 − 𝑅𝑖 )/𝑁𝑖
is the deviation of budget and expense. 𝑅𝑖 is the final expense
in the 𝑖th subregion:

𝑅𝑖 =
act𝑖∑
𝑘=1

𝑝𝑘 ⋅ 𝑛𝑘. (14)

Because the privacy level of user obeys the standard
normal distribution, ∑𝑋𝑖𝑗=1 𝑤1 ∙ 𝑃𝑖𝑗. In addition, the budget 𝑅𝑖
should be adjusted in each cycle:

𝑅𝑖 (𝑡𝑛) = [[
1 + 𝑁𝑖 (𝑡𝑛−1) − ∑act𝑖

𝑗=1 𝑛
𝑁𝑖 (𝑡𝑛−1) ]

]
⋅ 𝑅𝑖 (𝑡𝑛−1) . (15)

The budget in subregion will be adjusted according to the
completeness of tasks in last cycle. In fact, one method is to
directly let 𝑅𝑖(𝑡𝑛) = �̂�𝑖𝑗 ∙ 𝑁𝑖, but this result heavily relies on
the accuracy of hypothesis and has little robustness towards
various deviation and data change.

Therefore, the budget will roundly adjust the unit price
and the number of participants and finally reach the ideal
condition.

To achieve the target, we should define and optimize the
coefficient 𝛼.

The final unit price threshold 𝑅𝑖𝑗(𝑡𝑛) is
𝑅𝑖𝑗 (𝑡𝑛) = 𝑤0 ⋅ 𝑅𝑖 (𝑡𝑛)𝑁𝑖 (𝑡𝑛) + 𝑤


2 ⋅ 𝛼 (𝑡𝑛)

⋅ reg𝑖 (𝑡𝑛−1) − act𝑖 (𝑡𝑛−1)
reg𝑖 (𝑡𝑛−1)

⋅ 𝑅𝑖 (𝑡𝑛−1) − 𝑅𝑖 (𝑡𝑛−1)𝑁𝑖 (𝑡𝑛) .

(16)

In formula (16), we temporarily ignore the privacy level
because it can be added when the calculation is completed.

According to the prediction of users and formula (11), we
can get the number of rated tasks at 𝑡𝑛th cycle:

𝑁𝑖 (𝑡𝑛) ≈ 𝛿 ⋅ Φ (�̂�𝑖𝑗 (𝑡𝑛) − 𝜇) . (17)

Thus, the prediction of unit price threshold �̂�𝑖𝑗(𝑡𝑛) can be
obtained. Furthermore, we deform formula (12) and substi-
tute �̂�𝑖𝑗(𝑡𝑛) in it:

𝛼 (𝑡𝑛) = 1
𝑤2 ⋅

�̂�𝑖𝑗 (𝑡𝑛) − 𝑤0 ⋅ (𝑅𝑖 (𝑡𝑛) /𝑁𝑖 (𝑡𝑛))
reg𝑖 (𝑡𝑛−1) − act𝑖 (𝑡𝑛−1)

⋅ reg𝑖 (𝑡𝑛−1) ⋅ 𝑁𝑖 (𝑡𝑛)𝑅𝑖 (𝑡𝑛−1) − 𝑅𝑖 (𝑡𝑛−1) ,
(18)

where 𝛼 is also influenced by historic values. And the value
has fewer influential effect on 𝛼 as the time is longer. We
define the width of sliding window as follows:

𝛼 (𝑡𝑛) = ∑width−1
𝑘=1 𝛼 (𝑡𝑛−𝑘) ⋅ 𝑒−𝑘2/2

∑width−1
𝑘=1 𝑒−𝑘2/2 (19)

From formula (16) to formula (19) we can get the final
unit price threshold 𝑅𝑖𝑗(𝑡𝑛). Then we propose a user selection
algorithm for the server to select participated users. In this
algorithm, the server distributes tasks to each user who has
relatively low bidding price which does not exceed unit price
threshold in each round. It guarantees that the rated tasks will
be finished with minimum cost. In addition, the server will
distribute tasks round by round. And in each round one user
can receive only one task even if it has a very low bidding
price, which makes task distribution more average and fair.
As a result, more people can join in the task rather than a few
users with extremely low price.

The server will send feedback message 𝐿𝑖𝑗 = (𝑌/𝑁, 𝑝, 𝑛)
to all users. The feedback message notifies user of whether
he/she could participate in the mission. If yes, 𝑛 tells them
how many tasks he/she needs to finish.

Computation Complexity Analysis. The time and space com-
plexity of the calculation of 𝑅𝑖𝑗 are 𝑂(𝑛) obviously. In
Algorithm 1, 𝑛 tasks will be allocated to users who have
price lower than 𝑅𝑖𝑗. The Merge sort over 𝐿 𝑖𝑗 has the time
complexity of 𝑂(𝑛 log2𝑛) and the space complexity of 𝑂(1).
The execution in each loop examines whether the necessary
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INPUT: set of user willingness 𝐿 𝑖 = {𝐿 𝑖1, 𝐿 𝑖2, 𝐿 𝑖3, . . . , 𝐿 𝑖act𝑖 }, 𝐿 𝑖𝑗 = (𝑌, 𝑝, 𝑛),𝑁𝑖, 𝑅𝑖𝑗
PARAMETERS: flag 𝑓
OUTPUT: set of feedback information 𝐿𝑖 = {𝐿𝑖1, 𝐿𝑖2, 𝐿𝑖3, . . . , 𝐿𝑖𝑎𝑐𝑡𝑖}, 𝐿𝑖𝑗 = (𝑌, 𝑝, 𝑛)(1) sort the 𝑝 of 𝐿 𝑖𝑗 in ascending order
(2) initialization: 𝑐 = 0 for 𝑗 = 1 to act𝑖, 𝐿𝑖𝑗 = (𝑁, 𝑝, 0)(3) while𝑁𝑖 > 0 && 𝑓 == 1;(4) 𝑓 = 0; for 𝑗 = 1 to act𝑜 do(5) if 𝑝 <= 𝑅𝑖𝑗 && 𝑁𝑖 > 0(6) if 𝑛 < 𝑛(7) 𝑓 = 1, 𝑛 = 𝑛 + 1, 𝐿𝑖𝑗1 = 𝑌,𝑁𝑖 = 𝑁𝑖−1;(8) end;(9) else break;(10) end;(11) end;(12) return 𝐿𝑖;

Algorithm 1: User selection.

condition is satisfied. If not, the loop will break. This means
that every task distribution operation may only run once at
most. So, the time complexity is 𝑂(𝑛 log2𝑛). And the space
complexity is 𝑂(𝑛).
4.4. Incentive Mechanism Analysis

Lemma 1. The system can reach the ideal condition.

(1) All rated tasks are finished.
(2) Tasks are distributed to participants as averagely as

possible.
(3) The expense is minimum and lower than the budget.

Proof. In our mechanism, we have macroadjustment and
microadjustment to make the system reach the ideal condi-
tion. In formula (15), we can change the budget of subregion𝑅𝑖 gradually to adjust the unit price 𝑅𝑖𝑗 and number of
participating users act𝑖, which is called macroadjustment.

If some rated tasks did not finish (𝑁𝑖 > 𝑋𝑖), more users
are needed in the next cycle; according to 𝑅𝑖(𝑡𝑛+1) > 𝑅𝑖(𝑡𝑛),
the raise of budget increases the unit price 𝑅𝑖𝑗, and users’
motivation𝑀𝑖𝑗 will increase, whichwill lead to the raise of the
number of activated users, and finally make 𝑋𝑖 add to reach𝑁𝑖. On the contrary, the proof is similar.

Microadjustment is the automatic balance mechanism
inside a subregion in order to find the balance number of
finished tasks𝑋𝑖 under the current budget 𝑅𝑖.

If the number of finished tasks is decreasing, (𝑋𝑖(𝑡𝑛−1) >𝑋𝑖(𝑡𝑛)),𝐴 𝑖(𝑡𝑛+1) > 𝐴 𝑖(𝑡𝑛), 𝑅𝑖𝑗(𝑡𝑛+1) > 𝑅𝑖𝑗(𝑡𝑛), the raise of unit
price will increase the users’ motivation 𝑀𝑖𝑗 and lead to the
raise of𝑋𝑖 and finallymake𝑋𝑖 reach the balanced value under
the current budget. On the contrary, the proof is similar.

In conclusion, for (1) when the microadjustment and
macroadjustment price threshold 𝑅𝑖𝑗, expense 𝑅𝑖 , and num-
ber of finished tasks𝑋𝑖 approach the balance value, the rated
tasks are ensured to be all finished, becausemacroadjustment
guarantees that the budget is enough to finish the rated tasks
while microadjustment makes sure that the actual number of

finished tasks reaches the balance value under this budget.
For (2) and (3), due to the user selection algorithm, it
is certain that tasks will be distributed to activated users
averagely and the actual expense is the minimum in every
cycle, because the algorithm chooses users in their price from
the lowest one in loop, and in each loop a user can only have
one task at most. So far, we achieved the three targets which
have been mentioned in the beginning of this chapter.

Lemma 2. The ideal condition is the Nash equilibrium.

Proof. Under the ideal condition, for the subregion 𝑖,𝑋𝑖 = 𝑁𝑖,𝐴 𝑖 = 0, 𝑅𝑖𝑗 = 𝑤0∗𝑅𝑖/𝑁𝑖+𝑤1∗𝑃𝑖𝑗, the rated tasks are all to be
finished and the expense reaches minimum and is lower than
budget. When each subregion reaches the ideal condition,
the whole region reaches the ideal condition. When the ideal
condition is reached, the Nash equilibrium is reached.

Under the ideal condition, any change of any side will not
bring more benefit.

(1) To Any User. Increasing price will lower the chance to be
chosen. Yet decreasing price will lead to fewer rewards. If 𝑝
increases, 𝑝 > 𝑅𝑖𝑗, which means the user cannot participate
in any mission in this cycle. The benefit will become zero. If𝑝 reduce to 𝑝, the user can take part in the task but gets less
profit than before, because 𝑝 < 𝑝.
(2) To the Server. If unit price 𝑅𝑖𝑗 increases, budget 𝑅𝑖 and
users’ participating motivation𝑀𝑖𝑗 will increase correspond-
ingly. After all rated tasks having been finished, the rise of𝑅𝑖𝑗 only leads to unnecessary expense. On the contrary, the
abatement of𝑅𝑖𝑗 will decrease𝑀𝑖𝑗, whichmaymake the rated
tasks uncompleted.

5. Performance Evaluation and
Security Analysis

In this paper, we consider a participatory sensing systemwith
a similar scenario as [5]. The system consists of Max user
mobile participants and an application server. As shown in
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Figure 2: Simulation scene.

Figure 2, we assume that simulation scene is Information
Department of Wuhan University whose length is 612m
from west to east, and 856m from north to south. The field
is divided into 𝑙 regions. Correspondingly, the whole system
is comprised of 𝑋 periodic tasks, each of which corresponds
to a region. Total rewards of 𝑅 E-cents of budget are given
out to all participants in each cycle. In the initial phase,
participants are unequally distributed in the sensing field.
We used the Pathway Mobility Model [30] with geographic
restriction as mobility model of each participant. The speeds
of participants are randomly distributed from 1m/s to 5m/s.
The maximum residence time for each site is 30 seconds.
Each participant’s task set includes all tasks within the range
of 30 meters. In each participant’s trajectory, the tasks will
be sensed in every 5 meters. If any task is within 30m from
the participant, it will be added to his task set. The budget
is distributed uniformly to each subregion at the beginning.
The attack probability of a malicious participant is defined
as the probability of the malicious participant sending a
false report. The privacy and incentive performance of EPPI
are evaluated firstly. Then we analyze the security of the
mechanism itself. The data is set to match the real-world
cases approximately. In fact the preset values have little
impact on the tendency of balance. We make a survey of 13
students in our lab to get the weight coefficient. As for the
constant coefficient, we do several tests and choose an appro-
priate group.The default values of parameters in EPPI mech-
anism experiment environment are listed in Table 1.

5.1. Evaluation Metrics

(i) Anonymity level is the probability that the server
traces a participant.

(ii) Incentive effect is the impact of different price thresh-
old and privacy level on participants’ bidding price,
the change of a particular user’s bidding price, the
adjustment of price threshold, number of finished
tasks and expense, the comparison of two methods to
predict users’ behavior, and the motivation of a user
in different cases.

Table 1: Default parameter settings.

Parameter Value
Number of participantsMax user 1000
Number of subregions 𝑙 9
Number of rated tasks𝑋𝑖 9
The budget for whole target region 𝑅 2000
The weight coefficient for users𝑤rnt, . . . , 𝑤of

0.2, 0.3, 0.1, 0.3, 0.1, 0
The weight coefficient for price threshold𝑤1, 𝑤2, 𝑤3 0.4, 0.3, 0.3
Constant parameters 𝑡, 𝑥ent, 𝑥pc 20, 0.01, 0.001
Constant coefficients 𝛽, 𝛾, 𝛿, 𝜇, 𝜎 100, 0.1, 10, 7, 0.05

5.2. Privacy Evaluation. Tracing attack takes place when the
server distinguishes a participant from other participants by
associating submitted reports with the participant. In this
attack, the server needs to link a certain ratio of reports with
a participant. If the server succeeds in tracing a participant,
the server will be able to analyze and profile the participant’s
location trace or at least reduce the anonymity level of the
participant. We evaluate the anonymity level of a participant
in terms of its resilience against tracing attacks by calculating
tracing probability. Though the selection of exchanger is
anonymous and random, the server can link an E-cent to
a participant by randomly matching the exchange pair. Its
difficulty depends on the number of online participants in the
mix zone. When a participant wants to send a report, he/she
needs to randomly select 𝑦𝑖 E-cents from 𝑦 E-cents of her/her
own and submit them to the server as pledge. As long as one
of the 𝑦𝑖 E-cents is linked to him/her, the server can link
the report to the participant. Therefore, the probability that a
report is linkedwith a participant can be calculated as follows:

𝑃 (a report is linked with a participant𝑦𝑖)

=
𝐶
𝑦𝑖
𝑦∑
𝑗=1

∑
𝐶∈Θ

1
𝐶𝑦𝑖𝑦

1
𝑛𝐶 ,

(20)

where Θ represents the selected E-cent set and 𝑛𝐶 represents
the number of online participants at the moment the E-cent𝐶 is exchanged.

Figure 3(a) shows the probability of the server identifying
a participant through tracing attack under varying required
pledge of one report when the ratio of traced reports is set to
0.2. We can observer that as the pledge increases, the partici-
pant is more likely to be traced.This is because if a participant
submits more E-cents to the server as pledge, the server will
have more alternative information to trace the participant.
However, we notice that even though the pledge is set to the
highest value, the tracing probability stillmaintains a very low
value (less than 0.23). As the number of task cycles increases,
more participants participate due to the incentive mecha-
nism. That is why the tracing probability keeps decreasing
as the number of cycles increases. Figure 3(b) shows the
impact of traced report ratio on tracing probability when
pledge is set to 20. Even though the ratio is set to 0.1, the
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Figure 3: Resilience against tracing attack.

tracing probability is less than 0.2. When the ratio is set to
0.3, the tracing probability approaches 0, which means that it
is almost impossible for the server to trace a participant.

5.3. Incentive Evaluation. Figure 4 shows the influence of
different price threshold and subregions on users.The param-
eters for users are initialized in the range randomly obeying
the normal distribution. The users’ sensitivity of privacy
leakage levels 𝑃𝑖𝑗 is initialized in [1, 5], and level 5 repre-
sents the highest sensitivity of privacy leakage level. User’s
psychological thresholds 𝐾𝑖𝑗 are generated in range [0, 50].
The remaining flow of user’s mobile 𝑥1 and the remaining
power of user’s mobile 𝑥2 are represented in percentage. The
performance of user’s mobile 𝑥3 and user’s idle degree 𝑥4 are
restricted in (0, 0.5), while the balances in users’ accounts 𝑥5
are represented by the number in [0, 10].

Figure 4(a) shows how users respond to different price
threshold of last cycle which the server sends them. Three
different budgets are chosen to evaluate the distribution of
participants in various price thresholds. As the expected price
adds, the number of participants increases. At themeanwhile,
the number of users with lower price also increases. This is
due to the expected increase in profits that will stimulate the
users’ motivation to participate, which increases the number
of participants and decreases price according to our theory.

Figure 4(b) exhibits the impact of different users with
various sensitivity of privacy leakage levels on their price bid-
ding. Data of the experiment reflect the strong relationship
between user sensitivity of privacy leakage level and their bid-
ding price as we expected in definition. Privacy level 1 is the
lowest level and level 5 is the highest. In all participants, pri-
vacy level 1 is the majority and no users with level 5 take part

in the project. According to the definition of user motivation,
the sensitivity of privacy leakage level indicates user’s possi-
bility of finishing task. The lower the sensitivity of privacy
leakage level is, the more accurate the data the user will send
is, and the chance to join the mission successfully is larger.

Figure 4(c) shows the bidding price of a particular user
who would like to participate. The case starts with budget𝑅𝑖 = 200. Because the motivation of user has the positive
correlation with 𝑅𝑖𝑗, the change of 𝑅𝑖𝑗 will lead to change
in user’s motivation; furthermore, the bidding price will be
influenced bymotivation. In other words, the change of user’s
motivationwill finally reflect on the change of his/her bidding
price and number of tasks he/she wants to participant in.

Figure 5 shows the change of unit price threshold and the
result of user selection in a given subregion. Three cases are
designed to test the performance of MPI mechanism. These
cases start with different budgets: surplus budget 𝑅𝑖 = 50,
excessive budget𝑅𝑖 = 400, and approximate appropriate bud-
get 𝑅𝑖 = 200. In Figure 5(a) the unit price threshold of server
will be adjusted by 𝐴 𝑖 and 𝑅𝑖, which leads to the fluctuation
of number of price thresholds 𝑅𝑖𝑗. And as expected, the unit
price threshold will finally converge to the balanced value no
matter what the initial condition is. The balanced value of 𝑅𝑖𝑗
reflects the average cost of one task for users. Figure 5(b) is
the result of user selection. Results of selection of three cycles
(1st, 6th, and 9th) which start with surplus budget 𝑅𝑖 = 50
are exhibited. In each cycle, we calculate the budget to see the
impact of budget on a number of participants.

We evaluate our reward allocation scheme by compar-
ing its incentive result with three representative allocation
schemes [31]: grey prediction (GP), proportional allocation
(PA), and random allocation (RA). Figure 6 shows the total
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Figure 4: The influence factor of bidding price.

number of received sensing reports using four schemes in
different task cycles. In this figure, EPPI received more
reports at all cycles, whichmeans it achieves the best incentive
effect among all allocation schemes. Compared with other
schemes, EPPI considers the historical distribution of partic-
ipants andmodels the problem specifically with logistic func-
tion. According to Figure 6, the number of reports increases
gradually over time until a steady status is reached. As
the expectation of Algorithm 1, in each cycle, participants
with bidding price lower than the threshold were chosen in
increasing order by price averagely, which makes sure that
the total expense will be minimum. In addition, the average
distribution of task achieves the second target of EPPI.

Figure 7 shows the result of two methods to predict
users’ behavior which have been mentioned in Section 4.3.
Two situations are designed to compare the methods, both
of which have the same condition starting with excessive

budget 𝑅𝑖 = 400. In addition, in order to the better evaluate
the reaction of two methods to the external stimulation, the
number of rated tasks doubled from 20 to 40 in the 4th cycle,
and the number of registered users reduced by half in the
9th cycle. The data of normal distribution model is the result
that only relies on the prediction of unit price calculated by
normal distribution function. And the data of EPPI predic-
tion model is the result using the optimized adjustment
mechanism in EPPI. Obviously, normal distributionmodel is
not accurate enough and the result is always a constant which
cannot be adjusted to deal with different situation. Owing to
the design of adjustment function against external changes,
EPPI are much more robust than the normal distribution
method. In conclusion, the optimization using formula (11)
is necessary and reasonable.

Figures 8 and 9 exhibit the impact of budget and number
of rated tasks on the final expense and number of finished
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tasks. Figure 8(a) shows the adjustment of expense 𝑅𝑖 in the
three cases which start with different budget. Figure 8(b)
shows the adjustment of expense 𝑅𝑖 starting with different
number of rated tasks. Obviously, the expense has the positive
correlationwith𝑅𝑖𝑗 and𝑋𝑖 andwill converge to theminimum
balanced value as the cycle grows. According to the micro
and macroadjustment, the price threshold will adjust and
converge to a balance value to make the rated tasks all
finished, nomatter what the initial conditions are. Under this
value the user selection algorithm will work out a plan which
has the minimum expense.

Figure 9(a) exhibits the number of finished tasks adjust-
ment for the different initial budget value. Figure 9(b) shows
the impact of different number of rated tasks on the number
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Figure 7: Prediction of users’ behavior with two methods.

of finished tasks. The primary object of EPPI is to finish all
the rated tasks. The results of these cases all finally reached
target owing to the adjustment mechanism. The amount of
finished tasks converges to a balance value. And these balance
values of 𝑋𝑖 are converged to equal to the number of rated
tasks.These results of experiments indicate the user incentive
mechanism in EPPI is feasible and effective.

Figure 10 shows the reward payment of six participants.
For good participants (GP), the more they participate in
tasks, the more the E-cents they will obtain. For malicious
participants (MLP)with different attack probabilities, E-cents
ofmalicious participants who have higher attack probabilities
drop down more quickly. But their E-cents are not always
decreasing, because malicious participants may send correct
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Figure 8: Changes of expense over time.

reports to gain E-cent and then send false reports randomly,
known as on-off attacks [24]. However, the E-cents of
malicious participants still maintain a trend of decline and
drop down to a very low level eventually. This is because the
punishment has a larger influence on E-cents compared to
reward.

5.4. Security Analysis

Theorem 3. The server cannot associate a sensing report with
a particular participant.

Proof. No matter participants want to participate in a task
or buy service from the server, they only need to submit E-
cents and their participant IDs are never needed. Suppose
that the server recorded the correlation between E-cents
and participants when giving E-cents to participants. It
implies that the server can associate a participant with its
report by recognizing the pledge of the report. Nevertheless,
since E-cent is bearer currency, a participant can exchange
its E-cents with other participants in the mix zone before
submitting them. Since the exchange of E-cent is random
and anonymous, the original correlation between E-cents and
participants will be broken. The server will not be able to
recognize a participant with its submitted E-cents.

Theorem 4. Multiple reports sent by the same participant are
not linkable.

Proof. Suppose that the server recorded the correlation
between E-cents when giving E-cents to participants. It
implies that the server knows which E-cents are sent to the
same participant and thus can associate multiple reports with
the same participant. But after a participant exchange its E-
cents with others in the mix zone, the original correlation

between E-cents will be broken. Moreover, every time a
participant exchanges E-cents inmix zone, he/she can choose
a different exchanger for eachE-cent.Though one of exchang-
ers is collusion attacker, the attacker can only collude with the
server to recognize the participant once but cannot associate
multiple reports with the same participant.

Malicious participants may try to exploit the flaw of
E-cent operations to obtain additional unfair profits. The
following theorems prove that EPPI is resilient against such
malicious behaviors.

Theorem 5. A malicious participant 𝑃𝑖 cannot get an addi-
tional unfair E-cent by exchanging its fake E-cent 𝑀𝐶𝑖∗ with
another participant 𝑃𝑗.
Proof. When 𝑃𝑗 delivered MC𝑖

∗ to the server for E-cent
renewal, 𝑃𝑗 would be informed that MC𝑖

∗ is fake. Though 𝑃𝑗
has sent MC𝑗 to 𝑃𝑖 during exchange, 𝑃𝑗 still had the copy of
MC𝑗 and knew the secret number 𝑏𝑗 in MC𝑗. Therefore, 𝑃𝑗
could prove the ownership of MC𝑗 by submitting𝐶𝑗 and 𝑏𝑗 to
the server, while 𝑃𝑖 could not. The server would compensate𝑃𝑗 with an E-cent after checking 𝑏𝑗 and 𝐶𝑗. The server also
invalidated MC𝑗 and new E-cent given to 𝑃𝑗. Finally, 𝑃𝑖 did
not get any unfair E-cent from the case. Meanwhile, 𝑃𝑗 did
not suffer any loss.

Theorem 6. A greedy participant 𝑃𝑖 cannot get an additional
unfair E-cent from its exchanger 𝑃𝑗 by launching the dispute
arbitration operation for its own marked E-cent and the
renewal operation of the received marked E-cent.

Proof. When 𝑃𝑖 launched dispute arbitration and proved the
ownership of MC𝑖 with 𝐶𝑖 and 𝑏𝑖, the server would announce
the information to all participants. When 𝑃𝑗 knows MC𝑖 is
invalidated, 𝑃𝑗 could also launch dispute arbitration to prove
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Figure 9: Adjustment of expense and number of finished tasks.
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the ownership ofMC𝑗, whichwould invalidate𝑃𝑖’s newE-cent
𝐶𝑖 during the renewal operation and generate a new E-cent
𝐶𝑖 for 𝑃𝑗. Finally, 𝑃𝑖 did not get any unfair E-cent from the
case. Meanwhile, 𝑃𝑗 did not suffer any loss.

6. Conclusions

This paper firstly proposed a unit bearer exchangeable digital
currency called E-cent and a corresponding incentive mech-
anism EPPI to achieve privacy preservation and incentive

enhancement simultaneously for participatory sensing sys-
tems. E-cent is exchangeable and can be utilized to partic-
ipate in tasks anonymously by participants. EPPI is an E-
cent-based user incentive mechanism, which uses theory in
economics and psychology. It can dynamically adjust the
budget to regulate the number of completed tasks to reach
the amount of rated tasks. It can not only protect the privacy
of participant, but also adjust the distribution of tasks to
participants averagely as well as adjust the cost to minimum.
Extensive simulation results and theoretical analysis have
shown that EPPI is substantially resilient against different
kinds of attacks and achieves both anonymity and incentive
requirement simultaneously.

Notations

𝑈, 𝑃𝑖: Set of participants and the 𝑖th participant
spub, spriv: Public key and private key of the server𝑏𝑖: Secret number of participant 𝑖
MC𝑖: A marked E-cent of participant 𝑃𝑖Γ, 𝜏𝑖: Set of tasks and the 𝑖th task𝑅, 𝑅𝑖: Reward and subtask reward𝐶𝑖: An E-cent of participant 𝑃𝑖𝐴 | 𝐵 : Concatenation of message 𝐴 and message 𝐵.
Definition of Notations for the Subregion

𝑙: The number of subregions𝑅: The total budget of the target region𝑅𝑖: The budget of the 𝑖th subregion𝑅𝑖 : The final cost of the 𝑖th subregion𝑋𝑖: The final number of finished task in 𝑖th
subregion𝜎𝑖: The proportion of unqualified data in 𝑖th
subregion
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𝑁𝑖 : The rated number of task in 𝑖th subregion𝑁𝑖: The actual rated number of task in 𝑖th
subregion𝐴 𝑖: The adjustment coefficient of unit price in𝑖th subregion𝑅𝑖𝑗: The unit price of 𝑗th user in 𝑖th subregion

act𝑖: The number of activated users in 𝑖th
subregion

reg𝑖: The number of registered users in 𝑖th
subregion.

Definition of Notations for the jth User in the ith Subregion

𝑃𝑖𝑗: The privacy level of 𝑗th user in 𝑖th
subregion𝑥rnt: The remaining network traffic of user’s
mobile phone𝑥ent: The expense of network traffic for one task𝑥rp: The remaining power of user’s mobile
phone𝑥pc: The power consumption for one task𝑥𝑝: The performance of user’s mobile phone𝑥id: The idle degree of user𝑥ba: The balance in user’s account𝑥𝑜: Other facts that may influence user’s
decision𝐾𝑖𝑗: The psychological threshold of user to
decide whether participate or not𝑚: The motivation of user to participate in
one task𝑡: The time cost for one task.

Additional Points

We consider the incentive mechanism in preliminary work
not feasible enough for the constraint for this mechanism is
too rigorous. That mechanism intends to incent people to
move to the location as system needs. However, it cannot
be applied to most situations because the incentives offered
to users in that mechanism are far from stimulating users’
movement. So a completely new privacy-preserving incentive
mechanism for participatory sensing systems was designed
(in Section 4). The new mechanism adjusts incent value
in each subregion in order to complete rated tasks rather
than count on movement of users. Also the corresponding
experiments are conducted to verify the design (in Section 5).
The improvement is made on other parts of the paper to
ensure the rationality and validity of our work. The new
content in this paper accounts for over 60%.
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The amount of Internet data is significantly increasing due to the development of network technology, inducing the appearance of
big data. Experiments have shown that deep mining and analysis on large datasets would introduce great benefits. Although cloud
computing supports data analysis in an outsourced and cost-effective way, it brings serious privacy issues when sending the original
data to cloud servers.Meanwhile, the returned analysis result suffers frommalicious inference attacks and also discloses user privacy.
In this paper, to conquer the above privacy issues, we propose a general framework for Preserving Multiparty Data Privacy
(PMDP for short) in cloud computing. The PMDP framework can protect numeric data computing and publishing with the
assistance of untrusted cloud servers and achieve delegation of storage simultaneously. Our framework is built upon several
cryptography primitives (e.g., secure multiparty computation) and differential privacy mechanism, which guarantees its security
against semihonest participants without collusion. We further instantiate PMDP with specific algorithms and demonstrate its
security, efficiency, and advantages by presenting security analysis and performance discussion. Moreover, we propose a security
enhanced framework sPMDP to resist malicious inside participants and outside adversaries. We illustrate that both PMDP

and sPMDP are reliable and scale well and thus are desirable for practical applications.

1. Introduction

With the significantly increasing data size and the rapid
development of the corresponding data analysis technology,
the original data, which usually has characteristics of big
volume, heterogeneity, and low quality, begins to play a very
important role in various fields, such as healthcare, adver-
tisement, government decision-making, and transportation.
This is mainly because making deep mining and analysis
over these large datasets (i.e., big data) would reveal some
hidden and valuable information, and further produces great
benefits. On the other hand, owing to the characters of big
data and the pursuit of better outputs with more complex
analysis, big data processing requires more computational
overhead and resource expenditure, which challenges the
traditional data processing model.

Cloud computing provides a ubiquitous and on-demand
approach of accessing a shared pool of configurable comput-
ing resources, which can be rapidly provisioned and released
with minimal management effort [1]. Therefore, it gives a
desirable platform for big data processing and enables users to
outsource their computations to cloud servers with powerful
computing capabilities sufficient for big data processing. To
this end, users need to outsource their original data to cloud
servers. However, this will bring serious security and privacy
issues, especially when the data is sensitive for users. For
exemplary purpose, we consider the following scenario.

The mobile wearable device has been very popular in
recent years. With a smart band on your wrist, you can not
only collect your own health data like sleep time, heart rate.
and motion trail, but also compare your quantity of motion
with average level or other people’s level. In this case, the data
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containing your privacy is collected, aggregated, analyzed,
and published by businesses with the assistance of cloud
servers, whichmay result in privacy disclosure of users. Some
related reports have been published (https://techcrunch.com/
2016/11/03/fitbit-jawbone-garmin-and-mio-fitness-bands-crit-
icized-for-privacy-failings/). Evenworse, with the appearance
of the sharing economy, user privacy issues become
increasingly prominent. For instance, Uber, which brings
convenience by providing car-ride service, is accused of
allowing its employees to look through and gather users’
travel data and device information at will, and its application
named God View has always been criticized since it can track
users even after they get off the car (https://www.nbcnews
.com/tech/tech-news/uber-fined-settlement-ny-over-god-
view-tracking-n491706.).

To guarantee data confidentiality and preserve user
privacy, various security mechanisms have been developed
and employed in each phase of the data life cycle, which
roughly includes data storage, data processing, and data
publishing (there also exist security issues in the process of
data acquisition and data destruction, but they are out of the
scope of this paper). For example, attribute-based encryption
schemes [2, 3] are used to secure data storage in public
cloud servers, secure multiparty computation schemes [4, 5]
are introduced to protect data aggregation, and differential
privacy mechanisms [6] provide a way to quantize the
disclosed privacy in data publishing. In addition, we also
note that there are several works proposed to protect data
processing and data publishing by combining differential
privacy with other cryptography primitives. However, there
are few studies concerning the entire privacy preservation
throughout the full life cycle of multiparty data, especially
in the context of cloud computing. On the other hand, from
a practical viewpoint, once the data privacy gets exposed in
some phase of the data life cycle, the security mechanisms
deployed in other phases would be useless. Therefore, it is
necessary to conquer the privacy issues of big data in cloud
computing from a global perspective.

1.1. Our Contribution. In this paper we propose a general
framework for Preserving Multiparty Data Privacy (PMDP

for short) in cloud computing, which provides complete
protection throughout the entire life cycle of users’ data
and is suitable for securing multiparty data aggregation
and publication with the assistance of an untrusted cloud
server. Specifically, the contributions of this study can be
summarized as follows:

(1) Based on well studied security mechanisms for pre-
serving user privacy in the process of data storage,
processing, and publishing, respectively, we combine
these techniques in a nontrivial and tight manner and
propose the PMDP framework that covers the full
lifecycle of multiple users’ data.

(2) We present the principles of choosing the building
security mechanisms involved in the PMDP frame-
work and a specific instance. Furthermore, to illus-
trate the advantage and practicability of the PMDP

framework, we evaluate the performance of the

instance in terms of efficiency and functionalities by
comparing it with other related works.

(3) We formally discuss the security of the PMDP frame-
work. Concretely speaking, we reduce its security to
the security of the building mechanisms including
fully homomorphic encryption, secure multiparty
computation, and differential privacy, which are all
with the feature of provable security.Thus, the PMDP

framework is also provably secure.
(4) We put forward a reinforced version of the PMDP

framework named sPMDP, to provide stronger secu-
rity and privacy guarantee. In addition, we also show
the application scenarios of the PMDP and sPMDP

frameworks.

1.2. Outline. The remainder of the paper is organized as fol-
lows. In Section 2, we review the related work on techniques
for data privacy in different phases. Section 3 introduces
some preliminary knowledge used in this paper. The PMDP

framework is presented in Section 4. Section 5 illustrates an
instantiation of the framework. In Section 6, we evaluate the
performance of the framework and discuss its security along
with its application scenarios. We propose the reinforced
framework sPMDP and analyze its security in Section 7.
Finally, some concluding remarks are given in Section 8.

2. Related Work

In this section, under the background of cloud computing,
we briefly introduce the security mechanisms used to protect
data privacy in each phase of the life cycle of data.

Secure Data Storage. When the data storage is outsourced to
cloud servers, data owner completely loses the access control
of his/her data. But data owner hopes that the outsourced data
can only be accessed by authorized users for privacy issues.
A natural solution is to encrypt the data before sending it to
cloud servers so that the users holding corresponding secret
keys can decrypt the data. Although traditional public key
encryption schemes can guarantee data security, they suffer
from the limitation of efficiency. A new approach is identity-
based encryption, but it is faced with some new challenges
[7]. As an extension of identity-based encryption, attribute-
based encryption (ABE) [8] enables the data owner to place
fine-grained access policy over the outsourced data and can
perfectly conquer the problem of securing data storage in
cloud computing. For this reason, many ABE schemes [9, 10]
with extended functionalities have been proposed. In addi-
tion, there are also various privacy-preserving authentication
protocols, like two-factor authentication [11, 12], three-factor
authentication [13, 14], end-to-end authentication [15], and
so on. And some new works focus on practical application
fields, such as smart metering [16], Internet of Things [17],
and WBAN [18].

Secure Data Processing. The purpose of aggregating and
storing data is to make analysis on them and further find the
valuable information. However, when the data is outsourced
to cloud servers with the above encryption mechanisms,

https://techcrunch.com/2016/11/03/fitbit-jawbone-garmin-and-mio-fitness-bands-criticized-for-privacy-failings/
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the data analyst has to download and decrypt the data
before processing it, which is not convenient enough to
satisfy the data analyzing demands under the background of
big data. Fortunately, fully homomorphic encryption (FHE)
[19], which has the feature of allowing cloud servers to
evaluate arbitrary functions on the encrypted data without
decryption, can simultaneously guarantee the security of
the data in phases of storage and processing. Due to its
significant advantages of securing data sharing, many FHE
schemeswere proposed to improve the security and efficiency
of the original one. Besides, some frameworks for efficient
and privacy-preserving outsourced computation have been
proposed based on FHE, such as EPOM [20], POFD [21],
and POCR [22].

Another important security mechanism used to secure
data processing is secure multiparty computation (MPC),
which enables multiple users to perform the assigned com-
putation on their collected data and obtain the computation
result without getting any information about one another’s
data. To improve the efficiency ofMPC in the context of cloud
computing, several variants of MPC have been proposed,
such as on-the-fly MPC [23] and cloud-assisted MPC. In
addition, motivated by security requirements of practical
applications (e.g., outsourced database query, private set
intersection, and information retrieval), some efficient and
specific cloud-based MPC protocols [24, 25] have been
designed.

Secure Data Publishing. The significance of output privacy is
remarkable especially under the background of big data. Due
to the technology upgrade of data mining, preserving data
privacy is getting more and more difficult since the sensitive
information in original data would suffer from direct and
indirect (via inference) exposure during the mining process.
Namely, not only the original data but also the data mining
output can lead to the disclosure of sensitive informa-
tion. So it is necessary to pay attention to output privacy.
Anonymization technologies are widely used to preserve data
privacy in the process of data publishing. Although classical
anonymization methods (e.g., 𝑘-anonymity, 𝑙-diversity, and
𝑡-closeness) have been well studied and there are various
corresponding algorithms, they cannot resist structure-based
deanonymization attacks [26], which implies that the pub-
lished data would reveal user privacy. In contrast, differential
privacy [27] provides strong theoretical guarantees on the
privacy of data by adding noise with specific distributions to
raw data. Roughly, the research of differential privacy applied
to data publishing is comprised of two aspects, interactive
data publishing and noninteractive data publishing. In the
first one, the fundamental methods are about responding to
queries by disturbing the outcome derived from the origi-
nal dataset, including Laplace mechanism and exponential
mechanism [27]. These methods are easy to implement but
the noises achieving privacy protection are relatively big.
Afterwards, researchers developed techniques [28] providing
responses to queries according to the histogram with noise
generated from raw data, which have low sensitivity and
comparatively small noise. As for the noninteractive mode,

the research results at present are mostly focusing on batch
query [29], contingency tab publishing [30], grouping and
generalization [31], and sanitized dataset publishing [32].

Secure Data in Multiphase. The MPC technique can protect
data privacy in the input and computation process, but it
is not designed for output privacy. From the theoretical
perspective, it is obvious that MPC cannot guarantee output
privacy. With the rapid development of database technology
and cloud computing, researchers begin to design security
schemes with the capability of preserving data privacy in
multiple phases of its lifecycle simultaneously. For instance,
Pettai and Laud [33] gave a good example of combining
MPC and differential privacy with reasonable performance
to achieve both computational and output privacy. How-
ever, their framework, which we call DPSharemind, is built
upon GUPT [34], which is secure under the assumption
of the existence of a trusted third party. Consequently, in
the situation where multiple clients intend to delegate the
computation of a joint function on their data to an untrusted
cloud, it can not guarantee the security of the framework.
Bindschaedler et al. [35] showed how to obtain a noisy
(differentially private) aggregation result in a star network
topology using Shamir secret sharing scheme and additively
homomorphic encryption; we call their work DPStar. They
also ensured that the amount of noise in the final result would
neither be reduced by colluding entities nor be influenced by
a cheating aggregator secretly, which had important practical
significance.

3. Preliminaries

In this section we review the concepts of secure multiparty
computation anddifferential privacy, which are building tools
of our PMDP framework.

3.1. Secure Multiparty Computation. Our framework is par-
tially built upon the on-the-fly MPC protocol that is con-
structed from multikey FHE. In this paper we use the
FHE from NTRU encryption scheme of Hoffstein with the
modifications of Stehlé and Steinfeld [36]. So we start from
the NTRU encryption.

NTRU Encryption. The NTRU cryptosystem is constructed
over the ring𝑅 def= Z[𝑥]/⟨𝑥𝑛 + 1⟩, where 𝑛 = 2𝑢 for some
integer 𝑢 ∈ N. Let 𝑞 be an odd prime number and 𝜒 be a
𝐵-bounded distribution over 𝑅 (𝐵 ≪ 𝑞). Denote the poly-
nomial ring 𝑅/𝑞𝑅 by 𝑅𝑞 and the coefficient-wise reduction
modulo 𝑞 into the set {−⌊𝑞/2⌋, . . . , ⌊𝑞/2⌋} by [⋅]𝑞. Roughly,
given a security parameter 𝜅, the NTRU cryptosystem is
specialized as follows.

Keygen(1𝜅): the key generation algorithm samples poly-
nomials𝑓, 𝑔 ← 𝜒 and lets𝑓 = 2𝑓+1. Particularly, if𝑓 is not
invertible in 𝑅𝑞, then 𝑓 is resampled. Denote the inverse of
𝑓 in 𝑅𝑞 by 𝑓−1; then the public key pk and the secret key sk

are calculated as follows:
sk = 𝑓,
pk = ℎ = [2𝑔𝑓−1]

𝑞
. (1)
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Input:
Dataset 𝑇 ∈ R𝑛, length of the dataset 𝑛, privacy parameter 𝜖,
clipping range (𝐵left, 𝐵right).(1) Let 𝑙 = ⌈𝑛0.4⌉

(2) Randomly partition 𝑇 into 𝑙 disjoint blocks 𝑇1, . . . , 𝑇𝑙(3) for 𝑖 = 1 to 𝑙 do
(4) 𝑂𝑇𝑖 ← output of 𝑓DP operates on dataset 𝑇𝑖(5) If 𝑂𝑇𝑖 < 𝐵left, then 𝑂𝑇𝑖 ← 𝐵left(6) If 𝑂𝑇𝑖 > 𝐵right, then 𝑂𝑇𝑖 ← 𝐵right(7) end for
(8) return (1/𝑙) ∑𝑙𝑖=1 𝑂𝑇𝑖 + Lap((𝐵right − 𝐵left)/(𝑙 ⋅ 𝜖));

Algorithm 1: Sample-and-Aggregate algorithm [37].

Enc(pk, 𝑚): the encryption algorithm samples polyno-
mials 𝑠, 𝑒 ← 𝜒 for plaintext 𝑚 ∈ {0, 1}, and outputs the
corresponding ciphertext as follows:

𝑐 = [ℎ𝑠 + 2𝑒 + 𝑚]𝑞 . (2)

Dec(sk, 𝑐): the decryption algorithm decrypts the cipher-
text 𝑐 by computing𝑚 = [𝑓𝑐]𝑞 mod 2.

With the NTRU encryption scheme and the con-
version techniques introduced in [23], we can derive a
multikey fully homomorphic encryption scheme. Denote
by {E(𝑁) = (Keygen,Enc,Dec,Eval)}𝑁>0 the family of the
resulting multikey fully homomorphic encryption schemes
and by 𝑈 the collection of parties. The notation Eval means
the homomorphic evaluation performed by the cloud (relin-
earization and squashing involved in the homomorphic mul-
tiplication are not detailed due to space limitations). Then,
an on-the-fly MPC protocol secure against semimalicious
adversaries can be constructed as follows.

Step 1. For each 𝑖 ∈ 𝑈, the participant 𝑃𝑖 samples a key
tuple (pk𝑖, sk𝑖, ek𝑖) ← Keygen(1𝜅; 𝑟𝑖) and uses pk𝑖 to encrypt
his/her input𝑥𝑖 : 𝑐𝑖 ← Enc(pk𝑖, 𝑥𝑖), where ek𝑖 is an evaluation
key. Then (pk𝑖, ek𝑖, 𝑐𝑖) is sent to a cloud server 𝑆. At this point
a function 𝐹, represented as a circuit 𝐶, has been selected on
{𝑥𝑖}𝑖∈𝑉 for some 𝑉 ⊆ 𝑈. Let𝑁 = |𝑉|.
Step 2. The cloud server 𝑆 performs homomorphic evalua-
tion on ciphertexts

𝑐 ← Eval (𝐶, (𝑐1, pk1, ek1) , . . . , (𝑐𝑁, pk𝑁, ek𝑁)) , (3)

and broadcasts 𝑐 to parties 𝑃1, . . . , 𝑃𝑁.
Step 3. By running a general secureMPCprotocolΠmul

dec , these
parties 𝑃1, . . . , 𝑃𝑁 compute the function

𝑔𝑐 (𝑠𝑘1, . . . , 𝑠𝑘𝑁) ← Dec (𝑠𝑘1, . . . , 𝑠𝑘𝑁, 𝑐) . (4)

The above on-the-fly MPC protocol can be modified to
achieve security againstmalicious adversaries by adding zero-
knowledge proofs and succinct noninteractive arguments of
knowledge system, which is used in both of our frameworks
to guarantee their security property.

3.2. Differential Privacy. Informally, differential privacy guar-
antees that a single record in a dataset being missing has only
limited impact on the outputs of the queries executed on the
dataset. The formal definition is captured as follows.

Definition 1 (𝜖-differential privacy [27]). An algorithm A
satisfies 𝜖-differential privacy (𝜖-DP) if for any pair of neigh-
boring datasets 𝐷 and 𝐷, and any 𝑆 ⊆ Range(A), it holds
that

Pr [A (𝐷) = 𝑆] ≤ 𝑒𝜖 ⋅ Pr [A (𝐷) = 𝑆] , (5)

where Range(A) denotes the collection of all possible outputs
of the algorithmA.

The datasets𝐷 and𝐷 are neighboring provided that they
differ by only one tuple.We denote this by𝐷 ≃ 𝐷.We can see
that the change in the probability distribution of the output
caused by adding/removing any single tuple is bounded by
𝑒𝜖.

As a major 𝜖-differential privacy mechanism, Laplace
mechanism perturbs the output of a function𝑓DP on a dataset𝐷 by adding to 𝑓DP(𝐷) a noise randomly sampled from the
Laplace distribution. We define the global sensitivity of 𝑓DP
as

Δ𝑓 = max
(𝐷,𝐷):𝐷≃𝐷

𝑓DP (𝐷) − 𝑓DP (𝐷) . (6)

Then a Laplace mechanismA𝑓 is given as follows:

A𝑓DP (𝐷) = 𝑓DP (𝐷) + Lap(Δ𝑓𝜖 ) , (7)

where

Lap (𝑏) def= Lap (𝑥 | 𝑏) = 1
2𝑏exp (−

|𝑥|
𝑏 ) . (8)

Sample-and-Aggregate.TheSample-and-Aggregate technique
provides a way to lower the global sensitivity and improve
the parallel degree of algorithm and further results in a
differentially private method of computing a function 𝑓. The
basic mechanism is specified as shown in Algorithm 1.
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4. Our Framework

In this section, we first introduce the entities involved in
the PMDP framework and then provide an overview of
the PMDP framework, followed by its details. Before present-
ing the details of our framework, we summarize the basic
notations used throughout this paper in Notations.

4.1. Involved Entities. The PMDP framework involves the
following entities:

(1) Completely trusted authority: the authority takes
charge of producing secret keys for all legal system
users. Since the authority can decrypt any ciphertext
generated by any user, we thus suppose that it is
completely trusted.

(2) Semitrusted cloud server: a cloud server has powerful
resources of storage and computation that can be
easily accessed when required by system users. In the
framework it is in charge of performing evaluation
part of FHE in a MPC protocol and is assumed to
be semitrusted. Namely, the cloud server will honestly
complete the given computation assignments but will
try to learn the information of the outsourced data.

(3) Systemusers: in the PMDP framework, several system
users can compute the value of a public function on
their private data. Each participant is associated with
a unique identifier 𝑃𝑖 (𝑖 = 1, 2, . . . , 𝑁) and holds the
corresponding secure key issued by the authority. Let
𝑈 be the collection of all parties. Each user is possible
to be corrupted by adversaries, which results in the
disclosure of the user’s secret key.

(4) Malicious adversaries: in fact, malicious adversaries
do not participate in the procedure of the PMDP

framework. But they do exist when we consider
the security of the framework. In this paper, only
adversaries that can corrupt any subset of 𝑡 < 𝑁
parties are considered. In the privacy analysis of our
framework, we assume that adversaries have strong
background knowledge.

4.2. Overview of the PMDP Framework. Roughly, the PMDP
framework is a nontrivial and tight integration of MPC and
DP proposed by using the Sample-and-Aggregate mecha-
nism, and the enhanced framework sPMDP in Section 7 is
also nontrivial and even tighter because it is based on PMDP
and its noise addition part is conducted on the cloud in the
evaluation stage of MPC.

The PMDP framework consists of the following six
stages.

Stage 0. Initially, the authority sets up the system by gener-
ating public parameters and corresponding secret keys. Like
most of other frameworks, the setup procedure is important
to make it work correctly.

Stage 1. Each participant encrypts his/her private data with
a multikey fully homomorphic encryption scheme and out-
sources the resulting ciphertext to the cloud server.

Stage 2. The cloud server identifies the parties involved in the
multiparty computation of the corresponding ciphertexts and
partitions them into some blocks.

Stage 3. The cloud server operates on the encrypted data with
on-the-fly MPC and outputs the calculated results to their
corresponding blocks in the form of ciphertext.

Stage 4. These parties in the same block decrypt the returned
ciphertext. Furthermore, all these decrypted results from dif-
ferent blocks are aggregated into a final result in accordance
with the partition and sample method in the second stage.

Stage 5. Finally, to ensure output privacy, a designated
participant first runs a differential privacy mechanism on the
final result and then publishes the designated result.

4.3. Details of the PMDP Framework. Now we present the
details of the PMDP framework. As shown in Figure 1, the
entire procedure is comprised of the following phases.

4.3.1. System Setup. Initially, the authority makes the frame-
work specific by choosing appropriate algorithms for each
part and presetting related parameters. Since our framework
is mainly based on the on-the-fly MPC from multikey FHE,
the following components are necessary:

(a) A collection of multikey fully homomorphic encryp-
tion schemes with semantical security

E = {E(𝑁) = (Keygen,Enc,Dec,Eval)}
𝑁>0

. (9)

(b) A NIZK argument system

Ωenc = (Setupenc, Proveenc,Verifyenc, Simenc) , (10)

for the NP relation

𝑅enc = {((pk, 𝑐) , (𝑥, 𝑠)) | 𝑐 = Enc (pk, 𝑥; 𝑠)} . (11)

(c) An adaptively extractable SNARK system

Φ = {SetupΦ, ProveΦ,VerifyΦ,ExtΦ} , (12)

for all of NP.
(d) A family of collision-resistant hash functions

H = {𝐻hk : {0, 1}∗ → {0, 1}𝜅}
hk
. (13)

(e) An𝑁-party MPC protocol Πmul
dec secure against mali-

cious adversaries corrupting 𝑡 < 𝑁 parties, for
computing the family of decryption functions

𝑔𝑐,pk1,ek1 ,...,pk𝑁,ek𝑁 ((sk1, 𝑟1) , . . . , (sk𝑁, 𝑟𝑁))
def= {{{

Dec (sk1, . . . , sk𝑁, 𝑐) , if Pversuc,
⊥, otherwise,

(14)

where

Pversuc = {(pk𝑖, sk𝑖, ek𝑖) = Keygen (1𝜅; 𝑟𝑖) , ∀𝑖 ∈ [𝑁]} . (15)
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Figure 1: The PMDP Framework.

In addition, the method of sampling and partitioning
Ψ𝑆&𝑃 should also be determined in this part, after which
the aggregation mechanism Λ agg would be explicit. Note
that we use differential privacy in the last stage. Since
there are several available mechanisms to achieve differential
privacy and many variants of the original definition of 𝜖-
differential privacy, participants should pay attention to select
an appropriate one in the light of the function to be computed
on the cloud sever.

Moreover, the authority specializes the NIZK proof sys-
tem Ωenc according to a security parameter 𝜅 and send the
resulting common reference string crsenc to the cloud server
and all parties. The privacy budget 𝜖 in differential privacy is
also initialized.

4.3.2. Data Encryption and Uploading. In this phase all
parties encrypt their data and upload them to the cloud
server, before making the decision of performing which kind
of multiparty computation on the outsourced data. Namely,
this phase can be completed in an offline way, which reduces
the communication delay of the framework. Specifically, to

encrypt his/her data 𝑥𝑖, each party 𝑃𝑖 ∈ 𝑈 runs the following
algorithms:

(pk𝑖, sk𝑖, ek𝑖) ← Keygen (1𝜅; 𝑟𝑖) ,
𝑐𝑖 ← Enc (pk𝑖, 𝑥𝑖; 𝑠𝑖) ,

𝜋enc𝑖 ← Prove
enc ((pk𝑖, 𝑐𝑖) , (𝑥𝑖, 𝑠𝑖)) .

(16)

In addition, 𝑃𝑖 samples a hash key hk𝑖 and computes
a hash value of the ciphertext as𝑑𝑖 = 𝐻hk𝑖

(𝑐𝑖). Moreover,
𝑃𝑖 generates a tuple of verification reference string and
private verification key (vrs𝑖, priv𝑖) ← SetupΦ(1𝜅). After that,
𝑃𝑖 sends the tuple (pk𝑖, ek𝑖, 𝑐𝑖, 𝜋enc𝑖 , hk𝑖, 𝑑𝑖, vrs𝑖) to the cloud
server and keeps the corresponding secret/private keys and
random values as secret.

Note that after receiving the tuple from 𝑃𝑖, the cloud
server will check whether the ciphertext 𝑐𝑖 is well formed by
verifying the associated proof 𝜋enc𝑖 .

4.3.3. Sampling andPartitioning. In this phase all participants
agree on the mechanism of sampling and partitioning. So far,
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there are a variety of sampling and partitioning mechanisms
with different features for differential privacy when dealing
with datasets, such as random sampling, uniform (fixed size)
sampling, fraction sampling, Bernoulli sampling, random
partitioning, and cell-based and kd-tree-based partitioning.
Such mechanisms can not only decrease the sensitivity of
the function to be computed, but also make the computation
paralleled on the cloud server.

Typically, if sampling is not necessary, random partition-
ing is a common choice due to its simplicity, effectiveness,
and practicability. This is the first step of the well-known
Sample-and-Aggregate algorithm. By randomly partitioning
the original dataset 𝐺 into 𝑙 disjoint subsets {𝐺𝑗 | 1 ≤
𝑗 ≤ 𝑙} with almost the same size, we can perform the secure
delegation of multiparty computation on each subset in the
next phase. When the original dataset is partitioned, the
corresponding collection of parties 𝑈 is also partitioned into
several subsets {𝑈𝑗 | 1 ≤ 𝑗 ≤ 𝑙}. The parties belonging to the
same 𝑈𝑗 form a group.

It is suggested that the size of the blocks obtained
from sampling and partitioning should be in the range of
(𝑁0.5, 𝑁0.6), since a too big size makes the sampling and
partitioning operation meaningless, and a too small size will
threaten the data privacy of participants.

4.3.4. Homomorphic Evaluation. In this phase the cloud
server first represents the function 𝐹 to be computed as a
circuit 𝐶, and then performs the multiparty computation on
each subset 𝐺𝑗 (1 ≤ 𝑗 ≤ 𝑙).

Concretely, for each 𝑗 ∈ {1, . . . , 𝑙}, let the size of 𝐺𝑗 be𝑁, and the corresponding parties be {𝑃1, . . . , 𝑃𝑁}. The cloud
server computes

𝑜𝑗 ← Eval (𝐶, (𝑐1, pk1, ek1) , . . . , (𝑐𝑁, pk𝑁, ek𝑁)) , (17)

and produces succinct arguments {𝜑𝑖}𝑖∈[𝑁] for the following
NP language:

𝐿 = {(pk𝑖, ek𝑖, hk𝑖, 𝑑𝑖) | ∃ (𝑐1, �̃�enc1 ) , . . . , (𝑐𝑁, �̃�enc𝑁 ) s.t. 𝑑𝑖
= 𝐻hk𝑖

(𝑐𝑖) , Verifyenc ((pk𝑖, 𝑐𝑖) , �̃�enc𝑖 ) = 1, 𝑜𝑗
= Eval (𝐶, (𝑐1, pk1, ek1) , . . . , (𝑐𝑁, pk𝑁, ek𝑁))} .

(18)

4.3.5. Decryption and Aggregation. In this phase all partici-
pants decrypt the evaluated ciphertext and further aggregate
the resulting data.

First, for 𝑗 = 1 to 𝑙, each participant 𝑃𝑖 belonging
to the group 𝐺𝑗 runs the algorithm VerifyΦ({(pk𝑖, ek𝑖, hk𝑖,𝑑𝑖)}𝑖∈[𝑁], 𝜑𝑖) to verify the validity of the argument 𝜑𝑖. If the
verification is successful for all parties in the same group, then
the MPC protocol Πmul

dec is performed to compute

𝑂𝑗 = 𝑔𝑜𝑗 ,pk1 ,ek1 ,...,pk𝑁,ek𝑁 ((sk1, 𝑟1) , . . . , (sk𝑁, 𝑟𝑁))
def= {{{

Dec (sk1, . . . , sk𝑁, 𝑜𝑗) , if Pversuc,
⊥, otherwise.

(19)

Second, these participants from different groups merge
their outputs into a common output by performing the
aggregation mechanism

𝑂 ← Λ agg ({𝑂𝑗, 𝑗 = 1, . . . , 𝑙}) . (20)

To simplify the above aggregation procedure, the party
with the most computing power in each group will be
assigned as the agent of the group, and all these agents are
designated to accomplish the aggregation work. Moreover,
the aggregation procedure can also be outsourced to the cloud
server by using a secure delegation protocol, for example, the
cloud-assisted MPC from threshold FHE [5].

4.3.6. Privacy-Preserving Result Release. To preserve the
output privacy well, in this phase, the noise generated by
differential privacy mechanisms is added to the aggregated
output. Specifically, the following issues should be syntheti-
cally considered by parties before sampling the noise.

First, since there are a few variants of 𝜖-differential
privacy, it is necessary and important tomake a proper choice
among them according to the participants’ requirements.
Particularly, the (𝜖, 𝛿)-differential privacy is the most widely
used one and is adaptable to the situation with less restriction
of privacy loss. Personalized differential privacy provides
more accurate control of the consumption of privacy budget
at an individual level and is usually used in interactive
queries. Concentrated differential privacy gives high proba-
bility bounds for cumulative loss of numerical computations
and works well in the aspect of preserving group privacy. All
in all, the choice should be based on the computation to be
made on the cloud server and the desired privacy-preserving
level.

Second, researchers have developed several differential
privacy mechanisms, which can achieve the same DP defini-
tion in different application scenes. For example, the Laplace
mechanism can achieve 𝜖-DP for real valued queries, while
the exponential mechanism is a 𝜖-DP method of sampling
from a discrete set of candidate outputs. Thus, if parties
want to publish their average wage in a differentially private
way, the Laplace mechanism is available; but if they want to
release the result of their secure voting for a new leader, the
exponential mechanism is a better option.

Third, by the definition of differential privacy, we know
that the sensitivity of the function is an important parameter
in the specific realization of differential privacy. Additionally,
the computation outsourced to the cloud server and the used
aggregation mechanism significantly affect the magnitude of
sensitivity.Therefore, it is essential to pay attention to both of
them.

The last issue needed to be considered is which party
should be responsible for generating, handling, and adding
the noise. It seems that any party can take on such a task.
But this is built upon the assumption that all parties are at
least semihonest without collusion in the result release phase.
Otherwise, malicious participants may try to reduce the
differential privacy of honest participants through sampling
a noise that is smaller than the required magnitude, and
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semihonest participants may collude to disclose the informa-
tion of honest participants by sharing their input data and
subtracting the noise term from the published result. In our
framework we assume that all participants are honest, or at
least semihonest without collusion in this phase. As a result,
the output privacy can be guaranteed by selecting an agent of
all parties to run the differential privacy mechanism on the
aggregated result.

5. An Instantiation of the Framework

In this section, to illustrate the effectiveness of the PMDP

framework, we present an instance of the PMDP framework
and show how to use it to solve the problem that 𝑁
parties securely compute and publish their average wage
with the help of a semitrusted cloud sever. Specifically, this
instantiated framework consists of the following stages.

Stage 0. The authority chooses the following cryptographic
primitives:

(a) The family of multikey FHE schemes proposed by
Stehlé and Steinfeld [36]

ELA

= {E(𝑁) = (KeygenLA,EncLA,DecLA,EvalLA)}𝑁>0 .
(21)

(b) The NIZK argument system constructed by Groth et
al. [38]

Ωenc
LA = (SetupencLA , ProveencLA ,VerifyencLA , Simenc

LA ) , (22)

for the NP relation

𝑅enc = {((pk, 𝑐) , (𝑥, 𝑠)) | 𝑐 = Enc (pk, 𝑥; 𝑠)} . (23)

Let crsenc be the common reference string for Ωenc
LA .

(c) The adaptively extractable SNARK system presented
by Bitansky et al. [39]

ΦLA = {SetupΦLA, ProveΦLA,VerifyΦLA,ExtΦLA} , (24)

for all of NP.
(d) The family of cryptographically collision-resistant

hash functions HmacSHA256

H
I = {𝐻I

hk : {0, 1}∗ → {0, 1}256}
hk
. (25)

(e) The cloud-assisted 𝑁-party MPC protocol proposed
by Asharov et al. [5] for computing the family of
decryption functions

𝑔LA𝑐,pk1 ,ek1 ,...,pk𝑁,ek𝑁 ((sk1, 𝑟1) , . . . , (sk𝑁, 𝑟𝑁))
def= {{{

DecNTRU (sk1, . . . , sk𝑁, 𝑐) , if P256versuc,
⊥, otherwise,

P256versuc

= {(pk𝑖, sk𝑖, ek𝑖) = Keygen (1256; 𝑟𝑖) , ∀𝑖 ∈ [𝑁]} .

(26)

Stage 1. Each party 𝑃𝑖 ∈ 𝑈 first performs the following
algorithms:

(ℎ𝑖, 𝑓𝑖, (𝛾(𝑖), 𝜁(𝑖))) = (pk𝑖, sk𝑖, ek𝑖) ← KeygenLA (1𝜅; 𝑟𝑖) ,
𝑐𝑖 = [ℎ𝑖𝑠𝑖 + 2𝑒𝑖 + 𝑥𝑖]𝑞 ← Enc (pk𝑖, 𝑥𝑖; 𝑠𝑖) ,
𝜋enc𝑖 ← Prove

enc ((pk𝑖, 𝑐𝑖) , (𝑥𝑖, 𝑠𝑖)) ,
𝑑𝑖 =H

I
hk𝑖
(𝑐𝑖) ,

(vrs𝑖, priv𝑖) ← Setup
Φ
LA (1256) ,

(27)

where 𝑠𝑖, 𝑒𝑖 are randomly sampled from 𝜒 and 𝑥𝑖 is 𝑃𝑖’s wage
(the new symbols 𝛾(𝑖), 𝜁(𝑖) are related to ek, which can be
further referred to in [23]).

Then, 𝑃𝑖 sends the tuple (pk𝑖, ek𝑖, 𝑐𝑖, 𝜋enc𝑖 , hk𝑖, 𝑑𝑖, vrs𝑖) to
the cloud server, who will verify the correctness of the
proof 𝜋enc𝑖 . These values (𝑓𝑖, 𝑟𝑖), (hk𝑖, 𝑑𝑖), and priv𝑖 are locally
maintained by 𝑃𝑖.
Stage 2. After gathering the encrypted data from all parties,
the cloud sever forms them as a ciphertext dataset 𝐺.
Then, by calling the Sample-and-Aggregate algorithm [37],
it randomly partitions 𝐺 into 𝑙 = ⌊𝑁0.4⌋ disjoint subsets
{𝐺𝑗 | 1 ≤ 𝑗 ≤ 𝑙}, which are with almost the same size.
Meanwhile, the collection of all parties 𝑈 is also partitioned
into several corresponding groups {𝑈𝑗 | 1 ≤ 𝑗 ≤ 𝑙}.
Stage 3. Since the problem is to compute the average wage of
all parties, the cloud server needs to conduct the mean value
function

𝐹avr = 1
𝑁 ⋅
𝑁

∑
𝑖=1

𝑥𝑖, (28)

which is represented as a circuit 𝐶avr. To this end, for each
subgroup 𝐺𝑗 = {𝑃1, . . . , 𝑃𝑁𝑗} (1 ≤ 𝑗 ≤ 𝑙), the cloud server
computes

𝑜𝑗
← EvalLA (𝐶avr, (𝑐1, ℎ1, ek1) , . . . , (𝑐𝑁𝑗 , ℎ𝑁𝑗 , ek𝑁𝑗)) ,

(29)

and generates the succinct arguments {𝜑𝑖}𝑖∈[𝑁𝑗] for the follow-
ing NP language:

𝐿𝑗 = {{(pk𝑖, ek𝑖, hk𝑖, 𝑑𝑖)}𝑖∈𝑁𝑗 | ∃ (𝑐1, �̃�enc1 ) , . . . ,
(𝑐𝑁𝑗 , �̃�enc𝑁𝑗 ) s.t. 𝑑𝑖 = 𝐻I

hk𝑖
(𝑐𝑖) ,

Verify
enc ((pk𝑖, 𝑐𝑖) , �̃�enc𝑖 ) = 1, 𝑜𝑗

= Eval (𝐶, (𝑐1, pk1, ek1) , . . . , (𝑐𝑁𝑗 , pk𝑁𝑗 , ek𝑁𝑗))} .

(30)

Stage 4. Fist, each party𝑃𝑖 belonging to𝑈𝑗 (1 ≤ 𝑗 ≤ 𝑙) runs the
algorithmVerifyΦLA({(pk𝑖, ek𝑖, hk𝑖, 𝑑𝑖)}𝑖∈[𝑁𝑗], 𝜑𝑖) to verify the
argument 𝜑𝑖. If verification is successful for all parties in the
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same group, they perform the cloud-assisted MPC protocol
to compute the following function.

𝑂𝑗 = 𝑔LA𝑜𝑗 ,ℎ1 ,ek1 ,...,ℎ𝑁,ek𝑁 ((𝑓1, 𝑟1) , . . . , (𝑓𝑁𝑗 , 𝑟𝑁𝑗))

def= {{{
[𝑓1 ⋅ ⋅ ⋅ 𝑓𝑁𝑗 ⋅ 𝑜𝑗]𝑞 (mod 2) , if P256versuc,
⊥, otherwise.

(31)

Then, the cloud server broadcasts (𝑐, 𝜑1, . . . , 𝜑𝑁𝑗) to all the
parties 𝑃1, . . . , 𝑃𝑁𝑗 in the same group 𝑈𝑗 together with the
tuple {(ℎ𝑖, ek𝑖, hk𝑖, 𝑑𝑖)}𝑖∈[𝑁𝑗].

Then, the agent in the group 𝐺𝑗 computes

𝑂𝑗 =
{{{{
{{{{{

𝐵left, if 𝑂𝑗 < 𝐵left,
𝑂𝑗, if 𝐵left ≤ 𝑂𝑗 ≤ 𝐵right,
𝐵right, if 𝑂𝑗 > 𝐵right,

(32)

where 𝐵left, 𝐵right are the left and right bounds in the Sample-
and-Aggregate algorithm.

Furthermore, all agents calculate the following function
with the help of on-the-fly MPC protocol:

𝑂 = 1𝑙 ⋅
𝑙

∑
𝑗=1

𝑂𝑗. (33)

Stage 5. All parties vote for a publisher from all subgroup
agents and authorize him/her to sample a noise

𝜂0 ← Lap(𝐵right − 𝐵left𝑙 ⋅ 𝜖 ) , (34)

and publish the finial average wage of all parties as

𝑂DP = 𝑂 + 𝜂0, (35)

where 𝜖 is the privacy budget.
6. Performance Discussion and
Security Analysis

In this section we first systematically analyze the security of
the PMDP framework along with its application scenarios.
Then, we roughly discuss the performance of the PMDP

framework in terms of computation overhead and security
property.

6.1. Security Analysis. To simplify the security analysis of
the PMDP framework, we separate participants into two
categories, honest and semihonest, as in the security analysis
of MPC protocol. On the other hand, the cloud server
is always assumed to be untrusted. In addition, since the
framework uses the differential privacy mechanism, we thus
take the background knowledge attack into consideration.
Below we present the security analysis of our framework in
honest model and semihonest model, respectively. Since we
extend the security models in traditional MPC protocols to

those in our sPMDP framework, in the following security
analysis we mainly focus on demonstrating that the output
privacy cannot be violated since the input and computational
privacy are already proven to be guaranteed by former works
on MPC [23].

6.1.1. HonestModel. Wefirst show that the PMDP framework
does preserve the data privacy under the assumption that
all participants are honest and do not attempt to get others’
information.That is, each participant will honestly follow the
framework procedure as required.

Specifically, in Stage 2of the framework, each participant’s
data is encrypted with FHE and then outsourced to the
cloud server. Thus, the data privacy in the storage phase is
ensured by the security of the underlying FHE. In Stage 4, all
data are computed in the form of ciphertext with on-the-fly
MPC protocol based on multikey FHE, whose security and
correctness have been proved before. Therefore, data privacy
in the processing phase is also protected, which means that
each participant will only know his/her input and the output
of his/her group. The operations of sampling, partitioning,
and aggregation in Stages 3 and 5 do not influence the
data privacy or the correctness of intermediate results if
chosen appropriately, though there may be accuracy loss.The
aggregated result is transformed into differentially private
form and published in Stage 6, which ensures the output
privacy owing to the theoretical guarantee of differential
privacy. To sum up, in the honest model, we can see that
the PMDP framework preservers the data privacy of all
participants throughout its lifecycle, without affecting the
data usability.

Although the framework in the honest model is very
simple and seems to be idealized, it can be deployed in
particular applications. An actual example is that some
medical facilities try to obtain meaningful insights on health
according to analyses of their clients’ health data. Obviously,
these facilities have the need for health data storage, process-
ing, and release. By calling our framework, these facilities
can be regarded as participants, whose data is taken good
advantage of without any risk of privacy disclosure. In this
instance, the medical facilities only care about the features,
objective laws, and tendency of the collectivity rather than
information of individuals, so it complies with the definition
of honest model.

6.1.2. Semihonest Model. In the semihonest model, a semi-
honest participant will follow the framework procedure
but will also try to learn information about other parties.
Moreover, a semihonest participant may collude with others,
including other semihonest participants and external adver-
saries with background knowledge. In this work we assume
that there is at least one honest party in the collection of all
parties. We will show that the PMDP framework is secure
only when there is no collusion in the semihonest model.

Firstly, we consider the noncolluding situation. For a
semihonest participant 𝑃𝑠 ∈ 𝑈𝑠, he/she knows his/her input𝑥𝑠 ∈ 𝐺𝑠, the local result of his/her group 𝑂𝑠, the aggregated
global result of all groups𝑂, the noise 𝜂0, and the output𝑂DP.
Besides, he/she knows the method of sampling, partitioning,
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Table 1: Comparisons of security properties with other related works.

Related works Delegation
of storage

Input
privacy

Computational
privacy

Output
privacy

Cloud-
assisted

Distributed
computing Server type Security model

GUPT [34] × × × √ √ × Trusted Noncolluding & Semihonest

DPSharemind [33] × √ √ √ √ √ Trusted Noncolluding & Semihonest

DPStar [35] × √ √ √ √ × Untrusted Semihonest

PMDP √ √ √ √ √ √ Untrusted Noncolluding & Semihonest

sPMDP √ √ √ √ √ √ Untrusted Malicious

The security model is about the types of the participants of the works.

and aggregation, the function 𝐹 computed on the cloud
server, and who are in the same group 𝑈𝑠 with him/her. If
he/she does not collude with anyone, he/she can not infer
anyone’s input from what has been known, and the reason
is not far to seek. From what has been known, 𝑃𝑠 has the
following equation.

𝐹 ({𝑥𝑖 | 𝑥𝑖 ∈ 𝐺𝑠}) = 𝑂𝑠. (36)

As we suggested before, the size of each group is at least
⌈𝑁0.5⌉. Considering our framework is designed to meet the
challenge of big data privacy, we can assume that 𝑁 ≥ 10,
which implies that |𝐺𝑠| ≥ 3. For 𝑃𝑠, he/she only knows 𝑥𝑠, so
there are at least 2 unknown elements in (36), meaning that
it is unsolvable and 𝑃𝑠 can not get others’ inputs.

Now we consider the colluding situation. We present
two possible attacks aiming at the PMDP framework from
semihonest participants colluding with others.

Case 1. In each group 𝑈𝑗, there is only one honest party 𝑃∗;
the others are semihonest and can collude with one another.
Then, these semihonest parties can infer the input of 𝑃∗ as
follows. Recall that in the following equation:

𝐹 (𝑥1, 𝑥2, . . . , 𝑥𝑃∗ , . . . , 𝑥𝑁) = 𝑂𝑗, (37)

the only unknown variable is 𝑥𝑃∗ . It is not hard to solve (37)
if the function 𝐹 is not too complicated. If there is an external
adversary who corrupts 𝑁 − 1 parties of an 𝑁-party group,
he/she can conduct a similar attack.

Case 2. In each group 𝑈𝑗, there is only one semihonest party
𝑃∘, and the others are honest. Suppose that the party 𝑃∘ is
corrupted by an external adversary with strong background
knowledge; for example, the adversary knows the input of
each party in 𝐺𝑗 except a party 𝑃∗. Then, the adversary
can obtain 𝑂𝑗 from 𝑃∘ and launch an attack by solving the
equation in Case 1 to get 𝑥𝑃∗ .

We note that an entity whowants to attack the framework
must possess the inputs of at least𝑁−1 parties in an𝑁-party
group. The condition is a little strict, but if the cloud server
is corrupted and the sampling and partitioning method is
decided by the cloud server, it will be much easier.

The above two cases suggest that the framework may
suffer from potential attacks when some participants are
semihonest. To avoid these attacks in the semihonest model,
the framework needs to be reformed.

6.2. Performance Discussion. Since the PMDP framework
involves several general security mechanisms, it is difficult to
accurately evaluate its computation and computation costs.
Thus, we show its efficiency by discussing the performance of
the instance presented in prior section.

In the instance, each general party 𝑃𝑖, who is not assigned
to be an agent, needs to generate his/her public/secret keys
and perform encryption and NIZK operations in Stage 2.
Moreover, 𝑃𝑖 is also in charge of running the verification and
decryption algorithms in Stage 5. Thus, 𝑃𝑖’s computation cost
is roughly the same as that of each party in an on-the-fly
MPC protocol. According to López-Alt et al.’s [23] analysis,
we know that the computation cost of each general party 𝑃𝑖
is at most polylogarithmic in the circuit size |𝐶| and the total
size of all inputs and polynomial in his/her own input 𝑥𝑖. For
an assigned agent, he/she has an extra calculation task, that
is, the aggregation operation. Mostly, the aggregation com-
plexity is O(|𝑈𝑗|) for the agent of group𝑈𝑗. In addition, since
we assume that the cloud server has sufficient computation
resources, we thus omit its computation overhead.

In Table 1 we compare the PMDP framework with other
related works from the aspect of security properties, includ-
ing delegation of storage, privacy in different processes, the
reliability of cloud server, security model, and whether they
support distributing computation. We select three represen-
tative works for comparison, namely, the GUPT system [34],
the scheme designed by Pettai and Laud [33], which we call
DPSharemind, and the protocol from Bindschaedler et al.
[35], which we call DPStar. The last row is about the sPMDP

framework, which we will introduce later.
From Table 1, we can see that overall PMDP overweighs

the works in the first three rows. Firstly, PMDP enjoys the
advantage in delegation of storage, which is important in the
era of big data. This is because it employs FHE, while GUPT

does not consider data storage and both DPSharemind and
DPStar employ secret sharing, thus breaking the integrity of
data. Consequently, all works but GUPT can provide lifelong
data privacy guarantee, covering input privacy, computa-
tional privacy, and output privacy. All of the works can be
cloud-assisted, but only PMDP and DPStar allow the cloud
server to be untrusted. The security model is mainly about
the participants of the works. We have shown that PMDP

is secure under noncolluding semihonest model, and this is
where it is weaker than DPStar. However, DPStar does not
support distributed computing; only PMDP and DPShare-
mind do since they use sampling and aggregation. In order
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Figure 2: Security enhanced PMDP framework.

to make up for the shortcoming of PMDP in security model,
we propose the sPMDP framework in the next section.

Before introducing sPMDP, we further illustrate the dif-
ferences between PMDP and DPStar, which is a latest public
work in addressing the privacy concerns related tomultiparty
computation. The fundamental difference is that DPStar

uses Shamir secret sharing and homomorphic encryption,
and PMDP uses on-the-fly MPC from multikey FHE. As
a result, the security model of PMDP can be strengthened
easily while that of DPStar can not. Besides, in [35] DPStar

is firstly introduced as a summation protocol and extended
to other queries including count queries, histograms, and
linear combinations, meaning that it has to be readjusted
and several new operations have to be added when facing
different queries. By contrast, PMDP is a framework and
all of its details have been explained; thus it can be easily
applied to different queries. So the generality and usability
of DPStar is not as well as PMDP. From what has been
mentioned above, we can conclude that DPStar has good
security properties and important practical significance, and
our PMDP framework has advantage over it in delegation of
storage, distributed computing, generality, and usability. As
a reinforced version of PMDP, sPMDP also has advantage
over DPStar in security model, and we prove this in the next
section.

7. Security Enhanced PMDP Framework

Themain reason that the PMDP framework suffers from the
above attacks is that too much information is accessible to

participants. If the intermediate result 𝑂𝑗 of each group 𝐺𝑗
is unknown to each one, then some attacks are not effective
anymore. Furthermore, the aggregated result 𝑂 and noise 𝜂0
should also be not available to any participant; otherwise the
adversary with strong background knowledge might be able
to infer users’ inputs. Motivated by the above observations,
we propose a security enhanced PMDP framework (sPMDP

for short).
Since the initialization mechanism and cryptography

primitives used in the sPMDP framework are similar to
that in PMDP, we briefly introduce its details. As shown in
Figure 2, the sPMDP framework consists of the following
stages.

Stage 0. Initialize the system as in the PMDP framework.

Stage 1.𝑁 parties encrypt their inputs withmultikey FHE and
upload the resulting ciphertexts to the cloud server.

Stage 2. Parties decide the method of sampling and partition-
ing and obtain groups {𝐺𝑗 | 1 ≤ 𝑗 ≤ 𝑙∗}.
Stage 3. Each party samples a noise 𝜂𝑖 as the agent does in
the PMDP framework, and all parties calculate the ciphertext
of the average noise of all parties with the help of an on-the-fly
MPC protocol. Particularly, we use the protocol without the
decryption, and the ciphertext of average noise will be used
in the next stage. The average noise is denoted by 𝜂 and its
ciphertext is denoted by 𝜂enc.The value of 𝜂will not be known
by any entity in the whole procedure.
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Stage 4. All parties (or an agent of all parties) firstly merge
the original function𝐹 to be computed on each group and the
aggregation function for all groupsΛ agg into one function𝐹,
which is taken as inputs of all parties’ inputs

𝐹 = Merge (𝐹, Λ agg)
= Λ agg ({𝐹 (𝐺𝑗) , 𝑗 = 1, . . . , 𝑙∗}) .

(38)

Moreover, let 𝐹∗ denote the sum of 𝐹 and 𝜂:
𝐹∗ = 𝐹 + 𝜂. (39)

Then, the function 𝐹∗ is represented as a circuit 𝐶∗, and the
cloud server computes

𝑜∗ ← Eval (𝐶∗, (𝑐1, pk1, ek1) , . . . , (𝑐𝑁, pk𝑁, ek𝑁)) . (40)

The cloud server also produces succinct arguments {𝜑∗𝑖 }𝑖∈[𝑁]
for the NP language 𝐿∗ similar to the language 𝐿 in the
original framework.

Stage 5. Each party 𝑃𝑖 runs the algorithm
Verify

Φ ({(pk𝑖, ek𝑖, hk𝑖, 𝑑𝑖)}𝑖∈[𝑁] , 𝜑∗𝑖 ) , (41)

to verify the validity of the argument 𝜑∗𝑖 . If the verification is
successful for all parties in the same group, they run anMPC
protocol Π∗dec to compute the function

𝑂DP = 𝑔𝑜∗ ,pk1 ,ek1,...,pk𝑁,ek𝑁 ((sk1, 𝑟1) , . . . , (sk𝑁, 𝑟𝑁))
def= {{{

Dec (sk1, . . . , sk𝑁, 𝑜∗) , if Pversuc ,
⊥, otherwise,

Pversuc

= {(pk𝑖, sk𝑖, ek𝑖) = Keygen (1𝜅; 𝑟𝑖) , ∀𝑖 ∈ [𝑁]} ,

(42)

and 𝑂DP is released as the final result.
As to the security of sPMDP against malicious adver-

saries, we prove it from two different perspectives. Firstly,
we demonstrate the security by theoretical proof. The differ-
ence between PMDP and sPMDP is obvious. In sPMDP, we
integrate the operations of sampling, aggregation, generating,
and adding noise into the on-the-fly MPC scheme, thus
letting the on-the-fly MPC scheme provide global security
guarantee. The aim of merging functions is to turn the
original evaluation function and the function of average noise
addition into one function conducted by the cloud, thus pro-
tecting the amount of noise against malicious participants.
Another advantage of merging functions besides enhancing
security is that it optimizes the structure of PMDP frame-
work, reducing participants assignments and achieving a bet-
ter combination between different techniques. So sPMDP is a
tighter combination between MPC protocol and differential
privacy. It has been proved in [23] that the on-the-fly MPC
scheme is secure against malicious adversary, which means
that sPMDP is secure undermaliciousmodel. So the security

property of sPMDP is better than PMDP and DPStar. It is
remarkable that the computation of encrypted average noise
also uses the on-the-fly MPC scheme, thus ensuring that no
one will know about others’ noise or the value of average
noise.

Now we roughly explain the security of the sPMDP

framework from another perspective. Note that each party
in sPMDP only knows his/her own input 𝑥𝑖, noise 𝜂𝑖, and the
final result𝑂DP. With all these values, each party can only get
the equation

𝐹∗ (𝑥𝑖, 𝜂𝑖, 𝑖 = 1, . . . , 𝑁) = 𝑂DP; (43)

that is to say

𝐹 (𝑥𝑖, 𝑖 = 1, . . . , 𝑁) + 1
𝑁𝑈
𝑁𝑈∑
𝑖=1

𝜂𝑖 = 𝑂DP. (44)

Because there is at least one honest party, w.l.o.g., we assume
that party 𝑃∗ is honest, who will not reveal his input 𝑥𝑃∗ and
noise 𝜂𝑃∗ to others.Therefore there are at least two unknowns,
namely, 𝑥𝑃∗ and 𝜂𝑃∗ , in (44) for parties other than 𝑃∗. From
the perspective of solutions of the equation, the equation
has infinitely many solutions when it has more than one
unknown with no more conditions. Therefore the input and
the noise of party𝑃∗will always be unknown to others. Again,
we see that in sPMDP the privacy of honest parties will be
preserved.

As the cost of stronger security guarantees, the com-
putation overhead of each party in sPMDP is larger than
that in PMDP, and the additional part comes from the
computation of the encrypted average noise in Stage 4.
Overall, its computation cost also follows the on-the-flyMPC
protocol.

8. Conclusion

In this work we focus on the problem of how to pre-
serve multiparty data privacy throughout its lifecycle in
cloud computing and propose a privacy-reserving framework
named PMDP. This framework is built upon the on-the-fly
MPC, sampling, partitioning, and aggregation mechanisms,
and differential privacy, thus guaranteeing input privacy,
computational privacy, and output privacy in cloud com-
puting simultaneously, even if the cloud server is untrusted.
The security analysis shows that the framework can achieve
intended security goals in the honestmodel. To conquer those
potential attacks in the semihonest model, we further present
a security enhanced PMDP framework. The performance
discussion indicates that the proposed framework owns
advantages in security guarantees and thus is more desirable
for secure multiparty data aggregation and publishing.

Notations

𝑞: An odd prime number
𝑅: A polynomial ring
𝜒: A distribution over a polynomial ring
𝜅: Security parameter
𝑚, 𝑐: Plaintext and its ciphertext
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(pk𝑖, sk𝑖, ek𝑖): The public, secret, and evaluation key
𝑜, 𝑂: Some intermediate results in a framework
𝜖: The privacy budget
Δ𝑓: The sensitivity of 𝑓DP
A: An algorithm satisfying 𝜖-differential privacy
Range(A): All possible outputs ofA
𝐷,𝐷: A pair of neighboring datasets
𝑂DP: The differentially private output
𝑓DP: A function on dataset
𝐵left, 𝐵right: Clipping range
𝑃𝑖: The participant of the framework
𝑁: The number of participants
𝑥𝑖: The input of a participant
𝑙, 𝑙∗: The number of blocks (groups)
𝑇, 𝑇𝑖: The original dataset and its subsets
E: The original dataset and its subsets
Φ: An adaptively extractable SNARK system
Ωenc: A NIZK argument system
𝑅enc: NP relation
H: A family of collision-resistant hash function
Πdec: An𝑁-party decryption MPC protocol
𝑔[⋅]: Decryption functions
hk𝑖: Hash keys
𝑑𝑖: The hash digest of the ciphertext
𝜋enc𝑖 : A NIZK of the ciphertext
vrs𝑖: A verification reference string
priv𝑖: A private verification key
Pversuc: The verification of argument is successful
crsenc: Security parameter
𝑈,𝑈𝑗: The set of parties and its subset
𝐺,𝐺𝑗: The set of all parties’ data and its subset
𝑃∗: An honest participant
𝑃𝑠, 𝑃∘: Semihonest participants
Λ agg: The aggregation function
𝑟𝑖: Random value
𝑓, 𝑔, 𝑠𝑖, 𝑒𝑖: Polynomials sampled from some distribution
𝐹: The function that multiparties want to

compute
𝐹: The mergence of 𝐹 and aggregation function
𝐹∗: The sum of 𝐹 and average noise
𝐶, 𝐶∗: The circuit of 𝐹 and 𝐹∗
𝜂𝑖: The random noise following some

distribution
𝜂, 𝜂enc: Average noise and its ciphertext.

Conflicts of Interest

The authors declare that they have no conflicts of interest

Acknowledgments

This work was supported in part by the National Nature
Science Foundation of China under Grant 61702549, Grant
61502527, and Grant 61379150 and in part by the Open Foun-
dation of State Key Laboratory of Networking and Switching
Technology (BeijingUniversity of Posts and Telecommunica-
tions) under Grant SKLNST-2016-2-22.

References

[1] M. Armbrust, A. Fox, R. Griffith et al., “A view of cloud
computing,” Communications of the ACM, vol. 53, no. 4, pp. 50–
58, 2010.

[2] Z. Fu, X. Wu, C. Guan, X. Sun, and K. Ren, “Toward efficient
multi-keyword fuzzy search over encrypted outsourced data
with accuracy improvement,” IEEE Transactions on Information
Forensics and Security, vol. 11, no. 12, pp. 2706–2716, 2016.

[3] Z. Xia, X. Wang, X. Sun, and Q. Wang, “A Secure and Dynamic
Multi-Keyword Ranked Search Scheme over Encrypted Cloud
Data,” IEEE Transactions on Parallel and Distributed Systems,
vol. 27, no. 2, pp. 340–352, 2016.
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With the advent of big data era, clients who lack computational and storage resources tend to outsource data mining tasks to cloud
service providers in order to improve efficiency and reduce costs. It is also increasingly common for clients to perform collaborative
mining to maximize profits. However, due to the rise of privacy leakage issues, the data contributed by clients should be encrypted
using their own keys.This paper focuses on privacy-preserving 𝑘-means clustering over the joint datasets encrypted undermultiple
keys. Unfortunately, existing outsourcing 𝑘-means protocols are impractical because not only are they restricted to a single key
setting, but also they are inefficient and nonscalable for distributed cloud computing. To address these issues, we propose a set of
privacy-preserving building blocks and outsourced 𝑘-means clustering protocol under Spark framework.Theoretical analysis shows
that our scheme protects the confidentiality of the joint database and mining results, as well as access patterns under the standard
semihonest model with relatively small computational overhead. Experimental evaluations on real datasets also demonstrate its
efficiency improvements compared with existing approaches.

1. Introduction

With tremendous amount of data collected each day, it
is increasingly difficult for resource-constrained clients to
perform computationally intensive tasks locally. There are
numerous cases regarding this, such as mobile phones or
sensors in the IoT system with limited battery and small
companies that lack hardware and software infrastructures.
Thus, it is a viable option to outsource data mining tasks
to Cloud Service Provider (CSP) which provides massive
storage and computation power in a cost-efficient way [1]. By
leveraging the cloud platforms, a great many giant IT com-
panies have offered machine learning services to help clients
to train and deploy their own models, for example, Amazon
Machine Learning [2], Google Cloud Machine Learning
Engine [3], and IBM Watson [4]. Despite the advantages,
privacy issues are the critical concerns for cloud users to
employ these services. For many data records may contain
sensitive information, such as health condition, financial
records, and location information, outsourcing them in plain

form inevitably reveals personal privacy to CSP which may
be untrustworthy or even malicious. For instance, it is
favorable to improve the diagnosis accuracy by utilizing
data mining techniques over medical records gathered from
multiple patients [5], while releasing such information to
public directly is prohibited by laws in many countries,
for example, HIPAA [6]. Thereby, appropriate mechanisms
should be designed to guarantee that the outsourced mining
tasks are executed in a privacy-preserving manner.

In this paper, we focus on privacy protection techniques
on outsourced 𝑘-means clustering, which is a widely used
data mining algorithm in the fields of image analysis, infor-
mation retrieval, pattern recognition, and so on. The out-
sourcing datasets are contributed by multiple data owners
who are willing to collaborate in outsourced clustering in
order to obtain more accurate results. Normally, the data
records are encrypted via cryptographic tools to prevent them
frombeing disclosed to other parties.The goal of our solution
is to let cloud servers perform clustering over the encrypted
data.
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Traditional privacy-preserving clustering schemes can-
not be directly adopted to address the privacy issues for
outsourcing.They aim at computing clusters through interac-
tions among different data holders without revealing respec-
tive data to others [7–9], whereas, in our case, the data are
stored and processed by the cloud rather than clients them-
selves.

Most existing works on outsourced privacy-preserving
clustering require cloud clients to utilize the same key for data
encryption [10–15]. In practice, sharing the same encryption
key has some disadvantages: (1) for symmetric encryption
scheme, compromised data owners can easily decrypt other
owners’ encrypted data if they launch eavesdropping attacks,
which suites the case in [10–14]; (2) for asymmetric encryp-
tion, if the datasets are encrypted under cloud’s public key,
data owners cannot decrypt their uploaded data due to not
knowing the private key [15]. Oneway to solve this is allowing
data owners to encrypt their data by their own keys, but this
calls for computation over encrypted data under multiple
keys (denoted by multikey). The only work [16] concerning
multikey clustering was constructed on the multiplicative
transformation method proposed in [17], whereas their pro-
posed solutions expose all owners’ keys to the query user,
which causes security risks if the user is compromised.

Another issue of current research is that their threat
models do not suffice higher level attacks. The essence of
underlying schemes in [10, 14, 16] is to apply random matrix
to encrypt data. These are secure against known-sample
attack [17] (namely, attacker only knows some instances). But
if attacker also knows the corresponding encrypted values
of some data (i.e., chosen plaintext attack), the remaining
instances may be recovered by setting up enough equations.
In addition, the fully homomorphic encryption (FHE) used
in [12, 13] is not secure according to [18]. Furthermore, access
patterns (assignment of data objects, etc.) are disclosed to
cloud servers [14, 16]. They may be used to derive sensitive
information regardless of data encryption, as indicated by [19,
20]. Last but not least, few works consider combining their
privacy-preserving techniques with large-scale data process-
ing frameworks for boosting efficiency.

To address these challenges, we propose a novel solu-
tion for Privacy-Preserving 𝑘-means Clustering Outsourcing
under Multikeys (PPCOM), which enables distributed cloud
servers to perform clustering collaboratively over the aggre-
gated datasets with no privacy leakage. Specifically, the major
contributions of this paper are fourfold:

(i) Firstly, our solution allows the cloud to perform arith-
metic computations over encrypted data under mul-
tiple keys. It is achieved by transforming ciphertexts
under different keys into ones under the unified key
through the double decryption cryptosystem. Since
the encryption scheme is only partially homomor-
phic, we propose a secure addition subprotocol under
the noncolluding two-server model, which does not
reveal anything about input or output, including the
input ratio. Based on these, the cloud can compute
Euclidean distances between records and cluster cen-
ters.

(ii) Secondly, we propose two secure primitives to eval-
uate equality test and compare ciphertexts, address-
ing the problem that encrypted data are incom-
parable because of probabilistically random distri-
bution. These two are further utilized in other
privacy-preserving building blocks, including mini-
mum Euclidean distance computing and encrypted
bitmap converting, as well as cluster center updat-
ing.

(iii) Thirdly, on the basis of those privacy-preserving
building blocks, we design PPCOM protocol by inte-
grating Spark framework to accelerate the outsourc-
ing process, which works in distributed cloud envi-
ronments. Moreover, PPCOM requires no clients’
participation after they upload their encrypted data-
sets under their own private keys.

(iv) Fourthly, theoretical analysis demonstrates that the
proposed protocol not only protects the privacy of
aggregated data records and clustering centers, but
also hides access patterns under the semihonest
model. Experimental results on real dataset shows
that PPCOM is much more efficient than existing
methods in terms of computational overhead.

The rest of the paper is organized as follows. Section 2
reviews the related works. In Section 3, we describe the
preliminaries required in the understanding of our proposed
PPCOM. In Section 4, we formalize the system model,
threat model, and design objectives. The design details of the
proposed privacy-preserving building blocks as well as out-
sourcing protocol are presented in Section 5. We provide
security analysis in Section 6. Section 7 shows the theoretical
and experimental evaluation results. Finally, we conclude the
paper and outline future work in Section 8.

2. Related Work

There have been a lot of works on privacy-preserving dis-
tributed 𝑘-means clustering [7–9].These works have different
security requirements and design goals compared with our
work. In the distributed setting where data are partitioned
among multiple parties, the clustering task is undertaken
by data holders instead of centralized servers. Generally,
their schemes exploit secure multiparty computation (SMC)
techniques so as to preclude one’s data frombeing disclosed to
the others except the final results. Whereas, in terms of clus-
tering outsourcing, data owners intend to transfer the major
workloads to cloud servers for the sake of reducing costs and
improving efficiency. During the entire outsourcing process,
all the inputs and outputs, as well as intermediate results, are
supposed to be encrypted to ensure confidentiality.

As for outsourced 𝑘-means clustering, Liu et al. [12] first
leveraged FHE technique to perform outsourced clustering.
To compare encrypted distances, their approach requires
data owner to provide trapdoor information during each
iteration, which entails heavy overhead on clients. To reduce
the amount of data owner participation, Almutairi et al. [13]
presented an efficient mechanism by using the concept of an
UpdatableDistanceMatrix (UDM).Nevertheless, bothworks
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reveal partial privacy to cloud servers, such as the size of each
cluster and the distance between data object and centroid.
Moreover, the encryption scheme adopted in [12, 13] is not
secure according to [18].

Another line of research for outsourced clustering is to
use distance-preserving data perturbation or transformation
techniques to encrypt dataset [21]. Keeping the distance after
encryption enables the cloud to update clusters indepen-
dently without data owner’s involvement, which achieves
approximate efficiency compared with unencrypted data.
However, as [17, 22] pointed out, these solutions are weak
in security. Specifically, if attackers obtain some original
instances (i.e., known-sample attack (KSA) [17]), the rest
may be recovered by identifying corresponding encrypted
ones and setting up enough equations. The work by Lin [11]
focused on kernel 𝑘-means instead of standard 𝑘-means to
avoid the preserving-distance vulnerability of random trans-
formation. For outsourced collaborative data mining, Huang
et al. [16] utilized asymmetric scalar-product-preserving
encryption (ASPE) proposed in [17] that is resilient to KSA
to compare distances. However, Yao et al. [23] demonstrated
that ASPE is vulnerable to the linear analysis attack (LAA)
[23]. To accelerate clustering efficiency, much research [24,
25] has been done to integrate MapReduce into 𝑘-means
algorithm and optimize its performance, while few of them
take privacy protection into account. Most recently, a secure
scheme based on MapReduce to support large-scale dataset
was proposed by Yuan and Tian [14]. By preserving the sign
of encrypted distance difference like ASPE, their approach
enables the cloud to assign data object to its closest cluster. It is
resistant against both KSA and LAA. Unfortunately, none of
the previously mentioned encryption schemes were formally
proved to be secure against chosen plaintext attack (CPA);
meanwhile some sensitive information, such as assignment of
data objects and size of clusters, is directly disclosed to cloud
servers.

To further reenforce security, Rao et al. [15] proposed a
semantic secure scheme for outsourced distributed clustering
over the aggregated encrypted data from multiple users.
Based on Paillier cryptosystem, their solution protects not
only confidentiality of data contents, but also access patterns
from cloud servers and other users. In addition, participation
of users is no longer required during outsourcing. Their
design objective is similar to ours, except that their protocol
does not support computation under multikeys and Spark
framework. Besides, the cost of secure comparison is too
heavy since each input has to be decomposed into encrypted
bits by calling SBD subroutine [26].Thiswill be demonstrated
in the experimental evaluations in Section 7. In regard
to computation under multikey setting, López et al. [27]
proposed a new FHE; however its efficiency suffers from
complex key-switching and heavy interactions among users.
There are other works that utilize double decryption mecha-
nism [28] or proxy reencryption technique [29] to convert
ciphertext keys, allowing two servers to conduct addition
andmultiplication operations undermultikeys. Nevertheless,
these basic operations still cannot fulfill the need to perform
more sophisticated data mining computations, for example,
similarity measurement.

3. Preliminaries

In this section, we briefly introduce the typical 𝑘-means clus-
tering algorithm and public key cryptosystem with double
decryption mechanism, serving as the basis of our solution.

3.1. 𝑘-Means Clustering. Given records 𝑡1, . . . , 𝑡𝑙, the 𝑘-means
clustering algorithm partitions them into 𝑘 disjoint clusters,
denoted by 𝑐1, . . . , 𝑐𝑘. Let 𝜇𝑖 be the centroid value of 𝑐𝑖. Record𝑡𝑗 assigned to 𝑐𝑖 has the shortest distance to 𝜇𝑖 compared with
its distances to other centroids, where 𝑖 ∈ [1, 𝑘] and 𝑗 ∈ [1, 𝑙].
Let𝑉𝑙×𝑘 be the matrix defining the membership of records, in
which 𝑉𝑖,𝑗 ∈ {0, 1}, for 1 ≤ 𝑖 ≤ 𝑙, 1 ≤ 𝑗 ≤ 𝑘. Note that the 𝑖th
record belongs to 𝑐𝑗 if 𝑉𝑖,𝑗 = 1; otherwise, 𝑉𝑖,𝑗 = 0.

Initial 𝑘 records are selected randomly as cluster centers𝜇1, . . . , 𝜇𝑘.Then the algorithmexecutes in an iterative fashion.
For 𝑡𝑖, the algorithm computes Euclidean distance between𝑡𝑖 and every centroid 𝜇𝑗 for 1 ≤ 𝑗 ≤ 𝑘 and updates 𝑉
according to argmin𝑗‖𝑡𝑖−𝜇𝑗‖2, that is, assigns 𝑡𝑖 to the closest
cluster 𝑐𝑗. Later, the centroid 𝜇𝑗 is derived by computing the
mean values of attributes of records belonging to 𝑐𝑗. With the
updated 𝑐1, . . . , 𝑐𝑘, the clustering algorithm begins the next
iteration. Finally, the algorithm terminates if the matrix 𝑉
does not vary any more or if a predefined maximum count
of iterations is reached [10].

3.2. Public Key Cryptosystem with Double Decryption. Pub-
lic key cryptosystem with double decryption mechanism
(denoted by PKC-DD) allows an authority to decrypt any
ciphertext by using the master secret key without consent
of corresponding owner. In this paper, we use the scheme
proposed by Youn et al. [30] as our secure primitive, which
is more efficient than the scheme in [31] in that Youn
et al.’s approach applies smaller modulus in cryptographic
operations. The major steps are shown in the following.

(i) Key generation (KeyGen(𝜅) → 𝑁, 𝑔,msk, pk, sk):
given a security parameter 𝑘, the master authority
chooses two primes 𝑝 and 𝑞 (|𝑝| = |𝑞| = 𝜅) and
defines 𝑁 = 𝑝2𝑞. Then it chooses a random number𝑔 inZ∗

𝑁 such that the order of 𝑔𝑝 = 𝑔𝑝−1mod𝑝2 is 𝑝.
The master secret key msk = (𝑝, 𝑞) is known only to
the authority.The public parameters are𝑁, 𝑔. A cloud
user picks a random integer sk ∈ {0, 1, . . . , 2𝜅−1 − 1}
as secret key and computes pk = 𝑔sk mod𝑁 as public
key.

(ii) Encryption (Enc(pk, 𝑚) → 𝐶): the encryption algo-
rithm takes the message 𝑚 ∈ Z𝑁 and pk as inputs
and outputs 𝐶 = (𝐴, 𝐵), where 𝐴 = 𝑔𝑟mod𝑁, 𝐵 =
pk𝑟 ⋅ 𝑚mod𝑁, and 𝑟 is a random 𝜅 − 1 bit integer.

(iii) Decryption with user key (uDec(sk, 𝐶) → 𝑚): the
decryption algorithm takes ciphertext 𝐶 and sk as
inputs, and outputs the message 𝑚 by computing𝑚 ← 𝐵/𝐴sk mod𝑁.

(iv) Decryption with master key (mDec(msk, pk, 𝐶) →𝑚): given msk, pk, and 𝐶, the authority decrypts 𝐶
by factorizing𝑁. The secret key of 𝐶 can be obtained
by computing sk ← 𝐿(pk𝑝−1)/𝐿(𝑔𝑝), where function
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𝐿 is defined as 𝐿(𝑥) = (𝑥 − 1)/𝑝. Then,𝑚 is recovered
by computing𝑚 ← 𝐵/𝐴sk mod𝑁.

By applying the general conversion method in [32],
the scheme was claimed to be IND-CCA2 secure under
the hardness of solving the 𝑝-DH Problem [30]. However,
Galindo and Herranz [33] have constructed an attack by
generating invalid public keys and querying for the master
decryption, which may lead to factorization of 𝑁. To solve
this, we adopt a slightmodification of the scheme by checking
the validity of the secret key, as proposed in [33]. If sk ≥ 2𝜅−1,
the master entity outputs a rejection message; otherwise, the
decryption proceeds as usual.

4. Problem Statement

In this section, we formally describe our systemmodel, threat
model, and design objectives.

4.1. System Model. In our system model depicted in Figure 1,
there are two types of entities, that is, Cloud Users and Cloud
Service Provider. Cloud Users consist of Data Owners and
Query Client. The Cloud Service Provider can be divided
into Storage and Computation Provider and Cryptographic
Service Provider. Storage and Computation Provider is com-
posed of dozens of Executing Servers, whereasCryptographic
Service Provider comprises a Key Authority Server and a
group of Assistant Servers. The description of each party is
given as follows.

(1) Data owner (DO): DO is the proprietor of a large
dataset. Due to lack of hardware and software
resources, DO prefers to outsource his data to the
cloud for storage and collaborative datamining.There
are DO1, . . . ,DO𝑛 in the system. DO𝑖 has dataset 𝐷𝑖

which contains 𝑚 attributes and 𝑙𝑖 records, for 𝑖 ∈[1, 𝑛]. The total number of records is 𝐿 = ∑𝑛
𝑖 𝑙𝑖.

(2) Query client (QC): QC is an authorized party
requesting 𝑘-means clustering tasks over the federate
datasets. QC should not be involved in outsourced
computation and should be able to decrypt the result
with his own secret key.

(3) Executing worker (EW): EW server is a cluster node
within Storage and Computation Provider, which is
responsible for storing DO’s dataset and performing
computation over them. There are EW1, . . . ,EW𝜃 in
the system. They together constitute a parallel Spark
cluster, working on the same distributed file system
like HDFS and providing cloud users with massive
storage and computing power.

(4) Key authority (KA): KA belongs to Cryptographic
Service Provider, which is assigned with distribution
and management of public parameters and pub-
lic/private keys, as well as the master key of the
cryptosystem.

(5) Assistant worker (AW): AW is also part of Crypto-
graphic Service Provider. AW server holds the public/
private keys generated by KA, with which AW is able

to assist EW to execute a series of privacy-preserving
building blocks. We assume that there are 𝜗 AWs,
that is, AW1, . . . ,AW𝜗. All AWs andKA constitute the
cluster of Cryptographic Service Provider. Note that
they offer sufficient computing power for temporal
tasks, while they do not store the combined database.

Previous study has shown that it is impossible to imple-
ment a noninteractive protocol in the single server setting
under the partially homomorphic encryption scheme [34]. So
at least two servers are required to complete the outsourced
computation [35]. In design of the systemmodel, we take into
account the situation that there are usually a large number of
servers in one CSP. Moreover, it is feasible to propose secure
outsourcing protocols through the cooperation between
cloud servers from different CSPs. ∀𝑖 ∈ [1, 𝑛], DO𝑖 generates
its own key pair pk𝑖/sk𝑖 using the parameters produced by
KA and encrypts 𝐷𝑖 with pk𝑖 before uploading it to EW.
With the joint datasets as inputs, the distributed cloud servers
are scheduled to perform 𝑘-means clustering algorithm in a
privacy-preserving manner.

4.2. Threat Model. In our threat model, all cloud servers
and clients are assumed to be semihonest, which means
that they strictly follow the prescribed protocol but try to
infer private information using the messages they receive
during the protocol execution. This assumption is consistent
with existing works [11–16] on privacy-preserving clustering
in cloud environment. Furthermore, the cloud servers have
some prior knowledge regarding distribution of owners’
datasets that may be used to launch inference attacks by
analyzing access patterns [19]. DOs, QCs, EWs, AWs, and KA
are also interested in learning plain data belonging to other
parities. Therefore, a CPA adversary A is introduced in the
threat model. The target of A is to decrypt the ciphertexts
from the challenge DO and challenge QC with the following
abilities:

(i) Amay compromise all the EWs to guess the plaintexts
of received ciphertexts fromDOs andAWs during the
execution of the protocol.

(ii) Amay compromise all the AWs and KA to guess the
plaintext values of ciphertexts sent from EWs during
the protocol interactions.

(iii) Amay compromise one ormoreDOs andQCs except
the challengeDO and the challengeQC to decrypt the
ciphertexts belonging to the challenge party.

Nevertheless, we assume that the adversary A cannot com-
promise EWs and AWs and KA simultaneously; otherwise,
A is able to decrypt any ciphertext stored on Storage and
Computation Provider with the keys from Cryptographic
Service Provider. In other words, there is no collusion
between these two cloud providers, whereas servers within
the provider itself may collude with each other. We remark
that such assumptions are typical in adversary models used
in cryptographic protocols (e.g., [15, 28, 36]), in that cloud
providers aremostly competitors and economically driven by
different business models.
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Figure 1: System model.

4.3. Design Objectives. Given the aforementioned system
model and threat model, our design should achieve the fol-
lowing objectives:

(i) Correctness: if the cloud users and servers both follow
the protocol, the final decrypted result should be the
same as in the standard 𝑘-means algorithm.

(ii) Data confidentiality: nothing regarding the contents
of datasets 𝐷1, . . . , 𝐷𝑛 and cluster centers 𝜇1, . . . , 𝜇𝑘,
as well as the size of each cluster, should be revealed
to the semihonest cloud servers.

(iii) Access pattern hidden: access patterns of clustering
process, such as which records are assigned to which
clusters, should not be revealed to the cloud to prevent
any inference attacks [37].

(iv) Efficiency: most computation should be processed by
cloud in an efficient way, while DOs and QCs are not
required to be involved in the outsourced clustering.

5. The PPCOM Solution

In this section, we first discuss a set of privacy-preserving
building blocks. Then the complete protocol of PPCOM is
presented.

Recall that, in Section 3.1, the semihonest but noncollud-
ing cloud servers need to cooperate to perform computation
over encrypted data under PKC-DD scheme. At first, KA
takes a security parameter 𝜅 as input and generates public
parameter (𝑁, 𝑔) and master secret key msk by executing
KeyGen(𝜅). Also, KA generates a key pair pk𝑢/sk𝑢 used to
unify ciphertext encryption key. After that, pk𝑢/sk𝑢 and msk
are sent to AWs, while (𝑁, 𝑔) is distributed to DOs and QC,
which are used to produce their own key pair pk𝑖/sk𝑖 for𝑖 ∈ [1, 𝑛]. Their generated public keys are sent back to KA
for management. Hereafter, let Encpk(⋅) denote the under-
lying encryption and uDecsk(⋅) and mDecsk(⋅) denote user-
side decryption and master-side decryption, respectively. |𝑥|
represents the bit length of 𝑥.

5.1. Privacy-Preserving Building Blocks. We present eight
privacy-preserving building blocks under multikeys. Five
of them aim at solving basic operations over ciphertexts,
including ciphertext transformation, multiplication, addi-
tion, equality test, andminimum, while the rest are especially
designed for outsourced clustering.

It can be apparently observed that the underlying encryp-
tion scheme is multiplicatively homomorphic due to the
following equation:

(𝑔𝑟1 , pk𝑟1 ⋅ 𝑚1) × (𝑔𝑟2 , pk𝑟2 ⋅ 𝑚2)
= (𝑔𝑟1+𝑟2 , pk𝑟1+𝑟2 ⋅ 𝑚1 ⋅ 𝑚2) = Encpk (𝑚1 ⋅ 𝑚2) , (1)

where Encpk(𝑚𝑖) = (𝑔𝑟𝑖 , pk𝑟𝑖 ⋅ 𝑚𝑖), for 𝑖 = 1, 2. This
property is so critical that multiplication over ciphertexts can
be evaluated by one EW server independently, as long as the
encryptions are under the same public key. Hereafter, “×”
denotes multiplication operation in the encrypted domain
while “⋅” represents multiplication in the plaintext domain.

5.1.1. Secure Ciphertext Transformation (SCT) Protocol. Given
that EW holds Encpk𝑥(𝑚), and AW holds (msk, pk𝑦), the goal
of the SCT protocol is to transform encrypted message 𝑚
under public key pk𝑥 into another ciphertext under public
key pk𝑦. During execution of SCT, the plaintext𝑚 should not
be revealed to EW or AW; meanwhile the output Encpk𝑦(𝑚)
is only known to EW. The complete steps are shown in
Algorithm 1.

To start with, EW generates a number 𝑟 ∈𝑅Z𝑁, which
means that 𝑟 is randomly picked inZ𝑁. Note that |𝑟| < |𝜅−1|
ensures that 𝑟 is invertible inZ𝑁 due to GCD(𝑟,𝑁) = 1.Then
we exploit multiplicative homomorphic property of PKC-DD
to blind 𝑚 from AW, even if it is able to decrypt Encpk𝑥(𝑟 ⋅𝑚) via using msk. Finally, EW removes the randomness by
multiplying the encrypted inverse of 𝑟 due to Encpk𝑦(𝑚) =
Encpk𝑦(𝑟 ⋅ 𝑚 ⋅ 𝑟−1mod𝑁). SCT protocol is especially useful
for converting data under different encryption keys into ones
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Require: EW has Encpk𝑥 (𝑚), pk𝑥, and pk𝑦; AW has msk, pk𝑥, and pk𝑦.
(1) EW:

(a) Generate a random number: 𝑟 ∈𝑅Z𝑁, s.t., |𝑟| < |𝜅 − 1|;
(b) Compute Encpk𝑥 (𝑟 ⋅ 𝑚) ← Encpk𝑥 (𝑚) × Encpk𝑥 (𝑟);
(c) Send Encpk𝑥 (𝑟 ⋅ 𝑚) to AW;

(2) AW:
(a) Decrypt 𝑟 ⋅ 𝑚 ← mDec(msk, pk𝑥,Encpk𝑥 (𝑟 ⋅ 𝑚));
(b) Encrypt Encpk𝑦 (𝑟 ⋅ 𝑚) ← Enc(pk𝑦, 𝑟 ⋅ 𝑚);
(c) Send Encpk𝑦 (𝑟 ⋅ 𝑚) to EW;

(3) EW:
(a) Compute Encpk𝑦 (𝑚) ← Encpk𝑦 (𝑟 ⋅ 𝑚) × Encpk𝑦 (𝑟−1);

Algorithm 1: SCT(Encpk𝑥 (𝑚), pk𝑦) → Encpk𝑦 (𝑚).

under the same key so that EW can perform homomorphic
operation.

5.1.2. Secure Addition (SA) Protocol. It takes Encpk𝑢(𝑚1) and
Encpk𝑢(𝑚2) held by EW and sk𝑢 held by AW as inputs.
The output is the encrypted addition of 𝑚1 and 𝑚2, that
is, Encpk𝑢(𝑚1 + 𝑚2), which is only known to EW. As
the encryption scheme is not additively homomorphic, it
requires interactions between EW and AW.

To preclude AW from obtaining 𝑚1 and 𝑚2, a straight-
forward solution for EW is to blind the inputs with a
random value 𝑟 by multiplying Encpk𝑢(𝑟), where 𝑟 ∈𝑅Z𝑁 and
GCD(𝑟,𝑁) = 1.Then the encrypted randomized data are sent
to AW. Since AW holds the secret key, it is able to get 𝑟 ⋅ 𝑚1,𝑟⋅𝑚2 through decryption.The randomized addition (denoted
by 𝜔) is computed by 𝑟 ⋅ 𝑚1 + 𝑟 ⋅ 𝑚2mod𝑁. After that, AW
encrypts 𝜔 and sends it back to EW who can get the desired
output by running Encpk𝑢(𝜔) × Encpk𝑢(𝑟−1). Nevertheless, it
is very possible that partial privacy is revealed to AW. This is
because the ratio of inputs can be calculated via 𝑚1/𝑚2 ←𝑚1 ⋅ 𝑟/𝑚2 ⋅ 𝑟, which may be utilized to distinguish inputs. As
our threat model assumes the semihonest servers have some
background knowledge of dataset distribution, it is effortless
for AW to find correlations between encrypted records and
known samples. Therefore, to achieve the privacy-preserving
guarantees, disclosing input ratio should be prohibited dur-
ing SA execution.

We propose an enhanced SA protocol still under two-
server model, which protects confidentiality of inputs and
outputs as well as intermediate results. There are five steps in
SA, the details of which are presented in Algorithm 2.

During Step (1), the cloud EW generates a set of random
numbers, namely, {𝑟𝑖 ∈ Z𝑁, 𝜌𝑗 ∈ Z𝑁 | 𝑖 = 1, . . . , 3, 𝑗 =1, . . . , 4}, and calculates their corresponding encryptions
under pk𝑢. By exploiting (1), EW computes several interme-
diate results, such as 𝑆1, 𝑆2, 𝐻1, 𝐻2, and outputs 𝛼1, . . . , 𝛼6. It
can be easily verified that 𝑆1 = Encpk𝑢(𝑚3

1), 𝑆2 = Encpk𝑢(𝑚3
2),𝐻1 = Encpk𝑢(𝑚2

1 ⋅𝑚2),𝐻2 = Encpk𝑢(𝑚1 ⋅𝑚2
2), 𝛼1 = Encpk𝑢(𝑚3

1 ⋅𝑟1), 𝛼2 = Encpk𝑢(𝑚3
2 ⋅ 𝑟2), 𝛼3 = Encpk𝑢(𝑚2

1 ⋅ 𝑚2 ⋅ 𝜌1 ⋅ 𝑟1), 𝛼4 =
Encpk𝑢(𝑚1 ⋅ 𝑚2

2 ⋅ 𝜌3 ⋅ 𝑟2), 𝛼5 = Encpk𝑢(𝑚2
1 ⋅ 𝑚2 ⋅ 𝜌2 ⋅ 𝑟3), 𝛼6 =

Encpk𝑢(𝑚1 ⋅ 𝑚2
2 ⋅ 𝜌4 ⋅ 𝑟3).

During Step (2), AWdecrypts𝛼𝑖 using sk𝑢, for 1 ≤ 𝑖 ≤ 6. It
then computes additions: 𝛽1, 𝛽2, 𝛽3 and their corresponding
encryptions. It can be verified that 𝛽1 = Encpk𝑢(𝑚3

1 ⋅ 𝑟1 +𝑚2
1 ⋅𝑚2 ⋅ 𝜌1 ⋅ 𝑟1), 𝛽2 = Encpk𝑢(𝑚3

2 ⋅ 𝑟2 + 𝑚1 ⋅ 𝑚2
2 ⋅ 𝜌3 ⋅ 𝑟2), 𝛽3 =

Encpk𝑢(𝑚2
1 ⋅ 𝑚2 ⋅ 𝜌2 ⋅ 𝑟3 + 𝑚1 ⋅ 𝑚2

2 ⋅ 𝜌4 ⋅ 𝑟3).
During Step (3), the blinding factors in 𝛽1, 𝛽2, 𝛽3 are

removed by multiplying the encrypted values of 𝑟−11 , 𝑟−12 , 𝑟−13 .
Then, EW generates a random number 𝑟4, which is used
to blind 𝐾1, 𝐾2, 𝐾3. At Step (4), AW decrypts 𝐾

1, 𝐾
2, 𝐾

3 as𝐿1, 𝐿2, 𝐿3, and calculates their addition 𝛾. It can be verified
that 𝛾 = Encpk𝑢(𝑚3

1 ⋅ 𝑟4 +𝑚2
1 ⋅ 𝑚2 ⋅ 𝜌1 ⋅ 𝑟4 +𝑚3

2 ⋅ 𝑟4 +𝑚1 ⋅ 𝑚2
2 ⋅𝜌3 ⋅ 𝑟4 + 𝑚2

1 ⋅ 𝑚2 ⋅ 𝜌2 ⋅ 𝑟4 + 𝑚1 ⋅ 𝑚2
2 ⋅ 𝜌4 ⋅ 𝑟4).

In the end of Step (5), EW gets rid of randomness by 𝜒 ←𝛾 × Encpk𝑢(𝑟−14 ). So we can verify that

𝜒 = 𝛾 × Encpk𝑢 (𝑟−14 ) = Encpk𝑢 (𝑚3
1 + 𝜌1 ⋅ 𝑚2

1 ⋅ 𝑚2

+ 𝜌2 ⋅ 𝑚2
1 ⋅ 𝑚2 + 𝜌3 ⋅ 𝑚1 ⋅ 𝑚2

2 + 𝜌4 ⋅ 𝑚1 ⋅ 𝑚2
2 + 𝑚3

2) . (2)

After that, EW computes the inverse of 3 modulo ord(G).
Note that ord(G) can be obtained due to 𝜙(𝑁) = 𝑝(𝑝−1)(𝑞−1). We have GCD(3, 𝜙(𝑁)) = 1, if 𝑝 and 𝑞 are primes of the
forms 𝑝 = 2𝑝 + 1 and 𝑞 = 2𝑞 + 1, where 𝑝 and 𝑞 are also
primes, which means that 3−1 exists in the degree domain.
The desired output is calculated by Encpk𝑢(𝑚1 + 𝑚2) ← 𝜒3−1 .
The correctness of SA protocol can be proven by the following
equation:

𝜒3−1 = Encpk𝑢 (𝑚3
1 + 𝜌1 ⋅ 𝑚2

1 ⋅ 𝑚2 + 𝜌2 ⋅ 𝑚2
1 ⋅ 𝑚2 + 𝜌3

⋅ 𝑚1 ⋅ 𝑚2
2 + 𝜌4 ⋅ 𝑚1 ⋅ 𝑚2

2 + 𝑚3
2)3−1 = Encpk𝑢 (𝑚3

1

+ (𝜌1 + 𝜌2) ⋅ 𝑚2
1 ⋅ 𝑚2 + (𝜌3 + 𝜌4) ⋅ 𝑚1 ⋅ 𝑚2

2 + 𝑚3
2)3−1

= Encpk𝑢 (𝑚3
1 + 3 ⋅ 𝑚2

1 ⋅ 𝑚2 + 3 ⋅ 𝑚1 ⋅ 𝑚2
2 + 𝑚3

2)3−1
= Encpk𝑢 ((𝑚1 + 𝑚2)3)3−1 = Encpk𝑢 (𝑚1 + 𝑚2) .

(3)

Executing Algorithm 2 requires two rounds of interac-
tions betweenEWandAW,which incursmore computational
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Require: EW has Encpk𝑢 (𝑚1) and Encpk𝑢 (𝑚2); AW has the secret key sk𝑢.
(1) EW:

(a) Generate random numbers: 𝑟1, 𝑟2, 𝑟3 ∈𝑅Z𝑁, s.t., |𝑟𝑖| < |𝜅 − 1| for 1 ≤ 𝑖 ≤ 3;
(b) Compute 𝑆1 ← Encpk𝑢 (𝑚1)3, and 𝛼1 ← 𝑆1 × Encpk𝑢 (𝑟1);
(c) Compute 𝑆2 ← Encpk𝑢 (𝑚2)3, and 𝛼2 ← 𝑆2 × Encpk𝑢 (𝑟2);
(d) Generate random numbers: 𝜌1, 𝜌2, 𝜌3, 𝜌4 ∈𝑅Z, s.t., 𝜌1 + 𝜌2 ≡ 3mod𝑁, 𝜌3 + 𝜌4 ≡ 3mod𝑁;
(e) Compute𝐻1 ← Encpk𝑢 (𝑚1)2 × Encpk𝑢 (𝑚2), and 𝛼3 ← 𝐻1 × Encpk𝑢 (𝜌1) × Encpk𝑢 (𝑟1);
(f) Compute𝐻2 ← Encpk𝑢 (𝑚1) × Encpk𝑢 (𝑚2)2, and 𝛼4 ← 𝐻2 × Encpk𝑢 (𝜌3) × Encpk𝑢 (𝑟2);
(g) Compute 𝛼5 ← 𝐻1 × Encpk𝑢 (𝜌2) × Encpk𝑢 (𝑟3), and 𝛼6 ← 𝐻2 × Encpk𝑢 (𝜌4) × Encpk𝑢 (𝑟3);
(h) Send {𝛼𝑖 | 𝑖 = 1, . . . , 6} to AW;

(2) AW:
(a) Receive {𝛼𝑖 | 𝑖 = 1, . . . , 6} from AW;
(b) Decrypt 𝐹𝑖 ← uDec(sk𝑢, 𝛼𝑖), for 1 ≤ 𝑖 ≤ 6;
(c) Compute 𝛽1 ← 𝐹1 + 𝐹3mod𝑁, 𝛽2 ← 𝐹2 + 𝐹4mod𝑁, and 𝛽3 ← 𝐹5 + 𝐹6mod𝑁;
(d) Encrypt 𝛽𝑖 ← Enc(pk𝑢, 𝛽𝑖), for 1 ≤ 𝑖 ≤ 3;
(e) Send {𝛽1, 𝛽2, 𝛽3} to EW;

(3) EW:
(a) Receive {𝛽1, 𝛽2, 𝛽3} from EW;
(b) Generate a random number: 𝑟4 ∈𝑅Z𝑁, s.t., |𝑟4| < |𝜅 − 1|;
(c) for 𝑖 = 1 to 3 do

(i) Compute𝐾𝑖 ← 𝛽𝑖 × Encpk𝑢 (𝑟−1𝑖 );
(ii) Compute𝐾

𝑖 ← 𝐾𝑖 × Encpk𝑢 (𝑟4);
(d) Send {𝐾

1, 𝐾
2, 𝐾

3} to AW;
(4) AW:

(a) Receive {𝐾
1, 𝐾

2, 𝐾
3} from AW;

(b) Decrypt 𝐿 𝑖 ← uDec(sk𝑢, 𝐾
𝑖 ), for 1 ≤ 𝑖 ≤ 3;

(c) Compute 𝛾 ← 𝐿1 + 𝐿2 + 𝐿3mod𝑁;
(d) Encrypt 𝛾 ← Enc(pk𝑢, 𝛾); Send 𝛾 to EW;

(5) EW:
(a) Receive 𝛾 from EW;
(b) Compute 𝜒 ← 𝛾 × Encpk𝑢 (𝑟−14 );
(c) Compute 𝑑 ← 3−1mod ord(G);
(d) Compute Encpk𝑢 (𝑚1 + 𝑚2) ← 𝜒𝑑mod𝑁;

Algorithm 2: SA(Encpk𝑢 (𝑚1),Encpk𝑢 (𝑚2)) → Encpk𝑢 (𝑚1 + 𝑚2).
and communication overhead than the simple solution.
However, it reveals no privacy to both cloud servers. The
formal security analysis of SA is given in Section 6.

5.1.3. Secure Equality Test (SET) Protocol. Given that EW
holds two encrypted values Encpk𝑢(𝑚1) and Encpk𝑢(𝑚2)while
AWholds the secret key sk𝑢, the goal of SET is to test whether𝑚1 and𝑚2 are equal without revealing them to cloud servers.
The detailed steps are presented in Algorithm 3.

At the first step, EW computes the fractions of two input
ciphertexts. Supposing that (𝐴1, 𝐵1) = (𝑔𝑟1 , 𝑚1 ⋅ pk𝑟1) and(𝐴2, 𝐵2) = (𝑔𝑟2 , 𝑚2 ⋅ pk𝑟2), it can be verified that 𝜉 =(𝑔𝑟⋅(𝑟1−𝑟2), (𝑚1 ⋅𝑚−1

2 )𝑟 ⋅pk𝑟⋅(𝑟1−𝑟2)), where 𝑟, 𝑟1, 𝑟2 ∈𝑅Z𝑁. During
Step (2), AW decrypts 𝜉 using sk𝑢 as follows:

𝜁 = (𝑚1 ⋅ 𝑚−1
2 )𝑟 ⋅ pk𝑟⋅(𝑟1−𝑟2)𝑔sk𝑢 ⋅𝑟⋅(𝑟1−𝑟2)

mod𝑁
= (𝑚1 ⋅ 𝑚−1

2 )𝑟 mod𝑁.
(4)

Since 𝑟 is randomly selected inZ𝑁, 𝜁 is a random value if and
only if 𝑚1 ̸= 𝑚2. For 𝑚1 = 𝑚2, it is obvious to infer that𝜁 = 1.Thus, if AW obtains 𝜁 = 1, the returned value 𝜌 is set to
be true (denoted by 𝑇); otherwise, 𝜌 is false (denoted by 𝐹).
It is worth noting that neither 𝑚1, 𝑚2 nor the intermediate
result 𝑚1/𝑚2 is revealed to the cloud during execution of
SET.

5.1.4. Secure Squared EuclideanDistance (SSED) Protocol. For𝑘-means algorithm, we use squared Euclidean distance to
measure the distance between the data record and cluster
centroid, denoted by ‖𝑡𝑖 − 𝜇𝑗‖2, supposing that EW holds
the ciphertext of 𝑖th data record 𝑡𝑖, and the ciphertext of 𝑗th
cluster centroid 𝜇𝑗, while AW holds the secret key sk𝑢, for1 ≤ 𝑖 ≤ 𝐿 and 1 ≤ 𝑗 ≤ 𝑘.

Note that 𝜇𝑗 is a vector composed of 𝑚 attributes which
may be rational numbers.However, the ringZ𝑁 does not sup-
port rational division operation, so a new form of expression
is required to represent the cluster center. Let ⟨𝑠𝑗, 𝑐𝑗⟩ denote
the new form of cluster center, where 𝑠𝑗 and 𝑐𝑗 represent the
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Require: EW holds two encrypted values Encpk𝑢 (𝑚1) and Encpk𝑢 (𝑚2); AW holds the secret key sk𝑢.
(1) EW:

(a) Compute 𝐴 ← 𝐴1 ⋅ 𝐴−1
2 mod𝑁, 𝐵 ← 𝐵1 ⋅ 𝐵−12 mod𝑁, where Encpk𝑢 (𝑚1) = (𝐴1, 𝐵1),

Encpk𝑢 (𝑚2) = (𝐴2, 𝐵2);
(b) Generate a random number 𝑟 ∈𝑅Z𝑁 that 𝑟 ̸= 0;
(c) Compute 𝜉 ← 𝜉𝑟, where 𝜉 = (𝐴, 𝐵); Send 𝜉 to AW;

(2) AW:
(a) Decrypt 𝜁 ← Dec(sk𝑢, 𝜉);
(b) if 𝜁 == 1 then 𝜌 ← 𝑇; else 𝜌 ← 𝐹;

(3) return 𝜌;
Algorithm 3: SET(Encpk𝑢 (𝑚1),Encpk𝑢 (𝑚2)) → 𝑇 or 𝐹.

sum vector and the total number of records belonging to 𝑐𝑗,
respectively. It is easily observed that 𝑠𝑗 = Σ𝐿ℎ=1(𝑉ℎ,𝑗 ⋅ 𝑡ℎ) ∈ Z𝑚

𝑁

and 𝑐𝑗 = Σ𝐿ℎ=1𝑉ℎ,𝑗 ∈ Z𝑁. Furthermore, Ω𝑖,𝑗 is defined as
the scaled squared distance between 𝑡𝑖 and 𝜇𝑗, which satisfies‖𝑡𝑖 − 𝜇𝑗‖ = √Ω𝑖,𝑗/𝑐𝑗. Thus, Ω𝑖,𝑗 can be calculated as fol-
lows:

Ω𝑖,𝑗 = (𝑡𝑖 − 𝜇𝑗 ⋅ 𝑐𝑗)2

= (√ 𝑚∑
ℎ=1

(𝑡𝑖 [ℎ] − 𝑠𝑗 [ℎ]𝑐𝑗 )2 ⋅ 𝑐𝑗)
2

= 𝑚∑
ℎ=1

(𝑐𝑗 ⋅ 𝑡𝑖 [ℎ] − 𝑠𝑗 [ℎ])2 ,
(5)

where 𝑖 ∈ [1, 𝐿], 𝑗 ∈ [1, 𝑘], and𝑚 is the dimension size.
Taking encrypted record [𝑡𝑖] and encrypted center [𝜇𝑗]

as inputs, EW and AW jointly execute SSED by invoking SA
and output encryption of squared Euclidean distance [𝑑(𝑖, 𝑗)],
in which [𝑡𝑖] = Encpk𝑢(𝑡𝑖), [𝜇𝑗] = ⟨Encpk𝑢(𝑠𝑗),Encpk𝑢(𝑐𝑗)⟩,
and [𝑑(𝑖, 𝑗)] = ⟨Encpk𝑢(Ω𝑖,𝑗),Encpk𝑢(𝑐𝑗)⟩. The SSED protocol
should reveal neither the contents of 𝑡𝑖 and 𝜇𝑗 nor the
Euclidean distance 𝑑(𝑖, 𝑗) between them to cloud servers.
Since implementation of SSED is straightforward by SA
scheme, the design details are omitted.

5.1.5. Secure Squared Distance Comparison (SSDC) Protocol.
Suppose that EW holds [𝑑(𝑖, 𝑎), 𝑑(𝑖, 𝑏)] and AW holds sk𝑢,
where 𝑖 ∈ [1, 𝐿], 𝑎, 𝑏 ∈ [1, 𝑘], 𝑎 ̸= 𝑏. Apart from these,
EW also has encrypted secrets associated with the distances,
that is, 𝑠𝑎, 𝑠𝑏. The output of SSDC is the encrypted minimum
squared distance and its corresponding secret. Since our
encryption scheme is probabilistic and does not preserve
the order of messages, EW and AW should jointly compute
the minimum without revealing ⟨Encpk𝑢(Ω𝑖,𝑎),Encpk𝑢(𝑐𝑎)⟩,⟨Encpk𝑢(Ω𝑖,𝑏),Encpk𝑢(𝑐𝑏)⟩, and 𝑠𝑎, as well as 𝑠𝑏, to both
servers.

Our key idea is to compute the fraction value between
the two squared Euclidean distances, based on which AW
is able to judge its relationship and returns EW as an
encrypted identifier that indicates the minimum value. The

fraction between the two squared Euclidean distances can be
calculated as follows:𝑡𝑖 − 𝜇𝑎2𝑡𝑖 − 𝜇𝑏2 = Ω𝑖,𝑎𝑐𝑎2 ⋅ (Ω𝑖,𝑏𝑐𝑏2 )

−1 = Ω𝑖,𝑎 ⋅ 𝑐𝑎2Ω𝑖,𝑏 ⋅ 𝑐𝑎2 = 𝜆. (6)

Since Ω𝑖,𝑎 ⋅ 𝑐𝑏2 and Ω𝑖,𝑏 ⋅ 𝑐𝑎2 are integers within Z𝑁, the ratio𝜆 may be a rational value in Q, according to (6). It can be
observed that if ⌊𝜆⌋ < 1 (⌊⋅⌋ truncates the decimal fraction
while keeping the integer part), we deduce that ‖𝑡𝑖 − 𝜇𝑎‖2 <‖𝑡𝑖 − 𝜇𝑏‖2; otherwise, ‖𝑡𝑖 − 𝜇𝑎‖2 ≥ ‖𝑡𝑖 − 𝜇𝑏‖2. The overall steps
of SSDC are given in Algorithm 4.

To begin with, EW computes encryptions of randomized
distances, that is, 𝜏1, 𝜏2. It can be verified that 𝜏1 = Encpk𝑢((𝑟1 ⋅Ω𝑖,𝑎 ⋅ 𝑐𝑏)𝑟2) and 𝜏2 = Encpk𝑢((𝑟1 ⋅ Ω𝑖,𝑏 ⋅ 𝑐𝑎)𝑟2). During Step (2),
AW obtains 𝜂1, 𝜂2 through decrypting 𝜏1, 𝜏2 with sk𝑢. Next, it
calculates 𝜂1/𝜂2 in the rational field.

𝜂1𝜂2 = (𝑟1 ⋅ Ω𝑖,𝑎 ⋅ 𝑐𝑏2)𝑟2(𝑟1 ⋅ Ω𝑖,𝑏 ⋅ 𝑐𝑎2)𝑟2 = (Ω𝑖,𝑎 ⋅ 𝑐𝑏2Ω𝑖,𝑏 ⋅ 𝑐𝑎2)
𝑟2 = (𝜆)𝑟2 . (7)

From (7), it is easy to infer that AW locates the minimum
value by 𝛿 = (𝜆)𝑟2 , for the blinding factor 𝑟2 does not
alter the relationship between ‖𝑡𝑖 − 𝜇𝑎‖2 and ‖𝑡𝑖 − 𝜇𝑏‖2. If⌊𝛿⌋ = 0, it means 𝜂1 < 𝜂2 and AW assigns the indicator𝜎 to be Encpk𝑢(2); otherwise, 𝜂1 ≥ 𝜂2 and 𝜎 = Encpk𝑢(1).
One may prefer to use Encpk𝑢(1) and Encpk𝑢(0) to represent
the indicator, which is more straightforward, whereas it is
not secure to utilize encryption of “0”, because 𝐶2 = 0 ⋅
pk𝑟mod𝑁 = 0, in which Encpk𝑢(0) = (𝐶1, 𝐶2). In that case,
EW can obviously infer that the encrypted message is zero by
observing the ciphertext part.

During Step (3), EW takes the received 𝜎 and encrypted
squared distances as well as secrets as inputs and computes
the target minimum values. It invokes a secure subroutine
called ComputeMin, as shown in Algorithm 5. The cor-
rectness of SSDC protocol is proven as follows. Let us take
Encpk𝑢(Ωmin) as an example; if 𝑠mod 2 = 1, EW and AW
jointly execute ComputeMin and get the following:

Encpk𝑢 (Ωmin)= Encpk𝑢 (𝜎 ⋅ Ω𝑖,𝑎 + 2 ⋅ Ω𝑖,𝑏 − Ω𝑖,𝑎 − 𝜎 ⋅ Ω𝑖,𝑏)= Encpk𝑢 ((𝜎 − 1) ⋅ Ω𝑖,𝑎 + (2 − 𝜎) ⋅ Ω𝑖,𝑏) .
(8)
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Require: EW has two encrypted squared distances along with their corresponding encrypted secrets, i.e., ([𝑑(𝑖, 𝑎)], 𝑠𝑎)([𝑑(𝑖, 𝑏)], 𝑠𝑏), while AW holds secret key sk𝑢, where [𝑑(𝑖, 𝑎)] = ⟨Encpk𝑢 (Ω𝑖,𝑎),Encpk𝑢 (𝑐𝑎)⟩,[𝑑(𝑖, 𝑏)] = ⟨Encpk𝑢 (Ω𝑖,𝑏),Encpk𝑢 (𝑐𝑏)⟩, 𝑠𝑎 = Encpk𝑢 (𝑠𝑎), 𝑠𝑏 = Encpk𝑢 (𝑠𝑏).
(1) EW:

(a) Generate a random number 𝑠 ∈𝑅Z, two non-zero random numbers 𝑟1, 𝑟2 ∈𝑅Z𝑁;
(b) Compute 𝐸1 ← Encpk𝑢 (Ω𝑖,𝑎) × Encpk𝑢 (𝑐𝑏) × Encpk𝑢 (𝑟1);
(c) Compute 𝐸2 ← Encpk𝑢 (Ω𝑖,𝑎) × Encpk𝑢 (𝑐𝑎) × Encpk𝑢 (𝑟1);
(d) if 𝑠mod 2 == 1 then

(i) Compute 𝜏1 ← 𝐸𝑟21 mod𝑁;
(ii) Compute 𝜏2 ← 𝐸𝑟22 mod𝑁;

(e) else
(i) Compute 𝜏1 ← 𝐸𝑟22 mod𝑁;
(ii) Compute 𝜏2 ← 𝐸𝑟21 mod𝑁;

(f) Send 𝜏1, 𝜏2 to AW;
(2) AW:

(a) Decrypt 𝜂𝑖 ← uDec(sk𝑢, 𝜏𝑖), for 𝑖 = 1, 2;
(b) Compute 𝛿 ← 𝜂1/𝜂2;
(c) if ⌊𝛿⌋ == 0 then
(i) Compute 𝜎 ← 2;

(d) else if ⌊𝛿⌋ >= 1 then
(i) Compute 𝜎 ← 1;

(e) Encrypt 𝜎 ← Enc(pk𝑢, 𝜎); Send 𝜎 to EW;
(3) EW:

(a) if 𝑠mod 2 == 1 then
(i) Compute Encpk𝑢 (Ωmin) ← ComputeMin(Encpk𝑢 (Ω𝑖,𝑎),Encpk𝑢 (Ω𝑖,𝑏), 𝜎);
(ii) Compute Encpk𝑢 (𝑐min) ← ComputeMin(Encpk𝑢 (𝑐𝑎),Encpk𝑢 (𝑐𝑏), 𝜎);
(iii) Compute Encpk𝑢 (𝑠min) ← ComputeMin(Encpk𝑢 (𝑠𝑎),Encpk𝑢 (𝑠𝑏), 𝜎);

(b) else
(i) Compute Encpk𝑢 (Ωmin) ← ComputeMin(Encpk𝑢 (Ω𝑖,𝑏),Encpk𝑢 (Ω𝑖,𝑎), 𝜎);
(ii) Compute Encpk𝑢 (𝑐min) ← ComputeMin(Encpk𝑢 (𝑐𝑏),Encpk𝑢 (𝑐𝑎), 𝜎);
(iii) Compute Encpk𝑢 (𝑠min) ← ComputeMin(Encpk𝑢 (𝑠𝑏),Encpk𝑢 (𝑠𝑎), 𝜎);

(4) return ([𝑑min], 𝑠min) ← (⟨Encpk𝑢 (Ωmin),Encpk𝑢 (𝑐min)⟩,Encpk𝑢 (𝑠min));
Algorithm 4: SSDC({[𝑑(𝑖, 𝑎)], 𝑠𝑎}, {[𝑑(𝑖, 𝑏)], 𝑠𝑏}) → {[𝑑min], 𝑠min}.

Require: EW holds two encrypted values V, 𝑤, and an encrypted identifier 𝜑, where V = Encpk𝑢 (V), 𝑤 = Encpk𝑢 (𝑤),𝜑 = Encpk𝑢 (𝜑); AW has sk𝑢;
(1) EW computes Encpk𝑢 (V ⋅ 𝜑) ← Encpk𝑢 (V) × Encpk𝑢 (𝜑);
(2) EW computes Encpk𝑢 (2 ⋅ 𝑤) ← Encpk𝑢 (2) × Encpk𝑢 (𝑤);
(3) EW computes Encpk𝑢 (𝑤 ⋅ 𝜑) ← Encpk𝑢 (𝑤) × Encpk𝑢 (𝜑);
(4) EW and AW jointly compute Encpk𝑢 (V ⋅ 𝜑 + 2 ⋅ 𝑤) ← SA(Encpk𝑢 (V ⋅ 𝜑),Encpk𝑢 (2 ⋅ 𝑤));
(5) EW and AW jointly compute Encpk𝑢 (V + 𝑤 ⋅ 𝜑) ← SA(Encpk𝑢 (V),Encpk𝑢 (𝑤 ⋅ 𝜑));
(6) EW computes Encpk𝑢 (−V − w ⋅ 𝜑) ← Encpk𝑢 (V + 𝑤 ⋅ 𝜑) × Encpk𝑢 (−1);
(7) EW and AW jointly compute Encpk𝑢 (V ⋅ 𝜑 + 2 ⋅ 𝑤 − V − 𝑤 ⋅ 𝜑) ← SA(Encpk𝑢 (V ⋅ 𝜑 + 2 ⋅ 𝑤),Encpk𝑢 (−V − 𝑤 ⋅ 𝜑));
(8) returnmin(𝑢, V) ← Encpk𝑢 (V ⋅ 𝜑 + 2 ⋅ 𝑤 − V − 𝑤 ⋅ 𝜑);

Algorithm 5: ComputeMin(V, 𝑤, 𝜑) → min(𝑢, V).

Apparently, it can be observed that if 𝜎 = 2, then we have
Encpk𝑢(Ωmin) = Encpk𝑢(Ω𝑖,𝑎); otherwise, Encpk𝑢(Ωmin) =
Encpk𝑢(Ω𝑖,𝑏). Likewise, Encpk𝑢(𝑐min) and Encpk𝑢(𝑠min) are
calculated in a similar way.

5.1.6. Secure Minimum among 𝑘 Squared Distances (SMkSD)
Protocol. We assume that EW holds a set of encrypted
squared Euclidean distances [𝑑(𝑖, 1)], . . . , [𝑑(𝑖, 𝑘)], where

[𝑑(𝑖, 𝑗)] = ⟨Encpk𝑢(Ω𝑖,𝑗), 𝜇𝑗⟩, 𝑖 ∈ [1, 𝐿], 𝑗 ∈ [1, 𝑘], and AW
holds the secret key sk𝑢. Besides, EW also has the encryptions
of secrets corresponding to their distances, that is, 𝑠1, . . . , 𝑠𝑘.
The goal of SMkSD is to compute the encryption of the
shortest squared distance along with its encrypted secret,
denoted by [𝑑min], 𝑠min, respectively. To execute SMkSD,
we compute the minimum by utilizing SSDC with two
inputs each time in a sequential fashion. The computation
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Require: EW holds encrypted index Encpk𝑢 (]); AW has secret key sk𝑢.
(1) EW:

(a) for 𝑖 = 1 to 𝑘 do
(i) Generate non-zero random numbers 𝛼𝑖, 𝛽 ∈𝑅Z𝑁;
(ii) Compute 𝐴 𝑖 ← Encpk𝑢 (𝛼𝑖) × Enc(pk𝑢, 𝑖)𝛽;
(iii) Compute 𝐵𝑖 ← Encpk𝑢 (𝛼𝑖) × Encpk𝑢 (])𝛽;

(b) Generate a random permutation function 𝜋;
(c) Compute Γ ← 𝜋(Γ), where Γ = {⟨𝐴 𝑖, 𝐵𝑖⟩ | 𝑖 = 1, . . . , 𝑘};
(d) Send Γ to AW;

(2) AW:
(a) for 𝑖 = 1 to 𝑘 do

(i) Decrypt 𝐸𝑖 ← Dec(sk𝑢, 𝐴
𝑖), 𝐹𝑖 ← Dec(sk𝑢, 𝐵𝑖 ), where Γ = {⟨𝐴

𝑖, 𝐵𝑖⟩ | 𝑖 = 1, . . . , 𝑘};
(ii) Compute 𝜂𝑖 ← 𝐸𝑖/𝐹𝑖;
(iii) if 𝜂𝑖 == 1 then

(A) Compute𝑊[𝑖] ← Encpk𝑢 (2);
(iv) else

(A) Compute𝑊[𝑖] ← Encpk𝑢 (1);
(b) Send𝑊 to EW;

(3) EW:
(a) Compute Λ ← 𝜋−1(𝑊);

Algorithm 6: SIBC(Encpk𝑢 (])) → Λ.

complexity of this algorithm is 𝑂(𝑘). Also, it can be executed
in a binary tree hierarchy like SMINn in [15], which takes at
most ⌈log2 𝑘⌉ iterations.
5.1.7. Secure Index to Bitmap Conversion (SIBC) Protocol.
Given that EW has the encrypted index of the closest cluster
denoted by Encpk𝑢(]) (] ∈ [1, 𝑘]), and AW holds the private
key sk𝑢, the output of SIBC is a bitmap vectorΛ composed of𝑘 encrypted elements. During execution of SIBC, neither the
index nor the bitmap should be revealed to both servers. If𝑖 = ] ∧ 𝑖 ∈ [1, 𝑘], SIBC denotes Λ[𝑖] = Encpk𝑢(2); otherwise,Λ[𝑖] = Encpk𝑢(1).This indicates that the position of Encpk𝑢(2)
in Λ is the index of the nearest cluster. The typical form of Λ
is as follows:

Λ = ⟨ 1⇀]−1⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞
Encpk𝑢 (1) , . . . ,Encpk𝑢 (1), ]⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞

Encpk𝑢 (2),
]+1⇀𝑘⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞

Encpk𝑢 (1) , . . . ,Encpk𝑢 (1)⟩ .
(9)

The complete steps are presented in Algorithm 6.
During Step (1), EW generates nonzero random numbers

and uses them to blind 𝑖 and ], for 1 ≤ 𝑖 ≤ 𝑘. It can be verified
that 𝐴 𝑖 = Encpk𝑢(𝛼𝑖 ⋅ (𝑖)𝛽) and 𝐵𝑖 = Encpk𝑢(𝛼𝑖 ⋅ (])𝛽). For𝑖 = 1, . . . , 𝑘, ⟨𝐴 𝑖, 𝐵𝑖⟩ constitutes an ordered set Γ, which is
further permutated by a random permutation function 𝜋.

During Step (2), AW decrypts the permutated set Γ and
computes the fraction for each part. It is easy to infer the
following equation:

𝜂𝑗 = 𝐸𝑗𝐹𝑗 = 𝛼𝑖 ⋅ 𝑖𝛽𝛼𝑖 ⋅ ]𝛽 = ( 𝑖
]
)𝛽 , (10)

where 𝑖, 𝑗 ∈ [1, 𝑘] and 𝑖, 𝑗may not be the same. Regardless of𝛽, if 𝑖 = ], then we have 𝜂𝑗 = 1; otherwise, 𝜂𝑗 is a random
number in Q. Note that AW cannot know the relationship
between 𝐸𝑖 and 𝐸𝑗 for 𝑖 ̸= 𝑗, since they are randomized by
blinding factors. Besides, the ratio 𝐸𝑖/𝐸𝑗 = (𝛼𝑖/𝛼𝑗) ⋅ (𝑖/𝑗)𝛽 is
also a random number.Thus, as long as 𝜋 is kept confidential,
the index of closest cluster is not revealed to AW. In the end,
EW recovers the true sequence of Λ by running the inverse
permutation 𝜋−1(𝑊).

Furthermore, it should be emphasized that the method
based on (10) can also be used in other scenarios where
equality test is required.

5.1.8. Secure New Cluster Computation (SNCC) Protocol.
Given that EW holds the assignment membership matrix 𝑉,
the encrypted dataset 𝐷, and target cluster 𝑐𝑖, the goal of
SNCC is to calculate the new cluster centroid denoted by [𝜇𝑖],
where [𝜇𝑖] = ⟨Encpk𝑢(𝑠𝑖),Encpk𝑢(𝑐𝑖)⟩. During execution of
SNCC, nothing regarding the data record, sum of attributes,
and cluster size should be disclosed to cloud servers. The
complete steps are shown in Algorithm 7.

During Step (1), EW computes the encryption of sum-
mation for each attribute, that is, Encpk𝑢(𝑠𝑖,ℎ) for 1 ≤ 𝑖 ≤ 𝑘
and 1 ≤ ℎ ≤ 𝑚. Supposing that 𝑉[𝑗, 𝑖] = Encpk𝑢(V𝑗,𝑖), where
V𝑗,𝑖 ∈ {1, 2} and 𝑗 ∈ [1, 𝐿], EW obtains𝐻𝑗 = Encpk𝑢(𝑡𝑗,ℎ ⋅ V𝑗,𝑖).
After 𝐿 rounds of iterations, the important observation is

Encpk𝑢 (𝑠𝑖,ℎ) = Encpk𝑢 ( 𝐿∑
𝑗=1

𝑡𝑗,ℎ ⋅ V𝑗,𝑖 − 𝐿∑
𝑗=1

𝑡𝑗,ℎ)
= Encpk𝑢 ( 𝐿∑

𝑗=1

𝑡𝑗,ℎ ⋅ (V𝑗,𝑖 − 1)) .
(11)



Security and Communication Networks 11

Require: EW holds the assignment matrix 𝑉, the encrypted dataset𝐷, the cluster id 𝑖, while AW has the secret key sk𝑢,
where 𝑉 = ⟨Λ𝑇

1, . . . , Λ𝑇
𝐿⟩,𝐷 = {Encpk𝑢 (𝑡𝑗,ℎ) | 𝑗 ∈ [1, 𝐿], ℎ ∈ [1,𝑚]}, 𝑖 ∈ [1, 𝑘].

(1) EW:
(a) for ℎ = 1 to𝑚 do

(i) for 𝑗 = 1 to 𝐿 do
(A) Compute𝐻𝑗 ← Encpk𝑢 (𝑡𝑗,ℎ) × 𝑉[𝑗, 𝑖];
(B) Compute𝐻

ℎ ← SA(𝐻𝑗, 𝐻
ℎ) with AW;

(ii) Compute 𝑆ℎ ← 𝑆ℎ × Encpk𝑢 (−1), where 𝑆ℎ = ∑𝐿
𝑗=1 𝑡𝑗,ℎ;

(iii) Compute Encpk𝑢 (𝑠𝑖,ℎ) ← SA(𝐻
ℎ, 𝑆ℎ) with AW;

(2) EW:
(a) for 𝑗 = 1 to 𝐿 do

(i) Compute 𝐶 ← SA(𝑉[𝑗, 𝑖], 𝐶) with AW;
(b) Compute Encpk𝑢 (𝑐𝑖) ← SA(𝐶,Encpk𝑢 (−𝐿)) with AW;

(3) return [𝜇𝑖] ← ⟨Encpk𝑢 (𝑠𝑖),Encpk𝑢 (𝑐𝑖)⟩;
Algorithm 7: SNCC(𝑉,𝐷, 𝑖) → [𝜇𝑖].

Recall that V𝑗,𝑖 = 2means that 𝑡𝑗 belongs to the cluster 𝑐𝑖, while
V𝑗,𝑖 = 1 denotes 𝑡𝑗 ∉ 𝑐𝑗.Therefore, (11) adds all the records that
are assigned to the target cluster. Moreover, 𝑆ℎ only needs to
be calculated only once during the entire outsourcing period,
for 1 ≤ ℎ ≤ 𝑚.

During Step (2), EWandAW jointly compute the encryp-
tion of cluster size Encpk𝑢(𝑐𝑖) by invoking SA subprotocol. It
can be verified that

Encpk𝑢 (𝑐𝑖) = Encpk𝑢 ( 𝐿∑
𝑗=1

V𝑗,𝑖 − 𝐿)
= Encpk𝑢 ( 𝐿∑

𝑗=1

(V𝑗,𝑖 − 1)) .
(12)

Obviously, (12) sums up thosewhose V𝑗,𝑖 equals 2 and discards
those with V𝑗,𝑖 = 1, through which the final result is the size
of the cluster 𝑐𝑖.
5.2. The Complete PPCOM Protocol. In this subsection, we
present our proposed PPCOM protocol for the standard𝑘-means algorithm which works in the distributed cloud
environments.

The primary goal of PPCOM is to schedule a group of
cloud servers to performclustering task over the joint datasets
encrypted under multiple keys, meanwhile no privacy of data
records, intermediate results, and final clusters should be
revealed to the semihonest servers. In order to improve the
overall performance, we leverage a large-scale data processing
engine called Spark [38]. It develops a data structure called
the resilient distributed dataset (RDD) for data parallelism
and fault-tolerance, which facilitates iterative algorithms in
machine learning. Though it provides a scalable machine
learning library—MLlib—which includes 𝑘-means algorithm
[39], it does not take privacy protection into account and
cannot process encrypted data either.Therefore, it is essential
to combine our proposed building blocks in Section 5.1 and
Spark computing framework to design PPCOM.

PPCOM is composed of four stages, that is, Data Upload-
ing, Ciphertext Transformation, Clustering Computation,

and Result Retrieval, the details of which are described in the
following.

5.2.1. Data Uploading Stage. We assume that all data records
should have been preprocessed by data owners. One essential
preprocessing step is to normalize data values, because
different attributes have different value domains, which
possibly leads to the case that those attribute values whose
domain is large have greater impacts on accuracy of distance-
based clustering. Normalization enables records to fall into
the common range by endowing all attributes with equal
weights. In this paper, we adopt Mix-Max Normalization
[40]. Suppose that attribute 𝐴 owns 𝑠 observed values
V1, V2, . . . , V𝑠 and [min𝐴,max𝐴] is the range of 𝐴, while[new min𝐴, new max𝐴] is the target range. Mix-Max Nor-
malization maps V𝑖 into V𝑖 in [new min𝐴, new max𝐴] by
calculating the following equation:

V𝑖 = V𝑖 −min𝐴
max𝐴 −min𝐴

(new max𝐴 − new min𝐴)
+ new min𝐴.

(13)

After the preprocessing step, DO𝑖 encrypts its dataset𝐷𝑖 with pk𝑖 by calculating Enc(pk𝑖, 𝑡𝑖𝑗,ℎ) for 𝑖 ∈ [1, 𝑛]. Let𝑡𝑖𝑗,ℎ denote the ℎth attribute value of 𝑗th record 𝑡𝑖𝑗 in 𝐷𝑖 forℎ ∈ [1,𝑚] and 𝑗 ∈ [1, 𝐿]. 𝐷
𝑖 denotes the encryption of 𝐷𝑖.

After all DOs complete uploading their datasets to EWs, the
cloud aggregates the distributed datasets into a joint database𝐷 = ⋃𝑛

𝑖=1𝐷
𝑖 . Under this circumstance, DO𝑖 is still able to

retrieve its data and decrypt it with its private key sk𝑖, whereas
DO𝑖 cannot decrypt 𝐷𝑗 without corresponding sk𝑖 for𝑖 ̸= 𝑗.
5.2.2. Ciphertext Transformation Stage. Upon receiving clus-
tering request from QC, EWs initiate ciphertext transforma-
tion procedure which aims at converting ciphertexts under
pk𝑖 into encryptions under the unified key pk𝑢, for 𝑖 ∈ [1, 𝑛].
EW first replicates 𝐷 into 𝐷

𝑟 to ensure DOs’ accessibility
to their original dataset. Then SCT subprotocol is executed
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to output the converted dataset (denoted by 𝐷
𝑢). This stage

is important for two reasons: (1) EW is able to perform
homomorphic operation merely under the same public key;
(2) user-decryption is much more efficient than master
decryption.

5.2.3. Clustering Computation Stage. With all the converted
records Encpk𝑢(𝑡𝑖,𝑗), for 𝑖 ∈ [1, 𝐿], 𝑗 ∈ [1,𝑚], the objective
of this stage is to compute the cluster centroids [𝜇1], . . . , [𝜇𝑘]
and the membership matrix 𝑉𝐿×𝑘 without compromising
privacy. The outsourcing process is not only protected by
the proposed secure building blocks, but also accelerated by
Spark framework. The stage includes four steps, namely, Job
Assignment, Map Execution, Reduce Execution, and Update
Judgement, as shown in Figure 2.

Step 1 (Job Assignment). Firstly, CSPs select 𝜍 minimum
computing units (denoted by MCUs). Each MCU is com-
posed of one server from {EW1, . . . ,EW𝜃} and one from{AW1, . . . ,AW𝜗}; that is, MCU = {EW,AW}. Obviously,
MCU is able to perform cryptographic building blocks on its
own. Since the workload of AW is relatively light compared to
EW, it is preferable to share one AW within several MCUs to
maximize resource usage. We assume that every cloud node
possesses sufficient storage and computational power for its
assigned job. The set {MCU1, . . . ,MCU𝜍} is divided into two
disjoint sets, that is, Map set and Reduce set. Without loss of
generality, Map consists of MCU1, . . . ,MCU𝑓, while Reduce
comprises MCU𝑓+1, . . . ,MCU𝑓+𝑘+1. Then 𝐷

𝑢 is divided into𝑓 uniformly distributed partitions 𝑃1, . . . , 𝑃𝑓, which are
transferred to their corresponding MCU nodes in Map set.
In this paper, we assume that the 𝑘 initial cluster centers
are chosen by DOs in advance and they are also encrypted.∀𝑖 ∈ [1, 𝑓], Map[𝑖] is aware of the initial cluster centroid set𝑈 = {[𝜇1], . . . , [𝜇𝑘]}, where [𝜇𝑗] = ⟨Encpk𝑢(𝑠𝑗),Encpk𝑢(𝑐𝑗)⟩,
for 1 ≤ 𝑗 ≤ 𝑘.
Step 2 (Map Execution). Given 𝑃𝑖 and 𝑈 as inputs, Map[𝑖]
(𝑖 ∈ [1, 𝑓]) outputs a key-value table 𝑇𝑖, in which the key
is the record and the value is the encryption of bitmap that
indicates the closest cluster. Suppose that 𝑃𝑖 includes 𝑧 data
records [𝑡1], . . . , [𝑡𝑧]. Here, [𝑡𝑗] (𝑗 ∈ [1, 𝑧]) is an𝑚-dimension
vector ⟨Encpk𝑢(𝑡𝑗,1), . . . ,Encpk𝑢(𝑡𝑗,𝑚)⟩.

As presented in Algorithm 8, each MCU inMap executes
the following steps in parallel: (1) computes the encryption
of squared Euclidean distance between [𝑡𝑗] and cluster center[𝜇ℎ], for 1 ≤ 𝑗 ≤ 𝑧 and 1 ≤ ℎ ≤ 𝑘 (Steps (1)–(5)); (2) com-
putes the encrypted index of theminimumamong 𝑘 distances
for each record by calling SMkSD (Step (6)); (3) converts
the index into an encrypted bitmap via SIBC scheme (Step
(7)). The final output for Map[𝑖] is table 𝑇𝑖 with 𝑧 entries.
Each entry consists of a data record as the key and its
corresponding assignment bitmap as value.

Step 3 (Reduce Execution). Taking {𝑇1, . . . , 𝑇𝑓} from Map
MCUs and the aggregated dataset 𝐷

𝑢 as inputs, Reduce[𝑖]
computes the cluster center for 𝑐𝑖 based on the assignment
membership matrix 𝑉. The major steps are presented in
Algorithm 9. It can be observed that each MCU in Reduce

concurrently executes the following: (1) converges the assign-
ment vectors in {𝑇1, . . . , 𝑇𝑓} into the complete membership
matrix 𝑉 (Step (4)); (2) computes the new cluster center for
the target cluster by invoking SNCC (Step (7)). The final
output for Reduce[𝑖] is the encrypted centroid [𝜇𝑖] for 𝑐𝑖 and
the matrix 𝑉.
Step 4 (Update Judgement). This step is to determinewhether
the predefined termination condition of 𝑘-means algorithm
is satisfied. In this paper, we consider that the membership
matrix is not changing as the termination condition. Given
that EW holds the previous matrix 𝑉 and the current matrix𝑉 and AW holds the key sk𝑢, our strategy is to find out
whether the elements in 𝑉 and 𝑉 are equal one by one by
utilizing SET subprotocol. Once a mismatch is detected, EW
replaces𝑉with𝑉 and goes to Step 2 of Clustering Computa-
tion Stage. Otherwise, these servers continue comparing till
the end of matrix. If the outcome is𝑉 = 𝑉 which means that
the assignment of clusters does not vary any more, EW then
terminates the iteration and activates Result Retrieval Stage.

5.2.4. Result Retrieval Stage. Since the cluster center set𝑈 and
assignment matrix 𝑉 are encrypted under pk𝑢, QC cannot
decrypt them without sk𝑢. Firstly, SCT scheme is invoked to
transform the encryption key of 𝑈 and 𝑉 from pk𝑢 to pk𝑄.
After that, QC is able to download them and decrypt the final
result with sk𝑄. The final cluster center of 𝑐𝑖 is recovered by𝜇𝑖 ← 𝑠𝑖/𝑐𝑖, for 𝑖 ∈ [1, 𝑘].
6. Security Analysis

We first analyze the security of the privacy-preserving build-
ing blocks. Since all parties are semihonest, security in this
model can be proven under “Real-versus-Ideal” framework
[41]: there is an ideal model where all computations are
performed by a trusted third party. The protocol is secure if
all adversarial behaviors in the real world can be simulated in
the ideal world. Considering that the proofs of the proposed
building blocks are basically the same, we just take the formal
proof of SA subprotocol as an example.

Theorem 1. The SA protocol described in Section 4.1 securely
computes the addition over ciphertexts by using the PKC-DD
cryptosystem in presence of two semihonest but noncolluding
cloud servers.

Proof. Since this algorithm is collaboratively completed by
EW and AW, we need to prove that SA is not only secure
against adversaryAEW corrupting EW, but also againstAAW
corrupting AW, respectively.

(1) Security against A𝐸𝑊: in Step (1), the real world
view of AEW in SA includes inputs {Encpk𝑢(𝑚1),
Encpk𝑢(𝑚2)}, random values {𝑟1, 𝑟2, 𝑟3, 𝜌1, 𝜌2, 𝜌3, 𝜌4},
and outputs {𝛼𝑖, 𝑆1, 𝑆2, 𝐻1, 𝐻2 | 1 ≤ 𝑖 ≤ 6}. In
Step (2), the real world view includes inputs {𝛽1, 𝛽2,𝛽3}, outputs {𝐾

1, 𝐾
2, 𝐾

3}, and intermediate results{𝐾1, 𝐾2, 𝐾3, 𝑟4}. In Step (3), the real world view is
composed of input 𝛾, outputs {𝜒, 𝜒𝑑}, and a fixed
value 𝑑. Without the secret key sk𝑢,AEW is unable to
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Figure 2: PPCOM under Spark framework.

Require: Map MCUs have datasets 𝑃1, . . . , 𝑃𝑓 and cluster centroid set 𝑈.
(1) ∀𝑖 ∈ [1, 𝑓], Map[𝑖] concurrently executes:
(2) for 𝑗 = 1 to 𝑧 do
(3) for ℎ = 1 to 𝑘 do
(4) {Compute the squared Euclidean distance}[𝑑(𝑗, ℎ)] ← SSED([𝑡𝑗], [𝜇ℎ]), where [𝑑(𝑗, ℎ)] = ⟨Encpk𝑢 (Ω𝑗,ℎ), 𝑐ℎ⟩;
(5) end for
(6) {Compute the index of minimum among 𝑘 distances}{[𝑑min], 𝑠min} ← SMkSD({[𝑑(𝑗, 1)], 𝑠1}, . . . , {[𝑑(𝑗, 𝑘)], 𝑠𝑘}), where 𝑠] = Encpk𝑢 (]), for ] ∈ [1, 𝑘];
(7) {Conkert the index into encrypted kector}Λ 𝑗 ← SIBC(𝑠min);
(8) 𝑘𝑒𝑦𝑗 ← [𝑡𝑗] and V𝑎𝑙𝑢𝑒𝑗 ← Λ 𝑗;
(9) end for
(10) return 𝑇𝑖 = {⟨𝑘𝑒𝑦1, V𝑎𝑙𝑢𝑒1⟩, . . . , ⟨𝑘𝑒𝑦𝑧, V𝑎𝑙𝑢𝑒𝑧⟩} for 𝑖 = 1, . . . , 𝑓;

Algorithm 8: Map(𝑃1, . . . , 𝑃𝑓, 𝑈) → {𝑇1, . . . , 𝑇𝑓}.

Require: Reduce MCUs have 𝑇1, . . . , 𝑇𝑓 and the aggregated dataset𝐷
𝑢.

(1) ∀𝑖 ∈ [1, 𝑘], Reducer[𝑖] concurrently executes:
(2) for 𝑗 = 1 to 𝑓 do
(3) for ℎ = 1 to 𝑧 do
(4) {Conkerge the assignment kectors into matrix}𝑉[(𝑗 − 1) ⋅ 𝑧 + ℎ] ← 𝑇𝑗.V𝑎𝑙𝑢𝑒ℎ;
(5) end for
(6) end for
(7) {Compute the new cluster center for 𝑐𝑖}[𝜇𝑖] ← SNCC(𝑉,𝐷

𝑢, 𝑖);
(8) return𝑈, 𝑉, where 𝑈 = {[𝜇1], . . . , [𝜇𝑘]};

Algorithm 9: Reduce(𝑇1, . . . , 𝑇𝑓, 𝐷
𝑢) → {𝑈,𝑉}.

decrypt those ciphertexts. Thus, we can build a simu-
latorSEW in the ideal world. It generates encryptions
of inputs {�̂�1, �̂�2, 𝛽1, 𝛽2, 𝛽3, 𝛾} and randomnumbers{𝑟𝑖, 𝜌𝑖 | 𝑖 = 1, . . . , 4} by randomly selecting from
Z𝑁. Then, SEW follows the protocol to compute the
corresponding outputs. Due to the semantic security
of the PKC-DD, it is computationally difficult forAEW

to distinguish the views from the real world and the
ideal world. Therefore, we can prove that

Ideal𝑓,SEW
(Encpk𝑢 (𝑚𝑖)) 𝑐≈ RealSA,AEW

(Encpk𝑢 (𝑚𝑖)) , (14)

where 𝑖 ∈ {1, 2}. Herein, 𝑐≈ means computationally
distinguishable.
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Table 1: Computational and communication costs of primary algorithms.

Algorithm Computational cost Communication cost (in bits)
SCT 8Exp + 9Mul 4 |𝑁|
SA 51Exp + 55Mul 26 |𝑁|
SET 3Exp + 3Mul 2 |𝑁|
SSDC 478Exp + 572Mul 84 |𝑁|
SIBC (8𝑘 + 2)Exp + 8𝑘Mul 6𝑘 |𝑁|
Map 𝑘𝑧(51𝑚 + 486)Exp + 𝑘𝑧(59𝑚 + 580)Mul 𝑘𝑧 (26𝑚 + 90) |𝑁|
Reduce (102𝑚𝐿 + 51𝑚 + 51𝐿)Exp + (111𝑚𝐿 + 55𝑚 + 55𝐿)Mul (52𝑚𝐿 + 26𝑚 + 26𝐿) |𝑁|
Update 3𝑚𝐿Exp + 3𝑚𝐿Mul 2𝑚𝐿 |𝑁|

(2) Security against A𝐴𝑊: in Step (2), the real world
view of AAW includes inputs {𝛼𝑖 | 𝑖 ≤ 𝑖 ≤6} and outputs {𝐹𝑖, 𝛽𝑗, 𝛽𝑗 | 1 ≤ 𝑖 ≤ 6, 1 ≤𝑗 ≤ 3}. Note that the output values are blinded by
random 𝑟1, . . . , 𝑟3, 𝜌1, . . . , 𝜌4. Besides, it is extremely
hard forAAW to guess the correct ratio, that is,𝑚1/𝑚2.
Suppose that 𝜌1 = 3 + 𝑘1𝑁 − 𝜌2 and 𝜌3 = 3 + 𝑘2𝑁 −𝜌4, where 𝑘1, 𝑘2 ∈𝑅Z. There are 8 unknown factors
(𝑟1, . . . , 𝑟3, 𝜌1, . . . , 𝜌4, 𝑚1/𝑚2), whereasAAW can only
set up 6 equations (𝛼1, . . . , 𝛼6) that are not enough
to crack 𝑚1/𝑚2. As for Step (4), the real world view
includes inputs {𝐾

𝑖 | 1 ≤ 𝑖 ≤ 3} and outputs {𝐿 𝑖, 𝛾, 𝛾 |1 ≤ 𝑖 ≤ 3}. Note that the inputs are randomized by 𝑟4.
Therefore, we can build a simulator SAW in the ideal
world, which generates random numbers as inputs,
that is, {�̂�𝑖, �̂�

𝑗 ∈𝑅Z𝑁 | 𝑖 ≤ 𝑖 ≤ 6, 1 ≤ 𝑗 ≤ 3}.
SAW then executes the protocol to produce output{𝛽𝑗, 𝛾 | 1 ≤ 𝑖 ≤ 3} through uDec(⋅), Enc(⋅), and mod-
ular addition operations. Due to the semantic security
of the PKC-DD and randomness of blinding factors,
the views of AAW in the real world and ideal world
are computationally distinguishable.Therefore, for 𝑖 ∈{1, 2}, we have

Ideal𝑓,SAW
(Encpk𝑢 (𝑟𝑖𝑚3

𝑖 ))
𝑐≈ RealSA,AAW

(Encpk𝑢 (𝑟𝑖𝑚3
𝑖 )) .

(15)

During outsourcing process, cloud servers invoke the
proposed building blocks as subroutines and all transmitted
data are encrypted for each step. Note that the data records
are held by cloudpartieswithout decryption key.The assistant
parties with the key can decrypt the received data, but the real
data are randomized. Since PKC-DD is semantically secure
and blinding factors are randomly selected, nothing regard-
ing the data contents and computed clusters is revealed to
the servers. Moreover, the access patterns of which encrypted
input denotes the minimum Euclidean distance (as shown in
SSDC, Algorithm 4) and of which record is assigned to which
cluster are protected from the clouddue to encryption of𝑉 (as
shown in SNCC, Algorithm 7). By the CompositionTheorem
[41], the sequential composition of four stages in PPCOM is
secure under the semihonest model.

Discussions. Note that the order of computing addition via SA
cannot be altered in ComputeMin called SSDC even though
the final outcome is the same. Suppose that the clouds choose
to compute Encpk𝑢(V ⋅ 𝜑 − V) or Encpk𝑢(2 ⋅ 𝑤 − 𝜑 ⋅ 𝑤); if the
result is Encpk𝑢(0), it will inevitably reveal 𝜑 = 1 or 𝜑 = 2
to both servers. Similarly, the order of computation steps in
Algorithm 7 in SNCC ought to be kept unchanged.

7. Performance Analysis

In this section, we analyze the performance of PPCOM pro-
tocol from both theoretical and experimental perspectives.

7.1. Theoretical Analysis. Let Exp, Mul denote the modular
exponentiation and multiplication operations, respectively.
Let |𝑁| represent the key size of the double decryption
scheme. The encryption of the underlying cryptosystem
incurs 2Exp+ 1Mul. The cost of normal decryption is 1Exp+1Mul, while that of authority decryption is 2Exp+2Mul. Recall
that 𝑚 is the dimension size of a record, and 𝐿 is size of the
joint dataset. The computational and communication over-
heads for themajor building blocks and clustering algorithms
in one iteration are given in Table 1. It can be observed that the
addition and comparing operations incur a lot of Exp opera-
tions at the cost of hiding access patterns. ForDataUploading
Stage, it takes each DO 2𝑙𝑚Exp + 𝑙𝑚Mul computational cost
and 2𝑙𝑚|𝑁| bits. The computational overhead of Ciphertext
Transformation Stage is 8𝐿𝑚Exp + 9𝐿𝑚Mul while its com-
munication cost is 4𝐿𝑚|𝑁|. We stress that Stage 1 and Stage 2
of PPCOM protocol are executed only once.These overheads
are amortized through a number of iterations. Furthermore,
the number of MCU in Map set is closely related to the costs,
while 𝐿 affects the performance of Reduce more significantly
(usually 𝐿 ≫ 𝑚). It is easy to find that the larger the
computing cluster is, the less the tasks (𝑧) are distributed to
each unit.This is because the 𝑘-means jobs can be parallelized
under Spark. As for theUpdate Judgement step, theworst case
is to compare every element of the matrix, the computational
and communication costs of which are related to 𝐿 and𝑚.

7.2. Experimental Analysis. The experiments are conducted
on our local cluster, in which each server running CentOS6.5
has Intel Xeon E5-2620 @ 2.10GHz with 12GB memory.
We implemented all the outsourcing protocols using the
Crypto++ 5.6.3 library and Spark framework. In this paper,
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Table 2: Performance of each subprotocol (1000 times for average).

Subprotocol Computation Communication

SA 40.851ms 4.875KB
SET 5.543ms 0.375KB
SSED (𝑚 = 20) 766.154ms 88.860KB
SSDC 267.815ms 33.750KB
SMkSD (𝑘 = 4) 1.107 s 134.997KB
SIBC (𝑘 = 4) 49.509ms 4.500KB
SNCC (𝐿 = 100,𝑚 = 20, 𝑘 = 4) 80.364 s 9.997MB

key size of similar methods (Paillier used in PPODC [15]
and BCP encryption in [28]) is 1024 bits, which is commonly
acceptable. To achieve the same security level, |𝑁| of PKC-DD
should be 500∼600 bitsmore than RSAmodulus [42]. During
all tests, we choose the security parameter 𝜅 = 512, so the key
size |𝑁| = 1536.

To facilitate comparisons, we use KEGG Metabolic
Reaction Network dataset [43]. The dataset includes 65554
instances and 29 attributes. Before clustering, all records are
first normalized into integers in [0, 1000] to prevent impacts
of large unit values as mentioned in Data Uploading Stage
of Section 5.2. Note that the first attribute is excluded from
tests, since it is just the identifier of pathway. All of the testing
records are randomly selected from KEGG dataset.

7.2.1. Privacy-Preserving Building Blocks’ Performance. We
first measure the execution time of each privacy-preserving
building block on a single server through 1000 times, the
average costs of which are shown inTable 2. It can be seen that
costs of the compound protocol (made up of basic primitives,
e.g., SSED, SMkSD, and SNCC) are relatively high, since they
are made up of several SA operations, which involve many
encryptions and decryptions, as well as rounds of interactions
to preserve data privacy. This is consistent with theoretical
analysis.

We then evaluate the performance of SCT scheme.
Table 3 shows the ciphertext transformation time for varying
dataset size (𝐿) in SCT and KeyProd in [28]. It can be seen
that the cloud running time grows with increasing value of 𝐿.
Our scheme executes about 4 times faster than KeyProd in
that PKC-DD works more efficiently than theirs. Besides, we
remark that schemes in [28] are designed for basic arithmetic
operations under multikey rather than complex mining tasks
like 𝑘-means algorithm.

We also compare the cloud running time for SSED and
SMkSD with counterpart methods in PPODC [15], respec-
tively. As shown in Figures 3(a) and 3(b), computation time
of both grows with increase of dataset size and our schemes
outperformPPODC’s. Let𝑤 denote the bit length of plaintext
message. In Figure 3(b), it is easy to find that, with growth of𝑤, the computation time of PPODC grows more rapidly. It is
because ciphertexts have to be decomposed into encryption
of bits before comparison in [15].

7.2.2. Factors Affecting PPCOM’s Performance. There are
threemajor factors affecting the outsourced performance: (1)
the number of clusters (𝑘); (2) the number of parallelized
MCUs (𝑓); (3) the size of aggregated dataset (𝐿).

First, we evaluate the overhead on cloud servers with
varying 𝑘 and 𝑚 when 𝐿 = 2000 and 𝑓 = 8, in comparison
with the optimized PPODC with 8 parallelized server pairs.
The results are given in Figures 4(a) and 4(b). It can be seen
that the computation costs of both protocols grow almost
linearly with 𝑘 and PPCOM protocol outperforms PPODC;
for example, when 𝑚 = 10, 𝑘 = 12, the cloud computation
time of PPODC is 381.798min, that is, 4.33 times that of
our scheme. The efficiency is gained not only by improved
secure primitives, but also by Spark framework. Nevertheless,
the communication overhead of PPCOM is relatively high,
which is mainly caused by frequent interactions during SA
process. Furthermore, the growth of dimension size also
increases the computational and communication overhead of
both protocols.

Next, we evaluate the overhead on cloud servers with
varying 𝑓 when 𝑘 = 4,𝑚 = 20. As shown in Figure 5(a), the
computation time decreases with the growth of 𝑓. It can be
derived that (1) the scaling of parallelized servers can accele-
rate the outsourced clustering task; (2) it takes PPCOM less
computational cost than PPODC to accomplish the same
amount of work. Figure 5(b) shows that the communication
cost of both schemes remains unchanged regardless of 𝑓,
because the total amount of clustering task is fixed. However,
PPCOM incurs heavier communication overhead to protect
privacy and access patterns.

Moreover, we evaluate the impact of 𝐿 on cloud servers’
performance with 𝑘 = 4, 𝑚 = 10. From Figure 6(a), we
observe that the running time of both protocols increases
with 𝐿, as more data need to be clustered. It is obvious that
the cost of PPODCgrowsmore sharply than ours. Figure 6(b)
shows the computation overhead of Map stage and Reduce
stage during execution of PPCOM, respectively. Map stage
takes larger proportion of total cost than Reduce, while they
scale linearly with 𝐿. In addition, the doubled parallelized
MCUs save almost 40% of Map execution time.

7.3. Comparative Summary. As shown in Table 4, we sum-
marize qualitative comparisons with existing outsourced 𝑘-
means protocols. All protocols are claimed to protect input
data privacy. The encryption schemes of first three are
constructed on random transformation, such as randomized
kernel matrix [11] and random invertible matrices [14, 16].
They were proven to be secure against KSA (known-sample
attack) that the attacker knows a set of plain data objects
in the dataset, but not the corresponding encrypted values.
Yuan andTian’s work [14] can also defeat LAA (linear analysis
attack) introduced by [23]. However, these schemes are weak
considering that attacker gets both some data objects and
their encryptions. The latter four outsourcing protocols are
proposed based on homomorphic encryption techniques,
which can resist CPA (chosen plaintext attack). References
[12, 13] adopt Liu’s FHE as the underlying encryption scheme,
which yet may not be secure enough as illustrated by [18].
Rao et al.’s [15] and our encryption schemes achieve semantic
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Figure 3: Performance of SSED and SMkSD with varying size of datasets (𝐿).
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Figure 4: Experiment analysis with varying number of clusters (𝑘) in the real dataset.

security, relying on hardness of Decisional Composite Resid-
uosity [44] and Diffie-Hellman Problem [30], respectively.

From this table, it can be seen that only [16] and ours
support computation over encrypted data under multikeys,
whereas one drawback in [16] is that they either reveal data
owners’ keys to query user or reveal query user’s key to own-
ers. Rao et al.’s [15] and ours hide access patterns by execut-
ing clustering in an oblivious way, preventing cloud servers
from knowing the assignment membership of encrypted
records which may be used to launch inference attack.

Several schemes require data owners to participate in the
mining process so as to update cluster centroids or to assist
similarity comparison, except those from [11, 15] and ours.
Almost all works allow the cloud to perform comparison
operation between encrypted distances, while approach in
[13] adopts a plain updatable matrix to compare. What is
more, only Yuan and Tian’s [14] and our researches con-
sider how to integrate big data processing framework into
privacy-preserving protocols. As a consequence, our solution
achieves the most comprehensive security requirements and
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Figure 5: Experiment analysis with varying number of parallelized MCUs (𝑓) in the real dataset.
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Figure 6: Experiment analysis with varying size of joint datasets (𝐿) from the real dataset.

feasibility for clustering outsourcing compared with current
works.

8. Conclusion

In this paper, we proposed an efficient privacy-preserving
protocol for outsourced 𝑘-means clustering over joint data-
sets encrypted under multiple data owners’ keys. By utilizing
double decryption cryptosystem, we proposed a series of
privacy-preserving building blocks to transform ciphertexts

and evaluate addition, multiplication, equality, and com-
parison, and so on, over encrypted data. Our protocol not
only protects privacy of the aggregated database, but also
hides access patterns under the semihonest model. Another
improvement is that the outsourced clustering works under
big data processing framework, which can be scaled to
process big data. Experiments on real dataset show that our
scheme is more efficient than existing approaches. However,
the computation and communication costs of PPCOM are
still heavy for large datasets. Our future work will focus
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Table 3: Cloud running time for ciphertexts transformation (inmin).

Subprotocol 𝐿 = 2000 𝐿 = 4000 𝐿 = 6000 𝐿 = 8000 𝐿 = 10000
SCT 11.6 23.2 35.3 46.5 57.9
KeyProd [28] 43.9 87.9 138.9 175.3 219.4

Table 4: Comparative summary of existing solutions for outsourced 𝑘-means.

Protocol Security model Data privacy
protection

Support
multikeys

Hide access
patterns

No owner
involvement

Encrypted
distance

comparison

Big data
engine

Lin’s [11] KSA √ × × √ √ ×
Huang et al.’s [16] KSA √ √ × × √ ×
Yuan and Tian’s [14] KSA & LAA √ × × × √ √
Liu et al.’s [12] CPA √ × × × √ ×
Almutairi et al.’s [13] CPA √ × × × × ×
Rao et al.’s [15] CPA √ × √ √ √ ×
Ours CPA √ √ √ √ √ √
on improving the efficiency of outsourced protocols while
protecting data privacy to withstand advanced attacks, for
example, collusion attack between two CSPs.
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Currently, the Android platform is the most popular mobile platform in the world and holds a dominant share in the mobile
device market. With the popularization of the Android platform, large numbers of Android malware programs have begun to
emerge on the Internet, and the sophistication of these programs is developing rapidly.Whilemany studies have already investigated
Androidmalware detection throughmachine learning and have achieved good results, most of these are based on static data sources
and fail to consider the concept drift problem resulting from the rapid growth in the number of Android malware programs and
normalAndroid applications, as well as rapid technological advancement in theAndroid environment. To address this problem, this
work proposes a solution based on an ensemble classifier. This ensemble classifier is based on a streaming data-based Naive Bayes
classifier. Android malware has identifiable feature utilization tendencies. On this basis, feature selection algorithm is introduced
into the ensemble classifier, and a sliding window is maintained inside the ensemble classifier. Based on the performance of the
subclassifiers inside the sliding window, the ensemble classifier makes dynamic adjustments to address the concept drift problem
in Android malware detection. The experimental results from the proposed method demonstrate that it can effectively address the
concept drift problem in Android malware detection in a streaming data environment.

1. Introduction

With the continuous development of mobile technology,
smartphones have become indispensable tools for daily life
and work. Due to its openness, the Android platform has
attracted large numbers of developers and users and become
the most popular mobile platform in the world. As the
number of Android users continues to grow, the Android
platform market has caught the eye of a considerable
number of malware developers. According to a report by
G DATA (a cybersecurity company), the number of new
Android malware samples reached 560,671 in the second
quarter of 2015, a 27% increase over the first quarter.
On average, 6,100 new Android virus samples emerged
every day (equivalent to a new virus every 14 seconds) in
the second quarter of 2015, 1,200more than in the first quarter

(https://www.gdata-china.com/news/article/article/mmre-
porth2).Thus, Android malware has become one of the main
threats to Android users.

The rapid growth in Android malware has already gar-
nered attention from researchers in China and elsewhere. To
date, many studies on Android malware detection through
machine learning have been conducted. However, all of these
studies are based on static data sources and fail to consider
the concept drift problem that may exist as a result of the
rapid development of Android malware and normal Android
applications, as well as the technological advancement in the
Android environment. A frequently encountered challenge
when using machine learning to solve practical problems
is the fact that a problem may rely on hidden contexts
that are not explicitly provided by its features. Changes
in the hidden contexts will have spreading effects on the
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problem. This phenomenon is referred to as concept drift
[1]. For example, in the weather forecast, it is difficult to
judge whether the weather is sunny or cloudy when we only
know the temperature and do not know the season. The
temperature of 25 degrees Celsius is likely to be cloudy in
summer, and it is likely to be sunny in winter. Concept drifts
are mainly reflected by changes in data distribution.

In a previous study [2], we noticed that the concept
drift problem also exists in Android malware detection.
According to an early study by Zhou and Jiang [3], com-
pared with normal applications, Android malware has a
tendency to use specific features to achieve its malicious
intents, such as sending fee-based text messages, encoding
and decoding, and dynamic code loading. However, in our
statistical analysis of the features used by normal Android
applications and by Android malware, we found an inter-
esting phenomenon: some features that are often used by
malware, such as dynamic loading, also frequently appear
in normal application software for the purpose of code
protection. We believe that this phenomenon is not a special
case. With the improvement of smartphone hardware and
the increasing demands of users, the functions of normal
Android applications will continuously expand. At the same
time, Android malware developers will continuously adjust
the technologies used in malware based on existing detection
methods. Data distribution in the entire sample space will
undergo continuous changes over time. If a classifier obtained
by training on an old data source continues to be used, a large
number of errors will be generated when this classifier is used
to classify samples that are newly generated fromdata sources
whose underlying distribution has changed. In addition, the
number of Android malware programs and normal Android
applications grows very fast. The characteristics of Android
data samples are consistent with those of streaming data
fast, continuously, infinitely, and variably. Therefore, a new
solution should be formulated based on the characteristics of
streaming data and Android malware detection.

In this work, a Naive Bayes Classifier Based on Streaming
Data (NBCS) is proposed. The NBCS is formed by adding
detection technology to a Naive Bayes classifier based on
the characteristics of streaming data. This ensures that the
training samples that the classifier obtains from streaming
data are sufficient in number to represent the entire sample
space. In addition, because Android malware exhibits certain
feature utilization tendencies, a feature selection algorithm is
also incorporated into the NBCS to enhance its performance.
Based on the NBCS, a model for Ensemble Learning Based
on RandomNBCS (ENBCS) is proposed.The ENBCS model
allocates a random feature subset to each subclassifier. Each
subclassifier selects features from the feature subset with
which it is provided. The ENBCS model also uses a window-
based subclassifier elimination strategy, by which the accu-
racy of each subclassifier within the window is monitored,
and subclassifiers with relatively low accuracy are eliminated.
Afterward, subclassifiers are retrained using the data within
the window to address the concept drift phenomenon.

The remainder of the paper is structured as follows:
Section 2 introduces work related to Android malware
detection, as well as work related to concept drift detection.

Section 3 focuses on the relevant details of the NBCS and
ENBCS algorithms. Section 4 presents experiments that
demonstrate the performance of the NBCS and ENBCS
algorithms. Section 5 presents the conclusions of this work
and provides recommendations for future work.

2. Relevant Work

The key to addressing concept drift lies in detecting the
occurrence of concept drift and providing measures with
which it can be addressed. Hulten et al. [4] proposed a
concept-adapting very fast decision tree learner (CVFDT)
based on the very fast decision tree algorithm [5]. The
CVFDT dynamically updates the statistical value required
for each node in the Hoeffding tree (HT) by using a slid-
ing window. When concept drift occurs, the CVFDT will
select a new feature for each node based on the updated
statistical value and establish new subtrees. Rutkowski et al.
[6] noted the deficiencies of the CVFDT algorithm in the
HT and proposed a McDiarmid tree (McDT) algorithm by
replacing the Hoeffding bound in the HT with McDiarmid’s
bound. Rutkowski et al. [7] also addressed the relatively long
computation time of the McDT algorithm using Gaussian
approximation. In the NBCS, a Naive Bayes classifier, which
can be quickly trained, is used as the basic classifier. A feature
selection algorithm is also introduced into the NBCS to
improve its performance. Gama et al. [8] treated the error rate
of a classifier as a binomial distribution and proposed a drift
detection method (DDM). In addition, they set a warning
level and a drift level based on different confidence levels.
Furthermore, they treated the data between the warning and
drift levels as awindowwithwhich to retrain classifiers. Based
on Gama et al.’s DDM, Baena-Garćıa et al. [9] proposed an
early DDM (EDDM) to address the deficiencies of Gama
et al.’s DDM in detecting sudden concept drifts. Bifet and
Gavalda [10] proposed an adaptive windowing (ADWIN)
algorithm. The ADWIN algorithm divides a sliding window
into two sufficiently large subwindows and detects concept
drifts by comparing the data in the two subwindows. The
ENBCS algorithm determines whether a concept drift occurs
by comparing the accuracy of the ensemble classifier and the
subclassifiers within the window.

Because concept drifts are often related to time, many
studies have addressed the concept drift problem by sample
weighting. A time-based sample weighting method has been
previously proposed, in which the newest sample is assigned
the greatest weight [11, 12]. Zhang et al. [13] classified concept
drifts into strict and loose concept drifts. For loose concept
drifts, they assignedweights to samples using the kernelmean
matching method. For strict concept drifts, they proposed
an optimal weights adjustment (OWA) method for assigning
weights to samples. Instead of assigning weights to samples,
the ENBCS algorithm solves the concept drift problem by
directly ignoring the samples outside the window. Another
approach in addition to sample weighting is available for
solving the concept drift problem: subclassifier weighting
through ensemble learning. A streaming ensemble algorithm
(SEA) [14] processes a data flow in blocks. Upon acquiring
a new data block, an SEA uses this data block to train a
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new classifier, compares the new classifier with the previously
trained classifier, and retains the classifier with better perfor-
mance. Some researchers [15, 16] have used a weighted voting
method to classify each sample in ensemble learning models.
The weight of each subclassifier will be updated based on its
accuracy. Bifet et al. [17] enumerated all the feature subsets of
size 𝑘, used these feature subsets in parallel to train the HT
classifier, input the results obtained from the HT classifier
into a perceptron, and trained it using the gradient descent
method. Bifet et al. also used the ADWIN algorithm to detect
concept drifts and reset the learning rate of the gradient
descent method upon the occurrence of a concept drift. The
ENBCS algorithm allocates a random feature subset to each
subclassifier, and each subclassifier selects features from the
feature set with which it is provided. The feature sets used by
the subclassifiers vary in size. Classifiers with relatively low
accuracy are eliminated directly, after which classifiers are
retrained.

3. Problem Description and Solution

In this work, a two-tuple, (𝑋, 𝐶), is used to represent
a data sample, where 𝑋 = {𝑥1, 𝑥2, . . . , 𝑥𝑛} represents
the 𝑛-dimensional characteristics of the sample and 𝐶 ∈{𝐶1, 𝐶2, . . . , 𝐶𝑛} represents the type tag of the sample.

3.1. Problem Description. When using Bayesian theory to
classify sample 𝑋 = {𝑥1, 𝑥2, . . . , 𝑥𝑛}, 𝐶𝑖 is selected as the
classification tag and satisfies the following condition:

𝐶𝑖 = argmax
𝑖∈{1,...,𝑚}

𝑃 (𝐶𝑖 | 𝑋)
= argmax
𝑖∈{1,...,𝑚}

𝑃 (𝑥1, 𝑥2, . . . , 𝑥𝑛, 𝐶𝑖)𝑃 (𝑋) . (1)

However, the topological structure of the Bayesian net-
work is required to calculate 𝑃(𝑥1, 𝑥2, . . . , 𝐶𝑖). Learning the
Bayesian network from the data is very difficult, and the
time complexity of computation increases exponentially. To
simplify the calculation process, in a Naive Bayes classifier,
features are assumed to be independent of one another under
the given classification tag (𝐶) condition. Thus, (1) can be
transformed to

𝐶𝑖 = argmax
𝑖∈{1,...,𝑚}

𝑃 (𝐶𝑖 | 𝑋)
= argmax
𝑖∈{1,...,𝑚}

𝑛∏
𝑗=1

𝑃 (𝑥𝑗 | 𝐶𝑖) 𝑃 (𝐶𝑖) . (2)

For data source 𝑆, when its distribution remains stable within
a consecutive 𝑡 number of time periods (i.e., 𝑆1 = 𝑆2 = ⋅ ⋅ ⋅ =𝑆𝑡), 𝑃1(𝑥𝑗 | 𝐶𝑖) and 𝑃1(𝐶𝑖) = 𝑃𝑡(𝐶𝑖). The prior probabilities
obtained by learning on 𝑆1,𝑃1(𝑥𝑗 | 𝐶𝑖), and𝑃1(𝐶𝑖) can be used
to predict the data sample generated on 𝑆𝑡 (𝑋𝑡). However,
in the real environment where Android malware detection
is performed, the number of Android malware programs
and normal Android applications grows extremely fast. In
addition, technologies used in Android malware programs

and normal Android applications are continuously evolving.
Thus, there is a time point, 𝑡, at which 𝑆1 = 𝑆2 = ⋅ ⋅ ⋅ = 𝑆𝑡 ̸= 𝑆𝑖,𝑃1(𝑥𝑗 | 𝐶𝑖) ̸= 𝑃𝑖(𝑥𝑗 | 𝐶𝑖), and 𝑃1(𝐶𝑖) ̸= 𝑃𝑖(𝐶𝑖). As a result, the
classifier obtained by training on 𝑆1 cannot effectively detect
data samples generated on 𝑆𝑖. In this work, this phenomenon
is referred to as the concept drift phenomenon associated
with Android malware detection.

3.2. Solution

3.2.1. NBCS. As demonstrated in (2), it is necessary to first
learn each conditional probability, 𝑃(𝑥𝑖 | 𝐶𝑗), to use the
NBCS to classify samples. For a static data sample, the
conditional probability can be easily obtained. However, in a
streaming datamodel, data samples are acquired sequentially,
and the entire data space is infinite.Therefore, when process-
ing streaming data, one of the primary tasks is to determine
whether sufficient data samples have been acquired. To
complete this task, the NBCS is proposed. It is assumed that,
in the overall sample space, 𝑃(𝑥𝑖 | 𝐶𝑗) = 𝜇𝑖𝑗, where 𝜇𝑖𝑗 is
unknown. 𝑃𝑡 (𝑥𝑖 | 𝐶𝑗), 𝑃𝑡+1(𝑥𝑖 | 𝐶𝑗), . . . , 𝑃𝑡+𝑘(𝑥𝑖 | 𝐶𝑗) are𝑘 + 1 observed values of 𝑃(𝑥𝑖 | 𝐶𝑗). According to the central
limit theorem, the distribution corresponding to an observed
value,𝑃(𝑥𝑖 | 𝐶𝑗), should follow anormal distributionwith an
expected value of 𝜇𝑖𝑗, that is, 𝑃(𝑥𝑖 | 𝐶𝑗) 𝑁(𝜇𝑖𝑗, 𝜎2). Because𝜇𝑖𝑗 is unknown, a transformation is performed. Let Δ𝑃𝑜(𝑥𝑖 |𝐶𝑗) = 𝑃𝑎(𝑥𝑖 | 𝐶𝑗) − 𝑃𝑏(𝑥𝑖 | 𝐶𝑗), ∀𝑎, 𝑏 ∈ {𝑡, . . . , 𝑡 + 𝑘} and𝑎 ̸= 𝑏. Because 𝑃𝑎(𝑥𝑖 | 𝐶𝑗) and 𝑃𝑏(𝑥𝑖 | 𝐶𝑗) are independent
and identically distributed random variables, the distribution
of the difference between 𝑃𝑎(𝑥𝑖 | 𝐶𝑗) and 𝑃𝑏(𝑥𝑖 | 𝐶𝑗) should
follow a normal distributionwith an expected value of𝜇𝑖𝑗 = 0.
Based on hypothesis testing, null and alternative hypotheses
are made as follows: 𝐻0 : 𝜇 = 0 (null hypothesis) and𝐻1 : 𝜇 ̸= 0 (alternative hypothesis). A statistic is selected:

𝑇 = Δ𝑃 − 0𝑆/√𝑘 ∼ 𝑡 (𝑘 − 1) , (3)

where

Δ𝑃 = 1𝑘
𝑘∑
𝑜=1

Δ𝑃𝑜 (𝑥𝑖 | 𝐶𝑗) ,
𝑆 = √ 1𝑘 − 1

𝑘∑
𝑜=1

(Δ𝑃𝑜 (𝑥𝑖 | 𝐶𝑗) − Δ𝑃)2.
(4)

For a given confidence level, 𝛼, because 𝑃{|𝑇| ≥ 𝑇𝛼/2} = 𝛼,
the rejection region can be obtained:

𝐼𝑐 = {𝑡 | |𝑡| ≥ 𝑡𝛼/2} . (5)

For the feature of each dimension, 𝑥𝑖, the NBCS maintains
a window with a size of 𝑘 + 1 to store the observed values
of the most recent 𝑘 + 1 conditional probabilities, 𝑃(𝑥𝑖 |𝐶𝑗). Every time a new sample enters the classifier, the
numerical values in each feature window are dynamically
updated. If 𝐻0 holds, then for the data samples that have
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Input: A sequence streaming data 𝐿 = {𝑋1, 𝑋2, . . . , 𝑋𝑛, . . .}𝐹, feature set used in this classifier, |𝐹| = 𝑚𝛼, the confidence level
window, the size of window𝛿, the threshold used in feature selection

(1) /∗ Init ∗/
(2) count = 0
(3) for 𝑖 = 1 to𝑚 do
(4) Flag𝑖 = 0 /∗ the state of features, 0 indicates that

the observation value 𝑃(𝑥𝑖 | 𝐶𝑗) could not stand for𝑃(𝑥𝑖 | 𝐶𝑗) ∗/
(5) end for
(6) while count < window AND ∃𝑖, Flag𝑖 = 0 do
(7) count + +
(8) for 𝐹𝑖 ∈ 𝐹 do
(9) if Flag𝑖 == 0 then
(10) Calculate 𝑡 using equation (3)
(11) if |𝑡| ≥ 𝑡𝛼/2 then
(12) Calculate SU(𝐹𝑖, 𝐶) using equation (6)
(13) if SU(𝐹𝑖, 𝐶) > 𝛿 then
(14) Flag𝑖 = 1 /∗1 indicates that this feature will

be used in classification ∗/
(15) else
(16) Flag𝑖 = 2 /∗2 indicates that this feature does

not pass feature selection ∗/
(17) end if
(18) end if
(19) end if
(20) end for
(21) end while

Algorithm 1: Training stage of the NBCS algorithm.

been acquired, the average of the observed values of the
conditional probabilities of the feature in question can be
used to represent the conditional probability value of the
entire data space, 𝑃(𝑥𝑖 | 𝐶𝑗). In some special cases, the
classifier acquires a large number of data samples, and some
features cannot pass the null hypothesis. To prevent this,
the NBCS sets a receiving window for training samples for
each classifier. When the number of samples from which a
classifier has learned exceeds the window size, the classifier
will mark the features that fail to pass the null hypothesis
and will not consider these features in subsequent feature
selection and sample classification processes.

3.2.2. Feature Selection. Most Android malware programs
are repackaged versions of normal software applications
[3]. These repackaged applications will retain the normal
functions of the original applications. Therefore, Android
malware programs will retain the features of the original
applications. In addition, to achieve its malicious intent,
malware has a tendency to use certain features. Based on this
characteristic of Android malware, irrelevant and redundant
features can be eliminated through feature selection. More-
over, based on a Naive Bayes classifier, the NBCS assumes
that features are independent of one another under the given
type (𝐶) condition. However, in practical applications, this

assumption rarely holds. Eliminating redundant features and
weakening the correlation among features through feature
selection can, to a certain extent, enhance the classification
performance of the NBCS. In this work, the FCBC algorithm
[18] is selected as the feature selection algorithm. In the
FCBC algorithm, symmetrical uncertainty (SU) [19] is used
as the standard for evaluating the correlation between any two
features. Let𝑋 and 𝑌 be two random variables. Then, the SU
between𝑋 and 𝑌 is as follows:

SU (𝑋, 𝑌) = 2 [ 𝐼 (𝑋, 𝑌)𝐻 (𝑋) + 𝐻 (𝑌)] , (6)

where𝐻(𝑋) represents the information entropy of𝑋:
𝐻(𝑋) = −∑

𝑖

𝑃 (𝑥𝑖) log2 (𝑃 (𝑥𝑖)) . (7)

𝐼(𝑋, 𝑌) represents the information gain between𝑋 and 𝑌:𝐼 (𝑋, 𝑌) = 𝐻 (𝑋) − 𝐻 (𝑋 | 𝑌) . (8)
The value of SU falls in the range of [0, 1].Thehigher the value
of SU(𝑋, 𝑌), the more significant the correlation between 𝑋
and 𝑌. In the FCBC algorithm, a threshold value, 𝛿, needs
to be specified. If SU(𝑋, 𝑌) > 𝛿, then 𝑋 is correlated with𝑌; otherwise 𝑋 is not correlated with 𝑌. Algorithm 1 shows
the learning process of the NBCS classification model in
pseudocode.
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Input: A sequence streaming data 𝐿 = {𝑙1, 𝑙2, . . .}, |𝑙𝑖| = 𝑀𝑁, the number of classifiers in the ensemble learning model𝑚, the number of features used in each classifier𝛼, the confidence level𝐾, window size of the ensemble learning model
(1) whilemore data blocks 𝑙𝑡 are available do
(2) Getting the accuracy rate 𝑃en,𝑡 of ensemble model on 𝑙𝑡
(3) for 𝑖 = 1 to𝑁 do
(4) Get the accuracy rate 𝑃𝑖,𝑡 of classifier 𝑖 on 𝑙𝑡
(5) Calculate 𝑇𝑖 from (9)
(6) if 𝑇𝑖 < 0 AND |𝑇𝑖| ≥ 𝑡𝛼 then
(7) /∗ Classifier 𝑖 should be abandoned ∗/
(8) Retrain classifier 𝑖 with data {𝑙𝑡, 𝑙𝑡−1, ..., 𝑙𝑡−𝐾+1}
(9) end if
(10) end for
(11) end while

Algorithm 2: Subclassifier elimination strategy used in the ENBCS.

3.2.3. ENBCS Model. Ensemble learning is a machine learn-
ing method with the purpose of obtaining better learning
results than those obtained using single learners by train-
ing a series of subclassification models and subsequently
integrating each learning result with a certain rule [20–22].
Ensemble learning plays a role in conventional staticmachine
learning. Many researchers who study concept drifts have
used ensemble learning and achieved good experimental
results [1, 14, 17].

In this work, an ENBCS model is proposed based on
the NBCS. The ENBCS provides a randomly selected feature
subset to each NBCS, and these feature subsets are the same
size. Each subclassifier selects features from the feature subset
with which it is provided. A maximum voting method is
used in the ENBCS model to classify test samples. Because
the features learned by a subclassifier model are a feature
subset that is randomly extracted from the overall feature
space, it is very likely that this feature is not sufficiently
capable of expressing the class attributes. As a result, some
subclassifiers have low accuracy. A subclassifier elimination
method is used in the ENBCSmodel: the classification results
of each subclassifier in the ensemble learning model are
examined in real time, and subclassifiers with poor classifica-
tion results are eliminated. Algorithm 2 shows this method in
pseudocode.

When classifying data samples, the ENBCS model first
divides the streaming data into data blocks of size𝑀 before
processing them. In the ENBCS model, a window of size𝐾 is specified to store 𝐾 data blocks (𝑙𝑡−𝐾+1, 𝑙𝑡−𝐾+2, . . . , 𝑙𝑡)
as well as the accuracy of the ENBCS for these data blocks(𝑃en,𝑡−𝐾+1, 𝑃en,𝑡−1, . . . , 𝑃en,𝑡). For any arbitrary classifier 𝑖, a
window of size 𝐾 is maintained correspondingly to store the
accuracy for each data block within the window. Each time
the ensemble classifier obtains a new data block, 𝑙𝑡, the accu-
racy of the ensemble classifier and that of each subclassifier
are calculated for this data block, and, subsequently, hypoth-
esis testing is performed to determine whether the accuracy
of each subclassifier within the window is significantly lower

than that of the ensemble classifier at a given confidence level𝛼. A statistic is selected:

𝑇𝑖 = 𝑃𝑖 − 𝑃en𝑆/√𝐾 ∼ 𝑡 (𝐾 − 1) , (9)

where

𝑃en = 1𝑡∑𝑡𝑖=1 𝑃en,𝑖 ,
𝑃𝑖 = 1𝐾

𝑡∑
𝑗=𝑡−𝐾+1

𝑃𝑖,𝑗,
𝑆 = √ 1𝐾 − 1

𝑡∑
𝑗=𝑡−𝐾+1

(𝑃𝑖,𝑗 − 𝑃𝑖)2.
(10)

For the given confidence level 𝛼, if 𝑇𝑖 < 0 and |𝑇𝑖| ≥ 𝑡𝛼, then
the accuracy of the subclassifier in question is considered to
be significantly lower than that of the ensemble classifier, and
this subclassifier should be eliminated and retrained using
the data within the window. When solving the concept drift
problem, some researchers [8] believe that, for a group of
test data, the error rate of classification is a random variable
that follows a binomial distribution.When there are sufficient
samples, this binomial distribution can be approximated
by a normal distribution. Under the condition that the
distribution of samples remains stable, the error rate of a
learning algorithm will gradually decrease as the number of
samples increases. A significant increase in the error rate of a
learning algorithm indicates a change in the data distribution.
Based on this theory, the subclassifier elimination strategy
used in the ENBCS is also applicable to solving the concept
drift problem.When concept drift occurs, the accuracy of the
subclassifiers within the window will decrease significantly.
According to (9) and (10), when 𝑇𝑖 < 0 and |𝑇𝑖| ≥ 𝑡𝛼,
subclassifiers will be eliminated, and new training data will
be learned within the window.
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4. Experimental Results and Analysis

4.1. Data Source. Thedata used in this experiment came from
three sources.The first part of the data was obtained from the
Drebin dataset. We randomly extracted 3,000 samples from
the Drebin dataset (https://www.sec.cs.tu-bs.de/∼danarp/
drebin/index.html), of which 809 are malware samples and
2,191 are normal software samples. The third part of the
data was collected independently and is composed of 3,000
samples, of which 808 are malware samples and 2,192 are
normal software samples.The aforementioned two batches of
samples are discontinuous in time. Between them is a mixed
dataset, which is composed of 862 samples, of which 144
were obtained from theDrebin dataset and 718 were collected
independently. In this experiment, the mixed samples in the
middle are viewed as the time point at which concept drift
occurs.

4.2. Feature Set. The feature set used in this work is deter-
mined based on previous research and has 405 dimen-
sions. The feature set is mainly composed of three parts.
The first part of the feature set is permissions for which
Android applications apply. Permissions are a very important
part of Android software. If an Android application needs
to call a system service and read the private informa-
tion of the user, the application needs to apply for the
corresponding permission in the AndroidManifest.xml file.
The Android operating system will read the permission
application information when the Android application is
being installed and ask the user whether the corresponding
permission should be granted. If the Android application
fails to obtain the needed permission, the corresponding
code will not be run. Currently, this type of feature has 152
dimensions.

The second part of the feature set is actions used by
Android applications. In Android software, actions are used
to register and monitor various events in the system. When
an event occurs, the Android component in which the event
is registered will be triggered. Information about actions is
also written in the AndroidManifest.xml file. This type of
feature has 229 dimensions. The third part of the feature
set consists of application programming interfaces (APIs)
and some Linux commands used by Android applications.
An Android application cannot complete specific functions
by only applying for permissions; it also needs to use API
calls provided by the Android system based on the needs of
the program. An Android development framework provides
thousands of API calls, of which most features are unrelated
to Android malware detection. Previous studies [23, 24] are
used as references for this part of the feature set. This type of
feature has 24 dimensions.

4.3. Analysis of the Performance of the NBSC Algorithm. At
the feature selection stage, a threshold value, 𝛿, needs to
be specified for the FCBC algorithm. If the value set for𝛿 is too small, the classification model cannot effectively
eliminate redundant and unrelated features. If 𝛿 is too large,
the number of features learned by the NBCS algorithm
will be too small, and thus no effective predictions will be
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Figure 1: Accuracy of the NBCS algorithm under various threshold
values.
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Figure 2: Feature selection results obtained using the NBCS
algorithm under various threshold values.

made. Figure 1 shows the accuracy of the NBCS algorithm
when 𝛿 is set to various values (threshold: none signifies
that no feature selection is performed). Figure 2 shows the
number of features of each of the three types under various
window sizes. These three types correspond to the marks in
Algorithm 1. In Figure 2, flag: 0 signifies the features that
failed to pass the null hypothesis; flag: 1 signifies the features

https://www.sec.cs.tu-bs.de/~danarp/drebin/index.html
https://www.sec.cs.tu-bs.de/~danarp/drebin/index.html
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Figure 3: Comparison of the accuracy of the NBCS algorithm and
the selected comparative algorithms.

used for classification prediction; and flag: 2 signifies the
features that failed to pass the feature selection procedure.
As demonstrated in Figure 2, when no feature selection is
performed and 𝛿 is relatively small, there are a relatively
large number of redundant and irrelevant features in the
classifier. As a result, the classification performance of the
NBCS algorithm is not ideal. As 𝛿 increases, the number
of features used by the classifier (flag: 1) begins to decrease
and the accuracy of the NBCS algorithm begins to improve.
However, when 𝛿 exceeds a certain value (e.g., 0.4), while the
features used by the classifier are highly correlated with one
another, the total number of features is too small (as seen
from the rightmost bar of the histogram), and the accuracy
of the classifier decreases. In subsequent experiments, 𝛿 is set
to 0.1.

In this work, the HT algorithm and the Hoeffding Option
Tree (HOT) algorithm (an improved HT algorithm) [25]
are used as comparative algorithms. These two classifier
algorithms are realized in Massive Online Analysis (MOA),
an open source framework written in Java [26]. Figure 3
shows a comparison of the accuracy of the NBCS, HT,
and HOT algorithms. As demonstrated in Figure 3, the
NBCS algorithm has a stable accuracy greater than 95%.
The accuracy of the HOT algorithm is very close to that
of the HT algorithm. When there are a relatively small
number of samples, the HOT and HT algorithms each have
an accuracy of only approximately 92%. As the number of
learning samples increases, the accuracy of the HOT algo-
rithm becomes slightly higher than that of the HT algorithm
but is still lower than that of the NBCS algorithm by nearly
1%.

In addition to accuracy, three other statistical measures,
namely, precision, recall, and specificity, were selected to

Table 1: Comparison of the NBCS, HT, and HOT algorithms for
each index.

Algorithm Precision Recall Specificity Run time (ns)
NBCS 89.55% 93.28% 96.06% 350,846,550
HT 90.14% 86.02% 96.60% 1,682,211,860
HOT 90.04% 86.56% 96.69% 2,825,587,265

evaluate Android malware detection results. These three
statistical measures are defined as follows:

Precision = TP
TP + FP

,
Recall = TP

TP + FP
,

Specificity = TN
TN + FP

,
(11)

where TP (true positive) represents the number of malware
samples that are correctly detected; TN (true negative)
represents the number of normal software samples that are
correctly classified; FP (false positive) represents the number
of normal samples that are detected as malware; and FN
(false negative) represents the number of malware samples
that are detected as normal software. As demonstrated in
(11), precision represents the frequency of actual malware
samples within the samples that are classified as malware;
recall represents the frequency of samples that are correctly
detected asmalwarewithin all themalware samples that are to
be tested; and specificity represents the frequency of samples
that are correctly classified as normal applications within all
the normal application samples that are to be tested.

Table 1 shows the difference in each index between
the NBCS algorithm and the comparative algorithms. As
demonstrated in Table 1, the accuracy of each of the HT and
HOT algorithms is higher than that of the NBCS algorithm
by 0.5C0.6%, whereas the recall of the NBCS algorithm is
higher than that of each of the HT and HOT algorithms
by nearly 7%. Thus, the NBCS algorithm has a significantly
higher capability to detect malware than the HT and HOT
algorithms. The specificity of the NBCS algorithm is slightly
lower than that of the HT algorithm, but only by 0.54%. In
terms of the run time, the NBCS algorithm is significantly
superior to the two decision-tree-based algorithms. The run
time of the NBCS algorithm is only one-fifth that of the HT
algorithm. While the classification performance of the HOT
algorithm is slightly better than that of the HT algorithm, the
run time of the HOT algorithm is much longer than that of
the HT algorithm.

4.4. Analysis of the Performance of the ENBCS Algorithm.
In the ensemble learning model, a feature subset of size 𝑚
will be randomly selected for each subclassifier, and each
subclassifier will sufficiently test the features, select features,
and ultimately classify the samples within the feature subset
selected. Figure 4 shows the accuracy of the entire ensemble
learning model corresponding to various feature subset sizes.
As demonstrated in Figure 4, if 𝑚 is set to a relatively



8 Security and Communication Networks

�e Accuracy of ensemble learning model on di�erent
feature size without elimination

0.8

0.82

0.84

0.86

0.88

0.9

0.92

0.94

0.96

0.98

1

Ac
cu

ra
cy

500 1000 1500 2000 2500 30000
Number of samples

m: 25
m: 50
m: 100

m: 125
m: 150

Figure 4: Accuracy of the ENBCS algorithm corresponding to var-
ious feature subset sizes when no subclassifier elimination strategy
is implemented.

small value, the accuracy of the ensemble learning model is
relatively low. Analyzing each subclassifier in the ensemble
learning model revealed that because the number of feature
subsets that can be selected is relatively small, the number
of effective features that each subclassifier can use after the
feature selection process is too small, and consequently each
classifier cannot effectively classify the samples. The ENBCS
algorithm is based on the NBCS algorithm and classifies
samples using the maximum voting method. If there are a
relatively large number of subclassifiers with relatively low
accuracy, the accuracy of the entire ensemble classifier will
also be relatively low.

To prevent subclassifiers with relatively low accuracies
from continuously affecting the ensemble learning model, a
window-based subclassifier elimination strategy is proposed
for the ENBCS algorithm to retrain subclassifiers with rel-
atively poor classification performance. Figure 5 shows the
accuracy of the ensemble learning model corresponding to
various feature subset sizes after the subclassifier elimination
strategy is implemented. When 𝑚 is set to a relatively large
value, the accuracy of the ensemble learning model can
become stable more quickly, and the impact of the value of𝑚 on the accuracy of the ensemble learning model is also
relatively insignificant. When 𝑚 is set to a relatively small
value, the accuracy of the ensemble learning model increases
significantly after the elimination strategy is implemented;
in addition, as the number of samples continues to increase,
the subclassifier elimination strategy can help continuously
increase the accuracy of the ensemble learningmodelwhen𝑚
remains the same. In subsequent experiments,𝑚 is set to 150.

The ENBCS algorithm is also compared with other
streaming data-based ensemble classifier algorithms, namely,
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Figure 5: Accuracy of the ENBCS algorithm corresponding to
various feature subset sizes.
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Figure 6: Comparison of the accuracy of the ENBCS algorithm and
the comparative algorithms.

the Online Bagging algorithm [27], the online boosting
algorithm [27], the online coordinate boosting algorithm
[28], the adaptive-size HT bagging (BagASHT) algorithm
[29], the Accuracy-Weighted Ensemble algorithm [16], and
the Accuracy Updated Ensemble algorithm [30]. These
ensemble classifier algorithms are realized in MOA. Figure 6
shows the accuracy of each ensemble classifier algorithm.
As demonstrated in Figure 6, the Online Bagging algo-
rithm, the online boosting algorithm, the online coordinate
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Figure 7: Impact of the subclassifier elimination strategy on the
accuracy of the ENBCS for each data block when concept drift
occurs in streaming data.

boosting algorithm, and the BagASHT algorithms have
similar accuracies (in the range of 92C94%). When there
are a relatively small number of samples, the Accuracy-
Weighted Ensemble algorithm and the Accuracy Updated
Ensemble algorithm each have an accuracy of only 70%.
As the number of learning samples increases, the accuracy
of the Accuracy Updated Ensemble algorithm exceeds 91%,
whereas the accuracy of the Accuracy-Weighted Ensemble
algorithm remains below 90%. In comparison, the accuracy
of the proposed ENBCS algorithm exceeds 96%, which is
significantly higher than that of each of the comparative
algorithms.

4.5. Concept Drift Detection. The previous experiments were
conducted to examine the performance of the NBCS algo-
rithm and the ensemble learning model under stable data
source distribution conditions. The subclassifier elimination
strategy implemented in the ENBCS algorithm has another
important function: solving the concept drift problem.When
concept drift occurs, because of the change in the data source
distribution, subclassifier models that were trained on previ-
ous samples will fail to effectively examine new test samples.
The concept drift problem can also be solved by examining
the accuracy of the subclassifiers within the window in
real time and retraining subclassifiers using the data within
the window. Figure 7 shows the impact of the subclassifier
elimination strategy on the accuracy of the ensemble learning
model when concept drift occurs in streaming data. In this
experiment, the NBCS algorithm window size is set to 200,
the data block size (𝑀) is set to 100, and the detection
window size (𝐾) is set to 5. As demonstrated in Figure 7, the
accuracy of the ensemble learning model decreases suddenly
when classifying test samples in the 29th data block. This
is because the algorithm window size is set to 200 and

only the last 2,800 samples in the first part of the data are
tested; consequently, the 29th data block is the data block in
which concept drift begins to occur. By using the subclassifier
elimination strategy, the concept drift is detected after the
ensemble learning model completes the classification of the
samples in the 31st data block, and subclassifiers are retrained
using the data within the window. As a result, the accuracy
of the ensemble learning model increases again to a relatively
high level. In comparison, the ensemble classifier without the
subclassifier elimination strategy is unable to make correct
adjustments.

In this section, several ensemble learning based algo-
rithms for solving the concept drift problem, namely,
the Online Bagging ADWIN algorithm, the LimAttClassi-
fier algorithm [17], the LeveragingBag algorithm [31], the
Accuracy-Weighted Ensemble algorithm, and the Accuracy
Updated Ensemble algorithm, are selected for comparison.
These algorithms are all realized in MOA. Figure 8 shows
the accuracy of the ENBCS algorithm and the comparative
algorithms. As demonstrated in Figure 8, before concept
drift occurs, the accuracy of the ENBCS algorithm is higher
than that of each of the comparative algorithms for most
data blocks. The ENBCS algorithm has a mean accuracy of
96.29%. In comparison, the Online Bagging ADWIN algo-
rithm and the LimAttClassifier algorithm have mean accu-
racies of 92.9% and 93.93%, respectively. Compared with the
Online Bagging ADWIN algorithm and the LimAttClassifier
algorithm, the LeveragingBag algorithm has a slightly higher
mean accuracy at 95.79%.The Accuracy-Weighted Ensemble
algorithm and the Accuracy Updated Ensemble algorithm
have the lowest mean accuracies (89.57% and 91.79%, resp.).
After detecting the concept drift, the ensemble learning
model makes adjustments. The accuracy of the ENBCS algo-
rithm reaches 86.80%,which is still higher than that of each of
the comparative algorithms. The LimAttClassifier algorithm
has an accuracy of 85.22%. The LeveragingBag algorithm
has a slightly higher accuracy, at 86.61%. The Accuracy
Updated Ensemble algorithm has an accuracy of 80.6%. The
Accuracy-Weighted Ensemble algorithm and theOnline Bag-
ging ADWIN algorithm have the lowest accuracies (77.00%
and 77.28%, resp.). Thus, in terms of accuracy, the ENBCS
algorithm is superior to the comparative algorithms. How-
ever, in terms of concept drift detection, the detection point of
the ENBCS algorithm occurs slightly later than that of each of
the Online Bagging ADWIN algorithm, the LimAttClassifier
algorithm, and the LeveragingBag algorithm. This is related
to the statistic (𝑇𝑖) selected for subclassifier elimination in the
ENBCS algorithm. As demonstrated in (9), 𝑇𝑖 is in inverse
proportion to the variance of the accuracy for each data block
within the window (𝑆). When considerable noise occurs in a
data blockwithin thewindow, the accuracy for this data block
will be relatively low, and the value of |𝑃𝑖 − 𝑃en| will increase.
However, the value of 𝑆 will also increase correspondingly,
and there will be no significant change in the value of 𝑇𝑖.
Thus, subclassifiers will not be retrained because of noise
in the data. When concept drift occurs, the accuracy will
be relatively low for several data blocks within the window.
Subclassifiers will be retrained only when 𝑆 has a relatively
small value.
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Figure 8: Accuracy of the ENBCS algorithm and the comparative algorithms for each data block before and after the occurrence of concept
drift.
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Figure 9: Frequency of use of each feature in malware and normal software before and after the occurrence of concept drift.

4.6. Analysis of Concept Drifts in Android Malware Detection.
As demonstrated in Figure 7, if the subclassifier elimina-
tion strategy is not implemented in the ENBCS algorithm,
when concept drift occurs, the accuracy of the ENBCS
algorithm will decrease greatly. Table 2 shows a comparison
for each index of the ENBCS algorithm before and after the
occurrence of concept drift. As demonstrated in Table 2,
when concept drift occurs, the ENBCS algorithm can still

effectively detect malware samples; however, a large number
of normal software samples are also detected as malware. To
understand this phenomenon, the features selected by the
NBCS algorithm (shown in Table 3) are analyzed. Figure 9
shows the frequency of use of each feature in malware and
normal software before and after the occurrence of concept
drift. As demonstrated in Figure 9(a), before concept drift
occurs, the features of each dimension used by the NBCS
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Table 2: Comparison of each index of the ENBCS algorithm before and after the occurrence of concept drift.

Precision Recall Specificity Accuracy
Before the occurrence of concept drift 94.44% 91.40% 98.05% 96.29%
After the occurrence of concept drift 28.28% 91.45% 16.03% 36.13%

Table 3: Features selected by the NBCS algorithm before and after the occurrence of concept drift.

Permission Action Code
ACCESS WIFI STATE android.intent.action.VIEW SmsManager
INSTALL PACKAGES android.intent.action.DIAL getSimSerialNumber
INSTALL SHORTCUT android.intent.action.CALL chmod
READ HISTORY BOOKMARKS android.intent.action.SENDTO abortBroadcast
READ PHONE STATE android.intent.action.SEND getLine1Number
READ SMS android.intent.action.WEB SEARCH /system/bin
RECEIVE SMS android.intent.action.SCREEN OFF getSimOperator
SEND SMS android.intent.action.SCREEN ON mount
UNINSTALL SHORTCUT android.intent.action.USER PRESENT KeySpec
WRITE HISTORY BOOKMARKS android.intent.action.BOOT COMPLETED getNetworkOperator

android.intent.action.PACKAGE ADDED SecretKey
android.intent.action.BATTERY CHANGED

algorithm are used at significantly higher frequencies in
malware than in normal software. According to (2), if a
data sample uses a relatively large number of features of
this type, this data sample will be identified by the NBCS
algorithm as malware. As demonstrated in Figure 9(b), these
features are used in normal software at considerably higher
frequencies after concept drift occurs. Figure 9(a) shows the
data distribution learned by the classifier. When the data
distribution changes to the one shown in Figure 9(b), a
large number of normal software programs will be classified
as malware. This leads to the results shown in Figure 7
and Table 2. Therefore, in a streaming data environment, a
concept drift detection method needs to be implemented to
update the learning model in a timely fashion.

5. Summary and Outlook

In this work, the concept drift phenomenon in Android
malware detection is analyzed.A classifier capable of adapting
to streaming data, NBCS, is proposed. NBCS is formed
by incorporating detection technology into a Naive Bayes
classifier. This ensures that the training samples obtained are
sufficient to represent the entire sample space, and NBCS
can be used to detect Android malware. Android malware
exhibits certain identifiable feature utilization tendencies. On
this basis, a feature selection algorithm is added to NBCS.
NBCS is also compared with the HT and HOT algorithms.
The experimental results show that NBCS exhibits higher
accuracy and higher operating efficiency compared with the
other two algorithms. Based on NBCS, an ensemble learning
model, ENBCS, is also proposed to solve the concept drift
problem. ENBCS provides a random feature set to each
subclassifier. By using a subclassifier elimination strategy,
ENBCS monitors the accuracy of subclassifiers within a win-
dow in real time, eliminates the subclassifiers with relatively

poor performance, and subsequently retrains subclassifiers
using the data within the window. The experimental results
show that ENBCS can effectively detect Android malware,
and its accuracy is higher than that of comparative algo-
rithms.

While good results are achieved by using ENBCS to
detect Android malware and solve the concept drift problem,
improvements can be made in the following areas. First, the
features used in this work originate from the permissions,
actions, and codes used in Android applications.The features
of the code layer are mainly bytecode written in Java. How-
ever, a large number of applications have now started to use
the Java Native Interface (JNI) to call dynamic link libraries
written in C++ to achieve higher performance and higher-
level system calls. Features in this part of the code layer
are difficult to procure. Second, the subclassifier elimination
strategy implemented in the ENBCS algorithm employs
hypothesis testing based on a sliding window with a fixed
size. In future work, a new mechanism will be introduced
to dynamically adjust the size of the sliding window. In
addition, considering the rapid development of deep learning
technology and its potential application in Android malware
detection [32, 33], how to use deep learning based method
to solve the concept drift problem in Android malware
detection is also one of our future works.
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With the development of cloud computing, services outsourcing in clouds has become a popular business model. However, due to
the fact that data storage and computing are completely outsourced to the cloud service provider, sensitive data of data owners is
exposed, which could bring serious privacy disclosure. In addition, some unexpected events, such as software bugs and hardware
failure, could cause incomplete or incorrect results returned from clouds. In this paper, we propose an efficient and accurate
verifiable privacy-preserving multikeyword text search over encrypted cloud data based on hierarchical agglomerative clustering,
which is namedMUSE. In order to improve the efficiency of text searching, we proposed a novel index structure, HAC-tree, which
is based on a hierarchical agglomerative clustering method and tends to gather the high-relevance documents in clusters. Based
on the HAC-tree, a noncandidate pruning depth-first search algorithm is proposed, which can filter the unqualified subtrees and
thus accelerate the search process. The secure inner product algorithm is used to encrypted the HAC-tree index and the query
vector. Meanwhile, a completeness verification algorithm is given to verify search results. Experiment results demonstrate that the
proposed method outperforms the existing works, DMRS and MRSE-HCI, in efficiency and accuracy, respectively.

1. Introduction

IT resources, such as computing and storage, are treated as
the on-demand services in clouds nowadays, which is shown
as “X as a Service.” In order to reduce the cost of data man-
agement and storage, data owners (DOs) who have a large
amount of data usually choose to outsource their data to
clouds. However, DOs cannot directly control their data
placed in remote cloud servers, which may cause concerns
about their outsourced data being illegally acquired or abused
by the cloud service providers (CSPs), especially for the
privacy-sensitive data, such as medical records, government
documents, and emails. AlthoughmanyCSPs claim that their
cloud services have several security countermeasures, such as
access control, firewall and intrusion detection, doubts about
the security, and privacy of outsourced data that are still the
main obstructions to the wider development of cloud com-
puting [1].

A general approach to protecting data privacy is to
encrypt the data before outsourcing [2]. However, this will
make a significant difficulty and cost in terms of data man-
agement and utilization. In the field of information retrieval
(IR), the existing retrieval technique based on multikeyword
is mainly for the plaintext data and cannot be directly
applied to the encrypted data. It is obviously unrealistic and
wasteful to download all encrypted data from clouds to the
local for decryption. In addition, due to hardware/software
failures, storage device failure, and so forth, the search results
may contain corrupted or incorrect data. If users cannot
verify the completeness and correctness of search results,
the upper-level decisions based on the search results may
be misleading. Therefore, it is a challenge to research and
give a searchable encryption scheme that supports verifiable
privacy-preserving multikeyword text search over encrypted
cloud data, which has become one of the hot issues in cloud
computing recently [3–8].
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In order to deal with the above problems, some encrypted
data search methods [9–12] are proposed which utilize
kinds of cryptographic techniques, such as homomorphic
encryption and public-key cryptography. They are proved
secure in text searching, but they usually need massive math-
ematical operations and cause high computational overhead.
Hence, these methods do not adapt to the cloud computing
scenario where data storage is very large and online data
processing is the basic requirement. Besides, the relationship
between documents is not taken into account during the
search process, such as the category which describes the
classification relationship of documents. In the design of
encrypted documents search scheme, if we consider this
type of documents relationship, it could improve the search
efficiency and accuracy. However, the category relationship
has been concealed by the blind encryption in the traditional
methods. Therefore, it is desirable and helpful to maintain
and utilize the category relationship to perform efficient and
accurate text search for encrypted outsourced documents.

In this paper, we propose an efficient and accurate veri-
fiable privacy-preserving multikeyword text search over
encrypted cloud data (MUSE), which is based on hierarchical
agglomerative clustering tree index (HAC-tree). We use the
TF-IDF model and vector space model to represent every
document and the interested keywords of queries as vectors,
which means that each of them is considered as a point in
a high-dimensional space. The secure inner product compu-
tation, adapted in the secure kNN [13], is used for measur-
ing the relevance score between two documents or a docu-
ment and a query. Based on the hierarchical agglomerative
clustering, we propose a novel index structure, HAC-tree,
which is constructed from the bottom leaf nodes to the upper
root node. Firstly, documents are initialed as leaf nodes.Then
the internal nodes are generated by clustering pairs of child
nodes according to the sequence of their relevance scores
level by level until the root node. Each internal node is with
a pruning vector which is the extract maximum vector of its
child nodes. On the basis of HAC-tree, we propose a non-
candidate pruning depth-first search algorithm (NCP-DFS)
for searching top-k relevance score documents recursively.
The pruning vectors of internal nodes are used to filter
the noncandidate subtrees which impossibly contain search
results; thus the search space is narrowed and the search
process speeds up while the result accuracy is not reduced.
To verify the completeness and correctness of the search
results, digests are generated for documents which are stored
in leaf nodes of the HAC-tree. Upon returning the search
results, a verification object (VO) is constructed for the result
documents which is returned to data user (DU) along with
the results. When DU receives the returned data from CS, a
VO reconstruction procedure is performed to verify the com-
pleteness and correctness of the search results.

Our contributions of this paper are summarized as
follows:

(1) According to the basic idea of hierarchical agglom-
erative clustering, we propose a novel index struc-
ture HAC-tree and the corresponding bottom-up
construction algorithm. The HAC-tree is the lowest

binary tree if the leaf nodes number is fixed. More-
over, documents with higher relevance score between
them (which means those documents may belong to
similar categories) are always clustered.

(2) On the basis of HAC-tree, we propose a noncandidate
pruning depth-first search algorithm (NCP-DFS) for
multikeyword text search. It can prune the subtrees
that surely do not contain any search results; thus the
search efficiency will be improved.

(3) We define digests for documents and propose a result
verification algorithm to check whether the search
results are complete and correct. This algorithm can
detect the damaged or incomplete results caused by
hardware of software faults.

(4) Based on the above methods, we propose two ver-
ifiable privacy-preserving multikeyword text search
schemes over encrypted cloud data, named BMUSE
and EMUSE, respectively. BMUSE is a basic scheme
which can resist known ciphertext threat, while
EMUSE is an enhanced scheme which can resist
known background threat.

(5) We compare the proposed method to DMRS [7] and
MRSE-HCI [8] on a real dataset.Our results show that
(i) the proposedmethod outperformsDMRS in terms
of efficiency without losing accuracy; and (ii) the pro-
posed method consistently gives more accurate
results than MRSE-HCI while it may be less efficient
thanMRSE-HCI, depending on the choices of param-
eter values in MRSE-HCI.

The paper is organized as follows. Section 2 describes
the related work. Section 3 gives the main notations and
necessary preliminaries. Section 4 gives model and problem
statement. Section 5 presents the index structure HAC-tree
and its construction algorithm. On the basis of HAC-tree,
the plaintext multikeyword search algorithm and search
results verification are given. Section 6 presents the basic
and enhanced schemes of the secure multikeyword text
search. In Section 7, we analyze the security of the schemes.
Section 8 carries on the experiment, comparing with the
existing schemes in terms of the search results accuracy and
the search efficiency. Section 9 concludes this paper.

2. Related Work

Searchable encryption (SE) allows data owner to encrypt their
own documents before uploading to the cloud server. In
recent years, searchable encryption has drawn a wide range
of attention, for example, [14–25].

(i) Single Keyword Searchable Encryption. Song et al. [26] first
propose symmetric searchable encryption based on pseudo-
random function and symmetric encryption mechanism
and proof the security rigorously. Goh [14] gives security
definitions for the formalization of the security requirements
of searchable symmetric encryption schemes. Subsequently,
many improvement and novel methods are proposed [27–
29]. Boneh et al. [10] propose a public-key ciphertext search
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algorithm named PEKS based on bilinear mapping and IBE
encryption. In this algorithm, encrypted data by the public
key can be authenticated by the gateway and sent to the
corresponding user, but the real content will not be revealed.
However, none of the aboveworks ranks the results.The cloud
server has to return all the results to meet the query request,
resulting in unnecessary bandwidth and processing power
overhead. In order to return only the most relevant search
results, Wang et al. [30] present keyword ranked search over
encrypted data based on TF × IDF and Order-Preserving
Symmetric Encryption (OPSE). However, the above works
only focus on single keyword search and cannot be applied
to the scenario of multikeyword search which is the main
concern of this paper.

(ii) Multikeyword Searchable Encryption. In the typical case
of search over encrypted data in cloud computing, a sin-
gle keyword search cannot express the data user search
intention sufficiently. The cloud server will inevitably return
an excessive number of matches, where most will proba-
bly be irrelevant for the user. Multikeyword search allows
data users to characterize their own requests from multiple
perspectives, ensuring that the search results are the most
relevant documents with the query. Bilinear pairing-based
solutions are presented in [31–33]. The results in bilinear
pairing-based solutions are free from false positives and
false negatives caused by hashing. However, computation
costs of pairing-based solutions are prohibitively high both
on the server and on the user side. Pang et al. [34] pro-
pose a secure search scheme based on vector space model.
Without the security analysis for frequency information and
practical search performance, it is unclear whether there
is keyword privacy disclosure or not. Besides, the practical
search performance is absent from the demonstration of their
experiment. Cao et al. [3] define and solve the challenging
problem of privacy-preserving multikeyword ranked search
over encrypted cloud data (MRSE), which adopt the similar-
itymeasure of “coordinatematching” to capture the relevance
of data documents to the search query and ignore frequency
information, leading to low accuracy in results. Meanwhile,
MRSE needs a huge computational overhead. Sun et al. [4]
use MDB-tree as index structure to improve the efficiency of
MRSE, named MTS. Each level of the MDB-tree represents
a subvector instead of an attribute domain in the database
scenario, which leads to a decrease in accuracy. The index
vector clustering further degrades the retrieval accuracy.
Xia et al. [7] present a secure and dynamic multikeyword
ranked search scheme (DMRS), which conduct a tree-based
index structure to ensure accurate relevance score calculation
between the encrypted document vector and the query
vector. DMRS is significantly superior to MTS in accuracy.
However, owing to neglecting the relationship of documents,
this scheme still brings a lot of calculation cost. Therefore,
there is still much room for improvement in search efficiency.
In this paper, we focus on how to utilize the relationship of
documents to improve the search efficiency.

Obviously, when constructing the index, if the similarity
of documents can be classified and make their access paths
as close as possible, it will make a huge contribution to the

search efficiency through multikeyword of interest. Chen et
al. [8] use the idea to propose a multikeyword ranked search
over encrypted data based on hierarchical clustering index
(MRSE-HCI). This method uses𝐾-means to cluster the doc-
uments based on the minimum relevance threshold and the
maximum size of subcluster. Searching in the most relevant
subcluster can achieve a linear computational complexity
against an exponential size increase of document collection.
Nevertheless, the significant improvement in efficiency is at
the expense of accuracy, which reduces the accuracy and
cannot fulfill user expectation well. In this paper, we not
only improve the top-𝑘 search efficiency but also ensure the
accuracy of search results. Although the search efficiency
of our work may be lower than MRSE-HCI in some cases
depending on the choices of parameter values inMRSE-HCI,
the search result accuracy is much higher than MRSE-HCI.

In addition, Sun et al. [35] useMerkle hash tree and cryp-
tographic signature to build a verifiableMDB-tree. Chen et al.
[8] design a minimum hash subtree as a verifiable structure.
However, their works need to transmit a lot of verification
object. Wan and Deng [36] propose the adapted homomor-
phic MAC technique and random challenge technique with
ordering for verifying top-𝑘 search results. However, the
method requires a linear search of all documents and have
poor efficiency performance. Hence, a proper mechanism
should be adopted which really reduces the transmission cost
of the verification object.

3. Notations and Preliminaries

3.1. Notations. For the sake of clarity, we firstly introduce the
main notations used in this paper:

(i) FS: a plaintext document collection, FS = {𝐹1, 𝐹2,. . . , 𝐹𝑚}
(ii) 𝐸: an encrypted document collection, 𝐸 = {𝐸1, 𝐸2,. . . , 𝐸𝑚}
(iii) 𝑊: a keyword dictionary including 𝑛 keywords,𝑊 =
{𝑤1, 𝑤2, . . . , 𝑤𝑛}

(iv) 𝐼: a binary tree index generated from FS (each leaf
node is associated with a document in FS)

(v) 𝐼: a searchable encrypted index which is generated
from 𝐼

(vi) 𝐼𝑝: a set of plaintext index, 𝐼𝑝 ⊆ 𝐼
(vii) 𝐼𝑝: the encrypted form of 𝐼𝑝
(viii) 𝑢: a node of the index tree 𝐼
(ix) 𝐶𝑢: a cluster whose items are documents represented

by leaf nodes of the subtree with node 𝑢 as its root
(x) 𝑉𝑑: a vector of document 𝐹𝑑
(xi) �̃�𝑑: the encrypted form of 𝑉𝑑
(xii) 𝑆𝑞: a query consisting of a set of the interested key-

words, 𝑆𝑞 = {𝑤1, 𝑤2, . . . , 𝑤𝑡} ⊆ 𝑊
(xiii) 𝑄: the vector of 𝑆𝑞
(xiv) 𝑄: the encrypted form of 𝑄



4 Security and Communication Networks

(xv) 𝑅: a list storing the search results
(xvi) Enc(𝑘𝑓, ∗), Dec(𝑘𝑓, ∗): symmetric encryption and

decryption functions where 𝑘𝑓 is a private key
3.2. Preliminaries

Vector Space Model. Vector space model along with TF-IDF
algorithm is very popular in the information retrieval area,
which is alsowidely used in securemultikeyword search [3, 4,
7, 8, 16, 18].We adopt the classic definitions of term frequency
(TF) and inverse document frequency (IDF). The former
refers to the number of times a given keyword or term exists
in documents while the latter is calculated through dividing
the total number of documents in the collection by the
number of documents having the keyword. Under the vector
spacemodel, each document𝐹𝑑 is denoted as a 𝑛-dimensional
vector 𝑉𝑑. Any element 𝑉𝑑[𝑖] in 𝑉𝑑 stores the normalized TF
value of the keyword 𝑤𝑖 whose calculation formula is shown
in (1). Similar to documents, the interested keywords 𝑆𝑞 are
also denoted as a 𝑛-dimensional vector, named the query
vector𝑄, whose element𝑄[𝑖] stores the normalized IDF value
of the keyword 𝑤𝑖 in 𝑆𝑞. The calculation formula of 𝑄[𝑖] is
shown in (2). Obviously, the lengths of the document vector
and query vector are equal to the capacity of the keywords
dictionary and each element of them is nonnegative.

𝑉𝑑 [𝑖] = TF𝑑,𝑤𝑖

√∑𝑤𝑖∈𝐹𝑑 (TF𝑑,𝑤𝑖)2
, (1)

𝑄 [𝑖] = IDF𝑤𝑖

√∑𝑤𝑖∈𝑆𝑞 (IDF𝑤𝑖)2
, (2)

where TF𝑑,𝑤𝑖 is the TF value of𝑤𝑖 in𝐹𝑑, TF𝑑,𝑤𝑖 = (1+ln𝑓𝑑,𝑤𝑖)/|𝑓𝑑|, IDF𝑤𝑖 is IDF value of 𝑤𝑖 in FS, IDF𝑤𝑖 = ln(1 + 𝑚/𝑓𝑤𝑖),𝑓𝑑,𝑤𝑖 is the frequency of 𝑤𝑖 that appears in 𝐹𝑑, and 𝑓𝑤𝑖 is the
number of documents containing 𝑤𝑖 in FS.

Relevance Score Measurement. In this paper, we use the same
measurements in [8] to quantify the relevance score between
a pair of documents and between a document and a query
(which is represented by the interested keywords of DU). It
is also used to quantify the relevance score between a pair of
cluster centers and between a cluster center and a query. The
calculation of the above relevance score can be unified as the
inner product of two vectors which is shown in

score (𝑝, 𝑞) = 𝑝 ⋅ 𝑞 = 𝑛∑
𝑖=1

𝑝 [𝑖] × 𝑞 [𝑖] . (3)

Secure Inner Product Operation. To achieve the goal of privacy
preserving, we adopt the secure inner product operation
which is proposed in [13]. The operation is able to calculate
the inner product of two vectors without knowing their
plaintext value. Its basic idea is as follows. Assume that 𝑝 and
𝑞 are two 𝑛-dimensional vectors and 𝑀 is a random 𝑛 × 𝑛
invertiblematrix that is treated as a secure key.The encrypted
forms of 𝑝 and 𝑞 are denoted as 𝑝 and 𝑞, respectively, where

𝑝 = 𝑀𝑇𝑝, 𝑞 = 𝑀−1𝑞. The inner product of 𝑝 and 𝑞 is cal-
culated as (4) which indicates that 𝑝 ⋅ 𝑞 = 𝑝 ⋅ 𝑞. Note that we
can get the inner product of two vectors without knowing the
plaintext.

𝑝 ⋅ 𝑞 = (𝑀𝑇𝑝)𝑇 ⋅ (𝑀−1𝑞) = 𝑝𝑇𝑀𝑀−1𝑞 = 𝑝 ⋅ 𝑞. (4)

The space vectormodel, inner product of two vectors, and
secure inner product operation arewidely used in the existing
works [3, 4, 7, 8, 17, 18, 35]. In this paper, we will use them
to design the secure multikeyword text search schemes over
encrypted cloud data.

4. Model and Problem Statement

4.1. SystemModel. The system considered in this paper is the
same as [3–5, 7, 8, 16–18] which consists of three entities: the
data owner (DO), the data user (DU), and the cloud server
(CS). As shown in Figure 1, their collaboration is as follows.

(1) DO Owns the Sensitive Data. To protect the privacy of the
data, DO encrypts FS into ciphertext 𝐸. In order to make 𝐸
searchable in CS, DO constructs a secure index 𝐼 on FS.Then
DO outsources 𝐸 and 𝐼 into CS. Besides, DO can grant the
authorizations of accessing their outsourced data to DU.

(2) CS Provides Services, Such as Data Storage and Manage-
ment. On one hand, CS is in charge of storing the outsourced
data from DOs. On the other hand, upon receiving a search
trapdoor𝑇𝑄 fromDU,CS performs the secure search by 𝐼 and
returns the qualified encrypted documents as search results to
DU.

(3) DU Is the User Authorized by DOWho Can Legally Search
the Data Stored in CS. When DU starts a multikeyword
search, its interested keywords are transformed into a corre-
sponding trapdoor 𝑇𝑄 according to the authorization from
DO.Then𝑇𝑄 is submitted toCS as the search command.After
DU receives search results fromCS, it decrypts the ciphertext
and verifies the completeness and correctness of the result.

4.2. Search Model. Given a set of 𝑡 interested keywords 𝑆𝑞 ={𝑤1, 𝑤2, . . . , 𝑤𝑡}, a multikeyword text search is the process
of calculating relevance scores between all documents in FS
and 𝑆𝑞 and returning the top-𝑘 results from the highest score.
Formally, we define the multikeyword search as follows:

Query = (FS, 𝑆𝑞, 𝑘) , (5)

where 𝑘 is the quantity of requested documents and 𝑘 ≪ 𝑚
generally.

Assuming that 𝑆𝑞 is represented by a query vector𝑄, each
document𝐹𝑖 ∈ FS is represented by a document vector𝑉𝑖, and
the relevance score between 𝑉𝑖 and 𝑄 is calculated according
to (3). Then, the search results 𝑅 of Query = (FS, 𝑆𝑞, 𝑘)
satisfies
|𝑅| = 𝑘 ∧ ∀𝐹𝑖, 𝐹𝑗
(𝐹𝑖 ∈ 𝑅 ∧ 𝐹𝑗 ∈ (FS − 𝑅)) → score (𝑉𝑖, 𝑄) ≥ score (𝑉𝑗, 𝑄) .

(6)



Security and Communication Networks 5

Cloud server (CS)

Data owner (DO) Data users (DUs)

Encrypted
documents

Secure index
Trapdoor of search

request

Authorization control

Top-k documentsCloud server (CS)

Trapdoor of search
request

ToTT p-k documents

Figure 1: System model.

4.3. Threat Model. We consider the same threat model as [3–
5, 7, 8, 16–18], which assumes that DO and DU are trusted,
but CS is considered as “honest-but-curious” model. That is
to say, CS honestly implements protocols and returns search
results, but it is curious about inferring and analyzing the
plaintext outsourced data, searchable index, and messages
that are received during protocol executions. We assume that
CS knows not only ciphertext but also the encryption and
decryption algorithms, but it has no idea of keys. According
to the background information that CS knows, we adopted
two threat models as follows.

Known Ciphertext Threat Model. In this model, CS not only
observes the ciphertext, including the encrypted documents
𝐸, the secure index 𝐼, and the search trapdoor 𝑇𝑄, but
also knows a small part of plaintext index 𝐼𝑝 and the
corresponding encrypted index 𝐼𝑝. The threat model here is
more aggressive than the known ciphertext model adopted in
[3, 7, 8] and is the same as Level 3 adopted in [18].

Known Background Threat Model. In this stronger model,
CS is supposed to possess more knowledge than the known
ciphertext model, such as the term frequency statistics of
document collection.This statistical information records how
many documents are there for each term frequency of a
specific keyword in FS, which can be utilized by CS to
apply TF statistical attacks and hence deduce or even identify
certain keywords through analyzing histogram and value
range of the corresponding frequency distributions [7].

In addition, in some unexpected events, such as software
bugs and internal/external attacks, CSmay behave beyond the
“honest-but-curious” model and return incorrect or incom-
plete search results. Thus, enabling search results verification
mechanism that can detect useless results is also significant
in terms of practicality and worth further investigation.

4.4. Problem Statement. Given a search request Query =
(FS, 𝑆𝑞, 𝑘) and 𝑅 is the corresponding search results returned
from CS. We focus on the multikeyword text search schemes

over encrypted cloud data, whose goal is to achieve the
following functions and security guarantees:

(i) Multikeyword search: CS is able to return 𝑅 which
includes 𝑘most relevant documents with the query.

(ii) Search efficiency and accuracy: the comprehensive
performance of search efficiency and accuracy should
be ensured which means that the search process
should be efficient while the accuracy of search results
should not be reduced.

(iii) Privacy preserving: in the search process, the schemes
should not reveal the confidentiality of documents,
index, query keywords, and trapdoor unlinkability
[3, 7, 8].

(iv) Completeness verification: DO can verify the com-
pleteness and correctness of search results to make
sure that the result documents are right and useful.

4.5. MUSE Framework. To achieve the multikeyword search
scheme over encrypted cloud data (MUSE), we give the
framework of MUSE shown in Figure 2. It consists of
five modules, such as GenKey, BuildIndex, GenTrapdoor,
DoSearch, and Verify, whose functions are described briefly
as follows.

GenKey. DO generates the secure key SK.

BuildIndex. DO constructs the plaintext index tree 𝐼 and then
uses SK to encrypt 𝐼 into the encrypted form 𝐼.
GenTrapdoor. DU transforms its interested query keywords
𝑆𝑞 into the trapdoor 𝑇𝑄. Then DU sends 𝑇𝑄 to CS.
DoSearch. CS performs the secure multikeyword text search
to obtain search results and then return them to DU.

Verify. DU receives the search results from CS and verifies
their completeness and correctness.
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Figure 2: Framework of the secure multikeyword search.

5. Index Design and Algorithms

According to the existing works, we know that the index
is the key to realizing the secure multikeyword text search
over encrypted cloud data, and its structural characteristics
directly determine the search efficiency and accuracy of
search schemes. It is reasonable that if documents in the same
category are settled in the nearby access paths in an index,
the search efficiency could be improved. Therefore, we adopt
a hierarchical agglomerative clustering technology to design
a novel index structure HAC-tree and give the construction
algorithm.On the basis ofHAC-tree, an efficient and accurate
multikeyword search algorithm and search results verifica-
tion algorithm are proposed. It is noticeable that the index in
this section is unencrypted.

5.1. Hierarchical Agglomerative Clustering. The hierarchical
agglomerative clustering (HAC) is one of the important and
commonly used clustering methods in data mining area.
In the hierarchical agglomerative clustering procedure, the
lower-level cluster pairs are merged into higher-level clusters
according to the similarity of clusters until the root cluster is
formed. By this way, a binary clustering tree is constructed
from the bottom leaf nodes to the upper root node. A leaf
node of a tree represents an initial cluster containing only one
item while an internal node represents a cluster consisting of
the items stored in the leaf nodes of the subtree whose root is
the internal node.

Here, we use the relevance score to represent the sim-
ilarity between a pair of clusters. The relevance score of a
pair of clusters 𝐶𝑖 and 𝐶𝑗 is score(𝑉𝑖, 𝑉𝑗) where 𝑉𝑖 and 𝑉𝑗
are the cluster center vectors of 𝐶𝑖 and 𝐶𝑗, respectively. The
cluster center vector computation is shown in the following
definition.

Definition 1. One assumes that 𝐶𝑖 = {𝑢1, 𝑢2, . . . , 𝑢𝑚} is a
cluster where 𝑢𝑖 ∈ 𝐶𝑖 is an item and its corresponding vector
is 𝑉𝑖. The cluster center vector of 𝐶𝑖 is denoted as 𝑉0, then we
have

𝑉0 [𝑗] = ∑
𝑚
𝑡=1 𝑉𝑡 [𝑗]
𝑚 . (7)

To describe the HAC method clearly, we give an example
as shown in Figure 3 where items are documents in the
collection FS = {𝐹1, 𝐹2, . . . , 𝐹8}. The relevance scores between
these documents are mapped to point-to-point distances in
the 2-dimensional spacewhere a point represents a document
as shown in Figure 3(a). If the distance of a pair of documents
is closer than the other pair, the relevance score of the former
is higher than the latter. Figure 3(b) shows the clustering
procedure and the corresponding generated clustering tree.
At the beginning, documents in FS are initialized to 8 clusters
that are corresponded to 8 leaf nodes in the clustering tree,
that is, {𝐹1}, {𝐹2}, . . . , {𝐹8}. Then, round 1 of clustering starts
which takes the 8 initial clusters as the current operated
clusters. Their nearest pairs are merged into 4 new clusters
which are corresponded to the parent nodes of the leaf
nodes in the clustering tree, that is, {𝐹4, 𝐹8}, {𝐹3, 𝐹7}, {𝐹2, 𝐹6},{𝐹1, 𝐹5}. After that, the new generated clusters are taken as
the current operated clusters and round 2 of clustering starts
similarly, so does round 3. The clustering process ends when
the new cluster containing all documents of FS is generated
which means that the root of the clustering tree is generated.
It is noticeable that if the number of current operated clusters
is odd, then theremust be one of the current operated clusters
left for the next round clustering.

According to the above example as shown in Figure 3, a
binary tree is constructed which has the following lemma.

Lemma 2. Let the tree constructed by the HAC method be 𝑇
and one assumes there are𝑚 leaf nodes in 𝑇. Thus, we have the
following:

(1) The height of 𝑇 is ⌈log2𝑚⌉ + 1.
(2) The height of any binary tree with 𝑚 leaf nodes is not

lower than ⌈log2𝑚⌉ + 1.
Proof. (1) According to the HAC procedure, there are
𝑚, ⌈𝑚/2⌉, ⌈𝑚/22⌉, . . . , ⌈𝑚/2𝑥−1⌉ current operated nodes
(clusters) in round 1, round 2, round 3, . . ., and round 𝑥
processing, respectively. The construction of 𝑇 is finished
when there is only one current operated node left which is
indeed the root node; that is, ⌈𝑚/2𝑥+1⌉ = 1. Thus, we have
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Figure 3: An example of hierarchical agglomerative clustering.

𝑥 = ⌈log2𝑚⌉ + 1. Obviously, the height of 𝑇 is equal to the
number of clustering rounds. Therefore, we have that the
height of 𝑇 is ⌈log2𝑚⌉ + 1 and Lemma 2(1) holds.

(2) Then, we give the proof by contradiction for
Lemma 2(2). We assume that there is a binary tree 𝑇, having
the same number of leaf nodes with 𝑇, the height of which is
smaller than ⌈log2𝑚⌉+1. Let us assume that the height of𝑇 is
⌈log2𝑚⌉.We all know that a binary tree, whose height is ℎ, has
at most 2ℎ − 1 nodes and the 0-degree nodes (which are leaf
nodes) are 1more than the 2-degree nodes (which are internal
nodes having both left and right child nodes). Hence, we can
get two observations: (1) 𝑇 has at most 2⌈log2𝑚⌉ − 1 nodes.
Because 2⌈log2𝑚⌉ − 1 < 21+log2𝑚 − 1, then 2⌈log2𝑚⌉ − 1 < 2𝑚− 1.
It means that 𝑇 has less than 2𝑚 − 1 nodes. (2) According
to the given assumption, we known that 𝑇 has 𝑚 0-degree
nodes, thus it has𝑚−1 2-degree nodes. A binary tree only has
three kinds of nodes, 2-degree, 1-degree, and 0-degree nodes.
Because the number of 1-degree nodes is at least 0, 𝑇 has no
less than 2𝑚 − 1 nodes. Obviously, a contradiction appears
between the above two observations. Therefore, the height of
any binary treewith𝑚 leaf nodes is not lower than ⌈log2𝑚⌉+1.
Lemma 2(2) holds.

Lemma 2 indicates that the tree constructed by the HAC
method is the lowest of the binary trees which have the
same number of leaf nodes. Thus, we can have that the time
complexity from the root to any leaf node is no more than
⌈log2𝑚⌉ + 1.
5.2. Index Construction Based on HAC. In this section, we
propose an index structure which is based on the hierarchical
agglomerative clustering method. We name this index as
HAC-tree. The construction algorithm of HAC-tree is also
given.

Definition 3 (extract maximum vector). One assumes that
VS = {𝑉1, 𝑉2, . . . , 𝑉𝑚} is a set of 𝑛-dimensional vectors.

The extract maximum vector of VS is denoted as 𝑉max =→max{𝑉1, 𝑉2, . . . , 𝑉𝑚} and
𝑉max [𝑗] = max {𝑉1 [𝑗] , 𝑉2 [𝑗] , . . . , 𝑉𝑚 [𝑗]} ,

𝑗 ∈ {1, 2, . . . , 𝑛} . (8)

Definition 4 (HAC-tree node structure). Node 𝑢 of HAC-tree
is a five-element tuple ⟨VM,PL,PR, FD, sig⟩, where 𝑢.VM
is the pruning vector, 𝑢.PL and 𝑢.PR, respectively, point to
the left and right child nodes of 𝑢, 𝑢.FD stores the unique
identifier of a document, and 𝑢.sig stores a digest of the 𝑢.FD
document.

In addition, 𝑢.VC is the cluster center vector of cluster 𝐶𝑢
whose items are the documents represented by the leaf nodes
of the subtree with node 𝑢 as its root, and 𝑢.𝑁 is the number
of documents of 𝐶𝑢. It is noticeable that 𝑢.VC and 𝑢.𝑁 are
only used for HAC-tree construction but not needed to store
in HAC-tree.

According to the types of node 𝑢, we give the detailed
description of the HAC-tree node as follows:

(1) If 𝑢 is a leaf node, 𝑢.PL = 𝑢.PR = 0, 𝑢.FD
stores an identifier of a document, 𝑢.VM and 𝑢.VC
both store the vector of 𝑢.FD document, 𝑢.𝑁 = 1,
and 𝑢.sig stores a digest of 𝑢.FD document which is
used for search results verification and illustrated in
Section 5.4.

(2) If 𝑢 is an internal node, 𝑢.FD = 0, 𝑢.sig = 0, 𝑢.PL and
𝑢.PR, respectively, represent the left and right child
nodes of 𝑢, 𝑢.𝑁 = 𝑢.PL.𝑁 + 𝑢.PR.𝑁, and 𝑢.VM is
the extract maximum vector of 𝐶𝑢, while 𝑢.VC is the
cluster center of 𝐶𝑢. We have

𝑢.VM = →max {𝑢.PL.VM, 𝑢.PR.VM} , (9)

𝑢.VC = 𝑢.PL.𝑁 × 𝑢.PL.VC + 𝑢.PR.𝑁 × 𝑢.PR.VC𝑢.PL.𝑁 + 𝑢.PR.𝑁 . (10)
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Definition 5 (pruning vector). For node 𝑢 in HAC-tree, we
name 𝑢.VM as the pruning vector of 𝑢 which will be used
to filter the noncandidate subtree and hence improve the
efficiency of the multikeyword text search.

According to Definition 4, each node 𝑢 in HAC-tree
has two kinds of vectors. One is the pruning vector 𝑢.VM,
which is stored in HAC-tree. It can be utilized to filter the
noncandidate subtree for search efficiency improving. The
other is the cluster center vector 𝑢.VC, which is not actually
stored in HAC-tree but only used for HAC-tree construction.

Based on the definition of HAC-tree node structure and
the hierarchical agglomerative clustering, we give the HAC-
tree construction algorithm as in Algorithm 1.

In Algorithm 1,𝐻(𝑘𝑓 ‖ 𝐹𝑖) is a digest generating function
for document which will be introduced in Section 5.4. We
give an example of HAC-tree construction as shown in
Figure 4. Here, we take two leaf nodes 𝑢4,1, 𝑢4,2 and one
internal node 𝑢3.1 to illustrate how the BuildHACTree algo-
rithm works. The nodes of 𝑢4,1 are leaf nodes; according to
BuildHACTree algorithm, we know that 𝑢4,1.PL = 𝑢4,1.PR =0, 𝑢4,1.FD stores the identifier of 𝐹4, 𝑢4,1.sig = 𝐻(𝑘𝑓 ‖ 𝐹4),
and 𝑢4,1.VM stores the vector of 𝐹4 which is (0.5, 0.8, 0.2, 0).
Similarly, 𝑢4,2.PL = 𝑢4,2.PR = 0, 𝑢4,2.FD stores the identifier
of 𝐹8, 𝑢4,2.sig = 𝐻(𝑘𝑓 ‖ 𝐹8), and 𝑢4,2.VM stores the vector
of 𝐹8 which is (0.6, 0.9, 0.1, 0). Then, we construct the parent
node 𝑢3,1 based on 𝑢4,1 and 𝑢4,2. Node 𝑢3,1 is an internal node,
so 𝑢3,1.FD = 0 and 𝑢3,1.sig = 0. Pointer 𝑢3,1.PL points to the
left child node 𝑢4,1 and 𝑢3,1.PR points to the right child node
𝑢4,2. According to (9), we have 𝑢3,1.VM = (0.6, 0.9, 0.2, 0).
Now, we complete the construction of 𝑢3,1. Just following the
above procedures, we can construct the HAC-tree from the
bottom leaf nodes to the top root node, which is shown in
Figure 4. For simplicity, the vectors of documents are not
normalized.

According to the construction process of HAC-tree, we
have the following lemmas.

Lemma 6. Assume that 𝑢 ∈ 𝐼 is an internal node where
𝑢.VM[𝑖] ̸= 0 where 𝑖 ∈ {1, 2, . . . , 𝑛} and the subtree with the
root 𝑢 is denoted as 𝐼𝑢. Then one has the following:

(1) There exists at least one leaf node V ∈ 𝐼𝑢 satisfying that
the keyword𝑤𝑖 appears in the corresponding document
of V.

(2) ∀V ∈ 𝐼𝑢 (𝑢.VM[𝑖] ⩾ V.VM[𝑖]).
Proof. (1) We give the proof of contradiction for Lemma 6(1).
We assume that there is no leaf node V ∈ 𝐼𝑢 satisfying that
𝑤𝑖 appears in its corresponding document. It means that
all the corresponding documents of leaf nodes in 𝐼𝑢 do not
have the keyword 𝑤𝑖. Then we have that for each leaf node
V ∈ 𝐼𝑢, V.VM[𝑖] = 0 holds. According to the pruning vector
computation in the HAC-tree node structure definition, we
can deduce 𝑢.VM[𝑖] = 0 which is conflictive to the given
condition 𝑢.VM[𝑖] ̸= 0. Hence, Lemma 6(1) is true.

(2) According to the pruning vector computation, for any
V ∈ 𝐼𝑢, if 𝑙 and 𝑟 are the left and right child of V, respectively,
we have V.VM[𝑖] = max{𝑙.VM[𝑖], 𝑟.VM[𝑖]} which means

V.VM[𝑖] ⩾ 𝑙.VM[𝑖] and V.VM[𝑖] ⩾ 𝑟.VM[𝑖]. Because 𝑢 is
the root of 𝐼𝑢, we have that ∀V ∈ 𝐼𝑢 (𝑢.VM[𝑖] ⩾ V.VM[𝑖]).
Therefore, Lemma 6(2) holds.

Lemma7. For any leaf node V ∈ 𝐼, assume that𝑢 is an ancestor
of V; the path from 𝑢 to V is 𝑢 → 𝑢1 → 𝑢2 → ⋅ ⋅ ⋅ → 𝑢𝑡 →
V and 𝑄 is a query vector; then one has score(𝑢.VM, 𝑄) ≥
score(𝑢1.VM, 𝑄) ≥ ⋅ ⋅ ⋅ ≥ score(𝑢𝑡.VM, 𝑄) ≥ score(V.VM, 𝑄).
Proof. Assume that 𝑢𝑝 and 𝑢𝑞 are two nodes of the pathwhere𝑢𝑝 is the ancestor of 𝑢𝑞. According to Lemma 6, we can easily
have 𝑢𝑝.VM[𝑖] ≥ 𝑢𝑞.VM[𝑖] where 𝑖 ∈ {1, 2, . . . , 𝑛}. Since ele-
ments in a pruning vector and a query vector are nonnegative,
we have score(𝑢𝑝.VM, 𝑄) ≥ score(𝑢𝑞.VM, 𝑄). Thus, we can
easily deduce score(𝑢.VM, 𝑄) ≥ score(𝑢1.VM, 𝑄) ≥ ⋅ ⋅ ⋅ ≥
score(𝑢𝑡.VM, 𝑄) ≥ score(V.VM, 𝑄). Lemma 7 holds.

5.3. Search Algorithm

Lemma 8. Assuming that 𝑢 ∈ 𝐼 is an internal node, 𝑄 is a
query vector and 𝜏 is a threshold. The subtree with the root 𝑢
is denoted as 𝐼𝑢. If score(𝑢.VM, 𝑄) < 𝜏, then one has ∀V ∈ 𝐼𝑢,
score(V.VM, 𝑄) < 𝜏.
Proof. For any node V ∈ 𝐼𝑢, there must be a leaf node 𝑙 ∈ 𝐼𝑢
satisfying that V is in the path from 𝑢 to 𝑙. According to
Lemma 7, we have score(V.VM, 𝑄) ≤ score(𝑢.VM, 𝑄). If
score(𝑢.VM, 𝑄) < 𝜏 is given, then score(V.VM, 𝑄) < 𝜏 must
hold. Therefore, Lemma 8 is true.

For a given query whose vector is 𝑄, the goal of the
multikeyword text search is to find top-𝑘 documents which
are most relevant to the query. We assume that 𝑅 is a
list storing candidate top-𝑘 result documents and 𝜏 is the
minimum relevance score between the documents of 𝑅 and
the query 𝑄. For any node 𝑢 ∈ 𝐼 which is the root of
subtree 𝐼𝑢, if score(𝑢.VM, 𝑄) < 𝜏, then we have ∀V ∈
𝐼𝑢, score(V.VM, 𝑄) < 𝜏 according to Lemma 8. It means
that all the leaf nodes of 𝐼𝑢 must not be the candidate
result documents. Obviously, it is unnecessary to search 𝐼𝑢
when we perform the query 𝑄 on it. Hence, 𝐼𝑢 can be
directly pruned without further searching which improves
the search efficiency. Based on this idea, we propose the non-
candidate pruning depth-first search algorithm (NCP-DFS)
as in Algorithm 2.

In Algorithm 2, 𝐺𝑒𝑡𝑀𝑖𝑛𝑆𝑐𝑜𝑟𝑒𝑁𝑜𝑑𝑒(𝑅, 𝑄) is to obtain
the minimum relevance score between the documents cor-
responding to the leaf nodes in 𝑅 and the query 𝑄. When
Algorithm 2 is finished, the corresponding documents of leaf
nodes in 𝑅 are the final search result documents.

An example of NCP-DFS processing is also shown in
Figure 4. A query with the vector 𝑄 = {0.8, 0.6, 0, 0} is given.
The query is to obtain the top 2 relevant documents with
𝑄. The access path is shown by the dotted arrow. The leaf
nodes 𝑢4,1 and 𝑢4,2 are firstly add to 𝑅; then the threshold
𝜏 = 0.88 is calculated. Then, because score(𝑢3,2.VM, 𝑄) and
score(𝑢2,2.VM, 𝑄) are both less than 𝜏, the subtrees with the
roots 𝑢3,2 and 𝑢2,2 are pruned. At the same time, NCP-DFS
execution ends. The search result is {𝐹4, 𝐹8} whose corre-
sponding leaf nodes in 𝑅 are 𝑢4,1 and 𝑢4,2.
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Input: the document set FS = {𝐹1, 𝐹2, . . . , 𝐹𝑚} with the respective file description {1, 2, . . . , 𝑚} and
document vector {𝑉1, 𝑉2, . . . , 𝑉𝑚}

Output: the HAC-tree 𝐼
Variables:

CPNS—a set variable for storing the currently processing tree nodes
NGNS—a set variable for storing the newly generated tree nodes

Procedures:
(1) FOR EACH 𝐹𝑖 ∈ FS DO
(2) Construct a new leaf node 𝑢 for documents 𝐹𝑖 where 𝑢.PL = 𝑢.PR = 0, 𝑢.FD = 𝑖, 𝑢.VM = 𝑢.VC = 𝑉𝑖,𝑢.𝑁 = 1 and 𝑢.sig = 𝐻(𝑘𝑓 ‖ 𝐹𝑖);
(3) Add 𝑢 into CPNS;
(4) END FOR
(5)WHILE |CPNS| > 1 DO
(6) WHILE |CPNS| > 1 DO
(7) (𝑢𝑖, 𝑢𝑗) = FindMaxCR(CPNS); //find a pair of nodes which have the maximum relevance score
(8) Construct a new node u as the parent of 𝑢𝑖 and 𝑢𝑗 where 𝑢.PL = 𝑢𝑖, 𝑢.PR = 𝑢𝑗, 𝑢.FD = 0, 𝑢.sig = 0,𝑢.𝑁 = 𝑢𝑖.𝑁 + 𝑢𝑗.𝑁, 𝑢.VM = →max{𝑢𝑖.VM, 𝑢𝑗.VM}, 𝑢.VC = (𝑢𝑖.𝑁 × 𝑢𝑖.VC + 𝑢𝑗.𝑁 × 𝑢𝑗.VC)/(𝑢𝑖.𝑁 + 𝑢𝑗.𝑁);
(9) Add 𝑢 into NGNS and delete 𝑢𝑖 and 𝑢𝑗 from CPNS;
(10) ENDWHILE
(11) IF |NGNS| > 0 THEN
(12) Merge NGNS into CPNS and then clear NGNS;
(13) END IF
(14) ENDWHILE
(15) RETURN the only node left in CPNS which is the root of the HAC-tree 𝐼;

Algorithm 1: 𝐵𝑢𝑖𝑙𝑑𝐻𝐴𝐶𝑇𝑟𝑒𝑒(FS).

PL FD PRsig

PL FD PRsig PL FD PRsig

PL FD PRsig PL FD PRsig PL FD PRsig PL FD PRsig

PL FD PRsig PL FD PRsig PL FD PRsig PL FD PRsig PL FD PRsig PL FD PRsig PL FD PRsig PL FD PRsig

u1,1

u2,1 u2,2

u3,1
u3,2 u3,3 u3,4

u4,8u4,7u4,6u4,5u4,4u4,3u4,2u4,1

F1F2F3F4 F5F6F7F8

(0.7, 0.9, 0.6, 0.1)

(0.7, 0.9, 0.2, 0.2) (0.2, 0.2, 0.6, 1)

(0.2, 0.2, 0.6, 1)(0.6, 0.9, 0.2, 0) (0.7, 0.5, 0, 0.2) (0, 0.1, 0.5, 0.8)

(0.5, 0.8, 0.2, 0) (0.6, 0.9, 0.1, 0) (0.6, 0.5, 0, 0.2) (0.7, 0.5, 0, 0.1) (0, 0, 0.5, 0.8) (0, 0.1, 0.4, 0.8) (0, 0.2, 0.6, 0.9) (0.2, 0.2, 0.6, 1)

Figure 4: An example of HAC-tree where FS = {𝐹1, 𝐹2, . . . , 𝐹8} and the cardinality of the keyword dictionary is 𝑛 = 4.

According to the relevance score definition in Sec-
tion 3, the time complexity of a relevance score computation
between a document and a query is 𝑂(𝑛). Lemma 2 shows
that the height of the HAC-tree is ⌈log2𝑚⌉+1.The number of
leaf nodes is denoted as 𝜔, whose corresponding documents
contain one or more interested keywords in the query.
Then we have that the time complexity of NCP-DFS is

𝑂(𝜔 ⋅ 𝑛 ⋅ log𝑚). It is noticeable that the real search time is
less than 𝜔 ⋅ 𝑛 ⋅ log𝑚 distinctly. The reasons are as follows:
(1) due to subtree pruning in advance, many leaf nodes will
not be accessed even though one or more keywords are
contained. (2) The accessing paths of some different leaf
nodes in the same subtree share the mutual traversed parts.
(3)The documents with higher relevance scores are clustered
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Input: 𝑟 is the root of the current searched sub-tree, 𝑄 is the vector of a query and k is the number of requested documents.
Output: the top-𝑘 documents
Variables:
𝑢, 𝑢—a local variable for tree node;
𝜏—a global variable for storing a relevance score threshold which is initialized that 𝜏 = 0;
𝑅—a list variable for storing the leaf node containing candidate result documents which are initialized that 𝑅 = 0.

When NCP-DFS is finished, 𝑅 contains the leaf nodes which stores the top-𝑘 result documents.
Procedures:
(1) 𝑢 = 𝑟;
(2) IF 𝑢 is a leaf node THEN
(3) IF |𝑅| < 𝑘 − 1 THEN
(4) Add 𝑢 into 𝑅;
(5) ELSE IF |𝑅| == 𝑘 − 1 THEN
(6) Add 𝑢 into 𝑅;
(7) 𝜏 = 𝐺𝑒𝑡𝑀𝑖𝑛𝑆𝑐𝑜𝑟𝑒𝑁𝑜𝑑𝑒(𝑅, 𝑄); //obtain the 𝑘th relevance score in 𝑅 as a threshold
(8) ELSE
(9) IF score(𝑢.VM, 𝑄) > 𝜏 THEN
(10) 𝑢 = 𝐺𝑒𝑡𝑀𝑖𝑛𝑆𝑐𝑜𝑟𝑒𝑁𝑜𝑑𝑒(𝑅, 𝑄);
(11) Delete 𝑢 from 𝑅 and add 𝑢 into 𝑅;
(12) 𝑢 = 𝐺𝑒𝑡𝑀𝑖𝑛𝑆𝑐𝑜𝑟𝑒𝑁𝑜𝑑𝑒(𝑅, 𝑄);
(13) 𝜏 = score(𝑢.VM, 𝑄);
(14) END IF
(15) END IF
(16) ELSE //if 𝑢 is the internal node
(17) IF score(𝑢.VM, 𝑄) > 𝜏 THEN
(18) NCP-DFS(𝑢.PL, 𝑄, 𝑘);
(19) NCP-DFS(𝑢.PL, 𝑄, 𝑘);
(20) END IF
(21) END IF

Algorithm 2: NCP-DFS(𝑟, 𝑄, 𝑘).

together and more subtrees will be filtered which reduces the
accessed leaf nodes furtherly. In addition, we can easily have
that NCP-DFS is able to find the accurate search results.

5.4. Search Result Verification. The network instability or
potential hardware/software errors may result in tampering
or even loss of documents, which could make the search
results incomplete and/or incorrect. Therefore, in each leaf
node of HAC-tree, we embed a digest for the corresponding
document. Once a query is performed in CS, digests of the
result documents are used to construct a verification object
(VO) for DU. When DU receives the returned search result
data from CS, DU obtains the result documents and verifies
their completeness and correctness by using the verification
object.

Definition 9 (document digest). One assumes that 𝑢 is a leaf
node ofHAC-tree, whose corresponding document is𝐹𝑢.The
attribute 𝑢.sig is a document digest of 𝐹𝑢 and

𝑢.sig = 𝐻(𝑘𝑓 ‖ 𝐹𝑢) , (11)

where 𝐻(⋅) is a Hash Message Authentication Coding
(HMAC), for example, HMAC-SHA1, 𝑘𝑓 is a key only shared
by DO and DU, and ‖ denotes concatenation.
Definition 10 (verification object). One assumes that the set
of digests of the documents in a search result is denoted

as 𝐺. The verification object (VO) of the search results is
constructed as follows:

VO =⨁
𝑔𝑖∈𝐺

𝑔𝑖. (12)

The completeness and correctness of the search results are
verified by Algorithm 3.

Algorithm 3 indicates that, under the honest-but-curious
model, if a search result is useless because one or more
documents of the search result are dropped or falsified for
some reasons, DU will detect it through the search result
verifications.

The aforementioned works discuss the HAC-tree con-
struction and the corresponding multikeyword text search
algorithm NCP-DFS. However, these are based on plaintext.
In the next section, we will use secure inner product opera-
tion to encryptHAC-tree and give two kinds ofmultikeyword
text search schemes over encrypted cloud data.

6. Secure Multikeyword Text Search Schemes

In this section, two secure search schemes, based on the
framework of MUSE (as shown in Section 4.5), are given to
resist the known ciphertext threat model and known back-
ground threat model, respectively. One is the basic multikey-
word text search over encrypted (BMUSE) cloud data and
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Input: 𝑅 is a set of the result documents, VO is the verification object from CS
and 𝑘 is the number requested documents

Output: Whether 𝑅 is correct and complete
Variables: 𝐺 is a set variable for storing document digests
Procedures:
(1) IF |𝑅| ̸= 𝑘 THEN
(2) RETURN FALSE; //𝑅 is incomplete
(3) ELSE
(4) FOR EACH 𝐹𝑖 ∈ 𝑅 DO
(5) Add𝐻(𝑘𝑓 ‖ 𝐹𝑖) into 𝐺;
(6) END FOR
(7) IF VO ̸= ⨁𝑔𝑖∈𝐺𝑔𝑖 THEN
(8) RETURN FALSE; //𝑅 is incorrect
(9) END IF
(10) END IF
(11) RETURN TRUE; //𝑅 is complete and correct

Algorithm 3: 𝑉𝑒𝑟𝑖𝑓𝑦𝑅𝑒𝑠𝑢𝑙𝑡(𝑅,VO, 𝑘).

the other is enhanced secure multikeyword text search over
encrypted (EMUSE) cloud data.

6.1. BMUSE Scheme. We use the BuildHACTree algorithm,
NCP-DFS algorithm, VerifyResult algorithm, and secure
inner product operation to construct the BMUSE scheme
whose details are shown as follows.

𝐺𝑒𝑛𝐾𝑒𝑦(1𝑙(𝑛)). In this initialization phase, DO generates the
secure key SK, which is a four-element tuple as (𝑆,𝑀1,𝑀2, 𝑘𝑓) where 𝑆 is an 𝑛-bit random vector; 𝑀1 and 𝑀2 are
two random 𝑛×𝑛 invertiblematrices; 𝑘𝑓 is a key for symmetric
encryption. SK is only shared between DO and DU while CS
has no idea of it.

𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥(𝐹𝑆, 𝑆𝐾). According to BuildHACTree algorithm,
for each vector 𝑢.VM stored in the node u, the splitting
procedure is applied, and it is split into two random vectors as
{𝑉𝑢, 𝑉𝑢 }with 𝑆 as a splitting indicator.The split rule is shown
as

𝑉𝑢 [𝑖] + 𝑉𝑢 [𝑖] = 𝑢.VM [𝑖] 𝑆 [𝑖] = 0
𝑉𝑢 [𝑖] = 𝑉𝑢 [𝑖] = 𝑢.VM [𝑖] 𝑆 [𝑖] = 1.

(13)

The encrypted vectors of 𝑢.VM are generated as {𝑀𝑇1𝑉𝑢,𝑀𝑇2𝑉𝑢 }. For each node in HAC-tree, u.VM is replaced with
{𝑀𝑇1𝑉𝑢,𝑀𝑇2𝑉𝑢 }; then encrypted tree index 𝐼 is generated.
𝐺𝑒𝑛𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑆𝑞, 𝑘, 𝑆𝐾). Assume that 𝑆𝑞 = {𝑤1, 𝑤2, . . . , 𝑤𝑡}
is a set of interested keywords. The corresponding vector of
𝑆𝑞 is generated as𝑄, each dimension of which is computed as
(14). And then 𝑄 is normalized.

𝑄 [𝑖] = {{{
IDF𝑖, 𝑤𝑖 ∈ 𝑆𝑞
0, other.

(14)

Subsequently, 𝑄 is split into two random vectors as
{𝑄, 𝑄} with the splitting indicator 𝑆, and the split rule is

shown as (15). Then the encrypted vectors of𝑄 are generated
as {𝑀−11 𝑄,𝑀−12 𝑄}. After that, DU transmits the trapdoor
𝑇𝑄 to CS, which consists of {𝑀−11 𝑄,𝑀−12 𝑄} and 𝑘.

𝑄 [𝑖] = 𝑄 [𝑖] = 𝑄 [𝑖] , 𝑆 [𝑖] = 0
𝑄 [𝑖] + 𝑄 [𝑖] = 𝑄 [𝑖] , 𝑆 [𝑖] = 1. (15)

𝐷𝑜𝑆𝑒𝑎𝑟𝑐ℎ(𝐼, 𝑇𝑄, 𝑘). CS executes NCP-DFS algorithm to
obtain the search result 𝑅 and construct a verification object
VO. Then CS returns 𝑅 together with VO to DU. The
relevance score between the encrypted vector of 𝑢.VM and
the encrypted vector of 𝑄 is calculated by (16). Note that the
relevance score calculated from encrypted vectors is equal to
that of unencrypted vectors as follows:

score ({𝑀𝑇1𝑉𝑢,𝑀𝑇2𝑉𝑢 } , {𝑀−11 𝑄,𝑀−12 𝑄})
= (𝑀𝑇1𝑉𝑢)𝑇 ⋅ 𝑀−11 𝑄 + (𝑀𝑇2𝑉𝑢 )𝑇 ⋅ 𝑀−12 𝑄
= 𝑉𝑢 ⋅ 𝑄 + 𝑉𝑢 ⋅ 𝑄 = 𝑢.VM ⋅ 𝑄.

(16)

𝑉𝑒𝑟𝑖𝑓𝑦(𝑅, 𝑉𝑂, 𝑆𝐾). DU utilizes the key 𝑘𝑓 to decrypt the
search result and verifies it through the VerifyResult algo-
rithm.

6.2. EMUSE Scheme. According to [3, 7], BMUSE may leak
the privacy of keywords. The cloud server is able to link
the same search requests according to the same visited path
and the same relevance scores. So CS may find some high-
frequency keywords and deduce whether a certain keyword
exists in a document by analyzing the correlation of trap-
doors. In consideration of this, it is a practical and effective
method to extend dimension by adding some phantom terms
into document vectors and query vectors to break such
equality, and then the keyword privacy and trapdoor unlink-
abilitywill be protected. Following the above idea, we propose
the enhanced MUSE which is named EMUSE.



12 Security and Communication Networks

𝐺𝑒𝑛𝐾𝑒𝑦(1𝑙(𝑛)). CS generates the secure key SK, which is four-
element tuple, SK = (𝑆,𝑀1,𝑀2, 𝑘𝑓). 𝑆 is (𝑛 + 𝑒)-bit random
vector;𝑀1 and𝑀2 are two random (𝑛+ 𝑒) × (𝑛+ 𝑒) invertible
matrices; 𝑘𝑓 is a key for symmetric encryption.

𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥(𝐹𝑆, 𝑆𝐾).Through adding the phantom terms, we
extend 𝑢.VM from 𝑛 dimension to (𝑛 + 𝑒) dimension. Each
element of phantom terms is filled by a random value 𝜗𝑖, 𝜗𝑖 ∼𝑈(𝜇 − 𝜃, 𝜇 + 𝜃). Then we adopt the same vector encryption
method as BMUSE to encrypt 𝑢.VM for every vector in the
HAC-tree.

𝐺𝑒𝑛𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑆𝑞, 𝑘, 𝑆𝐾). We extend 𝑄 from 𝑛 dimension to
(𝑛 + 𝑒) dimension to generate the query vector. A part of
elements in the extended dimensions of𝑄 are set to 1 and the
left are set to 0.

𝐷𝑜𝑆𝑒𝑎𝑟𝑐ℎ(𝐼, 𝑇𝑄, 𝑘) and𝑉𝑒𝑟𝑖𝑓𝑦(𝑅,VO, SK) are the same as the
ones in Section 6.1.

According to the detailed steps of the above schemes,
we discuss the deployment of our schemes. Obviously, DO
is the manager for deploying the schemes. DO generated
security information SK firstly which is utilized to encrypt
the documents and generate the corresponding secure index.
After that the encrypted documents and index are outsourced
in CS. To process secure multikeyword search, the search
algorithm on the basis of the outsourced data should also be
deployed in CS by DO. Meanwhile, the trapdoor generating
algorithm designed by DO is granted to the authorized
DU together with SK. When the authorized DU performs
a search, a trapdoor is firstly generated and submitted to
CS. After that, CS performs the secure multikeyword search
algorithm designed by DO and returns the corresponding
encrypted documents and verification object to DU. AndDU
applies the decryption to get the plaintext search result.

7. Security Analysis

7.1. Privacy-Preserving Analysis. In this section, we analyze
the privacy-preserving property of BMUSE and EMUSE,
which depends on the security of secure inner production
firstly proposed in the secure 𝑘-nearest neighbor (kNN) tech-
nique [13]. All vectors in HAC-tree are encrypted by random
invertible matrices and all documents in FS are encrypted
by symmetric encryption. According to [3], CS is impossible
to deduce the concrete random matrices on the basis of
grasping existing data, including the encrypted documents,
the encrypted HAC-tree, and the trapdoor of queries. That is
to say, the keys for HAC-tree encryption are secure. Besides,
the other security information in SK, such as the symmetric
encryption key and splitting indicator, is only shared between
DO and DU but private to CS.Thus, BMUSE can protect the
confidentiality of documents, index, and queries. Therefore,
BMUSE can resist the attack of known ciphertext threats.
However, if the given interested multikeyword are the same,
the corresponding generated trapdoors and the access paths
are the same too. BMUSE cannot resist the attack of known
background threats, which means that BMUSE may leak the
trapdoor unlinkability [7] and keyword privacy.

In EMUSE, we add phantom terms on the basis of
BMUSE, which are equivalent to adding random values to
the relevance scores between documents and queries. The
security is enhanced. Therefore, EMUSE is able to with-
stand known ciphertext threats. That is to say, EMUSE
satisfies all the privacy-preserving requirements described in
Section 4.4.

We denote that the document vector 𝑉𝑑 is expanded to
𝑉𝑒 through adding phantom terms, and the query vector𝑄 is
expanded to 𝑄𝑒. We have 𝑉𝑒 ⋅ 𝑄𝑒 = 𝑉𝑑 ⋅ 𝑄 + ∑0.5𝑒𝑖=1 𝜗𝑖, so the
added random value 𝜉 = ∑0.5𝑒𝑖=1 𝜗𝑖. According to the central-
limit theorem, we have that if 𝜗𝑖 ∼ 𝑈(𝜇 − 𝜃, 𝜇 + 𝜃), then𝜉 ∼ 𝑁(𝜇, 𝜎2), where 𝜇 = 0.5𝑒𝜇, 𝜎 = √(1/6)𝑒 ⋅ 𝜃.

Because of adding a random value 𝜉 to the relevance
score between a document and a query, the accuracy of the
search result slightly decreases but the privacy preservation is
enhanced. Therefore, we need to control 𝜉 to get the balance
of the accuracy and security. Practically, we set 𝜇 = 0 and
balance the accuracy and security by adjusting the standard
deviation 𝜎.
7.2. Completeness Analysis. In the HAC-tree leaf node, 𝑢.sig
is document digest of document 𝐹𝑖 represented by 𝑢.FD
constructed by the key of 𝑘𝑓 and the context of 𝐹𝑖 based
on HMAC. Both the avalanche effect [37] and one-way
irreversibility guarantee the cryptographic strength of the
HMAC, thus ensuring the safety of 𝑢.sig.

Assume that 𝑟 = {𝑓1, 𝑓2, . . . , 𝑓𝑘} and vo are returned from
CSwhere 𝑟 is the result document set and vo is the verification
object. After receiving the search result, DU recalculates the
document digests as sig1, sig2, . . . , sig𝑘 and reconstructs the
verification object, denoted as vo. If the content of 𝑓𝑖 is
tampered into 𝑓𝑖 , then vo ̸= vo will happen. Besides, for
each document digest, it is constructed by the key of 𝑘𝑓 and
the plaintext of 𝐹𝑢. Both of them are private to CS. Hence,
it is impossible for CS to falsify a correct document digest
successfully without being detected. AndMUSE is capable of
supporting the search result completeness verification.

8. Performance Evaluation

In this section, we evaluate the performance of our proposed
scheme MUSE and compare it with the schemes presented
in [7, 8] which are denoted as DMRS and MRSE-HCI, res-
pectively. We implement MUSE, DMRS, and MRSE-HCI
and perform evaluations on the precision (Δ 𝑝) and search
time (Δ 𝑡) on the real data set of NSF Research Award
Abstracts provided by UCI [38]. We use BMUSE, BDMRS,
and BMRSE-HCI to represent the basic schemes of MUSE,
DMRS, and BMRSE-HCI, respectively. Meanwhile, we
use EMUSE, EDMRS, and EMRSE-HCI to represent the
enhanced schemes of MUSE, DMRS, and BMRSE-HCI,
respectively.

The real dataset includes about 129000 abstracts, from
which we random choose 20000 abstracts as our experi-
mental data and extract about 10000 keywords. The experi-
mental hardware environment is Intel Xeon E3-1225v,
3.3 GHz 4 core CPU, 16G memory, and 1 T hard disk; and
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Table 1: Default evaluation parameters.
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Figure 5: The impact of 𝑘 on precision by choosing different
standard deviation 𝜎.

software environment is CentOS6.4 server operating system
and Eclipse development platform. Default parameters are
summarized in Table 1. Parameter 𝑡 denotes the number of
keywords of interest. TH donates the maximum number of
cluster size in MRSE-HCI.

8.1. Search Precision Evaluation. Due to adding phantom
terms in EMUSE, the relevance score between a document
and a query is affected by the randomvalue 𝜉, 𝜉 ∼ 𝑁(0, 𝜎2). In
order to evaluate the impact of𝜎 on the accuracy of the search
results, we adopt the definition of precision in [3] which is
defined as Δ𝑝 = 𝑘/𝑘, where 𝑘 is the number of the real top-
𝑘 result documents that are returned by CS.

Figure 5 shows that the precisions fluctuate within a small
scope when 𝜎 = 0.02, 𝜎 = 0.03, and 𝜎 = 0.05, respectively.
Note that the smaller the standard deviation 𝜎 is, the higher
the precision becomes. In the experiment, when 𝜎 is 0.02,
0.03, and 0.05, the value of Δ 𝑝 is 93.37%, 89.39%, and 81.62%,
respectively. The reason is that when 𝜎 grows, the impact
of 𝜉 on relevance score between a document and a query
becomes greater. In our proposed scheme, DU can balance
the precision and security by adjusting the standard deviation
𝜎. The default value of 𝜎 is 0.02 in the experiment.

As shown in Figures 6(a) and 6(b), for MUSE, DMRS,
and MRSE-HCI, Δ 𝑝 does not change significantly, when 𝑘

increases from 20 to 200. However, nomatter with or without
adding phantom terms, the MUSE’s Δ𝑝 is significantly larger
than MRSE-HCI and approximately equal to DMRS, which
means that MUSE outperforms MRSE-HCI in terms of
accuracy. Δ𝑝 of BMUSE is 100% which is the same as
BDMRS because both BMUSE and BDMRS perform the
exact calculation of document vectors and query vectors.The
precision of BMRSE-HCI is about 81.71% which is obviously
lower than the others.The reason is that BMRSE-HCI clusters
the relevant documents into the same cluster by dynamic
𝑘-means during index construction, and then the search
involves only the most relevant subclusters, which will cause
some more relevant documents to be ignored, and inaccu-
rate search results are generated. Due to adding phantom
terms, the EMUSE’s Δ𝑝 is no longer 100% and about 93.37%.
Compared with EMRSE-HCI, the EMUSE’s Δ𝑝 is still 16.52%
higher. The reason is the same as the basic scheme. In
conclusion, the experimental result demonstrates that MUSE
can achieve higher accuracy thanMRSE-HCI and the similar
accuracy with DMRS both in the basic and in enhanced
scheme.

8.2. Search Time Evaluation. For the convenience of descrip-
tion, we use MRSE-HCI-100 and MRSE-HCI-300 to repre-
sent the maximum numbers of cluster size TH = 100 and
TH = 300 in MRSE-HCI, respectively. In this section, we
evaluate and analysis the impact of 𝑚, 𝑘, 𝑡 on Δ 𝑡 in the basic
and enhanced scheme.

(1) The Impact of 𝑚. As shown in Figures 7(a) and 7(b),
the search time Δ 𝑡 of MUSE is obviously lower than DMRS
in both basic and enhanced scheme. Figures 7(a) and 7(b)
both reveal that Δ 𝑡 in MUSE and DMRS increase with 𝑚
growing up. In addition, Δ 𝑡 of MUSE is about half of DMRS
for the same dataset. The reason is that the documents with
high relevance are clustered inHAC-tree. HAC-tree is helpful
to maintain and utilize the category relationship to perform
efficient and accurate text search on encrypted documents.
This feature can ensure the efficiency of NCP-DFS algorithm.
However, DMRS does not use the relationship between
documents, so it is obviously slower than MUSE.

Besides, as shown in Figures 7(a) and 7(b), Δ 𝑡 of MRSE-
HCI grows very slowly as 𝑚 grows. For the basic and
enhanced schemes of MRSE-HCI, the value of TH has great
influence on search efficiency. When TH is 100, Δ 𝑡 of MRSE-
HCI is lower than others. AndwhenTH is 300,Δ 𝑡 ofMUSE is
firstly lower than MRSE-HCI but the former becomes larger
than the later as 𝑚 grows. The improvement of efficiency in
MRSE-HCI is at the expense of sacrificing the search result
precision as shown in Figures 6(a) and 6(b).

In addition, we have that the plot of EMUSE is very likely
to the plot of BMUSE, and the search time of EMUSE is
slightly higher than BMUSE, about 5.67%. It indicates that
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(b) Top-𝑘 search with adding phantom terms

Figure 6: The impact of 𝑘 on the precision of search results.
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Figure 7: The impact of𝑚 on search efficiency.

there is just a little impact on the search time by adding
phantom terms into vectors.

(2) The Impact of 𝑘. As shown in Figures 8(a) and 8(b),
no matter before or after adding phantom terms, Δ 𝑡 of all
schemes increase as 𝑘 grows. The reason is that more result

documents will be determined as 𝑘 grows, which consumes
more time. The increments of Δ 𝑡 in MUSE and DMRS
are more obvious than MRSE-HCI. The search times of
BMUSE and EMUSE are about 47.71% and 40.30% less than
BDMRS and EDMRS, respectively. While Δ 𝑡 of MRSE-HCI
is less than the other schemes. But the better performance
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Figure 8: The impact of 𝑘 on search efficiency.
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Figure 9: The impact of 𝑡 on search efficiency.

in search efficiency of MRSE-HCI sacrifices the search result
accuracy, and the reduction of accuracymay not satisfy users’
expectations.

(3) The Impact of 𝑡. According to Figure 9, Δ 𝑡 of MUSE,
DMRS, and MRSE-HCI have little changes no matter with

or without adding phantom terms. This means that the
search times of MUSE, DMRS, and MRSE-HCI are affected
slightly by the number of keywords of interest. As shown
in Figure 9(a), in terms of efficiency, BMUSE is better than
BDMRS and saves about 51.12% in Δ 𝑡. It also reveals that
BMUSE is superior to BMRSE-HCI-300 and inferior to
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BMRSE-HCI-100. BMUSE puts accuracy as a prerequisite to
obtaining efficiency asmuch as possible. In contrast, BMRSE-
HCI-100 improves the efficiency of result retrieval by the cost
of reducing accuracy. In Figure 9(b), Δ 𝑡 of EMUSE is almost
a half of EDMRS but during between EMRSE-HCI-100 and
EMRSE-HCI-300.The reason is the same as the basic scheme.

According to (1), (2), and (3), the experimental results
demonstrate that MUSE can achieve higher search efficiency
than DMRS. While MUSE may be less efficient than MRSE-
HCI depending on the setting of the maximum number of
cluster size parameter in MRSE-HCI.

Compared toDMRS andMRSE-HCI on a real dataset, the
experimental results show that (i)MUSE outperformsDMRS
in terms of efficiency and achieves the similar accuracy
with DMRS; and (ii) MUSE consistently gives more accurate
results than MRSE-HCI while it may be less efficient than
MRSE-HCI, depending on the choices of parameter values
in MRSE-HCI.

9. Conclusion

The multikeyword text search over encrypted data is a com-
mon problem in cloud computing services. There are urgent
requirements in such important fields as e-mail, electronic
medical records, and bank transaction information, which
is a hot issue in cloud computing service. It is challenge
to ensure the efficiency of the search under the premise of
ensuring the accuracy of the search results. In this paper,
we propose an efficient and accurate verifiable privacy-
preserving multikeyword text search over encrypted cloud
data based on hierarchical agglomerative clustering called
MUSE. According to hierarchical agglomerative clustering,
we construct a binary tree structure as the index, which is
named HAC-tree. Based on HAC-tree, we provide a non-
candidate pruning depth-first search algorithm to improve
search efficiency. Besides, we utilize secure inner product
algorithm against two threat models. The experimental
results show that the scheme proposed in this paper has
better comprehensive performance in terms of efficiency and
accuracy compared with the existing methods.
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Multivariate public key cryptography is a set of cryptographic schemes built from the NP-hardness of solving quadratic equations
over finite fields, amongst which the hidden field equations (HFE) family of schemes remain themost famous. However, the original
HFE scheme was insecure, and the follow-up modifications were shown to be still vulnerable to attacks. In this paper, we propose
a new variant of the HFE scheme by considering the special equation 𝑥2 = 𝑥 defined over the finite field F3 when 𝑥 = 0, 1. We
observe that the equation can be used to further destroy the special structure of the underlying central map of the HFE scheme.
It is shown that the proposed public key encryption scheme is secure against known attacks including the MinRank attack, the
algebraic attacks, and the linearization equations attacks. The proposal gains some advantages over the original HFE scheme with
respect to the encryption speed and public key size.

1. Introduction

Public key cryptography [1] built from the NP-hardness
of solving multivariate quadratic equations over finite filed
[2, 3] was conceived as a plausible candidate to traditional
factorization and discrete logarithm based public key cryp-
tosystems due to its high performance and the resistance
to quantum attacks [4]. The hidden field equations (HFE)
scheme [5] may be the most famous cryptosystem amongst
all multivariate public key cryptographic schemes. The HFE
scheme firstly defines a univariatemap over an extension field
F𝑞𝑛 :

F (𝑋) = ∑
0≤𝑖≤𝑗<𝑛,𝑞𝑖+𝑞𝑗≤𝐷

𝑎𝑖𝑗𝑋𝑞
𝑖+𝑞𝑗 + ∑

0≤𝑖<𝑛,𝑞𝑖≤𝐷

𝑏𝑖𝑋𝑞
𝑖 + 𝑐, (1)

where the degree bound 𝐷 chosen cannot be very large
in order that the user can use the Berlekamp algorithm
[6] to efficiently compute the roots of F(𝑋). Then two
invertible affine transformations are applied to hide the
special structure of the central map [2, 5]. However, the

central mapF(𝑋) can be represented with a low-rankmatrix
[7], which makes it vulnerable to MinRank attacks [7–9].
So some modifications are needed to repair the basic HFE
scheme [10–14]. However, all known modification methods
only can impose partial nonlinear transformation on the
special structure of the HFE central map, and hence they are
still vulnerable to some attacks [15–17].

We consider the HFE scheme over finite fields with
characteristic 3.We impose some restrictions on the plaintext
space and can use the restriction to merge the coefficients
of the linear part and the square part. By doing this, we
can impose a fully nonlinear transformation on the central
map of the HFE encryption scheme. Performance analysis
shows that the modification can save the public key storage
by O(𝑛2) bits and reduces the encryption costs by about
O(𝑛2) bit operations. It is shown that the modification can
defend the known attacks including the MinRank attack,
the linearization equations attack, and the direct algebraic
attacks.
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2. Proposal

2.1. Notations. Let F𝑞 be a 𝑞-order finite field with 𝑞 being
a prime power. Let 𝑓(𝑥) be an irreducible polynomial
with degree 𝑛 over F𝑞; then F𝑞𝑛 = F𝑞[𝑥]/⟨𝑓(𝑥)⟩ forms a
degree-𝑛 extension field. The construction admits a standard
isomorphism 𝜙 between the extension field F𝑞𝑛 and the vector
space F𝑛𝑞 ; namely, for an element 𝑔(𝑥) = ∑𝑛−1𝑖=0 𝑔𝑖𝑥𝑖 ∈ F𝑞𝑛 , we
have 𝜙(𝑔(𝑥)) = (𝑔0, . . . , 𝑔𝑛−1) ∈ F𝑛𝑞 . We denote the inverse of
map 𝜙 as 𝜙−1. Note that the Frobenius mapsT(𝑋) = 𝑋𝑞𝑖 for
𝑖 = 0, 1, . . . , 𝑛−1 defined over F𝑞𝑛 are F𝑞-linear; namely, when
expressed in the base field F𝑞, T(𝑋) will be 𝑛-dimensional
linear functions over F𝑞.

2.2. Description. The encryption scheme consists of three
subalgorithms: key generation, encryption, and decryption.

Key Generation. The system parameters consist of an irre-
ducible polynomial 𝑓(𝑥) with degree 𝑛 over F3, the extension
field F3𝑛 = F3[𝑥]/⟨𝑓(𝑥)⟩, and the isomorphism 𝜙 between
F3𝑛 and F𝑛3 . Firstly, we define an HFE map F(𝑋) in (1)
and randomly choose two invertible affine transformations
L1 : F𝑛3 → F𝑛3 and L2 : F𝑛3 → F𝑛3 . Then we compute
their inverses L−11 and L−12 and the 𝑛-variable quadratic
polynomialsP = L1 ∘ 𝜙 ∘F ∘ 𝜙−1 ∘L2 = (𝑝0, 𝑝1, . . . , 𝑝𝑛−1).
For x = (𝑥0, 𝑥1, . . . , 𝑥𝑛−1), we set

𝑝𝑘 (x) =
𝑛−1

∑
𝑖=0

𝛼(𝑘)𝑖 𝑥2𝑖 +
𝑛−2

∑
𝑖=0

𝑛−1

∑
𝑗=𝑖+1

𝛽(𝑘)𝑖𝑗 𝑥𝑖𝑥𝑗 +
𝑛−1

∑
𝑖=0

𝛾(𝑘)𝑖 𝑥𝑖 + 𝛿(𝑘), (2)

where all the coefficients are in F3 for 𝑘 = 0, . . . , 𝑛 − 1. Then
wemerge the coefficients of the square and linear terms of 𝑝𝑘,
that is, 𝜌(𝑘)𝑖 = 𝛼(𝑘)𝑖 + 𝛾(𝑘)𝑖 for 𝑖, 𝑘 = 0, 1, . . . , 𝑛 − 1, and get the
public key of the modified HFE scheme, namely, 𝑛 quadratic
polynomialsQ = (𝑞0, 𝑞1, . . . , 𝑞𝑛−1), where, for 𝑘 = 0, . . . , 𝑛−1,

𝑞𝑘 (x) =
𝑛−2

∑
𝑖=0

𝑛−1

∑
𝑗=𝑖+1

𝛽(𝑘)𝑖𝑗 𝑥𝑖𝑥𝑗 +
𝑛−1

∑
𝑖=0

𝜌(𝑘)𝑖 𝑥𝑖 + 𝛿(𝑘). (3)

The secret key consists ofF(𝑋),L−11 , andL−12 .

Encryption.The plaintext space isM = {0, 1}𝑛. For a plaintext
m ∈ M, we just compute c = (𝑐0, . . . , 𝑐𝑛−1) = Q(m) ∈ F𝑛3 as
the ciphertext.

Decryption. Given a ciphertext c ∈ F𝑛3 , we compute y =
L−11 (c) and 𝑌 = 𝜙−1(y) ∈ F3𝑛 , and we use the Berlekamp
algorithm [6] to compute all the preimages𝑋 ∈ F3𝑛 such that
F(𝑋) = 𝑌, and, for each 𝑋, we compute x = 𝜙(𝑋) ∈ F𝑛3 .
Finally, we computem = L−12 (x). Ifm ∈ M; then we output
m as the plaintext. If we fail to derive a vector in M form
all the preimages 𝑋, we output the symbol ⊥ designating an
invalid ciphertext.

Why Decryption Works. We just observe that 𝑚𝑖 = 0, 1, so
𝑚2𝑖 = 𝑚𝑖. Hence, for 𝑘 = 0, 1, . . . , 𝑛 − 1,

𝑐𝑘 = 𝑞𝑘 (m) =
𝑛−2

∑
𝑖=0

𝑛−1

∑
𝑗=𝑖+1

𝛽(𝑘)𝑖𝑗 𝑚𝑖𝑚𝑗 +
𝑛−1

∑
𝑖=0

𝜌(𝑘)𝑖 𝑚𝑖 + 𝛿(𝑘)

=
𝑛−2

∑
𝑖=0

𝑛−1

∑
𝑗=𝑖+1

𝛽(𝑘)𝑖𝑗 𝑚𝑖𝑚𝑗 +
𝑛−1

∑
𝑖=0

(𝛼(𝑘)𝑖 + 𝛾(𝑘)𝑖 )𝑚𝑖 + 𝛿(𝑘)

=
𝑛−1

∑
𝑖=0

𝛼(𝑘)𝑖 𝑚2𝑖 +
𝑛−2

∑
𝑖=0

𝑛−1

∑
𝑗=𝑖+1

𝛽(𝑘)𝑖𝑗 𝑚𝑖𝑚𝑗 +
𝑛−1

∑
𝑖=0

𝛾(𝑘)𝑖 𝑚𝑖 + 𝛿(𝑘)

= 𝑝𝑘 (m) .

(4)

So c = Q(m) = P(m) = L1 ∘ 𝜙 ∘ F ∘ 𝜙−1 ∘ L2(m). The
modifiedHFE decryption recovers the plaintextm by peeling
off the composition one by one from the leftmost side.

Remarks. The original HFE scheme [5] works on any field F𝑞
and its extension F𝑞𝑛 . In fact, the quadratic polynomial map
P is exactly the public key of the original HFE scheme, and
the secret key of the original scheme also consists of F(𝑋),
L−11 , and L−12 . The encryption of the original HFE scheme
is just to compute c = P(m), where the plaintext m is in F𝑛𝑞
but not necessarily inM = {0, 1}𝑛. The decryption algorithm
of the modified HFE scheme is exactly the original HFE
decryption.

2.3. Performance and Comparisons. To make a comparison
between the proposed HFE modification and the original
HFE schemes in a uniform platform, we consider the HFE
scheme defined over F3 and its extension field F3𝑛 . It can
be easily seen that both the modified and the original
HFE schemes share a common secret key and decryption
algorithm. So both schemes have the same secret key sizes
and decryption costs. In the modified scheme, the public key
is Q, and hence we need not to store the coefficients of the
square terms of the public key P. So the proposed scheme
reduces the public key size by O(𝑛2) bits. During encryption,
the proposed modification HFE scheme does not need to do
the square computations, so the proposed encryption reduces
the computational costs by O(𝑛2) bit operations.

3. Security

We analyze the security of the proposed HFE modified
encryption scheme. We first review the basic idea of known
attacks and then illustrate why the proposal is secure against
these attacks.

3.1. Linearization Equations Attack

Basic Idea. Linearization equations attack [18] was found
by Patarin on the Matsumoto-Imai scheme [19]. In the
Matsumoto-Imai scheme, a permutationF(𝑋) = 𝑋𝑞𝜃+1 over
F𝑞𝑛 with characteristic 2 is defined such that gcd(𝑞𝑛 − 1, 𝑞𝜃 +
1) = 1, then using two invertible affine transformations L1



Security and Communication Networks 3

and L2 to disguise the central map F into a quadratic map
P over F𝑞, namely,

P = L1 ∘ 𝜙 ∘F ∘ 𝜙−1 ∘L2. (5)

The basic idea of the attack is as follows. Note that 𝑌 =
F(𝑋) = 𝑋𝑞𝜃+1 implies𝑋𝑌𝑞𝜃 − 𝑋𝑞2𝜃𝑌 = 0. By setting

x = (𝑥0, . . . , 𝑥𝑛−1) = 𝜙 (𝑋) ,
y = (𝑦0, . . . , 𝑦𝑛−1) = 𝜙 (𝑌) = 𝜙 (F (𝑋))

= 𝜙 (F (𝜙−1 (x))) ,
(6)

we can express𝑋𝑌𝑞𝜃−𝑋𝑞2𝜃𝑌 = 0 as 𝑛 bilinear equations about
input x and output y of function 𝜙 ∘F ∘ 𝜙−1:

𝑛−1

∑
𝑖=0

𝑛−1

∑
𝑗=0

𝑎(𝑘)𝑖𝑗 𝑥𝑖𝑦𝑗 = 0, (7)

where 𝑖, 𝑗, 𝑘 = 0, . . . , 𝑛−1 and 𝑎(𝑘)𝑖𝑗 ∈ F𝑞. Given a ciphertext c =
(𝑐0, . . . , 𝑐𝑛−1) = P(m), we want to recover the corresponding
plaintext m = (𝑚0, . . . , 𝑚𝑛−1). Note that m (c, resp.) is an
affine transformation L2 (L1, resp.) on the input (output,
resp.) of the function 𝜙 ∘ F ∘ 𝜙−1. So m and c satisfy the
following 𝑛 equations derived from the 𝑛 bilinear equations,
namely,

𝑛−1

∑
𝑖=0

𝑛−1

∑
𝑗=0

𝛼(𝑘)𝑖𝑗 𝑚𝑖𝑐𝑗 +
𝑛−1

∑
𝑖=0

𝛽(𝑘)𝑖 𝑚𝑖 +
𝑛−1

∑
𝑖=0

𝛾(𝑘)𝑖 𝑐𝑖 + 𝛿(𝑘) = 0, (8)

where 𝑖, 𝑗, 𝑘 = 0, . . . , 𝑛 − 1 and all the coefficients in F𝑞.
These 𝑛 equations are called linearization equations and can
be efficiently computed from the public polynomialsP. It was
shown that the linearization equations have a rank of at least
𝑛 − gcd(𝑛, 𝜃) [20]. So given a ciphertext c = (𝑐0, . . . , 𝑐𝑛−1) =
P(m), we only need to solve the 𝑛 linearization equations to
obtain the corresponding plaintextm = (𝑚0, . . . , 𝑚𝑛−1).

Why the Proposal Is Secure against the Linearization Equa-
tions Attack. We first note that the HFE scheme [5] was
proposed by Patarin to thwart the linearization equations
attack and no known evidence was reported on the existence
of linearization equations in the HFE scheme. So the HFE
scheme is secure against linearization equations attack. As
far as the proposed HFE modification scheme is concerned,
we just note that, for any plaintext m ∈ M = {0, 1}𝑛, c =
Q(m) = P(m) is a valid ciphertext for both the original
FHE scheme and the proposed modification HFE scheme.
Therefore, we cannot hope to derive linearization equations
from the modified HFE scheme.

3.2. MinRank Attacks

Basic Idea. Without loss of generality, we assume that the two
invertible affine transformations L1 and L2 are linear [21]
and define the terms of

F
∗ (𝑋) = ∑

0≤𝑖≤𝑗<𝑛,𝑞𝑖+𝑞𝑗≤𝐷

𝑎𝑖𝑗𝑋𝑞
𝑖+𝑞𝑗

(9)

in F(𝑋) in (1). We then can look at F∗ as a quadratic form
about

X = (𝑋,𝑋𝑞, . . . , 𝑋𝑞𝑛−1) ; (10)

thenwe associate withF∗ a symmetric 𝑛-dimensional square
matrix F such that

F
∗ (𝑋) = XFX𝑇. (11)

The symmetric matrix F is of low rank, and it is the special
structure of the symmetric matrix F that makes the original
HFE scheme insecure. We recall 0 ≤ 𝑖 ≤ 𝑗 < 𝑛, 𝑞𝑖 + 𝑞𝑗 ≤
𝐷 and denote the smallest integer smaller than or equal to
log𝑞(𝐷 − 1) + 1 as 𝑟, and we will find that all the elements of
the last 𝑛−𝑟 columns (rows, resp.) of F are zero. So the rank of
the symmetric matrix F is at most 𝑟. Loosely speaking, when
we apply two linear transformations on the input and output
of themapF∗, the rank of the correspondingmatrix remains
at most 𝑟. We define the quadratic part ofP = L1 ∘ 𝜙 ∘ F ∘
𝜙−1 ∘L2 asP∗ = (𝑝∗0 , . . . , 𝑝∗𝑛−1), namely, for 𝑘 = 0, . . . , 𝑛 − 1,

𝑝∗𝑘 (x) =
𝑛−1

∑
𝑖=0

𝛼(𝑘)𝑖 𝑥2𝑖 +
𝑛−2

∑
𝑖=0

𝑛−1

∑
𝑗=𝑖+1

𝛽(𝑘)𝑖𝑗 𝑥𝑖𝑥𝑗. (12)

Note that F∗(𝑋) can be expressed as 𝑛 homogeneous
quadratic polynomials over the base field F𝑞; then the applica-
tion of two linear transformations on the input and output of
F∗(𝑋) will also give 𝑛 homogeneous quadratic polynomials
over the base field F𝑞. That is to say

P
∗ = L1 ∘ 𝜙 ∘F∗ ∘ 𝜙−1 ∘L2. (13)

Or equivalently,

F
∗ = 𝜙−1 ∘L−11 ∘P∗ ∘L−12 ∘ 𝜙. (14)

The above equation says that we can lift the quadratic part
P∗ of the public keyP to the extension field F𝑞𝑛 under some
unknown linear transformations to deriveF∗ and henceF.
Kipnis and Shamir noted [7] that, by lifting the quadratic part
P∗ of the public key P of the HFE scheme to the extension
field F𝑞𝑛 , they can find a collection of matrices. The matrix F
is then determined by finding a linear combination of these
matrices such that F has aminimum rank (atmost 𝑟).Thus by
solving theMinRank problemwe can determine thematrix F
and the coefficients of the linear transformationL1. Though
the MinRank problem is proven to be NP-complete [22, 23],
the reduction to theMinRank problem does impose a serious
security threat on the security of the HFE scheme [7, 8].

Why the Proposal Is Secure against the MinRank Attack. To
illustrate why the proposed modification of the HFE scheme
is secure against the MinRank attack [7, 8], we just need to
show that when lifted to the extension field F3𝑛 , the quadratic
part of the public key Q is not connected with a low-rank
matrix. We set the quadratic part of the public key Q as Q∗ =
(𝑞∗0 , 𝑞∗1 , . . . , 𝑞∗𝑛−1) with

𝑞∗𝑘 = (x) =
𝑛−2

∑
𝑖=0

𝑛−1

∑
𝑗=𝑖+1

𝛽(𝑘)𝑖𝑗 𝑥𝑖𝑥𝑗 (15)
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for 𝑘 = 0, . . . , 𝑛−1. If we liftQ∗ to the extension field and find
that the correspondingmatrix is not of low rank, we can claim
our proposal is secure against the MinRank attack [7, 8]. So
we define

F1 (𝑋) = 𝜙−1 ∘L−11 ∘ Q∗ ∘L−12 ∘ 𝜙 (𝑋) = XF1X
𝑇. (16)

Now we show that the corresponding matrix F1 is of not
necessarily low rank. We define S = (𝑠0, 𝑠1, . . . , 𝑠𝑛−1) with

𝑠𝑘 (x) =
𝑛−1

∑
𝑖=0

𝛼(𝑘)𝑖 𝑥2𝑖 (17)

for 𝑘 = 0, . . . , 𝑛 − 1, and

F2 (𝑋) = 𝜙−1 ∘L−11 ∘S ∘L−12 ∘ 𝜙 (𝑋) = XF2X
𝑇. (18)

It is obvious that P∗(x) = Q∗(x) + S(x). Thus we can easily
verify that

XFX𝑇 = F
∗ (𝑋) = 𝜙−1 ∘L−11 ∘P∗ ∘L−12 ∘ 𝜙 (𝑋)

= 𝜙−1 ∘L−11 ∘ (Q∗ +S) ∘L−12 ∘ 𝜙 (𝑋)

= 𝜙−1 ∘L−11 ∘ Q∗ ∘L−12 ∘ 𝜙 (𝑋) + 𝜙−1 ∘L−11
∘S ∘L−12 ∘ 𝜙 (𝑋) = F1 (𝑋) +F2 (𝑋)

= XF1X
𝑇 + XF2X

𝑇 = X (F1 + F2)X𝑇.

(19)

So we get F1 = F − F2. In this matrix equation, we only know
that F is of low rank (at most 𝑟). However, the rank of the
matrix F2 is unknown, and hence the rank of the matrix F1 is
not necessarily low. So the adversary cannot derive from the
publicly known map Q∗ a low-rank matrix. So the MinRank
attack does not apply to cryptanalyzing the proposed HFE
modification scheme.

3.3. Algebraic Attacks

Basic Idea. One straightforward way to attack multivariate
public key cryptosystems is to directly solve the multivariate
quadratic equations by utilizing some algorithms to compute
the Gröbner basis of some ideals. Given the ciphertext c =
Q(m), we want to solve the plaintext m from the quadratic
equations:

𝑞0 (𝑚0, 𝑚1, . . . , 𝑚𝑛−1) = 𝑐0,
𝑞1 (𝑚0, 𝑚1, . . . , 𝑚𝑛−1) = 𝑐1,

...
𝑞𝑛−1 (𝑚0, 𝑚1, . . . , 𝑚𝑛−1) = 𝑐𝑛−1.

(20)

The algebraic or the direct attacks can use someGröbner basis
algorithms such asF5 [24] and theXL [25] algorithms to solve
the generators for the idealI = ⟨𝑞0−𝑐0, 𝑞1−𝑐1, . . . , 𝑞𝑛−1−𝑐𝑛−1⟩
generated by 𝑞0 −𝑐0, 𝑞1 −𝑐1, . . . , 𝑞𝑛−1 −𝑐𝑛−1. It is observed [26]
that the field equations𝑚𝑞𝑖 −𝑚𝑖 = 0 for 𝑖 = 0, 1, . . . , 𝑛 − 1 will

be useful to simplify the computations, so we also can add
the 𝑛 field equations to the generators; namely, we solve the
Gröbner basis of the ideal

I
∗ = ⟨𝑞0 − 𝑐0, . . . , 𝑞𝑛−1 − 𝑐𝑛−1, 𝑚𝑞0 − 𝑚0, . . . , 𝑚𝑞𝑛−1
− 𝑚𝑛−1⟩ .

(21)

Why the Proposal Is Secure against the Algebraic Attack.
In the proposed modification HFE encryption scheme, we
impose some restrictions on the plaintext space.The plaintext
space is M = {0, 1}𝑛 but not F𝑛3 . Thus we have some
additional equations that associate with the plaintext m =
(𝑚0, 𝑚1, . . . , 𝑚𝑛−1); namely, for 𝑖 = 0, 𝑞, . . . , 𝑛 − 1, we have
𝑚2𝑖 − 𝑚𝑖 = 0. The plaintext block 𝑚𝑖 also satisfies the field
equation 𝑚3𝑖 − 𝑚𝑖 = 0. However, we can derive the field
equations 𝑚3𝑖 − 𝑚𝑖 = 0 from the equations 𝑚2𝑖 − 𝑚𝑖 = 0.
So in the proposedmodification encryption scheme, we need
to find the Gröbner basis for the ideal

I
 = ⟨𝑞0 − 𝑐0, . . . , 𝑞𝑛−1 − 𝑐𝑛−1, 𝑚20 − 𝑚0, . . . , 𝑚2𝑛−1
− 𝑚𝑛−1⟩ .

(22)

To evaluate the difficulty of the Gröbner basis algorithms to
recover the plaintext, we can use the degree of regularity𝐷reg
of the quadratic equations [27] to estimate the computational
costs. The computational costs are at least O(𝑛2𝐷reg) bit
operations, according to the results given on page 219 in [2].
Under the suggested parameters 𝑛 = 256 and 𝐷 = 144,
the degree of regularity of the quadratic equations is 𝐷reg =
5. So the computational overhead is about 25610 = 280
bit operations. So under the algebraic attacks, the proposed
modification HFE encryption scheme can obtain a security
level of 80 bits under the suggested parameters.

3.4. Suggested Parameters. Considering the aforementioned
discussions, we suggest choosing 𝑛 = 256 and 𝐷 = 144.
We can see from the security analysis that the proposed HFE
modification encryption scheme can obtain a security level of
80 bits under the suggested parameters.

4. Conclusions

In this paper, we proposed a novel modified HFE encryption
scheme. The proposed HFE modification has the following
features:

(i) Universal padding scheme for multivariate public key
encryptions: the proposed HFE variant can merge the
square and linear terms by imposing some restrictions
on the plaintext space. The proposed method is a
universal padding scheme and hence can be used to
other multivariate cryptographic constructions.

(ii) Fully nonlinear transformation on the central map: the
proposed method can remove all the square terms
in the public multivariate quadratic polynomials and
thus impose a nonlinear transformation on all the
polynomials.
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(iii) Security against known attacks: we illustrated that the
proposed HFE modification encryption scheme is
secure against known attacks including the lineariza-
tion equation attack, the MinRank attack, and the
algebraic attacks.

(iv) More efficient encryption and smaller public key size:
the proposed modification encryption scheme does
not store the square terms in the public key and
hence can reduce the encryption costs by O(𝑛2) bit
operations and saves the public key storage by O(𝑛2)
bits.

As a new multivariate public key encryption, the security
of the proposal needs to be furthered. So we encourage the
readers to examine the security of the proposal.
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