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Wireless sensor networks consist of a large number of
low-cost, low-power, and multifunctional sensor nodes that
communicate over short distances through wireless links.
Such sensor networks are ideal candidates for a wide range
of applications such as monitoring of critical infrastructures,
data acquisition in hazardous environments, industry control
systems, vehicular networks, and military operations. Wire-
less sensor networks introduce new security challenges due
to their dynamic topology, severe resource constraints, and
absence of a trusted infrastructure.

The purpose of this special issue is to publish high-quality
research papers as well as review articles addressing recent
advances of wireless sensor network security.

In this special issue, we will explore the topic of security
challenges and solutions for the wide application of wireless
sensor networks in different areas, such as RFID and smart
grid. RFID has been widely used in logistics and internet of
things. Smart grid leverages sensor networks to better balance
the load of the power grid. Both of them have great impact on
the daily life and areweak points of thewhole economy,which
attract the attention of terrorists. The feasible attacks and
defense solutions are still not clear.The papers in this volume
also cover several important foundational security services
for wireless sensor networks, such as key management, key
distribution, secure cluster formation, secure architecture for
multihop communication, intrusion prediction, and secure
localization. All these foundational security services are
critical bases for application of wireless sensor networks.

We hope that the papers in this volume engender further
thinking about new security challenges for wireless sensor
networks and even further “out-of-the-box” ideas about how
to solve new security problems for wireless sensor networks.

An Liu
Mihui Kim

Leonardo B. Oliveira
Hailun Tan
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Security is a basic element of distributed systems such as ad hoc and sensor communication networks. Several standards de�ne
security requirements and enforcers, such as ITU-T Recommendations X.800 and X.805. It is essential to specify and analyze
protocols to know which security requirements they achieve.is paper presents a logic-based security architecture (LBSA). LBSA
is a systematic way to test if a protocol is secure by checking what security requirements are achieved. Different rules, actions,
and sets which �t into the proposed LBSA are included, new ones are also added to complete the architecture. e key advantage
of LBSA is that it enables a security protocol to prove its correctness mathematically. Mathematical proofs provided by LBSA
cover more cases that usually cannot be covered exhaustively by simulation tools. is paper also speci�es and analyzes several
security enforcers and protocols and mathematically proves which security requirements they achieve. Mapping between security
requirements and inference rules/actions is also provided to facilitate the use of LBSA. Some enforcers are analyzed using LBSA to
demonstrate how they achieve security requirements. Finally, we take Ariadne protocol as a case study and show how to use the
proposed LBSA architecture to prove that this protocol is secure.

1. Introduction

When two entities communicate to obtain a certain ser-
vice(s), they must ensure secure end-to-end communication.
Systems do not provide efficient services without applying
proper security mechanism due to the existence of different
types of attackers. Security can be de�ned through a set of
requirements that must be achieved by the communicating
parties to communicate securely and protect services from
attackers.

Because of the importance of security for end-to-end
communication, many secure protocols have been proposed
as will be discussed later in the paper. Some of these protocols
had taken prevention measures to stop attackers while others
had taken the detection approaches. A way to analyze these
protocols is required to check if these protocols are secure
as their designers claim and to know which security require-
ments these protocols achieve. In this paper, we propose a

logic-based security architecture (LBSA) which is an easy,
fast, and reliable way to specify and analyze secure protocols.

Some security requirements, as de�ned by several stan-
dards such as ITU-T Recommendations X.800 and X.805
[1, 2], must be achieved to declare that a protocol is secure.
Using LBSA, a protocol can be tested to check which security
requirements it achieves. Several efforts have been done to
utilize logic in such test [3–8], but logic was used to specify
and analyze speci�c protocols by de�ning global and local
sets, actions, and inference rules. In this paper security
architecture is taken as a whole, different actions, sets, and
rules which �t into the architecture have been included,
that means specifying and analyzing different enforcers and
determining the requirements they satisfy. Also, we had
labeled the actions, sets and rules for easy access and we
added our own to complete the architecture. Additionally,
we mapped different security requirements into inference
rules/actions.ismapping shows the inference rules/actions
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which are used during the protocol analysis to achieve
security requirement(s).

Utilizing LBSA, protocols can be tested to check if
they achieve the security requirements speci�ed by their
designers. is checking can be performed by analyzing the
protocol and applying appropriate actions and rules. If the
rules are applied successfully we conclude that their claim is
true, otherwise it is false.

e rest of this paper is organized as follows: Section 2
illustrates the security architecture. Section 3 presents related
work. Section 4 presents the proposed Logic-Based Security
Architecture (LBSA) for systems providing multihop com-
munication. Section 5 provides possible mapping between
security requirements and inference rules/actions. In Section
6, the speci�cation and analysis of message authentication
code (MAC) and digital certi�cate based on LBSA are
discussed. Section 7 illustrates how to specify and analyze
protocols using LBSA by taking Ariadne routing protocol
as a case study. Finally, Section 8 concludes the paper and
presents avenues for future work.

2. Security Architecture

Security architecture as de�ned by ITU-T Recommendations
X.800 [1] and X.805 [2] de�nes a set of security requirements
that must be achieved. Figure 1 illustrates this architecture.

Security architecture as shown in Figure 1 includes a set
of security requirements that are used to protect systems from
different types of attackers. To achieve the objectives of these
requirements, a set of security enforcers must be applied.

e requirements and their de�nitions are illustrated as
the following.

(i) Authentication: Prove the identity of the communicat-
ing parties.

(ii) Authorization: control the access to the system’s
resources. Give different entities different privileges
according to their roles.

(iii) �on�dentiality: ensure the secrecy of data. Secret data
must be read only by intended recipients.

(iv) Integrity: protect the received data from any kind of
modi�cations during transmission from the sender to
the receiver.

(v) Nonrepudiation: prevent the users from denying the
sending of messages or initiating events that they had
performed.

(vi) Privacy: protect the identity and/or the location of the
node and sometimes the routing protocol being used.

(vii) Availability: ensure that no one prevents authorized
users from getting access to the system available
services.

ese requirements must be achieved to guarantee secure
communication and to prevent and detect different attackers
which can be classi�ed into the following.

(i) Internal or external attackers: internal attackers are
compromised users who are authorized to enter the

T 1: Examples of security requirements enforcers.

Security requirement Security enforcer
(i) Digital certi�cate

Authentication (ii) Digital signature
(iii) Message authentication code (MAC)

Authorization Firewall
Con�dentiality Encryption

(i) Hash function
Integrity (ii) MAC

(iii) Digital signature

Nonrepudiation Digital signature
(i) Achieved partially by encryption

Privacy (ii) Hide node location
(iii) Hide node identity
(iv) Hide routing protocol

Availability (i) Intrusion detection scheme (IDS)
(ii) Intrusion prevention scheme (IPS)

system but they are misbehaving. is type of attack
needs a detection mechanism to be discovered as
they have the authority to access the system’s services.
External attackers, on the other hand, are unau-
thorized entities attempting to access the system’s
services; these attackers must be prevented from
accessing the system’s resources.

(ii) Passive or active attackers: passive attackers monitor
the system without taking any action and usually it
is a phase that precedes an active attacking. Active
attacker takes actions and does modi�cations.

(iii) Intentional or accidental: intentional attack is a
planned attackwhile accidental attacking results from
system malfunctions such as soware bugs.

Several mechanisms and techniques have been de�ned
to achieve different security requirements. Table 1 gives
examples of different security enforces that are used to
implement the objectives of different security requirements.

Secure protocols usually use the above enforces, among
others, to achieve the security requirements.ere are differ-
ent ways to analyze security protocols in terms of achieved
security requirements such as simulation and mathematical
models; this paper uses logic to do such analysis.

3. RelatedWork

e importance of security in providing successful services in
any distributed system raises the necessity of having formal
way to analyze security protocols. Previous effort in using
logic for analyzing security is Rubin logic [3, 4].

Rubin logic is an approach that speci�es and analyzes
nonmonotonic cryptographic protocols. It is one of the �rst
approaches to allow reasoning about nonmonotonic pro-
tocols [3]. In nonmonotonic protocols, beliefs are changed



International Journal of Distributed Sensor Networks 3

Security architecture

Security requirements Security attackers Security enforcers

Authentication

Authorization

Confidentiality

Integrity

Nonrepudiation

Privacy

Availability

Internal and external

Passive and active

Intentional and accidental

Digital certificate

Digital signature

Firewall

Encryption

Hash function

MAC

IDS/IPS

F 1: Security Architecture extracted from ITU-T Recommendations X.800 and X.805.

during protocol execution time. An example of nonmono-
tonicity is the belief that a key must be changed when a node
becomes compromised. To achieve the protocol speci�cation
and analysis, Rubin logic de�nes global and local sets, actions
and inference rules.

Rubin and Honeyman [3] focused on authentication
protocols. ey took KHAT protocol [9] as an example to
discover its �aws. KHAT protocol was built to solve the prob-
lem of long running jobs in an authenticated environment
where a trusted server issues tickets with limited lifetimes
for services. e authors gave special attention to ensure the
freshness of data using fresh nonce. e main problem they
attempted to solve is that principal B cannot achieve the belief
that the session key with principal A is fresh. Finally, the
authors de�ned most of global and local sets that are used
later in the literature.

Rubin [4] extended the work presented in [3] by adding
one set. Rubin [4] aimed to make sure that keys are observed
by their intended parties and data items are fresh, especially
the public keys. Rubin [4] made link between certi�cates and
requests which reveals weakness in Needham and Schroeder
public key protocol [10].

Xu and Xie presented in a series of papers [5–8] the
utilization of Rubin logic in analyzing the security for speci�c
protocols.

In [5], Xu and Xie extended the work presented in [4]
to analyze nonrepudiation in routing protocols proposed for
wireless mobile ad hoc networks (MANET). is work took
ARAN [11] routing protocol to test nonrepudiation.

Xu and Xie [6] use the work presented in [5] to analyze
electronic commerce protocols and in [7] they have chosen
Zhou-Gollmann [12] protocol which is a simple and effective
nonrepudiation protocol to illustrate how an electronic com-
merce protocol is analyzed using the extended Rubin logic.

Two examples of Rubin logic’s applications are given by
Xu and Xie in [8]. First example is the Andrew secure RPC
[13] protocol using symmetric keys. e second one is X.509
[14] authentication protocol using asymmetric keys.

As can be illustrated from the above-related work, all
attempts to utilize Rubin logic have either focused on
a speci�c requirement or a speci�c protocol. is paper

proposes a logic-based security architecture (LBSA) that
presents a formal way to analyze any security requirement
in any system providing multihop communication. All sets,
actions, and rules presented in previous efforts are consid-
ered and generalized; new ones are added to complete the
architecture. Aer that, we illustrate how LBSA will be used
to test security requirements and issues in different security
enforcers and protocols.

4. Logic-Based Security Architecture (LBSA) for
Systems ProvidingMultihop Communication

In this section we illustrate the proposed architecture which
de�nes a logical way for specifying and analyzing different
enforcers and different protocols that achieve any security
requirement as de�ned in [2]. Some researchers used logic
as mentioned earlier in Section 3. All sets, actions, and rules
de�ned in [3–8] which �t in our architecture have been
included and labeled by the proposed LBSA.

Global sets de�ne the speci�cation of the protocol as
a whole. Local sets are private to each principal in the
speci�cation. Actions are speci�ed as part of the protocol
(i.e., how the protocol works) while inference rules are used
to reason about the beliefs during the protocol executing.
Consequently, the relation between sets, actions, and rules
and the result of the actionmay update the sets.is achieves
some rules and conditions which are followed by applying
inference rules which in turn update another set(s). Figure
2 shows this relation.

Using different actions, the protocol can be speci�ed
exactly as it works. While executing these actions, local and
global sets will have new values which lead to applying some
rules. is is the process of analyzing protocols.

e purpose of LBSA is to generalize rules and actions
and not to specify them. Accordingly, these rules and actions
can be customized according to the context. Sections 6
and 7 illustrate how these sets, rules, and actions can be
customized according to the context. Additionally, each set,
rule, and action are described in the following tables using the
description column.

Table 2 de�nes different global and local sets. Global sets
are labeled as GS𝑖𝑖 and local sets are labeled as LS𝑖𝑖, where 𝑖𝑖 is
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T 2: Global and local sets of LBSA.

Set label Set name Description

GS1 Principal set
All principals (i.e., nodes) participate in the protocol are in this set.
𝑃𝑃 = {𝑃𝑃1, 𝑃𝑃2,… , 𝑃𝑃𝑛𝑛}. ere is one initiator of the protocol and it could be any 𝑃𝑃𝑖𝑖.

GS2 Rule set
Inference rules needed to derive new statements from existed assertions that are in this set.
R = {𝑅𝑅1, 𝑅𝑅2,… , 𝑅𝑅𝑛𝑛}, where 𝑅𝑅𝑖𝑖 is of the form 𝐶𝐶1, 𝐶𝐶2,… ,𝐶𝐶𝑛𝑛 /𝐷𝐷
𝐶𝐶𝑖𝑖 is a condition and D is a statement.

GS3 Secret set
Each secret in the system exist in this set. During the analysis, the content of this set will be changed
for the emergence of new secrets such as session keys.
𝑆𝑆 𝑆 {𝑆𝑆1, 𝑆𝑆2,… , 𝑆𝑆𝑛𝑛}.

GS4 Observers set
For each 𝑆𝑆𝑖𝑖, observers (𝑆𝑆𝑖𝑖) contain all the principals who could possibly know the secret 𝑆𝑆𝑖𝑖 by
listening to network traffic or generating it themselves. e members of the Observers set can be
stated explicitly or maintained as formulas representing their membership.

GS5 FireWall set(𝑃𝑃𝑖𝑖)
is set presents the �rewall list that contains the access control rules that are needed to be applied
to the incoming packets of 𝑃𝑃𝑖𝑖 in order to allow or prevent them.

LS1 Possession set(𝑃𝑃𝑖𝑖)

is set contains all the data relevant to security that this principal knows or possesses. is includes
secret encryption keys, public keys, data that must remain secret, and any other information that is
not publicly available. POSS(𝑃𝑃𝑖𝑖) = {poss1, poss2,… , poss𝑛𝑛}.
Note: poss𝑖𝑖 contains two �elds�the actual data and the origin of this data.

LS2 Belief set(𝑃𝑃𝑖𝑖)
is set contains all the beliefs held by a principal. is includes the belief that the keys it holds
between itself and other principals are good, beliefs about jurisdiction, beliefs about freshness, and
beliefs about the possessions of other principals. BEL(𝑃𝑃𝑖𝑖) 𝑆 {bel1, bel2,… , bel𝑛𝑛}.

LS3 Opaque(𝑃𝑃𝑖𝑖)
is set contains candidates to be added to the Seen set. It is used by the Update function (Table
3(b)). e set contains text parts (data) of the message and a list of the associated keys needed to read
them.

LS4 Seen(𝑃𝑃𝑖𝑖)
is set contains text parts (data) that 𝑃𝑃𝑖𝑖 sees from messages sent across the network. e Seen sets
collectively contain the same information as the observers set.

LS5 Haskeys(𝑃𝑃𝑖𝑖)
is set contains keys that 𝑃𝑃𝑖𝑖 sees either because they are in the initial possession set, or because they
appear in a message sent across the network and are added to 𝑃𝑃𝑖𝑖’s seen set.

LS6 Behavior list(𝑃𝑃𝑖𝑖)
is item is a list rather than a set because the elements are ordered. BL 𝑆 {AL, bvr1, bvr2,… , bvr𝑛𝑛}.
AL is an action list as will be de�ned below.

LS7 Bindings set(𝑃𝑃𝑖𝑖)
is set contains the legal bindings of keys held by a principal. ese are bindings that are created by
𝑃𝑃𝑖𝑖, and bindings that are received in certi�cates from trusted servers. Bindings
(𝑃𝑃𝑖𝑖) 𝑆 {𝑘𝑘1 ⋈ 𝑃𝑃1, 𝑘𝑘2 ⋈ 𝑃𝑃2,… , 𝑘𝑘𝑛𝑛 ⋈ 𝑃𝑃𝑛𝑛}.

LS8 Proofs set(𝑃𝑃𝑖𝑖) is set contains all the other principals’ nonrepudiation that 𝑃𝑃𝑖𝑖 can prove.
LS9 PL(𝑃𝑃𝑖𝑖) Principals list contains all the principals that must receive Messages (Msgs) from principals 𝑃𝑃𝑖𝑖.
LS10 AbnBeh(𝑃𝑃𝑖𝑖) Abnormal behavior set contains all the principals that 𝑃𝑃𝑖𝑖 detect their abnormal behaviors.

Action
Result

Initial values                       

Global/ 

local 

sets

Inference 

rules

Result

Result

F 2: Relation between sets, actions and inference rules.

the set number. ese sets contain the protocol information.
ere are �ve global setsGS1–GS5 and ten local sets LS1–LS10.
ese sets have initial values and these values are changed

whenever actions and rules are executed. Global sets (GS1–
GS4) were initilly de�ned in [3] for a speci�c protocol called
KHAT [9]. ese global sets have been generalized by LBSA
and new global sets are also added. Local sets (LS1–LS8) were
initially de�ned in [3–5] for speci�c protocols, but they are
generalized and labeled by LBSAwhich also de�nes new local
sets needed to complete the architecture.

Tables 3(a)–3(c) de�ne the LBSA actions with their
descriptions, conditions, and results. Actions are labeled as
ACT𝑖𝑖, where 𝑖𝑖 is the action number and these tables contain
30 actions. e actions describe the node operations such as
sending messages, receiving messages, generating key pairs
among other operations. Actions (ACT1–ACT21) that are
considered in [3–6] had been generalized and �tted in the
proposed LBSA. Moreover, new actions are de�ned and
added by LBSA.
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Different inference rules are de�ned in Tables 4(a)–4(d).
RL𝑖𝑖 is the rule label where 𝑖𝑖 is the rule number. As the rule
conditions are executed correctly, the sets’ values will be
changed or the protocol will be aborted. Rules de�ned for
speci�c protocols in [3–6] had been extracted, generalized,
andmapped to LBSA.New rules were also generated by LBSA
to complete the security architecture.

Section 5 provides mapping between security require-
ments and inference rules/actions. It also provides mapping
between some protocol services and inference rules/actions.

5. Possible Mapping between Security
Requirements and Inference Rules/Actions

To ensure that the required security requirement is achieved
by a security protocol, some inference rules must be applied
and some actions must be performed. In this section we pro-
vide possible mappings between each security requirement
and the inference rule that must be applied or the action
that must be executed to achieve it. Table 5 summarizes these
mappings.

Actions and rules are needed to complete the speci�cation
and the analysis processes. In other words, actions and rules
add new values to the global and local sets which may result
in achieving the mapped rules conditions.

Other actions and rules are needed to perform certain
protocol services, including key management which deals
with key and certi�cate generations, veri�cation, and renew-
ing. Certain services are related to nodes’ interaction and
protocol functions. Data item refreshments such asmessages,
keys, certi�cates, and nonces are among the data that need to
be kept fresh.

Table 6 summarizes the mappings between protocol
services and the inference rule that must be applied or the
action that must be executed to achieve it.

e following section presents how the above-presented
architecture will be used to formally analyze security
enforcers and security protocols.

�. Security �nforcers Speci�cation and Analysis

Different security enforcers are used as part of different
protocols to achieve security such as in [15–18]. In this
section we have chosen well-known enforcers that can be
provided at different network layers to illustrate how LBSA
could be used to specify and analyze the security enforcers
that could be used by many different security protocols.
ese enforcers are message authentication code (MAC)
and digital certi�cate which also includes digital signature.
e reason for using these enforcers is that they are the
most used enforcers, in many protocols including routing
protocols, to achieve authentication and integrity (MAC)
and authentication, integrity and nonrepudiation (digital
certi�cate) [19–25]. e following sections show how these
enforcers could be veri�ed using LBSA.

6.1. Message Authentication Code (MAC). MAC [26]
achieves two security requirements, namely, authentication

and integrity. In MAC the sender and the receiver of the
message must agree on a shared key before initiating the
communication. e sender of the message uses the shared
key and the message as an input to a hash function to
generate the message digest. en, the sender sends the
message and the digest to the receiver. e receiver checks
the originality of the message and its correctness by applying
the hash function on the received message and the shared
key. Aer that, the receiver compares the resulted digest with
the received message digest. If the two digests are equal, this
will prove the authenticity of the message as the shared key
is only known by sender and receiver. Moreover, it ensures
that the message is not modi�ed during the transmission
since any simple modi�cation will produce a different
digest. To mathematically prove that MAC achieves both
authentication and integrity using LBSA the following steps
must be performed.

(i) �e�ne the �alues of the �lobal �ets. e �rst step in the
protocol speci�cation is to de�ne the values of the global sets�

(GS1) 𝑃𝑃 𝑃 𝑃Alice, Bob} // Alice is assumed to be the
initiator of the protocol.
(GS2) 𝑅𝑅 𝑃 𝑃contains the rules de�ned in the Tables
4(a)–4(d)}
(GS3) 𝑆𝑆 𝑃 𝑃𝑆𝑆AB} // 𝑆𝑆AB is the shared key between
Alice and Bob
(GS4) Observers (𝑆𝑆AB) 𝑃 𝑃Alice, Bob}.

(ii) �e�ne the �nitial �alues of the �ocal �ets.e second step
is to de�ne the initial values of the local sets to each principal.
Note that some of the global and the local sets values will be
changed during the protocol analysis.

Principal A (Alice):

(LS1) POSS(A) = 𝑃Msg,𝑆𝑆AB, (B ⋈ 𝑆𝑆AB) from B}
(LS2) BEL(A) = 𝑃#(𝑆𝑆AB), (B ⋈ 𝑆𝑆AB)}
(LS6) BL =

(ACT7) Concat(Msg, 𝑆𝑆AB)
(ACT12) Apply(𝐻𝐻, 𝑃Msg.𝑆𝑆AB}) // Apply hash
function to the concatenation
(ACT7) Concat(Msg, 𝐻𝐻(Msg.𝑆𝑆AB)) // prepare
the message and digest
(ACT1) Send(B, 𝑃Msg.𝐻𝐻(Msg.𝑆𝑆AB)}) // send
message and digest to B.

Principal B (Bob):

(LS1) POSS(B) = 𝑃𝑆𝑆AB, (A ⋈ 𝑆𝑆AB) fromA}
(LS2) BEL(B) = 𝑃#(𝑆𝑆AB), (A ⋈ 𝑆𝑆AB)}
(LS6) BL =

(ACT2) Receive(𝐴𝐴, 𝑃Msg.𝐻𝐻(Msg.𝑆𝑆AB)})
(ACT8) Split(Msg.𝐻𝐻(Msg.𝑆𝑆AB))
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T 4: (a) Rules (RL1–RL6) of LBSA, (b) rules (RL7–RL11) of LBSA, (c) rules (RL12–RL16) of LBSA, and (d) rules (RL17–RL19) of LBSA.

(a)

Rule label Rule Description

RL1
Nonce veri�cation rule: Principle 𝑃𝑃 can decide that principle𝑄𝑄 believes that X is fresh if P’s

Belief set contains #(𝑋𝑋𝑋 and X from𝑄𝑄 is in the P’s possession set.#(𝑋𝑋𝑋 𝑋 BEL(𝑃𝑃𝑋𝑃𝑋𝑋 from 𝑄𝑄 𝑋 POSS(𝑃𝑃𝑋
BEL(𝑃𝑃𝑋 𝑃 BEL(𝑃𝑃𝑋 𝑃 𝑃𝑄𝑄 believes#(𝑋𝑋𝑋𝑋

RL2
Message meaning rule:

P can believe that𝑄𝑄 possesses𝑋𝑋 if it receives 𝑃𝑋𝑋𝑋𝑘𝑘 from𝑄𝑄 and both P
and Q know the key 𝑘𝑘.𝑃𝑋𝑋𝑋𝑘𝑘 from𝑄𝑄 𝑋 POSS(𝑃𝑃𝑋,

𝑃𝑃𝑃𝑃𝑄𝑄𝑋 ⊆ Observers(𝑘𝑘𝑋
BEL(𝑃𝑃𝑋 𝑃 BEL(𝑃𝑃𝑋 𝑃 𝑃𝑋𝑋 𝑋 POSS(𝑄𝑄𝑋𝑋

RL3
Sub-message freshness rule:
#(𝑥𝑥1𝑋 𝑋 BEL(𝑃𝑃𝑋,

P can believe that 𝑥𝑥2 is fresh if it believes that 𝑥𝑥1 is fresh and have 𝑥𝑥1
and 𝑥𝑥2 in the same formula and this formula is in P’s Possession set.
at is, the part of the message that contains something fresh is fresh.𝑋𝑋 contains𝑥𝑥1𝑃 𝑋𝑋 contains𝑥𝑥2 ⊆ POSS(𝑃𝑃𝑋

BEL (𝑃𝑃𝑋 𝑃 BEL(𝑃𝑃𝑋 𝑃 #(𝑥𝑥2𝑋

RL4

Linkage rule (symmetric keys): is rule is applied only once for the same nonce since the LINK item
will be removed aer applying it successfully. 𝑃𝑃𝑖𝑖 can believe that a
submessage 𝑥𝑥1 of a message X is fresh when several conditions are
applied. e �rst one is when P’s Belief set contains LINK (Na) which
means the nonce Na has not been used before. Also, the message X
that contains the nonce must be encrypted using the key k and kmust
be fresh and available to P; this is what other conditions state.

#(k) 𝑋 BEL(𝑃𝑃𝑋𝑃 𝑃𝑃 𝑋 Observers(𝑘𝑘𝑋,
LINK(Na) 𝑋 BEL(𝑃𝑃𝑋,𝑋𝑋 contains 𝑓𝑓(𝑓𝑓𝑓𝑓𝑋,

𝑋𝑋 contains𝑥𝑥1𝑃 𝑃𝑋𝑋𝑋𝑘𝑘 from𝑄𝑄 𝑋 POSS(𝑃𝑃𝑋
BEL (𝑃𝑃𝑋 𝑃 (BEL (𝑃𝑃𝑋 − LINK (𝑓𝑓𝑓𝑓𝑋𝑋 𝑃 𝑃#(𝑥𝑥1𝑋𝑋

RL5

Linkage rules (asymmetric keys): is rule is applied only once for the same nonce since the LINK item
will be removed aer applying it successfully. 𝑃𝑃𝑖𝑖 can believe that a
submessage 𝑥𝑥1 of a message X is fresh when several conditions are
applied. e �rst one is when P’s Belief set contains LINK (Na) which
means the nonce Na has not been used before. Also, the message X
that contains the nonce must be encrypted using the public key 𝑘𝑘+
and the corresponding inverse (private) key 𝑘𝑘− must be fresh and
available to P; this is what other conditions state.

(a) #(𝑘𝑘−𝑋 𝑋 BEL(𝑃𝑃), 𝑃𝑃 𝑋 Observers(𝑘𝑘−𝑋,
LINK(Na) 𝑋 BEL(𝑃𝑃𝑋,𝑋𝑋 contains 𝑓𝑓(𝑓𝑓𝑓𝑓𝑋,

𝑋𝑋 contains𝑥𝑥1𝑃 𝑃𝑋𝑋𝑋
+
𝑘𝑘 from𝑄𝑄 𝑋 POSS(𝑃𝑃𝑋

BEL(𝑃𝑃𝑋 𝑃 (BEL(𝑃𝑃𝑋 − LINK(𝑓𝑓𝑓𝑓𝑋𝑋 𝑃 𝑃#(𝑥𝑥1𝑋𝑋

(b) #(𝑘𝑘+𝑋 𝑋 BEL(𝑃𝑃), 𝑃𝑃 𝑋 Observers(𝑘𝑘+𝑋,
LINK(Na) 𝑋 BEL(𝑃𝑃),𝑋𝑋 contains 𝑓𝑓(𝑓𝑓𝑓𝑓𝑋,

𝑋𝑋 contains𝑥𝑥1𝑃 𝑃𝑋𝑋𝑋
−
𝑘𝑘 from𝑄𝑄 𝑋 POSS(𝑃𝑃𝑋

BEL(𝑃𝑃𝑋 𝑃 (BEL(𝑃𝑃𝑋 − LINK (𝑓𝑓𝑓𝑓𝑋𝑋 𝑃 𝑃#(𝑥𝑥1𝑋𝑋

RL6
Possible origins rule: When P’s possession set contains message X which contains

submessage 𝑥𝑥1 and this submessage observed by more than one
principal, other than P, it will be marked as coming from all
principals by adding new item for each of the P’s Possession set.

𝑋𝑋 𝑋 POSS(𝑃𝑃),𝑋𝑋 contains 𝑥𝑥1,
𝑅𝑅 𝑋 Observers 𝑥𝑥1 𝑃 𝑅𝑅 𝑅𝑃𝑃
𝑥𝑥1 from 𝑅𝑅 𝑋 POSS(𝑃𝑃𝑋

(b)

Rule label Rule Description

RL7
Submessage origin rule: A submessage 𝑥𝑥2 can be marked as coming from Q if P possesses a

message X which contains 𝑥𝑥1 and 𝑥𝑥2 encrypted using an asymmetric
key, and submessage 𝑥𝑥1 is marked as coming from𝑄𝑄. And any other
principle who observes the inverse key, the submessage is marked as
coming from it.

𝑃𝑋𝑋𝑋+𝑘𝑘 𝑋 POSS(P),𝑋𝑋contains 𝑥𝑥1 from Q,
𝑅𝑅 𝑋 Observers (𝑘𝑘−𝑋𝑃 𝑋𝑋 contains𝑥𝑥2𝑃 𝑅𝑅 𝑅𝑃𝑃

𝑥𝑥2 from𝑄𝑄 𝑋 POSS (𝑃𝑃𝑋 𝑃 𝑥𝑥2 from 𝑅𝑅 𝑋 POSS(𝑃𝑃𝑋

RL8

Submessage origin rule for asymmetric keys: is rule is simpli�ed version of the submessage origin rule. In (a) If
P’s Possession set contains message𝑋𝑋 which is encrypted using P’s
public key. And𝑋𝑋 contains a submessage 𝑥𝑥1 which is marked as
coming from𝑄𝑄. en all other submessages in𝑋𝑋 are marked as
coming from𝑄𝑄. is is true because 𝑃𝑃 is the only principle that has
the corresponding private key so no one can change the content of𝑋𝑋.
In (b) since𝑄𝑄 is the constructor of the message𝑋𝑋, any submessage of
𝑋𝑋 can be marked as coming from𝑄𝑄. is is true because𝑄𝑄 is the only
principle that has Q’s private key.

(a) 𝑃𝑋𝑋𝑋+𝑘𝑘𝑘𝑘 𝑋 POSS(𝑃𝑃𝑋,
𝑋𝑋 contains𝑥𝑥1 from𝑄𝑄𝑃𝑋𝑋 contains𝑥𝑥2

𝑥𝑥2 from𝑄𝑄 𝑋 POSS(𝑃𝑃𝑋
(b) Submessage origin rule for private keys:
𝑃𝑋𝑋𝑋−𝑘𝑘𝑄𝑄 𝑋 POSS(𝑃𝑃𝑋𝑃𝑋𝑋 contains𝑥𝑥2

𝑥𝑥2 from𝑄𝑄 𝑋 POSS(𝑃𝑃𝑋
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(b) Continued.

Rule label Rule Description

RL9
Unbound key rule: When key 𝑘𝑘 is in P’s Possession set and this key is not bounded to any

principal then all principals (𝑊𝑊) observe it. at is, the key is not a
secret.

𝑘𝑘 𝑘 POSS (𝑃𝑃) , ∄𝑄𝑄 𝑄 (𝑘𝑘 𝑘 𝑄𝑄) 𝑘 POSS(𝑃𝑃)
Observers (𝑘𝑘) 𝑘 𝑊𝑊

RL10
Bound key origin rule for symmetric keys: e protocol abort when P’s Possession set contains the key 𝑘𝑘 which is

bound to principle𝑄𝑄, and𝑄𝑄𝑄𝑃𝑃 but this binding is not in P’s
bindings set which contains legal bindings for 𝑃𝑃.

(𝑘𝑘 𝑘 𝑄𝑄) 𝑘 POSS(𝑃𝑃), 𝑄𝑄𝑄𝑃𝑃,
(𝑘𝑘 𝑘 𝑄𝑄) ∉ Bindings(𝑃𝑃)

Abort

RL11

Bound key origin rules for asymmetric keys: If principle 𝑃𝑃 has the binding of an asymmetric key to principle𝑄𝑄 in
its possession and binding sets and P’s possession set contains a
message that is encrypted under the inverse key this means that the
message comes from𝑄𝑄 because it is the only principle that have the
inverse key. Otherwise, the protocol aborts.

(a) (𝑘𝑘+ 𝑘 𝑄𝑄) 𝑘 POSS(𝑃𝑃), (𝑘𝑘+ 𝑘 𝑄𝑄) ∉ Bindings(P)
{𝑋𝑋}−𝑘𝑘 from𝑅𝑅 𝑘 POSS(𝑃𝑃), 𝑅𝑅 𝑄𝑄𝑄

Abort
(b) (𝑘𝑘− 𝑘 𝑄𝑄) 𝑘 POSS(𝑃𝑃), (𝑘𝑘− 𝑘 𝑄𝑄) ∉ Bindings(𝑃𝑃),
{𝑋𝑋}+𝑘𝑘 from 𝑅𝑅 𝑘 POSS 𝑃𝑃𝑖𝑖 , 𝑅𝑅 𝑄𝑄𝑄

Abort
(c)

Rule label Rule Description

RL12
Conjunction rule:

When P’s Proof set contains the proof that𝑄𝑄 is accountable for
the conjunction𝑋𝑋 and 𝑌𝑌, then it will contain the proof that𝑄𝑄 is
accountable for𝑋𝑋 and 𝑌𝑌, respectively.
Contrariwise, the second one is used.

(a) (𝑄𝑄 𝑄 (𝑋𝑋,𝑌𝑌)) 𝑘 Proofs(𝑃𝑃)
(𝑄𝑄 𝑄 𝑋𝑋) 𝑘 Proofs 𝑃𝑃𝑖𝑖 ; (𝑄𝑄 𝑄 𝑌𝑌) 𝑘 Proofs(𝑃𝑃)

(b) (𝑄𝑄 𝑄 𝑋𝑋) 𝑘 Proofs (𝑃𝑃) ; (𝑄𝑄 𝑄 𝑌𝑌) 𝑘 Proofs(𝑃𝑃)
(𝑄𝑄 𝑄 (𝑋𝑋,𝑌𝑌)) 𝑘 Proofs(𝑃𝑃)

RL13
Ciphertext understanding rule: When P’s Proof set contains the prove that Q is accountable for

{𝑋𝑋}𝑘𝑘 and𝑄𝑄 holds k then it will contain the prove that𝑄𝑄 is
accountable for message𝑋𝑋.

(𝑄𝑄 𝑄 {𝑋𝑋}𝑘𝑘) 𝑘 Proofs(𝑃𝑃),
(𝑘𝑘 𝑘 𝑄𝑄) 𝑘 Proofs(𝑃𝑃)
(𝑄𝑄 𝑄 𝑋𝑋) 𝑘 Proofs(𝑃𝑃)

RL14
Transfer rule: When P’s Proof set contains the proof that Trustedird Party

(TTP) is accountable for message𝑋𝑋, then it will contain the proof
that Q holds message X.

(TTP 𝑄 𝑋𝑋) 𝑘 Proofs(𝑃𝑃)
(𝑋𝑋 𝑘 𝑄𝑄) 𝑘 Proofs(𝑃𝑃)

RL15

Timestamp rule (symmetric keys):

Timestamp rule de�ned to reason about the message.#(𝐾𝐾) 𝑘 BEL(𝑃𝑃),𝐾𝐾 𝑘 POSS(𝑃𝑃),
#(𝑇𝑇) 𝑘 BEL(𝑃𝑃),𝑋𝑋 contains𝑥𝑥1,
{𝑋𝑋 }𝐾𝐾 from𝑄𝑄 𝑘 POSS(𝑃𝑃)

BEL (𝑃𝑃) 𝑘 BEL(𝑃𝑃) 𝑃 {#(𝑥𝑥1)}

RL16

Timestamp rule (asymmetric keys):

Timestamp rule de�ned to reason about the message.#(𝐾𝐾+
𝑄𝑄) 𝑘 BEL(𝑃𝑃),𝐾𝐾

+
𝑄𝑄 𝑘 POSS(𝑃𝑃),

#(𝑇𝑇) 𝑘 BEL(𝑃𝑃), 𝑋𝑋 contains 𝑥𝑥1,
{𝑋𝑋}−𝑘𝑘𝑄𝑄 from𝑄𝑄 𝑘 POSS(𝑃𝑃)
BEL (𝑃𝑃) 𝑘 BEL(𝑃𝑃) 𝑃 {#(𝑥𝑥1)}

(d)

Rule Label Rule Description

RL17

Authentication Rule: is rule adds a new binding to the binding set. Note that its
condition will not complete until the comparison action (ACT21) is
executed successfully.
𝑍𝑍 could be any principle except 𝑃𝑃 or TTP.

(𝐾𝐾+
𝑄𝑄 𝑘 𝑄𝑄) from 𝑍𝑍 𝑘 POSS(𝑃𝑃),

(𝐾𝐾+
𝑄𝑄 𝑘 𝑄𝑄) 𝑘 BEL(𝑃𝑃),

{𝑋𝑋}∗ 𝑘 Proofs(𝑃𝑃)
Bindings (𝑃𝑃) 𝑘 Bindings(𝑃𝑃) 𝑃 {(𝐾𝐾+

𝑄𝑄 𝑘 𝑄𝑄)}
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(d) Continued.

Rule Label Rule Description

RL18
Integrity Rule: is rule states that if {𝑋𝑋}∗ ∈ Proof (𝑃𝑃𝑖𝑖) which means that𝑋𝑋 received

without any modi�cation (i.e., as it sent from𝑄𝑄) then we add
𝑋𝑋 ∈ Poss (𝑄𝑄) to the believe set.

{𝑋𝑋}∗ ∈ Proof(𝑃𝑃𝑃
BEL (𝑃𝑃𝑃 = BEL(𝑃𝑃𝑃 𝑃 {𝑋𝑋 ∈ Poss(𝑄𝑄𝑃}

RL19
Non-Repudiation Rule: is rule states that if we have msg encrypted by𝐾𝐾−

𝑄𝑄 and the
corresponding public key𝐾𝐾+

𝑄𝑄 in the Binding (𝑃𝑃), we can prove that𝑄𝑄
is responsible for sending message𝑋𝑋.

{𝑋𝑋}−𝑘𝑘𝑄𝑄 ∈ Poss(𝑃𝑃𝑃,
𝐾𝐾+

𝑄𝑄 ⋈ 𝑄𝑄 ∈ Binding(𝑃𝑃𝑃𝑃
(𝑄𝑄 𝑄 𝑋𝑋𝑃 ∈ Proof(𝑃𝑃𝑃

T 5: Mappings between security requirements and Inference
rules/actions.

Security Requirement Inference Rules/Actions
Authentication RL2, RL6, RL7, RL8, RL13, RL17
Authorization ACT28

Con�dentiality ACT3, ACT4, ACT15

Integrity RL18
Non-Repudiation RL2, RL6, RL7, RL8, RL13, RL19
Privacy ACT3, ACT15

Availability ACT13, ACT25, ACT26, ACT27, ACT28

(ACT7) Concat(Msg𝑃 𝐾𝐾AB𝑃 // concatenate the
received message with the key
(ACT12) Apply(𝐻𝐻𝑃 {Msg.𝐾𝐾AB}𝑃
(ACT21) Comp(𝐻𝐻(Msg.𝐾𝐾AB𝑃𝑃𝐻𝐻(Msg.𝐾𝐾AB𝑃𝑃 //
compare the calculated digest with the received
one.

(iii) MAC Analysis. e last step is to analyze the security
enforcer which is MAC in this case to check security require-
ments it achieves.

Alice is assumed to be the initiator of the protocol.
erefore, four actions in the BL(A) are executed which add
new values to the POSS(A) set:

POSS (A𝑃 = Msg𝑃 𝐾𝐾AB𝑃 B ⋈ 𝐾𝐾AB from B𝑃

Msg.𝐾𝐾AB 𝑃𝐻𝐻 Msg.𝐾𝐾AB .
(1)

So far no inference rules can be applied. Now, actions in
BL(B) are executed and this will produce new values that are
added to POSS(B) and the Proof(B) sets. Consequently, both
integrity and authentication inference rules can be applied:

POSS (B𝑃 = 𝐾𝐾AB𝑃 A ⋈ 𝐾𝐾AB from A𝑃Msg𝑃

𝐻𝐻 Msg.𝐾𝐾AB 𝑃 Msg.𝐾𝐾AB 𝑃𝐻𝐻 Msg.𝐾𝐾AB

Proof (B𝑃 = Msg∗ .
(2)

Since {Msg}∗ ∈ Proof(B𝑃, we can apply the authentication
rule (𝑅𝑅𝑅𝑅17) and the integrity rule (𝑅𝑅𝑅𝑅18) as follows.

Authentication Rule (RL17):

A ⋈ 𝐾𝐾AB from A ∈ POSS (B𝑃
Binding (B𝑃 = Binding (B𝑃 𝑃 A ⋈ 𝐾𝐾AB

A ⋈ 𝐾𝐾AB ∈ BEL (B𝑃 𝑃 Msg∗ ∈ Proof (B𝑃
Binding (B𝑃 = Binding (𝐵𝐵𝑃 𝑃 A ⋈ 𝐾𝐾AB

.

(3)

By applying the authentication rule, we proved that MAC
successfully authenticated the sender. Since the result of
comparison ends successfully, the binding of the shared
key and the identity of sender (Alice in this scenario) will
be added to the binding set of Bob which ensures the
authenticity of the received message.

Integrity Rule (RL18):

Msg∗ ∈ Proof (B𝑃
BEL (B𝑃 = BEL (B𝑃 𝑃 Msg ∈ POSS (A𝑃

. (4)

e equality of the two digests also proves the correctness
of the received message which leads Bob to adding a new
value to Bob’s Belief set indicating that the received message
is the same as the message sent by Alice.

As can be concluded, LBSA has been used to mathemat-
ically prove the achievement of authentication and integrity
by MAC. e above process is also applicable to any other
security enforcer.

�.�. �igital Certi�cate. In hierarchical trust model, digital
certi�cate �14� is usually issued by a certi�cation authority
(CA). It contains the user identity, public key (𝐾𝐾+), CA’s
digital signature, and other information. Using the CA’s
digital signature, the user can proof the authenticity of the
issuer and ensure correct binding between the identity and
the public key in the certi�cate.

We assume that the CA is the initiator of the protocol
which will make one certi�cate for Alice and another for
Bob. It sends each certi�cate a�er attaching its signature. Bob
needs Alice’s public key to send messages to her securely,
therefore Alice sends her certi�cate to Bob then Bob starts
the signature veri�cation to ensure correct binding between
Alice’s public key and her identity.
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T 6: Mappings between protocol services and inference rules/actions.

Protocol Services Inference rules/actions

Key management ACT6, ACT11, ACT14, ACT16, ACT19, ACT22, ACT24, ACT30,
RL4, RL5, RL9, RL10, RL11

Nodes interaction and protocol functions ACT1, ACT2, ACT7, ACT8, ACT9, ACT12, ACT17, ACT18, ACT20, ACT21, ACT23, ACT29,
RL12, RL14

Data refreshment ACT5, ACT10,
RL1, RL3, RL4, RL5, RL15, RL16

Using LBSA to prove the achieved security requirements
using the digital certi�cate, we start by presenting the
enforcer speci�cation in terms of global and local sets and
then we performed the analysis part.

(i) �e�ne the �alues of the �lobal �ets� Consider

(GS1) 𝑃𝑃 𝑃 𝑃CA, Alice, Bob}
(GS2) 𝑅𝑅 𝑃 𝑃contains the rules de�ned in Tables 4(a)–
4(d)}
(GS3) 𝑆𝑆 𝑃 𝑃𝑆𝑆−

CA, 𝑆𝑆
−
A, 𝑆𝑆

−
B}

(GS4) Observers (𝑆𝑆−
CA) = 𝑃CA}

(GS4) Observers (𝑆𝑆−
A) = 𝑃A}

(GS4) Observers (𝑆𝑆−
B) = 𝑃B}.

(ii) �e�ne the �nitial �alues of the �ocal �ets to each Principal

Principal (CA):

(LS1) POSS(CA) = 𝑃𝑆𝑆−
CA, 𝑆𝑆

+
CA}

(LS2) BEL(CA) = 𝑃#(𝑆𝑆−
CA), #(𝑆𝑆

+
CA)}

(LS7) Binding(CA) = 𝑃CA ⋈ 𝑆𝑆+
CA}

(LS6) BL =

// �eneration of Alice’s certi�cate
(ACT12) Apply(𝐻𝐻, certA) // digest generation
(ACT15)Apply-asymkey(𝐻𝐻(certA),𝑆𝑆

−
CA) // gen-

eration of CA’s digital signature
(ACT7) Concat(certA, 𝑃𝐻𝐻(certA)}𝑆𝑆−

CA
)

(ACT1) Send(Alice, certA.𝑃𝐻𝐻(certA)}𝑆𝑆−
CA
)

// �eneration of Bob’s certi�cate
(ACT12) Apply(𝐻𝐻, certB)
(ACT15) Apply-asymkey(𝐻𝐻(certB),𝑆𝑆

−
CA)

(ACT7) Concat(cert𝐵𝐵, 𝑃𝐻𝐻(certB)}𝑆𝑆−
CA
)

(ACT1) Send(Bob, certB.𝑃𝐻𝐻(certB)}𝑆𝑆−
CA
).

Principal (A) (Alice):

(LS1) POSS(A) 𝑃 𝑃𝑆𝑆−
A, 𝑆𝑆

+
A, 𝑆𝑆

+
CA}

(LS2) BEL(A) 𝑃 𝑃#(𝑆𝑆−
A), #(𝑆𝑆

+
A), #(𝑆𝑆

+
CA)}

(LS7) Binding(CA) 𝑃 𝑃A ⋈ 𝑆𝑆+
A,CA ⋈ 𝑆𝑆+

CA}
(LS6) BL =

(ACT2) Receive (CA, certA.𝑃𝐻𝐻(certA)}𝑆𝑆−
CA
)

(ACT1) Send (Bob, certA.𝑃𝐻𝐻(certA)}𝑆𝑆−
CA
)—

A(1).

Principal (𝐵𝐵) (Bob):

(LS1) POSS(B) 𝑃 𝑃𝑆𝑆−
B, 𝑆𝑆

+
B, 𝑆𝑆

+
CA}

(LS2) BEL(B) 𝑃 𝑃#(𝑆𝑆−
B), #(𝑆𝑆

+
B), #(𝑆𝑆

+
CA)}

(LS7) Binding(B) 𝑃 𝑃B ⋈ 𝑆𝑆+
B,CA ⋈ 𝑆𝑆+

CA}
(LS6) BL =

(ACT2) Receive(CA, certB. 𝑃𝐻𝐻(certB)}𝑆𝑆−
CA
) //Bob

recei�es its certi�cate from the CA
(ACT2) Receive(Alice, certA.𝑃𝐻𝐻(certA)}𝑆𝑆−

CA
)

// Bob recei�es Alice’s certi�cate from the
Alice—B(1)
(ACT8) Split(certA.𝑃𝐻𝐻(certA)}𝑆𝑆−

CA
)—B(2)

(ACT21) Comp(Apply(𝐻𝐻, certA), Apply-asym-
key(𝑃𝐻𝐻(certA)}𝑆𝑆−

CA
, 𝑆𝑆+

CA))
// Bob compares the calculated digest and the
digest resulted from the decryption of the digital
signature—B(3).

(iii) �igital Certi�cate Analysis. CA is assumed to be the
initiator of the protocol and the �rst four actions in the
BL(CA) are executed which will add new values to the
POSS(CA) as follows:

POSS(CA) 𝑃 𝑃𝑆𝑆−
CA, 𝑆𝑆

+
CA, 𝐻𝐻(certA), 𝑃𝐻𝐻(certA)}𝑆𝑆−

CA
,

cert𝐴𝐴.𝑃𝐻𝐻(certA)}𝑆𝑆−
CA
}.

e next action to be executed is the �rst action in BL(A)
whichwill receive themsg and update the POSS(A) to include
the msg content:

POSS(A) = 𝑃𝑆𝑆−
A, 𝑆𝑆

+
A, 𝑆𝑆+

CA, certA.𝑃𝐻𝐻(certA)}𝑆𝑆−
CA
}.

en CA does the rest of the actions which followed
by executing the �rst action in BL(B) and these
actions update the POSS(CA) again and the POSS(B).
POSS(CA) = 𝑃𝑆𝑆−

CA, 𝑆𝑆
+
CA, 𝐻𝐻(certA), 𝑃𝐻𝐻(certA)}𝑆𝑆−

CA
,

certA.𝑃𝐻𝐻(certA)}𝑆𝑆−
CA
, 𝐻𝐻(cert𝐵𝐵), 𝑃𝐻𝐻(certB)}𝑆𝑆−

CA
, certB.

𝑃𝐻𝐻(certB)}𝑆𝑆−
CA
}.

POSS(B) = 𝑃𝑆𝑆−
B, 𝑆𝑆

+
B, 𝑆𝑆

+
CA, certB.𝑃𝐻𝐻(certB)}𝑆𝑆−

CA
}.
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NowAlice sends her certi�cate to Bob which is the action
A(1) in the BL(A) and the next actions to be executed are
B(1)-B(2) which update the POSS(B):

POSS(B) = {𝐾𝐾−
B, 𝐾𝐾

+
B, 𝐾𝐾

+
CA, certB.{𝐻𝐻𝐻certB)}𝐾𝐾−

CA
,

certA.{𝐻𝐻𝐻certA)}𝐾𝐾−
CA
, cert𝐴𝐴, {𝐻𝐻𝐻certA)}𝐾𝐾−

CA
}.

Since certA.{𝐻𝐻𝐻certA)}𝐾𝐾−
CA

∈ POSS𝐻B) we can apply
Submessage origin rule (RL7):

certA.𝐻𝐻 certA𝐾𝐾−
CA
∈ POSS 𝐻B)

𝐾𝐾+
A ⋈ A from CA ∈ POSS 𝐻B)

,

certA.𝐻𝐻 certA𝐾𝐾−
CA
contains 𝐾𝐾+

A

𝐾𝐾+
A ⋈ A from CA ∈ POSS 𝐻B)

.

(5)

Which adding a new value to the POSS(B):

POSS(B) = {𝐾𝐾−
B, 𝐾𝐾+

B, 𝐾𝐾+
CA, certB.{𝐻𝐻𝐻certB)}𝐾𝐾−

CA
,

certA.{𝐻𝐻𝐻certA)}𝐾𝐾−
CA
, cert𝐴𝐴, {𝐻𝐻𝐻certA)}𝐾𝐾−

CA
, (𝐾𝐾+

A ⋈ A)
from CA}.

Finally, executing the action B(3) will add new values to
POSS(B) (assuming the comparison action ensures equality)
which achieves some rules conditions and these rules can be
applied:

POSS(B) = {𝐾𝐾−
B, 𝐾𝐾

+
B, 𝐾𝐾+

CA, certB. {𝐻𝐻𝐻certB)}𝐾𝐾−
CA
,

certA.{𝐻𝐻𝐻certA)}𝐾𝐾−
CA
, certA.{𝐻𝐻𝐻certA)}𝐾𝐾−

CA
, (𝐾𝐾+

A ⋈ A)
from CA,𝐻𝐻𝐻certA),𝐻𝐻𝐻certA), {certA}

∗}.

Since (𝐾𝐾+
A ⋈ A) from CA ∈ POSS(B), {certA}

∗ ∈ POSS(B)
we can apply authentication and integrity rules as follows.

Authentication Rule (RL17):

𝐾𝐾+
A ⋈ A from CA ∈ POSS 𝐻B)

Binding 𝐻B) = Binding 𝐻B) ∪ 𝐾𝐾+
A ⋈ A

,

𝐾𝐾+
CA ⋈ A ∈ BEL 𝐻B) , certA

∗ ∈ Proof 𝐻B)
Binding 𝐻B) = Binding 𝐻B) ∪ 𝐾𝐾+

A ⋈ A
.

(6)

Integrity Rule (RL18):

certA
∗ ∈ Proof 𝐻B)

BEL 𝐻B) = BEL 𝐻B) ∪ certA ∈ Poss 𝐻A)
. (7)

Nonrepudiation Rule (RL19):

𝐻𝐻 certA𝐾𝐾−
CA
∈ Poss 𝐻B) , 𝐾𝐾+

CA ⋈ CA ∈ Binding 𝐻B)
CA ⟶ certA ∈ Proof 𝐻B)

.

(8)

Consequently, applying Authentication Rule (RL17)
ensures the authenticity of Alice’s public key. Integrity Rule
(RL18) con�rms the correctness of Alice’s certi�cate. Finally,
Nonrepudiation Rule (RL19) proves the originality of Alice’s

certi�cate, in other words it proves that Alice’s certi�cate was
issued and signed by the CA.

epurpose of LBSA is to generalize the rules, but theway
they are applied depends on the enforcer itself. As shown this
section, Rules 17 and 18 are used by both MAC and digital
certi�cates but in di�erent meanings.e authentication rule
in MAC ensures the authenticity of the received message,
whereas in digital certi�cate it ensures the authenticity of
the public key. e integrity rule is used in MAC to ensure
the correctness of the received message whereas in digital
certi�cate it used to ensure the correctness of the certi�cate’s
contents.

7. Case Study: Ariadne Protocol

Many secure routing protocols have been proposed in the lit-
erature [27–32]. In this section, Ariadne protocol [27], which
is a secure, on-demand routing protocol formultihopwireless
networks was chosen to illustrate how to use LBSA to specify
and analyze secure protocols. Ariadne is based on Timed
Efficient Stream Loss-tolerant Authentication (TESLA) [33]
which is an efficient broadcast authentication scheme that
requires time synchronization. TESLA is commonly used in
wireless sensor networks due to its low communication and
computation overhead.

Before we start the security veri�cation of Ariadne, we
will present an overview of Ariadne route discovery using
TESLA. For simplicity, we will use four nodes but what is
applied in case of four nodes can be applied to more nodes.
In all cases we will have a source, a destination, and a set of
intermediate nodes which their number can vary depending
on the chosen route. In the case of using more nodes, the
change will be in the length of the chain of nodes. e way
the authentication and integrity are achieved is de�ned by
the Ariadne protocol itself. In this case study, we mapped
Ariadne to LBSA to check Ariadne security correctness.

e source node S begins route instantiation to destina-
tion D by broadcasting a route request packet. A and B are
intermediate nodes, that is, S → A → B → D. A route
reply packet is unicasted by the destination D as a reply to
the request packet along the reverse path to the source.

In the route discovery process there are two types of
messages REQUEST and REPLY. REQUEST and REPLY
messages include the following �elds.

Route REQUEST packet in Ariadne contains eight �elds:
REQUEST (de�ne the type of the message), initiator address,
target address, id (uniquely identi�es the request), time
interval, hash chain, node list, andMAC list. Note that the last
three �elds are updated by each intermediate node receiving
that request.

Table 7 shows the protocol parameters.
e following steps illustrate how Ariadne route discov-

ery using TESLA works:

𝑆𝑆: ℎ0 = MAC𝐾𝐾𝑆𝑆𝐾𝐾 (REQUEST, S, D, id, ti)
𝑆𝑆 → broadcast: (REQUEST, S, D, id, ti, ℎ0, ( ), ( ))
𝐴𝐴: ℎ1=𝐻𝐻(A, ℎ0)
𝑀𝑀𝐴𝐴 = MAC𝐾𝐾𝐴𝐴ti (REQUEST, 𝑆𝑆,𝐾𝐾, id, ti, ℎ1, (𝐴𝐴), ( ))
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T 7: Ariadne protocol parameters.

Parameter name Meaning
𝑆𝑆 Initiator (source) node.
𝐷𝐷 Target (destination) node.
𝐾𝐾𝑆𝑆𝐷𝐷,𝐾𝐾𝐷𝐷𝑆𝑆 shared secret keys between 𝑆𝑆 and𝐷𝐷 for message authentication in each direction.
𝑡𝑡𝑖𝑖 Time interval.
Id Message identi�er.
𝐾𝐾𝐴𝐴ti TESTLA key (𝐾𝐾) used by principal (𝐴𝐴), 𝑖𝑖 is the inde� for the time interval speci�ed in the request.
𝐾𝐾𝐵𝐵ti TESTLA key (𝐾𝐾) used by principal (𝐵𝐵), 𝑖𝑖 is the inde� for the time interval speci�ed in the request.

𝐴𝐴 𝐴 broadcast: (REQUEST, 𝑆𝑆, 𝐷𝐷, id, ti, ℎ1, (𝐴𝐴),
(𝑀𝑀𝐴𝐴))
𝐵𝐵: h2= H(B, ℎ1)
𝑀𝑀𝐵𝐵 = MAC𝐾𝐾𝐵𝐵ti (REQUEST, 𝑆𝑆, 𝐷𝐷, id, ti, ℎ1, (𝐴𝐴𝐴 𝐵𝐵),
(𝑀𝑀𝐴𝐴))
𝐵𝐵 𝐴 broadcast: (REQUEST, 𝑆𝑆, 𝐷𝐷, id, ti, ℎ2, (𝐴𝐴𝐴 𝐵𝐵),
(𝑀𝑀𝐴𝐴,𝑀𝑀𝐵𝐵))
𝐷𝐷: 𝑀𝑀𝐷𝐷 = MAC𝐾𝐾𝑆𝑆𝐷𝐷 (REPLY, 𝐷𝐷, 𝑆𝑆, ti, (𝐴𝐴𝐴 𝐵𝐵), (𝑀𝑀𝐴𝐴,
𝑀𝑀𝐵𝐵))
𝐷𝐷 𝐴 𝐵𝐵: (REPLY,𝐷𝐷, 𝑆𝑆, ti, (𝐴𝐴𝐴 𝐵𝐵), (𝑀𝑀𝐴𝐴,𝑀𝑀𝐵𝐵),𝑀𝑀𝐷𝐷, ( ))
𝐵𝐵 𝐴 𝐴𝐴: (REPLY, 𝐷𝐷, 𝑆𝑆, ti, (𝐴𝐴𝐴 𝐵𝐵), (𝑀𝑀𝐴𝐴, 𝑀𝑀𝐵𝐵), 𝑀𝑀𝐷𝐷,
(𝐾𝐾𝐵𝐵ti))
𝐴𝐴 𝐴 𝑆𝑆: (REPLY, 𝐷𝐷, 𝑆𝑆, ti, (𝐴𝐴𝐴 𝐵𝐵), (𝑀𝑀𝐴𝐴𝐴𝑀𝑀𝐵𝐵), 𝑀𝑀𝐷𝐷,
(𝐾𝐾𝐵𝐵ti𝐴 𝐾𝐾𝐴𝐴ti)).

In the Ariadne protocol, the initiator of the REQUEST
initializes the hash chain (ℎ0) to MAC𝐾𝐾𝑆𝑆𝐷𝐷 (initiator, target,
id, time interval) and the node list and MAC list to empty
lists.

When any node𝐴𝐴 receives a route REQUEST for which it
is not the target, the node checks its local table of (initiator, id)
values from recent REQUESTs it has received to determine
if it has already seen a REQUEST from this same Route
Discovery. If it has, the node discards the packet. e node
also checks whether the time interval in the REQUEST is
valid. en, the node modi�es the REQUEST by appending
its own address, 𝐴𝐴, to the node list in the REQUEST,
replacing the hash chain �eld with 𝐻𝐻 (𝐴𝐴, hash chain), and
appending a MAC of the entire REQUEST to the MAC
list. e node uses the TESLA key 𝐾𝐾𝐴𝐴ti to compute the
MAC, where 𝑖𝑖 is the inde� for the time interval speci�ed
in the REQUEST. en, the node rebroadcast the modi�ed
REQUEST.

If the target node (destination) determines that the
REQUEST is valid, it returns a route REPLY to the initiator,
containing eight �elds: REPLY (de�ne the type of the mes-
sage), target address (which is the initiator address in the
REQUEST message), initiator address (which is the target
address in the REQUESTmessage), time interval (the same as
in the REQUEST message), node list, MAC list, target MAC,
and key list.e targetMAC is set to aMAC computed on the
preceding �elds in the REPLY with the key𝐾𝐾𝐷𝐷𝑆𝑆, and the key
list is initialized to the empty list. e route REPLY is then
returned to the initiator of the REQUEST along the source

route obtained by reversing the sequence of hops in the node
list of the REQUEST.

���� �ria�n� �p�ci�ca�i�n� First we will present the assump-
tions of Ariadne protocol which are as follows.

(i) e source 𝑆𝑆 and destination 𝐷𝐷 share the MAC keys
𝐾𝐾𝑆𝑆𝐷𝐷 and𝐾𝐾𝐷𝐷𝑆𝑆.

(ii) Every node has a TESLA one-way key chain.
(iii) All nodes know the authentication key of TESLA one-

way key chain of each other node.

(i) ���n� �h� �al��� �� �h� �l��al ����� Consider

(GS1) 𝑃𝑃 = 𝑃𝑆𝑆𝐴 𝐴𝐴𝐴 𝐵𝐵𝐴𝐷𝐷𝑃
(GS2) 𝑅𝑅 = 𝑃contains the rules de�ned in Tables 4(a)–
4(d)𝑃
(GS3) 𝑆𝑆 = 𝑃𝐾𝐾𝑆𝑆𝐷𝐷𝐴𝐾𝐾𝐷𝐷𝑆𝑆𝐴𝐾𝐾𝐵𝐵ti𝐴 𝐾𝐾𝐴𝐴ti𝑃
(GS4) Observers (𝐾𝐾𝑆𝑆𝐷𝐷) = 𝑃𝑆𝑆𝐴𝐷𝐷𝑃
(GS4) Observers (𝐾𝐾𝐴𝐴ti) = 𝑃𝐴𝐴𝐴 𝑆𝑆𝑃
(GS4) Observers (𝐾𝐾𝐵𝐵ti) = 𝑃𝐵𝐵𝐴 𝑆𝑆𝑃
(GS4) Observers (𝐾𝐾𝐷𝐷𝑆𝑆) = 𝑃𝐷𝐷𝐴 𝑆𝑆𝑃.

(ii) ���n� �h� �ni�ial �al��� �� �h� ��cal ���� ��r �ach Principal

Principal (𝑆𝑆):

(LS1) POSS(𝑆𝑆) = 𝑃𝐾𝐾𝐷𝐷𝑆𝑆𝐴𝐾𝐾𝑆𝑆𝐷𝐷𝐴𝐾𝐾𝐴𝐴ti𝐴 𝐾𝐾𝐵𝐵ti, (𝐷𝐷 𝐷 𝐾𝐾𝐷𝐷𝑆𝑆)
from 𝐷𝐷, (𝐷𝐷 𝐷 𝐾𝐾𝑆𝑆𝐷𝐷) from 𝐷𝐷, (𝐴𝐴 𝐷 𝐾𝐾𝐴𝐴ti) from A,
(𝐵𝐵 𝐷 𝐾𝐾𝐵𝐵ti) from 𝐵𝐵𝑃
(LS2) BEL(𝑆𝑆) = 𝑃𝑆(𝐾𝐾𝐷𝐷𝑆𝑆)𝐴 𝑆(𝐾𝐾𝑆𝑆𝐷𝐷)𝐴 𝑆(𝐾𝐾𝐴𝐴ti)𝐴 𝑆(𝐾𝐾𝐵𝐵ti),
(𝐷𝐷 𝐷 𝐾𝐾𝐷𝐷𝑆𝑆), (𝐷𝐷 𝐷 𝐾𝐾𝑆𝑆𝐷𝐷), (𝐴𝐴 𝐷 𝐾𝐾𝐴𝐴ti), (𝐵𝐵 𝐷 𝐾𝐾𝐵𝐵ti)𝑃
(LS6) BL =

(ACT7) Concat (𝑃REQUEST, 𝑆𝑆, 𝐷𝐷, id, ti𝑃,
𝐾𝐾𝑆𝑆𝐷𝐷)—S(1)
(ACT12, ACT29) ℎ0 ← Apply(𝐻𝐻𝐴 𝑃REQUEST,
𝑆𝑆𝐴𝐷𝐷, id, ti𝑃.𝐾𝐾𝑆𝑆𝐷𝐷)—S(2)
(ACT18) Broadcast (𝑃REQUEST, 𝑆𝑆𝐴𝐷𝐷, id, ti, ℎ0,
(), () 𝑃)—S(3)
(ACT2) Receive (𝐴𝐴, 𝑃REPLY, 𝐷𝐷𝐴 𝑆𝑆, ti, (𝐴𝐴𝐴 𝐵𝐵),
(𝑀𝑀𝐴𝐴𝐴𝑀𝑀𝐵𝐵),𝑀𝑀𝐷𝐷, (𝐾𝐾𝐵𝐵ti𝐴 𝐾𝐾𝐴𝐴ti)𝑃)—S(4)
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(ACT7) Concat({REPLY, 𝐷𝐷𝐷 𝐷𝐷, id, ti, (𝐴𝐴𝐷 𝐴𝐴),
(𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴)},𝐾𝐾𝐷𝐷𝐷𝐷)—S(5)
(ACT12, ACT29) 𝐶𝐶1 𝐶 Apply(𝐻𝐻, {REPLY,𝐷𝐷𝐷 𝐷𝐷,
id, ti, (𝐴𝐴𝐷 𝐴𝐴), (𝑀𝑀𝐴𝐴𝐷𝑀𝑀𝐴𝐴)}.𝐾𝐾𝐷𝐷𝐷𝐷)—S(6)
(ACT21) Comp(𝑀𝑀𝐷𝐷𝐷𝐶𝐶1)—S(7)
(ACT7) Concat ({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ1, (𝐴𝐴),
()}𝐷 𝐴𝐴ti)—S(8)
(ACT12, ACT29) 𝐶𝐶2 𝐶 Apply(𝐻𝐻,{REQUEST,
𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ1, (𝐴𝐴), ()}.𝐴𝐴ti)—S(9)
(ACT21) Comp(𝑀𝑀𝐴𝐴𝐷𝐶𝐶2)—S(10)
(ACT7) Concat({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ2,
(𝐴𝐴𝐷 𝐴𝐴), ()}𝐷 𝐴𝐴ti)—S(11)
(ACT12, ACT29) 𝐶𝐶𝐶 𝐶 Apply(𝐻𝐻, {REQUEST,
𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ2, (𝐴𝐴𝐷 𝐴𝐴), ()}.𝐴𝐴ti)—S(12)
(ACT21) Comp(𝑀𝑀𝐴𝐴𝐷 𝐶𝐶𝐶)—S(13).

Principal (A):

(LS1) POSS(𝐴𝐴) 𝐴 {𝐴𝐴ti}
(LS2) BEL(𝐴𝐴) 𝐴 {𝐴(𝐴𝐴ti)}
(LS7) Binding(𝐴𝐴) 𝐴 {𝐴𝐴ti ⋈ ti}
(LS6) BL =

(ACT2) Receive({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ0,
()𝐷 ()})—A(1)
(ACT20) Check-request(𝐷𝐷, id)—A(2)
(ACT10) Check-freshness(ti)—A(3)
(ACT7) Concat(A, ℎ0)—A(4)
(ACT12, ACT29) ℎ1 𝐶 Apply(𝐻𝐻𝐷 {𝐴𝐴.ℎ0})—A(5)
(ACT7) Concat({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ1,
(𝐴𝐴)𝐷 ()}, 𝐴𝐴ti)—A(6)
(ACT12, ACT29) 𝑀𝑀𝐴𝐴 𝐶 Apply(𝐻𝐻, {REQUEST,
𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ1, (𝐴𝐴), ()}.𝐴𝐴ti)—A(7)
(ACT18) Broadcast({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ1,
(𝐴𝐴)𝐷 (𝑀𝑀𝐴𝐴)}—A(8)
(ACT2) Receive(B,{REPLY, 𝐷𝐷𝐷 𝐷𝐷, ti, (𝐴𝐴𝐷 𝐴𝐴),
(𝑀𝑀𝐴𝐴𝐷𝑀𝑀𝐴𝐴),𝑀𝑀𝐷𝐷𝐷 (𝐾𝐾𝐴𝐴ti)})—A(9)
(ACT1) Send(S, {REPLY, 𝐷𝐷𝐷 𝐷𝐷, ti, (𝐴𝐴𝐷 𝐴𝐴),
(𝑀𝑀𝐴𝐴𝐷𝑀𝑀𝐴𝐴)𝐷𝑀𝑀𝐷𝐷𝐷 (𝐾𝐾𝐴𝐴ti𝐷 𝐾𝐾𝐴𝐴ti)})—A(10).

Principal (𝐴𝐴):

(LS1) POSS(𝐴𝐴) 𝐴 {𝐴𝐴ti}
(LS2) BEL(𝐴𝐴) 𝐴 {𝐴(𝐴𝐴ti)}
(LS7) Binding(𝐴𝐴) 𝐴 {𝐴𝐴ti ⋈ ti}
(LS6) BL =

(ACT2) Receive({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ1, (𝐴𝐴),
(𝑀𝑀𝐴𝐴)})— B(1)
(ACT20) Check-request(𝐷𝐷, id)— B(2)
(ACT10) Check-freshness(ti)— B(3)
(ACT7) Concat(𝐴𝐴𝐷 ℎ1)— B(4)
(ACT12, ACT29) ℎ2 𝐶Apply(𝐻𝐻𝐷 {𝐴𝐴.ℎ1})— B(5)

(ACT7) Concat({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ2,
(𝐴𝐴𝐷 𝐴𝐴)𝐷 ()}𝐷 𝐴𝐴ti)—B(6)
(ACT12, ACT29)𝑀𝑀𝐴𝐴 𝐶 Apply (𝐻𝐻𝐷 {REQUEST,
𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ2, (𝐴𝐴𝐷 𝐴𝐴), ()}.𝐴𝐴ti)—B(7)
(ACT18) Broadcast({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ2,
(𝐴𝐴𝐷 𝐴𝐴), (𝑀𝑀𝐴𝐴𝐷𝑀𝑀𝐴𝐴)}—B(8)
(ACT2) Receive(𝐷𝐷𝐷 {REPLY, 𝐷𝐷𝐷 𝐷𝐷, ti, (𝐴𝐴𝐷 𝐴𝐴),
(𝑀𝑀𝐴𝐴𝐷𝑀𝑀𝐴𝐴),𝑀𝑀𝐷𝐷, ()})—B(9)
(ACT1) Send(𝐴𝐴𝐷 {REPLY, 𝐷𝐷𝐷 𝐷𝐷, ti, (𝐴𝐴𝐷 𝐴𝐴),
(𝑀𝑀𝐴𝐴𝐷𝑀𝑀𝐴𝐴)𝐷𝑀𝑀𝐷𝐷𝐷 (𝐾𝐾𝐴𝐴ti)}— B(10).

Principal (D):

(LS1) POSS(𝐷𝐷) 𝐴 {𝐾𝐾𝐷𝐷𝐷𝐷𝐷𝐾𝐾𝐷𝐷𝐷𝐷, (𝐷𝐷 ⋈ 𝐾𝐾𝐷𝐷𝐷𝐷) from 𝐷𝐷, (𝐷𝐷 ⋈
𝐾𝐾𝐷𝐷𝐷𝐷) from 𝐷𝐷}
(LS2) BEL(𝐷𝐷) 𝐴 {𝐴(𝐾𝐾𝐷𝐷𝐷𝐷), 𝐴(𝐾𝐾𝐷𝐷𝐷𝐷), 𝐾𝐾𝐷𝐷𝐷𝐷 ⋈ 𝐷𝐷, 𝐾𝐾𝐷𝐷𝐷𝐷 ⋈
𝐷𝐷}
(LS6) BL =

(ACT2) Receive({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti, ℎ2,
(𝐴𝐴𝐷 𝐴𝐴), (𝑀𝑀𝐴𝐴𝐷𝑀𝑀𝐴𝐴)}—D(1)
(ACT20) Check-request(𝐷𝐷, id)—D(2)
(ACT10) Check-freshness(ti)—D(3)
(ACT12, ACT29) C1 𝐶 Apply(𝐻𝐻, Concat(𝐴𝐴,
Apply(𝐻𝐻, Concat (𝐴𝐴, Apply(𝐻𝐻, (ACT7) Con-
cat({REQUEST, 𝐷𝐷,𝐷𝐷, id, ti}𝐷 𝐾𝐾𝐷𝐷𝐷𝐷))))))—D(4)
(ACT21) Comp (ℎ2𝐷 𝐶𝐶1)—D(5)
(ACT7) Concat({REPLY, 𝐷𝐷, 𝐷𝐷, id, ti, (𝐴𝐴𝐷 𝐴𝐴),
(𝑀𝑀𝐴𝐴𝐷𝑀𝑀𝐴𝐴)}𝐷 𝐾𝐾𝐷𝐷𝐷𝐷)—D(6)
(ACT12, ACT29) 𝑀𝑀𝐷𝐷 𝐶 Apply(𝐻𝐻𝐷 {REPLY, 𝐷𝐷,
𝐷𝐷, id, ti, (𝐴𝐴𝐷 𝐴𝐴), (𝑀𝑀𝐴𝐴𝐷𝑀𝑀𝐴𝐴)}.𝐾𝐾DS)—D(7)
(ACT1) Send (𝐴𝐴𝐷 {REPLY, 𝐷𝐷, 𝐷𝐷, ti, (𝐴𝐴𝐷 𝐴𝐴)𝐷
(𝑀𝑀𝐴𝐴𝐷𝑀𝑀𝐴𝐴)𝐷𝑀𝑀𝐷𝐷𝐷 ()})—D(8).

7.2. Ariadne Analysis. Node S is the initiator of the protocol
and its �rst three actions will be executed which result in new
values to be added to the POSS(S) set:

POSS(S):= POSS(S) ∪({{REQUEST𝐷 𝐷𝐷𝐷 𝐷𝐷, id, ti}.𝐾𝐾𝐷𝐷𝐷𝐷},
{ℎ0 𝐴 𝐻𝐻({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti}.𝐾𝐾𝐷𝐷𝐷𝐷)}).

Now we assume that node 𝐴𝐴 receives the request so �rst
eight actions in BL(𝐴𝐴) will be executed and the result is

POSS(𝐴𝐴) = POSS(𝐴𝐴) ∪{{REQUEST𝐷 𝐷𝐷𝐷 𝐷𝐷𝐷 id𝐷 ti, ℎ0𝐷
()𝐷 ()}𝐷 𝐴𝐴.ℎ0𝐷 ℎ1 𝐴 𝐻𝐻(𝐴𝐴.ℎ0),
𝑀𝑀𝐴𝐴 =𝐻𝐻({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti𝐷 ℎ1𝐷 (𝐴𝐴)𝐷 ()}.𝐴𝐴ti)}
BEL(𝐴𝐴) =BEL(𝐴𝐴) ∪ {𝐴(ti)}.

Now B(1–8) will be executed and the result is

POSS(𝐴𝐴) 𝐴 POSS(𝐴𝐴) ∪{{REQUEST𝐷 𝐷𝐷𝐷 𝐷𝐷𝐷 id𝐷 ti𝐷 ℎ1,
(𝐴𝐴), (𝑀𝑀𝐴𝐴)},𝐴𝐴.ℎ1𝐷 ℎ2 𝐴 𝐻𝐻(𝐴𝐴.ℎ1), {REQUEST, 𝐷𝐷𝐷𝐷𝐷, id,
ti, ℎ2𝐷 (𝐴𝐴𝐷 𝐴𝐴)𝐷 ()}.𝐴𝐴ti,𝑀𝑀𝐴𝐴 𝐴 𝐻𝐻({REQUEST, 𝐷𝐷𝐷𝐷𝐷, id, ti,
ℎ2𝐷 (𝐴𝐴𝐷 𝐴𝐴)𝐷 ()}.𝐴𝐴ti)}
BEL(𝐴𝐴) 𝐴 BEL(𝐴𝐴) ∪ {𝐴(ti)}.
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Now the request reaches its target which is node D and
its BL(1–5) actions will be executed and the result will be as
follows:

POSS(𝐷𝐷) = POSS(𝐷𝐷)∪ {{REQUEST, 𝑆𝑆, 𝐷𝐷, id, ti, ℎ2,
(𝐴𝐴, 𝐴𝐴), (𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴)}, 𝐶𝐶𝐶 𝐶 𝐶𝐶𝐶𝐴𝐴𝐶𝐴𝐴𝐶 {REQUEST, 𝑆𝑆,𝐷𝐷,
id, ti}𝐶𝐾𝐾𝑆𝑆𝐷𝐷, {REPLAY,𝐷𝐷, 𝑆𝑆, id, ti, 𝐶𝐴𝐴, 𝐴𝐴), 𝐶𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴)})

BEL(D) = BEL(D)∪ {#𝐶ti)}
Proof(𝐷𝐷) = Proof(𝐷𝐷)∪ {ℎ2}∗

Since {ℎ2}∗ ∈ Proof(𝐷𝐷) we can apply integrity rule
RL(18): {ℎ2}∗ ∈ Proof𝐶𝐷𝐷)/ BEL𝐶𝐷𝐷) = BEL𝐶𝐷𝐷) ∪
{{REQUEST, 𝑆𝑆, 𝐷𝐷, id, ti, ℎ0, 𝐶), 𝐶)} ∈ Poss(𝑆𝑆)}.

Aer the execution of D(7) andD(8), the POSS set will be
updated as follows

POSS(D) = POSS(𝐷𝐷) ∪ {{REQUEST, 𝑆𝑆, 𝐷𝐷, id, ti, ℎ2,
(𝐴𝐴, 𝐴𝐴), 𝐶𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴)}, C1 = H(A. B. {REQUEST,
S, D, id, ti}𝐶𝐾𝐾𝑆𝑆𝐷𝐷, {REPLAY, 𝐷𝐷, 𝑆𝑆, id, ti,
𝐶𝐴𝐴, 𝐴𝐴), 𝐶𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴)}𝐶𝐾𝐾𝐷𝐷𝑆𝑆, 𝑀𝑀𝐷𝐷 𝐶 𝐶𝐶𝐶{REPLAY,
𝐷𝐷, 𝑆𝑆, id, ti, (𝐴𝐴, 𝐴𝐴), 𝐶𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴)}𝐶𝐾𝐾𝐷𝐷𝑆𝑆).

erefore, the target (destination) node makes sure that
the request is from node S and it will send a reply message
using the reverse path since the comparison action con�rms
equality. Each intermediate node (A and B in our example)
will receive the reply, adds its key to the key list, and forwards
it to the next node until it reaches the source.e destination
will authenticate each intermediate node using the same
process as the target node did.

When the target node S receives the REPLY the rest of its
actions will be executed to ensure the validity of the target’s
MAC, and each MAC in the MAC list. Node 𝑆𝑆 local sets will
be updated as follows:

POSS𝐶𝑆𝑆) = {𝐾𝐾𝐷𝐷𝑆𝑆,𝐾𝐾𝑆𝑆𝐷𝐷,𝐾𝐾𝐴𝐴ti, 𝐾𝐾𝐴𝐴ti, 𝐶𝐴𝐴 𝐴 𝐾𝐾𝐴𝐴ti) from
𝐴𝐴, 𝐶𝐴𝐴 𝐴 𝐾𝐾𝐴𝐴ti) from 𝐴𝐴, {REPLY, 𝐷𝐷, 𝑆𝑆, ti, 𝐶𝐴𝐴, 𝐴𝐴),
𝐶𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴), 𝑀𝑀𝐷𝐷, 𝐶𝐾𝐾𝐴𝐴ti, 𝐾𝐾𝐴𝐴ti)}, {REPLY, 𝐷𝐷, 𝑆𝑆, id, ti,
𝐶𝐴𝐴, 𝐴𝐴), 𝐶𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴)}.𝐾𝐾𝐷𝐷𝑆𝑆}, {REQUEST, 𝑆𝑆, 𝐷𝐷, id, ti, ℎ1,
𝐶𝐴𝐴), 𝐶)}𝐶𝐴𝐴ti, {REQUEST, 𝑆𝑆,𝐷𝐷, id, ti, ℎ2, 𝐶𝐴𝐴, 𝐴𝐴), 𝐶)}𝐶𝐴𝐴ti}

Proof𝐶𝑆𝑆) 𝐶 Proof𝐶𝑆𝑆) ∪ {{𝑀𝑀𝐷𝐷}
∗, {𝑀𝑀𝐴𝐴}

∗, {𝑀𝑀𝐴𝐴}
∗}.

Nowwe can apply the authentication rule (RL17) for each
entry in the proof set.

Authentication Rule (RL17):

𝐷𝐷 𝐴 𝐾𝐾𝐷𝐷𝑆𝑆 from 𝐷𝐷 ∈ POSS 𝐶𝑆𝑆)
Binding 𝐶𝑆𝑆) 𝐶 Binding 𝐶𝑆𝑆) ∪ 𝐷𝐷 𝐴 𝐾𝐾𝐷𝐷𝑆𝑆

,

𝐷𝐷 𝐴 𝐾𝐾𝐷𝐷𝑆𝑆 ∈ BEL 𝐶𝑆𝑆) , 𝑀𝑀𝐷𝐷
∗ ∈ Proof 𝐶𝑆𝑆)

Binding 𝐶𝑆𝑆) 𝐶 Binding 𝐶𝑆𝑆) ∪ 𝐷𝐷 𝐴 𝐾𝐾𝐷𝐷𝑆𝑆
,

𝐴𝐴 𝐴 𝐾𝐾𝐴𝐴ti from 𝐴𝐴 ∈ POSS 𝐶𝑆𝑆)
Binding 𝐶𝑆𝑆) 𝐶 Binding 𝐶𝑆𝑆) ∪ 𝐴𝐴 𝐴 𝐾𝐾𝐴𝐴ti

,

𝐴𝐴 𝐴 𝐾𝐾𝐴𝐴ti ∈ BEL 𝐶S) , 𝑀𝑀𝐴𝐴
∗ ∈ Proof 𝐶𝑆𝑆)

Binding 𝐶𝑆𝑆) 𝐶 Binding 𝐶𝑆𝑆) ∪ 𝐴𝐴 𝐴 𝐾𝐾𝐴𝐴ti
,

𝐴𝐴 𝐴 𝐾𝐾𝐴𝐴ti from 𝐴𝐴 ∈ POSS 𝐶𝑆𝑆)
Binding 𝐶𝑆𝑆) 𝐶 Binding 𝐶𝑆𝑆) ∪ 𝐴𝐴 𝐴 𝐾𝐾𝐴𝐴ti

,

𝐴𝐴 𝐴 𝐾𝐾𝐴𝐴ti ∈ BEL 𝐶𝑆𝑆) , 𝑀𝑀𝐴𝐴
∗ ∈ Proof 𝐶𝑆𝑆)

Binding 𝐶𝑆𝑆) 𝐶 Binding 𝐶𝑆𝑆) ∪ 𝐴𝐴 𝐴 𝐾𝐾𝐴𝐴ti
𝐶

(9)

Also we can apply the integrity rule (RL18) for each entry
in the proof set.
Integrity Rule (RL18):

𝑀𝑀𝐷𝐷
∗

∈ Proof 𝐶𝑆𝑆) × 𝐶BEL 𝐶𝑆𝑆) ∶𝐶 BEL 𝐶𝑆𝑆)

∪ REPLY, 𝐷𝐷, 𝑆𝑆, ti, 𝐶𝐴𝐴, 𝐴𝐴) , 𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴 ,𝑀𝑀𝐷𝐷, 𝐶)

∈ Poss 𝐶𝐷𝐷)})−𝐶

(10)

𝑀𝑀𝐴𝐴
∗

∈ Proof 𝐶𝑆𝑆) × 𝐶BEL 𝐶𝑆𝑆) ∶𝐶 BEL 𝐶𝑆𝑆)

∪ REPLY, 𝐷𝐷, 𝑆𝑆, ti, 𝐶𝐴𝐴, 𝐴𝐴) , 𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴 ,𝑀𝑀𝐷𝐷, 𝐶)

∈ Poss 𝐶𝐴𝐴)})−𝐶

(11)

𝑀𝑀𝐴𝐴
∗

∈ Proof 𝐶𝑆𝑆) × 𝐶BEL 𝐶𝑆𝑆) ∶𝐶 BEL 𝐶𝑆𝑆)

∪REPLY, 𝐷𝐷, 𝑆𝑆, ti,𝐶𝐴𝐴,𝐴𝐴) ,𝑀𝑀𝐴𝐴,𝑀𝑀𝐴𝐴 ,M𝐴𝐴,𝐾𝐾𝐴𝐴ti,𝐾𝐾𝐴𝐴ti

∈ Poss 𝐶𝐴𝐴)})−𝐶𝐶
(12)

Sincewe applied the authentication and the integrity rules
successfully on the target’s MAC and on each MAC in the
MAC list, it can be concluded that the reply is valid and
authenticated; consequently node 𝑆𝑆 can accept it. erefore,
Ariadne achieves both the authentication and the integrity
requirements which detect attackers when they attempt to
impersonate the message’s sender or modify its content.

Flaws in this protocol lie in the assumptions of the authors
that may affect the usability of the protocol. Ariadne assumed
the presence of a working public key infrastructure (PKI) or
certi�cate authority (CA). Consequently, key management
services are assumed to be already existed but are not pro-
vided by Ariadne. Also, Ariadne did not take the possibility
of having internal attackers into consideration and therefore,
no IDS are applied to detect them.

Based on the above assumptions, actions such as ACT6,
ACT𝐶𝐶, ACT𝐶3, ACT𝐶4, ACT𝐶6, ACT𝐶9, ACT22, ACT24,
ACT25, ACT26, ACT27, and ACT28 cannot be activated and
rules like R4, R5, R9, R10, and R11 cannot be applied.
Based on this observation, LBSA can detect the absence of
key management system and IDS in Ariadne. As a result,
key management services will fail and intruders cannot be
detected.
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8. Conclusions and FutureWork

e success of applications over multihop communication
networks principally depends on the achievement of security
requirements. Many secure protocols are proposed, conse-
quently, there should be a reliableway to test if these protocols
satisfy the security requirements as their designers claim.

Previous attempts to utilize logic in analyzing security
have either focused on a speci�c requirement or a speci�c
protocol. In this paper, we proposed a logic-based security
architecture (LBSA) to specify and analyze any security
requirement in any system providing multihop communica-
tion using logic. Any systemor protocol claiming security can
be mapped into our architecture in other words it must be
speci�ed using various global/local sets and actions, then it
can be analyzed by applying different rules. LBSA provides a
formal way to analyze security enforcers and security proto-
cols instead of depending only on the simulation tools which
are arguable by many researchers in terms of implementation
accuracy.

Additionally, using simulation tools usually covers a
small set of scenarios whereas using LBSA more cases can
be covered that usually cannot be covered exhaustively by
simulation tools.

is paper also illustrated how LBSA can be used to verify
security enforcers by applying it to two well-known enforcers
which are MAC and digital certi�cate. In addition to that, a
case study for a secure routing protocol used in ad hoc and
sensor networks named Ariadne was also evaluated in terms
of security using LBSA.

To the best of our knowledge, the proposed security
architecture covers the most important enforcers. Further
development of new enforcers in the future may simply
need other sets, actions, and rules to be added. Also, LBSA
could be extended by considering new rules and actions for
the Interaction between Intrusion Detection System (IDS)
and Intrusion Prevention System (IPS). Moreover, LBSA can
utilize the computational Intelligence tools in analyzing the
security.
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If a wireless sensor network (WSN) is deployed in a hostile environment, the intrinsic limitations of the nodes lead to many security
issues. In this paper, we address a particular attack to the location and neighbor discovery protocols, carried out by two colluding
nodes that set a wormhole to try to deceive an isolated remote WSN node into believing that it is a neighbor of a set of local nodes.
To counteract such threat, we present a framework generically called detection of wormhole attacks using range-free methods
(DWARF) under which we derive two specific wormhole detection schemes: the first approach, DWARFLoc, performs jointly the
detection and localization procedures employing range-free techniques, while the other, DWARFTest, uses a range-free method to
check the validity of the estimated position of a node once the location discovery protocol is finished. Simulations show that both
strategies are effective in detecting wormhole attacks, and their performances are compared with that of a conventional likelihood
ratio test (LRT).

1. Introduction

Wireless sensor networks (WSNs) are composed of a poten-
tially large number of low-cost and resource-constrained
devices which are often distributed over a wide area. Thus, if
a WSN is deployed in an unfriendly environment, providing
security to the involved network protocols is a challenging
task that usually requires the use of different combined strat-
egies [1].

A protocol that deserves special attention from a security
point of view is neighbor discovery (ND). This is because
one of the most basic requirements in a WSN is the ability of
every node to reliably determine which of the other nodes are
within its radio range so that it can establish single-hop links
with them. Trustworthy ND is a cornerstone for securing
higher-level network protocols and system functionalities,
such as physical and network access control, data routing,
and node localization [2].

In a hostile environment, a WSN can be compromised by
different threats, but the so-called wormhole or relay attack
lies among the most devastating [3]. A wormhole is a high-
speed direct communication link between two malicious
nodes that act in collusion by capturing network packets on
one end, sending them through the wormhole and replaying
them at the other end. Thus, to launch a wormhole attack, an
adversary does not need to infect any network node or break
any cryptographic system, making it a quite severe threat to
WSNs.

Wormholes completely distort the network topology,
making distant nodes to appear as local for a given node
looking for its neighbors. As a side effect of a failed ND due
to a wormhole, most location discovery (LD) protocols will
also be compromised; this is because the wormhole severely
distorts all the measurements related to the relative positions
of the nodes. However, in some cases, the high sensitivity of
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LD protocols to wormholes can be turned into an advantage,
because the localization process can be suitably modified to
detect the presence of an attack.

In this paper we address this approach for the detection
of wormholes. Specifically, we propose a general framework
called detection of wormhole attacks using range-free meth-
ods (DWARF) that has two modes of operation: the first
one (DWARFLoc) performs the detection of a wormhole
simultaneously with the localization procedure, while the
second one (DWARFTest) is a postlocalization detector that
tries to validate the node position after this latter is obtained.
The principles of DWARF are rooted in the exploitation of
the ideas underlying the operation of a range-free localiza-
tion method, namely, the so-called “sensor localization with
Ring Overlapping based on Comparison of Received Signal
Strength Indicator” (ROCRSSI) algorithm [4].

The main contributions of this paper are as follows.

(i) The formulation of a simplified attack model for
which the detection of a wormhole can be rigorously
formulated as a binary hypothesis testing problem.

(ii) The derivation of the likelihood ratio test (LRT) as
the asymptotically optimal solution for the wormhole
detection problem. However, the LRT requires a pre-
cise statistical model for the observations.

(iii) The derivation of DWARFLoc and DWARFTest as
robust alternatives to the LRT, because they are not
tied to any particular channel model.

(iv) The evaluation of the relative performances of both
categories of tests (LRT and DWARF) through simu-
lations.

The rest of the paper is organized as follows. Section 2
reviews related work concerning wormhole detection.
Section 3 presents basic ideas about range-free localization
and briefly describes the ROCRSSI algorithm. Section 4
defines the particular attack to be counteracted. Section 5
formulates the wormhole detection problem under the
framework of statistical hypothesis testing and derives the
LRT. Section 6 presents the two wormhole detection strate-
gies DWARFLoc and DWARFTest. Section 7 evaluates the
performance of the different wormhole detection strategies
through simulations. Finally, section 8 draws some conclu-
sions.

2. Related Work

In recent years, the topic of secure ND has been extensively
studied and a lot of different defensive measures against
wormhole attacks are described in the related literature.

For instance, it is proposed in [3] the use of location and
time stamps, that is, geographical and temporal “leashes”,
attached to network packets to detect wormhole attacks;
therefore, this strategy assumes that all the nodes know their
exact positions and are synchronized in time, which are
probably unrealistic hypotheses if the network is under
attack.

In [5], a wormhole detection algorithm for a multihop
wireless network is presented, based on a search of forbidden
substructures in the connectivity graph.

The authors of [6] present different preventive mecha-
nisms against wormholes and propose an intruder detection
system, LIDeA, in which every node analyzes their neighbors
and collaborates to detect suspicious nodes using a voting
strategy.

In [7], the authors introduce a graph-based and beacon-
less solution that detects wormholes visually by reconstruct-
ing the network topology using only inaccurate distances
between the nodes; however, an irregular-shaped network or
multiple wormholes may lead to an incorrect detection.

The cryptographic concept of “pairing” is introduced in
[8]. The article describes a node-to-node neighborhood au-
thentication protocol based on location-based keys (private
keys of individual nodes that are bound to their identities
and positions), to avoid malicious nodes to join the network.

Wu et al. [9] propose a localization scheme based on
hop counts (DV-Hop) by labeling the neighboring nodes
of beacon nodes according to different algorithms to detect
wormhole attacks; nevertheless, the proposed scheme does
not work well if the network has packet losses or the trans-
mission ranges of all nodes are not identical.

Robust localization techniques were described in [10,
11], using the concept of “verifiable multilateration.” Both
are range-based approaches: while ROPE [10] provides
secure localization and location verification using directional
antennas and distance bounding, SPINE [11] estimates the
distances between the nodes by measuring the time of flight
of the radio signal. These solutions require either perfectly
known directional antennas or specific transceivers capable
of measuring the time of flight.

A secure range-free localization method called SeRLoc
was proposed in [12], where the nodes are supposed to be
equipped with static directional antennas with a fixed com-
munication range, the nodes are localized by overlapping
regions within communication range, and the wormholes are
detected by checking the properties of message uniqueness
and communication range violation. HiRLoc [13] is the
evolution of SeRLoc and provides a high-resolution localiza-
tion by adding two variables to the localization algorithm,
the angle of rotation of the antennas, and the transmission
power, increasing the complexity of the nodes.

Recently, ConSetLoc [14] proposes a robust range-free
localization scheme based on evaluating the relationship
between hops and distances and then applying convex con-
straints in geometry to reduce localization errors induced by
wormholes.

For moving nodes, a secure ND protocol called MSDN
[15] has been proposed, applying the notion of graph rigidity
to aid moving network nodes in the verification of neighbors.

All the procedures for secure ND described above assume
that the two colluding nodes forming a wormhole are located
within the network deployment area. However, as we will see
in Section 4, the particular threat we will address in this paper
assumes that one of the wormhole nodes is situated out of
the range of the WSN nodes but in the vicinity of an isolated
node which is the target of the attack. So, this particular
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wormhole attack to the LD and ND protocols cannot be
detected by conventional techniques.

3. Range-Free Localization

Traditional localization techniques rely on providing net-
work nodes with auxiliary devices capable of self-acquiring
their coordinates in a geographical reference system, such as
global positioning system (GPS) receivers. Such solutions,
however, have severe drawbacks in terms of their cost and
energy consumption and are unable to operate indoors. A
much more flexible approach to LD is obtained if we assume
that only a small number of network nodes are assumed
to know their own locations (through GPS receivers or
system configuration), while the other nodes are only able
to measure their relative distances to other neighbor nodes
and use these data to position themselves. Focusing on the
physical layer (PHY) level, received signal strength (RSS)
is a parameter readily available in most commercial sensor
nodes, usually in a coarsely quantized form called RSS indi-
cator (RSSI). RSS measurements can be used for localization,
because they are related to the distances between nodes
[16, 17]; however, as they strongly depend on the particular
hardware used and also on often unpredictable environment
conditions, in many cases they cannot be used to directly
estimate distances. Therefore, in recent times several “range-
free” alternatives to localization have been proposed; these
methods use an indirect approach and provide localization
without the need of accurate distance estimations.

We point here that there is some controversy regarding
the expression “range-free” when applied to localization
because, for some authors, this term only refers to techniques
based on connectivity information, which can be interpreted
as a binary quantization of RSS. We will, however, adopt a
broader interpretation of “range-free” schemes as those that
use RSS values but do not rely on the existence of any precise
relationship between RSSs and distances, only assuming
there is a loose link between these parameters [18]. We
will also call these methods “nonparametric,” as opposed to
“parametric” or “range-based” approaches, which require a
precise model relating RSS values to distances.

For instance, if we denote the Euclidean distance between
two arbitrary network nodes at positions x and y as d(x, y) ≡
||x − y|| and the RSS (in dBm) measured at the receiver
of node y for a signal transmitted by node x as r(x, y), a
common basic assumption in many range-free methods is
the validity of a simple monotonicity constraint:

r
(

x, y
)
> r
(

x, y
)⇐⇒ d

(
x, y

)
< d

(
x, y

)
, ∀x, y, z ∈ R2.

(1)

Notice that because the transmitted power is assumed to be
unknown, RSS measurements are not expected to be sym-
metric that is, r(x, y) /= r(y, x). One of the most straightfor-
ward approaches to the solution of the problem of localizing
a node based on the restriction (1) is given by the so-called
ROCRSSI algorithm [4].

This range-free localization method assumes that there
is a node trying to estimate its own unknown position p,
surrounded byN “anchor nodes” located at known positions

a1, a2, . . . , aN . Every anchor node is continuously broadcast-
ing beacon packets that include, along with its own location,
the RSS values corresponding to beacon signals received from
all the other anchor nodes in its vicinity. Therefore, for every
anchor ai (i = 1, 2, . . . ,N) in the neighborhood of p, we will
assume that the following RSS values are available:

One anchor-to-node RSS: r(ai ,p),

N − 1 anchor-to-anchor RSSs: r(ai , a j), for all i /= j.

Now, by applying the monotonicity constraint (1) to this
set of RSS measurements, the localization algorithm obtains

the tightest possible lower and upper bounds, ρ(i)
1 and ρ(i)

2 ,
respectively, for the possible values of the distance between
the ith anchor and the node to be located; this, in turn,
translates to a restriction in the position of the node as a ring

R(ai, ρ
(i)
1 , ρ(i)

2 ), centered around ai and with inner and outer

radii ρ(i)
1 and ρ(i)

2 ; respectively,

R
(

ai, ρ
(i)
1 , ρ(i)

2

)
=
{

p ∈ R2 : ρ(i)
1 < d

(
ai, p

)
< ρ(i)

2

}
,

i = 1, 2, . . . ,N ,
(2)

with ρ(i)
1 and ρ(i)

2 obtained as

ρ(i)
1 =

⎧
⎪⎪⎨

⎪⎪⎩

d(ai, am), if ∃r(ai, am)

= inf
{
r
(

ai, a j
)

, j /=i :r
(

ai, a j
)
>r
(

ai,p
)}

,

0, otherwise,

ρ(i)
2 =

⎧
⎪⎪⎨

⎪⎪⎩

d(ai, an), if ∃r(ai, an)

=sup
{
r
(

ai, a j
)

, j /=i :r
(

ai, a j
)
<r
(

ai,p
)}

,

∞, otherwise,
(3)

where inf(S) and sup(S) denote the infimum and supremum
of the set S, respectively.

After repeating this procedure for all the anchors, the
node is found to be located on the intersection of a set of
rings R(ai, ρ

(i)
1 , ρ(i)

2 ), i = 1, 2, . . . ,N , of the form (2); final-
ly, the node position is estimated as the centroid of the
intersection region. Notice that unlike range-based methods,
range-free localization techniques cannot obtain the exact
node position p, even in the absence of measurement errors,
because they only provide bounds for the location; however,
these bounds tend to be tighter as the number of anchors N
increases.

With actual measurements, the condition (1) does not
hold for every pair of nodes because the radio channel is
usually anisotropic, so that not all the rings (2) have a com-
mon intersection. The compromise solution in such cases is
to assume the UN to be in the region of the plane where most
of the rings intersect. This is equivalent to assume that every
anchor “votes” for a given ring as a candidate to hold the
UN, and the region of the plane that gets the higher number
of votes is finally elected. Such voting strategy has the added
benefit of providing a good degree of robustness to attacks
to the localization process triggered by malicious anchors
[19, 20].
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On the other hand, the achieved number of votes (i.e.,
intersecting rings) for the region of the plane finally elected is
also an indicator of the “degree of success” of the localization
process: a high value for this number (relative to its absolute
maximum, i.e., the number of anchors N) implies that
RSS measurements are highly correlated to actual distances
between nodes, so that the monotonicity constraint (1) is
fulfilled in most situations. This fact is illustrated in Figure 1,
where we can see examples of two extreme cases: Figure 1(a)
represents the distribution of the number of votes when the
node to be located receives RSS measurements that are inde-
pendent of distances, while Figure 1(b) illustrates a situation
where RSSs are deterministically related to distances; notice
the presence of a sharp peak in this latter case, highlighting
the area where the node is located.

The ROCRSSI algorithm, unlike other range-free ap-
proaches, does not require any special hardware at the
nodes (like directive antennas) and its implementation does
not depend on parameters that are somewhat imprecisely
defined such as the “communication range,” commonly em-
ployed by range-free methods based on connectivity.

4. Attack Model

We will assume the existence of an adversary who tries
to deceive both the location and neighborhood discovery
protocols by forcing a remote compromised node to appear
as a neighbor of the local network nodes. To accomplish this,
the attacker uses a wormhole link with two endpoints: one
in the vicinity of the anchor nodes, and the other within
the radio range of the compromised node (see Figure 2);
the wormhole local node captures beaconing packets sent
from the anchor nodes and tunnels them to the wormhole
remote node through a dedicated high-speed link, so that
they arrive unmodified at the compromised node. This latter
node, then, applies the localization procedure using these
packets as if they came directly from the anchors, therefore
resulting in a fake position within the deployment area of the
local network. As the wormhole nodes act as simple relays
and do not manipulate the information contained in the
packets, wormhole attacks resist defensive measures solely
based on cryptographic protocols.

Once the compromised node is falsely positioned, the
network can become vulnerable to different exploits. For
instance, the compromised node could inadvertently inject
misleading information into the local network or obtain
sensitive data from other nodes and flow them through the
wormhole link. Another possibility for an adversary comes
from the fact that the wormhole local node can be easily mas-
queraded as an authenticated local node by impersonating
the compromised node; in this way, anyone who physically
bears the wormhole local node could gain access to restricted
areas or secret information [2].

The model of Figure 2, in spite of its simplicity, captures
the essential mechanism of a wormhole attack to LD and
ND protocols. Ironically, however, most existing wormhole
detection schemes cannot cope with this simple attack for
several reasons as follows.

(i) The simple scenario of Figure 2 assumes that in a
normal situation (no attack), all the active nodes are
neighbors; this precludes the use of secure LD or ND
techniques solely based on connectivity information
or hop counts. Obviously, methods for wormhole
detection based on the analysis of “network layer”
parameters (routes, traffic, etc.) are also inapplicable.

(ii) The compromised node only communicates with the
remote wormhole node, so it cannot get cooperation
from “real” neighbors in the localization process or
the detection of the attack.

(iii) A wormhole attack is undetectable by “network-
based” localization techniques [21]: if the position
of the node is obtained from signals received by
the anchors, the compromised node will be always
located at the position of the wormhole local node.
Therefore, the LD procedure should be performed at
the unlocalized node, using data it received from the
anchors, because the unlocalized node is the only one
that can detect inconsistencies caused by a wormhole
attack.

On the other hand, the model of Figure 2 is simple enough to
allow the application of standard tools of statistical decision
theory to the problems of node localization and wormhole
detection.

As a wormhole attack challenges higher-level protocols,
most effective procedures to detect such attacks are based
on looking for inconsistencies in measurements performed
at the physical layer level. In the next sections, we develop
different detection strategies that analyze the RSS values
measured by the nodes interacting in the localization pro-
cedure.

5. Wormhole Detection Using RSS:
Parametric Approach

Any wormhole detection procedure can be stated as a
binary hypothesis testing problem: given a vector of N RSS
observations r = [r1, r2, . . . , rN ]T , we must decide between
hypothesisH0 (no wormhole is present) andH1 (a wormhole
attack is active). However, to formalize the test we need
a suitable statistical description of the observations. In the
sequel, we will use the standard log-distance path-loss model
[22] that links RSS values (in logarithmic scale) to distances
as

r
(

x, y
) = K − 10α log10 d

(
x, y

)
+ e, (4)

where x and y are the positions of the transmitter and
receiver, respectively, K is the mean received power (in
dBm) at unit distance, α is the path-loss exponent (which
depends on the environment), and e is a zero-mean Gaussian
random variable with standard deviation σ (in dB) that takes
into account shadowing effects. Therefore, r(x, y) is also a
Gaussian random variable with standard deviation σ and
mean μ(x, y), with

μ
(

x, y
) = K − 10α log10 d

(
x, y

)
. (5)
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Figure 1: Spatial distributions of the number of intersecting rings with N = 10 anchors. (a) RSS measurements independent of distances.
(b) RSS measurements inversely related to distances.
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Figure 2: Wormhole attack to location and neighbor discovery.

Now, assuming that the observations are independent and
identically distributed (IID), the distribution of r is multi-
variate normal with mean vector µ = [μ1,μ2, . . . ,μN ]T and
covariance matrix σ2I, where I is the identity matrix, so
that the joint probability density function (PDF) of the RSS
measurements is

f
(

r;µ
) = (2πσ2)−N/2 exp

[
− 1

2σ2

(
r− µ

)T(r− µ
)
]

, (6)

where the superscript T denotes “transpose.” The assump-
tion of IID observations is valid whenever they are associated
to transmitters and/or receivers located at different positions
and shadow fading is spatially uncorrelated.

According to (5), the only parameter of (6) that depends
on the position is µ, so we will formulate the wormhole
detection problem as a test of the mean vector of r:

H0 : µ = µ0,

H1 : µ /=µ0,
(7)

where µ0 is determined assuming there is no wormhole
present.

Now, depending on the origin of the measurements, we
can define two different tests. The first one is carried out
by the unlocalized node, which performs the localization
and wormhole detection processes simultaneously, using RSS

values obtained from packets supposedly transmitted by the
anchors. The second strategy can be applied after the node is
localized and is performed by the anchors, which analyze the
RSS measurements obtained from packets supposedly trans-
mitted by the localized node. Both schemes are presented in
Sections 5.1 and 5.2, respectively.

5.1. Simultaneous Localization and Wormhole Detection: Like-
lihood Ratio Test. In this scheme, the anchors broadcast bea-
coning packets containing their positions, conveniently enci-
phered and authenticated to prevent other kinds of attacks.
These packets are intended to be received by the unlocalized
node, which measures their RSS values and then decrypts
them to obtain the positions of the anchors. As stated
previously, assuming that the statistical model for the RSS
observations (6) is valid, then the wormhole detection
procedure can be formulated as a hypothesis testing problem
of the form (7), where the measurements r= [r1, r2, . . . , rN ]T

are, in our case, collected by the unlocalized node.
Therefore, if the hypothesis H0 (no wormhole) is true,

then the observations are RSS values of packets transmitted
by the anchors at known positions {a1, a2, . . . , aN} (see
Figure 3(a)), so that we have the null hypothesis

H0 : ri = r
(

ai, p
)
, i = 1, 2, . . . ,N (8)

and according to (5), the elements of vector µ0 in (7) are

μ0,i = K − 10α log10 d
(

ai, p
)
, i = 1, 2, . . . ,N. (9)

However, under H1 (wormhole attack), the packets
obtained by the unlocalized node come from the remote
wormhole node, as shown in Figure 2; therefore, the RSS val-
ues for these packets will be totally unrelated to the anchors
positions We will further assume that the remote wormhole
node “randomizes” the observations (e.g., by changing its
transmitted power) to avoid that they all take the same value
and so circumvent a trivial detection; thus, the assumption
of IID observations also holds true under H1.
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Figure 3: Scenarios for secure neighbor discovery assuming no wormhole is present. (a) Simultaneous localization and wormhole detection.
(b) Wormhole detection after localization.

Notice that, as the position of the node p is unknown,
both H0 and H1 of (7) are composite hypotheses. Therefore,
we can obtain the likelihood ratio test (LRT) [23] as

Decide H1
(
wormhole present

)
iff Λ(r) > η, (10)

where Λ(r) is the likelihood ratio

Λ(r) = maxµ f
(

r;µ
)

maxµ0
f
(

r;µ0

) (11)

and η is a threshold selected so that we have a given proba-
bility of false alarm (PFA). Taking into account (6) and (9),
we have

f
(

r;µ0

)
= (2πσ2)−N/2 exp

[
− 1

2σ2
V
(

p
)]

(12)

with

V
(

p
) =

N∑

i=1

[
ri − K + 10α log10d

(
ai, p

)]2
. (13)

The numerator of (11) is easily obtained, according to
(6), as

max
µ

f
(

r;µ
) = (2πσ2)−N/2

(14)

while the denominator of (11) is, according to (12),

max
µ0

f
(

r;µ0

)
= (2πσ2)−N/2 exp

[
− 1

2σ2
V
(

p̂
)]

, (15)

where p̂ is the maximum likelihood estimate (MLE) of p
under H0, defined as

p̂ = arg max
p

f
(

r;µ0

)
. (16)

Taking into account the inverse relationship between
f (r;µ0) and V(p), (16) can be also expressed as

p̂ = arg min
p
V
(

p
)

(17)

so that p̂ is obtained as the solution of a nonlinear least
square (NLS) problem. Finding the global solution of (17)
is, in general, a difficult optimization problem because of the
existence of multiple local minima in the objective function.
Therefore, it is customary to resort to simpler suboptimal
alternatives to the exact MLE that guarantee a single local
minimum [24, 25].

Now, taking into account (11), (14), and (15), we can
compute the logarithm of the likelihood ratio as

lnΛ(r) = V
(

p̂
)

2σ2
(18)

so that a test equivalent to (10) is

Decide H1 iffV
(

p̂
)
> η′, (19)

where η′ is another suitable threshold, selected so that

P
[
V
(

p̂
)
> η′ | H0

] = PFA (20)

with PFA the probability of false alarm. The LRT is summa-
rized in Algorithm 1.

We can see from (13) that V(p̂) is the sum of the squared
residuals, so it represents a measure of the “quality” of the
MLE p̂.

5.2. Wormhole Detection after Localization: Likelihood Ratio
Test. Another wormhole detection strategy could be imple-
mented after a given node has completed the localization
procedure, and as a result of this, it has obtained a position
within the local network deployment area. The idea now is
to use the anchor nodes to check the validity of the node
location.

To accomplish this, the localized node broadcasts cryp-
tographically secured packets containing its position p to be
verified. These packets are received by the anchors, which
use them to obtain RSS measurements and the declared
node position. So, in this case, the observations r = [r1,
r2, . . . , rN ]T are collected by the anchors and under H0

(no wormhole), correspond to the RSS values of packets
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Inputs:
Set of trustworthy anchor positions: {ai, i = 1, 2, . . . ,N}
Set of untrustworthy anchor to node RSSs: {ri = r(ai, p), i = 1, 2, . . . ,N}
Parameters of the path-loss model: K and α.
Detection threshold: η′

Steps:
(1) Obtain p̂ as the maximum likelihood estimate (MLE) of the position of the node using (17) and (13).
(2) Compute the test statistic V(p̂) using (13).
(3) if V(p̂) > η′ then
(4) set wormhole flag ←true
(5) else
(6) set wormhole flag ← false
(7) end if
(8) return wormhole flag and estimated position p̂

Algorithm 1: Simultaneous localization and wormhole detection. Parametric approach: likelihood ratio test.

transmitted by the node at position p and received by the
anchors at positions {a1, a2, . . . , aN} (see Figure 3(b)). There-
fore, we have the null hypothesis

H0 : ri = r
(

p, ai
)
, i = 1, 2, . . . ,N , (21)

and according to (5) and taking into account that d(x, y) =
d(y, x), for all x, y, the elements of vector µ0 are also given by
(9).

On the other hand, under H1 (wormhole attack), the
packets received by the anchors are transmitted by the local
wormhole node, as shown in Figure 2; therefore, the RSS
values for these packets will be unrelated to the declared posi-
tion of the compromised node p.

Therefore, the only difference with the previous case is
that now the position of the node p is known, so H0 is a
simple hypothesis and the likelihood ratio is

Λ(r) = maxµ f
(

r;µ
)

f
(

r;µ0

) , (22)

where f (r;µ) and f (r;µ0) are given by (6) and (12), respec-
tively.

Following analogous steps to the previous section, we
arrive at a test similar to (19) but using the reported position
instead of the MLE (see Algorithm 2):

Decide H1 iffV
(

p
)
> η′′, (23)

where V(p) was defined in (13) and η′′ is chosen so that

P
[
V
(

p
)
> η′′ | H0

] = PFA. (24)

Again, the test statistic V(p) is a measure of “goodness of fit”
of the declared position to the observations.

6. Wormhole Detection Using RSS:
Nonparametric Approach

The detection strategies of Section 5 assume the existence
of a well-defined measurement model that describes the
statistical relationship between observed RSS values and

distances. However, in most instances, such model can only
be stated under idealized conditions or is tied to a specific
scenario; in this latter case, estimating its parameters often
requires a costly calibration phase which must be repeated
every time the environmental conditions change.

Therefore, it would be desirable to devise wormhole
detection procedures that are “nonparametric” in the sense
that unlike the test (7), these strategies do not impose a
particular distribution for the observations; thus, such tests
will be robust against departures from any predefined model.
In particular, we will base our derivations of nonparametric
detection schemes on the underlying ideas of the range-free
positioning techniques described in Section 3.

As above, depending on the source of the measurements,
we will derive a procedure for simultaneous localization and
wormhole detection performed by the unlocalized node,
using RSS values obtained from packets transmitted by the
anchors, and a postlocalization wormhole detection scheme
performed by the anchors, employing RSS measurements
obtained from packets transmitted by the localized node.
Both schemes are presented in Sections 6.1 and 6.2, respec-
tively.

6.1. Simultaneous Localization and Wormhole Detection:
DWARFLoc. We can check the presence of a wormhole
without assuming any specific model for the observations by
exploiting the fact that under no attack, the RSS values col-
lected by the unlocalized node will be related to the distances
from the node to the anchors, no matter which is the exact
form of this relationship; on the other hand, if a wormhole is
present, the RSS values measured by the compromised node
are totally unrelated to its actual position.

Thus, under a wormhole attack and assuming that the
compromised node uses the ROCRSSI scheme described in
Section 3 to localize itself, it is very unlikely for the rings
provided by the anchor nodes to share a common inter-
section, even in the absence of measurement errors; so, if
a voting strategy is adopted to estimate the unknown node
position, the number of votes received by any region in the
plane will be well below the maximum attainable score (see
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Inputs:
Set of trustworthy anchor positions: {ai, i = 1, 2, . . . ,N}
Untrustworthy node position: p
Set of untrustworthy node to anchor RSSs: {ri = r(p, ai), i = 1, 2, . . . ,N}
Parameters of the path-loss model: K and α
Detection threshold: η′′

Steps:
(1) Obtain the anchor to node distances {d(ai, p), i = 1, 2, . . . ,N}.
(2) Compute the test statistic V(p) using (13).
(3) if V(p) > η′′ then
(4) set wormhole flag ← true
(5) else
(6) set wormhole flag ← false
(7) end if
(8) return wormhole flag

Algorithm 2: Detection after localization. Parametric approach: likelihood ratio test.

Figure 1(a)). On the other hand, if no wormhole is present,
we should expect that most anchors agree on the existence
of a region of the plane that satisfies the set of constraints
(2); this region, therefore, will receive a high number of
votes (relative to the number of anchors), as Figure 1(b)
illustrates. For these reasons, the test statistic proposed for
this nonparametric detection strategy is the deviation of the
maximum number of votes attained by any region of the
plane from the average number of votes.

Therefore, in this scheme the anchor nodes broadcast
beaconing packets that contain their positions and the RSSs
they measure for packets transmitted by other anchor nodes;
such packets should be conveniently enciphered and authen-
ticated. Then, the unlocalized node collects and decrypts the
beaconing packets and computes RSS values for them (see
Figure 3(a)); these measurements, along with the positions
of the anchors and the anchor-to-anchor RSSs, are used to
estimate the position of the node, via the ROCRSSI method.
The quality of the estimated position is determined by the
number of votes it received, and if this number (after mean
centering) is above a predefined threshold, the localization
process is considered valid; otherwise, an attack is presumed
and the unlocated node refrains from joining the network.
As usual, the detection threshold is selected to obtain a
given PFA. The whole DWARFLoc procedure is described in
Algorithm 3.

6.2. Wormhole Detection after Localization: DWARFTest.
Once the node is successfully located, we can proceed to
verify the validity of the node position p by reversing the
previous roles of the tested node and the anchor nodes (see
Figure 3(b)): now the former broadcasts packets containing
its estimated location, while the latter receive these trans-
missions, compute RSS values, and use them to look for
possible violations of the monotonicity constraint (1). If the
tested node has been compromised by a wormhole attack
like that of Figure 2, the source of those packets will be
the wormhole local node, whose position is, with a high
probability, different from that reported by the compromised
node, so that many of the anchor nodes will find that

the measured RSSs do not agree with the expected ones.
Obviously, beside the anchor nodes, any other node whose
position has been previously validated can also participate in
this wormhole detection procedure. Notice also that the RSS
values collected by the anchors should be transmitted to a
central node in order to process them.

As a measure of dissimilarity between distances and RSS
measurements, we have used a slight modification of the clas-
sical Kendall tau distance [26], which is a metric that counts
the number of pairwise disagreements between two lists. In
our case, the test statistic counts the number of violations
of the monotonicity constraint (1) for every possible pair of
node-to-anchor distances and their corresponding measured
RSS values as

τ
(

p
)=
∣
∣
∣
{(
i, j
)
, i< j :

(
d
(

p, ai
)
<d
(

p, a j
)
∧r(p, ai

)
<r
(

p, a j
))

∨
(
d
(

p, ai
)
> d

(
p, a j

)
∧ r(p, ai

)
> r
(

p, a j
))}∣∣

∣,

(25)

where |S| denotes the cardinal number of a set S.
As the test statistic τ(p) is a discrete random variable

(it only takes integer values), the decision procedure should
include two parameters to exactly obtain a predefined PFA:
an integer detection threshold η and a real number γ (0 ≤
γ ≤ 1), such that

P
[
τ
(

p
)
> η | H0

]
+ γP

[
τ
(

p
) = η | H0

] = PFA, (26)

where PFA is the desired probability of false alarm. The steps
to implement the DWARFTest procedure are illustrated in
Algorithm 4.

7. Simulation Results

We have conducted some simulations to evaluate and com-
pare the performance of the wormhole detection strategies
described in Sections 5 and 6. The simulated WSN is
composed of a set of anchor nodes whose positions are
uniformly distributed in a square room of 20 m × 20 m.
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Inputs:
Set of anchor positions: {ai, i = 1, 2, . . . ,N}
Set of untrustworthy anchor to node RSSs: {r(ai, p), i = 1, 2, . . . ,N}
Set of trustworthy anchor to anchor RSSs:{r(ai, a j), i = 1, 2, . . . ,N ; j = 1, 2, . . . ,N ; i /= j}
Detection threshold: η
Steps:
(1) Define a grid G of L points in the plane, covering the WSN deployment region and an array V of L counters.
(2) set V← 0
(3) for every anchor ai, i = 1, 2, . . . ,N do
(4) Obtain a ring R(ai, ρ

(i)
1 , ρ(i)

2 ) of the form (2) that should ideally contain the node position, using (3)
(5) for every point of the grid g ∈ G do
(6) if g ∈ R(ai, r

(i)
1 , r(i)

2 ) then
(7) Increment counter of votes for point g: V(g)← V(g) + 1
(8) end if
(9) end for
(10) end for
(11) Obtain the intersection region as the set of grid points with maximum number of “votes”:

vM = max
g∈G

V(g)

M = {g ∈ G : V(g) == vM}
(12) Estimate the position of the node as the centroid of the intersection area:

p̂ = 1
|M|

∑

g∈M

g

(13) Compute the sample mean of the number of votes:

v = 1
L

∑

g∈G

V(g)

(14) if vM − v ≤ η then
(15) set wormhole flag ← true
(16) else
(17) set wormhole flag ← false
(18) end if
(19) return wormhole flag and estimated position p̂

Algorithm 3: Simultaneous localization and wormhole detection. Nonparametric approach: DWARFLoc.

Inputs:
Set of trustworthy anchor positions: {ai, i = 1, 2, . . . ,N}
Untrustworthy node position: p
Set of untrustworthy node to anchor RSSs: {r(p, ai), i = 1, 2, . . . ,N}
Detection threshold and “PFA adjustment” parameter: η, γ
Steps:
(1) Obtain the node to anchor distances {d(p, ai), i = 1, 2, . . . ,N}.
(2) Compute the test statistic τ(p), using (25)
(3) if τ(p) > η then
(4) set wormhole flag ← true
(5) else if τ(p) = η
(6) set wormhole flag ← true with probability γ
(7) else
(8) set wormhole flag ← true
(9) end if
(10) return wormhole flag

Algorithm 4: Wormhole detection after localization. Nonparametric approach: DWARFTest.

For RSS values, we have assumed the log-distance path-loss
model (4) for which we set α = 3 as a typical value for indoor
environments.

The range-free localization scheme uses a square grid
of 20 × 20 elements, which implies a spatial resolution of

1 m in the proposed scenario. The range-based (parametric)
approach uses as an approximation for the MLE the best
linear unbiased estimator (BLUE) of the node position,
because it is much simpler to implement than the exact MLE
and its variance is close to the Cramér-Rao lower bound [25].
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A wormhole attack is simulated according to the model of
Figure 2. The distance between the wormhole remote node
and the compromised node, d(w, c), is randomly chosen,
and both nodes are assumed to be located beyond the radio
range of any other WSN node. To avoid a trivial detection,
the remote wormhole node performs random changes in its
transmitted power, so that the RSS values measured by the
compromised node are obtained as

rci = K − 10α log10 d(w, c) + e + ui, i = 1, 2, . . . ,N ,
(27)

where d(w, c) is uniformly distributed between 0 and 20 m,
e is a zero-mean Gaussian random variable with standard
deviation σ , and {ui, i = 1, 2, . . . ,N} are IID random vari-
ables with uniform distribution in the interval (−6, 6). These
RSSs are first processed by the simultaneous detection and
localization schemes of Sections 5.1 and 6.1.

Once the node has been located, the detection procedures
of Sections 5.2 and 6.2 are started and the tested node begins
to broadcast its estimated position. However, according to
Figure 2, if this node has been compromised by a wormhole
attack, the RSS values measured by the anchors are related to
their distances to the wormhole local node, because this node
is acting as a repeater.

To determine the detection thresholds for the tests,
we have also simulated the scenarios of Figure 3, using a
reference node whose position is uniformly distributed in the
WSN deployment area. Then, for each of the four tests, the
empirical cumulative distribution function (CDF) of the test
statistic is used to obtain the critical value that ensures a given
PFA.

Some results are represented in Figures 4 and 5, where
we have plotted the attained probability of detection for
the wormhole detection schemes of Sections 5 and 6 under
different situations. The PFA is fixed at 0.05 and we conduct-
ed 1000 simulation runs in all cases.

By examining Figures 4(a) and 5(a), we can observe
that the parametric approach for simultaneous wormhole
detection and localization (LRT-BLUE) performs clearly
better than the range-free procedure (DWARFLoc); this was
expected, because range-free localization methods do not use
a priori information about any model for the RSS observed
values. However, we can see form Figures 4(b) and 5(b)
that the range-free version of the scheme for detection after
localization (DWARFTest) competes in performance with its
parametric counterpart (LRT) and even surpasses it for high
values of the path-loss standard deviation; this is attributable
to the rapid degradation of the BLUE estimator when the RSS
measurements are subject to significant errors.

8. Conclusions

In this paper we presented a minimalist model for a worm-
hole attack to a WSN that can be effectively counteracted by
two different detection procedures, based on the underlying
ideas of RSS-based range-free localization methods. The
first one (DWARFLoc) operates simultaneously with the
localization procedure, and the second one (DWARFTest)
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Figure 4: Probability of wormhole detection for the proposed strat-
egies with varying number of anchor nodes (PFA = 0.05 and σ =
3 dB). (a) Simultaneous localization and detection. (b) Detection
after localization.

is a postlocalization detector that tries to validate a poste-
riori the estimated node position. Simulations suggest that
DWARFTest has much better detection performance than
DWARFLoc but requires more transmissions to be carried
out.

Furthermore, assuming that the RSS values follow the
standard log-normal path-loss model, we have also derived
exact likelihood ratio tests for the detection of a wormhole,
which can be used as benchmarks for any other detection
scheme.
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Figure 5: Probability of wormhole detection for the proposed strat-
egies with varying path-loss standard deviation (PFA = 0.05 and
N = 40). (a) Simultaneous localization and detection. (b) Detection
after localization.

Acknowledgments

This research was partially supported by the Spanish Min-
istry of Science and Innovation under Grant TEC2009-
14219-C03 (AMURA) and the European Commission under
Grant FP7-ICT-2009-4-248894 (WHERE2).

References

[1] X. Du and H. H. Chen, “Security in wireless sensor networks,”
IEEE Wireless Communications, vol. 15, no. 4, pp. 60–66, 2008.

[2] P. Papadimitratos, M. Poturalski, P. Schaller et al., “Secure
neighborhood discovery: a fundamental element for mobile

ad hoc networking,” IEEE Communications Magazine, vol. 46,
no. 2, pp. 132–139, 2008.

[3] Y. C. Hu and A. Perrig, “Wormhole attacks in wireless net-
works,” IEEE Journal on Selected Areas in Communications, vol.
24, no. 2, pp. 370–379, 2006.

[4] C. Liu, K. Wu, and T. He, “Sensor localization with ring over-
lapping based on comparison of received signal strength
indicator,” in Proceedings of IEEE International Conference on
Mobile Ad-Hoc and Sensor Systems, pp. 516–518, October
2004.

[5] R. Maheshwari, J. Gao, and S. R. Das, “Detecting wormhole
attacks in wireless networks using connectivity information,”
in Proceedings of the 26th IEEE International Conference on
Computer Communications (INFOCOM ’07), pp. 107–115,
May 2007.

[6] T. Giannetsos, T. Dimitriou, and N. R. Prasad, “State of the
art on defenses against wormhole attacks in wireless sensor
networks,” in Proceedings of the 1st International Conference
on Wireless Communication, Vehicular Technology, Information
Theory and Aerospace and Electronic Systems Technology (Wire-
less VITAE ’09), pp. 313–318, May 2009.

[7] W. Wang and B. Bhargava, “Visualization of wormholes in
sensor networks,” in Proceedings of the 3rd ACM Workshop on
Wireless Security (WiSe ’04), pp. 51–60, October 2004.

[8] Y. Zhang, W. Liu, W. Lou, and Y. Fang, “Location-based
compromise-tolerant security mechanisms for wireless sensor
networks,” IEEE Journal on Selected Areas in Communications,
vol. 24, no. 2, pp. 247–260, 2006.

[9] J. Wu, H. Chen, W. Lou, Z. Wang, and Z. Waang, “Label-based
DV-Hop localization againstwormhole attacks in wireless
sensor networks,” in Proceedings of the 5th IEEE International
Conference on Networking, Architecture and Storage (NAS ’10),
pp. 79–88, July 2010.

[10] L. Lazos, R. Poovendran, and S. Čapkun, “ROPE: Robust posi-
tion estimation in wireless sensor networks,” in Proceedings of
the 4th International Symposium on Information Processing in
Sensor Networks (IPSN ’05), pp. 324–331, April 2005.
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We present a scheme, called SLMB, for secure sensor localization in WSNs in which we propose to use a mobile beacon node with
the goal of reducing the overall energy consumption in sensor nodes during sensor localization. In the SLMB scheme, a mobile
beacon node traverses through the network, collects information from unknown sensor nodes, figures out position relationship
with these nodes, and sends the information to the base station where analysis and location calculation is carried out to relieve
unknown sensor nodes from energy-consuming computation. The proposed SLMB scheme is also designed to resist wormhole
attacks, and localization is developed based on a mathematical model to design a path for the mobile beacon node to traverse
in order to cover the entire sensor network. To evaluate our scheme, we have performed simulations to demonstrate that the
SLMB scheme can improve the success rate and the accuracy of sensor localization compared to other sensor localization schemes
in hostile environments. Our simulation results also show that the SLMB scheme consumes much less energy than traditional
distributed sensor localization schemes, which is an important metric in measuring the effectiveness and usefulness of any schemes
targeted for applications in WSNs.

1. Introduction

Sensor localization in wireless sensor networks (WSNs) is a
fundamental technical issue, for it is critical for monitoring
applications and for most location-based routing protocols
and services. Therefore, in recent years, sensor localization
has generated a great deal of interest in which researchers
have considered various technical issues, such as efficiency
[1], accuracy [2], and security [3] during sensor localization.
Methods for the localization of wireless sensor nodes are gen-
erally classified into two types: range-based localization and
range-free localization. The first type includes schemes in
which positions of the unknown sensor nodes are calculated
using measurement means to derive relevant information
about distances and angles between sensor nodes [4]. The
second type includes schemes in which positions of the
unknown sensor nodes are estimated using connectivity
information as well as multihop routing information to
derive relevant information between sensor nodes [5].

In real applications, however, there may be other types
of localization methods owing to different application

scenarios. Therefore, specific localization methods in
real applications need to be continuously developed and
improved based on orientation methods in order to adapt
basic localization schemes to different network scenarios.
Consequently, in order to develop effective sensor local-
ization methods, we should analyze and understand the
main characteristics of specific networks and develop
proper performance metrics that can be used to measure
the performance of localization schemes. Meanwhile, we
should also consider the main constraints of wireless sensor
networks such as constrained energy supply of the sensor
nodes as well as the complexity of network environments in
the development of effective localization methods.

Most existing localization algorithms, whether range-free
or range-based, are distributed in nature in which unknown
sensor nodes need to get position information about nearby
beacon nodes so that they can calculate their own positions.
The calculated position results are then sent to the base
station or a central server to be used in real applications. One
major drawback of such distributed localization algorithms
is that it makes energy-constrained unknown sensor nodes
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bear all the responsibility of communication and compu-
tation, resulting in high energy consumption in the sensor
nodes. Another problem with such distributed algorithms is
the increased security risks due to frequent communication
between the sensor nodes.

In this paper, we propose a secure centralized sensor
localization scheme by using a mobile beacon node (SLMB)
to address the above-mentioned critical issues for WSNs and
by developing some secure mechanisms to resist wormhole
attacks in sensor localization. The proposed SLMB scheme
has the following general features.

(1) It uses a mobile beacon node to travel along a
calculated path in the network to collect informa-
tion about the position relationship with nearby
unknown sensor nodes. The collected information
is then sent to the base station where the positions
of the unknown sensor nodes are calculated, which
can greatly lower the communication cost for the
unknown sensor nodes.

(2) It takes a centralized approach so as to reduce the
amount of calculation in the unknown sensor nodes
by transferring the calculation work to the base
station, which is a node in the network that is
considered to be free from resource constraint.

(3) It calculates a reasonable mobile path for the beacon
node to traverse so as to cover the entire network
to ensure that every unknown sensor node can get
connected to the mobile beacon node at some point
of time so that necessary information can be collected
for position calculation. The development of the
mobile path follows the design principle of the cel-
lular network and includes a quantitative method for
the determination of efficient and necessary points
for the mobile beacon node to visit for information
collection.

(4) It includes some secure mechanisms to fight against
wormhole attacks, thus improving the security of the
centralized sensor localization algorithm in general.

The rest of this paper is organized as follows. In Section 2,
we review some related work on sensor localization in WSNs.
In Section 3, we present our centralized sensor localization
scheme and describe some implementation and application
issues. In Section 4, we describe the experiment we have
performed to evaluate the proposed SLMB scheme and show
some favorable simulation results in comparison to other
localization methods. Finally, in Section 5, we conclude this
paper in which we also discuss some future work.

2. Related Work

Existing sensor localization schemes can be generally clas-
sified into two types, that is, distributed and centralized
schemes based on where calculation of sensor positions
is performed in the localization process. In distributed
localization, the unknown sensor nodes collect position
information about nearby beacon nodes and calculate their

own coordinates by themselves [6, 7]. That is, unknown
sensor nodes are responsible for position calculation. In
contrast, in centralized localization, beacon nodes collect
the position information about unknown sensor nodes and
send the information to the base station for data integration
and position calculation [8, 9]. That is, the base station is
responsible for position calculation.

Although distributed localization schemes have been
widely popular, since in most WSNs, the number of beacon
nodes is usually too limited, and the status of such nodes is
too static to meet the needs of large WSNs. For these reasons,
if an unknown sensor node wants to use beacon information
more effectively, it may need to get the beacon information
through multihop data transmission. In [10], the authors
proposed a self-positioning algorithm that can run efficiently
and independently at individual sensor nodes based on
locally collected information. However, the requirement on
the distance measurement error is quite strict. In [11],
the authors proposed an algorithm and showed that even
when only the connectivity information was given, the
Euclidean distance between the estimated and the correct
position of every unknown sensor node can be bounded
and would decay at a rate that is inversely proportional
to the radio range. However, this scheme incurs a larger
amount of calculation in the unknown sensor nodes. In
[12], the authors proposed a classic distributed localization
scheme called DV-Hop based on distance vector routing.
In DV-Hop, each unknown node needs to get the hop-
count to the beacon nodes which estimate the average
size for one hop between nodes in the network. Then the
unknown nodes calculate their positions using the obtained
information about the distances between the beacon nodes
and themselves. DV-Hop can provide approximate positions
for the nodes in a network where only a small fraction of
nodes have self-positioning capability, but it requires more
message exchanges between nodes in the network.

Due to energy constraint and thus limited life of sensor
nodes, many researchers have proposed some centralized
localization methods to reduce energy consumption through
lowering computation and communication cost for the sen-
sor nodes. Such localization approaches can bring significant
benefits to applications, for it can extend the life of sensor
nodes since most computations will now be completed at the
central server or base station. In [13], the authors presented
a multihop localization technique for WSNs by exploiting
the strength indications of received signals. The proposed
scheme aims at providing a solution for the localization of
sensor nodes in static WSNs. In [14], the authors made
some major modifications to improve the performance of the
simulated annealing-based localization algorithm to increase
localization accuracy. However, this type of localization
schemes requires a large number of beacon nodes and
involves complicated localization algorithms in order to
complete the localization of all unknown sensor nodes in the
network.

In order to overcome the shortcomings of requiring
a large number of beacon nodes, in [15], some schemes
based on mobile beacon nodes were proposed to transfer
beacon information to help unknown sensor nodes in
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performing self-localization. The problem is that some of
the methods cannot be easily integrated into the centralized
framework and some others lack methods for concise
calculation of effective mobile beacon path. In [16], the
authors demonstrated a range-free localization mechanism
based on the location information from mobile beacons and
on the principles of elementary geometry. But all the position
calculation is still completed in the unknown sensor nodes,
which makes it more like a distributed localization scheme.
In [17], the authors proposed a novel mobile beacon-assisted
localization algorithm based on network density clustering
for WSNs by combining node clustering, incremental local-
ization, and mobile beacon assisting together. Although this
scheme is suitable for clustering large networks, it may not
be suitable for networks that require faster convergence.

Some more research work has also be carried out to
address security issues in sensor localization for WSNs. In
[18], the authors improved the security and accuracy of
sensor localization using location-based key distribution.
In [19], the authors presented a novel defense mechanism
against attacks in the DV-Hop localization algorithm. How-
ever, the security mechanisms proposed in these algorithms
are not applicable to the mobile beacon scenario in WSNs.

In this paper, we introduce a mobile beacon node into
centralized localization while improving the security of the
scheme. In order to keep the computation cost and therefore
the energy cost low for the sensor nodes, we propose a
specific centralized localization scheme in which the mobile
beacon node traverses the entire network following a well-
designed path during which it stops at every collection
point to collect position information from nearby unknown
sensor nodes before moving to the next collection point.
The mobile beacon node sends a position request at each
collection point to nearby unknown sensor nodes, estimates
the position relationship to these unknown sensor nodes
based on received information and sends the information
along with its own current position to the base station. It is
the base station that will eventually complete all the position
calculation.

The proposed SLMB scheme has the following obvious
advantages.

(1) It can balance energy consumption of sensor nodes
in the network, for it would prevent the sensor nodes
that are closer to the base station from consuming
excessive energy to deliver position information to
the base station from far away sensor nodes in a
multihop manner.

(2) It can improve localization accuracy as well as success
rate compared to other similar schemes.

(3) It can improve the security of localization since
securing only the beacon node should be much easier
than securing a large number of unknown sensor
nodes in the network.

(4) It can effectively reduce the communication overhead
for the sensor nodes and overall transmission delay.

3. The Proposed Scheme

3.1. The Network Model. There are three types of nodes in
the network model for our SLMB scheme. The first type
includes the base station, which is capable of managing
and integrating data for the entire network including the
calculation of positions of unknown sensor nodes and the
application of the results in real applications. The second
type includes the mobile beacon nodes, which is capable
of positioning themselves, traversing the network to collect
information from unknown sensor nodes, and transmitting
the collected information to the base station for position
calculation. In addition, beacon nodes are mobile nodes that
are assumed to have unlimited energy supply. The third
type includes the unknown sensor nodes whose positions
or locations in the network need to be determined through
calculation based on collected information.

3.2. The Localization Model. The scheme that we propose is
appropriate for applications and networks in which there is
not enough stationary beacon nodes as position references
for the unknown sensor nodes but localization still needs
to be finished in time. In the proposed SLMB scheme, the
information about the distribution of the unknown sensor
nodes in the network can be obtained by using a mobile
beacon node, and the positions of the unknown sensor nodes
can be calculated quickly by the base station. In addition, in
the SLMB scheme, we use a mathematical model to make
the mobile beacon node follow a designated path to cover
the entire network so as to improve the effectiveness and
efficiency of sensor localization.

Following are the main steps of our centralized sensor
localization algorithm, that is, the SLMB scheme.

(1) The mobile beacon node moves along a calculated
path, sending position requests at every collection
point to nearby unknown sensor nodes, collecting
responses from unknown sensor nodes, and sending
the collected information along with its current
position to the base station.

(2) The mobile beacon node moves to the next collection
point after completing the work at a previous collec-
tion point until it completes the traversal of the whole
path to cover the entire network. The mobile beacon
node can decide to aggregate information collected
at more than one collection point before sending
the collected information to the base station to
further improve the performance of communication
although energy consumption is not an issue under
consideration.

(3) The base station integrates all the information
received from the mobile beacon node and calculates
the positions of all the unknown sensor nodes.

3.3. The Mobile Path Model. Mobility of the beacon node is
required in our SLMB scheme. Consequently, the path that
the mobile beacon node travels is very important for the
performance of the scheme.
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The purpose of using a mobile beacon node is to
collect position information from unknown sensor nodes.
Therefore, the path for the mobile beacon node to travel
needs to meet the following two requirements.

(1) It must cover the entire network. Since sensor nodes
in the network may be deployed randomly, the
beacon node needs to connect to as many unknown
sensor nodes as possible in order to improve the
efficiency of localization.

(2) It must complete localization quickly. The path for
the mobile beacon node to travel along should
support efficient localization and make the number
of collection points as minimal as possible.

The area that the mobile beacon node can effectively
cover at anytime is modeled by a round area or circle
with its present position as the center point and the signal
transmission range as the radius. We can thus build a
mathematical model to optimize the path that the mobile
beacon node should follow as it traverses the entire network,
which can be viewed and solved as the area coverage problem.

We assume that all sensor nodes in the network are
deployed within a rectangular area, and the size of the area
as well as the communication radius of the sensor nodes are
known in advance. Our objective is to have the circles of the
beacon node cover the entire rectangular area as it traverses
through the network while keeping the overlapping regions
of the circles as minimal as possible. This requires that with
a collection of points {(xc1 , yc1 ), (xc2 , yc2 ), . . . , (xcn , ycn)} that
the mobile beacon node stops during its journey, for any
arbitrary point (xo, yo) that represents the position of an
unknown sensor node, the following condition must be met:
if (xo, yo) is located in the rectangular network area, it must
be covered by at least one circle of the mobile beacon node
with a collection point of the mobile beacon node as the
center and the signal transmission range as the radius.

From the above analysis, we can see that the circular areas
that the mobile beacon node generates as it moves along
a path could have some parts overlapping with each other
in order to cover the entire rectangular area. Therefore, we
have to make sure that the circles would cover each and
every unknown sensor node deployed in the network while
making the overlapping parts as small as possible, which is
the basic principle in the design of the mobile path for the
mobile beacon node to traverse and cover the entire network.
When the overlapping areas of different circles are the same,
the polygon that is constructed with the chords of each
circle becomes straight polygons. We can thus transform the
original area coverage problem of using circles to cover a
rectangular area to the problem of using the polygons to
cover a rectangular area.

Lemma 1. The number of edges of a straight polygon for
dividing a rectangle can only be 3, 4, or 6.

Proof. We assume that the rectangle is covered by one or
more straight polygons each of which has p edges (p ≥ 3).
If α is the interior angle of the polygon, then α = (180◦(p −
2))/p.

Let q be the total number of polygons to which a vertex
belong. Then, q = 360◦/α. Since q must be a natural number
and q can be calculated using

q = 360◦ · p

180◦
(
p − 2

) = 2p
p − 2

. (1)

Thus, p can be calculated using

p = 2q
q − 2

= 2
(
q − 2

)
+ 4

q − 2
= 2 +

4
q − 2

. (2)

From formula (2), we can get the following results:
{
q = 3

p = 6,

{
q = 4

p = 4,

{
q = 6

p = 3.
(3)

Therefore, the number of edges p can only be 3, 4, or
6. The three specific coverage situations are demonstrated in
Figure 1. In the figure, Sc shows the overlapping part between
two adjacent circles. Let Ss and St denote the area of the sector
and that of the triangle, respectively. Thus, Sc = 2(Ss − St).
We can then use formula (4) to get Ss, St, and Sc, respectively,
in which χ is the degree of the central angle of the sector, and
x is the percentage of Sc over the circle.

Ss =
(

χ

360◦

)
· πR2,

St = 1
2
R2 sin χ,

Sc = xπR2.

(4)

We can then derive

xπR2 = 2
((

χ

360◦

)
· πR2 − 1

2
R2 sin χ

)
. (5)

Thus, we get

x = 2
(

χ

360◦

)
− sin χ

π
, (6)

when p = 3, 4, 6, χ = 120◦, 90◦, 60◦, and x = 0.39, 0.18,
0.06, respectively.

It is thus clear that using straight hexagons to cover a
rectangular area can achieve the highest efficiency, which
coincides with the core idea of the honeycomb network
principle.

We design the path for the mobile beacon node to travel
as follows.

First, we need to determine the minimum number of
circles to cover the rectangle with hexagons. Let’s deduce the
formulas for solving this problem.

Suppose the size of a rectangular area is M ∗ N and the
communication radius of the wireless nodes is R. Let m be
the number of circles in one odd-numbered horizontal line,
n be the number of circles in one vertical line. Let l and d be
the distances shown in Figure 1. We can thus calculate l and
d by using

l = 2 · R · cos
π

6
= √3R,

d = R · sin
π

6
.

(7)
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Ss

St

Sc
d

l
χ

Figure 1: Relationship between the coverage areas with the mobile
beacon node at different collection points.

Then, n can be calculated using formulas (8) or (9) when
it is an odd or an even number, respectively.
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⎜
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(
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+ 1 + 2 + 1 + 2 + · · · + 1 + 2 + 1
︸ ︷︷ ︸
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⎞

⎟
⎟
⎟
⎠
R.

(9)

And m can be calculated using
√

3r · (m− 1) < M ≤ √3r ·m. (10)

We are now ready to compute the minimum number
of circles that can cover the entire rectangular network area
through using formula (11) in which P is the total number of
collection points.

P =
⎧
⎪⎨

⎪⎩

n ·m +
n− 1

2
, n is an odd number.

n ·m +
n

2
, n is an even number.

(11)

The path thus derived for the mobile beacon node
to traverse and cover the entire network is shown in
Figure 2.

3.4. Position Calculation. The calculation of the position of
each and every unknown sensor node is performed by the
base station in our SLMB scheme, which is different from
the traditional range-based localization methods in order to
reduce the convergence time of localization as well as the cost
of information collection by the mobile beacon node. Most
existing range-based localization methods need multiple

Unknown nodes

Collection points for the beacon nodes

Figure 2: Mobile path for the mobile beacon node.

θ

d

Δθ

Δd

Δd

Figure 3: Position relationship between the mobile beacon node
and a to-be-located unknown sensor node.

measurement points to measure the distances to unknown
sensor nodes, whether they are based on the means of arrival
time, signal strength, or angle. In the SLMB scheme, we
combine the measurements of angle and arrival time to
determine the distances so as to reduce the requirement on
the number for collection points. As shown in Figure 3, the
mobile beacon node can sense the directional angle θ of
received messages from an unknown sensor node using an
antenna array and, at the same time, measure the distance to
the same node using time information in the messages. Then,
the position of the unknown sensor node can be calculated
using both pieces of information.

Since there are only a limited number of collection
points, the measurement in the proposed SLMB scheme may
incur errors. As shown in Figure 3 in which the angle error
is ±Δθ and the range error is ±Δd, we take the centroid of
the area with angle interval {(θ − Δθ), (θ + Δθ)} and length
interval {(d−Δd), (d +Δd)} as the position of the unknown
sensor node.
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Attack 1

Attack 2

U

B1

Figure 4: The wormhole attack model.

3.5. The Security Mechanism. Wormhole attacks are the
primary type of attacks that can be launched without
compromising any cryptographic keys. It can cause serious
consequences to localization, especially when the beacon
node wakes up the neighboring unknown sensor nodes
through a localization request and when an unknown sensor
node responds to the request. A communication channel
between two attackers is shown in Figure 4 from which we
can see that attack1 can transmit a request from B1 to the
unknown sensor nodes that are outside of the coverage area
of B1. The communication channel can also be used to replay
the response of U to B1.

In order to detect information that is replayed from out-
side of the normal communication range, when the beacon
node receives some information from the same unknown
sensor node at different collection points, the beacon node
should check whether one position information has been
received repeatedly from the same exit of a wormhole, then
compare the distances of the repeated positions d with the
threshold T . If d ≤ T , it means that this is a normal error
caused by the overlapping area of the two collection points.
If d > T , it could mean an attack. If the wormhole attack
is launched against just one node, the beacon node is not
able to determine the location of the attacker. However, if
the wormhole attack is launched towards multiple nodes, the
attacker could be detected according to the wormhole attack
filtering principle that is based on the same exit.

In addition, the beacon node may also receive messages
with the same ID of an unknown sensor node since the
replayed information is within the same communication
radius. According to the signal transmission characteristics,
we will only accept the first received information, discard the
latter ones, and include it in the blacklist since the replayed
information couldn’t arrive at the object earlier than the
original signal with the same transmission power.

3.6. Application Issues. The SLMB scheme has been designed
to make sure that the mobile beacon node fully covers the
entire deployment area, thus making it suitable for static
WSNs. In dynamic WSNs in which the location of a sensor
node may change from time to time due to mobility or the
network environment, the SLMB scheme can be enhanced
so that the mobile beacon node will periodically traverse the

network to calculate and update the information on sensor
locations. The interval between repeated SLMB applications
can follow a strategy that can be determined based on
application requirements as well as network environments.
In addition, we can also adapt the basic SLMB scheme for
huge WSNs by dividing the sensor deployment area into
multiple regions and then deploying multiple mobile beacon
nodes in the area with each for a different region to meet
the real-time requirement of sensor localization. The model
allows us to derive satisfactory localization results by making
each beacon node cover minimum number of collection
points with particular time constraints to achieve desired
performance for sensor localization.

As it has been widely known, the application of WSNs has
now spread to a lot of different areas including those in harsh
environments such as battlefields and wildlife monitoring
as well as many emerging applications in our daily life.
Both distributed and centralized sensor localization schemes
have their distinctive strengths and weaknesses to deal with
different application scenarios. In a harsh environment
where it is almost impossible for human beings to get near
the sensors, a remotely controlled wireless mobile device can
be used to traverse the deployment area acting as the beacon
node to accomplish the functionality of sensor localization.
If there are mountains and hills in the deployment area, we
can manage to map the three-dimensional area into our two-
dimensional model and thus still use a wireless flying device
to collect location information from the sensor nodes. If
sensor nodes are deployed in a well-developed area, a vehicle
can be operated to move along a designated route to cover
the entire deployment area to collect location information
from the sensor nodes. In extreme situations where it is not
feasible to use a mobile device as the beacon, distributed
sensor localization algorithms should be considered as a
complementary scheme. As WSNs find more and more
diverse applications ranging from traditional applications to
the Internet of Things scenario, there are certainly many
applications in which our SLMB scheme can be used to
perform sensor localization to achieve a wide variety of
performance objectives.

We also would like to note that the proposed SLMB
scheme is appropriate for WSNs that do not have a too high
requirement on the accuracy of localization. To improve the
accuracy of localization though, we can increase the number
of collection points for the mobile beacon node to collect
more position information about unknown sensor nodes
and calculate the positions of the unknown sensor nodes
through maximum likelihood estimation, which is a future
work in our research in which we will demonstrate how
accuracy improves along with the increase in the number
of collection points. This is a tradeoff between accuracy
and required completion time in addition to some other
considerations such as the cost of communication and
computation.

4. Simulation and Analysis

4.1. Performance on Sensor Localization. We have per-
formed several simulations to evaluate the performance of
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the proposed SLMB scheme on sensor localization. The
network configuration for our first simulation is set up as
follows: there are 50 unknown sensor nodes and a mobile
beacon node deployed randomly in an area of 800 × 800 m2.
The transmission range R of the wireless nodes is set up to
be 100 m. The distance error and angle error between the
mobile beacon node and any unknown sensor node are set
up in the range of 0–0.05 and 0–0.05∗ π, respectively.

We compare localization error between our proposed
SLMB scheme and a localization scheme based on the general
mobile path (LBGM). Localization error is an important
metric to measure the performance of sensor localization
in WSNs, which is the distance between localization coor-
dinates and the actual coordinates calculated using (12) in
which (xU , yU) and (x′U , y′U) denote the measured and the
actual coordinates of unknown sensor node U , respectively.

eU =
√(
xU − x′U

)2 +
(
yU − y′U

)2
. (12)

The simulation results on localization error for 50
unknown sensor nodes are shown in Figure 5 from which
we can see that there are several unknown sensor nodes that
have an localization error of infinite value, which means that
these nodes cannot be located using the LBGM scheme. Our
proposed SLMB scheme is shown to be more effective, for
it can improve the success rate of localization of unknown
sensor nodes for about 20% while reducing localization
errors in general.

Since there are a variety of applications that need
the location information about deployed sensor nodes but
sensors may be different, it is worthwhile to investigate the
performance of the proposed SLMB scheme for different
network sizes in terms of coverage area and for different
transmission ranges of the sensor nodes. We hereby use
the notion of average localization error in evaluating our
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Figure 6: Average localization error of unknown sensor nodes for
various network sizes.

SLMB scheme using (13) in which N denotes the number
of unknown sensor nodes in a network as follows:

e =
∑N

i=1 ei
N

. (13)

We first investigate the effect of network size on sensor
localization. In the evaluation, 100 unknown sensor nodes
and a mobile beacon node are deployed in the network,
the network is set up to cover an area of 500 ∗ 500 m2,
600∗600 m2, 700∗700 m2, 800∗800 m2, 900∗900 m2, and
1000∗1000 m2, respectively, and R is set up to be 100 m. The
distance error and angle error between the mobile beacon
node and any unknown sensor node are also set up in the
range of 0–0.05 and 0–0.05∗ π, respectively.

The average localization error of the unknown sensor
nodes using the proposed SLMB scheme and that using the
LBGM scheme are shown in Figure 6 and the success rates
of localization of these two schemes are shown in Figure 7.
From these two figures, we can see that our SLMB scheme
is more effective in covering the entire network area and in
improving the accuracy of localization of unknown sensor
nodes.

We then investigate the effect of transmission range of
the nodes on localization. In the evaluation, 100 unknown
sensor nodes and a mobile beacon node are deployed in a
network area of 600 ∗ 600 m2, and the transmission range
of the wireless nodes is set up to be 50 m, 60 m, 70 m,
80 m, 90 m, and 100 m, respectively. The distance error and
angle error between the mobile beacon node and unknown
sensor nodes are also set up in the range of 0–0.05 and 0–
0.05 ∗ π, respectively. The average localization errors for
the 100 unknown sensor nodes using the proposed SLMB
and the LBGM schemes as well as the localization success
rates are shown in Figures 8 and 9, respectively. From these
two figures, we can see that the SLMB scheme can achieve
better performance both on localization accuracy and on
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various transmission radiuses.

localization success rate with very stable results. The reason
for the small difference shown in Figure 8 in localization
accuracy between SLMB and LBGM is that it only includes
the simulation results of those nodes that can be successfully
located.

Finally, we investigate the performance of the SLMB
scheme in terms of its ability of resisting against wormhole
attacks. We randomly distribute two pairs of wormhole
attackers in the experiment environments that we set up
above for various network sizes and different transmission
radiuses. The average localization errors of the unknown
sensor nodes under these two environments are shown in
Figures 10 and 11, respectively, from which, we can see
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Figure 9: Success rate of localization for various transmission
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hostile environment.

that the SLMB scheme is able to fight against wormhole
attacks, thus improving the localization accuracy for WSNs
compared to normal localization by using a mobile beacon
(NLMB).

4.2. Performance on Energy Consumption. Batteries are usu-
ally used to supply power in the sensor nodes in WSNs, and
a sensor node is considered to be no longer functional when
the battery in the node is exhausted. Therefore, the efficiency
of energy usage must be considered in any protocol design
for WSNs. The energy consumption of a sensor node mainly
consists of energy consumption for data transmission and
that for data processing. We now analyze the performance
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of SLMB with respect to energy consumption and compare
it to DV-Hop [12], a classic distributed sensor localization
method.

First, let us develop an energy consumption model for
the proposed SLMB scheme. In our model, the operations
in each sensor node that consumes energy include data
transmission, data reception, and position calculation, and
the energy consumed for each of these operations is denoted
as Es, Er , and Ec in which it is widely recognized that
Es and Er are normally much higher than Ec. The total
amount of energy consumed by each sensor node can then
be calculated using Formula (14) in which Es and Er can
be calculated using formulas (15) and (16), respectively.
In all the formulas, k1 and k2 denote the number of bits
that have been sent and received, respectively, during sensor
localization and E0 denotes energy consumption for sending
or receiving a single bit of data. Energy consumption for
sending a message includes two parts; one is calculated based
on the amount of data sent and the other is on the distance
between the sender and the receiver that we denote as Es1
and Es2, respectively, and d is the distance and x a constant
multiplier.

E = Es + Er + Ec, (14)

Es = Es1 + Es2 = E0 ∗ k1 + x ∗ k1 ∗ d2, (15)

Er = E0 ∗ k2. (16)

In our SLMB scheme, we assume that the amount of
data is fixed and is the same for every message sent and
received and that any data that is sent by a node can be
received by all the neighboring nodes within the radius of
the communication of the sending node. We now compare
the performance on energy consumption of SLMB to that
of DV-Hop. In DV-Hop, an unknown sensor node needs to
transmit localization information through multiple hops and
calculates its position coordinates by itself.

The network configuration for our simulation on energy
consumption is set up as follows: 500 unknown sensor nodes
are deployed randomly in an area of 500 × 500 m2; the
transmission range R of the wireless nodesis assumed to be
50 m. We can then get E0 = 50 nj/bit and x = (0.1 nj/bit)/m2.
The localization results may also need to be updated in some
applications. Thus, we evaluate the performance on energy
consumption for multiple applications of sensor localization,
and the results for the accumulative energy consumption
are shown in Figure 12. We now investigate the energy
consumption for varying numbers of unknown sensor nodes
in the network, and the results are shown in Figure 13.

We can see from the above evaluation that energy
consumption in SLMB is much smaller than that in DV-
Hop. SLMB can keep energy consumption at a very low level
with various numbers of unknown sensor nodes, especially
for some networks in which multiple applications of sensor
localization are needed. Under both circumstances, our
proposed SLMB scheme achieves a much better performance
on energy consumption. Another obvious advantage of
the SLMB scheme is that it not only can lower energy
consumption in each sensor node, but it can also keep
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radiuses in a hostile environment.
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Figure 12: Accumulative network energy consumption for multiple
applications of sensor localization.

energy consumption evenly across all the unknown sensor
nodes in the network, thus preventing some unknown sensor
node from exhausting energy prematurely and becoming
unusable before some others and, as a result, prolonging
the life of the network. The main factors that lead to the
improved performance are that the SLMB scheme has been
designed to achieve the goals of reducing the number of
data transmissions, making the unknown sensor nodes in the
network transmit messages with same amount of data and
same signal strength, all contributing to significant reduction
in the total amount of energy consumed in unknown sensor
nodes for the functionality of sensor localization.
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5. Conclusions

In this paper, we presented a secure centralized localization
scheme by using a mobile beacon node. In the scheme, the
mobile beacon node is responsible for collecting information
about position relationship with unknown sensor nodes and
for sending the information to the base station where the
positions of the unknown sensor nodes are calculated. The
scheme can greatly reduce the computation cost compared
to distributed localization algorithms and lower the commu-
nication overhead for sending position information to the
base station compared to some other centralized localization
algorithms for the unknown sensor nodes. In the scheme,
most work on collecting and sending information is done by
the mobile beacon node, thereby also reducing the security
risks in sensor localization. Specifically, the proposed scheme
is designed to resist wormhole attacks in localization to
improve the security. The scheme also includes a mathemat-
ical computation model to determine the collection points
for the mobile beacon node to completely and efficiently
cover the entire sensor network. The proposed scheme only
requires that the beacon node to have an antenna array.

In the future, we will extend our secure localization
scheme to improve the security of localization in the presence
of other kinds of malicious attacks without incurring too
much computational overhead and communication cost. We
will also investigate the performance of sensor localization
schemes that use different mobile beacon paths, different
types of deployment, and different transmission radius for
the sensor nodes.
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In wireless sensor networks, clustering expedites many desirable functions such as load balancing, energy savings, and distributed
key management. For secure clustering, it is very important to find compromised nodes and remove them during the initial cluster
formation process. If some nodes are compromised and survive the censorship process, they can make some nodes have a different
cluster view and can split a cluster into multiple clusters to deteriorate cluster quality as a whole. To resolve these problems, we pro-
pose a robust scheme against such attacks in this paper. First, our scheme generates large-sized clusters where any two nodes are at
most two hops away from each other to raise the quality of clusters. Second, our scheme employs the verification of two-hop
distant nodes to preserve the quality of the large-sized clusters and refrains from splitting the clusters. Last, our scheme prefers
broadcast transmissions to save the energy of nodes. Security analysis proves that our scheme can identify compromised nodes and
preserves the cluster membership agreement against the compromised nodes. In addition, simulation results prove that our scheme
generates fewer clusters and is more secure and energy efficient than the scheme producing only small-sized clusters.

1. Introduction

The recent advancement of wireless technology, sensor tech-
nology, and low-power embedded systems have enabled the
development of low-power wireless sensing devices and they
can collectively constitute a wireless sensor network for vari-
ous applications. Wireless sensor networks have been widely
deployed for military surveillance, pollution and structure
monitoring, industrial equipment monitoring, mountain
fire monitoring, and so on. Clustering in such networks pro-
vides many advantages such as the reduction of energy con-
sumption [1, 2], load balancing [3], and distributed key
management [4, 5].

The most prominent benefit of clustering is that it can
greatly reduce the energy consumption of nodes and
lengthen the network lifetime. Clustering is grouping phys-
ical network nodes into a small number of logical assemblies
and maintaining them during the network operation. The
logical assemblies are called clusters. For the initial formation
of clusters, each node performs a cluster formation protocol.
If each cluster requires a leader, nodes in each cluster should
perform a leader election protocol. Hereafter, we call the

leader as cluster head. Since a cluster head plays a crucial role
such as collecting sensed data from other nodes and transfer-
ring the collected data to the sink, compromised nodes try to
become cluster heads. In order to keep compromised nodes
from being a cluster head, we can use two main strategies.
First, we can identify compromised nodes and remove them
during the initial cluster formation. If a compromised node
survives the censorship process, it can easily obtain candidacy
for being a cluster head. Therefore, removing the compro-
mised nodes during the cluster formation is the first defense
line for secure clustering. Second, we can keep the com-
promised nodes from predicting and manipulating results
in cluster head elections and expediting their wins in the
elections. This strategy is the second defense line for secure
clustering. In this paper, we only focus on the first defense
line as the second defense line was covered in [6–8].

Essentially, protecting the first defense line is very impor-
tant for secure clustering. If the first defense breaks down,
the second defense line is also put in danger and suffers
from compromised nodes. To keep the first defense line from
external attackers, thus far, several schemes using symmetric
cryptography [9–11] were proposed. However, they cannot
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keep compromised nodes from obstructing the operation
of the protocols while they also prevent the participation
of external attackers. Sun et al. proposed a scheme using
the protocol conformity check and asymmetric cryptography
[12]. It is effective at keeping the two types of compromised
nodes from obstructing the operation of the protocol. How-
ever, this scheme operates with only small-sized clusters (i.e.,
cliques) and splits the cliques whenever a suspicious node is
found in the cliques. This generates many clusters and the
average size of clusters also decreases. Moreover, this scheme
causes a lot of communication overhead to verify the proto-
col conformity of nodes.

To resolve the above problems, we propose a novel cluster
formation scheme in this paper. First, our scheme generates
large-sized clusters where the hop distance between any two
members is at most two. Second, our scheme minimizes the
separation of clusters by exchanging information between
two-hop distant nodes. Last, instead of unicast transmis-
sions, our scheme mainly employs broadcast transmissions
to reduce energy consumption. Generating and maintaining
large-sized clusters can provide many useful applications.
First, a large-sized cluster has a long TDMA transmission
schedule in which each node transmits its reading less fre-
quently than the case of a short TDMA schedule. Therefore,
a long TDMA schedule saves the amount of energy consump-
tion at nodes, and consequently lengthens the network
longevity. Second, generating large-sized clusters for a net-
work shortens the hop distance between any two clusters and
provides routing efficiency when nodes deliver their reading
to the sink through multiple clusters. Last, a large-sized clus-
ter enhances security if its CH-role node changes time after
time. That is, if a CH-role node changes, the keys used for
communication of the CH and its members also change
accordingly. Since a large-sized cluster has more keys used
for communication of the CH and its members than a small
sized cluster, it guarantees higher confidentiality and
integrity for their readings against malicious nodes.

The rest of this paper is organized as follows. Related
work concerning secure cluster formation is briefly described
in Section 2. Section 3 provides the network and threat
model. The details of the proposed scheme are described in
Section 4, and Section 5 provides the security analysis and
simulation results. Finally, Section 6 concludes this paper.

2. Related Work

Heinzelman et al. proposed LEACH (Low-Energy Adaptive
Clustering Hierarchy) in which sensors declare themselves
as a cluster head according to a probability of being a
cluster head [1]. Because cluster heads consume much more
energy than normal nodes, this scheme attempts to extend
the network lifetime by assigning cluster head roles to all
nodes alternately. In this scheme, some nodes with a higher
probability than threshold declare themselves as cluster heads
and other nodes join in one of them. However, this scheme
has no measure to protect the cluster formation.

F-LEACH protects the cluster head election in LEACH
[9]. In this scheme, a node declares itself as a cluster head

using common keys shared with the sink, and the sink
authenticates the declaration message using the same keys.
Then, the sink securely broadcasts the authenticated cluster
heads using µTESLA [13]. Normal nodes only join one of
the authenticated cluster heads. However, this scheme has no
mechanism that authenticates the joining of normal nodes.
Oliveira et al. proposed SecLEACH [10] in which the sink
authenticates the cluster head nodes and the cluster heads
authenticate the joining nodes. In F-LEACH and SecLEACH,
some keys for the authentication are distributed to sensors
prior to deployment. However, both F-LEACH and
SecLEACH can only protect the cluster formation from
external attackers. In other words, they cannot prevent
compromised nodes from declaring themselves as cluster
heads and from joining in any cluster head.

Liu proposed a cluster formation scheme where only pre-
determined nodes declare themselves as cluster heads and
other nodes join in any cluster directly or via a relay node
[11]. Since the declaration of any cluster head or the join of
any normal node is authenticated by preassigned polynomial
shares, an external attacker cannot participate in the cluster
formation. This scheme also has a wormhole prevention
mechanism in which a node with many neighbors shuts itself
down or the sink enforcedly shuts down a node with many
neighbors by reporting the node as a wormhole attacker.
However, if any relay node is compromised by attackers, the
relay node can invoke a DoS (Denial of Service) attack by cut-
ting down the connection between the cluster head and its
serving nodes. In addition, a compromised node can disturb
a relay node determination and break all connections using
the relay node. Moreover, attackers can target the predeter-
mined cluster heads for compromise because their roles are
fixed.

Sun et al. proposed a secure cluster formation scheme
which verifies the protocol conformity of nodes to identify
malicious nodes [12]. In this scheme, all nodes are grouped
into cliques, in which all nodes are directly connected with
each other. After the clique formation, each node checks
whether all members in the clique agree on the clique mem-
bership or not. If a normal node finds a disagreement, it per-
forms the protocol conformity verification for other nodes
in the clique in order to recognize and remove compro-
mised nodes. This scheme well identifies and removes com-
promised nodes through the protocol conformity check.
However, the scheme increases the number of clusters in the
network because it only produces small-sized clusters (i.e.,
cliques) and splits a cluster whenever a suspicious node is
identified in the cluster. Moreover, it burdens nodes with a
lot of communication overhead because it requires an abun-
dance of unicast communication during the protocol con-
formity check. To elaborate on why the unicast transmission
causes more overhead than broadcast communication, we
assume that a node transmits a message to its all neighbors
serially. If we use unicast communication, the node should
transmit the message as frequently as the number of the
neighbors. Contrarily, the broadcast communication brings
the same effect through only one-time transmission.

Rifà-Pous and Herrera-Joancomartı́ divided the cluster
formation process into three phases; cluster discovery phase,
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cluster head designation phase, and cluster maintenance
phase [14]. In the cluster discovery phase, members in a clus-
ter build a consensus in the cluster membership. In the clus-
ter head designation phase, members in a cluster elect a clus-
ter head based on the number of neighbors and the frequency
of cluster-head-role performance. In the cluster maintenance
phase, the elected cluster heads play the role of a local
CA (Certification Authority), and issue an authorization
certificate to each member. However, this scheme assumes
that all nodes conform to the cluster discovery protocol.
For instance, if a compromised node transmits a message
to some nodes and avoids the transmission to other nodes
in the cluster discovery phase, the nodes in the same cluster
have a different membership. This separates a cluster into
multiple ones, and the separated clusters elect their cluster
head, respectively, in the cluster head designation phase. So,
this scheme is vulnerable to such an attack and can generate
many clusters in the network.

3. Network and Threat Model

3.1. Network Model. We assume that sensor nodes are ran-
domly scattered in the work field by an aircraft. Following the
deployment, they never change their locations and are
grouped into clusters to perform an energy-efficient opera-
tion like TDMA communication in clusters. The sink acts like
a data collection center and a gateway to the wired networks.
We assume the following.

First, any wormhole attack is invalidated by a wormhole
prevention scheme such as the scheme in [15] so that each
node can identify its neighbors correctly. Second, there is no
message loss during the cluster formation process except for
the intentional transmission avoidance of compromised
nodes. Even though it seems to be quite an immoderate
assumption, we need this assumption to discriminate a com-
promised node from normal nodes. Without this assump-
tion, normal nodes cannot discriminate the misbehavior
of compromised nodes from message loss. Removal of this
assumption is an interesting future research item. Third, we
assume that each node can adjust its transmission power
when they send a message so that at most two-hop distant
nodes can receive the message. Last, each node can support
lightweight public key operations such as ECC (Elliptic
Curve Cryptography) operations. It has been proven in [16]
that energy-constrained sensors can well support lightweight
public key operations such as ECDSA (Elliptic Curve Digital
Signature Algorithm) signature generation and ECDSA verif-
ication.

3.2. Threat Model. Numerous attacks are available in wireless
sensor networks. One of the most serious attacks is the DoS
attack. Even though this sort of attacks is very stealthy and
difficult to defeat, some promising countermeasures were
introduced in [17]. Especially in a cluster structure, a greedy
attacker might affiliate many normal nodes into its cluster by
transmitting a bogus and long-distant message. Thanks to a
wormhole prevention scheme, our scheme can easily defeat
this type of attack. Sybil attack [18] also has a bad impact on

the network because nodes cannot identify their legitimate
neighbors. We assume that such an attack can be paralyzed
by the schemes in [19].

To focus on the secure cluster formation problem, we
assume that compromised nodes launch an attack by not
conforming to a cluster formation protocol. Especially, we
concentrate on two kinds of attacks on a cluster formation
protocol. First, a compromised node can transmit a message
to a section of nodes in a cluster while avoiding transmission
to the rest of the nodes. Hereafter, this type of attack will be
termed “selective transmission attack.” In addition, a com-
promised node can utterly avoid the transmission of a mes-
sage. We term this type of attack as “silence attack” hereafter.
These attacks force nodes to have a different view on the clus-
ter membership. This splits a cluster into multiple ones and
consequently decreases the average size of clusters (i.e., the
average number of members). In a cluster, the number of
members affects the probability that a compromised node is
elected as a CH on the basis of random selection. To elaborate
on this problem, we assume that there is one cluster with
a few members and another cluster with more members and
they have one compromised node, respectively. We also
assume that a cluster head is elected randomly like in [6] and
compromised nodes cooperate with the election protocol. In
this situation, the cluster with a few members is likely to elect
the compromised node as a cluster head.

4. Secure Cluster Formation Using Two-Hop
Conformity Verification

Before the detailed explanation of our scheme, we first
establish some definitions, which are used throughout the
paper.

(i) Dominants: At the beginning of the cluster formation,
each node exchanges its certificate with neighbors.
Due to the exchange, each node comes to know the
neighbors whose IDs are lower than its own ID. Those
nodes are referred as dominants hereinafter and their
IDs are maintained in each node’s storage.

(ii) CS (Cluster Separator) node: A node whose ID is the
lowest among the neighbors becomes a CS node. In
the same manner, a node expects that the lowest ID
node among the dominants is going to declare itself
as a CS node.

After the deployment of sensor nodes, each node ex-
changes its certificate with neighbors. This exchange enables
each node to identify its neighbors and dominants. The low-
est ID node in the neighborhood broadcasts a CS (Cluster
Separator) message to determine a cluster border. Note that
a CS node is not a cluster head but a protocol initiator. If the
receivers of the CS message do not belong to any clusters,
they join the cluster and respond with a broadcast message to
inform the CS node of their joining. Hereafter, we call this
message as a CR (Cluster Response) message. If a sender of
a CR message is a dominant, the receivers remove the sender
from their dominant list and check if there is no dominant.
A node having no dominants becomes a CS node. If there
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is no attack on the protocol, this process creates clusters in
the network incrementally. After the border determination of
clusters, CS nodes broadcast a FCS (Final Cluster Separator)
message to request members to accept their joining the clus-
ter. This message contains a list of CR messages, which were
sent from its cluster and it enables the comparison of the
same membership between nodes. A receiver accepts the
request to join only if the received membership is exactly
same with its own membership. If a CS node attempts to
exclude a specific node, it might prevent the propagation of
the victim’s CR message and omit the victim’s CR message in
its FCS message. When the victim notifies this misbehavior,
the victim searches a node which holds the victim’s CR
message to be a witness by sending a Solicitation message.
Such a node signs the victim’s CR message with its private
key and sends it with a pre-received FCS message to the
victim. This message is called the Solicitation Response mes-
sage hereafter. Through this message reception, the victim
acquires a witness to prove its legitimacy. Because the CS
node’s misbehavior has been confirmed, the victim now
accuses the CS node with an Attacker Report message for
other members to exclude it. Table 1 shows the time when the
messages are sent and what functions they do.

The cluster formation is divided into two steps. Step 1
determines the border of clusters and verifies it. Step 2
merges a CS node into its cluster and verifies the merge.

4.1. Cluster Border Determination and Verification

4.1.1. Cluster Border Determination. A CS node broadcasts a
CS (Cluster Separator) message to initiate the cluster forma-
tion. The message consists of the message type and the sender
ID, which is signed by the sender’s private key to prevent a
spoofing attack. If a node receives the message from multiple
CS nodes, the receiver joins the first comer and ignores other
messages.

If a node receives a CS message, it verifies the received sig-
nature. If it is correctly verified, it joins the cluster and broad-
casts the CR (Cluster Response) message. The CS message
and the CR message determine the border of a cluster. The
CR message consists of the message type, the CS node’s ID,
and the received signature from the CS node. The node also
signs the message with its private key before broadcasting to
protect the integrity and the authenticity of the CR message.
Last, the sender’s certificate is attached to the tail of the
signed message because it might be propagated further than
one hop. Note that each node holds only neighbors’ certifi-
cates. A node in the same cluster verifies the CR message and
stores the message if it is correctly verified. Note that a CS
node in the same cluster uses the stored CR messages as a
proof when it requires the members to accept its merge into
the cluster in step 2. The receiver of a CR message first checks
whether the message comes from a member of the same
cluster or not. If the message originator belongs to the same
cluster, and it is the first message from the originator, the
receiver rebroadcasts the message to prevent silence attacks.
However, if the CR message comes from another cluster,
the receiver does nothing except check whether they are

dominants or not. In case of dominants, the receiver removes
the sender from the dominants and it becomes a CS node if
the dominant list is empty. Figure 1 illustrates the flowchart
of cluster border determination in step 1.

4.1.2. Verification of Cluster Border Determination. After the
cluster border determination, each node checks if there are
any deviations from the protocol. If some deviations are
found, each node employs the following actions.

Attack Type 1. If a CS node avoids the broadcast of a CS
message, members in the cluster cannot receive any message
from its cluster. In this case, the members remove the CS
node from dominants and the neighbor list and check if there
is no dominant. If so, they become a CS node and broadcast
a CS message. Figure 2 shows this countermeasure following
the “yes” control flow from the comparative symbol “No
message from same cluster.”

Attack Type 2. when a CS node is the sole link point among
nodes in a cluster, it may avoid rebroadcasting a CR message
from a node. In that case, the nodes which are connected
via only the CS node cannot receive the CR message and
those nodes have a different view on cluster membership. To
agree on the cluster membership between those nodes, we
employ the following countermeasures. Figure 2 shows these
countermeasures following the control flow from connector
3.

(i) If a node receives no CR messages from any non-
neighbors, the node broadcasts its CR message with
two-hop transmission power. Then, it waits for
unknown nodes to respond with their CR message.
When the node receives a CR message from an
unknown node (i.e., a nonneighbor node) in the
same cluster, it registers the sender into the member
list.

(ii) If a node has any CR message from a nonneighbor
node, it waits for other CR messages from other non-
neighbor nodes. When it receives a CR message from
another unknown node, it registers the sender into
member list and broadcasts its CR message with two-
hop transmission power to notify its existence.

Attack Type 3. If a CS node broadcasts its CS message to only
a part of its neighbors, some neighbors cannot receive the
CS message but can receive a CR message. In that case, the
nonreceivers of the CS message can recognize that the CS
node selectively transmits the CS message. If a node receives
only CR messages not a CS message, the node has two choices
such as the following.

(i) First, the node can request other nodes in the same
cluster to accept its affiliation. Because the requested
nodes cannot assure if the requestor is lying or the
CS node is a malicious node, the situation is very
ambiguous. So, they can remove the requestor and
the CS node from the cluster to resolve the ambiguity.
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Table 1: Function of messages and the time when they are sent.

Message type Time when message is sent

Function

CS (Cluster Separator) message At the beginning of step 1

Determines a cluster border

CR (Cluster Response) message Upon receiving a CS message

Request to join a cluster

FCS (Final Cluster Separator) message At the beginning of the step 2

Merges a CS node into a cluster

Solicitation message When a victim does not receive a FCS message from its CS node

Acquire witnesses to prove its legitimacy

Solicitation response message When a node receives a Solicitation message and holds any evidence

Proves a victim’s legitimacy

Attacker report message When a victim confirms misbehavior of a CS node

Excludes a CS node from members
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Wait for CR messages

CS message?

No
No

No

No

No No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No CS?

No dominants?

Broadcast CS message

Start

Timeout

2

7

1

1

Sent from same

cluster?

Non-repeated
message?

Rebroadcast CR
message

Wait for
messages

Broadcast CR
message

Sent from
same cluster?

Sent from a
dominant?

Remove sender from
dominant list

Figure 1: Flowchart of cluster border determination in step 1.

Since they are now separated from the original clus-
ter, they need to restart the cluster formation. If the
CS node is the real compromised node, it is likely to
broadcast the CS message at this time. Otherwise, it
is going to be separated alone.

(ii) Second, the node can remove the CS node from the
member and neighbor list and restart the cluster for-
mation to define a new cluster. In this case, because
the non-receiver of the CS message does not need to

send an affiliation request message, it can save its
energy. If the CS node is the real compromised node,
the receivers of the CS message have a malicious CS
node in their cluster.

Regardless of taking any choice, the cluster is separated
into two and one of them has a malicious CS node. There-
fore, we select the second choice in order to save energy con-
sumption. Following the second choice, some members
might lose their CS node. If a node loses the connection with
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Figure 2: Flowchart of cluster border verification in step 1.

its CS node, it checks if there is no dominant in the neighbor-
hood. If so, the node becomes a CS node and broadcasts a CS
message. Figure 2 shows this countermeasure following the
“no” control flow from the comparative symbol “No message
from same cluster.”

4.2. Final Cluster Formation

4.2.1. Merger of CS Nodes. A CS node broadcasts an FCS
message using the received CR messages. The message con-
sists of the message type and the list of the received CR mes-
sages. The CS node signs the message with its private key and
transmits the signed message. Upon receiving an FCS mes-
sage, the receiver verifies the signature and compares the list
of CR messages with its own list. If they are exactly the same,
the receiver registers the sender into the member list. Other-
wise, the receiver discards the message.

4.2.2. Verification of Merged CS Nodes. After the merger of
a CS node, each node checks if the CS node deviates from
the protocol. If it identifies a deviation, it takes the following
actions.

Attack Type 4. A CS node may remove some CR messages
from its FCS (Final Cluster Separator) message and avoid the

transmission to the removed nodes to exclude them from the
cluster. In this case, the nonreceivers of the FCS message can
employ the following countermeasures. Figure 3 shows the
flowchart of the merger and verification of the CS node.

(i) If a node does not receive an FCS message from its CS
node, it broadcasts a Solicitation message with two-
hop transmission power.

(ii) A node which receives a Solicitation message checks
if it has the sender’s CR message. A compromised
node may hide any misbehavior of the CS node by not
responding to the Solicitation message even if it has
the solicitor’s CR message (Attack type 5). Other-
wise, it makes a Solicitation Response message and
responds to the solicitor with the message. First, it
signs the solicitor’s CR message with its private key
and transmits the signed message in a unicast manner
along with the FCS message and its certificate.

(iii) If a solicitor receives a Solicitation Response message,
it first checks the FCS message, which is included
in the message. The solicitor checks whether its CR
message exists in the list of CR messages or not.
Recall that a FCS message consists of CR messages
received from members. So, if a FCS message misses
the solicitor’s CR message, this is unavoidable proof



International Journal of Distributed Sensor Networks 7

4

List of own CR
messages = List
of received CR

messages

CS declare?

Wait for messages

FCS message?
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

No

No

Merge CS node

into cluster

Broadcast of Solicitation
message with two-hop
transmission power

Solicitation
message?

Solicitation

Attacker report?

message?

Timeout

End

Send Solicitation

Response message

FCS message
includes my
CR message? CS node

Have the CR

attacker report?

Remove CS node
from members
and neighbors

Remove CS node
from members,
register the reporter
into member list

Sender of
Solicitation

message?

6

6

7

5

5

5

5

Broadcast FCS
message

Response
message?

Have solicitor’s CR

message contained in

Broadcast attacker
report accusing

Figure 3: Flowchart of merger and verification of CS node.

that the CS node is a compromised node. In that case,
the solicitor advertises the CS node as an attacker
using a two-hop broadcast message, which is called
an Attacker Report. The message consists of the
signed CR message and the signer’s certificate. If a
solicitor is compromised, it may omit the transmis-
sion of the Attacker Report to avoid the exclusion of
the CS node (Attack type 6).

(iv) If a node receives an Attacker Report, it verifies the
message and checks if the witness really has received
the CR message of which it proclaimed the reception.
If so, it removes the CS node and registers the
reporter into the member list. As a matter of fact,
the node which receives the Attacker Report cannot
assure that the accused CS node is really responsible
for the nonreception of a CR message at any node.
However, in any case, because the CS node is con-
nected to all nodes in the cluster, it is most responsi-
ble for the nonreception.

(v) If a non-receiver of a FCS message receives no mes-
sage even after it broadcasts a Solicitation message, it
removes its CS node from the member and the neigh-
bor list and restarts the protocol from the begin-
ning.

4.3. Cluster Formation Example. We introduce an illustrative
example to help the quick comprehension for our scheme.
In step 1, nodes determine their cluster border. Figure 4(a)
shows the initial process for the cluster border determination
in step 1. Nodes 1, 4, and 5 become a CS node because they
have no dominants in their neighborhood. So, they broadcast
a CS message. However, a CS node (i.e., 5) deviates from the
protocol by selectively transmitting its CS message. Node 5
does not send its CS message to nodes 9 and 27 to exclude
them from the cluster. Nodes 9 and 27 cannot assure whether
CS node 5 has deviated from the protocol or not until they
receive a CR message heading for node 5 from another node
in the cluster. Such a CR message can be a proof that CS node
5 broadcasted its CS message.

Figure 4(b) shows that each node receiving a CS message
broadcasts a CR message in step 1. If a node receives a CR
message and it is not a duplicate message, it rebroadcasts the
message. However, a malicious node may avoid rebroadcast-
ing the message. Node 4 carries out such an attack to hide
nodes 30 and 40 from 29 and vice versa. To defeat this kind
of attack, node 29 transmits its CR message with two-hop
transmission power to find a hidden member because it does
not receive a CR message from any two-hop member. Nodes
30 and 40 register the node 29 into their member list and
broadcast their own CR message with two-hop transmission
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Figure 4: Cluster border determination in step 1 (a) Broadcast of CS message (b) Broadcast of CR message.

power. Node 29 also registers the nodes 30 and 40 into
its member list. As a result, they share the same cluster
mem-bership among them as shown in the right bottom of
Figure 4(b).

Node 1 rejected the relay of the CR message of node 3 in
order to exclude the node 3 from its cluster in Figure 4(b).
However, the neighbor node 28 can get the CR message
because it is directly connected with the node 3. As a result,
the nodes 7 and 22 have a different view on cluster mem-
bership from nodes 3 and 28 as shown in Figure 5(a). Even
though nodes 9 and 27 do not receive any CS message,
they can receive a CR message from node 12 as shown in
Figure 4(b). So, they can assure that CS node 5 avoided the
transmission of its CS message to them. Therefore, they
remove CS node 5 from their member list and neighbor
list. Now, they restart the cluster formation process to define
a new cluster border. Since node 9 no longer has any domin-
ants, it declares itself as a CS node as shown in Figure 5(a).
Upon receiving the CS message, nodes 14 and 27 broadcast
their CR message to join the cluster as shown in Figure 5(b).
Node 17 performs the same process as node 9 and the result
is shown as Figure 6(a).

In step 2, nodes merge the CS node into their cluster if it
conforms to the protocol. CS nodes trigger step 2 as in step 1.
Nodes 1, 4, 5, 9, and 17 initiate step 2 by broadcasting an FCS
message as shown in Figure 6(a). Since compromised nodes
4 and 5 behave as if they are normal nodes in Figure 6(a), we
concentrate on the absorption of CS node 1. Recall that CS
node 1 avoided rebroadcasting node 3’s CR message in step
1 in order to separate it from the cluster. At the beginning of
step 2, CS node 1 broadcasts its FCS message including the
received CR messages. Of course, the CS node omits node 3’s
CR message to cheat other nodes and avoids the transmission
toward node 3 as shown in Figure 6(a). Receivers 7 and 22
compare the list of CR messages with their own list. Because
nodes 7 and 22 discover that they are exactly the same, they
register node 1 into their member list. However, node 28
does nothing because it discovers that node 1’s CR message

list disagrees with its own list. Now, node 3 broadcasts a
Solicitation message with two hop transmission power to
obtain proof that it broadcasted its CR message as shown in
Figure 6(b). Since receiver 28 has node 3’s CR message, it first
signs node 3’s CR message by its private key and transmits the
signed message along with 1’s FCS message. The signed CR
message of node 3 and the FCS message of node 1 constitute
a Solicitation Response message as shown in Figure 6(b).

Upon receiving the Solicitation Response message, node
3 checks if there are unknown nodes in the FCS message.
If so, it registers those nodes into its member list. Then,
node 3 checks whether node 1’s FCS message includes its CR
message or not. Since node 1’s FCS message does not include
its CR message, it is definite proof of node 1’s deviation
from the protocol. So, node 3 reports node 1 as an attacker
using a two-hop broadcast message as shown in Figure 7(a).
The Attacker Report includes node 3’s CR message which
is signed by node 28’s private key and node 28’s certificate.
Receivers 7, 22, and 28 verify the signature. If the verification
succeeds, they remove node 1 from the member list and the
neighbor list. This is because node 1 is a CS node, and it is
connected to all nodes. That is, it is most responsible for the
nonreception of 3’s CR message at nodes 7 and 22. Nodes 7
and 22 register node 3 into their member list because they
find a new normal node whose normalcy is guaranteed by
node 28.

Now, all processes for cluster formation are completed.
We have a clustered network such as Figure 7(b) after the
completion of the protocol.

5. Evaluation

5.1. Security Analysis. Our scheme prevents external attack-
ers from joining the cluster formation process by using
message authentication. For such a reason, we focus on the
insider attacks, which are launched by compromised nodes.
If compromised nodes transmit the same false message or
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avoid transmission to all members, they cannot create any
inconsistency in the cluster membership. Therefore, any
inconsistency in cluster membership can only result from
transmitting different messages to different members or from
avoiding the transmission by compromised nodes. In
Section 5.1.1, we prove that compromised nodes are iden-
tified if they transmit inconsistent messages. In Section 5.1.2,
we prove that our scheme preserves the agreement in cluster
membership against the misbehavior of compromised nodes.

5.1.1. Identification of Compromised Nodes. First, we explain
notations employed in the following. Suppose that nodes i,
j, and k are normal members in a cluster and node l is the
CS node in the cluster. We denote node i’s view on cluster
membership as Ci in the following. We introduce Lemma 1
and employ it to prove Theorem 2.

Lemma 1. For two normal members i and j, if k ∈ Ci, then
we should have k ∈ C j.
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Proof. We prove it by contradiction. First, we suppose k /∈
C j. If the supposition is true, we should have k /∈ C j in the
first step of our scheme. If k /∈ C j in the first step of our
scheme, we also have k /∈ C j. Therefore, it contradicts the
condition k ∈ Ci.

Theorem 2. If any inconsistency in cluster membership is
caused by compromised nodes which transmit inconsistent
messages to members, our scheme can identify the compromised
nodes.

Proof. As shown in Lemma 1, if k ∈ Ci, then we have
k ∈ Ci. Therefore, if we identify any inconsistency in cluster
membership, it has been definitely caused by the CS node
l which is connected to all members i, j, and k. When the
node k identifies inconsistency in cluster membership, the
node k transmits a Solicitation message and node i responds
to the Solicitation message. Using the Solicitation Response
message, we come to know that the CS node l transmits
inconsistent messages to members.

5.1.2. Preservation of Cluster Membership Agreement. In our
scheme, the silence attacks can only cause any inconsistency
in membership in the second step. First, if a CS node causes
any inconsistency in membership during the first step, the
victims are separated from the original cluster. Since the vic-
tims form a cluster for themselves, the separation and the for-
mation cannot affect the final cluster membership. Second,
if some compromised nodes do not relay CR messages in the
first step, members themselves agree on the cluster mem-
bership with each other through a two-hop broadcast of
the CR message. In the following Theorem 3, we prove that
our scheme preserves the agreement of cluster membership
even if compromised nodes launch a silence attack or a
selective transmission attack to certain members.

Theorem 3. For a CS node l and two normal members i and j,
if l ∈ C j, then we must have Ci=Cj.

Proof. We prove it by contradiction. First, we suppose that
Ci /=Cj. Without loss of generality, we assume that k ∈ Ci
but k /∈ C j. In this case, node j identifies the CS node
l’s misbehavior through the node k’s Attacker Report. Then
node j removes the CS node l from its member list and
registers the node k into its member list. Therefore, we have
l /∈ C j. It is contrary to the condition l ∈ C j.

5.2. Simulation Results. In this subsection, we evaluate the
security and energy-efficiency of our scheme using the ns-
2 network simulator. In the simulation environment, 100
nodes were randomly deployed in a 100 m× 100 m square
field. Each node consumed their energy using the energy
model of [1] during the cluster formation. Table 2 shows the
simulation parameters and their values. We compare our
scheme with Sun’s scheme [12] because its goal and method
are most similar with our scheme. Even though some
schemes [9–11] present their secure cluster formation tech-
niques, they are excluded from comparison because their
methodology and attackers’ aim are significantly different
from our scheme. Rifà-Pous’ scheme is similar to our scheme
in terms of cluster formation methodology but it has no
countermeasures against compromised nodes which deviate
from the protocol. So, comparison with Rifà-Pous’ scheme is
unfair.

In Figure 8(a), we demonstrate how many clusters the
two schemes generate when compromised nodes launch
silence attacks and selective transmission attacks on the net-
work. The result shows their resiliency when they are under
attack. As shown in Figure 8(a), both schemes increase the
number of clusters as the number of compromised nodes
increases. Our scheme greatly reduces the generated clusters
as compared with Sun’s scheme, especially under a small
number of compromised nodes. This result is caused by two
facts. First, our scheme initially reduces the number of
generated clusters by generating large-sized clusters. In addi-
tion, our scheme minimizes the separation of the clusters
even if the clusters are under an attack.
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Figure 8: Variation in the number of clusters and the number of members per cluster (a) Avg. number of clusters versus compromised nodes
(b) Avg. number of members per cluster versus compromised nodes.

Table 2: Simulation parameters.

Parameter Value

Simulation area 100 m. × 100 m.

Number of nodes 100

Number of compromised
nodes

7∼35

Initial energy 20 Joules

Energy consumption
model

Energy model of [1]

Bandwidth 1 Mbps

Packet header size 25 bytes

Transmission range 25 meters

Signature algorithm
ECDSA (elliptic curve digital
signature algorithm)-160

Data encryption and
decryption algorithm

AES (advanced encryption
standard)-128

Hash Algorithm SHA-1

Figure 8(b) shows how two schemes affect the average
size of clusters. The result shows the quality of clusters when
the clusters are under attacks. As shown in Figure 8, both
schemes deteriorate the quality of clusters as the number of
compromised nodes increases. Sun’s scheme excludes a node
whenever the node is identified as a compromised node or
a suspicious node. So, it gradually deteriorates the quality of
clusters as the number of compromised nodes. Our scheme
keeps the quality of clusters higher than Sun’s scheme
because it separates much fewer nodes from clusters com-
pared to Sun’s scheme.

When a normal node identifies that a node has deviated
from the protocol, it is likely to exclude the suspicious
node from the cluster. As a result, many single clusters and
double clusters are generated during the cluster formation. A
single cluster consists of only one node, and a double cluster
consists of only two nodes. Note that the clusters in
Figure 8(a) do not include single clusters. Single and double
clusters are almost meaningless in the viewpoint of cluster-
ing, and we label them as bad clusters. Figures 9(a) and 9(b)
show how many bad clusters two schemes generate. As shown
in Figures 9(a) and 9(b), Sun’s scheme generates more bad
clusters than our scheme. Especially, because Sun’s scheme
generates more single clusters than our scheme, we can say
that it generates more useless clusters in comparison to our
scheme.

Figure 10(a) shows how well two schemes remove com-
promised nodes from clusters during the protocol. The sur-
vived attackers in Figure 10(a) signify the nodes which have
been compromised during the cluster formation and have
survived until the end of the protocol. The result represents
the healthiness of generated clusters in two schemes. Sun’s
scheme outperforms our scheme under a small number of
compromised nodes (i.e., 7). Sun’s scheme expels compro-
mised nodes well through its one-hop conformity check
when their population is small. However, because compro-
mised nodes are not going to respond to normal nodes’ pro-
tocol conformity check, the increase of compromised nodes
significantly deteriorates performance. Whenever a node
finds any inconsistency in the cluster membership, it
attempts to obtain proofs from neighboring witnesses. How-
ever, if all witnesses are compromised, the node can never
obtain any proof. So, the compromised node which causes
the inconsistency can survive the protocol conformity check.
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versus compromised nodes (b) Avg. energy consumption per node versus compromised nodes.

That is, the survival rate of compromised nodes increases
when the population of compromised nodes grows up.
However, our scheme employs two-hop transmissions to
check the protocol conformity of a node. So, our scheme can
obtain more proofs than Sun’s scheme, and it can expel the
compromised nodes regardless of the unresponsive nodes.
Especially, as the number of compromised nodes increases,
our scheme removes more compromised nodes from the

network using the two-hop transmissions as shown in
Figure 10(a).

Figure 10(b) shows how the increase of compromised
nodes affects the energy consumption at each node. In Sun’s
scheme, if a compromised node causes any inconsistency of
cluster membership between any two nodes, a normal node
checks the protocol conformity of the node with the incon-
sistent membership. During the protocol conformity check



International Journal of Distributed Sensor Networks 13

0

0.05

0.1

0.15

0.2

A
ve

ra
ge

 e
n

er
gy

 c
o

n
su

m
p

ti
o

n
 f

o
r

co
m

m
u

n
ic

at
io

n
 (

J)

7 14 21 28 35

The number of compromised nodes

Our scheme

Sun’s scheme

(a)

5

6

7

8

9

10

A
ve

ra
ge

 e
n

er
gy

 c
o

n
su

m
p

ti
o

n
 f

o
r

co
m

p
u

ta
ti

o
n

 (
J)

7 14 21 28 35

The number of compromised nodes

Our scheme

Sun’s scheme

(b)

Figure 11: Variation in energy consumption for communication and computation (a) Avg. energy consumption for communication versus
compromised nodes (b) Avg. energy consumption for computation versus compromised nodes.

process, the normal node requests the neighboring members
to provide the messages previously received with a signature
in a unicast manner. So, if compromised nodes increase,
more normal nodes find the inconsistency, and they all begin
the protocol conformity check of neighboring members.
Consequently, the neighboring members consume much
more energy than less compromised nodes. Even though our
scheme increases the energy consumption of nodes under
a small number of compromised nodes, it is a transient
increase. As the number of compromised nodes increases,
our scheme greatly reduces energy consumption of nodes as
shown in Figure 10(b). This is because our scheme suppresses
the employment of unicast transmissions and mainly em-
ploys broadcast transmissions.

Figure 11(a) shows the amount of energy each node
consumed for communication during the protocol. As
shown in Figure 11(a), Sun’s scheme slightly increases
energy consumption as the number of compromised nodes
increases. Our scheme greatly decreases energy consumption
as well as preserves the amount of energy consumption
constantly regardless of the population of compromised
nodes Figure 11(b) shows the amount of energy each
node consumed for computation during the protocol. Both
schemes consumed much more energy for computation
than that for communication. It shows that the total energy
consumption of both schemes highly depends on the energy
consumption for the computation of both schemes. As
shown in Figure 11(b), Sun’s scheme incrementally increases
the amount of energy consumption as the number of com-
promised nodes increases. This is mainly caused by the
increase of one-hop conformity checks. Our scheme pre-
serves the amount of energy consumption almost constantly
regardless of the increase of compromised nodes. As a result,

it greatly reduces the energy consumption of nodes especially
under many compromised nodes.

Now, we compare the storage overhead of two schemes.
Let Ni be the number of neighbors of node i. In Sun’s scheme,
because each node i should store the messages of all neigh-
bors in each step, and the messages are received from the
neighbors during the four steps, its storage overhead
becomes 4Ni messages. If node i detects that a neighbor j has
inconsistent cluster membership, it should receive an extra
message from j and store it to complete the verification. In
this case, node i’s storage overhead is 4Ni + 1 messages. Let
M be the number of members in a cluster. So, we have an
inequality of 4Ni > M(≈ 2Ni) > Ni according to the result
of Figure 8(b). In our scheme, each node first stores Ni mes-
sages which are sent from its neighbors due to the exchange
of certificates. Besides, each node i should store all CR mes-
sages sent from its members in order to build a consensus on
the cluster membership. So, each node’s storage overhead is
M + Ni messages. When a normal node does not receive any
FCS message, it requests other members to send a proof of its
normalcy. If the node succeeds in obtaining the proof, it
should also store the proof message to persuade other mem-
bers of the CS node’s misbehavior. In this case, the node’s
storage overhead is M + Ni + 1 messages. According to the
above analysis, our scheme’s storage overhead is lower than
Sun’s scheme.

6. Conclusions

In this paper, we proposed a cluster formation scheme,
which generates large-sized clusters in a secure manner. Our
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scheme initially produces large sized clusters and preserves
them using the two-hop conformity verification. Then, our
scheme merges the cluster formation initiators into clusters
only when they conform to the cluster formation protocol.
Security analysis proves that our scheme can easily identify
compromised nodes which cause any inconsistency in cluster
membership and preserves the agreement in cluster mem-
bership against the compromised nodes. Simulation results
show that our scheme reduces the number of generated
clusters, and it suppresses the generation of useless clusters.
Other simulation results prove that our scheme enhances the
quality of clusters and expels more compromised nodes than
the compared scheme. The simulation for energy efficiency
evaluation proves that our scheme greatly reduces the
amount of energy consumption, especially under many com-
promised nodes.
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The intrusion prediction for wireless sensor networks (WSNs) is an unresolved problem. Hence, the current intrusion detection
schemes cannot provide enough security for WSNs, which poses a number of security challenges in WSNs. In many mission-
critical applications, such as battle field, even though the intrusion detection systems (IDSs) without prediction capability could
detect the malicious activities afterwards, the damages to the WSNs have been generated and could hardly be restored. In addition,
sensor nodes usually are resource constrained, which limits the direct adoption of expensive intrusion prediction algorithm. To
address the above challenges, we propose an intelligent intrusion prediction scheme that is able to enforce accurate intrusion
prediction. The proposed scheme exploits a novel three-layer brain-like hierarchical learning framework, tailors, and adapts it for
WSNs with both performance and security requirements. The implementation system of the proposed scheme is designed based
on agent technology. Moreover, an attack experiment is done for getting training and test data set. Experiment results show that the
proposed scheme has several advantages in terms of efficiency of implementation and high prediction rate. To our best knowledge,
this paper is the first to realize intrusion prediction for WSNs.

1. Introduction

Wireless sensor networks (WSNs) have become a technology
for the new millennium with endless applications ranging
from civilian to military [1–3]. A wireless sensor network
is consisted of a large number of wireless-capable sensor
devices working collaboratively to achieve a common objec-
tive. As a matter of fact, WSNs are often deployed in poten-
tially adverse or even hostile environments where adversaries
can launch various kinds of attacks [3–5]. The nodes of
WSNs are vulnerable to these attackers, because unmanned
sensors are often deployed through open medium and
dynamic network topology. Intrusion detection is a security
technology that attempts to identify those who are trying
to break into and misuse a system without authorization
and those who have legitimate access to the system but are
abusing their privileges. Recently, the problem of intrusion
detection in WSNs has received considerable attention [4–
15].

In the existing intrusion detection schemes of WSNs
[5–15], two approaches have been used: signature-based
detection and anomaly detection. Signature-based detection
[7–12] lies in the monitoring of system activity and the
identification of behaviors which are similar to pattern
signatures of known attacks or intrusions stored in a signa-
ture database. This category of intrusion detection systems
(IDSs) detects accurately known attacks, and the signatures
are often generalized in order to detect the many variations
of a given known attack. But this generalization leads to
the increase of false positives (i.e., false alarms). The main
limitation of such IDSs concerns their incapability to detect
unknown intrusions that are not already present in the
signature database.

On the other hand, anomaly detection systems [6, 13–15]
detect attacks by observing deviations from a preestablished
normal system or user behavior. This approach makes detect-
ing new or unknown attacks, if these attacks imply an abnor-
mal use of the system. The main difficulty in implementing



2 International Journal of Distributed Sensor Networks

reliable anomaly detection systems is the creation of the
normal behavior model. Since it is difficult to define correctly
these models and only incomplete or incorrect models can be
obtained, which leads to false negatives or false positives.

However, there is an important limitation of the existing
intrusion detection schemes in WSNs, which is shown as
follows. The existing intrusion detection schemes of WSNs
have no concept of intrusion prediction. In many mission-
critical applications, such as battle field, some attack pro-
cesses are executed in a very short time [5] when the
threat environment for WSNs includes a well-resourced
adversary. Even though IDSs can detect these malicious
activities afterwards, damages could have been done to the
compromised WSNs which could hardly be restored in some
cases. Therefore, it is very important to develop algorithms
and tools to track and predict attacks in advance to remove
potential threats. The intrusion prediction mechanisms for
existing applications, such as computer networks, grid com-
puting systems, and automated substation, are developed to
predict various attacks, but cannot be applied directly to
WSNs [16–21].

Recently, in the intrusion detection community, interest
has been growing applying machine learning techniques to
get high performances in execution time and overall classi-
fication accuracy [22–24]. Machine learning is a technology
which is concerned with the design of algorithms that allow
systems to evolve behaviors based on empirical data. A
learner can take advantage of examples (data) to capture
characteristics of interest of their unknown underlying
probability distribution. Data can be seen as examples that
illustrate relations between observed variables. A major focus
of machine learning research is to automatically learn how to
recognize complex patterns and to make intelligent decisions
based on data. Hence, the learner must generalize from given
examples, so as to be able to produce a useful output in new
cases. Machine learning based intrusion detection for WSNs
[25] has gained limited attention so far, not to mention
intrusion prediction or implementation on the current gen-
eration of sensor nodes.

From the above discussion, it is clear that achieving
prediction with high accuracy using machine learning is still
an open challenge in WSNs. Towards addressing this chal-
lenge, we proposed in this paper a machine learning based
intelligent intrusion prediction scheme. By exploring a three-
layer brain-like hierarchical learning model, we proposed a
novel intelligent intrusion prediction scheme, namely, BLID,
which is specially tailored for WSNs. We based our design on
the observation of the inherent nature of WSNs that different
nodes own different recourses. Hence, we design this intel-
ligent intrusion prediction as a hierarchical model. In the
proposed scheme, supervised learning with relatively low
complexity is performed in the resource-restrained sensors.
Inversely, unsupervised learning and reinforcement learning
are implemented in the sinks and base stations which have
powerful resources. The learning modules in different layers
can interact with each other. Our solutions have several
advantages. First, BLID is efficient in terms of storage, com-
putation, and communication overhead on the sensor side.
Most important, BLID can perform intrusion prediction.

To the best of our knowledge, the design of intrusion pre-
diction in WSNs has not been addressed in previous work.

In summary, our paper makes the following contribu-
tions. (1) It introduces the intrusion prediction problem for
the first time in WSNs. (2) The proposed scheme applies
and tailors brain-like hierarchical learning to WSNs for
achieving intrusion prediction with high accuracy. (3) The
implementation of BLID is simulated on the current genera-
tion of sensor nodes.

The rest of this paper is organized as follows. Section 2
describes the system model and assumptions as well as
some technical preliminaries on which our scheme is based.
Section 3 presents the proposed scheme in detail. Section 4
describes the wireless attack experiment through which we
get the training and testing data set for evaluating our
scheme. In Section 5, we evaluate our scheme in terms of
efficiency and accuracy. Finally, we conclude this paper in
Section 6.

2. Models and Assumptions

2.1. Network Model. In this work, we consider a WSN with
three-layer structure which includes base station layer, sink
layer, and sensor layer. This structure is a popular way for
deploying WSNs [5, 26–28]. Usually, the sensor nodes are
scattered in a sensor field, and each sensor can collect data
and deliver the data to the sink or base station (BS). Sensor
nodes are static most of the time, whereas mobile nodes can
be deployed according to application requirements. One or
several base stations (BSs) can be deployed together with the
network. BSs and sinks can be either static or mobile. BS acts
as an interface between the WSN and the external world.

Data storage and access in WSNs mainly follows two
approaches which are centralized and distributed approaches
[29]. In centralized scheme, sensed data are collected from
individual sensors and transmitted back to the sink, for stor-
age and access. In the distributed case, the sensors store the
data locally or at some designated nodes within the network.
The stored data can be further accessed in distributed
manner by the users of the WSN. BS, sink, and sensor are
the access points (AP) when users access the data in the
WSN. An access scenario is illustrated in Figure 1. Local users
can access WSNs through wireless links directly. However,
remote users need to access the WSN through satellite,
Internet, or mobile network.

2.2. Intrusion Model. This paper considers that adversaries
could be either external intruders or unauthorized network
users. Due to lack of physical protection, sensor nodes are
usually vulnerable to strong attacks. In particular, we con-
sider the adversary with both passive and active capabilities,
which can (1) eavesdrop all the communication traffics in
the WSN, and (2) compromise and control a small number
of sensor nodes. In addition, (3) unauthorized users may
collude to compromise the encrypted data.

2.2.1. Wire Intrusions. The base station can act as an interface
between the WSNs and other communication network,
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Figure 1: An access scenario of a WSN.

which is most likely to be Internet. In other words, remote
users usually access the data in the base station through
Internet. Hence, the intrusion attacks of Internet can present
to the base station. There have been many studies focused on
intrusion detection and prediction for Internet [16, 18, 20–
22, 24, 25]. The Internet intrusions present to base station
can be resolved on these schemes.

2.2.2. Wireless Intrusions. Comparing with wire networks,
wireless networks face more intrusions because the wireless
communication medium is open physically to adversaries.
Various adversaries can attack wireless networks through
wireless links [30]. More seriously, a lot of free tools are
available on the Internet that allows novice hackers to exploit
wireless protocol weaknesses to deny access to a network.
All these facts raise the challenge of intelligent intrusion
prediction for WSNs.

The wireless communication infrastructure of WSNs
is the choice of application. Because many existing WSNs
are deployed by IEEE 802.11 and mote device technologies
[31], we consider in this paper IEEE 802.11 as the wireless
communication infrastructure of WSNs. In WSNs, all the
sensors, the sink, and the base station can act as the wireless
access points; hence, all the three kinds of nodes could be
intruded by the wireless attacks. There is a free collection of
tools to attack 802.11-based networks available for download
on Internet [32]. These tools operate on WEP and WPA-
protected networks.

In this paper, we take four kinds of attacks, for example,
doing experiments, which are ARP replay attack, forgery
attack, ongoing dictionary attack, and chopchop attack.
These attacks are the common attacks in 802.11 networks
[33, 34].

2.3. Preliminaries. This section briefly describes the tech-
nique preliminaries on which our scheme is designed.

2.3.1. Brain-Like Hierarchical Learning. Recently, brain-like
learning and computation have attracted a lot of attentions
in the area of machine learning. Our brain is a highly
complicated structure and there have been many studies
focused on brain-like learning [35–38]. In this paper, we
consider the brain-like learning model in [37], which is
developed into a system structure in [38]. This brain-like
model is based on the fact that the cerebellum is a specialized
organism for supervised learning (SL), the basal ganglia are
for reinforcement learning (RL), and the cerebral cortex is for
unsupervised learning (UL). In the framework, a particular
function, such as the control of arm movement, can be
realized by a global network combing different learning
modules in the cerebellum, the basal ganglia, and the cerebral
cortex. The three learning modules of brain-like learning are
described as follows.

Supervised Learning (SL) in the Cerebellum. This learning
module is which constructs an input-output mapping. It
is characterized by the parameter update based on the
correlation between the output error and the presynaptic
input.

Unsupervised Learning (UL) in the Cerebral Cortex. This
learning module is characterized by the relaxation dynamics
for determining the output as well as the Hebbian synaptic
rule under a certain regularization.

Reinforcement Learning (RL) in the Basal Ganglia. This
learning module is concerned with how an agent ought to
take actions in an environment so as to maximize some
notion of cumulative reward.

2.3.2. Agent Technology. The agent technology is an impor-
tant technique in recent researches of the artificial intel-
ligence [39]. In the area of WSNs, a lot of new works



4 International Journal of Distributed Sensor Networks

SL

Sink

Detection rules

Promotion/
report

Response

Intrusion 
detection

WSN

Sensor

Base station

UL

Detection rules

Intrusion 
detection

Intrusion 
detection

Report

Intrusion 
predictionUser

Access 
request

Response

UL

Detection rules

Report
RL

Prediction rules

User

Access 
request

Response

User

Access 
request

Response

Figure 2: Systemic design of BLID.

introduce agent technology into WSNs [40–42]. Using agent
technology in WSNs leads to a number of advantages, such
as scalability, event-driven actions, task-orientation, and
adaptivity.

3. Brain-Like Hierarchical Learning
Intelligent Intrusion Prediction Scheme

This section presents the proposed intelligent intrusion
prediction scheme for WSNs. We first introduce the systemic
design. Then, we present the detailed description of our basic
scheme, which is followed by an advanced design.

3.1. Systemic Design. In this section, we set up the system
model of BLID, as shown in Figure 2. The basic idea of the
intelligent intrusion prediction scheme is distributed detec-
tion and centralized prediction. Every node of the WSN can
perform intrusion detection. However, only base station can
perform intrusion prediction for the whole WSN.

Considering the limited resources of sensors and the
powerful resources of sink as well as base station, we define
two levels of intrusion detection: (1) supervised learning
based detection and (2) unsupervised learning based detec-
tion. The supervised learning based detection is a low level
detection which is performed in sensors. This part is cor-
responding with the cerebellum of the brain. On the other
hand, the unsupervised learning based detection is a high
level detection which is performed both in sinks and base
station. This part is corresponding with the cerebral of the
brain. If some unknown attacks occur to a sensor, the sensors

will send the unknown features to the sink. This operation
is marked as “promotion.” Then the sink will determine
whether the access is an attack or not by its high level rules.
If the sink cannot identify based on current rules, it will
adaptively update the rules based on unsupervised learning.
Then the sink sends the response to the sensor. In short, that
sink and the base station perform intrusion detection by
theirselves. The sensor performs low level detection by itself,
but it needs the help of sink for performing high level
detection.

In the WSNs, only the base station can perform intrusion
prediction which is based on reinforcement learning. This
part is corresponding with the basal ganglia of the brain. In
case of an intrusion, the sensors and sinks send the related
features of the attack to the base station through a “report”
operation. Similarly, the detection modular in the base
station reports every local intrusion to prediction module.
Note that sensor reports every intrusions to base station via
sink because sensors cannot communicate directly with the
base station.

Through the basic idea above, a particular detection or
prediction function can be realized by a global network
combing different learning modules in sensor, sink, and base
station.

3.2. Supervised Learning Based Intrusion Detection in Sensor.
Decision tree is a kind of classifier for supervised learning. In
order to perform supervised learning with low complexity,
we use decision tree (DT) as a classifier for data analyzing.
Usually, there are three criteria for constructing a decision
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tree: the information gain, the gain ratio, and the Gini index
[43].

There are three steps to design decision tree based intru-
sion detection. The first step is defining and initializing vari-
ables that will be used in the ensuing process. The second step
is defining a set of primary detection rules. A detection rule
contains a set of keywords that must be checked to trigger
an alarm. Finally, the third step is defining a set of primary
action rules that describe the behaviour after analyzing the
attribute data. The core part is how to construct a decision
tree.

The decision tree construction scheme for sensor must
have low complexity because the resources of sensors are
limited.

The decision tree in our scheme contains three types of
nodes: ordinary, leaf, and promotion nodes. Each node is
represented by N (A,D,M) where A is an attribute set, D
is a set of detection rules, and C is a set of countermeasure.
The attribute set A denotes the set of attributes already used
to decompose the tree and D is the set of detection rules
that are matched at that node. The initial root node contains
the whole set of detection rules, an empty set of attributes,
and an empty set of matched rules. Then, we iteratively
decompose each node according to the set of possible
attributes using the appropriate inference rules. Leaves are
nodes that cannot be transformed anymore. They can be
used to report attacks thanks to the detection rules contained
in their last field. A promotion node is a node at which can
be further processed by the sink as a root node of subtree.

Before we present our construction scheme, we define
some notations and auxiliary functions employed in the
decision tree construction scheme.

Definition 1. Let T = {t1, t2, . . . , tk} be a set of criterion
variable and d be a rule which is {(v1 = t1)∧(v2 = t2)∧· · ·∧
(vk = tk)}. k is the dimension of T . We define the function
Drawn(d) = {v1, v2, . . . , vk}. The function can be extended
to a set of rules L by

Drawn(D) =
⋃

d∈D
Drawn(d). (1)

Definition 2. We define the function Obtain(N(F,D,M)) =
{Subtree | N1(F,D1,M1) ∪ N2(F,D2,M2) · · · ∪ Nm(F,Dm,
Mm)}. N1,N2, . . . ,Nm are the member nodes of the subtree.
This function sends N(F,D,M) to a sink. Then N(F,D,M)
can be further processed by the sink and a subtree will
be returned to the sensor. The root node of the subtree is
N(F,D,M), so that the subtree can be integrated with the
current tree.

We use function Drawn to extract the parameters of the
local rules, which are low level rules. Also, we use the func-
tion Obtain to get a subtree from the sink. In other words,
if the sensor cannot deal with some situations, the sink can
help to decompose the current node N into a subtree base
on high level rules. We assume that the root node of the tree
has been selected. For each nonempty branch of the current
node, we use the following scheme to construct a decision
tree.

Start from an initial node N

Analyze the feature set F
rule sets D of the current node

Yes
Return N as a leaf node

No

Get a subtree from
sink : call obtain(N)

Scan all the remainder
nodes of the current 

The tree cannot grow?

No

Results

Yes

Integrate subtree and
parent tree through the

Return N as a

and the

promotion node

parent tree

promotion node

Drawn(D) ⊆ A?

Figure 3: Decision tree learning in sensor.

The scheme of tree construction is shown in Figure 3.
The process begins from an initial node N . The current
node will become a leaf node if all the attributes have been
considered. Otherwise, function Obtain will be used. When
Obtain(N) function is performed, the connection point of
the subtree and the parent tree is the current node N . Note
that the parent tree is the decision tree in the sensor, and the
subtree is generated in the sink. The rule set in the sensor is
a subset of the rule set in the sink. All leaf nodes cannot be
processed further. The construction process is stopped when
all reduced nodes are leaf nodes.

3.3. Unsupervised Learning Based Intrusion Detection in Sink
and Base Station. Traditionally, a decision tree is viewed as a
supervised learning method, because the splitting is guided
by an impurity measure, which depends on the class labels
of the data. On the other hand, clustering is an important
exploratory data analysis task. It aims to organize objects
(data records) into similarity groups or clusters. Clustering is
often called unsupervised learning as no classes denoting an
a priori partition of the objects are known. This is in contrast
with supervised learning (e.g., classification), for which the
data records are already labeled with known classes.

As mentioned before, we have designed the supervised
learning in sensor based on decision tree. In order to cor-
respond with the learning scheme in sensors, we base our
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unsupervised learning on decision tree. As a matter of fact,
there have been several studies focused on decision tree based
clustering. The scheme in [44] needs to introduce additional
data points into the existing points. The operation is complex
for WSNs. In [45], an unsupervised decision tree is proposed
for information retrieval, which cannot be applied in WSNs
directly. In this section, we present the decision tree based
clustering for WSNs.

Clustering is required to divide initial sets of objects on
many groups (clusters) so that objects inside each group
would be the much alike in some sense, while the objects
of different groups will be as more as possible “different.”
It is required to find out such clusters of objects in space of
characteristics, which will in the best way satisfy to a criterion
of a grouping quality. It is supposed that the characteristics,
describing objects, may be both quantitative and qualitative.
Various methods of the cluster analysis differ in the ways of
understanding of similarity, criterion of quality, and ways of
finding groups.

At first, we define a criterion of quality of the grouping.
Let characteristic of a request from a user or an attacker be
a data sample. All the samples consist of the sample space.
The decision tree with L leaves splits space of characteristics
into L nonoverlapping subareas S1, S2, . . . , SL. This splitting
space corresponds to the splitting of the set of observation
Samples into L subsets Sample1, Sample2, . . . , SampleL. Thus,
the number of leaves in a tree coincides with the number
of groups of objects. We will consider a group of objects
Samplei.

The description of this subset will be the following
conjunction of statements:

U
(

Samplei,Vi
)
=
(
X1 ∈ Vi

1

)
∧
(
X2 ∈ Vi

2

)

∧ · · · ∧
(
Xn ∈ Vi

n

)
,

(2)

where Vi
j is interval which is calculated as follows:

Vi
j =

[

min
Samplei

{
xj
}

, max
Samplei

{
xj
}
]

,

or Vi
j =

{
xj | xj ∈ Samplei

}
,

(3)

where the previous equation is for quantitative characteristic,
and the second one is for qualitative characteristic.

A characteristic subspace Ri, corresponding to the
group’s description, we call a taxon (plural taxa). It is
important to note, although in a decision tree the part of
characteristics can be absent, in the description of each group
all available characteristics must participate.

Relative capacity (volume) of taxon can be calculated by

λi =
n∏

j=1

∣
∣
∣Vi

j

∣
∣
∣

∣
∣∣Dj

∣
∣∣

, (4)

where |Vi
j| designates the length of an interval (in case of the

quantitative characteristic) or capacity (number of values) of
appropriate subset Vi

j (in case of the qualitative characteris-
tic); |Dj| is the length of an interval between the minimal and

maximal values of characteristic Xj for all objects from initial
sample (for the quantitative characteristic) or the general
number of values of this characteristic (for the qualitative
characteristic).

When the number of clusters is known, the criterion of
quality of a grouping is the amount of the relative volume of
taxa:

g =
L∑

i=1

λi. (5)

The grouping with minimal value of the criterion is
called optimum grouping.

If the number of clusters is not given beforehand, it is
possible to understand the next value as the criterion of
quality

P = g + aL, (6)

where a > 0 is a given parameter.
When minimizing this criterion, we receive on the one

hand taxa of the minimal size and on the other hand aspire
to reduce the number of taxa. Notice that in a case when all
characteristics are quantitative, minimization of criterion
means minimization of the total volume of multivariate
parallelepipeds, which contain the groups.

For the construction of a decision tree, the method of
consecutive branching described in Section 3.2 can be used.
On each step of this method, a group of the objects cor-
responding to the leaf of the tree is divided into two new
subgroups.

Division occurs with a glance on criterion of quality of
a grouping, that is, the total volume of received taxa should
be minimal. The node will be divided if the volume of the
appropriate taxon is more than a given value. The division
proceeds until there is at least one node for splitting or the
current number of groups is less than the given number.

Note that learning mechanism in sink not only constructs
decision tree for itself but also decomposes the promotion
node from sensor to construct a subtree for sensor.

3.4. Reinforcement Learning Based Intrusion Prediction in
Base Station. The process of monitoring user behavior and
making predictions on network is a nonlinear problem
[46]. Especially, comparing with traditional communication
networks, WSNs have more dynamic and nonlinear facts.
Hence, the linear method cannot work well for intrusion
prediction in WSNs. Nonlinear prediction by reinforcement
learning [47] and related algorithm can be used to solve
intrusion prediction.

Different from supervised learning and unsupervised
learning, reinforcement learning is a kind of goal-directed
learning which is of great use for a learner (agent) adapt-
ing unknown environments [48]. When the environment
belongs to Markov decision process (MDP), or partially
observable Markov decision process (POMDP), a learner acts
some trial-and-error searches according to certain policies
and receives reward or punishment. The scheme in [47]
uses Stochastic Gradient Ascent (SGA) algorithm [49] as
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the reinforcement learning algorithm. However, the main
shortcoming of the scheme is that off-policy sampling, as well
as nonlinear function approximation, can cause the algo-
rithms to become unstable (i.e., the parameters of the
approximator may diverge). Moreover, the unstability will
decrease the accuracy of prediction.

By using the convergent temporal-difference learning
[50], we develop the nonlinear prediction into a stable
scheme. Furthermore, we use the modified scheme as the
intrusion prediction scheme base station.

As mentioned before, if an intrusion presents to the
sensor, sink, or base station, the attribute parameter of the
attack must be reported to the predictor in the base station.
Here, the attribute parameter of the attack is denoted as a
vector Attack = [a1, a2, . . . , an], which includes the con-
cerned node ID, node address, attack type, attack time,
and so forth. The selection of the attributes depends on
the application scenarios. The architecture of the intrusion
prediction system is illustrated in Figure 4.

The neural network in the prediction system is composed
by 4 layers: input layer, hidden layer, stochastic layer, and
output layer.

Input Layer. The inputs of prediction system on time t can
be constructed as an n dimensions vector space X(t), which
includes n observed points with same intervals on time series
Attack(t).

X(t) = (x1(t), x2(t), . . . , xn(t))

= (Attack(t), Attack(t − τ), . . . , Attack(t − (n− 1)τ)),
(7)

where τ is time delay (interval of sampling) and n is the
embedding dimension.

Hidden Layer. Multiple nodes accept input with weights wij ,
and their output is given by

Hj(t) = 1
1 + e−βH

∑
ai(t)wij

, (8)

where βH is a constant.

Stochastic Layer. To each hidden node Hj(t) in hidden layer,
parameters of distribution function are connected in weight
wμj and weightwσ j when we consider the output is according
to Gaussian distribution. Nodes in stochastic layer give their
output μ, σ as

μ
(
Hj(t),wjμ

)
= 1

1 + e−βμ
∑
Hj (t)wjμ

σ
(
Hj(t),wjσ

)
= 1

1 + e−βσ
∑
Hj (t)wjσ

,

(9)

where βμ, βσ is constant, respectively.
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Figure 4: Architecture of intrusion prediction.

Output Layer. The node in output layer means a stochastic
policy in reinforcement learning. Here we use a 1-dimension
Gaussian function

π(Attack(t + 1),W ,X(t)) = 1√
2πσ

e−(Attack(t+1)−μ)2/2σ2
,

(10)

where Attack(t+ 1) is the value of one-step ahead prediction,
produced by regular random numbers. W means weights
wij , wμj , and wσ j . This function causes learner’s action, so
it is called stochastic policy in reinforcement learning.

In order to update weights, we consider a prototypical
case of temporal-difference learning, that of learning a
linear approximation to the state-value function for a given
policy and Markov decision process (MDP) from sample
transitions. We take both the MDP and the policy to be
stationary, so their combination determines the stochastic
dynamics of a Markov chain. The state of the chain at each
time t is a random variable, denoted as st = {1, 2, . . . ,N}.
On each transition from st to st+1, there is also a reward rt+1,
whose distribution depends on both states. We seek to learn
the parameter θ ∈ Rn of an approximate value function
Vθ : S → Rn such that

Vθ(s) = θTφs ≈ V(s) = E

⎧
⎨

⎩

∞∑

t=1

γtrt+1 | s0 = s

⎫
⎬

⎭, (11)

where θs ∈ Rn is feature vector characterizing state s, and
γ ∈ [0, 1) is a constant called the discount rate.

Temporal difference error is defined as follows:

δk = rk + γφTk φ
′ − θTk φk. (12)
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Following the method in [50], the weight W can calculated
by

W = E
[
φφT

]−1
E
[
δφ
]
. (13)

Note that that δ depends on θ, hence w depends on θ.
Therefore, w can be updated as follows:

wk+1 = wk + ψk
(
δk − φTk wk

)
φk, (14)

where ψk factors are step-size parameters, possibly decreasing
over time.

3.5. Implementation System Based on Agent Technology

3.5.1. Design of Agent System. We use multiagent to realize
the function of intrusion detection and prediction in WSNs.
There are four kinds of agents designed in WSNs, which are
detection agent (DA), communication agent (CA), database
agent (BA), and prediction agent (PA). All the four agents
are designed in base station. However, only DA, CA, and BA
are designed in sensor and sink. Figure 5 shows the structure
of the agent system of a node in wireless sensor network. In
Figure 5, prediction agent (PA) is coloured grey, which means
that PA does not exist in every node of the WSN but only base
station node.

Detection Agent (DA)

(1) The Detection Learning Module (DLM) performs the
learning algorithm described in Section 3. The mod-
ule acts as a classifier to perform intrusion detection.
It implements the proposed supervised decision tree
learning algorithm for sensor. For sink and base
station, this module runs the proposed decision
tree based cluster algorithm. The rules for making
decision are called from detection rule module. The
results of learning can be sent to detection rule
module for updating rules.

(2) The Detection Rule Module (DRM) contains the rule
sets for intrusion detection. The rules are the choice
of application design. The rules can be updated by the
learning algorithm in the DLM.

Communication Agent (CA). This agent provides an inter-
face for the node communicating with other nodes. Also, it
preprocesses the raw data into the format required by the
data classification techniques. On one hand, this module
acts as an interface for the node interoperating with other
nodes in WSNs. For sensor, this module sends the packet of
promotion and reports as well as receives the response from
sink. In sink, this module reports every attack, which occurs
to the sensor and sink, to the base station. When this module
is performed in a base station, it receives the report packets
from the sinks. On the other hand, communication agent
performs an interface to receive request and send responses
for the user who accesses the node. It transfers the parameters
of the request to DA and PA for further processing.

WSN node

Detection 
learning

Detection agent

Interface agent

History Attribute

Database agent

Detection
rule

Prediction 
learning

Prediction agent

Prediction
rule

Figure 5: Node model of agent system.

Database Agent (BA)

(1) The History Module (HM) provides two distinct func-
tionalities: a convenient mechanism to log events and
actions that have occurred and an efficient mech-
anism to query these logged events. This module
provides history data for detection learning and
prediction learning.

(2) The Attribute Module (AM) provides an interface for
the detection agent (DA) and prediction agent (PA)
to query and update attributes of the data and users.

Prediction Agent (DA)

(1) The Prediction Learning Module (PLM) is designed
only in base station. It performs the reinforcement
learning algorithm described in Section 3. The
module acts as a classifier to perform intrusion pre-
diction. The rules for making decision are called from
prediction rule module. The results of learning can be
sent to prediction rule module for updating rules.

(2) The Prediction Rule Module (PRM) contains the
rule sets for intrusion prediction. The rules can be
updated adaptively by the learning algorithm in the
PLM.

3.5.2. Sequence Model of Interaction. In BLID, there are
several cases of interoperation among the learning modules
in different nodes in WSNs, which is similar with the
cerebellum, the basal ganglia, and the cerebral cortex. On
one hand, when unknown request presents to the sensor, the
sensor performs a promotion action for further detection by
helping of sink. After the sink finished the further detection
by using the clustering algorithm, it sends the responses
to the sensor. The response includes the subtree (see
Section 3.2) for updating the detection rules in the sensor. On
the other hand, for both sink and sensor, they must report
the features of the request to the base station if they find
the request comes from an attacker. Note that sensors report
the attack to base station via the sink, because sensor cannot
communicate with the base station directly. Because report
is an operation which is easy to understand, we just illustrate
the sequence of promotion operation in Figure 6.
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Figure 6: Sequence model of promotion operation.

4. Getting Data Set via
Wireless Attack Experiment

In this section, we report the attack experimentation,
through which we can get the data set for training and test.
Because many existing WSNs are deployed by IEEE 802.11
and mote device technologies [31], we use IEEE 802.11
based wireless link for our experiment. Moreover, for access
control, a role-based access control (RBAC) policy is used.

Feature selection is an important issue for intrusion pre-
diction. In order to enhance the prediction accuracy for the
attack from different layers, we consider both the application
layer features and MAC layer features to construct the data
set. We combine the features of access control and 802.11
wireless traffics [51] to construct the feature data set. On
one hand, we select the important features of access control
based on the feature selection method for access control in
[52]. On the other hand, according to IEEE 802.11 standard
[51], the fields of the MAC header can be extracted. We used
the information gain ratio (IGR) as a measure to determine
the relevance of each feature [53]. We can order the features
according to the score assigned by the IGR measure. The IGR
measure is based on the data set of frames collected from our
testing network. The features of access control and 802.11
traffics which we used for experiment are shown in Tables 1
and 2, respectively. The number of the selection features
depends on the requirements of security and the recourses of
the system. As a case study for resource-constrained WSNs,
we select 5 access control features and 7 traffic features of
802.11 for test.

We did the attack experiment in an 802.11 network. We
take ARP replay attack, forgery attack, ongoing dictionary

Table 1: Features of access control.

Order Features Description

1 LoginResult Access decision results before access

2 NumbWr
Number of write operation on access control
files

3 NumbCrea Number of create operation on rule file

4 NumbAccess Number of access

5 NumbDe
Number of delete operation on access
control files

Table 2: Features of traffic.

Order Features Description

1 WepResult The result of WEP ICV check

2 Duration The time the medium is expected to be busy

3 More Frag Whether a frame is nonfinal fragment or not

4 Desti Addr The MAC address of the receiving node

5 Fram Type The type of the frame

6 IfRetransmit If the frame is a retransmitted frame

7 Sour Addr The MAC address of sending node

attack [32], and chopchop attack [33], which are the
common attacks in 802.11 networks, as the examples for
evaluation. The tool we use to generate attacks is Backtrack,
which is available from the website [34].

In our experiment, the network was composed of three
wireless stations. We use one machine as a server node (access
point). Then, we use another machine to generate normal
traffic firstly and later attacks. The last machine was used
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Table 3: Data set.

Traffic type Training set Test set

ARP replay attack 200 200

Forgery attack 200 200

Ongoing dictionary attack 200 200

Chopchop attack 0 200

Normal 1200 1200

to collect and record both normal and intrusion traffic. The
number of related records in the data set is shown in Table 3.
There is no training set for chopchop attack, because we use
this attack as unknown attack for test. The other three kinds
of attacks can be regarded as usual attacks.

5. Evaluation and Comparisons

This section evaluates BLID in terms of overhead and accu-
racy.

5.1. Overhead and Complexity Evaluation

5.1.1. Time Overhead and Memory Consumption in Sensor.
Usually the resources of sensor are limited, but the resources
of sink and base station are powerful. Hence, the evaluation
of sensor is crucial and typical. We focus on the time
overhead and memory consumption caused by our scheme
on sensor. We have implemented BLID for TinyOS and tested
it using TOSSIM [54]. The mote that TOSSIM simulates is
MicaZ.

There are two phases of the learning, training phase and
test set. Before the sensors being deployed, the training pro-
cess can be performed on some other well-resourced devices,
such as laptop, because the recourses of sensors are limited.
Hence, the initial detection rules can be constructed on well-
resourced devices and then loaded into sensors. In this paper,
the initial detection rules training is based on the training
data set in Section 4. Based on the above reasons, we just
focus on the test phase. The overhead caused by BLID and
related schemes during detection is reported in Figure 7,
which is the time needed by a sensor from receiving a request
to making a local detection decision.

In Figure 7, the vertical coordinates denote the overhead
caused by intrusion detection system. Four groups of
columns denote four cases which are corresponding with
four kinds of attacks described in Section 4. As shown in
Figure 7, the time overhead caused by BLID is lower than that
of the schemes in [12, 25]. The results show that detecting
unknown attacks usually needs more time than detecting
known attacks.

Loading the rules intrusion detection requires memory.
The memory consumption of our scheme is an impor-
tant measure of its feasibility and usefulness on memory-
constrained sensor nodes. The memory consumption is
shown in Table 4. Because MicaZ has 128 KB of instruction
memory and 512 KB of flash memory, the experiment results
mean that BLID leaves enough space in the mote’s memory

Table 4: Memory consumption in sensor.

Agent Size (bytes)

Detection agent 10274

Database agent 21857

Communication agent 3216

Total 35347

Table 5: Memory consumption in sink and base station.

Agent Size (bytes)

Prediction agent in BS 535341

Database agent in BS 732219

Detection agent in sink 152796

Database agent in sink 225678

Communication agent 3216

for user applications. In addition, we use PC act as the sink
and base station nodes. The memory consumption of high
level detection and prediction is shown in Table 5.

5.1.2. Energy Consumption of Sensor. Energy cost is one of
the most critical problems in resource-constrained sensors.
In this subsection, we estimate the energy consumption
of sensor using PowerTOSSIM [55], which is an energy
modeling extension of TOSSIM. PowerTOSSIM is often used
to evaluate the energy consumption of WSNs [56–58]. The
energy consumption is measured for five components: CPU,
RADIO, LED, SENSOR, and EEPROM. According to the
attack experiment in Section 4, ARP reply attack, forgery
attack, and ongoing dictionary attack act as the known
attacks, while chopchop attack acts as unknown attack. In
addition, based on the time overhead in Figure 7, the time
overhead of ongoing attack has higher time complexity than
ARP replay attack and forgery attack. Therefore, here we take
ongoing attack as the example of known attack for energy
consumption evaluation. Chopchop attack is still used as
unknown attack for the energy consumption evaluation.
Then, we fix the time of execution equal to 1200 simulated
seconds, which is because the motes in PowerTOSSIM take
boot time of 10 seconds. Here we consider three cases, which
are continuous known attack, continuous unknown attack,
and continuous normal access. In the simulation, the radio
is set as sleep mode if there is no promotion or report message
being transferred. The energy costs of different cases are
shown in Figure 8.

In our proposed system, storing feature and rule data
performed by EEPROM component and classification analy-
sis performed by CPU component course the corresponding
additive energy consumption in EEPROM and CPU, while
radio transmission is not always necessary which depends on
the promotion and report operations. As shown in Figure 8,
the CPU energy costs for unknown and known attacks are
higher than that of normal access and known attack. This
is because that the attacks course more computations of
the features analysis and must perform report operation to
the base station. RADIO energy consumption of unknown
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attack detection is higher than that of known attack, because
of the additive promotion messages. Energy costs of the all
the three cases are lower than that of related application
schemes of WSNs, such as some ECG monitoring schemes
in [57] and some data-stream protocol in [58]. Therefore,
the energy consumption of our scheme is acceptable for
resource-constrained WSNs.

5.1.3. Communication Overhead. BLID can cause communi-
cation overhead into WSNs. In a WSN, the number of sensor
is usually much more than that of sink and base station, and
some sensors usually are deployed far from base station and
sink. In other words, the communication overhead is mainly
caused by sensors. Hence, we evaluate the case that the
attacks occur to sensors. Figure 9 depicts the communication
cost of BLID measured in overhead packets in WSNs.

As shown in Figure 9, the communication overhead in
case of unknown attack is higher than that in case of known
attack, because the sink needs to return a subtree to the
sensor in case of unknown attacks. The communication over-
head also depends on the number of hop from the intruded
sensor to the sink. For small scale WSNs, such as the number
of hop is 3, the communication cost is only 4 for known
attacks and 7 for known attacks, respectively. Moreover, for
larger scale WSNs, such as the case of 7 hop, the overhead
still remains low (8 packets for known attacks and 15 packets
for unknown attacks). The communication cost of BLID is
lower than that of cooperative intrusion detection scheme in
[59]. For the scheme in [59], the communication overhead
is 12 for 4 sensors cooperate for detection, and the overhead
increase to 19 when 8 sensors cooperate.

5.2. Prediction Rate. The evaluation of the accuracy of pre-
diction was obtained using Matlab and NeuroSolutions [60].
The detection accuracy of BLID depends on the learning
algorithm in sink and base station, because “promotion”
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operation exists in the low level detection in sensor. The
prediction accuracy depends on the reinforcement learning
scheme performed in base station.

We use two metrics to evaluate the intrusion prediction
performance, namely, prediction rate q and false alarm rate
η. The prediction rate is formally defined by

q = d

n
, (15)

where d is the number of prediction attacks, and n is the total
number of actual attacks.

We evaluate the prediction rate in this section. Because
the real sample cannot be gotten in WSNs for intrusion pre-
diction, DARPA Intrusion Detection Evaluation Data [61]
is used as the training and test data set to verify the prediction
rate of related schemes. The training data consist of five
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weeks of network-based attacks in the midst of normal
background data. Attacks are labeled in training data. The
test data consist of two weeks network-based attacks and
normal background data. We also use the features defined
in DARPA 1998 as the feature parameters of our prediction
scheme. The prediction rate is shown in Figure 10. In
Figure 10, the vertical coordinates denote the prediction rate.
Nine groups of columns denote nine cases which are cor-
responding with nine kinds of attacks in DARPA Intrusion
Detection Evaluation Data. As shown in Figure 10, the
prediction rate of BLID is on average 12 percentages higher
than that of SGA based scheme in [48].

6. Conclusion

In this paper, we analyzed the important issues of accurate
intrusion detection and prediction in WSNs. To address the
problems, we proposed a brain-like hierarchical learning
based intelligent intrusion prediction scheme, called BLID,
in which the sensor, sink, and base station perform different
kinds of learning algorithms and interoperate optimally
with each other. Referring to brain-like hierarchical learning
model, we designed a relatively simple decision tree learning
algorithm in the sensor for low level intrusion detection,
which is corresponding with the supervised learning of cere-
bellum. Then, we proposed a decision tree based clustering
mechanism in sink and base station for intrusion detection,
which has a correspondence with unsupervised learning of
cerebral cortex. Furthermore, we developed a stable rein-
forcement learning model in base station for high level
intrusion prediction, which is referenced to reinforcement
learning of the basal ganglia. Through combing and connect-
ing different learning modules in the sensor, the sink, and the
base station as a global network, the function of distributed
detection and centralized prediction can be realized. The

implementation system of BLID is designed based on agent
technology. Our experiment shows that the proposed scheme
has several advantages in terms of efficiency of implemen-
tation and high prediction rate. Although we assume in
this paper that WSNs is deployed through the three-layer
architecture, BLID can also be applicable for the WSNs
deployed in two-layer architecture, which only includes
base station and sensor. This is because both unsupervised
learning and reinforcement learning modules are designed
in base station, then sensor can interoperate directly with
base station for promotion operation. An interesting future
work of BLID may be on the efficiently distributed intrusion
prediction of WSNs.
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In wireless sensor networks, self-healing key-distribution schemes are used to ensure that, even if the message packets that are
broadcast in some sessions get lost, the group nodes can still recover the lost session keys simply by using their personal secret
keys and broadcast messages that have been received without requesting additional transmissions from the group manager. These
schemes reduce network traffic, decrease the group manager’s workload, and lower the risk of node exposure through traffic
analysis. However, most existing schemes have many deficiencies, such as high overhead for storage and communication and
collusion attacks. In this paper, we have proposed a modified, self-healing, key-distribution scheme based on one-way key chains
and secret sharing. Our scheme has the properties of constant storage, lower communication overhead, long lifespan, forward
secrecy, backward secrecy, and resistance to collusion attacks.

1. Introduction

Wireless sensor networks (WSNs) are composed of a large
number of sensor nodes with limited power, storage, com-
putation, and communication capabilities. WSNs have wide
applications in military operations and scientific exploration
[1, 2] in which there may be inadequate support by
the infrastructure of the network, allowing adversaries to
potentially intercept, modify, or partially interrupt com-
munication. In such applications, security is a critical
concern. In addition, in some deployment scenarios, sensor
nodes must operate under adversarial conditions. Therefore,
determining how to distribute group session keys for secure
communication to a large dynamic group over an unreliable
network is a serious issue. In WSNs, packet loss occurs
frequently. Messages that are broadcast by the group manager
(base station) might never reach some authorized nodes
(sensor nodes). So, it is important to guarantee the reliable
transmission of information for updating the group’s session
keys to the authorized nodes. An easy solution is requesting

retransmission, but requesting retransmission increases the
overhead associated with communication incurs a high risk
of revealing the nodes’ physical locations, which is not
acceptable in some high-security environments.

A self-healing, key-distribution scheme is proposed to
solve the problem described above. The main concept of self-
healing, key-distribution schemes is that, even if the message
packets that are broadcast in some sessions get lost, the group
nodes can still recover the lost session keys simply by using
their personal secret keys and broadcast messages that have
been received without requesting additional transmissions
from the group manager. These schemes reduce network
traffic, decrease the group manager’s workload, and lower
the risk of node exposure through traffic analysis. Figure 1
shows network topology in a key distribution scheme under
adversarial conditions.

In 2002, Staddon et al. [3] proposed the first self-healing,
key-distribution scheme with revocation using secret sharing
[4]. However, Staddon et al.’s schemes incur high overhead
for storage and communication. Later, several other schemes
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Figure 1: Network topology in a key-distribution scheme.

were proposed [5–9] based on Staddon et al.’s schemes. Liu
et al. (2003) generalized the definitions and security notions
and proposed a new scheme that significantly decreased
the overhead for communication by introducing a novel,
personal key-distribution [5]. Blundo et al. [10] showed that
the first scheme in [3] is insecure. An adversary could recover
the group’s session key with just broadcast messages. In
[11], Dutta et al. proposed two self-healing, key-distribution
schemes with revocation that were secure, but they did not
consider collusion attacks. In [12], Dutta et al. proposed
a new self-healing key-distribution scheme with a constant
storage overhead by using only one secret polynomial. But
Xu and He’s scheme [13] and Du and He’s scheme [14]
showed that the scheme in [12] was insecure. Any user can
recover the manager’s secret polynomial, which should not
been known by any user. Xu and He (2009) proposed two
schemes in [13], one of which improved the scheme in [12]
by using an access polynomial instead of the revocation
polynomial with the other, which was based on the scheme
in [11], still using an access polynomial. But neither of the
two schemes proposed in [13] considered collusion attacks
between the revoked user and the newly-joined user. In [14],
Du and He proposed a new self-healing, key-distribution
scheme with revocation and resistance to collusion attacks.
However, Bao and Zhang (2011) showed that the scheme
in [14] was vulnerable to collusion attacks [15]. A revoked
user and a newly-joined user easily could recover the session
keys that they should not know. However, Bao and Zhang
(2011) used m secret polynomials for m sessions and an
access polynomial in the broadcast phase, which resulted in
an excessive communication overhead.

In this paper, we propose a self-healing key-distribution
scheme for WSNs based on one-way key chains and secret

sharing. In our scheme, only one secret polynomial is used
in all sessions, and modified access polynomials are used,
which produces a lower communication overhead. Also, our
scheme can resist collusion attacks between a newly-joined
user and a revoked user.

The rest of the paper is organized as follows. In Section 2,
the security model is presented and Bao and Zhang’s scheme
[15] is reviewed briefly. In Section 3, our modified, self-
healing, key-distribution scheme is proposed. Then, we
discuss the security and performance of our scheme in
Section 4. Our conclusions are presented in Section 5.

2. Preliminaries

In this section, we briefly introduce Bao and Zhang’s scheme
[15] and the security definitions. The following notations
will be used in the rest of the paper.

U is the set of all users (sensor nodes) in wireless
sensor networks.

Ui is the user i in U .

ui is the identity of Ui.

GM is the group manager (base station).

n is the total number of users in U .

m is the total number of sessions.

t is the maximum number of compromised users in
all sessions.

p is a large prime modulus, where 2799 < p < 2800.

q is a large prime divisor of p − 1, where 2159 < q <
2160 and q2 | (p − 1).

{gi}mi=1 are m generators with order q in GF(p).

f (x) ∈ Fq[x] is the secret polynomial of degree t
generated by GM.

Si is the personal secret of user Ui.

Bj is the broadcast message generated by GM for
session j.

βj is the self-healing key generated by GM for session
j.

Kj is the session key in session j generated by GM.

K0 is the initial key seed generated by GM.

Rj is the set of all revoked users in and before session
j.

Gj is the set of nonrevoked users in session j.

H1, H2 are two cryptographically secure, one-way
functions, and H1 : {0, 1}∗ → Fp,H2 : {0, 1}∗ →
Fp.

Dk(·) is a symmetric decryption function.

Ek(·) is a symmetric encryption function.
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2.1. Security Model

Definition 1 (self-healing key-distribution with t-revocation
capability [11]). A key-distribution scheme is a self-healing,
key-distribution scheme with t-revocation capability if the
following conditions are true.

(a) For any nonrevoked user Ui in session j, the group
session key Kj is efficiently determined by the
broadcast message Bj and the personal secret Si.

(b) The group session key Kj cannot be determined by
what the non-revoked users learn from Bj or their
own personal secret alone.

(c) t-revocation capability: for each session j, let Rj

denote a set of revoked users in and before session
j, where |Rj| ≤ t, the group manager can generate a
broadcast message Bj such that all the revoked users
in Rj cannot recover the group session key Kj .

(d) Self-healing property: any Ui who joins in or before
session j1 and is not revoked before session j2 (1 ≤
j1 < j2) can recover all the keys Kj( j1 ≤ j ≤ j2)
by the broadcast messages Bj1 , Bj2 , and the personal
secret Si.

Definition 2 (t-wise forward secrecy [11]). Let Rj ⊆ U
denote a set of all revoked users in and before session
j, where |Rj| ≤ t. A key-distribution scheme guarantees
forward secrecy if the members in Rj together cannot get
any information about Kj , even with the knowledge of group
session keys before session j.

Definition 3 (t-wise backward secrecy [11]). Let J j ⊆ U
denote a set of users who join the group after session
j, where |J j| ≤ t. A key-distribution scheme guarantees
backward secrecy if the members in J j together cannot get
any information about Kj , even with the knowledge of group
session keys after session j.

Definition 4 (resistance to the collusion attack [16]). Let R ⊆
U denote a set of all revoked users in and before session j1
and let J ⊆ U denote a set of users who join the group
after session j2, where 1 ≤ j1 < j2 and |R ∪ J| ≤ t. A
key-distribution scheme with resistance to collusion attacks
means that, even if all users in R and J cooperate, they cannot
get any information about keys Kj , for all j1 < j < j2.

2.2. Review of Bao and Zhang’s Scheme. In [15], Bao and
Zhang proposed an improved key-distribution scheme for
[14] that included resistance to collusion attacks. The scheme
is divided into the four phases described below.

Phase 1: Setup. First, the GM randomly chooses m polyno-
mials f1(x), . . . , fm(x) ∈ Fp[x], each of degree t.

Second, the GM randomly chooses numbers α1, . . . ,αm ∈
Fp for each session.

Third, the GM chooses a random secret value ti ∈ Fp
for user Ui and the ti values are different from each other.
Then, the GM sends the personal secret Si = {ti,αj′ , f j′(ti)}

to user Ui in a secure manner. (The term j′ denotes the
session number when the user joins the group and αj′ ∈
{α1, . . . ,αm}.)

Then, the GM randomly chooses a prime, initial key seed
K0 ∈ Fp, which is kept secret and m numbers {βj}mj=1

∈ Fp

as the self-healing keys.
The GM computes a key seed and corresponding key

chain for each session using two one-way hash functions
H1, H2 and m numbers {βj}mj=1

. For 1 ≤ j ≤ m, the key

seed of session j is computed as shown:

K0
j = H1

(
Kj−1,βj

)
. (1)

And the key chain of session j of length j is computed as
shown:

K
j−1
j = H2

(
K
j−2
j

)
= H

j−1
2

(
K0
j

)
, (2)

whereHi
2() means applying the hash operation i times. Then,

{K0
j ,K1

j , . . . ,K
j−1
j } is the key chain of session j, and the

group session key in session j is Kj = K
j−1
j .

Phase 2: Broadcast. Let Uact j = {Uact1 , . . . ,Uacta j } be the set
of all active users for session j, where aj is the number of
active users in session j. Let Tact j = {tact1 , . . . , tacta j } be the
set of all active users’ secret values in session j. Then, the GM

generates {G1
j ,G

2
j , . . . ,G

j
j} of size j as a masking key sequence

for session j by applying XOR on both αj′ , and every key
forms the key chain of session j, where

G
j′
j = K

j′−1
j ⊕ αj′ . (3)

In session j, the GM broadcasts the following message:

Bj =
{
Z
j′
j (x) = A

j′
j (x)G

j′
j + f j′(x)

} j

j′=1

∪
{
EK0

j

(
β1
)
,EK1

j

(
β2
)
, . . . ,EK j−1

j

(
βj
)}

,

(4)

where A
j′
j (x) = (S

j′
j · x − Tj)

∏aj′
i=1(x − tacti) + 1 is an access

polynomial. When an active user Uacti receives the broadcast

message Bj of session j, Uacti can evaluate A
j′
j (tacti) = 1 by

using its secret value tacti , where j′ denotes that Uacti has
joined the group in session j′. However, a revoked user can
only evaluate a random value.

Phase 3: Group Session Key and Self-Healing Key Recovery.
When a nonrevoked user Ui in session j, who joins in the
group in session j′, receives the broadcast message Bj of
session j, Ui can recover the group session key Kj as follows.

First, Ui computes G
j′
j = z

j′
j (ti) − f j′(ti) from (4), where

f j′(ti) ∈ si and A
j′
j (ti) = 1. Then, Ui evaluates K

j′−1
j = G

j′
j ⊕

αj′ from (3), where αj′ is secret value of Ui.

Then Ui can compute all the future keys {K j′
j ,K

j′+1
j ,

. . . ,K
j−1
j } in the key chain of session j by using the one-

way hash function H2(). The group session key of session j is

Kj = K
j−1
j = H

j− j′
2 (K

j′−1
j ).



4 International Journal of Distributed Sensor Networks

Then, Ui can decrypt {E
K
j′−1
j

(βj′), E
K
j′
j
(βj′+1),. . .,

EK j−1
j

(βj)} by using the corresponding keys {K j′−1
j ,K

j′
j , . . . ,

K
j−1
j } to get the corresponding self-healing keys {βj′ ,βj′+1,

. . . ,βj}.
However, a revoked user can recover neither the group

session key nor the self-healing keys of session j, since A
j′
j (ti)

is a random number for any user Ui ∈ Rj .

Phase 4: Add Group Members. If a new user wants to join
the group in session j, the GM chooses a never-used identity
v ∈ {1, 2, . . . ,n} for Uv. Then, the GM selects a random
secret value tv ∈ Fp and sends the personal secret key Sv =
{tv,αj , f j(tv)} to Uv using RSA algorithm.

3. The Proposed Scheme

In this section, we propose an improved version of Bao and
Zhang’s scheme [15] using secret sharing. In our scheme,
we use only one secret polynomial and modified access
polynomials, which lower the communication overhead. Our
scheme is divided into four phases, as follows.

Phase 1: Initiation. First, the GM creates a polynomial
f (x) ∈ Fq[x] of degree t as the secret polynomial. Then, the
GM chooses {gi}mi=1 as m generators with order q in GF(p)
and {αi}mi=1 for each session.

Second, the GM selects a unique identity ui ∈ Fq for user
Ui and sends Si = {ui,αj′ , f (ui) mod q} to user Ui for i =
1, . . . ,n as personal secret keys via a secure communication
channel, where j′ denotes the session number when the user
joined the group. For example, user Ur , who joins the group
in session 1, will receive Sr = {ur ,α1, f (ur) mod q}.

Then, the GM randomly chooses a prime initial key seed
K0 ∈ Fp, which is kept secret, and m numbers {βj}mj=1

∈ Fp

as the self-healing keys.
In our scheme, as in Du-He’s scheme [14], we still use

key chains. The GM computes a key seed and corresponding
key chain for each session using two one-way hash functions
H1, H2 and m numbers {βj}mj=1

. For 1 ≤ j ≤ m, the key seed

of session j is computed by (1): K0
j = H1(Kj−1,βj).

And the key chain of session j of length j is computed by

(2):K
j−1
j = H2(K

j−2
j ) = H

j−1
2 (K0

j ), whereHi
2() means apply-

ing the hash operation i times. Then, {K0
j ,K1

j , . . . ,K
j−1
j } is

the key chain of session j and the group session key in session

j is Kj = K
j−1
j .

Phase 2: Broadcast. Assume that Rj ⊆ U and |Rj| ≤ t
are the sets of all revoked users in and before session j,
respectively. Let Gj be the set of all nonrevoked users in
session j. In session j, the GM chooses a set of nonzero
indices Xj = {xj,1, xj,2, . . . , xj,t} such that IRj ⊆ Xj , but
Wj ∩ IGj = ∅, where IRj denotes the set of indices of the
users in Rj , and IGj represents the indices of users in Gj . Let

U
j′
j = {uj′,1,uj′,2, . . . ,uj′,nj′ } be the set of indices of the users

who join the group in session j′ and are still active in session

j, where nj′ is the number of users of the set and 1 ≤ j′ ≤ j

and Gj =
⋃ j

j′=1 U
j′
j . Then, the GM computes a sequence

{Z j′
j } jj′=1 using the key chain of session j as shown:

Z
j′
j (x) =

(
K
j′−1
j ⊕ αj′

)
+ gj

f (0)A
j′
j (x) mod p, (5)

where A
j′
j (x) = (Y

j′
j x − Tj)

∏nj′
i=1(x − uj′,i) + 1 is a modified-

access polynomial. Y
j′
j and Tj are randomly selected by the

GM in Fp, such that Y
j′
j /Tj is different from all users’ indices.

When an active user Ui receives the broadcast message Bj

of session j, Ui can evaluate A
j′
j (ui) = 1 by using its secret

identity value ui, where j′ denotes that Ui joined the group
in session j′. However, a revoked user or an active user who
does not join in the group in session j′only can evaluate a
random value.

Then, the GM broadcasts the following message Bj :

Bj = gj ∪
{
xj,i, g

f (xj,i)
j

}t

i=1
∪
{
Z
j′
j (x)

} j

j′=1

∪
{
EK0

j

(
β1
)
,EK1

j

(
β2
)
, . . . ,EK j−1

j

(
βj
)}
.

(6)

Phase 3: Group Session Key Recovery and Self-Healing Key
Recovery. When a non-revoked user Ui, who joins the group
in session j′, receives the broadcast message Bj of session j,

he or she can recover g
f (0)
j by Lagrange’s interpolation using

Bj and her or his personal secret keys as following:

g
f (0)
j =

t∏

l=0

(
g
f (xj,l)
j

)wl
mod p, (7)

where

wl =
t∏

k=0
k /= l

−xj,k
xj,l − xj,k . (8)

With xj,0 = ui, user Ui can recover g
f (0)
j , then he or she

can recover K
j′−1
j by (5) with A

j′
j (x) = 1, as follows:

K
j′−1
j =

(
Z
j′
j (ui)− g f (0)

j mod p
)
⊕ αj′ , (9)

where j′ denotes the session number when Ui joined the
group, and αj′ is the secret of user Ui distributed by the GM
when he or she joins the group in session j′.

Then, Ui computes the group session key of session j as

Kj = K
j−1
j = H

j− j′
2 (K

j′−1
j ).

User Ui also can recover the self-healing key

{βj′ ,βj′+1, . . . ,βj} using K
j′−1
j and Bj . First, Ui computes all

the keys {K j′
j ,K

j′+1
j , . . . ,K

j−1
j } in the key chain of session

j by using the one-way hash function H2(). Then, Ui can
decrypt {E

K
j′−1
j

(βj′),E
K
j′
j

(βj′+1), . . . ,EK j−1
j

(βj)} by using the

keys {K j′−1
j ,K

j′
j , . . . ,K

j−1
j } to get {βj′ ,βj′+1, . . . ,βj}. Then,



International Journal of Distributed Sensor Networks 5

the user with session key Kj′ can recover all session keys
between session j′ to j based on (1) and (2).

A user who was revoked in session j cannot recover
the current group session key or the self-healing key even

with the Bj , since he or she cannot recover g
f (0)
j based on

Lagrange’s interpolation.

Phase 4: New User Added. If a user Ux wishes to be added
to the group in session j, GM chooses a unique and
never-used identity ux for Ux and sends the secret Sx =
{ux,αj , f (ux) mod q} to Ux using the RSA algorithm.

4. Security and Performance Analyses

In this section, we show that our proposed scheme has
self-healing property, forward security, backward security,
and resistance to collusion attacks. Compared with Bao and
Zhang’s scheme [15], our scheme has lower communication
overhead.

4.1. Self-Healing Property. Assume that Ui, who join the
group in session j′, are active in session j1 and session j2,
where 1 ≤ j′ ≤ j1 ≤ j2. And Ui receive session-key broadcast
messages Bj1 and Bj2 but lose the session key broadcast
message Bj , where j1 < j < j2. Users Ui can still recover all
the lost session keys Kj for j1 < j < j2 as follows.

(1) When the broadcast message Bj1 is received, Ui can

recover g
f (0)
j1 using their personal secrets by (7) and

(8). Then, because Ui are active users in session j1, Ui

can recover K
j′−1
j1 by (5) and (9), where A

j′
j1 (ui) = 1.

Then, Ui compute the group session key of session j

as Kj1 = K
j1−1
j1 = H

j1− j′
2 (K

j′−1
j1 ).

(2) When the broadcast message Bj2 is received, Ui

can recover g
f (0)
j2 using their personal secrets by

(7) and (8). Then, because Ui are active users
in session j2, Ui can recover K

j′−1
j2 by (5) and

(9), where A
j′
j2 (ui) = 1. Ui compute all the

keys {K j′
j2 ,K

j′+1
j2 , . . . ,K

j2−1
j2 } in the key chain of

session j2 by using the one-way hash function
H2(). Then,Ui can recover {βj′ ,βj′+1, . . . ,βj1 , . . . ,βj2}
using the keys {K j′−1

j2 ,K
j′
j2 , . . . ,K

j2−1
j2 } by decryption

{E
K
j′−1
j2

(βj′),E
K
j′
j2

(βj′+1), . . . ,EK j2−1
j2

(βj2 )}.
(3) With Kj1 and {βj1 , . . . ,βj2}, Ui can recover all session

keys Kj for j1 < j < j2 by (1) and (2).

Therefore, our scheme achieves the self-healing property.

4.2. Forward Secrecy. Let Rj ⊆ U and |Rj| ≤ t be the set of
all revoked users in and before session j, respectively. Then,
we show that the coalition Rj cannot get any information
about the current session key Kj , even with the previous
group session keys before session j. To recover the session

key Kj = K
j−1
j = H

j− j′
2 (K

j′−1
j ), user Ui ∈ Rj must

recover K
j′−1
j = (Z

j′

j
(ui) − g

f (0)
j A

j′
j (ui)) ⊕ αj′ by (5), where

j′ denotes the session number when Ui joined the group. But

for revoked users Ui, A
j′
j (ui) is a random value that is not

known by Ui. Moreover, Ui cannot recover g
f (0)
j even with all

of the information of all revoked users, because, according

to Lagrange’s interpolation, to recover g
f (0)
j ,Ui must know at

least (t+1) number pairs, such as (xi, g
f (xi)
j ), where (xi, f (xi))

is a point on f (x). Since the size of the coalition Rj is, at most,

t, the coalition Rj cannot recover g
f (0)
j . In [17], Harn showed

that Ui may be able to recover g
f (0)
j with the previous g

f (0)
j1

and g
f (0)
j2 when gj = gj1gj2 . But in our scheme, the probability

is 2−160, which is extremely low and can be almost neglected.
After all, the coalition Rj cannot get any information about
the current session key Kj .

The above analysis shows that our scheme is forward
secure.

4.3. Backward Secrecy. Let J j ⊆ U , where |J j| ≤ t, be the set
of all users who join the group after session j. We will show
that the coalition J j cannot get any information about any
previous session key Kj1 for j1 ≤ j, even with the knowledge
of group keys after session j.

Users in J j can get only the session keys {Kj+1,Kj+2, . . .}
and self-healing keys {βj+1,βj+2, . . .}. Without loss of gener-

ality, one can get Kj+1 = H
j
2 (K0

j+1) and K0
j+1 = H1(Kj ,βj+1)

by (1) and (2), where H1(·) and H2(·) are two one-way
hash functions. It is computationally infeasible for any user
in J j to compute any previous session key Kj1 with keys
{Kj+1,Kj+2, . . .} and self-healing keys {βj+1,βj+2, . . .} for j1 ≤
j.

However, users in J j could attempt to recover the
previous session keys by their personal secret keys and the
previous broadcast messages. However, by (5) and (6), it is
evident that the previous broadcast messages do not have the
equations for users in J j . So users in J j cannot recover the
previous session keys.

The above analysis shows that our scheme is backward
secure.

4.4. Resistance to Collusion Attack. Let Rj1 ⊆ U be the set of
all revoked users in and before session j1 + 1 and let J j2 ⊆ U
be the set of all users who join the group from session j2.
We will show that collusion of Rj1 and J j2 cannot recover any
session key Kj ( j1 < j < j2) with their personal secret keys
and the broadcast message Bj1 and Bj2 .

To recover session key Kj ( j1 < j < j2), Rj1 ∪ J j2 must
recover the self-healing keys βj1+1,βj1+2, . . . ,βj2−1. Without
loss of generality, assume that Ua joins the group in session
j1 and thatUb joins the group in session j2. For the equation,

Z
j1
j2 (x) = (K

j1−1
j2 ⊕αj1 )+g

f (0)
j2 A

j1
j2 (x), since userUa, who joined

the group in session j1, is not active in session j2, A
j1
j2 (ua) is

a random number. Then, Ua cannot recover K
j1−1
j2 even with

αj1 and g
f (0)
j2 provided by userUb. Therefore, users in Rj1∪J j2
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Table 1: Comparison among different schemes.

Schemes Storage overhead Communication overhead Long lifespan
Forward
secrecy

Backward
secrecy

Collusion attack
resistance

Staddon et al.’s
scheme 3 [3]

(
m− j − 1

)2
log p (mt2 + 2mt +m + t) log p No Yes Yes Yes

Liu et al.’s scheme 3
[5]

(
m− j + 1

)
log p

(
2t j + j

)
log p No Yes Yes Yes

Dutta et al.’s scheme
[11]

3 log p
(
t + 1 + j

)
log p Yes No No No

Xu and He’s scheme 1
[13]

4 log p
(

max
{
t + j + 1, aj + j + 2

})
log p Yes Yes Yes No

Du and He’s scheme
[14]

(
m− j + 2

)
log p

[
(t + 1) j + j

]
log p No Yes Yes Yes

Bao and Zhang’s
scheme [15]

3 log p
(

max
{
aj + 2, t + 1

}
· j + j

)
log p Yes Yes Yes Yes

Our scheme 3 log p
(
aj + 3 j + 2t + 1

)
log p Yes Yes Yes Yes

cannot recover the self-healing keys βj1+1,βj1+2, . . . ,βj2−1 and
session key Kj ( j1 < j < j2).

The above analysis shows that our scheme can resist
collusion attacks.

4.5. Constant Storage Overhead and Lower Communication
Overhead. Our scheme has a constant storage overhead,
which comes only from the user’s personal secret keys
{ui,αj′ , f (ui) mod q}. So, the storage overhead is (3 log p)
bits.

In our scheme, we use only one secret polynomial and
modified access polynomials, which lower the communica-
tion overhead. The communication overhead is (aj + 3 j +
2t + 1) log p, where t is the maximum number of revoked
users, and aj is the number of active users in session j. Table 1
shows the comparison among the different schemes.

5. Conclusions

In this paper, we proposed a modified and an improved
version of Bao and Zhang’s scheme. Our scheme uses only
one secret polynomial and modified access polynomials,
which achieve a lower communication overhead. In addition,
our scheme has the properties of constant storage, long
lifespan, forward secrecy, backward secrecy, and resistance to
collusion attacks. And, compared with the previous schemes,
our proposed scheme is an efficient and secure, self-healing,
key-distribution scheme for WSNs.
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Due to the vulnerable environment, limited recourse and open communication channel, wireless sensor networks (WSNs) are
necessary to be protected from various attacks. The key management is an important way to protect the communication in
WSNs. In this paper, we present a hierarchical key management scheme (HKMS) which can efficiently enhance the security
and survivability for the clustered WSNs. Different from previous works, the HKMS distributes keys based on hop counts and
one-way function by the clustered architecture, which not only localizes the key things but also has no overhead. The HKMS
provides the session keys among sensors and the cluster key between the cluster head and member nodes. The HKMS dynamically
generates different keys based on different hops in different periods which can protect the network from the compromised nodes
and reduce the high probability of the common keys without any special sensors (such as the anchor nodes). The security analysis
and simulation show the HKMS can prevent several attacks effectively and reduce the energy consumption.

1. Introduction

Wireless sensor network (WSN) is usually considered as a
large-scale network with thousands of tiny sensors and
deployed in smart grid, smart city, smart home, and so
forth to sense the information. As the most important part
in the perception layer of internet of things (IoTs), WSNs
are deployed for sensing, monitoring, or controlling various
objects [1, 2]. However, there are still some limitations, such
as the capability of computation, low energy, small storage
and open communication channel. Therefore, WSNs are
vulnerable to various attacks, and the security in WSNs is
required [3–8].

Some literatures focus on localizing the key things. In
[2, 3], the authors presented RPKH and location-dependent
key management (LDK) schemes to provide the local key
management. The RKPH and LDK utilize different nodes
including the normal nodes and anchor nodes to generate
keys by different transmission ranges.

In [3], LDK has been presented and it employs the het-
erogeneous sensors to build a clustered sensor network. In

LDK, there are higher ability nodes, the anchor nodes, as the
management nodes. The anchor nodes use the different loca-
tion information to generate sets of keys. Neighboring nodes
can establish secure communication link by determining the
common keys via exchanging their key materials. LDK takes
advantage of relative location of nodes after deployment
by utilizing anchor nodes at different power levels. Based
on different locations, nodes can receive different sets of
keys from anchor nodes. Neighboring nodes can establish
secure communication link through the common keys. LDK
can increase the direct connectivity ratio among nodes.
However, in LDK, nodes need to transmit a message that
consists of all the key materials when determining common
keys to establish secure links. Therefore, it consumes lots
of communicating energy and is not efficient for WSNs,
and the adversary also can eavesdrop on the key materials
during nodes exchanging packets. Moreover, the special node
(anchor node) makes it difficult to deploy.

In [5], the ARPKH is designed based on random key
distribution in the heterogeneous sensor networks, which
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uses separate keys in different clusters and take into consider-
ation distance of sensors from theirs cluster head. Compared
with the RPKH, the ARPKH considers a multiple shared
keys between pairwise nodes. When a key that used for
establishing the secure link between two nodes is revealed,
the link has been expired and then the connectivity is
broken. Moreover, ARPKH will change the alternative shared
keys to replace the revealed key and establish a new secure
link between two nodes again. However, the ARPKH needs
alternative shared key replacement, which makes sensors
predistribute more keys and occupy larger storage. Moreover,
ARPKH also needs the anchor nodes as the cluster head,
which makes it impracticable.

In this paper, we present a hierarchical key management
scheme (HKMS) in the clustered wireless sensor network [9].
Different from the previous works, our network needs no any
special nodes (e.g., high-energy or high-capability nodes),
which makes it more practicable to deploy. Meanwhile,
HKMS also distributes keys through the key seed (nonce)
according to TTL (time to live), which has higher level
security than previous works transferring key things directly.

The HKMS builds the key system with the clustered
architecture formation. The cluster head gets the hop counts
from cluster head to the member nodes with ACK packets
and then uses the hop count to determine TTL as well as
a certain numbers of nonces for building the key system.
During the key distribution, nodes in different hop ranges
will be obtained different keys. With the cluster head
reselection, the key system will be rebuilt, and then the key
should be reassigned.

Considering about the security and the life time of WSNs,
we will rekey to refresh the cluster and the keys. During the
rekey phase, the cluster will elect new cluster head which
calculates the new distance from CH to member nodes and
then generate the new key system based on the old one.

Our solution has the following scientific research con-
tributions: (1) HKMS utilizes the hierarchical architecture
to localize the key things, which prevents the compromised
nodes threat the entire network. (2) Without any overhead,
HKMS counts the hop count in the cluster formation,
which can effectively reduce energy consumption. (3) HKMS
employs the normal wireless sensor network but not special
nodes, which makes it more practicable.

The rest of this paper is organized as follows Section 2
presents the system model. Section 3 describes the key man-
agement in detail. Section 4 evaluates HKMS using security
analysis, meanwhile, we simulate the solutions to evaluate
the performances of HKMS. Finally, we end the paper with
a conclusion as well as the further work in Section 5.

2. System Model

2.1. Network Model. Given G is a WSN which consists of m
clusters, that is, G = C1 ∪ C2 · · · ∪ Cm and Ci ∩ Cj = φ,
i /= j, where Ci is a cluster with the cluster head (CH or CHi)
and member nodes [10, 11]. In a cluster, the CH collects and
aggregates packets from its member nodes and then forwards
them to the base station (BS). Normally, a member sensor
can transfer packets to CH through several hops. Assume a

Base station (BS)

BS

Radio range

Hop size

Message transmission

CH1

CH4

CH3

CH5

CH2

Cluster head (CHi)

vij

Normal mode (vij)

Figure 1: The considered wireless sensor network.

Table 1: Notations.

Notation Explanation

KI The initial key shared by all nodes

IDCH ID of the cluster head

ni The ith nonce in the set of nonces N

IDvj ID of member node vj
f () The one-way function

TTL Time to live

Ci The ith cluster in the WSN

kij The ith key for the member node vj
vij The member node in Ci

normal node vij ∈ Ci, it communicates with CH through
multihop, as shown in Figure 1.

2.2. Assumptions. In our network, all sensor nodes are
deployed in the network uniformly and randomly and are
static. Each sensor has a unique ID. If a node is compromised,
all of the information in this node will be revealed including
the key materials [12]. The sensors in network should be in
at least one cluster.

2.3. Notations. In Table 1, we list some notations used in this
paper.

3. The Hierarchical Key Management Scheme

In this section, we introduce the hierarchical key manage-
ment scheme (HKMS) in detail. Before the deployment of
the sensor network, each sensor is predistributed an initial
key KI for the security in deployment phase, the initial key
provides the communication during the formation phase
and will be erased after key deployment [12].

3.1. The Cluster Head Election. As mentioned above, consid-
ering the energy efficiency and management facilitation of
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Cluster head 
Normal node

Hops range

Hops size

1st hop 2nd hop 3rd hop

Figure 2: The nodes in different hop range to CH (assume these
nodes join in the same cluster, TTL = 3).

WSN, we adopt the hierarchical architecture for our network
[10, 11, 13]. Firstly, a node itself decides whether it becomes
a candidate CH or not according to the cluster head election
algorithm [10, 14]. The node will announce the candidate
information to other nodes. And other nodes which may
accept several election campaign messages, and they will
choose one to join it as follows.

3.2. The Cluster Formation. Once a node becomes a cluster
head, it will send a beacon message to other sensors to form
a cluster. Each sensor may receive several different beacon
messages from different candidate cluster heads, but it only
can join one cluster.

When the CH broadcasts a beacon message encrypted by
KI contains ID of CH, the transmission range is limited by
TTL, that is, calculated by hop count. Usually, TTL is the hop
count plus one. And then, TTL and a set of nonces named N,
the random numbers. And the nonces will be different with
different TTL, that is, if the TTL = 3, then the sensor will
get four (TTL + 1) nonces, such as N = {n1,n2,n3,n4}. We
generate more nonces (e.g., TTL + 1) for the connectivity,
especially the common keys. Where TTL is to limit the cluster
size, for example, TTL = 3, and it will be decreased for each
forwarding until it becomes 0 and the beacon message will be
dropped.

Therefore, depending on the cluster size (TTL), other
nodes can receive different sets of beacon messages from
different CHs as (1) in different distance (hop ranges) as
shown in Figure 2:

N = {ni | n1, . . . ,nTTL+1}
CH −→ ∗ : {IDCH,N , TTL}KI .

(1)

CH

Beacon: {IDCH ,N , TTL}KI

ACK: {IDv j , TTLv j}K I

v j

kij = f (KI ,ni)

Figure 3: The initial key generation process.

CH
v1 v2 v3

TTL = 3 TTL = 2 TTL = 1N = { {n1,n2,n3,n4

{Nv1 = {n1,n2,n3,n4

v2 1 2 {N = {n ,n ,n3

{Nv3 = {n1,n2

Figure 4: The deployment of nonces from the cluster head (TTL =
3).

3.3. The Initial Key Generation. Assume vj ∈ Ci, vj /=CH,
we call vj as member node. When member node vj receives
a beacon message and wants to join the cluster Ci, it counts
the TTL and sends the ACK including the IDvj and the TTLvj
back to its interest cluster, and then the cluster head knows
the hops from IDvj to CH.

The beacon messages are orderly transmitted at different
distance levels. And then, the member node vj decrypts the
beacon messages and obtains IDCH and then set of nonces Ni.

And then, vj calculates the candidate keys kij and gets the
key set Ki based on the received nonces as follows:

Ki =
{
kij | ki1, . . . , kiTTLv j

}
, kij = f (kI ,ni), (2)

where f () denotes a one-way hash function. The specific
algorithm of key distribution is designed as in Algorithm 1.

And the initial key generation process is as shown in
Figures 3 and 4.

After the calculations, nodes erase KI . Consequently, vj
stores the key things as follows in Table 2.

According to Table 2, we can find that the nodes can com-
municate with its neighbour nodes for the common keys.
The specific algorithm of hop count and key information
acquirement is as in Algorithm 2.
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(1) CH broadcasts beacon messages with different nonces:
CH → ∗ : {IDCH,N , TTL}KI

(2) vj decrypts{IDCH,N , TTL}KI
(3) Ki = φ
(4) klength = TTLvij
(5) For j = 1 to klength{

kij = f (kI ,ni) // generate the key pool
Ki = Ki ∪ {kij}

}
(6) Erase KI .
(7) end.

Algorithm 1: Key distribution algorithm (TTL = 3).

(1) CH broadcasts beacon messages with different nonces:
CH → ∗ : {IDCH,n1 · · ·nTTL+1, TTL}KI

(2) vj → CH : {IDvj , TTLvj }KI , Key pool generation for vj by kij = f (kI ,Ni)
(3) Erase KI .
(4) CH obtains the hop count: Nhops = TTLCH − TTLvj + 1
(5) According to the Nhops, nonces N, and oneway function f (), the cluster head

can get the IDvj ’s key information.
(6) end

Algorithm 2: Hop count and key information acquirement algorithm (TTL = 3).

Table 2: Keys table of member nodes in different hop ranges
(TTL = 3).

Keys for 1st hop Keys for 2nd hop Keys for 3rd hop

k1
j , k

2
j , k

3
j , k

4
j k2

j , k
3
j , k

4
j k3

j , k
4
j

k1
j , k

2
j , k

3
j , k

4
j k2

j , k
3
j , k

4
j k3

j , k
4
j

· · · · · · · · ·
k1
j , k

2
j , k

3
j , k

4
j k2

j , k
3
j , k

4
j k3

j , k
4
j

3.4. The Common Key Discovery. For communication with
ites neighbouring nodes, member node should establish
secure link between them which needs the common keys
to encrypt/decrypt messages. According to those candidate
keys, member nodes in the same distance receive the same
beacon messages and they can also generate the same keys.
Moreover, the nodes in the adjacent areas also have some
duplicate candidate keys.

If a node can receive {IDCH,Ni, TTLi}Ki , it also can
receive {IDCH,Nj , TTL j}Ki , where TTLi > TTL j (i < j).
Since the distance range of hops j covers the distance range
of hops i, the node near cluster head has more keys than the
one far away from cluster head.

Therefore, each member node vj generates a list Lj which
just stores the keys as follows:

Lj =
{
kij | kHops

j , . . . , k
TTLv j +1

j

}
. (3)

According to the principle of key generation, given two
nodes vi and vj (i < j), the set of common keys is S, then we
have: S = Lj ∩ Li = Lj .

Moreover, since the packets from members will be
collected by the cluster head, the cluster head should have
the ability to decrypt these messages. During this process, the
member nodes should report its keys, which will increase the
transmission. Because the nonces are sent by the cluster head,
it also knows the function, and then it can calculate the keys
of members as mentioned in Algorithm 2.

Due to the keys generated by hop count, nodes in the
same cluster can be connected. And the path key between vi
and vj is calculated as follows:

ki j = f abs(i− j)(kI ,Ni). (4)

Equation (4) makes it possible for any two nodes in the
cluster to communicate with each other. Actually, there is
another way to make every two nodes communicate, that is,
the last nonce is the same in a cluster, which makes the same
key for the cluster. (the last nonce is used to the cluster key).

3.5. The Cluster Key. The cluster key is the key which is used
for communication between the CH and its members also
for generating new key in next round. Since there are TTL+1
nonces, according to Algorithms 1 and 2, the last nonce in the
set N will be transferred to every sensor.

3.6. The Rekey Process. For prolonging the lifetime of the
whole network, it is necessary to change the cluster head. On
the other hand, the key should be rekeyed for the security
[15, 16], otherwise, when CH receives a certain amount
of encrypted messages (more than 22k/3, k is the length of
key) [15], the keys will be no longer safe. According to the
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Old cluster head 
Normal node
Old hops range

New cluster head 
New hops range

1st hop 2nd hop 3rd hop

Figure 5: The reselection of cluster head.

requirements above, we should recluster after a certain phase.
Assume that the process of reclustering happens inside the
cluster, which can reduce the energy consumption.

During the reselection of CH, we can rekey as the
initial phase. When the new cluster head has been selected
according to the algorithm [10], it will announce itself as the
cluster head and recalculate the distance from its members.

As shown in Figure 5, after reclustering, the new cluster
head changes not only the relative position but also hop
counts from CH to members, which make the nonces as well
as the key things different.

4. Security Analyses

4.1. The Security Analyses. Compared to previous works,
the salient advantage of our solution is that we addressed
challenging runtime security issues using localizing key
things and design a dynamic key management.

During the cluster formation phase, the cluster head can
calculate the hop counts from the cluster head to member
nodes, and then the member nodes can generate keys by
the nonces and hops from the beacon message. According to
the different hop counts, the cluster is divided into several
security belts as shown in Figure 2, the nodes in different
belts have different keys. Because the keys are generated by
the set of nonces, the adjacent nodes have some common
keys, which makes it possible to communicate with each
other.

Moreover, nodes near the cluster head have more keys
than the nodes far away from CH, which means that the
far nodes just can submit message to the CH. And then
the messages just can be decrypted by near nodes, which

Table 3: Analysis in local key management.

Attack types RPKH LDK HKMS

Selective forwarding × × √
Sink-Hole attack × √ √
Sybil attack

√ √ √
Worm-Hole

√ √ √
HELLO flood

√ √ √
DoS × × √

The cluster keyThe normal keys

{Nv1 = {n1,n2,n3,n4

Keyv1 = {k1
j , k

2
j , k

3
j , k

4
j }

kij = f (KI ,ni)

Figure 6: The cluster key in the HKMS.

makes the HKMS protocol more suitable to the collection
type wireless sensor networks. The one-way security model
prevents the eavesdrop attack, selective-forwarding attack
DoS attack (denial-of-service) and hello flood attack, and so
forth as shown in Table 3.

To communicate with members, the cluster head utilizes
the last nonce as the seed of cluster key which is shared
with all the sensors (including the CH) as shown in Figure 6.
The cluster also can be used to rekey during the next round
cluster, since the rekey process is with the redistribution
of nonces. Comparing with RPKH and LDK [2, 3], the
HKMS has no special requirements about the nodes, which
makes it more feasibly. Also the HKMS utilizes the process
of cluster formation to generate the key system without
overhead, which reduces more energy consumption than
previous works.

Furthermore, the key system forms during the cluster
formation, which almost does not consume any energy
overhead.

Furthermore, as described above, if a node can receive
beacon message in the jth hop range, meanwhile, it also can
receive beacon message transmitted at kth hop range, where
j < k ≤ TTL. And then, the probability can be given based
on the binomial distribution as follows:

pTTL
j =

(
TTL
j

)(
TTL− j + 1

TTL

)TTL− j+1

×
(

1− TTL− j + 1
TTL

) j−1

.

(5)

According to (5), with the increase of TTL, the prob-
ability also increases, that is, the common keys between
two nodes are increased, which enhances the connectivity.
The increase of TTL also can shrink the size of each sub-
region, which decreases the number of nodes who use the



6 International Journal of Distributed Sensor Networks

Table 4: Simulation parameters.

Parameter Value

Area size 100 ∗ 100

Quantity of sensor 100

BS position (50, 250)

Initial energy 2 J

Cluster radius 40 m

Packet size 500 Bytes

Eelec 50 nJ/bit

ε f s 10 pJ/bit/m2

εamp 0.0013 pJ/bit/m4

EDA 5 nJ/bit/signal

d0 86.2 m
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Figure 7: The comparison in energy consumption for key frame-
work with different hop ranges (energy levels).

same communicating key and then localizes the impact
of attacks. Moreover, the pair of nodes who do not have
enough common keys can communicate with each other
via a key path in HKMS. It also can improve the indirect
network connectivity and then improve the whole network
connectivity.

4.2. Simulation. In this section, we evaluate the performance
of HKMS implemented in Visual C++ and MATLAB. The
network scenario that we consider in simulation contains
100 nodes. According to the requirement of the HKMS, we
designed a wireless sensor network simulation incorporating
ECDG, essentially a multihop hierarchical sensor network
[17]. The parameters for the simulations are listed in Table 4.

In Table 4, the Eelec is for running the transmitter or
receiver circuitry; the εamp is for the transmit amplifier.

Firstly, we compare the performance of HKMS with
that of LDK in energy consumption. Figure 7 shows the
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Figure 8: Comparing the performance of HKMS with that of LDK
on energy consumption versus network connectivity.

comparison LDK versus HKMS in energy consumption for
key framework. From Figure 7, we can see that the number
of messages for key formation increased with the increase of
number of hops (energy levels in LDK). For LDK, the curve
looks smooth for the anchor node which has more ability to
enhance the energy level to form clusters and keys. However,
LDK needs transfering more messages to generate the keys.
Meanwhile, with the increase of hops of HKMS, it needs
more messages to be forwarded from far nodes to generate
keys. Since the key things are included in the packets of ACK,
the HKMS needs less message transmission. As shown in
Figure 7, the HKMS uses 50% energy of LDK to form the
key framework. However, due to the noise and attenuation,
more hops will increase energy consumption when the hops
are more than 5.

Under the same simulation environment, Figure 8 dem-
onstrates the comparison of the connectivity of HKMS and
LDK. And we can observe that more hops (energy levels) will
reduce connectivity. Since the HKMS happens in one cluster,
which makes it possible to communicate with each other.
However, with the hop count increase, the coverage becomes
bigger, which makes it difficult to forward packets. When the
hops are more than 3, the QoS almost is less than 80%. For
LDK, it also faces the same problem. The sensors in the radio
of anchor may be not the number of the cluster. When the
energy level increases, the uncertainty also increases, which
reduces the connectivity.

Figure 9 shows the excepted number of keys for each
member node with different TTL, which indicates that we
can adjust the value of TTL to adapt to the network with
the different density. Compared with LDK, HKMS has more
ability to be employed for different WSNs, even in a network,
there can be different size clusters because of the different
TTL. In our solution, we can adjust the TTL value to average
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the cluster size. Figure 9 shows that the TTL value will change
the density of cluster head number in the network. Here,
given the TTLs are 3, 4, 5 respectively, the cluster head will
be about 10%, 20%, and 30% of all nodes, respectively.
From Figure 9, we can see that with the increase of TTL,
the number of common keys also increases. As shown in
Figure 9, when TTL is 5, the number of CHs is about 20%.

5. Conclusion and Future Work

In this paper, we propose a hierarchical key management
scheme (HKMS) to enhance network security and surviv-
ability. Unlike previous works, we employ the hierarchical
architecture but not fixed-node network. In contrast to
other clustered architectural security solutions, the salient
advantage of this work is that we addressed challenging
security issues by localizing key things. We generate new
keys in different hop ranges in a cluster. Also we present
a rekey mechanism in the cluster head selection with low
energy consumption. Meanwhile, HKMS can adjust the TTL
to control the cluster size and the connectivity of nodes
in the common keys. The simulations and security analysis
show that our solution cannot only reduce the energy
consumption effectively but also enhance the security level.
In the future, we will focus on how to enhance security in
mobile and scalable WSNs.
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Smart grid revolutionizes the current electric power infrastructure by integrating with communication and information
technologies. With wireless sensor network, smart grid enables both utilities and customers to transfer, monitor, predict, and
manage energy usage effectively and costly. However, the increased application of wireless sensor network also introduce new
security challenges, especially related to privacy, connectivity, and security management, causing unpredicted expenditure and
disaster to both utilities and consumers. In order to build a reliable wireless sensor network for smart grid, an application review
and taxonomy of relevant cyber security and privacy issues is presented in this paper. A unified framework for identification of
applications and challenge issues of wireless sensor network in smart grid is developed. Future research directions are discussed at
the end of this paper.

1. Introduction

Smart grid can provide efficient, reliable, and safe energy
automation service with two-way communication and elec-
tricity flows. Through wireless sensor network, it can capture
and analyze data related to power usage, delivery, and
generation efficiently. According to the analysis results, smart
grid can provide predictive power information (e.g., meter
reading data, monthly charge, and power usage recommen-
dation) to both utilities and consumers. It can also diagnose
power disturbances and outages to avoid the effect of equip-
ments failure and natural accidents. Wireless senor network
is adopted by utility companies and suppliers for substation
automation management, and it is also widely applied in
wireless automatic meter reading (WAMR) system. Based
on wireless sensor network, energy usage and management
information, including the energy usage frequency, phase
angle and the values of voltage, can be read real time from
remote devices. Therefore, utility companies can manage
electricity demand efficiently. They can reduce operational
costs by eliminating the need for human readers and provide
an automatic pricing system for customers. Customers can
enjoy highly reliable, flexible, readily accessible and cost-
effective energy services.

However, wireless sensor network also brings cyber secu-
rity and privacy challenges to smart grid—many security,
privacy and reliability issues appear during electric power
delivery. For example, cascading-failure-induced disasters
might appear if attackers disrupt the grid at a later date from
a remote location; smart grid customers’ privacy information
might be accessed illegally through wireless sensing network;
the adversary might also compromise selected nodes in
a tactical delay-tolerant network and thus fail the critical
mission of the supervisory control and data acquisition
(SCADA) systems [1, 2]. Any of these forms of attack can be
highly dangerous to the grid—millions of homes might be
left without electric power and businesses could be closed.
Besides, power grids are a major resource to the national
defense. Therefore, a secure wireless ad hoc and sensor net-
work communication with high capacity must be addressed
to ensure a reliable and efficient smart grid.

However, some of current guidelines for electric power
system were designed for connectivity, without consideration
of wireless risks [3], and some of electric power system secu-
rity standards do not cover threats through wireless sensor
network communication. It may lead to an unsatisfied
result to simply transplant wireless sensor network security
techniques into the smart grid. An understanding of system
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components with wireless sensor network and associated
cyber vulnerabilities is therefore necessary for the smart grid
deployments and is the motivation of this paper.

The remainder of this paper is organized as follows. Sec-
tion two reviews the application of wireless sensor network in
smart grid, including WirelessHART, International Society of
Automation (ISA) 100.11a, and ZigBee. In Sections three and
four, related cyber security and privacy issues in the smart
grid are discussed and classified. Section five provides several
potential research fields.

2. Wireless Sensor Network Applications in
Smart Grid

For distributing energy power from power plants to end
customers, smart grid contains three major processes: power
generation, power delivery, and power utilization, wherein
seven specific domains are going on: power plant domain,
substation domain, distribution domain, market domain,
operation domain, service provider domain, and customer
domain (as show in Figure 1). Recently, WSN has been
widely recognized as a vital component of the electric power
system, different from wireless ad hoc networks, wireless sen-
sor network contains a large number of low cost, low power,

and multifunctional sensor nodes which can be of benefit to
electric system automation applications, especially in urban
areas [4]. These sensor nodes take advantage of demo-
graphic, action, communication, situation, or other data
(physical environment, location data, distance, temperature,
sound, air pressure, time, lighting levels, people nearby,
customer preferences and even customer emotional state,
etc.). They can also map the physical characteristics of the
environment to quantitative measurements [4].

The collaborative and context-awareness nature of WSN
brings several advantages over traditional sensing including
greater fault tolerance, improved accuracy, larger coverage
area, and extraction of localized features. Sensor nodes can
monitor the overall network and to communicate with the
control center in the power utility (e.g., a substation), in
order to help operators decide the appropriate actions. The
sensor node can communicate with the task manager via
Internet or satellite. As shown in Figure 2, for developing a
wireless sensor network for smart grid, there are three alter-
natives based on the IEEE 802.15.4 protocol: ZigBee, Wire-
lessHART, and ISA100.11a. For example, ZigBee is a choice
for smart grid system networking within home. Wireless-
HART or ISA100.11a can be used in substation or a gen-
eration plant. In this section, the wireless sensor network
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application for smart grid will be discussed separately in
the context of power generation, power delivery, and power
utilization.

2.1. Power Utilization. Wireless sensor network can be used
in home area networks (HANs). As mentioned, ZigBee is
a suitable choice for HANs. It provides the reliable wide-
area coverage and predictable latencies that are expected
for smart grid. A typical application of WSN for smart
grid is wireless automatic meter reading (WAMR) systems,
which can determine real-time energy consumption of the
customers as customers can download their archives and take
it to meter reading through a mobile device. WAMR can also
improve business performance and technical reliability for
power utility operations, as utility companies can identify
more valuable customers by comparing the data between the
distributed generation sources and overall power consump-
tion [4]. WAMR system can remotely control light, heat, air
conditioning, and other appliances of different customers.

Smart grid system needs to provide benefits to both
the customer and the utility, and the smart meter within
HANs perform as an interface that translates, summarizes,
and aggregates data of power usage and presents it to the
power utility [9]. Inside home, a wireless sensor network can
link the various equipments and a central power router as

Power
router

HAN
Smart
meter

Load
signature

moderator
(LSM)

HW

Figure 3: Home area networks (HANs) example [7].

shown in Figure 3. This network could connect to the utility
network via a smart meter. The smart meter serves as an
interface for a variety of operational signals so that both
metering and operational data are carried on the wireless
sensor network. For example, a utility can implement the
“demand response” function within a home through a price-
based incentive signal, and the smart meter infrastructure
carry the signal [9]. Specifically, in areas of high population
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density, the smart meter must be able to different smart grid
nodes (SGNs) that belong to each customer by collecting
usage information through SGNs [9]. The smart meter may
also assert an incentive signal to cause the SGNs to switch
to a power-saving profile when the amount of information
exchanged is not large [9].

2.2. Power Delivery. Wireless sensor networks can also be
used in electric power system operations and substation
automation. For example, sensors could be installed to mon-
itor the delivery systems and power use in the system, and
sensors can be further classified according to their location.
Substations could also be monitored as circuit currents,
power usage and station apparatus are checked here [9].
WSNs can also provide a feasible and cost-effective sensing
and communication solution for remote system monitoring
systems. The conditions of different smart grid operation
process, (e.g., generation units, transformers, transmission
lines, and motors), can be monitored by the large-scale
deployment of smart sensor nodes in a remote, and these
nodes can be installed on the critical equipment of smart
grid. Therefore, a single system contingency in the power
grid can be detected and isolated before it causes cascading
effects [10]. Besides, measuring voltages and currents asso-
ciated with transformers, circuit breakers, and switches in a
substation or a distribution station, power quality sensors,
transformer temperature sensors, and breaker position
indicators may also be monitored [9].

2.3. Power Generation. A bulk generation plant may contain
several generation units, and several hundred actuators may
control fuel, air, and water flows to optimize heat rate
(efficiency of the generator) control emissions, and adjust
generator output within each unit [9]. Wireless sensors could
be installed to monitor the generation systems in power
plants, and WirelessHART or ISA100.11a could be used to
deploy sensors here.

Sensors that use IEEE 802.15.4-based radio transceivers
can function for several years in harsh environments without
requiring any external power (e.g., WirelessHART can route
around not only single but also multiple node failures) [9].
Besides, sensors can be easily relocated and supplementary
sensors can be deployed within a few hours. Therefore, each
generation unit may measure parameters such as steam tem-
perature and air, water, or fuel flow rates based on sensors.
This information is fed into the data acquisition system in
the power plant [9].

3. Challenges of Wireless Sensor Network in
Smart Grid

Although the wireless sensor networks have been facilitating
different smart grid operation processes, the characteristics
of different WSNs applications are vastly different in features,
data rate, and related standards. Therefore, different chal-
lenges might appear in different application contexts, which
increase the risk of smart grid operation and maintenance.

Common challenges associated with wireless sensor
networks are probabilistic channel behavior, accidental and

directed interference or jamming, and eavesdropping or
unauthorized modification of the communications if not
protected by authentication and encryption [9]. Customers’
metering information must also be secure. In this section,
we detail challenges found in the research literature and map
them onto the CERT taxonomy [8].

CERT taxonomy provides a useful framework and uni-
form terminology to security researchers (see Figure 4).

3.1. Security Requirements. Secrecy, integrity, and availability
are three fundamental security requirements, and previous
research has provided several basic goals for establishing
secure smart grid over the wireless sensor network [1–3, 11–
14].

3.1.1. Secrecy. The target of secrecy is to prevent passive
attacks and unauthorized access to sensitive data, that is,
power usage and billing information. In a wireless sensor
network, the issue of confidentiality should address the
following requirements [15–17]: (i) a sensor node should
not allow its neighbors to read its readings unless they
are authorized, (ii) key distribution mechanism should be
robust, and (iii) public information (e.g., sensor identities
and public keys of the nodes) should be encrypted to protect
against traffic analysis attacks. Early detection method could
be used for preventing unwarranted communication delays,
any manipulation of information must be detected as early
as possible. Early detection can also eliminate or reduce
false alarms. Besides, privacy is also a critical issue and can
be attacked easily, especially in context such as submitting
service request for emergency and checking energy usage
from smart meters. However, it is not easy to describe the
scope of privacy issues for smart grid, as privacy problems
can exit not only in personal communications, but also
in business transaction among power plant, substations
and customers. Unfortunately, there has not been a well-
established standard for smart grid privacy issues. Standard-
based privacy protection schemes could be a solution. For
example, EG2 made a suggestion to separate the smart
metering data into low-frequency attributable data (e.g., data
used for billing) and high-frequency anonymous technical
data (e.g., data used for demand side management) aiming
to protect privacy [18].

3.1.2. Integrity. The target of integrity is to ensure that the
transmitted data is not illegally modified (e.g., changing,
deleting, creating, delaying, or replaying data) from the
sender to the recipient, and the identity and content of the
received data must be verified to be the same as the original
source. An authentication method could be developed for
ensuring that the origin and destination of information
is correctly identified, the injection of corrupted data by
unauthorized entities must be prevented.

3.1.3. Availability. The target of availability is to ensure the
wireless sensor network services to be available to authorized
users on time, even in presence of an internal or external
attack (e.g., denial of service attack). To reach this target,
both additional communication among nodes and a central
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access control system may be adopted for successful delivery
of every message to its recipient [15, 19]. A solution is to
make sure all actions performed on any information must
be logged for a time period.

3.2. Attacks Taxonomy. CERT taxonomy focuses on inci-
dents, and an incident within CERT taxonomy means that
an attacker executes one or more attacks to achieve specific
objectives. Additionally, based on the target each incident,
different tools are used to exploit vulnerabilities to produce
an unauthorized result. Table 1 listed the main attackers and
objectives.

3.2.1. Device Issues. Devices related with wireless sensor
network include smart meter and AMI devices. These devices
bring significant advantages for users and create challenge
issues at the same time because date and signals transmitted
by these devices contain the information about presence of
people at their residence and what appliances are in use.
Depuru et al. listed certain sections of people who might be
interested in collecting and analyzing the data transmitted
through wireless network, including revengeful exspouses,
civil litigant, illegal consumers of energy, extortionists,
terrorists, political leaders with vested interests, thieves, and
so forth [4]. For example, professional criminals may damage
smart grid devices and steal costly device components for

Table 1: Attackers and objectives of wireless sensor network in
smart grid.

Attacker Objective

Professional criminals Damage or steal smart grid devices like
smart meters and home appliances

Terrorists Cause harm

Vandals Crack

Hackers Crack

Voyeurs Gain access to related devices and related
data

financial gain. Therefore, the location of smart meters should
not be easy to touch. Hackers may gain access to related
devices and related data (e.g., metering database, meters
battery change, removal, and modification information)
for challenging themselves [20, 21]. Voyeurs may remote
connect/disconnect meters and outage reporting [20, 22].
Therefore, it needs high security to protect customer infor-
mation and devices. Possible solutions include ensuring the
integrity of meter data, detecting unauthorized changes on
meter, and authorizing all accesses to/from AMI networks
[23]. In fact, challenges are not only from deliberate attacks,
but also include other possible human errors and system
vulnerabilities, such as weak smart grid user authentication
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Table 2: Attacks of wireless sensor network in smart grid.

Target Vulnerability Actions Unauthorized result Tool

Device Design/implementation
Steal, destroy, or replace
devices

Meter storage tampering Thieves tools

Sensor data
Inadequate physical tamper
protections

Jamming attacks Service or data lost Jamming

Communication ability
Network failures/crypto or
protocol issues

Jamming
attacks/spoof/scan

Communication
interception

Script or program

Account/data No firmware integrity protections Spoof/scan/read Password extraction Malicious software

control, weak communication protocol, and improper com-
munication management.

3.2.2. Networking Issues. Routing information in wireless
sensor networks can be changed, and this challenge can result
in unauthorized control of the communication network. For
example, an intruder can take over vulnerable equipments
and mislead the data presented to smart grid operators.

Jamming attacks could be seen as the most well-known
attacks that compromise availability of wireless sensor
networks. The possibility of jamming may appear with any
radio-based medium, and the sensor nodes may be deployed
in hostile or insecure environments where an attacker has the
physical access. Jamming is a type of attack which interferes
with the radio frequencies that the sensor nodes use for
communication [15, 19, 24]. A jamming source may be
powerful enough to disrupt the entire network. Even an
intermittent jamming may cause negative effect as the
message communication in a WSN may be extremely time-
sensitive [15, 25]. Besides, the integration of other com-
munication systems might result in arduous challenges of
protecting smart grid, especially when integrating smart gird
with existing public network [3]. AES (advanced encryption
standard) encryption [26, 27] could be a possible solution for
protecting sensor network.

WSNs’ vulnerabilities include design and implementa-
tion of wireless sensor networks for smart grid. The design
and implementation of WSNs are constrained by three types
of resources: (i) energy, (ii) memory, and (iii) processing
[23]. During different communication processes, the lack of
sensor battery may lead to the failure of smart grid. Sensor
nodes have limited battery energy supply [28], but in smart
grid, the batteries of the sensors can be charged by the
energy supplies [23]. The collaborative effort of sensor nodes
can handle the problems of limited memory and processing
capabilities of the sensor nodes [23]. Table 2 described the
wireless sensor networks attacks.

3.2.3. Other Technical Challenges. Other technical challenges
for wireless sensor network in smart grid include harsh
environmental conditions, reliability and latency require-
ments, and packet errors and variable link capacity [10]. In
smart grid environment, sensors may also be subject to RF
interference, highly caustic or corrosive environments, high

humidity levels, vibrations, dirt and dust, or other condi-
tions; furthermore, the topology and wireless connectivity
of the network may vary [10]. The harsh environmental
conditions may disturb a portion of sensor nodes in
information delivery process.

When wireless sensor communicating across power
utilities and customers, the power plants are in charge of
exchanging data (e.g., peer transmission and distribution
system operation) or regional transmission organization
(e.g., substations, end users, or other power plants), and
substations are in charge of exchanging important informa-
tion (e.g., protection data among substations) and alarms.
In short, power plants provide operation services such as
switching operation, changing setups, recommendation of
optimized operations, starting emergency procedure and
performing system restorations [3], and substations always
take the responsibility of power system protection, load
shedding, recovery from load shedding, shunt control and
compensation control [3]. Therefore, the wide variety of
applications of WSNs in smart grid will have different
requirements on quality-of-service (QoS), reliability, latency,
network throughput, and so forth [10]. In addition, sensor
data are typically time sensitive [10].

In WSNs, the bandwidth of each wireless link depends
on the interference level of the receiver, and high bit error
rates (BER = 10−2 − 10−6) are required in communi-
cation [10]. Deliberate attacks which can overwhelm the
forwarding capability of nodes, and they can also consume
sparsely available bandwidth. These challenges can result
in a denial of service to advanced metering infrastructure
(AMI) applications based on WSNs. In addition, wireless
links perform varying characteristics over time and space
due to obstructions and harsh environment in smart grid.
Therefore, it may be difficult for wireless links to meet QoS
requirements due to the bandwidth and communication
latency at each wireless link are location-dependent and can
vary continuously [10]. Figure 5 is a modified version of
CERT taxonomy based on what we discussed, and it can
be seen as a unified framework for identification challenge
issues of wireless sensor network in smart grid.

4. Conclusion

The number of applications of smart grid over wireless
sensor networks has been steadily increasing, such as wireless



International Journal of Distributed Sensor Networks 7

Attackers

Hackers

Terrorists

Tool

Physical
attack

Information
exchange

Script or
program

Autonomous
agent

Toolkit

Vulnerability

Design

Configuration

Action

Probe

Scan

Jamming

Authenticate

Spoof

Read

Target

Account

Process

Data

Component

Network

Unauthorized
result

Increased
access

Disclosure of
information

Corruption of
information

Denial of
service

Theft of
resources

Objectives

Financial
gain

Challenge,

status, thrill

Vandals

Voyeurs

criminals

Distributed

Damage

tool

Professional

Implementation

Figure 5: Modified attack taxonomy.

automatic meter reading (WAMR) and remote monitoring
systems. However, since radio waves in wireless communi-
cation spread in the air, one common risk is that wireless
channels are more insecure and susceptible to numerous
attacks than wired networks [1]. Much existing work has
attempted to incorporate security into smart grid.

To better understand securing service for smart grid
over wireless networks, we have presented known attacks
that can disrupt wireless sensor network in smart grid
communication based on CERT taxonomy. We modified
the taxonomy in Figure 5 based on the security analysis in
Section 3. We have discussed the recent trends of wireless
sensor networks and illustrated basic security requirements
to safeguard smart grid against these attacks. We have also
reported several existing solutions to wireless sensor network
security in smart grid.

It is important to note that there is no single imple-
mentation that will define the communications architecture
of smart grid. Although we realized security issues, the
solutions may also require management effort with policy.
For example, a power plant could dine security policies and
procedures for maintaining and controlling collaboration
with both substations and market, and the next generation
of smart metering technology might depend on the policies
of utility companies and respective governments [18]. It
is misleading to suggest that IT people should take the
full responsibility for wireless smart grid network security.
However today, there are little common rules or standards
for the data exchange or resources usage in the wireless smart
grid communication. We are studying this challenge in a case
study in related companies.
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Low-cost radio frequency identification (RFID) tag is exposed to various security and privacy threats due to computational
constraint. This paper proposes the use of both prevention and detection techniques to solve the security and privacy issues. A
mutual authentication protocol with integration of tag’s unique electronic fingerprint is proposed to enhance the security level
in RFID communication. A lightweight cryptographic algorithm that conforms to the EPCglobal Class-1 Generation-2 standard
is proposed to prevent replay attack, denial of service, and data leakage issues. The security of the protocol is validated by using
formal analysis tool, AVISPA. The received power of tag is used as a unique electronic fingerprint to detect cloning tags. t-test
algorithm is used to analyze received power of tag at single-frequency band to distinguish between legitimate and counterfeit tag.
False acceptance rate (FAR), false rejection rate (FRR), receiver operating characteristic (ROC) curve, and equal error rate (EER)
were implemented to justify the robustness of t-test in detecting counterfeit tags. Received power of tag at single frequency band
that was analyzed by using t-test was proved to be able to detect counterfeit tag efficiently as the area under the ROC curve obtained
is high (0.922).

1. Introduction

Radio frequency identification (RFID) tags that conform to
EPC Class-1 Generation-2 (Gen 2) standards are broadly
used in supply chain management, logistic, person identifi-
cation, and access control. Global RFID market is expected to
grow at a compound annual growth rate (CAGR) of roughly
17% to a value of approximately $9.7 billion in the period
2011–2013. However, the privacy and security of the usage
of RFID technology are not guaranteed. The issues that raise
security concerns are possibility of tag cloning issue, denial
of service (DoS) attack, replay attack, and data leakage.

Gen 2 tags are susceptible to cloning attack due to lack of
explicit authentication and security functionalities. Complex
cryptographic algorithms, including hash function, and
symmetric and asymmetric algorithms, are not supported
by Gen 2 tags [1–3]. This is because Gen 2 tags have
low-computation capabilities that are only able to support
simple mathematical functions. Hence, strong adversaries

are capable of skimming on transmission channels to obtain
tag information [4]. This information may be used to create
counterfeit tags that bear the same information as that of
a legitimate tag. Counterfeit tags can be attached to bogus
products and disguise these as authentic products in the
market. The counterfeit tag issue is very serious because it
is capable of causing a menace ranging from public privacy
and safety issues to loss of industry revenues.

Lightweight cryptographic algorithm (i.e., CRC, PRNG,
and XOR functions) can be used to prevent data leakage
problem in Gen 2 tag. In addition, received power of
tag can be used as tag’s unique electronic fingerprint to
detect counterfeit tags. Detection techniques are deployed
to minimize the negative effects of tag cloning threats
[5]. Counterfeit tags can be detected by employing the
electronic fingerprinting system in an RFID system since
each RFID tag is unique, based on their radio frequencies
and manufacturing differences. Received power of tag at
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single frequency band is analysed by using t-test to dis-
tinguish between legitimate and counterfeit tag. Hence, the
combination of prevention and detection methods could be
the countermeasure to the privacy and security issues being
faced by Gen 2 tags.

The remaining of this paper is structured as follows:
Section 2 describes the related works and Section 3 illus-
trates the overview of proposed lightweight cryptographic
mutual authentication protocol. Section 4 outlines the exper-
iment setup and data collection for fingerprint-matching
method. Section 5 explains the t-test algorithm in details
and Section 6 analyzes the accuracy and performance of
fingerprint-matching method. Section 7 shows the overall
security analysis and Section 8 concludes the paper.

2. Related Works

In Chien and Chen [2], PRNG, CRC, and XOR are used as
the fundamentals in the protocol. Two sets of authentication
and access keys are designed to defend DoS attack. However,
the scheme is vulnerable to replay attack and information
leakage. Chien and Huang [6] presented a lightweight mutual
authentication protocol to solve replay attack and secret
disclosure problem of Li et al. [7] scheme. But cloning
attack problem is not resolved in this scheme. Song and
Mitchell [8] proposed an authentication protocol that uses
challenge-response approach and simple functions such as
right and left shifts and bitwise XOR operation in the scheme.
However, the scheme is vulnerable to tag impersonation
attack and server impersonation attack. Song [9] presented
an authentication protocol for tag ownership transfer that
meets new owner privacy, old owner privacy, and authoriza-
tion recovery requirements. However, the ownership transfer
protocol is vulnerable to a desynchronization attack that
prevents a legitimate reader from authenticating a legitimate
tag, and vice versa. Burmester and Munilla [10] proposed
a lightweight mutual authentication protocol that supports
session unlinkability, forward and backward secrecy. The
protocol is optimistic with constant key lookup, and can
easily be implemented on a Gen 2 platform. However, the
scheme is susceptible to replay and cloning attacks. Chen and
Deng [11] proposed mutual authentication protocol that is
able to reduce database loading and ensure user privacy. But
the authentication protocol did not take into consideration
cloning attack issues.

In [12], minimum power responses measured at multiple
frequencies are used as unique electronic fingerprint. The
power is measured at the range from 860 MHz to 960 MHz
in increments of 1 MHz. Two-way analysis of variance (two-
way ANOVA) is used to test the equality of means of two
groups in terms of minimum power response and different
physical characteristic of tags. 10-fold cross-validation on the
classifier is used to validate the result obtained, and the AUC
is 0.999. The average true positive rate and false positive rate
are 0.905 and 0.001, respectively. The research focused on
using minimum power responses at multiple frequencies as
a unique electronic fingerprint for RFID tags. Hence, this
paper extends the idea to show that received power of tag
at single frequency band can be used to fingerprint RFID

Table 1: Notations used in the protocol.

Notation Interpretation

ET Tag’s electronic product code

Rn Random number

CRC Cyclic redundancy code

PRNG Pseudorandom number generator

Ki Current session key

Ki+1 New session key

Kt Tag’s temporary key

Ks Server’s temporary key

⊕ XOR function

‖ Concatenation

tags. Physical-layer identification of passive UHF RFID tags
from three different manufacturers is analyzed in [13]. RFID
reader that is capable to simulate an inventory protocol is
built to activate tags. RF signal features are extracted from
the preambles of tags’ replies. Time domain and spectral
features of the collected signals are analyzed. The tags can be
classified with an accuracy of 71.4% from different locations
and distances to the reader based on the time domain
features. In addition, UHF RFID tag that is proved can be
uniquely identified in controlled environment based on the
signal spectral features with 0% of EER. The physical-layer
identification method is complex, and the reader used in
conducting the experiment is purposely built. In contrast,
the proposed method in this paper is simple and applicable
to any Gen 2 reader.

3. Lightweight Cryptographic Mutual
Authentication Protocol

A lightweight cryptographic mutual authentication protocol
that conforms to Gen 2 standards is proposed. The proposed
protocol consists of initialization phase and authentication
phase. The channel between a back-end server and a reader
is assumed secure. On the other hand, the channel between a
reader and a tag is assumed insecure.

The notations used in the description of proposed
protocol are shown in Table 1.

In the initialization phase, a back-end server and tag
store information are required to perform authentication.
The back-end server initially stores seven values of each tag in
its database. These are new index denotes as CRC (ET⊕Ki+1),
old index denotes as CRC (ET ⊕ Ki), tag’s electronic product
code denotes as ET , new session key denotes as Ki+1, old
session key denotes as Ki, new random number denotes as
Rni+1, and old random number denotes as Rni. On the other
hand, three values that are stored in the tag are ET , Ki, and
Rni. Session key of current session is denoted as Ki, and the
session key after a successful session is denoted as Ki+1. The
tag’s temporary key is denoted as Kt, and server’s temporary
key is denoted as Ks. The overall protocol scheme is shown in
Figure 1.

In authentication phase, the reader will send query
command to the tag. The tag computes M1 = CRC (ET ⊕Ki).
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DatabaseReaderTag

(1) Query

EPC Key Rn

if not exist,

search old index and decrypt

with Ki−1

if not match,

send error message to reader

(11) Store index in database,

ET Ki Rn

New index Old index

if not match, send error message

ET Ki+1 Ki Rni+1 Rni

EPC New key Old key New Rn Old Rn

(15) Verify

M2 =Mt?

(16) If match,

(4) M1

(13) M2∥Rni+1

(3) Kt = PRNG (Rni ⊕ Ki)

(14) Mt = CRC (ET ⊕ Kt)

(2) M1 = CRC (ET ⊕ Ki)

(5) Search index, M1 in database

(6) If exist, M1 ⊕ Ki

(8) Ks = PRNG (Rni ⊕ Ki)

(9) M2 = CRC (ET ⊕ Ks)

CRC (ET ⊕ Ki+1)

(12) Generate Rni+1

CRC (ET ⊕ Ki+1) CRC (ET ⊕ Ki)

(7) Verify M1 ⊕ Ki = CRC (ET )

(10) Ki+1 = PRNG (Ks)

Ki+1 = PRNG (Kt)

(17) Store Rni+1 in user bank memory

Figure 1: Lightweight cryptographic mutual authentication protocol.

At the same time, PRNG generates tag’s temporary key, Kt,
based on the seed number, Rni⊕Ki. The encrypted message,
M1, is sent via the reader to the back-end server. The back-
end server searches for an index, CRC (ET ⊕ Ki), in its
database that is matching with the encrypted message. If
matching index is found, the encrypted message is decrypted
using the session key, Ki, that is in the same row as indicated
by index. Otherwise, the server searches the matching of M1

with the old index, CRC (ET ⊕ Ki−1). If the matching of old
index is found, old session key, Ki−1, is used to decrypt the
message. The authentication of the message is then verified. If
the decrypted message does not match the message recorded
in the database for both new and old indexes, an error
message will be sent to the reader. On the other hand, if the
server successfully authenticates the tag, a server’s temporary

key, Ks, is generated. If the M1 is decrypted with old index,
then Ks is generated by XOR Ki−1 and Rni−1 as a seed.
Then, the back-end server computes M2 = CRC (ET ⊕ Ks).
A new session key, Ki+1, is generated, and CRC (ET ⊕ Ki+1)
is computed and updated as a new index in the database.
In addition, a new random number, Rni+1, is generated and
concatenates with M2. The new session key and random
number are stored in the row that indicated by the new
index. Afterwards, the back-end server forwards M2 ‖ Rni+1

to the tag through the reader. The tag computes Mt = CRC
(ET ⊕ Kt), and the authentication of the reader is verified by
the tag where a comparison of M2 and Mt is made. If both
messages are matched, then the tag will update a new session
key, Ki+1, where Ki+1 = PRNG (Kt). Otherwise, the key will
be maintained as current session key, Ki. The tag stores the
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Figure 2: Overall process of fingerprint-matching method.

received Rni+1 in the user memory bank for the usage in the
next session.

4. Experimental Setup and Fingerprint
Data Collection

The proposed RFID tag fingerprint-matching method illus-
trated in Figure 2 consists of initial phase and detection
phase. In the initial phase, received power of each EPC
tag is calculated using Friis transmission equation. Reader
transmitted power used in the equation is measured using
a spectrum analyzer. The received power is measured once
the power is held constant. Each tag received power is stored
in database. In the detection phase, stored fingerprint and
measured fingerprint are compared using t-test algorithm.
The tag being measured is proved to be a legitimate tag if P
value of t-test algorithm is greater than 0.05. Otherwise, the
tag is proved to be a counterfeit tag.

The received power of tag is calculated based on the
reader’s transmitted power, which is measured at 919–
923 MHz. The frequency band is used based on the Malaysian
UHF RFID standard governed by Malaysian Communica-
tions and Multimedia Commission (MCMC) [14]. However,
the measurement is still applicable to other countries, RFID
frequency band. The transmitted power of tag is measured
for 100 passive RFID tags at fixed temperature and controlled
environment. The legitimate tag fingerprint template is

Spectrum analyzer Reader

Tag

Reader antenna

Power
divider

0.3 m

Figure 3: Measurement of received power of tag platform.

Figure 4: Reader transmitted power measured with spectrum
analyzer.

determined by obtaining the average received power of 50
readings per tag. The received power that acts as a unique
fingerprint for each tag is measured in dBm. The received
power is stored in the database only in order to protect
the secrecy of fingerprint value from being obtained by
adversaries. The unique fingerprint value that stored in the
database can be searched based on the EPC. Hence, the stored
fingerprint value in database and measured fingerprint
value that obtained from experimental measurement can be
compared to verify the genuineness of the tag.

Figure 3 shows the measurement of reader transmitted
power platform. The setup consists of a passive RFID reader
and antenna, passive EPC tag, and spectrum analyzer. The
reader operates at UHF 919–923 MHz and supports Gen 2
protocol. The antenna and tag are placed at fixed position
to obtain an accurate and reliable result. To determine
precise reader transmitted power, cable loss and power loss
within the power splitter must be considered. Hence, power
value obtained from the spectrum analyzer is added to the
total power loss measured to obtain an accurate reader
transmitted power. Figure 4 shows a measurement of reader
transmitted power using spectrum analyzer.

The tag received power is calculated using Friis transmis-
sion equation, as demonstrated in

Pr = PtGtGr

(
λ

4πr

)2

, (1)

where Pr is the power received by the tag antenna and Pt is
the power input to the reader antenna. In addition, Gt is the
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Table 2: Notations used in the Protocol.

Parameters Value

Gain of reader antenna 6 dBi

Gain of tag antenna 2.15 dBi

Gain of reader antenna in power ratio, Gt 3.981

Gain of tag antenna in power ratio, Gr 1.641

Frequency, f 919.73 MHz

Wavelength, λ 0.33 m

Distance between reader and tag antennas, R 0.3 m

Table 3: t-test for Tag A and suspicious tag.

Tag A Suspicious tag

Mean 0.167092 0.316192

Variance 0.0492 0.07446

Observations 50 5

Pooled Variance 0.05117

Hypothesized Mean Difference 0

df 53

t Stat −1.40613

P (T ≤ t) one tail 0.082761

t Critical one-tail 1.674116

P (T ≤ t) two-tail 0.165522

t Critical two-tail 2.005746

antenna gain of the reader antenna, Gr is the antenna gain
of the tag antenna, λ is the wavelength, and R is the distance
between reader and tag antennas. Friis transmission equation
is only applicable in Fraunhofer region. Hence, a minimum
Fraunhofer region is determined by using

r f f = 2D2

λ
, (2)

where, r f f is the minimum far field distance, D is the
diameter of transmitting antenna, and λ is the wavelength.
The diameter of transmitting antenna is 0.185 m, and
the wavelength is 0.33 m because the frequency chosen
is 919.73 MHz. Hence, the minimum far field distance is
0.21 m. The tag should be placed at a distance greater than
0.21 m such that it is in the Fraunhofer region. In this setup,
the distance between the tag and reader antenna is 0.3 m
in order to satisfy Fraunhofer region condition. Parameters
used in the measurement are shown in Table 2.

5. t-test Algorithm

Cloning tags may be detected by comparing extracted
received power and stored fingerprint using t-test algorithm,
as illustrated in

t = X1 − X2√
Sp

2((1/N1) + (1/N2))
,

Sp
2 = (N1 − 1)S1

2 + (N2 − 1)S2
2

N1 +N2 − 2
,

(3)

Table 4: t-test for Tag B and suspicious tag.

Tag B Suspicious tag

Mean −0.30055 0.316192

Variance 0.051325 0.07446

Observations 50 5

Pooled Variance 0.053072

Hypothesized Mean Difference 0

df 53

t Stat −5.70766

P (T ≤ t) one tail 2.6E−07

t Critical one-tail 1.674116

P (T ≤ t) two-tail 5.26E−07

t Critical two-tail 2.005746

where X1 and X2 are the means of legitimate and suspicious
tag groups, N1 and N2 are the number of samples for
legitimate and suspicious groups, respectively, and Sp

2 is
the pooled variance. t-test algorithm is a statistical test
used to identify differences in the means and variances
of two populations, namely, legitimate tag and suspicious
tag populations. Significant level equals to 0.05 is chosen
in conducting the t-test in order to verify the probability
of a false rejection. The tag used can be considered as
counterfeit if P value obtained from t-test is less than
significant level, 0.05. The tag is proved as counterfeit tag
because the matching probability between stored fingerprint
and measured fingerprint is less.

When a tag is suspected to be counterfeit, comparison of
stored and measured tag’s fingerprint experiment needs to
be conducted. In Case 1, a suspicious tag claims to belong
to Tag A based on the stored fingerprint. As demonstrated
in Table 3, P value obtained from the t-test within Tag A
and the suspicious tag is higher than 0.05. This proves that
no significant difference exists between the suspicious tag
and Tag A. Hence, the suspicious tag is a legitimate tag. The
higher the P value is, the more likely that the two groups will
match. Otherwise, the tag is proved to be a counterfeit one. In
Case 2, a suspicious tag claims to belong to Tag 4. A t-test is
conducted between the suspicious tag and Tag B. The P value
obtained from Table 4 is less than 0.05. Hence, the suspicious
tag from Case 2 is proved to be a counterfeit.

6. Fingerprint-Matching Performance Analysis

The accuracy of proposed fingerprint-matching method in
distinguishing between legitimate and counterfeit tags as
shown in Case 2 is analyzed by using FAR, FRR, ROC,
and EER. A 2 × 2 contingency table is used to verify four
outcomes from the data obtained from Case 2. The outcome
is a true acceptance (TA) when measured fingerprint is
verified as a genuine value and the tag identity is found in
the database. When the measured fingerprint has genuine
value but the tag identity is not found in the database, the
outcome is false acceptance (FA). Conversely, true reject (TR)
is obtained when measured fingerprint has bogus value and
the tag identity is not found in the database. False reject
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Table 5: Four outcomes from fingerprint matching method.

Existence of measured fingerprint in database

Yes No

Genuineness of measured fingerprint
Yes True acceptance (TA) 50 False acceptance (FA) 2

No False reject (FR) 0 True reject (TR) 48

Table 6: FAR and FRR for Case 2.

Measurement Percentage (%)

FAR 4

FRR 0

Table 7: Accuracy of test categorization.

AUC range Categories

0.50–0.60 Failure

0.60–0.70 Poor

0.70–0.80 Fair

0.80–0.90 Good

0.90–1.00 Excellent

(FR) is obtained when measured fingerprint is verified as a
bogus value but the tag identity is found in the database.
Table 5 illustrates four outcomes obtained from fingerprint-
matching method for Case 2.

False acceptance rate (FAR) is the measurement of
probability in which the fingerprint-matching method falsely
verifies different tags as identical. False rejection rate (FRR)
is the measurement of probability in which the fingerprint-
matching method falsely verifies identical tags as different.
FAR and FRR are calculated using (4) and (5), respectively
[15],

FAR = FA
FA + TR

, (4)

FRR = FR
FR + TA

. (5)

FAR and FRR for Case 2 are shown in Table 6.
ROC curve and EER are used to evaluate the performance

of t-test algorithm in verifying measured fingerprint with
stored fingerprint. ROC curve illustrated in Figure 5 plots
the true acceptance rate (TAR) versus its false acceptance rate
(FAR). EER is the rate at which both FAR and FRR are equal.
Based on the ROC curve, EER for Case 2 is 0.16, which is
considered as a low value. The lower the EER is, the more
accurate will be the fingerprint-matching method.

The area under curve (AUC) of the ROC curve is
a measurement of the performance of t-test algorithm
in distinguishing between two fingerprint data sets. The
accuracy of the t-test algorithm is verified using a rough
guide for classifying the accuracy of a test as shown in Table 7
[16, 17].

AUC for Case 2 that obtained from SPSS statistical anal-
ysis result is 0.922 as shown in Table 8, which is considered
an excellent performance according to the accuracy guide.
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Figure 5: Receiver operating curve with equal error rate.

This proves that the t-test algorithm offers high accuracies
in distinguishing fingerprints between data sets of two tags.

7. Security Analysis

The security of proposed protocol that is written in HLPSL is
validated using AVISPA tool. The intruder under the Dolev-
Yao model has capability to full control over the network
[18]. The intruder may intercept and analyze transmitted
message as well as impersonate one of the agents (tag, reader,
and server) to send modified message to others. Data secrecy
and mutual authentication are the security goals that needed
to achieve in AVISPA tool. The ET as well as session keys Ki
and Ks are kept secret in the transmission channel. An attack
is considered happened if intruder is able to obtain any secret
values. In addition, tag and back-end server are only allowed
to reveal their identity information to the authorized parties.
Back-end server needs to ensure that the current session’s
message, M1, is the message that computed by legitimate
tag. This is to prevent replay attack where intruder sends
previous session’s message to the legitimate reader. Same case
is applied to M2. The authentication of M2 must be verified
by the tag as a legitimate message that sent by the legitimate
reader. Figure 6 shows that OFMC and CL-AtSe back-ends
found no man-in-the-middle attacks and the stated security
goals were satisfied for a bounded number of sessions as
specified in environment role. The strong authentication
between the tag and back-end system is established and
the secrecy of the EPC and session keys are protected from
eavesdropping. The analysis using SATMC and TA4SP on
the proposed protocol is inconclusive because the back-ends
only support protocols that are free of algebraic equation.

Replay attack can be prevented in this proposed pro-
tocol because the value transmitted for each session is
different. The proposed protocol is a challenge-response
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Table 8: Accuracy of test categorization.

Area Std. errora Asymptotic sig.b
Asymptotic 95% confidence interval

Lower bound Upper bound

0.922 0.027 0.000 0.869 0.975
a
Under the nonparametric assumption.

bNull hypothesis: true area = 0.5.

Table 9: Comparison between schemes.

Scheme Replay attack DoS attack Cloning attack Forward security EPC Class-1 Gen-2

Chien and Chen [2] X O X X O

Chien and Huang [6] O O X O O

Song and Mitchell [8] X O X X X

Song [9] O X X O X

Burmester and Munilla [10] X O X O O

Chen and Deng [11] O O X O O

Proposed Scheme O O O O O

Figure 6: AVISPA validation result.

mutual authentication protocol that is based on one-time
pad encryption. Hence, different value of session key is
utilized in individual session and PRNG plays a vital role
in providing different value of session key to encrypt with
ET . A random number, n, is XOR with Ki to use as a seed
of the PRNG. The seed is regenerated for each session to
reduce the possibility of successfully cracked by adversaries.
For each session, M1 and M2 are enciphered by using
corresponding session keys, Ki and Ks by the tag and server
respectively. These session keys are synchronously updated
during mutual authentication by both tag and server. Hence
attacker is unable to use the session keys, Ki and Ks, of a
particular session to decipher encrypted message for any of
the following sessions.

DoS attack can be defended by using updated session
key. The legitimate tag can be identified by verifying the
encrypted message with message recorded in the database.
On the other hand, the authentication of the reader is
verified by the tag by comparing the decrypted message with
message recorded in the tag. Both new and old indexes,
session keys, and random numbers that are stored in the
back-end server are used to prevent desynchronized issue.
Desynchronization problem occurred when variables stored

in the tag are different with the one stored in the database.
Hence, the server can use old variables to resynchronize with
the tag.

The secrecy of the tag’s information is safe from eaves-
dropping attack. The ET is enciphered with session key where
the session key will be updated after each complete session.
In addition, tag is hard to compromise because M1 and M2

are enciphered by using different key. If M1 and M2 are
eavesdropped between legitimate tag and reader, the attacker
is unable to obtain any secret information. For example,
M1 ⊕ M2 = [CRC (ET ⊕ Ki)]⊕[CRC (ET ⊕ Ks)] = [CRC
(ET⊕ET⊕Ki⊕Ks)]= [CRC (0⊕Ki⊕Ks) = CRC [(0⊕Ki⊕Ks)].
Hence, attacker is only able to get enciphered key and is
impossible to guess its original key value.

The proposed protocol can prevent the issue of cloning
tags by using fingerprint information stored in the database
to detect counterfeit tags. Each tag has it own unique
received power of tag value. Even though adversaries are
able to copy all the data from a tag, they are unable to
create a counterfeit tag that has the exact same physical
feature as original tag. Thus, any counterfeit tag can be
found when the fingerprint of tag detected is not matched
with the fingerprint information stored in the tag. The
proposed method is analyzed by using one factor only,
which is received power of tag at single frequency, whereas
two factors, namely, minimum power responses at multiple
frequencies and physical characteristic of tags, are tested
by using ANOVA in [12]. The accuracy of the proposed
method and method of [12] is excellent in both, with the
values of 0.922 and 0.999, respectively. The proposed method
is simpler but capable to produce comparable accuracy of
method [12] which analyses two factors to detect cloning
tags.

Table 9 indicates a comparison of results between pro-
posed scheme and related security schemes in terms of
replay attack, DoS attack, cloning attack, forward secrecy,
and Gen 2 standards compliance. The proposed lightweight
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cryptographic mutual authentication protocol is proved
to possess more security protection compared to existing
security schemes.

8. Conclusions

This paper proposed the use of both prevention and
detection methods to enhance the security level in an RFID
system. The lightweight cryptographic mutual authenti-
cation protocol that consists of lightweight cryptographic
algorithm, including XOR, CRC, and PRNG functions,
is used as prevention method. The security of proposed
protocol is validated using AVISPA tool and is proved safe
from replay attack, denial of service threats, and data leakage
problem.

In addition, tag’s fingerprint extraction and matching
method is presented as a detection method in detecting
counterfeit tags. Each tag received power is measured,
calculated, and stored in the database for further reference.
Tag received power can be used as unique fingerprint as
these are significantly different in the frequency range of 919–
923 MHz. t-test algorithm is used to determine the identity
of measured tag. Measured tag is proved as counterfeit if the
P-value of the t-test conducted is less than 0.05. Accuracy
of the fingerprint-matching method is tested, and 4% of
FAR and 0% of FRR is achieved. In addition, fingerprint-
matching is proved to be an excellent method, as the area
under the ROC curve is 0.922 and ERR is 0.16. Hence,
t-test algorithm was proved to be able to protect RFID
communication system from tags cloning attack by efficiently
distinguishing between legitimate and counterfeit tags.
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Suppose that n nodes with n0 acquaintances per node are randomly deployed in a two-dimensional Euclidean space with the
geographic restriction that each pair of nodes can exchange information between them directly only if the distance between them
is at most r, the acquaintanceship between nodes forms a random graph, while the physical communication links constitute a
random geometric graph. To get a fully connected and secure network, we introduce secrecy transfer which combines random
graph and random geometric graph via the propagation of acquaintanceship to produce an acquaintanceship graph Gn,n0 , a kind
of random geometric graph with each edge representing an acquaintanceship between two nodes. We find that components of
graph Gn,n0 that undergoes a phase transition from small components to a giant component when n0 is larger than a threshold,
the threshold for Gn,n0 to be a connected graph is derived. In addition, we present its implementation method and applications in
wireless sensor networks.

1. Introduction

Suppose at a classroom with n students, each of whom initial-
ly has n0 acquaintances who are randomly chosen among
them. Students can only communicate with its direct neigh-
bors. At first, students are isolated. If two adjacent students
are acquainted with each other, a link forms between them.
As time goes on, some small acquaintance groups emerge.
Two stranger students, say Alice and Bob, belonging to
different groups may be adjacent, but if there are students
in the two groups, respectively, familiar with each other,
Alice and Bob may use them as introducers to establish a
link between them. By repeating this process, students will
be increasingly interwoven by such links, creating a web
of acquaintances. We denote this construction as secrecy
transfer and the resulting network as the acquaintanceship
graph Gn,n0 . We are here interested in the question: for which
critical threshold of n0 is there likely to be a connected
acquaintanceship graph?

At first glance, the acquaintanceship graph is a kind of
social networks, such as the patterns of friendships between
individuals. Technically, the acquaintanceship graph is a
combination of random graph [1] and random geometric
graph [2]. A random geometric graph Gn,r is a graph

resulting from placing n nodes randomly in a plane and
connecting each pair of nodes if their distance is at most
the radius r, while a random graph Gn,p is a graph with n
nodes in which each edge (out of the ( n2 ) possible edges) is
chosen independently at random with an edge probability
p. The acquaintanceship graph Gn,n0 has both properties
of random graph and random geometric graph. Initially,
n nodes are placed randomly on a plane, every node has
n0 acquaintances. In the view of acquaintanceship, it can
be considered logically as a random graph Gn,p without
geographical position restriction. If graph Gn,n0 is connected,
everyone can make the acquaintance of arbitrary nodes in
the graph. Intuitively, we think that there is a threshold
value. If n0 is larger than that value, the graph Gn,n0 may
be connected. If the communication between any pair of
acquaintances is considered secure and trusted, through the
introduction of acquaintances, any one can extend his circle
of acquaintance and eventually get secure communication
with arbitrary nodes in the graph Gn,n0 .

Random graphs and random geometric graphs have been
studied extensively, but in a separate way. Random graph and
its variations have been used as models of social structure
in, for example, epidemiology [3], while random geometric
graph is always viewed as a wireless communication network
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Figure 1: Secrecy transfer.

[4, 5], such as Ad hoc, Mesh, or sensor networks. In fact,
random graphs and random geometric graphs have different
structural properties. Any two nodes in a random graph can
be connected by a link with certain probability regardless
of their geographical position. Random key graphs have
been recently been used by Di Pietro et al. [6] to model
the random key predistribution scheme of Eschenauer and
Gligor [7]. The random key graph is a random graph
obtained as follows: n nodes, each assigned a subset of keys,
are distributed uniformly at random on a given field. An
edge is added if two nodes are within a radius r and share
at least one common key. Formally, the resulting graph,
matching a random graph with identical link probability to
a random geometric graph, can be considered as the initial
graph of the acquaintanceship graph Gn,n0 , if two nodes,
sharing one common key, are referred to as acquaintances.
Note that, unlike random key graphs, secrecy transfer is a
growth model and can be considered as a stochastic process.
We are interested in the crucial property, connectivity,
of the resulting acquaintanceship graph. In [8], we use
secrecy transfer to enhance the security performance of key
infection [9]. In fact, secrecy transfer in [8] only focuses
on key establishment between adjacent nodes who are in a
connected component; otherwise, key infection is applied to
establish a secret link key. Obviously, it is a tradeoff between
key infection and secrecy transfer discussed in this paper.
In this paper, some results are given and complemented by
simulations, especially the connectivity threshold.

Organization. First, secrecy transfer is presented in
Section 2. We derive the connectivity threshold of value n0

in Section 3. Next, in Section 4, we present the analysis of
secrecy transfer in heterogeneous networks. Section 5 gives
an implementation method of secrecy transfer. In Section 6,
some applications are given. Finally, we conclude the paper
in Section 7.

2. Secrecy Transfer

Let n nodes be distributed uniformly and independently at
random in a field [0, 1]2, each of them has n0 acquaintances.
A pair of nodes are adjacent only if the distance between
them is at most the radius r. Suppose nodes A and B are
adjacent, that is, the distance between them |A − B| < r.
Initially, A and B are connected if they are acquainted with
each other (initialization phase, see Figure 1(a)). If nodes A
and B are connected by a path, an edge A − B is added

(see Figure 1(b)). As time goes on, the graph Gn,n0 evolves
continuously, and gradually consists of some components. If
node A belongs to a component CA, and B has acquaint with
at least one of nodes in the component CA, say node C in
CA, we connect A and B by a new edge (see Figure 1(c)). For
the case where A and B belong to different component CA
and CB, if there exist two acquaintance nodes C and D in CA
and CB, respectively, we introduce an edge between A and B;
Otherwise,A and B are disconnected at present stage. If there
is no new edge is added for any pair of adjacent nodes, secrecy
transfer reaches the stable state and the algorithm terminates.
Continuing this process, we can get a acquaintanceship graph
Gn,n0 .

As depicted in Figure 2, 100 nodes are randomly dis-
tributed over a 100 × 100 m2 field, n0 = 4, and the radius
r = 20 m. At first, two adjacent nodes connect with the
probability p = n0/n = 0.04, and we get the initial
acquaintanceship graph Gn,n0 , as illustrated in Figure 2(a).
After repeating secrecy transfer process on the graph Gn,n0 , it
gradually evolves into the graph shown in Figure 2(g), which
approximates to the underly random geometric graph Gn,r .

One of our goals is to design a security mechanism to
enable any two adjacent nodes to establish a pairwise key
after they are deployed in a field. More specifically, suppose
that every node in the network has been preloaded before
its deployment with n0 secret keys, each of which is shared
with one of its acquaintances. Let nodes A and B be two
adjacent nodes, |A − B| < r. If nodes A and B happen to
be acquaintances, they share a key KAB which can be used
to protect their communication link. If A and B are not
acquaintances, but are connected by a path (Figure 1(b)),
A can generate a new key KAB and send it to B along
the path. As more secure edges are added to the graph
Gn,n0 , larger components emerge. Suppose node A belongs
to a component CA, (as plotted in Figure 1(c)) if node B
acquaints with a node C ∈ CA, which means that nodes
B and C have a shared key KBC . In this case, node A
randomly generates a keyKAB and sends it along a path in the
component CA to node C. Node C encrypts KAB with the key
KBC , that is, {KAB}KBC and sends the result back toA. NodeA,
then, sends {KAB}KBC to B via the unsecure channel. Finally,
node B can get key KAB, for it has the key KBC . In another
case, where nodes A and B belong to different components
CA and CB, but node C ∈ CA acquaints with node D ∈ CB,
as shown in Figure 1(d). NodeA first sends a keyKAB to node
C. Node C encrypts KAB with key KCD which is shared with
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Figure 2: An example of secrecy transfer process, with n = 100 nodes randomly distributed over a 100× 100 m2 field, n0 = 4, and r = 20 m.

node D and sends {KAB}KCD to node D via nodes A and B.
For node D has KCD, it can decrypt the message {KAB}KCD to
obtain KAB.

Given a randomly deployed network with n nodes, we
can view it as a random geometric graph Gn,r with each
edge representing a possible communication link. Without
the protection of a secret key, an adversary can eavesdrop
conversations between nodes. If each node has several trusted
nodes initially, the trust relationship can be considered as
a random graph Gn,p with each edge connecting a pair of
nodes which have shared a secret key. However, random
graph does not consider the transmission radius of nodes,
but simply assumes any two nodes have the same probability
p to establish a connection. When the distance between
two nodes is larger than the transmission radius r, they
cannot communicate directly. Roughly speaking,Gn,p reflects
the logical trust relationship between nodes, while Gn,r

depicts the physical communication structure of nodes in the
network. Secrecy transfer constructs a graph Gn,n0 from Gn,r

and Gn,p (where p = n0/n) and turns it to a secure random
geometric graph by adding secure edges to it.

The construction of secrecy transfer above reveals that,
the graph Gn,n0 is robust against eavesdrop attack, for each
edge is added via the existing trustiness between nodes.
If cryptographic attacks are considered impractical, the
adversary cannot break {KAB}KCD to get the key KAB, for the
key KCD shared between C and D is loaded initially.

3. Connectivity Threshold

The component structure of the graph Gn,n0 changes gradu-
ally as secrecy transfer is applied. As illustrated in Figure 2(a),
after the initialization phase, the greatest component of Gn,n0

is tree of small order. Gradually, a giant component emerges,
swallowing the whole network, provided the underly random
geometric graph Gn,r is connected and n0 is large enough.

Suppose two adjacent components, CA and CB, have,
respectively, m1 and m2 vertices, nodes A in CA and B in CB
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are adjacent. We first estimate the probability Pm1,m2 that two
adjacent components CA and CB may get connected to form
a larger component.

Let random variable X be the total number of nodes
with whom nodes in component CA are familiar, Xi be a
bernoulli random variable, where Xi = 1 when the circle
of acquaintances of node i includes at least one node in the
component CA, Xi = 0 otherwise. Therefore,

X = X1 + X2 + · · · + Xn. (1)

If component CA consists of m1 nodes, we have the
probability of Xi = 1,

P(Xi = 1) = 1− (1− P)m1 , (2)

where P = n0/n.
Thus, the expectation of random variable Xi is E(Xi) =

1− (1− P)m1 .
For X1, X2, . . . , Xn are mutually independent, the expec-

tation of X is

E(X) =
n∑

i=1

E(Xi) = n
[
1− (1− P)m1

]
, (3)

which means that, for a component of order m1, the circle
of acquaintances of this component may consist of n[1 −
(1 − P)m1 ] nodes on average. Let a = n[1 − (1 − P)m1 ],
the probability Pm1,m2 that there is at least one common
acquaintance between components CA and CB is

Pm1,m2 = 1−
(

1− a−m1

n−m1

)m2

. (4)

For example, one may see that, for a network n = 10, 000,
m1 = 200, and m2 = 1, the probability Pm1,m2 tends to 1
when P > 0.02. This provides intuition that, a component of
order 200 is attractive and will swallow nodes nearby to form
a larger component, a kind of “rich get richer” phenomenon.
For two components of order m1 = m2 = 50, the probability
Pm1,m2 approximates 1 if P > 0.002. In general, the larger
the components are, the more likely they are to be mixed
together.

In a random graph Gn,N with n vertices and N edges, if
N ∼ cn with c ≥ 1/2, the greatest component has (with
probability tending to 1 for n → +∞) approximately n2/3

vertices [10]. As a special case, when n = 10, 000, n2/3 ≈ 464,
such large component in graph Gn,n0 will swallow the whole
network with high probability.

Next, we investigate the relationship between the connec-
tivity property of graph Gn,n0 and value n0. To determine the
value n0 which will guarantee the connectivity of graphGn,n0 ,
we employ a well-known algorithm to generate random
graphsGn,p with a given degree distribution [11]. Each graph
generated has n nodes and n0 = np links per node. The
algorithm may lead to a multigraph, either by connecting a
node to itself or by connecting two nodes together more than
once. However, as n increases, these events become rare and
their number becomes statistically insignificant.

We first generate a random graph with n nodes and n0

links per node, then deploy the nodes into a square region
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Figure 3: Size of the maximum and second components in graph
Gn,n0 for n = 500, r = 35 m.

to obtain a random topology. For n = 500, r = 35 m,
and n0 varying, we repeat our simulations 50 times to yield
an acceptable confidence of results. For each simulation,
we measure empirical values for the maximum component
and the second component for each trial, averaged over 50
random topologies. In Figure 3, an interesting phenomenon
observed is a “phase transition” as n0 increases. There is a
critical value of n0, above which the graph will almost surely
be connected. The maximum component grows rapidly from
a component of small size to a giant component when
n0 > 10. On the contrary, the size of the second component
decreases as n0 > 10.

Within this context, we want to know, under what
conditions is the graph Gn,n0 be connected? How can we
choose n0 such that the graph Gn,n0 constructed by secrecy
transfer will be connected with high probability? The answer
to this question is crucial in determining the number of
acquaintances that an arbitrary node should have initially.

3.1. Lower Bound of Connectivity Threshold. To get a fully
connected graph Gn,n0 , two conditions must be satisfied.
First, the graph Gn,r must be connected, which means that,
given the value n and a deployment region, the value r should
be large enough to guarantee a connected random geometric
graph Gn,r . Assume n nodes are uniformly deployed in a
unit square [0, 1]2, the well-known connectivity threshold

rc =
√

(log n±O(1))/πn [5]. Second, the value n0 must be
large enough to get the random graph Gn,p fully connected.
Consider an arbitrary pair of adjacent nodes A and B in
graph Gn,n0 which have not established secret key between
them. ForGn,p is connected, there is at least one path in graph
Gn,p, say PAB = Ax0x1 · · · xkB between nodesA and B. Given
any adjacent nodes in path PAB, say xi and xi+1, there must
exist a path P′ = xi y1y2 · · · ytxi+1 from xi to xi+1 in graph
Gn,r , for graph Gn,r is connected.
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For a random graph Gn,p, when p is zero, the graph
does not have any edge, whereas when p is one, the graph
is fully connected. Bollobás showed that, for monotone
properties, there exists a value of p such that the property
moves from “nonexistent” to “certainly true” in a very large
random graph [1]. The function defining p is called the
threshold function of a property. Given a desired probability
Pc for graph connectivity, the threshold function p of Gn,p is
defined by

Pc = lim
n→∞Pr

[
Gn,p is connected

]
= ee

−c
, (5)

where p = ln(n)/n + c/n and c is any real constant.
Therefore, given n we can find p for which the resulting

graphGn,p is connected with desired probability Pc. Thus, the
lower bound of connectivity threshold of n0 is

n0 = p × (n− 1) = n− 1
n

[ln(n)− ln(− ln(Pc))]. (6)

3.2. Analysis Results of Connectivity Threshold. Notice that
when n0 is below the lower bound of connectivity threshold
mentioned above, the graph Gn,p is not connected with high
probability, and hence the graph Gn,n0 also is not connected
with high probability. However, a greater n0 above the lower
bound cannot guarantee a connected graph Gn,n0 when n′ is
small, where n′ is the average number of neighbors of a node.
For a tighter bound of n0, correlated with n, n′, is not known
yet, we only present some analysis results of n0 below.

After the initialization phase of secrecy transfer, we get
a random graph. Erdös and Rényi showed that for random
graphs, a giant component exists if the average degree of
node 〈k〉 > 1[10] . If 〈k〉 < 1 only small components exist,
and the size of the largest component is proportional to
lnn (n is the number of nodes in the graph). Exactly at the
threshold, 〈k〉 = 1, a component whose size is proportional
to n2/3 emerges. In the sequel, when n = 10, 000, n′ = 10, and
n0 = 200, after the initialization phase of secrecy transfer, the
average degree of nodes in the graph Gn,n0 , 〈k〉 = n′(n0/n) =
10 × (200/10000) = 0.2. In this occasion, the initial graph
Gn,n0 only consists of small components, such as trees of small
size. As the simulation results of initialization phase shown
in Figure 2(a), the graph Gn,n0 only contains small isolated
trees. Our goal is to determine how many such components
exist, and the probability that they will be connected to form
a giant component.

Let the graph Gn,n0 in the initialization phase contains
components C1,C2, . . . ,Ci, such that the size of component
Ci is |Ci| = λi, and λ1 ≥ λ2 ≥ · · · ≥ λi ≥ 2. For two
components Ci and Cj of order λi and λj , if they are adjacent,
the probability that they will be connected through secrecy
transfer is

Pλ1,λ2 = 1−
(

1− a− λ1

n− λ1

)λ2

, (7)

where a = n[1− (1− P)λ1 ], P = n0/n.
When secrecy transfer is applied, the graph Gn,n0 will

evolve continuously. A larger component is more attractive

and will swallow nodes nearby to form a larger component
with high probability. Popularity is attractive. If a component
can absorb nodes nearby by secrecy transfer, it is termed
as expandable. Next we estimate the asymptotic probability
Pexpandable that at least one component in C1,C2, . . . ,Ci is
expandable. At first we estimate the number of neighbors n′λ
of a component of size λ.

Suppose n nodes distributed uniformly and indepen-
dently at random in a unit area S, that is, S = 1. Let a
component C of size |C| = λ lie inside a circle of radius R, n′λ
neighbors of the component C lie outside the circle and be
at distance at most r from nodes in the component. Let S′ be
a subarea in the deployment area S, S′ � S. The probability
that a node is placed within area S′ is P = S′/S = S′. Then,
the probability P(x) that of t nodes are placed in the area S′

is

P(x = t) =
(
n
t

)

Pt(1− P)n−t . (8)

When n � 1 and S′ � S, we can approximate it with a
Poisson distribution,

P(x = t) ≈ e−nP · (np)t
t!

= e−nS′(nS′)t

t!
, (9)

and the average number of nodes within area S′ is

t = nS′. (10)

In the initial graphGn,n0 , any component of size λ is small
(λ � n), and the area S′ it occupied is also small, that is,
S′ � S = 1. Therefore, we have approximately

λ = nπR2, n′ = nπr2. (11)

Thus,

n′λ = n
[

(R + r)2π − r2π
]
= n′ + 2

√
λn′. (12)

Therefore, the probability Pλ that a component of size λ
is expandable is

Pλ = 1− (1− Pλ,1
)n′λ , (13)

where Pλ,1 = (a− λ)/(n− λ), a = n[1− (1− P)λ], P = n0/n.
For a set of components C1,C2, . . . ,Ci, |Ci| = λi, the

probability Pexpandable can be calculated as

Pexpandable

= 1− (1− Pλ1

)(
1− Pλ2

) · · · (1− Pλi
)

= 1− (1− Pλ1,1
)n′λ1

(
1− Pλ2,1

)n′λ2 · · · (1− Pλi ,1
)n′λi

≈ 1− exp
{
−
(
n′λ1

Pλ1,1 + n′λ2
Pλ2,1 + . . . + n′λiPλi ,1

)}
.

(14)

Note that for two sets of components C =
{C1,C2, . . . ,Ci} (|Ci| = λi) and C′ = {C′1,C′2, . . . ,C′i}
(|C′i| = λ′i ), if λ1 ≥ λ′1, λ2 ≥ λ′2,. . . λi ≥ λ′i , then

n′λ1
≥ n′λ′1 , . . . ,n′λi

≥ n′λ′i ,

Pλ1,1 ≥ Pλ′1,1, . . . ,Pλi ,1 ≥ Pλ′i ,1.
(15)
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Therefore, the probability Pexpandable that at least one
component in set C is expandable is greater than that in set
C′.

Given parameters n, n′, and n0, after the initialization
phase of secrecy transfer, the graph Gn,n0 may contain
some components C1,C2, . . . ,Ci. The expandable probability
of this component set Pexpandable → 1, implies that at
least one component in C1,C2, . . . ,Ci is expandable and
will grow larger with high probability. Let a component
C1 be expandable and become a larger component C′1 by
swallowing nodes nearby. For |C′1| > |C1|, the expandable
probability P′expandable of components C′1,C2, . . . ,Ci is greater
than the expandable probability Pexpandable of components
C1,C2, . . . ,Ci, that is,

P′expandable > Pexpandable −→ 1. (16)

Thus, if the expandable probability Pexpandable of the
initial graph approximates 1, it will become even greater
almost surely, and the graph Gn,n0 will eventually evolve
into a connected graph with high probability if both Gn,p

and Gn,r are connected graphs. However, small expandable
probability of the initial graph Gn,n0 cannot guarantee a
connected graph with high probability and secrecy transfer
will terminate with isolated components.

However, exact results of the critical threshold n0 are not
known yet, we only present some analysis results below.

In an Erdös-Rényi random graph Gn,N with n nodes and
N links [10], if N ∼ l · n(k−2)/(k−1) where l > 0, then the
number of trees of order k contained in Gn,N has in the limit
for n → +∞ a Poisson distribution with mean value

−
λ= (2l)k−1kk−2

k!
. (17)

Among these trees, the probability Pexpandable that at least
one tree of order k is expandable is

Pexpandable = 1− (1− Pk)
−
λ, (18)

where Pk is the probability that a tree of order k is

expandable, Pk = 1 − (1− Pk,1)n
′
k , n′k = n′ + 2

√
kn′, Pk,1 =

(a−k)/(n−k), a = n[1−(1− n0/n)k], and
−
λ= (2l)k−1kk−2/k!.

For the graphGn,n0 after the initialization phase of secrecy
transfer, the number of links in Gn,n0 is

N = 1
2
n · n′P = 1

2
n · n′ n0

n
= 1

2
n′n0 ∼ l · n(k−2)/(k−1), (19)

which yields the result

k ∼ 1 +
lnn

ln(2ln/n′n0)
. (20)

Using the above considerations, we can estimate the
expandable probability Pexpandable of the components (trees)
of order k.

We see that, for n = 10, 000, n′ = 10, and n0 = 100, the
probability Pexpandable ≈ 0.6991; for n0 = 200, the probability
Pexpandable ≈ 1. This indicates that, in this occasion, for

n0 ≥ 200, the graph Gn,n0 will eventually evolve into a
connected graph by secrecy transfer with high probability.
However, for n0 < 100, the graph Gn,n0 may be fragmented
and contains no giant component of order n. Furthermore,
the critical threshold of n0 is rather sensitive to n′. For
n = 100, 000, n′ = 30, and n0 = 200, the probability
Pexpandable ≈ 0.9337. If we reduce n′ to 5, then Pexpandable ≈
0.5391. This is because the decline in n′ will result in the
decline in the number of neighbors of a component, so does
the expandable probability.

On the other hand, the probability P0 that secrecy
transfer cannot take place after the initialization phase is

P0 =
[(

1− n0

n

)n′]n

=
(

1− n0

n

)n·n′
≈ e−n0·n′ , (21)

which is only dependent on n0 and n′. Less n0 or n′, higher
the probability P0.

4. Heterogeneous Network

Consider graph Gn,r of n nodes with n0 acquaintances per
node randomly selected among the nodes in the graph, we
are also interested in the number of rounds needed for
secrecy transfer to reach a stable state. It is shown in Section 3
that a necessary condition for graph Gn,n0 to be connected is
that graphs Gn,p and Gn,r must be fully connected. However,
the speed of the convergence of secrecy transfer depends
on the values of n0, r for given n. To gain insight, we first
consider the value r and perform a simulation-based study
of it. Employing a uniform random generator, we position
n = 500 nodes in a square planar region of 500 × 500 m2,
following our deployment from Section 3. For each random
topology, we estimate the speed of the convergence of secrecy
transfer as the number of rounds that it needs to perform to
reach its stable state. At each round, each pair of adjacent
nodes in the graph Gn,n0 employ secrecy transfer to try to get
connected. If there is no new edge is added in this round,
secrecy transfer reaches its stable state and terminates. We
observe from Figure 4 that, as the value r increases, the stable
state is reached with a faster speed, and for value n0, the
number of rounds reaches its peak when n0 approximates to
its connectivity threshold.

Conventionally, a wireless network consists of some
nodes as supernodes with greater communication radius
than normal nodes. The use of these supernodes lead to
important characteristics of complex networks [12]: a small
average shortest path length between all nodes, and a high-
cluster coefficient, which help us saving network resources,
avoiding excessive communication, and reducing the time
to data delivery. Figure 5 depicts plots of secrecy transfer
with n = 500 nodes deployed over a 500 × 500 m2 field,
n0 = 20, and r = 35 m, among them there are 25 supernodes
(squares in the figures) with a larger communication radius
R = 150 m and only bidirectional links are considered.

From the simulation results illustrated in Figure 6, we
conclude that, compared to the homogeneous network case,
for a heterogeneous network with supernodes, as the radius
R of supernodes grows, the value of n0 required to maintain
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Figure 4: Value n0 versus. number of rounds of secrecy transfer for
various values of the radius r.

connectivity of graph Gn,n0 decreases, the speed of the
convergence of secrecy transfer accelerates. Hierarchically,
supernodes can form a higher layer, while normal nodes
constitute a lower layer of the network. An implication of a
heterogeneous network is that it has better performance with
regard to improving energy, power and topology control,
scalability, and fault-tolerance and routing efficiency.

One of the most important properties of a network is
the degree distribution, or the fraction P(k) of nodes having
k connections (degree k). Although the degree distribution
alone is not enough to characterize the network, it has great
influence on the network’s structure and behavior. A well-
known result for Erdös-Rényi random graph is that the
degree distribution is Poissonian, P(k) = e−λλk/k!, where
λ = 〈k〉 is the average degree. For many real networks,
such as the Internet, WWW, citations of scientific articles,
airline networks, and many more, they often exhibit a scale-
free degree distribution, P(k) = Ck−γ, k = m, . . . ,K , where
C ≈ (γ − 1)mγ−1 is a normalization faction, and m and K
are the lower and upper cutoffs for the degree of a node,
respectively. A scale-free network with 2 < γ < 3 and N
nodes have diameter d ∼ ln ln N and can be considered
as “ultra small-world” network. In fact, the diameter of
network is relevant in many fields regarding communication
and computer networks, such as routing, searching, and
transport of information. All these processes become more
efficient when the diameter is smaller.

Intuitively, compared to homogeneous networks, a het-
erogeneous network with supernodes has a degree distribu-
tion different from Poisson distribution. Next, we discuss
the degree distribution of heterogeneous networks. Let
n nodes and s supernodes be distributed uniformly and
independently at random in a square of area 1, [0, 1]2, the
communication radii of nodes and supernodes are r and R

(r < R), respectively, and only bidirectional links are taken
into considerations.

For a heterogeneous network, there are two degree
distributions, one for each type of nodes. For normal nodes
with radii r, the degree distribution Pn(k) is Poissonian,

Pn(k) = e−λnλn
k

k!
, where λn = 〈k〉 = π(n + s)r2, (22)

whereas the degree distribution of supernodes is

Ps(k) = e−λsλs
k

k!
, where λs = 〈k〉 = π

(
nr2 + sR2). (23)

Therefore, the degree distribution P2−h(k) of the hetero-
geneous network is

P2−h(k) = n

n + s
Pn(k) +

s

n + s
Ps(k). (24)

From the degree distribution P2−h(k) derived above,
we depict and compare it with two different networks. In
Figure 7(a) we show the degree distribution of a heteroge-
neous network with n = 9, 000, s = 1, 000, r = 0.01, and
R = 0.1. In Figure 7(b), we compare P2−h(k) with power law
P(k) = k−2 and Poisson distribution P(k) = λke−λ/k!, where
λ = (n + s)πr2. As the figures shown, the degree distribution
of a heterogeneous network with two peaks is different from
a Poisson distribution and right-skewed to a power law. The
results imply that the behavior of a heterogeneous network
has some characteristics of scale-free network, such as small
diameter.

Now consider the placement of nodes with more types.
Suppose that the network contains t types of nodes, denoted
as T1,T2, . . . ,Tt. For nodes of type Ti, the number of nodes
|Ti| in it and node’s communication radius ri satisfy the
conditions,

r1 < r2 < · · · < rt,
|T1| > |T2| > · · · > |Tt|.

(25)

For simplicity, let n denote the total number of nodes in
the network, and

|T1| = n

2
, |T2| = n

22
, . . . , |Tt| = n

2t
. (26)

It is clear that when n → +∞ and t → +∞,

|T1| + |T2| + · · · + |Tt| = n ·
t∑

i=1

1
2i
−→ n. (27)

Recall that the degree of each type of nodes has a Poisson
distribution with different mean value. To derive the degree
distribution Pt−h(k) of the network, we first determine the
degree distribution Pi(k) of nodes of type Ti,

Pi(k) = e−λiλki
k!

, (i = 1, . . . , t), (28)
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Figure 5: Secrecy transfer process in a heterogeneous network, n = 500, s = 25, r = 35 m, and R = 150 m.

where,

λ1 = πr2
1n,

λ2 = π
r2

1 + r2
2

2
n,

λ3 = π
2r2

1 + r2
2 + r2

3

4
n,

λ4 = π
4r2

1 + 2r2
2 + r2

3 + r2
4

8
n,

λ5 = π
8r2

1 + 4r2
2 + 2r2

3 + r2
4 + r2

5

16
n,

· · · · · · .

(29)

Therefore, the degree distribution of the heterogeneous
network with t types of nodes is

Pt−h(k) = 1
2
P1(k) +

1
4
P2(k) + · · · +

1
2t
Pt(k)

= 1
k!

(
1
2
e−λ1λk1 +

1
4
e−λ2λk2 + · · · +

1
2t
e−λt λkt

)
.

(30)

For Pt−h(k) is complicated, we present some numerical
results on it. Figure 8 shows the degree distribution Pt−h(k)
for r1 = 0.01, r2 = 0.03, r3 = 0.05, r4 = 0.07, r5 = 0.09,
r6 = 0.11, r7 = 0.13, and r8 = 0.2. As expected, the degree
distribution of the heterogeneous network approaches power
law P(k) ∝ k−2. This implies that heterogeneous network
maintains some statistical properties of a scale-free network.

Therefore, it is plausible that the convergence speed of
secrecy transfer in a heterogeneous network is faster than that
in a homogeneous network.

5. Implementation of Secrecy Transfer

In this section, we elaborate the implementation method
of secrecy transfer. The method contains three phases: the
initialization phase, the secrecy transfer phase, and the
update phase. To implement secrecy transfer efficiently, we
use Bloom Filter [13] for membership queries.

Bloom Filter. A Bloom Filter is a popular data structure used
for membership queries. It represents a set S = [s1, . . . , sn]
using k independent hash functions h1, . . . ,hk and a string of
m bits, each of which is initially set to 0. For each s ∈ S, we
hash it with all the k hash functions and obtain their values
hi(s) (1 ≤ i ≤ k). The bits corresponding to these values
are then set to 1 in the string. To determine whether an item
s′ is in S, bits hi(s′) are checked. If all these bits are 1s, s′ is
considered to be in S.

Since multiple hash values may map to the same bit,
Bloom Filter may yield false positives. That is, an element is
not in S but its bits hi(s) are collectively marked by elements
in S. If the hash is uniformly random over m values, the
probability that a bit is 0 after all the n elements are hashed
and their bits marked is (1 − 1/m)kn ≈ e−kn/m. Therefore,
the probability for a false positive is (1 − (1 − 1/m)kn)k ≈
(1 − e−kn/m)k. The right hand side is minimized when k =
(m/n) ln 2 in which case it becomes (1/2)k = (0.6185)m/n.
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Figure 6: The maximum component and rounds of secrecy transfer in heterogeneous networks.

5.1. Initialization Phase. We first generate a random graph
with n nodes and n0 links per node. For each link a
secret key is assigned to it. Each node stores the ID of
its neighbors and the corresponding secret key between
them. For instance, if node i has n0 neighbors i1, . . . , in0 , it
constructs an acquaintanceship set

Ai =
{(
i1,Ki,i1

)
, . . . ,

(
in0 ,Ki,in0

)}
, (31)

where Ki,i1 is the assigned secret key between node i and its
neighbor i1.

After that nodes are deployed randomly over a field.

5.2. Secrecy Transfer Phase. Suppose two adjacent compo-
nents, CA and CB, have, respectively,m1 andm2 nodes, nodes
A ∈ CA and B ∈ CB are adjacent. For component CA, a
component head (at first after initialization phase, each node
is a component head of its own since all nodes are isolated.
After several rounds of secrecy transfer process, some large
components emerge. To reduce the communication cost, a
node is selected to be a component head according to its
centrality in the component. To simply the procedure, the
node with the highest degree is chosen to be the component
head) is selected. He stores all the ID of nodes belonging to
the component CA in a component member set

CMCA =
{
a1, . . . , am1

}
, (32)

where ai ∈ CA.
Each node stores a Bloom Filter BFCA which contains all

the nodes in the acquaintance circle of CA. That is, the nodes
in CA and the acquaintances of node i for all i ∈ CA. If an
adjacent node k is added to CA, the Bloom Filter BFk of node
k is inserted into BFCA , that is, a new Bloom Filter BFC′A for

the new component C′A = CA + k is created, that is, BFC′A =
BFCA + BFk.

If two components CA and CB get connected and melt
into a larger component CAB, a new Bloom Filter of compo-
nentCAB, BFCAB = BFCA +BFCB , is created and stored in nodes
of CAB. To further improve the performance, not all nodes
in CA or CB need to update its BFCA or BFCB to BFCAB , only
nodes whose neighbors are not all connected to them need to
store the updated Bloom Filter BFCAB of the new component
CAB. As depicted in Figure 9, CA and CB melt into a larger
component CAB, an isolated node E is adjacent to nodes A,
B, F, and G. After CA and CB get connected, only nodes A, B,
F, and G in CAB have unconnected neighbor. Therefore, they
need to store the new BFCAB and will broadcast it later.

Next, we give an overview of the operations of secrecy
transfer. In general, the operation of secrecy transfer is
initiated by a new created component. Let CA be a new
component that has “swallowed” node H , nodes A and F
have already updated their BFCA (to insert the ID of node
H into it), and let CB be an adjacent component of CA. After
that, nodes A and F broadcast BFCA to their adjacent nodes
B and E. On receiving the BFCA from component CA, node
B sends a query message containing BFCA to the component
head of CB, say node I , where the component member set of
CB, CMCB = {b1, . . . , bm2}, is stored. The component head
I then determines whether the nodes in set CMCB are in the
Bloom Filter BFCA . If a node, say D ∈ CMCB , is found in the
Bloom Filter BFCA , node I answers node B by sending D to it.
Node B then tells A that there is a node D ∈ CB belonging to
the acquaintance circle of component CA. After that, nodes
A broadcasts a query message with the ID of node D in
component CA. Each node in CA verifies whether node D
belongs to its acquaintanceship set. As illustrated in Figure 9,
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if the acquaintanceship set of node C ∈ CA contains node
D, that is, AC = {. . . , (D,KCD), . . .}, the node C transmits
a response message (C, D) to node A. After obtaining the
acquaintance node pair (C, D) from C, node A knows that
nodesC ∈ CA andD ∈ CB are acquaint with each other (they
have a shared key KCD). Now nodes A and B can establish a
secret key KAB as mentioned in Section 2.

CA CBH

C

F

E

A
KAB

KAB B

G

I

D

{KAB}KCD

Figure 9: Secrecy transfer phase.

5.3. Updated Phase. After the secret key KAB between nodes
A and B is established, two components become a larger
component CAB, we then should update the acquaintance
circle of CAB for nodes who have unconnected neighbors. A
new component head is also need to be selected according to
the degree distribution of nodes in CAB. As to the network
in Figure 9, if node I is the new component head of CAB, the
component member set is updated to be

CMAB = CMCA + CMCB =
{
a1, . . . , am1 , b1, . . . , bm2

}
. (33)

Finally, if nodes have updated their Bloom Filter BFCAB , they
broadcast the new BFCAB to their neighbors to find chances
for new links. Recursively, this procedure is applied until
there is no node has updated its Bloom Filter.
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5.4. Security Analysis. As discussed in Section 2, secrecy
transfer is robust against eavesdrop attack, for each edge
is added via the existing trustiness between nodes. In this
subsection, we study the resilience of secrecy transfer against
the node compromise attack. Let nc denote the number of
nodes that have been captured. Suppose the compromised
nodes are independently and random distributed among the
entire deployment region.

Theoretically, as depicted in Figure 9, if any node in the
paths A− F −C and D− I − B is compromised, the key KAB
between nodes A and B is not secure. Suppose that the length
of two paths are l1 and l2, respectively. It is easy to estimate the
probability that a new established key KAB is compromised as
the following:

P
{
KAB is compromised

} = 1−
(
l1+l2
n−nc

)

(
l1+l2
n

) , (34)

where n is the number of node in the network.
Unfortunately, even if all nodes in two paths are not

compromised, the key KAB may be unsecure. For instance,
let a path from A to C be A − H1 − H2 − H3 − H4 − C, and
all nodes in the path have not been compromised. Node A
sends KAB to H1 by sending {KAB}KAH1

, H1 then transmits
{KAB}KH1H2

to node H2 until KAB reaches the last node C.
If KAH1 ,KH1H2 , . . . ,KH4C are not compromised, KAB is still
secure after it is transmitted across the path. However, if
a key, such as KH1H2 , is compromised, an adversary may
eavesdrop on the communication flows between nodes H1

and H2 to obtain {KAB}KH1H2
, thus KAB is leaked.

In general, if there are compromised nodes in the
network, any key established by secrecy transfer between
two neighbors H1 and H2 may be unsecure unless nodes
H1 and H2 are acquaint with each other initially. For any
pair of acquaintance nodes, the secret key between them is
preloaded before the network is deployed and is considered
unbreakable (unless the node is compromised). As to any
key established by secrecy transfer, compromised nodes may
degrade its security since lots of nodes are involved in the
process of the negotiation of a new link key.

In order to set up a more secure channel between nodes
A and C, it is reasonable to use the acquaintanceship set of
nodes. Suppose in a path A − H1 − H2 − H3 − H4 − C, (A,
H3), (H1, H3), and (H1, C) are three pair of acquaintances.
To send a secret key KAB to C, node A can send {KAB}KAH3

to
H3, H3 then sends {KAB}KH1H3

to H1. At last, node C can get
{KAB}KH1C

from H1. The advantage of this method is that all
communications are encrypted with predistributed keys. If
nodes A, C, H1, and H3 are not compromised, the key KAB is
secure after the transmission. However, such a secure logical
path in a set of nodes may not exist. For a path of l nodes,
their initial acquaintanceship can be viewed as a random
graph Ĝn,p, where n = l and p = n0/n. If Ĝn,p is connected, a
logical path exists.

If an adversary is not present at the network before
secrecy transfer has completed, or it takes more time than
a secure interval to compromise nodes, the communication
links established by secrecy transfer are secure; otherwise,
undetected malicious nodes may degrade the security of

secrecy transfer and jeopardize the network. In [14], authors
investigated the potentially disastrous threat of node com-
promise spreading (via communication and preestablished
mutual trust) in wireless sensor networks and proposed an
epidemiological model to investigate the probability of a
breakout. This model can be adapted to analyze the spread of
malicious behavior of compromised nodes in the process of
secrecy transfer. But how to design efficient countermeasures
is still unknown.

5.5. Storage Overhead. A node, say i, needs to store

(1) an acquaintanceship set

Ai =
{(
i1,Ki,i1

)
,
(
i2,Ki,i2

)
, . . . ,

(
in0 ,Ki,in0

)}
, (35)

where i1, i2, . . . , in0 are the acquaintances of node i,
Ki,i1 ,Ki,i2 , . . . ,Ki,in0

are the corresponding secret keys
with each acquaintance, respectively.

(2) n′ secret keys established with its neighbors,

(3) a Bloom Filter BFCA (i ∈ CA).

For a component head j ( j ∈ CA), in addition to the
secret values a normal node stores, it also stores a component
member set

CMCA = {a1, . . . , am}, (36)

where a1, . . . , am are the members of component CA, m is the
cardinality of the component.

6. Applications of Secrecy Transfer

The need for untethered distributed communications and
computing continues to drive advances in mobile commu-
nications and wireless networking. To serve this purpose,
wireless sensor networks have been envisioned to consist of
groups of lightweight sensor nodes that may be randomly
and densely deployed to observe data within a physical region
of interest [15].

In many applications, such as target tracking, battle-
field surveillance, and intruder detection, sensor networks
are often deployed in hostile environments. To protect
the sensitive data, secret keys should be established to
achieve data confidentially, integrity, and authentication
between communicating parties [16–19]. The first practical
key predistribution scheme for sensor network is random
key predistribution scheme introduced by Eschenauer and
Gligor [7]. Its operation can be briefly described as follows.
A random pool S of keys is selected from the key space.
Each sensor node receives a random subset of m keys
(key ring) from the key pool before deployment. Any two
nodes able to find one common key within their respective
subsets can use that key as their shared secret to initiate
communication. Moreover, the network can be viewed as a
random graph Gn,p, each edge added if two adjacent nodes
can find one common key within their key rings. A major
advantage of this scheme is the exclusion of base stations
in key management, but a fixed number of compromised
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sensors causes a fraction of the remaining network to become
insecure. Successive sensor captures enable the adversary to
reveal network key pool and use them to attack other sensors.
In addition, the storage overhead is still high for lightweight
sensor nodes. As mentioned previously, secrecy transfer
can turn a random graph to a secure random geometric
graph. If secrecy transfer is applied with the random key
predistribution scheme, the storage overhead of nodes is
lower and it can achieve better resilience against node capture
attack.

In [20], an asymmetric key predistribution scheme AKPS
for sensor networks was proposed. Each nodes only store two
secret values initially, a large amount of storage is shifted to
keying material servers (KMS). Since AKPS needs to provide
public keying material for any pair of nodes, a KMS should
store ( n2 ) public keying material for a network of n nodes.
Roughly speaking, AKPS is not viable for arbitrary large
network. We find that, if secrecy transfer is used, a KMS does
not need to be preloaded with ( n2 ) public keying material.
Specially, suppose n∗ out of ( n2 ) public keying material are
randomly picked, the initial probability that two arbitrary
sensors can establish a secret key is p = n∗/( n2 ) = 2n∗/n(n−
1), which means that, any nodes has n0 = n×p = 2n∗/(n−1)
“acquaintances” on average. As before, if n0 is larger than
the connectivity threshold, we can repeat the construction
process of secrecy transfer to get a connected graph Gn,n0

which will guarantee that any pair of adjacent nodes can
establish secret keys.

7. Conclusion

This work presented a secrecy transfer algorithm which is
directly based on the idea that networks form primarily
by people introducing pairs of their acquaintances to one
another. The resulting network, showing both properties of
random graph and random geometric graph, cannot only
model the introduction process in social networks, but also
be used to protect the network.
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