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Internet of !ings (IoT) currently delivers data communication
services to a broad set of devices in many realms, such as In-
dustry 4.0, self-driven cars, and sensor networks. Many of those
devices intrinsically work over mobile systems or evolve toward
mobility or both because theymovewith humans as is the case of
smartphones or because they move by themselves; in the latter
case, it can be possible to see robots for home managing or self-
driven cars or UAVs, maybe to deliver packets at home. Fol-
lowing the Call for Papers, this special issue has focused on
managingmobility in IoT, both froma theoretical and a practical
point of view.

In the paper “An Energy-Aware Task Offloading Mecha-
nism in Multiuser Mobile-Edge Cloud Computing,” the prob-
lem of the offloading decision is formulated as a 0-1 nonlinear
integer program under the constraints of the channel interfer-
ence threshold and the time deadline.!rough the classification
and priority determination for the mobile devices, a reverse
auction-based offloading method is proposed to solve this
optimization problem for energy efficiency improvement.
In fact, the mobile-edge cloud computing, an emerging and
prospective computing paradigm, can facilitate the complex
application execution on resource-constrainedmobile devices
by offloading computation-intensive tasks to the mobile-edge
cloud server, which is usually deployed in close proximity to
the wireless access point. However, in themultichannel wireless
interference environment, the competition of mobile users for
communication resources is not conducive to the energy effi-
ciency of task offloading.

In the paper “A New !eoretical Approach: A Model
Construct for Fault Troubleshooting in Cloud Computing,”
the authors propose a new theoretical algorithm to construct
a model for fault troubleshooting. In cloud computing, there
are four effective measurement criteria: (i) priority, (ii) fault
probability, (iii) risk, and (iv) the duration of the repair
action determining the efficacy of troubleshooting. !e
authors combine a naı̈ve Bayes classifier (NBC) with
a multivalued decision diagram (MDD) and an influence
diagram (ID), which structures and manages problems re-
lated to unambiguous modeling for any connection be-
tween significant entities. First, the NBC establishes the
fault probability based on a naı̈ve Bayes probabilistic model
for fault diagnosis. !is approach consists of three steps:
(i) identifying the network parameters to show the reliance
for probability relationship among the entire set of nodes;
(ii) determining the structure of the network topology; and
(iii) assessing the probability of the fault being propagated.
!is calculates the probability of each node being faulty
given the evidence. Second, the MDD combines the in-
fluential factors of four measurements and determines the
utility value of prioritizing their actions during each step of
the fault troubleshooting which in turn assesses which fault
is selected for repair. !e authors demonstrate how the
procedure is adapted by their method, with the host server’s
failure to initiate a case study. !is approach is highly ef-
ficient and enables low-risk fault troubleshooting in the field
of cloud computing.
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In the paper “Multihoming for Mobile Internet of Mul-
timedia!ings,” mobile IoT, for example, the “things” that are
part of vehicular or public transportation systems, is used as
a scenario for showing the possibility of using the LISP
(Locator Identifier Separation Protocol) for multihoming and
load-balancing purposes. !e authors have implemented and
tested a demonstrator of amobile LISP IoT gateway that is also
integrated with cloud-based video analytics. Mobility, re-
dundancy, and bandwidth requirements are transforming the
communication models used for IoT, mainly in case of critical
communications and multimedia streaming (“IoMT, Internet
of Multimedia !ings”), as wireless video traffic is expected to
be 60–75% of the global mobile traffic by 2020. One of the
characteristics of 5Gnetworkswill be the proliferation of different/
heterogeneous radio networks (virtualized radio access networks,
RAN, new energy-efficient radios, femtocells, and offloading
capabilities) and the possibility for IoTobjects to connect and
load balance between dual and multiple RANs.

In the paper “Determination of Collection Points for
DisjointWireless Sensor Networks,” the problem of recovering
from a broken wireless sensor network is considered. In fact,
when the connection in WSNs is broken, a subset of nodes
which serve as the data collection points (CPs) can buffer the
data from sensors and transfer these data to mobile data
collectors (MDCs) to restore the connectivity of WSNs. One of
the existing problems is how to decide the numbers and po-
sitions of CPs for obtaining an optimal path of MDC. In order
to deal with this problem, a selection method of CPs is pro-
posed to reduce the traveling distance of MDCs. Meanwhile,
with this selection method, the changing rules and the stability
of the path of MDC are theoretically proved. A 100-nodeWSN
is implemented to test the proposed method. !e evaluation
results verify that the proposedmethod is efficient and valuable.

In the paper “Discovering Social Community Structures
Based on Human Mobility Traces,” the authors consider
a community detection problem in a social network. A social
network is composed of smaller communities; that is, a society
can be partitioned into different social groups in which the
members of the same group maintain stronger and denser
social connections than individuals from different groups. In
other words, people in the same community have substan-
tially interdependent social characteristics, indicating that the
community structure may facilitate understanding human
interactions and the individual’s behaviors.!e authors detect
the social groups within a network of mobile users by ana-
lyzing the Bluetooth-based encounter history from a real-life
mobility dataset. Community detection methodology focuses
on designing similarity measurements that can reflect the
degree of social connections between users by considering
tempo-spatial aspects of human interactions, followed by
clustering algorithms. !e authors also present two eval-
uation methods for the proposed schemes.!e first method
relies on the natural properties of friendship, where the
longevity, frequency, and regularity characteristics of human
encounters are considered. !e second is a movement
prediction-basedmethod which is used to verify the social ties

between users. !e evaluation results show that the proposed
schemes can achieve high performance in detecting the social
community structure.
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Mobile-Edge Cloud Computing

Lan Li, Xiaoyong Zhang , Kaiyang Liu , Fu Jiang , and Jun Peng

School of Information Science and Engineering, China Hunan Engineering Laboratory of Rail Vehicles Braking Technology,
Central South University, Changsha, Hunan 410083, China

Correspondence should be addressed to Xiaoyong Zhang; zhangxy@csu.edu.cn

Received 31 March 2017; Revised 9 November 2017; Accepted 31 December 2017; Published 2 April 2018

Academic Editor: Bartolomeo Montrucchio

Copyright © 2018 Lan Li et al. -is is an open access article distributed under the Creative Commons Attribution License, which
permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Mobile-edge cloud computing, an emerging and prospective computing paradigm, can facilitate the complex application ex-
ecution on resource-constrained mobile devices by offloading computation-intensive tasks to the mobile-edge cloud server, which
is usually deployed in close proximity to the wireless access point. However, in the multichannel wireless interference envi-
ronment, the competition of mobile users for communication resources is not conducive to the energy efficiency of task off-
loading.-erefore, how to make the offloading decision for each mobile user and select its suitable channel become critical issues.
In this paper, the problem of the offloading decision is formulated as a 0-1 nonlinear integer programming problem under the
constraints of channel interference threshold and the time deadline. -rough the classification and priority determination for the
mobile devices, a reverse auction-based offloading method is proposed to solve this optimization problem for energy efficiency
improvement. -e proposed algorithm not only achieves the task offloading decision but also gives the facility of resource
allocation. In the energy efficiency performance aspects, simulation results show the superiority of the proposed scheme.

1. Introduction

Internet of things (IoT) devices, such as sensors and
wearable devices, are increasingly penetrating into our ev-
eryday lives. Gartner forecasted that, by 2020, the Internet of
things (IoT) devices will reach 50 billion, representing an
almost 30-fold increase from 0.9 billion in 2009 [1]. How-
ever, it is well known that mobile devices have their inherent
problems, such as finite computing power and particularly
limited battery life [2]. -ese resource-limited mobile de-
vices are difficult to support computation-intensive appli-
cations, such as interactive gaming, image/video processing,
and online social networking services [3]. -erefore, when
dealing with the sophisticated applications on devices, the
contradiction between the requirements of network appli-
cations and the limited resource of mobile devices poses
a significant challenge.

A new architecture and technology known as Mobile
Cloud Computing (MCC) brings a new idea, which can
augment the processing ability of mobile devices and
reduce the energy consumption of mobile devices at the

meantime by migrating computational tasks from mobile
devices to infrastructure-based cloud servers [4, 5]. -us,
MCC has the potential to address the aforementioned
challenge [6].

In recent years, cloud offloading technologies have been
widely studied by researchers all over the world. Considering
the huge increase of computational demand on the mobile
devices in the 5G networking, Chen [7] proposed a game
theoretic approach for the distributed task offloading de-
cision to improve the energy efficiency. Barbarossa et al. [8]
investigated the problem of multiuser computation off-
loading in multiradio channel scenarios ignoring the
communication interference. In order to save the energy
consumption of mobile devices and meet the requirements
of the application execution time, Huang et al. [9] proposed
a Lyapunov optimization-based algorithm for dynamic
offloading, which can reduce the computational complexity
at the same time to obtain a near-optimal offloading de-
cision. In large-scale mobile applications, Yang et al. [10]
researched the problem of multiuser computing partition for
the purpose of minimizing the average task completion of all
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users and designed an offline heuristic offloading algorithm.
Viswanathan et al. [11] proposed a resource provisioning
framework for organizing the heterogeneous devices in the
vicinity. A joint optimization framework of the wireless
resource and computing resource is proposed in [12] for the
energy-constrained mobile users in the femtocell.

In order to solve the problem of transmission delay and
energy consumption, Satyanarayanan et al. [13] proposed an
architecture replacing the remote cloud with nearby cloud-
lets. Zhang et al. [14] proposed a Markov decision process
offloading algorithm for mobile users in an intermittently
connected cloudlet system. However, the cloudlet-based
mobile cloud computing has some drawbacks. Due to the
limited wireless network coverage, the cloudlet cannot
guaranteeubiquitous service everywhere forusers.Moreover,
the computation resource of the cloudlet is insufficient to
satisfy theQoS requirements of a large number of users in the
future.

-ese existing task offloading strategies in mobile cloud
computing are not sufficient to greatly improve the energy
efficiency of the system.-e long transmission delay between
the mobile device and traditional cloud servers is a critical
issue, which is the inherent limitation of mobile cloud
computing [15, 16]. -e long propagation distance from the
mobile device to the remote cloud data center will result in
unacceptable long latency for mobile applications. -e ad-
ditional communication transmission delay will decrease the
computation offloading efficiency and the QoS of users.

-erefore, a mobile-edge cloud (MEC) computing ar-
chitecture is adopted. With the development of wireless
communication technologies such as Wi-Fi, 4G, and 5G, the
MEC is envisioned as a promising and challenging approach
to address the abovementioned challenges [17]. In the MEC
framework, mobile devices are able to offload their tasks to
the MEC clouds through the radio access points nearby
rather than the public clouds such as Amazon EC2 and
Windows Azure. -us, this MEC paradigm can provide
lower latency and high communication rate and computing
agility in the process of computation offloading.

-ere are a few studies on the efficient computation
offloading mechanism of the MEC. For instance, Wang et al.
[18] used the Markov decision process to formulate a se-
quential offloading decision-making problem for dynamic
service migration. Considering the finite number of wireless
access channels and the interference, Chen et al. [19] pre-
sented a distributed offloading decision method based on
game theory. Sardellitti et al. [20] investigated the task
offloading problem by jointly considering the allocation of
radio resources and computational resources and proposed
an iterative algorithm to solve the problem. Beck et al. [21]
studied the virtual network embedding problems and pro-
posed network virtualization in the context of MEC
networks.

However, the abovementioned methods still have some
limitations in performance and flexibility. Furthermore, the
complexity of the algorithm is not suitable for large-scale
network scenarios. -us, an efficient task offloading mech-
anism is designed formobile-edge cloud computing. It is well
known that the base stations in most wireless networks are

running under multichannel settings. If a considerably large
number of mobile device users simultaneously choose the
same wireless channel to perform task offloading, interactive
communication interference will seriously affect the trans-
mission rate of the data, which further leads to the increase of
completion delay of the task and the energy consumption of
mobile devices. In this circumstance, the task offloading
operation violates the original intention of the mobile users,
and these mobile users prefer local processing. -e above-
mentioned effect makes the offloading decision of mobile
device users couple with the wireless resource allocation.
-us, to achieve efficient taskoffloading, two important issues
need tobesolved:Which tasksare suitable foroffloadingwhile
others are suitable for local execution? How to choose the
appropriate channel performing offloading from a global
optimization?

In order to deal with the abovementioned coupling
problems and match the mobility of the mobile device, an
energy-aware task offloadingmechanism is designed to solve
the energy-efficient task offloading decision problem for
mobile-edge cloud computing in the multichannel wireless
environment. -e mechanism adopts the auction theory,
which is a decentralized market mechanism of resource al-
location in economy, which has been widely used in various
fields nowadays, such as the management of the spectrum
resource in cognitive networks [22, 23] and traffic offloading
in the cellular network [24, 25]. Inspired by the methods for
resource allocation, the auction is applied into the model of
wireless channel access opportunities for mobile devices,
namely, task offloading decision. In the auction system, the
mobile device user acts as a buyer, and the wireless channels
are treated as sellers. -us, the mobile device broadcasts the
offloading request, and wireless channels will send their bid
information with their available resources to the mobile
device user. -en, the mobile device calculates the cost to
determine the winner channel to offload.

-e contributions of this paper are listed as follows:

(i) -e issueof the taskoffloadingdecision is formulated
as a constrained 0-1 nonlinear integer programming
problem, which minimizes the total energy con-
sumption of the system subjected to the latency and
channel communication quality constrains.

(ii) To reduce the complexity of solving the optimiza-
tion problem, an algorithm at first for classifying
mobile devices and priority determination is pro-
posed. -e mobile devices are classified into two
groups. First category is suitable for local process-
ing, and the remaining mobile devices are classified
as the second category, which is determined by the
corresponding priority.

(iii) In order to further determine the offloading de-
cision for the mobile device, an auction-based ap-
proach is proposed to solve the energy-efficient task
offloading decision problem, with high efficiency to
approximate the optimal task offloading decisions.
Hence, each mobile device can minimize its average
energy consumption.

2 Mobile Information Systems



-e rest of this paper is organized as follows. In Section 2,
the system model is described and the issue of task off-
loading decision is formulated as a 0-1 nonlinear integer
programming problem. -e details for solving the con-
strained optimization problem and the proposed energy-
aware task offloading mechanism are provided in Section 3.
In Section 4, the simulation results and the analysis of the
results are presented. Finally, concluding remarks are drawn
in Section 5.

2. System Model and Problem Formulation

In this section, the mobile-edge cloud computing archi-
tecture is presented, and the 0-1 nonlinear integer pro-
gramming problem is formulated for energy saving and
delay decreasing. Table 1 lists all the important symbols used
in this paper.

2.1. Mobile-Edge Cloud Computing Architecture. As illus-
trated in Figure 1, the mobile-edge cloud computing system
consists of three key components: mobile-edge cloud server,
wireless access point, and device users. Mobile device users
first connect to Internet through a base station, which is
equipped with a mobile-edge cloud server. -en, the users
can further access this powerful mobile-edge cloud server
through the Internet. After receiving the service request, the
cloud control provides the corresponding cloud services to
the mobile devices via the base station. In this paper, a set of
N � 1, 2, . . . , N{ } devices are considered, where each device
has a task to be completed. Moreover, the wireless base
station runs M � 1, 2, . . . , M{ } channel settings.

-e types of tasks include interactive gaming, natural lan-
guage processing, virus scanning, and video transcoding. Each
task is set in two terms asTi�

Δ(Oi, Di), i∈N � 1, 2, . . . , N{ },
which canbe computed either locally on themobile device or
on the cloud side via computation offloading. It is assumed
that, in the model, each task is atomic and cannot be further
divided. -e characteristic information of all tasks can be
defined through the total number of Oi  CPU cycles re-
quired to accomplish and the amount of Di  data to be
exchanged.-e computation overhead is discussed in terms
of both energy consumption and processing time for both
local and cloud computing approaches.

For the local computing approach, a mobile user i ex-
ecutes the task Ti locally on the mobile device. Taking into
account the different processing capabilities of different
mobile devices, as well as a different CPU computing ca-
pacity per bit required for different tasks, let Cl

i be the
computation capability (i.e., CPU cycles per second) allo-
cated by the mobile device i. -en, the time duration of the
local execution of the task Ti can be obtained as follows:

t
l
i �

Oi

Cl
i

. (1)

-e classic CPU energy consumption model of mobile
devices is applied [26, 27]. -us, the energy consumption El

i

of this local execution can be calculated as

E
l
i � αi C

l
i 
χi

+ βit
l
i, (2)

where the exponents χi, αi, and βi are the parameters, which
are dependent on the CPU processing model. All the energy
consumption parameters are set to conform to the actual
mobile scenario in the subsequent simulation experiment.

For the cloud computing approach, once the com-
munication link is established, the task Ti on the mobile

Table 1: Important notations.

Symbol Definition
N Mobile IoT device set
M Wireless channel set
Ti -e information of task on the device i
Oi -e computing workload of the task i
Di -e data size for communication of the task i
Cl

i -e computing capacity required for the task i
Cc

i -e computation capacity allocated from the cloud
Ptr

i -e data transmission power of the device i
Pid

i -e idle power of the device i
Gi -e channel gain
ψi,j -e offloading decision
wj -e bandwidth of the channel j
Ri,j -e transmission rate of the mobile device i
tl
i Local completion time of the task i

tc
i -e cloud processing delay of the task i

El
i Local processing energy consumption

Etr
i,j -e data transmission power consumption of the task i

Eid
i -e idle power consumption of the mobile device i

EOff
i,j

-e total offloading energy consumption of the mobile
device

Cloud
controller

Data center

Internet

Health monitoringConnected vehicles

Smart mobile devices

MEC server

Figure 1: -e architecture of mobile-edge cloud computing.
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device can be offloaded through the channel j, j∈M, to
the mobile-edge cloud server, which will execute the
computation task on behalf of the device user. -e whole
task offloading process can be divided into three phrases
and involves corresponding time delay and energy
consumption.

To begin with, the mobile device transmits the data
load of the task i to the closest base station through the
channel j, which involves the data transmission delay ttri,j
and energy consumption of the data transmission Etr

i,j of
the task. -e energy consumption of the data transmission
is not only related to the data size but also to the uplink
data rate. -us, the binary variable ψi,j ∈ 0, 1{ } is denoted
as the task offloading decision of the mobile user i, which is
given by

ψi,j �
1, offload the task of device i via channel j,

0, process task of device i locally,


(3)

where ψi,j � 1 means that the device i chooses to offload the
task and transmits the computation data to the cloud
through the channel j, j∈M, while ψi,j � 0 denotes that the
device executes the task locally. According to the offloading
decisions, an appropriate number of VMs are deployed in
the data servers for cloud execution. Moreover, given the
offloading decisions Ψ � (ψ1,j,ψ2,j, . . . ,ψN,j) of all device
users, the uplink data rate Ri,j of a device user i who chooses
to offload the task to the cloud via the wireless channel j can
be calculated as [19]

Ri,j(Ψ) � wjlog2 1 +
Ptr

i Gi

σ2 +∑r∈N i{ }:ψi,j�1P
tr
r Gr

⎛⎝ ⎞⎠, (4)

where wj is the j channel bandwidth and Ptr
i represents

the data transmission power of mobile devices, which is
determined by the wireless base station according to
some power control algorithms such as [28] and [29].
Furthermore, Gi � ℓ−ai denotes the channel gain between
the device user i and the base station, where ℓi indicates
the distance between the mobile device i and the wireless
base station. Moreover, σ2 denotes the background noise
power, and the parameter a denotes the path loss factor.
-erefore, the data transmission delay ttri,j can be calcu-
lated as

t
tr
i,j �

Di

Ri,j

. (5)

Let Ptr
i be the data transmission power consumption.

-e energy consumption of the data transmission can be
denoted as

E
tr
i,j �

Di

Ri,j

P
tr
i . (6)

In the second phase, the base station transmits the data
load to the mobile-edge cloud server through a high-speed
wire network [27, 28]. Because of the high-speed link,
the time delay of this phase can be ignored. In the final phase,

the mobile-edge cloud server processes the task and returns the
results back to the device users. Because the size of results is
often considerably smaller than that of the input data load,
the time delay from the mobile-edge cloud server to the
device is not considered, as in some of the previous studies.
-erefore, the delay of this phase is mainly composed of the
cloud processing delay tc

i . Let Cc
i be the computation ca-

pacity allocated from the cloud.-e cloud processing time tc
i

spent on the cloud side can be formulated by

t
c
i �

Oi

Cc
i

. (7)

When the task is executed on the cloud, the mobile
device needs to wait for the return of the response result.
-us, at the period of time tc

i spent on the task processing on
the cloud side, the idle power consumption of the mobile
device can be calculated as follows:

E
id
i �

OiP
id
i

Cc
i

. (8)

-us, the total offloading energy consumption EOff
i,j is

expressed as EOff
i,j � Etr

i,j + Eid
i , which is defined as the sum of

the energy spent to transmit data to the cloud, Etr
i,j, plus the

idle power consumption, Eid
i , as follows:

E
Off
i,j �

DiP
tr
i

Ri,j

+
OiP

id
i

Cc
i

. (9)

And the total time delay of offloading is denoted as
TOff

i,j � tc
i + ttri,j, which is defined as the transmission delay

plus the cloud processing delay.
In order to realize energy-efficient task offloading, it is

necessary to properly deal with the reasonable allocation of
communication resources and computing resources, which
are mutually coupled in the case of energy efficiency because
of the competition for the resource. However, in this paper,
it is assumed that the processing capacity of cloud services is
far greater than the processing capacity of each mobile
device, and the computing and storage resources are suffi-
cient to satisfy the requirements of all mobile devices. Be-
sides, our research scope of this paper is mainly focused on
the mobile devices for the purpose of saving energy by
offloading the task onto the cloud side. -erefore, the server
overhead and energy consumption of the cloud server are
not considered, which does not affect the completeness of
the paper.

Among the multiple mobile device users for the mobile-
edge cloud computing environment, the mobile device se-
lects the nearest wireless access point in order to get better
communication and interaction. Similar to the previous
research on mobile-edge cloud computing, from the be-
ginning of the offloading decision until the end of offloading
operation, it is reasonable to assume that all mobile devices
move very slowly in a quasi-static scenario.

Tominimize the total energy consumption of the system,
the optimization problem is mathematically modeled as
follows:
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min
ψi,j 

F � ∑
N

i�1
1−ψi,j E

l
i + ψi,jE

Off
i,j , (10)

s.t. ∑
M

j�1
ψi,jE

Off
i,j ≤E

l
i,∀i∈N, (11)

∑
M

j�1
ψi,jT

Off
i,j ≤T

l
i,∀i∈N, (12)

∑
N

i�1
ψi,jP

tr
i Gi ≤C,∀j∈M, (13)

∑
M

j�1
ψi,j ≤ 1,∀i∈N, (14)

ψi,j ∈ 0, 1{ },∀i∈N,∀j∈M. (15)

Constraint (11) ensures that the energy consumption of
task offloading is not greater than the local processing energy
consumption of the mobile device. Constraint (12) ensures
that the total time consumption of mobile devices in the
process of task offloading is not greater than the local
processing energy consumption of the task. Constraint (13)
is to guarantee the communication quality of the wireless
channel. -e setting of the threshold C can avoid mobile
devices to access the same channel at the same time because
the burst data traffic of mobile devices will seriously cause the
attenuation of channel quality. Constraint (14) states that
themobile device can only select access to a wireless channel,
but the wireless channel can be accepted by a plurality of
mobile devices. Constraint (15) states that the cloud off-
loading decision of the task is a binary variable.

Consider that the task offloading decisions Ψ among the
device users are coupled. If too many device users simulta-
neously choose to offload the task to the cloud via the same
wireless channel, they may cause severe interference, which
will lead to a low data rate. -e two factors related to the
energy consumption of data transmission of themobile device
are the inherent transmission power and data transmission
time.-e transmission energy consumption of mobile devices
is proportional to the transmission time. -us, when the data
rate of the mobile device user is low, it would consume high
energy and incur long transmission time as well. In this case,
more and more device users will avoid offloading and are
more willing to choose execution locally. However, this is not
our original intention: allowing beneficial cloud computing
users to offloading as much as possible.-us, theC threshold
is set, which can be flexible assignment.

3. Energy-Aware Task Offloading Mechanism

To solve the optimization problem (10), an energy-aware
task offloading mechanism is designed in the system of
mobile-edge cloud computing. -e proposed mechanism
mainly includes two aspects:

(1) At the beginning, an algorithm for mobile device
user classification and priority determination is
designed. -e mobile device users can be classified
into two types: participation in the auction and not

to participate according to the energy cost features of
the task computing process. Namely, the mobile
device users who do not participate in the auction
choose to process the task locally.-en, the priorities
of the first class of users are derived, which represent
the intensity of user demand for task offloading.

(2) According to the order of priority, the device users
get resource allocation in turn. A reverse auction-
based offloading algorithm is proposed to achieve the
offloading decision and associate the suitable com-
munication resource with each mobile device who
participates in the auction.

3.1. Mobile Device User Classification and Priority
Determination. Based on the characteristics of the task and
the mobile device, such as the data size of the task, workload
density, computing capacity, and energy consumption, the
mobile device users are divided into two types.

-e first type of users is a group that should compute
their task locally. -e set of users of this type is denoted
as Gl. When the mobile device occupies a channel alone,
the data transmission rate of this mobile device can be
expressed by

R
0
i,j � wjlog2 1 +

Ptr
i Gi

σ2
 . (16)

-e condition used to determine the devices belonging
to this type is given as follows:

Theorem 1. if El
i <E

Off
i,j , i∈N, j∈M, then the device i be-

longs to Gl, where

E
Off
i,j �

DiP
tr
i

R0
i,j

+
OiP

id
i

Cc
i

. (17)

Besides the aforementioned type, the rest of the mobile
device users fall into second typeGo.-emobile device users
belonging to Go can either decide to implement their task
locally or to offload the task onto the mobile-edge cloud
server.-e decision of them depends on the communication
quality of the channel. For this type of mobile users, different
priorities are set for them in the offloading process, which is
defined as

ηi �
GiP

tr
i��

El
i

 . (18)

-e complete mobile device user classification and
priority determination are illustrated in Algorithm 1.

3.2. Reverse Auction-Based Offloading Algorithm. In this
section, a reverse auction-based offloading scheme is pro-
posed for the group Go of mobile devices based on the
abovementioned analysis of mobile device user classification
and priority determination. Our aim is to maximize the
energy efficiency of task offloading subjected to the mobile
device’s minimum energy consumption requirement and
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the limited communication resource of channels during the
task offloading process.

As illustrated in Figure 2, the mobile device i, i∈Go, acts
as the buyer, who achieves higher system energy efficiency in
exchange of transmission power resources provided by the
channel. Prior to participation in the auction, namely, de-
ciding whether to offload the task onto the mobile-edge
cloud server, mobile users first calculate their costPi, which
means the reserved prices the mobile device can accept. In
this case, the reserve price corresponds to the aforemen-
tioned local computing energy consumption of the task in
the system of mobile-edge cloud computing. -us, the re-
serve price Pi is expressed as Pi � El

i.
On the other hand, the wireless channels are sellers. Each

channel can participate in the auction by submitting to the
mobile device the bidding information (bj, sj), where bj is
the price at which the jth channel agrees to share their
available resources to the mobile device. Each seller calcu-
lates their sj and bj, respectively, by sj � Ptr

i Gi,j and
bj � EOff

i,j . -e total number of available resources of each
seller corresponds to the aforementioned interference
threshold of each channel. -en, the mobile device will
calculate the energy cost and compare the biding prices
provided by the seller to decide whether it could achieve
energy saving and choose the target channel or give up task
offloading decision. -e target of the wireless channel is the
winner of the reverse auction process. -e mobile device
chooses the target channel for task offloading.

In the previous auction researches, they allocate the
resources through multiround bidding procedures to de-
termine the final winner. However, this multiround auction
method is not suitable for our scenario because mobile
device users have to wait for the consequences after multiple
rounds of auction, which inevitably generate an intolerable

extra delay. In the process of task offloading, mobile devices
are sensitive to delay. -erefore, the single-round auction is
implemented in this paper in order to improve the energy
efficiency and reduce the delay for the offloading users.
Moreover, it is assumed that the time delay of the auction
process is so small that it can be ignored. -e auction is
conducted periodically, which means that, after a smaller

Initialization:
Mobile IoT device set: N � 1, 2, . . . , N{ };
Wireless channel set: M � 1, 2, . . . , M{ };
-e task on mobile IoT device: Ti�

Δ(Oi, Di);
Transmission power of mobile IoT device: Ptr

i , i ∈N;
Idle power of mobile IoT device: Pid

i , i ∈N;
Categorized device sets: Gl � Go � ∅;
Priority set: η � ∅;
1: for mobile device i � 1 to N do
2: for channel j � 1 to M do
3: calculate the exclusive channel data transfer rate R0

i,j of
each mobile device as in (11), and the energy consumption EOff

i,j as in (12);
4: if El

i ≤EOff
i,j then

5: i⇒Gl;
6: else
7: i⇒Go;
8: ηi � GiP

tr
i /

��

El
i



;
9: end if
10: end for
Output:
-e categorized device set: Gl, Go;
-e priority set for the devices η � ηi , i ∈ Go.

ALGORITHM 1: -e Algorithm for classifying the mobile device and priority determination.

Seller 1 Seller 2 Seller 3

Buyer: Mobile device

Wireless channel

Sending bid information
Requesting for offloading

Bids collection

Auction
Allocation

Pricing

Response

……

Figure 2: -e reverse auction system. -e mobile device sends the
requestoftransmissionwiththeenergycost,collectsthebidinformation
sent by wireless channels, and then chooses the winner channel.
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auction interval, a new round of auction is started and the
relevant information is collected again, which is adapted to
the dynamic mobile cloud computing environment. In order
to simplify the model, it is assumed that the auction interval
is very short and is ignored. -e complete reverse auction-
based offloading algorithm is illustrated in Algorithm 2.

3.2.1. Allocation. In the allocation steps, the mobile device
decides which channel will be the auction winner. In order to
avoid the extra delay caused by the multiround auction, the
single-round auction is implemented in this paper. -us,
jointly considering the resources and the price that the
bidders can provide, the mobile device decides who will win
the auction, and bj is the transaction price. -erefore, given
the abovementioned definitions and notation, the optimi-
zation problem can be converted into the reverse auction
problem. Here, ψi,j represents the consequence of auction.
ψi,j � 0 denotes that there is no winner channel. On the
contrary, ψi,j � 1 expresses that the jth channel wins the
auction. Our goal is to maximize the utility of the mobile
device user, which can be formulated as

max
ψi,j 

F � ∑
N

i�1
Pi − ∑

M

j�1
∑
N

i�1
 1−ψi,j Pi + ψi,jbj. (19)

In order to determine the winner and the allocation
relationship, the bid densities of the participants are cal-
culated and sorted firstly. In the list of wireless channels, the
wireless channels were ranked in ascending order of their
bid densities. For mobile users, the lowest call density is the

best communication quality.-e bid density of sellers can be
calculated by

bdj �
Cj −∑

N
r�1,r≠ iψr,jP

tr
i Gi EOff

i,j
������������������

Cj −∑
N
r�1,r≠ iψr,jP

tr
i Gi

 , (20)

where Cj −∑
N
r�1,r≠ iψr,jP

tr
i Gi > 0 , which is an indispensable

condition for the wireless channel to ensure their quality of
service. If the value is less than or equal to zero, the channel
will give up participating in the auction.

3.2.2. Pricing Model. -e final transaction price paid by the
mobile device is bj, which is the bid price submitted by the
winner wireless channel.-e utility of the mobile device user
can be formulated as

F � ∑
N

i�1
Pi − ∑

M

j�1
∑
N

i�1
1−ψi,j Pi + ψi,jbj . (21)

If the mobile user does not participate in the auction, its
utility value is equal to 0. In other words, if ψi,j � 0, obviously
then F � 0 through the calculation of formula (21). More-
over, the utility of the wireless channel can be formulated as

Θ � ∑
M

j�1
∑
N

i�1
ψi,jbj. (22)

If the wireless channel does not win the auction, then
ψi,j � 0, obviously the utility of the wireless channel is equal
to zero.

Input: Gl, Go, η.
Output: Offloading decision Ψ � (ψ1,j,ψ2,j, . . . ,ψN,j).
1: Set the temporary set Go

′ � Go;
2: while Go

′ ≠∅ do
3: Select the device i, where i � argmax ηi i, i ∈ Go;
4: for channel j � 1 to M do
5: Update the data transmission rate Ri,j and update EOff

i,j , as in (4) and (9);
6: if Cj > 0 then
7: Calculate the bid density bdj of each channel j based on the 2-tuple (bj, sj);
8: Set the bid density bd � bdj ;
9: while bd≠∅ do
10: Select the channel j, where j � argmin bdj 

j
;

11: if E
Off
i,j ≤El

i && Cj −∑
N
r�1,r≠ iψr,jPtr

i Gi > 0 then
12: Let ψi,j � 1;

13: Cj⇐Cj −∑
N
r�1,r≠ iψi,jPtr

i Gi;
14: else
15: Let ψi,j � 0;
16: end if
17: bd � bd\j;
18: end while
19: else
20: Let ψi,j � 0;
21: end if
22: end for
23: Go

′ � Go
′ \i

24: end while

ALGORITHM 2: Reverse Auction-Based Offloading Algorithm for Offloading Decisions.
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3.2.3. Properties. In this section, the properties of the
proposed reverse auctionmodel are analyzed.-e individual
rationality and the truthfulness properties need to be proved.

(1) Individual rationality: when the utility of each par-
ticipating bidder in the pricing stage is greater than
zero, the proposed mechanism is individual rational
for each winning bidder. Namely,

F
BM\ bj 
− FBM

−F bj
 ≥ 0, (23)

where BM � b1, b2, . . . , bj, . . . , bM  and F
BM\ bj 

denotes
the utility of the mobile device under the optimal allocation
solution without the presence of the jth channel.

(2) Truthfulness: for each bidder, the truthfulness means
that the bid price of each bidder is equal to its private
value. If the bidding of channels is untrue, the utility
will be unlikely the biggest. In order to get the max-
imum, the allocation should be formulated as follows:

F
BM\ bj 
− FBM

−F bj
 ≥ 0, (24)

Ω � F
BM\ bj 
− FBM

−F bj
 − FBM\ bi{ }− FBM

−F bi
  

� F
BM\ bj 

+ F bj
 − FBM\ bi{ } + F bi

 

.

(25)

Based on the proposed reverse auction mechanism in this
paper, because the bid price of the channel is not greater than
the reverse price of the mobile device user, Ω≤ 0. Obviously,
when j � i, the value of Ω is equal to zero. -erefore, each
bidder must be truthful to obtain the maximum utility.

4. Simulation and Analysis

In this section, the performance of the proposedmechanism is
evaluated through numerical simulations designed by using
theMATLAB.-e compared algorithms are the competition-
based algorithm [30] and the user-satisfaction-based off-
loading algorithm [31].-eir features are described as follows:

(1) Competition-based algorithm: the system is modeled
as a competitive game subjected to the job execution
deadlines and user-specific channel bit rates. Each
user tries to minimize its own energy consumption
when it competes for the shared communication
channel. -e Gauss–Seidel-like method is executed
for achieving the Nash equilibrium to derive the
mobile device user’s offloading decisions.

(2) User-satisfaction algorithm: a utility function is in-
troduced to choose the best communication resources
in terms of user-satisfaction parameters, such as the
throughput, used energy, and time spent to execute the
application. Based on this, the offloading strategy is
obtained by the applications’ computation percentage.

Without loss of generality, four performance metrics of
the proposed algorithm and the two classical algorithms are

compared on the same simulation scenarios fairly. -e four
metrics are the average energy consumption, delay, energy
efficiency factor, and throughput of the mobile device for
offloading.

4.1. Simulation Setup. -e simulations are deployed based
on real-world settings. All the parameters, including the
energy consumption rates and computing capacity, are
measured from real mobile devices. -ese real-world
datasets, which have been widely used, are measured at
various clock speeds and in the cellular network scenarios by
using a monsoon power monitor.

At first, a base station is considered that covers a hex-
agonal cellular network with radius 2 km, and assume that
the wireless access point is located at the center. -e base
station has M � 4 channels, and the channels belonging to
this base station are orthogonal. -e bandwidth capacity of
the channels can be different values, but in order to simplify
the simulation, four channels of the same bandwidth of the
device are set to w � 1MHz, which does not affect the effect
of the experiment. Besides, the power of the background
noise is set to σ2 � −100dBm, and the path loss factor is set to
a � 2 according to the physical interference model. In the
system of mobile-edge cloud computing, mobile devices are
randomly distributed in the coverage area of the hexagonal
cellular network, accessing to this wireless point at any time
if needs. And there is a mobile-edge server deployed near the
base station, who assigns 5GHz computation capability for
each mobile device, sufficient to satisfy the requirements of
all mobile devices.

Conforming to the diversity of the mobile device in the
real world, four types of smartphones are considered,
namely, Galaxy Note, Galaxy Note 2, Nexus S, and HP iPAQ
PDA. Different mobile devices have different CPU com-
puting capacities. -e HP iPAQ PDA with a 400MHz Intel
XScale processor [31] has the following parameters: the local
processing power Pl

i � 0.9W, the standby power Pid
i � 0.3W,

and the transmission power Ptr
i � 1.3W. In addition, the

parameters of the other three mobile devices include CPU
processing parameters, such as χi, αi, and βi. -ese pa-
rameters are adopted as in [30]. In the simulation, the type of
the mobile device in the mobile-edge cloud computing
scenario is randomly selected among the abovementioned
three types, and eachmobile device has only one task waiting
to be executed. -e tasks on mobile devices are set to ten
types: face recognition, virus scanning, online gaming, and
so on.-ese ten types of tasks are randomly assigned to each
mobile user. Different types of mobile devices have different
processing speeds for different task types, whose corre-
sponding parameters are given in Table 2, including
workload density, data size, and the allocated computing
capacity.

It is clear that, in these tasks, the workload densities of
face recognition and virus scanning are larger than those of
other types of tasks, and the data size of the two tasks
is relatively small, which are computation-intensive tasks.
On the contrary, the workload density of video coding is far
less than that of the other eight tasks, but the data size is
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particularly larger than that of others, which belong to
communication-intensive tasks. It is obvious that the pa-
rameters given in the table include various types of tasks that
satisfy the generality and credibility of the simulation.

In order to accurately evaluate the performance of the
algorithm without any loss of generality, a series of simu-
lations are carried out, gradually increasing the number of
mobile devices from 50 to 1000. Since the mobile devices are
randomly deployed within the coverage of mobile networks,
and the type of the mobile device and the task request of
mobile users have stochastic features.

4.2. Evaluation Results. Firstly, the energy consumption of
the proposed algorithm is evaluated. Figure 3 shows the
average energy consumption of the mobile device when the
number of mobile devices increases from 50 to 1000 with
four different methods. -e average energy consumed by
one mobile device is approximately 21.2060 J with the local
computing approach. Comparing with the local computing
approach, both the proposed approach and the other two
algorithms achieve the purpose of energy saving through
task offloading.

At the beginning, with 50 mobile devices, the three
methods exhibit an energy consumption of 6.4219 J, 6.4276 J,
and 6.9430 J, respectively. With the gradually increased
number of mobile devices, the average energy consumption
of the mobile device increases to 11.0077 J, 12.5876 J, and
13.3540 J, respectively. -is is because too many mobile
devices choose to access the same wireless channel to im-
plement the task offloading simultaneously, which would
lead to the augment of mutual interference. According to (4),
it is obvious that the severe interference to each other will
cause the reduction of the communication quality and the
rates for computation offloading. -erefore, with 1000
mobile devices, more andmore users tend to choose the local
computing method, and the average energy consumption of

mobile devices increases. -e proposed mechanism can save
at least 56.42% of the energy consumption.

-e superiority of the proposed approach is gradually
obvious.-is is due to the fact that the reverse auction-based
offloading mechanism performs task offloading decision in
a global long-term perspective, reasonably allocating com-
munication resources for mobile device users to meet the
quality of service requirements. It exhibits a relatively lower
energy consumption when the number of mobile device
users is small. However, with the explosive increase in the

Table 2: Parameters of the system.

Smartphone χi αi βi Ptr
i Pid

i

Galaxy Note 3.0 0.33 0.10 2605 9.64
Galaxy Note 2 2.7 0.25 0.40 2796 11.70
Nexus S 3.0 0.34 0.35 1217 7.4
Galaxy Nexus 3.0 0.40 0.30 964 22.37
Task Oi Di Cl

i — —
Face recognition 60 31680 1.2 — —
400-frame game 2048 2640 1.0 — —
Chess: select 400 1580 0.6 — —
Chess: move 400 2640 1.0 — —
Virus scanning 300 32946 1.5 — —
4-queen puzzle 200 87.8 0.4 — —
5-queen puzzle 200 263 0.45 — —
6-queen puzzle 200 1760 0.72 — —
7-queen puzzle 200 8250 1.04 — —
Video transcoding 10240 200 0.56 — —
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Figure 3: Average energy consumption of mobile devices.
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number of mobile device users, the performance degrades
due to the traffic growth. Obviously, the proposed method
can find a better energy-saving solution than other two
approaches.

-e average task execution delay of mobile devices with
the proposed method and the other two schemes is com-
pared. As shown in Figure 4, the average time delay of
mobile devices for performing a task is approximately
27.5157 s with the local computing approach. With 50
mobile devices, the time delays of these three methods are
14.6868 s, 14.6605 s, and 15.5306 s, respectively. Compared
with the local computing approach, at least 45.69% of the
time delay can be saved. When 1000 mobile devices are
deployed, the time delays obtained by four methods are
19.6782 s, 20.0610 s, 20.8447 s, and 27.5751 s, respectively.
-e proposed mechanism can save about 35.43% of the time
compared to the local computing approach, which is slightly
higher than the performance of other two algorithms.

-ird, the throughput of mobile devices is compared in
the case of our proposed method and other two methods in
addition to the local computing method because the local
processing does not need to upload data and the throughput
is zero. Figure 5 shows that, at the beginning, with 50 mobile
device users, the other three methods exhibit an average
throughput of 5144.6 bps, 5883.7 bps, and 6195.7 bps, re-
spectively. Although the throughput of mobile devices in the
case of our proposed algorithm is lower at the beginning,
when the number of mobile devices is between 50 and 200,
the trend of throughput drops more slowly than the other
two methods. With the continued growth of mobile devices,
the throughput of mobile devices in the case of the proposed
method is higher than that in the other methods. At the end,
with 1000 mobile device users, the methods exhibit an

average throughput of 932.3 bps, 796.4 bps, and 819.5 bps,
respectively. As the number of mobile devices increases log-
arithmically, the correspondingly mutual interference among
the device will grow. Furthermore, the uplink data trans-
mission ratewill decrease,which leads theenergyconsumption
of cloud offloading greater than that of local computing.-us,
more and more mobile device users will adopt local com-
puting, substituting for offloading operation. Comparedwith
the competition-based algorithm and the user-satisfaction
algorithm, the throughput is higher and the rate of decline is
relatively slow when using the proposed method.

Finally, the energy efficiency factor for offloading is
evaluated with the proposed method, competition-based
algorithm, and user-satisfaction algorithm over 1000 sim-
ulation runs.-e proposed mechanism is designed to reduce
the energy consumption and the response time delay of
mobile devices. -us, a function is proposed representing
the QoS degree perceived by the user. -e function is
modeled as a sigmoid curve, which is widely used to measure
user satisfaction and service quality in previous studies [32].
User satisfaction increases as energy consumption and la-
tency decrease, so we use sigmoid functions to represent
the relationship between them: f1 � 1− (1/1 + e−(Eaver−El));

f2 � 1− (1/1 + e−(Taver−tl)).

-e function U � ω1f1 + ω2f2 is introduced to analyze
the energy efficiency factor, where ω1 + ω2 � 1. Moreover,
ω1 and ω2 represent the weight coefficients of energy con-
sumption and delay, respectively. And Eaver and Taver, re-
spectively, denote the average energy consumption and
average delay. As shown in Figure 6, with an increased
number of mobile devices, the user satisfaction for task
offloading gradually reduced. And at the last, with 1000
mobile devices, the values of the two methods of comparison
drop sharply. On the contrary, compared with the other two
curves, the curve corresponding to the proposed method is
relatively stable. -erefore, when there are a large number of
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mobile devices in the mobile-edge cloud system, the per-
formance of the proposed method is better to meet the
request of mobile device users for cloud offloading.

5. Conclusion

In this paper, an energy-aware task offloading mechanism is
designed to perform offloading decisions, with optimization
on minimizing the energy consumption of mobile devices.
Considering the interference threshold in each channel, the
task local execution delay, and the local energy consump-
tion, the task offloading decision problem is formulated as
a 0-1 nonlinear integer programming optimization. In order
to solve this problem, the algorithm is proposed for clas-
sifying the mobile device and priority determination. Fur-
thermore, the reverse auction theory has been implemented
with the proposed algorithm to decide the offloading target
channel. -e individual rationality and truthfulness of the
reversed auction model are also discussed in the paper. -e
performances of the proposed mechanism, comparing with
the other two methods, are evaluated with performance
metrics of energy consumption, time delay, throughout, and
the energy efficiency factor. -e simulation results validate
that the proposed algorithm can achieve better performances.
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In cloud computing, there are four effective measurement criteria: (I) priority, (II) fault probability, (III) risk, and (IV) the duration
of the repair action determining the efficacy of troubleshooting. In this paper, we propose a new theoretical algorithm to construct
a model for fault troubleshooting; we do this by combining a Näıve-Bayes classifier (NBC) with a multivalued decision diagram
(MDD) and influence diagram (ID), which structure and manage problems related to unambiguous modeling for any connection
between significant entities. First, the NBC establish the fault probability based on a Naı̈ve-Bayes probabilistic model for fault
diagnosis. This approach consists of three steps: (I) identifying the network parameters to also show the reliance for probability
relationship among the entire set of nodes; (II) determining the structure of the network topology; (III) assessing the probability
of the fault being propagated. This calculates the probability of each node being faulty given the evidence. Second, the MDD
combines the influential factors of four measurements and determines the utility value of prioritizing their actions during each
step of the fault troubleshooting which in turn assesses which fault is selected for repair. We demonstrate how the procedure is
adapted by our method, with the host server’s failure to initiate a case-study. This approach is highly efficient and enables low-risk
fault troubleshooting in the field of cloud computing.

1. Introduction

Cloud computing refers to flexible, self-service, and network-
accessible computing resource pools that can be allocated to
meet demand, allowing thousands of virtualmachines (VMs)
to be used even by small organizations. As the scale of cloud
deployments continues to grow, the necessity for scalable
monitoring tools that support the unique requirements of
cloud computing is of greater priority [1]. Endowing clouds
with fault-troubleshooting abilities for the management of
the reduction, existing complexity, and continued develop-
ment of the complexity of a utility cloud [2] presents a difficult
but obviously interesting solution. Troubleshooting for faults
in the cloud remains relatively unexplored so that there has
been no universally accepted tool chain or systems for the
purpose. In the presented work fault detection is defined as a
problem of classifying the time instances during runtime in
which cloud computing is having anomalies and faults [3]. A
useful algorithm in which the problem needs to be addressed

must contain the following: (a) high detection and rates with
few false alarms; (b) an independently supervised technique
due to insufficient a priori knowledge regarding standard
or anomalous behavior, or circumstances; (c) an autonomic
methodology so that the increase in cloud scaling includes
personnel costs. Additionally, a cloud is typically used by
multiple tenants and multiple VMs may be colocated on the
same host server [4]. Because resources such as CPU usage,
memory usage, and network overhead are not virtualized,
there exists a complex dynamism between the VMs, which
have to share resources. The increased complexity is hugely
problematic in terms of troubleshooting [5].

However, it is unsuitable for environments with dynamic
changes, is susceptible to high false-alarm rates, and is
expected to performpoorly in the context of large-scale cloud
computing [6]. Current monitoring tools are service tools,
such as Nagios and Ganglia [7, 8] which are designed with
greater functionality to obtain low-levelmetrics including the
CPU, disk, memory, and I/O, but not designed to service
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monitoring for dynamic cloud environments. Current appa-
ratus are founded on threshold methods, which in industry
monitoring commodities are more frequently employed.
First, upper and lower bounds are created for all of the
metrics. The threshold values come from the knowledge of
performance along with predictions rooted in the historical
data analysis from the long-term. Violation of the threshold
limit by any of the observed metrics triggers an alarm
of anomaly. Therefore, in this paper we propose a new
theoretical approach for constructing the steps of a fault-
troubleshooting model. The model combines a Näıve-Bayes
classifier (NBC) with amultivalued decision diagram (MDD)
and influence diagram (ID) to structure and manage fault
troubleshooting. An NBC is a simple probabilistic classifier
algorithm based on the application of a Bayesian network
(BN) with independence assumptions between predictors [9,
10]. The NBC is a modeling technique based on probability,
which is the most acceptable for knowledge-based diagnostic
systems which are knowledge-based. Ultimately this allows
for the modeling and reasoning regarding uncertainty. An
NBC and an ID were developed in the artificial intelligence
community as principled formalisms for reasoning and
representing under uncertainty in intelligent systems [11].
Therefore, this technique is ideally suited for the diagnosing
in real-time world complication where uncertain incomplete
datasets exist [12]; this method offers an appropriate mecha-
nism for diagnosing complicated virtualization systems in the
cloud.

The major advantage of using a BN is its ability to
represent and hence allow knowledge to be understood. A
BN comprises two parts: qualitative knowledge through its
network structure and quantitative knowledge through its
parameters. Whereas expert knowledge from practitioners is
mostly qualitative, it can be used directly for building the
structure of a BN [13]. In addition, data mining algorithms
can encode both qualitative and quantitative knowledge and
are able to encode both forms of knowledge simultaneously
in a BN.Therefore, BNs can bridge the gap between different
types of knowledge and serve to unify all knowledge availabil-
ity into a single formof representation [14]; therefore, anNBC
is suitable for producing probability estimates rather than
predictions. These estimates allow predictions to be ranked
and their expected costs to be minimized. The NBC still
provides a high degree of accuracy and speed when applied
to large datasets [5]. A MDD is a generalization of the binary
decision diagrams (BDD), which have been used to model
static multistate systems for reliability and availability analy-
sis. MDDs are one of the effective mathematical methods for
the representation of multiple-valued logic (MVL) functions
of large dimensions. They have recently been adapted for
the reliability analysis of fault tolerant systems [15, 16].
The MDD can quickly categorize the degree of the risk of
consequences according to the symptoms [17]. Specifically in
relation to prior work, an NBC and a MDD have been widely
used in many research projects and applications that require
dependability, self-diagnosis, and monitoring abilities, espe-
cially in terms of fault diagnosis and monitoring systems
[18]. Zhai et al. [5] proposed a method for the analysis of
the multistate system (MSS) structure function by a BN

and aMultistate System (MSS), which is an effective approach
for the analysis and estimation of high-dimensional functions
in MVL. Sharma et al. [6] developed CloudPD as the first
innovative end-to-end fault management system capable of
detecting, diagnosing, classifying, and suggesting remedia-
tion actions for virtualized cloud-based anomalies. Wang et
al. [19] proposed EbAT, a system for anomaly identification
in data centers that analyzes system metric distributions
rather than individual metric thresholds. Smith et al. [20]
proposed an availability model, which combines a high-
level fault tree model with a number of lower level Markov
models of a blade server system (IBM BladeCenter). Xu
et al. [21] proposed an approach based on BNs for error
diagnosis. However, a comprehensive analysis indicates that
these researchers who work in different research areas use
Bayes’ theorem only for reasoning and for calculating the
fault probability with threshold-based methods and other
techniques for the detection of faults/anomalies, in which the
tuning for sensitivitymust be far-reaching in order to prevent
an unacceptable number of false positives. Furthermore,
the drawback of an extremely high number of false alarms
is that it simply induces monitoring of individual metrics
rather than monitoring metric combinations, which is more
desirable.

Thus, in contrast to previous research and contributions,
this paper addresses fault troubleshooting in cloud comput-
ing. The objective of this work is to monitor collections,
develop classifiers, and analyze attributions of metrics rather
than individual metric thresholds by extending the diagnosis
of faults into troubleshooting while multiple measurements
of decisions are still considered including priority, fault
probability, risk or severity, and duration of the construction
steps for fault detection and repair actions. The contribution
of this paper is the following: it proposes a new theoretical
approach algorithm to construct the steps of a model for
fault troubleshooting by combining NBC with MDD and an
ID to structure and manage fault troubleshooting on cloud
anomaly detection. The theoretical approach takes into
account multiple measurements (criteria), such as the prior-
ity, fault probability, risk, and duration of the repair when
making high priority decisions about repair actions. The
NBC is used to determine the fault probability based on the
use of a Näıve-Bayes probabilistic model for fault diagnosis,
whereas MDD and ID are used to subsequently combine
the impact of the four measures and compute the utility
value with the priority of the troubleshooting steps for each
action to determine which fault is selected for repair. The
decision for recovery repair is determined by the utility
coefficient and the priority of the action for each repair. The
case-study used in this work is the failure of a host server
to start up. The theoretical proposition ensures that the
most sensible action is carried out during the procedure
of troubleshooting and generates the highest efficacy and
cost-saving fault repair through three construction steps:
(I) determining the network parameters which indicates the
probability dependency relationship among all of the nodes;
(II) evaluating the structure of the network topology; (III)
assessing the probability of the fault being propagated, as
shown in Figure 1.
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Figure 1: Overview of fault-troubleshooting workflow.

The rest of the paper is organized as follows. Section 2
describes the fault-troubleshooting analysis based on MDD,
determination of the action set, and the measurements
criteria. In Section 3 we introduce the concepts of the NBC
and ID models. Section 4 focuses on modeling uncertainty
using the proposed approach and presents our ongoing work
toward developing a framework based on NBC and its
extension an ID network topology and phase of parameters
process. Section 5 explains probability propagation for the
NBC model. Section 6 explains the process of the trou-
bleshooting decision. Section 7 explains the experimental
setup for a single data center. Section 8 presents the method
implementation, evaluation results, and a comparison with
current troubleshooting methods. Finally, conclusions and
future work are presented in Section 9.

2. Fault-Troubleshooting Analysis
Based on MDD

A troubleshooting process aims to perform, detect, and fix
faults with high efficiency and with low risk. The success
of each fix is ascertained by its likelihood of failure, risk,
duration, and priority. The MDD is able to rapidly categorize
the degree of the risk of faults according to the symptoms [11].
MDD investigation is a procedure covering the proposal of
the complication to the execution of the ultimate action. The
most important notions for the application of troubleshoot-
ing for faulty applications are given in Table 1.

2.1. Ascertainment of Action Groups and Measurements Spec-
ifications. There are four categories of causes of start-up
failure in a cloud system: host server, host operating system,
virtual machine monitor (VMM) [22], and VMs, as shown
in Figure 2. In this paper, the failure of the host server to
start up is used as a case-study to show the strategy of
the method. Troubleshooting for faults of the procedure is
separated into two steps: the first step is to ascertain the fault
group that needs to be troubleshot, and for step two which
part should be troubleshot needs to be determined. The set
of actions is deterministic for each of the steps. In step
one, a host server start-up failure can be the result of six

Table 1: Key notions for troubleshooting of faulty applications.

Questions of
decision

Determine the faulty components that
should be repaired in each diagnostic
stage

Objectives of
decision Determine and repair faults successfully

Maker of decision Troubleshooter with the highest priority

Measurement
(criteria)

Probability fault of component
Duration
Severity/risk of each repair action
occurring
Priority services

The categories for
the set of actions

The set of pairs of categories/elements
(actions sets for which each process is
deterministic)

types of failure as shown in Figure 2, CPU utilization (CPU-
utilization fault), memory (memory-leaks-fault), I/O storage
(throughput-fault), network (bandwidth-fault), and other
factors such as power/cooling failures; thus, the actions set
in the first step includes the network, CPU, memory, storage,
power, and cooling which is in need of repair.Thus, if a repair
action of the CPU utilization is selected in the first step, step
two will be used to select a set of actions to repair host-CPU-
usage, VM-CPU-usage, and VM-CPU-Read-Time errors. As
mentioned before, to perform a troubleshooting decision,
troubleshooters must examine the fault probability of the
fault’s component and also the risk, duration, and priority
required to repair the component faults. Four evaluation
measurements criteria are determined: (1) probability of
component failure; (2) duration; (3) risk; and (4) priority.

Fault probability indicates the likelihood of fault com-
ponents causing the failure of the host server to start up.
Duration is defined as the time in minutes to complete the
repair fault action. Risk is defined as the degree of risk
(normal,minor, and serious) of creating additional new faults
and making the troubleshooter aware of the safety issue
during the repair action. Priority is the priority level service
of the repair actions. Of the four quantification criteria,
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Figure 2: NBC availability model for a cloud system.

the likelihood of the fault being uncertain and the NBC
diagnostic model can be used to determine such likelihood.
The other three are confirmed for a particular action and are
able to be inferred from expert understanding that had been
accumulated over a period of time through investigation and
time-consuming analysis.

2.2. Determine the Weights of Measurements. MDD assesses
the effect of many measurements by computing the value
of a utility in which each criterion has a specific measure-
ment weight. The ranking method and pair-wise compari-
son method have been used in dictating the measurement
weights. For this paper, the ranking method uses a criterion
according to the importance that has been concluded to be
believable by the decision makers and thus accordingly
determines the weights [23]. The following formula is used
for computing the weights:

𝑊𝑐 = 𝑛 − 𝑟𝑐 + 1
∑𝑛𝑥=1 (𝑛 − 𝑟𝑥 + 1) , (1)

where𝑊𝑐 is the weight of measurement; 𝑐, 𝑛 are the decision
criteria numbers; and 𝑟𝑐 is the measurement criterion in
the status of hierarchical importance of 𝑐. Based on the
domain expert’s opinion, the order of importance for each
measurement is explained as follows:

(1) Fault probability: first
(2) Severity/risk: second
(3) Priority: third
(4) Duration: fourth.

Table 2: A sample weight of each of the measurement criteria.

Criteria Fault probability Risk Priority Duration
Weight 0.4 0.1 0.2 0.3

As seen in Table 2, a sample weight of each measurement is
calculated by the ranking method.

3. Determining Fault Probability
Using NBC and ID

3.1.The Naı̈ve-Bayes Probabilistic Model. ANäıve-Bayes clas-
sifier [24] is a function that maps input feature vectors 𝑋 ={𝑥1, . . . , 𝑥𝑛}, 𝑛 ≥ 1, to output class labels 𝐶 = {𝑐1, . . . , 𝑐𝑛},
where𝑋 is the feature space. Abstractly, the probabilitymodel
for a Bayes classifier is a conditional model (𝐶 | 𝑥1, . . . , 𝑥𝑛),
which is the so-called posterior probability distribution [25].
Applying Bayes’ rule, the posterior can be expressed as

𝑃(𝐶𝑖𝑋) = 𝑃 (𝐶𝑖, 𝑋)𝑃 (𝑋) = 𝑃 (𝑋| 𝐶𝑖) 𝑃 (𝐶𝑖)∑𝑛𝑖=1 𝑃 (𝑋| 𝐶𝑖) 𝑃 (𝐶𝑖)
= 𝑃 (𝑥1| 𝐶𝑖) × 𝑃 (𝑥2| 𝐶𝑖) × ⋅ ⋅ ⋅ × 𝑃 (𝑥𝑛| 𝐶𝑖)

× 𝑃 (𝐶𝑖) , 𝑖 = 1, 2, 3, . . . , 𝑛,
(2)

where𝑃(𝐶𝑖/𝑋) is the posterior probability of the class (target)
given predictor (attribute); 𝑃(𝐶𝑖) is the prior probability of
the class; 𝑃(𝑋| 𝐶𝑖) is the likelihood probability of the given
class;𝑃(𝑋) is the prior probability of the predictor (evidence).
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The simplest classification rule is used to assign an
observed feature vector 𝑋 to the class with the maximum
posterior probability.

classify (𝑋) = arg
𝑐𝑖

max𝑃 (𝑐𝑖 | 𝑋)
= arg
𝑐𝑖

max
𝑃 (𝑋 | 𝑐𝑖) 𝑃 (𝑐𝑖)∑𝑛𝑖=1 𝑃 (𝑋 | 𝑐𝑖) 𝑃 (𝑐𝑖) .

(3)

Because ∑𝑛𝑖=1 𝑃(𝑋 | 𝑐𝑖)𝑃(𝑐𝑖) is independent of 𝑐𝑖 and does not
influence the argmax operator, classify(𝑋) can be written as

classify (𝑋) = arg
𝑐𝑖

max (𝑋 | 𝑐𝑖) 𝑃 (𝑐𝑖) . (4)

This is known as the maximum a posteriori probability
(MAP) decision rule [26].

The BN model that was established for fault diagnosis
contains three aspects of work [27]:

(1) Determine the network parameters to indicate the
probability dependency relationship between all
nodes;

(2) Determine the network topology structure;
(3) Probability propagation: this is to calculate the prob-

ability of each node given the evidence.

In this paper, the purpose of building an NBC model is to
determine the most likely cause of a fault, given a fault symp-
tom, that is, to compute the end possibilities for the cause
of the fault given the evidence [28]. The end possibility is
calculated using the joint probability calculator. To further
simplify this calculation, the conditional independence is
determined by NBC to make some assumptions. Any node is
independent of unlinked nodes and is dependent on its
parent node.Thus, for any node 𝐶𝑖, which belongs to a group
of nodes, {𝐶1, 𝐶2, . . . , 𝐶𝑛}, if there is a clear node 𝜋(𝐶𝑖) ⊆{𝐶1, 𝐶2, . . . , 𝐶𝑛}, 𝐶𝑖 will be conditionally independent of all
other nodes except for that of𝜋(𝐶𝑖). Conditional independent
terms, according to the definition, are

𝑃( 𝐶𝑖𝐶1, 𝐶2, . . . , 𝐶𝑛) = 𝑃( 𝐶𝑖𝜋 (𝐶𝑖)) . (5)

Figure 3 is an example of the NBC model with the content
arrangement of three layers with a four-node connection{𝑐1, 𝑐2, 𝑐3, 𝑐4}. According to (2), the posterior conditional
probability can be obtained by

𝑃(𝐶2 = True𝐶4 = True
) = 𝑃 (𝐶2 = True, 𝐶4 = True)

𝑃 (𝐶4 = True) , (6)

where 𝑃(𝐶2 = True, 𝐶4 = True) and 𝑃(𝐶4 = True) are called
marginal probability and can be calculated from

𝑃 (𝐶2 = True, 𝐶4 = True)
= ∑
𝑐1 ,𝑐3

𝑃 (𝐶2 = True, 𝐶1, 𝐶3, 𝐶4 = Ture) ,
𝑃 (𝐶4 = True) = ∑

𝑐1 ,𝑐2 ,𝑐3

𝑃 (𝐶1, 𝐶2, 𝐶3, 𝐶4 = Ture) ,
(7)

C1 C2

C3

C4

Figure 3: An example of NBC with four nodes.

where 𝑃(𝐶2 = True, 𝐶1, 𝐶3, 𝐶4 = Ture) and 𝑃(𝐶1, 𝐶2,𝐶3, 𝐶4 = True) involve calculation of the joint probability.
The joint probability 𝑃(𝐶1, 𝐶2, 𝐶3, 𝐶4) can be calculated
according to the definition of the chain rule and joint
probability, from

𝑃 (𝐶1, 𝐶2, 𝐶3, 𝐶4) = 𝑝 (𝐶1) 4∏
𝑖=2

𝑃( 𝐶𝑖𝐶1, 𝐶2, . . . , 𝐶𝑖−1)
= 𝑝 (𝐶1) 𝑝 (𝐶2𝐶1)𝑝( 𝐶3𝐶1𝐶2)𝑝( 𝐶4𝐶1𝐶2𝐶3) .

(8)

3.2. The Influence Diagrams Model. Influence diagrams (ID)
[29] for solving decision problems extend BN with two
additional types of nodes, utility nodes and decision nodes. A
utility node is a random variable whose value is the utility of
the outcome [30]. Nodes for the random variables in the BN
are called chance nodes in the ID. A decision node defines
the action alternatives considered by the user. A decision
node is connected to those chance nodes whose probability
distributions are directly affected by the decision. A utility
node is a random variable whose value is the utility of the
outcome. Like other random variables, a utility node holds a
table of utility values for all value configurations of its parent
nodes [31]. In an ID, let 𝐴 = {𝑎1, 𝑎2, . . . , 𝑎𝑛} be a set of
mutually exclusive actions and 𝐻 the set of determining
variables. A utility table 𝑈(𝐴,𝐻) is needed for yielding the
utility for each configuration of action and determining
variable in order to assess the actions in 𝐴. The problem is
solved by calculating the action that maximizes the expected
utility:

𝐸𝑈 (𝑎𝑖) = ∑
𝐻

𝑈 (𝑎𝑖) 𝑝 (𝐻 | 𝑎𝑖) , (9)

where 𝐸𝑈(𝑎𝑖) represents the expected utility of action 𝑎𝑖;𝑝(𝐻 | 𝑎𝑖) is the conditional probability of variables ℎ𝑖, where𝐻, given action 𝑎𝑖, is executed.This conditional probability is
calculated from the conditional probability table (CPT) while
traversing the BN of these variables.

Figure 4 represents an example of an ID of a CPU and
a decision to detect a CPU-utilization fault. Prediction and
CPU are chance nodes containing probabilistic information
about the CPU and prediction. Satisfaction is a utility or value
node. CPU utilization is a decision node. The objective is
to maximize expected satisfaction by appropriately selecting
values of CPU utilization for each possible prediction. The
values of satisfaction for each combination of CPU utilization
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Figure 4: Example of an influence diagram.
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Figure 5: NBC for host server start-up failure.

and CPU are also given.The evaluation of the algorithm of an
ID is performed using the following procedure [31]:

(1) Set the evidence variables for the current state.

(2) For each possible value of the decision node, set the
decision node to that value.

(3) Calculate the posterior probabilities for the parent
nodes of the utility node using a standard probabilis-
tic inference algorithm.

(4) Calculate the resulting utility function for the action
and return the action with the highest utility.

4. Determination of NBC Network Topology

In this section, we focus on modeling uncertainty using the
proposed approach and present our ongoing work toward
developing a framework based on NBC and ID models.

4.1.The Topology of the NBC Combined with an IDModel. As
shown in Figure 5, start-up failure of the host servermay have
its roots in six groups of faults which include CPU utilization
[32], memory usage, I/O storage, network overhead, and
power and cooling failure [20]. Each group has some specific
reasons as shown in Table 3.

UsingGeNle [33] the topology of theNBC combinedwith
an IDmodel was created in accordance with the causes of the
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Table 3: Fault reasons for the start-up failure of a host server.

Fault category Fault causes Measurement level

CPU utilization

% CPU time used by host CPU during normal
sampling period (host-CPU-usage)
% CPU time during which the CPU of the VM was
actively using the physical CPU (VM-CPU-usage)
% CPU time during which the CPU of the VM was
ready but could not get scheduled to run on the
physical CPU (VM-CPU-Ready-Time)

VM, host

Memory % of used memory (memory usage) VM, host
Network % of network usage (bandwidth) VM, host
I/O storage % of disk usage (throughput) Host
Others Cooling and power Host

Table 4: Sample parameters dataset of CPU utilization (testing/training).

Time-monitoring VM-CPU-Ready-Time Host-CPU-usage VM-CPU-usage
12:02:00 AM 30.00 30.00 30.93
12:07:00 AM 30.00 35.00 78.12
12:12:00 AM 90.00 70.00 92.43
12:17:00 AM 31.84 38.21 42.19
12:22:00 AM 27.28 32.74 36.15
12:27:00 AM 32.10 38.52 42.53
12:32:00 AM 27.42 32.90 36.33
12:37:00 AM 32.10 38.52 42.53... ... ... ...

fault of the host server start-up failure, as shown in Figure 5.
The model has eight chance nodes (conditions) for the root
nodes pointing to the fault root causes (attribute values),
which are shown in the yellow circles, five intermediate nodes
pointing to the fault category (observed attributes), which are
shown as green circles, a symptom node (predict) shown as
an orange circle, one node indicating the priority drawn as
a white circle, one decision node (Is fault?) drawn as a white
rectangle, and the utility (decision) nodes drawn as the final
white shape.

As seen in Figure 3, each node in the graph is associated
with a set of local (conditional) probabilities expressing the
influence of the values of the nodes’ predecessors (parents) on
the probabilities of the values of this node itself (e.g.,
Pr(𝑋𝑖/𝑝(𝑋𝑖)), (2)). These probabilities form the quantitative
knowledge input into the NBC network. An important
property of the network is (conditional) independence. The
lack of a directed link between two variables from the CPU-
utilization node and host-CPU-usage node are independent,
conditional on some subset 𝜑 of other variables in themodel.
For example, if no path existed between the CPU-utilization
node and host-CPU-usage then 𝜑 will be empty.

4.2. Normal Distribution. Numerical data [34] need to be
transformed to their categorical counterparts (binning)
before constructing their frequency tables. Other options we

have are to use the distribution of the numerical variables to
obtain a good estimate of the frequency. A normal probability
distribution is defined by two parameters, 𝜇 and 𝜎. Besides 𝜇
and 𝜎, the normal probability density function (PDF) 𝑓(𝑥)
also depends on the constants 𝑒 and 𝜋 [35]. The normal
distribution is especially important as a sampling distribution
for estimation and hypothesis testing.

4.3. Determination of Network Parameters. Parameters were
taken from large monitoring engines (metric-collection)
to obtain the metrics of interest (numerical predictors or
attributes). Additional details are provided in Section 8,
for example, for the Virtual Machine Manager (VMM)
[36] hypervisor (testing dataset) and historical data (train-
ing dataset). Sample parameters of CPU utilization (test-
ing/training dataset) are provided in Table 4.

The metrics of the VMs and host server were collected
by running the VMs on the Xen (hypervisor) [37, 38],
which was installed on the host server in combination with
preprocessing (reported in Table 3) using Ganglia metrics
software. Because thesemetrics exist in the formof numerical
data, the numerical variables had to be transformed into their
categorical counterparts (binning) before constructing their
frequency table to use them as input for the network topology
structure [39]. Therefore, as shown in Figure 6, the prepro-
cessing step consists of four steps to translate continuous
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Figure 6: Explanation of the method of the proposed approach and a sample of tables from the dataset.

percentage utilization into interval probability values and
generate monitoring vectors of events (𝑀-events) by using
the method proposed in [19]. We adopted this method with
a filtering dataset to remove and process the outlier data and
noise by using Extended Kalman Filter (EKF) [40, 41] and we
generated a new method algorithm for transforming a
numerical data to binning data, as shown in Algorithm 1.

Hence, the presented method has a buffer size of 𝑛 (a
look-back window) for the metrics of the previous 𝑛 samples
that had been observed (e.g., 𝑛 = 3, range [0, 2] and #Bin
= 5). The look-back window is used for multiple reasons
[19]: (I) shifts of work patterns may render old history data
even useless or misleading, (II) at exascale, it is impractical
to maintain all history data, and (III) it can be implemented
in high speed RAM, which can further increase detection
performance.We use a window-size of 3, sampling interval of
4 seconds, and interval length of 12 minutes. The number of
data points in the 12 minutes’ interval are, thus, (12∗60)/(3∗4) = 60. Once the collection of sample data is complete, the
data are preprocessed and transformed into a series of bin
numbers for every metric type, using (10) to perform the data
binning, with a time instance server (𝑡1, 𝑡2, . . . , 𝑡𝑖) and 𝑀-
events (𝑀1,𝑀2, . . . ,𝑀𝑖), where 𝑖 is number of instances, with
the results as shown in Table 5.

𝜇 = 1𝑛
𝑛∑
𝑖=1

𝑥𝑖,

𝜎 = [ 1𝑛 − 1
𝑛∑
𝑖=1

(𝑥𝑖 − 𝜇)2]
0.5

,
𝑓 (𝑥) = 1

𝜎√2𝜋𝑒(−1/2)((𝑥−𝜇)/2𝜎
2)2 .

(10)

In the above equations, 𝜇 is the population mean, 𝜎 is
the population standard deviation, 𝑥 is from the domain
of measurement values (−∞ < 𝑥 < ∞), and 𝑛 is the
number of components or services. A normal probability
distribution is defined by the two parameters 𝜇 and 𝜎. Besides𝜇 and 𝜎, the normal probability density function (PDF) 𝑓(𝑥)
depends on the constants 𝑒 and𝜋; because these attributes are
numerical data, the numerical variables in Table 4 need to be
transformed into their categorical counterparts (binning)
before their frequency tables are constructed by (11) (e.g.,
look-back window-size = 3, range = [0 2], and number of
bins = 5), as shown in Tables 5 and 6.The values for binning-
value and decision-value are determined by the following
formulas:

If (𝑥 > 2) then binning-value

= 5, else binning-value = TRUNC( 𝑥0.4) ,
decision-value = MAX (binning-value) ,

(11)

where 𝑥 is the normalization value for the attribute and 0.4 is
a statistic suggested by the probability values. Then one can
begin the classification and analysis into a dataset probability
(predictor) by use of the cumulative distribution function
(CDF) [35] as shown in Table 8. For a continuous random
variable, the CDF equation is

𝑃 (𝑋 ≤ 𝑥) = 𝑥 − 𝑎𝑏 − 𝑎 , (12)

where 𝑎 is the lower limit and 𝑏 is the upper limit 5, 𝑎 ≤ 𝑥 ≤ 𝑏.
The metrics observed in the look-back window at each

time instance serve as inputs for the preprocess, as shown in
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Input: Metrics values [𝑖, 𝑗], mean[𝑗],m, r, //mean[𝑗] is a list of summation columns by
n. num. index 𝑖 generated from step 1, calculated from

Eq. (10),𝑚 and 𝑟 are predetermined statistically
in this experiment 𝑟 = 2 and𝑚 = 5, where, 𝑟 is
the value range [0, 𝑟],𝑚 is equal-sized bins
indexed from 0 to𝑚 − 1. //𝑛 size of look-back
window index for row table for normalized
values table. //num of the number of
components metrics index for column
normalized values table. //Normalized [𝑖, 𝑗] is
the normalization values table. //Bin[𝑖, 𝑗] is the
a bin index data binning table. //Filtering-
dataset is function algorithm to remove and
process outliner and noises data.

Output: Data binning table.
(1) For 𝑖 = 0, 𝑖 <= 𝑛; i++ do
(2) For 𝑗 = 0, 𝑗 <= num, j++ do
(3) Normalized [𝑖, 𝑗] =Metrices values[𝑖, 𝑗]/mean[𝑖]
(4) If Normalized [𝑖, 𝑗] > 𝑛 then
(5) 𝐵𝑖𝑛[𝑖, 𝑗] =m
(6) else
(7) 𝐵𝑖𝑛[𝑖, 𝑗]=TRANC(Normlized[𝑖, 𝑗]/(r/m))
(8) End for
(9) End for
(10) Data binning[𝑖, 𝑗]=Filtering-dataset(Bin[𝑖, 𝑗])
(11) End Function return (Data binning).

Algorithm 1: A proposed algorithm for transforming numerical data to binning.

Table 5, so that an 𝑀-event creation is the input for every
component metric for our presented methodology, as shown
in Table 6.

Figure 6 shows the generated probability table of the test
dataset using the CDF, which is used as input into the NBC
networkmodel. For example, a look-back window with size 3
(metrics record) creates a dataset table with the following
decision-values: if (decision-value = 0 or decision-value <
2), then (fault category is “normal” and node fault-state is
“no” (working)); if (decision-value = 2 or decision-value =
3), then (fault category is “minor” and node fault-state is
“no” (working)); if (decision-value > 3) then (fault category is
“serious” and node fault-state is “yes” (fault/anomaly), as
shown in Table 7.

In the network in Figure 5, each node has two fault-
states, that is, “no” (normal or working) and “yes” (fault or
anomaly), and each fault category node has three states, i.e.,
“normal,” “minor,” and “serious,” as shown in Table 8. In
addition, each node has a probability table acquired either
from monitoring engines and preprocessing (testing dataset)
or from prior historical data (training dataset). The root
nodes of the fault cause are expressed in terms of the previous
probabilities. For other nodes, a conditional probability table
is used showing the relationship of probability dependence.
Theprobability table, as is shown inTable 9, is the “host-CPU-
usage” of the root node.

Table 10 presents the conditional probability table (CPT)
[42] of the CPU utilization of the fault category node. In

Table 5: A sample dataset of data normalization used for binning
with look-back window-size.

Time instance Host-CPU-
usage

VM-CPU-
usage

VM-CPU-
Ready-Time

𝑡1 0.60 0.67 0.46
𝑡2 0.60 0.78 1.17
𝑡3 1.80 1.56 1.38
𝑡4 1.05 1.05 1.05
𝑡5 0.90 0.90 0.90
𝑡6 1.06 1.06 1.06
𝑡7 0.90 1.24 0.90
𝑡8 1.05 1.45 1.05
𝑡9 1.09 1.50 1.09... ... ... ...

this case, we use the bucket elimination algorithm [43, 44] to
calculate the probability of each fault category such as CPU
utilization according to the prior probabilities and the CPT
as the following equation:

𝑃 (𝑆) = 𝑃 (𝑀1) ∑
𝑀2,𝑀3

𝑃 (𝑆 | 𝑀2,𝑀3) 𝑃 (𝑀3) , (13)
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Table 6: A sample dataset of𝑀-event used for diagnosis of classifier steps.

Time
instance

Host-CPU-
usage

VM-CPU-
usage

VM-CPU-
Ready-Time

𝑡1 1 1 1𝑡2 1 1 2𝑡3 4 3 3𝑡4 2 2 2𝑡5 2 2 2𝑡6 2 2 2𝑡7 2 3 2𝑡8 2 3 2𝑡9 2 3 2... ... ... ...
Table 7: A sample dataset classifier with decision values.

Instance Host-CPU-usage VM-CPU-usage VM-CPU-Ready- Time Decision value Fault category Fault-state
Inst.1 1 1 1 1 Normal No
Inst.2 1 1 2 2 Minor No
Inst.3 4 3 3 4 Serious Yes
Inst.4 2 2 2 2 Minor No
Inst.5 2 2 2 2 Minor No
Inst.6 2 2 2 2 Minor No
Inst.7 2 3 2 3 Minor No
Inst.8 2 3 2 3 Minor No
Inst.9 2 3 2 3 Minor No... ... ... ... ... ... ...

Table 8: A sample dataset probability (predictor) using in proposed approach methodology.

Process instances Host-CPU-usage VM-CPU-usage VM-CPU-Ready-Time Fault category Fault-state
Process.inst.1 0.20 0.20 0.20 Normal No
Process.inst.2 0.20 0.20 0.40 Minor No
Process.inst.3 0.80 0.60 0.60 Serious Yes
Process.inst.4 0.40 0.40 0.40 Minor No
Process.inst.5 0.40 0.40 0.40 Minor No
Process.inst.6 0.40 0.40 0.60 Minor No
Process.inst.7 0.50 0.75 0.50 Minor No
Process.inst.8 0.50 0.75 0.50 Minor No
Process.inst.9 0.50 0.75 0.50 Minor No... ... ... ... ... ...

Table 9: The host-CPU-usage root node (prior probability).

State Host-CPU-usage
No 0.12
Yes 0.88

where 𝑆 is the CPU utilization and𝑀1,𝑀2, and𝑀3 represent
the VM-CPU-Ready-Time, host-CPU-usage, and VM-CPU-
usage probability values, respectively.

𝑆 subjective estimates from experts and learning from
case data are the methods by which the table can be created.
Example of numerical predictors is sample numerical values
for host-CPU-utilization predictors as shown in Table 11.

Assume we have new evidence for prediction, such as𝑃(Host CPU utilization = 61.34 | Yes,No). What is the
prediction of the fault-state for this evidence? Solution is as
follows: we normalize the numerical values = 61.34 and obtain
the maximum value of the normal distribution function
values, as follows:
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Table 10: CPT of CPU-utilization fault node.

VM-CPU-Ready-Time No Yes
Host-CPU-usage No Yes No Yes
VM-CPU-usage No Yes No Yes No Yes No Yes
Normal 0.17 0.23 0.11 0.12 0.19 0.13 0.21 0.11
Minor 0.52 0.13 0.32 0.25 0.14 0.15 0.14 0.31
Serious 0.31 0.64 0.58 0.63 0.67 0.72 0.65 0.58

Table 11: Sample host-CPU-utilization numerical values.

Host-CPU-utilization Mean (𝜇) St-Dev (𝜎)
Fault-state Yes 30.00 30.00 90.00 31.84 27.28 41.82 26.98

No 57.56 41.10 41.10 36.80 40.42 43.39 8.11

(1) 𝑃 ((Host CPU utilization = 61.34) | (Fault state = Yes))
= 𝑓 (61.34) = 1

26.98√2 (3.14)𝑒(−1/2)((61.34−41.82)/2(26.98)
2)2

= 0.0058,
(2) 𝑃 ((Host CPU utilization = 61.34) | (Fault state = No))

= 𝑓 (61.34) = 1
8.11√2 (3.14)𝑒(−1/2)((61.34−43.36)/2(8.11)

2)2

= 0.0487.

(14)

Result. Max(𝑃((Host CPU utilization = 61.34)|(Fault state =
Yes)), 𝑃((Host CPU utilization = 61.34) | (Fault state =
No))) = Max (0.0058, 0.0487) = 0. 0487. Then, fault-state =
no.

5. Probability Propagation

NBC can propagate the probability for the given evidence
after the structure of the model and the establishment of the
CPT of all nodes. The NBC model calculates the probability
and exerts inference when the host server is set to “fault”
and cannot start properly for each node. The results of the
probability propagation of the NBC model are shown in
Figure 7. As illustrated in Figure 7, the fault probability of
CPU utilization in the fault categories is the highest at 74%
and is shown in Figure 7. Within this category the fault cause
host-CPU-usage has the highest fault probability of 88%.
Likewise, when new evidence like a test result is input into
the model, the model will update all of the other nodes with
respect to their new probabilities.

6. Processing Troubleshooting Decision

A troubleshooting decision involves shaping the action of
repair, which is to be done in every fault-troubleshooting step.
TheMDD analytical method is used to calculate the values of
utility and assorted actions of priority values, which are used
to integrate the state of the five measurements. The action

with the highest value of utility will be selected for services
detection and repair. One of the MDD evaluation methods,
namely, the MVL utility approach [45, 46], is adopted in
this paper. Each criterion is assumed to be measurable on
a ratio scale. The value of a criterion 𝑀𝑖 can be normalized
to a scale of [0 1], where 0 and 1 represent the “worst” and
“best” effect for the measurement criteria, respectively. The
criterion risk, for example, is measured by the probability of
severity [0 1]. An action with a severity equal to 0.65 has a
higher severity than an action with a severity equal to 0.85.
The criterion priority, which is given in seconds, can also be
normalized to [0 1]. An action with a priority equal to 0.25
takes a higher priority to service than one with a priority
equal to 0.5. As seen in Table 12, the five measurements
are given values mapped to the range [0 1] in step one to
enable a decision to be made regarding which fault group
needs fixing. For example, the “best” value for the severity of
the five identified repair actions is 0.85 (fault-repair-others).
Likewise, the “best” value for duration is 0.75 (fault-repair-
CPU). The indistinct values for the measurement criteria are
found using NBC.

MDD evaluates the weight of influence for multiple
criteria by calculating the value of utility whereby all of
the criteria have their own individual weights. All criterions
are individually given a weight 𝑢𝑖 that indicates how impor-
tant the measurement criterion is, and the whole of the
utility 𝑈(𝑎) of an action 𝑎 is the weighted sum.

𝑈 (𝑎) = ∑𝑢𝑖𝑀𝑖 (𝑎) . (15)

Table 13 lists the calculated utility values of five actions
in the first step of the decision-making process. The trou-
bleshooters should proceed to the CPU fault in the first step
because it has a high utility value 0.69, as shown in Table 13.
Because the decision to repair the CPU fault wasmade in step
1, in the second troubleshooting step the set of actions
repairing the host-CPU-usage,VM-CPU-usage, and theVM-
CPU-Ready-Time are included. The values normalized to[0 1], based on the three criteria, for every action in step one
are presented in Table 14.
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Figure 7: Probability propagation of the NBC model.

Table 12: Measurement values mapped to the range of a [0 1] scale in the first step process.

Measurement (criteria) Severity/risk Duration Priority Fault probability
Fault-repair-CPU 0.65 0.75 0.25 0.85
Fault-repair-memory 0.75 0.52 0.35 0.76
Fault-repair -network 0.55 0.45 0.45 0.86
Fault-repair-I/O-storage 0.50 0.40 0.50 0.55
Fault-repair-others 0.85 0.65 0.50 0.70

Table 13: Lists the calculated utility values of five actions in the process in the first step.

Measurement (criteria) Severity/risk𝑤 = 0.1 Duration𝑤 = 0.3 Priority𝑤 = 0.2 Fault probability𝑤 = 0.4 Utility value

Fault-repair-CPU 0.07 0.23 0.05 0.34 0.69
Fault-repair-memory 0.08 0.16 0.07 0.30 0.61
Fault-repair-network 0.06 0.14 0.09 0.34 0.63
Fault-repair-storage 0.05 0.12 0.10 0.22 0.49
Fault-repair-others 0.09 0.20 0.10 0.28 0.67

Table 15 contains the calculated efficacy values of the
decision-making procedure. As seen in Table 15, the utility
value of 0.70 for the action of repairing host-CPU-usage is
the highest.Thus, the troubleshooting decision is to repair the
host-CPU-usage fault of the host server.

7. Experimental Setup

The architecture of the physical machine that was used as
experimental setup is shown in Figure 8. The test bed uses
two virtual machines VM1 and VM2 configured on a Xen

(hypervisor) platform hosted on one Dell blade server with
dual core 3.2 GHz CPUs and 8GB RAM.

OpenStack is open source software capable of controlling
large pools of storage, computing, and networking resources
throughout a data center, managed through a dashboard or
via the OpenStack API [47]. We injected 40 anomalies into
theOpenStack online service on the host server, which results
in faults or anomalies for global resource consumption, as
presented in Figure 9.These 40 anomalies stem from extreme
failure source issues in online services [19, 48]. The following
patterns of CPU utilization were observed when the test bed
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Figure 8: Architecture of the data center employed for the experimental setup.

Table 14: The values mapped to [0 1] weigh based on the three criteria in the process of the first step.

Measurement (criteria) Severity/risk Duration Priority Fault probability
Repair Host-CPU-usage 0.60 0.80 0.10 0.95
Repair VM-CPU-usage 0.50 0.70 0.2 0.43
Repair VM-CPU-Ready-Time 0.55 0.45 0.30 0.50

Table 15: Weighted utility values of actions in the second step

Measurement (criteria) Severity/risk𝑤 = 0.1 Duration𝑤 = 0.3 Priority𝑤 = 0.2 Fault probability𝑤 = 0.4 Utility value

Repair host-CPU-usage 0.06 0.24 0.02 0.38 0.70
Repair VM-CPU-usage 0.05 0.21 0.04 0.17 0.47
Repair VM-CPU-Ready-Time 0.06 0.14 0.06 0.20 0.46

exhibited the expected behavior for the host server, that is,
the case-study in this work. The metrics of the both the
VMs and the host were collected using Ganglia metrics and
analyzed according to a fault-troubleshooting approach from
a previous study, for four seconds. During this period, we
were injecting the anomalies into the testbed system; more
details for implementation are discussed in Section 8.

8. Approach Method Implementation and
Evaluation Results

We implement our approach at both the VM level and host
server level.The host server is considered as the direct parent
of the VMs. Thus, the local time series is calculated first
for the VMs, followed by their aggregation for the host
server’s global time series. Asmentioned in Section 4, the first
implementation uses the Ganglia metrics method to record
and to identify global resource provisioning anomalies. Forty
anomaly samples were injected into the testbed, leading to
global resource consumption by the faults/anomalies, which
does not exclude the CPU utilization of the running host
server. As shown in Figure 10, the aggregation of the anoma-
lies is conducted by integrating themeasurements performed
with the Graphite tool with the Ganglia metrics to obtain
the CPU-utilization metrics (host-CPU-usage, VM-CPU-
usage, and VM-CPU-Read-Time). The identification of a
fault/anomaly is performed by applying a threshold-based

methodology and troubleshooting approach for the online
CPU-utilization observations of the VMs and the host server.

As seen in Figure 10, the violations are indicated by red
dots when the baseline threshold method is applied. The
consecutive red dots are considered as a single anomaly as
there may be a delay period of some time. A positive alarm
and its matching actual faulty/anomaly injection into the
testbed may occur at different times because of the delay
between the injection and its effects based on the metrics
being collected and analyzed. In the presented paper, such a
problem needs to be developed. To set the threshold values
optimally, 5% and 90% are chosen as the lower and upper
probability boundaries, respectively, for the thresholds based
on representative values used in state-of-the-art deployments.
As shown in Figure 11, a similar implementation is used for
the host server to obtain CPU-utilization data utilizing these
threshold values to identify faults/anomalies. The anomaly
events are represented by dotted lines and red dots indicate
the position of an alarm.

Four statistical measures [6] are used to evaluate the
effectiveness of the construction steps of the troubleshooting
procedure to detect faults/anomalies in the testbed of our
experimental setup which is explained in Section 7, as shown
in Table 16.

Overall, as comparedwith themethod of threshold-based
detection, the results obtained show a 94% improvement in
the accuracy (F1) score, on average, against the theoretical
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Figure 9: CPU parameters using Ganglia monitoring metrics.
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Figure 11: A similar implementation for the host server to obtain CPU utilization.

approach, with an average false-alarm rate of 0.03% as shown
in Table 17.

9. Conclusion

Fault troubleshooting for cloud computing has the goal
of diagnosing and repairing faults at the highest level of
effectiveness and accuracy and with minimal risk. The effec-
tiveness is dependent upon multiple measurement criteria
including the fault probability, priority, risk, and duration
of how long the repair action takes. In this paper, a new
fault-troubleshooting decisionmethod algorithm is proposed
based on NBC and MDD, which includes an influence dia-
gram.Themethodmakes certain that themost sensible repair
action is chosen for each of the troubleshooting steps, thus
enabling rapid, highly efficient, and low-risk troubleshooting.
Thepractical consideration for implementing this approach is
to provide a decision-theoretical methodology for modeling

the construction steps for fault troubleshooting of cloud
computing.The failure of a host server to start up is utilized as
a case-study in this paper, although the proposedmethod has
more robust significance for troubleshooting cloudplatforms.
In conclusion, the proposed method contains the following
construction steps: (1) identification of possible actions for
the set; (2) identification of measurement criteria for the set
that are attributes of actions in which available options are
determined; (3) establishing the uncertainty measurement
criteria such as fault potential and certain measurements
such as duration, risk, and fault probability; (4) using the
NBC and the MDD with ID to build a model to surmise
the ambiguity measurements criteria; (5) for each criterion
determining the values andweights and then normalizing the
criterion values to a scale of [0 1]; establish the general utility
values of the actions employing the weighted sum method;
(6) using the utility and priority values acquired, generating a
decision. A high utility value indicates a high service priority.



Mobile Information Systems 15

Table 16: Four measures in statistics.

Precision Recall Accuracy False-alarm rate (FAR)
successfuldetections

oftotalalarms
successfuldetections
oftotalanomalies

2 ∗ precision ∗ recall
precision + recall

1 − presision

Table 17: Experiment results.

Methods Description Alarms Successful detection instances Recall Precision Accuracy
(𝐹1) FAR

A proposed approach Troubleshooting model 38 37 0.92 0.97 0.94 0.03

Threshold-based method
Static thresholds:
5% > static thresholds >
90%

16 14 0.35 0.87 0.49 0.13

Future work regarding the proposed approach includes the
following: (I) evaluating scalability with multiple virtual
machines, (II) evaluation of scalability for large datasets based
on the Hadoop MapReduce and Apache Spark platforms
for analyzing large volumes of real-time datasets by using
aggregation, (III) additionally, the correction and recovery of
each fault are expected to lead to improvement with the use
of new reasoning algorithms, such as case-based reasoning
(CBR).
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Influence Diagrams – A Tool for the Sequential Group Risk
Assessment,” in Granular Computing and Decision-Making, vol.
10 of Studies in Big Data, pp. 165–193, Springer International
Publishing, 2015.

[30] G. Deodatis, B. Ellingwood, and D. Frangopol, Safety, Reliabil-
ity, Risk and Life-Cycle Performance of Structures and Infrastruc-
tures, CRC Press, 2014.

[31] R. A. Brooks, “Intelligence without representation,” Artificial
Intelligence, vol. 47, no. 1–3, pp. 139–159, 1991.

[32] Vcpguy, “CPU performance monitoring on ESX and VMs,”
2010, http://vmwaredevotee.com/2010/10/11/cpu-performance-
monitoring-on-esx-and-vms/.

[33] T. Loboda andM. Voortman, GeNie &amp; Smile, 2017, https://
www.bayesfusion.com/.

[34] A. Gelman, J. B. Carlin, H. S. Stern, D. B. Dunson, A. Vehtari,
and D. B. Rubin, Bayesian Data Analysis, Texts in Statistical
Science Series, CRC Press, Boca Raton, FL, USA, 3rd edition,
2014.

[35] D. P Doane and L. E. Seward, Applied statistics in business and
economics, Irwin, 2005.

[36] B. Posey, “Using virtual machine manager as a cross-platform
management tool,” in Hyper-V for VMware Administrators, pp.
107–154, 2015.

[37] P. Barham, B. Dragovic, K. Fraser et al., “Xen and the art of
virtualization,” in Proceedings of the 19th ACM Symposium on
Operating Systems Principles (SOSP ’03), pp. 164–177, New York,
NY, USA, October 2003.

[38] A. R. Riddle and S. M. Chung, “A survey on the security of
hypervisors in cloud computing,” in Proceedings of the 2015
35th IEEE International Conference on Distributed Computing
Systems Workshops, ICDCSW 2015, pp. 100–104, July 2015.

[39] S. Sayad, Real time data mining. Canada, Self-Help Publishers,
2011.

[40] G. F. Welch, “Kalman filter,” in Computer vision, pp. 435–437,
Springer, 2014.

[41] K. Fujii, “Extended kalman filte,” in Reference Manual, 2013,
Extended kalman filter.

[42] F. V. Jensen,An introduction to Bayesian networks, vol. 210, UCL
press, 1996.

[43] J. E. Gallardo, C. Cotta, and A. J. Fernández, “A Memetic
Algorithm with Bucket Elimination for the Still Life Problem,”
in Evolutionary Computation in Combinatorial Optimization,
vol. 3906 of Lecture Notes in Computer Science, pp. 73–85,
Springer, Berlin, Germany, 2006.

[44] R. Dechter, “Bucket elimination: a unifying framework for
reasoning,”Artificial Intelligence, vol. 113, no. 1-2, pp. 41–85, 1999.

[45] , Computer science and multiple-valued logic: theory and appli-
cations, D. C. Rine, Ed., Elsevier, 2014.

[46] E. Zaitseva and V. Levashenko, “Multiple-valued logic mathe-
matical approaches for multi-state system reliability analysis,”
Journal of Applied Logic, vol. 11, no. 3, pp. 350–362, 2013.

[47] O. Sefraoui, M. Aissaoui, and M. Eleuldj, “OpenStack: toward
an open-source solution for cloud computing,” International
Journal of Computer Applications, vol. 55, no. 3, pp. 38–42, 2012.

[48] P. Soila and P. Narasimhan, “Causes of Failure in Web Applica-
tions,” Tech. Rep., 2005.

http://vmwaredevotee.com/2010/10/11/cpu-performance-monitoring-on-esx-and-vms/
http://vmwaredevotee.com/2010/10/11/cpu-performance-monitoring-on-esx-and-vms/
https://www.bayesfusion.com/
https://www.bayesfusion.com/


Research Article
Multihoming for Mobile Internet of Multimedia Things

Titus Balan, Dan Robu, and Florin Sandu

Department of Electronics and Computers, “Transilvania” University of Brasov, Brasov, Romania

Correspondence should be addressed to Titus Balan; titus.balan@unitbv.ro

Received 28 April 2017; Revised 14 July 2017; Accepted 6 August 2017; Published 26 September 2017

Academic Editor: Bartolomeo Montrucchio

Copyright © 2017 Titus Balan et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Mobility, redundancy, and bandwidth requirements are transforming the communication models used for IoT, mainly in case
of Critical Communications and multimedia streaming (“IoMT, Internet of Multimedia Things”), as wireless video traffic is
expected to be 60–75% of the global mobile traffic by 2020. One of the characteristics of 5G networks will be the proliferation
of different/heterogeneous radio networks (virtualized radio access networks, RAN, new energy-efficient radios, femtocells, and
offloading capabilities) and the possibility for IoT objects to connect and load-balance between dual andmultiple RANs.This paper
focuses on the possibility of using LISP (Locator Identifier Separation Protocol) for multihoming and load-balancing purposes and
presents an illustrative scenario for the case ofmobile IoT (e.g., the “things” part of vehicular or public transportation systems, PTS)
that are also intensive bandwidth consumers, like the case of connected multimedia “things.” We have implemented and tested a
demonstrator of a mobile LISP IoT gateway that is also integrated with Cloud-based video analytics.

1. Introduction

IoT devices are supposed to be small sized objects equipped
with a limited amount of power resources. That is why 3GPP
also defined Narrow-Band IoT (NB-IoT) [1] for low band-
width and low power consuming devices. However, there are
some IoT applications [2] that manifest an increased request
for redundancy and some also for a greater throughput. And
here we can mention the needs of Internet of Multimedia
Things (IoMT) [3] applications and also the IP broadband
requirements from Mission Critical Communications appli-
cations [4] that are enhanced with IoT communication.

Smart IoT multihoming and multiple-RAN connectivity
management, including automatic air interface selection and
optimal weighted load-balancing between interfaces, are
challenges for the reliability of future networks. Without
reliable mechanisms for multihoming and load-balancing of
multiple interfaces, all the Mission Critical Communication
could not function.

Mobility, redundancy, and bandwidth requirements may
be transferred, in an IoT ecosystem, from the sensors and
devices to the IoT gateway element, but wherever it resides,
the redundancy and load-balancing function of mobile IoT is
dependent on the mechanisms for RAN multihoming.

Although 3GPP has some own initiatives in the area of
mobility, LIPA (Local IP Access), SIPTO (Selected IP Traffic
Offload), IFOM (IP Flow Mobility), MAPCON (Multiple
Access PDNConnectivity), or S1-flex (meshed S1 interfacing),
each solution having some drawbacks, this paper focuses on
the opportunities of using LISP [5]. Recognized as a serious
candidate for 5G standardization and intensively backed-up
by a IETF (Internet Engineering Task Force) Work Group,
LISP offers mobility, multihoming, and load-balancing that
have the advantage to be applied with no changes in the Inter-
net architecture (directly at the mobile IoT element) [6] and
furthermore can be perfectly matched with SDN (Software
Defined Networks) that represent another highlight of 5G
architectures.

IoT mobility gets a new dimension when we discuss the
implementations of Mobile Edge Computing (MEC) [7] and
Fog Computing for IoT, as the processing can take place
distributed, where the objects are, thus reducing commu-
nication delays to a central processing Cloud.

In this case, IoT mobility could refer to

(i) the mobility of “things” (IoT gateways, devices, and
sensors) following the global understanding of host/
user mobility;
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(ii) the mobility of the virtual machines (VMM, Virtual
MachineMobility) from one Edge Cloud to the other,
concept also known as “Follow-Me Cloud,” a method
for interworking of federated clouds and distributed
mobile networks [8].

The LISP protocol is a recognized solution for both the
above-mentioned mobility cases, thus being differentiated
from other mobility solutions. Furthermore, it is a very good
option formultihoming, among othermultihoming solutions
that will be mentioned in a latter section.

Although LISP is a recognizedmobility solution, there are
no implementations focused on using LISP for IoT systems.
This paper is focused on identifying the advantages of LISP
for IoT and describes an implementation for IoT of the LISP
architecture based on the open-source LISP implementation
Open Overlay Router (OOR) [9] and IBM Watson [10]
as IoT platform. The implemented use-case is focused on
IoMT, an IoT network based on multimedia sensors with
video analytics support in the Cloud. Furthermore, our use-
case takes into consideration multiple operator solutions for
multimedia streaming based on LISP.

This paper is organized as follows: the first part is the
introduction; the second section makes a fast description
of the related work in respect to multihoming and LISP
usage for this use-case, while the third and fourth sections
describe briefly the LISP protocol and the advantages of using
LISP for IoT and the methods to handle IoT mobility and
multihoming with LISP. The next part details our experi-
mental implementation of an IoT gateway having as base the
Open Overlay Router LISP implementation, while the sixth
section handles the IBM Watson for data analytics. Last two
parts describe the methodology used and the experimental
results for video streaming in a mobile, multihomed, and
load-balanced environment. Conclusions andplans for future
works are presented in the last section.

2. Related Work

There are already different methodologies to address the
important issues of multihoming; part of the related multi-
homing methodologies make use of the LISP protocol that is
also in the focus of our approach [11–13]. In this section, as
we review the existing approaches, we gradually try to point
out the novelty of our solutions and the advancement with
respect to the state of the art.

Important state-of-the-art reference papers [14–16] differ-
entiate between the end-host and end-sitemultihoming. End-
site multihoming has gained more attention than end-host
multihoming, mainly due to the routing scalability problems
that Internet is facing and because of the ascension of Mobile
Edge Computing. Edge computing will be an important part
of our implementation, as described in the following.

LISP is mentioned in [15] as a method for end-site multi-
homing but an evaluation of its efficiency is not included; our
paper aims to bring such an evaluation. Reference [15] also
considers multihoming based on transport protocols, includ-
ing the well-known method of Stream Control Transmission
Protocol (SCTP) multihoming, evaluated in [16, 17]. SCTP,

despite having some advantages, has the main disadvantage
that it operates at the transport layer. This means that the
applications must be written from the beginning to support
SCTP or the existing applications must be rewritten. This is
where LISP does a better job: the applications remain the
same; also a big part of the network is unchanged. SCTP had
a big traction in telecommunications but outside of this field
was not promoted at all.

Although not included in this category by the survey in
[15], NEMO (Network Mobility) is also considered in the
related work for end-site mobility [18], as it manages the
mobility of a network of nodes that are typically moving in
tandem [19]. Separation between location and identity for the
case of multihoming is also mentioned in [20], but using the
ILNPv6 protocol.

LISP-MN(forMobileNetworking) [21] is a lighter version
of LISP. Compared to Mobile IP v4 or v6, there are no
requiredHomeAgents/ForeignAgents but LISP-MNhas also
less routing capabilities (as routing is needed for a single
destination).

Different scenarios for multihoming and mobility testing
based on LISP are proposed in [5] and RFC 6830 bis, as
well as in [22]. Testing LISP for multihoming purpose was
also performed in [23]: a performance evaluation of LISP
multihoming was accomplished in a controlled environment.
The LISP implementation used in [23] is the Open Overlay
Router (OOR) [9], the same implementation to be used also
in this paper. While [23] aims to demonstrate the accuracy of
the OOR implementation, with respect to the configurability
of load-balancing weights and, nevertheless, to the behavior
of LISP for data transfers in a static (nonmobile) environ-
ment, our paper will focus on a mobile IoT environment.
As shown in [24], OOR supports both LISP and LISP-MN
by implementing both the mobile node, MN, and a lighter
version of xTRouting.

LISP was also proposed as a mobile solution for mul-
tihoming in Mission Critical Communications [25] for the
representative ATN (Aeronautical Telecommunication Net-
work) use-case [26, 27].

A LISP assessment was done in Deutsche Telekom Labs
in the BOWL Testbed [28], using a LISP implementation
developed at “Technische Universität Berlin.” Testing was
done in both static and mobile environments (where clients
roam fromone node to another). However,most of the results
are compared in the BOWL IP-in-IP configuration (which
consists in adding an extra IP header to the IP packets, which
contains the tunneling information) and not with other
multihoming “classical” solutions (e.g., SCTP). The mobility
testing is based only on Wi-Fi testing. In respect to this
related work, our approach aims for real equipment testing
(RET) of LISP, “in the field” of a real mobile environment
(using two or more mobile operator networks) that are
suitable for the heterogeneous IoT elements. As shown in
the following, RET will take benefit of high-performance
professional instrumentation; the radio coverage maps (for
each of the multihomed networks) that we used were not
considered up-to-date as a baseline for testing ofmultihomed
LISP solutions. Multihoming was separately evaluated for
mobile vehicular networks, but not based on LISP [29]. We
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Figure 1: LISP implementation example: LISP-MN runs on themobile device on the left side, while LISPmultihoming scenario withmultiple
IoT gateways is visible on the right side.

can see that the parameters of the signal (strength, SNR, etc.)
in urban areas vary a lot [30].Therefore, an analysis is needed
before any bandwidth tests are performed for assessing the
mobile test environment (included in our research based on
professional tooling).

Another LISP evaluation [31] was performed for Android
implementations of Open Overlay Router [9] (former LISP-
mob). The important conclusion of this paper is that, com-
pared with standard IPv4 traffic, LISP has almost the half
of the relative standard deviation versus IP: this means that
communications over LISP tunneling are very stable and this
has obvious good consequences in terms of channel through-
put, despite the delay introduced by tunneling/encapsulation.

The specialized literature lacks testing of LISP multihom-
ing in mobility scenarios; the previously published LISPmul-
tihoming tests were performed only in the above-mentioned
controlled lab environments (even the Android case [31]
does not mention mobility testing) or not with complex
applications, like video streaming (most of the previous tests
were oriented on ping, ftp, or BitTorrent transfers).

So, at the application level, [28] and [23] are using bench-
marking methods for assessing the transfer rate by down-
loading torrent files. In this respect, our approach is focused
on applications that need network performance based on
aggregated bandwidth of different Internet providers. Thus,
our evaluation methods are going towards the multimedia
streaming (more specific the WebRTC case) and to the
IoMT paradigm.We aim to promote decentralization of LISP
controls: our demonstrator has an IoT gateway implemented
on a Single Board Computer.

IoT multihoming should be seen also from the per-
spective of mobility protocols. Though LISP is considered a
mobility protocol, the latest surveys onmobilitymanagement
solutions for IoT [32] do not mention LISP as an option. The
only aspect where LISP was assessed for IoT usage is not
mobility but security (details will be given in the following,
Section 4.4).

Concluding on the advancement with respect to the state
of the art, our paper has the goal to evaluate LISP for IoMT
in a real mobility environment over multihomed mobile
telecommunication networks using bandwidth consuming
applications.The paper has an important heuristic (practical)
value and presents implementation andmethodical steps that
aim to be considered as a valuable “best practice.”

3. An Overview of LISP

LISP is a network architecture and a set of network-layer
based protocols developed by the IETF “LISP Working
Group” in RFC 6830 [5] that documents the separation of IP
addresses into two new numbering spaces: Endpoint Identi-
fiers (EID-s) and Routing Locators (RLOCs) [33]. The EID
identifies the nodes that are connected to the network. The
RLOC identifies the location by using the traditional address-
ing schemes: IPv4 and IPv6.Most of the time, theRLOC is the
public address of the routers or gateways [34]. By introducing
this separation, new capabilities for mobility, scalability, and
security become available [35].

The LISP architecture, based on the “map-and-encap-
sulate” paradigm, implements a mapping process that is
transparent for the users: the RLOCs are responsible for
looking up the mapping between the destination EID-s and
the corresponding destination RLOC. The key of the system
is based on the distributed mapping system, similar to DNS
(Domain Name System): MS (Map Server) and MR (Map
Resolver). The MS stores the mapping between the EID and
the RLOC of a LISP Node and it distributes this information
in the mapping system.TheMR is used to interrogate the MS
database: it receives queries for EID-s and it responds with
the corresponding RLOC.Map Servers have similar behavior
to the Home Agents in Mobile IP.

Figure 1 describes a LISP multihoming scenario for IoT,
several IoT gateways having also the role of xTR (Ingress/
Egress Tunnel Router), thus having an assigned RLOC [33],
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and the IoT devices/sensors keep their identity (EID) nomat-
ter their attachment or roaming status in the network. One of
themost important advantages of LISP ismultihoming, as it is
“embedded” in the protocol definition, providing redundancy
and load-sharing, and thus IoT device (EID) can be simulta-
neously connected to two or more IoT gateways (RLOCs).

Furthermore, Figure 1 illustrates in the left side the LISP-
Mobile Node option, a LISP option where the mobile node
plays the EID andRLOC role simultaneously, at a smartphone
level (there are open LISP implementations available for
Android).

4. Locator/Identifier Separation Protocol
Advantages for IoT

Here are some of the main advantages of using LISP for IoT
[34].

4.1. Easiness for End-To-End Installation in the Network and
on the IoT Device. As expressed in RFC 6830 no changes are
required to either host protocol stacks or the “core” of the
Internet infrastructure. The Locator/ID Separation Protocol
(LISP) can be incrementally deployed, without a “flag day”
[5]. So only some elements/routers in the network need “to
know” the LISP protocol (the IoT gateway in case of IoT),
or only a mobile device, in case the LISP-MN option of the
protocol is used. The rest of the network and the routing in
the Internet remain unchanged. There are schemes for LISP
to non-LISP addressing and LISP proxy implementations, so
that LISP deployment is facile.

LISP is commonly used with IPv4 or IPv6, but it can
be used with any other type of addressing for the EID or
RLOC addresses, as the key of the routing is part of the
DNS-like mapping servers (MS). For IoT this could bring a
great advantage; thus the end-to-end addressing of non-IP
IoT devices, like, for instance, IEEE 802.15.4 devices, could be
possible directly in the IP header as long as IANA (Internet
Assigned Number Authority) is supported, without the need
of addressing the gateway.

Another advantage of LISP is the support for High-Scale
VPN support, with or without encryption.

4.2. Mobility. LISP is a host mobility protocol and a Virtual
Machine Mobility protocol [21]. In case of IoT it can be used
as host mobility; the EID based addressing is a method for
simplification and abstraction of network infrastructure and
the RAN used as point of attachment in the network.

Separation between location and identifier is considered
and acknowledged as the optimal method for user/host
mobility. In [6] a detailed survey and analysis of network
architectures based on location/identifier separation are pre-
sented. LISP mobility was previously compared to Mobile
IPv6 mobility [36]. It can be considered that also proxy
mobility, PMIP [37], used in LTE networks [38], is a separa-
tion of edge mobility in relation to the core network; mobile
hosts keep their IP address as long as they are part of the same
proxy mobility domain.

As Virtual Machine Mobility protocol, LISP can be used
for the migration of the localized processing function, for

example, themigration of the IoT gateway functions fromone
RAN Cloud to another. Vehicle-to-vehicle communication
and self-driving cars imply a lot of processing that can only be
performed at the edge of the network, in the Edge Clouds, in
order to minimize the delays. Migration of virtual machines
during their run using LISP is a method for the processing
power to follow the intelligent devices in IoT. For VMM (Vir-
tual Machine Mobility), the processing power and applica-
tions can follow the mobility of the “thing.” The benefits of
using LISP for linking the Virtual Machine Mobility to the
user mobility were already demonstrated by some experi-
mental work [39]. This can be the advantage for LISP com-
pared to other mobility protocols and correlated with the
ascension of edge computing.

Mobility management RFCs proposals also refer to LISP
as one candidate solution. “Mobility Management for 5G
Network Architectures Using Identifier-Locator Addressing”
[40] specification describes theMobilityManagement Archi-
tecture for 5G Networks Using Identifier-Locator Addressing
in IPv6 for virtualized mobile telecommunication networks.
Identifier-Locator addressing differentiates between location
and identity of a network node, and it is considered the key
method for 5G mobility [41].

4.3. RANMultihoming and Load-Balancing. For redundancy
purpose, in case of IoT elements supporting critical infras-
tructure elements, failover mechanisms are essential in a
network that is connected to multiple providers, while still
being reachable via the same address (most probably an
IPv6 address, but EID addressing is very permissive). LISP
implementations allow the setting of prioritization meth-
ods (weighting) for the parallel connected RANs networks,
though providing load-balancing for enhance throughput,
not just back-up connectivity.

When it comes to LISP multihoming, performance eval-
uation of LISP multihoming was performed in a controlled
environment [23]. Our implementation that will be further
detailed is making experiments in the mobile environment,
using two ISP (Internet Service Providers). We took also
benefit of the mobility function of LISP, as our endpoint
device (EID) was free to roam; furthermore, the IoT gateways
RLOC itself was mobile.

There are also optimization methods for LISP multihom-
ing based on path ranking algorithms [24].

4.4. Security Aspects. LISP was considered as a protocol for
IoT and step-by-step analyzed from security conformance
point of view based on X.805 standard that proposes three
security layers (application, services, and infrastructure);
three security planes (end-user, control, and management),
which are based on the performed activates over the network,
and eight security dimensions to address general system vul-
nerabilities (access control, authentication, nonreputation,
data confidentiality, communication security, data integrity,
availability, and privacy) [42, 43].

In [44, 45] a security implementation to LISP protocol has
been found. However, this security protocol provides security
to xTR (i.e., ITR and ETR) routers and not for devices that are
connected to the architecture.
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Figure 2: Simple prototyping of in-vehicle LISP configuration for IoT, based on open solutions (OOR).

In November 2016, a standard proposal was defined
with the IETF LISP Working Group. This memo specifies
LISP-SEC, a set of security mechanisms that provides origin
authentication, integrity, and antireplay protection to LISP’s
EID-to-RLOC mapping data conveyed via mapping lookup
process. LISP-SEC also enables verification of authorization
on EID-prefix claims in Map-Reply messages [46].

5. LISP Implementation of RAN Multihoming
and Load-Balancing for Mobile IoT

As part of our previous work we have implemented a simu-
lated demonstrator based on Cisco devices supporting LISP
[47] in order to demonstrate the benefits of LISP compared
to other routing protocols but also to validate security and
load-balancing solutions. The demonstrator, part of our
previous work, was illustrative for the LISP configuration
and functionality and can be applied for several scenarios,
from distributed enterprise offices to the mobility use-cases,
ensuring encrypted communications, failover mechanisms,
and load-balancing in an emulated enterprise environment.

Compared to the emulated demonstrator we now extrap-
olate to a mobility scenario. In this section, we propose an
adapted mobile IoT architecture detailing the LISP elements
implementation.Wehave considered the case of IoT elements
inside a vehicular or public transportation network.

There are 2 methods that can be chosen for implementa-
tion of LISP for IoT:

(i) On the IoT gateway that is also a multi-RAN router,
as detailed in Figure 2

(ii) Directly on the IoT element (“thing”) using the LISP-
MN (Mobile Node) version of the protocol imple-
mentation.

Our proposal for an in-vehicle architecture is based on
an open-source implementation.There are several open LISP
implementations, and we can mention OpenLISP [48] as one
of them, but we have focused our attention to Open Overlay
Router, initially named LISPmob. OOR is an open-source
implementation to create programmable overlay networks,
written in C, offering the big advantage of platform flexibility,
as there are dedicated versions for Linux, Android, and
OpenWRT.

We have chosen to use the Linux OOR implementation,
installed on a Raspberry Pi SBC (Single Board Computer)
element that plays the role of an IoT gateway as it runs also
IBMWatson [10] for “RasPi” and can also be connected to the
IBM Bluemix Cloud for further analytics and processing.

Our IoT gateway implementation is illustrative for an eco-
system of overlay networks, as OOR can be integrated with
the concept of Software Defined Networks [49], LISP having
support also from OpenDaylight SDN Controller [50] as
part of the LISPFlowMappings module [51], one of the most
developed open solutions of this type. OpenDaylight can play
the role of the mapping servers (MS/MR); thus decisions for
the intelligent routing are collocated with the LISP mapping
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Figure 3: LISP4. Beta implementation for our “Unitbv” xTR nodes.

servers. Furthermore, SDN controllers play a crucial role in
the concept of network slicing defined forNetwork Functions
Virtualization [52] environments in 5G networks, and one
dedicated mobile operator network slice can be exactly the
IoT slice.

There are more roles that are implemented as part of
the OOR open solution: currently, it can operate as an xTR,
MS/MR, RTR, or LISP-MN. We have enabled LISP on the
WAN router that acts as xTR. Another scenario could have
been the usage of LISP-MN directly on the Android phone,
as depicted in Figure 1.

Furthermore, the IoT gateway element has 2mobileWAN
interfaces for two local mobile operators that we will further
name Operator 1 and Operator 2. In order not to give any
benchmarking details on the public mobile networks without
the operator’s consent, we will not mention the commercial
name of the public networks used.

The connection was possible via 3G USB modems and
the Linux tool wvdial. Each of the interfaces has a public
RLOC address as visible in Figure 3 on the experimental
network used. For the tests performed we have chosen to use
the public LISP4 pilot network [53] that has been deployed
worldwide, consisting of 8 mapping servers and several
proxy-xTR covering three main regions, USA, Europe, and
Asia [54]. The LISP4 Beta network has an increased network
of public xTR sites.

For the LISP4 Beta network usage we had to provide
public/routable IP addresses in the networks of Operator 1
and Operator 2, as visible in Figure 3.

Illustration of the two point-to-point connection inter-
faces, each for one mobile operator, that are aggregated in the
LISP tunnel interface (lispTun0), based on the Open Overlay
Router implementation, is shown in Box 1.

6. IoT Video Analytics

Wireless video traffic is expected to be 60–75% of the global
mobile traffic by 2020 according to Cisco [55], but this
percentage will increase considering the new set of applica-
tions to be launched in the “everything connected” Internet of
Things upcoming era. Internet of MultimediaThings (IoMT)
represents the proliferation of real-time communication ser-
vices that involve the interaction of smart heterogeneous
multimedia things with one another and with other Internet
connected elements [3].

That is the reason why we have decided that in order to
reveal the benefits ofmultihoming the Internet ofMultimedia
Things use-case is relevant, as this type of applications is very

demanding from bandwidth and processing power point of
view.

Some scenarios for IoT based on multimedia communi-
cation are as follows:

(i) Coupled with video analytics, the use-case also cho-
sen by us for implementation (e.g., face/object recog-
nition, behavior interpretation, automatic alerts when
movement of objects is inconsistent with predefined
patterns, and smart business management and mar-
keting)

(ii) Browser-based creation of ad hoc video rooms or
audio calls that could aggregate the scenario re-
quested resources (e.g., ambient assisted living, com-
munication with ad hoc medical personal, or includ-
ing artificial intelligence)

(iii) Video based robot/UAV controlling (e.g., “see what I
see” scenarios).

For some of the above-mentioned services, the video
quality [56] becomes essential in the case of Critical Com-
munications. For example, video analytics could be used in
a restricted area (like an oil plant) to monitor the mobile
workforce and signal when employees are in a dangerous
situation (“man down” scenario).

That is why when involving mobility and video analytics
there is a need to ensure the system reliability and a good
image quality, so the video processing is effective. The adapt-
ive codecs are reducing the video quality in case of band-
width reduction, but this could deteriorate the video to the
limit, thus becoming improper for analysis. Solutions for
multihoming and load-balancing could become effective in
keeping the available bandwidth high; thus the automatic
quality adaptations ofmodern codecs in case of poor network
conditions will not affect the video analysis.

From our implementation point of view we have chosen
to use IBM Watson and IBM Bluemix for the IoT and
video analytics components. One of the reasons for choosing
Watson is that it can be installed on Linux based systems
like the Raspbian operating system, so it can cope with our
Open Overlay Router implementation. Furthermore, it offers
the distributed processing power of IBM Bluemix from the
Cloud.WithWatson, one can analyze and interpret all the IoT
data, including unstructured text, images, audio, and video.

We have used NodeRED [57] for IoT service description
and, as part of our basic video analytics and for demonstrative
purposes, we have considered the simple case of facial
recognition. Figure 4 illustrates the image processing chain
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lispTun0 Link encap: UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
UP POINTOPOINT RUNNINGMTU: 1440 Metric: 1

ppp0 Lin encap: Point-to-Point Protocol
inet addr: 109.166.171.20 P-t-P: 10.64.64.64 Mask: 255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU: 1500 Metric: 1

ppp1 Link encap: Point-to-Point Protocol
inet addr: 213.233.72.16 P-t-P: 10.64.64.65 Mask: 255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU: 1500 Metric: 1

Box 1

Figure 4: Video analytics with IBM Watson: services visually
described using NodeRed.

implemented using NodeRED. For the face recognition, we
considered the case of Edge Processing on the “RasPi” device
with a local OpenCV (Open Computer Vision) implementa-
tion, but also the Cloud processing with Bluemix. The details
of these implementations that we have realized are not scope
of this paper but are illustrations on possible usage scenario
with intensive bandwidth consuming applications.

7. Experimental Results for Multihoming and
Load-Balancing in Mobile IoT Methodology
and Testing Approach

Our testing approach is based on several steps that will be
further detailed in this section:

(i) As the multihoming and load-balancing are depen-
dent on the mobile operator coverage maps, our first
intention was to establish a baseline for the radio
coverage using professional tools (e.g., the PCTEL
mobile network radio scanner).

(ii) Using this method, we have found out that not
both operators investigated have proper mobile radio
coverage in all areas and sometimes the loss of signals
leads to interface disconnections in our demonstrator.
Thus, we have decided to introduce an automation
methodology to make the system more responsive in
case of errors, also enhancing the LISP advantages of
tunneling, independent of the number of underlying
connections.

(iii) Third step was the effective testing of video streaming
methodologies that are becoming part of the IoT
world.This is an innovative approach asWebRTC [58]

has not so far been extensively used for Internet of
Multimedia Things. Our initial focus was based on
the video quality testing, using a reference video to be
played via WebRTC streams. By comparing the effec-
tive bandwidth with the video quality delivered over
the network, we have discovered that mobile opera-
tors produce their own video processing/transcoding
that affects the video quality.

(iv) As the network and the WebRTC server were intro-
ducing some nonpredictive variable in our testing
in relation to the effective quality of the video, we
focused on the quality of experience for parallel
usage of multiple WebRTC streams, where the LISP
multihoming brings advantage.

7.1. The Reference Mobile Coverage Maps. In order to avoid
our complex testing being influenced by the coverage prob-
lems of the mobile network operators, we conducted a
preliminary analysis of the 3G and LTE coveragemaps for the
two operators used in parallel during our tests.

We have used the following mobile configuration: a
“PCTEL” scanner (produced by RF Solutions), an omnidirec-
tional antenna, and a “TEMS Investigation” software package
running on a notebook (with a hardware configuration
specific for Drive-Tests). The PCTEL scanner (Figure 5)
enables performance assessment and offers optimizing solu-
tions adapted to the wireless network under test (130MHz
to 6GHz). Data are acquired in a SeeGull MX concurrent
collection, for all RF bands defined by 3GPP, for all major
technologies simultaneously (after a unique radio module,
there are high-performance signal processing modules run-
ning in parallel).

The scanned data was analyzed using TEMS Investiga-
tion, an active end-to-end testing solution for verification
and heterogeneous RAN optimization, allowing operators to
test and assess the network quality from a user perspective,
including in-vehicle mobility scenarios.

The first step for setting the configuration of the scanned
networks is the channel and frequency bearer parameters
selection (Figure 7), for the evaluated mobile operators. We
have chosen the central bearer frequency for the 3G and
4G technologies and the bandwidth, specific for each ISP.
The bandwidth for 3G is in general 5MHz, while the 4G
bandwidth varies between 5MHz and 20MHz, depending on
the resource allocation for the frequencies of each operator,
according to the radio licenses they are allowed to operate.
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Figure 5: The RF Solutions “PCTEL” scanner.

Figure 6: Testing configuration using visual programming with
“PCtell MX SeeGull scanner.”

In Figure 6 it is presented, in a graphical format, the
configuration script for the “PCtell MX SeeGull” scanner,
using the TEMS Investigator software. This configuration is
used for scanning the downlink service capability in 3G and
4G for the two chosen operators.

For the drive-test run we have used an application for
the real-time processing of data, including also a graphical
representation for some of the parameters.Thus, any error or
abnormal functionality of the system could be immediately
identified and corrected, so the scanning test could continue
normally.

We have chosen a predefined route in the city of Brasov
for the drive-test reference route. The antennas were placed
on the car roof to avoid signal loss; the distance between the
antennas and the car roof end should be bigger than 𝜆/2.

While running the test we can identify the radio condi-
tions on that specific route for each of the two operators and
also get a statistic of the best channel to be used by themobile
device while performing the service. The LISP demonstrator
was driven following the circuit of Figure 8; for the validation
of handover correctness, the PCTEL scanned the quality of
the downlink for the Operator 1 and Operator 2 cells with
the EARFCN (EUTRA Absolute Radio-Frequency Channel
Number) cell identities 1300 and 6250 (Operator 1) and 1600
and 2950 (Operator 2).

Not all testing results will be detailed in this paper, but
using the radio scanning method we have found out that not
both operators have a proper mobile radio coverage in all the
parts of the reference drive-test route. There are areas where
we have loss of signal for one of the operators and this leads
to errors in the behavior of our LISP based IoT gateway, as a

Figure 7: Setting the LTE central frequencies in TEMS Investiga-
tion.

Figure 8: Drive-test route showing the preferred channel numbers:
EARFCN (EUTRA Absolute Radio-Frequency Channel Number).

disconnected mobile interface does not recover by itself and
is not used again in the LISP OOR tunnel without a specific
reinitiation.

Thus, we have decided to introduce, via scripting, a
method for “self-healing” of the system, thusmaking it robust
and error resistant.

7.2. Automation of the LISP-Based Mobile Demonstrator for
IoMT. For the concepts presented in Section 5, we have
accomplished the following demonstrator (Figure 9) that was
tested in the mobility scenario.

There were considered intensive bandwidth consumers,
video streams (on the screen of the end-user, a “thin client,”
e.g., a tablet connected to the LISP “RasPi” node, the IoT
gateway). The structure of the implemented mobile test
system is given in Figure 10. Our mobile IoT demonstrator,
based on LISP, is an autonomous system, battery powered,
so completely mobile. All the end-users or IoT sensors and
devices are automatically connected to the system via WiFi
as connecting to a normal hot-spot.

System automation for treating of errors or for loss-of-
signal recovery was done with bash scripting. LISP brings
an additional advantage for the system robustness, besides
the multihoming and load-balancing: as with the Mobile IP
protocol, with LISP the TCP-IP connections are preserved no
matter the availability of physical channels/connections, but
with the advantage that there are less modifications needed
for the network infrastructure. With our implemented
scripting, besides keeping the tunnel up (and the TCP-IP
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Figure 10: The mobile test minisystem.

connection) that is a LISP attribute we also automate a
method for an interface recovery. Additionally, as emphasized
in Section 3, LISP brings the advantage of a facile end-to-
end implementation, as the mobile node does not necessarily
need a specific implementation if it only uses LISP networks
or LISP proxies.

Below there are some details of the implementation
that are automated as part of the “self-healing” script. The
network access for the two mobile operators (based on the
AT commands for GPRS, CG, to set up the APN and the
extended quality of service required) can be configured with
any software tool as in the following example (forwvdial tool):

See Boxes 2 and 3.
The OOR (Open Overlay Router) was configured with

two router interfaces and three MS (Map Servers), according
to the addressing space allocated in Figure 3.

See Boxes 4 and 5.
Here there are some scripting extracts for the interfaces

startup and routing configuration.
See Box 6.

[Dialer Operator 1]
Init1 = ATZ
Init2 = AT + CGDCONT = 1, “IP”, “ipfix.operator1.ro”
Init3 = at + cgeqreq = 1, 2, 0, 0, 0, 0, 2, 0, “0E0”, “0E0”, 3, 0, 0
Stupid Mode = 1
Modem Type = Analog Modem
Phone = ∗99 ∗ ∗ ∗ 1#
Modem = /dev/ttyUSB3
Username = { }
Password = { }
Baud = 460800

Box 2

It is important to mention that although all OOR con-
figurations were properly realized, the routes on the IoT
gateway device were not set as part of the OOR deployment
for multihoming support.
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[Dialer Operator 2]
Init1 = ATZ
Init2 = AT + CGDCONT = 1, “IP”, “lant”
Init3 = at + cgeqreq = 1, 2, 0, 0, 0, 0, 2, 0, “0E0”, “0E0”, 3, 0, 0
Stupid Mode = 1
Modem Type = Analog Modem
Phone = ∗99 ∗ ∗ ∗ 1#
Modem = /dev/ttyUSB0
Username = { }
Password = { }

Box 3

rtr-ifaces {
rtr-iface {

iface = ppp0
ip version = 4
priority = 100
weight = 50
}

rtr-iface {
iface = ppp1
ip version = 4
priority = 100
weight = 50
}

}

Box 4

Typically, a host connected to a network, such as the
Internet, will have one default route using a WAN interface.
However, if a second WAN interface is added and both are
accessed, one can end up with a situation referred to as “(hot)
potato routing,” or deflection routing, meaning the answer to
some request coming over the second WAN interface will be
replied using only the first WAN interface that is considered
the default route. Thus, we had to manually configure two
default gateways by setting two lookup rules with the same
priority, 1000 in our case, ensuring that the two redundant
multihomed paths are used in parallel.

7.3. WebRTC as Video Streaming over LISP Network. For test-
ing purpose, our focus was to use the latest web technologies.
When it comes to Real-Time Communications, WebRTC is
the new standard, enabling browsers and mobile applications
with Real-Time Communications (RTC) capabilities via sim-
ple APIs (Application Programming Interfaces).

Being purely browser based and not requesting any
application or plug-in installation [59, 60] make WebRTC
a versatile option that could easily be accommodated and
embedded as part of the heterogeneous IoT ecosystem.

Even if there are several open tools dedicated forWebRTC
[61] signaling testing, mostly focused on functional and
load testing of WebRTC signaling (e.g., Telestax/Restcomm
implementation [61]), emulating connection of hundreds or

map-server {
address = 147.83.131.32
key-type = 1
key = 6YAuVd8BRJ
proxy-reply = off

}

map-server {
address = 193.162.145.50
key-type = 1
key = 6YAuVd8BRJ
proxy-reply = off

}

map-server {
address = 217.8.98.42
key-type = 1
key = 6YAuVd8BRJ
proxy-reply = off

}

Box 5

thousands of simultaneous clients, there are few options in
regard to testing the quality of the video streams, once the
signaling is established [62]. Of course, we must mention the
professional testing tools, used by mobile operators for opti-
mizing their network, like TEMS [63] orNemoOutdoor [64].

For the video quality testing there are also some imple-
mentations like CodeUrjc [65], but this requires also the
installation of a Kurento Media Server and a complex setup
methodology to perform the tests, difficult to be used with
public WebRTC servers.

As we were interested to also assess the quality of the
video streams, we have designed our own WebRTC testing
procedure. For IoMT the quality of the video can be critical,
so below someminimumquality threshold the video process-
ing cannot be considered relevant.

Using a webcam driver, we have simulated a video source
and we were able to broadcast a known/reference video into
a WebRTC stream. We have used public available WebRTC
servers like OpenTok [66] and AppRTC [67] to produce
WebRTC video conferences.

Even not depicted in the following (Figure 11), several
WebRTC streams were simulated. On the corresponding
edge, we have recorded the video stream using the Recor-
dRTC tool [68]. Thus, once broadcasted via the WebRTC
system, the reference video stream is recorded and can be
analyzed at the corresponding edge.

7.3.1. Testing Solutions. Once the WebRTC streams were
captured using the above-mentioned methodology, for the
comparative quality estimation of video streams we used
the tool named qpsnr [69]. It measures the peak signal-to-
noise ratio (PSNR) and the structural similarity index (SSIM).
SSIM is a method for predicting the perceived quality of
digital television and cinematic pictures, as well as other
kinds of digital images and videos. SSIM is basically used
for measuring the similarity between two images and it
is designed to improve on traditional benchmarks such as
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. . .

if [ -z “ifconfig | grep ‘ppp1’”];
then
{ sleep 15

sudo ifconfig eth0 down
sudo ip route add default dev ppp0 table multihome operator 2
sudo ip rule add from 109.166.171.20 lookup multihome operator 2 prio 1000

sudo ifconfig eth0 up }

. . .

Box 6

WebRTC server

AppRTC

OpenTokRTC

Emulated video camera
play reference video file into

the WebRTC client

LISP site

Non-LISP
correspondent node
running RecordRTC

Figure 11: Method for testing WebRTC streams.

PSNR and mean squared error (MSE), which have proven to
be inconsistent with human visual perception.

The second test that we have performed uses an older
IIS Microsoft feature for Live Streaming called Smooth
Streaming [70]. It is based on an IIS7 feature called IIS Media
Services that makes it possible for the server to understand
the live video player requests and timecode.

This Live Smooth Streaming IIS feature was previously
used by Content Delivery Network (CDN) providers like
Nimbus, Edgecast, or Akamai that are also currently major
Cloud CDN providers. When IIS was used, the Smooth
Streaming was performed based on the codec named Expres-
sion Encoder 4 Pro or with hardware encoders, but now the
CDN providers are supporting the latest streaming formats
such MPEG-DASH for live delivery.

The HTTP-based Smooth Streaming infrastructure
requests for little video chunks from the broadcasting web
server. The web server looks up the correct video “chunk”
within the audio/video file and serves it up. The Smooth
Streaming Performance Testing Tool (Figure 12) emulates a
Smooth Streaming player that makes tiny HTTP requests
requesting a second or two of video at a certain bitrate
(e.g., “give me 230 k @ 00:01:06, give me 708 k @ 00:01:08”).
Requesting different quality video chunks and evaluating the
response time were a method to assure the “smooth” stream-
ing, and based on the response time for each chunk, the

Figure 12: Smooth Streaming Performance Testing Tool, perform-
ing video quality requests and evaluation of the response time.

encoding bitrates are switched and adjusted to the network
connection capability.

So even if it is not a real streaming test, this method is a
good indicator of the network connection capability and the
most proper bitrate for a video to be transmitted over a certain
connection. For our tests we have used a streaming server,
now part of the Akamai network [71].

7.3.2. Test Results and Analysis of Video Quality. By using
the qpsrn tool comparative testing for video quality we have
observed that Operator 1 video quality is lower compared
to Operator 2 and to multihoming dual use of Operator 1 +
Operator 2.

However, other bandwidth tests, like, for example, “classi-
cal” bandwidth online testers (like Speedtest [72]), indicated
that Operator 1 has actually a better throughput. With our
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testing we were able to prove that Operator 1 has in place
the so-called Mobile Video Optimization (MVO) technique
that covers the use of technologies and solutions enabling
the mobile network operators to optimize the delivery of
video content through video optimization techniques, prior-
itization policies, user-based customization, and intelligent
management of overall traffic on their data networks.

Besides MVO, there are other elements to be taken into
consideration that have a great influence on the one-to-one
comparative video quality analyses using qpsrn:

(i) Local browser codec.The played video (from the video
source, the webcam, or in our case the emulated
webcam), is further processed by the browser as part
of the WebRTC stream. In this case, the browser
supported code is essential, as some video codecs are
adapted for multiple connections, such as H.264 SRE
and H.265 with their “Google correspondents” VP8
and VP9. VP8 is a highly efficient video compression
technology developed by theWebMProject. Formost
of the browsers, the default audio codec is OPUS
while for video codec it is VP8. VP9, with better fea-
tures related to multipath streaming, has no “native”
support in Chrome, so in order to enable it, the
Chromebrowser should be startedwith the command
“chrome.exe –enable-webrtc-vp9-support”

(ii) The media mode of the webRTC implementation
(relayed or routed). When establishing a WebRTC
connection, at session creation it is specified how
clients in the session will send audio-video streams,
known as the media mode with two options STUN
and/or TURN.The “relay server” is a TURN server. If
both options are available, web browser will start try-
ing to use STUN first. However, if clients cannot con-
nect due to firewall restrictions or NAT, the session
uses the TURN server to relay audio-video streams
(also the case for the OpenTokWebRTC implementa-
tion that we have used). WebRTC should be trans-
ferring peer-to-peer data, once signaling is estab-
lished, but using TURNmode inOpenTok introduces
another point formultimedia transcoding and stream
optimization.

Thus, we have concluded that an accurate video analysis
test for comparing a LISP multihomed network to other net-
work needs some enhancements to our testing methodology:

(i) Use local MS/MS servers, as the Proxy LISP server
used as part of the LISP4 Beta network is introducing
delays as they are not optimally placed.

(ii) Use a local WebRTC STUN server; avoid NAT and
other proxies.

(iii) Preset the same codec to be used, or even force a
“non-bandwidth-adaptive” codec, so that bandwidth
is reflected in the video quality and can be analyzed
with tools like qpsrn.

Another conclusion was that we should focus on the
quality of experience delivered, as the variables introduced

by the infrastructure elements (the media server and the net-
work operator video processing) are not controllable. Also,
we focused on the LISP advantages for multihoming that
are visible in case the network resources are scarce, like in
the scenario of using multiple parallel video streams (see
Section 7.3.3).

For evaluating the traffic throughput, as visible in Table 1,
we have used the iptraf-ng tool.

However, while the previous LISP multihoming results
[22] show that the weighted load-balancing is respecting the
weight percentages set for each redundant LISP link (since
a lot of small files were transferred as part of the BitTorrent
transfer), in a continuous data stream the load-balancing
between the twoWANconnections is not respecting theOOR
preconfiguredweights.The reason is the source based routing
used, which has the effect of routing the packets towards a
certain destination based on the source IP address. So the
effect is that if we use only one connection towards a server
(one video stream), those packets will be routed preferably
over one link. In the case of BitTorrent, we have a lot of small
connections with a lot of destination IP addresses, which
explains the even distribution of the traffic.

Also for the bandwidth tests we have observed, in the
results of the Smooth Stream Performance testing, that LISP
multihoming is not efficient in case of successive requests and
intensive signaling (see Figure 8) like in the case of retrieving
different streaming chunks based on amanifest. For each type
of streaming (audio/video), the bitrate is mentioned, as well
as the response.

The results in Table 1 do not indicate an improvement
by using two parallel WAN connections, as none of the
mobile connections was lacking bandwidth; there was no
bottleneck even if the excessive signaling of using two parallel
connections caused its own delay.

7.3.3. Quality of Experience forMultipleWebRTC Streams over
LISP Tunneling. In this way, we have tried to use multiple
multimedia streams, like in a real case where multiple IoMT
devices are connected to the same IoT gateway and focus on
quality of experience. For testing purpose, we have connected
several WebRTC streams to the same conference using the
same OpenTok WebRTC implementation.

We have observed that, at each WebRTC connection
establishment, the traffic was directed either to Operator 1
or to Operator 2. The load-balancing observed was not for
splitting the video streamover twoWANmobile connections,
but in the distribution of video streams on different of data
paths.

To better explain the situation, we couldmake an analogy
with the multicore processors: when only a thread is running
(in our case one WebRTC session), just one core is used (in
our case mostly one operator network is used); in case a
second thread is starting, it is taken over by the second core
processor (in our case the Operator 2), thus balancing the
traffic between the 2 operators. This behavior is visible in the
bandwidthmonitoring results (see Figure 14).When only one
WebRTC stream is started, only one operator network is used;
then the second stream is started and this is taken overmostly
by operator 2.
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Table 1: Load-balancing with multiple WebRTC streams performed as observed with Linux tool iptraf-ng.

iptraf-ng 1.1.4
Iface Total IPv4 IPv6 NonIP BadIP Activity
lo 152 152 0 0 0 0.00 kbps
eth0 377005 376934 71 0 0 3012.05 kbps
wwan0 34 32 2 0 0 0.00 kbps
wwan1 34 32 2 0 0 0.00 kbps
ppp0 230081 230081 0 0 0 1170.34 kbps
ppp1 155369 155369 0 0 0 2056.27 kbps
lispTun0 377582 377582 0 0 0 3012.14 kbps
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Figure 13: Smooth Streaming Performance Testing comparative
results between Operator 1, Operator 2, and multihomed Operator 1
+ Operator 2 tests. The figure indicates the response time (in ms) to
retrieve different stream chunks from a remote streaming server.

The results in Figures 13 and 14 indicate that benefits of
using two or more mobile connections are mostly visible in
case of multimedia information when using multiple video
streams and when congestion is affecting the network.

Furthermore, our intention was to limit the bandwidth
of the mobile connections, so we can better assess the multi-
homing benefits.This was performed using the AT command
“AT + CGEQREQ,” with the intention to limit each network
operator bandwidth to 384Kbps. However, the mentioned
command had no effect on the live operator networks that
we have used, so the bandwidth was not limited in order to
simulate congestion.The trend is tomove the focus of the data
transmission in the mobile networks from quality of service
to better throughput. This explains the lack of effect of the
QoS commands used.

We have concluded that, in the specific case of WebRTC,
LISP usage for multihoming brings benefits for maintaining
the sessions by the use of the LISP tunneling that keeps the
TCP connections open with the help of the implemented
automation method for interface recovery in case of loss
of signal. Furthermore, the load-balancing brings significant
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Figure 14: Tests indicate the bandwidth provided for each mobile
operator when playing up to 4 WebRTC streams using OpenTok.

advantages when it comes to using several parallel WebRTC
streams, a valid use-case for usingmore video capable devices
attached to the same LISP-based IoT gateway.

8. Conclusions and Future Work

This paper is focused on the implementation and analysis of a
multihomed and load-balancedmobile IoT systemwith focus
on one mobility technology (the LISP protocol) and on one
relevant scenario for the bandwidth demanding applications:
multimedia streaming and video analytics of IoMT systems.

We have made an analysis of the LISP advantages for IoT
systems from four perspectives (as LISP usage in IoT was not
so far assessed by the scientific community): easiness of end-
to-end deployment, mobility, multihoming, and security. We
have highlighted the great advantages of LISP for mobility
that can act as host/device mobility and as Virtual Machine
Mobility VMM solution, so it can be a great solution for Edge
Cloud processingmobility that follows themobility of the IoT
device/gateway.

Furthermore, we have implemented a demonstrator for
an IoT gateway that has the role of the mobility access
gateway and also it runs the IoT framework IBM Watson
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with video/image analytics capability. Our demonstrator was
mostly based on open solutions, using a Raspberry Pi from
the hardware point of view, running theOpenOverlay Router
open LISP implementation and IBMWatson.

Compared to previous works and multihoming tests for
LISP, we were focused on video streaming testing as part
of an IoMT system and mobility. Multihoming was repre-
sented by the usage of multiple mobile operator networks
simultaneously. As a baseline for our mobility testing, and to
increase our tests’ relevance, we have introduced a complex
demonstrator of mobile IoMT validated by a reference cover-
age scanning with high-tech industrial radio equipment and
professional dedicated software.

The robustness of the system was ensured by a new
automated treatment of radio coverage gaps: the session-
oriented solution due to the LISP-EID tunnel persistence was
enhanced with scripting for the automatic recovery of the
system in case of failure or loss of signal.

As it is the latest technology in regard to multimedia
conferencing, we have focused our test on WebRTC imple-
mentations, an innovative proposal to be used as part of IoMT
systems. We have implemented our own WebRTC quality
testing methodology using a webcam emulator, a recording
tool, and public WebRTC servers. The experimental LISP
network used for tests was the LISP4 Beta network.

In our analysis, we have presented the multiple implica-
tions and specificity of mobile multimedia testing; thus we
have concluded in a set of measures that we will implement
in the future for a more accurate measurement of the LISP
multihoming performance: local LISP MS/MR routers, use
of STUN WebRTC servers, and use of several video codecs
to check the impact of adaptive bitrate streaming to the test
methodology.

Furthermore, as the testing environment cannot be fully
controlled (end-to-end), we have focused on the quality of
experience rather than on the absolute video quality evalua-
tion. From our tests we have presented the advantages of hav-
ing multiple parallel mobile connections for the LISP multi-
homing and load-balancing purpose that becomes relevant
when using several multimedia WebRTC streams simultane-
ously.

As further work, we would like to combine the current
implemented IoT video analytics with the Edge Processing
options, Raspberry Pi being a perfect candidate to execute
some of this processing (e.g., face recognition) while further
Cloud video analysis could be triggered only when additional
video processing is needed. Being closer to end-user sites
results in reduced transmission costs for businesses and
improved quality of service for consumers. We would like
to couple the LISP mobility with the Edge Processing; thus
when a LISP device (having one EID) migrates from one
IoT gateway (RLOC) to another, also the Edge Processing
function would migrate from one IoT gateway to another.
Decentralized computing mitigates the risk of a bottleneck
effect when moving large amounts of data, translating into
lower risk of latency and faster access for customers.

Another scenario that we want to test is to use a P2P-TV
system for the video streaming tests, which uses WebRTC
over P2P networks to improve the load-balancing over

the network links. Nevertheless, the lack of standardization
makes such testing not fully relevant for the moment [73, 74].

One important enhancement for our work would be the
usage of other types of identifiers for the EID addressing,
except IPv4 or IPv6 addresses (for this, we aim to modify
the Open Overlay Router implementation), that could bring
advantages for the easiness of “IP-less” network addressing
in Internet of Things, an important unexploited advantage of
LISP mappings.
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When the connection in Wireless Sensor Networks (WSNs) is broken, a subset of nodes which serve as the data collection points
(CPs) can buffer the data from sensors and transfer these data to mobile data collectors (MDCs) to restore the connectivity of
WSNs. One of the existing problems is how to decide the numbers and positions of CPs for obtaining an optimal path of MDC.
In order to deal with this problem, a selection method of CPs is proposed to reduce the traveling distance of MDCs. Meanwhile,
with this selection method, the changing rules and the stability of the path of MDC are theoretically proved. A 100-node WSN is
implemented to test the proposed method. The evaluation results verify that the proposed method is efficient and valuable.

1. Introduction

WSNs have attractedmuch attention from research and engi-
neering communities in recent years due to their numerous
applications [1–3]. The related techniques are widely used in
harsh environments such as battlefield surveillance, border
protection, and space exploration,which cannot only provide
a fully automated data gathering systembut also avoid the risk
of human operations and decrease the economic cost.

Within the WSNs, all the sensors are expected to form a
connected network to coordinate their actions in the execu-
tion of a task and transmit the collected data to a base station
(BS). However, most of the sensor nodes are battery-driven
with limited processing capacity; they will face the risk of
depleting their energy and becoming nonfunctional and even
getting damaged in the harsh surrounding. In these cases, the
network communication is disconnected; correspondingly
the data transmission could be restricted. In order to retain
the connectivity under the failure of some nodes, node
redundancy method is proposed by deploying more nodes
than necessary [4]. Furthermore, othermethods identify a set
of nodes that could be repositioned andmove themeffectively
whenever a network partitioning occurs [5–8]. Although
the above-mentioned schemes partly solved the connectivity

problem of WSN, those methods are not suitable for large-
scale damage under extreme environment condition [9].

Integrating mobile data collectors into WSN can effec-
tively solve the above communication problem and also
improve the performance of networks, such as increasing effi-
ciency and reducing energy consumption [9] and providing
higher quality and a longer lifetime for the nodes and the
entire network [10]. By considering the relationship between
the selected representative points (RPs) and the centers of all
the clusters, the CPs are found with a representative work;
then MDC can travel along the optimal path to collect the
data of CPs when it moves into the transmission range of RPs
and transfer the data to BS so as to restore the connectivity
of the network [11]. The CPs could be a part of nodes or
a virtual point within the transmission range of RP; MDC
only needs to visit these CPs to achieve data collection.
This work was improved by Kalyanasundaram’s research [12],
which adopts the Clustering Using Representative (CURE)
algorithm [13] to partition the remaining available nodes into
clusters and then selects two CPs in each cluster for route
planning of MDC. Although both previous methods can
restore the connectivity of disjointWSN, they do not take the
area inwhichCPsmay stay and the influence of CPs’ selection
on mobile path into consideration.
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According to above analysis, a novel CPs’ selection
method is proposed to find the area of the optimal CPs. On
the basis of the selection method, the changing rules and the
stability of the path of MDC are theoretically proved in this
paper. Firstly, the use of MDC for restoring the connectivity
of disjoint WSN is investigated, and then different numbers
of CPs are selected from each cluster for path optimization to
find the shortest tour of MDC. Secondly, the number of CPs
in each cluster and the region they may stay in are decided
when the optimal path is formed. Finally, the region partition
method of optimum CPs is proposed, and the impact of CPs’
selection on optimal path is analyzed.

This paper is organized as follows. The next section
presents the related work. Section 3 describes the assumed
network model and its connectivity. Section 4 discusses the
method of regional division. Section 5 proves the impact of
CPs on mobile path. In Section 6, the simulation results are
presented. Section 7 obtains the concluding remarks.

2. Related Work

As mentioned in [12], more attention has been received
to research the restoring connectivity after the disjoint of
single or multiple nodes in WSNs. Among these different
methods, the way of using mobile elements or data mules
to recover the internal connectivity among isolated segments
has been implemented [14–16]. MDC in this paper served as
one of mobile devices which traverses the sensor field and
collects data from each of the collection points. From the
challenges of limited energy and data integrity, there is one
key problem to be solved for this kind of WSNs restoring
connectivity methods, that is, the moving path schedule that
will determine the traveling path of the MDCs.

By considering the connectivity of the selected RPs and
the cluster centers, the collection points are obtained [11].The
recovery way of disjoined WSNs is that the MDC travels to
collect the data of CPs and transfers them to BS. In IDM-
KMDC, the number of available mobile elements is assumed
to be less than the number of segments, where an MDC
is assigned to each link on the minimum spanning tree of
the segments [11]. Meanwhile, on the other hand, FeSMoR
[11] solves the problem using a mix of stationary and mobile
nodes. In FOCUS [17], the available MDMs are way less than
the number of segments. Considering the fact that the CPs
could be a part of nodes or a virtual point and theMDCs only
need to visit these CPs to achieve data collection, the research
is improved in [12] by using the Clustering Using Represen-
tative (CURE) algorithm [13]. However, the problem of how
to decide the numbers and positions of CPs for obtaining an
optimal path ofMDC still existed [18].Meanwhile, the theory
analysis of the convergence for the optimal path is not solved
[19]. With the previous research [20], a novel CPs’ selection
method is proposed, and the stability of the optimal path of
MDC is theoretically proved in this paper.

3. Network Model and Connectivity

Recently, some approaches have been proposed to exploit the
mobility for data collection in WSNs [8]. Considering the

properties of sink mobility as well as the wireless communi-
cation ways for data transfer, there are mobile data collector
based method, mobile base station method, rendezvous-
based method, and so forth. This research focuses on the
MDC based method. The WSN is composed of a set of static
sensors and one MDC. The MDC is a mobile sink that visits
sensors. Data are buffered at source sensors until the MDC
visits the sensors and downloads the information over a
single-hop wireless transmission.

In this paper, the available nodes are roughly divided
into multiple clusters. Based on the way of cluster-based
routing protocol, the internal nodes which belong to the
same cluster keep well connectivity by multihops [2, 6]. The
communication between the different clusters is blocked.
Each sensor node can get its location information through
GPS or other positioning algorithms and the movement
of MDC is controllable. It is assumed that the MDC can
undertake the task of data collection, which begins from any
cluster, and finally returns to the beginning cluster, so the
movement path forms a circle.

The Fuzzy C-Means (FCM) algorithm is used to deter-
mine the center of the cluster in preparation for the selection
of CPs [21]. It is assumed that all sensors have the same
transmission range. Before formally discussing how the CPs
are picked and the location they could stay in, the definitions
are given as follows.

Definition 1. Let 𝑆 = {𝑆1, 𝑆2, 𝑆3, . . . , 𝑆𝑛−1, 𝑆𝑛} be the set
of 𝑛 clusters which is formed by FCM and let 𝐶 ={𝐶1, 𝐶2, 𝐶3, . . . , 𝐶𝑛−1, 𝐶𝑛} be the set of each cluster’s center
and let 𝑂 be the center of 𝐶.
Definition 2. RPs are the static sensor nodes with the shortest
Euclidean distance to 𝑂; 𝑟 is the transmission radius. Natu-
rally, there may be more than one RP in each cluster.

Definition 3. Let 𝐴𝑚𝑛 be the point which is the𝑚th CP in the
cluster 𝑆𝑛;𝑚 = 0means that each cluster chooses a single CP
and it is nearest to 𝑂.

A WSNs example with four given clusters is illustrated
in Figure 1. The CPs’ selection mode is directly shown by
considering each CP’s position and the possible routes. As
shown in Figure 1, in each cluster, two CPs are chosen. Two
static sensor nodes with the shortest Euclidean distance to 𝑂
are chosen as RPs in each cluster. All the RPs are connected by
the dashed line.Meanwhile, the fieldswithin the transmission
range of RPs include the position where CPs may stay. Then
the crossing points between the fields and the connected
routes are selected as the option of CPs.

From the geometric distribution point, the example in
Figure 1 is only suitable for the case where each cluster’s
location presents convex side. When the cluster’s location
presents concave side as shown in Figure 2, the selection
mode is different. Firstly, the cluster with concave point needs
to be found. Secondly, its center noted as𝐶4 is determined by
FCM. Then, drawing the vertical line from 𝐶4 to the nearest
edge, the following steps of CPs selection are similar to the
example in Figure 1. The details of selection result of CPs are
shown in Figure 2.
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Figure 1: The selection mode of CPs when the cluster’s location
presents the convex side.

Clustering center

RP

Normal point

CP

S3

S2

S4

S1

C3C2

C4

C1

r

r

r

r

O

r

Q

r

r

A
0
3

A
0
2

A
1
2 A

1
3

A
0
4

A
0
1

A
1
1

Figure 2: The selection mode of CPs when the cluster’s location
presents concave side.

Considering real situation, the connection diagram for
the clusters is not only the convex or concave polygons, but
also there appears more complex mesh structure. However,
based on the geometric theory, the complex mesh structure
can be decomposed into several convex and concave edges.
Therefore, this research only focuses on the case of convex
side and the concave edge with one concave point. And only
one CP is selected in the cluster which has a concave point.

The aim of deploying MDC is to transmit data, and the
moving path ofMDCneeds to be planned. Assuming that the
MDC’smoving path𝑇 is a shortest cycle, each cluster contains
at least one CP. The problem of finding 𝑇 is equivalent to
Euclidean Traveling Salesman Problem which is considered
to be an NP-hard problem. Therefore, the Dijkstra algorithm
is employed to calculate the shortest path from a source
node to all other nodes [22]. Considering the requirement
of the proposed method, it is necessary to use the algorithm
repeatedly. So the moving path 𝑇 can be described as follows:

𝑇 = 𝐴{0,1,...,𝑚}1 → 𝐴{0,1,...,𝑚}2 → ⋅ ⋅ ⋅ → 𝐴{0,1,...,𝑚}𝑛

→ 𝐴{0,1,...,𝑚}1 . (1)

For example,𝐴{0,1}1 express𝐴01 and𝐴11, which are the two CPs
of cluster 𝑆1. The simulation diagram of global optimal path
is shown in Figure 3.

Therefore, the choice of optimal path is divided into the
following two steps:

(1) Determine the shortest path 𝑇0, 𝑇1, 𝑇2, . . . , 𝑇𝑚,
respectively.

(2) Compare 𝑇0, 𝑇1, 𝑇2, . . . , 𝑇𝑚; then the optimal path
Minroute = min{𝑇0, 𝑇1, 𝑇2, . . . , 𝑇𝑚} is chosen.

Among (1) and (2), 𝑇𝑚 denotes the MDC’s shortest
distance, which is beginning from 𝐴𝑚1 , travelling through all
clusters, and eventually moving back to 𝐴{0,1,2,...,𝑚}1 .

With the process in Figure 4, the previous examples
in Figures 1 and 2 are reorganized and each cluster selects
2 CPs for path optimization. When the cluster’s location
presents convex side, the formation process of optimal path is
shown in Figure 4. The closed path connected by the dashed
line covers the MDC’s moving path in the WSNs. As the
definition of step (2), the closing path connected by the solid
line indicates the potential minimum cost path through the
optimization method.

Similarly, once the cluster’s location presents concave
side, the MDC’s moving path (drawn by the dashed line) and
the indicated minimum cost path (drawn by the solid line)
are selected and shown in Figure 5.

4. Regional Division

In order to find the optimal area of the CPs, two additional
definitions are given.

Definition 4. Let 𝑙𝑥𝑦 be the circular arc with𝑥 being the center
of circle and the length of |𝑥𝑦| is the radius.
Definition 5. Let ⊙𝑥 be the circle with 𝑥 being the center of
circle, while ⊙𝑥𝑦 is the circle with 𝑥 being the center of circle
and |𝑥𝑦| is the radius.

The selection method of CPs varies according to the
position of clusters, so the area of optimal CPs should change
as well.

For the convenience of regional division, the shape of
each cluster is assumed to be circular, and the transmission
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Figure 3: The simulation diagram of global optimal path.
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Figure 4: The formation process of optimal path when the cluster’s
location presents convex side.

range of sensor node is considered to be a point; that is, RPs
are equivalent to CPs. With the example of four clusters, the
problem can be divided into the two following cases.

4.1. The Cluster’s Location Presents Convex Side. As shown
in Figure 6, the shadow part is the area where the optimal
CPs may stay. Taken the area 𝑆1 selection as example, because𝐴01 is the nearest point to 𝑂 (in other words, the distance
between the rest of the nodes in 𝑆1 and 𝑂 is longer than|𝑂𝐴01|), let |𝑂𝐴01| be the radius to draw a circular arc 𝑙𝑂𝐴0

1

,
the intersection of ⊙𝐶1, and the outer part of 𝑙𝑂𝐴0

1

is the area
where the rest of the nodes exist.Then let |𝐴02𝐴01| and |𝐴04𝐴01|
be the radius to draw a circle, respectively; the intersection
with the above area is the selection area of optimal CPs.

This method can technically ensure that the local optimal
path that includes the path from 𝑆1 to its adjacent clusters
and the path from 𝑆1 and 𝑆2 to their adjacent clusters exists.
Similarly, the global optimal path from 𝑆1, 𝑆2, and 𝑆3 to 𝑆4
exists.

Let 𝑆𝐴 𝑖 be the 𝑖 shadow part of the cluster and let 𝐶𝑈 be
the symbol of complementary set. So the shadow part 𝑆𝐴1 of𝑆1 can be described as follows: 𝑆𝐴1 = 𝐶𝑈 ⊙ 𝑂𝐴01 ∩ ⊙𝐶1 ∩(⊙𝐴02𝐴01 ∪ ⊙𝐴04𝐴01). In the same way, in Figure 4, 𝑆𝐴2 =𝐶𝑈 ⊙ 𝑂𝐴02 ∩ ⊙𝐶2 ∩ (⊙𝐴03𝐴02 ∪ ⊙𝐴01𝐴02), 𝑆𝐴3 = 𝐶𝑈 ⊙ 𝑂𝐴03 ∩⊙𝐶3 ∩ (⊙𝐴04𝐴03 ∪ ⊙𝐴02𝐴03), and 𝑆𝐴4 = 𝐶𝑈 ⊙ 𝑂𝐴04 ∩ ⊙𝐶4 ∩(⊙𝐴01𝐴04 ∪ ⊙𝐴03𝐴04).

Then 𝑆𝐴 𝑖 can be described as follows:

𝑆𝐴 𝑖 =
{{{{{{{{{

𝐶𝑈 ⊙ 𝑂𝐴01 ∩ ⊙𝐶1 ∩ (⊙𝐴02𝐴01 ∪ ⊙𝐴0𝑛𝐴01) , 𝑖 = 1,
𝐶𝑈 ⊙ 𝑂𝐴0𝑛−1 ∩ ⊙𝐶𝑛−1 ∩ (⊙𝐴0𝑛𝐴0𝑛−1 ∪ ⊙𝐴0𝑛−2𝐴0𝑛−1) , 1 < 𝑖 < 𝑛,
𝐶𝑈 ⊙ 𝑂𝐴0𝑛 ∩ ⊙𝐶𝑛 ∩ (⊙𝐴01𝐴0𝑛 ∪ ⊙𝐴0𝑛−1𝐴0𝑛) , 𝑖 = 𝑛.

(2)

4.2.The Cluster’s Location Presents Concave Side. In this case,
firstly, the cluster with concave point should be determined.
Then, for this cluster, one CP is selected. And for each of the
other clusters, two CPs are selected. With the similar method
of dividing and the principle of the situationwith convex side,

the area that optimal CPs may stay in is noted as the shadow
parts in Figure 7.

It is noteworthy that although 𝐴0𝑛 is the boundary point,
it is also belonging to the shaded area. Therefore, each
shadow region must contain the sensor nodes: maybe one or
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Figure 5: The formation process of optimal path when the cluster’s
location presents concave side.
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Figure 6: The regional division of optimum CP may stay in when
the cluster’s location presents convex side.

more. When each shadow contains only one point 𝐴0𝑛, the
connecting line of the points is the optimal moving path of
MDC.

5. Impact of CPS on Moving Path

The selection method of CPs changes and theMDC’s moving
pathwill change accordingly.On account of the fact thatmore
than one CPmay participate in path optimization, we need to
pick out the CPs that are the best location for optimization so
as to minimize the moving path.

As shown in Figure 8, the moving path of single CP is
drawn by solid line. Obviously, this path is not the shortest
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Figure 7: The regional division of optimum CP may stay in when
the cluster’s location presents concave side.
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Figure 8: Impact on the optimal path of more than one CP when
the cluster’s location presents convex side.

path. For example, choose any two points 𝐴11 and 𝐴21 from𝑆𝐴1 and meanwhile arbitrarily choose 𝐴12 from 𝑆𝐴2 and𝐴13 from 𝑆𝐴3. The Euclidean distance between two CPs is
denoted by 𝐴𝑚𝑖 𝐴𝑚𝑖+1. We have

𝐿 = 𝐴01𝐴02 + 𝐴02𝐴03 + 𝐴03𝐴04 + 𝐴04𝐴01,
𝐿 = 𝐴21𝐴12 + 𝐴12𝐴13 + 𝐴13𝐴04 + 𝐴04𝐴11.

(3)
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Figure 9: Impact on the optimal path of more than one CP when
the cluster’s location presents concave side.

From Figure 8, it can be found that 𝐴01𝐴02 > 𝐴21𝐴12,𝐴03𝐴04 > 𝐴13𝐴04, 𝐴04𝐴01 > 𝐴04𝐴11, and 𝐴02𝐴03 < 𝐴12𝐴13. The
bias of two paths is presented as

Δ𝐿 = 𝐿 − 𝐿. (4)

Then there are three cases, that is, Δ𝐿 > 0, Δ𝐿 = 0, andΔ𝐿 < 0. Thus, it is verified that some points that are not
included in the set (𝐴01, 𝐴02, 𝐴03, 𝐴04) can reduce the moving
path. That is to say, the path formed by selecting two CPs in
each cluster is shorter than the situation of selecting single CP.

Figure 9 is the case when the location of each cluster
presents concave side. With the similar verification process,
the conclusion is the same as the condition of convex side.

Also the number of clusters is extended to 𝑛; the per-
oration still works. Synthesize the above testing cases and
the reasoning process; the following theorem is obtained and
verified.

Theorem 6. For the arbitrarily placed 𝑛 clusters, under the
condition of internal communication between each of the
clusters, one has the solution that not all of 𝐴0𝑛 exists to obtain
smaller value of the function 𝑇 = ∑𝑛−1𝑖=1 𝐴𝑚𝑖 𝐴𝑚𝑖+1 + 𝐴𝑚𝑛𝐴𝑚1 (0 ≤𝑚 < 𝑁).

The specific proof of Theorem 6 is given as follows.

Proof of Theorem 6. (1) When 𝑚 = 0, the path formed by
single CP

𝐿 = 𝐴01𝐴02 + 𝐴02𝐴03 + 𝐴03𝐴04 + ⋅ ⋅ ⋅ + 𝐴0𝑛−1𝐴0𝑛 + 𝐴0𝑛𝐴01. (5)

(2) When 𝑚 is not complete to 0, the path formed by
multiple CPs

𝐿 = 𝐴𝑚1𝐴𝑚2 + 𝐴𝑚2𝐴𝑚3 + 𝐴𝑚3𝐴𝑚4 + ⋅ ⋅ ⋅ + 𝐴𝑚𝑛−1𝐴𝑚𝑛
+ 𝐴𝑚𝑛𝐴𝑚1 . (6)

When a single CP is chosen for each cluster, the length of
section 𝑛−1 and 𝑛 is defined as 𝑙𝑛−1 = 𝐴0𝑛−1𝐴0𝑛 and 𝑙𝑛 = 𝐴0𝑛𝐴01,
respectively. When the number of chosen CPs is more than
one, the length of section 𝑛 − 1 and 𝑛 is defined as 𝑙𝑛−1 =𝐴𝑚𝑛−1𝐴𝑚𝑛 and 𝑙𝑛 = 𝐴𝑚𝑛𝐴𝑚1 , respectively.

(1) When 𝑙1 and 𝑙𝑛 change, 𝑙1 → 𝑙1 and 𝑙𝑛 → 𝑙𝑛.
𝐿 = 𝐴01𝐴02 + 𝐴0𝑛𝐴01 +

𝑛−1∑
𝑖=2

𝐴0𝑖𝐴0𝑖+1,

𝐿 = 𝐴𝑚1𝐴𝑚2 + 𝐴𝑚𝑛𝐴𝑚1 +
𝑛−1∑
𝑖=2

𝐴𝑚𝑖 𝐴𝑚𝑖+1,

i.e.: 𝐿 = 𝑙1 + 𝑙𝑛 + 𝑛−1∑
𝑖=2

𝐴0𝑖𝐴0𝑖+1,

𝐿 = 𝑙1 + 𝑙𝑛 +
𝑛−1∑
𝑖=2

𝐴𝑚𝑖 𝐴𝑚𝑖+1 (𝑚 = 0) .

(7)

Three kinds of relationships may exist between 𝑙1 and 𝑙1:𝑙1 > 𝑙1, 𝑙1 = 𝑙1, and 𝑙1 < 𝑙1; meanwhile, between 𝑙𝑛 and 𝑙𝑛 the
following relationships also exist: 𝑙𝑛 > 𝑙𝑛, 𝑙𝑛 = 𝑙𝑛, and 𝑙𝑛 < 𝑙𝑛.
So the result of Δ𝐿 = 𝐿 − 𝐿 = (𝑙1 − 𝑙1) + (𝑙𝑛 − 𝑙𝑛) has three
conditions: Δ𝐿 > 0, Δ𝐿 = 0, and Δ𝐿 < 0. That is to say,𝐴𝑚𝑛 (𝑚 ̸= 0) exist to let the moving path of MDC be shorter.

(2)When 𝑙1+𝑙2 and 𝑙𝑛 change, 𝑙1+𝑙2 → 𝑙1+𝑙𝑛 and 𝑙𝑛 → 𝑙𝑛.
𝐿 = 𝐴01𝐴02 + 𝐴02𝐴03 + 𝐴0𝑛𝐴01 +

𝑛−1∑
𝑖=3

𝐴0𝑖𝐴0𝑖+1,

𝐿 = 𝐴𝑚1𝐴𝑚2 + 𝐴𝑚2𝐴𝑚3 + 𝐴𝑚𝑛𝐴𝑚1 +
𝑛−1∑
𝑖=3

𝐴𝑚𝑖 𝐴𝑚𝑖+1,

i.e.: 𝐿 = 𝑙1 + 𝑙2 + 𝑙𝑛 + 𝑛−1∑
𝑖=3

𝐴0𝑖𝐴0𝑖+1,

𝐿 = 𝑙1 + 𝑙2 + 𝑙𝑛 +
𝑛−1∑
𝑖=3

𝐴𝑚𝑖 𝐴𝑚𝑖+1 (𝑚 = 0) .

(8)

Three kinds of relationships may exist between 𝑙1 + 𝑙2 and𝑙1 + 𝑙2: 𝑙1 + 𝑙2 > 𝑙1 + 𝑙2, 𝑙1 + 𝑙2 = 𝑙1 + 𝑙2, and 𝑙1 + 𝑙2 < 𝑙1 + 𝑙2;
meanwhile, between 𝑙𝑛 and 𝑙𝑛 the following relationships also
exist: 𝑙𝑛 > 𝑙𝑛, 𝑙𝑛 = 𝑙𝑛, and 𝑙𝑛 < 𝑙𝑛.

So the result of Δ𝐿 = 𝐿 − 𝐿 = (𝑙1 + 𝑙2) − (𝑙1 + 𝑙2) + (𝑙𝑛 − 𝑙𝑛)
has three conditions: Δ𝐿 > 0, Δ𝐿 = 0, and Δ𝐿 < 0. That is
to say, 𝐴𝑚𝑛 (𝑚 ̸= 0) exist to let the moving path of MDC be
shorter.
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(3) In the same way, when 𝑙1 + 𝑙2 + 𝑙3 + ⋅ ⋅ ⋅ + 𝑙𝑛−1, 𝑙𝑛 change,𝑙1 + 𝑙2 + 𝑙3 + ⋅ ⋅ ⋅ + 𝑙𝑛−1 → 𝑙1 + 𝑙2 + 𝑙3 + ⋅ ⋅ ⋅ + 𝑙𝑛−1, 𝑙𝑛 → 𝑙𝑛.
𝐿 = 𝐴01𝐴02 + 𝐴02𝐴03 + 𝐴03𝐴04 + ⋅ ⋅ ⋅ + 𝐴0𝑛−1𝐴0𝑛

+ 𝐴0𝑛𝐴01,
𝐿 = 𝐴𝑚1𝐴𝑚2 + 𝐴𝑚2𝐴𝑚3 + 𝐴𝑚3𝐴𝑚4 + ⋅ ⋅ ⋅ + 𝐴𝑚𝑛−1𝐴𝑚𝑛

+ 𝐴𝑚𝑛𝐴𝑚1 ,
i.e.: 𝐿 = 𝑙1 + 𝑙2 + 𝑙3 + ⋅ ⋅ ⋅ + 𝑙𝑛−1 + 𝑙𝑛 = 𝑛−1∑

𝑖=1

𝑙𝑖 + 𝑙𝑛,

𝐿 = 𝑙1 + 𝑙2 + 𝑙3 + ⋅ ⋅ ⋅ + 𝑙𝑛−1 + 𝑙𝑛 =
𝑛−1∑
𝑖=1

𝑙𝑖 + 𝑙𝑛,

So Δ𝐿 = 𝐿 − 𝐿 = (𝑛−1∑
𝑖=1

𝑙𝑖 − 𝑛−1∑
𝑖=1

𝑙𝑖) + (𝑙𝑛 − 𝑙𝑛) .

(9)

Inequality∑𝑛−1𝑖=1 𝑙𝑖−∑𝑛−1𝑖=1 𝑙𝑖 has three kinds of relationships:∑𝑛−1𝑖=1 𝑙𝑖 − ∑𝑛−1𝑖=1 𝑙𝑖 > 0, ∑𝑛−1𝑖=1 𝑙𝑖 − ∑𝑛−1𝑖=1 𝑙𝑖 = 0, and ∑𝑛−1𝑖=1 𝑙𝑖 −∑𝑛−1𝑖=1 𝑙𝑖 < 0; between 𝑙𝑛 and 𝑙𝑛 the following relationships also
exist: 𝑙𝑛 > 𝑙𝑛, 𝑙𝑛 = 𝑙𝑛, and 𝑙𝑛 < 𝑙𝑛.

So the result has three conditions: Δ𝐿 > 0, Δ𝐿 = 0, andΔ𝐿 < 0. That is to say, 𝐴𝑚𝑛 (𝑚 ̸= 0) exist to let the moving
path of MDC be shorter.

Proof is completed.

6. Performance Evaluation

With the above theory analysis and basic testing, the selection
method of CPs can directly make the moving path of MDCs
change as well. Based on Theorem 6, the different situa-
tions are considered to evaluate the proposed determination
method of CPs. Meanwhile, the recovering performances of
WSNs with MDCs are compared and analyzed.

6.1. Testing Circumstance and Performance Indicators.
MATLAB R2012a is used as simulation platform for
performance evaluation. 100 nodes are randomly deployed
in a 100m× 100marea.Thenumber of clusters is chosen from
3 to 8 by using FCM clustering method. The communication
of each node in the same cluster is normal. The transmission
range of nodes and MDC is fixed as 10m.

Under the condition of forming the specified number of
clusters, two modes that choose two CPs (CTCP) in each
cluster and the IDM-KMDC[11] are compared.Asmentioned
in [11], themain idea of IDM-KMDC is to select a single CP in
each cluster after forming the assigned number of clusters and
then achieve path planning by using the minimum spanning
tree algorithm [23]. For clearly comparing the performances
of two different modes, the following two performance
indicators are used.

(1) Total Tour Length (TTL). Total tour length (TTL) reports
the total travel distance of the MDC. Since the motion relates
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4 5 6 7 83
The number of clusters

0

50

100

150

200

To
ta

l t
ou

r l
en

gt
h 

(m
)

Figure 10:The comparison of TTL for twomodes with 3–8 clusters.

Table 1: The variance of TTL.

Number of
clusters

TTL (m) TTL
decreasing
rate (%)

IDM-
KMDC CTCP

3 45.0 43.2 4.0
4 61.3 59.9 2.3
5 76.9 75.8 1.4
6 121.6 119.6 1.6
7 205.9 181.7 11.8
8 210.8 207.0 1.8

to the energy consuming, it reduces the lifetime ofMDC.The
minimum travel distance is an important design goal.

(2) Maximum Step Length (MSL). This metric reports the
longest distance thatMDCwill have tomake. IfMSL is larger,
it might take longer time for MDC to complete one tour to
collect all the data, which increases the data collection latency.
Therefore, it is desired to minimize MSL.

With the evaluation of CTCP, the performance of choos-
ing multiple CPs in each cluster is tested. The TTL and MSL
are also used to indicate the effect of number of CPs and
number of clusters in the following sections.

6.2. Two CPs for Each Cluster. With the testing circumstance,
the values of TTL for two modes are obtained and shown
in Table 1. For all the experiences, the number of clusters
is chosen from 3 to 8. The changing trend graph of TTL is
drawn in Figure 10. The different performances of CTCP and
IDM-KMDC for the maximum step length are compared in
Figure 11.

As shown in Table 1, with the CTCP, the total tour
length of MDC is reduced and the lifetime of MDC will be
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Figure 11:The comparison ofMSLwith different number of clusters.

Table 2: The variance of MSL.

Number of
clusters

MSL (m) MSL
decreasing
rate (%)

IDM-
KMDC CTCP

3 19.7 15.1 23.4
4 20.9 16.4 21.5
5 20.9 17.8 14.8
6 28.0 25.3 9.6
7 40.2 32.2 19.9
8 45.4 38.5 15.1

prolonged. When the number of clusters is increased from 3
to 8, similar results are obtained.The decreasing rates of TTL
are also given in Table 1.

The results of CTCP and IDM-KMDC for the total tour
length are shown in Figure 10. With the comparison results,
the CTCP can better restore the network connectivity in the
case of stationary speed.

As mentioned previously, the indicator of maximum step
length will directly show the data collection latency of MDC.
That is to say, the smaller MSL is, the better related method
is. From the results shown in Table 2 and Figure 11, the data
collection latency of CTCP is lower than IDM-KMDC, so the
networks are running faster.

6.3. Multiple CPs for Each Cluster. In Section 6.2, the mode
of CTCP obtained better performance with the indicators of
TTL andMSL. For the further study of effect of CPs, themode
of multiple CPs for each cluster is evaluated. The number of
CPs for each cluster is changing from 1 to 6, and the number
of clusters is increasing from 3 to 8.

As shown in Table 3, when each cluster chooses multiple
CPs, the TTLwill monotonically decrease with the number of

Table 3: The variance of TTL for multiple CPs.

Number of CPs
in each cluster

Number of clusters
3 4 5 6 7 8

1 45.0 61.3 76.9 121.6 205.9 210.8
2 43.2 59.9 75.8 119.6 181.7 207.0
3 43.2 59.9 75.8 116.4 179.3 202.4
4 43.2 59.9 75.8 116.4 178.4 200.8
5 43.2 59.9 75.8 116.4 178.4 200.8
6 43.2 59.9 75.8 116.4 178.4 200.8
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Figure 12: Total tour length as a function of clusters and CPs.

CPs increasing in each cluster.That is to say, since the selected
CPs in each cluster monotonically increase, the more optimal
path that is hidden in the clusters is found gradually until the
most optimal path is formed; that is, TTL becomes stable.

Figure 12 shows the TTL testing results and the similar
conclusion is seen: TTL monotonically decreases with the
number of CPs increasing gradually in each cluster. The
correction of the proposed method is also partly verified.
Meanwhile, according to the specific number of clusters,
the unnecessary calculation is avoided by choosing the
appropriate CPs for path planning.

6.4. Computing Cost Comparison. With the development of
WSNs and the growing requirements of industry area, the
number of nodes will be increased more and more fast. The
performance of computing cost will be a key index for real
applications.

For clearly testing the proposed determination method
of CPs, the computing costs of different numbers of CPs
and clusters are compared and listed in Table 4. With the
presented results, the computing cost is increased with the
number of CPs and the number of clusters. So it will be
very important to reduce the TTL for keeping the computing
cost in the accepted scope. Technically, the proposed deter-
mination method reduced the TTL of WSNs and indirectly
constrained the computing cost of all networks.
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Table 4: The comparison of computing cost(s).

Number of CPs Number of clusters
3 4 5 6 7 8

1 0.266 0.281 0.282 0.282 0.297 0.313
2 0.281 0.313 0.313 0.328 0.328 0.344
3 0.297 0.328 0.343 0.345 0.359 0.360
4 0.328 0.344 0.359 0.360 0.375 0.407
5 0.344 0.355 0.360 0.375 0.407 0.412
6 0.345 0.366 0.377 0.407 0.420 0.421

Through the above comparison of the different situations,
CTCP is more suitable for the WSN that suffers from large-
scale damage in the harsh environmental conditions. Also the
comparison results verify that when two CPs are chosen in
each cluster, the forming path is better than that of single CP.

7. Concluding Remarks

In order to deal with the problem of the disjoint WSN oper-
ating in harsh environment, the MDC method is introduced
to accomplish the data collection. By analyzing constraint
of the existing researches, the method of regional division
is proposed. The area in which the optimal CPs exist is
determined and its unified description of the form is given.
Meanwhile, the study results have verified that the TTL will
monotonically decrease with the increase of the number of
CPs in each cluster, and finally the TTL is tended to be stable.
The simulation comparison and testing results clearly showed
the correctness of the proposed method.

In the future, this work will focus on establishing the
experiment system model and empowering the invulnerabil-
ity of WSN and applying it to the industrial systems.
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We consider a community detection problem in a social network. A social network is composed of smaller communities; that is,
a society can be partitioned into different social groups in which the members of the same group maintain stronger and denser
social connections than individuals from different groups. In other words, people in the same community have substantially
interdependent social characteristics, indicating that the community structure may facilitate understanding human interactions
as well as individual’s behaviors. We detect the social groups within a network of mobile users by analyzing the Bluetooth-
based encounter history from a real-life mobility dataset. Our community detection methodology focuses on designing similarity
measurements that can reflect the degree of social connections between users by considering tempospatial aspects of human
interactions, followed by clustering algorithms.We also present two evaluationmethods for the proposed schemes.The firstmethod
relies on the natural properties of friendship, where the longevity, frequency, and regularity characteristics of human encounters
are considered. The second is a movement-prediction-based method which is used to verify the social ties between users. The
evaluation results show that the proposed schemes can achieve high performance in detecting the social community structure.

1. Introduction

Social community detection allows insightful investigations
into the network structure among social entities [1, 2].
Examining the organization of human networks may enable
the comprehension of social features that influence individual
behaviors and interactions between network nodes [3].

Social networks maintain a community structure [4,
5]; that is, human society can be segmented into different
social groups, in which the intragroup connections (the links
between people in the same group) are much more durable
and denser than the connections between individuals of
different groups. Members of the same social group tend
to have a strong degree of interdependence. They interact
more frequently and share correlated behavioral character-
istics with each other at the community level [6]. Since
unveiling the fundamental structure of human society can
help to understand individuals’ behavior as well as interac-
tions between people, community detection has become an
attractive research issue.

Mobile phones with powerful sensing functions have
become an integral part of most people’s lives. They offer
the ability to record contextual information related to daily
activities of users. Recently, researchers have been able to
exploit the functionalities of mobile phones to track individ-
ual behavior and gather sufficient data for analysis.

There have been several studies on social structure detec-
tion [7–13].However, those studies did not take into consider-
ation social similaritymeasurement [7–11] or only considered
the existence of social links between users [12, 13], rather
than taking the strengths of users’ social ties into account.
Although some studies considered the similarity metrics
between users [14–16], their main objective is to address the
data routing problem in delay-tolerant networks, focusing
on distributed community detection. In those works, due to
reliance on locally maintained information, each node may
obtain a different and partial community structure, rather
than obtaining a globally agreed social community structure
using the tempospatial context.
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On the other hand, for social community detection, in
this work, we focused on designing similarity measurements
that can reflect the strength of social ties between users
by considering tempospatial aspects of human interactions,
followed by clustering to obtain social groups of strong-
relationship users. We proposed two similarity metrics:
encounter-rate-based similarity (ERS) and encounters with
temporal correlations similarity (ETCS). These metrics are
used to identify the degree of human relations by examining
past user encounters. In ERS method, the frequency of
human encounters is used to derive social intimacy. In ETCS
method, both spatial and temporal factors of encounters are
used to assess the degree of social connections. For clustering,
the spectral algorithm and a self-organizing map (SOM) are
used to obtain social communities.

We also proposed to use two evaluation methods for
community detection schemes that take inspiration from
properties of human relationship. The first method is based
on friendship and utilizes natural characteristics of friendship
such as frequency, longevity, and regularity. As an additional
evaluation method, we developed a human mobility predic-
tion model that embeds the social structure obtained from
the community detection schemes. The prediction accuracy
reflects the meaningfulness of the employed social factors
(i.e., the level of interdependence between users in social
groups), which makes it a potential method to validate the
proposed community detection schemes.

In the friendship-based evaluation method, the results
showed that the proposed similarity measurements, ETCS
and ERS, can achieve higher performance than the eigen-
behavior-based method in terms of frequency, longevity,
and regularity. We observed that ETCS outperforms others
when the size (the number of members within a group) of
social groups is large. With a small group size, ERS can
gain higher performance than other methods. According
to the results of the movement-prediction-based evaluation
method, the schemes employing two proposed similarity
metrics also outperform the existing scheme with respect to
the prediction accuracy. The evaluation results also indicate
that using spectral clustering is more beneficial than using
SOM in the community detection schemes.

From the mobility dataset collected by human-carried
devices from real life, we extracted the necessary contextual
data for our work. Bluetooth-encounter records that describe
human interactions were used for social structure detection.
In the movement prediction-based evaluation method, the
cellular network trace, which is able to provide mobile users’
position information, is additionally employed.

Our main contributions are summarized as follows:

(i) In order to detect social communities, two social sim-
ilarity measurement schemes were proposed which
determine the level of social closeness between indi-
viduals based on encounter history. Tempospatial
aspects of human interactions were considered, and
both direct and indirect human interactions were
used to estimate social similarity between users.

(ii) Contextual data of human interactions and move-
ments were extracted from a real-life mobility dataset
for the analysis.

(iii) A friendship-based evaluationmethodwas developed
to validate the proposed social community detection
schemes, which is rooted in the natural properties of
friendship. The longevity, frequency, and regularity
characteristics of human interactions are taken into
account.

(iv) A movement prediction model was proposed as an
additional evaluation method. The proposed human
mobility predictionmodel uses the social community
information obtained from the community detection
scheme and the prediction accuracy indicates the
effectiveness of the community detection schemes.

The rest of this paper is organized as follows. Section 2
presents an overview of related works and a similarity mea-
surement method from existing studies. A description of the
dataset we used is given in Section 3. In Section 4, we propose
our community detectionmethodology.The humanmobility
predictionmodel we applied in this work will be explained in
Section 5. In Section 6, the evaluationmethods are described,
and we also present the results and a discussion. Finally, the
conclusion of this paper is given in Section 7.

2. Related Works

In this section,we first discuss the overviewof social structure
detection methods and compare those existing studies with
ours. Then, we introduce the eigenbehavior-based similarity
metric, which will be used to compare with our scheme.

2.1. Social Structure Detection. In this part, we present the
existing studies on detecting the organization of networks
that are related to our work. We also compare those works
with our approach.

Many studies on social structure detection are based on
graph clustering, which is the most common method for
uncovering community structure [7–11]. In graph clustering-
based methods, network is represented by a graph, which is
then partitioned into communities by using clustering tech-
niques. For example, the authors in [7] presented a divisive
graph clustering method. The social graph is first formed,
and the boundary edges, which are most likely to act as
intercommunity connections, are removed to obtain disjoint
communities. In [17], Ball et al. developed a statistical graph
clustering method by employing expectation-maximization
algorithm. As another example, Nguyen et al. [18] proposed
a graph clustering-based method to detect and monitor
the overlapping community structures in a dynamic mobile
network, where the network topology frequently changes.

Those studies differ from ours in that theymainly focused
on graph-partitioning algorithm, rather than measuring the
degree of social closeness between individuals. The major
objective of our work is to identify social groups of indi-
viduals with close social relations. Note that determining
the social similarity is essential in order to effectively detect
the network structure, since a community needs to be
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distinguished from another community based on the level
of social connections between individuals. In this paper, we
employ network users’ interaction history to derive social
intimacy.

There have been several studies that considered a social
similarity based on the contact history of nodes in networks.
For example, Daly and Haahr [12] determined a social simi-
larity and betweenness centrality metric, which they used in
order to detect nodes that belong to the same community and
to detect nodes that can facilitate communication between
different communities. Hossmann et al. [13] also examined
the significance of aggregated contacts to construct a social
graph. They took into account the observed encounters
between nodes in the past to estimate social connections.
Pandit et al. [19] studied the community detection problem
in the dynamic network. In order to detect a time-varying
community structure, the considered period is divided into
smaller time intervals. At each time interval, a temporary
social link is assumed to exist if two users are in spatial
proximity of each other. However, the metrics in those
studies only consider the availability (existence) of social
link between users by using threshold conditions of past
encounters, rather than representing the strengths of social
ties between users. In addition, the objective of [19] is to
capture the time-varying community structure and hence
they considered the spatial proximity at each time interval
to construct the social link, rather than taking into account
long-term human interactions as in our work.

In [20], Boston et al. proposed an algorithm for detecting
social groups based on Bluetooth traces. They employed the
frequency and duration of users’ meetings in order to group
users. A groupmeeting is defined as a meeting that involves a
set of more than two users, where all user pairs in the set have
pairwise meetings at the same time. Using the determined
group meetings, the user sets are identified. Then, threshold
conditions are used to remove the negligible sets with the
limited group-meeting frequency and meeting duration and
obtain user groups.

This work differs from ours in that they assumed that
social groups can be detected only by group meetings. In
contrast, in our work, users can belong to the same social
group without group meetings through indirect interactions
between users. Moreover, the objective of our work is to
find disjoint social groups (possibly leading to a large social
group), within which users have strong social relationship,
while, in their study, a usermay belong to a lot of small groups
depending on the group meetings the user attends.

A study that extensively uses real-life mobility traces to
analyze human social networks is eigenbehavior [21]. Eagle
and Pentland determined the affiliation of an individual
(which community he/she may belong to) by comparing
the social behavior distances (e.g., the number of Bluetooth
devices encountered) of that individual to different users who
are from predefined communities. However, the social close-
ness measurement in eigenbehavior only employed simple
context data. For example, they only counted the number
of past encounters of an individual, rather than considering
specific users that the individual encountered; that is, each
pairwise encounter has not been taken into account.

Even though the similarity methods in those studies
explored interaction history, compared to our method, they
do not take into full consideration the potentials of using
human encounters to reflect the social relation. Note that
the information of who was in contact with a specific user,
and specific temporal positions of those encounters, may
provide a meaningful social depiction of that individual.
Thus, taking into account those contextual data allows us to
enhance the estimation of social similarities between users. In
our scheme, we propose a new method to assess the degree
of social connections between individuals by considering
both temporal and spatial aspects of human interactions.
Those levels of social intimacy are represented by weighted
similarity values.

There are a few community detection schemes based
on each user’s local information [14–16, 22]. For instance,
Hui et al. [14] developed distributed community detection
schemes in which an individual node detects its own local
community. In order to estimate the relationships between
network nodes, they considered using contact duration and
the number of contacts in the past, which are correlated
to familiarity and regularity characteristics of human inter-
action. In [15], Bulut and Szymanski presented a metric to
evaluate a network node’s degree of motivation to meet in
order to share data with another node.Thismetric is based on
three natural properties of friendship: longevity, frequency,
and regularity in human-encounter history. Li and Wu [16]
defined the pairwise similarity metrics between individuals
that employed encounter frequency, the average and total
contact period, and the separation period between meeting
times. Williams et al. [22] examined a community detection
problem in the dynamic network. Based on the time-ordered
encounter graph constructed, each node focuses on deter-
mining the periodic-encounter communities (i.e., the groups
in which group members periodically encounter each other).
Then, locally obtained data are opportunistically exchanged
between nodes in order to the identify the global community
structure.

Those studies differ from our work in that each node
only uses the information that it locally maintains in order
to discover social communities. As a result, each node may
obtain a different andpartial community structure depending
on the information that it has, rather than obtaining the entire
community structure based on global data. Although nodes
may exchange their information on the network structure,
it is hard and costly to achieve the globally agreed social
community structure and fine-tune the social structure using
global data. We also note that using global data allows more
contextual information on human interactions. Moreover,
those studies did not provide a method to explicitly evaluate
the performance of community detection. Instead, they used
packet forwarding performance through trace-driven sim-
ulations, through which the community detection accuracy
needs to be inferred. In contrast, in order to evaluate the
performance of community detection, we propose to use two
methods, which are based on the natural properties of friend-
ship and humanmobility predictionmodel. To the best of our
knowledge, no studies have presented analyticalmethods that
evaluate community detection scheme by exploiting natural
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characteristics of human interaction, as we do in this paper,
based on analyzing real-life mobility traces.

2.2. Eigenbehavior-Based Similarity. In order to effectively
discover the social groups, social similarities between indi-
viduals need to be well-determined. Here, we introduce an
existing similarity measurement method called eigenbehav-
ior [21]. This method focuses on measuring the distance
between behavioral data.

Eagle and Pentland [21] presented a similarity metric
based on the behavioral distance between an individual in
society and a user in a predefined community. By measuring
and then comparing the distances between that individual
and different users in different communities, they inferred
to which community that person belonged. In a society of
users, there exist multiple communities, such as incoming lab
students, senior lab students, and business students. For each
of those communities, the authors formed a matrix of 𝑚𝑖 by
24 to represent community behavioral data. The number of
rows,𝑚𝑖, corresponds to the number of users in community 𝑖,
and each row vector corresponds to the behavioral data of an
individual user of the community. The 24 columns represent
24 hourly intervals of the day, and each row vector consists of
24 elements.The value of each element represents the average
number of users encountered [21] over the experiment period
at the corresponding hourly intervals.

In this paper, no given communities are assumed. There-
fore, the entire society for all users is considered. The
similarities between users were obtained using a principal
component analysis- (PCA-) based [23] technique. PCA is
widely used to identify patterns in data. Using PCA, a simpler
yet meaningful representation of data can be extracted. This
transformation is achieved through a linear combination
of the principal components (which are obtained from the
eigenvectors of the covariance matrix of data) so that most
of the variation present in the original data can be preserved.
In order to compare the behavioral data between individuals
to measure their similarities, PCA technique is employed to
characterize the society’s behavioral data. More specifically,
the social distance between individuals was determined,
presuming that each person did not have any prior knowledge
about the other’s social background. Rather than constructing
a different behavioral matrix for each community, only one
matrix of M by H was formed to represent all users, where𝑀 = ∑ 𝑚𝑖 equals the number of users and 𝐻 is the number
of hourly intervals in the current scheme. Given the fact that
vector Ψ is the average behavior of the society and Γ𝑗 is the
behavioral vector of person j, the deviation of an individual’s
behavior from the mean behavior will be Φ𝑗 = Γ𝑗 − Ψ. Then,
the covariance matrix is constructed based on the set of Φ𝑗
[21]:

𝐶 = 1𝑀
𝑀∑
𝑗=1

Φ𝑗Φ𝑇𝑗 = 𝐴𝐴𝑇, (1)

where 𝐴 = [Φ1, Φ2, . . . , Φ𝑀]. Here, the set of principal com-
ponents 𝑢1, 𝑢2, . . . , 𝑢𝐻 (defined as eigenbehaviors) is derived
from this behavioral covariance matrix. Based on these

eigenbehaviors, an individual’s behavior can be reconstructed
through the transformation below:

𝜔𝑗
𝑘

= 𝑢𝑘 (Γ𝑗 − Ψ) (2)

for 𝑘 = 1, 2, . . . , 𝐻. Generally, for this PCA-based method,
a lesser number h, where ℎ < 𝐻, of eigenbehaviors that
correspond to the h largest eigenvalues is sufficient to repre-
sent users [23]. After that, the reconstruction weight vector of
person j can be formed: Ω𝑗 = [𝜔𝑗1, 𝜔𝑗2, . . . , 𝜔𝑗

ℎ
]𝑇. As with Eagle

and Pentland [21], to determine social distance among users,
the Euclidean distance between their reconstruction weight
vectors is employed:

𝑑 (𝑗, 𝑚) = Ω𝑗 − Ω𝑚 , (3)

where 𝑑(𝑗, 𝑚) is the social distance between users j and
m, and Ω𝑗 and Ω𝑚 are the reconstruction weight vectors
of users j and m, respectively, in the society. The similarity
between users is regarded as the inverse of the distance and
can be inferred from distance using common transforming
techniques, such as Gaussian kernel [24].

3. The Dataset

In this paper, we use the MIT Reality Mining Dataset [25].
This real-life dataset consists of Bluetooth proximity traces,
cell tower logs, and communication and mobile application
logs that were gathered from more than 90 human-carried
devices during part of a school year in 2004. The people who
took part in this experiment were fromMIT, includingmedia
lab members and nearby Sloan Business School students.
Since they are in the same academic institute with related
positions, there may be many social connections between
them, thus implying a social community structure among
participants.

Participants in this experiment were given Bluetooth-
enabled mobile phones with preinstalled logging software.
For the purpose of capturing human interactions, these
phones scan the surrounding environment every fiveminutes
and record the list of Bluetooth devices in their proximity
with a corresponding timestamp. Since users were likely to
have their phones almost all the time during this study,
a Bluetooth trace can represent human encounters. Each
time a Bluetooth proximity log between mobile devices was
recorded, it was assumed to be an encounter between their
holders. In addition, because a real-life meeting can last
for a longer time than the interval of a Bluetooth scan, it
is worth noting that one meeting between users may not
be the same as one encounter. In our scope, a meeting of
userswas identified as a series of consecutive Bluetooth-based
encounters between them. Since theBluetooth scan interval is
fiveminutes, if two persons are in contact for fiveminutes, it is
recorded as two proximity events. Therefore, each proximity
event is assumed to be equivalent to 2.5 minutes of contact
between users [3].

Besides recording Bluetooth interactions between users,
this dataset also contains the cell tower traces that describe
the movements of users. In cellular networks, a mobile
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Figure 1: Number of Bluetooth-encounter traces, number of cell tower association traces, and number of participation days, in descending
order, for users in MIT Reality Mining Dataset.

phone’s service is available when it is located within the
coverage area of a cell tower. In general, it will be associated
with the nearest cell tower (with the strongest signal) from
its current location. Based on natural individual behaviors
we observed, a mobile user would move to multiple positions
through the day, and his/her connected cell changes accord-
ingly. Every time the device performs a new association
with a cell tower, the cell identifier and respective timestamp
are logged. Therefore, these traces could indicate symbolic
positions, each of which corresponds to the coverage of a
cell tower and is labeled with a unique ID. Given that the
range of a cell tower is around a few hundredmeters in urban
areas, using these traces can help to track user movement at
a tolerable resolution.

In the MIT Reality Dataset, there are 106 users in total
(there are 95 users who have actual data). For a better
representation of the social network, we select the set of

users who can provide useful data in our analysis. First, as in
the eigenbehavior study [21], in this work we only consider
data traces by graduate students, who are the majority of
participants. Some participants provide no data or a very
little amount of data. Thus, we need to select the users who
have reasonable amount of data that can represent his/her
mobility. Figure 1 shows the statistics obtained for users in
MIT dataset. As shown in Figure 1(a), there are 29 users
who have less than 1,000 Bluetooth-encounter traces over
the entire period (the mean value is 4,446). Similarly, 24
users have less than 10,000 cell tower traces as shown in
Figure 1(b) (the mean: 29,781), and 30 users have less than
60 participation days as shown in Figure 1(c) (the mean:
122). Based on the observation from Figure 1, we consider
those three thresholds for selecting users and obtained the
set of 58 users.Then, we determine the overlapping period in
which the selected users participated the experiment. Figure 2
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Figure 2: Participated duration of 58 selected users. Each bar represents the participation days between the date a user started and stopped
participating in the experiment. August 1, 2014, was the earliest date when user joined MIT experiment.

shows the participated duration of those 58 users. In order
to ensure the presence of selected users in the analysis, the
period from September 23, 2004, to December 7, 2004, is
considered (54 weekdays in total). We also noted that, during
the selected period, someusers’mobility data are not available
most likely due to device issues or occasional inactivity of the
user. Therefore, we exclude additional 15 users, who have no
Bluetooth encounter recorded for more than 20 days. Finally,
we obtained 43 users for analysis.

Figure 3 presents the distribution of the amount of
Bluetooth data collected from the chosen users during the
overlapping time period. According to our observations,
human social patterns are dependent on the time of day.
During the work day, especially from 09:00 to 18:00 on a
weekday, daily behaviors tend to bemore regular than at other
times. Moreover, as can be seen in Figure 3, the weekday
data account for most of the human interactions. It also

indicates that most available interactions happen in normal
office hours from 09:00 to 18:00. The fact that participants
are from the same educational organization can explain why
the recorded interactions are concentrated in those certain
periods. Based on the observation, in this work, we focused
on studying the data obtained on weekdays, from 09:00 to
18:00.

4. Social Community Detection

In this section, we present new schemes that partition the
society into smaller groups, inwhichmobile users have strong
intragroup relations. The scheme includes determining simi-
larities between users, followed by clustering.

The first step is to measure the social similarity between
mobile users. Based on the encounter history that reflects the
interaction between individuals, the degree of their closeness
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Figure 3: Distribution of the number of Bluetooth traces collected over days of the week and time periods of the day.

is estimated. Since these social similarities will be used as
the input of the clustering algorithm, their values need to be
measured rationally to ensure the final results of our analysis
scheme.

Unlike existing studies that rely on simple context [12, 13,
19, 21] or locally maintained data [14–16, 22], we consider
long-term global data of human interactions in order to
design similarity metrics that exploit more contextual infor-
mation for discovering the globally agreed social community
structure. Specifically, the information of who meets whom
and temporal positions of these contacts is used to estimate
social similarities between users. Furthermore, the proposed
similarity metrics are based on indirect human interactions
as well as direct human interactions.

We first present encounter-rate-based similarity (ERS)
and then describe encounters with temporal correlations
similarity (ETCS). In ERS, the frequency of encounters is
directly used to estimate the strength of social ties between
two specific users. In ETCS, both spatial and temporal factors
of encounters are considered using the encounters with
temporal correlations matrix (ETC matrix) that contains the
information of all users in the society.Moreover, in ETCS, the
social closeness between two specific users are determined
by their interactions with other members in the society.
Therefore, ETCS can be considered as an indirect interaction-
based similarity metric.

After the estimation of social intimacy, clustering is
performed to partition the society of human-carried nodes
into social groups, where the members of the same group
maintain close relations. The intragroup members are sup-
posed to have intimate interaction properties (e.g., high reg-
ularity and long-lasting meeting times), as well as correlated
behaviors (e.g., interdependent movement patterns). These
characteristics can be employed in the evaluation phase to
validate the proposed methods.

4.1. Similarity Measurements

4.1.1. Encounter-Rate-Based Similarity (ERS). In this method,
we estimate similarity based on the human-encounter rate.
In reality, people who often meet each other tend to have
a strong social link; thus, a higher encounter rate suggests
that these users have a closer relationship. Therefore, we
determine the pairwise similarity between two individuals
using the rate of encounters between them:

𝑤ERS (𝑗, 𝑚) = 𝑁𝑗,𝑚𝑇𝑗,𝑚 , (4)

where 𝑤ERS(𝑗, 𝑚) is the encounter rate between users j and
m, which is the ratio of 𝑁𝑗,𝑚 (the number of times person j
encountersm) to the number of their overlapping days, 𝑇𝑗,𝑚.

According to our observations, the obtained rate of
human encounters is not symmetric. There are many cases
in which the values of 𝑤ERS(𝑗, 𝑚) and 𝑤ERS(𝑚, 𝑗) are not the
same. The most probable reasons are asymmetric communi-
cations links and different Bluetooth logging times between
users. To facilitate the usage of the encounter rate value
as a similarity metric, which is the input for the further
step of a social structure detection scheme, normalization
is performed on those values. We use feature scaling to put
the pairwise encounter rate values within the interval [0 1].
Then, the pairwise similarity between persons j and m is
represented by the average of two values, 𝑤ERS(𝑗, 𝑚) and𝑤ERS(𝑚, 𝑗). As noted, the higher value in the ERS metric
indicates a closer pairwise relation between users.

4.1.2. Encounters with Temporal Correlations Similarity
(ETCS). Now, we introduce a new similarity measurement
method that is based on an encounter matrix, which
represents both the temporal and spatial aspects of the
pairwise human encounter.
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Table 1: Sample 𝑀 by (𝑀 × 𝑇 × 𝐿) ETC matrix. In this matrix, as an example, index 𝑛1 = 1 × 𝑇 × 𝐿 and 𝑛𝑀 = 𝑀 × 𝑇 × 𝐿. Column 𝑠𝑢𝑑V𝑏𝑤
corresponds to user 𝑢 during time interval 𝑤 of day V in the overlapping period.

𝑠1𝑑1𝑏1 𝑠1𝑑1𝑏2 ⋅ ⋅ ⋅ 𝑠1𝑑𝑇𝑏𝐿 ⋅ ⋅ ⋅ 𝑠𝑀𝑑𝑇𝑏𝐿𝑠 (1) 𝑎1,1 𝑎1,2 ⋅ ⋅ ⋅ 𝑎1,𝑛1 ⋅ ⋅ ⋅ 𝑎1,𝑛𝑀𝑠 (2) 𝑎2,1 𝑎2,2 ⋅ ⋅ ⋅ 𝑎2,𝑛1 ⋅ ⋅ ⋅ 𝑎2,𝑛𝑀⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅𝑠 (𝑗) 𝑎𝑗,1 𝑎𝑗,2 ⋅ ⋅ ⋅ 𝑎𝑗,𝑛1 ⋅ ⋅ ⋅ 𝑎𝑗,𝑛𝑀⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅𝑠 (𝑀) 𝑎𝑀,1 𝑎𝑀,2 ⋅ ⋅ ⋅ 𝑎𝑀,𝑛1 ⋅ ⋅ ⋅ 𝑎𝑀,𝑛𝑀

The ERS method attempted to estimate the social close-
ness between users by employing pairwise encounters. How-
ever, it only considered the rate of encounters, rather than
taking into account the time in which those encounters
occurred; thus, the temporal correlation is not utilized.
It is potential that embedding both temporal and spatial
aspects can be effective in determining the level of human
relationships.

We first create the encounters with temporal correlations
matrix (ETC matrix) for all users in the society. The over-
lapping period is segmented into many different days. In
order to facilitate identification of temporal factors of human
interaction, each daytime period is divided into smaller
intervals. We define 𝐿 as the number of time intervals in
a day. More specifically, given the daily period of concern
containing most human interactions, the daytime is split into𝐿 equal-sized time intervals. As noted in Section 3, we only
consider the daytime from 09:00 to 18:00, which is nine hours
long. If we choose a time interval of one hour, in each day
there are 𝐿 = 9 time intervals (e.g., time interval 1 is 09:00 to
10:00, time interval 2 is 10:00 to 11:00, and so on). Let T be the
number of days in the overlapping period, in which all users
are active almost all the time. After that, from 𝑀 users and𝑇 days, we construct 𝑀 by 𝑀 × 𝑇 × 𝐿 matrix representing
encounters between users during every time interval of the
overlapping period. Each of the 𝑀 rows corresponds to one
user. On the other hand, each individual in the society is also
associated with a block of 𝑇 × 𝐿 consecutive columns, and the
column blocks are formed following the order from user 1 to
user 𝑀. In every block, one column corresponds to one time
interval of one day during the overlapping period.

An element in the matrix displays the number of pair-
wise encounters between two individuals. The within-block
indexes of these columns indicate the temporal positions of
the encounters, starting at time interval 1 on day 1, and then
follow the order of real time to interval 𝐿 of day 𝑇. As can
be seen in the sample matrix in Table 1, the first block of𝑇 × 𝐿 columns corresponds to user 1. As we can see, it has the
start index as 1 and the end index as 𝑛1, which indicate two
temporal positions in the overlapping period: time interval
1 of day 1 and time interval 𝐿 of day 𝑇, respectively. For
instance, column index 2 is associated with user 1 at time
interval 2 on day 1, and, thus, the matrix element 𝑎𝑀,2 is
the number of times user 𝑀 encountered user 1 during time
interval 2 on day 1 of the overlapping period.

From this ETC matrix, we determine the social closeness
of users. As can be observed from the sample matrix, a row
vector of user j, which is denoted as 𝑠(𝑗), represents the
encounters between j and every other user in the society
(e.g., the row vector of user 2, 𝑠(2) = [𝑎2,1, 𝑎2,2, . . . , 𝑎2,𝑛𝑀]
represents the encounters of user 2 with every user from 1
to 𝑀). Therefore, we note that it can be useful to determine
the similarity between users i and j by comparing their
representative vectors that depict all interactions between the
entire society and each of them.

It should be emphasized that when we determine the
intimacy between users i and j by comparing row vectors𝑠(𝑗) and 𝑠(𝑖), the direct interactions between users 𝑖 and 𝑗
may not be profitable. If they meet each other many times,
the vector elements associated with user 𝑗 (corresponding
to column block 𝑗 in the matrix) in 𝑠(𝑖) that represent the
number of encounters between 𝑖 and 𝑗 will be filled with
values other than zero, while the corresponding elements
in 𝑠(𝑗), showing the times user 𝑗 encountered himself or
herself, will remain all zeros. Therefore, it is clear that the
number of direct encounters between two individuals is not
helpful in obtaining the similarity between them. Only their
interactions with other members in the society will be used
to measure their social closeness. Thus, the metric can be
regarded as an indirect interaction-based method.

We aim to evaluate the social closeness between indi-
viduals by measuring the distance of their social inter-
action vectors. The constructed ETC matrix is promising
in examining the relationships between users. However, in
general, human interactions between users are not available
in every time interval during a long overlapping period, and,
thus, their encounter data would be absent (represented by
elements with zeros in the matrix). Therefore, the Euclidean
distance-based approaches are not appropriate for determin-
ing similarity between users, because it is highly possible
that the matrix contains sparse data. Therefore, we measured
the social closeness between individuals based on cosine
similarity, which is efficient for sparse data because it will
ignore coabsences in its computation [26]. From the ETC
matrix, we compute the social similarity between individuals
as follows:

𝑤ETCS (𝑗, 𝑚) = 𝑠 (𝑗) ⋅ 𝑠 (𝑚)𝑠 (𝑗) ‖𝑠 (𝑚)‖ , (5)
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where𝑤ETCS(𝑗, 𝑚) is the similarity between users 𝑗 and𝑚 and𝑠(𝑗) and 𝑠(𝑚) are the row vectors of 𝑗 and 𝑚, respectively.

4.2. Clustering Methods. After determining the social sim-
ilarities between individuals, the next step is to uncover
the structure of the society. By using clustering algorithms,
mobile users are partitioned into social groups. In this paper,
we consider spectral clustering and self-organizing map.

4.2.1. Spectral Clustering. Spectral clustering [24] is a simple
and efficient algorithm that tends to outperform the tradi-
tional clustering approaches. In addition, this graph-based
method can transform pairwise similarity or distance into
neighborhood connections between network nodes.

First, the adjacency matrix in which elements represent
the local neighborhood similarities between individuals is
formed. This process maps the similarity or distance into
neighborhood relations between network nodes. The pro-
posed similarity metrics between users are transformed into
elements of the adjacency matrix.

In case of the eigenbehavior-based method, we use
the Gaussian kernel function [24] to obtain elements for
adjacency matrix 𝐴 from the behavioral distances between
users:

𝐴 (𝑖, 𝑗) = exp(− Ω𝑗 − Ω𝑚22𝜎2 ) = exp(− 𝑑2 (𝑖, 𝑗)2𝜎2 ) . (6)

Thematrix elements with value 0 indicate that there is no
link between users (except 𝐴(𝑖, 𝑖) = 0, ∀𝑖), while a value of 1
demonstrates the highest similarity.

In case of encounter-rate-based and encounters with
temporal correlations similarity methods, we directly form
the adjacency matrix since those proposed similarities can
represent the local neighborhood relationships, and their
values are already in a suitable interval.

Based on the adjacency matrix, we construct a Laplacian
matrix using the symmetric normalized technique [27].Then,
the set of eigenvectors of the Laplacian matrix is calculated.
Before clustering users into k groups, we represent users in a
lower-dimensional space, R𝑀×𝑘, which is formed by the first
k eigenvectors (eigenvectors that correspond to the k lowest
eigenvalues). The final step is to use 𝐾-means algorithm on
this data space, in which each row corresponds to a person
in the society, and we then obtain the social groups. Because
different initializations may give different results, we execute
the 𝐾-means algorithm multiple times and then choose the
result that minimizes the sums of within-cluster point-to-
centroid distances. Specifically, given clustering result 𝜙, let𝑆𝑖 be the set of data points of cluster 𝑖 among k clusters, and
let 𝜇𝑖 represent its centroid. Then, the result that minimizes
loss functionL(𝜙) is chosen, whereL(𝜙) = ∑𝑘𝑖=1 𝑑𝑖(𝜙), and𝑑𝑖(𝜙) = ∑𝑗∈𝑆𝑖(𝜙) ‖Ω𝑗 − 𝜇𝑖(𝜙)‖2.
4.2.2. Self-Organizing Map. In this paper, we also consider a
self-organization map (SOM). The SOM method is able to
discover clusters through the unsupervised training process
[28].

Technically, a SOM is an artificial neural network. The
SOM network is only made up of two layers: the input
layer (training data) and the output layer. Hereafter, the term
neural map will refer to the output layer of the SOM. The
typical topology of the neural map in a SOM is a grid. Each
neuron in the output layer is fully connected to each node
in the input layer. The number of nodes in the input layer
is identical to the dimension of an instance of input data. In
a SOM, each neuron has a spatial location and is associated
with a weight vector, which has the same dimension as the
input vector.

The training process of a SOM is carried out over
numerous iterations. First, the weight vector of each neuron
is randomly initialized. At each training iteration, a sample
is arbitrarily chosen from the input data set. After that, the
distance between input sample and neuron (represented by
a weight vector) in the map is computed. There are many
techniques for distancemeasurement, andEuclidean distance
is the most widely used for this operation. Then, the best
matching unit, a neuron where the weight vector is closest
to the current input sample, is identified. Next, the winner
determines the spatial neighbors on the grid of neurons that
will have to adapt their weight vector.

Here, before presenting the adaptation procedure of the
SOM, we describe the training parameters. Given the current
winning neuron, b, and its neighboring, k, the parameterℎ𝑏𝑘(𝑡), which is the neighborhood kernel centered on thewin-
ning neuron, reflects the influence of the distance between k
and b to the training rate of k. At iteration t, it is calculated as
follows:

ℎ𝑏𝑘 (𝑡) = exp(− 𝑟𝑏 − 𝑟𝑘22𝜎2 (𝑡) ) , (7)

where 𝑟𝑏, 𝑟𝑘 are coordinates of 𝑏 and 𝑘 in themap, respectively,
and 𝜎(𝑡) decreases with time 𝑡. Another parameter is 𝛼(𝑡), the
learning rate, which also declines with time.

In the adaptation step, each neuron among the winner
and its neighbors updates its own weight vector as follows:

𝑊𝑘 (𝑡 + 1) = 𝑊𝑘 (𝑡) + 𝛼 (𝑡) ℎ𝑏𝑘 (𝑡) [𝑋 − 𝑊𝑘 (𝑡)] , (8)

where 𝑋 is the input sample in the current iteration.
Based on (8), obviously, the winning neuron will have

the largest adaptation rate. Repeatedly, for each input vector,
the winning neuron is determined; then it and the nearby
neighbors update their weight vectors, according to the
procedure described above, until the algorithm converges.

For the purpose of determining the clusters over the input
data, a number of neurons in the network can be chosen that
is equal to the predetermined number of clusters.This choice
is practical in our scheme, since there are a limited number
of input samples (43 users). Individually, each neuron of the
SOM output layer becomes a cluster center. After the training
phase, a sample from the data set will bemapped to the cluster
where the center is closest to it.

We select our similarity measurement as the input data
for SOM clustering. Since a SOMuses Euclidean distance, the
encounters with temporal correlations may not be the most
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suitable candidate. Therefore, we use the encounter-rate-
based similarity as input for this clustering algorithm. Here,
each encounter-rate-based vector represents the interactions
of an individual with the entire society.More specifically, each
individual user is represented by anM-dimensional vector (in
our scheme,𝑀 = 43), inwhich the vector components are the
rates of encounters between that person and other members
of the society. Thus, by applying SOM, we aim to reveal the
relations between users by comparing their interactions with
others, similar to the interaction-based manner of ETCS.

5. Human Mobility Prediction Based on
Social Groups

After discovering the community structure, we use the
resulting social groups to predict human mobility. In this
section, first, we will explain how we process the raw traces
to extractmeaningfulmobility data. After that, the prediction
model will be presented, which embeds contextual features
from social-group-mates to infer the location of a given user.
Human mobility prediction accuracy will be used to validate
our proposed social community detection schemes.

5.1. Location Extraction. To indicate the location of a mobile
user, the MIT Reality Mining Dataset provides cellular
network-basedmobility data.The traces record the history of
cell tower IDs associated with a phone every time it changes
the cell towers. We use symbolic locations that correspond to
the associated cell tower at a certain time.

In this paper, we are interested in predicting human
movement patterns in the daytime period between 09:00 and
18:00 on weekdays, similar to the social structure detection
phase. Based on the raw cell tower log, we can determine
the period that a human-carried device is connected to a
particular cell tower. However, due to the nature of human
movement and signal fading, the time that a phone is
connected to the cell tower is volatile. In some cases, a phone
stays in a cell for a long time, while there are lots of other cases
where amobile device is only associatedwith a cell over a very
short period and switches to other cells rapidly. Therefore, by
using raw information, it is hard to identify accurate positions
of users for the purpose of modeling human movements.

In order to use appropriate location data, we split the
daytime period into smaller, equal-sized time slots, which
are suitable for capturing general mobility. For the time from
09:00 to 18:00, if we set time slot length 𝑡TS at 30 minutes,
then we will have 18 time slots in each day. During one time
slot, the phone may switch to many different cell towers. In
this study, the location of a mobile user in a given time slot is
considered to be the cell tower that accounts for the largest
amount of time in the time slot. We also denote threshold
ratio value 𝛼 for location extraction. In a time slot, the period
that a device is associated with the largest amount of time
location (i.e., the cell ID) needs to exceed 𝛼𝑡TS; otherwise, the
location of that mobile user is considered to be undefined. In
this paper,𝛼 is 0.3. Note that not every individual participated
in the experiment at a certain time; that is, some of themmay
have turned off their phones. It is also possible that mobile

Table 2: Contextual variables for location prediction.

Variable Description𝑌 Location of a given user𝑋1 Day of the week𝑋2 Time slot of the day𝑋3 Location of social-group-mate 1𝑋4 Location of social-group-mate 2⋅ ⋅ ⋅ ⋅ ⋅ ⋅𝑋𝑛+2 Location of social-group-mate 𝑛

devicesmay receive no cellular signal.The locations ofmobile
users in these situations are undefined and set to zero.

Based on this procedure, we obtained the location for
each mobile user in the society’s given time index. The
temporal position can be depicted by the time slot in the day
for the day of the week. The extracted temporal and spatial
positions of users were used as contextual data for the human
mobility prediction model.

5.2. Prediction Model. Our motivation for social structure
detection is to understand the behavior of individuals as well
as human interactions. Based on the social groups uncovered
through community detection schemes, the human behavior
like movement can be better understood. In general, there
are many contextual features that affect real-life human
movements [29]. In addition to the potential of embedding
temporal and spatial factors in mobility prediction [30], the
movement of people can be reflected by social relations.
We can potentially infer an individual’s movement pattern
by using contextual information on whom he/she has a
strong social link with. At a particular time, if provided the
locations of thosewho are closely related to a user, then, based
on that information, we can make predictions about user’s
whereabouts. For example, on Monday from 10:00 to 10:30,
if all social-group-mates of a given user are in the seminar
room, then it is highly probable that the user is also there for
a Monday meeting.

On the other hand, human mobility prediction can be a
useful evaluation tool for social community detection. Dif-
ferent social community detection schemes result in different
community structures. If the location of users is predicted
most accurately based on the social groups obtained by a
community detection algorithm, then that algorithm can
be considered the most appropriate one from among the
proposed methods. Therefore, movement prediction accu-
racy can be used as a validation method for social structure
detection schemes.

In this paper, we consider using Naı̈ve Bayes for human
mobility prediction. Since the objective of predicting human
movement is to evaluate the obtained social factors (com-
munity structures obtained by using the schemes described
in Section 4), we use the maximum likelihood estimation
approach due to its simplicity and effectiveness. As shown in
Table 2, to predict the location of a given user, we consider
the temporal factors, including day of the week and time slot
of the day. Regarding the social factors, we utilize location
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During this day, there are three encounters
and two meetings between i and j

A meeting may consist of
many consecutive encounters

Day 1
0

Day 2

Timeline

t1i,j

t1i,j

t2i,j

t2i,j

t3i,j

t3i,j

Day Ti,j

Figure 4: Example of the meeting history between person 𝑖 and person 𝑗 during the overlapping period of 𝑇𝑖,𝑗 days. 𝑡𝑥𝑖,𝑗 is the time interval
between meetings, and �̂�𝑥𝑖,𝑗 is the meeting time. Each shaded box represents one encounter.

information from social-group-mates of a given user to
predict his/her location. For instance, if the user belongs to
a group of five persons, then the locations of his/her four
group-mates will be used. In some exceptional cases from our
social community detection scheme, where a group consists
of only one user, the social factor will be ignored. Given
the contextual variables described in Table 2, the predicted
location of a user can be determined as follows:

𝑌predict = argmax
V

𝑃 (𝑋1 = 𝑥1 | 𝑌 = V)
⋅ 𝑃 (𝑋2 = 𝑥2 | 𝑌 = V) ⋅ ⋅ ⋅ (𝑋𝑛+2 = 𝑥𝑛+2 | 𝑌 = V)
⋅ 𝑃 (𝑌 = V) ,

(9)

where 𝑥1, 𝑥2, . . . , 𝑥𝑛+2 is the input attribute of contextual
variable 𝑋1, 𝑋2, . . . , 𝑋𝑛+2, and V is an element in the set of
possible values of 𝑌 (location of the given user).

We randomly select a part of the data as a training set
and use the rest as a test set to verify the prediction model.
In our model, we chose a training/test data ratio of 8 : 2,
which means the data from 38 randomly chosen days are
utilized in the training step, and data from the remaining
16 days are used to validate the prediction model. Due to
the variety of symbolic locations (cellular towers), the zero
observation problem can occurwhere conditional probability𝑃(𝑋𝑖 = 𝑥𝑖 | 𝑌 = V), ∀V ends up with a zero value
(i.e., the situation where the location of a social-group-mate
never appears in the training set). To avoid this problem,
the conditional probability is calculated following the Laplace
smoothing technique [31]:

𝑃 (𝑋𝑖 = 𝑥𝑖 | 𝑌 = V) = 1 + count (𝑋𝑖 = 𝑥𝑖 | 𝑌 = V)𝑘 + count (𝑌 = V) , (10)

where k is the total number of possible values of 𝑋𝑖.
One remaining issue for our prediction model is the

existence of undefined locations in the data due to turned-off
mobile devices, network connectivity problems, and frequent
changes in associated cells. Symbolic location 0 provides no
useful information on humanmobility or interaction; thuswe
remove contextual data that contains these meaningless loca-
tions. At a particular temporal position, if any spatial position
of a user or his/her social-group-mates is undefined, then the

data corresponding to this time duration are excluded from
our prediction model. Although the amount of validation
datamay be reduced, we intend to ensure themeaningfulness
of all input and output contextual variables.

6. Evaluation Results and Discussion

In this section, we present the performance analysis of the
proposed community detection schemes. We first describe
the friendship-based and movement prediction-based eval-
uation methods. Then, we discuss the evaluation results.

6.1. Friendship-Based Evaluation Method. The friendship-
based evaluation method is rooted in the natural character-
istics of human relationships. We aim to evaluate the social
community detection scheme by measuring the degree of
intragroup intimacy among society members. According to a
study in [15], human relations can be reflected by three basic
properties that define friendship; that is, the closeness of two
persons is recognized through the frequency, regularity, and
duration of their interactions. In the context of our work,
human interaction is represented by the encounter. Thus, we
estimate these characteristics based on the encounter history
between users. We define the metrics for each of the three
friendship properties.

Figure 4 illustrates a sample encounter history between
two persons. The first friendship property we consider is
frequency. We define the frequency metric between two
individuals as the ratio of the total number of encounters
between them to the total number of days in their overlapping
period.The pairwise frequencymetric between persons i and
j is calculated as follows:

Freq𝑖,𝑗 = 𝑁𝑖,𝑗𝑇𝑖,𝑗 , (11)

where 𝑁𝑖,𝑗 is the total number of encounters between 𝑖 and 𝑗
during their overlapping period of 𝑇𝑖,𝑗 days.

The second metric is regularity. The interaction between
two individuals is regular if they have consistent intermeeting
time intervals (i.e., small variance). Another consideration to
be taken is the time scale. Given the same variance value,
a larger scale of time intervals between two individuals’
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meetings indicates more regular interactions. Therefore, the
regularity between two persons can be measured as the
inverse of the index of dispersion [32] of their intermeeting
time intervals or the ratio of the mean to the variance of the
intermeeting time intervals in their overlapping period. That
is

Reg𝑖,𝑗 = 𝐸 (𝑡𝑥𝑖,𝑗)
Var (𝑡𝑥𝑖,𝑗) , (12)

where 𝑡𝑥𝑖,𝑗 is a time interval between two consecutivemeetings
of persons 𝑖 and 𝑗.

The third characteristic, longevity, is demonstrated by the
time length of the interactions between individuals. If, in
general, every meeting between two persons lasts for a long
time, that suggests they have a close relationship. We define
the metric of longevity as the mean time length of meeting
events between two persons:

Long𝑖,𝑗 = 1𝑛𝑖,𝑗
𝑛𝑖,𝑗∑
𝑥=1

�̂�𝑥𝑖,𝑗, (13)

where 𝑛𝑖,𝑗 is the total number of meetings between persons i
and j. Recall that the length of a meeting between persons i
and j is calculated as �̂�𝑥𝑖,𝑗 = 2.5 × 𝑁𝑥𝑖,𝑗minutes, where 𝑁𝑥𝑖,𝑗 is the
number of encounters corresponding to this meeting.

After we obtained those values for frequency, regularity,
and longevity, we take the average value to represent the pair-
wise relationship metric in order to eliminate the asymmetry
of the calculated metrics (e.g., the difference between Long𝑖,𝑗
and Long𝑗,𝑖, if it exists). Next, for each of the three metrics,
their values are normalized to the interval [0, 100]. Given
community detection scheme Z that partitioned the society
into k social groups, the overall performance of the social
structure detection method is calculated as follows:

rel (𝑍𝑘) = ∑𝑘𝑛=1∑𝑖,𝑗∈𝐺𝑛,𝑖 ̸=𝑗 𝑟𝑛 (𝑖, 𝑗)
∑𝑘𝑛=1 𝑅𝑛 , (14)

where overall relationship value rel(𝑍𝑘) corresponds to one
of the three friendship metrics above; 𝐺𝑛 is the set of users
in group 𝑛, 𝑟𝑛(𝑖, 𝑗) represents pairwise relationship value
between users 𝑖 and 𝑗 within group 𝑛, and 𝑅𝑛 is the number
of user pairs in group 𝑛.
6.2. Movement-Prediction-Based Evaluation Method. In Sec-
tion 5, we presented a prediction model that uses the results
obtained from social community detection schemes. The
prediction accuracy of the prediction model embedding
social factor is used for an evaluation metric. Here, the social
factor is extracted from the obtained social communities.
The high mobility prediction accuracy indicates that the
social-group-mates have strongly correlated behaviors, which
accordingly signifies a better community detection scheme.

Using the community detection scheme, the society is
partitioned into a given number of social groups. Suppose
that the society is partitioned into k social groups. Then, the
average prediction accuracy based on a social community

detection scheme 𝑍 (e.g., encounters-rate-based similarity
with spectral clustering) is determined as follows:

acc (𝑍𝑘) = ∑𝑀𝑖=1 true𝑍𝑘 (𝑖)∑𝑀𝑖=1 total𝑍𝑘 (𝑖) , (15)

where𝑀 is the number of individuals (𝑀 = 43 in this paper),
total𝑍𝑘 (𝑖) is the number of to-be-predicted cases for user 𝑖, and
true𝑍𝑘 (𝑖) is the number of correct predictions about user i.

Since the societymay be partitioned into various numbers
of groups, the overall prediction accuracy based on the social
factor of social community detection scheme 𝑍 is computed
as follows:

acc (𝑍) = ∑𝑘largest
𝑘=𝑘lowest

∑𝑀𝑖=1 true𝑍𝑘 (𝑖)
∑𝑘largest
𝑘=𝑘lowest

∑𝑀𝑖=1 total𝑍𝑘 (𝑖) , (16)

where 𝑘lowest and 𝑘largest, respectively, correspond to the small-
est and largest number of groups the society is partitioned
into.

In the prediction model employing Naı̈ve Bayes, we
recognize the most likely location to be the output for the
predicted location of a given user. In addition, we also
consider an extension by taking into account the secondmost
likely location. To be more specific, for every prediction, we
consider not only the location with the highest predicted
probability, but also the location with the second highest
probability.Then, in this extension, if the real to-be-predicted
location is identical to the most likely or second most
likely locations, we classify it as a correct prediction. Since
this modification probably enhances the capability of the
current prediction model, it can provide useful validation for
ourmovement-prediction-based social community detection
evaluation.

6.3. Results andDiscussion. We collected the results using the
proposed community detection schemes, ERS (encounter-
rate-based similarity) with spectral clustering, ERS with
SOM, and ETCS (encounters with temporal correlations
similarity) followed by spectral clustering. The results are
compared with the eigenbehavior-based approach.

6.3.1. Friendship-Based Evaluation Results. Figure 5 shows
the evaluation results of community detection schemes using
the friendship-based metrics, where the number of social
groups to be found varied between 4 and 10. In each case, the
overall values of longevity, frequency, and regularity metrics
were obtained.

As shown in Figure 5, ERS and ETCS with spectral
clustering show better performances than the eigenbehavior-
based method at detecting close relationships at the commu-
nity level.The eigenbehavior-basedmetric was outperformed
by these two similarity measurements in every friendship
property. The eigenbehavior-based similarity measurement
only considers the number of users that each individual
encountered, while ERS and ETCS embed a more specific
context of which users were in contact with him/her. The
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Figure 5: Overall friendship-based evaluation results returned from the community detection schemes.

less contextual information is the reason for the lower
performance of the eigenbehavior-based similarity method,
compared to the others.

As can be seen in Figure 5, ETCS with spectral clustering
outperforms other methods when the number of social
groups is fewer than eight. For example, when the number
of social groups is five, the scheme employing ETCS gains
35% in frequency, gains 15% in regularity, and gains 18%
in longevity, compared to the ERS with spectral clustering
scheme.This indicates that employing both the temporal and
spatial aspects of human interactions can result in better
estimations of their relationships.However, when the number
of social groups increases, this advantage fades, compared
with ERS. Note that if the number of social groups increases,

the sizes of the social groups decrease. When analyzing a
society of 43 users, if 𝑘 is larger than eight, the size of many
groups is reduced to only two or three members. In these
cases, the direct estimation from the human-encounter rate
can bemore efficient in revealing the relations of group-mates
than ETCS. Overall, when the size of social groups is small,
it is useful to use the ERS metric. When the sizes of social
groups increase, using the ETCS metric is more beneficial.

It is also worth discussing the performance comparison
of two clustering algorithms. In general, SOM can accurately
obtain the cluster structure of data when a sufficient data
amount is available. Recall that the number of clusters we
aim to identify can be up to 10, while the input only consists
of 43 instances. Given these input data, in our scheme,
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Figure 6: Movement-prediction-based evaluation results, where (a) shows the prediction accuracy based on the most likely location and (b)
displays the accuracy when we include the second most likely location to the prediction output.

SOM was required to train to map each cluster with a few
input instances. Due to the small-scale size of the data, the
training process of SOM may not be able to return the
precise mapping. Based on the observations from Figure 5,
spectral clustering shows better performance for our social
community detection schemes.

In the friendship-based evaluation results, three different
properties of a relationship show a similar trend. The per-
formance of different social community detection schemes
is analogous in these three cases. Furthermore, the overall
values for the friendship metrics increase when the society is
divided into a larger number of groups.This indicates that the
three properties of a relationship are highly related.Moreover,
if the society is divided into a larger number of social
groups, we can obtain higher friendship-based closeness
at the community level. In these cases, each social group
consists of a few of the socially closest friends; members of
the same group are usually in contact with each other, thus
having very high degree of social closeness.

6.3.2. Movement Prediction-Based Evaluation Results. Fig-
ure 6 shows the prediction accuracy of theNaı̈ve Bayesmodel
based on the proposed social community detection schemes
for four different cases when the number of social groups
changes to 6, 8, and 10 from 4. For movement prediction-
based evaluation, we selected ten different training/test sets
from the dataset, then collected the average accuracy over
those ten sets.

A similar pattern of evaluation results between the
most likely location and second most likely location can
be observed in Figure 6. Obviously, when the second most
likely location is incorporated into the predicted output, the
accuracy is higher.

As shown in Figure 6, the performance of the social com-
munity detection schemes changeswith different numbers for

k. When k is small, the ETCS with spectral clustering scheme
does not show remarkable performance, compared to other
schemes.

Note that when the society is partitioned into a small
number of social groups, k, the group size may be large (i.e.,
there can be a number of individuals belonging to the same
group). At a specific temporal position, some users’ locations
can be undefined. Recall that when evaluating the movement
of an individual, undefined location data about members of
his/her social group are removed from our prediction model.
Thus, for some cases, the amount of remaining contextual
data may be small for the validation of human movement.
Since with a larger k the size of social groups becomes
smaller, the impact of this issue is reduced, and, thus, the
evaluation is more reliable. In these cases, the amount of
validation data is satisfactory for assessing the performance
of the social factor-based prediction model. Therefore, the
results when the society is partitioned into a large number
of groups may better illustrate the capability of our model.
When the number of social groups is large, as can be observed
in Figure 6, the ERS with spectral clustering and the ETCS
with spectral clustering schemes display higher movement-
prediction-based performance than the other schemes. ERS
and ETCS metrics are better measurements of social close-
ness than eigenbehavior-based similarity in both friendship
properties and the mobility-dependency criterion.

As we can also see in Figure 6, similar to the friendship-
based evaluation, the scheme using SOM shows a low
performance compared to those utilizing spectral.

Figure 7 shows individual mobility prediction accuracy
when the society of mobile users is partitioned into 10 social
groups. The scheme employing ETCS outperforms the other
methods.The use of social factors based on this scheme gives
impressive individual prediction accuracy for most of the
users in the society.



Mobile Information Systems 15

5 10 15 20 25 30 35 40
0

20

40

60

80

100

User index

Pr
ed

ic
tio

n 
ac

cu
ra

cy
 (%

)
Most likely location case

Eigenbehavior-based w/ spectral

ERS w/ SOM − accuracy = 39.11%

ERS w/ spectral

ETCS w/ spectral

clustering − accuracy = 42.44% clustering − accuracy = 45.14%

clustering − accuracy = 49.88%

(number of social groups k = 10)

(a)

5 10 15 20 25 30 35 40
0

20

40

60

80

100

User index

Pr
ed

ic
tio

n 
ac

cu
ra

cy
 (%

)

Second most likely location case

Eigenbehavior-based w/ spectral

ERS w/ SOM − accuracy = 52.90%

ERS w/ spectral

ETCS w/ spectral

clustering − accuracy = 60.17% clustering − accuracy = 63.69%

clustering − accuracy = 65.56%

(number of social groups k = 10)

(b)

Figure 7: Individual accuracy of the social factor-based mobility prediction model when the number of social groups is 10.

As we can see in Figure 7, there are some cases
(when using social groups obtained from ERS with SOM
and eigenbehavior-based similarity with spectral clustering)
where individual prediction accuracy is extremely low; that
is, the social groups obtained from these two schemes are
not useful for the prediction model. In addition, the social
groups acquired by using these schemes are unbalanced. For
example, among the social groups obtained by the ERS with
SOM scheme, one group has the number of users at 15 (much
larger than groups that only consist of one or two members).
Similarly, using the eigenbehavior-based scheme, there is a
social group that consists of eight users while another group
has only one user; but it is not desirable to divide the society
into small partitions.

The results of the movement prediction-based evaluation
method indicate that, by embedding the social factor, we can
gain considerable prediction accuracy. In addition, the gain
is larger if the society is partitioned into a large number of
social groups. This is because if the size of a social group
can be reduced to a few members, then the group members
tend to be highly correlated in their movement decisions.
For instance, when the number of clusters is 10, the scheme
incorporating the ETCS metric can be employed to achieve
accuracy of 50% for the most likely location and more
than 65% when including the second most likely location.
That is followed by ERS with spectral clustering, which can
contribute prediction accuracy of 45% and 63%, respectively,
in these two cases.

As can be observed in Figure 7, mobility prediction
accuracy varies from user to user, thus implying that different
persons may have different levels of behavioral interdepen-
dence. Some persons seem to have less social dependence.
Using contextual information from the social-group-mates
to predict their movement results in limited efficiency. On
the other hand, the majority of users tend to have a high
level of social dependence in the mobility pattern, where
their movements can be more predictable by embedding the

social factor.Those results suggest that the social factor is the
potential feature in mobility prediction model.

It should be highlighted that there is a different tendency
in evaluation results between the movement prediction-
based and friendship-based metrics. In contrast to the
friendship properties method, even with a large k, using
the ETCS metric still maintains higher performance than
the ERS metric. The results suggest that, by embedding the
temporal factor of human interactions in measuring the
social closeness between people, the behavioral dependencies
are better reflected in the similarity metric. In general, if
two persons have an abundant pairwise encounter history,
their relationship can be reflected in large values of friendship
property metrics, but it may not always imply high depen-
dency between their behaviors. As an example, we consider
a case where three users (A, B, and C) belong to the same
organization, and each of them has social relationships with
the others. In our example, A and B are teammates, while A
and C are personal friends, but they work in different teams.
Because there is a personal relationship between A and C,
they usually spend timewith each other.Thus, compared to A
and B, A and C may have higher friendship property metrics
values. The fact that A and B are socially close (from the
same team) signifies that they have a correlated daily work
routine. Therefore, although the two social friends, A and
B, may have smaller values in friendship-based metrics than
the two personal friends, A and C, the degree of behavioral
dependency (e.g., inmovement) between A and B is probably
higher. The similarity measurement that examines human
interactions considering both temporal and spatial aspects
will be effective in detecting the members of a social group
who are strongly interdependent in movement patterns.

7. Conclusion

In this paper, we investigated social network structure focus-
ing on the community detection issue. Our objective is
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to determine social groups among individuals in human
society. We used a real-life mobility dataset with interac-
tions between people that are represented by Bluetooth-
based encounters, as well as human movement data derived
from cellular network traces. This contextual information
allows us to examine the communities within a society of
mobile users. We introduced methods that measure social
similarity between individuals by analyzing human contact
history. By applying social community detection schemes,
we partitioned the society into social groups of users. We
also proposed evaluation methods that employ friendship
properties and mobility dependence between people.

The performance results demonstrated that ETCS and
ERS methods outperform the eigenbehavior-based similarity
measurement. The friendship-based evaluation results show
that ERS is better than ETCS when the size of social groups
is small. On the other hand, the ETCS method gives better
performance when the sizes of social groups increase. In the
movement prediction-based criterion, the scheme employing
ETCS dominates other methods. We also found that the
graph-based spectral algorithm is better than SOM in social
structure detection.

We explored the potential in employing temporal and
spatial aspects of human interactions to the similarity metric,
especially in determining behaviorally dependent persons.
We found that a social factor-based on which people are
socially intimate with one another is a promising contextual
feature in modeling human movement patterns. The evalua-
tion results also suggest that partitioning society into a large
number of social groups increases the degree of behavioral
interdependence and friendly intimacy between individuals
at an intragroup level.

Based on the proposed schemes, we can determine
the social groups of the users with close relationships and
interdependent social characteristics, thus enhancing an
understanding of the system of interactions and behaviors in
human society. Being able to identify these social structures
can facilitate further application of collaborative networks,
such as urban data mining and social-based opportunistic
data routing.

It is worthwhile noting that in this work a closed com-
munity where people have long-term affiliations and similar
social backgrounds was considered. However, the type and
size of community can affect the results of the proposed
community detection schemes. As a future study, we plan to
consider various community types and sizes and their effects
on the performance of the proposed schemes and extend the
schemes accordingly.
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