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We are pleased to announce the publication of the special
issue focusing on security and privacy in emerging wireless
networks. In the near future, a myriad of new wireless
technologies will be deployed, including but not limited to
cyberphysical systems, IoT communications, 5G technology,
content centric networks, and body area sensor networks.
With all these technologies being applied to our daily lives,
we will become increasingly dependent on wireless networks
as we enter into the future. Although these emerging wireless
networks have attracted much research effort, the security
issues of these networks have not been adequately studied. As
multiple wireless technologies proliferate, there are new chal-
lenges in securely accessing these networks with guaranteed
privacy protection. In summary, the subjects around security
and privacy in emerging wireless networks are unexploited
and unexplored topics that are in need of more intense
interest and research from both academia and the industry.
This special issue gained the interest of researchers from all
over the world and our editorial team, consisting of four
renowned researchers in this field, has selected twelve articles
for publication.This includes security and privacy protection
in IoT system, mobile cloud, smart phone, smart city, content
centric network, and body area networks.

The paper titled “Performance Evaluation of Crypto-
graphic Algorithms over IoT Platforms and Operating Sys-
tems” studies the time and energy benchmarks of symmetric
primitives of different platforms and operating systems in IoT
system, which is important and fundamental to a successful
deployment of IoT systems.

The paper titled “An Efficient Context-Aware Privacy
Preserving Approach for Smartphones” makes attempt to
achieve a context-aware privacy preserving for smartphone.
The proposed solution considers both active defense policies
available on smartphones and the temporal correlations
between contexts related to users, to achieve an efficient user
privacy protection.

The paper titled “A New Digital Watermarking Method
for Data Integrity Protection in the Perception layer of IoT”
investigates the problem of embedding watermarks in data
collected in an IoT system so that a lightweight data integrity
protection is realized.

The paper titled “Secure and Privacy-Preserving Data
Sharing and Collaboration in Mobile Healthcare Social Net-
works of Smart Cities” studies how to achieve secure and
privacy-preserving data sharing in mobile healthcare social
network. Particularly, the paper realizes secure and fine-
grained data sharing with attribute-based encryption and
identity-based broadcast encryption techniques.

The paper titled “Co-Check: Collaborative Outsourced
Data Auditing in Multicloud Environment” focuses on the
collaborative outsourced data auditing problem in a mul-
ticloud environment. The proposed solution is based on
Boneh-Lynn-Shacham signature and homomorphic tags, and
its performances are evaluated through experiments and
theoretical analysis.

In the paper titled “NFC Secure Payment andVerification
Scheme with CS E-Ticket,” the security of near field commu-
nication (NFC) is studied. The proposed security protection
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scheme uses CS E-Ticket and offline session key generation
and distribution technique to prevent major attacks targeting
NFC.

The paper titled “Efficient Asymmetric Index Encapsula-
tion Scheme for Anonymous Content Centric Networking”
designs the asymmetric index encapsulation (AIE) to enable
a router to test whether encapsulated packet header matches
the token without learning anything else about them; there-
fore, secure communications in content centric networking
are proposed.

The paper titled “Location Privacy Leakage through
Sensory Data” discovers that it is possible to infer a mobile
user’s location information through the data collected from
embedded sensors on a mobile device. The proposed attack
makes use of the dynamic time warping and hidden Markov
model to pinpoint a user’s location.

Thepaper titled “Privacy Preserved Self-Awareness on the
Community via Crowd Sensing” proposes a strategy to allow
users to obtain some results over their personal data in a
crowd sensing system, while preserving the privacy of these
data.

The paper titled “SCPR: Secure Crowdsourcing-Based
Parking Reservation System” focuses on the security protec-
tion of a crowdsourcing-based parking reservation system.
The proposed SCPR uses pseudonyms, instead of real identi-
fiers, to authenticate drivers so that user’s privacy is protected.

The paper titled “A Survey on Secure Wireless Body
Area Networks” summarizes the state-of-the-art solutions to
secure wireless body area network.The paper provides a valu-
able literature review of security wireless body area networks
and is considered as a good reference for researchers who are
interested in this field.

The paper titled “Research on Secure Localization Model
based on Trust Valuation in Wireless Sensor Networks”
proposes a new secure localization service in wireless sensor
network. In this paper, a trust based localization model
is provided with resistance to various types of attacks, for
example, spoofing and Sybil attacks.

We are confident that this special issue will advance the
understanding and research of security and privacy in various
emerging wireless networks.
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With the increasing demand for ubiquitous connectivity, wireless technology has significantly improved our daily lives. Meanwhile,
together with cloud-computing technology (e.g., cloud storage services and big data processing), new wireless networking
technology becomes the foundation infrastructure of emerging communication networks. Particularly, cloud storage has been
widely used in services, such as data outsourcing and resource sharing, among the heterogeneous wireless environments because
of its convenience, low cost, and flexibility. However, users/clients lose the physical control of their data after outsourcing.
Consequently, ensuring the integrity of the outsourced data becomes an important security requirement of cloud storage
applications. In this paper, we present Co-Check, a collaborative multicloud data integrity audition scheme, which is based on BLS
(Boneh-Lynn-Shacham) signature and homomorphic tags. According to the proposed scheme, clients can audit their outsourced
data in a one-round challenge-response interaction with low performance overhead. Our scheme also supports dynamic data
maintenance. The theoretical analysis and experiment results illustrate that our scheme is provably secure and efficient.

1. Introduction

With the increasing demand for ubiquitous connectivity,
wireless technology has significantly improved our daily lives.
Meanwhile, together with cloud-computing technology (e.g.,
cloud storage services and big data processing), heteroge-
neous wireless networking technology has become a foun-
dation infrastructure widely adopted by emerging commu-
nication networks, for instance, IoT (Internet of Things), C-
RAN (cloud radio access network), and body-area network,
as shown in Figure 1. Particularly, the cloud storage technique
has been widely used in services, such as wireless data
outsourcing and resource sharing, thanks to its convenience,
low cost, and flexibility. Nowadays, online service providers,
such as Amazon and Baidu, operate large data centers and
offer unlimited storage capacity for users, relieving their
burden of local data management and maintenance [1, 2].
In addition, cloud storage enables universal data access in
any place. However, users lose the physical control of their

outsourced data, while the cloud storage service provider
is not always trustworthy. Dishonest service providers may
conceal the fact that users’ data have been damaged due to
some misoperations or unexpected accidents. Even worse,
malicious service providers also may delete the data seldom
accessed by users to gain more benefits. How to ensure the
integrity of their remotely outsourced data becomes a serious
concern for users selecting cloud storing services.

Traditional data integrity verification solutions [3, 4],
which are based on hash functions and digital signatures,
are impractical to audit cloud data remotely due to their
unacceptable communication and computational overhead
to retrieve the outsourced files. To check the remote data
integrity effectively without retrieving the whole outsourced
document, Ateniense et al. presented the first probabilistic
verification model called provable data possession (PDP)
based on homomorphic cryptography algorithm and sam-
pling techniques [5]. Taking the public verifiability into
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Figure 1: Overall architecture of the multicloud based heterogeneous wireless network.

account, Ateniense et al. improved their approach [6]; Wang
et al. also proposed a publicly verifiable cloud data audition
scheme that supports dynamic data maintenance by using
Merkle Hash Tree data structure [7]. Juels et al. introduced
error correcting coding techniques and proposed Proof of
Retrievability (POR) mechanisms to audit cloud data and
ensure data correction if data corruption happened.

Most of these previousworksmainly target the problemof
data integrity audition in a single-cloud storage environment
rather than a heterogeneous cloud infrastructure that col-
laborates multiple internal (private) and/or external (public)
cloud resources [8, 9]. In the multicloud environment, users
split their data, duplicate file blocks, and outsource them to
different CSP (Cloud Service Provider) servers.The solutions
above cannot enforce the data integrity checking efficiently in
such an environmentwhere data spread overmultiple servers.
Aiming at this problem, Zhu et al. propose a cooperative
provable data possession (CPDP) scheme [8, 10] in the
multicloud environment. However, in the CPDP scheme, the
security parameter 𝜋 is independent of other parameters;
and thus servers can bypass the authentication by forging

the parameter 𝜋 in the response sequence. Moreover, in
the process of third-party public verification, the third party
needs to know where every data block is exactly stored. It
poses a threat to users’ data storage privacy and increases the
operation overhead for the third auditing party to maintain
the storing state of file blocks.Moreover, besides the effective-
ness, efficiency is also a significant concern for a data integrity
auditing solution in the multicloud storage environment.

In this paper, we present Co-Check, a collaborative
multicloud data integrity audition scheme, which is based
on BLS signature and homomorphic tags. According to
proposed scheme, users can audit their outsourced data in
one challenge-response interaction with low communica-
tion cost. Our scheme also enables public verification and
supports dynamic data maintenance that users can modify
and delete the data with low performance overhead. The
contributions made by this paper are summarized as follows.

(i) We propose an effective collaborative multicloud
data audition scheme enabling users to conduct
data integrity checking among multiple CPS server
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Figure 2: Multicloud based data storing for wireless communication systems.

simultaneously in one-round challenge-response pro-
cedure.

(ii) The audition procedure of our scheme is stateless and
supports unlimited challenge-response interactions.
Moreover, the proposed scheme supports dynamic
data maintenance efficiently.

(iii) We prototype our scheme and conduct system evalu-
ation. The theoretical analysis and experiment results
illustrate that our scheme is provably secure and
efficient.

Paper Organization. The rest of this paper is organized as
follows. Section 2 describes the security goals, system model,
and the overall architecture of our approach; Section 3
presents the collaborative multicloud data integrity audition
scheme; in Section 4, we make the theoretical analysis and
evaluate our protocol on security and performance aspects;
Section 5 discusses the related work; and Section 6 concludes
the paper.

2. Approach Overview

2.1. System Framework. As shown in Figure 2, the general
multicloud storage system includes three types of network
entities.

(i) Client (orUser). (We use the term user and client exchange-
ably in this paper.) Clients outsource data to reduce local
storage overhead and make use of the computation resources
provided by the cloud service providers inmulticloud storage
system.

(ii) Cloud Service Provider (CSP). CSPs that possess a large
quantity of hardware and software resources are clustered to
provide remote data storing services. We assume that there
is an organizer in the CSP cluster, a mediation node that
interacts with users and other CSPs.

(iii) Third-Party Authority (TPA). TPA is an optional entity
being partially trusted in the multicloud scenario.

In the multicloud storage system shown in Figure 2, the
user splits her/his documents into several file blocks. The
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Figure 3: Collaborative data integrity audition procedure.

file blocks will distribute the cloud storage servers deployed
by different cloud service providers. In addition, to promote
the access efficiency and ensure the data retrievability, users
might also duplicate the file blocks and spread the copies to
several cloud servers.

2.2. Challenges and Goals. As the CSPs in the multicloud
system cannot always be trustworthy, it is necessary for
users to establish the integrity audition mechanism that
ensures their outsourced data are stored correctly without
unauthorized access by CSP servers or other entities. Tomake
the auditionmore efficient, another challenge of data integrity
audition in themulticloud environment is to conduct parallel
checking, which means verifying the integrity of block files
stored in different CSP servers simultaneously. Moreover,
supporting securely dynamic maintenance is also a major
concern of the multicloud data audition.

Aiming to address the above challenges, the goal of this
paper is to propose an effective multicloud data integrity
audition mechanism satisfying the following requirements.

(i) Correctness: benign servers will prove themselves
successfully and none of the misbehaved servers can
bypass the checking.

(ii) Batch verification: the client can simultaneously ver-
ify the integrity of the file blocks distributed in
different CSP servers without retrieving the file.

(iii) Stateless and unbounded checking: the audition pro-
cedure is stateless and supports unlimited challenge-
response interactions.

2.3. Collaborative Data Integrity Audition Model. Our col-
laborative data audition model consists of three stages as
we defined in our preliminary version [11]: initialization,
challenge-response, and integrity checking. Motivated by the
sampling technique introduced by Ateniese et al. [5], users
split their files and distribute the file blocks among the cloud
service providers (CSPs) in initialization and preprocessing
stage. Meanwhile, users keep the corresponding metadata
for the future audition. Here we use BLS signature to create
the homomorphic tags due to its homomorphic property.
Instead of retrieving the whole file to verify its correctness,

in stages II and III, users generate the challenges for audition
by using parts of the metadata restored at the client side
to prompt the audition efficiency and ensure that malicious
CSPs cannot bypass the check with a high confidence rate.
Additionally, our scheme also designates a subprocedure to
support dynamic maintenance.The procedure of our scheme
is shown in Figure 3.

(1) Stage I: Initialization and Preprocessing. Stage I consists of
steps (1)-(2) in Figure 3. In step (1), the user selects system
parameters and generates keys for BLS algorithm used in
the successive steps. Meanwhile, the user splits the file 𝐹
into file block set and each file block 𝑚𝑖𝑗 consists of several
file sectors. Then the user computes the homomorphic tags𝜎𝑖𝑗 corresponding to the file sectors. After preprocessing the
outsourced file, the user distributes the file blocks with the
metadata for audition into the cloud servers belonging to the
different CSPs and keeps the secret parameter locally.

(2) Stage II: Challenge-Response. Stage II includes steps
(3)–(6) in Figure 3. When the user wants to audit her/his
outsourced file, she/he computes a challenge sequence cor-
responding to the file blocks under test. The user sends orga-
nizer to the challenge sequence and organizerwill forward the
challenges to the aimed CSP servers that contain the user’s
file blocks. CSP servers calculate and return their proofs to
organizer. Organizer aggregates the proof received and sends
the corresponding answer to the user.

(3) Stage III: Integrity Checking. Based on the received
response from organizer, the user verifies the data integrity
in step (7) shown in Figure 3. If data are stored correctly, the
algorithm outputs “TRUE”; otherwise, it outputs “FALSE,”
which means that there exist misbehaved CSP servers.

DynamicMaintenance.When users need to conduct dynamic
operations on their outsourced data, they recreate tags
corresponding to the new file sectors and send them to the
organizer for updating.

All the symbols used in this paper are listed in Notation.
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3. Collaborative Multicloud Data Integrity
Audition Scheme

In this section, we present our collaborative multicloud
data integrity audition scheme in detail. The notations and
concepts employed in our work are illustrated below.

(i) 𝜋 = (𝑝, 𝐺, 𝐺𝑇, 𝑒, 𝑔) is the system parameter. 𝑝 is a big
prime number and is the order of the cyclic group 𝐺;𝑒 : 𝐺 × 𝐺 → 𝐺𝑇 is a nondegenerate bilinear map. 𝑔 is
the generator of 𝐺.

(ii) 𝑙 is the number of the CSPs, and the CSP set is
represented as {CSP1,CSP2, . . . ,CSP𝑙}.

(iii) 𝐹 is user’s file and 𝐹𝑛 is the file name. The file 𝐹
is separated into 𝑛 blocks, each of which contains 𝑠
sectors, 𝐹 = {𝑚𝑖𝑗}𝑛×𝑠, where𝑚𝑖𝑗 ∈ 𝑍𝑝.

(iv) 𝑄 is the challenge generated by users.
(v) 𝐻 : {0, 1}∗ → 𝐺 is a hash function.

As shown in Figure 3, our scheme includes three entities,
a user, CSP servers, and an organizer, which is also one of the
CSP servers. The integrity checking scheme is fulfilled by the
following eight steps.

Step 1 (user setup).

(1) KeyGen: 𝐾𝑒𝑦𝐺𝑒𝑛(1𝜆) → {sk, pk}.
The user selects secure parameter 𝜆 and system
parameters 𝜋 and𝐻. She/he randomly selects an 𝛼 ∈𝑍∗𝑝 as the private key. The public key is V ← 𝑔𝛼 ∈ 𝐺.
Then the user gets pk = {V, 𝑔}, sk = {𝛼}.

(2) File preprocessing: 𝐹 → {𝑚𝑖𝑗}𝑛×𝑠.
The user splits the file 𝐹 into 𝑛 blocks, each of which
contains 𝑠 parts. The file 𝐹 is represented as follows:

𝐹 =
[[[[[[
[

𝑚1𝑚2...
𝑚𝑛

]]]]]]
]
=
[[[[[[
[

𝑚11 𝑚12 ⋅ ⋅ ⋅ 𝑚1𝑠𝑚21 𝑚22 ⋅ ⋅ ⋅ 𝑚2𝑠... ... ⋅ ⋅ ⋅ ...
𝑚𝑛1 𝑚𝑛2 ⋅ ⋅ ⋅ 𝑚𝑛𝑠

]]]]]]
]
, 𝑚𝑖𝑗 ∈ 𝑍𝑝. (1)

We assume that num𝑖 (𝑖 = 1, . . . , 𝑛) is the total
number of copies corresponding to each data block𝑚𝑖 (𝑖 = 1, . . . , 𝑛) stored in different CSPs, and 𝑉𝑖 (𝑖 =1, . . . , 𝑛) represents how many times each data is
updated.The initial value of𝑉𝑖 (𝑖 = 1, . . . , 𝑛) is 0 for all
the elements. We use 𝜒𝑖 = 𝑖 ‖ num𝑖 ‖ 𝑉𝑖 (𝑖 = 1, . . . , 𝑛)
to represent it. ‖ represents concatenation.

(3) TagGen: 𝑇𝑎𝑔𝐺𝑒𝑛(sk, pk, 𝐹) → {𝜎}.
The user randomly selects 𝑠 parameters 𝑢1, . . . , 𝑢𝑠 ∈ 𝐺
and computes the tags 𝜎𝑖𝑘 ← (𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖𝑉𝑖) ⋅ ∏𝑠𝑗=1𝑢𝑚𝑖𝑗𝑗 ))𝛼 for 𝑘 = 1, . . . , num𝑖 corresponding
to each data block 𝑚𝑖 (𝑖 = 1, . . . , 𝑛) and thus the set
of all tags is obtained. As shown in Figure 4, 𝑚𝑖 (𝑖 =1, . . . , 𝑛) represents data blocks from the file; each

u1 u2

· · ·

· · · · · ·

· · ·

· · ·

· · · us

↓ ↓ ↓ ↓

→

→

→

→

m1 :

m2 :

...
...

...
...

...
...

...
...

...

mn :

11 12 1mm1

21 22 2mm2

21 n2 nmm

m11 m12 m1s

m21 m22 m2s

mn1 mn2 mns

Figure 4: Tag generating.

block is separated into 𝑠 parts and every part of a
block is represented as 𝑚𝑖𝑗 (𝑖 = 1, . . . , 𝑛; 𝑗 = 1, . . . , 𝑠);𝜎𝑖𝑘 (𝑖 = 1, . . . , 𝑛; 𝑘 = 1, . . . , num𝑖) represent num𝑖 tags
corresponding to𝑚𝑖.

Step 2 (data outsourcing). The user sends the file𝐹 and corre-
sponding tags to the organizer, and the organizer distributes
data blocks with corresponding tags to different CSP servers
(as shown in Figure 5). If a file block is stored with several
copies, every copy of the file block has a tag. For instance,
data block 𝑚𝑖 (𝑖 = 1, . . . , 𝑛) is stored with num𝑖 copies, then
there are num𝑖 tags, which means the CSPs should store data𝑚𝑖 along with the tag 𝜎𝑖𝑘 (𝑘 ∈ [1, . . . , num𝑖]) from the num𝑖
labels. The user computes the public parameter 𝜓 = (𝑢, 𝜒)
(𝑢 = {𝑢1, . . . , 𝑢𝑠}, 𝜒 = {𝜒1, . . . , 𝜒𝑛}) and sends it to the trusted
third party for storage. The user keeps the private key at the
client side.

Step 3 (challenge creation, challenge (chal)). When the user
wants to audit the outsourced data, he or she computes a
challenge, chal = 𝑄 = {(𝑖𝑗, 𝑎𝑗) | 𝑖𝑗 ∈ [1, . . . , 𝑛], 𝑎𝑗 ∈ 𝑍∗𝑝, 𝑗 =1, . . . , 𝑐}, and sends it to the organizer.

Step 4 (challenge delivery, forward (chal)). The organizer
forwards the received challenge chal = 𝑄 to the CSP servers,
CSP𝑘∈[1,...,𝑙]. Without losing generality, we assume there are 𝑡
CSP servers that store the blocks challenged by the user.

Step 5 (proof creation and delivery, GenProof(pk, 𝑄,𝑚𝑖, 𝜎𝑖𝑥) → {𝑃𝑘}). ∀𝑘 ∈ [1, . . . , 𝑙], the service provider CSP𝑘
computes the evidence according to the following formula:

𝑝1𝑘𝑗 = ∑
𝑚𝑖∈CSP𝑘

𝑎𝑖𝑚𝑖𝑗 mod𝑝 (𝑗 = 1, . . . , 𝑠)
𝑝2𝑘 ← ∏

𝑚𝑖∈CSP𝑘

𝜎𝑎𝑖𝑖𝑥 ∈ 𝐺. (2)

CSP𝑘 returns the proofs shown in (3) to the organizer:

𝑃𝑘 = {𝑝1𝑘, 𝑝2𝑘}
𝑝1𝑘 = {𝑝1𝑘1, 𝑝1𝑘2, . . . , 𝑝1𝑘𝑠} . (3)

Step 6 (proof aggregation and response, Aggregation(pk, 𝑄,𝑃1, 𝑃2, . . . , 𝑃𝑡) → {𝑃}). The organizer computes 𝑃1𝑗 =
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Figure 5: Data outsourcing.

∑𝑡𝑘=1 𝑃1𝑘𝑗mod𝑝 (𝑗 = 1, 2, . . . , 𝑠), 𝑃2 ← ∏𝑡𝑘=1𝑃2𝑘 ∈ 𝐺. The
organizer returns the aggregated proof 𝑃, 𝑃 = {𝑃1, 𝑃2}, to the
user, where 𝑃1 = {𝑃11, 𝑃12, . . . , 𝑃1𝑠}.
Step 7 (user verification). After the user received the data𝑃 ={𝑃1, 𝑃2} sent by the organizer, she/he gets the parameter 𝜓 =(𝑢, 𝜒) from the trusted third party and verifies the response
according to the formula

𝑒 (𝑃2, 𝑔)
= 𝑒( ∏
(𝑖,𝑎𝑖)∈𝑄

num𝑖∏
𝑘=1

𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖)𝑎𝑖 𝑠∏
𝑗=1

𝑢𝑝1𝑗𝑗 , V) . (4)

If formula (4) holds, it means the outsourced data are stored
correctly and the output is “TRUE”; otherwise, the output is
“FALSE.”

We summarize the interactions of collaborative auditing
in Figure 6.

Dynamic Update. When users need to update data 𝑚𝑖 →𝑚, they should make a modification 𝑉𝑖 = 𝑉𝑖 + 1 from𝜒𝑖 = 𝑖 ‖ num𝑖 ‖ 𝑉𝑖, compute the new label 𝑛𝑒𝑤 𝜎𝑖𝑘 ←
(𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖) ⋅ ∏𝑠𝑗=1𝑢𝑚𝑗𝑗 ))𝛼, 𝑘 = 1, . . . , num𝑖,
and send the updated 𝜒𝑖 along with the corresponding label𝜎𝑖𝑘 (𝑘 = 1, . . . , num𝑖) to the organizer. After that, the
organizer conducts the distributed storing operation. Due to
the relevance between the label and the sequence of the data,
the scheme could only realize part of the update operations,
namely, data modification and deletion.

4. Evaluation

4.1. Security Analysis. In this section, we prove two properties
to ensure data integrity under our scheme.

Theorem 1. Correctness. If all CSP servers keep user’s data
correctly, they can successfully pass the challenge-response
verification procedure initiated by the user.

Proof. To verify the data correctness, according to step (7),
the use computes 𝑒(𝑃2, 𝑔). It can be noticed in step (5)-(6) that𝑃1𝑗 = ∑𝑡𝑘=1 𝑃1𝑘𝑗 mod𝑝 (𝑗 = 1, 2, . . . , 𝑠) and 𝑃2 = ∏𝑡𝑘=1𝑃2𝑘,
where 𝑝1𝑘𝑗 = ∑𝑚𝑖∈CSP𝑘 𝑎𝑖𝑚𝑖𝑗 mod𝑝 (𝑗 = 1, . . . , 𝑠) and 𝑝2𝑘 =∏𝑚𝑖∈CSP𝑘𝜎𝑎𝑖𝑖𝑥 ∈ 𝐺.

According to the bilinear property of the Weil-paring
function, we get

𝑒 (𝑃2, 𝑔) = 𝑒( 𝑡∏
𝑘=1

𝑃2𝑘, 𝑔) = 𝑒( 𝑡∏
𝑘=1

( ∏
𝑚𝑖∈CSP𝑘

𝜎𝑎𝑖𝑖𝑥) , 𝑔)

= 𝑒( 𝑡∏
𝑘=1

( ∏
𝑚𝑖∈𝐶𝑆𝑃𝑘

(𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖) ⋅ 𝑠∏
𝑗=1

𝑢𝑚𝑖𝑗𝑗 ))
𝑎𝑖𝛼 ,

𝑔) = 𝑒( 𝑡∏
𝑘=1

( ∏
𝑚𝑖∈CSP𝑘

𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖) ⋅ 𝑠∏
𝑗=1

𝑢𝑚𝑖𝑗𝑗 )
𝑎𝑖 ,

𝑔𝛼) = 𝑒( ∏
(𝑖,𝑎𝑖)∈𝑄

num𝑖∏
𝑘=1

𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖)𝑎𝑖

⋅ 𝑠∏
𝑗=1

𝑢∑𝑡𝑘=1 ∑𝑚𝑖∈CSP𝑘 𝑎𝑖𝑚𝑖𝑗𝑗 , V)

= 𝑒( ∏
(𝑖,𝑎𝑖)∈𝑄

num𝑖∏
𝑘=1

𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖)𝑎𝑖 𝑠∏
𝑗=1

𝑢𝑝1𝑗𝑗 , V) .

(5)

This completes our proof.

Theorem 2. If there exists a probabilistic polynomial time
adversary adv and it is able to successfully convince the TPA
to accept the fake proof information for a corrupted file in
nonnegligible probability, then it is possible to construct a
polynomial algorithm 𝐵 to solve the computational Diffie-
Hellman (CDH) problem by invoking adv with nonnegligible
probability.
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Figure 6: Collaborative multicloud data integrity audition scheme.

Proof. Suppose that the algorithm 𝐵 is given an instance of
the CDH problem tuple shown as follows:

(𝑔, 𝑔𝑎, 𝑔𝑏) (6)

and its goal is to compute 𝑔𝑎𝑏. The algorithm 𝐵 will execute
an interactive gamewith adv in the following game of security
model.

Setup. Let V = 𝑔𝑎 be the public key of the user, and choose a
hash function 𝐻 : {0, 1}∗ → 𝐺 which acts as random oracle
in the following security proof. And for 𝑖 = 1 to 𝑠, it randomly
selects 𝑟𝑖 to set𝑢𝑖 = 𝑔𝑟𝑖 . Finally, it returns the public parameter
params = {𝑝, 𝐺, 𝑔, 𝑢1, . . . , 𝑢𝑠, 𝐻} to the adversary adv.
Hash Query. At any time, the adversary adv is able to
adaptively query hash oracle for the string 𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖
it submits. And to respond to these queries, the algorithm
maintains an𝐻-list which is initially empty and responds as
follows:

(1) If (𝐹𝑛 ‖ 𝑖∗ ‖ 𝑘 ‖ 𝑉𝑖, ∗, ∗) exists in the 𝐻-list, 𝐵
retrieves the tuple (𝐹𝑛 ‖ 𝑖∗ ‖ 𝑘 ‖ 𝑉𝑖, 𝑑𝑖, ℎ𝑖) and sendsℎ𝑖 the adversary adv.

(2) Otherwise, 𝐵 chooses a bit 𝑑𝑖 ∈ {0, 1} according to a
bivariate distribution function Pr[𝑑𝑖 = 0] = 𝜏 and
Pr[𝑑𝑖 = 1] = 1 − 𝜏, where 𝜏 is a fixed probability
value which will be determined later. Then 𝐵 answers
as follows:

(a) If 𝑑𝑖 = 0, 𝐵 chooses a random number 𝑡𝑖 to
compute ℎ𝑖 = 𝑔𝑡𝑖 and return ℎ𝑖 to the adversary.
Then 𝐵 inserts the tuple (𝐹𝑛 ‖ 𝑖∗ ‖ 𝑘 ‖ 𝑉𝑖, 𝑑𝑖, ℎ𝑖)
to the𝐻-list.

(b) If 𝑑𝑖 = 1, 𝐵 chooses a random number 𝑡𝑖
to compute ℎ𝑖 = (𝑔𝑏)𝑡𝑖 and return ℎ𝑖 to the
adversary. Then 𝐵 inserts the tuple (𝐹𝑛 ‖ 𝑖∗ ‖𝑘 ‖ 𝑉𝑖, 𝑑𝑖, ℎ𝑖) to the𝐻-list.

TagGen Oracle. At any time, the adversary can adaptively
query the TagGen oracle with message 𝑚. To respond to it,𝐵 executes as follows:
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(1) First, it divides message into𝑚 = 𝑚1 ‖ ⋅ ⋅ ⋅ ‖ 𝑚𝑛.
(2) Then, it checks whether the tuple (𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖𝑉𝑖, 𝑑𝑖, ℎ𝑖) exists in the𝐻-list:

(a) if there exists 𝑑𝑖 = 1 for 𝑖 = 1 to 𝑛, it aborts.
(b) if 𝑑𝑖 = 0 for 𝑖 = 1 to 𝑛, it computes

𝛿𝑖 = (𝑔𝑎)𝑡𝑖 𝑠∏
𝑗=1

(𝑔𝑎)𝑟𝑖

= (𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖) 𝑠∏
𝑗=1

𝑢𝑚𝑖𝑗𝑖 )
𝑎

.
(7)

(3) Otherwise, it makes a Hash Query with (𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖𝑉𝑖, 𝑑𝑖, ℎ𝑖) and executes as above.

Challenge. The adversary adv chooses a subset 𝐼 ⊆ {1, . . . , 𝑛}
of indices of the data blocks such that at least one index in set𝐼 satisfies 𝑑𝑖 = 1 in the tuple (𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖, 𝑑𝑖, ℎ𝑖). And∀𝑖 ∈ 𝐼 one has queried the hash oracle before.

The challenge sets the challenge information chal ={(𝑖, 𝑠𝑖) | 𝑖 ∈ 𝐼} and sends it to the adversary.

Proof. Finally, the adversary outputs the response as (𝑃∗1 , 𝑃∗2 ).
If the adversary wins the above game, the returned proof

information (𝑃∗1 , 𝑃∗2 ) can pass the verification, which means
that (𝑃∗1 , 𝑃∗2 ) should satisfy

𝑒 (𝑃∗2 , 𝑔)
= 𝑒( ∏
(𝑖,𝑠𝑖)∈𝐼

num𝑖∏
𝑘=1

𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖)𝑠𝑖 𝑠∏
𝑗=1

𝑢𝑝1𝑗∗𝑗 , V) , (8)

where 𝑝1𝑗 = ∑𝑡𝑘=1 𝑝1𝑘𝑗mod𝑝 for 𝑗 = 1 to 𝑠.
Without loss of generality, we assume that there is index𝑖∗ ∈ 𝐼 whose 𝑑𝑖 = 0 in the 𝐻-list and the other index 𝑗 ∈𝐼/{𝑖∗} satisfies 𝑑𝑗 = 0. For simplicity, we assume all 𝑑𝑖∗𝑗 = 1

of𝐻(𝐹𝑛 ‖ 𝑖∗ ‖ 𝑘 ‖ 𝑉𝑗).
Thus, we have

𝑒 (𝑃∗2 , 𝑔)
= 𝑒( ∏
(𝑖,𝑠𝑖)∈𝐼

num𝑖∏
𝑘=1

𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖)𝑠𝑖 𝑠∏
𝑗=1

𝑢𝑝1𝑗∗𝑗 , V)

= 𝑒( ∏
(𝑖,𝑠𝑖)∈𝐼

num𝑖∏
𝑘=1

𝐻(𝐹𝑛 ‖ 𝑖 ‖ 𝑘 ‖ 𝑉𝑖)𝑠𝑖 𝑠∏
𝑗=1

𝑢𝑝1𝑗∗𝑗 , V)

= 𝑒((𝑔𝑏)∑sum𝑖∗𝑘=1 𝑠𝑖∗ 𝑡𝑖∗𝑘 ∏
(𝑖,𝑠𝑖)∈𝐼/{𝑖

∗}

⋅ num𝑖∏
𝑘=1

(𝑔𝑡𝑖𝑘)𝑠𝑖 𝑠∏
𝑗=1

𝑢𝑝1𝑗∗𝑗 , V) .

(9)

It means that

𝑔𝑎𝑏 = 𝑃∗2∏num𝑖
𝑘=1 (𝑔)𝑎𝑡𝑖𝑘𝑠𝑖∏(𝑖,𝑠𝑖)∈𝐼/{𝑖∗}∏𝑠𝑗=1𝑔𝑟𝑗𝑝1𝑗∗ . (10)

It means that the solution of the CDH problem can be
solved.

From the above simulation, we know whether 𝐵 could
output the correct solution of CDH problem depends on
whether the simulation aborts during the TagGen Query and
Challenge phases and whether the adversary could output a
valid proof information for the challenge information. The
adversary is allowed tomake the HashQuery at most 𝑞 times.
Nonabort probability during TagGen Query phase requires
that all 𝑑𝑗 = 0 for 𝑗 = 1 to 𝑠; thus its probability is (𝜏)𝑠.
Nonabort probability during Challenge phase requires that
at least one index 𝑖∗’s 𝑑𝑖∗ = 1; thus, its probability is at least(1 − 𝜏)𝜏𝑙−1, where 𝑙 is the size of subset 𝐼. Thus, its success
probability is

𝜖 > (1 − 𝜏) 𝜏𝑙−1 (𝜏)𝑠 . (11)

When 𝜏 = 1/𝑞, then
𝜖 > (1 − 1𝑞)(1𝑞)

𝑠+𝑙−1 . (12)

This completes our proof.

4.2. Performance Analysis. We prototyped our algorithm and
the evaluation is conducted on a desktop with Intel Core 2
Duo CPU @2.66GHz, running Ubuntu 10.10 in Oracle VM
VirtualBox Version 4.2.10 configured with 2GBmemory, and
adopted PBC library to implement the crypto primitives.
The security parameter of the bilinear pairing function is
configured as 80, which means the prime number 𝑝 is 160
bits. In the evaluation, we set the file size as 80KB, 160KB,
and 320KB, respectively.The result of evaluation is illustrated
in Table 1.

The experiment results shown in Table 1 illustrate that the
time cost of preprocessing and challenge generating will not
be influenced by the number of file blocks. The time cost of
proof generating decreases with the decline of𝑁, the number
of file blocks; in contrast the time cost of verification will
increase when 𝑁 decreases. The time cost of preprocessing
increases proportionally with the increase of file size. When
file size increases, the challenge generation time cost almost
remains unchanged and the time cost of proof generating and
verification increases.

5. Related Work

Based on different properties of the proposed models or
schemes, related work can be classified as static data veri-
fication schemes, integrity verification schemes supporting
dynamic operation on data, and verification schemes in
multicloud environments. In this section, we discuss the
related work in detail.
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Table 1: Evaluation results of our approach.

Size (bits) Blocks (#) Sectors (#) Challenge blocks (#) 𝑇Pre (s) 𝑇Gch (us) 𝑇Gpr (ms) 𝑇Ver (ms)
80 64 64 32 24.223 20 3121 1063
80 32 128 16 23.326 15 154 1223
80 16 256 8 25.352 18 81 1414
320 128 128 64 84.337 29 927 1671
320 64 256 32 81.216 19 512 2085
320 32 512 16 84.164 16 305 2847
1280 256 256 128 330 44 4950 3289
1280 128 512 64 336 119 9110 6761
𝑇Pre is the time cost for preprocessing; 𝑇Gch is the time cost for generating challenge; 𝑇Gpr is the time cost for generating proof; 𝑇Ver is the time cost for
verification.

5.1. Static Data Integrity Verification. Early research of out-
sourced verification focuses on static archive data. Deswarte
et al. [3] are the first to propose remote data integrity
verification. They proposed two solutions to this problem,
one is to precompute hash value of files and compare whether
the hash value returned by server is equivalent to that of
the local storage; this solution could significantly reduce the
communication bandwidth between users and the server to𝑂(1). Another solution, which is based on RSA signature,
requires users to sign the data before it is outsourced with the
labels at the server side. Challenges could be issued randomly
in the process of verification, and the bandwidth is 𝑂(1). The
computational cost of the server is 𝑂(𝑛) (𝑛 is the number of
the file blocks), which increases linearly with respect to the
file size.

Gazzoni Filho and Barreto [4] proposed a remote data
integrity verification scheme by combining RSA signature
and hash function techniques. Their method could verify the
same file for unlimited times, but the whole package of data
is required to conduct a specific verification.

Sebe et al. [12] proposed a new integrity verification
scheme based on Diffie-Hellman key exchange. In their
scheme, the computational overhead at the user and server
sides is 𝑂(1), while the storage cost at the user side, 𝑂(𝑛),
increases linearly with respect to the entire data size. Their
follow-up work [13] combines Diffie-Hellman key exchange
and RSA signature to realize remote data integrity verifica-
tion.

To reduce computational overhead, Ateniese et al. [5,
14] propose a probabilistic remote data integrity checking
scheme called provable data possession (PDP) by using homo-
morphic verification tags and sampling technique.

Ateniese et al. [6] proposed a framework to adopt
homomorphism identification protocol in data integrity
verification and they demonstrated this under the instance
of homomorphism identification authentication protocol by
Shoup [15]. The authors define the model of homomorphism
identification authentication, the model of data integrity
verification, and the corresponding attack models.

The schemes above can only detect whether data is
properly stored but could not correct the mistakes (like
retrieving the data). Another branch of remote data integrity

checking focuses on the error correction and retrievability
along with the cloud data audition.

Therefore, the study emphasis lies on data error correc-
tion and retrieval along with data integrity verification.

Juels and Kaliski Jr. [16] combined data possession check-
ing and error correction of coding technique and became the
first to propose the model of POR (proof of retrievability)
for remote storage of data.This model adds indistinguishable
sentinel to the original code which is not only able to preserve
data integrity, and data availability is also realized. Their
scheme is used to handle encrypt data.

Shacham and Waters [17] proposed two types of POR
schemes: one is a public authentication scheme based on BLS
signature, the other is private authentication on the basis
of pseudorandom function, and both of the schemes have
low interactions and computations. Bowers et al. [18, 19]
introduced POR scheme in distributed static data storage
system and realized and practiced it.

Naor and Rothblum [20] study the issue of whether files
are damaged badly when they are stored in remoter server.
They firstly focus on the entire file correcting error code, then
compute message authentication code (MAC) for every data
block to verify its integrity. When the integrity is damaged
and it is within the range of correcting error, then the error
detection and correction are to be realized.

Xu and Chang [21] proposed a high efficiency POR
scheme, inwhich data block is involvedwith 𝑠 group elements
and 𝐿 child data blocks, the storage overhead is 1/𝑆 of the file
block, and computational costs is 𝑂(𝑠).

In addition, for the static data in cloud, multiple integrity
verification schemes have been proposed which support
public verification and users’ privacy preservation. In the
cloud storage users worry that data in the cloud server is
damaged; on the other hand, they worry about the leakage
of their data to the unauthorized third party especially for
the sensitive information such as personal health report,
corporation financial report. Therefore, to preserve privacy
the most direct method is that users preprocess the data to
encrypt it before they store the sensitive data into the cloud.
With data integrity detection scheme, they could verify the
data at any time.

Shah et al. [22] considered the problem raised by integrity
verification of data storage after it is encrypted and proposed
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an effective solution. The trusted third-party verdict is intro-
duced; on one hand this is for servers reputation to attract
more users by concealing the truth of losing data; on the other
hand, users may mistake their own fault of losing data as that
of the servers, and their server wants to avoid this situation.
Considering that the average users could not preserve their
secret information for a long time, shah proposed storing
the users’ data along with the keys in the cloud, and hence
the data integrity verification is needed as well as the key
authentication. In the meantime, to not let the key be leaked
to the third party, the article adopts multiple zero-knowledge
proving [22] scheme to conduct key authentication.

Wang et al. [23] proposed a scheme to ensure public
authentication and privacy preservation.The scheme is based
on the discrete logarithm zero-knowledge proof scheme
combined with bilinear pairing signature. The trusted third
party cannot access any outsourced data in a half honesty
state. Moreover, their scheme ensures the batch verification
property.

5.2. Integrity Verification That Supports Dynamic Data Oper-
ation. Ateniese et al. [24] presented an EPDP solution based
on symmetric cryptographic algorithm.They useMAC to get
the hash values of data blocks and keep them locally. They
illustrate that even if the users save 70 trillion outsourced
data, the local users just need to save 128M bit data. If
verifying the integrity every 15minutes, the saved hashed data
are enough to use 16 years. They divide the data to blocks so
that when the cloud data are modified by some operations
such as updating, deleting, and adding, they do not need to
download all data to calculate the hash values and they just
need to operate on certain blocks.

Wang et al. [25] presented a solution that adds a pre-
processing by RS codes. When users find that the data are
incorrect, they can retrieve their data and correct 𝑡 = (𝑑−1)/2
errors, in which 𝑑 is the minimum code distance. Although
EPDP and Wang’s solutions can support some dynamic data
operation, they still can not achieve full dynamic mainte-
nance and their performance overheads are relatively high for
data addition operation.

Erway et al. [26] first discussed the complete dynamic
operation problem. They used memory detection [27] and
skip-lists [28] related technology to support the DPDP and
improve the security. They proved that, under the standard
module, this solution is more completeness and robustness
than the PDP solution which is based on random oracle
module. This solution also causes performance overhead. Its
computing overhead and communication overhead have the𝑂(log 𝑛) relationship with file size.

Wang et al. [7] also proposed a solution that supports the
DPDP. However, their solution is limited in data updating,
deleting, and appending. It is going to be very complicated
when inserting data. In their follow-up work, they combined
the bilinear pairing BLS signature [29] andMerkle Hash Tree
integrity verification technology [30]. They assigned the data
to a binary tree and signed the leave nodes to realize dynamic
operation on data blocks. Their scheme supports the public
authentication and its computational and communication

overhead are 𝑂(log 𝑛), where 𝑛 is the file size. Yuan and Yu
[31] proposed a public integrity auditing scheme to support
dynamic data sharing with multiuser maintenance.

Hao et al. [32] proposed a privacy protected solution
that supports dynamic data operations. In this solution, the
interaction data size is 𝑂(1) while both the local saved data
size and the server computing overhead are𝑂(𝑛) (in which 𝑛
is the saving data size).

Zheng and Xu [10] presented the FD-POR module that
supports dynamic operations. Their module is based on 2-
3 trees, which is a verified data structure, combined with
an incremental signature method, which is also called hash
signature. However, this solution cannot support public
authentication.

5.3. Privacy Preserving in Cloud Data Checking. Ensuring the
data auditing without any unnecessary information leakage
is a critical concern in the practical application. Yu et al.
[33] introduced the term, zero-knowledge privacy, to define
the goal of privacy preserving in data integrity verification,
which ensures that the TPA cannot obtain any additional
information of file content from all the auxiliary verifi-
cation information available. Fan et al. [34] proposed an
indistinguishability-game-based definition, IND-Privacy, to
evaluate the cloud data privacy preserving. They point out
that many approaches are not theoretically secure according
to the IND-Privacy definition. They also presented their
example protocol that ensures content-integrity checking and
satisfies the IND-Privacy.

5.4. Integrity Verification on Multicloud. By the extensive use
of cloud storage, people start to consider saving their data
among more than one cloud service provider. The integrity
verification of multicloud becomes especially important [10].

Zhu et al. [9] proposed a scheme called CPDP that
can achieve the integrity authentication of multicloud. The
security of CPDP mechanism is based on zero-knowledge
proof system. The verifier connects with the organizer,
which may reduce the communication overhead and provide
computing flexibility for the verifier. However, the protocol
is found to be vulnerable by Wang and Zhang [35]. Any
malicious CSP or organizer can generate response that can
pass the authentication, even when it has already deleted all
the data. Therefore, it does not have soundness guarantee.
Wang [36] presented ID-DPDP (identity-based distributed
provable data possession) scheme. Under the standard CDH
problem assumption, the scheme is provably secure and can
support regular verification, delegate verification, and public
verification as well.

We present the theoretical comparison of various
schemes in Table 2. In summary, our scheme has the
following features: fast computation speed, low storage
overhead, low bandwidth requirement, and support for
sampling, unlimited challenge-response interactions.
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Table 2: Theoretical analysis of various solutions.

Property
Scheme Communication Computation Storage Type Unbounded Error correct Batch verify

Client Server Client Server
PDP [5] 𝑂(1) 𝑂(𝑐) 𝑂(𝑐) 𝑂(1) 𝑂(𝑛) Pr. √ × ×
RIC [3] 𝑂(1) 𝑂(1) 𝑂(𝑛) 𝑂(𝑡) 𝑂(𝑛) Det. √ × ×
POR [16] 𝑂(1) 𝑂(1) 𝑂(𝑐) 𝑂(𝑡) 𝑂(𝑛 + 𝑘) Pr. × √ ×
CPOR [17] 𝑂(1) 𝑂(𝑐) 𝑂(𝑐) 𝑂(1) 𝑂(𝑛 + 𝑘) Pr. √ √ ×
DPDP [6] 𝑂(log 𝑛) 𝑂(log 𝑛) 𝑂(log 𝑛) 𝑂(1) 𝑂(𝑛) Pr. √ × ×
CPDP [9] 𝑂(1) 𝑂(𝑐) 𝑂(𝑐) 𝑂(𝑡) 𝑂(𝑛) Pr. × × ×
Wang [37] 𝑂(log 𝑛) 𝑂(log 𝑛) 𝑂(log 𝑛) 𝑂(1) 𝑂(𝑛) Pr. √ × ×
Hao [32] 𝑂(1) 𝑂(1) 𝑂(𝑐) 𝑂(𝑛) 𝑂(𝑛) Det. √ × ×
Our Scheme 𝑂(1) 𝑂(𝑐) 𝑂(𝑐) 𝑂(1) 𝑂(𝑛) Pr. √ × √
𝑡 is the verification time allowed by the scheme; Type means guarantee types provided by the scheme; Det. and Pr. represent Deterministic guarantee and
Probabilistic guarantee, respectively; 𝑛 is the number of the file blocks.

Redundancy Analysis. Basically, there are three ways to
ensure the remote cloud storage audition, that is, hash-
function-based solutions, homomorphic-authentication-tag-
based solutions, and network-coding-based solutions. All
these approaches will cause unavoidable redundancy and
thus additional storage overhead at the server side. Further-
more, there are potential security vulnerabilities in hash-
function-based solutions, while network-coding-based solu-
tions cause higher storage overhead than homomorphic-
authentication-tag-based solutions. In our scheme, we cre-
ate the authentication tags based on Boneh-Lynn-Shacham
(BLS) signature, whose additional redundancy is |𝑝| bits
for one file block. In contrast, in Zhu’s scheme [9], their
storage redundancy for authentication tag per file block is
also |𝑝| bits; the redundancy caused by Wang’s approach
[35] is |𝐻(⋅)| + 𝑝 bits per file block; and the approach
proposed by Yuan and Yu [31] introduced |𝑝|-bit additional
storage overhead at the server side to verify one file block.
Compared with existing related solutions, the redundancy
rate introduced by our scheme is relative low.

6. Conclusion

Together with cloud-computing technology, heterogeneous
wireless networking technology has become a critical infras-
tructure adopted by emerging communicationnetworks.Due
to the convenience, low cost, and flexibility, cloud storing
techniques become widely used in remote services, such as
wireless data outsourcing and resource sharing. However,
users lose the physical control of their outsourced data, while
the cloud storage service provider is not always trustworthy.
Consequently, how to ensure the integrity of their remotely
outsourced data becomes a serious concern for users to select
cloud storing services. In this paper, we present a collabo-
rative multicloud data integrity audition scheme, which is
based on BLS signatures and homomorphic tags. According
to the proposed scheme, users can audit their outsourced
data in a one-round challenge-response process. In addition,
our scheme also enables dynamic data maintenance (e.g.,
data modification, insertion, and deletion). The theoretical

analysis demonstrates the effectiveness of our scheme and
the probability that the dishonest CSP server can bypass
the checking successfully is neglectable if the one-way hash
function is collision-resistant and the computational Diffie-
Hellman (CDH) assumption holds.

Notation

𝑚𝑖𝑗: The 𝑗th file sector of the 𝑖th file block𝑝: A large prime𝐺: A cyclic group with order 𝑝 and generator 𝑔𝑒: 𝑒 : 𝐺 × 𝐺 → 𝐺𝑇 is a nondegenerate bilinear map𝜋: The system parameter and 𝜋 = (𝑝, 𝐺, 𝐺𝑇, 𝑒, 𝑔)𝑙: The number of CSPs𝐹: The file outsourced by a user𝐹𝑛: The file name𝑄: Challenge created by users𝐻: Hash function
pk: Public key
sk: Private key𝜆: Security parameter𝜎𝑖𝑘: The tag for the 𝑘th copy of the file block𝑚𝑖
num𝑖: The number of copies of the file block𝑚𝑖𝑉𝑖: The updated times of the file block𝑚𝑖𝜒𝑖: The initial representation of the file block𝑚𝑖
CSP𝑘: The 𝑘th CSP server𝑐: The amount of sampled file blocks to be sampled.

Conflicts of Interest

The authors declare that they have no conflicts of interest.

Acknowledgments

This work was supported in part by the National Natural
Science Foundation of China (no. 61402029), the National
Key R&D Program of China (no. 2017YFB0802400), the
National Natural Science Foundation of China (no. 61379002,
no. 61370190), Beijing Natural Science Foundation (no.
4162020), the Funding Project of Education Ministry for



12 Security and Communication Networks

the Development of Liberal Arts and Social Sciences (no.
12YJAZH136), and the Funding Project of Shanghai Key
Laboratory of Integrated Administration Technologies for
Information Security (no. AGK201708).

References

[1] L. Yu, L. Chen, Z. Cai, H. Shen, Y. Liang, and Y. Pan,
“Stochastic Load Balancing for Virtual Resource Management
in Datacenters,” IEEE Transactions on Cloud Computing, pp. 1–
14, 2016.

[2] L. Yu and Z. Cai, “Dynamic scaling of virtual clusters with
bandwidth guarantee in cloud datacenters,” in Proceedings of
the 35th Annual IEEE International Conference on Computer
Communications, IEEE INFOCOM 2016, IEEE, San Francisco,
CA, USA, April 2016.

[3] Y. Deswarte, J.-J. Quisquater, and A. Sadane, “Remote integrity
checking,” Integrity and Internal Control in Information Systems
VI, vol. 140, p. 11, 2004.

[4] D. L. Gazzoni Filho and P. S. L.M. Barreto, “Demonstrating data
possession and uncheatable data transfer,” Cryptology ePrint
Archive, vol. 2006, pp. 150–158, 2006.

[5] G. Ateniese, R. Burns, R. Curtmola et al., “Provable data
possession at untrusted stores,” in Proceedings of the 14th ACM
Conference on Computer and Communications Security (CCS
’07), pp. 598–609, Virginia, Va, USA, November 2007.

[6] G. Ateniese, S. Kamara, and J. Katz, “Proofs of storage from
homomorphic identification protocols,” in Proceedings of Inter-
national Conference on theTheory and Application of Cryptology
and Information Security: Advances in Cryptology, pp. 319–333,
Springer-Verlag, London, UK, 2009.

[7] Q. Wang, C. Wang, K. Ren, W. Lou, and J. Li, “Enabling public
auditability and data dynamics for storage security in cloud
computing,” IEEE Transactions on Parallel and Distributed
Systems, vol. 22, no. 5, pp. 847–859, 2011.

[8] Y. Zhu, H. Hu, G. Ahn, Y. Han, and S. Chen, “Collaborative
Integrity Verification in Hybrid Clouds,” in Proceedings of
the 7th International Conference on Collaborative Computing:
Networking, Applications andWorksharing, pp. 191–200, Miami,
Fla, USA, October 2011.

[9] Y. Zhu,H.Hu,G.-J. Ahn, andM.Yu, “Cooperative provable data
possession for integrity verification inmulticloud storage,” IEEE
Transactions on Parallel and Distributed Systems, vol. 23, no. 12,
pp. 2231–2244, 2012.

[10] Q. Zheng and S. Xu, “Fair and dynamic proofs of retrievability,”
in Proceedings of the first ACM conference on Data and applica-
tion security and privacy, pp. 237–248, ACM, Tempe, AZ, USA,
February 2011.

[11] J. Mao, J. Cui, Y. Zhang, H. Ma, and J. Zhang, “Collaborative
outsourced data integrity checking in multi-cloud environ-
ment,” in Proceedings of the International Conference onWireless
Algorithms, Systems, and Applications (WASA ’16), pp. 511–523,
2016.

[12] F. Sebe, A. Martinez-Balleste, Y. Deswarte, J. Domingo-Ferrer,
and J. Quisquater, “Time-bounded remote file integrity check-
ing,” Tech. Rep., July 2004, 04429, LAAS.
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and J. Quisquater, “Efficient remote data possession checking
in critical information infrastructures,” IEEE Transactions on
Knowledge and Data Engineering, vol. 20, no. 8, pp. 1034–1038,
2008.

[14] G. Ateniese, R. Burns, R. Curtmola et al., “Remote data
checking using provable data possession,”ACMTransactions on
Information and System Security, vol. 14, no. 1, article 12, 2011.

[15] S. Shoup, “On the security of a practical identification scheme,”
Journal of Cryptology, vol. 12, no. 4, pp. 247–260, 1999.

[16] A. Juels and B. S. Kaliski Jr., “Pors: proofs of retrievability
for large files,” in Proceedings of the 14th ACM Conference on
Computer and Communications Security (CCS ’07), pp. 584–597,
ACM, Alexandria, VA, USA, November 2007.

[17] H. Shacham and B. Waters, “Compact proofs of retrievability,”
Journal of Cryptology. The Journal of the International Associa-
tion for Cryptologic Research, vol. 26, no. 3, pp. 442–483, 2013.

[18] K. D. Bowers, A. Juels, and A. Oprea, “Proofs of retrievabil-
ity: theory and implementation,” in Proceedings of the ACM
Workshop on Cloud Computing Security (CCSW ’09), pp. 43–53,
ACM, Chicago, IL, USA, November 2009.

[19] K. D. Bowers, A. Juels, and A. Oprea, “HAIL: a high-availability
and integrity layer for cloud storage,” in Proceedings of the 16th
ACMconference onComputer andCommunications Security, pp.
187–198, ACM, Chicago, IL, USA, November 2009.

[20] M. Naor and G. N. Rothblum, “The complexity of online
memory checking,” in Proceedings of the 46th Annual IEEE
Symposium on Foundations of Computer Science, FOCS 2005,
pp. 573–582, Pittsburgh, PA, USA, October 2005.

[21] J. Xu and E.-C. Chang, “Towards efficient proofs of retrievabil-
ity,” in Proceedings of the 7th ACM Symposium on Information,
Computer and Communications Security, ASIACCS 2012, pp. 79-
80, Seoul, Republic of Korea, May 2012.

[22] M. A. Shah, R. Swaminathan, and M. Baker, “Privacy-
preserving audit and extraction of digital contents,” IACR
Cryptology EPrint Archive, vol. 2008, pp. 186–206, 2008.

[23] C. Wang, Q. Wang, K. Ren, and W. Lou, “Privacy-preserving
public auditing for data storage security in cloud computing,” in
Proceedings of the 29th Annual IEEE International Conference on
Computer Communications (INFOCOM2010), pp. 1–9, Toronto,
Canada, March 2010.

[24] G. Ateniese, R. D. Pietro, L. V. Mancini, and G. Tsudik,
“Scalable and efficient provable data possession,” in Proceedings
of the 4th International Conference on Security and Privacy in
Communication Networks (SecureComm ’08), pp. 1–10, ACM,
Istanbul, Turkey, September 2008.

[25] C. Wang, Q. Wang, K. Ren, and W. Lou, “Ensuring data
storage security in cloud computing,” in Proceedings of the 17th
International Workshop on Quality of Service (IWQoS ’09), pp.
1–9, IEEE, July 2009.
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Since its introduction, IoT (Internet of Things) has enjoyed vigorous support from governments and research institutions around
the world, and remarkable achievements have been obtained.The perception layer of IoT plays an important role as a link between
the IoT and the real world; the security has become a bottleneck restricting the further development of IoT. The perception layer
is a self-organizing network system consisting of various resource-constrained sensor nodes through wireless communication.
Accordingly, the costly encryption mechanism cannot be applied to the perception layer. In this paper, a novel lightweight data
integrity protection scheme based on fragile watermark is proposed to solve the contradiction between the security and restricted
resource of perception layer. To improve the security, we design a position random watermark (PRW) strategy to calculate the
embedding position by temporal dynamics of sensing data. The digital watermark is generated by one-way hash function SHA-
1 before embedding to the dynamic computed position. In this way, the security vulnerabilities introduced by fixed embedding
position can not only be solved effectively, but also achieve zero disturbance to the data. The security analysis and simulation
results show that the proposed scheme can effectively ensure the integrity of the data at low cost.

1. Introduction

With the rapid development of computer technology, embed-
ded technology, Internet, and mobile communication net-
work, IoT emerges at a historic moment.The basic character-
istic of IoT is the comprehensive perception, reliable trans-
mission, and intelligent processing of information, and the
key is to realize the information interaction between human
and things or things and things [1]. Since its introduction,
IoT has caused great repercussions all over the world that a
lot of manpower and material resources have been invested
to support the research, and remarkable achievements have
been obtained. The rapid growth of IoT has caused great
changes in the industry, which is considered as the third wave
of the world information industry following the computer
and Internet [2]. China Communications Standards Associ-
ation (CCSA) defines the architecture of IoT as perception
layer, network layer, and application layer [3], as shown
in Figure 1. The perception layer consists of sensors, RFID
reader, WebCam, and smart phone which is used to perceive

and collect the information of objects and the environment.
The network layer consists of Internet and wireless network
such as 2G, 3G, 4G, and satellite network, which is responsible
for transferring the sensed data to the application layer.
The application layer consists of application platform and
supporting platform such as distributed parallel computing,
data mining, and cloud computing. The supporting platform
provides the functions for the specific application, such as
data processing, data storage, and security management.
The IoT application has been widely used in smart city,
telemedicine, smart home, and other fields.

The network layer and application layer both apply the
mature technology which will ensure the security of the
sensed data. However, the perception layer consisting of
simple node will face the serious security problems which
attracts the attention of the majority of scholars. The main
function of the perception layer is information perception.
The information perception is the basis of IoT applications
that provides the information from the physical world, so
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Figure 2: The communication mechanism of IoT perception layer.

the perception layer has become the main concern of the
IoT related research. The communication mechanism of
IoT perception layer is shown in Figure 2. The perception
information plays a key role as a link between the IoT
and the real world. It is composed of perception data and
location data. The disclosure of perception data can lead
to the disclosure of critical information across the whole
network, resulting in immeasurable consequences. In this
paper, we mainly consider the protection of perception data
and regard the wireless sensor networks (WSNs) as the
perception layer of the IoT. WSNs are self-organized by a
large number of microsensors with limited computing power
and small battery power to form a self-organizing network
in wireless communication.The sensor data is collected from
the sensor nodes and sent to the sink node by multihop relay.

The sink node processes the perceptual data and sends it to
the application layer through the network layer. Compared
with other sensor nodes, the sink node can be regarded as
a powerful computer connected to the power supply, which
has fast speed processor, huge storage capacity, high network
bandwidth, and security assurance [4].

Compared with traditional networks, the WSNs have
some special features: (1) WSNs are data-centric networks,
which focus purely on detecting and collecting the perceptual
data of the sensing area, and do not care about the origin of
the data. (2) The urgent problem that WSNs need to solve is
to reduce the energy consumption and extend the working
hours of the sensor nodes. (3) The sensor nodes are required
to dynamically adapt to the changes of the network since
most of them are working in harsh environment and failures
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can occur at any time. (4) The sensor nodes cannot perform
complex calculations due to the utterly limited processor
and storage capacity. (5) Security considerations should be
comprehensive before focusing on the design of the WSNs,
because the inherent vulnerabilities enable them easily to
be attacked by various attacks, such as packet tampering
attack, packet forgery attack, selective forwarding attack,
packet replay attack, and transfer delay attack [5]. The data
security of WSNs becomes a bottleneck that affects the
further development of WSNs.

Protecting the integrity of data in WSNs is the key
issue of WSNs security. Malicious modification of data can
cause serious consequences.The data integrity authentication
of traditional network mainly makes use of cryptography
and Message Authentication Code (MAC). Although the
encrypted data is safe, the data can only be used after
decryption, which brings an opportunity to attackers. In
addition, in order to ensure security, the encryption algo-
rithm takes advantage of complex computational instruc-
tions that require additional space to store the keys, which
undoubtedly increases a significant challenge to computa-
tional load, energy consumption, and storage space of sensor
nodes [6]. The literature [7] first implements the link layer
security protocol TinySec, which generates a 4-bit MAC to
prevent data forgery and data tampering. AlthoughTinySec is
optimized based on the highly constrained resource ofWSNs,
there is still an additional payload that cannot be ignored for
the sensor nodes. Considering the computing power, storage
space and energy supply of sensor nodes are limited; the
proposed strategies based on MAC and encryption are not
applicable for the WSNs [8].

In order to solve the deficiencies of the traditional data
integrity authenticationmethod, researchers have introduced
digital watermarking technology into WSNs to protect the
data integrity [9]. Digital watermarking technology is widely
used to protect copyright information and content integrity
of multimedia digital works (images, audio and video,
etc.) [10]. Compared with the traditional encryption tech-
nology, digital watermarking technology has the following
four advantages: (1) the operation of watermark genera-
tion, watermark embedding, and watermark extraction uses
lightweight calculations leading to low energy consumption;
(2) the watermarks information is directly integrated into
the carrier data without additional overhead for network
communication and storage capacity of nodes in WSNs; (3)
once the encrypted data is decrypted, the protection of the
encryption technique loses its effect, but as the inseparable
part of the host carrier, the watermarks can always guarantee
the data security [11]; (4) the digital watermarking technology
can significantly reduce the end-to-end delay caused by
encryption technology. According to the antiattack charac-
teristics, digital watermarking technology can be divided
into fragile watermarking and robust watermarking [12].
Robust watermarking is not sensitive to modifications and
can be used for copyright protection. Fragile watermarking
is extremely sensitive to tampering, and any modifications
to the carrier can lead to the failed extraction of watermark,
which can be used to verify the integrity of data [13].

2. Related Work

This paper first introduces some of the protection mecha-
nisms for the security of the Internet of things. Then we
mainly focus on the data integrity protection of perception
layer (WSNs) of the IoT. The data integrity means that the
data received by the recipient is consistent with the data
sent by the sender in the transmission process. Various data
integrity protection strategies in WSNs have been proposed,
summarized as follows.

Li et al. [14] propose the RealAlert that is a security
sensing strategy based on policy for IoT. The strategy applies
the reporting history and the policy rules for data collection
to ensure the trustworthiness of the data and the IoT devices.
Li and Song [15] propose a trust scheme for the vehicular
ad hoc networks (VANETs) to protect collected data and the
node in the VANETs. The proposed model can appraise the
trustworthiness of the data and the nodes, respectively. What
is more, it can also locate the malicious node in the VANETs
and own resistance to a variety of attacks. Anbuchelian et
al. [16] apply the trust mechanism for the WSNs cluster
head selection. The trust mechanism named Firefly based
metaheuristic will improve the security while extending the
life cycle of WSNs.

Feng and Potkonjak [17] implemented the first real-
time digital watermarking system in WSNs to validate the
integrity of sensed data. The proposed algorithm embedded
the encryption code of digital signature into the sensed data
collected by WSNs. Taking the advantage of the property of
sensor nodes, which allowed the existence of certain error
of various practical parameters, the watermark information
was embedded by modifying the value of actual parameters
within allowable range. Taking the positioning process of
atomic triangulation as an example, it transformed the local-
ization problem into the optimal solution of the nonlinear
equation and embeds the encrypted signature of author into
the coefficients of equation. However, the limitation of the
optimal solution of nonlinear equations led to the fact that
this method cannot be widely used.

Guo et al. [18] proposed a new fragile digital water-
marking algorithm SGW, which could verify the integrity
of the data stream from the application layer. The literature
grouped the data according to the key and calculated the hash
value of data from each group as the watermark. Then the
watermark was directly embedded into the Least Significant
Bit (LSB) of the data from each group to save bandwidth.
The proposed method used watermark to link all groups,
to detect deletion of the data and even the whole group.
However, the design of the strategy did not take limited
energy supply and computing power of WSNs node into
account, so it could not be applied to WSNs directly. Kamel
and Juma [19] proposed lightweight chained watermarking
(LWC) to optimize the SGWand achieved high performance.
It also applied dynamic group size and used the hash value
of two consecutive groups of data as the watermark to save
computational overhead significantly instead of calculating
the hash value of each data element in the group.

Kamel and Juma [20] proposed FWC-D algorithm to
address the inherent security vulnerabilities of the above two
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methods. The algorithm first divided the sensed data into
groups of the same size according to the delimiter (the value
that the sensed data could not reach). The algorithm gener-
ated a sequence number SN for each group and embedded
it into the group to achieve the purpose of detecting the
operation of deleting or adding group. Digital watermark was
obtained by the hash function through the key K, group data,
and group serial number. In order to avoid replay attacks,
the algorithm embedded the watermark of current group into
the previous group and then chained all groups with digital
watermark.

Shi and Xiao [21] proposed a new data integrity authen-
tication algorithm for WSNs based on reversible digital
watermarking. The proposed algorithm effectively applied
prediction-error expansion to avoid the loss of the sensed
data due to embedding watermark. However, this algorithm
required not only to calculate the size of the group according
to the prediction function but also to calculate the hash value
of each data item in the group, which greatly increased the
computational complexity, so it is not suitable for the highly
resource-constrained WSNs. In addition, the watermark
embedding process that used the predictions of spread-error
expansion might cause data underflow and overflow.

Wang et al. [22] proposed a multimarked fragile digital
watermarking algorithm based on integrity of character
data to detect the malicious tampering by an attacker. The
algorithm used chain watermark of dynamic group size.
It firstly transferred sensed data from numerical type into
character type and then used the watermark embedding
strategy based on blank characters. In this algorithm, the
communication bandwidth and node storage capacity could
be saved effectively while the data integrity was protected.
However, the limited number of blank characters resulted in
limited watermark capacity.

Kamel et al. [23] proposed a new lossless digital water-
marking algorithm that was suitable for WSNs to verify the
integrity of sensed data. Firstly, the algorithm divided the
sensed data into fixed-size group and then used the variable-
base factorial number system to rearrange the location
of the sensed data. Secondly, it embedded the watermark
information through the new order of sensed data in the
group; finally, the sender and the receiver added a mapping
string for each group to provide the basis for reconstructing
the original data element and then extracted the watermark
information. The algorithm did not bring any loss to the
sensed data and could be applied to WSNs effectively due to
its low computational complexity.

Sun et al. [24] proposed a lossless digital watermarking
strategy which used redundant space of data to embed water-
mark information. The sensed data collected by the sensor
nodes was repackaged; unlike the previous methods, the
embedding of the watermark did not cause any modification
to the original sensed data. However, this strategy still had
a certain security vulnerability, because the initial value of
reservation bit for watermark was zero, and the watermark
embedding position was relatively fixed which could be used
by the attacker to obtain the sensed data.

In conclusion, the existing WSNs data integrity verifica-
tion algorithms are based on digital watermarking mostly by

replacing the LSB of the sensed data with watermark data
to achieve the goal of embedding watermark information.
This kind of algorithm is easy to implement and has a low
time complexity, which satisfies the requirements of highly
resource-constrained WSNs to a certain extent. Besides, a
large number of scholars put forward many improved LSB
algorithms: the algorithm based on the LSB group, the
algorithm based on distributed LSB, and the algorithm based
on multiflag LSB. To a certain extent, although the improved
algorithm enhances the security, the watermark embedding
position can become a serious security vulnerability, which
is prone to malicious use by the attacker. Besides, LSB will
cause data damage to some extent, which is unacceptable
in sensitive areas such as medical and military. What is
more, in the existing algorithms, the data integrity can only
be verified after the arrival of entire group of data, which
leads to greater delay. In order to solve these problems, this
paper presents a lightweight watermarking technique called
position randomwatermark (PRW).The proposed algorithm
calculates the embedding position of watermark dynamically
by using the data collecting time from sensor nodes, which
not only improves the security, but also saves energy and
realizes real-time data authentication.

3. Attack Models and Proposed Scheme

3.1. The Attack Models. Compared to wired networks, the
WSNs that deploy in the extreme environment face more
threats, andwhat ismore, the public communication protocol
adopted byWSNs exacerbates the risk of physical tampering.
The sensed node owns limited computational capabilities and
energy resources which increase the difficulty of designing
security protocols. We summarize the main attack models
into five categories:

(a) Packet tampering: a malicious node added to WSNs
tamperswith the value of the packets and forwards the
tampered packets which can lead to extremely serious
consequences in some special cases.

(b) Packet forgery: a malicious node added to WSNs
keeps sending the fake packets to other nodes, greatly
increasing network traffic and resulting in wasting
energy of the whole WSNs.

(c) Selective forwarding: a malicious node added to
WSNs deletes partial packets and forwards some
packets to destination selectively. The data loss may
cause the bad situation that the sink node fails tomake
the correct response.

(d) Packet replay: a malicious node added to WSNs
forwards the packets that have been forwarded, once
more or repeatedly to other nodes which will cause
the traffic congestion and energy waste.

(e) Transfer delay: a malicious node added to WSNs
forwards the packets later than the predetermined
time which will lead to the fact that the sink node
drops the packets due to the timestamp.

3.2. The Proposed Scheme. This paper proposes a new WSNs
data integrity protection strategy based on fragile digital
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Figure 3: The implementation model of the proposed fragile watermark algorithm.

watermarking to protect the sensed data from the above four
categories of attack models. The proposed algorithm makes
use of the characteristic that the fragile watermarking is
sensitive to modification. Once the host data is modified, the
watermark is destroyed.Themalicious nodewithout the prior
knowledge of watermarking algorithms cannot effectively
restore real data. Data tampering and data forgery are similar,
which can be seen as malicious data generated by malicious
nodes. The malicious sensed data generated by the malicious
node cannot be verified by watermarking algorithm after
reaching the sink node. The proposed algorithm introduces
the packet sequence number SNwhich is used for positioning
the added packet or deleted packet.

The proposed watermarking algorithm includes three
processes, namely, digital watermark generation, digital
watermark embedding, and digital watermark extraction as
shown in Figure 3: firstly, each sensing node collects the
sensing data and generates the digital watermark according to
the fragile watermarking algorithm. Secondly, the watermark
is merged into the sensed data through the predefined rule
to form a data packet that is transferred to the sink node
through the transmission node. The packet may suffer from
an unreliable transmission and face different kinds of attacks.
Thirdly, the sink node receives the data and then extracts the
watermark and restores the sensed data according to the pre-
defined rule.The restored data is used to generate watermark
according to the same algorithm.The data integrity is verified
by comparing the regenerated watermark and the extracted
watermark. If the regenerated watermark is not the same as
the extracted watermark, the data is proved to be tempered
during transmission. Otherwise, the data is proved safe. The
digital watermark is copiedwith the copy of the digitalmedia,
and the process is hidden. If the predefined method is not
known, the digital watermark is difficult to detect.

The WSNs are simplified in this paper, and only three
types of nodes are considered:

(i) Sensing node is responsible for collecting data of
monitoring area.

(ii) Transmission node is responsible for transferring the
data to the sink node by multihop relay.

(iii) Sink node is responsible for receiving the sensed data
sent by sensor node.

Table 1: Notations and parameters of algorithm.

Notation Description
Hash() The given one-way hash function SHA-1
‖ The concatenation operator
rand() The random position function
𝑡 The data collecting time
𝑇 The time queue stored in the sink node
𝑚 The length of watermark embedding bits
𝐾 The secret key
data𝑗 The 𝑗th sensed data element
SN The serial number inserted in each packet
𝑊 Watermark to be inserted
𝑊 The extracted watermark
𝑊 The regenerated watermark

This paper makes the following assumptions: the number
of sensing nodes is 𝑛; the same sensing node defined as node
exists near the sink node and uses the same protocol and
parameter as the node in the sensing area; each sensing node
collects sensed data at the same time in one working cycle. In
order to improve the security, the collected time of the sensed
data is not transmitted.Thenode near the sink node sends the
time for collected sensed data to the sink node every working
cycle.The sinknode sets up a queue to save the time according
to the receiving order. Table 1 shows the main notations and
parameters used in the proposed algorithm.

Definition 1. In WSNs, the sensed data is encapsulated as a
package according to a predefined order before transmission.
A series of sensed data collected at each working cycle is
defined as 𝑠𝑖 = {data1, data2, . . . , data𝑛}, data𝑗 represents the
value of one sensed data (𝑗 = 1, 2, . . . , 𝑛), 𝑖 represents the
working cycle of the sensing node (𝑖 = 1, 2, . . . , 𝑘), and the
working cycle 𝑖 is saved to the packet sequence number SN.

Definition 2. A transmitted packet is denoted as Packet =
{Head, SN, 𝑠𝑖}. It consists of a fixed data header, packet
sequence number SN, and a series of sensed data elements
𝑠𝑖. The data of the packet is stored in binary mode. The
watermarked packet is denoted as PacketW. The received
packet is denoted as Packet𝑊.
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Input: input parameters Packet, 𝑡, 𝑚,𝐾
Output: Watermark𝑊
(1) for 𝑖 = 1 to 𝑛 do
(2) Datafl Data ‖ Packet ⋅ data𝑖;
(3) Data fl Data ‖ 𝑡;
(4) Data fl Data ‖ 𝐾;
(5) 𝑊0 = Hash(Data);
(6) 𝑊 = MSB(𝑊0, 𝑚);
(7) return𝑊;

Algorithm 1: Watermark generation algorithm.

3.2.1. Watermark Generation Algorithm. Thewatermark gen-
eration algorithm uses the SHA-1 hash function to calculate
the hash value. SHA-1 hash function not only guarantees data
integrity, but also has a lightweight feature that uses 65%
less memory than other hash algorithms, such as the MD5
algorithm, which is more suitable for resource-constrained
WSNs [25]. The secret key K [26] is the specific information
that is only known to the sender and the receiver.

Thewatermark generation process is described as follows:

(i) Concatenate all the sensed data elements, collected
time t, and secret key 𝐾 to data:

Data = data1 ‖ data2 ‖ ⋅ ⋅ ⋅ ‖ data𝑛. (1)

(ii) Calculate the hash value of the variable data denoted
as𝑊0, based on SHA-1 hash function:

𝑊0 = Hash (Data ‖ 𝑡 ‖ 𝐾) . (2)

(iii) Select 𝑚 bits from most significant bits of𝑊0 as the
watermark𝑊, according to the actual needs.

𝑊 = MSB (𝑊0, 𝑚) . (3)

The detailed operation steps of watermark generation
algorithm are shown in Algorithm 1.

3.2.2.Watermark EmbeddingAlgorithm. Theproposedwater-
mark embedding algorithm improves from the following two
aspects:

(i) The packet is redesigned and added m bits for water-
mark to ensure that the watermark is transparently
embedded in the packet. It does not cause any
interference to the data and meets the high-precision
requirements.

(ii) In order to solve the vulnerabilities brought by fixed
embedding location, we introduce a new position
random function to dynamically calculate the water-
mark embedding position which effectively solves
potential vulnerabilities and greatly improves the
security of the algorithm.

Figure 4 illustrates the generation and embedding mech-
anism. The watermark embedding process is described as
follows:

Input: input parameters Packet, 𝑡, 𝑚,𝐾
Output: New packet Packet𝑊
(1) Get watermark𝑊 according to Algorithm 1;
(2) 𝑃,𝑄 = rand(𝑡, 𝐾,𝑚);
(3) for 𝑖 = 1 to𝑚 do
(4) index fl 𝑃𝑖;
(5) Packet𝑊index =𝑊𝑖;
(6) for 𝑖 = 1 to 𝑙 do
(7) index fl 𝑄𝑖;
(8) Packet𝑊index = Packet𝑖;
(9) return Packet𝑊;

Algorithm 2: Watermark embedding algorithm.

(i) Calculate the watermark information W according
to Algorithm 1 and update the payload of the packet
from 𝑙 to 𝐿.

(ii) Acquire position arrays 𝑃 and 𝑄 through function
rand() with collected time 𝑡, secret key𝐾, and num of
watermark bits 𝑚. P and 𝑄 represent the watermark
embedding position and the sensed data embedding
position, respectively. 𝑃 and 𝑄 need to satisfy the
formula

1 ≤ 𝑃𝑖 ≤ 𝐿, 1 ≤ 𝑖 ≤ 𝑚;

𝑃𝑖 ̸= 𝑃𝑗, 𝑖 ̸= 𝑗;

𝑃𝑖 < 𝑃𝑗, 𝑖 < 𝑗

1 ≤ 𝑄𝑖 ≤ 𝐿, 1 ≤ 𝑖 ≤ 𝑙;

𝑄𝑖 ̸= 𝑄𝑗, 𝑖 ̸= 𝑗;

𝑄𝑖 < 𝑄𝑗, 𝑖 < 𝑗

𝑃 ∩ 𝑄 = 0, 𝑃 ∪ 𝑄 = {1, 2, . . . , 𝐿}

Length (𝑃) + Length (𝑄) = 𝐿.

(4)

(iii) Embed the watermark 𝑊 according to the position
array 𝑃 and embed the sensed data according to the
position array 𝑄 to form a new packet PacketW.

The detailed operation steps of watermark embedding
algorithm are shown in Algorithm 2:

3.2.3. Watermark Extraction Algorithm. When the packet is
transmitted to the sink node, the sink node extracts the
digital watermark information and restore the sensed data.
The received packet is denoted as Packet𝑊. The sink node
and the sensing node share the secret key 𝐾. The restored
packet is represented as Packet.

The extraction and verification process are described as
follows:

(i) Extract the serial number SN from received packet
Packet𝑊.

(ii) Acquire the collected time 𝑡 from the time queue
stored in the sink node based on the SN.
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Figure 4: The processes of generation and embedding.

Input: input parameters Packet𝑊, 𝑚,𝐾
Output: Integrity verification result
(1) indexfl Packet𝑊 ⋅ SN;
(2) 𝑡 fl timeindex;
(3) 𝑃,𝑄 = rand(𝑡, 𝐾,𝑚);
(4) for 𝑖 = 1 to𝑚 do
(5) index fl 𝑃𝑖;
(6) 𝑊𝑖 fl Packet𝑊index;
(7) for 𝑖 = 1 to 𝑙 do
(8) index fl 𝑄𝑖;
(9) Packet𝑖 = Packet𝑊index;
(10) for 𝑖 = 1 to 𝑛 do
(11) Datafl Data ‖ Packet ⋅ data𝑖;
(12) Data fl Data ‖ 𝑡;
(13) Data fl Data ‖ 𝐾;
(14) 𝑊0 flHash(Data);
(15) 𝑊 flMSB(𝑊0, 𝑚);
(16) if𝑊 == 𝑊 then
(17) Return (Integrity intact);
(18) else
(19) Return (Integrity tampered);

Algorithm 3: Watermark extraction algorithm.

(iii) Calculate the arrays𝑃 and𝑄 according to the function
rand().

(iv) Obtain the watermark denoted as𝑊 and restore the
packet represented as Packet.

(v) Recalculate the watermark 𝑊 according to
Algorithm 1 with Packet, 𝑡,𝑚, and𝐾.

(vi) Compare𝑊 with𝑊; if𝑊 is equal to𝑊, the data
integrity is verified; otherwise the data is tampered.

Figure 5 illustrates the extraction and verification mech-
anism. The detailed operation steps of watermark extraction
algorithm are shown in Algorithm 3:

4. Security Analysis

The malicious node added to the WSNs can launch various
attacks based on the attackmodelsmentioned before. Attacks
usually happen during the transmission. One attack is sup-
posed to be successful if the sink node cannot detect the
modification of the sensed data. In this section, we discuss
how the proposed watermarking algorithm resists various
attacks.

4.1. Modification

4.1.1. Modification of One Data Element. If the attacker just
modifies one data element and the embedded watermark
remains unchanged. The sink node can extract the right
watermark information and restore the wrong data element
according to the extraction algorithm. The modification of
one data element can lead to the wrong hash value and
the wrong recalculated watermark that does not match the
extracted watermark. The sink node will reject the modified
packet. If an attackmodifiesmultiple data elements, the result
is similar.

4.1.2. Modification of Embedded Watermark. If the attacker
just modifies the embedded watermark and the data elements
remain unchanged, this may result in the wrong extracted
watermark and the right recalculated watermark that lead to
the failed authentication.

4.1.3. Modification of 𝑆𝑁. We assume the attacker modifies
the serial number SN. The changed SN leads to the wrong
collected time in the sink node. It affects both extraction
watermark and restored sensed data because the wrong
collected time can result in the wrong embedding position.
The recalculated watermark and the extracted watermark
are inconsistent. The sink node will reject the modified
packet.
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Figure 5: The processes of extraction and verification.

4.2. Insertion/Deletion

4.2.1. Insertion/Deletion of Element of Packet. When the
packet arrives, the sink node checks its length. Nomatter one
element or multiple elements are inserted into the packet,
the length of packet does not meet the requirement, which
result in the rejection of this packet. The deletion of element
is similar to the insertion, so it is not discussed here in detail.

4.2.2. Insertion/Deletion of Whole Packet. The collected time
and the secret key are known to the sender and receivers
only but are not known to an attacker. If the attacker deletes
one or more packets, the sink node may locate these packets
according to the SN. Without the knowledge of collected
time and secret key, the attacker can hardly get the correct
embedded position and watermark, so the attack cannot
generate the packets that meet the requirements. When the
inserted packets arrive at the sink node, they cannot be
authenticated successfully and are rejected.

The above analyses are sufficient to prove that the pro-
posed algorithm can resist various attacks of WSNs, such
as modification, insertion, and deletion. It also applies to a
combination of scenes. It is proved that the algorithm can
guarantee the integrity of data of the WSNs.

5. Experimental Results

The experimental data used in this paper is the real sensed
data collected by the Intel Berkeley Research Laboratory,
which contains humidity data, temperature data, light inten-
sity data and voltage data, and the time to obtain these data.
However, the collected time of different types of sensed data
is not the same. In order to save the amount of computation,
it is assumed that all types of data in the one working cycle
use the same collected time.

We use the Network Simulator Ns-2 to implement sim-
ulation experiment that evaluates the performance of the
proposed PRWalgorithm.Ns-2 is the open source simulation

Table 2: Notations and parameters of simulation.

Parameter Value
Surface of the network 100m ∗ 100m
Num of sink node 1
Num of sensing node 8
Num of attacker node 10
Num of transmission node 81
Sink node location (30, 60)
Routing protocol LEACH
MAC protocol S-MAC
Initial energy 2 J

platform that simulates discrete events. It is widely used in
academia because of its scalable features. Table 2 shows the
significant notations and parameters of the simulation.

In order to better conserve energy, the designed exper-
iment uses the S-MAC protocol. The S-MAC protocol is
designed for the resource-constrained WSNs. It has energy-
efficient features because it implements the low-duty-cycle
operations and periodically listening and sleeping.

In the simulation experiment, the coverage ofWSNs is set
to 100m∗ 100m.There are 1 sink nodes, 1 sensing node near
the sink node, 8 sensing nodes, 80 transmission nodes, and 10
attacker nodes randomly distributed in the sensing area, and
the total number of sensing nodes is 100. In each packet, there
are 1-byte packet header, 2-byte packet SN, 1-byte redundant
space, and 8 bytes for data elements. The duration of each
simulation is set to 200 seconds. Each simulation randomly
selects 200 packets as experimental samples. The average
value of the 20 simulations is used as the result data.

We conduct two sets of experiments. In the experiment
selection of 𝑚, we aim to select the right parameter 𝑚 to
achieve the best experimental results with the minimum
calculated load. In the experiment antiattack, we verify the
antiattack ability of our method against five common attacks.
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Figure 6:The detection rate under different embedding parameters
𝑚.

The rest of the experiments compare the embedded capacity,
energy consumption, delay, and detection rate with the
existing LSBmethods SGW [18], LWC [19], FWC-D [20], and
multimark [22], respectively, to prove that our algorithm has
better performance than the baseline.

5.1. The Selection of 𝑚. The parameter 𝑚 indicates the
watermark bit. In order to select the appropriate parameter𝑚
thatmeets the safety requirements and does not lead to higher
false positive rate, we select three values of the parameter𝑚 2,
4, and 8.The experiment introduces the detection rate, which
is the probability that the algorithm successfully detects the
tampered packet. It is defined as

𝑃𝐷 =
𝑁𝐷
𝑁Total
, (5)

where 𝑁𝐷 is the number of tampered packets that the
extracted watermark does not match the recalculated water-
mark and 𝑁Total is the number of all packets arriving at the
sink node.

The experimental results are shown in Figure 6. It can
be concluded from the experimental results that the bigger
value of parameter 𝑚 corresponds to higher detection rate
and the algorithm owns higher security.When the parameter
𝑚 falls to 2, the detection rate falls rapidly because the
watermark capacity is too small to detect the tampered packet
effectively. The appropriate selection of the parameter 𝑚
ensures both high security and high performance of the
proposed watermark algorithm.

5.2. Antiattack. The 10 attacker nodes take advantage of
various attacks to verify the antiattack ability of our proposed
algorithm.The five attacks, packet tampering, packet forgery,

Table 3: The detection rate under various attacks.

Attack type Experiments num Detection rate (%)
Packet tampering 50 100
Packet forgery 50 100
Selective forwarding 50 100
Packet replay 50 100
Transfer delay 50 100
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Figure 7: The watermarking embedded capacity.

selective forwarding, packet replay, and transfer delay, are
performed separately. The test of each attack is repeated 50
times, and the experimental results are showed in Table 3.

According to the experimental results, our proposed
algorithm effectively resists several common attacks. For
the first three attacks, packet tampering, packet forgery,
selective forwarding, the attack will not calculate the correct
watermark information, so our watermark strategy cannot
extract the correct watermark information from the packet
and the data integrity certification fails. The last two attacks,
packet replay and transfer delay with concealment, can evade
existing programs, but our algorithm associates the serial
number and collected time effectively to detect these two
attacks and achieves the desired results.

5.3. Embedding Capacity. Theexperimental results are shown
in Figure 7, whose clarity shows the superiority of the pro-
posed algorithm in terms of embedding capacity compared to
the LSB [18–20] and multimark [22]. Embedding the water-
mark at the lowest bit (LSB) not only limits the watermark
embedding capacity, but also disrupts the integrity of the data
which is fatal for the high-precision applications. Multimark
[22] can guarantee data accuracy, but the number of blank
characters is limited which restricts the watermark capacity.



10 Security and Communication Networks

0

2

4

6

8

10

12

14

16

18

16 32 48 64 80 96

To
ta

l e
ne

rg
y 

co
ns

um
pt

io
n 

(J
) 

Simulation time (seconds)

SGW
LWC
FWC-D

Multimark
PRW

Figure 8: The energy consumption.

5.4. Energy Consumption. The sensed node uses the battery
for energy, and the energy consumption directly determines
the life cycle of the sensed node. The main energy con-
sumption of sensed node mainly includes data collection,
watermark generation and embedding, and data forwarding,
where data transmission costs the highest energy.

In this paper, the bits of data packets are fixed, so the
embedding of the watermark does not increase the additional
storage overhead and transmission overhead. The proposed
method does not cause any disturbance to the original data
because the watermark is embedded into the redundant
positions. The experimental results are shown in Figure 8,
which clearly shows that the proposed algorithm saves more
energy than the algorithms LSB [18–20] and multimark [22].

5.5. Average Delay. The delay caused by the algorithm to the
WSNs mainly includes the calculation, embedding, extrac-
tion, and verification of the watermark. The proposed PRW
applies the one-way hash function SHA-1 algorithm with
lightweight features. Compared to other hash algorithms
such as MD5, SHA-1 can calculate faster and save more stor-
age space and energy. Therefore the watermark generation of
PRW saves more time than previous watermarking schemes.
Although [9] also uses SHA-1, it embeds 160 bits of data
into the packet that greatly increase the transmission load.
It not only consumes more energy, but also increases the
transmission delay. The experimental results are shown in
Figure 9, which clearly shows that the proposed algorithm
reducesmore delay than the algorithms proposed in LSB [18–
20] andmultimark [22] which will improve the response time
of the network.

5.6. The Detection Rate. Due to the interference problems of
wireless communication, the embedded watermark may be
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affected involuntarily, and the integrity authentication may
fail when the packet arrived without attacks at the sink node,
which is called false positive detection.

We have conducted several simulation experiments to
compare the detection rate between the PRW and previous
algorithms LSB [18–20] and multimark [22]. We measure the
false positive detection rate with different number of alive
nodes in the network. The experimental results are shown in
Figure 10, which clearly shows that the proposed algorithm
decreases the false positive rate than the existing algorithms.
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We can see fromFigure 10 that the false positive rate is around
0.8 percent when the 80 percent sensor nodes are alive and
it falls to 0.2 percent if 20 percent of nodes are alive. So we
need to adjust the alert threshold based on the number of alive
nodes in the WSNs dynamically.

6. Conclusion

In this paper, an advanced random digital watermarking
algorithm is proposed for the data integrity of IoT perceptual
layer.Theproposed algorithmcan effectively prevent a variety
of attacks, such as packet forgery attacks, packet forwarding
attacks, packet tamper attacks, packet replay attacks, and
packet delay transmission attacks caused by malicious nodes.
Besides, the proposed algorithm effectively solves the short-
comings of the existing technologies. It not only simplifies the
computational complexity and improves the authentication
efficiency and security, but also ensures the reversible extrac-
tion of watermark and the lossless restoration of data.
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Content Centric Networking (CCN) is an effective communication paradigm that well matches the features of wireless
environments. To be considered a viable candidate in the emerging wireless networks, despite the clear benefits of location-
independent security, CCNmust at least have parity with existing solutions for confidential and anonymous communication. This
paper designs a new cryptographic scheme, called Asymmetric Index Encapsulation (AIE), that enables the router to test whether
an encapsulated header matches the token without learning anything else about both of them. We suggest using the AIE as the
core protocol of anonymous Content Centric Networking. A construction of AIE which strikes a balance between efficiency and
security is given. The scheme is proved to be secure based on the DBDH assumption in the random oracle with tight reduction,
while the encapsulated header and the token in our system consist of only three elements.

1. Introduction

Conventional networking protocols designed to support end-
to-end communications between nodes which are uniquely
identified through an IP address may fail in wireless envi-
ronments due to dynamic changes caused by the mobility.
Content Centric Networking is an emerging networking
architecture with the goal of becoming an alternative to
the IP-based Internet. Communication in CCN adheres to
the pull model. Its primary characteristic is that content and
routable content in the network are always named. Interests
represent the willingness of the consumer to retrieve certain
content, independently of its location. A consumer who
wishes to obtain content first issues an interest by name,
which is then routed to the producer or router that is capable
of satisfying the request.The corresponding content carrying
the same name is then sent to the consumer along the reverse
path.

The CCN architecture has some innate privacy friendly
features; for example, the source addresses of contents are
hard to trace. However, support for name privacy is not a

standard feature. Names reveal significantly more informa-
tion about content than IP addresses [1].

ANDaNA [2] and AC3N [3] are the initial attempt to pro-
vide anonymous communication in CCN. They are inspired
by Tor, using onion-like encryption to wrap interests, and
forwarded by participating anonymizing routers. However,
caching mechanism as one of the most important features of
CCN could not be used in these designs due to the lack of
an cryptographic primitive keeping the name private while
ensuring accessibility and routability.

In this paper we propose a new cryptographic scheme
called Asymmetric Index Encapsulation (AIE) to hide the
name except the entity which is given appropriate token.
Token can be viewed as a kind of encrypted interest; it
can only be generated from the authorized consumers and
the functionality of the token kept secret even during the
name and interest match procedure. We believe AIE is a
positive answer to the open question raised in [1, 4]. AIE
is proved to be secure based on the DBDH/CDH assump-
tion in the random oracle with tight reduction, while the
encapsulated header and the token in our system consist of
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only three elements. Moreover, AIE is applicable in any CCN
incarnation, for example, CCNx and NDN [5].

1.1. Organization. The rest of this paper is organized as
follows.The next section shows the related work of our paper.
Section 3 gives an overview of CCN.The scheme description
is presented in Section 4. Definitions of security model are
given and discussed in Section 5. The reduction proofs are
shown in Sections 6 and 7. Then we show implementation
and provide an analysis of the performances of the proposed
schema in Section 8. Finally, we conclude with related work
and future work in Section 9.

2. Related Work

Symmetric searchable encryption with adaptive security
against chosen-keyword attacks was first considered explic-
itly in [6], where symmetric index encapsulation was first
considered explicitly by [7]. Unlike in asymmetric settings,
securely encapsulating a single keyword/index is nearly triv-
ial in symmetric settings. In these schemes and subsequent
work [8–11], researchers focus on how to handle full text
indices and try to improve efficiency. Another line of work
uses deterministic encryption [8, 12]. It only provides security
for data and queries that have high entropy.

Starting with the work of Boneh et al. [13–15], searchable
encryption has also been considered in the public key setting
[10, 16–19]. The early works lack function privacy until the
first definition was suggested very recently by Boneh et al.
[20].

One of the key goals of CCN projects is “security by
design” [21]. In contrast to today’s Internet, where security
problems were identified along the way, the research commu-
nity stresses both awareness of issues and support for features
and countermeasures from the outset. To this end, a few of
papers investigate various attacks and solutions in CCN or
CON [1, 2, 5]. However, to the best of our knowledge, there is
an absence of cryptographic perspective.Themajor contribu-
tion of our paper is in defining a new cryptographic primitive
known as Asymmetric Index Encapsulation scheme.

A preliminary version of this paper [22], which con-
centrated on solving the related fundamental cryptographic
problem, appeared at ProvSec 2016, while this paper focuses
more on solving practical problem of CCN network. The
extra contents mainly are shown in Sections 8 and 9.

3. CCN Overview

We now review the building blocks of Content Centric
Networking. There are three types of entities in CCN:

(i) Consumer which issues interests for content
(ii) Producer which generates and publishes content to

the network
(iii) Routers which forward interest messages and content

between consumers and producers
CCN supports two types of packets:
(i) Named content: in CNN, contents are always named

to facilitate data dissemination and search. A content

name is a URI-like string composed of one or more
variable-length segments.

(ii) Interest: to obtain content, consumer issues a request,
called an interest message, with the name of the
desired content.This interest will be satisfied by either
a router or the content producer.

Name and interestmatching inCCN is exact, for example,
an interest for “/2017/news.txt” can only be satisfied by a
content object named “/2017/news.txt.”

Each CCN entity should maintain the following compo-
nents:

(i) Forwarding Interest Base (FIB): this includes a lookup
table used to determine entities for forwarding in-
coming interests.

(ii) Pending Interest Table (PIT): this include a lookup
table of outstanding pending interests and a set of
corresponding incoming entities.

(iii) Content Store (CS): this is a buffer used for con-
tent caching and retrieval. Each network entity can
provide content caching, which is limited only by
resource availability. Note that this is different from
packet buffers in today’s routers, as cache size is
expected to be several orders of magnitude bigger in
CCN.

All CCN communication is initiated by a consumer that
sends an interest for a specific content [23]. When a router
receives an interest, it looks up its PIT to determine whether
an interest for the content is pending:

(i) If the desired name in the PIT, the interest does not
need to be forwarded further. If the arrival entity is
new, the router just updates the PIT entry by adding
a new incoming entity.

(ii) Otherwise, the router looks up its CS for a matching
content. If it succeeds, the cached content is returned
and no new PIT entry is needed. If no matching
content is found, the router creates a new PIT entry
and forwards the interest using its FIB.

During receipting of the interest, the producer distributes
requested content among the network, thus satisfying the
interest. Then, the content is forwarded towards the con-
sumer, by the path of the preceding interest, in reverse.

4. Scheme Description

Formally, AIE is specified by a quadruple of probabilistic
polynomial-time algorithms:

(i) The setup algorithm 𝑆𝑒𝑡𝑢𝑝 is run by the central
authority, takes a security parameter 1𝜆, and outputs
the public system parameters 𝑝𝑝 together with a
master secret key 𝑚𝑘. The system parameters will be
publicly known, while the master key will be known
only to the key generation algorithm.
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Figure 1: Instantiating AIE in anonymous CCN.

(ii) The index (a.k.a. name) encapsulation algorithm 𝐸𝑛𝑐
is run by the producer, takes as input an index 𝑥, and
outputs encapsulated header ℎ𝑑𝑥.

(iii) The token generation algorithm 𝐺𝑒𝑛 is run by the
central authority, takes as input the master secret key𝑚𝑘 and an interest 𝑦, and outputs a related token 𝑡𝑘𝑦.

(iv) The test algorithm 𝑇𝑒𝑠𝑡 is run by the router, takes
as input a header ℎ𝑑𝑥 and a token 𝑡𝑘𝑦, and outputs
a value which indicates the matching relationship
between 𝑡𝑘𝑦 and ℎ𝑑𝑥, “1” for matching and “0” on
the contrary. Usage of this algorithm is to show the
linkability between headers and tokens.

To deploy AIE in CCN, we should introduce a trusted
central authority which is in charge of issuing token. As
illustrated in Figure 1, if a consumer plans to request a content
named 𝑥, instead of sending the plain interest packet, it
should use the token issued by Gen(𝑥) from the central

authority. Token is like a private key of public encryption
scheme. However, its functionality is not decrypting but
testing.

When a producer generates new content named 𝑦, it
encrypts the content at first. The encryption algorithm used
by consumers to conceal content should be secure against
adaptive chosen ciphertext (CCA) attacks. Then, the pro-
ducer runs encapsulation algorithm 𝐸𝑛𝑐 to encapsulate the
name𝑦.We call the output of Enc(𝑦) the encapsulated header
of 𝑦. Finally, a signature binds the encrypted content with its
encapsulated header and provides origin authentication no
matter how or from where it is retrieved. For any adversary
without the correct token, this signed and encrypted packet
will lose no information under our security model (discussed
in Section 5.4).

When a token is received and there are no same pending
tokens in its cache, router runs 𝑇𝑒𝑠𝑡 algorithm to find an
encapsulated header which matches the token. If there is no
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such encapsulated header, the router forwards this new token
to the neighbor routers.When the desired content is returned
or there is already an encapsulated header matching this
token in the cache, the router forwards it out on all neighbors
and flushes the corresponding cache entry.

Since adversary canmount a guessing attack, exhaustively
testing the known token, we give a reasonable security model
in Section 5.5 to ensure that there is no more obviously
effective attack better than the brute force method.

4.1. Construction. Let 𝐺𝑟𝑜𝑢𝑝𝐺𝑒𝑛 be a probabilistic polyno-
mial-time algorithm taking 1𝜆 as security parameter and
outputs (G,G𝑇, 𝑝, 𝑔, 𝑒), where G and G𝑇 are groups of prime
order 𝑝, 2𝜆 < 𝑝 < 2𝜆+1, 𝑔 is a generator of group G, and𝑒 : G × G → G𝑇 is a nondegenerate efficiently computable
bilinear map. See [24] for a description of the properties of
such pairings. We present AIE scheme as follows; the design
inspiration comes from [20, 25].

(i) Setup(1𝜆): on input security parameter 1𝜆, the setup
algorithm works as follows:

(1) Generate (𝑝,G,G𝑇, 𝑔, 𝑒) ← GroupGen(1𝜆).
(2) Randomly sample 𝑎 ← Z∗𝑝.
(3) Compute 𝑔𝑎 ← 𝑔𝑎.
(4) Choose two cryptographic hash functions 𝐻

and 𝐹 : {0, 1}∗ → G. The security analysis will
view𝐻, 𝐹 as random oracles.

(5) Output 𝑎 as master key and (𝑔, 𝑔𝑎) as public
parameters.

(ii) Enc(𝑝𝑝, 𝑥): given 𝑥, the index encapsulation algo-
rithm does the following:

(1) Randomly sampling 𝑟 ← Z∗𝑝

(2) Computing 𝑐 ← 𝑔𝑟,𝑇 ← 𝑒(𝑔𝑎, 𝐻(𝑥))𝑟, and𝑅 ←𝑒(𝑔𝑎, 𝐹(𝑥))𝑟
(3) Outputting (𝑐, 𝑇, 𝑅) as an encapsulated header

(iii) Gen(𝑚𝑘, 𝑦): on inputmaster key 𝑎 and an index𝑦, the
token generation algorithm does the following:

(1) If the same query for 𝑦 is repeated twice, then
the same token is provided.

(2) It randomly chooses 𝑢, V ← Z∗𝑝.
(3) It computes 𝑑 ← (𝐻(𝑦)𝑢𝐹(𝑦)V)𝑎.
(4) It outputs and records (𝑑, 𝑢, V) as the token of 𝑦.

(iv) Test(ℎ𝑑, 𝑡𝑘): given an encapsulated header ℎ𝑑 and a
token 𝑡𝑘, the test algorithm does the following:

(1) It parses ℎ𝑑 as (𝑐, 𝑇, 𝑅) and 𝑡𝑘𝑦 as (𝑑, 𝑢, V).
(2) It checks if the following equation holds true:

𝑒 (𝑐, 𝑑) = 𝑇𝑢 ⋅ 𝑅V, (1)

and if it holds, output “1,” meaning 𝑡𝑘 matchesℎ𝑑; else output “0.”

Correctness. For any index 𝑥, we need to guarantee
Test(ℎ𝑑𝑥, 𝑡𝑘𝑥) = 1, where ℎ𝑑𝑥 ← Enc(𝑥, 𝑝𝑝) and𝑡𝑘𝑥 ← Gen(𝑥,𝑚𝑘). Denoting ℎ𝑑𝑥 = (𝑐, 𝑇, 𝑅) and 𝑡𝑘𝑥 = (𝑑,𝑢, V), that is clear since

𝑒 (𝑐, 𝑑) = 𝑒 (𝑔𝑠, (𝐻 (𝑥)𝑢 𝐹 (𝑥)V)𝑎)
= 𝑒 (𝑔𝑠, 𝐻 (𝑥))𝑎𝑢 𝑒 (𝑔𝑠, 𝐹 (𝑥))𝑎V
= (𝑒 (𝑔𝑎, 𝐻 (𝑥))𝑠)𝑢 (𝑒 (𝑔𝑎, 𝐹 (𝑥))𝑠)V = 𝑇𝑢 ⋅ 𝑅V.

(2)

5. Security Models

We give the precise formal definitions based on the above
discussion.

5.1. Notation. We denote by X = (𝑋1, 𝑋2, . . . , 𝑋𝑞) a joint
distribution of 𝑞 randomvariables, and by x = (𝑥1, 𝑥2, . . . , 𝑥𝑞)
a sample drawn from X. The min-entropy of a random
variable𝑋 isH∞(𝑋) = −log2(max𝑥Pr[𝑋 = 𝑥]). A 𝑘-source is
a random variable𝑋 withH∞(𝑋) ≥ 𝑘. A (𝑞, 𝑘)-block-source
is a random variableX = (𝑋1, 𝑋2, . . . , 𝑋𝑞), where, for each 𝑖 ∈{1, 2, . . . , 𝑞}, (𝑥1, . . . , 𝑥𝑖−1) holds that 𝑋𝑖|𝑋1=𝑥1 ,...,𝑋𝑖−1=𝑥𝑖−1 is 𝑘-
source.The statistical distance between two random variables𝑋 and 𝑌 over a finite domain 𝑆 is defined as

SD (𝑋, 𝑌) = 1
2∑
𝑥∈𝑆

|Pr [𝑋 = 𝑥] − Pr [𝑌 = 𝑥]| . (3)

5.2. DBDH and CDHAssumption. Decisional bilinear Diffie-
Hellman (DBDH) problem is to distinguish two distributions
PBDH = (𝑔𝛼, 𝑔𝛽, 𝑔𝛾, 𝑒(𝑔, 𝑔)𝛼𝛽𝛾) and RBDH = (𝑔𝛼, 𝑔𝛽, 𝑔𝛾, 𝑅)
for random 𝛼, 𝛽, 𝛾, and 𝑅. Computational Diffie-Hellman
(CDH) problem is to compute 𝑔𝛼𝛽 given 𝑔𝛼 and 𝑔𝛽. To state
the assumption asymptotically we rely on the bilinear group
generator algorithm GroupGen(1𝜆).
Definition 1. LetGroupGen(1𝜆) be a bilinear group generator.
The DBDH assumption holds for GroupGen(1𝜆) if, for
all probabilistic polynomial-time algorithm B, its BDDH
advantage, denoted by

AdvDBDHB (𝜆) = Pr [B (𝑔𝛼, 𝑔𝛽, 𝑔𝛾, 𝑒 (𝑔, 𝑔)𝛼𝛽𝛾) = 1]
− Pr [B (𝑔𝛼, 𝑔𝛽, 𝑔𝛾, 𝑅) = 1] ,

(4)

is a negligible function of 𝜆, where the probability is over
(G,G𝑇, 𝑝, 𝑔, 𝑒) ← GroupGen(1𝜆), 𝛼, 𝛽, 𝛾 ← Z∗𝑝, 𝑅 ← G𝑇.

Definition 2. Let GroupGen(1𝜆) be a bilinear group gen-
erator. The CDH assumption holds for GroupGen(1𝜆) if,
for all probabilistic polynomial-time algorithm B, its CDH
advantage, denoted by

AdvCDHB (𝜆) = Pr [B (𝑔𝛼, 𝑔𝛽) = 𝑔𝛼𝛽] , (5)

is a negligible function of 𝜆, where the probability is over
(G,G𝑇, 𝑝, 𝑔, 𝑒) ← GroupGen(1𝜆), 𝛼, 𝛽 ← Z∗𝑝.
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5.3. The Leftover Hash Lemma

Definition 3 (universal hash function). A collection H of
function𝐻 with form𝑈 → 𝑉 is universal if for any 𝑥, 𝑥 ∈ 𝑈
such that 𝑥 ̸= 𝑥 the following holds:

Pr
𝐻←H

[𝐻 (𝑥) = 𝐻(𝑥)] = 1
|𝑉| . (6)

Theorem 4 (leftover hash lemma for block-source; see [20]).
Let H be a universal collection of functions 𝐻 : 𝑈 → 𝑉;
let X = (𝑋1, 𝑋2, . . . , 𝑋𝑞) be (𝑞, 𝑘)-block-source where 𝑘 ≥
log |𝑉| + 2 log(1/𝜖) + Θ(1). Then there exists the distribution

(𝐻1, 𝐻1 (𝑋1) ,𝐻2, 𝐻2 (𝑋2) , . . . , 𝐻𝑞, 𝐻𝑞 (𝑋𝑞)) , (7)

where (𝐻1, 𝐻2, . . . , 𝐻𝑞) ← H𝑞 is 𝜖𝑞-close to the uniform
distribution over (H × 𝑉)𝑞.
5.4. Security Model for Anonymity. AIE is anonymous if
Enc(𝑝𝑝, 𝑥) leaks no information about 𝑥. To capture the
anonymity properties formally, a game between a challenger
and an adversaryA is defined as follows:

(i) Setup Phase: the challenger runs Setup(1𝜆) and sends𝑝𝑝 to adversaryA and keeps𝑚𝑘 to itself.
(ii) Prechallenge Phase: in this phase, adversary A is

allowed to make token extraction query. The chal-
lenger responds to the query about index𝑦 by sending
A to the output of Gen(𝑚𝑘, 𝑦).

(iii) Challenge Phase:A submits two indices 𝑥0, 𝑥1, which
is restricted to the indices that he did not request in
prechallenge phase. The challenger flips a fair binary
coin 𝑏 and returns Enc(𝑝𝑝, 𝑥𝑏) as challenge header.

(iv) Postchallenge Phase: this phase is repeat of prechal-
lenge phase. The adversary issues additional adaptive
queries with the restriction where it can not request
token of 𝑥0 or 𝑥1.

(v) Guess Phase: finally, A submits a guess 𝑏 of 𝑏. The
adversary wins if 𝑏 = 𝑏.

Definition 5 (anonymity of AIE). AIE is anonymous if, for
any probabilistic polynomial-time algorithm A, its ANON
advantage, denoted by

AdvANON
A (𝜆) = Pr [𝑏 = 𝑏] − 1

2
 , (8)

is a negligible function of 𝜆, where the probability is over the
random bits used by the challenger and the adversary.

5.5. Security Model for Function Privacy. Formalizing such
a notion is not straightforward since adversary can mount
a guessing attack. If adversary has some knowledge that
the token comes from a small set, it can encapsulate each
candidate index and run the legitimate 𝑇𝑒𝑠𝑡 procedure to
learn the function embedded inside the token. We adapt
the notion from [20] which requires that Gen(𝑚𝑘, 𝑦) is

indistinguishable from a random token if 𝑦 is chosen from
a sufficiently high min-entropy distribution. The following
security game parameterized by a distribution 𝐷 helps us
capture properties of function privacy:

(i) Setup Phase: the challenger runs Setup(1𝜆) and sends
both master secret key 𝑚𝑘 and public parameters 𝑝𝑝
to adversaryA.

(ii) Challenge Phase: in this phase, the challenger samples
an indices vector (𝑥1, 𝑥2, . . . , 𝑥𝑞) from the distribution
D and then, for every 𝑖 ∈ {1, 2, . . . , 𝑛}, computes 𝑡𝑘𝑖 =
Gen(𝑚𝑘, 𝑥𝑖) and returns (𝑡𝑘1, . . . , 𝑡𝑘𝑞) toA.

(iii) Guess Phase: finally, A submits a guess of the distri-
bution challenger has used. It outputs “0” standing for
uniform distribution; otherwise it outputs “1.”

Definition 6 (privacy of AIE). AIE says private function if,
for any probabilistic polynomial-time algorithm A and any(𝑞, 𝑘)-block-source distribution𝐷 where 𝑞, 𝑘 is a polynomial
of 𝜆, its PRIV advantage, denoted by

AdvPRIVA (𝜆) = Pr [Ψ𝐷 (𝜆) = 1] − Pr [Ψ𝑅 (𝜆) = 1] , (9)

is a negligible function of 𝜆 where 𝑅 stands for uniform
distribution.

To gain reasonable high min-entropy in anonymous
CCN, we suggest that data provider should assign a compli-
cated name of the encrypted data. Since adversary canmount
a guessing attack (exhaustively testing the token by using
pairings), the definition of privacy actually guarantees that
there is no more obviously effective attack better than the
brute force method.

6. Proof of Anonymity

We use reduction to prove anonymity of our scheme under
the DBDH assumption.

Lemma 7. Suppose there is an adversary A that can win
the anonymity game with advantage 𝜖(𝜆). Then there is an
algorithmB which solves the DBDH problem with advantage𝜖(𝜆).

Given a tuple (𝑔𝛼, 𝑔𝛽, 𝑔𝛾, 𝑍), which is either sampled from
PBDH or from RBDH, algorithm B interacts with adversary
A as follows.

Setup Phase.B sets up public parameter 𝑝𝑝 = 𝑔𝛼.
Programming the Random Oracle. B simulates the random
oracle forA as follows.

If the same query is repeated twice, then the same
return value is provided, on issuing a fresh query for𝐻(𝑥), andB

(1) samples 𝑡1 ← Z∗𝑝, 𝑡2 ← Z∗𝑝,
(2) stores tuple (𝑥, 𝑡1, 𝑡2) in table 𝐿𝐻,
(3) returns𝐻(𝑥) = (𝑔𝛽)𝑡1𝑔𝑡2 ,
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On issuing a fresh query for 𝐹(𝑥),B
(1) samples 𝑡3 ← Z∗𝑝, 𝑡4 ← Z∗𝑝,
(2) stores tuple (𝑥, 𝑡3, 𝑡4) in table 𝐿𝐹,
(3) returns 𝐹(𝑥) = (𝑔𝛽)𝑡3𝑔𝑡4 .

Prechallenge Phase. On A issuing a token for index 𝑦,
algorithmB does the following:

(1) If the same query for 𝑦 is repeated twice, then the
same token is provided.

(2) If A has not made a query for 𝐻(𝑦) and/or 𝐹(𝑦), it
programs𝐻(𝑦) and/or 𝐹(𝑦) as mentioned above.

(3) It retrieves (𝑦, 𝑡1, 𝑡2) from 𝐿𝐻 and (𝑦, 𝑡3, 𝑡4) from 𝐿𝐹.
(4) It samples 𝑢 ← Z∗𝑝 and computes V ← −𝑢 ⋅ 𝑡1/𝑡3. That

is, it randomly samples𝑢 and V such that𝑢⋅𝑡1+V⋅𝑡2 = 0.
(5) It computes 𝑑 ← (𝑔𝛼)𝑢𝑡2+V𝑡4 .
(6) It returns (𝑑, 𝑢, V).

Correctness of Simulation. We argue that (𝑑, 𝑢, V) is always a
proper token corresponding to 𝑦 since

(𝐻 (𝑦)𝑢 𝐹 (𝑦)V)𝛼 = ((𝑔𝑡1
𝛽
𝑔𝑡2)𝑢 (𝑔𝑡3

𝛽
𝑔𝑡4)V)𝛼

= ((𝑔𝑢𝑡1+V𝑡3
𝛽

) 𝑔𝑢𝑡2+V𝑡4)𝛼 = 𝑔𝑢𝑡2+V𝑡4𝛼

= 𝑑.
(10)

Challenge Phase. AfterA sends 𝑥0 and 𝑥1, algorithmB does
the following:

(1) It picks a random bit 𝑏 ← {0, 1}.
(2) IfA has not made a query for 𝐻(𝑥𝑏) and/or 𝐹(𝑥𝑏), it

programs𝐻(𝑥𝑏) and/or 𝐹(𝑥𝑏) as mentioned above.
(3) It retrieves (𝑥𝑏, 𝑠1, 𝑠2) from 𝐿𝐻 and (𝑥𝑏, 𝑠3, 𝑠4) from𝐿𝐹.
(4) It computes 𝑐 ← 𝑔𝛾, 𝑇 ← 𝑍𝑠1𝑒(𝑔𝛼, 𝑔𝛾)𝑠2 , 𝑊 ←

𝑍𝑠3𝑒(𝑔𝛼, 𝑔𝛾)𝑠4 .
(5) It returns (𝑐, 𝑇,𝑊) as challenge header.

Postchallenge Phase. B responds as before in prechallenge
phase.

Guess Phase. Finally A outputs a guess 𝑏 of 𝑏. B concludes
its own game by outputting a guess as follows. if 𝑏 = 𝑏, B
returns 1, else returns 0.
Analysis of B’s Behavior. Denote 𝛾 = log𝑔𝑔𝛾. If 𝑍 is sampled
from PBDH, that is, 𝑍 = 𝑒(𝑔𝛼, 𝑔𝛽)𝛾, then (𝑐, 𝑇,𝑊) is a
perfectly legitimate header of 𝑥𝑏 since

𝑒 (𝑔𝛼, 𝐻 (𝑥))𝛾 = 𝑒 (𝑔𝛼, 𝑔𝑠1𝛽 𝑔𝑠2)𝛾

= (𝑒 (𝑔𝛼, 𝑔𝛽)𝛾)𝑠1 𝑒 (𝑔𝛼, 𝑔𝑠2)𝛾

= 𝑍𝑠1𝑒 (𝑔𝛼, 𝑔𝛾)𝑠2 = 𝑇,
𝑒 (𝑔𝛼, 𝐹 (𝑥))𝛾 = 𝑒 (𝑔𝛼, 𝑔𝑠3𝛽 𝑔𝑠4)𝛾

= (𝑒 (𝑔𝛼, 𝑔𝛽)𝛾)𝑠3 𝑒 (𝑔𝛼, 𝑔𝑠4)𝛾

= 𝑍𝑠3𝑒 (𝑔𝛼, 𝑔𝛾)𝑠4 = 𝑊.
(11)

Therefore, B simulates a perfect environment of A, and the
probability of the eventA winning the game is identical to 𝜖.
However, when𝑍 is uniformly random, the challenge header
will not be legitimate. This is not a problem, and indeed it is
crucial to the proof of security.

Lemma 8. If 𝑍 is sampled from uniform random, the dis-
tribution of 𝑏 is independent of the adversary’s view, so the
probability of eventA winning the game is identical to 1/2.
Proof. Consider the joint distribution of the adversary’s view.
Note that the adversary is not allowed to make a token query
for 𝑥0 and 𝑥1; fromhis view, only𝐻(𝑥𝑏),𝐹(𝑥𝑏),𝑇, and𝑊may
leak information about 𝑏. What we need to prove is that, for
any fixed 𝑔𝛼, 𝑔𝛽, 𝑔𝛾, 𝑇,𝑊,𝐻(𝑥0), 𝐹(𝑥0),𝐻(𝑥1), and 𝐹(𝑥1),

Pr

[[[[[[[
[

𝑍𝑟1𝑒 (𝑔𝛼, 𝑔𝛾)𝑟2 = 𝑇
𝑍𝑟3𝑒 (𝑔𝛼, 𝑔𝛾)𝑟4 = 𝑊
𝑔𝑟1
𝛽
𝑔𝑟2 = 𝐻 (𝑥0)

𝑔𝑟3
𝛽
𝑔𝑟4 = 𝐹 (𝑥0)

]]]]]]]
]

= Pr

[[[[[[[
[

𝑍𝑟1𝑒 (𝑔𝛼, 𝑔𝛾)𝑟2 = 𝑇
𝑍𝑟3𝑒 (𝑔𝛼, 𝑔𝛾)𝑟4 = 𝑊
𝑔𝑟1
𝛽
𝑔𝑟2 = 𝐻 (𝑥1)

𝑔𝑟3
𝛽
𝑔𝑟4 = 𝐹 (𝑥1)

]]]]]]]
]

,

(12)

where the probability is over 𝑟1, 𝑟2, 𝑟3, 𝑟4, and 𝑍. That is clear
because the four equations are linearly independent since, for
any fixed 𝑇,𝑊, 𝑓, and ℎ,

Pr

[[[[[[[
[

𝑍𝑟1𝑒 (𝑔𝛼, 𝑔𝛾)𝑟2 = 𝑇
𝑍𝑟3𝑒 (𝑔𝛼, 𝑔𝛾)𝑟4 = 𝑊

𝑔𝑟1
𝛽
𝑔𝑟2 = ℎ

𝑔𝑟3
𝛽
𝑔𝑟4 = 𝑓

]]]]]]]
]

= 1
|G|2 . (13)

That concludes thatA learns nothing about 𝑏.
To summarize, when the input tuple is sampled from

PBDH, then adversary’s view is identical to its view in a real
security game and thereforeA satisfies |Pr[𝑏 = 𝑏]−1/2| ≥ 𝜖.
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When the input tuple is sampled from RBDH, then Pr[𝑏 =𝑏] = 1/2. Therefore, we have that

AdvDBDHB (𝜆)
= Pr [B (PBDH) = 1] − Pr [B (RBDH) = 1]
≥ (

1
2 ± 𝜖) − 1

2
 = 𝜖.

(14)

We present our conclusion as the following statement.

Theorem 9. The AIE scheme one proposed is anonymous,
assuming the DBDH assumption holds for the bilinear group
generated by 𝐺𝑟𝑜𝑢𝑝𝐺𝑒𝑛.
7. Proof of Function Privacy

Proof. Denote View𝐷 by the distribution of A’s view in the
game Ψ𝐷(𝜆) and View𝑅 by the distribution of A’s view in
the game Ψ𝑅(𝜆). We prove that View𝐷 is statistically close to
View𝑅 even for arbitrary fixed public parameters.

Suppose A received tokens corresponding to (𝑥1,𝑥2, . . . , 𝑥𝑞) in the challenge phase. As A knows the master
key and having fixed 𝑝𝑝, we can assume that View𝐷 is
equivalent to

(𝑢1, V1, ℎ𝑢11 𝑓V1
1 , 𝑢2, V2, ℎ𝑢22 𝑓V2

2 , . . . , 𝑢𝑞, V𝑞, ℎ𝑢𝑞𝑞 𝑓V𝑞
𝑞 ) , (15)

where ℎ𝑖 = 𝐻(𝑥𝑖) and 𝑓𝑖 = 𝐹(𝑥𝑖) for each 𝑖 ∈ {1, . . . , 𝑞}.
Without loss of generality, we can assume that𝐻 and𝐹 are

injective since they are modeled as random oracle. Assuming
that𝐻 and𝐹 are injective guarantees that for any (𝑞, 𝑘)-block-
source 𝑋 over {0, 1}𝜆𝑞 the fact that ((ℎ1, 𝑓1), . . . , (ℎ𝑞, 𝑓𝑞)) is
also a (𝑞, 𝑘)-block-source over G2𝑞 holds.

Note that the collection of functions {𝑔𝑢,V : G2 →
G}𝑢,V∈Z∗𝑝 defined by 𝑔𝑢,V(ℎ, 𝑓) = ℎ𝑢𝑓V are universal (see [26]).
This enables us to directly apply the leftover hash lemma on
block-source, implying that the statistical distance between
View𝐷 and the uniform distribution is negligible in 𝜆. The
same holds also for View𝑅 since 𝑅 is a (𝑞, 𝑘)-block-source in
particular. This completes the proof of function privacy.

We present our conclusion as the following statement.

Theorem 10. TheAIE scheme one proposed is (computational)
function privacy under random oracle model.

8. Implementation and Performance

We implement our AIE schema by JPBC Library [27].
JPBC Library provides cryptographic interface to perform
the mathematical operations underlying pairing-based cryp-
tosystems. Our experiments were deployed on Intel Xeon
E3-1231, a 4-core 3.40GHz CPU, with 8GB of RAM. We
calculate the average time cost of each algorithm run on
security parameters with different length.The result is shown
in Table 1.

As we introduced in Section 3, 𝑆𝑒𝑡𝑢𝑝 is run by the central
authority only once, when deploying the environment.When

Table 1: Average time cost (ms) of each algorithm.

Length Setup Enc Gen Test
120 5.41 36.46 39.09 4.61
160 10.08 68.88 74.16 8.08
200 17.47 117.12 127.34 13.84
240 29.04 187.74 207.54 21.08
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Figure 2: Comparison of time cost on 120-, 160-, 200- and 240-bit
security parameter over AIE.

the producer generates new content, 𝐸𝑛𝑐 is run by producer
once. When a consumer plans to request a content, 𝐺𝑒𝑛 is
run by the central authority and 𝑇𝑒𝑠𝑡 is run by each router.
Thus, the extra time a consumer would spend for AIE is no
more than Time(Gen)+𝑛⋅Time(Test), where 𝑛 represents the
hop count. Taking 120-bit security parameter as an example,
assuming the hop count is 5 on average [2], the total extra
time cost for a consumer is 39.09 + 4.61 × 5 = 62.14ms on
average. AIE schema brings only less than 5ms latency on
each hop.

The relationship between time cost and the length of
security parameter is shown in Figure 2. The comparison of
four groups of datawith different length of security parameter
is shown in the graph horizontally. Each bar represents an
algorithm in AIE, which is 𝑆𝑒𝑡𝑢𝑝, 𝐸𝑛𝑐, 𝐺𝑒𝑛, and 𝑇𝑒𝑠𝑡 from
left to right. The vertical axis represents the average time cost
of each experiment. It concludes that the performance of AIE
is satisfyingwith small size of security parameter. But the time
cost increases by a large margin with the increase of security
parameter size. However, it is not necessary to choose too
large security parameter since no one can break DBDH and
CDH assumption up to the present.

Finally we turn to study the stability of our protocols run
time. Figures 3 and 4 show time cost of each independent
call of 𝐺𝑒𝑛 and 𝑇𝑒𝑠𝑡 with 240-bit security parameter. 𝑥-axis
represents the index of each call and 𝑦-axis represents the
time cost. Each point in the graph represents a result of one
experiment. As expected, the result shows most calls of 𝐺𝑒𝑛
and 𝑇𝑒𝑠𝑡 are very close to the average time cost.

The experimental results are quite different from other
approaches [2, 3].Themain time costs of [2, 3] are used in the
transmission of data. But since our scheme decouples index
from data, the run time costs are used in encapsulating the
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Figure 3: Time cost of 100 experiments for 𝐺𝑒𝑛 on 240-bit security
parameter.
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Figure 4: Time cost of 100 experiments for 𝑇𝑒𝑠𝑡 on 240-bit security
parameter.

index, and the performance of our scheme can be seen as a
negligible constant, which is uncorrelated with the data size.

9. Conclusion

This work presents an initial attempt to provide privacy and
anonymity in CCN by cryptographic protocol. We embed
AIE scheme in the CCN to provide comparable anonymity
with lower relative overhead.

AIE is a new cryptographic primitive. There are at least
two differences between Asymmetric Index Encapsulation
and PEKS or identity based searchable encryption [13, 20].
Firstly, the goal of AIE scheme is to decouple index hiding
and searching procedure from encryption scheme. There are
independent application scenarios of index encapsulation.
Identity based searchable encryption can be replaced by any
combination of AIE and anonymous identity based encryp-
tion. Secondly, Asymmetric Index Encapsulation scheme
does not imply public key encryption or identity based
encryption. There is possibility of getting better security
reduction and efficiency.

The security of our scheme relies on the DBDH/CDH
assumption in prime-order groups and random oracle. An
encapsulated header in our system consists of only three
elements, while a token in our system also consists of only

three elements. Besides the acceptable efficiency in practice,
the scheme has tight security reduction against all kinds
of adversaries. (A security reduction is said to be tight
when breaking the scheme is exactly as hard as solving the
underlying problem.)

We introduce new adversarial models for anonymous
CCN.The anonymitymodel captures the intuitive notion that
an adversary should not be able to distinguish between the
encapsulated header of two challenge indices of his choice,
even if it is allowed to obtain tokens for any other indices.
The privacy model requires any token belonging to index 𝑥
to be indistinguishable from a random token if 𝑥 is chosen
from a sufficiently high min-entropy distribution.

An interesting open problem is to construct AIE schemes
for other classes of functions. A possible starting point is
to consider simple functionalities, such as wildcard [28]
and inner-product testing [29]. Another fascinating open
problem is to design a scheme which is secure in the standard
model as well as keeping the token size and header size
constant. Finally, we leave it as an open problem to design
an AIE scheme without pairing.
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The deployment of security services over Wireless Sensor Networks (WSN) and IoT devices brings significant processing and
energy consumption overheads. These overheads are mainly determined by algorithmic efficiency, quality of implementation, and
operating system. Benchmarks of symmetric primitives exist in the literature for WSN platforms but they are mostly focused on
single platforms or single operating systems. Moreover, they are not up to date with respect to implementations and/or operating
systems versions which had significant progress. Herein, we provide time and energy benchmarks of reference implementations
for different platforms and operating systems and analyze their impact. Moreover, we not only give the first benchmark results of
symmetric cryptography for the Intel Edison IoT platform but also describe amethodology of how tomeasure energy consumption
on that platform.

1. Introduction

The progressive growth of IoT applications has been broad-
ening the spectrum of transmitted data, bringing an increas-
ing demand of security services like data confidentiality,
integrity, and source authentication. However, the attempt
to employ security mechanisms that are typical of conven-
tional networks is likely to cause undesirable effects due
to hardware-related resource limitations. The most relevant
overheads relate to energy consumption and/or increase of
communication delays. Another concern is the relatively
higher memory consumption that might be aggravated by
the device’s available memory and the amount of applications
running on it. Therefore, one of the main challenges for
deploying security mechanisms over WSN and IoT is to
minimize the conflict between resource consumption and the
desired security [1, 2].

In addition, with the advent of Software Defined Net-
working (SDN), heterogeneous networking devices can be
remotely reconfigured by a central SDN controller on the
fly and thus a new trend of a wider range of platforms and
communication technologies has emerged, like smart homes,

autonomous cars, and many others [3]. A new requirement
is thus introduced, and security solutions should take those
richer environments into account while still offering accept-
able performance and energy footprints among all devices
within a network.

It is worth mentioning that many works in the literature
concentrate their efforts either only on the evaluation of sym-
metric cryptographic primitives over a singlemicrocontroller
(e.g., the MSP430 embedded in TelosB motes [4, 5] or the
ATmega128L embedded in MICAz motes [6]) or even on
a single OS [5]. In addition, the performance evaluation is
usually done by direct compilation to the target platform
without an underlying OS. Even though that approach is
interesting for providing a reliable benchmarking in an
isolated environment, in real-world applications, an OS is
required to implement its own TCP-IP protocol stack where
TLS-based solutions are built on top of [7]. In practice,
each OS has different energy and memory consumption
footprints in addition to the delays introduced in the network
communication. In the context of WSN, experiments in the
literature were conducted over older versions of the operating
systems [8] but many important core features have been
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changed since then, and thus those results do not reflect
the current state of the art in terms of energy consumption
among other performance metrics. One relevant example
is the ContikiOS, which has been drastically reformulated
recently; its 3.0 version was launched in August 2015 [9]. For
example, in our experiments, typical AES operations using
the SUPERCOOP implementation [10] over bothmost recent
TinyOS 2.1.2 and ContikiOS 3.0 are 2x faster and 2x less
energy consuming than the results reported by Casado and
Tsigas [8].

In addition to the operating systems, many algorithm
parameters and implementations were improved through
time; thus an evaluation and analysis of the combined effect
of them are crucial for implementors to take better decisions
when security services are required.

In this work, we perform an extensive experimental
evaluation of reference implementations of many crypto-
graphic primitives for different security services over real
sensor platforms. We also evaluate the influence of the most
recent versions of two popular operating systems for WSN,
TinyOS 2.1.2 and ContikiOS 3.0. We provide a performance
and energy analysis, including a methodology, for important
cryptographic operations deployed on the TI TelosB [4] and
the Intel Edison [11] platforms. As far as we know, this
is the first extensive benchmark of symmetric primitives
for the Intel Edison platform. The implementations were
obtained mostly from the original authors when possible.
We preferred 16-bit implementations for TelosB and 32-bit
implementations for the Intel Edison.

The paper is organized as follows. Section 2 discusses
related work; Section 3 describes the scenario, platforms,
and cryptographic algorithms. In Section 4 the experimental
setup and methodology for the benchmarks are detailed.
Section 5 introduces the results for the algorithms running
over TinyOS on TelosB platform, while Section 6 presents
the same evaluation for the ContikiOS. We then perform the
analysis for the Intel Edison platform in Section 7. Section 8
concludes this paper and suggests future work.

2. Related Work

In 2006, Law et al. [5] evaluated eight different block
ciphers and four modes of encryption over a constrained
WSN platform, the Texas Instruments 16-bit RISC-based
MSP430F149. They focused only on encryption operations
and did not analyze primitives for other security services
such as authentication, which is usually required by most of
modern applications. In addition, if we think about an IoT
application, an operating system will also be running over a
microcontroller (like ContikiOS) and it would be interesting
to measure the behavior of primitives working along with the
operating system. Also, the ciphers and libraries analyzed in
[5] are completely outdated, since the work is from almost a
decade ago. Today sensor motes became much more energy
efficient like the underlying TelosB microcontroller, that is,
the MSP430F1611 which consumes a 330 𝜇A current in active
mode, while the MSP430F149 draws a nominal current of
420𝜇A as mentioned in [5].

In 2011, Hyncica et al. [12] evaluated the performance of
15 different block ciphers on three different microcontrollers
(of 32-bit, 16-bit, and 8-bit instructions). They used the
TomCrypt LTC library version 1.16which is a general purpose
cryptographic library for 32-bit platforms and thus not opti-
mized for constrained microcontrollers. They adopted the
ECB encryption mode, which allows for a clear distinction of
the performance of the plain block ciphers when compared
to other modes of operation, for example, CTR, CBC, and
CCM. On the other hand, the ECB mode only targets
confidentiality service and is considered insecure in practice
today [13]. In addition to confidentiality, modern real-world
secure applications must include more advanced security
services such as authentication. Therefore, a performance
evaluation over constrained platforms of more sophisticated
modes like authenticated encryption is relevant since they
present significant impact on energy consumption compared
to ECB. Additionally, Hyncica et al. [12] do not provide
energymeasurements, which is very important in the context
of battery-powered devices. They also do not address the
performance behavior when operating systems also play a
role.

In 2010, Margi et al. analyzed the impact of the operating
systems on security applications for a single platform, that is,
the TelosB. Their work is based on TinyOS 2.0.2 and Contiki
2.3. In 2013, Simplicio Jr. et al. [14] provided a comparison
of message authentication code algorithms for the TelosB
platform using TinyOS. They implemented the algorithms
themselves and did not specify what TinyOS versionwas used
for. The compilations were performed with GNU mspgcc
version 3.2.3 and they preferred to use -𝑂𝑠 flag to get a
memory optimized result.

Regarding existing full-fledge security frameworks for
WSN, the TinySec [15] and MiniSec [16] were designed only
with TinyOS [17] inmind and each of themwas implemented
for a specific sensor device. Another popular one, Con-
tikiSec, was planned and implemented particularly for the
ContikiOS. Such differences make it impractical to compare
cryptographic algorithms. Moreover, the structures within
each framework can also adopt different project and imple-
mentation approaches, using different policies of processing
or memory usage. Modifications in operating system compo-
nents (in the case ofMiniSec) are an evenmore complex issue.

Another difficulty is that in recent years the devices and
operating systems have been updated a number of times,
while the security structures have not. In this way, the
structures have become unusable for a number of platforms,
such as the cases of TinySec andMiniSec, which are no longer
usable for series 2 of the versions of TinyOS (TinyOS2x).

In addition, the drivers are sometimes unavailable for
the operating system. This was the case in the IEEE 802.15.4
security specification, which was available in certain devices,
like the TelosB [4] and the MICAz [6], without certain
functions required to activate the security resources in the
operating systems, which made it very difficult to utilize the
security structure.

All those frameworks, as explained, are highly bounded
to specific platforms or operating systems, and therefore we
do not evaluate them in this work.
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Table 1: Architecture comparison.

Class Device Energy (mW)
Name Architecture Idle Processing

SBC

Intel Edison Atom (x86@500MHz dual-core) 88 340
Intel Galileo Quark (x86@400MHz) 520 550

BeagleBone Black Cortex-A8 (ARM@1GHz) 310 400
Raspberry Pi A Broadcom (ARM@700MHz) 130 180
Raspberry Pi B Broadcom (ARM@700MHz) 380 410

WSN
MICAz ATmega128L (RISC@7.3MHz) 26 0.025
TelosB TI MSP430 (RISC@8MHz) 4.8 0.035

Arduino Yun ATmega32U4 (RISC@16MHz) + Atheros (MIPS@400MHz) 240 280

3. Scenario

Given related work discussed, the scenarios we consider for
our performance evaluation must be platforms or operating
systems independent. Next we present the platforms and
operating systems, as well as the cryptographic algorithms we
selected.

3.1. Platforms. This section presents an overview of the
selected embedded devices, which are typically used in IoT
and WSN applications.

Table 1 depicts a group of embedded architectures. We
selected some popular embedded devices found on literature
according to main usage: SBC (Single Board Computer)
and WSN (Wireless Sensor Network). SBC class includes
devices with general purpose computing power, for gateway
or sink, and WSN includes only platforms targeting low-
power communication, typically used as nodes. Data were
compiled from [18–21] and updated with [22].

Considering the goal of this work, we choose Intel Edison
and TelosB as representative of their respective classes. We
expect that the performance behavior remain the same for
a device of the same class, except for Arduino Yun, whose
consumption is far from WSN nodes (built for low energy)
but does not achieve enough performance to be compared
with SBC class. Platforms that do not include any type of
IoT communication without external support (e.g., Arduino
UNO) were excluded from our evaluation.

3.1.1. TelosB. MEMSICs TelosB Mote is an open-source plat-
form based on a low-powerMSP430 16-bit 8MHzmicrocon-
troller with 10 KB RAM and 48KB program flash memory.
TelosB has a low current consumption and is powered by two
AA batteries, but it can be plugged in the USB so power is
provided from the host computer [4]. TelosB has an IEEE
802.15.4 compliant RF transceiver and runs TinyOS 1.1.11 or
higher and Contiki OS.

3.1.2. Intel� Edison. The Intel Edison is a low-power 32-bit
x86 IoT platform, which contains a core system processing
and connectivity elements: a dual-core, dual-threaded Intel
Atom CPU at 500MHz, and a 32-bit Intel Quark micro-
controller at 100MHz processor; 1 GB RAM; 4GB eMMC
internal storage; and IEEE 802.11 and Bluetooth 4.0. But
it is not a self-contained, standalone device. It relies on

the end-user support of input power (i.e., the computing
module does not control battery recharging) [11]. The Linux
distribution Yocto is its default operating system (OS), but its
x86 architecture can enable a variety of OSs.

3.2. Operating Systems. This section presents a brief overview
of the main operating systems involved in the performance
analysis, that is, the TinyOS, ContikiOS, and Yocto.

3.2.1. TinyOS. TinyOS is an open-source operating system
designed for low-power wireless devices, such as sensor net-
works, ubiquitous computing, personal area networks, smart
buildings, and smart meters [23]. According to its authors
[24], TinyOS is a tiny (less than 400 bytes), flexible operating
system built from a set of reusable components that are
assembled into an application-specific system and supports
an event-driven concurrency model based on split-phase
interfaces, asynchronous events, and deferred computation
called tasks. TinyOS is implemented in the NesC language,
which supports the TinyOS component and concurrency
model as well as extensive cross-component optimizations
and compile-time race detection. It is a programming frame-
work and set of components for embedded systems that
enable building an application-specific OS into each applica-
tion [24].

TinyOS became the de facto operating system for WSN
until 2012, because it combines an efficient memory footprint
with an easy-to-use interface for small WSN devices like
MICAz and TelosB.

3.2.2. Contiki. Contiki [25] is an open-source operating
system for the Internet ofThings that connects tiny low-cost,
low-power microcontrollers to the Internet.

Contiki applications are written in standard C mainly
using structures called protothreads. Applications for Contiki
can be simulated using Cooja simulator to evaluate networks
behavior before deployment into the hardware. ContikiOS 3.0
supports the recently standardized IETF protocols for low-
power IPv6 networking, including the 6lowpan adaptation
layer [26], the RPL IPv6 multihop routing protocol [27], and
the CoAP RESTful application-layer protocol [25, 28, 29].

Contiki runs on a wide range of tiny platforms, ranging
from 8051-powered systems on a chip through the MSP430
and the AVR to a variety of ARM devices.
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3.2.3. Yocto. The Yocto Project is an open-source collabo-
ration project that provides templates, tools, and methods
to help creating custom Linux-based systems for embedded
products regardless of the hardware architecture [30].

Its capabilities include a Yocto Project kernel which can
cover many profiles across multiple architectures including
ARM, PPC, MIPS, x86, and x86-64. It is the default OS for
the Intel Edison and it is adopted in our benchmarks.

3.3. Cryptographic Algorithms. The algorithms described in
this section were chosen among many other cryptographic
algorithms in the literature.This choice has been made about
electing algorithms that were designed to be lightweight on
resource constrained platforms, where memory and process-
ing resources are relatively scarce, but at same time providing
the minimum desired security level.

3.3.1. Symmetric Ciphers. AES [31] algorithm is a symmetric
block cipher capable of using cryptographic keys of 128, 192,
and 256 bits to encrypt and decrypt data using blocks of 128
bits.

Curupira is a special-purpose block cipher tailored for
platforms where power consumption and processing time
are very constrained resources, such as sensor and mobile
networks, or systems heavily dependent on tokens or smart
cards. Curupira is an instance of the Wide Trail family of
algorithms, which includes the AES cipher, and displays
involutional structure, in the sense that the encryption and
decryption modes differ only in the key schedule. Its first
version, named Curupira-1 [32, 33], also presents a cyclic key
schedule, meaning that the original key is recovered after
a certain number of rounds, whereby allowing them to be
computed in-place in any order.

Curupira-2 [34] adopts the same round structure as
Curupira-1 but takes a less conservative (with a slower
diffusion) key scheduling algorithm. This results in a higher
performance when the round keys are computed on demand,
a common situation in resource constrained networks.

Trivium is a stream cipher that takes a stream of plaintext,
a secret key, and an IV as input and then operates on the
plaintext with key stream generated by the key and IV,
typically bit by bit. It is designed for constrained devices to
generate up to 264 bits of key stream from an 80-bit secret key
and an 80-bit initial value (IV) [35].

Grain is another stream cipher submitted to eSTREAM
[36].This algorithm has been selected for the final eSTREAM
portfolio by the eSTREAM project and is designed primarily
for restricted hardware.

3.3.2. Cryptographic Hashing. Blake2 is an extremely fast
hash function, yet there are no known security issues in this
algorithm. Blake2 has different versions that are suitable for
different situations. We chose Blake2s, because it is suitable
for resource constrained platforms [37].

Keccak is the winner of SHA3 competition [38]. It consists
of a family of sponge functions that hashes message texts
with a high level of security. The Keccak Code Package [39]
provides the implementation of the Keccak sponge function
that we used. For our benchmark purposes we used the

version with rate of 1088, capacity of 512, and hash output
length of 256 bits.

3.3.3. Message Authentication Codes (MACs). Keyed-Hash
Message Authentication Code (HMAC) is standardized in
FIPS 198-1, a mechanism for message authentication using
cryptographic hash functions. HMAC can be used with any
iterative cryptographic hash function, in combination with
a shared secret key. Additional applications of keyed-hash
functions include their use in challenge-response identifica-
tion protocols for computing responses, which are a function
of both a secret key and a challenge message. An HMAC
function is used by the message sender to produce a value
(the MAC) that is formed by condensing the secret key and
the message input. The MAC is typically sent to the message
receiver along with the message. The receiver computes the
MACon the receivedmessage using the same key andHMAC
function as used by the sender and compares the result
computed with the received MAC. If the two values match,
the message has been correctly received, and the receiver is
ensured that the sender is a member of the community of
users that share the key [40].

Marvin message authentication code [41] was proposed
by Simplicio et al. and was exactly designed for resource
constrained devices. Marvin explores the structure of an
underlying block cipher to provide security at a small cost
in terms of memory needs. Also, Marvin can be used as an
authentication-only function or in an authenticated encryp-
tion with associated data (AEAD) scheme. AES, Curupira-1,
or Curupira-2 can be adopted as the underlying block cipher.

3.3.4. Authenticated Encryption with Associated Data
(AEAD). Counter mode (CTR) is a mode of operation
that turns a block cipher into a stream cipher so it used
for achieving confidentiality [42]. It generates the next
keystream block by encrypting successive values of a
“counter.” The counter can be any function which produces
a sequence which is guaranteed not to repeat for a long
time, although an actual increment by one counter is the
simplest and most popular. CTR mode is well suited to
operate on a multiprocessor machine where blocks can be
encrypted in parallel. If the IV/nonce is random, then they
can be combined together with the counter using any lossless
operation (concatenation, addition, or XOR) to produce
the actual unique counter block for encryption. In case of
a nonrandom nonce (such as a packet counter), the nonce
and counter should be concatenated (e.g., storing nonce in
upper 64 bits and the counter in lower 64 bits). Notice that
simply adding or XORing of the nonce and counter into a
single value would completely break the security under a
chosen-plaintext attack.

Counter with Cipher Block Chaining-Message Authentica-
tion Code (CCM) is a two-pass patent-free AEAD. CCM is
based on an approved symmetric key block cipher algorithm
with 128-bit block size, such as the Advanced Encryption
Standard (AES) algorithm currently specified in FIPS 197.
CCM can be considered a mode of operation of the block
cipher algorithm. As with other modes of operation, a single
key to the block cipher must be established beforehand
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among the parties to the data; thus, CCM should be imple-
mented within a well-designed key management structure.
The security properties of CCM depend, at a minimum, on
the secrecy of the key [43].

Offset Codebook Mode (OCB) is a one-pass authenticated
encryption scheme designed by Rogaway et al. [44]. What
makes OCB remarkable is that it achieves authenticated
encryption in almost the same time as the fastest conven-
tional mode, CTR mode, achieves privacy alone. This results
in lower computational cost compared to using separate
encryption and authentication functions. OCB performance
overhead is minimal compared to classical, nonauthenticat-
ing modes like CBC. OCB does not require the nonce to be
random; a counter, say, will work fine. Unlike some modes,
the plaintext provided to OCB can be of any length, as well
as the associated data, and OCB will encrypt the plaintext
without padding it to some convenient-length string, an
approach that would yield a longer ciphertext. If one is
encrypting and MACing in a conventional way, like CTR-
mode encryption and the CBCMAC, the cost for privacy and
authenticity is going to be twice the cost for privacy alone, just
counting block cipher calls. Unfortunately, OCB is patented
for commercial use in the USA [45]. There are now free
licenses available for OCB with unusual restrictions, which
some implementors have expressed concerns over (e.g., one
license only applies only to open-source software; another
allows only use of OCB in OpenSSL implementation).

EAX is a two-pass AEAD; that is, encryption and authen-
tication are done in separate operations. This makes it much
slower than OCB, though unlike CCM it is “online.” Still,
EAX has three advantages: first, it is patent-free. Second, it
is pretty easy to implement. Third, it uses only the encipher
direction of the block cipher, meaning that one could tech-
nically fit it into an implementation with a very constrained
code size, if that sort of thing is a concern. One possible
drawback is that EAX is not entirely parallelizable due to the
use of CMAC [46].

LetterSoup is a parallelizable two-pass AEAD scheme
based on the Marvin for message authentication [41]. One
of the main interests of using Marvin is that it follows the
ALRED construction [47], meaning that each block of the
message blocks is processed using a few unkeyed rounds of
an underlying block cipher (the so-called Square Complete
Transform, SCT) instead of a full encryption as in CMAC.
LetterSoupwas designedwith constrained platforms inmind,
one advantage being that its encryption function (the LFSRC
mode) is involutional; that is, applying it twice recovers the
plaintext, so the code size gets reduced since only one direc-
tion is needed. Its official implementation employs Curupira-
2 as the underlying block cipher [48]. Another advantage is
that the security of LetterSoup is formally analyzed giving
more confidence for the algorithm. In addition, the message
and the header can be processed in any desired order, and the
tag can be verified before the decryption process takes place.
The IVs used must be nonrepeating [41]. In the figures and
tables we will refer to LetterSoup as LTS. Moreover, in our
analysis the LTS implementation by Simplicio [49] utilizes
Curupira-2 [50] as its underlying block cipher.

Ketje is composed of two authenticated encryption
schemes with support for associated data and was designed
by the inventors of Keccak, the winner of the SHA3 hash
function. Ketje is a nonce-based AEAD, meaning that the
encryption function is deterministic and needs a different
nonce for each invocation to be secure. It supports two secu-
rity levels, that is, 96 bits and 128 bits. Ketje builds on round-
reduced versions of the Keccak-𝑓 permutation as primitives,
that is, the Keccak-𝑓[400] and Keccak-𝑓[200], allowing for
code reuse when Keccak is already being used. It also offers
considerable side-channel protection. On the other hand, it is
morememory consuming compared to the above-mentioned
AEAD schemes [51]. The implementation employed Ketje v1
in this work along with Keccak-𝑓[400] for 128-bit security.
The code was obtained from the Keccak Code Package [39].

4. Experimental Setup and Methodology

As discussed in the previous section, the evaluation covers
algorithms from four categories. Next we address the imple-
mentation and configuration used for each of them.

4.1. Symmetric Ciphers. Thereference implementations of the
underlying block ciphers Curupira and Trivium are designed
for 8-bit platforms. For the case of AES operations, we
used the highly optimized implementation for 16-bit CPUs
with 128-bits keys (and 128-bit IVs) available at [10]. For
the Trivium synchronous stream cipher [35], we used the
implementation published in [52], configured with key size
of 112 bits and IV size of 96 bits. For the Curupira [34] block
cipher we have adopted the reference implementation [50].
This implementation is optimized for key size of 96 bits.

4.2. Cryptographic Hashing. We selected the official Blake2s
implementation [53]. For the Keccak hash function we
adopted the Keccak Code Package [39] which provides the
implementation of the Keccak sponge function.

4.3. Message Authentication Codes (MAC). MAC algorithms
can be built based on hashing or symmetric cipher algo-
rithms. We chose one algorithm from each category.

HMAC uses a cryptographic hash function to define a
MAC. Any hash function could be used by this algorithm.
We used the implementation published in [54], considering
the following parameters: SHA-256 hash function, 128-bit key
size, and 64-byte block size.

Marvin [41] uses a symmetric cipher algorithm to ensure
authenticity and integrity of a received message. It can use
AES or Curupira-2 as the base cipher. We used the imple-
mentation published in [55], configured with the following
parameters: Curupira-2 cipher, 96-bit key size, and 12-byte
tag size.

4.4. Authenticated Encryption with Associated Data (AEAD).
For EAX [56] we used the implementation published in [49],
and the Curupira-2 was adopted as the underlying block
cipher. For the LetterSoup [41], the default parametrization
uses Curupira-2 as block cipher, which is also used in the
implementation published in [48]. LetterSoupwill be referred
to as LTS in the next graphs and tables. OCB [57] is a patented
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Table 2: Operations of interest for each primitive.

Symmetric ciphers Hash MAC AEADs
Init Init Init Init
Encryption Update Update Encryption
Decryption Final Final Decryption

mode of operation. Our implementation for this algorithm
[49] also uses Curupira-2 as cipher algorithm. Ketje is an
AEAD algorithm based on Keccak. It is designed for resource
constrained platforms, and the implementation used in this
report is the one at [39].

It is worth pointing out that a usual good approach
for comparing performance of different algorithms is that
the same implementor implements all of them since the
same amount of tricks is more evenly applied. On the other
hand, we think a single implementor producing tens of new
nontested implementations for the different platforms is not
reasonable. Actually, our goal in here is to evaluate existing
already deployed and better tested implementations and their
behavior in the selected platforms.

In order to evaluate algorithms for each category (sym-
metric cipher, hash, MAC, AEAD), we calculate the run time
and energy consumption of each relevant operation. The
procedures considered are listed in Table 2.

The run times and energy consumption are extracted
using a python script wrote by the authors, which reads
the output file from the LabView setup explained next.
The measurement setup for current consumption consists
of an Agilent 34401A digital multimeter [58] that reads the
drained current and communicates with a computer via
GPIB, running LabView. The current sampling is limited to
500Hz. The mote is powered by a fixed voltage source at 3 V.
Since it is ineffective to compare cryptographic algorithms
using a fixed message size, we compared all algorithms
varying the sizes. Messages up to roughly 100 bytes were
considered, according to the following rules:

(i) Symmetric block ciphers: Curupira-2 and AES data
sizes𝐷 will be multiples of the block size

(ii) Hash: multiples of the tag size
(iii) MAC: multiples of the underlying cipher (or hash)

block size
(iv) AEAD: multiples of the underlying cipher (or hash)

block size

Five independent measurements are conducted in order
to calculate the average, standard deviation, and confidence
interval of 95%. Each operation runs 𝑁 times, and 𝑁 is
determined by the time 𝑡 of a single run of the operation. It
should satisfy 𝑁 ≤ (100/𝑡). This is due to a limitation of a
LabView internal buffer size which becomes fully loaded after
100 seconds of measurements using the maximum sampling
rate of our setup.

For the TelosB platform the number𝑁 is defined accord-
ing to the algorithm as follows:

(i) AES, Curupira-2, LetterSoup, OCB, Blake2s, Marvin,
HMAC, and Trivium:𝑁 = 100.

(ii) EAX and Keccak:𝑁 = 80.
(iii) Ketje:𝑁 = 5.

For the Intel Edison with Yocto OS the following 𝑁 is
adopted for each algorithm:

(i) For execution time experiments:

(a) Symmetric ciphers:𝑁 = 200000.
(b) Hash:𝑁 = 200000.
(c) MAC:𝑁 = 100000.
(d) AEAD:𝑁 = 30000.

(ii) For energy consumption experiments:

(a) Symmetric ciphers:𝑁 = 250000.
(b) Hash:𝑁 = 80000.
(c) MAC:𝑁 = 500000.
(d) AEAD:𝑁 = 40000.

Before any test is performed, a script that stops unnec-
essary OS processes is executed on Yocto OS. Moreover, the
run time acquisition in this case is conducted by means
of the gettimeofday function which provides a microsecond
resolution [59]. Because symmetric algorithms are very fast,
one might think that gettimeofday may not be enough to get
a precise time taking, but since we are taking a large amount
of executions of the same operation we are able to get precise
result, and yet the precision ofmicroseconds is fair enough for
our experiments since the fastest operationwe havemeasured
is more than 1 microsecond.

All procedures were executed 𝑁 times in order to allow
a statistical analysis of the experiment and defined an error
margin, which was calculated with a standard error.

The compiler used for TelosB was the GNU msp430-gcc
LTS 20120406 and the -O3 optimization optionwas set, which
means optimizing for speed, since applications usually want
tominimize energy consumption for the target IoT andWSN
scenarios. We used GCC 5.1 for the Intel Edison.

5. Benchmarks and Results on
the TelosB Platform, TinyOS

We first collect the block cipher performance results over
TelosB for the encryption operation in Figure 1.

It is clear from the graphs in Figure 1 that run time and
energy consumption are proportional in the TelosB platform.
This can be explained by the fact that TinyOS is event-
oriented and very lightweight operating system. When a task
is to run, the operating system simply yields all the processing
resources to the task. The consequence is that practically
all energy consumption is due to the running algorithm in
the task and energy consumption gets proportional to the
running time of the algorithm.

When we compare the results in Figure 1 with the ones
reported by Casado and Tsigas [8] for the AES on 16-bit MSP
microcontrollers, we observe that the AES implementation
SUPERCOOP combined with most recent TinyOS 2.1.2 over
an MSP430 microcontroller performs 2x faster for both
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Figure 1: TinyOS/TelosB: average time and energy for the encryption operation for each block cipher.

encryption/decryption operations (1ms per block versus
>2ms per block) and consequently spends 2x less energy
for these computations. This observation gives evidence that
many of the previous reports in the literature do not reflect
precisely the most up-to-date energy footprints of combined
best implementations and OSs for WSN.

For all the next operations with block ciphers, hash,
and AEAD, energy consumption is proportional to running
times; thus we provide only the time comparison for some of
the next benchmarks since we can expect the same behavior
for the energy comparison.

It is also worth pointing out that fromFigure 1 Curupira-2
performed slower when compared to other ciphers although
having smaller block size and being tailored for constrained
devices. We asked the original authors about this appar-
ent paradox and they clarified that although Curupira-2
implementation was developed with small word sizes in
mind they aimed at correctness over high performance. On
the other hand, a much better performance is expected if
properly optimized. Moreover, from our results, the relative
decryption behavior for the three algorithms is the same; thus
we do not provide the detailed figures herein for conciseness.

In practice, block ciphers are used along with modes of
operation. We provide the benchmarks of this combination
for the AES block cipher next.

5.1. AES-CTR and AES-CBC Encryption Modes. The AES in
CTR mode follows its standard specifications. For the CBC
(Cipher Block Chaining) mode, the following parameters
(experiments follow the same described setup) are adopted:

(i) Key size is 128 bits.
(ii) Block size is 16 bytes.
(iii) Plaintext size is 16 bytes.
(iv) Number of rounds is 10.
(v) Precomputed tables are used in AESMixColumns for

run time optimization.
The run time and energy consumption for different

operations from CTR and CBC modes are shown in Table 3.

Table 3: Time inms for one execution in differentmode AES of init,
encryption, and decryption tasks, with message size = 16 bytes.

Mode Init Encryption Decryption
CBC 1,28 ± 0,01 2,69 ± 0,02 2,82 ± 0,04
CTR 0,47 ± 0,01 0,91 ± 0,01 0,91 ± 0,01

Table 4: Time to execute one init operation for each hash algorithm.
Time is in ms.

Blake2s Keccak
0,96 ± 0,00 6,96 ± 0,02

From the results in Table 3, we notice that CTR mode is
about 3x faster and less energy consuming for the encryp-
tion/decryption operations when compared to CBC.

We now provide the benchmark results for the hash
functions.

The run time and energy consumption of the init oper-
ation for the different hash algorithms are relatively cheap
compared to other hash operations and are shown in Table 4.
But it is worth mentioning that Blake2’s initialization is 7x
faster than Keccak’s. This operation has a roughly constant
execution time for all data sizes.

Tables 5 and 6 show the comparison and the numerical
differences between hash algorithms for theupdate operation.

One can check that Blake2’s performance surpasses Kec-
cak’s. A better illustration of the update operation is provided
in Figure 2.

From the results of Tables 4, 5, and 6 and Figure 2 we
clearly see an advantage of Blake2s compared to Keccak. The
main reason for this behavior is that Blake2s was particularly
designed to run faster in smaller word processors (TelosB
is embedded with a MSP430 microcontroller with 16-bit
words).

Finally, Table 7 shows the execution time for the final
operation, which is roughly constant for any data size (12 ≤
𝐷 ≤ 108), thus the time for only one input size is shown.
Keccak is faster than Blake2 in this operation.
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Figure 2: TinyOS/TelosB: average time and energy consumption of update operation for each hash algorithm.

Table 5: Time to execute one update operation for each hash
algorithm. Time is in ms and the data size 𝐷 is in bytes.

𝐷 Blake2s Keccak
32 3,03 ± 0,01 72,8 ± 0,2
64 6,00 ± 0,02 149,5 ± 0,4
96 8,98 ± 0,02 226,1 ± 0,6
128 11,94 ± 0,04 303,0 ± 1,0

Table 6: Energy to execute one update operation for each hash
algorithm. Energy is in 𝜇J and the data size𝐷 is in bytes.

𝐷 Blake2s Keccak
32 17,7 ± 0,2 410 ± 20
64 35,2 ± 0,3 840 ± 50
96 52,6 ± 0,5 1270 ± 70
128 70,0 ± 0,6 1700 ± 100

Table 7: Time to execute one final operation for each hash
algorithm. Time is in ms and 𝐷 is the data size in bytes.

𝐷 Blake2s Keccak
128 6,27 ± 0,02 4,1 ± 0,02

Notice that here we compare two MAC algorithms,
Marvin and HMAC, which operate with different sizes of
blocks. Marvin does not have exact blocks of sizes 64 bytes
and 128 bytes, but it offers a range of sizes varying from 12
bytes to any multiple of it. On the other hand, HMAC works
with blocks multiple of 64 bytes. For the case of 64-byte block
in HMAC and 72-byte block in Marvin, Marvin is still faster
and more energy efficient even when operating with large
blocks.

Table 8 shows the execution time of init operation for
eachMAC algorithm.The execution time is roughly constant
for every data size, and Marvin takes longer to initialize than
HMAC.

Table 9 shows the execution time and energy consump-
tion for the update operation for each MAC algorithm.

Table 8: Time to execute one init operation for each MAC
algorithm. Time is expressed in ms.

Marvin HMAC
5,62 ± 0,01 28,95 ± 0,04

Table 9: Time to execute one update operation for each MAC
algorithm. Time is in ms and 𝐷 is the data size in bytes.

𝐷 Marvin HMAC
12 1,68 ± 0,01
36 4,88 ± 0,01
60 8,08 ± 0,02
84 11,28 ± 0,02
108 14,50 ± 0,03
128 28,37 ± 0,04

Table 10: Time to execute one final operation for each MAC
algorithm. Time is expressed in ms and 𝐷 is the data size in bytes.

𝐷 Marvin HMAC
108 7,04 ± 0,01
128 35,43 ± 0,05

Table 11: Time to execute one init operation. Time is expressed in
ms.

EAX OCB LetterSoup Ketje
7,67 ± 0,01 4,88 ± 0,01 3,04 ± 0,01 18,4 ± 0,2

Benchmarks for the update operation are also shown in
Figure 3.

Finally, Table 10 shows the time and energy performance
for the final operation. The execution time for Marvin is
roughly constant for all data sizes and thus we only plot the
result for the 108-byte input size. Marvin performs about 5x
faster than HMAC for the final operation.

Table 11 shows the execution time and energy consump-
tion of the init operation for different AEAD algorithms.
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Table 12: Time to execute one encryption operation for each AEAD algorithm (associated data size = 0). Time is expressed in ms and 𝐷 is
the data size in bytes.

𝐷 EAX OCB LetterSoup Ketje
12 7,85 ± 0,02 6,58 ± 0,01 4,94 ± 0,01 93,2 ± 0,2
36 15,43 ± 0,04 11,10 ± 0,01 8,66 ± 0,01 167,6 ± 0,2
60 23,00 ± 0,04 15,60 ± 0,02 12,38 ± 0,03 242,4 ± 0,2
84 30,80 ± 0,04 20,12 ± 0,03 16,08 ± 0,05 316,6 ± 0,3
108 38,18 ± 0,06 24,65 ± 0,05 19,78 ± 0,06 391,2 ± 0,3

Table 13: Time to execute one encryption operation for each AEAD algorithm (associated data size = message size). Time is expressed in ms
and𝐷 is the data size in bytes.

𝐷 EAX OCB LetterSoup Ketje
12 9,86 ± 0,03 8,76 ± 0,02 4,96 ± 0,01 118,4 ± 0,2
36 21,33 ± 0,04 17,50 ± 0,03 10,30 ± 0,02 267,4 ± 0,3
60 32,8 ± 0,1 26,24 ± 0,05 14,86 ± 0,04 416,0 ± 0,6
84 44,2 ± 0,2 34,98 ± 0,06 19,40 ± 0,06 566,0 ± 3,0
108 55,7 ± 0,1 43,68 ± 0,08 23,96 ± 0,07 714,8 ± 0,7
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Figure 3: TinyOS/TelosB: average time consumption of update
operation for each MAC algorithm.

LetterSoup initialization is the fastest AEAD with a small
difference compared to OCB. Ketje has the slowest initial-
ization which comes from the fact of managing with larger
states. On the other hand, LetterSoup’s better performance is
influenced by the smaller state but at a penalty of a slightly
smaller security level of 96 bits.

Table 12 shows the run time and energy consumption
of the encryption operation without associated data. Note
that Ketje’s performance is significantly worse. Although
its implementation is intended for 16-bit CPUs, the design
works with 50-byte internal states which are at least 3x larger
than states from other algorithms, which explains the slower
behavior.

Table 13 shows the execution time of the authenticated
encryption with associated data operation. Ketje remains
the slowest algorithm in this experiment by one order of
magnitude compared to others. Recall that a decision to
select one of these algorithms depends on the tradeoff
performance and the additional features of each algorithm.

Recall that LetterSoup is faster but comes with a slightly
smaller security level and also is not standardized. EAX and
OCB are standardized, andOCBhas some patent issues. Ketje
in turn could be reusingKeccak’s code and save codememory
in case a hash function is also desired in the same application.

Figure 4 shows the execution time and energy of
the encryption with associated data operation. LetterSoup
presents a better performance than others when there is
associated data.Therefore it presents a better optionwhen the
combined services are desired.

The operation decryption with associated data presents
similar performance as the encryption counterpart and is
thus omitted here.

According to the results described in this section, the best
performances in terms of speed and energy on TelosB with
TinyOS are achieved by the following:

(i) Encryption mode: AES-CTR
(ii) Hash: Blake2
(iii) MAC:Marvin
(iv) AEAD: LetterSoup

It is worth pointing out that, for each type above, speed
might not be the priority and the decision should be made
taking into account all the desired features for each algorithm
to have.

6. Benchmarks and Results on the TelosB
Platform, ContikiOS

We first perform benchmarks for each symmetric algorithm
running it along with ContikiOS 3.0 over the TelosB mote.
The only exception is the Blake2s hash function. Its reference
implementation consumes a large amount of flash (code)
memory compared to the other analyzed algorithms and
cannot be compiled along with ContikiOS 3.0 which is high
code memory consuming as well. In this case, the Blake2s
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Figure 4: TinyOS/TelosB: average time and energy to execute one encryption operation for each AEAD algorithm with associated data.
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Figure 5: ContikiOS/TelosB: average time and energy to execute one encryption operation for each block cipher.

benchmarks are performed along with ContikiOS 2.7 which
is less flash memory consuming. It is worth mentioning that
ContikiOS 2.7 introduces some drawbacks like more current
spikes which potentially leads to more energy consumption.
Fortunately we were able to filter that overhead by estimating
the average current of operation and considering only the
area below this average current in the current versus time
graph, which gives the average charge.

In the present experiments, the same methodology used
for TinyOS is adopted. Same implementations are also used
and same ranges of parameters are defined.

Figure 5 compares the run time of the encryption opera-
tion for different block ciphers. We can see a similar outcome
when compared to the behavior of the ciphers on TelosB. AES
is still faster than Curupira-2. It is important to point out that
ContikiOS presents run times and energy consumption very
close to the ones observed for TinyOS in Figure 1.

Figure 6 presents the decryption operation for different
block ciphers.

The benchmarks for the update operation of MAC algo-
rithms are shown in Figure 7 while the benchmarks for the
update operation of hash algorithms are shown in Figure 8.

The authenticated encryption with associated data opera-
tion is shown in Figure 9.

The decryption with associated data displays similar
behavior and thus is omitted here.

6.1. Discussion. In comparison, the performance results on
TinyOS and ContikiOS are very close to one another,
meaning that the overhead of those operating systems on
processing-only operations is similar. This corroborates the
conclusions by Margi et al. [60]. On the other hand, we
also showed that even though the relative performance id
comparable, themagnitude of the results of time and energy is
very different from other works such as the comparison with
the results in [8] already discussed in Section 5.

7. Benchmarks and Results on Intel Edison
with Yocto

7.1. Ciphers. In this section we present the performance and
energy results on Intel Edison platform based on the Yocto
OS. Tables 14 and 15 show the execution time and energy
consumption for one init operation. This operation has a
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Figure 6: ContikiOS/TelosB: average time to execute one decryption
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Table 14: Time to execute one init operation for each block cipher.
Time is in 𝜇s and𝐷 is the data size in bytes.

𝐷 AES Curupira Trivium Grain
12 13.90 ± 0.01

16 7.33 ± 0.01 11.32 ± 0.01 8.58 ± 0.01

Table 15: Energy consumption to execute𝑁 init operations for each
block cipher. The consumption is expressed in J.

AES Curupira Trivium Grain
0.49 ± 0.00 1.12 ± 0.00 0.89 ± 0.00 0.62 ± 0.00
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Figure 9: ContikiOS/TelosB: average time to execute one authen-
ticated encryption with associated data operation for each AEAD
algorithm.

(roughly) constant execution time that is not affected by the
data size. Even though the speed of this operation cannot
solely define the best algorithm, we can see that the fastest init
operation is performed byAES, while Curupira is the slowest.

Figure 10 fully specifies the performance of the encryption
operation for each block cipher algorithm. From the figures
one can note that AES is the fastest algorithm for data size up
to 32 bytes. For larger data sizes, AES is surpassed by Trivium
and for even the larger messages sizes (more than ≈95 bytes)
also by Grain.

The AES performance is expected to be more sensitive
to message sizes than Trivium and Grain, since AES is a
block cipher (this is also true for Curupira). Curupira in turn
presented the worst performance for all data sizes, but this is
due the nonfully optimized implementation.

The performance behavior observed for decryption is
identical to encryption as expected and therefore the actual
data is omitted.

Tables 16 and 17 show the execution time and energy
consumption by the init operation for hash algorithms.
Analyzing only this operation is not very meaningful for
defining the best algorithm, but Blake2’s initialization ismuch
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Figure 10: Average time and energy to execute one encryption operation for each block cipher.
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Figure 11: Average time and energy to execute update operation for each hash algorithm.

Table 16: Time to execute one init operation for each hash
algorithm. Time is expressed in 𝜇s and𝐷 is the data size in bytes.

𝐷 Blake2 Keccak
128 5.95 ± 0.01 27.23 ± 0.01

Table 17: Energy consumption to execute𝑁 init operations for each
hash algorithm. The consumption is expressed in J.

Blake2 Keccak
0.12 ± 0.00 0.79 ± 0.01

faster than Keccak’s. This operation has a roughly constant
execution time for all data sizes.

Figure 11 illustrates the execution time and energy con-
sumption comparisons for the update operation between two
hash algorithms. Blake2 presents performance one order of
magnitude (or even more depending on the message sizes)
better than Keccak.

Finally, Tables 18 and 19 show the execution time for the
final operationwhich is roughly constant for all data sizes and
only results for one input size are shown. Keccak is about 11x

Table 18: Time of final operation for each hash algorithm expressed
in 𝜇s.𝐷 is the data size in bytes.

𝐷 Blake2 Keccak
128 24.09 ± 0.01 2.13 ± 0.01

Table 19: Energy consumption for 𝑁 final operations for the hash
algorithms expressed in J.

Blake2 Keccak
0.59 ± 0.00 0.01 ± 0.00

faster and less energy consuming thanBlake2 for the analyzed
operation.

It is worth observing that for smaller input sizes (<32
bytes) both algorithms have similar performance considering
the combination update + final, but as the input length grows
the Blake2 relative performance is progressively improved.

Tables 20 and 21 show the execution time of init operation
for each MAC algorithm. The Marvin execution time is
roughly constant for data sizes 12 ≤ 𝐷 ≤ 108 and only figures
for 𝐷 = 108 are shown. Marvin takes ≈2x longer to initialize
than HMAC.
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Figure 12: Average time and energy of the update operation for each MAC algorithm.

Table 20: Time of init operation for eachMAC algorithm expressed
in 𝜇s.𝐷 is the data size in bytes.

𝐷 Marvin HMAC
108 62.84 ± 0.20

128 32.90 ± 0.02

Table 21: Energy consumption in J to execute𝑁 init operations for
each MAC algorithm.

Marvin HMAC
11.32 ± 0.02 5.82 ± 0.01

Table 22: Time of final operation for each MAC algorithm
expressed in 𝜇s.𝐷 is the data size in bytes.

𝐷 Marvin HMAC
108 80.26 ± 0.03
128 39.15 ± 0.05

Table 23: Energy consumption for𝑁 final operations for eachMAC
algorithm expressed in J.

Marvin HMAC
14.77 ± 0.02 7.06 ± 0.01

Figure 12 compiles the benchmarks for the update opera-
tion for the MAC algorithms. HMAC presents a much better
performance, executing this procedure for 64 bytes faster
than Marvin with 12 bytes.

Finally, Tables 22 and 23 present the performance ofMAC
final operation.Marvin execution time is roughly constant for
all data sizes 12 ≤ 𝐷 ≤ 108, so only the result for 𝐷 = 108 is
shown. HMAC performs 2x faster than Marvin for the final
operation.

Tables 24 and 25 show the execution time and energy
consumption of the init procedure forAEAD algorithms. Let-
terSoup initialization is the fastest one with a slight difference
comparing to OCB. Ketje has the slowest initialization.

Table 24: Time to execute one init operation for each AEAD
algorithm. Time is expressed in 𝜇s and𝐷 is the data size in bytes.

𝐷 EAX OCB LTS Ketje
108 33.25 ± 0.03 20.98 ± 0.03 20.30 ± 0.03 70.98 ± 0.05

Table 25: Energy consumption to execute𝑁 init operations for each
AEAD algorithm. The consumption is in J.

EAX OCB LTS Ketje
0.46 ± 0.00 0.28 ± 0.00 0.27 ± 0.00 1.01 ± 0.01

Figure 13 illustrates the execution time and energy con-
sumption of the encryption with associated data operation.
Ketje remains the slowest algorithm in this experiment. It
shows that LetterSoup presents a better performance than
OCB when there is associated data.

Since the decryption operation displays similar perfor-
mance for time and energy, the detailed results are also
omitted here.

According to the results described in this section, the
run time and energy consumption experiments agree with
each other. Let 𝐷 be the data size; the recommendation of
cryptographic algorithms for the Intel Edison is as follows:

(i) Symmetric block cipher: AES if 𝐷 ≤ 32, and Trivium
if𝐷 > 32

(ii) Hash: Blake2
(iii) MAC: HMAC
(iv) AEAD: OCB when there is no associated data, and

LetterSoup when there is associated data

8. Conclusions

We provided a detailed evaluation of symmetric crypto-
graphic primitives providing different security services in
relevant real-world platforms and operating systems, typical
of IoT and WSN. We observed that some previous results in
the literature only considered the (relatively) old implemen-
tations over a single platform or a single operating system.
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Figure 13: Average time and energy to execute one encryption operation for each AEAD algorithm with associated data.

We give some potential recommendations of algorithms
depending on input data sizes. This work also provided
for the first time a detailed benchmark methodology and a
significant set of experiments for the Intel Edison board, a 32-
bit IoT power-efficient IoT platform.
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Mobile devices bring benefits as well as the risk of exposing users’ location information, as some embedded sensors can be accessed
without users’ permission and awareness. In this paper, we show that, only by using the data collected from the embedded sensors
in mobile devices instead of GPS data, we can infer a user’s location information with high accuracy. Three issues are addressed
which are route identification, user localization in a specific route, and user localization in a bounded area. The Dynamic Time
Warping based technique is designed and we develop a HiddenMarkov Model to solve the localization problem. Real experiments
are performed to evaluate our proposed methods.

1. Introduction

While people are enjoying the many benefits brought by
mobile devices, people have to take the risk of losing privacy
by leaking private information [1–8], especially location
information [9–13]. People now heavily rely on services
provided by third-party Apps which usually collect users’
location information. Such Apps provide users with con-
venience, while they also threaten users’ privacy. Location
information is sensitive and malicious adversaries can make
use of location information to attack users or threat the
public. Therefore, location privacy has attracted tremendous
attention from researchers who are struggling to protect
location privacy without degrading service qualities of third-
party Apps.

Themost common way for Apps to obtain location infor-
mation is to get access to the GPS [14, 15] module in a mobile
device. Thus, some methods aim at controlling the access
to the GPS module to protect location privacy. In reality,
third-party Apps need users to authorize the access to the
GPS module so that users may control the tradeoff between
service quality and privacy preservation. Such a strategy
seems to provide satisfiable location privacy. However, many
works have pointed out that, without accessing GPS data,
Apps can still infer private information, such as input on
touch-screen [16] and motion status [17], through the data

collected by general embedded sensors inmobile devices [18–
27]. Unfortunately, few works try to utilize built-in sensors
like accelerometer, magnetometer, gyroscope, and so on to
do localization. These sensors are very sensitive and their
readings may have lots of noises due to stochastic events
such as tiny vibrations of mobile devices. Thus it is extremely
challenging for inferring location information merely based
on noisy sensory data. However, combined with reasonable
background knowledge, readings from these sensors can be
utilized to infer a user’s location information. Such sensor
readings are considered nonsensitive and can be obtained
without user permission, which causes a big threat to location
privacy [28].

In this paper, we propose a novel method to infer a
user’s location which only utilizes the data collected from the
accelerometer and gyroscope in a mobile device. Such data
can even be collected easily without users’ awareness [29].
Our work is inspired by the fact that sensor readings are
highly related to the route a user is taking, which can reveal
the user’s location. Most people generally have relatively
stable life patterns in their daily lives. We then take driving
pattern as a case study in this work. Driving pattern is
unique for each person. We take advantage of this feature to
infer users’ location information through unique fingerprints
collected from people’s daily lives. Regarding driving pattern,
we have the following observations. It is very common that a
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Figure 1: Sensors in a smart phone.

person takes the same route to go to work/school or go home
at specific time every weekday. A person may be jammed
on the same road segments every day. There are only several
reasonable routes that people would like to choose to drive to
a specific destination. The time it takes every day to drive to
a particular location along the same route is almost the same.
If adversaries can obtain the sensory data profiles for a set
of known routes in advance, they can track a mobile device
on those routes by secretly gathering sensory data from that
device and matching it with the prerecorded profiles. Based
on these observations, we address the following three issues
in this paper based on the sensory data collected frommobile
devices.

(1) Given a set of possible routes that a user would like to
drive along every day, how to decide which route the
user is driving along?

(2) Given the selected route of a user, how to infer the
user’s location in real time?

(3) In a bounded area, how to trace a user?

These three issues address three different aspects of loca-
tion privacy, with increasing difficulty level. To the best of
knowledge, this is the first work to make use of sensory
data collected from embedded sensors in mobile devices to
infer location information without considering GPS data.
The reminder of the paper is organized as follows. Section 2
discusses how to collect sensory data, followed by the attack
model in Section 3. Sections 4, 5, and 6 explain how to
solve the three issues, respectively. Section 7 presents the
experiment results. Section 8 reviews the related works and
the paper is concluded in Section 9.

2. Sensory Data Collected by Mobile Devices

We collected some real data to validate our observations. We
adopt smart phones with accelerometer and gyroscope as our

mobile devices. Almost every smart phone has at least such
two kinds of sensors which have three axes 𝑥, 𝑦, and 𝑧. Each
axis represents a dimension of a smart phone as shown in
Figure 1.

We collected the sensory data of several routes for about
10 days and all the sensory data of the same route show
similarity. Figure 2 shows an example data set for one route,
which was collected for 2 different days. Figures 2(a), 2(b),
and 2(c) are for one day. Figures 2(d), 2(e), and 2(f) are
for the other day. As we can see, the data patterns for these
two different days demonstrate high similarity. The 𝑥-axis of
each subfigure in Figure 2 represents the total time to collect
the data. The two days had different total data collection
durations because the driving speeds in these two days are
different. Then we can tell that even with different driving
speeds in different days, as long as it is for the same route,
similar data patterns always present. That is to say, each
route has its unique data pattern. Such a fact ensures that
we can definitely infer location information through sensory
data collected from the sensors embedded in mobile devices
without accessingGPS data.Our extensive experiment results
in Section 7 also validate it.

To figure out which kind of sensory data can characterize
data pattern for a specific route is a fundamental issue. We
take accelerometer and gyroscope, which are two common
sensing units in a mobile device, as two representative kinds
of sensors in this work. Accelerometer can measure linear
acceleration and gyroscope can track angular velocity of
three axes of a smart phone as shown in Figure 1. Actions
such as speeding up, breaking, and turning left/right are
the most common driving actions. All such actions can be
precisely captured by linear acceleration and angular velocity
which can be conveniently measured by accelerometer and
gyroscope, respectively.We conducted extensive experiments
to prove our hypothesis. In our experiments, each smart
phone was placed on the dashboard of a car with screen
face up and the positive 𝑦-axis of accelerometer towards the
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Figure 2: Sensory data showing similarity for the same route.

driving direction. Note that it is not necessary to place a smart
phone in this way in real applications. Our purpose is to
simplify the experiments. As depicted in Figure 2, the crests
in Figures 2(a) and 2(d) represent breaks, while the troughs
represent acceleration. The crests in Figures 2(c) and 2(f)
represent left turns, and the troughs represent right turns.We
can see that breaks and acceleration can be captured by the
𝑦-axis readings of the accelerometer, steering can be captured
by the𝑥-axis readings of the accelerometer and the 𝑥-axis and

𝑦-axis readings of the gyroscope, and road conditions (bump,
downhill, slope, etc.) can be captured by the 𝑧-axis readings
of the accelerometer.

Figure 3 shows the 𝑧-axis readings of the gyroscope
for some sharp/slow turns made at the same intersec-
tion. We can see that the only difference between sharp
turns and slow turns is the shape of the corresponding
peaks which are greatly different from that of the line
representing no turning. This example indicates that even
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Figure 3: Influence of driving habit.

if people have different driving habits, the resultant data
for the same action present the same pattern and the
only difference lies in the actual values, which means that
driving behaviors may affect sensory readings but have
no impact on data patterns. Therefore, we can infer one’s
location information given precollected data for targeted
routes.

Different sensory readings have different usefulness. Ini-
tially, we used 𝑦-axis readings of accelerometer to infer one’s
accurate location because 𝑦-axis readings of accelerometer
can capture the break actions. Unfortunately, we find that
this method is not quite effective for localization in practice,
as one may break arbitrarily anywhere in a road segment,
making it hard to precisely locate a user. This is because
even if the road conditions are the same every day, the real
time traffic conditions affecting one’s driving speed may be
quite different. Sometimes, 𝑦-axis readings of accelerometer
may even hinder us from locating users. However, we find
that a user may have the same break frequency or speedup
frequency on some particular road segment which can help
with route identification. For example, one may break very
frequently on a particular road segment resulting in many
crests in the collected data, and such a pattern is useful for
identifying this road segment. Therefore, we make use of 𝑦-
axis readings of accelerometer for route identification, not
for location inference. We also find that road conditions are
generally stable, as the locations of downhill, uphill, and
intersections in which one needs to make turns are the same
for each route.

Thanks to the aforementioned observations, we are able
to locate mobile devices based on the sensory data which
can be easily collected. From the sensory data, we can also
extract unique fingerprints to identify road segments with
high accuracy.

3. Attack Model

We have no special requirements regarding the attack model
and our attack model is very reasonable compared with the
ones in the previous works. Basically, there are just two roles
in our attack model, attackers and users. Attackers are the
adversarial App providers, and users are the ones who have
installed these adversarial Apps. An attacker tries to obtain a
user’s location information secretly, assuming the attacker has
successfully attracted the user to installmaliciousApps on the
mobile device. Then, the attacker can easily collect the user’s
sensory data because many sensors like accelerometer and
gyroscope can be accessed by malicious Apps without user
permissions.The only requirement is that themalicious Apps
can upload the sensory data to the attacker’s backend server
through Internet so that the attacker can analyze the sensory
data for location inference. All of these actions can be carried
out without user’s awareness. As mentioned before, sensory
data collected by mobile devices may threaten privacy. Even
worse, most users and many manufacturers have not even
realized such a threat.

4. Route Identification

In this section, we explain how to identify a route, which
is the first step towards location inference. Suppose users
drive to work every weekday morning and the number of
possible destinations for each user is limited. Moreover, for
each destination, there are only a few reasonable routes that
a user would like to take. All in all, the set of all the possible
routes for each user is limited. From personal perspective and
experience, we think this assumption is reasonable. If we can
infer which route a user is taking, then to infer all the possible
destinations for each user becomes possible which threatens
user privacy.

Each route has relatively unique road conditions involv-
ing intersections, stop signs, traffic lights, and so on. Then
the resultant sensory data from a user can characterize each
route. For example, a user, who goes to work every weekday,
may be jammed on the same road segments and stop at the
same places for traffic lights and stop signs. Then the corre-
sponding sensory data are unique and stable. Without loss of
generality and for simplicity, we assume a known finite set of
routes for each user. Each route in the set has a corresponding
sensory data pattern as shown in Section 2. We can collect
the sensory data profile for each route beforehand; then we
can compare a user’s sensory data with the available profiles
to identify routes. However, the following challenges present.
For a specific route, the data collected on multiple days may
be different because of real time driving speed and traffic
conditions.Many unpredictable eventsmay occur, which also
results in data difference. Furthermore, the collected datamay
have noises caused by shaking of cars, slight movement of
smart phones, and so on. All these factors degrade the quality
of the collected sensory data and make route identification
even more challenging. Actually, route identification is to
match sensory data patterns. If two sets of sensory data
present the same pattern, we strongly believe they represent
the same route. For the same route, since there are so many
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Figure 4: Two examples for DTW-based sequence alignment.

factors causing data difference, we cannot expect two sets of
sensory data representing the same route to present exactly
the same pattern. In order to address these challenges, we
first need to define similarity between two sets of sensory
data. The data collection durations for different routes vary
greatly.Then simplemeasurement Euclidean distance is obvi-
ously ineffective in measuring similarity because Euclidean
distance can only be used for phase aligned sequence. In order
to accommodate noises and various data collection durations,
it is better to consider the shape of a sequence of sensor
readings for distinguishment.

4.1. Dynamic Time Warping. Dynamic Time Warping
(DTW) is a powerful tool to measure a distance-like quanti-
ty between two time series which may vary in speed and
duration [30].The obtained distance-like quantity reflects the
similarity between these two nonlinearly aligned time series.
This is exactly what we need for sensory data matching, since
real time traffic is unpredictable resulting in various data
collection durations. Therefore, we employ DTW to find out
along which route a user is driving given a set of possible
routes that the user would like to drive along.

Let 𝑎𝑥, 𝑎𝑦, 𝑎𝑧 and 𝑔𝑥, 𝑔𝑦, 𝑔𝑧 be the 𝑥, 𝑦, 𝑧-axis values of
accelerometer and gyroscope, respectively. Assume 𝑎𝑥1 =
(𝑎𝑥11, 𝑎𝑥

1
2, 𝑎𝑥
1
3, . . . , 𝑎𝑥

1
𝑛) and 𝑎𝑥2 = (𝑎𝑥21, 𝑎𝑥

2
2, 𝑎𝑥
2
3, . . . , 𝑎𝑥

2
𝑚)

are an accelerometer’s 𝑥-axis readings for two different days,
where 𝑛 and 𝑚 are their collection durations, respectively. If
𝑛 and 𝑚 are different, the Euclidian distance is not proper
for measuring the similarity between these two sequences.
Our primary task is to compare two sensor reading sequences
collected on different days for the same route even if they
have different collection durations. Then we define similarity
based on a time warping path. First, we use an 𝑛 × 𝑚
matrix 𝑀 to represent the point-to-point distance between
two sensor reading sequences 𝑎𝑥1 and 𝑎𝑥2. Figure 4(a) shows
two sensor reading sequences with similar data collection
durations. Figure 4(b) shows two sensor reading sequences
withmore different data collection durations. Entry𝑀𝑖𝑗 in𝑀
indicates the way we align 𝑎𝑥1𝑖 and 𝑎𝑥2𝑗 . Then we can derive
a time warping path 𝑃 = (𝑝1, 𝑝2, 𝑝3, . . . , 𝑝𝐾) to represent the
alignment and matching relationship between 𝑎𝑥1 and 𝑎𝑥2,
where 𝑝𝑘 = (𝑖, 𝑗) (1 ≤ 𝑘 ≤ 𝐾) indicates the alignment
and matching between 𝑎𝑥1𝑖 and 𝑎𝑥2𝑗 with min(𝑚, 𝑛) ≤ 𝐾 ≤
𝑚 + 𝑛 − 1. The different data collection durations of different
sensor reading sequences resulted from the different driving
speeds in different days. SinceDTWcan alignmultiple sensor

readings in one sequence to a particular sensor reading
of another sequence, we are able to successfully align two
sequences with different data collection durations. Based on
the obtained time warping path 𝑃 = (𝑝1, 𝑝2, 𝑝3, . . . , 𝑝𝐾), we
define the distance between two sensor reading sequences
𝑎𝑥1 and 𝑎𝑥2 as follows:

𝐷𝑖𝑠𝑡 (𝑎𝑥1, 𝑎𝑥2) =
𝐾

∑
𝑘=1

𝑑𝑘, (1)

where 𝑑𝑘 denotes the distance between 𝑎𝑥1𝑖 and 𝑎𝑥2𝑗 .
We collected the sensory data along the 6 dimensions

for each route in a set of routes for several days. These
data are used as our training data. Then we computed the
distance between the test data and our training data. For each
dimension, we derive a similarity score between the test data
and training data. The final similarity score for each route
is the sum of these 6 similarity scores. The route with the
smallest similarity score is the identified one that matches
a route in the training data set. As sensory data have a lot
of noises, we need to smooth the data before computing
similarity scores. Furthermore, we use two classic methods
to optimize the DTW algorithm whose time complexity is
𝑂(𝑛𝑚), where 𝑛 and 𝑚 are the data collection durations for
two sensor reading sequences. The first method is based on
the fact that although the durations vary, their difference
is limited. Suppose the maximum time duration difference
for the same route is MD = max(|𝑚 − 𝑛|). Then we can
reduce the searching space in our algorithm. Assuming that
the sampling rate is 𝑟, each alignment and matching in 𝑃 =
(𝑝1, 𝑝2, 𝑝3, . . . , 𝑝𝐾) does not exceed 𝑟 ∗MD ∗ 60. That is, for
every 𝑝𝑘 = (𝑖, 𝑗) (1 ≤ 𝑘 ≤ 𝐾)

max 𝑖 − 𝑗 ≤ 𝑟 ∗MD ∗ 60. (2)
For all of our testing routes, the maximum difference for

the same route is 4 minutes. We limit the searching space
within a bounded area to increase the searching speed. The
secondmethod is called themultiscale DTW. Because we just
identify the route with the smallest similarity distance as the
result, exact similarity distance is not necessary. Then we can
resample the sensory data sequences to reduce the dimension
of matrix 𝑀. This method also substantially speeds up the
searching speed.

5. Location Inference on a Particular Route

This section discusses how to locate a user on a particular
route given real time sensory data. We assume an attacker
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knows along which route a user is driving. In this case, the
attacker can collect the data for a small road segment from
malicious Apps installed in the user’s mobile device. To locate
a user, subsequencematching needs to be performed between
real time sensory data and the data for the entire route. Here,
real time sensory data is the test data, and the data for the
entire route is the training data.

DTW can also be used for subsequence matching with
minor modifications. For instance, for the 𝑎𝑥 dimension, a
route’s sensory data is 𝑎𝑥1 = (𝑎𝑥11, 𝑎𝑥

1
2, 𝑎𝑥
1
3, . . . , 𝑎𝑥

1
𝑛) and the

query segment’s sensory data is 𝑎𝑥2 = (𝑎𝑥21, 𝑎𝑥
2
2, 𝑎𝑥
2
3, . . . ,

𝑎𝑥2𝑚), where 𝑛 ≫ 𝑚. It is different from route identification in
which the start and endpoints of 𝑎𝑥1 are alignedwith the start
and end points of 𝑎𝑥2 as shown in Figure 4(a). In subsequence
matching, the start and end points of 𝑎𝑥1 can be aligned to
any points in 𝑎𝑥2. That is, in route identification, 𝑝1 = (1, 1)
and 𝑝𝐾 = (𝑛,𝑚). While for subsequence matching, this
requirement is not necessary.

Our goal is to find subsequence 𝑎𝑥1(𝑎∗ : 𝑏∗) =
(𝑎𝑥1𝑎∗ , 𝑎𝑥

1
𝑎∗+1, 𝑎𝑥

1
𝑎∗+2, . . . , 𝑎𝑥

1
𝑏∗) with 1 ≤ 𝑎∗ ≤ 𝑏∗ ≤ 𝑛

minimizing the timewarping distance to 𝑎𝑥2 over all possible
subsequences of 𝑎𝑥1. In other words,

(𝑎∗, 𝑏∗) = argmin
(1≤𝑎≤𝑏≤𝑛)

(𝐷𝑖𝑠𝑡 (𝑎𝑥1 (𝑎 : 𝑏) , 𝑎𝑥2)) . (3)

The algorithm is pretty simple which can be found in [30]. Let
𝑃∗ = (𝑝∗1 , 𝑝

∗
2 , 𝑝
∗
3 , . . . , 𝑝

∗
𝐾) be the identified warping path; we

have 𝑝∗1 = (𝑎∗, 1) and 𝑝∗𝐾 = (𝑏∗, 𝑚) as shown in Figure 4(b).
Then we can infer 𝑏∗ is the current location of the user.

Roughly speaking, to infer a user’s location, we employ
the modified DTW algorithm to find the most likely sub-
sequence along a route and consider the end point of
the subsequence as the inferred location of the user. The
most challenging issue is that there may exist many similar
subsequences along a very long route; for example, a user
is driving along a highway with constant velocity. In this
case, we need to take account of other information such
as time and traffic conditions. The simplest method to deal
with this issue is to consider the time difference. We assume
the start time of a training sequence for the given route
and the start time of the test subsequence are both known.
According to all the training sequences for a given route, we
can reduce the searching space to a specific range to reduce
inference error. Even though we cannot completely eliminate
such errors, in practice, the dynamically changing road and
traffic conditions, sudden events, and climate reasons can
all help with characterizing sequences. Then the number of
the similar subsequences along a route is not large. In our
experiments, such an issue does not present.

6. Location Inference in a Bounded Area

There are some works for tracing a user in a bounded area
based on private location information of users without user
awareness [18, 19]. However, some assumptions in these
works may not be practical. For example, users may choose
to detour due to traffic jam or emergencies. In this case,
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Figure 5: Road map.

since there are no training data for the new route, it may
be impossible to identify the route. Another challenge is
that there are so many possible routes and it is impossible
to collect the training data for all the possible routes. Fur-
thermore, it is infeasible to compute the similarity distance
between the query sensory data and the entire database
data.

In order to develop a more general method for location
inference, we employ a Hidden Markov Model (HMM). As
shown in Figure 5, we split all the routes into small segments
based on intersections. Each rounded rectangle represents
an intersection and each arrow represents a road segment.
Bidirectional arrows represent two-way roads, while direc-
tional arrows represent one-way roads. Let 𝐼 denote the set
of intersections and 𝑆 denote the set of road segments. A
road segment is denoted by 𝑠 = (𝑖, 𝑗), indicating 𝑠 is between
intersection 𝑖 and intersection 𝑗. We consider a road segment
𝑠 as a state, and the transition probability of 𝑠 is determined by
𝑠’s outgoing degree. For example, from segment 𝑠1, a user can
go to segments 𝑠2 and 𝑠3.Then the transition probability from
𝑠1 to 𝑠2 or 𝑠3 is 0.5. We may also define transition probability
based on real time traffic. For example, 30% of cars go from
𝑠1 to 𝑠2; then the transition probability from 𝑠1 to 𝑠2 is 0.3.
This method requires real time traffic information at each
intersection and usually it is impractical. Thus, we make use
of outgoing degree to define transition probability.

To calculate a user’s probability of arriving at a particular
location, we have the following strategy. As shown in Figure 5,
when a user is driving along road segment (2, 5), if the user
passes intersection 5, the state changes from 2 to 5. Otherwise,
suppose the user stops at a particular location 𝐶 on segment
(2, 5), and 𝐶 is the location to be inferred.Then the probabil-
ity of arriving at 𝐶 is determined by the similarity distance
between the observed segment sensory data for (2, 𝐶) and
the training sensory data for (2, 5). The similarity distance
can be computed using the DTW algorithm presented in the
previous section.With this probability, we are able to identify
the final location of the user on segment (2, 5).
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Require: 𝜋, 𝑇Prob, 𝑂𝐵, 𝑅𝐷𝑖 for each road segment 𝑠𝑖
Ensure: The most likely trajectory𝑀𝑃𝑆 for 𝑂𝐵
(1) for all stage 𝑡 do
(2) if (𝑡 == 1) then
(3) [Dist, 𝑒𝑛𝑑 𝑝𝑜𝑖𝑛𝑡1] = FRS(1)
(4) 𝑀𝑃𝑆𝑡𝑖 = max(𝜋𝑖 ∗ 𝐷𝑖𝑠𝑡)
(5) Let the end point be the start point at the next stage
(6) else
(7) for all segment 𝑠𝑖 do
(8) 𝑀𝑃𝑆𝑡𝑖 = max(𝑀𝑃𝑆𝑡−1𝑖 ) ∗ 𝑇Prob
(9) end for
(10) [𝐷𝑖𝑠𝑡, 𝑒𝑛𝑑 𝑝𝑜𝑖𝑛𝑡𝑡] = FRS(𝑒𝑛𝑑 𝑝𝑜𝑖𝑛𝑡𝑡−1)
(11) 𝑀𝑃𝑆𝑡𝑖 = 𝑀𝑃𝑆𝑡𝑖 ∗ Dist
(12) end if
(13) end for

Algorithm 1: Modified Viterbi algorithm.

In summary, to trace a user in a bounded area, we first
need to collect the sensory data for all the road segments
within the area, which is possible since the number of the road
segments in the bounded area is limited. Obviously, the route
traversed by a user is a concatenation of a subset of all the
road segments. Once we collect the sensory data from a user’s
mobile device, we can infer the most possible route traversed
by the user. Then the user can be located in a bounded area.
The following are the details of this location inferencemethod
in a bounded area.

6.1. The Modified Viterbi Algorithm. The Viterbi algorithm
[31] is a dynamic programming algorithm to find the most
likely sequence of hidden states which generates the input
sequence of observed events. In our work, each road segment
is regarded as a hidden state, and the sensory data from
a mobile device are regarded as the input sequence of
observed events. Then given the sensory data of some road
segments from a user’s mobile device in terms of a sequence,
the Viterbi algorithm can help us identify the most likely
route traversed by this user. However, the Viterbi algorithm
deals with discrete events, while our collected sensory data
are continuous. Besides, the data collection duration for a
road segment may not be fixed, and it is hard to find the
intersections that divide the sensory data into road segments.
Thus, we modify the Viterbi algorithm so that it can be used
to locate a user in a given area.

For each road segment, we have the corresponding
training data. Let 𝑅𝐷𝑖 be the training data for road segment
𝑠𝑖. Let 𝑇𝑖min and 𝑇𝑖max be the shortest and longest time to
traverse 𝑠𝑖, respectively. 𝑇𝑖min and 𝑇𝑖max can be obtained from
the training data of 𝑠𝑖. Let 𝑙𝑜𝑏 be the data collection duration
of query route 𝑂𝐵. The collected sensory data for 𝑂𝐵, which
is a sensor reading sequence, correspond to the entire route
traversed by the user and this route consists of road segments.
The purpose is to identify the route traversed by the user
through matching the sequence of𝑂𝐵 with the training data.
Our basic idea is to break𝑂𝐵 into different road segments so

that we can employ the modified Viterbi algorithm to locate
a user.

To break 𝑂𝐵 into road segments, at each stage, we need
to cut 𝑂𝐵 utilizing the DTW algorithm. For example, at the
first stage, we start from the first point of 𝑂𝐵. Then for all
the possible next road segments 𝑠𝑖 where 𝑖 ∈ 1, 2, . . . , 𝑚, we
compute the similarity distance between 𝑠𝑖 and a subsequence
of 𝑂𝐵. Let this subsequence be 𝑠𝑖. As we know, 𝑠𝑖 starts from
the first point of 𝑂𝐵. Since we do not know the user’s exact
travel time of 𝑠𝑖, the end point of 𝑠𝑖 could be reached in
time 𝑇𝑖min to 𝑇𝑖max as mentioned above. We need to compute
the similarity distance between all such possible 𝑠𝑖 and 𝑠𝑖
and choose the smallest similarity distance as the similarity
distance for 𝑠𝑖. The end point of 𝑠𝑖 is the point that derives
the smallest similarity distance for 𝑠𝑖. The end point of 𝑠𝑖 is
regarded as the start point at the next stage. Then the above
process is repeated. In this way, we can break 𝑂𝐵 into road
segments. Algorithm 1 is the pseudocode for the modified
Viterbi algorithm which breaks 𝑂𝐵 into road segments. The
input of Algorithm 1 includes the initial probabilities 𝜋𝑖 (1 ≤
𝑖 ≤ 𝑛) for a user to start from road segment 𝑠𝑖, transition
probability matrix 𝑇Prob among road segments with size 𝐾 ∗
𝐾, observed sensory data 𝑂𝐵, and the training data 𝑅𝐷𝑖 for
road segments 𝑠𝑖 (1 ≤ 𝑖 ≤ 𝑛). Let 𝑀𝑃𝑆𝑡𝑖 be the probability of
road segment 𝑠𝑖 being determined for stage 𝑡. After running
Algorithm 1, we derive vector𝑀𝑃𝑆𝑖 for road segment 𝑠𝑖 for all
the stages. By tracing back from the final stage, we can obtain
the most possible trajectory for 𝑂𝐵.

Algorithm 2 is to determine the exact end point of a
particular road segment 𝑠𝑖 given the start point of 𝑠𝑖. Let
𝐷𝑖𝑠𝑡𝑖 be the similarity distance between 𝑠𝑖 and the training
data and 𝑒𝑛𝑑 𝑝𝑜𝑖𝑛𝑡𝑖 be the end point of 𝑠𝑖. 𝑚𝑝𝑠𝑖−1 is the end
point of the previous stage and the step size 𝜏 is 1 second.
Actually, we consider vector𝐷𝑖𝑠𝑡 as the emission probability
that generates the observation at each stage.

A user may finally stop at an intermediate point on a
road segment. That is, the collected sensory data 𝑂𝐵 is a
concatenation of several complete segments and a partial
segment. However, Algorithm 1 can only derive a rounded
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Require: End point𝑚𝑝𝑠𝑖−1,
Ensure: Similarity distances for all possible road segments

and corresponding end points𝑚𝑝𝑠𝑖
(1) for all 𝑅𝐷𝑖 do
(2) if 𝑇𝑖min + 𝜏 of 𝑅𝐷𝑖 is smaller than 𝑙𝑜𝑏 − 𝑚𝑝𝑠𝑖−1 then
(3) 𝐷𝑖𝑠𝑡𝑖 = min

𝜏∈[0,𝑇𝑖max−𝑇
𝑖

min]
𝐷𝑖𝑠𝑡 (𝑜𝑏 (𝑚𝑝𝑠𝑖−1 : 𝑇𝑖min + 𝜏) , 𝑅𝐷𝑖)

(4) else
(5) 𝐷𝑖𝑠𝑡𝑖 = 𝐼𝑛𝑓𝑖𝑛𝑖𝑡𝑦
(6) end if
(7) return𝐷𝑖𝑠𝑡 and𝑚𝑝𝑠𝑖−1 + 𝜏 + 1
(8) end for

Algorithm 2: Finding road segment (FRS) for stage 𝑖.

sequence representing a set of complete road segments. Let us
call the last complete road segment derived fromAlgorithm 1
as the final complete road segment, after which the next
possible segment that the user would like to go to must be an
adjacent road segment of it. Then we can employ the method
of location inference on a particular route introduced in the
previous section to find the most likely subsequences for
𝑂𝐵(𝑚𝑝𝑠final : 𝑙𝑜𝑏) on all the adjacent road segments. Among
all these subsequences, we consider the one with the smallest
similarity distance as the road segment that the user finally
selects.The end point of this subsequence is the final location
of the user.

7. Experiment Results

7.1. Data Collection. All the data employed in our experi-
ments are real data. For route identification, we drove around
Atlanta, USA, and Wuhan, China, to collect data. The sensor
data for 48 unique routes were collected, with 32 routes in
Atlanta and 16 routes in Wuhan. The lengths of the routes
vary from about 1 kilometer to 3 kilometers. All the data
were collected by iPhone 5, iPhone 5s, iPhone 6 plus, and
iPhone 6s. For a specific route, we collected its data in at
least consecutive 5 days. Thus, we have at least 5 sensor data
profiles for each route. For localization in a particular route,
we collected the data for a very long route. For localization in
a bounded area, we collected the data of all the road segments
in a limited area located at the Decatur county in Atlanta,
USA.

7.2. Assumptions. It is obvious that the way a smart phone
is placed in a car greatly affects the collected sensor data.
In our work, we assume that the query data follow the
same dimensions of the collected training data. Even though
different usersmay place their smart phones in differentways,
the similarity between the sensor data for different days of
the same route does not change. In our experiments, the only
requirement is that a volunteer places the smart phone the
same way every day. Since it is easy to detect the position of
a smart phone, we believe it is possible to project the sensor
data into a uniform position coordinate system and this is out
of the scope of this paper.

7.3. Route Identification. For route identification, 16 volun-
teers participated in collecting sensor data along their daily
routes. We do not have any strict requirements about the
start time. We find that it does not have much impact on the
experiment results. Totally, we have 48 routes, some of which
overlap with each other. For any pair of routes, the overlap
rate is from 0 to 70%. However, we can still distinguish them
efficiently. We also find that the longer the route is, the easier
the route is distinguished from other routes, because the
longer the route, the more unique the features it has. For each
route, the volunteers are required to collect sensor data for at
least a week so that we can evaluate the impact of the size of
the training data.

For the 48 routes, we have a testing set and a training set.
The sizes of the testing set and the training set are both 48.
Each route has only one profile. We run our algorithm for
each route in the testing set. If our algorithm can identify
the route in the training set, we consider it as successful. Our
success rate is 100% for identifying a route. It indicates our
method is effective in identifying a route even if the routes
may overlap with each other, as our method makes use of
the data collected from 6 dimensions which vividly depict the
unique features of a route. Ourmethod outperforms the work
in [18] that employs power footprint collected from the base
station. As the number of the reference profiles increases, we
obtain better results even if we try to identify more unique
routes.

7.4. Localization in a Specific Route. For localization in a
specific route, we randomly select a long route which is about
20 kilometers and collect 10 sensor data profiles for it. We
choose one of the profiles as the training data. We randomly
select another profile as the testing data. That means we only
have one profile in each experiment. We split the testing data
into several road segments as if they are collected fromauser’s
smart phone in real time. First, we want to know whether
our method could distinguish road segments. We are also
interested in the impact of the number of profiles.The results
are shown in Table 1. When there are 10 road segments, the
success rate is 84.2%. When there are 5 road segments, the
success rate increases to 90.3%. The main reason is that if
there are only 5 road segments, each road segment is longer
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Table 1: Road segment identification.

# of road segments # of profiles Ave. success rate
10 1 84.2%
5 1 90.3%
10 5 100%

Empirical CDF
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Figure 6: Estimation error cumulative distribution.

and more unique so that it is easier to distinguish them. If
we increase the number of the profiles to 5, the success rate
increases to 100% even if there are 10 road segments.

By using our algorithm, it is easy to know which road
segment a user is traveling through. However, we still want
to locate a user more accurately. In our experiments, the
minimum length of a subsequence is 1 minute, and the step
size is 5 seconds. One of the 15 days’ sensor data pieces is
chosen as the testing data, and we randomly select another
one as the training data. The total length of the route is 19
kilometers. The 𝑥-axis of Figure 6 shows the estimation error
ratiowith respect to the total length. It can be seen that almost
40% of the estimations are error free, and almost 80% of the
estimations have an error less than 2 kilometers. Even though
sometimes there are big errors, they can be avoided if we take
time into consideration. Since we already know which route
a user is traversing, based on the time information, we can
narrow down the search space to avoid a big error.

For the impact of the size of training set, we fix the length
of a subsequence as 4 minutes. We compute the location
for each training route in the training set for the query
subsequence; then the averaged location is regarded as the
final estimation. As we increase the size of the training set,
we can obtain a more accurate result. As shown in Figure 7,
whenwe usemore route profiles to localize a user, the average
estimation error is reduced.

7.5. Localization in a Bounded Area. For localization in a
bounded area, we collected data from an area shown in
Figure 8. This area locates at the center of Atlanta, USA.
We select 9 intersections and 12 segments determined by
these intersections. That means, in the HMM model, we
have 12 states. The average length of the road segments is
about 3 kilometers. We assume the probability of a road
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Figure 7: Localization accuracy with more training profiles.

1

2
3

4

5 6

7 8 9

Figure 8: A bounded area.

segment to be the starting segment of a user is 1/12. There
are many methods to determine transition probability. In
our experiments, we adopt the simplest one. The transition
probability for road segments is evenly distributed over all the
possible transitions. For each road segment, we collected at
least one profile.One of them is chosen as the testing data, and
the rest are considered as the training data. The probability
of some sensor data to be related to a specific road segment
can be calculated by the DTW algorithm. Actually, this is the
observation probability. Now, we have the initial probability,
transition probability, and observation probability; then by
using our method we can infer the route and location of a
user.

First, we want to make sure that our method can suc-
cessfully infer the route traversed by a user. For simplicity,
we only consider one direction in the map which is from top
left to bottom right. All the possible routes have been tested
as listed in Table 2. We tested all the possible routes from
intersection 1 to intersection 9. For a full route which means
a car stops immediately after passing intersection 9, we want
to know whether we can infer the route correctly. The results
are shown in Table 2.
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Table 2: Route inference.

Routes # of profiles Ave. success rate
1-2-3-5-9 3 95%
1-2-4-5-9 3 98%
1-2-4-8-9 3 100%
1-3-4-5-9 3 100%
1-3-6-8-9 3 100%

Empirical CDF
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Figure 9: Estimation error for localization in a bounded area.

Basically, we can infer all the routes successfully; then
we can know the final location of a user is at intersection
9. However, it is quite possible that a user may stop at any
point in the area. The ultimate goal of our work is to infer a
user’s location. Thus, we also test some routes ending at any
point in the area. Totally, we tested 200 subroutes of the full
routes in the previous group of experiments.These subroutes
are randomly taken from the full routes. The total length of
each route is up to 11 kilometers. The idea is to infer the part
of the route consisting of several complete road segments.
We can get most possible intersection of a user. As we know,
there are many possible associated road segments for each
intersection. By using the method introduced in Section 5,
we can compute the similarity distance between the testing
partial road segment and all the possible roads. The one with
the minimum similarity distance is the inferred location of
a user. The results are shown in Figure 9. It can be seen that
almost 65% of the estimations are error free, and almost 86%
of the estimations have an error less than 0.5 kilometers.

8. Related Works

There are many previous works trying to acquire user’s
privacy information by analyzing sensor data collected from
mobile devices. We roughly classify them into four categories
based on the type of privacy information.

The first category focuses on deanonymizing mobile
devices. Dey et al. [23] conducted extensive experiments
to show that the accelerometer readings are identical for
each user so that they can be used to infer user identity,
while in [32], in order to identify an individual device, the

speaker of a smart phone is used to construct the fingerprint
of a user. Different from [32], the work in [33] proposed
and implemented two approaches, one based on analyzing
the frequency response of the speakerphone-microphone
system and the other is based on studying device-specific
accelerometer calibration errors to construct a fingerprint to
deanonymize mobile devices. No matter what the embedded
sensors they make use of to extract unique fingerprints
of users, the works fully prove that user privacy is being
threatened by smart phones.

The second category aims at getting users’ location in-
formation. Without making use of GPS information, Han
et al. [19] proposed an approach to locate users only based
on accelerometer readings. Their method firstly tries to
reconstruct motion trajectory given the acceleration mea-
surements collected from a user’s phone. Then it matches
the constructed trajectory with the map information to infer
the user’s location. Their work is similar to ours. However,
their method is mainly based on probability and statistic
models which need tremendous background information.
Thus, it may have limited ability to infer location. Similar
to [19], Constandache et al. [34] try to make use of a smart
phone’s accelerometer and electronic compass to get the
moving speed and the direction so that they can construct
a directional trail which can be matched with the local area
map. In this way, they can infer a user’s location based
on the best matched path segment. But they need to use
GPS information to get the initial location which cannot
be satisfied in many situations. Two works related to open
permission sensors have been proposed by Michalevsky et
al. In [18], they argue that a smart phone’s location greatly
affects the power consumed by the phone’s cellular radio
which is the most power-intensive part. Thus, they can use
a mobile device’s aggregated power consumption profile to
learn the location information based on the cellular radio
map. But the power consumption in smart phones can be
affected greatly and many factors such as playing game
affect localization accuracy heavily. Alzantot and Youssef [20]
designed a step countingmethod based on a lightweight finite
state machine to estimate the walking distance so that they
can track pedestrians. Their method is too simple to deal
with complicated scenarios.Themost popularmethods to get
user’s location indoors without using GPS component is to
utilize the WiFi signal. Krumm and Horvitz [22] designed
and implemented a system called LOCADIO to infer the
motion and location of a user. This kind of works cannot
work without WiFi device (outdoor). The work in [35] tries
to explore the possibility of developing an electronic escort
service by inferring the walking trail of a user. This work
is not trying to get user’s privacy information secretly. It
requires users to share their location information with others
which is not preferred by most users. Azizyan et al. [36]
argue that logical location, which means location fingerprint
characterized by surrounding sound, color, light, and so on
can be captured by the embedded sensors in smart phones.
They try to utilize location logical fingerprint matching to
localize users indoors. It is obvious that this is infeasible
outdoors. Different from all these works, our work is the
first one that combines two kinds of sensor readings to infer
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a user’s location information outdoors without using GPS
information.

All other privacy issueswere considered in category three.
These works open an interesting way to make use of in-
built sensors to poach privacy information. As in [37], the
authors proposed a method to steal the acoustic signals by
using gyroscope in a smart phone. The work in [16] studies
the feasibility of getting a user’s tap inputs through motion
sensors embedded in cell phones. Accelerometer is used at
[17] to infer if the user is taking a metro. In this paper, they
first extract the feature of the accelerometer sensor data and
then utilize supervised learning based classifier to infer the
interval of riding a metro, while [38] focuses on inferring a
user’s private information in Android system leveraging the
system bugs.

Some other miscellany works were grouped into category
four. Attackers not onlywant to infer privacy information, but
also try to do it efficiently [39]. In order to save energy, Yadav
et al. [21] proposed their low cost GSM-based localization
method based on Cell Broadcast Messages and war-driving.
To tackle the problem that the Maximum Likelihood esti-
mator for received signal strength (RSS) based localization is
nonconvex, Ouyang et al. [40] proposed an Semidefinite Pro-
gramming (SDP) relaxation technique to solve this problem.
Further, even some works have been proposed to improve
the service quality instead of getting privacy information
from user. Actually, using the integrated sensor in phone
to monitor the road condition and traffic problem has been
proposed by Mohan et al. [41]; however, their work focuses
on detecting rough road condition and traffic jam. In [42],
the author argued that the slight localization error may cause
inconvenient result, so they proposed using accelerometer
signatures to mark user’s location to place mobile phone
in a right context. However, the accelerometer signatures
were just used as side channel to give a more meaningful
localization information for user when using GPS.

As we can see, most of the aforementioned related
works either have strong assumptions about their application
scenarios or have limited inference ability.

9. Conclusion

User privacy is being threatened by the sensors embedded
in mobile devices, as these sensors may release data without
users’ awareness. In this paper, we show that a user’s location
information can be inferred by utilizing the sensory data
collected from embedded sensors in users’ mobile devices.
We make use of the sensory data to construct fingerprints of
routes and Dynamic Time Warping is employed to perform
route inference. We address three issues including route
identification, localization in a specific route, and localization
in a bounded area. Real experiments were performed to
evaluate our work. The extensive experiment results show
that we can effectively identify routes and localize a user in
a real time manner unconsciously.
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Mobile healthcare social networks (MHSN) integratedwith connectedmedical sensors and cloud-based health data storage provide
preventive and curative health services in smart cities.The fusion of social data together with real-time health data facilitates a novel
paradigm of healthcare big data analysis. However, the collaboration of healthcare and social network service providers may pose
a series of security and privacy issues. In this paper, we propose a secure health and social data sharing and collaboration scheme
in MHSN. To preserve the data privacy, we realize secure and fine-grained health data and social data sharing with attribute-based
encryption and identity-based broadcast encryption techniques, respectively, which allows patients to share their private personal
data securely. In order to achieve enhanced data collaboration, we allow the healthcare analyzers to access both the reencrypted
health data and the social data with authorization from the data owner based on proxy reencryption. Specifically, most of the
health data encryption and decryption computations are outsourced from resource-constrained mobile devices to a health cloud,
and the decryption of the healthcare analyzer incurs a low cost. The security and performance analysis results show the security
and efficiency of our scheme.

1. Introduction

As an emerging paradigm, smart cities leverage a variety
of promising techniques, such as Internet of Things, mobile
communications, and big data analysis, to enable intelligent
services and provide a comfortable life for local residents
[1]. The smart city is an urbanized area where multiple
sectors cooperate to achieve sustainable outcomes through
the analysis of contextual, real-time information, which
would produce massive opportunities for mobile healthcare
social network (MHSN) [2]. MHSN extends the traditional
centralized healthcare system, in which the patients stay at
home or in hospital environment and the professional physi-
cians in the healthcare center take responsibility of generating
medical treatment. With the considerable development of
wearable devices and body sensors in the smart city, MHSN
serving as a mobile community platform for healthcare
purposes improves healthcare efficiency and places great
emphasis on social interactivities [3] and assists patients

in dealing with certain emergency situations or helps in
forwarding data and sharing patients’ feelings.

Compared to traditional hospital-centric healthcare
which not only lacks efficiency when dealing with identifying
some serious diseases in early stages but also suffers
from limited healthcare information [4], MHSN enables
continuous health monitoring and timely diagnosis to the
patients in the smart city. It relies on wearable devices and
medical sensors to measure the patients’ health conditions
and sends health data to the processing unit for doctors’
further diagnosis and analysis and provides easy access to
a patient’s historical comprehensive health information.
Additionally, the patients wearing body sensors continuously
monitoring their health conditions are assumed to walk
outside, moving from time to time and place to place [5].
However, MHSN may suffer from a series of security and
privacy threats due to the vulnerabilities of personal health
and social data. The collected private information is stored
and processed in the honest but curious health and social
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cloud servers, which may be directly revealed during the
storage and processing phases [6, 7]. Moreover, the adversary
can intercept the sessions between patients to get their health
and social data. Hence, the underlying security and privacy
requirements, including confidentiality and access control,
should be satisfied in MHSN [8–10].

Intelligent healthcare is another functionality that can be
realized in MHSN, which would provide efficient diagnosis
and health condition warning by analyzing the infectious-
ness in real time, such as infectious diseases analysis [11].
As we know, infectious diseases could be rapidly spread
in the population via human-to-human contact. An old-
fashioned approach to prevent the spread of disease is to
isolate the susceptible people for a certain period. However,
this approach is always not satisfactory, since people having
frequent contact or strong social relationships with a patient
aremore easily infected from the perspectives of biomedicine
and sociology. In general, the spread of infectious diseases
depends on users’ social contacts and health conditions in a
high probability. Specifically, the effective infectious diseases
analysis could take several key factors into consideration,
that is, susceptibility of the infected patient and immunity
strength of contacted user. However, the health and social
data of patients are collected by multiple independent service
providers, such as hospitals and social network vendors.
Hence, the collaboration of these service providers is the
key challenge of enabling this enhanced infection analysis in
MHSN.

1.1. Our Techniques. In order to preserve the patient’s data
privacy and achieve data availability, encryption techniques
must be adopted to make both health and social data
invisible to the untrusted cloud servers. Any userswithout the
authorization of the data owner should not be able to access
the personal health and social data, and the collaboration
of different untrusted cloud servers should be achieved via
an authorized entity. Otherwise, patients may not be willing
to share their health and social data such that the infection
analysis would be disabled. In fact, attribute-based encryp-
tion (ABE) and identity-based broadcast encryption (IBBE)
are widely adopted encryption algorithms [12]. Particularly,
CP-ABE is conceptually closer to traditional access control
models, to enforce fine-grained access control of encrypted
data. By using CP-ABE, health data can be protected with
access policy, and only the people who possess a set of
attributes that satisfy the access policy can access data. IBBE
scheme is a cryptographic mechanism in which data owners
could broadcast their encrypted data to multiple receivers
at one time and the public key of the user can be regarded
as any valid strings, such as the email, unique ID, and
username. In combination, these two mechanisms can be
used to implement data protection in healthcare systems and
social networks. In this paper, we propose a secure health and
social data sharing and collaboration scheme in MHSN. The
main contributions of our scheme are as follows:

(1) We realize secure and privacy-preserving health
data and social data sharing with attribute-based
encryption and identity-based broadcast encryption

techniques, respectively, which protects the private
data confidentiality.

(2) We provide a secure data collaboration construction
from different independent cloud servers based on
proxy reencryption (PRE), which allows the health-
care analyzers authorized by the data owner to access
the reencrypted health data and social data for
enhanced data analysis.

(3) We outsource most of the health data encryption and
decryption computations from resource-constrained
mobile devices to a health cloud, and the decryption
of the healthcare analyzer incurs low cost. The exten-
sive security and performance analysis results show
that our scheme is secure and efficient.

1.2. Organization. This paper is structured as follows: we
review related work in Section 2. We introduce the prelim-
inaries in Section 3 and provide the system model, system
definition, and security definition in Section 4. The detailed
construction is given in Section 5. Then, we analyze the
security and performance of our scheme in Sections 6 and
7, respectively. Finally, we conclude this paper in Section 8.

2. Related Work

Personal health records (PHRs) are the electronic records
containing health andmedical information of patients, which
involves privacy information that patients are unwilling to
disclose. Thus, the security and protection of PHR have
been of great concern and a subject of research over the
years [13]. Zhang et al. [14] proposed a PHR security and
privacy preservation scheme by introducing consent-based
access control, where the consent can only be generated
by an authorized user based on PRE. Currently, there has
been an increasing interest in applying ABE to protect PHR.
ABE is a promising one-to-many cryptographic technique
to realize flexible and fine-grained access control for sharing
data [15], which was first introduced by Sahai and Waters
as a new method for fuzzy identity-based encryption (IBE)
[16]. It features a mechanism that enables access control over
encrypted data using access policies and ascribed attributes
among private keys and ciphertexts [17]. Narayan et al.
[18] proposed an attribute-based infrastructure for PHR
systems, where each patient’s PHR files are encrypted using
a broadcast variant of ciphertext-policy ABE. Li et al. [19]
proposed a novel ABE-based framework for patient-centric
secure sharing of PHRs in cloud computing environments.
Au et al. [20] designed a general framework for secure sharing
of PHR in cloud with CP-ABE, and it deploys attribute-
based PRE (ABPRE) mechanism so that the ciphertext for
doctor A can be transformed to the ciphertext for doctor
B. However, the main complaint in CP-ABE scheme is the
high computation overhead brought about by its complex
computation. This problem will become even worse in the
face of resource-limitedwearable devices ormobile sensors in
MHSN, since it needs to perform burdensome computation
tasks for fine-grained data access control when adopting
the ABE algorithm. In order to reduce the computational



Security and Communication Networks 3

overheads, Liu et al. [21] proposed an outsourced healthcare
record access control system by moving the encryption
computation offline and keeping online computation task
very low. Yeh et al. [22] proposed a decryption outsourcing
framework for health information access control in the cloud
by utilizing CSP to check whether the attributes satisfy the
access policy in ciphertext, which induces the outsourced
encryption and decryption scheme introduced by Zhang et
al. [23].

Intelligent healthcare, which is one of the intelligent
services in the smart city, contains various health-related
applications in MHSN, such as home care and emergency
alarm [24]. Wang et al. [25] designed a secure health cloud
system framework based on IBE, in which the assistant
doctor can access the health data for enhanced analysis
with authorization from the data owner based on identity-
based PRE (IBPRE). In particular, by analyzing the collected
social data together with real-time health data, accurate
infection analysis can be achieved. The secure collaboration
of healthcare and social network service providers is the
key challenge of intelligent healthcare, since different service
providers may adopt different techniques to protect data
privacy. Zhang et al. [11] introduced some challenges of
security and privacy in MHSN of smart cities and proposed
the first secure data collaboration framework of healthcare
and social network service providers. However, this scheme
does not give the implementation construction. Liang et al.
[26] proposed PEC, an ABE-based emergency call scheme
for MHSN, which combines location data with health data
to guarantee that emergency information is sent to nearby
physicians. Jiang et al. [27] proposed EPPS, a personal health
information sharing scheme based on ABE by combining the
mobile social network with a healthcare center. Patients with
geographical proximity can constitute a group to exchange
health conditions, healthcare experiences, and medical treat-
ments with the authorized physician. But in this scheme, the
physicians in the healthcare center must have many attribute
secret keys for each attribute to dockwith patients in different
groups. Moreover, these two schemes above do not consider
the data collaboration (e.g., infectious diseases analysis) with
health and social data.

3. Preliminaries

3.1. Bilinear Pairing. Let G0 and G𝑇 be two multiplicative
groups of prime order 𝑝. A bilinear map is a function 𝑒 :
G0 × G0 → G𝑇 with the following properties:

(1) Computability. There is an efficient algorithm to
compute 𝑒(𝑔, ℎ) ∈ G𝑇, for any 𝑔, ℎ ∈ G0.

(2) Bilinearity. For all 𝑔, ℎ ∈ G0 and 𝑎, 𝑏 ∈ Z𝑝, we have𝑒(𝑔𝑎, ℎ𝑏) = 𝑒(𝑔, ℎ)𝑎𝑏.
(3) Nondegeneracy. If 𝑔 is a generator of G0, then 𝑒(𝑔, 𝑔)

is also a generator of G𝑇.

3.2. Ciphertext-Policy Attribute-Based Encryption. The CP-
ABE is a cryptography prototype for one-to-many secure
communication, which consists of the following algorithms
[17].

(1) 𝑆𝑒𝑡𝑢𝑝(1𝜆). The setup algorithm takes as input the
security parameter 𝜆 and outputs a public key PK and
a master secret key MK.

(2) 𝐾𝑒𝑦𝐺𝑒𝑛(PK,MK, 𝑆). The key generation algorithm
takes as input the public key PK, themaster secret key
MK, and a set 𝑆 of attributes and outputs an attribute
key AK.

(3) 𝐸𝑛𝑐(PK,𝑀, 𝑇). The encryption algorithm takes as
input the public key PK, a message𝑀, and an access
policy 𝑇 and outputs a ciphertext CT.

(4) 𝐷𝑒𝑐(PK,AK,CT). The decryption algorithm takes as
input the public key PK, an attribute key AK, and a
ciphertext CT with an access policy 𝑇. If 𝑆 ∈ 𝑇, it
outputs the message𝑀.

3.3. Identity-Based Broadcast Encryption. The IBBE can be
seen as an extension of the IBE, by allowing one to encrypt
a message once for many receivers. The definition of IBBE is
as follows [28].

(1) 𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝑁). The setup algorithm takes as input a
security parameter 𝜆 and the maximal size𝑁 of a set
of receivers and outputs a pair of public key PK and
master secret key MK.

(2) 𝐾𝑒𝑔𝐺𝑒𝑛(PK,MK, ID). The key generation algorithm
takes as input the public key PK, themaster secret key
MK, and a user’s identity ID and outputs a secret key
SKID for the user.

(3) 𝐸𝑛𝑐(PK,𝑀,𝑈). The encryption algorithm takes as
input the public key PK, a message 𝑀, and a set𝑈 of receivers’ identities; the algorithm outputs a
ciphertext CT for 𝑈.

(4) 𝐷𝑒𝑐(PK,CT, SKID, ID). The decryption algorithm
takes as input the public key PK, a ciphertext CT, a
secret key SKID, and an identity ID; the algorithm
outputs the message𝑀 if ID ∈ 𝑈.

4. The Proposed Scheme

4.1. System Model. In MHSN, the fusion of health data
and social data facilitates a novel paradigm of authorized
infection analysis. Our scheme focuses on the secure sharing
and collaboration of these data. As shown in Figure 1, the
system model of our scheme consists of central authority,
health cloud, social cloud, users, healthcare provider, and
healthcare analyzer.

(1) Central Authority. The central authority is a fully
trusted party which is in charge of generating system
parameters as well as private keys for each user.

(2) Health Cloud. The health cloud is a semitrusted
party which provides health data storage service. It
is also responsible for helping encrypt health data for
mobile healthcare sensors and decrypt the ciphertext
for healthcare providers and reencrypt ciphertext for
healthcare analyzers.
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Figure 1: System model of our scheme.

(3) Social Cloud. The social cloud is also a semitrusted
party which provides social data storage service and
is in charge of reencrypting social ciphertext for
healthcare analyzers.

(4) DataOwner.Thedata owners generate a great amount
of health data through the mobile healthcare sensors
and upload them to the health cloud by defining
access policy and also upload their social data to the
social cloud for sharing.

(5) User.The user is the ciphertexts’ receiver and is able to
decrypt the ciphertexts if he is the intended receiver
defined by the data owners.

(6) Healthcare Provider. The healthcare providers are the
intended receivers of health ciphertext stored in the
health cloud. If a healthcare provider’s attribute set
satisfies the access policy in the ciphertext, he is able to
decrypt the patient’s health data from the ciphertext.

(7) Healthcare Analyzer. The healthcare analyzer is the
authorized receiver of both health ciphertext and
social ciphertext for data collaboration and analysis.

4.2. System Definition. Based on the system model, our
scheme consists of the following algorithms.

(1) 𝑆𝑒𝑡𝑢𝑝(1𝜆, 𝑁). The central authority takes as input a
security parameter 𝜆 and the maximal size of receiver
set𝑁 and outputs a systempublic key PK and amaster
secret key MK.

(2) 𝐴𝐾𝑒𝑦𝐺𝑒𝑛(PK,MK, 𝑆). The central authority takes as
input PK and MK and a set of attributes 𝑆 of user or
healthcare provider and outputs the attribute key AK.

(3) 𝑆𝐾𝑒𝑦𝐺𝑒𝑛(PK,MK, ID). The central authority takes
as input PK and MK and an identity ID of user or
healthcare analyzer and outputs the secret key of user
SK.

(4) 𝐶𝑙𝑜𝑢𝑑.𝐸𝑛𝑐𝑟𝑦𝑝𝑡(PK, 𝑇). The health cloud takes as
input PK and an access policy 𝑇 and outputs an
outsourced health ciphertext CT.

(5) 𝐻𝑒𝑎𝑙𝑡ℎ.𝐸𝑛𝑐𝑟𝑦𝑝𝑡(PK, 𝑚ℎ,CT).The health data owner
takes as input PK, health data𝑚ℎ, and an outsourced
health ciphertext CT and outputs a health ciphertext
CTℎ.

(6) 𝐶𝑙𝑜𝑢𝑑.𝐷𝑒𝑐𝑟𝑦𝑝𝑡(PK,CTℎ,AK). The health cloud
takes as input PK, a health ciphertext CTℎ, and an
outsourced attribute key AK and outputs a partial
decrypted health ciphertext CT𝑟 if the attributes in
AK satisfy the access policy in the ciphertext.

(7) 𝐻𝑒𝑎𝑙𝑡ℎ.𝐷𝑒𝑐𝑟𝑦𝑝𝑡(CT𝑟,AK). The healthcare provider
takes as input a partial decrypted health ciphertext
CT𝑟 and an attribute key AK and outputs the health
data𝑚ℎ.

(8) 𝑆𝑜𝑐𝑖𝑎𝑙.𝐸𝑛𝑐𝑟𝑦𝑝𝑡(PK, 𝑚𝑐, 𝑈). The social data owner
takes as input PK, social data 𝑚𝑐, and a set 𝑈 of
receivers’ identities and outputs a social ciphertext
CT𝑐.

(9) 𝑆𝑜𝑐𝑖𝑎𝑙.𝐷𝑒𝑐𝑟𝑦𝑝𝑡(PK,CT𝑐, ID, SK). The social receiver
takes as input PK, a social ciphertext CT𝑐, a receiver’s
identity ID, and its secret key SK and outputs the
social data𝑚𝑐 if ID and SK are valid.

(10) 𝐻𝑒𝑎𝑙𝑡ℎ.𝑅𝑒𝐾𝑒𝑦𝐺𝑒𝑛(PK,AK, ID). The health data
owner takes as input PK, attribute key AK, and
a healthcare analyzer’s identity ID and outputs a
health reencryption key RKℎ.

(11) 𝐻𝑒𝑎𝑙𝑡ℎ.𝑅𝑒𝐸𝑛𝑐(CTℎ,RKℎ). The health cloud takes as
input a health ciphertext CTℎ and a heath reen-
cryption key RKℎ and outputs a reencrypted health
ciphertext RTℎ.

(12) 𝑆𝑜𝑐𝑖𝑎𝑙.𝑅𝑒𝐾𝑒𝑦𝐺𝑒𝑛(PK, SK, ID).The social data owner
takes as input PK, a secret key SK, and a healthcare
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analyzer’s identity ID and outputs a social reencryp-
tion key RK𝑐.

(13) 𝑆𝑜𝑐𝑖𝑎𝑙.𝑅𝑒𝐸𝑛𝑐(CT𝑐,RK𝑐). The social cloud takes as
input a social ciphertext CT𝑐 and a social reen-
cryption key RK𝑐 and outputs a reencrypted social
ciphertext RT𝑐.

(14) Analyzer.Decrypt(RTℎ,RT𝑐, SK).The healthcare ana-
lyzer takes as input a reencrypted health ciphertext
RTℎ, a reencrypted social ciphertext RT𝑐, and a secret
key SK and outputs health data 𝑚ℎ and social data𝑚𝑐.

In the registration phase, the central authority runs
Setup algorithms to generate system public key and master
secret key. Meanwhile, it also uses AKeyGen and SKeyGen
algorithm to generate attribute keys and secret keys of
users in the system. For the health data, the health cloud
first runs Cloud.Encrypt algorithm to encrypt data with an
access policy, and then the data owner runs Health.Encrypt
algorithm to finish the encryption.When accessing the health
data, the health cloud first uses the Cloud.Decrypt algorithm
to partially decrypt the ciphertext, and then the user can
use the Health.Decrypt algorithm to recover the data. For
the social data, the data owner runs Social.Encrypt algorithm
to encrypt data for a set of receivers, and the user can
use the Social.Decrypt algorithm to recover the social data.
Furthermore, the data owner could run Health.ReKeyGen
and Social.ReKeyGen algorithms, respectively, to generate
reencryption keys containing their own attribute keys and
secret keys. Receiving the reencryption keys, the health cloud
and social cloud would run Health.ReEnc and Social.ReEnc
algorithms to transform the initial ciphertexts to the reen-
crypted ciphertexts. Hence, the healthcare analyzer can
run Analyzer.Decrypt algorithm to decrypt the reencrypted
health and social ciphertexts.

4.3. Security Definition. In our scheme, we assume that the
health cloud and social cloud are honest but curious, which
means they carry out computation and storage tasks but
may try to learn information about the private data [29].
Specifically, the security model covers the following aspects.

(1) Data Confidentiality. The unauthorized users that
are not the intended receivers defined by the data
owner should be prevented from accessing the health
and social data. The healthcare analyzer should not
be able to access the reencrypted data without the
authorization of the data owner.

(2) Fine-Grained Access Control. The data owner can
customize an expressive and flexible access policy
so that the health data only can be accessed by the
healthcare providers whose attributes satisfy these
policies.

(3) Collusion Resistance. If each of the users’ attributes
in the set cannot satisfy the access policy in the
ciphertexts alone, the access of ciphertext should not
successful.

5. Construction

5.1. System Setup. Thecentral authority runs 𝑆𝑒𝑡𝑢𝑝 algorithm
to select a bilinear map 𝑒 : G0 × G0 → G𝑇, where G0

and G𝑇 are two multiplicative groups with prime order 𝑝
and 𝑔 is the generator of G0. Then, the central authority
chooses the maximum number of receivers 𝑁, randomly
chooses 𝑔, ℎ, 𝑢, V, 𝑤 ∈ G0 and 𝛼, 𝛽 ∈ Z𝑝, chooses
cryptographic hash function 𝐻1 : {0, 1}∗ → Z∗

𝑝, 𝐻2 :
G𝑇 → G0, and finally outputs a system public key PK =
(𝑔, 𝑔𝛽, 𝑒(𝑔, 𝑔)𝛼, ℎ, 𝑢𝛼, V, V𝛼, . . . , V𝛼𝑁 , 𝑒(𝑢, V), 𝑤) and a master
secret key MK = (𝑢, 𝛼, 𝛽).
5.2. Key Generation. The central authority runs 𝐴𝐾𝑒𝑦𝐺𝑒𝑛
algorithm to select a random 𝛾 ∈ Z𝑝, which is a unique secret
assigned to each user. Then, the central authority chooses
random 𝜀, 𝜑 ∈ Z𝑝 and random 𝑟𝑗 for each attribute 𝑗 ∈𝑆, where 𝑆 is the attribute set of the user, and outputs the
attribute key AK.

AK = (𝐷 = 𝑔(𝛼+𝛾)/𝛽, 𝐷1 = 𝑔𝛾ℎ𝜀, 𝐷2 = 𝑔𝜀, 𝐷3
= 𝑔1/𝜑, 𝐷4 = 𝑔𝜑𝛼, 𝐷5
= 𝑤𝜑𝛼, {𝐷𝑗 = 𝑔𝛾𝐻1 (𝑗)𝑟𝑗 , 𝐷𝑗 = 𝑔𝑟𝑗}𝑗∈𝑆) .

(1)

For each user in the system, the central authority runs𝑆𝐾𝑒𝑦𝐺𝑒𝑛 algorithm to select a random 𝜋 ∈ Z𝑝 and output
the secret key SK for the user with identity ID.

SK = (𝐾 = 𝑔1/(𝛼+𝐻1(𝐼𝐷)), 𝐾1 = 𝑢1/𝜋, 𝐾2 = V𝜋, 𝐾3
= 𝑤𝜋) . (2)

5.3. Secure Health Data Sharing

5.3.1. Health Data Encryption. Themobile healthcare sensors
of the data owner could collect a wide range of real-time
health data (e.g., blood pressure, heart rate, and pulse), for
further diagnosis or specialist analysis. Before uploading the
data to the health cloud, the data owner first chooses a
random HK ∈ Z𝑝 and encrypts the health data 𝑚ℎ with
HK using a symmetric encryption algorithm, denoted as 𝐶 =
SEHK(𝑚ℎ). Then, the data owner defines an access policy 𝑇,
to ensure that only users satisfying this policy can access data,
and then sends to the health cloud.

Then, the health cloud runs 𝐶𝑙𝑜𝑢𝑑.𝐸𝑛𝑐𝑟𝑦𝑝𝑡 algorithm to
perform the outsourced encryption. For each node 𝑥 in the
access policy tree 𝑇, the health cloud chooses a polynomial𝑝𝑥. These polynomials are chosen in the following way in a
top-down manner, starting from the root node 𝑅. For each
node𝑥 in the tree, set the degree𝑑𝑥 of the polynomial𝑝𝑥 to be
one less than the threshold value 𝑘𝑥 of that node; that is, 𝑑𝑥 =𝑘𝑥 −1. Starting with the root node 𝑅, the algorithm chooses a
random 𝑠 ∈ Z𝑝 and sets 𝑝𝑅(0) = 𝑠. Then, it chooses 𝑑𝑅 other
points of the polynomial 𝑝𝑅 randomly to define it completely.
For any other node 𝑥, it sets 𝑝𝑥(0) = 𝑝parent(𝑥)(index(𝑥)) and
chooses 𝑑𝑥 other points randomly to completely define 𝑝𝑥.
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Let 𝑌 be the set of leaf nodes in 𝑇; the health cloud outputs
an outsourced ciphertext CT as

CT = (𝑇, 𝐶3 = 𝑔𝑠, 𝐶4 = ℎ𝑠, 𝐶7
= {𝐶𝑦 = 𝑔𝑝𝑦(0), 𝐶𝑦 = 𝐻1 (attr𝑦)𝑝𝑦(0)}

𝑦∈𝑌
) .

(3)

The health cloud returns CT to the data owner. The data
owner runs 𝐻𝑒𝑎𝑙𝑡ℎ.𝐸𝑛𝑐𝑟𝑦𝑝𝑡 algorithm to select 𝑡 ∈ Z𝑝 at
random and computes 𝐶1 = HK ⋅ 𝑒(𝑔, 𝑔)𝛼𝑡 with HK and
computes 𝐶2 = 𝑔𝛽𝑡, 𝐶3 = 𝐶3 ⋅ 𝑔𝑡, 𝐶4 = 𝐶4 ⋅ ℎ𝑡, 𝐶5 =(𝐷4)𝑡, 𝐶6 = (𝐷5)𝑡. Finally, the data owner outputs the
ciphertext CTℎ as

CTℎ = (𝑇, 𝐶 = SEHK (𝑚ℎ) , 𝐶1 = HK ⋅ 𝑒 (𝑔, 𝑔)𝛼𝑡 , 𝐶2
= 𝑔𝛽𝑡, 𝐶3 = 𝑔𝑠+𝑡, 𝐶4 = ℎ𝑠+𝑡, 𝐶5 = 𝑔𝜑𝛼𝑡, 𝐶6
= 𝑤𝜑𝛼𝑡, 𝐶7
= {𝐶𝑦 = 𝑔𝑝𝑦(0), 𝐶𝑦 = 𝐻1 (attr𝑦)𝑝𝑦(0)}

𝑦∈𝑌
) .

(4)

5.3.2. Health Data Decryption. If the attributes of the health-
care provider satisfy the access policy 𝑇, he can decrypt
CTℎ successfully by informing health cloud and obtaining
the symmetric key. The health cloud runs 𝐶𝑙𝑜𝑢𝑑.𝐷𝑒𝑐𝑟𝑦𝑝𝑡
algorithm with the ciphertext and outsourced attribute key
AK = (𝐷1, 𝐷2, {𝐷𝑗, 𝐷𝑗}𝑗∈𝑆) from the healthcare provider.
The health cloud first runsDecryptNode algorithmwhich can
be described as a recursive algorithm. This algorithm takes
the ciphertext CTℎ, AK

, and a node 𝑥 from the access tree 𝑇
as input.(1) If the node 𝑥 is a leaf node, then we let 𝑧 = attr𝑥 and
compute as follows. If 𝑧 ∈ 𝑆, then

𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑁𝑜𝑑𝑒 (CTℎ,AK, 𝑥) = 𝑒 (𝐷𝑧, 𝐶𝑥)𝑒 (𝐷𝑧, 𝐶𝑥)

= 𝑒 (𝑔𝛾𝐻1 (𝑧)𝑟𝑧 , 𝑔𝑝𝑥(0))
𝑒 (𝑔𝑟𝑧 , 𝐻1 (attr𝑥)𝑝𝑥(0)) = 𝑒 (𝑔, 𝑔)

𝛾𝑝𝑥(0) .
(5)

If 𝑧 ∉ 𝑆, then𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑁𝑜𝑑𝑒(CTℎ,AK, 𝑥) =⊥.(2) If the node 𝑥 is a nonleaf node, the algorithm𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑁𝑜𝑑𝑒(CTℎ,AK, 𝑥) proceeds as follows: for all nodes𝑛 that are children of 𝑥, it calls 𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑁𝑜𝑑𝑒(CTℎ,AK, 𝑛)
and stores output as 𝐹𝑛. Let 𝑆𝑥 be an arbitrary 𝑘𝑥-sized set of
child nodes 𝑛 such that 𝐹𝑛 ̸= ⊥. If no such set exists, then the
node is not satisfied and the function returns ⊥. Otherwise,

the function defines 𝑗 = index(𝑛) and 𝑆𝑥 = {index(𝑛) : 𝑛 ∈𝑆𝑥} and returns the result.

𝐹𝑥 = ∏
𝑛∈𝑆𝑥

𝐹𝑛Δ 𝑗,𝑆𝑥 (0)

= ∏
𝑛∈𝑆𝑥

(𝑒 (𝑔, 𝑔)𝑟⋅𝑝parent(𝑛)(index(𝑛)))Δ 𝑗,𝑆𝑥 (0)

= ∏
𝑛∈𝑆𝑥

𝑒 (𝑔, 𝑔)𝑟⋅𝑝𝑥(𝑗)⋅Δ 𝑗,𝑆𝑥 (0) = 𝑒 (𝑔, 𝑔)𝑟𝑝𝑥(0) .
(6)

If the access policy tree𝑇 is satisfied by 𝑆, we set the result
of the entire evaluation for the access tree 𝑇 as 𝐹, such that

𝐹 = 𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑁𝑜𝑑𝑒 (CTℎ,AK, 𝑅) = 𝑒 (𝑔, 𝑔)𝛾𝑝𝑅(0)
= 𝑒 (𝑔, 𝑔)𝛾𝑠 .

(7)

Then, the health cloud computes

𝐵 = 𝑒 (𝐷1, 𝐶3)𝑒 (𝐷2, 𝐶4) =
𝑒 (𝑔𝛾ℎ𝜀, 𝑔𝑠+𝑡)
𝑒 (𝑔𝜀, ℎ𝑠+𝑡) = 𝑒 (𝑔, 𝑔)𝛾(𝑠+𝑡) ,

𝐴 = 𝐵𝐹 =
𝑒 (𝑔, 𝑔)𝛾(𝑠+𝑡)
𝑒 (𝑔, 𝑔)𝛾𝑠 = 𝑒 (𝑔, 𝑔)𝛾𝑡 .

(8)

Finally, the health cloud sends the partial decrypted
health ciphertext CT𝑟 = (𝐶 = SEHK(𝑚ℎ), 𝐶1 = HK ⋅𝑒(𝑔, 𝑔)𝛼𝑡, 𝐶2 = 𝑔𝛽𝑡, 𝐴 = 𝑒(𝑔, 𝑔)𝛾𝑡) to the healthcare
provider. After receiving CT𝑟 from the health cloud, the
healthcare provider runs𝐻𝑒𝑎𝑙𝑡ℎ.𝐷𝑒𝑐𝑟𝑦𝑝𝑡 algorithm to obtain
the symmetric key.

HK = 𝐶1 ⋅ 𝐴𝑒 (𝐶2, 𝐷) =
HK ⋅ 𝑒 (𝑔, 𝑔)𝛼𝑡 ⋅ 𝑒 (𝑔, 𝑔)𝛾𝑡

𝑒 (𝑔𝛽𝑡, 𝑔(𝛼+𝛾)/𝛽) . (9)

Thus, SEHK(𝑚ℎ) can be decrypted with HK by applying
the symmetric decryption algorithm, and the healthcare
provider can access the data owner’s health data for diagnosis.

5.4. Secure Social Data Sharing

5.4.1. Social Data Encryption. For the private social data
denoted as𝑚𝑐, the data owner runs 𝑆𝑜𝑐𝑖𝑎𝑙.𝐸𝑛𝑐𝑟𝑦𝑝𝑡 algorithm
to encrypt it and then outsource the ciphertext to the social
cloud. First, the data owner chooses a set 𝑈 of receivers’
identities (where |𝑈| ≤ 𝑁) and a random CK ∈ Z𝑝 which is
used to encrypt the data based on the symmetric encryption
algorithm. The data owner randomly picks 𝑘 ∈ Z∗

𝑝 and
outputs a social ciphertext CT𝑐.

CT𝑐 = (𝐶 = SECK (𝑚𝑐) , 𝐶1 = CK ⋅ 𝑒 (𝑢, V)𝑘 , 𝐶2
= V𝑘⋅∏ID𝑖∈𝑈(𝛼+𝐻1(ID𝑖)), 𝐶3 = V𝜋𝑘, 𝐶4 = 𝑤𝜋𝑘, 𝐶5
= 𝑢−𝛼𝑘) .

(10)

5.4.2. Social Data Decryption. The user with identity ID runs𝑆𝑜𝑐𝑖𝑎𝑙.𝐷𝑒𝑐𝑟𝑦𝑝𝑡 algorithm to decrypt the social ciphertext. If
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ID ∈ 𝑈, the user computes

𝐼 = (𝑒 (𝐶5, VΔ𝛼(ID,𝑈)) ⋅ 𝑒 (𝐾, 𝐶2))1/∏ID𝑖∈𝑈∧ID𝑖 ̸=ID𝐻1(ID𝑖) = (𝑒 (𝑢−𝛼𝑘, VΔ𝛼(ID,𝑈)) ⋅ 𝑒 (𝑢1/(𝛼+𝐻1(ID)), V𝑘⋅∏ID𝑖∈𝑈(𝛼+𝐻1(ID𝑖))))1/∏ID𝑖∈𝑈∧ID𝑖 ̸=ID𝐻1(ID𝑖)

= (𝑒 (𝑢−𝛼𝑘, V𝛼−1 ⋅(∏ID𝑖∈𝑈∧ID𝑖 ̸=ID(𝛼+𝐻1(ID𝑖))−∏ID𝑖∈𝑈∧ID𝑖 ̸=ID𝐻1(ID𝑖))) ⋅ 𝑒 (𝑢, V)𝑘⋅∏ID𝑖∈𝑈∧ID𝑖 ̸=ID(𝛼+𝐻1(ID𝑖)))1/∏ID𝑖∈𝑈∧ID𝑖 ̸=ID𝐻1(ID𝑖)

= (𝑒 (𝑢𝑘, V)∏ID𝑖∈𝑈∧ID𝑖 ̸=ID𝐻1(ID𝑖)−∏ID𝑖∈𝑈∧ID𝑖 ̸=ID(𝛼+𝐻1(ID𝑖))+∏ID𝑖∈𝑈∧ID𝑖 ̸=ID(𝛼+𝐻1(ID𝑖)))1/∏ID𝑖∈𝑈∧ID𝑖 ̸=ID𝐻1(ID𝑖) = 𝑒 (𝑢, V)𝑘 ,
(11)

where

Δ 𝛼 (ID, 𝑈) = 𝛼−1 ⋅ ( ∏
ID𝑖∈𝑈∧ID𝑖 ̸=ID

(𝛼 + 𝐻1 (ID𝑖))

− ∏
ID𝑖∈𝑈∧ID𝑖 ̸=ID

𝐻1 (ID𝑖)) .
(12)

Then, the user computes CK with 𝐼.
CK = 𝐶1𝐼 = CK ⋅ 𝑒 (𝑢, V)𝑘

𝑒 (𝑢, V)𝑘 . (13)

Finally, the user recovers message 𝑚𝑐 with CK using the
symmetric encryption algorithm.

5.5. Authorized Data Analysis

5.5.1. Health Data Reencryption. In order to analyze
the healthcare data, the health data owner runs 𝐻𝑒𝑎𝑙𝑡ℎ.𝑅𝑒𝐾𝑒𝑦𝐺𝑒𝑛 algorithm to choose a healthcare analyzer’s
identity ID, randomly pick 𝑡, 𝑏 ∈ Z𝑝, and compute the
following with attribute key AK:

𝑅1 = 𝐷3 ⋅ 𝑤𝑏 = 𝑔1/𝜑 ⋅ 𝑤𝑏,
𝑅2 = V𝑡

 ⋅(𝛼+𝐻1(ID
)),

𝑅3 = 𝐻2 (𝑒 (𝑢, V)𝑡) ⋅ 𝑔𝑏.
(14)

Then, the health data owner outputs the health reencryp-
tion keyRKℎ = (𝑅1, 𝑅2, 𝑅3).When receiving the reencryption
key, the health cloud runs 𝐻𝑒𝑎𝑙𝑡ℎ.𝑅𝑒𝐸𝑛𝑐 algorithm to reen-
crypt the initial health ciphertext.The health cloud computes

𝐶1 = 𝐶1𝑒 (𝑅1, 𝐶5) =
HK ⋅ 𝑒 (𝑔, 𝑔)𝛼𝑡
𝑒 (𝑔1/𝜑 ⋅ 𝑤𝑏, 𝑔𝜑𝛼𝑡)

= HK ⋅ 𝑒 (𝑤𝑏, 𝑔−𝜑𝛼𝑡) .
(15)

Finally, the health cloud outputs a reencrypted health
ciphertext.

RTℎ = (𝐶 = 𝐶 = SEHK (𝑚ℎ) , 𝐶1 = HK

⋅ 𝑒 (𝑤𝑏, 𝑔−𝜑𝛼𝑡) , 𝐶2 = 𝑅2 = V𝑡
 ⋅(𝛼+𝐻1(ID

)), 𝐶3 = 𝑅3
= 𝐻2 (𝑒 (𝑢, V)𝑡) ⋅ 𝑔𝑏, 𝐶4 = 𝐶6 = 𝑤𝜑𝛼𝑡) .

(16)

5.5.2. Social Data Reencryption. The social data is also used
to analyze healthcare, such as infectious diseases. The data
owner runs 𝑆𝑜𝑐𝑖𝑎𝑙.𝑅𝑒𝐾𝑒𝑦𝐺𝑒𝑛 algorithm to choose a health-
care analyzer’s identity ID, randomly pick 𝑘, 𝑙 ∈ Z𝑝, and
compute the following with secret key SK:

𝑅1 = 𝐾1 ⋅ 𝑤𝑙 = 𝑢1/𝜋 ⋅ 𝑤𝑙,
𝑅2 = V𝑘

 ⋅(𝛼+𝐻1(ID
)),

𝑅3 = 𝐻2 (𝑒 (𝑢, V)𝑘) ⋅ V𝑙.
(17)

Then, the data owner outputs the social reencryption key
RK𝑐 = (𝑅1, 𝑅2, 𝑅3). Then, receiving the reencryption key, the
social cloud runs 𝑆𝑜𝑐𝑖𝑎𝑙.𝑅𝑒𝐸𝑛𝑐 algorithm to reencrypt the
initial social ciphertext. The social cloud computes

𝐶1 = 𝐶1𝑒 (𝑅1, 𝐶3) =
CK ⋅ 𝑒 (𝑢, V)𝑘𝑒 (𝑢1/𝜋 ⋅ 𝑤𝑙, V𝜋𝑘)

= CK ⋅ 𝑒 (𝑤𝑙, V−𝜋𝑘) .
(18)

Finally, the social cloud outputs a reencrypted social
ciphertext.

RT𝑐 = (𝐶 = 𝐶 = SECK (𝑚𝑐) , 𝐶1 = CK

⋅ 𝑒 (𝑤𝑙, V−𝜋𝑘) , 𝐶2 = 𝑅2 = V𝑘
 ⋅(𝛼+𝐻1(ID

)), 𝐶3 = 𝑅3
= 𝐻2 (𝑒 (𝑢, V)𝑘) ⋅ V𝑙, 𝐶4 = 𝐶4 = 𝑤𝜋𝑘) .

(19)

5.5.3. Authorized Decryption. For the reencrypted health and
social ciphertext, the healthcare analyzer with identity ID

runs Analyzer.Decrypt algorithm to decrypt. For the health
data, the healthcare analyzer first computes

𝐾 = 𝑒 (𝐾, 𝐶2) = 𝑒 (𝑢1/(𝛼+𝐻1(ID)), V𝑡 ⋅(𝛼+𝐻1(ID)))
= 𝑒 (𝑢, V)𝑡 .

(20)

Then, the healthcare analyzer computes

𝑍 = 𝐶3𝐻2 (𝐾) =
𝐻2 (𝑒 (𝑢, V)𝑡) ⋅ 𝑔𝑏
𝐻2 (𝑒 (𝑢, V)𝑡) = 𝑔𝑏. (21)
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Finally, the healthcare analyzer computes the HK and
recovers the health data𝑚ℎ.

HK = 𝐶1 ⋅ 𝑒 (𝑍, 𝐶4)
= HK ⋅ 𝑒 (𝑤𝑏, 𝑔−𝜑𝛼𝑡) ⋅ 𝑒 (𝑔𝑏, 𝑤𝜑𝛼𝑡) . (22)

For the social data, the healthcare analyzer can compute
V𝑙 with secret key and then computeCK and recover the social
data𝑚𝑐.

CK = 𝐶1 ⋅ 𝑒 (V𝑙, 𝐶4) = CK ⋅ 𝑒 (𝑤𝑙, V−𝜋𝑘) ⋅ 𝑒 (V𝑙, 𝑤𝜋𝑘) . (23)

Therefore, the healthcare analyzers can access both the
reencrypted health data and the social data for collaboration
and analysis with authorization from the data owner.

6. Security Analysis

The sharing data in our scheme is encrypted with CP-
ABE and IBBE techniques, which are secure against chosen
plaintext attack since the DBDH assumption holds [23, 28].
We analyze the security properties of our scheme as follows
[29].

(1) Data Confidentiality. The health data is encrypted
using access policy, and the confidentiality of health
data can be guaranteed against users who do not
hold a set of attributes that satisfy the access policy.
In the encryption phase, though the health cloud
performs encryption computation for the data owner,
it still cannot access the data without the attribute
key. During the decryption phase, since the set of
attributes cannot satisfy the access policy in the
ciphertext, the health cloud server cannot recover the
value 𝐴 = 𝑒(𝑔, 𝑔)𝛾𝑡 to further get the desired value
HK. Therefore, only the users with valid attributes
that satisfy the access policy can decrypt the health
ciphertext.The social data is encryptedwith a random
symmetric key CK, and thenCK is protected by IBBE.
Since the symmetric encryption and IBBE scheme are
secure, the confidentiality of outsourced social data
can be guaranteed against unauthorized users whose
identities are not in the set of receivers’ identities
defined by the data owner.

(2) Fine-Grained Access Control. The fine-grained access
control allows flexibility in specifying differential
access policies of individual health data. To enforce
this kind of access control, we utilize CP-ABE to
escort the symmetric encryption key of health data.
In the health data encryption phase of our scheme, the
data owner is able to enforce an expressive and flexible
access policy and encrypt the symmetric key which
is used to encrypt the health data. Specifically, the
access policy of encrypted data defined in access tree
supports complex operations including both AND
and OR gate, which is able to represent any desired
access conditions.

(3) Collusion Resistance. The users may intend to com-
bine their attribute keys to access the data which
they cannot access individually. In our scheme, the
central authority generates attribute keys for different
users; the attribute key is associated with random 𝛾,
which is uniquely related to each user and makes
the combination of components in different attribute
keys meaningless. Suppose two or more users with
different attributes combine together to satisfy the
access policy; they cannot compute 𝐹 = 𝑒(𝑔, 𝑔)𝛾𝑠 in
the outsourced decryption phase. Thus, the proposed
scheme is collusion-resistant.

7. Performance Analysis

7.1. Functionality Comparisons. We list the key features of our
scheme in Table 1 andmake a comparison of our schemewith
several data sharing schemes in MHSN in terms of health
data confidentiality, health data access control, outsourced
encryption and decryption, data authorization, and social
data collaboration. In order to achieve fine-grained access
control, most of these schemes adopt the ABE technique.
From the comparison, we can see that only EPPS [27] and
our scheme achieve health data outsourced decryption con-
sidering the low computing power of resource-constrained
mobile devices or healthcare sensors. Zhang et al. [14],
Wang et al. [25], Au et al. [20], and our scheme support
data authorization by deploying PRE mechanism so that the
semitrusted server could reencrypt the ciphertext to data
requester for research and analysis purposes without acquir-
ing any plaintext. Further, PEC [26] combines social datawith
healthcare record for emergency call, and EPPS [27] divides
the mobile patients into different groups according to social
data. However, both PEC [26] and EPPS [27] only utilize
location information of social data and ignore other valuable
data in social networks, which makes extensive social data
needed in-depth healthcare analysis (e.g., infectious diseases
analysis) impossible.

Moreover, the health and social datamay be collected and
protected by different independent service providers adopt-
ing different encryption techniques, such as ABE and IBBE.
Thus, to achieve data collaboration of these service providers,
data authorization in these different service providers must
be supported. Our scheme proposes an efficient CP-ABE
construction with outsourced encryption and decryption to
achieve efficient fine-grained access control of health data and
provides a secure solution for the collaboration of different
service providers by transforming the ABE-encrypted health
data and IBBE-encrypted social data into an IBE-encrypted
one that can only be decrypted by an authorized healthcare
analyzer such as specialists, since IBE is more suitable to be
employed on resource-constrainedmobile devices inMHSN.

7.2. Performance Comparisons. We analyze the performance
efficiency of health data encryption, decryption, reencryption
key generation, and reencryption by comparing our scheme
with several secure health data sharing schemes; the result
is shown in Table 2. Let 𝑇𝑟 be the computation cost of a
single pairing, 𝑇0 be the computation cost of an exponent
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Table 1: Functionality comparison of data sharing schemes in MHSN.

Zhang et al. [14] Wang et al. [25] Au et al. [20] PEC [26] EPPS [27] Our scheme
Health data confidentiality PKE IBE CP-ABE CP-ABE CP-ABE CP-ABE
Health data access control Consent-based Identity-based Attribute-based Attribute-based Attribute-based Attribute-based
Outsourced encryption — No No No No Yes
Outsourced decryption — No No No Yes Yes
Data authorization Yes Yes Yes No No Yes
Social data collaboration No No No Yes Yes Yes

Table 2: Comparison of computation overhead for health data sharing.

Schemes Data encryption Data decryption Data reencryption key generation Data reencryption
Yeh et al. [22] 𝑇𝑟 + (2𝑁𝑐 + 1)𝑇0 + 𝑇𝑡 2𝑇𝑟 + 𝑇𝑡 — —
EPPS [27] (3𝑁𝑐 + 1)𝑇0 + 𝑇𝑡 𝑇𝑡 — —
Au et al. [20] (3𝑁𝑐 + 2)𝑇0 + 𝑇𝑡 (2𝑁𝑐 + 1)𝑇𝑟 + 𝑁𝑐𝑇𝑡 (3𝑁𝑟 + 1)𝑇0 + 𝑇𝑡 (2𝑁𝑟 + 2)𝑇𝑟 + 𝑁𝑟𝑇𝑡
Wang et al. [25] 2𝑇0 + 2𝑇𝑡 2𝑇𝑟 3𝑇0 𝑇𝑟 + 𝑇0
Our scheme 5𝑇0 + 𝑇𝑡 𝑇𝑟 3𝑇0 + 𝑇𝑡 𝑇𝑟

Table 3: Computation overhead of social data sharing.

Data encryption Data decryption Data reencryption key generation Data reencryption Data authorized decryption
(𝑁𝑢 + 4)𝑇0 + 𝑇𝑡 2𝑇𝑟 + (𝑁𝑢 − 1)𝑇0 + 𝑇𝑡 4𝑇0 + 𝑇𝑡 𝑇𝑟 2𝑇𝑟

operation in G0, 𝑇𝑡 be the time for an exponent operation in
G𝑇,𝑁𝑐 be the number of attributes in a ciphertext,𝑁𝑟 be the
number of attributes in a reencrypted ciphertext, and 𝑁𝑢 be
the total number of receivers in social networks. We ignore
the simple multiplication, hash, and symmetric encryption
and decryption operations.

First, we discuss the computation cost of health data
encryption and decryption. Since Yeh et al. [22], EPPS [27],
and Au et al. [20] all perform standard ABE algorithm locally
in the encryption phase, their encryption computation costs
are 𝑇𝑟 + (2𝑁𝑐 + 1) 𝑇0 + 𝑇𝑡, (3𝑁𝑐 + 1) 𝑇0 + 𝑇𝑡, and (3𝑁𝑐 +2) 𝑇0 + 𝑇𝑡, respectively, which grow linearly with the number
of attributes in access policy. In our scheme, the users with
mobile sensors only need to perform 5𝑇0 + 𝑇𝑡 to encrypt the
data, which is constant, the same as Wang et al. [25] and less
than these schemes. In the data decryption phase, receivers in
Au et al.’s study [20] use secret keys corresponding tomatched
attributes to recursively decrypt the health ciphertext, and
the computation cost is (2𝑁𝑐 + 1)𝑇𝑟 + 𝑁𝑐𝑇𝑡. In Yeh et
al.’s study [22], EPPS [27], and our scheme, most of the
decryption computations are outsourced to the cloud server.
In particular, users in our scheme only need to perform one
pairing operation to decrypt the ciphertext.

Further, in the data authorization phase, Au et al. [20]
adopted ABPRE to reencrypt ciphertext for authorized users,
and the computation costs of reencryption key generation
and data reencryption are both related to the number of
attributes of new access policy. Our scheme transforms
ABE-encrypted health data to IBE-encrypted health data for
analysis purposes, and the computation costs in these two
phases are 3𝑇0 + 𝑇𝑡 and 𝑇𝑟, which is constant and efficient
as in Wang et al.’s study [25].

We also evaluate the computation overhead of social data
sharing when the ciphertexts in different service providers
need to collaborate together. From Table 3, we can observe
that the social data encryption cost on the data owner is(𝑁𝑢 + 4)𝑇0 + 𝑇𝑡 based on IBBE. If the user is one of the
desirable receivers, he can perform 2𝑇𝑟 + (𝑁𝑢 − 1)𝑇0 + 𝑇𝑡
cost to decrypt ciphertext. Moreover, our scheme also has
high efficiency for the social data authorized phase, in which
the IBBE-encrypted social data can be reencrypted to IBE-
encrypted one by semitrusted social cloud with reencryption
key generated by the data owner. The computation cost of
generating reencryption key is 4𝑇0 + 𝑇𝑡, and the semitrusted
social cloud needs to take 𝑇𝑟 cost to finish the social data
reencryption. At last, the authorized healthcare analyzer
needs to perform 2𝑇𝑟 to obtain the social data or health data
which are both protected by IBE.

7.3. Experimental Evaluation. We conduct experiments on a
Linux system with an Intel Core 2 Duo CPU with 2.53GHz
processor and 4GB memory. The experimental prototype is
written in C language with the assistance of cpabe toolkit and
pairing-based cryptography library [30]. We use a pairing-
friendly type A 160-bit elliptic curve group based on the
supersingular curve over a 512-bit finite field. The Advanced
Encryption Standard (AES) is chosen as the symmetric key
encryption scheme.

We analyze the time cost of the data encryption and
decryption by comparing our scheme with Yeh et al. [22],
EPPS [27], Au et al. [20], and Wang et al. [25]. In the data
encryption phase, the data owner in these schemes encrypts
a file with an access policy and posts the encrypted file to
the cloud server. Figure 2 shows the computation time on
data owners during this phase. The encryption time on data
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Figure 2: Computation cost of health data encryption.
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Figure 3: Computation cost of health data decryption.

owners grows with the number of attributes in access policy
in Yeh et al. [22], EPPS [27], and Au et al. [20], while it stays
constant in our scheme. In the data decryption phase, Figure 3
shows the computation time on healthcare providers for
decryption versus the number of attributes in access policy
of ciphertext. Compared to Au et al. [20], we can see that
the decryption times of Yeh et al. [22], EPPS [27], and our
scheme are almost the same, which are constant since most
of the laborious decryption operations are delegated to the
cloud server.

Furthermore, we evaluate the computation time cost in
health data reencryption phase and health data authorized
decryption phase, and the results are shown in Figures 4
and 5, respectively. We compare our scheme with that of
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Figure 4: Computation cost of health data reencryption.
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Figure 5: Computation cost of health data authorized decryption.

Au et al. [20] which utilizes ABPRE to support a general
framework for secure sharing of PHR and that of Wang
et al. [25] which adopts IBPRE. We can observe that the
experimental results in Au et al. [20] approximately follow
a linear relationship as the number of attributes increases.
In our scheme, the data owner generates reencryption keys
for authorized healthcare analyzers so that the ABE-based
ciphertext can be reencrypted to an IBE-based one and then
be decrypted with a secret key, which is independent of the
number of attributes in access policy as in Wang et al. [25].

8. Conclusion

In this paper, we focus on the secure health data and social
data sharing and collaboration in MHSN for smart cities
and propose a detailed construction based on ABE and
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IBBE. Our scheme allows the data owner to authorize the
healthcare analyzers to access data by reencrypting both
ABE-protected health data and IBBE-protected social data
to IBE-protected one, which provides a solution for the
collaboration of different service providers. In order to reduce
the computation overhead of resource-constrained mobile
devices, outsourced encryption and decryption construction
is adopted in our scheme, which can delegate most of the
computation cost to a cloud server. Finally, we analyze the
performance of our scheme with the existing schemes in
MHSNand conduct experiments.The results have shown that
our scheme is secure and efficient.
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As one of the most important techniques in IoT, NFC (Near Field Communication) is more interesting than ever. NFC is a short-
range, high-frequency communication technology well suited for electronic tickets, micropayment, and access control function,
which is widely used in the financial industry, traffic transport, road ban control, and other fields. However, NFC is becoming
increasingly popular in the relevant field, but its secure problems, such as man-in-the-middle-attack and brute force attack, have
hindered its further development. To address the security problems and specific application scenarios, we propose a NFC mobile
electronic ticket secure payment and verification scheme in the paper. The proposed scheme uses a CS E-Ticket and offline session
key generation and distribution technology to prevent major attacks and increase the security of NFC. As a result, the proposed
scheme can not only be a good alternative to mobile e-ticket system but also be used in many NFC fields. Furthermore, compared
with other existing schemes, the proposed scheme provides a higher security.

1. Introduction

IoT [1] is a large network that consists of various infor-
mation sensing devices and the Internet. As a short-range,
high-frequency communication technology,NFC (Near Field
Communication) [2, 3] is one of the core technologies of IoT
and is listed as one of the most promising technologies.

NFC is a development and breakthrough of the RFID
(Radio Frequency Identification) [4–6] technology. It is
a short-range, high-frequency, noncontact automatic iden-
tification wireless communication technology using the
13.56MHz frequency band at a distance of less than 10 cm.
Compared with traditional identification technology, it can
not only provide simple and fast secure wireless connection
but also has a good compatibility and lowpower consumption
characteristic. Because its communication distance is less
than 10 cm and it has SE (Secure Element) for storing data,
NFC has a higher security performance and can be applicable
to the payment and verification field which needs a higher
security demand such as electronic train ticket, electronic
movie ticket, and other fields [7]. Though it has lots of

advantages, NFC faces many security problems. Especially
in the open wireless communication environment [8, 9], the
information exchange between the device and the device will
make it easier to suffer any kinds of security attacks, such as
man-in-the-middle attack and brute force attack, which will
lead to disclosure of user privacy. These security problems
have become one of the bottlenecks of NFC to promote its
development.

On the current research status, researchers at home and
abroad do not put forward a universal applicability scheme.
In NFC mutual authentication phase, Yun-Seok et al. [10]
propose a scheme that uses the asymmetric encryption and
hash function to try to eliminate the security and privacy
thread. Although the solution can solve the problem of
mutual authentication and prevent replay attack and the
man-in-the-middle attack, it lacks some necessary security
attributes, such as the message authentication. Ceipidor et al.
[11] propose a scheme which uses the symmetric encryption.
This scheme implements the mutual authentication between
the NFCmobile device and mobile POS device, but it cannot
guarantee the integrity of the message.

Hindawi
Security and Communication Networks
Volume 2017, Article ID 4796373, 9 pages
https://doi.org/10.1155/2017/4796373

https://doi.org/10.1155/2017/4796373


2 Security and Communication Networks

In recent years, because the application of electronic
ticket became wider and wider, more and more people are
paying attention to security and privacy problems in ticket
purchase and verification process. In the purchase process,
Ceipidor et al. [12] put forward a scheme using symmetric
encryption, asymmetric encryption, calibration values, and
other technologies. For the possible security problems in
the purchase ticket process, this solution is able to achieve
mutual authentication and message integrity function and
resist theman-in-the-middle attack to some extent. However,
because of using the fixed symmetric key encryption, this
scheme not only increases the complexity of mobile devices
purchasing tickets on the Internet but also leads to the
security performance being reduced greatly. Furthermore,
the solution cannot cope with “spike refund”malicious ticket
transactions behavior.

Meanwhile, in the verification process, some scholars
believe that we can use infrastructure treatment scheme
that is based on PKI (Public Key Infrastructure) system;
the solution adopts asymmetric public key way to generate
a digital signature. E-ticket holders and mobile verification
devices can ensure its security through the random number
verification mode under the PKI system. But this solution
needs very complex calculation and cannot achieve necessary
security attributes. At the same time, there are many other
shortcomings, for example, the poor user experience and
ticket clone issue, so the solution cannot solve security and
privacy thread in the verification process. In order to better
promote the NFC technology, a scheme is needed to be
proposed to solve the security and privacy thread.

Therefore, in this paper, we propose a new NFC mobile
electronic ticket payment and verification system. Compared
with the old NFC system, this system not only solves
problems that exist in purchase and verification process of e-
ticket but also designs a CS E-Ticket, making entire system
resist stronger attack with greater security.

The rest of this paper is organized as follows. In Section 2,
the related works are provided. In Section 3, the NFC
mobile electronic ticket system is provided, including scheme
structure, CS E-Ticket, CS E-Ticket secure payment, and
verification schemes. In Section 4, the performance analysis
of the system is evaluated in terms of security and practicality.
Section 5, the security proof with BAN logic of proposed
protocol will be provided. Finally, concluding remarks are
provided.

2. Related Works

2.1. The Session Key Generation Technology. In this part, we
mainly discuss the offline session key generation technology
[13] used in payment and verification system we proposed
below. It can generate a set of new session keys in the offline
environment. Key generation will be divided into two parts:
the first part is initialization and the second part is the key
generation process.

Initialization Settings. Alice and Bob share (𝐾AB, 𝐷𝐾,𝑚),𝐾AB
is a long-term key assumed to be never expired,𝐷𝐾 is called
“distributed key,” and𝑚 is a random number used to specify

Preference key generation

Intermediate key generation
Round 1 

Session key

Intermediate key generation
Round n

Ki = ℎ (Ki−1, DK)

IK1j = ℎ (＝ＩＨ＝ (KMid) , IK1j−1)

IKnj = ℎ (＝ＩＨ＝ (Kn−1Mid) , IKnj−1)

SKj, j = 1, 2, . . . , m

Figure 1: Session key generation.

the number of keys that will be generated. 𝑚 also varies
randomly among different pairs of parties.

conc(𝑀1,𝑀2,𝑀3) operation represents the concatena-
tion of the messages𝑀1,𝑀2, and𝑀3, respectively.

𝐻(𝑀,𝐾) stands for the keyed-hash function of the
message𝑀 and the key 𝐾.

Mid(𝐾1, 𝐾𝑤) stands for the middle key among
{𝐾1, 𝐾2, . . . , 𝐾𝑊}.

The key generation process is shown in Figure 1.
The following steps show the details of the session key

generation.
After sharing (𝐾AB, 𝐷𝐾,𝑚), Alice and Bob generate a set

of “preference keys” 𝐾𝑖, where 𝑖 = 𝑖, . . . , 𝑚, based on 𝐾AB as
follows:

𝐾𝑖 = ℎ (𝐾𝑖−1, 𝐷𝐾) , (1)

where 𝐾AB = 𝐾0. After generating the set of 𝐾𝑖, 𝐾AB and
𝐷𝐾 can be removed from the system, to prevent the potential
security problem.

The next step is to generate sets of intermediate keys. The
purpose of intermediate key generation is to increase the dif-
ficulty for cryptanalysis. In other words, it increases difficulty
to trace back to the preference key and crack the session key.
Our proposed framework is general in that it does not specify
the number of rounds the engaging parties need to perform.
The higher the number of rounds performed, the greater the
security of system.However, increasing the number of rounds
will take more time to complete. The proposed intermediate
key generation is performed as follows:

𝐼𝐾𝑥𝑗 = ℎ (conc (𝐼𝐾
𝑥−1
Mid) , 𝐼𝐾

𝑋
𝑗−1) , (2)
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where 𝑥 specifies the round number. 𝑗 specifies the number
of intermediate keys that is generated, 𝑗 = 1, . . . , 𝑚. 𝐼𝐾𝑥−1Mid1
stands for the set of {𝐼𝐾𝑥−1Mid1, 𝐼𝐾

𝑥−1
Mid2, 𝐼𝐾

𝑥−1
Mid3}. 𝐼𝐾

𝑥
Mid1 =

mid(𝐼𝐾𝑥1 , 𝐼𝐾
𝑥
𝑟𝑚) and 𝑟𝑚 is the remaining number of inter-

mediate keys in the set of 𝐼𝐾𝑥𝑗 . 𝐼𝐾
𝑥
Mid2 = mid(𝐼𝐾𝑥mid1, 𝐼𝐾

𝑥
𝑟𝑚).

𝐼𝐾𝑥Mid3 = mid(𝐼𝐾𝑥1 , 𝐼𝐾
𝑥
mid2). 𝐼𝐾

1
Mid1 = 𝐾Mid1, 𝐼𝐾1Mid2 =

𝐾Mid2, and 𝐼𝐾1Mid3 = 𝐾Mid3. The generation of 𝐾Mid1, 𝐾Mid2,
and 𝐾Mid3 is the same as that of 𝐼𝐾𝑥Mid1, 𝐼𝐾

𝑥
Mid2, 𝐼𝐾

𝑥
Mid3.

𝐼𝐾𝑥0 = 𝜙.
The previously used intermediate keys in any round can

be removed from the system.Thus, the remaining intermedi-
ate keys in each round can be written as follows:

{𝐾1, 𝐾2, . . . , 𝐾𝑟𝑚}

{𝐼𝐾11 , 𝐼𝐾
1
2 , . . . , 𝐼𝐾

1
𝑟𝑚}

{𝐼𝐾22 , 𝐼𝐾
2
2 , . . . , 𝐼𝐾

2
𝑟𝑚}

...

{𝐼𝐾𝑛1 , 𝐼𝐾
𝑛
2 , . . . , 𝐼𝐾

𝑛
𝑟𝑚} .

(3)

The output of the last round of intermediate key gener-
ation is considered as session keys 𝑆𝐾𝑗, where 𝑗 = 1, . . . , 𝑚,
which is shown below:

𝐼𝐾𝑛1 = 𝑆𝐾1, 𝐼𝐾
𝑛
2 = 𝑆𝐾2, . . . , 𝐼𝐾

𝑛
𝑟𝑚 = 𝑆𝐾𝑚. (4)

Then Alice and Bob can use 𝑆𝐾𝑗 as a credential to secure
transactions. Because the session key was generated purely
offline and is based on dynamically chosen input, it increases
greatly the difficulty of crack.

2.2. Description of the NTRU Algorithm. The NTRU algo-
rithm [14–16] is an open secret system invented by three
professors of mathematics at Brown University in 1996. It is
a cryptosystem based on polynomial rings, and its security
depends on the shortest vector problem (SVP). Compared
with RSA and ECC algorithm, the NTRU is simple and fast,
has small storage space, and has the ability to resist quantum
attacks. Therefore, next we will introduce the key generation,
encryption, and decryption process as follows.

The NTRU cryptosystem depends on three integer
parameters (𝑁, 𝑝, 𝑞) and four sets 𝐿𝑓, 𝐿𝑔, 𝐿𝑚, 𝐿𝜙 of polyno-
mials of degree𝑁−1with integer coefficients. Note that𝑝 and
𝑞 need not be prime, but we will assume that gcd(𝑝, 𝑞) = 1,
and 𝑞 will always be considerably larger than 𝑝.

2.2.1. Key Generation. To create an NTRU key, we need to
randomly choose two polynomials𝑓, 𝑔 ∈ 𝐿𝑔.The polynomial
𝑓 must satisfy the additional requirement of having inverse
modulo 𝑞 and modulo 𝑝. We will denote these inverses by 𝐹𝑞
and 𝐹𝑝; that is, 𝐹𝑞 ⊗ 𝑓 ≡ 1 (mod 𝑞) and 𝐹𝑝 ⊗ 𝑓 ≡ 1 (mod𝑝).

Next compute the quantity ℎ ≡ 𝐹𝑞 ⊗ 𝑔 (mod 𝑞).
Finally, the polynomial ℎ is the public key. The polyno-

mial 𝑓 is the private key. In practice, the 𝐹𝑞 and 𝐹𝑝 also need
to be kept confidential.

2.2.2. Encryption. If Alice wants to send a message to Bob,
she begins by selecting a message𝑚 from the set of plaintexts
𝐿𝑚. Next she randomly chooses a polynomial 𝜙 ∈ 𝐿𝜙 and
uses Bob’s public key ℎ to compute 𝑒 ≡ 𝑝𝜙 ⊗ ℎ + 𝑚 (mod 𝑞).

This is the encrypted message which Alice sends to Bob.

2.2.3. Decryption. Suppose that Bob has received themessage
𝑒 from Alice and wants to decrypt it using his private key
𝑓. To do this efficiently, Bob should have precomputed the
polynomial 𝐹𝑝 described before.

In order to decrypt 𝑒, Bob first computes 𝑎 ≡ 𝑓 ⊗
𝑒 (mod 𝑞), where he chooses the coefficients of 𝑎 in the inter-
val from −𝑞/2 to 𝑞/2. Now treating 𝑎 as a polynomial with
integer coefficients, Bob recovers the message by computing
𝑚 = 𝐹𝑝 ⊗ 𝑎 (mod𝑝).

Finally, Bob gets the plaintext𝑚 that Alice sends to him.

3. The Design of NFC Mobile
Electronic Ticket System

In this section, in order to better describe the system which
we proposed, we will introduce it from the scheme structure,
CS E-Ticket, CS E-Ticket secure payment, and verification
schemes.

3.1. Scheme Structure. The system consists of server, mobile
device, mobile POS terminals, and mobile verification termi-
nals. There are four stages: registration, booking, purchase,
and verification. The communication in e-ticket registration
and booking process is done in a wireless way. In order to
make the whole system more convenient and secure, the
communication between mobile devices will be done via the
NFC. Structure of the proposed scheme is shown in Figure 2.

(1) Registration: the user signs up to an online service.
Server will store user’s personal information, user’s
bank information, and sensitive information into
its own database. Sensitive information includes the
serial number of mobile device security element (IC)
and shared key (𝐾0, 𝐷𝐾,𝑚) where 𝐾0 is initial key,
𝐷𝐾 is distribution key, and 𝑚 is random number.
Later both user mobile device and server can create a
set of session keys, 𝑆𝐾MD-𝑆𝑗, 𝑗 = 1, 2, . . . , 𝑚, by using
the key generation technology.

(2) Booking:userwill usemobile device to book tickets on
the ticket platform which service providers provide.

(3) Purchase: after booking process is finished, the user
will usemobile device to complete payment operation
via the mobile POS device. Later the mobile device
will get e-ticket information. The communication
between server and mobile POS terminal is realized
by wireless way.

(4) Verification: the mobile verification terminal can
communication with the user mobile device by NFC
and easily verify the validity of the e-ticket stored in
mobile device.

3.2. CS E-Ticket. This CS E-Ticket consists of the security
and context, two parts [17]. The context part mainly consists
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Figure 2: Scheme structure.

Table 1: CS E-Ticket.
Content part Security part
Title IDticket
Location IDcompany
Seat IC
Time R
Mark
𝑆𝐾 ℎ(𝑚)

Package

of some ticket certification information that ticket providers
provide. The security part mainly includes some confidential
information.

As shown in Table 1, the content part of ticket has title,
location, seat number, time, and Mark. Among them, the
Mark is used to indicate whether or not the ticket has been
locked.The security part contains the following field: IDticket,
one time certification for ticket, and IC serial number. IC
serial number is unique number built in the SE IC that
cannot bemodified or erased and IDcompany represents service
provider. 𝑅 denotes a random number of tickets for each
transaction.

The content part is encrypted by symmetric key. The
security party is stored by using the calculated hash values.
The CS E-Tickets style could be various depending on the
service providers; take bus ticket as an example; it might not
have the seat information. Finally, the CS E-Ticket providers
will package the context and security part of ticket which has
been encrypted.

This scheme clearly classifies the ticket information. On
the one hand, it uses symmetric encryption encrypt content
part to prevent information leakage; on the other hand, it
adopts hash values to keep ticket information confidential,
making the CS E-Ticket have stronger security.

3.3. CS E-Tickets NFC Payment Scheme. In this section, there
are three entities involved in our payment scheme: themobile
device (MD from now on), the mobile POS terminal (MDPOS

from now on), and the server (𝑆 from now on). Description
of symbols used in the program is shown in Symbols.

The user holds mobile device (MD) containing the neces-
sary data information to achieve the certification of MDPOS.
MDPOS is responsible for the transaction process. The server
as a trusted third party shares symmetric key and each entry
ID with MD. All communication between MD and MDPOS
is done via NFC. The communication between the server
and MDPOS is done via the wireless communication which
is based on the wireless security transport layer protocol
(WTLS). Both sides of communication transfer payment
information, key information, and entry id information in a
safe way.

When session key needs to be updated, we can take the
offline session key generation technology [11] to update the
session key.

In order to start the payment process, user has to move
MD closer to the RF field of the MDPOS by using NFC
multimodal features. Considering the e-ticket information
security, we can store e-ticket information inNFCSE. Specific
steps are in Figure 3.

3.3.1. Initialization. Firstly, the database generates the private
key 𝐹 and public key 𝐻 and shares the public key 𝐻 with
the MD. Then the secret key 𝐾 is generated by database and
initialized to𝐾𝑖 = Rot(ID⊕𝑟𝑖,𝑗).The 𝑟𝑖,𝑗 is the randomnumber
that the system randomly assigns to the 𝑖th tag at the initializ-
ation phase.Meanwhile, it is sharedwithMD. In addition to the
secret key𝐾, the ID is stored in both the database and theMD.

3.3.2. The Authentication Process. There are two stages in the
scheme that we proposed. One is authentication stage, and
the other is payment stage. Then we will introduce the two
stages in detail as follows.

Authentication Stage

(1) The MDPOS first generates the random number 𝑇𝑟𝑤
by a pseudo-random generator and sends the authen-
tication query 𝑄𝑢𝑒𝑟𝑦 and 𝑇𝑟𝑤 to the MD.
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(3) Authentication finished 

follows:

(3) If the query in (2) step succeeds, the key will be updated

(2) Verify the payment result 
if (resul == accept)

Calculate the P1, P2 and send them

and finish the payment

S/database

ID1

ID2

ID3

ID4
KＩＦ＞

KＩＦ＞

KＨ？Ｑ

KＨ？Ｑ

KＩＦ＞

KＨ？Ｑ

KＩＦ＞

KＨ？Ｑ

MD０／３

(ID, key, H)

MD

(2) Calculate S1 by hash and random as follows:

(3) Calculate the encrypted messageM1 by the public
key encryption function E and public keyH:
M1 = EH (S1)

KＩＦ＞ = KＨ？Ｑ

(1) CalculateM2

Decrypt the P1 by

Store P2 and the message of decryption in SE of MD

(2) According to the received, query S1 = S1 in database

(4) Calculate the response messageM2

(1) Decrypt the encrypted message M1 by private key F as

(1) MD generate random number Tmd

P2 = ℎ (）＄ＮＣ＝Ｅ？ＮＭ , ）＄＝ＩＧＪ；ＨＳ, R, ）＃)

{；＝＝？ＪＮ/Ｌ？Ｄ？＝Ｎ}

(2) If (M2 = M2)

S1 = DF (M1)

(）＄, KＩＦ＞, KＨ？Ｑ,H, F)

Trw, query

...
...

S1 = ℎ (）＄ ⊕ ＋？Ｓ ⊕ Trw ⊕ Tmd)

S1 = ℎ (）＄ ⊕ ＋？ＳＨ？Ｑ ⊕ Trw ⊕ Tmd)

KＨ？Ｑ = ２ＩＮ (KＩＦ＞ ⊕ Trw ⊕ Tmd)

M2 = EH (ID ∪ Trw ∪ Tmd))

M2 = EH (ID ∪ Trw ∪ Tmd)

＋？Ｓ = ２ＩＮ (＋？Ｓ ⊕ Trw ⊕ Tmd)

(4) MD sendsM1 ‖ Tmd to MD０／３

M1 ‖ Trw ‖ Tmd M1 ‖ Tmd

s1 ‖ s2 ‖ P1 ‖ P2s1 ‖ s2 ‖ P1 ‖ P2

M2 ‖ {O} SK－＄-S M2 ‖ {O} SK－＄-S

(4) Calculate the payment message O by the key SK－＄-S

(1) Calculate the payment result by the keySK－＄-S+1

{；＝＝？ＪＮ/Ｌ？Ｄ？＝Ｎ} SK－＄-S+1


P1 = {tＣＮＦ？, ＦＩ＝；ＮＣＩＨ, s？；Ｎ, tＣＧ？, m；ＬＥ} SK－＄-S +2

SK－＄-S+2

SK－＄-S+1

Figure 3: CS E-Ticket NFC payment scheme.
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(2) The MD generates the random number 𝑇𝑚𝑑 and
calculates the message 𝑆1 = ℎ(ID ⊕ Key ⊕ 𝑇𝑟𝑤 ⊕ 𝑇𝑚𝑑)
by 𝑇𝑚𝑑 and the received random number 𝑇𝑟𝑤. After
the calculation is complete, the MD will encrypt the
message 𝑆1 by the public key 𝐻 of the NTRU to get
the encrypted message 𝑀1 = 𝐸𝐻(𝑆1) and sends 𝑇𝑚𝑑
and𝑀1 to𝑀POS.

(3) When 𝑀POS receives message 𝑀1 = 𝐸𝐻(𝑆1), it will
decrypt the message by the private key 𝐹 in order
to get the message 𝑆1. Then 𝑀POS tries to find an
MD which can satisfy the requirement 𝑆1 = ℎ(ID ⊕
Keynew ⊕ 𝑇𝑟𝑤 ⊕ 𝑇𝑚𝑑) = 𝑆1 in the database back. If
this search succeeds,MD is authenticated. Otherwise,
the protocol is abandoned. AfterMD is authenticated,
𝑀POS will update the key as shown in Figure 3 and
calculate the response message 𝑀2 = 𝐸𝐻(ID ∪
𝑇𝑟𝑤 ∪ 𝑇𝑚𝑑) by the public key 𝐻. Finally,𝑀POS sends
message𝑀2 ‖ {𝑂}𝑆𝐾MD-𝑆𝑗 to the MD.

(4) As soon as receiving the response message 𝑀2, this
value will be compared with a computed local version
𝑀2. If comparison is successful, 𝑀POS is authenti-
cated and the keywill be updated as shown in Figure 2;
otherwise, the protocol is abandoned.

Payment Phase
(1) After the MD is authenticated, the MDPOS sends

message 𝑀2 ‖ {𝑂}𝑆𝐾MD-𝑆𝑗 to the MD. MD decrypts
the payment submessage {𝑂}𝑆𝐾MD-𝑆𝑗 by session key
𝑆𝐾MD-𝑆𝑗 which is stored into itself. Once MD ver-
ifies the payment information 𝑂, MD will agree
and finish the payment (see Figure 3). Mean-
while, it will send payment verification information
{accept/reject}𝑆𝐾MD-𝑆𝑗+1 to MDPOS.

(2) When the MDPOS receives the payment verification
information, it will first view the random numbers
𝑠1 and 𝑠2, when 𝑠1 and 𝑠2 meet a certain threshold,
the user will be blacklisted. Then MDPOS will use
𝑆𝐾MD-𝑆𝑗+1 to decrypt {accept/reject}𝑆𝐾MD-𝑆𝑗+1 and
view the content. Once the verification information is
accepted, the MDPOS will send ticket information to
theMD.MDwill store the received ticket information
into SE of itself (see Figure 3).

3.4. Offline CS E-Ticket Secure Verification. In the verification
process, there are two entries: user mobile device (MD) and
mobile verification device (MD𝑉). The verification process is
similar to the payment process, which is shown in Figure 4.

Firstly, the MD and MD𝑉 need to complete the mutual
authentication by using 𝑀1/𝑀2; then MD will send MD𝑉
the e-ticket information 𝑃1, 𝑃2 where MDPOS sends MD in
the payment phase. Finally, the MD𝑉 will verify whether the
content and security parts of e-ticket information are right.

4. Security Analysis of NFC Mobile Electronic
Ticket System

4.1. Security Analysis. In this section, we will analyze our
proposed system scheme from the point of view of security
and practicability.

4.1.1. Mutual Authentication. The scheme usesmessage𝑀1 =
𝐸𝐻(𝑆1) to implement the authentication for mobile POS
device and then use again 𝑀2 = 𝐸𝐻(ID ∪ 𝑇𝑟𝑤 ∪ 𝑇𝑚𝑑)
to implement the authentication for mobile device. So the
scheme can implement mutual authentication.

4.1.2. Confidentiality. In the proposed scheme, all exchange
information will use symmetric key to ensure that the
message is in the cipher state.

4.1.3. Nontracking. Because the response message generated
by the same devices is different in each session, attacker could
not assure the tracking attack successfully because there is no
the fixed messages [5].

4.1.4. Brute Force Attack. According to the proposed system
scheme, it is difficult to find the correct session key as session
key change every time at the completion of transaction. In
addition, applying an offline key generation technology can
increase resistance to brute force attacks [18].

4.1.5. Forward Security. Because the session key is different
in each session, the attacker cannot obtain the previous
interactive information.

4.1.6. Replay Attack Prevention. By using nonce and limited-
use session keys, the proposed system scheme can prevent
replay attack [16] as the session keys used in this scheme are
used only once.

4.1.7. Man-in-the-Middle-Attack. An attacker who pretends
to be an authorized party is not able to analyze the transmitted
message since the session keys used in our scheme are
changed constantly by using strong encryption.

4.1.8. The “Spike Refund” Attack. Because the scheme will
calculate the times of purchase and refund within a certain
period of time, if the times reach the upper limit, the user will
be pulled into the blacklist. By this way, the system schemewe
proposed can prevent “spike refund” attack.

4.1.9. The e-Ticket Clone Attack. For the system scheme we
proposed, on the one hand, the security part information is
displayed to user in the formof hash value.On the other hand,
we bind the IC serial number to user mobile device. By this
way, the cloned e-ticket cannot finish the authentication and
verification process, which prevent the e-ticket clone attack
[19].

4.2. Practicability Analysis. For the train stations, airports
and other places where the flow of people is large and the
security needs are higher, the proposed scheme has a strong
practicability comparing with other schemes in Table 2.

According to Table 2, the proposed scheme has fewer
operations and hash computation and spends less time to
complete the transaction. The scheme only adopts simple
shift operation and symmetric key with a lightweight.
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Table 2: The analysis of practicability.

Symmetric
encryption

Symmetric
decryption

Nonsymmetric
encryption

Nonsymmetric
decryption

Hash
function

Message
number

Yun-Seok et al. 4 4 1 1 3 6
Ceipidor et al. — — 2 2 3 6
León-Coca et al. 7 7 — — — 7
E-ticket NFC
payment scheme 2 2 1 1 1 5

Offline e-ticket
verification scheme 2 2 1 1 1 5

(1) Verify the ticket message P1, P2

ID1

ID2

ID3

ID4

KＩＦ＞

KＨ？Ｑ

KＩＦ＞

KＨ？Ｑ

KＩＦ＞

KＨ？Ｑ
KＩＦ＞
KＨ？Ｑ

MDV MD

Decrypt the P1 by

((）＄, KＩＦ＞, KＨ？Ｑ,H, F)

(3) If the query in (2) step succeeds, the key will be updated. 

(2) Calculate S1 by hash and random as follows:

(3) Calculate the encrypted messageM1 by the public
key encryption function E and public keyH:
M1 = EH (S1)

KＩＦ＞ = KＨ？Ｑ

(2) According to the received, query S1 = S1 in database

(4) Calculate the response messageM2

(1) MD generate random number Tmd

S1 = DF (M1)

...
...

S1 = ℎ (）＄ ⊕ ＋？Ｓ ⊕ Trw ⊕ Tmd)

S1 = ℎ (）＄ ⊕ ＋？ＳＨ？Ｑ ⊕ Trw ⊕ Tmd)

KＨ？Ｑ = ２ＩＮ (KＩＦ＞ ⊕ Trw ⊕ Tmd)

M2 = EH (ID ∪ Trw ∪ Tmd)

(4) MD sendsM1 ‖ Tmd to MD０／３

M1 ‖ Trw ‖ Tmd M1 ‖ Tmd

(1) CalculateM2
M2 = EH (ID ∪ Trw ∪ Tmd)

＋？Ｓ = ２ＩＮ (＋？Ｓ ⊕ Trw ⊕ Tmd)

P1 ‖ P2 ‖ ℎ (P1, P2, SK－＄-S+2) P1 ‖ P2 ‖ ℎ (P1, P2, SK－＄-S+2)

{；＝＝？ＪＮ/Ｌ？Ｄ？＝Ｎ} SK－＄-S+3 {；＝＝？ＪＮ/Ｌ？Ｄ？＝Ｎ} SK－＄-S+3

SJ+3
SK－＄-

M2 ‖ {O} SK－＄-S M2 ‖ {O} SK－＄-S

(3) Authentication finished 

follows:

S/database

(ID, key, H)

(2) If (M2 = M2)

Trw, query

(1) Decrypt the encrypted message M1 by private key F as

Figure 4: CS E-Ticket NFC verification protocol.
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Computation Cost. Compared with other protocols, the pro-
tocols we have proposed only require less operation, includ-
ing hash operation and encryption operation. Therefore, our
protocol is more low-cost.

Communication Cost. When the protocol we proposed is
compared with other protocols, we can observe that the
authentication phase and transaction phase only require five
messages; it is less than other protocols in communication.
This means that our protocol is more fast and effective.

5. Security Proof with BAN Logic

Because the authentication of payment and verification pro-
tocol is the same, we will use the BAN logic [20, 21] to prove
themutual authentication part of the payment in this section.

The core security assurance of the proposed protocol is
the secure mutual authentication, which means the following
security aims should be achieved.

Security Aim 1. Database needs to make sure the received
message 𝑀1 ‖ 𝑇𝑟𝑤 ‖ 𝑇𝑚𝑑 is exactly the one sent by MD.
This means that we need to achieve Database |≡ MD𝑖 |∼
(𝑀1, 𝑇𝑟𝑤, 𝑇𝑚𝑑) and Database |≡ MD𝑖 |≡ (𝑀1, 𝑇𝑟𝑤, 𝑇𝑚𝑑).

Security Aim 2. The MD needs to make sure the received
message 𝑀2 is exactly the one sent by the Database, which
means the following formulas need to be achieved: MD𝑖 |≡
Database |∼ 𝑀2 and MD𝑖 |≡ Database |≡ 𝑀2.

5.1. Security Assumption. According to the given protocol,
with theDatabase andMDPOS connected securely, the follow-
ing conditions can be achieved:

AS1: Database |≡ Database
𝑟𝑖,𝑗
 MD𝑖

AS2: MD𝑖 |≡ Database
𝑟𝑖,𝑗
 MD𝑖

AS3: MDPOS ⇒ (𝑇𝑟𝑤)
AS4: MDPOS |≡ #(𝑇𝑟𝑤)
AS5: Database |≡ #(𝑇𝑟𝑤)
AS6: MD𝑖 ⇒ (𝑇𝑚𝑑)
AS7: MD𝑖 |≡ #(𝑇𝑚𝑑)

5.2. Security Analysis. According to the payment protocol
𝐾𝑖 = Rot(ID ⊕ 𝑟𝑖,𝑗), together with the assumptions AS1 and

AS2, we can deduce Database𝑖 |≡ Database
𝐾𝑖 MD𝑖 and

MD𝑖 |≡ Database
𝐾𝑖 MD𝑖. In this scheme, the database will

receive the message 𝑀1 ‖ 𝑇𝑟𝑤 ‖ 𝑇𝑚𝑑 forwarded from the
MDPOS, where 𝑀1 = 𝐸𝐻(ID ⊕ 𝐾 ⊕ 𝑇𝑚𝑑 ⊕ 𝑇𝑟𝑤). As we have
achieved 𝐾𝑖 as secret between the database and MD, we can
take𝐾𝑖 as the secret key to protectmessages. Sowe can simply
write the receivedmessage of database as (𝑀1 ‖ 𝑇𝑟𝑤 ‖ 𝑇𝑚𝑑)𝐾𝑖 ,
and we have Database ⊲ (𝑀1 ‖ 𝑇𝑟𝑤 ‖ 𝑇𝑚𝑑)𝐾𝑖 . For the reason

of “message-meaning rule” of BAN, (𝑃 |≡ 𝑄
𝑌
 𝑃, 𝑃 ⊲

⟨𝑋⟩𝑌)/𝑃 |≡ (𝑄 |∼ 𝑋), we can deduce Database |≡ MD𝑖 |∼
(𝑀1, 𝑇𝑟𝑤, 𝑇𝑚𝑑).

From the assumption AS5: Database |≡ #(𝑇𝑟𝑤) and
the BAN rule of 𝑃 |≡ #(X), /𝑃 |≡ #(𝑋, 𝑌), we know
Database |≡ #(𝑀1, 𝑇𝑟𝑤, 𝑇𝑚𝑑). Because we have achieved
Database |≡ MD𝑖 |∼ #(𝑀1, 𝑇𝑟𝑤, 𝑇𝑚𝑑), together with
the “nonce-verification” rule (𝑃 |≡ (#(𝑋)), 𝑃 |≡ (𝑄 |∼
𝑋))/𝑃 |≡ (𝑄 |≡ 𝑋), we will achieve Database |≡ MD𝑖 |≡
(𝑀1, 𝑇𝑟𝑤, 𝑇𝑚𝑑), and the first security aim of the given protocol
is achieved.

For the same reason, we can also deduce MD𝑖 |≡
Database |∼ 𝑀2 and MD𝑖 |≡ Database |≡ 𝑀2, and the
second of security aim is also achieved, and the security of
mutual authentication of the proposed protocol has been
proved.

6. Conclusions

Firstly, this paper designs and introduces an electronic
ticket system from the point of view of the registration,
booking, ticketing, and verification. This system is com-
posed of servers, mobile device, mobile POS device, and
mobile verification terminals. For the problems existing
in ticketing process, this paper proposes an e-ticket NFC
payment scheme. This scheme can not only give the user
good experience but also protect the user e-ticket security
information. For the problems in the verification process, an
offline session key generation and distribution technology is
introduced. On the one hand, this technology increases the
security of the communication between each entity. On the
other hand, it can cope with the “spike refund” issue so that
the system we proposed can be applied to train tickets, air
tickets, and other fields which need higher requirements.

Symbols

SE: Security element of NFC devices
MD: User mobile device
MDPOS: Mobile POS device
ID: User mobile device ID
𝑇𝑟𝑤, 𝑇𝑚𝑑: Random number generated by MD, MDpos
𝑂: Payment information
𝐻: The public key of database
𝑃1, 𝑃2: The content part and security of e-ticket
{𝑚}𝑆𝐾: The message𝑚 encrypted by the key 𝑆𝐾
ℎ(𝑚): The hash of the messagem
𝑆1, 𝑆2: The number of times of purchase and refund in

a certain time
𝑆𝐾MD-𝑆𝑗: Shared session key between MD and server
{ℎ(𝑚)}𝑆𝐾: The hash of the messagem encrypted by key SK
𝐹: The private key of database.
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In social activities, people are interested in some statistical data, such as purchase records, monthly consumption, and health data,
which are usually utilized in recommendation systems. And it is seductive for them to acquire the ranking of these data among
friends or other communities. In the meantime, they want their privacy data to be confidential. Therefore, a strategy is presented
to allow users to obtain the result of calculating their privacy data while preserving these data. In this method, firstly a polynomial
approximation function model is set up for each user. Afterwards, “fragment” the coefficients of each model into pieces. Eventually
“blend” all scraps to build the global model of all users. Users can use the global model to gain their corresponding ranking results
after a special computing. Security analyses of three aspects elaborate the validity of proposed privacymethod, even if some spiteful
attackers try to steal private data of users, no matter who they are (users or someone outside the community). Experiments results
manifest that the global model competently fits all users data and all privacy data are protected.

1. Introduction

People are increasingly involved in various online/offline
social activities. Especially with smart mobile terminals
(mobile phones, tablet PCs, wearing equipment, etc.) contin-
uing invading people’s lives, the time people spend on social
software is also in escalation. Of course, an increase in social
activities related data is also observed. For example, when
people use applications (like Amazon, Uber, and Twitter),
the amount of purchase records, route, and registration
information constantly augments.

For Internet service providers a large number of data
are propitious to provide better service to people by existing
state-of-the art data mining technology. Take recommen-
dation systems, for example. Recommendation system can
provide a recommendation list from thousands of items for
users when they want to select one or more items, which
avoids plenty of time in choosing. The service should not
onlymeet curiosity of users (data providers) about ranking or
other knowledge of themselves, but also ensure the security of
users’ private data. For instance, users among the same social
community are curious about the rankings of their income
while they do not want their income data to be leaked to any

service provider, even if to their social friends. After all, even
though two users are in the same social community, theymay
be not familiar with each other. Particularly, even between
two good friends income data also should not be disclosed.
The aforementioned case leads us to find a strategy to both
meet the user’s ranking calculation requirements moreover
and protect the user’s privacy data, that is, a social ranking
strategy under privacy data protected.

In this paper, we, respectively, establish a polynomial
function approximation model for each user’s data, since
there exists a unique optimal uniform approximation poly-
nomial function for any function in the polynomial space.
For a user’s local model, all coefficients of the function model
are sliced, which occurred in this user’s local site. We set a
separate site as the global data analyst to integrate all users
sliced coefficients data. The data analyst is responsible for
blending all fragments sent by users so as to establish the
globalmodel. Notice that one piece of coefficients of each user
is kept by the user himself while others are delivered to the
data analyst. After these processes, in the condition of user’s
privacy data being protected, the global model of all users
is established. All users can get their ranking results from
a calculation of the global model. In our previous work [1]
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a privacy preserved method for a community was presented,
which did not consider the social relationship among users.
The social link can impel more curiosity of users, which can
lead to more data attributed by users.

The rest of the paper is structured as follows: Sec-
tion 2 introduces some existing works on social ranking
and privacy-preserving methods. Section 3 presents some
assumptions, our goals, and definitions. In Section 4, how to
get the globalmodel with our privacy-preserving algorithm is
presented as well as obtaining a ranking among a user’s social
friends. In Section 5 we analyse the security of our privacy-
preserving algorithm. Section 6 demonstrates the accuracy of
our scheme with experiment results. Then some conclusions
are shown in Section 7.

2. Related Work

In our privacy-preserving scheme, all users (data providers)
cooperatively learn a global model while no data and
parameters of model of all users are disclosed. Meanwhile,
a data analyst who holds the global model will provide a
computation result of ranking of any user’s private data.
Reference [2] also lets participants jointly learn amodel while
no input data sets of participants are revealed, but in training
process participants should share small subaggregates of their
models’ key parameters. In the case of massive data stored in
an untrusted server by a client, when the client would like
to calculate a function on some part of its outsourced data,
it could require the server. Reference [3] presents a protocol
that the client can efficiently verify the results provided by
the server. Rial and Danezis [4] allow grid users to prove
the accuracy of computations according to the readings on
their device with a privacy-preserving protocol. Ahn et al.
[5] proposed a generic framework for kinds of concepts
of computing on authenticated data, such as arithmetic,
transitive, and homomorphic signatures. In order to protect
the privacy of the data, there exist varieties of methods.
Dwork et al. [6] implemented distributed protocols to achieve
privacy-preserving by generating shares of random noise. Li
et al. [7] applied a homomorphic encryption to their privacy-
preserving demand response (EPPDR) scheme to realize
demand response efficiently in a privacy-preserving way. Acs
and Castelluccia [8] protect call-data-record (CDR) data sets
using an anonymization scheme with differential privacy.

In this paper, we concentrate on how to model users and
compute what users need (their social ranking) while how
to get the social relationship among users is not presented.
Such related work can be found in [9–13]. The first privacy-
preserving datamining algorithmwas introduced byAgrawal
and Srikant [14], which allows parties to cooperate without
revealing personal data of any party.

3. Assumptions and Goals

In order to concentrate on how to achieve the protection of
user privacy data, we have the following assumptions:

(i) Each user is a local site where there is a data process-
ing program to set up the local model.

(ii) Those users who are willing to gain the model of a
groupwhere they are provide their own data tomodel
establishment process, and their data is stored in local
site and others cannot get it.

(iii) The social relations of a user are authorized to the
processing program and we do not need to mine
them.

(iv) The data analyst is distinguished from any user but
can communicate with all users and is equipped to
handle complex data.

(v) There is a semihonest model among the data analyst
and all users.

(vi) The attacker can be any one, even the data analyst.
However, the number of attackers is limited to less
than 𝑛.

In the semihonest model, each participator (users and
the data analyst) evolved in these protocols has to follow the
rules using correct input, and all of them will not gather
the middle temporary results during the construction of
the global model, which can endanger the security. This
semihonest model is reasonable in many situations because
any participator who wants to mine data will follow these
protocols to ensure the final correct result. Even one partici-
pator colludes with some others, which is called the collusion
attack; no one can obtain anything about others’ privacy data.

In our scheme, we consider that in a social community
there are 𝑛 users 1, 2, . . . , 𝑛. 𝑋𝑗 is the private data of user
𝑖 and it has 𝑝𝑖 observed data {𝑥(𝑗)1 , 𝑥(𝑗)2 , . . . , 𝑥(𝑗)𝑝𝑖 }. We set
𝑦(𝑗)𝑖 as the probability that 𝑥(𝑗)𝑖 appears in 𝑋𝑗. Each user’s
data is independently identically distributed. Unless the user
divulges his privacy data to other people, his data is safe.

We want to attain a global model for all users at the data
analyst site while users do not need to send private data to the
data analyst. If a user would like to know his ranking among
friends, he is able to gain the result utilizing the global model.
As we have assumed, our privacy protection is based on a
semihonest security model with the proposed protocols. It is
applicable because any user must conform our protocols to
get the eventual valid result; even a user desires to filch other
user’s data. Furthermore, if some users conspire to one user or
more users data, that is, a collusion attack, it is still fruitless.

4. Social Group Modeling and Social Ranking
with Privacy-Preserving

Our procedures about modeling social group under privacy-
preserving are propounded in this section. There are mainly
three steps to accomplish modeling procedure for a group.
Foremost, for each user’s own data a polynomial approxima-
tion function is built as his local model and the parameters of
the model thereupon are created. Subsequently, a probability
coefficient is allocated to each user in line with the quantity
of the user’s data. Thenceforth, the probability coefficient
of each user is multiplied by his function model and the
product is sliced into several parts in a specific approach.
One part is kept by the user himself and others are sent
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Figure 1: Data probability distribution and polynomial approximation function.

to other users randomly. Afterwards, all users dispatch all
received information to the data analyst. Finally, the data
analyst merges all received fragments and construct the
global model.

4.1. Function Modeling. In user 𝑗’s local site, his data 𝑋𝑗 is
private and possessed securely, which means that no one can
infer and infringe it. Every user’s data 𝑋𝑗 is converted into
(𝑥𝑗𝑖 , 𝑦𝑗𝑖 ), 𝑖 = 1, 2, . . . , 𝑝𝑖. We have come to know that there
exists a unique optimal uniform approximation polynomial
function for any function in the polynomial space; therefore
each user’s data model can be built by the polynomial
approximation function algorithm. Then each user has his
data model in a form of

𝑓𝑗 (𝑥) =
𝑚

∑
𝑖=0

𝐴𝑗𝑖𝑥𝑖, (1)

where 𝑓𝑗(𝑥) = 𝑦𝑗 = 𝐴𝑗𝑋, 𝐴𝑗 = (𝐴𝑗0, 𝐴𝑗1, . . . , 𝐴𝑗𝑚), and 𝑋 =
(1, 𝑥, . . . , 𝑥𝑚)𝑇.

An experiment is conducted to verify the accuracy of
our method. In Figure 1(a), we demonstrate the Probability
DistributionModel of a user’s privacy data, as well as indicat-
ing the distribution features. The polynomial approximation
function model generated on the basis of the same data is
denoted in Figure 1(b). Apparently, the polynomial approx-
imation function could suffice the distribution features of a
set of data, in that it fits the data very well, nearly having the
same characteristics as the data. It also does not reveal the real
data, which accommodates our privacy requirement.

Due to the outstanding properties of the polynomial
approximation function, we undoubtedly select it as the
global model. In addition, we take the amount of data
contributed by each user into account when modeling for
all users. The data analyst assigns a weighted coefficient 𝜋𝑗
to each user based on the amount of his data. It is the rate
between the number of users 𝑗’s data and the number of all

users. 𝜋𝑗 is multiplied by every user 𝑗 (𝑗 = 1, 2, . . . , 𝑛). Thus,
in user 𝑗’s site he has 𝜋𝑗𝑓𝑗(𝑥).

𝜋𝑗𝑓𝑗 (𝑥) [𝜋𝑗𝐴𝑗0 𝜋𝑗𝐴𝑗1 𝜋𝑗𝐴𝑗2 ⋅ ⋅ ⋅ 𝜋𝑗𝐴𝑗𝑚]
[[[[[[[[[
[

1
𝑥
𝑥2
...

𝑥𝑚

]]]]]]]]]
]

. (2)

4.2. Fragmenting User Model and Blending Users Models

Fragmenting. For the sake of protecting private data and
acquiring the global model, first of all, every coefficient 𝜋𝑗𝐴𝑗𝑖
of user 𝑗 (𝑗 = 1, 2, . . . , 𝑛) is sliced into 𝑐 parts: 𝐴𝑗1𝑖, 𝐴𝑗2𝑖, . . . ,
𝐴𝑗𝑐𝑖, and ∑𝑐𝑘=1 𝐴𝑗𝑘𝑖 = 𝜋𝑗𝐴𝑗𝑖 , where 𝑐 is a constant and 𝑛/2 ≤
𝑐 ≤ 𝑛, 𝑖 = 0, 1, . . . , 𝑚. 𝐴𝑗1𝑖, 𝐴𝑗2𝑖, . . . , 𝐴𝑗𝑐𝑖 can be negative or
positive.

Consequently user 𝑗’s model function 𝜋𝑗𝑓𝑗(𝑥) can be
transformed into a new functional form:

𝜋𝑗𝑓𝑗 (𝑥) = I𝑐

[[[[[[[[[
[

[[[[[[[
[

𝐴𝑗10 𝐴𝑗11 𝐴𝑗12 ⋅ ⋅ ⋅ 𝐴𝑗1𝑚
𝐴𝑗20 𝐴𝑗21 𝐴𝑗22 ⋅ ⋅ ⋅ 𝐴𝑗2𝑚
... ... ... ...

𝐴𝑗𝑐0 𝐴𝑗𝑐1 𝐴𝑗𝑐2 ⋅ ⋅ ⋅ 𝐴𝑗𝑐𝑚

]]]]]]]
]

[[[[[[[[[
[

1
𝑥
𝑥2
...

𝑥𝑚

]]]]]]]]]
]

]]]]]]]]]
]

= I𝑐𝐵𝑗𝑋,

(3)

where I𝑐 = [1 1 1 ⋅ ⋅ ⋅ 1]
𝑐
is a 𝑐-dimensional unit vector.

Denote the 𝑖th row of the matrix 𝐵𝑗 as 𝐵𝑗𝑖 .
𝐵𝑗𝑖 = [𝐴𝑗𝑖0 𝐴𝑗𝑖1 𝐴𝑗𝑖2 ⋅ ⋅ ⋅ 𝐴𝑗𝑖𝑚] . (4)



4 Security and Communication Networks

Input: A user’s data set with 𝑝𝑗 observational data
{𝑥(𝑗)1 , 𝑥(𝑗)2 , . . . , 𝑥(𝑗)𝑝𝑗 }, user’s data number probability
coefficient 𝜋𝑗.
Output: The user’s polynomial approximation function
model 𝜋𝑗𝑓𝑗(𝑥), and the coefficient matrix 𝐵𝑗.
(1) Each user transforms his data into the form (𝑥𝑗𝑖 , 𝑦𝑗𝑖 ),

where 𝑦𝑗𝑖 is the probability of 𝑥𝑗𝑖 in the user’s data set;
(2) All users build their own data models with the

polynomial approximation function algorithm in a
distributed system;

(3) Each user slices his data distribution model by Eq. (3) to
obtain the coefficient matrix 𝐵𝑗;

(4) For each user, one of the coefficient matrix rows is kept
by himself and the remaining row pieces are sent to
other users randomly;

(5) Each user collects all the received matrix rows, mixes
them and send the mixed result to the data analyst, in
the same way, the data analyst can reconstruct the final
model in the community by Eq. (5).

Algorithm 1: Privacy preserved community modeling.

Blending. If an attacker amasses all pieces of the coefficient
matrix or thematrix 𝐵 of a user, the user’s local model may be
deduced. To avoid this case, each user 𝑗 retains one row of the
matrix 𝐵𝑗, sending all the other ones to other users randomly.
𝐵𝑗𝑘𝑖 is a piece ofmatrix row formuser 𝑗 to user 𝑘. If user 𝑘 does
not receive any matrix row from user 𝑗, 𝐵𝑗𝑘 = 0.

4.3. Global Modeling. To make sure that every user can
receive all the pieces sent from others, there is a period of
exclusive time for all users to transmit pieces.When all pieces
sent to a user 𝑗 arrive, he aggregates and mixes them as 𝑈𝑗 =
𝐵1𝑗 + 𝐵2𝑗 + 𝐵3𝑗 + ⋅ ⋅ ⋅ + 𝐵𝑛𝑗. Ultimately, 𝑈𝑗 is sent to the data
analyst.

In the aforementioned exclusive time, the data analyst
can gather all the 𝑈𝑗 (𝑗 = 1, 2, . . . , 𝑛) which can be applied
in modeling all users’ data. Hence, the final model 𝐹(𝑥) is
generated.

𝐹 (𝑥) = I1×𝑛

[[[[[[[[[[
[

[[[[[[[
[

𝑈1
𝑈2
...
𝑈𝑛

]]]]]]]
]𝑛×(𝑚+1)

[[[[[[[[[
[

1
𝑥
𝑥2
...

𝑥𝑚

]]]]]]]]]
](𝑚+1)×1

]]]]]]]]]]
]

=
𝑚

∑
𝑖=0

𝑏𝑖𝑥𝑖. (5)

How our privacy preserved social group modeling works
is exemplified in Figure 2 with 𝑛 = 4 users and slicing size
𝑐 = 4.

Our model scheme is instructed by Algorithm 1.

4.4. Getting My Ranking in a Social Group. Now for a social
group the distribution model of all users is in the possession

of the data analyst and all users have knowledge of it;
the ranking of a user is available. According to previous
knowledge, 𝐹(𝑥) characterizes the Probability Distribution
Model of all users’ data.Therefore, no private data is disclosed
to anyone, even the data analyst. A user can calculate 𝐹(𝑥) to
get his ranking, a probability value, with his data 𝑥.

5. Security Analysis

We should state the aims of social ranking under privacy pro-
tecting before security analysis for all steps abovementioned
in Section 4.

(i) Only the user himself can hold his model, which
means others cannot obtain it in any ways, even the
data analyst.

(ii) Even if some users collude together and share all they
have received, extracting the model of someone else
is beyond their abilities.

(iii) The data analyst is responsible for constructing the
global model of all users while it should be absolutely
ignorant of any user’s data and local data model.

5.1. Security Analysis at Each User. In Section 4.1 the local
model of a user is generated by the polynomial approximation
function with his own private data. We have demonstrated
that making use of polynomial approximation function will
not leak out the real accurate data. Moreover, the whole
process of local modeling thoroughly occurred in user’s local
site and no one else is involved in. As a consequence, the
private data and all the coefficients are only held by the user
himself, which elucidates that these are unavailable for other
users and the data analyst.
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Figure 2: The process of privacy preserved community modeling.

5.2. Security Analysis for Fragmenting and Blending for All
Users. Fragmenting and blending parts presented in Sec-
tion 4.2 strengthen the privacy protection efforts. First of
all, fragmenting drives the coefficients of each user to be
more complicated, which turns coefficients of a polynomial
approximation function into a matrix, and the user himself
decides the row number of this matrix. As we assumed,
the number of the attackers is limited to less than 𝑛. That
is because the probability of all users being attackers is
extremely low. In addition, what is sent to others is one row

of a variant of the coefficients matrix. As a final point, send
pieces randomly instead of designating stationary recipients
and it is perplexing for others to collect all pieces, not to
mention one piece always kept by the user. Therefore, even
𝑛 − 1 attackers among 𝑛 users cannot do harm to the private
data of the remaining one.That iswhy the number of attackers
is just less than 𝑛. In conclusion, all we have done is to
prevent any user, even numerous users attacking together,
from acquiring entire model coefficients. In other words, we
protect the local model of each user.
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Figure 3: Continued.
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Figure 3:ThePDFs andCDFs comparisons of four experiments on different data sets between realmodel and privacy-preserving constructed
model.

5.3. Security Analysis for Social Ranking. In Section 4.4, the
data analyst obtains the global model. Nevertheless, all local
models are protected because what the data analyst receives
from each user is more than nothing but a sum of pieces that
go through a series of variants. For this reason the data analyst
is absolutely ignorant of any user’s data and local data model.

Briefly, we have achieved all the proposed goals and our
method is capable of obtaining a user’s social ranking without
leaking any private data and user local model.

6. Experiment Study

For appraising our methods proposed in this paper, we
designed several experiments. In our experiments, there are
four data sets. The first one consists of 100000 randomly
generated floating numbers among (0, 100). The remaining
three data sets are all from real life and private, which can be
found in the UCI Machine Learning Repository. The second
one is the age data extracted from census-income (KDD) data
set.The third data set is a part of photoplethysmograph (PPG)
signal data of cuff-less blood pressure estimation data set and
its number is 132000. In the last experiment, we utilize the
household global minute-averaged active power data from
individual household electric power consumption data set to
build the whole community model.

In this paper the problem that needs solving is to get a
ranking for a user among his social friends. For example, a
user is willing to know the ranking of his salary of a year
assumed as 𝑠. To achieve his goal, we firstly model the salary
data of his social friends and him in our proposed privacy-
preserving schemes. Then, we get the PDF and CDF of this
constructed model. The value of PDF of 𝑠 can be used as his
ranking.

All the results of our experimentswhich verify the validity
of our proposed schemes are illustrated in Figure 3. For
the randomly generated data, Figures 3(a) and 3(b) show,

respectively, the PDFs and the CDFs comparisons. Under
our privacy protecting scheme, the PDF of our constructed
model basically fits that of real data model and the CDF
of our constructed model perfectly fits that of real data
model. In order to be more persuasive, we implement the
rest of the experiments with real life data sets. Figures 3(c)
and 3(d) are the results on the individual household electric
power consumption data set and the description of the PDF
and CDF of household global minute-averaged active power,
respectively, which substantiates that our scheme is able to
acquire a high accuracy in the real life. The whole data set is
separated into two parts in a ratio of 7 : 3. The larger part is
used as training data and the other one as test data. Figures
3(e)–3(h) aremore evidences of the accuracy of ourmethods.
Therefore, we can affirm that our presented solution has
perfect performance not only in randomly generated data but
also in real life data and is capable of ranking users among
their social friends without revealing their private data.

7. Conclusion
We provide a method for those who are willing to get
the ranking of the group of their friends and not leak
out their own private data in this paper. We construct a
polynomial approximation function model for each user and
then fragment and blend the function model to protect the
user privacy data. Eventually, we establish an overall model
for all users, which can help users get their ranking. Our
experiments, based on both randomly generated data and real
life data set, strongly support our proposed schemes. In the
future work, we will apply our privacy-preserving scheme to
recommendation system.

Conflicts of Interest
The authors declare that there are no conflicts of interest
regarding the publication of this paper.



8 Security and Communication Networks

Acknowledgments

This work is supported by the National Natural Science
Foundation of China (no. 61332004).

References

[1] L. Tan, H. Fan, W. Rui et al., “Mining myself in the community:
privacy preserved crowd sensing and computing,” in Proceed-
ings of the International Conference on Wireless Algorithms,
Systems, and Applications, pp. 272–282, Springer, 2016.

[2] R. Shokri andV. Shmatikov, “Privacy-preserving deep learning,”
in Proceedings of the 22nd ACM SIGSAC Conference on Com-
puter and Communications Security, CCS 2015, pp. 1310–1321,
October 2015.

[3] M. Backes, D. Fiore, and R. M. Reischuk, “Verifiable delegation
of computation on outsourced data,” in Proceedings of the
2013 ACM SIGSAC conference on Computer & communications
security, pp. 863–874, ACM, 2013.

[4] A. Rial andG. Danezis, “Privacy-preserving smartmetering,” in
Proceedings of the 10th Annual ACMWorkshop on Privacy in the
Electronic Society (WPES ’11), Y. Chen and J. Vaidya, Eds., pp.
49–60, Chicago, Ill, USA, October 2011.

[5] J. H. Ahn, S. Hohenberger, D. Boneh, J. Camenisch, A. Shelat,
and B. Waters, “Computing on authenticated data,” Journal
of Cryptology. The Journal of the International Association for
Cryptologic Research, vol. 28, no. 2, pp. 351–395, 2015.

[6] C.Dwork, K.Kenthapadi, F.McSherry, I.Mironov, andM.Naor,
“Our data, ourselves: privacy via distributed noise generation,”
in Proceedings of the Annual International Conference on the
Theory and Applications of Cryptographic Techniques, pp. 486–
503, Springer, 2006.

[7] H. Li, X. Lin, H. Yang, X. Liang, R. Lu, and X. Shen, “EPPDR:
an efficient privacy-preserving demand response scheme with
adaptive key evolution in smart grid,” IEEE Transactions on
Parallel and Distributed Systems, vol. 25, no. 8, pp. 2053–2064,
2014.

[8] G. Acs and C. Castelluccia, “A case study: privacy preserving
release of spatio-temporal density in Paris,” in Proceedings of
the 20th ACM SIGKDD International Conference on Knowledge
Discovery and Data Mining, KDD 2014, pp. 1679–1688, ACM,
August 2014.

[9] G.Mezzour, A. Perrig, V. Gligor, and P. Papadimitratos, “Privacy-
preserving relationship path discovery in social networks,” in
Proceedings of the International Conference on Cryptology and
Network Security, pp. 189–208, Springer, 2009.

[10] M. J. Freedman and A. Nicolosi, “Efficient private techniques
for verifying social proximity,” IPTPS, vol. 5, p. 1, 2007.

[11] S. Garriss, M. Kaminsky, M. J. Freedman, B. Karp, D. Mazières,
and H. Yu, “Re: reliable email,” NSDI, vol. 6, p. 22, 2006.

[12] B. Carminati, E. Ferrari, and A. Perego, “Private relationships in
social networks,” in Proceedings of theWorkshops in Conjunction
with the 23rd International Conference on Data Engineering -
ICDE 2007, pp. 163–171, April 2007.

[13] J. Domingo-Ferrer, “A public-key protocol for social networks
with private relationships,” in Proceedings of the International
Conference on Modeling Decisions for Artificial Intelligence, pp.
373–379, Springer, 2007.

[14] R. Agrawal and R. Srikant, “Privacy-preserving data mining,”
ACM Sigmod Record, vol. 29, no. 2, pp. 439–450, 2000.



Research Article
SCPR: Secure Crowdsourcing-Based Parking Reservation System

ChangshengWan,1,2,3 Juan Zhang,2 and Daoli Huang3

1School of Information Science and Engineering, Southeast University, Nanjing, Jiangsu 210096, China
2Nanjing University, Nanjing, Jiangsu 210093, China
3Key Lab of Information Network Security of Ministry of Public Security of China, Shanghai 201204, China

Correspondence should be addressed to Changsheng Wan; wan.changsheng@163.com

Received 24 January 2017; Revised 16 April 2017; Accepted 4 May 2017; Published 28 May 2017

Academic Editor: Yacine Challal

Copyright © 2017 Changsheng Wan et al. This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.

The crowdsourcing-based parking reservation system is a new computing paradigm, where private owners can rent their parking
spots out. Security is the main concern for parking reservation systems. However, current schemes cannot provide user privacy
protection for drivers and have no key agreement functions, resulting in a lot of security problems. Moreover, current schemes
are typically based on the time-consuming bilinear pairing and not suitable for real-time applications. To solve these security and
efficiency problems, we present a novel security protocol with user privacy called SCPR. Similar to protocols of this field, SCPR can
authenticate drivers involved in the parking reservation system. However, different from other well-known approaches, SCPR uses
pseudonyms instead of real identities for providing user privacy protection for drivers and designs a novel pseudonym-based key
agreement protocol. Finally, to reduce the time cost, SCPR designs several novel cryptographic algorithms based on the algebraic
signature technique. By doing so, SCPR can satisfy a number of security requirements and enjoy high efficiency. Experimental
results show SCPR is feasible for real world applications.

1. Introduction

As the amount of cars increases explosively, parking is
becoming a precious resource in crowded urban areas such
as New York and San Francisco [1]. To fully use parking
spots that belong to “private owners (PO),” crowdsourcing-
based parking reservation systems have been proposed [2, 3],
where private owners can publish rental information to the
“Service Provider (SP),” while other “Tenant Drivers (TD)”
can download rental information from SP and make a res-
ervation.

User privacy [4] is the basic concern for the above parking
reservation system. Due to the openness of the website of
SP, it is easy for malicious advertisers to download PO’s
private information (e.g., real identities such as user name or
driver license) and annoy himby keeping on sending cheating
advertisements. Moreover, during the reservation process,
a terrorist may even trace the PO or the TD and establish
a serious terrorist attack. Therefore, it is important to use
pseudonyms instead of users’ real identities in this parking

reservation system, so that both cheating advertisements
and terrorist attacks can be avoided. However, current
crowdsourcing-based security protocols (i.e., [5–30]) are still
based on real identities of PO and TD. So, to provide user
privacy protection, it is urgent to develop a pseudonym-based
security protocol for crowdsourcing-based parking reserva-
tion systems.

On the other hand, time cost is another serious concern
for parking reservation systems.Due to the high speed of cars,
the parking reservation system is a real-time application [11].
So the PO and the TD are seriously concerned about high
time cost arising from running cryptographic operations.
Therefore, to reduce time cost, it is desirable to use highly
efficient cryptographic operations for designing security pro-
tocols for parking reservation systems.Unfortunately, current
crowdsourcing-based security protocols are mainly based on
the time-consuming bilinear pairing operations [5, 6]. So, to
reduce time cost, it is important to develop a security protocol
for crowdsourcing-based parking reservation systems with-
out bilinear pairing.
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Taking both user privacy and time cost into account,
we shall design a pseudonym-based security protocol for
crowdsourcing-based parking reservation systems without
bilinear pairing. This security protocol should satisfy the
following requirements.

(1) User Privacy. It should be guaranteed that real identities
of the PO and the TD (e.g., user name or driver license) will
not be extracted by an adversary. Without user privacy, the
adversary may send cheating advertisements to the PO and
the TD and trace them.

(2) Integrity of Rental Information. It should be guaranteed
that the rental information will not be tampered by an adver-
sary. Without integrity of rental information, the TD may
download wrong rental information, resulting in parking
failure.

(3) Authentication. It should be guaranteed that the PO and
the TD are authenticated. Without authentication, an adver-
sary may impersonate the TD or the PO, resulting in
economic losses of the PO or the TD.

(4) Key Agreement. It should be guaranteed that the PO and
the TD can negotiate a shared key for protecting subsequent
transactions. Specifically, it should be guaranteed that the
shared key will not be tampered or extracted by an adversary.
Without key agreement, the subsequent transactions may be
compromised by an adversary, resulting in reservation fail-
ure.

(5) Time Costs. It should be guaranteed that the time cost
between the PO and the TD is low. Time cost is comprised
of computation and communication costs. Computation cost
is mainly consumed by cryptographic algorithms on the PO
and the TD, while communication cost is mainly consumed
by message-transmitting processes between the PO and the
TD.

Obviously, designing a security protocol for crowd-
sourcing-based parking reservation systems is a nontrivial
task, due to its complicated security and efficiency require-
ments as discussed above. Currently, requirement (3) has
been well addressed in the literature. But, the other require-
ments (i.e., user privacy, integrity of rental information,
key agreement, and time cost) have been largely neglected.
More importantly, when considering this research topic,
we find that there is no security primitive which can be
directly deployed for satisfying all the above requirements.
The detailed analysis for drawing this conclusionwill be given
in Section 2. This becomes a more urgent problem, with
the deployment of parking reservation systems in real world.
Motivated by this observation, we make three contributions,
as described below.

(1) We discuss some security and efficiency issues in
crowdsourcing-based parking reservation systems
and then list a set of important requirements.

(2) We present a novel security protocol called SCPR
that can fulfill all the above requirements. However,
different from current crowdsourcing-based security
protocols built on real identities, SCPR is based on

pseudonyms. By doing so, the user privacy require-
ment can be fulfilled. Then, observing that the key
agreement requirement is not fulfilled by current
security protocols, we design a novel pseudonym-
based key agreement protocol that can generate a
shared key for protecting subsequent reservation
transactions. Finally, observing that bilinear pairing
operation is low efficient, we shall use algebraic signa-
ture [31] for designing the above security protocol. By
doing so, the time cost of SCPR can be significantly
reduced.

(3) We analyze the security of SCPR, showing it can fulfill
requirements (1), (2), (3), and (4). Andwe evaluate the
efficiency of SCPR, showing it can fulfill requirement
(5).

The remainder of this paper is organized below. In
Section 2, we discuss the related work. Then, in Section 3, we
propose the SCPR protocol, followed by security analysis and
efficiency evaluation in Sections 4 and 5, respectively. Finally,
we draw our conclusions in Section 6.

2. Related Work

Due to its convenience, crowdsourcing has becomemore and
more popular. For instance, [5] designed a crowdsourcing-
based mobile-healthcare system. The paper [12] is a
crowdsourcing-based city governance system.The paper [20]
is a crowdsourcing-based system for enterprises. DYSWIS
[25] introduced a crowdsourcing-based home network
system.The papers [6, 21, 26] combined the cloud computing
technique with crowdsourcing-based systems. The paper
[27] introduced a location-based crowdsourcing scheme.The
papers [18, 22] discussed the deployment of crowdsourcing
technique in parking systems.

Security is the main concern for crowdsourcing-based
systems. Recently, a lot of works have been focusing on
this topic. For instance, [4, 7, 15, 29] analyzed the privacy-
preserving and integrity of transmitted data. The paper [14]
discussed the establishment of trust relationships in crowd-
sourcing-based systems. However, there are three issues with
current works as shown below.

First, various applications may have different security
requirements. For instance, in mobile-healthcare systems [5],
privacy of transmitted data (personal health information) is
the most important requirement, while in city governance
systems [12], access control has vital significance.The security
requirements of parking reservation systems are different
from those of other crowdsourcing-based systems too, as
discussed in Section 1. Therefore, it is desired to classify the
security requirements for parking reservation systems.

Second, parking reservation systems have some special
security requirements that have not been discussed by current
works. For instance, in most of current protocols [5, 12, 20],
real identities are used directly. However, for parking reser-
vation systems, this may lead to a variety of security issues
as discussed in Section 1. Therefore, it is desired to design
a new security protocol for fulfilling those security require-
ments.
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Third, current crowdsourcing-based parking reservation
systems [18, 22] mainly focused on the data transmitting
model and did not provide security protocols. For instance,
[18] discussed the detailed transactions of parking reservation
without designing security protocols for protecting the trans-
actions, while [22] discussed several security issues of parking
reservation systems without corresponding solutions. There-
fore, it is desired to design security protocols for parking
reservation systems.

At the same time, time cost is another serious concern
for crowdsourcing-based systems [11, 28]. For instance, the
crowdsourcing-based parking systems [18, 22] required the
parking reservation protocols being executed quickly due to
the high speed of cars, while the crowdsourcing-based video
systems [9] required the time cost to be low due to the large
amount of video data to be processed. However, current secu-
rity protocols for crowdsourcing systems are mainly built on
time-consuming bilinear maps. For instance, in [5, 6], both
the TD and the PO have to run the pairing algorithm several
times, resulting in high time cost. In Section 5, we will show
that the pairing algorithm consumes much more time than
other cryptographic algorithms. Therefore, it is desired to
design security protocols for parking reservation systems
using efficient cryptographic algorithms.

3. SCPR: The Protocol

3.1. Preliminaries. The algebraic signature [31] technique
includes two processes.
The Signing Process. Given a set of secret keys SK = {sk𝑖 ∈
𝑍𝑝, 1 ≤ 𝑖 ≤ 𝑛}, the algebraic signature for a binary string
𝑠 = 𝑠1𝑠2 ⋅ ⋅ ⋅ 𝑠𝑛, where 𝑠𝑖 ∈ {0, 1}, 1 ≤ 𝑖 ≤ 𝑛, is generated as
𝜎 = ∑𝑛𝑖=1 𝑠𝑖sk𝑖mod𝑝.
The Verification Process. Given a binary string 𝑠 = 𝑠1𝑠2 ⋅ ⋅ ⋅ 𝑠𝑛,
where 𝑠𝑖 ∈ {0, 1}, 1 ≤ 𝑖 ≤ 𝑛, and the corresponding algebraic
signature 𝜎, the verifier computes 𝜎 = ∑𝑛𝑖=1 𝑠𝑖sk𝑖mod𝑝 and
checks 𝜎 ?= 𝜎 to determine whether 𝑠 is tampered by an
attacker.

The above algebraic signature employs only several addi-
tion and modular multiplication operations. Therefore, it is
highly efficient.

3.2. System Model. The system model of SCPR is shown in
Figure 1, which includes three phases as illustrated below, and
the notations in this paper are listed in Notations.

3.2.1. The Key-Distributing Phase. During the key-distribut-
ing phase, the SP first initializes SCPR by generating public
and private system parameters.The public system parameters
will be distributed to the PO and the TD, while the private
system parameters will be hold by the SP. The initialization
algorithm is illustrated below.
{SKSP,PKSP} ← Init(𝑛). This algorithm is run by the SP

for initializing system parameters for SCPR. It takes as input
the parameter of security level (i.e., 𝑛) and outputs a set of
private system parameters (i.e., SKSP) and the corresponding
set of public system parameters (i.e., PKSP).

�e authentication and
key agreement phase �e publishing phase

PO
TD

SP
PO

�e key-distributing phase

SP

PO TD

(PTD, SKTD, PKSP)

RI, �휎RI
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Sign RI
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Figure 1: System model of SCPR.

Before publishing rental information, the PO sends a
request to the SP.Upon receiving the request, the SP generates
a pseudonymand a private key and distributes them to the PO
over their preestablished secure channel, using the following
RegPO algorithm.
{PPO, SKPO} ← RegPO(RIDPO, SKSP,PKSP). This algo-

rithm is run by the SP for generating a pseudonym and a
private key for the PO. It takes as inputs PO’s real identity (i.e.,
RIDPO), the set of private system parameters (i.e., SKSP), and
the set of public system parameters (i.e., PKSP) and outputs
PO’s pseudonym (i.e., PPO) and a private key (i.e., SKPO).

Before making a parking reservation, the TD sends a
request to the SP.Upon receiving the request, the SP generates
a pseudonymand aprivate key anddistributes them to theTD
over their preestablished secure channel, using the following
RegTD algorithm.
{PTD, SKTD} ← RegTD(RIDTD, SKSP,PKSP). This algo-

rithm is run by the SP for generating a pseudonym and a
private key for the TD. It takes as inputs TD’s real identity (i.e.,
RIDTD), the set of private system parameters (i.e., SKSP), and
the set of public system parameters (i.e., PKSP) and outputs
TD’s pseudonym (i.e., PTD) and a private key (i.e., SKTD).

After the key-distributing phase, the PO holds the tuple
(PPO, SKPO,PKSP), and the TD holds the tuple (PTD, SKTD,
PKSP).

3.2.2. The Publishing Phase. When the PO wants to publish
its rental information, it randomly generates a secret key (i.e.,
SKRI ∈ 𝑍𝑝) and signs the rental information using SKRI. The
signing algorithm is illustrated below.
𝜎RI ← SignRI(RI, SKRI). This algorithm is run by the SP

for signing the rental information (i.e., RI). It takes as inputs
RI and the secret key (i.e., SKRI) and outputs a signature (i.e.,
𝜎RI) for RI.

After the publishing phase, the PO holds SKRI, and the
SP gets the rental information (i.e., RI) and the signature (i.e.,
𝜎RI).
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3.2.3. The Authentication and Key Agreement Phase. The
authentication and key agreement phase is carried out
between the PO and the TD. During this phase, the TD and
the PO authenticate each other and negotiate a shared key for
protecting subsequent transactions. Then the PO sends SKRI
to the TD for checking the integrity of the rental information.
The authentication and key agreement phase includes three
steps as illustrated below.

Step 1. The TD establishes the authentication and key agree-
ment phase by generating a nonce (i.e., 𝑁) and the cor-
responding signature (i.e., 𝜎𝑁) using its own private key
(i.e., SKTD). Then, the TD sends 𝑁 and 𝜎𝑁 to the PO for
authentication. The signing algorithm for 𝑁 is illustrated
below.
{𝜎𝑁} ← Sign𝑁(𝑁,PPO,PKSP, SKTD). This algorithm is

run by theTD for generating a signature for the nonce. It takes
as inputs the nonce (i.e.,𝑁), the PO’s pseudonym (i.e., PPO),
the set of public system parameters (i.e., PKSP), and the TD’s
private key (i.e., SKTD) and outputs a signature (i.e., 𝜎𝑁).

Step 2. When receiving 𝑁 and 𝜎𝑁 from the TD, the PO
checks them to authenticate the TD, using its private key (i.e.,
SKPO) and the following Ver𝑁 algorithm. If the verification
succeeds, the PO generates the shared key (i.e., sk) from 𝑁
using the following KeygenPO algorithm. Finally, the PO
signs and encrypts SKRI using sk and the following Senck
algorithm and sends the signed and encrypted message to
the TD. The Ver𝑁, KeygenPO, and Senck algorithms are
illustrated below.
{𝑇, 𝐹} ← Ver𝑁(𝑁, 𝜎𝑁, SKPO,PTD,PKSP). This algorithm

is run by the PO for authenticating the TD. It takes as inputs
the nonce (i.e., 𝑁), the signature (i.e., 𝜎𝑁), PO’s private
key (i.e., SKPO), TD’s pseudonym (i.e., PTD), and the set of
public system parameters (i.e., PKSP) and outputs 𝑇 if the
verification succeeds, or 𝐹 otherwise.
{sk} ← KeygenPO(𝑁, SKPO,PTD,PKSP). This algorithm

is run by the PO for generating the shared key. It takes
as inputs the nonce (i.e., 𝑁), PO’s private key (i.e., SKPO),
TD’s pseudonym (i.e., PTD), and the set of public system
parameters (i.e., PKSP) and outputs the shared key (i.e., sk).
{𝜏} ← Senck(PKSP, sk, SKRI).This algorithm is run by the

PO for signing and encrypting SKRI. It takes as inputs the set
of public system parameters (i.e., PKSP), the shared key (i.e.,
sk), and the publishing key (i.e., SKRI) and outputs a signed
and encrypted message (i.e., 𝜏).

Step 3. Upon getting 𝜏 from the PO, the TDfirst generates the
shared key (i.e., sk) using the following KeygenTD algorithm.
Then, it decrypts and verifies 𝜏 to extract SKRI and to
authenticate the PO, using the following Vdeck algorithm.
Finally, the TD verifies RI and 𝜎RI downloaded from the SP
to make sure it is not tamped by an adversary, using SKRI and
the following VerRI algorithm. The KeygenTD, Vdeck, and
VerRI algorithms are illustrated below.
{sk} ← KeygenTD(𝑁, SKTD,PPO,PKSP). This algorithm

is run by the TD for generating the shared key. It takes
as inputs the nonce (i.e., 𝑁), TD’s private key (i.e., SKTD),
PO’s pseudonym (i.e., PPO), and the set of public system
parameters (i.e., PKSP) and outputs the shared key (i.e., sk).

{SKRI, {𝑇, 𝐹}} ← Vdeck(𝜏, sk,PKSP). This algorithm is
run by the TD for decrypting and verifying the publishing key
and authenticating PO. It takes as inputs the data to be
decrypted and verified (i.e., 𝜏), the shared key (i.e., sk), and
the set of public system parameters (i.e., PKSP) and outputs
the publishing key (i.e., SKRI). Then, it outputs 𝑇 if SKRI
can pass the verification and the PO is authenticated, or 𝐹
otherwise.
{𝑇, 𝐹} ← VerRI(RI, 𝜎RI, SKRI,PKSP). This algorithm is

run by the TD for verifying the rental information down-
loaded from the SP. It takes as inputs the rental information
(i.e., RI), the signature (i.e., 𝜎RI), the publishing key (i.e.,
SKRI), and the set of public system parameters (i.e., PKSP) and
outputs 𝑇 if RI can pass the verification, or 𝐹 otherwise.

After the above three phases, the PO and the TD are
both authenticated and a shared key (i.e., sk) is generated for
protecting the subsequent transactions between them.

From this system model, it can be seen that the PO and
the TD use pseudonyms instead of their real identities.
Therefore, SCPR can satisfy requirement (1) described in
Section 1 (i.e., user privacy). In Section 4, we will further
analyze requirement (1).

From this system model, it can be seen that the rental
information (i.e., RI) is signed. Therefore, SCPR can satisfy
requirement (2) described in Section 1 (i.e., integrity of
rental information). In Section 4, we will further analyze
requirement (2).

From this system model, it can be seen that both the PO
and the TD are authenticated, and a shared key is generated
between them. Therefore, SCPR can satisfy requirements (3)
and (4) described in Section 1 (i.e., authentication and key
agreement). In Section 4, we will further analyze require-
ments (3) and (4).

3.3. Construction. The construction of SCPR is a tuple (Init,
RegPO, RegTD, SignRI, VerRI, Sign𝑁, Ver𝑁, KeygenPO,
KeygenTD, Senck, and Vdeck) of probabilistic polynomial
time algorithms as illustrated below.
{SKSP,PKSP} ← Init(𝑛). The SP runs this algorithm for

generating system parameters for SCPR as follows. First, the
SP generates a group 𝐺 with a prime order 𝑝 and a generator
𝑔, where 𝑛 is the security level determining the key length in
bit, the length of𝑝 is 𝑛-bit, and𝑔 is a randomly picked element
in 𝐺. Second, the SP randomly generates a set of private keys
SKSP = {skpo𝑥 ∈ 𝑍𝑝, sktd𝑥 ∈ Z𝑝, 1 ≤ 𝑥 ≤ 𝑛}. Third, for each
skpo𝑥 ∈ SKSP and sktd𝑥 ∈ SKSP, the SP computes pkpo𝑥 =
𝑔skpo𝑥 ∈ 𝐺 and pktd𝑥 = 𝑔

sktd𝑥 ∈ 𝐺 and gets the set of public
system parameters PKSP = {𝐺, 𝑝, 𝑔, pkpo𝑥, pktd𝑥, 1 ≤ 𝑥 ≤ 𝑛}.
{PPO, SKPO} ← RegPO(RIDPO, SKSP,PKSP). The SP runs

this algorithm for generating a pseudonym and a private key
for the PO as follows. First, the SP generates PO’s pseudonym
as PPO = ℎ1(RIDPO), where ℎ1 :𝑍𝑝 → 𝑍𝑝 is a hash function.
Second, the SP computes 𝑎1 ⋅ ⋅ ⋅ 𝑎𝑛 = ℎ2(PPO) and takes the
algebraic signature SKPO = ∑

𝑛
𝑥=1 𝑎𝑥skpo𝑥mod𝑝 as the PO’s

private key, where ℎ2 :𝑍𝑝 → {0, 1}
𝑛 is a hash function, and

𝑎1, . . . , 𝑎𝑛 ∈ {0, 1}.
{PTD, SKTD} ← RegTD(RIDTD, SKSP,PKSP). The SP runs

this algorithm for generating a pseudonym and a private key
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for the TD as follows. First, the SP generates TD’s pseudonym
as PTD = ℎ1(RIDTD), where ℎ1 :𝑍𝑝 → 𝑍𝑝 is a hash function.
Second, the SP computes 𝑏1 ⋅ ⋅ ⋅ 𝑏𝑛 = ℎ2(PTD) and takes the
algebraic signature SKTD = ∑

𝑛
𝑥=1 𝑏𝑥sktd𝑥mod𝑝 as the TD’s

private key, where ℎ2 :𝑍𝑝 → {0, 1}
𝑛 is a hash function, and

𝑏1, . . . , 𝑏𝑛 ∈ {0, 1}.
𝜎RI ← SignRI(RI, SKRI). The PO runs this algorithm for

generating a signature for the rental information as 𝜎RI =
ℎ1(RI | SKRI), where ℎ1 :𝑍𝑝 → 𝑍𝑝 is a hash function.
{𝜎𝑁} ← Sign𝑁(𝑁,PPO,PKSP, SKTD). The TD runs this

algorithm for generating a signature for the nonce as follows.
First, the TD computes PKPO = ∏

𝑛
𝑥=1pkpo

𝑎𝑥
𝑥 ∈ 𝐺, where

𝑎1 ⋅ ⋅ ⋅ 𝑎𝑛 = ℎ2(PPO). Second, the TD computes 𝜎𝑁 = ℎ1(𝑁 |
𝐻(PKSKTD

PO )), where ℎ2 :𝑍𝑝 → {0, 1}𝑛, 𝐻 :𝐺 → 𝑍𝑝, and
ℎ1 :𝑍𝑝 → 𝑍𝑝 are hash functions.
{𝑇, 𝐹} ← Ver𝑁(𝑁, 𝜎𝑁, SKPO,PTD,PKSP). The PO runs

this algorithm for authenticating the TD as follows. First, the
PO computes PKTD = ∏

𝑛
𝑥=1pktd

𝑏𝑥
𝑥 ∈ 𝐺, where 𝑏1 ⋅ ⋅ ⋅ 𝑏𝑛 =

ℎ2(PTD). Second, the PO computes 𝜎𝑁 = ℎ1(𝑁 | 𝐻(PK
SKPO
TD ))

and checks 𝜎𝑁
?
= 𝜎𝑁. If this equation holds, PO returns 𝑇.

Otherwise, it returns 𝐹.
{sk} ← KeygenPO(𝑁, SKPO,PTD,PKSP). The PO runs

this algorithm for generating the shared key as follows. First,
the PO computes PKTD = ∏

𝑛
𝑥=1pktd

𝑏𝑥
𝑥 ∈ 𝐺, where 𝑏1 ⋅ ⋅ ⋅ 𝑏𝑛 =

ℎ2(PTD), PTD is the pseudonymof TD, and pktd𝑥 ∈ PKSP (𝑥 ∈
{1, . . . , 𝑛}) are distributed from the SP during the initializa-
tion phase. Second, the PO computes sk = PKSKPO𝑁

TD ∈ 𝐺.
{𝜏} ← Senck(PKSP, sk, SKRI). The PO runs this algorithm

for signing and encrypting 𝑆KRI as follows. First, the PO
encrypts SKRI as 𝑐1 = 𝐻(sk)⊕SKRI mod𝑝, where𝐻 :𝐺 → 𝑍𝑝
is a hash function. Second, the PO signs SKRI as 𝑐2 = ℎ1(SKRI |
𝐻(sk)), where 𝐻 :𝐺 → 𝑍𝑝 and ℎ1 :𝑍𝑝 → 𝑍𝑝 are hash
functions. Finally, the PO gets 𝜏 = (𝑐1, 𝑐2).
{sk} ← KeygenTD(𝑁, SKTD,PPO,PKSP). The TD runs

this algorithm for generating the shared key as follows. First,
the TD computes PKPO = ∏

𝑛
𝑥=1pkpo

𝑎𝑥
𝑥 ∈ 𝐺, where 𝑎1 ⋅ ⋅ ⋅ 𝑎𝑛 =

ℎ2(PPO), PPO is the pseudonym of PO, and pkpo𝑥 ∈ PKSP(𝑥 ∈
{1, . . . , 𝑛}) are distributed from the SP during the initializa-
tion phase. Second, the TD computes sk = PKSKTD𝑁

PO ∈ 𝐺.
{SKRI, {𝑇, 𝐹}} ← Vdeck(𝜏, sk,PKSP). The TD runs this

algorithm for decrypting and verifying the publishing key
as follows. First, the TD decrypts SKRI as SKRI = 𝑐1 ⊕
𝐻(sk)mod𝑝, where 𝐻 :𝐺 → 𝑍𝑝 is a hash function. Second,
the TD computes 𝑐2 = ℎ1(SKRI | 𝐻(sk)) and checks 𝑐2

?
= 𝑐2,

where 𝐻 :𝐺 → 𝑍𝑝 and ℎ1 :𝑍𝑝 → 𝑍𝑝 are hash functions. If
𝑐2 = 𝑐2, the TD returns (SKRI, 𝑇). Otherwise, it returns 𝐹.
{𝑇, 𝐹} ← VerRI(RI, 𝜎RI, SKRI,PKSP). The TD runs this

algorithm for verifying the rental information as follows.
First, the TD computes 𝜎RI = ℎ1(RI | SKRI), where ℎ1 :𝑍𝑝 →

𝑍𝑝 is a hash function. Second, the TD checks 𝜎RI
?
= 𝜎RI. If this

equation holds, TD returns 𝑇. Otherwise, it returns 𝐹.
From this construction, it can be seen that SCPR does

not use bilinear map. In fact, it employs only a few modular
exponentiations, which is quite efficient. We will further
evaluate the efficiency of SCPR in Section 5. Note that,
when computing PKPO and PKTD, there is no modular
exponentiation, because 𝑎𝑥 ∈ {0, 1} and 𝑏𝑥 ∈ {0, 1}. So our
construction is highly efficient.

4. Security Analysis

In this section, we show that SCPR can fulfill the security
requirements described in Section 1 (i.e., user privacy, key
agreement, integrity of rental information, and authentica-
tion).

4.1. User Privacy. In SCPR, as the PO and the TD use
pseudonyms generated from their real identities such as user
name or driver license, this requirement is to ensure that the
adversary cannot extract real identities from pseudonyms.
From Section 3.3, it can be seen that the SP generates
pseudonyms using a one-way hash function (see equations
PPO = ℎ1(RIDPO) and PTD = ℎ1(RIDTD) in the RegPO and
RegTD algorithms for details). So it is straightforward that
the adversary cannot extract RIDPO andRIDTD fromPPO and
PTD, and SCPR can provide user privacy protection for the
PO and the TD.

4.2. Key Agreement. In Section 3.3, the PO generates sk as
sk = PKSKPO𝑁

TD = (𝑔SKTD)SKPO𝑁 = 𝑔SKTDSKPO𝑁, and the TD gen-
erates sk as sk = PKSKTD𝑁

PO = (𝑔SKPO)SKTD𝑁 = 𝑔SKTDSKPO𝑁 (see
the KeygenPO and KeygenTD algorithms in Section 3.3 for
details.). So if the PO and the TD run SCPR correctly, they
both can get sk = 𝑔SKTDSKPO𝑁.

Then, we show that a potential adversary cannot extract
sk in three steps. In Step 1, we describe a well-known
mathematical problem that will not be efficiently solved. In
Step 2, we describe the adversary. In Step 3, we show this
potential adversary will not be able to extract 𝑠𝑘 efficiently.
Otherwise, we will be able to use this adversary for solving
the mathematical problem. So if this mathematical problem
holds, the potential adversary does not exist. Our proof is
described below.

Step 1 (the (𝑡, 𝜖)-CDH problem [32]). Given 𝑔, 𝑔𝑎, 𝑔𝑏 ∈ 𝐺,
where 𝑎 ∈ 𝑍𝑝 and 𝑏 ∈ 𝑍𝑝 are randomly distributed unknown
numbers, there is no 𝑡-time algorithm,which has the nonneg-
ligible probability 𝜖 in computing 𝑔𝑎𝑏 ∈ 𝐺.

Step 2 (the adversary). In the parking reservation system,
the potential adversary is between the PO and the TD.
It can compute public keys of the PO and the TD from
pseudonyms: PKPO = 𝑔

SKPO = ∏𝑛𝑥=1pkpo
𝑎𝑥
𝑥 and PKTD =

𝑔SKTD = ∏𝑛𝑥=1pktd
𝑏𝑥
𝑥 , where 𝑎1 ⋅ ⋅ ⋅ 𝑎𝑛 = ℎ2(PPO) and 𝑏1 ⋅ ⋅ ⋅ 𝑏𝑛 =

ℎ2(PTD). Moreover, the adversary can get𝑁.

Step 3 (the proof). If this adversary can compute sk =

𝑔SKTDSKPO𝑁 from 𝑁, PKPO = 𝑔SKPO = ∏𝑛𝑥=1pkpo
𝑎𝑥
𝑥 , and

PKTD = 𝑔
SKTD = ∏𝑛𝑥=1pktd

𝑏𝑥
𝑥 with the probability 𝜖 in time 𝑡,

we can run this potential adversary with the set of parameters
(PKPO = 𝑔

𝑎,PKTD = 𝑔
𝑏, 𝑁) to get sk = 𝑔SKPOSKTD𝑁 =

𝑔𝑎𝑏𝑁 ⇒ 𝑔𝑎𝑏 = sk𝑁
−1

. That is to say, we can use this potential
adversary for solving theCDHproblem [32] in time 𝑡with the
probability 𝜖. As the CDHproblem holds, this adversary does
not exist. So the adversary cannot extract sk in SCPR.

Finally, we show that a potential adversary cannot tamper
sk. Since sk is generated from𝑁, PPO, and PTD, to tamper sk,



6 Security and Communication Networks

the adversary has to tamper the pseudonyms or the nonce.
The detailed proof can be illustrated in three steps too. Here,
we just give a summarized example: If the adversary can
tamper𝑁 to𝑀 ̸= 𝑁 while still passing the Ver𝑁 algorithm,
it must be able to compute the signature 𝜎𝑀 = ℎ1(𝑀 |

𝐻(PKSKTD
PO )) = ℎ1(𝑀 | 𝐻(𝑔SKPOSKTD)). Then, to compute

𝜎𝑀, the adversary must be able to compute 𝑔SKPOSKTD . As dis-
cussed above, since the adversary cannot compute 𝑔SKPOSKTD

from PKPO = 𝑔
SKPO = ∏𝑛𝑥=1pkpo

𝑎𝑥
𝑥 and PKTD = 𝑔

SKTD =

∏𝑛𝑥=1pktd
𝑏𝑥
𝑥 , it cannot tamper𝑁 to𝑀 ̸= 𝑁.

4.3. Integrity of Rental Information. In SCPR, as the rental
information is signed using the symmetric key SKRI, this
requirement is to ensure that the adversary cannot tamper
SKRI transmitted in the authentication and key agreement
phase. Moreover, from the Senck and Vdeck algorithms
illustrated in Section 3.3, we can see that SKRI is signed and
encrypted using the negotiated shared key sk. So the integrity
of rental information is to ensure that sk is secure. Since sk is
secure as discussed in Section 4.2, SCPR can provide integrity
protection for rental information.

4.4. Authentication. In SCPR, as the PO and the TD com-
municate with each other using pseudonyms, authentication
is to make sure that the pseudonyms are generated by the
SP. Moreover, as SKPO and SKTD are algebraic signatures of
pseudonyms (see the equations SKPO = ∑

𝑛
𝑥=1 𝑎𝑥skpo𝑥mod𝑝,

skTD = ∑
𝑛
𝑥=1 𝑏𝑥sktd𝑥mod𝑝, 𝑎1 ⋅ ⋅ ⋅ 𝑎𝑛 = ℎ2(PPO) and 𝑏1 ⋅ ⋅ ⋅ 𝑏𝑛 =

ℎ2(PTD) in the RegPO and RegTD algorithms illustrated in
Section 3.3 for details.), authentication is to prove that the PO
and the TD really hold SKPO and SKTD, respectively.

The proof of authentication is similar to that in Sec-
tion 4.2, as illustrated by the following example. In the Sign𝑁
and Ver𝑁 algorithms, only when the PO and the TD hold the
algebraic signatures (i.e., SKPO and SKTD), they can compute
PKSKTD

PO = PKSKPO
TD = 𝑔SKPOSKTD . Therefore, the authentication

can be reduced to the CDH problem too.

5. Efficiency Evaluation

There are many crowdsourcing-based systems (i.e., [5–30]).
But, only [5, 6] aimed to design complete cryptographic algo-
rithms and protocols [4], while other systemsmainly focused
on deploying crowdsourcing-based systems in multiple real
world applications. So, in this section, we mainly compare
SCPR with [5, 6].

Time cost is the major efficiency issue for parking
reservation systems, which is comprised of computation and
communication costs as discussed in Section 1. Sowewill first
compare the computation cost of SCPR with those of [5, 6] in
Section 5.1.Then, we shall compare the communication costs
in Section 5.2. Finally, in Section 5.3, we will show the
implementation of SCPR to make sure the newly designed
protocol works well.

5.1. Comparison of Computation Costs. Computation cost is
the major measure of time cost, which is mainly consumed
by cryptographic algorithms. So we first tested computation

Table 1: Basic algorithms (unit: 𝜇s).

𝑇mm 𝑇ℎ 𝑇𝑝 𝑇me

0.1 0.5 29540.2 577.8
𝑇mm: computation cost of modular multiplication, 𝑇ℎ: computation cost
of hash function, 𝑇𝑝: computation cost of bilinear pairing, and 𝑇me:
computation cost of modular exponentiation.

costs of basic cryptographic algorithms. Then, we computed
the computation costs of SCPR [5, 6].

To investigate the computation costs of basic crypto-
graphic algorithms, we conducted the experiment on a
computer with a CENTOS operating system and an Intel i7
processor. Cryptographic libraries used in this experiment
include OPENSSL [33] and PBC [34]. Cryptographic group
(i.e., 𝐺 in Section 3) used in this experiment is the 160-bit
elliptic curve [33]. Finally, we used the SHA1 hash function
[33] and type F bilinear pairing parameter [34] in this
experiment.

Table 1 lists the computation costs of basic cryptographic
algorithms, in which the values are means of running basic
cryptographic algorithms for 10,000 times. From Table 1, we
can see the following.
(1)The computation costs of modular multiplication and

hash function are much lower than those of modular expo-
nentiation and bilinear pairing and can be omitted. This is
because 𝑇ℎ/𝑇𝑝 = 0.5/29540.2 ≈ 1.7 × 10

−5, 𝑇ℎ/𝑇me =

0.5/577.8 ≈ 8.7 × 10−4, and 𝑇ℎ/𝑇mm = 0.5/0.1 = 5. Therefore,
in the following evaluation, we only take modular exponen-
tiation and bilinear pairing into account.
(2) The computation cost of modular exponentiation is

much lower than that of bilinear pairing. This is because
𝑇me/𝑇𝑝 = 577.8/29540.2 ≈ 2.0 × 10

−2. Therefore, by avoiding
using bilinear pairing, SCPR can reduce the computation cost
significantly.

Then, from Table 1, we computed the total computation
costs of SCPR [5, 6]. The results are shown in Table 2 and
Figure 2, where the values are total computation costs of
modular exponentiation and bilinear pairing executed during
the publishing phase and the authentication and key agree-
ment phase. From Table 2 and Figure 2, we can see the
following.
(1) On the PO’s side, the computation costs of [5, 6] are

around 101 to that of SCPR.This is because (31.9𝑛+2.9)/1.2 >
(31.9 × 1 + 2.9)/1.2 ≈ 2.9 × 101 and 30.1/1.2 ≈ 2.5 × 101.
(2) On the TD’s side, the computation costs of [5, 6] are

around 101 ∼ 102 to that of SCPR. This is because (89.2𝑛2 +
59.1𝑛)/1.2 > (89.2 + 59.1)/1.2 ≈ 1.2 × 102 and 118.2/1.2 ≈
9.9 × 101.
(3)The total computation costs of [5, 6] are around 101 to

that of SCPR.This is because (89.2𝑛2+91𝑛+2.9)/2.3 > (89.2+
91 + 2.9)/2.3 ≈ 8.0 × 101 and 148.3/2.3 ≈ 6.4 × 101.
(4) On the TD’s side, the computation cost of [6] will

increase rapidly, when the number of attributes increases, as
shown in Figure 2.

These three conclusions show that the computation cost
of SCPR ismuch lower than those of [5, 6]. So SCPR can fulfill
requirement (5) listed in Section 1.
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Table 2: Comparison of computation costs (unit: ms).

SCPR [5] [6]
𝑇PO 2𝑇me = 1.2 𝑇𝑝 + 𝑇me = 30.1 𝑛(𝑇𝑝 + 4𝑇me) + 5𝑇me = 31.9𝑛 + 2.9

𝑇TD 2𝑇me = 1.2 4𝑇𝑝 = 118.2 (3𝑇𝑝 + 𝑇me)𝑛
2 + 2𝑛𝑇𝑝 = 89.2𝑛

2 + 59.1𝑛

𝑇𝑎 4𝑇me = 2.3 5𝑇𝑝 + 𝑇me = 148.3 (3𝑇𝑝 + 𝑇me)𝑛
2 + 𝑛(3𝑇𝑝 + 4𝑇me) + 5𝑇me = 89.2𝑛

2 + 91𝑛 + 2.9

𝑇PO: computation cost of the PO, 𝑇TD: computation cost of the TD, 𝑇𝑎: total computation cost on both the PO and the TD, and 𝑛: number of attributes in [5,
6].
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Figure 2: Evolution of computation costs.

5.2. Comparison of Communication Costs. During the pub-
lishing phase, the number of messages is one in SCPR [5, 6].
During the authentication and key agreement phase, both
SCPR and [6] contain two messages, while [5] contains
four messages. That is to say, SCPR and [6] contain fewer
messages than [5]. So SCPR can fulfill requirement (5) listed
in Section 1.

5.3. Implementation of SCPR. To make sure SCPR can work
well, we implemented it. In the experiment, we use three
computers, acting as the SP, the PO, and the TD, respectively.
These three computers communicate with each other using
1Gbps Ethernet. All the three computers have Intel i7
CPUs and are installed with CENTOS operating system. The
cryptographic libraries used in the experiment are OPENSSL
and PBC [33, 34] with the same parameters as those in
Section 5.1. The Language used in our experiment is C, and
the protocol for transmitting SCPR messages is TCP. Then,
we get the total executing time of SCPR ≈ 2.4ms. This is
similar to the value computed in Table 2.Therefore, time cost
is mainly consumed by cryptographic algorithms, and SCPR
is feasible for real world applications.

6. Conclusion

In this paper, we have presented a security protocol for
crowdsourcing-based parking reservation systems called
SCPR. It can satisfymany security requirements that have not
been addressed by current protocols, such as user privacy and
key agreement. More importantly, to reduce the time cost, we
designed several novel cryptographic algorithms for SCPR,
which are quite light weight. Experimental results show SCPR
is feasible for real world applications.

However, there are several more problems remaining to
be solved. First, after the transaction is ended, the tenant
driver and the private owner should be able to score the
transaction. By doing so, the parking reservation system
can provide differential services to users based on their
reputation. Second, SCPR lacks a revocation method. These
open issues are to be addressed in the future.

Notations

RIDPO,RIDTD: Real identities of the PO and the TD,
respectively

PPO,PTD: Pseudonyms of the PO and the TD,
respectively

PKSP, SKSP: Public and private system parameters of
SCPR

SKPO, SKTD: Private keys of the PO and the TD,
respectively

RI, 𝜎RI: Rental information and its signature
SKRI: Secret key for signing and verifying RI
𝑁, 𝜎𝑁: Nonce and its signature
sk: The shared key negotiated between the PO

and the TD
𝜏: The signed and encrypted data for sk
𝐺, 𝑔, 𝑝: The cyclic group, its generator, and prime

order
ℎ1(), ℎ2(),𝐻(): Hash functions.

Conflicts of Interest

The authors declare that there are no conflicts of interest
regarding the publication of this paper.

Acknowledgments

This paper is supported by the NSFC (nos. 61101088 and
71402070), the NSF of Jiangsu province (no. BK20161099),
and the Opening Project of Key Lab of Information Network
Security of Ministry of Public Security (no. C16604).



8 Security and Communication Networks

References

[1] D. C. Shoup, “Cruising for parking,”Transport Policy, vol. 13, no.
6, pp. 479–486, November 2006.

[2] R. Arnott and E. Inci, “An integrated model of downtown park-
ing and traffic congestion,” Journal of Urban Economics, vol. 60,
no. 3, pp. 418–442, 2006.

[3] J. Kincaid, “Googles open spot makes parking a breeze, assum-
ing everyone turns into a good samaritan,” http://techcrunch
.com/2010/07/09/google-parking-open-spot/.

[4] K. Yang, K. Zhang, J. Ren, and X. Shen, “Security and privacy in
mobile crowdsourcing networks: challenges and opportunities,”
IEEE Communications Magazine, vol. 53, no. 8, pp. 75–81,
August 2015.

[5] R. Lu, X. Lin, and X. Shen, “SPOC: a secure and privacy-
preserving opportunistic computing framework for mobile-
healthcare emergency,” IEEE Transactions on Parallel and Dis-
tributed Systems, vol. 24, no. 3, pp. 614–624, March 2013.

[6] K. Yang, X. Jia, K. Ren, B. Zhang, and R. Xie, “DAC-MACS:
effective data access control for multiauthority cloud storage
systems,” IEEE Transactions on Information Forensics and Secu-
rity, vol. 8, no. 11, pp. 1790–1801, November 2013.

[7] D. Christin, A. Reinhardt, S. S. Kanhere, and M. Hollick, “A
survey on privacy inmobile participatory sensing applications,”
The Journal of Systems and Software, vol. 84, no. 11, pp. 1928–
1946, November 2011.

[8] Y. Wang, Z. Cai, G. Yin, Y. Gao, X. Tong, and G. Wu, “An
incentive mechanism with privacy protection in mobile crowd-
sourcing systems,” Computer Networks, vol. 102, pp. 157–171,
June 2016.
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Combining tiny sensors andwireless communication technology, wireless body area network (WBAN) is one of themost promising
fields. Wearable and implantable sensors are utilized for collecting the physiological data to achieve continuously monitoring of
people’s physical conditions. However, due to the openness of wireless environment and the significance and privacy of people’s
physiological data, WBAN is vulnerable to various attacks; thus, strict security mechanisms are required to enable a secureWBAN.
In this article, we mainly focus on a survey on the security issues inWBAN, including securing internal communication inWBAN
and securing communication between WBAN and external users. For each part, we discuss and identify the security goals to be
achieved. Meanwhile, relevant security solutions in existing research on WBAN are presented and their applicability is analyzed.

1. Introduction

Recently, there is an emerging interest in wireless body area
networks (WBAN) since it enables real-time and continuous
monitoring in various fields including telemedicine, enter-
tainment, sports, and military training, especially benefits
for chronic diseases early detection and treatment. WBAN
is defined as a kind of ultra-short-range wireless networking
technology. Tiny sensors are attached to, implanted in, or
implanted around human body, communicating wirelessly
among themselves and with processors within two meters
to form a body-centered system. With a WBAN-based e-
healthcare system, patients medical information can be auto-
matically collected by various sensor nodes and then accessed
and processed by the local or remote medical personnel
through the network or fixed infrastructure. Consequently,
this enables early release of patients from hospital as their
conditions can bemonitored at home.Medical personnel can
also be alerted to provide assistance if the patients condition
deteriorates.

Architecture. Based on [1], a general communication archi-
tecture of a WBAN-based e-healthcare system is shown in
Figure 1. A typical WBAN consists of several sensor/actuator
nodes and a body control unit (BCU) (i.e., a PDA or smart-
phone). Sensor nodes collect the patients physiological sig-
nals such as pulse, body temperature, blood pressure, glucose
level, and electrocardiogram (ECG). Actuators act according
to messages received from the sensors or through interaction
with BCU (i.e., an insulin pump). For these two types of
nodes, we do not consider them explicitly in the rest of the
article to keep the discussion simple. BCU gathers all the
physiological data from the nodes and then transmits them
to the local/remote medical server together with the patients
profile through networks. Timely medical service will be
given bymedical personnel after accessing and processing the
patient-related data. In general, a WBAN has a star topology
with the BCU as the central node. Sensors upload data to
medical server or personnel via BCU.Medical personnel give
orders to sensors via BCU. A more complicated WBAN may
have relays sitting between sensors and BCU; they are needed
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Figure 1: A general communication architecture of a typical WBAN-based healthcare monitoring system.

when a sensor can not reach the BCU due to the human body
constitution (e.g., the sensor is deployed at the back while the
BCU is placed at the abdomen).

Applications. Based on the WBAN, a wide range of novel
medical applications have generated, such as the Cellnovo
Type I diabetesmanagement system and LifeStar Ambulatory
Cardiac Telemetry (ACT). Cellnovo system is composed of
an insulin pump, an activity monitor, and a cellular enabled
wireless handset with integrated blood glucose meter. With
Cellnovo, the patients body glucose, insulin dose, exercise,
and diet information can be automatically recorded by the
handset and then delivered to the clinic over web connection.
LifeStar ACT can capture and transmit an arrhythmia when
it occurs without patients intervention. Upon arrhythmia
detection, the system automatically utilizes the integrated
phone to transmit the ECG waveform to LifeWatch for
further analyzing. The patients doctor will be notified of
the arrhythmia based on predetermined notification criteria;
thus the system is able to provide assistance for identifying
and treating the patient. Also the patient biometrics data can
be saved for later offline analysis.

Security Threat. Both the patient-related data and medical
messages transmitting in WBAN system are very sensi-
tive and significant. Therefore, WBAN is more likely to
be attacked. Malicious attackers may eavesdrop on traffic
between the nodes, BCU, and the remote medical personnel
and then inject messages, replay old messages, spoof, and
ultimately compromise the integrity of device operation. If
successful, such behaviors can not only invade a patients
privacy but also suppress legitimate data or insert bogus data
into the network leading to unwanted actions (drug delivery)
or preventing legitimate actions (notifying doctor in case of
an emergency) [2]. As reported in Healthcare IT news in
February, 2014, hackers accessed a server from aTexas health-
care system, compromising the protected health information
of some 405,000 individuals, which was one of the biggest
HIPAA security breaches. Even worse, it was demonstrated

that implantable cardiac devices can be wirelessly compro-
mised [3] and vulnerabilities also existed in wireless insulin
pump systems owing to the low-tech security interface issues
[4]. All those above can be a disaster for the patients health
and prevent WBAN-based medical applications from being
popular. Therefore, strong security measures are essential to
reduce the potential risks to the public, as highlighted in
[5] issued by the US Food and Drug Administration (FDA),
which addressed the need for increasing focus on security in
medical devices and hospital networks.

Challenges. Actually, designing security architecture for
WBAN can be more challenging than other traditional
networks. An ideal security architecture for WBAN has to
achieve performance requirements as follows.

(i) Efficiency. Limited by their sizes, nodes deployed in
WBAN are usually insufficient in power supplies,
computation capability, memory space, and commu-
nication distance.They are not capable of performing
complex and energy-intensive cryptographic opera-
tions. Therefore, the security architecture should be
designed as fast and lightweight as possible for the
purpose of reducing communication overheads and
energy consumption.

(ii) Scalability. It means plug and play. Taking device
compatibility into consideration, it is difficult to
preshare any common cryptographic material among
different devices. On the other hand, since human
body is always in motion, nodes may leave or join
the network at any time; therefore cumbersome
security operation is inapplicable for WBAN. And
we should try to avoid relying on too much prior
security context when designing security architecture
for WBAN. Scalability does not mean growing size
only; the downsizing issues are often ignored. In [6],
the authors pointed out the security issues when a
node left the network.
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(iii) Usability. Patients are usually too unskilled to handle
with the device operation, which means the security
architecture has to be simple enough and easily
performed. Complicated professional operationsmay
lead to incorrect configuration on the devices and
poor user experience.

To present the security issues we mentioned above more
explicitly, we simplify the WBAN communication architec-
ture as shown in Figure 2. Thus our discussion is composed
of two aspects; they include securing internal communication
in WBAN and securing communication between WBAN
and external users. The rest of the paper is organized as
follows. In Section 2 we discuss and identify the security
goals for internal security issues, followed by the related
research survey in Section 3. Security issues existing between
WBAN and external users are described in Section 4, and
we survey the solution space for this in Section 5. Finally,
in Section 6, we summarize the discussion and give some
suggested potential research directions.

2. Securing Internal Communication in WBAN

As shown in Figure 1, sensor nodes collect patients’ physio-
logical signal through the BCU. Message exchange between
them is very sensitive and plays a significant role in ensur-
ing the patients physical conditions. Suppose a scenario
like this: Tim is a diabetes patient who has been using
a glucose application for monitoring and controlling his
glucose level. Unfortunately, due to lacking of strong security
mechanism, the system was invaded by malicious attackers
(i.e., an insurance). The attackers may eavesdrop and tamper
the data transmitted between the sensors and his PDA.
Consequently, invalid and inauthentic data may result in
Tim being left untreated in time or wrong insulin dose,
which is quite undesirable. Therefore, measures for integrity
validation, authenticity, replay defense, privacy protection,
and confidentiality have to be provided during the WBAN
system design to enable secure internal communication. We
identify and describe the major security requirements to
WBAN in Table 1.

Table 1: Major security requirements for securing internal commu-
nication in WBAN.

Security
requirements Description

Data
authenticity

Attackers may place malicious nodes
in non-line-of-sight (NLOS) places
and inject bogus data into the WBAN;
thus the communication entities must
verify who they claim to be.

Data
confidentiality

Due to the openness of WBAN
wireless channel, passive attackers can
eavesdrop on radio communication
between the nodes freely and easily,
leading to information disclosure to
unauthorized individuals. Therefore
data must be encrypted during
communication.

Data integrity

Attackers are able to tamper the
eavesdropped information and send it
back to original receiver to achieve
some illegal purpose, which may result
in system failure and cause disaster to
the patient. Therefore, data must be
verified for its integrity.

Data availability

Attackers may launch denial-of-service
(Dos) attacks to the medical cloud or
BCU, leading to the medical services
inaccessible. Therefore, the WBAN
must detect and survive from DOS
attacks.

3. Solutions for Securing Internal
Communication in WBAN

In this section we investigate the solution space for securing
internal communication in WBAN. To achieve the goals we
summarized above, we lay more emphasis on data confi-
dentiality, authenticity, and integrity. Data availability is not
our focus in this article, since Dos attack resistance is very
tough and there may not be a good solution for this issue,



4 Security and Communication Networks

Construct the vault using
the set and hide the key in it

Collect and extract
features set

Collect and extract
features set

Reconstruct the vault using
the similar set and get the key

Figure 3: Session key agreement based on Juels and Sudan (JS) algorithm.

so we may only mention it when necessary. Therefore, the
section is separated into three subsections and we discuss
the existing solution on session key agreement, node, and
message authentication.

3.1. Achieving Data Confidentiality in WBAN. In order
to prevent the sensitive information from disclosure to
unauthorized individuals, the data must be transmitted in
encrypted frames. Previously key agreement has been a main
focus of many researchers [5]. However, most of them need
either preshare key materials or complicated cryptographic
calculation, which shows low efficiency and poor flexibility.

Biometric Features-Based Scheme. Since human body itself
and WBAN is inextricably linked, several on-going research
works have turned to implement securing internal commu-
nication based on biometric features. Similar to fingerprint,
iris, and facial recognition, physiological signals such as
electrocardiograph (ECG/EKG) and photoplethysmogram
(PPG) are also distinctive and can be extracted as session
keys, since they are long, random, and time-variant.

Hu et al. used Inter-Pulse-Interval (IPI) as session key
in [9]. In the proposed scheme, the IPI features generated
by each sensor are ordered to form a feature vector and
only the sensor collecting the data knows the order of the
features; then the sender sends the secret features along with
a large number of noisy data to the receiver. Once receiving
the packet, the receiver generates a key according to the
common features and returns the indexes of the matching

features. Finally, the sender identifies the common features
in its own feature vector and computes the key accordingly.
This scheme is based on Juels and Sudan (JS) algorithm as
shown in Figure 3. By using JS algorithm, secret data which
the two communication entities want to share can be locked
(hidden) in a polynomial (vault) using a set of values 𝐴 by
the sender. If the receiver wants to acquire the secret data, it
has to reconstruct the polynomial, which means the receiver
should have the same or most values in𝐴. Some other related
research [10, 11] has been performed.

The authors in [12] utilized the distinctive ECG signals
to encrypt the data transmission between the sender and the
receiver based on Improved Juels and Sudan (IJS) algorithm.
The sender first extracts features 𝐹 from the ECG signals to
forma session key𝐾, and𝐹 is used as the root to build anECG
monic polynomial. Only the receiver with similar features set
to 𝐹 can reconstruct the polynomial and then regenerate 𝐾.
The idea behind this scheme can be abstracted as follows:

(i) Both sides of the communication channel have a set
of similar data, which is derived from the patients
biometrics data. Biometrics data is hard to be directly
obtained by the NLOS malicious tapping person.

(ii) The data difference between the two sides is minor.
Therefore, the data can be used as the encryption key.

(iii) One side only sends few of check symbols of the data
rather than the whole data to the other side; this will
be enough for the other side to eliminate the data
difference and then conclude the key. Because less
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data is exchanged, which is subject to exposure, high
security and efficiency are achieved. It is hard for the
NLOS malicious tapping person to conclude the key
from the check symbols.

The IJS algorithm adopted by [12] was used to generate
check symbols. One of its shortagesmust be pointed out here.
The check symbols are coefficients of the monic polynomial
(the original data is sliced to the roots of the polynomial).
Only part of the check symbols are sent to the other
side; this depends on how many data difference must be
eliminated.The coefficient calculation formulas are shown in
the following:

𝑏1 = ∑
𝑖

(−𝑎𝑖) ,

𝑏2 = ∑
𝑖 ̸=𝑗

(−𝑎𝑖) ⋅ (−𝑎𝑗) , . . . , 𝑏𝑛 = ∏
𝑖

(−𝑎𝑖) ,
(1)

where 𝑎𝑖 are roots and 𝑏𝑖 are coefficients. 𝑏𝑖 usually becomes
bigger as 𝑖 increases. This implies that the coefficients are
variable-length; therefore coefficient overflow and separation
should be considered.

Figure 4 shows the fault rejection rate (FRR) of the IJS
algorithm when it is applied to the MIT-BIH Arrhythmia
Database. Ten records (100, 109, 112, 117, 121, 123, 202, 220,
230, 234) are selected from the DB to calculate the FRR. 𝑡
means how many check symbols are exchanged for the data
reconciliation between two data sets. 𝑠means howmany data
items are selected from the data sets.

Other algorithms may also be used to generate the check
symbols, if they are proved to have high efficiency, for
example, Reed-Solomon Encoding.

Channel Characteristics-Based Scheme. Data confidentiality
can be easily achieved by utilizing physiological features
as encryption key since they are long, random, and time-
variant. However, since the scheme requires that all sensors
participating in the secure initialization progress have the
ability to collect the same kind of physiological signals at
a similar accuracy, it inevitably requires more advanced
hardware and sometimes even causes hardware redundancy.
To overcome this challenge, Zhang et al. in [13] found out that
the received signal strength indicator (RSSI) values between
two sensors can also be extracted as encryption key. During
the secure initialization process, the sender and receiver
first sample enough RSSI values to generate a feature set
𝐹 by paired data packet transmission. Based on Improved
JS algorithm, the sender will encrypt the sensitive messages
collected using 𝐹. Once receiving the packet, the receiver
needs to first reconstruct the polynomial using 𝐹 sampled
before and then decrypt it and get the session key 𝐹.

In [14], the authors enhanced the IJS algorithm for coef-
ficients calculation (encoding) andminor data error recovery
(decoding).

In [15], the on-body relatively unstable channels (between
the control unit and nonline-of-sight nodes) are exploited to
extract secret key from channel characteristics for a secure
communication between two on-body devices. The problem
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Figure 4: Fault rejection rate of IJS algorithm.

was modeled as a max-flow problem, by solving which, the
authors maximized the key generation rate.

In [16], a practical, secure, efficient, communication link
characteristic-based, cooperative key generation method was
proposed to increase the key generation rate for constrained
nodes, which can borrow resources (e.g., energy) from
assistant nodes for their key generations.

For Security and Efficiency. The three solutions described
in [9, 12–14] are all based on fuzzy vault scheme, without
a similar feature set; the attacker cannot unlock the vault
to regenerate the key. Moreover, since both physiological
signals and RSSI are random and time-variant, the extracted
encryption keys are strong enough to resist brute force attack;
thus both key security and data confidentiality are satisfied.
Compared with conventional solutions, both two schemes
showbetter flexibilitywithout sacrificing the security require-
ments since they are plug-n-play. It seems that channel
characteristics-based scheme is more suitable for securing
internal communication inWBAN, for it is more flexible and
feasible and has low requirements for hardware. However,
since it may need abundant data collecting for improving
the authentication efficiency at the primary stage, time cost
may lead to extra power consumption. On the other hand,
although escaping complex polynomial calculation by using
features vectors instead, the security of research in [9] relies
on the vault scale and the number of chaff points.Thus trade-
off between security and efficiency can still be a challenge.

3.2. Achieving Data Authenticity in WBAN. Achieving
authenticity means that data must be sent from legitimate
entities and both parties involved are who they claim to be.
To ensure data authenticity in WBAN, lightweight and plug-
n-play authentication protocol is essential.

PKC-Based Scheme. In conventional cryptography, there have
beenmany availablemature algorithms that can be utilized to
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identify whether an entity is authorized. Ma et al. proposed
zero-knowledge proof- (ZKP-) based authentication scheme
for WBAN in [17]. ZKP is mostly applied in situations
where the sender attempts to prove that it knows a certain
secret without showing it to the receiver. Compared to other
public key based identification methods, ZKP was proved to
perform better with low computation complexity. However,
key materials used to verify the sensors legitimacy have to be
preloaded in the sensors before deploying the WBAN; this
can lead to poor flexibility and usability.

Channel Characteristic-Based Scheme. The authors in [18]
proposed another novel solution BANA to distinguish on-
body legitimate nodes and off-body attackers by exploiting
the unique characteristics of physical channels in WBAN.
In BANA, it is considered that if the user’s body stayed in
a smoothly moving state, the received signal strength (RSS)
variation among on-body channels is more stable compared
to it between on-body and off-body communication chan-
nels. Thus the off-body attackers can be distinguished by the
BCU based on clustering analysis after collecting abundant
RSS variation values. Meanwhile, the BCU can be verified in
a similar way.

For Security and Efficiency. For BANA, the attacker is able
to launch strategic attacks to the authentication process.
For example, the attacker may deploy a large number of
malicious nodes to deviate classification result. But it is
expensive and easily detected. Moreover, the attacker cannot
statistically predict the communication channel between on-
body sensors and BCU since channel is dynamic with short
coherence time and both BCU and on-body sensors are more
than half wave length away from off-body attackers. The
experiments were conducted in several different scenarios,
and the results indicated that the solution was able to
successfully authenticate six sensors in 12 s with zero false
negative rates and very low false positive rates. However, the
average authentication time (six nodes in 12 s) is much more
than it in [17] (18 nodes in 2.26 s); thus we may need to
improve the clustering efficiency to make it faster.

3.3. Achieving Data Integrity in WBAN. To authenticate
the data integrity, MAC (Message Authentication Code) or
hashed MAC is a common method to protect messages
from malicious manipulation in WBAN. As in [12, 13], the
sender sends the encrypted message, IJS coefficients together
with the hashed MAC to the receiver. The receiver needs
first to reconstruct the polynomial to unlock the key before
decrypting the ciphertext and then recalculates the MAC
using the same algorithm; thus malicious tampering on data
cannot escape being detected. Signature can also be utilized
for data integrity validation in [7, 8]. However, it may not be
so suitable for WBAN, since pubic key algorithms are often
complex and energy-intensive.

In [19], the authors proposed a distributed prediction-
based secure and reliable routing framework (PSR) for
WBAN. They demonstrated that PSR can significantly
increase routing reliability and effectively resist data injection
attacks.

Table 2: Major security requirements for securing communication
between WBAN and external users.

Security
requirements Description

Data
confidentiality,
authenticity,
integrity, and
availability

Data must be transmitted in encrypted
frames and measures have to be
provided against message
modification, privacy disclosure, and
Dos attack.

Access control

Besides identifying attackers,
differences in professional knowledge
among the patient, doctor, and nurses
may have influence on the patients
treatment; thus fine-grained access
control policy has to be enforced to
define the users access privileges.

Nonrepudiation

The origin of data (i.e., patient or
medical personnel) cannot be denied
for having sent or received the
messages.

4. Securing Communication between
WBAN and External User

In a WBAN-based healthcare system, users attempting to
communicate with WBAN can be various types, as shown in
Figure 2. They include the self-monitoring patients, network
service provider for data transmission and application sup-
port, and local/remote personnel who offer medical service.
Considering the privacy and significance of patient-related
data andmedicalmessages,WBANmay suffer threats such as
message modification and unauthorized access. It is desirable
that proper security mechanism should be considered for
securing the communication between WBAN and external
users, where each user must prove their authenticity and then
access the data according to their privileges. We identify and
describe the major security requirements for securing com-
munication between WBAN and external users in Table 2.

5. Solutions for Securing Communication
between WBAN and External Users

In this section we investigate the solution space for securing
communication between WBAN and external users. We do
not pay much attention on solutions to data authenticity,
confidentiality, integrity, and availability since such problems
have been discussed enough in traditional communication
networks. Considering the user diversity, we mainly focus
our attention on access control. The section is separated
into two parts, first we introduce a few existing research
on access control, discuss their implementation mechanism,
and give an analysis for security and efficiency. Then a brief
introduction to a novel end-to-end security protocol for
WBAN-based healthcare system followed.

5.1. Achieving Fine-Grained Access Control between WBAN
and External Users. Access control is the primary concern
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Figure 5: Access control structure-based ABE in [7, 8].

in all multiuser systems. Taking both privacy and safety for
patients into account, fine-grained access control policies
must be enforced among different users based on their legiti-
macy and roles. External attackers should be prevented from
accessing the patient-related data. Patients access privileges
on device operation should be least since they are unpro-
fessional. For medical personnel including patients, primary
doctors, nurses, interns, and pharmacist, their privileges
should also be differentiated, since differences in professional
level may lead to inaccurate medical commands.

ABE-Based Scheme. As a one-to-many encryption method,
ABE is an effective primitive to achieve fine-grained access
control, where the ciphertext is meant to be readable only
by a group of users that satisfy a certain access policy (AP).
Its expressiveness on the AP makes it a good candidate for
fine-grained data access control in WBAN [20]. The authors
in [7] utilized CP-ABE (ciphertext-policy attribute-based
encryption) for controlling the external access to patient-
related data. In the proposed solution, an access tree is created
based on different roles (nonleaf nodes of the tree) of the
external users, as shown in Figure 5. Moreover, the patient-
related data is divided into different attribute sets (leaf nodes
of the tree) to the external users based on their relation to
the patient.The external users have to provide corresponding
attributes to acquire the secret key and thereafter he can use
the secret key to decrypt the ciphertext. The research in [8]
made a proper tradeoff between security and elasticity for
WBAN user access control. In the proposed solution, user
identity is assumed to be composed of 𝑛 attributes, as shown
in Figure 5, too. Besides, the authors enforce a lower bound
on the number of common attributes between a users identity
and the access rights specified for the sensitive data. Then if
the user has at least 𝑑 out of 𝑛 attributes possessed by the data,
he will have authority to obtain the data from the WBAN.
This solution allows external legitimate medical personnel to
access critical information stored in a WBAN even if they do
not have enough credentials, thus ensuring that the patient
can get timely treatment in emergent situations where the
patient cannot reach his primary doctor.

For Security and Efficiency. Both solutions in [7, 8] can
tolerate collusion attack; that is, any set of colluding users
will not be able to derive any key belonging to other users.
Meanwhile, nonreputation is also achieved based on digital
signature. However, the security of both of them is based on
Bilinear Diffie-Hellman (BDH) problems. Since the bilinear
paring operation on elliptic curve is complicated and energy-
intensive, it may not be so suitable for resource-constrained
WBAN.

5.2. An End-to-End Security Protocol for WBAN-Based
Healthcare System. To minimize the user involvement, the
research in [21] intended to establish an end-to-end commu-
nication channel between WBAN nodes and the back-end
medical cloud.The solution is designed based on JS algorithm
we described previously; thus it works as follows.The sending
sensors first extract features set from physiological signals,
which are used to construct the vault for locking the session
key. Since medical cloud here is not privy to the physio-
logical signals like sensors, the scheme uses a generative
model of the physiological signals at the cloud for vault
reconstructing.Thegenerativemodel output synthetic signals
that are diagnostically equivalent to the original physiological
signals can be used to generate features that are common
enoughwith the sender for opening the vault.Therefore, after
receiving the vault from sensors, the cloud tries to open itwith
physiological features from synthesized physiological time-
series obtained using the generative model, decrypt it, and
acquire the session key; thus the key establishment is fulfilled.

Despite the transparency and usability for session key
distribution, the solutions security relies on the computa-
tional complexity of the vault, which may not be suitable
for resource-constraint sensor nodes, although it is quite
lightweight for medical cloud with massive computation
capability.

6. Conclusions and Future Work

The popularity of wearable devices is leading a revolution
in traditional medical models. WBAN can not only free
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people from traditional hospitals and clinics but also reduce
the burden of disease management for those with chronic
diseases such as diabetes and hypertension especially. In this
article, we mainly focus on the security issues in WBAN,
solutions for securing internal communication, and securing
communication between WBAN and external users which
are surveyed and analyzed. For internal communication
security, channel characteristic-based scheme seems to be
a better solution. Meanwhile, being extensible, collusion-
resistant, and fine-grained, ABE-based scheme is very suit-
able for ensuring user security. Future solutions need to
make a tradeoff among security, efficiency, flexibility, and
usability.

As a future trend, medical sensors tend be smaller and
smarter with the development of microsensor technology,
embedded technology, and low-power wireless communi-
cation technology. For nanoscale or implanted nodes, the
resource-constraint issues may be tougher. Moreover, we
envision such a situation that people can wear sensors like
clothes and buy sensors from stores or using 3D printing;
this may require higher compatibility and flexibility when
designing security protocols for them. Consequently, there
still remains many challenges towards achieving a safe,
unobtrusive, and user-friendly WBAN system. This article
could provide a reference for researchers aiming at a secure
WBAN, promoting WBAN medical application for being
widely used in people’s daily life.
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With the proliferation of smartphones and the usage of the smartphone apps, privacy preservation has become an important issue.
The existing privacy preservation approaches for smartphones usually have less efficiency due to the absent consideration of the
active defense policies and temporal correlations between contexts related to users. In this paper, through modeling the temporal
correlations among contexts, we formalize the privacy preservation problem to an optimization problem and prove its correctness
and the optimality through theoretical analysis. To further speed up the running time, we transform the original optimization
problem to an approximate optimal problem, a linear programming problem. By resolving the linear programming problem, an
efficient context-aware privacy preserving algorithm (CAPP) is designed, which adopts active defense policy and decides how
to release the current context of a user to maximize the level of quality of service (QoS) of context-aware apps with privacy
preservation. The conducted extensive simulations on real dataset demonstrate the improved performance of CAPP over other
traditional approaches.

1. Introduction

Nowadays, smartphones have been greatly proliferated and
smartphone applications (apps) have been widely developed.
Specifically, context-aware apps greatly facilitate people as
context-aware personalized services related to people’ con-
texts have been provided. In fact, a variety of sensors (e.g.,
GPS, microphone, accelerometers, magnetometer, light, and
proximity) embedded in smartphones have the capability to
measure the surroundings and the status related to the smart-
phone owner and then provide related data to context-aware
apps.These sensory data can be exploited to infer the context
or the status about a user. For example, the location informa-
tion of a user can be reported by GPS data, the transportation
state (e.g., walking, running, or standing) can be evaluated by
the accelerometers, and the voice and scene can be recorded
by microphone and camera, respectively. Furthermore, the

inferred context can be further analyzed by context-aware
apps for providing context-aware personalized services.
There exist a variety of context-aware apps, of which GeoRe-
minder can notify a user when she/he enters particular loca-
tions, HealthMonitor can record the amount of exercise of a
user in each day, and PhoneWise can smartlymute the phone.

While people’s experience and convenience are enhanced
by context-aware apps, they raise serious privacy issues [1–
3]. Specifically, those untrusted context-aware apps may infer
the sensitive context related information about a user and
then disclose it to a third party for commercial or malicious
intent, thus disclosing user’s privacy [4]. In fact, due to the
convenient services and functionalities provided by context-
aware apps, most users would not refuse to allow these apps
to access these related sensory data. Therefore, an increasing
demand arises for reducing the risk of context-privacy disclo-
sure while providing the context related services.
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However, context-privacy preservation for smartphones
is not an easy task because there exist high temporal corre-
lations among human contexts and behaviors in daily life,
and these temporal correlations can be used by adversaries
to infer the hidden sensitive information. In fact, temporal
correlations among human contexts can be modeled well
with a Markov chain [5, 6]. By using the knowledge of
the temporal correlations between contexts and the current
context that a user dwells in, the probability that the user
being in any context in the past or in future can be inferred.
Thus, the naive approach, in which all the sensitive contexts
are simply hidden or suppressed while leaving the others
released, would fail to protect user sensitive context due to the
absent consideration of the temporal correlations between
user contexts.

To cope with the temporal correlations between contexts,
Götz et al. [7] proposed MaskIt, in which not only sensi-
tive contexts but also some nonsensitive contexts may be
suppressed to decrease the temporal correlations between
contexts. Evidently, sincemore contexts are hidden inMaskIt,
the level of quality of services (QoS) provided by context-
aware smartphone apps degrades. In fact, the hiding-sensitive
policy adopts passive defense, which unavoidably discloses
some knowledge to adversaries. For example, an adversary
is sure that the released contexts are always real no matter
whether the hiding ones are sensitive or not. Recently, a
few active defense policies are proposed [8–10]. FakeMask,
proposed in [8], first introduces a deception policy with
the consideration of decreasing the temporal correlations
between contexts. In FakeMask, the released contexts may be
not real but still have somemeaning (i.e., from the history, the
user may have a probability being in that context at that time)
to confuse the adversaries. With such a deception policy,
the released number of real contexts increases greatly and
then leads to a better service quality for users. However, in
FakeMask, the brute-force search for the optimal solution
consumes huge computation resources, thus restricting its
applications on smartphones. Therefore, it is necessary and
important to propose an efficient lightweight privacy preser-
vation approach with the temporal correlations between user
contexts taken into consideration.

In this paper, we first model the temporal correlations
between user contexts with a heterogeneous Markov model
and then formalize the context-privacy problem for smart-
phones to an optimization problem followed with correct-
ness proof. Then, in order to speed up the running time,
we further transform the original optimization problem to
a near optimal problem, a linear programming problem.
Moreover, by resolving the linear programming problem,
we design an efficient context-aware privacy preserving
algorithm (CAPP), which adopts active defense policy, and
can decide how to release the current context of a user to
maximize the level of quality of service (QoS) of context-
aware apps with privacy preservation. Finally, we conduct
extensive simulations to evaluate the algorithm performance,
and the simulation results demonstrate the effectiveness and
efficiency of the proposed algorithm. In summary, the main
contributions of this paper are threefold. First, we formal-
ize the context-privacy problem with the consideration of

existence of temporal correlations between user contexts to
an efficient optimization problem and prove its correctness
and the optimality. Second, to speed up the running time
further, we transform the original optimization problem
to an approximate optimal problem, a linear programming
problem. By resolving the linear programming problem, an
efficient context-aware privacy preserving algorithm (CAPP)
is designed, which adopts active defense policy and decides
how to release the current context of the user tomaximize the
level of quality of service (QoS) of context-aware apps with
privacy preservation. Finally, we conduct extensive evalua-
tions on real smartphone context traces to demonstrate the
effectiveness and efficiency of the proposed CAPP compared
with the traditional approaches.

The rest of the paper is organized as follows. Section 2
introduces the related works. Section 3 presents the models
and preliminaries, followed by the problem formulation and
the proposed privacy preserving algorithm in Section 4.
Section 5 illustrates the performance evaluation. Finally,
Section 6 concludes the paper.

2. Related Works

With the rapidly growing popularity of smartphones as well
as popularmobile social applications, various kinds ofmobile
smartphone apps are developed to provide context-aware
services for users. Meanwhile, individual privacy issues on
smartphones are increasingly receiving attentions due to the
risk of disclosure of user’s privacy sensitive information.
Various approaches have been proposed to protect users’
sensitive information in location-based services (LBSs) and
participatory sensing applications [11]. In fact, most previous
privacy protection techniques focus on the static scenarios
[12–19], in which the instant sensitive location information
is protected without consideration of temporal correlations
among locations.

The hiding or deception policies are first used in location
privacy preserving approaches in [14, 16], in which the
current location information of a person may be hidden or a
fake location is released to replace the real one if the current
location information is sensitive and should not be accessed
by untrusted apps. Among the techniques, spatial cloaking
and anonymization are widely adopted [20–22], in which
the identity of a user who issues a query specifying his/her
location is hidden by replacing that user’s exact location with
a broader region containing at least 𝑘 users. However, these
techniques do not protect privacy against adversaries who
have the knowledge of the temporal correlations between
contexts. Moreover, the anonymity-based approaches do not
readily imply privacy sometimes. For example, if all the 𝑘
users are in the same sensitive region, an adversary would
know the fact.

There have been several popular works of privacy pro-
tection against adversaries who are aware of the temporal
correlations between contexts [7–9, 23, 24]. The work in [23]
considers that an adversary can adopt a linear interpolation
to infer the supposedly hidden locations from prior-released
locations of a user, in which some zones containing multiple
sensitive locations are created in order to increase uncertainty
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that the user dwells at one of the sensitive locations. Due
to the suppression of sensitive locations and the uncertainty
of zones, this approach greatly reduces privacy disclosure
compared with the simple hiding-sensitive policy.

MaskIt [7] is the first approach to preserve privacy
against the adversaries who know the temporal correlations
between the contexts of user. In MaskIt, a user’s contexts
and their temporal correlations are modeled with a time-
heterogeneous Markov chain, which can be also observed
by an adversary. By hiding most sensitive contexts and
partial nonsensitive ones, MaskIt can increase the difficulty
of inferring the hidden sensitive context by adversaries and
thus could achieve a better privacy and utility tradeoff. As
aforementioned, the number of suppressed contexts is much
greater than that in the simple hiding-sensitive approach,
leading to a degraded utility and functionality.

The work in [24] considers the interaction between a
user and an adversary as well as the temporal correlations
between contexts. Unlike MaskIt, in [24], a user controls
the granularity of the released contexts, and an adversary
has limited capability which means the adversary can only
obtain a subset of the user’s contexts as the goal of attacking
and then actively adjusts his/her future strategies based
on the attacking results. In this approach, the interactive
competition between the user and the adversary is formalized
as a stochastic game, and its Nash Equilibrium point is then
obtained. Since the released contexts are some granularity
of the truth, the adversary can only gain partial contexts,
thus decreasing the privacy disclosure to some degree. On
the other hand, since the deception policy is not applied,
the obtained contexts by the adversary are still approximately
consistent with the truth, which also could be used by the
adversary to infer the real sensitive contexts.

A number of privacy preservation techniques have been
proposed by using access control techniques [25–27], in
which the smartphone resources are controlled by the user-
defined access control policies. BlurSense, presented in [25],
is an efficient tool that implements a context-aware reference
monitor to control all the access on the resources. By using
BlurSense, a smartphone user is provided with an interface
to define flexible access control policies for all the embedded
sensors, which are monitored and controlled by reference
monitors for achieving a fine-grained access control.

Besides the aforementioned mechanisms, a variety of
privacy preservation schemes have been introduced in other
application scenarios like data collection [11, 28, 29], medical
care [30], influence maximization [31, 32], collaborative
decision-making [33], and others [18, 34–36].

To the best of our knowledge, our approach is the first
work to provide an efficient optimal approach in which the
deception policy is introduced with privacy preservation on
smartphones while considering the temporal correlations
between user contexts. In the proposed approach, a Markov
chain is used to model the contexts of a user and the
temporal correlations between user contexts. Then, with the
Markovmodel, the context-privacy problem for smartphones
is formalized to an optimization problem and its correctness
and the optimality are proved. To further speed up the
computation, a linear programming problem is obtained to
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Figure 1: A mobile phone context sensing system [7, 8].

look for an efficient feasible solution. By resolving the linear
programming problem, a near optimal context-aware privacy
preserving algorithm (CAPP) is proposed, which is designed
to accelerate the computation through local optimization at
any time with user-defined privacy preservation.

3. Models and Preliminaries

3.1. Models and Assumptions

3.1.1. SystemModel. We illustrate a smartphone context sens-
ing system in Figure 1, where the privacy preserving system
protects a user’s privacy context from those untrusted smart-
phone apps. In Figure 1, the raw sensory data are first collected
by smartphone sensors and filtered by the privacy preserving
system, which in turn transmits the processed sensory data
to those untrusted context-aware apps. Thus, the privacy
preserving system served as a middleware in the system, and
then the untrusted context-aware apps could not access the
raw sensory data and could only obtain the released sensory
data from the privacy preserving system. In the process of
handling the sensory data, the privacy preserving system
infers the related context from the collected sensory data
by using the model about the temporal correlations between
user context and then releases the filtered sensory data with
privacy preservation. Based on the released sensory data from
the privacy preserving system, the context about the user
could be reasoned and the context-aware services are accord-
ingly provided to the user by the context-aware apps with the
capability of obeying the user’s privacy protection policy.

User’s context can be inferred from sensory data. That is,
at any time the privacy preserving system can obtain user’s
context according to the collected sensory data. So, in the
following we use context to represent the related sensory
data for ease of illustration. In this paper, we adopt periodic
discrete time as in [7, 8, 24]. At any discrete time period 𝑡,
a user’s context 𝑐𝑡 can be inferred and then handled by the
privacy preserving system, and then the result context 𝑜𝑡 is
released to the context-aware apps with privacy preservation.
To preserve user’s privacy, the output 𝑜𝑡 from the privacy
preserving system falls in two different forms, real or fake.
The real (𝑜𝑡 = 𝑐𝑡) means the raw sensory data related to
the real context 𝑐𝑡 is released to the context-aware apps. On
the contrary, a fake context means the context 𝑜𝑡 inferred
from the released sensory data is not the original context 𝑐𝑡 at
time 𝑡. Based on the user’s predefined privacy parameter, the
privacy preserving systemmakes a decision to release the real
sensory data or a fake one with the goal that the expectation
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of the released real contexts is maximized while guaranteeing
the privacy preservation.

Unlike the “release or suppress” paradigm in [7], the
privacy preserving system in this paper introduces the
“release or deceive” paradigm in [8] to increase the number
of releasing real contexts while guaranteeing user’s privacy.
Compared with the traditional schemes, such as MaskIt [7]
and FakeMask [8], our novel approach is optimal under the
above system model through theoretical analysis and could
substantially improve the number of released real contexts
while preserving privacy.

3.1.2. Context Model and Markov Chain. As aforementioned,
the periodic discrete time is adopted, so we try to model a
user’s contexts over a period of discrete time (e.g., a day, a
week). All the possible contexts of a user in a period of time
are represented by a finite set 𝐶 = {𝑐1, . . . , 𝑐𝑁}, in which
𝑁 represents the number of discrete times in one period of
time. As in [7, 24], we adopt a time-heterogenous Markov
chain to capture the temporal correlations between contexts
of a user. A time-heterogenous Markov process is denoted by
𝑍 = {𝑍1, 𝑍2, . . .}, in which 𝑍𝑡 represents the context of the
user at discrete time 𝑡. Due to the cyclic nature of time, we
infer that 𝑍𝑁+𝑚 = Z𝑚 for any integer 𝑚. The independence
property of the time-heterogenousMarkov process states that

𝑃 {𝑍𝑡+1 = 𝑗 | 𝑍1, . . . , 𝑍𝑡 = 𝑖}
= 𝑃 {𝑍𝑡+1 = 𝑗 | 𝑍𝑡 = 𝑖} ,

(1)

where 𝑃{𝑍𝑡+1 = 𝑗 | 𝑍𝑡 = 𝑖} is the probability that the process
enters state 𝑗 at time 𝑡 + 1 with the condition that the process
was in state 𝑖 at time 𝑡, also denoted by 𝑃𝑡𝑖,𝑗.
3.1.3. Adversary Model. To make our approach more robust,
we assume adversaries could obtain the knowledge of the
Markov chain, in which the temporal correlations between
the contexts of a user through observing the output sequence
of the sensory data are modeled. By using the Markov chain
𝑍 and the distribution of the initial contexts of a user, an
adversary could conclude the prior belief about the user being
in any context 𝑐 at time 𝑡, denoted by probability 𝑃{𝑍𝑡 =𝑐}. Furthermore, through the observation of the previously
released contexts of the user, the adversary can apply the
Bayesian reasoning to obtain their posterior belief about the
user being in a context. That is, the posterior belief, denoted
by𝑃{𝑍𝑡 = 𝑐 | �⃗�}, can be inferred by conditioning the observed
output sequence �⃗� from the privacy preserving system. The
goal of an adversary is to increase the posterior belief about
the user being in a sensitive context and try to break the
user’s privacy protection policy. Note that the posterior belief
is usually greater than the corresponding prior belief due to
the fact that more knowledge about the posterior belief is
obtained.

3.2. Preliminaries about Context Reasoning

3.2.1. Hidden Markov Chain. Let 𝑍 = {𝑍1, 𝑍2, . . .} be a
Markov chain with transition probabilities 𝑃𝑡𝑖,𝑗, where 𝑃𝑡𝑖,𝑗 is

the probability that the process enters context 𝑗 at time 𝑡 + 1
with the condition that the process was in context 𝑖 at time 𝑡.
Suppose that a novel context is emitted each time theMarkov
chain enters a context, and there exists a finite set of emitted
contexts. Specifically, if the Markov chain enters context 𝑖 at
time 𝑡, then, independently of previous contexts and emitted
contexts, the present context emitted is 𝑜 with probability
𝑝(𝑜 | 𝑖, 𝑡) with ∑𝑜 𝑝(𝑜 | 𝑖, 𝑡) = 1, where 𝑜 is the emitted
context observed by adversaries. Thus, the output contexts
also construct a process {𝑂1, 𝑂2, . . .}, where𝑂𝑡 represents the
emitted context variable at time 𝑡. Formally, we have 𝑝(𝑜 |
𝑖, 𝑡) = 𝑃{𝑂𝑡 = 𝑜 | 𝑍𝑡 = 𝑖}. Since the inside process 𝑍 is
hidden from the observers and can only be reasoned through
the emitted context, the process 𝑍 is called a hidden Markov
chain.

3.2.2. Reasoning on Hidden Markov Chain. Consider a hid-
den Markov chain 𝑍, with each random variable 𝑍𝑡 taking a
value in the set of contexts𝐶 at time 𝑡. As aforementioned, the
hidden Markov chain can model the temporal correlations
between contexts of a user and can also be obtained by
adversaries through the output contexts. In the following,
we illustrate how the adversaries infer the hidden context
from the output context sequence. Note that the actual
released contents are sensory data, which can be inferred by
adversaries to obtain the related context. Supposing that an
adversary knows the hidden Markov chain 𝑍 and the initial
probability 𝑃0𝑗 , where 𝑃0𝑗 is the probability that the user is in
context 𝑗 at the beginning time, the adversary could apply
the Bayesian reasoning to obtain the prior belief that the user
enters any context at any time.

Proposition 1. The prior belief of an adversary (who knows a
user’s hidden Markov chain 𝑍 and the initial probability 𝑃0𝑗 )
about the user being in context 𝑘 at time 𝑡 is equal to

𝑃 {𝑍𝑡 = 𝑖} = ∑
𝑖0

⋅ ⋅ ⋅∑
𝑖𝑡−1

𝑃0𝑖0 ⋅ 𝑃1𝑖0,𝑖1 ⋅ ⋅ ⋅ 𝑃𝑡𝑖𝑡−1,𝑖𝑡 , (2)

where 𝑖0, 𝑖1, . . . , 𝑖𝑡 ∈ 𝐶, with 𝑖0 = 𝑗 being the beginning context
and 𝑖𝑡 = 𝑘 being the context at time 𝑡.

It is worth mentioning that, whatever policies are applied
and whatever the output context is, if an adversary guesses
that the user is in a sensitive context 𝑠 ∈ 𝐶 at time 𝑡, the
probability that the guess result is true is at least 𝑃{𝑍𝑡 =𝑠} because this probability can be computed by using (2).
Moreover, since more information (i.e., the inferred context
from the released sensory data) can be observed by an
adversary, the guess probability can be larger than the prior
belief. That is, an adversary could infer the present context
with the knowledge of the prior-released context sequence
and the related Markov model.

For a hidden Markov chain 𝑍, each context has a dis-
tribution over possible outputs at any time. The output
context at time 𝑡 is a random variable 𝑂𝑡. We define the
emission matrix 𝐵 whose element is equal to

𝑏𝑡𝑐,𝑐 = 𝑃{𝑂𝑡 = 𝑐 | 𝑍𝑡 = 𝑐} , (3)
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where 𝑏𝑡𝑐,𝑐 denotes the probability of releasing the context 𝑐
at time 𝑡 with the condition that the context is 𝑐 at time 𝑡.

From (3), we knows that 𝑏𝑡𝑐,𝑐 is the probability of releasing
the real context and 𝑏𝑡𝑐,𝑐 is the probability of releasing a
fake context 𝑐 where 𝑐 ̸= 𝑐. Note that if we let 𝑐 = 𝜙
denote nothing is released and there is no fake output, the
above policy is justMaskIt in [7]. Furthermore, in our general
policy, since the output context 𝑐 may belong to possible
contexts 𝐶, it could confuse the adversaries and then allows
the privacy preserving system to release more real contexts
with the same user predefined privacy.

For a user, the context that the user dwells at any time
is hidden from the adversaries. Suppose at time 𝑡 that the
hidden context takes a value from𝑍𝑡 and the emitted context
takes a value from 𝑂𝑡. The adversaries could only infer
the hidden context of a user based on the observation of
the emitted contexts. Furthermore, the emitted context is
determined according to the emission probability. For a given
output sequence �⃗� = 𝑜1, . . . released context from the privacy
preserving system, an adversary could obtain the conditional
probability (posterior probability) that at time 𝑡 the hidden
context was 𝑐 by

𝑃 {𝑍𝑡 = 𝑐 | �⃗�}

= 𝑃 {𝑍𝑡 = 𝑐, 𝑜1, . . . , 𝑜𝑡−1} ⋅ 𝑃 {𝑜𝑡, . . . , 𝑜𝑇 | 𝑍𝑡 = 𝑐}
𝑃 {�⃗�} .

(4)

For the detailed process of the above conditional probability,
please refer to [7].

4. Problem Formulation and Our Approach

4.1. Problem Formulation. We adopt the definition of privacy
in [7], in which a user declares a subset of contexts 𝑆 ⊂
𝐶 as private sensitive contexts and also claims a privacy
preservation parameter 𝛿 with 𝛿 ∈ [0, 1]. Informally, we
declare that a released context sequence �⃗� preserves privacy
if the adversary cannot learn much about the user being in a
sensitive context from the released context sequence �⃗�. That
is, for all sensitive contexts and all times, the posterior belief
about the user being in a sensitive context cannot be larger
than the prior belief plus a predefined privacy parameter 𝛿.
Formally, we have the following 𝛿-privacy definition.
Definition 2 (see [7]). We claim that a system preserves 𝛿-
privacy against an adversary if, for all possible outputs �⃗�,
all times 𝑡, and all sensitive contexts 𝑠 ∈ 𝑆, the following
inequation holds:

𝑃 {𝑍𝑡 = 𝑠 | �⃗�} − 𝑃 {𝑍𝑡 = 𝑠} ≤ 𝛿. (5)

Note that the 𝛿-privacy definition guarantees that an
adversary cannot learn too much about the user being in a
sensitive context even though the adversary has an access
to the output sequence of the system and also knows the
Markov chain of the temporal correlations between the user’s
contexts.

The goal of a privacy preserving system is to release as
many real contexts as possible, while satisfying the 𝛿-privacy

constraint. Specifically, a privacy preserving system tries to
obtain an emission matrix 𝐵, which preserves user’s privacy
(i.e., (5) holds), and maximizes the utility of the system.
Formally, the utility of a privacy preserving system is defined
as follows.

Definition 3. We say that the utility of a system is the
expectation of the number of the released real contexts; that
is,

𝑢 (A) = ∑
�⃗�

𝑃 {�⃗�} ⋅ {𝑖 | 𝑜𝑖 = 𝑐𝑖}


= ∑
𝑡∈[𝑇],𝑐∈𝐶

𝑃 {𝑍𝑡 = 𝑐} ⋅ 𝑏𝑡𝑐,𝑐,
(6)

where 𝑏𝑡𝑐,𝑐 is the probability of releasing the real context 𝑐 at
time 𝑡, 𝑃{𝑍𝑡 = 𝑐} is the prior belief that the user is in context
𝑐 at time 𝑡, and [𝑇] is the set of all possible discrete times in a
period of time.

Therefore, the objective of a privacy preserving system is
obtaining an emission matrix 𝐵, which tries to maximize the
utility with the privacy preservation.

Götz et al. [7] proposed a method, in which all possible
emission probabilities are brute-force-searched to find one
that maximizes the utility while preserving 𝛿-privacy. More-
over, in the process of trying each emission matrix in [7], the
posterior belief has to be computed. However, the attempts
on all possible emission probabilities on all possible output
context sequences to resolve the solution would consume
huge computation resources, thus leading to less feasible
resource-constrained smartphones and even PCs.

To cope with the issue of the huge computation con-
sumption in the above approach, in this section, we design
an efficient privacy preserving approach, in which the emis-
sion matrix can be obtained in an efficient way. We first
present some propositions to illustrate our privacy preserving
approach and then describe our privacy preserving algo-
rithm.

To make the privacy preservation problem easier, we first
assume that there exist no temporal correlations between
user contexts. Under this assumption, to preserve 𝛿-privacy,
the system should only guarantee that, at any time for any
sensitive context, its posterior belief under any possible
observation is not larger than 𝛿 plus its prior belief.
Proposition 4. Under the assumption that there exist no
temporal correlations between the adjacent contexts, a system
A preserves 𝛿-privacy against an adversary if, for any possible
released context 𝑜 ∈ 𝐶 and for any possible sensitive context
𝑠 ∈ 𝑆 at any time 𝑡, the following inequation holds:

𝑏𝑡𝑠,𝑜 ⋅ 𝑃𝑡𝑠
∑𝑐∈𝐶 𝑏𝑡𝑐,𝑜 ⋅ 𝑃𝑡𝑐

≤ 𝛿 + 𝑃𝑡𝑠 , (7)

where 𝑏𝑡𝑠,𝑜 is the emission probability of releasing context 𝑜 at
time 𝑡 under the condition that the real context is 𝑠 at time 𝑡 and
𝑃𝑡𝑠 and 𝑃𝑡𝑐 are the prior beliefs that the context is, respectively, 𝑠
and 𝑐 at time 𝑡 with 𝑃𝑡𝑠 > 0 and 𝑃𝑡𝑐 > 0.
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The above proposition is evident since it needs no con-
sideration of the temporal correlations between the adjacent
contexts. Moreover, there always exists a feasible solution to
(7). Specifically, whatever the current context is at any time
𝑡, a system preserves 𝛿-privacy if the emission probability
of releasing a context 𝑐 equals its prior belief 𝑃𝑡𝑐 . Formally,
if, for any context 𝑐, 𝑐 ∈ 𝐶, we let the emission probability
𝑏𝑡𝑐,𝑐 = 𝑃𝑡𝑐 , the following inequation holds:

𝑏𝑡𝑠,𝑜 ⋅ 𝑃𝑡𝑠
∑𝑐∈𝐶 𝑏𝑡𝑐,𝑜 ⋅ 𝑃𝑡𝑐

= 𝑃𝑡𝑜 ⋅ 𝑃𝑡𝑠
∑𝑐∈𝐶 𝑃𝑡𝑜 ⋅ 𝑃𝑡𝑐

= 𝑃𝑡𝑠 . (8)

However, by knowing the posterior belief of a context
𝑐 at time 𝑡 (denoted by 𝑄𝑡𝑐,𝑜) and also knowing the context
transition probability of entering a sensitive context 𝑠 at the
next time 𝑡+1 (denoted by𝑃𝑡𝑐,𝑠), an adversary could obtain the
posterior belief of a user being in sensitive context 𝑠 at time
𝑡+1with probability𝑄𝑡𝑐,𝑜𝑃𝑡𝑐,𝑠. In fact, if𝑄𝑡𝑐,𝑜𝑃𝑡𝑐,𝑠 > 𝑃𝑡+1𝑠 +𝛿, the
𝛿-privacy will be broken. Therefore, in order to preserve 𝛿-
privacy, for any output context 𝑜 at time 𝑡 and for any possible
sensitive context 𝑠 at time 𝑡 + 1, the following inequation
should hold:

∑
𝑐∈𝐶

𝑄𝑡𝑐,𝑜 ⋅ 𝑃𝑡𝑐,𝑠 ≤ 𝑃𝑡+1𝑠 + 𝛿. (9)

Motivated by the above analysis, to preserve 𝛿-privacy in
the existence of temporal correlations between user contexts,
the 𝛿-privacy preserving problem is formulated as follows.

Proposition 5. Under the existence of temporal correlations
between the contexts, a system preserves 𝛿-privacy if the
emission probability is resolved from the following optimization
problem:

max ∑
𝑐∈𝐶,𝑡∈𝑇

𝑏𝑡𝑐,𝑐 ⋅ 𝑃𝑡𝑐

s.t. (1) 𝑄𝑡𝑠,𝑜 ≤ 𝛿 + 𝑃𝑡𝑠 ,
∀𝑠 ∈ 𝑆, 𝑜 ∈ 𝐶, 𝑡 ∈ 𝑇

(2) ∑
𝑐∈𝐶

𝑄𝑡𝑐,𝑜 ⋅ 𝑃𝑡𝑐,𝑠 ≤ 𝑃𝑡+1𝑠 + 𝛿,

∀𝑠 ∈ 𝑆, 𝑜 ∈ 𝐶, 𝑡 ∈ 𝑇
(3) ∑
𝑐∈𝐶

𝑄𝑡𝑐,𝑜 ⋅ �̂�𝑡−1𝑠,𝑐 ≤ 𝑃𝑡−1𝑠 + 𝛿,

∀𝑠 ∈ 𝑆, 𝑜 ∈ 𝐶, 𝑡 ∈ 𝑇
(4) 𝑏𝑡𝑐,𝑐 ∈ [0, 1] ,

∀𝑐, 𝑐 ∈ 𝐶, 𝑡 ∈ 𝑇,

(10)

where 𝑏𝑡𝑐,𝑐 is the emission probability of releasing context 𝑐 at
time 𝑡 under the condition that the user is in context 𝑐 at time
𝑡, 𝑃𝑡𝑐 is the prior belief of a user being in context 𝑐 at time 𝑡,𝑄𝑡𝑐,𝑜
is the posterior belief that a user is in context 𝑐 on the output
context 𝑜 at time 𝑡, �̂�𝑡−1𝑠,𝑐 = 𝑃𝑡−1𝑠,𝑐 /∑𝑐∈𝐶 𝑃𝑡−1𝑠,𝑐 is the normalized

probability of𝑃𝑡−1𝑠,𝑐 ,𝑃𝑡𝑐,𝑠 is the transition probability from context
𝑐 at time 𝑡 to context 𝑠 at time 𝑡 + 1, and 𝑃𝑡+1𝑠 and 𝑃𝑡−1𝑠 are the
prior probabilities of a user being in context 𝑠 at time 𝑡 + 1 and
time 𝑡 − 1, respectively.
Proof. As mentioned in Proposition 4, under the assumption
that there exist no temporal correlations between contexts,
the solution to Constraint (1) in (10) preserves 𝛿-privacy at
time 𝑡. On the contrary, due to the existence of temporal
correlations between contexts, the above solution may break
𝛿-privacy at time 𝑡 − 1 or 𝑡 + 1. In fact, Constraint (2) in (10)
guarantees that the posterior belief of a user being in sensitive
context 𝑠 at time 𝑡 + 1, caused by any released context at
time 𝑡, will be not larger than its prior belief plus 𝛿. Similarly,
Constraint (3) in (10) guarantees that the posterior belief of a
user being in sensitive context 𝑠 at time 𝑡 − 1, only caused by
any released context at time 𝑡, will be not larger than its prior
belief plus 𝛿.

Therefore, for any time 𝑡 the solution (i.e., the emission
probability at time 𝑡) to (10) satisfies the statement that an
adversary, based on all possible output contexts at time 𝑡,
cannot infer that the user is in a sensitive context at times 𝑡−1,
𝑡, and 𝑡 + 1 with a probability larger than its prior belief plus
𝛿. In other words, an adversary cannot infer that the user is
in a sensitive context at time 𝑡 with a probability larger than
its prior belief plus 𝛿 under all the possible released context at
time 𝑡, 𝑡 − 1, and 𝑡 + 1. Thus, based on the transitivity, under
the observation of any possible released context sequence, the
above solution preserves 𝛿-privacy.

We have to mention that the condition in the posterior
probability in (10) is the context at time 𝑡 while, in the
definition of the 𝛿-privacy, the condition is the context
sequence �⃗�. Thus, the computing of (10) is much more
efficient than that from the definition of the 𝛿-privacy if a
brute-force search is used. Furthermore, the above solution
to (10) is also optimal. The proof is evident, because any
possible solution must satisfy the above 4 constraints which
are the necessary and sufficient conditions. However, (10)
is not a linear programming problem due to the fact there
exist multiple multiplications on different variables. In order
to speed up the running time, we then propose an efficient
approach which formulates the above optimization problem
to a near optimal problem.

Theorem 6. Under the existence of temporal correlations
between user contexts, a system preserves 𝛿-privacy if the
emission probability at any time 𝑡 is resolved from the following
linear programming problem:

max ∑
𝑐∈𝐶

𝑏𝑡𝑐,𝑐 ⋅ 𝑃𝑡𝑐

s.t. (1) 𝑄𝑡𝑠,𝑜 ≤ 𝛿 + 𝑃𝑡𝑠 ,
∀𝑠 ∈ 𝑆, 𝑜 ∈ 𝐶,

(2) ∑
𝑐∈𝐶

𝑄𝑡𝑐,𝑜 ⋅ 𝑃𝑡𝑐,𝑠 ≤ 𝑃𝑡+1𝑠 + 𝛿,

∀𝑠 ∈ 𝑆, 𝑜 ∈ 𝐶,
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Input:Markov chain 𝑀, sensitive contexts 𝑆, privacy threshold 𝛿
Output: Emission probabilities 𝐵 = (𝑏𝑡𝑖,𝑗) with 𝑖, 𝑗 ∈ 𝐶, 𝑡 ∈ 𝑇
(1) for all 𝑐 ∈ 𝐶, 𝑡 ∈ 𝑇 do
(2) compute 𝑃𝑡𝑐 by Eq. (2);
(3) end for
(4) for all 𝑡 = 1, . . . , 𝑇 do
(5) construct a linear programming problem as Eq. (11);
(6) compute 𝑏𝑡

𝑐,𝑐
where 𝑐, 𝑐 ∈ 𝐶.

(7) end for

Algorithm 1: Emission probability generation.

(3) ∑
𝑐∈𝐶

𝑄𝑡𝑐,𝑜 ⋅ �̂�𝑡−1𝑠,𝑐 ≤ 𝑃𝑡−1𝑠 + 𝛿,

∀𝑠 ∈ 𝑆, 𝑜 ∈ 𝐶,
(4) 𝑏𝑡𝑐,𝑐 ∈ [0, 1] , ∀𝑐, 𝑐 ∈ 𝐶.

(11)
The proof is evident because, at any given time 𝑡,

(11) achieves local optimization solution and guarantees 𝛿-
privacy at that time through the above 4 constraints. That is,
the solution at any given time does not affect the solutions
in the future. We have to mention that (11) is not optimal
to 𝛿-privacy problem. There exist some assignments of
emission probabilities under which the result in (11) at some
given time may not be maximized but leads to the global
optimization value in (10). The reason lies in the relation
between the local optimization problem and the global one.
Detailedly, if we decrease the emission probability at some
given time, then a lower posterior probability is achieved
which means less posterior belief. Based on less posterior
belief, an adversary could infer current and future context
with less correctness. Thus, we could increase the emission
probability at next time to release more real contexts while
still guaranteeing the predefined 𝛿-privacy. Although (11) is
not optimal, it is a linear programming problem; thus we
can resolve it efficiently by using the existing methods such
as the simplex method. To make it better, the above linear
programming problem can also be resolved in advance to
reduce the computation consumption. It needs to mention
that the computing process of (11) at time 𝑡 requires the
solution results of (11) at other times prior to 𝑡 due to the fact
the posterior probability at time 𝑡 is related to the emission
probabilities at time prior to 𝑡. That is, in order to compute
the solution to (11) at time 𝑡, we should compute the optimal
solution to (11) at times prior to 𝑡 first. Thus, it requires that
the process of solution to (11) in ascending order of time 𝑡.
4.2. The Proposed Approach. According to Theorem 6,
we propose our efficient context-aware privacy preserving
approach, called CAPP. Algorithm 1 generates the emission
probabilities according to the user’s Markov model 𝑀, sen-
sitive contexts 𝑆, and privacy parameter 𝛿. Note that 𝑀 is
learned from historical observations at the training phase of
Markov chain.

Input: context 𝑐 at time 𝑡, emission probability 𝑏𝑡𝑖,𝑗 ∈ 𝐵
Output: output context 𝑜 at time 𝑡
(1) for all 𝑐 ∈ 𝐶 and 𝑏𝑡

𝑐,𝑐
> 0 do

(2) return 𝑐 with probability 𝑏𝑡
𝑐,𝑐

(3) end for

Algorithm 2: An efficient checking decision algorithm (CAPP).

Based on the generated emission probabilities, Algo-
rithm 2 decides how to release the context of a user with 𝛿-
privacy preservation.

It is worth mentioning that even if an adversary had
known the Markov model and even the related emission
probability matrices, he/she cannot infer the original context
with a large probability from the output context sequence of
CAPP.Themain reason lies in the fact that the constraint of 𝛿-
privacy guarantees that an adversary cannot learn too much
about the user being in a sensitive context.

5. Evaluation

5.1. Settings. We implement our context-aware privacy pre-
serving algorithm (called CAPP) and compare it with tra-
ditional privacy approaches, such as MaskSensitive, MaskIt
(using the hybrid check) [7], and EfficientFake [8]. MaskSen-
sitive is a naive approach, in which all sensitive contexts are
hidden or suppressed while releasing all nonsensitive ones.
All the simulations are conducted in the platform MATLAB
8.4, which runs on theWindows 8.1 operating systemwith the
hardware of Intel Core 1.80GHz CPU and 8GB memories.

In this paper, the dataset used in the simulation is from
real human traces: Reality Mining dataset, in which fine-
grained mobility data of 100 students and staff at MIT over
the 2004-2005 academic year are contained [37]. In Reality
Mining dataset, the GPS location contexts of each user
are, respectively, obtained from the cell towers in the trace
through the public cell ID database (e.g., Google location
API). We consider 91 users who have at least 1 month of
data, in which the total length is 11,091 days. The average,
minimum, and maximum trace length per user are 122 days,
30 days, and 269 days, respectively. The average, minimum,
and maximum number of distinct locations per user are 19, 7,
and 40, respectively.
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To obtain a Markov chain for each user, we train on the
first half of the user’s trace with the remaining half being
used for evaluation. Note that, during the collection of the
trace of the user, 𝛿-privacy may not be guaranteed due to
lack of the prior belief and the emission probabilities. Upon
obtaining the solution to (11), we can guarantee the 𝛿-privacy
preservation for the user.

For the simulation parameters, we choose the privacy
parameter 𝛿 = 0.1. It is worth mentioning that the larger the
privacy parameter 𝛿 is, the lower the user’s privacy protection
level is and thus the more the real sensory data is released.
There are two different ways of choosing sensitive contexts.
Unless stated, for each user, we choose uniformly at random
sensitive contexts for each user, named “random as sensitive.”
Alternatively, for each user, we choose the location with the
highest prior probability as the home of the user and choose
it as sensitive, named “home as sensitive.”

As aforementioned, the utility of a privacy preserving
approach is the expectation of the number of the released real
contexts, so we use the normalized utility as themeasurement
which is defined as the fraction of the released real contexts.
We should note that a higher utility of an approach means a
higher quality of service is provided by context-aware apps.
Similarly, we measure privacy breaches as the number of
the sensitive contexts in the user’s context sequence that
are breached divided by the length of the user’s context
sequence.Note that, from the definition, the three approaches
CAPP, EfficientFake, andMaskIt always guarantee no privacy
breaches. MaskSensitive probably cannot guarantee the 𝛿-
privacy due to the absent consideration of the existence of
temporal correlations between user contexts.

5.2. Results. First, we compare the privacy breaches of CAPP
with other approaches in the following two scenarios. In one
scenario, we choose three contexts for each user at random as
sensitive, and, in the other, we choose the home of each user
as sensitive. Note that the home of a user has the highest prior
belief, which means the user spends most of his/her time at
home compared to that at other locations.

Figures 2 and 3 report the average fractions of released
and suppressed contexts by various algorithms in the above
two scenarios, respectively. From the figures, we observe that
MaskSensitive suppresses all the sensitive contexts in both
scenarios. Although all sensitive contexts are not released in
MaskSensitive, an adversary who knows the Markov chain of
contexts can infer about 40–60% sensitive contexts from the
suppressed ones in the two scenarios. The main reason lies
in that the temporal correlation between contexts discloses
enough information to an adversary and then makes an
adversary infer a larger posterior belief which may exceed
the corresponding prior belief by the privacy parameter 𝛿.
On the contrary, the other three approaches such as CAPP,
EfficientFake, and MaskIt guarantee 𝛿-privacy through. For
CAPP, EfficientFake, and MaskIt, we can see that some
sensitive contexts as well as some nonsensitive ones are
suppressed and released. Furthermore, the average fraction
of the released real contexts by CAPP is larger than that of
MaskSensitive, MaskIt, and EfficientFake. From the figures,
we see that MaskIt sacrifices less than 20% of the utility of
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Figure 2: Privacy breach comparison (home as sensitive).
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Figure 3: Privacy breach comparison (random as sensitive).

MaskSensitive to guarantee privacy. However, both Efficient-
Fake and CAPP increase near 20% of the utility compared to
MaskSensitive while guaranteeing privacy. The main reason
is that the introduced deception policy makes an adversary
difficult to infer the posterior belief and then allows releasing
more real contexts. Although both EfficientFake and CAPP
are formalized to linear programming problems, our CAPP
performs better than EfficientFake in the aspect of average
utility in both scenarios.Themain reason is twofold.The first
is that the goal in EfficientFake is to maximize the emission
probability only while in CAPP the goal is to maximize the
utility value at a given time. The second is that solution
space on EfficientFake is greatly decreased. Specifically, in
EfficientFake, the form of the emission probability matrix is
decreased to a vector, which decreases the accuracy of the
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Figure 4: Privacy-utility tradeoff (home as sensitive).
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Figure 5: Privacy-utility tradeoff (random as sensitive).

solution greatly in EfficientFake, leading to less utility than
CAPP. On the contrary, in CAPP, the solution space is not
shrunk, and we can obtain a better optimization solution.

We then compare the utility of our CAPP with other
approaches under different privacy parameters which varies
from 0.05 to 0.3. Similar to the former experiments, we
choose different sensitive contexts in the experiments: the
sensitive context for a user is chosen to be the user’s home,
and the other is chosen at random. We expect the utility
to increase with the decrease of the privacy requirement.
As we can see from Figures 4 and 5, the utility increases
slowly as 𝛿 increases in both scenarios. Furthermore, we can
see that, at the same privacy parameter 𝛿, each approach
performs better in the second scenariowhere randomcontext

is chosen as sensitive than that in the first scenario where
home is sensitive. Since, in the first scenario in Figure 4,
the location for each person with the highest prior belief is
chosen as sensitive context, the number of sensitive contexts
is larger than that in the second scenario in Figure 5 where
a context is randomly chosen as sensitive. To guarantee the
same 𝛿-privacy, CAPP and EfficientFake should disguise
more contexts by releasing more fake contexts in the first
scenario. But, compared with other approaches, our CAPP
achieves the best due to its fine approximation to the optimal
optimization of the problem.

6. Conclusions

In this paper, we address the context-aware privacy preserv-
ing problem for smartphones. We formalize the context-
privacy preservation problem to an optimization problem
and prove the correctness and the optimality of our for-
mulation through theoretical analysis. In order to speed up
the computing further, we propose an efficient near optimal
approach in which a linear programming problem is for-
mulated. By resolving the linear programming problem, an
efficient context-aware privacy preserving algorithm (CAPP)
is proposed. Through the extensive experimental evaluations
on real mobility trace, we demonstrate that our proposed
CAPP achieves much more utility than the traditional
approaches while guaranteeing the user’s 𝛿-privacy policy.
One interesting future work is to determine an online context
releasing decision algorithm which could make quicker and
more efficient decisions only based on the present context of
the user with privacy preservation. Since this paper concerns
the privacy preservation for a single user, another future
work is to propose a privacy preservation approach with the
consideration of interactions among users since there exists
group mobility in humans.
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Secure localization has become very important in wireless sensor networks. However, the conventional secure localization
algorithms used in wireless sensor networks cannot deal with internal attacks and cannot identify malicious nodes. In this paper,
a localization based on trust valuation, which can overcome a various attack types, such as spoofing attacks and Sybil attacks,
is presented. The trust valuation is obtained via selection of the property set, which includes estimated distance, localization
performance, position information of beacon nodes, and transmission time, and discussion of the threshold in the property set. In
addition, the robustness of the proposedmodel is verified by analysis of attack intensity, localization error, and trust relationship for
three typical scenes.The experimental results have shown that the proposed model is superior to the traditional secure localization
models in terms of malicious nodes identification and performance improvement.

1. Introduction

WSNs (wireless sensor networks) are composed of a large
number of static or mobile sensors. Positioning technolo-
gies based on WSN [1] estimate the current location of
unknown nodes using the cooperation of position nodes
and localization algorithm. In the locating, the nodes whose
positions are known are called anchor nodes, while the
nodes whose positions are unknown are called unknown
nodes. The information on distance of anchor nodes and
unknownnodes can be obtained via cooperation. Afterwards,
that information and the localization algorithm are used to
determine the positions of unknown nodes.

Due to random deployment and network topology
dynamicity, the locating in the WSN is more vulnerable to
various attacks [2, 3]. On this basis, the secure localization
algorithms are widely used. Namely, they can be divided into
three categories [4]: (1) secure localization algorithms based
on robust observation; (2) secure localization algorithms
based on isolation of malicious beacon node; and (3) secure
localization algorithms based on localization verification. In
the first group, the upper-bound limitation of the nodes’

distance disables the attack node to reduce the measure
distance. In the second group, the beacon nodes are used as
checkpoints for mutual monitoring, in order to prevent the
false localization. In the third group, a predetermined deploy-
ment location combined with a set of neighbor nodes is used
to determine whether the localization process is attacked or
not. However, these algorithms have different shortcomings
[5]. The first group’s algorithms are unable to resist to the
attack, which causes the increase of themeasured distance. In
addition, the algorithms can only roughly confirm whether
the unknown node is in certain area or not. The second
group relies too much on the base station node, which might
cause the base station overload during the processing of a
large amount of node information. Namely, the base station
becomes the bottleneck of algorithm performance. The third
group’s defense capability is greatly influenced by deployment
of the nodes. In order to compensate the inadequacy of the
above algorithms and to improve their resistance to various
attacks, a secure localization model based on trust valuation
is designed.

The remainder of the paper is organized as follows.
Section 2 introduces related work. In Section 3, we detail the
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secure localization model and give the formal description.
Section 4 makes some simulation and analysis on secure
localization model based on trust valuation. Section 5 con-
cludes the paper.

2. Related Works

According to the usage of distance in the positioning, the
positioning technologies can be divided into two main
categories: distance-based (range-based) positioning tech-
nologies and distance-independent (range-free) positioning
technologies. In the distance-based positioning algorithms,
the absolute distance, or angle, between anchor node and
unknown node is required. On the other hand, in distance-
independent localization algorithms, there is no need to
obtain the exact distance between anchor and unknown
nodes. The distance-based localization algorithms usually
consist of two steps: firstly, the distance (or angle) is
measured, and, secondly, the measured distance is used to
calculate the coordinates of unknown node. The distance
measurement methods can be divided into following cat-
egories: methods based on time, methods based on sig-
nal arrival angle, and methods based on received signal
strength.

The principle of distance-independent localization is
simple and easy to implement, and it has advantages in terms
of cost and power consumption. Besides, its performance
is not affected by environmental factors. These algorithms
can be divided into four categories: APTI algorithm, DV-
Hop algorithm [6], Amorphous algorithm [7], and N-hop
algorithm.

In theWSN, the localization algorithm can be attacked in
many ways. The attacks can be divided into two categories:
internal attacks and external attacks. Four types of external
attacks are concerned: Sybil attack [8], selective forwarding
attack, wormhole attack, and node capture attack [9–11].

Due to limitation on sensor nodes, it is impossible to have
a well-integrated defense system in the traditional WSN.The
secure localization algorithms intended forWSN need to bal-
ance availability and integrity. According to that, the security
localization algorithms can be divided into three categories:
secure localization algorithms based on robust observation,
secure localization algorithms based on isolation ofmalicious
beacon node, and secure localization algorithms based on
localization verification.

The gradual application of WSN localization caused the
appearance of various attack methods [12]. Nowadays, the
main secure localization algorithm in theWSN has no ability
to deal with the internal attacks and to identify the malicious
nodes. Moreover, in the case of nodes compromising, the
secure localization cannot be achieved. Thus, the trust man-
agement, which has been widely studied in various network
environments, is considered as an effective complement to the
traditional localization.

In 1994,Marsh proposed amodel of trust and cooperation
for the first time, which has been regarded for a long time
as a scope of sociology and psychology. In addition, Marsh
introduced the concept of trust relationship formalization. In

1996, Blaze et al. proposed the concept of trustmodel in order
to solve the complex security problems in the Internet [13].

The trust management models can be roughly divided
into two categories: objective trust management models and
subjective trust management models. The objective trust
management models abstract the trust value into Boolean
value; thus, there are only two possibilities for trust value.
Due to the aforementioned, the commonly used trust man-
agement models are subjective trust management models.
The most popular subjective trust management models are
presented in the following.

(1) Pervasive Trust Management. Pervasive Trust Manage-
ment (PTM) represents a subresearch project of the UBISEC
project, which defines a dynamic trust model based on a
pervasive environment. The method of average weight is
used for trust evaluation, and the evaluation result for two
interactive entities can be expressed as

𝑅 (𝐴, 𝐵) = 𝛼, 𝛼 ∈ [0, 1] ,
∃𝑅 (𝐴, 𝐵) = 𝛼 | 𝐺 (𝛼+ → 𝑅 (𝐴, 𝐵) ≥ 𝛼)

∧ 𝐺 (𝛼− → 𝑅 (𝐴, 𝐵) < 𝛼) ,
(1)

where 𝛼 represents the trust value, 𝛼+ indicates that trust
increases when feedback is positive, and 𝛼− indicates that
trust decreases when feedback is negative.

The disadvantage of this model is that the arithmetic
mean is used to calculate the indirect trust degree. In
addition, this method processes data roughly and cannot
accurately reflect the characteristics of the fuzzy trust value.

(2) Hassan’s Model. Hassan’s model is based on vector mecha-
nism. If there are 𝑛 entities, namely, 𝑄1, 𝑄2, 𝑄3, . . . , 𝑄𝑛, then,
the relationship between entity 𝑄𝑖 and other entities can
be represented as a trust vector: ⇀𝑄𝑖 = (𝑡𝑄𝑖𝑄1 , 𝑡𝑄𝑖𝑄2 , . . . ,𝑡𝑄𝑖𝑄𝑖−1 , 𝑡𝑄𝑖𝑄𝑖+1 , 𝑡𝑄𝑖𝑄𝑛).

The disadvantage of this model is that it is not resistant to
the collusion attacks. Namely, malicious nodes can give each
other a high trust value.

(3) Sun’s Model. Sun’s model is based on entropy; namely, it
uses 𝑇 to express trust relationship, while 𝑃 represents the
probability that the agent nodes take action to the target
nodes. The calculation process of trust value used in Sun’s
model is shown as

𝑇 = {{{
1 − 𝐻 (𝑝) , 0.5 ≤ 𝑝 ≤ 1,
𝐻 (𝑝) − 1, 0 ≤ 𝑝 ≤ 0.5, (2)

where𝐻(𝑝) = −𝑝 log(𝑝)2 −(1−𝑝) log1−𝑝2 represents the entropy
function. Then, the trust value is defined by

𝑇𝐴𝐵𝐶 = 𝑅𝐴𝐵𝑇𝐵𝐶, (3)

where 𝑇𝐴𝐵𝐶 represents the trust degree of node 𝐴 to node 𝐶,𝑇𝐵𝐶 denotes direct trust value of node 𝐵 to node 𝐶, and 𝑅𝐴𝐵
denotes the recommendation trust value of node 𝐴 to node𝐵.
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The convergence rate of Sun’s model is limited by the
length of trust chain, and it is difficult to get the trust value
when the trust chain length increases.

3. Secure Localization Model Based on
Trust Valuation

3.1. Trust ValuationBasis. Theconcepts in trust valuation and
roles of nodes are listed as follows.

Definition 1. Comprehensive trust value is based on the
localization error and time consumption of the beacon nodes,
and it refers to the adoption level of the information provided
by the beacon nodes.

Definition 2. Direct trust value refers to the confidence of
unknown node in the anchor node, which is directly involved
in the localization process.

Definition 3. Indirect trust value refers to the confidence of
unknown node in the anchor node based on recommenda-
tion from other nodes.

Definition 4. Recommended trust value refers to the confi-
dence of unknown node in the recommended nodes.

Definition 5. Source node represents an unknownnode in the
localization process.

Definition 6. Target node represents an anchor node needed
for the localization.

Definition 7. Recommended nodes represent all nodes used
in the localization except source node and target node.

3.1.1. Trust Valuation Framework. In the WSN localization,
the unknown node𝑁 sends the localization request, Loc req,
and the beacon node 𝐵, which is within communication
range of node 𝑁, sends the response, Loc ack, to node 𝑁
after receiving of its request. Then, 𝑁 calculates direct trust
value 𝐷 for node 𝐵 using the valuation algorithm. Other
beacon nodes, which are within the communication range
of node 𝑁, form the recommended node set defined as 𝑅 ={𝐵1, 𝐵2, . . . , 𝐵𝑖}. In order to get indirect trust value of node 𝐵,
node 𝑁 calculates the recommended trust value of nodes in𝑅. Therefore, the indirect trust value of node 𝐵 for node𝑁 is
obtained and labeled as 𝑀. According to all mentioned, the
comprehensive trust value is defined as

𝐶 = 𝛼𝐷 + 𝛽𝑀, (4)

where 𝛼 and 𝛽 represent weight coefficients of direct and
recommended trust values, respectively, and 𝐶 represents
the comprehensive trust value. The frame diagram of trust
validation is shown in Figure 1.

3.1.2. Direct Trust. According to the multidimensional deci-
sion theory [14], the direct trust of source node for target
node consists of 𝑛 attributes that form a set of attributes 𝑆 ={𝑝1, 𝑝2, . . . , 𝑝𝑖, . . . , 𝑝𝑛} (0 ≤ 𝑝𝑖 ≤ 1).

B

B

BB

N
D1

I2

I3 I4

Figure 1: Frame diagram of trust validation.

Each attribute value has different influence on calculation
of direct trust value; thus, the weight vector is defined as 𝑉 ={V1, V2, . . . , V𝑖, . . . , V𝑛} (0 ≤ V𝑖 ≤ 1, ∑𝑛𝑖=1 V𝑖 = 1). Moreover, the
time decay function, 𝑇(𝑘), defined by (5), is used to calculate
the direct trust value:

𝑇 (𝑘) =
{{{{{{{{{{{

0 𝑘 = 0,
1 𝑘 = 1,
𝑇 (𝑘 − 1) − (12)

𝑘−1 1 ≤ 𝑘 ≤ 𝑛.
(5)

Based on the above function, the 𝑘th calculation of direct
trust value is obtained. The direct trust value function is
defined by

𝑊(𝑝,V)
𝑘

= 𝑇 (𝑘) × 𝑛∑
𝑖=1

V𝑖 × 𝑝𝑖. (6)

All previous direct trust values are combined in order to
obtain the final result:

𝐷𝑥𝑦 = 𝑛∏
𝑘=1

𝑊(𝑝,V)
𝑘

, (7)

where𝐷𝑥𝑦 indicates the direct trust value of the source node𝑥 for target node 𝑦. The difference between direct trust
values of attack node and normal node is enlarged by this
calculationmethod. In case of attack, the node is close to zero
according to the calculated𝑊(𝑝,V)

𝑘
value, and the node will be

abandoned.

3.1.3. Indirect Trust andRecommendedTrust. Thetrustmodel
is composed of three types of nodes, the source node, the
target node, and the recommended node, which form the
trust chain as shown in Figure 2.

In Figure 2, 𝑆, 𝑅, and 𝑂 represent the source node, the
recommended node, and the target node, respectively, while𝐼 and𝐷 indicate the recommended trust value and the direct
trust value, respectively.

Received Signal Strength Indicator (RSSI) represents the
strength of the received signal [15], with the RSSI signal
attenuation model in WSN defined by

RSSI (𝑑) = 𝐶0 − 10𝜆 log𝑑10, (8)
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Figure 2: Trust chain.

where RSSI(𝑑) represents the signal strength at distance𝑑 from the transmitter, 𝐶0 indicates the signal strength
reference value from the transmitter, and 𝜆 denotes the path
loss factor.

Due to the influence of environmental noise, there may
be errors when measuring RSSI. Thus, (8) can be modified to

RSSI (𝑑) = 𝐶0 − 10𝜆 log𝑑10 + 𝐸, (9)

where the measurement error 𝐸 follows the normal distribu-
tion defined by

𝐸 ∼ 𝑁(0, 𝜎2) , (10)

where 𝜎 is random variable changes depending on the
existing environment [16].

Some experiments were carried out in article [17], in
order to describe the relationship between the RSSI error and

the corresponding distance. It adopts regular pattern as the
communicationmodel, and the communication radius of the
nodes is 20m. The distance between two nodes is fixed and
RSSI values are observed 100 times. It repeats the observation
of RSSI value as the distance between two nodes increases; it
comes to the conclusion as shown in Figure 3.

As can be seen from Figure 3, the error of RSSI gradually
increases with the increasing of distance within communi-
cation range. However, the error decreases gradually when
distance is beyond the scope of communication. Since the dis-
tance is calculated according to the RSSI value, the variation
law of distance error is coincident with RSSI error. Thus we
get Theorem 8.

Theorem8. Theerror, that is, the difference betweenmeasured
and actual distance values, increases with the increase of
distance between nodes [18].

According to Theorem 8, three anchor nodes that are
closest to the target node will be selected as recommended
nodes and labeled as 𝑅𝑙, 𝑅𝑚, and 𝑅𝑛. Recommendation trust
value is then defined as

𝐼𝑥𝑦 (𝑘, 𝑠, 𝑛) =
{{{{{{{

12 𝑖 = 1,
1 + ∑𝑛𝑖=1 𝑇 (𝑘) × 𝑠𝑖2 + 𝑛 𝑖 > 1, (11)

where 𝑛 denotes the total number of nodes that participate
in the trust calculation and 𝑠𝑖 represents the Boolean value
that indicates whether the node is being trusted in calculation
of direct trust. The initial value of the recommended trust
value is 1/2. After a certain period, the value fluctuates due
to performance of recommended node.

Finally, the indirect trust value is obtained by

𝑀𝑥𝑦 (𝑘, 𝑠, 𝑛, 𝑝, V) = (𝐼𝑥𝑢 (𝑘, 𝑠, 𝑛) × 𝐷𝑢𝑦 (𝑝, V) + 𝐼𝑥V (𝑘, 𝑠, 𝑛) × 𝐷V𝑦 (𝑝, V) + 𝐼𝑥𝑤 (𝑘, 𝑠, 𝑛) × 𝐷𝑤𝑦 (𝑝, V))3 . (12)

3.1.4. Comprehensive Trust. Based on direct and indirect
trust values, the comprehensive trust value of the source
node for the target node is obtained, namely, 𝐶 = 𝛼𝐷 +𝛽𝑀. Similar to that in the ordinary trust valuation, 𝛼 and𝛽 are generally considered as fixed values; thus, the trust
model has no dynamic adaptability. Therefore, an adjust-
ment method based on information entropy theory [19] is
proposed.

In the calculation of comprehensive trust value, the
information entropy of direct trust value is defined by

𝐻𝑠𝑑 = 𝑛∑
𝑖=1

𝑝𝑖𝐼𝜀 = − 𝑛∑
𝑖=1

𝑝𝑖 log2 (𝑝𝑖)
= −𝐷𝑥𝑦 (𝑝, V) × log2 (𝐷𝑥𝑦 (𝑝, V))

− (1 − 𝐷𝑥𝑦 (𝑝, V)) × log2 (1 − 𝐷𝑥𝑦 (𝑝, V)) .
(13)

Similarly, the information entropy of indirect trust value
is defined by

𝐻𝑠𝑚 = 𝑛∑
𝑖=1

𝑝𝑖𝐼𝑒 = − 𝑛∑
𝑖=1

𝑝𝑖 log2 (𝑝𝑖)
= −𝑀𝑥𝑦 (𝑘, 𝑠, 𝑛, 𝑝, V) × log2 (𝑀𝑥𝑦 (𝑘, 𝑠, 𝑛, 𝑝, V))

− (1 −𝑀𝑥𝑦 (𝑘, 𝑠, 𝑛, 𝑝, V))
× log2 (1 −𝑀𝑥𝑦 (𝑘, 𝑠, 𝑛, 𝑝, V)) .

(14)

Through the calculation of direct and indirect trust
values of information entropy, the certain information can be
acquired. The weight distribution is obtained as

𝛼 = 𝐻𝑠𝑚𝐻𝑠𝑑 + 𝐻𝑠𝑚 ,
𝛽 = 𝐻𝑠𝑑𝐻𝑠𝑑 + 𝐻𝑠𝑚 .

(15)



Security and Communication Networks 5

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29
Distance (m)

0
0.1
0.2
0.3
0.4
0.5
0.6
0.7

Er
ro

r (
dB

)

Figure 3: Relationship between distance and error.

3.2. Key Technologies

3.2.1. Attribute Set Selection

(1) Distance Measurement. The difference between measured
and actual distances in the WSN positioning obeys to the
normal distribution [20]. Therefore, the error function can
be defined by

𝜎𝑁 (𝑑) = 𝑎𝑒−(𝑑−𝑑0)2/𝑏2 , (16)

where 𝜎𝑁(𝑑) refers to the Gaussian function of distance 𝑑.
When 𝑑 = 𝑑0, the measurement error reaches its maximal
value. In summary, the 𝑝1 attribute of the measured distance
value is defined as

𝑝1 (𝑑) =
{{{{{{{{{

𝑑𝑑0 𝑑 ≤ 𝑑0,
𝑑 − 𝑑0𝑑0 𝑑 > 𝑑0.

(17)

(2) Localization Performance

Definition 9. The unknown node’s location reference set
is defined as 𝑅 = {(𝑥1, 𝑦1, 𝑑1), (𝑥2, 𝑦2, 𝑑2), . . . , (𝑥𝑖, 𝑦𝑖,𝑑𝑖), . . . , (𝑥𝑛, 𝑦𝑛, 𝑑𝑛)}, where (𝑥𝑖, 𝑦𝑖) represents the coordinates
set of the anchor node 𝑖 and 𝑑𝑖 is the distance between anchor
node 𝑖 and unknown node.

Definition 10. The residual represents the deviation of
observed distance value and real distance value, and the total
localization residual is defined as

𝜎sum = 𝑛∑
𝑖=1

√(𝑥 − 𝑥𝑖)2 + (𝑦 − 𝑦𝑖)2 − 𝑑𝑖 , (18)

where 𝑥 and 𝑦 represent the measured coordinates of
unknown node, 𝑥𝑖, and 𝑦𝑖 denote the coordinates of anchor
node, and 𝑑𝑖 is measured distance between beacon node 𝑖 and
unknown node.

In (18), the coordinates 𝑥 and 𝑦 are obtained by the
least square method and the least squares regression model
[21, 22], while the estimation function is defined by

𝑑2𝑖 = (𝑥 − 𝑥𝑖)2 + (𝑦 − 𝑦𝑖)2 + 𝜂,
(𝑥, 𝑦) = argmin

𝑛∑
𝑖=1

(√(𝑥𝑖 − 𝑥0)2 + (𝑦𝑖 − 𝑦0)2 − 𝑑𝑖)2 , (19)

where 𝜂 is themeasurement error and 𝜂 ∼ 𝑈(−𝜀, 𝜀) [23], while𝜀 is the maximal measurement error defined as

max
𝑑𝑖 − √(𝑥𝑖 − 𝑥)2 + (𝑦𝑖 − 𝑦)2 ≤ 𝜀. (20)

The residuals are used to indicate the degree of each node’s
deviation from its true location. The mean residual error is
defined as

𝜌 = 𝜎sum𝑛 ≤ 𝜉, (21)

where 𝑛 represents the number of anchor nodes involved
in positioning. In order to define a threshold, value of 𝜀
is needed. When the mean residual error is smaller than
the threshold value, the localization result is considered as
consistent. Otherwise, the presence of malicious nodes is
indicated. The attribute value of localization performance 𝑝2
is defined as

𝑝2 = {{{
𝜌𝜁 , 𝜌 ≤ 𝜁,
0, 𝜌 > 𝜁. (22)

(3) Detection of Anchor Node Position. Based on (22), the
major attacks can be filtered by comprehensive trust value.
Nevertheless, in the case of Sybil attack, the above attribute
value is not enough to fight against the attack.

Definition 11. The concept of Sybil attack in the WSN indi-
cates that a single node has a multiple identity.

The RSSI signal attenuation model in WSN environment
is defined by (8).

According to the attenuationmodel, the distance ratio can
be deduced as

𝑑𝑖𝑟𝑑𝑗𝑟 = 10(RSSI(𝑑𝑖𝑟)−RSSI(𝑑𝑗𝑟))/10𝜆, (23)

where 𝑑𝑖𝑟 is the distance between receiver and transmitter.
From (23), it can be concluded that the distance ratio is related
only to the RSSI difference. Therefore, (23) can be rewritten
as

𝑑𝑖𝑟𝑑𝑗𝑟 = 𝑓 (RSSI (𝑑𝑖𝑟) − RSSI (𝑑𝑗𝑟)) . (24)

Based on the above analyses, we know that if the distance
between receiver and transmitter is constant, the RSSI differ-
ence is stable. The positioning in the case of Sybil attack is
presented in Figure 4.
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Figure 4: Localization in the case of Sybil attack.

In Figure 4, 𝑝 is an unknown node, 𝑞 is an auxiliary
judgment node, and 𝑟1, 𝑟2, 𝑟3, and 𝑟4 denote the false local-
ization information, while the anchor node 𝑟 is the attacked
node. The RSSI value is affected by environment; thus,
the measured distance between node 𝑟 and node 𝑝 will
change according to the RSSI fluctuation. Therefore, the
auxiliary node 𝑞 is introduced. According to the above
analysis, the difference between RSSI(𝑑𝑝𝑟 ) and RSSI(𝑑𝑞𝑟 ) is
stable. Thus, according to (23), the value of 𝑑𝑞𝑟/𝑑𝑝𝑟 remains
stable.

The coordinates of 𝑞 are (𝑥𝑞, 𝑦𝑞), the coordinates of 𝑝 are
(𝑥𝑝, 𝑦𝑝), and the coordinates of 𝑟 are (𝑥𝑟, 𝑦𝑟).

(1) When 𝑘 = ±1, (26) can be simplified as (23).
According to the form of (27), it can be concluded that the
equation represents a straight line.

(2) When 𝑘 ̸= ±1, (26) can be simplified as (28).
The discriminant of circle defined as 𝐷2 + 𝐸2 − 4𝐹 is

substituted into (29).

When 𝑘 ̸= ±1, the result is always greater than zero. In
summary, the trajectory of 𝑟 is a circle or a straight line.

According to the above conclusions, the difference of RSSI
is stable only when the faked nodes are distributed strictly
in standard circle or straight line. Therefore the difference
between RSSI(𝑑𝑝𝑟 ) and RSSI(𝑑𝑞𝑟 ) can be used against the witch
attack.

At time moment 𝑡1, node 𝑝 is an unknown node, nodes𝑞 and 𝑟 are the auxiliary nodes, and nodes 𝑠, 𝑡 are the anchor
nodes. In the following moments, 𝑡2 and 𝑡3, RSSI is detected
by these values.

Definition 12.

diff 𝑡1 (𝑝, 𝑞, 𝑟) = RSSI (𝑑𝑝𝑟 ) − RSSI (𝑑𝑞𝑟)
when the current moment is 𝑡1,

diff 𝑡1 (𝑝, 𝑞, 𝑟, 𝑠, 𝑡)
= max (diff𝑡1 (𝑝, 𝑞, 𝑠) − diff 𝑡1 (𝑝, 𝑞, 𝑡) ,diff 𝑡1 (𝑝, 𝑞, 𝑠) − diff𝑡1 (𝑝, 𝑞, 𝑡) ,diff 𝑡1 (𝑝, 𝑞, 𝑠) − diff𝑡1 (𝑝, 𝑞, 𝑡)) ,

diff (𝑝, 𝑞, 𝑟, 𝑠, 𝑡) = max (diff 𝑡𝑛 (𝑝, 𝑞, 𝑟, 𝑠, 𝑡))
1 ≤ 𝑛 ≤ 3.

(25)

Thus, the definition of attribute value𝑝3 is defined as (30).

√(𝑥𝑟 − 𝑥𝑞)2 + (𝑦𝑟 − 𝑦𝑞)2
√(𝑥𝑟 − 𝑥𝑝)2 + (𝑦𝑟 − 𝑦𝑝)2

= 𝑘 ⇒

(𝑥𝑟 − 𝑥𝑞)2 + (𝑦𝑟 − 𝑦𝑞)2 = 𝑘2 ((𝑥𝑟 − 𝑥𝑝)2 + (𝑦𝑟 − 𝑦𝑝)2) ⇒
(𝑘2 − 1) 𝑥2𝑟 + (𝑘2 − 1) 𝑦2𝑟 − 2𝑥𝑟 (𝑥𝑞 − 𝑘2𝑥𝑝) − 2𝑦𝑟 (𝑦𝑞 − 𝑘2𝑦𝑝) = 𝑘2 (𝑥2𝑝 + 𝑦2𝑝) − (𝑥2𝑞 + 𝑦2𝑞) ,

(26)

𝑦𝑟 = 𝑥𝑝 − 𝑥𝑞𝑦𝑞 − 𝑦𝑝 𝑥𝑟 +
𝑥2𝑞 + 𝑦2𝑞 − 𝑥2𝑝 − 𝑦2𝑝

2 (𝑦𝑞 − 𝑦𝑝) , (27)

𝑥2𝑟 + 𝑦2𝑟 − 2 (𝑥𝑞 − 𝑘2𝑥𝑝)𝑘2 − 1 𝑥𝑟 + 2 (𝑦𝑞 − 𝑘2𝑦𝑞)𝑘2 − 1 𝑦𝑟 + (𝑥2𝑞 + 𝑦2𝑞) − 𝑘2 (𝑥2𝑝 + 𝑦2𝑝)𝑘2 − 1 = 0, (28)

4 (𝑥𝑞 − 𝑘2𝑥𝑝)2
(𝑘2 − 1)2 + 4 (𝑦𝑞 − 𝑘2𝑦𝑝)2

(𝑘2 − 1)2 − 4 (𝑥2𝑞 + 𝑦2𝑞) − 4𝑘2 (𝑥2𝑝 + 𝑦2𝑝)𝑘2 − 1

⇒ 4𝑥2𝑞 − 8𝑘2𝑥𝑞𝑥𝑝 + 4𝑘4𝑥2𝑝 + 4𝑦2𝑞 − 8𝑘2𝑦𝑞𝑦𝑝 + 4𝑘4𝑦2𝑝
(𝑘2 − 1)2 − 4 (𝑥2𝑞 + 𝑦2𝑞) − 4𝑘2 (𝑥2𝑝 + 𝑦2𝑝)𝑘2 − 1
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⇒ 8𝑥2𝑞 − 8𝑘2𝑥𝑞𝑥𝑝 + 8𝑦2𝑞 − 8𝑘2𝑦𝑞𝑦𝑝 − 4𝑘2𝑥2𝑞 − 4𝑘2𝑦2𝑞 + 4𝑘2𝑥2𝑝 + 4𝑘2𝑦2𝑝
(𝑘2 − 1)2

⇒ 4𝑘2 (𝑦𝑝 − 𝑦𝑞)2 + 4𝑘2 (𝑥𝑝 − 𝑥𝑞)2 + (1 + 𝑘2) (8𝑥2𝑞 + 8𝑦2𝑞)
(𝑘2 − 1)2 ,

(29)

𝑝3 = {{{{{

diff (𝑝, 𝑞, 𝑟, 𝑠, 𝑡)𝜏 diff (𝑝, 𝑞, 𝑟, 𝑠, 𝑡) ≤ 𝜏,
1 diff (𝑝, 𝑞, 𝑟, 𝑠, 𝑡) > 𝜏. (30)

(4) Transit TimeDetection. As it is well known, there aremany
attacks in theWSN [24, 25], which mainly consist of replayed
attacks, Sybil attacks, and wormhole attacks. In these attacks,
the certain time is needed to tamper the information. As a
result, the time used for positioning will increase. Figure 5
represents the node communication process.

Node𝑝 is the source node, while node 𝑞 is the target node.
The observation time of the target node is 𝑇 = 𝑡3 − 𝑡2. Before
positioning, the 𝑛 group of experiment were conducted. In
the experiments, a set of times𝑇was obtained.Themaximum
value 𝑇max was selected from the set.

Based on the experimental results, the definition of
attribute value 𝑝 is obtained by

𝑝4 = {{{{{
0 𝑇 > 𝑇max,𝑇𝑇max

𝑇 ≤ 𝑇max. (31)

3.2.2. Discussion on Threshold. In Section 3.2.1, the attribute
set selection and calculation processes are presented. Equa-
tions (20), (21), and. (26) are all crucial for the threshold.
According to (20), the threshold 𝜀 and the maximal measure-
ment error should be discussed.

In the environment without obstacles, according to
Definition 9, the localization error follows the normal distri-
bution defined by

𝑑𝐸 ∼ 𝑁(0, 𝜎2) . (32)

The second parameter of normal distribution is deter-
mined in the literature [26]. The relationship between the
parameter 𝜎 and the distance 𝑑 can be fitted into theGaussian
function shown as

𝜎 (𝑑) = 𝑎𝑒−(𝑑−𝑑0)2/𝑏2 . (33)

According to the above analysis, when distance between
unknown node and anchor node is 𝑑0, the standard deviation
of the distance error reaches the maximum. Therefore, the
maximal deviation value between measured and calculated
distances can be used as a threshold. The positioning in the
presence of obstacles is presented in Figure 6.

In Figure 6,𝑀 represents an obstacle between the anchor
node 𝑝3 and the unknown node 𝑞. According to the trilateral

localization algorithm principle, when the RSSI is much
smaller than the normal value, the localization fails.

In the case of localization failure, the RSSI values of the
nodes are RSSI(𝑝1𝑞), RSSI(𝑝2𝑞), RSSI(𝑝3𝑞), RSSI(𝑝1𝑝2),
RSSI(𝑝2𝑝3), and RSSI(𝑝1𝑝3). Because RSSI(𝑝3𝑞) is much
smaller than the normal value, the distance calculated by the
distance attenuation model is larger than distance of 𝑝3𝑞.

If 𝑝3𝑞 > 𝑝1𝑝3 + 𝑝1𝑞 and 𝑝3𝑞 > 𝑝2𝑝3 + 𝑝2𝑞, there is
a barrier between node 𝑞 and node 𝑝3. In the environment
with obstacles, the distance between two nodes, which are
affected by the obstacles, is the maximal distance between the
obstacles. The maximal measurement error can be obtained
by derivations as

cos (∠𝑝3𝑝1𝑝2) = 𝑝1𝑝23 + 𝑝1𝑝22 − 𝑝2𝑝232𝑝1𝑝3 × 𝑝1𝑝2,
cos (∠𝑞𝑝1𝑝2) = 𝑝1𝑞2 + 𝑝1𝑝22 − 𝑝2𝑞22𝑝1𝑞 × 𝑝1𝑝2.

(34)

At the same time, (35) can be obtained:
cos (∠𝑝3𝑝1𝑞) = cos (∠𝑝3𝑝1𝑝2) cos (∠𝑞𝑝1𝑝2)

+ sin (∠𝑝3𝑝1𝑝2) sin (∠𝑞𝑝1𝑝2) . (35)

According to the values of cos(∠𝑝3𝑝1𝑞), 𝑝1𝑝3 and 𝑝1𝑞,𝑝3𝑞 can be obtained by

𝑝3𝑞 = √𝑝1𝑞2 + 𝑝1𝑝23 − 2𝑝1𝑞 × 𝑝1𝑝3 × cos (𝑝3𝑝1𝑞). (36)

In an environment with obstacles, 𝜀 = 𝑑𝑝3𝑞 − 𝑝3𝑞. 𝑑𝑝3𝑞 is
the distance value obtained by distance attenuation model.

In (21), 𝜌 = 𝜎sum/𝑛 ≤ 𝜉, and threshold 𝜉 is a mean
residual.

Definition 13. In the WSN positioning, the reference node
set is Loc refer = {𝑙1, 𝑙2, 𝑙3, 𝑙4, 𝑙𝑛}, and the information frame
format of each reference node is (𝑥𝑖, 𝑦𝑖, 𝑑rssi𝑖), wherein (𝑥𝑖, 𝑦𝑖)
are the reference node coordinates, and 𝑑rssi𝑖 is the distance
between reference node and unknown node.

According to Definition 13, the localization error of each
reference node in the security localization can be obtained by

𝑒𝑖 = 𝑑rssi𝑖 − √(𝑥𝑖 − 𝑥)2 + (𝑦𝑖 − 𝑦)2 , (37)
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Figure 5: Communication process between nodes.
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Figure 6: Localization in the presence of obstacles.

where 𝑒𝑖 is the localization error of each reference node, and
(𝑥, 𝑦) refers to the actual position of the unknown node.

𝑝𝑛 = ∑𝑛𝑖=1 𝑒𝑖𝑛 . (38)

In (38),𝑝𝑛 represents the average localization error, and 𝑒𝑖
obeys the normal distribution; thus 𝑝𝑛 also obeys the normal
distribution. In the experimental environment, the mean 𝜇
and the variance 𝜎 of the 𝑝𝑛 were obtained by the actual
measurement.

According to the central limit theorem [27], when 𝑛 →∞, the distribution function of 𝑌𝑛 = (∑𝑛𝑘=1 𝑝𝑘 − 𝑛𝜇0)/𝑛𝜎0
obeys the standard normal distribution, where 𝜇0 = 𝜇, 𝜎0 =√𝑛𝜎. If 𝑞𝑛 is equal to 𝑛 ∗ 𝑝𝑛, then we may get

lim
𝑛→∞

𝑝(𝑞𝑛 − 𝜇0𝜎0 ≤ 𝑥) = Φ (𝑥) . (39)

B1

B2

B3

N

Figure 7: Trilateral-centroid localization.

Based on the above conclusions, (40) can be obtained:

lim
𝑛→∞

𝑃 (𝑝 ≤ 𝜉) = lim
𝑛→∞

𝑃 (𝑞𝑛 ≤ 𝑛𝜉)
= lim
𝑛→∞

(𝑞𝑛 − 𝜇0𝜎0 ≤ 𝑛𝜉 − 𝜇0𝜎0 )
= Φ(𝑛𝜉 − 𝜇0𝜎0 ) .

(40)

According to (40), the standard normal distribution can
be obtained. Therefore, the standard normal distribution
table can be used to set the appropriate threshold 𝜉 in different
environments.

3.2.3. Localization Process. According to the trust valuation
model, the trust value of each anchor node can be obtained in
the communication range of the unknown node. Three
anchor nodes with the largest value of trust are used for
computing.

Trilateral-centroid localization [28] is used for unknown
node localization. The unknown node is 𝑁, and the three
beacon nodes are 𝐵1, 𝐵2, 𝐵3. Trilateral-centroid localization
is shown in Figure 7.

The coordinates of three anchor nodes are (𝑥1, 𝑦1),
(𝑥2, 𝑦2), and (𝑥3, 𝑦3). Unknown node coordinate is (𝑥, 𝑦).
Measurement distance values are𝑑1,𝑑2, and𝑑3. Equation (41)
can be listed according to Figure 7:

√(𝑥 − 𝑥1)2 + (𝑦 − 𝑦1)2 = 𝑑1,
√(𝑥 − 𝑥2)2 + (𝑦 − 𝑦2)2 = 𝑑2,
√(𝑥 − 𝑥3)2 + (𝑦 − 𝑦3)2 = 𝑑3.

(41)
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According to (38) and the least square method, unknown
node coordinates can be obtained as follows [29]:

[𝑥𝑦] = [2 (𝑥1 − 𝑥3) 2 (𝑦1 − 𝑦3)
2 (𝑥2 − 𝑥3) 2 (𝑦2 − 𝑦3)]

−1

⋅ [𝑥21 − 𝑥23 + 𝑦21 − 𝑦23 + 𝑑23 − 𝑑21
𝑥22 − 𝑥23 + 𝑦22 − 𝑦23 + 𝑑23 − 𝑑22] .

(42)

In addition, due to the presence of measurement errors,
in some cases, the equations may not be solvable (as shown
in Figure 7). In this case, the center of triangle is formed by
the intersection of all circles, taken as the coordinates of the
unknown point.

There are six intersections among three circles in Figure 8.
The coordinates of the three intersection points which are
close to the unknown nodes are (𝑥1, 𝑦1), (𝑥2, 𝑦2), and (𝑥3, 𝑦3).
The coordinates of the estimated position of the unknown
node are (𝑥, 𝑦). Thus we can calculate (𝑥, 𝑦) via

(𝑥, 𝑦) = (𝑥1 + 𝑥2 + 𝑥33 , 𝑦1 + 𝑦2 + 𝑦33 ) . (43)

4. Simulation and Analysis

4.1. Experiment of Environment Selection and Parameter
Setting. Matlab7.0 experimental platform is used as the sim-
ulation environment. In this simulation environment, 100
nodes are randomly deployed in the range of 100m ∗ 100m
[30]. The number of anchor nodes and unknown nodes is
40 and 60, respectively. The communication radius of the
nodes is 20m, and the communication model is the regular
pattern.The path loss factor is 𝜂 = 2.5 and the range standard
deviation is 𝜎 = 0.5.
4.2. Simulation Experiment. In the simulation experiment,
three types of nodes are listed as follows: attack node,
anchor node, or unknown node. First of all, three groups of
experiments are carried out under different environments.
The experimental conditions are listed as follows: nonexisting
attack nodes, attack nodes existing, and attack nodes existing
under trust valuation model.

According to Figures 9, 10, and 11, it can be concluded
that the localization error increases with the increasing of
attack nodes. When the trust valuation model is added in the
localization process, the localization error recovers to normal
level.

In addition, the robustness of the model is also investi-
gated. One is attack power and the other is the number of
attack nodes.

As can be seen from Figure 12, when the number of
attack nodes is less than 20, the localization error of secure
localization model is much smaller than normal localization
algorithm. However, when the number of attack nodes
exceeds 20, the localization error increases sharply, since
the attack node produces much fake information with con-
sistency. The system cannot distinguish between malicious
nodes and normal nodes through the consistency of the given
information.
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Figure 8: Trilateral-centroid localization.
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Figure 9: Normal localization.

As can be seen from Figure 13, the localization error of
secure localization model remains in a very low level and
the localization error of normal localization algorithm
increases with the increasing of attack power. The local-
ization error of secure localization model increases with
the increasing of attack power, in case the attack power is
under 5, with the performance of malicious nodes being
similar to normal nodes. However, the system can distinguish
between malicious nodes and normal nodes from the values
of each attribute with the increasing of attack power.Thus the
localization error remains in a low level.

In addition, this algorithm is compared with other secure
localization algorithm in localization error.

As can be seen from Figure 14, the overall localization
error of this algorithm is smaller than AR-MMSE algorithm.
In the AR-MMSE algorithm [31], the localization error
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Figure 10: Localization under attack node.

Localization error figure

200 400 600 800 1000 12000

0

200

400

600

800

1000

Anchor node
Attack node

Unknown node
Localization offset

−200

Figure 11: Localization under trust valuation model.

becomes large when the number of malicious nodes exceeds
14. After that, with the increasing of the number of malicious
nodes, the localization error is also growing. The algorithm
proposed in this paper gets much larger localization error
when the number of malicious nodes exceeds 20. AR-MMSE
algorithmdeterminesmalicious nodes just by the consistency
of the location information, while the proposed algorithm is
capable of identifying malicious nodes via some additional
attributes, such as distancemeasurement, detection of anchor
node position, and detection of transition time.

As can be seen from Figure 15, the trust relationship
network becomes tighter as the density of anchor nodes
increases. Normal node does not build trust relationship with
attack node, so the attack node is removed from the secure
localization model.
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5. Conclusion

The problem of secure localization is closely related to
the structure characteristics and application background in
WSN. Traditional security algorithms in WSN are con-
strained by the limited resources of sensor nodes. Trust
management can improve the security and reliability of the
localization system with low system overhead. In this paper,
a number of attributes related to the localization are adopted
and the threshold of the attribute value is discussed to ensure
that the method can deal with the internal attacks and a
certain degree of collusion attack. This model is superior
to the traditional secure localization algorithm based on
WSN in the success rate of identifying malicious nodes and
performance overhead.
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Figure 14: Localization algorithms comparison.
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