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In recent years, the capabilities of contemporary mobile
devices have been improving a lot. These capabilities, such
as significant computational resources, multiple communi-
cation radios, various sensor modules, and high level pro-
gramming languages, enable mobile devices to form mobile
cyber-physical system (CPS) in our daily lives. Mobile CPS
integrates distributed sensingwith computing and ubiquitous
connectivity of Internet. Also, mobile CPS coordinates com-
putational, virtual, and physical resources and facilitates the
interaction of digital world with physical world, potentially
driving the pervasive effect in the citizens’ everyday life any-
time and anywhere. Thus, mobile CPS could provide a con-
venient and economical platform that facilitates sophisticated
and ubiquitous intelligent applications between humans and
the surrounding physical world.Mobile CPS could find appli-
cability in multiple areas and disciplines, including (but not
limited to) (1) mobile intelligent robots and robotics systems,
making use of multiple smart sensors, mobile devices, intelli-
gent service, cloud robots, and so on, to improve efficiency
and scalability in processing of complex tasks that are impos-
sible under local resource constraints in different application
areas; (2) intelligent transportation systems, for example,
leveraging sensing, computing, and communication capabil-
ities with control vehicles in the physical world to deal with
the challenges of safe (e.g., decreasing time latency of reaction
in traffic accidents), efficient, and green transportations;
and (3) smart living technologies, for example, smart city,
environmental monitoring, healthcare systems, and smart
grid, which improve intelligence, convenience, operational
safety, and green energy of human society.Thepurpose of this

special issue aims to involve multidiscipline research contri-
butions of unpublished research on the recentmethodologies,
innovations, and experimental validations regarding mobile
CPS, so as to facilitate the real-world deployment of such
systems in the future. In this special issue on mobile CPS, we
have invited a few papers that achieve such goal.

The paper “Sliding Window Based Feature Extraction
and Traffic Clustering for Green Mobile Cyber-Physical
Systems” focuses on a green mobile cyber-physical system
to ensure network coverage and to reduce the total energy
consumption, which proposes a feature extraction method
using sliding window to extract the distribution feature of
mobile user equipment (UE). Furthermore, traffic clustering
analysis and corresponding optimized control strategy are
presented for the rapid control of base stations. Experimental
results demonstrate the superior performance of the pro-
posed method in terms of UE coverage compared with the
grid method.

The paper “An Anonymous Access Authentication
Scheme Based on Proxy Ring Signature for CPS-WMNs”
proposes a novel anonymous access authentication scheme
based on proxy ring signature to address the anonymous
access authentication issue for CPS-Wireless Mesh Network
(CPS-WMN). In the scheme, a hierarchical authentication
architecture is presented firstly. Then, intergroup and intra-
group anonymous mutual authentication are carried out
through proxy ring signature mechanism and certificateless
signature mechanism, respectively. A formal security proof
with SVO logic and simulation results demonstrate the
security and the performance of the proposed scheme.
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The paper “Improved Object Proposals with Geometrical
Features for Autonomous Driving” aims at generating high
quality object proposals for object detection in autonomous
driving, which proposes several geometrical features suited
for autonomous driving and integrates them into current
general proposal generation methods. Experiments over
KITTI benchmark demonstrate the significant performance
improvement of the existing methods by using the proposed
geometrical features.

The paper “A Formal Approach to Verify Parameterized
Protocols in Mobile Cyber-Physical Systems” targets the
challenging task of protocol verification in mobile CPS and
proposes a formal approach to verify the safety properties
of parameterized protocols. In this approach, the protocol
is modeled as a Petri net using counterabstraction; then a
verification algorithm is presented to verify the Petri net
model. Experimental results show higher capability but lower
memory consumption compared with existing approaches.

The paper “Design and Voluntary Motion Intention Esti-
mation of a Novel Wearable Full-Body Flexible Exoskeleton
Robot” proposes to use steel wire as the flexible transmission
mediumanddesign a groupof special wire locking structures.
Moreover, passive points for partial joints of the exoskeleton
are designed and a novel gait phase recognition method
for full-body exoskeletons is proposed. Experimental results
demonstrate the performance of the proposed method in
terms of high correct rates of motion pattern classification
and phase recognition.

Thepaper “Efficient Physical Layer Secret KeyGeneration
and Authentication Schemes Based on Wireless Channel-
Phase” focuses on the inefficiency of current physical-layer
secret key generation schemes and the unpractical assump-
tion of the pre-known knowledge of the shared key in
existing authentication schemes.Then, a novel physical-layer
secret key generation scheme and an authentication scheme
for Orthogonal Frequency-Division Multiplexing (OFDM)
systems are proposed, which both exploit the randomness
and reciprocity of the channel-phase response. Simulation
results demonstrate the superior performance of the pro-
posed schemes under the NIST randomness test and various
attacks.

Xiping Hu
Jun Cheng
Xitong Li
Wei Tan

Qiang Liu
Zhengguo Sheng
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Exploiting the inherent physical properties of wireless channels to complement or enhance the traditional security mechanisms has
attracted prominent attention recently. However, the existing secret key generation schemes suffer from miscellaneous extracting
procedure. Many PHY-layer authentication schemes assume that the knowledge of the shared key is preknown. In this paper, we
propose PHY-layer secret key generation and authentication schemes for orthogonal frequency-division multiplexing (OFDM)
systems. In the secret key generation scheme, to simplify the extracting procedure, only one legitimate party is chosen to probe
the channel and quantize the measurements to obtain the preliminary key. The preliminary key is masked by the channel-phase
after the mapping and before equalization and distributed to the other party. The final shared key is used for the PHY-layer
authentication scheme in which random signals and the shared key masked by the channel-phase are exchanged at the PHY-layer.
Then, a binary hypothesis test is formulated for authentication. Simulation results show that the proposed secret key generation
scheme outperforms the existing schemes. For the PHY-layer authentication scheme, it is immune to various passive and active
attacks and a high successful authentication rate is acquired even at low signal-to-noise ratio region.

1. Introduction

With the continuous development of the wireless communi-
cations, people pay more and more attention to the security
issue. The security mechanisms of traditional communi-
cations networks mainly rely on symmetric or asymmet-
rical encryption algorithms to achieve confidentiality and
authentication. However, due to the lack of key manage-
ment infrastructures and limited resources of the devices,
the conventional security mechanisms may be inapplicable
in wireless communications. In addition, the broadcasting
nature of the wireless channels causes the wireless commu-
nication channel easily to be eavesdropped on or intercepted
by an adversary [1, 2]. Therefore, the interest in exploiting
the characteristics of the wireless channels at the PHY-
layer to enhance and complement the conventional security
mechanisms is growing, such as the secret key extraction

from the characteristics of wireless channels [3–19] and PHY-
layer authentication [20–27].

From an information-theoretic perspective, the authors
of [3, 4] demonstrated that it is possible to extract secret
key bits from the correlated random sources. Fortunately,
with the properties of randomness, location-specific, and
reciprocity, the wireless channels can be seen as natural cor-
related random sources. In [5], Hassan et al. firstly introduced
the idea of generating secret keys from the characteristics
of the wireless channels. Since then, many investigators pay
attention to extract secret keys from received signal strength
(RSS) [6–9], since the RSS is easy to acquire from the off-
the-shelf wireless cards. However, these methods suffer from
scalability and low secret key generation rate (KGR) which
is defined as the average amount of secret key bits produced
in one measurement/second [10–12]. To resolve these issues,
researchers exploit the channel state information (CSI) to
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extract secret keys [13–15]. Besides, to increase the KGR,
the orthogonal frequency-divisionmultiplexing (OFDM) [18,
19] and multi-input-multi-output (MIMO) techniques in the
PHY-layer are adopted.

Various efforts also have been made towards PHY-layer
authentication, which can be recognized as a complement
or an enhancement to the higher layer authentication mech-
anisms. In general, according to whether a shared secret
key between the legitimate parties is utilized to authenticate
each other or not, the existing PHY-layer authentication
schemes can be divided into key based or keyless [20]. In
some practical cases, it might be difficult to implement the
keyless authentication schemes [21–23]. This is because the
features of either the transmitting device or the specific
channel between the legitimate users, which are exploited to
authenticate the transmission, are required to be identified.
Instead, the authentication schemes based on the shared
key between two legitimate users [25–27] are closer to the
conventional challenge-response authentication protocols. In
[25], the specific spatial and temporal multipath fading chan-
nel between the transmitter and the receiver was exploited for
an authentication algorithm. The authors of [26] proposed
a PHY-layer challenge-response authentication mechanism
(PHY-CRAM) where the randomness and reciprocity of the
wireless signal amplitude are exploited for authentication. In
[27], a PHY-layer phase challenge-response authentication
scheme (PHY-PCRAS) was proposed. It exploited the ran-
domness and reciprocity of the channel-phase response to
protect shared key from possible eavesdropping and achieve
authentication.

However, the existing secret key generation schemes
suffer from miscellaneous extracting procedure which may
lead to a high secret key bits mismatched rate (BMR, defined
as the ratio of the number of bits unmatched between Alice
and Bob’s preliminary keys to the number of the preliminary
key [7]) and an inefficiency in secret key generation. The
key based authentication schemes assume that the knowledge
of the shared key is preknown between the authenticated
parties, but how to implement the secret key distribution is
not given. In this paper, we propose PHY-layer secret key
generation and authentication schemes for OFDM systems.
Both schemes exploit the randomness and reciprocity of
the channel-phase response that is very sensitive to the
distance between the legitimate parties. In the secret key
generation scheme, to simplify the extracting procedure, only
one legitimate party is chosen to probe the channel and
quantize the measurements to obtain the preliminary key.
After mapping and before equalizing, the preliminary key
is masked in the channel-phase and then distributed to the
other legitimate party. The final shared key is used for the
PHY-layer authentication scheme in which random signals
and the generated shared key masked by the channel-phase
through mapping and before equalizing are exchanged at the
physical layer.Then, a binary hypothesis test is formulated for
the authentication procedure.

The security strength of our proposed schemes relies
heavily on the randomness of the fading channel and the
relative geographic location of the attacker and legitimate
users, because the channel-phase response is sensitive to the

Alice

Eve

Bob

hBA

hAB

hBEhAE

d > �휆/2 d > �휆/2

Figure 1: The system model.

distance between the legitimate parties. That is, even when
the attacker’s computational power is increased, the security
of our schemes is guaranteed.

The major contributions of this paper are summarized as
follows:

(i) To simplify the secret key extraction procedure, we
propose a secret key generation scheme based on the
channel-phase response in which only one node is
chosen to generate the preliminary key and further
the preliminary key is masked by the channel-phase
after mapping and before equalizing and distributed
to the other node.

(ii) Extensive simulations are conducted to compare the
secret key generation performance of the prior works
with the proposed scheme and the security of the keys
is evaluated under passive attack.

(iii) With the aid of the secret keys extracted in the
proposed secret key generation scheme, we propose
a PHY-layer authentication scheme based on the
channel-phase response in which the shared key
masked by the channel-phase is exchanged at the
PHY-layer.

(iv) The judgement of the authentication is transformed
into a binary hypothesis test and the security strength
is analyzed under various types of attacks.

The remainder of this paper is organized as follows.
In Section 2, we introduce the system model for the two
proposed schemes. The procedure and performance of the
proposed secret key generation scheme are analyzed in
detail in Section 3. In Section 4, the proposed PHY-layer
authentication is presented and the security and performance
of the scheme are evaluated. Finally, concluding remarks are
made in Section 5.

2. System Model

2.1. System Model Description. As shown in Figure 1, an
OFDM network with three nodes, in which Alice and Bob
are legitimate nodes and Eve is an adversary, is considered.
Each node is equipped with a single antenna. All nodes
work in half-duplex mode and a time-division duplex (TDD)
system is employed. The forward and reverse propagation
channels are identical during coherence time by reciprocity.
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The distance from Eve to both Alice and Bob is more than𝜆/2, where 𝜆 is the wavelength of the radio waves; thus the
wiretap channels and the legitimate channel are uncorrelated
[28].

2.2. The Assumptions. It is assumed that the subcarriers
are well separated for ensuring independent fading, which
ensures the randomness of the extracted secret keys and the
independence of the subchannels.

For the secret key generation case, Alice and Bob want
to build a shared secret key. Eve, a passive adversary who
tries to obtain the key by eavesdropping, can monitor all the
communications during the secret key extraction and neither
modify any messages exchanged between Alice and Bob nor
jam the legitimate channel. For the PHY-layer authentication
case, Alice and Bob try to authenticate each other. Eve is an
active attackerwhonot only can listen to the communications
for authentication but also perform various active attacks.

The procedures and parameters of the secret key gen-
eration scheme and the PHY-layer authentication scheme
adopted by Alice and Bob are assumed to be open to Eve.

2.3. Channel Reciprocity. Theprinciple of the short-term reci-
procity of the radio channel is the basis of the two proposed
schemes. As discussed in [29], this is guaranteed because, in
the real environments compared to channel coherence time𝑇𝐶, the processing time of channel probing or authentication
can be much smaller. For example, we consider the 2.4GHz
radio frequency carrier. For a mobile scenario, the channel
variation is mainly due to Doppler effects and when the
relative speed between the transmitter and receiver is V =60 km/h, the Doppler frequency is 𝑓𝑑 = V𝑓/𝑐 = 16.67 × 2.4 ×109/(3× 108) = 133.3Hz. Empirically, the channel coherence
time 𝑇𝐶 which is related to the maximumDoppler frequency
shift can be calculated as 𝑇𝐶 = 9/16𝜋𝑓𝑑 = 9/(16𝜋 × 133.3) =1.3ms. In our proposed schemes, the processing time, which
demands for channel coherence, includes double propagation
time 𝑇𝑝 and transmitting time 𝑇𝑡 and one operation delay 𝑇𝑑.
For 5MHz sampling rate, it takes about𝑇𝑡 = 16 us to transmit
an OFDM symbol with 64 subcarriers and 16 cyclic prefix
samples. When the distance is 3000m, the propagation time𝑇𝑃 = 10 us. In general, the transmitting time is in the same
order of the operation delay. Then the total processing time2𝑇𝑡 + 2𝑇𝑃 +𝑇𝑑 is much smaller than the coherence time 𝑇𝑐 in
our two proposed schemes.

3. Secret Key Generation and
Performance Analysis

3.1. The Proposed Secret Key Generation Scheme. Compared
to single carrier systems, OFDM systems can provide extra
randomness in viewof the use ofmultiple subchannels. In this
paper, we propose a secret key generation scheme based on
the channel-phase response of OFDM systems in frequency
domain.

In general, a secret key generation scheme consists of the
following four steps:

(1) Channel probing: Alice and Bob alternately and
periodically send the probe signals to each other to
obtain the characteristics of channel between them.

(2) Measurement quantization: Alice and Bob separately
quantize the collected channel characteristics into bit
vector to obtain a preliminary secret key bits.

(3) Information reconciliation: due to the nature of half-
duplex and noise, a small number of Alice and Bob’s
preliminary keys may be mismatched.They exchange
messages to agree on a synchronized key.

(4) Privacy amplification: since the messages exchanged
in the information reconciliation phase are open
to Eve, they may be exploited by Eve to infer the
generated keys. To address this issue, Alice and Bob
apply privacy amplification method to eliminate Eve’s
partial information about the key and obtain a shared
key.

We can find that, for half-duplex mode, the legitimate
nodes have to transmit probe signals alternately to char-
acterize the channel, which means they cannot probe the
channel simultaneously. After collecting sufficient measure-
ments, they quantize the measurements into preliminary
keys separately. These phases may bring estimation error and
quantization error, which may lead to many mismatched bits
between the preliminary keys generated by the legitimate
parties. Thus, the cost to reconcile the mismatched bits is
high.

In this paper, to address this problem, we propose a
scheme in which only one of the legitimate nodes is chosen to
perform the channel probing andmeasurement quantization.
This simplifies the procedure of secret key generation and
eliminates the estimation error and quantization error.

Under the principle of reciprocity, we set h𝐴𝐵 = h𝐵𝐴 = h.
To maintain the reciprocity requirement, for each of Alice
to Bob’s channel probes, the corresponding Bob to Alice’s
channel probe eventmust be conducted within the coherence
time of the channel. The process of the proposed secret key
generation scheme is depicted in Figure 2 and the detailed
steps are as follows. (Note that throughout this paper, the
signals and equations are in frequency domain.)

Step 1 (channel probing). The experiments in [7] revealed
that, in certain environments, due to lack of variations in the
wireless channel, the extracted bits have very low entropy
making these bits unsuitable for a secret key, which can
cause predictable key generation by an adversary in these
static environments. To prevent this, during channel probing,
we utilize random signals to probe the channel. Suppose
that Bob is chosen to probe the channel and quantize the
channel measurements. Thus, Alice transmits the random
probe signal s𝑎 = [𝑠𝑎,1, 𝑠𝑎,2, . . . , 𝑠𝑎,𝑁] to Bob, where 𝑠𝑎,𝑖 =
exp(𝑗𝜃𝑎,𝑖), 𝜃𝑎,𝑖 ∼ 𝑈[0, 2𝜋] for 𝑖 = 1, 2, . . . , 𝑁, and 𝑁 is the
number of the subcarriers of the OFDM system.The random
signal s𝑎 is unknown to Bob and Eve.
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Figure 2: The process of the secret key generation.

Without loss of generality, we only take the 𝑖th (1 ≤ 𝑖 ≤ 𝑁)
subcarrier, for example. Thus, the received signal at Bob can
be expressed as

𝑟𝑏,𝑖 = ℎ𝑖𝑠𝑎,𝑖 + 𝑤𝑏,𝑖 = ℎ𝑖 exp (𝑗𝜃ℎ,𝑖) 𝑠𝑎,𝑖 + 𝑤𝑏,𝑖
= ℎ𝑖 exp (𝑗𝜃ℎ,𝑖 + 𝑗𝜃𝑎,𝑖) + 𝑤𝑏,𝑖, (1)

whereℎ𝑖 denotes the 𝑖th subchannel response of the legitimate
channel in frequency domain and 𝜃ℎ,𝑖 is the underlying
subchannel-phase response. The subchannels are indepen-
dent and identically distributed (i.i.d.) and ℎ𝑖 ∼ CN(0, 𝜎2ℎ).𝑤𝑏,𝑖 is the i.i.d. complex Gaussian noise with zero mean and
variance 𝜎2𝑛 .

Based on the received signal, Bob gets the subchannel-
phase response estimation as

𝜃𝑏,𝑖 = tan−1 ( imag (𝑟𝑏,𝑖)
real (𝑟𝑏,𝑖) ) = 𝜃ℎ,𝑖 + 𝜃𝑎,𝑖 + 𝜀𝑏,𝑖, (2)

where 𝜀𝑏,𝑖 is the phase estimation error. Note that the phase of
the random probe signal 𝜃𝑎,𝑖 is contained in the subchannel-
phase response estimation, so we treat 𝜃𝑏,𝑖 as equivalent
subchannel-phase response estimation.

If Eve is in close proximity to Bob (here the “close”
means that the distance between Eve and Bob is much
smaller than 𝜆/2, which may lead to highly correlated h𝐴𝐵
and h𝐴𝐸), she may infer the preliminary key easily based on
her observations. To reduce the risk, Bob adds a stochastic
coefficient to 𝜃𝑏,𝑖 as

𝜃𝑏,𝑖 = 𝜃𝑏,𝑖 + 𝑐𝑏,𝑖, (3)

where 𝑐𝑏,𝑖 is uniformly distributed over [0, 2𝜋] and c𝑏 =[𝑐𝑏,1, 𝑐𝑏,2, . . . , 𝑐𝑏,𝑁]. Bob obtains the vector records as 𝜃𝑏 =[𝜃𝑏,1, 𝜃𝑏,2, . . . , 𝜃𝑏,𝑁].
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�휋/2

3�휋/2

�휋 0

p = 2

p = 3

p = 1

p = 4

�휃b,i

Figure 3: A quantization example with𝑀 = 2.
Step 2 (measurement quantization and preliminary key dis-
tribution). Bob quantizes the vector records 𝜃𝑏 into bit
vector to obtain the preliminary key. Firstly, Bob divides
the interval [0, 2𝜋) into 2𝑀 subintervals, where 2𝑀 is the
number of quantization levels, which is bounded by the
mutual information between Alice and Bob [30]. Thus each𝜃𝑏,𝑖 can be quantized to𝑀 binary bits. The 𝑝th (1 ≤ 𝑝 ≤ 2𝑀)
subinterval is [2𝜋(𝑝 − 1)/2𝑀, 2𝜋𝑝/2𝑀). Secondly, gray code
is used to assign a binary code word with 𝑀 bits to each
subinterval. A quantization example with𝑀 = 2 is illustrated
in Figure 3.

The 𝑖th record can be quantized as

𝑄(𝜃𝑏,𝑖) = 𝑝𝑖,
if mod (𝜃𝑏,𝑖, 2𝜋) ∈ [2𝜋 (𝑝𝑖 − 1)2𝑀 , 2𝜋𝑝𝑖2𝑀 ) . (4)

After quantization, Bob obtains the preliminary key as k𝑏 =[𝑘𝑏,1, 𝑘𝑏,2, . . . , 𝑘𝑏,𝑁𝑀].
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Then, Bob sends “probe signal” to Alice. Different from
the constant probe signal and s𝑎, this probe signal, in fact,
is the preliminary key after mapping and before equalizing.
Thus, the probe signal can be expressed as

𝑠𝑏,𝑖 = exp (𝑗M (𝑘M𝑏,𝑖) − 𝑗𝜃𝑏,𝑖) , (5)

where M(⋅) denotes the mapping operation on the prelimi-
nary key and 𝑘M𝑏,𝑖 = [𝑘𝑏,(𝑖−1)𝑙+1, . . . , 𝑘𝑏,(𝑖−1)𝑙+𝑙] is the 𝑖th input
secret key sequence with length 𝑙 (𝑁𝑙 ≤ 𝑁𝑀). When 𝑙 = 2, a
mapping function can be designed as

M (𝑘M𝑏,𝑖) =
{{{{{{{{{{{{{{{{{

0, 𝑘M𝑏,𝑖 = [0 0]𝜋2 , 𝑘M𝑏,𝑖 = [0 1]
𝜋, 𝑘M𝑏,𝑖 = [1 1]3𝜋2 , 𝑘M𝑏,𝑖 = [1 0] .

(6)

Themapping function is known to Alice.The subtraction
term in (5) denotes the preequalization process using the
equivalent subchannel-phase response estimation. In fact, the
preequalization process can be seen as an encryption opera-
tion; thus the preliminary key is masked by the subchannel-
phase response estimation.

Alice’s received signal can be expressed as

𝑟𝑎,𝑖 = ℎ𝑖𝑠𝑏,𝑖 + 𝑤𝑎,𝑖
= ℎ𝑖 exp (𝑗 (𝜃ℎ,𝑖 +M (𝑘M𝑏,𝑖) − 𝜃𝑏,𝑖)) + 𝑤𝑎,𝑖, (7)

where 𝑤𝑎,𝑖 ∼ CN(0, 𝜎2𝑛) is the i.i.d. complex Gaussian noise.
Based on the reciprocity between the forward and reverse
links and substituting 𝜃𝑏,𝑖 with (2), (7) can be simplified as

𝑟𝑎,𝑖 = ℎ𝑖 exp (𝑗 (M (𝑘M𝑏,𝑖) − 𝜃𝑎,𝑖 − 𝜀𝑏,𝑖)) + 𝑤𝑎,𝑖. (8)

As observed in (8), during the receiving, Alice completes the
subchannel-phase equalization and eliminates the encryption
based on the channel reciprocity. Alice further multiplies (8)
by the random probe signal 𝑠𝑎,𝑖 and gets

𝑠𝑎,𝑖𝑟𝑎,𝑖 = ℎ𝑖 exp (𝑗 (M (𝑘M𝑏,𝑖) − 𝜀𝑏,𝑖)) + 𝑠𝑎,𝑖𝑤𝑎,𝑖. (9)

Then, Alice performs unmapping on the phase of 𝑠𝑎,𝑖𝑟𝑎,𝑖 to
acquire the preliminary key transmitted by Bob.

In conclusion, in this step, Bob firstly obtains the pre-
liminary key by quantizing the vector records and randomly
chooses 𝑁𝑙 key bits from the preliminary key as the input
key sequences of the mapping function. Secondly, these
key sequences are mapped, preequalized, and transmitted to
Alice. Lastly, Alice acquires these key sequences based on
the channel reciprocity. So the preliminary key is distributed
from Bob to Alice.

Step 3 (information reconciliation and privacy amplification).
Note that, in our scheme, we assume that the length of the
preliminary key is𝑁𝑀. In practical systems, this length may

be much longer, which in turn may require more rounds of
channel probing and secret key distribution. Alice and Bob
need to update the random probe signal vector s𝑎 and the
stochastic coefficient vector c𝑏, respectively, after each round.

Due to the noise, a small number of mismatched bits may
exist in the preliminary keys of Alice and Bob. Then, the
mismatched bits are reconciled by using BCH codes to get
synchronized keys. The privacy of the synchronized keys is
subsequently enhanced by using a hash function to obtain a
secure and common key.

During the secret key generation process, Alice and Bob
should do Steps 1 and 2 fast enough to ensure that 𝑡2 − 𝑡1 is
not more than the coherence time. We can observe that due
to the random probe signal, the randomness of the channel
is ensured even if the environments are static. So it also can
address the highly correlated and unsecure key bits problem
in stationary environments [7].

3.2. Performance Analysis. In this subsection, we will analyze
the proposed secret key generation scheme and evaluate
its performance in terms of the secret key capacity, bits
mismatched, and key generation rates.

3.2.1. Security Analysis. Eve is a passive attacker and only can
listen to the communications during secret key generation.
For ease of analysis, we neglect the effect of noise in Step 1 so
that Eve’s received signal from Alice is

𝑟𝑒𝑎,𝑖 = ℎ𝐴𝐸,𝑖𝑠𝑎,𝑖 = ℎ𝐴𝐸,𝑖 exp (𝑗𝜃ℎ𝐴𝐸,𝑖 + 𝑗𝜃𝑎,𝑖) , (10)

where ℎ𝐴𝐸,𝑖 = |ℎ𝐴𝐸,𝑖|𝑒𝑗𝜃ℎ𝐴𝐸,𝑖 is the 𝑖th subchannel fromAlice to
Eve. In Step 2, Eve’s received signal fromBob can be expressed
as

𝑟𝑒𝑏,𝑖 = ℎ𝐵𝐸,𝑖𝑠𝑏,𝑖 = ℎ𝐵𝐸,𝑖
⋅ exp (𝑗 (𝜃ℎ𝐵𝐸,𝑖 +M (𝑘M𝑏,𝑖) − 𝜃𝑏,𝑖)) = ℎ𝐵𝐸,𝑖
⋅ exp (𝑗 (𝜃ℎ𝐵𝐸,𝑖 +M (𝑘M𝑏,𝑖) − 𝜃ℎ,𝑖 − 𝜃𝑎,𝑖 − 𝜀𝑏,𝑖)) ,

(11)

where ℎ𝐵𝐸,𝑖 = |ℎ𝐵𝐸,𝑖|𝑒𝑗𝜃ℎ𝐵𝐸,𝑖 is the 𝑖th subchannel from Bob to
Eve.We can find that the factors which influence Eve to derive
the key bits are the phases of ℎ𝑖, ℎ𝐴𝐸,𝑖, ℎ𝐵𝐸,𝑖, and 𝑠𝑎,𝑖, that is,𝜃ℎ,𝑖, 𝜃ℎ𝐴𝐸,𝑖, 𝜃ℎ𝐵𝐸,𝑖, and 𝜃𝑎,𝑖. Besides, the stochastic coefficient𝑐𝑏,𝑖 also impairs Eve’s inference to some extent.

To reduce the factors, Eve can multiply (10) by (11) and
obtains

𝑟𝑒𝑏,𝑖𝑟𝑒𝑎,𝑖 = ℎ𝐵𝐸,𝑖ℎ𝐴𝐸,𝑖
⋅ exp (𝑗 (𝜃ℎ𝐵𝐸,𝑖 + 𝜃ℎ𝐴𝐸,𝑖 +M (𝑘M𝑏,𝑖) − 𝜃ℎ,𝑖 − 𝜀𝑏,𝑖)) . (12)

Then, the factors are reduced to 𝜃ℎ,𝑖, 𝜃ℎ𝐴𝐸,𝑖, and 𝜃ℎ𝐵𝐸,𝑖. Note
that since the phase of the signals transmitted by Alice and
Bob in Steps 1 and 2 is random, it is hard for Eve to estimate
the phases of 𝜃ℎ𝐴𝐸,𝑖 and 𝜃ℎ𝐵𝐸,𝑖. Thus, it is difficult for Eve to
derive the generated keys and we will analyze various cases in
the following.

Firstly, both Alice and Bob are far away from Eve, so that
the wiretap channels (i.e., ℎ𝐴𝐸 and ℎ𝐵𝐸) and the legitimate
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channel (i.e., ℎ) are uncorrelated, along with the random
signal s𝑎 and stochastic coefficient c𝑏; for Eve, it is almost
impossible to obtain the generated secret keys from her
measurements.

Then, an aggressive case, where Eve is close to Bob, is
considered. In this case, ℎ𝐴𝐸,𝑖 ≈ ℎ𝐴𝐵,𝑖 = ℎ𝑖. Then (10) can
be approximately simplified as

𝑟𝑒𝑎,𝑖 = ℎ𝑖 exp (𝑗𝜃ℎ,𝑖 + 𝑗𝜃𝑎,𝑖) . (13)

Then the phase of 𝑟𝑒𝑎,𝑖 is approximately equal to Bob’s
equivalent subchannel-phase response estimation 𝜃𝑏,𝑖. So
for Eve it is possible to infer the preliminary key by the
same quantization approach. However, due to the random
coefficient c𝑏, which is unknown to Eve, the probability of
obtaining the key based on 𝑟𝑒𝑎,𝑖 is low. In (11) and (12), sinceℎ𝐵𝐸,𝑖 is uncorrelated with ℎ𝐵𝐴,𝑖, for Eve it is improbable to
derive the distributed preliminary key.

Lastly, we consider that Eve is close to Alice. Under this
circumstance, ℎ𝐵𝐸,𝑖 ≈ ℎ𝐵𝐴,𝑖 = ℎ𝑖, so (11) becomes

𝑟𝑒𝑏,𝑖 = ℎ𝐵𝐸,𝑖 exp (𝑗 (M (𝑘M𝑏,𝑖) − 𝜃𝑎,𝑖 − 𝜀𝑏,𝑖)) . (14)

Since 𝜃𝑎,𝑖 is random and unknown to Eve, she cannot infer the
key based on 𝑟𝑒𝑏,𝑖. In this situation, ℎ𝐴𝐸,𝑖 is uncorrelated withℎ𝐴𝐵,𝑖, so it is obvious that Eve cannot obtain the key based on
(10) and (12).

In conclusion, when Eve is a passive attacker, the secret
key cannot be derived only by her observations and Alice and
Bob can still establish a secure key. In fact, the channel-phase
response is sensitive to the distance between Alice and Bob,
so for Eve it is more difficult to infer the secret key bits from
her measurements of the channel-phase. In addition, in [31],
the authors pointed out that applying error-correcting codes
on the preliminary key with reasonable rate can ensure the
correct preliminary key for Alice in theory, while ensuring
useless information for Eve. It means that we can design an
error-correcting code with proper rate to further ensure the
security of the proposed scheme.

3.2.2. The Secret Key Generation Performance. Firstly, the
secret key capacitywhich is defined as themaximumavailable
key generation rate [3] is considered. Since the subchannels
are independent, for ease of analysis, we only take one of
the subchannels, for example. Our proposed scheme can be
approximativelymodeled as Bob generating a random source𝑋 = ℎ and Alice observing the random source as 𝑌 = 𝑋 +𝑊𝑎 = ℎ +𝑊𝑎, where ℎ ∼ CN(0, 𝜎2ℎ) is one of the subchannel
responses and𝑊𝑎 ∼ CN(0, 𝜎2𝑤) is the observed noise. Alice
and Bob extract secret keys from the phases of𝑋 and 𝑌, that
is, 𝜃𝑋 and 𝜃𝑌, respectively. Assuming that Eve’s observations
are uncorrelated with Alice’s, the secret key capacity can be
expressed as [3]

𝐶𝑃 = 𝐼 (𝜃𝑋; 𝜃𝑌) , (15)

where symbol 𝐼(⋅; ⋅) denotes the mutual information between
two random variables. Since the joint probability density
function of 𝜃𝑋 and 𝜃𝑌 is difficult to calculate, we adopt the
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Figure 4: The secret key capacity of different schemes.

information theoretical estimators (ITE) toolbox to estimate
the secret key capacity [32]. The input of the ITE is (𝜃𝑋; 𝜃𝑌),
where 𝜃𝑋 = [𝜃𝑋,1, 𝜃𝑋,2, . . . , 𝜃𝑋,𝑘], 𝜃𝑌 = [𝜃𝑌,1, 𝜃𝑌,2, . . . , 𝜃𝑌,𝑘],
and 𝑘 is the length of the input. In the simulations, the signal-
to-noise ratio (SNR) is defined as 𝜎2ℎ/𝜎2𝑤.

The secret key capacity of the proposed secret key
generation scheme is compared with the existing channel-
phase based secret key generation scheme [15] and channel-
gain based secret key generation scheme [14] in Figure 4.
During channel probing, the channel condition of these
three schemes is identical. We can clearly observe that, in
contrast to the channel-phase based and channel-gain based
schemes, our proposed scheme achieves a greater secret key
capacity. For example, when SNR is 10 dB, the secret key
capacity of the proposed scheme is 34%and 170%greater than
the channel-phase based scheme and channel-gain based
scheme, respectively. Note that the secret key capacity of
the discussed OFDM systems is 𝑁 times of those shown in
Figure 4.

Secondly, we analyze the secret key bits mismatched and
key generation rates. The BMR and KGR of the proposed
scheme are evaluated through Monte-Carlo simulations
under multipath channels and further are compared with
the channel-phase based and channel-gain based schemes.
Since it does not need to estimate the CSI during channel
probing, in the simulations, the probe signal contains two
OFDM symbols, that is, one pilot symbol for synchronization
and one symbol for signal phase estimation. The carrier
frequency of the OFDM system is 2.4GHz and the number
of the subcarriers is 𝑁 = 64. We consider the multipath
Rayleigh fading channel with 2 us constant delay time and the
maximumDoppler frequency is 0Hz (suppose that Alice and
Bob remain static in the simulations). The sample interval is
0.25 us.

These three schemes adopt the same quantization
method, that is, equal interval quantization method, in
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Figure 6: The KGR performance of different schemes.

which the characteristics space is divided on average into2𝑀 = 4 subspaces. The same information is reconciled
and privacy amplification approaches are employed. Note
that, theoretically, the bit length of the resulting quantization
should be bounded by the mutual information between Alice
and Bob [33]. In other words, the quantization level 2𝑀
should not be higher than the secret key capacity, that is,2𝑀 ≤ 2𝐶𝑃 . However, for ease of analysis, the quantization
levels for the three schemes are all set as 2𝑀 = 4.

Figures 5 and 6 show the BMR and KGR performance of
these schemes, respectively. From these two figures, we can
observe that the BMRs of these schemes decrease, while the
KGRs increase as SNR increases. The primary reason is that
the accuracy of the channel estimates obtained in the channel

Table 1: The evaluation of randomness test.

Test 𝑃 value
Frequency 0.65
Block Frequency 0.55
Cumulative sum (Rev) 0.30
Cumulative sum (Fwd) 0.64
Approximate entropy 0.69
Runs 0.48
Longest run 0.54
Serial 0.72 0.55

probing phase increases as SNR increases. The BMR and
KGR performances of the proposed scheme exhibit apparent
superiority to the other schemes. For example, when SNR =
10 dB, the BMR and KGR of the proposed scheme decreases
by 41% and increases 6.6%, respectively, compared to the
channel-phase based scheme.

Lastly, the randomness of the secret key is analyzed. A
cryptographic key should be substantially random; other-
wise, an adversary can crack the key with low cost. A widely
used randomness test suite NIST [34] is employed to verify
the randomness of our generated secret key bits. The NIST
test suite is a statistical package consisting of 16 tests which
were developed to test the randomness of binary sequences.
To pass the test, all the 𝑃 values of the 16 tests should be at
least greater than 0.01. We randomly select 10-bit sequences
generated from our simulations at SNR = 10 dB. Due to the
limitation of bit length, we run eight typical tests. The results
in Table 1 shows that our generated bit sequences pass the
NIST test and their average entropy is close to that of a truly
random sequence.

4. PHY-Layer Authentication Scheme and
Performance Analysis

4.1. PHY-Authentication Scheme. In the proposed secret key
generation scheme, the legitimate parties establish a shared
key which can be used for the encryption and authentication.
The existing key based authentication schemes assume that
the knowledge of the shared key is preknown between the
authenticated parties, but how to achieve the secret key dis-
tribution is not given. Consider that the shared key between
the authenticated parties is generated by our proposed secret
key generation scheme.

After establishing a shared key and a period of time
without communication, if Alice and Bob want to establish
a communication, they need to authenticate each other. In
this section, we propose a challenge-response PHY-layer
authentication scheme for OFDM systems, which exploits
the short-term reciprocity and randomness of the channel-
phase response in TDD mode. Generally, Alice and Bob
need a two-way authentication process to achieve the mutual
authentication. However, the one-way authentication process
is enough to describe the process, since both directions of
the two-way authentication employ the same regulation. We
assume that Alice wants to communicate with Bob, who
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in turn needs to verify the identity of “Alice” based on
the proposed challenge-response PHY-layer authentication
scheme (here Bob is assumed to be legitimate, while, for the
illegitimate Bob, it will be analyzed later). The process of
the proposed PHY-layer authentication scheme is shown in
Figure 7 and the detailed stages are as follows.

Stage 1. Alice transmits an authentication request signal to
Bob. The authentication request signal contains the frame
type, time stamp information, media access control address,
and so forth.

Stage 2. After receiving the authentication request, Bob
contemplates that “Alice” wants to communicate with him-
self. Then Bob generates a response signal vector s𝑏 =[𝑠𝑏,1, 𝑠𝑏,2, . . . , 𝑠𝑏,𝑁] and sends to “Alice,”where 𝑠𝑏,𝑖 = exp(𝑗𝜃𝑏,𝑖)
and 𝜃𝑏,𝑖 ∼ 𝑈[0, 2𝜋] for 𝑖 = 1, 2, . . . , 𝑁. 𝑁 is the number
of the subcarriers. The random response signal vector s𝑏 is
unknown to Alice and Eve.

Stage 3. The received signal of the 𝑖th subcarrier in frequency
domain at Alice is𝑟𝑎,𝑖 = ℎ𝐵𝐴,𝑖𝑠𝑏,𝑖 + 𝑤𝑏,𝑖

= ℎ𝐵𝐴,𝑖 exp (𝑗𝜃ℎ𝐵𝐴,𝑖 + 𝑗𝜃𝑏,𝑖) + 𝑤𝑎,𝑖, (16)

where ℎ𝐵𝐴,𝑖 denotes the 𝑖th subchannel response from Bob to
Alice and 𝜃ℎ𝐵𝐴,𝑖 is the underlying subchannel-phase response.
The subchannels are i.i.d. and ℎ𝐵𝐴,𝑖 ∼ CN(0, 𝜎2ℎ). 𝑤𝑎,𝑖 is the
i.i.d. complex Gaussian noise with zero mean and variance𝜎2𝑛 . Alice is not concerned with what Bob transmits but only
estimates the phase of the received signal.The estimation can
be expressed as

𝜃𝑎,𝑖 = tan−1 ( imag (𝑟𝑎,𝑖)
real (𝑟𝑎,𝑖) ) = 𝜃ℎ𝐵𝐴,𝑖 + 𝜃𝑏,𝑖 + 𝜀𝑎,𝑖, (17)

where 𝜀𝑎,𝑖 is the phase estimation error.
Then, to generate a tagged signal vector s𝑎 for authen-

tication, Alice processes her shared secret key by using
the mapping function and preequalizes the mapped key by
subtracting the phase estimation vector �̂�𝑎 (here the length
of the shared key is assumed to be long enough). The tagged
signal at the 𝑖th subcarrier is

𝑠𝑎,𝑖 = exp (𝑗M (𝑘M𝑎,𝑖) − 𝑗𝜃𝑎,𝑖) . (18)

Alice sends the tagged signal to Bob. As processed in
(18), the secret key for authentication is masked by phase
estimation and it is difficult for a passive attacker to crack the
authenticated secret key.

Stage 4. Bob’s received signal is

𝑟𝑏,𝑖 = ℎ𝐴𝐵,𝑖𝑠𝑎,𝑖 + 𝑤𝑏,𝑖
= ℎ𝐴𝐵,𝑖 exp (𝑗 (𝜃ℎ𝐴𝐵,𝑖 +M (𝑘M𝑎,𝑖) − 𝜃𝑎,𝑖)) + 𝑤𝑏,𝑖, (19)

where ℎ𝐴𝐵,𝑖 denotes the 𝑖th subchannel response fromAlice to
Bob, and 𝜃ℎ𝐴𝐵,𝑖 is the underlying subchannel-phase response.

𝑤𝑏,𝑖 ∼ CN(0, 𝜎2𝑛) is the i.i.d. complex Gaussian noise. Alice
and Bob perform these steps fast enough to ensure the time
interval from Stages 2–4 is smaller than the coherence time;
thus ℎ𝐴𝐵,𝑖 = ℎ𝐵𝐴,𝑖 = ℎ𝑖. Then (19) can be simplified as

𝑟𝑏,𝑖 = ℎ𝑖 exp (𝑗 (M (𝑘M𝑎,𝑖) − 𝜃𝑏,𝑖 − 𝜀𝑎,𝑖)) + 𝑤𝑏,𝑖. (20)

We can find that the channel-phase equalization has been
completed during the receiving. Bob multiplies 𝑠𝑏,𝑖 by his
response signal 𝑟𝑏,𝑖 and gets y = r𝑏 ⊙ s𝑏, where ⊙ denotes
element-wise multiplication.

The 𝑖th element of y can be expressed as

𝑦𝑖 = 𝑟𝑏,𝑖𝑠𝑏,𝑖 = ℎ𝑖 exp (𝑗 (M (𝑘M𝑎,𝑖) − 𝜀𝑎,𝑖)) + 𝑤𝑏,𝑖𝑠𝑏,𝑖. (21)

Then Bob obtains the signal 𝑦𝑖 which only contains the
mapped secret key from Alice and estimation error. Based
on 𝑦𝑖, combining his shared key, Bob needs to judge whether
the other party is Alice or not. There are two solutions for
this judgement. A straightforward solution is to check the
difference between the obtained authenticated key kM𝑎 from
“Alice” and his own secret key kM𝑏 , where k

M
𝑎 = M−1(∠y).

The difference is defined as 𝐷 = sum(kM𝑎 ⊕ kM𝑏 ), where⊕ is the XOR operation. If 𝐷 < 𝐷0, Bob determines that
the other party is Alice; otherwise it is not, where 𝐷0 is a
constant real number. However, it is hard to determine 𝐷0
in practical systems. Thus, we provide another solution in
which the authentication judgement is formulated as a binary
hypothesis test.

From (21), we can find that the phase of 𝑦𝑖 is mainly
affected by the mapped authenticated key. In order to elim-
inate the influence of the authenticated key, similar to [27],
we generate a variable with the expression as

𝐶 = 𝑒−𝑗M(kM𝑏 )y𝑇 , (22)

where ()𝑇 denotes transpose operation. Thus, the binary
hypothesis test can be expressed as

H0: kM𝑥 = kM𝑒 ,
H1: kM𝑥 = kM𝑏 , (23)

where kM𝑥 denotes the authenticated key possessed by “Alice.”
ForH0 andH1, the corresponded 𝐶H0 and 𝐶H1 are

𝐶H0

= 
𝑁∑
𝑖=1

(ℎ𝑖 𝑒𝑗(M(𝑘M𝑒,𝑖 )−M(𝑘M𝑏,𝑖 )−𝜀𝑎,𝑖) + 𝑒−𝑗M(𝑘M𝑏,𝑖 )𝑤𝑏,𝑖𝑠𝑏,𝑖) ,
𝐶H1 = 

𝑁∑
𝑖=1

(ℎ𝑖 𝑒𝑗(−𝜀𝑎,𝑖) + 𝑒−𝑗M(𝑘M𝑏,𝑖 )𝑤𝑏,𝑖𝑠𝑏,𝑖) .
(24)

Based on (24), Bob makes a final decision by comparing
with a threshold 𝑇.

𝐶 H1≷
H0

𝑇. (25)
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Figure 7: The process of the PHY-layer authentication.

If H1 is true, then Bob judges that the other party is Alice;
otherwise, it is not.

Now, it is essential to find the threshold𝑇.We can see that,
in both hypotheses, 𝑒−𝑗M(kM𝑏 )y𝑇 is the sum of 𝑁 dependent
normally distributed random variables. The resulting sum is
still normally distributed [27]; thus its amplitude𝐶 obeysRice
distribution. The probability density function of 𝐶 is

𝑓𝐶H𝑖 (𝑥) = 𝑥𝜎2
H𝑖

exp(−𝑥2 + 𝐶2H𝑖2𝜎2
H𝑖

)𝐼0 (𝑥𝐶H𝑖𝜎2
H𝑖

) , (26)

where 𝑥 ≥ 0, 𝑖 = 0, 1. 𝐶H𝑖 and 𝜎2H𝑖 denote the mean and
variance of 𝐶H𝑖, respectively. 𝐼0(⋅) is the zero-order modified
Bessel function of the first kind. Based on 𝑓𝐶H𝑖(𝑥), we can
calculate the false acceptance rate (the rate that the attacker
passes the authentication) as

𝑃𝑓 = ∫+∞
𝑇

𝑓𝐶H0 (𝑥) 𝑑𝑥
= ∫+∞
𝑇

𝑥𝜎2
H0

exp(−𝑥2 + 𝐶2H02𝜎2
H0

)𝐼0 (𝑥𝐶H0𝜎2
H0

)𝑑𝑥
= ∫+∞
𝑇/𝜎H0

𝑥𝜎H0 exp(−
(𝑥/𝜎H0)2 + (𝐶H0/𝜎H0)22 )

⋅ 𝐼0 ( 𝑥𝜎H0 𝐶H0𝜎H0 )𝑑( 𝑥𝜎H0) = 𝑄(𝐶H0𝜎H0 , 𝑇𝜎H0) ,

(27)

where 𝑄(𝑎, 𝑏) = ∫+∞
𝑏

𝑥 exp(−(𝑥2 + 𝑎2)/2)𝐼0(𝑎𝑥)𝑑𝑥. 𝑄(⋅, ⋅)
is Marcum 𝑄 function. Thus, for a given false acceptance
rate 𝑃𝑓, the threshold value 𝑇 can be calculated by (27).
Furthermore, we can get the successful authenticate rate (the
rate that the legitimate user passes the authentication) as

𝑃𝑑 = ∫+∞
𝑇

𝑓𝐶H1 (𝑥) 𝑑𝑥 = 𝑄(𝐶H1𝜎H1 , 𝑇𝜎H1) . (28)

4.2. Security Analysis. To evaluate the security of the pro-
posed scheme, in this section, we analyze various types of
attackers.

Eve, as the adversary, knows Alice and Bob’s PHY-layer
authentication scheme. When Eve is a passive attacker, she
only can listen to all the communications inside the network
and attempts to learn the shared key from the information
that she eavesdropped. In Section 3.2, we have analyzed
that it is almost impossible for Eve to crack and infer the
shared key during the secret key generation. Thus, during
the authentication, it is also difficult for Eve to derive the
shared key and pass the authentication as a passive attacker,
and the analysis process is similar. Therefore, we mainly
consider the case that Eve is an active attacker.When Eve is an
active attacker, she can perform three types of attacks, namely,
impersonation attacks, jamming attacks, and replay attacks.

4.2.1. Impersonation Attacks. Eve can impersonate Alice or
Bob under impersonation attacks. If Eve initiates Stage 1
(sends authentication request to Bob), she can hardly suc-
ceed. The reason is that Bob’s response contains no infor-
mation about the shared key in Stage 2. If Eve impersonates
Alice in Stage 3 and sends a tagged signal to Bob, she will
not be authenticated by Bob as she has no information about
the authenticated key. Compared to the other two stages,
Stage 2 is more vulnerable, since, during Stage 1, Alice does
not know the legitimacy of its counterpart. In this case,
Eve impersonates Bob and may steal the authenticated key
from the tagged signal of Alice. To solve this problem, the
authors in [26] proposed a mutual authentication approach
by sharing two distinguished keys,𝐾𝐴 and𝐾𝐵, between Alice
and Bob. However, the keys of Alice and Bob generated by
the secret key generation scheme are identical in our scheme,
whichmeans that themutual authentication approach cannot
be applied directly. To solve this problem in our scheme, after
Alice has been authenticated by Bob, they drop the authenti-
cated key. When Alice authenticates Bob, they choose new
authenticated key from the remaining shared key. If Bob
cannot provide a valid tagged signal, Alice would consider



10 Mobile Information Systems

that this “Bob” is impersonated. Thus, Eve cannot actively
steal the shared key and pass the authentication under
impersonation attacks.

4.2.2. Jamming Attacks. As discussed in [35], Eve can attempt
to disrupt the authentication procedure by jamming attacks.
When she performs jamming in Stage 2, it may make Bob
unable to authenticate Alice, which means the denial of
service. However, the frequent jamming in Stage 2 is apt to be
detectable.When Eve jams Stages 1 and 3, the jamming signal
may be viewed as interference, and, if the jamming signal is
not AWGN-like, it can be suppressed through conventional
interference rejection techniques.

4.2.3. Replay Attacks. In Stages 2 and 3, Eve’s received signals
in the noiseless setting are, respectively, given by

𝑟𝑒𝑏,𝑖 = ℎ𝐵𝐸,𝑖𝑠𝑏,𝑖 = ℎ𝐵𝐸,𝑖 exp (𝑗𝜃ℎ𝐵𝐸,𝑖 + 𝑗𝜃𝑏,𝑖) , (29)

𝑟𝑒𝑎,𝑖 = ℎ𝐴𝐸,𝑖𝑠𝑎,𝑖
= ℎ𝐴𝐸,𝑖 exp (𝑗 (𝜃ℎ𝐴𝐸,𝑖 +M (𝑘M𝑎,𝑖) − 𝜃𝑎,𝑖)) , (30)

where ℎ𝐵𝐸,𝑖 = |ℎ𝐵𝐸,𝑖|𝑒𝑗𝜃ℎ𝐵𝐸,𝑖 and ℎ𝐴𝐸,𝑖 = |ℎ𝐴𝐸,𝑖|𝑒𝑗𝜃ℎ𝐴𝐸,𝑖 are the 𝑖th
subchannel from Bob to Eve and Alice to Eve, respectively. In
a signal replay attack, Eve can store the waveforms as shown
in (29) and (30) and simply replay the waveforms (since the
signal in Step 1 contains no information about the shared key,
we ignore Eve’s replay of this signal). If thewaveform in (29) is
replayed,Alicewill send the tagged signal sinceAlice does not
know the legitimacy of its counterpart. Then Eve can get the
authenticated key from the tagged signal. This case is similar
to the impersonation attack in which Bob is impersonated by
Eve, so we can employ the mutual authentication approach
to address this problem. If the waveform in (30) is replayed,
since the channel-phase response between two legitimate
users is unique and cannot be revealed to Eve, the signal
received by Bob will be

𝑟𝑒𝑏,𝑖 = ℎ𝐸𝐵,𝑖𝑟𝑒𝑎,𝑖 = ℎ𝐸𝐵,𝑖ℎ𝐴𝐸,𝑖
⋅ exp (𝑗 (𝜃ℎ𝐸𝐵,𝑖 + 𝜃ℎ𝐴𝐸,𝑖 +M (𝑘M𝑎,𝑖) − 𝜃𝑎,𝑖)) . (31)

It is obvious that Bob will not accept it.
From the analysis above, we can find that, under various

active attacks, it is nearly impossible for Eve to obtain the
authenticated secret key or be authenticated by Alice or Bob.

4.3. Performance Evaluation. In this subsection, we present
extensive simulations to demonstrate the effectiveness of the
proposed scheme.

In the simulations, assuming that the receiver achieves
ideal synchronization, so that the response message and
taggedmessage contain only oneOFDMsymbol, respectively.
The carrier frequency of the OFDM system is 2.4GHz. The
propagation environment is simulated by Rayleigh fading
with 2 us constant delay time and the maximum Doppler
frequency is 10Hz. The sample interval is 0.25 us. The length
of the mapping function input bits is set to be 2, so 2𝑁 key
bits are needed for the simulations.
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Figure 8: PDFs of 𝐶H0 and 𝐶H1 at SNR = 5 dB for𝑁 = 64.

20 40 60 80 100 120 140 1600
C

0

0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

Pr
ob

ab
ili

ty
 d

en
sit

y 
fu

nc
tio

n

Empirical distribution bob ℋ1
Rice distribution bob ℋ1
Empirical distribution eve ℋ0
Rice distribution eve ℋ0

Figure 9: PDFs of 𝐶H0 and 𝐶H1 at SNR = 5 dB for𝑁 = 128.

Extensive Monte-Carlo simulations are conducted to
investigate the PDFs of 𝐶 under two hypothesisH0 andH1,
which can be utilized to evaluate false acceptance rate and
successful authentication rate. Furthermore, the appropriate
choice of the threshold 𝑇 also can be determined by these
PDFs.

Figures 8 and 9 show the empirical PDFs of𝐶H0 and𝐶H1

at SNR = 5 dB for 𝑁 = 64 and 𝑁 = 128, respectively. As
claimed in Section 4.1, 𝐶H0 and 𝐶H1 obey Rice distribution.
Hence, Rice distributions according to (26) are also given
in both figures, where the mean and variance are directly
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Figure 10: Successful authentication rate versus false acceptance rate for different𝑁 when SNR = 5 dB.

estimated throughMonte-Carlo simulations [36]. From these
two figures, we can find that the empirical distributions are
coincidedwell with the theoretical Rice distributions.We also
note that the PDFs of 𝐶H0 and 𝐶H1 are distinguished clearly
in Figure 8 and in Figure 9 and the PDF of 𝐶H1 is far apart
from that of 𝐶H0 even at SNR = 5 dB. Thus, it is easy to
calculate threshold 𝑇 if the successful authentication rate and
false acceptance rate are given.

The receiver operating characteristic (ROC) describes the
correlation between the false acceptance rate and the success-
ful authentication rate. Figure 10 plots the ROC performance
for different𝑁when SNR = 5 dB. From these four subfigures,
we can find that the ROC performance becomes better as 𝑁
increases. Furthermore, when 𝑁 = 32, the ROC are nearly
ideal even at SNR = 5 dB.

4.4. Comparison with PHY-CRAM and PHY-PCRAS. The
PHY-layer authentication schemes PHY-CRAM [26] and
PHY-PCRAS [27]were shown to be simple and feasible. In the

following, we will compare our proposed scheme with these
two schemes.

As illustrated in Figure 11, for ROC performance, our
scheme is better than PHY-CRAM and very similar to PHY-
PCRAS. The reason is that our proposed scheme and PHY-
PCRAS employ the channel-phase response, while ampli-
tude modulation is employed in PHY-CRAM, which in
performance is usually worse than phase modulation. Since
the amplitude of all the subcarriers are not the same, the
received performance may be impacted due to different SNR
at each subchannel. Furthermore, in PHY-CRAM, high-peak
fluctuations may occur, and in practice it is required to
suppress the high peak with additional complexity. However,
since OFDM technique is employed, compared to PHY-
CRAM, our proposed scheme and PHY-PCRAS are more
sensitive to the frequency offset.

As discussed in [26, 27], for impersonation attacks, our
proposed scheme and PHY-PCRAS are more secure than
PHY-CRAM. This can be explained by the better ROC
performance and the fact that the channel-phase response
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Figure 11: The ROC performance comparisons of the proposed
authentication scheme, PHY-CRAM, and PHY-PCRAS at SNR =
5 dB with𝑁 = 64.

is more sensitive than channel-amplitude response to the
distance between Alice and Bob.

The shared key of our proposed scheme is obtained from
the proposed secret key generation scheme, while the other
two schemes suppose that the shared key is preknown.

5. Conclusion

In this paper, to simplify the secret key extracting procedure
based on the characteristics of the wireless channels and
reduce the secret key bits mismatched rate, we propose a
secret key generation scheme based on the channel-phase
response. In the scheme, only one node is chosen to probe
the channel and perform the quantization phase. Then the
preliminary key is distributed after mapping and before
equalizing. Further a PHY-layer authentication scheme is
proposed utilizing the extracted secret key. This scheme
exploits the short-term reciprocity of the channel-phase
response and the sensitivity to the distance between the
legitimate parties. The simulation results reveal that the
proposed secret key generation scheme achieves a better
performance compared to the existing scheme in terms of
KGR, BMR, and secret key capacity. Besides, the extracted
key passes the NIST randomness test. For the PHY-layer
authentication scheme, the numerical results show that it
performs better than existing work even at SNR = 5 dB when
the shared key is obtained from the proposed secret key
generation scheme, ensuring the randomness and security.
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The wearable full-body exoskeleton robot developed in this study is one application of mobile cyberphysical system (CPS), which
is a complex mobile system integrating mechanics, electronics, computer science, and artificial intelligence. Steel wire was used as
the flexible transmission medium and a group of special wire-locking structures was designed. Additionally, we designed passive
joints for partial joints of the exoskeleton. Finally, we proposed a novel gait phase recognition method for full-body exoskeletons
using only joint angular sensors, plantar pressure sensors, and inclination sensors. The method consists of four procedures. Firstly,
we classified the three types of main motion patterns: normal walking on the ground, stair-climbing and stair-descending, and
sit-to-stand movement. Secondly, we segregated the experimental data into one gait cycle. Thirdly, we divided one gait cycle into
eight gait phases. Finally, we built a gait phase recognition model based on 𝑘-Nearest Neighbor perception and trained it with the
phase-labeled gait data.The experimental result shows that the model has a 98.52% average correct rate of classification of the main
motion patterns on the testing set and a 95.32% average correct rate of phase recognition on the testing set. So the exoskeleton robot
can achieve human motion intention in real time and coordinate its movement with the wearer.

1. Introduction

The number of China’s elderly and disabled people had
reached 260 million at the end of 2014, China’s rapid aging
has caused widespread concern, and it is difficult for China to
afford the issue of a rapidly aging population [1]. Additionally,
the number of hemiplegic and paraplegic patients and people
with walking difficulties increased year by year. Most of these
people can only use awheelchair to achieve self-care.Walking
and standing are their greatest desire, the physical function
of the elderly declines, and their daily activities are limited
with the increase of age. It brings great pressure and burden
to the families and society to take care of the elderly, which
has become a major social problem. Thus, it is necessary
to develop a power exoskeleton device to assist the elderly
in their needs. The exoskeleton robot is a kind of wearable

human-machine integration device, which combines the
science of robotics and rehabilitation engineering. The appli-
cation of an exoskeleton robot can help the patients who have
lost their walking ability or havewalking difficulties stand and
walk normally again.

The concept of mobile cyberphysical system (CPS) has
emerged as a promising tool where the operations of the
physical and engineered systems are monitored, controlled,
coordinated, and integrated by means of a computing and
communication core [2]. The exoskeleton robot must deter-
mine the wearer’s moving intention accurately and quickly
due to its close link with the wearer. Recent advances
in microelectromechanical systems (MEMS) have led to
the rapid development of microsensors [3, 4]. Correlations
among the data representing an event are usually reflected
in multiple measurements at different locations [5, 6]. The
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acquisition of electroencephalogram, electromyography, and
other biological signals have become a hot research topic
in the field of human-machine interaction owing to their
quick response [6, 7]. However, the measurement of biolog-
ical signals involves poor robustness because of their low
frequency, weak amplitude, and low signal-to-noise ratio
[8]. On the other hand, the traditional force feedback and
position tracking control strategies are also widely used for
exoskeleton control, which is based on physical signals; a
wearer with walking difficulties has difficulty in achieving
free walking by simply relying on physical signals because of
physical signals’ obvious signal delay and too many sensors.
As research based on biological signals, force, position, and
other physical signals has not yet achieved breakthroughs
in the motion intention estimation for exoskeleton robots,
researchers have been searching for new methods to assess
the wearer’s moving intentions accurately and quickly.

The Cybernetics Laboratory of Tsukuba University devel-
oped the HAL series of wearable power-assist robot systems
to help the elderly or the disabled to achieve normal walking
in 2002. This exoskeleton robot can help disabled people
stand up or reduce the labor intensity of workers.The control
strategy of the HAL series includes two kinds of control
modes: one is based on EMG and the other one involves
gait prelearning and gait pattern generation. Researchers
who developed HAL series established a joint torque control
method based on EMG signals to achieve control and main-
tain coordinationwith the wearer’s lower limbmovement [9].

In the field of exoskeleton robots research, one walking
gait cycle is usually divided into multiple phases. In [10],
the walking gait cycle was divided into the stance phase and
the swing phase. Murray et al. [11] proposed an assistive
approach without dictating the spatiotemporal nature of
joint movement for the lower limb exoskeleton; a finite-state
machine consisting of six gait phase states was used to govern
the exoskeleton controller. Kazerooni et al. [12] adopted a
hybrid control strategy for different gait phases to control
the Berkeley Lower Extremity Exoskeleton. Liu et al. [13]
proposed an approach of gait phase recognition for a lower
limb exoskeleton with only joint angular sensors. Oh et al.
[14] considered that a single control method is not the best
option for allmotion phases during the gait cycle. It is difficult
to use a fixed model to describe the process of walking and
obtain a fixed output setting due to individual differences in
human walking and the changes in road conditions. Normal
walking is the result of a coordinated body movement that
allows the body to move in the most efficient way [15].
In this study, we developed a set of novel wearable full-
body flexible exoskeleton robots and presented a method
of voluntary motion intention estimation, which can help
wearable exoskeleton robot walk comfortably.

2. Materials and Methods

2.1. Design of a Novel Wearable Full-Body Flexible Exoskeleton
Robot. The human body has three basic planes: the sagittal
plane, the coronal plane, and the horizontal plane, and these
three surfaces are perpendicular to each other at the center

Table 1: Adjustment range of the connecting rod of the exoskeleton
robot.

Adjustable Component Range
Lower leg 340mm–410mm
Thigh 315mm–385mm
Upper arm 318mm–379mm
Forearm 218mm–261mm

of the body [16]. The exoskeleton robot is positioned on
the human body and the wearer coordinates his movement
with the robot; the design of the robot’s dimensions must
be in accordance with the specifications of the human body.
The length of the connecting rod of a full-body exoskeleton
robot should be adjustable to a certain range for better
compatibility. The size design of the exoskeleton in this
paper refers to the GB10000-88 (Chinese adult body size)
standard. Although the size of various parts of the body and
their proportions are basically fixed, there are differences
in proportions of the body between men and women; the
lower limb size of men is generally larger than that of women
[17]. The height range of a subject was limited from 1550
to 1850mm, and then the regulating length range of the
connecting rod can be calculated as Table 1.

The exoskeleton robot must be a mechanical shadow of
the wearer and it must be able to mimic each of his actions
in real time, and even a millisecond’s hesitation can create a
burden that makes the wearer feel as impeded as walking in
water.Therefore, its sensorsmust be able to quickly read every
minor action and its microprocessor must be sufficiently
powerful to convert these data into instructions to the robot
in real time. The speed of traditional hydraulic transmission
is too slow which increases the weight of robot; additionally,
if a motor drive was mounted directly on the joint that will
require a larger body structure. Therefore, in this study, we
positioned all the drive units in the backpack to obtain amore
delicate exoskeleton robot system.

Figure 1 shows the overall structure of the exoskeleton
robot system. The system uses a distributed control architec-
ture, which is composed of the main control computer, data
acquisition board, motor drive board and various sensors,
and so forth.

2.1.1. Steel Wire Transmission. The steel wire and tube are
forced along the tangent direction of the wire line when the
motor drives the wire.The tube is rigid and incompressible in
the longitudinal direction although the wire and tube appear
to be soft, the interior of the tube is made of steel, and the
wall is rather thick. The steel wire and the tube can be bent
only to a limited degree according to different types, while
the deformation of the steel wire is negligible compared to the
moving distance of the motor output. As a result, the motor
torque can be transferred to the terminal almost without loss
[18].

The steel wire in one loop is divided into three parts: the
upper end of the wire between the upper part of tube and the
lower tube, the tube, and the part between the tube and the
lower end of the lower part of the wire, their length is 𝐿1,
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𝐿2, and 𝐿3, respectively, and the total length of steel wire is𝐿 which is shown in Figure 2.

𝐿 = 𝐿1 + 𝐿2 + 𝐿3. (1)

𝐿1 will increase when the motor rotates, 𝐿2 does not
change because it is actually the length of the tube, and 𝐿
does not change because it is the length of the steel wire;
consequently, 𝐿3 has to decrease. Thus, a wire drive circuit
is formed.

The advantage of this transmission approach described in
this paper is combined with hydraulic and pneumatic trans-
mission, gears drive, and any other traditional transmission,
which can realize flexible transmission with a rather simple
structure as shown in Figure 3. Additionally, it can avoid the
noise caused by hydraulic pumps or air pumps. Therefore, it
constitutes amajor innovation for the structural design of the
exoskeleton robot, which can easily transfer the torque to any
joint of the robot without interfering with the other joints.

Most steel wire transmission systems achieve the torque
transmission through a pulley or pulley group. Furthermore,
most of steel wire transmission systems involve only one-
way transmission, which require a spring or other devices to
assist in the return time of a loop, and they also need large
pretightening force of the steel wire to prevent slipping. In
this study, we designed a group of special wire-locking pulley
structures as shown in Figure 4 that resulted in a wire without

Motor Pulley

Steel wire

Figure 3: Steel wire transmissions.

Figure 4: Wire-locking pulley.

slippage; thus, transmission could be fully implemented as
needed.
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2.1.2. Passive Spherical Joint. This joint is composed of a
special sliding bearing structure containing an inner ring
with an outer spherical surface and an outer ring with an
inner sphere. The joint which is shown in Figure 5 has two
bonded spherical surfaces that can withstand large loads and
it is usually used for the low speed of the swing movement.
It can also be tilted in a certain angle because of the sliding
surface of the spherical shape, which can operate normally
even when the support shaft and the shaft shell hole are not
concentric. Several joints can be connected to a group as
needed, which is shown in Figure 6.

This type of joint is very suitable for the flexible robot
developed in this study, which can be worn without being
bound by the mechanical structure of exoskeleton robot, and
it greatly improves comfort to the wearer.

2.1.3. System Overview. The wearable exoskeleton robot
developed in this study is a complex intelligent system
integrating mechanics, electronics, computer science, and
artificial intelligence, which is necessary to capture themove-
ment state andmotion intention of thewearer through signals
from the sensor system. The sensor system mainly includes
angle sensors, inclination sensors, plantar pressure sensors,
and pressure sensors between the human limbs and the

Foot plat

Spring-actuated 
ankle

Knee joint

Hip joint

Flat motor

Spherical joint
Elbow joint Steel wire

Steel wire

Figure 7: Full-body flexible exoskeleton robot.

exoskeleton robot as shown in Figure 7. The gait acquisition
system was established in advance, and the sensors were
installed at each joint of the gait acquisition system, the gait
acquisition system could adapt to wearers of different heights,
and the following are the main tasks of the four kinds of
sensors:

(1) The inclination sensors help detect body posture and
prevent falling.

(2) Theplantar pressure sensors are used to determine the
motion state.

(3) The joint angle sensors are used to determine the joint
angle of the robot.

(4) The pressure sensor is used to collect the real-time
interaction data between the human limb and the
exoskeleton robot.

Energy consumption of the knee joint is themost of all the
joints according to the data curve of the jointmovement angle
and output torque [19]. The exoskeleton robot is difficult to
be designed with the same freedom as with human shoulder
using only a motor drive because of complex human body
structure, whereas the elbow joint movement is simple. The
exoskeleton robot developed in this study was designed to
only add active driving in the knee and elbow joints, and
we used flexible passive degrees of freedom for all the other
joints.

2.2. Sensor Data Acquisition System and Experiment. The
lower limb of human is generally believed to have seven
degrees of freedom [20]: hip adduction, abduction, external
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Figure 9: Plantar pressure sensor distribution.

rotation, internal rotation, ankle valgus and virus, external
rotation, and internal rotation motion. The angles of the
hip, knee, and ankle changed regularly during the walking.
We only collected data from the angle of the hip, knee, and
ankle in the sagittal plane as shown in Figure 8 to facilitate
the analysis of the gait. The distribution of plantar pressure
sensors is shown in Figure 9. In walking, the upper part of the

Table 2: Exoskeleton sensor data.

Type Number
Plantar pressure 8
Joint angle 6
Inclination angle 4

body exhibits a slight swing with the swing of the feet [21].We
installed sensors to acquire upper body swinging data tomore
accurately reproduce the process of walking. We collected
and analyzed the changes of the hip, knee, ankle angle, and
body posture that occur in the process of walking, stair-
climbing, and sit-to-stand (STS) movement to understand
the real human gait; Table 2 shows the number of three types
of sensors.

Subjects. All the recruited subjects before the experimentwere
informed about the experimental nature, procedure, effect,
and the potential risk. They were very willing to partici-
pate in experiment and sign the informed consent forms.
Meanwhile, this experiment has been approved by Shenzhen
Institutes of Advanced Technology Ethics Committee.

We selected 10 young men with normal lower limb func-
tion to perform walking on the ground, treadmill walking,
stair-climbing and stair-descending, and STS tests using
our sensor data acquisition system. The mean age of the
group was 25.3 years, with an average height of 173.3 cm
and an average weight of 67.7 kg. Before the experiment, the
participants’ thigh and leg length and waist thickness were
measured, and the various links of the collector were adjusted
to the appropriate size to conduct the experiment.

Gait analysis is a method to study walking patterns
that aims to reveal the key links and factors affecting gait
by means of mechanics and kinematics. This technique is
also helpful to guide the robot in the later control stage.
Comparedwith other biometrics, such as fingerprint, iris, and
face recognition, gait represents a type of external dynamic
performance that is closely related to spatial and temporal
information. Gait recognition must begin with the lower
limb of the human body and the gait signal is divided
periodically. It must accurately and quickly determine the
wearer’s movement intentions and make decisions because
the robot has a close relationship with the wearer. People
always maintain the center of gravity while walking [22].
In the initial stage of the gait, the wearer is not yet skilled
at controlling the robot. The motion planning algorithm
requires more intervention and learning to adapt to the gait.
The algorithm will gradually stabilize and finally achieves a
regular gait when a stable complete gait is achieved.

2.2.1. Walking at Different Speeds on the Ground and a Tread-
mill. The walking gait of a human has the characteristics of
periodicity, left-right symmetry, and coordination, and the
walking motion is mainly performed in the sagittal plane
[23]. The time of the process that the same heel touches the
ground again is called a complete gait cycle during walking.
Both sides have their own gait cycle as the left and right legs
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Figure 10: Stair-climbing and stair-descending.

Figure 11: STS.

alternate. The right lower limb is considered as an example
because of the symmetry of human gait; the same person’s left
and right leg gait are usually only a phase difference.

2.2.2. Stair-Climbing and Stair-Descending. Thecyclic pattern
of the lower limbs during the task of stair-climbing and stair-
descending as shown in Figure 10 is very similar to the pattern
observed during walking on the ground [24].

For both tasks, periods of support (stance) and non-
support (swing) can be defined. Joseph and Watson have
cited similar figures (i.e., 60% stance, 40% swing) for a stair-
descending task. In contrast, for the lower limbs of subjects
in stairs-climbing task it was observed that 66% time of the
gait cycle is stance phase and the remaining 33% time is the
swing phase [25].

2.2.3. STS. STS movement is also divided into phases as
shown in Figure 11 for better understanding, the most
commonly used classification for which contains two phases
[26], one is the preparation phase, which includes the flexion
process of the upper part of the body and the process of the
body begins the seat-off motion, the other one is the rising
phase, which contains the process from the seat-off action
(maximum anterior flexion of the trunk) to the standing
posture, and finally people maintain their body in a quasi-
stationary position.

2.3. Voluntary Motion Intention Estimation. The phases of
the gait data are firstly classified offline before the motion
intention estimation.
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Figure 13: Gait cycle cutting.

2.3.1. Gait CycleDivision. The lower limbs repetitively deviate
from the standard standing position in walking [27]. Gait
of walking is a cyclic phenomenon that can be divided into
phases from the initial contact with the floor to the final
contact with the floor in the swing phase; it begins when the
tibia is vertical to the floor and ends when the foot strikes the
floor again.

In this study, one gait cycle was divided into eight phases
as shown in Figure 12; the proportion of each phase in one
gait cycle is as follows:

(1) Initial contact phase (0%).
(2) Loading response phase (0–10%).
(3) Middle stance phase (10–30%).
(4) Terminal stance phase (30–50%).
(5) Preswing phase (50–60%).
(6) Initial swing phase (60–73%).
(7) Middle swing phase (73–87%).
(8) Terminal swing phase (87–100%).

One gait cycle is defined by the time that the right heel
hits the ground two times. The moment of mutation is used
as the dividing point according to the data of the plantar
pressure sensors. The gait sequence can be automatically
divided into several gait cycles by using this method. We
defined themomentwhen two consecutive point values of the
heel pressure sensors are greater than the setting threshold as
the dividing point which is shown in Figure 13.

𝑇cycle = 𝑡𝑖+1 − 𝑡𝑖, 𝑖 = 1, 2, . . . , 𝑁,
Δ𝑡𝑖 = (Δ𝑡1, Δ𝑡2, Δ𝑡3, . . . , Δ𝑡𝑛) . (2)

We can divide the gait cycle as required by determining
two such successive points. From the 10 recruited subjects

that performed the walking test with the sensor data acqui-
sition system, 4500 gait cycles were obtained. Each captured
gait cycle dataset can be expressed in the form of a matrix.

[[[[[

𝑠1 ⋅ ⋅ ⋅ 𝑠18... d
...𝑠1𝑗 ⋅ ⋅ ⋅ 𝑠18𝑗
]]]]]
, 𝑗 = 1, 2, . . . , 𝑁, (3)

where 𝑗 is the number of data points of each captured gait
cycle, which depends on the walking speed and sampling
frequency, and s1 to s18 are all the data of the sensors installed
in the sensor data acquisition system.

2.3.2. Gait Phase Labels on Gait Data. We verified the
classification method after dividing the gait cycle. Each of the
obtained 4500 gait cycles was divided into eight phases by the
proportion of time in one gait cycle.

One gait cycle was taken for analysis; a gait cycle
determined with the above method begins approximately
at the moment that one foot leaves the ground and ends
with the ipsilateral foot leaving the ground. The gait phase
classification resulted in the values as shown in Figure 14.
The cyclic pattern of the lower limbs during the task of stair-
climbing and stair-descending is very similar to the pattern
of walking on the ground [28]. Therefore, we used the same
proportion of time in a cycle as normal walking in this
study. The STS movement was also divided into two phases
for better understanding [28]. The first phase is the flexion
phase, which occurred during the first 35% of the STS cycle.
The second phase is the extension phase; a gait cycle is also
generally divided into two main phases: the stance phase
(60%) and the swing phase (40%) [29]. The opposite process
applies and the phases are easy to divide during the process
of standing up and sitting down.

2.3.3. Gait Phase Recognition. In the actual movement pro-
cess, we can use the following methods to obtain the real-
time behavior of the robot once the instantaneous sensor
data information is obtained. In this study, all the actions
were divided into the three categories of normal walking on
the ground, stair-climbing and stair-descending, and STS.
Firstly, we used the following method to distinguish these
three categories. In each category, the phase in the gait cycle
needs to be found out in real time; walking on the ground
was taken as an example, and then Figure 15 shows how we
further identified the specific gait phases, the eight different
color blocks represent the eight phases in a gait cycle, the
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blue dot inside the blocks represents the specific data points
in each phase, the nearest blue point to the target point was
found by calculating, and the same method is also applied to
other categories.

Distinguishing of Walking on the Ground, Stair-Climbing,
and Stair-Descending. A novel method was developed to
distinguish these two categories as shown in Figure 16 based
on the gait cycle classification data described above and then
a 𝑘-Nearest Neighbor classifier was created for data training.

𝜃𝑖 = 𝜃LK𝑖 − 𝜃RK𝑖 𝑖 = 1, 2, . . . , 𝑁,Δ𝜃i = (Δ𝜃1, Δ𝜃2, Δ𝜃3, . . . , Δ𝜃𝑛) , (4)
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Figure 16: Distinguishing of normal walking and stair-climbing.

where 𝜃LK denotes the left knee joint angle for stair-climbing
and 𝜃RK indicates the right knee joint angle for normal
walking.

STS. Standing from a seated position is an activity that
we perform many times every day. STS is a rather action
different from normal walking and stair-climbing and stair-
descending; the angular values that we recorded reflected the
relationships of the lower limb joints. This difference was
confirmed by a reversal of the rapid increase of angle in knee
extension.The angle of the hip and ankle joints also increased.
The left and right leg have the same phase during the STS
action; this is the greatest difference between STS and other
actions, in which the two legs have the same phases.Thus, we
can easily distinguish STS categories.

𝜃LA = 𝜃RA,
𝜃LK = 𝜃RK,
𝜃LH = 𝜃RH,

(5)

where 𝜃LA denotes the left ankle joint angle, 𝜃RA is the right
ankle joint angle, 𝜃LK is the left knee joint angle, 𝜃RA indicates
the right knee joint angle, 𝜃LH is the left hip joint angle, and
𝜃RH denotes the right hip joint angle.

3. Results and Discussion

We observed that angle changes of the hip joint, knee joint,
and ankle joint had obvious regularity in the process of
walking through the analysis of the gait data. Furthermore,
we verified that thewalking gait described abovewas periodic
and left-right symmetrical. In addition, we determined that
there is a slight swing around the waist; the body naturally
inclines to the side of the supporting leg to focus on the foot
when people walk, which is to maintain the balance of the
body and avoid falling.

We firstly divided them into normal walking, stair-
climbing and stair-descending, and STS after obtaining the
instantaneous 18-dimensional sensor data and then inserted
them into the KNN model, which was built in a Python
environment. We finally got a recognition rate of 98.21%,
which is nearly with no intersection of other phases, except
the very standing stationary points that have the same phase.
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Figure 17: The best coefficient 𝑢.

Secondly, normal walking is taken as an example; we used
the six angle sensors data to calculate the nearest point to
the instantaneous point and then obtained the corresponding
gait phase and the most probable point.

dist_angle = 2√ 6∑
1

(test𝑖 − target𝑖)2, 𝑖 = 1, 2, 3, 4, 5, 6, (6)
where test𝑖 denotes the data from the six ankle joint angles
after training, target𝑖 represents the instantaneous ankle joint
angle data, and dist_angle indicates the distance between the
target point and instantaneous point in the gait cycle.

dist_pressure = 2√ 8∑
1

(test𝑗 − target𝑗)2,
𝑗 = 1, 2, 3, 4, 5, 6, 7, 8,

(7)

where test𝑗 represents the data from the eight plantar pressure
sensors after training and target𝑗 indicates the instantaneous
plantar pressure sensor data.

In an actual gait, the plantar pressure sensors and the
angle sensors data are not uniform, and the weight of the
impact on the calculation results is unknown. Therefore, we
must define a new coefficient 𝑢:

dist = dist_angle + dist_pressure ∗ 𝑢, (8)

where dist denotes the distance between the target point and
instantaneous point and 𝑢 is the weight coefficient.

We inserted the target data into the training model and
determined the best coefficient 𝑢 (from 1 to 100).

We calculated that the best recognition rate was 95.32%
when 𝑢 = 7, 8, 9 and that the recognition rate no longer
increases when 𝑢 ≥ 35; they are shown in Figure 17, so we
did not choose the number larger than 100 to try. Finally, we
selected 𝑢 = 8 and input four normal walking gait cycles
into the model to identify the corresponding phase and pose,
which provided the following result.

From Figure 18, we can easily see that the length of each
gait cycle may be different according to the walking speed.
We can acquire approximately 55 to 58 data points in a gait

cycle while walking at a normal pace.The abscissa shows each
point in the gait cycle; the ordinate is the every phase of the
gait cycle. The blue curve shows the actual gait phases data,
and the red one is predicted value through the gait phase
recognition method.

In Figure 18(a) the middle stance phase exhibits recog-
nition errors, while all the other phases are predicted accu-
rately. In Figure 18(b), only the loading response phase and
the preswing phase have small recognition errors and Fig-
ure 18(c) shows four gait phase recognition errors. However,
each gait phase had only a few gait data points due to the
sampling rate. Therefore, erroneously identified data points
affected severely the correct recognition rate. In Figure 18(d),
only one phase has a few recognition errors. From Figure 18,
the correct rate of phase (CRP) of the four cycles was
above 90% and the CRP of the entire gait set was 95.32%.
Further analysis determined that, in each of the phases that
exhibited identification errors, only one gait data point was
identified incorrectly. Therefore, the gait phase recognition
model described in this paper was able to predict the gait
phase labels accurately.

4. Conclusions

In this study, we designed a novel wearable full-body flexible
exoskeleton robot as one application of mobile cyberphysical
system (CPS). We used a signal acquisition system to collect
data for normal walking on the ground, treadmill walking in
a setting speed, stair-climbing and stair-descending, and STS.
We employed a novel simple method to distinguish all kinds
of action mentioned above according to the posture charac-
teristics of angle and pressure. To date, many approaches have
been developed to identify the gait phase. Here, we propose a
novel gait phase recognition method using lower limb joint
angle, plantar pressure, and inclination sensors. According
to the characteristics of the gait data, we defined eight
gait phases to extract the gait phase features. The deviation
distances were calculated and classified by fixed proportion
of time in one gait cycle. Then, the gait phase labels of the
gait set were obtained.Through offline gait data classification,
one gait cycle was divided into eight phases. We built a gait
phase recognitionmodel using the gait phase-labeled data. By
training themodel with a 14-dimensional input vector, we can
recognize the gait phase in real time through the lower limb
joint angle and plantar pressure sensor data. For the tested
set, the model had a CRP of 95.32%; the experimental results
demonstrate the effectiveness of the gait phase recognition
technique. This novel method can accurately and quickly
assess the wearer’s moving intentions with a rather simple
sensor system. In future work, we intend to improve the
existing control strategy of the full-body exoskeleton with
the novel gait phase recognition method and develop a
gait evaluation method for the exoskeleton robot. The same
method can be applied to the upper-limb movement of the
robot. Thus, the flexible full-body exoskeleton robot system
will be realized in the near future. In the future, we can also
use a mobile phone to receive the real-time sensor data of
exoskeleton robot and choose the best control mode and
walking route for the wearers.



10 Mobile Information Systems

0

1

2

3

4

5

6

7

8

1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52 55

Test label
Predicted value

(a)

1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52 55
0

1

2

3

4

5

6

7

8

Test label
Predicted value

(b)

1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52 55
0

1

2

3

4

5

6

7

8

Test label
Predicted value

(c)

1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52 55

Test label
Predicted value

0

1

2

3

4

5

6

7

8

(d)

Figure 18: The gait phase recognition results of four cycles acquired from four different subjects. KNN, gait phase recognition model.
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Access security and privacy have become a bottleneck for the popularization of future Cyber-Physical System (CPS) networks.
Furthermore, users’ need for privacy-preserved access during movement procedure is more urgent. To address the anonymous
access authentication issue for CPSWireless Mesh Network (CPS-WMN), a novel anonymous access authentication scheme based
on proxy ring signature is proposed. A hierarchical authentication architecture is presented first.The scheme is then achieved from
the aspect of intergroup and intragroup anonymousmutual authentication through proxy ring signaturemechanism and certificate-
less signaturemechanism, respectively.We present a formal security proof of the proposed protocol with SVO logic.The simulation
and performance analysis demonstrate that the proposed scheme owns higher efficiency and adaptability than the typical one.

1. Introduction

With the prosperous development of mobile communication
and versatile mobile devices [1, 2] and the diversification of
the network environment [3–5], the requirement of accessing
ubiquitous network becomes more and more imperative for
Cyber-Physical Systems (CPS) [6]. Owing to the advantages
of low cost, expansible, self-healing, fine mobility support,
and high efficiency, Wireless Mesh Network (WMN) is
regarded as a critical accessing technology of the next
generation CPS network [7, 8]. As for the open nature of
transmission medium free users’ movement, as well as the
multihop transmission method, WMN suffers from security
issues in both wired and wireless environment. Efficient and
secure access authentication technology forms the baseline
of CPS-WMN’s security. Moreover, user’s privacy should also
be preserved during the access authentication process. Thus,
the security and privacy in CPS-WMNs become the research
focus recently [9].

In the past few years, a lot of researches have been carried
out for WMN’s access authentication. The authors in [10]
present an efficient identity-based authentication scheme for

WMNusing tickets, which avoidsmultihopwireless commu-
nications in order tominimize the authentication delay, while
in a complex network environment, with the increasing num-
ber of MRs, handover authentication efficiency decreases.
The authors of [11] propose an authentication scheme for
WMNbased on EAP-TLS, although the scheme offersmutual
authentication and robustness against malicious attacks. But
the asymmetric cryptography mechanisms result in high
computation cost.The author [12] improves the access control
function of IEEE 802.1X by the port operation so that user
may acquire message through the dynamic channel under
current or previous access point. However, the requirement
of keeping the channel alive during the authentication proce-
dure limits the adaptability of the scheme. Some distributed
authentication schemes to reduce the authentication delay
have been discussed in [13], while the scheme performs
poorly when handling multiple mobile users. A symmetric
key generation scheme based on hierarchical multivariable
function for WMN is presented in [14], which achieves effi-
cient mutual authentication and key generation for entities,
whereas the scheme is not suitable for the scenario when
the network users grow rapidly. The identity information of
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mobile users is divided into critical information and noncrit-
ical information that the critical information is only visible to
the mobile user and his/her group manager in [15]. With the
help of improved short ring signaturemechanism and special
binding policy, the scheme is able to provide anonymity
during authentication. However, the key escrow problem is
inevitable since the private key is generated by the group
manager. In general, the literature WMN access authenti-
cation schemes suffer from security, privacy, efficiency, and
adaptability issues. The needs of an efficient and anonymous
authentication scheme for CPS-WMNs are impending.

In terms of the security issues shown above, an anony-
mous authentication scheme based on proxy ring signature
is proposed in this paper. The scheme utilizes a high-
efficient proxy ring signature mechanism to achieve proxy-
authorization and anonymous authentication which are able
to preserve mobile users’ privacy. In addition, certificateless
signature mechanism is incorporated into our intragroup
authentication to obtain high handover efficiency.The formal
security proof based on SVO logic and other security analyses
show that the proposed scheme possesses such advantages as
reliability, anonymity, unforgeability, and reliability. Through
the simulation and performance analysis, we demonstrate the
efficiency and adaptability of our scheme.

The rest of this paper is organized as follows. Sec-
tion 2 briefly describes the related preliminaries. Section 3
elaborates the proposed anonymous mutual authentication
scheme. Sections 4 and 5 present the security and perfor-
mance analysis of the scheme, respectively. Finally, we make
a conclusion of the scheme and discuss the future research
work in Section 6.

2. Preliminaries

2.1. Bilinear Pairing. Let 𝐺 be an additive group and let 𝐺𝑇
be a multiplicative group of the same prime order 𝑞 and 𝐼𝐺𝑇
is the generator of 𝐺𝑇. Assume that the discrete logarithm
problem is hard on both𝐺 and𝐺𝑇 [16]. Amapping 𝑒:𝐺×𝐺 →
𝐺𝑇 which satisfies the following properties is called bilinear
pairing:

(1) Bilinearity: for all 𝑃,𝑄 ∈ 𝐺 and , 𝑏 ∈ 𝑍∗𝑞 , 𝑒(𝑎𝑃, 𝑏𝑄) =
𝑒(𝑏𝑃, 𝑎𝑄) = 𝑒(𝑃, 𝑄)𝑎𝑏.

(2) Nondegeneracy: there exists 𝑃,𝑄 ∈ 𝐺, so that
𝑒(𝑃, 𝑄) ̸= 𝐼𝐺𝑇.

(3) Computability: for all 𝑃,𝑄 ∈ 𝐺, there is an efficient
algorithm to compute 𝑒(𝑃, 𝑄) ∈ 𝐺𝑇.

2.2. BB1 Encryption. BB1 [17], nonadaptive selective-ID
encryption, was presented by Boneh and Franklin in 2003.
The BB1 works as follows.

(1) BB1-Setup. Given a security parameter 𝑘 ∈ 𝑍∗𝑞 , the
algorithm works as the following steps.

Step 1. Run 𝐺 on input 𝑘 to generate a prime 𝑞, two cycle
groups (𝐺1, +), (𝐺2, ×) of order 𝑞, and an admissible bilinear
pairing 𝑒 : 𝐺1 × 𝐺1 → 𝐺2. Choose a random generator ∈ 𝐺1.

Step 2. Pick a random 𝑠 ∈ 𝑍∗𝑞 and set 𝑃pub = 𝑠𝑃.

Step 3. Choose a cryptographic hash function𝐻1 : {0, 1}∗ →
𝐺1. Choose a cryptographic hash function 𝐻2 : 𝐺2 →
{0, 1}𝑛 for some 𝑛. The message space is 𝑀 = {0, 1}𝑛. The
ciphertext space is 𝐶 = 𝐺1 × {0, 1}𝑛. The system parameters
are {𝐻1, 𝐻2, 𝐺1, 𝐺2, 𝑞, 𝑒, 𝑃, 𝑃pub}. The master key is 𝑠 ∈ 𝑍∗𝑞 .

(2) BB1-Extract. For a given string ID ∈ {0, 1}∗, compute
𝑄ID = 𝐻1(ID) ∈ 𝐺1 and set the private key 𝑑ID to be
𝑑ID = 𝑠𝑄ID.

(3) BB1-Encrypt. To encrypt𝑚 ∈ 𝑀 under the public key ID,
compute 𝑄ID = 𝐻1(ID) ∈ 𝐺1, choose a random 𝑟 ∈ 𝑍∗𝑞 ,
and set the ciphertext to be 𝐶 = ⟨𝑟𝑃,𝑚 ⊕ 𝐻2(𝑔

𝑟
ID)⟩, where

𝑔ID = 𝑒(𝑄ID, 𝑃pub).

(4) BB1-Decrypt. Let 𝑐 = ⟨𝑈,𝑉⟩ ∈ 𝐶 be a ciphertext encrypted
using the public key ID. To decrypt 𝑐 using the private key
𝑑ID ∈ 𝐺1, compute𝑚 = 𝑉 ⊕𝐻2(𝑒(𝑑ID, 𝑈)).

2.3. Certificateless Signature. Certificateless signature (CLS)
[18] allows that users’ private key is comprised by the key
issued by system and the secret generated by user. In addition,
users’ public key is conducted by their own secret which
avoids key escrowproblem.TheCLS scheme ismainly used in
the Intra-WMN authentication in this paper. The algorithms
of CLS [18] are shown as follows.

(1) CLS-Setup. Given security parameter l, prime 𝑞 ≥ 2𝑙,
(𝐺1, +), and (𝐺2, ×) are cycle groups of order 𝑞. Three hash
functions are as follows: 𝐻1 : {0, 1}

∗ → 𝐺1, 𝐻2 : {0, 1}
∗ ×

𝐺1 → 𝐺1, and 𝐻3 : {0, 1}∗ × 𝐺1 × 𝐺2 → 𝑍∗𝑞 . Private
key generator (PKG) chooses 𝑠 ∈ 𝑍∗𝑞 as private key and
generates system public key 𝑃0 = 𝑠𝑃, where 𝑃 is the generator
of 𝐺1. Let 𝑔 = 𝑒(𝑃, 𝑃); system public parameters Param =
(𝐺1, 𝐺2, 𝑒, 𝑞, 𝑃, 𝑃0, 𝑔,𝐻1, 𝐻2, 𝐻3).

(2) CLS-Extract-sk. User A sends identity IDA ∈ {0, 1}∗ to
PKG. After authenticating IDA, PKG generates partial private
key of A : 𝐷A = 𝑠𝐻1(IDA).

(3) CLS-Gen-sk. A chooses 𝑥A ∈ 𝑍∗𝑞 as secret. A’s private key
is (𝑥A, 𝐷A).

(4) CLS-Gen-pk. A computes 𝑃A = 𝑥A𝑃 as A’s public key.

(5) CLS-Sign. A signs message 𝑚 ∈ {0, 1}∗, and outputs 𝜎 =
{𝑈, 𝛿} through following steps:

(a) Choose 𝑟 ∈ 𝑍∗𝑞 and calculate 𝑈 = 𝑔𝑟.

(b) 𝑉 = 𝐻2(IDA ‖ 𝑃A).
(c) ℎ = 𝐻3(𝑚 ‖ 𝑈 ‖ IDA ‖ 𝑃A).
(d) 𝛿 = 𝑟𝑃 − ℎ(𝐷A + 𝑥A𝑉).

(6) CLS-Verify. Verifier B uses 𝑃0, 𝑃A, IDA to verify the
signature 𝜎 = {𝑈, 𝛿}.
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Figure 1: Hierarchical mobile network architecture for CPS-WMNs.

(a) Compute 𝑉 = 𝐻2(IDA ‖ 𝑃A) and ℎ = 𝐻3(𝑚 ‖ 𝑈 ‖
IDA ‖ 𝑃A).

(b) Check if the equation 𝑈 = 𝑒(𝛿, 𝑃)(𝑒(𝐻1(IDA),
𝑃0)𝑒(𝑃A𝑉))

ℎ is hold. If yes, 𝜎 is valid; otherwise, 𝜎 is
invalid.

2.4. Proxy Ring Signature. Proxy ring signature (PRS) [19]
allows an original signer delegate authorization to a group of
signers inwhich everymember in the group can represent the
original signer to sign the message and is able to keep anony-
mous. In this paper, we incorporate proxy ring signature
into the access authentication process of WMN, which not
only achievesmutual authentication betweenmobile user and
accessed network but also solves the problem of privacy pre-
serving for mobile user.The algorithms of PRS are as follows.

(1) PRS-Setup. Given secure parameter𝐾 as system input and
the output is (𝐺1, 𝐺2, 𝑞, 𝑒, 𝑃). 𝐺1 is a cyclic additive group
generated by the generator 𝑃, whose order is prime 𝑞, and
𝐺2 is a cyclic multiplicative group of the same prime order of
𝑞. 𝑒 : 𝐺1 × 𝐺1 → 𝐺2 is a bilinear pairing map. In addition,
there are two hash functions: 𝐻0 : {0, 1}

∗ × 𝐺1 → 𝑍∗𝑞 and
𝐻1 : {0, 1}

∗ → 𝐺1.

(2) PRS-Generation. Original signer 𝑂 chooses 𝑥0 ∈ 𝑍∗𝑞 as
the private key and calculates the public key 𝑌𝑜 = 𝑥𝑜𝑃. 𝑢𝑖
belonging to proxy signer group𝑈 randomly chooses private
key 𝑥𝑖 ∈ 𝑍

∗
𝑞 and calculates the public key 𝑌𝑖 = 𝑥𝑖𝑃.

(3) PRS-Delegation.𝑂 generates a warrant𝑚𝜔 which includes
the descriptions of the relationship between 𝑂 and proxy
signer. 𝑂 chooses a random number 𝑟 ∈ 𝑍∗𝑞 , calculates 𝑅 =
𝑟𝑝, 𝑠 = 𝑟 + 𝑥𝑜𝐻𝑜(𝑚𝜔, 𝑅) mod 𝑞, and then sends (𝑚𝜔, 𝑅, 𝑠) to
the group 𝑈 = {𝑢1, . . . , 𝑢𝑛} of proxy signers.

(4) PRS-Verify-Auth. After receiving (𝑚𝜔, 𝑅, 𝑠), each proxy
signer 𝜇𝑖 checks 𝑠𝑃

?= 𝑅 + 𝑌𝑜𝐻𝑜(𝑚𝜔, 𝑅) mod 𝑞. If the veri-
fication fails, the authorization will be rejected. Otherwise, 𝑢𝑖

calculates his own proxy signing key psk𝑖 = 𝑠 + 𝑥𝑖𝐻𝑜(𝑚𝜔, 𝑅)
mod 𝑞.

(5) PRS-Sign. The proxy signer 𝑢𝑠 signs message 𝑚 ∈ {0, 1}∗
as follows:

(a) For all 𝑖 ∈ {1, 2, . . . , 𝑛} and 𝑖 ̸= 𝑠, choose a random
number 𝑟𝑖 ∈ 𝑍

∗
𝑞 and calculate 𝛿𝑖 = 𝑟𝑖𝑃.

(b) Calculate 𝛿𝑠 = (1/psk𝑠)(𝐻1(𝑚 ‖ 𝑚𝜔) −
∑𝑖 ̸=𝑠 𝑟𝑖(𝑅 + 𝐻𝑜(𝑚𝜔, 𝑅)(𝑌𝑜 + 𝑌𝑖)) .

(c) Send 𝛿 = (𝛿1, 𝛿2, . . . , 𝛿𝑛, 𝑚,𝑚𝜔, 𝑅) to the verifier.

(6) PRS-Verify-Sign. After receiving 𝛿 from the proxy signer,
the verifier checks if the following equation holds with the
public key 𝑌0, 𝑌1, . . . , 𝑌𝑛:

𝑛

∏
𝑖=1

𝑒 (𝑅 + 𝐻0 (𝑚𝜔, 𝑅) (𝑌𝑜 + 𝑌𝑖) , 𝛿𝑖)

?= 𝑒 (𝑃,𝐻1 (𝑚 ‖ 𝑚𝜔)) .

(1)

If yes, 𝛿 is valid. Otherwise, 𝛿 is invalid.

3. Anonymous Mutual Authentication Scheme

3.1. Hierarchical Mobile Network Architecture. As shown
in Figure 1, a hierarchical mobile network architecture is
designed for CPS-WMNs. In the first level, Trusted Root
(TR), as original signer who can delegate signing right to
proxy signers, is creditable to all of the network entities. In
the second level, there are many WMNs that each one can
be regarded as a group of proxy signers including Gateway
(GW),MeshRouters (MRs), andmobileMeshClients (MCs).
MC is able to handover across different WMNs or between
different MRs in the sameWMN. To achieve mutual authen-
tication between MC and visiting network based on PRS, we
build the group of proxy rings for network entities in terms
of the hierarchical mobile network architecture shown above.
Assuming that a group of the proxy ring (abbreviated as a
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Table 1: Symbols and descriptions.

Symbols Descriptions
RID𝑖 Ring 𝑖’s identification
PK𝑋/SK𝑋 The public/private key of entity𝑋
Param System parameters
𝑊𝑟𝑖 The warrant for the members in ring 𝑖
Auth𝑋 The authorization of proxy signature for𝑋
𝐾𝑋-𝑌 The session key between𝑋 and 𝑌
Enc_𝐾{𝑀} Using symmetric key 𝐾 to encrypt message𝑀
ENCR_ALG_PK𝑋{𝑀} Using algorithm ALG and𝑋s public key PK𝑋 to encrypt message𝑀
SIGN_ALG_SK𝑋{𝑀} Using algorithm ALG to sign message𝑀 with𝑋’s signing key SK𝑋
TS𝑖 The current timestamp
𝑀1 ‖ 𝑀2 Concatenation of messages𝑀1 and𝑀2

ring) is composed ofGW,MRs (connectedwith theGW), and
MCs (connected with the MRs). We denote ring ID as RID𝑖
in Figure 1 (RID1 means ring 1 and RID2 means ring 2). GW
takes the role of a manager of the ring and is responsible for
managing and maintaining the members in the ring.

The symbols used sections are shown in Table 1.

3.2. Trust Model. As shown in Figure 2, the trust model is
presented according to the mobile network architecture. TR
is trusted by all the entities. GW in different CPS-WMNs does
not trust each other. Moreover, different MR belonging to the
same GW does not own trust relationship, the same as the
MRs in different CPS-WMNs. In addition, we assume that
GW is trusted by the MR which is connected to itself. MC
only trusts the MR in its home CPS-WMN. The main objec-
tive of our proposed scheme is to set up the trust relationship
between MC and the accessed MR during MC’s roaming.

3.3. System Initialization. As the trusted root, TR generates
Param and broadcasts it to all entities. Param = {𝐺1, 𝐺2, 𝑒 :
𝐺1 × 𝐺1 → 𝐺2, 𝑃 ∈ 𝐺1, PKTR = 𝑠𝑃, 𝐻1 : {0, 1}

∗ → 𝐺1,
𝐻2 : {0, 1}

∗ × 𝐺1 → 𝑍∗𝑞 , 𝑔 = (𝑃, 𝑃)}, where 𝑞 is the order of
𝐺1 and 𝐺2 and 𝑠 is the master key of TR. All entities’ public
key in the ring should be delivered to TR. In addition, GW
generates the ring’s public and private keys through random
choosing of SK_𝑅𝑖 ∈ 𝑍

∗
𝑞 as the private key; the corresponding

public key is PK_𝑅𝑖 = SK_𝑅𝑖 ⋅ 𝑃. PK_𝑅𝑖 is shared by all the
members in the ring, while SK_𝑅𝑖 is only allocated to the
legitimate members who are authenticated by TR in system
initialization phrase.

3.4. Inter-WMNAuthentication Protocol. WhenMCwants to
leave the WMN it belonged to and accesses another WMN,
the MC needs to achieve mutual Inter-WMN authentication
with the visiting WMN. As shown in Figure 1, when the
MC in WMN1 wants to access WMN2 and connect to MR2,
MC triggers mutual authentication with MR2. The mutual
authentication details are shown in Figure 3.

(1)𝑀𝑅2 →𝑀𝐶 : 𝑃𝐾𝐺𝑊2 , 𝑃𝐾𝑀𝑅2 .MR2 broadcasts PKMR2 and
PKGW2 toMC.MCexecutes PRS-Verify-auth to verify PKGW2 .

TR

A B

A B

Trust

MC

MR1

GW1 GW2

MR2 MR3

Distrust

WM．1 WM．2

RI＄1
RI＄2

Figure 2: Trust model.

MC M２2 ＇７2

P＋＇７2, P＋－２2

1, c2, RI＄1, T３1

c3, gb , AutＢ－２2

c3, gb , AutＢ－２2

c1, RI＄1, P＋－２2

Figure 3: The workflow of Inter-WMN authentication protocol.

(2) 𝑀𝐶 → 𝑀𝑅2 : 𝛿1, 𝑐2, 𝑇𝑆1, 𝑅𝐼𝐷1. MC calculates 𝑐1 =
ENCR_BB1_PKGW2{𝑔

𝑎}, 𝑐2 = ENCR_BB1_PKMR2{𝑐1}, and
𝛿1 = SIGN_PRS_SKMC{TS1}, where 𝑔

𝑎 ∈ 𝐺1 is the parameter
for session key negotiation and TS1 is the current timestamp.
MC sends 𝛿1, 𝑐2, TS1, and RID1 to MR2.



Mobile Information Systems 5

MC M２3 ＇７2

P＋－２3, P＋＇７2

C4

C4

I＄－２3

2, PK ２2, RI＄2, T３2_

Figure 4: The workflow of Intra-WMN authentication protocol.

(3)𝑀𝑅2 → 𝐺𝑊2 : 𝑐1, 𝑃𝐾𝑀𝑅2 , 𝑅𝐼𝐷1. After receiving (2) from
MC, MR2 checks the freshness of TS1. If fresh, MR2 decrypts
𝑐2 to obtain 𝑐1. MR2 then sends 𝑐1, RID1, and PKMR2 to GW2.
Meanwhile,MR2 utilizes PRS-Verify-sign to verify 𝛿1 through
requesting the ring members public key from TR in terms of
RID1. If 𝛿1 is valid, MC is regarded as a legal user.

(4) 𝐺𝑊2 → 𝑀𝑅2 : 𝑐3, 𝐴𝑢𝑡ℎ𝑀𝑅2 , 𝑔
𝑏. After receiving (3)

from MR2, GW2 decrypts 𝑐1 to obtain 𝑔𝑎, choose 𝑔𝑏 ∈
𝐺1 and generate the warrant 𝑊𝑟2 = skGW2𝐻1(ID𝑟2), where
skGW2 is GW2’s private key. GW2 computes AUTHMR2 =
skGW2𝐻1(PKMR2), session key 𝐾GW2-MC = 𝑔𝑎𝑏, and 𝑐3 =
Enc_𝐾GW2-MC{𝑊𝑟2}. GW2 then sends 𝑐3,AuthMR2 , and 𝑔

𝑏 to
MR2. Finally, GW2 stores 𝐾GW2-MC.

(5) 𝑀𝑅2 → 𝑀𝐶 : 𝑐3, 𝐴𝑢𝑡ℎ𝑀𝑅2 , 𝑔
𝑏. MR2 relays 𝑐3, AuthMR2 ,

and 𝑔𝑏 to MC when getting (4) from GW2.

After receiving (5) from MR2, MC calculates session key
𝐾MC-GW2 = 𝑔𝑎𝑏 to decrypt 𝑐3 for obtaining 𝑊𝑟2 . MC checks

𝑒(𝑃,AuthMR2)
?= 𝑒(PKGW2 , 𝐻1(PKMR2)), if equal, MC makes

sure to access a legal WMN. MC then calculates 𝑈 = 𝑔𝑟 and
𝑉 = 𝐻2(RID2 ‖ PK_𝑅2), where 𝑟 ∈ 𝑍

∗
𝑞 . MC stores 𝑈, 𝑉, and

𝐾MC-GW2 .

3.5. Intra-WMN Authentication Protocol. After finishing
Inter-WMN authentication, MC will obtain 𝑊𝑟2 issued by
GW. When MC moves from one MR to another in the
sameWMN, we use CLS [14] to achieve efficient Intra-WMN
authentication. As shown in Figure 1, assuming that MC and
MR2 finished Inter-WMN authentication, when MC wants
to move from MR2 to MR3, the Intra-WMN authentication
protocol is triggered as shown in Figure 4.

(1)𝑀𝑅3 →𝑀𝐶 : 𝑃𝐾𝑀𝑅3 , 𝑃𝐾𝐺𝑊3 . MR3 broadcasts PKMR3 and
PKGW2 to MC.

(2)𝑀𝐶 → 𝑀𝑅3 : 𝛿2, 𝑃𝐾_𝑅2, 𝑇𝑆2, 𝑅𝐼𝐷2. MC calculates ℎ =
𝐻2(TS2 ‖ 𝑈 ‖ RID2 ‖ PK_𝑅2) and𝛿2 = 𝑟𝑃−ℎ(𝑊𝑟2+SK_𝑅2𝑉),
where 𝑈 and 𝑉 are generated and stored in the process of
Inter-WMN authentication. TS2 is the current timestamp.
MC sends TS2, 𝛿2, PK_𝑅2, and RID2 to MR3.

(3)𝑀𝑅3 → 𝐺𝑊2 : 𝐼𝐷𝑀𝑅3 . After receiving (2) fromMC, MR3
checks the freshness of TS2. If fresh, MR3 adopts CLS-Verify
to verify 𝛿2. If 𝛿2 is valid, MC is regarded as a legal user. MR3
then sends IDMR3 to GW2.

(4) 𝐺𝑊2 → 𝑀𝑅3 : 𝐶4. After receiving IDMR3 , GW2 uses the
previously saved key 𝐾GW2-MC to encrypt IDMR3 to produce
the ciphertext 𝐶4. Then, GW2 sends 𝐶4 to MR3.

(5)𝑀𝑅3 → 𝑀𝐶 : 𝐶4. MR3 relays 𝐶4 to MC after getting (4)
from GW2.

MC uses the previously saved key𝐾GW2-MC to decrypt𝐶4.
If the decryption is successful,MCmakes sure to access a legal
MR.

4. Security Analysis of the Proposed Scheme

In order to prove the security of our scheme, we first take
a fundamental security analysis. Then we choose SVO logic
[20] to analyze the proposed protocols. SVO logic was pre-
sented by Syverson and van Oorshot in 1994 based on BAN
logic, GNY logic, AT logic, and VO logic [21]. SVO holds the
features of complete semantics, expansibility, and practicality.

4.1. Fundamental Security Analysis. According to the mobile
network architecture shown in Figure 1, we will first present
fundamental security analysis of the proposed scheme in the
following aspects: anonymity, unforgeability, and reliability.

Anonymity. During Inter-WMN authentication, the accessed
network checks the legality of MC through verifying the
signature 𝜎1 = SIGN_PRS_SKMC{TS1} offered by MC. The
accessed network is able to know the ring where MC comes
from but cannot tell the real identity of MC since it is
hidden in the ring. So the anonymity of MC is guaranteed. In
addition, when handover occurred, accessed network verifies
the certificateless signature 𝜎𝑖 = 𝑟𝑃 − ℎ(𝑊𝑟𝑖 + SK_𝑅𝑖𝑉)
to authenticate MC. In this paper, the proposed scheme
adopts enhanced certificateless signature mechanism: 𝑉 =
𝐻2(RID𝑖 ‖ PK_𝑅𝑖), ℎ = 𝐻2(TS2 ‖ 𝑈 ‖ RID𝑖 ‖ PK_𝑅𝑖), and
𝜎𝑖 = 𝑟𝑃 − ℎ(𝑊𝑟𝑖 + SK_𝑅𝑖𝑉). Thus, with the help of the ring,
the identity of MC is also kept private to achieve anonymity.

Unforgeability. Firstly, only TR can calculate the authority for
the proxy group. If the adversary does not know TR’s private
key, he fails to compute the legal authority. Secondly, the only
legal proxy signer can generate legal proxy ring signature. If
the adversary cannot obtain the authority, he cannot generate
the legal signature. Thus, the proxy ring signature is unforge-
able. Finally, only trusted GW can issue 𝑊𝑟𝑖 to foreign MC,
if the adversary does not know GW’s private key for certifi-
cateless signature, the legal cannot be computed. Moreover, if
the adversary cannot obtain the other part of the private key
SK_𝑅𝑖, the legal certificateless signature also cannot be com-
puted. Consequently, certificateless signature is unforgeable
based on the security of related entity’s private key.
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Reliability. In Inter-WMN authentication, if adversary does
not know the BB1 secret key of GW2, then 𝑐1 =
ENCR_BB1_PKGW2{𝑔

𝑎} cannot be decrypted. The adversary
thus cannot negotiate the correct key with MC. So GW2 is
legal. Likewise, if adversary does not knowMR2BB1_SK, he fails
to decrypt 𝑐2 = ENCR_BB1_PKMR2{𝑐1} to obtain 𝑐1, thusMR2
is legal. Furthermore, the legal proxy ring signature cannot
be generated since adversary does not know MCPRS_SK,
so the Inter-WMN authentication protocol is reliable. In
addition, during Intra-WMN authentication, adversary fails
to generate legal signature 𝜎2, if he cannot obtain 𝑊𝑟2 , then
MC is thus legal.

4.2. Security Proof of the Proposed Protocols under SVO. SVO
logic is not only semantic sound, but also convenient. In
terms of our scheme, SVO owns advantages over other logic
analysis methods in the following aspects: (1) The axioms in
SVO can be adjusted or expanded easily to meet the security
proof needs rather than BAN or other logical approaches.
(2) SVO is detailed and legible which helps to accurately
express the actual meaning of the protocol and thus avoid the
misunderstandings. (3) SVO is rigorous and reliable, and the
semantics is clear. We first give the grammatical components
of SVO logic as follows.

𝑃 believes 𝑋: indicating that 𝑃 believes that proposi-
tion is right.
𝑃 received 𝑋: indicating that 𝑃 received the message
including𝑋.
𝑃 says𝑋: indicating that 𝑃 sends a message including
𝑋.
𝑃 controls 𝑋: indicating that 𝑃 is a trusted authority
on𝑋.
𝑃 sees𝑋: indicating that 𝑃 possesses message𝑋.
fresh(𝑋): indicating that𝑋 is random number gener-
ated in running scheme.

𝑃 𝐾←→ 𝑄: indicating that 𝐾 is a key shared exclusively
by 𝑃 and 𝑄.
{𝑋}𝐾: indicating that the ciphertext is output by
encrypting𝑋 through key.
[𝑋]𝐾: indicating that the message is generated by
signing𝑋 through key.
PK𝜎(𝐴,𝐾): indicating that 𝐾 is the public signature
verification key associated with principal 𝐴.
PK𝛿(𝐴,𝐾): indicating that𝐾 is the key agreement key
associated with principal 𝐴.
PK𝜓(𝐴,𝐾): indicating that𝐾 is the public encryption
key associated with principal 𝐴.
SV(𝑋,𝐾, 𝑌): indicating that given signed message 𝑋,
applying𝐾 to it as a signature verification key verifies
𝑌 as the message signed with the corresponding
private key.

SVO logic includes two initial rules and twenty axioms,
part of which are regular axioms and others are axiom

templates that include formula variables. We only present
part of the axioms used in the following security proof. All
the axioms can be found in [20].

Two inference rules are as follows:

(1) Modus ponens MP: 𝜑 and 𝜑 ⊃ 𝜓 infer 𝜓
(2) Necessitation Nec: ⊢ 𝜑 infer ⊢ 𝑃 believes 𝜑

𝜑 and 𝜓 are metalinguistic symbols used to refer to
arbitrary formula. ⊢ is a metalinguistic symbol. ⊢ 𝜑 means
that 𝜑 is a theorem.

There are twenty SVO axioms.We list only several axioms
associated with this article. For any principal 𝑃, 𝑄 and
formula 𝜑, 𝜓:

(A1) 𝑃 believes 𝜑 and 𝑃 believes (𝜑 ⊃ 𝜓) ⊃ 𝑃 believes 𝜓
(A2) PK𝜎(𝑄,𝐾) and 𝑅 received 𝑋 ∧ SV(𝑋,𝐾, 𝑌) ⊃ 𝑄 says

𝑌
(A3) 𝑃 received (𝑋1, . . . , 𝑋𝑛) ⊃ 𝑝 received𝑋𝑖
(A4) 𝑃 received {𝑋}𝐾 and 𝑃 sees 𝐾−1 ⊃ 𝑃 received 𝑋

In SVO, some generic goals should be satisfied. This
does not mean a definitive list of the goals that our protocol
should meet. In our paper, we should achieve the mutual
authentication between MC and MR. For this purpose, we
just need that MR and MC could make sure of the legality
for each other. So on the basis of the generic goals, we
make the appropriatemodifications.The goals of Inter-WMN
authentication protocol could be described as follows.

(G1) MR believes [TS1]
−1
𝐾𝑠

(G2) MC believes [𝐻(PKMR)]
−1
𝐾GW

SVO Logic Initial Assumptions

(P1) MC believes PK𝜎(𝑆, 𝐾𝑠)
(P2) MC believes SV([TS1]

−1
𝐾𝑠
, 𝐾𝑠,TS1)

(P3) MC believes fresh(TS1)
(P4) MR believes (MC says (TS1,RID𝑖) ⊃ TS1)
(P5) MR believes MC says TS1 ⊃ MC says TS1
(P6) MR believes MR received {{∗1}𝐾GW}𝐾MR

,∗2,RID𝑖,
[∗3]∗4

(P7) MR believes MR received {{∗1}𝐾GW}𝐾MR
, ∗2,RID𝑖,

[∗3]∗4 ⊃ MR received {{∗1}𝐾GW}𝐾MR
, TS1, RID𝑖,

[TS1]
−1
𝐾𝑠

(P8) GW believes PK𝜎(GW, 𝐾GW)
(P9) GW believes SV([𝐻(PKMR)]

−1
𝐾GW

, 𝐾GW, 𝐻(PKMR))
(P10) MC believes (GW says (𝐻(PKMR)) ⊃ 𝐻(PKPKMR

))
(P11) MC believes GW says 𝐻(PKMR) ⊃ GW says

𝐻(PKMR)
(P12) MC believes MC received {[∗5]

−1
𝐾GW

}
𝐾GW-MC

, ∗6, [∗7]∗8
(P13) MC believes MC received {[∗5]

−1
𝐾GW

}
𝐾GW-MC

,

∗6, [∗7]∗8 ⊃ MC received {[∗5]
−1
𝐾GW

}
𝐾GW-MC

, 𝑔𝑏,
[𝐻(PKMR)]

−1
𝐾GW
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Where 𝐾𝑠 is the public key for proxy signer and TS1 is
the current timestamp, ∗𝑖 means the part that subject cannot
understand. The proof is as follows.

From (P6), (A1), (A3), and Nec, we have

MR believes MR received [∗3]∗4 . (2)

From (2), (P7), (A1), (A3), and Nec, we have

MR believes MR received [TS1]
−1

𝐾𝑠
. (3)

From (P5), (P1), (P2), (3), (A1), (A2), and Nec, we have

MR believes MC says [TS1]
−1

𝐾𝑠
. (4)

From (4), (P4), and (A1), we have the following.
MR believes [TS1]

−1
𝐾𝑠
; (G1) is then proved. In the sameway

as above, we can get

GW believes [TS1]
−1

𝐾𝑠
. (5)

From (P12), (A1), (A3), and Nec, we have

MC believes MC received [∗7]∗8 . (6)

From (6), (P13), (A1), (A3), and Nec, we have

MC believes MC received [𝐻 (PKMR)]
−1

𝐾GW
. (7)

From (P11), (P8), (P9), (7), (A1), (A2), and Nec we have

MC believes GW says [𝐻 (PKMR)]
−1

𝐾GW
. (8)

From (8), (P10), and (A1), we have the following.
MC believes [𝐻(PKMR)]

−1
𝐾GW

; (G2) is thus proved.
Similar to Inter-WMN authentication protocol, the goal

of Intra-WMN authentication is also mutual authentication
between MR and MC. The difference is that the MR is in
MC’s accessed WMN. The security proof of Intra-WMN
authentication protocol is described as follows:

(G3) MR believes [TS2]
−1
𝐾MC

(G4) MC believes [𝐻(PKMR)]
−1
𝐾GW

SVO Logic Initial Assumptions

(P14) MC believes PK𝜎(MC, 𝐾MC)
(P15) MC believes SV([TS2]

−1
𝐾𝑠
, 𝐾𝑠,TS2)

(P16) MC believes fresh(TS2)
(P17) MR believes (MC says (TS2,RID𝑖) ⊃ TS2)
(P18) MR believes MC says TS2 ⊃ MC says TS2
(P19) MR believes MR received PK𝜎(𝑊𝑟𝑖 , 𝐾𝑊𝑟𝑖 ), ∗1,RID𝑖,

[∗2]
−1
𝐾𝑀𝐶

(P20) MR believes MR received MR received PK𝜎(𝑊𝑟𝑖 ,
𝐾𝑊𝑟𝑖 ), ∗1,RID𝑖, [∗2]

−1
𝐾MC

⊃ MR received PK𝜎(𝑊𝑟𝑖 ,
𝐾𝑊𝑟𝑖 ),TS2,RID𝑖, [TS2]

−1
𝐾MC

(P21) GW believes PK𝜎(GW, 𝐾GW)
(P22) GW believes SV([𝐻(PKMR)]

−1
𝐾GW

, 𝐾GW, 𝐻(PKMR))
(P23) MC believes (GW says (𝐻(PKMR)) ⊃ 𝐻(PKPKMR

))
(P24) MC believes GW says 𝐻(PKMR) ⊃ GW says

𝐻(PKMR)
(P25) MC believes MC received {[∗3]∗4}
(P26) MC believes MC received {[∗3]∗4 ⊃ MC received

[𝐻(PKMR)]
−1
𝐾GW

}

Where TS2 is the current timestamp, ∗𝑖 means the part
that subject cannot understand.The proving process is shown
as follows.

From (P19), (A1), (A3), and Nec, we have

MR believes MR received [∗2]
−1

𝐾MC
. (9)

From (9), (P20), (A1), (A3), and Nec, we have

MR believes MR received [TS2]
−1

𝐾MC
. (10)

From (P18), (P14), (P15), (10), (A1), (A2), andNec,we have

MR believes MC says [TS2]
−1

𝐾MC
. (11)

From (11), (P17), and (A1), we have the following.
GR believes [TS2]

−1
𝐾MC

; (G3) is proved.
From (P25), (A1), (A3), and Nec, we have

MC believes MC received [∗3]∗4 . (12)

From (12), (P26), (A1), (A3), and Nec, we have

MC believes MC received [𝐻 (PKMR)]
−1

𝐾GW
. (13)

From (P24), (P21), (P22), (13), (A1), (A2), and Nec, we
have

MC believes GW says [𝐻 (PKMR)]
−1

𝐾GW
. (14)

From (14), (P23), and (A1), we have the following.
MC believes [𝐻(PKMR)]

−1
𝐾GW

; (G4) is thus proved.

5. Simulation and Performance Analysis

CPS-WMN has limited resource in the computation ability
of nodes and operating bandwidth, so the performance of
authentication scheme plays an important role in the prac-
ticability of CPS-WMNs. The simulation and performance
analysis focus on the efficiency of system initialization and the
handover process. In addition, in order to demonstrate the
high efficiency of our scheme, we give a comparison analysis
between our scheme and PEACE [15].

5.1. Simulation Environment. We do simulations for PRS and
PEACE using OMNET++ (4.4) simulation platform to get
average results based on 20-time experiments. In the process
of bilinear group instantiation, we use Tate pairing in the
MNT curve [22].
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GW1 GW2

AP1 AP3AP2

TR

Host

Figure 5: Simulation network topology.

As shown in Figure 5, the initial topological structure of
simulation environment is composed of one TR, two GWs,
three APs, and one host.These nodes are arranged in a 420m
300m simulation space according to the hierarchical network
architecture. The TR generates initial parameters for the
system. The wireless covering radius is 100m. AP represents
MR, whose covering radius is 45m. TR, GW, and AP are
fixed nodes. Host representsMC,whichwill take amovement
from coordinate (10,250) to coordinate (400,250) by speed
1m/s. During this process, host firstly accesses the coverage
of AP1 and triggers the Inter-WMN authentication. Then,
host leaves AP1 to AP2 and the Inter-WMN authentication
takes place again.When host moves on fromAP2 to AP3, the
Intra-WMN authentication protocol should be executed.The
details of the parameters and values are shown in Table 2.

(1) The internal structure of the network node shown in
Figure 6.

(2) Wlan and eth module: implementation of ethernet
and 802.11 capabilities.

(3) NetworkLayer: to achieve network-level functions
and as the interface of upper and lower layer.

(4) TCPapp: template for TCP applications.
(5) RoutingTable: the table of routing status.
(6) InterfaceTable: the table of network interfaces.
(7) NotificationBoard: notification about “events” such as

wireless handovers.

5.2. Performance Analysis of System Initialization. The delay
of system initialization is the period from the simulation start
to the first movement of the host. The relationship between
the number of nodes and system initialization delay is shown
in Figure 7, where the number of nodes could be adjusted as

Table 2: Parameters and values.

Parameters Values
Scenario area 420m × 300m
Number of nodes 7
Routing protocol AODV
MAC protocol IEEE 802.11
Channel Wireless channel
Simulation time 480 S
Packet length 512 bytes
Node energy 1 J

needed.The system initialization includes authorization from
original signer to proxy signers, the public key registration
for ring members, and the generation of public and private
keys for the ring members. Figure 6 shows that the delay
of system initialization would increase with the increasing
network scale.

5.3. Performance Analysis of Authentication Protocols. In this
section, we focus on the delay of Inter-WMN authentication
and Intra-WMN authentication. The delay of Inter-WMN
authentication means the period from AP receiving an
access requirement of a new host to the end of Inter-WMN
authentication.The delay of Intra-WMNauthentication is the
period from AP receiving a handover requirement of a host
to the end of Intra-WMN authentication.

Figure 8 shows the relationship between the number
of ring members and the delay of access authentication
scheme. From the result we can see that the efficiency of
Intra-WMNauthentication is higher than that of Inter-WMN
authentication with the increasing number of ring members.
During Inter-WMN authentication, the main cost is from
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Figure 7: Relationship between system initialization delay and the
number of nodes.

verifying the proxy ring signature. For the use of high-
efficient ring setup policy, the verifier could acquire all ring
members’ public keys from TR at once, which help to reduce
the delay of communication. In addition, in the process of
Intra-WMN authentication, the utilization of certificateless
signature makes the scheme independent of the number of
ring members that would not lead to obvious delay.

5.4. The Efficiency Analysis of Intra-WMN Authentication
Protocol. As shown in Figure 9, we make the comparison
analysis of Intra-WMN authentication delay between PRS
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Figure 8: Relationship between authentication delay and the num-
ber of ring members.
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Figure 9: Comparison of the Intra-WMN authentication delay
between PRS and PEACE.

and PEACE [15]. The delay of PRS is obviously lower
than PEACE since PEACE adopts multiple bilinear pairing
operations and exponential operations which lead to high
computation cost. In the Intra-WMN authentication, we use
more efficient certificateless signature which only includes
two scalar multiplications in group and one hash operation.
Moreover, we just need one bilinear pairing operation, two
exponential operations, and one hash operation during the
verification process. Thus, the computation cost is obviously
reduced in PRS.

In short, the main cost of PRS is from the process of
system initialization, while the access authentication delay
is obviously dropped down. In addition, the delay of access
authentication will not elevate much with the increasing
number of nodes in the ring. Although the delay of system
initialization increases with the increasing number of ring
members, the result of simulation shows that the delay would
be controlled in a reasonable range. Comparing to the typical
scheme (PEACE), our proposed scheme performs more
efficiently, especially during the Intra-WMN authentication.

We further compared the computational overhead of
PRS scheme and PEACE scheme during the signing and
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Table 3: Comparison of the computational overhead between PRS
and PEACE.

Scheme Signing algorithm Verifying algorithm
PEACE 2BP + 8SM (3 + 2|URL|) BP + 6SM
Our scheme 1SM + 2𝐸 3BP + 𝐸

verifying phases. In Table 3, BP represents a bilinear mapping
operation, SM represents scalar multiplication in 𝐺1, 𝐸
represents exponentiation in 𝐺1, and |URL| represents the
time of searching revocation list. From the result we can see
that PRS performs more efficiently than PEACE in terms of
computational overhead.

6. Conclusions

Anonymous access authentication is an essential approach
to address the security issue of CPS-WMNs. In this paper,
we propose a novel anonymous access authentication scheme
based on proxy ring signature for CPS-WMNs. The scheme
is elaborated with the hierarchical mobile network architec-
ture and the corresponding mutual authentication protocols,
which achieve high-efficient mutual authentication and sat-
isfy the privacy requirements. The fundamental security and
the security proof of the authentication protocols under SVO
logic demonstrate the robustness of our scheme. Moreover,
the simulation and performance analysis show that the
proposed scheme owns higher efficiency and adaptability
than the typical.

In our future research, some novel and robust encryption
and signature mechanisms will be introduced to make our
scheme more resilient. Moreover, how to secure the routing
procedure of WMNs under the proposed hierarchical archi-
tecture forms another future task.
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Both the densification of small base stations and the diversity of user activities bring huge challenges for today’s heterogeneous
networks, either heavy burdens on base stations or serious energy waste. In order to ensure coverage of the network while reducing
the total energy consumption, we adopt a green mobile cyberphysical system (MCPS) to handle this problem. In this paper, we
propose a feature extraction method using sliding window to extract the distribution feature of mobile user equipment (UE), and a
case study is presented to demonstrate that the method is efficacious in reserving the clustering distribution feature. Furthermore,
we present traffic clustering analysis to categorize collected traffic distribution samples into a limited set of traffic patterns, where
the patterns and corresponding optimized control strategies are used to similar traffic distributions for the rapid control of base
station state. Experimental results show that the sliding window is more superior in enabling higher UE coverage over the grid
method. Besides, the optimized control strategy obtained from the traffic pattern is capable of achieving a high coverage that can
well serve over 98% of all mobile UE for similar traffic distributions.

1. Introduction

The rising demands for network resources and quality of
service are forcing operators of wireless cellular networks to
continuously add capacities to their networks. One of the
means to do so is densification: deploying heterogeneous
networks with a multitude of smaller base stations, such
as picobase stations and femtobase stations [1–4]. Such a
heterogeneous network will be significantly more complex
than today’s system andhencewill requiremore effective state
control strategies to achieve energy efficient coverage. The
control strategy decides the active or sleep state of each base
station in the network. If all base stationswere activewhen the
traffic demand is low, the unnecessary energy consumption
can be significant [5, 6]. On the other hand, excessively
frequent switching on/off the base stations is not practical,

considering the control precision, protocol limitation, and
lifespan of the stations. Therefore, the control strategy of a
heterogeneous network must be optimized to reduce energy
consumption, while maintaining its QoS including coverage,
response time, and spectral efficiency.

To determine an optimized state control strategy for a
network, it is necessary to capture its traffic distribution,
that is, the geographical distribution of mobile UE in the
network [7]. Uniform Poisson modeling method was pre-
sented based on IMT-advanced evaluation guidelines in [8].
Although very popular, this method is less effective when
representing the heterogeneous user activities and geograph-
ical characteristics of the network using only Poisson point
processes. References [9, 10] modeled traffic distribution
using a two-dimensional sub-Poisson point process in order
to capture the heterogeneity; that is, a perfect lattice and a
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Figure 1: A green mobile cyberphysical system framework.

random perturbation were applied to generate sub-Poisson
UE distribution. A thorough review of point processes was
presented in [11], in which clustering properties of point
processes in space are compared. In [12], Mirahsan et al.
introduced a heterogeneous traffic modeling method that
allows statistical adjustment. This method is continuously
scalable from uniform to heterogeneous point process.

Optimization algorithms were developed to determine
control strategies while satisfying a set of conflicting require-
ments such as coverage and energy efficiency. In [13], a
nonlinear integer programming method was used to deter-
mine optimized control strategy. In [14], Lorincz et al. used
an efficient linear integer programming method. In [15],
Jung et al. presented a two-step optimization algorithm that
identified theminimal set of base stations needed tomaintain
coverage and analyzed the bandwidth and power allocation of
each base station tominimize energy consumption.Minimax
algorithm was adopted in the development of a distributed
base stations switch-off method in [16], while the optimiza-
tion problem was solved using time-consuming exhaustive
search method. In [17], Al-Kanj et al. proposed a green
radio network planning approach which jointly optimized
the number of active base stations and the base station
on/off switching strategies. It is worth noting that most
of the optimization approaches considered only the traffic
distribution at a certain time. Monitoring the dynamic traffic
distributions and controlling base stations in a real-time
manner are not yet achieved. Mobile cyberphysical systems
(MCPSs) were presented for this purpose.

A MCPS is a combination of computation and commu-
nication systems. It is capable of sensing, processing, and
responding to the dynamic changes of traffic distribution
of a network [18–21]. MCPS inherits many essential and
important characteristics of traditional cyberphysical system
(CPS) [22], such as intelligent network, interaction between
human and MCPS, and computation with physical process
[23]. It is also capable of integrating wireless sensor network
(WSN) and cloud environment. For the tasks requiring
more resources than what is available locally, MCPS gives
customers rapid access to other WSN and clouds [24]. In a

MCPS, mobile UE, such as smart phones and tablets, acts
like cyber terminals with storages and processing capabili-
ties. Sensors in the system like GPS and Bluetooth collect
physical data such as the geographical positions of UE in the
system and their receiving power from the surrounding base
stations [25, 26].The data is transmitted to the computational
backbone of MCPS, the clouds. The clouds analyze the data
to determine optimal control strategies for base stations,
resource allocation, and network scheduling.

In [27], we presented a green MCPS. To maximize the
energy efficiency of the network, a heuristic method was
developed to determine the control strategy according to the
dynamic traffic distributions. The two major components of
the green MCPS are introduced in this paper: (1)Modeling:
we use a sliding window approach to extracting the over-
lapped features from traffic distributions; (2) Optimization:
a traffic clustering algorithm is presented to classify all the
samples of traffic distributions into a set of traffic patterns.
The patterns and corresponding optimized control strategies
will be used to handle new traffic distributions collected in
real time.

The remainder of the paper is organized as follows. The
framework of the green MCPS is explained in Section 2.
The feature extraction and traffic clustering algorithms are
introduced in detail in Section 3. A set of experiments are
presented to validate the algorithms in Section 4. Section 5
concludes the paper.

2. Green MCPS Framework

The framework of the green MCPS is shown in Figure 1. It
consists of two processes, online and off-line.

The off-line process is a learning process. Its input is a
set of traffic distributions sampled at different times when
the network is deployed. The outputs of this process are a set
of traffic patterns and the corresponding optimized control
strategies of the base stations. When the off-line process
starts, a set of traffic distribution samples have been collected
at various times and saved in the database of the system. Each
sample contains the geographical locations of all mobile UE
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in the 2-dimensional target region at certain time. It must
be noted that we must collect enough samples in order to
capture the characteristics of the network’s traffic distribution
during its daily operation.These samples are then transferred
to the feature extractionmodule, in which if the target region
is partitioned into equal-sized areas, a feature vector with a
dimension equal to the number of areas is used to represent
the UE densities in each area. The detailed feature extraction
algorithm will be explained in the next section. After that,
the feature vectors are transferred to a clustering module in
order to group all traffic distribution samples into a certain
number of traffic patterns using the clustering algorithm,
as introduced in the following section. Each pattern is a
traffic distribution that represents a group of samples with
similar characteristics of geographical distribution. Each
pattern has an optimal control strategy for the target region.
The optimized strategy is decided using a heuristic method
as introduced in previous papers [27]. The traffic patterns
and the corresponding control strategies are stored to the
database.

Theonline process starts when a new traffic distribution is
identified. In this case, the system starts the feature extraction
module to extract and represent its distribution feature into a
feature vector. Then the vector is imported into a classifier,
which acts as a decision-making tool that is capable of
matching the sample with the traffic patterns according to
the Euclidean distance between feature vectors [28]. If the
Euclidean distance of the new feature vector is with a defined
range from that of a pattern, the sample is matched to the
pattern and the corresponding control strategy is used to
control the base stations of the new sample. Therefore, the
control strategies of the new distribution can be rapidly
obtained. If there is no match, the new sample will be stored
into the database waiting for the next matching.

3. Feature Extraction and Traffic
Clustering Algorithms

3.1. Feature Extraction Using Sliding Window. If we partition
a 2-dimensional target region into equal-sized grids, that
is, unit grid, and count the amount of mobile UE within
each grid, we can represent the characteristics of the traffic

distribution into a feature vector. However, elements of the
feature vector are always independent of each other. Since
the detail of the feature vector is limited by the grid size, the
unit grid method is not effective in capturing the clustering
characteristics of the traffic distribution.

The high density distribution of mobile UE forms clus-
ter, a common and critical distribution form to affect the
coverage and QoS of heterogeneous networks [7]. In order
to effectively capture the clustering characteristics and detect
changes in traffic distribution, we propose a new method to
represent traffic distribution. We use a sliding window with
a sliding step smaller than the length of the window instead
of using even grids. Using a traffic distribution as shown in
Figure 2 as an example, the feature matrix captured using
4 × 4 red grids is a. A square sliding window is defined
as being as large as 2 × 2 grids, shown as the blue cell in
Figure 2, and a sliding step size is the same as the grid size.
The sliding window slides from left to right until it reaches
the right end of the region. Then the window slides down
one step and scans from left to right. The process stops when
the whole target region is scanned, and the resulting matrix
is b. It can be seen that a cluster is formed in the target
region. This clustering feature is represented by element 7
of matrix a, while four elements (7, 7, 8, and 9) of matrix
b reserve the paradigm of this cluster similarly. If there are
clusters of UE distributions, the sliding window method
creates the feature matrix with more elements to depict the
clustering distribution, which has the advantage of reserving
the integrity of clustering distribution in case of the loss of
a cluster in the process of feature extraction. In the sliding
window method, both the window size and sliding step size
are important design parameters.

Given a sample of traffic distribution in a region with area
𝐿2, it contains 𝑁𝑢 mobile UE and the coordinate of mobile
UE 𝑘 is (𝑥𝑘, 𝑦𝑘), 𝑘 ≤ 𝑁𝑢. In order to extract the clustering
characteristics, we partition the target region into 𝑁𝑔 × 𝑁𝑔
equal-sized grids, and the size of grid is 𝑒 = 𝐿/𝑁𝑔. The size of
the sliding window 𝑒𝑤 and sliding step size 𝑠𝑤 are given as the
integer multiple of 𝑒 for the convenience of data processing,
denoted as 𝑒𝑤 = 𝑝𝑒 (𝑝 ∈ z+, z+ is a set of positive integers)
and 𝑠𝑤 = 𝑞𝑒 (𝑒𝑤 = 𝑝𝑒, 𝑝 ∈ z+). Besides, the sliding step size
should be smaller than the window size; both of them should
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Input: the number of mobile UEs𝑁, the coordinates of mobile UEs and the area 𝐿2 of the region.
Output: Traffic distribution feature matrix a, feature matrix b

(1) Determine the value of𝑁𝑔, 𝑝, 𝑞 and𝑀.
(2) for 𝑘 = 1 : 𝑁𝑢 do
(3) calculate the row 𝑖 and the columns 𝑗 of mobile UE 𝑘 in𝑁𝑔 × 𝑁𝑔 grids by 𝑖 = ⌈𝑥𝑘/𝑒 + 𝛿⌉

and 𝑗 = ⌈𝑦𝑘/𝑒 + 𝛿⌉.
(4) count the number of mobile UEs 𝑎𝑖,𝑗 in the grid (𝑖, 𝑗), and 𝑎𝑖,𝑗 = 𝑎𝑖,𝑗 + 1.
(5) end for
(6) for 𝑖 = 1 : 𝑀 do
(7) for 𝑗 = 1 : 𝑀 do
(8) count the number of mobile UEs 𝑏𝑖,𝑗 in the window (𝑖, 𝑗), and 𝑏𝑖,𝑗 = ∑𝑝−1𝑘=0 ∑𝑝−1𝑙=0 𝑎𝑖+𝑘,𝑗+𝑙.
(9) end for
(10) end for

Algorithm 1: The feature extraction using sliding window.

be smaller than the target region. That is, 0 < 𝑞 < 𝑝 < 𝑁𝑔.
If a window needs to slide𝑀 times to cover the length of the
region 𝐿, we have

𝐿 = 𝑁𝑔𝑒 = 𝑀𝑞𝑒 + 𝑝𝑒, (0 < 𝑞 < 𝑝 < 𝑁𝑔) . (1)

In general, 𝑞 is a small integer. Given 𝑞,𝑀 and 𝑝 are

𝑀 = [𝑁𝑔𝑞 ] − 𝑛0
𝑝 = 𝑁𝑔 −𝑀𝑞,

(2)

where a small integer 𝑛0 ∈ z+ is added to ensure that 𝑞 <
𝑝, and it is usually assigned manually. In fact, the optimal
value of 𝑝 and 𝑞 can only be determined after numerical
experiments. With the above variables, the feature extraction
method is presented as shown in Algorithm 1.

In Algorithm 1, 𝛿 is defined to keep both 𝑖 and 𝑗 from
becoming 0, and its value is infinitesimal. Matrix a ∈ R𝑁𝑔×𝑁𝑔
is the traffic distribution feature matrix obtained using𝑁𝑔 ×𝑁𝑔 grids. Matrix b is obtained using the sliding window
method.

Subsequently, we convert matrix b to feature vector s
with 𝑀2 elements by array rearrangement; this function is
implemented using the 𝑟𝑒𝑠ℎ𝑎𝑝𝑒 function of MATLAB. In
the off-line process, after conducting feature extraction for
𝑁 traffic distribution samples, we obtained feature vector set
s = {𝑠1, 𝑠2, . . . , 𝑠𝑁}, which will be transferred to the following
clustering module. In order to process data conveniently, we
normalize these vectors.

3.2. Traffic Clustering. Traffic clustering module categorizes
all traffic distributions samples into a limited set of traffic pat-
terns. Clustering is an unsupervised classification approach,
which is capable of analyzing the internal characteristic and
mutual relationship of objects without label [29, 30]. The 𝐾-
means clustering is a well-known algorithm for classifica-
tion based on the distance measurement and the squared
error [31, 32]. Nevertheless, it has significant shortcomings,
including predetermined number of clusters, unguaranteed

global optimum, and being sensitive to noises. 𝐾-medoids
algorithm [33] uses the medians of a cluster as its centroid
to reduce the influence of noises. Kernel 𝐾-means algorithm
is presented in [34], which transforms original features set of
objects into a higher-dimensional space tomake objectsmore
separable. Spectral clusteringmethod performs dimensional-
ity reduction using Laplacian eigenmap [35]. Other advanced
clustering algorithms include iterative self-organizing data
analysis technique (ISODATA), Gaussian mixture (GM), and
density based spatial clustering of applications with noise
(DBSCAN). Considering the computation complexity and
multidimensional features of the traffic distributions, we
decide to combine the 𝐾-means and the spectral clustering
algorithm presented in [36] to analyze the internal similarity
of traffic distribution vectors.The process of traffic clustering
primarily comprises two parts, the determination of optimal
number of traffic patterns and the classification of all traffic
distribution vectors, as presented in Algorithm 2.

In Algorithm 2, the optimal number of traffic patterns
𝐾 (1 < 𝐾 < 𝑁) is decided using the average silhouette
method.The silhouette valuemeasures howwell a sample lies
within its cluster comparing to other clusters [37]. In order
to obtain the silhouette value of each sample, we classify all
samples into 𝑘 clusters at first, where 𝑘 is a variable quantity.
For each sample 𝑖, let 𝑎(𝑖) be the average dissimilarity of 𝑖
to all other samples within the same cluster, and the average
dissimilarity of sample 𝑖 can be defined as the average of the
distance from 𝑖 to all other samples within the same cluster.
𝑏(𝑖) denotes the lowest average dissimilarity of 𝑖 to any other
sample in other clusters. Then, the silhouette value can be
obtained by combining 𝑎(𝑖) and 𝑏(𝑖).

𝑠 (𝑖) = 𝑏 (𝑖) − 𝑎 (𝑖)
max {𝑎 (𝑖) , 𝑏 (𝑖)} . (3)

From the above definition, it can be seen that −1 < 𝑠(𝑖) < 1
for each sample 𝑖.

𝑠(𝑖) is close to 1 for 𝑎(𝑖) ≪ 𝑏(𝑖), which indicates
that sample 𝑖 is well clustered because 𝑎(𝑖) represents how
dissimilar 𝑖 is to its own cluster. When 𝑠(𝑖) is around zero for
𝑎(𝑖) = 𝑏(𝑖), sample 𝑖 is on the border of two clusters.Theworst
situation takes place when 𝑠(𝑖) is close to −1 when 𝑎(𝑖) ≫ 𝑏(𝑖),
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Input: Feature vectors of all traffic distribution samples s = {𝑠1, 𝑠2, . . . , 𝑠𝑁}.
Output: Traffic patterns 𝑇1, 𝑇2, . . . , 𝑇𝐾.

(1) Normalize Feature vectors to s = {𝑠1, 𝑠2, . . . , 𝑠𝑁}.
(2) Determine the number of traffic patterns 𝐾 by the average silhouette method.
(3) Construct an affinity matrix A with Gaussian kernel function, in which

𝐴 𝑖𝑗 = exp(−𝑑2(𝑠𝑖 , 𝑠𝑗))/2𝛿2 holds for 𝑖 ̸= 𝑗 and 𝐴 𝑖𝑖 = 0.
(4) Define the diagonal degree matrix D (𝐷𝑖𝑖 = ∑𝑗 𝐴 𝑖𝑗). Normalize the affinity A to L, and L = A−1/2DA−1/2.
(5) Compute the first 𝐾 eigenvectors of L. Construct a matrix X = {𝑥1, 𝑥2, . . . , 𝑥𝐾} ∈ R𝑁×𝐾.
(6) Construct a matrix Y from X by normalizing the rows of X to norm 1, and 𝑌𝑖𝑗 = 𝑋𝑖𝑗/(∑𝑗𝑋2𝑖𝑗)1/2.
(7) Treating each row of Y as a point, cluster them into 𝐾 traffic patterns by𝐾-means.
(8) Assign the original feature vector 𝑠𝑖 of traffic distribution sample to traffic pattern 𝑗 according

to the assigned label 𝑗 of the row 𝑖 of the matrix Y.
(9) Compute the features of traffic patterns, and 𝑢𝑗 = 1/|𝑇𝑗| ∑𝑠𝑖∈𝑇𝑗 𝑠𝑖 (𝑗 = 1, 2, . . . , 𝐾).

Algorithm 2: The traffic clustering algorithm.

meaning that the sample is misclassified. Furthermore, the
average silhouette 𝑠ave is the average of silhouette 𝑠(𝑖) of all
samples for a traffic pattern; it shows how tightly all samples
are grouped in the cluster and, hence, evaluates clustering
validity. If there are toomany or too less clusters, somenarrow
silhouette may occur; thus it is used to determine the optimal
number of clusters. It is believed that an optimal number of
traffic patterns𝐾 is the one at which the average silhouette is
maximized over a range of values for 𝑘 [38].

In order to obtain the optimal𝐾 traffic patterns, the spec-
tral clustering method [36] is applied. First, an affinity matrix
A is formed, where 𝑑(𝑠𝑖 , 𝑠𝑗) is the Euclidean distance between
𝑠𝑖 and 𝑠𝑗, and 𝛿2 is the scaling parameter that determines the
speed of the affinity matrix falling off. Then, the selection
of 𝐾 eigenvectors of L leads to the feature dimensionality
reduction. Finally,𝐾-means algorithm is adopted to assort all
traffic distribution samples into various traffic patterns.

After traffic clustering, the optimal control strategy for
each pattern is decided using the method presented in
our previous work [27]. Briefly, considering the constraint
conditions of the UE association, the received signal to
interference and noise ratio (SINR) of UE, and capacity
of base station, the optimal control strategy maximizes the
energy efficiency of a traffic pattern. Assume that 𝑁𝑢 UE is
scattered in the region under traffic pattern 𝑡 and 𝑁𝑏 base
stations are deployed as well. The UE associate is denoted as
𝑠𝑡𝑖,𝑘, in which 𝑠𝑡𝑖,𝑘 represents that UE 𝑘 is (𝑠𝑡𝑖,𝑘 = 1) or is not
(𝑠𝑡𝑖,𝑘 = 0) associated with base station 𝑖 under traffic pattern
𝑡. The SINR of UE 𝑘 from base station 𝑖 is denoted as 𝛾𝑡𝑖,𝑘.𝑀max
𝑖 represents the maximum amount of servable UE for

base stations 𝑖. For each traffic pattern, the control strategy
is represented using vector a𝑡 = [𝑎𝑡𝑖 ]1×𝑁𝑏 , where 𝑎𝑡𝑖 denotes
that the state of base station 𝑖 is active (𝑎𝑡𝑖 = 1) or sleep
(𝑎𝑡𝑖 = 0). Hence, the optimal control model can be formulated
as follows:
max 𝜂𝐸𝐸
= ∑𝑁𝑏𝑖=1 𝑎𝑡𝑖 ∑𝑁𝑢𝑘=1 𝑠𝑡𝑖,𝑘𝑅𝑡𝑖,𝑘
∑𝑁𝑏𝑖=1 [𝑎𝑡𝑖 (𝑘𝑖𝑃max

𝑖 ∑𝑁𝑢
𝑘=1

𝑠𝑡
𝑖,𝑘
/𝑀max
𝑖 + 𝑃𝐴𝑖 ) + (1 − 𝑎𝑡𝑖 ) 𝑃𝑆𝑖 ]

, (4)

where 𝑅𝑡𝑖,𝑘 is the transmission rate calculated using 𝑅𝑡𝑖,𝑘 =
log2(1 + 𝛾𝑡𝑖,𝑘). 𝑘𝑖 denotes the power amplifier inefficiency
factor. 𝑃max

𝑖 represents the total transmit power. 𝑃𝐴𝑖 is the
circuit power consumption of active base station 𝑖 and 𝑃𝑆𝑖 is
the circuit power consumption when it is in sleep mode. A
heuristic algorithm is adopted to solve the problem, and the
states of all base stations, the number of active base stations,
and the association of UE with base stations can be obtained
eventually [27].

4. Simulation Results and Discussions

The presented method is demonstrated using a 1600m ×
1600m target region. In order to verify the efficacy of the
presented method in different traffic distributions, we create
1000 different traffic distributions including three distribu-
tion models:

(i) A 𝑟𝑎𝑛𝑑 function in MATLAB is used to generate a
complete random distribution (Poisson).

(ii) A perfect lattice and a random perturbation [10]
are used to generate a uniform distribution (sub-
Possion).

(iii) Thomas process [11] is used to generate a clustered
distribution (sub-Possion).

Each of these traffic distribution samples consists of a
random amount of UE between 250 and 650. In order to
differentiate the samples, the difference of the UE numbers
between any two samples is at least 50. 113 base stations are
in cochannel deployment in a two-tier heterogeneous cellular
network, including onemacro base station and 112 small base
stations. In addition, other major network parameters, such
as the bandwidth and transmission power of base stations, bit
error rate, and outage probability, are set referring to [27].

According to the optimal control strategy, the amount of
mobile UE served by the active base stations in each sample
is counted. Hence, we select the rate of UE coverage as the
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Figure 3: Average silhouettes value for different number of traffic
patterns.

performance metric of green MCPS.

𝜂 = 𝑛𝑠
𝑁𝑢 , (5)

where 𝑛𝑠 is the amount ofmobile UE served by the active base
stations and 𝑁𝑢 is the total mobile UE in the target region.
According to [27], theUE coverage for a traffic pattern should
bemore than 98% in order to satisfy the required QoS. In this
paper, we believe 98%or higher coverage is a “good coverage.”

We start by estimating an optimal number of traffic
patterns. The sliding window size 𝑒𝑤 is predefined as 2𝑒
(𝑒 is the size of a grid) and the sliding step size is 𝑒. The
average silhouettes 𝑠ave of 1000 traffic distribution samples
for different number of traffic patterns and different partition
grids are illustrated in Figure 3.

It is observed that the average silhouettes value achieves
their peak over a range of possible value for 𝑘 from 1 to
30. Thus, the optimal number of traffic patterns can be
determined as the corresponding value of 𝑘 at the peak.
That is, the optimal number of traffic patterns is 4 when
the partitioned grids are 4 × 4, 5 when the grids are 8 × 8,
and 6 when the grids are 16 × 16 and 32 × 32. It is noted
that the number of traffic patterns at the optimal average
silhouettes has slightly been raised but not sharply changed
with the increasing of the number of traffic patterns. Hence,
an appropriate number of traffic patterns clustered can be
determined to be 6. The performance analysis is carried out
for different number of traffic patterns next.

4.1. Feature Extraction Using Sliding Window with Different
Sliding Step Sizes. In this experiment, we count the rate
of traffic distribution samples with UE coverage over 98%
based on the feature vectors extracted by sliding window
with different step sizes and a unit grid. The number of grids
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Figure 4: Feature extraction using sliding window with different
step sizes and a unit grid.

partitioned is set to be 16 × 16, and the size of the sliding
window 𝑒𝑤 is four times the size of a grid (𝑒𝑤 = 4𝑒). Thus, the
value of 𝑞 can be 1, 2, or 3.

We can observe from Figure 4 that the smaller the sliding
step size is, the more the traffic distribution samples achieve
coverage over 98%. The percentage of samples with good
coverage (at least 98% UE coverage) at step size 1/4𝑒𝑤 is
always higher than others. That is, sliding window with
smaller sliding step size, we can not only extractmore features
but also reserve the clustering feature more faithfully. This
leads to a good coverage. In addition, it shows that, by using
the proposed sliding window method, we can always acquire
better coverage than that of using the unit grid, shown with
the dotted line on the figure.

4.2. UE Coverage under Different Sliding Window Sizes and
Traffic Patterns. In order to discuss the effects of sliding
window size and the number of traffic patterns on the
coverage, we use 32 × 32 grids to partition the region, and
grid edge is 𝑒. The sliding step size 𝑠𝑤 is always half of the
window size 𝑒𝑤. Three different intervals of UE coverage
rate are counted in Figure 5, namely, [0, 0.9], [0.9, 0.98], and
[0.98, 1], respectively.

It can be seen that the smaller the size of the sliding
window is, the higher the percentage of samples achieves
good coverage. This is because that more heterogeneous
distribution features are preserved by using a smaller sliding
window, which contributes to better coverage. However,
smaller window size means larger feature vector for a sample,
and this unavoidably reduces the operational speed. It is
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Figure 5: Coverage for different number of patterns.

necessary to compromise between the coverage and opera-
tional speed when we decide the window size in practice.
We can choose different window size according to different
requirements for the rates of coverage. At the same time, we
can observe that, by increasing the number of traffic patterns,
the number of samples with good coverage rises slightly but
is not significant. Therefore, we conclude that the number of
traffic patterns is less important than other factors such as
sliding step size and window size. In practice, we can decide
the pattern number by the average silhouette method.

4.3. Number of Active Base Stations for Different Traffic
Clusters. After adopting the optimal control strategy of the
traffic pattern to its samples, we can observe the number of
active base stations in the traffic distribution samples. Here,
in the process of feature extraction, 32×32 grids are used, the
size of the slidingwindow 𝑒𝑤 is 2𝑒, and the sliding step size is 𝑒.

As shown in Figure 6, the difference between themaximal
and minimal number of active base stations for all traffic
distribution samples within the same traffic pattern is shown.
That is, most of the number of active base stations for a traffic
pattern is slightly more than that of the maximal number of
active base stations for samples in this pattern. This means
that applying the control strategy of a traffic pattern to the
samples belonging to this pattern will ensure good coverage,
and this can achieve significant energy saving as well.

4.4. SINRDistribution under a Traffic Pattern. Finally, a SINR
distribution example under a traffic pattern is depicted in
Figure 7, in order to observe the coverage of active base
stations.

In this traffic pattern, UE is represented as dots, and base
stations are uniformly distributed within the target region.
As shown in Figure 7, the triangles represent small base
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stations, and the squares represent macro base station. The
state of base stations is represented by colors, where yellow
means sleep and green means active. The values of SINR are
in the range of −10 dB to 50 dB, which are represented by
different gradient colors. Figure 7(a) shows the initial SINR
distribution of UE when all base stations are active. We can
observe that the coverage of active base stations is limited due
to the ubiquitous interference between base stations. After
adopting the optimal control strategy, only ten base stations
are activated, and the coverage with higher SINR of UE
around the active base stations increases in Figure 7(b). This
indicates that the coverage of active base station is enlarged
under the condition of over 98% UE coverage.

5. Conclusion

In this paper, we present a feature extraction method using
sliding window for traffic distributions in a green mobile
cyberphysical system. The method has the advantages of
reservingmore clustering distribution features over using the
grid method. In order to implement rapid base station state
control and extend the lifespan of a heterogeneous network,
we apply clustering analysis for all traffic distributions to
obtain a limited set of traffic patterns. Numerical results
demonstrate that the proposed method helps obtain better
UE coverage comparing with using the grid method. It is
worth noting that both smaller sliding step size and smaller
sliding window size can lead to good UE coverage but slow
the operational speed of the network.
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Mobile cyber-physical systems (CPSs) are very hard to verify, because of asynchronous communication and the arbitrary number of
components. Verification viamodel checking typically becomes impracticable due to the state space explosion caused by the system
parameters and concurrency. In this paper, we propose a formal approach to verify the safety properties of parameterized protocols
in mobile CPS. By using counter abstraction, the protocol is modeled as a Petri net. Then, a novel algorithm, which uses IC3 (the
state-of-the-art model checking algorithm) as the back-end engine, is presented to verify the Petri net model. The experimental
results show that our new approach can greatly scale the verification capabilities compared favorably against several recently
published approaches. In addition to solving the instances fast, our method is significant for its lower memory consumption.

1. Introduction

A cyber-physical system (CPS) [1] is an integration of
computation and physical components. The improvement
of contemporary mobile devices, such as smartphones and
wearable electronics, enables the formation of mobile CPSs
[2, 3]. A mobile CPS could be considered as a subcategory of
CPSs with inherent mobile features [4, 5]. Different from tra-
ditional CPSs, mobile CPSs could be built on mobile devices
that travel with their owners. For example, mobile social net-
working [6, 7] helps people communicate with each other on
their daily commute to and from work, traveling along the
same rotes at about the same time. Due to distributed inter-
actions of cyber word, physical word, and human behaviors,
themobile CPS becomesmore complex. Asynchronous com-
munication and the arbitrary number of components make
themobile CPS appear similar to a parameterized system. It is
difficult to guarantee the parameterized system’s correctness
for any natural number [8, 9].

Due to the tight market windows and safety-critical
nature of their applications, it has become an urgent need to
design error-free mobile CPSs and thus a significant amount
of time is spent on ensuring the correctness of mobile CPS

designs. The verification of the CPS designs becomes an
important issue [10]. Formal methods, replacing the tradi-
tional testing methods for large mobile CPSs, have been suc-
cessfully used for verifying software, hardware, and physical
systems in the past decades [11]. Model checking [12, 13] is
an automatic formal approach to verify if the specification
satisfies the properties and has been used in finite and infinite
state system verification successfully.

Abstraction [14, 15] is a goodway to reduce the state space.
By abstraction, each agent of the mobile CPS can be modeled
as a finite state automaton in which local transitions model
one of the following: an internal action, a broadcast, or a
reception of a message. A mobile CPS is defined as the com-
position of a finite but arbitrary number of copies of the auto-
maton running in parallel. A mobile CPS which combined
with an arbitrary number of components is a parameterized
system, which is a wide class infinite system, including cache
coherence protocols and mutual exclusion protocols.

Parameterized systems arise naturally in the modeling of
mutual exclusion algorithms, distributed protocols, or cache
coherence protocols. Parameterized verification [8] is aimed
at verifying families of transition systems for all values of
the parameter. Counter abstraction [14] is natural to model
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parameterized systems into Petri nets and their extensions.
Petri net is a powerful mathematical tool and has been used
widely for modeling and verifying CPSs [10, 16, 17].

In this paper, we propose a formal approach to verify
the safety properties of parameterized protocols in mobile
CPSs. By using counter abstraction, the protocols of mobile
CPSs are described as Petri nets, and then the state-of-the-art
model checker is used to check the safety properties.

The significant contributions of this paper are as follows:

(i) We propose a new method based on the SAT-based
model checking algorithm to verify the parameterized
protocols of mobile CPSs. By using counter abstrac-
tion, we describe the parameterized protocol as a Petri
net and then translate it into a finite state machine
(FSM), so that IC3 [18, 19], the state-of-the-art finite
state model checking algorithm, can be used as the
back-end engine.

(ii) A smart encoding technique is introduced to make
the verification efficient. A bounded Petri net is
transformed into a FSM and described as a general
format for most model checkers.

(iii) To improve the scalability of parameterized protocols
verification, an incremental algorithm is proposed to
make IC3 perform more efficiently.

The rest of this paper is organized as follows. In Section 2,
we review the related work. Section 3 presents necessary
preliminaries used in this paper. In Section 4, we propose our
newmethod based on themodel checking algorithm and give
more details of the implementation and optimization. Sec-
tion 5 shows the experimental evaluation on parameterized
protocols. Section 6 concludes this paper and discusses future
works.

2. Related Works

As a successful application in traditional hardware and soft-
ware verification, model checking has been frequently used
in CPS verification, especially for safety-critical CPSs. Akella
andMcMillin [20] encoded the physical system into an event-
based discretized system and modeled the associated CPS by
Security Process Algebra.Themodel checker, CoPS, was used
to check the confidentiality properties. A statistical model
checker has been recently utilized to analyze some aspects
of CPSs [21]. However, this method also suffers from the
classical model checking problems, such as the state space
explosion and the lack of ability to reason aboutmathematical
relations. Bae et al. [22] combined model checking and Mul-
tirate PALS (physically asynchronous, logically synchronous)
methodology for the first time to verify an airplane turning
control system. More cases should be studied for the verifi-
cation of distributed cyber-physical systems using Multirate
PALS.

Petri nets are well-known tools formodeling and verifica-
tion of distributed systems and CPSs. Xu and Deng [16] pro-
posed a Petri nets-based method for architectural modeling
of mobile agent systems. Chen et al. [17] investigated the use
of Petri nets for modeling coordinated cyber-physical attacks

on the smart grid. A novel hierarchical method was proposed
to construct large Petri nets from a number of smaller
Petri nets that can be created separately by different domain
experts. Vita [23, 24], which is a novel mobile cyber-physical
system for crowdsensing applications, introduced Petri nets
to design a high level service state synchronization mecha-
nism to address the possible unavailable situations of mobile
devices inmobile CPSs. In order to define the functionality of
traveler information systems (TIS) and integrate new func-
tions and technologies based on cloud computing andmobile
communications, Nemtanu et al. [25] presented a Petri nets-
based model of this system. Zhang et al. [26] proposed a
mechanism to model fault tolerated mobile agents by using
colored Petri nets.

There is a large amount of related works on automating
the parameterized verification problem [27–29].The theorem
prover PVS, for example, has been successfully applied to
verify Small Aircraft Transportation System (SATS) [30]. By
using the Model Checker Modulo Theories, Johnson and
Mitra presented amodel checkingmethod for SATS [31]. Guo
et al. [32, 33] proposed a newmethod to reduce the state space
of parameterized systems by two-dimensional abstraction
(TDA). Asynchronous composition was the key part of TDA
but suffered from higher memory consumption.

3. Preliminaries

Petri nets have been popularmodels for various types of asyn-
chronous or concurrent processes. A Petri net is a directed
graph consisting of places (drawn as circles), transitions
(typically boxes), and directed arcs. Input places point to a
transition, and a transition points to output places. A number
of tokens move around the net from place to place, and the
distribution of tokens among the places (called the marking)
represents the dynamic state of the entire modeled system.
The formal definition of Petri nets is as follows.

Definition 1 (Petri net). A Petri net (PN) is a triple PN =
(𝑃, 𝑇, 𝐹), where 𝑃 is a finite set of places, 𝑇 is a finite set of
transitions disjoint from 𝑃, and 𝐹 : (𝑃 × 𝑇) ∪ (𝑇 × 𝑃) → N is
flow relations for the set of arcs.

The configuration ofPN is𝑚𝑎𝑟𝑘𝑖𝑛𝑔𝑠, which can be seen
as the multisets of places. The semantics of PN is given by
𝑚𝑎𝑟𝑘𝑖𝑛𝑔𝑠. A marking is a function 𝑚 : 𝑃 → N, which
describes the number of tokens 𝑚(𝑝) in place 𝑝 ∈ 𝑃. In the
sequel, if places are ordered by 𝑃 = {𝑝1, 𝑝2, . . . , 𝑝𝑛}, we often
identify 𝑚 and the vector ⟨𝑚(𝑝1), 𝑚(𝑝2), . . . , 𝑚(𝑝𝑛)⟩.

Example 2. As shown in Figure 1, a simple example contains
all components of a Petri net. There are two places and three
transitions. Arcs have capacity 1 by default; if other than 1, the
capacity is marked on the arc. Places have infinite capacity,
and transitions have no capacity and cannot store tokens
at all. The current marking is ⟨1, 0⟩. If 𝑡1 is fired, the next
marking will be ⟨2, 0⟩. If 𝑡2 is fired, the next marking will be
⟨0, 1⟩. The transition 𝑡3 cannot be fired now.

In particular, it has been shown that certain communi-
cation procedures, which are common when programming
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Figure 1: A Petri net with two places and three transitions.

distributed systems, can easily bemodeled by plain Petri nets,
but other communication procedures such as broadcast are
not easily captured by plain Petri nets. For that reason, we
address two extensions of the model in this paper, following
the definition in [34].

(i) Petri nets with transfer arcs, in which a transition can
also consume all tokens present in one place andmove
them to another

(ii) Petri nets with reset arcs, in which a transition can
delete all tokens present in one place

This significance of these extensions in terms ofmodeling
power has been demonstrated, for instance, in the modeling
and verification of parameterized protocols in [35].

A common way to model a parameterized system by a
Petri net is to apply the idea of the counter abstraction [8].
This principle consists of mapping each single process to a
token and representing each state of each type of process by
a place. In this case, the presence of a token in a given place
𝑝 ∈ 𝑃 indicates that, in the current global state of the system,
there is a process that corresponds to 𝑝 in its local states. The
transition of the Petri net then consumes and produces tokens
tomove the associated process from one state to another.This
formalization has the drawback of abstracting away the actual
identities of the processes. Still, some interesting properties,
for instance, safety properties, can be verified at this level of
abstraction.

In this paper, we focus on the safety property, which is
equal to the coverability of well-structured transition systems
(WSTSs) when expressing the safety property as the upward-
closed set. Petri nets are WSTSs (with respect to ≤) [36]. We
present the related notions of WSTSs and then define the PN
safety problem.

Definition 3 (well-quasi-ordering). A well-quasi-ordering
(wqo) is a reflexive and transitive binary relation ⪯ over set
𝑋, and for every infinite sequence 𝑥0, 𝑥1, 𝑥2, . . . of elements
from 𝑋, there exists 𝑖 < 𝑗 such that 𝑥𝑖 ⪯ 𝑥𝑗. For 𝑌 ⊆ 𝑋, the
upward-closure of 𝑌 is the set ↑ 𝑌 = {𝑥 | ∃𝑦 ∈ 𝑌, 𝑦 ⪯ 𝑥}. A
set𝑈 is said to be ⪯-upward-closed (or simply upward-closed
if ⪯ is clear from the context) if 𝑈 = ↑ 𝑈.

In Figure 1, the safety property is defined whether the
tokens number of place 𝑝2 is greater than or equal to 2; then
we can use the upward-closed set 𝑝2 ≥ 2 to express the
property.

Definition 4 (well-structured transition systems). A well-
structured transition system (WSTS) is a transition system
equippedwith awqo on its states that satisfies themonotonic-
ity property. A WSTS is a triple (𝑆,→, ⪯) such that

(1) 𝑆 is the (possibly infinite) state space,
(2) →⊆ 𝑆 × 𝑆 is transition relation,
(3) ⪯ is a wqo over 𝑆,
(4) for all 𝑥, 𝑥, 𝑦 ∈ 𝑆, if 𝑥 → 𝑥 and 𝑥 ⪯ 𝑦, there exists

𝑦 such that 𝑦 → 𝑦 and 𝑥 ⪯ 𝑦.

The covering relation ≤ between Petri net markings is a
wqo. A PN = (𝑃, 𝑇, 𝐹) and the initial marking 𝑚0 give rise
to a WSTS (𝑆, 𝐼,→, ≤), where 𝑆 is the set of markings and
𝐼 corresponding with 𝑚0 is the initial states. The transition
relation is defined as follows: there is an edge 𝑚 → 𝑚 if
and only if there is some transition 𝑡 ∈ 𝑇 such that when
transition 𝑡was fired, themarking𝑚 yields a newmarking𝑚.
The coverability problem for PN is defined as the coverability
problem on this WSTS.

Definition 5 (PN safety problem). Given a Petri net PN =
(𝑃, 𝑇, 𝐹) and the initial marking 𝑚0, we get a WSTS (𝑆, 𝐼,→
, ≤). Then given an ≤-upward-closed set 𝑈 ⊆ 𝑆, does there
exist a sequence 𝑥0 → 𝑥1 → ⋅ ⋅ ⋅ → 𝑥𝑙 such that 𝑥0 ∈ 𝐼 and
𝑥𝑙 ∈ 𝑈? We write safe(PN, 𝐼, 𝑈) if the answer is “no.”

Example 6. As shown in Figure 1, if the initial marking is
𝑚0 = ⟨1, 0⟩, and the safety property is described by the
upward-closed set 𝑝2 ≥ 2, there exists a sequence ⟨1, 0⟩ →
⟨2, 0⟩ → ⟨1, 1⟩ → ⟨0, 2⟩, which means the Petri net is not
safe.

4. Incremental Bounded Model
Checking Algorithm

This section describes how to bound a Petri net to an
equivalent FSM and then verifies the safety properties by
using SAT-based model checkers. An incremental method is
proposed, which benefits more from the modern SAT solver
by assumption.

4.1. Cut Off the Petri Net to FSM. In general, Petri nets are
infinite state systems, as the number of tokens can be assigned
with arbitrary 𝑛 ∈ N. In order to use the finite state model
checking algorithms, we cut off the Petri net to FSMby a given
boundary 𝐵 ∈ N. As the counter abstraction is used to model
the parameterized systems, the boundary 𝐵 can be defined as
the current process number.

Definition 7 (finite state machine). A finite state machine is a
quadruple M = ⟨𝑆, 𝑅, 𝑆0, In⟩, where 𝑆 is a finite set of states,
𝑅 ⊆ 𝑆× 𝑆 is the transition relations, 𝑆0 ⊆ 𝑆 is the initial states,
and In is a finite set of inputs.

To cut off the Petri net to FSM, we represent Petri nets
as follows. Let 𝑃 = (𝑝1, 𝑝2, . . . , 𝑝𝑛) be the set of places. A
marking 𝑚 is represented as the tuple of natural numbers
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⟨𝑚(𝑝1), 𝑚(𝑝2), . . . , 𝑚(𝑝𝑛)⟩. A transition 𝑡 is represented as a
pair (g, e) ∈ N𝑛 × N𝑛, where g is the guards and e is the
effects. Formally, g = (𝐹(𝑝1, 𝑡), 𝐹(𝑝2, 𝑡), . . . , 𝐹(𝑝𝑛, 𝑡)), which
represents the enabling condition, and e = (𝐹(𝑡, 𝑝1), 𝐹(𝑡, 𝑝2),
. . . , 𝐹(𝑡, 𝑝𝑛)), which represents the yield marking 𝑚.

The Petri net is a concurrent model, in which just one
transition can be fired at one time. In the equivalent FSM, we
introduce extra inputs to simulate and select one transition to
be fired randomly.

Definition 8 (𝐵-boundedPetri net,𝐵-bounded upward-closed
set). Given a Petri netPN = (𝑃, 𝑇, 𝐹) and a boundary𝐵 ∈ N,
a 𝐵-bounded Petri net PN𝐵 is a FSM⟨𝑆, 𝑅, 𝑆0, In⟩, where 𝑆 is
the subset for all markings, so that, for a marking𝑚,𝑚(𝑝𝑖) ≤
𝐵 for all 1 ≤ 𝑖 ≤ 𝑛; 𝑅 is the subset of 𝑇, so that, for 𝑡 = (g, e) ∈
𝑇, the guard g can be fired under the boundary 𝐵; 𝑆0 is the
bounded initial marking 𝑚0; In is the set of extra inputs for
selecting which rule to be fired. Given an upward-closed set
𝑈,𝑈𝐵 is the 𝐵-bounded upward-closed set, which cuts off the
infinite 𝑈 to finite 𝑈𝐵 by the boundary 𝐵.

𝐵 is the total token’s boundary, so the summary of each
place’s token number should be less than or equal to 𝐵. Here
an adder is used to count the total tokens, which will be
discussed in Section 4.3.

The bad states are presented with an upward-closed set
𝑈 in Petri nets. We bound𝑈 with the boundary 𝐵, by cutting
off the upward-closed set with𝐵. For instance, for an upward-
closed set 𝑝2 ≥ 2, and the boundary 10, the bounded upward-
closed set is 2 ≤ 𝑝2 ≤ 10.

Here, we introduce a function 𝑐𝑢𝑡-𝑜𝑓𝑓(∗, 𝐵) to map the
Petri net PN or upward-closed set 𝑈 to 𝐵-bounded Petri net
or 𝐵-bounded upward-closed set. That is to say, PN𝐵 = cut-
off (PN, 𝐵), and 𝑈𝐵 = cut-off (𝑈, 𝐵).

4.2. SAT-BasedModel Checking Algorithms for Petri Nets. The
Boolean Satisfiability (SAT) problem is a well-known NP-
complete constraint satisfaction problem.With the introduc-
tion of bounded model checking (BMC) [37], it becomes
clear that SAT solvers can be used for model checking [12].
There has been significant progress on SAT-based model
checking techniques in the past two decades, including BMC,
interpolation [38], and IC3.

IC3, known also as property directed reachability (PDR),
is a recently proposed SAT-based model checking technique
for the analysis of sequential circuits. IC3 maintains a list of
trace: [𝑅0, 𝑅1, . . . , 𝑅𝑁]. The first element 𝑅0 is special; it is
simply identified with the initial states. For 𝑘 > 0, 𝑅𝑘 is a set
of clauses that represents an overapproximation of the states
reachable from the initial states in 𝑘 steps or less. Together
with the trace, the IC3 algorithm consists of a set of proof-
obligations, which consists of a frame number 𝑘 and a cube 𝑠.
By manipulating the trace and the set of proof-obligations,
IC3 gets new facts and adds them into the trace until it either
(1) produced an inductive invariant proving the property or
(2) added a proof-obligation at frame 0 with a cube that
intersects the initial states, which is a counterexample. With-
out unrolling the model, IC3 performs better than most

SAT-basedmodel checking algorithms, especially inmemory
consumption.

Given a Petri netmodel PN, the safety property𝑈, and the
boundary 𝐵 ∈ N,𝑈 is expressed as an upward-closed set, and
𝐵 is the current process number of the parameterized system
to be verified. By Definition 8, we create the bounded Petri
net model and bounded upward-closed set by the function
𝑐𝑢𝑡-𝑜𝑓𝑓(∗, 𝐵). PN𝐵 is a FSM and can be translated into
propositional logic directly.𝑈𝐵 represents the safety property
for PN𝐵. An SAT-based model checker is used to check the
property. There are multiple choices of model checkers. Here
the state-of-the-art model checker IC3 was used as the back-
end engine, because of its lower memory consumption. If
the model checker returns UNSAT, it means PN is safe for
the current boundary 𝐵; otherwise, a counterexample will be
found.

We note this method as 𝐵-bounded model checking
algorithm. Because of the use of finite state model checking
algorithms, the 𝐵-bounded model checking algorithm will
terminate when we find a counterexample or prove the safety.

For parameterized verification problem, wewant to verify
the system on an arbitrary parameter. If the maximum
process number is 𝑀, we need 𝑀 times single runs for 1 ≤
𝐵 ≤ 𝑀. For each single run, the FSM is encoded into a new
propositional formula to use an SAT solver, separately.

Fortunately, the modern SAT solver supports the incre-
mental mechanism, so that the new SAT problem can be
solved based on the previous solve result. The back-end SAT
engine used in this paper is minisat [39], which supports
the incremental mechanism by assumption. There is a vector
to store the assumption variables which will be assigned to
True. Hence, we introduce some extra variables, named active
literals, to control the boundary of the bounded Petri net
model.

Definition 9 (Inc-bounded Petri net, Inc-bounded upward–
closed set). Given a Petri net PN = (𝑃, 𝑇, 𝐹), a boundary
𝑛 ∈ N, and a maximum boundary 𝑚 ∈ N, an Inc-bounded
Petri net PN𝑛→𝑚 is a m-bounded Petri net PN𝑚 equipped
with the active literals vector k for controlling the boundary
incrementally. An Inc-bounded upward-closed set 𝑈𝑛→𝑚 is a
𝑚-bounded upward-closet set 𝑈𝑚 equipped with k.

If v = {𝑎𝑛+1, 𝑎𝑛+2, . . . , 𝑎𝑚}, the current boundary is 𝑛. If
𝑎𝑛+1 is popped out, the boundary increases to 𝑛 + 1. If v =
0, the boundary reaches the maximum boundary 𝑚. A new
function inc-cut-off(∗,n,m) is introduced tomap the Petri net
PN or upward-closed set 𝑈 to Inc-bounded Petri net or Inc-
bounded upward-closed set. We write that PN𝑛→𝑚 = inc-cut-
off (PN, 𝑛, 𝑚), and 𝑈𝑛→𝑚 = inc-cut-off (𝑈, 𝑛,𝑚).

Algorithm 1 shows our new algorithm to verify the
bounded Petri net from boundary 𝑛 to 𝑚 incrementally. The
inputs are a Petri net model PN, safety property 𝑈, a base
boundary 𝑛, and a maximum boundary 𝑚. 𝑈 is expressed as
an upward-closed set. The algorithm returns unsafe if it finds
a counterexample; otherwise, it returns safe and proves the
system is safe from parameters 𝑛 to 𝑚.

Lines 1–5. Generate the active literals and push them into the
assumption vector v. Then, set the current boundary as 𝑛.
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Input:
PN: a Petri net model to describe the parameterized protocol
𝑈: an upward-closed set to describe the safety property
𝑛: base boundary
𝑚: maximum boundary

Output:
safe or unsafe

(1) initial assumption vector v fl ⌀ // push all active literals into assumption vector
(2) for 𝑖 fl 𝑚; 𝑖 > 𝑛; 𝑖 fl 𝑖 − 1 do
(3) v.push(𝑎𝑖)
(4) end for
(5) 𝑖 fl 𝑛 // the initial boundary is 𝑛
(6) PN𝑛→𝑚 fl inc-cut-off (PN, 𝑛, 𝑚) // create the incremental bounded Petri net
(7) 𝑈𝑛→𝑚 fl inc-cut-off (𝑈, 𝑛,𝑚)
(8) while v ̸= ⌀ do
(9) // use an SAT-based model checker to verify the property at the boundary 𝑖
(10) if PN𝑛→𝑚 |= 𝑈𝑛→𝑚 then
(11) print CEX
(12) RETURN 𝑢𝑛𝑠𝑎𝑓𝑒
(13) else
(14) print “PN is safe for current boundary 𝑖”
(15) v.pop() // the boundary is increased by 1
(16) 𝑖 fl 𝑖 + 1
(17) end if
(18) end while
(19) RETURN 𝑠𝑎𝑓𝑒

Algorithm 1: Incremental bounded model checking algorithm.

Lines 6-7. Create the incremental bounded Petri net model by
using the assumption vector v.

Lines 8–19. The while-loop is the main routine to verify the
model incrementally. If the condition is satisfied at line 10, the
model checker finds a counterexample and returns unsafe. If
the model bounded by 𝑖 is safe, then the algorithm increases
the boundary at lines 15 and 16 and calls the SAT-basedmodel
checker again to solve the new model with higher boundary.
When vector v is empty, the algorithm proves that the input
PN is safe from boundaries 𝑛 to 𝑚.

Algorithm 1 reuses the context from the previous solving
results. The main routine in Algorithm 1 is based on an SAT-
based model checker. Hence, the algorithm terminates when
it finds a counterexample at line 12 or proves safety at line 19.

4.3. Implementation and Optimization. In this section, we
introduce key points which make a great contribution in
improving the performance.

The Petri Net Format. The input Petri net is encoded in the
MIST format (https://github.com/pierreganty/mist/). Each

place ismapped to a variable, and each transition corresponds
to a rule. For each rule, there are guards and effects, as
described in Definition 8. The guards are the conditions
under which this rule can be fired, and the effects describe
how tokens transfer from places. The target is the safety
property to be verified, which is expressed as an upward-
closed set.

The FSM Format. AIGER (http://fmv.jku.at/aiger/) is a for-
mat, library, and set of utilities for And-Inverter Graphs
(AIGs). The hardwaremodel checking competition (HWMCC)
uses AIGER as input format, andmost modernmodel check-
ers support AIGER as the input model. AIGER is a good way
to describe FSM and can be translated into a propositional
logic for an SAT solver. The bounded Petri net is encoded
as an AIGER model, where each place corresponds to state
variables in Boolean value. Extra input variables are intro-
duced to select which rule to be fired and then update the
state variables to set up the transition relations equally.

Encoding: Binary versus Unary. Encoding is important for
SAT solvers. In this paper, both binary and unary encodings

https://github.com/pierreganty/mist/
http://fmv.jku.at/aiger/
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Table 1: Encoding: binary versus unary.

𝑛 Binary One-hot
0 000 00000001
1 001 00000010
2 010 00000100
3 011 00001000
4 100 00010000
5 101 00100000
6 110 01000000
7 111 10000000

were used to encode the places in the Petri net model. As
shown in Table 1, binary and unary encodings are used to
encode the natural numbers. One-hot encoding is one pos-
sible unary encoding, where just one bit is “1” and the others
are all “0.”The binary encoding needs ⌈log2[𝑁]⌉ bits, and the
unary encoding needs 𝑁 bits to encode the natural number
0∼N.

Full Adder. A full adder is designed to count the total token
numbers to bound the Petri net. As binary and unary encod-
ings are used to represent the token numbers for each place,
we present how to design an 𝑛-bit binary and unary full adder,
respectively.

A 𝑛-bit binary full adder is just combing 𝑛 single 1-
bit binary adders together. The 1-bit binary adder can be
described using the following logics. The logics AND, OR,
and XOR are represented as ∧, ∨, and ⊕, respectively.

𝑆 = 𝐴 ⊕ 𝐵 ⊕ 𝐶in

𝐶out = (𝐴 ∧ 𝐵) ∨ (𝐶in ∧ (𝐴 ⊕ 𝐵))
(1)

There are many different ways to design unary adder, but
a simple 𝑛-bit unary adder is presented as follow:

𝑆𝑖 =
𝑖

⋀
𝑗=0

(𝐴 [𝑗] ∧ 𝐵 [𝑖 − 𝑗]) , 0 ≤ 𝑖 < 𝑛. (2)

Structural Information.When using unary encoding to repre-
sent the token’s number of places, it is important to give this
structural information to the SAT solver. Hence, we add some
extra logics as a constraint to the AIGER circuits. Figure 2
shows the logics to check if the 𝑛-bit vector x is encoded in
one-hot. The total number of gates is 3 ∗ 𝑛 + 2.

5. Experimental Evaluation

We have implemented the incremental bounded model
checking algorithm in a tool named PNPV. PNPV is imple-
mented with C++ and uses minisat as the back-end SAT
solver. All input instances are encoded in the MIST format.

To measure PNPV’s performance, we compare with TDA
[32], whichwas used to verify parameterized cache coherence

x0 x1 xn−1· · ·

· · ·

· · ·0

0

isonehot

Figure 2: One-hot encoding checking logics.

protocols. We also compare with the MIST toolkit (https://
github.com/pierreganty/mist) with the classical backward
[40] and EEC [41] algorithm for WSTS coverability on Petri
nets instances.

All experiments are performed on a machine, with Intel
2.60GHz CPU and 16GB main memory, running CentOS
6.5 in 64-bit. The running time is limited to 600 seconds and
memory to 2GB.

5.1. Benchmarks. Memory coherence is very important for
both the multicore processors and mobile CPSs. We verify
several classical parameterized cache coherence protocols as
described in [35]. We collected 12 Petri nets from the MIST
repository, where six bounded Petri nets are all safe and
six plain Petri nets are all unsafe. Some of those Petri nets
are used to model the communication protocols in mobile
CPSs.

5.2. Evaluation. As shown in Table 2, the unary encoding
performs about 4∼19 times better than binary. By using unary
encoding, we can solve 160 processes for Illinois and Firefly
protocols, but just 22 and 18 when using binary. For Berkeley,
PNPV solves 146 and 18 processes by unary and binary,
respectively. German protocol is an industry-like cache
coherence protocol, for which 97 and 5 processes are solved
by using unary and binary encoding, respectively. The CSM-
broad and Dragon protocols both have about 90 processes
solved by using the unary encoding but just 9 and 24 pro-
cesses by using the binary encoding, respectively. The unary
encoding is more competitive than binary on all protocols.
We identify two reasons for unary’s better performance.

The first reason is the difference in expressing the tran-
sition in FSM. Though there are more variables used to
encode the places, the transition relations can be generated
by shifting the variables.The logics for transitions are simpler
than binary, and the SAT problem is easy to solve.

The second reason is the use of the IC3 algorithm. IC3
is an incremental inductive algorithm, which builds the
overapproximation from the last SAT results incrementally.
The unary encoding is more efficient for learning clauses.

Figure 3 shows a comparison of the 𝐵-bounded model
checking algorithm with the incremental bounded model
checking algorithm on five parameterized protocols. The
incremental bounded model checking algorithm is competi-
tive on all instances, especially for Firefly, Illinois, and Berke-
ley. The main reason is that the B-bounded algorithm cannot

https://github.com/pierreganty/mist
https://github.com/pierreganty/mist
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Table 2: The maximum process number solved by different encodings. As presented in Section 4.3, one-hot encoding is used for unary.
Six parameterized protocols are used to test the performance, and the maximum process number is represented in the table. All results are
collected by running Algorithm 1.

Protocols Unary Binary
Illinois 160 22
Firefly 160 18
Berkeley 146 18
German 97 5
CSMbroad 93 9
Dragon 90 24

Number of processes 
16014012010080604020

Berkeleyb Berkeleyinc

Dragonb Dragoninc

Fireflyb Fireflyinc

Illinoisb Illinoisinc

MOESIb MOESIinc

0

100

200

300

400

500

600

Ti
m

e (
s)

Figure 3: The performance comparison of 𝐵-bounded with incre-
mental bounded model checking algorithm. The superscripts 𝑏 and
inc represent 𝐵-bounded model checking algorithm and incremen-
tal bounded model checking algorithm, respectively.

reuse the previous result to prove the current verification
problem. Algorithm 1 gives us a good solution with little
expenses when adding active literals for the generated FSM.

TDA [32, 33] uses 𝑋-abstract and 𝑌-abstract to reduce
the state space of parameterized systems and speed up the
verification performance. Asynchronous composition is the
key part of TDA, but it suffers fromhighermemory consump-
tion. As shown in Table 3, PNPV performs better than TDA
on all parameterized protocols. For Berkeley and Dragon
protocols, TDA solves 14 processes, but PNPV solves 146 and
90 processes, respectively. PNPV handles 160 processes for
Firefly and Illinois, but just 22 processes are solved by TDA.
Table 3 shows that TDA suffers from highmemory consump-
tion, asmost instances hit thememory limit before hitting the
time limit. PNPV is also competitive with respect to speed

when comparing with TDA, especially for large process
numbers. As the results are all zero when the process number
𝑛 < 10, we present the data from 𝑛 = 10.

MIST is a tool to check safety properties against Petri net-
like models. To compare with PNPV, we select the classical
backward and EEC algorithms to run 12 Petri net bench-
marks. Six out of 12 instances are boundedPetri nets.The total
token numbers of the bounded Petri nets are limited. All of
the six bounded Petri nets are safe. To test PNPV’s ability
of bug finding, six unsafe instances were collected from the
MIST toolkit to evaluate the performance.

As shown in Table 4, PNPV performs better than both
backward and EEC algorithms for all unsafe instances. Both
in time and memory usage, PNPV is competitive. For six
bounded Petri nets, PNPV wins on four out of six instances.

6. Conclusion and Future Works

We introduced an incremental bounded model checking
algorithm to verify the safety properties of parameterized
protocols in mobile CPS. By using counter abstraction, the
protocol is modeled as a Petri net. Then the state-of-the-art
SAT-based model checking algorithm is used to verify the
safety properties.The algorithmcan be used to verify parame-
terized systems, including cache coherence protocols, mutual
exclusion communication protocols, and common concur-
rency primitives in mobile CPSs. The results show that our
new approach can greatly scale the verification capabili-
ties compared favorably against several recently published
approaches.Due to using IC3 as the back-endmodel checking
algorithm, our method is significant for its lower memory
consumption.

There are two directions to extend the current work in the
future. The first one is to study the property to be verified.
Liveness would be an interesting direction, as the liveness
property can be converted into safety. Security problems and
run time verification would also be a good direction in the
future. The second one is to model more complex systems.
The ideas we have presented are naturally applicable to other
concurrency systems modeled by Petri net or its extension. It
is natural to shift SAT solver to SMT solver, and it would be a
good way to improve the scalability.
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Table 4: Comparison of running time and memory consumption for different algorithms on Petri net benchmarks. Memory consumption
is in MB, and running time is in seconds.

Problem PNPV Backward EEC
Instance Time Mem. Time Mem. Time Mem.

Safe instances
kanban 7.39 6.60 427.62 54.90 0.83 0.00
lamport 0.42 0.00 0.63 0.00 0.84 0.00
newdekker 0.55 3.30 0.71 0.00 0.85 0.00
newrtp 0.58 0.00 0.72 0.00 0.86 0.00
peterson 0.68 0.00 0.75 0.00 0.86 0.00
read-write 2.31 4.50 0.81 0.00 0.91 0.00

Unsafe instances
kanban 1.05 5.20 459.92 54.90 Timeout
leabasicapproach 0.08 0.00 0.93 0.00 0.08 0.00
pingpong 2 0.10 0.00 0.93 0.00 0.13 0.00
pingpong_wrong 0.13 0.00 0.94 0.00 0.20 0.00
pncsacover 6.22 4.90 Timeout 23.89 8.70
pncsasemiliv 1.06 4.40 1.40 6.00 23.42 8.70

Conflicts of Interest

The authors declare that they have no conflicts of interest.

Acknowledgments

The authors would like to acknowledge that this work was
supported by the National Natural Science Foundation of
China (Grant no. 61133007).The authors thank Carl Kwan for
helpful and detailed comments and suggestions.

References

[1] R. Rajkumar, I. Lee, L. Sha, and J. Stankovic, “Cyber-physical
systems: the next computing revolution,” in Proceedings of the
47thDesignAutomationConference (DAC ’10), pp. 731–736,New
York, NY, USA, June 2010.

[2] M. Conti, S. K. Das, C. Bisdikian et al., “Looking ahead in per-
vasive computing: challenges and opportunities in the era of
cyberphysical convergence,” Pervasive and Mobile Computing,
vol. 8, no. 1, pp. 2–21, 2012.

[3] X. Hu, K. Bai, J. Cheng et al., “MeDJ: multidimensional emo-
tion-aware music delivery for adolescent,” in Proceedings of the
World Wide Web, pp. 793–794, Proceedings of the World Wide
Web, 2017.

[4] J. White, S. Clarke, C. Groba, B. Dougherty, C. Thompson, and
D.C. Schmidt, “R&Dchallenges and solutions formobile cyber-
physical applications and supporting internet services,” Journal
of Internet Services andApplications, vol. 1, no. 1, pp. 45–56, 2010.

[5] L. Zhou, X. Hu, E. C.-H. Ngai et al., “A dynamic graph-based
scheduling and interference coordination approach in hetero-
geneous cellular networks,” IEEE Transactions on Vehicular
Technology, vol. 65, no. 5, pp. 3735–3748, 2016.

[6] X. Hu, T. H. S. Chu, V. C. M. Leung, E. C.-H. Ngai, P. Kruchten,
and H. C. B. Chan, “A Survey on mobile social networks: appli-
cations, platforms, system architectures, and future research
directions,” IEEE Communications Surveys and Tutorials, vol. 17,
no. 3, pp. 1557–1581, 2015.

[7] X. Hu, J. Zhao, B.-C. Seet, V. C. M. Leung, T. H. S. Chu, and H.
Chan, “S-aframe: agent-based multilayer framework with con-
text-aware semantic service for vehicular social networks,” IEEE
Transactions on Emerging Topics in Computing, vol. 3, no. 1, pp.
44–63, 2015.

[8] S. M. German and A. P. Sistla, “Reasoning about systems with
many processes,” Journal of the Association for Computing
Machinery, vol. 39, no. 3, pp. 675–735, 1992.

[9] R. Bloem, S. Jacobs, A. Khalimov et al., “Decidability in param-
eterized verification,” Synthesis Lectures on Distributed Comput-
ing Theory, vol. 6, no. 1, pp. 1–170, 2015.

[10] W.Hunt, “Modeling and verification of cyber-physical systems,”
in Proceedings of the National Workshop on High-Confidence
Automotive Cyber-Physical Systems, 2008.

[11] M. U. Sanwal andO. Hasan, “Formal verification of cyber-phys-
ical systems: coping with continuous elements,” in Proceedings
of the International Conference on Computational Science and Its
Applications, pp. 358–371, Springer, 2013.

[12] E. M. Clarke, O. Grumberg, and D. Peled,Model Checking, MIT
Press, 1999.

[13] K. L. McMillan, “Symbolic model checking,” in Symbolic Model
Checking, pp. 25–60, Springer, 1993.

[14] A. Pnueli, J. Xu, and L. Zuck, “Liveness with (0, 1, ∞)-counter
abstraction,” in Proceedings of the International Conference on
Computer Aided Verification, pp. 107–122, Springer, Berlin,
Germany, 2002.

[15] E. Clarke, M. Talupur, and H. Veith, “Environment abstraction
for parameterized verification,” in Proceedings of the Interna-
tional Workshop on Verification, Model Checking, and Abstract
Interpretation, pp. 126–141, Springer, 2006.

[16] D. Xu and Y. Deng, “Modeling mobile agent systems with high
level Petri nets,” in Proceedings of the 2000 IEEE International
Conference on Systems, Man and Cybernetics, vol. 5, pp. 3177–
3182, October 2000.

[17] T. M. Chen, J. C. Sanchez-Aarnoutse, and J. Buford, “Petri net
modeling of cyber-physical attacks on smart grid,” IEEE Trans-
actions on Smart Grid, vol. 2, no. 4, pp. 741–749, 2011.



10 Mobile Information Systems

[18] A. R. Bradley, “SAT-based model checking without unroll-
ing,” in Proceedings of the International Workshop on Verifica-
tion, Model Checking, and Abstract Interpretation, pp. 70–87,
Springer.

[19] N. Een, A. Mishchenko, and R. Brayton, “Efficient implemen-
tation of property directed reachability,” in Proceedings of the
FormalMethods in Computer-AidedDesign FMCAD ’11, pp. 125–
134, November 2011.

[20] R. Akella and B. M. McMillin, “Model-checking BNDC prop-
erties in Cyber-physical systems,” in Proceedings of the 33rd
Annual IEEE International Computer Software and Applications
Conference COMPSAC ’09, pp. 660–663, July 2009.

[21] L. Bu, Q. Wang, X. Chen et al., “Toward online hybrid sys-
tems model checking of cyber-physical systems’ time-bounded
short-run behavior,” ACM SIGBED Review, vol. 8, no. 2, pp. 7–
10, 2011.

[22] K. Bae, J. Krisiloff, J. Meseguer, and P. C. Ölveczky, “Designing
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This paper aims at generating high-quality object proposals for object detection in autonomous driving. Most existing proposal
generation methods are designed for the general object detection, which may not perform well in a particular scene. We propose
several geometrical features suited for autonomous driving and integrate them into state-of-the-art general proposal generation
methods. In particular, we formulate the integration as a feature fusion problem by fusing the geometrical features with existing
proposal generation methods in a Bayesian framework. Experiments on the challenging KITTI benchmark demonstrate that our
approach improves the existing methods significantly. Combined with a convolutional neural net detector, our approach achieves
state-of-the-art performance on all three KITTI object classes.

1. Introduction

Object detection has been developed in many years and
there are a variety of robust approaches [1–5]. In the early
years, most of them follow the sliding-window paradigm.
But enormous numbers of windows would waste a large
amount of efforts on no-object areas. In order to overcome
this problem, an effective framework is proposed: object
proposals generation followed by a classifier. Most of the
methods are designed to generate object proposals for general
object detection, such as Edgeboxes [6] and Selective Search
[7]. They both work well on the PASCAL VOC dataset [8].

However thesemethodswould suffer a great performance
degradation, when they are applied to autonomous driving
scene, such as the challenging KITTI benchmark [9], which
contains many small objects, occlusion, high saturated areas,
and even shadows.

In this paper, we propose an effective approach to improve
the results of object proposals in autonomous driving scene.
Our work is motivated by the following observations. First,
there are three primary objects, in autonomous driving scene,
Car, Cyclist, and Pedestrian.These three objects usually lie on
the ground with different height. So the proposals should lie
on the ground. Second, the real-world size of objects in one

category would vary far less than their image-world size, but
the real-world size of different categories are also different. It
is helpful to use the object size prior of object as an indicator
to generate proposals. The details are discussed in Section 3.

This paper has two fundamental contributions.
(1) We propose two new geometric features, AR and SD2,

to represent the object size prior. We exploit D2R as an
indicator to constraint the proposals lying on the ground.
These features are demonstrated to be effective for generating
fewer proposals with higher recall.

(2) We deeply analyze the four geometric features, AR,
SD2, DMD, and D2R, and propose a method to combine
these features with existing methods efficiently. The final
results on the KITTI object detection benchmark achieve the
state-of-the-art performance in stereo-based methods.

Since it is inevitable to use the depth information to
compute the geometric features, we assume a stereo image
pair as an input and obtain depth information via the state-
of-the-art approach by Yamaguchi et al. [10].

2. Related Work

The main idea of object proposal method is to generate
relatively fewer number of bounding boxes that contain the
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objects in an image that we are interested in with high recall.
Existing proposal generationmethods are often based on low-
level image features, which can be divided into two categories
generally: grouping methods and window scoring methods.

2.1. Grouping Methods. Grouping proposal methods aim to
generate multiple segments that are likely to correspond to
objects. To cover different objects with various size, most
methods attempt to merge the output of a hierarchical image
segmentation algorithm. The decision to merge segments
is designed manually typically based on superpixel shape,
appearance features, and boundary estimates.

Selective Search [7] is one of themost well-known group-
ing methods which greedily merges superpixels to generate
proposals. The method has no learned parameters and has
been broadly used as the proposal method of choice by many
state-of-the-art object detectors, such as the R-CNN detector.

In order to detect objects with different size, MCG [11]
propose an algorithm for fast computing multiscale hierar-
chical segmentation.Theymerge the segments based on edge
strength and ranking the results using appropriate features.

Since SS and MCG both need an initial image segmen-
tation which impacts the object proposal results, CPMC
[12] does not have initial segmentations and uses graph cut
directly on pixels. Then it ranks the resulting segments based
on a large pool of features.

2.2. Window Scoring Methods. Window scoring methods are
to score each candidate window to indicate how likely an
object of interest is contained in it. Compared to grouping
approaches these methods usually directly return bound-
ing boxes with fast speed. However, they tend to generate
proposals with low localization accuracy unless the window
sampling is performed very densely.

Objectness [13, 14] is one of the earliest window scoring
proposal methods. A model is trained to distinguish objects
from the background and an initial set of proposals is
generated from salient locations in an image. Then each
proposal is scored by a Bayesian framework combining
several image features including color, edge density, saliency,
and superpixels straddling.

BING [15] is an extremely fast object proposal method
(300 fps/s on CPU). Gradient features are used to train a
simple linear classifier to detect object proposals in a sliding-
window framework which can yield 96.2% recall with 1000
proposals at the IOU threshold of 0.5. Meanwhile BING
needs to resize the candidate window to 8 ∗ 8 which leads
to low localization accuracy when mapping the 8∗ 8 window
back to the original image. The recall drops rapidly when the
IOU threshold gets larger.

Edgeboxes [6] is a very fast and efficient region proposal
method, which can generate millions of candidate boxes in
a fraction of one second and achieve nearly 96% recall at
overlap threshold of 0.5 by using 1000 proposals on the
PASCAL VOC dataset. The main contribution of the method
is that the number of contours wholly falling into a bounding
box is indicative of the possibility of a box covering an object.
All of the bounding boxes are generated by sliding-window
algorithm and then scored by measuring the number of edge

groups that exist in the box minus some of them that overlap
the box’s boundary.

Howevermost previousmethods are designed for general
objects; they do not performwell in a particular scene such as
the KITTI [9] benchmark. 3DOP [16] is an excellent proposal
generation method which exploits object size priors, ground
plane, and several depth informed features such as free space,
point densities inside the box, visibility, and distance to the
road to place proposals in the form of 3D bounding boxes.
After generating a large number of proposals, the method
scores every proposal by minimizing an energy function.The
energy function encodes object size priors, ground plane,
and a variety of depth informed features. Their final results
achieve a 25% higher recall with 2,000 proposals than the
state-of-the-art RGB-D method MCG-D [17] on the KITTI
benchmark.

Most grouping and scoring methods mentioned above
either purely use RGB appearance features or only use depth
informed geometric features which ignore their complement
of those two features. Although somemethods, such asMCG-
D, use RGB and depth features simultaneously, it is not suit-
able for autonomous driving because of the complex outdoor
environment. In this paper, we propose a method to exploit
both the appearance features and the geometric features. Our
work formulates the problem by fusing those two comple-
mentary features in a Bayesian framework for obtaining high-
quality object proposals in autonomous driving.

3. Methodology

As mentioned in previous sections, geometric features are
important for improving the quality of object proposals. We
introduce four geometric features: aspect Ratio, diagonal
multiplication distance, area multiplication of the square of
the object depth, and distance to the road.

3.1. Geometric Features

3.1.1. Aspect Ratio (AR). Objects in different classes usually
have magnificent difference on appearance while those in the
same class vary far less. Since an object is tightly bounded by
a square box whose aspect ratio of the same class should vary
in a specific range, based on this intuition, we use AR as a
feature to assess the possibility of an image window covering
a specific class. The aspect ratio of a square box is calculated
as follows:

AR = 𝑤𝑏ℎ𝑏
, (1)

where𝑤𝑏 is the width of a given bounding box while ℎ𝑏 is the
height.

3.1.2. Area Multiplication of the Square of the Object Depth
(SD2). Objects’ sizes in the image can be measured by the
bounding boxes covering them and they vary significantly
across the dataset.Meanwhile, the real-world size of objects in
the same class varies far less as mentioned in [18]. According
to the optical imaging principles, the real-world size 𝐴𝑇 and
the image size 𝐴𝐼 of the object have a specific relationship.
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Figure 1: The imaging principle of the camera.

As shown in Figure 1, by using the homothetic triangle
theory, the relationship between𝐴𝑇 and𝐴𝐼 can be described
as follows:

𝐴𝑇 =
𝑑2
V2
𝐴𝐼, (2)

where 𝑑 is the real-world distance of the object and V is the
camera focal length which is usually considered to be fixed.

Depth information has been utilized for object detection
in recent years; it can be computed from disparity map or
directly obtained by depth sensors, such as Kinect. In this
paper, we use a stereo image pair as an input, compute the
disparitymap via the state-of-the-art approach by Yamaguchi
et al. [10], and then calculate the depth by binocular vision
theory:

depth = 𝑓 ∗ 𝑙
disparity

, (3)

where 𝑓 is the focal length of the two lenses, 𝑙 is the distance
between two optical centers, and disparity is the horizontal
disparity of two stereo-corresponding points. After calculat-
ing the depth of all pixels for each image, the average depth
of a 3 ∗ 3 area around the center is used to approximate the
depth of an object enclosed by the box:

𝑑box =
1
9
𝑥𝑐+1

∑
𝑥𝑖=𝑥𝑐−1

𝑦𝑐+1

∑
𝑦𝑖=𝑦𝑐−1

depth (𝑥𝑖, 𝑦𝑖) , (4)

where depth(𝑥𝑖, 𝑦𝑖) is the depth of point (𝑥𝑖, 𝑦𝑖) in image and
𝑥𝑐 = 𝑥𝑙 + 𝑤𝑏/2 and 𝑦𝑐 = 𝑦𝑙 + ℎ𝑏/2 is the center point of the
box.

As mentioned above, the relationship between the image
size and the depth information of the object can be utilized
as a proxy for the real-world object size approximately. The
camera focal length can be ignored as it is considered to be
a constant. Inspired by the observation of the relationship
between real-world size and image size, we use the product
of area of the bounding box and the square distance to the
camera as an approximate representation of the object size in
real-world. The SD2 can be written as

SD2 = 𝑤𝑏 ∗ ℎ𝑏 ∗ 𝑑box2, (5)

where𝑤𝑏∗ℎ𝑏 is the area of the bounding box and can be used
as a representation of an object image size approximately.

3.1.3. Diagonal Multiplication Distance (DMD). DMD is the
feature that could approximately represent the real-world
object size [18].

DMD = √𝑤𝑏2 + ℎ𝑏2 ∗ 𝑑box, (6)

where√𝑤𝑏2 + ℎ𝑏2 is the diagonal of a bounding box and 𝑑box
is the depth of the box.

The distributions of DMD and SD2 on Car, Cyclist, and
Pedestrian are shown in the second and the third row in
Figure 2. It is obvious that DMD and SD2 vary a few in
the same class and vary in different ranges which prove the
analysis we discussed before.

3.1.4. Distance to the Road (D2R). Since all the annotated
objects in the KITTI benchmark are on the ground, the
ground plane can be used as an important indicator to predict
the possibility that a proposal contains an object. It is more
likely to cover an object when the proposal is close to ground
plane and is less likely when the proposal is far away from the
ground plane. We use the same method in [16] to compute
the distance of every pixel to the ground. Then, as in (5), the
average of a 3 ∗ 3 area around the center is used to measure
the distance to the road of an object enclosed by the box:

D2R = 19
𝑥𝑐+1

∑
𝑥𝑖=𝑥𝑐−1

𝑦𝑐+1

∑
𝑦𝑖=𝑦𝑐−1

Dist (𝑥𝑖, 𝑦𝑖) . (7)

The distribution of D2R on Car, Cyclist, and Pedestrian is
shown in the last row in Figure 2.

3.2. Bayesian Framework. As the four proposal features are
relatively complementary, using some of them at the same
time may appear promising. AR gives only the proportion
of object projection size in the image. DMD or SD2 is the
replacement for the real-world object size, but either of them
depends on precise depth calculated from disparity map.
D2R denotes the distance to the road, which can roughly
distinguish positive examples from negative examples.

To combine these features (AR, SC, DMD, SD2, and
D2R), we train a Bayesian classifier to distinguish between
positives and negatives. SC is the initial result of the existing
method. For each training image, we sample all the proposals
that have an IOU ≥ 0.6 with any ground truth as positive
𝑊obj and IOU < 0.35 as negative 𝑊bg. As there are too
many negative proposals we just select 600 randomly for
each training image. In this paper, we choose a Naive Bayes
approach [13, 14]. In the Naive Bayes model, the features
are independent, so training consists of estimating the priors
𝑝(obj), 𝑝(bg) by relative frequency and the individual feature
likelihoods 𝑝(feature | 𝑐), feature ∈ 𝐶 and 𝑐obj, and bg from
the training set we chosen before.

After training, when given a proposal we calculate its
posterior probability using the following equation:

𝑝 (obj | 𝐶1) =
𝑝 (𝐶1 | obj) 𝑝 (obj)
𝑝 (𝐶1) , (8)
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Figure 2: Statistic of four object features. For each object class, Car, Cyclist, and Pedestrian, from top to down the features are AR, DMD,
SD2, and D2R. We could normalize them to zero mean and unit variance (mean subtraction and division by the standard deviation).
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where 𝐶1 ⊆ 𝐶. This posterior probability constitutes the
final proposal score, which is used as the indication of the
possibility of a proposal that tends to cover an object.

3.3. Implementation Details. After a large number of positive
and negative proposals are sampled, the distribution of
their image features (AR, SC, DMD, SD2, and D2R) is
demonstrated via the histogram (we sample all the proposals
that have an IOU ≥ 0.6with any ground truth as positive and
600 negative proposals that have IOU < 0.35 for each image).
The values of the feature𝑖 𝑉(feature𝑖 | 𝑐) are divided into 𝐾
bins in a range [𝑉min, 𝑉max]. Therefore, the priors 𝑝(feature𝑖 |
𝑐) are set by relative frequency:

𝑝 (feature𝑖 | 𝑐) =
𝑁Bin𝑗
𝑁 , 1 ≤ 𝑗 ≤ 𝐾, (9)

where 𝑁Bin𝑗 is the number of 𝑉(feature𝑖 | 𝑐) falling into the
Bin𝑗 and𝑁 is the total number of 𝑉(feature𝑖 | 𝑐). When any
proposal is given, the bin which the value 𝑉 of the (feature𝑖 |
𝑐) falls into is first determined. Then, the individual feature
likelihood 𝑝(feature𝑖 | 𝑐) is roughly equivalent to (9) for each
proposal. And the final posterior probability can be calculated
according to (8). Noted that (8) allows us to combine any
subset 𝐶 of features, for example, pairs of features 𝐶 =
{AR, SD2}, triplets 𝐶 = {AR, SD2,D2R}, or all features 𝐶 =
{AR, SD2, SC,DMD,D2R}. Function (8) can combine any
subset rapidly without recomputing the likelihoods.

4. Experiments and Analysis

In this section, we evaluate our method on the challenging
KITTI benchmark [9] for all three object classes, which
contains 7481 right, 7481 left training images, and 7518 test
images. Since the test images do not have any annotations, we
split the KITTI training set into train (3,712 images) and vali-
dation (3769 images) sets as described in [16]. Bayes model
is trained on the train set. All the experiments results are
reported on the validation set in three regimes: easy, mode-
rate, and hard, which are defined according to the occlusion
and truncation levels of objects.

Following [6], we evaluate the quality of object proposals
by using the recall metric. Recall is calculated as the fraction
of ground truth objects covered above an IOU threshold.
We use curve of the recall versus the number of proposals
to depict accuracy at different proposal budgets and recall
versus IOU curve to show the variety of recall over different
localization precision. In addition, in order to measure the
overall accuracy of proposals, we use Area Under the Curve
(AUC), which is the area under “recall versus the number of
proposals” curve. AUC is a canonical metric which has been
shown in [6].

The results of analyzing features and features integration
are tested on the hard validation set for all three objects, while
the comparison results to the state of the art are on all three
object classes and three regimes which use the same metrics
depicted in previous section.

4.1. Various Features Integration. We first verify the effective-
ness of all the geometric features independently. As our goal

is to analyze the performance of each of the features and their
combinations which is independent of the baseline method,
we only evaluate ourmethod based on Edgeboxes.The results
of the baseline method are named SC. As shown in Figure 3,
we analyze the baseline and the four proposed geometric fea-
tures independently to observe the performance of these fea-
tures. The first row of Figure 3 is the recall versus IOU curve
on 500 proposals while the second row is curve of the recall
versus the number of proposals on different IOU threshold.
For Car, the IOU threshold is 0.7, and it is 0.5 for Cyclist
and Pedestrian. We find that all the four proposed features
work better than the baseline in which we only use a single
feature to generate the proposals. Based on experiments on
the three objects we find that D2R is the most useful feature
while our proposed feature SD2 is second. DMDhas a similar
performance to SD2, because they both catch the constancy
of object size in real-world. AR is also a useful feature.

Then we combine those geometric features and SC
together in a Bayesian framework using different combina-
tion to find the best way for fusion of these features. In order
to use Bayesian function, the prior probabilities𝑝(obj),𝑝(bg),
and 𝑝(feature | 𝑐) should be first computed. The 𝑝(obj)
and 𝑝(bg) are constant value which are computed in the
training stage. The probability 𝑝(feature | 𝑐) is calculated
by using histogram as described in (9). Before we construct
the histogram, we normalize them to zero mean and unit
variance (mean subtraction and division by the standard
deviation). The mean and standard deviation values of each
feature are computed on the entire training set.

We combine the five features in a Bayesian framework
with all possible combinations. The combinations include
10 ways for any pairs of features, 10 for any triplets, 5 for
any four, and 1 for all features together. We have evaluated
all the combinations. Since plotting all the combinations is
difficult to observe, we only choose 2 top results from pairs of
features combinations and triplets of features combinations,
1 from four features combinations, and 1 for all five features.
The results are shown in Figure 4. It can be seen that
the best performance is obtained by the combination of
{AR,D2R, SD2,DMD} and {AR,D2R, SD2}. The results also
hint that D2R is the most effective feature, followed by SD2
and DMD, which is consistent with previous observations in
Figure 3. We also can find that SD2 and DMD are highly
dependent on each other. So we just use SD2 because SD2
is lightly better than DMD. Usually more features make
better results. However, it is noteworthy that when combining
SC with all other four features the SC does not improve
the performance but depresses it. A possible reason is that
boxes with larger SC do not mean having higher possibility
of containing Car, Cyclist, or Pedestrian. Finally, as shown
in Table 1 we summarize the statistics accuracy measures
including Area Under the Curve (AUC), the top recall the
method can reach (recall), and the number of proposals to
achieve recall = 0.75 (𝑀).

4.2. Comparison to the State of the Art. Based on the analysis
on the features in previous section, we choose D2R, SD2,
and AR as our final choice. As our method can be integrated
into any object proposal generation method, we verify its
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Figure 3: Single feature results: the first row is the recall versus IOU curve on 500 proposals while the second row is curve of the recall versus
the number of proposals on different IOU threshold. For Car the IOU threshold is 0.7, and it is 0.5 for Cyclist and Pedestrian. We analyze the
original results and the four proposed features independently to observe the usefulness of these features. We find that all the four proposed
features work better than the original result when we just use a single feature to generate the proposals. With experiments on the three objects
we find that D2R is the most useful feature while our proposed feature SD2 ranks second. DMD have similar performance with SD2, because
they both catch the constancy of object size in real-world. AR is also a useful feature.

Table 1: Results on the hard validation sets for all three object classes. AUC is the abbreviation for Area Under the Curve, recall is themaxima
recall the method can achieve, and𝑀 is the number of proposals when the recall reaches 75%. Inf means the maxima recall cannot reach
75%.

Features Cars Cyclist Pedestrian
AUC Recall (%) 𝑀 AUC Recall (%) 𝑀 AUC Recall (%) 𝑀

Single features

AR 0.13 59 Inf 0.14 52 Inf 0.2 89 Inf
SC 0.15 70 Inf 0.24 82 2209 0.29 89 1226

DMD 0.17 73 Inf 0.27 78 3735 0.28 84 1337
SD2 0.19 78 4426 0.27 74 Inf 0.31 85 1463
D2R 0.25 90 1977 0.33 88 1616 0.34 88 986

Single features

D2R + DMD 0.39 92 682 0.43 89 832 0.46 90 307
D2R + SD2 0.41 92 509 0.42 88 927 0.46 89 286

D2R + DMD + AR 0.45 92 413 0.47 89 564 0.53 90 609
D2R + SD2 + AR 0.46 92 352 0.47 89 536 0.54 89 667

D2R + DMD + SD2 + AR 0.46 92 392 0.47 89 625 0.54 91 129
All 0.45 92 423 0.44 89 568 0.52 91 234
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Figure 4: Features combination results: The first row is the recall versus IOU curve on 500 proposals while the second row is curve of the
recall versus the number of proposals on different IOU threshold. For Car the IOU threshold is 0.7, and it is 0.5 for Cyclist and Pedestrian.

effectiveness on two representativeness methods: EB (Edge-
boxes) and SS (Selective Search). Correspondingly, we name
their improved versions Our-EB145 and Our-SS145, where 1
represent AR, 2 represent SC, 3 represent DMD, 4 represent
SD2, and 5 represent D2R. Our-EB145 means the results
obtained by fusing those three geometric features, AR, SD2,
and D2R, with EB in a Bayesian framework. In the paper, we
just use Our-EB instead of Our-EB145, the same to Our-SS.
We also compare our results to 3DOP because it is the state-
of-the-artmethod that exploits geometric features to generate
object proposals.

Figure 5 shows recall versus IOU on 500 proposals
and we can see that Our-EB and Our-SS obtain significant
improvement compared to the original EB and SS. For Car,
our method is better than 3DOP when the IOU is below 0.7,
while, with the IOUgetting larger, 3DOPobtain better results.
This phenomenon also appears in Cyclist. A possible reason

is that the original results are good enough when the IOU
is high. However, for Pedestrian Our-EB always shows better
performance than 3DOP.

Figure 6 shows recall versus the number of candidates.
For Car, we can achieve nearly 90% recall when the number
of candidates is 1000 for moderate and hard regimes while
for easy regimes we only need 200 candidates to get the
same results. However, the baseline cannot achieve 90% recall
no matter how many candidates are used. For Cyclist and
Pedestrian our results show similar improvements over the
baselines. Compared to 3DOP our method obtains different
degrees of improvements. For example, by using 100 propos-
als for Pedestrian our method achieves 89%, 80%, and 70%
recall for easy, moderate, hard regimes while the 3DOP is
around 70%, 60%, and 52%. However when the number of
proposals gets larger our method achieves similar result with
3DOP.
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Figure 5: Recall versus IOU for 500 proposals in three regimes. From top to down: Car, Cyclist, and Pedestrian.

4.3. Running Time. Given the depth map, our features can
be computed efficiently. Combined with the existing method,
our approach can obtain significant improvement with only
0.2 s additional runtime on a single core byMATLAB. Table 2
shows the running time of different proposal methods.

4.4. Object Detection. To evaluate the object detection per-
formance based on our proposal generation method, we
apply the state-of-the-art fast R-CNN object detector on the

bounding box proposals generated by our method, as 3DOP
in [16]. We report results on the validation set of the KITTI
benchmark and compare our methods (Our-EB and Our-SS)
with those whose bounding box proposals are generated by
Selective Search and Edgeboxes. Experiments show that the
detection performance can be improved around 18% and 15%,
respectively. We also compare our results with that of 3DOP.
The results are presented inTable 3.Our approach can achieve
comparable or better performance across all three categories.
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Figure 6: Recall versus number of proposals: the overlap threshold for Car is 0.7, and it is 0.5 for Pedestrian and Cyclist. From top to down:
Car, Cyclist, and Pedestrian.

Table 2: Running time of different proposal methods.

Method Selective Search Edgeboxes 3DOP Our-SS Our-EB
Time (second) 15 1.5 1.2 15.2 1.7

4.5. Visual Results. The visual results of our object detection
framework are shown in Figure 7. It would be best to enlarge
and view it in color. The odd rows are the ground truth
bounding box while the even rows are detection bounding
box. Different colors indicate different difficulties. Green

means not occluded, yellow means partly occluded, and
red means fully occluded. Our approach produces precise
detection result even for distant and occluded objects. But it
more failed if the object is too distant and fully occluded, since
we can not obtain enough depth or appearance information
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Figure 7: The visual results of our object detection framework. The odd rows are the ground truth bounding box while the even rows are
detection bounding box. Different colors indicate different difficulties. Green means not occluded, yellow means partly occluded, and red
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Table 3: Average Precision (AP) (in %) on the validation set of the KITTI object detection benchmark with 1000 proposals, while, for EB and
SS, the number of proposals is 2000.

Metric Method Cars Cyclist Pedestrian
Easy Moderate Hard Easy Moderate Hard Easy Moderate Hard

AP

SS [16] 75.91 60.00 50.98 56.23 39.16 38.83 54.06 47.55 40.56
EB [16] 86.81 70.47 61.16 55.01 37.87 35.80 57.79 49.99 42.19
3DOP 94.47 87.09 78.72 84.65 57.38 55.63 72.47 65 57.24
Our-SS 95.36 87.84 78.57 84.71 57.74 55.8 74.23 66.54 57.9
Our-EB 88.92 87.40 78.43 83.38 57.72 55.69 74.39 66.73 58.17

for object detection. And when a person rides a Cyclist, the
ground truth just has an annotation of Cyclist while our
method gives two detection results, Cyclist and Pedestrian, as
shown in the sixth row. People sitting in a chair are detected;
however they are not marked as ground truth in the KITTI
datasets.

5. Conclusion

In this paper, we propose several geometric features which
are suitable for object proposals in the autonomous driving
scene and integrate them with existing object proposal gen-
erationmethods in a Bayesian framework.We deeply analyze
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the effectiveness of each geometric feature and different
combinations of features. Experiments on the challenging
KITTI benchmark demonstrate that, by integrating these
geometric features into existing object proposal methods, we
achieve significant improvement on all three object classes.
Subsequently we improve the object detection performance.
Our future work will focus on integrating geometric features
into a totally CNN framework for boosting their performance
in the autonomous driving scene.
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[11] P. Arbeláez, J. Pont-Tuset, J. Barron, F. Marques, and J. Malik,
“Multiscale combinatorial grouping,” in Proceedings of the 27th
IEEE Conference on Computer Vision and Pattern Recognition
(CVPR ’14), pp. 328–335, IEEE, June 2014.

[12] J. Carreira and C. Sminchisescu, “Constrained parametric min-
cuts for automatic object segmentation,” IEEE Transactions on
Software Engineering, vol. 23, no. 3, pp. 3241–3248, 2010.

[13] B. Alexe, T. Deselaers, and V. Ferrari, “What is an object?” in
Proceedings of the IEEE Computer Society Conference on Com-
puterVision andPatternRecognition (CVPR ’10), pp. 73–80, June
2010.

[14] B. Alexe, T. Deselaers, and V. Ferrari, “Measuring the objectness
of image windows,” IEEE Transactions on Pattern Analysis and
Machine Intelligence, vol. 34, no. 11, pp. 2189–2202, 2012.

[15] M.-M. Cheng, Z. Zhang, W.-Y. Lin, and P. Torr, “BING: Bina-
rized normed gradients for objectness estimation at 300fps,” in
Proceedings of the 27th IEEEConference onComputer Vision and
Pattern Recognition (CVPR ’14), pp. 3286–3293, June 2014.

[16] X. Chen, K. Kundu, Y. Zhu, H. Ma, S. Fidler, and R. Urtasun,
“3d Object proposals using stereo imagery for accurate object
class detection,” https://arxiv.org/abs/1608.07711.

[17] S. Gupta, R. Girshick, P. Arbeláez, and J. Malik, “Learning
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