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With the fast increasing popularity of mobile smart devices,
mobile crowd sensing has become a new paradigm of appli-
cations that enables the ubiquitous mobile devices with
enhanced sensing capabilities, such as smartphones and
wearable devices, to collect and to share local information
towards a common goal. Most of the smart devices are
equipped with a rich set of cheap and powerful sensors,
including accelerometer, digital compass, GPS, microphone,
and camera. These sensors can be utilized to monitor mobile
users’ surrounding environment and infer human activities
and contexts. In recent years, a wide variety of applications
have been developed to realize the potential of crowd sens-
ing throughout everyday life, such as environmental, noise
pollution assessment, road and traffic condition monitoring,
road-side parking statistics, and indoor localization.The data
acquired through mobile crowd sensing exhibits a number
of important characteristics, such as being large in scale
(volume), being fast generated (velocity), being different in
forms (variety), and being uncertain in quality (veracity).The
4 Vs of crowd sensing data make it extremely interesting
and challenging in designing participatory and opportunistic
sensing technologies, human centric data management and
analytics models, and novel visualization tools.

This special issue is composed of seven original research
papers, carefully selected based on theirmerit contents.These
works cover a variety of topics, including data sharing, com-
pressed sensing protocols, privacy protection, cooperation
issues, and application studies.

The paper “Share the Crowdsensing Data with Local
Crowd by V2V Communications” by C. Song et al. investi-
gates the communication and sharing of crowd sensing data

by vehicles near the events. In a local crowd formed by vehi-
cles, vehicles can transmit the data to each other by vehicle-
to-vehicle (V2V) communication. This approach based on
the vehicle-to-vehicle communications has a lower delay than
the offloading-based approach.

Also on the topic of data sharing, the paper “ODMBP:
Behavior Forwarding for Multiple Property Destinations in
Mobile Social Networks” focuses on making the information
sharing more effective among people with similar interests,
by profiling the users’ behavior in the mobile social network.

Thepaper “APerturbedCompressed Sensing Protocol for
Crowd Sensing” by Z. Zhang et al. proposes a data collection
protocol for compressed sensing in wireless sensor networks.
The protocol can protect the data confidentiality and is also
time-efficient.

We have two excellent papers addressing the privacy
issues. In the paper “HowDangerous Are Your Smartphones?
App Usage Recommendation with Privacy Preserving,” the
authors K. Zhu et al. work on evaluating the mobile App
privacy violation of mobile users by computing the danger
coefficient. To help users reduce the privacy leakage, both
the user preference to mobile Apps and the privacy risk are
used in combination.The paper presents a mobile App usage
recommendation method called AppURank to recommend
secure Apps with the same function.

On the other hand, the paper “Privacy Leakage in Mobile
Sensing: Your Unlock Passwords Can Be Leaked Through
Wireless Hotspot Functionality” explores the snooping attack
on smartphones leveraging the wireless hotspot functionality.
The attacker leverages the impacts of finger motions on the
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2 Mobile Information Systems

wireless signals during the unlocking period to analyze the
passwords/patterns.

In the aspect of cooperation, the paper “Cooperation
Dynamics on Mobile Crowd Networks of Device-To-Device
Communications” has contributions in exploring the cooper-
ation dynamics in mobile crowd networks by considering the
elemental characteristics of crowd population, individual’s
mobility, and reciprocity policy. In particular, the authors
model the cooperative behaviors in a mobile crowd into an
evolutionary prison dilemma game and investigate the rela-
tionships between cooperation rate and somemain influence
factors.

Last but not least, the paper “Outdoor Air Quality
Level Inference via Surveillance cameras” by Z. Zhang et al.
presents an interesting application work of a novel air quality
level inference approach based on outdoor images utilizing
surveillance cameras. The proposed approach first extracts
features from images and adopts multikernel learning to
learn an adaptive classifier for air quality level inference. The
contributions also include an Outdoor Air Quality Image Set
(OAQIS) dataset, which contains high quality registered and
calibrated images with rich labels.

We believe that the original works presented in this spe-
cial issue would significantly contribute to the literature and
the authors’ innovative insights can influence the future work
of people from academia and industry who are interested in
the covered areas.
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With the rapid proliferation of mobile devices, explosive mobile applications (apps) are developed in the past few years. However,
the functions of mobile apps are varied and the designs of them are not well understood by end users, especially the activities and
functions related to user privacy. Therefore, understanding how much danger of mobile apps with respect to privacy violation to
mobile users is becomes a critical issue when people use mobile devices. In this paper, we evaluate the mobile app privacy violation
of mobile users by computing the danger coefficient. In order to help people reduce the privacy leakage, we combine both the user
preference tomobile apps and the privacy risk of apps and propose amobile app usage recommendationmethod namedAppURank
to recommend the secure apps with the same function as the “dangerous” one for people use. The evaluation results show that our
recommendation can reduce the privacy leakage by 50%.

1. Introduction

The rapid growth of mobile devices has been leading to the
prosperity of mobile applications (apps). For example, as of
the end of 2014, the number of apps on Play Store has been
over 1.4 million and over 1.2 million on Apple Store. This
number is still growing dramatically with the proliferation
of mobile devices. Mobile users download these mobile apps
and use them on their mobile devices to satisfy different
purposes. However, the functions of mobile apps are varied
and the designs of them are not well understood by end users,
especially the activities and functions related to user privacy.
Indeed, to improve user experience and the functionality
of mobile apps, developers start to move their eyes on the
personalized service that can be provided by apps. They
develop new functional apps or enhance the capability of apps
by digging into the personal information, such as location
information, contacts, camera, messaging, and even calling
service. However, when users launch apps on their mobile
devices, theymay fall into danger as some unknown activities
or functions might cause privacy issue.

Although app stores (e.g., Google Play)may remove those
apps withmalfunctions or low quality periodically, manywell
developed apps with privacy violations are not perceived by
the stores. In other words, app stores release the right to end
users to let them decide whether to install the apps or not.
In such case, most end users download and install those apps
by neglecting the privacy warning. Even when some users do
notice the privacy issue, as the functionality and preference
of mobile apps, they still install them into the mobile device.
Once the apps are installed, users’ privacy informationwill be
leaked when they launch those apps.

As mobile apps serve for different functionalities, dif-
ferent types of privacy information may be leaked by users
for launching different types of mobile apps. For instance, a
location-based service (LBS) needs to collect user real time
location information from users. It may refer to home and
workplace where users may not expect to be exposed. A
social-aware service needs to extract contacts from users,
which violates many users’ personal life as well, not to
mention the information collected for function-unrelated
purpose. In fact, it is reported that users have growing
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concern about their privacy while using mobile apps. A
recent survey from IDG news reveals that over 30% of
mobile users prefer to uninstall those apps after learning the
personal information they collected. Unfortunately, users do
not know how much of the personal information has been
collected and how much danger of mobile apps with respect
to privacy violation to mobile users. Therefore, it is crucial
to understand how dangerous are installed apps on mobile
devices aswell as howmuch privacy risk is taken by launching
those apps. It will also be beneficial for mobile users to know
how to reduce the privacy leakage by using those apps with
less privacy concern and meanwhile maintain the quality of
experience.

Thus far, majority of mobile app recommendation
approaches have been developed based on the popularity
of apps while neglecting the privacy issues existing in
mobile apps [1–3]. Several privacy-concerned app detection
and recommendation mechanisms are proposed to discover
the malfunction of mobile apps. They either focus on the
service provider side to let app stores recommend those
apps with less privacy concern without considering the
user personalization [4] or target the developer side to
investigate the inside of apps, find malware code, and restrict
the app access permission [5–9]. However, these actions
need the cooperation with either service providers or apps
developers, which makes them difficult to be implemented in
practice.

In this paper, in order to measure how much privacy
a mobile user attempts on the mobile phone and help to
recommend apps with less privacy, we propose a privacy
evaluation mechanism by analyzing the app usage data. The
violation of privacy depends not only on the risks of apps,
but also on the user usage pattern. Although some apps
violate user privacy heavily, user information cannot leak if
the app has not been used. To evaluate the privacy leakage,
we define a danger coefficient to quantify the privacy and
analyze the privacy violation distribution of mobile users.
To reduce the privacy leakage from mobile devices, on one
hand, we need to understand how much privacy a mobile
app can expose. On the other hand, we need to investigate
the apps usage of different users. Therefore, we combine
both the user preference to mobile apps and the privacy risk
of mobile apps for apps recommendation. To formulate the
user preference to mobile apps, we apply the distribution of
common preference probabilistic method, which can enrich
the context of personalized preference. To understand the
privacy violation of mobile apps, we measure the privacy
access permissions of mobile apps. Finally, we seek a balance
between the user preference to apps and the privacy violation
of apps to propose an app usage recommendation method
named AppURank. According to the functionality of mobile
apps, we classify them into groups by the topic model. The
proposed approach recommends the same functional apps
with lighter privacy concern and high user preference. We
evaluate our mobile app recommendation approach with
extensive experiments. The results show that our proposed
recommendation method can halve the danger of mobile
devices and meanwhile maintain the same level of user
preference.

The contributions of the paper are summarized as follows:

(i) We carry out a mechanism to evaluate the extent of
privacy leakage when people use theirmobile devices.
We define a danger coefficient to measure the privacy
violation of apps from usage perspective and analyze
the privacy violation distribution of mobile users.

(ii) We propose an app usage recommendation approach
for end users, named AppURank, by combining user
preference, privacy risks, and functionality of apps.
The proposed method is to recommend people with
preferred apps but with less privacy violation.

(iii) We evaluate the app recommendationmethod on our
collected data. It shows that the method can reduce
the danger of mobile devices to half and meanwhile
maintain the same level of usage preference.

The rest of the paper is structured as follows: Section 2
reviews the related literature. Section 3 describes the problem,
introduces the definition of danger coefficient of mobile
users, and provides a recommendation on the app usage that
can minimize the risk of privacy leakage. Section 4 shows
the experimental results. Conclusions are finally given in
Section 5.

2. Related Literature

In this section, we review the state of the art for the
privacy leakage evaluation of mobile apps and mobile app
recommendation approaches.

The privacy issue of mobile apps has been studied for
many years. One group of previous studies regarding privacy
issue of mobile apps concerns the risk analysis of mobile
apps. For instance, Au et al. [6] surveyed the permission
systems of smartphone operating systems from the amount
of controls, the information released to users, and the levels
of interactivity from users. Felt et al. [5] focused on the
permission request of various mobile apps to determine
whether Android developers follow least privilege with their
permission requests. They further built Stowaway to detect
overprivilege in Android apps. Enck et al. [7] proposed
TaintDroid, which provided real time analysis of mobile
apps on the monitoring of their data access by leveraging
Android’s virtualized execution environment. In contrast,
majority of mobile app privacy studies are proposed for
privacy violation or mobile app malfunction detection. To
deal with the information stealing of mobile apps, Zhou et
al. [8] carried out the TISSA system, which can empower
users to flexibly control the accessibility of mobile apps to
personal information. Enck et al. [9] exploited a rule-based
certification model named Kirin to perform lightweight
certification of mobile apps at installing time to reduce the
privacy issue caused by mobile apps.

However, these mechanisms need investigation on the
code installed in mobile apps in order to identify the privacy
violation, which is difficult for all apps installed on mobile
devices. Meanwhile, people do not like apps scanning their
mobile devices all the time. In this paper, we propose the
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privacy preserving method by recommendation approach,
which can avoid the installation of risky apps.

The majority of mobile app recommendation methods
consider the popularity or user preference as factors for the
decisionmaking. For instance, AppJoy [1] made personalized
mobile app recommendation by analyzing how users actually
use their installed apps. They applied collaborative filtering
algorithm for individual recommendation. Yu et al. [2] and
Zhu et al. [3] considered the user context for mobile app
recommendation andused LatentDirichletAllocation (LDA)
topic model to describe the problem of mobile apps recom-
mendation. Few papers focus on the mobile apps based on
privacy issue. Peng et al. [10] proposed a risk rankingmethod
of Android apps using probabilistic generative model to tell
users the privacy risk of mobile apps before installation. The
other one by Zhu et al. [4] used the modern portfolio theory
to recommend mobile apps from the perspective of app
store by considering the awareness of security and privacy.
Our paper tries to recommend mobile apps from personal-
ized user-app usage perspective to avoid privacy violation.
There are some literatures focusing on permission settings
recommendation to preserve user privacy. Lin et al. [11]
proposed to provide reasonable default settings to help users
configure their privacy settings by identifying distinct privacy
profiles. Liu et al. [12] proposed and implemented PriWe,
which leveraged the crowd sourced permission settings to
understand users’ privacy expectation and provides app
specific recommendations to mitigate information leakage.

We use the similar methods as [10] to obtain the privacy
risk of mobile apps. However, different from the state of the
art [4, 10], we not only consider the privacy risk of mobile
apps in general, but also combine the function relativity of
mobile apps to the permissions and people usage patterns of
mobile apps to evaluate the privacy danger of mobile apps
to users. We then propose a mobile app recommendation
method by considering both user preferences andmobile app
privacy.

3. Problem Formation

3.1. Preliminaries. When an app is installed or launched on
mobile device, it always asks the permission to access certain
information.The permissionmeans the capability users grant
to mobile apps so that mobile apps can access certain part of
mobile users’ information. These permissions are associated
with mobile apps to either help the mobile apps to achieve
some functions (e.g., localization) or fulfill themobile apps to
collect user data. The permissions requested by a mobile app
are independent of each other. When mobile app is installed
or launched on the smartphone, the users have the right
to make decision for the app to access the permission of
information. In fact, the information those apps intend to
access may refer to the sensitive personal private data, such
as location information and the control of hardware (e.g.,
camera). For instance, Table 1 illustrates the access permission
list requested by a version of Google search app in an app
store. It can be seen that some information requested by the
app permissions, such as network connection and storage,
is necessary for the function of the app (i.e., information

Table 1: Access permission of a search engine app.

Permission Description
Network connection Allow the app to access the Internet
Storage Allow accessing external SD card
Phone state Allow accessing phone information

Personal information
Allow accessing contact
information, messages, emails, and
so forth

Location Allow accessing the geographical
information instantly

Hardware Allow accessing camera, audio, and
recorder

Payment service Allow running the operation for
payment

System tool Allow setting up the display

searching), referred here to as “function-related” for the
app. At the same time some other information requested
by the app permissions, such as phone state, personal data,
payment service, and system tools, is not highly correlated
with the function of the app, referred here to as “function-
unrelated” for the app. As a matter of fact, for different
types of permissions, the degree to which they violate the
privacy is different. For instance, as shown in Table 1,
the payment service permission that allows running the
operation for payment is more severe than the permission
of network connection. There are two reasons for such
a judgement. First, the payment service permission may
cause the economic loss, which is more vital than the net-
work connection. Second, the payment service is function-
unrelated while network connection is function-related for
searching function.Therefore, all the information involved in
an app can be categorized into several tiers according to its
degree of privacy violation and its relativity to app function:
(a) “normal permission,” which does not involve sensitive
information ofmobile users, such as network connection and
storage; (b) “severe permission,” meaning the information is
severely related to user privacy, such as personal information,
location, and payment service; and (c) “system permissions,”
related to the control of hardware and system, such as the
access of hardware and setup of system level configuration.
Therefore, combining the function and the extent of privacy
violation, six different types of information permission are
considered: (1) function-related with normal permission, (2)
function-related with severe permission, (3) function-related
with system permission, (4) function-unrelated with normal
permission, (5) function-unrelated with severe permission,
and (6) function-unrelated with system permission.

Although apps violate user privacy by permissions of
accessing user information, mobile users still install and
launch different types of mobile apps on their smartphones
according to their preferences. In order to recommend
apps by considering both user privacy preserving and user
preference, in this paper, we discuss three issues: (1) how to
measure the privacy risk of an app and the privacy violation to
mobile users by launchingmobile apps, (2) how to determine
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user preference to mobile apps, and (3) how to balance the
privacy violation to mobile users and the user-app preference
to meet the requirement of users.

In the following, we will define the danger coefficient
to quantify the privacy violations of permissions to mobile
users and also address the above-mentioned three issues to
recommend mobile apps from usage perspective.

3.2. Danger Coefficient. Generally speaking, the privacy
information is normally leaked when people launch an app
with privacy permission.We introduce here a new parameter,
called danger coefficient (DC), capable of expressing the
leakage of privacy when users run apps on their mobile
device.

To evaluate the DC of each user, two factors need to be
determined. The first one is the privacy risk of each app,
which is reflected by the permissions that the app asks from
users. We measure the privacy risk of permissions requested
by the app and consider it as one factor for evaluating the
app’s DC. The second one is the app usage pattern by the
user. In what pattern the mobile app is used indicates the
probability that the privacy information disclosed by the app
will be leaked, which is considered as the other factor for
evaluating app’s DC.

We now address the problem by characterizing and
quantify the privacy risk of permissions and then the privacy
risk of an app. Permissions can be classified into three classes,
which are normal permissions, critical permissions, and
system permissions as we discussed in the previous section.
Requesting a more critical permission increases risk more
than requesting a less critical one. For the quantification,
we leverage the probabilistic approach proposed in [10] to
evaluate the risk of each of the categories of permissions.

For the generic app 𝑎
𝑖
(𝑖 = 1, . . . ,𝑀), the permis-

sions that will be accessed are denoted by the set 𝑃
𝑖
=

{𝑝
𝑖,1
, 𝑝
𝑖,2
, . . . , 𝑝

𝑖,𝑁
}, where 𝑁 is the total number of permis-

sions. The generic variable 𝑝
𝑖,𝑗
is binary and assumes value 0

or 1 if permission 𝑗 is not or is present in app 𝑎
𝑖
. For mobile

apps, different types of permissions may correlate with each
other. For instance, permissions related to network (including
Internet access, checkingWiFi state, checking network status,
changingWiFi status, and changing network connection) are
mutually correlated. However, such dependence introduces
sophisticated analysis to conduct privacy risk evaluation. In
contrast, the study [10] discovers that assuming the indepen-
dence of different permissions can still perform well for the
overall privacy risk evaluation but it is more simplistic for the
analysis compared with dependence situations. Furthermore,
the assumption of independence of different permissions
allows a monotonic model, which allows the consideration
of each individual permission. Besides, it can also help to
differentiate different classes of permissions.

Therefore, if we use 𝑓(𝑃
𝑖
) to indicate the privacy risk

factor for app 𝑖, 𝑃
𝑖
is generated by 𝑁 independent Bernoulli

random variables and is given by

𝑓 (𝑃
𝑖
) =

𝑁

∏
𝑗=1

𝑟
𝑗

𝑝𝑖,𝑗 (1 − 𝑟
𝑗
)
1−𝑝𝑖,𝑗

, (1)

where 𝑟
𝑗
is the probability that permission 𝑗 (𝑗 = 1, . . . , 𝑁) is

accessed by an app.
Following [10], 𝑟

𝑗
is obtained using a Beta(𝑟

𝑖
| 𝑎
0
, 𝑏
0
)

function. That is,

𝑟
𝑗
=
∑
𝑀

𝑖=1
𝑝
𝑖,𝑗
+ 𝑎
0

𝑀+ 𝑎
0
+ 𝑏
0

, (2)

where𝑀 is the total number of apps used for evaluation. In
this paper, the value of𝑀 is set to 900 as the dataset contains
900 mobile apps. To suggest the several privacy violation
risks, we set 𝑎

0
= 1, 𝑏

0
= 2𝑀 with less penalty effect for

critical permissions. For normal permissions, we set 𝑎
0
= 1,

𝑏
0
= 𝑀1, which is normal distribution suggesting the less

effect of the privacy risk, 𝑎
0
= 1, 𝑏

0
= 𝑀 with less penalty

effect for critical permissions, for normal permissions the
value 𝑎

0
= 1, 𝑏

0
= 1, which is normal distribution suggesting

the less effect of the privacy risk. With this method, different
types of permission privacy risks can be distinguished.

Furthermore, apps may request both function-related
and function-unrelated permissions. For example, an app
providing map service needs location information as its
function-related permission, whereas if an app serves as
chatting service, requesting calling permissionwill very likely
be considered as function-unrelated permission. If an app
requests a function-related permission, the privacy violation
is considered much weaker than that of function-unrelated
permission request. To show the difference, we assign differ-
ent weights for the privacy risk and define the weight factor
𝜔
𝑖,𝑗

of permission 𝑗 for app 𝑎
𝑖
. The weights of the function-

related permissions should be less than that of the function-
unrelated permissions, as the function-related permissions
are about to enable functions and services, whereas the
function-unrelated permissions intend to collect user privacy
information. For instance, we take an empirical value that
the weight for function-related permissions is 0.5 and for
function-unrelated permissions is 1. Then the overall risk
factor 𝑓(𝑎

𝑖
) of app 𝑎

𝑖
that takes into account the weight of

the different risks is given by

𝑓 (𝑎
𝑖
) = 𝑓 (𝑃

𝑖
) ∗

𝑁

∏
𝑗=1

(𝜔
𝑖,𝑗
) . (3)

Considering the app privacy risk is monotonically
decreasing with respect to the probability of using granted
permissions, which means removing a permission always
reduces the risk value of an app, for privacy risk calculation
of an app, we use the following function [10]:

𝑅 (𝑎
𝑖
) = − ln [𝑓 (𝑎

𝑖
)] . (4)

As far as the app usage pattern is concerned, a user with
longer time duration of using an appwill havemore chance to
access privacy information. Although there are some mobile
apps that are launched in the background and steal the user
privacy information without being invoked by users, they are
not measured and counted in our analysis. In this paper, we
assume that the probability that amobile app accesses privacy
information is proportional to the time duration in which
the app is used. Therefore, we measure the usage pattern by
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expressing the fraction of time user 𝑚 (𝑚 = 1, . . . , 𝐿) in
which uses app 𝑎

𝑖
; that is,𝑈

𝑖,𝑚
= 𝑡
𝑖,𝑚
/𝑇, where 𝑡

𝑖,𝑚
is the total

time usage of app 𝑎
𝑖
by user 𝑚 and 𝑇 is the total observation

interval of the system.
The state of the art suggests that interevent times of

human behaviors follow Poisson distribution [13]. In this
paper, we assume the interusage time follows a Poisson
distribution with the parameter equal to 𝜆

𝑖,𝑚
for user 𝑚

running app 𝑎
𝑖
. Then 𝑈

𝑖,𝑚
= 1 − 1/𝜆

𝑖,𝑚
.

The DC measures the danger degree of a user using a
mobile device. For a user 𝑢

𝑚
, the danger coefficient can be

derived by combining the app privacy risk and the app usage
pattern and is expressed as

DC (𝑢
𝑚
) =

𝑀

∑
𝑖=1

[𝑅 (𝑎
𝑖
) ∗ 𝑈
𝑖,𝑚
] , (5)

where𝑀 is the number of apps launched in the device. The
largerDC(𝑢

𝑚
) indicates themore chance for privacy violation

when user 𝑢
𝑚
launches apps in the mobile device. For a user

with multiple devices, each device can be evaluated by the
above procedure for the danger coefficient estimation. We
use DC as a metric to evaluate the danger degree of the
recommendation algorithms in Section 4.

3.3. User-App Preference. The user-app preference reflects
the preference relationship between individuals and apps. As
each individual user may not display enough information to
fully discover his or her individual preference, we employ an
individual user-app preference based on the distribution of
commonpreference, as presented in [3]. Specifically, we firstly
investigate the common preference of many users and then
represent each user’s preference by a distribution of common
preference. If the common preferences are presented by 𝑧, the
conditional probability that a user 𝑢

𝑚
prefers the category a

given the set of all apps 𝐴 can be represented as

𝑃 (𝑎 | 𝐴, 𝑢
𝑚
) =

𝑃 (𝑎, 𝐴 | 𝑢
𝑚
) ∗ 𝑃 (𝑢

𝑚
)

𝑃 (𝐴, 𝑢
𝑚
)

. (6)

For given apps 𝐴 and user 𝑢
𝑚
, 𝑃(𝑢
𝑚
) and 𝑃(𝐴, 𝑢

𝑚
) are

constant. Therefore, we have

𝑃 (𝑎 | 𝐴, 𝑢
𝑚
) ∼ 𝑃 (𝑎, 𝐴 | 𝑢

𝑚
) ∼ ∑
𝑧

𝑃 (𝑎, 𝐴, 𝑧 | 𝑢
𝑚
)

∼ ∑
𝑧

𝑃 (𝑎, 𝐴 | 𝑧) 𝑃 (𝑧 | 𝑢𝑚) ,

(7)

where the preference of user 𝑢
𝑚
to the category of apps 𝑎 is

determined by the common preferences of many users (i.e.,
𝑃(𝑎, 𝐴 | 𝑧)) and also the user’s personal preference conveyed
by a distribution of common preferences (i.e., 𝑃(𝑧 | 𝑢

𝑚
)).

The calculation of common preferences of other users and
the distribution of common preferences of user 𝑢

𝑚
can be

presented by the normalized number of apps launched by
user 𝑢

𝑚
and other users.

The above user-app preference suggests the preference of
a user to a category of mobile apps. To identify categories
of mobile apps, we first find the categories of each mobile
app with its assigned categories. However, such classification

is not fine-grained enough for app usage preference recom-
mendation. For example, many mobile apps are associated
with offline services, such as online banking apps or social
media apps. A Facebook social app cannot be replaced by
a Twitter social app. Therefore, for each category of mobile
apps, we use a topic model to categorize apps in different
coarse grained preference categories into different groups
according to their functions and usage context. For this
purpose, we employ LatentDirichlet Allocation (LDA)model
[14], in which an app is associated with a word in a document,
and each category is a topic. With such topic model, apps are
put into different fine-grained preference groups. Specifically,
for each user, we extract the context components (i.e., time
stamp, and location) from the usage record and consider
the set of context components of a user as this user’s bag
of context components. For the fine-grained preference of
each user, the procedure is conducted as follows. It begins
with a random assignment of fine-grained preference to each
context component. It then iteratively estimates the condi-
tional probability of assigning of the preference to context
component and updates the preference of each context com-
ponent according to the latest calculation. The assignment
will converge finally, which means each context component
is assigned with a fine-grained preference. Then the user
fine-grained preference will be determined by her context
component bag. But LDA has some drawbacks to identify the
sequence of words and also it is in the topics composition in
which the same words appear in the multiple topics. In our
case, these drawbacks do not affect the performance ofmobile
app group identification. For the fine-grained preference
classification, only the special words associated with the fine-
grained group are used. Moreover, the classification does
not involve the sequence of words. Therefore, LDA model
is capable of fine-grained classification for mobile apps. If a
person launches an app on the mobile device, it is indicated
that the person is interested in the functionality provided by
the app. If the app is considered with high risk, then another
app in the same category should be recommended.

3.4. App Usage Recommendation. As the high risky app
may cause more privacy leakage, recommending the user
preferred apps with less privacy risk is more desirable. In
this section, we will propose a method for app usage rec-
ommendation combining required function, user preference,
and privacy, named AppURank.

Regarding required functions, we recommend apps
which are in the same category as the launched apps to
guarantee the function similarity. Then we recommend apps
according to preference and privacy. The objective of the
app usage recommendation is finding a group of apps A
consisting of a collection of 𝑘 apps with the corresponding
weight 𝛼

𝑖
and∑𝑘

𝑖=1
𝛼
𝑖
= 1 which display minimal privacy risk

andmeanwhile satisfy the individual preference and function
requirement. The general formulation of the objective can be
presented as

max
A

𝑘

∑
𝑖=1

𝛼
𝑖
∗ [𝑃 (𝑎 | 𝐴, 𝑢

𝑚
)] − 𝑏 ∗

𝑘

∑
𝑖=1

𝛼
𝑖
∗ 𝑅 (𝑎

𝑖
) , (8)
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where 𝛼
𝑖
∈ 𝑎 suggests 𝛼

𝑖
is one mobile app in category 𝑎

and the value of 𝑏 depends on the privacy and individual
preference requirement of users. For example, if a user
considers privacy more important, then the value of 𝑏 will
be larger, while if a user takes user preference more into
account, then the value of 𝑏 will be smaller. Given the vector
𝛼 = [𝛼

1
, 𝛼
2
, . . . , 𝛼

𝑘
], the corresponding preference vector and

risk vector are represented by 𝑃 and 𝑅. Equation (8) can be
rewritten as

max
A
𝛼
⊤
𝑃 − 𝑏 ∗ 𝛼

⊤
𝑅. (9)

In this case, 𝑃 and 𝑅 are independent, and the selection
of 𝛼 is to rank mobile apps according to user preference and
privacy risk according to the calculation of 𝑅(𝑎

𝑖
) and 𝑃(𝑎 |

𝐴, 𝑢
𝑚
) and then combine the two aspects, as specified by (9).

The app with the highest combination value is considered as
the most recommended app. Apps with top 𝑘 values are the
top 𝑘 apps on the recommendation list.

4. Performance Results

In this section, we describe the experimental data and
evaluate the privacy risk of mobile apps, danger coefficient
of mobile users, and AppURank recommendation method.

4.1. Experimental Data. In this paper, we need two data
traces to evaluate the danger coefficient and the proposed
recommendation approach.

One data trace contains apps with their requested per-
missions, and the permissions are marked with function-
related and function-unrelated. There are 900 apps and their
permissions in the data trace. For each app, we collect the
permission information from the privacy description in the
store and use a matrix to store them. The rows are apps, and
columns are permissions. If an app requests a permission,
the element in the matrix will be 1; otherwise, it will be
0. Then we take the function relativity into consideration.
We investigate the function relativity in two stages. In the
first stage, we crawl the coarse grained categories of mobile
apps and identify the permission by their main functions.
For example, a location-based social service should need the
location information, which means location information is
function-related for the location-based social service. In the
second stage, we manually identify the other permissions
accessed by each of the mobile apps. For instance, an alarm
app could require access to microphone to let the user
record some memo/voice to be played during timeout. If
the permission is requested by malicious functions of an
app, it is considered as function-unrelated. For a function-
related permission, the value of element is changed to 0.5. For
function-unrelated permissions, the value of element is still
1. Then the privacy risk of each app in this data trace can be
calculated using the expression of 𝑅(𝑎

𝑖
) in (4). Figure 1 shows

the distribution of apps in terms of the number of requested
permissions. It shows that about 20% of apps request less
than 10 permissions. The percentage of apps requesting 10
to 20 permissions reaches over 75%, and about 5% of apps
request over 20 permissions. On average, each app requests 12
permissions. Figure 2 shows the distribution of apps in terms

5 10 15 20 25 300
The number of requested permissions

0

0.2

0.4

0.6

0.8

1

CD
F

Figure 1: CDF of permission distribution from apps perspective.

Table 2: Characteristics of the dataset.

Characteristics Value
Users 13,969
Duration 545 days
Network types 2G/3G/4GWi-Fi
Applications 16,878
Total traffic 13.8 TB
Number of records Over 103 million

of different types of permissions. More than 70% of apps
request Internet access, phone state, and network state.There
are several apps requests for external device format, which
highly violate the user privacy and even refer to the security
of mobile devices. Regarding function relativity of apps, we
drawFigure 3 to show the average number of function-related
and function-unrelated permissions of different categories of
apps. It shows that function-unrelated permissions are more
than function-related permissions in most cases. In the apps
of security, car/cab, social, voice, reader, helper, and tools, the
function-unrelated permissions are requested twice as much
as function-related permissions.

The other data trace is the mobile users and their mobile
app usage pattern. In order to obtain such data, we design
a mobile app named AntTest (http://www.wandoujia.com/
apps/edu.bupt.anttest) on Android platform. Indeed, the
AntTest application is developed to measure network speed
of mobile device. For such purpose, the data such as app
usage pattern of each user is recorded every 5 seconds, which
can be exactly applied in this study. We put the AntTest in
the app store to provide a way for users to download. So
far, the app has been available for more than 600 days since
March 2014. The total number of records is over 103 million
produced by 13,969 users. The detailed data description is
presented in Table 2.The format of one record is presented as
⟨𝑅𝑒𝑐𝑜𝑟𝑑𝐼𝐷, 𝐼𝑀𝐸𝐼, 𝐴𝑝𝑝𝐼𝐷, 𝑇𝑖𝑚𝑒⟩, where RecordID is the ID
of the record, IMEI indicates the user equipment ID, AppID
is identified by the name and package of the app, and Time
indicates the time of the record. We anonymize the dataset to
conduct the experiment for the privacy concern.
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Figure 2: The permission distribution from apps perspective.

4.2. Evaluation of App Usage. In order to evaluate the privacy
risk when people launch mobile apps, we measure the app
privacy risk, app usage pattern, and DC of users when they
launch apps from their mobile devices.

For the given 900mobile apps in the permission dataset,
we measure the privacy risk of each app, which is one factor
of DC, combining the requested permissions and function
relativity. The average privacy risks (by (4)) of different
mobile app categories are presented in Figure 4. It shows
that all the categories are with privacy risk more than 15.
According to the statistics shown in Figure 1, one mobile app
can access asmany as 25 permissions in the dataset, indicating
the upper bound of the privacy risk factor 𝑅(𝑎

𝑖
) is about 60.

According to our observation, apps are risky if their privacy
risks are over 20 (1/3 of the upper bound). From the figure, the
privacy risk expectation of apps for video, audio, web browser,
shopping, voice, tools, and security is high. In contrast, apps
for news, live streaming, photography, reading, and radio are
relatively secure.

To show the impact of function relativity, we conduct
the evaluation with varied 𝜔

𝑖𝑗
, which is weight for function-

related and function-unrelated permissions. We fix 𝜔
𝑖𝑗
to be

equal to 1 for function-unrelated permissions and vary𝜔
𝑖𝑗
for

function-related permissions with 0.2, 0.5, and 0.8 (as the leg-
end) in terms of five-category apps (WiFi, streaming, social,
video, and mail). The result as shown in Figure 5 presents
the average privacy risk of the five categories of mobile apps.
It shows that the trend of privacy risk does not change
with different values. Moreover, the higher the value of 𝜔

𝑖𝑗

chosen for function-related permissions selected, the higher
the privacy risk the mobile apps own. Among all the rest of
experimental results, we use 𝜔

𝑖𝑗
= 0.5 for function-related

permissions and use 𝜔
𝑖𝑗
= 1 for the function-unrelated

permissions to reflect the different privacy violation concern
with respect to function relativity of mobile apps.

The app usage pattern, which is the other factor of DC,
measures the time usage of different apps. Figure 6 shows the

usage time distribution of all apps with respect tomobile apps
usage (Figure 6(a)) and users usage time (Figure 6(b)). They
record 900mobile apps and around 2,000 userswho run these
900 apps in the datasets. Both of them follow the heavy tail
distribution (see the straight line).Majority of apps have short
usage time, while few apps have a long usage time. Similarly,
most users use their mobile devices for short time, while
few users have long time duration for mobile device usage.
To show the usage pattern of specific mobile apps, we select
several typical apps (i.e., WeChat, QQ, and Tencent video)
and show their usage patterns in Figure 7. The plot shows
that over 90% of users run WeChat for less than 104 s, while
this number of users decreases to 75% for Tencent video.This
is due to the different attributes of the apps functionalities,
where WeChat is used for messaging, whereas Tencent video
is used for video playing. The usage time duration for video
playing apps (i.e., Tencent video) should be longer than that
for messaging apps (i.e., WeChat and QQ).

We measure the DC of mobile devices according to user-
app usage pattern and the risk of mobile apps. Specifically,
we evaluate the DC of 50 sampled users given the collected
information of 900 mobile apps and draw the DC value of
each person. In our experiment, the DC value is bounded by
[0, 60). For the convenience of illustration, we ordered theDC
values as shown by the line with forward triangles in Figure 8.
It shows that all users are with DC value larger than 20, and
the highest one reaches almost 30. From our observation, if
DC value is over 20, it indicates that the mobile phone usage
becomes risky. Our selected 50 users are all in the risky status.

4.3. Evaluation of App Usage Recommendation. To evaluate
the performance of the proposed recommendation approach,
we calculate DC values of people under different conditions
to quantify how much danger of mobile apps with respect
to privacy violation to mobile users. Specifically, we vary
the parameter 𝑏 from 0 to 1 and finally to 100, to see the
DC turbulence for different users. We compare the proposed
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Table 3: The requested permissions of news apps.

Permissions Baidu Phoenix Sohu Tencent NetEase CCTV Sina Online retail The paper
Location × × × ×

SMS sending ×

Contacts × ×

Network connection × × × × × × × × ×

Recording × × × ×

Camera × × ×

System setting × × × × × × ×
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Figure 3:Thepermission distribution of different categories of apps.
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Figure 4: The risk distribution of different categories of apps.

approach with the PNB method [10], which only considers
the app risk for recommendation. Indeed, PNB provides the
baseline for the evaluation.

The result of the evaluation is shown in Figure 8. Besides
the ground truth observed in the real world, it presents the
DC value of the proposed recommendation approach in case
of 𝑏 = 0, 𝑏 = 1, and 𝑏 = 100 and PNB method. When
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Figure 5: The impact of function relativity as function of 𝜔
𝑖𝑗
.

𝑏 = 0, the recommendation is led by the personalized user-
app preference, as illustrated by the line with plus marks. It
shows that the danger coefficient is much higher than ground
truth if the privacy risk issue is neglected. Meanwhile, it also
shows that some users’ preference can reach a lower danger
coefficient. This is due to the intrinsic low risk of the mobile
apps.

Furthermore, we consider the situation in which both
user-app preference and privacy have the same importance,
which is considered setting 𝑏 = 1, and the line with backward
triangles is obtained. The DC value is much lower than the
ground truth. Only two users are still with DC value higher
than 20. We further increase the value of 𝑏 to 100 to show the
DC values when the risk takes the dominant role. The result
is shown as the line with solid circles. It reaches almost the
baseline obtained from PNB marked by the line with circles.
Without loss of generality, we consider that the majority of
people would like to consider preference and privacy equally
important. In such case (𝑏 = 1), the DC values reduce to
about 50% on average compared with ground truth.

We further investigate the recommendation results for
news app categories. We first show several common permis-
sions of the news apps in Table 3. In all 7 listed permissions,
only network connection is the function-related permission
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Figure 6: The PDF of usage time in terms of apps and users.
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Figure 7: The usage pattern of three mobile apps.

to news reading. The remaining 6 permissions such as loca-
tion, SMS, contacts, recording, camera, and system settings
are function-unrelated to these apps. For each app, we mark
a cross if it asks for a certain permission in the corresponding
place. It shows that the app online retail requests only
one function-related permission. CCTV and Sina request
one function-unrelated permission system setting besides
network connection. Baidu, Sohu, NetEase, Phoenix, and
the paper request evenmore function-unrelated permissions.
The most severe one is Tencent, which requests nearly all the
listed permissions.We show the recommendation list of news
apps as a function of different parameters shown in Table 4.
When 𝑏 = 0, Baidu News is the first app recommended,
indicating it fits user preference for news reading. The paper
news is the last one as it is not as popular as the others. When
𝑏 = 1, Baidu News is still in the first place. If people consider
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Figure 8: The DC of random selected 50 users.

privacy and preference equally important, Baidu News is the
best choice. However, Tencent News goes to the last position.
This is mainly due to its violation of user privacy. If the
privacy is considered as the most important factor (when
𝑏 = 100 and PNB), the online retail news app becomes the
first recommended app, due to its lowest privacy violation to
users, as we have shown in Table 3. In contrast, Baidu News
falls into the fourth position. Tencent News still holds the last
position, given its high violation to user privacy.

5. Conclusions

In this paper, we proposed a method to evaluate the privacy
risk from mobile apps when people use a mobile device.
We evaluated the mobile app privacy risk and defined a
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Table 4: Recommendation list of news apps.

𝑏 = 0 Baidu Phoenix Sohu Tencent NetEase CCTV Sina Online retail The paper
𝑏 = 1 Baidu CCTV Online retail Sina Phoenix Sohu NetEase The paper Tencent
𝑏 = 100 Online retail CCTV Sina Baidu NetEase Sohu Phoenix The paper Tencent
PNB Online retail CCTV Sina Baidu NetEase Sohu Phoenix The paper Tencent

danger coefficient for each user by combining themobile apps
risk and user preference. According to the requirement of
privacy and satisfaction of app usage preference, we proposed
a mobile app recommendation method named AppURank.
The evaluation results showed that the privacy risks of apps
are different, and the DC of mobile users is very high for
many of them. The proposed recommendation method can
help to reduce the danger coefficient by 50% on average and
meanwhile maintains personalized user preference. For the
future work, we will build the mobile app recommendation
system on the mobile device and evaluate the performance
of the recommendation algorithm by implementation and
deployment.
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Crowd sensing network is a data-centric network consisting of many participants uploading environmental data by smart
mobile devices or predeployed sensors; however, concerns about communication complexity and data confidentiality arise in real
application. Recently, Compressed Sensing (CS) is a booming theory which employs nonadaptive linear projections to reduce data
quantity and then reconstructs the original signal. Unfortunately, privacy issues induced by untrusted network still remain to be
unsettled practically. In this paper, we consider crowd sensing usingCS inwireless sensor network (WSN) as the application scenario
and propose a data collection protocol called perturbed compressed sensing protocol (PCSP) to preserve data confidentiality as well
as its practicality. At first, we briefly introduce the CS theory and three factors correlated with reconstruction effect. Secondly, a
secure CS-based framework using a secret disturbance is developed to protect raw data in WSN, in which each node collects,
encrypts, measures, and transmits the sampled data in our protocol. Formally, we prove that our protocol is CPA-secure on the basis
of a theorem. Finally, evaluation on real and simulative datasets shows that our protocol could not only achieve higher efficiency
than related algorithms but also protect signal’s confidentiality.

1. Introduction

Crowd sensing network is a powerful sensor network utiliz-
ing the force from crowd. Crowd sensing is a form of network
wireless sensing, which can be achieved by exploiting WSN.
With enormous sensors deployed, WSN is limited by its
relatively weak computational capability and low energy
reservation. The primary task of WSN is to sense, transmit,
and process packets while maintaining the energy cost to the
minimum.

In traditional WSN, where communication is conducted
via intranet or private network, bandwidth is severely con-
sumed and certain commands from sensor nodes cannot be
timely relayed to information server because great amounts of
data collected during collection phase need to be transmitted.
On the other hand, since trust management is maintained in
public network, data confidentiality may be exposed. Hence,
how to reasonably design secure transmission schemes in
WSN has become a precondition for applying WSN to many
fields extensively.

Without the traditional signal acquisition process con-
straint, Compressed Sensing (CS), proposed by Candes

et al. [1] and Donoho [2] in 2006, is a booming theory that
captures and represents compressible signals at a sampling
rate significantly lower than the Nyquist rate [3–6]. It first
employs nonadaptive linear projections that preserve the
structure of the signal, and then the signal reconstruction
can be conducted using an optimization process from these
projections. Compressive sensing has a wide range of appli-
cations such as compressive detection and estimation, DNA
microarray, and distributed compressed video sending [7].

Moreover, traditional data compressing method of WSN
comes with several disadvantages, including the following.
(1) Several important components and corresponding loca-
tions need to be preserved after orthogonal transformation
in data compressing; otherwise, the original data could not
be recovered [7]. (2) In layered multihop WSN, owing to the
hardware limitation, sensors’ energy storage is constrained
to a low level. Intuitively, nodes closer to sink node will
die sooner thanks to their faster battery consumption rate,
which would result in the imbalance of energy consumption
among sensors in different positions. Due to the advantages
of CS, more and more CS techniques have been integrated
into WSN, but most of them only consider the time relativity
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of a single node. In fact, space relativity can also be traced in
nodes of WSN, leading to Distributed Compressed Sensing
(DCS) which views the raw data as original signal and
compress the signal before transmitting. DCS has advantages
as follows. (1) The random measurement from DCS is a
random linear combination of every element in original
signal. Thus, losing part of measurement will not affect the
reconstruction of original signal. (2) In DCS-based WSN
model, data quantity of each node remains the same, so
energy consumption is balanced and network lifetime is
prolonged.

Although DCS can effectively solve the problems raised
by traditional methods, data security can never be over-
looked. Researches on CS security still need to be explored.
Some [8–11] tried to modify the measurement matrix but
failed to apply their schemes in WSN; others [12] performed
encryption (like AES, etc.) after the data is compressed to
protect data security, but secure network is required. Notice
that most WSN is deployed in remote, unattended, or even
hostile environment, meaning node’s reliability is difficult to
guarantee. Therefore, it is crucial to design a secure model.
In this paper, we propose a perturbed compressed sensing
protocol (PCSP) to preserve data confidentiality with high
practicality. Our contributions are listed as follows.

(i) We propose a perturbed compressed sensing protocol
(PCSP) in WSN for crowding sensing and our PCSP
can reduce communication complexity explicitly.

(ii) We prove that our PCSP can provide data confiden-
tiality; to be more specific, our PCSP is proved to be
chosen-plaintext attack secure.

(iii) We systematically evaluate our PCSP by comparing its
performance with existing approaches. Experiments
show that our PCSP achieves higher accuracy of
recovery.

Organization. The rest of this paper is organized as follows.
In Section 2, we review the related work presented in the
literature. Then, we briefly introduce the main idea of CS
in Section 3. Section 4 illustrates our protocol in detail.
While security is discussed in Section 5. We systematically
evaluate performance of PCSP by making comparisons with
existing approaches in Section 6; in addition, limitations of
our protocol and future work are explained in Section 7. At
last, we conclude this paper in Section 8.

2. Related Work

Compressed Sensing (CS) is a new method for compressing
signal which breaks through the traditional limit of sampling
frequency.Throughmatrix computation at the encoding end,
we can compress the original signal from high dimension
to low dimension with a small sampling frequency and low
computation complexity. At the decoding end, the original
signal is reconstructed by solving a convex optimization
problem.

Meanwhile, CS is capable of providing a good encryption
feature on its interior structure level. Because the projection
is a function value of measurement matrix which can be seen
as a shared key between encoding end and decoding end.

Researches on CS put focus upon three factors associ-
ated with the reconstruction effect: sparse representation,
measurementmatrix, and reconstruction algorithm improve-
ment. As a precondition for applying CS, common methods
for sparse representation are discrete cosine transform basis,
fast Fourier transformbasis, dispersewavelet transformbasis,
Curvelet basis, Gabor basis, and redundant dictionary [15]. In
particular, redundant dictionary or overcomplete dictionary
can adaptively find out the optimal base according to the
sparse property of different signal such that the minimum
sparsity on this base and the best signal compression degree
are both reached. For measurement matrix, Null Space Prop-
erty (NSP) [16] andRestricted Isometry Property (RIP) [1, 17–
19] should be satisfied; these matrixes include Gauss random
matrix, Bernoulli measurement matrix, sparse stochastic
matrix, toeplitz matrix, and circulant matrix. The work in
[1, 2, 15, 20] proved that measurement matrix making up of
independent and identical distributedGauss randomvariable
is irrelevant with any overcomplete redundant dictionaries,
and accurate recovery of original signal can be guaranteed
even after the signal is compressed. Hence, Gauss random
matrix is one of the best options for measurement matrix,
but doing so brings high complexity and pseudorandom
matrix is an alternative choice in researches. In recent years,
researchers have been working on robust pursuit algorithm,
such as greedy pursuit (includingMP [21], OMP [22], StOMP
[23], and ROMP [24]), convex relaxed approach (including
BP [25], interior point method [26], gradient projection
method [27], and iterative threshold method [28]), and the
combination of the former two (including Fourier sampling
[29] and HHS [30]).

The classic OMP [22] is a greedy pursuit, the basic idea
is transvection computation, and the most related (to com-
pressed value 𝑌) column vector is selected in each iteration,
until the reconstruction sparse representation of original
signal is found. Then we can retrieve original signal through
spares inverse operation and decryption. Its advantage is
convenient implementation, whereas the disadvantage is that
multiple measurements are required.

As long as CS is proposed, how to use CS to provide
data security is also a research hotspot. The work in [30–
33] pointed out that the linear projection on measurement
matrix is essentially a protection of data secrecy to some
extent. The work in [30] analyzed the security of CS under
several possible attacks. The work in [31] compared CS with
other encryption methods through quantization. The work
in [32, 33] designed the measurement matrix as symmetric
secret keys such that eavesdroppers cannot obtain original
signal.Thework in [12] adoptedAES and SHA to provide data
confidentiality and data integrity after data compression.

Regarding the security problem raised by applying CS to
WSN, this paper proposes an encryption method based on
existing DCSmodel. Analysis and experiments show that our
approach can provide data confidentiality with high accuracy.

3. Preliminary

First, let us take a review at the basic principles of CS. CS
theory suggests that 𝑁-dimension original signal 𝑋 can be
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linearly projected into𝑀×1matrix by𝑀×𝑁measurement
matrixΦ. If using someorthogonal basis or atomic setΨ, such
as Gabor basis and redundant dictionary [15], which is used
in our frame, 𝑋 can be interpreted as a vector 𝜃 ∈ 𝑅

𝑁 with
only 𝑘 nonzero elements which means

𝑋 = Ψ𝜃 =

𝑁

∑
𝑖=1

𝜓
𝑖
𝜃
𝑖
. (1)

We call 𝑋 𝑘-sparse and the solution to equation above
sparse representation or sparse decomposition. To further
explain (1), we have

[
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[
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𝑥
1

𝑥
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...
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𝑁
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=
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[
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𝜃
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𝜃
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𝑁

]
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(2)

and (2) can be inferred by substituting 𝑥
𝑖
= 𝜓
𝑖1
𝜃
1
+ 𝜓
𝑖2
𝜃
2
+

⋅ ⋅ ⋅ + 𝜓
𝑖𝑁
𝜃
𝑁
, so we have
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]
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=
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𝑁
. (3)

Then 𝑋 can be projected on 𝑀 × 𝑁 measurement matric Φ

to obtain𝑀 × 1 vector:

𝑌 = Φ𝑋 = ΦΨ𝜃 = 𝐴𝑋, (4)

where 𝐴 = ΦΨ is the sensing matrix. Meanwhile, the
measurement matrix requires satisfying NSP and RIP. In
[18, 34], Gauss random matrix is proved to be appropriate,
so it is used in our protocol to measure signal. Then the 𝑀-
dimension projection is transmitted to receiver for recovering
original signal. As introduced in Section 2, in CS field,
OMP algorithm is a classical recovery algorithm, which can
obtain the sparsity coefficient of data.Therefore, our recovery
algorithm is based on OMP algorithm. To further study it,
OMP algorithm is described in Algorithm 1.

4. Perturbed Compressed Sensing
Protocol (PCSP)

4.1. Network Assumption. For simplicity, we denote smart
device and sensor as node in the rest of the paper. Also we
assume a general multihop network with 𝑛 nodes and 𝑁

alive, a sink node 𝑆, and a trusted server 𝑇. The overview of
WSN is shown in Figure 1. Each node is required to register
with the trusted registration authority RA to share a secret
key with 𝑇. Nodes can collect environmental information
such as temperature, humidity, and pressure. They can also
receive node information from last hop node and forward
node information to the next hop node. 𝑇 can compute

Input: compressed signal 𝑌, sensing matrix 𝐴;
and signal sparsity 𝑘:
begin

(1) res
0
= 𝑌, Λ

0
= 0, 𝐴

0
= 0, 𝑡 = 1;

(2) while 𝑡 ≤ 𝑘 do
𝜆
𝑡
= argmax |⟨𝑟

𝑡−1
, 𝑎
𝑗
⟩|, 𝑗 ∈ [1, 2, . . . , 𝑁];

Λ
𝑡
= Λ
𝑡−1

∪ {𝜆
𝑡
}, 𝐴
𝑡
= 𝐴
𝑡−1

∪ 𝑎
𝜆
;

𝑌 = 𝐴
𝑡
𝜃
𝑡
, compute the least square solution:

�̂�
𝑡
= argmin ‖𝑌 − 𝐴𝑡𝜃𝑡‖ = (𝐴𝑇

𝑡
𝐴
𝑡
)
−1
𝐴𝑇
𝑡
𝑌;

res = 𝑌 − 𝐴
𝑡
�̂�
𝑡
= 𝑌 − (𝐴𝑇

𝑡
𝐴
𝑡
)
−1
𝐴𝑇
𝑡
𝑌;

𝑡 = 𝑡 + 1;
(3)Output �̂�;

end

Algorithm 1: Orthogonal matching pursuit (OMP).

Insecure
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Figure 1: Overview of WSN.

each node’s correspondingmeasurement coefficientmatrix as
sensing matrix for reconstruction.

Each alive node generates a packet. As packets travel
towards 𝑆, our protocol allows each node to choose the
nearest node whose distance to 𝑆 is smaller as the next hop
node to forward the packet. The category of collected infor-
mation is distinguished by the network layer data packets.
The format of a packet (8 bytes) is shown in Figure 2. Where
ID is the ID number of current node. Flag represents the
category of collected information by nodes (1 is temperature,
while 2 indicates humidity, and 3 represents pressure; also,
we use 4 and 5 to denote light and salt, resp.). The value of
collected environmental information can be read fromValue.
For ID List, it is NULL if the node is a leaf node; otherwise,
we use received ID List with ID of current node appended
as the ID List. The number of node information gathering
round is stored in Round Number. The checksum of all bits
is written in Check. Due to the fact that framework of this
paper is independent with network layer protocol, the data is
abstracted to pure digital signal in our following discussion.

4.2. Adversarial Model. We consider a setting with a poly-
nomially bounded adversary capable of controlling a certain
number of nodes completely. Once the adversary compro-
mises a node, it can obtain all the node’s secret keys and
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Packet: ID Flag Value ID list Round
number

Check

1bit9bits17bits3bits 8bits10bits

Figure 2: Format of data packet.

modify, forge, or discard messages or simply transmit false
aggregation results, and its goal is to launch stealthy attacks
[35] where the attacker’s goal is to make 𝑇 accept false
aggregation results while not being detected.

4.3. PCSP. We assume that the final result𝑋 sensed by nodes
is 𝑁 × 1 matrix. Disturbances 𝑓(𝑘

𝑖
, 𝑟) (𝑖 = 1, 2, . . . , 𝑁) are

added to correlative element of 𝑋 to ensure confidentiality,
where 𝑟 is the number of the round. Each node encrypts
its sensory data 𝑥

𝑖
to Enc(𝑥

𝑖
) which is transformed into

linear projection 𝑌
𝑖
on measurement matrix Φ

𝑖
. From the

perspective of the whole network, the raw data 𝑋 is changed
to encrypted data Enc(𝑋), which is transformed into com-
pressed data 𝑌. When final projection 𝑌 arrives at 𝑇 through
Internet from 𝑆, a perturbed orthogonal matching pursuit
algorithm (POMP) is performed to recover the data Enc(�̂�),
and then 𝑇 should decrypt it to obtain original data �̂�.
Data transformation based on PCSP is shown in Figure 3.
Our protocol can be divided into two major components
expounded as follows.

4.3.1. Data Compression and Encryption during Free Routing.
Before sensing fromnodes, the trusted server should do some
preparing work, as shown in Algorithm 2.

For node 𝑖, its task is to collect raw data, compute linear
projection on measurement matrix, and forward message,
which are described as follows.

In round 𝑟, 𝑖 first senses raw data (like temperature) 𝑥
𝑖

and encrypts 𝑥
𝑖
to ciphertext:

Enc (𝑥
𝑖
) = 𝑥
𝑖
+ 𝑓 (𝑘

𝑖
, 𝑟) , (5)

where 𝑘
𝑖
is the secret key of 𝑖 and𝑓 is a hash function.We can

see Enc(𝑋) as

Enc (𝑋) = [Enc (𝑥1) ,Enc (𝑥2) , . . . ,Enc (𝑥𝑁)]
𝑇

. (6)

Then 𝑖 computes its corresponding measurement coeffi-
cient matrix:

Φ
𝑖
= [𝜙1𝑖, 𝜙2𝑖, . . . , 𝜙𝑀𝑖]

𝑇 (7)

which is 𝑖th column in measurement matrix Φ. At last, 𝑖
forwards signal (message):

𝑌
𝑖
= Φ
𝑖
× Enc (𝑥

𝑖
) (8)

to the next node.
After receiving message 𝑌

𝑖
, node 𝑗 (using the same

method to obtain𝑌
𝑗
) only needs to add itsmeasurement𝑌

𝑗
to

𝑌
𝑖
and sends the result to next hop until the last one sends data

Input: length𝑁, key generation algorithm keyGen, original
signal𝑋:
begin

(1) round number 𝑟 = 1;
(2) for 𝑖 ← 1 to𝑁 do

𝑘
𝑖
= keyGen(𝑖);

distribute 𝑘
𝑖
to node 𝑖;

(3) construct Gabor dictionary parameter group
⟨𝑠,𝑁/2, 𝑤, V⟩;

(4) residual res
𝑑
= 𝑋;

(5) while res
𝑑
> 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 do

𝑖 = 1;
res
𝑖
= res
𝑑
;

while no do
search with res

𝑑
and compute optimal

subgroup: ⟨𝑠, 𝑤, V⟩;
if ⟨𝑠, 𝑤, V⟩ has been chosen then
acquire corresponding atomic dictionary;

else
generate new atomic dictionary;

search to find the optimal parameter 𝑢;
remove the chosen atoms in subgroup;
store the corresponding parameters;
orthogonal projection

𝑃V = Ψ ∗ (Ψ
 ∗ Ψ)∧(−1) ∗ Ψ ∗ res

𝑖
;

res
𝑖+1

= res
𝑖
− 𝑃V;

𝑖 + +;
Ψ = {𝑔

𝑟𝑖
(𝑛)};

orthogonal projection
𝑃V = Ψ ∗ (Ψ


∗ Ψ)
∧
(−1) ∗ Ψ


∗ res
𝑑
;

res
𝑑
= res
𝑑
− 𝑃V;

(6) sparse representation
𝑆 = (Ψ ∗ Ψ)∧(−1) ∗ Ψ ∗ 𝑋;

(7)Output sparse matrix Ψ and sparsity 𝑘;
end

Algorithm 2: Initialization algorithm.

to 𝑆.Thefinal compressed data𝑌 (𝑀×1matrix) is transmitted
to 𝑇 through unsafe Internet, where

[
[
[
[
[
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[

𝑦
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𝑦
2

...

𝑦
𝑀

]
]
]
]
]
]

]

=
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... d
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𝜙
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]

[
[
[
[
[
[

[

𝑥
1

𝑥
2

...

𝑥
𝑁

]
]
]
]
]
]

]

. (9)

4.3.2. Data Recovery and Decryption Algorithm. For 𝑇, when
compressed signal 𝑌 is received, it first computes sensing
matrix 𝐴 and utilizes POMP algorithm (see details in Algo-
rithm 3) to reconstruct �̂�, which is the sparse representation
of Enc(�̂�), thereby Enc(�̂�) can be computed as

Enc (�̂�) = Ψ�̂�. (10)

Original data �̂� can be recovered by decrypting Enc(�̂�)

employing the shared key between nodes and 𝑇.
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Figure 3: Data transformation based on PCSP.

Input: compressed signal 𝑌, measurement matrix Φ,
sparse matrix Ψ, key 𝐾, round number 𝑟 and signal
sparsity 𝑘:
begin

(1) sensing matrix 𝐴 = ΦΨ;
(2) �̂� = OMP(𝑌,𝐴, 𝑘);
(3) Enc(�̂�) = Ψ�̂�;
(4) for 𝑖 ← 1 to length(Enc(�̂�)) do

�̂�
𝑖
= Enc(�̂�

𝑖
) − 𝑓(𝑘

𝑖
, 𝑟);

Output �̂�;
end

Algorithm 3: Perturbed orthogonal matching pursuit (POMP).

5. Security Analysis

Adversaries can compromise a fraction of nodes in sensor
network. After a node 𝑖 is compromised, its private informa-
tion such as secret key 𝑘

𝑖
and ID will be leaked to adversary

who can launch stealthy attack to make 𝑇 accept false data
without being detected.

We consider the situation where the adversary is trying to
forge a valid Enc(𝑥

𝑖
)without the knowledge of 𝑘

𝑖
. Apparently,

the possibility relies on the pseudorandomness of the hash
function 𝑓 we chose and we believe the probability of gener-
ating an authentic Enc(𝑥

𝑖
) is approximately 1/2𝑁. Formally,

our protocol is proved to be a chosen-plaintext attack secure
based onTheorem 1.

Theorem 1. If𝐹 is a pseudorandom function, the PCSP scheme
is secure under a chosen-plaintext attack.

Proof. Assume that 𝑓 is a random function. We construct a
new scheme which is exactly same as PCSP scheme, except
that the pseudorandom function𝐹 is replaced by𝑓. Since𝑓 is
a random function, the probability that the adversary chooses
the correct plaintext from the challenge cipher text is exactly
1/2.

Now we consider the PCSP scheme in the chosen-
plaintext attack. Here we define the probability that the
adversary wins the chosen-plaintext attack: that is, 1/2 +

𝜖(𝑛), where 𝑛 is the security parameter. We then construct
a distinguisher 𝐷 to distinguish 𝐹 and 𝑓 as below: 𝐷 runs
the adversary to attack PCSP scheme under chosen-plaintext
attack experiment.

(1) When amessage 𝑥 needs to be encrypted,𝐷 sends the
adversary 𝑥 + 𝐹(𝑘, 𝑟).

(2) When two plaintexts 𝑚
0
and 𝑚

1
are received, 𝐷 flips

a coin 𝑖, (𝑖 = 0 or 1), and sends the adversary 𝑥
𝑖
+

𝑔(𝑘, 𝑟). Here 𝑔 is one of pseudorandom functions or
random functions.

(3) When the output 𝑗 of the adversary is received, 𝐷
outputs 𝑔 = 𝐹 if the adversary wins; otherwise, 𝐷
outputs 𝑔 = 𝑓.

From the viewpoint of 𝐷, if 𝑔 = 𝐹, the probability that
the adversary wins is 1/2 + 𝜖(𝑛). Otherwise, the probability
that the adversary wins is 1/2, since the challenge cipher text
is a random number.Therefore, the probability that𝐷wins is
𝜖(𝑛). Finally, 𝜖(𝑛)must be negligible.

6. Evaluation

In this section, we attempt to present the performance evalu-
ation results on the real and simulative datasets. To evaluate
the efficiency of our protocol, we follow the estimation error
used in [36] to compare the accuracy among PCSP and three
related algorithms (see details in Experiment 1). Later, we
conduct simulation experiments with encryption/decryption
and then encryption/decryption is removed in Experiment 2
for proving that our proposed protocol is effective to protect
the confidentiality of data while preserving accuracy (as
shown in Experiment 2).

Experiment 1 (comparison with related algorithms on real
datasets). Datasets used in this experiment contain NBDC-
CTD [14] and InelLab [13], of which attributes are summa-
rized in Table 1. We investigate performance of our method
compared with the following state-of-art methods.

(1) Baseline. This algorithm uses basic routing and esti-
mation methods, which is seen as baseline in [36].
Sensor node transmits packets to 𝑆 using the shortest
path. When 𝑆 receives the final packet, it sends
the final packet to information server, which takes
advantage of the 𝑘-Nearest Neighbors (kNN) [37]
Algorithm to recover the data.

(2) CDG [38]. In this framework, the following tree-
based routing and traditional methods of CS for
reconstructing the data collected fromWSN are used.
A sensor node will not send a packet to its parent
node until receiving all packets from its children, so
it collects all sensor readings to a packet. Convex
optimizationmethods are used by information server
to estimate the signal.
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Table 1: Datasets for Experiment 1.

Name Time period Environment Physical condition
IntelLab [13] Feb. 28–Apr. 5, 2004 Indoor Temperature, humidity, light
NBDC-CTD [14] Oct. 26–Oct. 28, 2012 Ocean Temperature, humidity, salt
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Figure 4: Comparison with related algorithms on real datasets.

(3) CDC [36]. Opportunistic routing with compression
and a NSRP-based estimator are utilized in the CDC
scheme. The compression scheme adds or subtracts
the reading of last hop node as the packet travels
towards 𝑆. Information server employs random linear
projections of the orthonormal basis to estimate the
coefficient vector to recover original data, because
nonuniform sparse random projections (NSRP) used
in compressing can preserve inner products within a
small error.

We follow a classic evaluation criterion named as esti-
mation error [36] (EE) defined in (11) and observe the
performance of our method compared with CDG, CDC, and
baseline algorithms:

EE =


𝑋 − �̂�

2

�̂�
2

. (11)

We run all of these algorithms 50 times and calculate
the mean of their EE, respectively. A conclusion that the
estimation error of our protocol is robust to the scale of the
WSN can be inferred from Figure 4. As shown in Figures 4(a)
and 4(b), our PCSP outperforms the competing algorithms
when the number of alive nodes is small. In particularly, PCSP
achieves estimation error as low as 18.89% and 26.39% on
NBDC-CTD and IntelLab whilst results of other approaches
are all higher.

Experiment 2 (comparison with encrypted and unencrypted
data on simulative datasets). First of all, initialization

algorithm (Algorithm 2) is run to start network sparse
learning on encrypted and unencrypted data. In encryption
process, nodes sense and encrypt data. Then we use pseudo-
random Gaussian matrix to generate measurement matrixΦ

and final signal 𝑌 is arrived at 𝑇. 𝑇 takes advantage of POMP
algorithm to obtain �̂�. In the process without encryption,
nodes just sense data.Then we make use of the measurement
matrixΦ generated in encryption process, and then𝑌 arrives
at 𝑇. Later on, 𝑇 runs OMP algorithm to reconstruct original
signal �̂�. If round number 𝑟 is bigger than the threshold,
then reinitialize the whole network. The parameters of two
experiments are listed in Table 2.

To estimate the performance of our method compared
with unencrypted data method, we employ EE mentioned in
Experiment 1 and another criterion 𝐸 defined in

𝐸 =
�̂� − 𝑋

𝑋
. (12)

We conduct experiments 50 times in which the mean of EE is
calculated, also original data, recovered data, encrypted data,
compressed data, and estimation error EE as well as error 𝐸
are recorded, as shown in Figure 5. Figure 5(a) indicates that
original signal, recovered encrypted signal, and unencrypted
signal keep the same trend. While Figure 5(b) presents
the encrypted data, which cannot be utilized to speculate
on the original data. Compressed result of encrypted data
can be seen in Figure 5(c), whose dimensionality is lower
than original data (125 < 200). As shown in Figure 5(d),
estimation error of encrypted data has small variation with
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Table 2: Parameter setting of Experiment 2.

Parameter 𝑁 = 200, threshold = 4

Data Encrypting after randomly
generating data𝑋 ∈ [25, 30]

Ψ
Search on Gabor overcomplete
dictionary

Φ
Random Gaussian matrix,
expectation = 0, variance = 1

Result of encrypted data 𝑘 = 18, estimation error = 25.444
Result of unencrypted data 𝑘 = 20, estimation error = 25.457

that of original data. We demonstrate error density of these
two experiments in Figure 5(e) and details in Figure 5(f).

7. Discussion and Future Work

Crowd sensing by applying compressed sensing toWSN is an
extremely complex task. Despite the fact that work done in
this paper can initially perform the task with sensor energy
balanced while preserving data privacy, some challenges still
remain to be addressed. Firstly, network synchronization is
necessary between WSN and 𝑇 to obtain the number of
rounds and keys for encryption/decryption. Another one is
that our work only considers protecting data confidentiality
rather than preserving data integrity and availability. Several
improvements still need to be considered as follows. (1) The
accuracy of reconstruction algorithm can be increased. (2)
More security features (such as data integrity and availability)
can be further studied.

8. Conclusion

In the context of crowd sensing in WSN, we proposed a
perturbed compressed sensing protocol (PCSP) combined
with compressed sensing technology to solve the issues about
data confidentiality and sensor energy. Our protocol can
be summarized into two components, in which encrypted
data is obtained by perturbing sensor data gathered by each
node; then, data compression by crowd sensing in WSN is
enforced by linear projection utilizing compressed sensing.
Afterwards, we presented performance analysis and security
analysis along with experiments results which demonstrated
that our protocol is capable of transmitting signal at a low
energy cost while preserving data confidentiality. At last,
we described limitations of our protocol with future work
followed.
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Air pollution is a universal problem confronted by many developing countries. Because there are very few air quality monitoring
stations in cities, it is difficult for people to know the exact air quality level anytime and anywhere. Fortunately, large amount
of surveillance cameras have been deployed and can capture image densely and conveniently. In this case, this provides the
possibility to utilize surveillance cameras as sensors to obtain data and predict the air quality level. To this end, we present a
novel air quality level inference approach based on outdoor images. Firstly, we explore several features extracted from images
as the robust representation for air quality prediction. Then, to effectively fuse these heterogeneous and complementary features,
we adopt multikernel learning to learn an adaptive classifier for air quality level inference. In addition, to facilitate the research, we
construct an Outdoor Air Quality Image Set (OAQIS) dataset, which contains high quality registered and calibrated images with
rich labels, that is, concentration of particles mass (PM), weather, temperature, humidity, and wind. Extensive experiments on the
OAQIS dataset demonstrate the effectiveness of the proposed approach.

1. Introduction

Over the last few decades, many developing countries have
suffered dramatic urbanization and industrialization pro-
cesses in an unprecedented scale. In China, the population
had increased to more than one million in more than 120
cities. This rapid growth in such a short period of time has
caused serious complicated air pollution in China [1]. Due to
the expensive cost of building andmaintaining, the air quality
monitoring stations cannot be placed on each block in cities.
Figure 1(a) shows the distribution of air quality monitoring
stations in Beijing (6336 square miles). In addition, there are
only 10 air quality monitoring stations in Shanghai, which
is the largest Chinese city in population and the largest
urban area in population in the world. Moreover, air quality
varies nonlinearly, so that the effective range of an air quality
monitoring station is limited. We barely know the exact
air quality on each block in metropolis by those sparse
monitoring stations, so how to obtain the air quality fast and
conveniently will attract much attention.

Many existing methods are based on satellite remote
sensing technologies [2–6]. However, these methods only
can reflect the air quality of atmosphere which is far from

the ground air quality. Recently, some works focused on air
quality inference viamassive sensing data [7–11].These works
achieve good results at the cost of time consumption on the
complex algorithms.Moreover, themassive sensing data used
in these works are difficult to obtain.

With the development of Internet of Things (IoT) [12,
13], various sensors such as smart phones and cameras play
important roles in urban sensing [14]. Different from the lim-
itedmonitoring stations, there is large amount of surveillance
and traffic cameras in many cities especially in urban area.
For example, Figure 1(b) illustrates 3254 cameras in Beijing
which are available in Sougo Map [15]. Furthermore, there
is more than 400 thousand public cameras in Beijing [16],
that is, nearly 20000 times more than monitoring stations,
let alone the number of cameras in buildings. Therefore, we
present a convenient and efficient air quality level inference
approach based on multiple features and multiple kernel
learning from single images via surveillance cameras. We
first extract several features such as dark channel, medium
transmission, sky color, power spectrum slope, contrast, and
saturation from single images. In the previous work [17],
we proposed an approach for air quality inference from
image based on air quality index decision tree and SVM.
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(a) (b)

Figure 1: (a) The distribution of air quality monitoring stations in Beijing. (b) The distribution of 3254 traffic cameras in Beijing which are
available in Sougo Map.

To effectively fuse these heterogeneous and complementary
features, in this paper, we utilize multikernel learning to
learn an adaptive classifier based on multiple kernels. In
addition, we build an Outdoor Air Quality Image Set dataset,
which contains high quality registered and calibrated images
captured by surveillance cameras. The dataset covers a wide
range of daylight illumination and air pollution conditions.
Each image in QAQIS has various data labels, including the
concentration of particles mass (PM

2.5
), weather, tempera-

ture, humidity, and wind, which are related to the air quality
level.

To summarize, we develop an approach for air quality
level inference from a single image with the following
contributions:

(i) We propose a novel air quality level inference
approach from a single image based on multiple
features and multiple kernel learning.

(ii) We improve some existing algorithms for obtaining
the features and take multiple kernel learning for air
quality level inference.

(iii) We construct a dataset of high quality registered
and calibrated images, which covers a wide range
of daylight illumination and air quality conditions.
It has the potential value for image processing and
atmospheric sciences and can be used as a test bed for
many algorithms.

The rest of this paper is organized as follows. Section 2
reviews previous approaches in brief. Section 3 presents sev-
eral corresponding features of images and takes proper pro-
cessing. In Section 4, multiple kernel learning will be used for
training an adaptive classifier to fuse these heterogeneous and
complementary features effectively. Next, Section 5 describes
the dataset we use in this work and compares our approach
with the traditional classification methods. Finally, a brief
conclusion and future work will be given in Section 6.

2. Related Works

In this section, we discuss the existing works relevant to
this research topic. Satellite remote sensing technologies
have been widely used in the area of atmosphere air
quality estimating. Van Donkelaar et al. [2] estimated the
ground-level PM

2.5
for January 2001 to October 2002 using

space-based measurements from the Moderate Resolution
Imaging Spectroradiometer (MODIS) and the Multiangle
Imaging Spectroradiometer (MISR) satellite instruments and
additional information from a global chemical transport
model (GEOS-CHEM). Liu et al. [3] used a generalized
linear regression model to examine the relationship between
ground-level PM

2.5
measurements and aerosol optical thick-

ness from Multiangle Imaging Spectroradiometer (MISR)
measurements in the eastern United States. Lamsal et al. [4]
presented an approach to infer ground-level nitrogen diox-
ide (NO

2
) concentrations by applying local scaling factors

from GEOS-CHEM to tropospheric NO
2
columns retrieved

from the Ozone Monitoring Instrument (OMI) on board
the Aura satellite. Li et al. [6] proposed the Haze Optical
Thickness retrieval model based on the assumption that
surface reflectance varies slowly in a relative short period
that could monitor the haze distribution and intensity for
Beijing Olympic Games and help Beijing municipal govern-
ment to carry out more measures to improve air quality
conditions. Moumtzidou et al. [18] proposed a configurable
semiautomatic framework for processing air quality and
pollen forecast heatmaps. They integrated several existing
environmental quality forecast data extraction tools with
text processing and OCR (Optical Character Recognition)
techniques tailored for heatmap analysis.

Recently, some works focused on air quality inference
via massive sensing data. Zheng et al. [7, 8] inferred the
air quality information based on the historical and real-
time air quality data reported by existing monitor stations
and a variety of data sources such as meteorology, traffic
flow, human mobility, structure of road networks, and point
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of interests. Chen et al. [9] proposed a big spatiotemporal
data framework for the analysis of severe smog in China.
They collected about 35,000,000 detailed historical and real-
time air quality records (containing the concentrations of
PM
2.5

and air pollutants including SO
2
, CO, NO

2
, O
3
, and

PM
10
) and 30,000,000 meteorological records in 77 major

cities of China through air quality and weather stations. It
conducts scalable correlation analysis to find the possible
short-term and long-term factors to PM

2.5
. Li et al. [19]

estimated 9 haze levels and 3 PM
2.5

levels based on images.
For each image, they computed the transmission matrix and
the depth map via established methods. Then, they analyzed
the correlation between the haze levels with the official
PM
2.5

record. However, the correlation between the haze
levels and PM

2.5
is not stable due to the impact of weather

or illumination. Hasenfratz et al. [10] developed land-use
regressionmodels to create pollutionmaps based on spatially
resolved ultrafine particles dataset that is publicly available
containing over 25millionmeasurements.Themeasurements
were collected throughout more than one year using mobile
sensor nodes installed on the top of public transport vehicles
in the city of Zurich. Devarakonda et al. [11] proposed a
method for air quality estimate from social media post such
as Weibo text content based on a series of progressively more
sophisticated machine learning models.

There were some vehicular-based works for collecting or
measuring air quality. For example,Mei et al. [20] presented a
vehicular-based mobile approach for measuring fine-grained
air quality in real time andAl-Ali et al. [21] designed awireless
distributed mobile air pollution monitoring system which
utilized city buses to collect pollutant gases.

However, existing methods are usually time-consuming
in computation or difficult and expensive in data collection.
Aiming at convenient and efficient air quality level inference,
we extract multiple features from a single image and utilize
multiple kernel learning to learn an adaptive classifier.

3. Feature Extraction

For inferring the air quality from images, we extract some
features first. In traditional image classification tasks, the
mainly used mid-level features such as SIFT, HOG, and LBP
cannot describe the subtle and minute difference between
images captured in the same scene. But what is even worse
is the fact that some low-level features cannot distinguish the
subtle difference, such as color. Different imagesmay have the
same pixel intensity in color spaces [22]. Unlike traditional
methods, we adopt five discriminate features, that is, dark
channel, medium transmission, sky color, power spectrum
slope, contrast, and saturation, that are derived by analyzing
the visual and spectral clues from images. These features are
more suitable for the task of air quality inference from images.

3.1. Dark Channel and Medium Transmission. Particulate
matter is one of the main air pollution sources. In the
process of transmission, light intensity attenuated because of
the particulate matter scattering. Figure 2 demonstrates the
process of atmospheric light scattering and attenuation. In
computer vision and computer graphics, the model widely

used [23, 24] to describe the formation of a haze image is as
follows:

𝐼 (𝑥) = 𝑡 (𝑥) 𝐽 (𝑥) + (1 − 𝑡 (𝑥)) 𝐴, (1)

where 𝐼 denotes the observed intensity, 𝐽 denotes the scene
radiance, 𝐴 denotes the atmospheric light, and 𝑡 denotes the
medium transmission describing the portion of the light that
is not scattered and reaches the camera.

Haze is an atmospheric phenomenon where dust, smoke,
and other particulate matters obscure the clarity of the sky.
The concentration of haze can reflect the air quality level.
He et al. [25] found that most local patches in haze-free
outdoor images contain some pixels which have very low
intensities in at least one color channel. That is to say, the
minimum intensity in such a patch should have a very low
value. Similarly, we compute the dark channel as

𝐽 (𝑥) = min
𝑐∈𝑟,𝑔,𝑏

( min
𝑦∈Ω(𝑥)

(𝐽
𝑐
(𝑦))) , (2)

where 𝐽𝑐 is a color channel of input image 𝐽 and Ω(𝑥) is a
local patch centered at 𝑥. Then, we can estimate the medium
transmission by

�̃� (𝑥) = 1 −min
𝑐
( min
𝑦∈Ω(𝑥)

(
𝐽
𝑐
(𝑦)

𝐴𝑐
)) . (3)

In our experiment, we resize the input images into 450
× 450. The patch is set to 45 × 45 for an image. We use a
101-dimensional feature vector to indicate the haze level. The
101-dimensional feature vector includes 100 dimension of the
median value of dark channel intensities in these patches and
1 dimension of the medium transmission of the image.

3.2. Sky. Sky might be the most obvious features to indicate
air pollution in images. As shown in Figure 3, the sunny
images almost have a clear and blue sky, while the sky is gray
in a haze image. For the sky part, firstly, we detect the sky
region in an image with the method suggested in [22, 26].
First, we collect 20000 sky and non-sky patches, each of
size 15 × 15. For each patch, we extract a 131-dimensional
feature, which contains the SIFT descriptor and mean HSV
color. Then, a random forest classifier is learned on the two-
class patches. For an input image, we uniformly sample 15
× 15 patches and test their labels (sky or non-sky patch).
Sky region can be segmented by implementing graph cuts
on those patches. Then, we extract A and B channels in the
LAB color space of the sky region to form a 200-dimensional
feature vector.

3.3. Power Spectrum Slope. With the decrease of the air
quality, the captured image becomes of low-resolution even
blur. Due to the low-pass-filtering characteristic of a blurred
region, some high frequency components are lost. So the
amplitude spectrum slope of a blurred region tends to be
steeper than that of an unblurred region. In order to analyze
the impact of low-resolution of an image, we extract the
power spectrum slope suggested in Liu et al.’s work [27]. First,
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Figure 2: Atmospheric light scattering and attenuation.
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Figure 3: (a) and (c) Input images of different weather and different air quality conditions. (b) and (d)The detected sky regions of these input
images.

we compute the power spectrum of an image 𝐼 with size
𝑁×𝑁 by taking the squaredmagnitude after Discrete Fourier
Transform (DFT):

𝑆 (𝑢, V) =
1

𝑁2
|𝐼 (𝑢, V)|2 , (4)

where 𝐼(𝑢, V) denotes the image transformed byDFT.We rep-
resent the two-dimensional frequency in polar coordinates,
thus 𝑢 = 𝑓 cos 𝜃 and V = 𝑓 sin 𝜃, 𝑓 denotes the radius
of power spectrum image, and 𝜃 denotes the angle of the
polar coordinates, and we construct 𝑆 = (𝑓, 𝜃). By summing

the power spectra 𝑆 over all directions 𝜃 and using polar
coordinates, 𝑆(𝑓) can be approximated by

𝑆 (𝑓) = ∑

𝜃

𝑆 (𝑓, 𝜃) . (5)

Burton and Moorhead [28] found that 𝑆(𝑓) approximate
to an exponential function of 𝑓, so slope of power spectrum
𝛼 can be calculated as

𝛼 ≈ ln𝐵 −
ln (𝑆 (𝑓))
ln (𝑓)

, (6)

where 𝐵 denotes a constant.
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3.4. Contrast. There are various particulate matters in the
atmosphere; light intensity attenuated during the transmis-
sion because of these particulate matters.Therefore, the same
scenes in different air pollution conditions have different
contrast. The Michelson contrast is commonly used for
patterns where both bright and dark features are equivalent
and take up similar fractions of the area.

However, the Michelson contrast does not consider the
error due to noise points. We compute the contrast according
to Root Mean Square (RMS) [29]:

𝐶 = (

𝑁
𝐼
∑𝐿
2

(𝑥,𝑦)
− (∑𝐿

(𝑥,𝑦)
)
2

𝑁
𝐼

2
)

1/2

, (7)

where 𝐿
(𝑥,𝑦)

denotes the luminance of the pixel (𝑥, 𝑦) of the
image and 𝑁

𝐼
denotes the number of pixels in the image.

Therefore, we can obtain the contrast of an image as the one-
dimensional feature vector.

3.5. Normalized Saturation. We also consider the color infor-
mation of images for air pollution inference. As the saturation
is independent of illumination, it can represent different
images under various illumination conditions. For an image
𝐼, we calculate the normalized saturation for each pixel by

𝑆
(𝑥,𝑦)

=

𝑆
𝑥,𝑦
−min (𝑆

𝐼
)

max (𝑆
𝐼
) −min (𝑆

𝐼
)
, (8)

where max(𝑆
𝐼
) is the maximum saturation value andmin(𝑆

𝐼
)

is the minimum saturation value of image 𝐼. For convenience
of calculations in the following steps, we compute the his-
togram of the normalized saturation of an image to form the
10-dimensional feature vector.

4. Multiple Kernel Learning

There are several challenges during classification. For exam-
ple, how to combine the features, how to choose the suitable
kernels, and how to set the parameters of kernels. However,
simple classifiers cannot handle the challenges well. Thus, a
proper feature selection and fusion method is required for
adapting the model to the specific problem. To effectively
fuse these heterogeneous and complementary features that
have different notions, we utilize multiple kernel learning
[30] to learn an adaptive classifier by using multiple kernels.
Instead of creating a new kernel, multiple kernel algorithms
can be used to combine kernels already established for each
individual feature. Moreover, multiple kernel learning is able
to select for an optimal kernel and parameters from a larger
set of kernels, reducing bias due to kernel selection.

Let𝐷
𝐿
= {𝑥
𝑖
, 𝑦
𝑖
}
𝑁

𝑖=1
be the training image dataset, where𝑥

𝑖

denotes the 𝑖th sample and𝑦
𝑖
denotes the corresponding class

label and𝑁 is the number of training images.We aim to train
a multikernel based classifier with a decision function 𝑓(𝑥)
to predict the air quality level of an unlabeled image 𝑥. In this

paper, we use some linearly combined base kernel functions
to determine an optimal kernel function:

𝑘 (𝑥
𝑖
, 𝑥) =

𝑀

∑

𝑚=1

𝛽
𝑚
𝑘
𝑚
(𝑥
𝑖
, 𝑥) , (9)

where 𝛽
𝑚

is one of the linear combination coefficients,
∑
𝑀

𝑚=1
𝛽
𝑚
= 1, and 𝛽

𝑚
≥ 0. Given the input feature 𝑥 of the

image, the decision function is defined as follows:

𝑓 (𝑥) =

𝑀

∑

𝑚=1

𝛽
𝑚
𝑘
𝑚
(𝑥) 𝛼 + 𝑏, (10)

where 𝛼 and 𝑏 are the parameters of the standard SVM.
In this paper, we adopt the simplemultiple kernel learning

[31], so the objective function can be formulated as follows:

min
𝛽,𝛼,𝑏

𝐽 =
1

2

𝑀

∑

𝑚=1

𝛽
𝑚
𝛼
𝑇
𝐾
𝑚
𝛼 + 𝐶∑

𝑖

𝜉
𝑖
,

s.t. 𝑦
𝑖
⋅

𝑀

∑

𝑚=1

𝛽
𝑚
𝐾
𝑚
(𝑥
𝑖
) 𝛼 + 𝑦

𝑖
𝑏 ≥ 1 − 𝜉

𝑖
∀𝑖,

𝜉
𝑖
≥ 0 ∀𝑖,

(11)

in which 𝐾
𝑚
(𝑥
𝑖
) = [𝑘

𝑚
(𝑥
𝑖
, 𝑥
1
), . . . , 𝑘

𝑚
(𝑥
𝑖
, 𝑥
𝑝
)] and 𝑝 is the

number of air quality levels. We adopt the gradient descent
algorithm to solve the optimization problem in (11). For each
iteration,𝛼 and 𝑏 can be obtained by the givenweight𝛽.Then,
we can recalculate 𝛽 using 𝛼 and 𝑏. We adopt one-against-all
strategy to transform the multiclass classification into two-
class classification. If there are 𝑃 classes, then the objective
function can be rewritten as

𝐽 =

𝑃

∑

𝑝=1

𝐽
𝑝
(𝛽, 𝛼
𝑝
, 𝑏
𝑝
) , (12)

where 𝐽
𝑝
is a two-class classifier, the positive samples are the

samples with class label 𝑝 and the negative samples are the
samples with other labels. We can obtain the class label by

𝑦 = argmax
𝑦𝑝

𝑓
𝑝
(𝑥) . (13)

Compared with traditional classifiers, multiple kernel
learning can improve the accuracy by learning an optimal
kernel combination. By comparing the weights of different
kernels, we can adopt the effective features and abandon less
effective features. Thus, we can reduce the time consumption
on feature calculation.

5. Dataset and Experiments

5.1. Dataset. We construct a dataset with high quality reg-
istered and calibrated images named Outdoor Air Quality
Image Set (OAQIS) to evaluate our approach. All of the
images are captured in Beijing, suffering serious air pollution.
In addition, there are two scenes in OAQIS. Scene A is
captured automatically from 8:00 am to 6:00 pm by a camera
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(a)

(b)

Figure 4: Exemplar images from OAQIS. (a) Scene A: the images are captured by a camera installed in a building. (b) Scene B: the images
are captured by a camera fixed on a pedestrian bridge. The concentration of PM

2.5
in the images changes from low to high.

installed in No. 3 Teaching Building of BUPT, as shown in
Figure 4(a). Scene B is captured randomly from 9:00 am to
15:00 pm by a traffic camera fixed on the first pedestrian
bridge which is on the east side of Jimen flyover, as shown
in Figure 4(b). The dataset covers a wide range of daylight
illumination conditions and air pollution conditions. The
spatial resolution of each image is 1280 × 720 pixels.

5.2. Ground Truth. We have tagged our images with a variety
of ground truth information. The most important categories
of the ground truth we collected are the concentration of
particles (PM

2.5
) in the air and weather information.

We collect the concentration of particles in the air by
two air quality monitors made by Suzhou Beiang Technology
Co., Ltd., and Zhongzhiwuxian Trade Co., Ltd., as shown in
Figure 5. We also collect illumination intensity by an optical
sensor for potential uses in the future. We gather PM

2.5
data

every five minutes in an hour and compute the average value.
Then, we set the value as the ground truth for all images

captured in the hour. We automatically collect standard
weather information from Weather China website [32].
This includes information about weather condition (sunny,
cloudy, overcast, misty, foggy, hazy, rainy, snowy, etc.), tem-
perature, humidity, and wind, as shown in Figure 6.

Air quality index (AQI) is affected by several atmospheric
pollutants. PM

2.5
is an important measure of AQI, so we

use PM
2.5

to indicate AQI level. In many countries, AQI is
divided into six levels indicating increasing health concern as
shown in Figure 7. An AQI value over 300 means hazardous
air quality, whereas if it is below 50 the air quality is good.

Table 1: Results related to features.

Features 𝐹dm 𝐹sk 𝐹po 𝐹co 𝐹sa 𝐹all

Accuracy 0.67 0.72 0.63 0.42 0.67 0.84

5.3. Experimental Results. We evaluate our approach on
OAQIS, and the performance on the dataset demonstrates the
effectiveness of the proposed approach. In our experiment,
we fuse these features to form a 313-dimensional vector for
an image. In MKL, we use 5 linear base kernels, respectively,
constructed for the multiple features. First, we evaluate our
approach on scene A. We divide images into 10 parts, while
choosing 9 parts as the training set, leaving one as the testing
part.Thenwe use 10-fold cross-validation to test 10 times, and
use the average result as the final result.

We justify the performance of features described in
Section 3. 𝐹dm, 𝐹sk, 𝐹po, 𝐹co, and 𝐹sa are the notations of
dark channel and medium transmission, sky color, power
spectrum slope, contrast, and saturation. As shown in Table 1,
the accuracy of these features is improved a lot by using
all of the features, and the sky color feature has the best
performance among the five features. In addition, the dark
channel and medium transmission feature, power spectrum
slope feature, and saturation feature also achieve good results.
So the weights are different, in accordance with the perfor-
mance of these features.

Table 2 shows the inference results on six image categories
with different air quality levels. We can notice that the results
of air quality inference are understandable. Due to the lack of
sample images, the category with very unhealthy air quality
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Figure 5: The air quality monitors and optical sensor we used for labeling images.

Conditions at 2014.05.12 10:33 am

Weather
Temperature
Humidity
Wind

Sunny

44%

34𝜇g/m3

73.4F/23.0∘C

NW 1.6–3.3m/s

PM2.5

Figure 6: Sample ground truth data.The image was captured at 12May 2014 in Beijing.The concentration of PM
2.5

acquired by our air quality
monitor and weather data obtained fromWeather China website.

Table 2: Inference results on different air quality levels.

Air quality levels Accuracy
Good 0.72
Moderate 0.90
Unhealthy for sensitive groups 0.81
Unhealthy 0.90
Very unhealthy 0.64
Hazardous 0.84

Table 3: Inference results of differentmethod on theOAQIS dataset.

SVM AdaBoost [17] Our approach
Accuracy 0.70 0.33 0.77 0.84

gets lower accuracy of 64 percent while the results of other
categories are all above 70 percent. Specially, the categories
with hazardous and unhealthy air quality achieve impressive
performance with 90 percent accuracy.

The confusion table of inference results is depicted in
Figure 8. Green, yellow, orange, red, purple, and maroon are
corresponding to six air quality levels mentioned before. For
some air quality levels, such as moderate and unhealthy, our
approach achieves excellent performances.

Table 3 presents the comparisons between our approach
and the baseline methods. To show the best performance of

Table 4: Efficiency study.

Procedures Features Inference Total
𝐹dm 𝐹sk 𝐹po 𝐹co 𝐹sa

Time (s) 5.29 11.62 0.37 8.92 0.91 0.22 27.33

all methods, every method produced multiple results using
a group of reasonable parameters. The first baseline is to
implement SVM directly on the 313-dimensional feature.The
second baseline is the traditional Adaboost, which combines
several classifiers to build a stronger classifier. Experimental
result shows that our approach outperforms the baseline
methods.

In order to evaluate our approach, we randomly select five
days in OAQIS. Figure 9 shows the measured values of PM

2.5

and the inference result of PM
2.5

by the proposed approach
at 9:00–11:00 am and 2:00–4:00 pm on May 26–30, 2014. The
measured values were collected every 5 minutes by an air
quality monitor made by Zhongzhiwuxian Trade Co., Ltd.,
during the experiment period. We calculate the mean value
of each hour, and set it as the PM

2.5
label of the images

captured in the same period. Some measured values of PM
2.5

on 29 May change a lot within a short time, but the mean
value of that period is not so big, so the inference result is
consistent with the correct air quality level. We also evaluate
our approach on scene B; the inference accuracy is 88.26%.
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Good Green No health implications

Moderate Yellow Few hypersensitive individuals should reduce outdoor exercise

Unhealthy for sensitive 
groups Orange Slight irritations may occur, and individuals with breathing or heart problems should

reduce outdoor exercise

Unhealthy Red Slight irritations may occur, and individuals with breathing or heart problems should
reduce outdoor exercise

Very unhealthy Purple
Healthy people will be noticeably affected. People with breathing or heart problems will
experience reduced endurance in activities. These individuals and elders should remain

indoors and restrict activities

Hazardous Maroon
Healthy people will experience reduced endurance in activities. There may be strong
irritations and symptoms and may trigger other illnesses. Elders and the sick should

remain indoors and avoid exercise. Healthy individuals should avoid out door activities

AQI values Levels of health concern Colors Health implications

0–50

51–100

101–150

151–200

201–300

301–500

Figure 7: AQI values, descriptors, colors, and health implications.
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Figure 8: Confusion table of the proposed approach on OAQIS
dataset.

The accuracy result shows the effectiveness of fusing multiple
features for air quality level inference on images.

5.4. Efficiency. The experiments were evaluated on a 64-bit
PCwith a Dual-Core CPU@3.20GHz and 4GBmemory.We
use Matlab R2013b to extract features from images, and use
Visual Studio 2013 for the inference part.

In our first experiment, we compare the time required to
extract different features from images and the procedure of
inference. As shown in Table 4, on average, the consumptions
of feature extraction are 3.0136 seconds, 0.3661 seconds,
8.9181 seconds, and 0.9068 seconds, the inference procedure
requires 0.029 seconds, and the total time cost of the whole
procedure is 13.2336 s. Compared with existing methods, our
approach can estimate air quality from a single image with
reasonable cost.

6. Conclusion

We have presented an convenient and efficient approach for
air quality inference from a single image. Our approach is
based on multiple features and multiple kernel learning. We
first extracted several features such as dark channel, medium
transmission sky color, power spectrum slope, contrast, and
saturation from images. To effectively fuse these heteroge-
neous and complementary features, we utilized multikernel
learning to learn an adaptive classifier based on multiple
kernels. We collected a dataset of high quality registered and
calibrated images named OAQIS. The dataset covers a wide
range of daylight illumination and air pollution conditions
and has potential implications for image processing and
atmospheric sciences and can be used as a test bed for many
algorithms. We evaluated our approach on the dataset, and
the results show the effectiveness of our approach. In the
future, we will extend our dataset and evaluate our approach
on more scenes. We will explore fine-grained air quality
inference approaches from unrestricted images and consider
the influence of wind, humidity, and weather on air quality
inference.
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With an increase in the number of mobile applications, the development of mobile crowdsensing systems has recently attracted
significant attention from both academic researchers and industries. In mobile crowdsensing system, the remote cloud (or back-
end server) harvests all the crowdsensing data from the mobile devices, and the crowdsensing data can be uploaded immediately
via 3G/4G. To reduce the cost and energy consumption, many academic researchers and industries investigate the way of mobile
data offloading. Due to the sparse distribution of the WiFi APs, offloading the crowdsensing data is often delayed. In this paper,
compared with offloading data via WiFi APs, we investigate the communication and sharing of crowdsensing data by vehicles near
the event (such as a pothole on the road), termed as a local crowd. In such crowd, a vehicle can transmit the data to each other
by vehicle-to-vehicle (V2V) communication. The crowd-based approach has a lower delay than the offloading-based approach, by
considering the quality of truth discovery. We define a utility function related to the crowdsensing data shared by the local crowd
in order to quantify the trade-off between the quality of the truth discovery and the user satisfaction. Our extensional simulations
verify the effectiveness of our proposed schemes.

1. Introduction

Over 6.8 billion mobile phones were in use all over the world
in 2013 [1]. With an increase in the number of mobile appli-
cations, many outdoor mobile applications are getting a lot
of attention from both academic researchers and industries
[2], such as Waze and pothole detection [3]. The ubiquity of
smartphones has led to the emergence of mobile crowdsens-
ing (MCS) tasks such as the detection of spatial events when
smartphone users move around in their daily lives [4].

The cloud-based architecture has been widely used in
the mobile crowdsensing system. A mobile device senses an
event and then generates the crowdsensing data to describe it,
termed as report. The mobile device communicates with the
remote cloud (or back-end server) to upload its report. The
back-end server harvests all the reports from these mobile
devices and aggregates them to discover the truth of the event.
Finally, the back-end server publishes the feedback result to

the querying users, who are interested in the event.The com-
munication between the mobile devices and the back-end
server can be immediate via the cellular network (3G/4G).

However, the problem of crowdsensing with cellular
network is the increase in traffic demand and high energy
consumption. Furthermore, the tasks of crowdsensing, which
include gathering raw data and querying the services, can
severely increase the overhead of the cloud, such as the
computation, the storage, and the bandwidth. For the users,
mobile data offloading through WiFi APs has demonstrated
its feasibility in reducing the data burden on the cellular net-
works. More recently, delayed offloading has been proposed
[5]: if there is currently noWiFi availability, (some) traffic can
be delayed instead of being sent/received immediately over
the cellular interface. Although the delayed offloading can
reduce the cost of mobile data communication, this approach
obviously increases the data delivery delay, so as to decrease
the user satisfaction.
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In this paper, we investigate the communication and
sharing of the mobile crowdsensing data under the tradi-
tional cloud-based architecture. We propose a distributed
architecture, which does not require communicating with the
remote cloud. The crowdsensing data is disseminated to all
the vehicles near the event in a predefined range, and we term
these vehicles as the local crowd of this event. In such crowd,
a vehicle can transmit the data to each other by vehicle-to-
vehicle (V2V) communication. Like the remote cloud, the
local crowd harvests the crowdsensing data of this event
and then aggregates them to discover the truth of the event.
Finally, the crowd sends the feedback results to the querying
users, who move in this crowd. Thus, the communication
and sharing of the crowdsensing data all happen in the local
crowd, in order to reduce the data delivery delay. We define
a utility function related to the crowdsensing data shared by
the local crowd, in order to quantify the trade-off between
the quality of the truth discovery and the user satisfaction.
Compared with the cloud-based approach, we model the
quality of the truth discovery by Kullback-Leibler divergence
(or relative entropy). Our extensional simulations verify the
effectiveness of our proposed schemes.

The remainder of this paper is organized as follows:
Section 2 surveys the related work; Section 3 introduces
our crowdsensing-based system and discusses the different
approaches for communicating and sharing the crowdsensing
data; in Section 4,wemodel the problemandpropose an algo-
rithm to optimize it; Section 5 evaluates the performance of the
proposed approach; and the last section concludes this paper.

2. Related Work

We present related work in the following two parts, which are
mobile crowdsensing and mobile data offloading.

2.1.Mobile Crowdsensing. Mobile phone sensing is a paradigm
which takes advantage of the pervasive smartphones to
collect and analyze data beyond the scale of what was
previously possible. Yang et al. in [6] investigate novel
sensors integrated in modern mobile phones and leverage
user motions to construct the radio map of a floor plan,
which was previously obtained only by site survey. Zhou et
al. in [7] investigate the application of the prediction for the
bus arrival time. They do not require the absolute physical
location reference, and they mainly wardrive the bus routes
and record the sequences of observed cell-tower IDs, which
reduces the initial construction overhead. Yang et al. in [8]
design incentive schemes for mobile phone sensing, with
two system models: the platform-centric model, where the
platform provides a reward shared by participating users, and
the user-centric model, where users have more control over
the payment they will receive. He et al. in [9] investigate the
optimal task allocation and show that the allocation problem
is NP hard. They also discuss how to decide fair prices of
sensing tasks to provide incentives, since mobile users tend
to decline the tasks with low incentives.

2.2. Mobile Data Offloading. This increase in traffic demand
is overloading cellular networks, forcing them to operate

close to (and often beyond) their capacity limits [5]. A
more cost-effective way to cope with the problem of highly
congestedmobile networks is by offloading some of the traffic
through Femtocells and the use of WiFi. There exist two
types of WiFi offloading. The usual way of offloading is on-
the-spot offloading: when there is WiFi available, all traffic
is sent over the WiFi network; otherwise, all traffic is sent
over the cellular interface. More recently, delayed offloading
has been proposed: if there is currently no WiFi availability,
(some) traffic can be delayed instead of being sent/received
immediately over the cellular interface. In the simplest case,
traffic is delayed until WiFi connectivity becomes available.
A more interesting case is when the user (or the device on
her behalf) can choose a deadline (e.g., per application and
per file). If up to that point no AP is detected, the data
are transmitted through the cellular network [10, 11]. The
authors in [12] define a utility function related to delayed
offloading to quantitatively describe the trade-offs between
user satisfaction in terms of the price and the experienced
delay of waiting forWiFi connectivity. Ristanovic et al. in [13]
propose two algorithms for delay-tolerant offloading of bulky,
socially recommended content from 3G networks. The first
one (called MixZones) uses opportunistic, ad hoc transfers
between the users, and the second one (called HotZones)
exploits delay tolerance and tries to download contents when
users are close to WiFi access points.

3. Problem Statement

In this section, we first take our crowdsensing-based system,
called Follow Us (FU), as an example to demonstrate the
typical cloud-based architecture.The systemFU is a road traf-
fic condition monitoring and alerting application. Then, we
discuss the communication and sharing of the crowdsensing
data with the local crowd, which is a distributed approach.

3.1. Remote Cloud. For processing the crowdsensing data,
one effective approach is to utilize a centralized architecture.
A typical architecture of crowdsensing-based system consists
of a centralized back-end server and a collection of mobile
users. The mobile users have two responsibilities: (1) probing
user, who uses mobile phones as well as the sensors to
sense and report the events to the back-end server, and (2)
querying user, who queries the information of the nearby
events. The back-end server is responsible for collecting
the reports of the events from the probing vehicles and
intellectually aggregates such information. The smartphones
in the system are assumed to be cooperative, which belong
to or are affiliated to the system, willing to take sensing
tasks and provide sensing services to the system.The issue of
participation incentive [14, 15] of a rational or even strategic
smartphone user is out of the scope of the paper.

In order to demonstrate the communication and sharing
in crowdsensing-based system, we take a system as an exam-
ple. One attractive example is a trafficmonitoring application
that uses a number of active probing vehicles to sense the
road condition. To monitor the road condition and alert the
anomalies, we have developed a crowdsensing-based system,
called FollowUs (FU).The basic idea of FU is that the vehicles
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Figure 1: The cloud-based architecture of a mobile crowdsensing
application.

moving ahead can report the road conditions to those behind.
As shown in Figure 1, this application includes three primary
parts as follows:

(i) Data sensing: the smartphones in the probing vehicles
sense the events on the road. As an example in
Figure 1, when a vehiclemeets an obstacle on the road,
the driver drives the vehicle to avoid the obstacle.
Thus, the smartphone mounted in the vehicle senses
the anomaly of the motion of the vehicle by its
accelerometer.

(ii) Data communication: the sensing data are uploaded
to the back-end server, and the feedback results will
be downloaded from the server. In Figure 1, the
smartphone on the vehicle will upload the report of
this anomaly to the back-end server when it has an
opportunity of connection to Internet (e.g., 3G/4G or
WiFi AP).

(iii) Data aggregation: the back-end server harvests and
aggregates all the uploaded sensing data to obtain
the feedback results to the querying users. The back-
end server harvests the reports from all the probing
vehicles and aggregates themby the algorithmof truth
discovery. As a result, the back-end server publishes
the report to the vehicles heading for the place of the
anomaly.

Figure 2 is an example of sensing data in FU. When
the vehicle drives through the road with speed bumps, it
will be shaken. The smartphone senses the shake by the
accelerometers. The FU system in the smartphone records
the changes of the accelerations and maps them into three
accelerations: total acceleration, horizontal acceleration, and
vertical acceleration. In order to describe the intensity of the
accelerations, FU generates a report of this sensing event as
follows:
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Figure 2: An example of sensing event.

where 𝑙
𝑖
denotes the location of the sensing event 𝑒

𝑖
, which

includes the latitude, longitude, and altitude of its center by
GPS. 𝑡

𝑖
denotes the sensing time of this event 𝑒

𝑖
. 𝑎𝑡
𝑖
, 𝑎ℎ
𝑖
, and

𝑎
V
𝑖
denote the total acceleration, horizontal acceleration, and

vertical acceleration, respectively.They contain themean and
the standard variation of the accelerations during the sensing
window.

For the centralized data aggregation, there are two possi-
ble ways for data communication as shown in Figure 1: (1) the
vehicles can immediately communicate the data via cellular
network (3G/4G); otherwise, (2) the vehicles can offload
the data via the WiFi APs. The problem of crowdsensing
with cellular network is the increase in traffic demand and
high energy consumption. Furthermore, the tasks of crowd-
sensing, which include gathering raw data and querying the
services, can severely increase the overhead of the cloud,
such as the computation, the storage, and the bandwidth.
For vehicular users, mobile data offloading throughWiFi has
demonstrated its feasibility in reducing the data burden on
the cellular networks. More recently, delayed offloading has
been proposed [5]: if there is currently no WiFi availability,
the traffic can be delayed instead of being sent/received
immediately over the cellular interface. Although the delayed
offloading can reduce the costs of mobile data communi-
cation, this approach obviously increases the data delivery
delay.

Definition 1 (delivery delay of a single sensing data). We
define the delivery delay of a single sensing data (denoted by
𝑑) in such crowdsensing-based system as the duration from
the timewhen a probing vehicle senses the data and generates
a report to the time when the feedback result from the SAME
report is received by another querying vehicle.

Thus, in the cloud-based architecture, the data delivery
includes three parts, which are the data sensing, the data
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communication, and the data aggregation. The data delivery
delay with remote cloud (denoted by 𝐷RC) via immediate
cellular network can be calculated as follows:

𝐷RC = 𝐷sen + 𝐷
up
cell + 𝐷agg + 𝐷

down
cell , (2)

where𝐷sen denotes the delay of sensing data, which includes
the delays of sensing the event and generating its report.𝐷agg
denotes the delay of data aggregation in the remote cloud.
𝐷

up
cell and 𝐷

down
cell denote the delay of uploading to the remote

cloud via cellular network and that of downloading from the
remote cloud via cellular network, respectively.

By way of delayed data offloading, the vehicle will carry
the sensing data to move until it meets with an AP. The data
delivery delay by mobile data offloading can be calculated as
follows:

𝐷RC = 𝐷sen + 𝐷carry + 𝐷
up
AP + 𝐷agg + 𝐷

down
AP + 𝐷wait, (3)

where𝐷carry denotes the delay of carrying the sensing data to
an AP and 𝐷wait denotes the delay of waiting for a querying
user to download the feedback result from an AP. 𝐷up

AP and
𝐷

down
AP denote the delay of uploading to the remote cloud via

AP and that of downloading from the remote cloud via AP,
respectively. Due to the delays of 𝐷carry and 𝐷wait, the data
delivery delay via mobile data offloading is much longer than
that via the cellular network.

3.2. Local Crowd. Distinct from the centralized data aggre-
gation, the authors in [16] introduce a distributed road infor-
mation sharing architecture with rumor and report.The basic
idea behind this mechanism is that each vehicle that hears a
rumor about the eventmaintains a time decaying belief about
it. Rumors from multiple vehicles are combined additively
until they exceed a prescribed threshold, at which point
they are converted to confirm event reports. This threshold
is committed to effect a desired trade-off in information
reliability, between the rate of false negatives and the rate
of false positives. Both rumors and reports are distributed
through the network in an epidemic gossip spread fashion. As
time goes, the belief value of the rumor is changed following
a predetermined decay function in order to discount the
aged information. Although the decay function may be any
nonincreasing function of the elapsed time from the creation
of the rumor, we focus on the exponentially decreasing
function.

In this paper, we investigate the distributed approach for
the crowdsensing data. We suppose that the vehicles can
communicate with each other by vehicle-to-vehicle (V2V)
communication, such as vehicular ad hoc networks (VANET)
[17] or Device-to-Device (D2D) communication [18]. The
sensing data are aggregated by the vehicles near the related
event. We define these vehicles near the event in a predefined
range (denoted by 𝑟) as the local crowd of this event. Consider

𝑐
𝑖
= {V | ‖V.𝑙 − 𝑒.𝑙‖ ≤ 𝑟, V ∈ V} , (4)

where V.𝑙 and 𝑒.𝑙 denote the location of the vehicle and the
event, respectively.V denotes the set of the vehicles. The size

Event

Data sensing V2V
communication

Data aggregation 
in local crowd

Figure 3: Crowdsensing data with local crowd.

of the local crowd is related to the requirement of notification
for the feedback results.

As shown in Figure 3, a moving vehicle senses an event
on the road, and then it generates a report to describe the
event.When the vehicle meets another one in the local crowd
of this event, it will send a copy of the report to another
one. Thus, all the reports of this event will be disseminated
to all the vehicles in the local crowd of this event by the
way of epidemic routing [19]. When a vehicle moves out of
the crowd, it will handle all the reports of the event in two
different ways, according to the traffic density: (1) it will drop
all the reports of the event under high traffic density; (2)
under low traffic density, it cannot transmit the reports of
the event with other vehicles, but the reports in its buffer
will not be dropped. The vehicles in the crowd maintain the
crowdsensing data from the event and calculate the feedback
results by the algorithm of truth discovery. When a querying
vehiclemoves into this local crowd andmeets another vehicle,
it will receive a feedback result of this event. Therefore, the
crowdsensing data are communicated and shared in this local
crowd.

In such crowd-based architecture, the data delivery delay
with local crowd (denoted by 𝐷LC) can be calculated as
follows:

𝐷LC = 𝐷sen + 𝐷diss + 𝐷agg + 𝐷back, (5)

where𝐷sen denotes the delay of sensing data and𝐷agg denotes
the delay of data aggregation in the vehicles of the local crowd.
𝐷diss denotes the average delay of disseminating the reports
to the vehicles in the crowd.𝐷back denotes the delay from the
time when the feedback result is calculated to the time when
the querying vehicle receives the result.

3.3. Comparison. We have discussed three different ap-
proaches for the crowdsensing-based system: (1) to imme-
diately communicate with remote cloud via cellular network
(such as 3G/4G); (2) to delay offloading to the remote cloud
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Table 1: Comparison among the three approaches.

Delay Cost Energy Quality
3G/4G to remote cloud Low High High High
Offload to remote cloud High Low Low High
V2V to local crowd Median Low Low Median

via roadside APs; (3) to share the crowdsensing data in a
local crowd by V2V communications. Table 1 shows the
comparison among the three approaches for crowdsensing
data by four different metrics, which are data delivery delay,
cost, energy consumption, and quality of truth discovery.

3.3.1. 3G/4G to Remote Cloud. The crowdsensing data are
aggregated by the back-end server (or cloud) and are imme-
diately communicated by the cellular networks (3G/4G). The
data delivery delay of this approach is the lowest. It consumes
the highest cost and energy for the users, which has been dis-
cussed in [5]. The back-end server can harvest all the crowd-
sensing data, so the quality of the feedback results is high.

3.3.2. Offload toRemoteCloud. Due to the sparse distribution
of the access points, the crowdsensing data is delayed in
offloading to the back-end server (or cloud). Thus, the data
delivery delay of this approach is the highest. It consumes the
lowest cost and energy for the users, which has been discussed
in [5]. Like the 3G/4G-based approach, the quality of the
feedback results is high.

3.3.3. V2V to Local Crowd. The crowdsensing data are com-
municated and shared in this local crowd by V2V com-
munication, such as MANET or Device-to-Device (D2D)
communication. The data delivery delay is less than that of
offloading-based approach under a high traffic density, which
has also been discussed in [13]. It consumes much less cost
and energy than 3G/4G-based approach.The local crowdmay
harvest part of the crowdsensing data; the quality of the feed-
back results is not higher than 3G/4G-based and offloading-
based approaches, and we will discuss it in the next section.

4. Truth Discovery in Local Crowd
In this section, we analyze the performance of the scheme
with the local crowd. First, we discuss the trade-off between
the quality of the truth discovery and the user satisfaction
in the local crowd. Then, we define a utility function related
to the crowdsensing data shared by the local crowd, by
considering both of the quality of the truth discovery and the
user satisfaction. Compared with the cloud-based approach,
we model the quality of the truth discovery by Kullback-
Leibler divergence (or relative entropy). Last, we formulate
the sharing crowdsensing data in local crowd as an optimiza-
tion problem. The notations used in this paper are given in
Notations Section.

4.1. Trade-Off between the Quality and the Satisfaction. As
our discussion in the previous section, in such crowdsensing-
based system, when a vehicle moves through an object (e.g.,
an obstacle) or an event (e.g., an accident), the smartphone
in it can sense it. Then, the mobile device generates a report
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Figure 4: User satisfaction.

to describe the anomaly and disseminates the report to the
vehicles in the local crowd. Thus, all the reports of the event
will be shared by all the vehicles in the local crowd.

With the increase of time, the vehicles in the local crowd
will receive more and more reports about the event, so the
quality of the truth discovery is getting better. Meanwhile,
the mobile users’ satisfaction will be reduced. Thus, in the
crowdsensing data shared by the local crowd, there is a trade-
off between the quality of the truth discovery and the user
satisfaction.

Definition 2 (feedback delay for a querying user). We define
the feedback delay for a querying user (denoted by 𝑡) in such
crowdsensing-based system as the duration from the time
when the first probing user senses the event and generates a
report, to the time when any feedback results are received by
the querying users.

Here, we consider two metrics to evaluate the perfor-
mance of the schemewith the local crowd,which are the qual-
ity of the truth discovery and the user satisfaction. Inspired
by the definition of the utility function in [12], we define a
utility function related to the crowdsensing data shared by
the local crowd, in order to quantify the trade-off between
the quality of the truth discovery and the user satisfaction.
The utility function 𝑈(𝑡) of delay period 𝑡 starting from the
time of event detection by the probing user (𝑡 = 0) until the
time of the feedback to the querying user is as follows:

𝑈 (𝑡) = 𝑄 (𝑡) ⋅ 𝑆 (𝑡) , (6)

where 𝑄(𝑡) denotes the quality of the truth discovery by the
local crowd, compared with the cloud-based approach. 𝑆(𝑡)
is a function measuring the degree of user satisfaction based
on the delay time 𝑡.

Thus, the higher quality of the truth discovery and the
higher user satisfaction can increase the utility of crowd-
sensing-based system with local crowd. Next, we will discuss
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Figure 5: Compare the sensing data for the same event.

our models of quality of the truth discovery and user
satisfaction, respectively.

4.2. User Satisfaction. With the increase of delay, the mobile
users become impatient and hence their satisfaction will
be greatly reduced [5]. In (6), 𝑆(𝑡) is a general definition
of the user’s perception of the delay of crowdsensing. We
assume that the querying user will usually become more and
more impatient while waiting for these feedback results. For
simplicity without losing generality, we define the satisfaction
function as follows:

𝑆 (𝑡) =

{

{

{

1 − 𝑘 ⋅ (

𝑡

𝑇max
)

𝛼

, 𝑡 ≤ 𝑇max,

0, 𝑡 > 𝑇max,

(7)

where 𝑇max is the maximum delay tolerance of the user with
respect to the requested content and is used to normalize the
function. 𝑘 is the decreasing rate of user satisfaction as time

elapses, to avoid a zero utility value at 𝑡 = 𝑇max, and 𝛼 is a
decay factor for the delay time 𝑡.

Hence, the function 𝑆(𝑡) for the user would be a mono-
tonically decreasing function between 0 and 1, after 𝑇max,
meaning that the reception afterwards is useless. Figure 4
shows the user satisfaction as a function of the delay time,
where the parameter 𝑇max is set as 10 minutes. In this paper,
the parameter 𝑘 is set as 1/2, and 𝛼 is set as 1.

4.3. Quality of Truth Discovery. The quality of the truth
discovery is related to the number of crowdsensing data.
We take the centralized approach as the benchmark, because
the back-end server can harvest all the crowdsensing data.
Thus, the quality of the truth discovery by the local crowd is
evaluated by the comparison with the centralized approach.

However, the crowdsensing data are stochastic. The same
vehicle meets the same event at different times; the sensing
data are different. We do an experiment where the identical
vehicle moves through the same dump twice and record
the changes of its accelerations. Figure 5 shows the results
to compare two tests, which include the total acceleration,
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Figure 6: Dissemination of the crowdsensing data in a local crowd.

horizontal acceleration, and vertical acceleration. We notice
that the results of the two tests are different. The uncertainty
of the crowdsensing data could be affected by many factors,
such as the mobile devices, the drivers, the vehicle, and the
environment.

Due to the uncertainty of the crowdsensing data, we
utilize the Kullback-Leibler divergence (or relative entropy)
to evaluate the quality of the local crowd. In probability
theory and information theory, the Kullback-Leibler diver-
gence (also information divergence, relative entropy, or KL
divergence) is a nonsymmetric measure of the difference
between two probability distributions [20].

Let 𝑅(𝑡) denote the discrete probability distributions
of the crowdsensing data in the remote cloud at time 𝑡,
and let 𝐿(𝑡) denote the discrete probability distributions of
the crowdsensing data in the local crowd at time 𝑡. Thus,

the quality of the truth discovery by the local crowd is
evaluated by the Kullback-Leibler divergence of 𝑅 from 𝐿 as
follows:

𝑄 (𝑡) = 𝑄max − 𝐷KL (𝐿 (𝑡) ‖ 𝑅 (𝑡))

= 𝑄max −∑
𝑖

𝐿 (𝑡, 𝑖) ln 𝐿 (𝑡, 𝑖)

𝑅 (𝑡, 𝑖)

,

(8)

where 𝑄max denotes the maximal quality. 𝐷KL denotes the
function of the Kullback-Leibler divergence, and it is equal
to 0 when 𝐿 and 𝑅 have the same distribution. 𝐿(𝑡, 𝑖) denotes
the probability of the crowdsensing data by the local crowd
during the period 𝑡, whose value is equal to 𝑖. Likewise,
𝑅(𝑡, 𝑖) denotes the probability of the crowdsensing data by the
remote cloud during the period 𝑡, whose value is equal to 𝑖.
Thus, with the growth of time, the vehicles in the local crowd
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Table 2: Parameters of simulation.
Parameter Value
Size of scenario 4000m × 3000m
Traffic density (𝑘) 50 or 10 vehicles per km
Average speed of the vehicles (V) 40 km/h
Size of the local crowd 500m
Transmission range of V2V
communication 50m

will receive more and more reports about the event, so the
quality of the truth discovery is getting better.

We use our customized simulator to evaluate the perfor-
mance of communication and sharing of the crowdsensing
data with the local crowd. The scenario of our simulation
is 4000m × 3000m. The traffic density (𝑘) is defined as
the number of vehicles per unit length of the roadway. The
average speed of the vehicles is 40 km/h. The transmission
range of V2V communication is 50m. All the parameters
used in our simulation are listed in Table 2.

We simulate the dissemination of the crowdsensing data
in the local crowd. During the period of the simulation,
more and more vehicles sense the event and disseminate the
reports to the crowd. Thus, the vehicles in the crowd will
receive more and more reports, to improve the quality of the
truth discovery. Figure 6(a) shows the average number of the
reports received by the vehicles in the crowd. We notice that
the number of the reports received by the vehicles in the
crowd is increasing, because more vehicles sense the event
and disseminate to the crowd. The dissemination under the
smaller size of the crowd is faster than that under the bigger
crowd. Figure 6(b) indicates the ratio between the average
number of reports received by each vehicle and the total num-
ber of the reports. We find that the ratio is sharply increasing
before about 150 seconds, and then remains at about 1.

When a probing vehicle meets and senses an abnormal
event, it will generate a sensing report and disseminate it to
all the vehicles in the crowd of this event. Thus, we evaluate
the delay of this dissemination from the first vehicle to all
the vehicles in the crowd. Figure 6(c) shows the delay of the
dissemination to the crowd. The IDs of the sensing reports
denote the different reports generated by separate vehicles.
Due to the mobility of the vehicles, the delays of the different
reports are varied.Wenotice that the smaller size of the crowd
(300m) has lower delay than the bigger size (500m).

4.4. Optimization Problem. The feedback delay for a querying
user (𝑡) should be satisfied by the condition that the utility is
no less than the predefined threshold 𝛿, as follows:

𝑈 (𝑡) ≥ 𝛿. (9)

Depending on the demand of the quality (denoted by
𝑄
𝐷
), we formulate the optimal feedback time for a querying

user (𝑡) with the maximal utility as an optimization problem
as follows:

max
𝑡

𝑈 (𝑡) = 𝑄 (𝑡) ⋅ 𝑆 (𝑡)

s.t. 𝑡 ≤ 𝑇max
𝑄 (𝑡) ≥ 𝑄𝐷

𝑈 (𝑡) ≥ 𝛿.

(10)

Center

Northeast

Southwest

Figure 7: The scenario of Roma taxi.

In such optimization problem, 𝑄(𝑡) can be estimated
by the historical statistics with the help of (8). The system
harvests the local crowd information and the remote cloud
information and calculates 𝑄(𝑡) as the historical records. For
a new local crowd, the system chooses the record which is
the geographically nearest during the same period of a day as
a reference to estimate its𝑄(𝑡). 𝑆(𝑡) is a linear function of the
time 𝑡. By considering the requirements on the data delivery
delay (𝑇max) and the quality of the truth discovery (𝑄

𝐷
), we

can find the optimal time (𝑡) with the maximal utility, which
will be further discussed in the next section.

5. Simulation Results and Discussions

In this section, we evaluate the performance of the local
crowd. Our experiments are based on the dataset consisting
of real vehicular traces. We evaluate the number of vehicles
in the local crowd, the number of sensing reports, the ratio of
the vehicles with reports, and the average delay of the reports.
All the parameters are listed in Table 3.

5.1. Taxi-ROMA Dataset. When a vehicle moves into a
local crowd, it will join in this crowd. Oppositely, when
a vehicle moves out of a local crowd, it will leave this crowd.
We do experiments on the Taxi-ROMA dataset [21]. This
dataset contains real mobility traces of taxi cabs in Rome,
Italy. It contains GPS coordinates of approximately 320 taxis
collected over 30 days. We select the dataset of the traces
collected on February 5, 2014, which contains 172 taxis. The
traces cover the area with the range of 66 km × 59 km.

As shown in Figure 7, we set three events happening at
different places with the yellow marks, which are termed as
the northeast event, the southwest event, and the center event.
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Figure 8: Number of the vehicles in a local crowd with different predefined ranges.

Table 3: Parameters of Roma taxi.

Parameter Value
Day of the dataset February 5, 2014
Number of the taxis 172
Range of the area (km2) 66 × 59
Number of the events 3
Communication range (m) 300
Sensing range (m) 200
Range of the local crowd (km) 1, 2, 3, 4, and 5

The traffic density near the center event is the highest and that
near the northeast event is the lowest.

The communication range of each vehicle is 300m. In our
experiments, the vehicles can communicate with each other
or sense the events, only in the local crowd of each event.
When the vehicle moves out of the crowd, it cannot transmit
the reports of the event with other vehicles, but the reports in
its buffer will not be dropped. The sensing range of an event
is defined as the range from this event that a vehicle can sense
it. In our experiment, we set the sensing range as 200m.

5.2. Number of Vehicles in the Local Crowd. We evaluate
the number of the vehicles in a local crowd with different
predefined ranges (𝑟) from 1 km to 5 km as a function of
time during a day. Figure 8 shows the results of the events
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Figure 9: Number of the sensing reports in a local crowd.

which happen in different places. The size of the window for
sampling is 60 seconds.

We notice that the number of vehicles in the local crowd
of the center event is the largest, due to the high traffic density.
In contrast, the number of vehicles in the local crowd of the
northeast event is the smallest, due to the low traffic density.

While the range of the local crowd is increasing, the
number of vehicles in the local crowd is also increasing. The
local crowd with the range of 5 km has the largest number of
vehicles for each event at different places.

The number of vehicles in the local crowd is changed
at different times during the whole day. In particular, the
number of vehicles between 2 am and 5 am is the smallest
and that between 10 am and 12 am is the largest. That is also
caused by the traffic density at different times.

5.3. Number of the Sensing Reports. When a vehicle moves
into the sensing range of an event, it will generate a report for
it. We evaluate the number of the sensing reports in a local

crowd as a function of time during a day. Figure 9 shows the
results of the events which happen in different places. The
range of the local crowd is set as 3 km.

We notice that the number of the sensing reports from
the center event is the largest, due to the high traffic density.
In contrast, the number of the sensing reports from the
northeast event is the smallest, due to the low traffic density.

The number of the sensing reports is changed at different
times during the whole day. In particular, the number of the
sensing reports from the center event between 2 am and 4
am is the smallest. The number of the sensing reports from
the southwest event between 2 am and 7 am is the smallest.
The number of the sensing reports from the northeast event
between 2 am and 5 am is the smallest.

The numbers of the sensing reports from the center event
at about 12 am and 5 pm are the largest. The number of the
sensing reports from the southwest event at about 1p is the
largest.The number of the sensing reports from the northeast
event at about 10 am is the largest. That is also caused by the
traffic density at different times.
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Figure 10: Ratio of the vehicles with the reports.

5.4. Ratio of the Vehicles with Reports. After generating a
report by a vehicle, this report will be disseminated in the
local crowd of this event. The ratio of the vehicles with the
reports is defined as the ratio of the number of vehicles which
has the reports to that of vehicles in the local crowd. We
evaluate the changes of the ratio of the vehicles with the
reports during 200 minutes after the first report is generated.
Figure 10 shows the results of the events which happen in
different places. The range of the local crowd is set as 3 km.
Initially, the ratio is the lowest, since only the first vehicle
in the local crowd has the report. We notice that with the
increasing time, the ratio is also increasing, because more
and more vehicles will receive the reports. The local crowd of
the center event has the highest ratio, due to the high traffic
density. In contrast, the local crowd of the northeast event has
the lowest ratio, due to the low traffic density. Because there
are some new vehicles without any reports moving into the
crowd, the ratio cannot reach 1.

5.5. Quality and Utility of Local Crowd. The quality of the
truth discovery at local crowd is evaluated by (8), which

compares the sensing data harvested by the local crowd with
those harvested by the remote cloud. We evaluate the quality
of the local crowd in different places, and the results are
shown in Figure 11. The parameter𝑄max is set by 1. The range
of the local crowd is set as 3 km. As in the aforementioned
introduction, the sensing data from the same event are
stochastic. In this simulation, the sensing data from the event
follow a Poisson distribution. At the beginning, the quality
is the lowest, since the vehicles in the local crowd have few
sensing reports. We notice that with the increasing time the
quality is also increasing, because the vehicles will receive
more and more sensing reports. Finally, the quality will be
approximated to 𝑄max. Among the three places, the local
crowd of the northeast event has the lowest quality, due to the
low traffic density. Moreover, we notice that, for center and
southwest regions, the quality of the local crowd is reaching
𝑄max after about 20 minutes. In Figure 10, we also notice
that, after about 20 minutes, the ratio of the vehicles with the
reports for center and southwest regions is about 90%.This is
because when the average number of the received reports in
the local crowd is close to the total number at remote cloud,
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Figure 11: Quality of the local crowd.

there is much less difference between the performances of the
local crowd and the remote cloud.

With the help of (10), we can find the optimal time with
the maximal utility by considering the requirements on the
data delivery delay and the quality of the truth discovery.
We evaluate the utility of the local crowd in different places
during the period of 10 minutes (𝑇max) from the beginning,
and the results are shown in Figure 12. The range of the local
crowd is set as 3 km. Among the three places, the local crowd
of the northeast event has the lowest utility, due to the low
traffic density. We notice that when the time is equal to 2
minutes, the query user has the maximal utility.

5.6. Average Delay of Disseminating the Reports. We define
the delay of disseminating a report from the time when the
report is generated to the time when its copy is received by
another vehicle. We evaluate the average delays of dissem-
inating the reports from the events at different places as a
function of different ranges of the local crowds from 1 km to
5 km. The lifetime of the report is 800 seconds, so the report

will be dropped by themobile device after that time. Figure 13
shows the average delays of disseminating the reports from
the events which happen in different places.

We find that the average delay of disseminating the
reports from the center event is the lowest, due to the high
traffic density. In contrast, the average delay of disseminating
the reports from the northeast event is the highest, due to the
low traffic density.

However, in the local crowd with the shortest range, the
average delay is high, because the number of the vehicles is
not enough to disseminate the reports. In the local crowdwith
the longest range, the average delay is also high, because of the
long distance among the vehicles.

6. Conclusion

In mobile crowdsensing system, the cloud (or back-end
server) harvests the crowdsensing data from the mobile
devices and then aggregates the data to the feedback results
for the querying users. Offloading the crowdsensing data
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Figure 12: Utility of the local crowd.

to the cloud has less cost and energy consumption than
the way of 3G/4G, but it has longer data delivery delay.
Compared with offloading data via WiFi APs, we investigate
the communication and sharing of crowdsensing data by
vehicles near the sensing event, termed as a local crowd. The
crowd-based approach has a lower delay than the offloading-
based approach, by considering the quality of truth discovery.
We define a utility function related to the crowdsensing
data shared by the local crowd, in order to quantify the
trade-off between the quality of the truth discovery and
the user satisfaction. Our extensional simulations verify the
effectiveness of our proposed schemes.

Notations

𝑟: Predefined range of the local crowd
𝑑: Delivery delay of a single sensing data
𝑡: Feedback delay for a querying user
𝑈(𝑡): Utility of the crowdsensing data in the local

crowd at time 𝑡
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Figure 13: Average delay in the local crowd.
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𝑆(𝑡): Satisfaction of feedback from the local crowd at
time 𝑡

𝑄(𝑡): Quality of the feedback results from the local
crowd at time 𝑡

𝑇max: The maximum delay tolerance of the user
𝑅(𝑡): The discrete probability distributions of the

crowdsensing data in the remote cloud at time 𝑡
𝐿(𝑡): The discrete probability distributions of the

crowdsensing data in the local crowd at time 𝑡
𝛿: Threshold of the utility
𝑄
𝐷
: Demand of the quality of the truth discovery.
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Mobile sensing has become a new style of applications and most of the smart devices are equipped with varieties of sensors
or functionalities to enhance sensing capabilities. Current sensing systems concentrate on how to enhance sensing capabilities;
however, the sensors or functionalities may lead to the leakage of users’ privacy. In this paper, we present WiPass, a way to leverage
the wireless hotspot functionality on the smart devices to snoop the unlock passwords/patterns without the support of additional
hardware. The attacker can “see” your unlock passwords/patterns even one meter away. WiPass leverages the impacts of finger
motions on the wireless signals during the unlocking period to analyze the passwords/patterns. To practically implement WiPass,
we are facing the difficult feature extraction and complex unlock passwords matching, making the analysis of the finger motions
challenging. To conquer the challenges, we use DCASW to extract feature and hierarchical DTW to do unlock passwordsmatching.
Besides, the combination of amplitude and phase information is used to accurately recognize the passwords/patterns.We implement
a prototype of WiPass and evaluate its performance under various environments. The experimental results show that WiPass
achieves the detection accuracy of 85.6% and 74.7% for passwords/patterns detection in LOS and in NLOS scenarios, respectively.

1. Introduction

With the boom of mobile smart devices, mobile sensing on
smart devices has become a new style of applications and
more andmore people rely on the smart devices since the rich
functionalities and enhanced computing power conveniently
provide intelligent service for peoples’ daily lives. Most of
the smart devices are equipped with a variety of sensors and
kinds of functionalities to enhance sensing capabilities, such
as detecting the vehicle steering maneuvers using gyroscope
and accelerometer [1]. However, current researches have paid
much attention on how to process the sensing data 4Vs
(Volume,Velocity,Variety,Veracity) to enhance sensing capa-
bilities; the security of mobile smart devices themselves has
not receivedmuch attention.The sensors or functionalities on
the smart devices may leak the users’ privacy, since the smart
devices are carrying much sensitive personal information,
such as personal photos, credit card numbers, and passwords.

Once the smart devices are attacked, the sensitive personal
information is prone to leak, bringing the privacy leakage and
even financial loss.

Previous studies have shown that the accelerometer and
gyroscope can track users [2], and the accelerometers on the
devices can recognize the unlock passwords of touch-enabled
screen devices [3]. However, previous sensor attacks against
unlock passwords [3–5] just aim at digital unlock passwords
and successfully decode the digital unlock passwords; for
graphical unlock passwords, as shown in Figure 1, it has not
been mentioned. Besides, it is known that the sensors on
the smart devices may lead to the leakage of users’ privacy;
however, can the functionalities of the smart devices leak the
users’ privacy?

In this paper, we presentWiPass, a snooping method that
does not require attacker close to the target or have control of
the device. Only the wireless hotspot functionality is used in
WiPass to recognize the graphical unlock passwords. WiPass
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Figure 1: Graphical unlock passwords in the screen of current smart
mobile devices.

can “see” your passwords/patterns through the impacts of
finger motions on wireless signals even in NLOS (Nonline of
Sight) scenarios.

Many existing works have already demonstrated the
feasibility of leveraging the impacts of body motions on
wireless signals to do localization [6], gesture recognition
[7, 8], and even keystroke detection [9, 10]. However, most
of existing methods are not suitable to recognize the unlock
passwords/patterns. Most existing recognition methods are
used in control systems.The user in a control system tends to
comply and performs predefined gestures near the devices.
However, in WiPass, the attacker cannot access the target
devices. The impacts of finger motions on wireless signals
from the devices not close to the target are not easy to extract
since the impacts are easily overwhelmed by the significant
noise.

The differences between attack and control systems bring
new challenges. First, it is nontrivial to extract the influenced
signal traces among the sampled sequence with intrinsic
noise. Second, recognizing the finger motions under the
serious noisy environment is challenging. Existing meth-
ods usually leverage the amplitude information which is
suspected to be corrupted under the noisy environments,
decreasing the detection accuracy significantly. Third, the
similarity of many unlock patterns significantly increases the
difficulty of accurate recognition.

To cope with those challenges, WiPass constructs finger
motion profiles for the influenced signal traces of different
unlock passwords. First, a common method to extract the
influenced signal traces is a sliding window. However, in
general, a threshold is needed for a sliding window and
the threshold is obtained through abundant experiments; it
will be time-consuming. Besides, there are lots of different
unlock passwords, different unlock passwords correspond to

different influenced signal traces, and different influenced
signal traces correspond to different amplitude information
of wireless signals; thus, different thresholds need to be set
for different unlock passwords. Thus, a new efficient method
needs to be considered to extract the influenced signal
traces. In this paper, DCASW (the difference of cumulative
amplitude of the sliding window) is used to extract the
influenced signal traces and the max value of the difference
can be seen as the beginning of the unlock passwords (where
the user starts to unlock the device).

Inspired by time-series data matching method, a well-
established technique—Dynamic Time Warping (DTW)—
is used to recognize the unlock passwords. However, there
are lots of unlock passwords; the matching will be time-
consuming and cost large computational overhead; thus, a
hierarchical approach is used to reduce time and computa-
tional overhead. Given that there are many similar graphical
unlock passwords and amplitude information is suspected to
be corrupted, phase information can be used with amplitude
information together to recognize the unlock passwords and
improve the recognition accuracy.

We implement a prototype of WiPass on commercial
wireless devices and evaluate its performance under various
environments. The experimental results show that, for those
unlock passwords with great difference, the recognition
accuracy can achieve 70% when using amplitude only. But
for those similar unlock passwords, the recognition accuracy
can only achieve 37%. The results also show that combining
the amplitude information and phase information together
can effectively improve the recognition accuracy of similar
unlock passwords to 58%. Besides, in LOS scenario, the
recognition accuracy of 25 tested graphical unlock passwords
can achieve 85.6% within three attempts and 74.7% in NLOS
scenario.

Contributions. This paper makes the following contributions:

(i) WiPass is an unlock passwords recognition system,
in which a mobile smart phone with wireless hotspot
functionality is used as a transmitter to transmit
wireless signals, and it exposes a serious threat for
mobile device users.

(ii) WiPass exploits the impacts of finger motions on
wireless signals to achieve unlock passwords recog-
nition. As a result, the design delivers 74.7% accuracy
even in NLOS scenario.

(iii) WiPass uses DCASW to extract the influenced traces
and the basic idea can be extended to other systems
when different thresholds are needed according to
different conditions.

(iv) WiPass also demonstrates the capability of dynamic
time warping to recognize the unlock passwords, and
a hierarchical approach is used to reduce the time and
computational overhead.

The rest of this paper is organized as follows. Sec-
tion 2 presents the related work about attack against unlock
passwords/patterns. Section 3 introduces the overview of
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the system, followed by designs in Section 4. Hierarchical
approach for unlock passwords recognition is presented in
Section 5. Implementation and microbenchmark are intro-
duced in Section 6 and evaluation of the recognition accuracy
is presented in Section 7. Section 8 discusses the defense
strategies; Section 9 introduces discussions and limitations.
Then conclusion is introduced in Section 10.

2. Related Work

Currently, attackers try to attack the unlock passwords to
obtain the users’ privacy, and there are four main ways that
the attackers usually use.

(1) Shoulder Surfing Attack. Mobile devices are often used
in public places where shoulder surfing attacks [11, 12] often
happen and the unlock passwords are easy to be obtained.
It is the most simple way to snoop the unlock passwords
and does not need any support of additional hardware.
However, shoulder surfing attack only can be done when the
attacker and the user are very close and the attacker looks
unsuspected. If the users are careful enough during unlocking
period, the shoulder surfing attack will not succeed.

(2) Finger Print Attack [13]/Smudge Attack [14]. In fingerprint
attack, fingerprint powder is needed to dust the touch
screen to reveal fingerprints left from tapping fingers and
then the fingerprints are sharpened to obtain the unlock
passwords [13]. In smudge attack, the attack is done under
a variety of lighting and camera conditions [14]. So, finger-
print attack/smudge attack needs the support of additional
hardware (e.g., fingerprint powder/camera). Zhang et al.
[13] also suggest that a randomized software keyboard is a
feasible solution to prevent the unlock passwords from being
obtained.

(3) Video Attack. Shukia et al. [15] introduce one kind of
side-channel attacks, and the attack can successfully decode
the passwords after several attempts. However, cameras are
needed to obtain a video and the success rate is related to the
camera configurations. Yue et al. [16] present another side-
channel attack, inwhichwebcamor a phone camera is needed
instead of a camera. They also design randomized virtual
keyboards to defeat the attacks.

(4) Sensors Attack. Sensors are exploited to infer touched
keys of touch-enabled screen devices, including orientation
sensor, accelerometer, and motion sensors [3–5]. They also
point out that the defense strategy is to force every application
to declare their intentionwhen accessing the sensors and then
inform users about dangerous combinations of permissions.

However, some of the defense strategies mentioned above
do not protect the devices completely. For example, the
randomized virtual keyboards mentioned above are only put
forward to defeat the attacks against digital unlock passwords,
and it cannot defeat the attacks against graphical unlock
passwords. Besides, most touch-enabled devices such as
smart phones have not implemented that functionality. For
the defense strategy that aims at sensors attack, it has not been

achieved in current touch-enabled screen devices because of
the friendly interactive interfaces and many other reasons.

The attack against unlock passwords using wireless sig-
nals is always neglected by people, and the attack is similar
to gesture recognition system based on wireless signals.
However, the attack is different from gesture recognition
system, because gesture recognition system [7, 17] can only
detectmore notablemotions because of the limited frequency
of the wireless transmission, and those tiny motions cannot
be detected. Besides, previous gesture recognition studies
used machine learning to recognize the gesture because of
the few number of gestures in the control system. However,
for unlock passwords, there are a large number of unlock
passwords and the influenced signal traces are also different
when different people unlock the same kind of devices
with the same unlock passwords. Given that, learning-
based approach is not appropriate for unlock passwords
recognition. This paper introduces an attack against unlock
passwords using wireless signals, which is immune to those
defense strategies. The attacker can turn on the wireless
hotspot functionality of their smart devices and the smart
devicewith hotspot functionality can be used as a transmitter;
once the signal reflections from the users’ finger motions
during the unlocking period are collected by an attacker, the
users’ unlock passwords will be leaked.

3. System Overview

WiPass is an unlock passwords recognition system that
enables mobile smart devices with wireless hotspot func-
tionality to “see” the unlock passwords if the influenced
signal traces from finger motions during unlocking period
are collected by attackers.

Following a common practice in gesture recognition
system, WiPass leverages a wireless transmitter to transmit
wireless signals. The difference of WiPass and gesture recog-
nition system is that the transmitter of WiPass is a smart
mobile device with wireless hotspot functionality instead of a
wireless router. InWiPass, one antenna is enough for receiver
to capture signal reflections, and current mobile devices with
two omnidirectional antennas can be used as the receiver.
Figure 2 illustrates the framework of WiPass. It consists of a
transmitter and a receiver. The transmitter transmits wireless
signals and the receiver extracts signal reflections from finger
motions.

To recognize an unlock password, at a high level WiPass
goes through the following steps:

(i) WiPass collects the signal reflection information
when there exists an unlock password.

(ii) WiPass removes the noise from the collected signal
reflection information using Symlet filter, and the
details are introduced in Section 4.2.

(iii) WiPass extracts the influenced signal traces from
the noise-removal signal reflection information using
DCASW, and the details are introduced in Section 4.3.

(iv) By comparing and matching the desired unlock
password’s finger motion profile with the reference
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Figure 2: The overview of WiPass.

unlock passwords’ finger motion profiles, as described
in Section 4.5, WiPass identifies the desired unlock
password.

In unlock passwords recognition, there are a large num-
ber of reference unlock passwords. It is difficult and time-
consuming to do unlock passwords matching using DTW, as
described in Section 4.5. In Section 5, we describe a hierar-
chical approach to recognize the desired unlock password.

The next few sections elaborate on the above steps,
providing the technical details.

4. Designs

4.1. Signal Collecting. In experiments, the data starts to be
collected before the user starts to unlock the device and ends
being collected after the user ends unlocking the device. The
purpose of such collection is that we need to make sure that
the collected data contains the influenced signal traces during
the unlocking period.What we have collected is a sequence of
CSI data and each CSI represents the phases and amplitudes
on a group of 30 OFDM subcarriers.

4.2. Noise Removal. After obtaining the signal, noise needs to
be removed from obtained signal, because when the signal is
collected, it is unavoidable that the noise in the environment
is also collected. For example, additive white Gaussian noise
is common in the environment, and the collected signal
always contains such noise. In this paper, discrete wavelet
decomposition is used to remove noise from obtained signals
[18]. Using wavelet decomposition has the following twofold
advantages:

(1) It facilitates signal analysis on both time and fre-
quency domain. This attribute can be leveraged in
WiPass for analysing the finger motions in varied
frequency domains. It can also help WiPass locate
the start time for finger motions when one unlock
password happens.

(2) It achieves fine-grained multiscale analysis. In
WiPass, the finger motions share a lot in common
when the unlock passwords of touch-enabled screen
devices are similar, such as the “𝑍” in the top left
corner and the “𝑍” in the bottom right corner, and it
makes them difficult to be distinguished. By applying
discrete wavelet packet transform to the original
signals 𝑦

𝑖
that contains noise, the tiny differences can

be figured out among the similar unlock passwords.

The steps of noise removal using discrete wavelet decom-
position are usually as follows.

4.2.1. Forward Wavelet Transform. Generally, a discrete sig-
nal 𝑓[𝑛] is approximated by the following equation [18]:

𝑓 [𝑛] =
1
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where 𝑓[𝑛] represents the original discrete signals, and it is
defined in [0,𝑀−1]while there are totally𝑀 points. 𝜙

𝑗0 ,𝑘
[𝑛]

and 𝜓
𝑗,𝑘
[𝑛] are both discrete functions, which are defined

in [0,𝑀 − 1], and they are called wavelet basis. In general,
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are chosen to
be orthogonal to each other in order to obtain the wavelet
coefficients conveniently in the decomposition process.

During the decomposition process, first the original
signals are divided into approximation coefficients (i.e.,
𝑊
𝜙
[𝑗
0
, 𝑘]) and detail coefficients (i.e., 𝑊

𝜓
[𝑗, 𝑘]). Then the

approximation coefficients and detail coefficients are both
iteratively divided into approximation coefficients and detail
coefficients, just as the strategy in the division.The division is
an iterative step and the times of iteration depend on the level
of decomposition, as shown in Figure 3. The approximation
coefficients𝑊

𝜙
[𝑗
0
, 𝑘] and detail coefficients𝑊

𝜓
[𝑗, 𝑘] in each

level can be computed as the following equationswhen 𝑗 ≥ 𝑗
0
:

𝑊
𝜙
[𝑗
0
, 𝑘] =
1

√𝑀
∑

𝑛

𝑓 [𝑛] 𝜙𝑗0 ,𝑘
[𝑛] ,

𝑊
𝜓
[𝑗, 𝑘] =

1

√𝑀
∑

𝑛

𝑓 [𝑛] 𝜓𝑗,𝑘 [𝑛] .

(2)

Given the distortion of signals, we apply a two-level decom-
position in this paper.

4.2.2. Threshold Quantification. The threshold plays a very
important role in denosing process. A small threshold value
will still retain the noisy coefficients while a large threshold
value will lose the coefficients that may contain the useful
information of the influenced signals. There are two types
of threshold, and they are separately soft threshold and hard
threshold. For hard threshold, set the smaller coefficients to
zero while keeping the larger coefficients. For soft threshold,
set the smaller coefficients to zero while shrinking the large
coefficients towards zero. Based on that and the effectiveness
and simplicity of soft threshold and its frequency of use in
literature [19, 20], soft threshold is used in this paper.

4.2.3. Inverse Wavelet Transform. Through the above two
steps, the original signals experience 𝑛-level decomposition,
and the numbers of approximation coefficients and detail
coefficients are both 2𝑛−1, so the next step is using the
coefficients to reconstruct the signal to achieve noise removal.

However, the reconstruction efficiency relies on the selec-
tion of wavelet basis. There are 15 kinds of wavelet basis that
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Figure 3: An example of 3-level discrete wavelet packet decom-
position, where in the figure cA and cD separately represent the
approximation coefficients and detail coefficients.
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Figure 4:The comparison between original signals and signals after
noise removal.

Matlab can support and the most commonly used are the
three following families: Daubechies, Coiflets, and Symlets
[20]. An ideal wavelet basis should contain the following fea-
tures: orthogonality, short support, symmetry, smoothness,
and high order of vanishing matrix [21]. However, Symlet is
an improvement of Daubechies, and the symmetry of Coiflets
is higher than that of Daubechies. So Symlets or Coiflets can
be used to achieve noise removal, but which kind of wavelet
basis is better? Actually, after the wavelet transform, what we
have obtained are the coefficients and the coefficients reflect
the main information of original signal, so when the signal
that is reconstructed by coefficients is more similar to the
original signal, the reconstructed signals will not lose useful
information of the original signal. Compared with Symlets
andCoiflets, the constructed signal of Symlets ismore similar
to the original signal; besides Wang et al. [18] and Chavan
et al. [22] also use Symlets to achieve noise removal. Thus,
in this paper, a two-level Symlets wavelet filter is applied to
remove noise and the signal after noise removal is as shown
in Figure 4.

4.3. Feature Extraction. Feature extraction is important for
finger motion profile construction. In this paper, we define
the influenced signal traces as features, and thus the features
just reflect the unlock passwords. If the extracted features
are too little, the extracted features will not fully reflect the
unlock passwords, and if the extracted features are too many,
redundant information about the signal will be stored and
that will lead to a waste of the space and large computational

overhead. So how can we automatically extract the features
and the extracted features just reflect the unlock passwords?

Inspired by the sliding window feature extraction [23], the
cumulative amplitude of the sliding window can be used to
extract the features. However, for the cumulative amplitude
of the sliding window, the features are usually extracted
according to thresholds and the thresholds are generally
obtained after many attempts in actual experiments, the
process is time-consuming. Besides, there are many unlock
passwords for touch-enabled screen devices and the impacts
of finger motions on wireless signals for different unlock
passwords are different; thus, for different unlock passwords,
different thresholds need to be set to extract features. Thus,
a new efficient method to extract features is needed to be
considered.

In this paper, difference of the cumulative amplitude
of the sliding window (DCASW) is used to extract the
feature. DCASWneeds no threshold; thus, it reduces the time
overhead. The accumulated amplitude of the sliding window
can be calculated by the following equation:

𝐹
𝑖
=
Sum𝑖 − Sum𝑖−𝜏

 , (3)

where 𝜏 is the size of the sliding window and Sum
𝑖
is the

cumulative amplitude of the sliding window, which can be
computed as follows:

Sum
𝑖
= Sum

𝑖−1
+ 𝐴
𝑖
;

Sum
0
= 0,

Sum
1
= 𝐴
1
,

(4)

where 𝐴
𝑖
represents the amplitude of 𝑖th received packets.

Then the difference of cumulative amplitude of the sliding
window is computed to extract the feature, and the compu-
tation is as follows:

𝐷
𝑖
= 𝐹
𝑖
− 𝐹
𝑖−1
. (5)

The max value of the difference can be seen as the
beginning of the unlock passwords (where the user starts
to unlock the device). That is because when the unlock
password begins, the signals begin to fluctuate while the
signals keep stable when there is no unlock password, as
shown in Figure 4. So the max value of the difference can
be thought to be the beginning of the unlock passwords.
When the unlock passwords end, the signal will return to
keep stable, and the min value of the difference that occurs
after the max value can be thought to be the ending of the
unlock passwords. The result of the feature extraction using
DCASW is shown in Figure 5.

4.4. Finger Motion Profile Construction. After removing the
noise from the collected original signals and extracting
features, what we have obtained is a sequence of cleaned CSIs.
Each CSI represents the phases and amplitudes on a group
of 30 OFDM subcarriers. Since the noise has been removed
from the signals, there would be little dramatic fluctuation
caused by interference or noise [24]. Thus, the cleaned CSIs



6 Mobile Information Systems

6
7
8
9

Si
gn

al
am

pl
itu

de
Signal after noise removal

400350150 200 250 30050 450 5001000
The number of received packets

220 225 230 235 240 245 250
The number of received packets

6
7
8
9

Si
gn

al
am

pl
itu

de

Signal after noise removal and feature extraction

Figure 5: The comparison between signals after noise removal and
signals after noise removal and feature extraction.

can represent the influenced signal traces caused by finger
motions (features), and we define the cleaned CSIs as a finger
motion profile.

4.5. Unlock Passwords Recognition. After building the finger
motion profiles, the next work is how can we recognize the
different finger motion profiles and further recognize the
unlock passwords. Having recognized the similarity between
time-series datamatching and unlock passwords recognition,
we borrow the technique dynamic timewarping (DTW) from
time-series datamatching to recognize the unlock passwords.

Dynamic time warping is widely used in time-series data
matching, and it is used to quantify the similarity of two
time-series data sets. However, our work is quantifying the
similarity of two signals; they have something in common.
Besides, Rath and Manmatha [25] exploit the potentiality
of dynamic time warping to match word image, Wang and
Katabi [26] evaluate the similarity between the multipath
profiles of the desired tag and the multipath profiles of the
reference tags by using dynamic time warping, and many
others [18] also leverage dynamic time warping to achieve the
evaluation of similarity between two series. Thus, we can use
dynamic time warping to quantify the similarity between the
signals of two different unlock passwords.

The input of DTW is two signals, one is reference signal
and another is desired signal, and the output of DTW is a
calculated distance. When given a desired signal, what we
want to know is which reference signal is the most similar
to the desired signal. The only measurement index is the
calculated distance, and the reference signal whose calculated
distance with desired signal is the minimum can be thought
to be the most similar to the desired signal [27, 28].

5. Hierarchical Approach for Unlock
Passwords Recognition

After computing the distances between the desired signals
and reference signals, WiPass will identify the unlock pass-
words. However, there exist plenty of reference signals.When
the distances are computed between desired signal and all
those reference signals, that will cost a lot of time and
computational complexity will be high. Hence, in order to
keep the cost and computational complexity low, WiPass

recognizes the unlock passwords hierarchically using the
protocol below.

Protocol. In stage 1, several finger motion profiles of each type
of unlock passwords are chosen as the reference signals.Then
DTW will compute the distances between the desired signal
and reference signals. In the computed distances, there will
exist a type of the unlock passwords whose distance is much
smaller than other types, and the desired unlock password is
thought to belong to that type.

In stage 2, the unlock passwords with similar shape can
be thought to belong to one kind, and the different kinds of
unlock passwords are chosen as the reference signals. Similar
to stage 1, the unlock passwords will belong to one kind of the
unlock passwords with similar shape.

In stage 3, the unlock passwords will be matched with
the kind of unlock passwords and finally the desired unlock
password will be recognized.

Computational Complexity. The complexity of WiPass comes
from the number of the reference signals and the length of
the features of desired signals and reference signals. Let 𝑁
be the total number of reference signals, let 𝐿

1
be the length

of the feature of desired signals, and let 𝐿
2
be the length

of the feature of the reference signals. Thus, recognizing the
desired unlock password has a complexity of 𝑂(𝑁𝐿

1
𝐿
2
).

Using hierarchical approach can reduce the complexity to
𝑂(𝑛𝐿
1
𝐿
2
), where 𝑛 is total number of reference signals that

are matched with the desired signal, and 𝑛 ≪ 𝑁.
The runtime of unlock passwords matching is 37.131518

seconds when the system computes the calculated distances
between one desired unlock password and 25 reference
unlock passwords (the length of the unlock passwords is
more than 300 packets). The runtime of unlock passwords
matching is 9.668004 seconds when the system computes the
calculated distances between one desired unlock password
and 5 reference unlock passwords (the length of the unlock
passwords is more than 300 packets). The runtime of finger
motion profilematching is 0.243151 seconds when the system
computes the calculated distances between one desired finger
motion profile and 5 reference finger motion profiles (the
lengths of the finger motion profiles are 60 packets). The
experiments are done using MATLAB R2012b on a 64-bit
machine with Intel Core i3-4150 Quad-Core processor and
8G memory. The actual runtime experiments demonstrate
that the complexity of WiPass is positively correlated to the
number of the reference signals and the length of the features.

6. Implementation and Microbenchmark

We implement WiPass on current mobile smart devices with
the wireless hotspot functionality and evaluate its perfor-
mance in typical indoor scenarios.

6.1. Hardware and Scenarios. A smart device with wireless
hotspot functionality is used as the transmitter (IPhone 6
plus), and a desktop equipped with Intel 5300 NIC (Network
Interface Controller) is used as the receiver. The transmitter
operates in IEEE 802.11n.The receiver has 3working antennas
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Figure 6: Experiment scenarios.

and the firmware is modified to report CSIs to upper layers.
During the measurement, the receiver continuously pings
packets from the smart devices at the rate of 5 packets per
second. The collected CSIs are stored and processed at the
receiver.The tested mobile phone is SAMSUNGGalaxy Note
3.

The experiments are conducted in a typical indoor office
whose area is 3.6m × 6.6m. To evaluate WiPass’s perfor-
mance, the experiments are done in two scenarios, LOS
scenario and NLOS scenario.

LOS Scenario: Line of Sight. The target person is just on the
straight line between transmitter and receiver and is within
the radio range of the transmitter, as shown in Figure 6(a).

NLOS Scenario: Nonline of Sight. The target person is not on
the straight line between transmitter and receiver but also
is within the radio range of the transmitter, as shown in
Figure 6(b).

6.2. Unlock Passwords Vocabulary. The unlock passwords
are divided into four types, some of each type of unlock
passwords are chosen as the tested unlock passwords, and 25
unlock passwords are chosen randomly as the tested unlock
passwords. All the tested graphical unlock passwords can be
divided into four types, and one type of the unlock passwords
is that there is no inflection points in the unlock passwords,
one is one inflection point in the unlock passwords, one is two
inflection points in the unlock passwords, and the last is three
or more than three inflection points in the unlock passwords.
As shown in Figure 7, unlock passwords pattern 1, pattern 2,
and pattern 3 can be thought to be the first type of unlock
passwords, and unlock passwords pattern 4 and pattern 5 can
be thought to be the second type, unlock passwords pattern
10 and pattern 11 can be thought to be the third type, and
unlock passwords pattern 23, pattern 24, and pattern 25 can

1 2 3 4 5

6 7 8 9 10

11 12 13 14 15

16 17 18 19 20

21 22 23 24 25

Figure 7: 25 tested unlock passwords in the experiment.

be thought to be the last type. In the second type, there are
three kinds of unlock passwords, pattern 4 to pattern 7 belong
to the first kind, pattern 8 and pattern 9 belong to the second
kind, and pattern 17 and pattern 18 belong to the third kind.
The first three types of unlock passwords can be thought to
be simple unlock passwords, and the last can be thought to
be complex unlock passwords.

The lengths of extracted features (the number of received
packets for the influenced signal traces) of different types
of unlock passwords are different, since the time spent on
unlocking for simple unlock passwords and complex unlock
passwords is different when the same group of persons
unlock the same-size touch-enabled devices. The impacts
of finger motions of different kinds of unlock passwords
are also different; thus, the hierarchical approach is feasible
theoretically.

6.3. Microbenchmark Experiment. We start with a micro-
benchmark experiment to provide insights into the working
of WiPass. In order to better understand how unlock pass-
words influence the wireless signals, we conduct a simple
experiment of two different unlock passwords. The exper-
iments are conducted in the conditions that there are no
surrounding people in the environment and the user does not
move while unlocking the devices.

Figure 8 shows the signals under different conditions
for two different graphical unlock passwords when the
transmitter is current smart mobile phone with wireless
hotspot functionality. As Figure 8 shows, the impacts of
finger motions of different unlock passwords on wireless
signals are different. When there is no surrounding people
in the environment and there exist no unlock passwords, the
collected signals keep relatively stable. When the user starts
to unlock the device, the collected signals will fluctuate, and
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(a) Graphical unlock password pattern 25
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(b) Graphical unlock password pattern 5

Figure 8: Microbenchmark experiments of two different unlock passwords.

when the user ends unlocking the device, the signals will
return to be relatively stable. Thus, the unlock passwords can
be recognized.

6.3.1. Recognition among Unlock Passwords with Great Dif-
ference. We can see from Figure 8 that, after noise removal
and feature chosen, the signals are different in amplitude. In
Figure 8(a), after noise removal and feature chosen, the signal
amplitude of the unlock password pattern 25 is between 8
and 12 while, in Figure 8(b), the signal amplitude of unlock
password pattern 5 is between 14 and 18. Besides, when
there exists great difference among the unlock passwords,
the lengths of the features of unlock passwords are different.
For example, in Figure 8(a), the length of the feature of
unlock password pattern 25 is 75 while the length of the
feature of unlock password pattern 5 is 50.That is because, for
different types of unlock passwords, the spent time is usually
different, and, after noise removal and feature chosen, the
lengths of the features are different, as shown in Figure 8.
Thus, using the signal amplitude and the length of the feature
can distinguish the unlock passwords with great difference.
In addition, there is another information that can be obtained
from CSIs except amplitude and it is phase. Using phase can
also recognize the unlock passwords with great difference
successfully. Figure 9 can demonstrate it. Figures 9(a) and
9(b) separately represent the relationships between amplitude
and phase of two different unlock passwords with great
difference. We can see from Figure 9 that the relationships
between phase and amplitude are different no matter what
in terms of one antenna or in terms of three antennas. So,
for those unlock passwords with great difference, the unlock
passwords can be recognized using amplitude and the length
of features or using amplitude, phase, and the length of
features.

6.3.2. Recognition among Similar Unlock Passwords. For
those graphical unlock passwords with great difference, the
representations of signals are different in amplitude in time
domain, as shown in Figure 8. However, for those similar
unlock passwords, such as unlock passwords pattern 11,
pattern 12, pattern 13, and pattern 14, the representations
of signals are similar in amplitude in time domain and
the lengths of the features are also the same. Besides, the
relationships between amplitude and phase are also similar,
as shown in Figure 10. Figures 10(a) and 10(b) represent
separately the relationships between amplitude and phase
of unlock passwords pattern 11 and pattern 13. We can see
from Figure 10 that, for those similar unlock passwords, the
relationships between amplitude and phase are also similar
no matter what in view of one antenna or three antennas. So
how can we recognize those similar unlock passwords? It is
known that phase is another information that can be obtained
from CSIs, and it can be expressed in time domain, as shown
in Figure 11. We can see from Figure 11 that the phases
of pattern 11 and pattern 13 are different in time domain
no matter what in view of one antenna or three antennas.
Thus, for those similar unlock passwords, when their signal
amplitudes are similar, the lengths of features are the same,
and the relationships between amplitude and phase are also
similar, the phase information can be used to recognize the
unlock passwords successfully. So, in this paper, amplitude
and phase are used together to recognize the similar unlock
passwords.

7. Evaluation

In this section, the recognition accuracy of graphical unlock
passwords when using amplitude only and using amplitude
and phase together is computed. This section also compared
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(b) Graphical unlock password pattern 5

Figure 9: Comparison of the relationships between phase and amplitude of two graphical unlock passwords with great difference after noise
removal and feature chosen.

the complexity of feature chosen when using AP (Access
Point) as the transmitter and when using a smart mobile
phone with wireless hotspot functionality as the transmitter.

7.1. Wireless Device Diversity: Router versus Smart Phones.
We can see from Figure 12 that when the transmitter is TP-
Link wireless router and there exist no unlock passwords,
the signals after noise removal keep stable, as shown in
Figure 12, when the number of received packets is between
0 and 160. However, when the transmitter is the smart phone
with the wireless hotspot functionality, the signals after noise
removal just keep relatively stable, as shown in Figure 8.
That is because, for TP-Link wireless router, there is only
one kind of antenna, and it is WiFi antenna and it is used
to transmit the wireless signals while, for smart phones
with the wireless hotspot functionality, there are also other
antennas besides WLAN antenna, such as communication
antenna, GPS antenna, Bluetooth antenna, andNFC antenna.
When there exist no unlock passwords and the environment
is stable, there is no other interferences that influence the
signals; thus, the signals after noise removal keep stable
when the transmitter is TP-Link wireless router, while when
the transmitter is the smart phone with wireless hotspot
functionality, there will exist other interferences coming from
other antennas that influence the signals; thus, the signals

after noise removal just keep relatively stable. Thus, when
the transmitter is TP-Link wireless router, the feature chosen
is easier than when the transmitter is a smart phone with
wireless hotspot functionality. In this paper, the smart phone
with wireless hotspot functionality is used as the transmitter
just because, for those places where there does not exist a
wireless router (e.g., in the bus), the attack against unlock
passwords cannot occur; however, it should be a warning for
mobile phone user that the attack can occurwhen the attacker
has a smart mobile phone with wireless hotspot functionality
regardless of the place where the attacker is.

7.2. Graphical Unlock Password Accuracy. In this section, the
accuracy of graphical unlock passwords is tested. In order
to test the accuracy of similar unlock passwords, some of
the unlock passwords of each type are tested. As shown in
Figure 7, 25 unlock passwords are tested and each unlock
password is tested 20 times.

7.2.1. Recognition Using Amplitude Only. For those unlock
passwords with great difference, the lengths of features and
the amplitude of the signals are usually different; thus, using
amplitude can recognize the unlock passwords successfully.
In order to demonstrate it, 6 unlock passwords are chosen as
the tested unlock passwords, and they are separately unlock
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(b) Graphical unlock password pattern 13

Figure 10: Comparison of the relationships between phase and amplitude of two similar graphical unlock passwords after noise removal and
feature chosen.

passwords pattern 2, pattern 5, pattern 9, pattern 10, pattern
21, and pattern 23. The results are shown in Figure 13.
We can see from Figure 13 that the recognition accuracy
can achieve 60% at least, and the recognition accuracy is
between 60% and 80%. The average recognition accuracy
of the six unlock passwords is 70%; thus, for those unlock
passwords with great difference, using amplitude only can
recognize the unlock passwords. However, for those similar
unlock passwords, using amplitude only cannot recognize
the unlock passwords successfully. To further demonstrate it,
three groups of similar unlock passwords are tested, and one
group is unlock passwords pattern 4, pattern 5, pattern 6, and
pattern 7, one group is unlock passwords pattern 10, pattern
11, pattern 12, pattern 13, and pattern 14, and the last group
is unlock passwords pattern 19, pattern 20, pattern 21, and
pattern 22. The results of recognition accuracy are shown in
Figure 14. As shown in Figure 14, the recognition accuracy
is low and most of the accuracy are between 20% and 50%,
except pattern 10 and pattern 21. The average recognition
accuracy of the three groups of similar unlock passwords
is 37%. Thus, using amplitude only cannot recognize those
similar graphical unlock passwords successfully.

7.2.2. Recognition Using Amplitude and Phase. We know
from Figure 14 and the analysis of Section 6.3.2 that when

amplitude cannot recognize the similar unlock passwords
successfully, phase information can help to distinguish them.
To demonstrate it, the amplitude information and phase
information of the three groups of similar unlock passwords
are leveraged together to recognize them. The results are
shown in Figure 15. Comparing with Figure 14, we know
that the recognition accuracy improved significantly and
the average recognition accuracy can achieve 58%. Thus,
amplitude information and phase information can be used
together to improve the recognition accuracy of similar
graphical unlock passwords.

Figure 16 shows the results of recognizing the 25 tested
unlock passwords with one attempt. We can see from Fig-
ure 16 that the recognition accuracy of most unlock pass-
words is above 60%, and the average recognition accuracy can
achieve 66%. However, because DTW computes distances
between the desired unlock password and reference unlock
passwords and if the computed minimum distance is not
matched with the desired unlock passwords, the unlock pass-
words can be matched with the second minimum distance,
third minimum distance. That means we can try to unlock
the device with two attempts or with three attempts. After
three attempts or less than three attempts, the recognition
accuracy of most unlock passwords can achieve above 80%,
and the average accuracy is 85.6%, as shown in Figure 17.
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Figure 11: The comparison of phase after noise removal and feature
chosen between the graphical unlock password pattern 11 and
graphical unlock password pattern 13.
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Figure 12:The signals of graphical unlock password pattern 5 when
the transmitter is TL-WR740N wireless router.

In Figures 16 and 17, the successful recognition accuracy of
similar unlock passwords is relatively low; for example, the
successful recognition accuracy of unlock passwords pattern
11, pattern 12, and pattern 13 in Figure 16 are just separately
40%, 30%, and 40%.However, after several attempts of similar
unlock passwords, the accuracy will be improved and, after
enough attempts of similar unlock passwords, the desired
unlock password will be recognized.

7.2.3. Recognition in NLOS Scenario. The above experiments
are done in LOS scenario. In most cases, the attack occurs
in NLOS scenario; thus, the recognition accuracy in NLOS
scenario is also needed to be considered. Figure 18 shows the
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Figure 13:The accuracy of 6 tested graphical unlock passwords with
great difference when amplitude is used only.
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Figure 14: The accuracy of 13 tested similar graphical unlock
passwords when amplitude is used only.

recognition results of 25 tested graphical unlock passwords
within three attempts in NLOS scenario. We can see from
Figure 18 that most of recognition accuracy of 25 tested
graphical unlock passwords is between 50% and 80% and
the average recognition accuracy can achieve 74.7%. Thus,
in NLOS scenario, the unlock passwords can be recognized
successfully within three attempts. Comparing the recogni-
tion accuracy in LOS scenario with that in NLOS scenario,
the recognition accuracy in NLOS scenario is lower than that
in LOS scenario.That is because, inNLOS scenario, the signal
reflections from finger motions are weaker than that in LOS
scenario; thus, the accuracy is lower in NLOS scenario than
that in LOS scenario.

8. Defense Strategies

Unlock passwords are vulnerable to various attacks, including
the attack using wireless signals. In this section, we discuss a
few strategies to improve the security and protect the privacy
of touch-enabled screen device users.

A few strategies are available to mitigate video attack,
sensors attack, and the attack using wireless signals for
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Figure 15: The accuracy of 13 tested similar graphical unlock
passwords when amplitude and phase are used.
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Figure 16: The accuracy of 25 tested graphical unlock passwords
when amplitude and phase are used.

touch-enabled screen devices without modifying the devices.
The first one is setting complex passwords. Setting complex
unlock passwords can defeat the attacks to some extent;
however, if the complex unlock passwords are common and
it can be thought of by the attacker in advance, the unlock
passwords will be decoded. Besides, setting complex unlock
passwords is inconvenient for users, especially for those who
input passwords frequently.

Another defense strategy is that in public places, espe-
cially when there are persons near to you, we try not to unlock
the devices so that the unlock passwords cannot be obtained
by the attacker to the maximum possible extent. However,
it is very troublesome for people, because people need to be
careful when there are people near to them.

Onemore defense strategy is unlocking the smart devices
using fingerprints, and it is the most safe unlocking. Current
touch-enabled screen devices should go ahead for that finger-
prints unlocking direction.

9. Discussions and Limitations

In this section, we discuss the limitations of our implementa-
tion.
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Figure 17: The accuracy of 25 tested graphical unlock passwords
within three attempts when amplitude and phase are used.
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Figure 18: The accuracy of 25 tested graphical unlock passwords
within three attempts in NLOS scenario.

(1) User Movement. In this paper, the unlock passwords can
be recognized when the target person does not move. It is
possible that the person unlocks the device while walking.
However, the device-free localization techniques [29] can
achieve real-time tracking, so combiningwithWiPass, we can
achieve the recognition of unlock passwords when the target
person moves.

(2) Impact of Surroundings. Movements of surrounding peo-
ple sometimes can reflect the wireless signals more signifi-
cantly than finger motions do. In this paper, we assume that
there are no surrounding moving people when the target
person is unlocking the devices. It is possible that there are
no surrounding moving people in a silent coffee shop or
library. However, there will always exist surrounding moving
people inmost public places, and that can be solved byMIMO
technique [30]. Then MIMO beamforming will be leveraged
to focus on the targets’ fingers to reduce irrelevant multipath
effects.

(3) Devices Diversity. There are many kinds of smart touch-
enabled screen devices. For each kind of touch-enabled
screen devices, the size of touch screen is different; thus, the
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positions of each keypads are different. In this paper, just
one kind of mobile phone is tested to demonstrate that the
unlock passwords can be recognized using wireless signals
and, in future work, more experiments on other kinds of
smart devices will be conducted and the similar smart devices
can be classified into one group (the size of touch screen and
the positions of keypads are the same) to recognize the unlock
passwords in order to be time-saving and labor-saving.

(4)TheDiversity of Unlocking Speeds. For different people, the
unlocking speeds are different.There are four user groups for
smart devices, and one is teenager, one is the young, one is
the middle-aged, and the last is the old. However, the young
is the main user group and, in this paper, the experiments
are conducted with the young people.The future work of this
paperwill analyse the impacts of fingermotions on the signals
when the unlocking speeds are different and the unlocking
passwords of different speeds can be classified into different
groups.

(5) The Size of Patterns. There are a great number of different
unlock passwords. In this paper, only 25 patterns are con-
sidered to demonstrate that your unlock passwords can be
leaked through wireless hotspot functionality. It should be a
warning for current mobile device users. When the desired
unlock passwords are not in the 25 patterns, the desired
unlock passwords will not be recognized successfully. How-
ever, the performance can be improved by a continuously
learning-based approach, where the model keeps evolving
using examples collected in the end-users environments, and
when a user unlocks the device using the unknown unlock
passwords, the unknown unlock passwords will be put into
the size of patterns. That will be a continuous process to
enlarge the size of patterns and improve the recognition
accuracy.

10. Conclusion

This paper presents WiPass, a novel system that enables
wireless signals, which are transmitted by a smart device with
wireless hotspot functionality, to “see” the unlock passwords.
WiPass is easily implemented by current smart devices and
does not need any support of additional hardware. To achieve
the unlock passwords recognition, WiPass first removes the
noise from collected signals using a two-level Symlet filter
and then uses DCASW (the difference of the cumulative
amplitude of the sliding window) to extract the features to
build the finger motion profiles and then uses a hierarchi-
cal dynamic time warping (DTW) approach to recognize
the unlock passwords. The experiment results demonstrate
that WiPass can achieve recognition accuracy of 85.6% for
graphical unlock passwords in line of sight (LOS), 74.7% in
nonline of sight (NLOS). The results also demonstrate that
the recognition accuracy can be improved by using amplitude
information and phase information together and by adding
the times of attempts. We believe that this paper exposes
a serious threat for current touch-enabled screen devices
users, and such attack can happen in public places where the
attacker looks unsuspected.
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The explosive use of smart devices enabled the emergence of collective resource sharing among mobile individuals. Mobile users
need to cooperate with each other to improve the whole network’s quality of service. By modeling the cooperative behaviors in
a mobile crowd into an evolutionary Prisoner’s dilemma game, we investigate the relationships between cooperation rate and
some main influence factors, including crowd density, communication range, temptation to defect, and mobility attributes. Using
evolutionary game theory, our analysis on the cooperative behaviors of mobile takes a deep insight into the cooperation promotion
in a dynamical network with selfish autonomous users. The experiment results show that mobile user’s features, including speed,
moving probability, and reaction radius, have an obvious influence on the formation of a cooperative mobile social network. We
also found some optimal status when the crowd’s cooperation rate reaches the best. These findings are important if we want to
establish a mobile social network with a good performance.

1. Introduction

With the rapid development of wireless communication
technology, communications between smart devices (such
as smart phones, Pads, wearable devices, and smart vehi-
cles) for information dissemination and network resource
sharing are becoming more and more common. Numerous
researches have been done to solve the design challenges
of wireless device-to-device (D2D) communication. Many
new approaches have been proposed to make the forma-
tion of D2D communication networks possible [1–4]. As
an emerging and innovative technology in next-generation
cellular networks, LTE-A is capable of making the most of
topology in networking its nodes. It enables wireless nodes to
communicate directly with each other without support from
the network infrastructure. Another enabling technology is
WiFi direct, which supports devices to connect with each
other for file transfer without requiring a wireless access
point. Both of LTE-A and WiFi direct technologies make
geography-aware information sharing and collaborative task
solving within a crowd easier in our daily life.

The handheld smart devices connect with each other
via direct wireless D2D communication when they come

across and develop the whole crowd into a self-organized
network.We call such networkmobile crowd network (MCN).
In general, there is no central control mechanism to manage
the communications between nodes in MCNs. Each node
decides to participate in or get out of the network indepen-
dently by itself. A node shares its resources and cooperates
with other nodes voluntarily when it is in the network.
Communication links between nodes are usually tempo-
ral and volatile due to nodes’ movement. Nodes’ mobility
attributes (including moving probability, velocity, direction,
and trajectory) are hard to predict; that is, the topology of a
MCN is fully dynamic.

With resource sharing and cooperation between nodes,
MCN brings us higher network coverage and bigger network
capacity [1, 2]. MCN also allows its nodes to experience addi-
tional benefits in terms of smaller communication latency,
increased data rate, and reduced energy consumption under
well-designed cooperation and incentive mechanism [5].
Furthermore, MCN provides a new paradigm of mobile
crowd applications, such as community dynamics moni-
toring in public safety, traffic monitoring and planning in
cities, geography-aware and participatory data collection in
environment and weather sensing, and other collaborative
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complex task solving on mobile crowd, also known as mobile
crowdsensing/crowdsourcing.

D2D Communications in MCNs can be treated as a type
of cooperation behavior between nodes that are willing to
transport or relay data for the nodes around them by some
types of interdependency and reciprocity. It is the collabo-
rative communications that significantly improve the whole
network quality and throughput capacity [6]. However, there
are some obstacles in promoting the cooperation behaviors
that can improve the network performance of MCNs.

First, the MCN is a type of fully distributed and self-
organized wireless network. In MCNs, unlike wireless ad
hoc networks and wireless sensor networks, there are no
network operators or coordinator nodes that work on the
whole network level, have rich information of the whole net-
work, and take charge of network performance management.
Therefore, it is hard to design and deploy a centralized control
mechanism for improving the collaborative communications
in MCNs.

Second, most nodes are usually handheld smart devices.
The resource sharing at application level or system level
may be turned on/off any time anywhere by the device
holders. The collaborative communications between these
autonomous nodes fully depend on human-centric commu-
nication will. Due to the fact that all the mobile devices
are carried by different people who are irrelevant, a natural
problem is whether the device holders are willing to coop-
erate when they communicate with their neighbors. As we
know, altruistic behaviors in D2D communications, that is,
sharing one’s own resources with others, induce extra energy
consumption and utility loss in storage, computing, and com-
munication.Therefore, it is reasonable that MCN nodes tend
to make selfish decisions without effective incentive mecha-
nisms; that is, they do not share their resources with others.
Selfish behaviors will destroy the attempt of cooperation
promotion in MCNs. Therefore, the incentive mechanisms
designed for data-centric self-organized networks, such as
mobile ad hoc networks and vehicular networks, can not
work effectively in the participatory human-centric networks
like MCNs, due to possible frequent human intervention.

Third, mobility attributes of nodes, such as moving
possibility, velocity, and direction, also substantially affect
the cooperation between nodes. Mobility attributes affect
the meeting possibility and communication connectivity
between nodes. Ephemeral linkages between nodes make the
topology of a MCN highly variable. Thus, topology-based
incentivemechanisms can not be directly used to promote the
cooperation inMCNs, such as tit-for-tat, reputation schemes,
and auction scheme [7, 8] proposed for structured networks.
Before designing an effective incentivemechanism forMCNs,
we should know how nodes’ mobility attributes affect the
resource sharing behaviors (cooperation or defection) in
a MCN. However, to the best of our knowledge, there is
still no comprehensive work on MCNs that investigate the
relationship between the nodes’ mobility and the cooperation
rate of a MCN.

In this paper, our objective is not to design an effective
incentive mechanism to promote the cooperation rate of a
specified MCN but to explore the cooperation dynamics on

generalized MCNs, to investigate the factors that influence
the cooperation rate of MCNs, and, more importantly, to
analyze the relationships between the cooperation rate and
the main influence factors in MCNs. To tackle the above
obstacles, we classify the main influence factors on the
cooperation rate of MCNs into three categories as below.

(i) Device Factor. The device factor is double-edged [9].
The advantageous aspect of device factor is that a device
may benefit from the cooperation with other nodes, such
as increasing network performance, enlarging its sensing
coverage, and promoting application specific performance.
However, the main disadvantageous aspect of device factor
is the supernumerary resource consumption incurred by
altruistic resource sharing in cooperation, including energy
consumption, bandwidth loss, additional CPU cycles, and
memory occupation.

(ii) Network Factor. The network factor mainly comes from
nodes’ mobility, includingmoving probability, moving speed,
and direction changing. Suppose each smart device can
communicate with multiple neighbored nodes, simultane-
ously (in this paper, we analyze D2D communication in the
application layer. We consider a node can communicate with
multiple other nodes, simultaneously; the implementation
of multiple-to-multiple D2D communication in the physical
layer is not the focus of this paper). The length of wireless
communication link (or radius) and the density of the nodes
(or population) in a network also affect the cooperation rate
in MCNs.

(iii) Human Will. The smart device holders make the final
decision, sharing or not. Suppose all participants in a MCN
are rational. Therefore, they all make cost-efficient decisions.
As a result, we always need appropriate rewards to incentivize
more cooperative participants [10]; thus, we can build a
satisfying MSN. According to the most prestigious work on
social behaviors, such as [7, 8, 11–13], reciprocity mechanism
leads to high cooperation rate in social networks.Theseworks
show that incentive and punishment play important roles in
cooperation behaviors.

2. Contribution

With considerations of three influence factors and possible
social dilemma mentioned in Section 1, our objective is
to find out how and to what extent the cooperation rate
is influenced and changes. Without loss of generality, we
study the cooperation dynamics on the mobile crowds of
unstructured population that locate,move, and communicate
with each other within a fixed-size region. To highlight the
influence from nodes’ mobility, under the same population
size and region size, we compare the cooperation dynamics
on mobile crowds with that on the crowds of static spatial
structures. Furthermore, to analyze the situation of more
reality, we also explore the cooperation dynamics on the
MCN that contains a proportion of special nodes, which is
designedly placed into the crowd to promote or degrade the
cooperation rate of the MCN. In this paper, we use Prisoner’s
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Dilemma Game (PDG) model to feature the cooperation
behaviors in MCNs. Then, from an evolutionary game the-
oretic perspective, we construct an evolutionary PDG model
to explore the relationships between the cooperation rate and
the main influence factors on it. The proposed game model
takes full account of the three types of influence factors.
We think the quantitative findings are valuable for designing
effective incentive mechanisms in MCNs.

Our main contributions in this work are as follows:
(i) We model the cooperation dynamics on MCNs of

D2D communications into an evolutionary dynamic
PDG model, in which smart devices are treated
as rational game players/agents. To the best of our
knowledge, this is a novel work that analyzes the
cooperation dynamics on MCNs taking into consid-
eration the above three categories of influence factors
simultaneously. In our model, the device factor and
the human will are featured by the parameterised
payoff function and evolutionary rule. The agents
(handheld smart devices) are supposed to be selfish
and rational.Meanwhile, they also expect to construct
reciprocity relationships with other agents.Therefore,
the network factor is mainly featured by dynamic
network topology and agents’ mobility attributes.
Comprehensive experiments and simulations on the
unstructured crowd population show the cooperation
rate of MCNs presents no-trivial changing when the
influence factors change by time. The experimental
results also quantitatively indicate the relationships
between the cooperation rate and the main influence
factors, including density of agents, communication
range, temptation to defect, and mobility attributes.

(ii) We fully investigate the impact on the cooperation
rate of MCNs from agents’ mobility. The mobility
attributes we mainly focus on in this paper include
moving probability and velocity. Consider that the
nodes in the MCN do not change their places all
the time. We novelly introduce moving probability
which can be viewed as the stability of the crowd and
then systematically investigate the cooperation rate
under different moving probability, speed, commu-
nication radius, and temptation to defect. We find
too fast and too slow moving speed both lead to
low cooperation rate by fixing other parameters. For
a given crowd, it can be observed that there is an
optimal average moving speed to achieve the highest
cooperation rate. Furthermore, for a given average
moving speed, the crowd’s cooperation rate increases
when the average moving probability increases from
static situation; and the cooperation rate decreases
when the average moving probability continuously
increases from a certain average moving probability.
There is an optimal moving probability for achieving
the highest cooperation rate.

(iii) Based on our experiment results, we find that the
cooperation rate of a mobile crowd is low when the
crowd population is both too scattered and too dense.
And the highest cooperation level is achieved with a

moderate crowd density. We also find that the high-
est cooperation rate occurs under agent’s moderate
communication radius. In particular, when agents’
communication radius is larger or smaller than the
moderate value range of the given configuration,
the cooperation rate of the mobile crowd declines
significantly.

(iv) Simulations on the square plane indicate that the
cooperation rate on a mobile crowd has no-trivial
dependence on the individuals behaviors including
moving probability, speed, communication radius,
and temptation to defect.

3. Related Work

The formation of cooperative D2D communication between
the mobile nodes is of great importance to an efficient
cooperative wireless network, in which individuals share data
with their neighbors to substantially boost the whole network
performance. Numerous researches have been done to solve
the design challenges of a D2D network, and many new
approaches have been proposed to make the formation of a
D2D network possible [1, 3, 4].

Nevertheless, except for the design challenges, since the
fact that all the mobile devices are carried by different people
who are irrelevant, a natural problem is whether the device
holders arewilling to cooperatewhen they communicatewith
their neighbors [14].

Given the fact of explosive growth of online social net-
works such as Facebook, Twitter, andWeibo, some researches
novelly leverage the social relationship to promote a coop-
erative D2D network [5]. There are also some papers trying
to investigate the cooperation rate in a Public Goods Game
(HPGG) and Prisoner’s Dilemma Game (PDG) modeled
collaborative social networks (CSNs) [15, 16].

As we know, with the popularity of D2D likely communi-
cationmodel, more andmore crowdsensing and crowdsourc-
ing applications will be deployed in the flocking population.
The realization of such apps is deeply dependent on the
cooperation of the mobile nodes. Most existing works place
their nodes on a given spatial structure and demonstrate
appearance of cooperative nodes in such spatial structure
from the view of evolutionary mechanism [17–19].

Recently, research about the statistical properties of
humanmotion has attractedmuch attention. Compared with
agents on some specific network topology, we think this
meaningful extension is natural and more close to our real
social network, given the fact that motion is a fundamental
property of individuals and agents may change their place
in a typical crowdsensing or crowdsourcing environment.
Nevertheless, most researches about this just assume that
each node will move all the time during the simulation [20–
22]. In our paper, we assume that the nodes locate on a square
plane and each node may move with a probability.

Prisoner’s Dilemma (PD) game has long been one of
the most popular game models to simulate the biological
systems and human behavior [11, 21]. Like most researches
about the CSN applications, we also use the PDG to model
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the cooperation D2D dynamics on the networks. In a PDG
modeled D2D communication, each node can choose to
cooperate or defect simultaneously and then get their payoff.
When a node is willing to sacrifice itself to transfer data for its
neighbors, we say that it chooses to cooperate, and we call it
a cooperator; otherwise, we consider it a defector. A defector
means someone who only gets the data they need from the
others and sacrifice nothing to help the others.

Such social dilemma is commonly observed throughout
the human societies.The emergence and existence of cooper-
ation remain an open question in biology and social science
[12]. Tones of works have been done to study the showing
and persistence of cooperation in a population composed of
selfish individuals [23–25]. In a broad range of disciplines,
evolutionary game theory is becoming one of the most
fruitful frameworks to investigate this dilemma.

Since Nowak andMay have first shown us that the evolu-
tionary PD on a simple spatial structure can induce remark-
able cooperation emergence [13], numerous researches have
been done to understand the interplay between network
topology and evolutionary game. Some natural behaviors in
the real world have also been introduced at the same time and
many interesting phenomena have been observed. We have
already known that social relationship such as kin selection,
direct reciprocity, indirect reciprocity, network reciprocity,
and group selection has some potential to lead to coop-
eration [7]. In order to stimulate cooperation among D2D
communications, some researches try to leverage human
social relationship to solve the cooperation problem in the
collaborating D2D network [5, 26]. Recently, research about
the statistical properties of humanmotion has attractedmuch
attention. Recently, many researches extended the research
on evolutionary games to the systems consisting of mobile
agents which are randomly located on a square plane and play
games with agents around them [11].

4. Mobile Crowd Network Model

Themobile crowd network we study in this paper was formed
by some moving nodes. The nodes meet, connect, and share
resources with each other opportunistically. Each node is
an autonomous and rational agent in the cooperations with
others. Many features of the nodes affect their cooperation
behaviors, mainly including crowd density, moving probabil-
ity, speed, communication radius, and temptation to defect.
For the easy understanding of the MCN model, we list some
important notions as follows:

𝑁: the number of players in a game.
𝐿: the length of the square plane.
𝜌: the density of the crowd.
V
𝑖
(𝑡): node 𝑖’s moving speed at moment 𝑡.

𝜃
𝑖
(𝑡): node 𝑖’s moving direction at moment 𝑡.

𝑓
𝑐
: crowd’s cooperation rate.

𝑝: moving probability.
V: moving speed.

pos
𝑖
(𝑡): node 𝑖’s position in round 𝑡.

pof
𝑖
(𝑡): node 𝑖’s payoff in round 𝑡.

𝑠
𝑖
(𝑡): node 𝑖’s strategy in round 𝑡.

𝑘
𝑖
(𝑡): the number of neighbors of 𝑖 at round 𝑡.

𝑏: temptation to defect.

𝑟: reaction radius.

4.1. Mobile CrowdNetwork. Suppose amobile crowd consists
of 𝑁 nodes (or smart devices) moving within a 𝐿 × 𝐿

square plane with periodic boundary conditions. Initially,
the 𝑁 nodes randomly locate on the plane and randomly
move. They meet and communicate with each other via
D2D communication for reciprocal resource sharing. Here,
two nodes meet means they both locate inside the other’s
communication coverage range.Themomentary connections
between the𝑁 nodes make them dynamically form a mobile
crowd network, MCN.

Here, we use 𝜌 = 𝑁/(𝐿 × 𝐿) to represent the density of
the crowd. In the MCN, each node 𝑖 (𝑖 ∈ [1, . . . , 𝑁]) has a
fixed identical communication radius 𝑟. It is indicated that
the mean degree of all nodes is 𝜌𝜋𝑟2. We use V

𝑖
(𝑡), and 𝜃

𝑖
∈

[0, 2𝜋) denotes 𝑖’s moving speed and direction at moment 𝑡,
respectively. At any time, 𝑖 can just contact its neighbor nodes,
that is, the set of nodes locating within 𝑖’s communication
coverage. At time 𝑡, 𝑖’s neighbor set is denoted as𝑤

𝑖
(𝑡), where

𝑤
𝑖
(𝑡) = {𝑗 | 𝐸(𝑖, 𝑗) < 𝑟

𝑖
, 𝑗 ∈ 𝑁, 𝑗 ̸= 𝑖}. Here, 𝐸(𝑖, 𝑗)

represents the Euclidean distance between 𝑖 and 𝑗.
In this MCN, the cooperation behaviors between nodes

are constrained by nodes’ D2D communication radius and
their cooperation willingness. When 𝑗 ∈ 𝑤

𝑖
(𝑡) ∧ 𝑖 ∉ 𝑤

𝑗
(𝑡),

we assume that 𝑖 can just transfer data to 𝑗 and 𝑗 can not
receive data from 𝑖. This means 𝑖 and 𝑗 form a unidirectional
communication. When 𝑗 ∈ 𝑤

𝑖
(𝑡) ∧ 𝑖 ∈ 𝑤

𝑗
(𝑡), 𝑖 and 𝑗

can transfer data to and receive data from each other based
on their cooperation willingness, which is a bidirectional
communication.

4.2. Prisoner’s Dilemma Game on MCNs. The cooperation
behaviors on the MCN described above can be modeled
by a Prisoner’s Dilemma Game (PDG), in which the 𝑁

independent nodes are agents of the game. Each node plays
PDG with its neighbors round by round with fixed period
of time for a round when any two nodes meet each other.
All nodes synchronously choose their strategies and compute
their payoffs in a round.

A node autonomously makes decision of cooperation
or defection that means sharing or not sharing resource to
its neighbor nodes. Each node can just choose its strategy:
cooperate (𝐶) or defect (𝐷).𝐶 strategymeans sharingwhile𝐷
means not sharing. A node with a strategy 𝐶 is a cooperator;
otherwise, it is a defector. A cooperator will have to sacrifice
its own resources; as a consequence, cooperator will create
a benefit to each of its neighbors with its own resource
consumption. On the contrary, a defector will not lose
anything but only benefit from its cooperative neighbors.The
payoff matrix of a PDG can be expressed as ( 𝑅 𝑆

𝑇 𝑃
).
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Two nodes meet and both get a payoff 𝑅 for mutual
cooperate and 𝑃 for mutual defect. When two cooperators
meet together, they will choose to sacrifice themselves to
benefit each other, so they get the same payoff 𝑅 equal
to their benefits from cooperative neighbors minus their
consumption by choosing to be a cooperator. However, two
defectors will do nothing for each other and get no reception
from each other, which means that their payoff 𝑃 = 0. Things
will change when a cooperator meets a defector; cooperator
will choose to sacrifice itself to share its information with
the defector, yet the defector will do nothing but only get
the benefits from its cooperator neighbors.Thus, cooperator’s
payoff by playing with a defective neighbor 𝑆will be less than
0, because it will sacrifice its resources but get nothing from
the defector; on the other hand, the defector’s payoff𝑇will be
the largest, because it gets what it needs without sacrificing
anything. It is easy to deduce that𝑇 > 𝑅 > 𝑃 > 𝑆 for all nodes.
Therefore, defector always outperforms the cooperator since
it will getmore nomatter what its neighbor is. However, when
all nodes choose 𝐷 strategy, they will all get nothing from
others and the network is out of action.The situation that the
whole network suffers from the problem of low cooperation
rate is called social dilemma (the Prisoner’s Dilemma Game
model first illustrates the conflict of interests between what
is best for the individual and what is best for the group and
creates the social dilemma [27]).

To investigate the cooperation dynamics on MCNs, we
model the long-term interactions among mobile nodes into
an evolutionary PDG. At the beginning of the evolution
process, each node randomly chooses its strategy (𝐶 or𝐷) at
its initial location. Each agent plays a PDG with their neigh-
bors synchronously. In this multiround (or multigeneration)
evolutionary game, one round is divided into two phases. At
the first phase, all nodes compute and get payoffs according
to their strategies. At the second phase, all nodes move and
choose their next round strategies. Since a node locates at
different position and meets different neighbors, its strategy
changes in different round. It is obvious that the multiround
game is different from iterated PDGs, since a node’s game
opponents are changing in different rounds.

By adopting the common practice of the configuration in
evolutionary PDGs, such as the work [11, 21, 22], we let 𝑇 = 𝑏,
𝑅 = 1, and 𝑃 = 𝑆 = 0 in the payoff matrix. 𝑇 = 𝑏 can be
considered as the temptation to defect, 1 < 𝑏 < 2. Thus, we
rescale the payoff matrix as ( 1 0

𝑏 0
).

In the interval from round 𝑡 to 𝑡 + 1, agent 𝑖 moves with
velocity V

𝑖
(𝑡) and direction 𝜃

𝑖
(𝑡). Here, 𝜃

𝑖
(𝑡) is a variable ran-

domly chosen at the second phase of round 𝑡, 𝜃
𝑖
(𝑡) ∈ [0, 2𝜋).

This means that topology of theMCNwill change irregularly.
Different from most related work in mobile crowd/social
networks, we novelly introduce a newparameter𝑝 to describe
a node’s moving probability realistically. When all nodes
obtained their payoffs in round 𝑡, each node should choose
its strategy for the next round 𝑡 + 1. Let pof

𝑖
(𝑡) denote node

𝑖’s payoff and 𝑠
𝑖
(𝑡) denote 𝑖’s strategy in round 𝑡. In this

evolutionary game, a node changes its strategy according to
the following mechanism:

(1) Agent 𝑖 does not need to change its strategy when 𝑖 has
no neighbor node in round 𝑡; that is, 𝑠

𝑖
(𝑡 + 1) = 𝑠

𝑖
(𝑡).

(2) Agent 𝑖 randomly chooses a neighbor 𝑗 and compares
pof
𝑖
(𝑡)with pof

𝑗
(𝑡). If pof

𝑖
(𝑡) > pof

𝑗
(𝑡), 𝑖will keep its strategy

not changing in the next round; that is, 𝑠
𝑖
(𝑡 + 1) = 𝑠

𝑖
(𝑡).

(3) Agent 𝑖 randomly chooses a neighbor 𝑗 and compares
pof
𝑖
(𝑡) with pof

𝑗
(𝑡). If pof

𝑖
(𝑡) ≤ pof

𝑗
(𝑡), 𝑖 adopts 𝑗’s 𝑡 round

strategy, that is, 𝑠
𝑖
(𝑡 + 1) = 𝑠

𝑗
(𝑡), with a probability (pof

𝑗
(𝑡) −

pof
𝑖
(𝑡))/(max{𝑘

𝑗
(𝑡), 𝑘
𝑖
(𝑡)} ⋅𝑏).The probability is proportional

to the payoff difference [22]. Here, 𝑘
𝑖
(𝑡) and 𝑘

𝑗
(𝑡) are the

number of neighbors of 𝑖 and 𝑗 at round 𝑡.
It is notable that this mechanism is important for the

multiround evolution process because a rational agent tends
to change its strategy when it is not satisfied with its payoff
in previous round. All agents carry out the strategy update
process synchronously. In round 𝑡, the cooperation rate of the
MCN is𝑓

𝑐
, where𝑓

𝑐
= 𝑁
𝐶
/𝑁; here𝑁

𝐶
= count{𝑖 | 𝑝

𝑖
(𝑡) = 𝐶}

for 𝑖 = 1, . . . , 𝑁.

5. Experiments and Discussions

In this section, Using evolutionary PDGmodel, we carry out
simulations on the MCN to investigate the cooperation rate
changing by the moving probability (𝑝), speed (V), radius
(𝑟), and temptation to defect (𝑏). In our experiments, the
MCN consists of 1000 mobile nodes. The crowd move on
a 50 × 50 square. To avoid the border effects, we assume
the square plane is toroidal. Under a given 𝑝, we give
agents’ radius different distributions. We also compare the
cooperation dynamics of the mobile crowd with different
radius distributions, including uniform, normal, exponential,
and power-law. In order to figure out the influence of the
others, we configured the other three parameters as identical
features for all agents, and then changed them accordingly to
get different cooperation dynamics.

Suppose the position of agent 𝑖 at time (or round) 𝑡 is
pos
𝑖
(𝑡) = (𝑥

𝑖
(𝑡), 𝑦
𝑖
(𝑡)). At round 𝑡, V

𝑖
(𝑡) refers to agent 𝑖’s

moving speed and 𝜃
𝑖
(𝑡) means agent 𝑖’s moving direction.

Then, 𝑖’s position at next round 𝑡 + 1 is pos
𝑖
(𝑡 + 1) = (𝑥

𝑖
(𝑡 +

1), 𝑦
𝑖
(𝑡 + 1)) which can be easily computed on a toroidal

surface. To simplify the computing, we let time interval from
round 𝑡 to 𝑡 + 1 be 1.

In the simulations, to guarantee accuracy, we collect data
traces of the last 3,000 generations (rounds) from 50,000
generations. And each piece of data is an average of 100 runs
under the same configuration.

5.1. Moving Probability with Different Moving Velocity. Mov-
ing probability determines the stability of the nodes and
affects the cooperation between agents. To analyze the affec-
tion on cooperation rate (𝑓

𝑐
) from agents’ moving probabil-

ities (𝑝), in the experiment, we calculate the 𝑓
𝑐
by changing

agents’ moving probability 𝑝 and fixing the other parameters,
including velocity (V), radius (𝑟), crowd density (𝜌), and the
temptation to defect (𝑏). The result of this experiment is
shown as Figure 1.

Compared with related work [11] which demonstrated
that the cooperation rate can be enhanced under a moderate
value of 𝑏 and V, in Figure 1, we find the cooperation rate of the
whole population is also greatly improved with a moderate
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Figure 1: (Color online) The cooperation rate (𝑓
𝑐
) under different

agents’ moving probability 𝑝 and velocity (V). Here, we fix 𝐿 = 50,
𝜌 = 1.3, 𝑏 = 1.1, and 𝑟 = 1. The black line means the crowd is static
(V = 0).

𝑝 and V. Compared with the static network model (V = 0)
denoted by the black line in Figure 1, when letting crowd
nodes move with some moderate probability, cooperation
rate improves significantly in the crowd.

It is obvious that the cooperation rate decreases
monotonously with 𝑝 increasing, but is irrelevant to the
changing of V. When 𝑝 is fixed, we find that 𝑓

𝑐
is also

decreasing while V is increasing. It is notable that the decline
curve of different velocity (V = 0.03, V = 0.05, V = 0.07, and
V = 0.09) has different amplitude. When V is equal to 0.03,
𝑓
𝑐
remains almost the same and only a tiny decrease can

be observed when 𝑝 is increasing to almost 1. This means
the influence of 𝑝 is limited with a moderate V. But when
V comes to the larger situation, the influence of 𝑝 appears,
which is demonstrated by the curves of V = 0.05, V = 0.07,
and V = 0.09. Looking at these curves, it can be found
that the decline extent of 𝑓

𝑐
becomes quicker when agents’

moving speed increases. And the dominance of mobility can
be only observed in a relatively smaller region of 𝑝. Based
on this discovery, we find that the influence of 𝑝 is also
partly determined by agents’ moving speed. The influence
on cooperation rate from agents’ moving probability is more
significant under a relatively larger moving speed.

In Figure 1, we also realize that when the whole mobile
crowd move fast, a perfect cooperation network can be
formed with a moderate moving probability, which means
that individuals of the crowd are relatively stable. On the
other hand, when the speed of the crowd is relatively slow,
the cooperation rate achieves a high level even though the
crowd is not stable enough, which means that the moving
probability has relatively larger impact on cooperation rate
than moving speed.

5.2. Crowd Evolutionary Dynamics. Capturing a series of
snapshots from the evolutionary process, we find some

major evolution characteristics of the mobile crowd network
system. Figure 2 shows the snapshots at eight times for a sim-
ulation with V = 0.07, which indicates how a mobile crowd
evolve to a full cooperation network with some favorable
conditions. At time 0 [Figure 2(a)], both cooperator [green
dots] and defector [red dots] players are randomly located
on the squared plane, with the same fraction (0.5). Because
agents move with a probability, the number of connections
for each player will change. Thus, it is essentially different
from the static status. Not too long after the initial state,
Figure 2(b) shows the state of the system at 𝑡 = 100. We can
see a quick decrease of the cooperators.Most individuals turn
to a defector for a better payoff, except for a small cluster of
cooperators on the top right corner of the square.

Many existing related works had revealed that the coop-
erators can enforce their success only by forming clusters in
a mobile environment [21]. In our simulation, one can also
find that the small cooperator cluster becomes expanding
as time grows. From Figures 2(c)–2(h), we can see the
cooperators slowly expand to the whole square based on
the small cooperator region. Then, at about 3000 time steps
after 𝑡 = 20000, the system finally evolves to a cooperative
network.

Figure 2 has shown how cooperators form clusters and
then attract the defect nodes that are lying around the
boundary to ensure the success of cooperation. In order
to qualitatively explain the results generated in Figure 1, we
evaluate the mean payoffs of cooperators and defectors lying
around the boundary when V = 0.07. Because all nodes
are rational, their strategies will change according to how
much payoff they can receive. As Figure 3 shows, the average
payoff of the defectors (𝑃

𝑑
) around the boundary is 0 when

the moving probability (𝑝) is less than 0.38; on the contrary,
the payoffs of the cooperators (𝑃

𝑐
) on the boundary are at

the highest level. So, at this region of 𝑝, we can know that
defectors have no place to live (𝑓

𝑐
= 0), while cooperators

flourish in the crowd and get their highest payoff. When 𝑝

is bigger than 0.38, 𝑃
𝑐
begins to decrease and 𝑃

𝑑
begins to

increase. We are able to see the decreasing of cooperators
and the defectors appear and keep increasing. Interestingly,
when 𝑝 is more than 0.62, both 𝑃

𝑐
and 𝑃

𝑑
tend to decline.

This may be owing to the lasting growth of the defectors.
When the number of defectors is big enough, then defectors
will have more chances to communicate with the ones that
are also defectors. Compared with the case that most nodes
lying around the defective one are cooperator, as a matter
of fact, this will definitely lower their payoffs. Then, at 𝑝 =

0.74, we can find both cooperators and defectors get a payoff
of 0, which means the crowd falls into a defection state,
and defectors can never gain payoffs by exploiting their
cooperator neighbors.

5.3. Moving Probability under Various Defect Temptation. In
order to analyze the role ofmoving probability, given the con-
dition that the temptation to defect (𝑏) is changing, Figure 4
shows us the cooperation level curves of our simulation
results for (𝑓

𝑐
) as a function of the temptation to defect 𝑏.

Each curve indicates different moving probabilities (𝑝), here
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(a) 𝑡 = 0 (b) 𝑡 = 100 (c) 𝑡 = 1000 (d) 𝑡 = 3000

(e) 𝑡 = 5000 (f) 𝑡 = 7000 (g) 𝑡 = 10000 (h) 𝑡 = 20000

Figure 2: (Color online) Spatiotemporal evolution of a mobile crowd (each agent moves with a probability) where 𝑝 = 0.1. This specific
simulation has been performed for a population in which 𝑁 = 1000, 𝜌 = 1.3, 𝑏 = 1.1, and V = 0.03. Cooperators are denoted by green
(light gray) and defectors are denoted by red (dark gray) dots correspondingly. Each picture depicts a snapshot of different time of evolution
process.
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Figure 3: The mean payoffs of cooperators and defectors who are
lying around the boundary. Here, we fix 𝐿 = 50, 𝜌 = 1.3, 𝑏 = 1.1,
𝑟 = 1, and V = 0.07.

we have four curves indicated as 𝑝 = 0, 𝑝 = 0.1, 𝑝 =

0.5, and 𝑝 = 0.9. Not surprising, like most classic studies
about the relationship between defect temptation and 𝑓

𝑐
in

the evolutionary game theory, it is notable that 𝑓
𝑐
decreases

monotonously with 𝑏 increasing up to a threshold where
cooperation vanishes, in both static and dynamic status. This
is reasonable because larger 𝑏 means stronger temptation to
defect. All nodes of the crowd will tend to defect when the
temptation is big enough. But we can find various threshold
under different 𝑝. When 𝑝 is not 0, it is clear that the
cooperation level decreases while the moving probability
increases. By fixing 𝑏, we find that𝑓

𝑐
is inversely proportional

to the moving probability (𝑝). When 𝑏 is relatively small (less
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Figure 4: The relationship between the cooperator level (𝑓
𝑐
) and

temptation to defect (𝑏) under various values of 𝑝. Black line
indicates a static crowd (𝑝 = 0). Here, we set 𝑁 = 1000, 𝜌 = 1.3,
and V = 0.03.

than about 1.3),𝑓
𝑐
is dramatically promotedwhen individuals

choose to move with some probability. As we see in Figure 3,
𝑓
𝑐
for𝑝 = 0.1 always dominates𝑓

𝑐
for the static status (𝑝 = 0).

But, for a higher moving probability (𝑝 = 0.5, 𝑝 = 0.9),
compared with the static status, cooperation rate is promoted
in a relatively smaller region of 𝑏. It is about 0–1.19 when
𝑝 = 0.5 and about 0–1.16 when 𝑝 = 0.9.

From Figure 4, we find that when given a moderate
temptation to defect, a relatively stable (𝑝 is small) crowd
helps to form a cooperation network. We can also find that
𝑓
𝑐
declines when the mobile crowd system becomes more

erratic. It is also important to notice that a relatively small 𝑝
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Figure 5: (Color online) The cooperator frequency (𝑓
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) versus

crowd density (𝜌) under different moving probability (𝑝). Here, we
fix 𝐿 = 50, V = 0.03, 𝑏 = 1.1, and 𝑟 = 1.

means a larger region of 𝑏 that canmake sure the cooperation
is successful.

5.4. Crowd Density and Communication Radius. Similar to
most related work, it is interesting to investigate the effects
of 𝜌 (crowd density), 𝑟 (node’s communication radius), and V
(moving speed), respectively, on the evolution of cooperation
after we give the node a probability to move.

With fixed 𝑟 and V, we investigate the effect of 𝜌 on three
different moving probabilities (𝑝) in Figure 5. In order to get
various 𝜌, we change the crowd population 𝑁. Obviously,
smaller 𝑁 means lower crowd density. Compared with the
work [11, 21, 25], we find an ideal region of the density of
the players which is favorable to form a cooperation crowd
under three different 𝑝. From Figure 4, we can see that the
cooperation level (𝑓

𝑐
) tends to be low when the population is

both too spread (𝜌 is small) and too dense (𝜌 is large) in three
different 𝑝. For this reason, these two conditions are hard for
cooperators to form clusters, the only mechanism that can
enforce their success. When it comes to different 𝑝, the figure
shows that different 𝑝 obtains a different ideal density region.
Obviously, 𝑝 = 0.1 gets a biggest range of ideal density area
that is good for the evolution of cooperation. Interestingly,
when fixing 𝜌, smaller moving probability (𝑝 = 0.1) also
dominates the larger ones (𝑝 = 0.5 and 𝑝 = 0.9). It indicates
that a relatively smaller individual’s moving probability can
get a more cooperative network. At the same time, when 𝜌

is too large or small, the crowd can only get a full defective
result, which means 𝑓

𝑐
is equal to 0.

Each node only communicates with the nodes within its
radius, which means node’s radius (𝑟) has an important role
in the evolutionary game dynamic. Figure 6 shows mobile
crowd’s cooperation dynamics with four different view radii
when 𝑏 is changing. It is obvious that 𝑓

𝑐
monotonically

decreases with the increase of 𝑏. However, different radius
distributions can induce different cooperation levels. And we
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50, 𝜌 = 1.3, 𝑏 = 1.1, V = 0.03, and 𝑝 = 0.5.

can sort it out easily from Figure 6. We can know that crowd
will get a lowest cooperation level when all the nodes have the
same radius. However, the cooperation rate will be improved
remarkably when the crowd has a more heterogeneous distri-
bution. We can see the power-law distribution, which is the
most heterogeneous one, gets the highest cooperation level.
Previous studies have revealed that radii have some nontrivial
connection with nodes’ moving property [21]. From Figure 6,
we infer that the influence of different radius distribution still
exists under a moving probability 𝑝.

In Figure 7, we fix other parameters in order to investigate
the effect of the view radius changing. We can find that
the highest cooperator frequency can be obtained under
some moderate values of 𝑟 (𝑟 is within 1.0–1.6). When 𝑟

is larger or smaller than that value region, we observe an
apparent decline of the crowd’s cooperation level. This is
in accordance with [21, 22]. Evidently, nodes have fewer
interaction neighbors with a smaller 𝑟, and cooperators
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cannot form clusters to resist the invasion of defectors. On the
contrary, with a large 𝑟, nodes of the crowd tend to be mixed
enough; more or less everyone interacts with each other, so
we inevitably have a low cooperation level.

5.5. Moving Speed. Next, assume node will move with a
probability (𝑝 = 0.5), we fix other parameters to investigate
the effect of the velocity V in Figure 8. As in Figure 4 evenwith
different speed, cooperation level declines when we increase
the temptation of defect (𝑏). Compared with the static case
(V = 0, 𝑝 = 0), it is worth noting that cooperation is
greatly enhanced when players are allowed to move with a
low velocity (e.g., V = 0.01). Besides, different moving speed
can induce different cooperation levels, and one can easily
sort out the cooperation levels: V = 0.01 > V = 0.03 > V =

0.05 > V = 0.07. Similar to Figure 4, we also observe that a
low velocity can improve the cooperator in a larger region of
𝑏, indicating that lower velocity can tend to be ofmore benefit
to the survival of cooperator.

6. Conclusion

In this paper, we study the cooperation dynamics on a
typical mobile crowd network of D2D communication. Using
evolutionary game theory, our simulation and analysis on the
cooperative behaviors of mobile users take a deep insight into
the cooperation promotion in such a dynamical networkwith
selfish autonomous users. The experiment results show that
mobile user’s features, including speed, moving probability,
and reaction radius, have an obvious influence on the for-
mation of a cooperative MCN. We also found some optimal
status when the crowd’s cooperation rate reaches the best. (1)
The crowd can reach a good cooperation rate with amoderate
moving speed and probability, which is no more than 0.5; (2)

we found the best reaction radius of a node inMCN, which is
about 0.8 to 1.5 in our simulation; (3) the ideal crowd is also
shown in our experiment, which is about 1 to 3; (4) the crowd
can research a higher cooperation rate when the temptation
to defect is higher, which is reasonable. These regularities are
useful for a network designer to design a MCN with good
performance.
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The smartphones are widely available in recent years. Wireless networks and personalized mobile devices are deeply integrated
and embedded in our lives. The behavior based forwarding has become a new transmission paradigm for supporting many novel
applications. However, the commodities, services, and individuals usually have multiple properties of their interests and behaviors.
In this paper, we profile thesemultiple properties and propose anOpportunisticDissemination Protocol based onMultiple Behavior
Profile, ODMBP, in mobile social networks. We first map the interest space to the behavior space and extract the multiple behavior
profiles from the behavior space. Then, we propose the correlation computing model based on the principle of BM25 to calculate
the correlation metric of multiple behavior profiles. The correlation metric is used to forward the message to the users who are
more similar to the target in our protocol. ODMBP consists of three stages: user initialization, gradient ascent, and group spread.
Through extensive simulations, we demonstrate that the proposed multiple behavior profile and correlation computing model are
correct and efficient. Compared to other classical routing protocols, ODMBP can significantly improve the performance in the
aspect of delivery ratio, delay, and overhead ratio.

1. Introduction

In recent years, the smartphones have increased rapidly.
According to the data from the International Data Corpo-
ration (IDC) Worldwide Quarterly Mobile Phone Tracker,
the vendors shipped a total of 334.4 million smartphones
worldwide in the first quarter of 2015 [1]. Wireless mobile
networks are evolving and integrating with many aspects of
our lives sincewe can readnews,watch videos, listen tomusic,
communicate with others, send and receive emails, browse
and search the web, share contents to Internet and trade
online, and so forth, through the smartphones conveniently.
The wide spread smartphones promote the combination of
the online social network and the mobile smart terminals,
accelerating the development of the mobile social network
(MSN) [2]. MSN involves the interactions between partic-
ipants with similar interests and objectives through their
mobile devices within virtual social networks.

Due to the dynamic and volatile nature of MSN, oppor-
tunistic networks operate under a completely new network-
ing paradigm where traditional routing protocols cannot
be applied [2]. Opportunistic networks are wireless mobile
self-organizing networks in which the topology is extremely
dynamic and unstable. Thus, in most cases, there might not
exist the complete link from the source to the destination
simultaneously. There have been many research efforts on
opportunistic forwarding. However, most of them deliver the
message based on IP or device address, which is not effective
in many interest-aware or behavior-aware MSN applications.

The unprecedented tight coupling between mobile devi-
ces and their users provides new approaches to infer users’
behavior and interest from mobile devices. The mobile
devices can now act as distributed behavioral sensors of users
to capture their interests and enable implicit interest profiling
[3].
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Figure 1: Multiple interests oriented opportunistic dissemination.

There are many popular location based applications in
MSN. For instance, the location based services can help
mobile users to find friendswho are currently in their vicinity.
Another example is Contact Recommendation Mechanism
[4], which can efficiently select contacts in order to address
them as a social group, so as to ease the initialization of group
interactions.

The basic idea of these applications is extracting the inter-
est profiles or relationship profiles from the social behavior.
However, few research efforts consider the multiple behavior
properties of MSN users. In fact, many MSN applications
deal with the objects with multiple properties. Moreover, the
human being has multiple interests naturally. There are some
types of typical scenarios:

(i) sharing or disseminating the information to the peo-
ple with similar multiple interest profiles: as an exam-
ple, Bob is a student, and he wants to find a roommate
who is in the same university. He also hopes that
the roommate likes swimming, just like himself.
Now, Bob wants to push the message to the persons
who have the great possibility to be the roommate;

(ii) recommendation of commodities or services with
multiple properties: for example, the editorial office
wants to recommend a newmagazine, which includes
multiple topics, such as pop music, clothing, and
bodybuilding. The editorial staff need to disseminate
the advertisement to the potential readers who are
interested in most of the topics;

(iii) recommendation of the combination of heteroge-
neous commodities or services: for example, the mer-
chant wants to publicize a discount combo of films
and snacks and to send the information to the people
who like both of them.

In the aforementioned scenarios, the message sender has
a set of target interests, which can represent the commodities,
services, or individuals withmultiple properties. As shown in
Figure 1, the message sender wants to send the message to the
receivers who have the same or similar interests to the target
interests.

In this paper, we focus on extracting multiple behavior
properties from the daily traces of users and exploring the
Opportunistic Dissemination Protocol based on theMultiple
Behavior Profile in mobile social network. The key contribu-
tions of our work are summarized as follows.

(i) We aim to deal with the data dissemination in a class
of ubiquitous application scenarios, where the multi-
ple properties of objects or the multiple interests of
people need to be considered.

(ii) We map the multiple properties or the multiple
interests to the behavior space and profile themultiple
behavior properties. Moreover, we propose the cor-
relation computing model based on the principle of
BM25 [5] for multiple behavior profiles.

(iii) We design an Opportunistic Dissemination Protocol
based on Multiple Behavior Profile (ODMBP) in
mobile social networks.
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(iv) The extensive simulations show that the proposed
multiple behavior profiles and correlation computing
model are correct and efficient. Compared to other
classical routing protocols, ODMBP achieves high
delivery ratio and low delay in the scenarios of
multiple property data dissemination.

The remainder of this paper is organized as follows.
Section 2 presents the challenges and the rationale of
designed protocol. Section 3 introduces themultiple behavior
profile and the correlation computing model. We present
our opportunistic dissemination protocol in Section 4. The
performance evaluation is presented in Section 5. We review
the related work in Section 6. We conclude the paper in
Section 7.

2. Challenges and Rationale

There are some challenges to design the opportunistic dis-
semination protocol for multiple property objects. First, we
need to give a computable expression of interests, fromwhich
the multiple properties can be obtained. Second, for multiple
properties, we need to consider the number of matched
properties; that is, the designed protocol should try its best
to match more properties in appointed properties. Thus,
it might be inefficient to summate the similarity value of
each property straightforwardly. Moreover, due to the energy
limited devices and the intermittent link of opportunistic
network, the designed protocol should meet the desired
properties of distributed design, low computation complexity,
low overhead, and high expandability.

As can be seen in Figure 2, many interests are closely
related to the individual’s daily trace and can be represented
by the specific locations in the trace. It is shown in [6]
that social relationships can explain about 10% to 30% of all
human movements based on an analysis of different kinds of
location datasets. On the other side, a large body of research
has demonstrated that people show striking persistence in

their mobility profiles. For example, in [7], the authors state
that the similarity of the mobility profile of a given user to its
future profile is high, above 0.75 for eight days, and remains
above 0.6 for five weeks. The observations demonstrate that
themobility profile is indeed an intrinsic property and a valid
representation of the user, even if only a short history of
mobility profile is used. Therefore, in this work, we assume
that the locations can represent the user’s interests; moreover,
the longer the time in one location is, the stronger the
corresponding interest is.

The basic idea of ODMBP is mapping the interest space
to the behavior space and extracting the similarity between
users’ multiple behavior profiles and the target profiles.
ODMBP uses the locations and the corresponding time spent
at the locations to reflect users’ preferences. The multiple
behavior profile of each user is extracted from the quantized
behavior space. Further, a reasonable correlation computing
model should be applied to calculate the correlation metric.
The designed opportunistic dissemination protocol then
takes the correlation metric based forwarding strategy as the
basic principle.

3. Multiple Behavior Profile and Correlation
Computing Model

In this section, wewill introduce themultiple behavior profile
and the correlation computing model. The behavior pro-
file should reflect multiple behavior properties, respectively,
according to multiple interests. The correlation computing
model should quantize the correlation for each user and
should match as many behaviors as possible in the set of
appointed behaviors.

3.1. Multiple Behavior Profile. Assume that there are a set𝑈 =
{1, 2, . . . , 𝑛} of users and a set 𝐿 = {1, 2, . . . , 𝑚} of locations,
where 𝑛 ≥ 2 and 𝑚 ≥ 2. Each location 𝑗 in behavior space
represents the corresponding interest. Each user 𝑖 ∈ 𝑈 has
a user multiple behavior profile UMBP

𝑖
= (𝑡
𝑖1
, 𝑡
𝑖2
, . . . , 𝑡

𝑖𝑚
),

where 𝑡
𝑖𝑗
, 𝑗 ∈ 𝐿, is the total time that user 𝑖 spent at location

𝑗.
Note that 𝑡

𝑖𝑗
is a cumulative time based on current trace

of user 𝑖, and the value would be changed when time goes
on. The time that user spent at the specific location can be
measured through different ways. A widely used method is
sensing the location information continuously through GPS
sensors, which are integrated universally in the smartphones.
Alternatively, the connection log of WiFi or switches in
specific location can also help to obtain the time that the
user spent. This work does not involve the specific persistent
sensing, and the energy consumption can be very low.

The user multiple behavior profiles can be expressed as
UMBP = (UMBP

1
,UMBP

2
, . . . ,UMBP

𝑛
). It can be viewed as

𝑛 × 𝑚 behaviormatrix with element 𝑡
𝑖𝑗
. An example ofUMBP

is given in Figure 3. In most cases, the behavior matrix is a
sparse matrix since most users only stay at a small fraction
of all 𝑚 locations. Thus, some specific data structures such
as triple table can be used to reduce the space and time
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Figure 3: Illustration of user multiple behavior profiles.

complexity. Each element 𝑡
𝑖𝑗
in UMBP is associated with a

behavior indicator 𝑥
𝑖𝑗
, where

𝑥
𝑖𝑗
=
{

{

{

1, if 𝑡
𝑖𝑗
̸= 0

0, if 𝑡
𝑖𝑗
= 0.

(1)

There is a target multiple behavior profile TMBP =
(𝑡𝑥
1
, 𝑡𝑥
2
, . . . , 𝑡𝑥

𝑚
) for each specific data dissemination appli-

cation, where 𝑡𝑥
𝑗
= 1, 1 ≤ 𝑗 ≤ 𝑚, if the message sender

hopes that the receivers have the behavior property associated
with location 𝑗; else, 𝑡𝑥

𝑗
= 0. We assume that TMBP,

which can be obtained through mapping the interests to
the corresponding locations, is known in advance.We further
denote the number of behavior properties in TMBP as 𝑟 =
∑
𝑚

𝑗=1
𝑡𝑥
𝑗
.

3.2. Correlation Computing Model. To find the potential
receivers, we need a computing model to calculate the
correlation between the target multiple behavior profile and
user 𝑖’s multiple behavior profile, 1 ≤ 𝑖 ≤ 𝑛. The correlation
is quantized by metric Score

𝑖
(TMBP,UMBP). We use the

principle of the ranking function, named BM25 [8], to cal-
culate this metric. BM25 uses the ideas of Robertson-Sparck-
Jones (RSJ) probability model [9] and is a ranking function
used by search engines to rank matching documents accord-
ing to their relevance to a given search query. So far, it is the
most successful model for calculating the correlation [10–12].

We first define the behavior factor of user 𝑖 to location 𝑗
in TMBP as

BF
𝑖𝑗
=

𝑡
𝑖𝑗 (𝐾 + 1)

𝑡
𝑖𝑗
+ 𝐾
,

s.t. 1 ≤ 𝑖 ≤ 𝑛, 1 ≤ 𝑗 ≤ 𝑚, 𝑗 = arg
1≤𝑘≤𝑚

𝑡𝑥
𝑘
= 1,

(2)

where 𝐾 is an empirical parameter, which represents the
importance of behavior factor in Score

𝑖
(TMBP,UMBP).

The behavior factor BF
𝑖𝑗
measures the total time user 𝑖

spent at location 𝑗 in TMBP. BF
𝑖𝑗
provides a basic correlation

evaluation. However, it might not meet the requirement of

matching as many behaviors as possible in TMBP since the
behavior factor does not consider the distinction of user
distribution at different locations. Actually, there might be
some locations where few people stay in general. Thus, the
behavior factor, which only considers the time the user spent
at the location, might lose sight of these sparsely populated
locations. To balance the sparsely populated locations, we
introduce 𝑤

𝑗
, the weight of location 𝑗,

𝑤
𝑗
= log
𝑛 − 𝑞
𝑗
+ 0.5

𝑞
𝑗
+ 0.5
, (3)

where 𝑞
𝑗
= ∑
𝑛

𝑖=1
𝑥
𝑖𝑗
is the number of users at location 𝑗.

Note that the greater the value of 𝑞
𝑗
is, the smaller the

value of𝑤
𝑗
is. The weight of location 𝑗 reflects the distinction

of user distribution at different locations and can promote the
importance of sparsely populated locations in TMBP.

Now we can give the ultimate formula to calculate the
correlation metric:

Score
𝑖 (TMBP,UMBP) =

𝑚

∑

𝑗=1

𝑤
𝑗
× BF
𝑖𝑗
,

s.t. 1 ≤ 𝑖 ≤ 𝑛, 1 ≤ 𝑗 ≤ 𝑚, 𝑗 = arg
1≤𝑘≤𝑚

𝑡𝑥
𝑘
= 1.

(4)

Note that the Cosine similarity [13, 14] is another method
to compute thismetric as well.TheCosine similarity is widely
used for computing the similarity of the text. It is not difficult
to use Cosine similarity based on our user multiple behavior
profiles. However, the Cosine similarity does not consider the
distinction of user distribution at different locations. Further
analyses and evaluation will be given in Section 5.

4. Opportunistic Dissemination
Protocol Design

In this section, we attempt to design an opportunistic dis-
semination protocol for the services with multiple property
objects. According to the principle of small world [15],
people have high clustering property, and the users with
similar behavior property have high probability of encounter.
ODMBP disseminates the messages based on users’ multiple
behavior profiles and corresponding correlation metric.

The UMBP of each user will change with elapsed time,
and it should be updated in distributed way. In ODMBP,
each user 𝑖 stores UMBP in his mobile device. UMBP

𝑖
can

be updated by itself through position sensor or network con-
nection log, while UMBP

𝑗
, 𝑗 ̸= 𝑖, will be updated when user 𝑖

encounters user 𝑗.
As shown in Algorithm 1, ODMBP consists of three

stages: user initialization, gradient ascent, and group spread.
In the user initialization stage, for each encountered user 𝑗,
themessage sender 𝑖matches theUMBP

𝑗
with the unmatched

target multiple behavior profile TMBP. If there is at least one
matched location 𝑘, that is, 𝑡

𝑗𝑘
= 𝑡𝑥


𝑘
= 1, the message sender

𝑖 sends the message to user 𝑗. Once all locations in target
multiple behavior profile are matched, that is, TMBP = 0,
themessage sender 𝑖 deletes themessage. By this way, the user
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(1) TMBP ← TMBP;
(2) foreach 𝑗 encountered do
(3) update UMBP for 𝑖 and 𝑗;
(4) if 𝑖 is a message sender then
(5) if TMBP ̸= 0 then // Stage 1: User Initialization
(6) foreach 𝑘 ∈ {1, 2, . . . , 𝑚} do
(7) if 𝑡

𝑗𝑘
̸= 0 and 𝑡𝑥

𝑘
̸= 0 then

(8) send message to 𝑗;
(9) 𝑡𝑥



𝑘
← 0;

(10) break;
(11) else
(12) delete message in i;
(13) else if 𝛿 > Score

𝑗
(TMBP, UMBP) > Score

𝑖
(TMBP, UMBP) then // Stage 2: Gradient Ascent

(14) send message to 𝑗;
(15) delete message in 𝑖;
(16) else if Score

𝑗
(TMBP, UMBP) > Score

𝑖
(TMBP, UMBP) ≥ 𝛿 then // Stage 3: Group Spread

(17) send message to 𝑗;

Algorithm 1: ODMBP.

initialization stage can parallelize the dissemination process
and decrease the delay efficiently.

Then, in the gradient ascent stage, themessage holder for-
wards the message to the users with higher correlation score.
The gradient ascent stage is derived from the fact that the
multiple behavior profiles of the users with higher correlation
score are more similar to the target receivers.

In the group spread stage, if the correlation score of
the message holder is higher than threshold 𝛿, where 𝛿
is a parameter of ODMBP, the message holder copies
the message to the users with higher correlation score.
This means ODMBP considers all user 𝑖 satisfying
Score
𝑖
(TMBP,UMBP) ≥ 𝛿 as the receivers.

5. Performance Evaluation

5.1. Methodology and Settings. In this section, we conduct
thorough simulations to investigate the performance of
ODMBP.We use the real trace dataset StudentLife [16], which
contains the sensor data, EMA data, survey responses, and
educational data. For our simulations, we adopted a part of
this dataset, named Wifi-Location, which contains the data
of 49 volunteers moved around 92 buildings in Dartmouth
College within a month. The Wifi-Location, which contains
nearly 0.192 million mobility records, acquires WiFi AP
deployment information from Dartmouth Network Services
and records participants’ on-campus rough locations and
unix time stamp. As an example, the record (1364359102, in
(Kemeny)) indicates a volunteer moved in the building called
Kemeny at the unix time 1364359102. The buildings can be
seen as the locations in UMBPs and TMBP. We removed the
interference items in the real movement trace such as the
duplicate data and the invalid users. Figure 4 describes the
number of locations of each user of the processed data and
this number mostly falls in the interval [5, 100].

All the simulations were run on ONE simulator [17]; it is
an opportunistic network environment simulator which pro-
vides a powerful tool for generating mobility traces, running
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Figure 4: Distribution of location number.

DTNmessaging simulations with different routing protocols.
All the results are averaged over 1000 runs.The settings of the
ONE simulator have been listed in Table 1. We first integrate
the continuous records with the same location into a new
record in order to compute their timedifference.We also need
to remove some interference items such as duplicate data and
invalid user. We take this final output results as the external
events connection data for the simulator.Thenumber of hosts
and the number of locations are 49 and 92, respectively, which
are equal to the number of volunteers and buildings in Wifi-
Location trace.

We use the time-location pairs to structure UMBP
𝑖
of

any user 𝑖. As the simulator time goes on, the time spent
in specific location can be obtained through calculating the
elapsed time from the time stamp of user 𝑖’s current mobility
record. By this way, we can obtain UMBP

𝑖
through accumu-

lating all such elapsed time for each location. The UMBP
is privacy information for each user and is calculated and
updated dynamically with the simulator time. Moreover, the
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Table 1: Simulation parameter setting.

Parameter Value

Scenario name
ODMBP/ODMBP-

Cos/EP/S &
W

Number of hosts 49
Message time to live (Message TTL) 500 s
Simulation connection False
Buffer size of nodes 1M
Movement model warm-up time 1000 s
Simulation duration 960000 s
Number of locations 92
External events connection True

users can connect with the users who are in the same location
simultaneously. So, we can structure the external event con-
nection data dynamically for the ONE simulator based on the
above processing method. In our simulations, the behavior
locations in TMBP are selected randomly among 92 build-
ings.

In our simulations, we first reveal the impacts of the key
parameters on delivery ratio and delay of ODMBP.Moreover,
we evaluate ODMBP further by comparing it with other
protocols: Epidemic routing [18], Spray and Wait [19], and
ODMBP-Cos.

To explore the differences between Cosine and BM25,
we apply the Cosine similarity to our system model, and the
correlation score function based on Cosine similarity is

CosSim
𝑖 (TMBP,UMBP) =

𝑥
𝑖𝑗
⋅ 𝑡𝑥
𝑘


𝑥
𝑖𝑗


×
𝑡𝑥𝑘


,

s.t. 1 ≤ 𝑖 ≤ 𝑛, 1 ≤ 𝑗 ≤ 𝑚, 𝑗 = arg
1≤𝑘≤𝑚

𝑡𝑥
𝑘
= 1,

(5)

where ⋅ is the vector product and ‖𝑥‖ is the Euclidean norm
of 𝑥; that is,√𝑥

1
2 + 𝑥
2
2 + ⋅ ⋅ ⋅ + 𝑥

𝑛
2.

We substitute the correlation score function with CosSim
(TMBP, UMBP) in stage two and stage three of Algorithm 1,
respectively. We call the protocol using Cosine similarity as
ODMBP-Cos.

5.2. Revealing the Impacts of the Key Parameters. There are
three key parameters: the empirical parameter𝐾, the number
of behavior properties in target multiple behavior profile 𝑟,
and the threshold 𝛿. We will vary them for exploring the
impacts of these parameters, respectively.

5.2.1. Impact of 𝐾. Based on our correlation computing
model, 𝐾 represents the importance of behavior factor in
ultimate scoremetric.When using BM25model in searching,
𝐾 usually gets the value of 1.2 based on past experience.
However, this setting might not be applicable in our multiple
behavior dissemination scenarios. For the purpose of reveal-
ing the impact of𝐾 onODMBP,wemeasure the delivery ratio
and delay of ODMBP with different value of 𝐾 when setting

𝑟 = 5. As shown in Figure 5, ODMBP gets the best delivery
ratio and delay when 𝐾 = 1.75. Based on the observation,
we fix 𝐾 = 1.75 in the following simulations. However, the
setting of𝐾may be closely related to the real dataset adopted.

5.2.2. Impact of 𝛿. Threshold 𝛿 is a criterion to judge whether
the user is a receiver. It is also the trigger of ODMBP to
enter the group spread stage. We measure the performance
of ODMBP with different 𝛿. Figure 6 shows three groups of
results corresponding to 𝑟 = 2, 𝑟 = 6, and 𝑟 = 10, respectively.
When the value of 𝛿 goes on, the delivery ratio decreases
drastically for all settings of 𝑟. This is because the number
of receivers reduces when the threshold increases. Accord-
ingly, it takes more time to find the receivers, and the delay
increases.

5.2.3. Impact of 𝑟. The number of behavior properties in tar-
get multiple behavior profile 𝑟, which is provided in advance,
indicates the comprehensiveness of commodities/services or
people’s versatility.We cannot adjust the value of 𝑟 to improve
the performance of ODMBP; however, we can evaluate the
scalability of designed protocol through the observation of
the impact of 𝑟 on ODMBP. We can see from Figure 7 that
the curves of delivery ratio are not monotonous. Based on
formula (4), Score

𝑖
(TMBP,UMBP) = ∑𝑚

𝑗=1
𝑤
𝑗
× BF
𝑖𝑗
; thus,

the score is a summation value for all behavior locations in
TMBP. Note that 𝑤

𝑗
= log((𝑛 − 𝑞

𝑗
+ 0.5)/(𝑞

𝑗
+ 0.5)), and the

value of𝑤
𝑗
will be negative if 𝑞

𝑗
> 𝑛/2.Thus, the value of score

might decrease with great value of 𝑟. As a result, the number
of receivers would reduce. As can be seen from Figure 6,
ODMBP achieves the best performance in the aspect of
delivery ratio and delay when 𝑟 = 6 among all measured 𝑟
in our simulations.

5.3. Compare with Other Protocols. We compare ODMBP
with other classical routing protocols, Epidemic routing and
Spray and Wait in opportunistic network. In Epidemic rout-
ing protocol, the message is delivered to each encountered
node that does not have the same message. The Spray and
Wait routing protocol consists of two phases: Spray andWait.
The message copies are forwarded to 𝑙 different nodes in the
spray phase, and then the direct transmission is performed in
the wait phase. We set 𝑙 = 6 and apply binary mode in the
spray phase of Spray andWait routing protocol. We set 𝑟 = 6,
𝐾 = 1.75, and 𝛿 = 0 forODMBP.We also compare the perfor-
mance of ODMBP and ODMBP-Cos.We set 𝑟 = 6, 𝛿 = 0.7 in
order to obtain the best performance of ODMBP-Cos. Such
settings are based on the similar measures in Section 5.2.

As shown in Figure 8, ODMBP has higher delivery
ratio compared with ODMBP-Cos. This is because there are
some locations where few people stay in general. Thus, the
correlation function based on Cosine similarity, which only
considers the time spent at the location, might lose sight of
these sparsely populated locations. However, ODMBP can
balance it well. On the other hand, the delay performance of
two protocols is close.

The delivery ratio increases with increasing message TTL
for all four protocols. This is because there is more time to
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deliver the message to the receivers before dropping it in
the forwarding queue. However, the delay increases when
the message TTL increases. Epidemic routing achieves the
best performance among four protocols; however, it will
suffer high overhead and is not efficient in our mobile social
network applications. This is because Epidemic routing does
not provide filtering scheme in the dissemination. The ONE
simulator defines the parameter overhead ratio (number of

relayed messages − number of delivered messages)/number
of delivered messages, while ODMBP has the threshold to
filtrate the user with different correlations.Thus,ODMBP can
reduce the amount of relayedmessages. As shown in Figure 8,
ODMBP has lower overhead ratio than Epidemic routing.
In most cases, the performance of ODMBP is better than
Spray and Wait, and ODMBP improves 11.6% and 12.5% in
the aspect of delivery ratio and delay, respectively, on average.
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This is because ODMBP can forward themessage to the users
who are more similar to the target, while Spray andWait does
not consider the correlation metric.

6. Related Work

At present, there are many studies on exploring the behavior
attributes of users in mobile social networks. In [7], Hsu
et al. established a user behavior oriented communication
model through the analysis of the participators’ mobile data
in university, demonstrating that the user has high stability in
his mobile attribute. On this basis, they presented a protocol
for the profile-cast service with high transmissibility and low
delay, named CSI. However, only single behavior attribute
is considered in their designed protocol. InterestCast [20],
a novel communication protocol, also considers users’ inter-
ests, solving the problem for a wide range of social scenarios
and applying to an opportunistic network where nodes are
the personal devices of moving individuals, possibly inter-
acting with fixed road-side devices. In [21], Zhao et al. study
a new coverage problem, opportunistic coverage, to char-
acterize the sensing quality of such people-centric sensing
systems. Compared with the traditional static coverage and
dynamic coverage in sensor networks, opportunistic coverage
has some unique characteristics caused by the requirements
of urban sensing applications and human mobility features.
The interest-aware implicit multicast (iCast) [22] is a new
casting paradigm and works based on the inferred interest
profiles. In this paradigm, messages are sent to a behavioral
interest profile (not to an IP or device address). It combines
user’s interest and behavior for multicast communication.
In [23], Elsherief et al. explore the notion of mobile users’
similarity as a key enabler of innovative applications hinging

on opportunistic mobile encounters. SANE [24] combines
the advantages of both social-aware and stateless approaches.
It is based on the observation that individuals with similar
interests tend to meet more often. In [25], Matsuo et al.
propose an efficient boundary detection method in dense
mobile wireless sensor networks. Each node preliminarily
recognizes locations of itself and all its neighboring nodes.
The authors determine the node forwarding direction by
comparing the similarity score with the encounter nodes.
Cheng et al. present iZone [26], a mobile social networking
system based on the analysis of general requirements of
MSN and location based services (LBS). The ultimate goal
is developing and establishing an integrated framework for
providing social network based healthcare information ser-
vices targeting patient safety, empowerment, and guidance.
Besides, [27] explains the interaction relationship of social
network users and mutual influence and social network
privacy behavior characteristics and motivation, including
the prediction of user behavior as well.

7. Conclusion

We have extracted the multiple behavior profiles from the
users’ daily trace through mapping the multiple properties
in the interest space to the behavior space. The BM25 based
correlation computing model was proposed to calculate the
correlation metric of multiple behavior profiles. Moreover,
we have proposed an Opportunistic Dissemination Protocol
based on Multiple Behavior Profile termed ODMBP, in
mobile social networks. It consists of three stages: user initial-
ization, gradient ascent, and group spread.Through extensive
simulations, we have demonstrated that the proposed mul-
tiple behavior profiles and correlation computing model are
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Figure 8: Compare ODMBP with other protocols.

efficient. Compared to the other classical routing protocols,
ODMBP can significantly improve the performance in the
aspect of delivery ratio and delay.

In the futurework,wewill considermore complex scenar-
ios. For example, the behavior locations in the target multiple
behavior profile can be associated with specific weights,
which indicate the importance of the behavior locations.

Notations

𝑈, 𝑛: Set of users and the number of
users

𝐿,𝑚: Set of locations and the number
of locations

TMBP, 𝑟: Target multiple behavior profile
and the number of behavior
properties in target multiple
behavior profile

UMBP,UMBP
𝑖
: User multiple behavior profiles
and user 𝑖’s user multiple
behavior profile

𝑥
𝑖𝑗
: Behavior indicator of user 𝑖 to

location 𝑗
𝑡𝑥
𝑗
: Target behavior indicator of

location 𝑗
𝑤
𝑗
: Weight of location 𝑗

BF
𝑖𝑗
: Behavior factor of user 𝑖 to

location 𝑗
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𝑡
𝑖𝑗
: Total time that user 𝑖 spent at

location 𝑗
𝑞
𝑗
: Total number of users at

location 𝑗
𝐾: A parameter used for computing

the behavior factor
𝛿: A threshold used for control of

entering the group spread stage
Score
𝑖
(TMBP,UMBP): The correlation metric between

the target multiple behavior
profile and user 𝑖’s multiple
behavior profile.
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