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In 1991, Mark Weiser proposed ubiquitous computing that is
based on the network environment [1]. It is to create a user
centric computing and its environment that is different from
the traditional ways and computing models [2]. Ubiquitous
computing service aims to develop the various ranges of
sensors and networks available to provide timeless services
and user’s location. Amain issue of ubiquitous computing can
be context awareness that it is able to provide various services
to end users not only based on information but also based on
potential contextual information [3].

In this content, wireless sensor network (WSN) is a hot
issue and new trend of ubiquitous computing technologies
to implement the ubiquitous society. WSNs are expected to
be applied in many long-term applications such as scientific
exploration, preventive maintenance, disaster management,
emergency management, security and surveillance, environ-
mental monitoring, monitoring in domestic situations, civil,
biological, a wide range of military, and health-care appli-
cations, and infrastructure protection. These applications
require efficient and flexible sensor networks [4]. So WSNs
are composed of a collection of many sensor nodes that
are deployed in a sensor field, each of which collects data
and relays them to the base station (called a sink node)
where data can be analyzed, applied, and used efficiently.
Generally, a sensor node is made of a sensing device, a
processing unit, a transceiver, and a power unit. The main
task can be summarized by three keys: sensing, computing,
and communicating [5].

A common architecture of WSNs is sink and sensor pair.
The sensors deal with measuring the environmental status,
which may change with time and space, collaborating with
each sensor, and forwarding the measured data from the
sensor to the sink. The sink is responsible for integrating,
analyzing data received from sensors, and responding to users
and applications [6].

Many Researchers study and propose their manuscripts
and system using WSNs.

Hung et al. [7] propose a mechanism to maintain tem-
poral coverage for the quality of monitoring (QoM) using
WSNs. Generally, in WSN environment that can require
many sensors with powerful energy, they suggest a method
to improve energy efficiency.

Adhikari [8] reviews designing a good MAC (medium
access control) protocol for a WSN. That is, he highlights
the importance of MAC inWSN when we implement energy
efficient medium access rules among the low capacity sensor
nodes.

In this technical trend, a context-aware system and appli-
cation can be hot issue in ubiquitous computing environ-
ment.That is, context-awareness techniques can provide both
functional and nonfunctional system requirements. Aqeel-
ur-Rehman et al. [9] review importance of context awareness
in sensor network and ubiquitous computing. And they
present an example that context-aware sensor grid frame-
work should be composed of three layers, sensor network
layer, grid computing layer, and context-aware application
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layer. Soldatos et al. [3] highlight that context awareness
is a core characteristic of ubiquitous computing systems.
Ramesh et al. [10] propose an application for context-aware
computing (CAC) forWSN (CAC-WSN). Pignaton de Freitas
et al. [11] develop a service using vehicular sensor network
(VSN) and vehicular ad hoc network (VANET) considered
context awareness.

By getting many researches, we can see that ubiquitous
context-awareness and wireless sensor networks are new
technical trend and key words, nowadays. And we hope that
many researchers and readers are interested in this area.

Hwa-Young Jeong
Yang Xiao

Yuh-Shyan Chen
Xiaohong Peng
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File pollution is a recent security threat to peer-to-peer (P2P) file sharing systems. By disseminating numerous polluted files with
mismatched or partially tampered contents in the P2P system, the attacker causes users to download unexpected files.This attack is
aimed at frustrating users andmaking themabandon the system. Present researches on combating file pollution havemostly focused
on pollution modeling or evaluating the extent of pollution. Only a few researches have proposed effective methods to eliminate
pollution attacks, and they are primarily based on reputation systems and blacklistingmechanisms.However, thesemethods require
exchange of significant feedback among the peers in order to identify the malicious peers or polluted files in the system. In this
paper, we describe the application of fault-tolerantmechanismused in the redundant arrays of independent disks system to suppress
file pollution attacks based on the concept that P2P file sharing systems currently have global file storage systems.We have extended
the previously developed FluidModel to analyze and evaluate the proposed antipollutionmechanism.Themodel accuracy has been
demonstrated by performing several simulation experiments; the proposedmechanism could effectively suppress the pollution and
successfully decrease the polluted-time exposure of a P2P file sharing system by approximately 40∼60%.

1. Introduction

A file sharing system is an important application in peer-to-
peer (P2P) networks; it enables files to be shared with high
efficiency by allowing parallel downloads of the duplicated
file pieces that are distributed across several peers. The
robustness of P2P networks is dependent on the total system
capacity; as the total system capacity increases, the number of
duplication times of resources in more peers also increases,
thereby leading to more fault-tolerant systems. Since the
release of the Napster system in 1999, P2P file sharing systems
such as Kazaa and BitTorrent have become some of the
most popular systems on the Internet. The shared contents
encompass awide variety ofMP3 songs,movie films, software
packages, and games, and they have motivated numerous
network citizens (Netizens) to install P2P file sharing pack-
ages because of the speed of their sharing and diversity. For

example, in the case of Kazaa, which is one of the most
popular P2P sharing software packages,Good andKrekelberg
[1] pointed out that there were more than 3 million users in
2003 with the shared file size amounting to almost 5000 TB.
Today, P2P file sharing flow has become the most important
source of network traffic on the Internet [2].

However, among the many people who join the P2P file
sharing system, not all of them have an understanding or
appreciation of the associated security risks. This makes the
P2P file sharing systems easy targets for malicious attackers.
Many types of security attacks have already been identified;
these include churn attacks, poisoning and pollution, Sybil
attacks, worms, malware, and cheating in P2P massively
multiplayer online games (MMOGs) [3]. Pollution attack
is a major recent security threat that was first proposed
by Liang et al. [4] at the INFOCOM in 2005. Pollution
attacks occur primarily due to counterattacks against the
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illegality of fast and quantitative sharing and dissemination
of copyrighted materials [5]. Many musical, movie, software,
and publishing industries have suffered significant revenue
impacts due to the popularity of P2P file sharing software.
Hence, the impacted companies have taken a series of coun-
termeasures [4] including prosecuting instances of copyright
infringements by companies and individuals and performing
file pollution attacks that significantly reduce the file usability
by destroying or tampering file titles, metadata, or contents,
thereby making users frequently download unexpected files
and, hence, be frustrated and quit the system.

The decentralized management architecture adopted for
the sake of scalability and autonomy has made the P2P file
sharing system vulnerable to security threats. Moreover, the
high efficiency of the file sharing feature leads to pollution
attacks [6, 7] and the fast disseminating of other malware
and viruses [8] across the networks. In 2005, [4] showed
that 50%∼80% of the shared files in Kazaa had already
been polluted; in 2006, other research [9] demonstrated that
roughly 50% of the popular files of other well-known file
sharing software, eDonkey, had been polluted.

It is anticipated that the researches and developments
of legal downloading mechanisms [10] may finally cause
copyright owners to stop the file pollution attack measures
taken against the P2P file sharing systems in the name of
copyright protection. However, file pollution may continue
to be a popular method taken by other malicious attackers
to threaten the security of P2P file sharing systems. Hence,
in this paper, we focus on the suppression and avoidance of
the dissemination of polluted files in P2P file sharing systems.
Most current methods have adopted the reputation system
[6, 11, 12] or blacklistingmechanism [13] to achieve such goals,
but they usually require user feedback information to identify
the malicious peers in a system or polluted files. Hence, they
have the following issues.

(1) A user has to first occupy the network resource and
download the files totally or partially before knowing
the contents that have been polluted.

(2) A user, after having downloaded some files, will not
typically check immediately whether the files are
polluted or not; this allows the polluted files in the
sharing folders to be shared and disseminated further.

(3) Feedback information may easily suffer from tam-
pering or forging and thereby cause many additional
security issues.

Therefore, in this paper, we have attempted to develop
an effective antipollution mechanism without using user
feedback. Our method has been developed on the basis of
the idea that a file in a P2P sharing system can be transferred
after dividing it into segments and then reassembling into a
complete file when all the segments are available. We have
used a fault-tolerant mechanism adapted from the EVEN-
ODD coding scheme [14] that is used in the disk storage
technology. This mechanism tolerates disk failures in the
redundant array of independent disks (RAID) system effec-
tively and efficiently—each polluted segment is considered
to be a failed disk, and with proper rebuilding, a tampered file

can be recovered correctly. The degree of tolerance depends
on the number of segments into which a file is broken,
and a balance between the number of segments and file
reconstruction efficiency can be reached after some exper-
iments. Hereafter, the EVENODD coding scheme will be
abbreviated as EVENODD, and its operating principle and
the reasons for using it will be described in the following
sections. This proposed mechanism is capable of avoiding
and eliminating the polluted file segments without using user
feedback information or changing the P2P network structure.
The Fluid Model (FM) [15] has been extended in this paper
to construct a model that is able to analyze and evaluate
the proposed antipollution mechanism. Moreover, by using
simulation experiments, we have demonstrated the accuracy
of the proposed model. We have shown that the proposed
mechanism can effectively avoid pollution and decrease
the polluted-time exposures of P2P file sharing systems by
40∼60%.

The rest of this paper is organized as follows. Section 2
discusses the background and related researches that have
already been conducted to counter the P2P file pollution.
EVENODD is introduced in Section 3. Section 4 describes
the system architecture and operations of the proposed
antipollutionmechanism.Thededuction of themathematical
system model is presented in Section 5. Section 6 describes
the evaluation results. Section 7 presents equations to amend
the system model. Finally, Section 8 summarizes this study.

2. Background and Related Work

The contents that are shared, legally or illegally, on a P2P
network are mostly music, movies, documents, and software
packages; each of such contents has a ⟨Title⟩, and further,
because of the different content attributes, a title hasmanydif-
ferent ⟨Versions⟩. For instance, for a piano etude, there may
be several versions corresponding to different performers,
while for an MP3 song, there may be different versions com-
prising different encoding rates. When these versions are dis-
seminated on a P2P network, the file owned by the peers that
acquire that particular version is called the “Copy of this
Version.”

A user who wishes to download the Copy of a Title from
the P2P file sharing system first issues an enquiry to the
system. For example, a user who is interested in a song with
the ⟨Title⟩ “Hey Ya”makes an enquiry to the system using the
string “Hey Ya.”The system then responds to the user with all
the versions available in the P2P file sharing system and the
number of quantities and locations of the copies of each ver-
sion.The user chooses to download a suitable version accord-
ing to his preference. The file is downloaded and saved in
the user’s sharing file folder to be downloaded by other peers
in the system. In this manner, the file is disseminated very
quickly in the network.

2.1. File Pollution Categories. To initiate a pollution attack,
a pollution attacker first produces a polluted version by
adopting polluting techniques such as quality reductions or
content alterations of the target file.Thepolluter subsequently
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injects this modified content into the system on his peer or
on several peers under his control and, by using the title of
this polluted version, makes an announcement to the system
that is visible to other peers and downloaded as per the
requirement. As a result, while searching for a certain title, a
user may be confronted with a polluted file and an authentic
file. Since it is not possible to verify in advance whether
the content has been polluted or not, an unaware user may
choose to download the polluted version. Moreover, the user
usually may not check the downloaded file that is saved in
the sharing folder immediately, which causes the polluted file
to be disseminated faster and further in the P2P file sharing
system.

In the strategy adopted by malicious attackers, the pollu-
tion on a file can be categorized into three types [4, 9].

(1) Content Pollution. Content-modified decoys are created
for users to download, which then disseminate in the system.
A decoy is created by adding certain noises that cannot
be decoded into meaningful content in a target file or
by changing the content into that of a different file but
retaining the metadata of the original. Since it is difficult to
determine whether the file content has been polluted before
downloading, thismethod represents a very simple and effec-
tive polluting approach. The suppression and elimination
(removal) of these types of pollution are the primary goal of
this paper.

(2) Metadata Pollution. In this type of pollution attack,
metadata such as the file name and type of a targeted file are
replaced with those of a different unrelated file. This causes
a user to choose and download a file containing content that
does not totally conform to expectations.

(3) Index Poisoning. In a P2P network framework that
possesses the capabilities of file searching, for example, a
P2P file sharing network based on distributed hash tables, a
pollution attacker causes a nonexistent file to be shared on
the network by uploading bogus file records such as the IP
address of the file sharing person, port number, and file hash
value to the supernodes that are responsible for maintaining
these records in the network or by modifying the file records.

2.2. File Pollution Studies and Counteractions. The measure-
ment study conducted by [4] focused specifically on Kazaa,
themost popular file sharing system, and developed a crawler
that could quickly retrieve the supernodes in the Kazaa net-
work; subsequently, from the raw data on popular music col-
lected by the crawler, statistics and observation studies were
conducted on the file pollution status. Their results showed
that the pollution was very serious; in the Kazaa file sharing
system,more than 50%of the popular copies ofmusical songs
were polluted. Subsequently, many researchers have dedi-
cated themselves to conductmeasurement studies to examine
the extent of the impact of pollution attacks on the P2P net-
work. For example, Liang et al. [9] also developed an effective
methodology to estimate the amounts of index poisoning
and pollution in the file sharing system; they used data-
harvesting platforms on FastTrack and Overnet to collect the

required data. Christin et al. [5] provided a measurement-
based analysis to inspect the impacts on content availability
due to pollution and poisoning in the P2P network. Dhungel
et al. [16] conducted experimental measurements to analyze
and study the pollution in P2P live video streaming systems.

Other researchers have constructed analysis models to
facilitate the analysis and evaluation of the impacts of
pollution on P2P networks. Dumitriu et al. [17] performed
analyticalmodeling against file-targeted attacks andnetwork-
targeted attacks in order to investigate the resilience demon-
strated by a P2P file sharing system when fighting against
denial-of-service (DoS) attacks. The study of Shi et al. [18]
presumed that the file-targeted attacks and network-targeted
attacks have close and inseparable relationships and, in this
manner, proposed a unified model for these two attacks.
Thommes and Coates [19] inspected the viruses in P2P
networks in addition to the polluting behavior and adopted
an epidemiological approach to explore a dynamic model
capable of describing viruses and pollution. Similarly, from
the concept of an epidemic model, Gu et al. [20] proposed a
model of reputation-based approaches, which could simulate
and evaluate pollution, in order to study the dissemination
of a shared file in P2P networks. Lee et al. [21] investigated
user behaviors by using questionnaires and then employed
the results as a basis to explore an analytical model in order
to study the dynamic properties of pollution in P2P networks.
In the study of Yang et al. [22], a modeling framework was
constructed to analyze and study the pollution in P2P live
video streaming systems. Kumar et al. [15] developed the FM
for pollution proliferation in a P2P file sharing system; in this
paper, we have extended a small part of the FM to construct
a model that is able to analyze and evaluate the proposed
antipollution mechanism.

Thus far, few researchers have focused on developing pol-
lution countering (measures), andmost of themhave adopted
a reputation system or a blacklisting mechanism. Credence
[12] is a well-known reputation system for fighting viruses
in P2P file sharing systems. By employing a simple network-
wide voting scheme, Credence enables a user to conduct
positive and negative appraisals on object contributions in
P2P file sharing systems; moreover, it also allows a client
to perform weighting on his vote based on the statistical
correlations between himself and his peers. In Dong et al.
[23] and Dong et al. [11], a P2P antipollution file sharing
system was constructed based on object reputations, but
employing different building processes. They proposed a
pollution propagationmodel that first considered file objects,
then weighted votes by calculating the vector space similarity,
processed the data sparsity problem by using the Horting
graph-theoretic approach, and finally adopted a self-adaptive
reputation threshold to judge the file authenticity. On the
other hand, Costa et al. [6] proposed a P2P antipollution file
sharing system, named Scrubber, that was based on peer
reputations. In comparison to Credence, Scrubber is a dis-
tributed and decentralized reputation system inside which
peers mutually designate the reputations to verify and dif-
ferentiate malicious users who disseminate polluted contents
on the network. In addition to the imposition of severe and
speedy punishments on the content polluters, Scrubber
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also includes a rewarding mechanism to recover a peer’s
reputation. However, the above-mentioned proposals cannot
rapidly react to the dissemination of polluted contents. Cai
et al. [24] proposed a holistic mechanism to defend against
pollution attack. Besides using a general reputation model,
the mechanism gathers extra inherent file-related informa-
tion for peers to identify the potential pollution without
completely downloading the requested content. Barcellos
et al. [25] developed a reputation-based pollution control
strategy inwhich the dissemination rate of a content is limited
according to the reputation of the version. In this way, the
polluted content is eliminated before a peer vote on the
version negatively. Shin andReeves [26] presented an antipol-
lution scheme called winnowing. It reduces index pollution
by publish message verification and user feedback mediation
in DHT-based P2P system.

Liang et al. have proposed certain countermeasures based
on a blacklistingmechanism after conductingmanymeasure-
ment studies on P2P network pollution [13]. They had devel-
oped the abovementioned crawler that crawls an entire P2P
network and collects the metadata of all the shared files for
offline analysis. In their automated version-checking proce-
dure, a set of nodes of very probable polluters are verified and
added to a blacklist. Further, another study had focused on
countering index poisoning attacks in P2P systems; a similar
method was followed in [13] via a step named harvesting. In
harvesting, massive information relevant to the versions in
a P2P system is collected, and the poisoned, polluted, and
clean versions are verified; bad sources are then recognized
and added to a blacklist. It is possible to suppress the pollution
spreading in P2P file sharing systems without downloading
the data shared from the blacklisted nodes. However, in
blacklisting mechanisms, massive amounts of data have to
be collected on a P2P network, and it is not affordable to
normal individual users. Moreover, since the peers in a P2P
network join and leave the system frequently and unex-
pectedly, the data search procedures have to be conducted
often to prevent the collected data from becoming out of date,
and this significantly increases the network overheads.

3. EVENODD Coding Scheme

Reed-Solomon (RS) codes [27] and EVENODD are two
representative forward error correction (FEC) codes widely
used in telecommunication and information theory, such as
data transmission and storage systems. In the RS codes, an
update to a single information bit requires an update in all the
parity symbols and affects numerous bits in each symbol. As
a result, the RS code update operations incur large computa-
tion overheads. Unlike RS codes, EVENODD requires only
cyclic shifts and XOR operations, which therefore achieves
optimal redundancy with considerably lower computational
complexity. Furthermore, EVENODD can tolerate up to two
errors or erasures of bits (disks) and is more practical than RS
codes.

The development of coding schemes remains an active
research area. Since the EVENODD was proposed, several
schemes have been proposed, such as the remote desktop

protocol (RDP) scheme [28], X-code [29], B-code [30],
and generalized EVENODD code [31]. These schemes are
more efficient than EVENODD, and some of them can
tolerate more than even two erasures. However, most of these
schemes are variations or extensions of EVENODD, and
hence, they are more difficult to implement due to the high
complexity for achieving high performances. In this study, we
aim to find a fault-tolerantmechanism to reduce the pollution
attacks in P2P networks; developing or looking for high-
performance coding schemes is beyond the scope of this
study. EVENODD is both efficient and simple and hence is
suitable for the purpose of this study. In this section, we will
briefly introduce the EVENODD encoding scheme. Formore
details, please refer to [14, 32, 33].

3.1. Encoding Procedure. In a RAID, in order to tolerate the
simultaneous damages to two disks, EVENODD requires
(𝑚 + 2) disks to spread its encoding of stored data; here 𝑚
must be a prime number.The original data is split into blocks
and, after proper encoding, distributed as uniformly as possi-
ble into𝑚 disks. Each disk is split into𝑚−1 blocks, and hence,
the RAID system logically forms a (𝑚 − 1) × (𝑚 + 2) matrix
A. The redundant data generated from the original data for
crash recovery are saved in the two extra disks 𝑚 and 𝑚 + 1.
The parity data calculated from the horizontal blocks of disk
0-disk𝑚−1 is saved ondisk𝑚, while the parity data calculated
from the diagonal blocks disk 0-disk 𝑚 − 1 is saved on disk
𝑚 + 1. In array 𝐴, 𝐴[𝑖, 𝑗] represents the block of the 𝑖th row
and 𝑗th column (i.e., the 𝑖th block of the 𝑗th disk), where
0 ≤ 𝑖 ≤ (𝑚 − 2) and 0 ≤ 𝑗 ≤ (𝑚 + 1). Equations (1)–(3) are
the formulae for calculating the parity data. For each 𝑖, 0 ≤
𝑖 ≤ (𝑚 − 2), the parity data saved in disk𝑚 can be calculated
from

𝐴 [𝑖, 𝑚] =

𝑚−1

⨁

𝑗=0

𝐴 [𝑖, 𝑗] . (1)

Here ⨁ represents an XOR operation. Equation (1)
performs an XOR operation on the horizontal block of the
original data disk array. The calculation of the parity data
saved in disk𝑚 + 1 uses (2) and (3) as follows:

𝑆 =

𝑚−1

⨁

𝑗=1

𝐴 [𝑚 − 1 − 𝑗, 𝑗] , (2)

𝐴 [𝑖, 𝑚 + 1] = 𝑆 ⊕ (

𝑚−1

⨁

𝑗=0

𝐴 [⟨𝑖 − 𝑗⟩

𝑚
, 𝑗]) . (3)

Before calculating the 𝑆 value, the 0th column of the
original data array is removed to make it a square array.
XOR operations are then performed on the data from the
lower-left to upper-right diagonal blocks in the square array
to obtain the 𝑆 values; subsequently, all the blocks of the
original data array are shifted one grid to the left in order
to obtain another diagonal line. An XOR operation is then
performed on the blocks of this diagonal line to obtain a
value, and a single XOR operation is again performed on the
just calculated value and 𝑆 values. The results are saved on
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Figure 1: An EVENODD encoding example.

the 0th block of the 𝑚 + 1 disk. Figure 1 shows an example
of obtaining the parity data based on the abovementioned
calculation process wherein the rotation is shown for easy
explanations. For detailed calculation processes, please refer
to the example in [14].

3.2. Decoding Procedure. If we consider the situation inwhich
only one disk crashes, the lost data can be easily recovered by
using (1), (2), and (3) for reversal computations. When two
disks crash simultaneously, 4 situations must be considered.
Let us assume that both disks 𝑖 and 𝑗 crash, where 0 ≤ 𝑖 < 𝑗 ≤
(𝑚 + 1); consider the following situations.

3.2.1. 𝑖 = 𝑚, 𝑗 = (𝑚+1). The damaged ones are the two disks
with parity data saved on them.The damaged parity data can
obviously be recalculated by using (1), (2), and (3) after the
new disks are installed.

3.2.2. 𝑖 < 𝑚, 𝑗 = 𝑚. One of the two damaged disks retains
the original data while the other disk𝑚 retains the horizontal
parity data. The parity data of disk 𝑚 + 1 and the unaffected
diagonal block data in the array are substituted into the
following formula to obtain the value of 𝑆:

𝑆 = 𝐴 [⟨𝑖 − 1⟩

𝑚
, 𝑚 + 1] ⊕ (

𝑚−1

⨁

𝑙=0

𝐴 [⟨𝑖 − 𝑙 − 1⟩

𝑚
, 𝑙]) . (4)

Substitute the calculated value of 𝑆 into the following formula:

𝐴 [𝑘, 𝑖] = 𝑆 ⊕ 𝐴 [⟨𝑖 + 𝑘⟩

𝑚
, 𝑚 + 1]

⊕ (

𝑚−1

⨁

𝑙=0

𝑙 ̸= 𝑖

𝐴 [⟨𝑘 + 𝑖 − 𝑙⟩

𝑚
, 𝑙]) .

(5)

Here, 𝑘 is every single damaged disk block. These two
equations are related to the recovery of the damaged original
disk, while the lost horizontal parity data in disk 𝑚 can be
regained by (1).

3.2.3. 𝑖 < 𝑚, 𝑗 = (𝑚 + 1). One of the two damaged disks
retains the encoded original data while the other disk 𝑚 + 1
retains the diagonal parity. To recover the original data, first,
substitute the horizontal parity data of disk 𝑚 into (1) for
reversal operations to recover the damaged original disk data;
subsequently, employ (2) and (3) to regain the diagonal parity
data of disk𝑚 + 1.

3.2.4. 𝑖<𝑚, 𝑗<𝑚. Both the damaged disks retain the encoded
original data. To recover, first use the following formula to
obtain the 𝑆 value:

𝑆 = (

𝑚−2

⨁

𝑙=0

𝐴 [𝑙, 𝑚]) ⊕ (

𝑚−2

⨁

𝑙=0

𝐴 [𝑙, 𝑚 + 1]) . (6)

Subsequently, use the following formulae to obtain 𝑆s as the
horizontal blocks 𝑆(0) = 𝑆(0)

0
, 𝑆

(0)

1
, . . . , 𝑆

(0)

𝑚−1
and the diagonal

blocks 𝑆(1) = 𝑆(1)
0
, 𝑆

(1)

1
, . . . , 𝑆

(1)

𝑚−1
:

𝑆

(0)

𝑢
=

𝑚

⨁

𝑙=0

𝑙 ̸= 𝑖,𝑗

𝐴 [𝑢, 𝑙] ,

𝑆

(1)

𝑢
= 𝑆 ⊕ 𝐴 [𝑢,𝑚 + 1] ⊕(

𝑚−1

⨁

𝑙=0

𝑙 ̸= 𝑖,𝑗

𝐴 [⟨𝑢 − 𝑙⟩

𝑚
, 𝑙]) .

(7)

Here, 𝑆(0)
𝑢

is the value obtained after an XOR operation on the
horizontal blocks of the 𝑢th row without the damaged data,
while 𝑆(1)

𝑢
is the value obtained by an XOR operation on the

diagonal blocks without the damaged data, 0 ≤ 𝑢 ≤ (𝑚 − 1).
Subsequently, by following the steps below, the lost data in the
two damaged disks 𝑖 and 𝑗 can be recovered.

(1) Designate the first recovered block and set 𝑠 to
⟨− (𝑗 − 𝑖) − 1⟩

𝑚
; subsequently, initialize all the blocks

on the (𝑚 − 1)th row and set 𝐴[𝑚 − 1, 𝑙] to 0, where
0 ≤ 𝑙 ≤ (𝑚 − 1).

(2) Let𝐴[𝑠, 𝑗] = 𝑆(1)
(𝑗+𝑠)
𝑚

⊕𝐴[⟨𝑠 + (𝑗 − 𝑖)⟩

𝑚
, 𝑖] and𝐴[𝑠, 𝑖] =

𝑆

(0)

𝑠
⊕ 𝐴[𝑠, 𝑗].

(3) Let 𝑠 = ⟨𝑠 − (𝑗 − 𝑖)⟩
𝑚
; if 𝑠 = (𝑚 − 1), then stop;

otherwise, return to Step (2).

For simplicity, the exact meaning of the application of each
formula is not explained in this paper; for more details on
the recovery processes, please also refer to the examples in
[14, 29, 30].

4. System Architecture and Operation

This section describes methods to employ the fault-tolerant
capabilities of EVENODD to avoid file pollution in P2P
systems; further, the overheads imposed by the scheme for
producing redundant data with respect to the network and
storage space are briefly analyzed.
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Figure 2: An example of the operational details of the proposed mechanism.

4.1. EVENODD for Antipollution P2P File Sharing. In P2P file
sharing systems, in order to efficiently share files, a file will
usually be split into several pieces by the P2P file shareware
before being placed for sharing [34–36]. Such practices have
motivated the adoption of EVENODD to solve pollution
problems in P2P file sharing systems. In order to conform
with the EVENODD data slicing criteria, a shared data file
must be split into 𝑚 uniformly sized pieces, where 𝑚 is a
prime number.

Figure 2 illustrates an example of the operational details
of the proposed mechanism in which five peers—A, B, C, D,
and E—network over a P2P file sharing system. As shown
in Figure 2(a), A, B, and C have copies of file 𝑓, which they
all provide to the other peers for downloading. A and C
provide good copies, while B provides a polluted copy. Prior
to sharing, all of these copies were split into the same number
of pieces; in this example, all were split into 5 pieces (𝑚 =
5), which, following encoding by EVENODD, resulted in 7
pieces per copy. D and E each place requests to download a
copy of 𝑓 through enquiries to the P2P file sharing system,
to which the system responds with the number and locations
of the available copies. Owing to the inherent properties of
P2P file sharing system, each piece of 𝑓 downloaded by D
and E will generally be from different sources. As can be
seen in Figure 2(a), five of the pieces that D and E download
separately from A, B, and C are polluted (two by D and three
by E). The two polluted pieces downloaded by D are data
piece D4 and redundant piece 𝑅v. As this corresponds to
situation 2 in Section 3.2, the correct downloaded copy can be
recovered by the EVENODD decoding procedure; therefore,
peer D has obtained a good copy even though it has down-
loaded polluted pieces. On the other hand, because E has
downloaded more than two polluted pieces, the copy will not
be recovered by EVENODD, and therefore E will delete the

copy and resend a request to the P2P file system to download
a new copy of 𝑓. In Figure 2(b), E has obtained a new copy
of 𝑓 after initiating the duplicate download. At this stage,
E will download pieces from D as well as from A, B, and
C, and since D has become a peer that provides only good
copies of 𝑓 as a result of the previous stage, the probability
that Ewill download good pieces will increase.Thus, only one
piece (D4) downloaded by E is polluted in this stage and, as
described in Section 3.2, a single polluted data piece can easily
be recovered by using (1), (2), and (3) for reversal computa-
tion. As a result, E becomes a provider of good copies of 𝑓
in successive downloads. In accordance with this paradigm,
any pollution will be eliminated in a short time.

4.2. Networks and Storage Overhead. After the original data
file is successfully split, the previously introduced encoding
procedure is employed to produce both the horizontal parity
and diagonal parity pieces. As a result of these extra slices,
this file has a certain degree of fault-tolerant capabilities. For
example, Figure 3 shows an example inwhich an original data
file is split into twelve pieces (A1∼D3) that are clustered into
four groups (e.g., A1, A2, and A3 are a group). Two pieces of
parity data will be created by EVENODD for each group, for
example, the two pieces of 𝑅V1 and 𝑅D1 for the first group in
Figure 3.

The generated parity data pieces cause a file to occupy
more storage space. Assuming a file is split into 𝑚 pieces,
because the generated parity data have a fixed number of two
pieces for certain pieces, that is, a group, the higher the 𝑚
value, the smaller the extra storage space. Figure 4 shows the
ratio of the generated parity data size to the original file size as
𝑚 increases. The extra storage overhead does not reach more
than 66% (i.e., the least splitting case when𝑚 = 3).

After the EVENODD encoding, a file is disseminated
with a certain fault tolerance on the network. Theoretically,
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Figure 4: Number of split𝑚 and extra storage space.

when the shared file size increases, it produces additional
network traffic overheads. However, because EVENODD
tolerates up to errors in two file pieces, a peer need not
download all the pieces of a file to obtain the entire file. The
missing two pieces can be recovered by merely applying the
EVENODD decoding procedure, as shown in Figure 5.

4.3. Fault-Tolerant Capability. The fault-tolerant capability of
a file depends on the total number of pieces split as well
as the number of pieces in a group. In the same group,
EVENODD could tolerate up to two faulty pieces irrespective
of the number of pieces. If a group contains more pieces,
the number of groups reduces, and hence, the total number
of faults a file can tolerate also reduces. Figure 6 shows the
relationship between the number of split pieces and the fault-
tolerance capability. For the sake of efficiency, a reasonably
small piece size is typically used to split a file in P2P file
sharing systems; for example, in the BitTorrent protocol
specification [34, 37], the default piece size is 256KB, but
sizes of 512 KB and 1MB are often observed. FastTrack adopts
even smaller piece sizes of 64KB [35], while in the eMule
protocol specification [36], a file piece is called a chunk and
has a large size of 9.28MB; each chunk is then further split
into blocks of 180KB. If a piece size is 512 KB, a movie film
of approximately 1 GB comprises approximately 2000 pieces;
the fault-tolerance rate for such sizes is not shown in Figure 6

Yet to download

Finished downloading

A1 A2 A3 RV1 RD1

Figure 5: File recovery using EVENODD decoding procedure.
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Figure 6: The fault-tolerant rate of EVENODD.

in which only files split up to 97 pieces have been shown (the
maximum prime number that is less than 100). In fact, when
the number of file pieces reaches 2000, the fault-tolerance
rate of the EVENODD will be only 0.1%; this is nearly close
to no fault-tolerance capability. One solution for such big
files is to split the file first into a reasonable number of
blocks and then perform EVENODD encoding, respectively,
against each block; however, this could also still enhance
fault-tolerance rates. Of course, the space and time required
for performing such methods also lead to other issues.

4.4. Tamper Detection. Traditional error detecting codes,
such as parity checks and cyclic redundancy checks (CRCs),
produce redundant parity bits from the data. These bits are
then embedded into the data, and operational data errors are
detected by error detecting codes and corrected by forward
error correction (FEC) codes. However, if security is not
considered, traditional error detecting codes cannot fight
purposely devised malicious attacks. In this study, infor-
mation hiding techniques [38, 39] have been employed for
detecting the polluted pieces of files; note that the informa-
tion hiding concept has been used inmanyfields, for example,
secure communication and multimedia security.

5. System Modeling

In this paper, we have expanded the FM developed by Kumar
et al. [15] for the pollution proliferation of P2P file sharing
systems and then deduced amodel for properly analyzing and
evaluating the pollution-avoidance mechanism proposed in
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this paper. A brief introduction of FM will be given in this
section and the model will be deduced. The various param-
eters involved in the following modeling and evaluation are
summarized in Table 1.

5.1. Fluid Model. The primary goal of FM is to develop a
model for P2P file sharing systems; this model should be able
to observe, analyze, and evaluate the pollution proliferations
and to provide important references for the future designs of
antipollutionmechanisms. Moreover, it can be used tomodel
and analyze the proliferation of polluted versions and good
versions of a title in P2P networks.

Two types of peers are defined in FM: attacking peers
that inject polluted copies into P2P systems and benign peers.
Let 𝑀 be the number of benign peers wishing to acquire a
title copy; there are several versions of this title, and for each
version, there are several available copies and some of them
are polluted.The following reasonable assumptions have been
made in FM.

(1) When a peer obtains a good version of a title, it stops
its search.

(2) If a peer inspects and confirms that a downloaded
version has been polluted, it will delete the version
and immediately search again for the said title.

(3) If a peer obtains a good version, it will provide this
version without any deadlines to other peers on the
P2P network for their downloading.

(4) All the peers are homogeneous and exhibit identical
behaviors.

In summary, in the FM, there are three types of peers at
any instant of time: (1) peers that have a good copy, (2) peers
that have a polluted copy, and (3) peers that have no copy.
Moreover, any one of the𝑀peerswill have amaximumof one
copy at any time, regardless of whether it is good or polluted.

In the FM, the inspection time is the time counted
from the moment when a user issues a download request
to the moment when the user finishes inspecting the fully
downloaded file. The average inspection time of a peer is
expressed as 1/𝜇, where 𝜇 is the inspection rate of a peer, or,
in other words, the frequency of the peer deleting a polluted
version and issuing a new search request.

Let ](𝑡) represent the set of versions (polluted and good
ones) appearing on the network at time 𝑡. For a version 𝜐 ∈
](𝑡), 𝑛

𝜐
(𝑡) represents the number of copies at time 𝑡. Because

a peer has amaximumof one copy of any single version at any
instant, 𝑛

𝜐
(𝑡) is also the number of copies of a certain version

𝜐 at time 𝑡.
After a user has enquired for a certain title, he will receive

a series of the versions and the number of copies available
for each version of the title on P2P networks. Without
considering the user behavior for the selection, in general, the
probability of a certain specific version 𝜐 being selected could
be modeled as a function of the number of copies of each
available version in the system as follows:

𝑞

𝜐
(𝑡) = 𝑓

𝜐
(𝑛

𝑢
(𝑡) , 𝑢 ∈ ] (𝑡)) , 𝜐 ∈ ] (𝑡) . (8)

x, y

x, y + 1 x + 1, y

x + 1, y − 1

Figure 7:TheMarkov state transitions for the Copy Centric Model.

Here, 𝑓𝜐(⋅), 𝜐 ∈ ](𝑡), is an arbitrary function that satisfies the
following equation:

∑

𝜐∈](𝑡)
𝑞

𝜐
(𝑡) = 1. (9)

The pollution proliferation modeling of the FM could
begin from the two extreme cases of the selection distribution
𝑞

𝜐
(𝑡), 𝜐 ∈ ](𝑡): the Copy Centric Model and Version Centric

Model. In this paper, we have extended the former to deduce
the conformable pollution proliferationmodel.Thedefinition
of the Copy Centric Model is that any user will randomly
select a copy for download with no particular preferences;
that is, each available copy on the network is treated equally.
Therefore, the probability of each available version being
selected by a user is the ratio of the number of available copies
of this version to the total number of available copies; it is
given as follows:

𝑞

𝜐
(𝑡) =

𝑛

𝜐
(𝑡)

∑

𝑢∈](𝑡) 𝑛𝑢 (𝑡)
. (10)

Let𝑁 represent the number of polluted versions that have
been placed in the network by an attacker, and let us assume
that 𝑁 is invariable with time. Further, assume that there
are 𝑀 benign peers who all wish to obtain good versions
of this title. The FM uses the discrete-state Markov process
approach to analyze the pollution proliferation. Figure 7 is
such aMarkov state chart wherein 𝑥 and𝑦 represent the peers
with uncontaminated and polluted copies, respectively, and
state transitions occur when a user inspects a downloaded
file. As shown in Figure 7, a system can transit from state
(𝑥, 𝑦) to the following states:

(1) (𝑥 + 1, 𝑦): a peer without a copy downloads an
uncontaminated copy at its first request,

(2) (𝑥, 𝑦+1): a peer without a copy downloads a polluted
copy at its first request,

(3) (𝑥 + 1, 𝑦 − 1): a peer with a polluted copy downloads
an uncontaminated copy,

(4) (𝑥, 𝑦): a peer with a polluted copy downloads a
polluted copy at its next request.



International Journal of Distributed Sensor Networks 9

Table 1: Summary of parameters involved in the modeling.

Symbol Description
𝑀

The number of benign peers wishing to acquire a title copy.
𝜇

The frequency of the peer deleting a polluted version and issuing a new search request.
](𝑡) The set of versions (polluted and good ones) appearing on the network at time t.
𝜐

A version.
𝑛

𝜐
(𝑡)

The number of copies of a certain version 𝜐 at time t.
𝑁

The number of polluted versions that have been placed in the network by an attacker.
𝑥

The peers with unpolluted copies.
𝑦

The peers with polluted copies.
𝑥(𝑡)

The total number of peers with good copies at a certain time t.
𝑦(𝑡)

The total number of peers with polluted copies at a certain time t.
𝑝

The probability that a peer selects a polluted copy and downloads it.
𝑝(𝑡)

The probability that a peer selects a polluted copy and downloads it at a certain time t.
𝑚

The number of pieces that a shared file has been split into.

If the rate of inspections is (𝑀 − 𝑥)𝜇 at state (𝑥, 𝑦), then,
according to (10), the probability that a peer selects a polluted
copy and downloads it is

𝑝 =

𝑦 + 𝑁

𝑥 + 𝑦 + 𝑁

. (11)

In order to reduce the complexity of obtaining the
probability distribution of time from any initial state to the
expected state (𝑀, 0), where𝑀 benign peers all obtain good
versions of a title, the FM uses the fluid flow approximation
for modeling the pollution proliferation model. Let 𝑥(𝑡) and
𝑦(𝑡) represent the total number of peers with good copies and
the total number of peers with polluted copies, respectively,
at a certain time 𝑡. Based on the Markov model, at any time 𝑡,
the probability of “a peer that selects a polluted copy and
downloads it” becomes

𝑝 (𝑡) =

𝑦 (𝑡) + 𝑁

𝑥 (𝑡) + 𝑦 (𝑡) + 𝑁

. (12)

When a peer either without a copy or with a polluted copy
has downloaded a good copy, the number 𝑥(𝑡) of good copies
increases. The former will happen at a rate of [𝑀 − 𝑥(𝑡) −
𝑦(𝑡)]𝜇(1 − 𝑝(𝑡)) and the latter at a rate of 𝑦(𝑡)𝜇(1 − 𝑝(𝑡)). The
fluid equation is thus deduced to

̇𝑥(𝑡) = [𝑀 − 𝑥 (𝑡) − 𝑦 (𝑡)] 𝜇 (1 − 𝑝 (𝑡)) + 𝑦 (𝑡) 𝜇 (1 − 𝑝 (𝑡)) .

(13)

Similarly, when a peer without a copy downloads a pol-
luted copy, the number 𝑦(𝑡) of the polluted copies increases
at the rate of [𝑀−𝑥(𝑡)−𝑦(𝑡)]𝜇𝑝(𝑡); further, when a peerwith a
polluted copy downloads a good copy,𝑦(𝑡)will increase at the
rate of 𝑦(𝑡)𝜇(1 − 𝑝(𝑡)). The fluid equation is thereby deduced
to

̇𝑦(𝑡) = [𝑀 − 𝑥 (𝑡) − 𝑦 (𝑡)] 𝜇𝑝 (𝑡) − 𝑦 (𝑡) 𝜇 (1 − 𝑝 (𝑡)) . (14)

5.2. Modeling with File Pieces. In P2P file sharing systems,
assume that there is one version of a shared file, which has

been split into𝑚 number of pieces. At time 𝑡, the probability
of a peer downloading a piece of the polluted copy is given
by 𝑝(𝑡) in (12). However, for 𝑥(𝑡) at time 𝑡, for either a peer
without a copy or a peer with a polluted copy downloading
a good copy, the former happens at a rate of speed increase
of (𝑀 − 𝑥(𝑡) − 𝑦(𝑡))𝜇(1 − 𝑃(𝑡))𝑚, while the latter happens at
𝑦(𝑡)𝜇(1 − 𝑃(𝑡))

𝑚. Hence, we deduce a new ̇𝑥(𝑡) as follows:

̇𝑥(𝑡) = (𝑀 − 𝑥 (𝑡) − 𝑦 (𝑡)) 𝜇(1 − 𝑝 (𝑡))

𝑚

+ 𝑦 (𝑡) 𝜇(1 − 𝑝 (𝑡))

𝑚

.

(15)

However, deducing a new ̇𝑦(𝑡) is more complicated
because, to a user, if a polluted piece is found in a downloaded
file, the file is seen as polluted, and this makes the number of
all possible polluted pieces a critical argument in deducing a
new ̇𝑦(𝑡). Considering the growth of 𝑦(𝑡), to a peer that does
not own any piece, the probability that “it will downloadmore
than one polluted piece from other peers” is as follows:

𝑝(𝑡)

𝑚

+ 𝐶

𝑚

1
× 𝑝(𝑡)

𝑚−1

× (1 − 𝑝(𝑡))

1

+ 𝐶

𝑚

2
× 𝑝(𝑡)

𝑚−2

× (1 − 𝑝 (𝑡))

2

+ ⋅ ⋅ ⋅

+ 𝐶

𝑚

𝑚−1
× 𝑝(𝑡)

1

× (1 − 𝑝 (𝑡))

𝑚−1

.

(16)

This expression includes the cases from “all downloaded
pieces are polluted,” “only one downloaded piece is not
polluted,” and “two downloaded pieces are not polluted” to
“all downloaded pieces are not polluted.” On the other hand,
to a peer that has always downloaded the polluted piece, when
it requests again and then downloads a good copy, the speed
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of increase in 𝑦(𝑡) is 𝑦(𝑡)𝜇(1 − 𝑝(𝑡))𝑚. By substitution, one
can obtain the new ̇𝑦(𝑡) as follows:

̇𝑦(𝑡) = (𝑀 − 𝑥 (𝑡) − 𝑦 (𝑡)) 𝜇

× {𝑝(𝑡)

𝑚

+ 𝐶

𝑚

1
× 𝑝(𝑡)

𝑚−1

× (1 − 𝑝(𝑡))

1

+ 𝐶

𝑚

2
× 𝑝(𝑡)

𝑚−2

× (1 − 𝑝 (𝑡))

2

+ ⋅ ⋅ ⋅

+𝐶

𝑚

𝑚−1
× 𝑝(𝑡)

1

× (1 − 𝑝 (𝑡))

𝑚−1

}

− 𝑦 (𝑡) 𝜇(1 − 𝑝 (𝑡))

𝑚

.

(17)

5.3. Modeling with EVENODD. In order to simplify the
EVENODD modeling process, assume that a file is split into
𝑚 pieces and the file, after being encoded, will have two pieces
more than the original file. First, consider the probability
that “a peer that owns no any piece downloads more than
three polluted pieces,” which is a series of permutations and
combinations and is expressed as 𝑝

𝑦
(𝑡). The equation is as

follows:

𝑝

𝑦
(𝑡) = 𝑝(𝑡)

𝑚+2

+ 𝐶

𝑚+2

1
× 𝑝(𝑡)

𝑚+1

× (1 − 𝑝(𝑡))

1

+ 𝐶

𝑚+2

2
× 𝑝(𝑡)

𝑚

× (1 − 𝑝 (𝑡))

2

+ ⋅ ⋅ ⋅

+ 𝐶

𝑚+2

𝑚−1
× 𝑝(𝑡)

3

× (1 − 𝑝 (𝑡))

𝑚−1

.

(18)

In this equation, since the file itself can perform self-recovery
from up to two polluted pieces, it is not necessary to consider
the probability of the cases of “downloading one polluted file
piece” and “downloading two polluted file pieces.”

Now, let us consider the case in which a peer owns
a polluted copy and deduce the probability 𝑝

𝑥
(𝑡) that “it

requests again and downloads a good copy.” This is deduced
and shown as follows:

𝑝

𝑥
(𝑡) = (1 − 𝑝(𝑡))

𝑚+2

+ 𝐶

𝑚+2

1
× (1 − 𝑝(𝑡))

𝑚+1

× 𝑝 (𝑡)

+ 𝐶

𝑚+2

2
× (1 − 𝑝 (𝑡))

𝑚

× 𝑝(𝑡)

2

.

(19)

In the case of a file that has been encoded with EVENODD,
a user can immediately stop downloading as long as there
are 𝑚 unpolluted pieces among the downloaded ones; this is
because this file can be recovered by using the EVENODD
decoding procedure. However, this will make the summation
of 𝑝
𝑥
(𝑡) and 𝑝

𝑦
(𝑡) greater than 1, which is theoretically

unreasonable. Nevertheless, the assumption that a peer will
stop downloading after having downloaded all the pieces of a
file is still reasonable. The first item of the latter two items is
the probability of “requesting a download again and acquiring
one polluted piece”, and the second item is the probability
of “requesting a download again and getting two polluted
pieces”. The latter two cases will cause no harm because
the file can be recovered by using the EVENODD decoding
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Figure 8: Pollution proliferation without EVENODD.

procedure. ̇𝑥(𝑡) and ̇𝑦(𝑡) can then be deduced as follows,
respectively:

̇𝑦(𝑡) = (𝑀 − 𝑥 (𝑡) − 𝑦 (𝑡)) 𝜇𝑝

𝑦
(𝑡) − 𝑦 (𝑡) 𝜇𝑝

𝑥
(𝑡) , (20)

̇𝑥(𝑡) = (𝑀 − 𝑥 (𝑡) − 𝑦 (𝑡)) 𝜇𝑝

𝑥
(𝑡) + 𝑦 (𝑡) 𝜇𝑝

𝑥
(𝑡) . (21)

6. Evaluation

In this section, we present our evaluation results of the
antipollutionmechanism proposed in this paper.The evalua-
tion was performed using two approaches—bymodeling and
by simulations.

6.1. Evaluation by Modeling. It is difficult to estimate the
distributions of 𝑥(𝑡) and 𝑦(𝑡) in (15) and (17), respectively, by
inspecting the equations in Section 5.2; numerical analysis is
used to acquire the approximation solutions of the formulas.
Let 𝑥(0) = 1000, 𝑁 = 1000, 𝑚 = 5, 𝜇 = 1 (query/day),
and𝑀 = 100000 be the initial values. Substituting them into
(15) and (17) with time varying beyond a major swing in the
number of peers that own good or polluted copies yields the
result shown in Figure 8; here, the dotted and darker curves
represent the number of polluted and good copies, respec-
tively, normalized as a fraction of the total number of peers.
From this figure, peers that have downloaded a polluted piece
are barely able to obtain a good copy for a very long time.
This result is quite predictable because the probability is very
strict for a peer to obtain a good and complete file for large𝑚
values. For a popular file, if an attacker produces false peers
that are close in number to the number of peers that own good
copies when it has just begun disseminating, the attack would
become very threatening.

Similarly, it is difficult to estimate the distributions of
𝑥(𝑡) and 𝑦(𝑡) from (20) and (21), respectively; in fact, these
equations are even more complicated than (15) and (17).
An identical numerical analysis approach is used to deduce
the approximation solutions of these formulae by setting
the initial values for 𝑥(0), 𝑁, 𝑚, 𝜇, and 𝑀 identical to
those for (15) and (17). The result is shown in Figure 9;
the light gray and darker curves represent the number of
polluted and good copies, respectively. It is obvious that
these curves fall and rise continuously and quickly from the
very beginning and converge to become flat at approximately
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Figure 9: Pollution proliferation with EVENODD.

the 16th day as compared to the more than 100000 days
in Figure 8. This means that when the attacker begins to
disseminate polluted copies, the proposedmechanism begins
to produce a suppression effect, and the pollution attack could
be exterminated on the 16th day.

Although there is a large difference between the conver-
gence times in Figures 8 and 9, the curve patterns of these two
figures are similar.The initial values of both the environment
parameters 𝑥(0) and 𝑁 being equal to 1000 imply that, for
each file piece, the probabilities that, “on the first day, a peer
has downloaded a polluted piece” and, “on the first day, a peer
has downloaded a unpolluted piece” are identical. However,
when a single piece downloaded by a peer is polluted, the
downloaded file will be treated as a polluted one. As a result,
on the first day, the number of polluted copies is higher than
that of the good copies. Under the assumptions that a peer
who owns a complete and good copy will share this file indef-
initely and the peers who have downloaded polluted files will
request to download again continuously until they receive a
complete and good copy, the number of polluted copies will
decrease and the number of good copies will increase with
time. In this manner, adopting the EVENODD procedure
that tolerates two polluted pieces downloaded by a peer
clearly makes the convergence speed in Figure 9 faster than
that in Figure 8.

6.2. Evaluation by Simulations. The evaluation results in
the previous section are obtained from the equations with
many postulations. In this section, we describe the simu-
lation approach that was used to verify the accuracies of
the obtained results. Several simulation experiments were
conducted to evaluate the use of EVENODD in suppressing
and eliminating pollution attacks in P2P file sharing systems.
In the experiments, PCs (3.0GHz processor; 2 GBDDR II
800RAM)were used, andVisual C++was selected as the pro-
gramming tool.

6.2.1. Behavior of Nodes. In P2P file sharing systems, a peer
must act and download before possibly receiving any polluted
file. Therefore, the focus of this simulation experiment was
on peer behaviors. General impact factors such as network

traffic, framework, and search time that are considered in
the simulation experiments of P2P file sharing networks were
not be considered in this experiment. The conditions and
assumptions of the simulation environments of this experi-
ment were as follows.

(1) The number of peers that share a complete and
healthy file on the network, the number of benign
peers that demand this file, and the number of
attacking peers are fixed and maintained constant
from the beginning of sharing the file.

(2) None of the peers leave the network.

(3) A peer that has successfully downloaded a certain file
definitely shares all the pieces of this filewith the peers
that have not completed downloading.

These assumptions are in accordance with the modeling
criteria described in the previous section. In addition, the
procedure followed by a benign peer for requesting a file is
fairly simple and is as follows.

(1) Select a file piece that is still missing.

(2) Choose a peer that owns the piece and will provide
the benign peer with the piece.

(3) Check whether the requested file has been completely
downloaded, and if so, stop selecting pieces and peers.

6.2.2. Simulation Results. On the basis of the conditions and
assumptions and setting the initial vales of 𝑥(0) = 100, 𝑁 =
100, 𝑚 = 5, 𝜇 = 1 (query/day), and 𝑀 = 2000, the first
experiment was conducted on the pollution evolution in P2P
file sharing systems that do not use EVENODD. The results
are shown in Figure 10. When a P2P file sharing network was
attacked, as much as 92% of the peers were polluted from the
very beginning. On the 4th day, the number of polluted peers
decreased to approximately 80%, whereas after the 4th day,
the number of polluted peers significantly decreased. More-
over, on the 10th day, all the peers on the file sharing network
obtained a good copy of the file. Since, at time 𝑡, a peer can
only own a copy of a file, the number of polluted peers was
also the number of polluted copies. Moreover, because of
the assumption that a peer that owns a good copy of a file
will definitely share the file with other peers and the peers
that have realized that they have downloaded a polluted copy
will immediately request a new download, all the peers in the
system ultimately received good copies.

Figure 11 presents the experimental results from the
EVENODD procedure on a P2P file sharing network; the
number of polluted copies decreased fast after the first day,
and on the 4th day, all the peers in the P2P file sharing
network obtained a good copy of a file. In comparison with
Figure 10, this experimental result confirms that the usage of
EVENODD enables the efficient suppression and removal of
file pollution in a shorter time on a P2P file sharing network;
the convergence speed is approximately 40%∼60% faster.
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Figure 10: Pollution proliferation without EVENODD.
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Figure 11: Pollution proliferation with EVENODD.

7. More Evaluation by Modeling

The accuracy of the model developed in Section 5.3 can
be demonstrated by comparing the modeling evaluation
results with those of simulation in Section 6. In this section,
additional evaluation of the proposed model mechanism is
conducted. In this further evaluation, two kinds of network
scale settings are used: a large-scale network, as described
in Section 6.1, in which 𝑥(0) = 1000, 𝑁 = 1000, 𝑚 = 5,
𝜇 = 1 (query/day), and𝑀 = 100000; a small-scale network,
as described in Section 6.2, with 𝑥(0) = 100,𝑁 = 100,𝑚 = 5,
𝜇 = 1 (query/day), and𝑀 = 2000.

7.1. Amending Equations. In Sections 6.1 and 6.2, the initial
environmental parameter configurations were different; they
were for large-scale and small-scale networks, respectively.
In order to understand the precision of the experiments
described in Section 6.2, the settings in small-scale network
are used to redo the calculations in Section 6.1.The results are
shown in Figure 13.

From Figures 11 and 13, which are the evaluation results of
themodel and simulation experiment, respectively, the pollu-
tion situations can be observed to be continuingly decreasing
from the beginning of the first day. However, the simula-
tion results show that the file pollution in the system was
totally eliminated by the 4th day, while the model results
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Figure 12: Pollution proliferation in a small-scale network without
EVENODD.
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Figure 13: Pollution proliferation in a small-scale network with
EVENODD.

show that the elimination happened only by the 16th day.
Similar results were obtained when comparing the results of
Figures 10 and 12, and here, the differences in the durations of
the pollution convergence were even larger. This implies the
deducedmodel differs from the practical one.The reasons for
such a situation may be obtained by examining the following
loopholes existing during the model deduction.

(1) In themodel analysis, time is discrete (day by day). As
a result, each peer sees the previous day’s distributions
of the copies in the P2P file sharing network.

(2) If a peer has downloaded a polluted piece, the entire
file containing the piece will be considered as polluted
regardless of the presence of other unpolluted file
pieces, and this peer will also be considered a polluted
peer.

(3) Similar to (2), as long as a peer has downloaded a
piece from a peer that is believed to be polluted, it
will be seen as a polluted peer, even if the downloaded
piece is a good one.

In order to deduce a model that is more realistic, a new
assumption will be added—a peer will delete all the polluted
file pieces that were previously downloaded before requesting
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Figure 14: The pollution proliferation without using EVENODD
after modifying the assumption.
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Figure 15: The pollution proliferation that uses EVENODD after
modifying the assumption.

a download again. Under this assumption, the probability
that a peer will obtain a polluted piece is modified as follows:

𝑝 (𝑡) =

𝑁

𝑥 (𝑡) + 𝑁

. (22)

Based on the modified assumptions, the evaluations of
Sections 6.1 and 6.2 are performed again to yield the results
shown in Figures 14 and 15, which are the evaluation results
of a P2P file sharing system adopting and not adopting
EVENODD, respectively. In these twofigures, both the results
of model evaluations and simulation experiments have been
deliberately combined for comparisons, and from them, it is
obvious that the model with the modified assumptions has a
curved shape similar to the simulations of the practical
situation.

Furthermore, the assumption in the Fluid Model that
if a peer obtains a good version it will provide it without
deadlines to other peers for downloading is also unrealistic.
Several types of peer that will be reluctant to share down-
loaded files exist, including free riding peers as well as those
that leave the P2P file sharing systemnaturally. To account for
this, a new parameter 𝑃

𝑆
is added to represent the probability

that a peer obtaining a good version will share it indefinitely.
The parameter 𝑃

𝑆
is assumed to be an average value and will
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Figure 16:The effects of 𝑃
𝑆
on the elimination of polluted copies for

values of 𝑃
𝑆
of 1, 0.8, 0.6, 0.4, and 0.2.

not be changed during the process of pollution elimination.
Using 𝑃

𝑆
, (21) can be modified as follows:

̇𝑥(𝑡) = [(𝑀 − 𝑥 (𝑡) − 𝑦 (𝑡)) 𝜇𝑝

𝑥
(𝑡) + 𝑦 (𝑡) 𝜇𝑝

𝑥
(𝑡)] ∗ 𝑃

𝑆
.

(23)

Because 𝑃
𝑆
has no effect on ̇𝑦(𝑡), (20) stays the same; the

evaluation in the following subsections is performed using
(20) and (23). Figure 16 shows the effects of 𝑃

𝑆
on the func-

tioning of the proposed mechanism for values of 𝑃
𝑆
of 1, 0.8,

0.6, 0.4, and 0.2.
The curves in Figure 16 show variation in the number of

polluted copies; as can be seen, although 𝑃
𝑆
has an impact on

the mechanism, pollution is still eliminated in about two or
three days. This demonstrates that the proposed mechanism
can efficiently avoid pollution.

7.2. Impact of Network Scale. In this subsection, we investi-
gate the impact of network scale on the convergence time of
pollution in the proposedmechanism.While a comparison of
Figures 8 and 13 would suggest that there is an effect on con-
vergence time owing to network scale, the proportional rela-
tion among𝑀,𝑁, and𝑋(0) in themodel would seem to con-
travene this. To check this, a new parameter 𝑅 can be added
to represent the relations between any two parameters. 𝑅 is
defined as

𝑅

𝐴-𝐵 =
Value of parameter 𝐴
Value of parameter 𝐵

. (24)

In the large-scale network setting, for example, 𝑅
𝑀-𝑁 will

equal 100, as𝑀 = 100000 and𝑁 = 1000. For both the large-
and small-scale network settings, the values of 𝑁 and 𝑋(0)
were varied in order to fix 𝑅

𝑀-𝑁 and 𝑅𝑀-𝑋(0) at the same val-
ues in both scale networks. The results of this experiment are
given in Table 2, which shows a day-by-day breakdown of the
proportion of good copies in each network.

It can be seen that the results in columns 2 and 4 and
columns 3 and 5 of Table 2, respectively, are identical. Based
on this, it would appear that network scale has no effect on
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Table 2: The variation of good copies in large and small network.

Time (day)
𝑀 = 100000 𝑀 = 2000

𝑁 = 2000, 𝑋(0) = 2000 𝑁 = 2000, 𝑋(0) = 1000 𝑁 = 40, 𝑋(0) = 40 𝑁 = 40, 𝑋(0) = 20

𝑅

𝑀−𝑁
= 50, 𝑅

𝑀−𝑋(0)
= 50 𝑅

𝑀−𝑁
= 50, 𝑅

𝑀−𝑋(0)
= 100 𝑅

𝑀−𝑁
= 50, 𝑅

𝑀−𝑋(0)
= 50 𝑅

𝑀−𝑁
= 50, 𝑅

𝑀−𝑋(0)
= 100

0 0.168152823 0.037562227 0.168152823 0.037562227
1 0.952718092 0.429983234 0.952718092 0.429983234
2 0.999632505 0.995571964 0.999632505 0.995571964
3 0.999941027 0.999822007 0.999941027 0.999822007
4 0.999982692 0.999961957 0.999982692 0.999961957
5 0.99999384 0.999987828 0.99999384 0.999987828
6 0.999997645 0.99999553 0.999997645 0.99999553
7 0.999999075 0.999998271 0.999999075 0.999998271
8 0.999999632 0.999999317 0.999999632 0.999999317
9 0.999999853 0.999999728 0.999999853 0.999999728
10 0.999999941 0.999999892 0.999999941 0.999999892

the proposedmechanism as long as the ratios between𝑀 and
𝑁 and𝑀 and 𝑋(0), respectively, are the same in both scale
networks.

7.3. Impact of Fraction of Initial Good Copies and Polluted
Copies. This subsection conducted an experiment to inspect
the pollution attack resistance ability of a P2P system that uses
EVENODD.The aimwas to verify the impacts on the conver-
gence times caused by the variance of the initial values 𝑋(0)
and 𝑁. A parameter 𝐾 that used to represent the variance is
defined as

𝐾 =

𝑁

𝑋 (0)

. (25)

A larger value of𝐾 represents a fiercer pollution attack by the
attacker in the beginning. The experimental result is shown
in Figure 17, the pollution convergence time increased with
𝐾 in both large and small-scale networks. However, in P2P
file sharing systems that use EVENODD, the increase in 𝐾
has an obviously smaller impact on the convergence speed—
only approximately 1/10th that of the P2P file sharing systems
without EVENODD. This experiment confirms that using
EVENODD to fight against and remove file pollution attacks
in P2P file sharing networks is effective and robust.

7.4. Impact of Degree of Pollution Attack. The parameters
𝑅 and 𝐾 both indicate the degree of pollution attack; for
example, a larger value of𝐾 or a smaller value of 𝑅

𝑀-𝑁 repre-
sents a more fierce attack. In this subsection, an experiment
to inspect the impact of the number of split pieces on the
convergence time of pollution is described. This assessment
is divided into two parts, one for 𝐾 = 1 and another for 𝐾 =
2. In the first part, parameters of a large-scale network are
adopted—𝑀 = 100000, 𝜇 = 1 (query/day), and 𝑃

𝑆
= 0.6—

and the setting of 𝐾 = 1 implies that 𝑁 = 𝑋(0) and also
that 𝑅

𝑀-𝑁 = 𝑅𝑀-𝑋(0). The first part of the experiment was
performed using three sets each of 𝑁 and 𝑋(0), with the
results shown in Figure 18. In this figure, the curves represent
the proportion of polluted copies in the P2P file sharing
system.
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Figure 17: The resistance ability of a P2P system a subject to
pollution attack.

Figure 18(c) shows the results of a more fierce attack. As
can be seen, the larger number of split pieces results in the
slower elimination of polluted copies, as the pollution attack
will be more severe in the beginning. Next, an experiment
similar to the first part was conducted, with the results shown
in Figure 19.

Figure 19 shows the same results as in Figure 18; this is
to be expected, as the analysis in Section 4.3 determined that
increasing the number of split pieces will lower the fault toler-
ance capability of EVENODD.Aswill be discussed in the next
subsection, a more fierce attack will present challenges for
the proposed mechanism not only in terms of efficiency but
also in terms of network and storage overhead.

7.5. Comparison. The analytical models in the classic antipol-
lutionmechanisms Scrubber [6], Credence [12], and Blacklist
[13] are implemented and compared with the proposed
mechanism in terms of convergence time. In this evaluation,
the large-scale network settings described in Section 6.1 are
used. Parameters specific to Scrubber and Credence adopted
the settings from [6], but the user feedback and𝛽 are set to 0.8
and 1.0, respectively, for a more realistic assessment. Because
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Figure 18: Elimination speed of polluted copies for values of 𝑚 of 5, 7, 11, 13, 17, and 19 in a large-scale network—𝑀 = 100000, 𝜇 = 1
(query/day), 𝑃

𝑆
= 0.6, and 𝐾 = 1: (a)𝑁 = 100,𝑋(0) = 100; (b)𝑁 = 200,𝑋(0) = 200; (c)𝑁 = 1000,𝑋(0) = 1000.

the derivation of the analyticalmodel in this paper is based on
the Fluid Model [15], parameters that are specific to Blacklist
adopted the settings from that paper. The experiment results
are shown in Figure 20.

7.6. Discussion. Most research to date focusing on the devel-
opment of pollution countering measures has adopted some
sort of reputation system based on a globally agreed-upon
voting scheme. However, such systems have several inherent
weaknesses. First, reputation systems face the cold start
problem [26] as, for example, in the case where a new user
will have to belong to the system for a period of time in order
to build up sufficient reputation. Second, because reputation
systems are vulnerable to malicious attacks [40] such as the
Sybil attack, additional defensive solutions must be invented
and inserted into the system. Third, users may avoid voting
or provide a false vote, a tack taken deliberately by malicious
users and accidentally by good users who forget to vote or
mistakenly cast a reverse vote. Fourth, a reputation system
must usually be accompanied by an incentivemechanism [41]
that encourages users to provide truthful feedback while also
allowing good users to recover from damaged reputation.
Together, these potential pitfalls make existing pollution
countering schemes based on reputation complicated and
difficult to implement.

The major drawback of the proposed mechanism lies in
its requirement for additional network and storage overhead,
with the analysis in Section 4.2 showing that overhead factors
increase as the number of split pieces decreases. However, the
experiment conducted in Section 7.4 indicates results con-
trasting with these in terms of efficiency. Instead of proposing

an appropriate number of split pieces, this paper proposes
that different types of shared file should be split into different
numbers of pieces. For example, a large file split into a small
number of pieces will result in high network and storage
overhead; furthermore, document files are suited to being
broken into smaller numbers of file pieces because they are
generally small and their data integrity is important. Another
defect of the proposed mechanism comes from the overhead
incurred by the tamper detection scheme. When no tamper
detectionmeasures are imposed on the proposedmechanism,
a user must inspect a downloaded file manually, which will
increase the time used for downloading a file and the burden
of pollution elimination. On the other hand, if a tamper
detection technique as described in Section 4.4 is adopted,
the proposed mechanism will become more complicated and
cause more network and storage overhead (in the form of
additional parity data, e.g.).

Theproposedmechanism is very simple and requires only
the implementation of EVENODD encoding and decoding
procedures on each peer node of a P2P file sharing system.
Moreover, as shown in the experimental results, pollution can
be effectively suppressed whether or not users can discover
and delete polluted files in a timely manner. If reputation-
based pollution countering measures can be used in con-
junction with the proposed mechanism, file pollution can
be eliminated even more effectively.

7.7. Future Work. In this study, we successfully derived an
analyticalmodel and obtained numerical results within only a
limited space owing to numerous assumptions. However, the
analysis of the proposed mechanism can be more realistic if
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Figure 19: Elimination speed of polluted copies for values of 𝑚 of 5, 7, 11, 13, 17, and 19 in a large-scale network—𝑀 = 100000, 𝜇 = 1
(query/day), 𝑃

𝑆
= 0.6, and 𝐾 = 2: (a)𝑁 = 100,𝑋(0) = 50; (b)𝑁 = 200,𝑋(0) = 100; (c)𝑁 = 1000,𝑋(0) = 500.
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Figure 20: Convergence time of Scrubber, Credence, Blacklist, and
the proposed mechanism.

some of these assumptions are not made. First, we consider
that the number of polluters is varied. Polluters who are in
the systemmay collude withmoremalicious peers than those
who are not in the system in order to launch a more fierce
attack butmay give up and exit the system due to the presence
of an antipollution mechanism. This variable can be taken
into consideration in the derivation of the probability that
a peer selects a polluted copy and downloads it (see (22)).
Second, since a peer can join or leave a P2P file sharing
system at any time, the number of peers is varied from the
beginning of file sharing. This includes two variables: one is
the probability that a peer stops sharing a downloaded file and

leaves the system after finishing the download and the other
is that new peers who query for the file join the system in each
round. In the former, the files downloaded by peers who stop
sharing the file after downloading can be polluted or unpol-
luted. This implies that the number of polluted and unpol-
luted versions can be reduced. As in the case of the latter,
not only benign peers but also polluters can join the system.

8. Conclusion

Pollution attacks are conducted in P2P file sharing systems
to stop the downloading of copyrighted products; further,
in recent years, many researchers have attempted to develop
mechanisms for legally downloading copyrighted products.
We believe that even if the dispute over copyrighted product
dissemination ends in the near future, file pollution attacks
might become a tool for malicious users to attack P2P file
sharing systems, and moreover, this will seriously impact the
efficiency of P2P file sharing systems and even degrade the
network effectiveness. Hence, we have attempted establish a
mechanism to suppress and eliminate the pollution attacks
in P2P file sharing systems. By sectioning a file into suitable
number of pieces and by applying EVENODD to these pieces,
the proposed approach has successfully achieved this goal.
Both the correctness and efficiency of the approach were
verified by simulation experiments; the evaluation results
demonstrate that the application of EVENODD to a P2P
file sharing system could effectively reduce 40 to 60% of
the pollution duration. Further, EVENODD could be easily
embedded in the present P2P file sharing software without
requiring any changes to its underlying infrastructures.



International Journal of Distributed Sensor Networks 17

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.

References

[1] N. S. Good and A. Krekelberg, “Usability and privacy: a study
of Kazaa P2P file-sharing,” in Proceedings of the SIGCHI Con-
ference on Human Factors in Computing Systems (CHI ’03), pp.
137–144, Lauderdale, Fla, USA, April 2003.

[2] S. Sen and J. Wang, “Analyzing peer-to-peer traffic across large
networks,” IEEE/ACMTransactions onNetworking, vol. 12, no. 2,
pp. 219–232, 2004.

[3] Y. K. Kwok, “Autonomic peer-to-peer systems: incentive and
security issues,” in Autonomic Computing and Networking, pp.
205–236, Springer, New York, NY, USA, 2009.

[4] J. Liang, R. Kumar, Y. Xi, and K. W. Ross, “Pollution in P2P file
sharing systems,” in Proceedings of the 24th Annual Joint Con-
ference of the IEEE Computer and Communications Societies
(INFOCOM ’05), vol. 2, pp. 1174–1185, Miami, Fla, USA, March
2005.

[5] N. Christin, A. S.Weigend, and J. Chuang, “Content availability,
pollution and poisoning in file sharing peer-to-peer networks,”
in Proceedings of the 6th ACM Conference on Electronic Com-
merce (EC ’05), pp. 68–77, Vancouver, Canada, June 2005.

[6] C. Costa, V. Soares, J. Almeida, andV. Almeida, “Fighting pollu-
tion dissemination in peer-to-peer networks,” in Proceedings of
the ACMSymposium onApplied Computing (SAC ’07), pp. 1586–
1590, Seoul, Republic of Korea, March 2007.

[7] F. Benevenuto, C. Costa, M. Vasconcelos, V. Almeida, J.
Almeida, and M. Mowbray, “Impact of peer incentives on the
dissemination of polluted content,” in Proceedings of the ACM
Symposium on Applied Computing (SAC ’06), pp. 1875–1879,
Dijon, France, April 2006.

[8] S. Shin, J. Jung, and H. Balakrishnan, “Malware prevalence in
the Kazaa file-sharing network,” in Proceedings of the 6th ACM
SIGCOMM Conference on Internet Measurement (IMC ’06), pp.
333–338, Rio de Janeiro, Brazil, October 2006.

[9] J. Liang, N. Naoumov, and K. W. Ross, “The index poisoning
attack in P2P file sharing systems,” in Proceedings of the 25th
IEEE International Conference on Computer Communications
(INFOCOM ’06), pp. 1–12, Barcelona, Spain, April 2006.

[10] P. Rodriguez, S.M. Tan, and C. Gkantsidis, “On the feasibility of
commercial, legal P2P content distribution,” ACM SIGCOMM
Computer Communication Review, vol. 36, no. 1, pp. 75–78,
2006.

[11] W. Dong, S. B. Yang, and X. Q. Liu, “Artificial immunology
based anti-pollution P2P file sharing system,” in Proceedings of
the 6th International Conference on Grid and Cooperative Com-
puting (GCC ’07), pp. 82–87, Los Alamitos, Calif, USA, August
2007.

[12] K. Walsh and E. G. Sirer, “Fighting peer-to-peer spam and
decoys with object reputation,” in Proceedings of the ACM
SIGCOMMWorkshop on Economics of Peer-to-Peer Systems, pp.
138–143, Philadelphia, Pa, USA, August 2005.

[13] J. Liang, N. Naoumov, and K. W. Ross, “Efficient blacklisting
and pollution-level estimation in P2P file-sharing systems,” in
Technologies for Advanced Heterogeneous Networks, vol. 3837 of
Lecture Notes in Computer Science, pp. 1–21, Springer, Berlin,
Germany, 2005.

[14] M. Blaum, J. Brady, J. Bruck, and J. Menon, “EVENODD: an
efficient scheme for tolerating double disk failures in raid archi-
tectures,” IEEE Transactions on Computers, vol. 44, no. 2, pp.
192–202, 1995.

[15] R. Kumar, D. D. Yao, A. Bagchi, K. W. Ross, and D. Rubenstein,
“Fluid modeling of pollution proliferation in P2P networks,” in
Proceedings of the Joint International Conference on Measure-
ment and Modeling of Computer Systems, pp. 335–346, June
2006.

[16] P. Dhungel, X. Hei, K. W. Ross, and N. Saxena, “The pollu-
tion attack in P2P live video streaming: measurement results
and defenses,” in Proceedings of the Workshop on Peer-to-peer
Streaming and IP-TV (P2P-TV ’07), pp. 323–328, Kyoto, Japan,
August 2007.

[17] D. Dumitriu, E. Knightly, A. Kuzmanovic, I. Stoica, and W.
Zwaenepoel, “Denial-of-service resilience in peer-to-peer file
sharing systems,” ACM SIGMETRICS Performance Evaluation
Review, vol. 33, no. 1, pp. 38–49, 2005.

[18] C. Shi, D. Han, X. Hu, and Y. Yu, “A unified model of pollution
in P2P networks,” in Proceedings of the IEEE International
Symposium on Parallel and Distributed Processing Symposium
(IPDPS ’08), pp. 1–12, Miami, Fla, USA, April 2008.

[19] R. Thommes and M. Coates, “Epidemiological modelling of
peer-to-peer viruses and pollution,” in Proceedings of the 25th
IEEE International Conference on Computer Communications
(INFOCOM ’06), vol. 6, pp. 1–12, Barcelona, Spain, April 2006.

[20] Q. Gu, K. Bai, H. Wang, P. Liu, and C. H. Chu, “Modeling of
pollution in P2P file sharing systems,” in Proceedings of the 3rd
IEEE Consumer Communications and Networking Conference
(CCNC ’06), pp. 1033–1037, Las Vegas, Nev, USA, January 2006.

[21] U. Lee, M. Choi, J. Cho, M. Y. Sanadidi, and M. Gerla, “Under-
standing pollution dynamics in P2P file sharing,” in Proceedings
of the InternationalWorkshop on Peer-to-Peer Systems, vol. 6, pp.
1–6, Santa Barbara, Calif, USA, 2006.

[22] S. Yang, H. Jin, B. Li, and X. Liao, “A modeling framework of
content pollution in peer-to-peer video streaming systems,”
Computer Networks, vol. 53, no. 15, pp. 2703–2715, 2009.

[23] W. Dong, S. B. Yang, and L.-T. Guo, “Object reputation based
anti-pollution P2P file sharing system,” in Proceedings of the 1st
International Conference on Digital Information Management,
pp. 538–543, Bangalore, India, December 2006.

[24] Z. Cai, R. Chen, J. Feng, C. Tang, Z. Chen, and J. Hu, “A holistic
mechanism against file pollution in peer-to-peer networks,” in
Proceedings of the 24th Annual ACM Symposium on Applied
Computing (SAC ’09), pp. 28–34, Honolulu, Hawaii, USA,
March 2009.

[25] M. P. Barcellos, L. P. Gaspary, W. L. da Costa Cordeiro, and R.
S. Antunes, “A conservative strategy to protect P2P file sharing
systems from pollution attacks,” Concurrency Computation
Practice and Experience, vol. 23, no. 1, pp. 117–141, 2011.

[26] K. Shin and D. S. Reeves, “Winnowing: protecting P2P systems
against pollution through cooperative index filtering,” Journal
of Network and Computer Applications, vol. 35, no. 1, pp. 72–84,
2012.

[27] I. S. Reed and G. Solomon, “Polynomial codes over certain
finite fields,” Journal of the Society for Industrial and Applied
Mathematics, vol. 8, no. 2, pp. 300–304, 2006.

[28] P. Corbett, B. English, A. Goel et al., “Row-diagonal parity for
double disk failure correction,” inProceedings of the 3rdUSENIX
Conference on File and Storage Technologies (FAST ’04), pp. 1–14,
San Francisco, Calif, USA, 2004.



18 International Journal of Distributed Sensor Networks

[29] L. Xu and J. Brack, “X-code: MDS array codes with optimal
encoding,” IEEETransactions on InformationTheory, vol. 45, no.
1, pp. 272–276, 1999.

[30] L. Xu, V. Bohossian, J. Bruck, and D. G. Wagner, “Low-density
MDS codes and factors of complete graphs,” IEEE Transactions
on Information Theory, vol. 45, no. 6, pp. 1817–1826, 1999.

[31] M. Blaum, J. Bruck, and A. Vardy, “MDS array codes with
independent parity symbols,” IEEE Transactions on Information
Theory, vol. 42, no. 2, pp. 529–542, 1996.

[32] C. S. Tau and T. I. Wang, “Parity placement schemes to facilitate
recovery from triple column disk failure in disk array sys-
tems,” IEICE Transactions on Fundamentals of Electronics, Com-
munications and Computer Sciences, vol. 89, no. 2, pp. 583–591,
2006.

[33] C. S. Tau and T. I. Wang, “Independent row-oblique parity
for double disk failure correction,” IEICE Transactions on Fun-
damentals of Electronics, Communications and Computer Sci-
ences, vol. 89, no. 2, pp. 592–599, 2006.

[34] B. Cohen, “The bittorrent protocol specification version 11031,”
2008.

[35] T. Karagiannis, A. Broido, N. Brownlee, K. Claffy, and M.
Faloutsos, “File-sharing in the internet: a characterization of
P2P traffic in the backbone,” Tech. Rep., University of Califor-
nia, Riverside, Calif, USA, 2003.

[36] Y. Kulbak and D. Bickson, “The eMule Protocol Specification,”
eMule Project, 2005, http://sourceforge.net/.

[37] E. Costa-Montenegro, J. C. Burguillo-Rial, F. Gil-Castieira,
and F. J. Gonzlez-Castao, “Implementation and analysis of
the BitTorrent protocol with a multi-agent model,” Journal of
Network and Computer Applications, vol. 34, no. 1, pp. 368–383,
2011.

[38] N. F. Johnson, Z. Duric, S. Jajodia, andN.Memon, “Information
hiding: steganography and watermarking-attacks and counter-
measures,” Journal of Electronic Imaging, vol. 10, no. 3, pp. 825–
826, 2001.

[39] C. C. Chang, T. D. Kieu, and W. C. Wu, “A lossless data
embedding technique by joint neighboring coding,” Pattern
Recognition, vol. 42, no. 7, pp. 1597–1603, 2009.

[40] E. Koutrouli and A. Tsalgatidou, “Taxonomy of attacks and
defense mechanisms in P2P reputation systems—lessons for
reputation system designers,” Computer Science Review, vol. 6,
no. 2-3, pp. 47–70, 2012.

[41] H. Zhao, X. Yang, and X. Li, “An incentive mechanism to
reinforce truthful reports in reputation systems,” Journal of Net-
work andComputerApplications, vol. 35, no. 3, pp. 951–961, 2012.



Research Article
ERI-MAC: An Energy-Harvested Receiver-Initiated MAC
Protocol for Wireless Sensor Networks

Kien Nguyen,1 Vu-Hoang Nguyen,2 Duy-Dinh Le,1,2 Yusheng Ji,1

Duc Anh Duong,2 and Shigeki Yamada1

1 National Institute of Informatics, 2-1-2 Hitotsubashi, Chiyoda-ku, Tokyo 101-8430, Japan
2Multimedia Communications Laboratory, University of Information Technology, KP6 Linh Trung Ward, Thu Duc District,
Ho Chi Minh City 720351, Vietnam

Correspondence should be addressed to Kien Nguyen; kienng@nii.ac.jp

Received 29 November 2013; Accepted 24 April 2014; Published 19 May 2014

Academic Editor: Hwa-Young Jeong

Copyright © 2014 Kien Nguyen et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Energy harvesting technology potentially solves the problem of energy efficiency, which is the biggest challenge in wireless sensor
networks. The sensor node, which has a capability of harvesting energy from the surrounding environment, is able to achieve
infinitive lifetime. The technology promisingly changes the fundamental principle of communication protocols in wireless sensor
networks. Instead of saving energy as much as possible, the protocols should guarantee that the harvested energy is equal to or
bigger than the consumed energy. At the same time, the protocols are designed to have the efficient operation and maximum
network performance. In this paper, we propose ERI-MAC, a new receiver-initiated MAC protocol for energy harvesting sensor
networks. ERI-MAC leverages the benefit of receiver-initiated and packet concatenation to achieve good performance both in
latency and in energy efficiency. Moreover, ERI-MAC employs a queueing mechanism to adjust the operation of a sensor node
following the energy harvesting rate from the surrounding environment. We have extensively evaluated ERI-MAC in a large scale
network with a realistic traffic model using the network simulator ns-2. The simulation results show that ERI-MAC achieves good
network performance, as well as enabling infinitive lifetime of sensor networks.

1. Introduction

The developments of sensing, computing technologies, and
wireless communication drive the appearance of wireless
sensor networks (WSNs) with various types of applications
such as structure health [1], environmental monitoring [2–
4], or healthcare [5, 6]. A WSN usually contains numerous
inexpensive sensor nodes, which are spatially distributed
over a monitored commonplace. The sensor nodes sense
the physical changes of their surrounding environments and
wirelessly forward the sensing data to a base station, that is,
a sink. An individual sensor node normally has a small size,
and it is powered with a limited capacity battery. Therefore,
the operation and performance of WSNs largely depend on
the finite capacity of power sources. Traditionally, most of
the research in WSNs pays attention to designing energy
efficient communication protocols, especially medium access

control (MAC) protocols.That is because theMAC protocols
control the operation of radio module, which is the biggest
consumer of energy on sensor nodes. In general, the MAC
protocols save consumed energy by adopting the duty cycling
mechanism, which periodically turns on and off the radio
modules. There are a huge number of power-saving MAC
protocols that have been published. The protocols aim to
achieve low duty cycle [7–9] or adaptive duty cycle in order to
have good performance under different types of traffic [10, 11].
However, when the WSN applications require a long lifetime
(months or years), the capacity of battery is still not sufficient.
On the other hand, the recent advances in energy harvesting
technology give a promising solution for the energy problem
onWSNs.

Energy harvesting refers to the capability of extract-
ing energy from ambient environment of a sensor node
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(e.g., from the solar energy, wind power, etc. [12–14]).
Moreover, the extracted or harvested energy can be used
to recharge the node’s battery. As a result, the sensor node
potentially maintains an infinite lifetime of battery. The
technology therefore will change the fundamental principle
of designing MAC protocols for WSNs. Instead of focusing
on the power-saving aspect, the objectives of new MAC
protocol on energy harvestingWSNs include increasing both
the network performance and the lifetime under a given
condition of harvested energy. Different to the traditional
MAC protocols, the one in energy harvesting WSN achieves
infinite lifetime by keeping the sensor node operating at
the so-called energy neutral operation (ENO) state [12].
When a node is in the ENO state, its energy consumption
is always less than or equal to the energy harvested from
the environment. Besides that, WSNs with energy harvesting
capability assume the correlation between the performance
and energy harvesting. The more energy a sensor node is
harvested the better performance it achieves. A sensor node
is said to reach the state of ENO-Max when it operates
at the maximum performance as well as remaining at the
state of ENO [15]. Generally, the MAC protocols in energy-
harvested sensor networks are designed with new algorithms
of dynamically adapting the duty cycle at a node in order to
maximize both the lifetime and the performance.

In this paper, we propose a new energy-harvested MAC
protocol for WSNs named ERI-MAC, which is a duty cycling
protocol with carrier sensing. The protocol lets the nodes
share wireless medium in a receiver-initiated manner in
which a receiver plays an active role in communication. ERI-
MAC inherits advance features of the receiver-initiated and
packet concatenation mechanisms from the previous works
[10, 16] in order to achieve a good trade-off between latency
and energy consumption. The former mechanism is not only
energy efficient but also latency and error-handling efficient.
The latter one improves the energy and latency efficiency by
saving the transmission of control overhead. Besides that,
ERI-MAC’s nodes maintain their ENO states by dynamically
tuning their upcoming wake-up time following the energy
harvesting condition of the network. The tuning mechanism
is an extension of the queuing mechanism in [10], which
statically queues the packets with a threshold.The simulation
results show that ERI-MAC’s node achieves good network
performance while potentially keeping infinitive network
lifetime.

The remainder of the paper is organized as follows. Sec-
tion 2 presents the related work in designing MAC protocol
for WSNs. Sections 3 and 4 describe the operation of ERI-
MAC protocol and the evaluation of ERI-MAC, respectively.
Finally, Section 5 concludes the paper.

2. Related Work

Designing MAC protocols for WSNs is an active research
area, which attracts many researchers and practitioners with
a plenty of proposed MAC protocols. In the early period
of WSN field, energy efficiency is the primary goal in
MAC as well as other layer protocol designs for WSNs [17].

The requirement comes from the fact of battery capacity
limitation on a sensor node. As a result, the proposed
protocols during the period pay attention to the power saving
at the expense of other parameters (e.g., throughput, latency,
and fairness). It is widely recognized that the work of Ye et al.
[18] is the first one that proposes the concept of duty cycling
the radio for energy efficiency. The authors have measured
and reported that the main source of energy wastage is
the so-called idle listening energy. Moreover, they proposed
sensor-MAC protocol (S-MAC) with duty cycling to avoid
the wastage. S-MAC has been proven to be more energy
efficient than the full awake IEEE 802.11 MAC protocol,
but it introduces a very large end-to-end latency and low
throughput. S-MAC also introduces the synchronization
protocol which assumingly synchronizes the clock of all
sensors in a network. S-MAC is a basis for many other pro-
tocols in an approach called synchronous MAC protocols for
WSNs.

There are several modified versions of S-MAC aim-
ing to either shorten the delivery latency or increase the
throughput, for example, S-MAC with adaptive listening [7].
This protocol and timeout MAC (T-MAC) [19] use smart
adaptive mechanisms and physical layer characteristics in
order to adapt the operation of radio following the traffic.
They improve the latency performance but still incur large
overhead. The main reason is the protocol designed for the
single hop case. Addressing many problems in single hop
MAC protocols, Shu et al. [20] propose RMAC that can
forward a data packet via multiple (more than two) hops
in a cycle. The multihop forwarding is achieved by using
cross-layer information and intelligent wake-up during sleep
time in an operation cycle. There are several improvements
of RMAC that have been introduced such as [21, 22],
which can convey more data or more hops in a cycle but
still share the basic forwarding mechanism as in RMAC.
Demand wake-up MAC (DW-MAC) [9] is an advanced
development of RMAC. DW-MAC with a demand wake-
up manner can support dynamic traffic loads; hence DW-
MAC outperforms RMAC under high traffic loads, but
DW-MAC consumes same overhead and achieves higher
latency under low traffic loads. There exist many multi-
hop protocols, which solve the problem in DW-MAC and
RMAC in both low and high traffic loads such as 𝑀𝐴𝐶2
[23].

The duty cycling concept is greatly efficient in terms
of power saving. However, following the S-MAC-based
approach the network performance is limited and affected
by the synchronization protocol. The protocol, however, is
very hard or impractically implemented in real networks.
Therefore, along with the synchronous MAC approach,
another main stream in designing MAC for WSN is the
asynchronous MAC protocols that free the synchronization
overhead. The asynchronous protocols can be classified into
two categories: sender-initiated such as B-MAC [24], X-MAC
[25], and AS-MAC [26] and receiver-initiated such as RI-
MAC [16], A-MAC [27], PW-MAC [28], and CyMAC [29].
In the sender-initiated protocols, sensor nodes independently
wake-up and sleep. A sender broadcasts preambles (i.e., small
size packets) to the wireless channel and waits for a potential



International Journal of Distributed Sensor Networks 3

Sender

Receiver

SIFS SIFS

Data

BB

B B

Acknowledgement beacon

Time

Time

Radio off Transmit

Data

Receive B: beacon
Turn radio on Turn radio off

B

B

Data

Data

Dwell time

Figure 1: Basic communication scheme in ERI-MAC.

receiver. On the other hand, in the receiver-initiated protocol
the sender normally listens to the channel and waits for
the signal from the potential receiver. The receiver-initiated
protocols outperform the sender-initiated ones because of
two reasons.The first one is that they reduce the big overhead
by collision between senders. The second one is that the
protocols enable new data exchange right after the previous
completed exchange without going to sleep.

Although there are many proposed energy efficient MAC
protocols, there is still a lack of key technology which
thoroughly solves the energy problem in WSNs. That is
because, in most typical applications of WSNs, the network
lifetime is expectedly from months to years. It is also noted
that the development of battery technology is much slower
than the ones of computing and wireless communication.
Fortunately, there exists the energy harvesting technology in
which a sensor node has the capability of recharging battery
from energy sources around it. The technology therefore
potentially solves the energy efficiency problem lasted a long
time in WSNs. In the energy harvesting WSNs, the network
performance normally depends on the amount of energy
harvested from the environment.Therefore, the fundamental
of designing MAC protocol is changed; the focusing point
is maximizing network performances but conserving the
battery capacity. That network state is defined as the ENO
state.There are several energy-harvestedMAC protocols [30,
31], in which OD-MAC [31] shares several design features
with our proposed ERI-MAC. However, OD-MAC has been
evaluated on a small scale networkwith predetermined traffic
pattern. Moreover, OD-MAC does not handle the cases of
contention or retransmission, which are very popular in
WSNs. Therefore, there is a lack of reliable evidence in
the protocol’s evaluation. On the other hand, the ERI-MAC
protocol is actually an inheritance of our previous work [10],
which originally follows the approach of balancing energy
efficiency and other QoS parameters in the MAC protocol
design [32, 33]. Besides that, ERI-MACcontains the advanced
modifications tailored for the energy harvesting environ-
ments. Hence, ERI-MAC effectively handles the problems of
retransmission or contention. The evaluation of ERI-MAC
protocol is also implemented on a large-scale network with
realistic traffic patterns.

3. ERI-MAC: Energy-Harvested Receiver-
Initiated for Sensor Networks

In this section, we describe the operation of ERI-MAC
protocol. We initially present the basic communication

scheme in ERI-MAC, and then we discuss the adoption of
packet concatenation. Finally, we mention how the use of a
dynamic queuing mechanism achieves ENO states in energy
harvesting sensor networks.

3.1. Basic Communication Scheme. ERI-MAC is generally
a carrier sense multiple access/collision avoidance (CSMA/
CA) protocol, in which a receiver listens to wireless channel
to avoid collision and a sender uses carrier wave to make the
channel busy. CSMA/CA is popularly used in variouswireless
technologies such as IEEE 802.11 (Wi-Fi) and IEEE 802.15.4.

3.1.1. Receiver-InitiatedMechanism. Receiver-initiatedmech-
anism is always adopted by asynchronous duty cycling
protocols, which do not require any clock synchronization
between sensor nodes. The MAC protocols equipped the
mechanism which has been proven to outperform the state-
of-the-art of traditional sender-initiated protocols and the
synchronous protocols [16]. Moreover, the mechanism is
taking part in the main stream of designing MAC protocols
on real sensor motes, as well as in real deployments of
WSNs [27]. Figure 1 shows a basic operation of receiver-
initiated communication between a sender and a receiver,
which exchange two data packets. In the figure, SIFS is
abbreviated for short interframe space, which is the duration
needed to process a packet and switching radio mode. The
mechanism is always combined with duty cycling radio (i.e.,
sleep/wake-up), which lets sensor nodes follow the so-called
operational cycles. In an operational cycle, after waking
up each nonsender node immediately broadcasts a beacon
packet. The beacon contains the node’s address aiming to
announce that the node is ready for receiving a data packet.
The node then samples the wireless channel for a short
period (called dwell time) to determine there is any potential
incoming packet.

On the other hand, a sender that is holding a data
packet keeps in the listening mode and waits for a beacon
from its intended receiver. When the sender receives the
expected beacon, it immediately sends the pending packet.
A successful transmission is completed when a beacon with
acknowledge (ACK) function arrives at the sender. This
beacon however can serve not only as an ACK packet but
also as a new receiver-initiated beacon. After the completed
transmission if the sender has no queued packet, it becomes a
nonsender. The node then broadcasts a beacon right after its
next wake-up time. ERI-MAC also adopts the same collision
detection and retransmission schemes from RI-MAC and
AQ-MAC [10]. When a collision occurs at a receiver, it
retransmits a new beacon, which includes a value of backoff
window. Each contending sender utilizes a random backoff
period before a retransmission to avoid collisions.

3.1.2. Packet Concatenation Scheme. Packet concatenation
refers to the implementation of concatenating or aggregating
several small packets, which normally share one or several
same characteristics, into a bigger packet. In WSNs, the
concatenation scheme is common and necessary because of
three major reasons. The first one is that the packet size is
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usually small, and the sending process of a packet costs an
overhead of exchanging control packets (e.g., beacon packets
in ERI-MAC). The second reason is that the sensor nodes
periodically sleep to save energy while the sensing activities
are continuous; hence the sensing data has to be stored and
queued. The third reason is that the packets in WSNs are
normally routed and destined to one sink. Therefore, the
scheme improves the network performance both in latency,
by sending several packets at once, and in energy efficiency
by reducing control overhead and queuing time.

The implementation of packet concatenation at MAC
layer is originally proposed in our previous work [23]. The
structure of single packet in a queue before adding MAC
header is shown in Figure 2. The packet includes typical
fields such as length, packetID, and cyclic redundancy check
(CRC). The concatenation scheme is originally equipped to
a synchronous multihop duty cycling MAC protocol that
lets concatenated packets traverse via multiple hops in an
operational cycle. However, the scheme has been efficiently
adopted by other duty cycling protocols whenever the pro-
tocols have to handle queuing packets such as [10]. In our
packet concatenation, we define the big packet concatenating
𝑛 (𝑛 > 1) small ones as the superpacket, whose typical
structure is shown in Figure 3. An advantage of the scheme
can be intuitively realized: the number of encapsulated MAC
header is reduced proportionally with the number of packet
in superpackets. It is also noted that, even in the case that
there are a large number of queued packets, the size of one
superpacket is still limited by a threshold value depending on
the radio’s capability.

3.2. Queueing Mechanism to Achieve Energy Neutral Oper-
ation. There are many queueing mechanisms appearing in
the theory of computer networking as well as in the subfield
of wireless sensor networks [34]. In our previous work, the
queueing mechanism is utilized in order to deal with quality
of service (QoS) provision for low priority traffic in AQ-
MAC. The low priority packets are queued at a node until
a timeout value before sending out. The original mechanism
achieves a good performance in terms of energy and latency
efficiency although it uses a fix and predetermined values of
timeout. We have found that the mechanism has potential in
the context of energy harvesting sensor networks. Therefore,
we extend the mechanism in order to achieve the energy
neutral operation (ENO) state at a ERI-MAC’s sensor node.
The timeout value becomes dynamic and is controlled by the
sensor node. The node knows the capability of harvesting
energy rate from the surrounding source. The node then
compares the amount of energy consumption with the one

of harvested energy. If the amount of energy consumption is
bigger than the other, the sensor node reduces its transmis-
sions and waits for the harvested energy. Therefore, a node
can reach the desired state of ENOas shown in Figure 4. In the
figure, the linear function 𝑦 = 𝑥 can be used for determining
the ENO; hence the comparison is lightweight as well as easy
to implement.

In ERI-MAC, we assume that the node knows the energy
harvesting rate, its capacity of battery, and a safe duration.
The safe duration is determined by the maximum period of
awake state of radio during which the battery can be in a safe
condition. If the node keeps its radio on over that duration,
the battery can be fully exhausted and impossibly recharged.
After each safe duration, the ERI-MAC’s node compares
the amount of consumed energy to the harvested energy by
investigating the proportion between the two amounts.When
the proportional value is less than one, the node knows that
it consumes an exceeded energy. Therefore, it immediately
goes to sleep and stays in the sleep mode until the battery
is sufficiently recharged. In our evaluation in Section 4, we
use the operational cycle with the length of one second.
Besides that, the safe duration is determined following the
appropriate energy harvesting rate and the consumed energy
rate in the real sensor nodes’ specifications.

4. Evaluation

4.1. Evaluation Settings. Weevaluate the performance of ERI-
MAC using the network simulator ns-2 [35]. In the evalua-
tion, we demonstrate correlations of energy consumption to
the performance of wireless sensor networks by modifying
the energy module of ns-2. Specifically, the amount of
harvested energy is continuously added to the capacity of
sensor nodes depending on the harvesting rate. Besides that,
the consumed energy is calculated following the three states:
transmission, receive, and idle. Table 1 lists the networking
and energy parameters of the sensor node, which appears
in the evaluation. Those parameters are collected from in
Micaz mote and Radio CC2420’s specifications except the
transmission range (Tx range) and carrier sensing range.
Regarding the concatenation scheme, 𝐿

𝑇𝐻
is the maximum

size of the superpacket, which concatenates four original 28-
byte packets. Different with other related works in designing
MAC for energy harvesting sensor networks, we investigate
the performance of ERI-MAC in a large-scale network with a
realistic traffic model.

The network is a 49-node grid scenario as shown in
Figure 5, in which the distance between two neighbors in the
grid is 200 meters. All the data traffic is routed and destined
to the sink node located at the center of grid. We select
the grid scenario in order to avoid the possible overhead of
routing on the networks. Besides that, we use the random
correlated event (RCE) traffic model in the evaluation. The
model simulates a sensing event, which occurred at a random
location within the sensor deployment area. A sensing event
is characterised by the so-called sensing range associatedwith
the event. The sensing range affects the number of generated
packets as follows. Each node, which is within the sensing
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Table 1: Networking parameters adopted from the specifications of
CC2420 and Micaz mote.

Bandwidth 250Kbps
Slot time 320 𝜇s
CCA check delay 128𝜇s
Transmission (Tx) range 250m
Carrier sensing range 550m
SIFS 191 𝜇s
Backoff window 0–255
Beacon size 6–9 bytes
Retry limit 5
Dwell time 10ms
Tx power 31.2mW
Rx power 22.2mW
Sleep power 3 𝜇W
𝐿TH 112 bytes

range of one event, is going to generate one packet to the sink.
For example, in Figure 5 an event with a 200-meter sensing
range occurs, and it affects four blue sensing nodes within the
red circle. In turn, each of the blue nodes will send one packet
to the sink. In the evaluation, in order to make the traffic
more realistic, we set the interevent values randomly within
zero to five seconds. The total number of generated events
is 100, and each event is predetermined with the 500-meter
sensing range.The length of an operational cycle in ERI-MAC
is one second, and the safe duration is set at five seconds.

 0
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 0  400  800  1200
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)

(m)
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Figure 5: The 49-node grid scenario and an simulated event with a
200-meter sensing range.

Additionally, we adopt the energy harvesting model from the
evaluation in previous work [31]. The energy harvesting rates
in the evaluations are constant at 0.3mWatt and 0.6mWatt.

4.2. Evaluation Results. This section presents the perfor-
mance results collected from the ERI-MAC’s evaluation. We
observe the two important performance metrics in WSNs:
delivery latency and energy efficiency. The results and corre-
lations are shown in Figures 6, 7, and 8.

Each value of latency shown in Figure 6 is calculated
between the generated and received time of a packet at the
sink. In the case of superpacket, the generated time of the
packet is considered as the one of the earliest packet in the
concatenated form.Note that ERI-MAC equipped an efficient
retransmission mechanism; therefore the delivery latency
values include the period consumed by the retransmission.
The red curve of cumulative distribution function (CDF)
shows that most of the packets reach the sink in less than
20 seconds (nearly 100%) in case the energy harvesting
rate equals 0.6mW. However, when the rate is 0.3mW the
percentage of less than 20 s latency is decreased to 60% as
in the blue curve. Hence, the energy harvesting truly affects
the latency performance of wireless sensor networks. More
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specifically, when the rate of energy harvesting is small,
ERI-MAC’s nodes tend to excess the safe duration more
frequently. As a result, the data packets in that scenario have
to be queued, which leads to the higher values of latency.
On the other hand, the value of 0.6mW harvesting rate
is sufficient to guarantee the safe duration on all the ERI-
MAC’s nodes. The network hence guaranteed a good latency
performance.

In order to investigate the ERI-MAC’s energy efficiency,
the ratio of consumed energy to harvested energy is observed.
As mentioned earlier, when the ratio is smaller than one
at a node, the node is confirmed in an ENO state. In the
case of energy harvesting rate at 0.6mW, from the previous
investigation, we know that ERI-MAC’s nodes do not excess
the safe duration with queued packets. Hence, there is no
appearance of adapting duty cycle as confirmed in the CDF
values of ratio in Figure 7. Even at the node with heaviest
traffic condition, the ratio value is still less than 0.9. However,
the behavior of ERI-MAC is different in the case of 0.3mW
harvesting rate. The evaluation results in such scenario are
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Figure 8:The ratio of consumed to harvested energy of all 49 nodes
in case of 0.3mW harvesting rate.

plotted in Figure 8. In the figure, 𝑧-axis shows the ratio values
and the coordinators 𝑥 and 𝑦 are associated with the nodes’
locations.

Figure 8 first shows that the nodes that are near the sink
consume more energy than the nodes far from the sink. That
is an intuitive conclusion and is always true since the packets
normally traverse several hops to reach the sink. It is apparent
from Figure 8 that all the values of consumed to harvested
energy ratio are smaller than one.That confirms the efficiency
of queuing mechanism with the dynamic timeout in ERI-
MAC. Each time the sensor nodes check and recognize that
the amount of consumed energy is larger than the amount
of harvested energy. They themselves turn and keep their
radios off in order to reach or maintain the ENO states. We
can conclude that the ERI-MAC’s nodes achieve the infinitive
lifetime.

5. Conclusion

InWSN, power saving has been addressed as one of the most
demanding features in designing MAC protocol. However,
the recent advances of energy harvesting technology, which
lets a battery on a node be recharged by energy sources
from the surrounding environment, potentially change the
fundamental of the MAC design. Instead of maximizing
the energy efficiency, the new MAC protocol is expected
to efficiently operate while the sensor nodes are in ENO
states. Leveraging the harvesting technology, we propose
ERI-MAC, a new energy-harvested receiver-initiated MAC
protocol for WSNs. ERI-MAC inherits the advantages of
receiver-initiated communication and packet concatenation
in order to achieve good network performances in terms
of throughput and latency. Moreover, ERI-MAC’s nodes use
the queuing packet mechanism to adapt the operation of a
sensor node with the rate of harvested energy.When the ratio
between the consumed to harvested energy is larger than
one (i.e., not in the ENO state), ERI-MAC’s nodes switch to
and stay in the sleep mode until the batteries are safe (i.e.,
sufficiently recharged). We have extensively evaluated ERI-
MAC in a large-scale network with a realistic traffic model.
The simulation results show that ERI-MAC achieves good
network performances while keeping all nodes in ENO state,
that is, achieving infinitive lifetime.
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In the future, we are going to investigate the potential
effects of different energy harvesting models on ERI-MAC.
Besides that, we plan to extend our investigation of packet
concatenation on normalWSNs [36] to the energy harvesting
WSNs.
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A wireless body area network (WBAN) refers to a topology of miniaturized embedded systems in and on a human body using
wireless communication technology. Using the WBAN, human body data is collected to be used in various areas, including basic
health information collectionmanagement, improvement of athletics capabilities, and systematic management of patients. Tomake
use of the system in such areas efficiently, a fault or abnormal symptoms monitoring system for the sensors formed in the human
body is required. Since data collection from a specific athlete can be taken care of by many people, malfunction or failure of sensors
can be immediately treated. However, for patients with a variety of diseases, concentrating on their individual health information
takes much effort and is time consuming. Further, when one patient is taken care of, other patients might be neglected.The present
paper proposes a visual monitoring system for fault tolerance (VMSFT) that can monitor patients in a WBAN while also noticing
the failure of sensors immediately. VMSFT canmonitor personswho form aWBANand infer a sensor’s failure through the collected
data. If VMSFT is interlinked with the emergency room, it is possible to take care of the patients proactively.

1. Introduction

Much attention has been paid to wireless body area networks
(WBANs) by a large number of scientists and many studies
have been performed in this area as technology has increased.
WBANs refer to local area networks of miniaturized embed-
ded systems inside or outside the human body. Currently, this
area is receiving much attention and activity from scientists
[1]. To collect data about the human body in the past, there
were only two methods. The first involved connecting an
individual to equipment that is operated in a wired manner.
The second involved dispatching a person to check the data
at the place where the equipment is present. Due to the
development of wireless communication technologies, it is
possible to collect not only sensing data in a target area
environment but also the human body data [1–6].

Early sensors were relatively heavy and large. However,
the weight and size have been reduced gradually. Further-
more, a sensor should not impair normal activities. Thus, it

should be possible to utilize a tiny sensor inside the human
body that does not require battery replacement or attach
a sensor externally to the human body without leading to
inconvenience for individuals wearing hats, belts, or shoes.
Due to the characteristics of the WBAN, if it is concentrated
on a single person, a failure of equipment or abnormal
data can be detected easily. However, it cannot take care of
various types of large numbers of individuals simultaneously
[2]. Previously studied areas of WBANs have focused on
communication technology for implant devices and wearable
devices and have involved portability outside, low power
consumption, authentication methods, and nanotechnology
[7–13].

In contrast, this paper proposes the visual monitoring
system for fault tolerance (VMSFT), which complements the
shortcoming of the WBAN and monitors all individuals that
exist in the WBAN. Additionally, the VMSFT analyzes data
collected from theWBAN.Through this analysis, the patients’
conditions and abnormal sensor operation or failure can
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be detected. Importantly, this enables a proactive response.
Also, VMSFT should be operated based on cloud computing
service as IaaS (infrastructure as a service) [14, 15] and a
VMSFT is a localmonitoring system for humanswithin target
area.

Figure 1 shows a schematic view of the overall concept
of the VMSFT within cloud service infrastructure. When-
ever abnormal data are generated, the VMSFT detects this
anomaly and contacts an adjacent care center or emergency
room for an immediate response.

2. Related Works

This section discusses existing related studies, primarily
case studies and applied services, by using the WBAN.
Previous studies on the WBAN [7–13] were completed with
regard to minimum communication distance for sensors
in the WBAN, minimum battery power consumption, and
extremely tiny embedded systems for human body insertion.
Sensors’ communication reach distance, transmission speed,
and stability have been the commonly studied issues in com-
munication technologies. However, once these systems have
been introduced, a study regarding the formal framework of
how to operate them systematically has been lacking.

In [16], the application service development of theWBAN
based on Bluetooth was discussed. It wasmentioned that bio-
metric information monitoring can be accomplished using
the WBAN, but there was no mention of cases of service
failures inside or outside the human body in the WBAN.
Since data from human bodies can be directly related to
human life, even seemingly trivial data cannot be ignored.
For example, if an implant device that checks the heartbeat
transmits even a slightly late signal, it could lead to an
incorrect conclusion due to incorrect data.

In [17], a study of health monitoring at home using the
WBANwas presented. In it, descriptions about the hardware,
the software, and signal processing were discussed. Addi-
tionally, a prototype of the WBAN was proposed. However,
since it used a limited range of existing sensors, it lacked
the application to be used in diverse methods. Furthermore,
although it provided home monitoring using the measured
data of the sensors, there was little mention of faults and
failures of the measurement sensors or incorrect data.

To focus on this issue in the WBAN and to complement
the shortcomings, this paper proposes the VMSFT. Using
the VMSFT, monitoring of failures in sensors can be accom-
plished and a user can respond proactively to abnormal states
through the anomaly detection notice. Moreover, it provides
information regarding how to construct anomaly detection in
detail to enable detailed monitoring.

3. Hierarchical Local Monitoring System
Scheme with Cloud Service

As shown in Figure 2, the operation of VMSFT scheme
has hierarchical structure for management of local monitor-
ing system on cloud computing environment. The scheme

divides it into two hierarchical management systems accord-
ing to VMSFT management. The management scheme is, as
stated, divided into two hierarchies: Layer 2 for managing
physically divided metadata owned by individual and Layer 1
which contains virtual organization. Figure 2 shows architec-
ture of the scheme ofVMSFTwithin cloud computing service
and control flow.

4. Anomaly Detection

The anomaly detection of the VMSFT is divided into two
main categories, which are summarized below.The first is due
to failure or malfunction of a sensor. The second concerns
an abnormality in the data detected from the human body.
The WBAN is a topology centered on human bodies, and it
is highly sensitive to data because it has to be accurate and
rapid.

4.1. Anomaly Detection due to Failure and Malfunction of a
Sensor. To distinguish anomaly detection due to a failure and
malfunction of a sensor, data are checked. Depending on the
result of the data check, a response is determined.

(i) First, a data check is performed as follows.

(1) The receiving rates of the previous data are
examined to calculate the average value.

(2) The receiving rate refers to the time taken to
receive data after the first datum was received.

(3) If the average value exceeds twice the value
calculated through the accumulated time, it is
added to the Watch List Table. The Watch List
Table consists of ID and error code only. (It is set
up with a small data size by using an error code
because monitoring is practically accomplished
with a large number of human bodies.)

(ii) Three response modes are provided with respect to
the checked data: as a basic setup, the level of the
sensor is set to “High” if it is close to the heart or head
while it is set to “Low” for the hands, arms, and legs.
The rest is set to “Middle.”

(1) The responsemode is determined depending on
a level of sensor importance for the IDs added
to the Watch List Table. (Basically, a level is
classified into three (High, Middle, and Low),
and a user can set up other levels via additions.)

(2) If a high-level incident occurs, this occurrence
is sent to an adjacent care center or emergency
room immediately as well as to the manager at
the same time.

(3) If a middle-level incident occurs, this occur-
rence is sent to the manager immediately. If
the reply time exceeds the standard time set,
the adjacent care center or emergency room is
notified.
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(4) If a low-level incident occurs, this occurrence
is noticed by the manager periodically, and, if
this period exceeds three times, it is sent to the
adjacent care center or emergency room.

4.2. Anomaly Detection That Occurs due to the Human Body.
Anomaly detection that reflects a problem with the human
body can influence life dramatically. Thus, a detailed setup
is required for each user. Since the characteristics of each
humanbody anddisease name are different fromone another,
the response shall be different as well.

First, for a detailed setup, a user and his/her doctor should
consult sufficiently with each other to complete the process.
Generally, it is preferable for setup to be completed by a user’s
general practitioner.

This paper presents common definitions of anomaly
detection for basic and detailed setups.

More explanation of anomaly detection follows.

(i) Measured human body data change abruptly.

When measured data show abrupt, significant chan-
ges, a location, name of disease, and a reference level
of the current status of a user are sent to an adjacent
care center or emergency room unconditionally.

(ii) The human body data approach the reference value
gradually.

The GP is informed about this change, while data of
periodic change are sent so that a proactive response
can be complete.

(iii) The reference values of the human body data can be
set up by a user for each data section. Accordingly,
each user can set up their settings differently.

5. Design of VMSFT

The visual monitoring system for fault tolerance (VMSFT)
proposed in this paper can be divided functionally into
human controller (HC), human manager (HM), coordinate
converter, and viewer. A HC plays a role in sending the
human body data measured in the WBAN to the HM. The
HM analyzes data received from the HC and determines
failure or anomaly detection through the analyzed data. A
coordinate converter plays a role in processing data so that
a user can monitor data through a viewer of the status by
the HM. Finally, monitoring is provided via a viewer. The
system architecture of VMSFT for WBAN should be shown
in Figure 3.

The HC is formed in each human body in the WBAN.
The HC consists of human information and detailed mes-
sage analysis (MA). Human information consists of elec-
troencephalography (EEG), electromyography (EMG), and
electrocardiography (ECG) on data collected from human
bodies, as well as GPS, location information data, and an ID
that can identify each human body. The MA plays a role in
sending data to the HM via an interaction broker, as well as
analyzing the messages received from the HM.

The HM consists of user interface, resources monitor,
and user link system notification (ULS notification). The
user interface consists of the human information, which
contains basic information (e.g., name of a human body,
address, contact details, and name of disease) and range
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Figure 4: Initial screen of the VMSFT.

Figure 5: View of addition of human.

control for sensing data selection and communication setup.
The resource monitor checks the human data received via
the interaction broker. The resource monitor checks whether
the received ID can be found in the human table, a list of
human bodies inputted by users. If the received ID can be
found, then the human data are analyzed by performing the
fault tolerance notification (FTN) and anomaly detection.
FTN and anomaly detection determine failure or abnormal
state by inspecting the data transmitted from the installed
measurement instruments or other sensors. The result of the
determination on the data is transmitted as a ULS notifi-
cation. A ULS notification is produced based on the result
and sent to the registered adjacent care center or emergency
room, according to the response level. This enables proactive
responses. Furthermore, an importance level other than the
basic three importance levels can be added by a user so
that a more customized response is possible. The coordinate
converter plays a role in processing the data to be customized

Figure 6: Screen showing the setup of the WBAN.

in the viewer so that a manager can monitor the states
running in the HM. The viewer provides the overall human
states for monitoring using the data transmitted via the
coordinate convrter.

6. Implementation of VMSFT

The initial screen of the VMSFT is shown in Figure 4. A in
Figure 4 is a view that provides a user with the monitoring
of all the humans. B of Figure 4 is a view that displays the
BAN visually if a particular human is selected inA. Through
C, addition, editing, and deletion of ID, name, and age of the
selected human, as well as other humans, can be completed.
This view is configured such that it can receive inputs of
the reference values of the sensors and human information,
providing a view on EEG, EMG, and ECG.

Figure 5 is a view where basic information about a
human can be entered if a user selects the Add button in
C of Figure 4. As a basic configuration element, name, age,
address, phone, and disease are recorded.

Figure 6 shows a screen connected with the WBAN. As
shown in Figure 6, the left side view shows amalewith a green
icon and a female with a pink icon, according to human sex.
When one of the icons in the left view is selected, the right
view shows the number as well as the front and back views
of the selected human with the connected sensors. Moreover,
the figure shows the number of correctly working sensors
and the number of sensors with anomalies.The yellow circles
indicate correctly working sensors, while the red circlesmean
that an anomaly has been detected. The green rectangular
plays a role in sending the data collected from the sensors to
the VMSFT via the WLAN. In the lower human information
view, name and age are viewable, and other human bodies can
be viewed via the combo box of the human number.

Figures 7 and 8 show an activated view by selecting EEG
VIEW in Figure 6. Each table shows the EEG data collected
from the sensors.
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Figure 7: EEG in the VMSFT.

Figure 8: EEG in the VMSFT.

Figure 9: EMG in the VMSFT.

Figure 9 shows an activated view when EMG VIEW
is selected in Figure 6. Each table shows the sensor data
collected via the WBAN.

Figure 10 shows an activated view when ECG VIEW is
selected in Figure 6. Data in the table represents measured
data per minute and Figure 10 shows an example view of data
measured every minute for a total of five minutes.

7. Conclusion

The WBAN sends human body data via the WLAN. The
WBAN can affect human life directly, as it reflects data from
the human body. Most of the previous studies in this area
have concentrated on communication technology of implant
devices and wearable devices, which can be used portably
and conveniently, authentication methods, and low power

consumption. However, few studies have addressed anomaly
detection in human bodies and installed sensors via the
collected data.

In this paper, the VMSFT was proposed to provide a
proactive response by determining the presence of anomalies
using the data collected through the WBAN. The VMSFT
presented two criteria for anomaly detection to provide
sensor fault tolerance and care for all humans in the WBAN.
Also, VMSFT operated based on cloud computing service as
IaaS and a VMSFT is a local monitoring system for humans
within target area. We suggested the hierarchical scheme for
management of VMSFT within cloud service infrastructure.
In the future, a middleware system will be studied to expand
the functions of the VMSFT outside of EEG, ECG, and EMG.
To this end, we will define the functions by making use of
XML, which is more convenient for this purpose, rather than
using a database.
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Figure 10: ECG in the VMSFT.
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The user authentication scheme in ubiquitous wireless sensor networks (WSNs) is an important security mechanism that allows
users to access sensors through wireless networks. Therefore, many user authentication schemes in ubiquitous WSNs have been
proposed. However, many user authentication schemes are vulnerable to impersonation attacks, parallel session attacks, password
guessing attacks, stolen smart card attacks, and so forth. In this paper, we propose a secure and efficient user authentication scheme
for use in ubiquitousWSNs. Our proposed scheme is secure against various attacks and provides mutual authentication and session
key establishment. Furthermore, our proposed scheme is efficient at using the hash function and exclusive-OR operation.

1. Introduction

In a ubiquitous wireless sensor network (WSN), a sensor is
configured as a network. WSN technology has been actively
researched globally and has expanded into a ubiquitous
paradigm that can access a computing environment anytime
and anywhere [1–3]. The main characteristics of a WSN
include the following: power consumption constraints for
nodes using batteries or energy harvesting, ability to cope
with node failures, mobility of nodes, communication fail-
ures, heterogeneity of nodes, scalability to large-scale deploy-
ment, ability to withstand harsh environmental conditions,
and ease of use [4].

WSN-related software platforms such as TinyOS [5],
Nano-Qplus [6], Contiki [7], and LiteOS [8] support a
variety of standards and protocols. WSN-related standards
include 6LoWPAN [9] by the Internet Engineering Task
Force (IETF), ROLL [10] by the IETF, CoRE [11] by the IETF,
ZigBee [12], Wireless HART [13], and ISA 100 [14].

Some applications of ubiquitousWSN technology include
areamonitoring, environmental/earthmonitoring, industrial
monitoring, agriculture, passive localization and tracking,
and smart home monitoring [15, 16]. In these applications,

the ubiquitousWSNmust have a user authentication scheme
in which the user has secure access to the sensor nodes. As
a result, many user authentication schemes have been pro-
posed for ubiquitous WSNs. However, the existing proposed
schemes are vulnerable to various attacks and are not efficient.
Therefore, in this paper, we propose a secure and efficient
user authentication and key-establishment scheme for use in
ubiquitous WSNs.

This study is organized as follows. Section 2 describes
related work, and Section 3 proposes a secure and effi-
cient user authentication scheme for ubiquitous WSNs. In
Section 4, we analyze and compare related work. Section 5
presents our conclusion.

2. Related Work

In 2004,Watro et al. [17] proposed TinyPK, a user authentica-
tion scheme that uses RSA and the Diffie-Hellman algorithm.
However, Das [18] proposed that TinyPK is vulnerable to
“masquerade as sensor node to an unknowing user” attack. In
2006, Wong et al. [19] proposed a dynamic strong-password-
based scheme to address this access control problem and
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Figure 1: Registration phase of our proposed scheme.

adapted it into theWSN environment.Their scheme imposes
a very light computational load and requires simple oper-
ations, such as a one-way hash function and exclusive-OR.
Unfortunately, Das also proposed that inWong et al.’s scheme,
many logged-in users are vulnerable to the same login-id
attack and stolen-verifier attack.

Das [18] proposed a user authentication scheme that elim-
inates the weaknesses of Wong et al.’s scheme and provides
better security and efficiency. Later, Nyang and Lee [20]
found that Das’s scheme is vulnerable to an offline password
guessing attack by insiders and showed a security-enhanced
user authentication scheme to overcome this vulnerability
without sacrificing efficiency and usability.

In 2010, He et al. [21] demonstrated that Das’s scheme
suffers from insider attacks and impersonation attacks, and
users cannot change their passwords. As a solution to these
weaknesses in Das’s scheme, He et al. [21] proposed an
enhanced two-factor user authentication scheme. In the same
year, Khan and Alghathbar [22] found that Das’s scheme is
vulnerable to gateway (𝐺𝑊)-node bypassing attacks, does not
provide mutual authentication between the 𝐺𝑊 node and
sensor nodes, is vulnerable to insider attacks, and does not
have provisions for changing or updating registered users’
passwords. To overcome these security weaknesses of Das’s
scheme, they proposed improvements and security patches.
Unfortunately, Kumar and Lee [23] pointed out the vulnera-
bilities ofHe et al.’s andKhan andAlghathbar’s schemes. First,
Kumar and Lee found that He et al.’s scheme is susceptible
to information-leakage attacks and cannot preserve user
anonymity, does not provide mutual authentication between
the sensor and the user, and does not establish a session key
between the user and the sensor node. Second, they found
that Khan and Alghathbar’s scheme does not provide mutual
authentication between the sensor and the user, does not
establish a session key between the user and the sensor node,
and does not provide confidentiality for their air message.

Further, Huang et al. [24] found that Das’s scheme is
still vulnerable to masquerade attacks and cannot provide
user anonymity, so they proposed an improvement to remedy
these weakness. In addition, Vaidya et al. [25] showed that
both Das’s scheme and Khan and Alghathbar’s scheme have

flaws and remain vulnerable to various attacks including
stolen smart card attacks. Thus, they proposed an improved
two-factor user authentication that is resilient to stolen smart
card attacks as well as other common types of attacks. Chen
and Shih [26] found that Das’s scheme cannot providemutual
authentication. To address this problem, they proposed a
robust mutual authentication scheme for WSN. Recently,
Xue et al. [27] proposed a temporal credential-based mutual
authentication and key agreement scheme for WSNs.

3. The Proposed Scheme

In this section, we propose a secure and efficient user
authentication scheme for use in ubiquitous WSNs. The 𝐺𝑊
node selects a master secret key 𝑥 and a secret number 𝑦,
computes ℎ(𝑆𝐼𝐷

𝑗
‖ ℎ(𝑦) ‖ 𝑁

𝑗
), and shares them with sensor

node 𝑆
𝑗
through a secure channel, where 𝑆𝐼𝐷

𝑗
is the identity

of 𝑗th sensor node, and 𝑁

𝑗
is a random nonce of each 𝑗th

sensor node generated by the𝐺𝑊 node.This scheme consists
of four phases: registration, login, authentication and key
establishment, and password change.

3.1. Notation. Table 1 summarizes the notation used to
describe our proposed scheme.

3.2. Registration Phase. Figure 1 illustrates the procedure of
the registration phase. When a new user 𝑈

𝑖
wants to register

with the 𝐺𝑊 node, he/she performs the following steps.

Step R1 (𝑈
𝑖
→ 𝐺𝑊 : {𝐼𝐷

𝑖
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𝑖
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𝑖
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𝑖
) to the 𝐺𝑊 node for

registration via a secure channel.

Step R2 (𝐺𝑊 → 𝑈

𝑖
: {smart card[𝐴

𝑖
, 𝐷

𝑖
, 𝐸

𝑖
, ℎ(𝑦), ℎ(⋅)]}).

The 𝐺𝑊 node computes the following:

𝐴

𝑖
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𝑖
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Table 1: Notation of our proposed scheme.

𝑈

𝑖
: 𝑖th user

𝐺𝑊: Gateway node
𝑆

𝑗
: 𝑗th sensor node

𝐼𝐷

𝑖
: Identity of 𝑖th user

𝑃𝑊

𝑖
: Password of 𝑖th user

𝑆𝐼𝐷

𝑗
: Identity of 𝑗th sensor node

𝐷𝐼𝐷

𝑖
: Dynamic identity of 𝑖th user

𝑥: Master secret key for gateway node
𝑦: Secret number of gateway node
𝑁

𝑗
: Random nonce of each 𝑗th sensor node generated by

gateway node
𝑇: Timestamp
ℎ (⋅): A one-way hash function
⊕: Exclusive-OR operation
‖: Concatenation operation
𝐴 → 𝐵 : 𝑋:𝑋 is transmitted from 𝐴 to 𝐵

𝐷

𝑖
= 𝐵

𝑖
⊕ ℎ (𝑥 ‖ 𝑦)

𝐸

𝑖
= ℎ (𝐼𝐷

𝑖
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𝑖
) ⊕ ℎ (𝐵
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(1)

Then the 𝐺𝑊 node issues a smart card containing
[𝐴

𝑖
, 𝐷

𝑖
, 𝐸

𝑖
, ℎ(𝑦), ℎ(⋅)] and delivers it to 𝑈

𝑖
via a secure

channel.

Step R3. 𝑈
𝑖
enters 𝑏 into his/her smart card, and the smart

card contains [𝐴
𝑖
, 𝐷

𝑖
, 𝐸

𝑖
, 𝑏, ℎ(𝑦), ℎ(⋅)].

3.3. Login Phase. If the user 𝑈
𝑖
wants to access 𝑗th sensor

node 𝑆
𝑗
, he/she performs the following steps.

Step L1. 𝑈
𝑖
inserts his/her smart card into the device and

inputs the identity 𝐼𝐷
𝑖
and the password 𝑃𝑊

𝑖
.

Step L2.The smart card computes ℎ(𝐼𝐷
𝑖
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equal to𝐴
𝑖
. If they are not equal, the procedure is terminated.

Otherwise, the following steps are performed.

Step L3.The smart card computes the following:
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where 𝑇
1
is the current timestamp of 𝑈

𝑖
’s system.

Step L4 (𝑈

𝑖
→ 𝐺𝑊 : {𝐷𝐼𝐷
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𝑗
, 𝐷

𝑖
, 𝐸

𝑖
, 𝐶

1
, 𝑇

1
}). 𝑈
𝑖
sends

𝐷𝐼𝐷

𝑖
, 𝑆𝐼𝐷
𝑗
,𝐷
𝑖
, 𝐸
𝑖
, 𝐶
1
, and 𝑇

1
to the 𝐺𝑊 node.

3.4. Authentication and Key Establishment Phase. The proce-
dure that is followed in the authentication and key establish-
ment phase is illustrated in Figure 2. After receiving the login
request message {𝐷𝐼𝐷

𝑖
, 𝑆𝐼𝐷

𝑗
, 𝐷

𝑖
, 𝐸
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1
} from user𝑈

𝑖
, the

𝐺𝑊 node performs the following steps.

Step A1 (the 𝐺𝑊 node validates timestamp 𝑇
1
). If |𝑇∗ −𝑇

1
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Δ𝑇, then the 𝐺𝑊 node proceeds to the next step, where Δ𝑇
is the expected time interval for the transmission delay and
𝑇

∗ is the current timestamp of the 𝐺𝑊 node. Otherwise,
the procedure is terminated. The 𝐺𝑊 node computes the
following:
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Then the 𝐺𝑊 node checks whether 𝐶
1
is equal to 𝐶

1
. If

they are equal, the 𝐺𝑊 node accepts the login request and
computes the following:
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where 𝑇
2
is the current timestamp of 𝐺𝑊 node’s system.
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Figure 2: Login and authentication and key establishment phase of our propose scheme.
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Step A5 (the𝐺𝑊 node validates timestamp 𝑇
3
). If |𝑇∗ −𝑇

3
| ≤

Δ𝑇, then the 𝐺𝑊 node proceeds to the next step, where Δ𝑇
is the expected time interval for the transmission delay, and
𝑇

∗ is the current timestamp of the 𝐺𝑊 node. Otherwise,
the procedure is terminated. The 𝐺𝑊 node computes the
following:

𝐾 = 𝐶

4
⊕ ℎ (ℎ (𝑏 ⊕ 𝑃𝑊

𝑖
) ‖ ℎ (𝑆𝐼𝐷

𝑗
‖ ℎ (𝑦) ‖ 𝑁

𝑗
) ‖ 𝑇

3
)

𝐶



5
= ℎ (𝐾 ‖ ℎ (𝑏 ⊕ 𝑃𝑊

𝑖
) ‖ ℎ (𝑆𝐼𝐷

𝑗
‖ ℎ (𝑦) ‖ 𝑁

𝑗
) ‖ 𝑇

3
) .

(7)

Then the 𝐺𝑊 node checks whether 𝐶
5
is equal to 𝐶

5
. If

they are not equal, the procedure is terminated. Otherwise,
𝐺𝑊 authenticates 𝑆

𝑗
and computes the following:

𝐶

6
= 𝐾 ⊕ ℎ (ℎ (𝑏 ⊕ 𝑃𝑊

𝑖
) ‖ ℎ (𝑆𝐼𝐷

𝑗
‖ ℎ (𝑦)) ‖ 𝑇

4
)

𝐶

7
= ℎ (𝐾 ‖ ℎ (𝑏 ⊕ 𝑃𝑊

𝑖
) ‖ ℎ (𝑆𝐼𝐷

𝑗
‖ ℎ (𝑦)) ‖ 𝑇

4
) ,

(8)

where 𝑇
4
is the current timestamp of the 𝐺𝑊 node’s system.

Step A6 (𝐺𝑊 → 𝑈

𝑖
: {𝐶

6
, 𝐶

7
, 𝑇

4
}). The 𝐺𝑊 node sends 𝐶

6
,

𝐶

7
, and 𝑇

4
to 𝑈
𝑖
.

Step A7 (𝑈
𝑖
validates timestamp 𝑇

4
). If |𝑇∗ − 𝑇

4
| ≤ Δ𝑇,

then the 𝐺𝑊 node proceeds to the next step, where Δ𝑇 is
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Ui(User) Smart card
input: 𝐼𝐷

𝑖
, 𝑃𝑊

𝑖

{𝐼𝐷
𝑖
,𝑃𝑊
𝑖
}

→

compute: ℎ(𝐼𝐷
𝑖
‖ 𝑃𝑊

𝑖
), ℎ(𝑏 ⊕ 𝑃𝑊

𝑖
)

𝐴

𝑖
= ℎ(ℎ(𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑖
) ‖ ℎ(𝑏 ⊕ 𝑃𝑊

𝑖
))

check: 𝐴
𝑖
?𝐴



𝑖

{𝑛𝑒𝑤 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑 𝑟𝑒𝑞𝑢𝑒𝑠𝑡}

←

input: 𝑃𝑊𝑛𝑒𝑤
𝑖

, 𝑏𝑛𝑒𝑤
{𝑃𝑊
𝑛𝑒𝑤

𝑖
,𝑏
𝑛𝑒𝑤
}

→

compute: ℎ(𝐼𝐷
𝑖
‖ 𝑃𝑊

𝑛𝑒𝑤

𝑖
), ℎ(𝑏𝑛𝑒𝑤 ⊕ 𝑃𝑊𝑛𝑒𝑤

𝑖
)

𝐴

𝑛𝑒𝑤

𝑖
= ℎ(ℎ(𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑛𝑒𝑤

𝑖
) ‖ ℎ(𝑏

𝑛𝑒𝑤

⊕ 𝑃𝑊

𝑛𝑒𝑤

𝑖
))

𝐸

𝑛𝑒𝑤

𝑖
= 𝐸

𝑖
⊕ ℎ(𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑖
) ⊕ ℎ(𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑛𝑒𝑤

𝑖
)

update: 𝐴
𝑖
→ 𝐴

𝑛𝑒𝑤

𝑖
, 𝐸
𝑖
→ 𝐸

𝑛𝑒𝑤

𝑖

Figure 3: Password change phase of our proposed scheme.

the expected time interval for the transmission delay and 𝑇∗
is the current timestamp of 𝑈

𝑖
. Otherwise, the procedure is

terminated. 𝑈
𝑖
computes the following:

𝐾 = 𝐶

6
⊕ ℎ (ℎ (𝑏 ⊕ 𝑃𝑊

𝑖
) ‖ ℎ (𝑆𝐼𝐷

𝑗
‖ ℎ (𝑦)) ‖ 𝑇

4
)

𝐶



7
= ℎ (𝐾 ‖ ℎ (𝑏 ⊕ 𝑃𝑊

𝑖
) ‖ ℎ (𝑆𝐼𝐷

𝑗
‖ ℎ (𝑦)) ‖ 𝑇

4
) .

(9)

Then𝑈
𝑖
checks whether𝐶

7
is equal to𝐶

7
. If they are equal,𝑈

𝑖

authenticates𝐺𝑊 and 𝑆
𝑗
, and themutual authentication pro-

cess is completed. After themutual authentication process,𝑈
𝑖

and 𝑆
𝑗
compute 𝑆𝐾 = ℎ(𝐾 ‖ ℎ(𝑏 ⊕ 𝑃𝑊

𝑖
) ‖ ℎ(𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑖
) ‖

𝑆𝐼𝐷

𝑗
) for future secure communication.

3.5. Password Change Phase. The procedure that is followed
in the password change phase is depicted in Figure 3. If user
𝑈

𝑖
wants to change his/her password, he/she performs the

following steps.

Step P1. 𝑈
𝑖
inserts his/her smart card into the device and

inputs the identity 𝐼𝐷
𝑖
and the password 𝑃𝑊

𝑖
.

Step P2.The smart card computes ℎ(𝐼𝐷
𝑖
‖ 𝑃𝑊

𝑖
), ℎ(𝑏 ⊕ 𝑃𝑊

𝑖
),

and 𝐴



𝑖
= ℎ(ℎ(𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑖
) ‖ ℎ(𝑏 ⊕ 𝑃𝑊

𝑖
)) and checks

whether𝐴
𝑖
is equal to𝐴

𝑖
. If they are not equal, the procedure

is terminated. Otherwise, the smart card requests a new
password for 𝑈

𝑖
.

Step P3. 𝑈
𝑖
inputs the new password 𝑃𝑊

𝑛𝑒𝑤

𝑖
and a new

random number 𝑏𝑛𝑒𝑤.

Step P4.The smart card computes the following:

ℎ (𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑛𝑒𝑤

𝑖
) , ℎ (𝑏 ⊕ 𝑃𝑊

𝑛𝑒𝑤

𝑖
)

𝐴

𝑛𝑒𝑤

𝑖
= ℎ (ℎ (𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑛𝑒𝑤

𝑖
) ‖ ℎ (𝑏

𝑛𝑒𝑤

⊕ 𝑃𝑊

𝑛𝑒𝑤

𝑖
))

𝐸

𝑛𝑒𝑤

𝑖
= 𝐸

𝑖
⊕ ℎ (𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑖
) ⊕ ℎ (𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑛𝑒𝑤

𝑖
)

= ℎ (𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑛𝑒𝑤

𝑖
) ⊕ ℎ (𝐵

𝑖
‖ ℎ (𝑥 ‖ 𝑦)) .

(10)

Then the smart card replaces 𝐴
𝑖
with 𝐴𝑛𝑒𝑤

𝑖
and 𝐸

𝑖
with 𝐸𝑛𝑒𝑤

𝑖
.

4. Security and Efficiency Analysis of
the Proposed Scheme

4.1. Security Analysis. Table 2 compares the security of exist-
ing schemes with that of our proposed scheme. Our scheme
uses the security properties described in the following sub-
sections.

4.1.1. User Anonymity. Even if an attacker eavesdrops on
𝑈

𝑖
’s login request message {𝐷𝐼𝐷

𝑖
, 𝑆𝐼𝐷

𝑗
, 𝐷

𝑖
, 𝐸

𝑖
, 𝐶

1
, 𝑇

1
} in the

login phase, the attacker cannot obtain𝑈
𝑖
’s identity 𝐼𝐷

𝑖
from

𝐷𝐼𝐷

𝑖
, 𝐷
𝑖
, 𝐸
𝑖
, and 𝐶

1
, because 𝑥, 𝑦, 𝑏, and 𝑃𝑊

𝑖
are not

known. Furthermore, even if the attacker obtains 𝑈
𝑖
’s smart

card, he/she cannot obtain 𝑈
𝑖
’s 𝐼𝐷
𝑖
. Therefore, the proposed

scheme achieves user anonymity.

4.1.2. Impersonation Attack. Because an attacker cannot
know 𝑥, 𝑦, 𝑏, 𝐼𝐷

𝑖
, and 𝑃𝑊

𝑖
, he/she cannot compute the

login request message {𝐷𝐼𝐷
𝑖
, 𝑆𝐼𝐷

𝑗
, 𝐷

𝑖
, 𝐸

𝑖
, 𝐶

1
, 𝑇

1
}. Although

the attacker is a legitimate user of the system, he/she cannot
compute the login request message without knowing 𝑥, 𝑦, 𝑏,
𝐼𝐷

𝑖
, and 𝑃𝑊

𝑖
. If the attacker also eavesdrops on 𝑈

𝑖
’s login

request message {𝐷𝐼𝐷

𝑖
, 𝑆𝐼𝐷

𝑗
, 𝐷

𝑖
, 𝐸

𝑖
, 𝐶

1
, 𝑇

1
}, he/she cannot

compute 𝐷𝐼𝐷

𝑖
and 𝐶

1
without knowing 𝑏, 𝐼𝐷

𝑖
, and 𝑃𝑊

𝑖
.

Even though the attacker obtains 𝑈

𝑖
’s smart card, he/she

cannot compute 𝐷𝐼𝐷
𝑖
and 𝐶

1
, because 𝐼𝐷

𝑖
and 𝑃𝑊

𝑖
are not

known.

4.1.3. Parallel Session Attack. Suppose an attacker eaves-
drops on a login request message {𝐷𝐼𝐷

𝑖
, 𝑆𝐼𝐷

𝑗
, 𝐷

𝑖
, 𝐸

𝑖
, 𝐶

1
, 𝑇

1
}

and the mutual authentication message {𝐶

6
, 𝐶

7
, 𝑇

4
}; then

the attacker masquerades as a legitimate user to start a
new session with the 𝐺𝑊 node by sending {𝐷𝐼𝐷



𝑖
, 𝑆𝐼𝐷

𝑗
,

𝐷

𝑖
, 𝐸

𝑖
, 𝐶



1
, 𝑇

4
} back to the 𝐺𝑊 node, where 𝐷𝐼𝐷

𝑖
= 𝐶

6
and

𝐶



1
= 𝐶

7
. The 𝐺𝑊 node computes 𝑀

1
= 𝐷𝐼𝐷



𝑖
⊕ ℎ(ℎ(𝐼𝐷

𝑖
‖

𝑃𝑊

𝑖
) ‖ 𝑆𝐼𝐷

𝑗
‖ 𝑇

4
) and 𝑀

2
= ℎ(𝑀

1
‖ ℎ(𝐼𝐷

𝑖
‖ 𝑃𝑊

𝑖
) ‖

𝑆𝐼𝐷

𝑗
‖ 𝑇

4
) and checks whether 𝑀

2
is equal to 𝐶



1
. If they

are not equal, the attacker cannot authenticate from the 𝐺𝑊
node.
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Table 2: Security analysis of the compared schemes.

Scheme Section 4.1.1 Section 4.1.2 Section 4.1.3 Section 4.1.4 Section 4.1.5 Section 4.1.6 Section 4.1.7 Section 4.1.8
Das [18] No No No No Yes No Yes No
Nyang and Lee [20] No Yes Yes No Yes No Yes Yes
He et al. [21] No No Yes Yes Yes No Yes No
Khan and Alghathbar [22] No Yes No No Yes No Yes No
Huang et al. [24] No No No No Yes No Yes No
Vaidya et al. [25] No No No Yes Yes Yes Yes Yes
Chen and Shih [26] No No Yes No Yes No Yes Yes
Xue et al. [27] No Yes Yes No Yes Yes Yes Yes
Proposed scheme Yes Yes Yes Yes Yes Yes Yes Yes

4.1.4. Password Guessing Attack. Even when an attacker
eavesdrops on 𝑈

𝑖
’s login request message {𝐷𝐼𝐷

𝑖
, 𝑆𝐼𝐷

𝑗
, 𝐷

𝑖
,

𝐸

𝑖
, 𝐶

1
, 𝑇

1
}, the attacker cannot guess 𝑈

𝑖
’s password 𝑃𝑊

𝑖

from login request message {𝐷𝐼𝐷
𝑖
, 𝑆𝐼𝐷

𝑗
, 𝐷

𝑖
, 𝐸

𝑖
, 𝐶

1
, 𝑇

1
}. This

is because the attacker cannot determine the 𝑥, 𝑦, 𝑏, and 𝐼𝐷
𝑖

from login requestmessage {𝐷𝐼𝐷
𝑖
, 𝑆𝐼𝐷

𝑗
, 𝐷

𝑖
, 𝐸

𝑖
, 𝐶

1
, 𝑇

1
} due to

the nature of the one-way hash function.

4.1.5. Replay Attack. We assume that an attacker intercepts
𝑈

𝑖
’s login request message {𝐷𝐼𝐷

𝑖
, 𝑆𝐼𝐷

𝑗
, 𝐷

𝑖
, 𝐸

𝑖
, 𝐶

1
, 𝑇

1
} in the

login phase.The attacker is replaying the interceptedmessage
to authenticate but cannot authenticate from the server,
because the timestamp 𝑇

1
fails to validate. Although the

attacker generates the correct timestamp 𝑇, he/she cannot
compute the correct login request message, because 𝑏, 𝐼𝐷

𝑖
,

and 𝑃𝑊
𝑖
are not known.

4.1.6. Stolen Smart Card Attack. We assume that an attacker
steals 𝑈

𝑖
’s smart card or extracts information from 𝑈

𝑖
’s smart

card. However, the attacker cannot compute the login request
message without knowing 𝐼𝐷

𝑖
and 𝑃𝑊

𝑖
. In addition, the

attacker cannot obtain 𝐼𝐷

𝑖
and 𝑃𝑊

𝑖
through the extracted

information because of the nature of the one-way hash
function. Therefore, the proposed scheme is resilient against
stolen smart card attacks because the 𝐼𝐷

𝑖
and 𝑃𝑊

𝑖
cannot be

obtained from 𝑈

𝑖
’s stolen smart card.

4.1.7. Stolen-Verifier Attack. The proposed scheme can resist
stolen-verifier attacks. In other words, in the proposed
scheme, the 𝐺𝑊 node does not store the verifier/password
table for verification, so the attacker cannot obtain verifica-
tion.

4.1.8. Mutual Authentication. The𝐺𝑊 node can authenticate
the user by checking 𝐶

1
in Step A1 of the authentication

and key establishment phase, and the sensor node can
authenticate the user and the 𝐺𝑊 node by checking 𝐶

3
in

Step A3 of the authentication and key establishment phase.
Likewise, the 𝐺𝑊 node can authenticate the sensor node
by checking 𝐶

5
in Step A5 of the authentication and key

establishment phase, and the user can authenticate the 𝐺𝑊
node and sensor node by checking 𝐶

7
in Step A7 of the

authentication and key establishment phase.

4.2. Efficiency Analysis. Table 3 compares the performance
of existing schemes with that of our proposed scheme. Our
proposed scheme incurs less computational overhead than
Nyang and Lee’s [20] or Xue et al.’s [27] schemes. Although
our proposed scheme incurs slightly more computational
overhead than conventional schemes, it ismore secure against
various attacks than conventional schemes [18, 21, 22, 24, 25,
27].

5. Results

5.1. Simulation Environments. In Section 4.2, we compared
the performance of existing schemes with that of our pro-
posed scheme. As a result, we implemented a simulation
for various schemes. The simulation was performed and
evaluated in a standard PC environment. The algorithm
for the schemes was implemented using JAVA, and the
simulation environment was evaluated with an Intel Core i5-
2537M (1.40MHz) with 4GB of RAM.

5.2. Simulation Results. Our simulation calculated the aver-
age time to perform the 10 simulation tests because the
measured results were slightly different each time. Figure 4
shows the measured results for users performing the login
and authentication phase. As shown in Figure 4, our pro-
posed scheme incurs a little more computational time than
existing schemes [18, 21, 22, 24–26]. However, our proposed
scheme is more secure against various attacks than existing
schemes and provides mutual authentication between the
user and the 𝐺𝑊 node, between the user and the sensor
nodes, and between the 𝐺𝑊 node and the sensor nodes. If
our proposed scheme performs authentication to the 𝐺𝑊

node and the sensor nodes only in the authentication phase,
it will show measured results similar to the existing schemes
[18, 21, 22, 24–26].

6. Conclusion

In this paper, we proposed a secure and efficient mutual
user authentication and key establishment scheme that can
be used in ubiquitous WSNs. The proposed scheme provides
mutual authentication between the user and the 𝐺𝑊 node,
between the user and the sensor node, and between the
𝐺𝑊 node and the sensor node. Compared with existing
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Table 3: Performance analysis of the compared schemes.

Scheme Registration phase Login and authentication phase Total
User GW Sensor User GW Sensor

Das [18] ∙ 3𝑇(h) + 1𝑇(⊕) ∙ 4𝑇(h) + 1𝑇(⊕) 3𝑇(h) + 2𝑇(⊕) 1𝑇(h) 11𝑇(h) + 4𝑇(⊕)

Nyang and Lee [20] ∙ 3𝑇(h) + 1𝑇(⊕) ∙

4𝑇(h) + 1𝑇(⊕)
+ 2𝑇(K) +

1𝑇(M) + 1𝑇(D)

2𝑇(h) + 2𝑇(⊕)
+ 4𝑇(K) +

1𝑇(M) + 1𝑇(E)

2𝑇(K) +
2𝑇(M) + 1𝑇(E)

+ 1𝑇(D)

9𝑇(h) + 4𝑇(⊕)
+ 8𝑇(K) +

4𝑇(M) + 2𝑇(E)
+ 2𝑇(D)

He et al. [21] 1𝑇(h) + 1𝑇(⊕) 5𝑇(h) +
2𝑇(⊕) ∙ 5𝑇(h) + 2𝑇(⊕) 4𝑇(h) + 2𝑇(⊕) 1𝑇(h) 16𝑇(h) + 7𝑇(⊕)

Khan and
Alghathbar [22] 1𝑇(h) 2𝑇(h) +

1𝑇(⊕) ∙ 4𝑇(h) + 1𝑇(⊕) 4𝑇(h) + 2𝑇(⊕) 2𝑇(h) 13𝑇(h) + 4𝑇(⊕)

Huang et al. [24] ∙

4𝑇(h) +
1𝑇(⊕) ∙ 4𝑇(h) + 1𝑇(⊕) 4𝑇(h) + 2𝑇(⊕) 2𝑇(h) 14𝑇(h) + 3𝑇(⊕)

Vaidya et al. [25] 1𝑇(h) 4𝑇(h) +
3𝑇(⊕) ∙ 6𝑇(h) + 3𝑇(⊕) 4𝑇(h) + 3𝑇(⊕) 2𝑇(h) + 1𝑇(⊕) 17𝑇(h) +

10𝑇(⊕)
Chen and Shih [26] ∙ 3𝑇(h) + 1𝑇(⊕) ∙ 5𝑇(h) + 1𝑇(⊕) 4𝑇(h) + 2𝑇(⊕) 1𝑇(h) 13𝑇(h) + 4𝑇(⊕)

Xue et al. [27] 2𝑇(h) 7𝑇(h) +
2𝑇(⊕)

3𝑇(h)+
1𝑇(⊕) 9𝑇(h) + 6𝑇(⊕) 13𝑇(h) + 7𝑇(⊕) 6𝑇(h) +

4𝑇(⊕)
40𝑇(h) +
20𝑇(⊕)

Proposed scheme 2𝑇(h) +
1𝑇(⊕)

4𝑇(h) +
2𝑇(⊕) ∙ 9𝑇(h) + 3𝑇(⊕) 12𝑇(h) + 7𝑇(⊕) 5𝑇(h) + 3𝑇(⊕) 33𝑇(h) +

16𝑇(⊕)
h: hash function operation; ⊕: XOR operation; K: key derivation function operation; M: message authentication code; E: symmetric encryption; D: symmetric
decryption.
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Figure 4: Analysis of time according to number of users.

schemes, the proposed scheme has been proven to be secure
against various attacks. In addition, the proposed scheme is
computationally efficient compared with existing schemes.
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Supervised machine learning has been widely used in context-aware wireless sensor networks (WSNs) to discover context
descriptions from sensor data. However, collecting a lot of labeled training data in order to guarantee good performance requires
much cost and time. For this reason, the semisupervised learning has been recently developed due to its superior performance
despite using only a small amount of the labeled data. In this paper, we extend the standard support vector regression (SVR) to
the semisupervised SVR by employing manifold regularization, which we call Laplacian SVR (LapSVR). The LapSVR is compared
with the standard SVR and the semisupervised least square algorithm that is another recently developed semisupervised regression
algorithm.The algorithms are evaluated for location awareness of multiple mobile robots in aWSN.The experimental results show
that the proposed algorithm yields more accurate location estimates than the other algorithms.

1. Introduction

Location awareness is one of the most important issues
for context-aware wireless sensor networks (WSNs) because
many applications need to know where the data has been
obtained. For example, in applications such as target tracking
[1–5], network routing [6, 7], human-centric service [8–10],
and monitoring system [11, 12], the measurement data is
useless without location information of sensing device.

Machine learning methods have been adopted to learn
location context from law sensor data. The standard SVR
learning [13, 14], manifold learning [15], and neural network
learning [16, 17] can be employed to obtain precise estimate
of the location. However, all these methods require a large
amount of the labeled training data for high accuracy. Also, a
significant effort such as cost, time, and human skill is needed
in order to generate a large set of the labeled data. To make
location-aware algorithm viable with a negligible effort, this
paper adopts a semisupervised learning which uses a small
number of the labeled data.

Based on the semisupervised learning framework sug-
gested in [18], various algorithms such as [19–21] have been
developed by defining different loss functions and regular-
ization functions. In this work, we develop Laplacian support
vector regression (LapSVR) which extends the standard SVR

to the semisupervised learning framework. This approach
uses the standard SVR to define the loss function and kernel-
based regularization. However, for utilization of unlabeled
data, the manifold regularization based on the concept of the
graph Laplacian [22] is performed.

We evaluate the LapSVR to estimate locations of multiple
mobile robots in the WSN. The deployed anchor nodes
broadcast RF signal whose signal strength (RSSI) is measured
by the mobile robots. The mobile robots independently
localize themselves by using the trained regressionmodel and
current RSSI measurements. The LapSVR is compared with
the standard SVR and the semisupervised Laplacian least
square algorithm [23].The location awareness performance is
compared according to the number of labeled data, unlabeled
data, and anchor nodes. From the experimental results,
we confirm that the LapSVR estimates the location most
accurately and is least sensitive to the variation of the number
of the anchor nodes.

This paper is organized as follows. In Section 2, we pro-
vide details on Laplacian support vector regression algorithm.
Section 3 describes the estimation process of mobile robots
using the proposed algorithm. Section 4 reports empirical
results with the description of the experimental setting.
Finally, concluding remarks are given in Section 5.
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2. Laplacian Support Vector Regression

This section describes a semisupervised regression approach
named Laplacian support vector regression (LapSVR). We
use the standard SVR algorithm to define the loss function
and kernel-based regularization. Also, the graph Laplacian
is employed for manifold regularization. We describe these
ingredients of the formulation in the following.

2.1. Semisupervised Learning Framework. We define a set of
𝑙 labeled samples {𝑥

𝑖
, 𝑦

𝑖
}

𝑙

𝑖=1
and a set of 𝑢 unlabeled samples

{𝑥

𝑖
}

𝑙+𝑢

𝑖=𝑙+1
, where 𝑥

𝑖
∈ 𝑋 ⊆ R𝑛 and 𝑦

𝑖
∈ R. Semisupervised

learning aims to establish a mapping 𝑓 : 𝑋 → R, by the
following regularized minimization functional:

𝑓

∗

= arg min
𝑓∈H
𝑘

1

𝑙

𝑙

∑

𝑖=1

𝑉 (𝑥

𝑖
, 𝑦

𝑖
, 𝑓) + 𝛾

𝐴









𝑓









2

𝐴
+ 𝛾

𝐼









𝑓









2

𝐼
, (1)

where 𝑉 is a loss function, ‖𝑓‖2
𝐴
is the norm of the function

in the reproducing kernel Hilbert space (RKHS), and ‖𝑓‖2
𝐼
is

the norm of the function in the low-dimensional manifold.
𝛾

𝐴
and 𝛾
𝐼
are the regularization weight parameters.

2.2. Decision Function. By the representer theorem [25], the
solution of (1) can be defined as an expansion of kernel
function over the labeled and the unlabeled data, given by

𝑓 (𝑥) =

𝑙+𝑢

∑

𝑖=1

𝛼

𝑖
𝐾(𝑥

𝑖
, 𝑥) + 𝑏 (2)

with the kernel function 𝐾(𝑥
𝑖
, 𝑥

𝑗
) = ⟨𝜙(𝑥

𝑖
), 𝜙(𝑥

𝑗
)⟩, where

𝜙 (⋅) is a nonlinear mapping to the RKHS.
Also, the regularization term ‖𝑓‖

2

𝐴
which is associated

with the RKHS is defined as








𝑓









2

𝐴
= (Φ𝛼)

𝑇

(Φ𝛼) = 𝛼
𝑇

𝐾𝛼, (3)

whereΦ = [𝜙 (𝑥
1
), . . . , 𝜙 (𝑥

𝑙+𝑢
)], 𝛼 = [𝛼

1
, . . . , 𝛼

𝑙+𝑢
]

𝑇, and𝐾 is
the (𝑙 + 𝑢) × (𝑙 + 𝑢) kernel matrix whose element is𝐾(𝑥

𝑖
, 𝑥

𝑗
).

2.3. Manifold Regularization. According to the manifold
regularization (or manifold assumption), the data points
are samples from a low-dimensional manifold which is
embedded in a high-dimensional space. This is represented
by the graph Laplacian and the kernel function:









𝑓









2

𝐼
=

1

(𝑙 + 𝑢)

2

𝑙+𝑢

∑

𝑖=1

𝑙+𝑢

∑

𝑗=1

𝑊

𝑖𝑗
(𝑓(𝑥

𝑖
) − 𝑓(𝑥

𝑗
))

2

=

1

(𝑙 + 𝑢)

2
f𝑇𝐿f ,

(4)

where 𝐿 is the graph Laplacian given by 𝐿 = 𝐷 − 𝑊, f =
[𝑓(𝑥

1
), . . . , 𝑓(𝑥

𝑙+𝑢
)]

𝑇,𝑊 is the adjacency matrix of the data
graph, and 𝐷 is the diagonal matrix given by 𝐷

𝑖𝑖
= ∑

𝑙+𝑢

𝑗=1
𝑊

𝑖𝑗
.

In this paper, the edge weights 𝑊
𝑖𝑗
are defined as Gaussian

function of Euclidean distance, given by

𝑊

𝑖𝑗
= exp(

−











𝑥

𝑖
− 𝑥

𝑗











2

𝜎

2

𝑤

) , (5)

where 𝜎2
𝑤
is the kernel width parameter.
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𝜉

Figure 1: A behavior of the 𝜀-intensive loss function with slack
variable 𝜉 [24].

Minimizing ‖𝑓‖2
𝐼
is equivalent to penalizing the rapid

changes of the regression function evaluated between two
samples.

2.4. Loss Function for Regression. Weemploy the 𝜀-insensitive
loss function:

𝑉 (𝑥

𝑖
, 𝑦

𝑖
, 𝑓) = {

0 if 


𝑓 (𝑥

𝑖
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𝑖
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𝑖









− 𝜀 otherwise.
(6)

Also, slack variables 𝜉
𝑖
, 𝜉∗
𝑖
are used with the 𝜀-insensitive

loss function in order to cope with infeasible constraints of
the optimization problem that uses only the 𝜀 constraint,
described in [24]. Figure 1 depicts an example of one-
dimensional linear regression function with 𝜀-tube. The
samples outside the 𝜀-tube are called support vectors. Slack
variables 𝜉, 𝜉∗, which establish trade-off between model
complexity and the support vectors, are determined by
solving the optimization problem in the following section.

2.5. Complete Formulation. In this subsection, the complete
formulation of the LapSVR is given based on the ingredients
described in Sections 2.1–2.4. Substituting (2)–(6) into (1)
with the slack variables 𝜉

𝑖
, 𝜉∗
𝑖
, the primal problem is defined

as

min
𝛼∈R𝑙+𝑢,𝜉∈R𝑙,𝜉∗∈R𝑙

1
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𝑖
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𝑖
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∗

𝑖
≥ 0, 𝑖 = 1, . . . , 𝑙.

(7)

After the introduction of four sets of 𝑙 multipliers 𝛽, 𝛽∗,
𝜂, and 𝜂∗, the Lagrangian𝐻 can be obtained in the following:

𝐻(𝛼, 𝑏, 𝜉, 𝜉

∗

, 𝛽, 𝛽

∗

, 𝜂, 𝜂

∗

)

=

1

2

𝛼

𝑇

(2𝛾
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2
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𝑙

𝑙
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(8)
In order to convert the primal problem to the dual

representation, we take derivatives

𝜕𝐻

𝜕𝑏
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𝑙
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𝑖=1
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𝜂

(∗)

𝑖
= 0.

(9)

Using the above equations, we can rewrite the Lagrangian
as a function of 𝛼, 𝛽, and 𝛽∗ only, given by

𝐻(𝛼, 𝛽, 𝛽

∗

) =

1

2

𝛼

𝑇

(2𝛾
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1

2

𝛼

𝑇
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2
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2
𝛾

𝐼
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𝑇
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B
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𝑙
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∗
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) ,

(10)

where B = [𝛽
1
− 𝛽

∗

1
, . . . , 𝛽

𝑙
− 𝛽

∗

𝑙
]

𝑇 and 𝐽
𝐿
= [𝐼

𝑙×𝑙
0
𝑙×𝑢
] where

𝐼

𝑙×𝑙
is the 𝑙 × 𝑙 identity matrix and 0

𝑙×𝑢
is the 𝑙 × 𝑢 zero matrix.

Taking derivatives with respect to 𝛼, we obtain

𝜕𝐻

𝜕𝛼

= (2𝛾

𝐴
𝐾 +

2

(𝑙 + 𝑢)

2
𝛾

𝐼
𝐾𝐿𝐾)𝛼 − 𝐾𝐽

𝑇

𝐿
B = 0. (11)

From (11), a direct relationship between 𝛼 and B is obtained:

𝛼 = (2𝛾

𝐴
𝐼 + 2

1

(𝑙 + 𝑢)

2
𝛾

𝐼
𝐿𝐾)

−1

𝐽

𝑇

𝐿
B, (12)

where 𝐼 is the (𝑙 + 𝑢) × (𝑙 + 𝑢) identity matrix. Substituting
(12) back into Lagrangian (10), we arrive at the convex
optimization problem:

max
𝛽∈R𝑙,𝛽∗∈R𝑙
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2

B
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𝑖
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≤

1

𝑙

, 𝑖 = 1, . . . , 𝑙.

(13)

The optimal solution B∗ of the above quadratic problem
is linked to the optimal 𝛼∗ in (12). Then, the optimal
regression function 𝑓∗(𝑥) can be obtained by substituting
𝛼

∗

= [𝛼

∗

1
, . . . , 𝛼

∗

𝑙+𝑢
]

𝑇 into (2).

2.6. Computation of 𝑏. Now, the remaining work to establish
regression function (2) is computation of the bias term
𝑏. As described in [24], 𝑏 is calculated by using Karush-
Kuhn-Tucker (KKT) conditions which state that the product
between dual variables and constraints has to be zero at the
point of the solution. From (8), we obtain

𝛽
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𝑖
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(

1

𝑙
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∗

𝑖
) 𝜉

∗

𝑖
= 0,

(14)

for any labeled data; that is, 𝑖 = {1, . . . , 𝑙}.
Equations (14) lead to three conclusions. First, only the

samples (𝑥
𝑖
, 𝑦

𝑖
) with corresponding 𝛽(∗)

𝑖
= 1/𝑙 lie outside the

𝜀-tube. Second, 𝛽∗
𝑖
𝛽

𝑖
= 0; that is, a set of dual variables 𝛽

𝑖
, 𝛽∗
𝑖

is never simultaneously nonzero. Finally, for 𝛽
𝑖
∈ (0, 1/𝑙), we

have

𝜉

𝑖
= 0, (𝜀 + 𝜉

𝑖
− 𝑦

𝑖
+

𝑙+𝑢

∑

𝑗=1

𝛼

𝑗
𝑘 (𝑥

𝑖
, 𝑥

𝑗
) + 𝑏) = 0, (15)

and for 𝛽∗
𝑖
∈ (0, 1/𝑙) we have

𝜉

∗

𝑖
= 0, (𝜀 + 𝜉

∗

𝑖
+ 𝑦

𝑖
−

𝑙+𝑢

∑

𝑗=1

𝛼

𝑗
𝑘 (𝑥

𝑖
, 𝑥

𝑗
) − 𝑏) = 0. (16)

Hence, we can compute 𝑏 using any data point satisfying 𝛽
𝑖
∈

(0, 1/𝑙) or 𝛽∗
𝑖
∈ (0, 1/𝑙), given by

𝑏 =

{

{

{

{

{

{

{

{

{

{

{

{

{

{

{

𝑦

𝑖
−

𝑙+𝑢

∑

𝑗=1

𝛼

𝑗
𝑘 (𝑥

𝑖
, 𝑥

𝑗
) − 𝜀 for 𝛽

𝑖
∈ (0,

1

𝑙

)

𝑦

𝑖
−

𝑙+𝑢

∑

𝑗=1

𝛼

𝑗
𝑘 (𝑥

𝑖
, 𝑥

𝑗
) + 𝜀 for 𝛽∗

𝑖
∈ (0,

1

𝑙

) .

(17)

In reality, the value of 𝑏 can be slightly different depending on
which data point is used in (17). Averaging over all 𝑏 obtained
from support vectors may improve robustness.

3. RSSI-Based Location Awareness

In RSSI-based location awareness, mobile nodes of unknown
locations collect the RSSI measurements emitted by 𝑛 anchor
nodes. We assume that the anchor nodes are stationary with
known location in 𝜒 ∈ 𝑅2 where 𝜒 is the area of interest. Each
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mobile node (i.e., mobile robot in our setting) estimates its
own 2D location using the RSSI measurements.

Here, we introduce notations of the labeled and the
unlabeled training data sets. Because each robot estimates
its own location independent of the others, we will describe
the algorithm of one mobile node. In the training phase, we
put the mobile node at the specific location 𝑠

𝑖
= [𝑠

𝑥𝑖
, 𝑠

𝑦𝑖
]

𝑇

and obtain the RSSI values 𝑍
𝑖
= [𝑧

𝑖1
, . . . , 𝑧

𝑖𝑝
, . . . , 𝑧

𝑖𝑛
]

𝑇

∈ 𝑅

𝑛,
where 𝑠

𝑥𝑖
and 𝑠
𝑦𝑖
are the 𝑥- and 𝑦-coordinate of the mobile

node, and 𝑧
𝑖𝑝
is the RSSI value from the 𝑝th anchor node for

𝑖 = 1, . . . , 𝑙.The total 𝑙 labeled training data sets to learn the 𝑠
𝑥

and 𝑠
𝑦
are defined asL

𝑠
𝑥

= {𝑍

𝑖
, 𝑠

𝑥𝑖
}

𝑙

𝑖=1
andL

𝑠
𝑦

= {𝑍

𝑖
, 𝑠

𝑦𝑖
}

𝑙

𝑖=1
,

respectively. On the other hand, 𝑢 unlabeled data consists of
only the RSSI measurements, given byU = {𝑍

𝑗
}

𝑙+𝑢

𝑗=1
.

In the test phase, with the trained semisupervised SVR
model, the mobile node determines its own location 𝑠(𝑡) =
[𝑠

𝑥
(𝑡), 𝑠

𝑦
(𝑡)]

𝑇 using the RSSI set 𝑍(𝑡) ∈ 𝑅𝑛 measured at time
𝑡.

We summarize the detail of the semisupervised SVR for
RSSI-based location awareness Algorithms 1 and 2.

Algorithm 1 (training phase). Consider the following.

Step 1. Collect the training data setL
𝑥
,L
𝑦
, andU.

Step 2. Obtain the kernel matrix𝐾 in (2).

Step 3. Build weight matrix𝑊 and the graph Laplacian 𝐿 =
𝐷 −𝑊 in (4).

Step 4. Choose the regularization weights 𝛾
𝐼
and 𝛾
𝐴
in (1).

Step 5. Solve the QP problem twice in order to obtain 𝛼∗
𝑠
𝑥

and
𝛼

∗

𝑠
𝑦

in (13).

Step 6. Compute 𝑏
𝑠
𝑥

and 𝑏
𝑠
𝑦

in (17).

Algorithm 2 (test phase). Consider the following.

Step 1. At time 𝑡, the mobile node collects the RSSI measure-
ments 𝑍(𝑡) from the 𝑛 anchor nodes.

Step 2. Obtain the regression estimation with 𝑠
𝑥
(𝑡) =

∑

𝑙+𝑢

𝑖=1
𝛼

∗

𝑠
𝑥

𝐾(𝑍

𝑖
, 𝑍(𝑡))+𝑏

𝑠
𝑥

and 𝑠
𝑦
(𝑡) = ∑

𝑙+𝑢

𝑖=1
𝛼

∗

𝑠
𝑦

𝐾(𝑍

𝑖
, 𝑍(𝑡))+𝑏

𝑠
𝑦

.
Then decide the location estimate 𝑠(𝑡) = [𝑠

𝑥
(𝑡), 𝑠

𝑦
(𝑡)]

𝑇.

4. Experimental Results

In the experimental setup, the total of thirteen anchor nodes
using IEEE 802.15.4 and TinyOS is deployed. The nodes
use commercial CC2420 radio chip which operates in the
2.4GHz ISM band with a data rate of 256 kbps and provides
a received signal strength indicator (RSSI) for each received
packet. Two mobile robots, which are equipped with one
receiver node, respectively, estimate their own position using
the RSSI measurements obtained from the anchor nodes
distributed in the 3m × 4m workspace, shown in Figure 2.
For accuracy analysis, the true locations of the mobile robots
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Figure 2: Experimental setting with twomobile robots and thirteen
anchor nodes in the 3m × 4m area.
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Figure 3: Distribution of the thirty labeled and eighty unlabeled
data and thirteen anchor nodes.

are measured by the Vicon Motion System [26] composed
of eight cameras that track reflective markers attached to the
mobile robots.

For obtaining labeled training data, we collect the RSSI
data sets of the mobile robot placed at the different locations,
repeatedly. On the other hand, the unlabeled data sets are
obtained as we let the mobile robots move automatically and
collect the RSSI measurements. Figure 3 is an illustration
of the obtained data set. Note that the real locations of the
unlabeled data are not included in the unlabeled data set,
although Figure 3 shows the locations of the unlabeled data.

4.1. Characteristics of RSSI. Radio signal is easily influenced
by environmental noise. Also, its measured value affects the
performance of the location awareness. Here, we examine the
characteristic of RSSI measurement.

We record RSSI measurements of one moving receiver,
emitted by the fixed thirteen anchor nodes. The distance
between the anchor nodes and receiver varies from 0.2m
to 3m. Figure 4 shows the boxplot of the obtained mea-
surements. The central red bar is the median and the edges
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Figure 4: Relationship between RSSI measurements and distance
between fixed thirteen anchor nodes (transmitter) and one mobile
node (receiver).
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of the box are the 25% and 75%. The upper and lower
bars outside the box represent extreme data points. The
results show highly nonlinear and noisy RSSI measurements,
which supports the need for learning to obtain accurate
estimates. Still, we can observe that similar RSSI values denote
similar distance values, which suggests that RSSI values are
meaningful data representing the actual phenomenon in a
kernel space (i.e., RSSI measurements obtained from our
experimental setup satisfy manifold assumption described in
Section 2.3). Hence, the RSSI is suitable to be used for the
LapSVR. We note that the LapSVR can be used with other
sensors as long as they satisfy the manifold assumption.

4.2. Model and Parameter Setting. We use as the kernel
function in (2) the radial basis function (RBF) given by
𝐾(𝑥

𝑖
, 𝑥

𝑗
) = exp(−‖𝑥

𝑖
− 𝑥

𝑗
‖

2

/𝜎

2

), where 𝜎 is the kernel width
parameter. In (4), the graph Laplacian consisted of (𝑙 + 𝑢)
samples using 𝑘-nearest neighbors, and the edge weights𝑊

𝑖𝑗

are defined as Gaussian function of Euclidean distance. In all
experiments, we set 𝜎 = 0.5 and 𝑘 = 10.

On the other hand, the regularization parameters 𝛾
𝐴
,

𝛾

𝐼
are obtained using cross-validation. We compute leave-

one-out in the range [10−5, 10−2]. Figure 5 shows the cross-
validation result using 80 labeled data and 100 unlabeled data.
We set optimal 𝛾

𝐴
, 𝛾
𝐼
minimizing the training error.

4.3. Performance. The proposed algorithm is compared with
two other algorithms. First, the standard SVR is conven-
tionally employed for the location awareness problem as
in [14, 27]. Second, Laplacian least square (LapLS) is a
recently developed semisupervised regression algorithm and
its application to the location estimation can be found in [23].
LapLS solves optimization using graph Laplacian and loss
function in the least square that does not have any constraint
for the optimization. Therefore, an optimal solution can be
obtained without a numerical process.

Figure 6 illustrates the true and estimated trajectories of
the LapSVR, standard SVR, and LapLS algorithms using the
obtained data set in Figure 3, where the LapSVR gives the best
tracking performance. In the following, we show three kinds
of performance criteria to compare the algorithms.

First, Figure 7 shows the average location estimation
errors according to the number of the labeled data, which
are calculated after two mobile robots move along their own
trajectories. We confirm that the proposed algorithm gives
the best performance over the other two algorithms.

Second, location estimation error of the LapSVR accord-
ing to the number of the unlabeled data is described in
Figure 8. From this result, we confirm that the unlabeled data
gives a positive effect when the labeled data is insufficient (less
than 50 labeled data in Figure 8).The excessive unlabeled data
(more than 50 unlabeled data in Figure 8) does not improve
the performance.

Third, we examine the sensitivity of the location estima-
tion error with respect to the number of the anchor nodes.
We prepare the set 2 consisting of all the deployed nodes.The
set 1 is formed with the nodes whose numbers are from 1 to
9 depicted in Figure 2. The set 0 consists of the nodes whose
numbers are 1, 3, 5, 7, and 9. In this experiment, we use 40
labeled data and 200 unlabeled data. As the result in Figure 9,
the LapSVR algorithm causes the smallest growth of error
as the number of the anchor nodes decreases in comparison
with the other algorithms.

5. Conclusion

This paper proposes a semisupervised regression algorithm
named Laplacian SVR by combining the core concepts of
the standard SVR and a manifold regularization framework.
The proposed algorithm learns the relationmapping function
between the observation space and the physical space using
a small number of the labeled data and a large number of
the unlabeled data which can often be easily acquired more
than the labeled data. The suggested algorithm is evaluated
for location estimation ofmobile robots in the wireless sensor
network. In our multirobot system, the input of the learner
is defined as the RSSI observation set and the output is the
physical location. The experimental results show that the
proposed algorithm gives the most precise performance and
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Figure 6: True and estimated trajectories of the mobile robots via
Laplacian SVR (LapSVR), standard SVR (SVR), and Laplacian least
square (LapLS).
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is least sensitive to variation of the number of anchor nodes
in comparison with the standard SVR and the Laplacian least
square algorithm.
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Sensor nodes in wireless sensor networks are prone to malfunction because they are exposed to the nearby environment directly.
Consequently, wrong sensor readings occurred from sensor nodes and these readings are called an outlier. Commonly, since an
outlier deviates from normal sensor readings and it can bring about some problems, various techniques to detect the outliers have
been proposed. In this paper, we propose an efficient outlier detection technique based on data clustering. In order to decide the
width of the cluster that consists of the sensor readings, we applied the Pigeonhole Principle and then detected the outliers based on
clusters. In experiments, we demonstrate the efficiency of our proposed technique compared to other outlier detection techniques.

1. Introduction

Recently, since development of the integrated circuit, the size
of the sensor is gradually reduced and various sensors are
built in the sensor node in a wireless sensor network (WSN).
Sensor nodes detect the various and huge information (e.g.,
temperature, humidity, and light) around their environments
and they communicate to the base station and others using
radio transmission. Accordingly, WSNs are used in various
applications such as environment and habitat monitoring
[1, 2], combat field surveillance [3], security [4], or health care
[5] applications.

Commonly, sensor nodes are severely constrained in
terms of the computation power, communication bandwidth,
and battery power. Among these limitations, the power is
of utmost importance, since replacing the battery of sensor
nodes is too either expensive or impossible [6, 7]. Thus,
the energy preservation is a major research issue since it
directly impacts the life time of the network. Recently, much
research has shown that the radio communication is more
expensive than the computation or the sensing. Thus, many
techniques [8–13] have been proposed in order to reduce the
communication overhead.

Particularly, since sensor nodes are placed outdoor for
the applications such as the disaster monitoring [14] and
habitat monitoring, the sensor nodes can be malfunctioned
or the sensor readings may be incorrect due to external
impact such as the severe external environments [15]. In
addition, due to sudden changes in external environments,
some sensor readings may deviate significantly from the
normal sensor readings. These abnormal sensor readings are
called the outliers. For example, assume that several sensor
nodes are deployed in a mountain to monitor forest fires.
When an outlier value is detected and sent to a forest guard,
the forest guard can identify the actual forest fires or he/she
can initialize the sensor node if the outlier is generated by
the malfunctioned sensor. Thus, the outlier detection is a
quite important task to detect an event or to maintain sensor
networks harmoniously.

In this paper, we focus on an energy-efficient outlier
detection technique in WSNs based on data clustering. To
construct data clusters, we use the Pigeonhole Principle. By
applying cluster width, called the permission range, obtained
by the Pigeonhole Principle, we partition the data space into
several clusters. However, if we partition the data space
evenly, some sensor readings are identified as outliers
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although similar sensor readings of them are detected by
sensor nodes.Thus, we partition the domain of data unevenly
based on the location of sensor readings. Then, we identify
the outliers according to the user-defined threshold 𝜃 which
is related to the number of sensor readings in a cluster.

The remainder of the paper is organized as follows.
Section 2 discusses related work. In Section 3, we present the
background of our work. Section 4 introduces the proposed
outlier detection technique in WSNs. Section 5 presents an
empirical evaluation. Section 6 summarizes the paper.

2. Related Work

In WSNs, a lot of outlier detection techniques have been
proposed. In [16], an outlier detection technique was pro-
posed to collect the outliers with respect to the neighbor
sensor nodes. Each sensor node calculates the median of the
sensor readings received from the neighbors and its readings.
Each sensor node computes the mean 𝜇 and the standard
deviation 𝜎 of the differences between its sensor readings and
the calculated median. If the standardized value (= (V−𝜇)/𝜎)
of a sensor reading V is greater than or equal to the user-
defined threshold, it is regarded as an outlier.

Palpanas et al. proposed an outlier detection technique
based on the the Epanechnikov kernel function [17]. Given
a value V, each sensor node estimates the number of values
around V using the kernel function. If the number of values
around value V is less than a user-defined threshold 𝑝, a
value V is regarded as an outlier. However, to make the
kernel function, each sensor node transmits the required
information to the base station along the routing path. Thus,
it wastes a lot of energy.

In [18], an outlier detection technique based on data
clustering, called DC, was proposed. Given a user-defined
threshold 𝜀, if the distance between any two sensor readings is
less than 𝜀, they become a cluster.When the distance between
a pair of cluster centers is less than 𝜀, they are merged. The
intercluster distance (ICD) of a cluster to 𝑘-nearest clusters
is computed to detect the outlier clusters. When ICD of a
cluster is quite different from themean of ICDs, it is regarded
as an outlier cluster. Then, the information of outlier clusters
is broadcasted into WSNs. Thus, it consumes much energy.

In [19], an outlier detection technique based on an ellip-
soid was proposed. Each sensor node constructs an ellip-
soid boundary of sensor readings using the mean and the
covariance of sensor readings and transmits its ellipsoid
boundary to the base station. The base station merges all
received ellipsoids, computes the global ellipsoid boundary,
and broadcasts the global ellipsoid to all sensor nodes. Then,
with respect to the global ellipsoid boundary, each sensor
node identifies the outliers among its sensor readings.

Recently, an outlier detection technique based on the
distance between sensor readings and the estimation devi-
ation was proposed [20]. Each sensor node computes the
expected deviation and the average distance between pairs
of sensor readings detected within recent time interval. If
the average distance is greater than the expected deviation,
the sensor reading at the current time becomes an outlier.

Base station
Si: sensor node

S1 S2 S3

S4 S5 S6 S7 S8 S9

Figure 1: A simple sensor network.

However, when the expectation model is frequently updated,
the communication overhead increases.

3. Preliminary

In this section, we present the basicmodel of sensor networks
briefly.

3.1. Sensor Networks. We consider a sensor network consist-
ing of 𝑛 stationary sensor nodes {𝑆

1
, 𝑆

2
, ..., 𝑆

𝑛
} deployed in a

field of interest and the powered base station serving as an
access point for users to pose ad hoc queries.We use a routing
tree [9] which is frequently used as a primitive to collect
sensor nodes. Two nodes capable of bidirectional wireless
communication directly are referred to as the neighbors for
each other. Each sensor node can broadcast a message to all
of its neighbors (or from a parent to its child nodes) at a
time. A simple sensor network using a tree routing is shown
in Figure 1. In Figure 1, 𝑆

1
to 𝑆
3
are the intermediate sensor

nodes that have the child sensor nodes, and 𝑆
4
to 𝑆
9
are the

leaf sensor nodes that have no child node.
Each sensor node generates its readings periodically. A

sampling period is known as an epoch [21]. To agree on
a global time base that allows sensor nodes to start and
finish each epoch simultaneously, each sensor node executes
the SMACS protocol [22] or a global time synchronization
protocol [23]. Based on global time synchronized, nodes sleep
for a certain period of time in each epoch tominimize energy
consumption and each sensor node awakes to sample and
receive results when its neighbors try to propagate a message.

4. Outlier Detection Based on Clustering

In this section, we present our proposed outlier detection
technique which is based on data clustering in WSNs. In
addition, we introduce an efficient data transmission scheme
for our outlier detection technique.

4.1. Clustering Technique. Generally, in the outlier detection
techniques based on data clustering, the width of clusters is
the most important, since the number of sensor readings in
each cluster is affected by the width of clusters. If the width of
clusters is too large, all sensor readings may belong to a single
cluster. Otherwise, each cluster may have only a single sensor
reading.Thus, the outliers cannot be identified in these cases.
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Figure 2: Equipartitioning based on permission range.

To solve the above problem, in this paper, we applied the
Pigeonhole Principle to determine the width of clusters. We
regard that pigeonholes and pigeons are the domain of sensor
readings and the sensor readings, respectively.Thus, whenwe
partition this domain into 𝑥 number of subdomains, where
𝑥 is less than the number of sensor readings, at least one
subdomain contains more than two sensor readings.

Given a set of sensor readings 𝑅 = {𝑟
1
, 𝑟

2
, . . . , 𝑟

𝑛
}(|𝑅| =

𝑛), we can acquire the domain of 𝑅 as [MAX(𝑅),MIN(𝑅)].
Then, we obtain the permission range (PR) as follows:

PR = (MAX (𝑅) −MIN (𝑅)
𝑛 − 1

) . (1)

We use PR as the width of clusters and identify the
outliers. For instance, given a set of sensor readings 𝑅 shown
in Figure 2, PR of 𝑅 is obtained as 1.7 = (MAX(𝑅) −
MIN(𝑅))/(𝑛 − 1) = (19 − 2)/(11 − 1). If the number of sensor
readings in a cluster is less than or equal to the user-defined
threshold 𝜃, the cluster is the outlier cluster and the sensor
readings in the outlier clusters are considered as the outliers.

In Figure 2, the clusters represented by dotted lines are
presented whenwe partition the domain of 𝑅 evenly. Assume
that the user-defined threshold 𝜃 is 1. In Figure 2, 𝐶

2
, 𝐶
4
,

and 𝐶
8
are the outlier clusters (denoted by ellipses) and the

sensor readings in each outlier cluster are regarded as the
outliers. Although a sensor reading 𝑟

4
in the cluster 𝐶

4
is

definitely an outlier, since a sensor reading which is similar
to 𝑟
4
does not exist, the sensor readings 𝑟

3
and 𝑟
7
are not the

outliers since there are 𝑟
2
and 𝑟
8
which are similar to 𝑟

3
and 𝑟
7
,

respectively. In other words, although the difference between
a pair of sensor readings is less than the differences of the
others, these sensor readingsmay belong to separated clusters
if we partition the domain of 𝑅 evenly.

To solve this drawback, we propose the nonequipartition-
ing based on the permission range (PR). In the nonequipar-
titioning, a set of clusters is constructed with respect to
Definition 1.

Definition 1. If the difference between a pair of sensor
readings 𝑟

𝑖
and 𝑟
𝑗
in 𝑅 is less than or equal to the permission

range PR obtained by (1), we say 𝑟
𝑖
is close to 𝑟

𝑗
.

In our proposed technique, if 𝑟
𝑖
and 𝑟

𝑗
are close to

each other, a single cluster contains 𝑟
𝑖
and 𝑟
𝑗
. For instance,

as shown in Figure 3, since the difference between sensor
readings 𝑟

1
and 𝑟
2
is close, a cluster𝐶

1
for them is constructed.

And then, a sensor reading 𝑟
3
is inserted into 𝐶

1
, since the

difference between 𝑟
2
and 𝑟

3
is less than PR. But 𝑟

4
is not

inserted into 𝐶
1
. The result of nonequipartitioning is pre-

sented in Figure 3. Each cluster consists of 𝐶
1
= {𝑟

1
, 𝑟

2
, 𝑟

3
},

𝐶

2
= {𝑟

4
}, 𝐶
3
= {𝑟

5
, 𝑟

6
}, and 𝐶

4
= {𝑟

7
, 𝑟

8
, 𝑟

9
, 𝑟

10
, 𝑟

11
},

r1 r2 r3 r4 r5 r6 r7 r8 r9 r10r11

C1 C2 C3 C4

2   3 4.5 8 11 12 15 16 17 18 19

Permission range: 1.7

Figure 3: Nonequipartitioning based on permission range.

respectively. Consequently, when a user-defined threshold 𝜃
is 1, a cluster 𝐶

2
is an outlier cluster and a sensor reading 𝑟

4

in 𝐶
2
is an outlier.

4.2. Clustering Scheme for WSNs. If each sensor node trans-
mits its readings to the base station blindly at each epoch
and the base station computes the outliers, each sensor
node consumes much energy. In this section, we present an
efficient data transmission scheme for our outlier detection
algorithm. We assume that all sensor nodes take sensor
readings periodically and keep these readings into their local
storage for a time window 𝑤. Note that when 𝑤 is 1, each
sensor node transmits data to the base station at each epoch.

At first, according to the Definition 1, each sensor node
constructs clusters using its sensor readings detected within
𝑤. If the number of sensor readings in a cluster is greater
than a user-defined threshold 𝜃, all sensor readings in this
cluster cannot be the outliers (i.e., nonoutlier cluster (NOC)).
Otherwise, all sensor readings in a clustermay be the outliers,
and then we call such clusters the outlier candidate clusters
(OCCs).

Along the routing path to the base station, each sensor
node transmits NOCs and OCCs. For NOCs, cluster ranges
(CRs) are transmitted only where CR consists of minimum
and maximum values of sensor readings in a NOC. In con-
trast, for OCCs, the sensor readings in OCC are transmitted
to the parent node.

When a parent node 𝑝 received CRs of NOCs and
OCCs from its child nodes, 𝑝 attempts to merge them with
its clusters. To merge the clusters, we use the following
definition.

Definition 2. Given two cluster ranges CR
𝑖
= [min

𝑖
,max
𝑖
]

and CR
𝑗
= [min

𝑗
,max
𝑗
], where (min

𝑖
< min

𝑗
), if min

𝑗
−

max
𝑖
≤ PR, we say CR

𝑖
and CR

𝑗
overlap within PR.

If a pair of cluster ranges overlap within PR, there
are at least two sensor readings which are close and con-
tained in different clusters. Thus, if two cluster ranges CR

𝑖

(= [min
𝑖
,max
𝑖
]) and CR

𝑗
(= [min

𝑗
,max
𝑗
]) of clusters 𝐶

𝑖
and

𝐶

𝑗
overlap within the permission range PR, two clusters
𝐶

𝑖
and 𝐶

𝑗
are merged into a new cluster whose CR is

[MIN({min
𝑖
,min
𝑗
}),MAX({max

𝑖
,max
𝑗
})].

Note that, when two clusters aremerged into a new cluster
where at least one of them is a NOC, the merged cluster
cannot be an OCC, since the number of sensor readings in
a NOC is already greater than 𝜃. Thus, when a sensor node
transmits a NOC, we do not need to transmit all sensor
readings in the NOC and it only needs the cluster range
CR of the NOC. Thus, each sensor node reduces the energy



4 International Journal of Distributed Sensor Networks

Si: sensor node

r: 15S8 r: 17

r: 12

S3S2

S1

S4 S5 S6 S7r: 2

r: 4.5 r: 11

r: 3 r: 19

S9 S10 S11 r: 8r: 18

r: 16

Base stationr: data
PR: 1.5455

Figure 4: Acquisition sensor readings.

consumption when it transmits the NOCs since the volume
of the transmitted data from each sensor decreases.

In contrast, when two OCCs are merged into a new
cluster, we checkwhether the number of sensor reading in the
new cluster is greater than 𝜃 or not. Since each sensor node
sends all sensor readings in each OCC, we can easily count
the number of sensor readings in the new cluster.

Along the routing path from each sensor node to the base
station, CRs of NOCs and OCCs are merged and transmitted
gradually. Finally, the base station can determine the outliers
among the received OCCs. Recall that the cluster ranges
(CRs) rather than all senor readings in NOCs are transmitted
along the routing paths. Thus, we can reduce the energy
consumption of each sensor node.

For example, given a WSN with 11 sensor nodes in
Figure 4 where the user-defined threshold 𝜃 is 1 and the
domain of a set of sensor readings is [2, 19], each sensor
node constructs the clusters using its sensor readings. Then,
a cluster of each sensor node becomes the outlier candidate
cluster (OCC), since threshold 𝜃 is 1. As shown in Figure 5,
the leaf nodes (i.e., 𝑆

8
: 𝑆

11
) transmit their clusters to their

parents, respectively. In Figure 5, 𝑆
4
merges its OCCs and the

received OCCs coming from 𝑆
8
and 𝑆
9
based on Definition 2,

and then 𝑆
4
obtains a NOC

1
: [15, 17]. Similarly, 𝑆

6
obtains the

OCCs (i.e., OCC
1
: [3], OCC

2
: [8], and OCC

3
: [18]).

In Figure 6, 𝑆
2
receives the NOCs and OCCs from its

child nodes (𝑆
4
, 𝑆
5
, and 𝑆

6
), and then 𝑆

2
merges the received

clusters. Since the cluster range of OCC
1
coming from 𝑆

6

overlaps the sensor readings of 𝑆
2
and 𝑆

5
within PR, 𝑆

2

generates a new cluster NOC
2
. Similarly, 𝑆

2
merges NOC

1

and OCC
3
to NOC

3
. But OCC

2
is not merged since it does

not overlap with other clusters. And another sensor node 𝑆
3

generates the clusters OCC
3
and OCC

4
.

A sensor node 𝑆
1
receives the clusters from its child

nodes as shown in Figure 7. 𝑆
1
merges NOC

3
and OCC

4
into

NOC
4
, and itmerges its sensor reading andOCC

3
intoNOC

5
.

Finally, 𝑆
1
transmits the clusters to the base station, and then

the base station detects the outlier cluster using the outlier
candidate cluster OCC

8
.

4.3. Multidimensional Clustering Scheme. Generally, since
the sensor nodes in WSNs are equipped with several sensor
devices, sensor readings are multidimensional. For instance,
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.

when a sensor node obtains the weather information, it
detects temperature as well as other parameters such as
humidity and light. Thus, we propose the clustering scheme
for a set of multidimensional data.

Let a set of 𝑑-dimension sensor readings 𝑅𝑑 be
{𝑟

𝑑

1
, 𝑟

𝑑

2
, ..., 𝑟

𝑑

𝑛
} (|𝑅

𝑑

| = 𝑛). A 𝑑-dimensional sensor reading
𝑟

𝑑

𝑖
is represented as ⟨𝑟

𝑖
[1], . . . , 𝑟

𝑖
[𝑑]⟩, where 𝑟𝑑

𝑖
[𝑘] denotes

the 𝑘th dimensional value of 𝑟𝑑
𝑖
. On each dimension 𝑘 such

that 1 ≤ 𝑘 ≤ 𝑑, we obtain the permission range PR
𝑘
=

(MAX({𝑟𝑑
1
[𝑘], . . . , 𝑟

𝑑

𝑛
[𝑘]}) −MIN({𝑟𝑑

1
[𝑘], . . . , 𝑟

𝑑

𝑛
[𝑘]}))/(𝑛 − 1)

derived from (1). To merge the clusters, we extend
Definition 2 as follows:

Definition 3. Let a 𝑑-dimensional cluster range of a cluster𝐶
𝑖

beCR𝑑
𝑖
, where the 𝑘th dimensional ranges of CR𝑑

𝑖
are denoted

as CR𝑑
𝑖
[𝑘] = [min𝑑

𝑖
[𝑘],max𝑑

𝑖
[𝑘]] with 1 ≤ 𝑘 ≤ 𝑑. Given

two 𝑑-dimensional cluster ranges CR𝑑
𝑖
and CR𝑑

𝑗
, if min𝑑

𝑖
[𝑘] <

min𝑑
𝑗
[𝑘] and min𝑑

𝑗
[𝑘] −max𝑑

𝑖
[𝑘] ≤ PR

𝑘
on a dimension 𝑘, we

say CR𝑑
𝑖
and CR𝑑

𝑗
overlap within PR

𝑘
on the 𝑘th dimension.

Based on Definition 3, For every dimension 𝑘 with 1 ≤
𝑘 ≤ 𝑑, CR𝑑

𝑖
and CR𝑑

𝑗
overlap within PR

𝑘
; we merge the

clusters 𝐶
𝑖
and 𝐶

𝑗
into a new cluster.

For example, given three cluster ranges CR𝑑
1
, CR𝑑
2
, and

CR𝑑
3
where 𝑑 = 2, 𝑛 = 7, PR

1
= 1, and PR

2
= 1.5

in Table 1, we merge CR𝑑
1
and CR𝑑

2
based on Definition 3.
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Table 1: Example of CRs on 2 dimensions.

Cluster ranges 𝑘 = 1 𝑘 = 2

CR𝑑
1

CR𝑑
1
[𝑘] = [3, 4] CR𝑑

1
[𝑘] = [12, 13]

CR𝑑
2

CR𝑑
2
[𝑘] = [5, 6] CR𝑑

2
[𝑘] = [10, 11]

CR𝑑
3

CR𝑑
3
[𝑘] = [7, 9] CR𝑑

3
[𝑘] = [18, 19]

On the first dimension, since min𝑑
1
[1] < min𝑑

2
[1] and

min𝑑
2
[1]−max𝑑

1
[1](=5−4) are less than or equal to PR

1
(= 1),

CR𝑑
1
and CR𝑑

2
overlap within PR

1
. CR𝑑
1
and CR𝑑

2
also overlap

within PR
2
on the second dimension.Thus, CR𝑑

1
and CR𝑑

2
are

merged into a new cluster. However, CR𝑑
3
is not merged into

other clusters since CR𝑑
3
is not overlapped with any clusters

on the second dimension such as min𝑑
3
[2] −max𝑑

1
[2](= 18 −

13) > PR
2
(= 1.5).

5. Experiments

5.1. Experimental Environments. To evaluate the perfor-
mance of our proposed algorithm compared with the state-
of-the-art algorithm, we used a set of real-life data which
is provided by Intel Berkeley Research Lab [24]. A sensor
network consists of 54 sensor nodes, and each sensor node is
deployed in 40.5×31 (m2) area as shown in Figure 8.The base
station is located at the center of the area. We set the default
communication distance 7m. The maximum depth and the
maximum width of a routing tree in sensor network are 5
and 3, respectively. Sensor readings consist of temperature
(Celsius), humidity (%), and illumination (Lux).

As competitors, we implemented the Brute-Force (BF)
and an outlier technique based on data clustering (DC) [18].
In BF, each sensor node transmits its readings to the base
station at each epoch.

In DC, each sensor node in a network transmits a set
of intercluster distances (ICDs) in respect of sensor readings
along the routing paths to the base station. The intercluster
distance is the distance of centers in any two data clusters
in each sensor node. If the intercluster distance is less than
the user-defined threshold 𝜀, two data clusters are merged.
When the base station receives ICDs from all sensor nodes,
it computes the ICDs of the 𝑘-nearest clusters. And then, the
base station broadcasts themeans of ICDs in order to identify
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Figure 8: Placement of sensor nodes [24].

Table 2: Parameters.

Parameter Default value Range
Packet size (𝑝) 40 40
Window size (𝑤) 8 2, 5, 8, 11, 14
Threshold (𝜃) 2 1, 2, 3, 4, 5
Dimension (𝑑) 1 1, 2, 3

the outliers in each sensor node. We set 𝜀 and 𝑘 for DC are
0.26 and 4, respectively. We called our proposed algorithm
PC.

To compute the energy consumption, we use the free
space channel model [25]. Under this model, to transmit an
𝑙-bits message and a distance 𝑐, a sensor expends

𝐸

𝑇
(𝑙, 𝑐) = 𝐸

𝑇-elec (𝑙) + 𝐸𝑇-amp (𝑙, 𝑐)

= 𝑙 ∗ 𝐸elec + 𝜉amp ∗ 𝑙 ∗ 𝑐
2

.

(2)

And, to receive this message, a sensor expends

𝐸

𝑅
(𝑙) = 𝐸

𝑅-elec (𝑙) = 𝑙 ∗ 𝐸elec. (3)

In this experiment, we set 50 nJ/bit to the electronic
circuit constant (𝐸elec) and 100 pJ/bit/m2 to the transmit
amplifier constant (𝜉amp).We set the size of packet as 40 bytes.
The parameters used in our experiment are summarized in
Table 2.

5.2. Experimental Result. To evaluate the energy consump-
tion of each outlier detection algorithm, we run our own
simulator for 1000 epoches and plot the total energy con-
sumption.

Figure 9 shows the energy consumption varying the
window size 𝑤. When the size of a window is small (i.e.,
𝑤 = 2), BF shows the best performance since BF transmits
sensor readings, but DC and PC transmit the information of
clusters.

However, as 𝑤 increases, the performance of PC and
DC is improved since the cluster information rather than
sensor readings is transmitted. Furthermore, the perfor-
mance gap between PC and DC increases with increasing 𝑤.
As 𝑤 increases, the number of nonoutlier clusters (NOCs)
increases in PC. Thus, the size of data to be transmitted
decreases. In DC, the energy consumption is reduced since
DC is also based on data clustering as PC. However, our pro-
posed PC is better than DC because PC used the permission
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Figure 9: Varying the window size (𝑤).

range to determine the cluster width. Additionally, in DC, the
mean of ICDs needs to be broadcasted to obtain the outliers
in each sensor node. Our proposed algorithm PC is better
than the DC about 58% on the average.

Figure 10 shows the energy consumption varying 𝜃. As
shown in Figure 10, the performances of all techniques are
stable in spite of varying 𝜃. The energy consumption of DC
is constant, since the intercluster information has a fixed size.
But the energy consumption of PC increases slightly, since
the number of sensor readings in an outlier candidate cluster
increases slightly. Nonetheless, our proposed technique PC
shows the best performance in terms of energy efficiency.
In this experiment, our proposed technique is better than the
DC about 51%.

Figure 11 shows the energy consumption varying the
dimension 𝑑. The energy consumption of all techniques is
increased according to varying 𝑑, because the packet of the
sensor nodes on multidimension contains more information
as compared with that on 1 dimension.The energy consump-
tion of PC is less than other techniques BF and DC. In other
words, our proposed technique is better than the DC about
48%.

6. Conclusion

In this paper, we present an efficient outlier detection
technique in WSNs. To obtain the appropriate width of
clusters, we applied the Pigeonhole Principle. In our proposed
technique, each sensor node inWSNs constructs and merges
the clusters based on the permission range PR. Then, our
proposed technique uses two kinds of clusters (NOC and
OCC) in order to detect the outliers and reduce the energy
consumption of each sensor. In our experiments with a
set of real-life data, we show that our proposed technique
outperforms existing techniques significantly.

1 2 3 4 5

Threshold (𝜃)

8

16

To
ta

l e
ne

rg
y 

co
ns

um
pt

io
n 

(J
)

BF
DC
PC

1

2

4

Figure 10: Varying the threshold size (𝜃).

1 2 3

BF
DC
PC

8

16

1

2

4

Figure 11: Varying the dimension (𝑑).

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.

Acknowledgments

This research was supported by the Basic Science Research
Program through theNational Research Foundation of Korea
(NRF) funded by the Ministry of Education, Science and
Technology (2012R1A1B3003060).

References

[1] R. Szewczyk, E. Osterweil, J. Polastre, M. Hamilton, A. Main-
waring, and D. Estrin, “Habitat monitoring with sensor net-
works,” Communications of the ACM, vol. 47, no. 6, pp. 34–40,
2004.

[2] X. Zhou, Y. Ge, X. Chen, Y. Jing, and W. Sun, “A distributed
cache based reliable service execution and recovery approach
in manets,” Journal of Convergence, vol. 3, no. 1, pp. 5–12, 2012.



International Journal of Distributed Sensor Networks 7

[3] W. M. Merrill, F. Newberg, K. Sohrabi, W. Kaiser, and G.
Pottie, “Collaborative networking requirements for unattended
ground sensor systems,” in Proceedings of the IEEE Aerospace
Conference, vol. 5, pp. 2153–2165, 2003.

[4] M. S. Obaidat and F. Zarai, “Novel algorithm for secured
mobility and ip traceability for wlan networks,” Journal of
Convergence, vol. 3, no. 2, pp. 1–8, 2012.

[5] J. K. Y. Ng, “Ubiquitous healthcare: healthcare systems and
applications enabled by mobile and wireless technologies,”
Journal of Convergence, vol. 3, no. 2, pp. 15–20, 2012.

[6] D. Gupta, A. De, and K. Chatterjee, “Performance study of
genus 3 hyperelliptic curve cryptosystem: a survey of qos based
routing protocols for wireless sensor networks,” Journal of
Information Processing Systems, vol. 8, no. 1, pp. 145–158, 2012.

[7] R. M. Ijtihadie, B. C. Hidayanto, A. Affandi, Y. Chisaki, and
T. Usagawa, “Dynamic content synchronization between learn-
ing management systems over limited bandwidth network,”
Human-Centric Computing and Information Sciences, vol. 2, no.
17, pp. 1–16, 2012.

[8] D. J. Abadi, S.Madden, andW. Lindner, “REED: robust, efficient
filtering and event detection in sensor networks,” in Proceedings
of the 31st International Conference on Very Large Data Bases
(VLDB ’05), pp. 769–780, September 2005.

[9] S. Madden, M. J. Franklin, and J. M. H. W. Hong, “Tag:
a tiny aggregation service for ad-hoc sensor networks,” in
Proceedings of the symposium on Operating Systems design and
implementation, vol. 36, pp. 131–146, 2002.

[10] B. Singh and D. K. Lobiyal, “A novel energy-aware cluster head
selection based on particle swarm optimization for wireless
sensor networks,” Human-Centric Computing and Information
Sciences, vol. 2, no. 13, pp. 1–18, 2012.

[11] R. Sumathi and M. Srinivas, “A survey of qos based routing
protocols for wireless sensor networks,” Journal of Information
Processing Systems, vol. 8, no. 4, pp. 589–602, 2012.

[12] N. Trigoni, A. Guitton, and A. Skordylis, “Poster abstract:
Routing and processing multiple aggregate queries in sensor
networks,” in Proceedings of the 4th International Conference on
Embedded Networked Sensor Systems (SenSys ’06), pp. 391–392,
November 2006.

[13] X. Yang, H. B. Lim, T.M. Zsu, andK. L. Tan, “In-network execu-
tion of monitoring queries in sensor networks,” in Proceedings
of the ACM SIGMOD International Conference on Management
of Data, pp. 521–532, June 2007.

[14] Q. L. Liu and D. H. Oh, “Performance evaluation of multihop
communication based on amobile multi-robot system in a sub-
terranean laneway,” Journal of Information Processing Systems,
vol. 8, no. 3, pp. 471–482, 2012.

[15] S. K. Dhurandher, M. S. Obaidat, and M. Gupta, “A novel
energy-aware cluster head selection based on particle swarm
optimization for wireless sensor networks,” Human-Centric
Computing and Information Sciences, vol. 2, no. 3, pp. 1–14, 2012.

[16] W.Wu, X. Cheng,M. Ding, K. Xing, F. Liu, and P. Deng, “Local-
ized outlying and boundary data detection in sensor networks,”
IEEE Transactions on Knowledge and Data Engineering, vol. 19,
no. 8, pp. 1145–1156, 2007.

[17] T. Palpanas,D. Papadopoulos, V.Kalogeraki, andD.Gunopulos,
“Distributed deviation detection in sensor networks,” SIGMOD
Record, vol. 32, no. 4, pp. 77–82, 2003.

[18] S. Rajasegarar, C. Leckie, M. Palaniswami, and J. C. Bezdek,
“Distributed anomaly detection in wireless sensor networks,” in
Proceedings of the 10th IEEE Singapore International Conference
on Communications Systems (ICCS ’06), November 2006.

[19] S. Suthaharan, C. Leckie, M. Moshtaghi, S. Karunasekera, and
S. Rajasegarar, “Sensor data boundary estimation for anomaly
detection in wireless sensor networks,” in Proceedings of the 7th
International Conference on Mobile Adhoc and Sensor Systems
(MASS ’10), pp. 546–551, November 2010.

[20] A. Ghaddar, T. Razafindralambo, I. Simplot-Ryl, S. Tawbi,
and A. Hijazi, “Algorithm for temporal anomaly detection in
WSNs,” inProceedings of the IEEEWireless Communications and
Networking Conference (WCNC ’11), pp. 743–748, March 2011.

[21] S. R. Madden, M. J. Franklin, J. M. Hellerstein, and W. Hong,
“TinyDB: an acquisitional query processing system for sensor
networks,” ACM Transactions on Database Systems, vol. 30, no.
1, pp. 122–173, 2005.

[22] K. Sohrabi, J. Gao, V. Ailawadhi, and G. J. Pottie, “Protocols for
self-organization of a wireless sensor network,” IEEE Personal
Communications, vol. 7, no. 5, pp. 16–27, 2000.

[23] B. Sundararaman, U. Buy, and A. D. Kshemkalyani, “Clock
synchronization for wireless sensor networks: a survey,”AdHoc
Networks, vol. 3, no. 3, pp. 281–323, 2005.

[24] I.B.R. lab, “Intel berekely research lab data,” 2004, http://db
.csail.mit.edu/labdata/labdata.html.

[25] W. R. Heinzelman, A. Chandrakasan, and H. Balakrish-
nan, “Energy-efficient communication protocol for wireless
microsensor networks,” in Proceedings of the 33rd Annual
Hawaii International Conference on System Siences (HICSS ’33),
p. 223, January 2000.



Research Article
RGB Color Model Based the Fire Detection Algorithm in Video
Sequences on Wireless Sensor Network

Yoon-Ho Kim,1 Alla Kim,1 and Hwa-Young Jeong2

1 Division of Computer Engineering, Mokwon University, Daejeon, Republic of Korea
2Humanitas College, Kyunghee University, Seoul, Republic of Korea

Correspondence should be addressed to Hwa-Young Jeong; hyjeong@khu.ac.kr

Received 30 August 2013; Accepted 6 March 2014; Published 9 April 2014

Academic Editor: Yuh-Shyan Chen

Copyright © 2014 Yoon-Ho Kim et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Since the fire causes serious disasters, fire detection has been an important study to protect human life. Based on the deficiencies
of existing fire detection on real-time and monitoring accuracy, the wireless sensor network technique for fire detection was
introduced and needed. In this paper, we proposed the fire detection algorithm in video sequences on wireless sensor network.The
proposed fire detection algorithmprocesses visual information acquired through static camera that lets us incorporate the algorithm
to CCTV surveillance system, and therefore does not require an additional expanses on conventional fire sensors. Fire detection
method based onmotion information, any input image, is compared to background in order to identify foreground. Background is
statistically modeled bymixture of Gaussians. To detect the foreground of video sequences, the proposed color detection algorithm
was performed in RGB space. The procedure of algorithm eliminates all objects that do not fulfill color requirements without
fire-like objects. And the change map and blob’s area are computed, change map shows temporal variation of pixel between two
consecutive binary frames, and percentage area increase or decrease characterizes a fire property for swinging.

1. Introduction

The fire is considered as one of the important and indispens-
able resources. In view of the conventional fire detection,
it is necessary to bring in a new method for effective fire
detection with higher false rates. One of the most important
tasks for applications based on visual information, such
as video surveillance systems, intrusion detection system,
activity monitoring, and object tracking, aims to identify
events of fire occurrence in a variety of situations [1–5]. In
addition, it is important to inform the related department of
the actual conditions of fire outbreak immediately onwireless
sensor network. Fire detection applications based on CCTV
cameras exploit a surveillance network that is already widely
used in public areas. This is particularly useful in areas such
as smart home network and forest fire prevention, where
conventional fire detectors cannot be used [1, 3, 6].

The rest of the paper is organized as follows.The following
section gives the relatedworks of wireless sensor network and
fire detection. Section 3 describes the proposed fire detection
algorithms. It discusses the method and subalgorithms used

for fire detection in a video sequence with details. Section 4
presents the result of experiments and algorithm’s compari-
son with algorithm proposed by [5]. Section 5 is devoted to
conclusion and pointing on some further issues.

2. Related Works

In this section, we enumerate the various problems and
challenges related to the task of fire detection on the wireless
sensor network. Most of the proposed techniques for fire-like
object detection rely on RGB color information [1–5, 7–9] to
detect the fire, while calculating the changed map detection.

2.1. Wireless Sensor Network. Wireless sensor network [10–
13] is emerging field and now becoming very attractive.
Authors in [14] have focused on human activity recognition.
The human activity recognition is a component which is
used to provide real-time data management, to human
activities are detected and to manipulate the detected activ-
ities. Authors in [15, 16] have presented an integration of
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wireless sensor networks and cloud computing forU-life care.
And the University of California at Berkeley took the lead
research on wireless sensor networks for the application of
monitoring forest fires, and developed the fire bug system
[17]. Washington University scholars also launched a study
in wireless sensor networks and used the mobile agents to
find the fire source, which made the network with greater
flexibility [18].

As shown in Figure 1, application layer gateway is needed
to cost effectively deliver the sensor data from the link layer
of wireless sensor network protocol to the network layer of IP
protocol over the Internet.

2.2. Fire Detection. There are a lot of fire detection systems
that used different rules to define fire objects in video
sequence.

An overview of fire detection algorithms is given in [1],
and the different concepts have been introduced to combat
lightening conditions, image quality, and scene complexity.
Moreover, the number of solution based on different fire
features has been introduced recently.

Color information was previously used in many fire
detection algorithms [2–5, 7, 19–22]. Motion information is
also used to classify fire regions. A moving object detection
algorithm in the preprocessing phase was employed to raise
an alarm for possible fire in video [3]. Authors in [5]
suggested another flame and smoke detection method in
tunnel environments based on image difference and elimi-
nation stationary and moving lightening areas. In order to
distinguish fire-like objects from true fire, a flame flicker
identification technique based on statistical frequency count-
ing was proposed [19]. Additional procedure that registers
permanent changes was employed to overcome long-time
changes [22]. Also, wavelet based fire detection method in
videowas developed by [8, 9]. Figure 2 shows the general flow
for fire detection.

3. The Proposed Fire Detection Algorithm

The proposed fire detection algorithm consists of three
subalgorithms: detection of moving pixels or regions in the
current frame of a video, color detection of moving pixels,
and blob analysis. The outline of proposed method is given
below in Figure 3.

3.1. Background/Foreground Modeling. The raw input video
is changed in a form that can be used and conformed to
any algorithm’s goal and capability of acquisition device. For
foreground detection we have to choose a proper algorithm
of background subtraction; a background model is a crucial
task in the algorithm. Background modeling is a statistical
description of the current background scene. In the algo-
rithm, each background pixel was modeled by using a mix-
ture of three Gaussians (MoG). MoG is parametric method
and its parameters are adaptively updated that makes it
more and more popular. Nonadaptive methods accumulated
errors over the time without manual reinitialization and that
makes nonadaptive methods useful only in scenes with no

significant changes. Besides MoG can maintain multimodal
changes, which is particularly useful in outdoor scenes. A
background pixel in a video frame is modeled as a random
variable that follows the Gaussian distribution as in the
following:

𝑃 (𝐼

𝑡
) =

𝐾

∑

𝑖=1

𝜔

𝑖,𝑡
𝜂 (𝐼
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,∑) , (1)

where 𝐾 is the number of distributions and determined
by the available memory and computational power, 𝜔

𝑖,𝑡
is

a weight associated with the 𝑖th Gaussian at time 𝑡 with
mean 𝜇

𝑖,𝑡
and standard deviation is the covariance matrix

of the 𝑖th Gaussian in the mixture at time 𝑡, and 𝜂 is a
Gaussian probability density function.There are typically 3–5
distributions per pixel as in the following:
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And (3) assumes for computational reasons that the covari-
ance matrix is to be of the form

∑ = 𝛿

2

𝑖,𝑡
𝐼. (3)

The distribution of recently observed values of each
pixel in the scene is modeled by a MoG. That assumption
lets us avoid some costly processing data at the expense
of accuracy. Then each input pixel 𝐼

𝑡
is compared to the

means 𝜇
𝑖,𝑡−1

to find their associated component ̂𝑖 as in (4).
If the absolute difference between the pixel and mean less
than the component’s standard deviation scaled by factor
𝐷, the component ̂𝑖 is considered as matched, otherwise
unmatched:

̂

𝑖 = {

matched, 
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≤ 𝐷 ⋅ 𝛿
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unmatched, otherwise.
(4)

𝐷 defines a small positive deviation threshold. 𝐷 is a
constant and is equal to the scalar 2.5 [6, 7, 23]. If none of
the 𝐾 distributions match the current pixel value, the least
probable distribution is replaced with a distribution with the
current value as its mean value and initially high variance
(𝜇 and 𝛿 are unchanged) and low prior weight (the weights
decrease exponentially). The weights are replaced with the
following:

𝜔

𝑖,𝑡+1
= (1 − 𝛼) 𝜔

𝑖,𝑡
+ 𝛼, (5)

where 𝛼 is constant learning rate of the background. The
learning rates handle the adaptation rate with a compromise
between being fast enough to adapt to changes and slow
enough to store useful temporal history. At fast adaptation
rate, the distribution quickly becomes dominated by a single
Gaussian. 𝛼 is a user-defined learning rated with 0 ≤ 𝛼 ≤ 1

[24]. In other papers 𝜌 = 𝛼 or set manually [6, 23, 25],
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where 𝜌 is the learning rate for the parameters and can be
approximated as follows:

𝜌 ≈

𝛼

𝜔

�̂�,𝑡

. (6)

The parameters of the distribution which matches the
new observation are updated as follows:
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Once the parameters maintenance is made,
foreground/background detection can be made and so
on. The background model is then the first 𝑀 components
(in order of highest to lowest 𝜔

𝑖,𝑡
/𝛿

𝑖,𝑡
), whose weight is above

the threshold. Higher-rank components have low variances
and high probabilities, which are typical characteristics
of background. The component 𝑀 is the maximum
number of components in the background model and
reflects the number of modes we expect in the background
probability distribution function. Pixels that do not match
any components determined to be in the background model
are considered to be foreground [23]. Figure 4 shows the
process of background and foreground detection usingMoG.

Fire detection algorithm requires defining and segment-
ing with maximum accuracy motion information, caused by
fire. Table 1 is the list of parameters used in Figure 4.
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Table 1: The list of parameters used in background/foreground
detection algorithm.

Parameter Value
𝐾 (number of Gaussian components) 2
𝐷 2.5
𝛼 0.01
𝑇 0.75
𝛿 10
𝜌 𝛼

Fire detection algorithm requires defining and segment-
ing with maximum accuracy motion information, caused by
fire. In this paper, we employs only color video input. The
underlying foundation algorithm uses Mixture of Gaussian
for background subtraction and background modeling.

3.2. Color Detection. Color information is often used in
visual applications (face detection, food industry application,
and number of quality control applications) in order to
define objects more precisely: color information gives robust
information that cannot be distorted by rotations and scaling
and therefore does not require complex or time-consuming
preprocessing. With complimentary features, color can be a
powerful tool in image processing applications.

To identify fire-like colored objects, we developed color
model similar to [20, 22]. First rule, pixel values in a red
channel are greater than mean of pixels of red channel as
shown in (8):

𝑅

𝑡
(𝑥, 𝑦) > 𝑅mean (8)

𝑅mean =
1

𝑁

𝑁

∑

𝑖=1

𝑅 (𝑥

𝑖
, 𝑦

𝑖
) , (9)

where 𝑅(𝑥, 𝑦) is the pixel intensity value at time 𝑡 in spatial
location of (𝑥, 𝑦). In (9), 𝑅mean is the mean of red channel
pixels intensity values.

Second rule, pixels in red channel are supposed to be
greater than pixels in green channel, and pixels in green

channel are supposed to be greater than pixels in blue channel
as follows:

𝑅

𝑡
(𝑥, 𝑦) > 𝐺

𝑡
(𝑥, 𝑦) > 𝐵

𝑡
(𝑥, 𝑦) . (10)

Pixels which match the first rule and second rule are
considered to be fire-like colored as shown in the following:

𝐿

𝑡
(𝑥, 𝑦) = {

1, if rule 1 & rule 2 is true
0, otherwise.

(11)

In order to perform fire-like region detection, a database
of different resolutions images with the fire was collected and
then color detection algorithm was implemented with (9).
Formula (11) shows that the pixel has likely fire-like color if
its intensity value in a red channel is greater than the mean of
red channel pixel intensity values.

3.3. Blob Analysis. A blob is a region of connected pixels that
are consolidated into a structure. In a binary image, pixels in
the background have values equal to zero and every nonzero
pixel is part of a binary object. Blob analysis aims to detect
blobs and make measurements that give information about
object in an image. The goal of the proposed algorithm is to
make a decision whether each visible object is fire or not.
For this one the proposed algorithm uses blob analysis for
calculating statistics for labeled regions in a binary image.

Fires with changes (foreground objects) detected by
background/foreground model in Section 3.1 are converted
to binary image, where “0” represents background. Then
dilation and openingwith structural element were performed
as in (12) and (13):

𝐹 ⊕ 𝑆 = {𝜔 |

̂

𝑆}⋂ 𝐹 ̸=𝜙, (12)

where 𝐹 is the image with detected changes, 𝜙 is the empty
state, 𝑆 is the structuring element

𝐹 ∘ 𝑆 = {𝐹Θ𝑆} ⊕ 𝑆, (13)

where 𝐹 is the foreground image after dilation and 𝑆 is
structural element 3 by 3. After all, the hole-filling algorithm
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Figure 6: Detected foreground by GMM algorithm.

based on morphological reconstruction was used to fill all
holes in detected foreground.The fire has a property to swing;
its area changes significantly in consecutive frames.

To determine the percentage of object’s area increase, area
of binary blobs is detected for all input images by (14)–(16):

𝑇V =
area (𝐵𝐼

𝑡+1
) − area (𝐵𝐼

𝑡
)

area (𝐵𝐼
𝑡
)

, (14)

where 𝐵𝐼
𝑡
, 𝐵𝐼
𝑡+1

are input images converted to binary repre-
sentation with threshold value 𝑇(= 230);

CM (𝑥, 𝑦) = {

1, if 𝑇V > 𝑇 & diff (𝑥, 𝑦) > 0
0, otherwise,

(15)

where CM is change map, and 𝑇 is threshold value that equal
to 30. diff is a binary image difference between consecutive
frames. Finally, it is possible to detect the fire by the following:

Fire (𝑥, 𝑦) = {1, if CM > 0 & 𝐿 > 0

0, otherwise.
(16)

In order to improve output, morphological operations
(dilation, removing all isolated pixels, performing an interior
fill operation, setting all pixel to 1 if all four-connected pixels
are 1) are applied to Fire(𝑥, 𝑦).

4. Experimental Results

To evaluate fire detection algorithm, several tests on still
images and video sequences were performed. In order
to demonstrate algorithm’s performance, indoors video
sequence with ignited New Year tree with 122 frames and
human motion in-doors 150 frames were chosen.

The proposed algorithm was implemented by using Mat-
lab7; the test was performed on Intel Processor 2.83HGz,
1.98Gb of RAM. We acquired RGB video sequence with fire
indoors as shown Figure 5.

The proposed algorithm was implemented as described
in (1)–(15). The detected foreground pixels can have any
values.Therefore, pixels are validated through color detection
procedure as described in (8)–(10) in order to define fire-like
objects.The proposed algorithm eliminates all objects that do
not fulfill color requirements by [19–22].

The foreground area is detected, and then boundaries
were constructed as shown in Figures 6 and 7. All fire-like
areas are considered to be fire candidates. Here, algorithm
detects not only fire, but also fire reflections on the wall
from explosion, because they havemotion and fire-like color;
also false positives can give standard lamp which has bright
regions and fire explosion. To overcome this, all objects,
whose connected area in pixels is less than some predefined
threshold, are removed; threshold is defined experimentally.
That helps to improve output result.
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Figure 7: Detected the fire-like region by Section 3.2.

For performance comparison, algorithm proposed by [5]
was chosen. For verification of lights during fire pattern
verification, authors in [5] have to select the reference image
of normal state. They make binary image which represents
the region of pixel values which are bigger than the pre-
determined threshold of RGB for consecutive input image
and reference image.Then, they calculate differences between
those input image and reference image by the following:

𝐹

𝑏
= {

1, 𝑅 ≥ 𝑇

𝑅
, 𝐺 ≥ 𝑇

𝑅
, 𝐵 ≥ 𝑇

𝑅

0, otherwise,

𝑁

𝑏
= {

1, 𝑅 ≥ 𝑇

𝑅
, 𝐺 ≥ 𝑇

𝑅
, 𝐵 ≥ 𝑇

𝑅

0, otherwise.

(17)

Equation (17) shows the binary image of the normal state
image𝐹(𝑥, 𝑦) and the input image𝑁(𝑥, 𝑦)with the threshold
value𝑇.The difference of obtained binary image through (17)
is calculated by (18). Figure 8 shows its implementation and
approach of [5]

𝐷

𝑇
(𝑥, 𝑦) = 𝑁

𝑏
(𝑥, 𝑦) − 𝐹

𝑏
(𝑥, 𝑦)

if 𝐷
𝑇
(𝑥, 𝑦) < 0 then 𝐷(𝑥, 𝑦) = 0

else 𝐷(𝑥, 𝑦) = 𝐷

𝑇
(𝑥, 𝑦) .

(18)

By (12)–(16), we calculate the change map between
frames as shown in Figure 9. The change map indicates area
changes and binary changes between consecutive frames.
Then Figure 10 is made the fire object after morphological
operations by the blob analysis.

Figure 11 shows the results of fire detection which is
detected by the method of [5] and proposed algorithm.
Figure 11(a) presents the result of fire detection algorithm
that was introduced by [5], and Figure 11(b) is the output of
proposed fire detection algorithm.

In order to have a quantitative evaluation of the per-
formance, we have selected frames with no fire (Human
motion, 150 frames) and within fire (Ignited New Year Tree,
122 frames) and evaluated next characteristics:

(i) TP (true positives): frames that positively detected,
(ii) FP (false positives): frames, where algorithm detected

fire, while there is no fire,
(iii) FN (false negatives): frames, where algorithm does

not detect fire, while there is fire,
(iv) TN (true negatives): frames, where algorithm does

not detect fire, while there is no fire,
(v) FD (fire detection): percentage of detected frames

with fire:

FD =

TP × 100
fire frames

. (19)
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(a) Input image (b) Binary image

(c) The result of moving lighting elimination (d) The result of stationary lights elimination

Figure 8: Fire detection in algorithm proposed by [5].

Figure 9: The results of the change map.

(vi) NFD (nonfire detection): percentage of frames with
no fire that were correctly undetected:

NFD =

TN × 100

non-fire frames
. (20)

(vii) Overall: percentage of frames that was correctly
detected by algorithm:

Overall = (TN + TP) × 100
total frames

. (21)

The performance of algorithm is shown in Tables 2 and 3.
It shows the percentage of detected frames with fire, nonfire,
and overall performance of algorithm.

5. Conclusions

Wireless sensor network technology has greater advantage,
and there are prospects for fire monitoring.The fire detection
on wireless sensor networks, also, is still in the laboratory
stage. In this paper, we proposed the color model that based
the fire detection algorithm in video sequences on wireless

Table 2: The analysis of proposed fire detection algorithm.

Video sequences Number 1 Number 2
Total frames 122 150
Fire frames 84 0
Nonfire frames 38 150
TP 78 0
FP 0 0
FN 6 0
TN 35 150
FD (%) 92.8 —
NFD (%) 92 100
Overall (%) 92.6 100

Table 3: The comparison between the proposed algorithm and [5].

TP (%) FP (%) FN (%)
Proposed 92.8 0 7
[5] 88.3 2.7 9
sensor network. The proposed algorithm uses Gaussian
mixture model for background modeling and background
subtraction for detecting foregrounds. Fire hasmanydifferent
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Figure 10: The morphological operation results of Figure 9.

(a) Fire detection by [5] (b) Fire detection by proposed algorithm

Figure 11: The results of [5] and proposed fire detection.

features that researchers use in their detection system, and
color information gives useful data for video based fire
detection. We have implemented color detection algorithm
in RGB color space. Because color alone is not enough,
we consider object’s area growth in consecutive. Temporal
variation for each pixel is estimated, for each fire-like colored
object whose motion significantly differs from background
and whose area changes frame-by-frame boundary box is
constructed. The method can detect fire in video sequences
that were acquired by static camera and can be useful in
surveillance visual systems based on CCTV cameras in order
to prevent fire damages on wireless sensor network.
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With the rapid development of augmented reality (AR) technology, the combination of reality and virtual learning material finally
came true. This study adopts AR technology to enrich learning environment and students’ learning experience at the same time.
Furthermore, to passively avoid students being lost while they were learning in a real environment and to actively channel students
into ideal learning topic, this study proposes an indoor positioning algorithm which is able to calculate the current position of the
learner and further enables learners to find out where he/she is and which learning subjects he/she will learn. The experiment is
carried out to demonstrate the accuracy of the proposed indoor positioning algorithm.The results show that the proposed algorithm
has a higher accuracy and lower error. Meanwhile, the algorithm is able to eliminate the anomalous RSSI signals, which is the
main reason for improving the positioning accuracy. The maximum error is improved by 51.22%. From the application aspect, we
elaborate the implications of this study which present the substantial contributions and educational values of the system.We expect
that the smart learning can be made via the system establishment in near future.

1. Introduction

Technology has been widely adopted in education setting for
achieving the goal of providing education for the future soci-
ety [1, 2]. There are plenty of institutions providing abundant
learning information other than schools [3]; however, visitors
may get lost in the spacious places like museum or library, in
which guides are required to lead the route and to explain
to the visitors. In the condition of limited human resources,
tour guide is impossible to individualize even if he could
provide engrossing narration.Nevertheless, when people face
abundant learning resources, they are not necessarily cable of
determining the propermaterials for themselves; they tend to
get lost in it. Furthermore, from the viewpoint of educational
psychology, people who lack of self-regulated abilities might
tend to go astray in a spacious educational social institution
[4].

Therefore, the main goal of this study is to establish
one smart learning space utilizing the access point (AP)
deployment to set up indoor positioning to calculate the
current position of the learner and using augmented reality
(AR) technology to enable users to quickly combine virtual

information and physical objects. For the sake, we develop
two kinds of indoor positioning algorithm, trilateration
algorithm and enhanced version. Using RSSI values (i.e., a
measurement of the power present in a received radio signal)
measured from Wi-Fi signals, the trilateration algorithm
locates a user’s current position. Moreover, the enhanced
trilateration algorithm further improves the accuracy with
a more complicated calculation process. Equipped with this
system, visitors could acquire valuable information provided
by AR corresponding to the sites at anytime and anywhere in
the institution. The system also records the learning process
of each person with added nodes to present learning progress
in order to enhance their self-regulated ability. Two main
contributions should be found in this study. Low-cost indoor
positioning is achieved with Wi-Fi APs. Additionally, users
can be equiped with mobile devices to see their current
positions. On the other hand, we combine indoor positioning
technology with AR technology to enrich the physical learn-
ing content, which was indicated to improve learning when
the educational experience presents information at spatially
and temporally appropriate locations.
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Fourmain sections are organized in this study in addition
to a concluding section which addresses a few pragmatic
limitations and future directions. Section 2 reviews the
related studies, which include augmented reality technology,
indoor positioning technology, and self-regulation learn-
ing. In Section 3, we describe the implementation issues of
two algorithms and the experimental procedures. Section 4
presents the experiment results and implications in terms of
the applications in real contexts.

2. Literature Review
2.1. Augmented Reality (AR) Technology. Augmented reality
(AR) is a technology combining virtual environments and
real-world environments to supplement inadequacies of the
real world instead of replacing the real-world environment.
In 1997, Azuma defined the three elements of AR, which are,
respectively, “combines real and virtual,” “interactive in real
time,” and “registered in 3D.” Information is combined with
actual 3D space and presented in real time, and learners can
even interact with the context-aware virtual environment [5–
9].

The development of this technology has been matured
and been widely used in various fields, including the field
of education. According to 2012 Horizon Report for K-12
education released by NWC (New Media Consortium) and
2012Horizon Report of themuseum of science, it is predicted
that AR will be gradually adopted in the next five years [10,
11]. The Horizon reports of these institutions provide expert
recommendations of application of educational technology
for the next five years in three major categories: Higher Ed
Edition, K-12 Edition, andMuseum Edition.The reports also
provide examples on the implemented technology, such as
the learning activity in which students use mobile devices to
interact with surrounding environments for studying Asian
Arts or students use gesture operation to interact with AR
technology at the Natural History Museum in London via
the use of tablet PCs; students can see extinct dinosaurs walk
in front of them. Such applications make the exploration of
knowledge more realistic and interesting.

Based on the above example, it is seen that applying AR in
education is a viable option.The application enables students
to learn not only from traditional textbooks; the application
of AR in K-12 fundamental education especially also avoids
tedious learning for younger kids. It is extremely important
to attract their attention and stimulate learning motivation.
In the past, AR application has been demonstrated to actu-
ally enhance learning motivation [12, 13]. Therefore, this
study innovatively adopts AR technology on mobile devices,
making the screen display well-informed information, and
via AR information, the build-in direction sensor of the
devices and indoor positioning technology, the locations of
the learners are detected so as to guide them to specific
learning themes [14]. This kind of location-based service will
assist in improving user experience [15, 16].

2.2. Indoor Positioning Technology. The currently most com-
mon wireless communication positioning technology is
Global Position System (GPS). The early application of GPS

was in the fields of military, engineering, and academic
research; as the lifestyle changes, different livelihood needs
of the technology are created. Although the outdoor GPS
positioning is widely used, indoor positioning is not appli-
cable because satellite signals are affected by obstructions. If
more precise indoor positioning can be developed, it creates
diversified application services such as aiding construction
site safety and predicting user location [17, 18]. When there
is indoor emergency or people are facing safety issues, the
application can be used to assist with rescue or provide
guiding routes [19]. Therefore, the technology applicable in
indoor positioning has increasingly been taken seriously. One
of the most high profile development plans is the In-Location
Alliance established by 22 enterprises including Nokia, Sam-
sung Electronics, and Sony Mobile Communications, which
committed to promoting accurate indoor positioning and its
application [20].

Today’s indoor positioning technology can be roughly
divided into four types: infrared, ultrasound, RFID, and Wi-
Fi. Some of these technologies have been identified as not
applicable for indoor positioning for the reasons such as
cost consideration, limited positioning range, and difficulty
in environment setup.The above-mentioned technologies are
illustrated, respectively, as follows.

2.2.1. Infrared. Infrared is a type of electromagnetic waves
with wavelength ranging from 770 nm to 1mm. It receives
signals from infrared sensors installed indoors to process
positioning. Its drawback is that objects and sunlight interfere
with it, resulting in poor accuracy of positioning. In addition,
the range covered by infrared emitters is small; thus, a large
number of emitters are required to cover the entire range so
the cost is higher.

2.2.2. Ultrasound. Ultrasound is a sound or oscillating fre-
quency greater than the upper limit of the human hearing
range. Utilizing the return wave generated when ultrasound
passes through medium, distance is measured via calcu-
lating the time difference at transmitting and receiving
ends. However, after ultrasound is transmitted and it passes
through multiple walls, reflection is in multipath and result
in inaccurate measuring of distance. As a result, when the
indoor environment is more complex, the cost for building
the environment is higher.

2.2.3. Radio Frequency Identification (RFID). RFID are chips
with built-in radio technology, with electric waves ranging
from 125 kHz to 13.56MHz. The equipment of this system
includes tags, readers, transponders, antennas, and back-end
system [21]. The purpose of positioning is reached by calcu-
lating the distance between tags via RSSI. Nevertheless, tags
and readers are directional devices and are easily interfered
by objects. It is difficult to apply this technology in indoor
positioning.

2.2.4. Wi-Fi. Wi-Fi is a wireless local area network (WLAN)
technology built on IEEE 802.11 standard. Through connect-
ing three or more stations, distance is measured via signal
strength and triangulation. Many of today’s public resources,
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including the explored sites of this study, have built-in wire-
less networking; also many mobile devices are equipped with
Wi-Fi chips. In consideration of fast deployment and cost,
this study uses Wi-Fi as the indoor positioning technology
[17].

2.3. Self-Regulated Learning. By the rapid development of
modern technology, learningmay happen in various learning
environments, such as in and out of classroom, with or with-
out instruction, and formally or informally [22]. Therefore,
learners are able to develop learning plans based on their
needs and goals, and theymust command learning resources,
execute and assess the plans, and be responsible for their own
learning processes [23]. In a blended learning environment,
it is suggested that learners should possess self-regulated
learning (SRL) skills [24].

While there are different explanations of the definition
of SRL, it was firstly defined in 1994 [25]. Schunk and
Zimmerman defined SRL as “the process whereby students
activate and sustain cognitions that are systematically ori-
ented toward an attainment of their goals.” The SRL theory
has been widely applied in various subject domains such
as science, math, social studies, language, and computing
courses in recent decade [26]. Due to the nature of e-learning
context, it is essential to examine learner self-regulation in e-
Learning paradigm [27]. Many researchers have defined this
theory from various perspectives, deriving numerous terms
related to self-regulated learning, such as self-directed, self-
control, self-teaching, self-management, and self-autonomy.
Several researchers have argued that self-regulated learning
requires higher autonomy [28]. In summary, self-regulated
learning is influenced by the individuals’ learning experi-
ences, capacities, and personal traits. Self-regulated learning
requires interaction with available learning resources to
improve learning achievement and satisfaction. However,
before learners acquire the ability of self-regulated learning,
educators must assist them in self-management to stimulate
them.

In SRL theory defined by Schunk and Zimmerman, four
common attributes exist for self-regulated learners [25, 29].

(1) Intrinsically or self-motivated: for the purpose of
knowledge acquisition and self-regulated learners’
motivations for learning are extremely strong.

(2) Planned or automatized: self-regulated learners are
fully responsible people who can independently ana-
lyze, plan, execute, and evaluate their own learning
activities. They can also identify what they need dur-
ing the learning process, set individualized learning
goals, control their own time and effort for learning
and arrange feedbacks of their work.

(3) Self-aware of performance outcomes: in order to
achieve the best learning outcomes, self-regulated
learners make use of existing learning resources and
feasible learning strategies to overcome the difficulties
which occur in the learning process.

(4) Environmentally/socially sensitive and resourceful:
one’s learning behavior is usually influenced by the

learning environment or resources. Self-regulated
learners have better skills in satisfying their learning
need efficiently and affordably (e.g., by obtaining data
on the experiences of other learners, then using that
data to set and achieve their own study goals).

Based on the self-regulated learning theory, we develop
the learning system using augmented reality technology to
facilitate learners’ intrinsic motivation and let them “see”
visual additional information in a physical learning environ-
ment. Furthermore, in order to precisely present the indoor
visual learning materials, we devise two algorithms to cal-
culate a learner’s indoor position. The detailed explanations
of the algorithms and comparisons are presented in the next
section.

3. Creating a Smart Learning Space Using
AR & IP Technology

3.1. AR Implementation. During system development, floor
layout and coordinates are established in the database.
Coordinates of objects (such as washrooms, classrooms,
recycle area, and elevators) to be shown in AR should be
established in the database so that mobile devices can grab
their coordinates. First of all, turn on the phone camera as the
base of AR and utilize SurfaceView (multilayer perspective
canvas) application to achieve multiperspective effect. The
images captured by the camera are used as the base of canvas.
Coordinates of the objects in the database are obtained and
then trigonometric calculations are used to determine the
current position (user’s position) and the angle and distance
of the objects. Depending on the distances of the objects,
the size and degree of transparency of how they are shown
in the screen differ. Use the accelerometer function of Gyro
sensor on the handheld device to detect the direction the
device is currently facing and obtain the wide-angle degree
of the camera lens. The two data are combined to calculate
the location of the object displayed on screen and its amount
of movement. When the 𝑥-axis of the handheld device is <1.5
(downward), virtual arrows are displayed on the path to guide
the users the direction. The technology provides the indoor
orientation and navigation services. The implementation of
AR is to help learners to accurately find the learning resources
as shown in Figure 1. It is the way of properly connecting
abstract concepts with physical objects. In this case, the
virtual information shows an image of an egg, English and
Japanese of an egg, and the explanations of how an egg is
formed. If the system detects that the direction of a learner
aligns the poster on the wall, the virtual information will be
shown.

The virtual image and text prompt displayed on the
handheld device can help the learner not to lose the direction
whilst searching for resources indoors and the searching time
can also be reduced. Meanwhile, continuous tracking can be
executed by using such a system and the learning status and
usage condition can both be recorded.
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Figure 1: The well-informed virtual information with AR technol-
ogy displayed in a mobile device.

3.2. Indoor Positioning Implementation

3.2.1. Experimental Setting. The study uses ASUS RT-N10E
Wi-Fi Access Point (AP) to implement two indoor position-
ing algorithms, and measures RSSI signals to calculate the
current position. To minimize the differences of all APs, all
APs have the same setting as shown in Table 1.

Based on the actual common specifications of Wi-Fi
antennas, the official data of the TP-LINK TL-ANT2415D
antenna is shown in Figure 2, if the antenna is installed
horizontally, the RSSI signals of the Wi-Fi will have different
ratios on vertical planes due to different positions. Thus it is
not suitable for this experiment. As for antennas set vertically,
they all have the same ratios on horizontal planes, so they will
have a higher stability than that of horizontally set antennas
if taken as the data of Wi-Fi indoor positioning algorithm.
Therefore, all Wi-Fi AP antennas of the study are set to 90
degrees vertically and located on the floor indoors.

To simulate the change of signals in different situations,
the experiment analyses signal data from three areas: near the
window, near the stairs, and near the elevator. The procedure
is as follows.

(1) Measure the RSSI signals of theAPs based on different
distances.
Put the APs at different locations with a meter as unit
and test the RSSI signals between 100 and 150 times.

(a) Measure the RSSI near the window. After
putting the AP near the window andmeasuring,
the following data is retrieved (see Figure 3).
Based on Figure 3, the statistics of the RSSI
changes for Wi-Fi AP near the window, an
RSSI signal distribution graph can be drawn as
Figure 4. In Figure 4, it can be observed that it is
almost impossible to get measurable values for
signals near the window after the range over 6
meters.

(b) Measure the RSSI near the stairs. After putting
the AP near the elevator and measuring, the
following data is retrieved (see Figure 5).
Similarly, the RSSI signal distribution graph can
be shown in Figure 6. It can be observed that the
measurable values are all within 7 meters.

Table 1: Wi-Fi AP model and settings.

Wi-Fi AP model ASUS RT-N10E
Antenna gain 5 dBi
Transmit power 100%
AP name (BSSID) 𝐻1,𝐻2,𝐻3, . . ., and so forth
Security protocol WPA2 (Wi-Fi Protected Access II)

(c) Measure the RSSI near the elevator. After
putting the AP near the elevator andmeasuring,
the data is retrieved as shown in Figure 7.
We also draw a RSSI signal distribution graph as
shown in Figure 8.

(2) Retrieving usable RSSI signals and calculating the
environment variables.

The actual measured data reveals that the range of usable
Wi-Fi signals is around 7 to 8 meters. The data beyond 8
meters can be observed in Figures 4, 6, and 8, and it shows
that the repeatability of Wi-Fi signals is too high. If used,
the quality of the indoor positioning is severely hindered.
This research established an “environment variable” to the
database based on the data measured at different locations.
The value of the environment variable bases on the actual
measured results to build the corresponding distance of the
RSSI signals with the method of automatic collocation as
the ratio in the algorithm. The environment variables in
different locations are shown as Figure 9. Figure 9 shows
the environment variables measured at different distances.
The environment variables have considerable differences in
different environments when the range goes over 7meters. As
a result, when we take samples of the environment variables,
we use the values within the range of 7 meters for calculation.

3.2.2. The Trilateration Algorithm. The experiment is per-
formed with three Wi-Fi APs and one smart phone (model
name: Samsung I9300), and trilateration algorithm is exe-
cuted with the environment variables in Figure 9. Consid-
ering other factors such as the temperature, moisture, and
wind directions, the environment variables only provide
the ratio of the current AP location and distance, but not
the actual distance. Through the environment variables, the
current positions of the APs and the smart phone, the
strength of the RSSI signals corresponding to the APs are as
shown in Figure 10. More calculation is performed with the
environment variables of the smart phone and the database,
andwe can find the distance ratios of the threeWi-Fi Aps (𝑅1,
𝑅2, and𝑅3).We also can perform trilateration algorithmwith
the actual distances of the three APs (𝐿12, 𝐿23, and 𝐿13) and
the error ratio (𝑆) as shown in Figure 11.

In Figure 11, 𝑆 is a variable ratio (that can be different due
to factors of temperature, moisture, and wind). 𝑃(𝑥, 𝑦) and S
are calculated based on the conditions of 𝐻1, 𝐻2, 𝐻3, 𝐿12,
𝐿23, 𝐿13, 𝑅1, 𝑅2, and 𝑅3. We take an example for explaining
this method in Table 2.

The theoretical value of the algorithm is very accurate
with almost no error, but the actual RSSI signals of Wi-Fi
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Figure 2: Official data of the TP-LINK TL-ANT2415D antenna (Source: http://www.tp-link.com).
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Figure 3: The statistics of the RSSI changes for Wi-Fi AP near the window.

Table 2: The example of the trilateration algorithm.

H1(6, 4)

H2(8, 0)

H3(0, 0)

8

2S

4S

8S

P(x, y)

7.211 4.472

𝑆 is an adjustable scale (differs according to the factors of temperature, humidity,
and wind direction)

A 𝑃 → 𝐻1 ⋅ (𝑋 − 6)2 + (𝑌 − 4)2 = (4𝑆)2 →
𝑋

2

+ 𝑌

2

− 12𝑋 − 8𝑌 + 52 = 16𝑆

2

B 𝑃 → 𝐻2 ⋅ (𝑋 − 8)2 + 𝑌2 = (2𝑆)2 →
𝑋

2

+ 𝑌

2

− 16𝑋 + 64 = 4𝑆

2

C 𝑃 → 𝐻3 ⋅ 𝑋2 + 𝑌2 = (6𝑆)2 →
𝑋

2

+ 𝑌

2

− 12𝑋 = 36𝑆

2

A-B andC-A simultaneous equations, Given 𝑆2 = 𝐴 get 𝐴 = 1 or 3.823 or 1.955
UseA-B andC-A to get (𝑋,𝑌), then eliminate void points

are not as accurate as the theories. Therefore the algorithm
is not suitable in most situations; if the ratio is incorrect, 𝑆
might be impossible to derive.Therefore we added intelligent
modifications in the algorithm to make the signals that
cannot be located into corresponding distance ratios. This
avoids the situation where most RSSI signals cannot be used.
However, as the actual RSSI signal of Wi-Fi is unstable, the

algorithm cannot avoid the vast amount of unstable signals.
In response to this, the research proposes the “enhanced
trilateration” method to remove the flaws the trilateration
method might have.

3.2.3. Enhanced Trilateration Algorithm. The experiment is
performed with four Wi-Fi APs and one smart phone
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Table 3: Grouping method of enhanced trilateration.

Total distance Method
𝐷1 Distance(𝐻1,𝐻2) + Distance(𝐻1,𝐻3) + Distance(𝐻1,𝐻3)
𝐷2 Distance(𝐻2,𝐻1) + Distance(𝐻2,𝐻3) + Distance(𝐻2,𝐻4)
𝐷3 Distance(𝐻3,𝐻1) + Distance(𝐻3,𝐻2) + Distance(𝐻3,𝐻4)
𝐷4 Distance(𝐻4,𝐻1) + Distance(𝐻4,𝐻2) + Distance(𝐻4,𝐻3)
The distance between two points can be calculated by Distance() function.
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Figure 4: RSSI signal distribution graph near the window.

(model name: Samsung I9300), and the enhanced algorithm
is executed with the environment variables in Figure 9.
Considering other factors such as the temperature, moisture,
and wind directions, the environment variables only provide
the ratio of the current AP location and distance, but not the
actual distance. The experiment procedure is as follows.

Step 1 (deriving the distance ratio). The strength of the RSSI
signals of the corresponding AP can be found through the
environment variables, the four Aps, and the smart phone
(the location to be positioned). We then find the distance
ratios of the four Wi-Fi APs through the environment values
of the smart phone and the database.

Step 2 (calculating a positioning point). We first take three
Wi-Fi APs to calculate the range of the error ratio (𝑆), then
use the distance ratios (𝑅1, 𝑅2, and 𝑅3) as radii and𝐻1,𝐻2,
and𝐻3 as the centers, the distance ratios (𝑅1,𝑅2,𝑅3, and𝑅4)
as radii to draw circles and expand to the outside according
to the range of 𝑆. Lines are then drawn between the points
where the circles intersect until all three circles have foci on
one another and the drawn lines intersect each other.We stop
expanding to the outside and take the intersecting points of
the three straight lines to end the calculation.The intersection
points of the three straight lines are the results of the indoor
positioning, as shown in Figure 12.

Theminimum range 𝑅∗𝑆 of the error ratio 𝑆 has to make
the three circles intersect to derive 𝑆, and the maximum 𝑅∗𝑆
has to be smaller than the length of the longest line.

Step 3 (repeat Step 2). Repeat Step 2 and perform four
calculations of positioning points. The four combinations
of corresponding distances of WiFi APs are (𝐻1,𝐻2,𝐻3),
(𝐻2,𝐻3,𝐻4), (𝐻3,𝐻4,𝐻1), and (𝐻4,𝐻1,𝐻2). Four posi-
tioning points will be derived. During the experiment, some
special ratios will result in the straight lines between the
intersection points of three circles to not intersect with one
another. Due to these cases, we cannot guarantee that there
will be four positioning points derived. However we can
performdifferent calculations based on the different amounts
of results to get closer final positioning points as shown in
Figure 13.

Step 4. Perform corresponding calculating based on the
number of positioning points to get the final positioning
point.

(1) There is no usable point: no final positioning points
are derived. Calculation will be performed again
when the next set of RSSI signals of WiFi APs is
collected.

(2) There is one usable point: this point is the final
positioning point.

(3) There are two usable points: take the average of the
two points to calculate the final positioning point.

(4) There are three usable points: take the average of the
three points to calculate the final positioning point.

(5) There are four usable points: group the four usable
points and calculate for the point that has the largest
difference to the other three points. Remove this
point from the calculation and take the average of the
other three points as the final positioning point. The
grouping method is shown in Table 3.

Based on the condition of the four usable points, the
experiment will encounter the four situations below. The
calculations are performed as below for respective cases.

(1) There is only one maximum value. Compare among
𝐷1, 𝐷2, 𝐷3, and 𝐷4 to remove the maximum value
from the calculation list and take the average of the
other three points to calculate the final point.

(2) There are two maximum values. Calculate the two
points with the largest distance only once, decreasing
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Figure 5: The statistics of the RSSI changes for Wi-Fi AP near the stairs.

Table 4: Error distribution table of the trilateration algorithm.

Range of error (m) 0–0.5 0.5–1 1–1.5 1.5–2 2–2.5 2.5–3 3–3.5 3.5–4 4–7 Total
Frequency 0 29 137 181 47 18 11 10 11 444
Error ratio 0.00% 6.53% 30.86% 40.77% 10.59% 4.05% 2.48% 2.25% 3% 100.00%

Table 5: Error distribution table of the enhanced trilateration algorithm.

Range of error (m) 0–0.5 0.5–1 1–1.5 1.5–2 2–2.5 2.5–3 3–3.5 3.5–7 Total
Frequency 3 73 116 82 16 6 2 0 298
Error ratio 1.01% 24.50% 38.93% 27.52% 5.37% 2.01% 0.67% 0.00% 100.00%
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Figure 6: RSSI signal distribution graph near the stairs.

their shares in the average, and take the average of
the point with the largest distance and the other
two points. If 𝐷1 and 𝐷2 have the largest difference,
calculate with only one of 𝐻1 and 𝐻2 and take the
average of𝐻1,𝐻3, and𝐻4 as the final point.

(3) There are three maximum values. Remove the point
with the biggest difference and take the average of the
other three points to calculate the final point.

(4) There are four maximum values. Take the average of
the four points and calculate the final point.

4. Results

4.1. Experimental Results and Comparisons. After the actual
testing, the experiment performed 516 positioning calcula-
tions with the trilateration algorithm and 545 positioning
calculations with the enhanced trilateration algorithm. All
intervals between positioning are four seconds. The error
value times and error ranges of different distance are derived
from the two positioning methods as shown in Tables 4 and
5. It can be found clearly in the error ratio that no errors
larger than 3.5meters appeared for the enhanced trilateration
method. On the other hand, errors larger than six meters
were found for the trilateration method. This shows that the
enhanced trilateration method effectively reduces errors. We
then take the statistics of the error distribution of the two
methods, and the results reveal that the enhanced trilater-
ation method had better performances in both maximum
error value and average error value over the trilateration
method, as shown in Table 6.

From Table 6, we can obtain a big improvement of
maximum error values by 51.22%. We further convert the
error distribution tables of the two positioning methods into
a bar graphs and it can be seen that the error distribution of
the enhanced trilateration method is within a smaller range
(0.5m–2m), and trilateration has a wider range of error
(Figures 14 and 15).

As shown in Figures 14 and 15, although trilateration can
calculate more signals, it fails to avoid the unstable RSSI
signals, resulting in larger errors. On the contrary, enhanced
trilateration can use less signals but can effectively avoid
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Figure 7: The statistics of the RSSI changes for Wi-Fi AP near the elavator.

Table 6: The comparison of error values of two positioning algorithm.

Max. Min. Avg. Available times of signals Nonavailable times of signals
Trilateration algorithm 6.52m 0.51m 1.77m 444 72
Enhanced version 3.18m 0.49m 1.36m 298 242

Table 7: The total comparison between the proposed trilateration algorithm and the enhanced version.

Item Trilateration algorithm Enhanced trilateration algorithm
RSSI signals that can be used for calculation Vast Few
Ability to avoid abnormal RSSI signals No Yes
Accuracy Lower Higher
Calculating speed Faster Slower
Maximum error 6.52 meters 3.18 meters
Minimum error 0.51 meters 0.49 meters
Average error 1.77 meters 1.36 meters
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Figure 8: RSSI signal distribution graph near the elavator.

unstable and inaccurate signals; thus, it has smaller errors.
This proves that the positioning calculated with enhanced
trilateration is more accurate, as shown in Table 7.

4.2. The Scenarios of Applying Two Technologies in Real
Environments. Augmented reality and indoor positioning
technology is suitable for application in learning environ-
ments with wide space such as social education facilities of
museums and libraries. In the past, guides lead groups in
touring these facilities and the learners received information

and knowledge passively instead of actively building and
exploring knowledge. Although learners are surrounded by
diverse and rich learning materials, they might not know
what to do without a guide.

Therefore, self-regulated learning plays a key role in this
type of situational learning. Self-regulated learning empha-
sizes that the learner continuously perform self-monitoring
and modification towards the learning goals in the learning
progress and self-evaluation in the final stages. In learning
environments like libraries and museums, it is hard to
promote effective learning if guides are too relied on or
missing. Thus the students have to complete the processes
of setting goals and strategies as well as the self-monitor and
evaluation through self-regulation. Tsai et al. pointed out in a
review research on self-regulated learning in the past decade
that 65% of the researches for college students, followed
by secondary school students [26]. Below are paradigms of
self-regulated learning, indoor positioning, and augmented
realities in educational environments like museums and
libraries for secondary and higher education.

Secondary education stresses the nurture of basic think-
ing abilities. For youths who are in their formal operational
stage, the three major abilities of hypotheticodeductive rea-
soning, compositional reasoning, and propositional reason-
ing are especially emphasized [30]. The exhibitions, exper-
iment equipment, and 3D theater in the natural sciences
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Figure 9: The environment variables at different locations and different distances.
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Figure 11: Schematic diagram of trilateration.

museum can assist students to understand and strengthen the
concepts of complex cultural and natural sciences through
experience. In this wide environment, the assistance of
indoor positioning and augmented reality can help students
systematically explore the exhibitions in the museum. The
instructors, meanwhile, can design adaptive learning mate-
rials on the mobile devices to meet the diverse needs of
the learners. Static exhibitions can include augmented reality

R1

R2R3

Current
position

Figure 12: Calculating one positioning point using enhanced trilat-
eration algorithm.

Figure 13: Simulation graph of the enhanced positioning algorithm.

and be blended with tasks of self-regulated learning. For
example, at the entrance hall, the mobile device lets students
select a learning plan and answer questions on their learning
goals (goal setting and strategic planning). When entering
the exhibition halls, learning system wizards appear to lead
students into thinking about their own learning positions and
whether these positions meet the goals they have set (strat-
egy implementation and monitoring and strategic outcome
monitoring). When the learning has ended and the students
come to the exit, the system displays the degree of learning
task completion of the student and issues a self-evaluation
survey to evaluate their own learning (self-evaluation and
monitoring). Through the assistance of indoor positioning
and augmented reality with the combination of self-regulated
strategies, secondary students can take more systematic and
planned learning in wide exhibition places.
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Figure 14: Error distribution chart of the trilateration algorithm.
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Figure 15: Error distribution chart of the enhanced trilateration
algorithm.

The training of higher education stresses the abilities of
independent thinking, exploring, and research [31]. Com-
pared to museums, the systematic presentation of books,
literature, and multimedia information in libraries can better
provide college and even graduate students resources in all
types of knowledge learning. However, the resources dis-
played in a way of taxonomy in the libraries leads to problems
due to the lack of relativity between the sorting method
and the display spaces. For example, the area and floor
of psychology resources has no relevance with psychology
itself. In other words, as the database of libraries is digitized
to a very limited extent, it takes time for users to index
the information system and look for the actual book in a
wide library space. However, with the assistance of indoor
positioning and augmented reality, the users can be lead to the
direction or location of the resources. In thismanner, the time
cost mentioned above can be easily converted into the study
time. Meanwhile, college students can perform self-regulated
studies at a higher degree, a more independent and complex
process of self-regulated studies. The instructors, therefore,
only have to provide college students of hints to self-regulated
strategies, which is different from the interface design for
secondary school students. For example, the stage of goal
setting and strategic planning can all be performed by the
college students themselves depending on their needs. The
students set study fields that they want to explore and plan

their routes with the positioning and augmented reality sys-
tem (strategy implementation and monitoring). At the stage
of strategic outcomemonitoring, students can implement the
study plans they have set with the hints and guidance of the
system gradually. At all steps, the indoors positioning can
detect the correct locations (strategic outcome monitoring)
and lead the students into self-evaluation and monitoring
with augmented reality. We expect to blend the library
resource applicationwith self-regulated strategies and expand
the indoor positioning and augmented reality assistance.
It will help college students enhance their efficiency and
effectiveness when exploring and studying in the library.

5. Conclusion

In this paper, we devise a learning system applying aug-
mented reality and indoor positioning technologies for self-
regulated learning. We firstly describe the background of
these two technologies and introduce the self-regulated
learning and its educational importance in the learning
process. Furthermore, we implement these two technologies
with mobile devices. In AR implementation, learners can use
mobile devices to see the well-informed virtual information
instead of fancy 3D models. In order to locate the virtual
information in the space, we develop a trilateration algorithm
for indoor positioning. However, this algorithm has a weak-
ness that the signals are unstable, which yields the accuracy
decreasing in positioning. We then propose an enhanced
trilateration algorithm in order to improve the accuracy. The
results show that the enhanced version indeed improves the
positioning accuracy and themaximum error by 51.22%.This
method will contribute to the innovative development of AR
educational systems.

Moreover, through the results of this study, the possibility
of implementing these two technologies in the museum of
natural science (MNS) is expected. The MNS itself covers
many resources, including the knowledge in the Nature and
Life Science subject. However, due to the massive knowledge
range and space, learners may get lost easily in such learning
environments. In one informal qualitative interview, one
student mentioned that when he was at one spot in the MNS,
he had no idea where that area was; thismay result in reduced
learning effectiveness. Hence the aid of indoor positioning
technology navigating learning paths is one direction worth
exploring. Through augmented reality, the virtual arrow and
text prompt displayed on the handheld device enable the
learner to follow a path when they search for indoor learning
resources, and the searching time can also be reduced.
Meanwhile, continuous tracking can be executed by using
such a system and the learning status and use condition can
both be recorded.

In addition, when learners are in the MNS, they may
have problems operating the instruments, which affects their
willingness to use them and in turn reduces the opportunities
for learning. If sensitive information such as a QR Code
is shown in the description of each instrument, learners
can use mobile devices with cameras to scan the code and
some prompts will be displayed to show how to operate the
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instrument and the related topics of Nature and Life Science.
Such concept may be put into future research for its degree of
aiding the learners.
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Remote vehicle operator must quickly decide on the motion and path. Thus, rapid and intuitive feedback of the real environment
is vital for effective control. This paper presents a real-time traversable ground surface segmentation and intuitive representation
system for remote operation of mobile robot. Firstly, a terrain model using voxel-based flag map is proposed for incrementally
registering large-scale point clouds in real time. Subsequently, a ground segmentation method with Gibbs-Markov random field
(Gibbs-MRF) model is applied to detect ground data in the reconstructed terrain. Finally, we generate a texture mesh for ground
surface representation by mapping the triangles in the terrain mesh onto the captured video images. To speed up the computation,
we program a graphics processing unit (GPU) to implement the proposed system for large-scale datasets in parallel. Our proposed
methods were tested in an outdoor environment.The results show that ground data is segmented effectively and the ground surface
is represented intuitively.

1. Introduction

Mobile robots must be able to navigate and interact with
unknown environments, without collisions or encountering
other dangers, by determining traversable terrain regions,
reconstructing terrain models, and employing other tech-
nologies.The technologies of dynamic terrain reconstruction
and modeling with multiple sensors have been researched to
provide mobile robots with the ability to conduct free space
detection and support navigation without collision [1].

Datasets received by multiple sensors are integrated to
produce accurate and reliable terrain information, such as 3D
point cloud, video image, GPS data, and rotation state [2, 3].
It is necessary to integrate instantaneously received datasets
into terrain model, such as voxel map and textured mesh.

The conventional terrain modeling methods are difficult to
process large-scale datasets, which are so large that they
exceed the memory capacity of mobile robots. Meanwhile,
the huge computational cost of the large-scale datasets
processing causes a low speed of terrain modeling and
visualization.

In remote operation applications, ground segmentation is
necessary in the assessment of traversable regions. To accom-
plish this objective, we apply a ground segmentation method
using the Gibbs-Markov random field (MRF) method. To
create a photorealistic visualization for traversable ground
surface, textured terrain models are represented using sensed
datasets from each frame. Bymapping captured video images
on the 3D ground surface mesh, the visualization system
provides intuitive imagery of a 3D geometric model for easy
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terrain perception. Conventionally, the captured images are
registered into the terrain model frame by frame. However,
when mobile robots navigate a large-scale environment, the
sensed images are registered incrementally. The amount of
data becomes so large that it exceeds the robots’ memory
capacity.

For the purpose of improving traversable ground surface
reconstruction to get rapid and intuitive representation, real-
time terrain modeling and photorealistic visualization sys-
tems have been developed [4, 5]. Photorealistic visualization
attempts to realistically represent the realistic 3D terrain
and objects model in virtual world, as these appear in the
real world [6, 7]. This type of visualization provides percep-
tive geospatial information for path planning and decision-
making. In order to improve the speed performance, the real-
time terrain visualization methods are researched [8, 9]. A
level-of-detail (LOD) method is commonly used to render
the near-field regions of the terrain model in real time. In far-
field regions, billboard renderingmethods, which represent a
texture in front of the terrainmodel, are commonly applied to
realize photorealistic visualization. Considering a large-scale
terrainmodel, the sequential computation of data registration
requires substantial computational power.

In this paper, we propose a real-time traversable ground
surface segmentation and intuitive representation system. To
speed up the computation of the proposed methods, we used
graphics processing unit (GPU) programming to implement
the segmentation and modeling processes for large-scale
datasets in parallel [10].

To reconstruct an intuitive terrain model using limited
memory in real time, we firstly create a voxel-based flag map
inGPUmemory to register point cloudswithout redundancy.
Then,we create a node-based texturemesh for ground surface
representation. Each node in the mesh contains a certain
quantity of vertices and a node texture. The node texture is
generated by mapping the triangles in the captured image,
which are projected from the vertices of the node mesh.
Subsequently, we implement Gibbs-MRFmethod to segment
traversable ground surface in the flag map and create a
ground mesh from the segmentation results. Next, we map
the triangles in a mesh node onto the captured images in
order to generate the node texture. Finally, we represent the
reconstructed terrain model by overlaying the ground mesh
with the node textures.

This paper is organized as follows. In Section 2, we dis-
cuss related works on large-scale terrain reconstruction and
traversable ground segmentation. In Section 3, we describe
a real-time traversable ground surface segmentation and
intuitive representation system. In Section 4, we analyze the
results of the proposed segmentation andmodelingmethods.
In Section 5, we present our conclusions.

2. Related Works

During navigation and interactive tasks, rapid feedback on
intuitive representations of a robot’s surrounding terrain
is required for real-time remote operation. To provide a
remote operatorwith representations of a robot’s surrounding

terrain, robots need to reconstruct a terrainmodel usingmul-
tiple sensors [11]. Sukumar et al. [12] propose an unmanned
terrain modeling method using a multisensor system. This
method integrates sensed datasets from each frame into a
textured terrain mesh and provides a convenient visualiza-
tion. However, when robots explore outdoor environments
for long periods of time, this system cannot process large-
scale datasets.

To prevent the terrain model from being too large for the
physical memory capacity, the terrain storage system requires
highly compressed terrain model and fast memory loading
performance [13]. Chang et al. [14] proposed a panorama
image generation method, which combines video sequence
into a panoramic scene. By this method, overlapping regions
of video sequence were removed so that video storage was
effectively compressed. Gingras et al. [15] reconstructed an
unstructured surface from a 360∘ point cloud scan and
represented the traversable areas using a compressed irreg-
ular triangular mesh. They applied a mesh simplification
algorithm to reduce the triangles quantity on the large-scale
terrain surface. Zhuang et al. [16] proposed an edge-feature-
based ICP algorithm to extract edge points, which were
registered into a 3D roadmap integrated with planar features
and elevation information. By using this method, a large
number of redundant points of pseudoedge were removed
so that large-scale point clouds registration was implemented
fast. However, the visualization of these works is not intuitive
enough for remote operation. It is necessary to overlay 3D
terrain model with captured video image.

Other researchers have enhanced the performance of
photorealistic visualization to provide real-time terrainmod-
elingwith lowCPU consumption.Huber et al. [8] andKelly et
al. [17] describe methods for real-world representation using
video-ranging modules. Scenes are rendered in the near field
using a 3D color mesh, whereas far-field scenes are rendered
using a billboard texture of the scene in front of robots.
However, they allocated one color per grid, which caused
distortion.

Meanwhile, ground segmentation is an important task
that determines the traversability of a terrain. To segment
ground data in 2D image or 3D terrain model, we need
to calculate each pixel or voxel’s probability of being in
the ground and nonground configurations [18, 19]. Vernaza
et al. [20] presented a prediction-based structured terrain
classification method for the DARPA Grand Challenge. They
used an MRF model to classify the pixels in 2D images into
obstacles or ground regions. Because the computation of
MRFs is too complicated for large-scale datasets, we need to
remove redundant elements from theMRF in order to reduce
the computational cost of ground segmentation.

3. Traversable Ground Surface Reconstruction

In this section, a real-time traversable ground surface seg-
mentation and intuitive representation system is presented.
Firstly, a GPU-based ground surface reconstruction system
is described. Then, a voxel-based flag map is proposed for
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Figure 1: Framework of the GPU-based ground surface segmentation and terrain reconstruction.

generating a nonreduplication terrain model. Next, a Gibbs-
MRF model is applied to detect ground surface in the
reconstructed terrain. Finally, we create a node-based texture
mesh for ground surface representation.

3.1. GPU-Based Ground Surface Reconstruction System. In a
large-scale environment, there are a large number of triangles
of several nodes to be mapped from the captured video
images. Hence, to realize real-time traversable ground surface
segmentation and reconstruction, we implement the pro-
posed methods in parallel by applying GPU programming.
The framework of the GPU-based terrain modeling system is
shown in Figure 1.

After converting 3D points into global positions based
on the GPS and rotation states, we copy the global positions
and the current captured images in CPU memory to GPU
memory. Subsequently, we create a voxel map by registering
the global positions into the voxel-based flag map to remove
redundancies. The color information of the voxel map is
computed by projection from the voxels to the captured
2D images. Using the Gibbs-MRF method, we segment
traversable ground data from the voxel map and insert them
into the ground mesh. Next, we project each triangle of the
mesh onto the captured image in order to acquire themapped
triangles within the captured image. We then duplicate the
mapped triangle to the node texture buffer. Finally, we copy
the node meshes and the node textures in GPU memory to
the node-based texture mesh of the terrain model in CPU
memory. By overlaying each nodemesh with its node texture,
we render an intuitive ground surface.

3.2. Voxel-Based Flag Map. After the vehicle collects several
consecutive frames of 3D point clouds, some points are
inserted into the same voxel.This causes wasteful duplication
of memory if we register these points into the terrain model.
To remove redundant points, we developed a voxel-based flag

map to register 3D points into the terrain model without
reduplication.

The sensed point clouds are quantized into a space of
regular voxels. We specify a bitstream to define a voxel-based
flag map.We allocate a 1-bit variable b(v) for each voxel v. We
initialize the flag map by specifying b(v) = 0. When at least
one point exists in the covered area of the voxel v, b(v) = 1;
otherwise, b(v) = 0. We register voxels when they are sensed
for the first time. Hence, when a new point is converted to a
voxel v and b(v) = 1, the vehicle does not register this point in
the terrain model.

For long-term navigation in an environment, the range of
the sensed points exceeds the defined range of the flag map.
To solve this problem, we shift the center of the flag map to
the position of the vehicle when the vehiclemoves to a certain
distance. It is necessary to drop the passing information from
the memory of the flag map and store new sensed points.
In this manner, we utilize a flag map with limited range to
represent the information about the dynamic environment
surrounding the vehicle.

3.3. Ground Segmentation Based on Gibbs-MRF Model. To
segment ground data, we need to calculate each voxel’s
probability for ground or nonground configuration. The
voxels in the voxel-based flagmaps are highly affected by their
neighboring voxels. This phenomenon follows the property
of Markov chains; therefore, an MRF model is widely used
in segmentation. In this section, we introduce a ground
segmentation method using Gibbs-MRF.

3.3.1. MRF and Gibbs Distribution. We define 𝑆 as a set of
voxels. The random vector 𝑋 = {𝑋

𝑠
} on 𝑆 has a vector con-

sisting of a color observation variable and a configuration
variable. The configuration variable has a value for the
ground, objects, and the background.
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A neighborhood system for V contains all voxels within a
distance of 𝑟 (𝑟 ≥ 0) from V, defined as 𝑁 = {𝑁V | V ∈ 𝑆},
where 𝑁V is the neighbor set for voxel V. We define a clique
as a voxel set neighboring the given voxel. In our application,
a clique contains the given voxel and its neighboring voxels.
A clique set 𝐶 is defined as a collection of single-voxel and
pair-voxel cliques, as follows:

𝐶 = 𝐶

1
∪ 𝐶

2
, (1)

where 𝐶
1
= {V} for V ∈ 𝑆 and 𝐶

2
= {{V, V} | V ∈ 𝑁V, V ∈ 𝑆}.

We define the observation variable 𝑑 as a joint value
computed based on the height value and color information
of a voxel. The color information of a voxel is mapped from
the voxel center position to the captured image. Variable 𝑓
only represents the configuration. Given observation 𝑑 and
configuration 𝑓, the segmentation process for an image aims
to find the best possible configuration 𝑓∗ for voxel V, which
gives the following optimum solution:

𝑓

∗

= arg max
𝑓

𝑝 (𝑋V = 𝑓 | 𝑋𝑡 = 𝑑, ∀𝑡 ̸= V) . (2)

Based on its MRF property, it can be said that the
configuration at location V only depends on the configuration
of its neighboring voxels. The random field 𝑋 on 𝑆 has the
joint probability density function (PDF), as follows:

𝑝 (𝑓 | 𝑑) = 𝑝 (𝑋V = 𝑓 | 𝑋𝑡 = 𝑑, ∀𝑡 ̸= V)

= 𝑝 (𝑋V = 𝑓 | 𝑋𝑡 = 𝑑, ∀𝑡 ∈ 𝑁V) .
(3)

However, it is difficult to practically specify the joint
probability density 𝑝(𝑓 | 𝑑). To evaluate 𝑝(𝑓 | 𝑑), we apply
the Gibbs distribution, following the Hammersley-Clifford
theorem.

We use a potential function 𝑉
𝑐
(𝑓) to evaluate the impact

of the neighboring voxels in clique 𝑐, 𝑐 ∈ 𝐶. The energy
function 𝑈(𝑓) in (4) is defined as the sum of the impacts of
clique set 𝐶:

𝑈 (𝑓) = ∑

𝑐∈𝐶

𝑉

𝑐
(𝑓) . (4)

The PDF is calculated using the Gibbs distribution form,
as follows:

𝑝 (𝑓) = 𝑍

−1

𝑒

−(1/𝑇)𝑈(𝑓)

,

𝑍 = ∑

𝑓

𝑒

−(1/𝑇)𝑈(𝑓)

.

(5)

Constant 𝑇 is referred to as the temperature factor in
Gibbs’ theory, and it controls the deviation of the distribution
of 𝑝(𝑓) in MRF. The posterior probability of 𝑓 under the
Bayesian rule is as follows:

𝑝 (𝑓 | 𝑑) =

𝑝 (𝑑 | 𝑓) 𝑝 (𝑓)

𝑝 (𝑑)

. (6)

The solution of (2) is as follows:

𝑓

∗

= arg max
𝑓

𝑝 (𝑓 | 𝑑) = arg max
𝑓

𝑝 (𝑑 | 𝑓) 𝑝 (𝑓) . (7)

We assume that the probability functions 𝑝(𝑑 | 𝑓) and
𝑝(𝑑) are in the form of a Gibbs distribution, as expressed in
(5). Thus, the process for determining the maximum value of
𝑝(𝑓) is the same as that for determining the minimum value
of the energy function 𝑈(𝑓). Therefore, the solution to (7) is
equivalently obtained byminimizing the energy functions, as
follows:

𝑓

∗

= arg min
𝑓

𝑈(𝑓 | 𝑑) = arg min
𝑓

{𝑈 (𝑑 | 𝑓) + 𝑈 (𝑓)} .

(8)

In this application, we consider the impact of the neigh-
boring voxels in single-voxel and pair-voxel potential cliques.
The energy function of 𝑈(𝑑 | 𝑓) + 𝑈(𝑓) is expressed as
follows:

𝑈 (𝑑 | 𝑓) + 𝑈 (𝑓) = ∑

V∈𝐶
1

𝑉

1
(𝑓V) + ∑

{V,V}∈𝐶
2

𝑉

2
(𝑓V, 𝑓V)

+ ∑

V∈𝐶
1

𝑉

1
(𝑑V | 𝑓V)

+ ∑

{
V,V
}
∈𝐶
2

𝑉

2
(𝑑V, 𝑑V | 𝑓V, 𝑓V) .

(9)

The values of the clique potential functions 𝑉
1
(𝑓V) and

𝑉

1
(𝑑V | 𝑓V) depend on the local configuration and observa-

tions of clique 𝐶
1
. The clique potential functions 𝑉

2
(𝑓V, 𝑓V)

and 𝑉
2
(𝑑V, 𝑑V | 𝑓V, 𝑓V) reflect the pair-voxel consistency of

clique 𝐶
2
.

3.3.2. Ground Segmentation in the Global Voxel Map. In
the 3D segmentation process, we initially segment the 3D
ground data using the robot vehicle’s height (ℎ) as the
standard. We assume that if the sensed 3D point is below
the vehicle height value, ranging from −ℎ − Δ to −ℎ + Δ,
then this point is the ground data. In our experiment, Δ =
0.05m. The rough segmentation results produce dataset 𝐺

1
.

This dataset does not contain all the ground data, because
we only determine the configuration using a local height
value. To refine the segmentation result computed by the
height histogrammethod, we apply the Gibbs-MRFmodel to
ground segmentation in the global voxelmap, which contains
only few errors.

The sum of the clique potential functions 𝑉
1
(𝑑V | 𝑓V) and

𝑉

1
(𝑓V) is formulated as follows. Constant𝛼 in (10) is a positive

numerical value:

𝑉

1
(𝑓V) + 𝑉1 (𝑑V | 𝑓V)

=

{

{

{

{

{

{

{

{

{

−𝛼 if (V ∈ 𝐺
1
, 𝑓V = ground)

or (V ∉ 𝐺
1
, 𝑓V = nonground)

+𝛼 if (V ∉ 𝐺
1
, 𝑓V = ground)

or (V ∈ 𝐺
1
, 𝑓V = nonground) .

(10)



International Journal of Distributed Sensor Networks 5

(a) Captured 2D image

(b) Ground segmentation result from the global voxel
map

Figure 2: Ground segmentation result by using the Gibbs-MRF
algorithm.

1

Node texture

B0

B1

B2
Copy

Project(T0, T1, T2)
Node mesh

A2

A1A0

Figure 3: Node texture generation process.

The clique potential functions 𝑉
2
(𝑑V, 𝑑V | 𝑓V, 𝑓V) and

𝑉

2
(𝑓V, 𝑓V) are formulated as follows:

𝑉

2
(𝑓V, 𝑓V) = {

−𝛽 if (𝑓V = 𝑓V) ,
+𝛽 if (𝑓V ̸=𝑓V) ,

𝑉

2
(𝑑V, 𝑑V | 𝑓V, 𝑓V) = {

−𝑟𝑒

−‖𝑑V−𝑑V ‖ if (𝑓V = 𝑓V) ,
+𝑟𝑒

−‖𝑑V−𝑑V ‖ if (𝑓V ̸=𝑓V) .

(11)

In (11), ‖𝑑V − 𝑑V‖ is the color and height differences
between observations 𝑑V and 𝑑V . Constants 𝛽 and 𝛾 in (11)
are positive numerical values.

Deriving (9) using the potential functions defined in (10)
and (11), we can label the configurations of each voxel. The
voxels with a ground configuration are grouped into dataset
𝐺

1

. Dataset 𝐺
1

 is shown as the blue region in Figure 2(b).

Figure 4: Experimental mobile robot.

3.4. TextureMeshGeneration for Ground Surface. In the voxel
map visualization results, we find that there are some holes
that exist between adjacent voxels. To solve this problem, we
apply a texture terrain mesh so as to produce a photorealistic
visualization with intuitive and sufficient information. A
terrainmesh is a kind of 2.5D elevationmapwhich represents
an x-z cell with the top point in this cell. The texture terrain
mesh is generated by mapping the texture onto the terrain
mesh.

In this section, we describe a node-based texture mesh
which provides an intuitive representation of the recon-
structed traversable ground surface. The mesh is generated
using several nodes. Each node has a certain quantity of
vertices and a texture. The height value of each vertex in the
mesh is updated with the top voxel of an x-z cell in the global
voxel map. If a new voxel is to be inserted into the mesh but
is outside the existing nodes, we create a new node to register
this voxel.

Figure 3 shows the process of node texture generation.
For each 3D triangle (𝑇

0
, 𝑇

1
, 𝑇

2
) in the mesh of that node, we

create a triangle (𝐴
0
, 𝐴

1
, 𝐴

2
) in a node texture, which has

a set of triangle pixels. Subsequently, a triangle (𝐵
0
, 𝐵

1
, 𝐵

2
)

in a captured image is projected from (𝑇
0
, 𝑇

1
, 𝑇

2
). We then

duplicate triangle (𝐴
0
, 𝐴

1
, 𝐴

2
) from triangle (𝐵

0
, 𝐵

1
, 𝐵

2
).

After all of the triangles in a node mesh are mapped from the
current image, the node texture is updated.

In large-scale terrain environment, there are more than
a thousand of such triangles sensed in the terrain mesh.
Therefore, it is difficult to apply CPU programming to
implement such node texture generationmethod in real time.
Therefore we realize the triangle duplication method in par-
allel by applying GPU programming, which is implemented
by CUDA kernel.

We firstly copy the current captured images, an updated
node mesh, and its texture into GPU memory. Next, each
triangle of nodemesh inGPU is projected onto its destination
triangle in the captured image. Then, we duplicate the
destination triangle to the triangle in node texture. Finally,
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(a) Top view (b) Front view

Figure 5: Terrain reconstruction result.
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the generated node texture in GPU memory is copied into
CPU memory (see Pseudocode 1).

4. Experiments

Experiments were performed to test the proposed traversable
ground surface segmentation and modeling method. The
mobile robot shown in Figure 4 was used to gather data
using its integrated sensors, including a LiDAR sensor, a
GPS receiver, a gyroscope detector, and three video cameras.
The valid data range of the LiDAR sensor was approximately
70m from the robot. The multiple sensors collect terrain
information in the form of 3D point clouds, 2D images,
GPS data, and rotation states. The proposed algorithms were
implemented on a laptop with a 2.82GHz Intel Core2 Quad
CPU, a GeForce GTX 275 graphics card, and 4GB RAM.
The terrain model is reconstructed and represented using
Microsoft’s DirectX application programming interface.

Figures 5(a) and 5(b) show the result of terrain
reconstruction by registering the sensed 3D point clouds
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Figure 7: Visualization speed compared with a CPU-based system.

and captured video images into the texture terrain mesh.
The bottom images were captured by the three cameras. The
robot captured one image of 659 × 493 pixels every 0.1 s.
The node size was 12.8 × 12.8 m2. The resolution of the node
texture was 512 × 512 pixels.

We compared the texture buffer sizes of the node textures
and the video images, as shown in Figure 6. After 20 s,
200 images were captured and 82 nodes were registered in
the terrain model. The node textures buffer size of these
nodes was 82.0Mbit, generated from 247.8Mbit of video
images. Therefore, the results demonstrate that large-scale
video images were registered to the node textures with a low
memory overhead using the proposed GPU-based ground
surface mesh generation method.

We compare the GPU-based rendering speed with CPU-
based terrainmodeling results, as shown in Figure 7. After the
voxels were registered in the terrainmodel, we segmented the
points into the ground dataset and nonground dataset using
the Gibbs-MRF method. In our project, we implemented
the ground segmentation procedure once for 180 packets
of registered voxels. The ground segmentation duration was
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Memcpy(cuda image, cpu captured image, hosttodevice);
Memcpy(cuda mesh XYZ, cpu updating node mesh, hosttodevice);
Memcpy(cuda node texture, cpu updating node texture, hosttodevice);
cuda Kernel Projection<<<Dg, Db>>>(cuda mesh XYZ, cuda mesh UV, projection matrix);
cuda Kernel Duplication<<<Dg, Db>>>(cuda node texture, cuda mesh UV, cuda image, cuda node texture);
Memcpy(cpu updating node texture, cuda node texture, devicetohost);

Pseudocode 1

0.5271ms on average, which is much faster than 0.1 s and
satisfies the real-time requirement.

We compute the rendering frame counts every second.
After 5 seconds, 21,134 triangles were generated in the ground
mesh. The rendering speed is approximately 38 fps (frames
per second) using GPU programming. After 35 seconds,
105,723 triangles were generated. The rendering speed slows
to 26 fps using GPU programming. Using the CPU, the
terrain rendering speed is 6 fps after 30 seconds of data
collection. In our study, we aimed to render more than
15 fps to achieve real-time visualization.Therefore, the results
demonstrate that we meet the real-time requirements for
dataset registration and visualization using GPU program-
ming.

5. Conclusions

In this study, we developed an intuitive terrain modeling
technique with a traversable ground surface segmentation
method for a mobile robot. The mobile robot collects 3D
point clouds, 2D images, GPS, and rotation states through
multiple sensors. We constructed a voxel-based flag map in
order to register the sensed 3D point clouds into the terrain
model without redundancy. We segment ground data from
the reconstructed voxel map with few errors using a Gibbs-
MRF model. The ground voxels are registered into a node-
based texturemesh to provide rapid and intuitive information
of the visualized terrain with low memory. In order to realize
real-time approach, we employed a GPU to implement the
proposedmethods in parallel.We tested our proposed system
using a mobile robot mounted with integrated sensors. The
results demonstrated an intuitive visualization performance
and low memory requirement in a large-scale environment.

However, in large-scale environment, the nonground
objects have complex shapes, such as persons, trees, and
vehicles. In this paper, we represent these objects using point-
based rendering method and the visualization results are not
intuitive enough. In the future, we will research feature-based
object classification algorithms to group the sensed objects
into different types. Then, we will represent different objects
using modeling method.
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[3] A. Nüchter and J. Hertzberg, “Towards semantic maps for mo-
bile robots,” Robotics and Autonomous Systems, vol. 56, no. 11,
pp. 915–926, 2008.

[4] A. Agrawal, R. C. Joshi, and M. Radhakrishna, “Real-time pho-
torealistic visualisation of large-scale multiresolution terrain
models,”Defence Science Journal, vol. 57, no. 1, pp. 149–162, 2007.

[5] S. Kim, S. Lee, S. Kim et al., “Object tracking of mobile robot
using moving color and shape information for the aged walk-
ing,” International Journal of Advanced Science and Technology,
vol. 3, pp. 59–68, 2009.

[6] A. Dey, A. Cunningham, and C. Sandor, “Evaluating depth per-
ception of photorealistic mixed reality visualizations for
occluded objects in outdoor environments,” inProceedings of the
IEEE Symposium on 3D User Interfaces (3DUI ’10), pp. 127–128,
March 2010.

[7] Y. Ho, “Challenging technical issues of 3D video processing,”
Journal of Convergence, vol. 4, no. 1, pp. 1–6, 2013.

[8] D. Huber, H. Herman, A. Kelly et al., “Real-time photorealistic
visualization of 3D environments for enhanced remote opera-
tion of vehicles,” in Proceedings of the International Conference
on 3-D Digital Imaging andModeling (3DIM ’09), pp. 1518–1525,
October 2009.

[9] Y. Zhao, X. Cui, and Y. Cheng, “High-performance and real-
time volume rendering in CUDA,” in Proceedings of the 2nd
International Conference on Biomedical Engineering and Infor-
matics (BMEI ’09), pp. 1–4, October 2009.

[10] C. Gong, J. Liu, H. Chen et al., “Accelerating the sweep 3D
for a graphic processor unit,” Journal of Information Processing
Systems, vol. 7, no. 1, pp. 63–74, 2011.

[11] C. Frueh, S. Jain, and A. Zakhor, “Data processing algorithms
for generating textured 3D building facade meshes from laser
scans and camera images,” International Journal of Computer
Vision, vol. 61, no. 2, pp. 159–184, 2005.

[12] S. R. Sukumar, S. Yu, D. L. Page, A. F. Koschan, andM. A. Abidi,
“Multi-sensor integration for unmanned terrain modeling,” in



8 International Journal of Distributed Sensor Networks

Unmanned Systems Technology VIII, vol. 6230 of Proceedings of
the SPIE, pp. 65–74, May 2006.

[13] S. Quan, J. Xu, andY. Kim, “Utility-based rate allocation scheme
for mobile video streaming over femtocell networks,” Journal of
Information Processing Systems, vol. 5, no. 3, pp. 151–158, 2009.

[14] S. Chang, H. Chang, S. Yen et al., “Panoramic human structure
maintenance based on invariant features of video frames,”
Human-Centric Computing and Information Sciences, vol. 3, no.
14, pp. 1–18, 2013.
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Due to the limited energy of sensor nodes, it is a research goal that the lifetime of sensor networks is prolonged by transmitting the
sensed data to the base station in an energy-savingway. Previous algorithms aim at reducing the average energy consumption rate to
extend the network lifetime. However, some nodes sometimes may be served as the cluster-head too many times to conserve their
energy, resulting in reduced network lifetime. Thus, the large deviation of network lifetime makes these algorithms impractical.
This paper proposes a new clustering algorithm which not only reduces the average energy consumption rate, but also converges
the residual energies of all nodes on a small interval. Based on the two-region cluster-heads selection mechanism, the coordinator
adaptively adjusts the far-near regions to converge the energies of all nodes on a small interval. With the exclusion-circle of cluster-
heads, cluster-heads can be distributed evenly in a spatial respect for each round, resulting in reduced energy consumption. The
simulation results show that the proposed algorithm not only makes cluster-heads distribute evenly in a spatial respect but also
converges the residual energies of all nodes on a small interval, resulting in extending the network lifetime significantly and stably.

1. Introduction

The technological advances in microelectronics, wireless
communications, and embedded systems make the develop-
ment and deployment of wireless sensor networks feasible
[1–3]. In 2000, the professors in UCLA proposed a wireless
sensor network, called Smart Dust, for military applications.
Recently, its applications have been expanded on many
fields, such as industrial control, environmental monitoring,
medical care, and daily living facilities [4–8].

A lot of sensor nodes are distributed in the sensing
field. All the sensor nodes conduct environmental sensing
periodically and send the sensed data to the sink [9].The sink
collects and analyzes all the sensed data and then transmits
the results to the user terminal. It is hard to recharge the
sensor nodes after they are deployed. Hence, it becomes an
important research issue that the sensed data are collected in
an energy-saving way to prolong the network lifetime [10].

The approaches for data collection can be categorized
into a clustering scheme [11] and a multihop scheme [12].
The clustering scheme is an easier and more efficient way

to save energy in wireless sensor networks. In each round,
cluster-heads are elected and each cluster-head collects the
sensed data from its corresponding member nodes and
then transfers the collected data to the sink. The energy
consumption for data transmission is proportional to the
square (or quadruplicate) of the distance between the sender
and receiver. It is expected that the elected cluster-heads
are uniformly distributed in the sensing area such that all
the transmission distances are shorter, resulting in reducing
energy consumption. If some particular nodes are elected as
cluster-heads too often, these nodes will use up their energy
earlier and the network lifetime is reduced significantly.
Hence, the energy-balanced cluster-heads selection becomes
a key point in designing a wireless sensor network.

Taking the above considerations, this paper proposes the
two-region cluster-heads selection mechanism. The sensing
area is partitioned into the far and near regions. In the
first phase, the selected coordinator picks the node with the
highest residual energy in the far region as the unique cluster-
head for the far region. In the second phase, all the nodes in
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the near region calculate their priorities to compete for sev-
eral cluster-heads by the nodes’ energy distribution window,
which is estimated from the residual energies of cluster-heads
of the last round. Finally, the coordinator unifies the cluster-
heads by broadcasting to solve the collision problem. With
the residual energies of cluster-heads of previous rounds, the
coordinator adaptively adjusts the partition-state to make
the system stay on two stable states back and forth after a
short time period. With the exclusion-circle of cluster-heads,
cluster-heads can be distributed evenly in a spatial respect for
each round, resulting in reducing the energy consumption.

This paper is organized as follows. Section 2 reviews
related clustering approaches for wireless sensor networks.
Section 3 gives our proposed cluster-heads selection algo-
rithm EnBaCH. Experimental performance comparison
between EnBaCHand LEACH is given in Section 4. Section 5
concludes the paper.

2. Related Works

In LEACH [13], cluster-heads are randomly selected based on
the probability bywhich each nodewill be elected as a cluster-
head once in the fixed number of rounds. Probably, there is
no cluster-head elected in one round and each node needs
to send the sensed data to the base station by itself, resulting
in wasting energy. Sometimes, cluster-heads are unevenly
distributed and some member nodes employ larger energies
to transmit the sensed data to their corresponding cluster-
heads with the larger distance.

In TB-LEACH [14], all the nodes broadcast ADV (adver-
tisement) packets to compete for cluster-heads only if the
number of elected cluster-heads is less than the prescribed
threshold. Hence, there are a fixed number of cluster-heads in
each round. It only solves the problem of a few cluster-heads
in one round.

LEACH-B [15] is a two-stage cluster-heads selection
approach. The first stage is the same as LEACH except for
broadcasting with its own residual energy. If the number
of cluster-heads of the first stage is less than the prescribed
threshold, in the second stage, the other nodes broadcast
ADV packets to compete for cluster-heads according to time
priority which is proportional to their own residual energy. It
also solves the problem of a few cluster-heads in one round.
Cluster-heads elected in the second stage can be with the
higher residual energy while cluster-heads elected in the first
stage are not.

C-LEACH [16] adjusts the number of cluster members
for each cluster within the specified interval by a two-stage
method. The first stage is the same as LEACH. It reforms the
clusters in the second stage. However, somemembers may be
far away from their corresponding cluster-heads, resulting in
wasting energy.

N-LEACH [17] improves LEACH by giving some nodes
more chances to compete for cluster-heads. For the nodes
having served as a cluster-head in the fixed number of rounds,
if the total number of their ownmember nodes is less than the
prescribed number, they are allowed to compete for cluster-
heads. It is assured that the number of its member nodes of

each node in the fixed number of rounds is no less than the
prescribed number. However, energy consumption of each
node is not affected only by the number of its corresponding
member nodes.

LEACH-IMP [18] partitions the sensing area into the
prescribed number of regions in which there are the same
number of nodes. In each round, exactly one node near
the center of each region is elected as the cluster-head. The
member nodes consume less energy because of the shorter
transmission distance. However, the nodes near the center of
each region consumemore energy because of being served as
cluster-heads frequently and will use up their energies earlier,
resulting in reducing the network lifetime significantly.

EDL [19] enhances LEACH by considering energy and
distance. The nodes within the specified distance from the
elected cluster-heads are prohibited from competing for
cluster-heads such that cluster-heads can be distributed uni-
formly in the spatial aspects. The nodes with higher residual
energy are giving more chances to compete for cluster-heads.
Hence, all the nodes are balanced with respect to energy,
resulting in extending the network lifetime. However, it
causes very high overhead to collect total energies for each
round.

3. Energy-Balanced Cluster-Heads Selection
Mechanism (EnBaCH)

Because all sensor nodes are distributed in the sensing area
randomly, the location of all sensor nodes and distances
between the base station and all sensor nodes is unknown in
the beginning of the sensor network.Therefore, it is necessary
to initialize the system with coordinator selection and set-up
of far-near region.

After the system initialization, the system begins col-
lecting sensed data. Each round composes two parts: set-up
and data-collection, as shown in Figure 1. The set-up part
consists of CH selection, coordinator broadcasting, member
joining, and schedule broadcasting. The data-collection part
consists of five frames, in which one sensed data from every
sensor node is collected to the base station per frame. In
each frame, member nodes transmit the sensed data to their
corresponding cluster-heads in the scheduled slots while they
are sleeping in the other slots for energy-saving. The cluster-
heads collect the sensed data from their corresponding
member nodes and then send all the collected data to the base
station.

With transmitting the same amount of data to the base
station, the farther nodes from the base station will consume
more energy than the nearer nodes. The sensing area is
partitioned into two regions (far and near regions) according
to the distance from the base station. In the first phase, exactly
one cluster head will be elected in the far region, and then
others are elected in the near region, resulting in reducing
energy consumption.

For competing for cluster-heads with broadcasting, it is
possible to collide with each other. The nodes with collision
may perceive themselves as cluster-heads and send their data
to the base station solely, resulting in wasting energy. By
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Figure 1: The schedule of each round.

choosing a suitable node as the coordinator, it broadcasts the
received cluster-heads information to unify the cluster-heads
information of all nodes, resulting in solving the collision
problem.

In addition to unifying the cluster-heads information, the
coordinator must adjust far-near region to achieve the bal-
ance of energy consumptions.With the energy information of
cluster-heads of previous rounds, the coordinator adaptively
adjusts the far-near regions to converge the residual energies
of all the nodes to a small interval.

3.1. System Initialization. Initially, the base station broadcasts
the request to all sensor nodes and all sensor nodes send
their own distances from the base station back to the base
station, which are estimated by the received signal strength
indication (RSSI). In order to partition the sensing area into
far and near regions by the estimated distances, it is necessary
that each sensor node has a unique (distance, node-id) tuple.
The operation < on (distance, node-id) tuples is defined in the
following, which possesses the property of total ordering.

Definition 1. (dis1, id1) < (dis2, id2) if and only if dis1 < dis2 or
(dis1 = dis2 and id1 < id2).

With the property of total ordering, the base station sorts
all the (distance, node-id) tuples in decreasing order into
Distance-Id List (DIL) and then broadcasts DIL to all sensor
nodes. The partition-state of the sensing area can be defined
with DIL.

Definition 2. Let DILk be the 𝑘th tuple in DIL.The partition-
state 𝑆

𝑘
is defined as that in which the sensor nodes with

tuples DIL
1
, . . ., DILk are in the far region and the other nodes

are in the near region.

From Definition 2, each sensor node can determine its
belonging regionwithDIL and 𝑆

𝑘
.The adaptive adjustment of

partition-state will be described in the following subsection.
The coordinator is responsive for collecting the residual

energies of all the nodes in the far region and selecting the
node with the highest residual energy as the cluster-head of
the far region. The nodes nearby the center of the sensing
area are suitable for the candidates of the coordinator. A
feasible candidate can reduce energy consumption due to
short distances.

Initially, all the sensor nodes calculate their own broad-
cast waiting time which is in inverse proportion to their own
distances from the base station. When each node has run
out of its waiting time, it determines whether it broadcasts
a Co ADV packet or not. If a node is within the exclusion-
circle of some coordinator candidates or there are three or
more coordinator candidates, it will cancel broadcasting;
otherwise, it will broadcast a Co ADVpacket, which includes
other candidates’ information to claim itself as a coordinator
candidate.

Each candidate has three distances among these three
candidates through broadcasting messages. Each candidate
has two related distances. The candidate with the minimum
sum of its related distance should be in the middle of three.
In order to let the coordinator be nearby the center of the
sensing area, only the middle candidate with less distance
(< threshold 𝛼) from the base station can be elected as the
coordinator. If the distance between the middle candidate
and the base station is greater than threshold 𝛼, the middle
candidate broadcasts a Co NAK packet to cancel its candi-
dacy.When other nodes receive theCo NAKpacket, theywill
remove themiddle candidate from the candidate list and then
compete for being the coordinator candidate. If the distance
between the middle candidate and the base station is not
greater than threshold 𝛼, the middle candidate broadcasts a
Co ACK packet to assume its coordinator-ship. When other
nodes receive Co ACK message, they will record the middle
candidate as the coordinator.

3.2.The Cluster-Head Selection in the Far Region. Because the
nodes in the far region consume more energy than the nodes
in the near region, only one cluster-head is elected in the far
region and others are elected in the near region. In the first
phase, the coordinator is expected to select the node in the far
region with the highest residual energy as the cluster-head,
resulting in the residual energies of all the nodes in the far
region being converged on a small interval.

At first, the coordinator collects the quantities of the
residual energies of all the nodes in the far region. All the
nodes in the far region will broadcast their own quantity
of the residual energy to the coordinator at a time slot
randomly. The coordinator then selects the node with the
highest residual energy and notifies it. The notified node will
broadcast a CH ADV packet to assume its cluster-headship.
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Due to collision, it is possible that the notified node is not the
node with the highest residual energy.

3.3. The Cluster-Heads Selection in the Near Region. In the
second phase, it is expected that the nodes in the near region
with the highest residual energy are elected as the cluster-
heads, resulting in the residual energies of all the nodes in the
near region being converged on a small interval. As described
before, in order to achieve the spatial balance, the nodes
within the exclusion-circle of cluster-heads are prohibited
from being cluster-heads. It is useless that the coordinator
collects the quantities of residual energies of all the nodes in
the near region.Therefore, we propose an estimationmethod
to estimate the residual energy distribution of all the nodes in
the near region. Based on the estimated energy distribution, it
allows the nodes with the higher residual energy to compete
for being cluster-heads with less collision.

Reference Energy (RE) is defined as the estimation of the
highest residual energy in the near region for the current
round. Let RE be theREof the last round.Assume thatMax𝐸
is the highest residual energy of cluster-heads in the near
region in the current round. Let 𝛿 be an allowable energy
deduction. RE can be estimated at the end of cluster-heads
selection as follows:

RE =
{

{

{

{

{

RE if Max𝐸 ≥ RE

Max𝐸 if RE > Max𝐸 ≥ RE − 𝛿
RE − 𝛿 if Max𝐸 < RE − 𝛿.

(1)

From the definition, it is obvious that RE should be equal
to Max𝐸. The node with the highest residual energy may not
be elected as one of the cluster-heads, because it may collide
with other nodes or because it is in the exclusion-circle of
the cluster-head in the far region. When Max𝐸 ≥ RE, it
means that the node with the highest residual energy in the
last round is not elected as one of the cluster-heads or the
cluster-head in the current round with the highest residual
energy was in the far region in the last round.ThenRE should
stay the same as RE; otherwise, the cluster-heads selection
may not work well in the next round because the contention
window cannot cover most of the nodes with higher residual
energy. When Max𝐸 is less than RE − 𝛿, RE is set to RE − 𝛿
in order to keep the estimation error small. At the end of
cluster-heads selection, the coordinator will broadcast RE to
all sensor nodes for cluster-heads selection of the next round.

Recall that the nodes with higher residual energy are
expected to be elected as cluster-heads. Let us introduce the
concept of contention window. It is expected that the con-
tention window covers most of the nodes with higher residual
energy. Hence, let the beginning of contention window (WB)
be RE + 0.1 and the width of the contention window be
0.7 Joules. Because the broadcasting interval is limited, the
nodes with a residual energy less than RE + 0.6 do not join
the competition for cluster-heads. Due to estimation error,
maybe there exist some nodes with a residual energy greater
than WB, namely, priority group, and it is necessary to give
these nodes higher priority, as shown in Figure 2. ADVtime1
time slots are allocated for priority group. The nodes within
the contention window are partitioned into usual group and

Residual energy

RE

Node id

WB

Priority group

Usual group

Backup group

Node

RE − 0.6 J

Figure 2: The contention window.

backup group according to the energy threshold WB − 0.3.
ADVtime2 and ADVtime3 time slots are allocated for usual
group and backup group, respectively. Because usual group
must have higher priority, ADVtime2 is set to be two times
that ofADVtime3.Thus, the broadcast waiting time of priority
group (𝑊

𝑝
), usual group (𝑊

𝑢
), and backup group (𝑊

𝑏
) can be

derived as follows, where ER is the current residual energy of
the node:

𝑊

𝑝
= random (0, 𝐴𝐷𝑉𝑡𝑖𝑚𝑒1) ,

𝑊

𝑢
=

(WB − ER)
0.3

∗ 𝐴𝐷𝑉𝑡𝑖𝑚𝑒2 + 𝐴𝐷𝑉𝑡𝑖𝑚𝑒1,

𝑊

𝑏
=

((WB − 0.3) − ER)
0.4

∗ 𝐴𝐷𝑉𝑡𝑖𝑚𝑒3

+ 𝐴𝐷𝑉𝑡𝑖𝑚𝑒2 + 𝐴𝐷𝑉𝑡𝑖𝑚𝑒1.

(2)

In order to reduce collision, 𝑊
𝑢
and 𝑊

𝑏
are increased by a

random number (eg., random(0, 3)).

3.4. Adaptive Adjustment of Far-Near Regions. For transmit-
ting the same amount of data to the base station, the farther
nodes from the base station will consume more energy than
the nearer nodes. The sensing area is partitioned into two
regions (far and near regions) according to the distance from
the base station. In the first phase, exactly one cluster head
will be elected in the far region, and then others are elected
in the near region, resulting in reducing energy consumption.
If the partition-state is not in energy-balanced state and one
of far-near regions will run out of energy earlier, the network
lifetime is reduced significantly. However, the balanced state
is affected by many factors and it is very difficult to derive
the balanced state in advance. In this paper, we propose a
partition-state adjustment scheme which adaptively adjusts
partition-state by the energy information of cluster-heads
such that average energy consumption per node is almost
equal. Thus, it can extend the network lifetime significantly
and stably.

Recall that there are 𝑘 nodes in the far region for
partition-state 𝑆

𝑘
. It is impossible that average energy con-

sumption per node in the far region is equal to that in the
near region for any partition-state. Hence, we introduce the
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Figure 3: The adjusting stage for partition-state adjustment.

concept of virtual partition-state. Virtual partition-state 𝑆V is
defined as that which consists of (V − 𝑢 + 1) ∗ 100% of 𝑆

𝑢
and

(𝑢 − V) ∗ 100% of 𝑆
𝑢−1

, where 𝑢 = ⌈V⌉. The balance point is
defined as a virtual partition-state 𝑆V in which average energy
consumptions per node for all the nodes are almost equal.
Two partition-states near the balance point are called stable
states. It is expected that after a time period, the system could
stay on two stable states back and forth. Thus, the residual
energies of all the nodes are converged on a small interval.

Recall that the coordinator selects the node with the
highest residual energy in the far region as the cluster-head.
One turn is defined as a number of rounds in which every
node in the far region has been the cluster-head once. That
is, one turn consists of 𝑘 rounds for partition-state 𝑆

𝑘
. The

coordinator determines if the partition-state is adjusted at the
end of the current turn according to the energy information
of cluster-heads. Assume that AVG ER

𝑛
and AVG ER

𝑓
are

the average residual energies of cluster-heads of the current
turn for the near region and the far region, respectively. Let
Δ𝑖 = AVG ER

𝑛
− AVG ER

𝑓
. Δ𝑖 is employed as the estimation

of difference of the average residual energies of all the nodes
between the far region and the near region. Let Δ𝑟 be Δ𝑖 of
last turn with different partition-states from the current turn.

The partition-state adjusting scheme consists of two
stages: initialization stage and adjusting stage. For the case
of the current partition-state being at the left-hand side of
the balance point, Δ𝑖 is increased by a small amount per turn
because there are a smaller number of nodes in the far region,
compared with the number of nodes at the far region in the
balance point, as shown in Figure 3. There is the similarity
for the case of the current partition-state being at the right-
hand side of the balance point. Initially, all the nodes possess
the same energy. Ideally, at the end of the first turn and for
the case of the initial partition-state being at the left-hand
(or right-hand) side of the balance point, Δ𝑖 is greater (or
less) than zero. Due to estimation error, there may not exist
the corresponding Δ𝑖 value in the first three turns and then
the partition-state adjustments of the first three turns are
skipped. At the end of the fourth turn, the partition-state is
changed rightward (or leftward) if Δ𝑖 > 0 (or Δ𝑖 < 0). Then,
the system enters the adjusting stage.

In the adjusting stage, it is not assured that the current
partition-state is in the left-hand (or right-hand) side of the
balance point if Δ𝑖 > 0 (or Δ𝑖 < 0). The other measurement
is needed. Recall that Δ𝑟 is Δ𝑖 of last turn with different
partition-state from the current turn. If the current partition-
state is at the left-hand (or right-hand) side of the balance
point, Δ𝑖 is increasing (or decreasing). Hence, it is assured

that the current partition-state is in the left-hand (or right-
hand) side of the balance point if (Δ𝑖 − Δ𝑟) > 0 (or (Δ𝑖 −
Δ𝑟) < 0), as shown in Figure 3. Cases 1 and 2 (or Cases
3 and 4) are in the left-hand (or right-hand) side of the
balance point. In Case 1, the partition-state must be adjusted
rightward to approach the balance point. Similarly, in Case 4,
the partition-state must be adjusted leftward to approaching
the balance point. For Cases 2 and 3, the partition-state
remains unchanged such that Δ𝑖 approaches zero. In the
following, we consider the case of the initial partition-state
being in the left-hand side of the balance point. Initially, the
system is in Case 1. After a couple of state changings, the
system will enter Case 3 and stay on one of stable states to
reduce Δ𝑖. When Δ𝑖 becomes negative, the system is in Case
4 and the partition-state will be adjusted to one of the other
stable states (i.e., Case 2 in the next turn). The system with
Case 2will stay on one of the stable states to increaseΔ𝑖.When
Δ𝑖 becomes positive, the system is in Case 1 and the partition-
state will be adjusted to one of the other stable states (i.e.,
Case 3 in the next turn). From now on, the system stays on
two stable states back and forth.There is the similarity for the
case of the initial partition-state being in the right-hand side
of the balance point.

The partition-state is changed only if the system is in
Cases 1 or 4. Due to the estimation error, it is possible that
an incorrect state changing is made. To prevent the incorrect
state changing, two small amounts of thresholds TH1 and
TH2 are introduced. The conditions of state changing for
Cases 1 and 4 become Δ𝑖 > TH1and (Δ𝑖 − Δ𝑟) > TH2 and
Δ𝑖 < − TH1 and (Δ𝑖 − Δ𝑟) < − TH2, respectively.

For Cases 2 and 3, the system stays on one of two stable
states to let Δ𝑖 approach zero. However, the difference of
Δ𝑖’s between two consecutive turns for stable states is very
small. The time for Δ𝑖 reaching around zero may be very
long. Hence, we introduce the counter threshold. Initially, the
counter threshold is set to 3. When the system has stayed on
the same state for more turns than the counter threshold, its
partition-state must be adjusted according to Δ𝑖. For Case 3
(or Case 2), the partition-statemust be adjusted rightward (or
leftward) to decrease (or increase)Δ𝑖with a larger amount. As
a consequence, the time for Δ𝑖 reaching around zero could
be reduced significantly. If the direction of adjustment of the
partition-state has been changed twice, Δ𝑖 will reach around
zero for partition-states nearby the balance point and the
counter threshold can be set to 9 to let the system stay on two
stable states back and forth.

4. Simulations and Results

The simulations are conducted with NS2 [20]. There are 100
sensor nodes randomly distributed in the 100m × 100m area.
The base station is located at the top of the sensing area with
the distance of 75m, as shown in Figure 4. The base station
and all the sensor nodes are assumed to be fixed. All the
sensor nodes are not equipped with the devices for detecting
their own locations and their own location may be estimated
with some localization algorithms. All the sensor nodes are
homogeneous with limited energy.
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Figure 4: The simulation environment.

The simple first-order radio model is adopted to calculate
the energy consumption for transmitting and receiving data
packets. Let𝐸elec, 𝜀𝑓𝑠, and 𝜀𝑚𝑝 denote the energy consumption
rates for operating the electronics in a radio transceiver
and transmitter amplifier of near-far ranges, respectively. For
receiving a 𝑘-bit packet, a sensor node consumes𝐸

𝑅𝑥
(𝑘) Joule

of energy or 𝐸
𝑅𝑥
(𝑘) = 𝑘𝐸elec. For transmitting a 𝑘-bit packet

to another node over a distance of 𝑑 meters, the energy
consumption is as follows

𝐸

𝑇𝑥
(𝑘, 𝑑) = {

𝑘𝐸elec + 𝑘𝜀𝑓𝑠𝑑
2

, 𝑑 < 𝑑

0

𝑘𝐸elec + 𝑘𝜀𝑚𝑝𝑑
4

, 𝑑 ≥ 𝑑

0
.

(3)

In the simulations of this paper, let 𝐸elec = 50 nJ/bit, 𝜀
𝑓𝑠

=
10 pJ/bit/m2, 𝜀

𝑚𝑝
= 0.0013 pJ/bit/m4, and 𝑑

0
= 250m.

The simulations with initial partition-states from 𝑆
25

to
𝑆

40
are conducted in the 100m × 100m sensing area. Due to

the limitation of paper size, only the state transition diagrams
for 𝑆
25
, 𝑆
30
, 𝑆
35
, and 𝑆

40
are shown in Figures 5, 6, 7, and 8. In

this scenario, two stable states are 𝑆
32

and 𝑆
33
, indicated by

red solid lines.
For the cases of initial partition-state being far away

from stable states, the system stays on two stable states back
and forth after turns 45 and 60 for initial states 𝑆

25
and

𝑆

40
, respectively. For the cases of initial partition-state being

nearby stable states, the system stays on two stable states
back and forth after turns 22 and 24 for initial states 𝑆
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Table 1: The network lifetime for LEACH and EnBaCH.

LEACH EnBaCH
Average network lifetime (s) 53538 79986
Average energy consumption per round (J) 2.77985869 1.9937212
Average residual energy (J) 563.291104 26.45153797
Network lifetime for the worst case 51380 79820
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Figure 9: Residual energy distribution for all the nodes at time
50000 second.

and 𝑆
35
, respectively.The simulations show that our proposed

adaptive adjustment scheme makes the system stay on two
stable states back and forth after a short time period. Due to
estimation error, the system was running away from stable
states at turn 89, as shown in Figure 5. And it will come back
to stable states after two turns.

Recall that the coordinator is expected to select the node
in the far region with the highest residual energy as the
cluster head. The residual energies of all the nodes in the
far region are converged on a small interval (0.3 J), because
the cluster-heads consume about 0.3 J per round. Due to
collision and exclusion-circle, the node in the near region
with the highest residual energy may not be elected as the
cluster head. Hence, the residual energies of all the nodes in
the near region are converged on a small interval (0.6 J). The
simulation results show that the residual energies of all the
nodes are distributed on a small interval (0.6 J), as shown in
Figure 9 (blue dots denote near-region nodes, while red dots
represent far-region nodes). Therefore, at the end of network
lifetime, the total residual energy of 100 nodes is around 30 J,
as shown in Table 1. In Table 2, the standard deviation of
residual energy for EnBaCH is only 2.3308.This confirms that
the residual energies of all the nodes are always distributed
on a small interval. The standard deviation of average energy
consumption per round for EnBaCH is very small too. This
shows that our proposed algorithm is stable.

Table 2: The standard deviation for LEACH and EnBaCH.

LEACH EnBaCH
SD for network lifetime 1434.746 89.14408
SD for average energy consumption
per round 0.082289 0.002001

SD for residual energy 60.62555 2.330875

Table 3: The performance comparisons for cluster-head selection
algorithms.

Algorithms The improvements over LEACH
N-LEACH 12%
TB-LEACH 15%
LEACH-IMP 21%
LEACH-B 25%
Low-energy [21] 30%
EnBaCH 49.40%

Consider the average case in the following. From Table 1,
because the energy utility of EnBaCH is 99.67% and the
energy utility of LEACH is 92.96%, EnBaCH gets 7.22%
improvements in the energy utility over LEACH. For
average energy consumption per round, EnBaCH obtains
39.43% improvements over LEACH.Totally, EnBaCHobtains
49.40% improvements in the network lifetime over LEACH.
In the worst case, EnBaCH obtains 55.35% improvements
in the network lifetime over LEACH. Table 3 shows that
EnBaCH obtains much more improvements in the network
lifetime than other cluster-head selection algorithms.

5. Conclusions

This paper proposes a two-region cluster-heads selection
mechanism. The sensing area is partitioned into the far and
near regions. In the first phase, the selected coordinator picks
the node with the highest energy in the far region as the
unique cluster-head of the far region. In the second phase,
all the nodes in the near region calculate their priorities to
compete for several cluster-heads by the estimation band of
nodes’ energies. Finally, the coordinator unifies the cluster-
heads by broadcasting to solve the collision problem. With
the energy information of cluster-heads of previous rounds,
the coordinator adaptively adjusts the partition-state to make
the system stay on two stable states back and forth after
a short time period. With the exclusion-circle of cluster-
heads, cluster-heads can be distributed evenly in spatial
respect for each round, resulting in reducing the energy
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consumption. The simulation results show that EnBaCH not
only distributes cluster-heads evenly in spatial respect but
also converges the energies of all the nodes on a small interval,
resulting in extending the network lifetime significantly and
stably.

The simulation results show that EnBaCH obtains 39.43%
improvements in the average energy consumption per round
over LEACH, because of cluster-heads unification by the
coordinator and even distribution of cluster-heads in space.
EnBaCH also gets 7.22% improvements in the energy utility
over LEACH by adaptive partition-state adjustment. Totally,
EnBaCH obtains 49.40% improvements in the network life-
time over LEACH.
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The underwater wireless sensor network (UWSN) is a state-of-the-art approach to exploring potential information and resources in
the aquatic environment. However, underwater communication has unique features, such as long propagation delay, low bandwidth
capacity, high bit error rates, and mobility, memory, and battery limitations. In this paper, we propose a round-based clustering
scheme that can overcome the UWSN’s confines mainly by resolving the transmission of redundant data in the network—one of
the significant factors that reduces network lifetime. Our proposed scheme works in rounds, with each round consisting of four
main phases: initialization, cluster-head selection, clustering, and data aggregation. Suitable mechanisms are chosen to apply in
each round. By dealing with most of the redundant data, our proposed clustering scheme better reduces network consumption,
thus increasing network throughput. Moreover, the minimum percentage of received data at the sink/base station is guaranteed.

1. Introduction

A wireless sensor network (WSN) is composed of a large
number of tiny sensor devices equipped with a small battery,
a tiny microprocessor, a radio transceiver, and a set of
transducers [1, 2]. These tiny sensor devices continuously
sense the environment, detect events, process data, and
communicate with each other. A wide range of applications
have been developed usingWSNs, such as environmentmon-
itoring (e.g., habitats in forests, moisture levels in agriculture
land, and noise levels in urban areas), traffic and vehicular
monitoring, health care systems, and target tracking for the
military [1–3].

In the last decade, the aquatic environment hasmotivated
intensive research because of its potential information and
resources. Interested researchers aim to monitor underwater
environments for various applications, such as oceanographic
data collection, disaster prevention, undersea exploration,
and surveillance applications [4–6]. The underwater wireless
sensor network (UWSN) is a state-of-the-art approach to
reach those goals. However, UWSNs face many challenges
due to the communication differences between UWSNs and
terrestrial WSNs. For example, one major drawback of an

acoustic wave is that the speed of the sound is far slower
(approximately 1500m/s) than that of the radio wave (3
× 108m/s), and thus the difference in their propagation
speed is huge. Furthermore, sensor nodes in UWSNs move
with the water’s current; the low bandwidth capacity in
kilohertz results in high bit error rates; there are limita-
tions on, and difficulty with, recharging batteries and so
on [6–9]. Hence, designing a UWSN that saves energy
consumption and prolongs the network’s lifetime has become
a major concern.

The cluster structure makes a network look smaller and
more stable from the perspective of each mobile terminal
[10]. Moreover, the cluster structure is a promising method
to reduce network’s energy consumption, which has recently
received much attention when deploying a network in an
aquatic environment. The cluster-based concept divides the
network into groups of nodes (or clusters) and defines a
mechanism by which all clusters connect to each other [8, 11–
20]. There are various ways of doing research on network
clustering, such as how to optimize cluster size [13], how to
select a cluster-head [11, 14, 15], how to communicate among
nodes and among clusters [11, 13, 16, 17], and how to aggregate
data in the cluster [18–20].
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Data aggregation is the technique under which the WSN
attempts to collect the sensed data from the sensors and
transmit them to the base station (BS) or the sink. The main
role of data aggregation is to not only eliminate redundant
data received from sensor nodes, but also reduce the number
of transmissions to the BS/sink [12, 18]. Aggregation of data
using similarity functions canminimize data redundancy and
reduce the size of data packets to be sent to the BS/sink [18].
This subsequently reduces traffic load and prolongs network
lifetime.

In this paper, we consider all layers forming the net-
work. Also, we propose an idea for a clustering scheme in
which the cluster-head can be reselected and clusters can
be reconstructed due to the changes in network conditions
like energy consumption, network movement, and so forth.
Reclustering not only retains the best cluster structure,
but also prolongs the network lifetime. A combination of
clustering and data aggregation with a similarity function is
the best way to reduce overall network consumption, increase
network throughput, and achieve data accuracy. Through
simulation results, we show that our proposed round-based
clustering scheme can achieve better throughput and energy
consumption than clustering without data aggregation. Also,
a minimum percentage of received data at the BS/sink is
guaranteed.

The remainder of the paper is structured as follows. In
Section 2, we review some related research about network
clustering, cluster-head selection methods, cluster commu-
nications, and data aggregation in cluster-based networks.
In Section 3, we describe in detail the proposed clustering
scheme. Our simulations results are shown in Section 4.
Finally, Section 5 concludes our paper and highlights the
future work.

2. Related Research

For a cluster-head selection method, one study proposed a
dependable clustering protocol to provide a cluster hierarchy
survivable against cluster-head failure [11]. In that paper, the
clustering protocol tries to select a primary cluster-head and a
backup cluster-head for each cluster member during cluster-
ing. The authors believe that the cluster member can quickly
switch over to the backup cluster-head when its primary
cluster-head is not working for some reason. Another study
proposed an energy-efficient cluster-head selection scheme
by considering the nodes’ energy and distributed positions
[14]. The proposed method is based on analysis of energy
consumption under the LEACH protocol in the underwater
channel. The main idea of this method is to select cluster-
heads from nodes withmore energy and that are more evenly
distributed. Their simulation results illustrated that network
lifetime is prolonged by using their proposed cluster-head
selection scheme. However, the sensor network is assumed
to be a static network, which rarely happens in underwater
environments.

Data aggregation in UWSNs has also received a lot of
attention from researchers. One objective is to propose a
data aggregation algorithm that achieves energy savings,

increases network lifetime, and reduces the amount of
bandwidth [12]. In [12], the authors considered forming
clusters, electing cluster-heads, and applying an averaging
technique for data aggregation.Also, theymade a comparison
between networks with aggregation and without aggregation.
In another study, the authors suggested using similarity
functions for data aggregation in cluster-based UWSNs [18].
In that research, the similarity functions are applied to the
aggregator nodes/cluster-head for data comparison. Those
aggregator nodes/cluster-heads are responsible for gathering
data, comparing similarities between the sets of sensed data
from neighbor nodes, and then transmitting the result to
the BS/sink nodes. They proved through simulation results
that similarity functions, such as Euclidean distance and
cosine distance, can help to construct an efficient underwa-
ter network by reducing packet size and minimizing data
redundancy. In that paper, however, the authors assumed
the network is already clustered, and they focused only
on applying the similarity functions to the cluster-heads or
aggregators.

Another study mainly worked on communications in
an ad hoc underwater acoustic network [13]. The proposed
network was grouped into multiclusters and justified the
use of time-division multiple access (TDMA) and code-
division multiple access (CDMA) within it. According to
that proposed scheme, in-cluster communication is achieved
throughTDMAand intercluster communication is donewith
CDMA. Network performance is examined through mea-
sures of connectivity, successful transmission rate, average
delay, and energy consumption. Simulation analysis was used
to obtain optimal cluster size and transmission power for a
network with a given density of vehicles [13].

3. A Proposed Round-Based
Clustering Scheme

A cluster-based network is a network partitioned into
nonoverlapping clusters. Each cluster consists of one cluster-
head and several cluster members. Cluster members eventu-
ally sense the surrounding environment and then transmit
information to their cluster-head. The main role of the
cluster-head is to collect sensed data from the member
nodes, aggregate the collected data, and transmit them to the
BS/sink.

This section provides the complete description of our
proposed clustering scheme, which works in rounds. Each
round consists of four phases, as shown in Figure 1: the
initialization phase, the cluster-head selection phase, the
clustering phase, and the data aggregation phase. In the
initialization phase, the BS/sink nodes and sensor nodes are
deployed to the area, and the sink nodes start to set up the
time for the round. Cluster-heads are selected in the second
phase. During this phase, information about residual energy,
position, and distance to the BS/sink node is gathered. In the
clustering phase, clusters are formed for each cluster-head
and its members. Then, in the last phase, data is aggregated
and transmitted to the BS/sink by the cluster-heads. Each
phase is briefly discussed in Figure 1.
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Figure 1: Four phases of proposed clustering scheme.

Notation section at the end of the paper summarizes the
notations that we use throughout this paper.

3.1. Initialization Phase. In this phase, the BS/sink nodes
start a new round by setting up a round time (𝑑round) and
broadcasting request messages to sensor nodes within their
transmission range (tx sink). 𝑑round—duration time needed
for clustering, aggregating, and transmitting—is measured
with

𝑑round = 𝑁 ×
tx sink
ps
+ 𝑑clustering. (1)

A request message containing a timestamp, tx max, and
𝑑round is broadcast to all sensor nodes. A sensor node always
supports to record the time when each message is sent out.
So, we define timestamp value is the recorded time when the
request message is sent out. The variable tx max is a random
value between 100m and 200m. In order to offer to be a
cluster-head or to join a cluster, sensor nodes that receive the
request message use the timestamp and 𝑑round to calculate
the ending of a round. In the initial phase, only sink nodes
are allowed to function in order to avoid wasting energy. A
round will finish when 𝑑round expires. To start a new round,
the BS/sink nodes rebroadcast new request messages with a
new tx max.

3.2. Cluster-Head Selection Phase. The cluster-head is
selected through a process of self-selection by the sensor
nodes. Sensor nodes that receive a request message from
the sink nodes will take the maximum transmission
range, tx max, and broadcast hello messages to neighbor
nodes within tx max. The hello message contains 𝐸residual,
𝑑

(nodeId,sinkId), and a timestamp. After exchanging hello
messages, sensor nodes analyze the information from the
other neighbor nodes (such as residual energy, position,
and distance to the sink). Hence, the nodes can select from
amongst themselves one node to become a cluster-head.
The cluster-head will be responsible for aggregating data
and transmitting it to the BS/sink node. The aggregation
mechanism that we apply to the cluster-heads is described in
the data aggregation phase.

A node receive a msg
{

If the receive msg is Hello msg
{

Create a priority table to store Hello msg’s information
Compare among nodes’ information
If a node has the most energy and is
closest to the sink node
{

Node elects itself to become CH by
broadcasting Invite msg to others
}

Else
{

Wait for Invite msg from CH node
}

}

}

Algorithm 1

Unlike LEACH that select a cluster-head from nodes with
more energy and that are more evenly distributed, in our
cluster-head selection mechanism, a sensor node must have
the highest residual energy along with the shortest distance
to its sink to become a cluster-head, as shown in (2). These
conditions make sure that cluster-heads are the node with
maximum transmission power to communicate to its cluster
members as well as help to increase the data accuracy that
transmit to the BS/sink nodes

Max (𝐸residual)

Min (𝑑
(nodeId,sinkId)) .

(2)

Algorithm 1 explains how our cluster-head selection
phase works.

One disadvantage of the broadcasting technique is col-
lisions caused by the transmission of so many messages
in the network. Hence, we apply a random timer to each
sensor node to delay broadcasting. This means that each
sensor node starts a random timer every time it wants to
broadcast a message and then broadcasts the message when
that timer expires.The reservation-basedMACA (R-MACA)
protocols [21] are also applied to the medium access control
(MAC) layer in order to prevent data collisions through
short term scheduling in UWSNs. The collision avoidance
feature of the R-MACA protocol replies mostly on time
measurements that find the optimal duration for network
communications. There were three measured time values
such as waiting time, reservation time, and delay time. Each
time measurement has its own function to help the protocol
in achieving the better performance; for example, the delay
time was proposed for avoiding data collision. In order to
start a new data transmission, any sender node must wait for
a delay time (𝑇delay). 𝑇delay is the duration for which a sender
node have to refrain from data transmitting until all other
communications at the receiver node finishs [21]. The delay
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value is measured in (3), 𝑇DATA(𝑗) is the duration of time for
which node 𝑖 has to refrain from its data transmission until
all communications at node 𝑗 finish. TRTT(i) is the duration
time reservation packet which is sent until the delay packet is
received. ΔT equals 20% of transmitting time. Consider the
following:

𝑇delay(𝑖,𝑗)

=

{

{

{

{

{

{

{

0,

𝑇RTT(𝑖)

2

> 𝑇DATA(𝑗),

𝑇DATA(𝑗) − (
𝑇RTT(𝑗)

2

) + Δ𝑇,

𝑇RTT(𝑖)

2

< 𝑇DATA(𝑗).

(3)

3.3. Clustering Phase. Clustering is a process of grouping
sensor nodes. The clustering process is initiated by sending
an invitation message from a cluster-head. The cluster-
head sends the invitation message to all of its neighbor
nodes within the maximum transmission range, tx max.The
invitation message contains the cluster-head identification,
a timestamp, and neighbor node identifications. Note that a
cluster-head obtained information about its neighbor nodes
during the cluster-head selection phase. A neighboring sen-
sor node may receive more than one invitation message from
different cluster-heads, so it will measure the distance to
each cluster-head. Then, it will accept the invitation from the
cluster-head that is closest. The distance from a node to the
cluster-head is calculated with

𝑑

(nodeId,CHId)
= ps × (𝑡received − timestamp) . (4)

The time needed for a node to join a cluster is also
included in the reply-to-join message. The clustering time is
updated in each cluster-head. It is the total time that member
nodes took to join a cluster, as updated by

𝑑clustering =
mems
∑

𝑖=1

(𝑡

𝑖
− timestamp

𝑖
) . (5)

3.4. Data Aggregation Phase. One way of addressing the
energy savings is by reducing the number of transmissions
when the network is monitoring the aquatic environment.
Also, transmitting redundant information needs to be taken
into consideration, because sensor nodes monitor the envi-
ronmentmost of the time. To address those issues, the cluster-
heads invoke a data aggregation mechanism to aggregate and
transmit data to their sink node. In this phase, we implement
a method of data aggregation with a similarity function
(Euclidean distance) in the cluster-heads [18]. A cluster-head
gathers sensed data from its cluster members and stores them
as a vector (a set of data) in order of node identification.When
a new vector is collected, the two vectors are compared by
using a similarity function. If the two vectors are deemed to
be similar, the cluster-head only sends one data set instead of
both to the BS/sink. The idea has been proven to reduce data
redundancy in the network.

The behavior of the cluster-head is illustrated in
Algorithm 2.

Repeat
A cluster-head gathers sensed data from cluster
members and stores them as vector V (a set of data)
Check if a new vector 𝑢 is formed
{

Apply Euclidean distance to compare the two vectors
If the vectors are very similar

Send only V to the sink node
Else

Send both (V, 𝑢) to the sink node
}

Until a round finishes

Algorithm 2

3.5. Network Communications. Since all clusters are formed
within a round, communication types such as intracluster
communication (cluster-head to cluster members; cluster
member to cluster member within a cluster) and intercluster
communication (cluster-head to sink, cluster member to
cluster members from two different clusters) are set up. We
apply TDMA for intracluster communication and CDMA
for intercluster communication. Communication between
cluster-head and the BS/sink is achieved through a cooper-
ative medium access control (MAC) scheduling scheme [21]
for reliable data transmission.

As soon as an old round finishes and a new round starts,
cluster-heads are reselected and clusters are reconstructed
based on the state of the network, such as residual energy
of all sensor nodes and network movement. There is also
communication amongst nodes, so clusters are set up again
due to the new construction of the network.

4. Simulation Results and Analysis

Theperformance of the proposed schemewas evaluated using
simulation. We ran our simulations on QualNet5 simulator.
Dimensions of the scenario are 1500m× 1500m.The scenario
consists of 50 sensor nodes and 4 sink nodes deployed
200m below sea level. Sensor nodes are deployed randomly,
whereas the sink nodes are equidistant to one another. In
order to replicate a shallowunderwater environment, channel
frequency and propagation speed were set at 35 KHz and
1500m/s, respectively. The energy consumption parameters
were set according to the UWM100 LinkQuest Underwater
Acoustic Modem [22]. Communications between cluster-
heads and BS/sink used a cooperative MAC scheduling
scheme [21]—a handshake approach proven to provide reli-
able data transmission. In addition, intracluster communica-
tions and intercluster communications were set with TDMA
and CDMA, respectively. All sensor nodes operated with
a data rate in the LinkQuest UWM100 equal to 7Kbps.
Transmission power of the sink nodes was 30 dBm (around
544m) while the transmission range of common sensor
nodes depended on a random value between 100m and
200m. All the sensor nodes use the same AODV routing
protocol. The time for each simulation run was 30 minutes.
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4.1. Simulation Results and Analysis. Throughput of the
network is shown in Figure 2, where the red line indicates
the throughput per node with data aggregation, and the
blue line indicates the results without data aggregation. The
help of phases in our clustering scheme and the use of
a random timer generated in each sensor node eliminate
message collisions. Hence, the throughput per node with
data aggregation is higher than with no data aggregation.
However, at 2.4 bps of offered load, throughput with nonag-
gregation is better than that with aggregation.The first reason
for the bad result can be explained in that we used a random
timer to delay broadcasting for each sensor node. However,
collisions will happen if the random values of the nodes
are similar. Another reason is that collisions occurred at the
CH/aggregator because it received too many messages from
neighboring nodes.

Figure 3 shows the energy consumed in the network, both
with and without data aggregation. The red line indicates
the energy consumption of the overall network with data
aggregation, and the blue line indicates the results without
data aggregation. In this proposed scheme, energy is saved at
each phase of the clustering scheme. For example, only sink
nodes are allowed to function during the initial phase. Also,
data aggregationwith a similarity function can save energy by
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Figure 4: Percentage of data received at BS/sink.

reducing the number of transmissions from cluster-heads to
the BS/sink.Hence, a clustered networkwith data aggregation
consumes less energy than a clustered network without data
aggregation.

The graph in Figure 4 shows the percentage of data
received at the BS/sink. In this test, we established two
scenarios: the first consists of 50 sensor nodes and 4 BS/sink
nodes (indicated by the green line) and the second consists
of 30 sensor nodes and 4 BS/sink nodes (indicated by the
red line). Generally, we can see that the percentage of data
sent to the BS/sink nodes in the first scenario is better than
the second. The main reason is that the dense network may
generate more data collisions than the dispersed network.
The number of rounds does not have a significant effect on
the results because the nodes are evenly distributed around
cluster-heads. Except for a situation of around 90 rounds,
the result of the first scenario is worse than the second.
When many rounds are generated in a sparse network, the
time given for one round to finish is divided into smaller
segments. So the data cannot be transmitted, or it will be
dropped during transmission, causing a loss of information.
In this case, the data-received ratio of the second scenario is
higher. In a dense network, sensor nodes may be unevenly
distributed in the clusters. In the best case, a cluster with
a small number of member nodes will deliver most of the
data to the BS/sink. Also, a cluster that has more member
nodes, in some situations, will successfully deliver a lot of
data to the BS/sink. However, in most cases, the results from
a sparse network are better than those from a dense network.
The major purpose of this experiment is to prove the data
guaranty at the BS/sink of our round-based clustering scheme

5. Conclusion and Future Works

In this paper, we have proposed a promised clustering scheme
to deal with data redundancy. The proposed scheme is made
up of rounds, with each round consisting of four main
phases. The cluster-heads are chosen through a self-selection
process based on residual energy and distance to the BS/sink.
Clusters are formed by the member nodes themselves. Data
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aggregation with Euclidean distance is applied in the cluster-
heads in order to reduce data redundancy. Intracluster and
intercluster communications are set up each time the new
clusters are formed.We demonstrated with simulation results
that our proposed scheme achieves high-throughput network
and low energy consumption. Also, aminimumpercentage of
received data at the BS/sink is guaranteed.

In future work, we intend to improve on the accuracy
of the data, the network size, and the network deployments
in which our proposed clustering scheme can prove advan-
tageous. Besides, we also will work more deeply on node
mobility, number of clusters, and size of each cluster in order
to decide what kind of cluster (big, medium, or small) should
be performed to achieve the best performance.

Notations

𝑑round: Duration between the start and the end of
a round

𝑁: Number of sensor nodes in a network
tx sink: Transmission range of sink nodes/BS
ps: Propagation speed of signal in shallow

underwater environment (1500 m/s)
𝑑clustering: Duration of clustering process
tx max: The maximum transmission range, a

random value between 100m and 200m
𝐸residual: The residual energy of sensor node
𝑑

(nodeId1,nodeId2): The distance between two sensor nodes
𝑡received: The time when a sensor node receives a

message.
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We present a new architecture of HDSM (Hadoop-based distributed sensor node management system) for distributed sensor node
management using Hadoop mapreduce framework and distributed file system (DFS). It offers various efficient ways for collecting
sensor data and managing multiple sensor nodes by launching specific mapreduce applications on sensor nodes which upload data
of sensor nodes to DFS and retrieve sensor data periodically from DFS. Additionally, it provides a flexible management scheme
for sensor node by reconfiguring firmware or updating configurations and data formats of sensor nodes based on mapreduce
framework. Also, it achieves a transparent and fault-tolerant architecture by exploiting various crucial features of Hadoop. Our
experimental results show that it has efficient and stable performance.

1. Introduction

In ubiquitous computing environment with wired/wireless
sensor networks, efficient sensor data collection, monitoring,
and management are very significant for various useful
data analyses [1]. Various sensor nodes such as CCTVs,
temperature sensors, or Wi-Fi hotspots can be deployed with
additional processor and storage devices for saving sensing
data locally and connected to each other through networks
such as Ethernet. These sensor networks need sophisticated
approaches to achieve massive sensor data collection and
cost-effective management of distributed sensor nodes.

Mapreduce is a useful framework in a wide range of appli-
cations including distributed parallel searching, indexing,
clustering, and sorting for various data types and replaces old
ad hoc software that performs the various analyses for large
data sets [2]. Moreover, mapreduce programming model
offers an easier way to build distributed parallel application
running on multiple computing nodes for processing big
data. Therefore, it has been adapted to several computing
environments such as multiprocessor systems and cloud
environments. So far, there exist various implementations for
mapreduce algorithm and its execution framework such as
Hadoop. They may be integrated with several distributed file
systems (DFS) and offer overall management of the whole
process for launching mapreduce application, integrating

multiple servers, and managing communications and data
transfers between components. They provide redundant and
fault-tolerant architecture via their distributed architecture,
data replication, and heartbeat mechanism.

However, the previous approaches are focused on accu-
mulating log data of applications generated from other
servers connected through wired network onto repository
based on DFS and processing them by using mapreduce.
In our research, we regard sensor network as a large scale
mapreduce cluster and present a new sensor node man-
agement platform, called HDSM (Hadoop-based distributed
sensor nodemanagement system) for distributed sensor node
management by exploiting mapreduce framework and DFS
and launching various mapreduce applications for executing
sensor data uploading, retrieving, flushing, monitoring, and
updating configurations. It offers various efficient ways for
collecting sensor data and managing multiple sensor nodes
by launching specific mapreduce applications on sensor
nodes which upload data of sensor nodes to DFS and
retrieve sensor data periodically from DFS. Additionally, it
provides a flexible management scheme for sensor node by
reconfiguring a firmware or updating configurations and data
formats of sensor nodes based on mapreduce framework.
Also, it achieves a transparent and fault-tolerant architec-
ture by exploiting various crucial features of Hadoop. Our
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Figure 1: Architecture of Hadoop deployed on multiple nodes; HDFS and mapreduce and interaction between components.

experimental results show that it has efficient and stable
performance.

The rest of the paper is organized as follows. First, in
Section 2, we describe related works. Then, in Section 3, we
describe an architecture of HDSM. Section 4 shows its exper-
imental results, and Section 5 summarizes the conclusions of
our research.

2. Related Works

Mapreduce application is comprised of two stages:mapper for
processing fine-grained unit tasks such as filtering, counting,
or sorting and reducer for summarizing operations [2].There
are various implementations formapreduce algorithm and its
execution framework such as Google mapreduce [3], Apache
Hadoop [4], and Twister [5], and inputs and outputs of
mapreduce are usually stored in a distributed file system
such as GFS [6] and HDFS [4]. They offer orchestration of
the whole management processes for launching mapreduce
application, monitoring multiple nodes, data transferring,
and managing communications between components.

Apache Hadoop is an open-source implementation of
mapreduce framework that supports the running of appli-
cations on large clusters of commodity hardware and dis-
tributed file system named Hadoop distributed file system
(HDFS) that stores large data on the computing nodes [2, 4].
It is written in the Java programming language. A Hadoop
cluster includes a singlemaster node andmultiple slave nodes
as described in Figure 1. For HDFS, Namenode is a master
component which manages file locations and metadata of all
files on HDFS. Namenode checks liveness of all slave nodes
by heartbeat mechanism based on periodical notification
with simple messages and offers command line interface and
API layer for clients. Real data files on HDFS are divided
into multiple chunks and managed by slave component
named Datanode. It stores chunks into local disk of each
worker node. Mapreduce engine for executing mapreduce
application is comprised of a single Jobtracker on master

node as a job coordinator process and multiple Tasktrackers
on slave nodes as worker demons. After receiving job request
for launching a mapreduce application, Jobtracker schedules
and allocates map and reduces tasks to multiple Tasktrackers
with awareness of the data location andmakes them executed
in parallel way. Mostly results of mapreduce jobs are saved
into the HDFS. Both mapreduce engine and the HDFS are
designed so that node failures are automatically handled by
the framework. They provide redundant and fault-tolerant
architecture via their expandable architecture and unique
monitoring scheme named heartbeat mechanism. Therefore,
their architecture is useful to construct distributed sensor
node management system.

There exist a number of researches for processing col-
lected sensor data using distributed parallel computing [7–
14]. Also, there are various approaches for constructing large
data collection systems on grid and cloud environments [15–
17]. In particular, there are some approaches which are inte-
grated with Hadoop mapreduce framework. Apache Flume
[18] is a distributed service for efficiently collecting, aggre-
gating, and transferring large amounts of log data frommany
different sources to HDFS. It offers a flexible architecture
based on streaming data flows and uses a simple extensible
data model that allows for online analytic application. Honu
[19] is a large scale streaming data collection and processing
pipeline built using Hadoop. It collects and processes all
the unstructured and structured log events generated from
various applications running on Amazon EC2 [20] or EMR
[21] and makes them available to user through Hive [22].

However, these approaches are focused on accumulating
log data of applications generated from other application
servers connected through wired network onto repository
based on DFS and processing them by using mapreduce. In
our research, we regard sensor network as a large scalemapre-
duce cluster and present a sensor nodemanagement platform
by exploiting mapreduce framework and DFS and launching
various mapreduce applications for executing sensor data
uploading, retrieving, flushing, monitoring, and updating
configurations.
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3. Distributed Sensor Node Management
System Based on Mapreduce

In this section, we present an architecture of HDSM (Ha-
doop-based distributed sensor node management system)
for managing distributed sensor nodes based on Hadoop
mapreduce and distributed file system.

3.1. Key Features. HDSM has several key features as follows.

(1) HDSM offers an easier way to build distributed
sensor node management system. HDSM uses basic
architecture and components of Hadoop framework
without correcting its functions or developing specific
component for manipulating data transfers or com-
munications. By integrating multiple sensor nodes
with limited hardware resources via network and
Hadoop technology, HDSM builds a huge logical
sensor node cluster on distributed sensor network
easily.

(2) HDSM offers automated management of the whole
process for integratingmultiple sensor nodes, launch-
ing mapreduce applications, and managing commu-
nications and data transfers between DFS and other
components via Hadoopmapreduce framework. So it
can save costs for building and maintaining manage-
ment system for distributed sensor nodes.

(3) HDSM can focus on analyzing collected sensing data
without being concerned about fault failure, since
Hadoop has internal mechanism for handling system
failure.

(4) HDSM can easily update software of sensor nodes
such as sensor device drivers, firmware, data for-
mat, and node configurations by launching exclu-
sive mapreduce application without much effort
for manipulating each of sensor nodes in complex
progress.

3.2. Architecture. HDSM consists of node control manager
(NCM),Hadoopmaster, and slave. NCMandHadoopmaster
function as a HDSM manager which controls the overall
operations of HDSM. A sensor network is considered as
a large scale mapreduce cluster. Hadoop slave is deployed
on each of sensor nodes. It consists of Tasktracker and
Datanode and interacts with the Hadoop master which is
composed of Jobtracker and Namenode. NCM manages and
controls Hadoop master by using Hadoop commands and
mediates interaction between HDFS and external systems
such as repository or data consumer services. Retrieving
accumulated sensing data in HDFS and flushing HDFS
are done by executing Hadoop commands. Particularly, it
offers effective way for retrieving of big data accumulated
on sensor node cluster since data traffic is spread across all
sensor nodes (Datanodes) in reading operation of HDFS.
NCM requests Hadoop master to execute various operations
including uploading sensing data to HDFS, flushing HDFS,
and patching sensor node firmware or configurations by
launching proper mapreduce applications. In each operation,

a single map task is allocated on each sensor node, respec-
tively, by assigning a number of map tasks as number of
total sensor nodes, since Hadoop scheduler tends to allocate
tasks to idle worker nodes which can afford to be assigned
new tasks [2]. Therefore, all map tasks process their role
independently on sensor nodes in parallel. Figure 2 shows an
overall architecture of HDSM.

The overall operations of HDSM are described below as
shown Figure 3.

(1) NCM requests Hadoop master to launch “Uploader”
mapreduce application to make all sensor nodes
upload their local sensing data to HDFS. Uploader
application has only mapper class without reducer
and creates a number of map tasks identical to the
number of sensor nodes. Each map task is allocated
and executed on eachnode and copies its local sensing
data to HDFS with distinguishable file naming. Each
local sensing data is divided into a single or multiple
data chunk and saved by Datanode in HDFS. In this
way, each sensor node uploads its local data to its
Datanode, and location of all data is identified by
Namenode. After uploading to HDFS, sensing data
can be ready for retrieval by Hadoop master and its
clients.

(2) NCM requests Hadoop master to retrieve uploaded
sensing data fromHDFS and store them to local disk,
other repository servers, or data consumer services.
All accumulated sensing data is read from multiple
Datanode at a time periodically by reading multiple
chunks frommultiple Datanodes usingHadoop com-
mand.

(3) NCM requests Hadoop master for flushing HDFS
storage to retain available disk space of sensor nodes
due to the limited storage size of sensor node.

(4) NCM requests Hadoop master to update advanced
sensor device driver or sensor node configura-
tions and launch “Updater” mapreduce application.
Updater application has no reduce stage, and the
number of map tasks is identical to that of sensor
nodes. NCM provides multiple commands lines to
map task, which in turn executes them as child tasks
such as updating sensor driver or firmware codes to
newer version, changing data formats, editing sensor
node configurations, or even executing commands
such as reboot, calibrating, and initializing of sensor
devices.

HDSM performs the above operations periodically
according to the NCM configuration. Additionally, it offers
a flexible way for users to add more operations by developing
their corresponding mapreduce applications such as simple
data analyzers or data converters. If computing power of
sensor nodes is not enough, user can execute data migration
to other repositories for back up, or data processing systems
for high performance data analysis.
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Figure 4: Average time of uploading sensing data with respect to
the number of sensor nodes with various data sizes.
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Figure 5: Average throughput of uploading sensing data with
respect to the number of sensor nodes with various data sizes.

4. Experiments and Results

We have implemented a prototype of HDSM and sev-
eral mapreduce applications for key operations using Java
programming language and Hadoop API [4]. HDSM is
deployed on several sensor nodes, each of which has wired
webcam, Core2Duo 2.33GHz processor, 2 GB memory, and
320GB disk. Each sensor node which imitates DVR (digital
video recorder) for CCTV records video data (sensing data)
captured by camera and saves it to its local disk storage
periodically. Video files have various sizes from 50MB to
800MB depending on recording time. Unique IP address
is assigned to each sensor node, and all sensor nodes are
connected to HDSMmanager via gigabit Ethernet.

We evaluate the I/O performance of HDSM for collecting
and retrieving sensor data by measuring its processing time
and throughput in Figure 4. It shows the average time of
uploading sensing data with various sizes to HDFS on several
sensor nodes. Block size of data chunk is 64MB, and there
is no replication in this experiment. Increase of uploading
time depends on the number of sensor nodes, since amount
of collectable sensor data in a period is proportional to the
number of sensor nodes. However, average throughputs are
relatively stabilized, regardless of number of sensor nodes or
data size as shown in Figure 5. Mean of throughputs in all
cases is 26.230MB/sec, and standard deviation is 3.80.
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Figure 6: Average throughput of uploading data on 8 nodes with
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Figure 7: Average time of retrieving sensor data from HDFS with
respect to number of sensor nodes with various data sizes.

Also, we measure the performance of uploading oper-
ation with various replication levels in Figure 6. It shows
average throughput of uploading data on 8 nodes with
various replication levels. The throughput of uploading data
is decreased with increasing replication level, since, although
data replication of Hadoop is performed to provide fault
tolerance and availability, it may cause more data traffic on
network and lower I/O performance of HDFS.

We evaluate retrieving performance of sensor data accu-
mulated onHDFS in Figures 7 and 8. Block size of data chunk
is 64MB, and there is no replication in this experiment.
Figure 7 shows that average retrieving time decreases as the
number of sensor nodes increases. Figure 8 shows that the
average throughput of retrieving data is higher than that
of uploading operation and related to the amount of data
size. Also, it shows that mean of throughput in all cases is
37.79MB/sec, but throughput decreases with increasing data
size.

In real environment, sensor node may have lower perfor-
mance than the one in our experimental environment. So, we
evaluate uploading time on low performance sensor nodes by
using virtual machines to compare with high performance
ones additionally as shown in Figure 9. Virtual machine
has single core 2.13 GHz processor, 512MB memory, and
10GB disk and simulates cheaper low performance DVR
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Figure 8: Average throughput of retrieving sensor data fromHDFS
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Figure 9: Average throughput of uploading sensor data with respect
to number of sensor nodes and various data sizes on two types of
node with low and high performance.

devices lower than $200 dollars. Experimental conditions are
identical to the ones in Figure 5. Figure 9 shows that themean
of throughputs is 22.804MB/sec on low performance nodes,
while 27.362MB/sec on high performance nodes with 16.65%
performance degradation.

5. Conclusion

In this paper, we have presented HDSM, the Hadoop-
based distributed sensor node management system for dis-
tributed sensor node management scheme, by exploiting
Hadoop mapreduce framework and distributed file system
and launching various mapreduce applications for executing
sensor data uploading, retrieving, flushing, monitoring, and
updating configurations. It offers various efficient ways for
collecting sensor data and managing multiple sensor nodes
by launching specific mapreduce applications on sensor
nodes which upload data of sensor nodes to DFS and
retrieve sensor data periodically from DFS. Additionally, it
provides a flexible management scheme for sensor node by
reconfiguring a firmware or updating configurations and data
formats of sensor nodes based on mapreduce framework.
Also, it achieves a transparent and fault-tolerant architec-
ture by exploiting various crucial features of Hadoop. Our
experimental results show that it has efficient and stable

performance. As a future work, we are planning more
researches for additional improvements and functionality
with fault tolerance and high throughput.
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The advancement of sensor technology has led to an explosive increase in sensors. It causes semantic heterogeneity problems, and
much research has focused on sensor ontology building to solve the problems. However, there are still remaining several issues, and
one of the most critical issues is about a method for progressive and dynamic concepts management and reuse of sensor ontology.
This paper proposes an ontology generation system based on ISO/IEC 11179–MDR (metadata registry). The proposed system is
referred to as theCanonical SensorOntologyBuilder (CaSOB) and can create ontologies by reusing the common concepts registered
in a canonical sensor ontology concept registry, an MDR. This paper defines a mapping model and processes to create ontology
with the concepts registered in an MDR. Our proposal provides many advantages such as high standardization, consistent concept
usage, and easy semantic exchange. Therefore, CaSOB facilitates the high quality sensor ontology creation and reduces the costs of
sensor ontology integration and system development.

1. Introduction

With the advancement of sensor technology, the number of
sensors and application domains have been tremendously
increased. It leads to a huge amount of sensor data as well
as many kinds of sensor types in sensor network worlds.
However, those increments cause various kinds of hetero-
geneity problems such as heterogeneity between data types,
formats, and units of measure. Although we should be able
to interpret and use all sensor information from any sensors
in any sensor networks, those heterogeneity issues make it
difficult to use seamlessly and transparently sensor data from
all sensor networks.

Many studies have been done to resolve those issues
and this section describes only the OGC (Open Geospatial
Consortium) effort, one of the representative approaches.
OGC established SWE (Sensor Web Enablement) to store,

discover, access, and use all types of sensor information on
the web [1]. Thus, the various sensor information defined
according to SWE enables representing syntactic model
consistently. Also, for representing semantics in the syntactic
model, SSW (Semantic SensorWeb) appearedwith extending
the Semantic Web concept [2]. SSW represents the semantic
sensor information such as space, time, and theme as a web
ontology.

Many sensor ontologies have been developed to represent
the sensor information in various domains [3–6]. The sensor
ontologies are used as schemas of sensor data in a specific
domain. Therefore, some sensor network systems which use
the same sensor ontology in a specific domain guarantee syn-
tactic model, semantic data interchange, and interoperability.

However, if we need to establish a new sensor network for
a new domain or having different purposes, it is impossible
to directly adopt the existing sensor ontology and we need
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to modify the existing ontology or add a new ontology.
The modification and addition of ontologies cause another
heterogeneity problem at conceptual (ontology schema) level
[7, 8]. In other words, when we build a new ontology or reuse
existing ontologies for adoption in other domains or for other
purposes, we would customize the existing sensor ontologies
[9]. It causes another semantic inconsistency between sensor
ontologies.

This paper presents a method for sensor ontology man-
agement and reuse based ISO/IEC 11179, Metadata Registry
(MDR) 3rd Edition, for resolving the semantic heterogeneity
issue aforementioned. MDR is an international standard
which has been revised for ontology management and pub-
lished in 2013. A metadata registry based on MDR can
manage metadata and the relations among them [10–15].
Ontologies also are registered and managed in the metadata
registry. An MDR instance manages common concepts from
the registered ontologies, and thus it ensures that ontologies
are defined well and reusable by diverse systems. Reusing
common concepts for building ontology enhances the ontol-
ogy quality and semantic interoperability between sensor
networks. MDR provides only the structure of registration
and the administration of an ontology, but it does not support
the ontology creation facility for reusing common concepts.
Therefore, this paper proposes a new framework for ontology
management and building based on MDR, and the proposed
framework is named CaSOB (Canonical Sensor Ontology
Builder). In addition, this paper considers a triple statement
as an ontology.The reason is that various ontology languages
such as OWL and RDF are formed by the triple and most of
the ontology stores and reasoning engines are based on the
triple.

This paper is organized as follows. In Section 2, we
introduce previous researches into solutions to the semantic
heterogeneity problem of sensor ontologies. In Section 3, we
explain the CaSOB framework, a mapping model, and ontol-
ogy building processes. Our implementation is described in
Section 4, while Section 5 presents the evaluation. Finally, we
conclude this paper and discuss future work in Section 6.

2. Semantic Heterogeneity Problem of
Sensor Ontologies

Much research on ontologies has been directed at increasing
interoperability and solving the semantic heterogeneity prob-
lem among various systems. An ontologymatching technique
was proposed for semantic interchange among peers in
Open Network Systems [16]. Castano et al. [17] describe an
algorithm that matched ontologies using a linguistic and
contextual matchingmodel for OpenNetwork Systems. Pirro
et al. [18] propose a similarity checking method based on
WordNet for building semantic links in a peer-to-peer net-
work. Bakillah and Mostafavi [19] also propose an ontology
matching method based on lexical relations and mapping
rules for improving the interoperability of distributed geospa-
tial web services.

Ontology matching methods ensure that ontology con-
cepts connect together and correspond semantically after

ontologies are generated. These methods can match numer-
ous ontologies automatically and semiautomatically, but
they can experience problems in terms of high cost and
inaccuracy. Therefore, research on ontology sharing and
reuse is required, because these techniques can solve the
semantic heterogeneity problem by creating ontologies based
on common concepts. Matuszek et al. [20] propose a system
for defining and reusing the common concepts, while Biebow
and Szulman [21] proposed ontology buildingmethods based
on terminology from a linguistic perspective.

In the Semantic Sensor Web, various sensor ontologies
have been developed such as CSIRO [22], MMI [23], and
ISTAR [24]. Each of the ontologies is suitable for representing
information of sensors and devices and exchanging the
information between relevant services only in the same
sensor network environment. However, the ontology cannot
be available for the environment where we would develop a
new sensor network system for other application domains or
with other purposes.

Compton et al. [25] introduces various sensor ontologies
from researches and projects in various domains and com-
pares the corresponding domain, purposes, and features of
each of the ontologies. Especially, Compton et al. evaluates
the expressive power of the sensor ontologies from the per-
spectives of sensor device information, physical properties,
observation quality, and domain concepts.

The CSIRO sensor ontology [26] is designed for a generic
domain and is intended to be used in data integration, search,
classification, and workflows. The CSIRO sensor ontology
provides the high expressive power in sensor, physicalness,
and observation perspectives. However, the CSIRO ontology
does not provide concepts like sampled medium and time.

MMI (Marine Metadata Interoperability) [27] aims to
increase interoperability for oceanographic devices, sensor,
and sampler. The MMI device ontology has been developed
for devices and sensors in ocean environment, but irre-
spective concepts such as sensor hierarchy, history, location,
power supply, a field of view, unit of measure, and time have
not been defined for oceanographic devices, sensors, and
samplers.

The ISTAR ontology [28] has the purpose for task
assignment and has been developed as part of a system to
automatically select sensors for tasks based on their fitness
for the task description. However, ISTAR has only concepts
about sensors and physical features for the task assignment
and does not consider concepts about observation and
domain.

As a result, the previous approaches related to the sensor
ontology do not provide a canonical sensor ontology concept
management and building facility, and thus an additional
heterogeneity issue continuously arises. It causes many other
problems and is a barrier for seamless sensor semantics
interpretation, progressive and systematic semanticsmanage-
ment, common concept reusability, and so on. For addressing
those problems, this paper proposes a new sensor ontology
management and building framework based on MDR. The
goal of the framework proposed in this paper is to enable the
canonical management and reuse of the existing well-defined
ontology.
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3. The CaSOB Framework

Figure 1 shows the CaSOB framework. CaSOB contains four
processes (Section 3.2) and it creates an ontology using a
mapping model from MDR (Section 3.1). Various concepts
are registered in ametadata registry for sharing and reusing as
common concepts. Therefore the mapping model is defined
using components in regions related by common concepts
and data representations, including concepts region and data
description region, from several areas of MDR. As a result,
ontology is built as an ontology according to ontology schema
model, so this paper considers only the schema level of
ontology and it excludes the instance level.

3.1. Mapping Model

3.1.1. Preliminary Definition. MDR supports the registration
and administration of common concepts. And it specifies
a metamodel for the registration and administration of
common concepts as an MDR specification. There are seven
main regions. These regions are classified as regions that reg-
ister and administer concepts, regions that name and define
concepts, regions that represent the relations among concepts
and components, and regions that specifically describe data.
In this paper, we formally define the MDR model for two
regions, that is, the concepts region and data description
region.

Definition 1 (MDR concepts model). The MDR concepts
model is a six-tuple

MDR
𝐶

= (𝐶𝑆, 𝐶, 𝑅, 𝑅𝑅, 𝐿𝐸, 𝑙𝑖𝑛𝑘) , (1)

where one has the following.
(i) 𝐶𝑆 is a set of concept systems. A concept system rep-

resents a domain of concepts such as an application
domain or knowledge domain.

(ii) 𝐶 is a set of concepts. A concept is a unit of knowledge
created by a unique combination of characteristics.
Some tuples of the MDR concepts model and the
MDR data descriptionmodel inherit𝐶 as a basic unit.

(iii) 𝑅 is a set of relations. A relation is a concept that
represents the association among concepts.

(iv) 𝑅𝑅 is a set of relation roles. A relation role is a role of
a concept associated with a specific relation.

(v) 𝐿𝐸 is a set of link ends. A link end is a pair of a
concept and a relation role as one side of 𝑙𝑖𝑛𝑘, and LE
is expressed by ⟨𝑐 and 𝑟𝑟⟩ where 𝑐 ∈ 𝐶 and 𝑟𝑟 ∈ 𝑅𝑅.

(vi) 𝑙𝑖𝑛𝑘: 𝑅 → 𝐿𝐸 × 𝐿𝐸 represents the linkage of two
link ends, which are associated with a relation. In this
paper, one focuses generation of a triple statement as
ontology, so a binary relation is only considered.

The MDR concepts model defines all the concepts
and relations administered in MDR. As an example,
Figure 2 shows that the MDR concepts model contains
𝑙𝑖𝑛𝑘“class-subsumption” (<“Sensor, “superclassOf”>, <“System”,
“subclassOf”>), where {“Sensor”, “System”} ∈ 𝐶, “class-
subsumption” ∈𝑅, and {“superclassOf”, “subclassOf”}∈𝑅𝑅.

Definition 2 (MDR data description model). The MDR data
description model is an eight-tuple

MDR
𝐷
= (𝐶𝐷,𝑉𝑀,𝑉𝐷,𝑂𝐶, 𝑃𝑟, 𝐷𝐸𝐶,𝐷𝐸,𝐷𝑖𝑚) , (2)

where one has the following.

(i) 𝐶𝐷 is a set of conceptual domains. A conceptual
domain is a domain wherein data element concepts
could have a shared conceptual level. A conceptual
domain is also used to represent a set of value
meanings (𝑉𝑀).

(ii) 𝑉𝑀 is a set of value meanings. A value meaning is a
general meaning of actual values.

(iii) 𝑉𝐷 is a set of value domains. A value domain is a
domain in the actual data level, which represents the
actual values such as a data type.

(iv) 𝑂𝐶 is a set of object classes. An object class is a general
concept that can capture many instances.

(v) 𝑃𝑟 is a set of properties. A property is an attribute of
objects or concepts.

(vi) 𝐷𝐸𝐶 is a set of data element concepts. A data element
concept is a pair of a concept and a data element.
And 𝐷𝐸𝐶 is expressed by ⟨𝑜𝑐, 𝑝𝑟⟩ where 𝑜𝑐 ∈

𝑂𝐶 and 𝑝𝑟 ∈ 𝑃𝑟.
(vii) 𝐷𝐸 ⊆ 𝐷𝐸𝐶 × 𝑉𝐷 is a set of data elements. The data

element is the basic unit of data for MDR.
(viii) 𝐷𝑖𝑚 is a set of dimensionalities. A dimensionality

is an aggregation of the units of measures, which is
related to a conceptual domain, for example, length,
height, or weight.

An ontology contains components that depend on the
language and the description method. In this paper, we
focused on building ontologies to improve interoperability
among various applications or systems, so we concentrated
on building ontology in schema level, rather than instance or
individual level.

Definition 3 (ontology schemamodel). The ontology schema
model is a six-tuple

𝑂𝑛𝑡𝑜 = (𝐶𝑙, 𝑃, 𝑅𝑒𝑙, 𝐷𝑇, 𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛, 𝑝𝑟𝑜𝑝) , (3)

where one has the following.

(i) 𝐶𝑙 is a set of classes. A class is a concept that groups
items sharing the same characteristics. Common
characteristics are described logically.

(ii) 𝑃 is a set of properties. A property indicates the
characteristics of a class. In the ontology schema
model, a property is described by connecting a class
to a data type.

(iii) 𝑅𝑒𝑙 is a set of relations in an ontology domain.
A relation in an ontology domain describes the
characteristics existing among classes. A relation is
described by connecting one class to another class.
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(iv) 𝐷𝑇 is a set of data types. A data type is a type of value
given to a class property.

(v) 𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛:𝑅𝑒𝑙 → 𝐶𝑙×𝐶𝑙 is a triple statement expressed
by (𝑐𝑙

1
, 𝑟𝑒𝑙, 𝑐𝑙

2
), where {𝑐𝑙

1
, 𝑐𝑙

2
} ∈ 𝐶𝑙 and 𝑟𝑒𝑙 ∈ 𝑅𝑒𝑙,

such as an object property of OWL.

(vi) 𝑝𝑟𝑜𝑝: 𝑃 → 𝐶𝑙 × 𝐷𝑇 is a triple statement expressed
by (𝑐𝑙, 𝑝, 𝑑𝑡), where 𝑐𝑙 ∈ 𝐶𝑙, 𝑝 ∈ 𝑃, and 𝑑𝑡 ∈ 𝐷𝑇, such
as a data type property of OWL.

3.1.2. CaSOB Mapping Model. The CaSOB mapping model
defines the mapping rules based on the MDR models for
the ontology schema model, as shown in the preliminary
definition provided in Section 3.1.1. Data mapped by the
CaSOB mapping model is used to build an ontology.

Definition 4 (mapping model). The mapping model is a two-
tuple

𝑀𝑀 = (𝑅𝑢𝑙𝑒

𝐶
, 𝑅𝑢𝑙𝑒

𝐷
) , (4)

where one has the following.

(i) 𝑅𝑢𝑙𝑒
𝐶
is a set of rules connecting the MDR concepts

model with the ontology schema model. 𝑅𝑢𝑙𝑒
𝐶
has

three rules as follows:

(a) 𝐶 → 𝐶𝑙,
(b) 𝑅𝑅 → 𝑅𝑒𝑙,
(c) 𝑙𝑖𝑛𝑘 → 𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛; that is, 𝑙𝑖𝑛𝑘

𝑟
(⟨𝑐

1
, 𝑟𝑟

1
⟩,

⟨𝑐

2
, 𝑟𝑟

2
⟩) → 𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛

𝑟𝑟2
(𝑐𝑙

1
, 𝑐𝑙

2
) or 𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛

𝑟𝑟1

(𝑐𝑙

2
, 𝑐𝑙

1
), where 𝑟 → 𝑟𝑒𝑙, 𝑐

1
→ 𝑐𝑙

1
, and

𝑐

2
→ 𝑐𝑙

2
with 𝑟 ∈ 𝑅, {𝑐

1
, 𝑐

2
} ∈ 𝐶, {𝑟𝑟

1
, 𝑟𝑟

2
} ∈

𝑅𝑅, 𝑟𝑒𝑙 ∈ 𝑅𝑒𝑙, and {𝑐𝑙
1
, 𝑐𝑙

2
} ∈ 𝐶𝑙.

(ii) 𝑅𝑢𝑙𝑒
𝐷

is a set of rules connecting the MDR data
description model and the ontology schema model.
𝑅𝑢𝑙𝑒

𝐷
has eight rules as follows:

(a) 𝐶𝐷 → 𝐶𝑙,
(b) 𝑉𝑀 → 𝐶𝑙,
(c) 𝐷𝑖𝑚 → 𝐶𝑙,
(d) 𝑂𝐶 → 𝐶𝑙,
(e) 𝑃𝑟 → 𝑃,
(f) 𝑉𝐷 → 𝐷𝑇,
(g) 𝐷𝐸𝐶 → 𝐶𝑙 × 𝑃,
(h) 𝐷𝐸 → 𝑝𝑟𝑜𝑝; that is, (⟨𝑜𝑐, 𝑐ℎ⟩, V𝑑) → 𝑝𝑟𝑜𝑝

𝑝

(𝑐𝑙, 𝑑𝑡), where 𝑜𝑐 → 𝑐𝑙, 𝑝𝑟 → 𝑝, and V𝑑 →

𝑑𝑡 with 𝑑𝑒 ∈ 𝐷𝐸, 𝑜𝑐 ∈ 𝑂𝐶, 𝑝𝑟 ∈ 𝑃𝑟, V𝑑 ∈ 𝑉𝐷,
𝑝 ∈ 𝑃, 𝑐𝑙 ∈ 𝐶𝑙, and 𝑑𝑡 ∈ 𝐷𝑇.

For 𝑅𝑢𝑙𝑒
𝐶
, C is specialized in 𝐶𝐷, 𝐷𝐸, 𝑂𝐶, and so forth,

in an MDR data description region, so 𝐶 is mapped to 𝐶𝑙.
Due to the fact that 𝑅 is an undirected relation and 𝑅𝑅 has
direction, 𝑅𝑅 is mapped to 𝑅𝑒𝑙. And link has the same tuple
𝐿𝐸 and relation also has the same tuple 𝐶𝑙; hence, there are
two types of results when 𝑙𝑖𝑛𝑘 is mapped into 𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛, which
depends on 𝑅𝑅. This is because the ontology schema model
expresses the ontology as a triple statement with a direction
such as (subject, predicate, object). However, the 𝑙𝑖𝑛𝑘 is able
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Figure 4: A mapping example using 𝑅𝑢𝑙𝑒
𝐷
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to map two 𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛𝑠 by 𝑅𝑅. Thus, a user needs to select a
subject and an object when CaSOB uses rule (c) in 𝑅𝑢𝑙𝑒

𝐶
.

For example, Figure 3 shows two expected mapping
results, (1) and (2), where 𝑙𝑖𝑛𝑘 has two 𝐿𝐸𝑠, that is,
{< “Sensor”, “superclassOf” >, < “System”, “subclassof ” >}
∈ 𝐿𝐸, whereas the mapping model cannot automatically
determine which 𝐿𝐸 becomes a subject or an object in
𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛 of the ontology schema model. Thus, a user needs to
select the subject and object of 𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛. Because the subclass
is typically more used than superclass in ontology language,
the user could select (1) as the mapping result, expressed by
𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛subclassOf (“Sensor”, “System”).

The MDR data description model specifically describes
the meaning of metadata and provides an explanation of
the concepts defined in the MDR concepts model. The
six tuples of the MDR data description model, that is,
𝐶𝐷, 𝐷𝐸𝐶, 𝑂𝐶, 𝑃𝑟, 𝑉𝑀, and 𝐷𝑖𝑚, are inherited by 𝐶 in the
MDR concepts model. 𝐶 is expressed differently depending
on the property of the inherited tuples. Thus, each tuple
is mapped to 𝐶𝑙, 𝑃, or 𝐷𝑇, while most of the ontologies
mapped by RuleD are triple statements such as (𝐶𝑙, 𝑃, and
𝐷𝑇). 𝐶𝐷, 𝑂𝐶, 𝑉𝑀, and 𝐷𝑖𝑚 are only mapped to 𝐶𝑙 in the
six tuples, because they are entities which are connected by
other classes. 𝑉𝐷 is mapped to 𝐷𝑇 although 𝑉𝐷 does not
mean data type. However, 𝑉𝐷 contains a data type inside
and 𝐷𝐸 contains 𝑉𝐷, not a data type directly. Also if 𝑉𝐷 is
mapped to 𝐷𝑇, we can define some special data types like 2-
alpha country code. 𝑃𝑟 is mapped to 𝑃, because 𝑃𝑟 indicates
an attribute of classes. 𝐷𝐸𝐶 contains 𝑂𝐶 and 𝑃𝑟, so 𝐷𝐸𝐶 is

mapped to 𝐶𝑙 and 𝑃 both. Similarly 𝐷𝐸 contains 𝐷𝐸𝐶 and
𝑉𝐷, so𝐷𝐸 could be mapped to (𝐶𝑙, 𝑃, 𝐷𝑇) statement.

Figure 4 shows a mapping example for 𝑅𝑢𝑙𝑒
𝐷
. The MDR

data description model expresses 𝐷𝐸 as “System hasSerial-
Number” with a “String” data type, where “System” ∈ 𝑂𝐶,
“hasSerialNumber” ∈ 𝑃𝑟, <“System”, “hasSerialNumber”>
∈ 𝐷𝐸𝐶, and “String” ∈ 𝑉𝐷. As a result, the ontology schema
model constructs a (“System”, “hasSerialNumber”, “String”)
statement, where “System ∈ 𝐶𝑙, “hasSerialNumber” ∈ P, and
“String” ∈ 𝐷𝑇.

3.2. Ontology Building Process

3.2.1. Concept System Selection. The first process for building
ontology is to decide a domain of an ontology. If domains are
different from each other, ontology meanings and relations
are different, even if they have the same terminology. A
concept system includes the domain and scope of the data.
Thus, CaSOB determines the domain of an ontology by
selecting a concept system from 𝐶𝑆.

In the first process shown in Figure 5, the concept system
“CSIRO Sensor Ontology” in 𝐶𝑆 is selected if a user wants to
build an ontology in a sensor domain defined by CSIRO.

3.2.2. Candidate Selection. In the candidate selection process,
candidates are selected to build an ontology. Tuples of the
MDR concepts model, such as𝐶, 𝑅, and 𝑙𝑖𝑛𝑘,may be selected
as candidates. The candidates are the same as the set of terms
used when ontologies are created.

𝐶 and link are selected from 𝐶𝑆 as candidate 𝐶 and
candidate 𝑙𝑖𝑛𝑘, respectively. 𝑙𝑖𝑛𝑘 contains𝐶, 𝑅, 𝑅𝑅, and 𝐿𝐸 so
both candidate𝐶 and candidate 𝑙𝑖𝑛𝑘 can be selected from one
𝑙𝑖𝑛𝑘. The selected 𝑙𝑖𝑛𝑘 becomes candidate 𝑙𝑖𝑛𝑘. 𝐶 included in
𝑙𝑖𝑛𝑘 is automatically selected as candidate 𝐶.

The concept system “CSIRO Sensor Ontology” is selected
during the first step of Figure 5. The next step is to select the
terms contained at the domain. Candidates are selected such
as “Sensor,” “SensorGrounding,” and “supports.”

3.2.3. Class and Relation Definition. In the third process, 𝐶𝑙
and 𝑅𝑒𝑙 of the ontology schema model are defined by the
candidates. A set of candidate concepts is defined for𝐶𝑙, while
a set of candidate links is defined for 𝑅𝑒𝑙.

However, CaSOB does not know the difference of 𝑅𝑅 for
𝐶, such as the “Subject” and “Object” in an actual system. It
is difficult to automatically determine roles simply by using
candidate 𝑙𝑖𝑛𝑘. Thus, a user has to determine the subject and
object of 𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛 in the ontology schema model.

In the third step shown in Figure 5,𝐶𝑙 and𝑅𝑒𝑙 are defined
using the selected terms. {“Sensor”, “SensorGrounding”} ⊂

𝐶𝑙 are defined, while “supports” ∈ 𝑅𝑒𝑙 is defined between
“Sensor” as a subject and “SensorGrounding” as an object. In
this process, it is possible to define concepts and relation over
the domains. To define 𝐶𝑙 and 𝑅𝑒𝑙 in other domains, we need
to come back to the first process; choose “MMI Ontology,”
and select candidates for selecting terms defined in “MMI
Ontology” domain. Then, Figure 5 shows {“System”} ⊂ 𝐶𝑙
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Figure 5: An example of the ontology building process.

is also defined, and “subclassOf” ∈ 𝑅𝑒𝑙 is defined between
“Sensor” as a subject and “System” as an object.

3.2.4. Detailed Class Definition. In the final process,𝑃 and𝐷𝑇
are defined to decide properties of classes, and additionally𝐶𝑙
and 𝑅𝑒𝑙 are defined by the mapping model.

Because “System” ∈ 𝐶𝑙was defined in the previous step, it
is given that “hasSerialNumber” ∈ 𝑃 with “String” ∈ 𝐷𝑇 and
“isConsumable” ∈ 𝑃 using “Boolean” ∈ 𝐷𝑇 in the final step
of Figure 5.

4. Implementation

This section describes a metadata registry and CaSOB
implementation. To make easy connection and mapping
model, we need to implement a metadata registry based on
MDR specification. The metadata registry is implemented
by MySQL database, which is a RDBMS (relational database
management system). For testing, we need to store datasets in
the metadata registry, so we select several sensor ontologies
as the dataset. Then we assume that the selected ontologies
contained common concepts, so the datasets stored in the
metadata registry also contain common concepts. CaSOB is
developed inC# for a user interface, database connection, and
the ontology building processes.

4.1. A Metadata Registry Implementation. The metadata reg-
istry is implemented so the MDR metamodel could collect

Figure 6: Implementation of the concepts region.

data directly as required, to import the administered meta-
data and create an ontology. Thus, we initially develop the
metadata registry by implementing the metamodel of MDR.
Section 4.1 presents the MDR-based system structured by
RDBMS.

Each component in the metamodel is defined as RDBMS
table, while properties of each component are defined as table
attributes. Moreover, associations between components are
defined using foreign key referential integrity.

Figure 6 shows the table and foreign key references of the
concepts region in MDR. The “Concept” table includes the
attributes “concept” and “source.” “concept” is an attribute
where the name held by the concept of MDR is expressed
using strings. “source” is an attribute that expresses a concept



International Journal of Distributed Sensor Networks 7

Figure 7: Implementation of the data description region.

system including concepts using foreign key references.
Moreover, the “Link” table has a “relation” attribute for the
“Relation” table.The “Link End” table has the attributes “end”
and “role” for the “link” attribute, where “end” means the
concept, “role” means the relation role, and “link” means the
link. Thus, one link has at least two link ends.

In Figure 7, the data description region is implemented as
tables and foreign key references. Seven components in the
data description region inherit the concept in the concepts
region, so the components express the inheritance using each
of the attributes of “concept” and “concept source” held in the
“Concept” table.

4.2. CaSOB Implementation. In Section 4.2, the ontology
building process of CaSOB is presentedwith the implementa-
tion screen, which is based on the four processes of ontology
creation.

4.2.1. Concept System Selection (Process 1). If the domain
of the ontology to be created has been determined, the
system searches and selects the concept system (CS) of the
corresponding domain. In Figure 8(a), CS of Process 1 is
selected in the upper right corner of the screen as “CSIRO
Sensor Ontology” to create the sensor ontology.

4.2.2. Candidate Selection (Process 2). The process selects
each candidate concept and each candidate link from the
concepts (C) and links (link), including the concept system
selected in Process 1. Type currently indicates the seven
components inheriting the concept.

In Figure 8(a), “support {Sensor (supportedBy), Sensor-
Grounding (supports)}” is selected from links. The selected
link is added to candidate link and contained concepts

“Sensor” and “SensorGrounding” are automatically added to
candidate concepts.

4.2.3. Class and Relation Definition (Process 3). The process
defines the classes (𝐶𝑙) and relations (𝑅𝑒𝑙) of the ontology
schemamodel from the selected candidates. A user selects the
desired candidate concept to define 𝐶𝑙 and selects candidate
links to set the domain and range of Rel. An 𝑅 including the
candidate link ismapped to a𝑅𝑒𝑙 of the ontology.The domain
and range are set during the selection of a candidate link
with the roles of a subject and an object, respectively. A user
selects each candidate to define the𝐶𝑙 and𝑅𝑒𝑙 of the ontology
schema model.

In Figure 8(b), to define “System” ∈ 𝐶 in other do-
mains, “MMI Ontology” ∈ 𝐶𝑆 is selected. And “System”
is selected as candidate concepts and “class-subsumption
{Sensor (superclassOf), System (subclassOf)}” is selected as
candidate links. The marked candidate link expresses “class-
subsumption” which has (“Sensor”, “subclassOf”, “System”)
statement.

4.2.4. Detailed Definition of Classes (Process 4). This process
defines classes (𝐶𝑙) and properties (𝑃) of the classes using
the candidate concept and the type of concepts. Additional
relations (𝑅𝑒𝑙) are also created.

In this process, a user selects the candidate concepts. Each
concept has a type and has different mechanism to build
ontologies according to the mapping model (𝑀𝑀). A user
defines𝐶𝑙, 𝑃, 𝐷𝑇, and additional 𝑅𝑒𝑙 of the ontology schema
model. When a candidate concept is selected, the data that
can be selected changes depending on its type so an ontology
is created containing the relations among components that
were defined in the previous section.

For example, Figure 8(c) shows a screenshot of the
detailed definition of Cl in the ontology schema model. The
selected candidate concept “System”has data element concept
(DEC) type. “hasSerialNumber” ∈ 𝑃𝑟 becomes 𝑃 with
“String” ∈ 𝐷𝑇 for “System” ∈ 𝐶𝑙 from “System, hasSerial-
Number, String” ∈ 𝐷𝐸 associated with “System, hasSerial-
number” ∈ 𝐷𝐸𝐶.

4.2.5. The Created Ontology. Figure 8(d) shows the complete
ontology for all processes. The complete ontology is mainly
comprised of classes (𝐶𝑙), properties (𝑃), and relations (𝑅𝑒𝑙).
P of each specific 𝐶𝑙 has a data type (𝐷𝑇). Rel has two 𝐶𝑙𝑠

with the roles of domain and range.
CaSOB provides a general ontology for a target ontology.

It means that CaSOB does not provide specific ontology
languages such as RDF, OWL, SKOS, and Topic Map. Thus, a
user needs to describe the complete ontology using a specific
ontology language. Algorithm 1 shows the ontology created
in Figure 8(d) as described using OWL.

5. Evaluation

5.1. Qualitative Evaluation. We conducted a comparative
evaluation study for ontology creation. This section first
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Figure 8: Screenshots of CaSOB.

describes our qualitative evaluation using various com-
parative items. This evaluation involved the comparative
evaluation of three ontology building approaches which are
user-defined approach, ontology reuse approach, and our
proposedMDR based approach. Table 1 shows the qualitative
evaluation results.

The first factor for evaluation is standardization level.
It means whether the created ontology could be used as a
common or general ontology or not. User-defined approach
is hard to become a common standard approach because of
experts who can create ontologies based on their own knowl-
edge. Hence created ontologies by user-defined approach
cannot share their concept. On the other hand, since ontology
reuse approach and MDR based approach use ontologies
already created, which can contain common concepts, cre-
ated ontology using these ontology reuse and MDR based
approaches can become standardized ontologies. That is why
each standardization level of these two approaches becomes
high.

The second evaluation factor is ontology quality. Ontol-
ogy quality means whether created ontologies are well
defined and whether the quality of created ontologies is
guaranteed. In case of user-defined approach, a created
ontology contains personal view point without general or
common perspective.Therefore, the created ontology cannot
guarantee the quality of ontologies. CSIRO,MMI, and ISTAR
ontologies are popular ontologies.These ontologies are one of

the results from each big project.These ontologies are verified
by a lot of experts whether concepts and relationships of these
ontologies are well defined or not. If we create a new ontology
reusing these well-defined ontologies, we can guarantees
the ontology quality. In MDR based approach, ontologies
and common concepts are controlled by MDR organizations
that follow a standardized procedure for managing common
concepts and reflect a standardized lifecycle for creating
ontologies. It means that the MDR-based ontology reuse
approach enables high-quality ontology creation.

Limitation of expression means how the expressive
power is restricted when ontologies are created. User-defined
approach has no limitation to express knowledge based
on ontologies because a user selects their own terms and
the user can make relationships following user’s opinion.
Ontology reuse approach just uses existing ontologies. It is
not allowed to change existing concepts and terms when
concepts or terms are incorrect from target domain.Thus, the
expression of ontology is very strict. MDR based approach
reuses registered ontologies in the metadata registry. The
MDR based approach also permits changing other ontologies
when there are no concepts or terms that are required in
existing ontologies. Nevertheless, the MDR approach is strict
because it is not allowed to define unregistered ontologies.

The final factor of qualitative evaluation is creation cost.
Creation cost means convenience of creating ontologies
and time for building ontologies. In user-defined approach,
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<?xml version=“1.0”?>
<Ontology xmlns=“http://www.w3.org/2002/07/owl#”
xml:base=“http://software.korea.ac.kr/SwsysSensorOntology.owl”
xmlns:rdfs=“http://www.w3.org/2000/01/rdf-schema#”
xmlns:xsd=“http://www.w3.org/2001/XMLSchema#”
xmlns:rdf=“http://www.w3.org/1999/02/22-rdf-syntax-ns#”
xmlns:xml=“http://www.w3.org/XML/1998/namespace”

<Prefix name=“xsd”
IRI=“http://www.w3.org/2001/XMLSchema#”/>

<Prefix name=“owl”
IRI=“http://www.w3.org/2002/07/owl#”/>
<Prefix name=“rdf ” IRI=“http://www.w3.org/1999/02/22-rdf-syntax-ns#”/>
<Prefix name=“rdfs” IRI=“http://www.w3.org/2000/01/rdf-schema#”/>
<Declaration>

<Class IRI=“#PhysicalQuality”/>
<Class IRI=“#Sensor”/>
<Class IRI=“#SensorGrounding”/>
<Class IRI=“#SensorModelGrounding”/>
<Class IRI=“#System”/>
<ObjectProperty IRI=“#subclassOf”/>
<ObjectProperty IRI=“#measure”/>
<ObjectProperty IRI=“#modelGrounding”/>
<ObjectProperty IRI=“#supports”/>
<DataProperty IRI=“#isConsumable”/>
<DataProperty IRI=“#hasSerialNumber”/>

</Declaration>
<ObjectPropertyDomain>

<ObjectProperty IRI=“#subclassOf”/>
<Class IRI=“#Sensor”/>

</ObjectPropertyDomain>
<ObjectPropertyRange>

<ObjectProperty IRI=“#subclassOf”/>
<Class IRI=“#System”/>

</ObjectPropertyRange>
<ObjectPropertyDomain>
<ObjectProperty IRI=“#measure”/>

<Class IRI=“#Sensor”/>
</ObjectPropertyDomain>
<ObjectPropertyRange>

<ObjectProperty IRI=“#measure”/>
<Class IRI=“#PhysicalQuality”/>

</ObjectPropertyRange>
<ObjectPropertyDomain>

<ObjectProperty IRI=“#modelGrounding”/>
<Class IRI=“#SensorGrounding”/>

</ObjectPropertyDomain>
<ObjectPropertyRange>

<ObjectProperty IRI=“#modelGrounding”/>
<Class IRI=“#SensorModelGrounding”/>

</ObjectPropertyRange>
<ObjectPropertyDomain>

<ObjectProperty IRI=“#supports”/>
<Class IRI=“#Sensor”/>

</ObjectPropertyDomain>
<ObjectPropertyRange>

<ObjectProperty IRI=“#supports”/>
<Class IRI=“#SensorGrounding”/>

</ObjectPropertyRange>
<DataPropertyDomain>

<DataProperty IRI=“#isConsumable”/>
<Class IRI=“#Person”/>

</DataPropertyDomain>

Algorithm 1: Continued.



10 International Journal of Distributed Sensor Networks

<DataPropertyRange>
<DataProperty IRI=“#isConsumable”/>
<Datatype abbreviatedIRI=“xsd:boolean”/>

</DataPropertyRange>
<DataPropertyDomain>

<DataProperty IRI=“#hasSerialNumber”/>
<Class IRI=“#Person”/>

</DataPropertyDomain>
<DataPropertyRange>

<DataProperty IRI=“#hasSerialNumber”/>
<Datatype abbreviatedIRI=“xsd:string”/>

</DataPropertyRange>
</Ontology>

Algorithm 1: An ontology described using OWL.

Table 1: Qualitative evaluation of ontology building approaches.

Approach Standardization level Ontology quality Limitation of expression Creation cost
User-defined Low Low No limitation High
Ontology reuse High Medium Very strict Low
MDR based (our proposal) High High Strict Medium

experts directly define concepts and terms, and it requires
high cost to survey domain knowledge and collect reference
documents for verification. Ontology reuse approach uses
existing ontologies without change if the existing ontologies
coincide with concepts and terms in target domain.Thus, the
cost for ontology creation is low. MDR based approach uses
ontologies registered in ametadata registry.When ontologies
are created, users need to search terms and their relations
to apply the search result to new ontologies. Users also need
a customization task to create link between domains and
ranges. Although this approach requires medium cost which
is higher cost than the cost of ontology reuse approach,
the cost of MDR approach is lower than user-defined
approach.

5.2. Quantitative Evaluation: Simulation Approach. This sec-
tion describes our quantitative analysis, which clearly shows
the advantages of the proposed system, CaSOB. Many sys-
tems and studies have addressed interoperability between
ontologies. However, most focus on interoperability issue
among ontologies, which have already been created with
their own ontology schema definition rules. Our approach is
implemented in the step before ontology creation, which aims
to reuse common concepts and increase interoperability.This
paper defines existing approaches as user-defined ontology
schema creation methods and we conducted a quantitative
evaluation to compare our method with the user-defined
schema creationmethod.Themetadata registry also provides
no schema creation method because its purpose is to register
and share ontologies. In other words, our proposed method,

CaSOB, is based on the MDR, but the metadata registry is
excluded from the quantitative evaluation.

An appropriate comparative item was determined for
the evaluation. The goal of this paper is to minimize the
semantic heterogeneity of ontologies via the reuse of common
concepts.Therefore, this paper conducted a quantitative eval-
uation of the semantic heterogeneity rate. We can estimate
the approximate ontology integration cost using the semantic
heterogeneity rate, so this paper also includes the ontology
integration cost as a comparative item.

The evaluation methodology is summarized as follows:

(i) comparative targets: our proposed method, CaSOB,
and the user-defined ontology schema creation
method,

(ii) comparative items: the semantic heterogeneity rate,
that is, the number of heterogeneous semantics
(concepts) shared among the created ontologies; the
ontology integration cost, that is, the cost required to
integrate a set of created ontologies.

The key symbols and notations are defined as follows:

(i) 𝑂: a set of ontologies created with a target method;
𝑂 = {𝑜

1
, 𝑜

2
, 𝑜

3
, . . . , 𝑜

𝑛
},

(ii) 𝑜
𝑖
: a created ontology consisting of one or more

semantics, that is, a set of concepts such as classes,
relations, properties, and data types,

(iii) 𝐶: a set of common concepts registered and used for
creating an ontology,
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Figure 9: Comparative evaluation results for the number of semantic heterogeneities.

(iv) 𝐻𝑒𝐶
𝑖
: a set of heterogeneous concepts in the 𝑖th

ontology among the created ontologies,
(v) 𝐻𝑜𝐶: a set of homogeneous concepts among the

created ontologies,
(vi) 𝑛(𝑂): the number of created ontologies,
(vii) 𝑛(𝑜

𝑖
): the number of concepts in the 𝑖th ontology,

(viii) 𝑛(𝐶): the number of common concepts used to create
an ontology,

(ix) 𝑛(𝐻𝑒𝐶
𝑖
): the number of heterogeneous concepts in

the 𝑖th ontology,
(x) 𝑟(𝐻𝑜𝐶): the average ratio of homogeneous concepts,
(xi) 𝑟(𝐶): the average ratio of used common concepts,
(xii) 𝑡: semantic interpretation time between two concepts;

0 < 𝑡 < 1,
(xiii) 𝑆𝐻𝑁: the number of heterogeneous concepts,
(xiv) 𝑂𝐼𝐶: the ontology integration cost.

For the evaluation, we assume that 𝑛-people generate an
ontology in the same domain. In this case, the homogeneous
concept means concepts which are commonly contained by
most of the ontologies. For example, the concept such as
sensor could be a homogeneous concept even though each
of the sensor ontologies is developed by different people. On
the other hand, the heterogeneous concept means discordant
concepts with each of the ontologies. We assume that the
number of heterogeneous concepts is the number of total
concepts without an average ratio of homogeneous concepts.

Figure 9 shows the comparative evaluation result for the
semantic heterogeneity as 𝑆𝐻𝑁. The evaluation determines
the variation in the number of heterogeneous concepts
depending on the change in the ratio of homogeneous
concepts and the ratio of used common concepts.

𝑆𝐻𝑁

𝑝𝑟𝑜𝑝𝑜𝑠𝑎𝑙
considers the common concepts used to

build an ontology. In other words, it is the result of an evalua-
tion using our proposedmethod. 𝑆𝐻𝑁

𝑝𝑟𝑒V𝑖𝑜𝑢𝑠 is an evaluation
result using a user-defined schema creation method.
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Figure 10: Comparative evaluation results for the ontology integration costs.

The number of heterogeneous concepts in 𝑆𝐻𝑁

𝑝𝑟𝑒V𝑖𝑜𝑢𝑠
and 𝑆𝐻𝑁

𝑝𝑟𝑜𝑝𝑜𝑠𝑎𝑙
is calculated as follows:

𝑆𝐻𝑁 =

𝑛(𝑂)

∑

𝑖=1

𝑛 (𝐻𝑒𝐶

𝑖
) . (5)

Once 𝑆𝐻𝑁

𝑝𝑟𝑒V𝑖𝑜𝑢𝑠 is determined, the number of heteroge-
neous concepts is

𝑛 (𝐻𝑒𝐶

𝑖
) = {

𝑛 (𝑜

𝑖
) − (𝑛 (𝑜

𝑖
) × 𝑟 (𝐻𝑜𝐶)) , 𝑟 (𝐻𝑜𝐶) < 1,

0, otherwise.
(6)

And when 𝑆𝐻𝑁
𝑝𝑟𝑜𝑝𝑜𝑠𝑎𝑙

is determined, the number of hetero-
geneous concepts is

𝑛 (𝐻𝑒𝐶

𝑖
) =

{

{

{

{

{

{

{

{

{

𝑛 (𝑜

𝑖
)

− ((𝑛 (𝑜

𝑖
) × 𝑟 (𝐻𝑜𝐶))

+ (𝑛 (𝑜

𝑖
) × 𝑟 (𝐶))) , 𝑟 (𝐻𝑜𝐶) + 𝑟 (𝑐) < 1,

0, otherwise.
(7)

Figure 9 shows that in all cases there is a decrease in
the number of heterogeneous concepts, which is inversely
proportional to the ratio of used common concepts. Thus,
the results demonstrate the efficiency of the use of common
concepts for heterogeneity problems.

Figure 10 shows the comparative evaluation results for
the ontology integration costs. The ontology integration
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cost is the time taken for the comparison of ontology
integration.Themagnitude of the comparison decreases with
the increasing size of the homogeneous concepts and the
common concepts.Theontology integration cost is calculated
as follows:

𝑂𝐼𝐶 =

𝑛(𝑜)

∑

𝑖=1

(𝑛 (𝐻𝑒𝐶

𝑖
)

× ((

𝑛(𝑜)

∑

𝑗=1

𝑛 (𝐻𝑒𝐶

𝑗
)) − 𝑛 (𝐻𝑒𝐶

𝑖
)) × 𝑡.

(8)

When 𝑂𝐼𝐶

𝑝𝑟𝑒V𝑖𝑜𝑢𝑠 is determined, the number of heteroge-
neous concepts uses the same equation as the 𝑆𝐻𝑁

𝑝𝑟𝑒V𝑖𝑜𝑢𝑠.
Similarly, when 𝑂𝐼𝐶

𝑝𝑟𝑜𝑝𝑜𝑠𝑎𝑙
is determined, the number of

heterogeneous concepts uses the same equation as the
𝑆𝐻𝑁

𝑝𝑟𝑜𝑝𝑜𝑠𝑎𝑙
.

Figure 10 shows that in all cases the decrease in the
ontology integration cost is inversely proportional to the
square of the ratio of the common concepts. Thus, the results
show that a greater use of common concepts is efficient for
ontology matching and integration.

6. Conclusion

In various domains of sensor network environment, sensor
ontologies are developed to represent sensor information
consistently and increase interoperability. However, these
sensor ontologies are definedwith specific purposes, and thus
we cannot use the existing sensor ontologies as it is.

This paper proposed MDR based approach to solve
the heterogeneity problems. MDR based approach develops
ontologies using common concepts and metadata registered
in a metadata registry. The approach guarantees a quality
of ontologies and solves the heterogeneity problems. We
proposed MDR based Ontology Builder (CaSOB) frame-
work, describedmappingmodel betweenMDRand ontology,
and presented ontology building processes. For implementa-
tion, we developed the metadata registry with RDBMS and
CaSOB system. In qualitative evaluation, we compared the
proposed approach with user-defined approach and ontology
reuse approach. As a result, the proposed approach shows
advantages from ontology quality and creation cost. For
quantitative evaluation we compared CaSOB system with
user-defined ontology creation method, and CaSOB system
efficiently solves heterogeneity problems rather than the user-
defined ontology creation method in ontology matching and
integration technique perspective.

The proposed approach still has several limitations which
should be resolved. First, CaSOB does not handle constraints
and objects (individuals) in instance level. Therefore, the
proposed system should be extended to address this issue.
CaSOB requires a manual processing by ontology designers
for selecting proper concepts. It causes high cost, and thus an
automatic creation function should be studied.
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As an infrastructure of the ubiquitous sensor networks, the wireless sensor network plays an important role in generation of multi-
networks integrated system. And currently the wireless sensor network is not only being used to monitor and analyze information
about the environment but also being used formore dynamic systems.The security system is one of standards formeasuringwhether
a wireless sensor networks is an outstanding wireless sensor network. RUASN proposes a robust user authentication framework for
wireless sensor networks, based on a two-factor concept. This proposed scheme possessed many advantages against major existing
attacks and performed well at efficiency and low consumption. However, we have identified that the resistance of collusion attacks
is weak. After analyzing, we proved that we can obtain the session key via controlling a compromised sensor node and using the
collusion attack when a user wants to establish a session with a legal node.Therefore, to enhance the resistance of collusion attacks,
we present twoways to solve the security drawbacks of RUASN scheme. One is to add a slight improvement into the RUASN scheme
to enhance this scheme. Another is using the Hardware Security Module. After a simple analysis, we have proved that the improved
scheme can resist the collusion attack.

1. Introduction

The ubiquitous sensor network (USN) is used to describe a
network of intelligent sensors that could, one day, become
ubiquitous. The term “ubiquitous” means “everywhere” nor-
mally. The further expression “anywhere, anytime, by any-
one and anything” has come to be used to illustrate the
trend towards ubiquitous networks. According to the related
works, USNs have applications in both civilian and military
fields. For civilian applications, these include environment
and habitat monitoring, healthcare, home automation, and
intelligent transport systems.This ubiquitous sensor network
requires huge investments and a large degree of customiza-
tion and high degree of complexity. As the important under-
lying infrastructure, wireless sensor networks also have the
same requirements as USN.

Wireless sensor networks (WSNs), the term “sensor” in
USN, have large potential impact on the next generation
technology. First of all, WSN is one part of Internet ofThings
(IOT). The underlying infrastructures of IOT consist of
sensor networks organized by these small devices. Obviously,

sensor nodes can be easily and quickly deployed in any
environment, and these sensor nodes can offer economically
viable, real-time monitoring solutions [1]. Currently the
wireless sensor network is not only being used tomonitor and
analyze information about the environment but also being
used formore dynamic systems [2, 3].These dynamic systems
have to be capable of handling those changing situations,
commonly called context changes, detected by means of
sensors. Nowadays, WSN [4] is not isolated anymore; it is
integrated in other bigger networks more and more, such
as cloud computing networks [5–7] and ubiquitous sensor
networks [8, 9].

In traditionalWSN systems, a user usually communicates
with sensor nodes via gateway nodes or base stations. Then
sensor nodes can provide its services to the user. As a
result, it is necessary to enhance the access control and the
authentication for the security of the whole system. Access
control not only provides access rights to users who can
access the service but also gives different users different right;
namely, every user’s identity is associated with his own
right. How to identify users’ access rights? The answer is
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Authentication. In general, user authentication process [10,
11] where each user must verify their legitimacy is considered
as an important part of the access control system. This way,
many schemes designed for the access control system ofWSN
are presented. When we present our schemes, we not only
ensure that the security can increasingly rise but also put
down the energy consumption and computation. Taking the
characteristics low power, low computation, low cost, and
limited memory into account, Kumar et al. have presented
a robust user authentication framework called RUASN to
satisfy the above challenges [12].

The proposed RUASN framework uses two factors
approach to achieve user authentication for wireless sensor
networks.Thefirst factor refers to something that is knownby
the user, such as the password, while the second factor refers
to something that is embedded on a device, such as smart
cards, software tokens, digital certificates, or biometric iden-
tifiers. The proposed scheme resists many popular attacks,
such as replay attack and impersonation attack. RUASN also
provides users privacy protection,mutual authentication, and
secure session key establishment.

However, we have identified that RUSAN had some
flaws under the collusion attack. The collusion attack, also
called colluding attack, is a practice attack for networks,
such as peer-to-peer networks [13] and mobile networks
[14]. The collusion attack [15] is a practice attack for WSNs.
The “collusion” means that this attack is always executed
with a “partner” who has a legal identity. In WSNs, this
“partner” may be a sensor node, a base station, or a legal user.
Taking advantages of the collusion attacks, we can make an
unauthorized sensor node authenticated via an authorized
sensor node who was under our control. Furthermore, we
will control most of the sensor nodes. To enhance RUSAN
scheme, we have proposed two improvements. One is to add
a slight improvement into the RUASN scheme to enhance this
algorithm. Another is using the Hardware Security Module
to prevent secret materials from being obtained or extracted
by themselves. After analyzing, we can guarantee that our
improvement can resist collusion attack and make no impact
on the security RUSAN.

The rest of the paper is structured as follows. Section 2
briefly reviews RUSAN scheme. In Section 3, we discuss the
flaw RUSAN has. In Section 4, we will present our improve-
ment and give a simple analysis. Section 5 is the conclusion.

2. Review of RUSAN

Before issuing a query to a sensor node, each user must
register with the gateway in a secure manner so that they can
access the real time sensors’ data. Upon the successful user
registration request, the gateway node personalizes a smart
card for every registered user.Then, a user can submit his/her
query in an authentic way and access the sensor network data
at any time. In order to execute the proposed framework, we
considered that the gateway is a trusted node and it holds two
master keys (𝑥 and 𝑦), which are sufficiently large for the
sensor network. As a result, only the users authorized by
the gateway have privileges to access the sensors, which

share a long-term secret with the gateway. The framework
is separated into four phases, user registration phase, login
phase, authentication phase, and password update phase. For
convenience, Notations section provides a list of notations
and symbols which will be used throughout the rest of the
paper.

The whole RUASN has four phases; the login phase and
authentication phase are our main discussion. Therefore, the
rest will be generally indicated as follows.

2.1. Registration Phase. User:

(i) Registration phase requires every user to register in
the GW node. First, a user chooses ID

𝑘
, PW
𝑘
, and

selects an arbitrary random number 𝑟.
(ii) After the above parameters are determined, the user

calculates ℎ(𝑟 ⊕ PW
𝑘
).

Then, user sends his request and ID
𝑘
and ℎ(𝑟 ⊕ PW

𝑘
) to

gateway node.
Gateway node:

(i) Upon receiving the request from the user, GW node
generates a number 𝑙 randomly.

(ii) GWnode calculates𝐴
𝑘
= ℎ(ID

𝑘
⊕𝑙),𝐵

𝑘
= 𝐸

𝑥
[ID
𝑘
‖ 𝑙]

with 𝑙,

𝑉

𝑘
= ℎ(ID

𝑘
‖ ℎ(𝑟 ⊕ PW

𝑘
)). Here, 𝑥 is the gateway secret

key and ℎ(⋅) is a collision free one-way function, for example,
SHA-1.

(i) Gateway node personalizes a smart card to user with
{𝐴

𝑘
, 𝐵

𝑘
, 𝑉

𝑘
, ℎ(⋅), 𝐸

𝑘
[⋅], 𝐷

𝑘
[⋅]}.

(ii) After receiving this card, user inputs 𝑟 into it. This
way, the user needs not memorize the arbitrary ran-
dom number 𝑟. Now, {𝐴

𝑘
, 𝐵

𝑘
, 𝑉

𝑘
, ℎ(⋅), 𝐸

𝑘
[⋅], 𝐷

𝑘
[⋅], 𝑟}

is held in the smart card.

2.2. Login Phase (LP) and Authentication Phase (AP). First is
the login phase; this phase is executed by the smart card and
the terminal node after the user inputting his ID and PW.

LP-1: compute 𝑉∗
𝑘
= ℎ(ID

𝑘
‖ ℎ(𝑟 ⊕ PW

𝑘
)), and verify

whether𝑉∗
𝑘
= 𝑉

𝑘
, if not, then reject the login request;

otherwise, the user is a legal user.
LP-2: compute𝐻

𝑘
= ℎ(𝐴

𝑘
).

LP-3: compute AID
𝑘
= 𝐸

𝑇𝑘
𝑇𝑢

⌊ℎ(ID
𝑘
) ‖ 𝑆

𝑛
‖ 𝑋

𝑔
⌋; here

𝑇𝑘

𝑇𝑢
= ℎ(𝑇𝑢 ‖ 𝐻

𝑘
) is short-term key.

LP-4: send the login message𝑀
1
= ⟨𝐵

𝑘
,AID
𝑘
, 𝑇𝑢⟩ to

the sensor node.
AP-1: sensor node 𝑆

𝑛
checks 𝑇𝑢 with 𝑇𝑠 which is the

current time-stamp.
AP-2: sensor 𝑆

𝑛
generates 𝑀

2
=

⟨𝐵

𝑘
,AID
𝑘
, 𝑇𝑢, 𝑇𝑠, 𝑆

𝑛
⟩ and sends message ⟨𝑀

2
, 𝑄⟩ to

GW node; here 𝑄 (𝑄 = MAC
𝑆𝐾
𝑔𝑠

(𝐵

𝑘
‖ AID

𝑘
‖ 𝑇𝑢 ‖

𝑇𝑠 ‖ 𝑆

𝑛
)) is a message authentication code.

AP-3: after receiving ⟨𝑀
2
, 𝑄⟩, GWnode performs the

following steps:
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(1) check 𝑇𝑠;
(2) calculate 𝑄∗ and verify whether 𝑄∗ = 𝑄;
(3) calculate ℎ(ID

𝑘
), 𝐴
𝑘
,𝐻
𝑘
, 𝑇𝑘
𝑇𝑢
;

(4) verify whether ℎ(ID
𝑘
) = ℎ(ID

𝑘
), 𝑆
𝑛
;

(5) send𝑀
3
= ⟨𝑇𝑔, 𝐶⟩ to the sensor node 𝑆

𝑛
, 𝐶 =

𝐸

𝑆𝐾
𝑔𝑠

[ℎ(ID
𝑘
) ‖ 𝑋

𝑔
‖ 𝑇𝑔].

AP-4: upon receiving the message 𝑀
3
, the sensor

node performs the following:

(1) check 𝑇𝑠;
(2) obtain 𝑇𝑔∗ from 𝐶, and verify whether 𝑇𝑔∗ =

𝑇𝑔;
(3) send 𝑀

4
= ⟨𝐿, 𝑇𝑠⟩; here 𝐿 = 𝐸Ses

𝑘

[𝑋

𝑔
‖

𝑇𝑠] Ses
𝑘
= ℎ(ℎ(ID

𝑘
) ‖ 𝑋

𝑔
‖ 𝑆

𝑛
‖ 𝑇𝑠 ‖ 𝑇𝑢).

AP-5: after obtaining 𝑀
4
, the user will execute as

follows:

(1) check 𝑇𝑠;
(2) calculate Ses

𝑘
and obtain ⌊𝑋∗

𝑔
‖ 𝑇𝑠

∗

⌋;
(3) verify whether𝑋∗

𝑔
= 𝑋

𝑔
and 𝑇𝑠∗ = 𝑇𝑠.

As a result, the user believes that the sensor node 𝑆
𝑛
is

authentic.

2.3. Password-Update Phase. Thoughpassword-update phase
is not our discussion, and this paper will not indicate this
phase, this phase can be generally shown in Algorithm 1.

For describing clearly, we have summarized the whole
process of login phase and authentication phase in Figure 1.

3. Analysis of RUASN with
the Collusion Attack

Firstly, we will analyze the RUASN scheme. The security
of RUASN scheme is the product of cooperation of users,
gateway nodes, and sensor nodes. Users keep their own ID

𝑘
,

PW
𝑘
, and smart cards. ID

𝑘
and PW

𝑘
are traditional security

ways to identify different users and guarantee users’ rights.
The smart card is the most popular way to keep one’s secret
information. In RUASN scheme, we can see that most secret
information are held in the smart card. The gateway node
and sensor node only execute verification and computation
process at most of their time. Other parameters are mostly
used for verification in the middle of authentication process
except 𝑋

𝑔
. 𝑋
𝑔
is a key secret information for the whole

process, and it is only held in the gateway node. 𝑋
𝑔
held in

the gateway node combines secret information kept in the
smart card to provide mutual authentication.These solutions
guarantee the security of RUASN scheme.

In RUASN scheme, though it says that it can provide
mutual authentication, in fact, the core process is only
executed in gateway node, and the key secret information
are only kept in the smart card and the gateway node. In
these phases, besides the information held in the smart card,
𝑋

𝑔
is the core element. 𝑋

𝑔
is only held in the gateway

Enter ID
𝑘
and PW

𝑘

(i) 𝑉
𝑘

∗

= ℎ(ID
𝑘
‖ ℎ(𝑟 ⊕ PW

𝑘
))

(ii) Check 𝑉
𝑘

∗

= 𝑉

𝑘
, if yes, and then go to the next step.

(iii) Enter PW
𝑘new
∗

(iv) 𝑉
𝑘new
∗

= ℎ(ID
𝑘
‖ ℎ(𝑟 ⊕ PW

𝑘new
∗

))

Replace 𝑉
𝑘
with 𝑉

𝑘new
∗ in the smart card.

Algorithm 1: The password update phase.

node. However, we have found that the key parameter 𝑋
𝑔

would appear in the target sensor node in a short time when
the session happens between the user and the sensor node.
The encrypted information with 𝑋

𝑔
will be decrypted and

obtained by the sensor node to execute the following steps.
This is to say, we can take this moment into account to attack
the RUASN scheme.

Direct attacks are not sensible, obviously. Then, we can
attack via a circuitousway, and, this is a popular attack applied
to target WSN, the collusion attack. The collusion attack is
a practice attack for WSNs. The “collusion” means that this
attack is always executed with a “partner” who has a legal
identity. InWSNs, this “partner”may be a sensor node, a base
station, or a legal user. “The easiest way to capture a fortress
is from within.” The previous literatures show that it is easy
to succeed an attack with a “partner.” In WSNs, the collu-
sion attack is always executed via controlling one or more
compromised sensor nodes. For the RUASN, it is viable to
obtain the session key between an authorized node and a
user via a legal node which is under an adversary’s control.
The whole attack process will be separated into two steps and
detailed as follows.

3.1. Obtain the Secret Key𝑋
𝑔
. In this paper, we assumed that

𝑆

𝑎
is a legal node under the adversary’s control. He can use

this sensor node 𝑆
𝑎
correctly and normally; he can obtain not

only the message transmitted publicly but also the informa-
tion held in 𝑆

𝑚
at any time. Then, the adversary can obtain

the secret key𝑋
𝑔
. The process of the adversary carried out is

summarized as follows.

(i) When a registered user A wants to access target node
𝑆

𝑡
via a gateway node, he will execute a normal login

phase and authentication phase. The adversary can
eavesdrop the information transmitted between the
user and sensor node 𝑆

𝑡
; namely, the adversary can

obtain the message𝑀
1
,𝑀
2
,𝑀
3
, and𝑀

4
.

(ii) When we want to get the session key Ses
𝑘
, the

controlled node 𝑆
𝑎
will play an important rule. The

only thing we need is to monitor the information
transmitted seriously.

(iii) When the user A wants to access another legal node
𝑆

𝑡
, he will work normally. When the gateway sends

the message𝑀
1
to the node 𝑆

𝑡
, we will capture it and

then send it to the compromised node 𝑆
𝑎
. 𝑆
𝑎
cannot

distinguishwhether thismessage is sent to it; 𝑆
𝑎
would

just work as normal. Then 𝑆
𝑎
will send the message
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User GW Sensor

M1

∙ Check (Ts − Tu) ≥ ΔT

M2

∙ Check (Tg − Ts) ≥ ΔT

∙ Verify Q = Q

∙ Obtain ID
k and l

∙ Obtain (h(ID∗
k )‖S

∗
n ‖Xg)

∙ Verify h(ID
k) = h(ID∗

k ) and Sn = S∗n

M3

∙ Check (Ts − Tg) ≥ ΔT

∙ Obtain [h(IDk)‖Xg‖Tg
∗]

∙ Verify Tg = Tg∗

M4

∙ Check (Tu − Ts) ≥ ΔT

∙ Obtain [X∗
g‖Ts

∗]

∙ Verify Xg = X∗
g and Ts = Ts∗

∙ V∗
k = h(IDk‖h(r⨁PWk)) and verify V∗

k = Vk, if not, reject.
∙ Hk = h(Ak), and generate Xg

∙ AIDk = ETkTu[h(IDk)‖Sn‖Xg]

∙ Q = MAC SK𝑔𝑠
(Bk‖AIDk‖Tu‖Ts‖Sn)

∙ h(ID
k), A


k = h(ID

k ⊕ l), H
k = h(A

k)

∙ TKTu = (Tu‖H
k)

∙ Sesk = h(h(IDk)‖Xg‖Sn‖Ts‖Tu)

∙ Sesk = h(h(IDk)‖Xg‖Sn‖Ts‖Tu)

∙ M1 = ⟨Bk, AIDk, Tu⟩

∙ M2 = ⟨Bk, AIDk, Tu, Ts, Sn⟩

∙ M3 = ⟨Tg, C⟩

∙ M4 = ⟨L, Ts⟩

Figure 1: The login and authentication phases of RUASN.

⟨𝑀



2
, 𝑄



⟩ to the gateway node. Meanwhile, the node
𝑆

𝑡
will send themessage ⟨𝑀

2
, 𝑄⟩ to the gateway node.

(iv) Because the node 𝑆
𝑎
is not the user’s target, the

gateway node will not answer. When the message𝑀
3

is sent to target node 𝑆
𝑡
from the gateway node, we

will also capture and then send it to the compromised
node 𝑆

𝑎
. 𝑆
𝑎
cannot distinguish whether this message

is correct to send to itself, too. After executing the AP-
4 (1) and (2) normally, sensor node 𝑆

𝑎
will decrypt the

information𝐶, and then, the adversary can obtain the
information𝑋

𝑔
and ℎ(ID

𝑘
).

3.2. Generate the Session Key 𝑆𝑒𝑠
𝑘
. The adversary can obtain

the secret information 𝑋
𝑔
and ℎ(ID

𝑘
). Combining with the

parameters 𝑇
𝑠
, 𝑇
𝑢
, and 𝑆

𝑡
, the adversary can calculate the ses-

sion key Ses
𝑘
with the hash algorithm ℎ(⋅). Furthermore, he

can use this session key to obtain all the session information
between node 𝑆

𝑡
and the user.

4. Our Improvement and Analysis

Generally speaking, there are two reasons that make the
adversary succeed to attack RUASN schemes. (1) We can

obtain some key parameters via the collusion attack. (2)
The mutual authentication RUASN possessed has drawbacks
under the collusion attack. To enhance the RUASN scheme,
we can bring a slight improvement intoRUASNwhilewe have
not made important impacts on the primary scheme. This
improvement only needs to add a secret parameter into each
sensor node, and the improved process is detailed as follows.

(i) In the predistribution of the sensor node, a secret
parameter 𝑌

𝑖
will be stored in the sensor node 𝑆

𝑖

(𝑖 = 1, . . . , 𝑛); namely, each node has its own secret
parameter. All the parameters (𝑌

1
∼ 𝑌

𝑛
) will be listed

and stored in the gateway node.
(ii) The AP-2 phase will be changed into this as follows:

sensor 𝑆
𝑛
generates 𝑀

2
= ⟨𝐵

𝑘
,AID
𝑘
, 𝑇𝑢, 𝑇𝑠, 𝑆

𝑛
⟩

and sends message ⟨𝑀
2
, 𝑄⟩ to GW node; here 𝑄 =

MAC
(𝑆𝐾
𝑔𝑠
‖𝑌
𝑛
)
(𝐵

𝑘
‖ AID

𝑘
‖ 𝑇𝑢 ‖ 𝑇𝑠 ‖ 𝑆

𝑛
).

(iii) In AP-3, the gateway node will perform the following
steps:

(1) check 𝑇𝑠;
(2) calculate 𝑄∗ and verify whether 𝑄∗ = 𝑄;
(3) calculate ℎ(ID

𝑘
), 𝐴
𝑘
,𝐻
𝑘
, 𝑇𝑘
𝑇𝑢
;
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(4) verify whether ℎ(ID
𝑘
) = ℎ(ID

𝑘
), 𝑆
𝑛
= 𝑆

∗

𝑛
;

(5) the gateway node gets 𝑌
𝑛
from the parameters

list then sends𝑀
3
= ⟨𝑇𝑔, 𝐶⟩ to the sensor node

𝑆

𝑛
; here 𝐶 = 𝐸

(𝑆𝐾
𝑔𝑠
‖𝑌
𝑛
)
[ℎ(ID

𝑘
) ‖ 𝑋

𝑔
‖ 𝑇𝑔].

(iv) The other phase is the same to the RUASN scheme.

Bringing the secret parameter 𝑌
𝑖
into the authentication

process makes the security standard of RUASN raised. The
mutual authentication RUASN possessed has been changed.
In RUASN scheme, the user’s smart card and the gateway
sensor node provide the mutual authentication, together. In
our improvement, the sensor node will be brought into the
mutual authentication. In RUASN scheme, an adversary can
obtain the session key via collusion attack. However, we add
a parameter into each sensor node to enhance the mutual
authentication; the adversary cannot get𝑌

𝑛
from sensor node

𝑆

𝑛
, even if he can control a legal node 𝑆

𝑎
.

Upon receiving𝑀
1
from the gateway node in AP-2, the

target node 𝑆
𝑡
will return the improved message ⟨𝑀

2
, 𝑄⟩ to

the gateway node after calculation and verification.The gate-
way node will know that the sensor node 𝑆

𝑡
has got ready for

the session. AP-3 is the core step against the collusion attack
and also a vulnerable step in RUASN scheme. In RUASN
scheme, we can obtain 𝑋

𝑔
and ℎ(ID

𝑘
) and then generate the

session key via the collusion attack.However, in our improved
scheme, the adversary only knows 𝑌

𝑎
the compromised node

𝑆

𝑎
. He cannot get the parameter 𝑌

𝑡
from target node 𝑆

𝑡

and the gateway node. Then, he cannot decrypt the message
𝐶 and obtain 𝑋

𝑔
and ℎ(ID

𝑘
). Furthermore, the adversary

has no way to attack the improved RUASN scheme via
the collusion attack.

Our improvement only adds a random parameter into
two calculations. Such improvement makes no change on
the general process of RUASN. Thus, this enhanced RUASN
still has the original advantages, such as resisting replay
attacks, user impersonation attacks, gateway imperson-
ation attacks, insider attacks, stolen-verifier attacks, offline-
password guessing attacks, man-in-the-middle attacks, and
gateway secret key guessing attacks. And, now, after the
above analyzing, it can also resist the colluding attack via
our improvement. Considering efficiency of the improved
RUASN scheme, first, we can see the computation cost com-
parisons of the enhanced scheme, the original scheme, and
other related schemes summarized in Table 1.

It is clear to see that our improved scheme has the same
efficiency as RUASN. Though the enhanced RUASN and the
original RUASN are less efficient than two of the other three
schemes, they can provide more functions such as mutual
authentication, user anonymity, trusted messages, and secure
session key establishment. It is easy to visualize from
Figure 1 that RUASN and improved RUASN only require four
messages transmitted.

In addition, there is another way to enhance the RUASN
scheme, using a Hardware Security Module (HSM) [16, 17],
which is a tamper-resistant module used to store the security
materials, for example, secret keys and certificates. Also the
HSM is responsible for performing all the cryptographic
operations such as signing messages, verifying certificates,

Table 1: Performance comparison.

Scheme Registration Login and authentication
Das [18] 7𝐻 5𝐻
Daojing [19] 11𝐻 6𝐻
Vaidya [20] 7𝐻 6𝐻
RUASN 8𝐻 + 3S 5𝐻 + 4S + 1MAC
Ours 8𝐻 + 3S 5𝐻 + 4S + 1MAC
𝐻: performing one-way hash function.
S: symmetric cryptosystem.
MAC: the time for performing a MAC.

and keys updating. Using HSM, we can consider that legit-
imate sensors cannot collude with the compromised sensors
as it is difficult for legitimate sensors to extract their security
materials from their HSMs. In addition, we can consider
that all the keys update processes are executed in the HSM,
which means that the newmaterial is stored in the HSM, and
it cannot be transmitted in clear under any circumstances.
This is to say, this enhanced RUASN scheme can resist the
colluding attack. Taking the efficiency of this enhancement,
obviously, it is the same as RUASN, too. Furthermore, if we
combine this improvement with the first improvement, it will
have higher security performance than either of them.

5. Conclusion

Nowadays, “anywhere, anytime, by anyone and anything”
influences the developing trend of ubiquitous sensor net-
works deeply. As the sensing “organ,” wireless sensor net-
works play an important role for their widely practical appli-
cability. Therefore, the security system has to be established
carefully, especially the authentication framework. Pardeep
et al. present a scheme called RUASN. This scheme has
the advantages low power, low computation, low cost, and
limited memory. It also provides mutual authentication,
user anonymity, session key establishment, confidential-
ity, and secure password update, and it can resist replay
attacks, user impersonation attacks, gateway imperson-
ation attacks, insider attacks, stolen-verifier attacks, offline-
password guessing attacks, man-in-the-middle attacks, and
gateway secret key guessing attacks. Generally, the RUASN
is a robust user authentication protocol and provides more
security services at low cost. However, it is not safe enough
under a popular attack called the collusion attack.

Generally speaking, the collusion attack means that we
can obtain some secret information from target system via
cooperating with a legal “partner” who belongs to target
system. In this paper, we have proved that we can obtain
the session key via controlling a compromised sensor node
when a user wants to establish a session with another legal
node. To enhance this scheme, we present two improvements.
One adds a random parameter into the predistribution of
the sensor node and the authentication phase of RUASN; the
other is to store all the secret materials into the Hardware
SecurityModule. After a simple analysis, we have proved that
the enhanced scheme can resist the collusion attack, and it
also has the security performance which RUASN has.
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Notations

GW node: WSN gateway node
𝑈

𝑘
: The 𝑘th user to login

ID
𝑘
: Login ID of 𝑈

𝑘

PW
𝑘
: Password of 𝑈

𝑘

𝑥 and 𝑦: Gateway master key
𝑟: Random number selected by user
𝑙: Random number generated by gateway

node
𝐸key[𝑚]: Message𝑚 is encrypted with symmetric

key
𝐷key[𝑚]: Message𝑚 is decrypted with symmetric

key
MAC key(𝑚): Message authentication code over𝑚 with

key
𝑆

𝑛
: Sensor node ID

𝑋

𝑔
: Secret key generated by user 𝑈

𝑘

ℎ(⋅): Hash function
⊕ : XOR operation
‖: Concatenation operation.
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Sensor Networks can perceive the extensive area by applying many sensor nodes because the size of sensor nodes is relatively small
and cheap. Sensor nodes can transfermulti-hopdata to sink nodeswhich are far away than sending and receiving distance.Generally
sensor nodes are composed of a large size so it is difficult thatmuch capacity is loaded onnodes.Many routingmethods are proposed
in order to raise energy efficiency in sensor networks field.There is a routing method based on structure as a composing method of
network by cluster. Cluster technology consisting and maintaining network topology based on cluster is mostly studied in routing
protocol. There are demerits that LEACH, EACHS shall be rest energy of all nodes and HEED does not guarantee the number of
cluster head. Proposed energy efficiency of selected cluster head guarantees the number of cluster head which is a demerit of HEED
and minimizes the node of DEAD.

1. Introduction

USN (Ubiquitous Sensor Network) is an information infras-
tructure in which every person can access to the recognition,
storage, manufacture, and fusion from collected context
information of various sensor nodes anywhere and anytime.
In other words, USN is an important technology to actualize
the era of ubiquitous and many researches have been studied
continuously. And regarding to this development of ubiqui-
tous system, the needs of a sensor network technology for
cushier collection on require data have been came to the fore.

Sensor networks can perceive the extensive area by
application ofmany sensor nodes as the size of sensor nodes is
small and cheap. Also, the sensor network generally consisted
with sensor nodes that are deployed in jurisdiction area to
identify any phenomenon and to transmit the recognized
and generated data from the sensor nodes, and a wireless
transceiver is used. However, as it has short distance in
transmission between the sensor nodes and sink node that
is placed in distance, a sensor should be arranged for identi-
fication function as well as retransmit function to transmit

the data. Generally, it is difficult to store large amount of
energy as sensor nodes are formed into very small nodes. In
addition, thousands of nodes do not have capability to charge
itself in sensor network, so when many nodes have energy
depletion there are difficulties for replacement on each node.

The lifetime of sensor node depends on each sensor’s
energy consumption so if possible, it is aimed to save energy
consumption to extend the lifetime of the entire network. In
the field of sensor network, many routing technologies have
been proposed to improve the energy-efficient of the sensor
node. Among many methods, a structure-based routing
technology is formed on network using cluster.

Many cluster technologies have been studied to con-
figure and maintain the cluster-based network topology in
routing protocol [1]. As energy efficiency is important for
the clustering technology in wireless sensor network, this
technique transmits sink by combining the cluster head node
and the date of cluster member nodes to reduce the amount
of communication between nodes. And inside cluster, by
adjusting the schedule of the cluster head under TDMA
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(Time Division Multiple Access) schedules will extend the
sleep type of the node.

In clustering algorithm, every node must belong to a
cluster head or to only one cluster after clustering [2]. To
minimize the energy consumption, energy of the sensor
network node needs to be used more efficiently. The energy
efficiency of selected cluster head guarantees the number of
cluster head and made the initial energy of the node to a
variable to signify common node and advance node. This
paper studied the among advance nodes, allowing variation
in the initial energy ratio to minimize the DEAD nodes. The
paper is organized as follows:

(1) Introduction,
(2) Cluster Head Selection Algorithm,
(3) Suggesting Methods and Simulation,
(4) Conclusions.

2. Cluster Head Selection Algorithm

The sensor used in wireless sensor network usually operates
in a tough environment where people cannot approach or
even in dangerous places andmany sensor nodes are installed
to form a sensor network.Moreover, the energy consumption
and data processing capability of sensor nodes are limited.
Flat routing protocol and hierarchical routing protocol are
applied.Then after receiving data from its joint nodes without
any calculating delivers them to gateway. And its gateway
transmits them to base station after doing necessary works
and calculations. Discusses RCFT (Reclustering Formation
Technique) which selects randomly cluster heads at first,
then reselects cluster heads considering the numbers of hops
between each cluster heads, and the numbers of hops of
cluster nodes farthest away from the cluster heads. After
selecting cluster heads, RCFT reorganizes cluster which
is to be fixed till the termination of network’s life-span.
After broadcasting the broadcast message, the sensor nodes
selected as the first cluster heads wait for response for a while,
and when response is received, they inspect whether the
responses are identical with ones from the same sensor nodes,
which responded before. If the response is the first time,
they record the response of head with most small numbers
of hops and also record the information of the sensor node
with themost counting values among the responses on sensor
nodes. If there are over two of the sensor nodes having the
most counting values, the information of sensor node, which
responded at the last, is to be recorded as it means that the
sensor node, which responded at the last, is the farthest away.
A cell based clustering algorithm in Large Wireless Sensor
Networks was proposed in. The target field is divided into
small nonoverlapping cells. Sensor node set in each cell is a
cluster. The size of cell is well selected so that any node in
adjacent cell can communicate with each other. An improved
leach protocol was proposed where the cluster contains CH
(responsible only for sending data that is received from
the cluster members to the BS), sub-CH (the node that
will become a CH of the cluster in case of CH dies), and
cluster nodes (gather data from environment and send it to

the CH). Besides having a CH in the cluster, there is a sub-
CH that takes the role of the CH when the CH dies earlier
than the other nodes in the cluster because of its operation
of receiving, sending, and overhearing. It will become useless
because the data gathered by cluster nodes will never reach
the base station. However, as these techniques have limited
energy it is more efficient than selecting a cluster head.
First of all, take a close look on LEACH (Low Energy
Adaptive Clustering Hierarchy) in algorithm for a cluster
head selection.

2.1. LEACH (Low Energy Adaptive Clustering Hierarchy).
The application field of sensor network is the environment
observation and location tracing. In such an environment, the
end user does not need any repeated data as each node of the
data is not related to each other. The role of LEACH (Low
Energy Adaptive Clustering Hierarchy) is to merge repeated
date by cluster head and sent to sink.Hence, any repeated data
is not sent to the sink.

The LEACH assumptions are as follows.

(i) All nodes have enough energy to send data to the sink
and can adjust transmission energy.

(ii) All nodes have data to send at any time and close
nodes have data associated with each other.

The main objective of routing protocol for routing is
transferring data from transmit node to object node and
finding the most suitable path with accuracy. Thus, with
limited shared resources, energy consumption needs to
be minimized on transmission bandwidth in the network
overhead or between the nodes. For this matter, the sensor
network avoids duplication of data among the adjacent sensor
nodes by clustering, simplify routing and energy consump-
tion can be managed efficiently. The clustering technology
is a similar data collection process by forming local clusters
in the adjacent area. The sensor network using LEACH
protocol consisted with numerous clusters and each cluster is
organized as upper layer node called cluster heads or normal
nodes.

LEACH makes even energy consumption between the
nodes in the network. And to do so, the cluster head (CH)
is randomly replaced on the probability based. At the start of
each round, probability value of𝑃

𝑖
(𝑡) decideswhether towork

as cluster head. The number of cluster head 𝑘 of 𝑃
𝑖
(𝑡) value

on each round, in other words, when 𝑁 is the total number
of nodes in network based on the number of clusters, (1) is
given as below. On average, each node should be set as the
cluster head once every 𝑁/𝑘 in order to guarantee the same
number of cluster head in every node:

𝐵

[CH] =
𝑁

∑

𝑖=1

𝑃

𝑖
(𝑡) × 1 = 𝑘. (1)

From the selection process of the cluster in LEACHproto-
col, each node follows (2) to obtain the selected probability of
the cluster head, where 𝐶

𝑖
(𝑡) is a control function, and when

during recent 𝑟 mod (𝑁/𝑘) round has cluster head in relevant
node is then, 0, if not 1. In consequence, if it had been head
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for at least once, there is no chance to be selected again during
the recent 𝑟 mod (𝑁/𝑘) round:

𝑃

𝑖
(𝑡) =

{

{

{

𝐾

𝑁 − 𝑘 ∗ (𝑟 mod (𝑁/𝑘))

, 𝐶

𝑖
(𝑡) = 1

0, 𝐶

𝑖
(𝑡) = 0,

(2)

and according to (2), 𝐼 stands for the node identifier, 𝑡 is the
time, 𝑁 is the total number of nodes, 𝑘 is the number of
clusters, and 𝑟 represents the round.The head node selection
gives equal probability from randomnodes during one round
as it excludes the nodes that have been selected in the previous
round. Therefore, in the increase of rounds, the value of 𝑃

𝑖
(𝑡)

simply rises. And since this pattern is iterated every𝑁/𝑘, all
nodes have equal probability of being selected to be the head
node.

The probability function of (2) allows selecting more
often nodes that have not been chosen as the cluster node in
latest time.Where the nodewhich has not been selected in the
recent time it comprises more energy. All nodes are assumed
to transmit data at any time. Due to the probability function
of (3), this additional probability function is considered in
which a node with greater energy is to be selected more
frequently as the cluster head:

𝑃

𝑖
(𝑡) = min{

𝐸

𝑖
(𝑡)

𝐸total (𝑡)
𝑘, 1} , (3)

where 𝐸total(𝑡) represents the sum of the current energy on all
nodes and 𝐸

𝑖
(𝑡) represents the current energy of node 𝐼. By

applying this probability function, node with greater energy
is to be selected as the cluster.

2.2. EACHS (Energy Adaptive Cluster Head Selection for
Wireless Sensor Networks). LEACH’s cluster head selection
algorithm has the disadvantage and EACHS supplemented
them. And it had six features [3].

(i) Arrange the sink apart from the sensor nodes.
(ii) Sensor nodes are the same type of nodes and consume

energy.
(iii) Sensor nodes have no mobility.
(iv) Sensor nodes do not have their own location informa-

tion.
(v) All sensor nodes can reach the sink.
(vi) Symmetric radio channel is used.

EACHS did not consider the weakness of LEACH which
is the communication distance between the nodes.The cluster
heads or normal nodes that are far apart from the sink or
the cluster head consume larger energy to transmit the data
due to the distance and so it shortens the life expectancy of
network.

The cluster head selection algorithm in LEACH does not
select the cluster head by considering the energy of nodes.
Thus, the entire network nodes do not have equal balance
on the energy consumption. In order to evenly balance

the energy consumption on nodes, EACHS selects the resid-
ual energy of the node as the cluster head:

𝑇 (𝑛) =

𝑝

1 − 𝑝 ((𝑟 + 1) mod (1/𝑝))
[

𝐸

𝑟 residual − 𝐸𝑟 dissipate

𝐸

𝑟 average − 𝐸𝑟 dissipate
] .

(4)

The cluster head will be selected from the distributed
nodes by the probability function of (4). 𝐸

𝑟 residual is the
residual energy of the node and𝐸

𝑟 average is the average energy
of all the nodes.

If there are larger numbers of residual energy of nodes, it
has higher probability to be selected as the cluster head by (4).
Assign parameter 𝐸

𝑟 dissipate and if the energy consumption
is greater in the final round it has higher possibility to be a
cluster head and if the energy consumption is smaller in the
final round, it has lower possibility to be a cluster head.

2.3. HEED (A Hybrid Energy-Efficient, Distributed Clustering
Approach for Ad Hoc Sensor Networks). HEED (A Hybrid
Energy-Efficient, Distributed Clustering Approach for Ad
Hoc Sensor Networks) has a complement the shortcomings
of the cluster head election algorithm in LEACH. HEED has
the following features.

(i) Sensor nodes are the same type of nodes and consume
energy.

(ii) Sensor nodes have no mobility.
(iii) Sensor nodes do not have their own location informa-

tion.

LEACH requires identifying all the nodes; however,
HEED does not require recognizing every node. It utilizes
their own to be selected as a cluster head:

CHprob = 𝐶prob ×
𝐸residual
𝐸max

. (5)

The cluster head will be selected from the distributed
nodes by the probability function of (5). From the above
equation, 𝐶prob represents the comprised ratio of the cluster
head in entire network,𝐸max is the initial energy of the nodes,
and 𝐸residual is the residual energy of the node.

3. Suggesting Methods and Simulation

LEACH has the fixed function to select a cluster head so
that all energy nodes have equal consumption and only the
cluster head has imbalanced energy consumption due to the
transmission of date or message to the sink.

EACHS has a disadvantage that it requires to identify
residual of all the nodes, where HEED uses own nodes to be
the cluster head and cannot grantee the number of the cluster.
Therefore, the proposed algorithm is aimed to guarantee the
number of the cluster head and minimize the DEAD nodes.

The proposed algorithm as a function of the initial energy
value is to ensure the number of cluster head nodes and
minimize DEAD nodes. The sensor nodes are made as
normal nodes and advance nodes called (a), which have
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Figure 1: Radio energy model.

the greater energy consisted than the normal nodes. In
addition, there is an initial energy ratio and these nodes
have greater energy consisted up to ratio value of (𝑚)
between the advance nodes. In the following experiment is
the comparison of nodes in the cluster heads and DEAD
nodes by varying the advance node (a) and the initial energy
ration (𝑚).

The distance restraint and situation defense occur in
actual communication situation. For this issue when com-
paring between the given value with the same initial energy
and changed value in the initial energy, more cluster heads
are guaranteed and have higher possibility to be selected
when the initial energy value is changed. In this paper, the
proposed method is to minimize DEAD node and guarantee
the number of cluster head. To ensure the proposed method,
previously suggestedmodel of energy consumption is used to
compare and used MATLAB to simulate.

The energy model is considered for transmitting and
receiving one of data in accordance with LEACH energy
model. Assume that the distance between a transmitter and
a receiver is 𝑑 in energy model [4]. The energy consumption
model used in our work is similar to the energy model
proposed by [4] and is as show in the Figure 1. (Figure 1 shows
a model of energy consumption).

If 𝑑 is larger than 𝑑
0
, the multipath model (with less path

coefficient 4) is used; otherwise open space model (with less
path coefficient 2) is used. Therefore, to transceiver energy
between 𝐿 and 𝐵 in bit message, 𝐸Tx(𝑙 ⋅ 𝑑) and 𝐸Rx are the
energy consumption in transmission and reception as in (6)

𝐸Tx (𝑙 ⋅ 𝑑) = 𝑓 (𝑥) =

{

{

{

𝐿 ⋅ 𝐸elec + 𝐿 ⋅ 𝐸fs ⋅ 𝑑
2

, 𝑑 ≤ 𝑑

0

𝐿 ⋅ 𝐸elec + 𝐿 ⋅ 𝐸amp ⋅ 𝑑
4

, 𝑑 > 0

𝐸Rx = 𝐿 ⋅ 𝐸elec,

(6)

where 𝐸elec is the energy spent to operate the transceiver cir-
cuit and which depends on factors such as the digital coding,
modulation, filtering, and spreading of the signal. Amplifier
energy, 𝐸amp ⋅ 𝑑

4 or 𝐸fs ⋅ 𝑑
2 are the energy expenditure of

transmitting one bit data to achieve an acceptable bit error
rate and is dependent on the distance of transmission in case
of free space model and multipath fading model. In simple
term, this depends on the distance to the receiver and the
acceptable bit error rate. Value of threshold distance 𝑑

0
is

given by 𝑑
0
= √𝐸fs/𝐸amp.

Table 1: Sensor Networks, energy consumption model variables.

Variable Instruction
𝐿 Bit message
𝐸DA Aggreation
𝑑

0
Distance threshold value

𝑘 Number of cluster heads
𝐸elec Circuit energy consumption
𝐸fs Free space loss
𝐸amp Multirouting loss
𝑛 Number of node types

Table 2: Simulation variable.

Variable Value
Number of nodes 100
𝑀 100m ∗ 100m
SINK (50, 50) m
Initial energy 0.5 J
Message length 4000 bit
𝑃 0.1
𝐸fs 10 pJ/bit/m2

𝐸amp 0.0013 pJ/bit/m4

𝐸elec 50 nJ/bit
𝐸DA 50 nJ/bit

In (7), 𝐸CH and 𝐸nonCH are the energy consumption of
a cluster head nodes and noncluster head nodes during a
round:

𝐸CH = (

𝑛

𝑘

− 1) 𝐿𝐸elec +
𝑛

𝑘

𝐿𝐸DA + 𝐿𝐸elec + 𝐿𝐸amp𝑑
4BS

𝐸nonCH = 𝐿𝐸elec + 𝐿𝐸fs𝑑
2CH

.

(7)

Equation (8) is the energy consumption of both, in a
cluster head nodes and noncluster head nodes in cluster:

𝐸cluster = 𝐸CH + (

𝑛

𝑘

− 1) ⋅ 𝐸nonCH. (8)

Therefore, all the energy consumed in the network is as
follows:

𝐸total = 𝐿 {2𝑛𝐸elec + 𝑛𝐸DA + 𝐸fs (𝑘𝑑
2BS

+ 𝑛𝑑

2CH
)} . (9)

The variables of the energy consumption model in sensor
network are in Table 1.

Compare the number of the proposed cluster heads and
LEACH; then to minimize the DEAD nodes, Table 2 used
variables.

Where the initial energy is different, changes of ratio in
advance nodes to make it even and guarantee the number
of a cluster heads as well as comparing with DEAD nodes
and compared data is as Table 3. Table 3 displays the picture
shown in Figure 2. (Figure 2 shows the DEAD node in
accordance with initial variation of the initial energy).

According to the comparison result, the round where the
first DEAD node is found was not that higher number of
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Figure 3: The initial advance node rate of energy change.

Table 3: The advance node the initial energy change.

First DEAD
node found

DEAD
node 50%

DEAD
node 100%

𝑚 = 0.1, 𝑎 = 1 969 1241 4311
𝑚 = 0.1, 𝑎 = 2 969 1241 6368
𝑚 = 0.1, 𝑎 = 3 969 1241 8944

the initial energy does not show slower detection on the
DEAD node. Nevertheless, it can be slower where it detects
100% on the DEAD nodes. The following DEAD node com-
parison is completed in the same environment but in varies
on the initial energy by changing the ratio of advance nodes
in Table 4. Table 4 displays the picture shown in Figure 3.
(Figure 3 shows the DEAD node in accordance with initial
variation ratio of the initial energy.)

Table 4: The initial advance node rate of energy change.

First DEAD
node found

DEAD
node 50%

DEAD
node 100%

𝑚 = 0.1, 𝑎 = 2 969 1241 6368
𝑚 = 0.2, 𝑎 = 2 1051 1273 X
𝑚 = 0.3, 𝑎 = 2 969 1325 X

After the trial, the experiment held in the same condition
until the round of 9999. In Table 3, it showed the DEAD
nodes with 100%; however in Table 4, the DEAD nodes were
not found at all. As a result it proved that rather than varying
the initial energy of the node, the changes on the initial
energy ratio of nodes have higher probability to extend the
life expectancy on network.

LEACH had fixed function equation to select the cluster
head and that has imbalanced energy consumption. When
the cluster head has been selected, high energy consumption
takes to transmit the data or message to the sink. For this
reason, the DEAD nodes will occur quickly. As a result,
changing the initial energy than it is to change the ratio of
the initial energy can extend the life of the network.

4. Conclusion

The cluster-based wireless sensor network to configure and
maintain the network topology in the routing scheme and
the cluster are used also to configure the network LEACH,
EACHS, HEED methods are observed. LEACH had fixed
function equation to select the cluster head and that has
imbalanced energy consumption. EACHS has a disadvantage
that requires identifying the residual energy of nodes and
HEED has defect that it cannot guarantee the number
of the cluster head. Due to these problems, imbalanced
energy consumption has occurred and the DEAD nodes
were found quickly. In this paper, by selecting the cluster
head more efficiently in wireless sensor network to guarantee
the number of the cluster head and with varying the initial
energy it presents the normal nodes and advance nodes.
Through the simulation it confirmed that to minimize the
DEAD node is by varying the initial energy ratio among
the advance nodes. In simulation, comparing between when
it has the same value of the initial energy and when it
has various value of the initial energy, the result verified
that when it has various value of the initial energy more
cluster heads were selected by the initial energy variable.
In addition to the changes of the initial energy, the initial
energy ratio has been changed. For that consequence, 100%
of the DEAD nodes were found when varying the initial
energy at 9999 rounds. Nevertheless, when changing the
initial energy ratio, there were no DEAD nodes with 100%.
This proved that changing the initial energy ratio is efficient
in wireless sensor network field. Therefore, this proposed
method can extend the life expectancy of the entire net-
work.
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We want more cloud service because of computer resource reuse, server device cost, and space problems. So, related researchers
suggest private cloud service to solve these problems in internetwork environment for only inner users. Therefore if outside users
want to use private cloud service using mobile device, they do not support any services to outside user. Public cloud services
can overcome private cloud services with the existing constraints. Amazon was the first public cloud service. In Korea, KT provide
computing power and storage devices with payment. But this service is very expensive, so hybrid cloud service is developed. Hybrid
cloud service operates mobile communication environment. User can contact to service using smart phone, tablet and PC. So, it
has many security threats such as internet environment with server-client system. Furthermore, mobile device user wants more
nomadic attribute and free contact to server through outside communication environments. So it canmakemany security problems
to server.Therefore researchermust solve security threats inmobile communication environment with hybrid cloud service system.
But now anybody have no idea about these problems. In this paper, we approach to user and mobile device authentication system
with hybrid cloud service server. They have smart phone, Tablet, Ultrabook and PC to uses hybrid cloud service such as attribute
based services. Our proposed authentication system can support user authorization, device certification and service authentication
service to user very easily. It uses RADIUSmethod and Two-factor authentication schemes. So, we propose a secure authentication
system for the hybrid cloud service in mobile communication environments in this paper. Our proposal scheme can provided
security, availability, applicability, and resistance about Man-In-The-Middle attack.

1. Introduction

The cloud computing service can support the computer
hardware or software resources to user conveniently. Cloud
services have three kinds of service [1, 2]. First service is
public cloud service thatwas suggested byAmazon to support
high performance, huge volume storage to user. It will be able
to provide user services using the virtualization techniques.
Public cloud services have difficulty in making this service
because they must have difficult knowledge and construct
data about it. But they are able occur privacy, availability, or
man-in-the-middle attack problems in the wired or mobile
communication environments. So, public cloud user are
lower about 22%.

The private cloud services can provide only users who are
allowed from the inside of the enterprise. The private cloud

service is very expensivemethod and it hasmany restrictions.
So only the enterprises of 20% degree are using a service only
from domestic.

Therefore, hybrid cloud services are only hopeful services.
This service selects strong points between the public cloud
service and private cloud services. This service must agree
network, database, and security services between service
providers beforemake services. And this is a very difficult [3].

Hybrid cloud services must understand secure weak
points of private cloud services and public cloud services.
And theymust support a way of resolving the security threats.
They must provide a secure authentication system for hybrid
cloud services in mobile communication environments.

Therefore, hybrid cloud service provider must under-
stand secure weak points for private and public cloud service
and they must support suitable security services to hybrid
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cloud service users such as user and device authentication
service. Hybrid cloud service must have three security ser-
vices that are very important. First, user authorization is a
user identification and access control service. Second service
is amobile device authentication service such as smart phone,
tablet, and PC. Third, hybrid cloud service user requested
data or its stored media must have authentication service for
them.

Two-factor authentication service was researched by
related researcher for hybrid cloud service user to suitable
service. It is a simple authorization scheme. And it uses two
factors for authorization of user information such as ID,
password, and another authorization factor—one-time token.
Therefore, we propose the novel authentication system that
mixes two-factor authorization scheme andRADIUS authen-
tication methods in mobile communication environments.
We will call this system new hybrid cloud authentication
system.We can provide authentication differentiated services
for public cloud service using the 2-Factor existing authenti-
cation systems. And RADIUS (Remote Authentication Dial-
InUser Service) provides authentication service to inside user
with private cloud service. Our new authentication system
which we proposed is able to improve the safety, availability,
and adaptability against conventional systems.

The paper is organized as follows. Section 2 is a related
study. We explain characters of mobile communication
environments, kinds of cloud services, RADIUS method,
and two-factor authentication scheme in this section. We
describe five security threats with hybrid cloud service, our
proposed system architecture, and nine-step procedures in
Section 3. Section 4 is system test and discussion. Last section
is conclusion.

2. Related Works

In this paper, we describe three related works. First, we
explain character of mobile communication environments
and cloud services. RADIUS authentication method is sec-
ond. It is a cross-authentication method for mobile com-
munication environment such as between smart phone and
wireless access points. Finally, we describe two-factor autho-
rization scheme [4, 5].

2.1. Characters of Mobile Communication Environments and
Cloud Service [2, 6]. Characters of mobile communication
environments are wired network environment using PC,
terminal, and so on. Wireless network environments using
smart phones or other mobile devices. Today, many users
have PC, tablet, smart phone, and other devices. And they
have behavior of nomadic and multiplayer ability. So, future
communication environment must support mobile commu-
nication environments and ability.

In the example, student has desktop PC in his home. And
he have a smart phone and tablet or ultrathin notebook in
his school. And he is going to go to school at morning and
is working for his study in school. And he comes back to his
home using fast mobility vehicle or subway and he can use his
smart phone or tablet. In this time, on the vehicle or subway

if he wants to use his individual information using hybrid
cloud service for his job, then he must have cloud service
authentication method.

But existed authenticationmethod cannot provide secure
authentication method in these environment. It is because
of the following three reasons. First, the professor assigned
homework to the student, the professor must be sure to
authenticate the student’s PC. However, the student’s mobile
device such as smart phone, tablet, and ultrabook that is very
difficult to authenticate. Because student’s mobile devices
have high mobility. Second, the student is using hybrid
cloud services to do homework, the students will use their
skills to provide hardware or software virtualization. In this
time, the cloud environment using virtualization technology
embedded in many devices, it is difficult to authenticate.
Third, the student use software by software virtualization
from cloud server, the professor must certification. But
student connected a virtual cloud services to authenticate the
software have many way.

Cloud services are divided into three types. First, private
cloud services will build by enterprise using these’s own hard-
ware and software.This is a very powerful method, enterprise
cloud be provide this service to the user. But this service’s
cost is very expensive. And this service’s maintenance is very
difficult because whenever you need to this service, service
provider make individual service and bind many resources
such as each hardware and software. Second, public cloud
services such as Amazon connect to the server or storage
devices cloud services to users. This allows the user to easily
configure devices without having to purchase of hardware
devices. But every timeuser use this service, the usermust pay
the costs about used device or software. Third, hybrid cloud
services must provide authentication services to users such as
private cloud service. And this must support many resources
to user such as public cloud service. Hybrid cloud service
can support efficient to user by various way. But this is very
difficult. Because cloud service provider is difficult to find a
way of cheaper private cloud service making. And they need
obtain consent to many hardware devices producer, software
producer, and network service providers. As a public cloud
service, so that the shape of the internal as well as external
users of your cloud services are configured to use it.

2.2. RADIUS (Remote Authentication Dial-In User Service).
RADIUS is the authentication method with a token between
mobile device user and wireless access pointer. The authenti-
cation server can generate a token and send it to user. Token
uses device authentication by this owner and user identifica-
tion. Figure 1 shows example of RADIUS architecture.

As shown in Figure 1, user of outside must request
authentication way to inside RADIUS server for using
computer resources such as hardware or software resource.
Smart phone users in the extra network must request token
for device certification to RADIUS server in the internal
network using wired or wireless internet environment. Then
RADIUS server checks smart phone certification by device
information. And if smart phone have alright device infor-
mation, RADIUS server generates the token and transmits
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Figure 1: RADIUS.

token to smart phone users. Next time, smart phone user
connects VPN server for user certification using token and
more individual information. When smart phone user have
alright user authentication, VPN server allow smart phone
user wanted cloud service. And smart phone user can use
cloud service as well as SaaS (Software as a Service). RADIUS
server have many complex procedures for device and user
authentication. And But RADIUS server cannot provide
complement security services. This is a disadvantage in
RADIUS server scheme.

2.3. Two-Factor Authentication Service [7–11]. Generally, the
authentication service is to check a user or device certifi-
cation. In this time, authentication server want to receive
about user or device information such as ID, Password,
Bioinformatics, and so on. And this server check to certificate
is correct. Traditional authentication method confirm user
ID and password for certificate. However, this method is
too easy and not secure. So, a new authentication method
propose recently that is two-factor authentication. this is
very conventional method. Traditional authentication check
a single identity information such as ID and password fairs.
But two-factor authentication check more two authenticate
information such as ID and password fair, token, and one-
time password, random number. This is more secure, con-
venient authentication method in mobile communication
environment.

Hybrid cloud service environment need two-factor
authentication method for more secure certificate against
of ID and password fair, SSO, PKI methods. Two-factor
authentication system can support various token. So, our
proposed system approach two-factor authenticationmethod
by ID and password fair with token. Token have user id,
device information, time, date, and random number. And
another certificate information isUSIM,MTM, and anthings.
Figure 2 shows an example of a method that can provide a
two-factor authentication service.

As shown in Figure 2, cloud service user sends {ID |
PW} only two pairs of information in general but it is very

User Auth. server

(1) Req_connect (ID_PW)

(3) Req_second_auth_info (token)
(2) Check and
Req_second_auth_info (token)

(4) Response (token)

(6) Connected
(5) Check (token)

Figure 2: Example of 2-factor authentication service (used ID-PW
and token).

simple. So, this scheme is very dangerous. So researcher
approaches two-factor authentication system. It adds some
token such as time-stamp or one-time token. And authentica-
tion server requests second authentication information user
such as extended token. Next, usermakes extended token and
transmits server then authentication server checks extended
token and allows or rejects user request.

Like this, two-factor authentication server can provide
general authentication token such as {ID | PW} and extend
token. This way is very easy and strong authentication way
for mobile communication environment using smart phone
or tablet and ultrabook.

3. Proposal System

In this section, we propose new hybrid cloud service authen-
tication system architecture and procedures using two-factor
authentication scheme and RADIUS server. Furthermore,
our proposal system solve security threats in wireless com-
munication environment. So we will describe about it at next
section.

3.1. SecurityThreats in Hybrid Cloud Service [2, 6, 12–14]. We
must understand security threats in hybrid cloud computing
environments to propose authentication system suitable for
hybrid cloud services. So we will divide and describe five
kinds of threats that as follows.

(1) First is man-in-the-middle attack or man-in-the-
middle-browser attack. this threat happen between
authentication server on internal network and outside
user such as smart phone, tablet.

(i) Generally, right outside user connect Win2008
RADIUS server for check his identification
information. And Win2008 RADIUS server
checks user and user’s device identification.
When attacker can man-in-the-middle
attack using cheat user information in the
intranetwork. Or he can try man-in-the-
middle-browser attack by masquerade his
individual information against alright user’s
identification information.

(2) Second threat is DoS or DDoS attack.
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(i) DoS (Denial of Service) or DDoS (Distributed
Denial of Service) attack can happen in the
internal network by inner user that don’t want to
it. Furthermoremobile environment have many
vulnerabilities. Because mobile device don’t
have completed security check about software,
memory management, and deployment of app.
So, attacker can insert DoS or DDoS agent to
mobile device easily. And when the attack time,
manymobile device on the outside network will
attack to hybrid cloud service server. This is
Zero-day attack skill.

(3) Third threat is location certification attack. On the
outside, mobile devices move very frequently. But,
mobile device’s location information is very impor-
tant for it’s certification.

(i) Win2008 RADIUS server cannot solve every
authentication problems for mobile device.
Among many authentication threats, location
based authentication problems is very impor-
tant in mobile communication environment.
Because location information is component of
token.

(4) Fourth threat is script attack weakness by inside
attacker.

(i) Every internal user are don’t trusted user.
Someone can attack authentication server, VPN
server, or cloud service server by steal and
modify the alright information. So, this is a
problem in hybrid cloud service with mobile
device such as smart phone and tablet.

(5) Fifth threat is outside user authentication for public
cloud service.

(i) Simple user identification is very easy and fast
using {ID | PW}. Many general authentication
systems use it. No matter how your server is a
trusted internal network, if any, in the internal
network to an external network authentication
service cannot authenticate all users. In this
case, the external network to the internal net-
work users to request services in a hybrid cloud,
the problem is severe.

As in the list shown above, general network security
vulnerabilities can occur in the hybrid cloud computing
environment with mobile devices. And this environment has
various special vulnerabilities.

3.2. Proposal System. We propose new authentication sys-
tem suitable for hybrid cloud services in mobile commu-
nication environment. Our proposal system have five sub
components on server. First is RADIUS module that checks
outside user authorization and device authentication using
RADIUS and two-factor token method. Second module is

Hash machine that checks data integrity between user and
mobile device access point. Connect manager is a third
component. This module checks session between mobile
device user and inside hybrid cloud service server. Firth
component is User manager. This module stores, deletes,
modifies, and checks user individual information such as ID,
PW, MAC, time stamp, and RND in these database. Finally,
Service manager module provides software cloud service
to user by attribute certificate method. Figure 3 shows our
proposal system architecture briefly.

And client system has three modules. First, client system
has RADIUS module like hybrid cloud server. Client system
request to server that check mobile device and user authenti-
cation in thismodule. Second,Hashmachine checks integrity
of transmitted data between server and client against of
cracker. Last, Connect requester is wireless communication
request module that manages mobile device communication
session and service request and response.

3.3. Procedures of Our Proposal System. Our authentication
system for hybrid cloud services performs 9-step processing
procedures.This is divided into two stages. Figure 4 shows it.

Thefirst stage has 5 steps for user and device identification
between internal user and RADIUS server. Inside user or
outside user hasmobile device thatmust save these individual
user and device information at RADIUS server in first
approach time. We explain this stage with RADIUS server.
Steps from 1 to 5 show more details of these procedures.

(1) IU → RADIUS: Req User Auth (ID | PW | IP |
MAC).

(i) Internal user send identity, password, IP
address, and MAC address to RADIUS server
for user and device authentication. In this time,
ID, PW, IP, MAC was saved RADIUS server’s
database at the before time.

(2) RADIUS checks Req User Auth (ID | PW | IP |
MAC).

(i) RADIUS server save user transfer data such
as ID, password, IP address, MAC address at
the last time. And RADIUS find user’s saved
information on the database. If user transfer
data equal find data, RADIUS server response
user’s authentication. But if user transfer data
don’t equal, RADIUS server don’t allow user’s
approach.

(3) RADIUS → IU: response (one-time token).

(i) If RADIUS checks that result is right, server
sends response (one-time token). Response
(one-time token) has IP, MAC, time-stamp, and
RND calculated by Hash 256 function.

(ii) One-time token consists of user device IP,media
access control address, time-stamp value, ran-
dom number. time-stamp value is time at server
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Figure 3: Architecture of proposal system.
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server

USIM
hash
Check
Server

(9) Connected

(2) Check

Internal user

External user(8) Check
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Figure 4: Procedure of proposal system.

location. Random number is a pseudorandom
value that makes server and user use random
algorithm on each devices.

(iii) One-time token = Hash256 (IP | MAC | time −
stamp | RND).

(4) IU → RADIUS: response (OTT).

(i) Internal user make OTT and send it to RADIUS
server for device authentication more securely.
OTT consist of PC’s IP, MAC address, and
RADIUS transferred one-time token. This can
verify attacker’s data modification.

(ii) OTT = Hash256 (IP | MAC | time stamp +
Reserve | RND + Reserve).

(iii) Reverse is kind of random number. IU select
random number and exclusive-or calculation
with RADIUS’s one-time token.

(iv) OTT can prove user request is right.

(5) RADIUS check IU’s OTT and accept IU authentica-
tion.

(i) OTT2 = Hash256 (OTT + Reserve2 | RND +
Reserve2).

(ii) RADIUS server checks user request by OTT. If
this result is right, RADIUS accepts and finally
check OTT2.

(iii) OTT2 consists of OTT + Reserve2 and RND +
Reserve2. Reserve2 is a another random value
for integrity checks.

This is the first stage. And next stage have 4 steps when
External user request hybrid cloud service andHashmachine
check and response HASH VAL. This procedures process
to mobile device user connects to cloud server and request
service.

(6) Hash machine → EU: Req Ext Auth (ID | IP).

(i) External user connects and requests hybrid
cloud service to hybrid cloud server and then
Hash machine requests to send user ID and
smart phone IP address. And Hash machine
waits to user response about it.

(7) EU → Hash machine: Res Ext Auth (HASH VAL).

(i) HASH VAL = Hash256 (USIM | IP | MAC).
(ii) USIM = {user information | phone number |

iden-tification number of provider}.
(iii) External user makes HASH VAL. This is a

Hash value. It consist of USIM information,
IP address, and MAC address. It can provide
to user masquerading attack resistant ability.
USIM is a simple universal secure identification
number.

(8) Hash module checks HASH VAL.

(i) USIM hash Check Server verify user transmit-
ted HASH VAL. If this is alright, USIM hash
Check server allow user’s hybrid cloud service
request. But if this wrong, External user don’t
use it.

(9) Hash module → EU: connected.
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Figure 5: Test system procedure of our proposal scheme.

(i) Between cloud server and external user, they
keep up this connection state. This session don’t
disconnect while external user and hybrid cloud
service wanted.

We describe our proposal system procedures 9 steps. In
the next section.

4. Test and Discussion

We try to test to our new authentication system for hybrid
cloud service in mobile communication environments.
Therefore we suggest test environment such as Figure 5. Our
test environment have 4 components. External user is user
that have mobile device on outside network. RADIUS is
authentication server. Internal user is user that have PC on
inside network. SaaS is hybrid cloud service server that have
MS-Office 2012 software such as MS-Word, MS-powerpoint,
MS-Excel, andMS-Access. We will test authentication, confi-
dentiality, integrity, MITBM [15–17].

4.1. Test Scenario. Figure 5 shows our test scenario. External
user has mobile device such as smart phone and tablet and
internal user uses PC to connect SaaS.

We construct SaaS group that have MS Office software
such as MS Word 2012, MS PowerPoint 2012, and MS Excel
2012 and some PC has a printing service. Internal user
connect cloud service using his desktop on inside network.
But external user connect cloud service using only mobile
device. Our test scenario have 9 steps. More detail test
scenario shows Figure 5 that have 9 steps like our proposed
authentication system that we were described it.

(1) Smart phone 1 connects to cloud server through
RADIUS checks using outside communication envi-
ronment. Then RADIUS verifies mobile device iden-
tification and user authorization.

(2) Next, every verified user request connects SaaS ser-
vice to server.

(3) Tablet 1 is untrusted user that calls cracker. He wants
to steal smart phone 1’s {ID | PW} data and masquer-
ade his individual information.

(4) Smart phone 2 user has right user authorization infor-
mation but he masquerades his device information
like tablet user. So he modifies his device information
and steals tablets transmit data using script edit attack
method.

We explain test scenario with 4 steps. step 3 and 4 are
security attack. Generally, step 3 is external user’s information
stealing andmasquerading. And step 4 is script attack such as
MITBM.This is very popular attack method.

4.2. Discussion. We consider our proposal system by upper
test scenario [18].

(1) Confidentiality: authentication system of hybrid
cloud proposed is safe middle browser attacks and
man-in-the-middle attacks. We use IDEA, Tight, and
Seed security algorithm that can support confiden-
tiality service to user. If attacker steal between hybrid
cloud server and internal or external user’s transferred
data, but he don’t read it. Because it is encrypted by
security algorithm.

(2) Integrity: external device user must generate token
between user and RADIUS server for user and device
authentication. In this time, Hash module makes
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token and one-time token. This method vouches
integrity service. So, if someone modifies user autho-
rization and device certification data, HASH-VAL
must change insignificant data.Therefore they do not
use it repudiate.

(3) Availability: our proposed system provide availability
service because our RADIUS server locate DMZ area.
So, attacker don’t attack our RADIUS server. and
hybrid cloud server more secure inner zone.

(4) Resist of script modify attack: our proposed system
can vouch resist of script modify attack by Hash value
and integrity algorithm. If someone tries to script
attack, he must change Hash value. But this is very
difficult because Hash value does not support return
value known.

In this paper, we propose authentication system for
hybrid cloud service. Our proposal system can support 4
security services such as confidentiality, integrity, availability,
and resist of script modify attack. We will more complete test
and evaluate our proposal system after study.

5. Conclusion

Latest virtualization technologies and cloud services is
rapidly developing. Moreover, communication environment
change from existing each wired network and wireless
network to wired/wireless integrated network environment.
Because the user need a hybrid cloud service in the integrated
network environment. And we have proposed an authen-
tication system for hybrid cloud services wired/wireless
integrated network that provide device and user authenticate
service.

However, hybrid cloud services is extremely low in the
wired/wireless integrated network environment. moreover,
this system will provide authentication and security services
is very low. Hybrid cloud service provider must support
user device and user authentication and security service in
wired/wireless communication environment. But this system
is don’t appear now. Therefore we proposed this system
similar environment in this paper. We designed RADIUS
authentication server and add two-factor authentication
system on the our proposed system. Our proposed system
can support device and user authentication service and the
confidentiality and integrity can provided. Our proposed
system good compared with existing hybrid cloud system
in terms of the authentication service, confidentiality and
integrity services. Furthermore, our system can provide
devices authentication in wired network environment also
it can lightweight and fast in the wireless communication
environment.

We was explain proposed system design and operating
procedures. And describe about our proposed system test
scenario above In this paper. We will study extended test and
experimental results on future research.
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Network coding is becoming essential part of network systems since it enhances system performance in various ways. To take
full advantage of network coding, however, it is vital to guarantee low latency in the decoding process and thus parallelization of
random network coding has drawn broad attention from the network coding community. In this paper, we investigate the problem
of parallelizing randomnetwork coding for embedded sensor systemswithmulticore processors. Recently, general purpose graphics
processing unit (GPGPU) technology has paved the way for parallelizing random network coding; however, it is not an option on
embedded sensor nodes without GPUs and thus it is indispensable to leverage multicore processors which are becoming more
common in embedded sensor nodes. We propose a novel random network coding parallelization technique that can fully exploit
multicore processors. In our experiments, our parallel method exhibits over 150% throughput enhancement compared to existing
state-of-the-art implementations on an embedded system.

1. Introduction

Network coding [1], especially random network coding [2], is
known to enhance various performance metrics in computer
networks. For example, random network coding can increase
themulticast throughput [2] and reduce the file downloading
delay in peer-to-peer (P2P) file sharing systems [3]. In
P2P file sharing systems, a file is partitioned into multiple
pieces each of which can be downloaded independently from
many different peers. If a node downloads multiple pieces
simultaneously from multiple peers, it dramatically reduces
downloading delay but the node has to carefully select peers
to communicate with and pieces to download since it has a
big impact on the overall performance. When using random
network coding, such piece selection problem is mitigated
since the data are encoded into blocks such that all the blocks
are equally important and thus the collecting node is only
supposed to gather a specific number of equally important
blocks from other peers. To take full advantage of random
network coding, however, it is vital to guarantee low latency
in the encoding/decoding process. When using random

network coding, the data has to be encoded before being
transferred at the sending node and the received data at a
destination has to be decoded to recover the original data.The
decoding process of random network coding is implemented
as a variation of the Gaussian elimination. Its complexity,
O(𝑛3), where 𝑛 is the number of blocks comprising a file,
is quite expensive especially when the file size is large. The
time overhead spent for decoding would cancel out all the
benefits of reduced transmission time in random network
coding.Thus, it is critical to guarantee short decoding latency
when implementing random network coding in practice.

A number of works have studied on reducing the decod-
ing latency of random network coding. Parallelized decoding
techniques for multicore processors have been proposed
in [4, 5]. Also, it has been shown that parallel decoding
using general purpose graphics processing unit (GPGPU)
such as compute unified device architecture (CUDA) [6]
can radically enhance the decoding speed of network coding
[7–10]. However, on embedded systems such as sensor
network nodes, it is usually not possible to leverage GPGPU
technology since GPUs are not presented in such systems
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and thus full exploitation of CPU’s capability is the only
way to improve system performance. In this paper, we
focus on enhancing random network coding performance by
taking full advantage of CPUs. Due to the proliferation of
multicore architectures in these days, multicore CPUs and
microcontrollers are becoming more common in embedded
systems. Thus, we propose a novel random network coding
parallelization technique formulticore embedded processors.
Our parallelization technique further enhances the decoding
speed of random network coding by over 150% compared
to existing state-of-the-art parallel decoding schemes. The
enhancement is achieved through maximizing concurrency
of multiple threads in the decoding process of random
network coding.

The rest of paper is organized as follows. Section 2
provides background information including related works,
Section 3 details our novel parallel decoding method for
random network coding, Section 4 shows the performance
advantage of our proposed scheme, and finally we conclude
this paper in Section 5.

2. Background

In this section, we give a brief introduction to random
network coding technique and then discuss related works.

2.1. RandomNetwork Coding. To transfer a set of data such as
a single file using random network coding, the source node
generates a set of coded packets from the original file and
transmits them towards destination nodes. To this end, the
data at the source is first divided into a number of blocks.
We use p

𝑘
to denote kth block. A coded packet 𝑐

𝑖
is a linear

combination of the original blocks. That is, c
𝑖
= ∑

𝑛

𝑘=1
𝑒

𝑖𝑘
p
𝑘
,

where 𝑛 is the number of blocks and the coefficient 𝑒
𝑖𝑘
is a

certain element randomly chosen in a certain Galois field GF
[2]. The coded packet c

𝑖
is transmitted towards destination

nodes along with the coefficient vector e
𝑖
= [𝑒

𝑖1
, . . . , 𝑒

𝑖𝑛
]

describing how the coded packet is generated and stored
in the header [11]. The concatenation of a coded packet
and its coefficient vector is referred to as transfer unit. On
reception of transfer units, intermediate nodes on the path
to a destination generate a linear combination of received
coded packets and send them to downstream nodes. For
a destination to be able to decode a set of received coded
packets and recover the original file, it needs to collect at least
𝑛 coded packets with coefficient vectors linearly independent
to each other. Let us say that a destination has collected 𝑛
coded packets, c

1
, . . . , c

𝑛
, and let E𝑇 = [e𝑇

1
⋅ ⋅ ⋅ e𝑇
𝑛
], C𝑇 =

[c𝑇
1
⋅ ⋅ ⋅ c𝑇
𝑛
], and P𝑇 = [p𝑇

1
⋅ ⋅ ⋅ p𝑇
𝑛
], where superscript T denotes

the transpose operation. As the relationships among C, E,
and P can be expressed as C = EP, the destination can
recover the original file P by multiplying the inverse of
E to C assuming that E is invertible; that is, the linear
independence among all coefficient vectors e

𝑘
’s is preserved.

In random network coding, to calculate P = E−1C, a variant
of the Gaussian Elimination (GE) called progressive decoding
is widely used. The conventional GE requires collecting 𝑛
transfer units and having the n × n coefficient matrix before

Table 1: Tasks in progressive decoding [4].

Stage Task description 1

A Using the former coefficients rows, reduce the leading
coefficients in the new coefficient row to 0

B Find the first nonzero coefficient in the new coefficient
row

C Check for linear independence with existing coefficient
rows

D Reduce the leading nonzero entry of the new row to 1,
such that results in row-echelon form

E Reduce the coefficient matrix to the reduced
row-echelon form

starting the process. However, in most random network
coding scenarios, waiting for the entirematrix to be formed is
not an optimal solution. Packets are delivered one by one and
the time gap between the arrivals of the first transfer unit and
the last one can be very large. Thus, instead of waiting for all
the transfer units to arrive, partial decoding can be performed
on reception of each transfer unit and hence the name of
progressive decoding [4]. A simple description of progressive
decoding borrowed from [4] is presented in Table 1. Note
that received transfer units containing coefficient vectors and
coded data blocks should be organized as an augmented
matrix in which a transfer unit constitutes a row such that the
progressive decoding/GE can be run on the matrix. On each
transfer unit’s arrival, a new row is inserted in the augmented
matrix and then the procedures from Stage A to Stage E
are applied to the augmented matrix in order to obtain the
reduced row-echelon form of the augmented matrix at the
end.

2.2. Related Work. Network coding is generally attributed to
Ahlswede et al. [1], who showed the utility of the network cod-
ing for multicast. The work of Ahlswede et al. was followed
by other works by Koetter and Médard [12] that showed that
codes with a simple, linear structure were sufficient to achieve
the capacity of multicast connections in wireline networks.
This result was augmented by Ho et al. [2], who showed that
a random construction of the linear codes, that is, random
network coding, was sufficient. Chou et al. [11] proposed
a practical way of implementing random network coding:
network codes are carried along with packets. Gkantsidis
and Rodriguez [3] have shown that random network coding
is beneficial in large scale P2P systems. Random network
coding has been known as helpful technique for smooth, fast
downloads, efficient server utilization [13], and mobile P2P
system [14]. Park et al. showed improvements in the reliability
of ad hoc network systems [15].

To solve the high decoding latency problem in random
network coding, several approaches have been proposed. In
[16], a variant of random network coding called pipeline
network coding (PNC) has been proposed. PNC reduces
encoding/decoding delay by using a special form of encoding
matrix. In [17], a new coding scheme with a lower compu-
tational complexity compared to the conventional random
network coding has been proposed. Shojania and Li [4]
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Figure 1: Parallelization in PPNC.

suggested a parallelized decoding technique for multicore
CPUs with SIMD (single instruction multiple data) instruc-
tions, for example, Intel’s SSE. The decoding process in
[4] is based on the well-known Gauss-Jordan elimination
algorithm but it can progressively decode data on arrival of
each partial data block. This distinctive feature, progressive
decoding, reduces overall decoding latency when the arrivals
of partial data blocks to be decoded span over a long period
of time. Note that, however, the original data only can be
recovered and decoding process can be finished at the arrival
of the last data even though such progressive decoding is
used. Conventional parallelized Gauss-Jordan elimination
algorithms such as parallel adaptive Gauss-Jordan algorithm
[18] and other related algorithms such as parallel matrix
inversion [19] and parallel LU decomposition [20] require
the entire data before starting the decoding process and
thus will incur additional decoding latency on the receiver
compared to the progressive decoding. Park et al. also have
proposed efficient parallelized progressive network coding
algorithm with dynamic partitioning algorithms for multi-
core CPUs [5]. Shojania et al. in [7] have proposed GPGPU
based parallelized progressive decoding algorithm and in [8]
parallel multisegment decoding algorithm for buffered data.
In these GPGPU based parallelized schemes, hundreds of
GPU threads can simultaneously encode and decode data
blocks and thus can easily outperform multicore CPU based
implementations. Chu et al. showed improved encoding
throughput on GPU with an aid of CPU [9]; however, the
decoding methodology used in [9] is not a progressive one
as in [4].

3. Role Division Progressive Decoding:
A Novel Parallelization Technique for
Random Network Coding

In this section, we introduce our novel parallelization scheme
for random network coding on embedded multicore pro-
cessors. We start with reviewing current state-of-the-art
parallelization techniques for random network coding on
multicore processors.

Current state-of-the-art parallelization techniques [4,
5] for random network coding following the progressive
approach divide each row in the augmented matrix into a
number of equal-size chunks and allocate them to a number

of threads. These “homogenous threads” perform the same
decoding operation on different chunks in parallel. (Note that
the same technique is used for the parallelization leveraging
GPGPU [7–10]. Also note that some parallelization schemes,
for example, [9], are not following the progressive approach.)
The size of each partition in a row can be the same for every
row [4] or dynamically chosen based on the row number [5]
in thematrix. In [4], a static partitioningmethod calledPPNC
(parallelized progressive network coding) was suggested. As
depicted in Figure 1, the way PPNC works is to partition the
encoding vector matrix and the data matrix vertically into
equal-size units and allocate each of them to each concurrent
thread such that each unit can be decoded concurrently.

DVP (dynamic vertical partitioning) [5] was suggested in
order to complement PPNC. The problem of PPNC is that it
does not consider the load balancing issues among multiple
threads/cores and thus the unbalanced workload hinders
full exploitation of parallelization opportunities especially
when the matrix size is large. Addressing this problem, DVP
aims to balance the workload distribution among multiple
threads via dynamic partitioning. As exemplified in Figure 2,
the (vertical) partition size of each workload is dynamically
chosen based on the number of rows to be processed. That
is, the partition size reduces as the number of rows to be
processed increases (or as the decoding process progresses).
(Figure 2 is reproduction of Figure 8 in [5].)

The main problem of previous approaches described
above is that there exist dependences among the threads.
That is, all the threads must progress synchronously to
each stage of the progressive decoding (Table 1). Although
each thread is working on its own data chuck, the threads
are not fully independent in the fact that synchronization
among all the threads is inevitable at the end or at the
beginning of each stage.Therefore, threads that have finished
earlier must wait for others to be finished, wasting time
while waiting. One solution to this dependence issue is to
intentionally install redundancy in calculation. That is, the
coefficient matrix is copied to each thread and let each thread
run the progressive GE independently while decoding its
part. Indeed, the redundancy in this approach, running the
progressive GE on multiple copies of the coefficient matrix,
limits the overall speed-up achieved via parallelization.

Addressing these problems, we propose a novel par-
allelization technique for random network coding called
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role division progressive decoding (RDPD). RDPD aims at
minimizing dependence among concurrent threads, that is,
minimizing needs for synchronization among threads and/or
redundant calculations, in the progressive decoding by using
nonhomogeneous threads. In RDPD, two different types of
threads, supervisor and worker, work on two independent
matrices, the encoding vector matrix and the coded data
block matrix; the supervisor thread runs the progressive GE
on the encoding vector matrix and the worker threads work
on the datamatrix, that is, the collection of coded data blocks,
governed by the supervisor thread. While conducting the
progressive GE, the supervisor thread produces and stores
into a work-queue a sequence of work orders each of which
informs the worker threads how to manipulate rows in
the data matrix. The sequence of work orders in fact is a
decomposition of the progressive GE on a specificmatrix into
a set of atomic row operations. The content of a work order
includes the type of operation, themultiplicand row (dividend
row), the result row, and the multiplier (divisor). There are
two types of operations: “subtraction after multiplication”

and “division”. The first type of operations, subtraction after
multiplication, defines the following calculation: the results
row is updated by subtracting themultiplicand rowmultiplied
by the multiplier from the result row. The second type of
operations, division, is dividing the dividend row by the
divisor and store it in the result row.

Figure 3 exemplifies the work orders generated by the
supervisor thread when the third transfer unit arrives. In
Stage A, it is required to subtract the first row and the second
row multiplied by the first and second elements of the third
row, respectively, from the third row. The supervisor thread
produces two subtraction aftermultiplicationwork orders that
have 3 and 8 as the multipliers, respectively. Stage D must
generate a division work order that requires dividing the
third row by 13 to make the leading value to 1. In general,
the bigger the file size is, the more the row operations are
required and work orders are produced. After Stage E, first
and second rows must contain zero elements except the
leading 1 so two subtraction after multiplication work orders
subtracting the third row multiplied by 9 and 3 from the first
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// On arrival of each transfer unit, run the following code as the supervisor thread
// Assume (𝑖 + 1)th transfer unit has been arrived
// (𝑘 + 1)th element of (𝑗 + 1)th encoding vector is stored in en vector[𝑗][𝑘]
// 𝐺 is the number of blocks comprising a file
// Stage A

for 𝑗 = 0 to 𝑖 − 1 // enqueue subtraction after multiplication work orders
Make Work(j, i, en vector[𝑖][𝑗], SUB AFTER MUL);
// first param is multiplicand row number, second is result row, third is weight

for 𝑗 = 0 to 𝑖 − 1 // manipulating coefficient vector matrix
weight = en vector[𝑖][𝑗];
en vecotr[𝑖][𝑗] = 0;
for 𝑘 = 𝑗 to 𝐺 − 1

temp = GaloisField Multiplication(en vector[𝑗][𝑘], weight);
en vector[𝑖][𝑘] ∧= temp; // XORing for Galois field subtration

// Stage B and C
// Check for linear indepedence and find the first non-zero element

ptr = Find First Nonzero(en vector[i]);
// Stage D

Make Work(i, i, en vector[i][ptr], DIVISION); // enqueue a division work order
// first param is divident row number, second is result row, third is weight
for k = ptr to 𝐺 − 1

en vector[𝑖][𝑘] = GaloisField Division(en vector[𝑖][𝑘], weight);
// Stage E

for 𝑗 = 0 to 𝑖 − 1 // enqueue subtraction after multiplication work orders
Make Work(i, j, en vecotr[j][ptr], SUB AFTER MUL);

for j = 0 to 𝑖 − 1 // manipulating coefficient vector matirx
weight = en vector[j][ptr];
en vector[j][ptr] = 0;
for k = ptr to 𝐺 − 1

en vector[j][k] ∧= GaloisField Multiplication(en vector[i][k], weight);

Algorithm 1: Pseudocode of supervisor thread.

and second rows, respectively, are produced.Thework orders
are inserted in the work-queue sequentially as they appear
and the worker threads process them in the order in which
they are enqueued. Pseudocode of the supervisor thread is
presented in Algorithm 1.

Worker threads perform actual decoding of coded data
blocks. Each worker thread performs calculations on a
specific chuck of coded data blocks following the sequence
of work orders produced by the supervisor thread. As shown
in Figure 4, a coded data block (or each row in the coded
data matrix) is divided into a set of nonoverlapping chucks
of the same size each of which is allocated to a worker thread
independently working on the specific region. To retain
independency among threads, each thread maintains its own
work-queue pointer pointing the first one of the uncompleted
work orders to be processed by the thread in the work-queue
such that the thread can be run on its own pace. Figure 5
illustrates a snapshot of the work-queue to which the work
orders numbered 8 and 9 are about to be inserted.

In this example, the worker thread with ID 3 has to pick
the work order number 2 (w

2
) from the work-queue and then

forward its pointer to the nextwork order,w
3
. Also notice that

the pointers are pointing different work orders. This means
that each worker thread is working on its assignment on
its own pace. Owing to this work-queue based interthread

Worker Worker Worker

Coded data block b1

Coded data block b2

Coded data block b3

thread number 1 thread number 2 thread number 3

Figure 4: Data partitioning for worker threads.

communication scheme, RDPD can minimize dependence
among threads and maximize concurrency in the parallel
progressive decoding. The supervisor thread needs not wait
for worker threads and can work on newly arrived packets as
soon as they arrive and worker threads need not wait until
other workers progress to the same stage.

4. Performance Evaluation

In this section, we show RDPD’s performance advantage,
up to 2.5x enhancement compared to existing schemes, via
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Figure 6: Experimental results on Atom-based sensor platform.

experiments on an embedded sensor node. For the compar-
ison purpose, we have implemented RDPD as well as the
existing state-of-the-art parallel methods proposed in [4, 5]
and performed experiments. Hereafter, we denote the scheme
proposed in [4] as SP and the scheme proposed in [5] as DVP.
We use a small form factor embedded systemwith Intel Atom
D525 (dual-core, 1.6 GHz) as the experimental embedded

sensor node platform.Alsowe use an Intel i7-960CPU (quad-
core, 3.2 GHz) based PC to see the performance behavior
of RDPD on general-purpose computing platforms. Both
systems are equipped with 4G RAM and run Ubuntu 12.04.
In the experiments, the data or file being decoded is divided
into blocks and we refer to the number of blocks comprising
a file as generation size. The total file size varies with the
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generation size and block size used in the experiments. For
example, if the generation size is 2048 and the block size
is 16384 bytes, then the total data size is 2048 ∗ 16384 =
32Mbytes. The metrics used to compare the three schemes
are decoding throughput (Mbytes/sec) which is calculated
as the total size of data being decoded divided by the time
spent for decoding. We use a look-up table based Galois field
multiplication/division method.

Figure 6 shows the throughputs of the three schemes with
the generation size varying from 16 to 512 and the block size
varying from 1024 to 16384 bytes on the Atom-based sensor
platform. In the figure, 𝑥-axis and 𝑦-axis represent the block
size (in bytes) and throughput (in MB/sec), respectively. As
we can notice in Figure 6(a), RDPD exhibits over 2.5 times
higher throughput than SP and DVP when the generation
size is 16 and the block size is 1024 bytes. Regardless of
the generation size, RDPD shows at least 90% throughput

enhancement over SP and DVP when block size is 1024. The
performance advantage of RDPD compared to SP and DVP
becomes less dominant as the generation size and block size
get larger. With big generation sizes (e.g., 256 and 512) and
big block sizes (e.g., 8 K and 16K bytes), RDPD shows around
40% enhancement over SP and DVP. The performance
degradation of SP and DVP compared to RDPD comes from
the fact that they either perform redundant calculation or
waste time while synchronizing among threads.

Figure 7 depicts the throughputs of the three schemes
and also a sequential implementation of random network
coding (denoted as SQ) on the i7 based platform with
the generation size varying from 16 to 512 and the block
size varying from 1024 to 8192 bytes. In the figure, RDPD
shows around 1.7 times higher throughput than SP and DVP
when the generation size is 16 and the block size is 1024
bytes. Compared to the sequential version, RDPD achieves
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speed-up of 3.31 whereas DVP/SP only shows speed-up of
1.9, meaning that quad-core CPUs are underutilized with
DVP/SP when the generation size is 16 and the block size
is 1024 bytes. Similar to the Atom-based sensor platform,
the performance advantage of RDPD compared to SP and
DVP becomes less dominant on the i7-based PC as either the
generation size or block size gets larger. When the generation
size is 64 and the block size is 8192, RDPD shows around 15%
enhancement over SP and DVP; however, the speed-up ratio
of RDPD over the sequential implementation (SQ) is 3.62,
meaning that the i7 quad-core CPU is utilized in nearly full
capacity.

5. Conclusion

In this paper, we have investigated the problem of paralleliz-
ing random network coding for embedded sensor systems
with multicore processors. Recently, GPGPU technology has
paved the way for parallelizing random network coding but
it is not an option on embedded sensor nodes since GPUs are
not presented in such systems. We propose a novel random
network coding parallelization scheme called role division
progressive decoding (RDPD) that can fully exploitmulticore
processors. RDPD shows over 150% throughput enhance-
ment compared to existing state-of-the-art implementations
on an embedded sensor platform with Intel Atom processor
and around 70% throughput enhancement on a high-end
desktop processor, Intel i7. Future work includes investigating
effects of the hyperthreading feature of i7 processors on the
performance of parallel random network coding.
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Due to the importance of power dissipation in the wireless sensor networks and embedded systems, real-time scheduling has
been studied in terms of various optimization problems. Real-time tasks that synchronize to enforce mutually exclusive access to
the shared resources could be blocked by lower priority tasks. While dynamic voltage scaling (DVS) is known to reduce dynamic
power consumption, it causes increased blocking time due to lower priority tasks that prolong the interval overwhich a computation
is carried out. Additionally, processor slowdown to increase execution time implies greater leakage energy consumption. In this
paper, a leakage-controlledmethod is proposed, which decreases both priority inversion and power consumption. Based on priority
ceiling protocol (PCP) and a graph reduction technique, this method can decrease more energy consumption and avoid priority
inversion for real-time tasks.

1. Introduction

Power consumption of IC devices can be briefly classified into
(1) static power consumption which consists of the power
used when the transistor is not in the switching process
and (2) dynamic power consumption which consists of the
power used to charge the load capacitance and logic states of
the device. In the last two decades, complementary metal-
oxide semiconductor (CMOS) has emerged as a dominant
technology due to its low static power dissipation. Leakage
power in CMOS circuits is due to subthreshold current that
flows through the transistors and contributes to a significant
portion of the total power consumption. Figure 1 illustrates
the trend at lower nodes that leakage power becomes almost
comparable to active power. For 90 nm and below technolo-
gies, leakage is the main factor which dominates over the
dynamic power and contributes to almost or more than 50%
of total power dissipation.

There have been multiple techniques used in the past to
reduce the power dissipation of embedded systems and have
been implemented successfully through the different levels of
design abstraction. At the system level, there are two primary

ways to reduce power consumption: processor slowdown and
shutdown. Slowdown techniques such as dynamic voltage
scaling (DVS) are preferred due to the assumptions of
low leakage power dissipation and quadratic dependence
of power on voltage level. However, energy savings based
on DVS come at the cost of increased execution time,
which implies greater leakage power consumption. With the
repaid increase in device leakage power due to the scaling
down of technology nodes, the leakage power has been a
major concern in the system design. Device scheduling is
the key factor to have the best tradeoff between the power
and characteristics such as resource sharing and system
utilization.

Many previous works have addressed DVS based on
performance requirements to minimize the dynamic power
consumption [1–13]. While techniques to optimize the total
static and dynamic power consumption have been pro-
posed, they are still based on the ideal system environ-
mentwithout considering resource synchronization problem.
Recently, researchers have started exploring energy-efficient
scheduling with the considerations of leakage current [4–
6, 14–16]. To reduce the leakage power, a system might be
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Figure 1: Leakage versus dynamic power trend [1, 19, 20].

turned off (to enter a dormant mode) when not used. For
periodic real-time tasks, Jejurikar et al. [6] and Lee et al.
[14] proposed energy-efficient scheduling on a uniprocessor
by procrastination scheduling to decide when to turn off
the system. Jejurikar and Gupta [5, 15] further considered
real-time tasks that might complete earlier than its worst-
case execution time (WCET) by extending the algorithms
presented in [6]. For DVS processor with aperiodic real-
time tasks, Irani et al. [4] proposed a 3-approximation
algorithm to minimize leakage current on the uniprocessor
with continuous available speeds. It guarantees to derive a
solution with the energy consumption at most three times
energy consumption of an optimal solution. For aperiodic
real-time tasks without DVS, Baptiste [17] developed an
algorithm that minimized the energy consumption resulting
from the leakage current and the overhead to turn on/off
the system. In the periodic real-time task systems, Quan et
al. [13] and Niu and Quan [16] proposed a leakage-aware
method that expands all the jobs in the hyperperiod of the
given tasks and calculates their latest starting time on the
fly.The computation overheads produced by their algorithms
might be too much to be applied in an online scheduling. In
addition to considering the leakage current of the processor,
leakage power consumption produced by system devices was
also considered in [18] as well as their preemption control [9].
The objectives of the above methods are proposed to reduce
the system power and do not consider other advantages or
purposes of leakage-aware techniques. For example, one can
shut down aprocessor before the beginning of a lower priority
task that intents to lock a shared resource required earlier by
a higher priority task.

Work-demanded analysis has been extensively inves-
tigated in real-time systems in which sporadic tasks are
jointly scheduled with periodic tasks [3, 7–9, 11, 12, 15, 21].
The purpose of work-demanded analysis is to improve the
response times of aperiodic tasks or to increase their accep-
tance ratio. It also benefits the power-saving on both DVS

and leakage-aware methods. Pillai and Shin [12] proposed a
cycle-conserving rate-monotonic (ccRM) scheduling scheme
that contains offline and online algorithms. The offline
algorithm computes the worst-case response time of each
task and derives the maximum speed needed to meet all task
deadlines. It recomputes the task utilization by comparing
the actual time for completed tasks with WCET schedule.
In other words, when a task completes early, they have to
compare the used actual processor cycles to a precomputed
worst-case execution time schedule. This WCET schedule
is also called canonical schedule [22] whose length could
be the least common multiplier of task periods. ccRM is
a conservative method, as it only considers possible slack
time before the next task arrival (NTA) of current job.
Gruian proposed a DVS method for offline task stretching
and online slack distribution [3]. The offline part of this
method consists of two separate techniques. One focuses
on the intratask stochastic voltage scheduling that employs
a task-execution length probability function. The second
technique computes stretching factors by using a response
time analysis. It is similar to Pillar and Shin’s offline technique,
but instead of adopting a stretching factor for all tasks
before NTA, Gruian assigns different stretching factor to
the individual task within the longest task period. Kim et
al. [8] proposed a greedy online algorithm called the low-
power work-demand analysis (lpWDA) that derives slack
from low-priority tasks, as opposed to the method in [3, 12]
that gains slack time from high-priority tasks.This algorithm
also balances the gap in voltage levels between high-priority
and low-priority tasks. Its analysis interval limited by the
longest of task periods is longer than NTA. Thus, lpWDA
gains more energy saving than the previous rate-monotonic
(RM) DVS schemes applying NTA. Therefore, these slack
reclamation methods are applicable not only to increase
energy-saving and schedulability but also to the newmethods
on different scheduling criteria. For example, slack time can
also be applied to avoid priority inversion incurred by task
synchronization.

Though power-aware real-time scheduling problems are
well studied, relatively few works of them considered task
synchronization problems. Most embedded real-time appli-
cations have to share the resources such as I/O devices
or database and mutually exclusive access to these shared
objects. Concurrent access to shared data may result in data
inconsistency. Mechanisms that force tasks to execute in
a certain order so that data consistency is maintained are
known as synchronization protocols. If a lower priority job
has access to a resource, a higher priority job requesting the
resource is blocked and canmiss its deadline.Therefore, real-
time task synchronization is developed to achieve data con-
sistencywith as little loss in schedulability as possible. Priority
ceiling protocol (PCP) [23, 24] is a synchronization protocol
for shared resources to avoid deadlock and unbounded
priority inversion due to wrong nesting of critical sections.
In PCP, each resource is assigned a priority ceiling, which is a
priority equal to the highest priority of any task which may
lock the resource. PCP has the interesting and very useful
property that no task can be blocked for longer than the
duration of the longest critical section of any lower-priority
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task. The recent related work is an extension of PCP in
frequency inheritance. Zang and Chanson [25] proposed a
dual-speed (DS) algorithm: one is for the execution of a
task when it is not blocked, and the other is adopted to
execute the task in the critical section when it is blocked.
Jejurikar and Gupta [26] compute two slowdown factors,
which can be classified into static slowdown, computed
offline based on task properties, and dynamic slowdown,
computed using online task execution information. Chen and
Kuo [2] proposed a DVS method using frequency locking
concept which can be used to render energy-efficient to the
existing real-time task synchronization protocols. However,
DVS may decelerate the blocking tasks in the critical section
and receive additional priority inversion which increases the
difficulties of predictability of the schedule.

In this paper, we propose a blocking-aware task synchro-
nizationmethod, which decreases both priority inversion and
energy-consumption of the processor. Graph theories have
been applied in the scheduling which transforms an existing
resource allocation graph (bipartite graph) to a weighted-
directed graph (WDG). Our idea is based on PCP and
available slack time in the schedule. We use WDG to analyze
and present the available slack time, preemption points, and
the lengths of priority inversions.The timing and its duration
for switching processor status can be computed by traversing
the WDG in which lower-priority tasks have intention to
lock on some resources.The proposedmethod can utilize the
existing work-demanded analysis methods such as lpWDA
[8] and Gruian’s methods [3] to squeeze additional slack time
from lower priority tasks so as to further decrease priority
inversion.

The remainder of this paper is organized as follows.
Section 2 explains our system model. The motivations and
basic idea on the task synchronization method are proposed
in Section 3. Section 4 describes the proposed algorithm
and its example. We present the performance evaluation in
Section 5. Section 6 gives conclusions and their future work.

2. System Model

2.1. Task Model. This paper studies periodic real-time tasks
that are independent during the runtime. Let T be the set
of input periodic tasks and 𝑛 denotes the number of tasks.
Each task 𝜏

𝑖
is an infinite sequence of task instances, referred

to as jobs. The jth invocation (job) of task 𝜏
𝑖
is denoted as 𝐽

𝑖,𝑗

whose actual start time is denoted as 𝑆(𝐽
𝑖,𝑗
). A three-tuple 𝜏

𝑖
=

{𝑇

𝑖
, 𝐷

𝑖
, 𝐶

𝑖
} represents each task, where 𝑇

𝑖
is the period of the

task, 𝐷
𝑖
is the relative deadline with 𝐷

𝑖
= 𝑇
𝑖
, and 𝐶

𝑖
denotes

the worst-case execution time (WCET). The period length of
task 𝑇

𝑖
is unique in order to have each task a unique priority

index in the rate-monotonic (RM) scheduling. Notation 𝑠
𝑖,𝑗

denotes the available slack time for job 𝐽
𝑖,𝑗
.

2.2. Power Model. All tasks are scheduled on a single pro-
cessor which supports two modes: dormant mode and active
mode. When the processor is switched to the dormant
mode, the power-consumption of the processor is assumed
𝑆dorm = 0 by scaling the static power consumption [27], while

the system clock and chipset retain necessary functions to
support motoring and waking up processor properly. When
executing the jobs, the processor has to be in the active mode
with speed 𝑆active. A processor shutdown and wakeup have
a higher overhead than the inherent energy/delay cost of
turning on the processor. The processor loses the cache and
register contents, when it switched to the deepest dormant
mode. Therefore, prior to shutdown, all statuses of processor
must be saved or flushed to main memory, resulting in
an additional overhead. On wakeup, components such as
data and instruction caches, data and translation look aside
buffers, (TLBs) have to be initialized. This results in extra
memory accesses and hence additional energy consumption.
Let 𝐸sw and 𝑡sw denote energy and time overhead, respec-
tively, for switching from dormant mode to active mode.
Based on the idle power consumption, when processor is idle
in the active mode, the processor executes NOP instruction
at processor speed 𝑆idle for low-power consumption referred
to as P(𝑆idle). When processor is idle and the idle interval is
longer than break-even time 𝐸sw/𝑃(𝑆idle), turning it to the
dormant mode is worthwhile.

2.3. Resource Access Model. We assume that semaphores
are used for task synchronization. All tasks are assumed
to be preemptive, while the access to the nonpreemptive
shared resources must be serialized. Therefore, a task can
be blocked by lower priority tasks. When a task has been
granted access to a shared resource, it is said to be executing
in its critical section [24]. The kth critical section of task 𝜏

𝑖

is denoted as 𝑧
𝑖,𝑘

which is properly nested. Each task knows
the relative start time to access the required shared resources
and their required WCETs. With the given information in
[28], we can compute the maximum blocking time for a task.
In the different resource synchronization protocol such as
PCP [23], each job might suffer from a different amount of
blocking time from lower-priority task due to access conflict.
The goal of this paper is to propose a leakage-aware task
synchronization protocol based on PCP, which reduces the
priority inversion and energy-consumption of the processor.
We propose a data structure called weighted directed graph
(WDG) which expresses possible priority inversion online.
By traversing WDG, we can postpone the intention to
locking on the resources invoked by lower-priority tasks and
therefore minimize the priority inversions.

3. Motivating Example

Suppose that we have three jobs 𝐽
1
, 𝐽
2
, and 𝐽

3
and three shared

data structures protected by the binary semaphores 𝑧
0
, 𝑧
1
,

and 𝑧
2
in the system. In accordance with PCP, the sequence

of events is depicted in Figure 2(a). A line at a lower level
indicates that the corresponding job is blocked or preempted
by a higher-priority job while the processor mode is active. A
line raised to a higher level denotes that the job is executing,
and the absence of a line denotes that the job has not yet
been initiated or has completed. A bold line at low level
denotes that the processor has been switched in dormant
mode. Suppose the following.
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(i) At time 𝑡
0
, 𝐽
3
is initiated and locks semaphore 𝑧

2
at 𝑡
0
.

(ii) At time 𝑡
1
, 𝐽
2
is initiated and preempts 𝐽

3
.

(iii) At time 𝑡
2
, 𝐽
2
cannot lock 𝑧

2
and 𝐽

3
inherits the

priority of job 𝐽
2
and resumes execution.

(iv) At time 𝑡
3
, 𝐽
3
successfully enters its nested critical

section 𝑧
1
.

(v) At time 𝑡
4
, 𝐽
1
preempts 𝐽

3
within 𝑧

1
and executes its

noncritical section code.
(vi) At time 𝑡

5
, 𝐽
1
attempts to enter its critical section 𝑧

0

and is blocked by 𝐽
3
due to priority ceiling.

(vii) At time 𝑡
6
, 𝐽
3
exits its critical section 𝑧

1
and 𝐽

1
is

awakened.
(viii) At time 𝑡

7
, 𝐽
1
completes its execution and 𝐽

3
resumes

its execution of 𝑧
2
due to its inherited priority.

(ix) At time 𝑡
8
, 𝐽
3
exits its critical section 𝑧

2
and returns to

its original priority, and 𝐽
2
is awakened.

The blocking intervals introduced by primitive PCP are
[𝑡
2
, 𝑡
4
], [𝑡
5
, 𝑡
6
], and [𝑡

7
, 𝑡
8
].

This study is motivated by the significant priority inver-
sion that is incurred from task synchronization. When the
available static slack time (unused time in the WCET sched-
ule) or dynamic slack (occurred in the early-completed task)
is larger than break-even time, the lower-priority task intent
to lock a semaphore can be postponed until the start time
of a higher-priority task. A practical approach is to postpone
the task execution by switching processor to dormant mode.
During the sleeping time, system still has awareness of the
arrival of other jobs and awakes processor at proper time.
The example in Figure 2(b) postpones the request of lower-
priority task intent to lock a semaphore. At time 𝑡

1
, 𝐽
3
has

available slack in interval [𝑡
11
, 𝑡
12
] with length longer than

break-even time. When a system is conscious that 𝐽
3
has

intent to lock 𝑧
2
, it computes the upcoming start time of

higher priority tasks that might be blocked by 𝐽
3
according

to PCP. In the example, only 𝐽
2
could be blocked by 𝐽

3
due

to 𝑧
1
and 𝑧

2
, and the length of interval [𝑡

1
, 𝑡
2
] is less than

the available slack, that is, [𝑡
10
, 𝑡
11
] in Figure 2(a). Therefore,

processor can be switched to dormant mode at time 𝑡
1
until

the start time of 𝐽
2
. At time 𝑡

2
, processor becomes active

and 𝐽
2
preempts 𝐽

3
such that 𝐽

3
is still unable to lock 𝑧

2
,

and thus 𝐽
2
could lock 𝑧

2
at time 𝑡

3
. Additionally, the 𝐽

2
’s

noncritical section also is not blocked by 𝐽
3
because 𝐽

3
cannot

inherit the priority of 𝐽
2
due to failure in locking 𝑧

2
at 𝑡
1
.

Comparing to the result of Figure 2(a), this idea can reduce
(maximum) priority inversion of intervals [𝑡

2
, 𝑡
4
], [𝑡
5
, 𝑡
6
],

and [𝑡
7
, 𝑡
8
]. Table 1 presents the length of blocking time in a

systematic way [28]. It lists only the nonzero elements; all the
other elements are zero, since jobs are not blocked by higher
priority jobs. The elements labeled with “∗” in this table are
zero as well.

4. Latency Locking PCP

In this study, PCP is extended with the concept of latency
locking, referred to as LL-PCP. The idea is to perform

t0 t0 t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11

Time

z2 locked

z2unlockedz1unlocked

z2unlocked

Blocked byJ2

(Attempt to lock z2)



(Attempt to lock z2)

Blocked by J2

z0 locked z1 locked

z2 locked z1 locked

J1

J2

J3

(a)

Unable to lock z2

z0
z1

z2

t0 t1 t2 t3 t4 t5 t6 t7 t8 t9 t10 t11 t12

z2 locked

z2 locked

z1 locked z2unlockedz2unlocked

z2unlocked

J1

J2

J3

Sleep

z0 locked z1 locked

Time

(b)

Figure 2: The task synchronization of (a) primitive PCP and (b)
latency locking method.

preanalysis of possible priority inversion and available slack
time in the schedule. LL-PCP derives the best timing and
duration for switching processor to dormant mode and thus
reduces priority inversion. To understand and control the
sequence of intent to lock resources, tasks are organized as a
weighted directed graph (WDG) reduced from the resource
allocation bipartite graph in [28]. In the bipartite graph, each
indirect edge is labeled with the time required to access the
resources. Let 𝐺 = (𝑈,𝑉, 𝐸) denote a bipartite graph whose
partition of vertices has two subsets 𝑈 and 𝑉 ⋅ 𝐸 denotes the
set of edges of𝐺, and𝑈 denotes a task setT. LetWDG(T, 𝐴)
denote a weighted directed graph whose vertices in T ⊆ 𝑈
are arranged according to their task indices. For each edge
𝑒

𝑢,V ∈ 𝐸, 𝜏𝑢 ∈ 𝑈, and 𝑧V ∈ 𝑉, the set of arcs 𝐴 in WDG are
generated as follows.

Step 1. For any pair of vertices 𝜏
𝑥
, 𝜏
𝑦
∈ 𝑈, and 𝑥 > 𝑦, a solid

arc 𝑎(𝑥, 𝑦) ∈ 𝐴 is directed from 𝜏
𝑥
to 𝜏
𝑦
if there exist two or

more edges 𝑒
𝑥,V and 𝑒𝑦,V in 𝐺, where 𝑧V ∈ 𝑉.

Step 2. For any pair of vertices 𝜏
𝑥
, 𝜏
𝑤
∈ 𝑈, and𝑥 > 𝑤, a dotted

arc 𝑎(𝑥, 𝑤) ∈ 𝐴 is directed from 𝜏
𝑥
to 𝜏
𝑤
if there exists a vertex

𝜏

𝑦
∈ 𝑈, 𝑤 > 𝑦, and 𝜏

𝑥
and 𝜏
𝑦
satisfy Step 1.

Step 3. In WDG, for any pair of vertices with multiple arcs,
eliminate the dotted arcs having the same blocking time as
that of one of their solid arcs.
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Table 1: Example illustrating the computation of blocking times.

Directly blocked by Priority-inher blocked by
𝐽

2
𝐽

3
𝐽

2
𝐽

3
max

𝐽

1
3 3

𝐽

2
∗ 4 ∗ 3 4

𝐽

3
∗ ∗ ∗ ∗ ∗

Different from the bipartite graph, each vertex in the
WDG corresponds to a task but resource. A task 𝜏

𝐿
directly

blocking a higher-priority task 𝜏
𝐻
is represented by a solid arc

𝑎(𝜏

𝐿
, 𝜏

𝐻
) from task vertex 𝜏

𝐿
to 𝜏
𝐻
, while an indirect block

is represented by a dotted arc. In Figure 3(a), the bipartite
graph is derived from Figure 2(a) and can be reduced to the
WDG in Figure 3(b). The maximum priority inversion of 𝐽

2

is composed of a direct and indirect blocking incurred by 𝐽
3
.

The values of these two arcs can be combined because the
indirect blocking is due to priority inheritance of job 𝐽

1
. We

may label each arc by a 3-tuple; the first element of each 3-
tuple gives the actual starting time of higher-priority tasks
and is defined as 𝑆(𝜏

𝐻
), while the second element gives the

locking time of 𝜏
𝐿
on semaphore 𝑧 and is denoted as 𝐿(𝜏

𝐿
, 𝑧).

The last element specifies the duration of the maximum
priority inversion and is denoted as 𝐼(𝜏

𝐿
, 𝜏

𝐻
). The first two

elements are updated during runtime while the third element
is derived according to PCP. The example of the 3-tuple
labels is illustrated in Figure 3(b). In accordance with the
parameters, the proposed evaluation functions are defined as
shown in Algorithm 1.

Definition 1 (expected sleeping interval, ESI). In order to
prevent job 𝐽

𝐿
from blocking job 𝐽

𝐻
, the expected sleep

interval for 𝐽
𝐿
is defined as

ESI
𝐿,𝐻
= [𝐿 (𝐽

𝐿
, 𝑧) , 𝑆 (𝐽

𝐻
)) − ⋃

∀𝜏
𝜆
∈J,𝜆<𝐿

𝑁𝐶

[𝐿,𝐻]

𝜆
, (1)

where𝑁𝐶[𝐿,𝐻]
𝜆

denotes the set of noncritical-section intervals
of job 𝐽

𝜆
in interval [𝐿(𝐽

𝐿
, 𝑧), 𝑆(𝐽

𝐻
)). The length of ESI

𝐿,𝐻
is

denoted as

𝛼

𝐿,𝐻
= 𝑆 (𝐽

𝐻
) − 𝐿 (𝐽

𝐿
, 𝑧) − ∑

∀𝜏
𝜆
∈𝐼,𝜆<𝐿











𝑁𝐶

[𝐿,𝐻]

𝜆











. (2)

Definition 2 (reduction of priority inversion time, RPI). The
expected reduction of priority inversion time due to the
processor sleeping in the ESI

𝐿,𝐻
is defined. The value of RPI

is derived from

𝛽

𝐿,𝐻
= 𝐼 (𝜏

𝐿
, 𝜏

𝐻
) − 𝛼

𝐿,𝐻
. (3)

According to (1), (2), and (3), we define a reward function
for each arc in WDG.

Definition 3. A reward function for each arc in WDG is
defined as

𝑅𝐸𝑊(𝜏

𝐿
, 𝜏

𝐻
) =

𝛽

𝐿,𝐻

𝛼

𝐿,𝐻

. (4)

The reward for an arc referred to the reduction of priority
inversion time if the processor is switched to sleep during the
interval ESI

𝐿,𝐻
. Whenever a new job 𝐽

𝑖
arrives, the value of

REW(𝜏
𝐿
, 𝜏

𝑖
) with respect to each arc is refreshed. The larger

the value of REW, the longer the priority inversion in the
schedule will be avoided. For example, in Figure 3(b), the
values of 𝛼

3,1
and 𝛼

3,2
are, respectively, 𝑡

4
− 𝑡



0
and 𝑡
1
− 𝑡



0
,

and the values of 𝛽
3,1

and 𝛽
3,2

are, respectively, 3 − (𝑡
4
− 𝑡



0
)

and 7 − (𝑡
1
− 𝑡



0
). In accordance with (4), the values of

REW(3,1) and REW(3,2) are (3 − (𝑡
4
− 𝑡



0
))/(𝑡

4
− 𝑡



0
) and

(7 − (𝑡

1
− 𝑡



0
))/(𝑡

1
− 𝑡



0
). Assuming that available slack for

𝜏

3
is larger than the value of (𝑡

1
− 𝑡



0
), the processor decides to

sleep in the duration of [𝑡
0
, 𝑡

1
].

By updating the information of arcs inWDG during run-
time, we can traverse the vertices of WDG by following the
current job andmake decisions on switching the processor to
active or dormant mode. Additionally, the values of ESI can
be updated on the fly according to the dynamic slack time due
to early completion of a job. Also, the arcs corresponding to
the unused resources due to early completion can be removed
from this job vertex.

5. Experimental Results

To evaluate the effectiveness of the proposed scheduling
method, we implemented the following techniques and
derived their energy consumption.

(i) Primitive PCP: all tasks are executed at maximum
speed and use PCP for accessing the shared resources
[23].

(ii) P-PCP: all tasks are scheduled using procrastination
technique under fixed priority [5].

(iii) DVS-PCP: all tasks are scheduled according to the
RM-DVS scheduling based on the slowdown factor
proposed in [26].

(iv) LL-PCP: all tasks are scheduled according to the
proposed method.

We use the processor power model in [5] and consider
energy overhead of shutdown required by on-chip cache.
With an energy cost of 13 nJ [15] per memory write, the cost
of flushing the data cache is computed as 85 uJ. On wakeup,
we assume a cost of 98uJ total energy overhead. Additionally,
we assume that cache energy overhead to actual charging of
circuit logic requires 300 uJ, and the total cost is 85 + 98 +
300 = 483 uJ. In the experiment, we consider 2000 task sets,
and each set contains up to 12 randomly generated tasks. Each
task was assigned a random period and WCET in the range
[10ms, 125ms] and [0.5ms, 10ms], respectively, to reflect
real life real-time applications. A set of shared resources and
its mapping to a set of tasks are generated randomly. For
simplicity, the number of resources is less than or equal to
the number of tasks of the corresponding task set and all
resources are mutually exclusive accessed by those tasks.

In Figure 4, the comparison of the energy consumption
of the techniques is as a function of the number of task,
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Input: a set of task 𝑇, a set of resources 𝑅.
(Offline part)

(1) Reduce bipartite graph to WDG (𝑇, 𝐴);
(2) Compute the value of 𝐼 (𝜏

𝐿
, 𝜏
𝐻
) with respect to each arc

𝑎 (𝜏
𝐿
, 𝜏
𝐻
) in WDG.

(Online part)

On arrival of a job Ji
(3) Identify a set of tasks 𝑇

𝐻
containing higher

priority task 𝜏
𝐻
than that of 𝐽

𝑖
;

(4) Update the value of REW(𝜏
𝑖
, 𝜏
𝐻
) for each

arc 𝑎(𝜏
𝑖
, 𝜏
𝐻
) in WDG and 𝜏

𝐻
∈ 𝑇

𝐻
;

(5) Construct a set 𝐴
𝑖
of outgoing arcs of 𝜏

𝑖
,

𝐴



𝑖
= {𝑎(𝜏

𝑖
, 𝜏

𝐻
) | 𝛼

𝑖,𝐻
≥

𝐸SW

𝑃(𝑆idle)
}

(6) Compute the static available slack 𝑠
𝐻
for

each job in 𝑇
𝐻
;

(7) Compare each 𝑠
𝐻
to the corresponding 𝛼

value of the arcs in 𝐴
𝑖
;

(8) Construct an arc set 𝐴
𝑖
⊂ 𝐴



𝑖
where 𝐴

𝑖

= {𝑎(𝜏

𝑖
, 𝜏
𝑥
) | 𝑠

𝐻
≥ 𝛼

𝑥,𝑖
, 𝑎(𝜏
𝑖
, 𝜏
𝑥
) ∈ 𝐴

𝑖
and 𝜏

𝑥
∈ 𝑇

𝐻
};

(9) Search for an arc 𝑎(𝜏
𝑖
, 𝜏
𝑥
) in 𝐴

𝑖
with the

maximum value of REW(𝜏
𝑖
, 𝜏
𝑥
) where 𝜏

𝑥
∈ 𝑇

𝐻
;

(10) IF the processor is in active mode THEN
switch the processor to dormant mode until time
𝑆(𝜏

𝑥
);

On the beginning of one of the intervals in ESIL,x
(11) Switching the processor to 𝑆dorm until the

end of the interval;
On turning the processor to the active mode at time t
(12) Schedule the highest priority job in the

ready queue; On early-completion of a job at time 𝑡;
(13) Compute dynamic slack time due to early completion;

Algorithm 1: LL-PCP algorithm.
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Figure 3: Graph reduction from (a) bipartite graph to (b) WDG.
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Figure 4: Comparison of energy consumption in the different
number of tasks, utilization = 50%.

and the energy consumption of all techniques is normalized
to LL-PCP. As the number of task increases, primitive PCP
starts consuming more energy than other methods. When
the number of tasks is greater than four, DVS-PCP starts
consumingmore energy due to the dominance of leakage and
speed switching.The leakage is derived from frequent priority
inversion due to increased resource contentions. We see that
the LL-PCP results in an up to an additional 4.5% gains over
DVS-PCP when the number of tasks is not less than 10.

In Figure 5, the energy consumption of the techniques is
as a function of the processor utilization at maximum speed.
When the processor utilization increases, DVS technique
starts consuming more energy. As the processor utilization
is low, DVS-PCP presents significant energy savings. There
are idle intervals in these techniques and could be utilized
by applying dynamic reclamation methods [3, 8, 12] for more
energy gains. These idle intervals can be used for processor
shutdown to compare the benefits of our procrastination
scheme. Both P-PCP and LL-PCP are procrastination scheme
and their energy consumptions outperform that of preemp-
tive PCP through shutdown. Additionally, P-PCP and LL-
PCP are not sensitive to the change in processor utilization
because they are leakage-awaremethods.We see that LL-PCP
leads to up to 6% energy gains over P-PCP and an average of
5% energy savings compared to DVS-PCP.

Figure 6 shows the comparison of the length of prior-
ity inversion normalized to LL-PCP, as a function of the
number of tasks. In consideration of task synchronization,
priority inversions directly affect the feasibility of real-time
scheduling because they usually postpone actual finish time
of higher-priority tasks and would result in deadline misses.
When the number of tasks increases, primitive PCP, P-PCP,
and DVS-PCP result in increasing priority inversion longer
than that of LL-PCP. The main reason is that the number of
increases of nonpreemptive resources and access conflictions
among the tasks would produce additional short idle periods
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Figure 5: Comparison of energy consumption in the different
processor utilization, 6 tasks.

and switching time that also hamper timely completion of the
tasks. LL-PCP reduces an additional 4.8% priority inversion
over DVS-PCP at 12 tasks in each task set.

The comparison of the length of priority inversion of the
techniques is shown in Figure 7, as a function of the processor
utilization at maximum speed. As the processor utilization
increases, preemptive PCP, P-PCP, and DVS-PCP result in
less increasing priority inversion than that of LL-PCP. The
reason is that, in accordance with (4), when the value of 𝛼

𝐿,𝐻

increases and 𝛽
𝐿,𝐻

remains unchanged, the returned values
of their REW function also increases. Obviously, increasing
the WCET of each task does not affect the length of priority
inversion (i.e., the value of 𝛽

𝐿,𝐻
) but increases the value of

𝛼

𝐿,𝐻
, and therefore the value of REW(⋅, ⋅) is increased. In

accordance with our algorithm, REW(⋅, ⋅) affects LL-PCP not
to switch lower-priority task to dormant mode and therefore
produces some priority inversion. However, as the processor
utilization is low, there are idle intervals in the schedules and
they can be used by LL-PCP to reduce priority inversion.
Nevertheless, LL-PCP still outperforms other techniques at
any utilization.

The average performance of the abovementioned meth-
ods is presented in Table 2 as the setting to the range of
processor utilization and the number of tasks in each task
set is [10%∼90%] and 6, respectively. The proposed method
still outperforms primitive PCP, P-PCP, and DVS-PCP with
regard to both energy consumption and priority inversion.

The proposed method may have additional offline pro-
cessing time comparing to other methods. With respect to
time complexity, the proposed method takes O(𝑛2) time
during the offline processing because of the required data
structures of WDG where n denotes the number of tasks.
However, other methods that required analytical function to
predict blocking time have to construct a blocking time table
similar to Table 1 which also takes O(𝑛2) time. When using
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Figure 7: Comparison of priority inversion in the different proces-
sor utilization, 6 tasks.

the existing slack-reclamation methods such as the algo-
rithms in [3, 8, 22], the time complexities of the online
parts of primitive PCP, P-PCP,DVS-PCP, and LL-PCP require
O(n log n) time. In LL-PCP, the time complexities of each step
are discussed as follows. Step (3) in the algorithm searching
for the tasks with respect to job 𝐽

𝑖
takes O(n) time. Step (4)

updating the REW values of the arcs incident from 𝜏
𝑖
takes

O(n) time. Similarly, step (5) constructing an outgoing arc set
with respect to 𝜏

𝑖
requires O(n). In steps (6) and (7), the time

complexity depends on slack-reclamationmethods applied in
current schedule and takesmaximumO(n log n) [7–9, 18, 22].
Steps (7) and (8) comparing the values of the arcs in 𝐴

𝑖
and

constructing a new arc set 𝐴
𝑖
with respect to 𝜏

𝑖
requireO(n)

Table 2: Comparisons of average energy consumption and priority
inversion.

Primitive PCP P-PCP DVS-PCP LL-PCP
Energy consumption 100% 87.7% 86% 82%
Priority inversion 100% 97.2% 86.8% 84%

time. Finally, in step (9), searching an arc 𝑎(𝜏
𝑖
, 𝜏

𝑥
) in𝐴

𝑖
with

the maximum value of REW(𝜏i, 𝜏x) requires O(n) time, and
step 10 takes constant time to switch the processor mode.
Therefore, the time complexity of the online part of LL-PCP
is O(n log n).

6. Conclusions

This paper reduces priority inversion of real-time task syn-
chronization with speed/voltage switching overhead consid-
eration. The objective is to minimize the priority inversion
of a given task set and reduce the leakage energy, provided
that the schedulability of tasks is guaranteed. By traversing
the vertex in WDG, the scheduling decisions can be done
efficiently during the runtime.

For further study, we shall explore the minimization
issues of energy consumption on dynamic priority assign-
ment, for example, the Earliest Deadline First Scheduling
with Stack Resource Policy [28]. Future research and exper-
iments in these areas may benefit several mobile system
designs.
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Many studies have investigated the management of data delivered over sensor networks and attempted to standardize their
relations. Sensor data come from numerous tangible and intangible sources, and existing work has focused on the integration and
management of the sensor data itself.The data should be interpreted according to the sensor environment and related objects, even
though the data type, and even the value, is exactly the same.Thismeans that the sensor data should have semantic connections with
all objects, and so a knowledge base that covers all domains should be constructed. In this paper, we suggest a method of domain
terminology collection based onWikipedia category information in order to prepare seed data for such knowledge bases. However,
Wikipedia has two weaknesses, namely, loops and unreasonable generalizations in the category structure. To overcome these
weaknesses, we utilize a horizontal bootstrapping method for category searches and domain-term collection. Both the category-
article and article-link relations defined inWikipedia are employed as terminology indicators, andwe use a newmeasure to calculate
the similarity between categories. By evaluating various aspects of the proposed approach, we show that it outperforms the baseline
method, having wider coverage and higher precision. The collected domain terminologies can assist the construction of domain
knowledge bases for the semantic interpretation of sensor data.

1. Introduction

Many studies have considered the integrated management
of data received from sensor networks [1, 2]. In particular,
some significant research has focused on ontology-based
approaches for developing standardized and semantic rela-
tions between the data [3–6]. The data collected from sen-
sors represents various tangible and intangible objects, such
as temperature, acceleration, GPS, light, barometric pres-
sure, magnetic degree, and acoustic measurements. Existing
research deals with the integration of the sensor data itself,
the definition of standard schemes, and management appli-
cations for understanding the sensor data. However, the data
could be interpreted differently according to the environment
and which objects are related to the sensor, even though the
data type, and even its value, may be the same. For example,
two 1∘C measurements from a refrigerator and an aquarium
will have very different interpretations. To make appropriate

decisions in different situations, the conceptual idea of the
sensor network domain should be related to other concepts
in different domains. To attack this issue, knowledge bases
incorporating ontology, taxonomy, folksonomy, or thesaurus
information should first be constructed, allowing reliable
connections to be formed between concepts of the sensor
network and concepts of other domain knowledge bases.
The fundamental step in constructing knowledge bases is to
collect domain terminologies, and our research deals with a
domain-term collection method.

Domain-terms, which are the main components of the
knowledge, are words and compound words that have spe-
cific meanings in a specific context (definition of the term
“Terminology”: http://en.wikipedia.org/wiki/Terminology).
Constructing knowledge bases manually requires consider-
able labor, cost, and time and can sometimes result in conflict
[7, 8]. Therefore, the automatic construction of a body of
knowledge by extracting domain-terms from various sources
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is a popular area of research [8–15]. Nowadays, Wikipedia
(WP) and similar repositories are widely employed as infor-
mation sources [7, 16, 17]. WP contains diverse forms to
explain concepts (hereafter, we use concepts, terms, and
article as the same meaning), such as abstract information
(specific and long definitions), tabular information, the main
article content, article links, and category information. The
term “article” is generally used in WP, but it also means
“title of article.” In this paper, we use “article” and “term”
interchangeably. Moreover, WP provides highly reliable and
widely used content, because it is based on semantic infor-
mation from the collective intelligence of contributors world-
wide. However,WP has a couple of weaknesses in its category
structure (we detail these with examples in Section 2). One
is that it has loops in the category hierarchy, and the other
is that a significant number of categories are unreasonably
generalized. These weaknesses were similarly identified in
previous work [7]. General methods of extracting domain-
terms from knowledge, such as for Princeton WordNet
[18], use a vertical search (top-down or bottom-up) that
chooses a representative term (e.g., science) covering a field
of interest and extracts as domain-terms all of the terms
(e.g., natural science, life science, biology, botany, ecology,
genetic science, morphology, anatomy, biomedical science,
medical science, information science, and natural language
processing) contained under the representative term [19].
Because of the weaknesses identified above, such methods
cannot be applied toWP.This research proposes a horizontal
method to resolve the difficulties of a vertical search. The
method requires one domain category as input (multiple
categories are possible, but we consider only the single case in
this paper).The entry category containsmany articles.We call
these domain articles, and each domain article is involved in
one ormore categories.We consider the categories connected
to the domain articles as candidate categories that can be
deeply related to the entry category. Then, our method
measures the similarity between the domain category and
the candidate category. If the similarity matches or exceeds
a predetermined threshold, the candidate and its articles
are added to the domain category group and the domain
article group, respectively. The method generates a similar
category group and a domain terminology group through
iterative processes and evaluates its category grouping and
term collection performance.

The remainder of this paper is organized as fol-
lows. Section 2 describes our motivation for this research.
Section 3 proposes the domain-term collection method
through domain category grouping. Section 4 presents exper-
imental results and evaluates the performance of the pro-
posed approach, and finally, in Section 5, we summarize our
research.

2. Motivation

Many applications employ various WP components for
semantic information processing. WP is an agglomeration
of knowledge that has been cultivated by contributors from
diverse fields; thus, its content has wide coverage and
high reliability. In particular, the hierarchical structure of

categories and the semantic networks between articles appear
similar to the human knowledge system. These strengths
allow WP to be widely used; however, unfortunately, addi-
tional processes are needed. We indicate a couple of weak-
nesses of WP in this section. Box 1 shows a case of loop
relations in the hierarchical structure, which represents one
of the weaknesses.

The category “Natural language processing” has “Con-
cepts” as a supercategory, and each “Concept” has itself as
one of the superconcepts a few steps later. The WP hierarchy
contains many loop cases, and this poses difficulties during
a vertical search. Even if this was resolved programmatically,
there would be another obstacle, as shown in Box 2.

Box 2 enumerates the supercategories of “Natural lan-
guage processing” after its loop cases have been removed.
The initial category is a computer science technology, but this
soon becomes connected to “Mind,” “Marxism,” “Humans,”
“Taxonomy,” “Classification systems,” “Libraries,” “Collective
intelligence,” “Internet,” “World,” and “People.” Some of the
connections are appropriate, but others suffer from excessive
generalization between categories. We call this inappropriate
generalization, and it causes undesirable categories and terms
to be collected in a domain category during a vertical search.
Therefore, we propose a method of searching horizontally for
related categories.

This research considers a category of interest as the
entry domain category and measures the similarity of article
intersections between this domain and the other, candidate
category. If the similarity is equal to or exceeds a predeter-
mined threshold, the candidate is used as an element of the
domain set. Some well-known similarity measures for the
degree of article intersection, such as the Jaccard similarity
coefficient (JSC) or theDice coefficient (DC), have significant
limitations, as shown in Table 1.

Each case consists of two categories, and we wish to
determine whether the candidate can be added to the domain
set. In the first case, the categories have the same number of
articles, 50 of which are shared as an intersection set. The
similarity values are 0.333 and 0.5 according to the JSC and
the DC, respectively. In the second case, almost all of the
candidate articles are included in the domain category, but the
similarities are lower than those of the first case. We believe
that the second case should have higher similarity values,
because the initial domain category was chosen by the user,
whichmeans that the domain has our trust. However, existing
methods cannot provide a suitable measure of similarity. In
this paper, we suggest simple new measurements to mitigate
this limitation.

3. Domain-Term Extraction Based on
Category Grouping

Articles included in the same WP category describe simi-
lar content. However, WP assigns many similar categories
(e.g., “Word sense disambiguation,” “Ontology learning,” and
“Data mining”) to a single category (e.g., “Natural language
processing”). To collect domain-terms that have wide cover-
age, we suggest a bootstrapping method that remedies the
weaknesses of WP and improves on the existing similarity
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Natural language processing → Computational linguistics → Natural language and computing →
Human-computer interaction → Artificial intelligence → Futurology → Social change → Social
philosophy → Human sciences → Interdisciplinary fields → Science → Knowledge → Concepts
→ Mental content → Consciousness → Philosophy of mind → Conceptions of self → Concepts → ⋅ ⋅ ⋅

Box 1: Case of a loop in the WP category hierarchy (bold: represents the same category concept but it occurs iteratively on the hierarchy).

Natural language processing → Computational linguistics → Natural language and computing
→ ⋅ ⋅ ⋅ → Artificial intelligence → ⋅ ⋅ ⋅ → Human sciences → Social sciences → ⋅ ⋅ ⋅ → Science →
Knowledge → Concepts → Mental content → Consciousness → Mind → Concepts in
metaphysics → ⋅ ⋅ ⋅ → Form → Ontology → Reality → ⋅ ⋅ ⋅ → Scientific observation → Data
collection → ⋅ ⋅ ⋅ → Probability → Philosophical logic → ⋅ ⋅ ⋅ → Neo-Marxism → Marxism → ⋅ ⋅ ⋅ →
Reasoning → Intelligence → ⋅ ⋅ ⋅ → Humans → ⋅ ⋅ ⋅ → Phyla → Taxonomic categories →
Taxonomy → Classification systems → Library science → Libraries → ⋅ ⋅ ⋅ → Human welfare
organizations → Non-profit organizations by beneficiaries → Non-profit organizations → ⋅ ⋅ ⋅ →
Constitutions → Legal documents → Documents → ⋅ ⋅ ⋅ → Crowd psychology → Collective
intelligence → ⋅ ⋅ ⋅ → Cyberspace → Internet → Wide area networks → ⋅ ⋅ ⋅ → World → ⋅ ⋅ ⋅ → People

Box 2: Case of inappropriate generalization in theWP category hierarchy (bold: represents the same category concept but it occurs iteratively
on the hierarchy).

Table 1: Similarity issues for bootstrapping methods.

Cases Categories Count of articles |𝐶
1
∩ 𝐶

2
| JSC DC

1 Domain #1 100 50 0.333 0.5
Candidate #1 100

2 Domain #2 100 18 0.176 0.3
Candidate #2 20

measurements mentioned in the previous section. We now
describe these processes in detail using real examples.

3.1. System Flow. The proposed method takes one category,
which the user selects as an entry (trigger), and follows the
flowchart shown in Figure 1. Starting from the entry category,
we determine similar categories through a horizontal search.
In the search, articles included in the entry act as “clues”
for measuring the similarity and “bridges” for preparing the
next candidate category. Figure 2 illustrates an example of a
category-article network. If the category “Natural language
processing” is given as the entry, the method finds articles for
similarity measurement and prepares the categories of each
article for the next candidates. This means that “Information
science,” “Knowledge representation,” “Machine learning,”
“Artificial intelligence applications,” “Data mining,” and so
forth are processed individually as candidate categories. We
now explain the process shown in Figure 1 using similar
examples.

3.2. Domain-Term Selection throughCategoryGrouping (Boot-
strapping Method). To group similar categories, we choose
a horizontal category search and propose new similarity
measurements that enable the group to be enriched. The
bootstrapping process proceeds as follows.

(1) An initial domain category (DC) consists of a user-
selected category: DC = {user selected category}. For
example, DC = {Natural language processing}. The
length of DC increases throughout the iterative pro-
cess.

(2) The domain articles (DA) of one category are col-
lected. At first, DA consists of the articles of the entry,
but it gradually becomes enriched with articles from
new domain categories. Explicitly, DA = {(art, dist,
count, dw)i, 1 =< i =< n}, where art, dist, count, and dw
denote an article, a distance from an entry category,
an accumulated (overlapped) count, and a domain-
term weight, respectively. The initial elements of DA
have values of 1, 1, and 1.0 for dist, count, and weight,
respectively. For example, DA = {(Concept mining,
1, 1, 1.0), (Information retrieval, 1, 1, 1.0), (Language
guessing, 1, 1, 1.0), (Stemming, 1, 1, 1.0), (Content
determination, 1, 1, 1.0), . . .}.

(3) There are two options to choose whether an article-
link network is used in the similarity measurements.
We explain the options using Figure 3 and Table 2.
Figure 3 shows the network between the categories
“Natural language processing” and “Data mining,”
whereas Table 2 defines the network types.

(i) The first option considers only category-article
networks, such as {Content determination,
Information retrieval, Languageware, Concept
mining, Document classification, Text mining,
Automatic summarization, String kernel, Sentic
computing, . . .} for “Natural language process-
ing.” Type 1 in Table 2 is related to this option.

(ii) The second option uses more complex networks
that utilize the category-article network as well
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Figure 1: Flowchart for domain category grouping and domain-term selection.
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Figure 2: Example of a category-article network.
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Figure 3: Network structure between the categories “Natural language processing” and “Data mining.” Solid lines and dotted lines represent
the category-article network and article-link network, respectively, whereas (C) denotes a category. Here, the link is a connection between
WP articles.

as article links. Types 2 and 3 in Table 2 repre-
sent this option.

If the first option is chosen, the method goes to Step
4; otherwise, it goes to Step 11.

(4) Candidate categories (CC) are collected using one
article of DA. If DC already contains a candidate, it is
not included in CC. Explicitly, CC (art

𝑖
) = {cat

𝑗
, 1 =<

𝑗 =< 𝑚}. For example, CC (Concept mining) = {Data
mining, Artificial intelligence applications}.

(5) To prepare clues that indicate suitable categories,
a set of candidate articles (CA) of one candidate
category is formed. For example, CA (Data mining)
= {Extension neural network, Big data, Data classifi-
cation (business intelligence), Document classification,

Webmining, Text mining, Concept mining,. . .}. If there
is an intersection article, then an intersection set IS is
constructed to measure the similarity: 𝐼𝑆 (set

𝑖
, set
𝑗
) =

(set
𝑖
∩ set
𝑗
) ⇒ {𝑖𝑎

𝑘
, 1 ≤ 𝑘 ≤ 𝑝}. For exam-

ple, IS (Natural language processing, Data mining) =
{Languageware, Concept mining, Document classifica-
tion, Text mining}.

(6) To eliminate the limitation described in Section 2, we
propose a new similarity measurement:

sim (DA,CA) = 𝛼 × |𝐼𝑆 (DA,CA)|
|DA|

+ (1 − 𝛼)

×

|𝐼𝑆 (DA,CA)|
|CA|

,

(1)
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Table 2: Network types and examples: C denotes a category; A, an
article; and L, a link.

Type Semantic network Examples of the
network

1 C1 → (A1 = A2)← C2

Natural language
processing →
Document

classification←
Data mining

2

C1 → A1 → (L1 = A2)← C2

Natural language
processing →
Information

retrieval → Text
corpus← data

mining

C1 → (A1 = L2)← A2← C2

Natural language
processing →
Automatic

summarization←
Text mining←
Data mining

3 C1 → A1 → (L1 = L2)← A2← C2

Natural language
processing →
Information
retrieval →

Information←
Data visualization
← Data mining

Bold: represents the category concepts connected with super and sub
relations but inappropriate generalization in hierarchical structure.

where, basically, we assign a value of 0.5 to𝛼. Based on
(1), we can calculate the similarities of Cases 1 and 2 in
Table 1 to obtain values of 0.5 and 0.54, respectively.
However, we must consider an additional constraint
in the bootstrapping method. Table 3 shows another
example. Based on (1), we find that both cases have
the same similarity value, as shown in Table 3. Even
so, Case 2 is inappropriate, because the coverage of
DA is too narrow. This may cause the generalization
problem. Thus, before calculating similarities in the
bootstrapping method, the similarity constraint,

|DA| ≥ |CA| , (2)

should be satisfied.
According to this constraint and (1), the similarity
between “Natural language processing” and “Data
mining” is calculated as follows: |DA| = 117, |CA| =
93, |𝐼𝑆 (DA,CA)| = 4, sim (Natural language process-
ing, Data mining) = (4/117 + 4/93)/2 = 0.039.

(7) If the similarity exceeds a predetermined threshold,
go to Step 8; otherwise, we skip Step 8 and proceed to
Step 9.

(8) If the candidate category has a similarity that is
greater than the threshold, the system considers the
candidate to be the domain and inserts the candidate
and its articles into DC andDA.Here, new articles are

Table 3: Examples of similarity measurement.

Cases Categories Count of articles |𝐶

1
∩ 𝐶

2
| sim

1 DA1 400 100 0.625
CA1 100

2 DA2 100 00 0.625
CA2 400

accompanied by supplementary values of dist, count,
and dw. Specifically, dist is the category distance from
the entry category (in the case of “Data mining,” dist
is 2), count is 1, and dw is the similarity calculated in
Step 6. If DA already contains an article, the original
supplementary values are increased by adding the
newones.These values are used later for domain-term
selection.

(9) If there is at least one element in CC, we return to Step
4 for the next candidate category; otherwise, proceed
to Step 10.

(10) If there is at least one element in DA, we return to
Step 2 for the new CC of the next domain article;
otherwise, proceed to Step 19.

(11) To use the links of articles as additional clues for the
similarity measurement, a domain link set (DLS) is
collected: DLS(DA) = {link domj, 1 =< j =< m}. For
example, DLS = {Information, Metadata, Relational
database, World Wide Web, Data (computing), Docu-
ment retrieval, . . .}.

(12) This step is the same as Step 4.
(13) This step is the same as Step 5.
(14) Construct a candidate link set (CLS) with links from

CA. Explicitly, CLS(CA (catk)) = {link cat
𝑡
, 1 =<

t =< q}. For example, CLS(CA (Data mining)) =
{Computer science, Data set, Artificial intelligence,
Database management system, Business intelligence,
Neural network, Cluster analysis, . . .}.

(15) If the similarity constraint is satisfied, (1) is applied
to determine the category-article similarity. We use
additional similarity measurements for article-link
networks. The network can have different degrees
of relatedness according to the network type (see
Table 2). If two categories have complex, close con-
nections, the similarity should be greater because
of common features in the neighborhood. To apply
both characteristics, we propose a further similarity
measure:

sim (set
𝑖
, set
𝑗
)

=











𝐼𝑆 (set
𝑖
, set
𝑗
)











distance
×

1









set
𝑖









+











set
𝑗











,

(3)

where distance is the number of articles that exist
on the network (this is different from dist in DA).
According to (3), we can calculate sim (DLS, CA),
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sim (DA, CLS), and sim (DLS, CLS), which have dis-
tances of 2, 2, and 3, respectively. The final similarity
(final sim) between DA and CA is determined by
summing sim (DA, CA) from (1) with sim (DLS, CA),
sim (DA, CLS), and sim(DLS, CLS) from (3). The
similarity between “Natural language processing” and
“Data mining” can thus be calculated as follows:

|DA| = 117, |CA| = 93,

|DLS| = 3633, |CLS| = 3220,

|𝐼𝑆 (DA,CA)| = 4, |𝐼𝑆 (DLS,CA)| = 91,

|𝐼𝑆 (DA,CLS)| = 63, |𝐼𝑆 (DLS,CLS)| = 6771,

sim (DA,CA) = (4/117 + 4/93)
2

= 0.039,

sim (DLS,CA) = (91/2)
(3633 + 93)

= 0.012,

sim (DA,CLS) = (63/2)
(117 + 3220)

= 0.009,

sim (DLS,CLS) = (6771/3)
(3633 + 3220)

= 0.3293,

final sim (Natural language processing,Data mining)

= 0.3893.

(4)

(16) If the similarity exceeds the predetermined threshold,
go to Step 17; otherwise, Step 18 is carried out.

(17) If the similarity exceeds the threshold, the system
enriches DC, DA, andDLS.This step is similar to Step
8.

(18) If there is at least one element in CC, we return to Step
12 for the next candidate category; otherwise, go to
Step 10.

(19) Output the DC and DA acquired through the boot-
strapping process.

(20) Terminate the bootstrapping process and evaluateDC
and DA, which are increased in Step 8 or 17. For
DA, the evaluations are divided into three types by
supplementary value (dist, count, and dw). In the
case of domain weight, we use values normalized
according to

weight (art
𝑖
) =

weight (art
𝑖
)

argart
𝑘
∈DA max weight (art

𝑘
)

. (5)

We have described all of the bootstrapping steps for
domain-term selection by grouping similar categories. In the
next section, a few aspects of performance are evaluated.

4. Experimental Evaluations

This section considers the evaluation of DC and DA. One
objective of our research is to select as many domain-terms

Table 4: Domain categories collected for “Semantic Web” on NLS
with threshold value 0.2.

Categories sim dist RE
Metadata publishing 0.47 2 1
Semantic HTML 0.40 2 1
RDF 0.61 2 1
Knowledge engineering 0.42 2 1
Folksonomy 0.27 2 1
Triplestores 0.68 2 1
Domain-specific
knowledge representation
languages

0.37 2 1

RDF data access 0.52 2 1
Book swapping 0.22 9 0
Rule engines 0.28 2 1
Ontology languages 0.35 2 1
Knowledge bases 0.30 2 1
...

...
...

...

RE: relevance evaluation.

as possible, for which we proposed the bootstrappingmethod
for similar category grouping. In the process, DC and DA
become enriched with categories and articles, respectively,
and each article has supplementary values of dist, count, and
dw.

To evaluate the quality of DC and DA, we used an article-
category dataset and a Pagelinks dataset that are included
among theWP components inDBpedia (DBpedia is a crowd-
sourced community effort to extract structured information
from Wikipedia and make this information available on the
Web: http://dbpedia.org/About) version 3.7. To utilize the
WP networks, we implemented two versions of our system,
referred to as new similarity (NS) and new similarity with
links (NSL). We varied the threshold of each system from 0.1
to 0.9. Moreover, we chose entry sets of 40 categories (each
set has one category) from fields of computer science, such
as “Natural language processing,” “Speech recognition,” and
“Semantic Web.” The results are compared with those of a
baseline method that employs the DC similarity measure.
Table 4 shows some of the similar categories collected by NSL
for the entry category “SemanticWeb” with a threshold of 0.2.

We invited domain specialists to examine the results,
and each collection was manually checked by each evaluator.
The RE field in Table 4 shows the actual checked results,
where values of 1 and 0 were ascribed by the evaluators for
relevance and irrelevance, respectively. Tables 5 and 6 present
summaries of the DC evaluations.

There was no improvement for thresholds greater than
0.6, and the bootstrapping was incomplete for a threshold of
0.1.Therefore, we present results for threshold values from0.2
to 0.6. In the experiments, the baseline attained an extension
rate of only 1.18 (40 categories extended by 7 categories), even
though its precision was 100%. The aim of the information
processing is to reduce the time taken to accomplish certain
objectives, which implies that the information system should
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XHTML + RDFa, Bath Profile, Sidecar file, COinS, Metadata publishing, MARC standards, WizFolio, Qiqqa,
ISO-TimeML, TimeML, Metadata Authority Description Schema, Bookends (software), RIS (file format),
Metadata Object Description Schema, EndNote, Refer (software), ISO 2709, BibTeX, XML, S5 (file format),
Semantic HTML, Simple HTML Ontology Extensions, Opera Show Format, XOXO, XHTML Friends Network,
StrixDB, Graph Style Sheets, TriX (syntax), TriG (syntax), RDF feed, Redland RDF Application Framework,
RDF query language, Turtle (syntax), RDFLib, Notation3, SPARQL, D3web, Artificial architecture,
NetWeaver Developer, Knowledge engineer, Frame language, . . .

Box 3: Domain articles (DA) collected for “Semantic Web” on NLS with threshold value 0.2.

Table 5: DC evaluations with baseline and NS.

Type Baseline NS
Threshold value 0.2 0.3 0.2 0.3 0.4 0.5 0.6
Extended count 7 — 282 133 87 82 —
Extension rate 1.18 — 8.05 4.33 3.18 3.05 —
Appropriate 7 — 241 113 80 74 —
Inappropriate 0 — 41 20 7 8 —
Precision (%) 100.00 — 85.46 84.96 91.95 90.24 —

Table 6: DC evaluations with NSL.

Type NSL
Threshold value 0.2 0.3 0.4 0.5 0.6
Extended count 938 346 207 134 47
Extension rate 24.45 9.65 6.18 4.35 2.18
Appropriate 799 293 187 127 47
Inappropriate 139 53 20 7 0
Precision (%) 85.18 84.68 90.34 94.78 100.00

Table 7: DA evaluations based on distance, including articles within
the indicated distance.

Distance 2 3 4 5 All
Appropriate 1,092 1,224 1,246 1,253 1,253
Inappropriate 252 336 471 508 514
Precision (%) 81.3 78.5 72.6 71.2 70.9

Table 8: DA evaluations based on count (overlapped).

Overlapped count 1 2 3 4
Appropriate 1,253 330 90 15
Inappropriate 514 80 14 1
Precision (%) 70.9 80.5 86.5 93.8

Table 9: DA evaluations based on normalized weight.

Threshold value 0 0.1 0.2 0.3
Appropriate 1,253 1,195 870 755
Inappropriate 514 292 69 22
Precision (%) 70.9 80.4 92.7 97.2

provide varied results. In this respect, we do not expect the
baseline results to be helpful. However, it is apparent that NSL
provides wide extension and high precision. The maximum

extension rate was 24.45 with 799 appropriate categories for
a threshold of 0.2. The minimum precision was around 84%,
when the threshold was 0.3.

In addition to evaluating DC, we evaluated DA with
the NSL results for a threshold of 0.2. To examine the
influence of the distance, count, and domain weight, we
analyzed the results according to each factor. Six DAs were
selected at random,with a total of 1,769 articles (terms). Box 3
enumerates a part of collected articles for a domain “Semantic
Web.” And Tables 7, 8, and 9 show the evaluation results with
respect to distance, count, and weight.

The basic performance of the domain-term selection
attained precision of 70.9%. As expected, the precision was
inversely proportional to the distance; however, a distance
of 4 produced almost all of the unrelated articles. The
weight and count could be used as important criteria to
select domain-terms; we found that the weight returned
more refined results than the count (the weight returned
755 appropriate terms with 97.2% precision at a threshold
of 0.3). At short distances, there are many names of people
and organizations, such as “Squarespace,” “Rackspace Cloud,”
and “Nsite Software (Platform as a Service).” These names
were selected by the bootstrapping because their associated
categories (e.g., “Cloud platforms,” “Cloud storage,” and
“Cloud infrastructure”) were similar to the entry (e.g., “Cloud
computing”). This situation is not caused by our method,
but by the definition of the article-category relations of WP.
We believe that this can be resolved by processing content
(abstracts) or tabular information in the future.

5. Conclusions and Future Work

This paper has proposed a method of domain-term collec-
tion through a bootstrapping process to assist the semantic
interpretation of data from sensor networks. To achieve
this, we identified weaknesses in the WP category hierarchy
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(i.e., loops and inappropriate generalizations), and chose a
horizontal, rather than vertical, category search.Weproposed
new semantic similarity measurements and a similarity con-
straint to surpass existing methods. Moreover, we employed
category-article networks and article-link networks to elicit
information for the category similarity measurement. In
performance evaluations, our category grouping based on
NSL yielded the greatest number of proper results. In terms
of domain-term selection, we confirmed that the results
obtained with normalized weights had the best precision and
extension rate. The distance-based metric had no positive
influence on our research. When the distance was greater
than three, almost all of the terms were unrelated. However,
we believe that the collected domain terminologies can assist
the construction of domain knowledge bases for the semantic
interpretation of sensor data.

WP has additional weaknesses to those mentioned in
this paper, especially in the category-article relation. For
example, the term “Paco Nathan” is a personal name that
has “Natural language processing” as one of its categories.
The relation between the two, that is, “Paco Nathan” has
expertise in “Natural language processing,” causes noise and
negatively influences semantic information processing. We
think that this problem can be solved in future work by
processing additional WP components, such as abstract or
tabular information. Moreover, our research employed only
the out-links of WP articles. If the in-links were considered,
we expect that the results would be more significant, with
wider coverage of domain-terms and higher relevance.
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“Semantically-enabled sensor plug & play for the sensor web,”
Sensors, vol. 11, no. 8, pp. 7568–7605, 2011.

[7] M. Hwang, D. Choi, and P. Kim, “Amethod for knowledge base
enrichment using wikipedia document information,” Informa-
tion, vol. 13, no. 5, pp. 1599–1612, 2010.

[8] P. Velardi, A. Cucchiarelli, and M. Petit, “A taxonomy learning
method and its application to characterize a scientific web com-
munity,” IEEETransactions onKnowledge andData Engineering,
vol. 19, no. 2, pp. 180–191, 2007.

[9] H. Avancini, A. Lavelli, B. Magnini, F. Sebastiani, and R. Zanoli,
“Expanding domain-specific lexicons by term categorization,”
in Proceedings of the ACM Symposium on Applied Computing,
pp. 793–797, March 2003.

[10] J. J. Jung, Y. H. Yu, and K. S. Jo, “Collaborative web browsing
based on ontology learning from bookmarks,” in Proceedings of
the International Conference on Computational Science, pp. 513–
520, 2004.

[11] J. J. Jung, “Computational reputation model based on select-
ing consensus choices: an empirical study on semantic wiki
platform,” Expert Systems with Applications, vol. 39, no. 10, pp.
9002–9007, 2012.

[12] J. Lehmann and L. Buhmann, “ORE—a tool for repairing
and enriching knowledge bases,” in Proceedings of the 9th
International Semantic Web Conference, pp. 177–193, 2010.

[13] J. Liu, Y.-C. Liu, W. Jiang, and X.-L. Wang, “Research on
automatic acquisition of domain terms,” inProceedings of the 7th
International Conference on Machine Learning and Cybernetics
(ICMLC ’08), pp. 3026–3031, July 2008.

[14] S.Minocha andP.G.Thomas, “Collaborative Learning in aWiki
Environment: experiences from a software engineering course,”
New Review of Hypermedia and Multimedia, vol. 13, no. 2, pp.
187–209, 2007.

[15] R. Navigli and P. Velardi, “Ontology enrichment through auto-
matic semantic annotation of on-line glossaries,” in Proceedings
of the Knowledge Engineering and Knowledge Management, pp.
126–140, 2006.

[16] C. Muller and I. Gurevych, “Using wikipedia and wiktionary
in domain-specific information retrieval,” in Proceedings of the
9th Cross-Language Evaluation ForumConference on Evaluating
Systems forMultilingual andMultimodal Information Access, pp.
219–226, 2009.

[17] J. Vivaldi and H. Rodriquez, “Finding domain terms using
wikipedia,” in Proceedings of the 7th International Conference on
Language Resources and Evaluation, pp. 386–393, 2010.

[18] G. A.Miller, “WordNet: a lexical database for English,”Commu-
nications of the ACM, vol. 38, no. 11, pp. 39–41, 1995.

[19] S. Lee, S.-Y. Huh, and R. D. McNiel, “Automatic generation
of concept hierarchies using WordNet,” Expert Systems with
Applications, vol. 35, no. 3, pp. 1132–1144, 2008.



Research Article
User Access Control and Authentication System for
VoIP Service in Mobile Communication Environments

Ho-Kyung Yang,1 Jeong-Kyung Moon,2 Cheol-Rim Choi,3 and Hwang-Bin Ryou4

1 Defense Acquisition Program, Kwangwoon University, No. 447-1, Wolgye-dong, Nowon-gu, Seoul 139701, Republic of Korea
2Division of Information Technology Education, Sunmoon University, No. 100 Galsan-ri, Tangjeong-myeon,
Asan-si 336708, Republic of Korea

3Humanitas College, Kyung Hee University, No. 1 Hoegi-dong, Dongdaemun-gu, Seoul 130701, Republic of Korea
4Department of Computer Science, Kwangwoon University, No. 447-1 Wolgye-dong, Nowon-gu, Seoul 139701, Republic of Korea

Correspondence should be addressed to Jeong-Kyung Moon; moonjk@sunmoon.ac.kr

Received 12 October 2013; Accepted 27 December 2013; Published 13 February 2014

Academic Editor: Hwa-Young Jeong

Copyright © 2014 Ho-Kyung Yang et al.This is an open access article distributed under the Creative CommonsAttribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

VoIP, which is used to transmit voice data on the Internet, is being welcomed as a replacement for the PSTN. In VoIP, voice data
are converted to IP data and transmitted in an ordinary IP network. As a result, it is less expensive than the ordinary telephone
network and has excellent scalability. With the increasing demand for VoIP services, problems are also occurring, namely, security
vulnerabilities and degraded service quality. To address these issues, in this paper an AA (Attribute Authority) server is added to
VoIP to design an authentication system with bolstered security and differentiated user access.

1. Introduction

When it comes to multimedia techniques, as networking
techniques advance, the link with the Internet—which con-
nects the entire world—is accelerating. Demands on services
such as video conference and VoIP (Voice over Internet Pro-
tocol), which use the same IP (Internet Protocol) network to
deliver multimedia data, including audio and video data, are
quickly increasing. The ubiquitous computing environment
has become important, which allows users to connect to the
network regardless of their location. Along with this, the
sensor network environment is also increasingly becoming
important, which is what ubiquitous computing is based on.
As there is no need to predetermine the locations of sensor
nodes in a wireless sensor network, the nodes can be placed at
arbitrary locations, which is especially useful for applications
involving difficult-to-reach areas and for disaster rescue.

Although VoIP efficiently provides voice communication
between nodes, for it gains greater use, a variety of services
are needed. Examples of additional services include various
types, including call transfer, call forwarding when busy or
when there is no response, call reservation, call waiting, and

call filtering. As a signaling protocol of VoIP for users to
register services that theywant at any time using a simpleway,
SIP and H.323 in particular are getting the attention [1].

Although increase in the number of users is expected for
VoIP, there can be various problems with the packet network
from a security standpoint in the fact that anyone can access
it as it is an open network. While a PSTN can attacked only
by physically accessing it, when it comes to a VoIP even
remote attackers can be easily alter signaling messages or
wiretap voice packets. Standardization of the SIP began at
the IETP by considering expandability, component reuse, and
interoperability as key criteria. SIP provides securemessaging
services using digest user authentication, TLS, and S/MIME.
Media security is implemented by using SRTP (Secure RTP),
which is currently being drafted. Although using a stable
security model can secure security, there is a disadvantage
that the quality is drastically reduced for users, making it
inconvenient for use [2].

In this paper a system is designed that addresses security
problems caused by the increase in the use of VoIP services
and for providing discriminate services according to user
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access privileges.This paper is organized as follows. Section 1
gives the introduction; Section 2 is on related research;
Section 3 describes the proposed technique and system;
Section 4 System configuration; Section 5 Implementation
and Performance Analysis; and Section 6 gives the conclu-
sions.

2. Related Research

2.1. VoIP. VoIP is a service that uses the packet network
originally designed for data communications for Internet
telephony. It is a communication service that converts voice
data to Internet protocol data packets so that calls can be
made over the ordinary telephone network. Compared to the
traditional telephone network service, it is low cost, supports
multiple users simultaneously over the cable, and is highly
extensible. Some of the protocols used are SIP and H.323
[2, 3].

2.2. PKI. Public Key Infrastructure (PKI) is a composite
security system environment that provides encryption and
e-signing using a public key algorithm. That is, in PKI,
data sent and received are encrypted and decrypted using a
public key and a private key. Furthermore, a digital certificate
is used to authenticate users. Different types of certificates
include X.509, SSL, SET, S/MIME, and IPSec. The most
widely used type of certificate is the X.509. X.509 is an
ITU-T standard specifying standard formats for certificates.
The X.509 v3 certificate standard, which came into being
in 1995, is being recognized as the de-facto standard for
PKI. The certificate system is a means of obtaining security
in e-transactions or distribution of information. Under the
system, the user’s identity is checked, changes to information
have to be confirmed, and user confidentiality is ensured.
Data encryption schemes include the public key encryption
and the private key encryption [4, 5].

2.3. Attribute Certificate. The attribute certificate refers to
a type of certificate that plays a special role according to
the particular environment rather than the certificate for
personal identification as information protection services
of various purposes increase in e-commerce. This type of
certificate is used only for a specific goal and has a shorter
lifespan than certificates used for personal identification. It
can be used along with personal identification certificates. It
has diverse applications inmany fields such as network access
control, billing according to access to contents, and web page
access control [6–8].

2.4. APTEEN. APTEEN (Adaptive Periodic Threshold
Energy Efficient sensor Network protocol) provides a hybrid
network that, while minimizing limitations of a priori sensor
networks and responsive sensor networks, leverages on
the advantages of both of them. APTEEN is designed for
time-critical situations: it regularly transmits data to the
users, informing them of the overall situation of the network,
and immediately responds to sudden changes in the network

status. The user can also set threshold values for count times
and attributes, managing energy use [9].

2.5. ECSE. In ECSE (An Efficient Clustering Scheme through
Estimate in Centralized Hierarchical Routing Protocol) [10],
locations and energy levels are transmitted in the sameway as
in LEACH-C [11], and it uses simulated annealing algorithm
[12] to select clusters based on energy levels and chooses
the CHs. All nodes are requested to transmit energy levels
only during settings in the first and second rounds. Starting
with the settings in the third round, all sensor nodes are
not requested to transmit current energy levels again. This is
because, when one round is finished, the amount of energy
remaining in each of the nodes can be found out, so it can
be calculated howmuch energy was consumed on average by
CHs as well as by ordinary nodes.

3. Proposed Technique

The following are the prerequisites for the proposed tech-
nique.

(i) The AA server and KMS server go through authenti-
cation beforehand and know each other’s public key
values.

(ii) The user generates a public key and a private key
based on the PKI authentication technique, registers
the public key with the KMS server, and requests for
a certificate to be issued.

(iii) The KMS server includes the public key value of the
ADD server when issuing the certificate.

(iv) AA server, at the same time a function of the base
station.

3.1. User Registration Process. This is the process of registering
the user before using the service. The register server issues a
user certificate and the location server stores this.The register
server and the location server are physically at the same
location.The user registration algorithm, in which the user is
registered with the register server and the certificate issued, is
as follows.

3.2. Service Operation Structure. Communication using SIP
involves going through a call connection process, during
which various pieces of information may be leaked such
as sender/receiver information, encryption technique, and
method of communication. Therefore a secure call setup is
needed. An authentication server and aKMS server are added
based on the SIP call setup in the existing VoIP environment
for the authentication process. As shown in Figure 1, the
servers authenticate each other beforehand and share their
public key values. In the call setup stage, the sender first sends
a hello message and its certificate to the proxy server, which
checks the certificate, and sends a response message that
messages have to be encrypted. The user sends an INVITE
message by obtaining the public key of the proxy server
from the responsemessage for encryption. Before sending the
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Figure 1: Data flow chart.

message, its public key is generated based on that public key.
The proxy server sends to the AA server the INVITEmessage
and a public key certificate that includes a random number
R and a hash value (R). The user is identified using that
certificate and the AA server sends the attribute certificate
and the contents received from the proxy server. The SMS
server receives that information, reviews the contents of the
user certificate and the attribute certificate and sends the
other party’s address value and certificate. The proxy server
encrypts using the public key obtained from the other party’s
certificate and sends it. The proxy server on the receive side
does authentication of the sender at SMS. Also, the sender’s
attribute certificate is verified at the AA server. When this
process is complete, the proxy server sends a message to
PSTN, and the telephone network sends the message using
bell sounds. If the process is successfully complete, a response
message of “200 OK” is sent to indicate the call has been
connected. The sender sends “ACK” to indicate that the
message has been received successfully. This completes the
call connection. When secure call setup is complete, data
transmission begins with the RTP protocol [13–15].

4. System Configuration

4.1. Proxy Server. The proxy server is designed to physically
include the register server (location server).

Besides the forwarding feature which simply delivers
messages (see Algorithm 1) the proxy server includes a
privilege control feature for controlling privileges in relation
to issuance of attribute certificates and also a security module
for providing security features.

4.2. AA Server. As shown in Algorithm 2, the AA (Attribute
Authority) server checks the client’s privileges in the process
of establishing a session prior to data transfer and issues
the attribute certificate according to the privileges. It is a
server that creates attribute certificates for managing clients’
privileges, and it manages user privileges. AA server, at the
same time a function of the base station.

4.3. Redirect (SMS) Server. The redirect server includes
the following features: searching information at the other
address, verification of attribute certificates, management of
different servers, and issuance of certificates for the servers
(see Algorithm 3).

5. Implementation and Performance Analysis

5.1. Test Environment. For implementation of the proposed
system, the RedHat 9.0, gcc V3.2.2 compiler of Linux Kernel
V2.4.20.8smp was used.
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int Proxy Receive Property(USER user)
{

MESSAGEmsg;
stringciphertext;
string plaintext;
if (Receive Message(ciphertext))
{

plaintext = Descript Message(ciphertext);
msg = parsing(plaintext)
if (msg.protocol == “SIP”)
{

if (user == analysis Property(msg.property))
{

msg.control = property process(user);
Transmit Message(Encript Message(msg));

}

}

}

return FAIL;
}

Algorithm 1: Property certificate receive algorithm of proxy.

int AA Generate Property(User user)
{

MESSAGEmsg;
string ciphertext;
string plaintext;
if (Receive Message(ciphertext))
{

plaintext = Descript Message(ciphertext);
msg = parsing(plaintext);
if (user == msg.user)
{

Generate Property Certificate(user Key);
Transmit Message(Encript Message(msg));

}

}

return FAIL;
}

Algorithm 2: Property certificate generate algorithm of AA server.

The library was implemented based on text using a
header file called sip.h, which is freely provided on the Inter-
net. TLS functionality was implemented using the openssl
library.

5.2. Performance Analysis. This section describes the results
of testing each of the following systems based on a test
using a VoIP system based on the implemented SIP protocol:
an ordinary VoIP system, a TLS applied system, and the
proposed system.

The tests were conducted based on the INVITE command
whichmakes the CALL. It was assumed that account registra-
tion has been done.

5.2.1. Comparison of Response Times for Different Number of
Times Packets Are Sent and Received. Figure 2 compares the
response times for different number of INVITEs in the VoIP
system. For a typical system, the average response time is 5-
6ms for 20 INVITE requests.

As shown in the figure, although the proposed systemhad
a longer response time than a typical unsecure system, it was
shorter than a TLS system.

5.2.2. Comparison of Security Aspects of Each System

(1) Confidentiality. According to Table 1, in the voice session
tapping in the samenetwork, the attacker can disguise himself
as the receiver and receive packet information.
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int Redirect Property Decision()
{

MESSAGEmsg;
string ciphertext;
string plaintext;
if (Receive Message(ciphertext))
{

plaintext = Descript Message(ciphertext);
msg = parsing(plaintext);
if (Property decision(msg.property)
{

if (Address Search(msg.user))
Transmit Message(Encript Message(msg));

}

}

return FAIL;
}

Algorithm 3: Property certificate decision algorithm of redirect.

For ordinary systems, tapping is possible because encryp-
tion is not used. For TLS based systems, however, as the
session was not formed to begin with, receiving information
itself is not possible.

While ordinary systems can be wiretapped by receiving
the subscriber identification of the SIP server, for TLS based
systems or for the proposed system, as a public key-based
certificate is used, as long as the private key is not known by
the attacker, wiretapping is not possible.

(2) Integrity. The forged call in Table 2 is an attack that makes
normal service not possible by sending a large number of
forged INVITE messages in a short time.

For an ordinary system, attack is possible because a
forged message can arrive, but for a TLS based system or the
proposed system, since there is a stage where the session is
set up or the attribute certificate is verified before a message
is received, the attack will not be valid. Also, although RTP
packets can be inserted intermittently in order to make call
difficult for the target of attack or cut it off altogether for
an ordinary system, since the other two systems include
encryption, even if RTP packets are received by the servicing
port, packets that are not encrypted will not be recognized as
normal packets.

5.2.3. Comparison of Advantages and Disadvantages of Each
System. While the ordinary VoIP system has fast response
speed and low load on the system, its level of security is poor,
and as a result systems with TLS added have become almost
a de facto standard.

But while these systems have excellent level of security, as
a TLS session has to be set up every time a session is set up
for each server, response time is slow and there is a lot of load
on the system compared to ordinary systems.

For the proposed system, however, an adequate level of
security is provided while having less load on the system than
TLS based systems (Table 3).
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Table 1: The comparison of the secret.

Intercepted voice
sessions in the same

network

Intercepted voice
sessions by registration
pirate of SIP server

General system Available Available
TLS based system Impossibility Partially
Proposed system Partially Partially

Table 2: The comparison of the integrity.

Forged call attempts
attack

Inserted through the
RTP denial of a voice call

General system Available Available
TLS based system Impossibility Impossibility
Proposed system Impossibility Impossibility
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Table 3: The comparison of each system’s merits and faults.

Advantages Disadvantages

General system
(i) Quick response time
(ii) Less load on the

system
Vulnerable to security

TLS based system Excellent security
(i) Slow response time
(ii) Much load on the

system

Proposed system

(i) User-specific access
control

(ii) Providing various
additional service

(iii) Providing security

Needs the attribute
setting step

6. Conclusions

The ubiquitous computing environment has become impor-
tant, which allows users to connect to the network regardless
of their location. Along with this, the sensor network envi-
ronment is also increasingly becoming important, which is
what ubiquitous computing is based on. As there is no need to
predetermine the locations of sensor nodes in a wireless sen-
sor network, the nodes can be placed at arbitrary locations,
which is especially useful for applications involving difficult-
to-reach areas and for disaster rescue. For activation, which
effectively provides voice calls between terminals, various
services are required and VoIP development environment of
these.

VoIP, which is used to deliver voice data on the Internet,
is being welcomed as ameans of replacing the PSTN. In VoIP,
voice data are converted to Internet protocol data packets so
that they can be delivered in an ordinary IP network. Thus,
compared to ordinary telephone networks, it is of low cost
and highly extensible. As VoIP services gain more traction,
problems started to appear in terms of QoS and security.
In this paper an authentication system is designed which is
made secure and provides differentiated services according to
user access. It does this by adding an AA server to the VoIP
sessions setup stage. For future work, ways to increase QoS
would need to be studied.
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Sensor data is structured and generally lacks of meaning by itself, but life-logging data (time, location, etc.) out of sensor data can
be utilized to create lots of meaningful information combined with social data from social networks like Facebook and Twitter.
There have beenmany platforms to produce meaningful information and support human behavior and context-awareness through
integrating diversemobile, social, and sensing input streams.The problem is that these platforms do not guarantee the performance
in terms of the processing time and even let the accuracy of output data be addressed by new studies in each area where the
platform is applied. Thus, this study proposes an improved platform which builds a knowledge base for context awareness by
applying distributed and parallel computing approach considering the characteristics of sensor data that is collected and processed
in real-time, and compares the proposed platform with existing platforms in terms of performance. The experiment shows the
proposed platform is an advanced platform in terms of processing time. We reduce the processing time by 40% compared with
existing platform. The proposed platform also guarantees the accuracy compared with existing platform.

1. Introduction

Once information extracted from texts is well organized
with each other, it evolves to and gives the knowledge
used for supporting human’s decision. For example, the
entities such as names of person, location, organization,
and technical terms are extracted from texts, and they can
be related with each other. The entities and their relations
from texts are one of the most useful knowledge recently.
The technological knowledge itself is much valuable when
used for practical services to support humans such as an
intelligence service and a decision support system. What is
significantly considered in terms of the performance is to
reduce processing time to achieve goals of a platform. On the
other hand, as smart phones are supplied to each individual
and furthermore a variety of sensors used for convenience
are deployed throughout the residential environment of the
people, even invisible around us, there exist a huge amount

of sensor networking and sensor data. Sensor data is getting
utilized in a wide range of areas recently. Even though sensor
data is a kind of structured data, it can be thought of as
meaningless data because it is the signal itself which is simply
generated by sensors. It also contains much overhead [1].
However, life-logging data (time, location, etc.) out of sensor
data can be utilized to create the individual’s life stories, when
combined with other semantic information [2]. From this
perspective, as its input data such as papers, patents, and web
articles includes the sensor data, the proposed platform can
be considered a class of platform which takes advantage of
sensor data.

In this research, we propose an improved platform which
builds a knowledge base to support human behavior and
context-awareness utilizing context data and sensor data, and
also compare its performance with existing platforms. The
main idea is to apply a machine learning method based on
the distributed and parallel environment to the new platform.
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Existing platforms lack speed in processing data. In addition,
a certain platform lets the accuracy be addressed from new
studies in each area where the platform is used [3]. The new
platform we propose challenges the issues, and it achieves
better result compared with existing platforms.

2. Related Work

Existing platforms have some limitations of the processing
time to extract knowledge from data including real-time
and streaming sensor data. We first investigates some big
data processing methods, focusing on the distributed and
parallel computing based machine learning methods, and
then reference the architectures of them for designing the new
platform.

It is generally known that machine learning methods are
more preferred recently than handcrafted rules on which
early studies were mostly based [4]. If the training data to
learn platforms is large enough to guarantee the quality of
extraction, machine learningmethods are also more accurate
than other methods.

SystemML is a platform developed by IBM to enable
a variety of machine learning algorithms to be executed
in a MapReduce based distributed processing environment

[5]. In Figure 1, machine learning tasks controlled by a
Declarative Machine leaning Language (DML) script are
compiled through the High-Level Operator (HOP), and the
Low-Level Operator (LOP), and executed in the MapReduce
environment for parallel processing. Methods of machine
learning, for example, linear regression, descriptive statistics,
and linear Support Vector Machines (SVMs), are provided.
SystemML is important in that the existing knowledge
extraction algorithms are implemented to be driven in the
distributed processing environment in order to process big
data.

Mahout is also intended to provide a variety of ML
algorithms through Mahout as a library. The idea is that
the library is to extend the library effectively in a cloud
environment by using the Apache Hadoop to solve the issue
of processing time taken to learn a large data set which
is one of disadvantages of existing machine learning algo-
rithms (http://mahout.apache.org/). Exemplary open sources
include Lucene in charge of preprocessing of machine learn-
ing, Hadoop which enables the machine learning algorithm
to be executed in the distributed processing environment,
and Hama which enables MapReduce to be effectively used.
From the above relatedworks, the implication is thatmachine
learning methods are executed in a distributed and parallel
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processing environment based on MapReduce so that the
performance is better than that of single machine.

The sensor network recently has expanded to the mean-
ing of wireless network because of many wireless sensors.
The wireless sensor network is composed of distributed
autonomous sensors embedded in objects to check physical
or environmental situations, for example, brightness, temper-
ature, sound, and pressure, and to cooperatively hand over
their data through the network to a main location. As a type
of wireless network devices, mobile devices are everywhere
and are almost available at anytime. They also can be used
to deliver location and notify a user’s identity/presence in
a room or place [6, 7]. However, mobile devices alone are
not enough to provide a full picture of context, and in
particular go through a difficult time inferring an indi-
vidual’s preferences. Social networks can provide detailed
contextual information mentioning individual’s interests and
preferences. Accordingly, data from these three networks,
sensor network, mobile network, and social network are
combined together and enhance the understanding of context
surrounding humans. This is one of research trends and
applications of sensor network.

3. Analysis of the Existing Platform

Figure 2 shows the process of technological knowledge
extraction used for the InSciTe Adaptive service. InSciTe
Adaptive service is a user adaptive intelligent service to
support making decisions on things related to technologies
or products. In order to supply the knowledge base for
the service, the existing platform applies a rule-based infor-
mation extraction method, and the process contains some
postprocessing tasks to guarantee the quality of data. After
extraction, triple store ismadewith semantic triples to extend
the outputs of extraction. The platform addresses 5.3 million
web articles, 9.8 million scientific papers, and 7.6 million

patents, and it makes about 500 million semantic triples,
which takes approximately 5 days.

The detail explanation on each activity is as follows.

Crawling. The platform collects web articles (HTML) from
multiple websites.They are metadata and abstracts for papers
and patents.
Filtering/Converting. Filtering error data and converting data
format fromHTML to XML follow the crawling.Web articles
collected in HTML form can be converted into XML form
that has an advantage of easy parsing.
Loading to RDB. This is a beginning job of knowledge
extraction loading raw data in XML form to RDB (MySQL).
Preprocessing. The platform makes parsing individual doc-
uments and separating them into sentence and assigning a
sentence-specific unique identifier number. Also, it performs
morphological analysis for each sentence as well as POS (Part
of Speech) tagging.
Knowledge Extracting. With the entity dictionary, patterns,
and rules, the platform extracts entities and relations between
entities in the sentences, and adds URI to the entities and the
relations.
Data Cleansing. This is to refine incorrectly extracted entities
and relations by applying stop word lists or refinement rules.
Building Triple Store. This generates triples and loads in the
retrievable stores by applying ontology for extracted relations.
Verification. The platform verifies final entities and triples.
When errors are found, it analyzes the causes of the error and
then reflects them in the extraction task.

Provision. The last step is to provide data to the service that
uses the processed data.

The existing platform has mainly two drawbacks. One is
that it takes more time to extract technological knowledge



4 International Journal of Distributed Sensor Networks

Entities,
relations

Entities

Relations

Triples

Feedback

Web 
articles

Web 
articles,

Web 
articles,

Entities,
relations

Triples

Sentences

Sentences

Sentences

patents patents

Filtering/
converting

Loading to
RDB

Preprocessing

Building
training data

Building
learning model

Knowledge
extraction

Building
triple storeVerification

Crawling

Provision

papers, papers,

with POS

Optimization

Extracting
features

Machine learning method

Figure 3: Process of the proposed platform.

and build the knowledge base than it is expected because
the platform is implemented to run on single machine. The
platforms which operate on single server are not able to
deal with large amounts of data due to physical resource
limitations. It influences the accuracy of the information
extraction result. The other is that it adopts a rule-based
knowledge extraction method which is typically domain
dependent and requires a high cost with significant amount
of manual efforts [8].

4. Proposed Platform

We propose a new technological knowledge extraction plat-
form including data collection whose process is shown in
Figure 3. Considering the implications of related works,
unlike the existing platform, the platform is equipped with
machine learning method as well as rules and entity dictio-
nary and is executed in a distributed and parallel environ-
ment; MapReduce framework and Hadoop file platform are
applied to the new platform. Similar to the process of the
existing platform, the proposed platform goes through crawl-
ing, filtering/converting, and loading to RDB. In addition,
syntax analysis is further performed in the preprocessing
step. Machine learning method is utilized for knowledge
extraction. In this study, the structural SVM is applied.Unlike
existing SVMs supporting binary classification andmulticlass
classification, the structural SVM supports more general
structural problems (i.e., a morphological tagging, chunking,
named entity recognition, parsing, etc.), and it shows better
accuracy. As a preparation for using the structural SVM, first,
define entity-specific features and provide the learningmodel
consisting of combination of entity-specific quality values
by using prebuilt training data. In knowledge extraction
step, extract entities and relations in the sentences using the
learning model. In general, as the accuracy of the knowledge

extraction tool made at the beginning is not high enough,
it is subjected to the performance optimization process. The
process is performed through the heuristic-based simulation
by adjusting the used qualities and their quality values. The
rest of the process is the same as that of existing platforms.

The proposed platform is expected to spend most of
the process time on extraction work. The reasons can be
considered in two different ways. One is that building
learning set during extraction work requires extramanual
works. The other one is that actual extraction work using
extractor can take longer time due to lots of target documents
to be extracted. As you can see on the process, because
building a learning set can be proceeding in parallel between
other works rather than in sequence, it does not affect much
on the overall processing time with the earlier preparation.
And the problem caused by lots of target documents to be
extracted is expected to be solved using distributed parallel-
based modules.

The proposed architecture is based on distributed and
parallel environment. Figure 4 shows each part of the pro-
posed platform. It is composed of four parts: data collection
(left side), knowledge extraction based on MapReduce and
Hadoop (right side), and job management (top side). On
each slaver server, the modules for the tasks such as pre-
processing, information extraction, triple store construction,
and reasoning are installed and executed. The master server
has a knowledge extraction management module for the
task management of each slave server, an input document
management module for management of the first entered
data, and an output document management module for the
management of the final output data.TheMapReduce frame-
work is quite fast and attractive since a cluster consisting
of a large number of low-cost servers processes data in a
distributed and parallel method [9]. In addition, for the
purpose of storing sensor data collected in the form of real
time stream after converting a triple format, we use a large
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triple store. It enables fast bulk loading through parallel data
processing using MapReduce framework and provides the
range and keyword search, and so forth by using Hbase for
easy search.

One of the expected issues for the new system is related
to the job management, especially to the job scheduler. The
system should be automatically executed according to the
sequential steps to reduce the idle time of the system. For
this, the scheduler coordinates all tasks and makes them
processed in order without the system waiting. This means
that the scheduler controls all processes and monitors each
thread generated by each module. Once one of modules fails
to process the task assigned to the module, the scheduler
cannot realize the failure so that it does not go forward to
the next step. Even though the system fails to run a function,
the scheduler should know that and should address the
situation. For addressing this issue, two ways are considered:
the method to use message queues for the process communi-
cation and the method to take advantage of the log table in
which the status value of each job is recorded.

5. Comparison of Platforms

The process of existing platforms is mostly similar to that
of the proposed platform, but still the following differences
exist.The first is in the knowledge extractionmethod applied.
Existing platforms are based on the rules and entity dictio-
nary to extract knowledge [10]. On the contrary, the proposed
platform extracts knowledge using the structural SVMaswell
as rules and entity dictionary. In particular, the structural

SVM is amuchmore excellent tool for knowledge. It supports
more general structural problems (i.e., parsing, morpholog-
ical tagging, chunking, named entity recognition, etc.), and
also it shows better accuracy than other machine learning
methods [11, 12]. The platform uses 1-slack formulation of
structural SVM proposed by Joachims for learning and the
learning can be completed by the iteration of O (1/e) while
the cutting-plane algorithm takes O (1/e2) iterations [13].
Thus, the proposed platform ismore helpful to rapidly extract
knowledge than the existing platform. The second is in the
activities after knowledge extraction. Knowledge extraction
in the existing platforms is followed by data cleansing. Due
to the nature of rule-based extraction method, it generates
lots of error data; therefore, data cleansing should be an
essential process to ensure the data accuracy. However, as
data cleansing is mostly done by hand, it is labor-intensive
and costly. In contrast, the proposed platform provides not
only relatively lower probability of error data generation, but
also higher data accuracy using automated method, even
based on heuristic method. Therefore, when assuming the
same level of accuracy, while the existing platform takes time
for data cleansing, the proposed platform can reduce overall
processing time. Furthermore, from the view of architecture,
the proposed platform can shorten the extraction time
significantly by applying distributed and parallel computing
technique based on Hadoop and MapReduce.

The experiment is done to compare the performance of
each platform and the result shows the new platform is faster
than the existing one. The new platform has less processing
time by 2 days than the existing platform (Table 1). We used
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Table 1: Comparison between existing platform and new platform.

Criteria Existing platform New platform

Extraction
method Rules and dictionary

Rules and dictionary
Machine learning and
(80,000 sentences for
training)

Processing
environment Single machine Cluster (Hadoop and

MapReduce)

Execution Semiautomatic
execution

Automatic execution by
scheduler

Volume of input
data
(including sensor
data)

5.3 million web
articles,
9.8 million papers,
7.6 million patents

6 million web articles,
12 million papers,
8.5 million patents

Volume of output
data 500 million triples 600 million triples

Processing time 5 days 3 days (reduced by 40%)

Table 2: Comparison between context-aware computing platform
and proposed platform.

Criteria Context-aware
computing platform Proposed platform

Input data

Sensor data
(time, location, etc.)

Sensor data
(time, location, etc.)

Mobile data Metadata and abstract
of papers and patents

Social data Full-text of web articles

Major
function

Collecting data
(regular interval)

Collecting data
(regular interval)

Extracting context Extracting context
Mining data Mining data

Components

Data collecting
components

Data collecting
components

Devices controlling
components Process scheduler

Context classification
(location classifier,
physical condition
classifier, friendship
classifier, group-based
classifier)

Knowledge extractor
based on Machine
learning method
(the structural SVM)

—
Distributed and parallel
component (Hadoop
and MapReduce)

20 machines for the cluster environment for the experiment:
one is the master server and others are slaves. Each machine
has 8 cores and each CPU clerk is 3.5 GHz.

We also compare the proposed platform with a context-
aware computing platform addressing sensor data and con-
text data to enable appropriate context-aware output action.
Beach et al. proposed a context-aware computing Platform
[3]. It can take appropriate actions by being aware of the
circumstances around the individuals or groupswith utilizing
sensor data, mobile data, and social data (Figure 5). For
example, it identifies the tastes of the individuals or groups

in the vicinity and chooses the movies suitable to their tastes,
and allows them to watch the movies through the media.

Similarly, the proposed platform for building knowledge
base in this paper also supports the organization’s key
decision makers or researchers to be aware of the future
research or the technology trend using sensor data, papers,
patents, and web articles. Two platforms can be compared in
terms of data, functions, and components utilized (Table 2).
The main differences between two platforms depend on the
component.

The context-aware platformhas each of the context classi-
fiers for user’s location, physical condition, and group activity
which become key input data. These classifiers identify and
are aware of the context of data collected by the devices.
One limitation of their study is that they separate the areas
between data collection and data classification. In addition,
they leave the accuracy of data classification to another
area of study. However, the accuracy of data classification is
very important even within the platform. For the usage of
the platform, the accuracy of data classification should be
guaranteed. Only some studies did performance evaluation
of data aggregation for wireless sensor network [14] or
performance evaluation of amovie recommendation [15], but
they are not about the platform itself. On the other hand,
the proposed platform in this paper pays attention to the
accuracy of the data. It utilizes machine learning method to
ensure the accuracy of input data. In particular, as it uses a
structural SVM which is recently getting many choices from
researchers, the platform is verified in terms of accuracy.
Another difference is the distributed and parallel component.
As the context-aware platform is just a prototype level, it may
not have considered the distributed and parallel component
which is required in the real environment. However, as sensor
data is collected in real time in the form of large amounts
of streaming data from various devices, the distributed and
parallel component is required to process these data effec-
tively. The proposed platform in this paper, which is based
on Hadoop and MapReduce, supports the distributed and
parallel computing. In the above two aspects, the proposed
platform is expected to show a little better performance even
in the context-aware applications.

6. Conclusion

We have reviewed the existing platforms to generate mean-
ingful information and help human behaviors and context-
awareness throughdata frommobile devices, social networks,
and sensors around us. They lack in performance in terms
of data processing time and accuracy of output data. That
is, these platforms do not guarantee the performance in
terms of the processing time and even let the accuracy of
output data be addressed by new studies in each area that
the platform is being applied in. Compared with the existing
platform, the new platform is equipped with the distributed
and parallel computing technology using theMapReduce and
theHadoop.The platform is also based on amachine learning
method with external resources. The two main changes are
applied to the process and architecture of the new platform.
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One of the limitations in this study is that we need
to compare our new platform with a context-awareness
computing platform which pays attention to the accuracy of
output data. This experiment will be expected to give a more
interesting result.
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In wireless sensor networks, adversaries can compromise sensor nodes and use them to inject forged reports, which can lead to
false alarms and energy depletion. Recently, several research solutions have been proposed to detect and drop such forged reports
during the forwarding process. Since each of them has its own energy consumption characteristics, employing only a single filtering
solution for a network is not a recommended strategy, in terms of energy savings. While a technique for the adaptive selection of
filtering solutions has been proposed, it considers only static networks.This paper relates to a system andmethod for automatically
protecting flight data in response to a variety of kinds of cyberterror that paralyze control service in a flight data systemby enhancing
the availability, reliability, and integrity of the flight data system when damage due to external or internal viruses or hacking, such
as the alteration or modification of flight data, occurs. The flight data protection system has an advantage in that it can manage a
system safely by providing an embedded system, using an Enhanced Write Filter (EWF), and protecting an operating system.

1. Introduction

The amount of data processed by a flight data processing
system, which is the essence of flight control, is huge because
a multitude of countries and a variety of kinds of flight data
related to the flight data processing system have to be han-
dled. Furthermore, the flight data processing system is used
by a number of specific persons, whereby external and inter-
nal attacks against the flight data processing system are
diverse and increasingly sophisticated, thereby increasing the
threat to an application layer, that is, the entire data proc-
essing system.

Recently, wireless sensor networks (WSNs) have been
applied in many different areas, for instance, the voltage vari-
ation monitoring in electric power companies, temperature
and humidity remote controlling in museums, and human
health tracking systems. Normally, the client device needs
to obtain authentication from the system which it wants to
access [1]. A sensor network consists of a large number of
small, inexpensive, and self-powered devices that can sense,
compute, and communicate with other devices. Nodes act as

information sources and sense and collect data samples from
their environment. Wireless sensor networks (WSNs) have
a wide range of civil and military applications. One of the
important applications of a WSN is area monitoring, where
nodes are deployed over a region to monitor an event or
phenomenon. For example, in military applications, to detect
intrusion in a battlefield, large quantities of sensor nodes are
required along with high security [2].

Each of filtering solutions has its own energy consump-
tion characteristics [3]. For example, the key inheritance-
based filtering (KIF) [4] can conserve energy resources for
heavy false traffic but consumes too much energy for legiti-
mate traffic. On the other hand, the overhead of the statistical
en-route filtering (SEF) [5] is relatively small. However, it
does not guarantee that a forged report can always be detected
during forwarding. In [3], Lee and Cho pointed out that
employing only a single filtering solution for a network is
not a recommended strategy, in terms of energy savings,
and proposed a method for the adaptive selection of fil-
tering solutions in which a fuzzy rule-based system adap-
tively chooses among three filtering solutions by considering
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network status. Their method assumes that the network is
static (i.e., nodes and sinks are fixed). However, in many real-
world applications, networks may be dynamic. That is, nodes
and sinks may be mobile. For example, soldiers with mobile
devices (e.g., PDAs) may query battlefield situations through
WSN (Figure 1) [6].

This paper provides flight data protection technology in
which a flight data processing system installed in a network
can monitor a variety of kinds of hacking and cyberterror
in real time and can provide seamless control service by
automatically recovering from a disaster when the flight data
processing system is forged or modified.

In accordance with an aspect of the present paper, there
is an apparatus provided for protecting flight data, including
a flight data verification module for classifying original flight
data for each field and verifying the classified data in order
to protect the flight data against an external attack, a flight
data database for storing the verified flight data for each
field, a flight data monitoring module for hooking messages
for the original flight data input to and output from the
flight data verification module and monitoring the hooked
messages, a host message monitoring module for generating
flight data for recovery in response to a monitoring result
message provided by the flight data monitoring module, and
a flight data restoration management module for restoring
the original flight data by using the generated flight data for
recovery.

2. Related Work

2.1. Statistical En-Route Filtering (SEF). SEF [5] is the first
paper that addresses false data injection attacks in the pres-
ence of compromised nodes [7]. It also presents the general
en-route filtering framework, which serves as the base of
other filtering solutions [8–14]. SEF can probabilistically
detect forged reports. In SEF, sinks maintain a global key
pool which is separated into multiple partitions. Every node
loads a small number of secret keys from a randomly selected
partition in the global key pool, before it is deployed. When
an event occurs, one of the detecting nodes collects MACs
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(b) CCEF
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Figure 2: En-route verifications in SEF and CCEF.

of the event from other detecting nodes. Then, it produces a
sensing report and forwards the report to a sink. A report is
forwarded if and only if it has multiple MACs generated by
multiple nodes, using secret keys from different partitions in
the global key pool. Figure 2(a) shows the essential process
of the en-route verification in SEF. The overhead of SEF is
relatively small. However, it does not guarantee that a forged
report can always be detected during forwarding. Thus, it is
not suitable for massive false data injection attacks [3].

2.2. Commutative Cipher-Based En-Route Filtering (CCEF).
CCEF [15] was proposed to defend against false data injection
attacks without symmetric key sharing among sensor nodes.
To endorse and verify sensing reports, CCEF uses a commu-
tative cipher CE, which satisfies the following property: for
any message𝑀 and any two keys 𝐾

1
and𝐾

2
,

CE (CE (𝑀,𝐾
1
) , 𝐾

2
) = CE (CE (𝑀,𝐾

2
) , 𝐾

1
) . (1)

In CCEF, every node is preloaded with an authentication
key, which is shared only with sinks. For each session, a sink
prepares two keys 𝐾

𝑠
(a session key) and 𝐾

𝑤
(a witness key)

that satisfy.

CE (CE (𝑀,𝐾
𝑆
) , 𝐾

𝑊
) = 𝑀. (2)

Then, it sends a query to a cluster head (CH) at the location
of interest. 𝐾

𝑆
encrypted by the CH’s authentication key and

𝐾

𝑊
as plaintext are included in the query. Each intermediate

node stores 𝐾
𝑊

for the purpose of future verification. A
sensing report is generated by CH. The report is endorsed
with a MAC produced by CH using𝐾

𝑠
(i.e., CE(𝑀,𝐾

𝑆
)) and

multiple MACs produced by its neighbor nodes using their
authentication keys. Then the report is forwarded to the sink
along the reversed path as the query traverses. Each forward-
ing node verifies the report by (2) with a certain probability
CVP. Figure 2(b) shows the essential process of the en-route
verification in CCEF. The detection power of CCEF can be
controlled by adjusting CVP. For example, a large CVP (e.g.,
1.0) can provide the early detection of forged reports. On the
other hand, the computation overhead can be reduced with
a small CVP. However, usually, the computation overhead of
CCEF is even heavier than that of SEF.
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Figure 3: Classification of routing protocols based on protocol
operation in the WSN.

2.3. Low-Energy Adaptive Clustering Hierarchy (LEACH).
LEACH is a hierarchical routing algorithm for sensor net-
works. It is aimed at making energy consumption in each
node uniform by selecting CH (cluster heads) for the next
round based on the function 𝑃

𝑡
(𝑡), which indicates the

possibility of becoming the next CH. The function 𝑃
𝑡
(𝑡) is

calculated in each node of a cluster at the start of each round.
This function is also selected in such a way that the expected
number of CH nodes for a round remains a constant 𝑘 [16]

𝐸 [#CH] =
𝑁

∑

𝑖=1

𝑃

𝑖
(𝑡) × 1 = 𝑘. (3)

2.4. The Taxonomy of Routing Protocols. Many routing solu-
tions that have been specifically designed forWSNs have been
proposed [17]. In these possible, the unique properties of
the WSNs have been taken into account. These routing tech-
niques can be classified according to the protocol operation
as negotiation based, query based, QoS based, and multipath
based, as depicted in Figure 3.

The negotiation based protocols have the objective to
eliminate the redundant data by including high level data
descriptors in the message exchange.

In query based protocols, the sink node initiates the
communication by broadcasting a query for data over the
network.

The multipath based protocols were initiated with objec-
tives to provide reliability and to balance the traffic load in the
network. These protocols use multipath in order to achieve
better energy efficiency and network robustness in case of
node failures. Multipath routing protocols have been dis-
cussed in WSN literature for several years now.

QoS based protocols allow sensor nodes to balance
between the energy consumption and certain predetermined
QoSmetrics, such as delay, energy, reliability, bandwidth, and
so forth, before they deliver the data to the sink node.

3. Proposed Scheme

Figure 4 is a block diagram of a flight data protection system
including an apparatus for protecting flight data in accor-
dance with an embodiment of the present paper. The flight
data protection system can include a flight data verification
module, an embedded system module, a sensor module, a
flight data dictionary module, a flight data restoration man-
agement module, a host message monitoring module, a flight
data database (DB), and a flight data monitoring module.

Flight
data

Sensing
module

Flight data
monitoring module

Flight data
verification module

Embedded system module

Flight data
dictionary module

Flight data restoration
management module

Host message
monitoring module

Flight
data DB

Figure 4: Block diagram of flight data protection system on sensor
networks.

The flight data verification module can function to clas-
sify the original flight data into fields and verify the classified
flight data in order to protect the original flight data against
malicious attacks. For example, the flight data verification
module can divide received flight data into data that must be
secured and data that do not need to be secured, subdivide
the data that must be secured for each field, and verify the
subdivided data. The flight data verified by the flight data
verification module can be classified into fields and stored in
the flight data DB.

The embedded systemmodule stores a proper embedded
system so that the flight data can be classified into fields and
combined by the flight data verification module. The flight
data dictionary module can store the original flight data
and reproduce the stored original flight data. The flight data
restoration management module can function to restore the
original flight data depending on the situation and can store
an event log. The host message monitoring module can
provide the flight data restoration management module with
flight data for recovery in response to a monitoring result
message provided by the flight data monitoring module. The
host message monitoring module can become a mediator for
the transmission of the flight data for recovery depending
on the situation and for connection with the flight data
monitoring module. The flight data DB can store the flight
data, which has been classified into fields and provided by the
flight data verification module.

The flight data monitoring module can monitor the orig-
inal flight data using a filter driver. The flight data protection
apparatus sends a monitoring result message over an external
network and becomes a mediator for the transmission of
flight data for recovery depending on the situation and
for connection with the daemon and agent of the system
(alternatively called a host).

From among the elements of the flight data protection
apparatus, the embedded system module, the flight data DB,
an OS depository module (not shown), and the flight data
dictionary module protect the system by means of write
prevention using an Enhanced Write Filter (EWF), thereby
being capable of increasing the availability, reliability, and
integrity of the system.
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The sensor module can provide the flight data collection
managementmodule with flight data for recovery in response
to a monitoring result message provided by the embedded
systemmodule. For each session, a sink randomly selects one
sensor node at the location of interest as CH. It then evaluates
the fitness of the filtering solutions and determines CVP with
the fuzzy rule-based system.The sink constructs a query that
includes not only the application-specific interests, but also
some additional fields. If SEF is chosen, the query additionally
includes (1) a query ID; (2) the ID of CH; (3) the ID of
SEF. If CCEF is chosen, the query additionally includes (1)
a query ID; (2) the ID of CH; (3) the ID of CCEF; (4) CVP;
(5) a session key encrypted by CH’s authentication key; (6)
a witness key as plaintext. The query is authenticated by
an authentication technique such as 𝜇TESLA [18]. The sink
sends the query, which is forwarded by hop-by-hop to CH.
Every intermediate node stores the query ID and the ID of
chosen filtering solution. If the ID of solution is equal to that
of CCEF, it additionally stores CVP and the witness key for
the purpose of further verification.

CH responds to the query by collaborative generation of
a sensing report. The report should contain multiple MACs
generated by multiple nodes, using secret keys from different
partitions in the global key pool if SEF is the current filtering
solution. If CCEF is the current, the report should be
endorsed with a MAC produced by CH using the session key
and multiple MACs produced by its neighbor nodes using
their authentication keys should be attached to the report.
CH forwards the report to the sink. Every forwarding node
verifies the report based on the current filtering solution. In
SEF, the node verifies the report if it has any of the secret
keys used to generate the MACs. In CCEF, the node verifies
the report using the witness key with a probability CVP. The
report is dropped if verification of a report fails. The report is
finally verified by the sink.

This paper presents a fuzzy-based filtering solution selec-
tion method (FSS) for dynamic WSNs. A fuzzy rule-based
system is exploited to choose the most energy-efficient solu-
tion, between SEF and the commutative cipher-based filtering
(CCEF). The ratio of false traffic in the network (FTR),
the distance between a sink and the source node as a hop
count (DTC), and the detection power of SEF (SDP) are
used to evaluate the two filtering solutions. The fuzzy system
simultaneously controls the detection power of CCEF by
determining the verification probability of CCEF (CVP), to
achieve further energy savings.

3.1. Flight Data Network Model and Assumptions. We con-
sider a WSN composed of a large number of small sensor
nodes. The network users query the network through mobile
sinks such as aviation flights. We assume that the topology
of the network does not change during each query-response
session. That is, during the session, sinks and nodes do not
move or move within a limited range. However, in real-world
WSNs, the topology may change during a session. Some
mechanism to recover corrupt sessionsmay be required. Such
recovering behavior usually needs the redistribution of keys.
Thus, in real-world applications, SEF and CCEF can be more

Table 1: Key redistribution overhead in filtering solutions.

Solution Key redistribution needed Redistribution
overhead/node

SEF Never —
CCEF Always (𝐾

𝑤
) O(1)

IHA When topology changes O(𝑡)
KIF When topology changes O(𝑡2)

(a)
FTR
DTC
SDP

(b)
Fuzzy

rule-based
system

(c)

(d)
CH

DTC

0.6

Figure 5: FSS overview.

energy efficient than IHAandKIF due to their small overhead
for key redistribution (refer to Table 1).

Sensor nodes are similar to the current generation of
sensor nodes, such asMICAz [19], in their computational and
communication capability and power resources. We assume
that every node has several hundred bytes of memory for
keying materials used in SEF and CCEF. Before node deploy-
ment, each node may load 25∼100 secret keys and 1 authenti-
cation key for SEF and CCEF, respectively. Sensor nodes may
be compromised or physically captured. Once compromised,
a node can be used to inject forged reports into the network.
However, we assume that sinks cannot be compromised.

We assume that sinks can know all authentication keys
(used in CCEF) of the nodes within the region of interest.
Note thatmobile sinksmay have no need to store all authenti-
cation keys of the entire network.They can obtain authentica-
tion keys of the nodes in the interest area from some fixed and
powerful base stations via direct communication. We further
assume that sinks can know or estimate FTR. To achieve this,
we can deploy tamper-resistant nodes that only record the
number of dropped reports and report this number to sink
nodes [3]. Sinks also know or can estimate DTC and SDP.We
further assume that sinks have a mechanism to authenticate
broadcast messages (e.g., based on 𝜇TESLA [18]), and every
node can verify the broadcast messages.

3.2. Overview. Mobile sinks initiate query-response sessions.
For each session, a sink randomly selects one sensor node at
the location of interest as CH (Figure 5(a)). It then evaluates
the fitness of the two filtering solutions—SEF and CCEF—
with a fuzzy rule-based system. The fitness results lead to a
choice of filtering solutions for the session. The fuzzy system
simultaneously determines CVP (Figure 5(c)). For the fuzzy
inference, FTR, SDP, and DTC are used (Figure 5(b)). The
sink constructs a query and sends it to CH (Figure 5(d)). CVP
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is included in the query. If CCEF is chosen for the session, it
is stored by intermediate nodes. CH responds to the query
by generating and endorsing a sensing report. The report is
forwarded along the reversed path, as the query traverses.The
report is verified by forwarding nodes, based on the chosen
filtering solution. If SEF is chosen, a node only verifies the
report if it has any of the secret keys that were used to generate
the attached MACs. If CCEF is chosen, a forwarding node
verifies the report with CVP.

3.3. Factors That Affect the Solution Selection. FTR has the
greatest effect on the energy consumption characteristics of
filtering solutions [3]. If false traffic utilizes a very small
proportion of the total, most reports can be delivered to sinks.
Thus, between SEF and CCEF, SEF is more efficient, in terms
of energy saving, since SEF consumes less energy than CCEF,
during verification and forwarding.On the other hand, CCEF
can be very energy efficient for false traffic, if CVP is large. For
example, if CVP is set to 1.0, a forged report can be detected
and dropped at the very next hop node of the compromised
node that injected the forged report, before it consumes a
significant amount of energy. On the other hand, in SEF, a
forged report can be forwarded a significant number of hops,
or be delivered to a sink, before it is detected. Therefore, in
order to save energy resources, we have to choose one of the
filtering solutions based on FTR.

DTC also affects the energy consumption characteristics
of the solutions. In SEF, a long-range delivery may cause a
duplicate verification problem. That is, a MAC attached to
a report may be verified by two or more forwarding nodes.
Thus, an additional computation overhead may arise. On the
other hand, inCCEF,we can prevent the duplicate verification
problem by adjusting CVP. For example, theoretically, a
report may be verified by only one node if CVP is set to
1/DTC. Therefore, we have to choose one of the filtering
solutions based on DTC.

We can control the detection power of CCEF by adjusting
CVP. A large CVP increases the detection power. On the
other hand, SDP is predominantly determined before node
deployment and gradually decreases with the compromising
of nodes. If SDP is enough to detect forged reports at an early
stage, SEF may be a good choice in terms of energy savings.
If several partitions are compromised, choosing CCEF may
result in energy efficiency.Therefore, we have to choose one of
the filtering solutions based on SDP. SDP can be determined
by

sdp = 𝑘
𝑚

⋅

(𝑡 − 𝑐)

𝑛

, (4)

where 𝑚 is the number of secret keys in each partition of a
global key pool, 𝑘 is the number of secret keys assigned to
each node, 𝑛 is the number of partitions in the key pool, 𝑡 is
the security threshold value (which determines the number
of MACs carried in each report), and 𝑐 is the number of
compromised partitions.

In dynamic WSNs, sinks can move. Nevertheless, the
mobility factors of sinks (e.g., speed or direction) are not
considered in FSS since we assume that the topology of

the network does not change during each query-response
session. That is, the network is static during the session.
Therefore, such mobility factors have less impact than the
above three factors.

3.4. Fuzzy-Based Filtering Solution Selection. In FSS, a fuzzy
rule-based system is exploited to evaluate the fitness of
each filtering solution and to determine CVP. One aspect
of the appeal of fuzzy rule-based systems is that they can
be used for approximate reasoning, which is particularly
important when there is uncertainty in reasoning, in addition
to imprecision in data [20]. In the fuzzy reasoning, FTR,
which has the greatest effect on the energy consumption
characteristics of the filtering solution, is the primary source
of uncertainty. In real-world WSNs, it may be impractical to
measure FTR precisely since sensor nodes may malfunction
[21]. For example, a legitimate report may be regarded as
false traffic if any forwarding node fails to forward the report.
Moreover, SDP can be a source of uncertainty since it is not
easy to obtain 𝑐 in (3). Therefore, approximate reasoning is
needed, to handle such fuzzy information [22].

3.5. Query and Response. For each session, a sink randomly
selects one sensor node at the location of interest as CH.
It then evaluates the fitness of the filtering solutions and
determines CVP with the fuzzy rule-based system. The sink
constructs a query that includes not only the application-
specific interests, but also some additional fields. If SEF is
chosen, the query additionally includes (1) a query ID; (2)
the ID of CH; (3) the ID of SEF. If CCEF is chosen, the query
additionally includes (1) a query ID; (2) the ID of CH; (3)
the ID of CCEF; (4) CVP; (5) a session key encrypted by
CH’s authentication key; (6) a witness key as plaintext. The
query is authenticated by an authentication technique such as
𝜇TESLA [18].The sink sends the query, which is forwarded by
hop-by-hop to CH. Every intermediate node stores the query
ID and the IDof chosen filtering solution. If the IDof solution
is equal to that of CCEF, it additionally stores CVP and the
witness key for the purpose of further verification.

CH responds to the query by collaborative generation
of a sensing report. The report should contain multiple
MACs generated by multiple nodes, using secret keys from
different partitions in the global key pool if SEF is the current
filtering solution. If CCEF is the current, the report should
be endorsed with a MAC produced by CH using the session
key andmultipleMACs produced by its neighbor nodes using
their authentication keys should be attached to the report.
CH forwards the report to the sink. Every forwarding node
verifies the report based on the current filtering solution. In
SEF, the node verifies the report if it has any of the secret
keys used to generate the MACs. In CCEF, the node verifies
the report using the witness key with a probability CVP. The
report is dropped if verification of a report fails. The report is
finally verified by the sink.

4. Simulation Results

To show the effectiveness of FSS, we compare FSS with SEF,
CCEF, and ASFS through the simulation. We use a field size
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Figure 6: Average energy consumption per report (SDP = 0.025).

of 500 × 30m2, where 1,500 nodes are uniformly distributed.
Sink nodes randomly move within the field. The motion
speed of sinks is set to 10 meters per second with a random
way pointmobilemodel [22]. Each node takes 16.25, 12.5 𝜇J to
transmit/receive a byte [7]. Each MAC generation consumes
15 𝜇J and one commutative cipher computation consumes
9mJ [19]. The size of an original report is 24 bytes. The size
of a MAC is 1 byte. We use a global key pool of 1,000 keys for
SEF.

Figure 6 shows the average energy consumption per
report delivery when 0 ≤ FTR ≤ 100 and SDP = 0.025. As
shown in the figure, SEF (empty rectangles) consumes rela-
tively less energy up to about 60 percent false traffic. On the
other hand, CCEF with CVP = 1.0 (empty circles) is energy
efficient if FTR exceeds about 60 percent of the total. Since
FSS (filled triangles) adaptively chooses the more energy-
efficient solution (SEF or CCEF) according to FTR, it can
conserve energy.

5. Conclusion

In this paper, we proposed FSS for dynamic WSNs. A fuzzy
rule-based system is exploited to choose the most energy-
efficient solution, between SEF and CCEF, and to determine
CVP that can conserve energy. This paper relates to flight
data protection technology and, more particularly, to a
flight data protecting apparatus and method for detecting
the forgery and alternation of flight data and automatically
providing disaster recovery in response to a variety of kinds
of cyberterror that interfere with the operation of a flight data
processing system by increasing the availability, reliability,
and integrity of a system in providing control service, such
as the transmission of the flight data internally or externally.
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Anonymity is an important concern in wireless communications. Most anonymous routing protocols in ad hoc networks usually
assume that a shared secret exists between the sender and the receiver. These protocols hide either the sender and the receiver
or the intermediate nodes from the ad hoc network. Different from previous anonymous secure routing protocols, this paper
proposes an anonymous routing protocol, ARAKE, which not only makes the sender and the receiver anonymous but also hides
the intermediate nodes from the network simultaneously. To make the protocol more practical in dynamic network, ARAKE uses
the public key to substitute the shared secret. In ARAKE, the receiver can authenticate the sender and gets a shared secret without
extra key establishment processes. ARAKE can prevent packet analysis attack as well as most active attacks that are based on route
information.The denial-of-service attack to specific session also can be restrained.The simulative results have shown that ARAKE
outperforms a representative protocol ARAN in terms of both communication and energy overheads.

1. Introduction

Ad hoc networks play an important role in urgent commu-
nications. In this environment, when an intermediate node
receives a communication packet, it may modify, fabricate,
or drop it. Based on the information of the received packet,
the malicious node may impersonate the original sender as
well. In addition, an adverse node also may capture a node
physically, gets the secrets from that node, and continues to
attack others using its secrets. For example, in Figure 1, 𝐴 is
the sender, 𝑋 is the receiver, 𝑁

1
and 𝑁

2
are adverse nodes,

and the other nodes are normal intermediate nodes.𝑁
1
could

initiate both passive and active attacks once it receives a
packet.

The early routing protocols, such as AODV [1] and DSR
[2], mainly focus on how to route the packets in ad hoc
networks efficiently, but the potential adversaries that may
sneak into normal nodes are usually not taken into account.
As a result, some malicious nodes may affect the whole
network seriously by creating wrong packets or collecting
the traffic information [3]. Thus, the issue of secure and
anonymous routing [4–7] has received significant attention
in recent years.

Zapata proposes a secure version of AODV, called
SAODV [8], to prevent the black hole attack on AODV. In
this attack, a malicious node acts as an intermediate node
and advertises itself on the shortest path to the destination
by sending a route reply message. In SAODV, when the
intermediate node sends a route reply message to the source,
the source node will send a quick further route request
message to the neighbors of that intermediate node. The
neighbor node will reply with further route reply message
which contains the intermediate node listed in its route. If
it does not, then that neighbor node is a malicious node.
The approach adopted in SAODV is adequate for solving the
black hole problem, but the communication overheads are
increased greatly. Moreover, it fails to detect the wormhole
attacks, in which the neighbor of that intermediate node is its
partner. Naturally, we image a situation: if malicious nodes do
not know the identity of the source and the destination nodes,
and how these attacks are launched. Anonymous routing is to
achieve this condition.

In 2005, Sanzgiri et al. proposed an authenticated routing
protocol for ad hoc networks, called ARAN [9]. In this
protocol, all the packets are signed with the private keys

Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2014, Article ID 212350, 10 pages
http://dx.doi.org/10.1155/2014/212350

http://dx.doi.org/10.1155/2014/212350


2 International Journal of Distributed Sensor Networks

1

9

5

N1 2 3 4

6 7 8

10

N2

XBA M

Source
node

Malicious
node

Malicious
node

Destination
node

Figure 1: Example topology.

of the intermediate nodes. As a result, any modification
of the packets can be found by neighbor nodes. ARAN
divides the heterogeneous ad hoc network environments
into three types: open, managed-open, and managed-hostile
and describes the corresponding attributes needed in each
environment. It solves the routing problem in open and
managed-open environments, but the solution in managed-
hostile environment is laid aside. Zhu et al. [10] propose an
anonymous secure routing for ad hoc networks, which owns
the anonymous properties in the field of identity, location,
and route information. This protocol achieves anonymity
of all participators. However, the basic assumption of its
routing is that the source node and the destination node
have to share secrets. In the ad hoc network, each node
may be the source node or destination node in different
sessions. To meet this assumption, each node has to share
secrets with all the other nodes before the practical network
is deployed. It is obvious that the storage of so many secrets is
extravagant, which makes the network hard to manage. With
the movement of the nodes, if some nodes leave the network,
the corresponding secret stored in other nodes is useless.
Furthermore, if some new nodes want to join this network,
all the other nodes have to negotiate new secrets with them.
That is nearly impossible for some deployed nodes. It means
that this routing protocol is difficult to be scalable.

Most anonymous routing protocols [11–13] either hide the
sender and the receiver [14] or hide the intermediate nodes
[15]. Thus, these protocols can be applied in the environment
that the nodes are safe physically. In battlefield environment,
the exposed nodes may be annihilated easily. Inspired by the
application demands described in ARAN [9] and ASR [10],
in this paper, we contribute an anonymous secure routing
protocol, ARAKE, for ad hoc networks. ARAKE hides the
network topology information, such as the participators and
their relationships. For example, in Figure 1, when𝑁

1
receives

a packet, it cannot get valuable information aboutwhich node
is the sender, which node is the receiver, and which nodes
relay the packet in terms of the packet contents. Further, it
cannot distinguish whether the packet is request packet or
reply packet. ARAKE is designed to prevent both passive
and active attacks in the hostile environment. Different from
most previous works, ARAKE does not rely on shared secret
between the sender and receiver but constructs the routing
by public key. Hence, the scalability of ARAKE is better
than those protocols rely on shared secret. In addition, the

receiver in ARAKE can authenticate the sender and gets a
secret key from it without extra key establishment processes.
Intermediate nodes in ARAKE do not need anonymous
neighbor authentication before communications.

The remainder of this paper is structured as follows.
Section 2 introduces the security assumptions and design
goals. Section 3 describes the packet structure of ARAKE.
Section 4 presents our anonymous routing protocol ARAKE.
Section 5 provides a security analysis on ARAKE, while
Section 6 evaluates ARAKE in terms of computation costs,
communication costs, and energy costs. Finally, Section 7
concludes the paper.

2. Security Assumptions and Design Goals

2.1. Network Assumption. We consider that a node can move
freely and thus may leave or join the network dynamically.
The transmission range of a node is limited. Two nodes
out of the direct transmission range communicate by means
of some intermediate nodes. Each node has a fixed IP to
represent its identity and a long-term public/private key pair
to encrypt/sign the packet. The long-term public key of each
node is authenticated by a central certificate authority (CA)
and recorded in the public key certificate list of the CA.

Each node is capable of generating any number of
temporary public/private key pairs for itself. Different from
the long-term public key, the temporary public key is not
bound to a node. Since the public key certificate is usually
implemented with the RSA algorithm, in Section 6, ARAKE
is implemented with the RSA algorithm [16] as well. Other
public key encryption systems, such as ElGamal algorithm
(based on discrete logarithm) and identity based cryptogra-
phy (based on elliptic-curve discrete logarithm and pairings),
can be used to replace RSA.

2.2. Adversary Assumption. Assume that adversaries can
observe all the normal nodes simultaneously and eavesdrop
on all the packets among them. Meanwhile, they can modify
any packet they received, fabricate a new packet, and send
it to normal nodes, but they cannot prevent a normal
node broadcasting or unicasting the same packet that they
received to other nodes. Adversaries can impersonate any
nodes or rebroadcast the packets they received. In addition,
adversaries can capture some but not all nodes in the network
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so that the normal nodes are always the majority. Then they
get the public/private keys of the captured nodes.The running
environment and attackers’ ability simulate the battlefield
environment, and our assumptions are very near to the
practical applications.

Based on its ability, adversaries can launch the following
six attacks.

Packet Analysis Attacks. Due to the packet structure being
open to attackers, they can analyze each packet and get
useful information about packet number, receiving time, user
identity, data content, or other traffic information. These
attacks are passive and cannot be detected.

Redirection Attacks. The core of these attacks is to affect the
route path, so that attackers can add themselves into the
route path. To launch this attack, the active attacker may
modify or delay the packet. Then he declares that he is in the
shortest path between the source and destination nodes, and
advertises himself to his neighbors. Redirection attacks may
cause all the packets for some destination to be sent to the
attacker or to a destination node outside the area (e.g., black-
hole attack). In addition, attackers may initiate tunneling
attack; that is, a pair of attacker nodes 𝐴 and 𝐵 linked via a
private network connection. Each packet 𝐴 receives from ad
hoc networks is forwarded through the wormhole to 𝐵 and is
then retransmitted by 𝐵; similarly, 𝐵may forward all packets
to 𝐴. As a result, attackers are recorded in the shortest path
by other intermediate nodes.

Fabrication Attacks. Fabrications are the most common
attacks. Adversaries may fabricate routing packets, the credit
of other nodes, or the identity of some important node.
Hence, the information that the receiver gets from that packet
is wrong.

Reply Attacks. Adversaries record the valid packets and
retransmit them to the other nodes. Then the receiver will
generate more than one reply packet.

Impersonation Attacks. Adversaries initiate a session by
impersonating the identity of an authorized node to gain
access to network resources or to disturb the normal func-
tioning of the network. With the help of man-in-the-middle
attack, adversaries may even alter the information transmit-
ted between two nodes and let them believe they are talking
directly with each other.

Denial of Service Attacks. Adversaries try to disturb the com-
munication in ad hoc network by flooding the network with
vast amount of packets constantly. Although these packets are
useless, each node that receives those packets must handle
them. It causes services offered by the network not to work
as usual, slow down, or even stop. Ad hoc networks are easier
to be affected than wired networks, because there are more
possibilities to perform such an attack.

Physical Attacks. In hostile environments, adversaries can
easily annihilate any node if the location of that node is
revealed to attackers. The physical attack is the strongest
attack to nodes in ad hoc networks.

2.3. Design Goals. The goal of ARAKE is to resist the above
attacks under our network and adversary assumption. First,
since eavesdropping is easy to be achieved, all the fields of
the route packet should be encrypted so that passive attack
cannot get any useful information, even if all the packets of
a session are collected by the adversary. Second, the routing
protocol should be robust to node compromise.That is to say,
if some nodes are compromised, the security of other nodes
should not be harmed. Third, the protocol should be easily
scalable. When the nodes increase, the protocol needs to
adapt the mutative topology structure automatically. Fourth,
the computation and communication costs should be cost-
effective.

3. Packet Structure of ARAKE

The reply packet has the same format as the request packet,
and their format is as follows:

[𝑙𝑎𝑏𝑒𝑙, 𝑠𝑒𝑠𝑠𝑖𝑜𝑛
𝑝𝑟𝑖𝑘𝑒𝑦

, 𝑛𝑒𝑥𝑡

𝑝𝑢𝑏𝑘𝑒𝑦
, 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒, 𝑑𝐼𝑃,

𝑙𝑎𝑏𝑒𝑙

−

, 𝑠𝐼𝑃, 𝑠𝑜𝑢𝑟𝑐𝑒 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒, 𝑠𝑜𝑢𝑟𝑐𝑒 𝑝𝑢𝑏𝑘𝑒𝑦].

The first field is a unique session id. In the route request
phase, the second field is the temporary public key of the node
that relay the packet, and the third field is not used. In the
route reply phase, the second field is the session private key,
and the third field is the next node’s temporary public key.The
data in these two fields are encrypted, and their function is to
find an anonymous link among intermediated nodes.

The fourth field records a random number shared
between the source node and the destination node. The fifth
field records the IP of the destination node. The sixth field
records the session private key. The seventh field records the
IP of the source node. The eighth field records the signature
of the source node’s IP address. The ninth field records the
public key of the source node. All the data in fields 4–9 are
encrypted by the receiver’s long-term public key.

Each node sets up a route table and a spare route table
after it receives a valid reply packet. These two tables have
the same structure. Route table is to record the preferred
neighbor node, which can relay the packet, and spare route
table is to record all the other neighbor nodes.

The route table contains 4 fields:

[𝑙𝑎𝑏𝑒𝑙+, 𝑙𝑎𝑏𝑒𝑙−, 𝑝𝑟𝑒V𝑖𝑜𝑢𝑠 𝑛𝑜𝑑𝑒, 𝑛𝑒𝑥𝑡 𝑛𝑜𝑑𝑒].

The first field records a session id and indicates which
session that node is participating in.The second field records
the paired session private key. The third field records its
previous node’s temporary public key. Similarly, the fourth
field records its next node’s temporary public key.

4. Proposed Protocol

In this section, we introduce the details of ARAKE. The
variables and notations are listed in Table 1. ARAKE consists
of four phases: system initialization, route request, route
reply, and routemaintenance. To describe the protocol clearly,
we take the topology of Figure 1 as the example.
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Table 1: Variables and notations.

𝐾

+

𝑈
Public key of node 𝑈

𝐾

−

𝑈
Private key of node 𝑈

TK+
𝑈

Temporary public key of node 𝑈
TK−
𝑈

Temporary private key of node 𝑈
{𝑑}𝐾

+

𝑈
Encryption of data 𝑑 using key 𝐾+

𝑈

{𝑑}𝐾

−

𝑈
Decryption of data 𝑑 using key 𝐾−

𝑈

[𝑑]𝐾

−

𝑈
Signature of data 𝑑 by node 𝑈

[𝑑]𝐾

+

𝑈
Designature of data 𝑑 by node 𝑈

𝑁

𝑈
Random number selected by node 𝑈

𝑛

𝑈
Random number selected by node 𝑈

IP
𝑈

IP address of node 𝑈
label+ Session public key
label− Session private key

4.1. System Initialization. In this phase, a central certificate
authority 𝑆 takes charge of selecting the key size and cipher
size of the RSA algorithm and computes relevant public
parameters, such as the big primes 𝑝, 𝑞, and 𝜑(𝑛). Then the
server generates the public key certificate for each node. Each
node needs to download associated parameters.The format of
the public key certificate is as follows:

𝐶𝑒𝑟𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑒

𝑈
: 𝐼𝑃

𝑈
, 𝐾

+

𝑈
[𝐼𝑃

𝑈
, 𝐾

+

𝑈
] , 𝐾

−

𝑆
. (1)

All nodes need to store the public key, 𝐾+
𝑆
, of the CA, and

each one can watch the CA’s public key certificate list and
download its public key certificates. CA defines the storage
space of the route table and space route table that each
node needs to obligate for ARAKE. The period to delete the
incomplete items (e.g., the fourth field is null) in the two
tables is defined by CA.

4.2. Route Request Phase

4.2.1. Source Node Request. Assume the source node𝐴 wants
to set up a route to the destination node𝑋. First, it selects the
session private key, 𝑙𝑎𝑏𝑒𝑙−, and generates the paired session
public key 𝑙𝑎𝑏𝑒𝑙+; for example, 𝑙𝑎𝑏𝑒𝑙+ × 𝑙𝑎𝑏𝑒𝑙

−

= 1 mod
𝜑(𝑛) in RSA. Then, 𝐴 selects its temporary private key 𝑇𝐾−

𝐴

and computes the paired temporary public key 𝑇𝐾+
𝐴
in the

same way as 𝑙𝑎𝑏𝑒𝑙+ and 𝑙𝑎𝑏𝑒𝑙−. Finally node 𝐴 broadcasts the
following request packet to its neighbors:

𝐴 → 𝑏𝑟𝑜𝑎𝑑𝑐𝑎𝑠𝑡 : {𝐴

1
, 𝐴

2
, 𝐴

3
, 𝐴

4
, 𝐴

5
, 𝐴

6
, 𝐴

7
, 𝐴

8
, 𝐴

9
}

(2)

𝐴

1
← 𝑙𝑎𝑏𝑒𝑙

+, 𝐴
2
← {𝑇𝐾

+

𝐴
}𝑙𝑎𝑏𝑒𝑙

+, 𝐴
3
← 𝑛

𝑎
, 𝐴
4
← {𝑁

𝐴
}𝐾

+

𝑋
,

𝐴

5
← {𝐼𝑃

𝑋
⊕𝑁

𝐴
}𝐾

+

𝑋
, 𝐴
6
← {𝑙𝑎𝑏𝑒𝑙

−

⊕𝑁

𝐴
}𝐾

+

𝑋
, 𝐴
7
← {𝐼𝑃

𝐴
⊕

𝑁

𝐴
}𝐾

+

𝑋
, 𝐴
8
← {[𝐼𝑃

𝐴
]𝐾

−

𝐴
}𝐾

+

𝑋
, 𝐴
9
← {[𝐾

+

𝐴
]𝐾

−

𝑆
⊕ 𝑁

𝐴
}𝐾

+

𝑋
.

4.2.2. Intermediate Node Validation and Rebroadcast. Let 𝐵
be an intermediate node which has received request packet
from 𝐴. It needs to determine whether it rebroadcasts the

packet. Only when the following conditions are satisfied, 𝐵
rebroadcasts that packet.

(1) It is not the destination node. To verify this condition,
𝐵 decrypts 𝐴

4
and 𝐴

6
with its private key 𝐾−

𝐵
, selects

a random number𝑚, and validates whether (3) holds
or not:

𝑚

𝐴
1
×{{𝐴
6
}𝐾
−

𝐵
⊕{𝐴
4
}𝐾
−

𝐵
}

= 𝑚mod 𝑛. (3)

If 𝐵’s public key 𝐾−
𝐵
was equal to 𝐾−

𝑋
, then {𝐴

6
}𝐾

−

𝐵
=

𝑙𝑎𝑏𝑒𝑙

−

⊕ 𝑁

𝐴
, and {𝐴

4
}𝐾

−

𝐵
= 𝑁

𝐴
. Equation (3) would

hold. However, since 𝐾−
𝐵
̸=𝐾

−

𝑋
, the verification fails.

Thus, 𝐵 is not the destination node.
(2) That packet is not a reply packet. Since intermediate

nodes also need to estimate the packet type in route
reply phase, we introduce how to estimate the packet
type later.

(3) It has not received other request packets with the same
session id. To verify this condition, 𝐵 only needs to
query its route table.

If the above conditions are satisfied, 𝐵 records 𝐴
1
and

𝐴

2
to the first and third fields of its route table, generates its

temporary public/private key 𝑇𝐾+
𝐵
/𝑇𝐾−
𝐵
, and broadcasts

𝐵 → 𝑏𝑟𝑜𝑎𝑑𝑐𝑎𝑠𝑡 : {𝐴

1
, 𝐵

2
, 𝐵

3
, 𝐴

4
, 𝐴

5
, 𝐴

6
, 𝐴

7
, 𝐴

8
, 𝐴

9
} (4)

𝐵

2
= {𝑇𝐾

+

𝐵
}𝑙𝑎𝑏𝑒𝑙

+, and 𝐵
3
= 𝑛

𝑏
.

4.2.3. Destination Node Validation. After receiving the route
request packet, the destination node 𝑋 needs to verify that
packet, and then reply to it. Assume that the packet to 𝑋
is from an intermediate node 𝑀 and has the format as
{𝐴

1
,𝑀

2
,𝑀

3
, 𝐴

4
, 𝐴

5
, 𝐴

6
, 𝐴

7
, 𝐴

8
, 𝐴

9
}, 𝑀
2
= {𝑇𝐾

+

𝑀
}𝑙𝑎𝑏𝑒𝑙

+,
and𝑀

3
= 𝑛

𝑚
.

𝑋 first confirms that it is the destination node in the same
way as (3). Since the destination node is𝑋, (3) turns into the
following equation. It is easy to see that the following equation
holds:

𝑚

𝑙𝑎𝑏𝑒𝑙
+

×{{{𝑙𝑎𝑏𝑒𝑙
−

⊕𝑁
𝐴
}𝐾
+

𝑋
}𝐾
−

𝑋
⊕{{𝑁
𝐴
}𝐾
+

𝑋
}𝐾
−

𝑋
}

= 𝑚mod 𝑛. (5)

Then, besides 𝑙𝑎𝑏𝑒𝑙+,𝑋 gets 𝑋𝐴
4
= 𝑁

𝐴
, 𝑋𝐴
5
= 𝐼𝑃

𝑋
,

𝑋𝐴

6
= 𝑙𝑎𝑏𝑒𝑙

−, 𝑋𝐴
7
= 𝐼𝑃

𝐴
, 𝑋𝐴
8
= [𝐼𝑃

𝐴
]𝐾

−

𝐴
, and 𝑋𝐴

9
=

[[𝐾

+

𝐴
]𝐾

−

𝑆
] successively with its private key 𝐾−

𝑋
. The source

node’s public key 𝐾+
𝐴
can be extracted by computing 𝐾+

𝐴
=

[𝑋𝐴

9
]𝐾

+

𝑆
. Next, 𝑋 compares 𝑋𝐴

5
with its IP address and

checks whether the following holds or not:

𝑋𝐴

7
= [𝑋𝐴

8
]𝐾

+

𝐴
. (6)

If any one of the above verifications fails, 𝑋 drops the packet
and waits for the next one it can confirm. Otherwise, the
packet is legal and then𝑋 generates a reply packet. At last,𝑋
decrypts𝑀

2
to get𝑇𝐾+

𝑀
with 𝑙𝑎𝑏𝑒𝑙− and records it to the third

field of its route table and spare route table. Figure 2 shows the
flow chart of ARAKE.
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Figure 2: Flow chart of ARAKE.

4.3. Route Reply Phase

4.3.1. DestinationNode Reply. Since𝑋may receivemore than
one legal request packet, multiple temporary public keys with
the same session id may be recorded in its spare route table.
However, it only replies the first one and adds its temporary
public key to the route table. Others are stored in the spare
route table. To generate a reply packet,𝑋 selects its temporary
private key 𝑇𝐾−

𝑋
, computes the temporary public key 𝑇𝐾+

𝑋
in

the same way as node 𝐴, and unicasts a reply packet back to
𝑀 as follows:

𝑋 → 𝑀 : {𝑋

1
, 𝑋

2
, 𝑋

3
, 𝑋

4
, 𝑋

5
, 𝑋

6
, 𝑋

7
, 𝑋

8
, 𝑋

9
} (7)

𝑋

1
= 𝑙𝑎𝑏𝑒𝑙

+, 𝑋
2
= {𝑙𝑎𝑏𝑒𝑙

−

}𝑇𝐾

+

𝑀
, 𝑋
3
= {𝑇𝐾

+

𝑋
}𝑇𝐾

+

𝑀
, 𝑋
4
=

{𝑁

𝐴
}𝐾

+

𝐴
, 𝑋
5
= {𝐼𝑃

𝐴
⊕ 𝑁

𝐴
}𝐾

+

𝐴
, 𝑋
6
= {𝑙𝑎𝑏𝑒𝑙

−

⊕ 𝑁

𝐴
}𝐾

+

𝐴
, 𝑋
7
=

{𝐼𝑃

𝑋
⊕𝑁

𝐴
}𝐾

+

𝐴
,𝑋
8
= {[𝐼𝑃

𝑋
]𝐾

−

𝑋
}𝐾

+

𝐴
,𝑋
9
= {[𝐾

+

𝑋
]𝐾

−

𝑆
⊕𝑁

𝐴
}𝐾

+

𝐴
.

4.3.2. Intermediate Node Validation and Reply. Upon receiv-
ing the reply packet,𝑀 needs to determine whether it should
relay that packet. If the following two conditions hold, 𝑀
generates a new reply packet to its previous node.

(1) It is not the destination node. The verification equa-
tion is the same as (3). Since the destination node is
not𝑀, the verification fails.

(2) That packet is a legal reply packet. To confirm this
condition,𝑀 selects a random number 𝑚, computes
𝑋𝑀

2
= [𝑋

2
]𝑇𝐾

−

𝑀
, and verifies whether the following

holds or not:

𝑚

𝑋
1
×𝑋𝑀

2

= 𝑚mod 𝑛. (8)

If the verification fails, 𝑀 drops the packet. Otherwise, 𝑀
confirms only that the packet is a legal reply packet. For
this situation, the values of 𝑋

2
and 𝑋

3
are encrypted by𝑀’s

temporary public key, 𝑇𝐾+
𝑀
, and 𝑋

2
are filled by the session

private key 𝑙𝑎𝑏𝑒𝑙− simultaneously.
In the route request phase, the request packets are broad-

casted in the network, and𝑀may receivemany request pack-
ets fromdifferent nodes.However, in the route reply phase,𝑀
only replies to the first one and adds its temporary public key
to its own route table. Other nodes’ temporary public keys are
recorded to its spare route table. Assume that𝑀 receives the
first route request packet {𝐴

1
, 𝐵

2
, 𝐵

3
, 𝐴

4
, 𝐴

5
, 𝐴

6
, 𝐴

7
, 𝐴

8
, 𝐴

9
}

from the node 𝐵 and has recorded 𝐴

1
and 𝐵

2
. Then 𝑀

computes 𝐵𝑀
2
= {𝐵

2
}𝑙𝑎𝑏𝑒𝑙

−

= 𝑇𝐾

+

𝐵
, 𝑋𝑀
3
= {𝑋

3
}𝑇𝐾

−

𝑀
=

𝑇𝐾

+

𝑋
and records 𝐵𝑀

2
and𝑋𝑀

3
to the third and fourth fields

of its route table. Finally, it unicasts a reply packet back to 𝐵:

𝑀 → 𝐵 : {𝑋

1
,𝑀𝐵

2
,𝑀𝐵

3
, 𝑋

4
, 𝑋

5
, 𝑋

6
, 𝑋

7
, 𝑋

8
, 𝑋

9
} (9)

𝑀𝐵

2
= {𝑙𝑎𝑏𝑒𝑙

−

}𝑇𝐾

+

𝐵
, and𝑀𝐵

3
= {𝑇𝐾

+

𝑀
}𝑇𝐾

+

𝐵
.

4.3.3. Source Node Validation. Besides the equations 𝑋

should verify,𝐴 needs to verify whether the random number
𝑁

𝐴
decrypted from the packet is the original one it generated.

Then 𝑁
𝐴
can be used to encrypted the data packets as the

symmetric key. After the packet is confirmed, 𝐴 adds 𝑇𝐾+
𝐵
to

the fourth field of its route table and spare route table.

4.4. Route Maintenance. Each node deletes the incomplete
items in its route table and spare route table periodically so
that the two tables have enough space to record new items. A
current route may be broken into two cases. First, a node in
the route cannot receive packets from its neighbor nodes over
a fixed time. Second, a node broadcasts a route blockmessage
actively. In the first case, the node selects another temporary
public key in the next position of its spare route table to repair
the route. In the second case, the node sends a ERRmessage to
report that an active link will break off. Suppose that node𝑀



6 International Journal of Distributed Sensor Networks

cannot continue to keep the link between𝐴 and𝑋; it unicasts
the ERR message to its neighbors as follows:

𝑀 → 𝐵 : 𝑙𝑎𝑏𝑒𝑙

+

, {𝐸𝑅𝑅, 𝑙𝑎𝑏𝑒𝑙

−

} 𝑇𝐾

+

𝐵
,

𝑀 → 𝑋 : 𝑙𝑎𝑏𝑒𝑙

+

, {𝐸𝑅𝑅, 𝑙𝑎𝑏𝑒𝑙

−

} 𝑇𝐾

+

𝑋
.

(10)

Upon receiving the packet, 𝐵 decrypts it, checks the
validitywith 𝑙𝑎𝑏𝑒𝑙+ and 𝑙𝑎𝑏𝑒𝑙−, and then checkswhether it can
repair this route by querying its spare route table. If it cannot
repair it, 𝐵 continues to relay the corresponding message to
𝐴:

𝐵 → 𝐴 : 𝑙𝑎𝑏𝑒𝑙

+

, {𝐸𝑅𝑅, 𝑙𝑎𝑏𝑒𝑙

−

} 𝑇𝐾

+

𝐴
. (11)

If all the nodes in the route path cannot repair the route,
either the source node 𝐴 or the destination node 𝑋 can
initiate a new route request to set up a new link.

5. Security Analysis

In this section, we analyze the security of ARAKE against
packet analysis attack, fabrication attack, redirection attack,
impersonation attack, reply attack, and denial of ser-
vice attack under the adversary assumption described in
Section 2.

In ARAKE, all the request and reply packets have the
same format. A node without special knowledge cannot
distinguish the packet type directly. Only the source node and
the destination node use their public keys in ARAKE. The
authentication information is included in the 4–9 fields, and
each field is encrypted by the public key of the destination
node. Hence, these data are useless to all the other nodes.The
data in the fifth, sixth, seventh, and ninth fields are confused
by a random number 𝑁

𝐴
, and that number is encrypted

and given in the fourth field. Owed to 𝑁
𝐴
, the ciphertexts

generated by the same plaintext and public key are different
in two sessions. As a result, attackers cannot guess which
node generates the packet by comparing public keys. Since
temporary public keys in the second and third fields are not
associated with the node identity, attackers cannot deduce
which node relays the packet from the temporary public keys.

Besides the format and content, a packet also provides
another message, packet receiving time, to attackers. If
attackers are not in the route path, they cannot distinguish the
packet type, and then the receiving time is useless for them. If
an attacker happens to be in the route path, he can record the
receiving time of the reply packet and calculate the time delay
from the time that he rebroadcasts the request packet to the
time that he receives the reply packet. In addition, he could
calculate the time delay between each neighbor node and
him as well. Then he may estimate the general hops from the
destination node to him. However, since the processing time
of each node is not same, the estimated hops are not precise.
To get more exact information, he needs to be in the route
path of the same destination node for many times. However,
since the identity and statuses of the destination node and
the nodes out of his transmission range are anonymous for
him, this condition is very hard to meet. As a result, the
time analysis does not lead to serious threats. After the route

reply phase finishes, the attacker can estimate general hops
from the destination node to him and knows how many
neighbor nodes in his transmission range. However, which
nodes are on the route path and which nodes are closer to the
destination node are unknown to him.

In the route request phase, all the intermediate nodes
do not know the session private key. Thus, no information
about the other nodes reveals in this phase.When the request
packet arrives at the destination node, it should be verified
by some equations. If the value of the fifth field is modified,
the decrypted destination IP value cannot be the same as
the receiver’s IP. If any one of the seventh, eighth; or ninth
field is modified, (6) will fail. The values in the first and
sixth fields can mutually verify. If any one of the two fields
is modified, the node will drop that packet directly. Only all
of these verifications hold, the destination node believes that
the packet is not modified by a malicious node. Otherwise, it
just needs to wait for another valid packet. Similarly, the reply
packet also needs these verifications. Hence, the fabrication
attack cannot lead to serious problems.

To redirect a path from a normal node to the attacker,
such as black hole attack and tunneling attack, the attackers or
the cooperative attackers need tomake the neighbors feel that
they can relay the packet to the destination nodes with the
shortest time. However, since the destination node and the
intermediate nodes are all anonymous, the attackers cannot
generate effective packets to affect neighbors’ judgments.
Thus, the redirection attack is invalid in ARAKE.

Similarly, the attacker cannot activate an impersonation
attack, because he does not knowwhohe should impersonate.

Each node in ARAKE only rebroadcasts the first request
packet and unicasts the reply packet for one time. Repetitive
packets are just dropped. Hence, the reply attack is invalid.

The most general threat to all routing protocols is the
DoS attack. ARAKE cannot prevent this attack to the whole
network, because the source node and the destination node
are anonymous to all the other nodes. If a malicious node
could generate a request packet to an inexistent destination
node, the other nodes will receive this request packet and
have to rebroadcast it. But ARAKE can protect a specific
session from the DoS attack. In this situation, the source
node cannot be the malicious node. No matter how many
request packets it received, each node only generates one
request packet in route request phase. In route reply phase,
each node can only recognize the reply packet encrypted with
its temporary public key. Hence, the valid packets won’t be
received except the neighbor nodes of the malicious node.

If the attacker happens to be in the route path and refuses
to relay the packet to his neighbor, the link is broken. Then
the node in the previous or next positionmay choose another
node in their spare route table to replace the attacker as
described in the route maintain process. It means that the
attacker cannot launch DoS attack constantly.

6. Performance Evaluation

In this section, we evaluate the performance of ARAKE by
comparing its computation costs, communication costs, and
energy costs with ARAN.
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6.1. Computation Performance. We first compare the com-
putation overheads of ARAKE and ARAN on the nodes in
the route path. Then we discuss the computation costs on
the nodes out of the route path. Finally the influence to the
network made by the malicious nodes is analyzed.

6.1.1. Computation Costs of Route Nodes. Due to the com-
putation time of encryption being far greater than some
fundamental operations (e.g., ⊕), we ignore these simple
operations. In public key cryptogrammic system, the opera-
tion time of encryption and signature is nearly the same, and
the operation time of decryption and designature is nearly the
same, such as RSA [16] and BF-IBE [17]. Since we implement
the ARAKE and ARAN with RSA, we make RSA as an
example in this paper. The computation costs of encryption,
decryption, signature, and designature in RSA are the same.
We called all these operations basic operation. Measured by
the basic operations, we compute the total computation times
of the two protocols when the final route path consists of t
nodes.

If there are 𝑡 nodes, 1 + 3 + 5(𝑡 − 3) + 4 = 5𝑡 − 7 basic
operations are needed in route request phase and the same
times of operation operations are needed in route reply phase
of ARAN. So 10𝑡 − 14 basic operations are needed in ARAN.
In the same situation, 8+4(𝑡−2)+8 = 4𝑡+8 basic operations
in route request phase and 9 + 5(𝑡 − 2) + 9 = 5𝑡 + 8 basic
operations in route reply phase are needed in ARAKE. So
9𝑡 + 16 basic operations are needed in ARAKE. Thus, we
know that the computation cost of ARAKE and ARAN is in
the same level and the ARAKE is slightly better than ARAN
when the number of route nodes is larger than 30 andwithout
malicious nodes.

6.1.2. Computation Costs of Other Intermediate Nodes. In the
route request phase of ARAKE, each node has to test whether
it is the destination node. This needs 2 basic operations.
For the reduplicative packets with the same label, the node
can drop it directly. Hence, the computation times of the
extra operations are decided by the number of the packets in
this phases. In the route reply phase of ARAKE, each node
also needs to confirm whether it is the source node or in
the route path. Hence, the situation is similar to the route
discovery process. In the route request phase of ARAN, each
node should design the first part of the received packet to
verify whether it is the destination node. Each node needs
4 basic operations except the neighbor of the source node.
So 4𝑛 − 2𝑚 designature operations are needed, where 𝑚
denotes the numbers of neighbors of the source node. The
same computation times are needed in the route reply phase
of ARAN. That is to say, the computation costs of these two
protocols are still in the same level. A fact should be noticed
that the source and the destination nodes need less compu-
tation costs than the intermediate nodes in ARAN. However,
in ARAKE, the computation costs in the source node and the
destination node are more than the intermediate nodes. The
differences in the distribution of computation costs may lead
to small distinction in communication performance of the
two protocols.

6.1.3. Influence byMalicious Nodes. Suppose that one ormore
nodes except the route nodes aremalicious.They send useless
or fabricated packets to their neighbors. In ARAKE, each
normal packet is encrypted and only designated node can
decrypt it. So the malicious nodes can send their packet
freely; it can only cause 1 time useless decryption to all of its
neighbors. Since the neighbor nodes of the malicious node
cannot recognize the fabricated packets, they cannot retrans-
mit these packets. Hence, other nodes are not impacted by
themalicious node. If amalicious node is just selected to relay
the packet between the source node and the destination node,
the only attack it can do is to drop the packet. It will not add
the computation cost of other nodes. But other nodes should
waste much time repairing the link. ARAN protocol cannot
prevent the denial-of-service attack. When a node receives
a packet, it will retransmit that packet to its neighbor node,
and finally the packet will be received by all the nodes in
the network. So the malicious node sends one packet to its
neighbors; the number of the packets generated by the other
nodes is equivalent to the total packets that those nodes set
up a new route path.

6.2. Communications Costs. In this section, we implement
ARAKE and another representative protocol, ARAN, with
C++ language and compare their performance on the NS2.
For both ARAN and ARAKE, the 1024 bits RSA algorithm is
utilized to encrypt/decrypt or sign/design route packets. The
transmission range of each node is 250m. All the nodes are
distributed at the vertex of a grid when the simulations start.
The edge length of the grid is 200m.TheMAC layer protocol
is IEEE 802.11. ARAKE and ARAN are simulated under 7
different configurations: 5 nodes lined up in a row; 10 nodes
lined up in two rows with 5 nodes in each row; 15 nodes stand
in three rows; 16 nodes stand in three rows; 25 nodes arrange
in a square; 36 nodes arrange in a square; 49 nodes arrange in
a square. The two protocols are evaluated by following four
metrics.

(1) Average end-to-end delay of data packets: this is the
average data packet delay from the source node to
the destination node. For one packet, the delay time
starts when data packet leaves the source node and
ends at the time the destination node receives that
data packet.

(2) Average route acquisition latency: this is the average
route packet delay between the source node and
destination. In ARAKE, the source node should add
all possible paths into its spare routing table and then
select the fast path to the routing table. Hence, the
route is set up after all the reply packets back to
the source node. The delay time starts from the first
request packet sent by the source node and ends with
the last receipt of corresponding route reply packet.

(3) Routing packet load: this metric shows the packet
overhead to set up a route path between the source
node and the destination node. We compute the total
number of control packets and the average number of
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Figure 3: Communications costs.

data packets to send a data and get the value of this
metrics by computing their quotient.

(4) Average path length: these metric is measured by
the average hops between the source node and the
destination node. We describe it with the hops taken
by data packet from the source node to destination as
well as from the destination node back to source.

Figure 3 shows the observed results of ARAN and
ARAKE in different numbers of nodes.The end-to-end delay
and the path length of the two protocols are nearly identical;
the route acquisition latency and the routing load of ARAKE
are slightly lower than ARAN.

The end-to-end delay and the path length of the two
protocols are nearly identical except the scene that the node
number is 49. In this scene, the two protocols happen to
choose different paths and the path length is different as well.
We describe it with Figure 4. The node 37 is the source node,
and the node 13 is the destination node. In ARAN, the path
from the source node to destination is different with the path
from the destination node back to the source. It is occasional
that the path length of route discovery is longer than route
setup and the route setup path of the two protocols is identical
at the same time.Hence, the data packets inARANneedmore

1 2 3 4 5 6 7

8 9 10 11 12 13 14

15 16 17 18 19 20 21

22 23 24 25 26 27 28

29 30 31 32 33 34 35

36 37 38 39 40 41 42

43 44 45 46 47 48 49

Source
node

Destination
node

ARAN
ARAKE

Figure 4: Route path in a 49-node scene.

time from the source node to destination.The average end-to-
end delay is highly relevant with the path length. Hence, the
values of the two protocols are different in this scene.
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In most scenes, the time that the route request packet
arrives to the destination node and the first reply packet back
to the source node are very near. However, the time that the
last reply packet back to the source node are different between
ARAKE and ARAN. Since the redundant paths have been
saved in the spare route table, the source node in ARAKE
only receives one reply packet. However, the source node
receives more than one reply packets in ARAN. Hence, the
route acquisition latency of ARAN is longer than ARAKE.
This result is made by the broadcast nature of wireless
transmissions. Due tomore than one reply packets being sent
back to the source node, the total route packets in ARAN are
more than that in ARAKE. Hence, the routing load of ARAN
is higher than ARAKE.

6.3. Energy Costs. The energy costs of ARAKE are highly
related to the basic cryptographic operations. In ARAKE,
each intermediate node needs to validate that it is not
the destination node with (3), which needs 2 decryption
operations.Then it needs 1 decryption operation to determine
the packet type with (8). Hence, receiving a packet in ARAKE
needs 3 decryption operations. In addition, generating a
request packet needs 1 encryption operation and generating
a reply packet needs 2 encryption operations. In ARAN, to
receive a packet, a node needs to design two certificates to
extract the public keys of the last two nodes with the server’s
public key and then designs the packet with these two public
keys. Hence, 4 designature operations are needed to receive a
packet. Finally, 1 signature operation is needed to generate a
new packet in ARAN.

Suppose that each cryptographic operation needs to
consume 1mJ. Each intermediate node in ARAKE needs 3mJ
to receive and average 1.5mJ to send a packet. Meanwhile,
node in ARAN needs 4mJ to receive and 1mJ to send a
packet. The idle energy cost is set to 0mJ. Figure 5 shows
the comparisons of their energy costs. The average values are
listed.

In ARAKE, each node needs to consume about 16mJ
to set up a session, while 37mJ is needed in ARAN. The
nodes that have more neighbor nodes consume more energy,
and those nodes in the edge of network usually expend less
energy.Themaximum energy cost in ARAKE is about 30mJ,
while the minimum value is only about 5mJ.

7. Conclusions

In this paper, a novel secure routing protocol, ARAKE, for
ad hoc networks is proposed to solve the anonymous secure
routing problem in hostile environment. The protocol hides
the topology structure of the network and can prevent most
existing attacks.
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Video sensor networking technologies have developed very rapidly in the last ten years. In this paper, a cross-based framework
strategy for cost aggregation is presented for the depth map estimation based on video sensor networks. We formulate the process
as a local regression problem consisting of two main steps with a pair of video sensors. The first step is to calculate estimates for a
set of points within a shape-adaptive local support region.The second step is to aggregate the matching cost for the gradient-based
weight of the support region at the outmost pixel. The proposed algorithm achieves strong results in an efficient manner using the
twomain steps.Wehave achieved improvement of up to 6.9%, 8.4%, and 8.3%,when comparedwith adaptive support weight (ASW)
algorithm. Comparing to cross-based algorithm, the proposed algorithm gives 2.0%, 1.3%, and 1.0% in terms of nonocclusion, all,
and discontinuities, respectively.

1. Introduction

Wireless sensor networks (WSN) have drawn the attention of
the research community in the last few years, driven by a
wealth of theoretical and practical applications [1, 2]. Re-
cently, as rapid improvements and miniaturization in hard-
ware, a single embedded device can be equipped with audio
and visual information collection modules [3]. The availabil-
ity of low-cost hardware is like enabling the development of
wireless multimedia sensor networks (WMSNs), that is, net-
works of resource-constrained wireless devices that can re-
trieve multimedia content such as video and audio streams,
still images, and scalar sensor data from the environment [4–
7].

There are many algorithms for developingWMSNs appli-
cations [8–12]. In [8], Chi et al. have studied the problem of
compression of video surveillance sequences collected by a
wireless sensor network. In particular, they have proposed a
low-complexity coding framework based on change detec-
tion and JPEG-like compression of regions of interest, along

with a suitable low-complexity change detection algorithm.
Huang et al. have proposed a robot wireless sensor network
that can enhance multimedia surveillance and provide the
foundation for strategies based on multi-modal sensor inte-
gration [9].

In [10], DeBardelaben have investigated techniques that
can be applied at each layer of the network protocol stack to
produce clandestine, power-efficient wireless microsensor
network implementations. Also, a smart camera network has
been demondtrated for providing extensive coverage of a
large virtual public space, a train station populated by auto-
nomously self-animating virtual pedestrians [11, 12].

Figure 1 shows that several adjacent sensors may have
overlapping sensing areas, due to the field of view of the cam-
eras in the sensors. Since the overlapped image region con-
tains information about the alignment of the image, we are
able to make an approach for stereoscopic view generation
(depth estimation) with a pair of neighboring camera senors.
This kind of work can give more plentiful information for
object recognition and tracking strategies.
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A camera sensor with an overlapping sensing area

A camera sensor with a nonoverlapping sensing area

Sink

Figure 1: Distributed camera sensors around a sink in WMSN.

Tomake stereoscopic view generation (depth estimation),
many different approaches have been taken towards solving
the stereo correspondence problem and great progress has
been made within the field during the last decade. Dense
stereo matching forms the basis for extraction of a three-
dimensional scene structure and involves the identification
of, for every pixel in one image, the corresponding pixel in
another image [13].

Because individual pixel values are not unique and as cor-
responding pixels may not have the same values in different
views, searching for correspondence at the level of individual
pixels produces questionable results. To overcome this prob-
lem, local stereo matching algorithms generally aggregate
similarities in the areas around each pixel with the implied
assumption that all pixels in area have the same depth.

Several algorithms have been proposed in attempts to
solve the problemof optimizing the size of the region. Kanade
and Okutomi [14] presented a method selecting a window
adaptively by evaluating the local variations in both the inten-
sity and the initial disparities.They used a statistical model to
represent the uncertainty in the disparity of points over a
given window. Veksler [15] proposed an algorithm to choose
an appropriate window shape by optimizing over the class of
compact windows. A compact window class was achieved via
the minimum ratio cycle algorithm. However the selected
shapes produced by themethods of Kanade andOkutomi and
Veksler are both constrained to a rectangle.

To overcome the mentioned constraints, Okutomi et al.
[16] determined regions by recovering precise object edges
and obtaining smooth surfaces using multiple stereo pairs
and multiple windowing. Yoon and Kweon [17] adjusted the
support weight of pixels in a given support window based on
the color similarity and the geometric proximity in order to
reduce image ambiguity. However, their algorithm consumes
a huge amount of memory and has high computationally
complexity due to storage of center pixel-dependent sup-
port weights. To overcome the computational complexity,
Richardt et al. [18] introduced a real-time stereo matching

technique based on a reformulation of Yoon’s adaptive sup-
port weight algorithm.

Zhang et al. [19] proposed a cross local support aggrega-
tion algorithm that uses color similarities and connectivity
constraints to construct a shape-adaptive full support region
on the fly, merging horizontal segments of the crosses in the
vertical neighborhood. However the problem of finding the
optimal support region and aggregating the matching costs
still remains.

We propose a cross-based gradient weight cost aggrega-
tion algorithm to find the optimal support region. After con-
structing a support region, we aggregate matching costs over
the support region using gradient-based weights in the outer-
most pixel of the support region.

Section 2 describes our proposed algorithm in detail, with
observations. We verify the performance of the proposed
algorithm in Section 3, and conclusions are presented in
Section 4.

2. The Proposed Algorithm

Our proposed algorithm is based on the following assump-
tions: (1) color differences and a variation in depth values
exist in a texture area; (2) the variation in the depth value is
small between adjacent pixels in the nontexture area; (3) the
gradient magnitude has a constant bandwidth within the
object boundaries. It is important to find the same depth area
in the local stereo matching. Because minimum matching
cost is obtained by aggregating matching costs of the same
depth level, we used color similarity information to find the
same depth area. Most regions of the same depth level have
similar colors such as homogeneous region. Although tex-
tured region has some exception, matching costs, which are
calculated in the previous aggregation step, are discriminable
at each disparity range in the texture region. Hence we con-
sidered that color differences and variation in depth values
exist in texture area. Also the variation in the depth value is
small between adjacent pixels in the nontexture area.

The final assumption is that the gradient magnitude has
a constant bandwidth within the object boundaries. Because
each object has different bandwidth of edge magnitude in the
boundary, we have aggregated matching costs by weighting
factor as edgemagnitude to distinguish different depth levels.

Figure 2 shows the overall procedure of proposed algo-
rithm to estimate the depth map. We focus on the cost
aggregation step using matching cost after the calculated
matching cost initialization.

The proposed cross-based gradient weight cost aggrega-
tion algorithm consists of a few stages. First, for each pixel 𝑝,
a set of four varying support arm lengths is determined for on
the image. Before a constructing support region, this step
searches the nontexture area in order to limit the support
region. Figure 3(a) shows the limited arm lengths {𝐿

𝐿
, 𝐿

𝑅
,

𝐿

𝑈
, 𝐿

𝐵
} as left, right, up, and bottom, respectively. The non-

texture area is calculated using a variance value of the
intensities over the window of 3 × 3.

Second, an upright cross with four arms is constructed for
each pixel. Figure 3(b) shows construction of the support
region. For a given pixel, the left arm stops when it finds an
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Figure 2: A flowchart of the proposed algorithm.

endpoint pixel 𝑝
𝑒
that violates one of the two following con-

ditions (see (1) and (4)). The first condition can be defined as
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) is the color distance between 𝑝
𝑒
and 𝑝, and

𝜏 is a preset threshold value. The color distance is given as
follows:
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indicates theCIELab color value at the endpoint𝑝
𝑒
.
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𝑝
is expressed as

𝐶
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𝑝
+ 𝛼𝐶

𝑝
, (3)

where 𝛼 = 1/(ℎ+1) is a parameter used to control the update
rate and ℎ indicates arm length in constructed support region.

The second condition can also be defined as

𝐷

𝑔
(𝑝

𝑒
, 𝑝



) < {𝐿

𝐿
, 𝐿

𝑅
, 𝐿

𝑈
, 𝐿

𝐵
} , (4)

where𝐷
𝑔
(𝑝

𝑒
, 𝑝



) is the spatial distance between𝑝
𝑒
and𝑝 and

{𝐿

𝐿
, 𝐿

𝑅
, 𝐿

𝑈
, 𝐿

𝐵
} is set of the limited arm lengths.

A following step is to aggregate matching costs over the
constructed support region. Figure 3(c) shows the aggrega-
tion process. We assume the gradient magnitude has a const-
ant bandwidth in the object boundaries. Based on this assum-
ption, our algorithm aggregates the matching cost, which is

a given gradient as theweight of the support region at the out-
ermost pixel (yellow block in Figure 3(c)). Aggregation cost
is expressed as

𝐸

𝑑
(𝑝) = ∑

𝑞∈𝑈
𝑑
(𝑝)

𝑒

𝑑
(𝑞) , (5)

where 𝑈
𝑑
(𝑝) is the support region at pixel 𝑝 and 𝑒

𝑑
(𝑞) is the

aggregation cost that is added in the horizontal direction at
the pixel 𝑞within𝑈

𝑑
(𝑝). After summing the horizontal costs,

the matching cost is merged and aggregated by summing
aggregation costs vertically. 𝑒

𝑑
(𝑞) can be represented as

𝐸

𝑑
(𝑞) = {

𝑤

𝑔
(𝑞) ⋅ 𝑐 (𝑞) , if 𝑞 is the outmost pixel,

𝑐 (𝑞) , otherwise,
(6)

where 𝑐(𝑞) is the matching cost at pixel 𝑞. If a pixel is in the
outermost support region, the aggregation cost is multiplied
by a weight 𝑤

𝑔
(𝑞). The weight 𝑤

𝑔
(𝑞) is given as

𝑤

𝑔
(𝑞) = 𝑒

−𝑚(𝑞)/𝜌

, (7)

where𝑚(𝑞) is edge magnitude at pixel 𝑞 and 𝜌 is preset thres-
hold value. The edge magnitude 𝑚(𝑝) is usually defined as
follows:

𝑚(𝑝) =
√
𝐺

𝑥
(𝑥, 𝑦)

2

+ 𝐺

𝑦
(𝑥, 𝑦)

2

,

𝐺

𝑥
(𝑥, 𝑦) = 𝐼 (𝑥 − 1, 𝑦) − 𝐼 (𝑥 + 1, 𝑦) ,

𝐺

𝑦
(𝑥, 𝑦) = 𝐼 (𝑥, 𝑦 − 1) − 𝐼 (𝑥, 𝑦 + 1) ,

(8)

where 𝐺
𝑥
(𝑥, 𝑦) and 𝐺

𝑦
(𝑥, 𝑦) indicate the responses in both

directions (horizontal and vertical) and 𝐼 is intensity of image
plane. Also, 𝑝 and 𝑞 can be considered as the mapped indices
for searching color similarity vertically and horizontally,
respectively.

The proposed gradient-based weight has a value in the
range [0, 1]. For example, if edge magnitude is strong, gradi-
ent weight is near 0. If edge magnitude is weak, gradient
weight is close to 1.

Based on the response of the edge in the object, we de-
signed an adaptive weighting scheme for cost matching. The
proposed weighting scheme is based on uncertainty of the
edge feature. As the edge becomes stronger, the contribution
of the given pixel becomes dominant. Otherwise, the contri-
bution will be decreased in the aggregation stage.

With the proposed gradient-based weight, the proposed
algorithm produces a more accurate depth map in the aggre-
gation step for application of wireless video sensor networks.

The overall procedure of the proposed algorithm is sum-
marized as follows (in Figure 2).

(i) First, before constructing support regions, we deter-
mined size of support region to find much more
homogeneous region.

(ii) Support regions are constructed based on the assum-
ption that the same depth level has similar color. To
improve the performance, we have to collect the
matching costs in the same depth level.
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Figure 3: Cross-based gradient weight aggregation processes: (a) region search to limit arm length, (b) construction of support region, and
(c) aggregation of matching cost over support region.

(iii) Finally, we have aggregated matching cost over the
constructed support region based on the response of
the edge in the object. The goal of aggregation step is
to collect matching costs of depth levels. To find the
correct depth level, we constructed the support region
in the same depth area using color similarity and
aggregated matching costs weighted by response of
edge over support region to reduce disturbance in the
object boundary.

3. Results and Discussion

To verify the performance of the proposed algorithm, we
tested our system using the Middlebury benchmark [20].
Middlebury defined three measures for evaluating perfor-
mance, including nonocclusion, all, and discontinuities. The

quantitativemeasure is the percentage of bad pixels in subsets
of estimated disparity map, which is defined as

𝐵Occ =
1
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) .

(9)

The parameters given in Table 1 have been kept constant for
all the datasets. 𝑇 is the threshold value for checking on non-
texture area. 𝜏 is the threshold value to compare the color sim-
ilarity between pixels. Finally, 𝜌 is the threshold value to get a
weighting factor. This threshold has been set from average
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(c) Discontinuities

Figure 4: Errors over the Tsukuba, Venus, Cones, and Teddy test image pairs in quantitative measures.

magnitude of edge in all datasets.These parameters have been
selected through experiments. Before analyzing our proposed
method, we used a Census transform cost measure to initial-
ize the cost volume [21]. Census transform has good perfor-
mance on images with exposure and light changes.

After performing the aggregation step, we used the WTA
(winner-take-all) [13] local optimization technique to calcu-
late disparity map.

Figure 4 shows the quantitative performance. We evalu-
ated results by comparing between the ASW algorithm [18]

Table 1: Parameter settings.

𝑇 𝜏 𝜌

50 20 140

and the cross-based algorithm [19]. We achieved improve-
ments of up to 6.9%, 8.4%, and 8.3% compared with ASW
algorithm and improvements of 2.0%, 1.3%, and 1.0% com-
pared with Cross-based algorithm in terms of nonocclusion,
all, and discontinuities, respectively.
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(a) (b)

(c) (d)

Figure 5: Partial boundary regions in venus image: (a) the ground truth, (b) ASW, (c) cross-based, and (d) the proposed algorithm.

Table 2: Middlebury rank of the proposed algorithm and implemented other algorithms (TH < 1).

Algorithms Avg.
rank

Tsukuba Venus Teddy Cones
Nonocc All Disc. Nonocc All Disc. Nonocc All Disc. Nonocc All Disc.

Proposed algorithm 133.3 15.84 16.14 22.11 8.15 8.11 7.59 13.91 16.91 18.04 14.58 18.17 7.04
ASW 143.4 20.84 20.96 32.15 10.69 10.84 13.31 22.50 29.14 23.85 26.10 32.37 19.02
Cross-based 141.7 18.24 17.50 24.31 9.32 9.27 8.09 15.70 18.59 18.91 17.22 19.22 7.56

The proposed method produced an accurate disparity
map, as shown in Figure 5. Figure 5(a) shows the ground
truth image of the tested venus image. In particular, depth
discontinuities were well preserved comparing to the ground
truth image. On the other hand, the other methods failed to
preserve depth discontinuities.With the proposed algorithm,
we can observe that the defects of inside of near objects can be
avoided efficiently.

Table 2 shows the Middlebury ranking of the proposed
algorithm. Although the Middlebury ranking is low in terms
of the overall procedure, we have improved the performance
of the aggregation step which is based on the response of edge
comparing with other aggregation algorithms. Our key idea
is that we design the weight as each magnitude of edge in the
object boundary and construct a support region using color
similarity in the homogeneous region to improve accuracy, in
the aggregation step. In terms of the overall stereo matching
procedure, the improvement may be smaller than that of just
considering an aggregation step.

From the above results, the average rank has been
improved by using the proposed algorithm. From this result,

we would like to address that the proposed algorithm has
enough contribution in the aggregation step.

4. Conclusions

We have proposed a cross-based gradient weight cost aggre-
gation algorithm for efficient depth map estimation of
WMSNs. We constructed an adaptive shape support region
and aggregate matching costs by efficiently using gradient-
based weight within the support region with a pair of neigh-
boring camera sensors. Using the proposed feature and our
algorithm, we verified promising results compared with the
other aggregation algorithms.
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As the sensor networks are broadly used in diverse range of applications, SemanticWeb technologies have been adopted as a means
to manage the huge amount of heterogeneous sensor nodes and their observation data. Large amount of sensor data are annotated
with spatial, temporal, and thematic semantic metadata. As a consequence, efficient query processing over large RDF graph is
becoming more important in retrieving contextual information from semantic sensor data. In this paper we propose a novel path
querying scheme which uses RDF schema information. By utilizing the class path expressions precalculated from RDF schema, the
graph search space is significantly reduced. Compared with the conventional BFS algorithm, the proposed algorithm (bidirectional
BFS combined with class path lookup approach) achieves performance improvement by 3 orders of magnitude. Additionally, we
show that the proposed algorithm is efficiently parallelizable, and thus, the proposed algorithm returns graph search results within
a reasonable response time on even much larger RDF graph.

1. Introduction

Sensor networks are used in wide range of applications such
as weather monitoring, environmental monitoring, military
surveillance, medical science for patient health care, and bio-
chemical detection [1–3]. As sensors have been increasingly
adopted by a diverse array of disciplines [4–6], heterogeneous
standards based on different hardwares, softwares, and pro-
tocols have been introduced. As a consequence, Semantic
Web technologies have been proposed as a means to manage
the huge amount of heterogeneous sensor nodes and their
observation data [2, 3]. The combination of sensor networks
and ontologies can bring significantly added value to intel-
ligently process the raw data into meaningful information
[7]. By annotating sensor data with spatial, temporal, and
thematic semantic metadata, one can retrieve contextual
information from the annotated sensor data [3]. This study
aims to introduce a novel path querying scheme which can
efficiently extract situational knowledge from semantically
annotated sensor data.

In the field of generic Semantic Web technology, sev-
eral relationship finding services have been proposed.
Microsoft coauthor path (http://academic.research.microsoft
.com/VisualExplorer), Relfinder [8], and OntoRelfinder [9]
are the examples of relationship finding services which
retrieve relationships between two given objects of interest
from Resource Description Framework (RDF) graph. RDF is
a language for representing information about resources in
the World Wide Web. By generalizing the concept of a “Web
resource,” RDF can also be used to represent information
about things that can be identified on the Web [10]. RDF
describes a particular resource using a set of RDF statements
of the form subject, predicate, object triples, also known
as subject, property, value. The subject is the resource, the
predicate is the characteristic being described, and the object
is the value for that characteristic [11].

The relationship finding services are provided on the basis
of path query processing.The path query processing provides
the users with meaningful information even when they do
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not have comprehensive understanding on the structure
of the ontology schema to which they issue a query. The
path queries are also applicable to sensor network data as
long as the data are represented in RDF graph. In order
to show that path queries are applicable to semantically
annotated sensor networks, we composed an example of
weather sensor network. Figure 1 shows a descriptive example
of sensor network and its observation data. Many sensors are
deployed in sensor network area and they monitor weather
conditions periodically. Every time a sensormonitors a value,
it generates an observation instance which holds measured
data and a time instance. The weather conditions can be air
temperature, relative humidity, dew point, wind speed and
direction, and so on. Figure 2 shows the simplified ontology
schema and instances of Linked Sensor Data [12]. Linked
Sensor Data is an RDF dataset containing descriptions of
∼20,000 weather stations in the United States and their
weather observations. In fact, the example shown in Figure 1
is composed based on the Linked Sensor Data [12]. Thus,
the ontology model in Figure 2 illustrates the situation in the
example very well.

By retrieving paths between a source node and destina-
tion ones, meaningful information can be provided to users.
For example, a path query. “Retrieve all the paths between
an instance of location, Yuseong-gu, and the measured data
whose value is 37.5∘C” returns a set of resulting paths such
as “The sensor “S001” deployed in Yuseong-gu have observed
air temperature whose value is 37.5∘C.” The path query can
be processed by traversing the instance graph from the node
“Yuseong-gu” to the node “Measured data 37.5∘C.” One of
the advantages of the path query is that because the path
query searches every possible path between the nodes given
from the query, one does not need to write an SPARQL
query. In general, writing a relevant SPARQL query requires
the comprehensive understanding of schema of the ontology
to which the SPARQL query is issued. Thus, path query
processing sometimes finds unknown relationships between
the two given nodes on an RDF graph whose schema is quite
more complicated.

Despite the advantage of the path query, the path query
processing requires computationally expensive graph search
operations which involve multiple self-joins. In this study we
adopt the way OntoRelfinder [9] precalculates and materi-
alizes class paths, but we propose a different path querying
scheme that utilizes the precalculated class paths. In this
paper we propose a novel RDF path querying scheme which
utilizes bidirectional BFS algorithm combined with class
path lookup scheme to reduce search space in path query
processing. The contributions of this study are summarized
as follows.

(i) We propose a novel RDF graph searching algorithm
based on ontology schema information.

(ii) We show that the proposed algorithm is efficient and
scalable.

(iii) We propose a system architecture for distributed
parallel RDF graph searching.

The rest of this paper is organized as follows. In Section 2, we
describe related works. In Sections 3 and 4, we describe our
approach to reduce search space by utilizing the class path
information and propose the system architecture where our
querying scheme is parallelized. In Section 5, we describe the
results of the performance test. In Section 6, we describe the
conclusion and future works.

2. Related Works

Path query processing is a common operation on RDF data
which requires recursive subject-object self-join, a compu-
tationally expensive operation. In a triple schema, a path
query requires (𝑛−1) self-joins, where 𝑛 is the length of
the path [13]. Abadi and Marcus [13] materialized path
expressions to reduce self-joins in path query processing.
They precalculated the selected path expressions and stored
the result in vertically partitioned two-column tables. Similar
approaches were proposed by Matono and Amagasa [14]
and Kim et al. [15]. However, these approaches have the
generality drawbacks, because materializing all possible path
expressions is not a viable approach [16].

OntoRelfinder [9] also precalculates and materializes
path expressions, but the scope is within the triples of
the RDF schema classes. Excluding instance triples from
precomputing scope enables the OntoRelfinder system to
precalculate and store all possible RDF schema class path
expressions, which they called class path, into a distinct
relational table. A set of SPARQL query is generated by
using the class paths. When a user query is given such as
“find the relationship between the two objects,” the set of
class paths which connects the two classes of the two given
objects is retrieved from the relational table. In case the
RDF schema is not simple enough, OntoRelfinder might
generate more SPARQL queries than it can handle within
a reasonable response time. OntoRelfinder invokes as many
DBMS calls as the number of class paths. No matter how
efficient each SPARQL query is, the repeated DBMS calls can
cause accumulated parsing overhead. The main difference
between OntoRelfinder and the proposed approach is in
the way the precalculated set of class paths is utilized. As
explained in Section 3, the proposed querying scheme looks
up the set of class paths while it traverses the instance graph
in order to determine which neighbor node is qualified to
be enqueued for the next step BFS search. As a consequence
of discarding unpromising nodes, the search space is signifi-
cantly narrowed down.

3. Path Query Processing Based on
RDF Schema Information

The proposed approach is a kind of heuristic graph search
algorithm that can significantly save the search cost by using
ontology schema information. In order to reduce graph
search space by using the materialized class path, we propose
an algorithm that ismodified fromBreadth First Search (BFS)
algorithm, namely, BFS combined with class path lookup
scheme.
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Figure 1: Descriptive example of a weather monitoring sensor network and its observation data.

3.1. Mathematical Model Formulation for RDF Graph. As a
starting point of the mathematical model formulation, we
adopt the mathematical notation of a generic graph model
in [17]. Let 𝑉 be a set of nodes, and let 𝐴 be a set of labeled
edges.The set of nodes𝑉 is composed of two nonoverlapping
sets: a set of entity nodes 𝑉

𝐸 and a set of literal nodes 𝑉

𝐿. Let
L be a set of labels composed of a set of node labelsL𝑉 and
a set of edge labelsL𝐴. An RDF dataset is defined as a graph
𝐺 over L, and is a tuple 𝐺 = ⟨𝑉, 𝐴, 𝜆⟩, where 𝜆 : 𝑉 → L𝑉

is a node labeling function.The set of labeled edges is defined
as 𝐴 ⊆ {(𝑒, 𝛼, V) | 𝑒 ∈ 𝑉

𝐸

, 𝛼 ∈ L𝐴, V ∈ 𝑉}. The components
of an edge 𝑎 ∈ 𝐴 will be denoted by 𝑠𝑜𝑢𝑟𝑐𝑒(𝑎), 𝑙𝑎𝑏𝑒𝑙(𝑎), and
𝑡𝑎𝑟𝑔𝑒𝑡(𝑎), respectively.

Definition 1 (class node and instance node). The set of entity
nodes 𝑉

𝐸 is further decomposable into two nonoverlapping
sets: a set of class nodes𝑉

CLS and a set of instance nodes𝑉

INS.
A node 𝑢 ∈ 𝑉

CLS is said to be a class node of an instance
node V ∈ 𝑉

INS if ∃𝑎 ∈ 𝐴 | 𝑙𝑎𝑏𝑒𝑙(𝑎) ∈ L𝐴𝑐 , 𝑠𝑜𝑢𝑟𝑐𝑒(𝑎) =
V, 𝑡𝑎𝑟𝑔𝑒𝑡(𝑎) = 𝑢. The setL𝐴𝑐 is a set of “class attribute” labels
such as “http://www.w3.org/1999/02/22-rdf-syntax-ns#type”.
The class node of an instance node V ∈ 𝑉

INS will be denoted
by 𝑐𝑙𝑎𝑠𝑠(V).

Definition 2 (path). A path 𝑝 ∈ 𝑃 is a chain of consecutive
edges 𝑎

𝑖
∈ 𝐴. Let 𝑃 be a set of paths which is defined

as 𝑃 = {(𝑎

1
, 𝑎

2
, . . . , 𝑎

𝑛
) | 𝑎

𝑖
∈ 𝐴, 𝑡𝑎𝑟𝑔𝑒𝑡(𝑎

𝑖−1
) =

𝑠𝑜𝑢𝑟𝑐𝑒(𝑎

𝑖
)} ⊂

𝑛

⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞

𝐴 × 𝐴 × ⋅ ⋅ ⋅ × 𝐴, where 𝑛 is the path length
and 𝑖 = 1, 2, . . . , 𝑛. The set 𝑃 is composed of the set of class
paths 𝑃

CLS and the set of instance paths 𝑃

INS. The first and
last nodes in a 𝑝 ∈ 𝑃 will be denoted by 𝑓𝑖𝑟𝑠𝑡𝑁𝑜𝑑𝑒(𝑝) and
𝑙𝑎𝑠𝑡𝑁𝑜𝑑𝑒(𝑝), respectively.

Definition 3 (class path). The set of class paths𝑃

CLS is defined
as 𝑃

CLS = {𝑝 ∈ 𝑃 | ∀𝑠𝑜𝑢𝑟𝑐𝑒(𝑎

𝑖
∈ 𝑝) ∈ 𝑉

CLS
, ∀𝑡𝑎𝑟𝑔𝑒𝑡(𝑎

𝑖
∈

𝑝) ∈ 𝑉

CLS
}, where 𝑎

𝑖
∈ 𝑝 is the 𝑖th triple (edge) of a path

𝑝 ∈ 𝑃.

Definition 4 (instance path). The set of instance paths 𝑃

INS

is defined as 𝑃

INS = {𝑝 ∈ 𝑃 | ∀𝑠𝑜𝑢𝑟𝑐𝑒(𝑎

𝑖
∈ 𝑝) ∈

𝑉

INS
, ∀𝑡𝑎𝑟𝑔𝑒𝑡(𝑎

𝑖
∈ 𝑝) ∈ 𝑉

INS
}, where 𝑎

𝑖
∈ 𝑝 is the 𝑖th triple

(edge) of a path 𝑝 ∈ 𝑃.

3.2. Class Path Lookup Operation. As is aforementioned, the
proposed algorithm is devised by modifying BFS algorithm.
The main modification is adding a filter operation to the
BFS algorithm, which we call “class path lookup operation.”
The operation filters out the unpromising neighbor nodes by
looking up the precalculated class path expressions stored in
a relational table. Figure 3 shows a descriptive example of
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Figure 2: Simplified ontology schema and instances of linked sensor data.
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AtProf/Pub/AsctProf/Dpt/GrdSt

AtProf/Pub/AsCtProf/Course/GrdSt
· · ·

Class path lookup

SungJ/algebra
AtProf/Course

Figure 3: Descriptive example of how “class path lookup operation” filters out unpromising nodes.

how the unpromising nodes are filtered out by “class path
lookup operation,” which is implemented by classpathLookup
function.

The classpathLookup function determines if a node is
promising or unpromising by looking up the set of class
paths within lookup range, 𝑃

CLS
lookupRng, which is defined in

Definition 5. If there exists at least one class path to which
an instance path is “aligned,” the last node of the instance

path is determined to be promising. An instance path 𝑝

ins
∈

𝑃

INS is said to be “aligned” to a class path 𝑝

cls
∈ 𝑃

CLS if
all the instance triples (V

1
, 𝛼

1
, V
2
), . . . , (V

𝑖
, 𝛼

𝑖
, V
𝑖+1

) composing
the instance path 𝑝

ins
∈ 𝑃

INS have their corresponding class
triples (𝑢

1
, 𝛼

1
, 𝑢

2
), . . . , (𝑢

𝑖
, 𝛼

𝑖
, 𝑢

𝑖+1
) at the same positions in

𝑝

cls
∈ 𝑃

CLS, where 𝑢

𝑖
= 𝑐𝑙𝑎𝑠𝑠(V

𝑖
). An example of an instance

path 𝑝

ins
∈ 𝑃

INS which is “aligned” to a class path 𝑝

cls
∈ 𝑃

CLS

is shown in Figure 4, where all the types of instance nodes (V
𝑖
)
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and edges (𝛼
𝑖
) in an instance path 𝑝

ins
∈ 𝑃

INS correspond to
the class nodes (𝑢

𝑖
) and edges (𝛼

𝑖
) in a class path 𝑝

cls
∈ 𝑃

CLS.

Definition 5 (classpathLookup function). Let us consider a
path query “Find relationships between a source node 𝑠 ∈

𝑉

INS and a destination node 𝑑 ∈ 𝑉

INS.” For the path query,
the set of class paths within lookup range, 𝑃CLS

lookupRng ⊂ 𝑃

CLS,
can be defined as 𝑃

CLS
lookupRng = {𝑝 ∈ 𝑃

CLS
| 𝑓𝑖𝑟𝑠𝑡𝑁𝑜𝑑𝑒(𝑝) =

𝑐𝑙𝑎𝑠𝑠(𝑠), 𝑙𝑎𝑠𝑡𝑁𝑜𝑑𝑒(𝑝) = 𝑐𝑙𝑎𝑠𝑠(𝑑)}. The set 𝑃CLS
lookupRng is used as

an input parameter for 𝑐𝑙𝑎𝑠𝑠𝑝𝑎𝑡ℎ𝐿𝑜𝑜𝑘𝑢𝑝 function, which is
defined as

𝑐𝑙𝑎𝑠𝑠𝑝𝑎𝑡ℎ𝐿𝑜𝑜𝑘𝑢𝑝 (𝑝

ins
, 𝑃

CLS
lookupRng)

= {

1, if ∃𝑝

cls
∈ 𝑃

CLS
lookupRng | 𝑝

ins is aligned to 𝑝

cls

0, otherwise.
(1)

The 𝑐𝑙𝑎𝑠𝑠𝑝𝑎𝑡ℎ𝐿𝑜𝑜𝑘𝑢𝑝 function returns “1” if an instance
path 𝑝

ins
∈ 𝑃

INS is aligned to any one of class paths 𝑝

cls
∈

𝑃

CLS
lookupRng.

3.3. Combining BFS with Class Path Lookup Operation.
Algorithm 1 shows BFS combined with class path lookup
scheme. The algorithm first searches the neighbors of the
starting node as BFS does then looks up the materialized
path expressions to see which neighbor node can lead to the
destination successfully within the given path length. The
algorithm enqueues only the promising nodes and discards
the nodes which lead to unsuccessful search. The decision
is made by classpathLookup function which is defined in
Definition 5. Line 10 is the filtering operation implemented
by classpathLookup function.The input parameter 𝑝

ins for the
classpathLookup function is an instance path through which
the algorithm has traversed to reach the node V (the last node
of 𝑝

ins) starting from the source node 𝑠. The class paths, to
which 𝑝

ins can be “aligned,” are looked up against (the second
parameter𝑃

CLS
lookupRng) the set of class paths of length 𝑛, the first

node and the last node of which are 𝑐𝑙𝑎𝑠𝑠(𝑠) and 𝑐𝑙𝑎𝑠𝑠(𝑑),
respectively. If the 𝑐𝑙𝑎𝑠𝑠𝑝𝑎𝑡ℎ𝐿𝑜𝑜𝑘𝑢𝑝 function finds at least
one class path in 𝑃

CLS
lookupRng, it returns “1” and the statements

in line 11 and line 12 are executed. Line 11 builds the set of
instance paths in memory buffer. Line 12 enqueues V in [12]
to 𝑄 for next step BFS search.

Figure 5 shows the way the proposed algorithm pro-
cesses an example path query “Find relationships between
“Yuseong-gu” which is a sensor location and “Measured data
37.5∘C” which is a measured data within path length 3.”
Starting from the node “Yuseong-gu,” the algorithm searches
the neighbor nodes in BFS way to go forward one step. For
every step the algorithm expands search, it looks up the
materialized class path, which starts from “Sensor Location”
and ends in “Measured data,” to see which neighbor node can
successfully lead to the destination node. Each instance node
is tagged with the class it belongs to. For each instance node,
the algorithm remembers the class path it traversed through.
For the “Air Temp. observation 011” node in Figure 3,

the algorithm knows that it traversed through the class path
shown below:

“/SensorLocation/locate/Sensor/generateObservation/Ob-
servation”.

In this situation, the “Air Temp. observation 011”
node has several neighbor nodes which belong to “Time
Instance 2013.08.11.13:00” and “Measured data 37.5∘C.” The
algorithm enqueues “Measured data 37.5∘C” node for the
next step processing because the “class path lookup oper-
ation” finds the class path that starts with “/Sensor Location/
locate/Sensor/generateObservation/Observation” and ends in
“Measured data.” On the other hand, the algorithm discards
the “Time Instance 2013.08.11.13:00,” which belongs to
“Time Instance” class, because the class path “/SensorLoca-
tion/locate/Sensor/generateObservation/Observation/sam-
plingTime/TimeInstant” does not meet any class path within
the class path lookup range.

3.4. Combining Bidirectional BFS with Class Path Lookup
Operation. The “class path lookup operation” can also be
combined with bidirectional BFS algorithm, which further
reduces the search space. The bidirectional BFS initiates its
search from two nodes (source and destination nodes) within
half the given path length. By joining the two result sets,
one expanded from source and the other one expanded from
destination, the set of entire paths are returned as a final
result. For each step the bidirectional BFS searches neighbors,
“class path lookup operation” is executed to filter out the
unpromising nodes which cannot lead to destination node
in forward search or which cannot lead to source node in
backward search.

4. Distributed and Parallel Path
Query Using Class path

Path query processing works based on graph search
operation, which often involves massive amount of data
access as the graph size becomes large and graph search
length increases. As described in Section 3, the class path
lookup operation constrains graph traversal space by pruning
branches unsuccessfully leading to the destination node.
Even though a path query is processed by using class path
lookup operation, a large path query which involves large
amount of data access should be parallelized in order to
shorten the query response time.

By partitioning and distributing graph data, we can
parallelize a path query and shorten the query response time
[18]. However, in case the nodes in a graph are interconnected
tightly with each other by a variety of relationships, which is
the most usual case in semantic knowledge graph, optimally
partitioning and distributing (placing) the graph data are
not easy issues to handle [18]. Here, we propose a simple
but novel system architecture in which the path query is
efficiently parallelized based on the distributed class path
information. Figure 6(a) shows the system architecture that
we propose in this study. Eachworking node is equippedwith
DBMS instance and the full dataset of RDF triples. When a
path query is issued, the graph searching SQL is executed on
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Figure 4: An example of an instance path of length 𝑖 aligned to a class path.

Input: RDF graph 𝐺,
source node 𝑠 ∈ 𝑉

𝐸, destination node 𝑑 ∈ 𝑉

𝐸, path length 𝑛

Output: 𝑃

INS
result ⊆ {𝑝 ∈ 𝑃

INS
| 𝑠𝑜𝑢𝑟𝑐𝑒 (𝑎

1
) = 𝑠, target (𝑎

𝑛
) = 𝑑}

(1) create a queue 𝑄

(2) push 𝑠 → 𝑄

(3) while 𝑄 ̸= 0 ∧ level ≤ 𝑛 do
(4) 𝑡 ← 𝑄.dequeue
(5) for each edge 𝑎 ∈ 𝐴 | source (𝑎) = 𝑡 do
(6) V ← target (𝑎)

(7) if V is not visited then
(8) for each path 𝑝

ins
∈ 𝑃

INS
| lastNode (𝑝

ins
) = 𝑡 do

(9) 𝑝

ins
← append (𝑝

ins
, 𝑎)

(10) if classpathLookup (𝑝

ins
, 𝑃

CLS
lookupRng) = 1 then

(11) 𝑃

INS
← 𝑃

INS
∪ {𝑝}

(12) push V → 𝑄

(13) return 𝑃

INS
result ← {𝑝 ∈ 𝑃

INS
| 𝑠𝑜𝑢𝑟𝑐𝑒 (𝑎

1
) = 𝑠, target (𝑎

𝑛
) = 𝑑}

(14) level ← level + 1

Algorithm 1: BFS combined with class path lookup scheme.

each working node.The SQL implements the “BFS combined
with class path lookup scheme” based on recursive self-join
operation as described in Section 3. Map function invokes
the SQL to be executed on the DBMS instance on each
working node, and reduce function collects the result sets
from the DBMS instance on each working node. While the
SQL traverses the graph, it looks up the partitioned set of class
paths distributed to each working node.

This system architecture is different from the architecture
presented in [18] in that (1) each working node leverages
exclusively partitioned class path set in order to reduce
the search space and that (2) each working node has fully
replicated triple store. In contrast to the architecture in [12],
where each working node has partitioned triple store with
𝑛-hop guarantee, each working node of our architecture has
fully replicated dataset of triple store. Thus, the proposed
architecture costs the additional storage 𝑚 times the size
of a full triple store, where 𝑚 is the number of working
nodes. However, the storage cost can be compensated for
by the efficiency that our architecture has. The architecture
is able to eliminate the need of communication between
working nodes while each node traverses the graph (triple
store). Besides the self-sufficiency in data access, exclusively
assigned set of class path enables each working node to
avoid returning duplicate results. Additionally, as shown in
Figure 5(b), it is even possible to overcome the drawback
(storage cost) by hybridizing our architecture with DBMS

clustering infrastructure, an implementation of which is left
for our future work.

We have observed that by partitioning the set of mate-
rialized class paths and by looking up the partitioned class
path sets, a large path query can be decomposed in mutu-
ally exclusive and comprehensively exhaustive manners. For
example, let us consider a path query “Find relationships
between an instance “a”, whose class is “A”, and an instance
“f ”, whose class is “F” with path length 3.” Supposing that
the subgraph that connects class “A” and class “F” looks like
the graph shown in Figure 7, the class path set {“A/B/C/F”,
“A/B/D/F”, “A/B/E/F”} is looked up by the path query. In
order to parallelize the path query based on the class path
information, the class path set is partitioned into 𝑚 (several)
sets, that is, {“A/B/C/F”}, {“A/B/D/F”}, {“A/B/E/F”}, where
𝑚 is the number of working nodes in a cluster machine.
Each working node is assigned a partitioned set of class
paths and looks up the assigned set of class paths while
it traverses the instance graph from “a” to “f.” Because the
search spaces of the different class paths are exclusive to
each other, each working node does not have to worry
about returning duplicate search results, which enables each
working node to work independently without communi-
cating with each other. Therefore, simply concatenating all
the result sets from each working node brings a compre-
hensive search result set which is equal to the one obtained
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Figure 5: Example of how BFS combined with class path lookup operation works.

by a single machine with the whole set of class paths
assigned.

5. Implementation and
Performance Evaluation

5.1. Implementation Details. All the proposed algorithms are
implemented by using SQL. The recursive SQL query is
written based on common table expressions (CTEs) which
are the standard SQL syntax [19] supported by IBM DB2,
MS SQL Server, Oracle, and more DBMSs. The initial search
result set retrieved from the triple table is stored in user
memory buffer, which is then self-joined to triple table in
recursive manners. The schematic of recursive CTE query
that executes BFS search is represented in Figure 8, where T1
denotes a triple table.

We runour experiments on a 1.7GHzquad core processor
with 32GB main memory Linux system. We used LUBM
dataset [20] for performance test because it is publicly
available for benchmark and its schema is reasonably complex
for our test purpose.We test the performance with the LUBM
(10,0), and LUBM (100,0), LUBM (1000,0) datasets which
have about 1.3, 13, and 130 million triples, respectively. The
LUBM dataset is synthetically generated by the data gener-
ator UBA 1.7 (http://swat.cse.lehigh.edu/projects/lubm/) and
converted into n-triple format, which is then loaded onto a
relational table. We used Oracle 11gR2 as a triple repository
with 10GB main memory assigned.

5.2. Performance Evaluation

5.2.1. Performance Evaluation for Single Machine Processing.
The performance of the proposed path querying scheme is
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evaluated on both a single machine and a cluster machine
whose architecture is shown in Section 4 (Figure 6(a)). For
the evaluation of the performance of the proposed path
querying scheme, we use the query shown below. We chose
the case because the pair of these two entities returns rela-
tively many relationships and the number of their neighbor
nodes is near average value of person nodes in LUBMdataset.

“Find relationships between
<http://www.Department0.University0.edu/
GraduateStudent114>who is a Grad. Student and
<http://www.Department0.University0.edu/
AssociateProfessor4>who is an Assoc. Professor”

Figure 9 shows the performance of our approach, which
is measured on a single machine. As can be seen in the figure,
combining the “class path lookup” operationwith BFS signifi-
cantly improves the path query processing performance. The
performance test was conducted by varying the path length
ranging from 2 to 7 on different dataset sizes (LUBM 10,
100, and 1000). As the path length increases, the performance
difference between BFS and the proposed approach grows
exponentially. In case of LUBM (10) and path length 6,
our approach (bidirectional BFS combined with “class path
lookup operation”) achieves performance improvement by
more than 3 orders of magnitude.

Additionally, the proposed approach is much more scal-
able than the conventional unidirectional BFS. Figure 10
shows how the query execution time changes as the size
of underlying dataset increases. The closer to “linear” and
the less stiff the curve on the graph, the more scalable the
corresponding algorithm. As seen in Figure 10, the curves
of our approach are much closer to “linear” and much less
stiff than BFS. Because BFS query execution time is much
more than 30 minutes when the path length is longer than
5 and dataset size is larger than LUBM 100, only one curve
for BFS of path length 4 appears in Figure 5. Our approach
with path length 4 is more than thousand times faster than
BFS. The execution time of our approach with path length
7 is even much less than that of BFS with path length 4.
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Figure 9: Performance of the proposed querying scheme.

Table 1: Path query processing time on single machine (sec.).

Length LUBM10 LUBM100 LUBM1000

BFS BFS
CP lookup

biBFS
CP lookup BFS BFS

CP lookup
biBFS

CP lookup BFS BFS
CP lookup

biBFS
CP lookup

2 0.01 0 0 0.02 0.01 0.01 0.02 0.03 0.01
3 0.04 0.02 0.01 0.09 0.03 0.01 0.67 0.11 0.02
4 1.23 0.15 0.01 7.02 0.52 0.02 2164.18 4.66 0.14
5 34.31 1.65 0.06 >30min. 10.15 0.14 >30min. 98.76 0.92
6 >30min. 18.93 0.14 >30min. 161.05 0.43 >30min.

>30min. 3.51
7 >30min. 149.12 0.76 >30min.

>30min. 3.27 >30min.
>30min. 33.16

These observations imply that “bidirectional BFS class path
lookup operation” is able to efficiently narrow down the path
query search space.

5.2.2. Performance Evaluation for Distributed Parallel Pro-
cessing. We tested the performance of the path query in
the distributed parallel cluster system whose architecture
is shown in Figure 5(a). The system consists of 5 working
nodes and a master node. Hadoop is used as a clustering
platform. In order to compare the result of the parallel
processing with the result of single machine, we used the

same query as the one used in single machine performance
test. Table 1 shows test results on a single machine. From
Table 1, we have selected the test conditions whose values
(query execution time) are near or more than 100 seconds
but less than 30 minutes. The selected conditions are shown
in the first row of Table 2. Table 2 shows performance result
of distributed parallel path query processing on the proposed
architecture. For each query processing node, we measured
the query processing time and counted the resulting rows. In
order to compare the results with those of single machine,
the result of single machine is shown in the last row of
Table 2.
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Table 2: Result of the performance test on distributed parallel cluster machine.

Query processing node

LUBM 10,
path length 7,

BFS w/CP lookup

LUBM 100,
path length 6

BFS w/CP lookup

LUBM 1000,
path length 5

BFS w/CP lookup
Result set size

(rows)
Elapsed time

(sec.)
Result set size

(rows)
Elapsed time

(sec.)
Result set size

(rows)
Elapsed time

(sec.)
Distributed parallel cluster

Node 1 1,881 28.2 350 43.5 117 25.2
Node 2 575 25.9 579 46.5 43 21.6
Node 3 1,603 33.9 521 47.4 27 22.8
Node 4 1,372 30.0 210 36.9 74 25.2
Node 5 2,143 29.9 349 36.0 73 21.9

Sum 7,574 33.9∗ 2,009 47.4∗ 334 25.2∗

Single machine 7,574 149.1 2,009 161.1 334 98.7
∗The sum values tagged with asterisk (∗) mean the maximum elapsed time of the 5 working nodes in the distributed cluster machine.
The bold font refers to the overall elapsed time for the given path query processing.
The italic font refers to the maximum elapsed time for path query processing among the working nodes in the cluster machine.
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Figure 10: Scalability of the proposed querying scheme.

Table 2 shows that, for each test condition, the summed
count of the result sets from each working nodes is equal
to result set count of single machine processing. This result
implies that the partitioned set of class paths successfully
separates the search space for each working node and that the
result sets from each working nodes are mutually exclusive
and comprehensively exhaustive (MECE). As the partitioned
class path set separates each working node’s search space
in MECE manners, the clustering platform, Hadoop in the
proposed architecture, is saved from the computation load
for shuffling the results gathered from the working nodes.
Just passing the query to the working nodes and gathering
(concatenating) the results from the working nodes are all
that the clustering platform should do in the system, which
cost almost negligible processing time. The elapsed time
on “SUM” row in Table 2, which is tagged with asterisk
(∗), means the longest elapsed time among the 5 working

nodes. As the values in these asterisk-tagged cells are the rate
limiting time taken for the parallel path query to return, they
are almost equivalent to the overall path query processing.
These values are, on average, one-fourth of those values on
single machine. Thus, the proposed parallel query process-
ing scheme with 5 working nodes shows the performance
improvement, 4 times faster than single machine processing.

6. Conclusion

For the purpose of retrieving contextual information from
sensor networks, large amount of sensor data are annotated
with spatial, temporal, and thematic semantic metadata. We
introduced a novel path querying technique for retrieving
the contextual information from semantically annotatedRDF
data. The proposed path querying scheme utilizes precalcu-
lated class path information for efficient graph search. We
showed that combining the “class path look up scheme”
with (bidirectional) BFS algorithm could significantly narrow
down the search space. The proposed path querying scheme,
namely, bidirectional BFS combined with class path lookup,
achieved performance improvement bymore than 3 orders of
magnitude compared with the conventional BFS algorithm.

Additionally, we proposed a distributed and parallel
system architecture on which the proposed path query-
ing scheme is executed. We achieved 4 times speedup by
distributing the query processing job to 5 working nodes.
A drawback with the proposed parallel architecture is the
storage cost, because eachworking node holds fully replicated
triple set. We expect that the replication of the triple store
can be avoided by adopting the ‘hybrid double clustering
architecture’ shown in Figure 6(b) whose implementation is
left for our future work.
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Recently, due to the popularization of the smartphone and social network service (SNS), many SNS users write their opinions for
social events. According to these social phenomena, social sensor network which analyzes social events by utilizing those users’
text data is proposed. Parsing is essential module to analyze user’s text contents because it gives the understanding of semantics
by extracting the words and their classes from texts. However, parsing requires much time because it needs to analyze all context
information from the users’ text. In addition, as users’ text data are generated and transferred in streaming, the required parsing
time increases too.This situation occurs that it is hard to parse the text on the single machine.Therefore, to drastically enhance the
parsing speed, we propose distributed and parallel parsing system on theMapReduce. It applies the legacy parser to theMapReduce
through loose coupling. Also, to reduce communication overheads, the statistical model used by the parser is resided on local cache
in each mapper.The experimental result shows that the speed of proposed system is 2–19 times better than that of the legacy parser.
As a result, we prove that the proposed system is useful for parsing text data in social sensor network.

1. Introduction

Currently, as a result of the development of smartphone
device techniques and active use of the social network service
(SNS), many people use SNS smartphone applications. In
the United States, there are 30 million smartphone users in
2011 and had increased by million users per week in the last
quarter of 2012 (http://tech.fortune.cnn.com/2012/03/07/u-s-
smartphones-inching-toward-1-million-per-week/). In addi-
tion, Twitter, a representative SNS provider, has about 50
million cases of uploading per day and FaceBook, an-
other provider, has about 60 million cases of upload-
ing (http://allfacebook.com/twitter-facebook-status b11613).
Smartphone users post writings about their daily life or share
major social events or issues using SNS such as Twitter,
Facebook, U-tube, and flicker.

Many studies have been made to find out social issues or
to solve scientific problems through these smartphone users’

big text data [1–11]. For example, to detect radiation values
generated by the japan’s Fukushima Daiichi nuclear disaster,
crowd sourced real-time radiation maps are developed by
providing detecting radiation information from the smart-
phone users. Another example is constructing the citizen
sensor network for the scientific discovery by offering volun-
teers’ location information with their pictures. Those kinds
of system are called social sensor network or specifically
citizen-sensor network [4–11]. The analysis and monitoring
system based on this social sensor network requires parsing
to analyze the users’ postings. Therefore, a system that can
parse several thousand million of sentences within a short
time is essential for the social sensor network to analyze social
phenomena.

However, parsing requires a lot of time to run for a
large number of documents because it considers semantics
for wide context range of the sentence to enhance precision
and recall value. This type of processing proportionally
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affects the execution time with increasing in the number
of documents. Therefore, a parsing system running on a
distributed and parallel environment needs to be developed
to parse massive numbers of documents concurrently. In this
paper, we propose a parsing system that applies a Stanford
parser to the MapReduce framework in order to extract
information very fast. The reason why we use the Stanford
parser is that it is one of the-state-of-the-art parsers and has
high precision and recall in parsing documents.

The paper is organized as follows. Section 2 introduces
related work. We report on the design of the proposed
distributed and parallel text parsing system in Section 3.
Section 4 describes the experimental results. Finally, in
Section 5, we give the conclusion.

2. Background

Tounderstand relationship between parsing and social sensor
network, this section presents the social sensor network.
Social sensor network means that the infra for analysis and
collection of data from various user upload contents to
detect social issues or to solve scientific problems. In the
social sensor network, all smartphone users act as separate
sensors by uploading their writings and photographs to the
centralized server. This server finds current focusing social
issues by analyzing user’s context (see Figure 1). Social sensor
network can analyze and monitor social phenomena more
exactly since social sensor network reflects many people’s
opinion directly. Therefore, social sensor network is very
useful to build intelligent social analyzing services [12–15].

For this, a technology called natural language processing
that can analyze people’s writings is needed. As shown in
the example presented in [4], let us assume that a user
posts a statement “mumbai taj occurred fire live on desitv”
on Twitter. When this sentence is parsed, such words as
“Mumbai,” “Taj,” “DesiTV,” “live on,” “fire,” and “occurred”
would be extracted. With dictionaries that specify places and
institutions, it would be identified that “Mumbai” is a name
of a place; “Taj” refers to “Taj Mahal Palace;” and the event
is being broadcast by an Indian TV channel called DesiTV. If
another user posts a statement on the fire saying “The fire in
the Taj Mahal was turned out to be the terror,” such words as
“Taj Mahal,” “fire,” and “terror” are extracted for analysis and
then linked to the analysis data for the previous post as shown
in Figure 2. As shown in the figure, it can be identified that the
fire in the TajMahal Palace in India was an act of terrorism. In
this way, it is possible to understand the nature of social issues
and events accurately through the writings posted by people.
In addition, through such analysis, it is possible to determine
how many postings people upload about similar issues and
how much interest these issues attract.

3. Related Works

To parse user upload data from social sensor network, it
needs two requirements. One is the high precision and the
other is rapid speed. Therefore, it describes the Stanford
parser related to the high precision and presents MapReduce
framework related to the rapid speed. In this section, we
introduce the Stanford parser [16] and the MapReduce
framework [17]. These are used by the proposed system in
distributed and parallel environments. First, the Stanford
parser, proposed by the NLP lab of Stanford University in the
1990s, enhances precision and optimizes the performance by
using the probabilistic context-free grammars (PCFG)model
[16]. A PCFG is a context-free grammar in which each formal
grammar is augmented with a probability. The Stanford
parser is currently released as an open source program. The
Stanford parser analyzes sentences using the PCFG model
and notes the subjects, objects, and related verbs as a form of
dependency tree structure. The PCFG model is also used for
inference from sensing data’s relationships in wireless sensor
network [18]. However, many studies that have considered
the Stanford parser focus on enhancing the performance of
the parsing algorithm.The Stanford parser runs on the single
machine so that it has much time to parse huge users’ text
from social sensor network. Hence, it is necessary to reduce
the parsing time to quickly detect social event or issues in
social sensor network.

On the other hand, the MapReduce framework is a par-
allel programming model proposed by Dean and Ghemawat
in 2003 [17]. It consists of a user-defined Map function and a
Reduce function. These two functions reside on each server,
in order to allow the servers to process data in parallel (see
Figure 3).

As can be seen in Figure 3, the input data is equally split
ant then assigned to each server.TheMap function processes
data locally on each of the servers and the Reduce function
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(1) Class Mapper
(2) Method Setup()

(3) DistributedCache.add(PCFGmodel)
(4) StanfordParser.setModel(PCFGmodel)
(5) Method Map(document d)

(6) sentence <- SetenceSeparator(d)
(7) dependencyTree <- Parser.parsePCFG(sentence)
(8) emit(d.id, dependencyTree)
(9) Class Reducer
(10) Method Reduce(d.id, Iterable<dependencyTree>)
(11) for each dependecyTree dt

(12) output+=dt
(13) emit(d.id, output)
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Figure 3: The MapReduce framework.

merges the computed data following a user-defined process.
MapReduce can analyze big data efficiently. Therefore, it has
been applicable to process social sensor network data. In
addition, MapReduce supports fault tolerance so users only
focus on developing Map and Reduce functions to analyze
data in parallel.

4. Proposed Distributed and Parallel
Parsing System

To design distributed and parallel parsing system for social
sensor network data, we firstly decide on the way how to
process the data in distributed and parallel environment.
It has two ways which are tightly coupled and loosely
coupled integration between distributed and parallel system
and parser. At the first, tightly coupled integration can be
developed by processing the partial part of the sentence in
parallel. However, the job’s unit is very tiny so that it is not
adapted for data intensive computing. The reason is that the
additional communication overhead can occurr since the
data size for the one job is generally a number of megabytes.
On the other hand, loosely coupled integration can be
processed by sentences so that we can archive scalability in
terms of number of servers. In addition, it has an advantage
that it skips the step of splitting sentence.

In order to extract information from massive numbers
of documents from SNS users’ contents in citizen-sensor

network, we have designed a distributed and parallel textual
parser which is implemented by applying the parser to the
MapReduce framework. The proposed system architecture is
shown in Figure 4.

The system stores the input and output data, such as
documents and parsed sentences, in the hadoop file system
[19]. The model that is used by the parser using machine
learning technique is also loaded into the hadoop file system
because the PCFGmodel is necessary for all mappers, allow-
ing them to parse sentences. Therefore, the model is loaded
as a distributed cache for sharing all of the mappers. The
work flows of the mapper and the reducer are described as
follows. First, themapper separates documents into sentences
and then parses the sentences by calling the PCFG parsing
module of the Stanford parser. At that time, the Stanford
parser needs the PCFG model. For this reason, the PCFG
model is stored in the distributed cache. After the completion
of parsing, the map function writes the parsed sentence
information in a dependency tree form. This format can be
used to recognize relations between words or phrases. Next
the reducer merges the dependency tree structure for each
sentence and then writes final results.

The pseudocodes of proposed system are as Algorithm 1.
First, Mapper class consists of Setup and Map functions. In
Setup function, the PCFG model is loaded to the distributed
cache of the eachmapper (Lines 3-4). Map function separates
sentences from the input documents (Line 6). After that,
Stanford parser library is called to parse for each sentence
and writes to intermediate file (Line 7-8). Next, Reducer class
has Reduce function. This merges the results ordered by
document id and writes output data (Line 10–13).

Proposed system has three advantages. First, it reduces
the parsing time because the system analyzes massive num-
ber of documents concurrently on distributed and parallel
environments, while legacy parsers require a lot of parsing
time because they analyze documents sequentially. Second,
the proposed system can maintain the same high precision
performance as the Stanford parser applied to the proposed
system. Finally, the system has high portability. The reason
for this is that if users want to change the parser, the system
can easily be changed by modifying only the parser calling
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API part with replacing the Stanford parser with the legacy
parser.

5. Experimental Results

To evaluate the performance of the proposed system for
parsing user’s sentences from citizen-sensor network, we
consider two different HW environments such as single
server and nineteen servers. On the single server, we compare
the running time of the legacy Stanford parser with that of the
distributed Stanford parser applied to theMapReduce frame-
work. We also evaluate the running time of the distributed
Stanford parser on nineteen servers. Servers consist of eight
cores of Intel i7, 32GByte memories and 2TB storages; we use
hadoop 0.20.203 and the Stanford Parser 2.0.4. The first data
set consists of 10,000 paper abstracts from NDSL owned by
KISTI NDSL.

The abstract of NDSL is generated by parsing XML data
which stores metadata of NDSL. Among them, we randomly
choose. The reason why we use abstracts from NDSL is that
the lengths of the sentences are quite similar to the length
of SNS users’ writings. The second data set is for evaluating
the scalability of distributed and parallel parsing system.
It has 16,000,000 sentences from collecting technical web
articles, papers, and patents at 2012 by KISTI. We evaluate
the running time from the step of the sentence separation to
the step of parsing sentences using the distributed Stanford
parser. The experimental results are shown in Figure 5. The
java heap memory size for the experiments is set to 4GB.
For the single server, the execution time of the proposed
system is almost half that of the legacy Stanford parser, when
the numbers of mappers and reducers are four and one,

respectively. Even though the system uses four mappers, the
performance gain is only double. The reason for this is that
the system requires starting time to initialize the MapReduce
framework and additional time to merge the results. In
this experiment, we found that the speed is proportional to
half the number of mappers. The results for the distributed
Stanford parser, where that parser is running on 19 servers,
follow our predictions. This means that the proposed system
has an advantage in terms of scalability.

We evaluate the parsing time by increasing sentences
from 1,600,000 to 16,000,000. As shown in Figure 6, the
parsing time increases proportionally to the number of
sentences. It means that the proposed system has scalability
in terms of data size.

6. Conclusion

In this paper, a parser system that can be used for analyzing
users’ sentences in the social sensor network was proposed.
To this end, the existing Stanford parser with high per-
formance in terms of accuracy was applied to MapReduce
framework for distributed and parallel processing.The PCFG
model used by the Stanford parser was loaded to each
mapper, using distributed cache, to maximize the locality
of calculation. In addition, in order to increase the system’s
portability, the proposed parser was implemented to call
and use the Stanford parser library through loose coupling,
rather than linking the Stanford parser and MapReduce
through tight coupling. In the performance evaluation, the
proposed system showed the performance two times that
of the existing parser, in a single machine, through the
parallelization of MapReduce framework, parallelization of
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the system. Furthermore, the parser showed 19 times the
performance of a single machine, which covered 19 servers.
As a result, we found that the proposed system is useful for
parsing text data in social sensor network.

For future studies, performance evaluation for the pro-
posed parsing technique will be conducted by analyzing
actual Twitter SNS data observed by the social sensor net-
work, and technically specialized sentences as well as ordi-
nary user statements will also be analyzed based on various
datasets [20, 21] such as web documents, patents, and papers.
With regards to the distributed parallel processing, a study
for finding out the optimized data processing environment
while varying theMapReduce execution environment will be
conducted.

Acknowledgments

This work utilized scientific and technical contents con-
structed through “Establishment of the Sharing System for
Electronic Information with Core Science and Technology”
Project (K-13-L02-C01-S02). And authors declare that there is
no conflict of interests regarding the publication of this paper.

References

[1] D. de Roure, N. R. Jennings, and N. R. Shadbolt, “The semantic
grid: past, present, and future,” Proceedings of the IEEE, vol. 93,
no. 3, pp. 669–680, 2005.

[2] P. Bellini, I. Bruno, D. Cenni, and P. Nesi, “Micro grids
for scalable media computing and intelligence in distributed
scenarios,” IEEE MultimediaIssue, vol. 19, no. 2, 2012.

[3] M. Cannataro, P. H. Guzzi, and A. Sarica, “Data mining and life
sciences applications on the grid,” Data Mining and Knowledge
Discovery, vol. 3, no. 3, pp. 215–238, 2013.

[4] A. Sheth, “Citizen sensing, social signals, and enriching human
experience,” IEEE Internet Computing, vol. 13, no. 4, pp. 87–92,
2009.

[5] M. N. Kamel Boulos, B. Resch, D. N. Crowley et al., “Crowd-
sourcing, citizen sensing and sensorweb technologies for public
and environmental health surveillance and crisis management:
trends,OGC standards and application examples,” International
Journal of Health Geographics, vol. 10, p. 67, 2011.

[6] M. Nagarajan, K. Gomadam, A. P. Sheth, A. Ranabahu, R.
Mutharaju, and A. Jadhav, “Spatio-temporal-thematic analysis
of citizen sensor data: challenges and experiences,” in Web
Information Systems Engineering-WISE, pp. 539–553, 2009.

[7] D. Zhang, B. Guo, and Z. Yu, “The emergence of social and
community intelligence,” Computer, vol. 44, no. 7, Article ID
5719570, pp. 21–28, 2011.

[8] M. Nagarajan, A. Sheth, and S. Velmurugan, “Citizen sensor
data mining, social media analytics and development centric
web applications,” in Proceedings of the 20th International
Conference Companion on World Wide Web (WWW ’11), pp.
289–290, April 2011.

[9] D. Zhang, B. Guo, B. Li, and Z. Yu, “Extracting social and
community intelligence from digital footprints: an emerging
research area,”Ubiquitous Intelligence andComputing, vol. 6406,
pp. 4–18, 2010.

[10] D. Villatoro and J. Nin, Citizens Sensor Networks, vol. 7685 of
Lecture Notes in Computer Science, 2013.

[11] J. K.-Y. Ng, “Ubiquitous healthcare: healthcare systems and
applications enabled by mobile and wireless technologies,”
Journal of Convergence, vol. 3, no. 2, 2012.

[12] J. Kim, S. Lee, D. H. Jeong, and H. Jung, “Semantic data model
and service for supporting intelligent legislation establishment,”
inProceedings of the 2nd Joint International Semantic Technology
Conference, 2012.

[13] V.Viswanathan and I. Krishnamurthi, “Finding relevant seman-
tic association paths through user-specific intermediate enti-
ties,” Human-Centric Computing and Information Sciences, vol.
2, p. 9, 2012.

[14] B. J. Oommen, A. Yazidi, and O. C. Granmo, “An adaptive
approach to learning the preferences of users in a social net-
work using weak estimators,” Journal of Information Processing
Systems, vol. 8, no. 2, pp. 191–212, 2012.
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We focus on top-kmonitoring in wireless sensor networks and propose a novel sequence-aware top-kmonitoring algorithm called
SAT. Top-k monitoring is important to many applications of sensor networks. Conventional top-k monitoring algorithms install
a filter at each sensor node and suppress unnecessary sensor updates. However, they have some drawbacks such as the fact that
the sensor nodes consume energy extremely to probe sensor reading or to update filters. Our basic idea is to collect readings
sequentially by their values. First, sequence-aware data collection is investigated to make sensor nodes to determine their orders
for data gathering phase. Next, sensor nodes transmit their sensor readings sequentially to the base station. When the base station
collects k-readings, it broadcasts a simple message to stop data gathering phase.Therefore, SATmay minimize the communication
cost for processing top-k queries. Moreover, we expand our approach to a cluster-based top-kmonitoring to filter out false positives
in hierarchical levels. In order to show the superiority of our top-k monitoring approach, we simulate its performance with the
conventional filter-based top-kmonitoring algorithm. In the results, our approach reduces communication overhead and prolongs
the network lifetime largely.

1. Introduction

Wireless sensor networks are widely used in military and
civil fields such as environment and habitat monitoring,
object tracking, nuclear reactor controlling, fire detection,
and traffic controlling [1–5]. Monitoring sensor readings is
very important in many applications [6–10]. Sensor nodes
collect useful information such as temperature, humidity,
and seismic intensity. They transmit sensor readings to the
base station for sophisticated processes. Because sensor nodes
have limited batteries and consume a lot of energy for com-
munication, energy-efficient methods are required to reduce
the network traffic. Recently many works on a top-k query
processing have been done to reduce the network traffic. A
top-k query retrieves the highest (or lowest) k readings and
sensor nodes with them in the wireless sensor networks. Top-
k queries are required environment monitoring applications.
A top-k query is issued to find out the nodes and their
corresponding areas with the highest pollution indexes for

the purpose of pollution control or research study. In network
management, power supply is critical to the operation of a
wireless sensor network.Thus, a top-k querymay be issued to
continuouslymonitor the sensor nodes with the least residual
energy to extend the network lifetime.

In a centralized approach for processing top-k queries,
all sensor readings can be periodically collected by the base
station that computes the top-k result set. However, it incurs
network traffic in the data collection phase. Madden et al.
[11] proposed an in-network aggregation technique, known
as TAG, to reduce network traffic. Initially, a routing tree
is first established, and the data are then aggregated and
collected along the routing tree in the base station. Each
sensor node sends its sensor readings to the base station. It
compares the readings received from child nodeswith its own
readings and sends the highest reading to the base station or
to the parent. In the result, the base station can just collect
the top-k result set. However, all sensor nodes must always
send their corresponding sensor readings in every epoch.
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Therefore, this approach incurs unnecessary updates in the
network. To overcome this problem, Wu et al. [12] propose
a filter-based approach, known as FILA. It installs a filter at
each sensor node to suppress unnecessary sensor updates.
Filter setting and query reevaluation upon updates are two
fundamental issues to the correctness and energy-efficiency
of the FILA approach. Whenever an update occurs in FILA,
however, some sensor nodes that filter ranges that contain
the update value consume energy extremely to probe their
sensor readings or to update the filters. That is, the network
consumes more energy to update filters or to reevaluate the
top-k result. Especially, it becomes worse as the top-k result
changes more frequently.

In this paper, we propose a novel sequence-aware top-
k monitoring approach. The basic idea is to collect the
readings sequentially by their values. First, the sequence-
aware data collection algorithm is investigated to make the
sensor nodes determine their orders for the data gathering
phase. Next, we perform a simple sequence-aware top-k
monitoring algorithm, called SAT.The sensor nodes transmit
their sensor readings sequentially to the base station.

When the base station collects k-readings, it broadcasts a
simple message to stop the data gathering phase. Therefore,
SAT may minimize the communication cost for processing
top-k queries.We also expand our approach to a cluster-based
top-k monitoring, called SAT-c. The expanded approach
filters out many false positives in two levels such as a cluster
level and a tree level. Sequence-aware approaches perform
better than the existing filter-based approaches, because they
avoid filter updates and query reevaluation, and minimize
communication cost in networks. However, there are the fol-
lowing fundamental issues.Howare sensor readings collected
in sequence without centralized control and filters? How
do sensor nodes recognize their sequence to transmit their
readings to the base station?These issues that are essential to
achieve sequence-aware top-k monitoring without filters are
investigated in this paper. Our contributions are as follows.

(i) We investigate a simple and intuitive top-k moni-
toring without filters, which leads to adjusting filter
setting(s) and to reevaluating queries in the existing
algorithm.

(ii) We exploit the semantics of TDMA scheduling and
propose a sequence-aware approach called SAT for
monitoring a top-k query in wireless sensor net-
works. Moreover, we extend our approach to SAT-c,
which performs better in the hierarchical network
topology. To the best of our knowledge, this is the first
work that exploits TDMAscheduling to process a top-
k query.

(iii) We develop a data collection algorithm (SAC) that
is capable of collecting sensor readings in sequence
without any centralized control or filters.

(iv) We design a lazy k-validation algorithm to avoid
incorrect termination in themultihop network and to
adapt SAC for top-kmonitoring efficiently.

(v) Extensive experiments are conducted to evaluate the
performance of our approaches by using real data

traces. The results show that our approaches substan-
tially outperform FILA in terms of the network life-
time and energy consumption under various network
configurations. In particular, our approaches aremore
suitable for the large-scale networks.

The rest of the paper is organized as follows. Section 2
reviews the related work on top-k query processing and
presents some problems of the conventional approaches.
Section 3 presents our proposed approach, SAT, anddiscusses
how we collect sensor readings in sequence and terminate
top-k query processing for each epoch. Also, we describe
the extended top-k query processing approach, SAT-c, for
the hierarchical network topology. In Section 4, we show the
superiority of our proposed compression algorithm through
performance evaluation and analysis. Finally, we conclude
this paper and present some future works in Section 5.

2. Related Work

Querying the sensor readings is an important and challenging
problem in wireless sensor networks. COUGAR [13] and
TinyDB [14] are two typical perceptual data management
systems. They implement a type of SQL interface to describe
readings that users collect and how users want to combine,
transform, and summarize readings. In-network processing
is an energy-efficient approach for sensor networks [15, 16].
It allows sensor nodes to perform the compression, filtering,
and aggregation functions on the collected sensor readings.
Several collected readings will be merged into only one single
value using aggregation functions, such asMIN,MAX, SUM,
AVG, and COUNT.

In-network aggregation reduces the overall energy con-
sumption by performing computation within the network
and reducing the size of data propagated upward. Madden et
al. [11] proposed an in-network data aggregation technique
to reduce network traffic for data collection. Madden et al.
established first a routing tree that collects readings and
outputs aggregated values over the routing tree in sensor
networks. Yoon and Shahabi [17] utilized additional temporal
suppression schemes to reduce the communication cost on
the TAG.Heinzelman et al. [18] considered both the temporal
and spatial correlations among sensor readings for further
reduction on aggregation cost.

The clustering algorithm also could be an efficient pro-
tocol for data collection and data aggregation in sensor
networks as well [19–24]. In the clustering algorithm, sensor
nodes elect their own cluster heads and are organized into
different clusters. When a node wants to transmit data to
the base station, it first transmits the sensed readings to its
cluster head, and then the cluster head forwards the data to
the base station. In this phase, the cluster heads can apply
some aggregate functions to reduce the communication cost
(e.g., combining and compressing the readings of themember
nodes).

Recent researches focus on not only common queries but
also the more complicated queries including a top-k query,
a kNN query, a join query, and a skyline query. A top-k
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query retrieves the highest (or lowest) k readings and sensor
nodes with them in the wireless sensor network. Wu et al.
[12] exploited the semantics of a top-k query and proposed
a filter-based monitoring scheme, called FILA, to maintain
the current top-k points by assigning a dedicated filter to
each sensor. Silberstein et al. [25] proposed a sampling-
based approach to optimize top-k queries. Silberstein et al.
considered the top-k query evaluation problem by providing
approximate solutions with high probability based on a
prediction model that is built on the samples of previous
top-k query results. Zeinalipour-Yazti et al. [26] proposed
TJA algorithm to find k top-ranked answers under the user-
defined similarity. Zeinalipour-Yazti et al. [27] proposed a
materialized in-network top-k views algorithm (MINT) to
find the fixed top-k ranges in the networks. It has some global
information in advance. Mai et al. [28] proposed a linear
regression-based filter setting algorithm and a decentralized
query reevaluation algorithm to reduce the communication
cost for sending probe messages.

Skyline is a set of objects which are not dominated
by other objects in the data set. Unlike other aggregation
queries, a skyline query requires much comparison among
objects. Chen et al. [29] addressed the issues of skyline mon-
itoring in WSN and proposed a threshold-based hierarchy
filter algorithm, MINMAX, to reduce network data traffic.
Xin et al. [30, 31] proposed the sliding window skyline query
in the WSN and methods to effectively reduce the data
transmission volume of the sensor nodes, thereby reducing
the overall network energy consumption. Shen et al. [32] pro-
posed a location-based skyline query processing approach,
called Ring-Skyline. It divides the monitoring area into
several rings and adopts in-network query processing to
reduce energy consumption. Seong et al. [33] proposed
a lazy filtering-based in-network skyline query processing
algorithm to improve the filtering scheme.

Another related work is a TDMA scheduling approach.
Designing a TDMA schedule is to allocate time slots depend-
ing on the topology and the node packet generation rates.
A proper schedule not only avoids collisions by silencing
the interferers of every receiver in each time slot but also
minimizes the number of time slots hence the latency [34].

3. Sequence-Aware Data Collection

In this section, we describe a novel top-k approach to reduce
the energy consumption due to the query reevaluation and
the filter updates in FILA. Our key idea is to self-sort by
the values of sensor readings. A top-k query requires the
highest (or lowest) k-readings. If all the sensor readings
can be collected in sequence, it is possible to get just k
sensor readings which are included in the top-k result. It
reduces the number of sensor readings which are collected
from the sensor network. First, we describe how sensor
readings can be collected in sequence without any centralized
control and how the data gathering is finished after collecting
k readings. Next, we explain an extension for hierarchical
network topology.

Bucket #1 Bucket #2 Bucket #d

ts TDMA frame #1 TDMA frame #2 TDMA frame #d

1 2 3 n

Time slot

ts + D

{Data value range}

�min �max

{TDMA schedule for data gathering}

· · ·

· · ·

· · ·

Figure 1: A histogram-mapped TDMA schedule.

3.1. Sequence-Aware Data Collection. Our major concern is
how to collect the sensor readings from the highest to the
lowest sequentially. If we can collect the sensor readings
sequentially, it provides opportunities to terminate data
gathering intuitively after collecting the highest (or lowest)
k readings. We propose a sequence-aware data collection
algorithm (SAC) to collect sensor readings from the highest
to the lowest sequentially. SACuses the equi-width histogram
to avoid the reevaluation of a query and the adjustment of
filters.The base station diffuses a histogram setting including
{𝑑, Vmin, Vmax, 𝐷} to the sensor network. Every sensor node
and the base station have to agree on the same bucket
partition, which can be specified by the bucket width 𝑤 and
the value range [Vmin, Vmax]. The value range [Vmin, Vmax] can
be predefined by an operator. Otherwise, the base station
gets the minimum and maximum data values in the sensor
network to calculate the value range. The histogram is a
partitioning of both the data space and the TDMA schedule,
as shown in Figure 1. Let 𝐿 be the width of [Vmin, Vmax] defined
as 𝐿 = Vmax − Vmin. Sensors divide the value range [Vmin, Vmax]
into𝑑 uniformbuckets withwidth𝑤(= ⌈𝐿/𝑑⌉).That is, the 𝑖th
bucket is defined by [𝑙

𝑖
, 𝑢

𝑖
] = [Vmin + (𝑖 − 1) ⋅ 𝑤, Vmin + 𝑖 ⋅ 𝑤].𝐷

denotes time duration for a single-round of top-k collection.
Sensors divide the time duration 𝐷 into 𝑑 uniform TDMA
frames with duration ⌈𝐷/𝑑⌉ ⋅ 𝑡

𝑠
denotes the start time in the

time duration. The 𝑖th TDMA frame is defined by [𝑡
𝑠
+ (𝑖 −

1) ⋅ ⌈𝐷/𝑑⌉, 𝑡

𝑠
+ 𝑖 ⋅ ⌈𝐷/𝑑⌉]. Each TDMA frame consists of time

slots, inwhich sensor readings are sent to the base station.The
number of time slots is equal to the number of sensor nodes.
Whenever the sensor is the same as the nodes measured
new readings, they determine the corresponding buckets and
TDMA frames themselves without any centralized controls.
The sensor nodes keep the sleep-mode. They are usually
activated during their corresponding time slot and send their
readings to the base station.

Figure 2 shows an example of gathering the lowest k
readings sequentially.We assume that there are five time slots
in each TDMA frame and ten TDMA frames per round.
All the sensor nodes measure temperature from 0 to 100
and transmit sensor readings directly to the base station.
Sensor nodes {A,B,C,D,E}measure temperature and deter-
mine their corresponding frames to {#2, #2, #2, #3, #2}. In
the result, the lower the sensor reading is, the earlier it is



4 International Journal of Distributed Sensor Networks

Bucket #1
(0∘C∼10∘C)

Bucket #2
(10∘C∼20∘C)

TDMA frame #1 TDMA frame #2

t1a t1b t1c t1d t1e t2a t2b t2c t2d t2e

Bucket #10
(90∘C∼100∘C)

TDMA frame #10
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· · ·

· · ·

· · ·

(a)

Node Temp. Time slot

A 15

B 17

2

2

C 19 2

D 21 3

E 17 2

TDMA frame #

t2a

t2b

t2c

t3d

t2e

(b)

Figure 2: An example of data gathering with SAC.

Base station

2 51
3 Finish

A

2 51
4 56
Communication

latencyCB
51

1 56

56
GFED

Figure 3: An example of communication latency (k = 1).

collected. Each sensor node can transmit its readings to the
base station in ascending order.

3.2. Lazy k-Validation to Terminate Data Collection. We
propose a lazy k-validation algorithm to avoid incorrect
termination in the multihop network and adapt a sequence-
aware data gathering algorithm to top-k monitoring. Data
gathering must be finished to minimize energy consumption
after collecting kth sensor reading. A simple implementation
of collecting only k-readings is to count the number of the
collected readings. If the base station collects k-readings,
then it broadcasts a stop signal into the sensor network
and terminates the data collection. However, it may lead to
incorrect results or termination in themulti-hopnetwork.We
assume that in the multi-hop network, sensor nodes B and G
pick the same bucket and TDMA frame, but the depth of each
sensor node and time durations that transfer readings to the
base station are different. G measures higher sensor reading
and transmits its sensor reading earlier than B, as shown in
Figure 3. If time slots are assigned into a TDMA frame as
many as the number of sensor nodes, each sensor node can
transfer its readings to the base station without interference.

Otherwise, it cannot be guaranteed that the sensor readings
of G will arrive in the base station earlier than the sensor
readings of B. The multi-hop network can generally suffer
from packet order inversion. As shown in Figure 3, for
example, if the readings of B (= 51) are collected earlier than
the readings of G (= 56) due to the communication latency,
the base station increases the number of collected readings
and tries to terminate data gathering for the top-1 query. To
overcome this incorrectness, we use the TDMA scheduling
scheme like it is shown in Figure 4. Each TDMA frame has to
guarantee enough time for transmission from leaf nodes to
the base station.The base station validates whether or not the
count value becomes more than k after each TDMA frame is
finished.

Algorithm 2 presents the pseudocode to terminate data
gathering for each epoch. We assume that a routing tree
is constructed by the conventional algorithm like TAG. All
sensor nodes determine their ownbuckets andTDMAframes
by Algorithm 1. In SAC, the sensor nodes transmit their
sensor readings to the base station. The base station counts
the number of received readings.When each TDMA frame is
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Require:
{𝑑, Vmin, Vmax, 𝐷} from the base station
𝑡

𝑠
= {start time of the current epoch}
𝑏𝑢𝑐𝑘𝑒𝑡𝑠

𝑖=[1𝑑]
= [𝑙

𝑖
, 𝑢

𝑖
] = [Vmin + (𝑖 − 1) ⋅ ⌈

𝐿

𝑑

⌉ , Vmin + 𝑖 ⋅ ⌈
𝐿

𝑑

⌉]

𝐹𝑟𝑎𝑚𝑒

𝑗=[1𝑑]
= [𝑡

𝑠
+ (𝑖 − 1) ⋅ ⌈

𝐷

𝑑

⌉ , 𝑡

𝑠
+ 𝑖 ⋅ ⌈

𝐷

𝑑

⌉]

(1) sleep mode {turn off communication circuit}
(2) V← current sensor reading
(3) selectedFrame← nil
(4) for (𝑖 = 1; 𝑖 ≤ 𝑑; 𝑖 + +) do
(5) if (sensor reading V falling in 𝑏𝑢𝑐𝑘𝑒𝑡

𝑖
[𝑙

𝑖
, 𝑢

𝑖
]) then

(6) selectedFrame← 𝐹𝑟𝑎𝑚𝑒

𝑖

(7) end if
(8) end for
(9) for (𝑖 = 1; 𝑖 ≤ 𝑑; 𝑖 + +) do
(10) if 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑𝐹𝑟𝑎𝑚𝑒 = 𝐹𝑟𝑎𝑚𝑒

𝑖
then

(11) active mode (turn on communication circuit)
(12) transmit V
(13) sleep mode (turn off communication circuit)
(14) else
(15) waiting for next TDMA Frame
(16) end if
(17) end for
(18) active mode (turn on communication circuit)
(19) waiting for stop signal

Algorithm 1: Find the corresponding bucket for each epoch.

Require:
𝑘 = the number of final result
{𝑑, Vmin, Vmax, 𝐷} from the base station
𝑡

𝑠
= start time of the current epoch
𝑏𝑢𝑐𝑘𝑒𝑡𝑠

𝑖=[1𝑑]
= [𝑙

𝑖
, 𝑢

𝑖
] = [Vmin + (𝑖 − 1) ⋅ ⌈

𝐿

𝑑

⌉ , Vmin + 𝑖 ⋅ ⌈
𝐿

𝑑

⌉]

𝐹𝑟𝑎𝑚𝑒

𝑗=[1𝑑]
= [𝑡

𝑠
+ (𝑖 − 1) ⋅ ⌈

𝐷

𝑑

⌉ , 𝑡

𝑠
+ 𝑖 ⋅ ⌈

𝐷

𝑑

⌉]

(1) broadcast {𝑑, Vmin, Vmax, 𝐷, 𝑄}

(2) top-𝑘 candidates = Ø
(3) count = 0
(4) for (𝑖 = 1; 𝑖 ≤ 𝑑; 𝑖 + +) do
(5) V = receive sensor readings for 𝐹𝑟𝑎𝑚𝑒

𝑖

(6) if V ̸=Ø then
(7) count = count + {𝑡ℎ𝑒 # 𝑜𝑓 V}
(8) top-𝑘 candidates = top-𝑘 candidates ∪ V
(9) if count ≥ 𝑘 then
(10) break
(11) end if
(12) end if
(13) end for
(14) broadcast stop-signal
(15) top-𝑘 = compute final top-𝑘 result from top-𝑘 candidates
(16) return top-𝑘

Algorithm 2: Termination of data gathering for each epoch.
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{TDMA schedule for data gathering}

TDMA frame #1 k-validtation TDMA frame #2 TDMA frame #N· · ·
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Time slot
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Figure 4: TDMA schedule for data gathering.

The base station

Cluster

Cluster Cluster

Figure 5: Establishing a routing tree with clusters.

finished, the base station validates whether the count value
is more than k or not. If so, the base station broadcasts
the beacon message into the sensor network. Otherwise, the
validation for the next TDMA frame is continued to collect
more sensor readings. The beacon message is a signal to stop
gathering sensor readings, and it is significantly smaller than
other messages. We exploit an intuitive approach for pro-
cessing continuous top-k queries. Our proposed algorithm
repeats ad hoc top-k processing at each epoch. Although this
manner is not sophisticated, it is suitable for sensor networks,
which have low computation performance.

3.3. Extension for Hierarchical Network Topology. We pro-
pose an extended sequence-aware top-k monitoring which
operates in three phases: (i) establishing a routing tree, (ii)
top-k query processing in the cluster level, and (iii) top-k
query processing in the tree level. The expanded algorithm
establishes a routing tree once. Next, it repeats ad-hoc top-k
query processing in both cluster and tree levels.

(1) Establishing a Routing Tree.The sensor nodes are clustered
using clustering schemes like LEACH and HEED. After
the formation of the clustered network, the routing tree is
organized by connecting cluster heads, as shown in Figure 5.
A cluster head directly communicates with a distant observer.

(2) Top-k Processing in Cluster Level.The sensor nodes trans-
mit their readings to their cluster heads over sequence-aware

data routing in the cluster level. The incorrectness due to
multi-hop routing can be ignored, because cluster members
can communicate with each other in a single hop. In the
cluster level, each cluster head elects k or less candidates
for top-k results. Figure 6 represents an example of top-2
query processing. The current TDMA frame is mapped to
a bucket which has the range [90, 100]. The sensor nodes
which are assigned into the TDMA frame are activated and
transmit their readings to their cluster heads. The cluster
heads collect the sensor readings {93}, {95}, and {96, 92} in
the clusters A, B, and C, respectively.Then, the cluster head in
the cluster C broadcasts a beacon message to stop collecting
sensor readings from their members, because two readings
are already collected for the top-k result in the cluster. Finally,
the cluster heads determine {93}, {95}, and {96, 92} as the top-
k candidates.

(3) Top-k Processing in the Tree Level. The tree level is
composed of cluster heads. Top-k candidates which are
determined in the cluster level are transmitted from the leaf
nodes to the root node along the routing tree, like TAG.
Parent nodes collect top-k candidates from their child nodes,
filter out unnecessary readings, and transmit top-k candidates
to their parents repeatedly. The root node tries to determine
the final top-k results and transmits top-k results to the base
station. If the number of readings is over k in the root node,
the root node broadcasts a beacon message into the sensor
network to stop data gathering. Otherwise, the next frame is
performed. As shown in Figure 7, for example, the candidates
{95} and {96, 92} are determined in the clusters B and C.They
are transmitted to the head of the cluster A. Then, the head
determines {96} and {95} as top-2 candidates. Finally, the root
transmits {96, 95} as the final result to the base station and
broadcasts a beacon message into the sensor network to stop
the top-k processing.

4. Performance Evaluation

4.1. Simulation Setup. We have developed a simulator based
on Java to evaluate the proposed two algorithms, sequence-
aware top-kmonitoring (SAT), and an extended SAT (SAT-c).
The energy consumption for sending amessage is determined
by a cost function, 𝑆 ⋅ (𝐶

𝑡
+ 𝐶

𝑎
⋅ 𝐷

2

), where 𝑆 is the message
size, 𝐶

𝑡
is the transmission cost, 𝐶

𝑎
is the amplitude cost, and

𝐷 is the distance of message transmission. As in [8, 9], we set
𝐶

𝑡
= 50 nJ/b and 𝐶

𝑎
= 100 pJ/b/m2 in the simulation. The

energy consumption for sending a message is determined by
a cost function (𝑆 ⋅ 𝐶

𝑟
), where 𝑆 is the message size and 𝐶

𝑟
is
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Figure 8: Network layout.

Table 1: Simulation parameters.

Parameters Values
Number of distributed sensor nodes (𝐸𝐴) 48–440
Initial energy of sensor nodes (joule) 0.1
Size of sensor identifier (bytes) 4
Size of sensor reading (bytes) 4
Default value of 𝑘 in a top-𝑘 query 3
Default variation rates 0.02
Size of filter window (bytes) 8

the transmission cost. We set 𝐶
𝑟
= 50 nJ/b in the simulation.

Wireless transmission laws dictate that power attenuation is
proportional to the square of the covered distance. If the
distances are small (up to hundreds of meters), then the
power attenuation can be assumed to be linear with the
transmission radius. Practically, other factors such as noise
or physical obstacles may also affect the energy consumption.
For simplicity, we assume the absence of these factors in our
experiment, and therefore use the distance between nodes
to account for the required transmission power level among
them.Thedetailed simulation parameters are listed in Table 1.
We assume that both a sensor identity and a sensor reading
take 4 bytes, and a filtering window takes 8 bytes. The initial
energy sets 0.1 Joule at each sensor node. The default value
of k in a top-k query is set to 3. The variation rate (𝜏) means
the rate of the number of top-k results that are changed in the
current epoch over top-k results in the previous epoch. The
default variation rate is set to 0.02. We simulated a multi-hop
network over the tree-based network topology, as shown in
Figure 8. We assume that the TAG routing tree is employed
for the base station to communicate with the sensor nodes as
FILA.

Figure 9 shows the representative segments of the TEMP
data traces in the simulation. The sensor readings are sim-
ulated using the real traces provided by the Live from Earth
andMars (LEM) project [35] at theUniversity ofWashington.
We extracted many subtraces starting at different times. We
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Figure 10: Query Reevaluation and Filter Update(s) (𝑑 = 70, 𝜏 =
0.02, 120 sensor nodes).

assigned each subtrace to the readings of each sensor. We
controlled the variance of readings with the starting times of
subtraces.

We first compare our proposed algorithms, SAT and
SAT-c, with the different number of buckets. We then com-
pare our approaches with FILA in terms of (i) the value k, (ii)
the scale of sensor networks (the number of sensor nodes),
(iii) variation rate. The following metrics are employed for
performance comparisons.

(i) Network Lifetime. The network lifetime is defined as
the time duration before the first sensor node runs
out of power. It serves as the primary metric in the
performance evaluation.

(ii) Residual Energy. We measure the minimum (Min),
maximum (Max), and average (Avg) residual energy
from sensor nodes for a specific round (=1000).

4.2. Query Reevaluation and Filter Updates in FILA. Figure 10
shows the number of sensor nodes that perform query
reevaluation and filter update(s) as k values change from 1
to 10. The variation rate and the number of sensor nodes
are set to 0.02 and 120, respectively. The number of top-
k candidates is usually under k because the filters prune
unnecessary updates effectively. However, k or more sensor
nodes must perform query evaluation and filter updates,
therefore consuming much energy for these executions.
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Similar performance trends are obtained as the number of
sensor nodes changes from 48 to 440, as shown in Figure 11.
Although top-k candidates are constant, usually as the k value
changes, query reevaluation and filter updates still increase.
This is because the number of sensor nodes that fall in the
value range bounded for top-k candidates increases with the
number of the deployed sensor nodes. When the number of
sensor nodes becomes over 224, the number of sensor nodes
that must perform the filter update is constant with the top-
k candidate. Figure 12 shows the number of sensor nodes
that perform query reevaluation and filter update(s) as the
variation rate changes from 0.01 to 0.1. Query reevaluation
and filter updates are indispensable to the variation of top-k
results. These executions increase linearly with the variation
rate.

4.3. The Number of Buckets (=𝑑). Figure 13 shows the net-
work lifetime as the number of buckets 𝑑 changes from 10
to 100. The k value and the variation rate are set to 3 and
0.02, respectively. As shown in Figure 13, the network lifetime
generally increases with the number of buckets in both
schemes. This is mainly because the number of collecting
and routing false positives is reduced. SAT-c shows better
performance than that of SAT because it effectively prunes
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Figure 13: Network lifetime (k = 3, 𝜏 = 0.02, 120 sensor nodes).
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Figure 14: Network lifetime (𝑑 = 70, 𝜏 = 0.02, 120 sensor nodes).

the false positives during routing them in the network.
Though the number of buckets is an important factor that
affects the network lifetime, finding optimal value with-
out prior knowledge may be difficult because it depends
on unknown underlying probability distribution of sensor
readings. It can be predefined by some machine learning
algorithms in the base station. For simplicity, we assume the
absence of finding optimal 𝑑 and set the default number of
buckets to 70 in our next experiments.

4.4. The Value k. Figures 14 and 15 show the network lifetime
and the residual energy as the value k changes from 1 to 10.
The variation rate and the number of buckets are set to 0.02
and 70, respectively. The network lifetime linearly decreases
when the values k increase in FILA and our approaches.
While the communication cost is increased significantly for
adjusting filter setting(s) and reevaluating the query with the
scale of the value k in FILA, the probability of collecting
the false positives is increased in our approaches. Although
these factors increase energy consumption simultaneously,
our approaches narrow the gap between the maximum and
the minimum and are more energy-efficient to process top-k
queries than FILA.

4.5. The Number of Sensor Nodes. Figures 16 and 17 show
the network lifetime and the residual energy as the number
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Figure 15: Residual energy (𝑑 = 70, 𝜏 = 0.02, 120 sensor nodes).
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Figure 16: Network lifetime (k = 3, 𝑑 = 70, and 𝜏 = 0.02).

of sensor nodes is changed from 48 to 440. The number
of buckets, variation rate, and the value k are set to 70,
0.02, and 3, respectively. FILA performs better than our
approaches when the number of sensor nodes is less than
80. Our approaches collect k readings periodically regardless
of the variation of the top-k result, while FILA suppresses
unnecessary sensor updates. As the number of sensor nodes
is increased to more than 80, our approaches outperform
FILA. FILA consumes much energy for adjusting filter

setting(s) and reevaluating the query over our approaches. As
mentioned above, this is because the number of sensor nodes
that fall in the value range bounded for top-k candidates is
increasedwith the number of the deployed sensor nodes. Our
approaches are more suitable for the large-scale networks.
SAT-c that suppresses false-positives in the cluster level is
more energy-efficient than SAT.

4.6. Variation Rate. Figure 18 shows the network lifetime as
the variation rate changes from 0.01 to 1. The number of
buckets and the value k are set to 70 and 3, respectively. FILA
shows that the network lifetime decreases as the variation
rate increases. This is because filter updates and query
reevaluation are increased simultaneously. On the contrary,
our approaches are independent of the variation rate and
prolong the network lifetime. This is mainly because the
variation of top-k helps to distribute the communication
overhead of the sensor nodes that send their readings to the
base station for the top-k result, as shown in Figure 19. If the
top-k result is constant, specific k nodes send their readings
to the base station periodically for each round and consume
energy intensively. It is also interesting to observe that the
network lifetime can be extended with the variation rate in
the result. If the variation rate can be measured, it may be
possible to improve the energy-efficiency by adjusting the
collection period adaptively.
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Figure 17: Residual energy (k = 3, 𝑑 = 70, and 𝜏 = 0.02).
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5. Conclusion

In this paper, we have proposed a novel top-k monitoring
algorithm, called SAT. SAT is based on a sequence-aware
data collection method that collects readings sequentially by
their values. The sensor nodes transmit their sensor readings
sequentially to the base station.When the base station collects
k-readings, it broadcasts a simple message to stop the data

gathering phase. Moreover, we extend our approach to a
cluster-based top-k monitoring to filter out false positives
in hierarchical levels such as the cluster level and the tree
level. It has been shown through various experiments that our
approaches reduce the energy consumption efficiently with
no filters and are more suitable for the large-scale networks
over the existing approach. In our future work, we will study
approximate top-k query approach based on SAT. We plan to
extend the sequence-aware data collection to other aggregate
functions such as skyline, MIN, MAX, and kNN. We are
also interested in adjusting the collection period adaptively
to improve the energy-efficiency.
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The commercialization of detection and surveillance systems by sensor networks has recently become more popular in various
industries and in ordinary life. Wireless sensor networks (WSNs) may be utilized in areas such as military defense systems, u-care
services, and disaster prevention systems. WSNs, which have three primary elements, should be able to communicate through a
combination of network and sensor functions.When the size of a sensor network is small, the cost of building it accounts for a large
fraction of the total cost. In large-scale sensor networks, however, maintenance costs to replace nodes when they are out of order,
and batteries used for wireless communications, greatly increase, in addition to the cost of constructing them.Therefore, measures
to detect and respond to sensor faults in a sensor network, as well as a mechanism to predict the energy consumption of sensors,
are necessary. Accordingly, this paper proposes a measure to detect and deal with sensors by dividing WSN into fixed WSN and
mobile WSN. This paper also suggests a method to predict and express the energy consumption of a sensor network.

1. Introduction

The application of WSN technologies has recently gained
popularity in a number of different industries: industrial pro-
cess monitoring and control, machine u-health monitoring
[1–3], environment and habitatmonitoring, healthcare, home
automation, and traffic control [1–3]. A WSN consists of
spatially distributed autonomous sensors that cooperatively
monitor physical and environmental conditions such as tem-
perature, sound, vibration, pressure, motion, and pollutants
[1, 3]. WSN is divided into fixed WSN, in which sensors are
fixed in a target area to play their role, and mobile WSN, in
which moving sensors perform sensing. When the size of a
sensor network is small, the cost of building it accounts for a
large portion of the total cost. However, in a large-scale sensor
network, the maintenance costs to replace nodes when they
are out of order, and batteries used for wireless communica-
tion, greatly increase and add to the total cost of constructing
it. Therefore, measures to detect and cope with sensor faults
in a sensor network and a mechanism to predict the energy
consumption of sensors are both necessary [4–8]. In order to
construct aWSNenvironment,many sensors and appropriate
protocols for communication among them are required.With

regard to protocols for communication among sensors, sen-
sors are diverse and their uses vary, and, as a result, establish-
ing an optimal environment is not easy. In addition, to place
sensors in a target area and to test them to verify theoretical
content incur a high cost. In placing sensor nodes, large-
scale sensor nodes should be used together with placement
algorithms. Discovering and correcting errors in these sensor
nodes require an enormous amount of time and effort, and
checking each sensor node is virtually impossible [9–13].
Accordingly, this paper proposes a measure to detect and
tackle sensor faults by dividing WSN into fixed WSN and
mobile WSN. It also suggests a method for predicting and
expressing the energy consumption of sensor networks.

2. Related Works

This section briefly examines topological reconfiguration and
control in the existing sensors and actuators of wireless
sensor networks (WSNs) and cyber physical systems (CPSs)
according to the research shift fromWSNs to CPSs as follows.

(i) Connected dominating set (CDS) [14]: the CDS
guarantees connectivity to all nodes. In addition,
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the routing process is run quickly by simplifying the
connected links.

(ii) Construction algorithms for reliable CDS (CAR-
CODS) [15]: this is the method by which the per-
formance of ad hoc topologies that consist of CDSs
is improved. A CDS configuration method was sug-
gested by making use of the broadcasting time delay
of the neighboring configuration notificationmessage
that factors in the remaining battery capacity, the
mobility of nodes, and the number of neighboring
nodes.

(iii) Partial reconstruction of CDS (PRCDS) [16]: a CDS
partial reconfiguration algorithm was suggested to
effectively react to problems due to the occurrence
of critical nodes when a CDS-based routing protocol
was applied. In configuring the CDS nodes for load
balancing, this method searches for the probability
of connection, while topology reconfiguration, due
to critical nodes, is expanded into two-hop nodes.
Therefore, the nodes within a respective range show
effectiveness in terms of their reconfiguration time.

(iv) Simple distributed approximation algorithm (SDAA)
[17]: this algorithm was proposed to increase the
overall lifetime of topologies by reducing the energy
consumption of wireless nodes using the method
of removing unnecessary CDS constituent nodes in
order to approximate the number of gateway nodes
that comprise the CDS to a minimum number.

As existing studies on topology reconfiguration and con-
trol are based on resources with batteries of limited capacity,
they have attempted to configure topologies through mini-
mum levels of energy consumption. However, the function
for this is embedded in the resources and run, and thus the
corresponding battery consumption rate cannot be excluded.

3. Fault Tolerance Scheme on WSN

In general, there are two types of WSN faults: node fault and
network fault [1]. Nodes have several hardware and software
components that can producemalfunctions. For example, the
enclosure can suffer impacts and expose the hardware of the
sensor node to the extreme conditions of the environment.
Routing is one of the fundamental building blocks in a
WSN. It is essential for collecting sensor data, for distribut-
ing software and configuration updates, and for coordina-
tion among nodes. WSN should follow two main steps.
The first step is fault detection. This step detects whether a
specific functionality is faulty and predicts whether it will
continue to function properly in the near future. After the
system detects a fault, fault recovery is the second step in
enabling the system to recover. There are two basic types of
detection techniques: self-diagnosis and cooperative diagnosis.
Faults that can be determined by a sensor node itself can
adopt self-diagnosis detection. For example, faults caused by
battery depletion can be detected by a sensor node itself.
The remaining battery of the sensor node can be predicted
by measuring current battery voltage. Another example is

the detection of failure links. A sensor node may detect that
links to some of its neighbors are faulty if the node does not
receive a message from a neighbor within a predetermined
interval. However, there are some kinds of faults that require
cooperative diagnosis among a set of sensor nodes.

3.1. Adaptive Rerouting Scheme on Fixed WSN. This paper
hypothesizes that each sensor of a fixed WSN uses a multi-
hop-based communication protocol. In the entireWSN, each
sensor determines a parent node among neighboring sensor
nodes based on the number of hops between sink nodes and
decides on the parent node of sensor 𝑆

𝑖
in consideration of

the number of hops based on the selected parent node (𝑆
𝑖
).

Information sensed by the paths of repetitively selected nodes
is ultimately transmitted to the sink node [3, 8].

The paths through which data sensed by each sensor are
delivered to the sink node (routing) in fixed WSN should be
reset (rerouted) when data traffic is excessive or when faults
occur in themiddle sensor nodes in paths. In the first case, it is
slightly different according to the specifications and functions
of each sensor used in an actual fixedWSNwith the hardware
characteristics of wireless communication bandwidth. In this
study, it is presumed that rerouting occurs when data traffic
delivered by each sensor node exceeds the bandwidth or
when waiting time of data traffic that should be delivered
exceeds reference time. It is only when data traffic takes
place that a resetting algorithm routing to the sink nodes
and a visual monitoring condition of changes in the paths
can occur. Figure 1 shows an example of paths being rerouted
when data traffic occurs. The dotted lines represent the paths
through which each sensor node may transmit data. Routing
from sensor node 1 to the sink node is colored blue, and
routing to the sink node from sensor nodes 5 and 9 is colored
violet and light green, respectively.

It is assumed that data sensed by sensor nodes 1, 5, and
9 are delivered to sink node 𝑆 via the middle sensor nodes
of each routing path. When data traffic is excessive in sensor
node 4, sensor node 4 determines sensor node 8, whose data
transmission amount is small compared to its neighboring
nodes, as a new parent node, and divides data and then trans-
mits it to sensor node 8. At the same time, routing data that
are transmitted to sensor node 5 are changed to sensor node
7, which delivers the data to the sink node. The number of
hops may increase while delivering data, but overall, the time
required to transmit data may be reduced, and information
on rerouting is provided visually.

As shown in Figure 2, the fault should occur in themiddle
sensor nodes while sensed data are delivered to the sink node
through the middle sensor nodes.

This occurs when faults take place inmiddle sensor nodes
3 and 6 while sensed data are being delivered.Therefore, each
reroute is applied. In addition, this example shows that data
traffic occurs in sensor node 4 so that data is delivered to the
sink node using sensor node 7.

Faulty sensor nodes can either do harm to the entire
network or trigger loss of data when being delivered from the
sensor nodes to the sink node. A parent node sends acknowl-
edged (ACK) signals after receiving data from its child node,
and when the ACK signals do not arrive within a certain
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period, the parent node is considered to be out of order.
When sensor nodes are out of order, nodes which have such
sensor nodes as their parent node search for sensor nodes
appropriate as parent nodes among their neighboring nodes.
In other words, sensor nodes with a small number of hops
and a small amount of transmitted data are established as new
parent nodes. Regarding faults in sensor nodes, both cases in
which only one sensor node is out of order and those where
multiple sensor nodes are out of order, are all considered.

An adaptive rerouting algorithm for excessive data traf-
fic in certain sensors and the occurrence of faults is in
Algorithm 1.

3.2. Covering Scheme of Adjacent Sensor on Mobile WSN.
First, what is important in mobile WSNs is the embodiment
of moving mobile sensors. Mobile sensors are required to
maintain a given connectivity, avoid obstacles, and maximize
coverage in the target area.Therefore, this paper uses the cov-
erage method in addition to the obstacle avoidance method
and the constrained coverage method to maximize coverage
while maintaining the given connectivity [5, 8]. In mobile
sensor networks, the mobile sensor that senses the informa-
tion (and that requires observation in the target area) uses the
connection between mobile sensors in order to send the
collected information to the sink node. In this paper, mobile
sensors move due to 𝐹cover, 𝐹degree, and 𝐹obstacle. In addition,
there exists a moment when such forces reach the static
equilibrium and become zero [8]. 𝐹cover is the force with
which mobile sensors push against one another to maximize
the sensing range in the target area. 𝐹degree is the force that

C
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Figure 3: Control manager view and single control view.

is exerted by mobile sensors to keep the number of given
neighboring sensors at the degree K. 𝐹obstacle maximizes cov-
erage, maintains the given connectivity, and avoids obstacles.
Therefore, ‖𝐹cover + 𝐹degree + 𝐹obstacle − 𝐹damper‖ = 0 is used
for the moment of mobile sensors in this research. 𝐹damper
is calculated based on the damper constant and the moving
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while (true)
create data of current node;
for each neighbor node do
if neighbor node == parent node then

send recent data of current node to parent node;
send recent data of children node to parent node;

end if
end for
if occur data overhead for current node then

if not children node && not parent node then
if lowest packet neighbor node then

select new parent node & re-routing for parent node;
end if

end if
end if
if occur fault for current node then

if not children node && not parent node then
if lowest packet neighbor node then

select new parent node & re-routing for parent node;
end if

end if
end if
end while

Algorithm 1: Adaptive rerouting algorithm.

speed of the current node [5, 8]. In mobile MSNs, a sensor
is moved by 𝐹, which is the sum of the three forces: 𝐹 =
𝐹cover + 𝐹degree + 𝐹obstacle. This force (𝐹) is called the centroid-
directed virtual force [3, 5, 8].

Basically, the state under which mobile sensors sense the
area to a maximal extent in the target area is presumed to be
an equilibrium state since there are no longer any largemove-
ments. In actuality, each sensor covers its sensing area with
small movements with the coordinate as the center. This sec-
tion proposes how to copewhen eachmobile sensor transmits
sensed data based on its communication range to the sink
node and when faults occur in the middle sensors at the
equilibrium state.

Mobile sensors’ sensing of faults is revealed by beacon
signals. In other words, it may be sensed that when there is no
acknowledgement by the “hello” message, the relevant sensor
is out of order. At an actual equilibrium state, each mobile
sensor moves minutely in all directions and communicates
information about the conditions of sensors connected to it
within the communication range. The scheme about sensing
faults at an equilibrium state is presented by themovement of
mobile sensors in the target area.

For considering control manager and single control,
sensors engage in their transmission of information when a
server manages sensors as a single control manager within
the target area in Figure 3. The index in the lower part means
that the control server number and the indexes in the lower
part of the resource consist of 1-1. The first “1” signifies the
index of the connected control server; the second “1” signifies
the index of a sensor. For example, 1-3 means the third sensor
connected to the control server 1.

The conditions of control servers connected with sink
nodes performing the role of multiple control servers are
shown Figure 4. Whether or not sensors connected to each
control server which are out of order may be identified
through each control manager. Each control manager inter-
nally creates a sensor information table on each control. The
table is comprised of the current location of a sensor, the
amount of battery remaining, and the sensor ID. Using these
tables, resources that do not operate despite a large amount
of remaining battery may be found.

The failure of the sensor 4-2 occurred. As in Figure 5,
when failure of the sensor 4-2 takes place, the lower level
sensors that are connected are affected. The replacing sensor
to perform the function of the sensor that became out of order
sends a “hello” to neighboring sensors and moves data for a
short while to sensors that send acknowledgement and then
recover them.

The process of fault tolerance is shown in Figure 6 with
a sensor’s failure. The range to find a replacement sensor is
twice as far as the sensor’s communication distance. When
there is no replacement sensor, the range is expanded by
the same distance. Here, the range is expanded as far as the
communication distance of the sensor. When a replacement
sensor is found, it is induced to the location of the failed
sensor through the control manager. The induced sensor
covers fault tolerance by performing the functions of a failed
sensor and reconnecting lost sensors.

4. Energy Consumption Strategy on WSN

This section deals with predicting the life of a sensor node
based on how much electric current each node consumes.
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There are three elements that influence the life of a sensor
node consuming an electrical current—awireless transceiver,
a sensor module, and a microprocessor. In a wireless
transceiver, the amount of electrical current consumed differs
between transmission and reception. This is due to the
influence of the microprocessor, which operates within the
module of a wireless transceiver. More electrical current
is consumed by about 5mA during reception. A sensor
module consumes far less electrical current than a wireless
transceiver. However, in an area where detection of sensors
occurs frequently, consumption of electrical current increases
by the accumulation of amounts, thereby affecting the life of
the sensor node. A sensor node requires a microprocessor
on which programs may be mounted. There are different
kinds of microprocessors according to usage and calculation

capability. A microprocessor mounted on a sensor node
is generally characterized as operating with low electrical
power. In general, a microprocessor is composed of similar
kinds of processors called families, and if it is not a kind
whose design is disclosed and expanded from a basic pro-
cessor like the ARM processor, it is possible that the Atmel
processor will get greater use. In this section, a node is formed
based on the three kinds of modules explained earlier. It
is a wireless transceiver that consumes the largest amount
of electrical current among the three kinds of modules,
and the model of electrical current consumption becomes
different according to which wireless transceiver is used.
This paper assumed the three most widely used kinds of
modules as a basic model in consideration of general use. A
node is formed using CMOS Transceiver CC2420 in wireless
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transceiver module and ATmega128L[19] designed with low
electrical power among Atmel processors in microprocessor.
Regarding sensors, four types of sensors were designed with
low electrical power: a passive infrared sensor, a vibration
sensor, a microphone, and a magnetic sensor.

To predict the life of a node in a sensor network, a life cal-
culator was designed using the node’s remaining energy and
electrical current consumption. A sensor node has a wake-up
cycle for how frequently to perform in active mode and sleep
mode; one after another. Active mode and sleep mode have
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different characteristics in consuming electrical currents.
Based on these characteristics, a desired/expected life is
calculated with the unit of life aiming to calculate time.When
a sensor has barely any life remaining, the remaining energy
decreases, and this is expressed as a pie graph on the sensor.
According to the results of CROWDsimulation, themore fre-
quent the detection in a sensor node takes place, the shorter
its life becomes. Figure 7 displays the condition of energy
consumption in a sensor node according to the frequency of
events detected by the sensor.

When the battery is discharged and the sensor node’s
life completely ends, the heat map and pie graph that were
expressed on the sensor node disappear from the screen and
connect with the node whose life has ended. They are then
expressed as red dotted lines.

5. Conclusion

Ameasure to detect and cope with the failure of a sensor in a
sensor network and a mechanism to predict the energy
consumption of sensors are necessary. For the construction
of a WSN environment, several sensors—and appropriate
protocols for communication among them—are required.
With regard to protocols for communication among sensors,
sensors are diverse and their uses vary. For this reason, the
establishment of an optimal environment is not easy. In addi-
tion, to place and test sensors in a target area for verification
of theoretical content incurs a high cost.

In placing sensor nodes, large-scale sensor nodes should
be used together with placement algorithms. To discover and
correct errors with these sensor nodes, an enormous amount
of time and effort are consumed, and checking each sensor
node is virtually impossible. Accordingly, this paper proposed
a measure to detect and deal with sensors by dividing WSN
into fixed WSN and mobile WSN. This paper also suggested
a method to predict and express the energy consumption of
a sensor network.
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It is very important to protect the copyright of digital images in wireless transmission, because people often use a smart phone in
their daily life. Traditional security schemes are computationally expensive, and they introduce overhead, which shortens the life
of the image sensors. In this paper, we present an ImprovedMatrix Encoding (IME) scheme for hiding data into a two-color binary
image. Our proposed scheme improved the CPT scheme. In the CPT scheme, each block 𝐹 of 𝑞 = 𝑚× 𝑛 pixel of 𝐺 is changed by at
most two pixels for hiding data. CPT scheme’s embedding rate is 𝑟 = ⌊log

2
(𝑞 + 1)⌋. The IME scheme is shown approximately as a

2𝑟 − 2 embedding rate, while Tseng-Pan’s modified CPT scheme (MCPT) is an 𝑟 − 1 embedding rate. Therefore, IME’s embedding
rate is higher than that of the MCPT scheme. In our experiment, we demonstrate that our proposed schemes are superior to those
of the CPT and MCPT schemes.

1. Introduction

The fundamental requirements of Wireless Sensor Network
(WSN) in sensitive areas are a secure [1–9] image transmis-
sion. Unlike the wired networks, it is highly possible for
attackers to access sensor data via wireless networks. Authen-
tication preservation with sensors and related applications
is an important research field in recent years [10–13]. Data
hiding can be used for copyright, annotation, and commu-
nication and can be achieved by altering some nonessential
pixels in the cover image. For example, in a given color image
(including grayscale images), the least-significant bit (LSB)
of each pixel can be changed to embed the hidden data.
However, two-color images (including binary and halftone
images) are very sensitive, as they can easily be detected
by the human visual system. For stego images, one of the
most challenging problems is hiding the secret data into
binary images with a high ratio of secret data and low image
distortion. Lower distortions of pixels in an image make it
possible to resist steganalysis by the human visual system
(HVS) [14].

Until now, there has been much research about data
hiding based on binary cover images. Such research can be
divided into four categories. The first category is pixel-wise:
in thismethod, pixels can be chosen randomly [15]; therefore,
the quality of the stego image is not good. In order to improve
this problem,Kim [16] andMei et al. [17] proposed improving
the method based on some visual impact measures. The
second category is pairwise: Tsai et al. [18] proposed this
method based on pairwise logical computation (PWLC).
The third category is block-wise: cover images are divided
into blocks and modified by some characteristics of each
block, including key and weight blocks. Some papers suggest
changing the parity (or the quantization) of the number of
black pixels in each block (Wu and Liu) [19], while others
suggest flipping one specific pixel in the block [20, 21]. Finally,
the fourth category is histogram: this method can be used
for recovering the original image from the stego image using
a histogram of an image. The histogram-based method was
researched based on grayscale cover images. Guorong et al.
[22] were the first to try to hide data in a binary image based
on histogram. Ho et al. [23] later proposed a novel method
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for reversible data hiding and solved the problem of PWLC
(i.e., binary image noise).

The CPT (Chen, Pan, and Tseng) scheme [24] was
the first scheme based on the block-wise technique. This
scheme is a good method for high-rate embedding of good-
quality images. CPT is based on the pixel block scheme (its
embedding rate is 𝑟 = ⌊log

2
(𝑞 + 1)⌋ and secret bits can be

hidden in each block 𝐹 of size 𝑞 = 𝑚 × 𝑛 by flipping two
pixels at most), which has been studied by many researchers
[20, 24–27]. The WL (Wu and Lee) scheme [25] can embed
one bit in each block 𝐹 by changing, at most, one bit in the
block. Although CPT has several advantages, there are also
some problemswith this scheme. First, it is not easy to control
the quality of an image with this method, because the pixels
that are flipped are randomly selected. The second problem
is that the key matrix is discretionarily constructed.Thus, the
embedding performance largely depends on the choice of a
key matrix. In order to solve the problem of CPT, a modified
scheme (the MCPT scheme for short) was proposed. MCPT
was derived from the CPT scheme, which was introduced by
Tseng and Pan in 2001 (see [20, 24, 27]) to control the high
quality of embedded binary images.

In general, the evaluation of data-hiding performance
depends mainly on the visual quality of stego image and
data-hiding capacity. In this paper, we propose a binary data-
hiding method based on a block-wise scheme: the Improved
Matrix Encoding (IME) scheme.The reason why we propose
IME is to show themaximum embedding rate of a block-wise
scheme.

The advantages of the proposed scheme include improv-
ingCPT’s data-hiding capacity.TheCPT scheme’s embedding
rate is 𝑟 = ⌊log

2
(𝑚 × 𝑛 + 1)⌋ while the IME scheme is

about a 2𝑟 − 2 embedding rate in a block. In addition,
the IME scheme is secure because the existence of hidden
data is less detectable through the adjustment of block size.
The rest of this paper is organized as follows: Section 2
reviews the CPT scheme; Section 3 presents our proposed
IME scheme and considers the relationship between our
approaches; Section 4 shows the experimental results of our
evaluation; Section 5 presents a summary of our findings as
well as future directions of study.

2. CPT Scheme

The CPT scheme is a pixel block-based method: given a
binary image 𝐺, which is partitioned into disjoint blocks 𝐹

𝑖

as binary matrices with the same size 𝑚 × 𝑛, 1 ≤ 𝑖 ≤ 𝑁 for
some𝑁. Each entry in 𝐹 is considered as a pixel of 𝐺 and has
a value 0 or 1. Combined with these blocks of the image are
two matrices, 𝐾 and 𝑊, of the same size 𝑚 × 𝑛, where 𝐾 is
a binary secret key and𝑊 is the weight matrix of the integer
shared by the sender and the receiver.The set of values of𝑊

𝑖,𝑗

of entries in𝑊 satisfies {𝑊
𝑖𝑗
: 1 ≤ 𝑖 ≤ 𝑚, 1 ≤ 𝑗 ≤ 𝑛} = {𝑥 ∈

Z: 1 ≤ 𝑥 ≤ 2𝑟 −1} for some integer 𝑟 satisfying 2𝑟 −1 ≤ 𝑚×𝑛.
In each such block 𝐹, by changing values of at most two

entries, the number of bits to be embedded is 𝑟.The operation
𝐹 ⊕ 𝐾 is the bitwise exclusive OR (XOR) on two, equal-size
binarymatrices𝐹 and𝐾.The following operation⊗ computes

the sum obtained by taking pair-wise multiplications on two,
equal-size integer matrices. The CPT embedding scheme is
shown in Algorithm 1. In this case, it shows how to embed
secret data 𝑏 of 𝑟 bits into 𝐹.

Example 1. Assume that the size of 𝐾 and 𝑊 is 3 × 3 (see
Figure 1). We consider a 3 × 3 block 𝐹 (see Figure 1) of a
host image 𝐺 and show how to embed 𝑟 = 2 bits 𝑏 of data
in 𝐹, assuming, for example, that 𝑏 is 11

2
. Next, compute

𝑆 = SUM((𝐹⊕𝐾)⊗𝑊) = 1+2+3+1+2 = 9mod 22 to get 𝑆 = 1.
Next, compute 𝑑 = 𝑏 − 𝑆 = 11

2
− 1 = 2mod 4. If 𝑑 = 0, then

there is no change in 𝐹 and; otherwise; we have to increase or
decrease 𝐹 by 𝑑mod 4. In this case, 𝑑 = 2. So, 𝑆must increase
by𝑑 = 2 and therefore𝐹

22
should be flipped andwe obtain the

new 𝐹

 from 𝐹, so that in the extracting phase, we compute
𝑆



= SUM((𝐹



⊕ 𝐾) ⊗𝑊) = 1 + 2 + 3 + 2 + 1 + 2 = 11mod 4
or 𝑆 = 3 = 11

2
= 𝑏 as the secret data claimed.

3. Data-Hiding IME Scheme

In this chapter, we propose an IME scheme to improve
the quality of binary images using a new matrix encoding
scheme.

3.1. System Architecture. In this section, we describe the con-
figuration for the CMOS Image Sensor system that achieves
watermark embedding in spatial domain.The system consists
of a CMOS imager and IME. Figure 2 shows the data flow in
this system.The CMOS imager output is a sequence of digital
values; thewatermark is a binary sequence. In order to rebuild
the watermark data, information of the key is required.

3.2. Embedding Algorithm for IME. In this section, we pro-
pose an embedding algorithm that can improve that in Chang
et al. [21] for IME. The basic idea is to use an abelian group
under an XOR ⊕ operation.

The inputs and notation to our scheme are as follows:

(i) 𝐹: a block of size𝑚 × 𝑛 of a host bitmap image;

(ii) 𝐾: a secret key shared by the sender and receiver. It is
a randomly selected block of size𝑚 × 𝑛;

(iii) 𝑊: a secret weight matrix shared by the sender and
receiver. It is an integer matrix of size𝑚 × 𝑛;

(iv) 𝑏: some critical information consisting of bits to be
embedded in 𝐹;

(v) 𝑟: an embedded rate in each 𝑚 × 𝑛 block of 𝐹. The
value of 𝑟 satisfies 2𝑟 − 1 ≤ 𝑚𝑛;

(vi) 𝛼, 𝛽: 𝑝 = 𝑚 × 𝑛 + 2,

𝛼, 𝛽 =

{

{

{

{

{

{

{

𝛽 = 𝛼 = log
2
𝑝, If (log

2
𝑝 = log

2
(

𝑝

3

) + 1)

𝛽 = log
2
𝑝 − 1 = 𝛼, If (log

2
𝑝 > log

2
(

𝑝

3

) + 1) ;

(1)
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Procedure {Watermark Embedding}
Begin
S1. Partition 𝐹 into blocks, each of size𝑚 × 𝑛.
S2. For each block 𝐹

𝑖
, obtained in step S1, check whether the condition “0 < SUM(𝐹

𝑖
∧ 𝐾) < SUM(K)”

holds true. If so, go to step S3 to embed one data bit in 𝐹
𝑖
;

otherwise, no data will be embedded in 𝐹
𝑖
and 𝐹

𝑖
, will be kept intact.

S3. Let the bit to be embedded in 𝐹
𝑖
be 𝑏. Then do the following to modify 𝐹

𝑖
:

If (SUM(𝐹

𝑖
∧ 𝐾)mod 2 = 𝑏) then Keep 𝐹

𝑖
intact;

Else if (SUM(𝐹

𝑖
∧ 𝐾) = 1) then

Randomly pick a bit [𝐹
𝑖
]

𝑗,𝑘
= 0 such that

[𝐾]

𝑗,𝑘
= 1 and change [𝐹

𝑖
]

𝑗,𝑘
to 1;

Else if (SUM(𝐹

𝑖
∧ 𝐾) = SUM(K)− 1) then

Randomly pick a bit [𝐹
𝑖
]

𝑗,𝑘
= 1 such that

[𝐾]

𝑗,𝑘
= 1 and change [𝐹

𝑖
]

𝑗,𝑘
to 0;

Else
Randomly pick a bit [𝐹

𝑖
]

𝑗,𝑘
such that [𝐾]

𝑗,𝑘
= 1 and complement [𝐹

𝑖
]

𝑗,𝑘
;

End if;
End {Watermark Embedding}

Algorithm 1: Data embedding algorithm based on CPT scheme.
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Figure 1: Example: block 𝐹, key 𝐾, and weight matrix𝑊.
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Figure 2: General system block.

(vii) 𝑚(𝑝): the size of the bits to be concealed in 𝐹, where
𝑝 = 𝑚 × 𝑛 + 2;

𝑚(𝑝) = 𝛼 + 𝛽, where 𝑝 ≥ 2𝛼 + 2𝛽; (2)

(viii) 𝑆: weighted sum of block 𝐹, 𝑆 = [𝑊 ⋅ 𝑇], where 𝑇 =

[𝐹 ⊕ 𝐾], 𝑆 = 𝑥

1
⊕ 𝑥

2
with 𝑥

1
= 𝑆 ∧ ((2

𝛼

− 1) × 2

𝛽

)

and 𝑥
2
= 𝑆 ∧ (2

𝛽

− 1), where ∧ is the bit-wise AND
operation and ⊕ is the bit-wise XOR operation. That

is, 𝑥
1
has the 𝛽 leftmost bits set to “0” and 𝑥

2
has the

𝛼 rightmost bits set to “0.”
Algorithm 2 of the proposed scheme is described as

follows.
We define a distance matrix dist(𝐹) (3) with the same size

𝑚 × 𝑛:

dist (𝐹)
𝑖𝑗
= min
∀𝑥,𝑦

{

√

(𝑖 − 𝑥)

2

+ (𝑗 − 𝑦)

2

| 𝐹

𝑖𝑗
= 1 − 𝐹

𝑥𝑦
} (3)

dist (𝐹)
𝑖𝑗
is the smallness distance from 𝐹

𝑖𝑗
to an entry having

completion value of 𝐹
𝑖𝑗
. This matrix is used to check whether

a 𝐹
𝑖𝑗
can be inverted or not.
For example, with 𝐹 is given by Figure 3.
In applications, to avoid taking roots, we use (dist (𝐹)2

𝑖𝑗
)

instead of dist(𝐹
𝑖𝑗
). We need to set extra conditions put on

𝑊.
Condition 1 (odd condition). Each submatrix of size 2 × 2 in
𝑊 has at least one odd element.
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Procedure {Data Hiding Embedding}
Begin
S0. If 𝐹 is mono-value, keep 𝐹 intact and exit.
S1. Compute 𝑆 = [𝑊 ⋅ 𝑇], set 𝑑 = 𝑏 × 2.
S2. Compute sum 𝑆 = [𝑊 ⋅ 𝑇], present 𝑆 = 𝑥

1
⊕ 𝑥

2
.

S3. If 𝑥
2
is odd, 𝐹

𝑖
is kept without changed and exit.

Otherwise, Set𝐻 = {𝐹

𝑖𝑗
| 𝑊

𝑖𝑗
is odd, dist(𝐹)2

𝑖𝑗
≤ 2}.

Compute 𝑢 = 𝑏 ∧ ((2𝛼 − 1) 2𝛽) and V = 𝑆 ∧ (2𝛽 − 1),
∴ 𝑏 = 𝑢 ⊕ V.

if 𝑥
1
= 𝑢, keep 𝐹 intact;

if 𝑥
1
̸=𝑢, 𝑒 = 𝑢 ⊕ 𝑥

1
and 𝑒 = 𝑊

𝑖,𝑗
(= 𝑖, 𝑗) 𝐹



𝑖,𝑗
= 1 ⊕ 𝐹

𝑖,𝑗
.

if dist(𝐹)2
𝑖𝑗
> 2, failure.

if 𝑥
2
= V, keep 𝐹 intact;

if 𝑥
2
̸= V, 𝑒 = V ⊕ 𝑥

2
and 𝑒 = 𝑊

𝑘,𝑙
(= 𝑘, 𝑙) → 𝐹



𝑘,𝑙
= 1 ⊕ 𝐹

𝑘,𝑙
.

if dist(𝐹)2
𝑘𝑙
> 2, failure.

End {Data Hiding Embedding}

Algorithm 2: Embedding procedure (IME scheme).
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Figure 3: The block 𝐹 and the distance map for 𝐹.

Condition 2 (skip condition). It should be

(1) [𝑊 ⋅ 𝐾]mod 2 = 1;
(2) [𝑊⋅ ∼𝐾]mod 2 = 1,

where ∼𝐾 denotes the completion matrix of 𝐾 (taking
completion on each entry).

3.3. Extracting Algorithm for IME. In this section, we
describe the extracting method with the binary stego image
using the IME scheme.

Example 2 (Matrix Encoding: embedding). For 𝑚 =

𝑛 = 3, 𝑚(𝑝) = 4, we consider matrices and 𝑆

1
=

{𝐹

11
, 𝐹

12
, 𝐹

13
, 𝐹

21
, 𝐹

23
}, 𝑆
2

= {𝐹

22
, 𝐹

31
, 𝐹

32
, 𝐹

33
}, 𝑊
1

=

{4, 8, 12}, 𝑊
2
= {1, 2, 3} (see Figure 4). The two positions

of 𝑊
2
having odd values are 𝑊

22
,𝑊

31
. We can check that

⊕

0≤𝑖,𝑗≤2
𝑊

𝑖𝑗
= 0 and [𝑊 ⋅ 𝐾] mod 2 = 1; therefore, [𝑊⋅ ∼ 𝐾]

mod 2 = 1. We have 𝑆 = [𝑊 ⋅ 𝑇] = 12 ⊕ 4 ⊕ 4 ⊕ 3 ⊕ 8 ⊕ 1 ⊕ 2 =

1100⊕0100⊕0100⊕0011⊕1000⊕0001⊕0010 = 0100, which
can be presented as 𝑆 = 𝑥

1
⊕ 𝑥

2
with 𝑥

1
= 0100, 𝑥

2
= 0000.

If secret data are the digit 𝑏 = 011, we change it to 𝑑 =

2𝑏 = 0110 = 𝑢 ⊕ V, which need to be hidden in 𝐹, 𝑢 = 0100,
V = 0010. By 𝑥

1
= 0100 = 𝑢 and 𝑥

2
= 0000 ̸= V, therefore,

we compute 𝑦
2
= 𝑥

2
⊕ V = 0010 = 2 = 𝑊

3,3
= 𝑊

3,2
and

we can change 𝐹
3,2

or 𝐹
3,3
(since dist (𝐹

3,2
)

2

, dist (𝐹
3,3
)

2

≤ 2),

for example, 𝐹
3,3

to 1 − 𝐹
3,3

= 1. In the extract phase, 𝑆 =
[𝑊 ⋅𝑇] = 0110 and 𝑑 = 𝑆/2 = 011 as the secret digit we need.

The correctness of Figure 4 is based on following theo-
rem, which is easily checked:

Theorem 3. Given a block 𝐹 of binary image 𝐺, changing at
most two pixels in 𝐹 by Algorithm 2, one can hide 𝑚(𝑝) secret
bits and extract exactly these bits by Algorithm 3.

Proof. By properties of XOR ⊕ operation and scalar multipli-
cation ⋅, we have the evident fact:

(1) flipping any entry 𝐹
𝑖,𝑗
in block 𝐹 to obtain new block

𝐹

 implies flipping 𝑇
𝑖,𝑗
in matrix 𝑇 to obtain the new

matrix𝑇, which satisfies the new sum 𝑆



= [𝑊⋅𝑇



] =

𝑆 ⊕𝑊

𝑖,𝑗
where 𝑆 = [𝑊 ⋅ 𝑇];

(2) consider now inAlgorithm 2, 𝑆 = 𝑥
1
⊕𝑥

2
and 𝑏 = 𝑢⊕V.

For example, we check the following case:
𝑥

1
̸=𝑢 and 𝑥

2
̸= V, in step 3; we have𝑊

𝑖,𝑗
= 𝑥

1
⊕ 𝑢,𝑊

𝑘,𝑙
=

V ⊕ 𝑥
2
. Hence, after flipping 𝐹

𝑖,𝑗
and 𝐹

𝑘,𝑙
using the above fact,

we have a new block 𝐹 and matrix 𝑇, satisfying 𝑇 = 𝐹 ⊕ 𝑇
and 𝑆 = [𝑊 ⋅ 𝑇



] = 𝑆 ⊕ 𝑊

𝑖,𝑗
⊕ 𝑊

𝑘,𝑙
= (𝑥

1
⊕ 𝑥

2
) ⊕ (𝑥

1
⊕ 𝑢) ⊕

(V ⊕ 𝑥
2
) = 𝑢 ⊕ V = 𝑏 as we need in Algorithm 2 for extracting

secret data 𝑏. Other cases can be checked similarly. The proof
is completed.

Example 4. Let 𝑚 = 5, 𝑛 = 6, 𝑝 = 32, 𝑚(𝑝) = 8, 𝛼 = 𝛽 = 4.
𝑁

𝛼,𝛽
= 15!.7!, 8!, approximately 261. 𝐶

𝛼,𝛽
= 1307674368 ×

5040 × 403208 × 170544, which is approximately 278. Let us
remark that the number of key binary matrices 𝐾 is 2𝑚×𝑛 =
2

30. Keeping a total of all 𝑘
𝑖,𝑗
= 1 combiningwith odd𝑤

𝑖,𝑗
also

an odd number (so that the condition [𝑊⋅𝐾] = 1 is satisfied),
the number of key binarymatrices𝐾 remains 229, a half of 230.
At last, these provide a total larger than 2100 couples of secret
matrices (𝑊,𝐾).
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Figure 4: Example: block 𝐹, key 𝐾, and weight matrix𝑊.

Mickey

Cycle Tree

Man Truck

Figure 5: Original images, that is, Mickey, Cycle, Tree, Man, and
Truck, were used for experiment.

4. Experimental Results

In this section, experimental outcomes are illustrated to
show the feasibility of our proposed data-hiding mechanism.
Various binary images, such as Mickey, Cycle, Landscape,
Man, and Truck were chosen as the testing image (see
Figure 5).The quality comparisonwas based on PSNR, which
is represented in (4) and (5), for two 𝑚 × 𝑛 monochrome
images 𝐼 and 𝐼. The PSNR value can be calculated as follows:

PSNR = 10 ⋅ log
10
(

255

2

MSE
) dB, (4)

Table 1: Comparison of block-wise schemes, that is, MSDR, CPT,
MCPT, and IME. (Compare a block, 𝐹

𝑖
is a block of a binary image).

No. of pixel in 𝐹 MSDR CPT MCPT IME
6 4 2 1 3
12 6 3 2 4
30 8 4 3 7
46 10 5 4 8
63 10 6 5 9
94 12 6 5 10

where MSE can be computed as

MSE = 1

𝑀 ×𝑁

𝑀−1

∑

𝑖=0

𝑁−1

∑

𝑗=0

[𝐼

𝑖,𝑗
− 𝐼

𝑖,𝑗
]

2

, (5)

where, 𝑀 and 𝑁 are the cover image’s width and height,
where 𝐼 stands for the pixel value of the original binary image
in (𝑖, 𝑗) and 𝐼 represents the pixel value after modifications
(𝑖, 𝑗).

Table 1 can be used to prove the claim. Our proposed
schemes use the block-wise method; thus, Table 1 shows the
comparison of block-wise methods, such as Maximal Secret
Data Ratio (MSDR), CPT, MCPT, and IME. 𝐹

𝑖
is a block of

the cover image. For the IME scheme, we assume that matrix
𝐹 is a block of size 𝑚 × 𝑛, 𝑞 = 𝑚 × 𝑛, and 𝑘 > 1, which is
the number of colors. If two pixels are changed in 𝐹, there
are at most (𝑘 − 1)2 × 𝑞 × (𝑞 − 1)/2 ways to change two
entries in 𝐹. Therefore, in the IME scheme, there are at most
1+(𝑘−1) × 𝑞 + (𝑘 − 1)

2

× 𝑞 × (𝑞−1)/2 configurations.This
means that we can hide at most 𝑅 = ⌊log

2
(1 + (𝑘 − 1) × 𝑞 +

(𝑘 − 1)

2

× 𝑞 × (𝑞−1)/2)⌋ secret bits in𝐹.We call𝑅 theMSDR
for the IME scheme. MSDR = ⌊log

2
(1+𝑞

2

/2)⌋ secret bits that
can be embedded in 𝐹. This table compares the embedding
capacity in a 𝐹

𝑖
between proposed schemes and previous

schemes.Thenumber of pixels in a𝐹
𝑖
is increased from6 to 94

in Table 1. When the number of size in 𝐹
𝑖
increases from 6 to

30 and 63, IME is the nearest neighbor to MSDR. Moreover,
IME has better capacity than any other scheme exceptMSDR.
Therefore, IME showed good performance in the aspect of
embedding capacity.



6 International Journal of Distributed Sensor Networks

Mickey-MCPT

Cycle-MCPT

Tree-MCPT

Man-MCPT

Truck-MCPT

Mickey-IME

Cycle-IME

Tree-IME

Man-IME

Truck-IME

Figure 6: Experimental results using the MCPT and IME schemes
with Mickey, Cycle, Landscape, Man, and Truck.

Procedure {Data Hiding Extracting}
Begin
S1. Compute 𝑇 = 𝐹 ⊕ 𝐾.
S2. Compute 𝑢 = [𝑊 ⋅ 𝑇],

(i) If 𝑢 is odd: conclude F is fail and exit.
(ii) If 𝑢 is even: go to next step 3.

S3. Return 𝑏 = 𝑢/2.
End {Data Hiding Extracting}

Algorithm 3: Extracting procedure (IME scheme).

Table 2: Comparison of capacity betweenMCPT and IME schemes.

Scheme
Images MCPT IME

Bits Bits
Mickey (600 × 748) 3408 4824
Cycle (1024 × 1044) 12216 17178
Tree (581 × 461) 5768 9468
Man (662 × 843) 12096 18564
Truck (990 × 738) 11616 17724

Table 3: PSNR comparisons between MCPT and IME at the same
hiding-capacity levels.

Images
Scheme

MCPT IME
PSNR (dB) PSNR (dB)

Mickey

72.331 82.407(600 × 748)

Hidden
1017 bits

Cycle

70.749 87.215(1024 × 1044)

Hidden
1017 bits

Tree

68.191 82.219(582 × 461)

Hidden
1017 bits

Man

68.708 85.483(662 × 843)

Hidden
1017 bits

Truck

69.805 85.483(990 × 738)

Hidden
1017 bits

Table 2 shows the experiment result. In this experiment,
we usedMCPT and IME schemes.The IME scheme’s capacity
is better than that of MCPT.

Table 3 shows the comparison between MCPT and IME
at the same hiding-capacity levels. In Figure 6, we compare
stego experimental images, which are generated by MCPT
and IME, because we compare visual quality by the HVS. By
carefully observing the experimental results, we find that the
visual quality generated by the IME data-hiding scheme is
better than that generated by the MCPT data-hiding scheme.

The IME scheme has very good image quality and a
reasonable capacity. Compared with the well-known MCPT
method (see Table 3 and Figure 6), the experimental results
of the method proposed in this paper show that our method
can offer not only a higher maximum data-hiding capacity
but also better visual quality.
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5. Conclusion

Binary images are not easy for data hiding compared with
grayscale or color images, because a binary image is very
sensitive, so that the HVS can detect some flipping pixels.
We researched to solve such a problem. In this paper,
we proposed novel data hiding methods, namely, the IME
scheme.The IME scheme has larger embedding rates than the
CPT scheme and is approximate to that of MSDR.The results
of our experiment showed that our schemes prove to be good
schemes for binary data hiding.
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Recently, wireless sensor networks (WSNs) technologies have been utilized in diverse domains. Areas where WSNs are applied
have been expanded from industries, schools, and research institutes to all fields of the human society. However, WSNs should be
fixed or flexible depending on the areas of application and monitoring situations. Furthermore, measures for the security of data
sensed when sensor nodes communicate with each other are not perfect, so sensors are sometimes easily attacked, and the security
measures cover neither cases where sensors receive wrong information nor cases where attacks on external sensor nodes are sensed.
Therefore, this paper provides the GML that can be mapped on actual topography so that optimum coverage can be inferred and
can set target areas for two situations: mobile sensor networks (MSNs) and fixed sensor networks (FSNs). Sensors can be efficiently
arranged through this sensor node information, and when the sensors have been arranged, security simulation functions applied
with data encryption for data transmission between sensor nodes are provided. This paper also proposes an external detection
trace simulator (EDTS) that would make sensing data transmitted between sensors visually provide information on the sensing of
external attacks.

1. Introduction

Recently, wireless sensor networks (WSNs) technologies have
been utilized in diverse areas as application services. In
addition, as ubiquitous paradigms have been expanded, areas
whereWSNs are applied have been expanded from industries,
schools, and research institutes to all areas in the human
society [1–3].

In general, sensor nodes transmit the sensed information
to sink nodes through wireless networks, and sink nodes
transmit the information to middleware or servers. These
transmitted data are processed to be suitable for applications
in diverse situations. WSNs technologies have been used in
diverse areas such as medical devices, medical systems,such
as those for the elderly persons, traffic control and safety,
high-grade car systems, process control, energy saving,
important social infrastructures, aviation software, weapon
systems, distributed robots (robots processed by multiple
computers), manufacturing, and communications [2, 4].

WSNs are divided into mobile sensor networks (MSNs)
and fixed sensor networks (FSNs) from the aspect of the
mobility of sensors. MSNs are usefully used in certain target
areas that cannot be easily accessed by humans or other
equipment or that must be always flexibly monitored. The
sensed information by the sensorswhile they aremoving such
as heat, temperature, magnetic fields, and sounds is transmit-
ted to application servers through communication protocols
between sensors. Depending on the areas of application,
sensor nodes establish FSNs which remain at fixed positions,
and these FSNs are usefully used in target areas where diverse
kinds of sensing information should be constantly observed
and periodically monitored.

For establishing these MSNs and FSNs, the coverage of
sensing by sensor nodes, the connectivity between sensor
nodes, the optimum arrangements of sensor nodes in target
areas, the number of sensors, and the data security between
sensors are very important. Evaluation and judging whether
sensors have been optimally arranged when establishing
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MSNs or FSNs is very difficult. Actually, configuring MSNs
or FSNs and testing them incurs quite large costs. For these
reasons, simulators have been frequently used to apply newly
studied network configurations and sensor arrangements
and to verify and supplement the foregoing. As tools for
sensor arrangements and communication protocol design
and verification, diverse simulators have been developed such
as GloMoSim [5], SNetSim [6], ATEMU [7], QualNet [8],
NS2 [9], EmStar [10], TOSSIM [11], J-Sim [12], AVRORA [13],
SWANS [14], and SENSE [15]. However, despite the fact that
diverse simulators are available, the simulators are operated
with limited sensor node information, and, thus, quite lim-
ited outcomes are obtained. Furthermore, measures for the
security of data sensedwhen sensor nodes communicate with
each other are not perfect, so sensors are sometimes easily
attacked, and the security measures do not cover cases where
sensors receive wrong information and cases where attacks
on external sensor nodes are sensed. In addition, methods
to visually provide information on situations where modified
data or data that lost meaning are communicated between
sensor nodes are not provided.

Therefore, in this paper, GML [16] can be mapped on
actual topography so that optimum coverage can be inferred
and sets target areas for two situations: MSNs and FSNs. So
that diverse sensor nodes can be simulated instead of limited
sensor node information for the set target areas, sensor node
information is entered by users. Sensors can be efficiently
arranged through this sensor node information, and when
the sensors have been arranged, security simulation functions
applied with data encryption for data transmission between
sensor nodes are provided. This paper also proposes an
external detection trace simulator (EDTS) that would make
the sensing data transmitted between sensors visually provide
information on the sensing of external attacks.

2. Related Work

The functions and characteristics of the existing simulators
related to the present study are reviewed as shown in Table 1.

3. Detection of Attacks with Situations

EDTS, which is proposed in this paper, in order to enhance
the usability of the simulator, functions for the recognition of
situations of attack on WSNs were divided into the following
three functions. First, it recognizes disconnection of com-
munications to sensor nodes. The disconnection is the case
where communications to a sensor node in an established
WSN are disconnected despite the fact that the sensor node
has 20% or more residual battery capacity. EDTS records the
time of disconnection of communications to the sensor node
and recognize the disconnection as an attack if the period is
shorter than the value set by the user. For instance, if the user
has set the communication disconnection period as 24 hours,
cases where communications to one sensor node are discon-
nected per day are not recognized as situations of attack, but
cases where communications to two more sensor nodes are
disconnected within 24 hours are recognized as situations

Communication range

Malicious sensor node

Sensing range

S

S

S

S
S

S

Sensor node

Figure 1: The analogy position of the attacked sensor node with
communication range.

of attack. Actually, this function also includes functions for
sensing sensor node failure (hardware/software failure).

Second, EDTS recognizes cases where MSNs and FSNs
have been established in the target area and the numbers of
events of sensor nodes rapidly increase intensively in a place
despite the fact that there is no factor for increases in the
numbers of events of sensor nodes in the observed area as
situations of potential attacks from the outside.

Finally, it recognizes caseswhere unknowndatawhich are
not sensing data generated during communications with sen-
sor nodes are periodically received and energy consumption
rates are increased due to interruptions in communications
as situations of attack. In each situation of attacks, EDTS
predicts the position of the attacking node based on the
positions of the sensor nodes that have been attacked.

As shown in Figure 1, if a case that falls under one of
the three situations for sensing attacks exists in relation to a
malicious sensor node, the position of the attacking node is
sensed based on the positions of sensor nodes.

4. Design of EDTS

The design of EDTS includes the following functions to
provide simulations wanted by applications and users. First,
EDTS receives inputs of information on the topography
necessary for simulations and sensor nodes and maximizes
coverage for the target area of the sensor nodes inputted.
Second, EDTS basically includes a function to sense attacks
from the outside during communications between sensor
nodes. Finally, EDTS provides users with visual information
on sensed attacks from the outside and sensor node arrange-
ments and mobility.

Basically, EDTS largely consists of a user interface, an
interaction broker, a target area manager, a map manager,
a map controller, a node manager, a detected manager, a
coordinate converter, and a viewer as shown in Figure 2.

To be specific, the user interface component includes a
map interface intended to receive information on the GML
that can be mapped on actual topography. To predict the
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Table 1: Functions and characteristics of the existing simulators.

Simulator Functions and characteristics Execution example

SENSE [15]
(i) C++ component-based design
(ii) The speed of implementation of the simulation is low
(iii) No function to recognize malicious attacks on sensor nodes

⇠Import component output⇢

Sensor node
APP

Net

MACBattery

Power PHY Mobility

Sensor

    To 
channel

  From 
channel

Pos out Data in

TOSSIM [11]

(i) TinyOS-based simulator developed by Berkeley University in the
USA using open sources

(ii) Major functions include packet loss rate measurement and CRC
detection

(iii) Low expandability since this can be applied to only Mica series
(iv) Additional sensors other than LEDs cannot be used
(v) No function to recognize situations of malicious attacks on sensor

nodes during data transmission

NS2 [9]

(i) Discrete event simulator
(ii) Can simulate diverse network protocols
(iii) Cannot be applied to large-scale systems that have large numbers

of nodes and are complicated, this involving a high degree of
unnecessary interdependence between modules

(iv) No function to simulate sensing of situations of attack on
established networks

GloMoSim [5]

(i) Expanded simulation library intended to make wireless network
systems using the C-based parallel simulation language PARSER

(ii) Consists of several layers as with OSI 7 layer models
(iii) No functions to express coverage and to sense situations of

malicious attacks on sensor nodes during data transmission

QualNet [8]

(i) This is the next version of GloMoSim and is a large wireless
network simulator
(ii) When modules of individual layers have been developed by
different designers, the scenarios and models can be experimented,
and the statistics of packet flows can be identified through results
automatically collected in each layer
(iii) Although functions for sensor networks have been designed, the
functions support only RF analysis for coverage expression; therefore,
this simulator has limitations in sensing coverage expression
(iv) No function to sense situations of malicious attacks on sensor
nodes
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Figure 2: The architecture of EDTS.

lives of the mobile sensor node (MSN) and the fixed sensor
node (FSN) based on energy consumption rates, the user
interface also includes a node interface to receive inputs of the
active mode, the sleep mode, the active time, and the workup
cycle time from the user as a default setting. In addition, a
data transfer interface is configured to receive inputs of basic
sizes of data and data transmission size settings as encrypted
settings, and selective encryption settings of RSA (Rivest-
Shamir-Adleman) and AES (advanced encryption standard)
from the user when transmitting data from the set sensor
nodes.

The interaction broker component serves the role of
a broker to transfer the information received by the user
interface from the user to the map controller, the node
manager, and the detected manager.

Themapmanager component reads the GML documents
for the target topography through the GML importer and
parses the documents through the GML parser. The map
layer creates map objects for obstacles in the analyzed GML
topography data and sends the information to the layer man-
ager. The layer manager manages the analyzed topography
information.The map controller component plays the role of

controlling the user’s inputs such as enlarging and reducing
maps in the layermanager, enlarging areas,moving areas, and
outputting the results to the viewer through the coordinate
converter.

The target area manager component sets the target areas
that should be observed based on the GML documents read
through the GML importer and analyzed thereafter. The
detected manager component applies algorithms based on
encryption settings when data are transmitted to mobile
sensor nodes and fixed sensor nodes and analyzes attacking
nodes when they are found so that their positions can be
inferred.

The node manager component applies and arranges
information on mobile sensor nodes and fixed sensor nodes
received by the user interface from the user and creates and
operates sensor nodes where the obstacles defined by themap
manager and the target area defined by the target area man-
ager interact with each other.The node manager Component
also provides andmanages statistical information on residual
battery capacities and expected lives of mobile sensor nodes
and fixed sensor nodes and analyzes sensor nodes suspected
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1

2

3

Figure 3: The initial execution of EDTS.

1 2

Figure 4: The setting of MSN and FSN.

as attacking nodes in accordance with encryption settings
during data transmission based on user settings.

The coordinate converter component serves the function
of sending data on the topography and the situations of
sensor node operations to the viewer. The viewer component
draws efficient arrangements of data received through the
coordinate converter for the user in relation to mobile sensor
nodes and fixed sensor nodes as well as visually providing
information on detected situations of threatening nodes
suspected as attacking nodes during sensor data communi-
cations.

5. Implementation of EDTS

Figure 3 is a visualized initial execution of EDTS that shows
a view (A) of an MSN (mobile sensor node) and a view (B)
of an FSN (fixed sensor node). The right side (C) of Figure 3

is a view of the execution when the user set the simulator to
operate the MSN and the FSN simultaneously.

In the composition of EDTS exists the menu bar on the
top to select the views of the current consumption values
based on the states of operation of the sensor nodes in
the MSN and the FSN, battery sizes, and operations and to
select data values and data encryption settings when data
are transmitted. The center of the screen consists of maps
for the target topography, a Viewer visualized to recognize
sensor node information, arrangement states, and attack
situations, and a toolbarexists on the left side of the viewer
for entering themaps of the target topography to be displayed
on the viewer, enlarging and reducing the maps, sensor node
addition, and additional arrangements of malicious nodes.
An RC (range control) is provided for setting SR (sensing
range), CR (communication range), and SwR (supersonic
wave range) as internal settings of sensor nodes for eachMSN
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Figure 5: The activation of MSN and FSN.

Figure 6: The execution of the MSN area.

viewer and FSN viewer. In addition, it also comprises the
Configure section to receive inputs of individual ranges of
sensor nodes to be displayed on the viewer, the control view at
the bottom for setting FrameDelay to set simulator operation
periods, and the Information view to provide information on
sensor nodes entered through the menu bar.

Figure 4 shows cases where sensor node information is
set through the menu bar on the top. In these cases, to
predict battery lives of the MSN and the FSN, the basic
battery capacities of sensor nodes, the amounts of current
energy consumption in relation to the operation states, and

operation periods should be entered. The available settings
include the amounts of the current energy consumption in
the cases of the active mode and the sleep mode, the active
time for operating time, and the work-up cycle time to set
the periods of the starting of the sensor node operation, and
the user can set arbitrary sensors and operations by setting
battery sizes not only uniform sensors.

Figure 5 shows a state where basic information on sensors
is set and sensors are simulated without receiving the input
of the target topography in order to observe the view of
operations in relation to the sensor positions in an MSN and
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Figure 7: real coordinate of the target area for the sensor node.

Figure 8: The simulation of FSN with the target area.

Figure 9: The status of the sensor node with the consumption ratio andThe event number.
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1

2

3

Figure 10: The setting of the data and the encryption of the sense node.

(a) (b)

Figure 11: The detection of the attack situation for the sensor node.

an FSN and the sensor operations progress in the order of step
1-step 2-step 3 over operating time.

Figure 6 shows an execution of a case where sensor
nodes were set after receiving the GML information which
is the information on topography and the sensor nodes were
simulated.This shows the process of the sensor nodes’ move-
ments over operating time. Figure 7 exhibits the topographic
coordinates of the sensor nodes in the process of movements
shown in Figure 6. Through the topographic coordinates,
information on positions where the actual sensor node will
be arranged can be selected.

Figure 8 shows also information on sensor nodes in an
FSN arranged and simulated firsthand by the user. Individual

steps visually provide sensor node ranges and sensor nodes’
energy consumption.

Figure 9 explains the coordinates of the sensor nodes
arranged in Figure 8, the rates of the residual battery
capacities, the sensor node’s sensing, and the numbers of
communication events between the sensors. Based on the
default settings of the sensor nodes set by the user, the
speed of energy consumption can be predicted in relation
to energy consumption rates to judge and monitor whether
the sensor nodes have been efficiently set. In addition, by
grasping the overall degree of energy consumption while
monitoring energy consumption rates of different sensor
nodes, the sensor nodes can be optimally arranged.
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Figure 12: Information of the sensor node.

As shown in Figure 10, data to be transmitted between
sensors can be set for the established MSN and FSN, and
when data are transmitted, encryption algorithms can be
set by the user. Since experimenting actually encrypted
sensor nodes requires a large number of sensor nodes, and
related budgets, sensor nodes were prepared as a class.
Figure 10 A is the initial state of the setting, and B is a
case where the user arbitrarily set the data to be transmitted
as “654242535325432” and selected RSA as an encryption
setting; C is a case where an arbitrary data value was set as
“748a1542” and AES was selected as an encryption setting.

Figure 11 exhibits an example of monitoring the state of
sensing a situation where attacks on sensor nodes occurred.
On the left side of Figure 11, is shown the sensing of a situation
where malicious sensor nodes were set and arranged and
the malicious sensor nodes attacked sensor nodes in short
communication distances. In this case, the information on
the sensor nodes attacked by the malicious sensor nodes is
visually provided by red lines.The execution on the right side
of Figure 11 provides sensing distancesmore visually than that
on the left side and shows visualized battery consumption
rates related to the damage caused by the attacking nodes. As
shown in Figure 12, the index, the data value, the position,
and the encrypted data of each sensor node can bemonitored
by using the mouse on the sensor node in order to monitor
detailed information.Therefore, the user can observe damage
according to expected positions of attacking nodes so that the
user can actively respond to attacks.

6. Conclusion

EDTS implemented in this paper used information on the
target topography from the user and the GML that can be
mapped simultaneously to provide simulation environments
similar to actual topography. Through the EDTS, visualized
individuals therebymaximize the coverage to provide efficient
methods of sensor arrangements and simulation functions.

EDTS provided also views of mobile sensor nodes and user’s
autonomous inputs of position arrangements and enabled
the judgment of whether sensor nodes have been efficiently
arranged by checking battery lives of WSNs of sensor nodes
configured based on the input of sensor information and the
residual amounts of battery capacities in relation to events. By
providing views of FSN, it drew sensor position arrangements
efficient to users. In addition, users were enabled to set inputs
of data during communications between sensor nodes. It also
enabled more diverse simulations by allowing the selection
of encryption and the setting of the length of encryptionto
be encryption settings of entered data. If there are malicious
sensor nodes among arranged sensor nodes, the damage can
be observed. IfWSNs are composed of the same sensor nodes,
the geographical positions of malicious sensor nodes can
be inferred based on communications so that the user can
actively respond.

For the future research, when configuringWSNs based on
EDTS, the precision of the grasping of the positions of mali-
cious sensor nodeswill be enhanced, and the functionswill be
added so that communication protocols currently in use can
be applied for experiments undermore diverse conditions. In
addition, environments to determine the optimum protocol
for the target topography under the applied communication
protocol will be provided.
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