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Wireless Ad Hoc Sensor Networks (WAdSNs) have become
an important research area in the last ten years. Main contri-
butions have focused on the development of new hardware,
software, and protocols supporting distributed applications.
In these kinds of networks, cooperation is a key issue,
especially when nodes collaborate with their neighbors and
with the whole network, considering it as a single entity. This
paradigm can be used to face complex problems with high
requirements: ease of deployment, self-configuration, and
self-repair, among others. This special issue is among these
sorts of applications.

Considering the point of view of network cooperation,
the papers that form this special issue could be classified in
four important categories.

The first category deals with routing purposes. Four
papers could be included in this category.

The paper titled “Energy-efficient routing algorithms based
on OVSF code and priority in clustered wireless sensor net-
works,” by X.Wu et al., describes an improved protocol based
on the classic routing protocol LEACH. Different studies are
done to analyze several environments where wireless sensor
networks are deployed.

Another routing algorithm is proposed in the paper titled
“Energy-aware routing in wireless sensor networks using local
betweenness centrality”, by X.-H. Li et al. This proposal uses
local betweenness centrality to estimate the energy con-
sumption of the neighborhood. The main goal is to provide
balanced energy consumption in wireless sensor networks.

The results provided demonstrate that there exist several
advantages using this algorithm.

The paper titled “Towards efficient and secure geographic
routing protocol for hostile wireless sensor network,” by C. Lyu
et al., proposes a new routing protocol, named ESGR, that
exploits the geographic location, cryptography mechanisms,
and broadcast wireless channel. The authors examine the
impact of a wide variety of attacks in malicious wireless sen-
sor network scenarios and demonstrate that ESGR avoids a
specific variety of attacks and ensures high packet delivery
rate in malicious sensor network environment.

The paper “A credible routing based on a novel trust
mechanism in ad hoc networks,” by R. Feng et al., provides
a novel routing algorithm for Mobile Ad hoc Networks
(MANETs) focusing on finding paths in dynamic networks
and considering security.

The second category deals with network formation and
maintenance.

The paper “A nonuniform sensor distribution strategy for
avoiding energy holes in wireless sensor networks,” by G.
Ma and Z. Tao, presents a nonuniform sensor distribution
strategy based on unequal cluster for WSNs whose main
objective is to resolve the energy hole problem to improve the
performance of multihop communications.

Another approximation to sensor network formation is
described in “A design approach for controlled self-organi-
zation-based sensor networks focused on control timescale,”
by D. Kominami and M. Murata. The authors propose and
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evaluate a design for the network formation andmaintenance
supervised by control timescale.

The third category deals with network cooperation for
data transport.

The paper “Implementing a distributed WSN based on
IPv6 for ambient monitoring,” by D. F. Larios et al., evaluates
different communication protocols distributed and central-
ized, in order to determine the best trade-off for environ-
mental monitoring in different migratory areas of waterbirds.
The results demonstrate that the use of fully distributed
algorithms, such as IPv6 over WSNs, could be suitable for
certain kind of cooperative applications.

A reliable collection protocol for aggregating data packets
from all the sensor nodes to the sink in a large-scale WSN
is presented in “A reliable data collection protocol based on
erasure-resilient code in asymmetric wireless sensor networks,”
by J.-J. Lei et al.

The paper “Improved reliable trust-based and energy-
efficient data aggregation for wireless sensor networks”, by C.-
x. Liu et al., presents an improved, reliable, trust-based, and
energy-efficient data-aggregation protocol for wireless sensor
networks.

The fourth and last category deals with the security of the
information. In this sense the last two papers included in the
first category and the last one included in the third category
could be understood also under the point of view of the
security.

Another paper focused on security is presented in this
special issue as an example of networking cooperation. This
paper is titled “On the security of certificateless signature
schemes,” by G. Sharma et al. The authors examine the use
of certificateless public key cryptography in wireless sensor
networks. The results prove that this security scheme has
some vulnerabilities in front of certain kind of malicious
attacks.

The papers included in this special issue deal with four
important topics about Wireless Ad Hoc Sensor Networks.
We hope that they can improve the design and development
of this kind of networks.
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We consider a distributed power control scheme for wireless sensor networks. To derive decentralized solutions that do not require
complete information and any cooperation among the users, we formulate this problem as a supermodular game, which each user
maximizes its utility function provided transmission rate constraints. Through analyzing the supermodular property of the game,
the existence and uniqueness of the Nash equilibrium (NE) are established. Furthermore, we propose a distributed price and power
update algorithm (DPPA) to compute the solution of the game which is based on myopic best response. Performance evaluations
via numerical simulations verify the existence of theNE and the convergence property of the DPPA algorithm.

1. Introduction

Wireless sensor networks (WSN) have broad application
prospects, that is, widely used in health care, military, envi-
ronmental monitoring, and forecasting, as well as intelligent
home, building condition monitoring, and so on. The power
control problem with interference management, throughput
maximization, or energy efficient target, is an interesting
issue and attracts tremendous attention [1–6]. Since different
power levels result in a different performance and fundamen-
tally affect many aspects of the operation of the networks, the
power control problem becomes a complex and intriguing
problem. Since the sensor networks are totally distributed
and have no fundamental infrastructures, the traditional
centralized power control mechanisms are not feasible. It is
well known that game theory is a good tool to handle the
distributed problems. Game theory techniques have widely
been applied to engineering problems in which the action of
one component has impact on and perhaps conflicts with that
of any other component [7].More particularly, supermodular
games are interesting since they have several desirable prop-
erties, such as they encompassmany appliedmodels, have the
remarkable property that many solution concepts yield the

samepredictions andhave nice comparative statics properties
and behave well under various learning rules [8].

In this paper, we study the power control problem,
focus on distributed algorithms with no centralized control
using a supermodular game framework, and investigate if
any optimality is achievable. Our work is motivated by the
following points.

(i) The networks have no central infrastructures; a dis-
tributed power control mechanism is desired.

(ii) The game theoretic formulation is a useful tool to
design distributed algorithms. And it is amenable to
prove the convergence for the distributed algorithm.

(iii) Supermodular game model has several desirable
properties.

To formulate the power control design, we take the
rate constraints into account and propose a strategic game,
where all rational users maximize their own utilities by
choosing appropriate power levels. We refer this game to
distributed power control game (DPCG). By building the
supermodular property of the DPCG, the existence of the
Nash equilibrium solution is established. Furthermore, we
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present an analysis for users’ myopic best response (MBR)
dynamics. Based on the MBR dynamics, a distributed price
and power update algorithm (DPPA) is proposed. Then
we prove the convergence of the algorithm and show the
uniqueness of the NE.

The rest of this paper is organized as follows. In Section 2,
the related works are discussed. We depict the system
model in Section 3. In Section 4, the proof of the existence
of the NE is provided. The proposed pricing mechanism
and the distributed convergence algorithm are presented
in Section 5. The simulation results are given in Section 6.
Finally, Section 7 draws the conclusions.

2. Related Work

There has been a rich literature to study power control in
wireless networks. In [9], the authors proposed a joint power
and channel resource allocation iterative optimization algo-
rithm. References [1–6] illustrate power allocation problems
using traditional game theory and take different factors into
account. Evolutionary game theory was used to depict the
power problem in [10, 11]. In particular [10] established an
evolutionary power mechanisms for W-CDMA and WIM
wireless systems. With the analytical limitations of evolu-
tionary game, we can just analyze low-dimension strategy
space. Shamik et al. proposed a game theoretic framework
for power control in wireless sensor network. They showed
the performance differences between continuous levels and
discrete levels and gave a framework to find the best transmit
power span. However, they did not show the convergence of
the power control mechanism. In [12], they used potential
game theory and replicator dynamics learning scheme to
analyze the distributed power allocation problem in parallel
multiple-access channels, and they depicted the sufficient
conditions for the unique NE and showed the convergence
property. The interaction of several radio devices aiming to
obtainwireless connectivity by using a set of base stations was
modeled as a noncooperative game in [13]. They showed the
existence of the Nash equilibrium of two situations, that is,
BS selection and BS sharing. The authors of [14] considered
the power control for open-loop overlaid network MIMO
systems in a game theoretical perspective. They viewed
the problem as a noncooperative game, and the numerical
simulations verified the significant performance advantages
of the proposed scheme.

3. System Model

3.1. Link Capacity. The links between nodes are modeled
by a set 𝜄 = {1, 2, . . . , 𝐿}. The channels are assumed to be
additive white Gaussian noise (AWGN) channel with noise
power spectral density 𝑁

0
over the bandwidth of operation

𝐵. The channel gain from link 𝑖’s transmitter to the link
𝑗’s receiver is denoted by 𝐺

𝑖𝑗
. The interference from link 𝑖’s

transmitter to link 𝑗’s receiver is denoted as 𝐺
𝑖𝑗
𝑝
𝑖
. Then, the

total interference and noise power at the link 𝑗’s receiver is as
follows:

𝚤
𝑗
= ∑

𝑖 ̸= 𝑗

𝐺
𝑖𝑗
𝑝
𝑖
+ 𝑁
0
𝐵. (1)

Therefore, the instantaneous signal to interference plus noise
ratio (SINR) of node 𝑗 is

𝛾
𝑗
=

𝐺
𝑗𝑗
𝑝
𝑗

𝚤
𝑗

. (2)

Denote the link capacity of link 𝑗 by 𝑅
𝑗
; we can get the link

capacity that can be supported over link 𝑗 as follows:

𝑅
𝑗
= 𝐵 log (1 + 𝛾

𝑗
) . (3)

To guarantee the communication quality, we assume that

𝑅
𝑗
≥ 𝑅
∗

𝑗
, (4)

where 𝑅∗
𝑗
is the rate constraint of link 𝑗, that is, the minimum

transmission rate required by each link.

3.2. Distributed Power Control Game. The power control
game is modeled as a strategic game, in which the players
are the links and the payoff is the difference between their
transmission gain and the power consumption cost. To
maximize its own utility, each player chooses transmission
power with a given constraint on the minimum achievable
information rate to compete against others. The strategy
of each player is one-dimension subset of 𝑅. The strategy
of player 𝑖 is denoted by 𝑝

𝑖
, and the strategy of player 𝑖’s

opponents is defined as 𝑝
−𝑖
= (𝑝

1
, . . . , 𝑝

𝑖−1
, 𝑝
𝑖+1
, . . . , 𝑝

𝐿
).

Then the game has the following structure:

𝜗 = {𝜄, {𝑃
𝑖
}
𝑖∈𝜄
, {𝑢
𝑖
(𝑝
𝑖
)}
𝑖∈𝜄
} , (5)

where 𝜄 = {1, 2, . . . , 𝐿} is the set of links and 𝑝
𝑖
is the power

allocation strategy of player 𝑖, which is defined as

𝑝
𝑖
≜ {𝑝
𝑖
∈ 𝑃
𝑖
: 𝑅
𝑖
(𝑝
𝑖
, 𝑝
−𝑖
) ≥ 𝑅
∗

𝑖
} , (6)

where 𝑅
𝑖
(𝑝
𝑖
, 𝑝
−𝑖
) = 𝐵 log(1+ (𝐺

𝑖𝑖
𝑝
𝑖
/𝚤)
𝑖
). As defined above, 𝑅∗

𝑖

is the transmission rate constraint. We assume that 𝑅∗
𝑖
≥ 𝐵

for all links. 𝑃
𝑖
denotes the action set for player 𝑖 as follows

𝑃
𝑖
= [𝑝
𝑖,min, 𝑝𝑖,max] , (7)

where𝑝
𝑖,min = 0means that user 𝑖 decides not to transmit.We

denote the vector 𝑅∗ ≜ (𝑅∗
𝑖
)
𝑖∈𝜄

by the rate constraint profile.
The payoff function of user 𝑖 is defined as follows:

𝑢
𝑖
(𝑝
𝑖
) = 𝐵 log (𝛾

𝑖
) − 𝑐
𝑖
𝑝
𝑖
, (8)

where 𝑐
𝑖
is the pricing parameter for user 𝑖. We use log(𝛾

𝑖
)

to replace log(𝛾
𝑖
+ 1) due to the following reasons: in

the high SINR regime, logarithmic utility approximates the
Shannon capacity 𝐵 log(1 + 𝛾

𝑖
) and for low SINR, a user’s

rate is approximately linear in SINR, and so this utility is
proportional to the logarithm of the rate. Each user’s feasible
strategies depend not only on their own action, but also on
their opponents’.

Given the power allocation of the others 𝑝
−𝑖
, the optimal

strategy for the 𝑖th user is the solution of the following
maximization problem:

max
𝑝𝑖

𝑢
𝑖
(𝑝
𝑖
, 𝑝
−𝑖
) , 𝑖 ∈ 𝜄, subject to 𝑝

𝑖
∈ 𝑃
𝑖
. (9)
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We refer to the game 𝜗 with maximization problem (9) by
distributed power control game (DPCG). The strategy space
of the game is 𝑃 = 𝑃

1
× ⋅ ⋅ ⋅ × 𝑃

𝐿
.

Now we define the Nash equilibrium of this game. AnNE
of the DPCG game 𝜗 is defined as follows.

Definition 1. Consider an 𝐿-player game, each player maxi-
mizing its individual cost function 𝑢

𝑖
: 𝑃
𝑖
→ 𝑅
+
, subject to

coupled inequality constraint 𝑅∗
𝑖
− 𝑅
𝑖
(𝑝
𝑖
, 𝑝
−𝑖
) ≤ 0, a vector

𝑝
∗
= (𝑝
∗

𝑖
, 𝑝
∗

−𝑖
) is called an NE solution of DPCG 𝜗 if every

given 𝑝∗
−𝑖
is as follows:

𝑢
𝑖
(𝑝
∗

𝑖
) ≥ 𝑢
𝑖
(𝑝
𝑖
) , ∀𝑝

𝑖
∈ 𝑃
𝑖
, ∀𝑖 ∈ 𝜄. (10)

In the following sections, we will discuss whether the NE
solution exists. If it exists, is it unique and how to reach it in
a totally distributed way?

4. Existence of the NE

Herein, we prove that the DPCG game has the NE solution
by establishing the supermodular property for it. By verifying
the Hessian matrix of the game, we prove the uniqueness of
the NE. Following [8], we have the following.

Definition 2 (supermodular game). The strategic form game
⟨𝐼; (𝑆
𝑖
); (𝑢
𝑖
)⟩ is a supermodular game if for all 𝑖 one has the

following:

(1) 𝑆
𝑖
is a compact subset of 𝑅;

(2) 𝑢
𝑖
is upper semicontinuous in 𝑠

𝑖
, continuous in 𝑠

−𝑖
;

(3) 𝑢
𝑖
has increasing differences in (𝑠

𝑖
; 𝑠
−𝑖
).

With the above definition, we can get the following.

Theorem 3. The game 𝜗 defined by (5)–(9) is supermodular
and admits a compact sublattice NE solution.

Proof. Apparently, the strategy set 𝑃
𝑖
of user 𝑖 is a sublattice of

𝑅; that is, for all𝑝
𝑖
, 𝑝
𝑗
∈ 𝑃
𝑖
, max(𝑝

𝑖
, 𝑝
𝑗
) ∈ 𝑃
𝑖
andmin(𝑝

𝑖
, 𝑝
𝑗
) ∈

𝑃
𝑖
. For the game DPCG’s utility,

𝑢
𝑖
(𝑝
𝑖
) = 𝐵 log(

𝐺
𝑖𝑖
𝑝
𝑖

∑
𝑗 ̸= 𝑖
𝐺
𝑗𝑖
𝑝
𝑗
+ 𝑁
0
𝐵

) − 𝑐
𝑖
𝑝
𝑖
. (11)

Let 𝑓(𝛾
𝑖
) = 𝐵 log(𝛾

𝑖
); then we have

−𝛾
𝑖
𝑓


𝑖
(𝛾
𝑖
)

𝑓


𝑖
(𝛾
𝑖
)

= 1 ≥ 1. (12)

For all 𝑗 ̸= 𝑖,

𝜕
2
𝑢
𝑖

𝜕𝑝
𝑖
𝜕𝑝
𝑗

(𝑝
𝑖
, 𝑝
−𝑖
) = −

𝛾
2

𝑖
𝐺
𝑗𝑖

𝑝
2

𝑖
𝐺
𝑖𝑖

[𝛾
𝑖
𝑓

(𝛾
𝑖
) + 𝑓

(𝛾
𝑖
)] . (13)

Obviously, (𝜕2𝑢
𝑖
/𝜕𝑝
𝑖
𝜕𝑝
𝑗
)(𝑝
𝑖
, 𝑝
−𝑖
) ≥ 0. It indicates that the

utility function of the DPCG meets increasing differences.
According to Definition 2, we conclude that the DPCG is a
supermodular game. Based on Theorem 1 in [15], the set of
the NEs of game 𝜗 is a nonempty and compact sublattice, and
it admits an NE solution.

5. Distributed Convergence Algorithm and
Uniqueness of the NE

5.1. Pricing Mechanism. In the above section, we did not
depict the pricing parameter precisely. Herein, we define the
price charged to other users for generating interference to
user 𝑖 as follows:

𝜋
𝑖
(𝑝
𝑖
, 𝑝
−𝑖
) = −

𝜕𝑢
𝑖
(𝑝
𝑖
, 𝑝
−𝑖
)

𝜕𝐼
𝑖

, (14)

where 𝐼
𝑖
= ∑
𝑗 ̸= 𝑖
𝑝
𝑗
𝐺
𝑗𝑖
is the total interference that is created

by opponents received by user 𝑖. Obviously, 𝜋
𝑖
(𝑝
𝑖
, 𝑝
−𝑖
) is

always nonnegative and represents user 𝑖’s marginal increase
in utility per unit and decrease in total opponents’ interfer-
ence. User 𝑖 therefore maximizes the difference between its
gain minus its cost to the other users in the network due to
the interference it creates.The cost is its transmit power times
aweighted sumof other users’ prices, where theweights equal
the channel gains between user 𝑖’s transmitter and the other
links’ receivers. Then the maximization problem becomes
that each user 𝑖 specifies a power level 𝑝

𝑖
∈ 𝑃
𝑖
to maximize

the following utility function:

𝑢
𝑖
(𝑝
𝑖
, 𝑝
−𝑖
) = 𝐵 log (𝛾

𝑖
) − 𝑝
𝑖
∑

𝑗 ̸= 𝑖

𝜋
𝑗
𝐺
𝑖𝑗
. (15)

5.2. Distributed Update Algorithm. In Section 4, the DPCG
game has been shown to admit an NE. Now we focus
on distributed algorithm to compute the NE solutions. In
patricular we employ asynchronous myopic best response
(MBR) update rules; that is, the users update their strategies
according to their best response assuming that other player’s
strategies are fixed.Given𝑝

−𝑖
at the user 𝑖’s update time epoch,

we can express the MBR updates as follows:

𝑝
𝑖
= argmax

𝑝𝑖∈𝑃𝑖

𝑢
𝑖
(𝑝
𝑖
)

= argmax
𝑝𝑖∈𝑃𝑖

[

[

𝐵 log(
𝐺
𝑖𝑖
𝑝
𝑖

𝚤
𝑖

) − 𝑝
𝑖
∑

𝑗 ̸= 𝑖

𝜋
𝑗
𝐺
𝑖𝑗
]

]

.

(16)

Theorem 4. As the other player’s strategies are fixed, the users’
MBR is single-valued. Moreover, the user’s MBR dynamics can
be given as follows:

𝑝
(𝑡+1)

𝑖
= max[min[𝑝

𝑖,max,
𝑒
𝑅
∗
/𝐵

𝐺
𝑖𝑖

𝚤
𝑖
] , 𝑝
𝑖,min] . (17)

Proof. TheMBR updates (16) are as follows:

max
𝑝𝑖∈𝑃𝑖

𝑢
𝑖
= max
𝑝𝑖∈𝑃𝑖

[

[

𝐵 log(
𝐺
𝑖𝑖
𝑝
𝑖

𝚤
𝑖

) − 𝑝
𝑖
∑

𝑗 ̸= 𝑖

𝜋
𝑗
𝐺
𝑖𝑗
]

]

, (18)

subject to

𝑝
𝑖,min ≤ 𝑝𝑖 ≤ 𝑝𝑖,max,

𝑔 (𝑝
𝑖
) = 𝑅
∗
− 𝐵 log(1 +

𝐺
𝑖𝑖
𝑝
𝑖

𝚤
𝑖

) ≤ 0.

(19)
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(1) INITIALIZATION: For each user 𝑖 ∈ 𝐿 choose some power 𝑝
𝑖
∈ 𝑃
𝑖
;

(2) POWER UPDATE: At each 𝑡 ∈ 𝑇power
𝑖

, ∀𝑖 ∈ 𝐿, each user 𝑖measures the total
interference and update its power level according to (17);

(3) PRICE UPDATE: In each 𝑡 ∈ 𝑇price
𝑖

, each user 𝑖 updates its price according to (14).

Algorithm 1: Distributed power control algorithm.

The Lagrangian function associated with problem (18)
can be given as follows:

Ψ (𝜆
𝑖
, 𝑝
𝑖
)

= log(
𝐺
𝑖𝑖
𝑝
𝑖

𝚤
𝑖

) − 𝑝
𝑖
∑

𝑗 ̸= 𝑖

𝜋
𝑗
𝐺
𝑖𝑗
− 𝜆
𝑖1
(𝑝
𝑖,min − 𝑝𝑖)

− 𝜆
𝑖2
(𝑝
𝑖
− 𝑝
𝑖,max) − 𝜆𝑖3 (𝑅

∗
− 𝐵 log(1 +

𝐺
𝑖𝑖
𝑝
𝑖

𝚤
𝑖

)) ,

(20)

where 𝜆
𝑖1
, 𝜆
𝑖2
, 𝜆
𝑖3
are the Lagrange multipliers on link 𝑖. The

Karush-Kuhn-Tucker (KKT) conditions for user 𝑖 are given
by

𝐵

𝑝
𝑖

− ∑

𝑗 ̸= 𝑖

𝐺
𝑖𝑗
𝜋
𝑗
− 𝜆
𝑖1
− 𝜆
𝑖2
+

𝐵

𝑝
𝑖

𝜆
𝑖3
= 0,

𝜆
𝑖1
(𝑝
𝑖,min − 𝑝𝑖) = 0,

𝜆
𝑖2
(𝑝
𝑖
− 𝑝
𝑖,max) = 0,

𝜆
𝑖3
(𝑅
∗
− 𝐵 log(

𝑝
𝑖
𝐺
𝑖𝑖

∑
𝑗 ̸= 𝑖
𝐺
𝑗𝑖
𝑝
𝑗
+ 𝑁
0
𝐵

)) = 0.

(21)

Consider these two situations:

(1) 𝜆
𝑖1
= 0, 𝜆

𝑖2
= 0, 𝜆

𝑖3
= 0, 𝑝(𝑡+1)

𝑖
= 𝐵/∑

𝑗 ̸= 𝑖
𝜋
𝑗
𝐺
𝑖𝑗
;

(2) 𝜆
𝑖1
= 0, 𝜆

𝑖2
= 0, 𝜆

𝑖3
= 1, 𝑝(𝑡+1)

𝑖
= (𝑒
𝑅
∗
/𝐵
/𝐺
𝑖𝑖
)𝚤
𝑖
.

In situation 1, all the constraints are not active and we
cannot get a desirable solution. It is necessary to let the
constraints to be active, and thuswe can easily get the solution
of problem (18) as follows:

𝜆
𝑖1
= 0, 𝜆

𝑖2
= 0, 𝜆

𝑖3
= 1,

𝑝
(𝑡+1)

𝑖
=

𝑒
𝑅
∗
/𝐵

𝐺
𝑖𝑖

𝚤
𝑖
.

(22)

Based on the above analysis, the MBR dynamics can be
simplified as (17), and thus the proof is completed.

From these expressions, we can conclude that to imple-
ment the update process, each user only needs to know the
following information:

(i) its own utility 𝑢
𝑖
, the current SINR 𝛾

𝑖
(this can be

obtained over observations, that is, the SINR before
current update time epoch), and its own channel gain
𝐺
𝑖𝑖
;

(ii) the channel gains 𝐺
𝑖𝑗
for 𝑗 ∈ 𝐿 and 𝑗 ̸= 𝑖;

(iii) the price profile 𝜋.
These pieces of information are not difficult to get due

to the SINR 𝛾
𝑖
, and channel game 𝐺

𝑖𝑖
can be measured at

the receiver and fed back to the transmitter. Also measuring
the adjacent channel gains𝐺

𝑖𝑗
can be accomplished by letting

each receiver periodically broadcast a control beacon as we
assumed channel reciprocity. The price information can also
be broadcast through this control beacon.

Based on Theorem 4, the detailed implementation of the
asynchronous distributed power control algorithm can be
shown in Algorithm 1.

Note that the power and price need not to update
simultaneously. And for each user, the two update processed
also need not have to be at the same time. We referes to this
distributed power control algorithm as DPPA.

5.3. Uniqueness of the NE

Theorem 5. The power control game DPCG 𝜗 has a unique
Nash equilibrium.

Proof. The Hessian matrix of each user, 𝐻(𝑝) = ∇𝑢(𝑝),
consists of diagonal elements as follows:

𝐻
𝑖𝑖
(𝑝) =

1

𝑝
2

𝑖

, (23)

for all 𝑖 ∈ 𝐿, and off-diagonal elements as follows:
𝐻
𝑖𝑗
(𝑝) = 0 (24)

for all 𝑗 ̸= 𝑖. Then, it is easy to verify that𝐻(𝑝) is positive defi-
nite as desired. It follows that it has a unique global optimum,
which is the only solution to the KKT conditions.

5.4. Convergence of the Distributed Algorithm. We charac-
terize the convergence of the distributed algorithm in this
section. We consider it in a game theoretic framework. Each
user 𝑖 specifies a power𝑝

𝑖
and a price𝜋

𝑖
tomaximize its utility

function (15). It is easy to notice that the best response for
each user is to choose a large enough price to force all other
users transmit at 𝑃min since there is no penalty for users to
announce a high price. This is not a desirable result from the
system’s perspective. To improve this situation, we consider
an externally procedure to determine the price parameter.
Let each user split to two fictitious players, and we consider
the following External Power-Price (EPP) control game as
follows:

𝐺EPP = [EW ∪ EC, {𝑃
EW
𝑖
, 𝑃

EC
𝑖
} , {𝑠

EW
𝑖
, 𝑠

EC
𝑖
}] , (25)
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where the players are from the union of set EW and set EC,
which are both copies of 𝐿. EW is a fictitious power player set;
each player 𝑖 ∈ EW chooses a power 𝑝

𝑖
from the strategy set

𝑃
EW
𝑖
= 𝑃
𝑖
and receives the following payoff:

𝑢
EW
𝑖
(𝑝
𝑖
; 𝑝
−𝑖
, 𝜋
−𝑖
) = log (𝛾

𝑖
) − 𝑝
𝑖
∑

𝑗 ̸= 𝑖

𝜋
𝑗
𝐺
𝑖𝑗
. (26)

EC is a fictitious price player set; each player 𝑖 ∈ EC chooses
a price 𝜋

𝑖
from the strategy set 𝑃EC

𝑖
= [0, 𝜋

𝑖
] and receives the

following payoff:

𝑢
EC
𝑖
(𝜋
𝑖
; 𝑝) = −(𝜋

𝑖
− 𝐶
𝑖
(𝑝))
2
. (27)

Here, 𝜋
𝑖
= sup

𝑝
𝐶
𝑖
(𝑝), which could be infinite for some utility

functions. The players in the 𝐺EPP are selfish and maximize
their own payoff function.

In 𝐺EPP the players’ best responses are given by
𝐵
EW
𝑖
(𝑝
−𝑖
, 𝜋
−𝑖
) = 𝑊

𝑖
(𝑝
−𝑖
, 𝜋
𝑖
) for 𝑖 ∈ EW and by 𝐵EC

𝑖
(𝑝) =

𝐶
𝑖
(𝑝) for 𝑖 ∈ EC, where 𝑊

𝑖
and 𝐶

𝑖
are the update rules

for the distributed algorithm. In other words, the distributed
algorithm can be interpreted as if the players in 𝐺EPP employ
asynchronous myopic best response (MBR) updates; that is,
the players update their strategies according to their best
responses to the given other players’ strategies. It is known
that the set of fixed points of MBR updates is the same as the
set of the NEs of a game.

Proposition 6. 𝐺
𝐸𝑃𝑃

is supermodular in the transformed
strategies (𝑝, −𝜋).

Proof. Theproof of the proposition is straightforward. For the
player in EW, the utility function is as follows:

𝑢
EW
𝑖
(𝑝
𝑖
; 𝑝
−𝑖
, 𝜋
−𝑖
) = log (𝛾

𝑖
) − 𝑝
𝑖
∑

𝑗 ̸= 𝑖

𝜋
𝑗
ℎ
𝑖𝑗
. (28)

Let 𝜋
𝑗
= −𝜋
𝑗
; then, we get

𝑢
EW
𝑖
(𝑝
𝑖
; 𝑝
−𝑖
, 𝜋


−𝑖
) = log (𝛾

𝑖
) + 𝑝
𝑖
∑

𝑗 ̸= 𝑖

𝜋


𝑗
ℎ
𝑖𝑗
,

𝜕
2
𝑢
EW
𝑖
(𝑝
𝑖
; 𝑝
−𝑖
, 𝜋


−𝑖
)

𝜕𝑝
𝑖
𝜕𝑝
𝑗

=

𝜕
2
𝑢
EW
𝑖
(𝑝
𝑖
; 𝑝
−𝑖
, 𝜋


−𝑖
)

𝜕𝑝
𝑗
𝜕𝑝
𝑖

= 0 ≥ 0,

𝜕
2
𝑢
EW
𝑖
(𝑝
𝑖
; 𝑝
−𝑖
, 𝜋


−𝑖
)

𝜕𝑝
𝑖
𝜕𝜋


𝑗

=

1

𝑝
𝑖

+ ∑

𝑖 ̸= 𝑗

ℎ
𝑖𝑗
> 0,

𝜕
2
𝑢
EW
𝑖
(𝑝
𝑖
; 𝑝
−𝑖
, 𝜋


−𝑖
)

𝜕𝜋


𝑗
𝜕𝑝
𝑖

= ∑

𝑖 ̸= 𝑗

ℎ
𝑖𝑗
> 0,

𝜕
2
𝑢
EW
𝑖
(𝑝
𝑖
; 𝑝
−𝑖
, 𝜋


−𝑖
)

𝜕𝑝
𝑗
𝜕𝜋


𝑗

=

𝜕
2
𝑢
EW
𝑖
(𝑝
𝑖
; 𝑝
−𝑖
, 𝜋


−𝑖
)

𝜕𝜋


𝑗
𝜕𝑝
𝑗

= 0 ≥ 0.

(29)

Similarly, the player’s utility in FC is as follows:

𝑢
EC
𝑖
(𝜋


−𝑖
; 𝑝) = −(−𝜋



−𝑖
− 𝐶
𝑖
(𝑝))

2

,

𝜕
2
𝑢
EC
𝑖
(𝜋


−𝑖
; 𝑝)

𝜕𝑝
𝑖
𝜕𝑝
𝑗

=

𝜕
2
𝑢
EC
𝑖
(𝜋


−𝑖
; 𝑝)

𝜕𝑝
𝑗
𝜕𝑝
𝑖

= 0 ≥ 0,

𝜕
2
𝑢
EC
𝑖
(𝜋


−𝑖
; 𝑝)

𝜕𝑝
𝑖
𝜕𝜋


𝑖

=

𝜕
2
𝑢
EC
𝑖
(𝜋


−𝑖
; 𝑝)

𝜕𝜋


𝑖
𝜕𝑝
𝑖

= 0 ≥ 0,

𝜕
2
𝑢
EC
𝑖
(𝜋


−𝑖
; 𝑝)

𝜕𝜋


𝑖
𝜕𝑝
𝑗

=

𝜕
2
𝑢
EC
𝑖
(𝜋


−𝑖
; 𝑝)

𝜕𝑝
𝑗
𝜕𝜋


𝑖

= 0.

(30)

Then the 𝐺EPP is supermodular game, and the proof is
completed.

With Proposition 6, we can conclude that the fictitious
game 𝐺EPP is a supermodular game. We can also conclude
that the game holds the following properties.

(i) The NE set of the game is a nonempty and compact
sublattice, and there exists a component-wise smallest
and largest NE. (Followed by Lemmas 4.2.1 and 4.2.2
in [16].)

(ii) If each user starts from feasible strategy and usesMBR
update rule, the strategy profile will eventually locate
in the set bounded by the smallest NE and the largest
NE.And if theNE is unique then theMBRupdate rule
globally converge to the NE (followed by Theorem 8
in [17]).

In this case, Theorem 1 in [15] can again be used to
characterize the structure of 𝐺EPP as well as the convergence
of the DPPA. Hence, the fixpoint set of the distributed algo-
rithm is a singleton set containing only the global optimum
point.Therefore, the distributed algorithm globally converges
to this point. Together with Theorem 5, we conclude the
following.

Proposition 7. The DPPA algorithm is globally convergent to
the unique NE of the DPCG.

6. Numerical Results

We provide some numerical results to verify the performance
of the distributed update algorithm. The simple sensor
network example considered here consists of four pairs of
links. The maximum power value 𝑝

𝑖,max, 𝑝𝑖,min, for all 𝑖 ∈ 𝐿,
bandwidth𝐵, and noise power spectral density𝑁

0
are chosen

as 100mW, 0mW, 0.1, and 100Mbps, respectively.The channel
gains of links are determined by independent exponential
random variables, where the expected value of the gain value
of the gain matrix is

𝐸 [𝐺
𝑖𝑗
] = (

1 0.05 0.03 0.02

0.06 1 0.04 0.04

0.06 0.04 1 0.05

0.03 0.04 0.05 1

) . (31)
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Figure 1: Convergence of distributed update algorithm. The rate
constraints are the same.
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Figure 2: Convergence of distributed update algorithm. The rate
constraints are different.

We evaluate the convergence properties of the proposed dis-
tributed update algorithm with the same and heterogeneous
rate constraints, respectively. Figure 1 illustrates the situation
that the four users have the same rate requirement, which
means 𝑅∗

1
= 𝑅
∗

2
= 𝑅
∗

3
= 𝑅
∗

4
= 17Mbps. We see that each of

them converges to a reasonable power level after iterations.
The power values are different due to the various channel
gains.

The results in Figure 2 are nearly the same but with
different rate constraints for users, that is, 𝑅∗

1
= 17, 𝑅∗

2
= 16,

𝑅
∗

3
= 17, 𝑅∗

4
= 18Mbps. Note that although user 3 in Figures

1 and 2 has the same rate requirement, the power values
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Figure 3: The utility of users. The rate constraints are the same.
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Figure 4: The utility of users. The rate constraints are different.

assigned to it are not equal because of the different network
scenario.

The utility of each user is depicted in Figure 3. In the same
rate requirement situation, we can see that the payoff of the
users converges to a stable state, and the system reaches the
NE state after iterations. Similarly, the utility of the users with
different rate target is shown in Figure 4. We can conclude
that after the system reaches theNE, the users cannot get extra
profit by changing their strategies unilaterally.

7. Conclusion

In this paper, we use game theory to address the issue of
power control in wireless sensor networks. We formulate
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the distributed power control game as a noncooperative
game, where each user maximizes its own utility by choosing
a power level from the feasible area. The existence and
uniqueness of the NE are established by building the game’s
supermodular properties. A distributed power and price
update algorithm is proposed which is based onMBR update
rules. By correlating to another supermodular game, we show
that the proposed distributed update algorithm converges
to the unique NE. Numerical experiments have been done
to evaluate the algorithm. The results indicate that after
relatively little iteration, the game converges to the NE, and
the users cannot get extra profit by changing their strategies
unilaterally.
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Traditional routing protocols are quite vulnerable under the attacks from both external and internal attackers. In this work, we
examine the impact of a wide variety of attacks in malicious wireless sensor networks scenario. An Efficient and Secure Geographic
Routing protocol ESGR is proposed to exploit the geographic location, cryptography mechanisms, and broadcast nature of the
wireless channel. ESGR utilizes the geographic leashes and the TESLA scheme to provide resistance against the Sybil attack and
wormhole attack. Meanwhile, it employs a distributed trust model and the packets opportunistic forwarding to prevent black hole
and gray hole attacks.We demonstrate the results through analysis and simulations that ESGR effectively mitigates a specific variety
of attacks and ensures high packet delivery rate in malicious sensor network environment.

1. Introduction

Wireless sensor networks (WSNs) have become an attractive
solution for environment monitoring, target tracking, and
battlefield surveillance applications nowadays. The wireless
network routing protocols that majorly address the time-
varying topology can be roughly divided into three cat-
egories: flat routing, hierarchical routing, and geographic
routing. The flat routing includes table-driven routing and
on-demand routing, such as DSDV [1], DSR [2], and AODV
[3]. The hierarchical routing, for example ZRP [4], provides
scalable management to multiple network levels. Geographic
routing, such as GPSR [5], is designed for the networks
provided with specific positioning information, such as GPS
(Global Positioning System) or other location determination
techniques [6]. Based on the information, each node in the
GR only keeps the local one-hop connectivity and makes the
forwarding decision on the fly. As it does not use control
packets to establish a path, the geographic routing is more
resilient compared with other types of routings.

In the adversarial environments, attacks come from both
the external and internal attackers. The external attackers
who do not possess the credentials to participate could be
excluded by the authentication mechanisms. However, due
to the constrained resource, such as the network bandwidth,

the processing capability, and the battery capacity of the sen-
sor node, traditional asymmetric cryptography mechanisms
cannot be directly deployed over the WSNs. For example,
some Public Key Infrastructure inappropriate for the length
of the ciphertext has led to costly transmission or storage.
Other than the external attacks, a typical internal attack
would compromise a node to gain access to the secret keys
stored on it. The asymmetric cryptography mechanisms are
not the practicable countermeasures against such attacks
[7, 8]. In this paper, we study a variety of attacks against
geographic routing in wireless sensor networks and propose
a novel attack detection and defense algorithm. It would
leverage the geographic locations of nodes, the efficient cryp-
tography mechanisms, and the broadcast nature of wireless
channel.

The location in GR is the key information in the geo-
graphic routing. An attacker or the compromised node could
falsify its location to get more chances to disrupt the routing
service if there is not a proper method to verify its claimed
location. Unfortunately,most of the proposed secure routings
do not deal with it. Only a few of prior works [9, 10]
have suggested to use the secure anchor nodes to verify the
location. However, these anchors composing a basic infras-
tructure are required to be trustful and communicate securely
among each other. Unlike previous solutions, we consider
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the issue in the design of the protocol without the extra cost
of setting up and maintaining such a secure infrastructure.
Our work verifies a sensor node’s position by geographic
leashes [11] combined with TESLA scheme [12] to detect
attacks associated with location, such as the Sybil attack and
wormhole attack.

Based on the verification results of location, we present
an Efficient and Secure Geographic Routing protocol (ESGR)
for WSNs. To further resist other routing attacks such as
black hole or gray hole attack, the basic idea of ESGR is
an opportunistic routing [13–15]. In addition, it adopts a
novel trust model leading to an effective metric against a
range of attacks from the external to internal attacks in
hostile sensor networks. Provided by the routing metric in
ESGR, more receivers would be opportunistically selected
as the next hop candidates to forward the packet, and the
transmission would not be interrupted as long as there are
still candidates to choose from. Therefore, ESGR’s per-hop
packet transmission is controlled and observed by the sender
instantly. Our simulation results show that ESGR enables
more than 95% packet delivery rate (PDR) when one fifth of
nodes become black hole nodes. Evenwhen one half of sensor
nodes drop packets, its PDR can still maintain more than
85%.

We summarize the main advantages of ESGR as follows.
First, it is based on the geographic forwarding with small

per-node local state, which means there are no routing tables
to maintain, so the forwarding decisions are made on the
fly. State locality with minimal overhead is crucial to ESGR’s
efficiency.

Second, the detection of the malicious behavior is
based on the broadcast nature of the wireless channel.
Nodes verify the locations of their neighbors by both the
geographic leashes and TESLA mechanisms. To reduce
the latency that is brought about by TESLA, ESGR pre-
dicts its energy consumption to enable instant authentica-
tion.

Third, the opportunistic approach can provide a certain
degree of redundancy and randomness to enhance the
resiliency in face of malicious nodes’ misbehaviors. In order
to prevent packet loss, more nodes are selected to be the
forwarding candidates. If one of candidates drops the packet,
ESGR can select another one from the candidates until the
packet is successfully transmitted.

Fourth, the direct trusted information based on watching
the next hop’s forwarding is used as ESGR’s primary trust
metric. A sensor node that relays traffic data will earn higher
trust from the neighbor nodes. With every node estimating
and acting on trust metrics, it is able to route around
unreliable neighbors.

Finally, ESGR is shown to be secure and efficient through
theoretical analysis and extensive simulations. It achieves 1.5
times higher PDR than the other two protocols and is scalable
with an acceptable overhead.

The rest of the paper is organized as follows. The related
work is in Section 2. We describe the network and security
model in Section 3. Section 4 presents our protocol ESGR.
The security and efficiency analysis is performed in Section 5.
Section 6 provides experimental results that demonstrate

the effectiveness of ESGR in addressing the considered
attacks. We conclude our paper in Section 7.

2. Related Work

There are several secure flat routing schemes in the prior
works, secure table-driven routing schemes, and secure on-
demand routing schemes (such as, [16–18]). SEAD [16] pro-
tects distance-vector calculations from distance decreasing
and uses hash chains to authenticate routing updates, which
tends to have high communication overhead. As a result,
it would not be suitable in the large-scale sensor networks.
In [17], the authors propose an on-demand routing protocol
ODSBR, which uses an adaptive probing technique to detect
the malicious link caused by individual or collusion nodes.
In [18], they present an algorithm detecting the Byzantine
attacks during route discovery and then propose an on-
demand routing whose metric combines a node’s trust-
worthiness and performance. However, as a predetermined
route must be established before a packet transmission, it
introduces control messages for both table-driven and on-
demand routings. They would become the attackers’ major
targets leading to vulnerability of the sensor networks.

To secure geographic routing, the authors in [19] propose
a secure forwarding mechanism providing the authentica-
tion and integrity by the TIK protocol. It also combines
with a secure grid location service to verify the location
information. However, the protocol requires an assumption
that all nodes are tightly time synchronized. In our work,
we only require loosely synchronized clocks with an upper
bound on the sending time [20]. SBGR [21] is a beaconless
geographic routing where the nodes compete in a distributed
way to acquire the chance to forward the packets. SIGF [22]
presents a configurable secure geographic routing family for
the wireless sensor networks and makes the tradeoff between
security and performance. Neither of them responds to the
attacks associated with their locations. In [9], the authors
combine lightweight localization techniques with intrusion
identification techniques for accurate location information.
Their routing protocol then incorporates a distributed trust
model to prevent some routing attacks. Liu et al. [10] deploy a
location verification algorithm to address the attacks falsify-
ing the location information and then propose a trust-based
multipath routing.These works [9, 10] have some similarities
with ours, but their location verification schemes rely on a
large number of secure anchors to cover all the sensor nodes.
Our protocol does not require such an infrastructure and
makes use of the geographic leashes and TESLA scheme to
defend against these location relevant attacks.

Geographic routing or position-based routing, such as
GPSR, has drawn much attention in the literature for its
simplicity and efficiency [23–28]. However, this scheme alone
does not guarantee delivery due to the existence of local
minima (or dead ends) [5]. To tackle the issue, [25, 26] assign
for each node a virtual coordinate in a new plane and perform
greedy forwarding based on the virtual coordinates. The
authors in [28] decompose a given network into a minimum
number of greedily routable components, where greedy
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routing is guaranteed towork. In this paper, we do not discuss
the extension since the increasing complexity does not add
much in our work.

3. Network and Security Model

3.1. Network Model. We consider a wireless sensor network
which consists of sinks and large number of sensor nodes
randomly deployed in the network. Sinks are considered to be
always trusted, and sensor nodesmay be compromised by the
adversary. Nodes participate in the data forwarding for other
nodes. We assume that the wireless channel is symmetric.
All the nodes can communicate with each other within the
transmission range 𝑅. Each node is stationary in its location
and sometimes turns off the transceiver for reducing energy
consumption.

The locations of sinks as important resources are known
in advance in the system. For the reason of geographic rout-
ing, all the sensors first need to obtain their own positions.
We assume that each node’s position is securely decided once
it is deployed in the network. Moreover, all the nodes in the
network are loosely time synchronized. Nodes can overhear
and then verify the transmissions in their one-hop neighbors
over wireless channel, which enables detection of malicious
behaviors.

ESGR requires that, for each pair of end nodes, a source
𝑠 and a sink 𝑑 that wish to communicate securely across
the network share a preestablished symmetric key. Moreover,
each node has a unique identity and a pair of public and
private keys predistributed in the network.

3.2. Security Model. We define an attack as any action by an
entity that results in disruption or degradation of the routing
service. Attacks can divide into the following types.
Sybil Attack. In the Sybil attack [8], a malicious node can
behave as if it were a larger number of nodes either by imper-
sonating other nodes or simply by claiming false identities.
In the geographic routing, a Sybil node could appear in more
than one location at once. It can then tamper or forward the
packets in a black hole or gray hole attack.
Rushing Attack. A malicious node in the rushing attack
attempts to tamper packets and hurry them to the next hop
node. In the traditional routing protocol, since only one
packet is forwarded by the node, it would discard the legal
one if it was forwarded by the adversary firstly.
Wormhole Attack. Two compromised nodes can communi-
cate with each other by a private channel in the wormhole
attack [11]. The adversary can tunnel the packet to another
location and replay it there. A sensor node that hears a packet
transmission directly from one wormhole node will consider
itself to be a neighbor of that node.
Black Hole or Gray Hole Attack. In this type of attack, a
malicious node drops all or part of the received traffic. The
black hole attack is a type of attack in which a node supposed
to relay packets discards all instead. The malicious node can

also accomplish this attack selectively, which is rather called
the gray hole attack.
Other Attacks.There are some other types of attacks, such as
the blacklist attack, the replay attack, and the node selfish
attack. However, since no information about adversaries is
changed between nodes in ESGR, the blacklist attack can be
avoided. The time stamp with the authentication mechanism
can be used to prevent the replay attack. We treat the node
selfish attack as the gray hole attack as the adversary also
selectively drops packets for its own benefit.

We consider the denial-of-service attack, such as an
attacker sending a high number of messages with meaning-
less packets, will be quickly identified by the authentication
scheme. Moreover, attacks against lower layers such as the
link or the physical layer are not addressed.

4. ESGR: Efficient and Secure
Geographic Routing

ESGR is under the category of the general geographic routing,
so it contains the following two parts.

4.1. Location Beacons. In this part, our scheme imple-
ments geographic leashes and provides an efficient broadcast
authentication in the wireless sensor networks. We deploy
efficient TESLA scheme [12] as it is based on the symmetric
cryptographic primitives. TESLA requires loose time syn-
chronization among all the communicating parties. In the
network, we assume that all nodes share a synchronized
clock with a maximum clock synchronization error of Δ.
For simplicity, we assume the clock drift is negligible. ESGR
location beaconing is composed of three phases: setup,
sending location beacons, and verifying location beacons.

4.1.1. Setup. For the TESLA scheme, each node splits the time
𝑡 into a series of intervals 𝐼

1
, 𝐼
2
, . . . , 𝐼

𝑁
, where 𝑡 is the amount

of time between rekeying. The duration of each time interval
is 𝑇int in common.We denote the starting time of the interval
𝐼
𝑖
by 𝑇
𝑖
, and 𝑇

𝑖
= 𝑇
0
+ 𝑖 ∗ 𝑇int, where 𝑇0 is the starting time of

the entire hash chain. In each interval, the sensor node may
send zero or multiple packets.

Consider the chain of length 𝑁 with the values 𝐾
0
,

𝐾
1
, . . . , 𝐾

𝑁−1
for time intervals 𝐼

0
, 𝐼
1
, . . . , 𝐼

𝑁−1
. The sender

picks the last key𝐾
𝑁−1

of the key chain randomly and calcu-
lates the entire key chain using a pseudorandom function𝐹 to
derive the previous keys: 𝐾

𝑖
= 𝐹(𝐾

𝑖+1
)
∀𝑖∈{0,...,𝑁−2}

. The value
𝐾
0
serves as a commitment to the entire chain, which allows

anybody to authenticate the following values of the chain.
Moreover, TESLA uses a second pseudorandom function 𝐹
to derive the key 𝐾

𝑖
: 𝐾
𝑖
= 𝐹

(𝐾
𝑖
), which can be used to

compute the Message Authentication Code (MAC) of the
message for each time interval.

As TESLA requires an initially packet to authenticate
the neighbor nodes, we achieve this authentication with a
digital signature scheme, where the message is signed by
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Figure 1: The TESLA scheme for location beacons when the key disclosure delay 𝑑 = 2.

the private key of the node.The initially authentication packet
is transmitted by the sensor node with the identity 𝑖𝑑 as

𝑚 = ⟨𝑖𝑑, 𝑇int, 𝐾0, 𝑇0, 𝑁, 𝐼0, 𝑑⟩ , Sign (𝑚) , 𝑐𝑒𝑟𝑡, (1)

where 𝑑 is the key disclosure delay, Sign(𝑚) is the signature,
and 𝑐𝑒𝑟𝑡 is issued by the trusted Certificate Authority and
prestored into the node. On receiving the initially authenti-
cated packet, the neighboring nodeswill verify the sender and
record the associated parameters with the sensor’s 𝑖𝑑 if valid.

4.1.2. Sending Location Beacons. The neighbors’ coordinates
are updated periodically through one-hop beacons. Each
node periodically transmits a beacon 𝐵

𝑗
, containing its own

identity 𝑖𝑑 and location 𝑙
𝑖𝑑
= (𝑖𝑑

𝑥
, 𝑖𝑑
𝑦
). Our mechanism

extends the beacon to include the time stamp 𝐼
𝑖
in the current

time interval.Then the sender computes the MAC value over
the beacon with the private key𝐾

𝑖
and broadcasts the packet

to all the neighbors at the same time. For example, as shown
in Figure 1, the construction of the packet in interval 𝐼

𝑖
is

𝐵
𝑗
= {𝑖𝑑, 𝑖𝑑

𝑥
, 𝑖𝑑
𝑦
, 𝐼
𝑖
, 𝑒
𝑗
, 𝑃 (𝐵
𝑗+1
)} ,MAC

𝐾


𝑖

(𝐵
𝑗
) , 𝐾
𝑖−𝑑
,

(2)

where 𝑃(𝐵
𝑗+1
) is prediction outcome of the content of next

beacon, 𝑒
𝑗
is the sleep warning or work state with remaining

energy, and the | stands for the message concatenation.
As the TESLA scheme inevitably introduces the addi-

tional delay by the key disclosure compared to other signa-
ture schemes, our beacon message appends the prediction
outcome of next beacon 𝐵

𝑗+1
to overcome the drawback and

provide faster authentication for the beacon packet.Then, we
explain how to build the prediction outcome, as illustrated
in Figure 1, 𝑃(𝐵

𝑗+1
) = 𝐻(𝑖𝑑, 𝑖𝑑

𝑥
, 𝑖𝑑
𝑦
, 𝐼
𝑖+4
, 𝑒
𝑗+1
), where 𝐻 is a

hash function. As the sensor node with the unique identity in
our model is immobile, the identity and location information
will be always the same. The changed information is the
energy remainder of sensor node, which can be predicted by
the sender in the current beacon according to the previous
consumption model. Therefore, the location beacons are
sent periodically and then predicted. However, how to build

an accurate model to predict the energy consumption is
orthogonal to our work.

The key remains secret for 𝑑 − 1 time intervals. Packets
sent at time interval 𝐼

𝑖
can hence disclose the key 𝐾

𝑖−𝑑

if needed. Once the neighbors receive that key, they can
verify the authenticity of the previous packets sent at interval
𝐼
𝑖−𝑑

. Note that if there is no beacon or packet sent in 𝐼
𝑖+𝑑

,
the sender then transmits the secret key individually to the
receivers for the purpose of verifying the beacon 𝐵

𝑗
.

4.1.3. Verifying Location Beacons. When a neighbor node
receives a beacon, it would verify each packet that the key
used to compute the MAC of that packet is not yet disclosed
by the sender. Considering the beacon 𝐵

𝑗
arrives at the

receiver at its local time 𝑡
𝑟
, the security condition of TESLA

[20] is that

⌊

𝑡
𝑟
+ Δ − 𝑇

0

𝑇int
⌋ < 𝐼
𝑖
+ 𝑑. (3)

If this security condition is not satisfied, the receiver
would drop the packet. Otherwise, it stores the packet
and verifies the authenticity till it knows 𝐾

𝑖
later. Then it

recovers the commitment𝐾
0
by iteratively invoking the hash

function and applies the valid key to check the stored MAC.
Furthermore, when it has received an authenticated key𝐾

𝑢
in

the reconstructed key chain, the receiver only needs to verify
that𝐾

𝑢
= 𝐹
𝑖−𝑢
(𝐾
𝑖
). If the authentication is valid, the receiver

can update the key chain and store the latest authenticated
key to improve the efficiency of verification. Furthermore, to
achieve instant authentication and verify the following 𝐵

𝑗+1

after receiving 𝐵
𝑗
in our example, the receiver first verifies 𝐵

𝑗
,

gets the prediction outcome 𝑃(𝐵
𝑗+1
) from the beacon 𝐵

𝑗
, and

then checks whether the recomputed value matches 𝑃(𝐵
𝑗+1
)

given relevant values in the 𝐵
𝑗+1

.
After verifying the packet, the node could obtain the

coordinates of the sender’s location 𝑙
𝑆
= (𝑆
𝑥
, 𝑆
𝑦
) in the beacon

and cache it with the identity in the neighbor list. Then the
receiver measures the correctness of the location information
based on the geographic leashes, which is based on the
radio propagation model. Assuming that the transceiver
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gain is set to be one and the channel bandwidth exactly
matches, we define 𝛼 as the path loss factor, which depends
on the environment. The relationship between the received
signal strength 𝑃𝑑 and the distance 𝑑

𝑆𝑄
from the sender 𝑆 to

the receiver 𝑄 can be expressed as (4), where 𝐶 is the speed
of the radio and 𝑓 is the frequency of the radio [9, 29]:

𝑃
𝑑
=

𝑃
𝑡
𝐶
2

(4𝜋)
2
𝑑
𝛼

𝑆𝑄
𝑓
2
+ 𝜀. (4)

Here, 𝑃
𝑡
means the setting transmission power and 𝜀 is

represented as a zero-mean Gaussian random variable. The
maximum relative error of the distance is considered to be
𝛿. We denote the coordinates of the receiver’s location by 𝑙

𝑄
.

The value of 𝑑
𝑆𝑄

is constrained by the following inequality:
𝑑
𝑆𝑄
≤ ‖𝑙
𝑆
−𝑙
𝑄
‖+ 𝛿. Due to the inequality, the receiver weights

the location trusted information LT
𝑆
of the sender to be zero

or one, which is used to construct the trust model in the next
part.

4.2. Data Packets

4.2.1. Distributed Trust Model. For detecting routing attacks
in a WSN, we design a distributed trust model which enables
each node to define the trustworthiness of its neighbors com-
bining the location trusted information and direct trusted
information.

Wenow explain the direct trusted information. To further
detect neighbor nodes dropping or selectively forwarding
packets, the sender overhears the wireless channel to check
whether the packet is actually forwarded by its selected next
hop node. Meanwhile, it enforces efficient authentication
according to the TESLA scheme. We assume that the average
number of packets sent to node 𝐹 for forwarding is marked
as 𝑄
𝐹
and the average number of valid data transmissions of

node𝐹 ismarked as𝑉
𝐹
.Themetric of direct trust can be given

by DT
𝐹
= 𝑉
𝐹
/𝑄
𝐹
. Initially, 𝑄

𝐹
= 1, 𝑉

𝐹
= 0. Finally, the total

trust value for node 𝐹 is produced by combining the location
trusted information and direct trusted information:

𝑇
𝐹
= 𝜂 ⋅ DT

𝐹
+ (1 − 𝜂) ⋅ LT

𝐹
, (5)

where 𝜂 is the factor with 0 < 𝜂 < 1. As the number of interac-
tions increases, the direct trusted information becomes more
significant than the location trusted information; thus 𝜂 can
be modified to a larger value.

4.2.2. Opportunistic Forwarding. When the source prepares
to send a message 𝑀, it will first encrypt the message 𝑀
with a symmetric key 𝐾 sharing with one of the sinks.
As the intermediate node in the routing path needs some
information such as the unique identifier of the packet,
the source node will then put the necessary and constant
information in the header field marked as 𝐻𝐼, which is
also contained in the message 𝑀. Then, the source (or
intermediate) node𝑅 begins to calculate themetrics of all the
neighbors and establish its own forwarder list. Supposing that
the distance from the sender to the sink is𝐷

𝑅
and the distance

R

B

A
C G

F

E Sink

Figure 2: An illustration of the opportunistic forwarding scheme.
For node𝑅, the forwarder list includes nodes𝐴,𝐵, and𝐶.The packet
is then transmitted to node 𝐴, and node 𝐴 establishes its forwarder
list including nodes 𝐸, 𝐹, and 𝐺.

from its neighbor 𝐹 to the sink is 𝑑
𝐹
, the routing metric can

be given by

metric
𝐹
= 𝛽
1
⋅ (1 −

𝑑
𝐹

𝐷
𝑅

) + 𝛽
2
⋅ 𝑇
𝐹
+ 𝛽
3
⋅ 𝑒
𝐹
, (6)

where 𝑒
𝐹
is the remaining energy of node𝐹which is perceived

by node 𝑅 through frequent location beacons and 𝛽
𝑖
is the

coefficient factor (0 < 𝛽
𝑖
< 1 and 𝛽

1
+ 𝛽
2
+ 𝛽
3
= 1).

The routing metric is an integrated set of trust, energy, and
progress to the sink. Based on (6), each valid neighbor is
assigned a metric value, and the one with the largest metric
will have the highest priority.

The forwarder list is established according to the routing
metric, and we set the number of candidates for the next hop
to be 𝑁: 𝐶

1
, 𝐶
2
, . . . , 𝐶

𝑁
. For example, as shown in Figure 2,

node 𝑅’s candidate nodes for the next hop are nodes 𝐴, 𝐵,
and 𝐶 with𝑁 = 3. If𝑁𝑢𝑚 is less than𝑁, it will be filled with
pad to ensure the packet length unchanged. The payload of
the forwarding data packet can be expressed as

𝐻𝐼, 𝐸
𝐾
(𝑀) ,𝐻 (𝐸

𝐾
(𝑀)) ,𝑁𝑢𝑚,𝐶

1
, 𝐶
2
, . . . , 𝐶

𝑁
, 𝐼
𝑑
, (7)

where 𝐻 is the hash function, 𝐸
𝐾
(⋅) is one of symmetric

encryption algorithms with the secret key 𝐾, and 𝐼
𝑑
is the

current time interval. The format of𝐻𝐼 is given by:

𝑖𝑑source




𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒





𝑖𝑑sink. (8)

The identity of the source 𝑖𝑑source plus the sequence
number 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒marks a unique data packet in the network.
Therefore, 𝐻𝐼 is unique, so is 𝐻(𝐸

𝐾
(𝑀)). The source (or

intermediate) node will store the values of𝐻𝐼 and𝐻(𝐸
𝐾
(𝑀))

for each new incoming packet in its ID list. The data packet
with MAC attached is then broadcast to the neighbors. After
the transmission, the sender would also monitor the next
hop’s transmission and adjust the direct trusted value by
collecting the next hop’s feedback information.

The receiver within the source (or intermediate) node’s
transmission range could receive and verify the packet. The
validation process can be divided into two steps and operate
as follows. First, the neighbor node will authenticate the
sender of the incoming packet with the TESLA scheme.
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Then, it will look for its ID list and compare the values of
𝐻𝐼 plus𝐻(𝐸

𝐾
(𝑀)) of the packet with the cached ones. If the

packet has been received, these values are exactly equal and
the receiver would drop the packet.

After successful validation, if a node finds itself to be the
first candidate in the forwarder list (in our example, node
𝐴 or node 𝐸), it would establish its own forwarder list by
calculating each neighbor’smetrics and immediately send the
data packet. However, if it finds itself not the first candidate in
the forwarder list (e.g., node 𝐵, node 𝐶, node 𝐹, or node 𝐺),
the packet will be cached for a while according to the priority
determined by the forwarder list. For example, if there are 𝑘
nodes ahead, it will wait for 𝑘 time slots before forwarding
that packet. The cached packet is attached a counter which
will minus one every time. During the waiting, if it receives
an incoming packet that has the same 𝐻𝐼 plus 𝐻(𝐸

𝐾
(𝑀))

recorded in the ID list, the corresponding cached packet will
be discarded as it must be relayed by another candidate with
higher forwarding priority (e.g., node𝐴 or node𝐸).When the
counter returns to zero, the cached packet will be forwarded.
Subsequent nodes follow the same process until the packet
reaches the destination.

5. Security and Efficiency Analysis

5.1. Security Analysis. In this section, we specify how ESGR
addresses the major attacks described in Section 3.

5.1.1. Sybil Attack. In the Sybil attack, the authentication and
geographic leashesmechanism in ESGR can be used to detect
it. Each node in the network corresponds to a location point
and a unique pair of public and private keys. For efficiency,
when a beacon or a data packet is sent by a node, it requires
to be signed with a key of TESLA scheme. Moreover, as
the key can be authenticated by a commitment and the
commitment is signed by the node’s private key, the adversary
cannot easily impersonate other node and appear in more
than one location at the same time. If the adversary claims
false location in the beacon, the neighbor nodes can use
the geographic leashes for verification to defend against the
attack. Even if the adversary is lucky to avoid the detection,
our ESGR can deal with the misbehavior like black hole or
gray hole attack as soon as these Sybil nodes become packet
droppers.

5.1.2. Rushing Attack. In the rushing attack, the adversary
tries to block the communication by hurrying its modified
packets to the next hop node of routing path. As one of the
opportunistic routings, ESGR has more candidates to relay
the data packets. For each valid packet determined by both
the fields of 𝐻𝐼 and 𝐻(𝐸

𝐾
(𝑀)), it can avoid the tempering

attack incurred by rushing attack.Thenodes in ESGR forward
every copy of the packets even if only one of the fields
is identical. As a result, the correct packet will reach the
destination though it also receives some redundant packets.

5.1.3. Wormhole Attack. ESGR verifies the locations of the
neighbors by the geographic leashes and then obtains the

results of validations. Followed by a low location trusted
value, ESGR can alleviate the consequences of the wormhole
attack. Furthermore, after the adversaries have taken control
of a fraction of the traffic through creating the wormholes,
they wouldmaliciously drop or corrupt packets, whichwould
be alleviated by the distributed routing metric in our scheme.

5.1.4. Black Hole or GrayHole Attack. Under the black hole or
gray hole attack, the number of the packets received by sink
nodes in the network will decrease largely. ESGR can ensure
the throughput when the malicious nodes drop or selectively
drop data packets, as potential multiple paths are available in
the opportunistic forwarding scheme. Even when there are
many black hole attackers, our path can avoid selecting them
for the next hop with their low trust values.

As illustrated in Figure 3, consider that node 𝐴 is a new
black hole and node 𝐹 is an existing gray hole node. A packet
is forwarded by node 𝑅 to the sink, and the forwarder list is
node𝐴, node 𝐵, and node𝐶. In case node𝐴 is selected as the
first candidate, the packet would be dropped. Then, node 𝐵
as the second candidate will relay the packet to node 𝐹, 𝐺,
or 𝐻 for the next hop instead of node 𝐴 and suppress the
lower priority candidate’s forwarding (node 𝐶). We assume
that node 𝐵 suspects that node 𝐹 is an adversary due to its
low trust value.With the largest routingmetric, node𝐺would
be selected as the first candidate with the highest priority by
node 𝐵. The packet would be transmitted to node𝐺 and then
forwarded to the sink. Moreover, as node 𝑅 does not receive
the packet sent by node 𝐴, our routing mechanism decreases
the direct trusted value DT

𝐴
thus lowering the routingmetric

metric
𝐴
for node 𝐴. When node 𝐵 succeeds in delivering

the packet, node 𝑅 increases and updates its routing metric
metric

𝐵
. Therefore, after a period of time, node 𝑅may select

node 𝐵 as the first candidate with the highest priority for the
following packets.

5.2. Efficiency Analysis . We conduct the theoretical analysis
of PDR and end-to-end delay performance.

5.2.1. Packet Delivery Rate. Assume there are maximum 𝑁

forwarding candidates. Suppose 𝑝
𝑥
is the probability that

the data packets are dropped by the candidate node. The
analytical packet delivery ratio is the end-to-end probability
that a packet is successfully delivered from a source to the
sink:

𝑃ESGR = (1 − 𝑝
𝑁

𝑥
)

𝐿−1

, (9)

where 𝐿 is the average hop for the packet. For simplicity, we
assume the per-hop packet delivery is independent of each
other.

For GPSR like unicast routing protocol, the packet deliv-
ery ratio is denoted as follows:

𝑃unicast = (1 − 𝑝𝑥)
𝐿−1
. (10)

We can see that the opportunistic routing significantly
improves the packet delivery rate comparedwith the ordinary
unicast routing.
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Figure 3: An illustration of black hole attack and gray hole attack.
Node 𝐴 is a black hole node. Node 𝐹 is a gray hole node.

5.2.2. End-to-End Delay. In order to measure the end-to-end
delay in theory, we study the per-hop packet forwarding delay
of the 𝑄th candidate. It is divided into two parts: one part
is introduced by the sender and the other comes from the
candidate coordination:

Δ𝑇ESGR = 𝑡𝑠 + (𝑄 − 1) ⋅ Δ𝑇, (11)

where Δ𝑇 represents the given time slot and 𝑡
𝑠
denotes

the packet transmission delay in the corresponding normal
situations. Assume the 𝑄th forwarder relays the packet for
one transmission on average; then

𝑄 =

𝑁

∑

𝑖=1

𝑖 (1 − 𝑝
𝑥
) ⋅ 𝑝
𝑖−1

𝑥
+ 𝑁 ⋅ 𝑝

𝑁

𝑥
. (12)

Since ESGR is one of the opportunistic routings, wemake
use of the broadcast nature that all nodes within the coverage
of the sender would receive the signal. To decrease the packet
loss, some alterations are encouraged on the RTS/CTS/ACK
mechanism in 802.11b like [15]. The packet is sent in unicast
form and takes the first candidate as the next hop. On the
receiver side, if the message’s next hop is not the receiver, it is
also delivered to the upper layer and then processed by ESGR.
The sender delay includes four parts: channel contention time
for 802.11b (𝑇

𝑐
), data transmission time (𝑇data), propagation

delay (𝑇
𝑝
), and the key disclosure delay for authentication

(𝑇key). Then, 𝑡
𝑠
= 𝑇
𝑐
+ 𝑇data + 𝑇𝑝 + 𝑇key.

Therefore, the end-to-end packet transmission delay of
ESGR can be expressed as follows:

𝑇ESGR = Δ𝑇ESGR ⋅ 𝐿

= (𝑇
𝑐
+ 𝑇data + 𝑇𝑝 + 𝑇key

+ (

𝑁

∑

𝑖=1

𝑖 (1 − 𝑝
𝑥
) ⋅ 𝑝
𝑖−1

𝑥
+ 𝑁 ⋅ 𝑝

𝑁

𝑥
− 1) ⋅ Δ𝑇) ⋅ 𝐿

(13)

while the end-to-end delay of unicast routing with 𝑁 = 1 is
given by 𝑇unicast = (𝑇𝑐 + 𝑇data + 𝑇𝑝 + 𝑇key) ⋅ 𝐿.

Table 1: Experimental setup.

Parameter Value
Plane size 1 km by 1 km
Number of nodes 50∼300
Medium access control 802.11 b at 1Mbps
Transmission range 250m
Traffic size 512 Bytes
Number of candidates 𝑁 = 3

Number of flows 10CBR, 2 packets/s
Parameter 𝜂 = 0.7, 𝛽

1
= 0.4, 𝛽

2
= 0.4, 𝛽

3
= 0.2

We can find that with a larger value of 𝑁, the packet
delivery rate is higher but the end-to-end delay is also larger.
In our simulation, we will show how the candidate number
affects both the performances of PDR and delay.

6. Simulation

The performance of ESGR is evaluated by the OPNET
network simulator, together with the geographic routing
protocol GR (the versionwith perimeter forwarding switched
off GPSR) and the zone routing protocol ZRP.We employ the
propagation model of two-ray ground. Moreover, we use the
AES algorithm for encryption with secret key of 128 bits. The
length of MAC or the hash key is 80 bits. The time slot of
opportunistic routing is set to be 10ms. Some other important
parameters are set inTable 1.Theperformancemetrics consist
of the packet delivery rate, the end-to-end delay, and the
bandwidth of overhead.

6.1. NodeDensity. Anumber of nodes are placed randomly in
a square area of 1000m.We assume that one fifth of the nodes
in the network are the black hole nodes. We measure the
performance of all the protocols in different sized networks,
with the increasing node density.

Figure 4 shows the performance of packet delivery rate.
Due to one of the opportunistic routings, the PDR of ESGR
is the highest in all the scenarios with different network size.
In the network of 300 nodes, ESGR outperforms the GR and
ZRP protocols and enables more than 95% packet delivery
rate on a 1000m∗1000mplace with 60 black hole nodes.The
differences of PDRs are not distinct for geographic routings
under various node densities.

The overhead is measured by the extra bits per second
for data transmissions. When the number of sensor nodes
increases, the overheads of three protocols also increase as
the density of neighbor nodes becomes larger. As shown in
Figure 5, the node density impacts the effectiveness of ZRP by
the decrease of the throughput. Although ESGR has a larger
overhead than GR, it is still accessible for the network’s load.

From the simulation results, ESGR has 1.5 times higher
PDR than the other two protocols and keeps stable with an
acceptable growing overhead when the network size grows
large.
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Figure 4: Packet delivery rate for different node densities.
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Figure 5: Overhead for different node densities.

6.2. Proportion of Malicious Nodes. We assume that the
network size is 100 nodes.The proportion of malicious nodes
in the network varies from 0.1 to 0.7. The malicious nodes
would drop or tamper the data packets that introduces packet
loss. We consider these attacks leading to packet dropping to
be black hole and gray hole attacks as they have the same
consequences. Then, black hole nodes would drop all the
packets that they have received. For gray hole nodes, the
probability of packet loss is set to 0.5.

As shown in Figures 6 and 7, the insecure routingsGRand
ZRP are very sensitive to malicious nodes. The delivery rate
falls rapidly even with a small percentage of gray hole nodes.

1

0.9

0.8

0.7

0.6

0.5

0.4

0.3

0.2

0.1

0

Pa
ck

et
 d

el
iv

er
y 

ra
te

Proportion of malicious nodes
0.1 0.2 0.3 0.4 0.5 0.6 0.7

GR
ZPR
ESGR

(a) Packet delivery rate

ET
E 

de
lay

 (s
)

0.07

0.06

0.05

0.04

0.03

0.02

0.01

0

Proportion of malicious nodes
0.1 0.2 0.3 0.4 0.5 0.6 0.7

GR
ZPR
ESGR

(b) End-to-end delay

Figure 6: Packet delivery rate and end-to-end delay for different
proportions of black hole nodes.

The simulation results also indicate that malicious nodes do
not deeply affect the delivery rate of our ESGR. The packet
delivery rate falls from close to 100% to more than 85% when
half of the sensor nodes are black hole nodes. They can be
detected by our distributed trust model, andmore candidates
in the opportunistic routing are used for transmissions to
improve the PDR. We can also find that the performances
across all protocols against the gray hole attack are similar to
those against the black hole attack.When half of sensor nodes
become gray hole nodes and lose packets with a probability
of 50%, ESGR can achieve the delivery rate of more than 95%
whileGR andZRPonly obtain the PDRof approximately 60%
in the hostile sensor networks.
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Figure 7: Packet delivery rate and end-to-end delay for different
proportions of gray hole nodes.

As the proportion of malicious nodes is increasing, the
average end-to-end delays of GR andZRP decrease. However,
the delay in ESGR grows in the hostile network, as it
adopts more candidate nodes to ensure the throughput at the
expense of some delay.The link breaks because the black hole
or gray hole nodes would introduce suboptimal candidate
to relay the data packets. The delay of such packets would
raise the average delay. Moreover, the TESLA scheme also
introduces the authentication delay, which is one part of the
end-to-end delay performance.

Therefore, ESGR can maintain an uninterrupted and
secure communication while the delay is growing within the
scope of permission.
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Figure 8: Packet delivery rate for different candidate numbers.
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6.3. Candidate Number. The number of candidates could
affect the performance of ESGR, as simulated in a network
with 200 nodes. The more forwarding candidates are in
the network, the higher delivery rate could be achieved to
improve the robustness, as shown in Figure 8. Neverthe-
less, the improved gain becomes slower when 𝑁 continues
increasing. The measured results are almost consistent with
our theoretical analysis in Section 5.

The simulation result of the end-to-end delay perfor-
mance is shown in Figure 9. When many normal nodes
become black holes, they would often block the communi-
cation leading to a high probability of packet dropping. As
a result, the increasing value of 𝑄 aggravates the average
delay. While many forwarding candidates have joined to
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relay packets, the step of the PDR improvement becomes
narrow and the end-to-end delay would increase due to
the long one-hop delay during a successful delivery. In
our comparisons, we ignore the correlation of per-hop in
the theoretical analysis, which contributes to the difference
between the simulated and the theoretical results.

7. Conclusion

In this paper, we design and present an efficient and
secure geographical routing against a series of attacks. ESGR
requires associative one-way hash function and TESLA
mechanism for security. It also makes use of the broadcast
nature of wireless channel and forwards packets based on
the opportunistic approach. Furthermore, our routingmetric
is combined with a novel distributed trust model to defend
against packet tempering and dropping incurred by the Sybil
attack, wormhole attack, black hole attack, and so forth.

ESGR is evaluated under various network configurations
such as node density, proportion of malicious nodes, and
candidate number. We show that the protocol can tolerate
the existence of the malicious nodes and still maintain a
high throughput at the expense of some acceptable delay in
hostile sensor networks. In the future work, the mobility of
sensor nodeswill be introduced in the network scenarios, and
extended analysis against collusion attacks will be conducted.
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Energy awareness is a vital design issue in wireless sensor networks. Since the amount of sensing datamay be large and sensor nodes
are usually battery-powered, it is critical to design energy-efficient routing algorithms to prolong network lifetime. Given a certain
sensor deployment, the routing strategy of sensor data would have profound effects on the communication cost. In this paper, based
on low-energy adaptive clustering hierarchy (LEACH) series protocols which are low-energy consumption adaptive clustering
routing protocols, we propose the OVSF mechanism based routing protocol and EERPP (Energy-Efficient Routing Protocol based
on Priority). Simulation results of OVSF mechanism based protocol and EERPP demonstrate a significant improvement on the
network metrics such as the lifetime and the end-to-end delay.

1. Introduction

Wireless sensor network (WSN) in which sensor nodes,
sink, and management node are deployed, is a new kind
of data-centric wireless network. It has been the focus of
a lot of recent research and development. As widely used
in military, biology, transportation, environmental science,
health monitoring and space exploration, and so forth, it has
been recognized as one of the most important technologies
in the 21st century [1].

The primary purpose of a wireless sensor network is
to sense the environment and collect or relay the collected
information. Many routing, power management, and data
dissemination protocols have been specifically designed for
WSNs where energy awareness is an essential design issue
[2, 3].

To prolong the lifetime of wireless sensor network, inno-
vative techniques that improve energy efficiency are highly
required. The above constraints combined with a typical

deployment of a large number of sensor nodes pose many
challenges to the design and management of WSNs and
necessitate energy awareness at all layers of the networking
protocol stack. At the network layer, it is highly desirable
to find solutions for energy-efficient route discovery and
relaying of data from the sensor nodes to a sink or base-
station (BS) so that the lifetime of the network is maximized.

Routing in WSNs is very challenging due to its inherent
characteristics that distinguish them from contemporary
communication and wireless ad hoc networks. First, it is
not possible to generate a global addressing scheme for the
deployment of sensor nodes. Therefore, classical IP-based
protocols cannot be directly applied to sensor networks. Sec-
ond, in contrast to typical communication networks almost
all applications of sensor networks require the transmission of
sensed data frommultiple sources to a particular sink.Third,
the generated data traffic has significant redundancy since
multiple sensors may generate same data within the vicinity
of an event. Such redundancy needs to be well handled
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by the routing protocols to improve energy and bandwidth
utilization. Fourth, sensor nodes are constrained in terms of
transmission power, energy, processing capacity, and storage.
Thus, they require careful resource management.

Due to such differences, many new algorithms have been
proposed for the routing problem in WSNs [4, 6–17]. One
of the famous hierarchical network routing protocols is low-
energy adaptive clustering hierarchy (LEACH), which has
been widely utilized for its energy efficiency and simplicity
[18]. In the clustering environment, sensing data gathered by
the nodes is transmitted to BS through cluster heads (CHs).
As the nodes will communicate data over shorter distances in
such an environment, the energy spent in the network is likely
to be substantially lower compared to when every sensor
communicates directly to BS. To this end, various clustering
algorithms have been proposed in different context. Most
algorithms aim at generating the minimum number of clus-
ters and minimum transmission distance. These algorithms
also distinguish themselves by how the CHs are elected. The
LEACH algorithm and its related extension [19] are based
on continuous cycle of cluster reconstruction which can be
described using “round” concept. Each cycle is divided into
two stages: cluster building stage and the stability of the data
transmission stage. The protocol is by means of selecting
new CH to balance the energy of the nodes to improve the
wireless sensor network lifetime. At the same time, to realize
the irrelevant data transmission among nodes, it uses the
TDMA (Time Division Multiple Address) mechanism [20].
To some extent, it improves the performance of wireless
sensor network. However, the TDMA mechanism incises a
transmission time frame into several slots which request the
routing protocol to do time synchronization on the total
system. It has higher delay and not very efficient if we put
forward higher requirements on the energy utilization.More-
over, in TDMA based mechanism, the node always transmits
the data in its time slot but ignores its own requirement,
which may cause unnecessary energy consumption, while
OVSF based mechanism solves this problem by checking the
nodes’ own requirement, for example, whether the nodes
have sensed interesting information or not.

In this paper, we propose (1) an improved protocol based
on LEACH series protocols which we select instead of the
TDMA mechanism, and (2) a new transmission algorithm
which is EERPP (Energy-Efficient Routing Protocol based on
Priority) for each CH to transmit their own cluster members
data or relay the data.

The remainder of the paper is organized as follows.
Section 2 presents related work. Section 3 explains the
improved mechanism based on OVSF code. Section 4
describes the proposed new transmission algorithm EERPP.
In Section 5, we evaluate the performance of improved
protocol by simulation. Section 6 concludes the paper.

2. Related Work

Many researchers have devoted themselves to the optimal
routing protocol in WSNs. The proposed routing protocol
can be divided into two categories: one is the plain routing

protocol, such as direct diffusion (DD) [21] and security
protocol for sensor networks, and the other is the clustering
routing protocol, such as low-energy adaptive clustering
hierarchy (LEACH). In this paper, we focus on the clustering
routing category.

To address the issue of limited communication band-
width and energy in WSN, Heinzelman et al. firstly pro-
pose a low-energy adaptive clustering hierarchy (LEACH)
application-specific protocol [18]. It improves system life-
time compared with general-purpose multihop approaches.
Recently, a variety routing protocols have been proposed
which were improvement version of LEACH protocol. You-
nis et al. [22] propose REED (Robust Energy-Efficient-
Distributed clustering) for clustering sensors deployed in
hostile environments in an interleaved manner with low
complexity. REED is a self-organized clustering method
which constructs independent sets of CH overlays on the
top of the physical network to achieve fault tolerance. Each
sensor must reach at least one CH from each overlay.
Attea and Khalil proposed a new evolutionary based routing
protocol for clustered heterogeneous WSNs [23]. The aim
was to alleviate the undesirable behavior of the Evolution-
ary Algorithms (EAs) when dealing with clustered routing
problem in WSN by formulating a new fitness function that
incorporates two clustering aspects, namely, cohesion and
separation error. Cheng et al. proposed NHRPA, a novel
hierarchical routing protocol algorithm for WSNs in [24].
The proposed routing protocol adopts routing technology
for the nodes based on the distance of nodes to the base
station, density of nodes distribution, and residual energy of
nodes.The evaluation results show that the proposed routing
protocol algorithm is more efficient for wireless sensor
networks in terms of the energy usage, packet latency, and
security in the presence of node compromise attacks. Jiang
et al. present a QoS-guaranteed coverage precedence routing
algorithm in [25] to accommodate both energy-balance and
coverage-preservation for sensor nodes inWSNs.The energy
consumption for radio transmissions and the residual energy
over the network are taken into account when the proposed
protocol determines an energy-efficient route for a packet.
The proposed protocol is able to increase the duration of
the on-duty network and provide extra service time with full
sensing coverage compared with LEACH and the LEACH-
Coverage-U protocols, respectively. Sun and Gu [26] propose
an energy-efficient clustering scheme based on LEACH (low-
energy adaptive clustering hierarchy), that is, LEACH-Energy
Distance (LEACH-ED). In LEACH-ED, CHs are selected by
a probability based on the ratio between residual energy of
node and the total current energy of all of the sensor nodes in
the network. LEACH-ED is a kind of self-organized protocol
based on LEACH. Almost all these improvements based on
LEACH are to research a better clusteringmethod to improve
the performance of WSNs. However, the TDMA (Time Divi-
sion Multiple Access) mechanism used or assumed in these
protocols may cause long end-to-end delay and consequently
high energy consumption because nodes have to send data to
the sink at its own distribution time slot. To address this issue,
we propose an improved routing protocol based on OVSF
code transmission instead of TDMA. Compared with TDMA
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based protocol, the proposed OVSF based routing protocol
greatly reduces time delay and improves the network energy
utilization efficiency.Moreover, it also facilitates sensor nodes
localization. As we know, LEACH is based on “round” and
there are two stages in each “round.” If we only consider
the CH selection methods and ignore other aspects, it is not
efficient on the performance improvement ofWSNs.Thus we
propose a new OVSF code based protocol to replace TDMA
which greatly improves the utilization ratio of energy and the
delay ofWSNs.We do not focus on the clusteringmechanism
but the data transmission mechanism.

3. Improved Mechanism Based on OVSF

3.1. The Principle and Mathematical Theory of OVSF. OVSF
(orthogonal variable spreading factor) which is firstly pro-
posed in 1997 by Adachi is a variable spread spectrum factors
based on orthogonal code [27–32]. Taking advantage of its
orthogonal and inherence, it perfectly complete the data
transmission in wireless communication.

The mathematical theory of OVSF is as follows.
Set {𝐶

𝑁
(𝑛)} where 𝑛 = 1, . . . , 𝑁 is a collection of

orthogonal spread spectrum code which has length𝑁. If the
𝑁 orthogonal 𝐶
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Theorthogonal code of variable length also can be formed
with the structure of recursive tree. The spanning tree is
shown in Figure 1.

The proposed mechanism based on OVSF code realizes
the optimal transmission by selecting better code when the
number of cluster members is smaller than the vector length.
At the beginning of the data transmission, the mechanism
selects an optimal𝑁 as the layer of OVSF code spanning tree.
The selection algorithm is shown in Figure 2.

3.2. The Process of Data Transmission Based on OVSF. The
proposed OVSF basedmechanism follows the process below:

(1) the CH sends theOVSFmatrix to its clustermembers;
(2) the nodes add a group of OVSF code in front of the

data;
(3) at theCH,we use the sameOVSFmatrixmultiplied by

the received data. Transmission process and decoding
principle are shown in Figure 3.
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Figure 1: The spanning tree of OVSF.
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Figure 2: The selection algorithm of spanning tree layer.

For the OVSF code distribution mechanism, we select
the DCA (Dynamic Code Allocation Scheme). As the name
suggests, the allocated codes are dynamic in nature in the
sense that a particular session may start transmitting with
a particular OVSF code and end its session with a different
code. The decision algorithm is shown in Figure 4.
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Figure 4: The distribution algorithm of DCA.

Through the DCA algorithm, while ensuring efficient
use of the code resource the delay can be reduced and
the throughput of WSNs can be improved. The proposed
OVSF mechanism outperforms TDMA on the delay, energy
consumption, and throughput.

As Figure 3 shows, the data flow 𝑅(𝑡) is transmitted by
multiplying its distributed OVSF code and when the data
flow arrives at the CH they are multiplied by the same OVSF
matrix 𝐶

𝑁
. The CH identifies the data of its member through

the OVSF code which is distributed at the stage of cluster
building. As eachOVSF codemultiplies thematrix𝐶

𝑁
whose

rows are orthogonal to each other, we can decode the signals
using (2) which shows the decoding principle:
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The data transmission process can be represented by

𝑅 (𝑡) ∗ 𝐶𝑖
∗ 𝐶
𝑗
= {

0 𝑖 ̸=𝑗,

𝑖𝑅 (𝑡) 𝑖 = 𝑗,

(3)

where 𝑖 is the serial number of the distribution of OVSF
code and 𝑗 is the row number of the matrix 𝐶

𝑁
which is

multiplied by the data flows at the CH. The orthogonality
and incoherence of each node has been utilized not only for
indiscriminate data transmission, but also for reducing the
delay and improving the energy consumption rate compared
with the TDMA.

4. The Energy-Efficient Routing Protocol
Based on Priority (EERPP)

4.1. The Model of EERPP. As mentioned above, during the
stability of the data transmission stage, the CHs collect
the sensing data of cluster members and transmit or relay
messages to the sink. In this mechanism, the duty of CHs
is to transmit the data of their own cluster members or act
as a relay. When the CH acts as a relay, it transmits the
data all the time until the sink receives the sensing data.
Considering the possible high energy consumption due to the
repetitive transmissions, it is obvious that this mechanism is
not efficient enough and there is some space to improve.

To solve the above inefficient mechanism, we propose
the EERPP for CH to transmit or relay the data. With the
EERPP, each CH is given a transmission priority according
to the distance to the sink. In other words, the CH which is
closer to the sink would have higher priority to send the data
to sink and the other CHs would go to sleep stage to avoid
the repetitive data transmission. The proposed EERPP is a
transmission mechanism based on priority for better energy
balance.

Firstly, we define a region to assign the transmission
priority. According to the distance to the sink, we define the
topology of WSNs to 𝑘 regions through (4). The illustration
of the region division and transmission priority is shown in
Figure 5,

𝑘 =

[𝑑]

𝑑sensor
, (4)

where the value of 𝑘 stands for the priority.
As shown above, the topology of the wireless sensor

network is divided into 𝑘 (𝑘 ≥ 1) areas. Then we assign the
priority for every CH to send its own data or relay others’
data. Under the EERPP, 𝑅

1
has the highest priority to send

data to sink than all the other CHs. To sum up, the CH 𝑅
𝑗
has

higher transmission priority when 𝑗 is lower than other CHs’
priority. The value of each CH’s index 𝑗 is computed in

𝑗 =

{
{

{
{

{

1 𝑑sensor ≥ 𝑑,

{1 + 𝑑 − [

(𝑑sensor)

𝑑

] ∗ (𝑘 − 1)} ∗ 𝛽 𝑑sensor < 𝑑.

(5)
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Figure 5: The illustration of transmission priority.

4.2. The Algorithm of EERPP. The algorithm is divided
into two stages. Firstly, we compute the value of region
𝑘 where 𝑑 is the distance from CH to sink and 𝑑sensor is
the sensor’s detection distance. We calculate the number of
region according to the sensor’s sensing distance (𝑑sensor). To
reduce the data replication, we select the𝑑sensor as the distance
of one hop. As the result, the algorithm could guarantee the
successful data transmission and reduce unnecessary energy
cost.

Then we calculate the index of CH in (5) where 𝛽 is the
weight value which affects the transmission priority so as to
affect the performance of WSN. The reason of introducing
𝛽 is that the multipath fading is considered when the WSN
is built in certain severe environment. At different working
environment, we can adjust the value of 𝛽 to get the optimal
energy consumption rate.

Theprocedure of the proposed algorithm for efficient data
transmission from the CH to the sink is as follows.

Step 1: calculate the value of 𝑘 using (3).
Step 2: calculate the value of 𝑗 using (4).
Step 3: receive the members’ data or other clusters’ data.
Step 4: go to the transmission mechanism

While the data is from its own members, transmit to
next CH whose 𝑅

𝑗𝑡
is 𝑅
𝑗+1

.
While the data is not from its own members, go to
relay mechanism.

If (𝑗 == 1) transmits data to sink, else the 𝑅
𝑗++

transmits data to next CH.

When the CHs are not at the stage of transmission, they
would be turned into sleep to save energy. Through this
priority based transmission mechanism it would prolong the
lifetime of WSNs.

5. Simulation

In this paper, we select NS-2.34 based on Ubuntu as the
simulation platform to evaluate the OVSF and priority based
transmission mechanisms that we proposed. Details of the
simulation environment are given in Table 1.

Table 1: Simulation scenario parameters.

Network parameters Value
Simulation area (m ∗m) 100 ∗ 100
Number of node 101, 201
The station of Sink (200, 200)
Initial energy (J) 5
Excvr (J/bit) 50𝐸 − 9

Packet-size/bit 512
Simulation time (s) 600
Distance of sensor sensing (𝑑sensor) 10
Shadowing model Lognormal
Fading model Ricean
Deployment Random

The delay of network
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Figure 6: The delay of network [4, 5].

Firstly, we compare the network delay and energy con-
sumption between the TDMA and OVSF mechanism. In the
simulation, we use the number of alive-nodes to represent the
energy consumption. We stipulate that the protocol in which
there are more alive-nodes has lower energy consumption
in the network. This paper is an extension of our previously
published papers [4, 5] in which the relational results are
shown in Figures 6 and 7 with initial random deployment
of nodes in every time execution. It is clear that the OVSF
mechanismoutperformsTDMAmechanismwhich is applied
in LEACH and its related extensions in terms of network
lifetime and end-to-end delay.

Secondly, we apply the EERPP algorithmand compare the
performance with the OVSF mechanism when we set 𝛽 = 1.
The simulation result is shown in Figure 8. As we explained
before, the protocol which has more remaining nodes has
lower energy consumption, so EERPP outperforms OVSF
based mechanism on energy consumption; furthermore, it
outperforms LEACH series protocols.

Finally, we simulate the performance of EERPP while the
value of 𝛽 is different from 0 to 1. The simulation result is
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Figure 8: The comparison between EERPP and OVSF.

shown in Figure 9. The performance shows the best when 𝛽
is around 0.8.

To prove that the improved routing protocol has scala-
bility, we reset the simulation parameters and simulate the
remaining number of nodes. We set the simulation area as
200∗200 (m2) and the number of nodes is configured to 200.
At the same time, we adjust the simulation time to 1000 (s).
The value of 𝛽 is set to 0.8. The simulation result is shown
in Figure 10 and shows similar characteristics with 100 ∗

100 (m2) area which proves on some aspect the scalability of
the proposed algorithms.

As shown above, the OVSF mechanism is better than the
LEACH and its extensions which use TDMA mechanism in
terms of the delay and energy consumption. The proposed
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newCH transmission algorithmwhich is EERPP, the remain-
ing number of nodes is higher than the OVSF mechanism
while it is certainly higher than the TDMA mechanism. At
the same time, we simulate the proposed mechanisms in
the deployment area with different size to prove that the
improved routing protocol based on OVSF and EERPP has
scalability when evaluating the energy consumption rate. We
also simulate with different values of 𝛽 to see how the weight
values affect the energy consumption of nodes. Based on the
above results, we can conclude that the improved protocol
based on OVSF code and EERPP has significant advantages
on the delay and energy consumption over LEACH series
routing protocols.
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6. Conclusion

In this paper, we propose an improved protocol based on
OVSF code and an Energy-Efficient Routing Protocol based
on Priority (EERPP) in a cluster based sensor networks.
From the simulation results, we can conclude that the OVSF
code mechanism has advantages compared with the LEACH
series protocols utilizing TDMAmechanism in terms of both
network delay and lifetime, while the proposed EERPP is
better than LEACH and OVSF based mechanism in terms of
energy consumption. At the same time, we can also decide
an optimal value of 𝛽 which is near 0.8 to improve the
performance to adapt to different environment where WSNs
are deployed.
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The energy hole problem exerts great impact on the energy efficiency and lifetime of wireless sensor networks (WSNs) based on
many-to-one communication model. Unequal cluster emerged in recent years is a good way to alleviate the energy hole problem
by dispersing cluster heads’ burden. However, it fails to address this problem fundamentally due to its inherent characteristics.
The single non-uniform nodes distribution strategy can alleviate the energy hole problem well by setting more nodes in networks
to achieve energy balance, yet it may result in low energy efficiency and high cost of the networks. In this paper, by analyzing
and minimizing intra- and inter-cluster energy consumption, we construct a suboptimal unequal cluster for WSNs. We propose a
non-uniform sensor distribution strategy based on the previous unequal cluster in accordance with the energy balance principle.
Simulation results show that our proposed non-uniform sensor nodes distribution strategy can not only achieve good energy
efficiency as the unequal cluster method, but also ensure the network energy consumption balance and resolve the energy hole
problem completely as the non-uniform sensor distribution approach. Furthermore, our algorithmneeds fewer sensors to be settled
than single non-uniform node distribution.

1. Introduction

Advances in MEMS-based sensor technology and wireless
communications in recent years have contributed to the
development of low-cost, low-power, multifunctional sensor
nodes that are small in size with short communication
distance and weak computational ability. These small sensor
nodes are capable of sensing the environment, storing and
processing the collected sensor data, and interacting and
collaborating with each other within the network [1]. Due
to the characteristics of strict energy constraint and non-
rechargeable energy provision, the energy resource of sensor
networks should be wisely managed to extend the lifetime of
sensors. Since energy consumption is of vital importance for
wireless sensor networks, much attention has been paid to
low-power hardware design, collaborative signal processing
techniques, and energy-efficient algorithms at various WSNs
[2, 3].

Themain goal ofWSNs is to collect useful information as
much as possible in the monitoring area, which implies that

energy efficiency and lifetime of networks are very important.
In order to achieve high energy efficiency and increase
network lifetime, sensors are often hierarchically organized
into clusters. Within a cluster, each node has its own cluster
head (CH) and transmits data to its CH over relatively short
distance, which in turn forwards the data (or it is further
aggregated) to the sink via a single-hop or a multihop path
through other CHs. Previous researches have shown that
multi-hop communication between a data source and a data
sink is usually more energy efficient than direct transmission
due to the characteristics of wireless channel. This method
can ensure high energy efficiency. However, the energy hole
problem arises when themulti-hop forwardingmodel is used
in intercluster communication. As the cluster heads close
to the data sink are burdened with heavy relay traffic, they
will die much faster than the other cluster heads, reducing
sensing coverage and causing network partitioning [2, 4–7].
Although the strategy of rotating the cluster head role ensures
that sensors consume energy in a more consistent manner,
the energy hole problem described previously still cannot be
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eliminated. Experimental results in [4] show that when the
network lifetime is over, up to 90% of the total initial energy
of the nodes is left unused in uniform sensor distribution
WSNs.The unbalanced distribution of communication loads
caused by this problem has become a key factor that affects
the lifetime of the networks.

In order to solve this problem, many strategies have been
proposed. Some proposed clustering algorithms to alleviate
this problem by wisely arranging the cluster size. The result
is that clusters closer to the base station are expected to have
smaller cluster size. By this way, the CHs will consume less
energy during the intracluster data processing and preserve
more energy for the inter-cluster relay traffic to prevent their
premature death. This kind of unequal cluster strategy can
alleviate the energy hole problem and achieve better energy
efficiency than equal cluster structure in WSNs. But the
energy hole problem described previously still cannot be
eliminated completely due to its inherent characteristics of
many-to-one communication. In nonhierarchical flat struc-
ture WSNs, Lian et al. [4] explicitly proposed a nonuniform
node distribution strategy to solve the energy hole problem
and enhance the data capacity. In [5], the authors also argue
that energy depletion balance may be achieved by using the
non-uniform node distribution method. Wu et al. [8] pro-
posed a non-uniform node distribution method to address
the energy hole problem. These single nonuniform node
distribution strategies can solve the energy hole problem but
need more nodes to be deployed for sharing the task of data
relay without any data aggregation, thus resulting in lower
energy efficiency and high cost.

In this paper, by combining the advantages of both
unequal cluster and non-uniform node distribution app-
roach, we develop a non-uniform sensor distribution strat-
egy based on unequal cluster to eliminate the energy hole
problem. We adopt the corona model of WSNs and divide
energy consumption in each cluster into two parts including
intra- and intercluster energy consumption. By analyzing the
energy consumption relationship between intra-cluster data
processing and inter-cluster data forwarding, we derive the
expression of the per node energy consuming rate (ECR)
based on the distance from clusters to the sink.Through ECR
model, we find that if the cluster size (the same as corona
width) is reasonably arranged, ECRwill beminimized, which
means minimal average energy consumption of nodes and
longer network lifetime. With the minimal ECR in each
corona, we deduce the non-uniform sensor distribution
method.

In our strategy, nodes with different density are placed
in different coronas according to the previous non-uniform
sensor distribution results. If we let 𝜌min denote the lowest
node density that can meet the requirement of networks
coverage and connectivity, the set of sensors with density
higher than 𝜌min in some coronas will be selected to be
put into sleep mode, which means no participation in data
sensing and forwarding tasks. All active nodes are organized
into unequal clusters. When some nodes die prematurely due
to the energy hole problem, the redundant sleeping nodeswill
wake up in time to ensure the normal operation of networks
[9]. Our goal is to ensure that there is nearly no residual

energy in networks when networks lose information collec-
tion and transmission abilities, rather than that all settled
sensors use up their energy at the same time. Theoretical
analysis and simulation results show that our non-uniform
sensor distribution strategy based on unequal cluster can
obtain both the energy efficiency of unequal hierarchy cluster
and achieve the energy consumption balance of non-uniform
sensor distribution for WSNs. The energy hole problem
can be resolved completely using the least sensor nodes.
Moreover, the lifetime of network can be longer compared
with single unequal cluster protocol or non-uniform node
distribution strategy.

The remainder of the paper is organized as follows.
Section 2 covers related researches in this area; Section 3
introduces the system assumptions used throughout this
paper; Section 4 establishes and analyzes the ECR model of
sensor nodewith intra- and inter-cluster communication and
introduces the calculation algorithm for non-uniform sensor
distribution strategy; Section 5 elaborates on our simulation
efforts and the analysis of the results obtained; Section 6 offers
concluding remarks and points out research directions in the
future.

2. Literature Review

In recent years, a large number of papers have been published
on how to extend the network lifetime and solve energy
hole problem for WSNs. Up till now, many algorithms
about hierarchical cluster and nodes distribution have been
proposed for addressing them. In the following part, we will
give a brief review to the most important researches and
findings related to our approach.

Li and Mohapatra [10] initiated the energy hole problem
study in a large many-to-one sensor network.They described
the energy hole in a corona model and defined the per
node traffic load and the per node energy consuming rate
(ECR), both of which are used in our paper. Based on the
observation for ECR in each corona, they proved that nodes
in inner coronas consume energy much faster and have
shorter lifetime. They developed a mathematical model to
analyze the energy hole problem and proved that hierarchical
deployment and data compression have a positive effect in
a uniformly distributed sensor network. Olariu and Stoj-
menović [11] are the first researchers to study the issue of
whether energy hole can be avoided from a theoretical per-
spective. Assuming a wireless sensor network with uniform
node distribution and uniform data reporting functions,
they proposed an energy model to analyze the relationship
between the network lifetime and the width of each corona
in concentric corona model. By further assuming that the
transmission range of sensor is adjustable, they demonstrated
that when all the coronas have the same width, the energy
consumed by routing can be minimized. Moreover, they
points out conditions for avoiding the unbalanced energy
depletion problem.

The major purpose for eliminating the energy hole prob-
lem is to enhance the network energy efficiency and prolong
the lifetime. In flatWSNs,many authors [9, 12, 13] adopted the
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strategy of adjusting the transmission power of nodes to avoid
the energy hole problem. By assigning different transmission
radii according to the distance from sensors to sink, energy
hole problem can be alleviated. Considering the energy
consumption distribution for single-hop and multihop com-
munication to the sink, Perillo et al. [14] proposed an alternate
mode between multihop and singlehop to achieve energy
consumption balance. They calculated the optimization of
network lifetime in a linear programming problem. But
the authors only consider that nodes use up their energy
simultaneously without thinking of using energy efficiently
to collect useful data. For hierarchical network algorithms
based on cluster architecture, Heinzelman et al. [6] proposed
the LEACH algorithm. Due to the communication with
the base station by single hop, lots of energy is consumed
in the long-distance communication. Many other cluster-
based hierarchy algorithms are improved from LEACH [15–
20]. Benefiting from data aggregation for redundant sensing
data and the decrease of communication distance among
nodes, hierarchical network algorithms can achieve better
energy efficiency and energy consumption balance than flat
algorithms. The energy hole problem is alleviated to some
extent but is far from being solved.

To avoid the energy hole problem in multi-hop commu-
nication WSNs, unequal cluster concept which is different
from the general equal hierarchical cluster algorithms has
been adopted to extend the network lifetime in these years
[21–24]. Soro and Heinzelman [21] investigated firstly an
unequal clustering size model (UCS) to balance the energy
consumption of cluster heads in multi-hop heterogeneous
WSNs. Through both theoretical and experimental analyses,
they proved that unequal cluster could be useful, especially
for heavy traffic applications. EEUC [24, 25] has been proved
as an efficient algorithm to address energy hole problem.
In EEUC, clusters closer to the base station are smaller in
size than those farther away from sink; thus, cluster heads
closer to the base station can save some energy for forwarding
inter-cluster data. This algorithm works well in balancing
the energy consumption among cluster heads and slowing
down their premature death. However, due to the inherent
characteristics of amany-to-one communication, energy hole
problem cannot be eliminated completely.

Another strategy to avoid the energy hole is the node
density control, which can balance the energy consumption
effectively. Lian et al. [4] proposed the non-uniform node
distribution strategy in wireless sensor networks. The energy
hole is caused by massive energy consumption near the
sink. The energy hole problem can be solved completely by
deploying more nodes near the sink to relay the distant data.
Wu et al. [26] proposed a non-uniform node distribution
strategy to achieve the subbalanced energy depletion. The
authors point out that if the number of nodes in every corona
increases in geometric progression with a predetermined
ratio, the network can achieve balanced energy depletion.
Olariu and Stojmenović [11] discussed the non-uniform node
distribution strategy in wireless sensor networks. Assuming
an energy consumption model in which only energy con-
sumption for data transmission is considered, they proved
that balanced energy depletion can be achieved when the

node density of each corona is arranged proportionally. In
their scheme, nodes near the sink have to send data at a lower
rate. Compared with the hierarchical cluster algorithms, sin-
gle node density control strategy can guarantee simultaneous
energy depletion of all sensors but will result in lower energy
efficiency and high cost because of the massive redundant
data transmission and redundant node distribution.

3. Preliminaries

Before elaborating on our algorithm, we will introduce the
characteristics of the network model used in our study. We
consider a WSN consisting of sensors and sink and make the
following assumptions.

3.1. Assumptions on Node and Energy of the Network. We
consider a sensor network with 𝑁 nodes in a circular area
within a radius of𝑅 to continuouslymonitor the sensing area.
Wedenote 𝑖th sensor by V

𝑖
and the corresponding sensor node

set only 𝑉 = {V
1
, V
2
, . . . , V

𝑘
} where |𝑉| = 𝑁. The sink is

located at the center as shown in Figure 1. Our assumptions
about the sensor nodes and the networkmodel are as follows.

(1) Each sensor has the maximum transmission range
denoted by 𝑟max, and the sink node and all sensors are
stationary after disposition.

(2) Nodes can estimate the approximate distance to
another node based on the received signal strength.

(3) Nodes can use power control to adjust the transmis-
sion power according to the distance to the receiver.

(4) The links between nodes are symmetric, and time
division multiple access (TDMA) scheduled data
transmission from normal nodes to its cluster head.

(5) The network runs a periodic data gathering applica-
tion. The sensor generates traffic at an average rate of
𝜆 bits/second and sends it to its CH, which in turn
delivers it to the sink using multi-hop communica-
tion.

A typical sensor node includes three basic units: sens-
ing unit, processing unit, and transceivers. For our energy
model of multi-hop forwarding scheme, we assume a free
space propagation channel model [23]. We ignore the power
consumption of node for sensing because it is constant at
any time and cannot be reduced with whatever means. Thus,
the energy model of a sensor involves the power for data
aggregating, data receiving, and data transmission according
to this radio hardware energy dissipation in both the free
space (𝑑2 Power loss) and the multipath fading (𝑑4 Power
loss) channel models. If the distance is shorter than the
threshold 𝑑

0
, the free space (FS) model is used; otherwise,

the multi-path (MP) model is used. If only 𝐸Tx denotes the
energy consumption for transmitting data, 𝐸Rx the energy
consumption for receiving data, and 𝐸Ag the energy con-
sumption of aggregating data, the energy for transmitting,
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Figure 1: Sensor network area consisting of coronas.

receiving, and aggregating 𝑙 bits data over distance 𝑑 can be
calculated as follows:

𝐸Tx = {

𝐸Tx = (𝑒
1
+ 𝑒
∗

2
𝑑
2
) 𝑙, 𝑑 < 𝑑

0
,

𝐸Tx = (𝑒
1
+ 𝑒
∗

4
𝑑
4
) 𝑙, 𝑑 ≥ 𝑑

0
,

𝐸Rx = 𝑒
1
𝑙,

𝐸Ag = 𝑒
3
𝑙.

(1)

Here, the electronics energy 𝑒
1
depends on factors such as

the digital coding and modulation. The amplifier energies 𝑒
2

and 𝑒
4
are the energies required for power amplification in the

two radio models, respectively. 𝑒
3
is the energy consumption

for dealing with the aggregation of unit sensor data. Some
typical values for the parameters above in current sensor
technologies are as follows: 𝑒

1
= 50 nJ/bit, 𝑒

2
= 10 pJ/bit/m2,

𝑒
3
= 5 nJ/bit/signal, and 𝑒

4
= 0.0013 pJ/bit/m4.

3.2. The Sensor Network Model Based on Corona. We adopt
the corona model in this paper. The area around sink is
divided into coronas of a dynamic width as illustrated in
Figure 1. We assume that the sink has a steady energy supply
and a powerful radio that can cover the whole monitoring
area. 𝐾 concentric circles of radius 0 < 𝑟

1
< 𝑟
2

< ⋅ ⋅ ⋅ <

𝑟
𝑘
= 𝑅 are centered at the sink with the corresponding node

distribution density 𝜌
1

> 𝜌
2

> ⋅ ⋅ ⋅ > 𝜌
𝑘

= 𝜌min. The
width of corona 𝐶

𝑖
is Δ
𝑖
which is delimited by the circles of

radius 𝑟
𝑖−1

and 𝑟
𝑖
(equivalent to 𝑟

𝑖
− 𝑟
𝑖−1

). Sensors can adjust
their transmission ranges to save energy. All the sensors are
deployed in such a way that reliable communication between
sensors in adjacent coronas can be guaranteed, and the
width of each corona does not exceed the sensor’s maximum
transmission range 𝑟max.

In many other unequal cluster algorithms like EEUC,
the cluster’s size far from the sink is always bigger than the
cluster’s size near the sink, so it is assumed that a sensor
in 𝐶
𝑖
corona uses a transmission radius of Δ

𝑖
to reach a

sensor in 𝐶
𝑖−1

corona. This assumption can ensure effective
communication between adjacent cluster heads with the
cluster sizes being strictly reduced. In this paper, we do not
define such a prerequisite for transmission radius of cluster
head. Furthermore, we find that the cluster size will not
always decrease as the distance from cluster to the sink is
shortened under the premise that ECR of each corona is
minimized. To ensure effective data transmission in hop-by-
hop communication, for instance, in C

𝑖
corona in our model,

we select the maximumwidth between corona 𝐶
𝑖
and corona

𝐶
𝑖−1

as the sensor transmission radius to ensure effective
communication with each sensor in corona 𝐶

𝑖−1
. Cosider

𝑡
𝑖𝑥

= max {Δ
𝑖
, Δ
𝑖−1

} . (2)

We have the following assumptions about the clustering
approach in each corona: sensors whose distance to the
sink is in (𝑟

𝑖−1
, 𝑟
𝑖
] are organized into clusters to cover the

corona 𝐶
𝑖
. A sensor located in the corona 𝐶

𝑖
is assigned

to the nearest CH in the same corona. All sensors are
organized into clusters, and their data is relayed by the
closest CH in the adjacent corona to the sink in multi-hop
communication. Such a corona-based model enables us to
analyze theoretically the relationship among ECR, the traffic
volume relayed by CH, and the distance from cluster to the
sink.

4. Nonuniform Sensors Distribution Strategy

As mentioned previously, when WSNs are sensing and
collecting data, the redundant distribution sensor nodes are
in the sleep mode. They turn off most of their components
and only run a timer circuitry to listen to the channel. Hence,
energy consumption of sensors in the sleep mode can be
ignored. The active nodes are distributed uniformly with the
minimal node density 𝜌min in the network. Based on this, the
optimal ECR of each corona is calculated in uniform node
distribution network. In the following part of this chapter, we
will analyze the energy consumption for communication in
cluster and construct the optimal unequal cluster network.
Then, we will create a mathematical model for ECR and
calculate its minimal value. Finally, we will derive the non-
uniform node distribution strategy based on unequal cluster
according to the optimal ECR in each corona.

4.1. ECR Model Based on Intra- and Intercluster Energy
Consumption. In this section, we will analyze the energy
consumption in cluster and deduce the mathematical model
among the ECR, the cluster size, and the distance from
node to sink. We formulate the suboptimal cluster size
calculation approach in each corona based on the ECR.
Instead of considering the energy consumption balance in
every corona directly [3], we optimize the ECR in each
corona. Let 𝑁

𝑖
denote the number of nodes in corona 𝐶

𝑖

and 𝐸
𝑖
, the energy consumed per unit time by all nodes in

it. We can divide the energy consumption in corona 𝐶
𝑖
into

two parts: the intra- and inter-cluster energy consumption.
Let 𝐸intra 𝑖 denote the intra-cluster energy consumption for
local sensing, information processing, and communicating,
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and 𝐸inter 𝑖 the inter-cluster energy consumption used for
relaying the traffic data from the outside coronas. According
to the assumptions and previous network model, 𝐸

𝑖
can be

calculated by

𝐸
𝑖
= 𝐸intra 𝑖 + 𝐸inter 𝑖. (3)

Let 𝑝
𝑖
denote the probability that the nodes become CHs

in corona 𝐶
𝑖
. Like many distance-based cluster formation

algorithms, we assume that each CH is located at the center
of its cluster. Then, we can calculate 𝐸intra 𝑖 as below:

𝐸intra 𝑖 = 𝑁
𝑖
𝑝
𝑖
𝐸Cluster 𝑖. (4)

In this equation, 𝐸Cluster 𝑖 is the energy consumption per
second for one cluster in corona 𝐶

𝑖
and can be calculated as

follows [27]:

𝐸Cluster 𝑖 = 𝐸CH 𝑖 + 𝐸nonCH 𝑖. (5)

In the equation,𝐸CH 𝑖 is the energy used byCH to receive data
from the member nodes, aggregate the data, and transmit
the aggregate data to CHs in the next corona. 𝐸nonCH 𝑖 is the
energy used by each noncluster head node to transmit its data
to the cluster head during a unit time. 𝐸CH 𝑖 and 𝐸nonCH 𝑖 can
be given by

𝐸CH 𝑖 = (

1

𝑝
𝑖

− 1) 𝑒
1
𝜆 +

𝑒
3
𝜆

𝑝
𝑖

+

𝛼𝜆 (Δ
2

𝑖
𝑒
2
+ 𝑒
1
)

𝑝
𝑖

,

𝐸nonCH 𝑖 = (𝑒
1
+ Δ
2

𝑖
𝑒
2
) 𝜆,

(6)

where 𝛼 denotes the aggregation coefficient for all CHs. Sub-
stituting (5), (6) into (4), the expected power consumption
for intracluster of all CHs in the corona 𝐶

𝑖
can be given by

𝐸intra 𝑖 = 𝑁
𝑖
𝜆 {[2 (1 − 𝑝

𝑖
) + 𝛼] 𝑒

1
+ (1 − 𝑝

𝑖
+ 𝛼)Δ

2

𝑖
𝑒
2
+ 𝑒
3
} .

(7)

As the sensing data relay from the outside coronas is done
hop by hop, the total traffic load carried by the CHs in the
corona 𝐶

𝑖
is equal to the total traffic volume originating from

all clusters in corona 𝑖 + 1 to K. So 𝐸inter 𝑖 for all nodes in the
corona 𝐶

𝑖
can be given approximately by:

𝐸inter 𝑖 = 𝜌min𝜋 (𝑅
2
− 𝑟
2

𝑖
) (2𝑒
1
+ 𝑒
2
Δ
2

1
) 𝛼𝜆. (8)

Let 𝐸node 𝑖 denote the ECR in the corona𝐶
𝑖
; it can be given by

𝐸node 𝑖 =
𝐸
𝑖

𝑁
𝑖

. (9)

Accordingly, the number of active nodes in corona𝐶
𝑖
can

be expressed by 𝜌min𝜋(2𝑟
𝑖
Δ
𝑖
− Δ
2

𝑖
); substituting (7), (8), and

(3) in (9), 𝐸node 𝑖 is more specifically given by

𝐸node 𝑖

= 𝜆 {[2 (1 − 𝑝
𝑖
) + 𝛼] 𝑒

1
+ (1 − 𝑝

𝑖
+ 𝛼)Δ

2

𝑖
𝑒
2
+ 𝑒
3
}

+ 𝛼𝜆

(𝑅
2
− 𝑟
2

𝑖
) (2𝑒
1
+ 𝑒
2
Δ
2

𝑖
)

2𝑟
𝑖
Δ
𝑖
− Δ
2

𝑖

.

(10)

In [27], the author has proved that approximate 2𝜋𝑟
𝑖
/Δ
𝑖

CHs are needed to cover corona 𝐶
𝑖
at least in corona model.

Then we can get the CH election probability 𝑝
𝑖
as follows:

𝑝
𝑖
=

2𝑟
𝑖

𝜌min (2𝑟
𝑖
Δ
2

𝑖
− Δ
3

𝑖
)

. (11)

For simplicity, we set 𝜆= 1 bit/secondwhichwill not affect
the results of our analysis. Substituting (11) into (10), we can
simplify 𝐸node 𝑖 as follows:

𝐸node 𝑖 = [ (2𝑒
1
+ 𝛼𝑒
1
+ 𝑒
3
) + (𝑒
2
+ 𝛼𝑒
2
) Δ
2

𝑖

−

4𝑒
1
𝑟
𝑖

𝜌min (2𝑟
𝑖
Δ
2

𝑖
− Δ
3

𝑖
)

−

2𝑒
2
𝑟
𝑖

𝜌min (2𝑟
𝑖
− Δ
𝑖
)

]

+ 𝛼

(𝑅
2
− 𝑟
2

𝑖
) (2𝑒
1
+ 𝑒
2
Δ
2

𝑖
)

2𝑟
𝑖
Δ
𝑖
− Δ
2

𝑖

.

(12)

In order to further study the relationship of ECR between
intra- and inter-cluster communications, we will split 𝐸node 𝑖
into two parts. Let 𝐸ave intra 𝑖 denote the node’s average
energy consumption rate in intra-cluster communication and
𝐸ave inter 𝑖 the node’s average energy consumption rate in inter-
cluster communication. Without loss of generality, we assign
a reasonable value to 𝛼, for example 𝛼 = 0.1. Obviously, we
have Δ

𝑖
≤ 𝑟
𝑖
(Δ
𝑖

= 𝑟
𝑖
if and only if 𝑖 = 1). According to

(5), (10), and (11), 𝐸ave intra 𝑖 and 𝐸ave inter 𝑖 can be calculated as
folows:

𝐸ave intra 𝑖 = 2𝑒
1
+ 𝛼𝑒
1
+ 𝑒
3
+ (𝑒
2
+ 𝛼𝑒
2
) Δ
2

𝑖

−

4𝑒
1
𝑟
𝑖

𝜌min (2𝑟
𝑖
Δ
2

𝑖
− Δ
3

𝑖
)

−

2𝑒
2
𝑟
𝑖

𝜌min (2𝑟
𝑖
− Δ
𝑖
)

(13)

𝐸ave inter 𝑖 = 𝛼

(𝑅
2
− 𝑟
2

𝑖
) (2𝑒
1
+ 𝑒
2
Δ
2

𝑖
)

2𝑟
𝑖
Δ
𝑖
− Δ
2

𝑖

. (14)

4.2. TheECRModel Analysis. It can be seen from (10) that the
data aggregation coefficient𝛼 and the cluster head probability
𝑝
𝑖
always affect the node’s average energy consumption rate.

When 𝛼 varies from 1 to 0 and cluster heads compress data
more efficiently, the node’s average energy consumption gets
smaller and the energy hole of network can be alleviated as
proved by many researchers. Equivalently, when the proba-
bility of being a cluster head 𝑝

𝑖
increases, the energy used

for intra-cluster communication will decrease due to shorter
communication distance between nodes and their cluster
heads. The data aggregation and unequal hierarchical cluster
protocol can effectively reduce the ECR in WSNs, which can
lead to higher energy efficiency and longer network lifetime.
This is why non-uniform sensor distribution strategy based
on unequal cluster is better than general non-uniform sensor
distribution method.

Next, we will analyze the relationship among 𝐸node 𝑖,
Δ
𝑖
, and 𝑟

𝑖
. To enhance the energy efficiency and prolong

the network lifetime, we need to define the optimal Δ
𝑖
to

minimize ECR in corona 𝐶
𝑖
. We assume that a WSN covers
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a circular sensing region with R = 200 meters and 𝑃min
= 0.00318, which implies that 400 sensors are uniformly
distributed in this monitoring area. By studying the nodes’
energy consumption rate with different cluster radius Δ

𝑖

based on fixed 𝑟
𝑖
through simulations, we find that ECR can

be minimized for each constant distance from cluster to the
sink when an appropriate value is assigned to cluster size
Δ
𝑖
. Our analytical findings can be found in the following

simulation tests.
Figures 2, 3, 4, and 5 demonstrate the changes for

ECR, average energy consumption rate for intra-cluster data
processing and inter-cluster communication versus cluster
size Δ

𝑖
when 𝑟

𝑖
is, respectively, defined as 35 meters, 60

meters, 90 meters, and 150 meters. As shown in Figures 2
and 3, when the upper bound of corona 𝐶

𝑖
is closer to sink

(𝑟
𝑖
is small), 𝐸node 𝑖 will be dominated by 𝐸ave inter 𝑖 as Δ

𝑖

increases. The reason is that the nodes’ energy is mainly used
for relaying the traffic data coming from the outside coronas,
and inter-cluster communication is the key factor to cause the
energy hole in this scenario. On the contrary, 𝐸node 𝑖 expands
rapidly as Δ

𝑖
decreases.This result proves that it is not always

the best option to reduce the sizes of clusters that are closer
to the sink, even though it has been adopted in many existing
unequal cluster protocols by many researchers. The cluster
size cannot be defined as too small when the cluster is close
to sink.

As shown in Figures 4 and 5, when the upper bound
of corona 𝐶

𝑖
is away from sink (𝑟

𝑖
is big), we can see that

𝐸ave intra 𝑖 will determine the value of 𝐸node 𝑖 as Δ
𝑖
increases.

This phenomenon can be explained as follows: when corona
𝐶
𝑖
is away from sink, the data traffic that needs to be relayed

will decrease, which means that the energy consumption for
inter-cluster communication is reduced. The energy used for
intra-cluster communication becomes the major factor to
determine the value of 𝐸node 𝑖. But it is worth mentioning
that the cluster size increase in these coronas will not always
reduce the value of ECR.This result shows that it is not always
the best way to save energy by simply increasing the size
of clusters away from the sink. It is of no help to alleviate
the energy consumption rate in inner coronas but increases
their own energy consumption. The author has proved [28]
that the network lifetime is determined by nodes in the
innermost corona in multi-hop communication no matter
how the clusters in outer corona in a uniform network are
adjusted and organized. Furthermore, we can see that there
is an optimal cluster size Δ

𝑖
for each 𝑟

𝑖
to minimize ECR as

indicated in Figures 2–5.
Figure 6 illustrates the change of 𝐸node 𝑖 versus the dis-

tance 𝑟
𝑖
from sink to coronas and unequal cluster size Δ

𝑖
in

the whole sensing area. In practical applications, we have the
limited condition Δ

𝑖
≤ 𝑟
𝑖
. From the simulation result, we can

see that the curved surface of 𝐸node 𝑖 is given with an irregular
concave surface. There is an extreme small point for ECR
with a group of corresponding 𝑟

𝑖
and Δ

𝑖
. At the same time,

with 𝑟
𝑖
increasing from 0 to 200 meters, the unequal cluster’s

size Δ
𝑖
will increase firstly and then decrease when 𝐸node 𝑖 is

minimized. It proves that the cluster will not always become
smaller in size as its distance to the sink decreases, under
the precondition that ECR in unequal clusters is minimized.
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Figure 2: Node energy consumption rate versus cluster radius
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𝑖
= 35 meters).
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Figure 3: Node energy consumption rate versus cluster radius Δ
𝑖

(𝑟
𝑖
= 60 meters).

Based on such results, we can calculate a group of optimal
Δ
𝑖
and divide the monitoring area into several coronas in

which ECR isminimized, under the premise that the network
parameters are fixed. In other words, the unequal cluster
can also been constructed. With the minimal ECR in each
corona, the network can obtain longer lifetime and high
energy efficiency, with the energy hole problem being further
alleviated.
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Figure 4: Node energy consumption rate versus cluster radius Δ
𝑖

(𝑟
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Figure 5: Node energy consumption rate versus cluster radius Δ
𝑖

(𝑟
𝑖
= 150 meters).

4.3. The Computation for Sub-optimal Unequal Cluster and
Minimal ECR. From the previous analysis, we can calculate a
group of optimalΔ

𝑖
to achieveminimal ECR. In the following

section, we will give the optimal algorithm to determine the
minimal ECR and the optimalΔ

𝑖
of each corona.Within each

corona, we can construct the unequal hierarchical cluster.
Then, we can calculate the number of sensors that need to be
distributed in every corona, by following the principle that all
nodes will use up their energy when network is no longer able
to collect and transmit information.
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Figure 6: Node energy consumption rate versus the distance form
sink 𝑟

𝑖
and cluster size Δ

𝑖
.

We notice that the cluster size is equal to the coronawidth
in corona𝐶

1
; henceΔ

1
= 𝑟
1
.Then, according to (11), the ECR

in corona 𝐶
1
can be calculated with the following formula:

𝐸node 1 = 2𝑒
1
+ 𝛼𝑒
1
+ 𝑒
3
−

2𝑒
2

𝜌min
+ (𝑒
2
+ 𝛼𝑒
2
) Δ
2

1

−

4𝑒
1

𝜌minΔ
2

1

+ 𝛼

(𝑅
2
− Δ
2

1
) (2𝑒
1
+ 𝑒
2
Δ
2

1
)

Δ
2

1

.

(15)

In (15), Δ
1
is the only unknown parameter for the func-

tion 𝐸node 1 if the monitoring area radius 𝑅 is predetermined.
Figure 7 illustrates the change of 𝐸node 1 with cluster size Δ

1

when 𝑅 = 200m. As can be seen from this curve, there
is an optimal cluster size to minimize the per node energy
consumption rate. If 𝑅 = 200 meters, we can find that
ECR in corona 𝐶

1
gets the minimal value when Δ opt 1 =

32.16m, according to the numeric computation in (15).
Through further analysis, we can find that once the radius of
monitoring area is defined, the corresponding optimal cluster
sizeΔ opt 1 can be obtained.With this optimalΔ opt 1, the ECR
in innermost corona is minimized, and the network lifetime
can be maximized.

After Δ
1
is obtained, we begin to calculate other corona

width (cluster size) through the following iterative algorithm.
We have the relation

𝑟
𝑖
= 𝑟
𝑖−1

+ Δ
𝑖
. (16)

Submitting (16) into (12), we have

𝐸node 𝑖 = (2𝑒
1
+ 𝛼𝑒
1
+ 𝑒
3
) + (𝑒
2
+ 𝛼𝑒
2
) Δ
2

𝑖

−

4𝑒
1
(𝑟
𝑖−1

+ Δ
𝑖
)

𝜌min (2𝑟
𝑖−1

Δ
2

𝑖
+ Δ
3

𝑖
)

−

2𝑒
2
(𝑟
𝑖−1

+ Δ
𝑖
)

𝜌min (2𝑟
𝑖−1

+ Δ
𝑖
)

+ 𝛼

[𝑅
2
− (𝑟
𝑖−1

+ Δ
𝑖
)
2
] (2𝑒
1
+ 𝑒
2
Δ
2

𝑖
)

2𝑟
𝑖−1

Δ
𝑖
+ Δ
2

𝑖

.

(17)

Differentiating (17) for Δ
𝑖
, 𝐸node 𝑖 is minimized by the value

of Δ
𝑖
that is a solution of

𝐴Δ
6

𝑖
+ 𝐵Δ
5

𝑖
+ 𝐶Δ
4

𝑖
+ 𝐷Δ
3

𝑖
+ 𝐸Δ
2

𝑖
+ 𝐹Δ
𝑖
+ 𝐺 = 0. (18)
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In (18)

𝐴 = − 6𝛼𝜌min𝑒2,

𝐵 = 𝛼𝜌min (−10𝑒
2
𝑟
𝑖−1

− 10𝑒
3
) ,

𝐷 = 𝛼𝜌min (4𝑅
2
𝑒
2
− 4𝑒
2
𝑟
2

𝑖−1
− 16𝑒
3
𝑟
𝑖−1

− 8𝑒
1
) − 4𝑒

2
,

𝐶 = 𝛼𝜌min (6𝑅
2
𝑒
2
𝑟
𝑖−1

− 6𝑒
2
𝑟
3

𝑖−1
− 12𝑒
1
𝑟
𝑖−1

− 12𝑒
1
)

− 6𝑒
2
𝑟
𝑖−1

,

𝐸 = 𝛼𝜌min (2𝑅
2
− 2𝑟
2

𝑖−1
− 16𝑒
1
𝑟
𝑖−1

) − 16𝑒
1
,

𝐹 = 𝛼𝜌min (2𝑅
2
𝑟
𝑖−1

− 2𝑟
3

𝑖−1
) − 36𝑒

1
𝑟
𝑖−1

,

𝐺 = −16𝑒
1
𝑟
2

𝑖−1
.

(19)

Obviously, if 𝑟
𝑖−1

is a known number, Δ
𝑖
will be the only

unknown parameter in (19). According to the Galois theory
[28], the root of (18) cannot be obtained by elementary
algebra. However, we can use numeric solutions to calculate
the roots of general polynomial equation. Define

𝑓 (𝑥) = 𝐴𝑥
6
+ 𝐵𝑥
5
+ 𝐶𝑥
4
+ 𝐷𝑥
3
+ 𝐸𝑥
2
+ 𝐹𝑥 + 𝐺. (20)

Then,

𝑓

(𝑥) = 6𝐴𝑥

5
+ 5𝐵𝑥

4
+ 4𝐶𝑥

3
+ 3𝐷𝑥

2
+ 𝐸𝑥 + 𝐹,

𝑓

(𝑥) = 30𝐴𝑥

4
+ 20𝐵𝑥

3
+ 12𝐶𝑥

2
+ 6𝐷𝑥 + 𝐸.

(21)

It is obvious that 𝑓(𝑥), 𝑓(𝑥), and 𝑓

(𝑥) are continuous

functions in the whole real domain. Assume that there is a
number 𝑞 ∈ [0, 1], where 𝑓(𝑞) = 0. According to Newton-
Raphson theorem, if 𝑓


(𝑞) ̸=0, there is a 𝛿 > 0 and for any

initial approximation 𝑞
0
, 𝑞
0

∈ [𝑞 − 𝛿, 𝑞 + 𝛿], the sequence
{𝑞
𝑘
}
∞

𝑘=0
defined by the iteration

𝑞
𝑘+1

= 𝑞
𝑘
−

𝑓 (𝑞
𝑘
)

𝑓

(𝑞
𝑘
)

(𝑘 = 0, 1, 2, . . .) (22)

will converge to 𝑞. Thus, given an initial value for 𝑥
0
, for

example,𝑥
0
= 0.01, we start the iteration based on𝑥

𝑛
= 𝑥
𝑛−1

−

𝑓(𝑥
𝑛−1

)/𝑓

(𝑥
𝑛−1

) to update 𝑥
𝑛
until the difference between

𝑥
𝑛
and 𝑥

𝑛−1
is smaller than the certain reservation threshold.

Consequently, we can get the approximate optimal cluster
size Δ opt 𝑖 = 𝑥

𝑛
. Because all sensors have the maximum

transmission range 𝑟max and the restriction of Δ
𝑖
≤ 𝑟max, we

have Δ
𝑖
= 𝑟max when Δ opt 𝑖 ≥ 𝑟max. Substituting Δ opt 𝑖 and 𝑟

𝑖

into (11), we can get the minimal value of 𝐸node 𝑖 in corona𝐶
𝑖
.

The values of Δ opt 𝑖 and 𝑟
1
in corona 𝐶

1
that we have

obtained are the initial conditions for our iterative algorithm.
For the relation 𝑟

2
= 𝑟
1
+ Δ opt 2, if we put it into (17), we can

obtainΔ opt 2 through the previous iterative algorithm. Repeat
the same procedure and submit 𝑟

3
= 𝑟
2
+ Δ opt 2 into (17),

we can obtain Δ opt 3. Repeating this iterative process (16)–
(22) constantly, we can calculate all the optimal cluster size
in every corona Δ opt 1, Δ opt 2, . . . , Δ opt 𝑘 and 𝑟

1
, 𝑟
2
, . . . , 𝑟

𝑘
.

From (13), in the outermost corona 𝐶
𝑘
, 𝐸ave inter 𝑘 = 0

and 𝐸ave intra 𝑘 is an increasing function of Δ
𝑖
when Δ

𝑖
< 𝑟
𝑖
.

When ECR is minimized, cluster size will be close to zero,
which means that cluster is degraded into one node. In order
to guarantee the energy efficiency of the cluster, we require
that iterative process be terminated when 𝑅 − 𝑟

𝑖−1
≤ 𝑟
1
or

𝑅−𝑟
𝑖−1

≤ 𝑅
4
√(𝑅
2
𝑒
2
− 2𝑒
1
)/𝑁𝑒
2
𝑅
2 anddefine the cluster size of

outermost corona𝐶
𝑘
as𝑅−𝑟

𝑖−1
.𝑅 4√(𝑅

2
𝑒
2
− 2𝑒
1
)/𝑁𝑒
2
𝑅
2 is the

optimized cluster size to ensure the coverage and connectivity
for circle model of WSNs in hierarchical cluster structure
[29]. Since the optimal size of the outermost cluster cannot
be determined, our algorithm is only a suboptimal solution.
Fortunately, the average energy consumption rate in the
outermost corona is always the smallest in the entire network,
thus exerting impact on our algorithm for eradicating the
energy hole problem.

4.4. The Nonuniform Nodes Distribution Strategy. After we
have obtained Δ opt 1, Δ opt 2, . . . , Δ opt 𝑘 and 𝑟

1
, 𝑟
2
, . . . , 𝑟

𝑘
, the

per node energy consuming rate (ECR) in each corona
𝐸node 1, 𝐸node 2, . . . , 𝐸node 𝑘 can be obtained as well. Since the
sink node is not limited to energy, the iterative algorithm
can run on it. In the following part, we will firstly introduce
node deployment redundancy rate coefficient 𝜓

𝑖
, the ratio of

the nodes density in corona 𝐶
𝑖
, and the nodes density in the

outmost corona𝐶
𝑘
. We assume that there is no sleeping node

in corona 𝐶
𝑘
and the node density is 𝜌min Consider

𝜓
𝑖
=

𝜌
𝑖

𝜌
𝑘

=

𝜌
𝑖

𝜌min
. (23)

To put it simple, we assume that each sensor has the
power of 𝜏 joule and use 𝑆

𝑖
to denote the area of corona

𝐶
𝑖
. Then, there are 𝜌min𝑆𝑖 active nodes to participate in the

network operation simultaneously in this corona. When all
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the distributed nodes use up all their energy, their survival
time can be calculated as follows:

𝑇
𝑖
=

𝜌
𝑖
𝑆
𝑖
𝜏

𝜌min𝑆𝑖𝐸node 𝑖
=

𝜓
𝑖
𝜏

𝐸node 𝑖
. (24)

Ideally, if there is no residual energy for all nodes when
network loses its function, the network lifetime and the
energy efficiency are maximized. That is,

𝜓
1
𝜏

𝐸node 1
=

𝜓
2
𝜏

𝐸node 2
= ⋅ ⋅ ⋅ =

𝜏

𝐸node𝑘
. (25)

By (25), we can obtain

𝜓
𝑖
=

𝐸node𝑖
𝐸node𝑘

(1 ≤ 𝑖 < 𝑘) . (26)

According to (23) and (23), the optimal sensor distribution
density and the number of sensors in 𝐶

𝑖
corona can be given

by

𝜌
𝑖
=

𝐸node 𝑖
𝐸node 𝑘

𝜌min,

𝑁
𝑖
= 𝜌min𝜋Δ

𝑖
(2𝑟
𝑖
− Δ
𝑖
)

𝐸node 𝑖
𝐸node 𝑘

.

(27)

As the minimal values of 𝐸node 1, 𝐸node 2, . . . , 𝐸node𝑖 , . . . ,
𝐸nod𝑒 𝑘 have been determined as above, we can obtain the
sensor distribution density 𝜌

1
, 𝜌
2
, . . . , 𝜌

𝑘−1
and the sensors

distribution number 𝑁
1
, 𝑁
2
, . . . , 𝑁

𝑘
in each corona. 𝜌min

is the preliminary parameter of WSNs. As a result, energy
hole problem of the network is resolved by using this
non-uniform sensor distribution strategy based on unequal
cluster.

4.5.TheDataTransmissionMechanism. In order to get higher
data transmission efficiency, we design an energy-balancing
layered data transmission mechanism based on the previous
non-uniform sensor distribution algorithm. Firstly, the sink
constructs the unequal coronas, and sensor node can be
deployed according to the results derived in the previous
section. Sensor nodes select CHs and join the adjacent
CH based on its distance to sink. Upon completion of the
suboptimal unequal clusters, CHs are able to deliver their
data to the sink. Each CH firstly aggregates the data received
from its cluster members and then transfers them to the sink
node via a multi-hop path through other intermediate CHs.
The organization of intra-cluster data transmission is similar
to LEACH, so we will not elaborate it again in this section.
The pseudocode of the inter-cluster data relay algorithm is
presented inAlgorithm 1. In order to achieve balanced energy
depletion among the CHs, they firstly exchange their energy
and position information CHMessage to maintain a real-time
table CoronaList about the neighbor cluster head. By this
algorithm,CHcan select one relayCHwithmaximumenergy
resource. At the same time, it has to exchange the residual
energy message with all candidate relay CHs in lines 4–12 of
Algorithm 1. After selecting the relay CH with the maximum

residual energy, the CH can forward its own data and the
data coming from its upper corona. The process of selecting
relay CH and forwarding data will be repeated until the data
arrive at sink node in lines 13–17 of Algorithm 1. If there is
more than one candidate with the same maximum residual
energy, choose one of them randomly. When SystemMessage
is received, for instance, instructions for completing data
transfer or reelecting cluster head, and another interrupt
instruction is trigged by sinknode, the networkwill terminate
the data transmission process.

On the other hand, as indicated in Algorithm 1, since the
non-uniform sensor distribution strategy based on unequal
cluster can be calculated by the sink node, the complexity of
network cluster protocol is determined by the clustering algo-
rithm and inter-cluster data transmission mechanism. The
non-uniform sensor distribution strategy based on unequal
cluster does not increase the complexity of network.

5. Simulation Results

In this section, both the numerical results and the perfor-
mance results of our strategy will be presented via simulation
by MATLAB. At the beginning, we will calculate the optimal
corona width and build the unequal hierarchical cluster
network based on network parameters. Then we calculate
the node distribution density in each corona. As the node
distribution algorithm is based on unequal cluster, the perfor-
mance of unequal clusteringwill directly influence the energy
efficiency of network. Therefore, we firstly examine the
performance of our unequal cluster algorithm, by comparing
with two typical cluster protocols EEUC and LEACH. Then,
we verify the effectiveness of our algorithm in eliminating the
energy hole problem. At the same time, we prove that our
distribution strategy has better energy efficiency and network
lifetime with less sense nodes compared with the single node
distribution strategy [26].

In order to conduct the experiments, proper parameters
for both the sensor nodes and the network should be defined.
We assign 𝜌min with the initial value 0.00318, which is the
minimum node density to ensure the effective coverage
and data collection in the monitoring area. Once sensor
nodes have been settled, the active nodes in each corona
are organized into clusters and the other redundant nodes
are kept in sleep-listening model. Then, each ordinary node
forwards certain bits of data to its cluster head, which in turn
aggregates and forwards the received data to sink by multi-
hop communication. When some nodes die prematurely,
nodes in sleepmodel will wake up and join the nearest cluster
to fill in the vacancy. We adopt the STEM [30] sleep-listening
mechanism in this paper. Every sensor node will keep a table
of neighboring nodes in its competing range. Because the
cluster head node always dies earlier than general nodes, it
can select the nearest node to wake up according to STEM
mechanism. The node’s energy consumption for wakening,
listening, and detection in sleep model is much lower than
that in active model, so for simplicity, we do not consider it.
The simulation parameters for our proposed mechanism are
defined in Table 1.
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(1) CalculateCHMessage(ID, Layer ID, ResEnergy)
(2) Exchange(CHMessage) in adjacent corona
(3) Rec Message(CHMessage) from Neighbor CH
(4) if (Neighbor CH.Layer ID= CHMessage.Layer ID+ 1)
(5) add node Neighbor CH to CH.Up CoronaList
(6) Return (CHMessage(ID, Layer ID, ResEnergy)) to Neighbor CH
(7) end if
(8) if (Neighbor CH.Layer ID=CHMessage.Layer ID− 1)
(9) add node Neighbor CH to CH.Down CoronaList
(10) Request (CHMessage(ID, Layer ID, ResEnergy)) from Neighbor CH
(11) Update (CH.Down CoronaList)
(12) end if
(13) while (Data arrival = TRUE)
(14) { if (Rec Message(Neighbor CH.Data) from CH.Up CoronaList)
(15) {CH.Down=MaxResEnergy(CH.Down CoronaList)
(16) Transfer Data(CH.Down, Neighbor CH.Data)}
(17) else{ if (SystemMessage = TRUE)
(18) EXIT}

(19) }

Algorithm 1: The data transmission mechanism.

Table 1: Parameters and characteristics of the network.

Parameter Value
Network size (circle) 𝑅 = 200 meters
Sink location (0, 0)
Data packet size 256 bytes
Initial energy 0.5 J
Initial 𝜌min 0.00318
Aggregation ratio 0.1

5.1. Calculation for Nonuniform Sensor Distribution Based
on Unequal Cluster. According to our non-uniform sensor
distribution strategy, the circle sensing area is partitioned into
unequal clusters firstly based on the parameters in Table 1.
The size of the innermost corona will be determined firstly,
followed by size of outermost corona until the conditions of
terminating iteration is triggered. Then, the corresponding
non-uniform distribution sensors density with minimal ECR
in each corona can be achieved as indicated in Table 2.

As mentioned in the previous section, the energy hole
problem may arise in multi-hop wireless sensor networks if
the cluster heads close to the data sink are burdened with
heavy relay traffic. Different from the general opinions on
unequal cluster, for instance, EEUCwhich argues that clusters
closer to sink should be smaller in size, we find that cluster
will not always be downsized as the distance from clusters
to sink decreases so long as ECR in each corona obtains the
minimal value. Downsizing the cluster will result in cluster
increase in inner corona. Though it can alleviate relay traffic
burden on the CH nodes, ECR in the whole cluster will
increase dramatically, which will exacerbate the energy hole
problem because of the decrease of cluster members. This
result serves as an important guideline for the design of
unequal cluster. In the following simulation test, wewill prove

that our unequal cluster can achieve better performance than
EEUC.

5.2. Performance of Nonuniform Sensor Distribution Strategy
Based on Unequal Cluster. Since the sensor distribution
strategy is based on unequal clusters, the performance of
the unequal cluster based on our optimal algorithm will
exert great impact on network. We will firstly review the
characteristics of the unequal cluster by comparing with
cluster algorithms such as LEACH and EEUC. Simulation
results show that our unequal cluster can achieve better
energy consumption balance between cluster heads and
minimal ECR in the whole network. Secondly, we will look
into our non-uniform sensor distribution strategy in terms of
the residual energy of nodes, the number of nodes that need
to be distributed, and the network lifetime.

5.2.1. The Performance of Unequal Cluster. In our scenarios,
we use the same parameters for EEUC mechanism [24]
with the node density being 𝜌min. We also conduct lots of
experiments to determine the optimal number of clusters
for LEACH. Figure 8 shows the total energy consumed by
all cluster heads in three algorithms after thirty rounds of
simulations.The energy consumedby cluster heads per round
in our unequal cluster and EEUC is much lower than that of
LEACH. Due to the need for sending their packets to sink via
single hop, the energy consumption of cluster heads is much
higher in LEACH. Moreover, the CHs’ energy consumption
in our unequal cluster network is slightly higher than theCHs’
energy consumption in EEUC because there are more cluster
heads sharing the tasks of data forwarding in EEUC than
in our unequal cluster network. If evaluated only from the
perspective of energy consumption on cluster head, EEUC
can balance the energy consumption of cluster head better
than our approach. However, if the energy consumption of all
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Table 2: Optimal nonuniform sensor distribution density and unequal clusters.

Corona Cluster
size (m)

Per node energy consuming
rate (ECR) (𝜇J/s)

Redundancy rate
coefficient 𝜓

𝑖

Nonuniform sensor
distribution density 𝜌

𝑖

The number of sensors
in each corona

𝐶
1

32.16 518.73 4.761 0.01514 55
𝐶
2

51.22 204.72 1.879 0.00598 115
𝐶
3

47.95 156.81 1.439 0.00458 150
𝐶
4

38.35 131.74 1.209 0.00385 139
𝐶
5

29.32 108.95 1 0.00318 107
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Figure 8: Total energy consumption of cluster heads.

nodes in the cluster is taken into account, our unequal cluster
approach consumes less energy than EEUC.

Generally speaking, in accordance with the basic prin-
ciple to avoid energy hole problem using unequal cluster
algorithm, more nodes need to participate in traffic data
relay, in inner corona in particular. However, to ensure longer
network lifetime, we should not only consider the energy
balance among the cluster head nodes but also consider
the energy balance among all cluster members. ECR is
an important parameter to measure energy consumption
of all cluster members. In EEUC, the balance of energy
consumption for cluster heads is the only factor that is taken
into consideration, with ECR which has direct bearings on
network lifetime being ignored. Figure 9 shows the change
of ECR based on the distance from nodes to sink for three
algorithms. It can be seen that our algorithm is better than
EEUC in terms of nodes’ average energy consumption rate.
For LEACH, the average energy consumption of network
nodes will increase sharply when nodes are away from sink
because of the long distance in single-hop communications.

5.2.2. Energy Efficiency and Lifetime. In this part, we will
analyze the energy efficiency and lifetime of our strategy.
Firstly, we will study the residual energy of each node when
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Figure 9: The energy consumption per node.

the network lifetime ends. Then, we compare the sensor
density of our strategy with that of other non-uniform sensor
distributionmethods. Finally, we verify that our non-uniform
sensor distribution strategy based on unequal cluster can
obtain longer network lifetime and better energy efficiency.

Firstly, we examine residual energy of nodes when the
network lifetime ends. We define the network lifetime as
the time period until WSNs cannot guarantee the effective
coverage and data sensing and collection for the monitoring
area. And sensor death in the network means the sensor
loses the ability to sense data or send data to its cluster head.
Figure 10 shows the cumulate residual energy of nodes in each
corona when the network lifetime ends.The fitting fragments
of line indicating the total energy of the nodes belong to the
five coronas C

1
–C
5
from right to left. It can be seen that

when the network lifetime ends, there is nearly no residual
energy in the network since only few sensors have residual
energy. Through further analysis, we can find that the little
residual energy is the result of energy consumptionunbalance
in the cluster topology maintenance and node sleep-listening
mechanism in different coronas. For data relay, unbalanced
energy consumption is prevented, or the energy consumption
balance of the entire network is achieved indirectly, and the
energy hole problem is solved completely. On the other hand,
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Figure 10: The nodes’ residual energy when WSNs lose function.

it also proves that the nonoptimal ECR in the outermost
corona in our strategy exerts no adverse impact on the
elimination of energy hole problem.

Secondly, we compare the deployed sensors’ density
of our strategy with that of other non-uniform sensor
distribution methods. In [26], we propose a non-uniform
node distribution strategy to achieve the balance of energy
depletion. We also point out that if the density of nodes
in coronas increases in geometric progression with com-
mon ratio, energy depletion balance in the network can be
achieved and the energy hole problem could be solved.

In this distribution strategy, sensor nodes are not orga-
nized into cluster hierarchy structure, and the monitoring
area is divided into coronas with the same width. Each
node in the network has several candidate relay nodes in
the next inner corona. All experiments are done with the
same minimized node density 𝜌min in the outmost corona to
ensure the effective network coverage and data collection in
monitoring area.

In Figure 11, we can see that node distribution density is
much lower in our non-uniform sensor distribution strategy.
Figure 12 shows the specific number of distribution nodes
in each corona for the two non-uniform sensor distribution
strategies. It is obvious that few sensors are needed to
effectively monitor the sensing area and eliminate the energy
hole problem if our strategy is adopted. This is mainly due
to the inherent advantages of the unequal cluster, including
data aggregating, efficient data routing mechanism, and
lower radio communication conflicts. Data aggregating can
significantly reduce the frequency of data forwarding, and
cluster hierarchy can be used to select efficient routing path
more easily.

Finally, we verify the network lifetime and energy effi-
ciency for our non-uniform sensor distribution strategy
based on the unequal cluster. In order to estimate the lifetime
of the WSNs, the metrics of First Node Dies (FND), Percent
of the Nodes Alive (PNA), and Last Node Dies (LND) are
always used [11]. FND is useful in sparsely deployed WSNs.
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However, PNA is more suitable to measure the network
lifetime in densely deployedWSNs. LNDdoes not havemuch
practical value. FND and LND are not suitable for our node
distribution strategy. When WSNs lose its ability to collect
and transmit data, the network is regarded as dead.

Figure 13 shows the number of sensor nodes that are
still alive during simulation test, and Figure 14 illustrates the
rounds of data transmission for the four strategies during
their lifetime. For EEUC, as more cluster heads participate
in the traffic relay in inner corona, it can balance the energy
consumption between cluster heads. Moreover, it can achieve
better energy efficiency and longer lifetime than LEACH
with the FND metric. But the energy hole problem which
is inevitable in uniform sensor distribution WSNs, even in
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cluster hierarchy structure, will cause much residual energy
when the network lifetime ends. For single non-uniform
node distribution strategy, energy consumption balance of
sensors can be ensured, and all the sensor nodes will die
nearly at the same time. Therefore, the energy hole problem
has been resolved completely. But consider the nodes that
need to be settled, we will find that this strategy may result
in very low energy efficiency and high cost for WSNs.

In our non-uniform sensor distribution strategy based
on unequal cluster, we adjust the node distribution density
according to the minimal value of ECR in each corona while
taking into account the energy consumption of cluster heads
and cluster members. From Figures 13 and 14, we can see that
the FND occurs early in our strategy, but the network still
works well in network coverage and data collection through

sleep-listening mechanism of redundant nodes. When the
number of survival nodes in the network approaches 400,
all the remaining nodes will use up their residual energy
almost at the same time, and then the network lifetime
ends. In this way, the energy consumption balance for the
entire network is achieved, and the energy hole problem is
eliminated completely. From the simulation results, it can
be seen that our strategy can ensure longer network lifetime
and better energy efficiency compared with the other three
strategies.

6. Conclusion

In this paper, we have proposed a nonuniform sensor dis-
tribution strategy based on unequal cluster for WSNs. The
major objective of our algorithm is to resolve the energy hole
problem and improve the performance of WSNs based on
multi-hop communication.

By focusing on intra- and intercluster energy consump-
tion and using the ECR model, we calculate the minimal
value of ECR according to the distance to the base station
and deduce the non-uniform node distribution strategy. Our
non-uniform sensor distribution mechanism works well in
eliminating the energy hole problem by balancing average
energy consumption speed of cluster nodes. Through sleep-
listening mechanism of redundant nodes and suboptimal
unequal cluster protocol, our non-uniform sensor distri-
bution strategy can ensure better energy efficiency and
longer network lifetime. Moreover, we have proved that our
strategy ensures better performance than LEACH, EEUC,
and other single non-uniform sensor distribution algorithms,
as evidenced by the simulation results.

We also find that minor unbalance in energy consump-
tionwill be caused by cluster topologymaintenance and node
sleep-listeningmechanism in different coronas if our strategy
is adopted. In this paper, we only use a simple sleep-listening
schedule approach. How to get the efficient cluster topology
maintenance approach and node sleep-listening mechanism
for our algorithm are the major issues we need to solve in the
future.

References

[1] I. F. Akyildiz, W. Su, Y. Sankarasubramaniam, and E. Cayirci, “A
survey on sensor networks,” IEEE Communications Magazine,
vol. 40, no. 8, pp. 102–114, 2002.

[2] G. Chen, C. Li, M. Ye, and J. Wu, “An unequal cluster-
based routing protocol in wireless sensor networks,” Wireless
Networks, vol. 15, no. 2, pp. 193–207, 2009.

[3] D. Culler andW. Hong, “Wireless sensor networks,” Communi-
cations of the ACM, vol. 47, no. 6, pp. 30–33, 2004.

[4] J. Lian, K. Naik, and G. B. Agnew, “Data capacity improvement
of wireless sensor networks using non-uniform sensor distribu-
tion,” International Journal of Distributed Sensor Networks, vol.
2, no. 2, pp. 121–145, 2006.

[5] F. Ingelrest, D. Simplot-Ryl, and I. Stojmenović, “Target trans-
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Wireless Sensor Network (WSN) has proved its presence in various real time applications and hence the security of such embedded
devices is a vital issue. Certificateless cryptography is one of the recent paradigms to provide security. Certificateless public key
cryptography (CL-PKC) deals effectively with the twin issues of certificate management in traditional public key cryptography and
key escrow problem in identity-based cryptography. CL-PKC has attracted special attention in the field of information security
as it has opened new avenues for improvement in the present security architecture. Recently, Tsai et al. proposed an improved
certificateless signature scheme without pairing and claimed that their new construction is secure against different kinds of attacks.
In this paper, we present a security analysis of their scheme and our results show that scheme does not have resistance against
malicious-KGC attack. In addition, we have found some security flaws in the certificateless signature scheme of Fan et al. and
proved the scheme vulnerable to Strong Type I attack.

1. Introduction

The validation of public keys by a trusted third party, also
known as Certificate Authority (CA), makes traditional Pub-
lic Key Infrastructure (PKI) uneconomical. The user selects
a public key and then CA provides a digital certificate to
associate the public key with the user’s identity. The man-
agement of these certificates is a complex issue and increases
the computation and storage cost manifold. To resolve the
issues of PKC a revolutionary ID-based infrastructure was
introduced by Shamir [1] in 1984. This seminal concept of
Identity Based Cryptography (IBC) allows the user to choose
a public key of its own choice such as email ID, phonenumber,
and name. In IBC, users do not generate their own private
keys as in traditional PKC. Private keys are generated by
Key Generation Centre (KGC), maintains the private keys of
all the users, but there is always a possibility of the misuse
of these private keys as they can be used to decrypt any
ciphertext and forge the signature of user on any message for
signature generation. Eventually, this new paradigm solved
the problem of certificate management but gave birth to
inherent problem of key escrow.

In 2003, Al-riyami and Paterson [2] proposed a novel
approach to eliminate the inherent key escrow problem of
IBC as well as the use of certificates in traditional PKC.

This approach is known as CL-PKC, where KGC generates
a partial-private key for the user while user’s secret key and
partial-private key are used to generate the public key of the
user. In other words, CL-PKC differs from IBC in terms of
arbitrary public key, and when a signature is transmitted,
user’s public key is attached with it but not certified by any
of the trusted authority. Moreover, KGC is not aware of the
secret key of the user.

However, Al-riyami and Paterson’s [2] scheme has been
proved insecure against Type I adversary by Huang et al. [3]
and proposed an improved scheme. A generic construction
has been proposed by Yum and Lee [4] in 2004 which is
based on identity based signature. Later, Hu et al. [5] found
it insecure against key replacement attack and proposed
an improved version. Meanwhile Libert and Quisquater [6]
proposed another generic construction without precompu-
tations, which is based on Al-riyami and Paterson’s work.
In 2005, Gorantla and Saxena [7] proposed an efficient CLS
scheme but it was found to be insecure against the key
replacement attack by Cao et al. [8]. Li et al. [9] and Zhang
et al. [10] proposed CLS schemes based on elliptic curve but
verification algorithms in their schemes require four pairing
computations. To improve the performance, Yap et al. [11]
proposed an efficient CLS scheme which required only two
bilinear pairings. However, Park and Kang [12] found that
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the scheme [11] is insecure against a key replacement attack.
Recently, Au et al. [13] suggested a new kind of malicious-
but-passive-KGC attack where adversary may get access to
the secret/public key of KGC and then modified Hu et al.’s
model [5] for capturing the attack. In 2007, Huang et al.
[14] proposed two new short CLS schemes and claimed their
first scheme is provably secure against a Normal Type I
adversary as well as Super Type II adversary and the second
scheme is secure against Super Type I and Type II adversaries.
Unfortunately, Shim [15] claimed that the first scheme in [14]
is universally forgeable by the Type I adversary. Later, Tso
et al. [16–18] presented efficient short CLS schemes. Recently
two CLS schemes were proposed by Xu et al. in [19, 20]
for mobile wireless cyber-physical systems, and emergency
mobile wireless cyber-physical systems respectively. They
were claimed to provide high efficiency and provable security.
However, Zhang et al. [21] has shown that these two schemes
are universally forgeable against public key replacement
attack. Wang et al. [22] proposed a scheme which need not
compute the pairing 𝑒(𝑃, 𝑃) = 𝑔 at the sign stage, rather it
precomputes and publishes the system parameters.

Recently, Du andWen [23] presented a short CLS scheme
and claimed that it is secure against Strong adversaries.
However, Fan et al. [24] and Choi et al. [25] independently
showed it to be insecure against Strong Type I adversary.
Further, Fan et al. [24] proposed a CLS scheme from bilinear
pairing with additional property of nonrepudiation but later
it was found in [26] that the scheme does not acheive Girault’s
level 3 security. Later, Tian et al. [27] claimed that the scheme
[25] didnot withstand against Strong Type II adversary.

In certificateless infrastructure, the majority of the
schemes lacks in some common security issue. To attack
a CLS scheme broadly two types of adversaries have been
defined: Type I and Type II. A Type I adversary can replace
a user’s public key but is not able to obtain KGC’s master
secret key and a Type II adversary is a malicious KGC
who knows the master secret key but cannot replace user’s
public key. Although Huang et al. [28] divide the potential
adversaries according to their attack power and enrich the
CL-PKC with three more categories. A clear definition of
all the three categories of adversaries, Normal, Strong, and
Super, has been provided together with the security models.
On association with the existing categorization of Type I and
Type II adversaries, six types of adversaries can be obtained.
These areNormal Type I, Strong Type I, Super Type I, Normal
Type II, Strong Type II, and Super Type II. In fact, if a scheme
is secure against a Super Type I (II) adversary, it will guarantee
the security against Normal and StrongType I (II) adversaries
but the reverse may not be true.

In any certificateless scheme, it is always a good idea to
avoid pairing operation as it leads to the increase in com-
putation cost manifold as compared to any other operation.
An interesting attempt has been made by He et al. [29]
in 2011. He et al. developed an efficient short CLS scheme
without pairing. The advantage of the scheme is that it does
not use any pairing operation and the length of signature is
short. However, in 2012, Tian and Huang [30] proved that
the scheme cannot resist against Strong Type II adversary
having an access to the master secret key of the KGC. Later

Tsai et al. [31] discovered that the short CLS scheme [29]
cannot withstand against Type II adversary and proposed an
improved scheme to overcome the weaknesses of He et al.’s
[29] scheme. In this paper, we provide a cryptanalysis on the
Tsai et al. [31] scheme by using two Type II attacks.

As all the schemes based on ID-based cryptography have
been implemented on sensor network, so these schemes are
similarly applicable to Wireless Sensor Network [32]. Mica2,
Micaz, Tmote sky, and TelosB are the commonly available
motes and can be used for implementation. Evaluation
of these schemes can be on the basis of various factors
like energy consumption, computation time, and security
provided. The schemes discussed here in this papers are
very much of interest because they are free from pairing, so
easily applicable toWSN. But with less resource consumption
scheme should not compromise with security.These schemes
are found to be vulnerable and few flaws have been reported.
In this paper few attacks have been given which will help to
improve the scheme.

The rest of the paper is organized as follows. Section 2
presents some preliminaries and complexity assumptions.
Section 3 reviews the Tsai et al.’s scheme [31]. In Section 4, we
discuss the security analysis of Tsai et al.’s scheme and prove
that the scheme is insecure against Strong Type II attack.
Section 5 reviews the Fan et al.’s scheme [24]. In Section 6,
we discuss the security analysis of Fan et al.’s scheme and
proved in insecure against Strong Type I attack followed by
the concluding remarks on the presented work.

2. Preliminaries

This section revisits the fundamentals used in the CLS
scheme.

2.1. Overview of Elliptic Curve Cryptography. An elliptic
curve [33, 34] is a set of points over a finite field 𝐺𝐹(𝑝),
a Galois Field of order 𝑝, which satisfies the Weierstra B
equation [35]

𝑦
2
+ 𝑎
1
𝑥𝑦 + 𝑎

3
𝑦 = 𝑥

3
+ 𝑎
2
𝑥
2
+ 𝑎
4
𝑥 + 𝑎
6

(1)

but for simplification of computations, cryptographic appli-
cations prefer the simple form of WeierstraB equation as

𝑦
2
= 𝑥
3
+ 𝑎𝑥 + 𝑏, (2)

where 𝑎, 𝑏 ∈ 𝐺𝐹(𝑝).

2.2. Complexity Assumptions. The security of elliptic curve
based cryptosystem is based on the assumption that the
Elliptic Curve Discrete Logarithm Problem (ECDLP) is hard,
which can be defined as follows.

Let 𝐸 be an elliptic curve over a finite field 𝐹
𝑝
. Suppose,

there are points 𝑃, 𝑄 on the curve 𝐸(𝐹
𝑝
) for given generator

𝑃. Determine 𝑘 such that 𝑄 = [𝑘]𝑃.
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3. Review of Tsai et al.’s Short CLS Scheme

In this section, we briefly review the short certificateless
signature scheme based on ECDLP [31]. The scheme works
as follows.

Setup. Let 𝐺 be a cyclic additive group, let 𝐸/𝐹
𝑝
be an elliptic

curve 𝐸 over a prime finite field 𝐹
𝑝
defined by an equation

𝑦
2
= 𝑥
3
+ 𝑎𝑥 + 𝑏, and let 𝑝 be 𝑘-bit prime number, where

𝑝 ∈ 𝐺. Initially, the KGC computes its master public key
𝑃pub = 𝑥𝑃 and chooses two secure one-way hash functions:
𝐻
1

: {0, 1}
∗
× 𝐺 × 𝐺 → 𝑍

∗

𝑛
and 𝐻

2
: {0, 1}

∗
× 𝐺 ×

𝐺 × 𝐺 → 𝑍
∗

𝑛
, where 𝑥 ∈ 𝑍

∗

𝑛
is the master key chosen by

KGC. The KGC then publishes public parameters {𝐹
𝑝
, 𝐸/𝐹
𝑝
,

𝐺, 𝑃, 𝑃pub, 𝐻1, 𝐻2} and keeps master key 𝑥 secret.

Set-Secret Value. A signer chooses his/her identity ID and
his/her secret value 𝑥ID. The signer then computes 𝑃ID =

𝑥ID𝑃 and keeps master key 𝑥 secret 𝑥ID.

Partial-Private-Key Extract. The KGC computes 𝑅ID = 𝑟ID𝑃
and ℎID = 𝐻

1
(ID, 𝑅ID, 𝑃ID) for each signer with his/her

identity ID ∈ {0, 1}
∗, where 𝑟ID ∈ 𝑍

∗

𝑛
is a random number.

The KGC then computes 𝑠ID = 𝑟ID + ℎID𝑥 mod 𝑛 and sends
(𝑠ID, 𝑅ID) to the user via a secure channel. Notably, the tuple
(𝑠ID, 𝑅ID) is the partial-private key of the user and the user
can confirm its validity by checking the following equation:
𝑠ID𝑃 = 𝑅ID + ℎID ⋅ 𝑃pub. If the equation holds, the partial-
private key (𝑠ID, 𝑅ID) is valid; otherwise, the signer rejects the
partial-private key (𝑠ID, 𝑅ID).

Set-Private Key. The signer uses 𝑠𝑘ID = (𝑥ID, 𝑠ID) as his/her
private key.

Set-Public Key.The signer adopts𝑝𝑘ID = (𝑃ID, 𝑅ID) as his/her
public key.

Sign. Assume a signer wants to sign a message 𝑚, he/she
performs the following steps to generate signature (𝑅, 𝑠) on
chosen message𝑚.

(i) The signer computes 𝑅 = 𝑙 ⋅ 𝑃, ℎ
1

= 𝐻
2
(𝑚, 𝑅, 𝑃ID,

𝑅ID), ℎ2 = 𝐻
2
(𝑚, 𝑅, 𝑃ID,𝑅ID,𝑃pub), where rID is a

random number.
(ii) The signer checks whether 𝑔𝑐𝑑(𝑙 + ℎ

1
, 𝑛) equals 1. If it

does not hold, the signer returns to step (i).

(iii) The signer computes 𝑠 = (𝑙+ℎ
1
)
−1
(ℎ
2
⋅𝑥ID+𝑠ID)mod 𝑛

and then sends (𝑅, 𝑠) to the verifier.

Verify.Upon receiving the signature (𝑅, 𝑠) onmessage𝑚 from
the signer, the verifier can confirm the validity of signature
(𝑅, 𝑠) using the following equation:

𝑠 ⋅ (𝑅 + ℎ
1
⋅ 𝑃) = ℎ

2
⋅ 𝑃ID + 𝑅ID + ℎID ⋅ 𝑃pub, (3)

where ℎ
1
= 𝐻
2
(𝑚, 𝑅, 𝑃ID, 𝑅ID), ℎ2 = 𝐻

2
(𝑚, 𝑅, 𝑃ID, 𝑅ID, 𝑃pub),

and ℎID = 𝐻
1
(ID, 𝑅ID,𝑃ID).

If the above equation holds, signature (𝑅, 𝑠) is valid;
otherwise, the verifier rejects the signature.

4. Cryptanalysis of Tsai et al.’s Short
CLS Scheme

In this section, we prove that the He et al. [29] CLS scheme
is forgeable by the Strong Type II adversary; that is, the
adversary can forge users certificateless signatures by using
malicious-KGC attack. Tsai et al. proposed an improvement
in the He et al.’s [29] scheme and claimed that the scheme is
secure under discrete logarithmassumption in randomoracle
model. Unfortunately, the scheme was found to be insecure
against the malicious-KGC attack.

4.1. Attack 1. The adversary AII will perform the following
steps.

(i) The adversaryAII choose random numbers 𝑡, 𝑙 ∈ 𝑍
∗

𝑛

and a message𝑚 and computes

𝑅

= 𝑙

𝑃. (4)

The adversary AII replaces the KGC’s master public
key 𝑃pub with

𝑃


pub =

𝑡 − 𝑅ID
ℎ


ID
, (5)

where, ℎID = 𝐻
1
(ID, 𝑃ID, 𝑅ID).

And, the adversary generates the signature as

𝑠

=

𝑡 + ℎ


2
𝑃ID

(𝑙

+ ℎ


1
) 𝑃

mod 𝑛, (6)

where ℎ
1
= 𝐻
2
(𝑚

, 𝑅

, 𝑃ID, 𝑅ID), ℎ



2
= 𝐻
2
(𝑚

, 𝑅

, 𝑃ID,

𝑅ID, 𝑃


pub). Clearly, (𝑅

, 𝑠

) is the forged signature on

the message𝑚.
(ii) To check the validity of the signature, the verifier

can perform the following verification by using the
following equation:

𝑠

⋅ (𝑅

+ ℎ


1
⋅ 𝑃) =

𝑡 + ℎ


2
𝑃ID

(𝑙

+ ℎ


1
) 𝑃

⋅ (𝑙

𝑃 + ℎ


1
𝑃)

= 𝑡 + ℎ


2
𝑃ID

= ℎ


2
⋅ 𝑃ID + [

𝑡 − 𝑅ID
ℎ


ID
⋅ ℎ


ID + 𝑅ID]

= ℎ


2
⋅ 𝑃ID + 𝑅ID + ℎ



ID ⋅ 𝑃


pub.

(7)

4.2. Attack 2. The adversary AII will perform the following
steps to forge a signature.

(i) The adversary AII selects a random number 𝑡 ∈ 𝑍
∗

𝑛

and computes 𝑅 = 𝑡

⋅ 𝑃.

(ii) AII chooses a random number 𝑟


ID ∈ 𝑍
∗

𝑛
and

computes 𝑅ID = 𝑟


ID ⋅ 𝑃.
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(iii) The adversary obtains the hash values ℎ
1
= 𝐻
2
(𝑚

, 𝑅

,

𝑃ID, 𝑅


ID), ℎ


2
= 𝐻
2
(𝑚

, 𝑅

, 𝑃ID, 𝑅



ID, 𝑃pub), and ℎ


ID =

𝐻
1
(ID, 𝑃ID, 𝑅



ID).
(iv) AII assesses whether 𝑔𝑐𝑑(𝑙 + ℎ

1
, 𝑛) equals 1. If it does

not hold, the signer returns to step (i).
(v) As the the adversary is of Type II, the value of 𝑥 is

known. Then,AII computes

𝑠

= (𝑡

+ ℎ


1
)

−1

(𝑟


ID + ℎ


ID ⋅ 𝑥 +

ℎ


2
⋅ 𝑃ID

𝑃

) mod 𝑛. (8)

The signature is (𝑅, 𝑠) on message𝑚.
(vi) To check the validity of the signature, the verifier can

perform the following verification as follows:

𝑠

⋅ (𝑅

+ ℎ


1
⋅ 𝑃) = ℎ



2
⋅ 𝑃ID + 𝑅ID + ℎ



ID ⋅ 𝑃pub, (9)

where ℎ
1
= 𝐻
2
(𝑚

, 𝑅

, 𝑃ID, 𝑅



ID), ℎ


2
= 𝐻
2
(𝑚

, 𝑅

, 𝑃ID,

𝑅


ID, 𝑃pub), and ℎ


ID = 𝐻
1
(ID, 𝑃ID, 𝑅



ID)

𝑠

⋅ (𝑅

+ ℎ


1
⋅ 𝑃)

= (𝑡

+ ℎ


1
)

−1

(𝑟


ID + ℎ


ID ⋅ 𝑥 +

ℎ


2
⋅ 𝑃ID

𝑃

)

× (𝑡

⋅ 𝑃 + ℎ



1
⋅ 𝑃)

= (𝑡

+ ℎ


1
)

−1

(𝑟


ID + ℎ


ID ⋅ 𝑥 +

ℎ


2
⋅ 𝑃ID

𝑃

) (𝑡

+ ℎ


1
) ⋅ 𝑃

= (𝑟


ID + ℎ


ID ⋅ 𝑥 +

ℎ


2
⋅ 𝑃ID

𝑃

) ⋅ 𝑃

= (𝑟


ID ⋅ 𝑃 + ℎ


ID ⋅ 𝑥 ⋅ 𝑃 + ℎ


2
⋅ 𝑃ID)

= 𝑅


ID + ℎ


2
𝑃ID + ℎ



ID ⋅ 𝑃pub.

(10)

5. Review of Fan et al.’s Short CLS Scheme

In this section, we briefly review the short certificateless
signature scheme based on ECDLP [24]. The scheme works
as follows.

Setup. Let 𝐺
1
, 𝐺
2
, and 𝐺

𝑇
be three cyclic additive groups of

prime order 𝑞 ≤ 2
𝑘 where 𝑘 is a security parameter, and let 𝑒

be an efficiently computable bilinear pairing 𝑒 : 𝐺
1
× 𝐺
2

→

𝐺
𝑇
, which satisfies the properties of bilinearity and nonde-

generacy. Suppose that amessage𝑚whichwill be signed is an
element in𝑍

∗

𝑞
. KGC chooses two random generators 𝑃

1
∈ 𝐺
1

and 𝑃
2
∈ 𝐺
2
and a random integer 𝑠 ∈ 𝑍

∗

𝑞
. It then computes

𝑃pub = 𝑠𝑃
2
∈ 𝐺
2
and 𝑔 = 𝑒(𝑃

1
, 𝑃
2
) ∈ 𝐺

𝑇
. It then selects two

distinct cryptographic hash functions 𝐻
1

: {0, 1}
∗

→ 𝑍
∗

𝑞

and 𝐻
2

: {0, 1}
∗
× 𝐺
2

→ 𝑍
∗

𝑞
. KGC publishes the system

parameters, params = {𝑘, 𝐺
1
, 𝐺
2
, 𝑒, 𝑞, 𝑃, 𝑔, 𝑃pub, 𝐻1, 𝐻2}, and

keeps its master key 𝑠 secret.

User-Key Gen. A user with identity ID randomly chooses 𝑟 ∈

𝑍
∗

𝑞
and then computes𝑝𝑘ID = 𝑟𝑃

2
and𝑝𝑘



ID = 𝑟(𝑃pub+𝑄ID𝑃2)

where 𝑄ID = 𝐻
1
(ID). The user keeps 𝑟 secretly and sets

(𝑝𝑘ID, 𝑝𝑘


ID) as its public key.

Partial-Private-Key Gen.KGC takes params, the user’s partial
public information (𝑄ID, 𝑝𝑘ID) as inputs, and then generates
the user’s partial-private key 𝑑ID = 1/(𝑠 + 𝑄ID + 𝐻

1
(ID ‖

𝑝𝑘ID))𝑃1. Then KGC returns 𝑑ID to the user via a secure
manner. After receiving 𝑑ID, the user checks the correctness
of 𝑑ID by examining if 𝑒(𝑑ID, 𝑃pub + 𝑄ID𝑃2 + 𝐻

1
(ID ‖

𝑝𝑘ID)𝑃2) = 𝑔. The private key of the user is (𝑑ID, 𝑟).

CL Sign. To produce the signature on message 𝑚 ∈ {0, 1}
∗,

the user with identity ID performs the following steps:

(i) set ℎ = 𝐻
2
(𝑚, 𝑝𝑘ID),

(ii) compute 𝑆 = (1/(𝑟 + ℎ))𝑑ID, where 𝑆 is the signature
on message𝑚 of the user.

CL Verify. Given params, message 𝑚, 𝑝𝑘ID, 𝑝𝑘


ID, and the
signature 𝑆 on message 𝑚 of the user with identity ID, the
signature can be verified as follows:

(i) let ℎ = 𝐻
2
(𝑚, 𝑝𝑘ID);

(ii) if the following formula holds, the signature 𝑆 is valid:

𝑒 (𝑆, 𝑝𝑘


ID + 𝐻
1
(ID ‖ 𝑝𝑘ID) 𝑝𝑘ID

+ ℎ (𝑃pub + 𝑄ID𝑃2 + 𝐻
1
(ID ‖ 𝑝𝑘ID) 𝑃2)) = 𝑔.

(11)

6. Cryptanalysis of Fan et al.’s Short
CLS Scheme

In this section, we demonstrate that the Fan et al. [24] CLS
scheme is forgeable by the Strong Type I adversary; that is,
adversary can replace a user’s public key but is not able to
obtain KGCs master secret key. AI is able to retrieve the
partial-private key of the user.

6.1. Attack. TheAI will perform the following steps.

(i) The adversaryAI chooses a random number 𝑟 ∈ 𝑍
∗

𝑛

and replaces a user’s public key 𝑃𝐾ID with 𝑃𝐾
∗

ID =

𝑟

𝑃
2
and 𝑃𝐾



ID with 𝑃𝐾
∗

ID = 𝑟

(𝑃pub + 𝑄ID𝑃2).

(ii) AI makes a strong sign query with ID, 𝑚, and 𝑟
 as

input and then the challenger returns a valid signature
𝑆

= (1/(𝑟


+ ℎ

))𝑑ID where ℎ = 𝐻

2
(𝑚, 𝑃𝐾

∗

ID).

(iii) AI obtains the hash value ℎ
 on𝑚, 𝑃𝐾∗ID by making a

hash query.

(iv) AI can then compute the user’s partial-private key
𝑑ID = (𝑟


+ ℎ

)𝑆
 as he knows the value of 𝑟 and ℎ

.
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7. Conclusion

The schemes discussed here are ofmuch interest because they
are free from pairing and hence can easily be applicable to
WSN. But less resource consumption is not enough reason
to compromise security. In this paper, security attacks have
been applied on two different schemes. Tsai et al. proposed
the CLS scheme without pairing which is claimed to be
more efficient than the existing schemes (since pairing is
always an expensive operation). An exhaustive cryptanalysis
has been shown in Section 4 and the results indicate that
the improved scheme by Tsai et al. does not resist against
the Strong Type II attacks and hence is forgeable. Moreover,
we have found that Fan et al’s. CLS scheme is forgeable
by the Strong Type I adversary. Therefore, to construct
a secure certificateless signature scheme without bilinear
pairing needs more attention.
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Traditionally,Wireless SensorNetworks (WSNs) are used formonitoring an extensive area. In these networks, a centralized server is
usually used to collect and store the sensor information. However, new distributed protocols allow connections directly to theWSN
nodes without the need of a centralized server.Moreover, these systems are able to establish communications among heterogeneous
networks. The new protocols strategy is focused on considering several WSNs as a unique distributed one. This way, a user of the
system is able to analyze a process under study as a whole instead of considering it as a set of different subsystems. This is the case
in the evaluation of migratory waterbirds’ environment. In this case, it is usual to deploy several WSNs in different breeding areas.
They are all interconnected and they measure different environmental parameters. However, this improvement in the data access
flexibility may result in a loss of network performance and an increase in network power consumption. Focused on this problem,
this paper evaluates different communication protocols: distributed and centralized, in order to determine the best trade-off for
environmental monitoring in different migratory areas of waterbirds.

1. Introduction

Nowadays, the number of electronic devices present in our
environment is increasing continuously. The technological
improvements and cost reduction of these smart devices pro-
vide a significant increase in their capabilities, among which
are their connectivity. The Internet of Things (IoT) [1] is a
paradigm which is gaining importance in the current sce-
nario ofmodern telecommunication.This concept represents
a novel scenario in which we are completely surrounded by
smart devices. These devices can interact among them, pro-
viding different information or adding capabilities to the
network [2]. An important group of these devices is formed
by the Wireless Sensor Networks (WSNs) [3].

A WSN consists of many small devices deployed in a
physical environment [4]. Each device, called a node, has
special capabilities such as communication with its neigh-
bors, sensing, and data storage and processing [5]. All nodes
make a mesh network of devices that can collaborate among
them allowing the implementation of distributed solutions
to solve complex problems. Due to this, WSNs have many
applications [6], among which environmental monitoring as

an area where the potential impact is huge [7]. It allows
monitoring an area at a low cost and little need of human
presence. However, they have some technical requirements,
such as the following.

(i) Autonomy. Batteries must be able to power the nodes
during the whole network lifetime. Despite typical
WSNs using low power radio devices (such as IEEE
802.15.4 [8] radio transceivers), the radio transceiver
spends most of the energy consumption in a node
in typical monitoring applications. Due to it, the
network has to reduce data traffic asmuch as possible.

(ii) Robustness. In this kind of application, human main-
tenance is usually difficult because of the hardness of
the terrain.Therefore, it is important to design robust
networks that are adaptable to any incident.

(iii) Flexibility. The network must to be able to add, move,
or remove nodes to meet the application require-
ments. The network must automatically detect the
changes, organizing the communications in conse-
quence.
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(iv) Low Price. To save energy, the transmission range is
limited too.This decrease in communication coverage
is solved by increasing the density of the network. A
high cost of the nodes would make unfeasible the use
of a WSN versus other technologies.

WSNs are normally used in environmental monitoring
applications to collect information through the sensors incor-
porated into each node. There is a special device called “Base
Station” whose mission is to request and store the network
information [9]. The Base Station generally acts also as a
gateway, allowing the user to access the collected data through
an infrastructured network, such as Internet.

To monitor an environment, the nodes of a WSN con-
struct mesh networks that allow communications between
devices. Due to the special characteristics of WSNs, such
as their reduced energy available or low bandwidth, WSNs
require the use of adapted protocols to establish communica-
tions.Nowadays, routing protocolswith lowpower consump-
tion continue being a main issue for WSNs. Several routing
solutions have been proposed in the literature [10], mainly
focused on energy consumption [11, 12], security issues [13,
14], or fault-tolerant capacity [15].

However, these proposed communication algorithms are
classically designed to solve communication problems in an
ad hoc manner. They solve particular scenarios, but they
do not provide a general framework that allows intercom-
munication between heterogeneous networks with different
communication requisites.

As an alternative to this classical WSN scheme and
directly related to the IoT philosophy, some authors are
currently proposing the use of IPv6 implementation over
WSNs [16, 17]. This implementation are focused on reducing
as much as possible the requirements of the Base Station, that
is, using the Base Station only as a gateway between the two
networks [18] and without intelligence. The use of IPv6 pro-
vides a common framework where additional protocols can
be added, maintaining a basic interoperability between net-
works. IPv6 framework for low power consumption systems
(also known as 6LoWPAN) is currently a main research area.
Some authors are proposing new uses of 6LoWPAN tech-
nology [19, 20]. Other authors proposed additional schemes,
for example, to compact addressing between devices [21]
or to increase security [22, 23]. Other authors, as classical
architectures, focused on provided efficient routing protocols
[24, 25].

As can be seen, 6LoWPAN adds the IPv6 advantages
of robustness and flexibility to WSNs, increasing the con-
nectivity of the nodes. This implementation not only solves
the retrieving information problem from the Base Station
but it allows the access to every node in the WSN from
anywhere in Internet [26]. Thanks to 6LoWPAN each node
can be uniquely identified [27]. However, because IPv6 was
not initially designed to operate over WSNs, it also has
some constraints [28]. It could not make it interesting for all
applications.

In this paper, we propose a comparison between IPv6 pro-
tocol implementation versus classical WSN communication

Figure 1: New potential delineations of Teal populations in western
Eurasia [30].

protocols.This evaluation is focused on its use formonitoring
application.

The rest of the paper is organized as follows. Section 2
describes the application of our interest. A description and
some common WSN protocols are described in Section 3.
These protocols are evaluated in Section 4. Finally, Section 5
introduces a comparison between the evaluated protocols,
before describing the final conclusions and remarks in
Section 6.

2. Application Description

The evaluation of flooding areas, especially the estimation
of flood level, is very important in monitoring waterbird
colonies. Some studies relate the status of waterbird habits
to the population of these kinds of birds [29]. Moreover, a
change in the behavior and pathways of migratory waterbirds
has been observed by biologists in the last decades [30], as can
be seen in Figure 1. Due to this, biologists are very interested
in this kind of environmental monitoring.

To capture that information, we already have a WSN
deployed into the Doñana Biological Station [31]. Doñana
is a wildlife reserve protected by the Spanish Government
(located in the south of Spain). It covers a huge area of about
542 km2 with little human interference through its entire
history. This network is called ICARO [32] (“Inteligencia
Computacional Aplicada a Redes de Observación,” a Spanish
acronym which means computational intelligence applied
to monitoring networks). ICARO has been built based on
TelosB [33] nodes and TinyOS [34] operating system. Each
node (Figure 2) has a meteorological station with the ability
to measure temperature, rainfall, wind speed and direction,
and humidity.These nodes use a TelosB platform for process-
ing and transmissions. Finally each node gets energy from a
solar power system.These nodes use available information to
predict the flood level of the marsh areas of Doñana [35].

ICARO network architecture is a centralized one, where
the flood level estimation of each node is sent to a Base Station
and stored later in a server. Node information is only acces-
sible offline, and data is stored in a external database.

However, an effective monitoring of the habitat of migra-
tory species requires deploying several networks in each
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Figure 2: A node of ICAROWSN.

breeding area. Therefore, we are designing new WSNs (i.e.,
ICARO2, ICARO3, etc.) to cover new areas (the new design
of the improved nodes is shown in Figure 3). One of our goals
is to provide a unified interface for all the ICARO networks.
This set of networks is called eSapiens, a Spanish acronym that
means intelligent acquisition and processing system integ-
rated in natural environments.

Although we can keep the ICARO architecture (for
reusing the hardware and the deployments), this scheme
suffers several problems: ICARO depends on several hard-
defined bottle necks. All information goes through a sole Base
Station. Inside nodes are not accessible from outside nodes.
Therefore, it is not possible to access data directly from
sources, but it is in a data server.

A new approach is chosen for eSapiens: flatten all hierar-
chical structures, allow direct communication to every node
(Figure 4) in all networks, and keep historical data in each
node. To embrace this approach, a change to amore complete
communication protocol is necessary.

One advantage obtained from a more complete com-
munication protocol is that it makes easy the communica-
tion between nodes of different networks, redirecting the
information through a heterogeneous networks. Therefore, a
node in an ICARO network can exchange information with
another node of another ICARO network. It is depicted in
Figure 5. Additionally, the information stored in a node can
be retrieved by a PC using a standard web-page browser,
where a user can access individually and transparently each
device of the different ICARO networks into eSapiens infras-
tructure.

3. WSN Communications in
Environmental Monitoring

Typically, WSN protocols allow mesh typologies of nodes
with multihop structures. Thanks to this, it is possible to
monitor huge areas with low cost and low power devices.

Figure 3: Node example for the new ICARO networks.

Moreover, it requires the use of low power radio transceivers.
Typically, these radio transceivers are based on the IEEE
802.15.4 Standard [8]. This standard defines the physical and
the MAC layers as is detailed in Figure 6. Based on this stan-
dard, several protocols have been defined.These protocols are
necessary to enable the communication between nodes with
multiple hops. Each node is required to know its neighbors
and what routes it can use to send a message to another
node, without sight line. Due to this, WSN protocols used for
environmental monitoring require two classes of messages.

(i) Network Messages. These messages are used to main-
tain the network. It is used to discover node neighbors
and obtain the routing table.

(ii) Information Messages. These messages are used to
transmit useful information for application purposes.
In environmental monitoring, these messages typi-
cally contain sensor measurements.

Both types of messages are needed; however the use
of network messages increases the power consumption and
increases the occupation index of the channel with informa-
tion not directly related to the proposed application. More-
over, obtaining a high reliability requires the use of big
headers. Therefore, to reduce the power consumption it is
necessary to obtain a trade-off between the required reliabil-
ity of the network and the amount of additional information
sent between nodes.

Currently, there are different solutions for routing pro-
tocols in WSNs. Communication protocols designed specif-
ically for WSNs, such as Collection Tree Protocol or ZigBee,
are less flexible but their implementation over WSNs has less
power consumption. On the other hand, IPv6 implementa-
tion, such as BLIP, takes advantage of the information mes-
sages to update the routing table.

In this section, we are going to describe some common
WSN protocols, highlighting their advantages and disadvan-
tages to use on the proposed application.

3.1. ZigBee. The ZigBee standard [36] is a project supported
by the ZigBee Alliance. ZigBee defines the network layer and
the application layer, both on top of IEEE 802.15.4 link layer.
This standard defines several net structures in which three
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types of nodes are identified: a coordinator, routers, and end
devices. The application layer ZigBee defines an application
support sublayer (APS) on which the denominated end
points (similar to TCP/IP ports) are defined. An application
or object can be defined for each end point. However, there
is a reserved end point for the ZigBee device object (ZDO)
which is responsible for communicating the binding tables
to the network. These tables keep information about the
network nodes’ presence and their services. In the ZigBee
network the services define the profiles whereby the devices
are grouped in clusters (devices within the same profile).

3.2. Collection Tree Protocol. The Collection Tree Protocol
(CTP) [37] is a tree-based collection protocol. In this pro-
tocol, a single or small group is shown as sink nodes (tree

roots) which are the main branches of the tree (connectivity
between nodes). Based on this tree, when each node sends a
message to a sink node, it looks for themost suitable neighbor
node, using a routing gradient. With this technique, the pro-
tocol is responsible for network management discovering the
neighbors and estimating the best transmission path (min-
imizing the number of hops and the global consumption).
This is possible because each node has a table with a list of
the best neighbors to reach a root node.The CTP is common
in data collection applications where nodes periodically send
information to a root node (typically called Base Station). A
specific implementation of this protocol is CTP Noe [38].

3.3. 6LoWPAN. The IPv6 in Low Power Wireless Personal
Area Networks (6LoWPAN) [39, 40] is a project supported
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by the IETF (Internet Engineering Task Force). It was created
to adapt IPv6 datagrams over IEEE 802.15.4 links. This
adaptation presents the problem of great differences in MTU
sizes between IPv6 and IEEE 802.15.4 (much larger in typical
IPv6 implementation). To resolve this problem, 6LoWPAN
implements a packet fragmentation mechanism [41] and a
header compression algorithm [42]. On the other hand, the
use of IPv6 simplifies tasks of network management and
expands connectivity with Internet protocols (e.g., TCP,UDP,
and ICMP) and services [26] (e.g., HTTP, SMTP, FTP, and
SOAP), as can be seen in Figure 7.

3.3.1. BLIP. The Berkeley Low power IP stack (BLIP) [43] is
implementation of IPv6 for WSNs over TinyOS. Currently,
it is not full IETF standard compliant. However, it supports
6LoWPAN/HC-01, header compression, IPv6 neighbor dis-
covery, default route selection, point-to-point routing, and
network programming. If there are communications in the
network, the device that receives a message analyzes the
sender information and the ACK to refresh its neighbor and
the routes tables. Only in the case that no communication
occurs during a long time, a node sends a message to refresh
its routing table. Additionally, some of the implementation
allow the use of compressed headers. That reduces the over-
head of IPv6 communications. With all this, BLIP provides
significant interoperability with other IP networks.

3.3.2. Constrained Application Protocol. The Constrained
Application Protocol (CoAP) [44] is a specialized web trans-
fer protocol for machine-to-machine (M2M) applications. It
is proposed by CoRE (Constrained RESTful Environments),
a work group at the IETF.Themain goal of CoAP is to provide

Link

6LoWPAN aid layer

Adapted IPv6 layer

UDP

Application layer
CoAP

Figure 8: CoAP layer description.

a mechanism to easily translate a protocol like HTTP to a
less complex one. It allows integration between constrained
networks (such as WSNs) and standard Internet networks.
CoAP is a single protocol over UDP (as is shown in Figure 8)
and is subdivided into two sublayers. The first one, the CoAP
message sublayer, is responsible for dealing with UDP (CoAP
operates over UDP) and defines four types of messages:
Confirmable, Nonconfirmable, Acknowledgement, and Reset.
The second one is the request/response sublayer. It contains
methods and response codes. An implementation of this
protocol is libcoap which provides the same methods as
the ones used by HTTP: GET, PUT, POST, and DELETE.
However, there is specific implementation of these libraries
for WSNs [45] with a more reduced set (only GET and PUT)
which is typically sufficient for most applications.

4. Experimental Evaluations

In this paper, we are going to compare different protocols
which allow us to use IPv6 in a WSN (a network of TelosB
nodes with TinyOS Operating System). Additionally, some
other well-known protocols are included in the comparison.

A developed test application sends the same application
data using each studied protocol. A sniffer captured thewhole
wireless traffic between nodes. To acquire data traffic, our
testbench comes with a USB dongle 802.15.4 sniffer (IA OEM
DAUB1 2400 by Adaptive Modules Ltd.) [46] and “Perytons
Protocol Analyzers” [47] (Figure 9) software to analyze the
packets detected.

The network used to test the protocols is made of 3 nodes
with the architecture described in Figure 10.
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Figure 9: Perytons Protocol Analyzers screenshot.
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Figure 10: Studied topologies.

A limitation of output power in the transceiver of nodes
(down to −12 dB) allows the experimentation in a close
controlled scenario. It causes each node not to have full con-
nectivity with the rest of the nodes. Due to this, in some cases
nodes have to route messages through other nodes. Same
coverage is used for all the experiments.

All the IPv6 dependent protocols use the Berkeley imple-
mentation for WSNs (6LoWPAN).

Our test application is developed to imitate the behavior
of the proposed flooding estimation application.

(i) Every node is cyclically acquiring environmental
information.

(ii) Once per day, aWSN node executes the data aggrega-
tion algorithm, to predict flood level.

(iii) Only if the flood level is different from the last
estimation, it sends amessage to the Base Station with
the new estimation.

Based on this simple architecture, a count of sent bytes
per data has been done. In all measurements, it only showed

size in bytes of any layer above MAC layer. To get real size of
messages, it is necessary to add the MAC size. Usually WSNs
based on IEE802.15.4 radio transceiver use short addresses
(9 bytes) to reduce the overhead. When some protocols
depend on responses inMAC layer (i.e., wait forMACACK),
those messages are shown too.

Moreover, all experiments done in both topologies show
an 𝑛-hop communication which is an equivalent to 𝑛 times 1-
hop.The overhead of frames for the evaluated protocols does
not increase with multiple hops. So, the results only show the
last transmission (1-hop).

All the expressed results are obtainedwithout considering
fragmentation. To maintain a low power consumption, it is
necessary to reduce asmuch fragmentedmessages as possible
because it increases the required transmissions with their
associated ACK and therefore it increases the overhead.

4.1. Static Ad Hoc Implementation. This implementation is
used only for comparison purposes. An Ad hoc implemen-
tation is specific to application and network.The efficiency of
an ad hoc implementation is maximum because its topology
is fixed in programming time and routing tables are static.
Due to this, these networks do not require network messages
to obtain the topology neither to provide information to help
the routing of the packets.

Against that, it needs to know beforehand the location of
the network nodes. A change in its topology requires repro-
gramming all nodes. Neither of these problems have been
considered here.

This kind of implementation is not very common due to
the difficulty in the evaluation of topologies in networks.

Despite their lack of flexibility, these implementation have
very few overheads and do not require additional messages to
build a routing table. So, it is considered as an ideal case and
it is used as reference to compare other routing protocols.
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Figure 11: ZigBee message transmission.

With the proposed testbench, we talk about two different
protocols: a one similar to UDP without ACK (1 byte to des-
tination, 1 byte to source and payload) and a one similar to
TCP with ACK (2 bytes more with source and target to send
ACK) (see Table 1). If both protocols do not coexist, it is not
necessary to have an extra byte to identify the protocol.

This implementation does not allow communication
between devices. Moreover, they cannot acquire information
from a remote WSN. Therefore, all the acquired information
must be stored in a central server.

4.2. ZigBee. The structure of ZigBee transmissions is depic-
ted in Figure 11. In this case, a remote node is sending a non-
requested message. ZigBee requires the use of ACKmessages
at link and MAC layers. Figure 12 shows a ZigBee frame. As
can be seen, it has a reduced overhead, similar to CTP one.

Table 2 sums up the size of messages transmitted with
ZigBee.Thesemessages do not increase in size withmultihop
transmissions.

ZigBee allows direct communication between devices of
a network, but it does not allow to redirect messages with
a remote network. ZigBee has not been designed to allow
fragmentation.

4.3. Collection Tree Protocol Implementation. Collection pro-
tocols are useful to gather information from different sensors
to a central device in a network, generally to the Base Station.
This is the typical application in environmental monitoring
where all the information gathered in the Base Station is
stored in a database.

Collection nodes only store a reduced number of routes.
They try to send information through an optimum path to a
Base Station. If the nodes in the path are busy, they search for
other paths, always trying to minimize the cost (estimated as
number of hops).

This implementation does not allow communication bet-
ween devices. The network only maintains routes to the Base
Station. Moreover, it cannot acquire information from other
remote WSNs. Therefore, all the acquired information must
be stored in a central server.

Figure 13 shows a generic frame of a collection message.
Its overhead is reduced.

Typical CTP schema is depicted in Figure 14. This proto-
col only sends ACK at MAC layer, maintaining the number
of exchanged messages low.

Table 3 sums up the size of messages transmitted with the
evaluated CTP protocol (from TinyOs Stack). CTP messages
do not increase their size in multihop nodes.

Table 1: Ad hoc protocol.

Msg type Bytes sent
Data message 2 + payload (up to 114)
MAC ACK 5

Table 2: ZigBee protocol.

Msg type Bytes sent
ZigBee message 18 + payload (up to 100)
ZigBee ACK 18
MAC ACK 5

Table 3: Collection protocol.

Msg type Bytes sent
Data message 12 + payload (up to 106)
MAC ACK 5

4.4. TCP BLIP Implementation. BLIP implementation sup-
ports over the 6LoWPAN aid layer. The scheme of a TCP
message using 6LoWPAN is depicted in Figure 15.

TCP transmission require a complex message negotia-
tion. This negotiation ensures the integrity of the informa-
tion, but drastically increases the overhead. Messages vary
in function of the application. For example, the scheme to
transmit a webpage over 6LoWPAN is depicted in Figure 16.

As can be seen, a webpage structure increases the number
of required messages even more. Due to this, in transmission
with constrained communications, such as that used in
WSNs, it is better to use transmissions without a protocol
in application layer, that is, sending the information after
establishing the socket connection.

TCP allows communication between devices, whether
they are in the same network or not. Moreover, the acces-
sibility of each device in a TCP network allows the user to
request information stored locally. So, transmission is only by
demand.

TCPBLIP permits message fragmentation. If a message
is higher than the maximum payload, BLIP automatically
fragments it. To do this, it adds fragmentation header to the
first fragment (4 bytes). This header is added between the
MAC header and the 6LoWPAN header.

The rest of the fragments are sent only with MAC header
and a 5-byte fragmentation header that identifies the full
message. The rest of the headers in these fragments are
avoided to reduce the overhead as much as possible.

4.4.1. TCPBLIP without Header Compression. Figure 17
depicts a standard payload message, using TCP frames with-
out header compression. TCP frames require the use of big
headers. It considerably reduces the size of the payload or
fragments the message.

Table 4 sums up the size of messages with a TCP connec-
tionwithout header compression. As can be seen, the number
of transmittedmessages and the number of bytes sent in com-
munications are high.
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Octets:
MAC header FCS
9, 15, or 21

ZigBee header
𝑛 up to 100

Data payload
2

Up to 127 bytes

16

Figure 12: ZigBee frame.

Octets:
MAC header FCS
9, 15, or 21

Collection header
𝑛 up to 106

Data payload
2

Up to 127 bytes

10

Figure 13: CTP frame.

Collection Msg with payload

MAC ACK

Figure 14: CTP message transmission.

Request TCP connection (SYN)
MAC ACK

Request TCP connection ACK
MAC ACK

Request TCP connection ACK ACK
MAC ACK

Message transmission

TCP close request
MAC ACK

TCP close request ACK
MAC ACK

TCP closed
MAC ACK

TCP closed ACK
MAC ACK

Figure 15: TCP negotiation.

TCP requires a high number of transmissions. Firstly, it
requires to start explicit connection with an SYN message.
After that, we need to send the message with the payload.
Finally, it is necessary to close the connection explicitly.
Moreover, TCP requires the use of the ACK messages link
layer, in addition to the ACK in MAC layer. Due to this, the
TCP protocol is in general too costly to be used in devices
with limited bandwidth, such as WSN devices.

4.4.2. TCP BLIP with Header Compression. Figure 18
depicted a TCP payload frame. The size of messages with

Request TCP connection (SYN)

MAC ACK

Request TCP connection ACK
MAC ACK

Request TCP connection ACK ACK
MAC ACK

GET/direction HTTP/1.1

MAC ACK

GET ACK
MAC ACK

HTTP/1 200 OK

· · ·

MAC ACK

MAC ACK
HTTP ACK

TCP closed

MAC ACK

TCP closed ACK
MAC ACK

⟨html⟩

⟨/html⟩

Headers . . .

Figure 16: Webpage transmission.

header compression is lower than that of messages without
it. However, their headers are still too high for a protocol
with constrained maximummessage size, such as in 802.15.4.

Table 5 sums up the size of transmission messages in a
TCP connection with header compression. As can be seen,
TCP header compression reduces the overhead, but it does
not reduce the number of transmissions.

As conclusion, the TCP over 802.15.4 radio transceiver
requires a large number of transmissions and it has a big
overhead, even with header compression. TCP is only useful
with not so frequent communication with reduced payload,
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Octets:
MAC header FCS
9, 15, or 21

IPv6 headerL
1 𝑛 up to 55

Data payloadTCP header
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Figure 17: TCP frame without compression.

Octets:
MAC header FCS

9, 15, or 21
HC 6L

𝑛 up to 88
Data payloadTCP header

2

Up to 127 bytes
6LoWPAN

header

62 20

Figure 18: TCP frame with compression.

Send message
MAC ACK

Receive message
MAC ACK

...

Figure 19: UDP transmission.

Table 4: TCP without compression.

Msg type Bytes sent
Request TCP connection (SYN) 83
Request TCP connection ACK 71
Request TCP connection ACK ACK 63
Data message 63 + payload (up to 55)
ACK 71
MAC ACK 5
Close request 73
Close ACK 63
Closed 63
Closed ACK 63

where the system reliability is more important than its power
consumption.

4.5. UDPBLIP Implementation. In contrast to TCP con-
nection, UDP does not have negotiation to ensure correct
transmission. Due to it, UDP needs to send less messages.
Therefore, it is not reliable (i.e., there is no guarantee that sent
UDP messages or packets would reach their destinations at
all). Figure 19 shows a scheme of an UDP connection.

Despite its less overhead, the lack of reliability of UDP
messages is a drawback, especially inwireless communication
with a nonnegligible packet error rate, such as 802.15.4 com-
munications.

Due to this, to increase the reliability in WSNs using
UDP, it is necessary to add a communication protocol at the
application layer, such as CoAP or an adaptation [48] of
IEEE1451 Standard [49].

Table 5: TCP with compression.

Msg type Bytes sent
Request TCP connection (SYN) 50
Request TCP connection ACK 38
Request TCP connection ACK ACK 30
Data message 30 + payload (up to 88)
ACK 38
MAC ACK 5
Close request 40
Close ACK 30
Closed 30
Closed ACK 30

Table 6: UDP without compression.

Msg Type Bytes sent
Data message 51 + payload (up to 67)
MAC ACK 5

Like in the TCPBLIP implementation, if messages are
longer than the available payload, they are fragmented. This
fragmentation has the same structure of TCP communica-
tions: first fragment adds a header fragmentation (4 bytes)
to the original header. The rest of the fragments only have
fragmentation header of 5 bytes without any other header.

As TCP protocol, UDP allows communication between
devices, whether they are in the same network or not, and it
also allows to store information locally, transmitting it only
on demand to a user.

4.5.1. UDPBLIP without Header Compression. Figure 20
summarizes a UDP frame between two nodes, withoutmulti-
hop, without header compressions or security.

As can be seen, it has less overhead than TCP, but it does
not ensure the receiving of the message.

Table 6 summarizes the number of bytes required to send
a message between nodes with UDP without compression.

UDPwithout compression significantly reduces the over-
head in comparison with TCP connection.



10 International Journal of Distributed Sensor Networks

Octets:
MAC header FCS
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IPv6 headerL
𝑛 up to 67
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Figure 20: UDP frame without compression.
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MAC header FCS
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2 66

Figure 21: UDP frame with compression.

CON [ID] GET/URI (token)
MAC ACK

ACK [ID] data type (token) response
MAC ACK

Figure 22: CoAP transmission.

4.5.2. UDPBLIP with Header Compression. Figure 21 sum-
marizes a UDP frame between two nodes, without multihop,
with header compression and security.

As can be seen, it has very lowoverhead, especially if short
MAC addresses are used.

Table 7 summarizes the number of bytes needed to send
a UDP message between nodes with compression.

The overhead of UDP communications is slightly higher
than the case of CTP networks, but it allows more flexibility.
As it was mentioned before, its main drawback is the lack of
reliability.

4.6. CoAP Implementation. CoAP implementation add a
minimal negotiation to UDP messages with the purpose of
increasing the reliability, but maintaining the overhead low.
Figure 22 shows the structure of a CoAP negotiation.

The use of Piggy-backed messages prevents the use of
a link level ACK, reducing the traffic. Moreover, it uses an
implicit socket connection. Due to this, it does not require
additional messages to establish or close connections. Like
TCP or UDP, CoAP is able to communicate between devices
which allow transmittng data on demand.

4.6.1. CoAP without Header Compression. The overhead of
most common CoAP messages are depicted in Table 8 and
Figure 23.

This protocol is a good trade-off between reliability and
overhead. It does not increase too much the overhead, but
establishes messages to ensure a correct transmission.

4.6.2. CoAP with Header Compression. Figure 24 depicted a
CoAP frame with header compression. As can be seen, this
protocol has a reduced overhead.

Table 7: UDP with compression.

Msg type Bytes sent
Data message 16 + payload (up to 102)
MAC ACK 5

Table 8: CoAP w/o compression and w/o fragmentation.

Msg type Bytes sent
GET 56 + token (0 to 4) + payload (up to 62)
POST 56 + token (0 to 4) + payload (up to 62)
MAC ACK 5

Table 9: CoAP w/ compression and w/o fragmentation.

Msg type Bytes sent
GET 21 + token (0 to 4) + payload (up to 97)
POST 21 + token (0 to 4) + payload (up to 97)
MAC ACK 5

Table 9 sums up the results obtained with the most com-
mon CoAP messages used in 802.15.4 WSNs. It is important
to consider that CoAP implementation for TinyOS is still
a work in progress, and not all the methods are currently
available.

The reliability and extra cost are similar to CTP protocols
or ZigBee, but CoAP provides more flexibility.

In conclusion, CoAP is presented as an interesting com-
promise between the reliability of TCP and the reduced over-
head of UDP. Its overhead is reduced, but nonetheless, it is
higher in the case of CTP messages.

5. Comparison between Protocols

This section describes a comparison between the different
tested protocols.

5.1. Routing Overheads and Evaluation of Power Consumption.
Routed messages between networks require the use of head-
ers. But headers increase the number of total sent bytes in
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Figure 23: CoAP frame without compression.
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Figure 24: CoAP frame with compression.
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Figure 25: Overhead factor versus payload.

the network. Therefore, it is necessary to search for a trade-
off between size of header and reliability. Table 10 shows the
number of messages interchanged in order to send a packet
of data (5 bytes) and total number of sent bytes (including our
payload of 5 bytes).

The ratio between total number of bytes versus payload is
the overhead factor. Overhead factor (also shown in Table 10)
is related directly to energy consumption. The time of trans-
mission or, in other words, the number of sent bytes are the
main influence on energy consumption. Bigger overhead
implies bigger energy consumption for the same payload,
as energy consumption is the main issue in Wireless Sensor
Networks [11] because of limited autonomy in nodes.

To evaluate the energy consumption of sending a packet,
it can be estimated as described in [35]:

𝐸
𝑇𝑥,𝑖
= 𝑇
𝑇𝑥
⋅ 𝑃
𝑇𝑥
, (1)

where 𝑇
𝑇𝑥

is time of transmission and 𝑃
𝑇𝑥

is power of
emission. 𝑃

𝑇𝑥
is estimated as 38mW [33].

At the same time, there is some energy consumption in
the receiving node. It can be estimated as

𝐸
𝑅𝑥,𝑗
= 𝑇on ⋅ 𝑃𝑅𝑥, (2)

where 𝑇on is the time that its transceiver is active and 𝑃
𝑅𝑥

is
the power consumed in reception (41mW [33]). 𝑇on depends
on energy saving policies on each protocol.

So, if we only consider energy losses in transmission time,
that energy can be modeled as 𝐸

𝐿
:

𝐸
𝐿
= 𝐸
𝑇𝑥
+ 𝐸
𝑅𝑥
=

𝑙
𝑠

𝑟
𝑡

⋅ (𝑃
𝑇𝑥
+ 𝑃
𝑅𝑥
) , (3)

where 𝑟
𝑡
is the transmission rate of the platform (i.e., 𝑟

𝑡
=

250 kb/s) and 𝑙
𝑠
is the total amount of bits sent in commu-

nication process. Based on data of Table 10, Table 11 shows
estimation of energy losses in transmission calculated on each
protocol.
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Table 10: Protocol comparison (payload 5 bytes without fragmen-
tation).

Protocol Msg
interchanged

Bytes
sent

Overhead
factor

Ad-hoc with ACK 2 21 4.2
Collection 2 31 6.2
TCP (w/o compression) 16 654 130.8
TCP (w/ compression) 16 390 78.0
UDP (w/o compression) 2 70 14.0
UDP (w/ compression) 2 35 7.0
CoAP (w/o compression) 4 75 30.0
CoAP (w/ compression) 4 40 16.0
ZigBee 4 74 14.8

The overhead factor depends on the length of headers and
payload. As payload increases, the overhead will decrease.
Figure 25 shows the evolution of the overhead factor versus
payload size for each tested protocol.

As can be seen, the use of an ad hoc solution has reduced
headers, but this system provides almost no services. The
use of complete TCP/IP headers only justified sending large
messages. UDP and CoAP offer good ratios of overhead with
a limited set of services.

To estimate total global consumption, it is necessary to
add all the messages of network construction. This amount
depends on protocol and topology and they are arranged
based on the design time of the application.

5.2. Latency. Table 12 depicts the latency between the differ-
ent evaluated protocols. Latency is obtained measuring the
time between starting a request of new information and the
time when the node receives this information.

TCP latency is several times higher than the rest of the
evaluated protocols. UDP and CoAP have similar latency,
with CTP having the lowest latency (approximately, 5 times
lower than UDP). Despite of the extra information added by
CoAP, it presents a similar latency to UDP.

5.3. Evaluation of the Comparison. According to the above
results, the main advantages and disadvantages of the eval-
uated protocols are depicted in Table 13.

For a distributed application, such as the proposed flood
level monitoring for waterbirds, 6LoWPAN based protocols
are the best trade-off between flexibility and power consump-
tion.

Among the evaluated protocols based on 6LoWPAN,
CoAP is the best option for constrained networks. This pro-
tocol has advantages such as reliability, but it maintains a low
overhead. Moreover, its last draft [50] provides techniques
to reduce power consumption like using local proxies or
sleeping radio transceiver.

Table 11: Energy consumption (estimated for transmission of 5-byte
message without fragmentation).

Protocol Energy consumption/(Ws)
Ad hoc with ACK 53 ⋅ 10

−6

Collection 78 ⋅ 10
−6

TCP (w/o compression) 1653 ⋅ 10
−3

TCP (w/ compression) 986 ⋅ 10
−6

UDP (w/o compression) 177 ⋅ 10
−6

UDP (w/ compression) 88 ⋅ 10
−6

CoAP (w/o compression) 190 ⋅ 10
−6

CoAP (w/ compression) 101 ⋅ 10
−6

ZigBee 187 ⋅ 10
−6

Table 12: Latency comparison between protocols.

Protocol Compressed/ms Not compressed/ms
TCP 497 395
UDP 18 25
CoAP 21 29
ZigBee — 13
CTP — 4

The use of local storage and direct communication
between devices reduces interchanged messages to Base Sta-
tion and they avoid the maintenance of a central server. The
maximum storage of information depends on the memory of
platform and the number of nodes.That is, TelosB nodes have
an external Flash of 1Mb, and for flood level estimation, we
need 5 bytes in each change (4 bytes with a timestamp+ a byte
with the estimated flood level). In a worst case scenery with a
daily flood level modification, every node can retain up to 7
months of information.

6. Conclusions

This paper proposes eSapiens, a distributed WSN for mon-
itoring flood level in several breeding areas of migratory
waterbirds. The used data aggregation algorithm allows the
use of local storage. Thus it avoids the use of a central
server, simplifies the architecture, and reduces the cost.More-
over, the proposed infrastructure requires communication
between remote devices. This architecture offers a trade-off
between power consumption and reliability.

Focusing on these issues some algorithms have been
evaluated.These algorithms can be divided into two families:
classic centralized algorithms and fully distributed algo-
rithms.

According to our conclusions, current fully distributed
algorithms, such as IPv6 overWSNs, provide flexibility with-
out too much extra cost. For all this, eSapiens has chosen
CoAP as best option for its IEEE 802.15.4 WSN devices.

Currently, the authors are developing additionalWSNs to
spread in other flooded areas where waterbirds live.
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Table 13: Comparison of evaluated protocols.

Protocol Ad-hoc ZigBee CTP 6LoWPAN
(TCP)

6LoWPAN
(UDP)

6LoWPAN
(CoAP)

Mesh network
(allows direct communication between nodes) No Yes No Yes Yes Yes

Redirection
(allows communication between nodes of different
networks)

No No No Yes Yes Yes

Central node required to store gathered information Yes No Yes No No No
Communication node → Internet No No No Yes Yes Yes
Communication node← Internet No No No Yes Yes Yes
Overhead Very low Low Low Very high Low Medium
Latency Very low Low Very low Very high Low Low
Energy consumption Very low Low Very low Very high Medium Medium
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In wireless sensor networks, secure data aggregation is very important for reducing the quantity of data transmitted and prolonging
the lifetime of wireless sensor networks. When wireless sensor networks are deployed in untrusted and hostile environments,
their nodes are often compromised, which reduces the security and reliability of the transmitted data. Compromised nodes can
inject erroneous data, selectively forward data to an adversary, impersonate legal nodes to join routing paths, and disrupt data
transmission during the data-aggregation operation. Previous researchers have relied on reputation system to find compromised
nodes and prevent attacks during the data-aggregation operation. In this paper, we propose an improved reliable, trust-based,
and energy-efficient data-aggregation protocol for wireless sensor networks. We call the protocol the iRTEDA protocol, and it
combines the reputation system, residual energy, link availability, and a recovery mechanism to improve secure data aggregation
and ensure that the network is secure, reliable, and energy-efficient. Simulations have shown that the iRTEDA protocol exceeds the
performances of other protocols from the perspectives of the accuracy of the data, the reliability of the routing path, the consumption
of energy, and the lifetime of secure data aggregation.

1. Introduction

A wireless sensor network (WSN) is a highly distributed
network composed of sensor nodes with special capabilities,
and they are deployed in large-scale area to monitor the
environment and collect related information [1–4]. Recently,
the use of WSNs has become more popular and promising in
various research areas, such as environmentalmonitoring [4–
7], military target tracking [8, 9], natural disaster relief [10],
and health monitoring [11]. WSNs have become one of the
key modern information technologies, and the technology is
changing people’s lives and the way people interact with the
physical world.

Generally, sensor nodes are deployed so densely that the
sensing scales of neighboring nodes often have serious over-
laps, resulting in redundant sensing of data and unnecessary
expense in correlating the same data. The amount of data
received by the base station is much greater than necessary.
Data-aggregation technology [12, 13] is used to process the
raw data, eliminate redundant or superfluous data, and save

energy by ensuring that the network works efficiently. Obvi-
ously, the security of WSNs must be taken into consideration
when they are deployed in insecure and hostile environ-
ments, so secure data-aggregation gradually is becoming a
key technology. There are several approaches to keep the
data-aggregation process secure [14], such as cryptogra-
phy, key management, authentication mechanisms, privacy-
preserving technologies, and reputation-based mechanisms.
To the best of our knowledge, cryptographic-based technolo-
gies generally are utilized to keep the network free from
the attacks during the data-aggregation process. However,
the security of data-aggregation cannot be guaranteed by
pure cryptography, because cryptographic-based technolo-
gies cannot provide adequate defense against node capture
attack that results in the occurrence of compromised nodes.
Compromised nodes allow easy access to the cryptographic
keys that are used for cryptographic-based data-aggregation,
and, when such access occurs, it cannot be detected.

To overcome the shortcoming of cryptographic-based
secure data-aggregation, reputation and trust systems are
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being developed to complement existing technologies for
monitoring network activities and events. Reputation and
trust systems are utilized to detect, collect, process, and dis-
seminate feedback concerning the sensors’ recent behaviors
and to assess their trustworthiness for specific applications.
The goals of using such systems are to defend against node
capture attack that results in the occurrence of compromised
nodes, identified nodes that have been compromised, and
exclude them from further participation in data-aggregation.
The trustworthiness of sensors is evaluated based on their
various activities, including data collection, data transmis-
sion, aggregator selection, and routing path selection. The
reputation of each node refers to the expectation of neigh-
boring nodes concerning a node’s behavior based on their
observations of its past actions. Thus, trust and reputation
in a WSN often are mentioned together. Therefore, a node’s
expectation will affect its choices and activities. Trust of a
node generally is defined as the expected value of that node’s
reputation.

In this paper, we propose an improved reliable, trust-
based, and energy-efficient data-aggregation protocol for
WSNs. We call the protocol the iRTEDA protocol, and
simulations have shown that the iRTEDA protocol exceeds
the performances of other protocols from the perspectives
of the accuracy of the data, the reliability of the routing
path, the consumption of energy, and the lifetime of secure
data-aggregation. It improves Suat Ozdemir’s RDAT protocol
[15, 16] and provides information concerning residual energy
and link availability to evaluate the trustworthiness and
reliability of sensor nodes based on the observations of
neighboring nodes. The iRTEDA protocol uses a reputation
function that is based on a Beta distribution to assess the
reputation and trustworthiness of nodes in performing their
tasks. Information concerning the residual energy and link
availability of the nodes was introduced to help the network
reselect the aggregators and improve the robustness of the
selected routing path, when the aggregators are judged as
compromised nodes. In addition, a recovery mechanism
is proposed in the iRTEDA protocol to keep nodes from
becoming isolated, improve the structure of the clusters, and
reduce the energy consumed for data transmission after the
compromised nodes have been excluded.

The organization of the paper is listed in the following.
Section 2 introduces previous works about trust-based sys-
tems in wireless sensor networks. Descriptions of system
model, Beta reputation system, and problem statement are
provided in Section 3. Section 4 proposes improved reliable,
trust-based, and energy-efficient data-aggregation. Perfor-
mance evaluation and analysis are described in Section 5.
Section 6 is the conclusions.

2. Related Work

In this section, previous work is presented to introduce the
development of trust-based system for WSNs. In accordance
with the characteristics of WSNs, centralized trust-based
systems are not feasible because there is a centralized trusted
center that controls the systems in the network. As the
domain grows, one centralized trusted center can reduce the

scalability and expandability of the network. Thus, decen-
tralized trust-based systems are being developed and used in
WSNs. Recently, trust-based systems that are used in WSNs
have been divided into five types according to their different
applications, that is, generic, routing, access, location, and
aggregation. In [17, 18], Boukerche and Ren proposed a
trust computation and management system (TOMS) that
develops a generic trust model to evaluate all the actions
of the nodes, including making credential assignments,
managing the trust values of the nodes, updating the keys,
and judging the actions of the nodes to decide their access
rights. Similar to Boukerche et al.’s scheme, RFSN [19, 20]
first combines first-hand and second-hand information to
compute the reputation and trust values of the nodes and
then develops a general, trust-based model. In [21], Shaikh
et al. proposed a hybrid trust management architecture for
clustered WSNs, which they called GTMS. Their scheme
divided the evaluation of the reputation values into three
levels, that is, sensor node, cluster head, and base station.The
innovation of the GTMS scheme was that it eliminated the
use of one single reputation value to evaluate the actions of
the nodes by dividing the evaluations of the reputation and
trust values into three levels according to the architecture
of the network. Michiardi et al. [22] and Srinivasan et al.
[23] developed special trust-based models, referred to as
CORE and DRBTS, to prevent nodes from exhibiting selfish
behavior and to exclude compromised nodes just for routing
and location, respectively. Compared with the models above,
RDAT protocol [15, 16] introduced multiple functions to
compute the reputation and trust values based on three
specific aspects, that is, sensing, aggregating, and routing.The
protocol combines the evaluation of these three aspects to
evaluate the trustworthiness of nodes. Our proposed scheme
is based on the RDAT protocol, but it has significant and
beneficial advantages over that protocol because it considers
energy efficiency, link availability, reselection of aggregators,
and recovery mechanisms.

3. Preliminary

3.1. System Model. In this paper, the hierarchal cluster archi-
tecture was used to construct WSNs composed of sensor
nodes that were densely deployed in clusters. It was assumed
that the operation of each cluster was relatively independent
and that very few, if any, nonoverlapping areas would be
sensed between the clusters. Hence, the reputation and
trust of the sensor nodes are evaluated only by the nodes
in their own cluster. A watchdog mechanism is used to
monitor and detect the actions of target nodes, and those
actions are characterized as cooperative or noncooperative;
judgments are made concerning whether the action of the
nodes are right or not. Thus, the reputation and trust system
is responsible for maintaining the reputation and trust of a
node, and this duty includes many tasks. The system updates
reputation information based on new observations made by
the watchdog mechanism and creates new evaluations of the
trustworthiness of the nodes.

Each cluster has a cluster head called an aggregator,
which is in charge of a certain number of sensor nodes
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and has the capability of performing the data-aggregation
operation. Aggregators are utilized to process received data
from children nodes and transmit the aggregated results
to base station. Sensor nodes, with the exception of the
aggregator, sense the data, monitor the activities of other
nodes, exchange observations with neighboring nodes, eval-
uate the trustworthiness of the nodes, and transmit data and
observations to the aggregator.When the sensor nodes report
their readings to the aggregators, the messages are encrypted
and decrypted by pairwise keys that are generated and that
are possessed only by the two communicating parties through
their negotiation. In addition, the aggregators, namely, the
cluster heads that are in the hierarchal cluster architecture,
are notmaintained for a long term anddynamically changing,
because, when the system is running, adversaries can follow
the aggregators more and more closely, so security problems
associated with those aggregators will increase. In addi-
tion, the energy consumption of those aggregators increases
rapidly and significantly when they remain unchanged for
extended periods. Thus, to solve the security and energy
problem, sensor nodes in the cluster must be reselected
dynamically as aggregators at intervals.

3.2. Beta Reputation System. Reputation and trust systems
are used extensively in various domains for WSNs, such
as gathering, sharing, and modeling information, routing,
decision making, and dissemination, which help the network
identify malicious and compromised nodes and eliminate
their adverse effects. Sensor nodes use the watchdog mech-
anism to monitor the behaviors of neighboring nodes and to
decide whether those behaviors are acceptable or not. Then,
the information obtained about the activities of the sensor
nodes is used to evaluate the trustworthiness of the nodes and
to decide whether possible compromised nodes exist.

In [19, 20], the researchers proposed that the use of a
binary rating for the behaviors of sensor nodes was adequate
for the data-aggregation operation, because their activities
were evaluated as only good or bad.Therefore, a Bayesian for-
mulation, called the Beta reputation system, was introduced
to represent and update the trust of sensor nodes.This system
can be expressed as

𝑃 (𝜑 | 𝛼, 𝛽) =

Γ (𝛼 + 𝛽)

Γ (𝛼) ⋅ Γ (𝛽)

𝜑
𝛼−1
(1 − 𝜑)

𝛽−1
, where

0 ≤ 𝜑 ≤ 1, 𝛼 > 0, 𝛽 > 0.

(1)

The parameter 𝜑 is the probability that binary events
will occur, and 𝑃(𝜑 | 𝛼, 𝛽) represents the distributions
determined by the parameters 𝛼, 𝛽, and the gamma function,
Γ. The probability expectation of this distribution 𝑃(𝜑 | 𝛼, 𝛽)
is given in [24] as

𝐸 (𝜑) =

𝛼

𝛼 + 𝛽

. (2)

The function is based on the theory of statistics, and it
scales the values in the interval with any condition, even for
any peaking time.

Now, we present a description of how the Beta reputation
system works in WSNs. Consider that there are two nodes, 𝑖
and 𝑗, in the network. Each node detects and monitors the
action of the other node, and they use their observations
to update their reputation and trust. For simplicity, it is
assumed that node 𝑗 is the target node and that node 𝑖 is the
detecting node. Since theBeta reputation system is used as the
binary rating function for the behaviors of the sensor nodes,
detecting node 𝑖’s observation of the action of target node 𝑗
is divided into two categories, that is, correct and false. Let𝑚
be the number of correct behaviors of target node 𝑗, and let 𝑛
be the number of false behaviors. Then, the parameters 𝛼, 𝛽
in the Beta function are set as follows:

𝛼 = 𝑚 + 1, 𝛽 = 𝑛 + 1, 𝑚, 𝑛 ≥ 0. (3)

Therefore, the variable 𝜑 is redefined as correct obser-
vation the target node, while 𝑃(𝜑 | 𝛼, 𝛽) is the probability
that 𝜑 has a special value. The probability expectation 𝐸(𝜑)
may be expressed as the most likely value of the variable 𝜑.
Then, we discuss the values of the probability expectation
𝐸(𝜑), including three possible conditions as follows:

(1) 𝛼 = 𝛽, 𝐸 (𝜑) =

𝛼

𝛼 + 𝛽

= 0.5,

(2) 𝛼 < 𝛽, 𝐸 (𝜑) =

𝛼

𝛼 + 𝛽

=

1

1 + 𝛽/𝛼

< 0.5,

(3) 𝛼 > 𝛽, 𝐸 (𝜑) =

𝛼

𝛼 + 𝛽

=

1

1 + 𝛽/𝛼

> 0.5.

(4)

(1) When 𝛼 = 𝛽, 𝐸(𝜑) = 0.5. The number of correct
behaviors of the target node is equal to the number of
false behaviors. The result shows that the probability
that target node is legal is the same as the probability
that it is not; that is, it has been compromised.

(2) When 𝛼 < 𝛽, 𝐸(𝜑) < 0.5. The number of correct
behaviors of the target node is less than the number of
false behaviors.This result indicates that the probabil-
ity that target node has been compromised is greater
than the probability that it is a legal node.

(3) When 𝛼 > 𝛽, 𝐸(𝜑) > 0.5. The result indicates the
opposite of the condition in (2), where the condition
was 𝛼 < 𝛽.

In addition to those described above, normal sensor
nodes and aggregators will store their observations of neigh-
boring nodes in a table and exchange the table with neighbor-
ing nodes. In this way, the nodes will combine first-hand and
second-hand information to evaluate reputation and trust.
Then, the network can use the trust to judge whether the
aggregators and normal sensor nodes are compromised.

3.3. Problem Statement. The RDAT protocol first was pro-
posed in [15, 16] to achieve the operation of reliable data-
aggregation and transmission based on the reputation system.
It combines the reputation functions of sensing, aggregating,
and routing to achieve the security of data-aggregation
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operation. However, security issues in RDAT are focused
only on reputation and trust. During data transmission,
the aggregators select the routing path and forward the
aggregated results to base station along that path. However,
security issues can occur when the same secure routing
paths are used repeatedly. Some nodes in those paths will
consume excessive energy, and others will consume little
energy, resulting in the disruption of the balance of energy
consumption and shortening of the lifetime of the network.
In addition, when aggregators or normal sensors are judged
as compromised nodes by the reputation and trust system, a
recovery operation must be used for those nodes. Therefore,
the focal points of our work are to incorporate in the
reputation and trust system with nodes’ residual energy,
link availability between nodes, and recovery mechanism to
achieve a more secure, reliable, and energy-efficient data-
aggregation operation.

4. Improved Reliable Trust-Based and
Energy-Efficient Secure Data-Aggregation

Our proposed iRTEDA protocol is developing from RDAT
and improving the problem that occurs in protocol RDAT.
The basic idea of iRTEDA protocol is to combine reputation
and trust system, nodes’ energy consumption, robustness
of selecting routing path, and a recovery mechanism to
decrease energy consumption and keep data-aggregation
more reliable, when sensor nodes are compromised. Let us
introduce iRTEDA protocol in detail as follows.

4.1. Reputation and Trust Computation. In the proposed
iRTEDA protocol, the reputation and trust system defines
the tasks of the nodes as sensing, aggregating and routing,
and evaluating the trustworthiness of each task based on
first-hand and second-hand information. It is assumed that
there is a cluster that is composed of a group of sensor
nodes, 𝑁

𝑘
(𝑘 = 1, 2, . . . , 𝑛). Node 𝑁

𝑖
is assigned to evaluate

the reputation and trust for the tasks of its neighboring
node 𝑁

𝑖
in the cluster. It monitors the actions of node 𝑁

𝑗
,

decides whether the actions are good or bad, and records the
judgments in an observation table.The information recorded
in the table by node 𝑁

𝑗
is the first-hand information for

node𝑁
𝑗
. First-hand information, as the name suggests, is the

information in the reputation table about neighboring node
𝑁
𝑗
that is observed and recorded by node 𝑁

𝑖
. At the same

time, the other nodes in the cluster also have recorded their
judgments of node𝑁

𝑗
’s tasks in their own observation tables.

Then, the information regarding node𝑁
𝑗
in the observa-

tion tables is exchanged between nodes. Node𝑁
𝑖
receives the

observation tables fromother nodes in the cluster and obtains
neighboring nodes’ observations of node𝑁

𝑗
.The information

about node 𝑁
𝑗
in the other nodes’ observation tables is

second-hand information for node𝑁
𝑖
.The observation tables

are exchanged in two ways, that is, on demand and broad-
casting.The on demand procedure takes place when node𝑁

𝑖

requests that neighboring nodes exchange observation tables
with it and uses the observations to evaluate the reputation
of 𝑁
𝑗
. Broadcasting refers to the case in which the nodes

broadcast their observation tables for a certain time period.
For the sake of simplicity, in this paper, we used broadcasting
to exchange the reputation tables.

Calculating trust for the actions of one node based on
first-hand and second-hand information is introduced in the
following. The task of sensing is taken as an example for
the explanation of the reputation and trust evaluation. When
the node 𝑁

𝑖
is detecting and monitoring the sensing task

of node 𝑁
𝑗
, the numbers of behaviors and misbehaviors of

node 𝑁
𝑗
, as judged by node 𝑁

𝑖
, are recorded as 𝛼new

𝑖,𝑗
and

𝛽
new
𝑖,𝑗

, respectively. Reputation value and trust for the sensing
task of node 𝑁

𝑗
are represented by 𝑅sensing

𝑖,𝑗
and 𝑇sensing

𝑖,𝑗
,

respectively. The formula of reputation and trust calculation
is
𝑅
sensing
𝑖,𝑗

= Beta (𝛼new
𝑖,𝑗

+ 1, 𝛽
new
𝑖,𝑗

+ 1)

=

Γ (𝛼
new
𝑖,𝑗

+ 1 + 𝛽
new
𝑖,𝑗

+ 1)

Γ (𝛼
new
𝑖,𝑗

+ 1) ⋅ Γ (𝛽
new
𝑖,𝑗

+ 1)

𝜑
(𝛼

new
𝑖,𝑗
+1)−1

(1 − 𝜑)
(𝛽

new
𝑖,𝑗
+1)−1

,

(5)

𝑇
sensing
𝑖,𝑗

= 𝐸 (𝑅
sensing
𝑖,𝑗

) =

𝛼
new
𝑖,𝑗

+ 1

𝛼
new
𝑖,𝑗

+ 𝛽
new
𝑖,𝑗

+ 2

. (6)

The parameters 𝛼new
𝑖,𝑗

and 𝛽new
𝑖,𝑗

are the new numbers of
correct and false actions of node𝑁

𝑗
calculated by first-hand

and second-hand information. The process of integrating
first-hand and second-hand information into an overall
reputation was proposed in [16, 19, 20], and it is shown below:

𝛼
new
𝑖,𝑗

= 𝑝 ∗ 𝛼
now
𝑖,𝑗

+ 𝑚
𝑖,𝑗
+ ∑

𝑘∈𝑁

𝑅 (𝑚
𝑘,𝑗
) ,

𝛽
new
𝑖,𝑗

= 𝑝 ∗ 𝛽
now
𝑖,𝑗

+ 𝑛
𝑖,𝑗
+ ∑

𝑘∈𝑁

𝑅 (𝑛
𝑘,𝑗
) ,

(7)

where parameters 𝛼now
𝑖,𝑗

and 𝛽now
𝑖,𝑗

are the last observations
about correct and bad actions of 𝑁

𝑗
in the observation

table, respectively, and 𝑚
𝑖,𝑗

and 𝑛
𝑖,𝑗

represent the number
of recent observations of correct and bad sensing actions,
respectively. Old feedback cannot always work effectively for
the new reputation and trust rating during the operation,
so the old observations are less important than most recent
observations, and they will be eliminated gradually. There-
fore, the elimination parameter𝑝 < 1 is introduced to achieve
the characteristic of last observations described above. In
addition, second-hand information is exchanged between
node𝑁

𝑖
and𝑁

𝑘
(𝑘 = 1, 2, . . . , 𝑛), and the observed numbers

of correct and bad behaviors are expressed as 𝑅(𝑚
𝑘,𝑗
) and

𝑅(𝑛
𝑘,𝑗
) (𝑘 = 1, 2, . . . , 𝑛), respectively. Second-hand informa-

tion for correct andbad actions is defined in [20] and is shown
below:

𝑅 (𝑚
𝑘,𝑗
) =

2 ∗ 𝛼
now
𝑖,𝑘

∗ 𝑚
𝑘,𝑗

(𝛽
now
𝑖,𝑘

+ 2) ∗ (𝑚
𝑘,𝑗
+ 𝑛
𝑘,𝑗
+ 2) ∗ (2 ∗ 𝛼

now
𝑖,𝑘
)

,

𝑅 (𝑛
𝑘,𝑗
) =

2 ∗ 𝛽
now
𝑖,𝑘

∗ 𝑛
𝑘,𝑗

(𝛽
now
𝑖,𝑘

+ 2) ∗ (𝑚
𝑘,𝑗
+ 𝑛
𝑘,𝑗
+ 2) ∗ (2 ∗ 𝛼

now
𝑖,𝑘
)

.

(8)
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Then, we can compute node 𝑁
𝑗
’s trust 𝑇sensing

𝑖,𝑗
about the

sensing task using formula (6). According to the value of
node 𝑁

𝑗
’s trust, node 𝑁

𝑖
can use formula (4) to make the

judgment about whether node𝑁
𝑗
is compromised. Node𝑁

𝑖

will transmit the judgment to the aggregator in the cluster.
The aggregator receives the judgment about Node 𝑁

𝑗
from

other nodes in the cluster and decides whether node 𝑁
𝑗

is compromised. If node 𝑁
𝑗
is a compromised node, the

aggregator will exclude node 𝑁
𝑗
from the network and use

the measures to eliminate compromised node 𝑁
𝑗
’s negative

effects.

4.2. Residual Energy and Link Availability. The rating sys-
tem above is based on reputation and trust, and it only
pays attention to the reputation of sensing, routing, and
aggregating actions; it cannot guarantee that the energy
consumed by the sensor nodes is reasonable. Nodes with
high reputations, which are selected for routing paths, will
be utilized repeatedly, and they will take much more energy
than those with low reputations. Obviously, selecting nodes
for routing paths based only on their reputation and trust
system ignores the nodes’ energy usage.That will result in the
repeated selection of nodes with high reputation, and these
nodes will be overused for forwarding the data, disrupting
the equilibrium of nodes’ energy consumption. The nodes in
the paths use up their energy rapidly, and others consume less
energy, and this leads to significant differences between the
energy consumptions of the nodes and decreases the lifetime
of the network. Therefore, the residual energy and link
availability between nodes must be taken into consideration
and combined with the reputation and trust system to keep
the network secure, reliable, and energy-efficient.

Sensor nodes in the routing path, in addition to their
sensing task,must relay data towards the aggregators and base
station. Sensor nodes and aggregators record their residual
energy and exchange this information with neighboring
nodes. Then, the nodes can use the energy information
to determine the link availability between them. Thus, the
aggregators also can obtain the status of the energy levels
of the nodes in their cluster and identify the best nodes for
forwarding data to the base station. Energy tables and rep-
utation tables are exchanged simultaneously, and, when they
are received, there are two advantages in the data-aggregation
operation; that is, (1) in each cluster, nodes can select the best
aggregator of the cluster in a certain time period according
to reputation and energy information. The selection requires
the consensus of all the nodes’ points and is determined based
on the equilibrium of reputation and energy, and (2) after
the aggregation is completed in each cluster, then results of
the aggregation are transmitted to the base station along the
routing path. Combining reputation and energy information
could confirm link availability between nodes and identify a
better path from each aggregator to the base station. It is also
useful to select the best path from the sensor nodes to their
clusters’ aggregators.

The parameter𝑁
𝐸𝑇

is defined below to represent a node’s
combined information of reputation and energy. It takes both
reputation and energy into consideration and is used to judge
whether a node’s trust and energy are sufficient for it to

be an eligible aggregator or a routing node. Calculating the
parameter 𝑁

𝐸𝑇
helps the system identify the best aggregator

and routing nodes in each cluster:

𝑁
𝐸𝑇
=

𝐸 × 𝑇

Init − 𝐸 × Init − 𝑇
𝐸 > 𝜃

𝐴𝑔

𝐸𝑔
, 𝑇 > 𝜃

𝐴𝑔

𝑇
, (9)

where 𝑁
𝐸𝑇

is the parameter that combines reputation and
energy for each node.

Then, we define the link availability 𝐿
𝐴𝐵

between node 𝐴
and 𝐵 in the following:

𝐿
𝐴𝐵
=

Init − 𝑇
𝐴𝐵
⋅ Init − 𝐸

𝐵

𝑇
𝐴𝐵
⋅ 𝐸
𝐵

𝐸
𝐵
> 𝜃

relay-node
𝐸𝑔

, 𝑇
𝐴𝐵
> 𝜃

link
𝑇
,

(10)

where 𝑇
𝐴𝐵

represents the reputation of node 𝐵 evaluated by
node 𝐴, 𝐸

𝐵
is the residual energy of node 𝐵, 𝜃relay-node

𝐸𝑔
is the

minimum value of the residual energy of node 𝐵 to transmit
the data, and 𝜃link

𝑇
is the minimum acceptable value for trust

of link, which is node 𝐵’s reputation as evaluated by node 𝐴.
Assume that there are 𝑝 two-hop nodes with link avail-

ability in the routing path between 𝑖 and 𝑗, each with the
middle nodes 𝑠

𝑙
(1 < 𝑙 < 𝑝), and denote 𝐿(𝑖, 𝑗) as the

link availability of nodes between 𝑖 and 𝑗. The whole link
availability between 𝑖 and 𝑗 is denoted as Link(𝑖, 𝑗):

Link (𝑖, 𝑗) = 𝐿 (𝑖, 𝑗) +
𝑝

∑

𝑙=1

min (𝐿 (𝑖, 𝑠
𝑙
) , 𝐿 (𝑠

𝑙
, 𝑗)) . (11)

In addition, each node 𝑖 assigns a weight to all its linked
neighbors that are closer to the sink than it is. We denote
𝑈(𝑖) as the set of node 𝑖’s neighbors’ link availability. And
recall Link(𝑖, 𝑗) is the link availability between node 𝑖 and𝑗.
We assign link availability to each node 𝑗 in set 𝑈(𝑖) as

𝑤
𝑗
=

Link(𝑖, 𝑗)𝛼

∑
𝑚∈𝑈(𝑖)

Link(𝑖, 𝑚)𝛼
, (12)

where 𝑤
𝑗
is the link availability that 𝑖 chooses 𝑗 as the

forwarder. When 𝛼 = 0, all nodes in 𝑈(𝑖) are given equal
priority regardless of link resilience. When 𝛼 is positive,
the more resilient links are given higher priority. When 𝛼
approaches infinity, only the more resilient links are chosen
for routing. An intermediate value can be used to achieve
a good balance between security and lifetime. Therefore, to
choose a neighbor on the secure and reliable path to the
base station, we use 𝑈(𝑖) as the set of link availability of
node 𝑖 to decide whether the nodes are linked reliably to be
on the routing path. If there is a need for balance between
security and lifetime, a weight𝑤

𝑗
can be set to each of its link

neighbors 𝑗 in the set𝑈(𝑖). In order to simplify the analysis of
our protocol in the following, we will set the parameter 𝛼 = 0
and the weight 𝑤

𝑗
= 1.

The network uses residual energy and link availability
to reselect the aggregators and routing paths every 𝑇

𝑥
time

period. It is possible that some links between nodes will fail
during the time period. So this operation is done each𝑇

𝑥
time

period, and the new information of new aggregators and new
upstream nodes in the cluster is shared and recorded.
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Figure 1: Cluster structure for a WSN.

4.3. Recovery Mechanism. After the computation of reputa-
tion and trust, the aggregators could determine and judge
whether neighboring nodes are compromised or not. Once
the nodes are judged as compromised nodes, those nodes will
be excluded from the network. Their father nodes no longer
receive data from the compromised nodes, and their children
nodes donot forward data to them.After compromisednodes
are marked and excluded, the structure of the network will
be adjusted to guarantee that compromised nodes’ children
nodes find the right father nodes to keep these children nodes
from becoming isolated nodes. Thus, a recovery mechanism
is required to keep compromised nodes’ children nodes from
becoming isolated. The structure of a cluster in a WSN is
shown in Figure 1. The entire network consists of the base
station, aggregators, and the sensor nodes. Each aggregator,
namely, the cluster head, manages all the sensor nodes in the
cluster. In the following, the recovery mechanism is shown
for different situations.

(1) Leaf Node Is Compromised. When the aggregator makes
an evaluation that a leaf node is a compromised node, the
aggregator will send messages to the sensor nodes in the
cluster instructing them to ignore the compromised node’s
messages and to exclude it from the cluster. After that, the
aggregator alsowill sendwarningmessages to the aggregators
in the neighboring clusters. In Figure 2, aggregator AG

1

makes a judgment that leaf node SN
7
has been compromised

and excluded from the cluster. Then, aggregator AG
1
sends

warning messages to the other aggregators AG
2
and AG

3
.

After those aggregators receive the warning messages, they
will take precautions against compromised node SN

7
and

ignore its messages.

(2) Intermediate Node Is Compromised.When an intermedi-
ate node is judged to be a compromised node, the aggregator

BS: base station
AG: aggregator 
SN: sensor node

BS

AG1 AG3
AG2

SN1 SN2 SN3

SN4 SN6SN5

SN9 SN10 SN11 SN12

SN7 SN8

SN13
SN14

Figure 2: Compromised node is the leaf node.

excludes the compromised node from this cluster and sends
warning messages to this node’s children nodes. Its children
nodes will become isolated and tend to find candidate father
nodes. If a child node cannot find its candidate father node,
it will check its ID list and look for uncle nodes that were
stored in the invitation message received from the cluster
heads when the cluster structure was built. The node will
send a request message to its uncle nodes asking to join
their clusters and wait for their responses. When children
nodes are authenticated legally by uncle nodes, a responsewill
be transmitted to the children nodes admitting them to the
cluster. This operation makes children nodes reselect a father
node, reduces the hops to the base station, and reduces the
energy required for communication during the transmission
of data. The operation is shown in Figure 3. Aggregator
AG
2
makes a judgment that intermediate node SN

4
has been

compromised.Then node SN
4
’s children nodes SN

9
and SN

10

send request messages to their uncle nodes SN
3
and SN

5
.

When the legality of SN
9
and SN

10
has been guaranteed by

SN
3
and SN

5
, they will join the cluster managed by SN

3
and

SN
5
.

(3) Aggregator Is Compromised. When the network deter-
mines that the aggregator is compromised, the aggregator
will be reselected by nodes in the cluster. Reselecting the
aggregator must involve evaluating the nodes’ reputations
and residual energies simultaneously and balancing the two
aspects. Figure 4 shows that aggregator AG

1
is judged

as a compromised node and excluded from the cluster.
Neighboring clusters will be informed of the decision about
compromised aggregator AG

1
. Then, all the nodes in this

cluster will exchange reputation and residual energy tables
and combine reputation and residual energy to decide which
node is most appropriate to be the aggregator in next time
period. In Figure 4, sensor node SN

3
is selected as the

new aggregator, and it collects the messages from other
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Figure 3: Compromised node is intermediate node.
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Figure 4: Compromised node is aggregator.

sensor nodes in the cluster and executes the data-aggregation
operation.

(4) Node in the Routing Path Is Compromised. When node
CN in the routing path is compromised, the subsequent
operation is shown in Figure 5. The solid line is the original
routing path, and the broken lines are the lines that may
possibly be reselected to join the routing paths. In order to
prevent forwarding and misdirecting attacks launched by a
compromised node, the recoverymechanismmakes a reliable
multipath for data transmission after the compromised nodes
are identified. It ensures that the nodes reselect reliable nodes,
from the perspectives of trust and energy path, to transmit
and route the data to the base station. The reselection of
the routing path is based on trust, residual energy, and link

BS

CN: cheating node

AG

AG

AG

AG

AG

CN

BS: base station
AG: aggregator

Figure 5: Compromised node is the node in the routing path.

availability, which keeps the quantity of reselected paths and
excludes compromised nodes from the routing paths. To
perform the recovery mechanism, each data aggregator must
determine the possible paths to the base station and decide
which path will be reselected to transmit the aggregated data.

5. Performance Evaluation

To evaluate the performance of the proposed iRTEDA pro-
tocol, we compared it with the RDAT protocol for different
aspects, including average reputation values, data accuracy,
routing path reliability, energy consumption, and lifetime.
Both protocols were developed by using the Tiny OS 2.0
simulator (TOSSIM) and its variant, PowerTOSSIM. Energy
is a crucial constraint in wireless sensor networks. It is an
important issue in performance evaluation. Sowe use TinyOS
simulator PowerTOSSIM, a power modeling extension to
TOSSIM. PowerTOSSIMaccuratelymodels power consumed
by TinyOS applications. One hundred sensor nodes were
deployed in the network that had an area of 300m × 300m.
The sensor nodes were distributed in different areas and
organized based on the structure of the cluster. The base
station was located in the central area, and each cluster had
an aggregating node for the cluster header. A fixed number of
nodes were assumed to be compromised. They transmitted
false data to the aggregators, which aggregated the false data
into the transmitted data and selectively forwarded it to base
station. In addition, link failure and packet loss were set as
fixed values to better represent practical situations in aWSN.

5.1. Comparison of Reputation Value. In the section, we
used average reputation values to assess reputation and trust
system based on the statistics associated with the running
time period of the network.There were 30% of compromised
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between RDAT and iRTEDA protocols.

nodes in the network to provide sensing misbehaviors.
So nodes should monitor and detect the misbehaviors of
their neighboring nodes and compute those nodes’ average
reputation values. Figure 6 shows the average reputation
values 𝑅sensing

𝑖,𝑗
of the compromised and the legitimate nodes’

sensing actions. We used those values to evaluate the nodes’
trustworthiness. From Figure 6, it was concluded that the
variation tendency of average reputation value for legitimate
and compromised nodes in both protocols was almost the
same because average reputation values𝑅sensing

𝑖,𝑗
were assessed

by combining first-hand and second-hand information in
both protocols. The compromised nodes cannot hide their
sensing misbehaviors to get higher average reputation values.
So, the compromised nodes’ average reputation value was
reduced in stages until the ultimate value was reached. How-
ever, as Figure 6 shows, the average reputation values of the
legitimate nodes in iRTEDA protocol always were lower than
those of the RDAT protocol. This occurred because iRTEDA
protocol evaluated the nodes’ average reputation values based
on the nodes’ behaviors and misbehaviors as well as taking
residual energy and link availability into consideration. The
evaluation standard will result in decreasing the security and
average reputation values of nodes in the routing path, but it
leads to better energy efficiency, stability, and reliability.

5.2. Comparison of Data-Aggregation. The accuracy of data-
aggregation always has been regarded as a crucial criterion
for aggregation performance in the network. It is denoted in
this section the ratio of the sum of the data from legal nodes
collected by the base station to the sum of all of the data
collected by the base station.

When compromised nodes are normal nodes, the data
collected by those nodes are illegal, and they are not included
in the sum of the data collected from legal nodes by the
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Figure 7: Comparison of aggregating accuracy of the RDAT and
iRTEDA protocols when 30% of the nodes were compromised.

base station. In the cluster, the data sensed by normal nodes
are transmitted to the aggregators, and they are aggregated.
When the aggregators are compromised, the results they
producte become unbelievable. Figure 7 shows the increasing
trend of aggregating accuracy for the RDAT protocol and
our proposed protocol. Initially, the aggregating accuracies
of both protocols increase at slow rates because the systems
were just beginning to work, and the compromised nodes’
misbehaviors were not detected yet, meaning they were not
excluded from the network. When the reputation and trust
system is running, the aggregating accuracy increases sharply
when the running time is in the range of 500 to 1500 s. The
aggregating accuracy of the iRTEDA protocol increased to
almost 83%, whereas the RDAT protocol increased to about
80%. This is because the reputation system began to work
and excluded the compromised nodes from the network.The
aggregating results received by the base station belonged to
the legal nodes to a greater extent as time passed. When
the running time of about 1500 s was reached, the rate
of growth of the aggregating accuracy slowed significantly.
However, the final aggregating accuracy for the iRTEDA
protocol was greater than that of the RDAT protocol. This
occurred because the RDAT protocol does not pay enough
attention to the energy and link availability issues, and this
results in a greater death rate of nodes, meaning that the base
station received less data from legal nodes. In addition, the
recovery mechanism ensures that isolated legal nodes can
rejoin the network and find a high-reputation parent node.
This mechanism will increase the number of legal nodes
that finally are received by the base station in the iRTEDA
protocol.

5.3. Comparison of Routing Path Reliability. The routing-
path reliability metric is defined as the ratio of the sums
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of the amounts of sensing data and the aggregating results
received by the aggregators and the base station to the total
amount of transmitted data. The aggregators eliminate a lot
of redundant data. Thus, the reliability of the routing-path
should be compared in two ways, that is, normal nodes to
aggregators and aggregators to the base station. The issues
thatmay influence the performance of routing-path reliability
are including link availability and residual energy. As seen in
Figure 8, with the network running, the percentage of failed
links increased. The number of failed links in the RDAT pro-
tocol increasedmuchmore quickly than that it in the iRTEDA
protocol. The reason for this was that the RDAT protocol
does not consider residual energy, and it does not have a
recovery mechanism to keep the network running efficiently.
The RDAT protocol only considers reputation, which leads
to excessive use of nodes that have been assessed as having
higher reputation. Such nodes consume more energy, and
their death rate helps to balance the energy consumption
of the nodes. Nodes with higher reputation will consume
energy more quickly than others with low reputation, so they
die much faster, which leads to higher failed links during
data transmission. Figure 8 shows that the failed links in the
RDAT protocol were similar to those in the iRTEDA protocol
from the beginning to about 600 s. Because there is enough
energy for nodes and aggregators in the beginning, few nodes
are dead for using up the energy. During the time period,
the fail links are occurring for the reason that some nodes
have been compromised and excluded from the network.
After the network has been running for 600 s, the number
of failed links in the RDAT protocol is increasing much more
rapidly that were in the iRTEDA protocol.Thus, in the RDAT
protocol, the transmission of data among nodes, aggregators,
and the base station became more and more unreliable with
time. At the same time, the reliabilities of both protocols
were significantly different when the network was running.
Figure 9 shows that, when the failed links reached 30%, the
reliability of RDAT and iRTEDA decreased to about 79.2%
and 89.5%, respectively. The larger number of failed links is
responsible for the lower reliability. With high unreliability
of data transmission, there will be large amount of data loss,
and data accuracy will decrease quickly. Thus, the iRTEDA
protocol is more reliable for maintaining data transmission
and improving the performance of data-aggregation, when
the reputation system improves the security of the network.

5.4. Comparison of Energy Consumption. The concept of
lifetime describes the death rate for the nodes in the network,
which is defined as the number of dead nodes overtime.
Energy consumption shows us the percentage of energy
consumption of all the nodes in the network. Combining
lifetime and energy consumption, we can obtain the detailed
performance for the total energy consumption and energy
balancing of nodes. Figure 10 shows that the death rates of
nodes in the two protocols were significantly different. The
death rate of nodes in RDAT was much faster than it was in
our protocol. There is a large number of dead nodes in the
beginning. The reason is that, in RDAT, there are excessive
uses for those nodes with higher reputation in routing and
transmission, which results in quick death for those nodes.
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Figure 8: Comparison of the link availability of the RDAT and
iRTEDA protocols when the percentage of compromised nodes was
30%.
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Figure 9: Comparison of the reliabilities of the RDAT and iRTEDA
protocols when the percentage of compromised nodes was 30%.

With the network running for more than 2000 seconds, the
nodes with lower reputation, isolated nodes, and the death
rate are decreased to very low rates.The selection of the nodes
in routing and transmission in our protocol was based on
reputation, but it also emphasized energy consumption and
link availability. Thus, unlike the RDAT protocol, it will not
lead to excessive use of the same nodes, and it provides better
energy balancing. All of the energy that is consumed will be
distributed over large number of nodes in iRTEDA protocol,
instead of that all of the energy consumption will focused on
few nodes with high reputations and those nodes consume
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Figure 10: Lifetime comparison between the RDAT and iRTEDA
protocols when the percentage of compromised nodes was 30%.

energy more rapidly. Figure 10 shows that the death rate of
nodes in our protocol was much lower than that in the RDAT
protocol in the beginning, and the rate increased rapidly at
a running time of 2500 s. Because more energy is consumed
for each node after that time period, the death of nodes will
increase as long as the network keeps running. When the
network had operated for 4000 s, only six nodes were left
in the RDAT protocol, whereas 20 nodes were left in our
protocol.

Figure 11 compares the entire energy consumptions of
the two protocols. Before about 2500 s, the rate of increase
in energy consumption was much lower in iRTEDA than
in RDAT, with iRTEDA reaching about 43.6% and RDAT
reaching about 90.1%. The difference in the energy con-
sumption of the two protocols was caused by the proposed
recovery mechanism, because the nodes with low reputation
are judged as compromised nodes and excluded from the
network. Those compromised nodes’ children nodes will
become isolated. Those isolated nodes transmit data directly
to the base station and consume much more energy than
before.Thus, the recoverymechanismwill help the dispersing
or isolated nodes in the network finish the reselection of
father nodes and re-access to the clusters. This will lead
to decreases in the average hops from those nodes to the
base station which will save communication overhead and
reduce the total energy consumption. At a running time of
4000 seconds, the percentage of energy consumption was
about 93.4% for the RDAT protocol and about 83.8% for
the iRTEDA protocol. Figure 11 shows that the total energy
consumption was much lower for the iRTEDA protocol than
for the RDAT protocol.

6. Conclusion

An improved data aggregation method for WSNs is pre-
sented in this paper. The method is reliable, trust-based,
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Figure 11: Comparison of the energy consumption for the RADT
and iRTEDA protocols when the percentage of compromised nodes
was 30%.

energy-efficient, and secure.The iRTEDA protocol combines
residual energy and links availability to improve trust-
based data-aggregation. Introducing residual energy and link
availability facilitates the reputation system’s ability to keep
aggregators and nodes in the routing path from being used
excessively and guarantees that the routing path selected by
the reputation system will be much more reliable. In addi-
tion, the recovery mechanism prevents compromised nodes’
children nodes from being isolated and helps those nodes
to reselect new parent nodes. Simulation results showed that
the proposed protocol outperformed the RDATprotocol with
respect to its improved performance of data accuracy, routing
path reliability, and the lifetime of data-aggregation, while
reducing energy consumption. Thus, the proposed iRTEDA
protocol achieved its goal of keeping secure data-aggregation
in WSNs more reliable and energy-efficient.
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We propose an energy-aware dynamic routing strategy in order to provide balanced energy consumption in wireless sensor
networks, hence, prolonging the lifetime of the network. The proposed routing algorithm uses local betweenness centrality to
estimate the energy consumption of the neighboring nodes around a given local sensor node, without requiring global information
about the network topology or energy consumption, and to divert traffic fromnodes that aremore heavily used. Because nodes with
large local betweenness centrality consume energy more quickly, the network lifetime can be prolonged by redistributing energy
consumption to nodes with smaller local betweenness centrality. Simulation results showed that the proposed routing strategy has
advantages over shortest path routing with respect to extending network lifetime and balancing energy consumption in wireless
sensor networks, yet does not introduce significant additional transmission overhead or a longer average path length.

1. Introduction

Wireless sensor networks (WSNs) have many desirable char-
acteristics, including easy deployment and self-organization,
and are becoming increasingly important in modern society.
The applications of WSNs range from important societal
issues such as environmental surveillance, intelligent trans-
portation, disaster relief, and health care to military issues
including battlefield biological and nuclear monitoring as
well as target tracking [1]. WSNs generally consist of a
large number of small, embedded, low-power sensor nodes
with sensing, data processing, and wireless communication
capabilities [1]. They are deployed in a wide distribution area
and collaborate to form an ad hoc network.The sensor nodes
are battery-operated, most of which are not rechargeable,
and cease to function once the battery expires. Owing to
logistical issues such as remoteness or inaccessibility of
distribution areas, it is not straightforward to replace sensor
nodes with expired batteries.Therefore, balancing the energy
consumption of WSNs to prolong the network lifetime is of

considerable importance. In WSNs, the energy is consumed
in different ways in different nodes; however, the primary
energy cost is in data transmission once the networks have
been organized.

Experimental measurements have shown that data trans-
mission is generally very expensive in terms of energy
consumption, while data processing consumes significantly
less energy [2]. Data transmission depends on the routing
strategy; therefore, designing a reasonable routing strategy
to balance energy consumption has significant potential to
prolong the lifetime of WSNs [3].

Along with the discovery of scale-free [4] properties,
complex networks have been applied to a wide range of
natural and social systems, such as the Internet, social net-
works, scientific collaboration networks,metabolic networks,
and WSNs [5, 6]. Recently, routing in complex networks
has attracted considerable interest across many fields of
science. Research on routing strategies has overwhelmingly
focused on improving transport capacity and controlling
congestion, which are crucial problems on many large-scale
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networks such as the Internet, phone networks, and airport
networks [7–14]. WSNs have a low data rate and low energy
consumption [6, 15], and so the critical problem in WSNs
is the longevity of the network, and the major constraint is
energy consumption rather than congestion control.

Much work has been done developingWSN routing (e.g.,
see [16–27] for extensive reviews). Most existing energy-
aware routing algorithms assume that the communication
load is evenly distributed; however, this assumption is not
consistent with the data usage requirements of individual
nodes within many WSNs. Almost no studies have consid-
ered energy-aware routing inWSNs from the point of view of
the structure and dynamics of large complex networks.

In this paper, we propose an energy-aware routing in
WSNs using local betweenness centrality (EAR-LBC). The
proposed routing algorithm has two features that differ from
those of most current research

(1) It utilizes the basic principles of complex network
theory, in particular the concept of betweenness cen-
trality (BC) to estimate the remaining energy of the
sensor nodes. Routing inWSNs takes place according
to the criterion of the shortest available path from a
given source to its destination. The nodes with the
largest BC, which are usually called the central nodes
of networks and are located in the shortest path, are
susceptible to more frequent data transmission due
to heavier traffic load [3]. Energy consumption at
these central nodes occurs at a greater rate than that
of other sensor nodes, leading to unbalanced energy
consumption in the network. Once the central node
runs out of energy, the WSN will cease to function.
Consequently, we propose the EAR-LBC algorithm,
which uses local BC (defined in Section 3) to consider
the energy cost of forwarding data, and takes both the
shortest path and the remaining energy of the sensor
node into account, rather than simply employing
traditional metrics such as the shortest path.

(2) A systematic approach is taken to verify the validity of
the EAR-LBCalgorithm. Becausemost network topo-
logical structures (including WSN) exhibit scale-free
behavior, we designed a simulation model based on
Barabasi-Albert (BA) scale-free networks (discussed
in Section 4.1). This simulation model is consistent
with most WSN topological structures. For definite-
ness andwithout loss of generality, we investigated the
performance of the EAR-LBC algorithm using three
simulation scenarios generated by the model.

The remainder of this paper is organized as follows. Sec-
tion 2 presents a review of relevant prior work.The proposed
routing strategy is described in Section 3. Section 4 discusses
the simulation results. Finally, the paper is concluded in
Section 5.

2. Related Works

Applying complex network theory to the design of energy-
aware routing in WSNs is an interdisciplinary field, which

combines WSNs with complex networks. Accordingly, in
this sections we describe related research progress in two
ways: energy-aware routing inWSNs and routing in scale-free
networks.

2.1. Energy-Aware Routing in WSNs. Many energy-aware
routing algorithms for WSNs have been presented in recent
years. Those routing algorithms can be categorized into two
types. One type is the clustering routing algorithms that
divide sensor nodes into clusters and balance the energy
consumption by cluster head selection to extend network
lifetime [19, 23, 24, 26, 27]. Cluster-based routing is an
efficient way to reduce energy consumption and extend
network lifetime within a cluster. The number of messages
transmitted to the base station is reduced by data aggregation
and fusion, which reduces the overall energy consumption.
Cluster-based routing is mainly implemented as a two-layer
strategy: one layer is used to select cluster heads, and the
other layer is used for routing.High-energy nodes can be used
to process and send information, whereas low-energy nodes
can be used to perform sensing in close proximity to the
target. The clustering algorithm is based on cluster selecting,
which incurs an additional energy cost. The other type is
centralized routing, which uses probabilistic forwarding [18]
or an optimization strategy, such as ant colony optimization,
linear programming, or heuristic approaches, to find an
energy-balanced route based on the global information on
the network topology and energy consumption [16, 17, 20–
22, 25].

However, most existing energy-aware routing algorithms
assume that energy consumption in WSNs is evenly dis-
tributed or that aWSN is deployed as a specific scenariowhen
analyzing the validity of its routing algorithms, which is not
consistent with most WSN topological structures. Almost all
studies have failed to consider energy-aware routing from the
point of view of the structure and dynamics of large complex
networks.

2.2. Routing in Scale-Free Networks. Because of the impor-
tance of large complex communication networks in modern
society (such as the Internet, which has scale-free properties),
the dynamics of the underlying structure (such as traffic
congestion) have drawn much attention from both physics
and engineering standpoints. Making full use of complex
network theory, the routing strategies in scale-free networks
overwhelmingly focus on improving transport capacity and
congestion control. To avoid congestion and improve the
transmission capacity of networks, many routing strategies
have been proposed in scale-free networks, including random
walk, efficient routing, local routing, optimal routing, and
hub avoidance strategies [8–14].

WSNs typically have scale-free properties, and it is neces-
sary to study the routing process according to the particular
requirements of these types of networks. Energy awareness is
a central design issue for WSNs; to extend network lifetimes,
energy-aware routing should be considered in these scale-free
networks.
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3. Routing Strategy

In this section, we present an overview of the EAR-LBC
routing strategy then provide the pseudocode to implement
it. Finally, we use a simple routing example to illustrate the
proposed algorithm.

3.1. Greedy Forwarding. The proposed routing strategy is a
local routing search algorithm based on greedy forwarding.
Greedy forwarding aims to bring messages closer to the
destination using only local information in each stage of
the journey. Thus, each node forwards the message to the
neighbor that is most suitable from a local point of view,
which can be the one that minimizes the energy cost to the
destination in each step.

Because we apply greedy forwarding to find a route from
the source to the destination, we must choose a selection
function that describes which of the candidates is the most
promising. That is, we must identify the optimum next stage
of the journey at each sensor node during the process of
route finding. Obviously, it is desirable for each sensor node
to forward the data packet to a neighboring node that is
both close to the destination and has sufficient energy to
forward the data packet.This greedy forwarding criterion can
be described as a selection function that determines which
candidate is nearest to the destination [16]. Suppose that node
𝑋 has𝑀 direct (one-hop) neighbors, 𝑛

1
, 𝑛
2
, . . . , 𝑛

𝑀
, and the

destination node is𝐷. The selection function is

𝑓 = min (cost1, cost2, . . . , cos t𝑀) , (1)

where cost
𝑖
is the cost between 𝑛

𝑖
, the 𝑖th neighbor of𝑋, and

the destination𝐷, for 𝑖 ∈ [1,𝑀]. We define cost as follows:

cost
𝑖
= 𝛼𝑑
𝑖
+ (1 − 𝛼) 𝑒

𝑖
, (2)

where 𝛼 is an adjustable parameter [9], 𝑑
𝑖
is the distance

from the 𝑖th neighbor to the destination, and 𝑒
𝑖
is the energy

consumed at the 𝑖th neighbor. The parameter 𝛼 determines
the weightings of 𝑑

𝑖
and 𝑒
𝑖
in the cost calculation.

3.2. Local Betweenness Centrality. The availability of small,
low-power global positioning system (GPS) receivers for
calculating relative coordinatesmakes it possible to obtain the
distance from the 𝑖th neighbor to the destination. Therefore,
in (2), we can readily obtain the value of 𝑑

𝑖
. However, for large

WSN applications, it can be very difficult for a given sensor
node to determine the energy 𝑒

𝑖
consumed at a neighboring

node because of the additional overhead. In this section, we
introduce the definition of local BC to estimate 𝑒

𝑖
.

Recent studies [7, 10] have reported that BC plays an
important role in the traffic on networks. For a given network,
the BC of a node is defined as

𝐵
𝑖
= ∑

𝑠 ̸= 𝑑

𝜎
𝑠𝑑
(𝑖)

𝜎
𝑠𝑑

, (3)

where 𝜎
𝑠𝑑
is the number of shortest paths going from 𝑠 to 𝑑,

and 𝜎
𝑠𝑑
(𝑖) is the number of shortest paths going from 𝑠 to 𝑑

and passing through 𝑖. BC quantifies the number of times a

node appears in the shortest paths between two other nodes.
The BC is a useful measure of the load placed on a given
node in a network, as well as the importance of the node
in the network. It has become a popular measurement to
characterize complex networks. Based on complex network
theory, if the number of nodes on the networks is denoted by
𝑁, and there are 𝑅 data packets that need to be transmitted at
every time step, then the average number of packets passing
through a given node in 𝑡 time steps can be obtained as
follows [10]:

𝑅𝑡𝐵
𝑖

𝑁(𝑁 − 1)

. (4)

Assuming that the sensor node forwarding a data packet
consumes energy 𝐸

𝑓
, combining (4) and (2) we obtain

cost
𝑖
= 𝛼𝑑
𝑖
+ (1 − 𝛼)

𝑅𝑡𝐵
𝑖

𝑁(𝑁 − 1)

𝐸
𝑓
, (5)

where 𝐵
𝑖
is BC of the 𝑖th neighbor.

However, there remains a problem that must be solved.
The BC is calculated based on global topology information,
which is generally not available in large-scale wireless ad hoc
sensor networks. To deal with this problem, we propose an
energy-aware routing system based on local BC. We extend
the concept of BC from the global topology to a local routing
table, which consists of the destination and the next hop
information only. Similarly, the local BC of a node for a local
routing table is defined as

𝑏
𝑖
= ∑

𝑠,𝑑,𝑖∈Local,𝑠 ̸= 𝑑

𝜎
𝑠𝑑 (

𝑖)

𝜎
𝑠𝑑

, (6)

where 𝜎
𝑠𝑑

is the number of paths going from 𝑠 to 𝑑 in the
local routing table of the local sensor node, 𝑋, and 𝜎

𝑠𝑑
(𝑖) is

the number of paths going from 𝑠 to 𝑑 and passing through
the 𝑖th neighbor in the local routing table of 𝑋. The local
BC gives an estimate of the traffic handled by the neighbors
around𝑋. Therefore, the neighbor with the greatest local BC
delivers more data packets, thus; consumes more energy. If
we combine (5) and (6), we arrive at

cost
𝑖
= 𝛼𝑑
𝑖
+ (1 − 𝛼)

𝑅𝑡𝑏
𝑖

𝑁(𝑁 − 1)

𝐸
𝑓
. (7)

3.3. Routing Algorithm. The proposed routing algorithm is
a distributed routing algorithm based on local BC. For each
sensor node 𝑋, which receives a data packet 𝑃, the next hop
is determined as follows.

(1) For each neighbor 𝑛
𝑖
, the cost, cost

𝑖
, is calculated

using (7) with the current routing table.
(2) Among the neighbors of𝑋, we choose the 𝑛

𝑖
with the

minimum cost
𝑖
as the next hop and forward the data

packet 𝑃.
(3) If there is no routing information about the current

data packet 𝑃 in the routing table, routing paths for
𝑃 are added. If routing information already exists, we
update the next hop information to that determined
in step (2).
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Input: the received packet (𝑃)
Output: the next hop (𝑛𝑒𝑥𝑡ℎ𝑜𝑝)
/⋆ for each neighbor of X, calculate its

cost ⋆/
foreach neighbor 𝑛

𝑖
of𝑋 do

if routing table is empty then
𝑏
𝑖
= 0

else
according to (6), computes 𝑏

𝑖
based on routing

table of𝑋;
end
computes 𝑑

𝑖
;

𝑐𝑜𝑠𝑡
𝑖
= 𝛼𝑑
𝑖
+ (1 − 𝛼)

𝑅𝑡𝑏
𝑖

𝑁(𝑁 − 1)

𝐸
𝑓
;

end
/⋆ among the neighbors of X, chose the

minimum cost as the next hop ⋆/
𝑐𝑜𝑠𝑡
𝑚𝑖𝑛

= 𝑐𝑜𝑠𝑡
1

foreach neighbor’s 𝑐𝑜𝑠𝑡
𝑖
of 𝑋 do

if 𝑐𝑜𝑠𝑡
𝑚𝑖𝑛

> 𝑐𝑜𝑠𝑡
𝑖
then

𝑐𝑜𝑠𝑡
𝑚𝑖𝑛

= 𝑐𝑜𝑠𝑡
𝑖
;

𝑛𝑒𝑥𝑡ℎ𝑜𝑝 = 𝑛
𝑖
;

end
end
/⋆ update the routing table of 𝑋 ⋆/
flagexist = 0;
while 𝑓𝑙𝑎𝑔𝑒𝑥𝑖𝑠𝑡==0 and not end of routing table of 𝑋 do

/⋆ 𝑟
𝑖
is the 𝑖th routing entry in the

routing table of 𝑋 ⋆/
if 𝑟
𝑖
.𝑑𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛 == 𝑃.𝑑𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛 then
flagexist == 1;
𝑟
𝑖
.𝑛𝑒𝑥𝑡ℎ𝑜𝑝 = 𝑛𝑒𝑥𝑡ℎ𝑜𝑝

end
end
if 𝑓𝑙𝑎𝑔𝑒𝑥𝑖𝑠𝑡==0 then

/⋆ there is no routing entry for this

packet P, need to append new rout

information ⋆/
Add a new routing entry 𝑟

𝑛𝑒𝑤
;

𝑟
𝑛𝑒𝑤

.𝑑𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛 = 𝑃.𝑑𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛;
𝑟
𝑛𝑒𝑤

.𝑛𝑒𝑥𝑡ℎ𝑜𝑝 = 𝑛𝑒𝑥𝑡ℎ𝑜𝑝;
end
if 𝑃.𝑑𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛==𝑛𝑒𝑥𝑡ℎ𝑜𝑝 then

directly send to the destinaiton

end

Algorithm 1: Greedy route finding.

The pseudocode to implement the algorithm is shown in
Algorithm 1.

Initially, the routing table of 𝑋 will be empty. From (6),
the value of 𝑏

𝑖
is 0, and so the cost at a neighboring node is

determined from 𝑑
𝑖
in (7). That is, the cost is determined

by the distance from the 𝑖th neighbor to the destination.
The packet is forwarded to the neighbor that is closest to
the destination. The next hop information of the sensor
node 𝑋 is recorded in the routing table. As the amount of
information in the routing table increases, the value of 𝑏

𝑖

plays a larger role in the cost calculation. A neighbor with

𝑋1 𝑋2

𝐷

𝑋4𝑋3

𝑆

Figure 1: An example of WSN topology.

greater 𝑏
𝑖
will have already consumed more energy due to

local packet forwarding. If there are several neighbors with
the same distance to the destination, the data packet should
be forwarded to the neighbor with the lowest 𝑏

𝑖
, as this will

have more energy remaining than the other neighbors.
The key to the algorithm is dynamic calculation of cost

informed by updating the local routing table. By choosing the
optimal next hop by minimizing cost, the data packet can be
routed by sensor nodes with more energy. Energy consump-
tion becomes more uniform, and the network lifetime can be
prolonged. Obviously, the proposed algorithm is equal to the
traditional shortest path routing when 𝛼 = 1.

3.4. A Routing Example. Here, we illustrate the algorithm
using a simple routing example. Consider a wireless network
topology shown in Figure 1. To demonstrate the function of
local BC, we consider the distance from one node to another
to be the number of hops between them and focus on the
change in the local BC. In Figure 1, suppose that the source
node 𝑆 sends several data packets, denoted by 𝑃1, 𝑃2,. . ., to
the destination node𝐷 and that 𝛼 = 0.125.

When 𝑆 sends 𝑃1 to 𝐷, the routing table of 𝑆 is empty
at the beginning. 𝑆 has two one-hop neighbors, 𝑋1 and 𝑋3.
According to (6), the values of the local BC for these two
nodes are 0. So the cost of neighbors around node 𝑆 is only
determined by the distance between them, and the cost of
node𝑋1, cost

𝑋1
, is calculated as follows:

cost
𝑋1

= 𝛼𝑑
𝑋1→𝐷

+ (1 − 𝛼) 𝑏
𝑋1

=

1

8

× 2 + (1 −

1

8

) × 0

=

2

8

.

(8)

The term 𝑑
𝑋1→𝐷

is the distance between node 𝑋1 and the
destination node 𝐷, and 𝑏

𝑋1
is the local BC of node 𝑋1. In a

similar manner, we can obtain the cost of node𝑋3 as follows:

cost
𝑋3

= 𝛼𝑑
𝑋3→𝐷

+ (1 − 𝛼) 𝑏𝑋3
=

1

8

× 1 + (1 −

1

8

) × 0

=

1

8

,

(9)
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where cost
𝑋3

is less than cost
𝑋1
, so 𝑋3 is chosen as the next

hop, and node 𝑆 updates its routing table as shown in Table 1.
Node𝑋3 receives data packet𝑃1 andfinds the destination

node𝐷 is in its neighbor set, then forwards the data packet to
the destination node𝐷. Node 𝑆 sends 𝑃1 to𝐷 using the route
𝑆 → 𝑋3 → 𝐷.

When 𝑆 sends 𝑃2 to 𝐷, according to (6), the local BC of
𝑋1, denoted by 𝑏

𝑋1
, is 0 because there is no route passing

through 𝑋1 in the routing table of 𝑆. The local BC of 𝑋3,
denoted by 𝑏

𝑋3
, is 1 because the number of paths going from

𝑆 to 𝐷 in the local routing table of 𝑆 is 1, and the number of
paths going from 𝑆 to 𝐷 and passing through𝑋3 in the local
routing table of 𝑆 is 1. 𝑆 calculates the cost of its neighbors,
𝑋1 and𝑋2, again using (7); thus, we obtain

cost
𝑋1

= 𝛼𝑑
𝑋1

+ (1 − 𝛼) 𝑏
𝑋1

=

1

8

× 2 + (1 −

1

8

) × 0 =

2

8

,

cost
𝑋3

= 𝛼𝑑
𝑋3

+ (1 − 𝛼) 𝑏
𝑋3

=

1

8

× 1 + (1 −

1

8

) × 1 = 1,

(10)

where cost
𝑋1

is less than cost
𝑋3
,𝑋1 is chosen as the next hop,

and node 𝑆 updates its routing table as shown inTable 2. Node
𝑋1 receives data packet 𝑃2 and determines that the next hop
is 𝑋2 using EAR-LBC. Finally, 𝑆 sends 𝑃2 to 𝐷 using route
𝑆 → 𝑋1 → 𝑋2 → 𝐷.

In this example, data packets are routed from 𝑆 to 𝐷 via
𝑆 → 𝑋3 → 𝐷 and route 𝑆 → 𝑋1 → 𝑋2 → 𝐷.
If the shortest path algorithm was to be used, all network
traffic from 𝑆 to 𝐷 would be routed via 𝑆 → 𝑋3 → 𝐷,
and energy would be consumed at a greater rate at 𝑋3 than
at nodes 𝑋1 and 𝑋2 because of the unbalanced network
traffic. Using the proposed routing strategy, network traffic
from 𝑆 to 𝐷 is shared by nodes 𝑋1, 𝑋2, and 𝑋3, and the
the energy consumption is more balanced. The local BC is
calculated based on the routing information recorded in the
routing table. If the routing table is changed, the local BC is
also changed, which in turn feeds back to change the routing
table. From the interaction between the routing table and the
calculation of the local BC, network traffic can be allocate in
a manner that provides more balanced energy consumption
in the network.

4. Simulation

In this section, we describe simulations that were performed
to evaluate the performance of the proposed routing strategy,
developed using MATLAB. Our goal was to determine the
advantages of the routing strategy in terms of network
lifetime, average path length, and residual energy by com-
paring the performance to that of other routing algorithms.
Most routing processes in WSNs take place according to
the criterion of the fewest hops from a given source to the
destination. This is equivalent to the shortest path routing
from a given source to its destination in a graph with the
same edgeweight on all available wireless links.We compared
the performance of the EAR-LBC to that of the shortest path
routing (SP).

Table 1: Routing table of node 𝑆 when sending data packet 𝑃1.

Destination Next hop
𝐷 𝑋3

Table 2: Routing table of node 𝑆 when sending data packet 𝑃2.

Destination Next hop
𝐷 𝑋1

4.1. Simulation Model. The BA model is one of several
proposed models that generates scale-free networks, and the
networks studied in our simulation were generated using this
model. BA scale-free network incorporates two important
general concepts: growth and preferential attachment. Both
growth and preferential attachment exist widely in real
networks. Growth means that the number of nodes in the
network increases over time. Preferential attachment means
that themore connected a node is, the more likely it will be to
receive new links. Nodes with a higher degree have a greater
ability to grab links added to the network.

The generation of networks begins with an initial network
of 𝑚
0
nodes, where 𝑚

0
≥ 2 and the degree of each node in

the initial network should be at least 1; otherwise the node
will always remain disconnected from the rest of the network.
New nodes are added to the network one at a time. Each new
node is connected to𝑚 existing nodes with a probability that
is proportional to the number of links that the existing nodes
already have. Formally, the probability 𝑝

𝑖
that the new node

is connected to node 𝑖 is [1]

𝑝
𝑖
=

𝑘
𝑖

∑
𝑗
𝑘
𝑗

, (11)

where 𝑘
𝑖
is the degree of node 𝑖 and the summation is over

all preexisting nodes 𝑗. Heavily linked nodes tend to quickly
accumulate even more links, while nodes with only a few
links are unlikely to be chosen as the destination for a new
link. The new nodes have a “preference” to attach themselves
to nodes that are already heavily linked. The average degree
of a scale-free network using BA model, denoted by ⟨𝑘⟩, is
approximately equal to 2𝑚 [4].

In ourmodel, the number of sensor nodes in the networks
is denoted by 𝑁. All nodes are treated as both sensors and
routers for generating and transporting data packets, and
each link has the same packet-delivery capacity. Consistent
with the low data rate in WSNs, we assume that each node
has sufficient processing and buffering capacity to deliver and
handle all of the data packets it receives in each time step.
Transport on the network proceeds in discrete time steps and
is driven by inserting 𝑅 new data packets, with randomly
chosen sources and destinations. At each time step, every
node delivers the packets toward the neighboring node with
the optimum next hop as determined by the routing strategy.
For the sake of comparison, the number of new data packets
generated by the nodes per time step was fixed at 1 (i.e.,
𝑅 = 1); however, it is trivial to change this so as to meet
the demands of various example networks. The initial energy
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of the every node was 5 joules, and 𝐸
𝑓
is 0.02 joules. The

adjustable parameter 𝛼 was 0.75.

4.2. Simulation Scenarios. Three simulation scenarios were
designed as follows.

(1) The number of nodes was fixed at 𝑁 = 600, and the
network lifetime and the average path length were
investigated as a function of the average degree. In
other words, we analyzed the performance of both
EAR-LBC and SP routing when the average degree of
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Figure 4:The network lifetime, 𝑡, as a function of the network scale,
𝑁, with𝑚 = 5, for both EAR-LBC and SP routing.
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the scale-free network increases, which corresponds
to an increasing number of links between nodes.

(2) We fixed the average degree so that 𝑚
0
= 𝑚 = 5 and

⟨𝑘⟩ ≈ 10 and investigated the network lifetime and
the average path length as a function of the number of
nodes. In other words, we analyzed the performance
of both EAR-LBC and SP routing when the number
of nodes increases, but the average number of links
between nodes does not change.

(3) We analyzed the distribution of the residual energy in
a network using both EAR-LBC and SP routing. The
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Figure 6: The distribution of residual energy plotted as a function of the node index, for a network where𝑁 = 600 and 𝑚
0
= 𝑚 = 6, when

the first failure node appears, for both EAR-LBC and SP routing.

average degree of this network was 12 (𝑚
0
= 𝑚 = 6,

⟨𝑘⟩ ≈ 12), and the number of nodes was𝑁 = 600.

4.3. Simulation Results. Figure 2 shows the simulated net-
work lifetime, and Figure 3 shows the simulated average path
length with𝑁 = 600 as a function of the average degree of the
network for the two routing strategies.Thenetwork lifetime is
considerably longer for the EAR-LBC scheme. Furthermore,
the larger the average degree of the network, the longer the
network lifetime can be.This can be explained by considering
that there are more paths among central nodes; in EAR-LBC,
the network traffic can be distributed among a larger number
of different paths, and, hence, nodes with excessive energy
consumption can be avoided.

As shown in Figure 3, the average path length of two
routing strategies decreased as the average degree increased,
which can be explained by considering that there are more
links between the sensor nodes, and so more direct routes
are likely to be available. It can be seen that, although
EAR-LBC enhances the network lifetime, it does not lead
to a significant increase in the average path length. Both
methods resulted in almost the same average path length.
This is a particular useful result because an increase in
the number of hops would result in an increased energy
consumption for the network as a whole. In fact, EAR-LBC
only incurs an additional computational cost in processing
the expression in (7) in exchange for an increase in the
network lifetime. This additional computational cost is slight
because data processing consumes significantly less energy
than data transmission in WSNs.

The average degree was fixed at𝑚 = 5 (⟨𝑘⟩ ≈ 10), and we
investigated the network lifetime and the average path length
as a function of the number of nodes. As shown in Figure 4,

network lifetime was greatly enhanced using EAR-LBC; in
both methods, the lifetime changes little a as the number of
nodes is varied because if the average degree is invariant, the
number of links among the sensor nodes does not increase.
The network lifetime is primarily related to the traffic density
rather than the number of nodes. Figure 5 shows the average
path length as a function of the number of nodes; the results
are similar to those shown in Figure 3. EAR-LBC enhanced
network lifetime, but did not increase the average path length.
EAR-LBC had almost the same average path length as SP
routing.

Figure 6 shows the distribution of residual energy plotted
against the node index for a network with 𝑁 = 600 and
𝑚
0
= 𝑚 = 6 when the first failure node appears (because of

energy depletion) in EAR-LBC and SP routing. The network
was generated using the BA model with 𝑚

0
= 𝑚 = 6, which

means that of the network initially had 6 nodes, and each
new node was connected to 6 existing nodes. We view the
order in which the nodes join the network as the index of the
nodes, so that a smaller index corresponds to higher-degree
nodes. Such nodes carry more networks traffic, so the energy
consumption will be greater and faster at these nodes. This is
why the residual energy of low-index nodes is less than that
of high-index nodes. EAR-LBC resulted in a more uniform
residual energy distribution than SP routing, even when the
EAR-LBC network had a lifetime that was twice as long as
that the SP routing. This is because EAR-LBC distributes
the network traffic over several routes, decreasing the energy
consumption of high-degree nodes.

Figure 7 shows a columnar comparison chart for EAR-
LBC and SP routing, illustrating the distribution of nodes
as a function of the residual energy. We rate the residual
energy of each node on a scale of 1 to 4. A residual energy
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in range of 0 to 200 is level 1. A residual energy in range
of 200 to 440 is levels 2. A residual energy in range of 440
to 480 is level 3. A residual energy in range of 480 to 500

is level 4. As shown in the left column, when EAR-LBC
and SP routing had the same network data traffic with 𝑅 =

1527, the first failure node appeared under SP, while the
EAR-LBC network continued to function. In this case, the
number of nodes in the EAR-LBC network with a residual
energy in level 2 and 3 was larger than the number of
nodes in that energy range for the network with SP routing.
As shown in the right column of the figure, at failure, the
residual energy of most nodes was in level 4 when using SP
routing, but was evenly distributed in levels 3 and 4 when
using EAR-LBC. That is, the residual energy distribution
was more uniform in EAR-LBC compared to SP routing.

5. Conclusions and Future Works

We proposed an EAR-LBC for WSNs based on local BC
and investigated the network lifetime and the average path
length assuming that all nodes had the same initial energy.
The proposed routing strategy considers realistic network
structures and the dynamic energy consumption of large
WSNs.

Our proposed algorithm improves upon the existing
methods in two ways regarding the extension of network
lifetime. First, our strategy uses greedy forwarding, which
takes both the shortest path and the remaining energy at
each node into account, rather than simply using traditional

metrics such as the shortest path. A tunable weight, 𝛼, is
used as a parameter to determine the share of path length
and remaining energy in route finding. This can be easily
adjusted to optimize the routing strategy in line with the
particular demands of a given network. Second, the routing
strategy introduces the local BC to dynamically estimate the
energy consumption of the neighboring nodes. Because of
these features, even in the absence of global information on
network topology and energy consumption, data packets can
be routed to the sensor nodes with more residual energy,
which provides a more balanced energy consumption in the
network.

Because of these two improvements, EAR-LBC extends
network lifetime without introducing additional transmis-
sion overhead or a longer average path length. Our results
have applications to the design and optimization of routing
for WSNs, including environmental monitoring systems,
health care systems, and target-tracking systems.

Our future work will aim to improve and extend EAR-
LBC algorithms, taking into account many additional char-
acteristics of WSNs. There are a number of directions for
future research. First, we will analyze and compare the per-
formance of the EAR-LBC strategy described here and other
energy-aware routing algorithms. Based on this comparative
research, we will gain insight into which applications are
best suited to EAR-LBC algorithms. Second, we will create a
physical implementation to evaluate the performance of the
EAR-LBC algorithms experimentally and study how to select
design parameters according to the WSN application.
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Many researches on network control with a design principle of self-organization have been studied for large-scale networks. Since
self-organized control is based on local interactions between system elements, it has high scalability, adaptability, and robustness;
however, themanagement of the whole system is very difficult. In order to solve this problem, a controlled self-organization scheme
has been proposed, which aims for desired system behavior by controlling a part of self-organized nodes. Although there are many
practical proposals on the scheme, no design approach for it has ever been investigated. In this paper, we propose and evaluate a
design approach for the network based on controlled self-organization, paying attention to the control timescale.Through computer
simulations, we show the adaptability and stability of the proposed design approach.

1. Introduction

Future wireless sensor networks will have massive numbers
of elements and should have highly scalable and adaptable
properties. However, controlling such a large-scale network
is very difficult challenges. For this purpose, self-organization
has attracted an increasing attention due to its nature of
scalability, adaptability, and robustness [1–3]. Each element
in self-organization makes a decision on the basis of local
interactions and local rules, which leads to the emergence
of global behavior. However, this pure self-organization has
some problems because of its bottom-up design [4], such as
difficulty of managing the whole network and slow conver-
gence speed after perturbations.

Practical realization of a self-organized network requires
complicated emergent behavior to be manageable. However,
decision-making based on local interactions in large systems
results in emergent behavior, and precise management or
control of such behavior is unrealistic. To solve these prob-
lems, [5] proposes controlled self-organization. The authors of
that paper suggest the use of an observer/controller architec-
ture, where an observer and a controller are responsible for
correcting system-level behavior. In controlled self-organiza-
tion, an external observer and controller are responsible for
“external control,” guaranteeing that system behavior remains
within constraints set by the system manager. The main task

of the observer is to monitor system behavior by sampling
information from a subset of system elements.The controller
evaluates the system behavior reported by the observer and
performs control actions that influence the system toward
a given objective function. This observation/control loop is
performed periodically to satisfy system goals. The observer/
controller architecture is responsible for ensuring the desired
behavior of the system, for guaranteeing high system per-
formance, and for encouraging convergence of the system
state, thus making the self-organized system manageable
by controlling some of the self-organization components.
Various applications of controlled self-organization are found
in [6–8].

Although controlled self-organization is important for
the realization of large-scale wireless sensor networks, the
potential for unexpected situations due to simultaneous
external and self-organized control remains poorly under-
stood. Robustness to network topology change is also impor-
tant for wireless sensor networks, where changes due to
wireless channel conditions, node positions, and the number
of nodes are commonplace. If communications protocols are
not sufficiently flexible regarding environmental perturba-
tions, various types of performance degradation may occur,
such as data collection failures, data delivery delays, and
increased energy consumption.
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These perturbations and controls in each layer in thewire-
less sensor network architecture operate on widely different
timescales. MAC layer protocols support one-hop commu-
nication, where data transmission takes a few milliseconds
in most IEEE 802.15.4 sensor networks [9]. Energy-efficient
MACprotocols with sleep scheduling for prolonging network
lifetime are often assumed in wireless sensor networks, which
raises the lower limit of one-hop communication timescales
due to the sleep cycles of tens of milliseconds to seconds
[10–12]. Routing layer protocols have to deal with topological
changes to realize source-to-destination communications. In
[13–15], static sensor nodes manage the network topology by
using periodic Hello messages every several tens of seconds.
The timescale of the external control in controlled self-
organization should be longer than that of the routing layer
because global behavior of a self-organized network arises as
a result of that routing process. Thus, because these control
timescales substantially differ, it is insufficient to discuss
robustness within only one layer.

In this paper, we propose a design approach for a scalable
and robust network based on controlled self-organization,
paying attention to the control timescale. We show that a
design for robustness in only one layer cannot improve vari-
ous types of perturbations that cause topological changes. As
a solution to these problems, we propose a controlled self-
organization-based routing protocol.We apply the controlled
self-organization scheme to a potential-based routing and
thereby propose controlled potential-based routing (CPBR).
Our study considers periodic environmental monitoring sys-
tems where sensor nodes deliver monitored data to multiple
static sink nodes with CPBR. Then, we discuss how the
timescale of control in the MAC, routing, and external
control layers should be designed and investigate this through
computer simulation.

The rest of this paper is organized as follows. In Section 2,
we briefly present each layer’s control, and in Section 3, we
give descriptions of perturbation models. Then, in Section 4,
we explain how to design them. We present the simulation
results in Section 5. Finally, we conclude our paper in
Section 6.

2. Overview of the Each Layer’s Control

In this section, we give overviews of CPBR [17], and especially
we discuss the control timescale in aMAC layer, routing layer,
and external control.

2.1. Sleep Control in MAC Layer. One-hop communication
is performed in the MAC layer, which takes several mil-
liseconds in the most sensor network scenarios. Therefore,
it is difficult to deal with perturbations that cause the
topology changes with cycle of a few milliseconds or less.
Moreover, in many MAC protocols in the sensor network,
the sleep control is assumed, where power-saving operation
is expected. For example, B-MAC [10], which is a widely
known MAC protocol with the sleep control, allows nodes
to sleep every tens of milliseconds to several seconds. Since
each node can communicate with its neighbor nodes only
when it is awake, the cycle of this sleep control means

Active
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Time

ACK
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Figure 1: IRDT protocol [16].

the minimum unit time of one-hop data transmissions.
Hence, such frequent environmental perturbations (∼1ms)
are dealt with retransmissions in the MAC layer. We use the
intermittent receiver-driven data transmission protocol [16]
as aMACprotocol.This protocol is one of the receiver-driven
or receiver-initiatedMACprotocolswhere nodes periodically
sleep and transmit a beacon, containing an identifier (ID)
of the nodes, to inform their neighbors that they are ready
to receive data as shown in Figure 1. When a sender node
receives a message containing an ID, it returns a send-request
message (SREQ) so as to communicate with the sender of the
ID.

2.2. Route Management in Routing Layer. CPBR is a kind of
potential-based routing protocols, and it utilizes the proactive
route management. In a potential-based routing, all nodes
have a scalar value “potential.” This potential of a node is
lower as the hop count from the nearby sink node is smaller.
Therefore, a node only forwards data to the neighbor with
lower potential than its own for delivering data toward a sink
node.

In CPBR, a potential of node 𝑛 at time 𝑡, denoted by
𝜙(𝑛, 𝑡), is given by (1). 𝑍(𝑛) is a set of neighbors of node 𝑛

and |𝑍(𝑛)| is the size of it. For the calculation of potentials,
each node has to manage its neighbors’ potential. In order
to do that, each node informs its potential to its neighbors
periodically. When a node receives a neighbor’s potential, it
registers the potential of the neighbor, and when it cannot
receive any potential from a neighbor during a certain time
period, it clears the memory of the neighbor’s potential
received previously:

𝜙 (𝑛, 𝑡 + 1) = 𝜙 (𝑛, 𝑡) +

1

|𝑍 (𝑛)|

∑

𝑘∈𝑍(𝑛)

{𝜙 (𝑘, 𝑡) − 𝜙 (𝑛, 𝑡)} . (1)

2.3. External Control. CPBR presumes a multisink sensor
network and it performs global control of a potential field
in order to balance the traffic loads of sink nodes, which is
difficult to manage only by local interactions and rules. In
CPBR, a control node, which is able to communicate with
all sink nodes, is responsible for observing and controlling
of potentials of all sink nodes. The control node controls
potential of sink node 𝑑 at time 𝑡, denoted byΦ(𝑑, 𝑡), via (2).
𝑚 is a metric for the control given by the network manager.
Then,𝑚(𝑑, 𝑡) is collected from sinknode𝑑periodically (every
𝑇
𝑚
), and𝑚(𝑡) is the average of the metric at time 𝑡. Potentials
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of all sink nodes are controlled by (2) and calculated simul-
taneously. The constant value of 𝜃 means the intensity of the
control. In this paper, we employ the number of received data
just before 𝑇

𝑚
as a metric of the external control. This can

result in the global load balancing of sink nodes:

Φ (𝑑, 𝑡 + 1) = Φ (𝑑, 𝑡) ∗ (1 − 𝜃

𝑚 (𝑑, 𝑡) − 𝑚 (𝑡)

𝑚 (𝑡)

) . (2)

3. Perturbation Model

We assume four types of perturbations that cause topological
changes in the network.

3.1. Varying Wireless Channel Condition. The burst packet
errors occur in various timescale as mentioned in [18]. Then,
we assume that burst packet errors happen due to varying
wireless channel condition according to the Gilbert-Elliot
model [19]. In this model, wireless channel is described with
two-state Markov chain; that is, each link has two conditions
“good” and “bad,” respectively and alternates the conditions
stochastically. In this paper, when a condition of a link is
“good,” no bit error occurs in the link and when “bad,” bit
error and packet loss always happen. The probabilistic tran-
sition of the channel condition occurs at fixed cycles 𝑇

𝑐
.

3.2. Node Mobility. The mobility of individual sensor node
(except for sink nodes) is based on the random waypoint
model [20]. A node determines a destination and moves
there with constant speed. After arriving at the destination,
it pauses for a definite period of time and moves for a new
destination again. This destination and speed are randomly
chosen.This mobility brings about quasicyclic changes to the
network topology.

3.3. Node Addition/Failure. We assume a random addition
and failure of a number of sensor nodes. Since such node
addition is carried out in a planned manner, we refer to it
as periodical perturbations. Mean time to failure of devices
in the network also means that node failure is of a cyclical
nature. This node addition occurs at the same time in the
simulation, and the same is true for node failures.

4. Design Approaches of the Control Timescale

In this section, we present design approaches for a con-
trolled self-organization-based network particularly focused

on control timescales in a MAC layer, a routing layer, and an
external control. An overview of their timescales is illustrated
in Figure 2 along with those of perturbations.

4.1. MAC Layer Design. As to changes of wireless channel
conditions that arise with the cycle of 1ms to 1,000ms,
retransmission in a MAC layer is important. In a MAC layer,
a node obtains more opportunities to detect a next-hop node
when the cycle of sleep control is shorter, in case the node
holds a data for a certain period of time (denoted by 𝑇

𝑑
)

until it finishes forwarding the data to the next-hop node.
However, as to the changes with a cycle shorter than this, a
MAC layer cannot handle them fundamentally, and we need
to choose a robustmodulationmethod against severe changes
of radio in the physical layer.

4.2. Routing Layer Design. When movement, additions, and
failures of nodes occur, latest route information is necessary
for data delivery. Therefore, correct selection of a next-hop
node is attained as the updating cycle gets shorter. Similar to
possibly supposed scenarios on wireless sensor networks, our
research supports static and comparatively slow mobility of
nodes, taking account of monitoring application of human
health, animal behavior, and so forth.Then, every tens of sec-
onds of periodical messages are used for neighbor detection,
and message exchanges to maintain route information.

4.3. External Control Design. Comparatively, long-term per-
turbations such as movement, additions, and failures of
sensor nodes may cause global topological changes, which
cannot be dealt with by self-organized routing protocols
based on only local information. Thus, since these perturba-
tions degrade the performance of such routing protocols, the
control and observation mechanism is required for normal
operation.

Similar to the principle of routing layer design, the shorter
control and observation cycle seem to be better. However, this
cycle is closely bound togetherwith the cycle of self-organized
route construction in the routing layer, and therefore, the
external control process and self-organized routing process
can interferemutually. In addition, convergence speed of self-
organized methods is generally slow, and when the external
control is conducted before routes do converge, a system does
not satisfy the desired performance.

In order to examine the convergence speed of self-orga-
nized potential calculation, first we show analytical solution
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of the 2-dimensional diffusion equation: 𝜕𝜙(𝑥, 𝑦, 𝑡)/𝜕𝑡 =

𝐷∇
2
𝜙(𝑥, 𝑦, 𝑡). Here, we change the Cartesian coordinates

(𝑥, 𝑦) to polar coordinates (𝑟, 𝜃) in order to reduce one of
variables (𝑟min ≤ 𝑟 ≤ 𝑟max and−𝜋 ≤ 𝜃 ≤ 𝜋). Sincewe consider
symmetric diffusion of potential from the origin, the solution
of the equation is independent of angular coordinate 𝜃.Then,
the diffusion equation is converted into polar coordinates as
follows:

𝜕

𝜕𝑡

𝜙 (𝑟, 𝑡) = 𝐷(

𝜕
2

𝜕𝑟
2
𝜙 (𝑟, 𝑡) +

1

𝑟

𝜕

𝜕𝑟

𝜙 (𝑟, 𝑡)) . (3)

Various boundary conditions can be found in natural
world, and we assume two simple Dirichlet boundary con-
ditions: 𝜙(𝑟min, 𝑡) = 𝜙min and 𝜙(𝑟max, 𝑡) = 𝜙max (𝜙min < 𝜙max).
The solution of (3) under the conditions is represented by (4),
which is a sum of exponential functions:

𝜙 (𝑟, 𝑡) =

∞

∑

𝑛=0

𝐴
𝑛
e−𝑞
2

𝑛
𝐷𝑡

𝑅 (𝑟, 𝑛) + 𝐶 (𝑟) . (4)

In the solution, 𝑞
𝑛
and 𝐴

𝑛
are functions of constant

number 𝑛. Here, 𝑞
𝑛
(𝑛 = 0, 1, 2, . . .) is the real root of the

following equation and satisfies the condition 𝑞
𝑘

< 𝑞
𝑘+1

for
any nonnegative integer number 𝑘:

𝐽
0
(𝜙min𝑞𝑛) 𝑌0 (𝜙max𝑞𝑛) − 𝑌

0
(𝜙min𝑞𝑛) 𝐽0 (𝜙max𝑞𝑛) = 0, (5)

where 𝐽
0
(𝑥) and 𝑌

0
(𝑥) are the zero-order Bessel function

of the first kind and the zero-order Bessel function of the
second kind, respectively.𝐴

𝑛
depends on an initial condition

and given an initial condition 𝜙(𝑟, 0) = 0, 𝐴
𝑛
is calculated

according to the following equation:

𝐴
𝑛
= −

𝜋
2
𝑞
2

𝑛

2

𝑌
2

0
(𝑞
𝑛
𝑟max) 𝐽

2

0
(𝑞
𝑛
𝑟min)

𝐽
2

0
(𝑞
𝑛
𝑟min) − 𝐽

2

0
(𝑞
𝑛
𝑟max)

⋅

∫

𝑟max

𝑟min

𝑟 (𝑎 log (𝑟) + 𝑏) ⋅

(𝐽
0
(𝑞
𝑛
𝑟) −

𝐽
0
(𝑞
𝑛
𝑟max)

𝑌
0
(𝑞
𝑛
𝑟max)

𝑌
0
(𝑞
𝑛
𝑟)) 𝑑𝑟.

(6)

𝑅(𝑟, 𝑛) is a function only dependent on 𝑛 and radial
coordinate 𝑟 as represented in the following equation:

𝑅 (𝑟, 𝑛) = 𝐽
0
(𝑞
𝑛
𝑟) −

𝐽
0
(𝑞
𝑛
𝑟min)

𝑌
0
(𝑞
𝑛
𝑟min)

𝑌
0
(𝑞
𝑛
𝑟) . (7)

𝐶(𝑟) is represented by a basic logarithm function,
𝑎 log(𝑟)+𝑏, where 𝑎 and 𝑏 are constant number and calculated
as follows: 𝑎 = (𝜙max−𝜙min)/(log(𝑟max)−log(𝑟min)), 𝑏 = 𝜙min−
((𝜙max − 𝜙min)/(log(𝑟max) − log(𝑟min))) log(𝑟min).

From (4), it can be found that the potential 𝜙(𝑟, 𝑡) expo-
nentially converges without relying on the distance from the
potential source, but relying on time. In [21], the authors
point that the solution of the discrete diffusion equation
also exponentially converges. From the above discussion, we
could obtain an approximate solution of the diffusion equa-
tion. If the solution is represented by a basic exponential
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Figure 3: Potential convergence in grid networks.

function, 𝑓(𝑥) = 𝑢 e−𝑥/𝜏 + V, convergence of the potential
can be estimated using time constant 𝜏. It is worth noting
that calculation of 𝜏 requires the value of 𝜙 after convergence.
Therefore, in order to understand the convergence behavior
of the system, computer simulation is one of the means.

For an example of the potential convergence, in Figure 3,
the simulation results of the potential convergence in two grid
networks (99 × 99 and 49 × 49) are shown. The center node
is a potential source (potential is 100) and the outer circum-
ferential nodes have potential of zero. Each node performs
potential exchanges with its nearby four or eight nodes and
updates its own potential according to (1) every time step.
In the figure, the horizontal axis means the time step and
the vertical axis is potential of a neighbor node of the center
node. The symbols (circle, square, and triangle) mean 90%
and 99% convergence from an initial value of zero in each
result. From the results, convergence speed becomes quicker
as a network size becomes small and as communication
range increases. Figure 4 shows the potential convergence
in a random network with 100 sensors. Due to the random
deployment of sensor nodes, the convergence speed in this
case is slower than that in grid cases.

5. Simulation Results

In this section, we evaluate the packet delivery ratio under
the periodical environmental perturbations.We use an event-
driven simulator written by C++ for evaluation. For a net-
work model, we deploy 100 sensor nodes at random places
over the square region 500m on a side and install a sink node
in a corner of the domain. Each sensor node generates one
data every 500 s, and it is delivered to the sink node in a
multihopmanner. For a communicationmodel, we utilize the
disk model, and communication between two nodes within
communication range is successful unless a message collision
occurs or wireless channel condition between the nodes is
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bad. The main parameters in a simulation are shown in
Table 1.

5.1. Transitions of Channel Conditions. When the cycle of
the sleep control in the MAC layer is set to 0.5 s, 1.0 s, and
2.0 s, respectively, the data delivery ratio against the periodic
transition of the channel condition is shown in Figure 5.
When the transition of the channel condition arises with
the cycle of 10ms and 100ms, it turns out that shorter sleep
control cycles are required for a high data delivery ratio. Since
the MAC layer quickly responds to change in the channel
conditions and the opportunity of the retransmission in the
MAC layer increases as a sleep control cycle is shorter, even
if there is no support in an underlying layer, perturbations
with shorter cycle are absorbed. On the other hand, when
perturbations occur with the cycle more than 1,000ms, the
delivery performance deteriorates greatly, and above the
cycle, theMAC layer cannot handle perturbations.Therefore,
it is essential to copewith such perturbations in a higher layer.

Table 1: Setting of parameters.

Parameters Value
Communication range 100m
Time to live (TTL) 32 hops
𝑇
𝑑

5 s
Channel-condition transition probability
(good to bad) 30%

Channel-condition transition probability (bad
to good) 70%

Node speed 4–6 km/h
Pause time 250–350 s
Memory span for neighbor potential 250 s
Update interval of potential 50 s
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Figure 6: Packet delivery ratio against node mobility.

5.2.NodeMobility. Here,we set the same value to the cycles of
potential advertisement and update. In order to eliminate the
influence of perturbations other than the cycles, the number
of the maximum relay has a sufficiently large value so that
there may be no excess. Figure 6 shows that the delivery ratio
is decreasing as the update cycle of potential becomes large. It
is because as longer the update cycle is, the higher the possi-
bility that a potential of a node is incorrect, and as a result, the
node transmits data away from the sink node, or discards the
data since there have already been no appropriate next-hop
neighbor nodes.

Given the update cycle of potential is 𝑇
𝑖
(s), when a data

is generated at a node at a certain time, the elapsed time
from the last update is (1/2)𝑇

𝑖
on average. Since we assume

that nodes move at 4–6 kilometers per hour, the displace-
ments of nodes from the last update are presumed to be
0.55𝑇
𝑖
–0.83𝑇

𝑖
(m). In our network model, where 100 sensor

nodes and square domain with a 500m side are assumed, the
average distance with the nearest node is about 50m, and
therefore, connectivity with the nearest node can change with
the cycle of a 10 s order. It is obvious that connectivity between
other neighbor nodes can change with much shorter cycle.
Therefore, in this network model, it is desirable that the value
of the update cycle is at least shorter than 10 s, and when it is
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set to 10 s, from the simulation result, the delivery ratio more
than 95% is obtained. Figure 7 also shows the packet delivery
ratio when nodes moves at constant velocity and this result
exhibits a similar relationship.

5.3. Cross-Layer Interaction. Here, we set two sink nodes at
the center (sink 1) and a corner (sink 2) of the network. In
Figures 8 and 9, we show the potential of two sink nodes
(Figures 8(a) and 9(a)) and the number of received data by
the sink nodes at every control interval (Figures 8(b) and
9(b)). In those results, 50 sensor nodes are added at a random
position at time 20,000 s, and random 50 sensor nodes fail at
40,000 s. The potential update cycle is set to 50 s as shown
in Table 1, and from the preliminarily experiment, it is found
that simulation time of 500 s (100 s) can obtain the 99% (90%)
convergence of the potential at each node.

The potential of two sink nodes is controlled by (2) so
that the number of received data mutually becomes equal for
every fixed cycle. At the beginning of the simulation, more
data arrive at sink 1. Then, the control node makes potential
of sink 1 up in order to reduce the number of received data
by sink 1. Equalization of the received data by the sink nodes
is attained at 12,000 s as shown in Figure 8(b) and their
potential is also converged. Furthermore, equalization of the
received data is attained right from the beginning as shown
in Figure 9(b).

Meanwhile, some changes take place to the number of the
received data immediately after 20,000 s when addition of 50
nodes occurs. In addition, in this case, convergence finishes
within about 10,000 s (or immediately after the perturbation).
Shortly after the failures of sensor nodes at 40,000 s, the num-
ber of received data decreases. It is because a convergence
commences after nodes erase the potential of failed nodes.
The time for erasing depends on the potential memory span
shown in Table 1. It turns out that after failure, as well as the
addition, potential converges.
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Figure 8: Potential control in case of 2 sinks (control interval 500 s).

6. Conclusion

In this paper, we discussed an approach for network design
based on controlled self-organization. This approach is for
future large-scale and complex networks. As an example of
networks based on controlled self-organization, we focus on
a wireless sensor network where a self-organized routing
protocol and an external control mechanism are applied. In
particular, our concern is on cyclic nature of the environmen-
tal perturbation. In order to obtain robustness of a system
against environmental perturbations,multiple network layers
should not handle them separately, but should cope with in
a coordinated fashion. We show that our approach can deal
with various perturbations by appropriately defining the
control timescale of each layer. Further investigation on other
perturbations and networks and validation with real experi-
ments are our future work.
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Figure 9: Potential control in case of 2 sinks (control interval 100 s).
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Many existing routing protocols in Mobile Ad hoc Networks (MANETs) focus on finding paths in dynamic networks without
considering security. In this paper, we propose a trust model which evaluates neighbours’ direct trust by factors of encounter time,
mobility, and successful cooperation frequency.The revised D-S evidence theory is used to combine multiple recommended pieces
of evidence and obtain the recommended trust value. Then based on the novel trust mechanism, we propose a trusted routing
protocol namedTDS-AODVprotocol by extending theAODVprotocol. In this protocol, a nodemakes a routing decision according
to the trust values of its neighbour nodes. Finally, two routes are built: the main route with highest route trust value in the candidate
routes and a backup route. Simulation results reveal that TDS-AODV can eliminate malicious nodes effectively when building the
route; furthermore, it also achieves better performance than TAODV and AODV in terms of throughput, packet delivery ratio, and
average end to end delay.

1. Introduction

The past decade has witnessed tremendous research efforts
devoted to Mobile Ad hoc Networks (MANETs). MANETs
are temporary autonomous systems with the special charac-
teristics of dynamic network topology, limited computational
abilities, and continuously changing scale. Due to its flexibil-
ity, a MANET is attractive for applications, such as disaster
relief, military service, and robot networks [1]. However, this
flexibility also causes security problems. Routing security is
one of the challenging issues in current research.

Traditional MANET routing protocols, such as destina-
tion-sequenced distance vector routing (DSDV) [2], dynamic
source routing (DSR) [3], and ad hoc on-demand distance
vector routing (AODV) [4], assume that all nodes in the
network work in a benevolent manner and no predefined
trust exists between communication partners. However, the
fact is that malicious behavior among nodes exists; for exam-
ple, selfish nodes deny relaying the packets of other nodes,
and malicious nodes perform impersonation, fabrication, or
modification attacks against the network traffic [5]. Hence,
it is necessary to incorporate security mechanisms into
MANET routing protocols to mitigate the impairment from

malicious nodes. However, the security mechanism basing
on the traditional cryptosystem is used to resist external
attacks, but it cannot effectively solve the internal attacks by
malicious nodes [6].Therefore, the trust mechanismwhich is
considered to be an effectivemeasure to solve those questions
has recently been studied.

In our trust mechanism, the successful cooperation
frequency factor is considered in direct trust evaluation to
guarantee the security of network. It is calculated according
to its accumulated observations using the Bayesian infer-
ence which adopts Beta distribution. Unlike most trust
mechanisms [7–12] that focus on trust evaluation without
considering performance of the network, we take other two
factors (factors of encounter time andmobility) into account.
A good network performance can help save nodes’ limited
resources and prolong the network lifetime, which is very
important in MANET. The network topology in MANET is
dynamic; hence, the next hop of a node may not be its next
hop the next moment. To create a relatively stable network
topology as much as possible, we propose two factors, nodes’
average encounter time andmobility, when calculating nodes’
direct trust value. The two factors make the trust mechanism
more suitable for resource-restricted MANET. D-S evidence
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theory, which was first introduced by statistician of Dempster
[13] and extended by Shafer [14], is used to calculate direct
trust value, integrate indirect evidence, and obtain the overall
trust value.We choose D-S evidence here because it does well
in dealing with the uncertainty of trust value.

Based on the novel trust mechanism, we put forward a
trusted routing protocol, by extending the AODV protocol
in MANETs, TDS-AODV for short. In this protocol, a node
evaluates its neighbours’ trust value according to the trust
model and selects reliable nodes as its next-hop nodes. A
source can establish multiple reliable paths to a destination in
one route discovery process.We consider the number of hops
as well as the trust value of paths to the destination. A destina-
tion will respond with three shortest paths as candidates and
the path trust will be calculated during the process of Route
Reply (𝑅𝑅𝐸𝑃)Message delivery.The onewithmaximumpath
trust will be selected as the forwarding route and the second
reliable one will be regarded as the backup route.We perform
some simulations to compare the performance of TAODV,
AODV, and TDS-AODV on Matlab platform. Simulation
results show that our method is practical to detect malicious
nodes and outperform TAODV and AODV in throughput,
packet delivery ratio, and average end to end delay.

The rest of this paper is organized as follows. Section 2
summarizes the related work on trust evaluation and trust-
based routing protocols. Section 3 presents the novel trust
evaluation mechanism. Section 4 describes TDS-AODV in
detail. Section 5 provides the simulation studies. Finally, we
conclude this paper in Section 6.

2. Related Works

Researchers are becoming more and more interested in inte-
grating trust into a MANET and have proposed numerous
works. In this section, we first focus our attention on trust
evaluation models in MANETs and then discuss the trust
based routing protocols in MANETs.

2.1. Trust Evaluation. Peng et al. [7] assessed the subjective
trust of nodes through the Bayesian method, but they were
not able to detect dishonest recommendations. Zouridaki
et al. [8] chose to determine the node trustworthiness with
respect to reliable packet forwarding by combining first-hand
trust and second-hand trust information. However, the trust
calculation in unsupervised ad hoc environment involved
complex aspects such as availability and mobility. besides
packet forwarding. Omar et al. [9] sought to establish a fully
distributed trust model based on trust graphs and threshold
cryptography.

At present, most of the trust evaluation literatures ignore
the uncertainty of trust value. To deal with this problem,
some researchers [10–12] resort to D-S evidence theory. D-
S evidence theory has the capacity of expressing directly for
“uncertain,” which makes it suitable to calculate the trust
value in MANETs. Xie et al. [10] proposed a trust model for
MANETs based on D-S evidence theory. The model can be
a good solution for the combination of pieces of evidence,
but it failed in addressing the issues concerning conflicting

recommendation pieces of evidence. In this paper, we adopt
the revised D-S combination rule which includes a consistent
intensity to calculate nodes’ trust value.

2.2. Trust-Based Routing Protocols. Wang and Wu [15] intro-
duced the trust metric which depended on network traffic
statistics to evaluate the trust and then loaded the trust
model on the previously proposed distance-based location-
aided routing (LAR). The algorithm utilized direct trust
and recommendation trust to prevent malicious nodes from
joining the forwarding. Li et al. [16] built a simple trust model
to evaluate neighbours’ behaviours forwarding packets and
proposed a trust-based reactive multipath routing protocol
extending from AODV. Peng et al. [17] incorporated a new
dynamic trust mechanism which was based on multiple
constraints and collaborative filtering into the extending
DSR. Narula et al. [18] selected soft encryption systems
and implemented them in conjunction with a trust-based
reputation system and a multipath routing to provide a
secure routing scheme. The implementation of this trust-
based approach using DSRwas then discussed. Sirotheau and
Sousa [19] proposed an evaluation mechanism that aimed
to mitigate routing misbehavior and other network failures.
Four attributes of the routes were considered: level of activity,
trust, mobility, and number of hops.

When transmitting a packet to a given destination, a node
may have two routes: one is short but incredible while the
other is long but credible. One of our main aims is to design
a rational strategy which involves both hop counts and trust
values in making decisions. The detailed implementation of
our scheme is a secure extension of the AODV. Because
of its ability to cope with network dynamic changes and
repair broken links in routes, AODV is one of the promising
protocols for deployment in a MANET.

3. Trust Model Based on D-S Evidence Theory

Trust model essentially performs trust derivation, computa-
tion, and application [20]. Trust applications including trust-
based route discovery and route selection will be discussed in
the next section.

3.1. D-S EvidenceTheory. D-S evidence theory is based on the
identification frame Ω set comprised by basic propositions
which are both exclusive and exhaustive. 2Ω is the power
set of Ω, that is, the set of all the possible propositions
based on Ω. Here we define Ω as {𝑇, −𝑇}, where 𝑇 and −𝑇
represent two trust states, namely, credible and incredible.
2
Ω is {0, {𝑇}, {−𝑇}, {𝑇, −𝑇}}, in which 0, {𝑇},{−𝑇}, and {𝑇, −𝑇}
represent the empty set, the propositions of nodes’ “Trust”,
“Distrust”, and “Uncertain”, respectively.There are definitions
of basic reliability function𝑚 on 2Ω: 2Ω → [0, 1], Belief Bel:
2
Ω
→ [0, 1] and Plausibility Pl: 2Ω → [0, 1], satisfying the

following equations:

𝑚(0) = 0,

∑

𝐴⊆Ω

𝑚(𝐴) = 1, 𝐴 ̸=0,
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Pl(𝐴)
Uncertainty Bel(−𝐴)Bel(𝐴)

Figure 1: Belief (Bel) and Plausibility (Pl).

Bel (𝐴) = ∑

𝐵⊆𝐴

𝑚(𝐵) , ∀𝐴 ⊆ Ω,

Pl (𝐴) = 1 − Bel (𝐴) , ∀𝐴 ⊆ Ω,
(1)

where 𝐴 is named focal element, 𝑚(𝐴) > 0 is the basic
confidence level of 𝐴, representing how much the evidence
supports 𝐴 to happen.

The difference between Belief and Plausibility is referred
to as Belief Interval. It is represented by the range of maxi-
mum uncertainty. The relationship of Belief and Plausibility
is shown in Figure 1.

3.2. Trust Factors. The definition of “Trust” in this paper
refers to the confidence that node 𝑖 has on node 𝑗 about
the ability to forward packets successfully. Nodes tend to
select the neighbour that has higher trust value as the
intermediate node. In general, the trust between nodes only
has some connection with malicious behaviors; however, we
should consider more factors that depend on the interactions
between neighbour nodes in a MANET due to its flexibility.

3.2.1. Factor of Average Encounter Time 𝐴𝐶𝐹
𝑖,𝑗
. The concept

of average encounter time does well in quantifying node’s
encounter history record. Encounter means that two nodes
enter each other’s wireless transmission range. The larger the
ACF
𝑖,𝑗
is, the more possibly node 𝑖 chooses node 𝑗 as the next

hop.TheACF
𝑖,𝑗
during period𝑇 is calculated by the following

equation

ACF
𝑖,𝑗
=

∑
𝑡 =𝑇

𝑡 = 0
𝛿
𝑖,𝑗

𝑇

. (2)

If two nodes enter each other’s wireless transmission range
𝛿
𝑖,𝑗

= 1, else 𝛿
𝑖,𝑗

= 0. For example, in Figure 2, node 𝑖 and
node 𝑗 encounter three times during period 𝑇; the ACF

𝑖,𝑗
is:

ACF
𝑖,𝑗
=

∑
𝑡 =𝑇

𝑡 = 0
𝛿
𝑖,𝑗

𝑇

=

𝑇
2
− 𝑇
1
+ 𝑇
4
− 𝑇
3
+ 𝑇
6
− 𝑇
5

𝑇

. (3)

3.2.2. Factor of Mobility 𝑀𝑂𝐿
𝑖,𝑗
. The topology of MANET

is dynamic due to the node movement; hence, in order to
establish amore stable routing, it is necessary to take the node
mobility into account when a node selects its cooperative
nodes. The factor MOL

𝑖,𝑗
is constructed as

MOL
𝑖,𝑗
=












𝑑
𝑖,𝑗 (

𝑡 + 𝑇) − 𝑑𝑖,𝑗 (
𝑡)

𝑑
𝑖,𝑗
(𝑡 + 𝑇) + 𝑑

𝑖,𝑗
(𝑡)












,

𝑑
𝑖,𝑗
(𝑡) = √(𝑥

𝑖
(𝑡) − 𝑥

𝑗
(𝑡))

2

+ (𝑦
𝑖
(𝑡) − 𝑦

𝑗
(𝑡))

2

,

(4)

0 𝑇1 𝑇2 𝑇3 𝑇4 𝑇5 𝑇6 𝑇

Figure 2: Average encounter time.

where 𝑑
𝑖,𝑗

denotes the distance between node 𝑖 and node 𝑗
at time 𝑡, (𝑥

𝑖
(𝑡), 𝑦
𝑖
(𝑡)) and (𝑥

𝑗
(𝑡), 𝑦
𝑗
(𝑡)) are the coordinates of

node 𝑖 and node 𝑗 at time 𝑡, respectively.

3.2.3. Factor of Successful Cooperation Frequency 𝑆𝐶𝐹
𝑖,𝑗
.

Node 𝑖 has a detection mechanism to obtain its interaction
results record

𝑖,𝑗
= (𝛼

𝑖,𝑗
, 𝛽
𝑖,𝑗
) with node 𝑗. 𝛼

𝑖,𝑗
and 𝛽

𝑖,𝑗
,

respectively, denote the number of successful cooperation
and unsuccessful cooperation about node 𝑗 observed by
node 𝑖. Suppose SCF

𝑖,𝑗
can be easily expressed by beta

distribution, that is, SCF
𝑖,𝑗
∼ Beta(𝛼

𝑖,𝑗
, 𝛽
𝑖,𝑗
). The factor SCF

𝑖,𝑗

is constructed as

SCF
𝑖,𝑗
=

𝛼
𝑖,𝑗

𝛼
𝑖,𝑗
+ 𝛽
𝑖,𝑗

. (5)

Once node 𝑗 behaves badly, 𝛽
𝑖,𝑗

will increase and SCF
𝑖,𝑗

will decrease, which leads to the decrease of the possibility
that node 𝑖 chooses node 𝑗 as the next hop.

3.3. Direct Trust. Subject node 𝑖 monitors the behaviors of
object node 𝑗 in one cycle and acquires the current trust value
CDT
𝑖,𝑗

= (𝑚
𝐶

𝑖,𝑗
({𝑇}), 𝑚

𝐶

𝑖,𝑗
({𝑇, −𝑇}), 𝑚

𝐶

𝑖,𝑗
({−𝑇})) based on the

following expression:

𝑚
𝐶

𝑖,𝑗
({𝑇})

=

(𝜔
1
∗ ACF

𝑖,𝑗
+ 𝜔
2
∗ (1 −MOL

𝑖,𝑗
) + 𝜔
3
∗ SCF

𝑖,𝑗
)

(∑
3

𝑘 = 1
𝜔
𝑘
)

,

𝑚
𝐶

𝑖,𝑗
({−𝑇})

=

(𝜔
1
∗(1 − ACF

𝑖,𝑗
)+𝜔
2
∗MOL

𝑖,𝑗
+𝜔
3
∗(1 − SCF

𝑖,𝑗
))

(∑
3

𝑘 = 1
𝜔
𝑘
)

,

𝑚
𝐶

𝑖,𝑗
({𝑇, −𝑇}) = 1 − 𝑚

𝐶

𝑖,𝑗
({𝑇}) − 𝑚

𝐶

𝑖,𝑗
({−𝑇}) ,

(6)

where 0 < 𝜔
𝑘
< 1, 𝑘 = 1, 2, 3, 𝜔

𝑘
are determined by

specific application environment, usually 𝜔
3
> 𝜔
1
, 𝜔
3
> 𝜔
2

as security is more important.
Furthermore, the direct trust value is recalculated in

accordance with history records. Assuming the direct trust
value of latest cycle is HDT

𝑖,𝑗
, the update of direct trust value

is calculated as follows:

DT
𝑖,𝑗
= 𝛾 ×HDT

𝑖,𝑗
+ (1 − 𝛾) × CDT

𝑖,𝑗
, (7)

whereDT
𝑖,𝑗
is the direct trust value of subject node 𝑖 on object

node 𝑗 in current cycle, parameter 𝛾 is the adaptive time factor
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𝑘1

𝑘2

𝑘𝑠

𝑗𝑖

Subject node
Evaluated node
Recommendation node

Figure 3: Recommendation relationship between subject node 𝑖 and
object node 𝑗.

used toweigh history experience against current information.
To keep 𝛾 preferably dynamic characteristic, it is satisfied as

𝛾 =

{

{

{

𝛾
𝑠
, 𝑚
𝐻

𝑖,𝑗
({𝑇}) ≥ 𝑚

𝐶

𝑖,𝑗
({𝑇}) ,

𝛾
𝑙
, 𝑚
𝐻

𝑖,𝑗
({𝑇}) < 𝑚

𝐶

𝑖,𝑗
({𝑇}) ,

(8)

where 0 < 𝛾
𝑠

< 𝛾
𝑙

< 1, the parameter 𝑚
𝐶

𝑖,𝑗
({𝑇})

and 𝑚𝐻
𝑖,𝑗
({𝑇}) represent the trust components of CDT

𝑖,𝑗
and

HDT
𝑖,𝑗
, respectively.

3.4. Recommendation Trust Evaluation

3.4.1. Trust Transitivity. Suppose the recommended trust
value of node 𝑖 on node 𝑗 can be obtained through 𝑠

different paths, and the number of recommendation paths 𝑠
depends on nodes’ distribution and communication radius.
In order to avoid trust recycle recursion anddecrease network
communication payload, the recommendation values are
confined to direct trust value of the common neighbours
owned by both node 𝑖 and node 𝑗. As shown in Figure 3,
node 𝑖 can get the trust recommendation of node 𝑗 from
𝑘
1
, 𝑘
2
, 𝑘
3
, . . . , 𝑘

𝑠
.

RT1
𝑖,𝑗
denotes the recommended trust value of node 𝑖 on

node 𝑗 through recommendation path pt1 = {𝑘1}. The vector
forms of RT1

𝑖,𝑗
, DT
𝑖,𝑘1

, DT
𝑘1 ,𝑗

are as follows:

RT1
𝑖,𝑗

= (𝑚
1

𝑖,𝑗
({𝑇}) , 𝑚

1

𝑖,𝑗
({𝑇, −𝑇}) , 𝑚

1

𝑖,𝑗
({−𝑇})) ,

DT
𝑖,𝑘1

= (𝑚
𝐷

𝑖,𝑘1
({𝑇}) , 𝑚

𝐷

𝑖,𝑘1
({𝑇, −𝑇}) , 𝑚

𝐷

𝑖,𝑘1
({−𝑇})) ,

DT
𝑘1 ,𝑗

= (𝑚
𝐷

𝑘1 ,𝑗
({𝑇}) , 𝑚

𝐷

𝑘1 ,𝑗
({𝑇, −𝑇}) , 𝑚

𝐷

𝑘1 ,𝑗
({−𝑇})) .

(9)

0 {𝑇}

{𝑇}

{𝑇, −𝑇}

{𝑇, −𝑇}

{−𝑇}

{−𝑇}

1

1

DT𝑖,𝑘1

Trust
Uncertain
Distrust

DT𝑘1,𝑗

Figure 4: The process of trust transitivity.

Let us setΘ = {{𝑇}, {𝑇, −𝑇}, {−𝑇}},𝐴, 𝐸 and 𝐹 ⊆ Θ.Then,
the RT1

𝑖,𝑗
is calculated as follows:

𝑚
1

𝑖,𝑗
(𝐴) =

{
{
{
{
{
{

{
{
{
{
{
{

{

𝑚
𝐷

𝑖,𝑘1
(𝐴) × 𝑚

𝐷

𝑘1 ,𝑗
(𝐴) , 𝐴 = {𝑇} ,

∑

𝐸=𝐴 or 𝐹=𝐴
𝑚
𝐷

𝑖,𝑘1
(𝐸) × 𝑚

𝐷

𝑘1 ,𝑗
(𝐹) , 𝐴 = {−𝑇} ,

1 − 𝑚
1

𝑖,𝑗
({𝑇}) − 𝑚

1

𝑖,𝑗
({−𝑇}) , 𝐴 = {𝑇, −𝑇} .

(10)

Using the symbol ⊗ to denote this operation, we get

RT1
𝑖,𝑗
= DT
𝑖,𝑘1

⊗ DT
𝑘1 ,𝑗

. (11)

To vividly show the process of trust transitivity, we resort
to Figure 4. It is obvious to see that as long as one of DT

𝑖,𝑘1

and DT
𝑘1 ,𝑗

is distrust, then RT1
𝑖,𝑗
is distrust.

Extending the above transitivity to multihop, we can
get recommended trust through complex recommendation
paths with many middle nodes

RT1
𝑖,𝑗
= DT
𝑖,∙
⊗ ⋅ ⋅ ⋅ ⊗ DT

∙,𝑗
, (12)

where the symbol ∙ indicates anonymous nodes in recom-
mendation path.
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3.4.2. Dynamic Aggregation of Recommended Trust. On the
basis of trust transitivity, node 𝑖 obtains recommended trust
values on node 𝑗 through 𝑠 recommendation paths, namely,

RT1
𝑖,𝑗
= (𝑚
1

𝑖,𝑗
({𝑇}) , 𝑚

1

𝑖,𝑗
({𝑇, −𝑇}) , 𝑚

1

𝑖,𝑗
({−𝑇}))

RT2
𝑖,𝑗
= (𝑚
2

𝑖,𝑗
({𝑇}) , 𝑚

2

𝑖,𝑗
({𝑇, −𝑇}) , 𝑚

2

𝑖,𝑗
({−𝑇}))

...

RT𝑠
𝑖,𝑗
= (𝑚
𝑠

𝑖,𝑗
({𝑇}) , 𝑚

𝑠

𝑖,𝑗
({𝑇, −𝑇}) , 𝑚

𝑠

𝑖,𝑗
({−𝑇})) .

(13)

Then, node 𝑖 would aggregate these pieces of evidence to
get a consensus on node 𝑗. Due to the existence of malicious
nodes that may offer false recommendation, we introduce
the revised D-S combination rule which adopts a consistent
intensity to adjust weights of recommended trust values. The
integration process is described in detail as follows.

Firstly, we compute the corresponding average weight
denoted as 𝐼

𝑢
.The consistent intensity betweenRT𝑢

𝑖,𝑗
andRTV

𝑖,𝑗

is defined as follows [21]:

𝐼
𝑢,V = 1 −

√
1

2

(






𝑚

V
𝑖,𝑗







2

+






𝑚
𝑢

𝑖,𝑗







2

− 2 ⟨𝑚
V
𝑖,𝑗
, 𝑚
𝑢

𝑖,𝑗
⟩),

V = 1, 2, . . . , 𝑠; 𝑢 = 1, 2, . . . , 𝑠,
(14)

where ‖𝑚V
𝑖,𝑗
‖
2
= ⟨𝑚

V
𝑖,𝑗
, 𝑚

V
𝑖,𝑗
⟩, ‖𝑚𝑢
𝑖,𝑗
‖
2
= ⟨𝑚

𝑢

𝑖,𝑗
, 𝑚
𝑢

𝑖,𝑗
⟩, ⟨𝑚V
𝑖,𝑗
,

𝑚
𝑢

𝑖,𝑗
⟩ is the inner product of𝑚V

𝑖,𝑗
and𝑚𝑢

𝑖,𝑗
.

The difference between two pieces of recommended trust
evidence increases with the reduction of consistent intensity.
The lower the consistent intensity is, the more probably false
trust recommendation may occur.

Furthermore, thematrix of consistent intensity composed
of all the recommended trust values is defined as follows:

𝐼
𝑠×𝑠

=

[

[

[

[

[

1 𝐼
1,2

⋅ ⋅ ⋅ 𝐼
1,𝑠

𝐼
2,1

1 ⋅ ⋅ ⋅ 𝐼
2,𝑠

...
... d

...
𝐼
𝑠,1

𝐼
𝑠,2

⋅ ⋅ ⋅ 1

]

]

]

]

]

. (15)

Through summation in row and normalization, the
totally consistent intensity of recommended trust RT𝑢

𝑖,𝑗
,

which is equal to the average weight 𝐼
𝑢
, is computed by

𝐼
𝑢
=

∑
𝑠

V=1, V ̸=𝑢 𝐼𝑢,V

Max (∑𝑠V=1, V ̸=𝑤 𝐼𝑤,V)
1≤𝑤≤𝑠

. (16)

Then, the basic reliability function 𝑚 of every recom-
mended trust evidence is amended by 𝐼

𝑢
as follows:

𝑚
𝑢

𝑖,𝑗


({𝑇}) =𝐼𝑢

× 𝑚
𝑢

𝑖,𝑗
({𝑇}) ,

𝑚
𝑢

𝑖,𝑗


({−𝑇}) =𝐼

𝑢
× 𝑚
𝑢

𝑖,𝑗
({−𝑇}) ,

𝑚
𝑢

𝑖,𝑗


({𝑇, −𝑇}) =1 − 𝑚

𝑢

𝑖,𝑗


({𝑇}) − 𝑚

𝑢

𝑖,𝑗


({−𝑇}) ,

𝑢 = 1, 2, . . . , 𝑠.

(17)

Next, we apply the amended basic trust reliability function
𝑚 to D-S combination rule. Assume that Bel

1
and Bel

2
are

two trust degree functions that are on the same identification
frame Ω; their basic reliability degree functions are 𝑚

1
and

𝑚
2
. And 𝑚, the basic trust reliability function of Bel, can be

expressed as follows:

𝑚(𝐴)= 𝑚
1
(𝐴) ⊕ 𝑚

2
(𝐴) =

∑
𝑋∩𝑌=𝐴

𝑚
1
(𝑋) × 𝑚

2
(𝑌)

1 − 𝐾

,

𝐴 ̸=0, 𝐴 ⊆ Ω,

𝑚(0) = 0,

𝐾 = ∑

𝑋∩𝑌=0

𝑚
1
(𝑋) × 𝑚

2
(𝑌) ,

(18)

where ⊕ is called “Direct Sum,” representing the combinato-
rial operation between pieces of evidence.

Extending to 𝑠 independent pieces of evidence which
belongs to the same identification frame Ω, we can get

𝑚(𝐴) = ((𝑚
1
(𝐴) ⊕ 𝑚

2
(𝐴)) ⊕ ⋅ ⋅ ⋅ ) ⊕ 𝑚

𝑠
(𝐴) , 𝑚 (0) = 0,

𝐴 ̸=0, 𝐴 ⊆ Ω.

(19)

At last, the consistent recommended trust RT
𝑖,𝑗
is obtained.

3.5. Overall Trust Value Synthesis. Through the observation
and recommendation from neighbour nodes, subject node
𝑖 computes DT

𝑖,𝑗
(𝑡) and RT

𝑖,𝑗
(𝑡). The D-S evidence theory

can combine conflicting and uncertain information to make
a correct decision and accelerate converge rate of trust
calculation. Consequently, it is used to synthesizeDT

𝑖,𝑗
(𝑡) and

RT
𝑖,𝑗
(𝑡) for the overall trust value OT

𝑖,𝑗
(𝑡):

𝑚
𝑂

𝑖,𝑗
(𝐴) = 𝑚

𝐷

𝑖,𝑗
(𝐴) ⊕ 𝑚

𝑅

𝑖,𝑗
(𝐴)

=

1

𝑁

∑

𝐸∩𝐹=𝐴

𝑚
𝐷

𝑖,𝑗
(𝐸) × 𝑚

𝑅

𝑖,𝑗
(𝐹) , 𝐴 ⊆ 𝜃,

𝑁 = ∑

𝐸∩𝐹 ̸=0

𝑚
𝐷

𝑖,𝑗
(𝐸) × 𝑚

𝑅

𝑖,𝑗
(𝐹) > 0.

(20)

Algorithm 1 shows the process that subject node 𝑖 judges
whether node 𝑗 is “Trust”, “Distrust” or “Uncertain”. The
threshold values 𝜂 and 𝜉 are determined by specific appli-
cation environment; here, we define 𝜂 = 0.4 and 𝜉 =

0.1. If the trust component is the biggest and the uncertain
component is smaller than 𝜂, node 𝑖 regards node 𝑗 as “Trust.”
If the distrust component is the biggest and the uncertain
component is smaller than 𝜂, node 𝑖 regards node 𝑗 as
“Distrust.” Otherwise, node 𝑖 regards node 𝑗 as “Uncertain”.

4. Trust-Based Routing Protocol

In this section, we extend the AODV protocol to which can
establish trusted route with minimum hops and maximum
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(1) if 𝑚𝑜
𝑖,𝑗
({𝑇, −𝑇}) > 𝜂 then

(2) node 𝑖 regard node 𝑗 as “Uncertain”;
(3) else if 𝑚𝑜

𝑖,𝑗
({𝑇}) − 𝑚

𝑜

𝑖,𝑗
({−𝑇})

> 𝜉 && 𝑚
𝑜

𝑖,𝑗
({𝑇}) > 𝑚

𝑜

𝑖,𝑗
({𝑇, −𝑇}) then

(4) node 𝑖 regard node 𝑗 as “Trust”;
(5) else if 𝑚𝑜

𝑖,𝑗
({−𝑇}) − 𝑚

𝑜

𝑖,𝑗
({𝑇})

> 𝜉 && 𝑚
𝑜

𝑖,𝑗
({−𝑇}) > 𝑚

𝑜

𝑖,𝑗
({𝑇, −𝑇}) then

(6) node 𝑖 regard node 𝑗 as “Distrust”;
(7) else
(8) node 𝑖 regard node 𝑗 as “Uncertain”;
(9) end if

Algorithm 1: Process of judging node 𝑗’s style.

path trust based on trustmechanismdenoted by TDS-AODV.
The differences between AODV and TDS-AODV are listed as
follows.

(1) We append the model of trust computation and fields
including ACF

𝑖,𝑗
, MOL

𝑖,𝑗
, SCF

𝑖,𝑗
, and OT

𝑖,𝑗
in the

neighbour table of each node.
(2) Every node maintains a local black list.
(3) We append 𝑇route field in the route reply message and

𝑇route denotes the accumulated route trust.
(4) We set backup route to avoid initiating the route

discovery frequently.

4.1. Route Discovery. During the process of route discovery,
when node 𝑖 chooses another node 𝑗 to forward a packet,
node 𝑖 may suffer some attacks from node 𝑗, such as black
hole attack.Thus, it is important to choose a reliable next hop
node. The process of judging whether node 𝑗 can be the next
hop of node 𝑖 is as follows.

Step 1. Node 𝑖 checks whether it has the trust value of node 𝑗
(OT
𝑖,𝑗
); if it has, turn to Step 5, else turn to Step 2.

Step 2. Node 𝑖 computes𝐷
𝑖,𝑗
according to (6)–(8) and broad-

casts a 𝑅𝑒𝑐𝑜𝑚𝑚𝑒𝑛𝑑𝑎𝑡𝑖𝑜𝑛 𝑄𝑢𝑒𝑟𝑦 message to the common
neighbours denoted as node 𝑘.

Step 3. After receiving the𝑅𝑒𝑐𝑜𝑚𝑚𝑒𝑛𝑑𝑎𝑡𝑖𝑜𝑛 𝑄𝑢𝑒𝑟𝑦message,
node 𝑘 sends𝐷

𝑘,𝑗
to node 𝑖 if𝑚

𝑘,𝑗
({𝑇, −𝑇}) < 𝜂.

Step 4. Node 𝑖 calculates RT
𝑖,𝑗

based on (13)–(18) and OT
𝑖,𝑗

based on (19).

Step 5. Whether node 𝑗 is reliable can be estimated using
Algorithm 1. If node 𝑗 is trusted, node 𝑖 will update OT

𝑖,𝑗
and

regards node 𝑗 as its credible next hop node, else node 𝑖 will
not choose node 𝑗 to transmit packets and move node 𝑗 into
its local black list as a malicious node.

Once a node is in a black list, it will neither receive packets
from its neighbour nor have its packets forwarded. That is, a
malicious node in a black list is excluded by its neighbours.

When a node exists in the black lists of all its neighbours, it
will be excluded from the local network.

Sending packets by the trusted route will decrease the
probability of malicious attacks and improve the survivability
ofMANETs.We evaluate the trustworthiness of a route by the
trust value of nodes along the route, denoted by 𝑇route [16]

𝑇route = ∏𝑚
𝑖,𝑘
({𝑇}) ,

𝑛
𝑖
∈ route, 𝑛

𝑘
∈ route, 𝑛

𝑖
→ 𝑛
𝑘
, 𝑛
𝑘

̸=𝑛
𝑑
,

(21)

where 𝑛
𝑖
and 𝑛
𝑘
are any two adjacent nodes among the route;

𝑛
𝑑
is the destination node in the route; 𝑛

𝑖
→ 𝑛

𝑘
means

that 𝑛
𝑘
is the next hop node of 𝑛

𝑖
; 𝑛
𝑘

̸=𝑛
𝑑
means that the

destination node 𝑛
𝑑
should not forward the packets for itself

and 𝑚
𝑖,𝑑
({𝑇}) is not used to calculate the path trust to node

𝑛
𝑑
.
As shown in Figure 5, the trust value of path P(A, B, C,

D) is equal to 0.68 (i.e. 𝑇
𝐴, 𝐵, 𝐶,𝐷

= 𝑚
𝐴, 𝐵

({𝑇}) × 𝑚
𝐵,𝐶

({𝑇}) =

0.85 × 0.8 = 0.68). Figure 6 shows an example of a multiple
path. Among the three paths from 𝐴 to𝐻, path P(A, F, G, H)
is the most credible path.

In our trusted routing mechanism, the route discovery
includes three processes: (i) Route Request (𝑅𝑅𝐸𝑄) Message
Delivery; (ii) Route Reply (𝑅𝑅𝐸𝑃)Message Delivery; and (iii)
route selection.

4.1.1. 𝑅𝑅𝐸𝑄 Delivery. An 𝑅𝑅𝐸𝑄 packet contains the follow-
ing fields: ⟨𝑆𝑜𝑢𝑟𝑐𝑒𝐴𝑑𝑑𝑟, 𝑆𝑜𝑢𝑟𝑐𝑒𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒𝑁𝑜, 𝐵𝑟𝑜𝑎𝑑𝑐𝑎𝑠𝑡𝐼𝐷,
𝐷𝑒𝑠𝑡𝐴𝑑𝑑𝑟, 𝐷𝑒𝑠𝑡𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒𝑁𝑜,𝐻𝑜𝑝𝐶𝑜𝑢𝑛𝑡𝑒𝑟⟩.

When the source node 𝑆 needs to send data to the
destination node 𝐷, it first checks whether there is a feasible
path found between 𝑆 and 𝐷. If so, 𝑆 sends the data to 𝐷;
otherwise, 𝑆will broadcast a 𝑅𝑅𝐸𝑄 to start a route discovery.

When any reliable intermediate node 𝐾 whose authenti-
cation process was discussed before receives a 𝑅𝑅𝐸𝑄 packet
from a neighbour 𝐽, it deals with the request according to the
following steps.

Step 1. It checks whether one copy of the same 𝑅𝑅𝐸𝑄 has
been received according to the 𝐵𝑟𝑜𝑎𝑑𝑐𝑎𝑠𝑡𝐼𝐷. If so and
the later copy has greater 𝐻𝑜𝑝𝐶𝑜𝑢𝑛𝑡𝑒𝑟, the 𝑅𝑅𝐸𝑄 will be
discarded and the procedure ends; otherwise, go to Step 2.
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𝐴 𝐵 𝐶 𝐷𝑚𝐴,𝐵{𝑇} = 0.85 𝑚𝐵,𝐶{𝑇} = 0.8

Figure 5: Path trust computation of a single path.

𝐴

𝐵 𝐶

𝐷

𝐹

𝐸

𝐺

𝐻
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𝑚𝐹,𝐺{𝑇} = 0.85

Figure 6: Path trust computation of a multiple path.

Step 2. If node 𝐽 is not the source, node 𝐾 creates a reverse
route to 𝑆 using the previous hop (node 𝐽) of the𝑅𝑅𝐸𝑄 as the
next hop.

Step 3. 𝐾 checks whether there is a valid route to the desti-
nation. If so and the 𝐷𝑒𝑠𝑡𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒𝑁𝑜 of the route is greater
than that in the 𝑅𝑅𝐸𝑄, 𝐾 unicasts a Route Replay (𝑅𝑅𝐸𝑃)
message to 𝑆 via 𝐽 through the reverse route; otherwise, go to
Step 4.

Step 4. 𝐾 increases 𝐻𝑜𝑝𝐶𝑜𝑢𝑛𝑡𝑒𝑟 by one and propagates the
𝑅𝑅𝐸𝑄 to all its neighbours.

The pseudocode of the 𝑅𝑅𝐸𝑄 is shown in Algorithm 2.

4.1.2. 𝑅𝑅𝐸𝑃 Delivery. An 𝑅𝑅𝐸𝑃 packet contains the
following information: ⟨𝑆𝑜𝑢𝑟𝑐𝑒𝐴𝑑𝑑𝑟, 𝑆𝑜𝑢𝑟𝑐𝑒𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒𝑁𝑜,
𝐷𝑒𝑠𝑡𝐴𝑑𝑑𝑟, 𝐷𝑒𝑠𝑡𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒𝑁𝑜, 𝐻𝑜𝑝𝐶𝑜𝑢𝑛𝑡𝑒𝑟, 𝐿𝑖𝑓𝑒𝑇𝑖𝑚𝑒,
𝑃𝑎𝑡ℎ𝑇𝑟𝑢𝑠𝑡⟩. When𝐷 receives the 𝑅𝑅𝐸𝑄 packet, it deals with
the request according to the following steps.

Step 1. If it is the first time for 𝐷 to receive a 𝑅𝑅𝐸𝑄 packet,
then𝐷 sets a timer window 𝑡

𝐷
and records the route of𝑅𝑅𝐸𝑄

in its cache and go to Step 6, otherwise go to Step 2.

Step 2. If 𝑡
𝐷
expires, it discards the follow-up 𝑅𝑅𝐸𝑄 packets,

otherwise go to Step 3.

Step 3. If there are less than three routes in the cache of 𝐷,
then add the new route in its cache and go to Step 6, otherwise
go to Step 4.

Step 4. 𝐷 compares the hop count of the new route with that
of the route which owns the maximum hop count in its cache
(denoted as route 𝑋). If the former is more than or equal to
the latter,𝐷 discards the new𝑅𝑅𝐸𝑄, otherwise turn to Step 5.

Step 5. 𝐷 uses the new route to substitute route 𝑋 and then
turns to Step 6.

Step 6. 𝐷 sets𝑇route and then unicasts the𝑅𝑅𝐸𝑃 packets with
𝑇route to the intermediate node.

After receiving a 𝑅𝑅𝐸𝑃 packet, the intermediate node
computes 𝑇route according to (21) and updates the field
of 𝑇route then it forwards the 𝑅𝑅𝐸𝑃 packet with 𝑇route.
The pseudo code of 𝑅𝑅𝐸𝑃 delivery algorithm is shown in
Algorithm 3.

4.1.3. Route Selection. When 𝑆 receives the 𝑅𝑅𝐸𝑃 packet, if
the timer window 𝑡

𝐷
does not expire, it needs to update

the 𝑇route field of this message according to (21). Otherwise,
𝑆 discards follow-up 𝑅𝑅𝐸𝑃 packets and picks the one with
largest 𝑇route as its main route. The route with second largest
𝑇route is regarded as backup route which aims at avoiding
initiating the route discovery frequently. The pseudo code of
route selection algorithm is shown in Algorithm 4.

4.2. Route Maintenance. After each successful route discov-
ery takes place, 𝑆 can deliver its data to 𝐷 through a route.
However, the route may break at any time instant due to the
mobility of nodes or attacks. In order tomaintain a stable and
secure network connection, route maintenance is necessary
to ensure the system survivability. AODV protocol designed
two types of route maintenance mode one is a local repair
mechanism and the other is that 𝑆 reestablishes the route.
Detailed process is discussed as follows.

Once the route is found, each node along the route
periodically sends 𝐻𝐸𝐿𝐿𝑂 messages to its neighbour node
for link failure detection. Link failure occurs when the
neighbour node does not reply to the𝐻𝐸𝐿𝐿𝑂messages after
a period of time. When a node𝑁 detects a link failure, it first
sends a Route Error (𝑅𝐸𝑅𝑅) message to 𝑆. 𝑆 checks whether
there is a backup route; if a backup route is found, 𝑆 replaces
the failure route with the backup and sends a 𝐹𝑜𝑢𝑛𝑑𝐵𝑎𝑐𝑘𝑢𝑝
message to 𝑁. Otherwise 𝑆 sends a 𝑁𝑜𝑛𝐵𝑎𝑐𝑘𝑢𝑝 message to
𝑁 and then𝑁 starts a local repair mechanism.𝑁 broadcasts
a 𝑅𝑅𝐸𝑄 message to find an alternative route between 𝑁

and 𝐷. If no route is found, the system resorts back to
another mechanism of sending a 𝑅𝐸𝑅𝑅message upstream to
𝑆, starting a new route discovery.

In TDS-AODV, besides link failure, if 𝑇route < 𝑇thr, 𝑆
will also perform route maintenance which works as follows.
During the transmission, if 𝑆 finds the trust of a route has
decreased, it sends a route check message along the route to
check the route status and sets a timeout period towait for the
route checkmessage from𝐷.When 𝑆 receives the reply, it will
update the 𝑇route and judge whether 𝑇route is larger than 𝑇thr.
If 𝑇route < 𝑇thr, 𝑆 resorts to the backup route and updates the
path trust of the backup route (denoted as 𝑇rb). If 𝑇rb > 𝑇thr,
𝑆 discards the main route and uses the backup route to send
packets. Otherwise, a new route discovery is triggered.

5. Simulation Studies

To evaluate the performance of TDS-AODV, we use the
simulation tool MATLAB. In our simulation, fifty nodes
at first are randomly placed in a specific field (100m ×
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(1) To source node:
(2) if there is a feasible path found between 𝑆 and𝐷 then
(3) 𝑆 sends data to𝐷;
(4) else
(5) broadcasts the 𝑅𝑅𝐸𝑄 to start a route discovery;
(6) end if
(7) To a reliable intermediate node:
(8) checks whether one copy of the same 𝑅𝑅𝐸𝑄 has

been received;
(9) if so and the later copy has greater𝐻𝑜𝑝𝐶𝑜𝑢𝑛𝑡𝑒𝑟 then
(10) discards 𝑅𝑅𝐸𝑄 and the procedure ends;
(11) else
(12) creates a reverse route to 𝑆 using the previous hop

of the 𝑅𝑅𝐸𝑄 as the next hop;
checks whether there is a valid route to the
destination;

(13) if so and the𝐷𝑒𝑠𝑡𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒𝑁𝑜 of the route is
greater than that in the 𝑅𝑅𝐸𝑄 then

(14) unicasts a Route Replay (𝑅𝑅𝐸𝑃) message to 𝑆
via 𝐽 through the reverse route;

(15) else
(16) increases𝐻𝑜𝑝𝐶𝑜𝑢𝑛𝑡𝑒𝑟 by one;

propagates the 𝑅𝑅𝐸𝑄 to all its neighbours;
(17) end if
(18) To destination node:
(19) calls the process of route reply;
(20) end if

Algorithm 2: The 𝑅𝑅𝐸𝑄 delivery algorithm.

(1) To destination node:
(2) sets 𝑇route = 1;
(3) if received the first 𝑅𝑅𝐸𝑄 packet then
(4) sets a timer window 𝑡

𝐷
;

increases the destination sequence number by 1;
records the route of 𝑅𝑅𝐸𝑄 in its cache;
sends the 𝑅𝑅𝐸𝑃 with 𝑇route along the path to the
intermediate node;

(5) else if 𝑡
𝐷
expires then

(6) discards the follow-up 𝑅𝑅𝐸𝑄 packets;
(7) else if there are less than three routes in its cache then
(8) adds the new route in the cache;

sends the 𝑅𝑅𝐸𝑃 with 𝑇route along the path to the
intermediate node;

(9) else if the hop count of the new route is more than
or equal to that of route𝑋 then

(10) discards the new 𝑅𝑅𝐸𝑄;
(11) else
(12) uses the new route to substitute route𝑋;

sends the 𝑅𝑅𝐸𝑃 with 𝑇route along the path to the
intermediate node;

(13) end if
(14) To a reliable intermediate node:
(15) updates 𝑇route according to (21);

forwards the 𝑅𝑅𝐸𝑃;
(16) To source node:
(17) updates 𝑇route according to (21);

calls route selection;

Algorithm 3: The 𝑅𝑅𝐸𝑃 delivery algorithm.
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(1) when source node receives the 𝑅𝑅𝐸𝑃, checks the 𝑡
𝑠
;

(2) if 𝑡
𝑠
does not expire then

(3) updates the 𝑇route
(4) else
(5) discards the follow-up 𝑅𝑅𝐸𝑃;

selects the route with the largest as its main route;
picks the route with second largest 𝑇route as its
backup routes;

(6) end if

Algorithm 4: The route selection algorithm.

100m) and move to another random position with a speed
chosen between 0 to 30m/s. The malicious nodes randomly
drop data packets based on their trust value. The simulation
parameters are listed in Table 1.

5.1. Performance Metrics. To measure the performance of
our proposed TDS-AODV, we identify three metrics: (i)
throughput: the number of packets transmitted per unit time
from the source node to the destination node; (ii) packet
delivery ratio: the ratio of the number of packets received to
the total number of packets; and (iii) average end to end delay:
the average delay between the sending of the packets by the
source node and its receipt at the destination node.

The network topology of TDS-AODVwas comparedwith
that of TAODV [22] andAODV in this paper.We also carried
out three simulations in terms of the maximum node speed
and the proportion of malicious nodes to compare the above
three performances of two protocol.

5.2. Simulation Results and Analysis. Figures 7 and 8 are
the network topology of TDS-AODV and AODV with 20%
malicious nodes. It is obvious to see that our method can
avoid malicious nodes becoming the next hop effectively
while in AODV malicious nodes can be selected as the next
hop. The reason is that TDS-AODV takes nodes’ trust value
into account.

Figure 9 shows the average routing hop of TDS-AODV
and AODV with different numbers of malicious nodes.
when the number of malicious nodes accounts for a certain
proportion of the number of total nodes, the average route
hop of TDS-AODV is a little higher than that of AODV,
because nodes would rather choose a relative longer path
than choose malicious nodes as the next hop nodes in TDS-
AODV. Although the path of TDS-AODV may be a little
longer, the performance of TDS-AODV is still better than that
of AODV as it eliminates malicious nodes out of the routing
paths, which will be proven by the following simulation
experiments.

Figures 10 and 11 depict the throughput of TDS-AODV,
TAODV, and AODV.The routing throughput of TDS-AODV
is averagely 29.60% lower than that of AODV and 21.27%
lower than that of TAODV in Figure 10. This is because that
our method can detect malicious nodes effectively and thus
prevent the channel congestion.The throughput changes little

Table 1: Simulation parameters.

Parameters Value
Simulation time 100 s
Number of nodes 50
Source node Node 1
Destination node Node 50
Area size 100m × 100m
Transmission radius 25m
Max speed 0–30m/s
Number of malicious node 0–20
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Figure 7: Network topology of TDS-AODV.

at different maximum speed which indicates our method has
excellent dynamic. As shown in Figure 11, the throughput
rises slowly with the increase in the number of malicious
nodes. Besides, TDS-AODV rises more slowly than TAODV
andAODV as it prevents themalicious nodes from becoming
the next hop and affects less by malicious nodes.

The packet delivery ratio of TDS-AODV, TAODV, and
AODV is shown in Figures 12 and 13. It can be observed
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Figure 9: Everage route hop of TDS-AODV and AODV with
different numbers of malicious nodes.

that TDS-AODV outperforms TAODV and AODV in the
packet delivery ratio because of the fact that in TDS-AODV
intermediate nodes make routing selection considering hop
count and trust value. It shows the packet delivery ratio of
TDS-AODV is averagely 46.24% higher than that of AODV
and 17.18% higher than that of TAODV in Figure 12. Figure 13
indicates that TDS-AODV has better fault tolerance as its
packet delivery ratio declines slowly with the increase in the
number of malicious nodes.
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mum speed.
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Figure 11: Performance of network throughput with different
number of malicious nodes.

We give the average end to end delay comparisons of
TDS-AODV, TAODV, and AODV in Figures 14 and 15. As
shown in Figure 14, the average end-to-end delay of three
schemes rises very slowly with the increase in the maximum
speed. However, the average delay of AODV is 18.73% higher
than that of TDS-AODV and the average delay of TAODV is
7.74% higher than that of TDS-AODV in Figure 14 due to the
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Figure 13: Performance of packet delivery ratio with different
number of malicious nodes.

lack of consideration of dynamic topology. Figure 15 depicts
the performance of average delay with different number of
malicious nodes.The average end to end delay of TDS-AODV
declines faster thanAODV.Becausewhen intermediate nodes
choose the next hop they will not consider the malicious
nodes and thus save the time.
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Figure 14: Performance of average delay at different maximum
speed.
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6. Conclusions

In this paper, we propose a novel trust mechanism after
investigating on trust models of ad hoc networks and routing
in current researches. In this trust mechanism, direct trust
value on each neighbour node is calculated by using trust
factors of average encounter time, mobility, and successful
cooperation frequency, which are defined according to node
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behaviors. Meanwhile, the revised D-S evidence theory is
used to combine multiple recommended pieces of evidence
and obtain the recommended trust value. Then, a trusted
routing protocol based on the novel trust mechanism, by
extending the AODV protocol is presented. In this protocol,
a source establishes a main path and a backup path which are
evaluated by two aspects: hop counts and trust values. At last,
we validate the correctness and effectiveness of TDS-AODV
by comparing its performance with TAODV and AODV on
Matlab platform. Simulation results show that TDS-AODV
is able to eliminate malicious nodes effectively when building
the route and achieves an improvement in throughput, packet
delivery ratio, and average end-to-end delay.

In our future work, we will conduct extensively simula-
tion and rigorous analysis to quantify and evaluate the trade-
off between the security and the nodes’ energy consumption.
In addition, a comprehensive performance evaluation will
be conducted to compare TDS-AODV with other routing
protocols (e.g., DSR).
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This paper presents RECPE, a reliable collection protocol for aggregating data packets from all the sensor nodes to the sink in a
large-scale WSN (wireless sensor network). Unlike some well-known reliable data collection protocols such as CTP (Collection
Tree Protocol) that uses ETX (expected transmission count) as the routing metric, RECPE exploits ETF (expected transmission
count over forward links) to construct a one-way collection tree, which avoids missing some good routes and reduces the effect
of asymmetric link in the network. Crucially, RECPE guarantees the reliability by erasure-resilient codes in the application layer
without retransmission required by other reliable protocols.Therefore, some lower layers such as data link layer only need to conduct
best-effort data delivery. Meanwhile, to improve efficiency, RECPE also exploits Trickle algorithm to reduce routing beacons and
pipeline data delivery to prevent self-interference.We evaluate the performance of RECPE via TOSSIM simulations, and our results
show that, in comparison with CTP (the de facto data collection protocol for TinyOS), RECPE can obtain significant performance
in terms of delivery cost, latency, and packet loss rate for reliable data collection especially in asymmetric link networks.

1. Introduction

Many-to-one data collection is an important issue for WSN
applications and protocols. Collection tree provides efficient
approach for the higher layer routing and transport protocol.
Most metrics employed in constructing collection tree from
sensors to sink node in recent years tend to rely on the
minimum hop-count [1, 2] or ETX [3, 4].

In high-power stable wireless networks, data loss is
infrequent and hop-count can adequately capture the cost
of packet delivery to destination. However, with lossy link,
as found more often in WSN, each hop may require one or
more retransmissions to compensate for the lossy channel.
The real cost of packet delivery can be much larger than the
hop distance.Therefore, theminimumhop-count ignores the
possibility that a longer path might offer more efficient route
and higher throughput. Additionally, the minimum hop-
count also chooses arbitrarily among the different paths of the
sameminimum length, regardless of the often large difference
in link quality among these routes. One alternative metric to

fix this problem is to use ETX, which is calculated as 1/(Q
𝑓
×

𝑄
𝑟
), where𝑄

𝑓
and𝑄

𝑟
are forward and backward link quality,

respectively [3]. ETX-based routing protocols tend to avoid
asymmetric links. However, many experiments [5–7] have
shown that wireless links are complex and asymmetric. In
general, the reverse link has less effect on data transmission,
especially in some applications, a majority of data only need
to be delivered from sensors to sink node. Also in the other
real-time applications, retransmission data is almost useless.
Therefore, path selecting based on bidirectional link quality
often misses some good routes and discounts the potential
resources.

In [5], Sang et al. proposed a reformative metric called
ETF aiming at asymmetric network. They investigated the
link asymmetric inWSN and demonstrated the improvement
by exploiting ETF as the routingmetric over ETX. ETF-based
protocols choose the routes for data packet delivery solely
according to its forward link quality toward the destination.
Like other reliable protocols, ETF protocol also exploits
retransmissionmechanism to compensate for the packet loss.
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However, in such protocols, the acknowledgement packets
(ACKs or NACKs) that are transmitted in the reverse links
usually are more important than data packets delivered in
forwarding link. Even the synchronous ACKs exploited in [5]
are demonstrated to obtain higher reliability; their loss will
still be not tolerant for the reliable data delivery.

In this paper, we presented a protocol that uses erasure-
resilient codes in application layer to guarantee the relia-
bility of data delivery. Therefore, the reliable transmission
is transferred into the best-effort data delivery according to
the feature of erasure-resilient codes. Consequently, it can
simplify the function for reliability requirement in data link
layer and network layer. Our protocol can find high fidelity
route by broadcasting asynchronous discovering beacons and
form a single-direction collection tree, which avoids missing
some good routes and reduces the effect of asymmetric link
in the network. Meanwhile, in forwarder node, large buffer
required by potential retransmission request also can be
avoided. Additionally, in our protocol, some sophisticated
strategies like Trickle algorithm [8] and pipeline mechanism
are also exploited to reduce the control information and
improve the efficiency of data delivery. This protocol is
referred to as RECPE in this paper, which can benefit some
applications significantly like real-time video delivery where
retransmitting packets are useless. RECPE strives to provide
the reliability for some applications in which bulk data
needed to be delivered to the sink. The sender and sink
have powerful processors, and the relaying nodes are some
traditional resource-constrained nodes. Image collection and
monitoring in the wild zone is a good example of application.
We evaluate the performance of RECPE via TOSSIM, in com-
parison with CTP [9] protocol, RECPE significantly reduces
the delivery cost, latency, and packet loss rate for reliable data
collection especially in asymmetric link networks.

The remainder of the paper is organized as follows. In
Section 2, we briefly review some data delivery approach
in asymmetric network and application of erasure-resilient
codes in WSN. In Section 3, we present the protocol details.
Then, we provide some simulation results that show the pro-
tocol performance in Section 4. Finally, wemake a conclusion
in Section 5.

2. Related Work

In this section, we review briefly two related works: the
data delivery in asymmetric network and the application of
erasure-resilient codes in WSN.

Some earlier works indicated that link asymmetry is a
real issue in low-power WSN. Zhou et al. [10] reported that
about 30% links were asymmetric in their deployed system.
Zamalloa and Krishnamachari [11] provided a comprehen-
sive analysis of the root causes of link unreliability and
asymmetry. Kannan et al. [12] found that most intermediate
links are bursty and they shift between poor and good
delivery. Based on these facts, some efficient mechanisms
were proposed to tackle the asymmetry of link. ETF [5] has
been proposed as a routing metric and shown to perform
well in a variety of asymmetric wireless networks. Diversely,

DEAL [13] proposed an approach to discover andmanage the
asymmetric link, which can reduce the expected packet count
when they are exploited in the data collection application.Not
just focusing on the routingmetric, EERDC [14] proposed an
energy-efficient reliable data collection protocol which uses
the implicit ACK to cope with the asymmetry of network.
Thus, our newly proposed RECPE protocol focuses on the
reliable data delivery that is achieved by essentially combining
the ETF metric and the packet-level erasure-resilient codes
to avoid the retransmission. Unlike the DEAL and EERDC
that need the acknowledgment packet and only provide
the statistical reliability, RECPE is a package solution that
does not require the reverse link and can guarantee the
data delivery with absolute reliability. Additionally, in these
proposed reliable schemes, the sender node and relaying
nodes along the pathmust keep all transmitting packets in the
buffer until they are acknowledged. Therefore, large buffer is
required by each relay node, especially those that are close
to the sink due to the need to relay packets for plenty of
senders. Thus, these schemes would make buffer overflow at
the relay node and sender on the large-scaleWSN.Moreover,
the use of a retransmission also introduces the duplicates
and interference, even such as ETF scheme in which the
dynamic retransmission threshold strategy is exploited. In
contrast with these proposed protocols, RECPE can improve
the throughput and reduce the delivery cost greatly.

Thepacket-level erasure-resilient codes first are presented
as a mechanism for reliable and efficient multicast for file
distribution system [15]. Recently, researchers started to
use them to provide reliability for data delivery in WSN.
Rateless Deluge [16] enhances the Deluge [17] protocol
through a hybrid ARQ technique based on erasure-resilient
codes. AdapCode [18] performs the encoding at each node
during data dissemination; also the coding aggressiveness is
adaptively changed according to the link qualities and the
number of neighbors. SYNAPSE++ [19] disseminates reliably
the data by implementing the hybrid ARQ similar to that
in [16] but adds full support for pipelining through a joint
design of MAC and Fountain codes. In [20], Cataldi et al.
also exploited the erasure-resilient codes to disseminate the
data in wireless vehicular network. As mentioned, all these
applications focus on the reliable data dissemination inWSN.

In this paper, we present the reliable data collection
approach which exploits the erasure-resilient codes to pro-
vide the reliability and avoids the requirement in the feedback
channel. Furthermore, RECPE improves the efficiency of data
delivery by constructing one-way collection tree using ETF
metric. Since it is designed as a whole solution, the details of
algorithm and frame format also are included in this paper.
Furthermore, by modularization, our protocol also can be
embedded into any other collection protocols to substantially
improve their performance. To characterize the impact of
our protocol, we use CTP protocol as the benchmark in our
simulation.

3. Protocol Design

In this section, we present the motivations and demonstrate
an example to show the improvement of exploiting ETF as
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Figure 1: An example of route choosing under asymmetric link.

the metric in asymmetric network and then focus on the
protocol design issues including exploiting efficient routing
beacon mechanism to form a one-way collection tree for
reliable data delivery. Our work puts heavy weight on opti-
mization for function realization in transport and network
layers.

3.1. Motivation. This work is mainly motivated from some
experiments. During data delivery, substantial wireless links
are asymmetric in manipulating a real-world system. Addi-
tionally, in data collection scenario, only forward links are
needed to deliver the data packet to the sink. In our proposed
protocol, due to the reliability guaranteed by the erasure-
resilient codes, the reverse links required by the traditional
reliable protocols are trivial. Therefore, we can construct the
optimal one-way data collection tree for data delivery by
only exploiting forwarding link quality. Particularly, ETX and
minimum hop-count metrics cannot choose a better route
when the deployment scenario experiences a great deal of
asymmetry. An example in Figure 1 can demonstrate this
situation. While node A delivers a packet to node E, Table 1
lists possible routes and their determination under different
metrics. Obviously, it only takes 4.2 transmissions on average
to deliver a data packet through route A → C → D → E
chosen by metric ETF, while more than 3 times packets need
to be delivered when other two metrics are used for routing.

3.2. Design Overview. RECPE is expected to aggregate data
packets from all the nodes in the network to one sink
efficiently. To this end, RECPE builds and maintains a
collection tree that spans the entire network, in which each
node has a one-way route to the sink. Meanwhile, the node
attempts to deliver the packet to the best forwarder, which
means that each node only needs to maintain a local routing
table. RECPE finds a path with the minimum ETF obtained
by adding all the ETF values of the links in the path.
Some periodic beacons are exchanged between neighbors to
estimate the ETF to neighbors and the whole ETF to sink.

Consecutive sequence numbers are added to these beacons,
so that neighbors can determine which beacons are lost
during transmission. The fraction of lost beacons forms an
estimation of the link quality from the neighbors. To reduce
the control information, routing beacons are transmitted
according to a variable timer, controlled by Trickle algorithm.
Trickle will decrease the beacon frequency exponentially
when the topology is stable. Once the inconsistency of
topology is detected, the beacon frequency will be reset to
theminimumvalue.This approach ensures the agile response
to topology change while the control traffic overhead is
minimized. Once the nodes have link estimation, they can
build the routing tree. The routing beacons contain a node’s
ETF to the sink. Upon receiving the beacon, a node can
choose a parent that yields the smallest routing cost, which is
the sum of the parent’s ETF and the ETF to its parent. Then,
RECPE forwards the packet along the one-way collection
tree. The reliability is guaranteed using erasure-resilient in
the application layer, which can avoid the retransmission
requirement of the data link layer. Therefore, the low layers
of protocol only need to provide the best-effort one-way data
delivery. Meanwhile, to prevent self-interference, RECPE
uses a method like pipeline delivery to forward packets: after
transmitting a packet the forwarder waits at least 2 packet
transmitting time before delivering the next one.

3.3. One-Way Link Estimation and Construction of Collection
Tree. Generally, there are two approaches to estimate link
quality. One is hardware-assisted link quality estimation
which uses signal strength provided by the radio as the
estimation of link quality. This approach usually cannot give
the accurate value for link selection and only can provide a
qualitative indication about the link: low quality and high
quality. Another approach broadcasts beacons periodically at
the link layer, and the neighborhood nodes can estimate the
link quality according to the sequence number of the beacons.
Obviously, a high beacon rate can lead to a more agile
response to the network dynamic, simultaneously introduce
high control overhead. However, low beacon rate results in
slow scalability for dynamic network, forming the loss of a
lot of packets when the network changes frequently.

RECPE exploits beacons controlled by Trickle algorithm
to get link estimation. Trickle obtains good tradeoff between
agility and efficiency. Trickle broadcasts routing beacons
using a variable timer which varies between 100ms and 1
hour. When the timer expires, RECPE doubles it until the
maximum value. Whenever the RECPE detects an event that
indicates the topology changes, it resets the timer to the
minimum value. If a node has a timer value 𝜏, it will choose
a random time within the interval of [𝜏/2, 𝜏] to broadcast
beacon, which can prevent the collision among nodes whose
timers synchronize. This strategy uses a few beacons to
maintain collection tree without sacrificing agileness.

In RECPE, three events can reset the timer to the
minimum value:

(i) a node receives a beacon packet with a “P” bit set.
(ii) A node is asked to forward a data packet whose

routing cost is lower than its own.
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Table 1: Route result under different metrics.

Route A → B → E A → B → D → E A → C → D → E Route result
Minimum hop 2 3 3 A → B → E
ETX 22.2 19.1 26.2 A → B → D → E
ETF 20 14 4.2 A → C → D → E

(iii) The routing cost of a node decreases or increases
significantly.

When a new node joins the network, it will broadcast a
beacon with a “P” bit set, which enables the new node to join
the network rapidly. The last two events are detected by the
data frame and routing frame, respectively, which indicates
that the topology changes significantly because of the node
moving or dying. The network will evaluate the link qualities
and create new routing table, which can avoid the loss of
plenty of packets when route inconsistency emerges in the
network.

Figure 2 shows the format of routing beacon, which
contains several inbound link estimations and some control
information. The beacon advertises the routing cost of the
current node to the sink and the inbound link quality of
its several closest neighbors. Then, the neighbor node that
receives the beacon can know the routing cost if it chooses
the broadcasting node as its parent. By comparison in the
routing table, it can also choose the node with minimum
ETF as its routing forwarder. At the same time, the neighbor
node can calculate the inbound link estimation from the
broadcasting node by the routing beacon. We calculate the
reception probability by using a windowed moving average.
The ETF estimation is (𝑆𝑒𝑞

𝑖+𝑘
− 𝑆𝑒𝑞
𝑖
)/𝑘. When broadcasting

the beacon, the node will choose several newest (updated
newly) neighbors’ ETF to insert into the routing frame. The
number of link information entries can be different in each
routing beacon, which is indicated in the field “Num entry.”

There are also some control bits in the routing frame.
“Beacon flag” differentiates the routing beacon to the data
frame.The pull bit “P” is set when a new node joins networks,
so that all the neighbors can broadcast routing beacon as
soon as possible and the new node can get the inbound
link estimation quickly. The bit “C” indicates the relay node
is encountering congestion; thus, it will not be chosen as
the forwarder by its neighbor. The beacon with “F” set only
originated from the sink but can be forwarded by any other
nodes, which means that a file with the sequence number
“File ID” is decoded successfully in the sink.Thus, the source
node will stop to inject the encoding packets into network,
and the forwarders also will give up delivering the data
packets with the same file sequence number.

3.4. DataDelivery. In RECPE, the node transmits all received
packets and encoding packets generated locally to the parent
selected by the link estimation algorithm. Figure 3 shows
the format of the data frame, whose size is eight bytes
excluding data payload. One bit “Data flag” can distinguish
the data frame from the beacon frame. The “Origin ID”
in a data packet indicates the source node that generates
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4bits 4bits 2bytes1byte 1byte

Beacon flag

Neighbor ID1

Num entry File IDP C F Routing costBeacon seq

Cost1 · · ·

· · ·

Figure 2: Routing Beacon frame format.
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Data flag Reserved Origin ID File ID
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Figure 3: Data frame format.

the data packet. The field “File ID” acts as an application
dispatch identifier, which will dispatch the receiving packets
to the corresponding decoder, and all packets produced
by an application have their unique “File ID” in the data
frame. The “Packet seq” can identify the unique packet
generated by the same node. Particularly, the data frame also
provides routing control field “Routing cost” for dynamic
route detecting, which can find link inconsistency quickly
and reduce the control beacon by avoiding frequent routing
frame exchanging.

The packets can be heard a few hops up and down the
path. Therefore, to avoid self-interference, the node typically
should wait at least two packets time when forwarding
the data packets continuously. For example, considering
the linear network shown in Figure 4, nodes A and D can
simultaneously transmit the packets to their downstream
neighbors without interference. The enforced delay depends
on the packet rate of the radio and is empirically established
by the following linear data delivery experiment.

A packet forwarding experiment shows the effect of a
varying transmission wait time on a single node flow in the
linear MICAz testbed. In the experiment, node A transmits
some packets to node F without the end-to-end reliable
control strategy; so the accumulative PLR (packet loss rate)
can be defined as the ratio of the number of receiving packets
in node F to the number of all generating packets in node
A. Figure 5 shows the effect of interval time on packet loss
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Figure 5: The effect of interval time on PLR during packet
forwarding in a linear network.

rate under different packet sizes during packet forwarding.
The transmitting timers range from 2ms to 18ms. When
the value is below 12ms, PLR always decreases due to the
self-interference between neighbor nodes. However, the PLR
hardly changes when the transmitting interval time is more
than 12ms. If the interval time is too long, the network can
be idle and the channel will be wasted. According to this
experiment, the optimal waiting time is shown about 12ms.
It is reasonable that this optimal forwarding interval time is
chosen based on the linear network since a lot of data packets
often are generated in a burst by one node in WSN. This
empirical interval time will be exploited in RECPE without
considering the packet size.

3.5. Reliability Design. In RECPE, the reliability is guaranteed
by encoding all packets in the application layer. Erasure-
resilient codes can provide resilience to packet-level losses.

In the source node, the encoder produces a sequence
of encoding packets from the set of input packets. For the
erasure-resilient codeswe use, each encoding packet is simply
bitwise XOR of a specific subset of the input packets. In the
sink, the decoder attempts to recover the original content
from the encoding packets. Some simulation demonstrated
that well-designed degree distribution can recover all original
packets and only requires a few percent (less than 5%) of
encoding packets beyond the number of original packets.

Provably good degree distributions for sparse parity
check codes were first developed and analyzed in [21].
However, these codes are rate fixed, which means that only
a predetermined number of encoding symbols are generated.
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Figure 6: Grid network topology for simulation.
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Thus, in our application, it can lead to inefficiencies for
decoding in the sink, as the source node will eventually
be forced to transmit more encoding packets. Newer codes,
called rateless codes, can avoid this limitation and allow
unbounded numbers of encoding symbols to be generated on
demand. Two examples of rateless codes, along with further
discussion of the merits of ratelessness, may be found in
[22, 23]. Both of these codes also have strong probabilistic
decoding guarantees, along with low decoding overhead
and average degrees. In our experiments, we use LT codes
[22], and the degree distribution and importance sampling
approach are described in [24]. The packets with the same
file sequence number “File ID” are forwarded to the same
decoder of the application layer in the sink. The sink will
broadcast a special beacon frame with “F” bit set when it
succeeds to decode all original packets. This special noticing
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Table 2: Radio parameters for simulation.

Radio parameters 𝑆
11
𝑆
12
𝑆
21
𝑆
22

N F W G N
High asymmetry 3.7 −3.3 −3.3 6.0 −106.0 4
Low asymmetry 0.9 −0.7 −0.7 1.2 −105.0 4
Symmetric link 0 × × 0 −105.0 4

beaconwill be scattered rapidly in the entire networkwith the
highest precedence.

4. Experimental Evaluation

4.1. Experimental Methodology. To compare RECPE with
CTP in large network topology, we use the TOSSIM [25]
simulation tool to evaluate the relative performance in a
variety of network densities. Except specified especially in the
following simulation, the codes for CTP and RECPE were
implemented based on the default parameters of TinyOS2.x.
We generated a network topology in terms of power level
gain by applying a theoretical propagationmodel.Thismodel
is configured by parameters in three aspects: channel, radio,
and topology, which are described carefully in [26]. Table 2
presents the radio parameters which can generate three kinds
of networks for our simulations: symmetric, low asymmetric,
and high asymmetric link networks. To improve the quality of
radio simulation, CPM [27] algorithm is also used to simulate
the RF noise and interference. We utilize the noise trace from
theMeyer library, which generates a statisticalmodel inCPM.

Figure 6 plots the network topology, in which 225 nodes
are placed in grid with different space (the distance between
neighbors). Since plenty of packets often are generated in
a burst by one node in some application such as event
monitoring, in our simulations only node 112 located at (8, 8)
generates the data packets and transmits them to sink node
(0, 0) after encoding by erasure-resilient codes.

Table 3: Packet loss number and network stable speed under
symmetric, low and high asymmetric networks.

Symmetric Low
asymmetric

High
asymmetric

Packet loss num.
CTP 28 61 59
RECPE 20 58 41

Network stable seq.
CTP 42 103 185
RECPE 27 94 176

4.2. Simulation Result. Firstly, we conducted a simulation to
compare the average packet delivery time between CTP and
RECPE when delivering 1000 packets from the sender to the
sink. The packet traffic generated in the sender is 10 packets
per second. The traveling time of each packet on the route is
calculated from the sender to the sink, which is referred to
as packet delivery time. Figure 7 shows the simulation result
when the space is 2 meters.

Figure 7 showed that RECPE can obtain better latency
when delivering data packet from the sender to the sink
under symmetric, low and high asymmetric networks due to
better route chosen andno retransmission.That indicates that
RECPE also would spend less time to deliver a file under such
networks.

At the same simulation, we counted the packet loss
number and network stable speed. After delivering 1000
packet, RECPE only lost 20, 58, and 41 packets in symmetric,
low and high asymmetric networks. However, CTP is 28,
61, and 59 packets, respectively, which are shown in Table 3.
Simultaneously, we also observed the routing stable speed of
protocol (when plenty of packets are generated in a burst in
the resource node, CTP and RECPE usually spend time to
form a stable route; before that, lots of packet are lost due to
the variable route). CTP canfind stable route under delivering
42, 103, and 185 packets, respectively, under three kinds of
networks, while RECPE is faster, respectively, after 27, 94, and
176 packets delivery.

We also measured the effect of packet traffic on packet
loss rate in the low asymmetric network when the space
is 2 meters. In this simulation, 1000 packets are delivered
from the sender to the sink. Figure 8 showed that RECPE
always got lower packet loss rate than CTP, particularly,
when the network had high traffic rate. The improved
performance is contributed by less radio interference during
packet transmission due to the pipeline data delivery and no
retransmission requirement in RECPE.

We further investigated the efficiency of data delivery
in terms of the delivery cost which accounts for all data
and control overhead. Delivery cost is defined as the ratio
of the total bytes transmitted or forwarded by all the nodes
(including the source node) to the size of file delivered from
the sender to the sink. Note that the overhead also includes
the frame header and control information in each packet.
Lower delivery cost means consuming less energy when
delivering the same content in the network. In all simulation
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Figure 9: Delivery cost of CTP and RECPE under symmetric, low and high asymmetric networks.

scenarios, the file of 30k bytes packaged to 1000 packets is
transmitted from the sender to the sink. In RECPE, these
packets are encoded into enough packets by erasure-resilient
codes in the sender and delivered into the network until the
sink can recover all the original packets. Figure 9 plots the
delivery cost of CTP and RECPE protocols in three kinds of
networks.

As shown in Figure 9, in symmetric link network, RECPE
obtained less delivery cost than CTP and kept the tendency
under the other space simulations. In low and high asym-
metric networks, the similar simulation results are obtained
too. Another observation is that the delivery cost in RECPE
almost increases linearly, while CTP fluctuates drastically.
Totally, the performance of RECPE is hardly affected by
link asymmetry of networks, which implies that RECPE will
perform stably in almost all complex deployment scenarios.

5. Conclusion

In this paper, we present RECPE, a reliable bulk data collec-
tion protocol for large-scale multihop WSN. RECPE exploits
beacons controlled by Trickle to obtain link estimation and
constructs a one-way collection tree. The data packets are
delivered through a pipeline approach. We also present the
formats of beacon frame and data frame. RECPE differs from
the state-of-the-art CTPprotocol in its use of erasure-resilient
codes to guarantee the delivery reliability, which avoids the

requirement of retransmission in data link layer. RECPE can
obtain significant performance in terms of energy efficiency
and scalability in various density networks.

We evaluated the delivery cost of CTP and RECPE via
TOSSIM simulation. Our results show that

(i) RECPE can get lower average packet delivery time
thanCTPunder symmetric, low andhigh asymmetric
networks. Also, RECPE obtain better packet loss rate
than CTP under various packet delivery traffic.

(ii) The delivery costs of CTP and RECPE are compa-
rable in symmetric and low asymmetric networks.
However, RECPE performs much better in high
asymmetric network.

(iii) RECPE also obtains significant stabilization in vari-
ous asymmetric and different density networks.
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