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We are venturing into the new era of Internet of Everything
(IoE) where smaller and smarter computing devices have
begun to be integrated into our environments. Despite its
great potential, IoE also exposes devices to new security
and privacy threats, such as the exposure of devices to
attacks emanating from the Internet. User authentication, as
a first line of defense, has been widely deployed to prevent
unauthorized access, and, inmany cases, it is also the primary
line of defense.

However, conventional user authentication mechanisms
are not capable of dealing with this new situation. Firstly, it is
not possible to directly utilize Internet-centric security solu-
tions because of the inherently heterogeneous characteristics
of IoE devices (e.g., the limited computational capabilities
and power supply). Secondly, constrained devices may lack
conventional user interfaces, such as keyboard, mice, and
touch screen. In summary, the subjects of authentication
in IoE are compelling yet largely unexploited, as well as
unexplored topics that are in need of more intense interest
and research from both the industry and academia.

This special issue aims to provide a forum for researchers
to publish and exchange their recent research ideas and
results about authentication in IoE. In response to the call
for papers, after rigorous review and careful revision, the
following 5 papers were included in this special issue, ranging
from novel understanding of traditional textual passwords,
new cryptographic primitives for user authentication, and
privacy-preserving biometric authentication to interesting
contemporary key users authentication in microblogging.

The paper “An Alternative Method for Understanding
User-Chosen Passwords” byZ. Zheng et al. sheds light on how
to transform a dataset of passwords into a password graph
by regarding passwords as vertices, introduces some novel
notions from graph theory and report on a number of inner
properties of passwords from the perspective of graph, and
also visualizes five graphs of real-world password datasets to
deliver an intuitive grasp of user-chosen passwords.

The paper “An Aggregate Signature Based Trust Routing
for Data Gathering in Sensor Networks” by J. Tang et
al. presents a new aggregate signature based trust routing
scheme (named ASTR) to guarantee safe data collection in
WSNs. The ASTR scheme adopts the aggregate signature
approach and a trust routing method to improve the security
of routing. The theoretical analysis results show that the
ASTR scheme can effectively increase the safe reach rate of
data routing by 23.23%, reduce the data amount on the node
by 53.95%, and reduce the redundant data amount by 41.70%.

The paper “Comparable Encryption Scheme over
Encrypted Cloud Data in Internet of Everything” by Q.Meng
et al. points out that, in traditional cloud-based databases,
short comparable encryption (SCE) schemes have been
widely used by authorized users to conduct comparable
queries over ciphertexts, but existing SCE schemes still incur
high storage and computational overhead as well as economic
burden. In this paper, the authors first propose a basic short
comparable encryption scheme based on sliding window
method, which can significantly reduce computational and
storage burden as well as enhance work efficiency.
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The paper “Privacy-Preserving Biometric Authentica-
tion: Challenges and Directions” by E. Pagnin and A.
Mitrokotsa reviews and categorizes the most challenging
issues that need to be taken into consideration when design-
ing secure and privacy-preserving biometric authentication
protocols. More precisely, the authors describe the main
threats against privacy-preserving biometric authentication
systems and give directions on possible countermeasures
in order to design secure and privacy-preserving biometric
authentication protocols.

The paper “Information Propagation Prediction Based
on Key Users Authentication in Microblogging” by M. Yu
et al. proposes a novel linear model based on key users
authentication inmicroblogging.Thismodel mines key users
to dynamically improve the linear model while predicting
information propagation. It can not only predict information
propagation but also mine key users. Experimental results
show that it can achieve remarkable efficiency in predicting
information propagation.
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Vehicle-to-infrastructure (V2I) communication enables moving vehicles to upload real-time data about road surface situation
to the Internet via fixed roadside units (RSU). Thanks to the resource restriction of mobile vehicles, fog computation-enhanced
V2I communication scenario has received increasing attention recently. However, how to aggregate the sensed data from vehicles
securely and efficiently still remains open to the V2I communication scenario. In this paper, a light-weight and anonymous
aggregation protocol is proposed for the fog computing-based V2I communication scenario. With the proposed protocol, the data
collected by the vehicles can be efficiently obtained by the RSU in a privacy-preserving manner. Particularly, we first suggest a
certificateless aggregate signcryption (CL-A-SC) scheme and prove its security in the random oracle model. The suggested CL-
A-SC scheme, which is of independent interest, can achieve the merits of certificateless cryptography and signcryption scheme
simultaneously. Then we put forward the anonymous aggregation protocol for V2I communication scenario as one extension
of the suggested CL-A-SC scheme. Security analysis demonstrates that the proposed aggregation protocol achieves desirable
security properties. The performance comparison shows that the proposed protocol significantly reduces the computation and
communication overhead compared with the up-to-date protocols in this field.

1. Introduction

Most of road anomalies, that is, potholes, bumps and slip-
periness, are potentially hazardous to the commuters and
vehicles [1]. Naturally, the condition of road surface is
considered to be an important criterion for assessing the
quality of transportation infrastructure [2]. The continuous
development of sensing technique provides a promising
approach to build an autonomous system formonitoring road
surface condition [3]. Specifically, the mobile sensors embed-
ded in mobile vehicles are used to sense the real-time
data about road surface condition [4]. With the V2I com-
munication [5], the data collected by the vehicles can be
uploaded to the backend server via the RSUs installed at road
intersections. By collecting and analyzing these real-time

road surface data, the congestion of traffic and car crashes
can be reduced significantly. Thanks to the resource restraint
of mobile vehicles, the vehicular cloud networking [6, 7]
has been introduced to ease the cost of vehicles, where the
sensed data are stored in the remote cloud centers. It is
easy to observe that the delivery of these data to the cloud
servers located in the core network is commonly considered
to be cumbersome due to the unreliable latency and network
congestion [8]. To address these issues, the fog computing [9–
11] has been introduced as an alternative for cloud computing.
Different from cloud computing, elastic and virtual cloud
resources are extended to one or more collaborative edge
devices in the fog computing. In this sense, the collected
data can be preprocessed and aggregated by the edge devices,
which are instantiated by the resource-abundant RSU, before
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uploading to the data analytic center [12].Therefore, the real-
time road surface data can be efficiently processed with the
support of fog computing-assisted V2I communication.

However, the fog computing-based V2I communication
scenario cannot be accepted and deployed widely if the
security of the transmitted data has not been considered
appropriately. It is desirable to achieve data confidentiality
such that the transmitted data can only be accessed by the
intended RSU [13]. Otherwise, the collected data may be
abused by the malicious adversary without any cost. Besides,
it is also necessary to achievemessage unforgeability such that
the adversary is computationally infeasible to impersonate
any vehicle [14]. Otherwise, the result about the analysis of
collected data may be polluted by the forged data. To fulfill
the mentioned security goals, it is naturally to introduce the
public key encryption and signature to generate the cipher-
text on the transmitted data. According to [15], signcryption
is a promising primitive that achieves the security goals of
encryption and signature simultaneously. It is realized by
combining the public key encryption and digital signatures in
one logical step. Moreover, this technique entails minimized
computation and communication overhead compared with
the sign-then-encrypt paradigm [16]. Since its introduction,
the signcryption primitive has been studied in several cryp-
tosystems, that is, traditional public key infrastructure- (PKI-
) based cryptosystem [15], identity-based cryptosystem [17],
and certificateless cryptosystem [16]. In the traditional PKI-
based cryptosystem, the certificate management is a burden-
some task. To alleviate the overhead of this task, the identity-
based public key cryptosystem [18] has been introduced,
where a trusted third party termed as private key generator
is adopted to issue private keys for the users. This paradigm
results in key escrow problem since the private key generator
knows the private keys of all users in the system [18]. The
certificateless cryptosystem [19] inherits from identity-based
cryptosystem, whereas it eliminates the demand for the
private key generator with key escrow capability. In this cryp-
tosystem, a trusted third party named key generation center
(KGC) is adopted to generate the private keys for users. Only
a partial private key is issued by the KGC for each user. The
full private key of a user is composed of the partial private key
received from KGC and a secret value selected by his/herself.
Because the full private key of a user is not held by the
KGC, certificateless public key cryptosystem solves the key
escrow problem of the identity-based cryptosystem. Thus,
certificateless signcryption seems to be a promising primitive
to ensure the security of the V2I communication.

Based on the idea of certificateless signcryption, Basudan
et al. [20] proposed an anonymous aggregation protocol to
secure the V2I communication recently. Unfortunately, in
this paper, the protocol of [20] is demonstrated to be subject
to the forgery attack, by which an adversary is able to forge
a valid signcryption on any data. Besides, this protocol is
constructed by utilizing the expensive bilinear pairings,
which makes this protocol inefficient. Therefore, it is fair to
regard the construction of anonymous aggregation protocol
for the fog computing-based V2I communication scenario as
an open issue.

Motivated by the practical needs, a privacy-preserving
protocol for the V2I communication scenario with fog
computing is proposed in this paper.Themajor contributions
of this paper are summarized as follows:

(i) Firstly, Basudan et al.’s [20] protocol is demonstrated
to be subject to the forgery attack, by which an
adversary is able to forge a valid signcryption on any
data. In this sense, the aggregation protocol in [20]
does not provide unforgeability as they claimed.

(ii) Next, a light-weight and anonymous aggregation
protocol for the V2I communication scenario with
fog computing is proposed by elaborately combining a
CL-A-SC scheme and the fog computing architecture.
Specifically, the suggested protocol is realized without
resorting to the costly bilinear pairings. Besides,
the proposed protocol is proved secure under the
standard computational Diffie–Hellman assumption
and elliptic curve discrete logarithm problem in the
random oracle model. Furthermore, the proposed
aggregation protocol proved to be able to achieve
desirable security properties including confidential-
ity, unforgeability, mutual authentication, anonymity,
and key escrow resilience.

(iii) The practical performance of the proposed protocol
and Basudan et al.’s protocol is presented through the
experimental simulation. According to the simulation
results, the proposed protocol outperforms Basudan
et al.’s protocol in terms of computation and commu-
nication overhead.

The organization of this paper is summarized as follows:
the next section describes the system model, mathematical
background, design objectives, the notion, and the security
model of CL-A-SC scheme. In Section 3, Basudan et al.’s
protocol is briefly reviewed. After that, the forgery attack
against this protocol is presented. The proposed protocol
is introduced in Section 4. Furthermore, the security of
the proposed protocol is discussed in Section 5, where the
comparison of the practical performance of the proposed
protocol and Basudan et al.’s protocol is also provided. Finally,
Section 6 concludes this paper.

2. Preliminaries

The background information is introduced in this section.

2.1. System Model. The considered system is comprised of
three types of entities: control center, mobile sensors and
RSUs. For ease of understanding, the system model is de-
picted in Figure 1.The definitions of the entities are described
as follows:

(i) Control center (CC): CC is considered to be a trustee
which is able to initialize the whole system and
generate the partial private key formobile sensors and
RSUs.

(ii) Mobile sensors: the devices are embedded into the
vehicles to generate the report about the road event,
that is, potholes, slipperiness and bumps.
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Control center

Mobile sensor

Mobile sensor

Mobile sensor

Mobile sensor
Road condition report

Road side unit

Figure 1: System model.

(iii) RSU: each RSU is able to receive and process the
messages sent by the mobile sensors.

2.2. Mathematical Background

2.2.1. Elliptic Curve Group. Let an elliptic curve E over a
prime finite field F𝑝 denote a set of points (𝑥, 𝑦), which are
defined by the equationE(𝑥, 𝑦) : 𝑦2 = 𝑥3+𝑎𝑥+𝑏with the dis-
criminant 4𝑎3+27𝑏2 ̸= 0mod𝑝 (𝑎, 𝑏 ∈𝑅 F𝑝).This set of points
and the point at infinity (denoted by O) form a group G ={(𝑥, 𝑦) | (𝑥, 𝑦) ∈ F𝑝 ∩E(𝑥, 𝑦) = 0} ∪ {O}. Particularly,G is an
additive cyclic group formed byE and the point addition law,
which is denoted by + and defined as follows. Let 𝑃, 𝑄, and𝑅 be three elements in G, where 𝑅 is the intersection of the
line 𝑙 and E. Specifically, 𝑙 connects 𝑃 and 𝑄 (tangent line to
E if 𝑃 = 𝑄). Let 𝑙 be another line, which connects 𝑅 and
O. The sum of 𝑃 + 𝑄 is denoted by the intersection of 𝑙 and
E. Moreover, the scalar multiplication on E is calculated as𝑚𝑃 = 𝑃 + 𝑃 + ⋅ ⋅ ⋅ + 𝑃⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟

𝑚 times
.

2.2.2. Bilinear Maps. Let G be an additive cyclic group of
prime order 𝑞,G𝑇 be amultiplicative cyclic group of the same
order, 𝑒 : G × G → G𝑇 be an admissible bilinear map and𝑃 ∈ G denote a generator of G. 𝑒 is considered to have the
following features:

(1) Bilinearity: for all 𝑃,𝑄 ∈ G and 𝑎, 𝑏 ∈𝑅𝑍∗𝑞 , 𝑒(𝑎𝑃,𝑏𝑄) = 𝑒(𝑃, 𝑄)𝑎𝑏.
(2) Nondegeneracy: there exists 𝑃,𝑄 ∈ G such that 𝑒(𝑃,𝑄) ̸= 1.

(3) Computability: for all 𝑃,𝑄 ∈ G, there exists an
efficient algorithm to calculate 𝑒(𝑃, 𝑄).

2.2.3. Cryptographic Assumptions. Given the mathematical
background described above, the cryptographic assumptions
are defined as follows.

Definition 1 (computational Diffie–Hellman assumption).
This assumption is denoted as CDH. Given a tuple ⟨𝑃, 𝑎𝑃,𝑏𝑃⟩ ∈ G (𝑎, 𝑏 ∈𝑅𝑍∗𝑞 ), the CDH assumption in G is to cal-
culate 𝑎𝑏𝑃.
Definition 2 (elliptic curve discrete logarithm problem). This
assumption is denoted as ECDLP. Given a tuple ⟨𝑃, 𝑎𝑃⟩ ∈ G
(𝑎 ∈𝑅𝑍∗𝑞 ), the ECDLP assumption inG is to calculate 𝑎.
2.3. The CL-A-SC Scheme

2.3.1. Definition. Let U = {𝑈1, 𝑈2, . . . , 𝑈𝑛} denote a set of
users.Theuserwith identity ID𝑅 is assumed to be themessage
receiver. The scheme consists of the following algorithms:

(i) CL-A-SC.Setup: on inputting the security parame-
ter, this algorithm generates the public parameters
params and the master private key𝑚𝑠𝑘.

(ii) CL-A-SC.Key-Generation: this algorithm is carried
out by each 𝑈𝑖 and KGC interactively.

(1) Given 𝑝𝑎𝑟𝑎𝑚𝑠, each 𝑈𝑖 generates his/her user
public/private key pair (𝑢𝑝𝑘𝑖,1, 𝑢𝑠𝑘𝑖,1).

(2) Given 𝑝𝑎𝑟𝑎𝑚𝑠, 𝑚𝑠𝑘, the identity ID𝑖 of 𝑈𝑖, and
its corresponding user public key 𝑢𝑝𝑘𝑖,1, KGC
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generates the partial public/private key pair(𝑢𝑝𝑘𝑖,2, 𝑢𝑠𝑘𝑖,2).
(3) (𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2) and (𝑢𝑠𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2) are set to be

the full public key and full private key of 𝑈𝑖,
respectively.

(iii) CL-A-SC.Signcryption: this algorithm is carried out
by each 𝑈𝑖. On inputting 𝑝𝑎𝑟𝑎𝑚𝑠, a message 𝑚𝑖, full
private key (𝑢𝑠𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2) of 𝑈𝑖, and the public key(𝑢𝑝𝑘𝑅,1, 𝑢𝑝𝑘𝑅,2) of the user with identity ID𝑅, this
algorithm outputs signcryption 𝐶𝑖 on𝑚𝑖.

(iv) CL-A-SC.Aggregate: on inputting a set of signcryp-
tion schemes (𝐶𝑖)𝑖=1,...,𝑛, this algorithmoutputs aggre-
gate signcryption 𝐶 on messages (𝑚𝑖)𝑖=1,...,𝑛.

(v) CL-A-SC.Aggregate-Verification: on inputting𝑝𝑎𝑟𝑎𝑚𝑠, aggregate signcryption𝐶 and the set of users
with its public keys, this algorithm outputs true if𝐶 is valid or false otherwise.

(vi) CL-A-SC.Designcryption: on inputting an aggregate
signcryption𝐶 and the full private key (𝑢𝑠𝑘𝑅,1, 𝑢𝑠k𝑅,2)
of the user with identity ID𝑅, this algorithm outputs a
set of messages (𝑚𝑖)𝑖=1,...,𝑛.

2.3.2. Security Model. There are two types of adversaries
considered in the certificateless cryptosystem [19]. A Type I

adversary A1 is able to replace the public key of a legitimate
user with a bogus one but cannot access the master private
key. A Type II adversary A2 is able to access the master
private key but cannot execute the public key replacement.
According to the protocol of [22], the security notions of
data confidentiality and mutual authentication for the CL-A-
SC scheme are captured by the indistinguishability and the
existential unforgeability of the signcryption, respectively. By
using the same security model provided in [22], the ability of
the adversaries is modeled by the following four interactive
games.

Game 3. This game is played by a challengerC and a Type I

adversaryA1.

(i) Initializing:C executes CL-A-SC.Setup algorithm to
obtain the public parameters 𝑝𝑎𝑟𝑎𝑚𝑠 and the master
private key𝑚𝑠𝑘. After that,C sends params toA1.

(ii) Training: A1 is able to query the following oracles
(these oracles model the capability of A1 in reality)
in an adaptive manner:

(a) Secret-Value-Extraction(ID𝑖): on receiving the
query on ID𝑖, this oracle returns the corre-
sponding secret value 𝑢𝑠𝑘𝑖,1 toA1.

(b) Partial-Private-Key-Extraction(ID𝑖): on receiv-
ing the query on ID𝑖, this oracle returns the
corresponding partial private key 𝑢𝑠𝑘𝑖,2 toA1.

(c) Public-Key-Extraction(ID𝑖): on receiving the
query on ID𝑖, this oracle returns the corre-
sponding public key (𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2) toA1.

(d) Public-Key-Replacement(ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2): on
receiving the query on ID𝑖, this oracle updates

the public key (𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2) into (𝑢𝑝𝑘𝑖,1,𝑢𝑝𝑘𝑖,2).
(e) Signcryption(𝑚𝑖, ID𝑖, ID𝑗): on receiving the

query on ID𝑖, ID𝑗, and a message𝑚𝑖, this oracle
prompts C to execute CL-A-SC.Signcryption
algorithm to get signcryption 𝐶𝑖 on 𝑚𝑖, where
ID𝑖 and ID𝑗 are considered to be identity of the
sender and the receiver, respectively. After that,
C returns 𝐶𝑖 toA1.

(f) Designcryption(𝐶, (ID𝑖)𝑖=1,...,𝑛, ID𝑗): on receiv-
ing the query on (ID𝑖)𝑖=1,...,𝑛, ID𝑗 and aggregate
signcryption 𝐶, where (ID𝑖)𝑖=1,...,𝑛 and ID𝑗 are
considered to be identity of the senders and the
receiver, respectively. This oracle prompts C to
execute the CL-A-SC.Aggregate-Verification
algorithm on (𝐶, (ID𝑖)𝑖=1,...,𝑛, ID𝑗). If the
output of this execution is false, this oracle
returns “NULL” to A1; otherwise, C exe-
cutes CL-A-SC.Designcryption algorithm on(𝐶, (ID𝑖)𝑖=1,...,𝑛, ID𝑗) and returns the output of
this execution toA1.

(iii) Challenging:A1 sends {(𝑚∗𝑖,0, 𝑚∗𝑖,1, ID∗𝑖 )𝑖=1,...,𝑛, ID∗𝑗 } to
C. On receiving this message,C randomly chooses a
bit 𝑑 ∈ {0, 1}, generates the aggregate signcryption𝐶∗
on ((𝑚∗𝑖,𝑑, ID∗𝑖 )𝑖=1,...,𝑛, ID∗𝑗 ), and then sends 𝐶∗ to A1.
After that, A1 adaptively queries the same oracles as
the Training phase.

(iv) Guessing: a bit 𝑑 is outputted byA1.

A1 is considered to win this game iff

(1) 𝑑 = 𝑑, where 𝑑 and 𝑑 are defined as above;
(2) The oracle Partial-Private-Key-Extraction(ID𝑗) has

never been queried;
(3) The oracle Designcryption(𝐶∗, (ID𝑖 )𝑖=1,...,𝑛, ID𝑗) has

never been queried, where there exists 𝑖 ∈ {1, . . . , 𝑛}
such that ID∗𝑖 = ID𝑖 .

A1’s advantage to win this game is defined as
AdvIND-CCA-IIA1

= |2Pr[𝑑 = 𝑑] − 1|.
Game 4. This game is played by a challengerC and a Type II

adversaryA2.

(i) Initializing: this phase is the same as the first phase in
Game 3, whileC sends (𝑝𝑎𝑟𝑎𝑚𝑠,𝑚𝑠𝑘) toA2.

(ii) Training: in this phase, A2 queries the same ora-
cles (except the Public-Key-Replacement oracle) and
receives the same responses as the second phase in
Game 3.

(iii) Guess: this phase is the same as the third phase in
Game 3, where a bit 𝑑 is outputted byA2.

A2 is considered to win this game iff

(1) 𝑑 = 𝑑, where 𝑑 and 𝑑 are defined as above;
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(2) The oracle Secret-Value-Extraction(ID𝑗) has never
been queried;

(3) The oracle Designcryption(𝐶∗, (ID𝑖 )𝑖=1,...,𝑛, ID𝑗) has
never been queried, where there exists 𝑖 ∈ {1, . . . , 𝑛}
such that ID∗𝑖 = ID𝑖 .

A2’s advantage to win this game is defined as
AdvIND-CCA-IIA2

= |2Pr[𝑑 = 𝑑] − 1|.
Definition 5. A CL-A-SC scheme is considered to be secure
against the adaptively chosen ciphertext attacks if there is no
adversary of Type I or Type II has a nonnegligible advan-
tage to win Game 3 or Game 4, respectively.

Game 6. This game is played by a challengerC and a Type I

adversaryA1.

(i) Initializing: this phase is the same as the first phase in
Game 3.

(ii) Training: in this phase, A1 queries the same oracles
and receives the same responses as the second phase
of Game 3.

(iii) Forgery:A1 sends a forged aggregate signcryption𝐶∗
on {(𝑚∗𝑖 , ID∗𝑖 )𝑖=1,...,𝑛, ID∗𝑗 } toC, where (ID∗𝑖 )𝑖=1,...,𝑛 and
ID∗𝑗 are considered to be identity of the senders and
the receiver, respectively.

A1 is considered to win this game iff

(1) The output of the execution of Aggregate-Verifi-
cation algorithm on (𝐶∗, (ID∗𝑖 )𝑖=1,...,𝑛, ID∗𝑗 ) is true;

(2) There exists 𝑖 ∈ {1, . . . , 𝑛} such that the
Signcryption(𝑚∗𝑖 , ID∗𝑖 , ID∗𝑗 ) oracle or Partial-Private-
Key-Extraction(ID∗𝑖 ) oracle has not been queried.

Game 7. This game is played by a challengerC and a Type II

adversaryA2.

(i) Initializing: this phase is the same as the first phase in
Game 4.

(ii) Training: this phase is the same as the second phase in
Game 4.

(iii) Forgery: this phase is the same as the third phase in
Game 6.

A2 is considered to win this game iff

(1) The output of the execution of Aggregate-Verifi-
cation algorithm on (𝐶∗, (ID∗𝑖 )𝑖=1,...,𝑛, ID∗𝑗 ) is true;

(2) There exists 𝑖 ∈ {1, . . . , 𝑛} such that the
Signcryption(𝑚∗𝑖 , ID∗𝑖 , ID∗𝑗 ) oracle or Secret-Value-

Extraction(ID∗𝑖 ) oracle has not been queried.

Definition 8. A CL-A-SC is considered to be existentially
unforgeable against the adaptively chosen-message attack if
there is no adversary of Type I or Type II has a nonnegli-
gible advantage to win Game 6 or Game 7, respectively.

2.4. Objectives. Thedesign goals of the proposed protocol are
defined as follows:

(1) Data confidentiality and integrity: it is desirable to
secure the transmitted data from revealing the sen-
sitive information about the source mobile sensor.
Besides, it is required to ensure the data has not been
tampered [23].

(2) Mutual authentication: it is desirable that the RSU and
the mobile sensor are allowed to authenticate each
other [24].

(3) Anonymity: it is desirable to hide the real identity of
the mobile sensor during the transmission [25, 26].

(4) Key escrow resilience: it is desirable that the adversary
is unable to obtain the full private key of any mobile
sensor even if CC has been compromised [27].

3. Cryptanalysis of Basudan
et al.’s CL-A-SC Scheme

In this section, Basudan et al.’s CL-A-SC scheme is briefly
reviewed. After that, their scheme is demonstrated to be
insecure against the public-key-replacement attack.

3.1. Notations. To ensure the consistency, the notations are
defined in the Symbols. Concretely, each sensor 𝑆𝑖 is able to
generate a real-time message 𝑚𝑖 = {𝑇𝑖,𝑗, 𝐿𝑗, Sig𝑖} when
sensing the road condition RC𝑗. After that, 𝑆𝑖 generates
signcryption on 𝑚𝑖 to construct the road condition report
RCR𝑖,𝑗 and then sends RCR𝑖,𝑗 to the nearest RSU.

3.2. Review of Basudan et al.’s CL-A-SC Scheme. The CL-A-
SC scheme in the protocol of [20] consists of the following
algorithms:

(i) Setup: letG be an additive cyclic group of prime order𝑞, G𝑇 be a multiplicative cyclic group of the same
order, 𝑒 : G × G → G𝑇 be an admissible bilinear
map, and 𝑃 ∈ G denote a generator ofG. Let𝐻1,𝐻2,𝐻3, and𝐻4 be four cryptographic hash functions such
that𝐻1 : {0, 1}∗ → 𝑍∗𝑞 ,𝐻2 : {0, 1}∗ × {0, 1}∗ × G5 →{0, 1}𝑛, 𝐻3 : {0, 1}∗ × {0, 1}∗ × {0, 1}∗ × {0, 1}𝑛 ×
G5 → G, and 𝐻4 : 𝑍∗𝑞 → G, where 𝑛 is assumed
to be the bit length of messages. Randomly choose𝑚𝑠𝑘 ∈ 𝑍∗𝑞 as the master private key and calculates𝑚𝑝𝑘 = 𝑚𝑠𝑘𝑃. The public parameters 𝑝𝑎𝑟𝑎𝑚𝑠 ={G,G𝑇, 𝑒, 𝑃, 𝑞,𝑚𝑝𝑘,𝐻1, 𝐻2, 𝐻3, 𝐻4}.

(ii) Key-Generation:

(1) For 𝑖 ranges from 1 to 𝑛, each mobile sensor𝑆𝑖 randomly chooses 𝑢𝑠𝑘𝑖,1 ∈𝑅𝑍∗𝑞 and calculates𝑢𝑝𝑘𝑖,1 = 𝑢𝑠𝑘𝑖,1 ⋅ 𝑃, ℎ𝑖 = 𝐻1(ID𝑖). After that, 𝑆𝑖
sends ID𝑖 to CC.

(2) Upon receiving ID𝑖 from 𝑆𝑖, CC randomly
chooses 𝑦𝑖 ∈𝑅𝑍∗𝑞 and calculates 𝑢𝑝𝑘𝑖,2 = 𝑦𝑖 ⋅ 𝑃,𝑢𝑠𝑘𝑖,2 = 𝑦𝑖 + 𝐻1(ID𝑖)𝑚𝑠𝑘. After that, CC sends{𝑢𝑝𝑘𝑖,2, 𝑢𝑠𝑘𝑖,2} to 𝑆𝑖.
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(3) Upon receiving {𝑢𝑝𝑘𝑖,2, 𝑢𝑠𝑘𝑖,2} from CC, 𝑆𝑖
checks if 𝑢𝑠𝑘𝑖,2𝑃 = 𝑢𝑝𝑘𝑖,2 + ℎ𝑖 ⋅ 𝑚𝑝𝑘. If the veri-
fication holds, (𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2) and (𝑢𝑠𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2)
are set to be the full public key and full private
key of 𝑆𝑖, respectively.

(iii) Signcryption: the RSU with identity ID𝑅 is assumed
to be the message receiver. For 𝑖 ranges from 1 to𝑛, 𝑆𝑖 randomly chooses 𝑟𝑖 ∈𝑅𝑍∗𝑞 and calculates V𝑖,1 =𝑟𝑖 ⋅𝑢𝑝𝑘𝑅,1, V𝑖,2 = 𝑟𝑖(𝑢𝑝𝑘𝑅,2+ℎ𝑅 ⋅𝑚𝑝𝑘),𝑓𝑖,1 = 𝑟𝑖 ⋅𝑃, ℎ𝑖,1 =𝐻2(ID𝑅, Δ, 𝑢𝑝𝑘𝑅,1, 𝑢𝑝𝑘𝑅,2, 𝑓𝑖,1, V𝑖,1, V𝑖,2), 𝑓𝑖,2 =ℎ𝑖,1 ⊕ 𝑚𝑖, ℎ𝑖,2 = 𝐻3(ID𝑅, Δ, ℎ𝑖, 𝑓𝑖,2, 𝑢𝑝𝑘𝑅,1, 𝑢𝑝𝑘𝑅,2, 𝑓𝑖,1,𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2), ℎ𝑖,3 = 𝐻4(Δ), and 𝑓𝑖,3 = 𝑢𝑠𝑘𝑖,2 ⋅ℎ𝑖,3 + 𝑟𝑖 ⋅ ℎ𝑖,2 + 𝑢𝑠𝑘𝑖,1 ⋅ ℎ𝑖,3, where Δ is the state
information and ℎ𝑅 = 𝐻1(ID𝑅). After that, 𝑆𝑖 con-
structs 𝐶𝑖 = {𝑓𝑖,1, 𝑓𝑖,2, 𝑓𝑖,3}, RCR𝑖,𝑗 = {ℎ𝑖, 𝐶𝑖} and
sends RCR𝑖,𝑗 to the RSU with identity ID𝑅.

(iv) Aggregate: upon receiving (RCR𝑖,𝑗)𝑖=1,...,𝑛, the RSU
with identity ID𝑅 calculates 𝐹𝑅,3 = ∑𝑛𝑖=1 𝑓𝑖,3.

(v) Aggregate-Verification: for 𝑖 ranges from 1 to 𝑛, RSU
calculatesℎ𝑖,2 = 𝐻3(ID𝑅, Δ, ℎ𝑖, 𝑓𝑖,2, 𝑢𝑝𝑘𝑅,1, 𝑢𝑝𝑘𝑅,2, 𝑓𝑖,1,𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2) and ℎ𝑖,3 = 𝐻4(Δ), where ℎ𝑖 = 𝐻1(ID𝑖).
RSU checks if 𝑒(𝐹𝑅,3, 𝑃) = 𝑒(∑𝑛𝑖=1(𝑢𝑝𝑘𝑖,2 + ℎ𝑖 ⋅ 𝑚𝑝𝑘),ℎ𝑖,3)∏𝑛𝑖=1𝑒(𝑓𝑖,1, ℎ𝑖,2)𝑒(∑𝑛𝑖=1 𝑢𝑝𝑘𝑖,1, ℎ𝑖,3).

(vi) Designcryption: if the verification in the Aggregate-
Verification algorithm holds, RSU calculates V𝑖,1 =𝑢𝑠𝑘𝑅,1 ⋅𝑓𝑖,1, V𝑖,2 = 𝑢𝑠𝑘𝑅,2 ⋅𝑓𝑖,1, ℎ𝑖,1 = 𝐻2(ID𝑅, Δ, 𝑢𝑝𝑘𝑅,1,𝑢𝑝𝑘𝑅,2, 𝑓𝑖,1, V𝑖,1, V𝑖,2), and 𝑚𝑖 = 𝑓𝑖,2 ⊕ ℎ𝑖,1 for 𝑖 ranges
from 1 to 𝑛.

3.3. Forgery Attack against Basudan et al.’s CL-A-SC Scheme.
Basudan et al. [20] claimed that their CL-A-SC scheme
proved to be able to achieve indistinguishability and unforge-
ability against the Type I and Type II adversary. However,
the adversary A1 of Type I is able to forge signcryption
on any message 𝑚∗ by launching a public-key-replacement
attack, which is described as follows:

(i) Public-Key-Replacement: given amobile sensor 𝑆𝑖,A1
randomly chooses 𝑢𝑠𝑘𝑖,1∗, 𝑦∗𝑖 ∈ 𝑍∗𝑞 and calculates𝑢𝑝𝑘𝑖,1∗ = 𝑢𝑠𝑘𝑖,1∗𝑃, 𝑢𝑝𝑘𝑖,2∗ = 𝑦∗𝑖 𝑃 − ℎ𝑖 ⋅ 𝑚𝑝𝑘, whereℎ𝑖 = 𝐻1(ID𝑖). After that, (𝑢𝑝𝑘𝑖,1∗, 𝑢𝑝𝑘𝑖,2∗) is set to be
the full public key of 𝑆𝑖.

(ii) Signature-Forgery: A1 randomly chooses 𝑟∗𝑖 ∈𝑅𝑍∗𝑞
and calculates 𝑓∗𝑖,1 = 𝑟∗𝑖 𝑃, V∗𝑖,1 = 𝑟∗𝑖 𝑢𝑝𝑘𝑅,1, V∗𝑖,2 =𝑟∗𝑖 (𝑢𝑝𝑘𝑅,2+ℎ𝑅 ⋅𝑚𝑝𝑘), ℎ∗𝑖,1 = 𝐻2(ID𝑅, Δ, 𝑢𝑝𝑘𝑅,1, 𝑢𝑝𝑘𝑅,2,𝑓∗𝑖,1, V∗𝑖,1, V∗𝑖,2), 𝑓∗𝑖,2 = ℎ∗𝑖,1 ⊕𝑚∗𝑖 , ℎ∗𝑖,2 = 𝐻3(ID𝑅, Δ, ℎ𝑖, 𝑓∗𝑖,2,𝑢𝑝𝑘𝑅,1, 𝑢𝑝𝑘𝑅,2, 𝑓∗𝑖,1, 𝑢𝑝𝑘𝑖,1∗,𝑢𝑝𝑘𝑖,2∗), ℎ𝑖,3 = 𝐻4(Δ), and𝑓∗𝑖,3 = 𝑦∗𝑖 ℎ𝑖,3 + 𝑟∗𝑖 ℎ∗𝑖,2 + 𝑢𝑠𝑘𝑖,1∗ℎ𝑖,3, where 𝑚∗𝑖 is forged
by A1 under the state information Δ and ℎ𝑅 =𝐻1(ID𝑅). After that, A1 constructs 𝐶∗𝑖 = {𝑓∗𝑖,1, 𝑓∗𝑖,2,𝑓∗𝑖,3}, RCR∗𝑖,𝑗 = {ℎ𝑖, 𝐶∗𝑖 } and sends RCR∗𝑖,𝑗 to the RSU
with identity ID𝑅.

(iii) Aggregate: the RSU calculates 𝐹𝑅,3 = ∑𝑛,𝑗 ̸=𝑖𝑗=1 𝑓𝑗,3 + 𝑓∗𝑖,3.

(iv) Aggregate-Verification: for 𝑗 ranges from 1 to 𝑛,
the RSU calculates ℎ𝑗,2 = 𝐻3(ID𝑅, Δ, ℎ𝑗, 𝑓𝑗,2, 𝑢𝑝𝑘𝑅,1,𝑢𝑝𝑘𝑅,2, 𝑓𝑗,1, 𝑢𝑝𝑘𝑗,1, 𝑢𝑝𝑘𝑗,2) and ℎ𝑗,3 = 𝐻4(Δ), whereℎ𝑗 = 𝐻1(ID𝑗). After that, the RSU checks if 𝑒(𝐹𝑅,3,𝑃) = 𝑒(∑𝑛𝑗=1(𝑢𝑝𝑘𝑗,2 + ℎj ⋅ 𝑚𝑝𝑘), ℎ𝑗,3)∏𝑛𝑗=1𝑒(𝑓𝑗,1,ℎ𝑗,2)𝑒(∑𝑛𝑗=1 𝑢𝑝𝑘𝑗,1, ℎ𝑗,3).

The correctness of 𝐶∗𝑖 can be easily verified since

𝑒 (𝐹𝑅,3, 𝑃) = 𝑒( 𝑛∑
𝑗=1

𝑓𝑗,3, 𝑃)

= 𝑒( 𝑛∑
𝑗=1

(𝑢𝑠𝑘𝑗,2𝐻4 (Δ) + 𝑟𝑗ℎ𝑗,2 + 𝑢𝑠𝑘𝑗,1𝐻4 (Δ)) , 𝑃)

= 𝑒(𝑛,𝑗 ̸=𝑖∑
𝑗=1

(𝑢𝑠𝑘𝑗,2 + 𝑦∗𝑖 )𝐻4 (Δ) , 𝑃) × 𝑒(𝑛,𝑗 ̸=𝑖∑
𝑗=1

𝑟𝑗ℎ𝑗,2
+ 𝑟∗𝑖 ℎ𝑖,2, 𝑃) × 𝑒((𝑛,𝑗 ̸=𝑖∑

𝑗=1

𝑢𝑠𝑘𝑗,1 + 𝑢𝑠𝑘𝑖,1∗)𝐻4 (Δ) ,

𝑃) = 𝑒(𝑛,𝑗 ̸=𝑖∑
𝑗=1

(𝑢𝑝𝑘𝑗,2 + ℎ𝑗 ⋅ 𝑚𝑝𝑘) + 𝑢𝑝𝑘∗𝑖,2 + ℎ𝑖
⋅ 𝑚𝑝𝑘,𝐻4 (Δ)) × 𝑛,𝑗 ̸=𝑖∏

𝑗=1

𝑒 (𝑓𝑗,1, ℎ𝑗,2) × 𝑒 (𝑓∗𝑖,1, ℎ𝑖,2)

× 𝑒(𝑛,𝑗 ̸=𝑖∑
𝑗=1

𝑢𝑝𝑘𝑗,1 + 𝑢𝑝𝑘𝑖,1∗, 𝐻4 (Δ))

= 𝑒( 𝑛∑
𝑗=1

(𝑢𝑝𝑘𝑗,2 + ℎ𝑗 ⋅ 𝑚𝑝𝑘) , ℎ𝑗,3)

× 𝑛∏
𝑗=1

𝑒 (𝑓𝑗,1, ℎ𝑗,2) × 𝑒( 𝑛∑
𝑗=1

𝑢𝑝𝑘𝑗,1, ℎ𝑗,3) .

(1)

Thus, the verification holds.Themessage𝑚∗ is recovered
by the RSU according to the specification of Designcryption

algorithm.

Remark 9. The fundamental flaw of Basudan et al.’s CL-A-SC
scheme against this forgery attack is due to the unreasonable
position of the value 𝐻1(ID𝑖) ⋅ 𝑚𝑠𝑘. As described above, A1
is allowed to generate 𝑢𝑝𝑘𝑖,2∗ = 𝑦∗𝑖 𝑃 − ℎ𝑖 ⋅ 𝑚𝑝𝑘 to replace 𝑆𝑖’s
public key. According to the specification of the protocol in
[20], 𝑢𝑠𝑘𝑖,2𝑃 = 𝑢𝑝𝑘𝑖,2 +𝐻1(ID𝑖)𝑚𝑝𝑘, and thus 𝑢𝑠𝑘𝑖,2𝑃 = 𝑦∗𝑖 𝑃.
A1 calculates 𝑓∗𝑖,3 = 𝑦∗𝑖 ℎ∗𝑖,3 + 𝑟∗𝑖 ℎ∗𝑖,2 + 𝑢𝑠𝑘𝑖,1∗ℎ∗𝑖,3 and then suc-
cessfully forges the signcryption 𝐶∗𝑖 . It is noted that this type
of adversary has not been mentioned in their security proof.
Hence, the proof fails.
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4. Our Proposed Protocol

In this section, a concrete CL-A-SC scheme is proposed,
which is the building block of our data aggregation protocol.

4.1. The Proposed CL-A-SC Scheme. This scheme consists of
the following algorithms:

(i) CL-A-SC.Setup: let 𝑝 and 𝑞 be two large primes such
that 𝑞 divides 𝑝 − 1, E be an elliptic curve over
a finite field F𝑝, and G be an additive cyclic group
formed by E with the point addition law. Let 𝑃 be a
generator of G and 𝐻1 : {0, 1}∗ × G3 → 𝑍∗𝑞 , 𝐻2 :
G× {0, 1}∗ × {0, 1}𝑛 → 𝑍∗𝑞 ,𝐻3 : G×G → 𝑍∗𝑞 be three
cryptographic hash functions. Randomly choose𝑚𝑠𝑘 ∈𝑅𝑍∗𝑞 as the master private key and calculates𝑚𝑝𝑘 = 𝑚𝑠𝑘𝑃. The system parameter 𝑝𝑎𝑟𝑎𝑚𝑠 =(𝑝, 𝑞, 𝑃,𝑚𝑝𝑘,𝐻1, 𝐻2, 𝐻3).

(ii) CL-A-SC.Key-Generation:

(1) The user randomly chooses 𝑢𝑠𝑘𝑖,1 ∈𝑅𝑍∗𝑞 and
calculates 𝑢𝑝𝑘𝑖,1 = 𝑢𝑠𝑘𝑖,1 ⋅ 𝑃. After that, the user
sends {ID𝑖, 𝑢𝑝𝑘𝑖,1} to KGC.

(2) KGC randomly chooses 𝑦𝑖 ∈𝑅𝑍∗𝑞 and calcu-
lates 𝑢𝑝𝑘𝑖,2 = 𝑦𝑖 ⋅ 𝑃, 𝑢𝑠𝑘𝑖,2 = 𝑦𝑖 + 𝐻1(ID𝑖, 𝑢𝑝𝑘𝑖,1,𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘)𝑚𝑠𝑘. After that, KGC sends {𝑢𝑝𝑘𝑖,2,𝑢𝑠𝑘𝑖,2} to the user with identity ID𝑖.

(3) The user with identity ID𝑖 checks if 𝑢𝑝𝑘𝑖,2 + ℎ𝑖 ⋅𝑚𝑝𝑘 = 𝑢𝑠𝑘𝑖,2𝑃, where ℎ𝑖 = 𝐻1(ID𝑖, 𝑢𝑝𝑘𝑖,1,𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘). If the verification holds, (𝑢𝑝𝑘𝑖,1,𝑢𝑝𝑘𝑖,2) and (𝑢𝑠𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2) are set to be the full
public key and full private key of the user, re-
spectively.

(iii) CL-A-SC.Signcryption: the user ID𝑖 randomly choos-
es 𝑟𝑖 ∈𝑅𝑍∗𝑞 and calculates V𝑖,1 = 𝑟𝑖 ⋅ 𝑢𝑝𝑘𝑅,1, 𝑓𝑖,1 = 𝑟𝑖 ⋅ 𝑃,𝑓𝑖,2 = 𝑟𝑖 ⋅ (𝑢𝑠𝑘𝑖,1 + 𝑢𝑠𝑘𝑖,2 + 𝑓𝑖,3)−1, and 𝑐𝑖 = 𝐻3(V𝑖,1,
V𝑖,2) ⊕ 𝑚𝑖, where V𝑖,2 = 𝑟𝑖(𝑢𝑝𝑘𝑅,2 + ℎ𝑅 ⋅ 𝑚𝑝𝑘) and𝑓𝑖,3 = 𝐻2(𝑓𝑖,1, ID𝑖, 𝑚𝑖) + 𝐻2(V𝑖,1, ID𝑅, 𝑚𝑖), where ℎ𝑅 =𝐻1(ID𝑅, 𝑢𝑝𝑘𝑅,1, 𝑢𝑝𝑘𝑅,2, 𝑚𝑝𝑘). After that, the user ID𝑖
sends the ciphertext 𝐶𝑖 = {𝑓𝑖,1, 𝑓𝑖,2, 𝑓𝑖,3, 𝑐𝑖} to the user
with identity ID𝑅.

(iv) CL-A-SC.Aggregate: upon receiving (𝐶𝑖)𝑖=1,...,𝑛, the
user with identity ID𝑅 calculates 𝐹𝑅,3 = ∑𝑛𝑖=1 𝑓𝑖,3.

(v) CL-A-SC.Aggregate-Verification: for 𝑖 ranges from
1 to 𝑛, the user with identity ID𝑅 calculatesℎ𝑖 = 𝐻1(ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘). After that, this user
checks if ∑𝑛𝑖=1 𝑢𝑝𝑘𝑖,1 + ∑𝑛𝑖=1 𝑢𝑝𝑘𝑖,2 + ∑𝑛𝑖=1 ℎ𝑖 ⋅ 𝑚𝑝𝑘 +𝐹𝑅,3 ⋅ 𝑃 = ∑𝑛𝑖=1 𝑓𝑖,1 ⋅ 𝑓−1𝑖,2 .

(vi) CL-A-SC.Designcryption: if the verification in the
Aggregate-Verification algorithm holds, the user
with identity ID𝑅 calculates V


𝑖,1 = 𝑢𝑠𝑘𝑅,1 ⋅ 𝑓𝑖,1, V𝑖,2 =𝑢𝑠𝑘𝑅,2 ⋅𝑓𝑖,1, and𝑚𝑖 = 𝐻3(V𝑖,1, V𝑖,2)⊕𝑐𝑖 for 𝑖 ranges from

1 to 𝑛.

4.2. The Data Aggregation Protocol. In this part, our data
aggregation protocol is proposed, which involves the CC,
RSU, and mobile sensors. The suggested protocol is com-
prised of four phases: system initialization, data generation
and transmission, aggregate verification, and data retrieval.

4.2.1. System Initialization. In this phase, CC performs
the CL-A-SC.Setup algorithm to initialize the system. The
system parameter 𝑝𝑎𝑟𝑎𝑚𝑠 = (𝑝, 𝑞, 𝑃,𝑚𝑝𝑘,𝐻1, 𝐻2, 𝐻3). After
that, the mobile sensors and the RSUs are allowed to register
to CC by performing the following steps:

(1) For 𝑖 ranges from 1 to 𝑛, each mobile sensor 𝑆𝑖
randomly chooses 𝑢𝑠𝑘𝑖,1 ∈𝑅𝑍∗𝑞 and calculates 𝑢𝑝𝑘𝑖,1 =𝑢𝑠𝑘𝑖,1 ⋅ 𝑃. After that, 𝑆𝑖 sends {ID𝑖, 𝑢𝑝𝑘𝑖,1} to CC.

(2) Upon receiving {ID𝑖, 𝑢𝑝𝑘𝑖,1} from 𝑆𝑖, CC randomly
chooses𝑦𝑖 ∈𝑅𝑍∗𝑞 and calculates 𝑢𝑝𝑘𝑖,2 = 𝑦𝑖 ⋅𝑃, 𝑢𝑠𝑘𝑖,2 =𝑦𝑖 + 𝐻1(ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘)𝑚𝑠𝑘. After that, CC
sends {𝑢𝑝𝑘𝑖,2, 𝑢𝑠𝑘𝑖,2} to 𝑆𝑖.

(3) Upon receiving {𝑢𝑝𝑘𝑖,2, 𝑢𝑠𝑘𝑖,2} from CC, 𝑆𝑖 checks if𝑢𝑝𝑘𝑖,2 + ℎ𝑖 ⋅ 𝑚𝑝𝑘 = 𝑢𝑠𝑘𝑖,2𝑃, where ℎ𝑖 = 𝐻1(ID𝑖,𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚p𝑘). If the verification holds, (𝑢𝑝𝑘𝑖,1,𝑢𝑝𝑘𝑖,2) and (𝑢𝑠𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2) are set to be the full public
key and full private key of 𝑆𝑖, respectively.

It is worth noting that the format of the road condition
report is defined by CC in this phase. Concretely, eachmobile
sensor 𝑆𝑖 is able to generate𝑚𝑖 = {𝑇𝑖,𝑗, 𝐿𝑗, Sig𝑖} when sensing
the road condition RC𝑗, where 𝑇𝑖,𝑗 is the time when 𝑆𝑖 sensed
RC𝑗, 𝐿𝑗 is the location where RC𝑗 occurred, and Sig𝑖 is the
action signal about RC𝑗. After that, 𝑆𝑖 generates signcryption
on𝑚𝑖 to construct the road condition report RCR𝑖,𝑗.

4.2.2. Data Generation and Transmission. In this phase, 𝑆𝑖 is
allowed to generate signcryption on 𝑚𝑖 to construct RCR𝑖,𝑗.
After that, RCR𝑖,𝑗 is sent to the nearest RSU. The identity of
this RSU is assumed to be ID𝑅. This phase consists of the
following steps:

(1) 𝑆𝑖 randomly chooses 𝑟𝑖 ∈𝑅𝑍∗𝑞 and calculates V𝑖,1 = 𝑟𝑖 ⋅𝑢𝑝𝑘𝑅,1,𝑓𝑖,1 = 𝑟𝑖 ⋅𝑃,𝑓𝑖,2 = 𝑟𝑖 ⋅(𝑢𝑠𝑘𝑖,1+𝑢𝑠𝑘𝑖,2+𝑓𝑖,3)−1, and𝑐𝑖 = 𝐻3(V𝑖,1, V𝑖,2)⊕𝑚𝑖, where V𝑖,2 = 𝑟𝑖(𝑢𝑝𝑘𝑅,2+ℎ𝑅⋅𝑚𝑝𝑘),𝑓𝑖,3 = 𝐻2(𝑓𝑖,1, ID𝑖, 𝑚𝑖) + 𝐻2(V𝑖,1, ID𝑅, 𝑚𝑖), and ℎ𝑅 =𝐻1(ID𝑅, 𝑢𝑝𝑘𝑅,1, 𝑢𝑝𝑘𝑅,2, 𝑚𝑝𝑘).
(2) 𝑆𝑖 sends RCR𝑖,𝑗 = {𝑓𝑖,1, 𝑓𝑖,2, 𝑓𝑖,3, 𝑐𝑖} to the RSU with

identity ID𝑅.

To protect private information of mobile sensors, the real
identity of each 𝑆𝑖 cannot be retrieved from RCR𝑖,𝑗. In this
way, the anonymity of mobile sensors is preserved.

4.2.3. Aggregate Verification. Upon receiving the reports(RCR𝑖,𝑗)𝑖=1,...,𝑛 from the sensors (𝑆𝑖)𝑖=1,...,𝑛 on a road condition
RC𝑗, the RSU is allowed to aggregate the ciphertexts and
then verify the authenticity of the aggregate data.The identity
of this RSU is assumed to be ID𝑅. The aggregation and
verification procedures are carried out by performing the
following steps:

(1) The RSU calculates 𝐹𝑅,3 = ∑𝑛𝑖=1 𝑓𝑖,3.
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(2) For 𝑖 ranges from 1 to 𝑛, the RSU calculates ℎ𝑖 =𝐻1(ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘). After that, this RSU
checks if∑𝑛𝑖=1 𝑢𝑝𝑘𝑖,1+∑𝑛𝑖=1 𝑢𝑝𝑘𝑖,2+∑𝑛𝑖=1 ℎ𝑖 ⋅𝑚𝑝𝑘+𝐹𝑅,3 ⋅𝑃 = ∑𝑛𝑖=1 𝑓𝑖,1 ⋅ 𝑓−1𝑖,2 .

If the equation holds, this RSU accepts the received
reports and executes the next phase. Otherwise, this RSU
aborts these reports.

4.2.4. Data Retrieval. If the verification in the previous phase
holds, the RSU retrieves (𝑚𝑖)𝑖=1,...,𝑛 as follows:

(1) For 𝑖 ranges from 1 to 𝑛, the RSU calculates V𝑖,1 =𝑢𝑠𝑘𝑅,1 ⋅ 𝑓𝑖,1 and V𝑖,2 = 𝑢𝑠𝑘𝑅,2 ⋅ 𝑓𝑖,1.
(2) This RSU calculates𝑚𝑖 = 𝐻3(V𝑖,1, V𝑖,2) ⊕ 𝑐𝑖 for 𝑖 ranges

from 1 to 𝑛.
5. Analysis and Comparison

The correctness and security properties of the proposed pro-
tocol are analyzed in this section. After that, the comparison
in terms of efficiency and security properties of the proposed
protocol and the related works is presented.

5.1. Correctness Analysis. The correctness of the decryption
procedure is presented as follows:

𝑚𝑖 = 𝐻3 (V𝑖,1, V𝑖,2) ⊕ 𝑐𝑖
= 𝐻3 (𝑢𝑠𝑘𝑅,1 ⋅ 𝑓𝑖,1, 𝑢𝑠𝑘𝑅,2 ⋅ 𝑓𝑖,1) ⊕ 𝑐𝑖
= 𝐻3 (𝑟𝑖 ⋅ 𝑢𝑝𝑘𝑅,1, 𝑟𝑖 (𝑦𝑅 + ℎ𝑅 ⋅ 𝑚𝑠𝑘) 𝑃) ⊕ 𝑐𝑖
= 𝐻3 (𝑟𝑖 ⋅ 𝑢𝑝𝑘𝑅,1, 𝑟𝑖 (𝑢𝑝𝑘𝑅,2 + ℎ𝑅𝑚𝑝𝑘)) ⊕ 𝑐𝑖
= 𝐻3 (V𝑖,1, V𝑖,2) ⊕ 𝑐𝑖 = 𝑚𝑖.

(2)

The correctness of the verification procedure is presented as
follows:

𝑛∑
𝑖=1

𝑢𝑝𝑘𝑖,1 + 𝑛∑
𝑖=1

𝑢𝑝𝑘𝑖,2 + 𝑛∑
𝑖=1

ℎ𝑖 ⋅ 𝑚𝑝𝑘 + 𝐹𝑅,3 ⋅ 𝑃
= 𝑛∑
𝑖=1

𝑢𝑠𝑘𝑖,1 ⋅ 𝑃 + 𝑛∑
𝑖=1

𝑢𝑠𝑘𝑖,2 ⋅ 𝑃 + 𝑛∑
𝑖=1

𝑓𝑖,3 ⋅ 𝑃
= 𝑛∑
𝑖=1

(𝑢𝑠𝑘𝑖,1 + 𝑢𝑠𝑘𝑖,2 + 𝑓𝑖,3) 𝑃
= 𝑛∑
𝑖=1

𝑟𝑖 (𝑢𝑠𝑘𝑖,1 + 𝑢𝑠𝑘𝑖,2 + 𝑓𝑖,3) 𝑃𝑟𝑖 = 𝑛∑
𝑖=1

𝑓𝑖,1𝑓𝑖,2 .

(3)

5.2. Security Proof. In this part, the security proof of the
proposed protocol is given under the random oracle model
[28].

Lemma 10. The proposed protocol is indistinguishable against
the chosen ciphertext attacks (Ind-CCA-II) of the Type I

adversary A1 in the random oracle model under the CDH

assumption.

Proof. See Appendix A.

Lemma 11. The proposed protocol is indistinguishable against
the chosen ciphertext attacks (Ind-CCA-II) of the Type II

adversary A2 in the random oracle model under the CDH

assumption.

Proof. The proof of this lemma is omitted since it follows the
proof of Lemma 10.

Theorem 12. The proposed protocol achieves IND-CCA secu-
rity under the CDH assumption.

Proof. Theorem 12 is derived directly from Lemmas 10 and
11.

Lemma 13. The proposed protocol is existentially unforgeable
against adaptive chosen-message attacks (EUF-CMA-II) of the
Type I adversary A1 in the random oracle model under the
ECDLP assumption.

Proof. See Appendix B.

Lemma 14. The proposed protocol is existentially unforgeable
against adaptive chosen-message attacks (EUF-CMA-II) of
the Type II adversaryA2 in the random oracle model under
the ECDLP assumption.

Proof. The proof of this lemma is omitted since it follows the
proof of Lemma 13.

Theorem15. Theproposed protocol achieves EUF-CMA secu-
rity under the ECDLP assumption.

Proof. Theorem 15 is derived directly from Lemmas 13 and
14.

5.3. Security Strength

(1) Data confidentiality and integrity: each 𝑐𝑖 is calculated
as 𝑐𝑖 = 𝐻3(V𝑖,1, V𝑖,2) ⊕ 𝑚𝑖, where V𝑖,1, V𝑖,2 can only be
recovered by the RSU. The confidentiality of the data
is proved in Theorem 12. Moreover, the RSU is able
to decrypt and verify the received data. Thus, the
integrity of the data is ensured.

(2) Mutual authentication: each mobile sensor 𝑆𝑖 authen-
ticates itself by sending RCR𝑖,𝑗 to the RSU. Only the
RSU which keeps the private key (𝑢𝑠𝑘𝑅,1, 𝑢𝑠𝑘𝑅,2) can
recover 𝑚𝑖. Besides, the RSU authenticates each sen-
sor by verifying the received data. The unforgeability
of the data is proved inTheorem 15.

(3) Anonymity: according to the specification of the pro-
posed protocol, the real identity of eachmobile sensor𝑆𝑖 cannot be retrieved from the ciphertext. Thus,
the proposed protocol achieves anonymity.

(4) Key escrow resilience: the proposed protocol is de-
signed under the certificateless cryptosystem. Specif-
ically, CC is only allowed to issue the partial private
key 𝑢𝑠𝑘𝑖,2 for each mobile sensor 𝑆𝑖. The adversary
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Table 1: Comparison of security properties.

Protocols DCI MA AN KER TAR
Basudan et al.’s protocol [20] ✓ – ✓ ✓ ✓
Xiong and Qin’s protocol [21] ✓ ✓ ✓ ✓ ✓
Our protocol ✓ ✓ ✓ ✓ ✓

is unable to obtain the full private key (𝑢𝑠𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2)
of 𝑆𝑖 even if CC is compromised. Thus, this protocol
achieves key escrow resilience.

5.4. Comparison. The comparison of the security proper-
ties is presented in Table 1, which includes data confiden-
tiality and integrity (DCI), mutual authentication (MA),
anonymity (AN), key escrow resilience (KER), and timing
attack resilience (TAR). The timing attack is considered as a
kind of side-channel attack [29]. In the execution of the cryp-
tographic protocols, variations of the executing timing can
leak some information if sensitive data is involved. By mea-
suring the time which the sensors take to perform the cryp-
tographic operations, the adversary is able to obtain some
secret parameters of the sensors. It is required to reduce the
computation overhead of the sensors. According to this
comparison, it can be concluded that the proposed protocol
is able to achieve all of the security goals, while Basudan et
al.’s [20] protocol fails to achieve mutual authentication.

The comparison of the communication overhead is pre-
sented in Figure 2. To get an intuitive comparison of the effi-
ciency, the practical performance of the protocols is presented
in Figures 3–5, respectively. To ensure the consistency, the 80-
bit security level (RSA-1024 bit, ECC-160 bit equivalent) is
adopted for both protocols. The implementation is based on
a common hardware platform with Intel Core i5-4460 CPU
at 3.2 GHz using the PBC library [30]. According to this
comparison, it can be concluded that the proposed protocol
outperforms the related works in terms of communication
and computation overhead.

6. Conclusion

The security and privacy concerns are essential and challeng-
ing issues in road surface condition monitoring system. In
this paper, the security flaw of a certificateless data aggrega-
tion protocol in [20] for monitoring system is pointed out.
After that, a light-weight and anonymous data aggregation
protocol is introduced, which is constructed by combining a
CL-A-SC scheme and the fog computing architecture. The
proposed protocol is proved secure under the random oracle
model and achieves desirable security properties including
data confidentiality, mutual authentication, anonymity and
key escrow resilience. Besides, an experimental simulation of
the proposed protocol and the protocol in [20] is presented.
According to the comparison results, the proposed protocol
is efficient and more practical for the road surface condition
monitoring system.

Basudan et al.’s protocol
Xiong and Qin’s protocol
Our proposed protocol
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Figure 2: Comparison of communication overhead.
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Figure 3: Computation overhead of Basudan et al.’s protocol.

Appendix

A. Proof of Lemma 10

Given an input ⟨𝑃, 𝑎𝑃, 𝑏𝑃⟩ ∈ G of the CDH assumption, the
task of the challenger C is to calculate 𝑎𝑏𝑃 ∈ G with the
support of Type I adversaryA1. AssumeA1 is able to break
the Ind-CCA-II security with the advantage 𝜖.
A.1. Setup. C randomly chooses 𝑏 ∈𝑅𝑍∗𝑞 and sets 𝑚𝑝𝑘 =𝑏𝑃 and the public parameters 𝑝𝑎𝑟𝑎𝑚𝑠 = {𝑝, 𝑞, 𝑃,𝑚𝑝𝑘,𝐻1,𝐻2, 𝐻3}, where𝐻1,𝐻2, and𝐻3 are considered to be random
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Figure 4: Computation overhead of the proposed protocol.
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Figure 5: Computation overhead of the Xiong and Qin’s protocol.

oracles. Let 𝑞𝐻1 denote the maximum number of queries on𝐻1.C randomly chooses 𝐼 ∈ [1, 𝑞𝐻1].
A.2. Training. C andA interactively play the game as follows:

(i) 𝐻1(ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘) query: an initially empty
list 𝐿1 associated with this query is maintained byC.
If there is a tuple ⟨ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘, ℎ1,𝑖⟩ in 𝐿1,
C returns ℎ1,𝑖 to A1 as the response of the input

(ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘). Otherwise, C randomly
chooses ℎ1,𝑖 ∈𝑅𝑍∗𝑞 and adds the tuple ⟨ID𝑖, 𝑢𝑝𝑘𝑖,1,𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘, ℎ1,𝑖⟩ into 𝐿1. After that, C returns ℎ1,𝑖 to
A1.

(ii) 𝐻2(𝑤𝑖, ID𝑖, 𝑚𝑖) query: let 𝑞𝐻2 denote the maximum
number of queries on 𝐻2. An initially empty list 𝐿2
associated with this query is maintained byC. If there
is a tuple ⟨𝑤𝑖, ID𝑖, 𝑚𝑖, ℎ2,𝑖⟩ in 𝐿2,C returns ℎ2,𝑖 toA1
as the response of the input (𝑤𝑖, ID𝑖, 𝑚𝑖). Otherwise,
C randomly chooses ℎ2,𝑖 ∈𝑅𝑍∗𝑞 and adds the tuple⟨𝑤𝑖, ID𝑖, 𝑚𝑖, ℎ2,𝑖⟩ into 𝐿2. After that, C returns ℎ2,𝑖 to
A1.

(iii) 𝐻3(V𝑖,1, V𝑖,2) query: let 𝑞𝐻3 denote the maximum
number of queries on 𝐻3. An initially empty list 𝐿3
associated with this query is maintained by C. If
there is a tuple ⟨V𝑖,1, V𝑖,2, ℎ3,𝑖⟩ in 𝐿3, C returns ℎ3,𝑖 to
A1 as the response of the input (V𝑖,1, V𝑖,2). Otherwise,
C randomly chooses ℎ3,𝑖 ∈𝑅𝑍∗𝑞 and adds the tuple⟨V𝑖,1, V𝑖,2, ℎ3,𝑖⟩ into 𝐿3. After that,C returns ℎ3,𝑖 toA1.

(iv) Secret-Value-Extraction(ID𝑖): let 𝑞𝑆 denote the max-
imum number of queries on this oracle. An ini-
tially empty list 𝐿𝑆 associated with this query is
maintained by C. Upon receiving this query on ID𝑖
such that ID𝑖 = ID𝐼, C aborts this simulation.
Otherwise, C performs as follows: If there is a tuple⟨ID𝑖, 𝑢𝑠𝑘𝑖,1, 𝑢𝑝𝑘𝑖,1⟩ in 𝐿𝑆,C returns 𝑢𝑠𝑘𝑖,1 toA1 as the
response of the input (ID𝑖). Otherwise, C randomly
chooses 𝑢𝑠𝑘𝑖,1 ∈𝑅𝑍∗𝑞 and calculates 𝑢𝑝𝑘𝑖,1 = 𝑢𝑠𝑘𝑖,1𝑃.
After that, C adds the tuple ⟨ID𝑖, 𝑢𝑠𝑘𝑖,1, 𝑢𝑝𝑘𝑖,1⟩ into𝐿𝑆 and returns 𝑢𝑠𝑘𝑖,1 toA1.

(v) Partial-Private-Key-Extraction(ID𝑖): an initially emp-
ty list 𝐿𝑃 associated with this query is maintained
by C. If ID𝑖 = ID𝐼, C randomly chooses 𝑦𝐼 ∈𝑅𝑍∗𝑞
and calculates 𝑢𝑝𝑘𝐼,2 = 𝑦𝐼𝑃. After that, C adds the
tuple ⟨ID𝐼, 𝑢𝑝𝑘𝐼,1, ⊥, 𝑢𝑝𝑘𝐼,2⟩ into 𝐿𝑃 and returns ⊥ to
A1 as the response of the input (ID𝑖). Otherwise,
C performs the following steps. If there is a tuple⟨ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2, 𝑢𝑝𝑘𝑖,2⟩ in 𝐿𝑃, C returns 𝑢𝑠𝑘𝑖,2 to
A1. Otherwise,C randomly chooses 𝑢𝑠𝑘𝑖,2, ℎ1,𝑖 ∈𝑅𝑍∗𝑞
and calculates 𝑢𝑝𝑘𝑖,2 = 𝑢𝑠𝑘𝑖,2𝑃−ℎ1,𝑖 ⋅ 𝑚𝑝𝑘. After that,
C adds the tuple ⟨ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2, 𝑢𝑝𝑘𝑖,2⟩ into 𝐿𝑃
and ⟨ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘, ℎ1,𝑖⟩ into 𝐿1 and returns𝑢𝑠𝑘𝑖,2 toA1.

(vi) Public-Key-Extraction(ID𝑖): if there is a tuple ⟨ID𝑖,𝑢𝑝𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2, 𝑢𝑝𝑘𝑖,2⟩ in 𝐿𝑃, C returns (𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2)
to A1 as the response of the input (ID𝑖).
Otherwise, C queries the Partial-Private-Key-
Extraction(ID𝑖, 𝑢𝑝𝑘𝑖,1) and returns (𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2) to
A1.

(vii) Public-Key-Replacement(ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2): if there
is a tuple ⟨ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2, 𝑢𝑝𝑘𝑖,2⟩ in 𝐿𝑃, C also
updates ⟨ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2, 𝑢𝑝𝑘𝑖,2⟩ into < ID𝑖, 𝑢𝑝𝑘𝑖,1,⊥, 𝑢𝑝𝑘𝑖,2 > in 𝐿𝑃.

(viii) Signcryption(𝑚𝑖, ID𝑖, ID𝑗): let 𝑞𝑆𝐶 denote the maxi-
mum number of queries on this oracle. ID𝑖, ID𝑗 are
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considered to be the identity of sender and receiver,
respectively. This query is executed as follows:

(1) If ID𝑖 ̸= ID𝐼 and ID𝑖 ̸= ID𝑗, the Signcryp-
tion algorithm is executed by C, who knows(𝑢𝑠𝑘𝑖,1, 𝑢𝑠𝑘𝑖,2).

(2) Else if ID𝑖 = ID𝐼 and ID𝑖 ̸= ID𝑗, C ran-
domly chooses 𝑓𝑖,2, 𝑓𝑖,3 ∈𝑅𝑍∗𝑞 , calculates 𝑓𝑖,1 =𝑓𝑖,2(𝑢𝑝𝑘𝑖,1 + 𝑢𝑝𝑘𝑖,2 + ℎ1,𝑖 ⋅ 𝑚𝑝𝑘 + 𝑓𝑖,3𝑃), and sets𝑓𝑖,3 = 𝐻2(𝑓𝑖,1, ID𝑖, 𝑚𝑖) + 𝐻2(𝑢𝑠𝑘𝑖,1𝑓𝑖,1, ID𝑗, 𝑚𝑖),
where ℎ1,𝑖 is obtained by either searching⟨ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘, ℎ1,𝑖⟩ in 𝐿1 or asking the𝐻1(ID𝑖, 𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘) query. Note that,
if such query has been responded with a
different value before, C aborts this simu-
lation. The tuples ⟨ID𝑗, 𝑢𝑠𝑘𝑗,1, 𝑢𝑝𝑘𝑗,1⟩ and ⟨ID𝑗,𝑢𝑝𝑘𝑗,1, 𝑢𝑠𝑘𝑗,2, 𝑢𝑝𝑘𝑗,2⟩ are outputted by searching𝐿𝑆 and 𝐿𝑃, respectively. C calculates V𝑖,1 =𝑢𝑠𝑘𝑗,1𝑓𝑖,1, V𝑖,2 = 𝑢𝑠𝑘𝑗,2𝑓𝑖,1 and searches⟨V𝑖,1, V𝑖,2, ℎ3,𝑖⟩ in 𝐿3. If there is no such tuple in𝐿3,C randomly chooses ℎ3,𝑖 ∈𝑅𝑍∗𝑞 and adds the
tuple ⟨V𝑖,1, V𝑖,2, ℎ3,𝑖⟩ into 𝐿3. After that, C cal-
culates 𝑚𝑖 = ℎ3,𝑖 ⊕ 𝑚𝑖 and returns 𝐶𝑖 = {𝑓𝑖,1,𝑓𝑖,2, 𝑓𝑖,3, 𝑚𝑖 } toA1.

(ix) Designcryption(𝐶𝑖, ID𝑖, ID𝑗): ID𝑖, ID𝑗 are considered
to be the identity of sender and receiver, respectively.
This query is executed as follows:

(1) If ID𝑗 ̸= ID𝐼 and ID𝑗 ̸= ID𝑖, the Designcryption

algorithm is executed byC, who knows (𝑢𝑠𝑘𝑗,1,𝑢𝑠𝑘𝑗,2).
(2) If ID𝑗 = ID𝐼 and ID𝑗 ̸= ID𝑖, C queries 𝐻1(ID𝑖,𝑢𝑝𝑘𝑖,1, 𝑢𝑝𝑘𝑖,2, 𝑚𝑝𝑘) and searches the tuple⟨V𝑖,1, V𝑖,2, ℎ3,𝑖⟩ in 𝐿3 such that 𝑚𝑖 = ℎ3,𝑖 ⊕ 𝑚𝑖 . C

checks if 𝐻2(𝑓𝑖,2(𝑢𝑝𝑘𝑖,1 + 𝑢𝑝𝑘𝑖,2 + ℎ1,𝑖 ⋅ 𝑚𝑝𝑘 +𝑓𝑖,3𝑃), ID𝑖, 𝑚𝑖) + 𝐻2(V𝑖,1, ID𝑗, 𝑚𝑖) = 𝑓𝑖,3. If
the verification holds, C returns 𝑚𝑖 to A1.
Otherwise,C aborts this simulation.

A.3. Challenge. Eventually, A1 sends 𝑆 = {(𝑚∗𝑖,0, 𝑚∗𝑖,1,
ID∗𝑖 )𝑖=1,...,𝑛, ID∗𝑗 } to C. It is required that there exists 𝑖 ∈{1, . . . , 𝑛} such that ID∗𝑖 = ID𝐼.Thus, the solution of the CDH

problem is calculated byC as follows:

(1) C randomly chooses 𝑑 ∈ {0, 1}. For 𝑖 ranges from 1
to 𝑛, C queries 𝐻1(ID∗𝑖 , 𝑢𝑝𝑘𝑖,1∗, 𝑢𝑝𝑘𝑖,2∗, 𝑚𝑝𝑘) to getℎ∗1,𝑖. After that, C randomly chooses 𝑓∗𝑖,2, 𝑓∗𝑖,3 ∈𝑅𝑍∗𝑞
and calculates ℎ∗1,𝑗 = 𝐻1(ID∗𝑗 , 𝑢𝑝𝑘𝑗,1∗, 𝑢𝑝𝑘𝑗,2∗, 𝑚𝑝𝑘),𝑓∗𝑖,1 = 𝑓∗𝑖,2(𝑢𝑝𝑘𝑖,1∗ + 𝑢𝑝𝑘𝑖,2∗ + ℎ∗1,𝑖 ⋅ 𝑚𝑝𝑘 + 𝑓∗𝑖,3𝑃),
where 𝑓∗𝑖,3 is defined as 𝑓∗𝑖,3 = 𝐻2(𝑓∗𝑖,1, ID∗𝑖 , 𝑚∗𝑖,𝑑) +𝐻2(𝑥∗𝑗𝑓∗𝑖,1, ID∗𝑗 , 𝑚∗𝑖,𝑑).C sets 𝑓∗𝑖,1 = 𝑎𝑃, 𝜂∗ = 𝑢𝑝𝑘𝑗,2∗ +ℎ∗1,𝑗 ⋅ 𝑚𝑝𝑘 and constructs 𝐶∗𝑖 = (𝑓∗𝑖,1, 𝑓∗𝑖,2, 𝑓∗𝑖,3, 𝑚∗𝑖,𝑑).

(2) C generates the aggregate signcryption 𝐶∗ on((𝑚∗𝑖,𝑑, ID∗𝑖 )𝑖=1,...,𝑛, ID∗𝑗 ) and then sends 𝐶∗ toA1.

A1 adaptively queries the same oracles as the Train-
ing phase. Note that, A1 is not allowed to query the
Designcryption oracle on 𝐶∗ with the receiver whose iden-

tity is ID𝐼.

A.4. Guess

A1 Returns 𝑑 toC. If 𝑑 = 𝑑,C calculates the solution of the
CDH instance as

𝑎𝑏𝑃 = V∗𝑖,2 − 𝑦∗𝑗 𝑓∗𝑖,1ℎ∗1,𝑗 = 𝑢𝑠𝑘𝑗,2∗𝑓∗𝑖,1 − 𝑦∗𝑗 𝑓∗𝑖,1ℎ∗1,𝑗
= 𝑎𝑃 (𝑢𝑠𝑘𝑗,2∗ − 𝑦∗𝑗 )ℎ∗1,𝑗 = 𝑎 ⋅ 𝑚𝑠𝑘 ⋅ ℎ∗1,𝑗𝑃ℎ∗1,𝑗
= 𝑎 ⋅ 𝑚𝑝𝑘 = 𝑎𝑏𝑃.

(A.1)

To solve the CDH problem, it is required that the follow-
ing events are executed successfully byC:

(i) Σ1: any of A1’s Secret-Value-Extraction query is not
aborted byC.

(ii) Σ2: any of A1’s Signcryption query is not aborted by
C.

(iii) Σ3: there exists 𝑖 ∈ {1, . . . , 𝑛} such that ID∗𝑖 = ID𝐼 in 𝑆.
(iv) Σ4: the 𝐶∗ returned byC is valid.

The probability that C solves the CDH problem is
denoted as 𝑃(Σ1Σ2Σ3Σ4), which is decomposed as

𝑃 (Σ1Σ2Σ3Σ4) = 𝑃 (Σ1) 𝑃 (Σ2 | Σ1) 𝑃 (Σ3 | Σ1Σ2)
⋅ 𝑃 (Σ4 | Σ1Σ2Σ3) . (A.2)

Claim A.1. The probability that any of A1’s Secret-Value-
Extraction query is not aborted byC is at least (1 − 1/𝑞𝐻1)𝑞𝑆 .
Thus, 𝑃(Σ1) ≥ (1 − 1/𝑞𝐻1)𝑞𝑆 .
Proof. Upon receiving a Secret-Value-Extraction query, C
aborts the simulation if the query is on ID𝑖 = ID𝐼.
Obviously, the probability that C does not abort a Secret-
Value-Extraction query is 1 − 1/𝑞𝐻1 . SinceA1 is able to ask at
most 𝑞𝑆 times of such queries, the probability of this event is
as least (1 − 1/𝑞𝐻1)𝑞𝑆 .
Claim A.2. The probability that any of A1’s Signcryption

query is not aborted byC is at least (1−(1/𝑞𝐻1)(1−1/𝑞𝐻1))𝑞𝑆𝐶 .
Thus, 𝑃(Σ2 | Σ1) ≥ (1 − (1/𝑞𝐻1)(1 − 1/𝑞𝐻1))𝑞𝑆𝐶 .
Proof. Upon receiving a Signcryption query, C aborts the
simulation if the included query on 𝐻1 oracle has been
responded with a different value before. Obviously, the
probability that C does not abort a Signcryption query is1−(1/𝑞𝐻1)(1−1/𝑞𝐻1). SinceA1 is able to ask at most 𝑞𝑆𝐶 such
queries, the probability of this event is as least (1−(1/𝑞𝐻1)(1−1/𝑞𝐻1))𝑞𝑆𝐶 .
ClaimA.3. Theprobability that there exists 𝑖 ∈ {1, . . . , 𝑛} such
that ID∗𝑖 = ID𝐼 in 𝑆 is at least 1/𝑞𝐻1 .
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Proof. If Σ1, Σ2 occur, C aborts the simulation unless there
exists ID∗𝑖 = ID𝐼 in 𝑆. Thus 𝑃(Σ3 | Σ1Σ2) ≥ 1/𝑞𝐻1 .
Claim A.4. The probability that the 𝐶∗ is valid is at least 𝜖.
Thus, 𝑃(Σ4 | Σ1Σ2Σ3) ≥ 𝜖.
Proof. Because A1 is able to break the Ind-CCA-II security
with the advantage 𝜖, A1 can check the validity of 𝐶∗ with
advantage 𝜖. Thus, the probability of this event is as least 𝜖.

In this way, the probability that C solves the CDH

problem is calculated as

𝜖 = 𝑃 (Σ1Σ2Σ3Σ4)
≥ (1 − 1𝑞𝐻1 )

𝑞𝑆 (1 − 1𝑞𝐻1 (1 −
1𝑞𝐻1 ))

𝑞𝑆𝐶 𝜖𝑞𝐻1 .
(A.3)

B. Proof of Lemma 13

Given an input ⟨𝑃, 𝑎𝑃⟩ ∈ G of the ECDLP assumption, the
task of the challenger C is to calculate 𝑎 with the support of
Type I adversary A1. Assume A1 is able to forge a valid
signcryption with advantage 𝜖.
B.1. Setup. C randomly chooses 𝑎 ∈𝑅𝑍∗𝑞 and calculates𝑚𝑝𝑘 = 𝑎𝑃. After that,C sets the public parameters𝑝𝑎𝑟𝑎𝑚𝑠 ={𝑝, 𝑞, 𝑃,𝑚𝑝𝑘,𝐻1, 𝐻2, 𝐻3} and sends 𝑝𝑎𝑟𝑎𝑚𝑠 to A1, where𝐻1,𝐻2, and𝐻3 are considered to be random oracles. Let 𝑞𝐻1
denote the maximum number of queries on𝐻1.C randomly
chooses 𝐼 ∈ [1, 𝑞𝐻1].
B.2. Training. In this phase,A1 queries the same oracles and
receives the same responses as the proof of Lemma 10.

B.3. Forgery. Eventually, A1 returns a forged aggregate
signcryption 𝜎∗(1) = {(𝑓∗(1)𝑖,1 , 𝑓∗(1)𝑖,2 , 𝑚∗(1)𝑖 )𝑖=1,...,𝑛, 𝐹∗(1)𝑗,3 } on𝑛 messages with 𝑛 mobile sensors, where 𝐹∗(1)𝑗,3 = ∑𝑛𝑖=1 𝑓∗(1)𝑖,3 .
Note that identities and public keys of the mobile sen-
sors form the lists 𝐿∗𝐼𝐷 = {ID∗1 , . . . , ID∗𝑛 }, 𝐿∗𝑃𝐾 ={(𝑢𝑝𝑘1,1∗, 𝑢𝑝𝑘1,2∗), . . . , (𝑢𝑝𝑘𝑛,1∗, 𝑢𝑝𝑘𝑛,2∗)}, respectively, and
the messages form the list 𝐿∗(1)𝑚 = {𝑚∗(1)1 , . . . , 𝑚∗(1)𝑛 }. It is
required that there exists 𝑖 ∈ {1, . . . , 𝑛} such that ID∗𝑖 = ID𝐼
and the oracle Signcryption(𝑚∗(1)𝑖 , ID∗𝑖 , ID∗𝑗 ) has not been
queried.Moreover, the forged aggregate signcryptionmust be
valid. Thus, the solution of the ECDLP problem is calculated
byC as follows:

(1) If these is a tuple ⟨V𝑖,1, V𝑖,2, ℎ3,𝑖⟩ in 𝐿3 such that𝑚∗(1)𝑖 =ℎ3,𝑖 ⊕ 𝑚∗(1)𝑖 , V𝑖,1 = 𝑢𝑠𝑘𝑗,1∗𝑓∗(1)𝑖,1 , V𝑖,2 = 𝑢𝑠𝑘𝑗,2∗𝑓∗(1)𝑖,1 ,C
retrieves𝑚∗(1)𝑖 . Otherwise,C aborts this game.

(2) If the verification holds in Aggregate-Verification
algorithmby inputting𝜎∗(1),C replays this gamewith
the same random tape with different choices of 𝐻1,𝐻2 oracles. Thus, another two forged aggregate
signcryption schemes {(𝑓∗(2)𝑖,1 , 𝑓∗(2)𝑖,2 , 𝑚∗(2)𝑖 )𝑖=1,...,𝑛, 𝐹∗(2)𝑗,3 }

and {(𝑓∗(3)𝑖,1 , 𝑓∗(3)𝑖,2 , 𝑚∗(3)𝑖 )𝑖=1,...,𝑛, 𝐹∗(3)𝑗,3 } are returned by
A1. The following equations hold if these signatures
are valid:

𝑓(𝑘)𝐼,2 (𝑢𝑝𝑘𝐼,1 + 𝑢𝑝𝑘𝐼,2 + ℎ(𝑘)1,𝐼 ⋅ 𝑚𝑝𝑘 + 𝑓(𝑘)𝐼,3 𝑃) = 𝑓(𝑘)𝐼,1 . (B.1)

In this equation, 𝑘 = 1, 2, 3. Because 𝑢𝑝𝑘𝐼,1 = 𝑢𝑠𝑘𝐼,1𝑃,𝑢𝑝𝑘𝐼,2 = 𝑦𝐼𝑃, 𝑚𝑝𝑘 = 𝑎𝑃, 𝑓(𝑘)𝐼,1 = 𝑟𝑃, (B.1) is denoted
as

𝑓(𝑘)𝐼,2 (𝑢s𝑘𝐼,1 + 𝑦𝐼 + ℎ(𝑘)1,𝐼𝑎 + 𝑓(𝑘)𝐼,3 ) = 𝑟, 𝑘 = 1, 2, 3. (B.2)

In (B.1) and (B.2), the values of 𝑢𝑠𝑘𝐼,1, 𝑟, and 𝑎 are
unknown to C. The value of 𝑢𝑠𝑘𝐼,1 is calculated as
follows:

𝑢𝑠𝑘𝐼,1 = (𝑓(1)𝐼,2 − 𝑓(2)𝐼,2 )−1 (𝑎 (ℎ(2)1,𝐼𝑓(2)𝐼,2 − ℎ(1)1,𝐼𝑓(1)𝐼,2 )
+ 𝑓(2)𝐼,2 𝑓(2)𝐼,3 − 𝑓(1)𝐼,2 𝑓(1)𝐼,3 − 𝑦𝐼 (𝑓(1)𝐼,2 − 𝑓(2)𝐼,2 )) .

(B.3)

Consequently, the value of 𝑎 is calculated as

𝑎 = (𝑓(3)𝐼,2 ℎ(3)1,𝐼 − 𝑓(2)𝐼,2 ℎ(2)1,𝐼)−1 (𝑢𝑠𝑘𝐼,1 + 𝑦𝐼) (𝑓(2)𝐼,2 − 𝑓(3)𝐼,2 )
+ 𝑓(2)𝐼,2 𝑓(2)𝐼,3 − 𝑓(3)𝐼,2 𝑓(3)𝐼,3 .

(B.4)

To solve the ECDLP problem, it is required that the
following events are executed successfully byC:

(i) Σ1: any of A1’s Secret-Value-Extraction query is not
aborted byC.

(ii) Σ2: any of A1’s Signcryption query is not aborted by
C.

(iii) Σ3: the forged aggregate signcryption generated byA1
is valid.

(iv) Σ4: if Σ3 occurs, there exists 𝑖 ∈ {1, . . . , 𝑛} such that
ID∗𝑖 = ID𝐼.

The probability that C solves the ECDLP problem is
denoted as 𝑃(Σ1Σ2Σ3Σ4), which is decomposed as

𝑃 (Σ1Σ2Σ3Σ4)
= 𝑃 (Σ1) 𝑃 (Σ2 | Σ1) 𝑃 (Σ3 | Σ1Σ2) 𝑃 (Σ4 | Σ1Σ2Σ3) . (B.5)

Here, 𝑃(Σ1)𝑃(Σ2 | Σ1) is calculated as the proof of Lemma 10.

Claim B.1. The probability that A1 generates a valid forged
aggregate signcryption is at least 𝜖. Thus, 𝑃(Σ3 | Σ1Σ2) ≥ 𝜖.
Proof. If A1’s Secret-Value-Extraction query and Signcryp-
tion query are not aborted by C, A1 is able to forge sign-
cryption with advantage 𝜖. Thus, the probability of this event
is as least 𝜖.
Claim B.2. The probability thatC does not abort the simula-
tion on receiving a valid forged signcryption is at least 1/𝑞𝐻1 .
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Proof. If Σ1, Σ2, and Σ3 occur,C aborts the simulation unless
A1 returns a forgery such that ID∗𝑖 = ID𝐼. Thus 𝑃(Σ4 |Σ1Σ2Σ3) ≥ 1/𝑞𝐻1 .

In this way, the probability that C solves the ECDLP

problem is calculated as

𝜖 = 𝑃 (Σ1Σ2Σ3Σ4)
≥ (1 − 1𝑞𝐻1 )

𝑞𝑆 (1 − 1𝑞𝐻1 (1 −
1𝑞𝐻1 ))

𝑞𝑆𝐶 𝜖𝑞𝐻1 .
(B.6)

Symbols

RCR𝑖,𝑗: The road condition report generated by 𝑆𝑖 on RE𝑗
RC𝑗: The 𝑗th road condition𝑆𝑖: The 𝑖th mobile sensor with identity ID𝑖𝑇𝑖,𝑗: The time when 𝑆𝑖 sensed RC𝑗𝐿𝑗: The location where RC𝑗 occurred
Sig𝑖: The action signal about RC𝑗𝑚𝑖: The realtime message generated by 𝑆𝑖 on RC𝑗.
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With the great development of network technology, the multiserver system gets widely used in providing various of services. And
the two-factor authentication protocols inmultiserver system attract more andmore attention. Recently, there are two new schemes
for multiserver environment which claimed to be secure against the known attacks. However, after a scrutinization of these two
schemes, we found that (1) their description of the adversary’s abilities is inaccurate; (2) their schemes suffer from many attacks.
Thus, firstly, we corrected their description on the adversary capacities to introduce a widely accepted adversary model and then
summarized fourteen security requirements of multiserver based on the works of pioneer contributors. Secondly, we revealed that
one of the two schemes fails to preserve forward secrecy and user anonymity and cannot resist stolen-verifier attack and off-line
dictionary attack and so forth and also demonstrated that another scheme fails to preserve forward secrecy and user anonymity and
is not secure to insider attack and off-line dictionary attack, and so forth. Finally, we designed an enhanced scheme to overcome
these identified weaknesses, proved its security via BAN logic and heuristic analysis, and then compared it with other relevant
schemes. The comparison results showed the superiority of our scheme.

1. Introduction

The development of network technology has greatly changed
the way people live and work. Internet brings our society
into an information age, and it has become an indispensable
element of people’s life. Nowadays, with the maturity and
rapid development of Internet technology, people’s schedule
was more convenient and efficient due to the increasing
online services. However, the openness and virtuality of
the Internet have resulted in the fact that the network
environment became untrusted which is accompanied by the
information security and privacy issues. In recent years, we
have heard too many events about user privacy information
being leaked; for example, in 2015, about 10G user data of
Ashley Madison (the world’s largest extramarital affairs web
site who offers dating services for married people) has been
exposed. In this event, many celebrities were exposed, and
the whole society was surrounded by fear; Anthem lost 80
million user datasets including user name, birthday, social
insurance code, phone number, email, and so on, which is

the largest medical institution user data exposed event in the
United States. For a more secure network environment, the
cryptographic approach is one of the key technologies, among
which a necessary part is to provide authentication and key
agreement for remote entities. And this mechanism is called
user authentication.

Usually, a well-defined authentication scheme should
promise that only the legitimate user can enjoy the service,
and the corresponding server is exactly real and legitimate.
At the beginning, the passwords, with its facility and acces-
sibility, have been used widely in authentication process.
While it has been found that the password-based single-
server authentication protocols always risk in stolen-verifier
attack, because the server has to maintain a password related
table. Thus, the smart card, as a second security factor, gets
widely used [1–5].

Furthermore, the increasing demands in network life
greatly prompted that service providers extend the traditional
single-server environment into a multiserver one to offer
more kinds of services and improve their quality of services.
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Then multiserver system comes into being. However, the
single-server-based authentication scheme is not suitable to
multiserver system anymore: the single-server-based scheme
asks a user to register on each server one by one, and so
the users have to remember many different identities and
passwords, which is bound to bring unnecessary trouble for
the users; in order to remember a mountain of identities and
passwords, a user is more likely to choose the same identity
and password; thus, the information disclosure emerged in
multiserver system.

To solve this problem, scholars put forward the multi-
server environment authentication mechanism whose goals
are that the user only needs to register to the registration
center, and then he/she can login to the corresponding
different application servers using the same account. This
ideal is also of high reference value to cloud computing,
Internet of things, car networking, and so forth. In 2001,
Li et al. [6] proposed a neural-networks-based scheme for
multisever system: its communication and computation costs
are very high and, furthermore, the users have to store large
amount of data. In 2003, Lin et al. [7] proposed a new scheme
with lower costs, which was pointed out to be inefficient by
Juang [8].Thus he recommended a symmetric-cryptography-
based protocol which resolved the problem of reregistration
with high computational efficiency. Unfortunately, Chang
and Lee [9] revealed that Juang’s scheme suffers from off-line
password guessing attack, and the users cannot change their
password; therefore, they proposed a new improved scheme.
In 2004, Tsaur et al. [10] demonstrated that Chang and Lee’s
scheme is vulnerable to insider attack and forgery attack, so
they designed a RSA-based scheme. Once again, their scheme
was noted to be subjected to impersonation attack [11].

Those schemes above have a common problem: the user
identity is static; thus they usually fail to achieve perfect user
anonymity. To remedy this problem, Liao and Wang [12]
in 2009 proposed a dynamic-identity-based protocol, while
later it was proved to be insecure to impersonation attack and
insider attack byHsiang and Shih [13]. Unfortunately, Sood et
al. [14] revealed that Hsiang and Shih’s scheme is not as secure
as they claimed.

1.1. Contributions. Recently, Li et al. [15] and Sood [16]
proposed a user authentication scheme in multiserver net-
works; they both claimed to be secure to various known
attacks. However, in 2016, Amin [17] demonstrated the two
schemes cannot resist off-line guessing attack, insider attack,
and so on, therefore providing a new enhanced protocol
overcoming those weaknesses. In the same year, Maitra et
al. [18] reexamined Leu and Hsieh’s scheme [19] and Li et
al.’s scheme [20] and found that their schemes were subject
to many security threats; thus they also put forward a new
scheme using symmetric cryptosystem and aiming to resist
various attacks with some desire attributes. Unfortunately,
according to our analysis, their schemes, once again, fail to be
a sound authentication protocol. To point out the common
issues in the user authentication scheme, we use these two
advanced and representative schemes as study case to show
the possible weakness in most schemes. Then, based on the
analysis, we propose an improved scheme trying to show a

possible way to overcome those weakness. In a word, our
contributions can be summarized as follows:

(1) We revealed the description of adversary’s abilities in
many schemes are inaccurate and thus redescribed a
widely accepted and practical adversary model.

(2) We summarized fourteen security requirements of
multiserver environment based on the works of pio-
neer contributors.

(3) We demonstrate that Maitra et al.’s scheme [18] fails
to preserve forward secrecy and user anonymity and
cannot resist stolen-verifier attack and off-line dic-
tionary attack and so on; Amin’s scheme [17] fails to
preserve forward secrecy and user anonymity and is
not secure to insider attack and off-line dictionary
attack and so on.

(4) We propose an enhanced scheme with user ano-
nymity and proved its security via BAN logic and
heuristic analysis and, furthermore, compared it with
other relevant schemes. The comparison result shows
that our scheme, though increasing the costs slightly,
achieves all the fourteen security requirements, so it
is more suitable to multiserver.

1.2. Construction of the Paper. In Section 2, we described the
preliminaries and then analyzed Maitra et al.’s scheme [18]
and Amin’s scheme [17] in Sections 3 and 4, respectively. And
we proposed a new scheme in Section 5, proved its security
in Section 6, and analyzed its performance in Section 7. The
conclusion was given in Section 8.

2. Preliminaries

For better understanding of the two-factor authentica-
tion scheme in multiserver environment, it is necessary
to describe the computational problems, communication
model, adversary model, and security requirements firstly.

2.1. Computational Problems

(1) Discrete logarithm problem: given (𝑔, 𝑔�훼 mod 𝑝), it is
hard to compute 𝛼 (𝛼 ∈ 𝑍∗

�푝) within the polynomial
time, where 𝑔 is the generator of cyclic group 𝑍∗

�푝.
(2) Computational Diffie-Hellman problem: given

(𝑔�훽, 𝑔�훼 mod 𝑝), it is hard to compute 𝑔�훼�훽 within the
polynomial time, where 𝛼, 𝛽 ∈ 𝑍∗

�푝.

2.2. Communication Model. A multiserver environment
(shown in Figure 2) refers to the fact that a service provider
can offer a variety of services for the users, for example,
Google, who not only provides mail service but also provides
news, video, and other services. To a user, he/she only
needs to have one account of Google and then can enjoy
all the services provided by it. And the way to implement
this function is what we know as the user authentication
protocol in a multiserver environment. Usually, people may
bemore familiar with distributed systems (shown in Figure 1)
where each service corresponds to a server, and it only
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Figure 1: The architecture of the distributed system.

Table 1: Notations and abbreviations

Symbol Description
𝑈�푖 𝑖th user𝑆�푗 𝑗th remote server
𝑅𝐶 The register center
A The adversary𝑥 The secret key of 𝑆𝐼𝐷�푖 Identity of 𝑈�푖𝑃𝑊�푖 Password of 𝑈�푖𝑆𝐼𝐷�푗 Identity of 𝑆�푗𝑆𝑘𝑒𝑦�푗 The shared secret key between 𝑅𝐶 and 𝑆�푗⊕ Bitwise XOR operation‖ Concatenation operationℎ(⋅) One-way hash function→ A common channel⇒ A secure channel

involves two participants: a set of users and a single server.
However, typically, a two-factor authentication protocol in
multiserver environment involves three participants: a set of
users, a set of servers, and a register center. Among these
participants, only the register center is trusted; it may store
some sensitive information in the database. Furthermore,
the authentication process usually consists of four basic
phases: registration, login, authentication, and password
change phase.The registration phase includes two parts: user
registration phase, where a user submits his/her personal
information, and then the register center issues the user a
smart card containing security messages; server registration
phase, where the servers send their identities to the register
center to get a secret key. In login phase, the user selects
a server to offer service and sends a login request to the
server. Then in authentication phase, the user and the server
need to verify the legitimacy of each other. Furthermore,
according to whether the registration center is involved in
the authentication process, the multiserver authentication
protocols can be divided into two categories: the registration
center involved one; the registration center did not involve
one. Among the four phases, only the registration phase
is carried out via a secure channel and the others are all
conducted via an insecure channel. And the notations used
in the protocols are shown in Table 1.

2.3. Adversary Model. In fact, both Amin [17] and Maitra
et al. [18] described the capacities of the adversaries inaccu-
rately. In their adversary model, there are three obvious flaws
which are overlooked but critical in authentication protocol.

The first one is about “whether an adversary can exhaust
the password space and identity space to conduct off-line
dictionary attack simultaneously?”. Many schemes [17, 18, 20,
21] think that A can exhaust either the password space or
the identity space, but not simultaneously. While it is really
not practical, Wang et al. [22] for the first time revealed that
user-chosen passwords follow the Zipf-like distribution, a
distribution far fromuniform.This indicates that user-chosen
passwords are prone to static guessing attacks. Furthermore,
in [23] Section 4.2, we can see that even the adversary guesses
the password and identity simultaneously and the whole
attack can be finished within limited time. Therefore, the
adversary can exhaust the password and identity space simul-
taneously, and many scholars follow this principle [2, 24–27].

The second one is about “whether an adversary can easily
get a user’s identity once owning the user’s smart card?”; the
answer is also positive. As Wang et al. [28] explained, on the
one hand, the identity usually is a static short string with
limited space. And the same user is accustomed to using the
same identity even for different service providers. So it is of
high possibility that an adversary learns the identity from
other common service providers; on the other hand, the users
do not regard identity as a secret parameter, and, for easy
remembrance, they will even write the identity on the card
directly. Sowhen cryptanalyzing a scheme, it ismore practical
to assume that the identity is an open parameter.

The third one is about “whether an adversary can get the
long term secret key?”. Maitra et al.’s work [18] just ignored
this problem and supposed that the adversary can never
learn about the long term secret key; as, for Amin’s work,
he assumed that a valid user can always know the secret
information and may provide it to the adversary, while, in
fact, these two statements are both not accurate enough. A
widely accepted assumption is that an adversary can know
the long term secret key only when evaluating the forward
secrecy [28–32].

Besides, it is widely accepted that an adversary has the full
control of the channel; that is,A can intercept, delete, modify,
resend, and reroute the messages in an open channel [33–35].
Furthermore, A may also learn users’ passwords via a mali-
cious terminal or extract the parameters from the smart card
by side-channel attack, but cannot achieve both [2, 27, 36].
We summarize the capacities of the adversaryA in Table 2.

2.4. Security Requirements. According to the user authen-
tication protocols in multiserver environment [34, 37, 38]
and some works on analysis of security requirements in user
authentication scheme [2, 4, 28], we describe the security
requirements in a two-factor authentication scheme of mul-
tiserver in Table 3.

3. Review of the Scheme of Maitra et al.

In 2016, Maitra et al. [18] criticized two recent proto-
cols, namely, Leu and Hsieh’s scheme [19] and Li et al.’s



4 Security and Communication Networks

Video server

Game server

Mail server

UserUser

Register
center

Register

The red line describes one possible
communication flaw among a legitimate
user, register center, and video server.

The blue line describes the register phase.

Register

Internet

4
1

23

Figure 2: The architecture of the multiserver system.

Table 2: The capacities of the adversary.

(1) A can intercept, modify, delete, and resend the messages
between the users and the servers over the open channel.

(2) A can enumerate all the items in the password space and
identity space simultaneously.

(3) When cryptanalyzing a scheme,A can know the identity
of 𝑈�푖.(4) A knows the identity of 𝑆�푗.

(5) A can learn the password of 𝑈�푖 by a malicious card reader,
or extract the parameters from the smart, but cannot
achieve both.

(6) When evaluating forward secrecy,A knows the long term
secret key of the register center.

scheme [20], and pointed out that the two schemes are
vulnerable to various attacks, such as forgery attack, and
password guessing attack; therefore, they designed a new
enhanced scheme being confident to resist a variety of
known attacks and with some attractive attributes such as
freely changing password and identity. However, when we
reexamined their scheme, we found some serious security
threats of the scheme and revealed that the scheme is not
secure against verifier-stolen attack and off-line password
guessing attack and also fails to provide forward secrecy and
user anonymity.

3.1. The Scheme of Maitra et al. In this section, we review
Maitra et al.’s scheme [18] briefly, and as password change
phase and identity change phase have little relevance to our
work, we omit them.

3.1.1. Initialization Phase. 𝑅𝐶 selects a secret long key 𝑥 and
a symmetric key encryption/decryption Enc/Dec algorithm
(AES); then there is a hash function ℎ(∗): {0, 1}∗ → {0, 1}�푛.

3.1.2. Server Registration Phase

Step 1. 𝑆�푗 ⇒ 𝑅𝐶: {𝑆𝐼𝐷�푗}.
Step 2.𝑅𝐶 ⇒ 𝑆�푗: {𝑆𝑘𝑒𝑦�푗, 𝑆𝐼𝐷�푗}.𝑅𝐶 first checks the availability
of 𝑆𝐼𝐷�푗, then calculates 𝑆𝑘𝑒𝑦�푗 = ℎ(𝑆𝐼𝐷�푗 ‖ 𝑥), and adds{𝑆𝐼𝐷�푗, 𝑘𝑒𝑦�푠𝑗} into the 𝑆𝑒𝑟V𝑒𝑟-𝑙𝑖𝑠𝑡, where 𝑘𝑒𝑦�푠𝑗 = 𝑆𝑘𝑒𝑦�푗 ⊕ 𝑥,
finally sends {𝑆𝑘𝑒𝑦�푗, 𝑆𝐼𝐷�푗} to 𝑆�푗; otherwise, 𝑅𝐶 rejects the
server 𝑆�푗’s request.
Step 3. 𝑆�푗 stores 𝑆𝑘𝑒𝑦�푗.
3.1.3. User Registration Phase

Step 1. 𝑈�푖 ⇒ 𝑅𝐶: {𝐷𝐼𝐷�푖, 𝑃𝑊𝑅�푖}. 𝑈�푖 selects 𝑃𝑊�푖, 𝐼𝐷�푖, and a
random number 𝑏�푖, computes 𝐷𝐼𝐷�푖 = ℎ(𝐼𝐷�푖 ‖ 𝑏�푖), 𝑃𝑊𝑅�푖 =ℎ(𝑃𝑊�푖 ‖ 𝑏�푖), and then sends {𝐷𝐼𝐷�푖, 𝑃𝑊𝑅�푖} to 𝑅𝐶.
Step 2. 𝑅𝐶 ⇒ 𝑈�푖: a smart card with {𝐶�푖, 𝐷�푖, 𝐸�푖}. 𝑅𝐶 tests𝐷𝐼𝐷�푖

by the𝑈𝑠𝑒𝑟-𝑙𝑖𝑠𝑡, chooses a randomnumber𝑦�푖, calculates𝐶�푖 =ℎ(𝑥 ‖ 𝑦�푖) ⊕ 𝐷𝐼𝐷�푖 ⊕ 𝑃𝑊𝑅�푖, 𝐸�푖 = ℎ(ℎ(𝑥 ‖ 𝑦�푖) ‖ 𝐷𝐼𝐷�푖 ‖ 𝑃𝑊𝑅�푖),
and 𝐷�푖 = 𝐸𝑛𝑐�푥[𝐷𝐼𝐷�푖 ‖ 𝑃𝑊𝑅�푖], then stores 𝐷𝐼𝐷�푖 into the𝑈𝑠𝑒𝑟-𝑙𝑖𝑠𝑡, and issues 𝑈�푖 a smart card with {𝐶�푖, 𝐷�푖, 𝐸�푖}.
Step 3. 𝑈�푖 computes �̃��푖 = 𝑏�푖 ⊕ ℎ(𝐼𝐷�푖 ‖ 𝑃𝑊�푖) and stores it.

3.1.4. Login and Authentication Phase

Step 1. 𝑈�푖 → 𝑆�푗: 𝐿𝑜𝑔𝑖𝑛�푈𝑖 . 𝑈�푖 inputs 𝐼𝐷�푖 and 𝑃𝑊�푖. The card
computes 𝑏�耠�푖 = �̃��푖 ⊕ ℎ(𝐼𝐷�푖 ‖ 𝑃𝑊�푖), 𝐷𝐼𝐷�耠

�푖 = ℎ(𝐼𝐷�푖 ⊕ 𝑏�耠�푖 ),𝑃𝑊𝑅�耠�푖 = ℎ(𝑃𝑊�푖 ‖ 𝑏�耠�푖 ), [ℎ(𝑥 ‖ 𝑦�푖)]�耠 = 𝐶�푖 ⊕ 𝐷𝐼𝐷�耠
�푖 ⊕ 𝑃𝑊𝑅�耠�푖 ,

and 𝐸�耠�푖 = ℎ([ℎ(𝑥 ‖ 𝑦�푖)]�耠 ‖ 𝐷𝐼𝐷�耠
�푖 ‖ 𝑃𝑊𝑅�耠�푖 ). If 𝐸�耠�푖 ̸= 𝐸�푖, end

the session. Otherwise, the card chooses a random number 𝑟�푖
and timestamp𝑇1�푖 , computes𝐺�푖 = 𝑟�푖⊕ℎ(𝐷𝐼𝐷�耠

�푖 ‖ 𝑃𝑊𝑅�耠�푖 ‖ 𝑇1�푖 ),𝐹�푖�푗 = ℎ(𝐷𝐼𝐷�耠
�푖 ‖ 𝑃𝑊𝑅�耠�푖 ‖ 𝑟�푖 ‖ 𝑇1�푖 ‖ 𝑆𝐼𝐷�푗), and sends

𝐿𝑜𝑔𝑖𝑛�푈𝑖 = {𝐺�푖, 𝐹�푖�푗, 𝐷�푖, 𝐹�푖, 𝑆𝐼𝐷�푗, 𝑇1�푖 } to 𝑆�푗.
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Table 3: Security requirements.

S1: mutual authentication 𝑅𝐶, 𝑆�푗 and 𝑈�푖 should authenticate each other to ensure their eligibility.

S2: user anonymity A can neither compute the identity of 𝑈�푖 nor link the message flows to 𝑈�푖.

S3: key agreement 𝑆�푗 and 𝑈�푖 should share a session key for further communication.

S4: forward secrecy Even gets the long term secret key 𝑥,A still cannot compute the session key.

S5: password friendly The user 𝑈�푖 can select and change his password locally.

S6: sound repairability 𝑈�푖 can revoke the breached smart card and re-register with the same identity.

S7: no stolen-verifier attack Even 𝑅𝐶 stores a verifier table,A gains no benefits from it.

S8: no insider attack The participants with the message their know cannot conduct an attack.

S9: no dictionary attack With all the abilities in Table 2,A still cannot guess the 𝐼𝐷�푖 and 𝑃𝑊�푖.

S10: no replay attack A cannot replay the eavesdropped messages to conduct an attack.

S11: no parallel session attack Amay construct multi-session simultaneously, butA gains no benefits from it.

S12: no desynchronization attack On the one hand, the scheme should not suffer from desynchronization attack
On the other hand, it needs not to synchronize the clock.

S13: no impersonation attack
A cannot impersonate the user or any other participants. It needs to note that (1)A here cannot
breach the smart card, while in dictionary attackA has that capability; (2)A can be a legitimate
user or server.

S14: no known key attack Knowing the current session keys,A cannot compute other session key in the future or in the past.

Step 2. 𝑆�푗 → 𝑅𝐶: 𝐿𝑜𝑔𝑖𝑛�푆𝑗 . 𝑆�푗 first checks 𝑆𝐼𝐷�푗 and the
freshness of 𝑇1�푖 , then computes 𝐻�푗�푖 = 𝐸𝑛𝑐�푆�푘�푒�푦𝑗[𝑟�푗 ‖ 𝐿𝑜𝑔𝑖𝑛�푈𝑖 ‖𝑇1�푗 ‖ 𝑆𝐼𝐷�푗], and sends 𝐿𝑜𝑔𝑖𝑛�푆𝑗 = {𝐻�푗�푖, 𝑆𝐼𝐷�푗, 𝑇1�푗 } to 𝑅𝐶.
Step 3. 𝑅𝐶 → 𝑆�푗: {𝑅�푟�푐𝑖𝑗}. R𝐶 first tests 𝑇1�푗 and 𝑆𝐼𝐷�푗, catches
corresponding 𝑆𝑘𝑒𝑦�푗 (𝑆𝑘𝑒𝑦�푗 = 𝑘𝑒𝑦�푆𝑗 ⊕𝑥) from the 𝑆𝑒𝑟V𝑒𝑟-𝑙𝑖𝑠𝑡,
decrypts𝐻�푗�푖 with 𝑆𝑘𝑒𝑦�푗, and then checks 𝑇1�푗 ?= 𝑇1�푗 ∗ and 𝑆𝐼𝐷�푗

?= 𝑆𝐼𝐷∗
�푗 ?= 𝑆𝐼𝐷∗∗

�푗 . If one of the equations does not hold, end
the session. Otherwise, 𝑅𝐶 computes (𝐷𝐼𝐷∗

�푖 ‖ 𝑃𝑊𝑅∗�푖 ) =𝐷𝑒𝑐�푥[𝐷∗
�푖 ], 𝑟�푖 = 𝐺∗

�푖 ⊕ ℎ(𝐷𝐼𝐷∗
�푖 ‖ 𝑃𝑊𝑅∗�푖 ‖ 𝑇1�푖 ∗) and comparesℎ(𝐷𝐼𝐷∗

�푖 ‖ 𝑃𝑊𝑅∗�푖 ‖ 𝑇1�푖 ∗ ‖ 𝑆𝐼𝐷�푗)with𝐹∗�푖�푗 . If they are not equal,
end the session. Otherwise 𝑅𝐶 computes 𝑃�푟�푐𝑖𝑗 = ℎ(𝑥 ‖ 𝑟�푟�푐 ‖𝑟�푗 ‖ 𝑟�푖), 𝐾�푟�푐𝑖𝑗

= ℎ(𝐷𝐼𝐷�푖 ‖ 𝑟�푖 ‖ 𝑃𝑊𝑅�푖) ⊕ 𝑃�푟�푐𝑖𝑗 , 𝐿�푟�푐𝑖𝑗 = 𝑃�푟�푐𝑖𝑗 ⊕ 𝑟�푗,𝑁�푟�푐𝑖𝑗
= ℎ(𝑟�푗 ‖ 𝑆𝐼𝐷�푗 ‖ 𝑃�푟�푐𝑖𝑗), 𝑅�푟�푐𝑖𝑗 = 𝐸𝑛𝑐�푆�푘�푒�푦𝑗[𝐾�푟�푐𝑖𝑗

‖ 𝐿�푟�푐𝑖𝑗 ‖𝑁�푟�푐𝑖𝑗
‖ 𝑇�푟�푐] and finally answers 𝑆�푗 with {𝑅�푟�푐𝑖𝑗}.

Step 4. 𝑆�푗 → 𝑈�푖: {𝑄�푗�푖,𝑊�푗�푖, 𝐾�푟�푐𝑖𝑗
†, 𝑇2�푗 }. 𝑆�푗 computes (𝐾†

�푟�푐𝑖𝑗
‖

𝐿†�푟�푐𝑖𝑗 ‖ 𝑁†
�푟�푐𝑖𝑗

‖ 𝑇†�푟�푐) = 𝐷𝑒𝑐�푆�푘�푒�푦𝑗[𝑅�푟�푐𝑖𝑗], checks 𝑇†�푟�푐, then computes
𝑃†�푟�푐𝑖𝑗 = 𝐿†�푟�푐𝑖𝑗 ⊕ 𝑟�푗. If ℎ(𝑟�푗 ‖ 𝑆𝐼𝐷�푗 ‖ 𝑃†�푟�푐𝑖𝑗) == 𝑁†

�푟�푐𝑖𝑗
, 𝑆�푗 computes

[ℎ(𝐷𝐼𝐷�푖 ‖ 𝑟�푖 ‖ 𝑃𝑊𝑅�푖)]† = 𝑃†�푟�푐𝑖𝑗 ⊕ 𝐾†
�푟�푐𝑖𝑗
, 𝑊�푗�푖 = 𝑛�푗 ⊕ [ℎ(𝐷𝐼𝐷�푖 ‖

𝑟�푖 ‖ 𝑃𝑊𝑅�푖)]†, 𝑄�푗�푖 = ℎ([ℎ(𝐷𝐼𝐷�푖 ‖ 𝑟�푖 ‖ 𝑃𝑊𝑅�푖)]† ‖ 𝑛�푗 ‖
𝑇2�푗 ), where 𝑛�푗 is a random number, and then sends 𝑈�푖 with{𝑄�푗�푖,𝑊�푗�푖, 𝐾�푟�푐𝑖𝑗

†, 𝑇2�푗 }. Otherwise, exit.

Step 5. 𝑈�푖 → 𝑆�푗: {𝑉�푖, 𝑇2�푖 }. The smart card first tests 𝑇2�푗 and
then computes 𝑛�耠�푗 = 𝑊�푗�푖 ⊕ ℎ(𝐷𝐼𝐷�푖 ‖ 𝑟�푖 ‖ 𝑃𝑊𝑅�푖), 𝑄�耠

�푗�푖 =
ℎ(ℎ(𝐷𝐼𝐷�푖 ‖ 𝑟�푖 ‖ 𝑃𝑊𝑅�푖) ‖ 𝑛�耠�푗 ‖ 𝑇2�푗 ). If 𝑄�耠

�푗�푖 == 𝑄�푗�푖, the smart
card computes 𝑃�耠�푟�푐𝑖𝑗 = 𝐾†

�푟�푐𝑖𝑗
⊕ℎ(𝐷𝐼𝐷�푖 ‖ 𝑟�푖 ‖ 𝑃𝑊𝑅�푖), the session

key 𝑆𝐾�푖 = ℎ(𝑃�耠�푟�푐𝑖𝑗 ‖ 𝑛�耠�푗), 𝑉�푖 = ℎ(𝑆𝐾�푖 ‖ 𝑇2�푖 ) and sends {𝑉�푖, 𝑇2�푖 } to𝑆�푗. Otherwise, end.

Step 6. After checking the freshness of 𝑇2�푖 , 𝑆�푗 computes 𝑆𝐾�푗 =
ℎ(𝑃†�푟�푐𝑖𝑗 ‖ 𝑛�푗);𝑉�耠

�푖 = ℎ(𝑆𝐾�푗 ‖ 𝑇2�푖 ), compares𝑉�耠
�푖 with the received𝑉�푖. If they are equal, the authentication is finished success-

fully; both 𝑈�푖 and 𝑆�푗 accept the session key 𝑆𝐾�푖 (= 𝑆𝐾�푗).
3.2. Cryptanalysis ofMaitra et al.’s Scheme. It has to admit that
Maitra et al.’s scheme has many attractive advantages, such as
providing password and identity change phase. Furthermore,
the way to protect the real identity and password is somewhat
illuminating. While it is regrettable that this scheme is still
not secure against various attacks, including stolen-verifier
attack, off-line password guessing attack, and no forward
secrecy and user anonymity.

3.2.1. Off-Line Dictionary Attack. In Section 2.3, we explain
that A can guess the identity and password simultaneously
and also can learn the identity. No matter whetherA knows
about the identity, he/she can carry out the off-line dictionary
attack. Here, we take A not knowing the identity as an
example. Suppose A steals 𝑈�푖’s smart card and extracts{𝐶�푖, 𝐸�푖, �̃��푖} from the smart card; then he can perform off-line
dictionary attack as the following steps.

Step 1. Guess the value of 𝑃𝑊�푖 to be 𝑃W∗
�푖 from the password

dictionary space D�푝�푤, the value of 𝐼𝐷�푖 to be 𝐼𝐷∗
�푖 from the

identity dictionary spaceD�푖�푑.

Step 2. Compute 𝑏�耠�푖 = �̃��푖 ⊕ ℎ(𝐼𝐷∗
�푖 ‖ 𝑃𝑊∗

�푖 ).
Step 3. Compute 𝐷𝐼𝐷�耠

�푖 = ℎ(𝐼𝐷∗
�푖 ⊕ 𝑏�耠�푖 ).
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Step 4. Compute 𝑃𝑊𝑅�耠�푖 = ℎ(𝑃𝑊∗
�푖 ‖ 𝑏�耠�푖 ).

Step 5. Compute [ℎ(𝑥 ‖ 𝑦�푖)]�耠 = 𝐶�푖 ⊕ 𝐷𝐼𝐷�耠
�푖 ⊕ 𝑃𝑊𝑅�耠�푖 .

Step 6. Compute 𝐸�耠�푖 = ℎ([ℎ(𝑥 ‖ 𝑦�푖)]�耠 ‖ 𝐷𝐼𝐷�耠
�푖 ‖ 𝑃𝑊𝑅�耠�푖 ).

Step 7. Verify the correctness of 𝑃𝑊�푖 and 𝐼𝐷�푖 by checking if𝐸�耠�푖 =?𝐸�푖.
Step 8. Repeat Steps 1∼6 until the correct value of𝑃𝑊�푖 and 𝐼𝐷�푖

are found.

With 𝑃𝑊�푖 and 𝐼𝐷�푖, the adversaryA can impersonate the
user 𝑈�푖 to enjoy the service.

The time complexity of the above attack is O(|D�푝�푤| ∗|D�푖�푑| ∗ 4𝑇�퐻), where 𝑇�퐻 is the running time for hash compu-
tation; |D�푝�푤| and |D�푖�푑| denote the number of passwords in
D�푝�푤 and the number of identities inD�푖�푑, respectively. |D�푝�푤|
is very limited due to the Zipf ’s law in passwords [22]; |D�푖�푑|
is also very limited as generally |D�푖�푑| < |D�푝�푤|. So the attack
can be finished in the polynomial time.

3.2.2. Forward Secrecy. Suppose an adversary A somehow
learns the long term secret key 𝑥 and eavesdrops the message
in the open channel to get 𝐻�푗�푖, 𝑅�푟�푐𝑖𝑗 , 𝑊�푗i; then he/she can
compute the session key between 𝑆�푗 and 𝑈�푖 as follows.

Step 1. Compute 𝑆�푗’s secret key 𝑆𝑘𝑒𝑦�푗 = ℎ(𝑆𝐼𝐷�푗 ‖ 𝑥), where𝑆𝐼𝐷�푗 is an open parameter.

Step 2. Decrypt 𝐻�푗�푖 with 𝑆𝑘𝑒𝑦�푗, and get 𝑟�푗, 𝐿𝑜𝑔𝑖𝑛�푈𝑖 , where𝐿𝑜𝑔𝑖𝑛�푈𝑖 = {𝐺�푖, 𝐹�푖�푗, 𝐷�푖, 𝐹�푖, 𝑆𝐼𝐷�푗, 𝑇1�푖 } and 𝐻�푗�푖 is from the open
channel.

Step 3. Decrypt 𝐷�푖 with 𝑥 to get 𝐷𝐼𝐷�푖 and 𝑃𝑊𝑅�푖, where 𝐷�푖 is
from the open channel.

Step 4. Decrypt 𝑅�푟�푐𝑖𝑗 with 𝑆𝑘𝑒𝑦�푗 to get 𝐿�푟�푐𝑖𝑗 , where 𝑅�푟�푐𝑖𝑗 is from
the open channel.

Step 5. Compute 𝑃�푟�푐𝑖𝑗 = 𝐿�푟�푐𝑖𝑗 ⊕ 𝑟�푗.
Step 6. Compute 𝑛�푗 = 𝑊�푗�푖 ⊕ ℎ(𝐷𝐼𝐷�푖 ‖ 𝑟�푖 ‖ 𝑃𝑊𝑅�푖), where 𝑊�푗�푖

is from the open channel.

Step 7. Compute the session key 𝑆𝐾�푖 = ℎ(𝑃�푟�푐𝑖𝑗 ‖ 𝑛�푗).
The time complexity of the above attack is O(3𝑇�퐻 +3𝑇�푆), where 𝑇�푆 is the running time of symmetric encryption

operation. According to the TABLE VI. in [2], the attack
can be finished within seconds. So the above attack can be
completed in the polynomial time.

3.2.3. Verifier-Stolen Attack. As we mentioned before, only
the register center is trusted, the user and the server are both
likely to be an adversary A to conduct an attack. Consider
such a condition where the legitimate server 𝑆�푗 somehow gets
the verifier table in the database of register center. Then this

adversary A can also compute 𝑥 and, furthermore, damage
the whole system as follows.

Step 1. Compute 𝑥 = 𝑘𝑒𝑦�푠𝑗 ⊕𝑆𝑘𝑒𝑦�푗, where 𝑘𝑒𝑦�푆𝑗 is from the list{𝑆𝐼𝐷�푗, 𝑘𝑒𝑦�푗} of the verifier table.
Step 2. Compute any other server 𝑆�푘’s private secret key𝑆𝑘𝑒𝑦�푘 = 𝐾𝑒𝑦�푆𝑘 ⊕ 𝑥, where 𝐾𝑒𝑦�푆𝑘 is from the list {𝑆𝐼𝐷�푘, 𝑘𝑒𝑦�푘}
of the verifier table.

The operations in the above procedure are some
lightweight operation and the procedure is very simple.

With𝑥 and the verifier table,Ahas the same capacitywith
the register center. Thus A can impersonate 𝑅𝐶 to the user
and the other server. What is more, with 𝑥, onceA intercepts
the message 𝐻�푗�푖 or 𝐻�푘�푖 (𝑘 ̸= 𝑗), A can compute any user’s𝑃𝑊𝑅�푖 and 𝐷𝐼𝐷�푖 as the way 𝑅𝐶 do. Furthermore, with 𝑆𝑘𝑒𝑦�푘,
A has the same capacity with other server, so he/she can also
impersonate other servers to 𝑅𝐶 and the users.Therefore, the
security of the whole system is compromised.

3.2.4. User Anonymity. In this era of information explosion,
user privacy protection is extremely important to the indi-
viduals. And user anonymity, as a pivotal way to protect the
user privacy, contains two requirements: do not expose the
identity directly; keep the identity untraceable. Once user
anonymity cannot get guaranteed, the adversary may link the
different communication in open channel to the same user
and thus learns his preference and personal information for
marketing purpose or other horrible purpose.

In Maitra et al.’s scheme [18], there is a static value 𝐷�푖 in
the open channel. More specifically, to the same user, 𝐷�푖 is
unchanged (𝐷�푖 = 𝐸𝑛𝑐�푥[𝐷𝐼𝐷�푖 ‖ 𝑃𝑊𝑅�푖]) unless 𝑈�푖 changes his
identity and password. While the frequency of changing the
identity or the password is so low, whichmeans every time𝑈�푖

initiates an access request to any servers, the same 𝐷�푖 will be
transmitted in the open channel inmost occasions.Therefore,
an adversary A can link the access request to the same user
from the huge amounts of data to learn the user’s habits and
preferences. So this scheme violates user untraceability.

More specifically, an adversary can eavesdrop the open
channel and then get the following message:

𝐿𝑜𝑔𝑖𝑛�푈1𝑖 = {𝐺1
�푖 , 𝐹1�푖�푗, 𝐷1

�푖 , 𝐹1�푖 , 𝑆𝐼𝐷�푗, 𝑇11�푖 } ,
𝐿𝑜𝑔𝑖𝑛�푈1𝑚 = {𝐺1

�푚, 𝐹1�푚�푗, 𝐷1
�푚, 𝐹1�푚, 𝑆𝐼𝐷�푗, 𝑇11�푚 } ,

𝐿𝑜𝑔𝑖𝑛�푈1𝑔 = {𝐺1
�푔, 𝐹1�푔�푗, 𝐷1

�푔, 𝐹1�푔 , 𝑆𝐼𝐷�푗, 𝑇11�푔 } ,
𝐿𝑜𝑔𝑖𝑛�푈2𝑖 = {𝐺2

�푖 , 𝐹2�푖�푗, 𝐷2
�푖 , 𝐹2�푖 , 𝑆𝐼𝐷�푘, 𝑇12�푖 } ,

𝐿𝑜𝑔𝑖𝑛�푈2𝑚 = {𝐺2
�푚, 𝐹2�푚�푗, 𝐷2

�푚, 𝐹2�푚, 𝑆𝐼𝐷�푘, 𝑇12�푚 } ,
𝐿𝑜𝑔𝑖𝑛�푈2𝑔 = {𝐺2

�푔, 𝐹2�푔�푗, 𝐷2
�푔, 𝐹2�푔 , 𝑆𝐼𝐷�푘, 𝑇12�푔 } ,

...
𝐿𝑜𝑔𝑖𝑛�푈𝑛𝑖 = {𝐺�푛

�푖 , 𝐹�푛�푖�푗, 𝐷�푛
�푖 , 𝐹�푛�푖 , 𝑆𝐼𝐷�푚, 𝑇1�푛�푖 } ,
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𝐿𝑜𝑔𝑖𝑛�푈𝑛𝑚 = {𝐺�푛
�푚, 𝐹�푛�푚�푗, 𝐷�푛

�푚, 𝐹�푛�푚, 𝑆𝐼𝐷�푚, 𝑇1�푛�푚 } ,
𝐿𝑜𝑔𝑖𝑛�푈𝑛𝑔 = {𝐺�푛

�푔, 𝐹�푛�푔�푗, 𝐷�푛
�푔, 𝐹�푛�푔 , 𝑆𝐼𝐷�푚, 𝑇1�푛�푔 } .

(1)

As 𝐷1
�푖 == 𝐷2

�푖 == 𝐷�푛
�푖 == 𝐷�푖 == a constant value,

the adversary knows that among those messages, 𝐿𝑜𝑔𝑖𝑛�푈1𝑖 ,𝐿𝑜𝑔𝑖𝑛�푈2𝑖 , and 𝐿𝑜𝑔𝑖𝑛�푈3𝑖 were sent by the same user; this
user usually accesses 𝑆�푗, 𝑆�푘, and 𝑆�푚 at times 𝑇11�푖 , 𝑇12�푖 , and
𝑇1�푛�푖 , respectively. Thus the user untraceability is violated.
Furthermore, once the adversary acquires 𝐼𝐷�푖 and 𝑃𝑊�푖 as we
showed in Section 3.2.1, he can compute 𝐷�푖 and thus traces
the specific user 𝑈�푖 and learns more about the victim’s habits.

4. Review of the Scheme of Amin

In 2016, Amin [17] showed two protocols [15, 16] both suffer
from off-line guessing attack, impersonation attack, and so
forth; thus he improved the two schemes to a new one
claiming to be resistant to all known attacks, while, once
again, we found Amin’s scheme is not as secure as his claim.
In this section, we demonstrate that this scheme is vulnerable
to off-line dictionary attack and insider attack and fails to
achieve forward secrecy and user anonymity.

4.1. The Scheme of Amin. The authentication process of
Amin’s scheme [17] is shown as follows briefly.

4.1.1. Server Registration Phase

Step 1. 𝑆�푗 ⇒ 𝑅𝐶: {𝑆𝐼𝐷�푗}.
Step 2. 𝑅𝐶 ⇒ 𝑆�푗: 𝑅𝐶 calculates 𝑆𝑘𝑒𝑦�푗 = ℎ(𝑆𝐼𝐷�푗 ‖ 𝑥) and then
sends {𝑆𝑘𝑒𝑦�푗} to 𝑆�푗.
Step 3. 𝑆�푗 keeps {𝑆𝑘𝑒𝑦�푗} as his secret key.
4.1.2. User Registration Phase

Step 1. 𝑈�푖 ⇒ 𝑅𝐶: {𝐼𝐷�푖, 𝑃𝑊𝑅�푖}. 𝑈�푖 selects 𝑃𝑊�푖, 𝐼𝐷�푖, and a
random number 𝑏�푖, computes 𝑃𝑊𝑅�푖 = ℎ(𝑃𝑊�푖 ‖ 𝑏�푖), and then
sends {𝐼𝐷�푖, 𝑃𝑊𝑅�푖}.
Step 2. 𝑅𝐶 ⇒ 𝑈�푖: smart card {𝐶𝐼𝐷�푖, 𝐸�푖, 𝑇�푖, 𝑦�푖, ℎ(⋅)}. 𝑅𝐶
calculates 𝐶𝐼𝐷�푖 = ℎ(𝐼𝐷�푖 ⊕ 𝑦�푖 ⊕ 𝑥), where 𝑦�푖 is a random
number, then checks the availability of𝐶𝐼𝐷�푖, stores𝐶𝐼𝐷�푖 into𝑈𝑠𝑒𝑟-𝑙𝑖𝑠𝑡, computes 𝐸�푖 = ℎ(𝐼𝐷�푖 ‖ 𝑃𝑊𝑅�푖 ‖ 𝐶𝐼𝐷�푖), 𝑇�푖 =ℎ(𝐶𝐼𝐷�푖 ‖ 𝑥) ⊕ 𝑃𝑊𝑅�푖, finally, stores {𝐶𝐼𝐷�푖, 𝐸�푖, 𝑇�푖, 𝑦�푖, ℎ(⋅)} into
a smart card, and sends it to 𝑈�푖.

Step 3. 𝑈�푖 inputs 𝑏�푖 into the card.
4.1.3. Login and Authentication Phase

Step 1. 𝑈�푖 → 𝑅𝐶: {𝐶𝐼𝐷�푖, 𝑆𝐼𝐷�푗, 𝑇�푖, 𝐿3, 𝐿2, 𝑁3}. 𝑈�푖 inputs 𝐼𝐷�푖

and 𝑃𝑊�푖. The card computes 𝑃𝑊𝑅∗�푖 = ℎ(𝑃𝑊�푖 ⊕ 𝑏�푖), 𝐸∗�푖 =ℎ(𝐼𝐷�푖 ‖ 𝑃𝑊�푖 ‖ 𝐶𝐼𝐷�푖). If 𝐸∗�푖 ̸= 𝐸�푖, exit the session. Otherwise,
the card generates two random numbers 𝑁1 and 𝑁2 and

computes 𝐿1 = 𝑇�푖 ⊕𝑃𝑊𝑅∗�푖 ,𝑁3 = 𝑁1 ⊕𝑁2, 𝐿2 = 𝑁2 ⊕𝑃𝑊𝑅∗�푖 ,𝐿3 = ℎ(𝐿1 ‖ 𝑆𝐼𝐷�푗 ‖ 𝑁1 ‖ 𝐿2 ‖ 𝑁3).
Step 2.𝑅𝐶 → 𝑆�푗: {𝐶𝐼𝐷�푖, 𝐴4, 𝐴3, 𝑁5}.𝑅𝐶first checks𝐶𝐼𝐷�푖 and𝑆𝐼𝐷�푗 and then computes 𝐴 �푖 = ℎ(𝐶𝐼𝐷�푖 ‖ 𝑥), 𝑃𝑊𝑅�耠�푖 = 𝑇�푖 ⊕ 𝐴 �푖,𝑁�耠
2 = 𝐿2 ⊕ 𝑃𝑊𝑅�耠�푖 , 𝑁�耠

1 = 𝑁3 ⊕ 𝑁�耠
2, 𝐿�耠3 = ℎ(𝐴1 ‖ 𝑆𝐼𝐷�푗 ‖𝑁�耠

1 ‖ 𝐿2 ‖ 𝑁3). If 𝐿�耠3 ̸= 𝐿3, reject the request; otherwise, 𝑅𝐶
computes 𝐴2 = ℎ(𝑆𝐼𝐷�푗 ‖ 𝑥), 𝐴3 = 𝐴2 ⊕ 𝑁4, 𝑁5 = 𝑁�耠

1 ⊕ 𝑁4,𝐴4 = ℎ(𝐴2 ‖ 𝑁4 ‖ 𝑁1 ‖ 𝐶𝐼𝐷�푖).
Step 3. 𝑆�푗 → 𝑈�푖: {𝑆𝐼𝐷�푗, 𝐴5, 𝑁7}. 𝑆�푗 computes𝑁�耠

4 = 𝑆𝑘𝑒𝑦�푗⊕𝐴3,𝑁�耠
1 = 𝑁�耠

4 ⊕ 𝑁5, 𝐴�耠
4 = ℎ(𝑆𝑘𝑒𝑦�푗 ‖ 𝑁�耠

4 ‖ 𝑁�耠
1 ‖ 𝐶𝐼𝐷�푖). If 𝐴�耠

4 ̸=𝐴4, exit; otherwise, 𝑆�푗 authenticates 𝑅𝐶, chooses a random
number 𝑁6, and computes 𝑁7 = 𝑁�耠

1 ⊕ 𝑁6, 𝑆𝐾�푗 = ℎ(𝑆𝐼𝐷�푗 ‖𝐶𝐼𝐷�푖 ‖ 𝑁6 ‖ 𝑁�耠
1), 𝐴5 = ℎ(𝑆𝐾�푗 ‖ 𝑁6).

Step 4. The smart card computes 𝑁�耠
6 = 𝑁7 ⊕ 𝑁1, 𝑆𝐾�푖 =ℎ(𝑆𝐼𝐷�푗 ‖ 𝐶𝐼𝐷�푖 ‖ 𝑁�耠

6 ‖ 𝑁1), 𝐴�耠
5 = ℎ(𝑆𝐾�푖 ‖ 𝑁�耠

6). If 𝐴�耠
5 == 𝐴5,𝑈�푖 authenticates 𝑆�푗 and accepts 𝑆𝐾�푖 as their session key.

4.2. Cryptanalysis of Amin’s Scheme. This sectionwill demon-
strate that Amin’s scheme suffers from insider attack and off-
line dictionary attackl furthermore, it fails to achieve forward
secrecy and user anonymity.

4.2.1. Off-Line Dictionary Attack. If A steals 𝑈�푖’s smart card
and gets {𝐶𝐼𝐷�푖, 𝐸�푖, 𝑏} from the card, then a dictionary attack
can be performed as follows:

Step 1. Guess 𝑃𝑊�푖 to be 𝑃𝑊∗
�푖 and 𝐼𝐷�푖 to be 𝐼𝐷∗

�푖 .

Step 2. Compute 𝑃𝑊𝑅∗�푖 = ℎ(𝑃𝑊�푖 ⊕ 𝑏�푖).
Step 3. Compute 𝐸∗�푖 = ℎ(𝐼𝐷�푖 ‖ 𝑃𝑊�푖 ‖ 𝐶𝐼𝐷�푖).
Step 4. Verify the correctness of 𝑃𝑊�푖 and 𝐼𝐷�푖 by checking if𝐸∗�푖 == 𝐸�푖.
Step 5. Repeat Steps 1∼4 until the correct values of 𝑃𝑊�푖 and𝐼𝐷�푖 are found.

Once the adversary A gets 𝑃𝑊�푖 and 𝐼𝐷�푖, he/she can
impersonate 𝑈�푖. And the time complexity of the attack is
O(|D�푝�푤| ∗ |D�푖�푑| ∗ 2𝑇�퐻), so the attack is efficient.

4.2.2. User Impersonation Attack. Suppose A is also a legiti-
mate server 𝑆�푗; then 𝑆�푗 can impersonate 𝑈�푖 to 𝑅𝐶 as follows.

Step 1. Eavesdrop {𝐶𝐼𝐷�푖, 𝑆𝐼𝐷�푗, 𝑇�푖, 𝐿3, 𝐿2, 𝑁3} from 𝑈�푖 via the
open channel.

Step 2. Follow the protocol steps as a legitimate server to gain
the response {𝐶𝐼𝐷�푖, 𝐴4, 𝐴3, 𝑁5} from 𝑅𝐶.
Step 3. Continue acting as a legitimate server to compute𝑁4 =𝑆𝑘𝑒𝑦�푗 ⊕ 𝐴3, 𝑁1 = 𝑁4 ⊕ 𝑁5.

Step 4. Record 𝑁1.
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Figure 3: Server registration phase.

Step 5. Compute 𝑁2 = 𝑁3 ⊕ 𝑁1, where 𝑁3 is from Step 1.

Step 6. Compute 𝑃𝑊𝑅�푖 = 𝐿2 ⊕ 𝑁2.

The above procedure only involves the lightweight XOR
operation; thus it is quite efficient. Now, A (also 𝑆�푗) knows𝑈�푖’s 𝑃𝑊𝑅�푖; then he/she can forge 𝑈�푖’s request message as{𝐶𝐼𝐷�푖, 𝑆𝐼𝐷�푘, 𝑇�푖, 𝐿�푎3, 𝐿�푎2, 𝑁�푎

3 } to other server 𝑆�푘 to enjoy the
service. What is more,A can perform the above attack to all
the users who have ever requested to login 𝑆�푗. So such attack
is terrible and has a huge effect to the system.

In fact, after recording 𝑁1, the adversary A can directly
replay the access request as {𝐶𝐼𝐷�푖, 𝑆𝐼𝐷�푘, 𝑇�푖, 𝐿�푎3, 𝐿2, 𝑁3} to 𝑆�푘,
where 𝐿�푎3 = ℎ(𝐿1 ‖ 𝑆𝐼𝐷�푘 ‖ 𝑁1 ‖ 𝐿2 ‖ 𝑁3); then, with the
knowledge of 𝑁1, 𝑆�푗 can always compute the correct session
key as 𝑁�耠

6 = 𝑁7 ⊕ 𝑁1, 𝑆𝐾�푖 = ℎ(𝑆𝐼𝐷�푘 ‖ 𝐶𝐼𝐷�푖 ‖ 𝑁�耠
6 ‖ 𝑁1).

4.2.3. Forward Secrecy. Assume thatA gets 𝑥 and eavesdrops𝐶𝐼𝐷�푖, 𝑆𝐼𝐷�푗, 𝑇�푖, 𝐿2, 𝑁3, and 𝑁7; then he/she can compute the
session key by the following steps:

Step 1. Compute 𝐴 �푖 = ℎ(𝐶𝐼𝐷�푖 ‖ 𝑥).
Step 2. Compute 𝑃𝑊𝑅�푖 = 𝑇�푖 ⊕ 𝐴 �푖.

Step 3. Compute 𝑁2 = 𝐿2 ⊕ 𝑃𝑊𝑅�푖.
Step 4. Compute 𝑁1 = 𝑁3 ⊕ 𝑁2.

Step 5. Compute 𝑁1 = 𝑁3 ⊕ 𝑁2.

Step 6. Compute 𝑁6 = 𝑁7 ⊕ 𝑁1.

Step 7. Compute 𝑆𝐾 = ℎ(𝑆𝐼𝐷�푗 ‖ 𝐶𝐼𝐷�푖 ‖ 𝑁6 ‖ 𝑁1).
Till now,A gets session key 𝑆𝐾, and the time complexity

of the attack is 2𝑇�퐻 which is a very short time.

4.2.4. User Anonymity. Similar to Maitra et al.’s scheme [18],
this scheme also has the static parameters 𝑇�푖 and 𝐶𝐼𝐷�푗 to
uniquely identify 𝑈�푖; thus it fails to provide user anonymity.

5. Proposed Scheme

To overcome the identified weaknesses, we designed a new
enhanced scheme (shown in Figures 3, 4, and 5). For better
comprehension, we sketch the ideas behind our scheme:

(i) We adopt a way of “honeywords” + “fuzzy-verifiers”
which is introduced by D. Wang and P. Wang [2]
to settle the off-line dictionary attack in these two

schemes. Aswementioned above, the inherent reason
for such attack is the critical parameter 𝐸�푖 which can
be used to test the correctness of the guessed 𝐼𝐷�푖 and𝑃𝑊�푖. However, in the way of “honeywords” + “fuzzy-
verifiers”, 𝐸�푖 is recalculated as ℎ(ℎ(𝐷𝐼𝐷�푖) ‖ ℎ(𝑃𝑊𝑅�푖))
mod 𝑛0 where 𝑛0 (24 ≤ 𝑛0 ≤ 28) is a integer to
determine the size of (𝐼𝐷, 𝑃𝑊). Furthermore, there
is a 𝐻𝑜𝑛𝑒𝑦 𝐿𝑖𝑠𝑡 maintained in 𝑅𝐶 to record the
numbers of failed logins. Thus even if A finds a pair
of {𝐼𝐷�耠

�푖 , 𝑃𝑊�耠
�푖 } that satisfies the equation, he/she still

cannot know whether 𝐼𝐷�耠
�푖

?= 𝐼𝐷�푖 and 𝑃𝑊�耠
�푖

?= 𝑃𝑊�푖,
for there are |D�푝�푤| ∗ |D�푖�푑| ÷ 𝑛0 ≈ 232 candidates of{𝐼𝐷�푖, 𝑃𝑊�푖} pair.ThenA has to verify these candidates
online, but it is stopped by 𝐻𝑜𝑛𝑒𝑦 𝐿𝑖𝑠𝑡.

(ii) We follow the principle in [39] to deploy a public
key algorithm to achieve user anonymity. We conceal
the identity 𝐼𝐷�푖 in 𝐷�푖, then the adversary cannot
get 𝐼𝐷�푖 from 𝐷�푖 unless he/she knows the secret long
term key or solves the discrete logarithm program.
Furthermore,𝐷�푖 is changed with the random number𝑟�푖 to avoid identity being traced.

(iii) From the verifier-stolen attack in Maitra et al.’s
scheme, it is important to protect the long term secret
key 𝑥, “XOR” operation on 𝑥 is a risky behavior which
is likely to expose 𝑥. Thus, in our scheme, 𝑥 is used in
a form of ℎ(𝑆𝐼𝐷�푗 ‖ 𝑥 ‖ 𝑇𝑆�푟�푔) and ℎ(𝑥 ‖ 𝑦�푖 ‖ 𝑇�푟�푔).

(iv) The server 𝑆�푗 in multiserver environment is a special
adversary, which should be treated carefully. In Sec-
tion 4.2.2, we witnessed how 𝑆�푗 carries out an attack.
The key to prevent such attack is to let 𝑆�푗 not know
the key parameter of 𝑈�푖 or 𝑅𝐶. So we, on one hand,
compute the shared key of 𝑆�푗 and 𝑅𝐶 as ℎ(𝑆𝐼𝐷�푗 ‖ 𝑥 ‖𝑇𝑆�푟�푔) to make 𝑆�푗 learn nothing about 𝑥; on the other
hand, we use the output of public key algorithm 𝐶2

concealed in 𝑃�푟�푐𝑖𝑗 for𝑈�푖 to authenticate 𝑆�푗 (𝑆�푗 does not
know any key parameter such as 𝑃𝑊𝑅�푖 of 𝑈�푖).

5.1. Initialization Phase. 𝑅𝐶 selects a generator 𝑔 of a mul-
tiplicative group 𝐺 of prime order 𝑝 and a secret long key𝑥 (𝑥 ∈ 𝑍�푝) and then computes the public key 𝑦 = 𝑔�푥
mod 𝑝. Then, similar to Maitra et al.’s scheme [18], there is
a symmetric key encryption/decryption algorithm and also a
hash function ℎ(⋅): {0, 1}∗ → {0, 1}�푙.
5.2. Server Registration Phase

Step 1. 𝑆�푗 ⇒ 𝑅𝐶: {𝑆𝐼𝐷�푗}.
Step 2. 𝑅𝐶 ⇒ 𝑆�푗: {𝑆𝑘𝑒𝑦�푗}. 𝑅𝐶 researches the 𝑆𝑒𝑟V𝑒𝑟-𝑙𝑖𝑠𝑡 to
check the valid of 𝑆𝐼𝐷�푗. If it is not in it, it computes 𝑆𝑘𝑒𝑦�푗 =ℎ(𝑆𝐼𝐷�푗 ‖ 𝑥 ‖ 𝑇𝑆�푟�푔), where 𝑇�푟�푔 is the register time. Then 𝑅𝐶
adds {𝑆𝐼𝐷�푗, 𝑇𝑆�푟�푔} into the 𝑆𝑒𝑟V𝑒𝑟-𝑙𝑖𝑠𝑡, finally sends {𝑆𝑘𝑒𝑦�푗} to𝑆�푗; otherwise, 𝑅𝐶 rejects.

Step 3. After getting {𝑆𝑘𝑒𝑦�푗}, 𝑆�푗 keeps it as its secret key.
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Figure 4: User registration phase.
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Figure 5: Login and authentication phase.

5.3. User Registration Phase

Step 1. 𝑈�푖 ⇒ 𝑅𝐶: {𝐷𝐼𝐷�푖, 𝑃𝑊𝑅�푖}. 𝑈�푖 chooses password 𝑃𝑊�푖,
identity 𝐼𝐷�푖, and a random number 𝑏�푖, computes 𝐷𝐼𝐷�푖 =ℎ(𝐼𝐷�푖 ‖ 𝑏�푖), 𝑃𝑊𝑅�푖 = ℎ(𝑃𝑊�푖 ‖ 𝑏�푖), and then sends{𝐷𝐼𝐷�푖, 𝑃𝑊𝑅�푖} to 𝑅𝐶.
Step 2. 𝑅𝐶 ⇒ 𝑈�푖: a smart card with {𝐶�푖, 𝐸�푖, 𝑛0, 𝑝, 𝑔, 𝑦, ℎ(∗)}.𝑅𝐶 tests the valid of 𝐷𝐼𝐷�푖 from the 𝑢𝑠𝑒𝑟-𝑙𝑖𝑠𝑡. If it has been
used by other users, it asks 𝑈�푖 for a new identity; otherwise,
it chooses a unique random number 𝑦�푖 and calculates 𝐾�푖 =ℎ(𝑥 ‖ 𝑦�푖 ‖ 𝑇�푟�푔), 𝐶�푖 = 𝐾�푖 ⊕ 𝐷𝐼𝐷�푖 ⊕ 𝑃𝑊𝑅�푖, 𝐸�푖 = ℎ(ℎ(𝐷𝐼𝐷�푖) ‖
ℎ(𝑃𝑊𝑅�푖)) mod 𝑛0 where 𝑛0 is a integer and 24 ≤ 𝑛0 ≤ 28

and then stores {𝐷𝐼𝐷�푖, 𝑦�푖, 𝑇�푟�푔, 𝐻𝑜𝑛𝑒𝑦 𝐿𝑖𝑠𝑡} into the𝑈𝑠𝑒𝑟-𝑙𝑖𝑠𝑡.
It should be noted that 𝐻𝑜𝑛𝑒𝑦 𝐿𝑖𝑠𝑡 is to record the number
of login failures and is initialized to 0. At last, 𝑅𝐶 issues 𝑈�푖 a
smart card with {𝐶�푖, 𝐸�푖, 𝑛0, 𝑝, 𝑔, 𝑦, ℎ(∗)}.
Step 3. 𝑈�푖 computes �̃��푖 = 𝑏�푖 ⊕ ℎ(𝐼𝐷�푖 ‖ 𝑃𝑊�푖) and enters �̃��푖 into
the smart card.

5.4. Login and Authentication Phase

Step 1. 𝑈�푖 → 𝑆�푗: 𝐿𝑜𝑔𝑖𝑛�푈𝑖 = {𝐷�푖, 𝐶1, 𝐹�푖�푗, 𝑆𝐼𝐷�푗}. 𝑈�푖 puts the
smart card into a terminal and inputs 𝐼𝐷�푖 and 𝑃𝑊�푖. The card
computes 𝑏�耠�푖 = �̃��푖 ⊕ ℎ(𝐼𝐷�푖 ‖ 𝑃𝑊�푖), 𝐷𝐼𝐷�耠

�푖 = ℎ(𝐼𝐷�푖 ⊕ 𝑏�耠�푖 ),
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𝑃𝑊𝑅�耠�푖 = ℎ(𝑃𝑊�푖 ‖ 𝑏�耠�푖 ) and then verifies the legitimacy of 𝑈�푖

by testing 𝐸�푖? = ℎ(ℎ(𝐷𝐼𝐷�耠
�푖 ) ⊕ ℎ(𝑃𝑊𝑅�耠�푖 )) mod 𝑛0. If it is not

equal, exit the session.
Otherwise, the card selects a random number 𝑟�푖, com-

putes 𝐶1 = 𝑔�푟𝑖 mod 𝑝, 𝐶2 = 𝑦�푟𝑖 mod 𝑝, 𝐷�푖 = 𝐷𝐼𝐷�耠
�푖 ⊕ ℎ(𝐶1 ‖𝐶2), 𝐾�耠

�푖 = 𝐶�푖 ⊕ 𝐷𝐼𝐷�耠
�푖 ⊕ 𝑃𝑊𝑅�耠�푖 , and 𝐹�푖�푗 = ℎ(𝐷𝐼𝐷�耠

�푖 ‖ 𝐶1 ‖ 𝐶2 ‖𝐾�耠
�푖 ‖ 𝑆𝐼𝐷�푗), then sends 𝐿𝑜𝑔𝑖𝑛�푈𝑖 = {𝐷�푖, 𝐶1, 𝐹�푖�푗, 𝑆𝐼𝐷�푗} to 𝑆�푗.

Step 2. 𝑆�푗 → 𝑅𝐶: {𝐻�푗�푖, 𝑆𝐼𝐷�푗}. 𝑆�푗 chooses a random number𝑛 as a “challenge”, computes: 𝐻�푗�푖 = 𝐸𝑛𝑐�푆�푘�푒�푦𝑗[𝑛 ‖ 𝐿𝑜𝑔𝑖𝑛�푈𝑖 ‖𝑆𝐼𝐷�푗], and sends {𝐻�푗�푖, 𝑆𝐼𝐷�푗} to 𝑅𝐶.
Step 3. 𝑅𝐶 → 𝑆�푗: {𝑅�푟�푐𝑖𝑗}. 𝑅𝐶 first checks the valid of 𝑆𝐼𝐷�푗,
then gets 𝑇𝑆�푟�푔 from the 𝑆𝑒𝑟V𝑒𝑟-𝐿𝑖𝑠𝑡, and computes: 𝑆𝑘𝑒𝑦�耠�푗 =ℎ(𝑆𝐼𝐷�푗 ‖ 𝑥 ‖ 𝑇𝑆�푟�푔), 𝑛∗ ‖ 𝐿𝑜𝑔𝑖𝑛∗�푈𝑖 ‖ 𝑆𝐼𝐷∗

�푗 = 𝐷𝑒𝑐�푆�푘�푒�푦𝑗 [𝐻�푗�푖]
where 𝐿𝑜𝑔𝑖𝑛∗�푈𝑖 = {𝐷∗

�푖 , 𝐶∗
1 , 𝐹∗�푖�푗 , 𝑆𝐼𝐷∗∗

�푗 }; then 𝑅𝐶 tests 𝑆𝐼𝐷�푗? =𝑆𝐼𝐷∗
�푗 ? = 𝑆𝐼𝐷∗∗

�푗 to verify the legitimacy of 𝑆�푗. If they are not
equal, end the session.

Otherwise, 𝑅𝐶 continues computing 𝐶∗
2 = (𝐶∗

1 )�푥 mod 𝑝,𝐷𝐼𝐷∗
�푖 = 𝐷∗

�푖 ⊕ ℎ(𝐶∗
1 ‖ 𝐶∗

2 ), then acquires 𝑇�푟�푔 and 𝑦�푖 from
the 𝑈𝑠𝑒𝑟-𝑙𝑖𝑠𝑡, computes 𝐾�푖 = ℎ(𝑥 ‖ 𝑦�푖 ‖ 𝑇�푟�푔), and checks𝐹∗�푖�푗 ? = ℎ(𝐷𝐼𝐷∗

�푖 ‖ 𝐶∗
1 ‖ 𝐶∗

2 ‖ 𝐾�푖 ‖ 𝑆𝐼𝐷∗
�푗 ) to authenticate 𝑈�푖.

If𝑈�푖 is not a valid user, 𝑅𝐶 sets𝐻𝑜𝑒𝑛𝑦 𝐿𝑖𝑠𝑡 to be𝐻𝑜𝑒𝑛𝑦 𝐿𝑖𝑠𝑡
+ 1 and ends the session. Once the value of 𝐻𝑜𝑛𝑒𝑦 𝐿𝑖𝑠𝑡 ≥
the predetermined threshold (such as 10), it is likely that the
information in the smart cardwas exposed; thus𝑅𝐶 suspends
the card till 𝑈�푖 reregisters.

Otherwise, 𝑅𝐶 continues computing 𝑃�푟�푐𝑖𝑗 = ℎ(𝐷𝐼𝐷∗
�푖 ‖𝐶∗

1 ‖ 𝐶∗
2 ), 𝐾�푟�푐𝑖𝑗

= 𝑃�푟�푐𝑖𝑗 ⊕ 𝑛∗, 𝑁�푟�푐𝑖𝑗
= ℎ(𝑛∗ ‖ 𝑆𝐼𝐷�푗 ‖ 𝑃�푟�푐𝑖𝑗), 𝑅�푟�푐𝑖𝑗 =𝐸𝑛𝑐ℎ(�푆�푘�푒�푦𝑗‖�푛∗)[𝐾�푟�푐𝑖𝑗

‖ 𝑁�푟�푐𝑖𝑗
], finally responding to 𝑆�푗 with 𝑅�푟�푐𝑖𝑗 .

Step 4. 𝑆�푗 → 𝑈�푖: {𝑄�푗�푖, 𝐶3}. 𝑆�푗 first decrypts 𝑅�푟�푐𝑖𝑗 with ℎ(𝑆𝑘𝑒𝑦�푗 ‖
𝑛) to obtain 𝐾†

�푟�푐𝑖𝑗
and 𝑁†

�푟�푐𝑖𝑗
, computes 𝑃†�푟�푐𝑖𝑗 = 𝐾†

�푟�푐𝑖𝑗
⊕ 𝑛∗, and

then compares 𝑁†
�푟�푐𝑖𝑗

with ℎ(𝑛 ‖ 𝑆𝐼𝐷�푗 ‖ 𝑃†�푟�푐𝑖𝑗) to authenticate𝑅𝐶. If the condition is not satisfied, exit.
Otherwise, 𝑆�푗 selects a randomnumber 𝑟�푗, computes𝐶3 =

𝑔�푟𝑗 mod 𝑝, 𝐶4 = (𝐶1)�푟𝑗 mod 𝑝, 𝑆𝐾† = ℎ(𝑃†�푟�푐𝑖𝑗 ‖ 𝐶1 ‖ 𝐶4),𝑄�푗�푖 = ℎ(𝑃†�푟�푐𝑖𝑗 ‖ 𝐶1 ‖ 𝐶3 ‖ 𝐶4 ‖ 𝑆𝐾†), sends {𝑄�푗�푖, 𝐶3} to 𝑈�푖.

Step 5. 𝑈�푖 → 𝑆�푗: {𝑉�푖}. The smart card computes 𝐶4 = (𝐶3)�푟𝑖
mod 𝑝, 𝑃�耠�푟�푐𝑖𝑗 = ℎ(𝐷𝐼𝐷�푖 ‖ 𝐶1 ‖ 𝐶2), 𝑆𝐾 = ℎ(𝑃�耠�푟�푐𝑖𝑗 ‖ 𝐶1 ‖ 𝐶�耠

4).
If 𝑄�푗�푖 == ℎ(𝑃�耠�푟�푐𝑖𝑗 ‖ 𝐶1 ‖ 𝐶3 ‖ 𝐶�耠

4 ‖ 𝑆𝐾), 𝑈�푖 believes that 𝑆�푗 is
the desired server and accepts 𝑆𝐾 as the session key and then
sends 𝑉�푖 = ℎ(𝑆𝐾 ‖ 𝐶�耠

4 ‖ 𝐶3) to 𝑆�푗. Otherwise, exit the ses-
sion.

Step 6. 𝑆�푗 computes 𝑉†
�푖 = ℎ(𝑆𝐾† ‖ 𝐶4 ‖ 𝐶3). If 𝑉†

�푖 == 𝑉�푖,𝑆�푗 believes the legitimacy of 𝑈�푖. Till now, the authentication
phase finished successfully, and the session key is established.

5.5. Password Change Phase. When the user wants to change
the password, he can perform the steps as follows.

Step 1. 𝑈�푖 inputs 𝐼𝐷�푖, 𝑃𝑊�푖, and new password 𝑃𝑊�푛�푒�푤
�푖 .

Step 2. The card computes 𝑏�耠�푖 = �̃��푖 ⊕ ℎ(𝐼𝐷�푖 ‖ 𝑃𝑊�푖), 𝐷𝐼𝐷�耠
�푖 =ℎ(𝐼𝐷�푖 ⊕ 𝑏�耠�푖 ), 𝑃𝑊𝑅�耠�푖 = ℎ(𝑃𝑊�푖 ‖ 𝑏�耠�푖 ), if 𝐸�푖 ̸= ℎ(ℎ(𝐷𝐼𝐷�耠
�푖 ) ⊕ℎ(𝑃𝑊𝑅�耠�푖 )) mod 𝑛0, the card rejects the request. Otherwise, it

computes 𝐶�푛�푒�푤
�푖 = 𝐶�푖 ⊕ 𝑃𝑊𝑅�耠�푖 ⊕ 𝑃𝑊𝑅�푛�푒�푤�푖 , 𝐸�푛�푒�푤�푖 = ℎ(ℎ(𝐷𝐼𝐷�耠

�푖 ) ‖ℎ(𝑃𝑊𝑅�푛�푒�푤�푖 )) mod 𝑛0 and replaces 𝐶�푖, 𝐸�푖 with 𝐶�푛�푒�푤
�푖 , 𝐸�푛�푒�푤�푖 .

5.6. Revocation Phase. Once the user realized the card is not
in the control of himself, he can revoke the account as follows.

Step 1.𝑈�푖 firstly gets authenticated by the card in the sameway
as in Step 1 in Section 5.4.

Step 2. 𝑈�푖 → 𝑅𝐶: {𝐷�푖, 𝐶1, 𝐹�푖�푗, 𝑟𝑒V𝑜𝑘𝑒 𝑟𝑒𝑞𝑢𝑒𝑠𝑡}. The way to
compute 𝐷�푖, 𝐶1, and 𝐹�푖�푗 is similar to Step 1 in Section 5.4,
expect 𝐹�푖�푗 = ℎ(𝐷𝐼𝐷�耠

�푖 ‖ 𝐶1 ‖ 𝐶2 ‖ 𝐾�耠
�푖 ).

Step 3. 𝑅𝐶 authenticates 𝑈�푖 by computing 𝐶∗
2 = (𝐶∗

1 )�푥 mod𝑝, 𝐷𝐼𝐷∗
�푖 = 𝐷∗

�푖 ⊕ ℎ(𝐶∗
1 ‖ 𝐶∗

2 ), 𝐾�푖 = ℎ(𝑥 ‖ 𝑦�푖 ‖ 𝑇�푟�푔),𝐹∗�푖�푗 ? = ℎ(𝐷𝐼𝐷∗
�푖 ‖ 𝐶∗

1 ‖ 𝐶∗
2 ‖ 𝐾�푖 ‖). If 𝑅𝐶 accepts 𝑈�푖, it sets𝑦�푖 = 𝑁𝑈𝐿𝐿 to revoke the account. Otherwise, 𝑅𝐶 reject the

request.

5.7. Reregistration Phase. If 𝑈�푖 with correct password and
identity is still rejected by 𝑆�푗, then he can reregister as follows.
Step 1. 𝑈�푖 ⇒ 𝑅𝐶: {𝐷𝐼𝐷�푖, 𝑃𝑊𝑅�푖, 𝑟𝑒𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟}.
Step 2. 𝑅𝐶 first researches 𝐷𝐼𝐷�푖 in the 𝑈𝑠𝑒𝑟-𝑙𝑖s𝑡 and checks
whether the account of𝑈�푖 is revoked or the card is suspended.
If so, 𝑅𝐶 accepts the request and conducts the register phase
in Section 5.3.

6. Security Analysis

In this section, we first use the Burrows-Abadi-Needham
(BAN) logic [40] to prove the security of our scheme formally,
then analyze it in a heuristicmethod.The results demonstrate
the security and practicability of our scheme.

6.1. Formal Analysis Based on BAN Logic. As an efficient and
simple way to analyze the design logic and security of the
authentication scheme, BAN logic [40] has been widely used.
As shown in Table 4, it uses some particular notions to depict
a protocol.

The goals of our proposed scheme are as follows: these
four goals ensure that the server and the user get authenti-
cated mutually (corresponding to our proposed S1, S10, and
S13), and they build a session key successfully (corresponding
to our proposed S14):

(1) Goal 1: 𝑈�푖 |≡ 𝑆�푗 |≡ (𝑈�푖

�푆�퐾←→ 𝑆�푗).
(2) Goal 2: 𝑈�푖 |≡ (𝑈�푖

�푆�퐾←→ 𝑆�푗).
(3) Goal 3: 𝑆�푗 |≡ 𝑈�푖 |≡ (𝑈�푖

�푆�퐾←→ 𝑆�푗).
(4) Goal 4: 𝑆�푗 |≡ (𝑈�푖

�푆�퐾←→ 𝑆�푗).



Security and Communication Networks 11

Table 4: Notations in BAN logic.

𝑃 |≡ 𝑋 𝑃 believes 𝑋, that is, the principal 𝑃 believes the statement 𝑋 is true.
𝑃 ⊲ 𝑋 𝑃 sees 𝑋, that is, the principal 𝑃 receives a message that contains 𝑋.

𝑃 |⇒ 𝑋 𝑃 has jurisdiction over 𝑋, that is, the principal 𝑃 can generates or
computes 𝑋.

𝑃 |∼ 𝑋 𝑃 said 𝑋, that is, the principal 𝑃 has sent a message containing 𝑋.

♯(𝑋) 𝑋 is fresh, that is, 𝑋 is sent in a message only at the current run of the
protocol, it is usually a timestamp or a random number.

𝑃 �퐾←→ 𝑄 𝐾 is the shared key for 𝑃 and 𝑄.

𝑃 �푌 𝑄 𝑌 is the secret known only to 𝑃 and 𝑄 or some principals trusted by
them.

⟨𝑋⟩�푌 𝑋 combined with 𝑌, and 𝑌 usually is a secret.
{𝑋}�퐾 𝑋 encrypted with 𝐾.

𝑃 |≡ 𝑃 �퐾←→ 𝑄,𝑃 ⊲ {𝑋}�퐾𝑃 |≡ 𝑄 |∼ 𝑋 or 𝑃 |≡ 𝑃 �푌 𝑄, 𝑃 ⊲ ⟨𝑋⟩�푌𝑃 |≡ 𝑄 |∼ 𝑋
𝑅𝑈𝐿𝐸(1): the message-meaning rule.
This rule will be used in the proving process.

𝑃 |≡ ♯(𝑋), 𝑃 |≡ 𝑄 |∼ 𝑋𝑃 |≡ 𝑄 |≡ 𝑋 𝑅𝑈𝐿𝐸(2): the nonce-verification rule.
This rule will be used in the proving process.

𝑃 |≡ 𝑄 |⇒ 𝑋, 𝑃 |≡ 𝑄 |≡ 𝑋𝑃 |≡ 𝑋 𝑅𝑈𝐿𝐸(3): the jurisdiction rule.
This rule will be used in the proving process.

𝑃 |≡ ♯(𝑋)𝑃 |≡ ♯(𝑋, 𝑌) 𝑅𝑈𝐿𝐸(4): the freshness-conjuncatenation rule.
This rule will be used in the proving process.

According to the BAN logic, we first transform the
scheme to an idealized one:

𝑀1: 𝑈�푖 → 𝑆�푗: ⟨𝐷𝐼𝐷�푖, 𝑆𝐼𝐷�푗, 𝐶1, 𝑈�푖

�퐶2←→ 𝑅𝐶⟩
�푈𝑖
𝐾𝑖←→�푅�퐶

.

𝑀2: 𝑆�푗 → 𝑅𝐶: ⟨𝑆𝐼𝐷�푗, 𝐷�푖, 𝐶1, 𝐹�푖�푗, 𝑛⟩
�푆𝑗

𝑆𝑘𝑒𝑦𝑗←→�푅�퐶

.

𝑀3: 𝑅𝐶 → 𝑆�푗: ⟨𝑆𝐼𝐷�푗, 𝑛, 𝑈�푖

�푃𝑟𝑐𝑖𝑗 𝑆�푗⟩
�푆𝑗

𝑆𝑘𝑒𝑦𝑗←→�푅�퐶

.

𝑀4: 𝑆�푗 → 𝑈�푖: ⟨𝐶1, 𝐶3, 𝑈�푖

�푆�퐾←→ 𝑆�푗⟩
�푈𝑖

𝑃𝑟𝑐𝑖𝑗

�䀕�䀬 �푆𝑗

.

𝑀5: 𝑈�푖 → 𝑆�푗: ⟨𝐶3, 𝑈�푖

�푆�퐾←→ 𝑆�푗⟩
�푈𝑖
𝐶4←→�푆𝑗

.

Then, to analyze the scheme, we make some assumptions
about its initial state as follows:

𝐻1: 𝑈�푖 |≡ ♯(𝐶1).𝐻2: 𝑆�푗 |≡ ♯(𝐶3).𝐻3: 𝑆�푗 |≡ ♯(𝑛).
𝐻4: 𝑈�푖 |≡ 𝑈�푖

�퐾𝑖←→ 𝑅𝐶.
𝐻5: 𝑅𝐶 |≡ 𝑈�푖

�퐾𝑖←→ 𝑅𝐶.
𝐻6: 𝑈�푖 |≡ 𝑈�푖

�푃𝑟𝑐𝑖𝑗 𝑆�푗.
𝐻7: 𝑆�푗 |≡ 𝑆�푗 �푆�푘�푒�푦𝑗←→ 𝑅𝐶.
𝐻8: 𝑅𝐶 |≡ 𝑆�푗 �푆�푘�푒�푦𝑗←→ 𝑅𝐶.

𝐻9: 𝑆�푗 |≡ 𝑈�푖

�퐶4←→ 𝑅𝐶.
𝐻10: 𝑈�푖 |≡ 𝑆�푗 |⇒ 𝑈�푖

�퐾𝑖←→ 𝑆�푗.
𝐻11: 𝑆�푗 |≡ 𝑈�푖 |⇒ 𝑈�푖

�퐾𝑖←→ 𝑆�푗.
𝐻12: 𝑆�푗 |≡ 𝑅𝐶 |⇒ 𝑈�푖

�푃𝑟𝑐𝑖𝑗 𝑆�푗.
Based on these assumptions above, we will prove the

security of our protocol according to BAN logic as follows.
From 𝑀2, we have

𝑆1: 𝑅𝐶 ⊲ ⟨𝑆𝐼𝐷�푗, 𝐷�푖, 𝐶1, 𝐹�푖�푗, 𝑛⟩
�푆𝑗

𝑆𝑘𝑒𝑦𝑗←→�푅�퐶

. (2)

Then according to H8, 𝑆1, 𝑅𝑈𝐿𝐸(1), it is obvious that
𝑆2: 𝑅𝐶 |≡ 𝑆�푗 |∼ ⟨𝑆𝐼𝐷�푗, 𝐷�푖, 𝐶1, 𝐹�푖�푗, 𝑛⟩ . (3)

From 𝑀1, we have

𝑆3: 𝑅𝐶 ⊲ ⟨𝐷𝐼𝐷�푖, 𝑆𝐼𝐷�푗, 𝐶1, 𝑈�푖

�퐶2←→ 𝑅𝐶⟩
�푈𝑖
𝐾𝑖←→�푅�퐶

. (4)

Then according to 𝐻5, 𝑆3, 𝑅𝑈𝐿𝐸(1), it is obvious that
𝑆4: 𝑅𝐶 |≡ 𝑈�푖 |∼ ⟨𝐷𝐼𝐷�푖, 𝑆𝐼𝐷�푗, 𝐶1, 𝑈�푖

�퐶2←→ 𝑅𝐶⟩ . (5)

From 𝑀3, we have

𝑆5: 𝑆�푗 ⊲ ⟨𝑆𝐼𝐷�푗, 𝑛, 𝑈�푖

�푃𝑟𝑐𝑖𝑗 𝑆�푗⟩
�푆𝑗

𝑆𝑘𝑒𝑦𝑗←→�푅�퐶

. (6)
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Then according to 𝐻7, 𝑆5, 𝑅𝑈𝐿𝐸(1), it is obvious that
𝑆6: 𝑆�푗 |≡ 𝑅𝐶 |∼ ⟨𝑆𝐼𝐷�푗, 𝑛, 𝑈�푖

�푃𝑟𝑐𝑖𝑗 𝑆�푗⟩. (7)

And according to 𝐻3, 𝑆6, 𝑅𝑈𝐿𝐸(4) and 𝑅𝑈𝐿𝐸(2), we get
𝑆7: 𝑆�푗 |≡ 𝑅𝐶 |∼ 𝑈�푖

�푃𝑟𝑐𝑖𝑗 𝑆�푗. (8)

And according to 𝐻12, 𝑆7, 𝑅𝑈𝐿𝐸(3), we can get

𝑆8: 𝑆�푗 |≡ 𝑈�푖

�푃𝑟𝑐𝑖𝑗 𝑆�푗. (9)

From 𝑀4, we have

𝑆9: 𝑈�푖 ⊲ ⟨𝐶1, 𝐶3, 𝑈�푖

�푆�퐾←→ 𝑆�푗⟩
�푈𝑖

𝑃𝑟𝑐𝑖𝑗

�䀕�䀬 �푆𝑗

. (10)

Then according to 𝐻6, 𝑆9, 𝑅𝑈𝐿𝐸(1), it is obvious that
𝑆10: 𝑈�푖 |≡ 𝑆�푗 |∼ ⟨𝐶1, 𝐶3, 𝑈�푖

�푆�퐾←→ 𝑆�푗⟩ . (11)

And according to 𝐻2, 𝑆10, 𝑅𝑈𝐿𝐸(4) and 𝑅𝑈𝐿𝐸(2), we get
𝑆11: 𝑈�푖 |≡ 𝑆�푗 |≡ 𝑈�푖

�푆�퐾←→ 𝑆�푗 (Goal 1) . (12)

And according to 𝐻10, 𝑆11, 𝑅𝑈𝐿𝐸(3), we can get

𝑆12: 𝑈�푖 |≡ (𝑈�푖

�푆�퐾←→ 𝑆�푗) (Goal 2) . (13)

From 𝑀5, we have

𝑆13: 𝑆�푗 ⊲ ⟨𝐶3, 𝑈�푖

�푆�퐾←→ 𝑆�푗⟩
�푈𝑖
𝐶4←→�푆𝑗

. (14)

Then according to 𝐻9, 𝑆13, 𝑅𝑈𝐿𝐸(1), it is obvious that
𝑆14: 𝑆�푗 |≡ 𝑈�푖 |∼ ⟨𝐶3, 𝑈�푖

�푆�퐾←→ 𝑆�푗⟩ . (15)

And according to 𝐻2, 𝑆13, 𝑅𝑈𝐿𝐸(4) and 𝑅𝑈𝐿𝐸(2), we get
𝑆15: 𝑆�푗 |≡ 𝑈�푖 |≡ 𝑈�푖

�푆�퐾←→ 𝑆�푗 (Goal 3) . (16)

And according to 𝐻11, 𝑆15, 𝑅𝑈𝐿𝐸(3), we can get

𝑆16: 𝑆�푗 |≡ (𝑈�푖

�푆�퐾←→ 𝑆�푗) (Goal 4) . (17)

Thus with Goals 1∼4, we proved that the user 𝑈�푖 and the
server 𝑆�푗 have authenticated to each other; furthermore they
accepted and shared the session key 𝑆𝐾.

6.2. Informal Analysis. The heuristic method without com-
plex formula is a direct and simple way for a quick analysis
of the security of the protocol. It plays a significant role
in cryptoanalysis of authentication protocols, though its
analytic process heavily depends on human experience rather
than a set of scientific tools. This section uses a heuristic
method to prove that our scheme not only provides desire
attributes but also is resistant to various attacks.

6.2.1. User Anonymity. In our scheme, on one hand, the
adversary A cannot get 𝐼𝐷�푖: the user identity was concealed
in 𝐷𝐼𝐷�푖 where 𝐷𝐼𝐷�푖 = ℎ(𝐼𝐷�푖 ‖ 𝑏�푖), so an adversary without𝑏�푖 cannot guess the value of 𝐼𝐷�푖 via dictionary attack; on the
other hand,A cannot link themessage flows to a certain user:
though 𝐷𝐼𝐷�푖 is a fixed value, it is transmitted in a form of𝐷�푖 = 𝐷𝐼𝐷�푖 ⊕ ℎ(𝐶1 ‖ 𝐶2), where 𝐶1 and 𝐶2 are changed
with different turns of the protocol, and only the user and the
one knowing the long term secret key can compute 𝐶2. This
indicates that𝐷�푖 is changedwith𝐶1 and𝐶2, andA cannot get𝐶2.ThusA fails to link the message flows to a certain user. So
our scheme achieves user anonymity.

6.2.2. Forward Secrecy. The session key 𝑆𝐾 of the proposed
scheme consists of two “special” parameters: 𝑃�푟�푐𝑖𝑗 and 𝐶4,
where 𝑃�푟�푐𝑖𝑗 = ℎ(𝐷𝐼𝐷�푖 ‖ 𝐶1 ‖ 𝐶2) and 𝐶4 = (𝐶3)�푟𝑖 mod 𝑝 =
(𝐶1)�푟𝑗 mod 𝑝 = 𝑔�푟𝑖�푟𝑗 mod 𝑝. Suppose that an adversary gets
the secret key 𝑥, then he can intercept 𝐷�푖 and 𝐶1 to compute𝐷𝐼𝐷�푖 and 𝐶2. However, computing 𝐶4 for A is equivalent
to solving the DLP problem, which is bound to fail. So our
scheme provides perfect forward security.

6.2.3. Mutual Authentication. In Step 3 of Section 5.4, 𝑅𝐶
with 𝑥 verifies the validity of 𝑈�푖 by checking 𝐹�푖�푗, if 𝑈�푖 is
legitimate, 𝑅𝐶 computes 𝑃�푟�푐𝑖𝑗 and constructs 𝑅�푟�푐𝑖𝑗 to 𝑆�푗. So
with the help of 𝑅𝐶, 𝑆�푗 authenticates 𝑈�푖. In a short, both 𝑅𝐶
and 𝑆�푗 authenticate 𝑈�푖.

In Step 3 of Section 5.4, 𝑅𝐶 with 𝑆𝑘𝑒𝑦�푗 authenticates 𝑆�푗
by checking 𝑆𝐼𝐷�푗. If 𝑆�푗 passes the test, 𝑅𝐶 respond to 𝑆�푗’s
challenge 𝑛 with 𝑅�푟�푐𝑖𝑗 which is an encryption with the keyℎ(𝑆𝑘𝑒𝑦�푗 ‖ 𝑛). Then 𝑆�푗 verifies 𝑅𝐶’s validity by checking 𝑁�푟�푐𝑖𝑗

.
Furthermore, with 𝑃�푟�푐𝑖𝑗 in 𝑄�푗�푖, 𝑈�푖 verifies 𝑅𝐶 and 𝑆�푗. So all in
all, 𝑆�푗 authenticates 𝑅𝐶 and 𝑈�푖; 𝑈�푖 authenticates 𝑅𝐶 and 𝑆�푗.

Therefore, our scheme achieves mutual authentication.

6.2.4. Privileged Insider Attack. In the registration phase of
our scheme, 𝑈�푖 submits {ℎ(𝐼𝐷�푖 ‖ 𝑏�푖), ℎ(𝑃𝑊�푖 ‖ 𝑏�푖)} to 𝑅𝐶.
From thismessage,𝑅𝐶 learns nothing about𝑈�푖’s𝑃𝑊�푖 or other
useful information.Thus our scheme is resistant to privileged
insider attack.

6.2.5. Off-Line Dictionary Attack. Suppose an adversary A
has the full control of the open channel and obtains the
information in the smart card; then we prove that our scheme
can resist the off-line dictionary attack through two aspects.

On one hand, with 𝐸�푖 and �̃��푖, A guesses 𝐼𝐷�푖 and 𝑃𝑊�푖 to
be 𝐼𝐷�耠

�푖 and 𝑃𝑊�耠
�푖 , respectively. Then A computes 𝑏�耠�푖 = �̃��푖 ⊕ℎ(𝐼𝐷�耠

�푖 ‖ 𝑃𝑊�耠
�푖 ), 𝐷𝐼𝐷�耠

�푖 = ℎ(𝐼𝐷�耠
�푖 ⊕ 𝑏�耠�푖 ), 𝑃𝑊𝑅�耠�푖 = ℎ(𝑃𝑊�耠

�푖 ‖ 𝑏�耠�푖 ),
then verifies the correctness of 𝐼𝐷�耠

�푖 and 𝑃𝑊�耠
�푖 by testing 𝐸�푖? =ℎ(ℎ(𝐷𝐼𝐷�耠

�푖 ) ⊕ ℎ(𝑃𝑊𝑅�耠�푖 )) mod 𝑛0, and repeats these processes
till the equation is satisfied. However, even if A finds such a
pair of 𝐼𝐷�耠

�푖 , 𝑃𝑊�耠
�푖 , he still is not sure whether 𝐼𝐷�耠

�푖 == 𝐼𝐷�푖 and𝑃𝑊�耠
�푖 == 𝑃𝑊�푖, for there are |D�푝�푤|∗|D�푖�푑|\𝑛0 ≈ 232 candidates

of {𝐼𝐷�푖, 𝑃𝑊�푖} pair when 𝑛0 = 28 and |D�푝�푤| = |D�푖�푑| = 26 [2].
ThenA has to verify {𝐼𝐷�耠

�푖 , 𝑃𝑊�耠
�푖 } in amanner of online, which

will be stopped by the 𝐻𝑜𝑛𝑒𝑦 𝐿𝑖𝑠𝑡.
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Table 5: Performance comparison among relevant schemes in multiserver.

Computation overhead Communication cost The proposed fourteen evaluation criteria
Login Authentication Login Authentication S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13 S14

Leu and Hsieh (2009) [19] 8𝑇�퐻 10𝑇�퐻 512 bits 384 bits √ × √ × √ × ◻ √ × × √ √ × √
Li et al. (2012) [20] 𝑇�퐸+5𝑇�퐻 3𝑇�퐸+9𝑇�퐻 1280 bits 1280 bits √ × √ √ √ × ◻ √ × √ √ √ × √
Amin (2012) [17] 3𝑇�퐻 9𝑇�퐻 768 bits 896 bits √ × √ × √ × √ × × √ √ √ × √
Maitra et al. (2016) [18] 6𝑇�퐻 5𝑇�푆+14𝑇�퐻 640 bits 1280 bits √ × √ × √ × × × × √ √ × √ √
Kumari et al. (2017) [41] 2𝑇�푀+3𝑇�퐻 6𝑇�푀+15𝑇�퐻 2176 bits 9088 bits √ √ √ √ √ × √ √ × √ √ √ √ √
Irshad et al. (2017) [42] 3𝑇�푀+𝑇�푆+5𝑇�퐻 10𝑇�푀+𝑇�푆+10𝑇�퐻 2176 bits 4480 bits √ √ √ √ √ × ◻ √ × √ √ √ × √
Irshad et al. (2017) [43] 8𝑇�퐻 2𝑇�푆+10𝑇�퐻 384 bits 512 bits √ × √ × √ × ◻ × × √ √ √ × √
Our scheme 2𝑇�퐸+8𝑇�퐻 4𝑇�퐸+4𝑇�푆+16𝑇�퐻 1408 bits 1664 bits √ √ √ √ √ √ √ √ √ √ √ √ √ √
�푇�퐸 is the time of modular exponentiation operation, �푇�푀 is the time of scalar multiplication on elliptic curve, �푇�퐻 is the time of hash computation, and �푇�푆 is
the time of symmetric encryption/decryption; �푇�퐸 ≫ �푇�푀 ≫ �푇�퐻 > �푇�푆 and the lightweight operation such as “XOR” and “||” can be ignored [2]. Let �푛0 be 32-
bit long; let �퐼�퐷�푖, �푃�푊�푖, ℎ(∗), output of symmetric encryption, timestamp, and random numbers be 128-bit long; let �푝, �푔, �푦 be 1024-bit long [2]. √ means the
property is satisfied; ×means the property is not satisfied; ◻means the property is not related to the scheme.

On the other hand, A may try another way to conduct
an off-line dictionary attack: obtaining �̃��푖, 𝐶�푖 and {𝐷�푖, 𝐶1,𝐹�푖�푗, 𝑆𝐼𝐷�푗}, using 𝐹�푖�푗 to check the correctness of the guessed𝐼𝐷�耠

�푖 and𝑃𝑊�耠
�푖 , whileA has to compute𝐶2 which is impossible

for the entity (except 𝑈�푖) without 𝑥 as we explained in
Section 6.2.1.

In conclusion, our scheme is secure to dictionary attack.

6.2.6. Verifier-Stolen Attack. In our scheme, 𝑅𝐶 maintains
a 𝑈𝑠𝑒𝑟-𝑙𝑖𝑠𝑡 in form of {𝐷𝐼𝐷�푖, 𝑦�푖, 𝑇�푟�푔, 𝐻𝑜𝑒𝑛𝑦 𝐿𝑖𝑠𝑡} and a𝑆𝑒𝑟V𝑒𝑟-𝑙𝑖𝑠𝑡 in form of {𝑆𝐼𝐷�푗, 𝑇𝑆�푟�푔}, while the parameters in
the two list are not security-related. Thus an adversary with
the verifier table has no security threat to the system.

6.2.7. ReplayAttack. Weapply the randomnumber to prevent
replay attack. Suppose an adversary A eavesdrops the mes-
sage in the open channel, such as {𝐷�푖, 𝐶1, 𝐹�푖�푗, 𝑆𝐼𝐷�푗}; then A

replays the message flow to 𝑆�푗. While without 𝑟�푖, A cannot
construct a correct 𝑉�푖 to pass the verification of 𝑆�푗. So A
can neither gain any benefits from replaying the message nor
be authenticated by 𝑆�푗. Similarly, A also fails to carry out a
replay attack on other message flows. Therefore, our scheme
can resist replay attack.

6.2.8. User Impersonation Attack. According to the analysis
above, the adversary A can neither guess 𝐼𝐷�푖 and 𝑃𝑊�푖 nor
replay {𝐷�푖, 𝐶1, 𝐹�푖�푗, 𝑆𝐼𝐷�푗} to impersonate 𝑈�푖, so there is only
one way left: constructing {𝐷�푎, 𝐶1�푎, 𝐹�푎, 𝑆𝐼𝐷�푗}. So A selects
a random number 𝑟�푎 and computes {𝐶1�푎, 𝐶2�푎}, forges 𝐷𝐼𝐷�푎

and 𝐾�푎, then computes {𝐷�푎, 𝐶1�푎, 𝐹�푎, 𝑆𝐼𝐷�푗}, and sends it to𝑅𝐶. However, after 𝑅𝐶 computes 𝐶2�푎 and obtains 𝐷𝐼𝐷�푎, 𝑅𝐶
either cannot find such a 𝐷𝐼𝐷�푎 in 𝑈𝑠𝑒𝑟-𝑙𝑖𝑠𝑡 or computes𝐾�耠
�푎 that is not equal to 𝐾�푎. Both two conditions lead to the

failure in authentication of 𝑈�푖. That means that 𝑅𝐶 is bound
to find that {𝐷�푎, 𝐶1�푎, 𝐹�푎, 𝑆𝐼𝐷�푗} is forged.Therefore,A cannot
impersonate 𝑈�푖.

6.2.9. Server Impersonation Attack. On one hand, according
to the analysis above, the adversary A cannot replay the
message flows to impersonate 𝑆�푗; on the other hand,A finds

noway to get the private key 𝑆𝑘𝑒𝑦�푗.Thus our scheme is secure
from server impersonation attack.

7. Performance Analysis

In this section, we compared our scheme with other two-
factor authentication schemes for multiserver environment
[17–20, 41–43]. As shown in Table 5, the result manifests the
advantages of the proposed scheme in security attributes. We
can see that our scheme satisfied all the security attributes,
and it is the best one among these schemes, though its
computation overhead and communication cost are higher,
while others [17–20, 41–43] have weaknesses more or less.
Actually, according to Wang et al. [28, 32], the public key
algorithm is the key to achieve user anonymity and resistance
against off-line dictionary attack, while the public key algo-
rithm is bound to cost more than symmetric algorithm. So
these schemes [17–19, 43] only using the symmetric algorithm
need less communication cost than our scheme, but they are
definitely not secure. Among the compared schemes, only
these schemes [20, 41, 42] are equipped with the public key
algorithm. Both the schemes of Kumari et al. [41] and Irshad
et al. [42] cost more than our scheme. And our scheme does
not spend much more communication cost or computation
overhead thanLix et al.’s, while achieving all the fourteen eval-
uation criteria (Lix et al.’s scheme only nine). As a matter of
fact, certain communication cost is a must for achieving bet-
ter security. We think that ensuring the security of the proto-
col is the most important goal for an authentication scheme;
furthermore, our scheme actually does not significantly
increase the computation overhead and communication cost.
Therefore, compared to those schemes vulnerable to attacks,
our scheme is more suitable to multiserver environment.

8. Conclusion

In this paper, firstly, we described the communication model
and adversary model of multiserver environment, pointing
out that some of the adversary capacities in many schemes
are impractical and unreasonable. Then based on the works
of pioneer contributors, we summarized fourteen security
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requirements for user authentication in multiserver envi-
ronment. Secondly, according to the adversary model and
security requirements, we demonstrated the weakness in the
scheme of Amin and Maitra et al. Thirdly, to overcome the
identified weaknesses, we proposed a new improved scheme
for multiserver environment and proved its security via BAN
logic and heuristic analysis. Furthermore, the comparison
results showed the superiority of our scheme.
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In microblogging, key users are a significant factor for information propagation. Key users can affect information propagation
size while retweeting the information. In this paper, to predict information propagation, we propose a novel linear model based
on key users authentication. This model mines key users to dynamically improve the linear model while predicting information
propagation. So our model can not only predict information propagation but also mine key users. Experimental results show that
our model can achieve remarkable efficiency on predicting information propagation problem in real microblogging networks. At
the same time, our model can find the key users who affect information propagation.

1. Introduction

In the past, when we mentioned authentication, we thought
of password research first. A mass of research [1–5] focuses
on passwords mechanism and other authentication mecha-
nisms for user authentication in various computer systems.
But recently, with the rapid development of microblogging,
the scale of users is becoming larger and larger. It plays
an important role as an efficient media for fast spreading
information, ideas, and influence among huge population.
In microblogging users play different roles in information
propagation. The immense popularity of microblogging pro-
vides great opportunities for social network public opinion
[6, 7]. At the same time, in microblogging, participants have
the characteristic of high dynamics, self-organization, and
heterogeneity. All of the above factors make the dissemina-
tion and evolution process of network opinions becomemore
random and complicated. Due to the above challenges, we
should focus on microblogging user authentication of role in
information propagation.

Information propagation prediction can be identified as
an early warning scheme for controlling large-scale out-
break of negative network public opinion in microblogging.
In previous researches on information propagation predic-
tion, information propagation prediction can be divided

into microprediction and macroprediction. Microprediction
[8–11] mainly does research on user’s retweeting a mes-
sage. Macroprediction mainly focuses on predicting the
macroindicator of information, such as scale, depth, and
speed. In this paper, we mainly do research on macropredic-
tion about the scale prediction of information propagation.
In the previous researches of macropredictions, users are not
adequately considered as a key factor for the scale prediction
information propagation. Existing researches [11–13] mainly
consider information attribute and user attribute in predict-
ing information propagation. But extensive research [14–16]
shows that the large propagation of social network public
opinions is usually caused by one user or multiple users.
These users are called key users. The key user can affect the
prediction result when prediction time windows show key
user.

Due to the above challenges, we propose a novel linear
model based on key users authentication to predict infor-
mation propagation. This model considers the influence of
key user for information propagation prediction. We mine
key users in process of information prediction. Then we add
key user function into linear model. Hence, this model can
not only predict information but also mine key user. To
evaluate the performance of ourmodel, we conduct extensive
experiments onmicroblogging datasets. Experimental results
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demonstrate that our model is high in accuracy in compari-
sonwith the baseline algorithms. At the same time, ourmodel
can find key users in the process of information propagation
prediction.

The remainder of this paper is organized as follows: Sec-
tion 2 introduces some features of information propagation
in microblogging. Section 3 proposes a novel linear model
to predict information propagation and mine key user in
microblogging. The proposed model is validated through
experiments in comparison with other baseline algorithms in
Section 4. Section 5 gives a conclusion and directions for the
future works.

2. Analysis of Information Propagation
in Microblogging

In this section, the important characteristics of information
propagation are analyzed for predicting information propa-
gation in microblogging.

2.1. Analysis of Time Factor. In microblogging time cyclical
factor is a key factor for information propagation. According
to the SinaWeiboData Center report published in 2015 shows
that microblogging users have high dependence for Sina
Weibo. The number of messages posted by microblogging
users starts to rise from 5 a.m. and reaches the first peak at 12,
followed by a little downgrade between 1 and 2 p.m., but this
number rises mildly after 3, after that from 7 it rises smoothly
again, while it begins to go down until it reaches a second
peak at about 10 in the evening. Thus, Sina Weibo plays an
important role in the daily network life.

In this paper, we find that retweeting and commenting
behavior also satisfy this rule by analyzing Sina Weibo data.
User behavior basically accords with people’s daily life. As
shown in Figure 1, Sina Weibo shows that user number
reaches a peak at about 10 p.m. per day, and the trough period
at about 4 a.m. per day. Hence, information diffusion can be
affected by user’s daily life.

In fact, the information propagation of opinion public can
last for a long time. So user’s daily life must be considered in
predicting information diffusion. To reduce the effect of daily
life, we use time cycle weight to process microblogging data.
The time cycle weights are described in Table 1.

2.2. Analysis of Information Propagation Structure Factor. In
the propagation of microblogging, the propagation structure
of information is an important metric of estimating informa-
tion influence. The higher information influence, the more
complex propagation structure. In literature [17], the author
carried out the statistics about the height of information
propagation tree, where the common propagation height
is one, about 95.8%, and the longest propagation link is
eleven hops. The propagation structure is usually complex
in the real hot information propagation, which is not fit
for the information propagation. Hence, in order to reduce
the difference from information structure on predictions, we
propose a novel approach where information propagation

Av
er

ag
e i

n�
ue

nc
e

All 
Retweet
Comment

0

5

10

15

20

9/11 9/12 9/13 9/14 9/15 9/16 9/179/10
Time of a week

Sat Sun Mon Tue Wed �u Fri Sat

Figure 1: Illustration of time cycle.

Re
tw

ee
t n

um
be

r

Retweet number of �rst user
Total of retweet

20 40 60 80 100 120 1400
Time window t

0
50

100
150
200
250
300
350
400
450
500

Figure 2: Diffusion scale of microblogging message.

scale is divided into multiple one-layer information propa-
gation trees. While the first-layer retweet sale is helpful to
predict the information propagation.The further propagation
effectively shows the characteristics of information propaga-
tion. We take a detailed analysis on a microblogging message
from Sina Guangzhou about Shenzhen landslides, and the
microblogging message can be divided into multiple parts
with one-hour time window, as shown in Figure 2.

From the above data analysis, we can observe that, in
the process of information propagation, the scale of messages
propagation is similar to the scale of first-layer propagation of
messages, the scale of direct retweet of original messages. In
the following prediction approach, the publisher of messages
is added into model as the first key. At the same time, the
whole propagation of the message is shown in Figure 3 that is
made by microblogging visual analysis tools, PKUVIS.

Figure 3 shows the propagation structure of one mes-
sage. From the figure, we can observe that the propagation
structure of one message in microblogging is very complex.
The information has been propagated to many levels. If the
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Table 1: Time cycle weight.
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propagation structure is considered on the propagation pre-
diction, the prediction of messages would be more complex.
In order to avoid the influence of propagation structure on
the propagation prediction, we consider each user as an
independent unit to count the number of retweets. So we
divide the propagation tree of onemessage intomultiple one-
layer propagation tree sets. The detailed process is shown in
Figure 4.

As shown in Figure 4, we only consider the direct
retweet number of each user. A complex propagation tree
is divided into multiple one-layer propagation trees. In one-
layer propagation tree, the leaf node represents the direct
retweet number of the root user. Thus the retweet number

of one message 𝑁𝑚𝑡 can be represented as the following
equation:

𝑁𝑚𝑡 = ∑
𝑢∈𝑈𝑁𝑚

𝑡

𝑁(𝑚,𝑢)𝑡 , (1)

where 𝑁𝑚𝑡 is the number of retweeted messages 𝑚 at time t;
𝑁(𝑚,𝑢)𝑡 is the number of retweeted messages𝑚 before time 𝑡;
𝑈𝑁𝑚𝑡 is the users set of messages𝑚 before time 𝑡.

Therefore, the message propagation prediction can be
transformed into a novel problem that can predict multiple-
user retweet number with𝑚message.

2.3. Analysis of Key User Factor. In the research on social
networks, key users mining is always an important, hot
research issue. The researchers carry on back analysis on the
microblogging information dissemination through analyzing
key users. At the same time, the key user is also an important
factor that cause information propagation. Large-scale of
information propagation, even secondary burst, is usually
caused by some key users. The key users have great effect on
message propagation. Hence, it is necessary to consider the
effect of users on the prediction of messages. In the section,
we will detail the effect of key users on the propagation of
messages.

In the previous section, a message publisher as message
creator can be considered as the first key user. When other
key users do not appear, the propagation scale of messages is
only related to message publishers. However, when other key
users appear, the retweet scale of messages is affected by key
users. We given an example that the official microblogging
of “CCTV news” published “senior girls by Harvard College
enrolment in advance.” We compare the direct retweet of
publishers with the retweet number of whole messages, as
shown in Figure 5.

As shown in Figure 5, “CCTV News” publishes the
message, as the creator and the first key user of the message.
Before time 𝑡 = 48, the propagation scale of messages is
almost the same with the direct retweet scale of messages
creator. At time 𝑡 = 48, the user “shibugui” retweets the
message, which causes the second emerging retweet number.
The user “Shi Bugui” can be considered as the second key
user. When it is needed to predict the retweet number at time
𝑡 = 48, the retweet scale can not be predicted because the
users can not be determined at time 𝑡 = 48. At time 𝑡 = 48,
the retweet of key user “Shi Bugui” causes the inaccuracy
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Figure 5: Appearance time of key users in information diffusion.

of prediction model. At time 𝑡 = 50, the third and fourth
key users “Wang Xiaoshan” and “Kou Ergou” retweet the
message, which cause the message to be further retweeted.
After the time 𝑡 = 50, the messages fade more and more.
At time 𝑡 = 77, the fifth key user of message propagation
“Gu Community” causes the fourth large retweet. So, from
message sequence diagram, we can observe when key users
take part in message propagation, key users are also a key
factor that affects the prediction of messages propagation,
which will be detailed in the following section.

3. Linear Prediction Model

In this section, we propose an efficient dynamic linear
model to address the problem of information propagation
prediction.

3.1. Influence of Key Users. A linear prediction model based
on key users is introduced in the above context. In social
networks, the information propagation is inextricably linked
with users. How to formalize the information propagation
of key users is key to the model. The information is posted
or retweeted in microblogging, where the information prop-
agation is decided by two factors. One is the influence
of information itself that fades with the time. The other
is the influence of users themselves that can affect the
scale of propagation and speed of fading. According to the
above reasons, literatures [18, 19] made researches on the
information propagation model of users and put forward
lots of equations that depict the influence of information
propagation of users. Therefore, we define the influence of
information propagation of users 𝑅𝑢(𝑡) as follows:

𝑅𝑢 (𝑡) = 𝑐𝑢𝑡
−𝛼𝑢𝑒−𝑡/𝛽𝑢 , (2)

where 𝑐𝑢, 𝛼𝑢, 𝛽𝑢 are waiting parameters.
In the initial stage of information propagation, that is,

when 𝑡 ≪ 𝛽𝑢, 𝑒
−𝑡/𝛽𝑢 ≈ 1. The power rate decay function plays

a domain part, and retweeted number is slightly affected by
exponential decay function.When 𝑡 ≫ 𝛽𝑢, because the fading
speed of exponential decay function is larger than that of

power rate decay function, the retweeted number is decided
by exponential decay function, which improves the speed
of message decay. For the same message in the information
propagation, 𝑐𝑢 can be considered as the influence of key
users.The larger the influence, the more the amount of initial
forwarding. 𝛼𝑢 denotes the decay speed of user influence.The
larger 𝛼𝑢, the faster decay speed of key users. 𝛽𝑢 represents
the life cycle of key users’ influence. The larger 𝛽𝑢, the longer
lasting time of retweeted 𝛽𝑢. Further, 𝑅𝑢(𝑡) = 𝑐𝑢𝑡

−𝛼𝑢 can
be employed to sample the fitting of key users’ propagation
influence. In order to guarantee the waiting valuation param-
eters, the following function can be employed to minimize
the waiting valuation parameters.

minimize ∑𝑁(𝑚,𝑢)𝑡 − 𝑅
𝑚
𝑢𝑖
(𝑡) ,

s.t. 𝑅𝑚𝑢𝑖 (𝑡) ≥ 0.
(3)

3.2. Linear Model Based on Key Users. Based on the analysis
of information propagation, this section mainly focuses on
how to employ a function to predict the whole process of
information propagation. According to the previous section,
the scale of retweeted messages can be represented by (1).
Hence, in order to reduce the influence of structure of mes-
sage propagation on the prediction ofmessage propagation, it
is needed to fit the retweetedmessages and the retweeted scale
for predicting the whole scale. According to the described
method, we define 𝑃𝑚(𝑡) as the retweet scale of messages 𝑚
as follows:

𝑃𝑚 (𝑡) = ∑
𝑢𝑖∈𝑈𝑅

𝑚

𝑡

𝑅𝑚𝑢𝑖 (𝑡) , (4)

where 𝑅𝑚𝑢 (𝑡) is the predicting valuing of retweet number of a
user at time t.

From the equation, we can observe that it needs to fit the
function of each user who retweets message𝑚 for predicting
the retweet scale of message 𝑚 at time 𝑡, which is with
high cost. The above section proves that a larger number of
retweetedmessages are not retweeted again, while the retweet
scale of messages only is related to some key users. Hence, it
is not necessary to fit user function that retweet messages in
the propagation of messages. Aiming at the above problem,
we put forward an improved prediction model which makes
the prediction based on a linear model of key users, as shown
in Figure 6.

As shown in Figure 6, the retweet scale prediction
equation is defined as (5). Equation (5) includes three parts.
Considering that influence of the messages creator as first
key user is different from that of other users, we employ
parameters 𝑎𝑡, 𝑏𝑡 to distinguish two types of key users; then 𝑑𝑡
can be used to adjust the influence of partial messages from
other nodes.

𝑃𝑚 (𝑡) = 𝑑𝑡 + 𝑎𝑡 ⋅ 𝑅
𝑚
𝑢1
(𝑡) + 𝑏𝑡 ∑

𝑢𝑖∈𝐾
𝑚

𝑡

𝑅𝑚𝑢𝑖 (𝑡) , (5)

where 𝑑𝑡, 𝑎𝑡, 𝑏𝑡 are parameters to be estimated and 𝑅𝑚𝑢𝑖(𝑡) is
the predicting value of retweet number of retweet message of
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Figure 6: Linear model based on key users models the volume of
microblogging message diffusion.

user 𝑢𝑖 at time 𝑡. 𝑈𝑅𝑚𝑡 is the user set who retweet 𝑚message
before time 𝑡.

Finally, the valuation parameters can be solved according
to the formula with (3).

3.3. Mining Key User to ImproveModel. In the propagation of
information, the key users in training set are usually deter-
mined. However, when a key user appears in the prediction
time window, the accuracy of prediction algorithm would be
interfered, which reduces the accuracy of prediction. Hence,
the section considers key users as an important factor for
improving the accuracy of prediction for message retweet
scale. When the sliding window includes a key user, the
algorithm generates the corresponding prediction deviation.
So, the section defines 𝐾𝑚(𝑡) as the threshold of key users
existence:

𝐾𝑚 (𝑡) =
𝑁𝑚𝑡 − 𝑃𝑚 (𝑡)
𝑁𝑚𝑡

, (6)

where𝑁𝑚𝑡 is the actual retweet value of message 𝑚 at time 𝑡;
𝑃𝑚(𝑡) is the predictive retweet number of messages 𝑚 before
time 𝑡.

If 𝐾𝑚(𝑡) < 𝜃, the key user is not in the time window.
If 𝐾𝑚(𝑡) ≥ 𝜃 and 𝑁

𝑚
𝑡 − 𝑃𝑚(𝑡) ≥ 10, it is proved that

the predicted time window may include key users that can
interfere prediction.Therefore, it is needed tomine key users.
𝐾𝑚(𝑡) ≥ 𝜃 represents that there is large difference between
prediction algorithm and real values, and 𝑁𝑚𝑡 − 𝑃𝑚(𝑡) ≥ 10
for avoiding that the retweet scale with less than ten affects
the computation. If𝐾𝑚(𝑡) ≤ −𝜃, it shows that some key users

in the previous window may be disabled, so it is needed to
delete interference of some key users.

Firstly, the users in time window are sorted according
to their retweet number. Then the users in the sorted set
are successively added in the following equation until the
following ruling condition is true.

𝑁𝑚𝑡 − 𝑃𝑚 (𝑡) + 𝑅
𝑚
𝑢𝑖
(𝑡)

𝑁𝑚𝑡
≤ 𝜃. (7)

4. Experiments

In this section, we evaluate our method on real-world
networks by comparing with current prediction models.

4.1. Experimental Setup

4.1.1. Baseline Algorithms. The compared algorithms include
our KUML and two algorithms as follows:

(1) MAM (moving average method): according to the
time sequence, prediction window value equals the
average of 𝑛 windows before prediction windows.

(2) ES (Exponential Smoothing): formula 𝑆𝑡 = 𝛼𝑦𝑡 + (1 −
𝛼)𝑆𝑡−1 for information diffusion prediction.

4.1.2. Datasets. Since there are no public datasets for infor-
mation propagation prediction, we use data fetching pro-
gram PKUVIS to obtain data on microblogging. The dataset
includes seven messages of 6 hot topics, such as “landslide
in shenzhen,” “wang baoqiang scold drunk driving,” and
“cancel Late marriage leave.” The datasets of our experiment
are described in Table 2.

All experiments are conducted on a hardware platform
with CPU i5, 6G memory, and 64-bit Win 7 system.

4.2. Experimental Analysis and Results. We evaluate our
KULM on real-world Sina Weibo dataset by comparing with
three baseline algorithms. In this paper, error rate is used as
evaluation metrics. The error rate is computed as follows:

error = 1
𝑛

𝑛

∑
𝑖=1

𝑃𝑚 (𝑡) − 𝑁
𝑚
𝑡


𝑁𝑚𝑡
. (8)

To evaluate the performance of KULM, we evaluate our
method on Sina Weibo dataset by comparing with three
baseline algorithms.A timewindow is 30minutes, we use first
ten windows as test data to predict follow-up of ten windows.
The results of our experiment are described in Table 3.

As shown in Table 3, for the first key user, for ES model
the lowest error rate is 26.0% and the highest is 59%. The
model depends on datasets. Then MAM always has a high
error rate, and the lowest error rate is only 40.4%. At last,
KULM has the lowest error rate for predicting message
propagation users on 7 types of microblogging messages.
To prove that KULM can be used for mining key users at
message propagation prediction, we demonstrate the effect of
predicting and mining for No. 1 message. The result is shown
in Figure 7.
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Table 2: Dataset description.

Message number Message user Message topic
No. 1 Sina Guangdong Landslides in Shenzhen
No. 2 Headline News Landslides in Shenzhen
No. 3 Sina Entertainment Baoqiang Wang inveighed against drunk driving escape
No. 4 Headline News Late marriage leave cancel
No. 5 CCTV News Senior three girls are admitted to Harvard
No. 6 CCTV News Trampling accident in Shanghai
No. 7 People’s Daily Landslides in Lishui, Zhejiang

Table 3: The compare predictive effect of algorithms.

Message number Error rate The existence of key user
KULM ES MAM KULM

No. 1 23.8% 42.1% 55.5% No
No. 2 38.7% 59.4% 53.4% No
No. 3 33.2% 46.2% 43.1% No
No. 4 35.4% 39.2% 56.6% Yes
No. 5 19.8% 35.6% 40.4% No
No. 6 23.3% 26.0% 45.7% Yes
No. 7 37.9% 45.2% 58.8% Yes
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Figure 7: The result of predicting message propagation and mining
key user by our model.

As shown in Figure 7, “CCTV News” publishes the mes-
sage, as the creator and the first key user of message. Before
time 𝑡 = 96, the propagation scale of messages is almost
similar with predicting propagation scale.When 𝑡 = 96, there
is much difference between the actual value and predicted
value, so this time windowmay have key users.Thenwemine
key user in this window; we find the key user “Shi Bugui”
who retweets the message at 11:12. At time windows 𝑡 = 100,
the time window shows much difference between the actual
value and predicted value again. So we mine key user; then
we find key users “Wang Xiaoshan” and “Kong Ergou.” The
last key user is found at time window 154; the key user “Gu
Community” retweets the message at 16:11 2015-12-16. Since
the key user retweets message, actual value and predicted
value make much different. So as shown in Figure 7, we can
find clearly the arisen time of key users through difference
value between actual value and predicted value. Hence our

KULM model can not only predict information propagation
but also mine key users simultaneously.

5. Conclusion

In this paper, we consider the effect of key users on message
propagation. Furthermore, we propose a novel linear model
based on key users authentication to predict a message
propagation in microblogging. This model can be improved
dynamically through mining key users.

The experiments on real-world microblogging networks
demonstrate the efficiency of our proposed algorithm for
information propagation prediction in large-scalemicroblog-
ging. The experiments also show that our algorithm is better
than the baseline heuristic algorithms. And our algorithm
canmine key users in the process of information propagation
prediction.

In further works, we will consider more factors to
improve KULM, such as the influence of topics. We will
consider topic effect on information propagation by other
topic messages. Our KULMwill be used effectively to predict
information under a specific topic.
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We present in this paper an alternative method for understanding user-chosen passwords. In password research, much attention
has been given to increasing the security and usability of individual passwords for common users. Few of them focus on the
relationships between passwords; therefore we explore the relationships between passwords: modification-based, similarity-based,
and probability-based. By regarding passwords as vertices, we shed light on how to transform a dataset of passwords into a password
graph. Subsequently, we introduce some novel notions from graph theory and report on a number of inner properties of passwords
from the perspective of graph. With the assistance of Python Graph-tool, we are able to visualize our password graph to deliver
an intuitive grasp of user-chosen passwords. Five real-world password datasets are used in our experiments to fulfill our thorough
experiments. We discover that (1) some passwords in a dataset are tightly connected with each other; (2) they have the tendency
to gather together as a cluster like they are in a social network; (3) password graph has logarithmic distribution for its degrees. Top
clusters in password graph could be exploited to obtain the effective mangling rules for cracking passwords. Also, password graph
can be utilized for a new kind of password strength meter.

1. Introduction

The invention of computers ushered in a new era of digi-
tal lives, and text-based passwords have almost dominated
human-computer authentication since then. Passwords con-
tinue to prevail on the web as the primary method for
user authentication despite consensus among researchers that
people deserve something more secure and user-friendly.
Many researches have focused more on the specific point of
the problem of user authentication involving no user inter-
actions, which is literally the weakest point of the password
authentication. There is all the time alternative authentica-
tion mechanisms aiming to outright replace password-based
authentication method proposed by a bunch of researchers:
graphical passwords [1], authentication based on biometric
[2], authentication based on user behaviors [3], single sign-on

system, and so forth. However, the growing password-based
authentication adoptions [4] irrespective of their well-known
security and usability drawbacks [5–7] reveal the fact that
each of the alternatives to password-based authentication has
its own shortcomings as compared to passwords [8]. The
inertia of user habits, uncertain transition costs, and constant
improvements in passwords lead to the result that incumbent
passwords will continue as a stubborn signal for identity
authentication in the foreseeable future, where the goal is not
impregnable defense but the balance between usability and
security [8].

Surveys are conducted by many researches [9–11] to
reveal user real-world behaviors in managing passwords.The
conflict between users’ limitedmemory and growing number
of passwords they need to organize is the main challenge
users are confronted with presently. Users reuse passwords
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or embed mnemonic information into password [12] to
alleviate their burden of memorizing passwords.This implies
the unpleasant fact that users select usability over security
unconsciously. Security experts have suggested the use of
password vaults (managers/wallets) to assist password-based
authentication with which users need merely to remember
one master password to encrypt all their online account
passwords in the vault [13, 14].

Before 2009, password researchers proposed someheuris-
tic methods to study the password-based authentication
whosemain purpose is to reveal the weaknesses of passwords
and outright replace passwords in the end [5, 15]. After
2009, large-scale password datasets have been breached
widely from hackers’ attacking or intruders’ intrusion, which
are afterwards publicly available, for example, the leak of
32M passwords from the gaming website RockYou in 2009
is currently the biggest corpus available to the public. In
the literature of password, breaching of large-scale datasets
of passwords have guided the studies of passwords to a
more scientific and rigorous method. Password corpora have
typically been used to analyze the distribution of passwords
[16], names used in passwords and character distribution [9],
or the priority among priorities: used as learning set to train
probabilisticmodels such as PCFG-based [17],Markov-based
[18], and NLP-based (Natural Language Processing) [19]
password cracking algorithms in order to simulate adversarial
password cracking process, leading to sophisticated password
dataset strength evaluation methods [20]. The probabilistic
password cracking models are afterwards modified elabo-
rately by researchers to evaluate single password strength.

1.1. Motivations. The analysis of the password security can
date back at least to Morris and Thompsons 1979 seminal
analysis of 3,000 passwords [21]. The analyzing methods
they employed can be classified into two categories: pass-
word cracking and semantic evaluation. However, these two
methodologies focus solely on the individual passwords
and neglect implicitly the relationships between passwords.
The neglected relationships on the contrary is remarkably
important properties of password dataset that could facilitate
the password cracking and semantic evaluation. Due to the
intrinsically incomplete evaluation of traditional semantic
and cracking methodologies, we advocate a new alternative
method understanding user-chosen passwords.

In mathematics, graph is mathematical structures used
to model pairwise relations between objects. A graph in this
context is made up of vertices, nodes, or points which are
connected by edges that can either be directed or undirected.
Graph-theoreticmethods, in various forms, have beenproven
particularly useful in many fields such as linguistics, chem-
istry, physics, and sociology.While there is still no application
of graph theory in the literature of passwords research,
therefore, we are going to apply graph theory to password
dataset to dig deeper into the inner properties of passwords
to assess and compare the inherent security behaviors of
users. We call this analysis method relationship evaluation as
an extension to semantic evaluation. Our paper provides an
alternative view of password relationships through password

graph, we also provide a visualizingmethod for the generated
password to observe and study it intuitively.

1.2. Contributions. In this work, we make the following key
contributions:

(i) An alternative view of password relationships: we
explore the relationships between passwords: modifi-
cation-based, similarity-based, and probability-
based. The modification-based relationship builds
on the observation that a user usually modifies an
existing password to retrieve a newone. Passwords are
basically strings; thus we borrow the idea from string
similarity to develop the password similarity-based
relationship.The probability-based relationship is the
idea derived from password distribution where each
password has probability associated with it.

(ii) Visualizing of password graph: by regarding passwords
as vertices and leveraging one of the relationships
we explored, we are able to transform a password
dataset to a graph and we call it password graph. With
the assistance of Python Graph-tool, we visualize our
generated password graph; our visualization method
can intuitively convey deeper characteristics of pass-
word dataset which lay otherwise under the hood and
remain undiscovered.

(iii) Some insights from graph theory: the resulting pass-
word graph provides us a fresh new perspective of
password dataset. We will revisit some key termi-
nology in graph theory to find out what our new
password graph bring about.

1.3. Organizations. In Section 2, we review prior research
works on password cracking and semantic evaluations. Sec-
tion 3 provides some preliminaries. Section 4 details our
exploration of password relationships in dataset of password.
Section 5 elaborates on our construction of password graph.
Section 6 provides some key insights from graph theory to
our password graph. Finally, Section 7 concludes our paper.

2. Related Work

In this section, we briefly review prior pivotal research on
password cracking and semantic evaluations to assist our
follow-up discussions and explorations.

In 1979, Morris and Thompson analyzed a database of
3,000 passwords and reported some basic statistics: 71.12%
passwords of their sample of passwords were 6 characters or
fewer and 86% fell into one of the dictionaries, name lists,
and the like. In 1990, Klein [22] collected/etc/passwd files
in which passwords were in hash format from his friends
and acquaintances in United States and Great Britain. 21%
passwords were cracked in the first week, total approximately
25% of the passwords had been guessed, and 51.70% of
the cracked passwords are not longer than 6 characters.
Dedicated cracking software tools like John the Ripper
[23] and hashcat [24] have appeared since and are armed
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with numerous cracking modes (e.g., brute-force attack, and
dictionary attack)

Mangling rules in dictionary attack mode continue to
evolve beyond heuristic rules: Weir et al. [17] built a machine
learning technique based on context-free grammar to auto-
matically derive mangling rules from a large training set of
cleartext passwords. Houshmand and Aggrawal [18] derived
Markov-based password cracking algorithm from Markov-
Chain that representatively originated PageRank algorithm.
Originally, Markov-based algorithm is not a probabilistic
model; Ma et al. [25] investigated password characteristics
about length and the structure of 6 datasets, 3 of which were
fromChinesewebsites and improved it by using different nor-
malization and smoothing methods. They found that when
done correctly, Markov-based cracking model performed
better than PCFG-based password cracking model. In 2012,
Veras et al. [26] had done the work quite similar to us; they
examined 32M RockYou dataset by employing visualization
techniques. They observed that 15.26% of passwords con-
tained sequences of 5–8 consecutive digits, 38% of which
could be further classified as dates, but their research mainly
focused on password patterns which are different from ours.

The guessing resistance of a single user-chosen password
was previously estimated by entropy, with reference to Claude
Shannon’s famous measure 𝐻1. Borrowing the idea of Shan-
non entropy, a variation of Shannon entropy was proposed in
NIST Electronic Authentication Guideline. It calculated the
password entropy mainly based on the length of passwords
and added partial points if some special heuristic checks
were passed to make it more secure. Unfortunately, Shannon
entropy and its variations characterize the strength of a
distribution; for an attacker who wants just to crack a
certain proportion of all passwords, Shannon entropy has no
direct correlation to the guessing difficulty. Ad hoc metrics
(password strength meter) had already been demonstrated
far from accurate by Weir et al. [27]; they advocated that
the cracking-based password strength meter was more com-
pelling. Markov-based PSM [28] and PCFG-based PSM [18]
were proposed subsequently based on Markov model and
PCFG model. Wang et al. [12] created a novel PSM on a
solid foundation where user usually reuses one of his/her
passwords rather than creating a new one. By using two
training sets (one as base dictionary and the other as rule
learning dictionary), their PSMwas able to derive empirically
users’ mangling rules on passwords and thus more accurate.

In 2012, Bonneau conducted a large-scale analysis of 70
million Yahoo private passwords and proposed that a more
direct password strength metric was guesswork (G) [29]. Yet
in 2014, Li et al. [30] came to a conclusion that Bonneau’s
70M passwords were not representative enough for all users,
especially Chinese users who are not familiar with English.
Chinese users prefer digits than letters.They also showed that
Chinese users inclined to insert Pinyins and dates into their
passwords.

Semantic patterns including personal information (e.g.,
birth dates, personal names, and nicknames) are prevalently
embedded in user-chosen passwords [31]. Additionally, a few
basic data characteristics like average length, length distri-
bution, and types of characters used were typically reported.

Further, the structure patterns were also studied by some
researchers [9], passwords containing digits constitutedmore
than 50% Chinese web passwords while this value of English
counterpart was only 11.30%, reinforcing the hypothesis that
user-generated passwords were greatly influenced by their
native languages. More systematic methodologies had been
proposed by Shay et al. [32] for creating a new password
policy. One inconspicuous thing that semantic evaluations
fail to attain is the relationships between passwords in
the same dataset. Therefore, we for the first time augment
this kind of evaluation method by introducing password
relationship and graph theory into password evaluations. We
hope this evaluation method helps to study the password
evaluations thoroughly.

In 2010, Zhang et al. [33] found that modifications to
one’s old passwords tend to be predictable, and they utilized
this observation to facilitate password cracking. Their work
is actually password reuse by a certain user; it is independent
from other users. Our work focuses on password relation-
ships between different users and classifies them into three
classifications.

As far as we know, the work by Guo et al. [34] may be
the closest one to what we have done in this work.They visu-
alized several password datasets including Yahoo!, PhpBB,
MySpace, Honeynet, hotmail, and 12306. Their discovery
provides an explanation of the attacking curve that has long
been observed in decades. We find one of their conclusions
is wrong: degrees of passwords follow logarithmic law not
power law as they claimed; we will detail this in Section 6.
Overall, though our works are a bit similar, there are still very
critical differences between our work and their work: (a) we
explore the relationships between passwords while they do
not the relationships between passwords; (b) we explore the
effects of different thresholds 𝑡 while they only experimented
with threshold 3; (c) our insights obtained from visualized
graph is essentially distinct from their work.

3. Preliminaries

In this section, we explicate formal definitions of graph and
linear regression and then introduce themetric for evaluating
how well the regression line approximates the real data
points. Finally, we provide some basic information on our
experimental datasets.

Mathematical Notation. We denote a password dataset with
a calligraphic letter S, a password after duplicates removing
with another calligraphic letter P. Let 𝑁 denote the total
number of passwords inP.

3.1. Graph

Formal Definition of Graph. A graph 𝐺 can be defined as a
pair {𝑉, 𝐸}, where 𝑉 is a set of vertices and 𝐸 is a set of edges
between the vertices, 𝐸 ⊆ {(𝑢, V) | 𝑢, V ∈ 𝑉}:

𝐺 = {𝑉, 𝐸} . (1)
Generally, graphs can be classified into two types: (a)

undirected graph, the adjacency relation defined by the edges
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is symmetric. (b) Directed graph is a graph in which edges
have orientations. A simple graph is an undirected graph
in which both parallel edges and loops are disallowed while
multigraph otherwise allows them.

3.2. Linear Regression. In statistics, linear regression is an
approach for modeling the correlation between two variables
(one as a scalar dependent variable denoted by 𝑦 and the
other as explanatory variable denoted by 𝑥) by fitting a
linear equation to the experimental data. The most common
method for linear regression is least-squares. Usually, in
linear regression, given the value of explanatory variable 𝑥,
the value of dependent variable 𝑦 is an affine function of 𝑥:
𝑦 = 𝑘 ⋅ 𝑥 + 𝑏, the slope of the line is 𝑘, and 𝑏 is the intercept.

In linear regression, the statistical measure of how well
the regression line approximates the real experimental data
points is often calculated and compared through the coeffi-
cient of determination. People usually denote the coefficient
of determination by 𝑅2, which has the range from 0 to 1, the
closer to 1 the better. Therefore, a 𝑅2 value of 1 indicates that
all experimental data points are perfectly positioned on the
regression line; 𝑅2 of 0 indicates the contrary result.

3.3. Spearman’s Coefficient. In statistic, Spearman’s coeffi-
cient is a nonparametric measure of rank correlation. It
assesses how well the relationship between two variables can
be described using a monotonic function. The Spearman
coefficient 𝜌 is defined as the Pearson correlation coefficient
between the two ranked vectors𝑋, 𝑌:

𝜌 = cov (𝑟𝑔𝑋, 𝑟𝑔𝑌)
𝜌𝑟𝑔𝑋𝜌𝑟𝑔𝑌

, (2)

where cov(𝑟𝑔𝑋, 𝑟𝑔𝑌) is the covariance of the rank variables;
𝜌𝑟𝑔𝑋 and 𝜌𝑟𝑔𝑌 are the standard deviations of the rank variables.
By definition, 𝜌 ∈ [−1, 1], where 0 indicates independence
between the vectors. A perfect Spearman correlation of 1 or
−1 happens when the agreement between the vectors is a
monotone function.

3.4. Password Guess Number. The password guess num-
ber characterizes the time complexity required for a pass-
word cracking algorithm (PCFG-based or Markov-based) to
recover a password. This is generally achieved by measuring
the guess number required to crack the password. Dell’Amico
and Filippone [20] detail a Monte Carlo sampling method
that converts a password pw probability as computed by
PCFG or Markov model into an estimate of cracker’s guess
number:

𝐺 (pw) = 1𝑘
𝑘

∑
𝑖=1

𝛿 (𝑝𝑖)
Pr (𝑝𝑖)

+ 1

𝛿 (𝑝𝑖) = 1, if Pr (𝑝𝑖) > Pr (pw) , else 0,
(3)

where 𝑘 is the sample size and 𝑝𝑖 is the password draw
randomly from the corresponding distribution.

Table 1: Basic information about our 5 password datasets.

Dataset Web service When leaked Total PWs
MySpace Social networking Oct. 2006 49,623
PhpBB Programmer forum Jan. 2009 255,373
Rootkit Hacker forum Feb. 2011 69,324
Yahoo Web portal July. 2012 442,834
12306 Train ticketing Dec. 2014 129,303

3.5. Datasets. For completeness, we give a brief description
of the five datasets used in our experiments (see Table 1).
Theywere breached either by hackers or by intruders and later
disclosed publicly on the Internet; some of them have already
been used in password cracking models [17, 18].

MySpace was originally published in October 2006,
which was obtained by a phishing attack and thus might
contain weak as well as fake passwords. Our collection of
MySpace list has total 49,623 passwords, but a recent report
said that there were actually over 360 million accounts
involved. Each record of MySpace list contained an email
address, a password, and, in some cases, a second password.
Some accounts had multiple passwords; there were in fact
over 427 million total passwords available for sale [35].
Rootkit’s entire MySQL database backup was released by
anonymous group using HBGary’s CEO Twitter account;
it initially contained 71,228 passwords cryptographically
scrambled using the MD5 hashing algorithm; we managed
eventually to recover 97.33% of them through trawling
attacks. In 2012, nearly 443K email addresses and passwords
for a Yahoo site were exposed after a server breach; hackers
gotten into Yahoo’s Contributor Network database by using a
rudimentary attack called SQL injection. The PhpBB dataset
includes about 250K passwords leaked from Phpbb.com in
January 2009; the hacker even described the whole attack in
detail on his blog. At the end of year 2014, a password dataset
from a Chinese train ticketing website 12306 was leaked to
the public by anonymous attackers; it includes nearly 130K
passwords. User information registered on the ticket booking
website included real names, ID card numbers and phone,
and email contacts and may also include information about
family members and friends, posing a serious threat to their
information privacy.

4. Password Relationships

We divide our findings of password relationships into
three categories: modification-based, similarity-based, and
probability-based. Elaborations on these three categories are
detailed in the following three subsections.

4.1. Modification-Based. Naturally, the relationship between
passwords is actually in some extent tied to users’ modifi-
cations to passwords. So it could be well imitated by edit
distance featuring a set of operations on passwords. Edit
distance is a way of quantifying howdissimilar two passwords
are to one another by counting the minimum number of
operations required to transform one password into the
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other. However, there are various definitions of edit distance
featuring different sets of editing operations: Levenshtein dis-
tance [36] (hereafter: LD) allows three operations: removal,
insertion, and substitution of a character in the password;
longest common subsequence distance’s permitted operations
is a subset of LDs: insertion and deletion; hamming distance
takes effect only on passwords of same length; that is,
hamming distance does not allow insertion or removal.
Additional primitive operations like transposition are used
by Jaro-Winkler distance based on the observation that a
common mistake when people typing is the transposition of
two adjacent characters in a string.

The LD between two passwords is formally defined as the
minimum number of single-character edits one must per-
form to change one password into the other. Mathematically,
the LD between two passwords 𝑎 and 𝑏 can be given by
lev𝑎,𝑏(|𝑎|, |𝑏|):

lev𝑎,𝑏 (𝑖, 𝑗) = min
{{{{
{{{{
{

lev𝑎,𝑏 (𝑖 − 1, 𝑗) + 1
lev𝑎,𝑏 (𝑖, 𝑗 − 1) + 1
lev𝑎,𝑏 (𝑖 − 1, 𝑗 − 1) + 𝑓 (𝑎𝑖, 𝑏𝑗) ,

(4)

where |𝑎| and |𝑏| denote the length of passwords 𝑎 and 𝑏,
respectively. 𝑓(𝑎𝑖, 𝑏𝑗) is an indicator function that is equal to
0 when 𝑎𝑖 = 𝑏𝑗 and equal to 1 otherwise. The calculation of
LD is actually a dynamic optimization; the time complexity
of this algorithm is 𝑂(|𝑎| ⋅ |𝑏|).

4.2. Similarity-Based. Passwords are essentially strings, so
the measures of depiction of string similarity provide us
substantial methods to evaluate the similarity (relationship)
between passwords. Dice’s coefficient is a statistic used for
comparing the similarity between two sets and can be used
to evaluate the similarity between two passwords: assume 𝑋
and 𝑌 are the set (set element is unique) of characters that
passwords 𝑎 and 𝑏 include, respectively. Dice’s coefficient of
𝑎, 𝑏 is defined as follows:

QS = 2 |𝑋 ∩ 𝑌||𝑋| + |𝑌| , (5)

where |𝑋| and |𝑌| are the numbers of elements of the two sets.
QS is the quotient of similarity and ranges between 0 and 1.

Jaccard indexmeasures similarity between two finite sets;
it is defined as the size of the intersection divided by the size
of the union of the sets 𝑋 and 𝑌 (𝑋 and 𝑌 have the same
meaning as described above):

𝐽 (𝑋, 𝑌) = |𝑋 ∩ 𝑌||𝑋 ∪ 𝑌| =
|𝑋 ∩ 𝑌|

|𝑋| + |𝑌| − |𝑋 ∩ 𝑌| . (6)

If 𝑋 and 𝑌 are both empty, define 𝐽(𝑋, 𝑌) = 1, so 𝐽(𝑋, 𝑌) is
also the quotient of similarity and ranges between 0 and 1.

4.3. Probability-Based. From PCFG-based or Markov-based
password cracking model, we can assign probability to every
password in a dataset. In principle, two passwords are similar
in a sense (same probability that will be picked by a human

user) if their corresponding probabilities are close enough,
the closer the more similar. One of the workable measures of
similarity between passwords 𝑎 and 𝑏may be

𝑆 (𝑎, 𝑏) = (Pr (𝑎) − Pr (𝑏))
2

(Pr (𝑎) + Pr (𝑏))2
, (7)

when 𝑎 and 𝑏 have the same probability, their value of 𝑆(𝑎, 𝑏)
equals 0; an extreme situation happens when there is only one
password in the distribution; the probability of that password
is 1; all other passwords’ probability is 0. The value of 𝑆(𝑎, 𝑏)
(where Pr(𝑎) = 1,Pr(𝑏) = 0) equals 1.

In summary, the relationships between passwords we
describe above are only a proportion of the countless rela-
tionships of objective existence. For example, the edit distance
between passwords is not a measure of similarity but the
number of editings. One can of course divide it by the longer
length of two passwords, whichmakes LD remarkably relative
LD:

levrel𝑎,𝑏(|𝑎|,|𝑏|) =
lev𝑎,𝑏 (|𝑎| , |𝑏|)
max {|𝑎| , |𝑏|} . (8)

Ultimately, the value of relative LD for two chosen passwords
falls into interval [0, 1] in which left boundary 0 means
exactly the same and right boundary 1 means altogether
different.

4.4. Rationale. The practical and accurate measure of depic-
tion of password relationships depends on the particular
application scenario. There is no the best depiction method
for generating password graph but the most appropriate
according to the concrete scenario. For example, if we want
to study the modification habits of users, we may choose
modification-based classification; but if we only want to learn
the password cracking property, we may choose probability-
based classification. We attempt to expand our work by
utilizing modification-based relationship between passwords
(other relationships we have explored above are still worth
deeper research andwe leave it for futurework). Prior surveys
have already provided us with plenty of information on how
users modify their passwords: adding digits or symbols at the
beginning/end of password, capitalizing a letter, Leet trans-
formation, and so forth [9, 12, 32, 37]. Taking the permitted
operations for each type of edit distance into consideration
synthetically, we could infer that LD is currently the most
appropriate measure of password relationship among all
types of edit distance, which actuallymodels real-world users’
mangling behaviors (insertion, deletion, and substitution are
popular while transposition is not). In Section 5, we are going
to utilize LD to formally define the edges in a graph.

5. Construction of Password Graph

Generally speaking, any entity that can be described by
objects with relationships between them can be regarded
as a graph. Since our principal purpose is to characterize
the relationship between passwords, We shed light on this
notion by (1) regarding each unique password in dataset as
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Figure 1: Construction phases.

a vertex: 𝑉 = {𝑝 | 𝑝 ∈ P} and (2) editing distance
between passwords not more than a threshold 𝑡 forms an
edge: 𝐸 = {(𝑢, V) | lev𝑢,V(|𝑢|, |V|) ≤ 𝑡 and 𝑢, V ∈ 𝑉}.
We call the resulting graph transformed from the password
dataset password graph 𝐺. This is a very intuitive method to
turn a password dataset into graph, though there might exist
some other approaches to fulfill the same goal (e.g., one can
consider unique printable ASCII characters as vertices and
characters forming a password are connected together, which
seems reasonable but the practicability and efficiency of it
remain unknown).

5.1. Construction Procedures. We describe our construction
procedures of password graph with more details in this sub-
section. The construction procedures are organized orderly
into two main phases and are illustrated in Figure 1.

Phase1. Starting with raw password dataset, we measure the
frequencies of every unique password in the password dataset
S and associate the frequency values with corresponding
passwords; subsequentlywe remove the duplicated passwords
to obtain the password dataset P so that two passwords
picked randomly from P are invariably different. Every
password inP stands for a vertex in graph𝐺; in other words,
the vertex set 𝑉 for 𝐺 is generated finally after this phase.

Phase2. The LD distance for every two passwords in the
dataset P is calculated. An edge is formed if the LD value
of its end vertices is not more than threshold 𝑡. We provide
3 thresholds experiment results in this paper (the selection
of threshold 𝑡 is an interestingly open question that needs
further research).The edge set 𝐸 for our graph𝐺 is generated
after this phase. It is worth noting that themaximum possible
number of edges is𝑁(𝑁−1)÷2where𝑁 is the size of setP; it
means that the resulting password graph is a complete graph.
Another extreme case happens if there are no edges at all in𝐺
which means the resulting password graph is an empty graph.

In order to observe intuitively the password graph of
our construction results, we have visualized the password
graph with PythonGraph-tool [38]. Graph-tool is an efficient
Python module for manipulation and statistical analysis
of graphs (aka networks). Exporting the resulting graph
to Graph-tool supported file format (GraphML file format
without isolated vertices). Visualizing it with some deliberate
tuning of the parameters makes intricate image graph result.

Figure 2: Visualization result of 12306.

The visualization result of 12306 is shown in Figure 2 and
that of MySpace in Figure 3; the visualization results of
remaining datasets are collected together in Figure 7. The
internal structure and characteristic of password dataset P
is represented modestly by its visualization image graph to
some extent; some qualitative properties can be gotten from
these images: a vertex in the graph 𝐺 may have intensive
connection with other vertices; password vertices evidently
have the tendency to gather together as a cluster: 12306 has
two apparently big clusters while MySpace has incalculable
small clusters; vertices spreading all over the entire canvas
space reflect somewhat that passwords are spreading all over
the possible password space. A more in-depth quantitative
analysis is performed consistently to show more inner prop-
erties of the password dataset in Section 6.

It is undeniable that the frequencies of passwords in
the password dataset P remain untouched by us. Our final
password graph is actually a simple undirected graph without
any loop or parallel edge, so one feasible exploitation of
password frequency may be that one repeated password
attaches one loop edge to the vertex of the password. Besides,
taking password frequency into consideration establishes
more than one edge between two vertices, which is denoted as
parallel edge in graph theory. In a word, the aforementioned
operations will eventually turn our simple password graph
into a multigraph; further augmented implementation of
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Figure 3: Visualization result of MySpace.

construction of password graph would probably embedmore
original and subtle properties into our final password graph
but would also introduce longer time and bigger space com-
plexities; we leave these feasible extension of implementation
for further study.

6. Graph Concepts in Password Graph

Interestingly, the transformation from password dataset to
password graph leads to the magical expansion of concept
fromgraph theory into password graph. In this section,we are
going to rigorously revisit the terminology in graph theory.
Expanding those concepts of terminology into our refined
password graph helps to analyze the password graph more
concretely and quantitatively.

Degree. The degree of the vertex V, written as 𝑑(V), is the
number of edges with V as an end vertex. Note that there
are concepts of in-degree and out-degree in directed graph,
but due to the fact that our refined password graph is a
simple undirected graph so there is no need to differentiate
them. The concept of degree in password graph implies how
many unique vertices of passwords in password datasetP are
similar to this password; we denote degree of password 𝑝 as
𝑑(𝑝).

Statistics of degree for our experimented password
datasets are summarized in Table 2. The definitions of the
notations used in the table are described inNotations; we also
explain them in the main body of our paper. Each dataset
has 3 thresholds 𝑡 (from 1 to 3) experiment results exhibited
in the table. One could easily notice that the column with
title 𝛿(𝐺) is filled with zeroes; that is, the minimum degree
of all password datasets is 0, meaning that there always exists
isolated vertex in every password dataset; the number of
passwords whose degree is zero decreases when threshold
increases. Some studies have attempted to determine the
number of users who appear to be choosing passwords that
are randomormeaningless to human beings.We think on the
other side that the number of isolated vertices of passwords

(no other passwords similar to it) is a moremeaningful figure
to achieve the same goal and is easier to evaluate. Table 3 is a
segment list of passwordswhose degree is zero in 12306 under
threshold 3, though some of them have a common substring
but they are not similar to each other actually because their
number of editing is beyond the threshold and should be
considered individually; frequencies of these passwords are
typically 1.

Empirically, a threshold value of 3 is reasonable to analyze
the experiment results, so analyses following are all based
on threshold 3; one can actually get same conclusion when
threshold is 1 or 2 or other viable values. Many people might
hold the idea that there would definitely be more edges with
bigger size of setP. In our experiment result however, PhpBB
has the most number of edges of all password graphs while
Yahoo has the most number of vertices. Therefore, more
vertices of password do not necessarily mean more edges.
To our surprise, a password could be similar up to 3,380
passwords (in PhpBB dataset). The max degree of password
increases rapidly when threshold increases; for example, with
threshold 1 PhpBB’s max degree is only 65, but it explodes
to 3,380 when threshold is 3. More strikingly, a password
is similar on average to around 150 passwords in PhpBB,
even the minimum average number of similar passwords of 5
datasets is nearly 30.

One has to know that, in principle, for a specific vertex V,
the possiblemaximumdegree𝜙(𝑡) of it is fixed once threshold
𝑡 is determined:

𝜙 (𝑡) = 𝑆dis1 (𝑡)
 +
𝑆dis2 (𝑡)

 +
𝑆dis3 (𝑡)

 , (9)

where 𝑆dis1(𝑡), 𝑆dis2(𝑡), and 𝑆dis3(𝑡) are the sets contain-
ing passwords whose LD distance from V is 1, 2, and 3,
respectively, under threshold 𝑡. Rationally, the results of our
experiment show only a lower-bound of number of similar
password (the threshold we apply is smaller than the actual
or typical one), the real situation may be worse than our
imagination.

The distribution of password graph degree is another
thought-provoking characteristic like length distribution in
password datasets. Our study has shown that distribution
of password graph degree correlated with its ranks sorted
in descending order by its corresponding frequency is more
complicated than a simple distribution. Some passwords
occurring more frequently might have less number of pass-
words similar to them and vice versa; this is a specifically
outstanding fact in 12306 that password “1qaz2wsx” has
occurred 80 times but its degree is only 6; password “h123456”
has 962 passwords similar to it but its frequency is only
4. Hence, the correlation between frequency of password
and degree in password graph has many big fluctuations
(there would be many breaks in the distribution plot). After
analyzing our five password datasets of it has turned out
that the degree distribution of a password graph can be
approximated by the following equation:

PGDD (𝑟) = 𝑘 ⋅ log (𝑟) + 𝑏, (10)

where PGDD(𝑟) is the 𝑟th largest degree and the base of the
log is 10.
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Table 2: Statistic of experiments results.

Password dataset |𝑉| 𝑡 |𝐸| Δ(𝐺) 𝛿(𝐺) 𝑍(𝐺) Avg. degree 𝐷(𝐺)(×10−5) 𝐾(𝐺) 𝑑(𝐺)

MySpace 41,514
1 20,119 58 0 28,119 0.97 2.33 0 +∞
2 111,884 141 0 16,748 5.39 12.98 0 +∞
3 622,087 477 0 7,290 29.97 72.19 0 +∞

PhpBB 184,341
1 81,135 65 0 130,767 0.88 0.48 0 +∞
2 1,204,816 460 0 70,187 13.07 7.09 0 +∞
3 13,836,682 3,380 0 29,453 150.12 81.44 0 +∞

Rootkit 56,859
1 9,281 41 0 47,093 0.33 0.57 0 +∞
2 105,275 133 0 30,564 3.70 6.51 0 +∞
3 1,062,502 953 0 15,792 37.37 65.73 0 +∞

Yahoo 342,510
1 140,092 66 0 247,445 0.84 0.24 0 +∞
2 1,394,200 327 0 147,126 8.62 2.38 0 +∞
3 13,686,843 2,127 0 77,122 79.92 23.33 0 +∞

12306 117,808
1 51,299 63 0 95,057 0.87 0.74 0 +∞
2 676,011 506 0 56,162 11.48 9.74 0 +∞
3 5,311,460 2,301 0 20,640 90.17 76.54 0 +∞

Note. (1) Bold figures are the maximum value of each category for threshold 3. (2) The definitions of the notations are summarized in Notations.

Table 3: A segment of passwords with 0 degrees in 12306.

Number Password Frequency
1125 04768130093 1
1128 048398531 1
1138 0501154315 1
1139 0501170228 1
36909 0155402zj 1
69622 013307aini 1
120788 015210755s 1

As explained in Section 3, we employ least-squares fitting
method in linear regression to approximate the distribution
of password graph’s degree. The fitting results of 12306 and
MySpace password datasets are shown in Figures 5 and 6.
The horizontal axis is the rank value and vertical axis is
degree of password. The other three fitting results are shown
collectedly in Figure 7. The statistics of 𝑘, 𝑏 and coefficient
of determination of regression results are displayed in their
respective plotting figures, every linear regression (except for
12306) is with its 𝑅2 not smaller than 0.90, which closely
approaches to 1 and thus indicates a remarkably sound fitting.
As for 12306 dataset, its 𝑅2 is about 0.84, which is not an ideal
one but acceptable, not as good as that of other datasets. A
plausible reason may be that the 12306 dataset is collected by
trying usernames and passwords from other leaked datasets
online and probably cannot represent the real distribution
of the entire passwords dataset of 12306. Guo et al. [34] plot
the same picture as us, where the relation between log(rank)
and degree is linear, which indicates the degree distribution
of them follows logarithmic law but not power law. In power
law, the relation between log(rank) and log(degree) should be
linear.

To get the relation between password degree and cracka-
bility, we calculate each password’s degree and its correspond-
ing guess number based on [20] with sampling size 100,000.
Subsequently, we plot the password’s average guess number
against its degree and it is shown in Figure 4: we can observe
that the overall average guess number is increasing when
the degree decreases or the overall average guess number is
decreasing when the degree increases. Spearman coefficient
for each dataset is evaluated too: the Spearman coefficient
for Rootkit is −0.94, MySpace −0.88, Yahoo −0.95, 12306
−0.78, and PhpBB −0.93. The Spearman coefficient further
confirms our deduction: the coefficients for all datasets are
all below −0.88 except for 12306 (which might probably be
caused by password data not complete); thus there is a strong
relation between a password degree and its corresponding
guess number: overall speaking, the bigger the password
degree is, the easier it will be cracked.

Connectivity. The connectivity for a graph is the minimum
number of elements that need to be removed to disconnect
the remaining nodes from each other. The elements refer
to vertices or edges, so there are vertex connectivity 𝐾(𝐺)
and edge connectivity 𝜆(𝐺). Nevertheless, neither vertex
connectivity nor edge connectivity of any of our selected
password datasets has the value more than 0 because of the
isolated vertex in the password graph. In other words, the
password graph is never connected. We only list the value
of vertex connectivity in Table 2. We can further remove
the isolated vertices and then evaluated the connectivity for
the filtered graph; but there are still isolated clusters in the
graph, so either edge or vertex connectivity is zero for filtered
password graph.

Density. In simple graphs, a dense graph is a graph where the
number of edges is close to themaximal number of edges.The
opposite, a graph with only a few edges, is a sparse graph. For
undirected simple graphs, the graph density 𝐷(𝐺) is defined
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Figure 5: Fitting result of 12306 (𝑅2 = 0.84).

as follows:

𝐷 (𝐺) = 2 |𝐸|
|𝑉| (|𝑉| − 1) , (11)

where |𝐸| and |𝑉| mean the number of edges and vertices,
respectively, in the graph. The value of𝐷(𝐺) resides between
range from 0 to 1, an empty password graph has the density 0
(no edge in the graph: empty graph), and a complete password
graph has the density 1 (any two vertices in the graph has an
edge between them: complete graph).The density of password
graph can be used as a rough approximation of password
dataset’s strength.

As shown in Table 2, each refined password graph is
far from dense graph. We can derive the conclusion from
the aforementioned observation that a complete password
graph has the minimum password dataset strength because
cracking a password successfully facilitates cracking the
whole remaining passwords; an empty password graph has
the maximum password dataset strength because cracking a
password successfully provides no further information about
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Figure 6: Fitting result of MySpace (𝑅2 = 0.97).

the remaining passwords. Note that the exact definition of
this information depends on the selection of threshold; for
example, a threshold of 3 implies that a password 𝑝 cracked
indicates that there are passwords whose LD distance from 𝑝
is smaller than 3.

Distance.The distance between two vertices 𝑢 and V of a graph
is the minimum length of the paths connecting them. If no
such path exists, then the distance is set equal to +∞.

Diameter.The diameter of a graph is the longest shortest path
between any two vertices. Due to the existence of the isolated
vertex, there is always at least one path of infinity length in
the password graph, even if we remove the vertices with 0
degrees and calculate again; the same reason for connectivity:
due to the existence of isolated clusters, the diameter for
filtered password graph is still +∞, and the result is also listed
in Table 2. In addition to diameter, the average path length
in the graph is unavoidably +∞ too. Further study can be
performed to evaluate the diameter and average path length
for top clusters (their results will not be infinity because they
are connected); we leave it for our future work.

One appealing outcome of visualization of our password
graph, as we can see intuitively from Figure 2, is that vertices
of password evidently have the tendency to gather together as
a cluster which is a similar phenomenon in social networks.
Although users choose/create passwords independently from
others, they have a tendency to choose similar passwords in
the mass. Apparently, there is a minority of top clusters and
vast majority of nontop clusters and the top clusters’ property
is self-evidently of significance to us. Cluster structure in
the context of networks refers to the occurrence of groups
of nodes in a network that are more densely connected
internally than with the rest of the network. Note the
distinction between cluster and clique in graph theory: a
clique is a subset of vertices of an undirected graph such that
every two distinct vertices in the clique are adjacent; that is, its
induced subgraph is complete but the cluster does not require
the completeness property.
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(a) Visualization result of Rootkit (b) Visualization result of PhpBB (c) Visualization result of Yahoo
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Figure 7: Fitting and visualization results of Rootkit, PhpBB and Yahoo.

In some cases one vertex may virtually belong to more
than one cluster; this might happen in a social network where
each vertex represents a person, and the clusters represent
the different groups of people: one cluster for family, another
cluster for coworkers, one for friends in the same sports club,
and so on. Nonetheless, in our password graph, we postulate
that one vertex can only be part of one cluster provided
that it does belong to some cluster. It is conceivable that
clusters in password graph are remarkably important due
to their metaproperties from the view of characteristics of
clusters. Rationally, we propose the idea that a cluster in the
password graph acts like ametanode in the graph; intercluster
properties have more significant difference than internode
properties.

Top password list [39, 40] is generally used to constitute
the banned list to prevent users from choosing common
passwords and circumventing the security policies. Top
password structures [9] are specifically used to facilitate
efficient password cracking process. We for the first time
propose the concept of top clusters to outright replace top
password list and top password structures for the reason
that top clusters are a more accurate and precise description
of weak passwords in the context of password dataset: not
only passwords occurring in the top password list or its
structures appear in top password structures are weak but
also all the passwords belonging to the same cluster. Table 4
lists a segment of four clusters in Rootkit: clusters 1, 2 and

Table 4: A segment of four clusters in Rootkit.

Cluster 1 Cluster 2 Cluster 3 Cluster 4
password 123456 rootkit qwerty
passwordx 123456x irootkit qwerty}
password0 1234569 1rootkit qwertyu
Password 12345r rootkit2 qwertyz
Password! 123456@ rootkit3 qwerty,
password0. 12345s /rootkit qwertyr
passw0rk 1234566 #rootkit qwert
apassword 1234565 4rootkit qwerty7
p4s5w0rd 1234569 rrootkit qwerty9
p@ssword 1234561 rootKit qwerty11
1Password! 12345678 RootKit qwerty12

4 are common cluster which can be found in other password
graph too; cluster 3 is only presented in Rootkit and it is a cite-
specific cluster. Undoubtedly, they are all weak passwords and
should be added to banned list for Internet service provider.
Conclusion can be reached when combining Table 4 and
Figures 2, 3, and 7 that blocking top clusters enhances the
ability of the password dataset to resist trawling attack.

One of the multitudes of practical applications of top
clusters is the building of effective mangling rules; those rules
are a bit different from those used by hashcat [24] and JTR
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[23]. To get the effective mangling rules from a dataset of
passwords, one can compare every two passwords in the
same top cluster to obtain the mangling rules. Our derived
rules are actually the operations allowed in Levenshtein
distance: insertion, deletion, and substitution. Substitution is
the superset of Leet operation; insertion is the superset of
prepending and appending. Our visualization method could
also be used for password strengthmeter. After a user finishes
entering his/her new password, we can evaluate whether it
belongs to one of the existing top clusters; if it does, then we
reject this password asking for a new one, else we accept it.

7. Conclusions

In this paper, we have explored possible relationships
between passwords: modification-based, similarity-based,
and probability-based to aid the construction of password
graph. On the basis of graph theory and previous surveys,
regarding passwords as vertices, we selectmodification-based
relationship and fix a threshold value of 3 to define the edges
in the graph. Our password graph enables the introduction
of concepts from graph theory, including degree, density,
distance, diameter, and cluster.

Password graph has some novel implications built-in for
password research; we use them as an alternative analysis
method for password dataset. We find surprisingly that, for
the threshold 3, a password could be similar up to 3,380 pass-
words in the PhpBB dataset and have evidently the tendency
to gather together as a cluster just like it is in a social network.
Moreover, by applying linear regressionwediscover that pass-
word graph has logarithmic distribution for its degrees. Our
findings suggest that top passwords list in adaptive password
checking should be replaced with top clusters to reach a
higher level of security. Ultimately, password graph could
also enable the creation of effective mangling rules applied
universally in dictionary attack, which only needs a large
dataset of training sets without requiring a priori knowledge
of user habits or personal information. Also, password graph
can be used for a new kind of password strength meter.

Notations

𝑉: Vertex set
𝐸: Edge set
Δ(𝐺): max{𝑑(𝑝) | 𝑝 ∈ 𝑉}, the maximumdegree

of all vertices
𝛿(𝐺): min{𝑑(𝑝) | 𝑝 ∈ 𝑉}, the minimumdegree

of all vertices
𝑍(𝐺): |{𝑑(𝑝) | 𝑝 ∈ 𝑉, 𝑑(𝑝) = 0}|, the number of

vertices whose degree is 0
𝐷(𝐺): 2|𝐸| ÷ (|𝑉|(|𝑉| − 1)) density of the

password graph
𝐾(𝐺): Vertex connectivity
𝜆(𝐺): Edge connectivity.
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An Aggregate Signature based Trust Routing (ASTR) scheme is proposed to guarantee safe data collection in WSNs. In ASTR
scheme, firstly, the aggregate signature approach is used to aggregate data and keep data integrity. What is more important, a light
aggregate signature based detour routing scheme is proposed to send abstract information which includes the data sending time
and ID of data, nodes’ ID to the sink over different paths which can verify whether the data reaches the sink safely. In addition, the
trust of a path is evaluated according to the success rate of the path.The trust of paths susceptible to frequent attack will be lowered
and the path with high trust will be selected for data routing to avoid data gathering through low trust path and thereby increase
the success rate of data gathering. Our comprehensive performance analysis has shown that, the ASTR scheme is able to effectively
ensure an increase in success rate of data transmission by 23.23%, reduce the data amount loaded by the node by 53.59%, reduce
the redundant data by 41.70%.

1. Introduction

With a large number of sensing devices’ connection to
Internet of Everything (IoE) [1, 2], our life has become
favorably convenient. As one of the most important parts for
IoT, the wireless sensor networks (WSNs) are increasingly
applied in various aspects of industry [3–6], environment
monitoring [7], life [8, 9], and medical health monitoring
[10].With the emergence of edge computing [11], the network
architecture is also rapidly developing in computing mode
from the cloud computing [11, 12] of network center to
edge computing [13], where the sensor network plays an
important role [14–16]. However, preservation of information
and sensitive data is one of the biggest challenges in sensor
networks [17–19]. Due to the high costs, the hardware of
sensor nodes is relatively simple and is often unattended
in hostile environment, hence prone to different kinds of
attacks [20–22]. According to the statistics, there are over 30
kinds of attacks against the sensor network [21, 23], including
black attack, clone attack, selective forwarding attack, and

false data injection attack [20–23]. It is necessary to provide
solid as well as evident solutions as countermeasures against
threats in sensor networks; otherwise the application of
sensor networks will be hindered [20–23]. For example, black
hole attack [23] is such an attack behavior which can drop
all the data transferred through the black holes, and the
selective forwarding attack (SFA) [20, 24] can intelligently
drop some packets to damage network which is difficult to
detect and defense such attack [23]. The false data injection
attack produces much false data to consume the precious
energy of the sensor network, which will cause the advanced
death of network exception [21, 23].Therefore, it is a challenge
issue to evade the attack scope of malicious node and ensure
the node produces safe and effective data which can reach the
sink as verified [1, 21].

This paper mainly studies how to defend against the
attacks that adversely affect the data transmission and data
integrity of WSNs. Generally speaking, this type of attack
behaviors has the following characteristics: (1) Damaging
the Data Integrity. Compromised node (CN) [20, 21] attack
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belongs to this type of attack behaviors: the adversary
physically compromises a subset of nodes to eavesdrop
information. In this way, the compromised node is able to
forge false data and launch a false data injection attack or the
malicious nodes are able to forge the signature of other nodes
and send a large amount of false data or even tamper data.
(2) Damaging the Data Security. This means the malicious
nodes are able to impede the safe routing of data so that
the data cannot reach the destination [23]. For example,
black hole attack: it can drop all data through the black
node; in comparison, selective forwarding attack is more
complex and can intelligently drop some selected key data,
which not only endangers the network but also makes the
attack behavior difficult to detect. Another one is denial of
service (DOS) attack [23] which refers to the following: the
adversary interfereswith the normal operation of the network
by actively disrupting, changing, or even paralyzing the
functionality of a subset of nodes.The common consequences
of this type of attacks are as follows: areas within which
the adversary can either passively intercept or actively block
information delivery [23].

Some researches have been conducted on defense against
malicious nodes. Among them, some were conducted against
a single type of attack behavior; for example, the literature
[23] proposed the multibranch routing scheme for defense
against selective forwarding attack. Some other researches
were not conducted on the safety security strategy against a
certain attack; for example, the traceback strategy proposed
in literature [22] belongs to the defense attack strategies. In
traceback strategy, the IDs of pass-through routing nodes
are added to the data packet, so when an attack occurs, the
attack path will be reconstructed, which helps the system
obtain the location of attack source and take measures to
clear the malicious node. However, the past researches have
a prominent shortcoming: they only considered the circum-
stance where the data packets produced by the source node
are directly routed to the sink, but thewireless sensor network
has a typical difference with other networks; that is, its node
energy is limited, and hence it is an important research
issue to minimize its energy consumption. Data aggregation
is an effective method to reduce the energy consumption
of WSNs [1] and, due to the correlation between the data
packets produced by different nodes of WSNs in time and
space, if data packets produced by nodes with approximate
locations and time are sent to the sink upon data aggregation,
the data amount will be significantly reduced to save the
energy consumption of network [1]. In practice, the data
aggregation rate may reach over 70%, so the load of data by
nodes is only 30%, that is, less than 1/3 of the original after the
data aggregation. In some special data aggregation functions,
such as the data aggregations to obtain max, min, and avg,
only one data packet is output after the data aggregation of𝑛 data packets and the data aggregation rate is very high,
greatly improving the performance of WSNs [1]. The data
aggregation and collection are significant research issues for
cloud computing and fog computingwhich have been studied
by many researchers [25, 26].

Although the data aggregation plays an important role
in WSNs, it fuses multiple data packets into one, so the

issues caused by attack against the fused data packet are more
complex than those in the past researches [1]. Specifically
speaking, the following challenges will be met: (1) Integrity
issue of data packet: malicious nodesmay producemuch false
data, so if no proper measure is taken, it will be difficult to
determine whether false data exist after the data aggregation
and which are source nodes that produce the false data. (2)
The fact that an attack will bring more serious loss to the
network: the data packet formed upon data aggregation con-
tains more information, so an attack may cause more serious
consequence. (3) Routing safety issue: when some attacks,
such as black hole attack and selective forwarding attack,
occur, the data packet will be attacked and dropped before
reaching the sink, but the sink cannot determine whether the
network has been attacked or any data packet has been lost,
which is considered the most dangerous circumstance. With
so many challenges existing in the data aggregation network
and to the best of our knowledge, seldom researches have
been made on attack defense ofWSNs in data aggregation. In
this paper, an aggregate signature based trust routing (ASTR)
scheme is proposed to guarantee safe data collection for data
aggregation in WSNs. The main contributions of this paper
are as follows.

(1) An aggregate signature based trust routing (ASTR)
scheme is proposed to guarantee data security and data
integrity of data collection in WSNs. In ASTR scheme, each
node signatures its data and abstract information (i.e., the
data sending time and ID of data, node ID) and sends
them to aggregator, and the aggregator compresses those data
signatures into a short one packet called data packet and
sends it to sink over M | M ≥ 1 different paths. In this
way, the sink can verify the data aggregate signature is valid
if and only if every single signature used in the aggregation
is valid. So the data integrity can be guaranteed. On the
other hand, the aggregator also compresses those abstract
information signatures into another short one packet called
abstract packet and sends it over anotherN | N ≥ 1 detour
routing to sink,which can verifywhether the data has reached
the sink safely.We conducted a series of analysis in theory and
determined the required values ofM,N to guarantee the data
can reach the sink safely, so the safe routing of data to the sink
can be guaranteed.The past researches often considered only
one aspect, that is, data security (probability for data to reach
the sink safely) or data integrity. However, the ASTR scheme
proposed by this paper can ensure both the data integrity and
data security, making the research more meaningful.

(2) The ASTR scheme adopts the trust-based routing
method to further improve the success rate of routing.
Adopting the strategy of sending M data routings and N
abstract routings (called R(M,N) routing method) is able
to improve the success rate of routing but at higher costs
in energy consumption. Hence, the paper further proposes
a method to select high trust routing based on the trust
of paths, which is able to reduce the number of data and
abstracts needed to ensure a high success rate of routing
or is able to improve the success rate of routing while
consuming the same energy and further optimize the system
performance.
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(3) Through our extensive theoretical analysis and simu-
lation study, we demonstrate that, for TSTR scheme which
adopts the R(M,N) routing method, both data integrity
and data security can be achieved simultaneously. For the
network with a packet loss ratio of 10%, the probability
for data to reach the sink safely is raised by 23.23%. If a
routing path with high trust is selected with the trust-based
method, the success rate of routing will increase by at least 3%
without additional system cost. If the success rate of routing is
guaranteed equal to that of theR(M,N) routingmethod, the
data amount loaded by the nodes will be reduced by 53.95%,
which demonstrates the outstanding performance of ASTR
scheme.

The rest of our paper is organized as follows: In Section 2,
a literature review of the research related to this work is
presented.Then the systemmodel and problem statement are
described in Section 3. In Section 4, we proposed an efficient
aggregate signature based trust routing (ASTR) scheme. The
performance analysis of the ASTR scheme is provided in
Section 5. Finally, Section 6 provides the conclusion.

2. Related Work

Data security and data integrity are the two most important
concerns in data gathering of WSNs and also the objects of
this research. Therefore, this section mainly discusses some
research work related to data security and data integrity. At
first, it introduces the existing researches on data security,
which mainly focuses on the method and strategy to guar-
antee the safe routing of data to the sink.The functions based
on this strategy can be classified into the following.

(1) Guaranteeing the safe transmission of data to the
sink no matter whether an attack exists in the network:
the early researches did not detect the existence of attacks
(such as black, DOS, and SFA attack) and, instead, adopted
a multipath routing method to reliably guarantee the data
can reach the sink [21, 23]. This strategy has an advantage
of wide applicability in effectively overcoming similar attack
behavior that impedes the transmission of data to the sink
[21]. However, the strategy cannot detect the existence of an
attack or identify malicious nodes [15].

Karlof and Wagner [21] first suggest that multipath rout-
ing can be used to counter these types of attacks. Messages
routed over 𝑘 paths whose nodes are completely disjoint
are completely protected against such selective forwarding
attacks or black hole attacks involving atmost 𝑘 compromised
nodes and still offer some probabilistic protection when over𝑘 nodes are compromised. In literature [23], a SEDR scheme
is proposed to defense black hole attack. In SEDR scheme,
a data packet is divided into 𝑚 shares which are sent to the
sink over different nonintersected paths. Even if some shares
are dropped by attacker during routing, the sink can restore
the whole data packet with only 𝑘 shares.The attacker cannot
get the contents of data packet from less than 𝑘 shares. The
shortcoming of these researches lies in the following: (a) it
can neither detect the existence of attacker in the network
nor determine the location of malicious node [22]; (b) it
consumes much energy, especially when the number of paths
is large [21].

(2) Being able to detect the existence of attacker but
not identify malicious nodes: this type of strategy has a
main point: detect whether attacks exist during the data
transmission and once you find the attacks, send an alarm
message to inform the system of the existence of attacks.
However, the strategy is not or weakly able to identify
malicious nodes.

Sun et al. [24] have proposed a multidataflow topologies
(MDT) method to countermeasure such attacks. In MDT,
the sensor nodes are divided into two-dataflow topologies,
and both dataflow topologies can cover the whole network;
therefore it is sufficient to control the entire network that
the sink only gets one report from either topology. Through
two topologies the sink can defend against similar attacks.
If a malicious node exists in one topology, the sink can still
obtain packets from other topologies. The shortcoming of
this method lies in the following: too weak to resist the
attacks and both dataflow topologies can be attacked when
the number of attackers is large, which will cause a failure of
the strategy. In addition, the method will pay high prices in
energy consumption and so forth.

(3) Being able to detect the existence of attacker and
identify malicious nodes: the type of strategies has a main
point: firstly detect whether an attacker exists in the network
and if any attacker is detected, use a certain mechanism to
identify malicious nodes and expel the malicious nodes from
the data routing, eliminating their adverse effects.

Xiao et al. [20] have proposed a checkpoint-based mul-
tihop acknowledgement (CHEMAS) scheme for identifying
suspect nodes in selective forwarding attack. In CHEMAS
scheme, some intermediate nodes over a forwarding path are
randomly selected as checkpoint nodes which are responsible
for generating acknowledgements for each packet received.
Each intermediate node in a forwarding path has the poten-
tial to detect abnormal packet loss and identify suspect nodes
if it does not receive enough acknowledgements from the
downstream checkpoint nodes.

Besides, the attack detecting strategies can be classified
into distributed detection strategies and centralized detection
strategies based on their execution characteristics. In dis-
tributed detection strategy, each source node and participant
node of the data routing or neighbor node monitors and
detects the existence of attack. Generally the source node
summarizes the detection results and reports them to the
system (or sink). In centralized detection strategy, a central
information processing center (such as sink) is in place and
monitoring information from all nodes is reported to and
processed by the information processing center. Generally
speaking, the distributed strategy has robust performance
and the centralized strategy has a shortcoming of single-point
failure.

The above classification is only one of the commonly
used methods. Actually, different attack detecting strategies
usually have multiple characteristics; for example, a dis-
tributed strategy may be able to identify malicious nodes;
some centralized strategiesmay have only detection function.

Another group of researches were conducted not against
specific attack behaviors but on awidely applicablemethod to
defend against attacks. Among them, traceback is a common
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method different from the above ones that adopt active
defense against attacks. In the abovementioned methods,
the strategies usually aim to design some methods to avoid
attacks to nodes and senddata packets to the sink successfully.
In comparison, the main point of traceback method lies not
in how to avoid attack but in designing a method to mark
the origin of source nodes and routing paths, which is able
to determine the attack source once an attack occurs and
then take measures to eliminate the attack source to ensure
the network security. The mechanism can be described as
monitoring in advance and imposing punishment after an
attack event occurs [22].This type of strategies mainly adopts
two methods, namely, mark and logging. The mark method
adds the node ID during the routing of data packet to the
sink and determines the location of malicious node with a
high probability when the network is attacked. The logging
method is mainly adopted based on the mark method. In the
markmethod, as the data packet is routed towards the sink, an
increasing number of node IDs are added to the data packet,
so the data packet is becoming longer, which increases the
energy consumption of sensor nodes. When a node receives
the data packet, the logging method checks the length of
ID attached to the data packet. When the length exceeds a
certain value, the ID information will be saved on the node to
reduce the energy consumption of nodes. Therefore, if more
information is marked in the traceback method, the sink
will own more information when the network is attacked,
determine the location of malicious nodes, and remove them
more easily. However, when more information is marked
and more IDs are attached to the data packet, the nodes
will consume more energy. The main point of research on
traceback method lies in how to minimize the number of
marks and improve the accuracy of determining the location
of source node. To achieve this target, the probability mark
method is usually adopted. For details about these researches,
see literature [22].

The preceding paragraphs mainly discuss the existing
researches on data security with the main purpose of effec-
tively routing the data to the sink. Another important work
is how to ensure the data integrity, so the next paragraph
introduces some researches on this topic.

The main method to ensure data integrity is the digital
signature technology which ensures the source of data packet
can be verified. This type of methods is widely used in WSNs
[1]. The main ideas of these methods are as follows: a source
node needs to provide a digital signature to each of the
data when sending data packets, so the sink can determine
whether the data is sent by the real node, which will prevent
the illegal node from sending false data. For details of
these researches, see [27], where the authors proposed an
effective and safe method to defend against the false data
injection attack. However, the digital signature method has
shortcomings: the digital signature has a requirement on
hardware and increases the length of data packet, which
affects the energy consumption, delay, and communication
bandwidth. Therefore, how to effectively ensure the data
integrity and data security of WSNs remains an important
challenge issue.

3. System Model and Problem Statement

3.1. System Model. The network model in this paper is a typ-
ical planar periodic data collection wireless sensor network
similar to [28–33]. Its system model is as follows.

(1) 𝑛 homogeneous sensor nodes are randomly deployed
in a two-dimensional planar network with a radius of 𝑅,
a sink is at the center, and the node density is 𝜌. The
node communication radius is 𝑟. The data sensed by the
network is periodic data collection type. For example, the
sensor network is a farm monitoring the information, such
as temperature and moisture within an area. Each node
produces one data packet in a sensor period and sends it to the
sink via multihop relay [34, 35] and the data vector collected
in a period is 𝑋 = [𝑥1, 𝑥2, . . . , 𝑥𝑛]. The network lifetime is
defined as the number of data collection periods when the
first node dies [31, 32, 35]. The communication is considered
to be perfect, so the lost packets are considered dropped as a
result of attack. Although the real communication channel is
not perfect, the sender may adopt various methods, such as
sen-wait ARQ protocol to ensure the successful transmission
of packets to the receiver. The ASTR scheme can also be used
in networks with imperfect communication channels under
condition that the system parameters have been modified.

(2) Data aggregation model: it adopts data aggregate
method for data collection to form a typical data aggregation
model similar to [1]. In such data aggregationmode, when the
network is collecting data, a set of aggregators are selected
and other nodes are called simply nodes. Each simple node
belongs to one of the aggregators in which that simple node
can send its data to that aggregator directly. The node 𝑠𝑖
is said to be the member of aggregator 𝑠𝑗 if the node 𝑠𝑖
belongs to aggregator 𝑠𝑗. The aggregator node receives the
data of all member nodes and aggregates them into one data
packet and then multihop routes the data packet to the sink
with the shortest routing method.D𝑖 represents the original
data packet produced by node 𝑠𝑖 and S(𝑠𝑖, 𝑠𝑗) represents the
aggregation result of data of node 𝑠𝑖 and node 𝑠𝑗 and T𝑖
represents the final aggregation result of the data of all input
nodes and node 𝑠𝑖.

When aggregator 𝑠𝑖 receives the data packet sent by
member node 𝑗, it aggregates the data packetD𝑗 sent by node𝑗 and the current data packet of aggregator 𝑠𝑖 (original data
packet D𝑖 of aggregator 𝑠𝑖 or the intermediate aggregation
result S𝑖 of the data of aggregator 𝑠𝑖 and its member nodes)
with the following formula:

T (𝑠𝑖, 𝑠𝑗) = max (S𝑖,D𝑗) + (1 − 𝑐𝑖,𝑗)min (S𝑖,D𝑗) , (1)

where 𝑐𝑖,𝑗 is the correlation coefficient between nodes 𝑠𝑖 and𝑠𝑗 [4, 15]. A larger 𝑐𝑖,𝑗 indicates a higher correlation between
the data of nodes and a smaller length of data packet formed
after the data aggregation.

3.2. Security Model. The attacker is considered to have a
strong intelligence [20, 22, 23]. It is actually a malicious node
or a node that obtains the legal status through compromising
a small portion of sensor nodes and then drops some data
packets at a certain probability (if the drop probability is 1,
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Table 1: Network parameters.

Symbol Description Value𝑑0 Threshold distance (m) 87𝑟𝑠 Sensing range (m) 15𝐸elec Transmitting circuit loss (nJ/bit) 50𝑒fs Power amplification for the free space (pJ/bit/m2) 10𝑒amp Power amplification for the multipath fading (pJ/bit/m4) 0.0013𝐸init Initial energy (J) 0.5

then it is black hole attacker; others it is likely to be selective
forwarding attacker or DOS attacker), the aim is to try not
to expose themselves, and to make the greatest harm to the
network. Those attackers can also forge real nodes to launch
various attacks, such as false data injection attack. At the same
time, the attackers can also collude to launch attacks. In this
paper, we assume that the proportion of malicious nodes is
small, for example, smaller than , most nodes in the network
are normal nodes [23]. It is obvious that if most nodes in a
network are malicious nodes, the network safety cannot be
guaranteed.

3.3. Energy Consumption Model. In this paper, we adopt the
topical energy consumption model in [31, 33, 35], where the
transmission energy consumption, 𝜔𝑡, follows (2) and energy
consumption, 𝜔𝑟, for receiving follows (3):

𝜔𝑡,1 (𝑑) = 𝑙𝐸elec + 𝑙𝜀fs𝑑2 if 𝑑 < 𝑑0,
𝜔𝑡,2 (𝑑) = 𝑙𝐸elec + 𝑙𝜀amp𝑑4 if 𝑑 ≧ 𝑑0, (2)

𝜔𝑟 = 𝑙𝐸elec, (3)

where 𝐸elec represents transmitting circuit loss. Both the free
space (𝑑2 power loss) and the multipath fading (𝑑4 power
loss) channel models are used. If the transmission distance is
less than the threshold 𝑑0, the power amplifier loss is based
on free-space model; if the transmission distance is larger
than or equal to the threshold 𝑑0, respectively, the multipath
attenuationmodel is used. 𝜀fs and 𝜀amp are the energy required
by power amplification in the two models.

3.4. Problem Statement. The main goal of this paper is to
design a data gathering scheme forWSNs that guarantees the
data integrity and data security and improves network energy
utilization while ensuring long network lifetime. It can be
expressed as follows.

(1) Data Integrity. It is assurance to the recipient that the data
came from the expected sender and has not been altered in
transit [1], although the data is sent to the sink after data
aggregation and multihop routed.

(2) Maximizing the Probability of Successively Routing the
Data and Abstract to the Sink. The probability of successively
routing data packets to the sink can be defined as the ratio
between the number of data packets received by the sink
and the total number of data packets sent by the network.

The maximum data routing success rate can be computed as
follows:

max (P𝐷) = max(𝐷𝑠𝐷𝑡) , (4)

where 𝐷𝑡 represents the total number of data packets sent in
the network and 𝐷𝑠 represents the number of data packets
successively received by the sink.

Besides, abstract information reaching the sink also has
positive effect on the network safety. It can indicate whether
the linked data has been sent. If the sink receives the abstract
information but fails to receive the linked data packet, it will
recognize that the data packet has been attacked and so not
received. Therefore, the ASTR scheme will also improve the
success rate for abstract information to reach the sink:

max (P𝐴) = max(𝐴 𝑠𝐴 𝑡) , (5)

where𝐴 𝑡 represents the total amount of abstract information
sent in the network and𝐴 𝑠 represents the amount of abstract
information received by the sink.

(3) Maximizing Energy Utilization. Energy utilization is the
ratio of the total energy consumed by the network to the total
initial energy of the networkwhile the network dies, as shown
in

max (R𝑢) = max[ (∑𝑛𝑖=1�𝑖)(∑𝑛𝑖=1 𝐸𝑖ini)] , (6)

where 𝑖 is the 𝑖th node in the network, 𝑛 is the total number of
nodes in the network,�𝑖 represents the energy consumption
of 𝑛𝑖, and𝐸𝑖ini represents the initial energy of 𝑛𝑖, which is given
in Table 1. The maximization of network energy utilization
will improve the effective use of network energy, so that
the ratio of energy consumption to the initial energy in the
network is largest.

(4) Maximizing Network Lifetime. Network lifetime is defined
as the death time of the first node in the network [31, 34, 35].
Considering that the energy consumption of the 𝑖th node
in the network is �𝑖, its initial energy is 𝐸𝑖ini, and there are𝑛 nodes in the network. To maximize the lifetime of the
whole network, the network lifetime of the first node to die
in the network should be maximized. Therefore, (7) can be
obtained:

max (L) = max[min
1≤𝑖≤𝑛

(𝐸𝑖ini
�𝑖

)] . (7)
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In summary, the research objectives are as follows:

max (P𝐷) = max(𝐷𝑠𝐷𝑡) ,
max (P𝐴) = max(𝐴 𝑠𝐴 𝑡) ,

max (R𝑢) = max[ (∑𝑛𝑖=1�𝑖)(∑𝑛𝑖=1 𝐸𝑖ini)] ,
max (L) = max[min

1≤𝑖≤𝑛
(𝐸𝑖ini
�𝑖

)] ,
s.t. data is integrity.

(8)

4. The ASTR Scheme

4.1. The Research Motivation of ASTR Scheme. This section
discusses the research motivation of ASTR scheme. Firstly,
the energy consumption of the network data collection shows
that when the network contains no attackers, the energy
consumption is as shown in Figure 1 (𝑀 in the figure
represents that the same data packets are sent for 𝑀 times,
the same below). Figure 1 shows that all data in the network
can successively reach the sink because no attackers exist.
Therefore, the energy consumption of nodes close to the
sink area is very high. However, if attackers exist, the attack
behaviors of attackers will cause a certain proportion of
data packets to be attacked during the routing, dropped,
and not able reach the sink. In this case, the number of
data packets reaching the sink is smaller than that number
in network without attackers, so its energy consumption
decreases. It should be noted that the decrease of energy
consumption is caused by the reduction of data packets
reaching the sink as a result of attack instead of improvement
in network performance.This is not a good condition because
the idealistic effect for guaranteeing data security is to ensure
all data packets in the network can reach the sink and the
highest energy consumption is the same as the network that
is not attacked. One of the methods to improve the reach rate
of data packets is to send the same data for 𝑀 times over
different paths, which is able to significantly raise the reach
rate of data. As shown in Figure 1, assuming the probability
of successively sending data packets under attack 𝑝 = 0.90,
the reach rate is only 0.90 for packets routed by one hop; if
the times of sending the same data packets𝑀 = 2, the one-
hop reach rate is 99%, apparently higher than 0.90.

This method is actually the multipath routing (MPR)
scheme described above. It is direct and effective and so
widely researched. However, the shortcomings of themethod
are rarely researched. Figure 1 shows that when 𝑀 = 2
and 𝑝 = 0.90, the actual number of data reaching the sink
has exceeded the number of data when no data packet is
lost. However, the effective reach rate of data packets is only
55%. It demonstrates that when this method is used, a large
amount of repetitive data packets will reach the sink, but
some data packets fail to reach the sink. The repetitive data
packets (redundant data packets) reaching the sink are useless
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Figure 1: Data loaded by nodes under different data collection
strategies.

to improve the reach rate of data packets but increase the
energy consumption of the network and shorten the network
lifetime.

If we can reduce the redundant data reaching the sink
and maintain the success rate for data packets to reach the
sink, the network lifetime can be extended and the reach
rate of data can be ensured at the same time. Based on the
above ideas, this paper proposed the ASTR scheme which
sends the light abstract information join data packets to
improve the network security and energy efficiency. Instead
of simply sending M data packets, this method sends N
abstracts (containing the information such as node ID, time,
and data packet ID) while it sends M data (relatively small
and generallyM = 1), which is known asR(M,N) routing
method. If the message received by the sink contains no data
packets, the sink will notify the node to send (M +N)mes-
sages again until it receives the data packets or the number
of sending times reaches the maximum value 𝑘. Compared
with the past strategies, theR(M,N) data collectionmethod
with maximum value 𝑘 can effectively reduce the energy
consumption of the network.This is because of the following:
if M = 1 in the R(M,N) routing method, once the sink
receives the data packets, the subsequent sending actions will
be stopped, so the sink cannot receive repetitive data packets.
As a result, the sink will receive only redundant abstracts
but no redundant data packets with this method. Abstracts
are lightweight packets with a length of 1/10 or 1/100 of the
length of data packets; hence, sending lightweight abstracts
instead of heavy data packets is conducive to reducing energy
consumption.

Table 2 compares the data amount sent by the node 5 hops
from the sink in R(M,N) routing strategy and multipath
routing strategy of sending data the same packets for 𝑀
times while ensuring the same reach rate of data packets.
The first line of Table 2 represents the data in 𝑀 multipath
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Table 2: Comparison of data amount loaded by nodes in different strategies.

(M, data, sp)
(2, 200, 0.83)

(M, data, sp)
(3, 300, 0.93)

(M, data, sp)
(4, 400, 0.97)

(M, data, sp)
(5, 500, 0.99)𝑘 = 3 131.82 (N = 1) 155.81 (N = 2)𝑘 = 4 142.12 (N = 1) 171.56 (N = 2)𝑘 = 5 146.51 (N = 1) 179.08 (N = 2) 223.37 (N = 4)𝑘 = 6 148.31 (N = 1) 182.52 (N = 2) 208.03 (N = 3) 247.26 (N = 5)𝑘 = 7 149.02 (N = 1) 184.06 (N = 2) 210.17 (N = 3) 231.35 (N = 4)

routing strategy and (𝑀, 𝑑𝑎𝑡𝑎, 𝑠𝑝) in the first line represent
the number of repeatedly sent data packets, data amount sent
by nodes, and the proportion of data received by the receiving
nodes. For example, (2, 200, and 0.83) represent the following:
the number of repeatedly sent data packets: 𝑀 = 2, data
amount sent by the sender = 200 bits, and the proportion
of data received by the receiver = 0.83. Other lines represent
the parameters of the R(M,N) strategy, where M = 1 and𝑘 represents the times of repetitive sending. Table 2 shows
that when𝑀 is 2 in MPR scheme and theR(M,N) routing
strategy is used, the data amount loaded by nodes is only
70% of the data amount in𝑀 multipath routing strategy. As𝑀 increases, the R(M,N) routing strategy presents better
performance. When 𝑀 = 5, the data amount loaded by
nodes is only 50% of that in 𝑀 multipath routing strategy.
The R(M,N) routing strategy proposed in this paper has
prominent advantages.

The second research motivation: in the preceding
research motivation, the message is set free after being sent.
It is obvious that selecting a trustable routing path for every
hop during the routing will effectively improve the success
rate of routing and reduce the sending times of data packets.
In ASTR scheme, a data packet will not be sent again once
received. Therefore, adopting a trustable routing path will
improve the success rate of routing, reduce the sending
times of data, and thereby effectively enhance the network
performance.

The third research motivation is adopting the data aggre-
gation method to reduce the energy consumption. As shown
in Figure 2, the network will undertake much less data after
adopting the data aggregation and thereby effectively extend
the network lifetime.

4.2.The Design of ASTR. This section introduces the detailed
design of ASTR scheme. ASTR scheme is as shown in
Figure 3. It mainly consists of the following important parts:
(1) data aggregate signature; (2) R(M,N) routing method;
(3) trust routing method.

(1) Aggregate Signature Stage. In this stage, ID-based aggregate
signature technology [1] is adopted in ASTR scheme. ID-
based aggregate signature can ensure the data packets of
several source nodes are sent to the aggregator and, after
aggregating signature and sending the data to the sink
through multiple hops, the aggregator can provide assurance
to the recipient that the message came from the expected
sender and has not been altered in transit [1]. Hence, in ASTR
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Figure 2: Comparison of data amount in data aggregation and non-
data aggregation strategies.

scheme, the data packets are not directly sent to the sink
but sent after data aggregation, which effectively reduces the
data amount loaded by nodes (see Figure 2). The process
of data aggregation is shown in Figure 3. When the nodes𝑠0, 𝑠1, 𝑠2, 𝑠3, and 𝑠4 intend to send the data packets to the
sink, theywill select one node among them, such as node 𝑠0 as
the aggregator while other nodes become the member nodes
of aggregator node 𝑠0 and send data packets to the aggregator
node 𝑠0. After receiving the data packets sent by all member
nodes, the aggregator node 𝑠0 adopts the aggregate signature
method in [1] to aggregate them into one data packet and
sends the packet to the sink (ifM > 1, the data packet will be
sent to the sink in a method similar to multipath routing).
Reference [1] has shown that the data aggregation method
can be authenticated for each of the data of node. Besides,
the selection of aggregator is similar to that of cluster head
which can be found in [36]. On the other hand, the ASTR
scheme can simultaneously send N abstracts which are also
produced by the aggregator. When receiving all data packets
from member nodes, the aggregator will know the IDs of
all member nodes, IDs of data packets, and data production
time. Therefore, the aggregator can produce the abstracts
from the owned information during the data aggregation
with the aggregate signature method. The abstract is short in
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Figure 3: The framework of ASTR scheme.

length and further shortened after the data aggregate, which
effectively improves the network performance.

(2)R(M,N) Routing Method. After the aggregate signature,
both data packet and abstract have been produced, so this
section mainly describes how to effectively route the data
packet to the sink, that is, R(M,N) routing method. The
ASTR scheme ensures the probability for data to successively
reach the sink is higher than the specified level 𝑞. The
R(M,N) routing method is the method to send M data
packets and N abstracts at one time and route them to the
sink over different routing paths with 𝑘 times of sending to
themaximum. In this paper, the operation of sendingM data
packets andN abstracts at one time is called one sending of(M + N), written as S(M + N). The process of R(M,N)
routing is as follows:

(a) Sender performs one S(M +N) operation;K = 1.
(b) If the sink fails to receive data or abstract, the data

packet sending fails and the data sending will end.
(c) Otherwise, if the sink receives the data sent success-

fully, the sending of this data packet will stop.

(d) If the sink receives only abstract but no data packet,
it will notify the sender to perform the S(M +N) operation
again.

(e)The sender will detect whether the number of resend-
ing instances has reached the maximum value 𝑘. If K < 𝑘,
it will perform another S(M +N) operation and otherwise
gives up the sending of data. 𝑘 is the maximum number of
operations calculated based on the probability for data to
successively reach the sink required by the application (see
formula (17)).

The process of S(M +N) operation is as follows: firstly,
the aggregator copies the data packet for M times during
an operation and the M data packets are routed to the sink
over M paths. At the same time, it copies the abstract for
N times and the N abstracts are routed to the sink over N
paths.The following describes the routing process of abstract
to explain the routing process of data or abstract.The routing
process for sending of the 𝑖th abstract by aggregator 𝑠0 is
taken as an example to describe the S(M +N) operation. As
shown in Figure 3, aggregator 𝑠0 firstly generates a random
number d𝑖 in {1,d} and d𝑖 represents the length of the 𝑖th
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abstract routed horizontally before being routed to the sink
with the shortest routing method. In this paper, horizontal
routing refers to each time when the node selects a node on
the left (right) that is the same hops as itself from the sink
as the next relay node for routing. In this way, aggregator𝑠0 selects its neighbor node 𝑠4 on the left as the relay node
and sends the abstract to 𝑠4. 𝑠4 selects its neighbor node 𝑠5
following the same direction. The process proceeds until the
abstract is routed to node 𝑠7 and the horizontal routing stops
when its routing distance reaches d𝑖. Starting from node 𝑠7,
the node will select the neighbor node closest to the sink
until the abstract is routed to the sink. The routing process
of otherN − 1 abstracts is similar to the above. However, the
difference lies in that the otherN − 1 abstracts will select the
node that has not been selected by the preceding nodes or a
highly trustable node as the relay node.The routing process of
data packets is very similar to the routing process of abstract.
The value of M for routing of data packets is usually small;
for example, M = 1, and its routing process is as shown in
Figure 3.

(3) Trust Routing Scheme. In ASTR scheme, the trust-based
routing is established for improving the reach rate of data
packets. The basis of adopting trust routing is as follows:
in ASTR scheme, if the sink fails to receive the data packet
but receives the abstract, the sink will notify the sender to
send the data again and the sender will recognize that an
attacker exists in the routing path of data packet (in this
paper, the communication is assumed perfect with no loss of
data packet, so the loss of data packet is caused by attack).
Therefore, the sender decreases the trust of the routing path
which the data just passed through to prevent another data
packet from passing the path containing an attacker, which
increases the success rate of routing. Actually, the sender
does not know the nodes through which the data is routed,
so it can only mark neighbor nodes. In other words, the
sender will decrease the trust of neighbor nodes of the
failing routing path to reduce the probability of another data
forwarding through the neighbor node and thereby increase
the success rate of routing. T𝑖,𝑗 represents the trust of node𝑠𝑖 on neighbor node 𝑠𝑗. When the sender node 𝑠𝑖 successfully
sends the data packet through neighbor node 𝑠𝑗, the trust of
T𝑖,𝑗 will be lifted by 𝜕; on the contrary, if the data sending
fails through 𝑠𝑗, the trust ofT𝑖,𝑗 will be decreased by 𝜕:
T𝑖,𝑗 = T𝑖,𝑗 + 𝜕

if 𝑠𝑖 s data to sink successfully via 𝑠𝑗,
T𝑖,𝑗 = T𝑖,𝑗 + 𝜕, if 𝑠𝑖 s data to sink failure via 𝑠𝑗.

(9)

After the calculation of trust, the sender node s𝑖 will select
the node with high trust from the neighbor nodes for data
routing, which can effectively improve the success rate of
routing.

The ASTR scheme has been completely introduced, so
the following will briefly describe the advantages of ASTR
scheme comparedwith the past schemes. Generally speaking,
the ASTR scheme has the following advantages superior to
the preceding schemes.

(1) The ASTR scheme adopts the aggregate signature
technology so that the source data can be authenticated by
sink. In addition, after the data aggregation is adopted, the
network load is significantly reduced, which greatly improves
the security and extends the network lifetime compared with
the past schemes.

(2) The ASTR scheme proposes the R(M,N) routing
method which can more effectively improve the probability
for data to reach the sink safely and reduce the data amount,
indicating an obvious improvement in both security and
network lifetime compared with the past schemes. To ensure
the data can successively reach the sink, the past schemes
usually adopt the𝑀multipath routing scheme (MPR), which
forces the nodes to undertake a large amount of data, but
the proportion of effective data reaching the sink is low.
The ASTR scheme mainly improves the past schemes in two
aspects: (a) reducing the sending of heavy data and increasing
abstract to lift the success rate for data to reach the sink and
reduce the data amount loaded by nodes and (b) changing
themethod in pastMPR schemes to send𝑀 data at one time.
It sends only a small number (generally 1) of data and sends
again when the first sending fails, which effectively reduces
the redundant data sent and achieves a high efficiency.

(3) The ASTR scheme adopts a trust routing mechanism
that can further improve the success rate of routing.

The detailed description of ASTR scheme is provided in
Algorithm 1.

5. Performance Analysis

5.1. The Calculation and Comparison of Data Amount. This
sectionmainly compares the data amount loaded by nodes in
the ASTR scheme proposed in this paper and other schemes
and thereby demonstrates that the scheme proposed by this
paper can effectively reduce the data amount loaded by
nodes. Table 3 shows all symbols used in this paper. Firstly,
Theorem 1 provides the data amount loaded by nodes in the
network where the data packets are transmitted as in a safe
network though the network contains attackers thatwill cause
packets loss.

Theorem 1. If packets loss ratio is 1-𝑝, the data packet will be
sent only once after data aggregation and the distance from the
data packet to the sink is 𝑙, the data amount loaded by the node
with 𝑙 = ℎ𝑟 + 𝑥 can be calculated as follows:

𝑄𝑥 = 𝜀 (𝜏 + 𝛿 + Γ) ⋅ (1 + 𝑧∑
𝑖=1

𝑙 + 𝑖𝑟𝑙 ⋅ 𝑝𝑖) |
𝑧 = ⌊𝑅 − 𝑙𝑟 ⌋ .

(10)

Proof. As shown in Figure 4, we should consider the data
amount loaded by the 𝑤𝑥 wide annular area where the node
is located. The annular area where the node 𝑛𝑥 is located
will surely undertake the data transfer of nodes in 𝑤𝑥 wide
annular areas at 𝑙 + 𝑟, 𝑙 + 2𝑟, . . . , 𝑙 + 𝑧𝑟. If 𝑤𝑥 is very small, the
nodes in this area can be considered undertaking identical
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(1) aggregate signature stage
(1) For each nodeDo
(2) running aggregator determining algorithm which is is

similar to cluster-head selection algorithm in [36];
(3) End for

// now, nodes either belong to aggregators or belong to member nodes
(4) For each member nodeDo
(5) send its data as well as node ID, data time to its aggregator
(6) End for
(7) For each aggregator node 𝑠0 Do
(8) 𝑠0 aggregate its member nodes’ data into a data packetD0

using ID-based aggregate signature technology as [1];
(9) 𝑠0 aggregate its member nodes’ abstract into an abstractA0

using ID-based aggregate signature technology as [1];
(10) End for
(2) R(M,N) stage
(11) 𝑠0 compute 𝑘 according to the 𝑞 using formula (17);

//𝑘 is the maximum retransmission times of S(M +N)
(12) LetK = 0;
(13) 𝑠0 select a set of values {d1,d2, . . . ,dN} random from {1,d}
(14) 𝑠0 selectN neighbor nodes {𝑠10, 𝑠20, . . . , 𝑠N0 } with higher trust

T0,? than the rest neighbor nodes;
(15) 𝑠0 sendA0 to each node in the set {𝑠10, 𝑠20, . . . , 𝑠N0 };

// begin abstract routing
(16) For each 𝑠𝑗0 in the set {𝑠10, 𝑠20, . . . , 𝑠N0 } Do
(17) Whiled𝑗 > 0Do
(18) select its highest trust of left (right) neighbor node s𝑗,nex0 ;
(19) sendA0 to 𝑠𝑗,nex0 ;
(20) d𝑗 = d𝑗 − 1;
(21) 𝑠𝑗0 ← 𝑠𝑗,nex0 ;
(22) EndWhile
(23) While 𝑠𝑗0 is not sink Do
(24) select its high trust and the nearest to sink neighbor s𝑗,nex0 ;
(25) sendA0 to 𝑠𝑗,nex0 ;
(26) 𝑠𝑗0 ← 𝑠𝑗,nex0 ;
(27) EndWhile
(28) End for //end abstract route to sink
(29) 𝑠0 selectM neighbor nodes {𝑠10, 𝑠20, . . . , 𝑠M0 } with higher trust

T0,? than the rest neighbor nodes;
(30) 𝑠0 sendD0 to each node in the set {𝑠10, 𝑠20, . . . , 𝑠M0 };

// begin data routing
(31) For each 𝑠𝑗0 in the set {𝑠10, 𝑠20, . . . , 𝑠M0 } Do
(32) Whiled𝑗 > 0Do
(33) select its highest trust of left (right) neighbor node 𝑠𝑗,nex0 ;
(34) sendD0 to 𝑠𝑗,nex0 ;
(35) d𝑗 = d𝑗 − 1;
(36) 𝑠𝑗0 ← 𝑠𝑗,nex0 ;
(37) EndWhile
(38) While 𝑠𝑗0 is not sink Do
(39) select its high trust & the nearest to sink neighbor 𝑠𝑗,nex0 ;
(40) sendD0 to 𝑠𝑗,nex0 ;
(41) 𝑠𝑗0 ← 𝑠𝑗,nex0 ;
(42) EndWhile
(43) End for //end data route to sink
(44) LetK = K + 1;
(45) aggregator 𝑠0 wait for the message from sink;
(46) If message from sink indicate that data routing failure then
(47) IfK < 𝑘
(48) goto step (13);
(49) End if
(50) End if

Algorithm 1: Continued.
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(3) Trust computing stage
(50) aggregator 𝑠0 get a message from sink
(51) If message from sink indicate that data routing failure then
(52) T0,𝑗 = T0,𝑗 − 𝜕;

//𝑗 is the neighbor 𝑠𝑗 of 𝑠0 that data routing through 𝑠𝑗
(53) Else
(54) T0,𝑗 = T0,𝑗 + 𝜕;
(55) End if

Algorithm 1: The algorithm of aggregate signature based trust routing (ASTR) scheme.

Table 3: Parameters related to the calculation.

Symbol Description𝑅 Network radius𝑛 Total number of nodes in the area𝑟 Emission radius of nodes

ℎ Number of hops from a node to the base
station

𝑝 Success rate of each hop when each data
packet is sent to the sink𝑛𝑥 Any node in the network

𝑤𝑥 Width of the annular area where the node𝑛𝑥 is located
𝜌 Distribution density of nodes in the

network𝜀 Network coefficient
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Figure 4: The data forwarding of each node.

data amount. The area of annular area where the node 𝑛𝑥 is
located is as follows: 𝑆𝑛𝑥 = 2𝜋𝑙𝑤𝑥

The total number of nodes in the area is

𝑁𝑛𝑥 = 𝑆𝑛𝑥 ⋅ 𝜌 = 2𝜋𝜌𝑙𝑤𝑥. (11)

It receives and transfers the data in 𝑙 + 𝑖𝑟 | 𝑖 ∈ {1, 𝑧} area
and the area and number of nodes of the annular area 𝑉𝑙+𝑖𝑟
where 𝑙 + 𝑖𝑟 is located are, respectively,

𝑆𝑉𝑙+𝑖𝑟 = 2𝜋 (𝑙 + 𝑖𝑟) 𝑤𝑥,
𝑁𝑉𝑙+𝑖𝑟 = 2𝜋𝜌 (𝑙 + 𝑖𝑟) 𝑤𝑥. (12)

Similarly, the number of nodes of the areas whose data
transfer is loaded by 𝑉𝑙 area:

2𝜋𝜌𝑙𝑤𝑥 + 2𝜋𝜌 (𝑙 + 𝑟) 𝑤𝑥 + 2𝜋𝜌 (𝑙 + 2𝑟) 𝑤𝑥 + ⋅ ⋅ ⋅ +
2𝜋𝜌 (𝑙 + 𝑧𝑟) 𝑤𝑥 | 𝑧 = ⌊𝑅 − 𝑙𝑟 ⌋ . (13)

In a period, each node produces the following: one data
packet, one ID packet, and one time axis. The size of data
packet is 𝜏, the size of ID packet is 𝛿, and the size of time
axis is Γ. Therefore, the data amount produced by a node in
a period is 𝜏 + 𝛿 + Γ. Assume the aggregation is 𝜀, but when
the data packet is being transmitted to the base station, the
probability for successful transmission of each hop is 𝑝 and
the node in area 𝑉𝑙+𝑖𝑟 has a distance of 𝑖 hops from 𝑖, so the
probability of transmitting the data packet of𝑉𝑙+𝑖𝑟 area to area𝑉𝑙 is 𝑝𝑖 and the number of data packets of𝑉𝑙+𝑖𝑟 area loaded by
the node in 𝑉𝑙 area is 2𝜋𝜌(𝑙 + 𝑖𝑟)𝑤𝑥 ⋅ 𝑝𝑖. The data will time
the aggregation coefficient after the data aggregation 𝜀, so the
data amount loaded by each node in𝑉𝑙 area can be calculated
as follows:

𝑄𝑥 = 𝜀 (𝜏 + 𝛿 + Γ)
⋅ [2𝜋𝜌𝑙𝑤𝑥 + ∑𝑧𝑖=1 2𝜋𝜌 (𝑙 + 𝑖𝑟) 𝑤𝑥𝑝𝑖]2𝜋𝜌𝑙𝑤𝑥

= 𝜀 (𝜏 + 𝛿 + Γ)(1 + 𝑧∑
𝑖=1

𝑙 + 𝑖𝑟𝑙 ⋅ 𝑝𝑖) .
(14)

The ASTR scheme adopts theR(M,N) routing method.
If the message received by the sink contains no data packet,
the sink will notify the node to resend (M + N) message
until the sink has received the data packet or the resending
instances have reached the maximum value 𝑘. The following
calculate the data amount of theR(M,N) routing method.
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Theorem 2. Assume the node has a distance of 𝑙 from the sink,𝑙 = ℎ𝑟 + 𝑥, the R(M,N) routing method is adopted, and the
size of abstract is𝜇 times of the size of data packet. If the number
of hops of the abstract during horizontal routing is a random
number in {1,d}, and the data amount loaded by the node is
as

𝑆𝑥 = M𝑄𝑥 + (𝑄𝑥 ⋅ 𝑝𝑧 + 𝜇Nd/2∑
𝑗=1

𝑝𝑗)

= M ⋅ 𝜀 (𝜏 + 𝛿 + Γ) ⋅ (1 + 𝑧∑
𝑖=1

𝑙 + 𝑖𝑟𝑙 ⋅ 𝑝𝑖)
+ 𝜀 (𝜏 + 𝛿 + Γ) ⋅ (1 + 𝑧∑

𝑖=1

𝑙 + 𝑖𝑟𝑙 ⋅ 𝑝𝑖) ⋅ 𝑝𝑧 + 𝜇N
⋅ d/2∑
𝑗=1

𝑝𝑗| 𝑧 = ⌊𝑅 − 𝑙𝑟 ⌋ .

(15)

Proof. Theorem 1 shows that the data amount loaded by
each node is 𝑄𝑥 when one data packet is sent, so the
data amount loaded by each node is M𝑄𝑥 when M data
packets are sent. Different from data packet, the abstract
will be horizontally routed by d/2 hops during sending.
Therefore, the incremental data amount loaded by each node
is N∑d/2

𝑗=1 𝑝𝑗 and the data amount loaded by each node is
𝑄𝑥 ⋅ 𝑝𝑧 + 𝜇N∑d/2

𝑗=1 𝑝𝑗 whenN abstracts are sent.

Theorem 2 provides the data amount loaded by the node
in the network which is 𝑙 from the sink when the data
aggregation is adopted with a packet loss ratio of 1-𝑝 and
theR(M,N) routing method is used. It the MPR scheme is
adopted, the data amount loaded by a node in the network
is as shown in Figures 5–7. Figure 5 shows that, in MPR
scheme, the data amount loaded by the node closed to the
sink increases more rapidly with the increase of M because
the node closer to the network center has to undertake all data
packets routed from periphery of the network.Therefore, the
energy of nodes near the sink will be consumed fast and the
lifetime of the whole network is short. Figure 6 compares the
data amount loaded by the node under different packet loss
ratios. Figure 6 shows that when the success rate of successive
transmission of each hop 𝑝 decreases and the node still sends
M data packets, the data amount loaded by each node will
be reduced due to packet loss. Figure 6 also shows that if each
node sends one less repetitive data packet and the success rate
of transmission of each hop decreases by 0.1, the data amount
has no change compared with the above. It should be noted
that the success rate of transmission of each hop is positively
correlated with the reliability of the whole network. Figure 7
compares the data amount in networks of different sizes. It
shows that when other variables are all the same, the node in
a larger network will undertake more data. Regardless of the
network size, the broken line representing the data amount
flattens at the same location which is 1 hop from the sink.
According to the data, the nodes in a circle with the sink as
the center and 𝑟 as the radius undertake 45.87% of the total
data amount of all nodes.
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Figure 5: Data amount loaded by a node in MPR scheme when the
node sends different numbers of data packets (𝑝 = 0.90).
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Figure 6: Data amount loaded by a node in MPR scheme with
different success rate of transmission of each hop (𝑅 = 300).

It the ASTR scheme, that is, R(1,N), routing method
is adopted and M = 1 and N abstracts are sent, and the
data amount loaded by a node in the network is as shown
in Figure 8. Figure 8 shows that when the more abstracts are
sent, the data amount will increase. During the comparison
between Figures 8 and 5, the intersection of the broken line
and longitudinal axis shows that the data amount is 115.56
when N = 5, smaller than the data amount 129.64 when M
= 2, so the increase of number of abstracts has no significant
impact on the data amount.Therefore, increasing the number
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Figure 7: Data amount loaded by a node in MPR scheme for
network of different sizes (𝑝 = 0.90).
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Figure 8: Data amount loaded by a node in ASTR scheme when the
node sends different number of abstracts (𝑝 = 0.90,M = 1).

of abstracts is a better scheme compared with increasing
the number of data packets to improve the successful reach
rate because the node closer to the sink undertakes less
data amount, which will extend the lifetime of network and
improve the network performance.

Figure 9 compares the data amount loaded by each node
in ASTR scheme under different packet loss ratios. Figure 9
clearly shows that the increase in number of abstracts has
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Figure 9: Data amount loaded by a node in ASTR scheme under
different success rate of transmission of each hop (𝑅 = 300;M = 1).
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Figure 10: Data amount loaded by a node in ASTR scheme for
network of different sizes (𝑝 = 0.90;M = 1).

no great impact on the data amount, but the increase of 𝑝
will cause a significant increase of data amount. Figure 10
compares the data amount loaded by each node whenM = 1
andNabstracts are sent.

A comparison is conducted between the data amount
in MPR scheme and ASTR scheme (see Figures 5–7 versus
Figures 8–10). In Figures 5–10, the experiment results show
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that, in ASTR scheme, the data amount loaded by a node
decreases significantly, proving the effectiveness of the ASTR
scheme.

In Figures 5–10, the comparison of data amount provides
the comparison of data amount of the whole network. Two
schemes adopt different parameters and have different data
amount reaching the sink, so they are not compared under
the same conditions. To effectively compare the performance
of the two schemes, we compare the data amount loaded by
each node under the same parameters when the data packet
is only one hop from the sink.

In ASTR scheme, assume M = 1, N abstracts are sent,
and the success rate of transmitting message for each hop
is 𝑝. In this case, the probability for at least one message to
reach the sink is 𝜎 = 1 − (1 − 𝑝)(1+N) in ASTR scheme, where𝑝 represents the probability for the data packet to reach the
sink. If the data packet is received, no resending is needed and
the processwill end; if nomessage is received, the sinkwill not
know the sending of data packet and the process will also end.
Otherwise, if the received message contains no data packet,
the data packet will be resent and the number of packets sent
for each time is also (1 + N). The data packet will be sent
for the second time when the first message is received but
will contain no data packet and the probability of this case is(1 − 𝑝)𝜎. In the second sending, the reach probability of data
packet is still 𝑝 and the probability of sending and receiving
the data packet is (1 − 𝑝)𝜎𝑝. Similarly, the data packet will be
sent for the third attempt when the messages are successfully
sent in the preceding two attempts but contain no data packet
and the probability of this case is (1 − 𝑝)2𝜎2. In the third
sending, the reach probability of data packet is 𝑝 and the
probability of successively sending the message and receiving
the data packet in the third attempt is (1 − 𝑝)2𝜎2𝑝.Therefore,
the probability of the 𝑘th sending attempt is (1 − 𝑝)𝑘−1𝜎𝑘−1𝑝.

If the upper limit of number of sending attempts is 𝑘, the
message can only be sent for 𝑘 times in maximum. If the data
packet has not been successfully sent at the 𝑘th attempt, it will
not send again. If the data packet is successfully sent after less
than 𝑘 attempts, it will not be sent again either. In this case,
the total success rate of sending of data packets is as follows:

𝛽1+N = 𝑝 + (1 − 𝑝) 𝜎𝑝 + (1 − 𝑝)2 𝜎2𝑝 + ⋅ ⋅ ⋅
+ (1 − 𝑝)𝑘−1 𝜎𝑘−1𝑝 = 𝑝 𝑎∑

𝑘=1

((1 − 𝑝) 𝜎)𝑘−1 ,
𝜎 = 1 − (1 − 𝑝)(1+N) .

(16)

If the application requires a probability of 𝑞 for data to
successively reach the sink, 𝑘 should abide by the following
formula:

𝛽1+N = 𝑝 𝑎∑
𝑘=1

((1 − 𝑝) 𝜎)𝑘−1 > 𝑞. (17)

Theorem 3. In ASTR scheme, letM = 1,N abstracts are sent,
the success rate of transmission of message of each hop is 𝑝, the
node is on hop from the sink and the upper limit of the number

of sending attempts is 𝑘, and the expected number of sending
attempts can be calculated as follows:

𝑤 = 1
[1 − 𝜎 (1 − 𝑝)] ∗ ∑𝑎𝑘=1 ((1 − 𝑝) 𝜎)𝑘−1
∗ [1 − 𝜎𝑘 (1 − 𝑝)𝑘1 − 𝜎 (1 − 𝑝) − 𝑘𝜎𝑘 (1 − 𝑝)𝑘] .

(18)

Proof. Theprobability of successively sending the data packet
at one time is 𝑝 and the number of sending attempts is
1; the first sending of data packet fails, the probability of
successively sending at the second attempt is (1 − 𝑝)𝜎𝑝, and
the number of sending attempts is 2; if the sending of data
packet fails for two times, the probability of failure to send
the data packet is (1 − 𝑝)2𝜎2𝑝 and the number of sending
attempts is 3.

The expected number of sending attempts is

𝑤 = 1 × 𝑝𝛽1+N + 2 × (1 − 𝑝) 𝜎𝑝𝛽1+N + 3 × (1 − 𝑝)2 𝜎2𝑝𝛽1+N
+ ⋅ ⋅ ⋅ + 𝑘 × (1 − 𝑝)𝑘−1 𝜎𝑘−1𝑝𝛽1+N

= 𝑝𝛽1+N ∗ [1 − 𝜎 (1 − 𝑝)]
∗ [1 − 𝜎𝑘 (1 − 𝑝)𝑘1 − 𝜎 (1 − 𝑝) − 𝑘𝜎𝑘 (1 − 𝑝)𝑘]

= 1
[1 − 𝜎 (1 − 𝑝)] ∗ ∑𝑎𝑘=1 ((1 − 𝑝) 𝜎)𝑘−1
∗ [1 − 𝜎𝑘 (1 − 𝑝)𝑘1 − 𝜎 (1 − 𝑝) − 𝑘𝜎𝑘 (1 − 𝑝)𝑘] .

(19)

Theorem 4. In MPR scheme, 𝑀 data packets are sent, the
success rate of each hop of message transmission is 𝑝 and the
node is one hop from the sink, the actual number of data packets
reaching the sink is

𝐺 = 𝑀∑
1

𝑖 ∗ 𝐶𝑖𝑀𝑝𝑖 (1 − 𝑝)𝑀−𝑖 = 𝑀𝑝. (20)

Assume the length of the data packet is 𝑙𝑚, and the total
data amount is

𝐷𝑚 = 𝐺 ∗ 𝑙𝑚. (21)

Proof. Only data packets are sent, so the probability for at
least data packet to reach the sink is 1 − (1 − 𝑝)𝑀. In 𝑀
attempts, the probability for only one data packet to reach
the sink is 𝐶1𝑀𝑝 ∗ (1 − 𝑝)𝑀−1, so the actual number of data
packets sent when a data packet reaches the sink is 1𝐶1𝑀𝑝 ∗(1 − 𝑝)𝑀−1; the probability for only two data packets to reach
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the sink is as follows:𝐶2𝑀𝑝2∗(1 − 𝑝)𝑀−2, so the actual number
of packets sent when two data packets reach the sink is as
follows: 2𝐶2𝑀𝑝2 ∗ (1 − 𝑝)𝑀−2. Similarly, the actual number of
data packets sent when 𝑀 data packets reach the sink is as
follows:𝑀𝐶𝑀𝑀𝑝𝑀∗ (1−𝑝)𝑀−𝑀 = 𝑀𝑝𝑀. Therefore, when the
data packet is sent for 𝑀 times, the average number of data
packets reaching the sink is 𝐺 = ∑𝑀1 𝑖∗𝐶𝑖𝑀𝑝𝑖(1 − 𝑝)𝑀−𝑖.The
length of each data packet is 𝑙𝑚, so the total data amount is𝐷𝑚 = 𝐺 ∗ 𝑙𝑚.

In MPR scheme, we take the method of routing𝑀 times
and sending a packet each time. If we change it a little bit,
we will get another scheme. In another scheme, we take the
method of routing𝑀 times but each time 𝑐 packets are sent.
We call this scheme CMPR scheme. Deduction 5 is obtained
byTheorem 4.

Deduction 5. In CMPR scheme, each time 𝑐 packets are sent,𝑐𝑀 data packets are sent in total, the success rate of each hop
of message transmission is 𝑝, and the node is one hop from
the sink, the actual number of data packets reaching the sink
is

𝐹 = 𝑐𝑀∑
1

𝑖 ∗ 𝐶𝑖𝑐𝑀𝑝𝑖 (1 − 𝑝)𝑐𝑀−𝑖 = 𝑐𝑀𝑝. (22)

Assume the length of the data packet is 𝑙𝑚, and the total
data amount is

𝑑𝑚 = 𝐹 ∗ 𝑙𝑚. (23)

Proof. Only data packets are sent, so the probability for at
least data packet to reach the sink is 1 − (1 − 𝑝)𝑐𝑀. In 𝑀
attempts, the probability for only one data packet to reach
the sink is 𝐶1𝑐𝑀𝑝 ∗ (1 − 𝑝)𝑐𝑀−1, so the actual number of data
packets sent when a data packet reaches the sink is 1𝐶1𝑐𝑀𝑝 ∗(1 − 𝑝)𝑐𝑀−1; the probability for only two data packets to reach
the sink is as follows: 𝐶2𝑐𝑀𝑝2 ∗ (1 − 𝑝)𝑐𝑀−2, so the actual
number of packets sent when two data packets reach the
sink is as follows: 2𝐶2𝑐𝑀𝑝2 ∗ (1 − 𝑝)𝑐𝑀−2. Similarly, the actual
number of data packets sent when 𝑐𝑀 data packets reach the
sink is as follows: c𝑀𝐶𝑐𝑀𝑐𝑀𝑝𝑐𝑀∗(1−𝑝)0 = 𝑐𝑀𝑝𝑐𝑀. Therefore,
when the data packet is sent for𝑀 times, the average number
of data packets reaching the sink is 𝐹 = ∑𝑐𝑀1 𝑖∗𝐶𝑖𝑐𝑀𝑝𝑖(1 −𝑝)𝑐𝑀−𝑖.The length of each data packet is 𝑙𝑚, so the total data
amount is 𝑑𝑚 = 𝐹 ∗ 𝑙𝑚.
Theorem 6. In ASTR scheme, letM = 1,N abstracts are sent,
the success rate of each hop of message transmission is 𝑝, and
the node is one hop from the sink. If the maximum number
of resending attempts is 𝑘m the actual number of data packets
reaching the sink is

𝐹 = (1 +N) ∗ 𝑤. (24)

Assume the length of each data packet is 𝑙𝑚 and the length of
each abstract is 𝑙𝑛, and the total data amount is

𝐷𝑛 = 𝑤𝑙𝑚 + 𝑤N𝑙𝑛. (25)

Proof. In ASTR scheme, if 1 data packet andN abstracts are
sent every time, the probability for at least one message to
reach the sink is 𝜎 = 1− (1 −𝑝)(1+N). It the data packet needs
not to be sent again, the process will end; if no message is
received, the sink will not know the sending of data packet
and the process will also end; otherwise, if the message is
received but contains no data packets, themessagewill be sent
again and a (1 +N) will be sent each time.

Therefore, the actual number of messages reaching the
sink is (1 + N) ∗ 𝑝 when the data packet is successively
sent at one time and 2(1 + N) ∗ (1 − 𝑝)𝜎𝑝 when the data
packet is successively sent after two attempts. Similarly, the
actual number of messages reaching the sink is 𝑘(1 + N) ∗(1 − 𝑝)𝑘−1𝜎𝑘−1𝑝 when the data packet is successively sent
after 𝑘 attempts and the average number of messages actually
reaching the sink is as follows: 𝐹 = (1 + N) ∗ 𝑤 (𝑤 is the
expected sending attempts). Assume the length of each data
packet is 𝑙𝑚 and the length of each abstract is 𝑙𝑛, and the total
data amount is𝐷𝑛 = 𝑤𝑙𝑚 + 𝑤N𝑙𝑛.
Theorem 7. If the success rate of each hop of message trans-
mission is 𝑝 and the node is one hop from the sink, the effective
data amount received by the sink is

R = 𝑙𝑚 ∗ 𝑝. (26)

Proof. The effective data amount is defined as the data
amount of one data packet reaching the sink.There is a packet
loss ratio, so the effective data amount is as follows: R =𝑙𝑚 ∗ 𝑝.

Theorem 4 and Deduction 5 provide the actual data
amount reaching the sink in MPR scheme and CMPR
scheme. In the CMPR scheme, we let it send two packets at
a time now. With different successful rate of transmission of
each hop, Figures 11 and 12 can be gotten.

Figures 11 and 12 show that the successful reach rate of
MPR scheme is very close to the successful reach rate of
CMPR scheme, but the data amount of reaching the sink of
MPR scheme is only half of the CMPR scheme.Therefore, the
performance of MPR scheme is better under comprehensive
consideration.

Figures 11 and 12 show the comparison between CMPR
scheme andMPR scheme.The comparison of CMPR scheme
and ASTR scheme is shown in Table 4.

As can be obtained from Table 4, the CMPR scheme
has improved the success rate of reaching the sink, but the
limitation is that too many data packets are sent, so that
the sink receives a lot of redundant data. Considering the
comprehensive network condition, we do not think that
CMPR scheme is a better scheme, so we will only compare
MPR scheme and ASTR scheme.

Theorems 4 and 6 provide the actual data amount
reaching the sink in MPR scheme and ASTR scheme. Fig-
ure 11 compares the data amount and effective data amount
reaching the sink in two schemes when the probability for at
least one data packet to reach the sink is 0.99, 0.999, 0.9999,
and 0.99999.

Figure 13 clearly shows that as the application has higher
requirement on the probability for data to reach the sink
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Table 4: The comparison between CMPR scheme and ASTR scheme when 𝑐 = 2 and 𝑝 = 0.80.
CMPR scheme ASTR scheme

The successful reach rate Data amount of reaching the sink The successful reach rate Data amount of reaching the sink
0.9984 320 0.96 131.5241
0.999936 480 0.992 148.4281
0.999997 640 0.9984 162.1123

1 800 0.99968 174.9072
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Figure 11: The successful reach rate of MPR scheme and CMPR
scheme with different value of 𝑝 when the number of sending times
is 2, 3, 4, and 5, respectively (𝑐 = 2).

(increased from 𝑞 = 0.99 to 𝑞 = 0.99999), the data amount
rises rapidly in MPR scheme. With the number of data
packets sent plus one each time and assuming the length of
a data packet is 100, the actual data amount reaching the sink
will increase by 100 ∗ 𝑝 = 90 each time; however, in ASTR
scheme, the rise of data amount is very gentle.The number of
abstracts increases by 1 each time and the number of expected
sending attempts 𝑤 changes insignificantly as N increases.
Assuming the length of abstract is 10, the incremental data
amount calculated following the formula in Theorem 6 is
very small. The effective data amount calculated following
Theorem 7 is 99, 99.9, 99.99, and 99.999, respectively.

Theorem 7 proposes the concept of effective data. Cur-
rently, we can further propose the concept of redundant data
amount which refers to part of the data amount actually
reaching the sink and in excess of the effective data amount.
Therefore, the redundant data amount reaching the sink in
two schemes can be, respectively, calculated according to
Figure 13 as follows: deducting the effective data amount from
the actual data amount reaching the sink to get Figure 14 and
dividing the redundant data amount by actual data amount
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Figure 12: The data amount of reaching the sink successfully of
MPR scheme and CMPR scheme with different value of 𝑝 when the
number of sending times is 2, 3, 4, and 5 (𝑐 = 2).
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Figure 13: Actual data amount reaching the sink and effective data
amount in two schemes when 𝑝 = 0.90.
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Figure 14: Comparison of redundant data amount between two
schemes when 𝑝 = 0.90.
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Figure 15: Comparison of data redundancy rate between two
schemes when 𝑝 = 0.90.

reaching the sink to get Figure 15. Apparently, the redundant
data amount and redundancy rate of the ASTR scheme are
smaller than those of the MPR scheme because the ASTR
scheme does not repetitively send very long data packets.
Therefore, the ASTR scheme can both reduce the energy
consumption of the network and extend the network lifetime.

Figures 16, 17, and 18 show the experiment results when 𝑝
= 0.80. According to the figures, the change of data amount
is similar to the change when 𝑝 = 0.90, which means the
ASTR scheme has less redundant data amount and better
performance than the MPR scheme regardless of the success
rate of each hop of the transmission.

Figures 19 and 20 compare the probability for at least
one data packet to reach the sink in MPR scheme and ASTR
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Figure 16: Actual data amount reaching the sink and effective data
amount in two schemes when 𝑝 = 0.80.
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Figure 17: Comparison of redundant data amount between two
schemes when 𝑝 = 0.80.

scheme when the actual data amount reaching the sink is the
same. The experiment aims to visibly reflect the following:
when consuming the same network resources, the ASTR
scheme can achieve a higher probability for the sinker to
receive at least one data packet compared with the MPR
scheme. Figure 19 shows that when the data amount rises
from 140 to 210 in ASTR scheme, the probability for at least
one data packet to reach the sink increases rapidly and when
the data amount reaches 210, the probability gets close to 1. To
determine the causes of this conditionmore visibly, Figures 21
and 22 explain them clearly.

It is clear that the radian of cambered surface in Figure 21
is small, but the radian of that in Figure 22 is large. The
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Figure 18: Comparison of data redundancy rate between two
schemes when 𝑝 = 0.80.
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Figure 19: Comparison of success rate of data transmission in two
schemes when the actual data amount reaching the sink is the same.

middle cambered surface has a large radian.When observing
along the 𝑥-axis in two figures, we see the maximum number
of sending attempts 𝑘 ranges from 1 to 7, the data amount
increases from 50 to 150, and the probability increases
from 0 to 0.90, which demonstrates that, in ASTR scheme,
increasing the number of sending attempts has significant
effect on improving the probability while the data amount
only increases a little. When the data amount increases
to around 200, the probability has reached the saturated
level. Therefore, we draw the conclusion: adopting the ASTR
scheme can quickly achieve the purpose of data integrity with
only small increment in data amount.

5.2. The Calculation and Comparison of Success Rate of Data
Transmission. In this paper, the security of the network is not
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Figure 20: Difference between the success rate of data transmission
in ASTR scheme and MPR scheme when the actual data amount
reaching the sink is the same.
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ASTR scheme.
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only related to data packets but also related to abstract. In
this section, we analyze the overall probability for the sink
to receive the data packet and abstract to verify that the data
security can be improved under the ASTR scheme.

Theorem 8 and Deduction 9 show, respectively, the
success rate for the data packet and abstract to reach the sink
and the overall probability for the sink to receive the data
packet and abstract when the success rate of the transmission
of each hop is 𝑝 andM data packets andN abstracts are sent
at one time.

Theorem8. Assume the success rate of each hop is𝑝when each
data packet is sent to the base station and the node sending
the data packet is ℎ hops from the base station. The number of
hops is randomly selected from {1,d} for horizontal routing of
the abstract, so the expected length of horizontal routing isd/2
and its number of hops from the base station is ℎ, the same as
the data packet. Therefore, the average number of total hops
sent by the abstract to the base station is ℎ +d/2. Assume the
number of data packets and abstracts isM,N, respectively.A1
means the sink fails to receive the data packet, A2 means the
sink receives at least one data packet, A3 means the sink fails
to receive the abstract, andA4 means the sink receives at least
one abstract. 𝑓1(M, ℎ) and 𝑓2(M, ℎ), respectively, represent
the probability of case A1and case A2 and 𝑔1(N, ℎ,d) and𝑔2(N, ℎ,d), respectively, represent the probability of case A3
and caseA4:

𝑓1 (M, ℎ)= (1 − 𝑝ℎ)M, | case A1,
𝑓2 (M, ℎ) = 1 − (1 − 𝑝ℎ)M , | case A2,

𝑔1 (N, ℎ,d)= (1 − 𝑝ℎ+d/2)N, | case A3,
𝑔2 (N, ℎ,d) = 1 − (1 − 𝑝ℎ+d/2)N , | case A4.

(27)

Proof. Each data packet needs ℎhopswhen routed to the sink,
so the probability for each data packet to successively reach
the sink is 𝑝ℎ and the probability for each data packet to fail
in reaching the sink is 1−𝑝ℎ.Therefore, the probability for all
ofM data packets to fail in reaching the sink is (1−𝑝ℎ)M and
the probability for the sink to receive at least one data packet
is 1−(1−𝑝ℎ)M.The distance of horizontal routing of abstract
is {1,d}, so the expected length of horizontal routing isd/2.
The number of hops of the abstract from the base station isℎ, the same as the data packet, so the total expected length of
sending one abstract to the base station is ℎ+d/2. Therefore,
the probability of successively routing each abstract to the
sink is 𝑝ℎ+d/2 and the probability of failing to route each data
to the sink is 1−𝑝ℎ+d/2. Similarly, the probability for all ofN
data packets to fail in reaching the sink is (1 − 𝑝ℎ+d/2)N and
the probability for the sink to receive at least one data packet
is 1 − (1 − 𝑝ℎ+d/2)N.

The overall probability for the sink to receive the data
packet and abstract can be calculated based on the success
rate of transmission of data packet and abstract, soDeduction
9 can be obtained fromTheorem 8.

Deduction 9. B1 means the sink receives neither data packet
nor abstract, B2 means the sink receives no data packet but
receives at least one abstract, B3 means the sink receives
no abstract but receives at least one data packet, and B4
means the sink receives at least one data packet and at least
one abstract. 𝜑1(𝑓1, 𝑔1), 𝜑2(𝑓1, 𝑔2), 𝜑3(𝑓2, 𝑔1), and 𝜑4(𝑓2, 𝑔2),
respectively, represent the probability of case B1, case B2,
caseB3, and caseB4:

𝜑1 (𝑓1, g1)= (1 − 𝑝ℎ)M ∗ (1 − 𝑝ℎ+d/2)N , |
case B1,

𝜑2 (𝑓1, g2) = (1 − 𝑝ℎ)M ∗ [1 − (1 − 𝑝ℎ+d/2)N] , |
case B2,

𝜑3 (𝑓2, g1) = [1 − (1 − 𝑝ℎ)M] ∗ (1 − 𝑝ℎ+d/2)N , |
case B3,

𝜑4 (𝑓2, g2) = [1 − (1 − 𝑝ℎ)M]
∗ [1 − (1 − 𝑝ℎ+d/2)N] , |

case B4.

(28)

Proof. According to Theorem 8, whether the base station
receives at least one data packet is independent of whether
it receives at least one abstract, so the combined probability
is the product of two probabilities; that is, 𝜑𝑖,𝑗(𝑓𝑖, g𝑗) =𝑓𝑖(M, ℎ) ∗ g𝑗(N, ℎ,d).

Deduction 9 provides the occurrence probability of the
cases in security analysis.Thefirst case is that the sink receives
neither data packet nor abstract. If we want to limit the
probability of this case to <u, Deduction 10 can be obtained
based on Deduction 9.

Deduction 10. Assume the success rate of each hopwhen each
packet is sent to the sink, the number of hops for sending
one abstract to the base station is ℎ + d/2, the number of
data packets isM, and the number of abstracts isN. To limit
the probability for the sink to receive neither data packet nor
abstract smaller than 𝑢, the values of M, N shall meet the
following conditions:

M > log1−𝑝ℎ
𝑢

(1 − 𝑝ℎ+d/2)N ,
when N is a fixed value,

N > log1−𝑝ℎ+d/2
𝑢

(1 − 𝑝ℎ)M ,
when M is a fixed value.

(29)
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s1: no data and no abstract arrive
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s3: no abstract but data arrive
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Figure 23: Probability of the four cases for nodes different hops
from the sink (𝑝 = 0.90, d = 4, M = 1, andN = 1).

Proof. According to Deduction 9, the probability for the sink
to receive neither data packet nor abstract is

𝜑1 (𝑓1, 𝑔1) = 𝑓1 (M, ℎ) × 𝑔1 (N, ℎ,d)
= (1 − 𝑝ℎ)M ∗ (1 − 𝑝ℎ+d/2)N . (30)

Now assume the value of N has been determined, (1 −𝑝ℎ+d/2)N is a constant, and the following inequation is
obtained:

𝜑1 (𝑓1, 𝑔1) < 𝑢,
i.e. (1 − 𝑝ℎ)M ∗ (1 − 𝑝ℎ+d/2)N < 𝑢, (31)

and take the logarithm of both sides and obtain the following
inequation:

M > log1−𝑝ℎ
𝑢

(1 − 𝑝ℎ+d/2)N . (32)

Similarly, assume the value of N has been determined, (1 −𝑝ℎ)M is a constant, and the following inequation is obtained:

N > log1−𝑝ℎ+d/2
𝑢

(1 − 𝑝ℎ)M . (33)

Figures 23–26 provide the probability of the above four
cases when the nodes different hops from the sink send the
message to the sink with different values of parametersd,M,
and N. The comparison between Figures 23 and 24 shows
that when N increases by 1, the probability for the sink to
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s1: no data and no abstract arrive
s2: no data but abstract arrives
s3: no abstract but data arrive
s4: data and abstract both arrive

Figure 24: Probability of the four cases for nodes different hops
from the sink (𝑝 = 0.90, d = 4, M = 1, and N = 2).
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s1: no data and no abstract arrive
s2: no data but abstract arrives
s3: no abstract but data arrive
s4: data and abstract both arrive

Figure 25: Probability of the four cases for nodes different hops
from the sink (𝑝 = 0.90, d = 4, M = 3, and N = 3).

receive no data packet but at least one abstract, represented
by the red line, will increase and the probability for the sink
to receive at least one data packet but no abstract, represented
by the blue line, will decrease. According toTheorem 8, when
the number of abstracts is larger, the probability for the sink
to receive at least one abstract will increase. In addition, we
can see that the probability for the sink to receive both data
packet and abstract, represented by the green line, increases
significantly, whichmeans increasing the number of abstracts
can achieve to the purpose of enhancing the data security.The
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s4: data and abstract both arrive

Figure 26: Probability of the four cases for nodes different hops
from the sink (𝑝 = 0.90, d = 8, M = 1, and N = 1).

comparison between Figures 23 and 25 shows that when the
number of data packets and abstracts is increased by the same
value, the relative probability of this case remains unchanged
and the network achieves a very favorable reliability. Figure 26
shows the case where the number of hops is increased for
horizontal routing of the abstract.With the four figures taken
together, when M : N = 1 : 1, the probability for the sink
to receive the data packet but no abstract is larger than the
probability for the sink to receive the abstract but no data
packet; on the contrary, whenM : N = 1 : 2, the probability
for the sink to receive the abstract but no data packet is larger
than the probability for the sink to receive the data packet but
no abstract. IncreasingM,N improves the probability for the
sink to receive both data packet and abstract.

Figures 27 and 28 are experiment figures prepared
according to Deduction 10. The meaning of Deduction 10 is
as follows: ensuring the probability for the sink to receive
neither data packet nor abstract is lower than a very small
value, fixing any one of M, N and alternating another
variable to meet the above conditions. Figure 27 shows the
minimum value obtained to meet the requirement on M
when 𝑢 is any valuewithin 0.01∼0.20 andN is fixed. Figure 27
shows clearly that when the distance of horizontal routing is
8, the node 10 hops from the sink have to send more data
packets than the node 5 hops from the sink to guarantee a
reach rate of smaller than 𝑢. In addition, when the number of
hops from the sink is 5, the nodewhose distance of horizontal
routing is 16 has to send more data packets than the node
whose distance of horizontal routing is 8 to guarantee a reach
rate of smaller than 𝑢. Each hop of the horizontal routing also
has a packet loss ratio and more hops will decrease the reach
rate of abstract. The value ofN has been fixed, so the overall
reach probability of both data packet and abstract can only
be improved by increasing the value of M. Figure 28 shows
the minimum value obtained to meet the requirement onN
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Figure 27: Minimum value ofM to meet the conditions whenN is
fixed.
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Figure 28: Minimum value ofN to meet the conditions whenM is
fixed.

when the value of 𝑢 is between 0.01 and 0.20 and the value of
M is fixed.

5.3. Performance Comparison of the Whole Network with the
Same Reliability. This section analyzes and compares the
actual data amount reaching the sink in two schemes when
the success rate of data transmission of all nodes in the
whole network is 𝑞; that is, the whole network has the same
reliability.

Theorem 11. Assuming the number of hops of node 𝑛𝑥 from the
sink, the MPR scheme is adopted, the reliability of the whole
network is 𝑞 and the success rate of each hop is 𝑝, and the
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Figure 29: The number of required resending attempts of nodes
different hops from the sink to ensure the reliability of the whole
network reaches 0.90 and 0.92 in MPR scheme.

number of resending attempts of nodes different hops from the
sink are as follows:

𝑀ℎ (𝑞) = ⌈ log (1 − 𝑞)
log (1 − 𝑝ℎ)⌉ . (34)

Proof. The success rate of each hop is 𝑝 and the success rate
that a message is successively sent to the sink is 𝑝ℎ.

If the message is sent by the node for 𝑀ℎ(𝑞) times, the
probability for at least one data packet to reach the sink is

1 − (1 − 𝑝)𝑀ℎ(𝑞), (35)

which is also the reliability of the network 𝑞, so the following
equation is obtained:

𝑞 = 1 − (1 − 𝑝)𝑀ℎ(𝑞) . (36)

Take logarithm of both sides of the equation after transposi-
tion and obtain the following equation:

𝑀ℎ (𝑞) = ⌈ log (1 − 𝑞)
log (1 − 𝑝ℎ)⌉ . (37)

Figure 29 shows the required resending attempts of nodes
different hops from the sink to ensure the reliability of the
whole network reaches 0.90 and 0.92, respectively. Figure 29
shows clearly that more resending attempts are required for
the node farther from the sink because the node is more
hops from the sink and each sink has a packet loss ratio;
Figure 30 shows the number ofmaximum resending attempts𝑘of nodes different hops from the sink to ensure the reliability
of the whole network reaches 0.90 and 0.92, respectively, in
our ASTR scheme. The scheme uses two variables—namely,𝑘 andN—and we fix one of them and treat the other one as
a variable. For example, whenN = 4, the figure clearly shows

that we can determine the upper limit of resending attempts
of nodes different hops from the sink.

It should also be noted that, in ASTR scheme, when the
reliability is improved, the value of N should be adjusted
accordingly. For example, when the reliability is 0.95, the
value ofN should be increased to achieve the probability for
the data to reach the sink required by the application 𝑞.
Theorem 12. Assuming the distance from the node 𝑛𝑥 to the
sink is 𝑙, 𝑙 = ℎ𝑟 + 𝑥, the MPR scheme is adopted and the
reliability of the whole network is 𝑞, the data amount sent and
the data amount received by node 𝑛𝑥—𝑄1,𝑡

ℎ,𝑥
and 𝑄1,𝑟

ℎ,𝑥
—are as

follows:

𝑄1,𝑡ℎ,𝑥 = 𝑀ℎℎ (𝑞) +𝑀ℎℎ+1 (𝑞) ⋅ 𝑙 + 𝑟𝑙 + 𝑀ℎℎ+2 (𝑞)
⋅ 𝑙 + 2𝑟𝑙 + ⋅ ⋅ ⋅ + 𝑀ℎℎ+𝑧 (𝑞) ⋅ 𝑙 + 𝑧𝑟𝑙 ,

𝑄1,𝑟ℎ,𝑥 = 𝑄1,𝑡ℎ,𝑥 −𝑀ℎℎ (𝑞) ,
𝑀ℎℎ (𝑞) = ⌈ log (1 − 𝑞)

log (1 − 𝑝ℎ)⌉ ,
𝑀ℎℎ+𝑖 (𝑞) = ⌈ log (1 − 𝑞)

log (1 − 𝑝ℎ+𝑖)⌉ ⋅ 𝑝𝑖.

(38)

Proof. According to Theorem 11, the number of required
resending attempts of nodes different hops from the sink𝑀ℎ(𝑞) (ℎ ∈ {1, 𝑧}) is as follows:

𝑀ℎ (𝑞) = ⌈ log (1 − 𝑞)
log (1 − 𝑝ℎ)⌉ . (39)

The data amount to be transmitted by node 𝑛𝑥 can be
calculated as follows. The node has a data packet which isℎ hops from the sink and should be sent to the sink, so the
number of data packets that should be resent for one data
packet is

𝑀ℎℎ (𝑞) = 𝑀ℎ (𝑞) = ⌈ log (1 − 𝑞)
log (1 − 𝑝ℎ)⌉ . (40)

The number of required resending attempts of the data at𝑙 + 𝑖𝑟 is as follows:
𝑀ℎ+𝑖 (𝑞) = ⌈ log (1 − 𝑞)

log (1 − 𝑝ℎ+𝑖)⌉ . (41)

The number of data packets to be transmitted when the
data has reached node 𝑛𝑥 is as follows:

𝑀ℎℎ+𝑖 (𝑞) = 𝑀ℎ+𝑖 (𝑞) ⋅ 𝑝𝑖. (42)

There is (𝑙 + 𝑖𝑟)/𝑙 data at 𝑙 + 𝑖𝑟, so the total number of
data packets from sources with different distance from node𝑛𝑥 and to be sent by node 𝑛𝑥 can be calculated as follows:

𝑄1,𝑡ℎ,𝑥 = 𝑀ℎℎ (𝑞) +𝑀ℎℎ+1 (𝑞) ⋅ 𝑙 + 𝑟𝑙 + 𝑀ℎℎ+2 (𝑞) ⋅ 𝑙 + 2𝑟𝑙
+ ⋅ ⋅ ⋅ + 𝑀ℎℎ+𝑧 (𝑞) ⋅ 𝑙 + 𝑧𝑟𝑙 .

(43)
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The received data amount is calculated by deducting the
data amount of the node itself from the data sent by the node;
that is, 𝑄1,𝑟

ℎ,𝑥
= 𝑄1,𝑡
ℎ,𝑥

−𝑀ℎℎ(𝑞).
Theorem 13. Assuming the distance from the node 𝑛𝑥 to the
sink is 𝑙, 𝑙 = ℎ𝑟 + 𝑥, the ASTR scheme is adopted and the
reliability of the whole network is 𝑞, the proportional coefficient
of the size of abstract and data packets is 𝜇, the data amount
sent and the data amount received by node 𝑛𝑥—𝑆1,𝑡

ℎ,𝑥
and𝑆1,𝑟

ℎ,𝑥
—are as follows:

𝑆1,𝑡ℎ,𝑥 = (1 + 𝜇N) ⋅ [𝑤ℎℎ (𝑞) + 𝑤ℎℎ+1 (𝑞) ⋅ 𝑙 + 𝑟𝑙
+ 𝑤ℎℎ+2 (𝑞) 𝑙 + 2𝑟𝑙 + ⋅ ⋅ ⋅ + 𝑤ℎℎ+𝑧 (𝑞) ⋅ 𝑙 + 𝑧𝑟𝑙 ] ,

𝑆1,𝑟ℎ,𝑥 = 𝑆1,𝑡ℎ,𝑥 − (1 + 𝜇N) ⋅ 𝑤ℎℎ (𝑞) ,
𝑤ℎℎ (𝑞) = 1

[1 − 𝜎ℎ (1 − 𝑝ℎ)] ∗ ∑𝑎𝑘=1 ((1 − 𝑝ℎ) 𝜎ℎ)𝑘−1

∗ [[
1 − 𝜎ℎ𝑘 (1 − 𝑝ℎ)𝑘1 − 𝜎ℎ (1 − 𝑝ℎ) − 𝑘𝜎ℎ𝑘 (1 − 𝑝ℎ)𝑘]] ,

where: 𝜎ℎ = 1 − (1 − 𝑝ℎ)(1+N) ,

(44)

𝑤ℎℎ+𝑖 (𝑞)
= 𝑝𝑖
[1 − 𝜎ℎ+𝑖 (1 − 𝑝ℎ+𝑖)] ∗ ∑𝑎𝑘=1 ((1 − 𝑝ℎ+𝑖) 𝜎ℎ+𝑖)𝑘−1

∗ [[
1 − 𝜎ℎ+𝑖𝑘 (1 − 𝑝ℎ+𝑖)𝑘1 − 𝜎ℎ+𝑖 (1 − 𝑝ℎ+𝑖) − 𝑘𝜎ℎ+𝑖𝑘 (1 − 𝑝ℎ+𝑖)𝑘]] ,

where: 𝜎ℎ+𝑖 = 1 − (1 − 𝑝ℎ+𝑖)(1+N) .

(45)

Proof. According to Theorem 3, the number of required
resending attempts of the node that is ℎ hops from the sink𝑤ℎ(𝑞) (ℎ ∈ {1, 𝑧}) is as follows:
𝑤ℎ (𝑞) = 1

[1 − 𝜎ℎ (1 − 𝑝ℎ)] ∗ ∑𝑎𝑘=1 ((1 − 𝑝ℎ) 𝜎ℎ)𝑘−1

∗ [[
1 − 𝜎ℎ𝑘 (1 − 𝑝ℎ)𝑘1 − 𝜎ℎ (1 − 𝑝ℎ) − 𝑘𝜎ℎ𝑘 (1 − 𝑝ℎ)𝑘]] ,

where 𝜎ℎ = 1 − (1 − 𝑝ℎ)(1+N) .

(46)

The data amount to be transmitted by node 𝑛𝑥 can be
calculated as follows. The node has a data packet which is

ℎ hops from the sink and should be sent to the sink, so its
expected data amount to be resent is as follows:

𝑤ℎℎ (𝑞) = 𝑤ℎ (𝑞)
= 1
[1 − 𝜎ℎ (1 − 𝑝ℎ)] ∗ ∑𝑎𝑘=1 ((1 − 𝑝ℎ) 𝜎ℎ)𝑘−1
∗ [[

1 − 𝜎ℎ𝑘 (1 − 𝑝ℎ)𝑘1 − 𝜎ℎ (1 − 𝑝ℎ) − 𝑘𝜎ℎ𝑘 (1 − 𝑝ℎ)𝑘]] ,
where 𝜎ℎ = 1 − (1 − 𝑝ℎ)(1+N) .

(47)

For data packet at 𝑙+𝑖𝑟, the expected number of resending
attempts at the beginning is as follows:

𝑤ℎ+𝑖 (𝑞)
= 1
[1 − 𝜎ℎ+𝑖 (1 − 𝑝ℎ+𝑖)] ∗ ∑𝑎𝑘=1 ((1 − 𝑝ℎ+𝑖) 𝜎ℎ+𝑖)𝑘−1
∗ [[

1 − 𝜎ℎ+𝑖𝑘 (1 − 𝑝ℎ+𝑖)𝑘1 − 𝜎ℎ+𝑖 (1 − 𝑝ℎ+𝑖) − 𝑘𝜎ℎ+𝑖𝑘 (1 − 𝑝ℎ+𝑖)𝑘]] ,
where 𝜎ℎ+𝑖 = 1 − (1 − 𝑝ℎ+𝑖)(1+N) .

(48)

The expected data amount to be transmitted when the
data packet reaches node 𝑛𝑥 is

𝑤ℎℎ+𝑖 (𝑞) = 𝑤ℎ+𝑖 (𝑞) ⋅ 𝑝𝑖. (49)

There is (𝑙+𝑖𝑟)/𝑙data at 𝑙+𝑖𝑟, each node sends 1 data packet
and N abstracts each time and the proportional coefficient
of the size of abstract and data packet is 𝜇, so 1 + 𝜇N data
is sent. The total expected data amount from sources with
different distance from node 𝑛𝑥 and to be sent by node 𝑛𝑥
can be calculated as follows:

𝑆1,𝑡ℎ,𝑥 = (1 + 𝜇N) ⋅ [𝑤ℎℎ (𝑞) + 𝑤ℎℎ+1 (𝑞) ⋅ 𝑙 + 𝑟𝑙
+ 𝑤ℎℎ+2 (𝑞) 𝑙 + 2𝑟𝑙 + ⋅ ⋅ ⋅ + 𝑤ℎℎ+𝑧 (𝑞) ⋅ 𝑙 + 𝑧𝑟𝑙 ] .

(50)

The received data amount is calculated by deducting the
data amount of the node itself from the data sent by the node;
that is, 𝑆1,𝑟

ℎ,𝑥
= 𝑆1,𝑡
ℎ,𝑥

− (1 + 𝜇N) ⋅ 𝑤ℎℎ(𝑞).
The data amount sent and the data amount received by

each node in MPR scheme and ASTR scheme are calculated
according to Theorems 7 and 8, respectively. The received
data amount has no significant difference with the sent data
amount, so we will directly compare the data amount sent by
the node.

Figure 31 compares the data amount sent by each node
in two schemes when the reliability of the whole network
is 0.90 and 0.92. Figure 31 shows that the difference in data
amount between the two schemes is more significant for a
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Figure 30: Upper limit of the number of required resending
attempts of nodes different hops from the sink to ensure the
reliability of the whole network reaches 0.90 and 0.92 in ASTR
scheme (N = 4).
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Figure 31: Data amount sent by each node in two different schemes
when the reliability of the whole network is 0.90 and 0.92.

node closer to the sink. The data amount in MPR scheme is
around twice the data amount in ASTR scheme, so the ASTR
scheme can reduce the sent and received data amount while
ensuring the network reliability, which both lowers the energy
consumption and improves the network performance.

Figure 31 shows that when the network reliability is
improved, the data amount loaded by each node will also
increase. When the network reliability is improved, the data
amount loaded by each node will also increase. The data
amount in MPR scheme is around 2.3 times that in ASTR
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Figure 32: Data amount reaching the sink and effective data amount
in two schemes under different network reliability.

scheme. Therefore, the improvement of the network relia-
bility makes the advantage of ASTR scheme in performance
more prominent.

Figures 32 and 34 compare the data amount reaching
the sink in MPR scheme and ASTR scheme when the whole
network has the same reliability. Figure 32 shows that the data
amount reaching the sink inMPR scheme ismore than that in
ASTR scheme and the difference is increasingly significant as
the reliability is improved. When 𝑞 = 0.90, the data amount
reaching the sink in MPR scheme is 53.95% more than that
in ASTR scheme. This is because the node far from the
sink has a larger number of resending attempts according to
Theorem 12. The number of resending attempts is equivalent
to the number of data packets and the data amount of one
data packet is larger compared with the abstract, so many
resent data packets are redundant. In our ASTR scheme,
the data packet will be sent again when not received, so
no data packet will be repetitively sent. The redundant data
amount is completely produced by abstract which contains
only small data amount, so the data amount reaching the sink
and redundant data amount are both small. Figure 33 shows
the percentage of redundant data packets in two schemes.
The result is the same as the conclusion of preceding analysis:
the percentage of redundant data is very high in MPR
scheme and relatively low in ASTR scheme. Figure 33 also
provides the information that as the reliability is improved,
the redundancy of MPR scheme gradually increases. When
the reliability is 0.90, the redundancy rate of MPR scheme
even reaches 50.7%; on the contrary, the redundancy rate in
ASTR scheme is gradually decreasing and reaches as low as
9% when the reliability is 0.90. So ASTR scheme can reduce
the redundant data amount by 41.70%.

Figure 35 is prepared based on the above related data. It
compares the guaranteed network reliability in two schemes
when the same data amount reaches the sink. The figure
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Figure 33: Percentage of redundant data packets in two schemes.
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Figure 34: Percentage of redundant/effective data packets in two
schemes.

shows that when the data amount in ASTR scheme is slightly
smaller than that in MPR scheme, the reliability is still 30%
higher, so sending less data amount in ASTR scheme can
ensure a higher reliability.

From this section, all experiment figures are prepared
based on the reach rate of each hop 𝑝 = 0.90. To explore
the effect of the value of 𝑝 on this experiment, we get the
following three results. Figure 36 is obtained by repeating
the same experiment as above when 𝑝 = 0.80 and shows the
guaranteed network reliability in two schemes when the same
data amount reaches the sink. Compared with Figure 35,
the data amount in both MPR scheme and ASTR scheme
is improved, but the network performance in ASTR scheme
is better because the guaranteed network reliability is about
23.23% higher than that in MPR scheme.
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Figure 35: Comparison of the guaranteed network reliability in two
schemes when the same data amount reaches the sink (𝑝 = 0.90).
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Figure 36: Comparison of the guaranteed network reliability in two
schemes when the same data amount reaches the sink (𝑝 = 0.80).

The meaning of Figure 37 lies in comparing the guaran-
teed network reliability in two schemes when 40 data packets
reach the sink with different value of 𝑝.The figure shows that
when 𝑝 = 0.70, the reliability of ASTR scheme is 5% higher
than that of MPR scheme; when 𝑝 = 0.80, the reliability of
ASTR scheme increases by 20%; when 𝑝 = 0.90, the reliability
of ASTR scheme increases by 29%. It is concluded that when𝑝 is larger, the guaranteed network reliability of the ASTR
scheme is much higher than that of the MPR scheme, which
presents the advantages of ASTR scheme more prominently.

Figure 38 shows the following: generally speaking, when
the value of 𝑝 is larger, the increase of data amount is smaller
in two schemes.This is because when the value of𝑝 is small in
MPR scheme, the packet loss ratio of each hop of the node far
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Figure 37: Comparison of guaranteed network reliability in two
schemes when 40 data packets reach the sink with different value
of 𝑝.
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Figure 38: Comparison of increased data amount when 𝑞 increases
by 0.10 each time with different success rate of transmission of each
hop.

from the sink will be accumulated and multiple data packets
should be sent to ensure the reliability of the whole network
is equal to 𝑞; for example, when the reliability of the whole
network is 0.70: if 𝑝 = 0.70, the node that is 8 hops from the
sink should send 21 data packets; if 𝑝 = 0.80, the node should
send 7 data packets; if 𝑝 = 0.90, the node should send only
5 data packets. When the number of data packets decreases
from 21 to 7 and from 7 to 5, the increase of data amount will
fall, so a larger 𝑝 will cause a smaller increase of data amount
in MPR scheme. Similarly, in ASTR scheme, the packet loss

ratio of node far from the sink will be accumulated, so the
number of abstracts sent and the upper limit of sending
attempts should be greatly improved to ensure the reliability
of thewhole network is 𝑞. Next wewill analyze the cases when𝑞 = 0.80 and 𝑞 = 0.70.When 𝑞 increases from 0.70 to 0.80, the
comparison of increased data amount in MPR scheme and
ASTR scheme clearly shows that the increased data amount
in ASTR scheme is much smaller than that in MPR scheme.
This is because when the same value of 𝑝, for example, 0.70, is
used and the network reliability increases from 0.70 to 0.80,
the number of data packets sent by each node inMPR scheme
will increase greatly; the upper limit of the number of sending
attempts will also increase greatly in ASTR scheme, but the
calculated number of expected sending attempts 𝑤 has no
apparent change and the increased data amount of abstract
is very small compared with the data amount of data packet.
Similarly, when 𝑞 = 0.90 and 𝑞 = 0.80, the increase of data
amount in ASTR scheme is smaller than that inMPR scheme.

The meaning of Figure 38 lies in the following: when 𝑝 =
0.90, the required increase of data amount in MPR scheme
is 7.5 times that in ASTR scheme to increase the network
reliability from 0.80 to 0.90.

5.4. Performance Comparison in Trust Routing. This section
analyzes the calculation of successful reach rate and com-
pared the performance in two schemeswhen the trust routing
is used; that is, the trust is improved.

Theorem 14. Assuming the distance from the node to the sink
is 𝑙, 𝑙 = ℎ𝑟 + 𝑥, in MPR scheme and ASTR scheme and the
node is ℎ hops from the sink, the success rate is 𝑝 before the
trust routing is adopted and, after the trust routing is used, the
increased trust is 𝜕 and the probability for eachmessage to reach
the sink isPℎ, the successful reach rates of data packets in MPR
scheme and ASTR scheme 𝛽𝑏M,ℎ and 𝛽𝑏(1+N),ℎ are, respectively,

𝛽𝑏M,ℎ = 1 − (1 − Pℎ)M ,
𝛽𝑏(1+N),ℎ = Pℎ

𝑎∑
𝑘=1

((1 − Pℎ) 𝜎𝑏ℎ)𝑘−1 ,
Pℎ = (𝑝 + 𝜕)ℎ ,
𝜎𝑏ℎ = 1 − (1 − Pℎ)(1+N) .

(51)

Proof. In MPR scheme, if a node is ℎ hops from the sink, the
probability for each message to reach the sink isPℎ = 𝑝ℎ, so
the original success rate of routing is 𝛽𝑎M,ℎ = 1 − (1 −Pℎ)M;
after the trust routing is used, the probability for eachmessage
to reach the sink isPℎ = (𝑝+𝜕)ℎ, so the success rate of routing
becomes 𝛽𝑎M,ℎ = 1 − (1 − Pℎ)M.

In ASTR scheme, if a node is ℎ hops from the sink, the
probability for each message to reach the sink isPℎ = 𝑝ℎ, so
the original success rate of routing is

𝛽𝑎(1+N),ℎ = Pℎ + (1 −Pℎ) 𝜎𝑎ℎPℎ + (1 −Pℎ)2 𝜎𝑎ℎ2Pℎ
+ ⋅ ⋅ ⋅ + (1 −Pℎ)𝑘−1 𝜎𝑎ℎ𝑘−1Pℎ
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Figure 39:Data amount reaching the sink and effective data amount
in two schemes with different network reliability after the trust is
improved (𝑝 = 0.91).

= Pℎ

𝑎∑
𝑘=1

((1 −Pℎ) 𝜎𝑎ℎ)𝑘−1 ,
where: 𝜎𝑎ℎ = 1 − (1 −Pℎ)(1+N) .

(52)

After the trust routing is used, the probability for each
message to reach the sink is Pℎ = (𝑝 + 𝜕)ℎ, so the success
rate of routing becomes

𝛽𝑏(1+N),ℎ = Pℎ + (1 − Pℎ) 𝜎𝑏ℎPℎ + (1 − Pℎ)2 𝜎𝑏ℎ2Pℎ
+ ⋅ ⋅ ⋅ + (1 − Pℎ)𝑘−1 𝜎𝑏ℎ𝑘−1Pℎ

= Pℎ

𝑎∑
𝑘=1

((1 − Pℎ) 𝜎𝑏ℎ)𝑘−1 ,
where: 𝜎𝑏ℎ = 1 − (1 − Pℎ)(1+N) .

(53)

Figures 39, 40, 41, and 42 are obtained in the same
network as set in Figures 32–35 in the last section. After the
trust routing is adopted, if 𝑝 increases from 0.90 to 0.91, the
trust routingmethodwill improve the network reliability.The
horizontal coordinate in Figure 39 shows that the reliability
increases by 3%, which means the trust routing can improve
the reliability of the whole network and thereby enhance the
data security.

The meaning of Figure 43 lies in the following: when the
increase of trust 𝜕 is 0.01, 0.02, or 0.03, we use the ASTR
scheme to ensure the same data amount reaches the sink and
compare the guaranteed network reliability in three cases.
Figure 43 shows that a larger 𝜕will result in a higher reliability.
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Figure 40: Redundancy rate in two schemes after the trust is
improved.
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Figure 41: Redundancy rate/effective rate in two schemes after the
trust is improved.

Figure 44 compares the improvement of network relia-
bility when 𝑝 changes to 0.91, 0.92, and 0.93 after the trust
routing is adopted and when 𝑝 is 0.90 before the trust
routing is adopted in ASTR scheme if the same data amount
reaches the sink. The figure clearly shows that, after the trust
routing is adopted, the network reliability is improved and
a larger increase of trust 𝜕 will improve the reliability more
significantly. We will select the path with a higher reliability
when sending data packets to improve the probability for the
data packets to reach the sink and reduce the packet loss
ratio. As the network operates, the packet loss ratio will be
increasingly low.
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Figure 42: Guaranteed network reliability in two schemes when the
same data amount reaches the sink after the trust is improved (𝑝 =0.91).
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Figure 43: Guaranteed network reliability in ASTR scheme with
different trust when the same data amount reaches the sink.

6. Conclusions

Internet of Everything (IoE) [1–3] leverages the ubiquity
of smart sensor-equipped devices such as sensor based
devices, smartphones, and vehicle sensor devices to collect
information at low cost and provide a new paradigm for
solving the complex data sensing based applications from
the significant demands of critical infrastructure such as
surveillance systems, remote patient care systems in health-
care, intelligent traffic management, and automated vehicles
in transportation environmental and weather monitoring
systems. Despite its great potential in our lives, sensor based
IoE also exposes users to new security threats, which can
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Figure 44: Improvement of network reliability when the same data
amount reaches the sink and the value of 𝑝 increases from 0.90 to
0.91, 0.92, and 0.93 in ASTR scheme.

impact human users’ health and safety. Data authentication,
as an important defense, can be used to prevent unauthorized
attack in wireless sensor networks. In this paper, an aggregate
signature based trust routing (ASTR) scheme is proposed to
guarantee safe data collection in WSNs. Firstly, the aggregate
signature approach is used to aggregate data and keep data
integrity. Then, a R(M,N) routing method is proposed
to improve the probability for the data to safely reach the
sink and reduce the redundant data transmission in order to
extend the network lifetime. The R(M,N) routing method
overcomes the shortcomings of sending too much data and
low data security in the past multipath routing. InR(M,N)
routing, some lightweight abstracts are used to replace the
heavy data, which is able to effectively reduce the network
load and improve the routing security. Finally, the ASTR
scheme adopts a trust routing method to further improve
the security of routing. The results of our strict theoretical
analysis show that the ASTR scheme can effectively increase
the safe reach rate of data routing by 23.23%, reduce the data
amount on the node by 53.95%, and reduce the redundant
data amount by 41.70%.
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User authentication has been widely deployed to prevent unauthorized access in the new era of Internet of Everything (IOE).When
user passes the legal authentication, he/she can do series of operations in database. We mainly concern issues of data security and
comparable queries over ciphertexts in IOE. In traditional database, a Short Comparable Encryption (SCE) scheme has been widely
used by authorized users to conduct comparable queries over ciphertexts, but existing SCE schemes still incur high storage and
computational overhead as well as economic burden. In this paper, we first propose a basic Short Comparable Encryption scheme
based on sliding window method (SCESW), which can significantly reduce computational and storage burden as well as enhance
work efficiency. Unfortunately, as the cloud service provider is a semitrusted third party, public auditing mechanism needs to be
furnished to protect data integrity. To further protect data integrity and reduce management overhead, we present an enhanced
SCESW scheme based on position-aware Merkle tree, namely, PT-SCESW. Security analysis proves that PT-SCESW and SCESW
schemes can guarantee completeness and weak indistinguishability in standard model. Performance evaluation indicates that PT-
SCESW scheme is efficient and feasible in practical applications, especially for smarter and smaller computing devices in IOE.

1. Introduction

With the new era of Internet of Everything (IOE) [1] and
cloud computing [2, 3], smaller and smarter computing
devices have begun to be integrated into our lives such as e-
Health [4, 5], online shopping [6], and image retrieval [7].
Authentication is regarded as a first line of defense and has
been widely used to prevent unauthorized access. Series of
research efforts [8–17] have been made. User authentication
can be password-based authentication [18, 19], biometric-
based authentication [20, 21], and others [22–24]. However,
security issues of user authentication, especially issues of data
security and the availability of ciphertext data, are rather
challenging tasks in IOE. When user passes the legal authen-
tication, he/she can do comparable queries over ciphertexts.
On the premise of ensuring safety, we concern how to make
comparable queries over ciphertexts for authorized users.

As the cloud service provider is not a completely trusted
entity, data usually utilize encryption technique by authorized
users to guarantee security before being outsourced to the
cloud service provider. There exist some scenes such as e-
Health and stock exchange, which need to compare numeric
data [25] over encrypted data. Unfortunately, what is of
prime importance is how to make comparable operations
over ciphertexts as well as data integrity without leaking any
information.

To ensure comparable query operations over ciphertexts,
series of research efforts [26–31] have been made. Among
these efforts, one of popular works is a request-based com-
parable encryption scheme [31] which utilizes the idea of
Prefix Preserving Encryption (PPE). Although this scheme
can make comparable query operations over ciphertexts,
it brings in high computational and storage burden. To
this end, an efficient request-based comparable encryption
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scheme was discussed by Chen et al. [32] through utilizing
sliding windowmethod to reduce computational and storage
burden. To further relief ciphertexts storage space, SCE
scheme was presented by Furukawa through using PPE idea
[33]. Compared with request-based comparable encryption
scheme, SCE scheme encrypts each bit into 3-ary, thereby
dramatically reducing ciphertexts space and improving work
efficiency. As the semitrusted cloud service provider may
maliciously conduct a fraction of operations and forge some
ciphertexts, we should verify the correctness of outsourced
data for the purpose of ensuring data integrity.

To ensure data integrity withoutmaliciously being forged,
large amount of work [34–37] aimed to verify the integrity of
static and dynamic outsourced data. For example, a remote
integrity checking scheme which is based on modular-
exponentiation cryptographic techniques was introduced by
Deswarte et al. [38] Unfortunately, the new scheme has high
computing complexity. To tackle this problem, Gazzoni Filho
and Barreto [39] proposed a scheme by utilizing an RSA-
based secure hash function in order to achieve safe data
transfer transaction through a trusted third party. However,
this protocol is still vulnerable to the collusion attack in a P2P
environment [39] as most of existing schemes cannot prevent
the user data from being leaked to external auditors. After
that, Wang et al. [36] proposed a scheme known as privacy-
preserving public auditing for data storage security in cloud
computing, which was the first privacy-preserving auditing
protocol to support scalable and public auditing in the cloud
computing. In Wang et al. protocol, computational over-
head came from several time-consuming operations. Aiming
at reducing high computational and storage overhead, we
use position-aware Merkle tree (PMT) [40] to ensure data
integrity.

Inspired by the aforementioned sliding window method
and PMT, we first propose a basic scheme called SCESW
scheme which is based on the sliding window method to
reduce computational and storage overhead. Since the cloud
service provider is a semitrusted entity which can obtain
some sensitive information and then derive plaintexts, we
further present an enhanced scheme named PT-SCESW
scheme according to PMT to verify the stored data integrity.
The main contributions of our work are listed as follows.

(i) SCESW scheme: inspired by sliding window method
and SCE scheme, we first put forward the basic
SCESW scheme to relief computational burden and
storage overhead as well as enhance work efficiency.

(ii) PT-SCESW scheme: to further protect data integrity
for authorized users, we then introduce the enhanced
lightweight PT-SCESW scheme based on PMT, which
allows the authorized verifier to check the correctness
of stored cloud data. Table 1 shows comparisons
among various schemes.

(iii) Security and efficiency: formal security analysis
demonstrates that PT-SCESW and SCESW schemes
can guarantee data security and integrity as well as
weak indistinguishability in standard model and
experimental results using real-world dataset show
its efficiency in practice.

Table 1: Comparisons among various schemes.

SCE SCESW PT-SCESW
𝑆1 Larger Smaller Smaller
𝑆2 Larger Smaller Smaller
𝑆3 Lower Higher Higher
𝑆4 × ✓ ✓
𝑆5 × × ✓
Note. 𝑆1: storage overhead; 𝑆2: computational overhead; 𝑆3: efficiency; 𝑆4:
sliding window method; 𝑆5: public auditing; Yes: ✓; no: ×.

The reminder of this paper is organized as follows.
Section 2 depicts some preliminaries which will be used
in our paper. Section 3 gives a detailed description of the
proposed basic and enhanced schemes. Section 4 shows
security analysis and Section 5 illustrates the performance of
proposed schemes.

2. Preliminaries

In this section, we will give some descriptions of sliding
window method and position-aware Merkle tree.

2.1. Sliding Window Method. Sliding window method pro-
posed by Koç [41] is one of the widely usedmethods for expo-
nentiation. For example, computing 𝑥𝑒, we can write 𝑒 using
its binary code, such as 𝑒 = (𝑏𝑛−1, . . . , 𝑏1, 𝑏0), 𝑏𝑖 ∈ {0, 1}, 𝑖 =
0, 1, . . . , 𝑛 − 1. Based on the value of 𝑏𝑖, (𝑏𝑛−1, . . . , 𝑏1, 𝑏0) is
divided into a tuple of zero windows and nonzero windows.
Sliding window technology can bring in the reduction in
the amount of computation and management overhead.
Algorithm 1 illustrates details of sliding windowmethod [32].

In our schemes, numeric numbers are considered as a
sequence of the binary codes. However, we suppose that all
the windows have the same window size without distinguish-
ing zero windows or nonzero windows. The fixed window
size is chosen by the user’s security level requirements. Hence,
security and efficiency can be trade-off in practice.

2.2. Position-Aware Merkle Tree. Merkle hash tree [42] is
extensively utilized in data integrity [43]. The structure of
Merkle tree [44] contains a root on the top of the tree, nonleaf
nodes, and leaf nodes, which is shown in Figure 1. Every
nonleaf node is labeled as the hash value of its children nodes
and every leaf node is defined as the hash value of a file block.
Λ = {𝐴 𝑖 | 𝐴 𝑖 = ℎ(𝑥𝑖), 1 ≤ 𝑖 ≤ 15}, where ℎ(⋅) represents
a hash function. The root node of the Λ is regarded as 𝐴 root.
For a node𝐴 𝑖, AuxiliaryAuthentication Information (AAI) is
used to depict the smallest order node set Υ𝑖 = {𝐴𝑖1 ≫ 𝐴𝑖2 ≫⋅ ⋅ ⋅ }. Given a node 𝐴 𝑖, AAI contains all the brother nodes
related to 𝐴 𝑖 through root path from 𝐴 𝑖 to root node 𝐴 root.
For example, the AAI of node 𝐴3 is Υ𝑖 = {𝐴4 ≫ 𝐴9 ≫ 𝐴14},
as shown in Figure 1.

In the PMT structure, every node is noted as 𝐴 𝑖. Besides,𝐴 𝑖 is presented by a 3-tuple 𝐴 𝑖 = (𝐴 𝑖 ⋅ 𝑝; 𝐴 𝑖 ⋅ 𝑟; 𝐴 𝑖 ⋅ V), where𝐴 𝑖 ⋅𝑝 represents node𝐴 𝑖’s relative position to its parents node;𝐴 𝑖 ⋅ 𝑟 represents the number of node 𝐴 𝑖’s leaf nodes; 𝐴 𝑖 ⋅ V
represents the value of the node 𝐴 𝑖. We label nodes from left
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Input: two numbers 𝑥 and 𝑒 where 𝑥 represents base and 𝑒 represents exponent
Output: 𝑦 = 𝑥𝑒

(1) for all 𝑤, 𝑤 = 3, 5, 7, . . . , 2𝑑 − 1 do
(2) Compute and store 𝑥𝑤;
(3) 𝑒 is divided into zero windows and non-zero windows 𝐹𝑖 of length 𝑇(𝐹𝑖)

where 𝑇(𝐹𝑖) represents the length of windows;
(4) for 𝑖 = 𝑛 − 1, . . . , 0 do
(5) Compute the value of 𝑦 fl 𝑥𝐹𝑛−1 ;
(6) for 0 ≤ 𝑖 ≤ 𝑛 − 2 do
(7) Compute and store 𝑦 fl 𝑦2𝑇(𝐹𝑖) ;
(8) if 𝑓𝑖 ̸= 0 then
(9) Compute and store 𝑦 fl 𝑦 ⋅ 𝑥𝐹𝑖 ;

(10) else
(11) 𝐹𝑖 is a zero window.(12)Return 𝑦;

Algorithm 1: The sliding window method [32].

RootA15

A13
A14

A12A11A10A9

A1 A2 A3 A4 A5 A6 A7 A8

x1 x2 x3 x4 x5 x6 x7 x8

Figure 1: Position-aware Merkle tree.

to right in each layer with 𝐴 𝑖 ⋅ 𝑝, 𝐴 𝑖 ⋅ 𝑟, and 𝐴 𝑖 ⋅ V defined
as follows, where set Ω𝑙 represents the set of left subtrees, set
Ω𝑟 represents the set of right subtrees, setΩroot represents the
root of tree, and set Θ represents the set of leaf nodes.

𝐴 𝑖 ⋅ 𝑝 =
{{{{
{{{{
{

0 if 𝐴 𝑖 ∈ Ω𝑙;
1 if 𝐴 𝑖 ∈ Ω𝑟;
null if 𝐴 𝑖 ∈ Ωroot,

𝐴 𝑖 ⋅ 𝑟 = {
{
{
𝐴𝑖𝑙 ⋅ 𝑟 + 𝐴𝑖𝑟 ⋅ 𝑟 if 𝐴 𝑖 ∉ Θ;
1 if 𝐴 𝑖 ∈ Θ,

𝐴 𝑖 ⋅ V

= {
{
{
ℎ (𝐴 𝑖 ⋅ 𝑝 ‖ 𝐴𝑖𝑙 ⋅ V ‖ 𝐴𝑖𝑟 ⋅ V ‖ 𝐴 𝑖 ⋅ 𝑟) if 𝐴 𝑖 ∉ Θ;
ℎ (𝐴 𝑖 ⋅ 𝑝 ‖ 𝑥𝑖 ‖ 1) if 𝐴 𝑖 ∈ Θ.

(1)

From Figure 1, we know that node 𝐴3 is a leaf node that
relates to the block 𝑥3 and𝐴3 is located in the left of its parent

Table 2: Nodes of position-aware Merkle tree in Figure 1.

Nodes 𝐴 𝑖 ⋅ 𝑝 𝐴 𝑖 ⋅ 𝑟 𝐴 𝑖 ⋅ V
𝐴1 0 1 ℎ(0 ‖ 𝑥1 ‖ 1)
𝐴2 1 1 ℎ(1 ‖ 𝑥2 ‖ 1)
𝐴3 0 1 ℎ(0 ‖ 𝑥3 ‖ 1)
𝐴4 1 1 ℎ(1 ‖ 𝑥4 ‖ 1)
𝐴5 0 1 ℎ(0 ‖ 𝑥5 ‖ 1)
𝐴6 1 1 ℎ(1 ‖ 𝑥6 ‖ 1)
𝐴7 0 1 ℎ(0 ‖ 𝑥7 ‖ 1)
𝐴8 1 1 ℎ(1 ‖ 𝑥8 ‖ 1)
𝐴9 0 2 ℎ(0 ‖ 𝐴1 ⋅ V ‖ 𝐴2 ⋅ V ‖ 2)
𝐴10 1 2 ℎ(1 ‖ 𝐴3 ⋅ V ‖ 𝐴4 ⋅ V ‖ 2)
𝐴11 0 2 ℎ(0 ‖ 𝐴5 ⋅ V ‖ 𝐴6 ⋅ V ‖ 2)
𝐴12 1 2 ℎ(1 ‖ 𝐴7 ⋅ V ‖ 𝐴8 ⋅ V ‖ 2)
𝐴13 0 4 ℎ(0 ‖ 𝐴9 ⋅ V ‖ 𝐴10 ⋅ V ‖ 4)
𝐴14 1 4 ℎ(1 ‖ 𝐴11 ⋅ V ‖ 𝐴12 ⋅ V ‖ 4)
𝐴15 Null 8 ℎ(null ‖ 𝐴13 ⋅ V ‖ 𝐴14 ⋅ V ‖ 8)

node 𝐴10. According to the formula above, 𝐴3 ⋅ 𝑝 = 0, 𝐴3 ⋅𝑟 = 1, and 𝐴3 ⋅ V = ℎ(0 ‖ 𝑥3 ‖ 1). Similarly, we can obtain
𝐴4 = ℎ(1 ‖ 𝑥4 ‖ 1) and 𝐴10 = ℎ(1 ‖ 𝐴3 ⋅ V ‖ 𝐴4 ⋅ V ‖ 2).
Table 2 illustrates the value of nodes in Figure 1.

3. Proposed Basic and Enhanced Schemes

Before presenting concrete constructions of SCESW and PT-
SCESW schemes outlined above, we give some notations
which will be utilized in the whole paper, as shown in
Notations.

3.1. System Model. We first describe the system model of
PT-SCESW scheme which mainly involves four entities,
namely, Data Owner (DO), cloud service provider (CSP),
user, and Third-Party Auditor (TPA), as shown in Figure 2.
When user passes the legal authentication, he/she can do
comparable queries operations over encrypted data. First,
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Input: Root node 𝐴 root, corresponding tag 𝑥𝑖, integrity authentication path Υ𝑖, 𝑘
represents numbers of corresponding nodes in Υ𝑖
Output: correct, ⊥

(1) Let 𝑝0 = ¬𝐴𝑖1 ⋅ 𝑝; 𝑟0 = 1; 𝑛0 = 1; V0 = ℎ(𝑝0 ‖ 𝑥𝑖 ‖ 𝑟0);(2) for all 1 ≤ 𝑗 ≤ 𝑘 do
(3) if 𝑗 = 𝑘 then
(4) 𝑝𝑗 = null;
(5) else
(6) 𝑝𝑗 = ¬𝐴𝑖𝑗+1 ⋅ 𝑝.
(7) 𝑟𝑗 = ¬𝐴𝑖𝑗+1 ⋅ 𝑟 + 𝑟𝑗−1;
(8) if ¬𝐴𝑖𝑗 ⋅ 𝑝 = 1 then
(9) 𝑛𝑗 = 𝑛𝑗−1; V𝑗 = ℎ(𝑝𝑗 ‖ ℎ𝑗−1 ‖ 𝐴𝑖𝑗 ⋅ V ‖ 𝑟𝑗);

(10) else
(11) if ¬𝐴𝑖𝑗 ⋅ 𝑝 = 0 then
(12) 𝑛𝑗 = 𝑛𝑗−1 + 𝐴𝑖𝑗 ⋅ 𝑟; V𝑗 = ℎ(𝑝𝑗 ‖ 𝐴𝑖𝑗 ⋅ V ‖ ℎ𝑗−1 ‖ 𝑟𝑗);
(13) if 𝑟𝑘 = 𝐴 root ⋅ 𝑟; V𝑘 = 𝐴 root ⋅ V and 𝑛𝑘 = 𝑖 then
(14) Output correct, 𝑛𝑘 , 𝐴 = {null, 𝑟𝑘 , V𝑘 };(15) else
(16) Output ⊥.

Algorithm 2: Integrity verification algorithm.
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Figure 2: The architecture of PT-SCESW scheme.

the DO encrypts files by using SCESW scheme and finally
sends the file CP and the corresponding 𝜑 to the CSP.
When user wants to issue the search query over encrypted
cloud data, he/she needs to submit a search query to CSP.
The CSP returns the result of the query to the user. If the
verifier wants to check the outsourced data integrity, she/he
sends an auditing request to the TPA and the TPA submits
the auditing challenge CL to the CSP. Upon receiving the
auditing challenge CL, CSP computes P1, P2 and sends
the auditing proof to the TPA. Then TPA conducts the
integrity verification algorithm (Algorithm 2) to check the
data integrity and returns the auditing report to the verifier.
Figure 2 depicts the task of each entity, with an assumption
that the DO is the verifier.

(1) DO: it has twofold responsibilities. Firstly, data files
are encrypted through SCESW scheme and then
outsourced to the CSP, as shown in stepA. Secondly,

the DO sends auditing request to the TPA in order to
check ciphertexts integrity, as illustrated in stepB.

(2) CSP: it can provide infinite storage and computation
resources to the DO and the user. After executing
auditing challenge, the CSP sends auditing proof to
the TPA, as shown in stepD.

(3) User: it has the following responsibilities. Firstly, the
user submits a query to compare a pair of ciphertexts
CP and CP∗, as shown in step F. Secondly, upon
doing Cmp operation, the CSP returns the relationship
of two numeric ciphertexts, as illustrated in stepG.

(4) TPA: it has twofold responsibilities. Firstly, the TPA
submits auditing challenge to the CSP, as shown in
stepC. Secondly, the TPA returns the auditing report
to the verifier shown in step E. If the result of
auditing is correctness, system continues the Cmp step;
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SCESW scheme is a tuple of algorithms including KeyGen, Par, Der, Enc, Cmp,
which are shown as follows:

(i) KeyGen(1𝑘): given the security parameter 𝑘 ∈ N, range parameter 𝑛 ∈ N and master
keyMSK, the DO runs the algorithm to output the master keyMSK and public
parameterPP.

(ii) Par(N): given the number N, the DO runs the algorithm to output the number N
rewritten through its binary code by utilizing sliding window method,
where 𝑡 represents the window size,𝑚 = 𝑛/𝑡 is the number of blocks and N = N

N = (𝑏0, . . . , 𝑏𝑛−1) = ∑
0≤𝑖≤𝑛−1

𝑏𝑖2𝑖;
N = (𝐵0, . . . , 𝐵𝑚−1) = ∑

0≤𝑖≤𝑚−1

𝐵𝑖(2𝑡)𝑖.
(iii) Der(𝑘, 𝑛,MSK,N): given the security parameter 𝑘 ∈ N, range parameter 𝑛 ∈ N,

master keyMSK and num 0 ≤ N ≤ 2𝑛, the DO runs the algorithm to output a tokenTK.
(iv) Enc(𝑘, 𝑛,MSK,N): given the security parameter 𝑘 ∈ N, range parameter 𝑛 ∈ N,

master keyMSK and num 0 ≤ N ≤ 2𝑛, the DO runs the algorithm to generate
the ciphertextCP and submits it to the CSP.

(v) Cmp(PP,CP,CP∗,TK): given the public parameterPP, two ciphertextsCP

andCP∗, and tokenTK, the CSP outputs −1, 0, 1, then it returns the relevant
search results to the user.

Algorithm 3: Definition of SCESW scheme.

otherwise, the scheme demonstrates that ciphertexts
are not with integrity and system stops working.

3.2. The SCESW Scheme. Let 𝑡 be the window size, which
means each block file has 𝑡 bits. We assume arbitrary number
𝑛 is a multiple of 𝑡. If 𝑛 is not a multiple of 𝑡, we make 𝑛
a multiple of 𝑡 by adding zero in the end of the 𝑛’s binary
code. SCESW scheme consists of five algorithms, namely,
KeyGen, Par, Der, Enc, and Cmp. When user passes the
legal authentication, he/she can do comparable queries oper-
ations over encrypted data. Thus, we mainly consider data
security and comparable queries operations over ciphertexts.
A detailed construction of SCESW scheme is depicted as
follows.

(1) Definitions of SCESW Scheme. The SCESW scheme
is composed of five algorithms involving KeyGen, Par,
Der, Enc, and Cmp. SCESW system definition can be
defined in Algorithm 3.

(2) Details of SCESW Scheme. Concrete construction of
SCESW scheme can be defined as follows.

(i) KeyGen(𝑘, 𝑛) → (PP,MSK): given a security
parameter 𝑘 ∈ N and range parameter 𝑛 ∈ N,
KeyGen first randomly chooses hash functions:
𝐻1(⋅),𝐻2(⋅),𝐻3(⋅) : {0, 1}𝑘×{0, 1}∗ → {0, 1}𝑘 and then
returnsPP = (𝑛,𝐻1, 𝐻2, 𝐻3).
Finally, KeyGen algorithm outputs a public parameter
PP and a master keyMSK.

(ii) Par(N, 𝑡) → (N): given an original number N, the
DO rewrites it through its binary code by utilizing
sliding window method with (2), where 𝑡 represents

the window size, 𝑚 = 𝑛/𝑡 is the number of blocks,
and N = N:

N = (𝑏0, . . . , 𝑏𝑛−1) = ∑
0≤𝑖≤𝑛−1

𝑏𝑖2𝑖;

N
 = (𝐵0, . . . , 𝐵𝑚−1) = ∑

0≤𝑖≤𝑚−1

𝐵𝑖 (2𝑡)𝑖 .
(2)

(iii) Der(PP,MSK,N) → (TK): givenPP = (𝑛,𝐻1,𝐻2, 𝐻3), master keyMSK, and numberN, Der algo-
rithm outputs a token TK = (𝑑1, 𝑑2, . . . , 𝑑𝑚) with
the following equations:

N = (𝐵0, . . . , 𝐵𝑚−1) = ∑
0≤𝑖≤𝑚−1

𝐵𝑖 (2𝑡)𝑖 ;

𝐵0 = (𝑏0, 𝑏1, . . . , 𝑏𝑡−1) , . . . ,
𝐵𝑚−1 = (𝑏𝑛−𝑡, 𝑏𝑛−𝑡+1, . . . , 𝑏𝑛−1) ,
𝐵𝑚 = 0;
𝑑𝑖 = 𝐻1 (MSK, 𝐵𝑚, . . . , 𝐵𝑖) , 𝑖 = 1, . . . , 𝑚.

(3)

(iv) Enc(PP,MSK,N) → (CP): given PP = (𝑛,𝐻1,𝐻2, 𝐻3), master key MSK, and number N, Enc
randomly picksTK = (𝑑1, 𝑑2, . . . , 𝑑𝑚) and a random
number 𝐼 ∈ {0, 1}𝑘, where

N = (𝐵0, . . . , 𝐵𝑚−1) = ∑
0≤𝑖≤𝑚−1

𝐵𝑖 (2𝑡)𝑖 . (4)

Next, Enc generates 𝑓𝑖, where
𝑓𝑖 = 𝐻3 (𝑑𝑖+1, 𝐼) + 𝐻2 (MSK, 𝑑𝑖+1)

+ 𝐵𝑖mod (2(𝑡+1) − 1) (𝑖 = 𝑚 − 1, . . . , 0) .
(5)
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PT-SCESW scheme is a series of algorithms namely Setup, Encryption, Auditing, Comparison
phases, which are shown as follows:

Setup Phase.The DO chooses a security parameter 𝑘 ∈ N, range parameter 𝑛 ∈ N and master key
MSK to generate a public parameterPP. The DO runs KeyGen to produce the secret key SK
and public keyPK. Setup phase outputs the secret key SK, public keyPK, public parameter
PP and master keyMSK. Setup phase contains KeyGen algorithm in SCESW scheme. The DO
sharesPK with others and preserves SK as a secret.

Encryption Phase

(i) Par(N), Der(PP,MSK,N): system definitions are similar to SCESW scheme, as shown
in Algorithm 3.

(ii) Enc(PP,MSK,N): given a security parameter 𝑘 ∈ N, range parameter 𝑛 ∈ N, master
keyMSK, public keyPK, private key SK and num 0 ≤ N ≤ 2𝑛, the DO runs the
algorithm to output a ciphertextCP, set 𝜑 and the metadata. Then fileCP and set 𝜑 will
be sent by the DO to the CSP. The metadata might be signed and kept by the DO.

Auditing Phase

(i) ChalGen(𝑠) → (CL): given the secret parameter 𝑠, the verifier outputs auditing
challengeCL for the query.

(ii) ProofGen(𝑔𝑠, 𝐹, 𝜑,CL) → (P): given the DO’s public parameter 𝑔𝑠, file 𝐹, set 𝜑 and
auditing challengeCL, the TPA outputs the auditing proofP to verify that the CSP
owns the outsourced file correctly.

(iii) ProofCheck(PK,CL, 𝑚𝑒𝑡𝑎𝑑𝑎𝑡𝑎,P) → (𝑐𝑜𝑟𝑟𝑒𝑐𝑡, ⊥): given the DO’s public keyPK,
evidenceP, metadata and auditing challengeCL, the TPA outputs correct or ⊥.
If the proofP passes the verification, the function outputs correct; otherwise, the
function outputs ⊥ and the system stops to work. At last, TPA sends the auditing
report to the verifier.

Comparison Phase

(i) Cmp(CP,CP∗,TK): system definition is similar to SCESW scheme, as illustrated
in Algorithm 3.

Algorithm 4: Definition of PT-SCESW scheme.

Enc finally outputs ciphertextsCP = (𝐼, 𝐹) = (𝐼, (𝑓0,𝑓1, . . . , 𝑓𝑚−1)). The DO submitsCP to the CSP.

Here, (𝑓0, 𝑓1, . . . , 𝑓𝑚−1) can be encoded into 𝐹𝑡 to
reduce storage space, where

𝐹𝑡 = ∑
0≤𝑖≤𝑚−1

𝑓𝑖 ⋅ (2(𝑡+1) − 1)𝑖 . (6)

(v) Cmp(CP,CP∗,TK) → (𝜛): given two ciphertexts
CP = (𝐼, (𝑓0, 𝑓1, . . . , 𝑓𝑚−1)), CP∗ = (𝐼, 𝐹∗) =
(𝐼, (𝑓0 , 𝑓1 , . . . , 𝑓𝑚−1)), and a token TK = (𝑑1, 𝑑2,. . . , 𝑑𝑚), Cmp algorithm sets 𝑗 = 𝑚 − 1 and keeps
producing 𝑐𝑗 by decreasing 𝑗 by 1 at each step, where

𝑐𝑗 = 𝑓𝑗 − 𝑓𝑗 − 𝐻3 (𝑑𝑗+1, 𝐼)
+ 𝐻3 (𝑑𝑗+1, 𝐼) mod (2(𝑡+1) − 1) .

(7)

This algorithm stops when Cmp produces 𝑐𝑗 such that
𝑐𝑗 ̸= 0 or when 𝑐𝑗 = 0 for all 𝑖 = 𝑚 − 1,𝑚 − 2, . . . , 0. If
N > N∗, then 1 ≤ 𝑐𝑗 ≤ 2𝑡 − 1 holds. If N < N∗, then

2𝑡 ≤ 𝑐𝑗 ≤ 2(𝑡+1) −2 holds. IfN = N∗, then 𝑐𝑗 ≡ 0 holds.
Then we have

𝜛 =
{{{{
{{{{
{

−1 if 1 ≤ 𝑐𝑗 ≤ 2𝑡 − 1
0 if 𝑐𝑗 ≡ 0
1 if 2𝑡 ≤ 𝑐𝑗 ≤ 2(𝑡+1) − 2.

(8)

3.3. The PT-SCESW Scheme

(1) Definitions of PT-SCESW Scheme. To efficiently support
public auditing, we propose an enhanced SCESW scheme
called PT-SCESW scheme. PT-SCESW scheme consists of
four phases Setup, Encryption, Auditing and Comparison,
defined in Algorithm 4. When user passes the legal authen-
tication, he/she can do comparable queries operations over
encrypted data. Thus, we mainly consider data security and
comparable queries operations over ciphertexts.

(2) Details of PT-SCESW Scheme. Concrete construction of
PT-SCESW scheme is defined as follows.

Setup Phase. This phase contains the KeyGen algorithm,
which is utilized by the DO to initialize system.
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The DO chooses a security parameter 𝑘 ∈ N, range
parameter 𝑛 ∈ N, master key MSK ∈ {0, 1}∗, and hash
functions 𝐻1, 𝐻2, 𝐻3. Then he/she calculates the secret key
SK = (𝑝, 𝑞) and public key PK = (𝑁 = 𝑝 ⋅ 𝑞, 𝑔),
where 𝑝, 𝑞 are two large primes and 𝑔 is the generator of
a high-order cyclic group. Besides, he/she defines PP =
(𝑛,𝐻1, 𝐻2, 𝐻3). The DO runs KeyGen algorithm to generate
the public parameter PP and secret key SK. Setup phase
contains KeyGen algorithm in SCESW scheme.

Setup phase outputs the secret keySK, public keyPK,
public parameterPP, and master keyMSK.

Encryption Phase. Par algorithm is run by the DO to gener-
ate the numNwhich adopts the sliding windowmethod. Der
algorithm is used by the DO to produce the token of the num
N. Enc algorithm is run by the DO to generate ciphertexts of
the num N.

(i) Par(N) → (N), Der(PP,MSK,N) → (TK):
algorithms are similar to SCESW scheme.

(ii) Enc(PP,MSK,N) → (CP): suppose that a public
parameterPP = (𝑛,𝐻1, 𝐻2, 𝐻3), master keyMSK,
and number N are given, where

N = (𝐵0, . . . , 𝐵𝑚−1) = ∑
0≤𝑖≤𝑚−1

𝐵𝑖 (2𝑡)𝑖 , (9)

Enc algorithm randomly chooses a token TK =
(𝑑1, 𝑑2, . . . , 𝑑𝑚) and a random number 𝐼 ∈ {0, 1}𝑘.
Next Enc generates

𝑓𝑖 = 𝐻3 (𝑑𝑖+1, 𝐼) + 𝐻2 (MSK, 𝑑𝑖+1)
+ 𝐵𝑖mod (2(𝑡+1) − 1) (𝑖 = 𝑚 − 1, . . . , 0) .

(10)

Enc finally outputs ciphertexts CP = (𝐼, (𝑓0, 𝑓1,. . . , 𝑓𝑚−1)). Here, (𝑓0, 𝑓1, . . . , 𝑓𝑚−1) can be encoded
into an integer 𝐹𝑡 to make ciphertexts shorter, where

𝐹𝑡 = ∑
0≤𝑖≤𝑚−1

𝑓𝑖 ⋅ (2(𝑡+1) − 1)𝑖 . (11)

The DO regards 𝐹 = (𝑓0, 𝑓1, . . . , 𝑓𝑚−1) as𝑚 parts. For
each file block𝑓𝑖, (𝑖 = 0, . . . , 𝑚−1), theDO computes
tag 𝑥𝑖 = 𝑔𝑚𝑖 mod𝑁. Then the user constructs the
PMT according to the data block tags 𝑋 = {𝑥1, . . . ,𝑥𝑚} and calculates root value 𝐴 root as the metadata,
where 𝐴 root = (𝐴 root ⋅ 𝑝, 𝐴 root ⋅ 𝑟, 𝐴 root ⋅ V). 𝐴 and
SK can be kept by the DO, while file 𝐹 and set 𝜑 =
{𝑋,PMT} can be sent to the CSP.

Auditing Phase. ChalGen algorithm is run by the verifier to
produce the auditing challenge CL. ProofGen algorithm is
used by the TPA to generate the auditing proofP. ChalGen
algorithm is conducted by the TPA to produce auditing
results.

(i) ChalGen(𝑠) → (CL): the verifier randomly chooses
the secret parameter 𝑠 ∈ 𝑍∗𝑁 and calculates the public

parameter 𝑔𝑠 = 𝑔𝑠mod𝑁. The verifier randomly
chooses 𝑐 weight coefficient pairs 𝑄 = {𝑖𝑗, 𝑎𝑗}𝑗=1,...,𝑐,
where 𝑖𝑗 ∈ [1,𝑚] is different from each other, 𝑎𝑗 ∈
{0, 1}𝑙. Then the verifier sends the auditing request to
the TPA, and TPA sends auditing challenge CL =
{𝑔𝑠, 𝑄} to the CSP.

(ii) ProofGen(𝑔𝑠, 𝐹, 𝜑,CL) → (P): upon receiving the
CL = {𝑔𝑠, 𝑄} sent by the verifier, the CSP computes

P1 = 𝑔∑
𝑖=1
𝑐 𝑎𝑗 ⋅𝑓𝑖𝑗
𝑠 mod𝑁 , P2 = {𝑥𝑖𝑗 , Υ𝑖𝑗}𝑗=1,...,𝑐. Then

the CSP returns auditing proof P = (P1,P2) to the
TPA.

(iii) ProofCheck(𝑃𝐾,CL, 𝑚𝑒𝑡𝑎𝑑𝑎𝑡𝑎,P) → (𝑐𝑜𝑟𝑟𝑒𝑐𝑡, ⊥):
upon receiving the auditing proofP = (P1,P2), the
TPA conducts Algorithm 2 to verify (𝐴, 𝑥𝑖𝑗 , Υ𝑖𝑗) →
{correct, ⊥}, in which 𝑗 = 1, . . . , 𝑐. If Algorithm 2
outputs correct, it means tags corresponding to
the auditing request are correct. Then, the TPA
computes P3 = ∏𝑐𝑗=1(𝑥𝑖𝑗)𝑎𝑗 mod𝑁. If P𝑠3 = P1
holds, it outputs correct, which means the auditing
challenge CL passes the verification and the system
continues the Cmp algorithm; otherwise, it outputs ⊥,
whichmeans the outsourced filewas forged at theCSP
side and the system stops the Cmp algorithm.

Comparison Phase. Cmp algorithm is employed by the user to
compare the relationship of the numbersN andN∗ fromCP
andCP∗.

(i) Cmp(CP,CP∗,TK) → (𝜛): Cmp algorithm is
similar to SCESW scheme. Given two ciphertexts
CP = (𝐼, (𝑓0, 𝑓1, . . . , 𝑓𝑚−1)), CP∗ = (𝐼, 𝐹∗) =
(𝐼, (𝑓0 , 𝑓1 , . . . , 𝑓𝑚−1)) and a token TK = (𝑑1, 𝑑2,. . . , 𝑑𝑚), Cmp algorithm outputs −1, 0, 1.

4. Security Analysis

In this section, we will give properties of completeness and
weak indistinguishability in PT-SCESW scheme by theoreti-
cal analysis, which are similar to SCESW scheme.

Theorem 1. The PT-SCESW scheme is complete as long as𝐻1,𝐻2, and𝐻3 are pseudorandom functions and the CSP honestly
performs operations according to the auditing challenge.

Proof. We denote that CP and CP∗ are generated from N

and N∗, respectively.

N = ∑
0≤𝑖≤𝑛−1

𝑏𝑖2𝑖 = ∑
0≤𝑖≤𝑚−1

𝐵𝑖 (2𝑡)𝑖 ;

N
∗ = ∑
0≤𝑖≤𝑛−1

𝛽𝑖2𝑖 = ∑
0≤𝑖≤𝑚−1

𝐵𝑖 (2𝑡)
𝑖 ,

(12)

where 𝑡 is the window size; 𝑚 = 𝑛/𝑡 is the number of blocks
via utilizing sliding window technology.

𝑇𝐾 = (𝑑0, . . . , 𝑑𝑚) ;
𝑇𝐾∗ = (𝑑0, . . . , 𝑑𝑚) ;



8 Security and Communication Networks

CP = (𝐼, (𝑓0, . . . , 𝑓𝑚−1)) ;
CP
∗ = (𝐼, (𝑓0 , . . . , 𝑓𝑚−1)) .

(13)

From (3) we know that 𝑑𝑖 and 𝑑𝑖 depend on 𝐵𝑖, 𝐵𝑖+1,
𝐵𝑖 , 𝐵𝑖+1, andMSK. Suppose that 𝑙 is the first different block
ofN andN∗, for 𝑖 = 𝑙+1, . . . , 𝑚−1; if the equation 𝐵𝑖+1 = 𝐵𝑖+1
holds, then 𝑑𝑖+1 = 𝑑𝑖+1 holds. Hence, if N = N∗, 𝑐𝑗 = 0 holds
for 𝑖 = 0, . . . , 𝑚 − 1, and then 𝜛 outputs 0. If N ̸= N∗, for this
arbitrary 𝑗,

𝑐𝑗 = 𝑓𝑗 − 𝑓𝑗 − 𝐻3 (𝑑𝑗+1, 𝐼)
+ 𝐻3 (𝑑𝑗+1, 𝐼) mod (2(𝑡+1) − 1)
= (𝑓𝑗 − 𝐻3 (𝑑𝑗+1, 𝐼)) − (𝑓𝑗
− 𝐻3 (𝑑𝑗+1, 𝐼)) mod (2(𝑡+1) − 1)
= (𝐻3 (𝑑𝑗+1, 𝐼) + 𝐻2 (MSK, 𝑑𝑗+1) + 𝐵𝑗
− 𝐻3 (𝑑𝑗+1, 𝐼)) − (𝐻3 (𝑑𝑗+1, 𝐼)
+ 𝐻2 (MSK, 𝑑𝑗+1) + 𝐵𝑗
− 𝐻3 (𝑑𝑗+1, 𝐼)) mod (2(𝑡+1) − 1)
= 𝐵𝑗 − 𝐵𝑗mod (2(𝑡+1) − 1) .

(14)

For 𝑗 = 0, . . . , 𝑚 − 1, equation 𝐵𝑗 − 𝐵𝑗 = 0 means N =
N∗; equation 𝐵𝑗 − 𝐵𝑗 ̸= 0 means 𝑗 is the first different bit.
Specifically, if 1 ≤ 𝑐𝑗 ≤ (2𝑡 − 1), then N > N∗; if 2𝑡 ≤ 𝑐𝑗 ≤
(2(𝑡+1) − 2), then N < N∗.

Upon receivingCL = {𝑔𝑠, 𝑄} sent by the verifier, theCSP
computes P1 = 𝑔∑

𝑖=1
𝑐 𝑎𝑗 ⋅𝑓𝑖𝑗
𝑠 mod𝑁, P2 = {𝑥𝑖𝑗 , 𝐴 𝑖𝑗 , Υ𝑖𝑗}𝑗=1,...,𝑐.

According to the PMT formula, we can prove that 𝑥𝑖𝑗 is the
corresponding tag to the leaf node 𝐴 𝑖𝑗 and the result outputs
correctly.

The verifier computes

P3 =
𝑐

∏
𝑗=1

(𝑥𝑖𝑗)
𝑎𝑗
mod𝑁

=
𝑐

∏
𝑗=1

(𝑔𝑓𝑖𝑗)
𝑎𝑗
mod𝑁

= 𝑔∑𝑖=1𝑐 𝑎𝑗 ⋅𝑓𝑖𝑗 mod𝑁,

P
𝑠
3mod𝑁 = (𝑔∑𝑖=1𝑐 𝑎𝑗 ⋅𝑓𝑖𝑗 mod𝑁)

𝑠

mod𝑁

= 𝑔𝑠⋅∑𝑖=1𝑐 𝑎𝑗 ⋅𝑓𝑖𝑗 mod𝑁 = 𝑔∑
𝑖=1
𝑐 𝑎𝑗 ⋅𝑓𝑖𝑗
𝑠 mod𝑁

= P1mod𝑁.

(15)

Hence, the PA-SCESW scheme is complete.

Table 3: Comparison of computational cost in various schemes.

PT-SCESW
scheme SCESW scheme SCE scheme

[33]
Encryption
phase 3𝑚 ⋅ 𝑎 + 𝑚 ⋅ 𝐸 3𝑚 ⋅ 𝑎 4𝑛 ⋅ 𝑎
Comparison
phase 2(𝑚 − 𝐿 + 1) ⋅ 𝑎 2(𝑚 − 𝐿 + 1) ⋅ 𝑎 2(𝑛 − 𝐿 + 2) ⋅ 𝑎
Auditing
phase (2+𝑐)𝐸+(𝑘+1)𝑎 0 0
Note. 𝑚, 𝑛, 𝐿, 𝑎, 𝑐, 𝑘, 𝐸 represent sliding window numbers of N, original
window numbers ofN, hash operations, number of windows for verification,
numbers of corresponding nodes in Υ𝑖, and exponentiation operation,
respectively.

Table 4: Comparison of storage overhead in various schemes.

Ciphertext
generation phase Token generation phase

SCE scheme
[33] (𝑛 + 1) ⋅ 𝑘 𝑘 + (ln 3/ ln 2) ⋅ 𝑛

SCESW scheme 𝑚 ⋅ 𝑘 𝑘 + (ln (2𝑡+1 − 1) / ln(𝑡 +
1)) ⋅ 𝑚

PA-SCESW
scheme 𝑚 ⋅ 𝑘 𝑘 + (ln (2𝑡+1 − 1) / ln(𝑡 +

1)) ⋅ 𝑚
Note. 𝑚, 𝑛, 𝑘 represent sliding window numbers of N, original window
numbers of N, and output bits of hash operations, respectively.

Theorem 2. The PT-SCESW scheme is weakly indistinguish-
able if𝐻1,𝐻2, and𝐻3 are pseudorandom functions.

Proof. Let 𝐶, 𝐶𝐴, and 𝐶𝐵 represent challengers. Suppose that
there exists an adversary 𝐴 such that Adv𝐶,𝐴 fl |Pr(Exp𝑘𝐶,𝐴 =
0) − Pr(Exp𝑘𝐶,𝐴 = 1)| ≥ 𝜖 in the weak distinguishing game.
Then, we know that hash function is distinguishable from
the random function, which is against the assumption that
they are pseudorandom functions. In particular, we consider
a sequence of games by challengers 𝐶, 𝐶𝐴, and 𝐶𝐵 and then
prove the theorem by the hybrid argument. From literature
[33], we know that |Adv𝐶,𝐴 − Adv𝐶𝐵,𝐴| < 𝜖 as long as hash
is a pseudorandom function as well as Adv𝐶𝐵,𝐴 = 0. Hence,
Adv𝐶,𝐴 < 𝜖 andTheorem 2 is proved.

5. Performance

In this section, we first compare our schemes with SCE
scheme in Encryption Phase, Comparison Phase, and Audit-
ing Phase in experiments, as shown in Tables 3 and 4,
respectively. In Auditing Phase, auditing costs of [40] are
almost of PT-SCESW scheme, so we just evaluate the actual
performance of PT-SCESW scheme in experiments. These
experiments are conducted using C on a Ubuntu Server
15.04 with Intel Core i5 Processor 2.3 GHz and Paring
Based Cryptography (PBC). In Table 3, 𝐿 is the 𝐿 bit of
numbers N1 = (𝛽0, . . . , 𝛽𝑚−1), N2 = (𝛾0, . . . , 𝛾𝑚−1) such
that (𝛽𝐿, . . . , 𝛽𝑚−1) = (𝛾𝐿, . . . , 𝛾𝑚−1), 𝛽𝐿−1 < 𝛾𝐿−1 for two
numbers. We randomly choose 𝑘 and 𝑛, where 𝑘 = 160 bits,
𝑛 = 1024 bits in experimental simulations. Experimental tests
are conducted for 100 times.
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We will mainly focus on the computational and storage
overhead. Due to the fact that SCESW scheme utilizes
sliding window method, a comparison in computational and
storage overhead between SCESW scheme and SCE scheme
is made, which shows that SCESW scheme is cost-effective.
Analysis can demonstrate that PT-SCESW scheme by using
sliding window technology can relief the high computational
and storage overhead. To largely reduce storage overhead,
(𝑓0, 𝑓1, . . . , 𝑓𝑚−1) can be encoded into an integer 𝐹𝑡 to
make ciphertexts shorter in SCESW scheme and PT-SCESW
scheme, shown in Table 4, where

𝐹𝑡 = ∑
0≤𝑖≤𝑚−1

𝑓𝑖 ⋅ (2(𝑡+1) − 1)𝑖 . (16)

Considering computational costs, we just only consider
several time-consuming operations, such as exponentiation
operation “𝐸” and Hash𝑖 (𝑖 = 1, 2, 3, 4, 5) operations. Table 3
shows the theoretical analysis of these schemes. Now we
give detailed theoretical analysis of PT-SCESW scheme as an
example.

(1) In Encryption Phase, computing CP and tags 𝑥𝑖 for
each block 𝑓𝑖 can bring the exponentiation operation
“𝐸” andHash𝑖 (𝑖 = 1, 2, 3) operation “ℎ.” Overall, this
phase costs 3𝑚 ⋅ 𝑎 + 𝑚 ⋅ 𝐸 operations.

(2) In Comparison Phase, costs mainly depends on com-
puting 𝑐𝑗, with computing 𝑐𝑗 only bringing Hash𝑖 (𝑖 =1, 2, 3) operation “ℎ.” Overall, this phase costs 2(𝑚 −
𝐿 + 1) ⋅ 𝑎 operations.

(3) InAuditing Phase, costsmainly depend on computing

𝑔𝑠 = 𝑔𝑠mod𝑁, P1 = 𝑔∑
𝑖=1
𝑐 𝑎𝑗 ⋅𝑓𝑖𝑗
𝑠 mod𝑁, P3 =

∏𝑐𝑗=1(𝑥𝑖𝑗)𝑎𝑗 mod𝑁, and hash operations in
Algorithm 2. Overall, this phase costs (2 + 𝑐)𝐸+
(𝑘 + 1)𝑎 operations.

In Figure 3, we set 𝑛 = 1024 bits and vary numbers of
sliding windows 𝑚 from 4 to 512, and then we notice that
the encryption time in PT-SCESW scheme approximately
increases with 𝑚. For example, when we set 𝑚 = 32,
encryption costs of SCESW scheme and PT-SCESW scheme
are 1.214ms and 2.034ms, respectively, which is much more
smaller than SCE scheme. Due to using sliding window
method, PT-SCESW scheme and SCESW scheme can signif-
icantly reduce encryption costs.

In Figure 4, we set 𝑛 = 1024 bits and 𝑚 = 256, and then
we notice that the comparable time in PT-SCESW scheme
approximately decreases with 𝐿. For example, when setting
𝐿 = 63, our scheme needs 4.674ms to compare ciphertexts.
In Comparison Phase, the PT-SCESW scheme and SCESW
scheme have similar computational burden. Based on slid-
ing window method, our PT-SCESW scheme and SCESW
scheme can significantly reduce the computational overhead
when these schemes are compared with SCE scheme.

In Figure 5, we set 𝑛 = 1024 bits and vary number
of windows for verification presented by 𝑐 from 2 to 256,
and then we notice that the auditing time in PT-SCESW
scheme approximately increases with 𝑐. For example, when
setting 𝑐 = 16, our scheme needs 2.472ms to make
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auditing.Therefore, our PT-SCESW scheme is still acceptable
in practice, especially for users with constrained computing
resources and capacities.

In summary, actual performance results are completely in
accord with the theoretical analysis shown in Tables 3 and 4.
Exploring PT-SCESW scheme mainly focuses on achieving
one property that is auditing. PT-SCESW scheme is feasible
and efficient in practice applications, especially for users with
constrained computing resources and capacities.

6. Conclusion

In this paper, a basic scheme named SCESW scheme is
proposed for relief of the computational and storage overhead
by using sliding window method. Furthermore, PT-SCESW
scheme is presented for authorized users to support public
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Figure 5: Auditing costs in PT-SCESW scheme.

auditing and reduce computational and storage overhead.
Formal security analysis proves that PT-SCESW and SCESW
schemes can guarantee data security and integrity as well as
weak indistinguishability in standard model. Actual perfor-
mance evaluation shows that, compared with SCE scheme,
SCESW scheme and PT-SCESW scheme can relieve the
computational and storage burden to some extent. In our
futurework,wewill enhance PT-SCESWschemeby deducing
its computational and storage overhead. Nevertheless, there
exists another important problem to be solved. How to apply
the PT-SCESW scheme to image retrieval field is rather a
challenging task to be solved in cloud computing and artificial
intelligence fields.

Notations

𝑛: Number’s length
𝑎: Hash operations
P: Auditing proof
CL: Auditing challenge
𝐼: 𝑘bits random number
𝑚: Number of window blocks
𝐻𝑖: Hash𝑖 (𝑖 = 1, 2, 3) function
Υ: Smallest order node set.
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An emerging direction for authenticating people is the adoption of biometric authentication systems. Biometric credentials
are becoming increasingly popular as a means of authenticating people due to the wide range of advantages that they
provide with respect to classical authentication methods (e.g., password-based authentication). The most characteristic feature
of this authentication method is the naturally strong bond between a user and her biometric credentials. This very same
advantageous property, however, raises serious security and privacy concerns in case the biometric trait gets compromised. In
this article, we present the most challenging issues that need to be taken into consideration when designing secure and privacy-
preserving biometric authentication protocols. More precisely, we describe the main threats against privacy-preserving biometric
authentication systems and give directions on possible countermeasures in order to design secure and privacy-preserving biometric
authentication protocols.

1. Introduction

Biometric authentication is a quick, accurate, and user-
friendly tool that offers an efficient and reliable solution
in multiple access control systems. A typical example of
biometric authentication systems (BAS) is access control
systems equipped with sensors (e.g., for iris or fingerprint
scans). In this case, the sensor captures the biometric trait of
the person who requests access, while access is granted only
after the person has been recognised as an authorised user of
the system. One of the main advantages of biometrics is that
they do not require to memorise complicated passwords or
carry tokens along since they cannot be forgotten or lost.

While BAS provide important usability advantages, they
are susceptible to threats, like any other security system. For
biometric authentication, however, a successful attack can
have severe implications in the users’ lives and privacy. Unlike
passwords or tokens, biometric credentials cannot be kept
secret or hidden, and stolen biometrics cannot be revoked as
easily [1, 2]. Thus, the risk of them being compromised (i.e.,
captured, cloned, or forged) is high and may lead to identity

theft or individual profiling and tracking in case the templates
are used and cross-matched in different biometric databases.
In addition, stolen biometrics can be used to learn sensitive
information about their owners, such as ethnic group, genetic
information [3], andmedical diseases [4], or even to perform
illegal activities by compromising health records [5].

It is therefore of fundamental importance to develop
privacy-preserving BAS, that is, biometric authentication
systems that can mitigate the aforementioned privacy and
security risks listed.

In this article, we present themain challenges in achieving
privacy-preserving biometric authentication and we high-
light themain threats associated with privacy issues. Further-
more, we describe the main countermeasures to prevent the
information leakage in biometric authentication as well as
novel possible directions for the design of efficient privacy-
preserving biometric authentication protocols.

Paper Organisation. Section 2 describes how biometric
authentication works and the challenges encountered to
achieve accurate biometric authentication. It also explains
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Figure 1: The authentication phase in a biometric authentication system with a distributed architecture.

the main differences between privacy-preserving and non-
privacy-preserving systems.Themain threats against privacy-
preserving BAS are described in Section 3. A particular
emphasis is given to biometric reference recovery attacks as
well as biometric sample recovery attacks. Section 4 collects
suggestions for possible mitigations and countermeasures
against the attacks described in Section 3. Eventually, Sec-
tion 5 concludes the paper.

2. Preliminaries on Biometric
Authentication Systems

Generally speaking, a biometric authentication system works
in the following way. First, a user (e.g., an employee) registers
to the system by providing her identity together with her
biometric template that becomes her reference template (reg-
istration phase). Subsequently, the user can get authenticated
into the system (authentication phase) by submitting an
identity and a biometric template, called fresh template. The
system performs a matching process, which aims to check
if the provided fresh template is close enough to the one
stored for the given user [6] (in which case the user is
authenticated/accepted) or not (in which case the user is
rejected). Common BAS aim at authenticating users regard-
less of what the system may leak about the user’s biometric
credentials to third parties. Such processes protect privacy
at the design stage rather than being an aftermath action
adopted as an add-on service at later stages. In contrast,
privacy-preserving BAS provide user authentication through
a privacy-aware process that includes privacy at the design
stage of the system. Intuitively, privacy-preserving BAS

transform biometric traits into vectors of data in secure
domains, in such a way that the system can guarantee the
anonymity of the biometric trait owner, while being able to
distinguish among the clients in the system.

The base for biometric authentication is the extraction
of a biometric trait from the human body or behaviour.
Common biometric traits used nowadays for authentication
are voice, signature, DNA, fingerprint [7], iris [8], and ear
shape [9]. In all cases, the biometric trait is a distinctive
characteristic that is measurable and identifies (almost)

uniquely each individual. In practice, the data collecting
process of biometric templates is by itself a challenging
task due to the inherent noise and the natural variability
of biometric credentials [10]. For example, two scans of the
same fingerprint can differ because of the variance in finger
pressure, orientation, dirt, or sweat [11]. To overcome the
presence of noise, which is inherited in biometric credentials
and in the collection process, the comparison between a fresh
biometric template and a stored one always takes into account
approximation.

In order to understand how biometric authentication
is performed and subsequently discuss what attacks and
mitigations are possible, we need to formally present the
two main phases that compose a privacy-preserving BAS.
Figure 1 depicts the authentication phase for a distributed
architecture [12, 13], that is, where every entity involved
in the authentication process performs only a single task.
More precisely, by adopting a distributed architecture in the
biometric authentication process (e.g., computational server
(CS), authentication serverAS, databaseDB), it is possible
to limit the amount of information each entity has at its
disposal and thus avoid single point of failures. Furthermore,
a distributed architecture provides higher privacy guarantees
since no single entity has access to all sensitive data (i.e., fresh
biometric template, stored biometric template, and user’s
identity).

This architecture is adopted as a security countermea-
sure against internal honest-but-curious adversaries. In most
systems, even if one entity among CS, DB, and AS is
corrupted, an adversary (malicious third party) cannot learn
anything about the biometric templates unless it behaves
maliciously. In nondistributed architectures, the computa-
tional server and the authentication servermerge into a single
entity, leading to a single point of failure.

The Enrolment Phase. This phase takes place only once and
is performed before the authentication. A user C (client)
registers to a trusted party her biometric template (usually
encrypted in a digital string �̃�) along with her identity
(possibly a pseudonym ÎD).These two data are then stored in
the databaseDB of the authentication system.Once enrolled
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in the system, the client can authenticate herself an unlimited
number of times.

The Authentication Phase. This phase is depicted in Figure 1.
The client provides her fresh biometric trait (through the
sensorS) together with her identity. These two pieces of
information are then elaborated by the sensor and trans-
mitted to the computational server CS, as 𝑏 (e.g., the
encryption of the fresh template) and ÎD (e.g., a pseudonym).
The computational server CS queries the database DB for
the stored template �̃� linked to ÎD. After receiving �̃�, CS
computes the (possibly encrypted) distance 𝑑 between 𝑏 and
𝑏 (e.g., 𝑑 could be the Euclidean or the Hamming distance).
Let Δ = 𝑑(𝑏, 𝑏) be the output that CS sends to AS. The
authentication server uses Δ to derive the actual distance
between 𝑏 and 𝑏 and compares it with 𝜏, the threshold of the
system. The threshold 𝜏 can be thought as the accuracy level
of the system; indeed, if the templates are close enough (i.e.,
𝑑(𝑏, 𝑏) < 𝜏), the user is authenticated; otherwise the user is
rejected.

In classical authentication systems (i.e., non-privacy-
preserving), the biometric data is sent and stored in the clear.
In this case, 𝑏 = 𝑏, �̃� = 𝑏, and ĨD = ID. In these systems
an eavesdropper adversary can easily retrieve the biometric
templates of any user.

In contrast, privacy-preserving biometric authentication
systems aim at protecting the users’ biometric templates
against both passive and active adversaries. A common
practice is to preserve the user’s privacy by encrypting the
sensitive data. For example, Yasuda et al.’s privacy-preserving
biometric authentication scheme works as follows [14]. The
sensor S encrypts the provided fresh biometric template
𝑏 obtaining 𝑏 = Enc(𝑏) (here the encryption scheme is
based on a packing method for polynomials). For privacy
reasons also the reference template 𝑏 is stored encrypted as
�̃� = Enc(𝑏). The computational server computes Δ, which
is the encrypted Hamming distance of the two templates,
and forwards it toAS. The authentication server decrypts Δ
and checks whether the distance is less than the predefined
threshold 𝜏. In the protocol outlined above, the biometric
templates are always handled in an encrypted way. The only
entity in possession of the decryption key isAS, which never
receives an encrypted template, but only encrypted distances.

3. Main Threats against Privacy-Preserving
Biometric Authentication Systems

Attacks against privacy-preserving biometric authentication
systems aim at learning information about the user’s biomet-
ric trait or identity.What we describe in this section are attack
strategies and goals connected to security and privacy issues
that have severe impact in users’ lives, especially considering
the irrevocability of biometrics templates [1]. For a detailed
description of the adversarial model, we refer the reader to,
for example, [15–17]. Below, we list the four main threats that
afflict privacy-preserving biometric authentication systems
[18].

(1) Biometric Sample Recovery. In this case, the goal of the
adversary is to determine a fresh biometric template 𝑏 which
is accepted by the authentication server.The consequences of
a successful attack are similar to the reference recovery attack,
apart from the fact that the produced matching template
may differ from the user’s real one, and so the adversary
can recover less information regarding the user’s private
information (e.g., physical characteristics and DNA).

(2) Biometric Reference Recovery. A nonauthorised party
(usually called the adversary) succeeds in recovering the
(plaintext) reference biometric template 𝑏. This is the most
harmful threat since by recovering the reference template
the adversary may gain unauthorised access to any system
that uses 𝑏 as a reference template and also collect sensitive
information about the user’s physical characteristics and
health.

(3) User’s Traceability. An unauthorised party (e.g., the adver-
sary) is able to trace a user’s authentication attempts over
different applications. Consequences of a successful trace-
ability attack are cross-matching, profiling, and tracking of
individuals.

(4) User’s Distinguishability. The adversary recovers the link
between a biometric template 𝑏, or 𝑏, and a user identity ID.
Compromising this relation may lead to the disclosure of
more sensitive information and often breaks the anonymity
of the system.

3.1. Biometric Sample Recovery Attacks. Biometric sample
recovery attacks are performed in two main ways: via tem-
plate spoofing (e.g., extracting the fingerprint left on a glass) or
via brute-force techniques. The most common way to bypass
a BAS is by using a spoof of a biometric trait. A spoof
refers to a fake or an artificial biometric template that does
not correspond to a live person. These include, for instance,
gummy fingers, residual fingerprint impressions of legitimate
users, photographs of legitimate users, or voice recordings
of legitimate users. The only alternative to these practical
techniques is to estimate a valid biometric sample using brute-
force strategies.

Below,we list the possible brute-force strategies that could
be adopted in recovering a valid biometric template [19].
Luckily, all the approaches run in exponential time and thus
most of the current biometric authentication systems are
secure.

In the following, we assume that the adversary can see the
result of the authentication processOutAS at each trial and
that the templates are binary vectors. Binary representation
of biometric traits is not far from reality since this is the case
for biometric authentication based on iris templates [20].

Blind Brute-Force. The easiest algorithm to find a matching
template from scratch is the blind brute-force. In this case, the
attacker picks biometric traits at random. This corresponds
to randomly selecting and trying biometric templates from
the available space (i.e., 𝑏 𝑅← Z𝑛𝑞) until one template gets
accepted by the system.
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Figure 2: An intuitive example of what the set-covering problem is. The aim is to cover the largest possible area in the space Z210 using 5
circles. On (a), the centres of the circles are chosen at random (the covered area is less than 70%), while on (b), we provide a better covering
of the space (the covered area is about 85%). Finding the optimal covering corresponds to solving an NP-hard problem for large dimensions
of the space.

Set-Covering. This attack strategy represents the optimal
brute-force solution: pick a random trial template from the set
of potential candidates (which at the beginning is the whole
space Z𝑛𝑞). If the trial template is rejected, remove from 𝐶
all the points that are within 𝜏 distance from it, and pick
another point at random from the updated set 𝐶. Although
thismethod possibly eliminates from𝐶 some of thematching
points (if the trial templates are picked with a distance of
2𝜏 one from the other) if such an algorithm exists and was
efficient, it would be exponentially fast in finding a matching
template. Such an algorithm could also be used to solve the
set-covering problem, which is known to beNP-hard [21]. An
intuition of this geometrical challenge is given in Figure 2.
The points on the plane are biometric templates, and the
trial samplings are the centres of the green circles. The green
circles delimit the acceptance region around the tried point
and have radius equal to the threshold 𝜏 of the system.Greedy
approximations to the optimal solution of the set-covering
problem are reachable in an efficient way, in which case the
number of trials the adversary needs to perform is only a
factor of 𝑂(𝜏 ln(𝑛 + 1)) more than the optimal cover.

3.2. A Biometric Reference Recovery Attack. The most suc-
cessful strategy to perform a biometric reference recovery
attack is to use a hill-climbing technique [18] to perform a
centre search attack [18]. The attack can be launched under
three conditions [19, 22, 23]:

(1) The adversary is in possession of a matching template
(maybe spoofed) for the target biometric reference.

(2) The adversary is able to see the output of the
authentication process (OutAS). For instance, this
information could be in an access control system, a
door that is opening.
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Figure 3: Example of a recovery template attack for a BAS with
biometric traits represented as vectors in Z210 and with threshold
𝜏 = 2.The values are chosen ad hoc to be able to picture the example
in an easy and intuitive way and do not reflect the parameters used
in real applications (usually, 𝑞 is smaller than 𝑛 and 𝑛 ≫ 𝜏 is in the
order of 2048).

(3) The matching process between a fresh and a stored
template relies on specific distances, called leaking
distances, which include the Euclidean and the Ham-
ming distance.

Figure 3 provides an intuition of the attack strategy. In the
example (Figure 3) the stored reference template is the point
𝑏 = (6, 3) and the given matching 𝑏 is in the point (6, 4).
Thematching templates are the points in the region delimited
by the green circle. The adversary starts from the first
component of the given matching template, the point (6, 4),
and increments it repeatedly by a factor 1. When rejected,
on the point (9, 4) denoted by the red bullet with a white



Security and Communication Networks 5

cross, the attacker learns that the previous point is the last
one inside the acceptance circle.The same strategy is repeated
starting from the point 𝑏 and decreasing (by a factor 1 each
time) the first component until rejection, and for the other
component of the template. After discovering the coordinates
of the four boundary points in the acceptance circle, the
attacker can compute the coordinates of its centre, that is,
find the digital representation of the biometric reference
template.

This reference recovery attack is very efficient as it only
requires a number of authentication attempts that are linear
in the length of the biometric template [19]. Moreover,
it can be mounted against many biometric authentication
systems (privacy-preserving or not) and even systems that
employ secure multiparty computation techniques including
somewhat homomorphic encryption [23].

Another strategy to performbiometric reference recovery
attacks is to gain access to the database and try to decrypt
the target template. This approach, however, is way less
successful since normally the employed cryptographic tech-
niques used to protect the templates’ privacy are proven to be
secure.

3.3. User Traceability andDistinguishability. Generally speak-
ing, attacks against the user’s privacy (in the sense of
traceability and distinguishability) do not aim at gathering
information about the user’s biometric credential in itself, but
rather at profiling and identifying the target user among all
the users of one or more biometric systems.

The main attack strategy to trace users in privacy-
preserving BAS is the following. The attacker gets access
to different databases (possibly in use by different biomet-
ric authentication systems) and successfully traces a user’s
authentication attempts, by checking which record of the
database is queried (as match for the authentication). Note
that the above approach does not require the attacker to
know the user’s credential, as long as the databases store the
biometric credentials in the same way (i.e., using the same
encryption mechanism and the same secret key). Luckily, in
real life, this is a very strong assumption which happens only
seldom [18].

In simplewords, user distinguishability can be considered
as user tracing over different authentication attempts in the
same or different authentication systems.That is, the attacker
can recognise the target user among the other users present
in the biometric authentication system. This attack is always
successful if the attacker learns the mapping from the set of
identities to the set of (encrypted) templates. In other words,
an attacker can distinguish users if he learns that to a cer-
tain identity ID corresponds a certain (possibly encrypted)
template 𝑏. A solution would be to keep the mapping ID → 𝑏
secret or to use a (secure) pseudorandom mapping. Another
possibility is to ensure that the communication channels
between the entities involved in the BAS are secure or
that the information transmitted is encrypted using chosen
plaintext attacks- (CPA-) secure systems.

We present more detailed explanations of methods to
achieve user privacy in biometric authentication in the next
section.

4. Challenges and Countermeasures

Themain question that one needs to address when designing
a privacy-preserving biometric authentication protocol is:
How to guarantee privacy-preservation without downgrading
the accuracy of a biometric authentication system?

Among the most challenging problems in designing effi-
cient and privacy-preserving biometric authentication sys-
tems there are (1) the resistance to impersonation attacks; (2)
the irrevocability of biometric templates; and (3) guarantee
that personal information remains private. In the following,
we provide a list of methods that have been used to achieve
privacy-preserving authentication, andwe highlight themain
advantages and disadvantages of each approach.

4.1. Biometric Template Protection. Most existing privacy-
preserving biometric authentication approaches focus on
storing and transmitting a modified version of the orig-
inal biometric templates in order to avoid the danger of
eavesdropping sensitive data or the case of compromised
databases.One direction in order to combat the privacy issues
associated with biometric authentication is the employment
of biometric template protection schemes such as cancellable
biometrics and biohashing. Examples of cancellable finger-
prints were proposed by Ang et al. [1], while Connell et al.
[8] proposed cancellable iris biometrics. Different biohashing
schemes are presented in [24]. Although biohashing offers
low error rates while guaranteeing a quick authentication
phase, biohashing schemes are vulnerable to several attacks
[25, 26].

4.2. Cryptographic Primitives. The direct employment of
cryptographic primitives seems to be the most robust
approach so far to tackle the challenging problem of privacy-
preservation. Most of the state-of-the-art cryptographic pro-
tocols, however, were not designed taking into consideration
the inherent variability of biometric data. In fact, cryptog-
raphy tends to amplify small differences and it is not error-
tolerant (e.g., hashing, AES, and RSA). The main crypto-
graphic tools used to combat the leakage of private infor-
mation during biometric authentication are secure multiparty
computation (SMPC) [14], verifiable computation (VC), and
bloom filters (see Box 2).

4.2.1. Secure Multiparty Computation in Biometric Authen-
tication. Cryptographic primitives that are often employed
in SMPC include homomorphic encryption, oblivious transfer,
and garbled circuits, which will be presented shortly, and are
often combined to obtain privacy-preserving BAS [27, 28].
From a theoretical point of view, SMPC techniques allow to
maximise the utility of information without compromising
the user privacy. A more formal intuition on how SMPC
works is given in Box 1.

It is understood that SMPC is an incredibly useful tool
for the design of privacy-preserving biometric authentication
protocols. Multiple existing schemes, indeed, rely on SMPC
[12, 13].

Homomorphic encryption (HE) is perhaps the most suit-
able cryptographic primitive (inside the SMPC framework)
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The general setting for SMPC is the following. The system is made up of 𝑁 entities 𝑝1, 𝑝2, . . . , 𝑝𝑁 that jointly compute some public
function 𝑓 based on some individually secret data 𝑑1, 𝑑2, . . . , 𝑑𝑁, without revealing their private inputs to one another. In other
words, SMPC allows the interactive computation among multiple parties in such a way that at the end of the process no
participant 𝑝𝑖 can learn more from 𝑓 and the result 𝐷 = 𝑓(𝑑1, 𝑑2, . . . , 𝑑𝑁), than what 𝑝𝑖 could learn from her own secret data
𝑑𝑖, 𝑖 = 1, 2, . . . , 𝑁. It is easy to see that SMPC can be very useful in privacy-preserving biometric authentication especially in
the distributed scenario, where multiple entities are involved in the authentication process [12] (e.g., a databaseDB,
an authentication serverAS and a matcherCS). In this case, the function 𝑓 could be the distance between the fresh and the
stored biometric template and the goal would be to guarantee the secrecy of the biometric templates (fresh and stored).

Box 1

Bloom Filters in Biometric Authentication.This method is the main alternative to the employment of leaking distances [29, 30].
Intuitively, a Bloom filter F𝐴 is an 𝑁-bit string which represents a set 𝐴 ⊆ 𝐷 (e.g., 𝐴 the acceptance area, and 𝐷 is the space of all
biometric templates). The encoding of 𝐴 into F𝐴 is done using 𝑘 independent hash functions ℎ1, ℎ2, . . . , ℎ𝑘 : 𝐷 → [0,𝑁 − 1] in the
following way. For each element 𝑏 ∈ 𝐴, and for each 1 ≤ 𝑖 ≤ 𝑘, the bits at positions ℎ𝑖(𝑏) of the Bloom filter F𝐴 are set to 1 (the other
bits are set to 0). To test if an element 𝑏 is in 𝐴 using the bloom filter, it is sufficient to check whether the bits of F𝐴 at positions
ℎ𝑖(𝑏
) are 1, equal to for all 1 ≤ 𝑖 ≤ 𝑘. If this is the case, one can deduce that 𝑏 is in 𝐴 with high probability, otherwise it holds 𝑏 ∉ 𝐴.

It is immediate to see that the employment of Bloom filters in the matching process directly mitigates any centre-search attack for
template recovery.

Box 2

that can be successfully employed for privacy-preserving
biometric authentication [14, 31]. Homomorphic encryption
can be applied in a bit-by-bit mode making it possible to per-
form the matching process in the encrypted domain directly
[14]. More formally, HE allows translating operations on the
encrypted data (ciphertext) to some useful operations on the
corresponding plaintexts. In formulas,

Enc𝑘 (𝑚1) ∘ Enc𝑘 (𝑚2) = Enc𝑘 (𝑚1 × 𝑚2) , (1)

where 𝑚1, 𝑚2 are plaintext messages and Enc𝑘 corresponds
to a homomorphic encryption function under a public key
𝑘. If we consider that 𝑚1 = 𝑏 is the fresh template of a
user ID and 𝑚2 = 𝑏 is the stored template of the same
user, then homomorphic encryption gives us the possibility
of performing operations on the encrypted templates and
compute the distance (e.g., Hamming distance) between
them. While HE protects biometric templates from user
traceability attacks (HE prevents user traceability given that
different databases store different/independent encryptions
of the same reference template), it does not directly protect
from other privacy attacks. For instance, Abidin et al. [23]
exploit exactly the homomorphic property to show that the
claimed privacy-preserving BAS in [14] is actually vulnera-
ble to the biometric template attack. Another limitation to the
employment of HE schemes is their computational cost, and
there are limitations on the number of multiplications that
can be performed between ciphertexts. Nevertheless, some
recently proposed schemes [32, 33] show promise regarding
the efficiency of HE.

Oblivious transfer (OT) (1-out-of-𝑁) [34] enables one
party the sender S to send one element out of 𝑁, to a
receiver R in such a way that the sender does not know
which element is received by R. Furthermore, R does not

find out anything about the other 𝑁 − 1 elements. If we
consider the elements to be the stored (encrypted) biometric
templates, we see that OT essentially allows one to search in
the database, without revealing which item (i.e., biometric
template) is selected for the matching process. This is a
very useful tool for privacy-preservation and assures perfect
resistance against user traceability and distinguishability [35].
Similarly to HE, however, OT alone cannot prevent some
template recovery attacks, since the best known strategy is
based solely on the value returned by the BAS (essentially
the acceptance/rejection message) which is not affected by
the OT technique.

Garbled circuits are a cryptographic technique that
enables two parties to compute a function (represented as a
binary circuit) and learn only the output of the function and
nothing else (e.g., the other party’s input) [36].This approach
combines OT and SMPC between two entities and thus is
quite relevant for achieving a privacy-preserving matching
process in biometric authentication. Up to now, garbled
circuits constitute the most promising cryptographic tool
to prevent template recovery attacks. A detailed description
of OT and garbled circuits in BAS can be found in [37].

4.2.2. Verifiable Computation in Biometric Authentication.
Verifiable computation (VC) techniques enable a client to
outsource computations to a remote server in a secure
way. After performing the calculations, the server returns
to the client the result together with a proof asserting
the correctness of the returned result (for the outsourced
computation). The client only needs to check the proof to
convince itself of the correctness of the returned output. At
first it might appear that VC has little or no connections to
biometric authentication; however the linking point lies in
the need for outsourcing thematching process to a third party
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(e.g., the computational server in the distributed architecture
depicted in Figure 1). Incorporating VC in a BAS in a
secure way allows speeding up the matching process, without
introducing additional privacy leakage; for example, it is
harder to perform centre search attacks. Recent works [15,
38] provide solutions on how to securely apply verifiable
computing techniques to the main algorithms for biometric
matching.

4.3. Error Correction BasedMethods. Theuse of error correc-
tion codes is an attractive mitigation to the inherently noisy
nature of biometric traits. Error correction, indeed, would
automatically decode small perturbation of a template into
the template itself, solving the problem of noisy data. In this
way, the systems can get error-free biometric templates and
thus successfully use cryptographic primitives that will not
affect the matching biometric process. This is, for instance,
the case for the fuzzy commitment scheme described by Juels
and Wattenberg in [39]. The biometric template is used as
a witness to commit to a secret codeword 𝑐. As long as the
fresh witness provided by the client is close to the used one, it
will correct to the same codeword 𝑐. The decoded codeword
will then be used in the commitment scheme. Typically the
witness is used as a key for the encryption/decryption and the
user authentication. Such systems could handle efficiently the
noisy nature of biometrics and subsequently cryptographic
primitives (hashing and/or encryption) could be employed.
From a theoretical point of view, these schemes are secure
against biometric reference and sample template attacks.
In order to recover either the biometric template or the
key, an attacker should indeed know the user’s biometric
data. However, given that the biometric templates are not
uniformly random, and practical error correcting codes do
not have high correction capability, the theoretical security
is not achievable in practice. It has been shown, indeed, that
fuzzy commitment schemes leak private information [10].

4.4. Other Noncryptographic Approaches. Given that OT is a
well-established countermeasure against user traceability and
distinguishability attacks, most noncryptographic tools for
privacy-preserving BAS focus on combating template and
sample recovery attacks.

For instance, [19] suggests to combat centre search attacks
by using weighted distances to compare the fresh template
with the stored one and to keep the weights secret and
different for each user. This procedure is adopted by the bio-
metric authentication protocols that employ the normalised
Hamming distance [40] or the weighted Euclidean distance
[41]. Even though the centre search attack might still be
feasible also in these scenarios, it will only lead to the
recovery of a subset of the components of the stored biometric
template.

Another alternative is to generalise the comparison pro-
cess to include multiple distances. More precisely, if the
matching process relies on such a mechanism that, at each
authentication attempt, a distance is randomly selected from
a predefined set of distances, thus, the attacker could not gain
any information about the stored template without knowing
first which distance has been used.

Similarly, changing the value of the threshold 𝜏 used
for the matching process at each authentication attempt
renders harder the implementation of the centre search
attack. However, such approachesmay have a negative impact
on the accuracy of the biometric authentication and may
increase the false acceptance and/or false rejection rates.

Finally, one could consider to combine Differential Pri-
vacy (DP) [42, 43] with biometric authentication, in order
to achieve privacy-preservation. Intuitively, DP allows users
to query a database and receive noisy answers, so that no
information leaked about the data stored in the database.
Although this combination of DPwith biometric authentica-
tion could possibly give an end to template recovery attacks
(i.e., centre search attacks), it could also have an impact
on the accuracy of the authentication process and thus, a
more detailed analysis of the achieved utility (accuracy) and
privacy-preservation needs to be performed.

5. Conclusions

This article discusses challenges in biometric authentication,
with a particular focus on privacy-preserving ones. We
highlight the main advantages of biometric authentication
as well as the risks that it brings along. We then list the
most dangerous threats against privacy-preserving BAS and
discuss possible attack strategies to undermine the privacy
of a BAS. Finally, we identify possible directions to mitigate
the highlighted threats, providing both the advantages and
the disadvantages of the proposed methods. The practicality
of privacy-preserving biometric authentication systems is by
itself a great motivation for finding solutions to the security
and privacy challenges connected to the employment of
biometrics in authentication systems.
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