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Smart environments based on Wireless Sensor Networks
represent the next evolutionary development step in engi-
neering, such as industrial automation, video surveillance,
traffic monitoring, and robot control. Sensory data come
frommultiple networks of interconnected sensors with com-
plex distributed locations. Wireless Sensor Networks are
used in many civilian applications nowadays. On the other
side, the high volume demands of human civilization and
society progress have given giant feedback to wireless sensor
networks.

The main objective of this special issue is to present the
original research and review articles on the latest theoretical
and practical achievements that will contribute to the field
of Wireless Smart Sensor Networks and the applications in
engineering.

The special issue received 36 high quality submissions
from different countries all over the world. All submitted
manuscripts have followed the same standard (peer-reviewed
by at least three independent reviewers) as applied to regular
ones to this journal. Inevitably, difficult decisions had to
be made, and some high-quality submissions could not
be included. The primary guideline was to demonstrate
Wireless Smart Sensor Networks System and Trends. Besides,
some novel research questions from different applications in
engineering that are worthy of further investigation in the
future are also included.

In the paper titled “Wireless Passive Temperature Sensor
Realized on Multilayer HTCC Tapes for Harsh Environ-
ment,” Q. Tan et al. design and fabricate a wireless passive
temperature sensor realized on multilayer HTCC tapes.
Alumina ceramic used as the substrate of the sensor is
fabricated by lamination and sintering techniques, and the
passive resonant circuit constituted of a planar spiral inductor
and a parallel plate capacitor is printed and formed on the
substrate by screen printing and postfiring processes. Since
the permittivity of the ceramic becomes higher as tempera-
ture rises, the resonant frequency of the sensor decreases due
to the increasing capacitance of the circuit. Measurements
on the input impedance versus the resonant frequency of the
sensor are achieved based on the principle, and discussions
are made according to the exacted relative permittivity of
the ceramic and quality factor (Q) of the sensor within
the temperature range from 19∘C (room temperature) to
900∘C. The results show the sensor demonstrates good high
temperature characteristics and wide temperature range.

In the paper titled “Key Updating Methods for
Combinatorial Design based KeyManagement Schemes,” W.
Liu and X. Chonghuan focus on how to update the key used
in combinatorial design based key management schemes for
WSNs. In order to better introduce combinatorial design,
they give an example of Unital design and its mapping
to key predistribution for WSNs. Then they propose two
key updating methods for the Unital design based key

Hindawi Publishing Corporation
Journal of Sensors
Volume 2016, Article ID 1526153, 3 pages
http://dx.doi.org/10.1155/2016/1526153

http://dx.doi.org/10.1155/2016/1526153


2 Journal of Sensors

management scheme, one is distributed and the other is
group based. The key updating methods can be generalized
into other combinatorial design based key management
schemes and the group based key updating method can be
modified to a self-healing version easily. They conduct the
performance analysis on the two proposed methods from
three aspects: storage, computation, and communication
overhead. As the essence of updating keys for combinatorial
design based key management schemes is the same as that
of the Unital design based key management scheme, their
two key updating methods can be generalized into other
combinatorial design based key management schemes.

In the paper titled “Mutton Traceability Method Based
on Internet of Things,” Z.-X. Li et al. propose the food
traceability application model, Petri network model of food
traceability, and food traceability of time series data of
improved 𝐾-means algorithm based on Internet of Things.
The food traceability application model to convert, integrate,
and mine the heterogeneous information, implementation
of the food safety traceability information management, and
Petri network model for food traceability in the process of
the state transition are analyzed and simulated and provide a
theoretical basis to study the behavior described in the food
traceability system and structural design.The experiments on
simulation data show that the proposed traceability method
based on Internet of Things is more effective for mutton
traceability data than the traditional𝐾-means methods.

In the paper titled “A Cross-layer Wireless Sensor Net-
work Energy-Efficient Communication Protocol for Real-
TimeMonitoring of the Long-Distance Electric Transmission
Lines,” J. Yu and X. Zhang propose a linear hierarchical
network topological structure specific to WSN energy con-
servation in environmental monitoring of the long-distance
electric transmission lines in the smart grid. Based on the
topological structural characteristics and optimization of
network layers, the paper also proposes a Topological Struc-
ture Layered Configurations (TSLC) routing algorithm to
improve the quality of WSN data transmission performance.
Coprocessing of the network layer and the Media Access
Control (MAC) layer is achieved by using the cross-layer
design method accessing the status cross-layer of the nodes
in the network layer and obtaining the status of the network
nodes of the MAC layer. It efficiently saves the energy of the
whole network, improves the quality of the network service
performance, and prolongs the life cycle of the network.

In the paper titled “Energy Efficient Wireless Sensor
Network Modelling Based on Complex Networks,” X. Lin
et al. consider the network topology optimization based
on complex network theory to solve the energy efficiency
problem of WSN. They propose the energy efficient model
of WSN according to the basic principle of small world
from complex networks. Small world network not only has
clustering features that are similar to that of the rules of the
network but also has similarity with random networks of
small average path length. It can be utilized to optimize the
energy efficiency of the whole network. Optimal number of
multiple sink nodes of the WSN topology is given for energy
efficiency. Then the hierarchical clustering analysis is used
for the sensor nodes and pick up the sink nodes from the

sensor nodes as the clustering head. Meanwhile, the update
of the WSN when the death of certain sink node happened
can cause the paralysis of network. Simulation results verify
the energy efficiency of the proposed model and validate the
updating of the sink nodes to ensure the normal operation of
the WSN.

In the paper titled “A Distance Compensated Approach
Used in Wireless Passive Pressure Sensor Readout System
for High Temperature Application,” Y. Hong et al. propose
a distance compensated measurement system for a wire-
less passive sensor based on the high temperature cofired
ceramics (HTCC) applied to high temperature environment.
The sensor model is provided and fabricated. Additionally,
a telemetric measurement system which consists of readout
instrumentation and a heat insulation unit is described due to
the thickness of heat insulation material between the sensor
and readout unit’s inductance coils in high temperature test-
ing environment. Consideration of the leakage inductance
and parasitic parameters which depend on the coupling
distance is equivalent to the thickness of heat insulation
material, and a distance compensated method is presented.
The compensation is based on the mathematical feature of
the testing results from readout unit which show us infor-
mation about the relation between the extracted resonant
frequencies. This method can be used simply and reliably
in the other telemetric mutual inductance coupling readout
system as a viable solution to compensate the coupling
distance related error when inductive coupling is varied. It
has been experimentally tested, and the results are in good
agreement with those measured by a reference impedance
analysis instrument. Theoretical explanations, experimental
results, and discussion are reported.

In another paper, the research of G. Liu et al. titled
“Research on an Improved Method for Permanent Mag-
net Synchronous Motor” proposes an improved method of
PMSM control. The active disturbance rejection controller
(ADRC) is designed for speed loop. Then, in order to
optimize ADRC controller, the least squares support vector
machines (LSSVM) optimal regression model is derived
and successfully embedded in the ADRC controller. ADRC
observation precision and dynamic response of the system
are improved. The load disturbances’ effect on the system is
reduced to a large extent.The system’s anti-interference ability
is further improved. Finally, different sensors sampling cur-
rent, voltage, and rotor speed are used to finish experimental
validation.

In the paper titled “Efficient and Adaptive Node Selec-
tion for Target Tracking in Wireless Sensor Network,” J.
Feng et al. propose an efficient and adaptive node selection
approach for tracking a target in a distributed wireless sensor
network. The proposed approach combines the distance-
based node selection strategy and particle filter prediction
considering the spatial correlation of the different sensing
nodes. Moreover, a joint distance weighted measurement
is proposed to estimate the information utility of sensing
nodes. Experimental results show that EANS outperformed
the state-of-the-art approaches by reducing the energy cost
and computational complexity and guaranteeing the tracking
accuracy.
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In the paper titled “Nine Tiles Model Construction and
Cache of CGML in Mobile,” A. Zhang et al. put forward the
construction mechanism of nine tiles model and cache orga-
nization of CGML spatial data in mobile terminals abided
by nine tiles model. The model and method can monitor
the map operation in mobile terminals at any moment, and
they also can query and transfer map cache data ahead of
time by reacting to the change of mobile map browsing.Thus
mobile devices can read local CGML vector data directly in
the memory for visualization, and they can accelerate the
velocity of mobile cartography. This way of organization and
management of mobile spatial data is good to increase the
efficiency of heavy spatial data accessing in the low band and
reliability of wireless network environment.

The study of Wireless Smart Sensor Networks, system,
trends, and the applications in engineering is still in its early
stage. This special issue demonstrates the theoretical and
practical importance of further studies in it.
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The power consumption and energy efficiency of wireless sensor network are the significant problems in Internet ofThings network.
In this paper, we consider the network topology optimization based on complex network theory to solve the energy efficiency
problem of WSN. We propose the energy efficient model of WSN according to the basic principle of small world from complex
networks. Small world network has clustering features that are similar to that of the rules of the network but also has similarity to
random networks of small average path length. It can be utilized to optimize the energy efficiency of the whole network. Optimal
number of multiple sink nodes of theWSN topology is proposed for optimizing energy efficiency.Then, the hierarchical clustering
analysis is applied to implement this clustering of the sensor nodes andpick up the sink nodes from the sensor nodes as the clustering
head. Meanwhile, the update method is proposed to determine the sink node when the death of certain sink node happened which
can cause the paralysis of network. Simulation results verify the energy efficiency of the proposed model and validate the updating
of the sink nodes to ensure the normal operation of the WSN.

1. Introduction

Wireless sensor network (WSN), which combines the tech-
nology of sensors, embedded computing, and wireless com-
munications, is themost important element in the Internet of
Things.

In this paper, we consider the large scale WSN which
consists of sensor nodes and sink nodes. The sink node
among senor nodes will play the central control function;
the control information and transmission signal will be
passed through the sink node. Considering the work load
and efficiency of the sink node, multiple sink nodes will be
deployed in the network [1].

The power consumption and energy efficiency of WSN
are the significant problem of the operation of the WSN.The
network deployment (especially sink node placement) and
topology control of the WSN have great effect on the energy
efficiency of WSN [2].

When mentioning sink node placement, most researches
consider the influence from the location of the sink node to
the network lifetime. Reference [3] researched the sink node

deployment strategy under the lattice structure. Reference [4]
proposed two kinds of algorithms; one is a global algorithm
based on the sink node placement for the general; the other is
the one-hop algorithm based on the information of adjacent
nodes. They are all able to prolong the network lifetime to
some extent. References [5, 6] researched sink nodes with
mobility that can distribute their positions according to the
energy consumption of the network so as to extend network
lifetime. Reference [7] proposed a kind of heuristic algorithm
on the foundation of the simple structure that assuming the
distance from sensor nodes to sink nodes is only one hop.
Reference [8] proposed a general energy consumptionmodel
suited for common sensor nodes and heterogeneous nodes
topology. Reference [9] improved the property of [8] and pro-
posed the constraint conditions of the death for the model.

Recently, some works focus on wireless network topology
modeling based on complex network theory. Reference [10]
added shortcuts to the wireless mesh network taking into
account practical constraints, such as radio transmission
range of nodes, numbers of radios per mesh router, and
available bandwidth of wireless links. Long range shortcuts
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can be created by either adding wired links [11] or directional
beamforming [12]. The authors in [13] proposed a multicast
reprogramming protocol for wireless sensor networks based
on small world concepts. Reference [2] proposed energy
efficiency small world ad hoc networks, which gave a tradeoff
between energy consumption and network performance.

In this paper, we consider the network topology opti-
mization based on complex network theory to solve the
energy efficiency problem of WSN. In this paper, sensor
nodes and sink nodes will be connected in accordance with
the small world characteristic. Based on the features of small
world network, nodes can be randomly added or rewired so
as to contract the average path length and decline energy
consumption. We use clustering analysis method to separate
the large numbers of sensor nodes and select sink nodes from
them and maximize the energy efficiency.

This paper is organized as follows. Section 2 gives the
proposed energy efficientWSN topology.The performance is
validated by simulation in Section 3. Finally, Section 4 gives
the conclusion of this paper.

2. Proposed Energy Efficient WSN Topology

In this energy efficient WSN model, firstly we discuss the
optimization problem for the network topology by setting
multiple sink nodes; then we obtain the energy efficiency of
such WSN.

2.1. Initialize the Small World Topology. Sensor nodes in the
network are arranged randomly; the adjacency matrix for
them will be constructed according to the distance between
any two nodes. This distance will be calculated by the
distance formula based on the coordinate (𝑖, 𝑗) of rectangular
coordinate system, and the calculation formula is

𝑑 (𝑖, 𝑗) = √(𝑥
𝑖
− 𝑥
𝑗
)
2
+ (𝑦
𝑖
− 𝑦
𝑗
)
2
. (1)

After obtaining the adjacency matrix, the fundamental
small world topology can be obtained by proposed method
in [2].

2.2. Determine the Optimal Number for Sink Nodes. Sink
nodes of the WSN topology should be picked up from the
sensor nodes network with the small world characteristic.
Since multiple sink nodes will be applied in the network,
clustering analysis is used since its categories for the cluster
share the similarity of the central communication function of
sink nodes. The hierarchical clustering analysis is selected to
implement this clustering for a series of sensor nodes from
the bottom to the top level with the comparison of nodes
communication distance.

To start the analysis for clustering, the proper number
for sink nodes should be identified at first. So as to display
the energy saving and high efficiency feature of the proposed
model, the number for sinknodes ought to beweighed among

the network lifetime, sink node cost, and initial energy for the
network.The used variables in this paper are given as follows.

Variables Definition

𝑛: number of sink nodes;

𝑁: total number of nodes in the network;

𝐾: number of key nodes each sink node links with;

𝐸
𝑡
: transmission energy for communication per

nodes pair;

𝐸
𝑟
: receiving energy for communication per nodes

pair;

𝐸
𝑜
: other energy consumption when nodes do not

communicate;

𝐸
𝑖
: initial energy per key node per sink node;

𝑃: total energy cost per key node for one time of inter
node communication;

𝐿: lifetime for key node;

𝐶: network cost for the whole;

𝐶
𝑠
: cost per sink node;

𝐶
𝑛
: cost per sensor node;

CR: ratio of 𝐶
𝑠
to 𝐶
𝑛
.

During the process that sensor nodes communicate with
sink nodes, data from sensor nodes will be delivered to key
nodes firstly which linked directlywith sink nodes. Key nodes
have to pass the data from (𝑁 − 𝐾)/𝐾 sensor nodes.

The total energy cost per key node for one time of inter
node communication will be

𝑃 = 𝐸
𝑡
+

𝑁/𝑛 − 𝐾

𝐾
(𝐸
𝑟
+𝐸
𝑡
) + 𝐸
𝑜
, 𝑁 ≥ 𝑛 ⋅ 𝐾. (2)

Define the function of lifetime for key nodes as

𝐿 =
𝐸
𝑖

𝑃
=

𝐸
𝑖

𝐸
𝑡
+ ((𝑁/𝑛 − 𝐾) /𝐾) (𝐸𝑡 + 𝐸

𝑟
) + 𝐸
𝑜

,

𝑁 ≥ 𝑛 ⋅ 𝐾.

(3)

It is easy to see that, with the increase of the number of
sink nodes, the lifetime for key nodes increases as well. While
sink nodes number keeps increasing, making the hop for any
sensor nodes in the network be 1, just as 𝑁 = 𝑛 ⋅ 𝐾, the more
increase for sink nodes number will be meaningless to the
lifetime.

Then we define the network cost function as

𝐶 = 𝑁 ⋅𝐶
𝑛
+ 𝑛 ⋅ 𝐶

𝑠
. (4)

For fixed scaleWSN, the value of𝑁⋅𝐶
𝑛
is fixed, and the value

of 𝑛⋅𝐶
𝑠
will get to changewith the value of sink nodes number

𝑛. Themore the sink nodes in this network, the more the cost
of the network.
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The proper number of sink nodes can be obtained by

𝐿

𝐶
= 𝐸
𝑖
⋅ {[𝐸
𝑡
+(

𝑁

𝑛
⋅𝐾− 1) (𝐸

𝑡
+𝐸
𝑟
) + 𝐸
𝑜
]

⋅ (𝑁 ⋅ 𝐶
𝑛
+ 𝑛 ⋅ 𝐶

𝑠
)}
−1

.

(5)

In order to gain the optimal number for sink nodes n, the
derivation towards the ratio L/C is shown as follows:

𝑑 (𝐿/𝐶)

𝑑𝑛
=

−𝐸
𝑖

𝑀2 ⋅
𝑑𝑀

𝑑𝑛
, (6)

where𝑀 represents

𝑀 = [𝐸
𝑡
+(

𝑁

𝑛
⋅𝐾− 1) (𝐸

𝑡
+𝐸
𝑟
) + 𝐸
𝑜
]

⋅ (𝑁 ⋅ 𝐶
𝑛
+ 𝑛 ⋅ 𝐶

𝑠
) .

(7)

So do the second derivation towards𝑀:

𝑑𝑀

𝑑𝑛
= 0. (8)

Finally, the proper number 𝑛 can be worked out as

𝑛 = 𝑁√
𝐶
𝑛

𝐶
𝑠

⋅
𝐸
𝑡
+ 𝐸
𝑟

𝐾(𝐸
𝑜
− 𝐸
𝑟
)
. (9)

Take the result 𝑛 into the cluster analysis; themultiple sink
nodes topology can identify the number of communication
centres in the WSN.

2.3. Identify the Multiple Sink Nodes. Take the optimal value
of sink nodes into cluster category and go for hierarchical
clustering. Since the hierarchical clustering is the cluster
method based on distance, the process of it can be divided
into the following steps.

At first, find the similarity among objects and define the
distance that can represent the differentiation of them. In
this paper, the Euclidean distance that is calculated above is
selected to realize the dissimilarity of them.When the objects
𝑖 and 𝑗 have a close relation, the value of 𝑑(𝑖, 𝑗) is rather small,
even close to 0.

Next, produce the hierarchical cluster tree with the link-
age function. In accordance with the hierarchical clustering
analysis for nodes topology, the distribution for sink nodes
can be marked out; this process is shown in Figure 1.

Just as Figure 1 shows, cluster nodes according to the
matrix and sink nodes number which acts as cluster category;
then separate individuals of the cluster based on the function
extract clabel(T, K) and name it as cluster point; put separated
cluster points into the function struct property(a, b, c, d), to
calculate for the solution of category node for cluster, sink
node, and link distance between nodes and adjacencymatrix.
The details of function extract clabel(T, K) and function
struct property(a, b, c, d) are given in Algorithms 1 and 2,
separately.

Start

Cluster

Cluster point Extract labels

Struct data Struct property

Plot small 

End

world figure

Figure 1: Flow chart of the cluster process.

2.4. Consider Dynamic Changes on Sink Nodes. For the
realistic application, due to the complexity of detected envi-
ronment and unknown factors for sink nodes, if they were
broken and stopped working, the network may also get into
trouble. So it is necessary to think about the backup to
maintain the normal operation of the whole network. The
sink node judgment process is shown in Figure 2.

A flag that represents working state will be set up
with the help of rand function. If the flag was set to be
0 which means this sink node was dead, the function
up struct property(data) as shown in Algorithm 3would help
to replace the dead sink node with a new one. Then the new
sink node was picked up according to the node link distance.
If the flag was set to be 1 which means the sink node worked
as usual, nothing would be updated for this sink node, and it
would continue the node communication.

2.5. Energy Efficiency Measurement. The calculation for the
energy consumption in the network is processed during
the nodes communication. So firstly, the communication
source and destination should be identified which concerns
the judgment process of the state of sink nodes. Then,
work out the calculation method for the energy consump-
tion which is based on the formula for path loss while
nodes are communicating. Within the path loss formula, the
communication distance is required. And this will be
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function clust point = extract clabel(T, K)
% T: Number of the cluster, category that each individual belongs to
% K: Category numbers of the cluster
% clust point: Divide data points of cluster, data points which have common points ascribed as one
nT = length(T);
num = 1;
for i = 1 : K
num = 1;
for j = 1 : nT
if T(j) == i

clust point(i, num) = j;
num = num + 1;

end
end

end

Algorithm 1: Function of extract clabel(T, K).

function struc data = stuct property(clust point, num categ, A, D)
%Work out value for individuals, adjacency matrix, distance matrix, give back the structure struc data
% clust point: cluster individuals of per line
% num categ: numbers of cluster
% A: initial data adjacency matrix
% D: initial data distance matrix
% struc data
nc = size(clust point); % size
for i = 1 : num categ

data(i).point = []; % individual of the cluster
data(i).center = []; % cluster center
data(i).A = []; % adjacency matrix of the cluster
data(i).D = []; % distance of the cluster
% cluster individuals
for j = 1 : nc(1, 2)
if clust point(i, j) ∼= 0
data(i).point = [data(i).point, clust point(i, j)];

end
end
% adjacency + distance
np = length(data(i).point);
for j = 1 : np
for k = 1 : np
data(i).A(j, k) = A(data(i).point(j), data(i).point(k));
data(i).D(j, k) = D(data(i).point(j), data(i).point(k));

end
end
% cluster center
sum D = sum((data(i).D));
[sum min D, flag] = min(sum D); % center with shortest path
data(i).center = data(i).point(flag);

end
struc data = data;

Algorithm 2: Function of struct property(𝑎, 𝑏, 𝑐, 𝑑).
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function struc data = up stuct property(data)
% Utilized for updating the dead sink nodes
%Work out value for individuals, adjacency matrix, distance matrix, give back the structure struc data
% clust point: cluster individuals of per line
% num categ: numbers of cluster
% A: initial data adjacency matrix
% D: initial data distance matrix
% data: structure of different categories
% cluster center
sum D = sum((data.D));
[sum sort D, flag] = sort(sum D); % distance arranged from small to lrge, the second small one as the center
data.center = data.point(flag(2)); % choose the second small one as the sink node center
struc data = data

Algorithm 3: Function of 𝑠𝑡𝑟𝑢𝑐𝑡 𝑝𝑟𝑜𝑝𝑒𝑟𝑡𝑦(𝑎, 𝑏, 𝑐, 𝑑).

Sink
not work

Start

Nodes communication

End

No

Update the sink node

Nodes link distance

Yesnodes

Figure 2: Flow chart of the sink node judgment process.

achieved by the weighed shortest routing. Path loss is con-
sidered to measure the transmission loss in the topology
as the energy consumption per sink node communication.
Moreover, with the comparison between the initial energy of
the network and total energy consumption, efficiency for the
network is sure to be found out and go for optimizing. All the
mentioned variables are summarized as follows.

Variables Definition

Pl: path loss for one time of communication among
the sink nodes;

𝑑min: minimum transmission distance between
nodes;

𝐸ini: initial energy for the whole network;

𝜂
𝑒
: energy efficiency of the network.

The energy efficiency of the network ismeasured by the Pl
between communication nodes pair, so the energy efficiency
can be worked out as

𝜂
𝑒
=

𝐸ini − ∑Pl
𝐸ini

= 1−
∑Pl
𝐸ini

. (10)

3. Simulation Results

In this section, we present the simulation results of the
proposed energy efficient small world WSN model. The
simulation is realized by MATLAB.

The simulation condition is selected within a square of
100m× 100m.Other variables in the simulation are shown in
Table 1. Figure 3 shows the small world WSN topology with
64 sensor nodes. And the path loss is defined as

Pl = 50.5+ 10× 7.4× log10 (
𝑑min
10

) . (11)
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Figure 3: Small world WSN topology.
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Table 1: Variables definition.

Variable Values
𝑁 64
𝐾 8
𝐸
𝑡

0.02
𝐸
𝑟

0.02
𝐸
𝑖

0.5
𝐸ini 1000
CR 5

From (9) we canwork out the optimal sink nodes number
𝑛 in this simulation to be 3, which means there will be
3 sink nodes in this WSN. According to the function of
extract clabel(T, K) and struct property(a, b, c, d), there are
3 sink nodes, in the positions 1, 17, and 26, marked with black
in the topology as shown in Figure 4.
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Figure 5: Relation between sink nodes number and energy con-
sumption.
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Figure 6: Relation between sink nodes number and energy effi-
ciency.

From Figure 5 we can see that a minimum point with
the horizontal coordinate 3 is presented with a lower energy
consumption. The results in Figure 6 show that the energy
efficiency of the network reached a higher point when the
sink nodes number is 3.

However, notice that when sink node numbers increased
to 50 or even more, where there were a total of 64 nodes in
the network, the energy consumption can get lower and the
energy efficiency can get higher even than before. So there
should be another factor that can determine influence of the
choice of optimal sink node numbers.

According to what was showed in Figure 7, sink node
numbers decrease with the increase of CR. In order to realize
the 50 and evenmore numbers of sink nodes, the value for CR
should be rather small. But to get a small value of CR not only
requires the small value of 𝐶

𝑠
, but also needs a large value of

𝐶
𝑛
. And the cost for 𝐶

𝑠
is not less than 𝐶

𝑛
is always set up. So

in this 64-node topology, it is impossible to realize the value
50 or even more as the number of sink nodes. So the value
3 for optimal sink node numbers is the best choice for this
WSN.

Figure 8 shows sink nodes can work as usual.When some
of the sink nodes are out of work, solution can be given in
Section 3, and the simulation results are given in Figure 9.
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Figure 9: Small world topology updated.

4. Conclusion

In this paper, we propose a wireless sensor networkmodel for
energy efficiency, in which we first give the method of multi-
ple sink nodes deployment and then consider the adjustment
for dynamic change on sink nodes. In the proposed model,

identification of the number and position of sink nodes has
been considered. According to the hierarchical clustering
analysis, the small world WSN with multiple sink nodes
marked finally worked out. When it comes to considering
the realistic application of WSN, an update function helps
to update sink nodes when some of them are out of work.
Finally, we give the simulation results of the proposed energy
efficient small world WSN model.
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In target tracking wireless sensor network, choosing the proper working nodes can not only minimize the number of active nodes,
but also satisfy the tracking reliability requirement. However, most existing works focus on selecting sensor nodes which are the
nearest to the target for tracking missions and they did not consider the correlation of the location of the sensor nodes so that
these approaches can not meet all the goals of the network. This work proposes an efficient and adaptive node selection approach
for tracking a target in a distributed wireless sensor network. The proposed approach combines the distance-based node selection
strategy and particle filter prediction considering the spatial correlation of the different sensing nodes. Moreover, a joint distance
weighted measurement is proposed to estimate the information utility of sensing nodes. Experimental results show that EANS
outperformed the state-of-the-art approaches by reducing the energy cost and computational complexity as well as guaranteeing
the tracking accuracy.

1. Introduction

Wireless Sensor Networks (WSNs) consist of a large amount
of small, low-cost, and wirelessly connected sensor nodes
deployed in an unattended natural environment. Since the
sensor nodes are usually battery-powered and it is infea-
sible to replenish energy via replacing their battery after
deployment, therefore optimization of energy consumption
is essential in all aspects of WSN to prolong the network
lifetime.

In WSNs, an important application of target tracking
has received significant attention in recent years [1]. In
this application, the sensor nodes collectively monitor the
roaming path of moving objects in the area of deployment.
Nevertheless, in target tracking, the user is only interested
in the occurrence of a certain event, like movement of an
intruder or enemy tanks in battle. Since sensor nodes are
deployed densely inWSNs, a single target is recorded bymany
nodes while normally these records are spatially correlated.
The degree of this correlation is inversely proportional to
the distance among these nodes. In order to save energy, a
smaller number of sensors in the event area rather than the
whole number of the sensors are used to take the tracking

tasks.Thus, dynamically choosing the best nodes for tracking
task can balance the energy consumption of each sensor
node and improve the lifetime of networks. Hence, it is
crucial to select the optimization set of sensor nodes with
the minimum cost and quality tracking performance. To
solve the node selection problem, entropy-based information
utility measurements were proposed, which are implemented
with Bayesian Filter, such as [2]. Although they achieve
good tracking accuracy, these methods are computationally
expensive. In [3], the authors propose a weighted distance-
based information utility measurement which needs less
computation but can reach competitive tracking accuracy.
Unfortunately, this method does not consider the spatial
correlation of the sensed reports by different sensors. So far,
the existing works can not meet all the goals of the target
tracking WSNs.

With these motivations, we propose an efficient and
adaptive node selection (EANS) strategy to dynamically
choose the best set of sensor nodes for target tracking in
WSNs. EANS combines the distance-based node selection
strategy and particle filter prediction. The major objective
of EANS is to keep reliable object tracking with minimum
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energy consumption. More precisely, the main contributions
of this paper include the following:

(i) This paper proposed a novel spatial-correlated node
selection strategy, called EANS, which selects the
node with more residual energy and considers the
spatial correlation of the sensors located at the differ-
ent positions within the sensing range. Thus, EANS
can balance energy consumption and guarantee the
tracking reliability with the optimal set of sensor
nodes and minimize working nodes so as to decrease
the energy consumption significantly.

(ii) This paper proposed a joint distance weighted infor-
mation utility measurement, in which the joint infor-
mation utility can be presented as the overlap area
of the sight lines of the possible sensors and the
covariance-related ellipses. In this way, EANS eval-
uates the usefulness of a sensor node’s observation
without the complex entropy calculation and the a
posteriori distribution estimation. Therefore, EANS
can reduce the computational complexity and save the
computational cost.

(iii) EANS considers not only the virtual range between
sensors and target, but also the parallel degree of
sensor’s sight line to the target. In other words, it also
considers the effect of angular diversity of sight lines
so that the sensing range of the nodes in EANS ismore
reliable.

The rest of this paper is organized as follows: Section 2
gives an overview of related work. Then, the proposed
efficient and adaptive node selection approach is presented
in detail in Section 3. The experimental results are shown in
Section 4. Finally, we conclude the paper in Section 5.

2. Related Works

Recently, the problem of selecting the best nodes for tracking
a target in distributed WSNs has been attracting much
research attention.

The simplest approach (such as [4]) is selecting the closest
nodes which have the shortest distance to the target for
tracking mission. This kind of methods has simple calcu-
lations but low tracking accuracy. To improve the tracking
accuracy, a combination of the distance and utility function
was proposed in [5], in which each node extracts a priority
value based on its utility function, which is related to the
distances of targets from that node. Nodes with less priority
reduce their sensing range before their neighbors. Then,
nodes that cannot cover any target orwhose nearby targets are
covered by neighbor nodes are not assigned the task and they
are turned off. However, the approach required the location
information of all the nodes.

In [6], the authors proposed a decentralized estimation
method, which only needs to use local node information to
achieve node selection. Furthermore, the number of active
sensors is adaptively determined based on the absolute local
innovations vector in [6]. In [7], posterior Cramer-Rao
lower bound (PCRLB) was used as a criterion for sensor

selection and exhaustive enumeration was adopted to search
all possible combinations to seek for the minimum value of
PCRLB. Unfortunately, the enumeration search would be a
huge computational burden evenwhen the density of a sensor
network is just medium. In order to reduce complexity, the
conditional posterior Cramer-Rao lower bound (C-PCRLB)
in [8] was proposed as a sensor selection metric, which
had a constraint on the total number of selected sensors to
observe the target over a time window. These methods take
the number of the selected nodes into account, but they did
not consider the residual energy of each node and did not
consider which nodes are more proper for the tracking mis-
sion. Moreover, there was also large computational burden.

In [9], the authors proposed a node selection scheme
within the framework of particle filter, which uses clustering
network architecture for collaborative tracking. This work
considered the remaining energy of sensor node and achieved
energy saving efficiently as well as required tracking reli-
ability. However, the cluster head always consumes extra
energy because of controlling the tracking. And the node
selection also neglects the angular diversity of nodes. In [10],
an energy-efficient node selection algorithm for bearings-
only sensors was proposed. The residual energy of a node
was incorporated into the objective function to make a new
criterion for node selection. However, all nodes in the paper
needed time synchronized, which was difficult to implement
in practice. In [11], a user selection scheme is proposed to
minimize the overhead energy consumed by cooperative
spectrum sensing. This method can conserve energy and
achieve reasonably sensing accuracy, but it only focuses on
the sensor node with a cognitive radio.

In [2], an entropy-based sensor selection heuristic
approach is proposed. It is implemented with Bayesian Filter.
The main idea of entropy-based approaches is to optimize
an information utility function using the defined metrics.
In [12], a mutual-information based sensor selection (MISS)
algorithm was implemented for involvement in the mixture
procedure. MISS allowed the sensor nodes with the highest
mutual information about the target state to transfer data so
that the energy ingestion was reduced while the preferred tar-
get position estimation accuracy was met. In [13], the authors
proposed a light-weight sensing node selection scheme,
which solved the sensing node selection problem by adopting
a composite function in which information utility measure
and energy consumption measure carry different weights.
Although these approaches achieve good tracking accuracy,
these methods all take the information utility brought by
nodes as the objective function and have high computational
complexity and expensive cost on computation.

In [14], the node selection is formulated as a subset
selection problem which is shown to have a complexity that
is NP-hard. At each step of the tracking task, the active nodes
are selected from all sensors within the sensing range to min-
imize residue energy variations. In [15], the authors proposed
a Fixed-Tree Relaxation-Based Algorithm (FTRA) and a very
efficient Iterative Distributed Algorithm (IDA) to jointly
optimize both sensor selection and routing structure and
obtain the best possible estimation performance at a given
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querying node, for a given total power budget. However,
these methods selected one sensor node for the tasks at
each step and did not consider the locations correlations
of the sensing nodes. Because the different combinations of
the nodes within the sensing range can obtain the different
tracking performance and different residue energy variations,
the node selection problem should be considered completely.
Besides, in [3], the authors proposed a weighted distance-
based node selection method for bearings-only sensors in
WSN. The sensor with the minimum weighted distance is
activated for tracking mission. Although weighted distance
method needs less computation comparing with entropy-
based sensor selection method, it chooses only one sensor to
track the target each time and does not consider the spatial
correlations of sensor nodes.

3. Efficient and Adaptive Node Selection

3.1. Network Model. In this paper, we consider a static WSN
which is composed of one sink and 𝑝 randomly distributed
sensor nodes 𝑛

𝑖
, 𝑖 ∈ [1, 𝑝] in a two-dimensional sensing field,

where 𝑝 is the number of the deployed nodes. Our sensor
networkmodel has the following properties and assumptions:

(i) The sink is fixed and has an infinite power supply. And
it gathers the information sensed by sensor nodes.

(ii) The distribution of sensor nodes is mutually inde-
pendent. Every node is homogeneous and energy
constrained.

(iii) Each node knows its position by using GPS or any
localization algorithm. Let 𝑋

𝑖
(𝑥
𝑖
, 𝑦
𝑖
) be the location

of node 𝑛
𝑖
.

Sensor nodes have three states, that is, active, sleep, and
idle state. They remain in the sleep state most of the time and
switch to the active state at specified time slots scheduled by
the sink. In the active time slots, sensor nodes receive the
assignment messages from the sink and check if there are
sensing or relaying tasks in the next time instant. If there
are tasks, they will keep active; otherwise they will sleep in
next sensing instant. Afterward, the sink node predicts the
next position of target by received data using particle filter
algorithm.Then, the sink chooses the best nodes for the next
task according to the joint distance weighted information
utility measurement.

The goal of our work is to select the best subset of nodes
for the next tracking task. Moreover, we decide which subset
of nodes is the best according to two factors: (1) a joint
distance weighted information utility and (2) the successful
detection probability and residual energy of the candidate
nodes. Therefore, given any time 𝑡, when a target’s location
𝐿
𝑡
= (𝑥, 𝑦), the target can be reliably detected with less and

balanced energy consumption.

3.2. Prediction Target Position Based on Particle Filter. In
target tracking research field, particle filter (PF) has become
a very effective algorithm because of its potential of coping
with difficult nonlinear or non-Gaussian problems. PF with
parallel structure is based on Monte Carlo simulation and
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Figure 1: Schematic diagram of particle filter algorithm.

Bayesian sampling estimation theories [16]. And it is a
sequential importance samplingmethodwhich is flexible and
easy to be implemented.

As the sink node can obtain the collaborative sensing
result of target positions, the PF algorithm is performed on
the sink node to predict the target position in the next sensing
instant. The schematic diagram of PF algorithm is shown in
Figure 1.

The steps of PF are outlined as follows.

(1) Initialization. Assuming the initial target position prob-
ability distribution is 𝑝(𝑋(0)), the particle set is shown as
follows:

{𝑋
𝑖 (0) , 𝑖 = 1, . . . , 𝑁

𝑠
} ∼ 𝑝 (𝑋 (0)) , (1)

where𝑁
𝑠
is the number of particles.𝑋(0) is the target position

estimation in the initial sensing instant. Thus, 𝑋
𝑖
(𝑘) =

[𝑥
𝑖
(𝑘), 𝑦
𝑖
(𝑘)] is the estimated target position by particle 𝑖. In

addition, the initial importance weight of particle 𝑖 is set as

𝑤
𝑖 (0) =

1
𝑁
𝑠

. (2)

(2) Iterations.The importance weight of 𝑘 + 1 time instant is
calculated as follows:

𝑤
𝑖

𝑘+1 = 𝑤
𝑖

𝑘

𝑝 (𝑍
𝑘+1 | 𝑋

𝑖

𝑘+1) 𝑝 (𝑋
𝑖

𝑘+1 | 𝑋
𝑖

𝑘
)

𝑞 (𝑋𝑖
𝑘+1 | 𝑋

𝑖

𝑘
, 𝑍
𝑘+1)

= 𝑤
𝑖

𝑘
𝑝 (𝑍
𝑘+1 | 𝑋

𝑖

𝑘+1) ,

(3)

where 𝑍
𝑘+1

is the observation of target position in the 𝑡 + 1

sensing instant.

(3) Resampling.When the variance of the importance weights
becomes excessive, the particle needs to be resampled. The
effective sample size is defined as

𝑁eff =
𝑁
𝑠

1 + Var (𝑤
𝑖 (𝑘))

, (4)
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Figure 2: Node selection in target tracking WSNs.

where Var is the variance function. When 𝑁eff drops below
threshold 𝑁th, resample 𝑁

𝑠
samples according to 𝑝(𝑋

𝑖
(𝑘) |

𝑍(𝑘)) and set importance weight of particle 𝑖 as

𝑤
𝑖 (𝑘) =

1
𝑁
𝑠

. (5)

Thus, the state of target position is updated as

𝑋 (𝑘+ 1) =
𝑁
𝑠

∑

𝑖=1
𝑋
𝑖 (𝑘 + 1) 𝑤𝑖 (𝑘 + 1) . (6)

In each sensing instant, the sink node can obtain a prior state
of target position for the next sensing instant.

3.3. Efficient and Adaptive Node Selection. Dynamically
choosing the best set of sensor nodes for tracking task can
reduce the energy consumption of the network and improve
tracking accuracy. As Figure 2 shows, there are many sensor
nodes in the sensing area. However, tracking a target does
not need so many sensor nodes. Generally, we should select
sensor nodes which can bring more information among the
candidate nodes in this area. The sink is required to decide
which nodes should be active for the next task and which
nodes should be kept sleeping to save energy.

In the entropy-based method, the entropy is used as
information utility measure. The information utility of node
𝑁
𝑖
is calculated by

Utility (𝑁
𝑖
) = −𝐻𝑝 (𝑋

𝑡+1 | 𝑍𝑡+1)

= ∑𝑃(𝑋
𝑡+1 | 𝑍𝑡+1) log𝑃 (𝑋

𝑡+1 | 𝑍𝑡+1) ,
(7)

where 𝑃(𝑋
𝑡+1 | 𝑍

𝑡+1) is the posterior distribution of the
target’s state. More details of entropy-based information
utility measure can be found in [2].

According to Section 3.2, we have the knowledge of target
state predicted by PF algorithm. From that, we can obtain the
predicted location of the target as (𝑥, 𝑦) and a covariance
matrix as

Cov = [
𝐷

2
𝑥
 𝐷

𝑥
𝐷
𝑦
𝑟

𝐷
𝑥
𝐷
𝑦
𝑟 𝐷

2
𝑦


] , (8)
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Figure 3: Illustration of information utility measure in weighted
distance method.

where 𝐷
𝑥
 and 𝐷

𝑦
 are deviations along 𝑥

- and 𝑦
-axes,

respectively, and 𝑟 is the correlation coefficient. Then a new
coordinate system, whose origin is at (𝑥, 𝑦) and whose axes
are along the direction of the eigenvectors of Cov, can be
established [3]. In the new coordinate system, the predicted
belief is represented by zero-mean Gaussian density function
with covariance:

Cov = [
𝜎
2
𝑥

0

0 𝜎
2
𝑦

] , (9)

where 𝜎2
𝑥
and 𝜎

2
𝑦
are the largest and smallest eigenvalue of

Cov, respectively. Then, the state uncertainty of the target
can be represented by an ellipse whose major axis and
minor axis are 3𝜎2

𝑥
and 3𝜎2

𝑦
, respectively, as Figure 3 shows.

Choosing 3 sigma is because, within the region covered by
a 3 sigma ellipse, the target, whose state follows a Gaussian
distribution, will appear by the chance of 98.89% [17].

Assuming the measurement error Δ𝛿
𝑖
is known, the

location (𝑥
𝑖
, 𝑦
𝑖
) of node 𝑁

𝑖
can be denoted by the polar

coordinates (𝛿
𝑖
, 𝑅
𝑖
).Then, the information utility in weighted

distance method is defined as

Utility (𝑁
𝑖
) = −Area

𝑎𝑏𝑐𝑑
. (10)

That is, the information utility in the weighted distance
method can be approximated as the intersected area of the
sight lines of a candidate node and the ellipse, as Figure 3
shows. The smaller the area is, the more the information is
provided by the node.

Unfortunately, because the locations of sensing nodes
can affect each other on the estimation of target’s state and
position, just considering one sensor node each time is
not enough when node selecting algorithm is implemented.
As shown in Figure 4, nodes 𝑁

𝑖
, 𝑁
𝑗
, and 𝑁

𝑠
are three of

candidate sensing nodes. The area enclosed by nodes𝑁
𝑖
and

𝑁
𝑗
(Figure 4(a)) is much larger than the area enclosed by

nodes𝑁
𝑖
and𝑁

𝑠
(Figure 4(b)).That is, if we both choose two

sensor nodes to track, choosing nodes𝑁
𝑖
and𝑁

𝑠
can obtain

more certainty of the target’s state than that of choosing
nodes 𝑁

𝑖
and 𝑁

𝑗
. Therefore, when nodes are selected, the

correlation of location of sensor nodes should be considered.
And we proposed a joint distance weighted information
utility measurement to effectively select nodes for tracking
mission. It can be represented as follows:

Joint utility (𝑁
𝑖
, 𝑁
𝑗
) = − (𝐶 Area

𝑁𝑖
∩𝐶 Area

𝑁𝑗
) , (11)
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Figure 4: Effect of node’s location on information utility measure.

where 𝐶 Area
𝑁𝑖

is the certainty area enclosed by the sight
lines of node 𝑁

𝑖
and the ellipse (such as Figure 3). Consider

𝐶 Area
𝑁𝑖

∩ 𝐶 Area
𝑁𝑗

is the overlapped area of the certainty
area of nodes 𝑁

𝑖
and 𝑁

𝑗
. The smaller the area 𝐶 Area

𝑁𝑖
∩

𝐶 Area
𝑁𝑗

is, the more the certainty by using the node’s
information will be there.

The equation of the uncertainty ellipse is known as

𝑥
2

(3𝜎
𝑥
)
2 +

𝑦
2

(3𝜎
𝑦
)
2 = 1. (12)

In order to obtain the joint distance weighted information
utility, we just need to calculate the equation of the sight lines
of the sensor node. The process of calculation is as follows
(taking Figure 3 as an example).

(1) The line crossed node𝑁
𝑖
and the origin is represented

as
𝑥

𝑥
𝑖

=
𝑦

𝑦
𝑖

. (13)

Thus, the distance from node𝑁
𝑖
to the origin is

√𝑥2
𝑖
+ 𝑦2
𝑖
. (14)

(2) Calculating the degree of the angle ∠1 is

∠1 = arcsin(
𝑦
𝑖

√𝑥2
𝑖
+ 𝑦2
𝑖

). (15)

(3) Calculating the distance from node 𝐵 to node 𝐴 is

𝑑
𝐵𝐴

= tan(𝜋

2
− 𝜃− arcsin(

𝑦
𝑖

√𝑥2
𝑖
+ 𝑦2
𝑖

))𝑦
𝑖
, (16)

where 𝜃 is the angle of sight lines of node 𝑁
𝑖
. Therefore,

we get 𝑑
𝑂𝐵

= 𝑥
𝑖
− 𝑑
𝐵𝐴

and the line equation of 𝐵𝑁
𝑖
is

obtained. Accordingly, we can get equations of the other line
and calculate the certainty area. For simplicity, 𝐶 Area

𝑁𝑖
∩

𝐶 Area
𝑁𝑗

can be approximately calculated as the number
of the valid points. Suppose 𝑛

𝑎
points are generated in

the ellipse evenly and randomly; then the fallen points in
the area of 𝐶 Area

𝑁𝑖
∩ 𝐶 Area

𝑁𝑗
are called valid points. In

this way, the complex entropy calculation is converted to the
simple comparing operation. Moreover, we can control the
computational complexity and accuracy by choosing proper
𝑛
𝑎
. In our work, we set 𝑛

𝑎
= 10
3.

When the sink obtains the estimated position of the target
(𝑥

, 𝑦

), it needs to select and awake the sensor nodes to

track for next time instant. All the nodes whose sensed range
includes (𝑥


, 𝑦

) are regarded as candidate nodes and the

corresponding area is called the sensing area. The sink first
chooses one node 𝑁

𝑓
which has the most residual energy

in the sensing area. Then, the joint information utility of
𝑁
𝑓
and the other candidate nodes is calculated, respectively.

And choose the node which has the largest joint information
utility as the tracking node.This procedure is continued until
enough tracking nodes are selected. It can be depicted in
Algorithm 1.

4. Performance Evaluation

To evaluate the performance of the proposed approach of
EANS, we simulated a network with 100 sensors nodes
randomly laid out in a 100m × 100m area. We also compare
our simulation results with the closest node selection (in
which the nodes closest to the target are selected to track), the
weighted distance node selection method (in which a node is
selected once time according to its own information utility)
and entropy-based method in terms of Mean square errors,
execution time and energy cost.

The sink is fixed and located at (100, 150). The sensing
range of each sensor node is 𝑅sensing = 10m. Moreover, each
sensor has a sight angle of 40 degrees and the measurement
error follows a Gaussian distribution whose standard devia-
tion is 3 degrees.We also assume that each node has an initial
energy of 1 J (Joule). A very widely used energy consumption
model (such as the one in [18]) is adopted, as described in

𝐸
𝑇𝑥 (𝑘, 𝑑) = (𝐸

𝑇𝑥-elec + 𝜀amp ∗ 𝑑
𝛼
) ∗ 𝑘,

𝐸
𝑅𝑥 (𝑘) = 𝐸

𝑅𝑥-elec ∗ 𝑘,

(17)

where 𝐸
𝑇𝑥-elec and 𝐸𝑅𝑥-elec are the energy consumption of the

transmitter and receiver electronics. 𝜀amp [Joule/(bit⋅m𝛼)] is a
constant that represents the energy needed to transmit one bit
to achieve an acceptable signal to noise ratio over distance 𝑑,
and 𝛼 is the path loss exponent (2 ≤ 𝛼 ≤ 5) which depends on
the channel quality. We can assume 𝐸

𝑇𝑥-elec = 𝐸
𝑅𝑥-elec = 𝐸elec

and set parameters 𝐸elec = 50 nJ/b, 𝜀amp = 100 pJ/(b ⋅ m2),
and 𝛼 = 2. The power consumption of radio in idle and
sleep mode is 0.22mW and 0.000006mW, respectively. The
bandwidth of wireless channel is 1Mbps and we adopted the
MAC model of IEEE 802.15.4. In our experiments, a data
packet size is 2000 bits and a control message is 64 bits long.
In PF algorithm, the particle number𝑁

𝑠
is set as 200 and the

resampling threshold𝑁th = 0.2𝑁
𝑠
.The sampling period is 1 s.

For amoving target, we assume a target in the sensing area
moves randomly with maximum acceleration 𝑎max = 2m/s2
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(1) input set of candidate nodes CN = {𝑁
1
⋅ ⋅ ⋅ 𝑁
𝑢
}, 𝑢 ∈ [1, 𝑈]

(2) set of selected nodes SN = {𝑁
1
⋅ ⋅ ⋅ 𝑁
𝑚
},𝑚 ∈ [1,𝑀]

(3) 𝑖 = 1

(4) Max residual energy = 0
(5) while (𝑖 < 𝑈)
(6) for each (𝑁

𝑖
∈ CN)

(7) if (residual energy(𝑁
𝑖
) >Max residual energy)

(8) Max residual energy = residual energy(𝑁
𝑖
)

(9) Max residual energy N =𝑁
𝑖

(10) end if
(11) end for
(12) 𝑖 = 𝑖 + 1

(13) end while
(14) 𝑁

𝑓
=Max residual energy N

(15) add (𝑁
𝑓
) to SN

(16) 𝑖 = 1, 𝑛 = 1

(17) Max utility = 0
(18) while (𝑖 < 𝑈 && 𝑛 < 𝑀)
(19) for each (𝑁

𝑖
∈ CN − SN)

(20) calculate
𝐽𝑜𝑖𝑛𝑡 𝑢𝑡𝑖𝑙𝑖𝑡𝑦(𝑁

𝑖
, 𝑁
𝑓
),𝑁
𝑖
∈ CN &&𝑁

𝑖
̸= 𝑁
𝑓

(21) if (𝐽𝑜𝑖𝑛𝑡 𝑢𝑡𝑖𝑙𝑖𝑡𝑦(𝑁
𝑖
, 𝑁
𝑓
) >Max utility)

(22) Max utility = 𝐽𝑜𝑖𝑛𝑡 𝑢𝑡𝑖𝑙𝑖𝑡𝑦(𝑁
𝑖
, 𝑁
𝑓
)

(23) add (𝑁
𝑖
) to SN

(24) end if
(25) end for
(26) end while
(27)𝑁

𝑓
= 𝑁
𝑖
goto line (16)

(28) output SN

Algorithm 1: EANS node selection algorithm.

and maximum velocity Vmax = 6m/s. This process model is
given by

𝑋
𝑘+1 =

[
[
[
[
[

[

1 𝑇 0 0
0 1 0 0
0 0 1 𝑇

0 0 0 1

]
]
]
]
]

]

𝑋
𝑘
+

[
[
[
[
[
[
[
[
[

[

𝑇
2

2
𝑇

𝑇
2

2
𝑇

]
]
]
]
]
]
]
]
]

]

V
𝑘
, (18)

where 𝑋
𝑘
= [𝑥, V

𝑥
, 𝑦, V
𝑦
]
𝑇 is the state of the moving target

at 𝑘 time instant. 𝑇 is the sampling time interval, 𝑇 = 1 s.
𝑥, V
𝑥
are the position and velocity of the target in the direction

of 𝑥-axis, respectively. 𝑦, V
𝑦
are the position and velocity of

the target in the direction of 𝑦-axis, respectively. V
𝑘
is the

state transition noise of the target: V
𝑘
∼ 𝑁(0, 𝜎), 𝜎 = 2∘. In

addition, the observation model is

𝑍
𝑘+1 = 𝐻𝑋

𝑘+1 +𝑤𝑘+1,

𝐻 =

[
[
[
[
[

[

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

]
]
]
]
]

]

,

(19)

where𝐻 is the observation matrix. 𝑤
𝑘+1 is the measurement

noise which is assumed to be white Gaussian noise sequence
with zero means and the variance 𝜎. The target trajectory
is generated as shown in Figure 5 and this scenario can
represent the generalization of the target tracking problem.
For each simulation, we run at least 50 times with different
random node distributions and the average results are shown
in Figure 6.

Figure 6 shows the mean square positioning errors in
the different approaches when 3 nodes are selected for
tracking. From Figure 6, we can see that the closest node
selection method gives the biggest errors because it does not
consider the moving trend of the target and the effect of
the angular diversities of sensor nodes. The entropy-based
method has the most accurate results because it executes
a lot of probability predictions and entropy calculations
which are computationally intensive. The weighted distance
node selection method has less accuracy than that in the
proposed EANS because it selects one node each time and
did not consider the relations among the locations of the
sensor nodes. As shown in Figure 6, EANS method achieves
almost the sameprecision as entropy-based approach because
it adopts the joint distance weighted information utility
measurement considering the spatial correlation of sensor
nodes to provide much more useful information for node
selections.
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Figure 5: Target trajectory in the sensing area.
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Figure 6: Mean square positioning errors in different methods.

In order to investigate the computational complexities of
these approaches in the simulations, the experiments were
carried out keeping the other parameters fixed and progres-
sively increasing the number of active candidate nodes to
be selected for tracking in the sensing area. Specifically, the
candidate nodes increase from 1 to 10. Figure 7 shows the
execution time of the different approaches. Not surprisingly,
all the algorithms use more execution time with increasing
the number of candidate nodes. This is because more com-
putations are needed for more candidate sensor nodes. The
execution time of the entropy-based approach quickly rises
in pace with the increasing candidate nodes and it is the
largest among these approaches because more computation
of predictions and mutual information utilities is needed and
it is more complex with a large number of sensor nodes.
The closest approach achieves the best results compared
to the others because it is simple to estimate the distance
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Figure 7: Comparison of execution time versus the number of active
sensors in the sensing area.

Table 1: Comparison of different approaches of average execution
time.

Terms
Sensing ranges

Sensing range of sensors
10m 20m 40m 80m

Average number of
nodes within sensing
range

4 9 28 76

Average execution time
of node selection (s)
Weighted distance 0.535 1.168 3.116 6.389
Closest 0.115 0.492 0.834 2.529
Entropy-based 0.763 2.218 6.273 13.517
EANS 0.563 1.272 3.656 7.395

between the node and target. The execution time of EANS
is a little larger than that of the weighted distance approach
when candidate nodes increase because more calculations
are needed for the joint information utility. However, the
results of EANS are very near to that of the weighted distance
approach and the largest difference in these two approaches
is just 0.1 s. From Figures 6 and 7, we can see that EANS
has relative lower computational complexity to achieve more
accuracy.

Moreover, nowadays, sensor nodes are available with a
longer or variable sensing range. If sensing ranges of sensors
are changed, the number of sensor nodes within the sensing
range is also changed. Table 1 shows the average execution
time of node selection varying with the different sensing
range in the approaches. Obviously, the longer sensing range
the sensors have, the more nodes are within sensing range;
that is to say, the node selection algorithms need to select the
working nodes from the large number of nodes. Therefore,
the average execution time of each approach is increased.
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Figure 8: Mean square positioning errors versus the number of
selected nodes.

Nevertheless, our EANS also have good performance. With
regard to tracking accuracy, the increased sensing ranges of
nodes have no effects on it, because the tracking accuracy
depends on the selected working nodes and the number of
selected working nodes.

Figure 8 shows themean square positioning errors versus
the number of selected nodes for tracking. Obviously, the
more nodes are selected, the more accuracy can be obtained
when the selected nodes are in the range of 1 to 6. If the
number of the selected nodes is bigger than 6, the accuracy
increases slowly and inconspicuously because some selected
nodes bring the repetitive and useless information. As shown
in Figure 8, although the accuracy of the closest method rises
with the increasing selected nodes, it has the worst results
because the selected nodes provide less useful information.
When the selected nodes grow from 1 to 5, the accuracy of
EANS increases substantially because the most useful nodes
set for tracking can be selected by EANS. The weighted
distance approach has worse results than that in EANS
because the correlations of the nodes are not considered in
node selection. Comparing the results of EANS with that in
the closest and weighted distance approaches, it is seen that
using a fewer nodes for tracking in EANS can achieve the
accuracy which is obtained by more selected nodes in the
other two approaches.Therefore, EANS approach can reduce
the number of the active nodes for tracking so as to save
energy and guarantee the tracking performance.

Finally, Table 2 shows the comparison of the average
energy cost of the system and fail tracking percentage in the
four approaches. We can see that EANS has the least energy
cost among these approaches. This is caused by the following
reasons: (1) EANS reduces the number of active nodes for
tracking tasks. (2) The target state prediction in EANS is
implemented at the sink, which does not spend the energy
of sensor nodes. (3) It has relative less computational works.
Although the closest approach has the simplest calculations,

Table 2: Comparison of different approaches for tracking.

Approaches
Terms

Average energy cost
of the system (J)

Fail tracking
percentage (%)

Weighted distance 0.226 0.73
Closest 0.251 1.26
Entropy-based 0.243 0.63
EANS 0.213 0.66

it needsmore active nodes to guarantee the tracking accuracy
so that it costs the most energy. The entropy-based approach
costs more energy because it has massive calculating works.
In addition, because the closest approach just selects the
nodes near to the current location of the target and does not
consider the next target location, it has higher fail tracking
percentage than the others. To sum up, EANS achieves more
energy efficiency and less computational complexity while
degrading the tracking performance.

5. Conclusions

This paper proposed an efficient and adaptive node selection
(EANS) approach for target trackingWSNs. EANS combines
the distance-based node selection strategy and particle filter
which is implemented at the sink to predict target states.
The proposed spatial-correlated node selection algorithm
uses a joint distance weighted measurement to estimate
the information utility of sensing nodes. EANS has better
performance than the other approaches by considering the
spatial correlations of the sensing nodes in the process of
node selections. The simulation results proved that EANS
outperformed the state-of-the-art approaches by reducing
the energy cost and computational complexity as well as
guaranteeing the tracking accuracy.
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This paper proposed a distance compensated measurement system for a wireless passive sensor based on the high temperature
cofired ceramics (HTCC) applied to high temperature environment.The sensormodel is provided and fabricated. Also, a telemetric
measurement system consists of a readout instrumentation and a heat insulation unit is described due to the thickness of heat
insulationmaterial between the sensor and readout unit’s inductance coils in high temperature testing environment. Consideration
of the leakage inductance and parasitic parameters which depend on the coupling distance is equivalent to the thickness of heat
insulation material, and a distance compensated method is presented. The compensation is based on the mathematical feature of
the testing results from readout unit which show us information about the relation between the extracted resonant frequencies.This
method can be used simply and reliably in the other telemetric mutual inductance coupling readout system as a viable solution to
compensate the coupling distance related error when inductive coupling is varied. It has been experimentally tested, and the results
are in good agreement with those measured by a reference impedance analysis instrument. Theoretical explanations, experimental
results, and discussion are reported.

1. Introduction

Many harsh environment applications such as aerospace [1],
automotive [2], and biomedical [3] industries, or measure-
ment in hermetic boxes do not allow connecting the sensitive
element to themeasurement circuit or conditioning electron-
ics by the standard cables. Therefore, a completely wireless
and passive sensor which is based on an LC resonant circuit
is proposed.The parameters in environment to be measured
depends on the capacitance. A lot of quantities, for example,
temperature, pressure [4–6], and humidity [5], can be mea-
sured by the passive wireless sensor in the harsh environment
or hermetic space which are incompatible with electronics
and it is not accessible. For these cases, the measurements of

the quantities are necessary using the sensor by communicat-
ing the variables by a telemetric system, due to the fact that it
does not require a wiring linking and power supply.

Many previous literatures focus on the optimization
design of the wireless passive sensor with its structure and
performance [7], and less effort has been made to develop an
accurate and reliable readout measurement system for these
kinds of wireless passive sensors.

In this paper, a telemetric system was proposed using
the passive sensitive element for two main parts. One is the
readout circuit which can provide the energy for the sensor
and obtained information from the external environment.
Theother is the sensing element, just a capacitance transducer
which is designed and fabricated on the high temperature
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Figure 1: Equivalent circuit diagram of readout system.

cofired ceramics (HTCC) whose performance can withstand
the harsh environment [8]. The two parts are connected
with each other by the energy of magnetic field. In most
cases, we regarded the coupling inductance system model
as an ideal transformer, but, because of the leakage fluxes
and parasitic parameters related to the coupling distance [9],
a compensated measuring method with readout circuit is
provided.

In this paper, we proposed a new distance compensated
method with a readout circuit which is theoretically analyzed
and experimentally tested. In the following, an analog sensor
based on the PCB and a wireless passive sensor based on
the HTCC are, respectively, designed and fabricated, and the
compensated readout circuit is prepared for the experiments.
After the compensation, the resonant frequency of the sensor
is almost invariant when the coupling distance varies. This
compensated system realizes that the test of the resonant
frequency of the sensor is not dependent on the distance
and the experimental results are in good agreement with the
theoretical analysis.

2. Electronic Model and Compensated Method

2.1. Distance Compensated Method. In this paper, the induc-
tive measurement system of the pressure sensor signal pro-
posed consists of a reader antenna, a readout circuit, and
a signal processing unit. Figure 1 illustrates the electrical
equivalent circuit: the 𝐿𝐶 resonant sensor circuit is modeled
with a planar spiral inductor (𝐿

2
), a variable capacitor (𝐶

2
),

and a parasitic series resistance (𝑅
2
). An inductor (𝐿

1
), a

parasitic series resistance (𝑅
1
), and a fixed capacitor (𝐶

2
)

represent the readout circuit. The mutual inductance (𝑀)
between the two coupled inductor coils was generated with
the signal source.

The relationship of mutual inductance 𝑀 and vertical
coupling distance 𝑑 between the two identical inductance
coils, in the case of the identical dimension of inductance
between the two coupled coils, can be given by [10]

𝑀 =
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Figure 2: The geometrical relationship of square planar spiral
inductors.

Figure 2 is the geometry diagram of two parallel coaxial
rectangular planar spiral inductors with loading current,
the plane of coil is perpendicular to the axis 𝑂𝑂, the
bottom coil’s side length, number of turns, and loading flow
are, respectively, 𝐿(2𝑎), 𝑁

1
, and 𝐼

1
, and the upper coil is

represented as 𝐿(2𝑎), 𝑁
2
, and 𝐼

2
, the distance between two

planer coils 𝑂𝑂 = ℎ = 𝐷, and 𝐷 is the coupling distance
studied in this work. Because the current 𝐼

1
and 𝐼
2
have the

same flow direction, we can get

𝑀 =
𝜇
0

𝜋
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Figure 3: Simulation of output voltage 𝑈out versus frequency 𝑓 with 𝑓
1
= 26MHz at various coupling distances between the reader and

sensor coil.
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As can be seen from the formula, mutual inductance varies
with the changes of the distance, then there are changes at
resonance frequency as a result.

While in terms of the Kirchhoff ’s law [11], the mixer’s
output signal voltage 𝑈

0
from the terminal of the readout

circuit can be defined by the following equation

𝑈
0
=

𝑅ref
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+ (2𝜋𝑓𝑀)
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1
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1

,
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2
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2

.

(4)

Here, 𝑓 is the frequency of the signal source. Equations
(1)–(4) show that output voltage change is caused by the
coupling distance, and the output voltage versus frequency

is plotted in Figure 3 if the sensor’s resonance frequency
(𝑓
0
) is higher or lower than the resonance frequency of the

antenna (𝑓
1
). In fact, according to the increased distance,

the mutual inductance decreases. Therefore, the simulation
has well performed the relationship between the resonant
frequency of sensor and coupling distance. As shown in
Figure 1, due to the coupling effect, a sudden change in the
shape of the output voltage response curve occurs, and the
corresponding frequency of the mutation point on the curve
is the sensor’s resonant frequency.

In the previous papers, due to the distance between the
sensitive and the readout components changes, we can see
that the parasitic capacitance and the leakage flux between
the two circuits cannot be ignored [12], the frequency of the
pressure sensor attained from the output voltage of readout
circuit depends on the distance.

We define a function “𝐹,” which depends only on coupled
and leakage fluxes and has sensibility to coupling distance,
called compensated frequency. The parameter 𝐹 can be cal-
culated by the measurement of self-frequency 𝑓

0
, measured

frequency of the sensor obtained from the readout circuit
and the varied distance. In fact, the 𝐹 is a fitting function by
the 𝐷-value between the measured frequency and the self-
frequency of the sensor to obtain an approximate function;
the expression is

𝐹 =
𝑓 (𝑑) − 𝑓0

 . (5)
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Table 1: Geometrical parameters of the capacitor.

Parameter Characteristic Value
Radius of the round electrode plate 𝑟 4mm
Cavity thickness 𝑡

𝑔
100 𝜇m

Thickness of the sensitive membrane 𝑡
𝑚

100 𝜇m

Table 2: Geometrical parameters of the inductor.

Parameter Characteristic Value
Inner diameter 𝑑in 12mm
Outer diameter 𝑑out 36mm
Number of turns 𝑛 15
Line width 𝐿

𝑤
0.6mm

3. Experimental Apparatus Based on
Telemetric System

3.1. Sensor Design. The sensor reported in this paper is
modeled as a 𝐿𝐶 series circuit, with a series resistance 𝑅
and an inductor 𝐿 in parallel with a variable capacitor 𝐶.
The sensor model is shown in Figure 4. And the resonant
frequency 𝑓

0
is given by

𝑓
0
=

1

2𝜋√𝐿𝐶

. (6)

In this work, we used a general pressure sensor fabricated
based on the high temperature cofired ceramics (HTCC); the
sensor stereogram is reported in Figure 5. In this three-layer
structure, the top and bottom capacitance plates and cavity
gap of middle layer forming a capacitor, connected with a
planar spiral inductor on the top layer to model the sensor.
The geometrical parameters of capacitor and inductor are,
respectively, demonstrated in Tables 1 and 2.

The sensor is designed and fabricated in traditional
HTCC technology. We use the HTCC green tapes to shape
sensor structure and screen printing with Ag paste to
form circuit pattern, then stacking, laminating, and cofiring.
Figure 6 is the finished sensor sample.

The design parameters of the inductor are shown in
Table 1, and the inductance can be derived as

𝐿 =

𝑘
1
𝜇
0
𝑛
2
𝑑avg

1 + 𝑘
2
𝜌

, (7)
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Figure 5: Stereogram of the sensor.

where 𝑘
1
= 2.34 and 𝑘

2
= 2.75 are shape coefficients, 𝜇

0

indicates the permeability of vacuum, 𝑛 is the number of coil
turns, 𝑑avg is the average diameter, 𝜌 is the fill ratio, and

𝑑avg =
𝑑
0
+ 𝑑
𝑖

2
,

𝜌 =
𝑑
0
− 𝑑
𝑖

𝑑
0
+ 𝑑
𝑖

,

(8)

where 𝑑
𝑖
is the inner diameter and 𝑑

0
is the outer diameter.

The theoretical inductance geometrical parameters are
calculated from (7)-(8), which is conductive to improve
the coupling distance and quality factor and the improved
designed parameter demonstrated in Tables 1 and 2.

3.2. Readout Instrumentation. In order to measure the sen-
sor’s resonance frequency for stability and robustness of
automatic resonance detection under a wide frequency range,
a readout system combined with PC after processing was
adopted. Therefore, the readout circuit generates a swept-
frequency signal in a specific frequency range to measure
resonance frequency of the sensor. With the PC postpro-
cessing software, we can calculate the resonance frequency
from the readout circuit and compensate the error caused by
the varying reading distance. In this approach, the readout
circuit avoiding the distance limitations will be presented to
be suitable for resonance frequency detection under a wide
range of measuring distance. When there is a remote wireless
passive sensor close to the reading antenna, then the mutual
inductance coupling occurs, the DC output voltage changes,
and mutation points appear. The sensor’s sensitive capac-
itance makes differences according to the environmental
pressure change and the corresponding resonance frequency
of LC sensor varies as the mutation point moves on the
frequency axis with the change of environmental pressure.
Figure 7 shows the flow chart of the measurement system.

3.3. Experimental Apparatus. In order to verify the compen-
sated method proposed, a readout circuit, an analog sensor,
and antenna have been made. Table 3 shows the design
parameters of the sensor and antenna which are designed
based on the printed circuit board (PCB) and the inductors
are consistent. The analog sensor and antenna are shown in
Figure 8, which have the same geometrical parameters.



Journal of Sensors 5

Bottom viewTop view

Figure 6: Finished sensor sample.

f0

Pressure

Sensitive capacitor 
changes 

Coupling between 
antenna and sensor

Multiplying unit (high
frequency signal and DC 

signal)

LPF (low-pass filter) 

AD sample (obtain the
data)

Obtain the frequency f

Resonance frequency of 
sensor changes

DDS
swept-frequency signal

f0 =
1

2𝜋√LC

C =
1

L(2𝜋f0)
2

Figure 7: The flow chart of the measurement system.

Top view Bottom view

Variable capacitor Connector

Reader antenna

Analog sensor

Figure 8: Analog sensor and antenna.



6 Journal of Sensors

Connection to the 
reader antenna

Swept-frequency 
signal

FPGA

Multiplier Data acquisition

Reference 
clock source

VCO

Figure 9: Readout circuit.

Read antenna

Ceramic sensor Distance console Readout circuit Computer

Power source

Figure 10: Experimental system with distance compensation.

Table 3: Parameters of analog sensor and antenna.

Parameter Characteristic Value
Inductance of sensor and antenna 𝐿

1
, 𝐿
2

1982 nH
Capacitance of the antenna 𝐶

1
30 pf

Capacitance 1 of the sensor 𝐶
2

25 pf
Capacitance 2 of the sensor 𝐶



2
36 pf

A readout circuit designed using analog integrated cir-
cuits on a PCB is reported in Figure 9. The sinusoidal signal
with a sweep frequency and the output voltage signal on both
sides of the reference resistance (Rref) aremultiplied through
theGilbert cell-basedmixer (Multiplier), and a low-pass filter
circuit is designed to filter the mixer’s output signal in a DC
output voltage.While a fast 16-bit ADC (AD7667) is designed
to convert the DC output voltage into a digital form.

There are two different resonant frequencies of analog
sensors and a ceramic sensor and the self-frequency of
them have been measured by the Agilent E4991A impedance
analyzer. Their values are shown in Table 4, which will be
the reference ones added to the measured values of sensor
frequencies tested with the readout circuit. Figure 10 reports

Table 4: Test values of the sensors with impedance analyzer.

Resonance
frequency Characteristic Theoretical

value (MHz)
Test value
(MHz)

Analog sensor 1 𝑓
0 18.84 19.39

Analog sensor 2 𝑓


0 22.61 23.26
Reader antenna 𝑓

1 20.64 21.24
Ceramic sensor 𝑓

𝑐0 17.4 20.11

a photo of the experimental system. It consists of a readout
circuit, a sensor, a coupling distance console, and computer.
And it is possible to change the distance between the two
coupling coils, which are placed facing one another with their
central axes coincident.

4. Experimental Results

A series of experiments on the distance compensated system
have been carried out with variational distance between
the two coupling inductance coils. The measured resonant
frequency of the readout circuit versus the adjustable distance
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Figure 12: Resonant frequency of analog sensor with distance
compensation.

using the analog sensors inductively coupled to the reader
antenna, when there are two different cases: the resonant
frequency of the sensor is higher and lower than the antenna,
as shown in Figure 11. Analyzing the graphs, these resonant
frequencies depend mainly on the distance and are in
agreement with the theoretical analysis. However, the fitting
function “𝐹” has been used to calculate, according to (5), the
resonance frequency of the analog sensors with variational
coupling distances.We can add the compensated values to the
readout circuit procedure whose test results obtained from
the readout circuit are shown in Figure 12, demonstrating
that these measured resonant frequencies of the analog
sensors are almost insensitive to the distance variation, and
the compensation values are, respectively, 19.38MHz and
23.25MHz which is approximate to the test values in Table 4.

23.70

23.75

23.80

23.85

23.90

23.95

24.00

24.05

0.8 1.0 1.2 1.4 1.6 1.8 2.0 2.2

Re
so

na
nc

e f
re

qu
en

cy
 o

f c
er

am
ic

 se
ns

or
f
0

(M
H

z)

Output Vout (V)

Figure 13: Resonant frequency of ceramic sensor versus the cou-
pling distance.

Figure 13 shows that the resonant frequency of the sensor
which is based on the ceramic with uncompensation is
in agreement with the analog sensor. However, using the
distance compensation method can lead to the results shown
in Figure 14, which is insensitive to the coupling distance.

5. Conclusion

Anewdistance compensated test system for awireless passive
sensor based on the high temperature cofired ceramics
(HTCC) has been provided. It is necessary to take the
parasitic effects and coupled and leakage fluxes into consider-
ation when coupling distance varies between the inductance
coils of the sensor and antenna. Theoretical models of the
sensors and distance compensated test system in this paper
are provided and analyzed. The simulation analysis of the
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Figure 14: Resonant frequency of ceramic sensor with distance
compensation.

coupling system shows that the resonant frequency of the
sensor obtained from readout circuit obviously depends on
the change of coupling distance. This distance compensation
method has been experimentally tested, and the results are in
good agreement with the theories. It measures the resonant
frequency of the sensor with different distance. While adding
the compensated frequency to the test system, we can see that
the results are almost not sensitive to the variable distance. In
addition, the distance compensatedmethod that we proposed
in this paper can be applied to different coupling inductance
test systems regardless of the test distance.
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Documentmanagement is a usualway to organize spatial data inmobile terminals. And the compressedCGML spatial data has been
widely used in location based services. Referring to the thoughts of map set in cartography, nine closely connected and equal sized
rectangles are used as the scope for requestingmobilemap data, and these nine closely connected rectangles are built to be nine tiles
model. Therefore, in view of the method of block requesting and storing on mobile spatial data following nine tiles model, as well
as the large quantity of mobile spatial data and its complex geometry relation, this paper puts forward the construction mechanism
of nine tiles model and cache organization of CGML spatial data in mobile terminals that abide by nine tiles model. This way of
organization and management of mobile spatial data is good to increase the efficiency of heavy spatial data accessing in the low
band and reliability of wireless network environment.

1. Introduction

Thepopularity of smart phones prompts a rapid development
of location-based services. As the base of mobile location
services, organization and management of spatial data has
been paidmore andmore attention by researchers. Imielinski
and Badrinath (1993) had a discussion on query optimization
and strategy updating of location information for the mobile
environment [1]. Massari et al. (1996) give a query processing
tool that is suitable for mobile database applications and
based on QBI (Query by Icons) model, which takes into
account the inherent defects in the mobile environment and
allows any database query structure and location knowledge
query [2]. T. Wang and L. Wang (2001) draw a comparison
on the performance and evaluation of embedded database
products, which provides a reference for the selection of
embedded database [3]. Li et al. (2002) proposed a vector data
block data structure model for mobile terminal equipment
as the representative for the Pocket PC. The block using the
method of the vector in the same amount of space GIS data
condition shows some improvement on the rate [4]. With
the development that handheld computer (PDA), mobile
phones, and other smart devices can support higher color

resolution and have more computing power, mobile location
service system needs to start more graphic images in the form
of electronic maps to provide users with different levels of
detail and more scale representation of information [5, 6].
Established a navigation database system for the application
requirements of intelligent transportation and location-based
services [7, 8]. The research and use of navigation database,
to some extent, contributed to the development of mobile
location-based services and intelligent transportation. Xu et
al. (2005) studied the dynamic organization Kiwi display
data in memory, improved the secondary cache map display
method, and proposed double buffer pool map display (data
buffer pool andmaps bitmap buffer pool) strategy in the anal-
ysis of the underlying data storage organization Kiwi display
method [9]. Open source Berkeley DB embedded database
SQLite has been widely used because of its lightweight and
fast and excellent performance [10–12]. Wan et al. (2006)
analyzed in detail on SQLite and Berkeley DB from the
structure, calling between subsystems, and the course of
system performing [13]. Wang (2008) proposed the so-called
objective interpolation method using a big and a small scale
under different levels of detail related information between
the expressions of the target to derive the expression of the
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target under the middle of the scale [14]. Zhou et al. (2010)
studied data organization and storage of navigation electronic
map in the embedded system, proposed the use of geographic
data block for data storage, and did a research on treatment of
data breakpoint because data storage method for geographic
data caused the inconsistency of date [15]. Dong and Li (2001)
and Zha et al. (2010) did a research on spatial data storage for
SVG, SVG express spatial information, the server side data
block, hierarchical data transmission, mobile data terminal
performance, SVG data storage, and other key technologies
according to server side terminal of mobile SVG and half
load balanced LBS architecture [16, 17]. Yang and Fei (2010)
proposed themethods of data transferring in ad hoc networks
by geographic routing [18, 19]. Xu et al. (2012) analyzed
the current issues in geographic information systems and
spatial coordination between multiserver data sharing and
interoperation, introduced P2P-based peer network node
scheduling and routing query technology, created and pub-
lishedWEB services, adoptedmultiunified source data access
strategy to achieve mobile network terminal management,
session management, spatial data management, and other
functions, and conducted level management group of nodes
according to the quality of service to play an efficiency on P2P
spatial data management and query [20]. In order to improve
the organization and management efficiency of multisource
heterogeneous data in the collection process of mobile geo-
graphic information system, Li et al. (2012) proposed a data
model based on exchangeable image file (EXIF) principle
of digital image data fusion vector space model form and
the general location of the attribute information in view of
the limitations of existing analysis methods and data on its
structure. Spatial location and general properties of themodel
will be embedded into the physical structure associated with
the digital image in order to achieve a high degree of inte-
gration associated data and it depends that model designed
and developed the external data acquisition system used in
industry, resource management, and decision analysis [21].

As can be seen from the above research, the data manage-
ment ofmobile terminals ismainly in twoways: file dataman-
agement and embedded database management. The require-
ments on terminals for file data management are low, and the
file management is now more commonly used as data man-
agement compared to database management. This paper fol-
lows the document management and proposes a mechanism
to build nine tiles model and cache organization of CGML
(compact geographical markup language) spatial data.

2. Construction Mechanism of
Nine Tiles Model

In order to raise the speed of map display and the quality of
graphics, nine tiles of spatial data centered the real position of
terminal and in the size of terminals screen is cached, which
is abided by the data organization of nine tiles model.

2.1. The Naming Rules of Nine Tiles Model Rectangles. Nine
tiles model made reference to the thought of cartography

0

8 1 2

7 3

56 4

Figure 1: Relation of nine tiles model rectangles.

and its map set [22], and the scope of requesting map
data is determined by the size of terminal screen and nine
close conjoint rectangles that are in some scale. Nine tiles
model is formed by such nine close together rectangles, such
as Figure 1.

The centered rectangle is the core frame (“0” in Figure 1),
and all the nine rectangles form the nine tiles model.

For quickly and accurately obtaining mobile map data,
name of each rectangle in the nine tiles model is unique.
Naming of each rectangle includes three parts, which are
LOD (level of detail) value and INT values of left top point
coordinates. For example, LOD is 1000, and left top coordi-
nates are (72705, 2885486); then the name of the rectangle
is 1000 72705 2885486.This methodmakes all the rectangles
exist with certain regularity, which can build relation between
two rectangles in the same LOD by the numbers of frames
among them. In other words, giving two names of rectangles,
their accurate position relations can be deduced.

Unique name of each rectangle is advantageous to quickly
and accurately find out spatial data from CGML data in
terminal and obtain the scope of map from the database
server.

2.2. The Dynamic Generation of Nine Tiles Model Rectangles.
At the mobile map service, terminal screen is corresponding
to nine tiles model core frame, and the outer rectangles save
cached data. Data do not need to be requested from server
if screen center is in the nine tiles model core frame. In
addition, new nine tiles model should be built in terms of this
moment’s screen center.

The course of building new nine tiles model is called
dynamic generation.Therefore, some approaching rectangles
will be added or deleted in light of the real position of screen
center. The dynamic generation sketch of nine tiles model by
the screen center transferring among different rectangleswith
different colors is shown in Figure 2.

3. CGML Mobile Spatial Data

GML (geographical markup language) [23] released by
OGC/TC211 organization is the transmission and exchange
standard between international geography spatial; however,
there are two disadvantages when it is used to spatial data
visualization directly. One is a large amount of data; another
is difficulty to bear for projection at low quality terminal.
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Table 1: The tag compression of CGML to GML.

GML CGML Compress ratio
FeatureCollection Ftcl 78%
Feature Ft 75%
Description Info 64%
LineString LnSt 60%
LinearRing LnRn 60%
Polygon Plgn 43%
MultiGeometry MlGeo 62%
MultiPoint MlPoint 30%
MultiLineString MlLnSt 60%
MultiLinearRing MlLnRn 60%
MultiPolygon MlPlgn 50%
OuterBoundaryIs ex 87%
InnerBoundaryIs in 87%
Coordinates cds 73%

Figure 2: Dynamic creation of nine tiles model rectangles.

CGML is a mobile geospatial data which use the dictionary
compressionway [24]. CGMLdocument ismainly composed
of two parts; one is the structure of the document tag, and
another is the properties of the document and geometric
data. The compression of GML to CGML data can also be
divided into two parts, which are the compression of mark
and coordinate geometry data. Considering that the mobile
terminal screen is small, and the spatial data that need to
cache is not large, at the same time to reduce the amount of
calculation that subsequentmap operation CGML cache data
update, the compression of the GML to CGML document
markup in terminal is adopted. The compression of main tag
is as shown in Table 1.

CGML is text-based and compressed and has gradu-
ally developed into an exchange and transmission standard
between different mobile spatial data. The spatial data file
followed the CGML format standard is CGML file.

4. CGML Cache in Mobile Terminals

The operations of mobile map need to constantly request
spatial data; if all the data is obtained directly from the
database server,muchdelaywill be last formapbrowsingwith
narrow bandwidth, low reliability wireless network.However,
the mobile terminal caches some spatial data according to
changes in the operation of the moving map which can
make the visualization process directly load local data and
enable fast-moving map visualization. Combined with the
characteristics of CGML, mobile terminal caches spatial data
in CGML file format, and the specific cache framework of
CGML data in terminals is shown in Figure 3.

In the framework above, the initial nine tiles model
rectangular data is obtained when mobile user initiates a
mobile map service request at the first time. These map data
will be in the form of three types of files cached in terminal.
The first category are the CGML files corresponding to all the
single rectangular boxes, and each nine tiles model includes
nine pieces of CGML documents; the second is a list file
including all the names of CGML files, and it is also an index
document for spatial data query; the third is the merger of
nine rectangular boxes of CGML files, which is directly used
for mobile map visualization.

With map operating, mobile terminal screen center will
be out of core frame of nine tiles model, and new rectangle
data need to be requested. Data received in terminal will
be operated in three parts; one is to add all new rectangle
CGML files to the corresponding file directory, and the
second is to add the new file name to the list file; then the
third is to incorporate new nine tiles model rectangle CGML
files according to the current core frame for mobile map
visualization. As there aremany times ofmobile map services
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Figure 3: Mobile CGML cache architecture.
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Figure 4: Relation between single CGML files and nine tiles model CGML file.

request in location based services, the operation of the map
data cache is the same analogize.

5. The CGML Data Organization Followed by
Nine Tiles Model

In a mobile map service, the spatial data queried according
to nine tiles model is cached with CGML file formats in the
mobile terminal. In order to effectively utilize these spatial
data cached, it must be reasonably organized.The spatial data
file cached includes all single CGMLfiles and nine tilesmodel
boxCGMLfile.The relationship between the two types of files
is shown in Figure 4.

As can be seen from the diagram, all the cached individual
rectangle CGML files are independent, such as a list of
files in the middle level, and they are the basis of merging
nine tiles model CGML documents, such as the nine tiles
model centered by CGML34 and nine tiles model centered
by CGML43. Obviously, a single rectangle CGML file may be
reused in merging of nine tiles model CGML file.

In the physical organization of CGML data files, all
generated CGML files are stored in the same directory. And
once CGMLdocuments are obtained bymobile query, the file
name and data will not be changed.

New nine tiles model CGML filemerged from nine single
CGML will be named like “nm” adding core frame filename.
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In the specific combination, the <Ft> elements of each
document CGML files accumulated to form a new integrated
CGML file. For example, nine tiles model core frame name
is 10000 726118 2889932.xml, and its corresponding nine
tiles model CGML filename is nm 10000 726118 2889932
.xml.

At the same time, in order to accelerate the efficiency in
finding and comparing CGMLfile, the name of list file is “all”
adding initial core frame filename.

6. Conclusion

Mobile data management is an important part of distributed
data management. The core frame of nine tiles model rect-
angle that is built with mobile terminal real-time position
and screen size is current range, and outline frame is the
cached data. All of the terminal cache data is organized with
CGML files in accordance with the rules of the nine tiles
model, which has active significance for the mobile map
visualization.
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A wireless passive temperature sensor is designed on the basis of a resonant circuit, fabricated on multilayer high temperature
cofired ceramic (HTCC) tapes, and measured with an antenna in the wireless coupling way. Alumina ceramic used as the substrate
of the sensor is fabricated by lamination and sintering techniques, and the passive resonant circuit composed of a planar spiral
inductor and a parallel plate capacitor is printed and formed on the substrate by screen-printing and postfiring processes. Since the
permittivity of the ceramic becomes higher as temperature rises, the resonant frequency of the sensor decreases due to the increasing
capacitance of the circuit. Measurements on the input impedance versus the resonant frequency of the sensor are achieved based
on the principle, and discussions are made according to the exacted relative permittivity of the ceramic and quality factor (𝑄) of
the sensor within the temperature range from 19∘C (room temperature) to 900∘C. The results show that the sensor demonstrates
good high-temperature characteristics and wide temperature range. The average sensitivity of the sensor with good repeatability
and reliability is up to 5.22 KHz/∘C. It can be applied to detect high temperature in harsh environment.

1. Introduction

Temperature is a critical measurement index in many re-
search fields, such as chemical, medical, equipment, and food
fields [1]. Although there are many different types of tem-
perature sensors in the market at present, most of them are
wired or active sensors, where physical connection between
the sensor and signal transmission system is needed and
power supply is also required,making it difficult tomeet some
special requirements. Wired sensors make the advantages of
broad application and high sensitivity over wireless ones, but
the lifetime and operating range are limited because a battery
must be provided [2]. Many techniques have been applied
to measure temperature, mainly including platinum resistors
[3], thermocouples [4–6], optics [7–10], surface acoustic wave
(SAW) [11, 12], and LC resonance [13–15].

It is known that temperature sensors all have their own
advantages. However, the response time of platinum resistors
with expensive cost is not faster than other temperature
sensors. As for thermocouples without rapid response time,
it is hard to withstand chemical corrosions, and the output
signal is susceptible to common noises. As far as optical
temperature sensors are concerned, it is not suitable for appli-
cations in harsh environments, such as chemical corrosion
and rotating components. In fact, the accuracy of SAW is
easily influenced by environmental conditions and material
properties.Therefore, it is very necessary for the temperature
sensors to be selected according to different requirements and
applications.

Wireless passive LC resonant temperature sensors have
unique advantages. It is very suitable for them to be applied
for the energy transmission at a short distance in harsh
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Sensor
Antenna

Impedance analyzer Harsh environment

Figure 1: Proposed wireless coupling system for temperature meas-
urement.

industrial and medical environments [16], which makes it
possible to meet some special requirements, such as rotating
components, nondestructive monitoring, chemical corro-
sion, sealed environment, and other special high-temperature
occasions. In this paper, the alumina ceramic, one of the
HTCC tapes, is fabricated to be used as a substrate by
lamination and sintering techniques, and the wireless passive
temperature sensor integrating a planar spiral inductor and
a parallel plate capacitor is designed and fabricated. What is
more, the performances of the sensor at different temperature
are measured in wireless coupling way, as shown in Figure 1.
It demonstrates steady performances within the temperature
range from room temperature to 900∘C, with high sensitivity,
good repeatability, and reliability compared with other types
of wireless passive temperature sensors.

2. Design and Simulations

Equivalent circuit model of the temperature sensor is mainly
a series resonant circuit, as shown in Figure 2. The resonant
frequency of the circuit and quality factor of the sensor are
given by [17]

𝑓
0
=

1

2𝜋√𝐿
𝑠
𝐶
𝑠

, (1)

𝑄 =
1

𝑅
𝑠

√
𝐿
𝑠

𝐶
𝑠

. (2)

The change of resonant frequency versus the variable
temperature can be detected by an external read circuit with
an antenna in wireless coupling way, as shown in Figure 2.

Coupling coefficient 𝑘 between the antenna and the
sensor is related to mutual inductance𝑀, given by [17]

𝑘 =
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. (3)

The input impedance 𝑍 can be concluded by
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where 𝑓 is the frequency loaded at the terminal of the
antenna. As we can see from (4), the resonant frequency of

Antenna Temperature sensor
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Figure 2: Equivalent circuit. 𝑅
𝑎

and 𝑅
𝑠

are the series resistance
of antenna and sensor, respectively. 𝐿

𝑎

and 𝐿
𝑠

are the series
inductance of antenna and sensor, respectively. 𝐶

𝑠

is the series
variable capacitance of sensor. 𝑀 is mutual inductance between
antenna and sensor, and 𝑍 is the input impedance looking into the
antenna.
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Figure 3: Designed parameters of temperature sensor. 𝑑out: outer
diameter of the inductor. 𝑑in: inner diameter of the inductor. 𝑎:
radius of capacitor plates.

the sensor can be determined by monitoring the frequency
response of the input impedance 𝑍.

The planar spiral inductor is designed to be circular, as
shown in Figure 3, and the calculation of the inductance is
given by [18]

𝐿
𝑠
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𝜇
0
𝑛
2

𝑑avg𝑐1

2
[ln(𝑐2

𝜌
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4
𝜌
2

] , (5)

where 𝑛 means the inductor turns, 𝜌 is filling ratio, 𝜌 =

(𝑑out − 𝑑in) / (𝑑out + 𝑑in), 𝑑avg corresponds to the average
diameter of the inductor, 𝑑avg = (𝑑in + 𝑑out) /2, the magnetic
permeability of free space 𝜇

0
is 4𝜋 × 10−7H/m, and 𝑐

1
, 𝑐
2
, 𝑐
3
,

and 𝑐
4
are coefficients related to the shape of the inductor,

assigned the values of 1, 2.46, 0, and 0.2, respectively.
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Figure 4: The magnitude |𝑍| (a) and real part 𝑅 (b) of impedance versus frequency.

Table 1: Sensor parameters at room temperature.

Parameters Value
𝑛 10
𝑑in/mm 10.2
𝑑out/mm 26.8
𝑡
𝑚

/mm 0.48
𝑎/mm 4.2
𝜀
𝑟

9
𝐿
𝑠

/uH 2.02
𝐶
𝑠

/pF 9.20
𝑅
𝑠

/Ω 3.7
𝑓
0

/MHz 36.92

The capacitor plates are also designed to be circular, as
shown in Figure 3, and the calculation of the capacitance is
given by [16]

𝐶
𝑠
(𝑇) = 𝜀

𝑟
(𝑇)

𝜀
0
𝜋𝑎
2

𝑡
𝑚

, (6)

where 𝜀
0
is the permittivity of free space, 8.85 × 10−12 F/m, 𝜀

𝑟

is the temperature-dependent relative permittivity of alumina
ceramic, and 𝑡

𝑚
is the thickness of the ceramic substrate.

It is known that the higher the operating frequency is,
the greater the parasitic capacitance and the inductance will
have influence on a system. Thus, the design value of the
resonance frequency of the resonance circuit should not be
more than 100MHz. It can be concluded from (2) that if the
sensor gets high inductance, low capacitance, and equivalent
series resistance, the sensor will obtain high𝑄. Parameters of
the temperature sensor are summarized in Table 1.

When the sensor is in the interrogation zone of the
antenna, obvious changes of the magnitude and real part of
the input impedance will appear near the resonant frequency
of the sensor in the simulations, as shown in Figure 4.
The impedance is changed due to the shift of the relative

1
2
3

Figure 5: Sectional view of the sensor.

permittivity 𝜀
𝑟
and the resistance 𝑅

𝑠
. It presents a general

idea of the relationship between the resonant frequency of
the sensor and the relative permittivity of alumina ceramic,
ranging from 9 to 11. The higher the relative permittivity
becomes, the lower the resonant frequency gets. Additionally,
an increase of resistance 𝑅

𝑠
, ranging from 3 to 12, will result

in a decrease of impedance peak and an increase of resonance
bandwidth.

3. Fabrications

Three sheets of the green alumina tape, ESL 44000 (ESL
Electroscience, UK), a flexible cast film of 96% alumina
powder dispersed in an organic matrix, are chosen to be used
as the substrate of the sensor and the thickness of each tape is
approximately 200𝜇m. The conductive Ag/Pd/Pt paste, ESL
9562-G (ESL Electroscience, UK), is applied on the substrate
to form a LC resonant circuit composed of one-layer planar
spiral inductor and a parallel plate capacitor, as shown in
Figure 5.

The fabrication process of the sensor is illustrated in
Figure 6. The green tape is cut into 8 inches for each sheet,
and the each sheet is cut to achieve alignment holes, as shown
in Figure 6, step 1. To fabricate the substrate, aluminum foil
is used to prevent the green sheets from sticking before
laminating them together in a vacuum press. The pressure
and temperature for hot press are set to 21MPa and 70∘C for
5min, as shown in Figure 6, step 2. Then the green sheets
after lamination are trimmed edges and then cut down to
4 × 4 square samples with the edge length of approximately
35mm, considering the shrinkage of 16%–18% after sintering,
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(1) Cut green tapes

(2) Laminate three sheets

(3) Cut samples (4) Sinter samples

(5) Screen-print LC circuit (6) Postfire

Figure 6: Fabrication processes of temperature sensor.

as shown in Figure 6, step 3. In Figure 6, step 4, the samples
are placed in a desktop furnace to sinter as follows. The
first ramp rate is 2∘C/min to bake off the organics, at 450∘C
for 30min, the next ramp rate is 6∘C/min to sinter the
ceramic, at 1500∘C for 2 h, and the third ramp rate is 5∘C/min
or slower to cool off. After sintering, the alumina ceramic
substrate is fabricated to be the dense structure with good
mechanical strength. The next step is to screen-print the
conductive paste on the substrate to form a planar spiral
inductor and a parallel plate capacitor by screen-printing
processes. Finally, the conductive paste on the substrate is
dried at 150∘C for 10min and postfired at 850∘C for 30min.
The fabricated sensor is presented in Figure 8, with the overall
size of 29mm × 29mm × 0.48mm.

4. Measurements and Discussions

4.1. Antenna Configurations. Copper wire is of low-cost and
has excellentmechanical and electrical properties.The enam-
eled copper wire measured 1mm in diameter is chosen to
wound a cylindrical helical antenna.The antenna can be used
to measure the high-temperature performance of sensor in
wireless coupling way.The inductance of the antenna is about
1.5 𝜇H (1MHz), the DC resistance is 0.125Ω, outer diameter
is 31.6mm, average pitch is 5.45mm, and the number of turns
is 5.5.

The peak of the real part of input impedance curve
corresponding to the frequency is selected to approximately
represent the self-resonant frequency (SRF) of the antenna
or the resonant frequency of the sensor. When the SRF of
the antenna is measured, the frequency range is swept from
50MHz to 70MHz, as shown in Figure 7. If the sweep-
frequency loaded at the terminal of the antenna equals SRF of
the antenna, a self-resonancewill happen. In this case, the real
part of the input impedance will reach amaximum value, and
the phase will change obviously at the same time. Thus, the
SRF of the antenna is 61.3MHz read from the characteristic
curve “1.”
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Figure 7: SRF of the antenna. “1” is real part of input impedance of
antenna. “2” is phase of input impedance of antenna.

4.2. Experiment Setups. The melting temperature of silver
is about 962∘C, and the postfiring temperature range of
conductive paste is between 850∘C and 930∘C in air, which
makes it possible for the sensor to work under the maximum
temperature of 900∘C. The experiment setup for wireless
couplingmeasurement is shown in Figure 8.The temperature
sensor is affixed to the inside of the thermal insulation mate-
rial, and it can be heated by Nabertherm LHT-02/16 high-
temperature desktop furnace from 19∘C (room temperature)
to 900∘C, while the antenna is placed in the recess of the
outside of the thermal insulation material. Agilent E4991A
impedance analyzer is used to analyze the variation of the
magnitude and the real part of input impedance versus
sweep-frequency at different temperature. It should be noted
that the thickness of the insulating layer is 10mm between
the sensor and the antenna, namely, to maintain the coupling
distance of 10mm, where the maximum coupling distance is
about 30mm. In our future work, the maximum coupling
distance can be improved by increasing the 𝑄 value of the
sensor with a high inductance and a low resistance and
adjusting the shape, geometric dimensions, and impedance
of antenna to match the sensor.

4.3. Temperature Responses. The resonance frequency of the
sensor is measured to be 35.95MHz at room temperature,
lower than the theoretical value. This is mainly affected by
processing errors, coupling distance, and parasitic factors.
The magnitude and the real part of the input impedance are
changed with the uniformly heated temperature, shown in
Figure 9. As the temperature rises, curves of the magnitude
and the real part of the input impedance are shifted to the low-
frequency direction, the peaks decrease, and the bandwidths
of resonances increase gradually, which is consistent with the
simulation results shown in Figure 4, but coupling effect is
not obvious when temperature approaches 900∘C.

The inductance at low frequency of planar spiral inductor
is mainly dependent on its physical dimensions influenced by
the low coefficient of thermal expansion (CTE) of alumina
ceramic, which is used as the substrate of the temperature
sensor. It means that inductance is not greatly affected within
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Figure 8: The top (a) and bottom (b) of sensor prototype and experiment setups (c).
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Figure 9: The magnitude (a) and real part (b) of impedance versus frequency over 19∘C–900∘C temperature range.

the temperature range. Therefore, the resonant frequency
of the sensor decreases due to the increase of capacitance
dependent on the increasing permittivity of the ceramic. To
illustrate this phenomenon, the impedance versus frequency
corresponding to different relative permittivity of ceramic
obviously indicates a downshift of resonant frequency in the
simulation shown in Figure 4. Since the resonant frequency

change against temperature is monotonic, the permittivity
of alumina ceramic can be extracted from the measured
impedance according to given temperature. As shown in
Figure 10, the extracted relative permittivity of alumina
ceramic at room temperature is 3.2% higher than the nominal
value and increases from 9.29 to 12.25 within the temperature
range.
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Figure 10: Ceramic relative permittivity versus temperature.
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Figure 11: 𝑄 versus temperature.

The series resonant circuit is mainly made from silver
paste by screen-printing. When the temperature increases,
the resistivity of the silver turns big, thereby increasing the
equivalent series resistance 𝑅

𝑠
of the circuit. The bigger the

𝑅
𝑠
is, the smaller the quality factor 𝑄 of the sensor is [19]. 𝑄

factor of the sensor is influenced by temperature-dependent
losses, mainly including the metal resistivity and dielectric
loss, which can be reflected by a resonance bandwidth. To
characterize the 𝑄 value of the sensor changed with the
temperature, 𝑄 is approximately defined with bandwidth of
the resonance by [20, 21]

𝑄 =
𝑓
0

Δ𝑓
, (7)

where𝑓 is the bandwidth of the resonance, and it is measured
using the−3 dB from the peaks. Hence, a resonance with high
𝑄 has a narrow bandwidth. Figure 11 shows the measured 𝑄
of the sensor within the temperature from room temperature
to 900∘C. 𝑄 is decreased from 81.09 at room temperature to
6.95 at 900∘C, which limits the operation range of the sensor
fabricated from the conductive paste and ceramic materials.
However, 𝑄 can be improved at high temperatures if the
conductivity of these materials has lower dependence upon
temperature. Furthermore, high-temperature-stable metals
such as platinum enable the operation temperature of the
sensor up to 1000∘C and above [22]; therefore, platinum paste
may be a good alternative to silver paste.
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Figure 12: Resonant frequency versus temperature.
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Figure 13: Repetitive measurement on resonant frequency versus
temperature.

The curve of the resonant frequency according to tem-
perature shows obvious characteristic of quadratic curve in
the temperature range of 19∘C–900∘C, illustrated in Figure 12,
where there is great fluctuation from 19∘C to 100∘C, because
the desktop furnace heats unevenly during the initial segment
of temperature. The data of the resonant frequency versus
temperature is fitted and the fitting equation is given by

𝑓 (MHz) = −3.332𝑒 − 006 ∗ 𝑇2 − 0.001844 ∗ 𝑇

+ 35.86,
(8)

where 𝑅-squared is 0.9983. The average sensitivity of the
sensor on the resonant frequency versus temperature is about
5.17 KHz /∘C.

To achieve repetitive measurement on the frequency
response of the input impedance 𝑍, when the temperature
inside the furnace is cooled off, the temperature is heated
evenly from room temperature to 900∘C for the second time
with the other conditions remaining the same. Figure 13 is
the two curves of the resonance frequency versus temper-
ature by measuring the sensor twice. It is obvious that the
sensor demonstrates good repeatability within the temper-
ature range. And the second results show that the average
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Figure 14: Cycling measurements on resonant frequency versus
temperature. “+” is a measurement from room temperature to
900∘C. “−” is a measurement from 900∘C to room temperature.

sensitivity of the resonant frequency versus temperature
is approximately 5.22 KHz/∘C, and the relative variation is
0.97% compared to the sensitivity measured first.

Tomake the dynamic response of the sensor clear, cycling
measurements on resonant frequency versus temperature
are made when the temperature increases from room tem-
perature to 900∘C and then gradually decreases to room
temperature. As shown in Figure 14, the resonant frequency
of the sensor can return to the initial value, which indicates
that the temperature sensor has good reliability. However,
the two curves do not coincide with each other due to
temperature difference. The displayed temperature recorded
in the experiments is determined by the thermocouple in
the furnace, while the resonant frequency depends on the
surface temperature of the sensor close to the furnace door.
It is known that cooling rate of the location close to the
furnace door, made from the thermal insulation material, is
faster than the interior of the furnace. Therefore, the surface
temperature of the ceramic is lower than the temperature
around the thermocouple in heating process, while it is much
lower in cooling process. Namely, the surface temperature
of the sensor in cooling process is lower than the one in
heating process, which results in the resonance frequency
of the former higher than the latter. The difference is more
obvious in the high-temperature range from 550∘C to 850∘C,
gradually decreases in the low-temperature range, and is
eliminated at room temperature finally. The problem may
be solved well by placing the sensor in the position with
the uniform temperature where there is no temperature
difference.

5. Conclusions

A wireless passive temperature sensor realized on multilayer
HTCC tapes is designed and fabricated in the paper. The
temperature responses on resonant frequency versus the
input impedance are measured in wireless coupling way.
The relative permittivity of alumina ceramic and 𝑄 factor of
the sensor are characterized and discussed. The sensitivity,

the repeatability, and the reliability of the sensor are also
explored. As the temperature rises, curves of the magnitude
and the real part of the input impedance are shifted to the low-
frequency direction, the peaks decrease, and the bandwidths
of resonances increase gradually, but coupling effect is not
obvious when temperature approaches 900∘C. The extracted
relative permittivity of alumina ceramic at room temperature
is 3.2% higher than the nominal value and increases from9.29
to 12.25 within the temperature range, and the measured 𝑄
of the sensor is decreased from 81.09 at room temperature to
6.95 at 900∘C, which limits the operation range of the sensor
fabricated from the conductive paste and ceramic materials.
The resonant frequency versus temperature shows nonlinear
characteristics within the temperature range. The maximum
sensitivity of the resonant frequency versus temperature is
approximately 5.22 KHz/∘C. The sensor demonstrates high
repeatability with the relative variation of 0.97% compared
to the sensitivity measured first and good reliability with the
resonant frequency remaining the same initial value after
cycling temperature measurements.
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Optimization of energy consumption in Wireless Sensor Network (WSN) nodes has become a critical link that constrains the
engineering application of the smart grid due to the fact that the smart grid is characterized by long-distance transmission in a
special environment. The paper proposes a linear hierarchical network topological structure specific to WSN energy conservation
in environmental monitoring of the long-distance electric transmission lines in the smart grid. Based on the topological structural
characteristics and optimization of network layers, the paper also proposes a Topological Structure be Layered Configurations
(TSLC) routing algorithm to improve the quality of WSN data transmission performance. Coprocessing of the network layer and
the media access control (MAC) layer is achieved by using the cross-layer design method, accessing the status for the nodes in the
network layer and obtaining the status of the network nodes of the MAC layer. It efficiently saves the energy of the whole network,
improves the quality of the network service performance, and prolongs the life cycle of the network.

1. Introduction

Wireless Sensor Networks (WSN) have achieved various
functions such as environmental collaborative awareness of
a number of microsensor nodes in the deployed observa-
tion areas, distributed processing of data information, self-
organization information communication network, and so
forth, by combining the microsensor technique, data pro-
cessing technique, and information network communication
technique. Therefore, WSNs have been widely applied to
various fields such as home automation, precision agricul-
ture, safety monitoring, smart grids, and smart cities [1–
4]. Energy supply for WSN nodes has become a bottleneck
that influences its further wide applications in engineering
practice due to local special conditions in its application
environments (military areas, depopulated areas, deep-water
areas, areas without communication signals, etc.). Effective
reduction of energy consumption has become the research
focus of current WSN technical engineering on the premise
of ensuring reliable communication of WSN nodes.

The long-distance transmission electric line corridors in
the smart power grids span various complex natural envi-
ronments. Wide attention has been paid to such problems
as damage to electrical insulators, detachment of spacer bars,
and collapse of power transmission towers. The problem is
due to various aspects, such as temperature and humidity,
changes in wind power and wind speed, collision by flyers
in the air, all of which accelerates the rusting and aging of
lines [5, 6]. Collecting and monitoring the environmental
information of the long-distance transmission electrical lines
by the WSN technique further promote the informatization
and intellectualization levels of the smart power grids. Energy
consumption management in the WSN node protocols
becomes one of the critical links in engineering of real-
time monitoring of smart power grids. The IEEE802.15.4
network protocol standard has beenwidely used for its simple
structure, low cost, low energy consumption, and so forth.
The ZigBee protocol defines the network layer, application
layer, and the security mechanism based on the IEEE802.15.4
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standard (physical layer, MAC layer) and achieves engineer-
ing application ofmobile nodes of the ZigBee network in such
aspects as industrial control, security, protectionmonitoring,
and environmental monitoring [7].

In terms of protocol layer, the methods for optimizing
and improving the WSN communication protocols can be
divided into two types, that is, hierarchical design and cross-
layer design. The architecture of the network communi-
cation protocol based on the hierarchical design method
reflects high applicability but a series of problems emerge
in the wireless communication environment, such as access
conflict, interuser interference, and signal fading. Intrinsic
characteristics of the hierarchical design make it possible
to share the information among various layers and fail to
allow the protocol stack to maximize the use of the limited
spectrum resources and power resources. Meanwhile, it
lacks the capacity to adapt to environmental changes and
needs to be improved in optimization of global network
and adaption to independent network environment. Transfer
sharing of specific information of various layers is achieved
on the basis of the cross-layer design method. Meanwhile, a
global adaptive adjustment is applied using the information
exchange and application environment changes in order
to form the global optimization design characterizing in
overall constraining, information sharing, and independent
adjustments [8].

The innovative points of this thesis are as follows.

(1) The paper proposes a WSN topological structure and
a networking strategy applicable to the long-distance
electric transmission lines in the smart grid.

(2) Thepaper involves design of a zonal topological struc-
ture routing protocol with hierarchical configuration
available and an improvedMAC layer protocol, which
achieve the cross-layer optimization strategies for
the MAC layer and the network layer. Based on the
simulation testing, the communication protocol not
only achieves network energy conservation but also
exhibits perfect performance in throughput, end-to-
end delay, and so forth.

2. Related Works

Smart grids integrate the modern information technology to
the traditional energy network enabling the power grid to
significantly improve in such aspects as management con-
trollability, data visualization, supervision reliability, safety
of ration and maintenance, interaction friendliness, and
environmental adaptation. For instance, distributed clean
energy resources have been widely developed and used in
such aspects as large-scale access, real-time scheduling, and
storage depending on the smart grid technology [9, 10].
The WSN technology provides an effective approach for
overall awareness of the smart grid and reliable information
resources for observability of power grids [11]. Therefore,
the research and application of smart grids based on WSN
have aroused wide attention [12, 13]. As the power grids are
intrinsically characterized by long-distance transmission in
a special environment, energy consumption optimization for

WSN nodes has become the key link that constrains their
engineering application, that is, WSN energy conservation
strategies under the condition of limited energy [14, 15]. In
accordance with the WSN energy conservation strategies,
they can be divided into single-layer network protocol opti-
mization strategy and cross-layer network protocol optimiza-
tion strategy.

In the single-layer network protocol optimization strat-
egy, independent functional layers serve as the analysis or
optimization objects, for instance, effect of the parameter
setting and changes in data packet rate of the MAC layer
on the network performance under the nonbeacon mode
[16], energy management routing approach using Dijkstra’s
algorithm and software agents [17], and so forth.

With the increasing individual needs ofWSNengineering
applications, many problems arise, such as channel time
varying, limited energy, redundant operations in cross-layer
data transmission, isolation of single-layer information dur-
ing network optimization, waste of frequency spectrum and
power resources, and so on [18]. Besides, the single-layer net-
work protocol optimization strategy is slightly inadequate in
optimization of global network performance.The cross-layer
network protocol optimization strategy provides an effective
solving idea exactly for the above problems. The cross-layer
network protocol optimization strategy is a comprehensive
design method for various functional layers. It exerts the
intrinsic characteristics of the network to the largest extent
and gives consideration to the demand for network energy
conservation [19–21], thus optimizing the network resources
and maximizing the function application [13, 22–26].

3. WSN Cross-Layer Network Protocol and
Energy Optimization Strategy

3.1. WSN Communication Protocol. TheWSN protocol stack
can be divided into six parts: Physical Layer, Data Link Layer,
Network Layer, Transmission Control Layer, Application
Support Layer, and Network Management Layer. The cor-
responding relationship in various layers between the IEEE
802.15.4 protocol standard and ZigBee protocol standard is
shown in Figure 1 [26].

The scientific research personnel has designed many
types of WSN communication protocols based on the above
network structure system, for example, AODV routing pro-
tocol, IEEE 802.15.4 MAC protocol, and so forth.

3.1.1. IEEE 802.15.4 MAC Protocol. The IEEE 802.15.4 MAC
protocol is a low power consumption optimized net-
work communication protocol. The IEEE 802.15.4 network
includes three devices, namely, terminal, coordinator, and
PAN coordinator. The IEEE 802.15.4 MAC has two operating
modes [27]: nonbeacon-enabled mode and beacon-enabled
mode. In the nonbeacon-enabled mode network, the nodes
access the channels using the unslotted Carrier Sense Mul-
tiple Access/with Collision Avoidance (CSMA/CA) mech-
anism. Under the beacon-enabled mode, communication
between nodeswithin the network is arrangedwith the super-
frame as the cycle. One superframe is divided into 16 time
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Figure 1: The protocol stack of WSN.

slots.The beacon frame (BF) sent by the network coordinator
is transmitted in the first time slot of the superframe and the
remaining 15 time slots are used as Contention Access Period
(CAP) and Contention Free Period (CFP) (Figure 2).

A superframe is defined by beacon interval (BI) and
superframe duration (SD). BI defines the time interval
between two consecutive beacon frames, namely, length of a
superframe and transmission period of a beacon frame. SD
defines the duration of the active time frame in a superframe.
When BI > SD, there will be an inactive time frame in a
superframe.Anonactive time framemeans that the nodemay
enter into a sleepmode for achieving the energy conservation.
The duration of BI and SD depends on a constant defined in
the specification: a base super frameduration (BSFD) and two
parameters, that is, beacon order (BO) and superframe order
(SO). Consider

BI = a Base Superframe Duration × 2BO,

0 ≤ BO ≤ 14,

SD = a Base Superframe Duration × 2SO,

0 ≤ SO ≤ BO ≤ 14.

(1)

According to the IEEE 802.15.4 MAC protocol, the value
range of BO is from 0 to 14; when BO= 15, it indicates that the
node device does not use the superframe structure; the value
range of SO is also from 0 to 14 and it is guaranteed that SO is
less than BO; when SO = BO, it indicates that the superframe
does not include nonactive period. The superframe and
the size of its time slot can be defined by modifying the
parameters mentioned above. These values can be adjusted
in accordance with different applications to improve the
network performance, namely, throughput capacity, and so
forth [28].

3.1.2. AODV Routing Protocol. Ad hoc On-DemandDistance
Vector (AODV) routing protocol [29] is a reactive routing
protocol. The ZigBee network layer can achieve the self-
organization and self-healing capability functions by using
the AODV routing protocol.

In the network using the AODV routing protocol, it
will first search the route of the target node in the existing
routing table when the source node needs to establish a path
to transmit data to the target node. The source node will
transmit the data to the target node along the path if there
is an available route; on the contrary, it will send a flooding

broadcasting route request (RREQ) data packet from the
source node to the neighbor node (Figure 3).

To control the broadcasting area of the RREQ data
packet in the network, the source nodes use the expanding
ring search technique to initialize the time to live (TTL)
value of the route request. If no response is received in
the cycle, a progressive increase will start in accordance
with a predefined increment value until a route is found
or the TTL value reaches the predefined threshold value.
When an intermediate node retransmits the PREQ, it will
first receive and record the address of the neighbor node of
the broadcast packet thus establishing a reverse path. The
node will transmit a corresponding route reply (RREP) to
the source node in a unicast manner if there is a RREQ
target node or an intermediate node with a new path leading
to the target node. The intermediate node along the path
will establish a forward direction path leading to the target
node in its routing table when the RREP is transmitted back
along the reverse path. When the RREP reaches the source
node, the path is established (Figure 4). The path will be
maintained until the source node has a new demand for path
establishment. If the source node moves, route discovery is
launched again to find a new path leading to the target mode;
if the target mode or some intermediate node moves, the
upstream nodes will delete the route entries and send route
error (RERR) messages to the affected upstream neighbor
nodes. RERR is back propagated to the source node. The
source nodes affected can choose to stop sending data or
send a new PREQ message to relaunch the process of route
discovery.

WSN is a network technique of the engineering appli-
cation type. Its hardware structure and communication
protocol have certain adaptability but it is still required to
analyze the target characteristics and strategies based on the
individual needs in the application environment to achieve an
overall plan for communication protocol based on the WSN
topological structure.The originalMAC protocol and AODV
routing protocol (OM-AODV) communication protocol is
formed by combining the above IEEE 802.15.4MAC protocol
and AODV routing protocol. The paper achieves the design
and optimization of the routing protocol based on the OM-
AODV routing protocol.

3.2. WSN Topological Structure and Network Establishment
Strategies for Long-Distance Electric Transmission Lines

3.2.1. Requirement Analysis. The structure of the environ-
mentalmonitoring network of the long-distance high-voltage
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electric transmission lines in the smart grid exhibits dual
characteristics, linear and reticular. Each electric transmis-
sion line starts from one transformer substation and termi-
nates at another transformer substation. The line corridor is
linear. Hence, from the viewpoint of an overall monitoring
environment, the nodes comprise a long-distance linear com-
munication network and the network topological structure is
also linear. Arrangement of the network nodes of the whole
line is repeated regularly due to the fact that the parameters

of tower at each level to bemonitored are basically consistent.
Once the monitoring network of the electric transmission
line is set up, the positions, functions of the nodes need not
be changed; that is, the whole network structure is relatively
fixed. Even if some nodes aremoved as a result of galloping of
electric transmission lines, the displacement distance can be
ignored compared with the communication distance.Thus, it
is generally acknowledged that no node movement exists in
the whole network.

The nodes in the environmental monitoring network of
the long-distance high-voltage electric transmission lines in
the smart grid designed in the paper exhibit a high local
density. A number of nodes are within the range of 50
meters from the tower.The whole linear network comprises a
number of local areas.The local network topology is designed
with the power as the unit in the whole network. Then the
repeated local mesh networks comprise the linear network of
the whole line.

3.2.2. WSN Topological Structure and Network Establishment
Strategies. Design programming of the topological structure
is the key link in the research on WSN engineering appli-
cation. It sufficiently considers the topological structure in
an actual application environment. The efficiency of data
transmission between routing protocol and MAC protocol
will be fully exerted. It can provide effective support for a
series of network management functions such as data fusion,
time synchronization, and node location. It can also reduce
the energy consumption of the nodes to the greatest extent
and prolong the life cycle of the whole network.

Generally, the WSN topological structure means that the
unnecessary wireless communication links will be eliminated
by power control and selection of backbone network nodes
thus forming a network topological structure with highly
efficient data transmission on the premise that the require-
ments of network coverage and connectivity indexes are
met [30]. Engineering effect optimization can be achieved
only by reasonable incorporation of the topological structure
and the routing strategy. The paper proposes a topological
structure model of the linear hierarchical network specific to
energy constraints by transforming the WSN environmental
monitoring for the long-distance electric transmission lines
in the smart grid into an abstract topological structure.
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A zonal network topological structure is designed with
hierarchical configuration available based on the distribution
characteristics and demands of the nodes in the environ-
mentalmonitoring network of the long-distance high-voltage
electric transmission lines in the smart grid (Figure 5).

The zonal network topological structure with available
hierarchical configuration divides the whole strip-shaped
monitoring area into several subareas. In each subarea (i.e.,
cluster), the Internet network or General Packet Radio
Service (GPRS)/Global System for Mobile Communications
(GSM) public networks should be found nearby. Generally, a
subarea is within the range of several kilometers or dozens of
kilometers. WSN nodes are arranged in the subareas divided
and the interval between each two clusters is approximately
600m thus formingWSN clustering. The analytical methods
within each cluster and group of clusters are basically the
same. Thus, the cluster is used as the unit to analyze the
network characteristics and optimize the protocols.

Each cluster comprises 24 sensor nodes of data collection,
4 intermediate-layer routing nodes, and 1 PAN coordinator
node (cluster head). The intermediate routing nodes and
sensor nodes are uniformly distributed around the PAN
coordinator. The multihopping mode is used between mem-
ber nodes and cluster head nodes and cluster head nodes
themselves. Each node has the functions of sensing, short-
distance communication, and long-distance communications
and yet these functions are not completely equivalent. The
underlying sensor nodes activate the sensing and short-
distance communication function to acquire and retransmit
data. The intermediate routing nodes activate the short-
distance communication function to retransmit data. The
upper-layer cluster head nodes activate the short-distance
and long-distance communication functions to collect data
and upload them to the information center. Generally, the
network topological structure does not cluster network unless
the nodes fail and exit from the network. Thus, no complex
route maintenance is required to 11 reduce the energy con-
sumed in frequent path switching.

During the startup phase of the network operation, the
cluster head establishes a mesh network and the member
nodes will join the network as an intermediate-layer routing
node or a sensor node.A transmission pathwill be established
automatically between various member nodes and cluster
head nodes by many-to-one route selection and source
route selection. During the monitoring stage of the network
operation, the monitoring center host will send query or
control instructions to the data concentrator. The cluster
head nodes will then retransmit the command frame to the
member nodes by broadcast or unicast via the ZigBee PRO
network. During the process of reverse data transmission,
the routing nodes can directly send data to the cluster head
by the unicast method for the network address of the cluster
head is fixed. The cluster head nodes receive and summarize
the data collected in the monitored areas to achieve quick
and effective extended relay transmission of the packets
monitored. Finally, the cluster head nodes will access the
public networks (Internet, GPRS/GSM, etc.) to achieve the
connection between WSN and external networks and then
transmit the monitoring data back to the monitoring center.

Table 1: The frame format of the RREQ message.

Type of broadcast
packet

Flag
bit

Hop
count

Source
address Node level

RREQ 1 hop src level

In conclusion, the zonal network topological network
with available hierarchical configuration and networking
strategies have significant characteristics in high efficiency
and energy conservation: (1) the zonal network topological
structure with available hierarchical configuration can reduce
the number of channel access times of the nodes by data
aggregating thus improving the network performance; (2)
real-time data transmission can be guaranteed by cluster head
data transmission thus enabling most of the nodes in the
network to consume low energy.

3.3. Zonal Topological Structure Routing Protocol with Hier-
archical Configuration Available. The paper proposes a zonal
topological structure with hierarchical configuration of node
functions for the environmental monitoring network of the
electric transmission lines specific to the characteristics of the
long-distance high-voltage electric transmission lines in the
smart grid and designs a routing protocol with Topological
Structure be Layered Configurations (TSLC) based on the
above. The TSLC routing protocol is a layered routing
protocol, which adds its own route maintenance function
after establishing an algorithm on the reverse path of the
AODV routing protocol.

The TSLC routing protocol compromises PAN coordina-
tor nodes, intermediate routing nodes, and sensor nodes.The
PAN coordinator nodes send path request data packets and
other nodes retransmit RREQ. A routing tree is formed with
the PAN node as the center by flooding broadcast. Thus, the
nodes in the network establish a reverse path to transmit and
maintain data. Cross-layer collaboration can be performed
based on the node identity during data maintenance. RERR
packets can be sent when nodes fails. The relay nodes will
respond to the RERR packets and send RREP packets thus
recovering the interrupted links. Each node only maintains
the route from the node to other nodes except the PAN nodes
and there is no need tomaster the topological structure of the
whole network.

3.3.1. Network Establishment Process of TSLCRouting Protocol.
During the process of network establishment, the identities of
various nodes and the hop count among the routing nodes,
sensor nodes, and PAN coordinator nodes are determined
first. Then, a route request packet RREQ is created by the
PAN coordinator node and broadcasted to its neighbor
nodes. The RREQ message is transmitted unidirectionally
among network nodes. Independent lists of neighbor nodes
are formed in network nodes based on the RREQ message
(Figure 6). The frame format of the RREQ message is shown
in Table 1.

During retransmission of the RREQ packets, the fields
such as hop count, source address, node level will be updated.
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The source address is the identity (ID) number of the retrans-
mission node. During the initial stage of PAN flooding, the
value of various node levels is set to 0; the level value will be
plus 1when the node receives aRREQpacket for the first time;
the level value will be plus 1 again when the node receives
a RREQ packet for the second time; the rest can be done in
the same manner to form hierarchical distribution of nodes.
When the path request is retransmitted, the hop count of the
RREQ packet nodes transmitted will be updated and the hop
count is the hop count of RREQ first received plus 1.

The routing node will respond to the PAN node after
receiving RREQ. The address of the PAN coordinator node
will be recorded as the target node of the previous hop during
data transmission. Each node that receives the RREQ will
update the source address in the RREQ message to its own
ID address and retransmit the RREQ once. Its neighbor node
(including PAN nodes and sensor nodes) will first judge
whether itself is a PAN node based on ID after receiving
RREQ. It will be judged as a PAN node if the ID is 0.Then,
the node will add the source address in RREQ as a new
one in the neighbor list and wait for transmission of data

packets instead of retransmitting RREQ. Otherwise it will be
judged as a sensor node and further judgment will be made
to determine whether the node receives RREQ for the first
time. If the node receives RREQ for the first time, the source
address inRREQwill be added to its ownneighbor list and the
address will be used as the node of the previous hop during
transmission of data packets thus establishing a reverse path.
Then the source address in theRREQmessagewill be updated
to its own ID address and retransmit the RREQ once. If it is
not the first time for the node to receive RREQ it will neither
respond nor retransmit RREQ thereby completing addition
in the neighbor list. Establishment of the network and routing
tree is completed and ready for transmission of data packets
after the neighbor lists of all nodes are added (Algorithms 1).

To avoid any loop formed by the flooding RREQ, a
network node will use the source node retransmitted by the
path received for the first time as its own previous hop and
only retransmit once. It will add neighbors and no longer
retransmit RREQ under other conditions.The hop count will
increase progressively if the network node receives RREQ for
the first time. The hop count will be retransmitted to other
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Input:
PanNode, RoutingNode, RREQ, Node;

Initialize:
RREQ = request packet(PanNode);
RREQ = receive packet(RoutingNode);
RoutingNode.previous = PanNode.address;
RoutingNode.Transpond(RREQ);

(1) while true do
(2) RREQ = request packet(Node);
(3) if RREQ.type == PAN then
(4) add neighbour(Node);
(5) else
(6) if Node.first then
(7) Node.type = NORMAL;
(8) Node.previous = RREQ.address;
(9) Update(RREQ);
(10) Transpond(RREQ);
(11) else
(12) add neighbour(Node);
(13) end if
(14) end if
(15) end while

Algorithm 1: Break-routing establishment.

nodes during retransmission.The hop count of the repeatedly
retransmitted RREQ will be plus 1 when the nodes in the
network receive the retransmitted RREQ.The distance to the
PAN coordinator nodes will be judged from the hop count.

3.3.2. Data Transmission Process of Sensor Nodes. Any sensor
node can send data packets to the PAN coordinator nodes
after network establishment thus enabling users to observe
the environment remotely (Algorithm 2). Transmission of
data packets includes two cases: (1) the nodes themselves are
the sources of data transmitted and the data are transmitted
by a routing tree; (2) the nodes only serve as relay nodes
or coordinator nodes; the data packets will be received if
they are coordinator nodes; the previous hop formed during

broadcasting will be served as their destination address for
retransmission of data packets if they are relay nodes.

3.3.3. Path Maintenance Strategies. A routing tree is formed
with the coordinator as the center for transmission of data
packets after TSLC network establishment. A node will
transmit route error packets RERR if it is not able to reach the
previous hop during transmission of data packets (Figure 7).
The node will carry its own ID, hop count, and address
of the failed nodes (its own previous hop) and cache the
data packets when transmitting RERR packets. The frame
format of the RERR message is as shown in Table 2, where
the hop count is the one of the nodes that transmits RERR
and signifies the distance to the coordinator node. The
source address represents the ID number of the source node
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Input:
Node, Packet;

Initialize:
Node.Send Data(Packet);

(1) if Node.type == SOURCE then
(2) Node.Send Data(Packet);
(3) if Node.neighbour has CoordinateNode then
(4) Node.previous = CoordinateNode;
(5) Transpond(Packet);
(6) else
(7) Node.previous = SelectNode From Routing();
(8) Transpond(Packet);
(9) end if
(10) else
(11) if Node.type == COORDINATE then
(12) Node.Receive Data(Packet);
(13) else
(14) Node.address = PanNode.address;
(15) Transpond(Packet);
(16) end if
(17) end if

Algorithm 2: Data transmission process of sensor nodes.

Table 2: The frame format of the RERR message.

Type of broadcast
packet

Flag
bit

Hop
count

Source
address

Destination
address

RERR 2 hop src dest

Table 3: The frame format of the RREP message.

Type of broadcast
packet

Flag
bit

Hop
count

Source
address

Destination
address

RREP 3 hop src dest

that transmits RERR packets and the destination address
represents the previous hop of the node.

When other nodes in the network receive RERR packets,
it is required to judge (1) whether its own top count is
less than that of the node that transmits RERR packets; (2)
whether its previous hop node has the same address with the
failed node.The node will compete for transmitting response
frame RRER packets, delete the failed nodes, and update the
neighbor list if its own hop count is less than that of the
node transmitting RERR packets and its own previous hop
is not a failed node. The source node that transmits RERR
packets will select the one that first corresponds to RRER as
its own previous hop. Thus, the link can be recovered from
interruption and the cached data packets can be transmitted
to a newprevious hop.The frame format of theRREPmessage
is shown in Table 3. The source node that transmits RREP
packets and the address of its own previous hop are primarily
carried when RREP is transmitted.The destination address of
RREP packets is the source node that transmits RERR.

The original MAC protocol and TSLC routing protocol
(OM-AODV) communication protocol is formed by combin-
ing the IEEE 802.15.4MAC protocol and above TSLC routing
protocol.

3.4. Cross-Layer Optimization of MAC Protocol. The
IEEE802.15.4 MAC protocol uses a fixed duty ratio and
its sleep mechanism is not able to properly adapt to the
varying network data transmission quantity. In the paper,
the superframe duty ratio is adjusted through different status
of the nodes so as to achieve dynamic adaptation of the data
transmission quantity, that is, modified IEEE802.15.4 MAC
protocol.

The length of the superframe cycles of all nodes specified
in the simulation test model is constant and identical. The
length of the superframe cycles is constant. The length of
the activity cycle within a superframe can be determined by
setting the activity index SO.The quantity of the data sent by
the computer and the length of superframe activity cycle are
compared and matched to achieve reasonable distribution of
the data transmission channels.

For nodes with large quantity of data transmission
(inner layer of the network, i.e., PAN coordinator node
and intermediate-layer routing nodes), the value of SO in
the superframe can be increased to prolong its length of
activation period. On one hand, the nodes should complete
data transmission within the superframe as much as possible
to reduce the probability of collision and shorten the time
delay of collision; on the other hand, reducing the sleep time
can promote completion of the data transmission task as a
result of a high node load. The sleeping mechanism can even
be canceled temporarily to ensure smooth operation of the
data traffic under the condition of a high operational load.



Journal of Sensors 9

PAN coordinator node (cluster head)
Intermediate-layer routing node
Data collection sensor node

Transmitting RERR Transmitting RREP Recovering from interrupted links

Source node
Fault node

Figure 7: Reconstruction after TSLC route interruption.

The probability of sleeping time occurrence can be effectively
reduced by increasing the activity cycle.

For nodes with large quantity of data transmission (exter-
nal layer of the network, i.e., data collection sensor nodes and
intermediate-layer routing nodes), the SO value within the
superframe should be decreased to shorten the time of the
activation period thus enabling the nodes to generally enter
a sleep mode under the condition of small quantity of data
transmission. The transceiver can even be shut down for a
long time to lower the energy consumption when the nodes
do not transmit any data in a period of time.

The nodes in the network include PAN coordinator
nodes, intermediate routing nodes, and sensor nodes. When
transmitting data packets, the MAC layer obtains the status
of a node by accessing the set cross-layer of the node in the
network layer and dynamically adjusts the SO value in the
protocol based on the node identity.The strategies for setting
the SO value are as follows.

(1) For PAN coordinator nodes, the SO value remains
unchanged.

(2) For intermediate-layer routing nodes, the activity
cycle should be increased and the sleep time should
be decreased due to a high load. Thus, the SO value
should be increased (in the paper, for the router nodes
in design, the SO value varies randomly from 6 to 9).

(3) For sensor nodes, the SO value should be decreased
enabling the nodes to be in a sleep state for a long
time under the condition of small quantity of data
transmission so as to lower energy consumption (in
the paper, the SO value of the sensor node varies
randomly from 3 to 6 during design).

Coprocessing of the network layer and the MAC layer can
save energy, reduce time delay, and improve the service
quality. The modified MAC protocol and TSLC routing
protocol (M2-TSLC) communication protocol is formed by
combining the above modified MAC protocol and the TSLC
routing protocol.

3.5. Testing and Analysis of Communication Protocol. A
combinatorial analysis and comparison are conducted for the
above three communication protocols, that is, original MAC
protocol and AODV routing protocol (OM-AODV), original
MAC protocol and TSLC routing protocol (OM-TSLC), and
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modified MAC protocol and TSLC routing protocol (M2-
TSLC) by network emulator NS2. The WSN is of layered
symmetric topological structure (Figure 8), where all sensor
nodes have the same physical structure and the same data
transmission radius. All communications among nodes use
a two-way link. Each node at least has one neighbor node
within its communication range. All nodes cannot move.
The address of each node is distinguished by a different ID.
Node 0 is the PAN coordinator node; nodes 7, 14, 21, and
22 are intermediate routing nodes; the hop count of the
nodes reaching the PAN coordinator is 1.The remaining ones
are sensor nodes. The hop count between the sensor nodes
and corresponding routing nodes is 1 or 2. For example,
the hop count between sensor nodes 4, 5, and 6 and their
corresponding cluster head node (intermediate routing node)
7 is 1; the hop count between the sensor nodes 1, 2, and 3 and
their corresponding cluster head node (intermediate routing
node) 7 is 2. See Table 4 for the configuration parameters of
the WSN network.
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Table 4: The configuration parameters of the WSN.

Parameter Value
Primary energy of node 100 J
Size of data packet 50 byte
Node transmitting power 110mW
Idle listening power 5 uW
Communication radius of node 30m
Transmission interval for data Packets 4 s
Node receiving power 80mW
Sleep mode power 1114 nW
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The communication protocol test uses the residual energy
index and three-dimensional performance index [31], that
is, throughput, end-to-end delay, packet delivery fraction to
jointly evaluate the overall energy efficiency of the routing
protocol.

3.5.1. Testing and Analysis of Energy-Efficiency. Based on the
difference in function types of WSN nodes, the residual
energy includes the residual energy of the PAN coordinator
nodes, the average residual energy of the intermediate routing
nodes, and the average residual energy of the sensor nodes.
On the premise that the operation duration of theWSNnodes
is 100 s, 200 s, 400 s, 800 s, 1600 s, 3200 s, 6400 s, 12800 s,
25600 s, and 51200 s, the residual energy of WSN nodes of
various types are tested as shown in Figures 9–11.

ThePANcoordinator nodes are the functional nodeswith
the most frequent information exchange in WSN and their
residual energy value will directly affect the overall operation
duration of the whole network. The three communication
protocols basically have the same residual energy when the
PAN coordinator nodes and the intermediate routing nodes
are running the time interval [100 s, 3200 s]; the M2-TSLC
communication protocol exhibits significant advantages in
energy conservation and the OM-AODV communication
protocol is slightly superior to theOM-TSLC communication
in energy conservation when running the time interval
[6400 s, 51200 s] (Figures 9 and 10).

The three communication protocols basically have the
same residual energy when the residual energy of the sensor
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Figure 10: Average of residual energy of intermediate-layer routing
nodes.
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Figure 11: Energy average of sensor nodes.

nodes are running the time interval [100 s, 6400 s]; the OM-
AODV communication protocol exhibits certain advantages
when running the time interval [6400 s, 51200 s] (Figure 11).
However, the survival performance of the whole network
depends on the residual energy of the critical functional
nodes. The lifetime of the whole network can be prolonged
if the residual energy of the PAN coordinator nodes and
the intermediate-layer routing nodes is greater than the
residual energy of the sensor nodes. Hence, the M2-TSLC
communication protocol has obvious advantages in energy
conservation from the viewpoint of the overall WSN residual
energy.

3.5.2. Testing and Analysis of Network Performance. In the
performance test, the three types of performance indexes of
throughput capacity, end-to-end delay, and delivery rate are
used to test the network performance. The three types of
indexes present an objective evaluation of the network quality
from different angles [32].

(1) Throughput Capacity. It is the number of the data packets
that the WSN nodes receive and send within the unit time.
It reflects the efficiency of the overall operation of WSN.
Consider

Throughput capacity = 1
𝑛

𝑇
𝑛

∑

𝑡=0

(𝑁𝑟
𝑡
+ 𝑁𝑠
𝑡
) , (2)
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Figure 12: Test of WSN throughput capacity.

where 𝑁𝑟
𝑡
is the number of the data packets received by the

goal nodes within 𝑇 time. 𝑁𝑠
𝑡
is the number of the data

packets sent by the source nodes within 𝑇 time; ∑𝑇𝑛
𝑡=0
(𝑁𝑟
𝑡
+

𝑁𝑠
𝑡
) is the sum of the data packets that theWSN data packets

receive and send within 𝑇
𝑛
.

Based on the test of WSN throughput capacity, it is
discovered that (Figure 12) the throughput capacity average
of the M2-TSLC communication protocol is 871.47 byte/s.
The throughput capacity averages of the OM-TSLC com-
munication protocol and the OM-AODV communication
protocol are 767.14 byte/s and 733.74 byte/s, respectively; that
is, the throughput capacity performance of the M2-TSLC
communication protocol is superior to the remaining two
algorithms.

(2) End-to-End Delay. It is the average time consumed for the
data packets transmitted from the source node to the goal
node. The end-to-end delay includes interface queue cache,
MAC layer retransmission, and sending and transmission
time. Consider

End-to-end Delay = 1
𝑁

𝑁
𝑠

∑

𝑖=0

(𝑟𝑡
𝑖
− 𝑠𝑡
𝑖
) , (3)

where 𝑁
𝑠
is the total number of the data packets sent by the

source node; 𝑟𝑡
𝑖
is the time when the goal node receives the

𝑖th data packet; 𝑠𝑡
𝑖
is the time when the source node sends the

𝑖th data packets; ∑𝑁𝑠
𝑖=0
(𝑟𝑡
𝑖
− 𝑠𝑡
𝑖
) is the total time delay of the

WSN during sending and receiving of the data packets from
the 𝑖th data packet to the𝑁

𝑠
th data packet.

Based on the end-to-end delay test for WSN, it is discov-
ered that (Figure 13) the end-to-end delay of the M2-TSLC
communication protocol is lower than that of the remaining
two algorithms. In addition, with continuous operation of
the network, the advantages of the end-to-end delay of the
M2-TSLC communication protocol are becoming significant
gradually compared to the remaining two algorithms.

(3) Data Packet Delivery Rate. It describes the rate of suc-
cessful transmission of the data packets from the source
nodes to the goal nodes in WSN and reflects the data
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Figure 14: Test of WSN data packet delivery rate.

transmission efficiency and reliability of the routing protocol.
The computing method is as follows:

Data Packet Delivery Rate =
𝑁
𝑟

𝑁
𝑠

, (4)

where 𝑁
𝑟
is the number of data packets received by the goal

node and 𝑁
𝑠
is the number of the data packets sent by the

source node.
Based on the test of WSN data packet delivery rate,

it is discovered that (Figure 14) the delivery rate of the
M2-TSLC communication protocol is 0.89; the throughput
capacity averages of the OM-TSLC communication protocol
and the OM-AODV communication protocol are 0.78 and
0.75, respectively; that is, the delivery rate performance of
the M2-TSLC communication protocol is superior to the
remaining two algorithms.

In conclusion, the M2-TSLC communication protocol
is superior to the remaining two communication protocols
in energy conservation and three-dimensional performance
indexes (throughput capacity, end-to-end delay, and data
packet delivery rate). Therefore, the M2-TSLC communica-
tion protocol provides an energy-efficient network protocol
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strategy with superior performance for sensing and moni-
toring of the long-distance electric transmission lines in the
smart grid.

4. Conclusion

The design achieves quick and effective extended relay trans-
mission of the wireless monitoring data packets of the long-
distance high-voltage electric transmission lines in the smart
grid by using the energy consumption parameters of ZigBee
hardware and protocol for WSN network establishment.
Real-time monitoring is performed for the environmental
parameters along the lines to achieve real-time warning
and fault locating for electrical equipment as well as timely
and effective maintenance measures thus ensuring normal
electric transmission and minimizing any influence caused
by the disasters. Based on the AODV routing protocol and
IEEE 802.15.4 MAC protocol, the paper proposes a set of
topological structures and network establishment strategies
for long-distance electric transmission lines and optimizes
the network using the cross-layer design method to achieve
improvement of the network performance and reduction of
energy consumption.

The paper evaluates the quality of the optimized network
using the four types of indexes, namely, residual energy
consumption, throughput capacity, end-to-end time delay,
and delivery rate. As functional nodes with themost frequent
information exchange in the network, the PAN coordinator
nodes of theM2-TSLC communication protocol exhibit obvi-
ous advantages in energy conservation. In terms of the WSN
global survival time, the M2-TSLC communication protocol
has obvious advantages in energy conservation and the M2-
TSLC communication protocol is superior to the remaining
two communication protocols in energy conservation, three-
dimensional performance indexes (throughput, end-to-end
delay, and delivery rate of data packets). Therefore, the M2-
TSLC communication protocol provides an energy-efficient
network protocol strategy with reliable communication per-
formance for sensing and monitoring of the long-distance
electric transmission lines in the smart grid.
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In permanent magnet synchronous motor (PMSM) traditional vector control system, PI regulator is used in the speed loop, but it
has some defects. An improved method of PMSM vector control is proposed in the paper. The active-disturbance rejection control
(ADRC) speed regulator is designed with the input signals of given speed and real speed and the output of given stator current q
coordinate component. Then, in order to optimize ADRC controller, the least squares support vector machines (LSSVM) optimal
regressionmodel is derived and successfully embedded in theADRCcontroller. ADRCobservation precision anddynamic response
of the system are improved.The load disturbance effect on the system is reduced to a large extent.The system anti-interference ability
is further improved. Finally, the current sensor CSNE151-100 is selected to sample PMSM stator currents.The voltage sensor JLBV1
is used to sample the stator voltage.The rotor speed of PMSM ismeasured bymechanical speed sensor, the type of which is BENTLY
330500. Experimental platform is constructed to verify the effectiveness of the proposed method.

1. Introduction

With the advantages of high power density and high effi-
ciency, permanent magnet synchronous motor (PMSM) is
widely used in a variety of high performance electric drive
fields. PMSM controlmethod has been widely concerned and
researched [1–17].

PMSM is nonlinear and is strongly coupling. In order to
achieve high performance operation, the uncertainties and
nonlinear impact on the system must be overcome. In trad-
itional vector control system, PI regulator is adopted in the
speed loop. PI controller structure is simple; nevertheless, its
parameter robustness is poor and there are contradictions
between speed and overshoot. PI control is difficult to meet
the requirements of high performance operation.

Based on the preliminary research results, an improved
method of PMSM control is proposed in the paper. The act-
ive-disturbance rejection controller (ADRC) is designed for
speed loop. Then, in order to optimize ADRC controller,
the least squares support vector machines (LSSVM) optimal
regression model is derived and successfully embedded in

the ADRC controller. ADRC observation precision and dyn-
amic response of the system are improved. The load dist-
urbances effect on the system is reduced to a large extent.The
system anti-interference ability is further improved. Finally,
different sensors sampling current, voltage, and rotor speed
are used to finish experimental validation.

2. PMSM Mathematical Model

𝑑-𝑞 coordinate is chosen.The voltage equation of PMSM is as
follows:

𝑢𝑑 = 𝑅𝑠𝑖𝑑 + 𝑝𝑖𝑑𝐿𝑑 − 𝜔𝑟𝐿𝑞𝑖𝑞,

𝑢𝑞 = 𝑅𝑠𝑖𝑞 + 𝑝𝑖𝑞𝐿𝑞 + 𝜔𝑟𝐿𝑑𝑖𝑑 + 𝜔𝑟𝜓𝑟,

(1)

where 𝑢𝑑, 𝑢𝑞 are stator voltage 𝑑, 𝑞 coordinate components;
𝑖𝑑, 𝑖𝑞 are stator current 𝑑, 𝑞 coordinate components; 𝑅𝑠 is sta-
tor resistance, 𝐿𝑑, 𝐿𝑞 are stator inductance; 𝜔𝑟 is rotor speed;
𝜓𝑟 is permanent magnet flux linkage; and 𝑝 is differential
operator.
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The electromagnetic torque equation of PMSM is shown
as follows:

𝑇𝑒 = 𝑁𝑝 (𝜓𝑟𝑖𝑞 + (𝐿𝑑 − 𝐿𝑞) 𝑖𝑑𝑖𝑞) . (2)

For surface PMSM, 𝐿𝑑 = 𝐿𝑞. Equation (3) can be derived
from (2):

𝑇𝑒 = 𝑁𝑝𝜓𝑟𝑖𝑞. (3)

The motion equation of PMSM is as follows:

𝐽
𝑑

𝑑𝑡
(
𝜔𝑟

𝑁𝑝

) + 𝐵(
𝜔𝑟

𝑁𝑝

) = 𝑇𝑒 − 𝑇𝐿, (4)

where 𝐽 is rotational inertia; 𝐵 is friction coefficient; and 𝑇𝐿
is the load.

3. Design of ADRC Speed Regulator

3.1. ADRC Theory. ADRC controller is composed of track-
ing-differentiator (TD) and extended state observer (ESO)
and nonlinear state error feedback control rate (NLSEF) [18,
19].

First-order system is assumed as follows:

∙

𝑥 = 𝑓 (𝑥, 𝑡) + 𝑏𝑢,

𝑦 = 𝑥.

(5)

The TD model of the first-order system (5) is as follows:

∙V
1 = −fst (V1 − V, 𝑟, 𝑇) , (6)

where fst(V1, 𝑟, 𝑇) is defined as

𝑑 = 𝑟𝑇; 𝑑0 = 𝑑𝑇;

𝑦TD = V1; 𝑎0 = (𝑑
2
+ 8𝑟

𝑦TD
)
1/2

;

𝑎 =

{{

{{

{

(𝑎0 − 𝑑)

2
,
𝑦TD

 > 𝑑0,

𝑦TD
𝑇
,

𝑦TD
 ≤ 𝑑0,

fst = −
{

{

{

𝑟𝑎

𝑑
, |𝑎| ≤ 𝑑,

𝑟 sgn (𝑎) , |𝑎| > 𝑑,

(7)

where V1 is the tracking signal of V; 𝑟 is the tracking speed
factor; and 𝑇 is the sample period.

The ESO model of first-order system (3) is as follows:

𝑒 = 𝑧1 − 𝑦,

∙

𝑧
1 = 𝑧2 − 𝛽01 ∗ fal (𝑒, 𝛼1, 𝛿) + 𝑏𝑢,

∙

𝑧
2 = −𝛽02 ∗ fal (𝑒, 𝛼2, 𝛿) ,

(8)

where 𝑧1 is the tracking signal of 𝑦; 𝑧2 is the estimation
value of disturbance; 𝛼1, 𝛼2 are nonlinear factors; 𝛿 is filter

𝜔∗
r �1 e1 u0

− −

u

1/b b

z1

z2

NLSEFTD
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i∗q

𝜔r

Figure 1: Diagram of the speed regulator based on ADRC.

factor;𝛽01,𝛽02 are the parameters; and fal(𝑒, 𝛼, 𝛿) is nonlinear
function:

fal (𝑒, 𝛼, 𝛿) =
{

{

{

|𝑒|
𝛼 sgn (𝑒) , |𝑒| > 𝛿,
𝑒

𝛿1−𝛼
, |𝑒| ≤ 𝛿.

(9)

NLSEF model of system (3) is as follows:

𝑒1 = V1 − 𝑧1,

𝑢0 = 𝛽1fal (𝑒1, 𝛼3, 𝛿1) ,

𝑢 = 𝑢0 −
𝑧2

𝑏
,

(10)

where 𝛿1 is filter factor and 𝛼3 is nonlinear factor.

3.2. Speed Regulator Design. Equation (11) is obtained from
(3) and (4):

𝑑𝜔𝑟

𝑑𝑡
=
𝑁
2

𝑝
𝜓𝑟𝑖𝑞

𝐽
−
𝑁𝑝𝑇𝐿

𝐽
−
𝐵𝜔𝑟

𝐽
. (11)

Based on ADRC theory, 𝑇𝐿, 𝐵, and 𝐽 are seen as dis-
turbance velocity loop. The disturbance is denoted as 𝑤(𝑡),
𝑤(𝑡) = −(𝑁𝑝𝑇𝐿/𝐽) − (𝐵𝜔𝑟/𝐽). Equation (12) is got as follows:

𝑑𝜔𝑟

𝑑𝑡
=
𝑁
2

𝑝
𝜓𝑟𝑖𝑞

𝐽
+ 𝑤 (𝑡) . (12)

The output of the speed loop is the given value of 𝑖𝑞, which is
𝑖
∗

𝑞
. Then, (13) is got:

𝑑𝜔𝑟

𝑑𝑡
=
𝑁
2

𝑝
𝜓𝑟𝑖
∗

𝑞

𝐽
+ 𝑤 (𝑡) . (13)

Speed regulator based on ADRC with 𝜔∗
𝑟
and 𝜔𝑟 as the

input signals and 𝑖∗
𝑞
as the output signal is designed according

to (6), (8), and (10). The diagram of speed regulator based on
ADRC is shown in Figure 1.

4. Design of LSSVM-ADRC Controller

4.1. LSSVM Theory. Assume training sample data {(𝑥𝑘, 𝑦𝑘) |
𝑘 = 1, 2, . . . , 𝑁}, while 𝑥𝑘 ∈ 𝑅

𝑛 is the input data and
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Figure 2: Diagram of LSSVM-ADRC controller.

𝑦𝑘 ∈ 𝑅 is the output data. The goal of LSSVM is to construct
a regression model as follows [20–23]:

𝑦 (𝑥) = 𝑤
𝑇
𝜑 (𝑥) + 𝑏, (14)

where 𝑤 ∈ 𝑅𝑛 is weight vector; 𝑏 ∈ 𝑅 is the offset; and 𝜑(𝑥) is
the mapping function in kernel space.

LSSVM regression algorithm is to calculate the optimum
as follows:

min 𝐽 (𝑤, 𝜀) =
1

2
‖𝑤‖
2
+
1

2
𝜉

𝑁

∑

𝑘=1

𝜀
2

𝑘

s.t. 𝑦𝑘 = 𝑤
𝑇
𝜑 (𝑥𝑘) + 𝑏 + 𝜀𝑘; 𝑘 = 1, 2, . . . , 𝑁,

(15)

where 𝐽 is the optimized objective function; 𝜉 ∈ 𝑅 is the
regularization parameter; and 𝜀𝑘 ∈ 𝑅 is the relaxation factor
of insensitive loss function.

The corresponding Lagrange function is shown as fol-
lows:

𝐿 =
1

2
‖𝑤‖
2
+
1

2
𝜉

𝑁

∑

𝑘=1

𝜀
2

𝑘
−

𝑁

∑

𝑘=1

𝑎𝑘 (𝑤
𝑇
𝜑 (𝑥𝑘) + 𝑏 + 𝜀𝑘 − 𝑦𝑘) ,

(16)

where 𝑎𝑘 ∈ 𝑅 is Lagrange factor.
The partial derivation operation of 𝐿 is made, and then

make it to zero. Equation (17) is got:

𝑤 =

𝑁

∑

𝑘=1

𝑎𝑘𝜑 (𝑥𝑘) ,

𝑎𝑘 = 𝜉𝜀𝑘,

𝑁

∑

𝑘=1

𝑎𝑘 = 0,

𝑤
𝑇
𝜑 (𝑥𝑘) + 𝑏 + 𝜀𝑘 − 𝑦𝑘 = 0.

(17)

Thus, the optimization problem is transformed into
solving the following linear equation:

[
0 1𝑇
1 Ω + 𝜉−1I] [

𝑏

a] = [
0

y] , (18)
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Figure 3: Simulationwaves under ADRCmethodwhen given speed
is 700 r/min and load changes from 0 to 3N⋅m at 0.3 s.

where 1 = [1, 1, . . . , 1]𝑇; I is an 𝑁 × 𝑁 unit matrix; a =
[𝑎1, 𝑎2, . . . , 𝑎𝑁]

𝑇; y = [𝑦1, 𝑦2, . . . , 𝑦𝑁]
𝑇; and Ω = {Ω𝑖𝑗}𝑁×𝑁,

Ω𝑖𝑗 = 𝜑(𝑥𝑖)
𝑇
⋅ 𝜑(𝑥𝑗) = 𝐾(𝑥𝑖, 𝑥𝑗), 𝑖, 𝑗 = 1, 2, . . . , 𝑁.

𝐾(𝑥𝑖, 𝑥𝑗) is a kernel function. The approximation accu-
racy and computational efficiency are both considered in the
paper; Gaussian RBF kernel function is chosen and shown as
follows:

𝐾(𝑥𝑖, 𝑥𝑗) = exp(−

𝑥𝑖 − 𝑥𝑗



2

2𝜁2
) , (19)

where 𝜁 is a coefficient which decides the scaling extent of
input variable in learning algorithm.

DefineM = Ω + 𝜉
−1I. The solution of (18) is expressed as

follows:

𝛼 = 𝑀
−1
(y − 𝑏1) ,

𝑏 =
1𝑇𝑀−1y
1𝑇𝑀−11

.

(20)

Therefore, the LSSVM approximation function is as
follows:

𝑦 (𝑥) =

𝑁

∑

𝑘=1

𝑎𝑘𝐾(𝑥, 𝑥𝑘) + 𝑏. (21)

4.2. LSSVM-ADRC Controller. In Figure 1, sample the output
variables 𝑧1, 𝑧2 of ESO.Train LSSVMmodel to get the optimal
regression model with 𝑧1 as the input signal and 𝑧2 as the
output signal. Then, embed the LSSVM optimal regression
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Figure 4: Simulation waves under LSSVM-ADRC method when
given speed is 700 r/min and load changes from 0 to 3N⋅m at 0.3 s.

model into the ADRC controller. The diagram of LSSVM-
ADRC is shown in Figure 2.

In Figure 2, the LSSVMmodel can estimate part of system
disturbance 𝑓LSSVM according to the input signal 𝑧1. 𝑓LSSVM
and the other disturbance 𝑧

2
estimated by ESO compose the

total disturbance. Therefore, it can be seen that the ADRC
disturbances estimation burden has reduced and system
response has been improved. Furthermore, the system anti-
interference ability is enhanced. The mathematical model of
LSSVM-ADRC controller is obtained:

V̇1 = −fst (V1 − 𝜔
∗

𝑟
, 𝑟, 𝑇) ,

𝑒 = 𝑧1 − 𝜔𝑟,

�̇�1 = 𝑧


2
− 𝛽01fal (𝑒, 𝛼1, 𝛿1) + 𝑏𝑢 + 𝑓LSSVM,

̇𝑧
2
= −𝛽02fal(𝑒,

𝛼1

2
, 𝛿1) ,

𝑒1 = V1 − 𝑧1,

𝑢0 = 𝛽1fal (𝑒1, 𝛼2, 𝛿2) ,

𝑢 = 𝑢0 −
(𝑧


2
+ 𝑓LSSVM)

𝑏
.

(22)

5. Simulation and Experiment Results

5.1. Simulation Result. Based onMatlab/Simulink, the system
simulation model is constructed to carry out simulation.
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Figure 5: Simulationwaves under ADRCmethodwhen given speed
is 1500 r/min and load changes from 3N⋅m to 6N⋅m at 0.25 s.

LSSVM training is programed using m file in Matlab. The
main parameters of PMSM are as follows: 𝑅𝑠 = 13Ω, 𝜓𝑟 =
0.7Wb, and𝑁𝑝 = 2.

(1) The given speed is 700 r/min; at 0.3 s load torque
changes from 0 to 3N⋅m.The speed waves are shown
in Figures 3 and 4 under ADRC speed regulator and
LSSVM-ADRC speed regulator, respectively.

From Figure 3, it can be seen that, based on ADRC speed
controller, rotor speed instantly drops to 660 r/min when
load suddenly changes, and then it reaches a steady state
once again after 0.1 seconds. Contrastively, under LSSVM-
ADRC speed controller in Figure 4, rotor speed drops to
695 r/min when load suddenly changes, and only after 0.06 s
it reaches steady state again. The reason is LSSVM has
reduced the burden on the ESO observation.The observation
accuracy and system response speed have been improved
under LSSVM-ADRC method.

(2) The given speed is 1500 r/min; at 0.25 s load torque
changes from 3N⋅m to 6N⋅m. The speed waves are
shown in Figures 5 and 6 under ADRC speed regula-
tor and LSSVM-ADRC speed regulator, respectively.

From Figure 5, it can be seen that, based on ADRC speed
controller, when load suddenly changes rotor speed drops
from 1500 r/min to 1470 r/min, and after that it reaches a
steady state after 0.07 seconds. Contrastively, under LSSVM-
ADRC speed controller in Figure 6, rotor speed drops from
1500 r/min to 1497 r/min when load suddenly changes, and
only after 0.03 s it reaches a steady state again.

Combining the above simulation results under conditions
of low speed and high speed, it can be concluded that, based
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Figure 7: Experiment speedwave under ADRCmethodwhen given
speed is 700 r/min and load changes from 0 to 3N⋅m.

on LSSVM-ADRC method, system responsiveness has been
greatly improved; at the same time, system anti-interference
ability has been improved to a large extent.

5.2. Experiment Result. To validate the performance of the
proposed method, experimental study is conducted on a
PMSM turbine. The motor parameters are the same as the
simulation motor. The chip TI DSP TMS320F2812 is chosen
as the control core. The AC-DC-AC main circuit structure is
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Figure 8: Experiment waves under LSSVM-ADRC method when
given speed is 700 r/min and load changes from 0 to 3N⋅m.
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Figure 9: Experiment speedwave under ADRCmethodwhen given
speed is 1500 r/min and load changes from 3N⋅m to 6N⋅m.
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Figure 10: Experiment waves under LSSVM-ADRC method when
given speed is 1500 r/min and load changes from 3N⋅m to 6N⋅m.

adopted.The rectifiermodule uses diode and invertermodule
uses MOSFET.The current sensor CSNE151-100 is selected to
sample PMSM stator currents. The voltage sensor JLBV1 is
used to sample the stator voltage. The rotor speed of PMSM
is measured by mechanical speed sensor, the type of which is
BENTLY 330500.

The given speed is 700 r/min and load torque changes
from0 to 3N⋅m.The rotor speedwaves are shown in Figures 7
and 8 underADRC speed regulator and LSSVM-ADRC speed
regulator, respectively.

The given speed is 1500 r/min and load torque changes
from 3N⋅m to 6N⋅m. The speed waves are shown in Figures
9 and 10 under ADRC speed regulator and LSSVM-ADRC
speed regulator, respectively.

From Figures 7–10, it can be seen that, based on LSSVM-
ADRC method, system responsiveness has been greatly
improved; at the same time, system anti-interference ability
has been improved to a large extent. It is consistent with the
simulation results.

6. Conclusion

An improved method of PMSM vector control is proposed
in the paper. The ADRC speed regulator is designed. Then,
LSSVM optimal regression model is derived and embedded
in the ADRC controller. ADRC observation precision and
dynamic response of the system are improved. The system
anti-interference ability is further improved. Finally, the
current sensor, voltage sensor, and speed sensor are chosen
to sample PMSM current, voltage, and speed. Experimental
platform is constructed to verify the effectiveness of the
proposed method.

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.

Acknowledgment

This paper is supported by the Fundamental Research Funds
for the Central Universities (2014MS89) and (2014QN46).

References

[1] H. Zhu, X. Xiao, and Y.-D. Li, “Stator flux control scheme for
permanent magnet synchronous motor torque predictive con-
trol,” Proceedings of the Chinese Society of Electrical Engineering,
vol. 30, no. 21, pp. 86–90, 2010.

[2] J. Faiz and S. H. Mohseni-Zonoozi, “A novel technique for
estimation and control of stator flux of a salient-pole PMSM in
DTCmethod based on MTPF,” IEEE Transactions on Industrial
Electronics, vol. 50, no. 2, pp. 262–271, 2003.

[3] M. Kazerooni, S. Hamidifar, and N. C. Kar, “Analytical mod-
elling and parametric sensitivity analysis for the PMSM steady-
state performance prediction,” IET Electric Power Applications,
vol. 7, no. 7, pp. 586–596, 2013.

[4] F. J. Lin, Y. C. Hung, and M. T. Tsai, “Fault-tolerant control for
six-phase PMSM drive system via intelligent complementary
sliding-mode control using TSKFNN-AMF,” IEEE Transactions
on Industrial Electronics, vol. 60, no. 12, pp. 5747–5762, 2013.

[5] S. H. Li and H. Gu, “Fuzzy adaptive internal model control
schemes for PMSM speed-regulation system,” IEEE Transac-
tions on Industrial Informatics, vol. 8, no. 4, pp. 767–779, 2012.

[6] C. L. Xia, J. X. Zhao, Y. Yan, and T. N. Shi, “A novel direct
torque control of matrix converter-fed PMSMdrives using duty
cycle control for torque ripple reduction,” IEEE Transaction on
Industrial Electronics, vol. 61, no. 6, pp. 2700–2713, 2014.

[7] H. Liu and S. Li, “Speed control for PMSM servo system using
predictive functional control and extended state observer,” IEEE
Transactions on Industrial Electronics, vol. 59, no. 2, pp. 1171–
1183, 2012.

[8] Z. Wang, Y. Zheng, Z. Zou, and M. Cheng, “Position sensorless
control of interleaved CSI fed PMSM drive with extended
Kalman filter,” IEEE Transactions on Magnetics, vol. 48, no. 11,
pp. 3688–3691, 2012.

[9] Y. Da, X. Shi, and M. Krishnamurthy, “A novel universal sensor
concept for survivable PMSM drives,” IEEE Transactions on
Power Electronics, vol. 28, no. 12, pp. 5630–5638, 2013.



Journal of Sensors 7

[10] B. Q. Li andH. Lin, “Direct control of current vector for surface-
mounted permanent magnet synchronous motor,” Proceedings
of the Chinese Society of Electrical Engineering, vol. 31, no. 1, pp.
288–294, 2011.

[11] Y. Xu and Y. Zhong, “A novel direct torque control strategy of
permanent magnet synchronous motors based on duty ratio
control,” Transactions of China Electrotechnical Society, vol. 24,
no. 10, pp. 27–32, 2009.

[12] D. Sun, Y.-K. He, and Z.-Y. He, “Fault tolerant inverter based
direct torque control for permanent magnet synchronous
motor,” Journal of Zhejiang University (Engineering Science), vol.
41, no. 7, pp. 1101–1131, 2007.

[13] S. He, A. R. Qiu, and X. M. Yuan, “Direct torque control of per-
manent magnet synchronous motor with SVM,” Micromotors,
vol. 41, pp. 6–8, 2008.

[14] L. Tang, L. Zhong, M. F. Rahman, and Y. Hu, “A novel direct
torque controlled interior permanent magnet synchronous
machine drive with low ripple in flux and torque and fixed
switching frequency,” IEEE Transactions on Power Electronics,
vol. 19, no. 2, pp. 346–354, 2004.

[15] J. Xu, Y. Xu, and J. Feng, “Direct torque control of permanent
magnet synchronous machines based on modified integrator,”
Transactions of China Electrotechnical Society, vol. 19, no. 7, pp.
77–80, 2004.

[16] D. Sun and Y. K. He, “Space vector modulated based constant
switching frequency direct control for permanent magnet
synchronous motor,” Proceeding of the CSEE, vol. 25, pp. 112–
116, 2005.

[17] Y. P. Liu, “Space vector modulated direct torque control for
PMSMbased onADRC,”Electric PowerAutomation Equipment,
vol. 31, no. 11, pp. 78–82, 2011.

[18] J. Q. Han, “From PID technique to active disturbance rejection
control technique,” Control Engineering of China, vol. 9, pp. 13–
18, 2002.

[19] J. Q. Han, Active Disturbance Rejection Control Technique,
National Defense Industry Press, Beijing, China, 2008.

[20] C. Peng, G. Liu, and H. Sun, “Wind speed forecasting based
on wavelet decomposition and differential evolution-support
vector machine for wind farms,” Electric Power Automation
Equipment, vol. 32, no. 1, pp. 9–13, 2012.

[21] Y. Zhang, Least Squares Support VectorMachines Inverse Control
of Two-Motor Variable Frequency Speed-Regulation Systems,
Jiang Su University, 2011.

[22] X. Shi, Z. Liu,M. Fu, and J.Wang, “Course control of air cushion
vehicle based on SVM-ADRC,” Journal of Huazhong University
of Science and Technology (Natural Science Edition), vol. 40, no.
5, pp. 59–63, 2012.

[23] Z. C. Wu, Q. D. Ouyang, and Z. W. Hu, “Polarimetric SAR
image classification using watershed-transformation and sup-
port vector machine,” Geomatics and Information Science of
Wuhan University, vol. 37, no. 1, pp. 7–10, 2012.



Research Article
Mutton Traceability Method Based on Internet of Things

Wu Min-Ning,1 Zhang-Xing Li,2 Zhang Yong-Heng,1 and Zhang Feng1

1 School of Information Engineering, Yulin University, Yulin 719000, China
2 School of Mechanical and Electrical Engineering, Xi’an University of Architecture and Technology, Xi’an 710055, China

Correspondence should be addressed to Wu Min-Ning; 178578051@qq.com

Received 6 May 2014; Accepted 19 June 2014; Published 10 August 2014

Academic Editor: Gongfa Li

Copyright © 2014 Wu Min-Ning et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

In order to improve the mutton traceability efficiency for Internet of Things and solve the problem of data transmission, analyzed
existing tracking algorithm, proposed the food traceability application model, Petri network model of food traceability and food
traceability of time series data of improved K-means algorithm based on the Internet of things. The food traceability application
model to convert, integrate and mine the heterogeneous information, implementation of the food safety traceability information
management, Petri network model for food traceability in the process of the state transition were analyzed and simulated and
provides a theoretical basis to study the behavior described in the food traceability system and structural design. The experiments
on simulation data show that the proposed traceability method based on Internet ofThings is more effective for mutton traceability
data than the traditional K-means methods.

1. Introduction

With the economic growth at full speed, people’s living
standards are generally improved, food consumption of rural
residents gradually into a well-off from food and clothing,
food consumption of urban residents will also benefit from
a well-off steering wealthy. There will be a lot of changes
for food supply and demand; it will be synchronous growth
of the single pursuit food quantity and the food quality,
the government’s attention, and regulation of food from just
focusing on food safety and quality concerns safety [1].

It will be development refined social division, specializa-
tion and globalization of food trade and productionmethods,
and are increasingly complex of food supply chain [2]. Food
from the raw material production to final consumption of
intermediate links becomes more and more involved in
making food safety production, processing, storage, trans-
portation, and sale of the entire food supply chain [3]. On
the one hand, it increased from production to consumption
of food intermediate links may be causing increase the
probability of food safety problems; on the other hand, the
supplier pursuit of profit and increasing the food supply chain
may be causing food safety problem [4, 5].

At present, the food safety control methods in food
processing only in the theoretical stage and lacking entire
food supply chain safety control methods, but the traditional
method is to use food inspection and food control key link
in the supply chain and other means, due to poor manage-
ment, operational errors and manual errors, often leading to
inefficiencies and higher error rates. This requires creating
a comprehensive system of food information traceability in
the supply and ensuring food “from the source to table” all
aspects of the information can be held liable retroactively and
corresponding of the offender [6–8].

With the development of wireless radio frequency iden-
tification technology, it has become more sophisticated,
gradually becoming various industries in Internet of Things
(IoT). IoT refers to all the items through the radio frequency
identification and other information sensing device con-
nected to the Internet, to realize intelligent identification and
management. Since 2000, theUnited States, EuropeanUnion,
Japan, and South Korea as the representative of developed
countries invest a lot of manpower, material things related
to technology research and infrastructure, digital residential,
health care, environmental monitoring, food safety and other
areas try to deploy IoT applications [9, 10]. In China, IoT
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Figure 1: Food traceability process.

related research attention has also been proposed to lead
the international standards as the core infrastructure, the
core technology research and development is related to
platform construction, the research and development road
demonstration of IoT applications simultaneously, IoT will
become survival of intelligent environments. From the point
of view of whole industry chain, social and economic, IoT is
not only a sensor network, but also the need of various sectors
involved in the application. Therefore, how to build demon-
stration application features and networking with industry
characteristics is critical to the success of the promotion of
networking applications.

Food safety traceability plays an irreplaceable role in
people’s health and social stability and development [11]. It
is an important measure of food safety risk management
and an effective technology to control the whole supply
chain. If there is a problem of food safety production that
can be traced back to the source, find the problem and
effective governance [12]. The animal food safety traceability
system not only includes the animal from birth to enter the
slaughterhouse feeding process (feeding and management,
disease prevention, treatment, and veterinary feed) recording
and monitoring, but also includes animal products into the
consumer market (supermarket), consumers can through
every animal unique identification code to query the animal
products breeding, slaughtering, processing and circulation
process. Figure 1 shows the animal food from the producer to
the aspects of consumer, and animal food from traced back
the reciprocal process.

To sum up, in this paper, applied the traceability manage-
ment network technology to the mutton food and collection
information based on IoT, transmission and processing of
each link to achieve mutton food industry chain, in order to
create traceability and price analysis data base, the informa-
tion traceability issues in-depth mutton products is studied.

2. Mutton Supply Chain Business
Model Based on Petri Network

It is amust to carry onmodeling analysis of themutton supply
chain business process in the traceability system design and

development. In order to ensure the rationality of the business
process, the consistency of logistics, and information flow in
the business process [13], there are many modeling methods
for business process that can be used, like Petri net as a kind of
modelingmethod based on the strict mathematics definition,
and various operating characteristics can be convenient
analysis system, which can not only describe the internal
system of logistics, but also describe the system of internal
flow of information [14, 15].

Compared with other modeling approaches, Petri net
has strict mathematical definitions, usable graphical repre-
sentation, and the advantages of being intuitive and easy
to understand and use. Specifically, it has the following
advantages.

(1) An intuitive graphical representation. Petri net is
a graphical language that can describe the basic
elements of the process model with distributed, con-
current, and asynchronous features.

(2) Ability to express the semantics and rich formalized
analysis. A Petri net model with the corresponding
semantic description of a business process can also
display the status and activities described in the
process model.

(3) Extensive analysis techniques. Petri nets have strong
analytical techniques and tools that can be used to
analyze various characteristics of the model, such as
peer-bounded and activity analysis calculations.

In short, it has strict mathematical definition, system
analysis and verification methods provider of Petri nets,
and an important analytical tool for some uncertainty, con-
currency and resource sharing system. The complexity of
business processes is mainly manifested in the uncertainty
and concurrency and resource sharing problem of many
factors, and the Petri net modeling method can well solve
the problem. It can describe business processes between the
upper and lower reaches of enterprise cooperation by Petri
network and can better describe the logistics and information
flow in parallel operation. Therefore, it can be used in the
business activities, business processes, and their relationship
modeling by Petri nets to verification and analysis of the
logistics system.

2.1. Traceability Business Model Based on Petri Network. Petri
network is used to describe discrete, distributed systems
mathematical modeling tools. With the development of
Petri network, in order to enhance the ability of Petri net
description of the system, there were many Petri modeling
methods extended to Petri nets, such as Predicate Transition
Net (PTN) [16], Colored Petri Net (CPN) [17], and Object-
Oriented Petri Net (OPN) [18], as well as other senior Petri
nets.

In the early stage, the main application field of Petri nets
is in communication. In recent years, with the development
of the theory of Petri nets, and its increasingly wide range
of applications, such as areas of performance evaluation,
communication protocols, and production systems [19], it has
become asynchronous, concurrent, distributed, strong work
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Figure 2: Graphical representation of Petri nets.

in parallel and nondeterministic information systems of Petri
nets [20].

Petri nets as a graphical and mathematical modeling tool
have four basic elements that are place, transition, arc, and
token. A Petri netmodel is formed by the four basic elements,
a Petri net model is formed by the four basic elements. In
addition, there are common elements in the condition and
event of Petri nets model. If a library has only two states and
there is no token, it is called event that the library is said to
conditions involving changes condition.

Define the triple 𝑁 = (𝑆, 𝑇; 𝐹) which is necessary and
sufficient condition of Petri nets; it is given by:

(1) 𝑆 ∩ Τ = 𝜙;
(2) 𝑆 ∪ 𝑇 ̸= 𝜙;
(3) 𝐹 ⊆ (𝑆 × 𝑇) ∪ (𝑇 × 𝑆);
(4) dom(𝐹) ∪ cod(𝐹) = 𝑆 ∪ 𝑇.

𝑆 is the set of libraries of𝑁;𝑇 is the set of transitions𝑁; 𝐹
is a collection of 𝑆 ordered pair elements; and a𝑇-element has
flow relation: is set to 𝐹 contained in the first element and the
second element-ordered pair consisting; is called𝑁 elements
set.

The reference pattern of Petri nets is expressed as a
library with a round, or a rectangular, or a short line which
indicates that changes by directed arcs represent ordered pair
and token represented by solid dots. Figure 2 is a graphical
representation of Petri nets.

For different business processes that the task execution
order is different, so it has relations sequence, parallel,
selection and circulation between tasks. Petri nets can be
divided behavioral characteristics and structural properties,
it includes reachability, boundedness, liveness, and conserva-
tiveness.

There are a lot of Petri net analysis methods; it not only
has the static structure analysis but also has the analysis of
dynamic behavior, such as reachability graph and coverability
tree, that is, incidence matrix, invariant, linguistic analysis,
computer simulation analysis, and structure analysis; these
methods have the strict mathematical foundation, and each
one has its good points, in actual analysis comprehensive use.

2.2. Modeling Business Process Based on Petri Network. Petri
nets can be simply attributed to two basic concepts: events
and conditions. The event is the system in action; event is

determined by the system state control. System status may be
described as a set of conditions; the predicate condition is a
logical description of the system state or condition may also
be true to false. Because the event is an action, it can happen;
in order to make the event happen, certain conditions must
be established in such a condition known as preconditions
of the event. Events may damage the precondition and
the other conditions are established; the condition is called
postcondition events.

Based on the basic Petri nets theory and according to the
characteristics of the business process for the mutton supply
chain, definition the expansion five tipples is given by:

∑ = (𝑆, 𝑇; 𝐹,𝑊,𝑀
0
) , (1)

where 𝑆 is the library collection, representing the flow
conditions; 𝑇 is a transition set, representing the flow of
events; 𝐹 is the flow of the relationship between 𝑆 and 𝑇;𝑊
is the weight, when the arc is not marked weights, its default
value is given by 1;𝑀

0
is the initialmarking, whichmeans that

is in the initial conditions, the each library token was been
distribution.

Mutton The mutton supply chain business process algo-
rithm based on Petri nets modeling is given by:

(1) It is represented by a directed arc between tasks for
library or process changes.

(2) There is only a starting place to run in the process
beginning and has a termination end structure of the
process end.

(3) The control structure is adopted the structure link
together between starts and end by using the control
structure routing. In addition, the beginning and end
structure can also enter another control structure and
can be linked together.

(4) Changes in the structure can be replaced by the
control. A change in the input is replaced by the input
library and library control structure of the merger
and its output database output library and control
structure of the merger.

(5) Repeat steps (3) and (4), until all the process control
flow is processed.

Using Petri net advantage to the mutton supply chain
business process modeling is the behavior of flow by using
the analysis method of Petri net analysis. On one hand, the
model can reflect the flow characteristics and, on the other
hand, can find out potential problems process and ensure the
process rationality.

Many systems or components can be considered at a
time that is only a limited set of states in a “here we use
word” and the system related to the history record [21].
A finite automaton is an abstract model with the original
memory capacity of the machine. A great advantage of using
finite automata is its support for formal verification. In
food traceability business, completeness and correctness are
crucial issues. As a formal model, finite automata model can
support the completeness and correctness of the business
logic analysis.
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(2)

Figure 3 shows the state transition diagram ∑, where 𝑞
represents the final state, 𝑞

0
represents the initial state, 𝑞

1

represents authentication, for receiving user service requests,
𝑞
2
represents the basic food traceability information query

request, such as the production date, food origin, source, and
food production and processing information, 𝑞

3
represents

food processing enterprises query information, 𝑞
4
is inquiries

planting and cultivation of state food, 𝑞
5
is breeding condi-

tions survey, 𝑞
6
is fertilizer and feed information inquiries,

and 𝑞
7
is related inquiries about disease prevention informa-

tion.
In Figure 3, triggering state transitions movement 0

indicates the operation failed; 1 indicates the success of the
operation. Finite state machine mutton traceability system in
the state basically can be expressed as a state transition graph
directed graph method. The vertices of the graph represent
the state of the system, with a small circle to describe.The side
with an arrow indicates the status of the migration from the
starting point.The state transition diagramnotation is usually
adopted if it is not in the specified context, the initial state
using a pointing arrow indicating the status of the short tail
and not pointing to any system.

The business processes and conditions are described
below.

s
0
: begin; s

1
: breeding base of the sheep; s

2
: processing

factory of sheep; s
3
: detection qualified sheep; s

4
: detect

unqualified sheep; s
5
: temporary rearing of sheep; s

6
: emer-

gency treatment after the sheep; s
7
: sheep carcass; s

8
: qualified

sheep; s
9
: unqualified sheep; s

10
: bulkmutton; s

11
: sheep sheet

Table 1: The flow of events.

Event Preconditions Postcondition
t0 s0 s1
t1 s1 s2
t2 s2 s3, s4
t3 s3 s5
t4 s4 s6
t5 s5 s6, s7
t6 s7 s8, s9
t7 s9 s10
t8 s10 s11
t9 s10 s12
t10 s11, s12 s13
t11 s13 s14, s15
t12 s14, s15 s16
t13 s16 s17
t14 s17 s18
t15 s18 s19

processed; s
12
: bulk mutton processed products; s

13
: product;

s
14
: qualified products; s

15
: unqualified products: s

16
: cold

storage plant products; s
17
: product distribution centers; s

18
:

store products; s
19
: sales of products.

The business process of the event is described as follows.
t
0
: aquaculture; t

1
: plant breeding base to transport; t

2
:

admission detection; t
3
: relaying; t

4
: quarantine, emergency

treatment; t
5
: phlebotomy, to the scales, gutted, cleaned, and

disinfected; t
6
: light inspection; t

7
: cut; t

8
: cross-sectional

slices, peeled, rinsing, disinfection, sterilization, weighing,
packaging; t

9
: rinsing, pickling, drying, disinfection, steril-

ization, weighing, packaging; t
10
: packing; t

11
: metal detector;

t
12
: refrigeration; t

13
: machining center to send transport; t

14
:

distribution center to store transport; t
15
: encoding.

The business process flow of events is as shown in Table 1.
As the above described process that the position is

defined as Petri nets condition, event transfer methods, input
transfer events corresponding pre-conditions, output transfer
events corresponding post-condition; that is, ignition transfer
incident position token condition is true. Based on the above
ideas, mutton supply chain business process Petri net model
is shown in Figure 4.

3. Analysis of Functional Clustering
Mutton Origin Time Series Data

3.1. Analysis of Time Series Data Function Cluster of Food.
With the gradual refinement of the social division of labor,
specialization of food production, food supply chains become
increasingly complex [22]. With the refinement of the social
division of labor that caused specialization production and
supply chains become increasingly complex of food [22].
The intermediate link food from raw material production
to final consumption becomes more and more complex, the
food safety relates to the production, processing, storage,
transportation and sales throughout the food supply chain
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Figure 4: The Petri net model of supply chain business process of
mutton.

[23]. It is Increased food intermediate links from production
to consumption, to achieve the goal of the security problem
analysis traced is to increase the probability of food safety
issues. But because of the complexity of food data timeliness,
the food traceability applications can only finish to food
and raw material related to the collection of data, as well as
some intuitive simple retrospective application. For example,
a market mutton sold or heavy metals found in microbial
contamination exceeding the traditional traceability system
can be traced from the piece of meat, but it does not
explain microbial contamination or excessive heavy metals
and cannot make in-depth analysis of emerging issues and
decision-making departments. It will be change over time
that themutton slaughter, transportation, sales process, water
quality, feed ingredients and the surrounding environment
growth process for several months, so the traditional system
cannot effectively discrete data mining.

To analyse the basic methods and ideas by using the
functional data through the networking mutton supply chain
traceability system based on a large amount of first-hand data
extraction, create the timing chain clustering data of themut-
ton generality framework. By mining the mutton breeding,
slaughtering, circulation, and consumption quality data, it
can be effective in-depth statistics, analysis, and regulatory
tracking; create a data center to regulatory corresponding
results of the final release through a unified platform based
on web technology.

As a result the quality of morphological change over time
is due to the sale of food production and processing is a
dynamic process; most of the data is timing data type in
the data center, such as the bacterial index chilled mutton
slaughter plant environment index, temperature, and location
data transport vehicles.The total number of colonies contains
each market and the contact surface of the sales data and
the like, and the characterized in that the attribute value
is reflects the time order. The traditional methods mostly

focused on the study of longitudinal data, but there are
insufficient sample size and the estimated always difficult
to measure the problem. In this paper, we introduced data
function characteristics of the food chain, and the perspective
of datamethods is analyzed. First we analysis functional data,
from the literature [24], and [25] give a description of a
system, then that is literature [26] functional data.

3.2. Time Series Data Function Cluster Process

3.2.1. Parametric Curve. The multiple time series data can
have some more direct processing approach, but it may
lead to timing index set changed, causing it to become
difficult for practical application. but it will cause a great
amount of computation that makes it difficult to get the
final calculation result. So it is necessary to maintain the
functional structure for the time series data by analysis and
processing of sampled functional data. In order to maintain
such configuration, usually using a linear or nonlinear curve
fitting model and classified on the model coefficients. But
the limitations of the linear model make it unable to fit
some basic phenomena, nonlinear model and too little, so
choice a relevantmodel ismore trouble.Through using the𝐵-
spline basis fitting function data and then using the K-means
to cluster the colony data, 𝐵-spline function is convenient
in polynomial computation can also adapt to the specific
application environment.

Suppose that {𝐺1, . . . , 𝐺𝑛} is a discrete set of independent
data function curve. Firstly, it can fit the observed data by
using the regression spline function.

Given𝐾 nodes (knots), distributed in [𝑎, 𝑏] interval, meet
the conditions:

(𝜉
0
=) 𝑎 < 𝜉

1
< 𝜉
2
< ⋅ ⋅ ⋅ < 𝜉

𝑛
< 𝑏 (= 𝜉

𝑛+1
) . (3)

The spline function 𝑠(𝑥) is an arbitrary interval on interval
and is a polynomial of degree d and has a 𝑑 − 1 continuous
derivative on the interval [𝑎, 𝑏]. For a fixed node sequence,
spline set of linear space is a function of 𝑝 = 𝐾 + 𝑑 + 1. A
sequence commonly used is the 𝐵-splines linear space. It is
given a spline expressed by

𝑠 (𝑥, 𝛽) =

𝑝

∑

𝑖=1

𝛽
𝑘
𝐵
𝑘
(𝑥) , (4)

where 𝛽 = (𝛽
1
, . . . , 𝛽

𝑝
) is the vector of the spline coefficients.

A cubic𝐵-spline basis can give a smooth curve;𝐵-spline basis
is well suited as a single-variable regression-based function.
For fixed nodes, the smallest quadratic spline element is
equivalent to a linear problem, once the 𝐵-spline basis; it is
not difficult to find the polynomial regression.

Curve 𝐺
𝑖
is a range of [𝑎, 𝑏] × R, it is including the 𝑚

𝑖

observations, the collection of data types for (𝑥𝑖
𝑗
, 𝑌
𝑖

𝑗
) 𝑗 =

1, . . . , 𝑚
𝑖
regression. At the same time, the sample matrix

function of𝑚
𝑖
×𝑝matrix corresponding is the representation

of, and 𝐵
𝑖
= {𝐵

𝑘
(𝑥
𝑖

𝑗
)}
𝑘=1,...,𝑝

𝑗=1,...,𝑚𝑖

, and 𝑌
𝑖
= (𝑌

𝑖

1
, . . . , 𝑌

𝑖

𝑚𝑖
).
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This data is used to fit through a spline intuitive least-
squares problem. Spline coefficients can be calculated by the
following equation:

𝛽
𝑖
= argmin 1

𝑚
𝑖

𝑚
𝑖

∑

𝑗=1

(𝑌
𝑖

𝑗
− 𝑠 (𝑥

𝑖

𝑗
, 𝛽
𝑖
))
2

. (5)

3.2.2. Clustering. Suppose 𝐾 is a constant; in order to put 𝑛
observations into 𝑘, the vector 𝑛 spline coefficients need an
unsupervised clustering technique. The set of has 𝑛 objects,
it can be constructed according to {𝛽𝑖, . . . , 𝛽𝑛} the partitions
of the same class, the partition means is 𝑧 = {𝑐𝑙, . . . , 𝑐𝑘} the,
where each 𝑐𝑙 is within in R𝑝, the problem is to choose a 𝑧 =
{𝑐
𝑙
, . . . , 𝑐

𝑘
}, get the minimize data function is given by

1

𝑛

𝑛

∑

𝑖=1

min 𝛽
𝑖
− 𝑐


2

, (6)

where ‖ ⋅ ‖ represents the Euclidean norm. This problem is
equivalent to finding {𝛽𝑖, . . . , 𝛽𝑛} partition {𝑐𝑙, . . . , 𝑐𝑘}, so we
can get a minimum given by

1

𝑛

𝑛

∑

𝑖=1

∑

𝛽
𝑖
∈𝑐
𝑗


𝛽
𝑖
− 𝑐


2

, (7)

where 𝑐𝑗 is the center of 𝐶𝑖, the first step in the algorithm;
each 𝛽𝑖 is assigned to the nearest cluster center. In this way,
each data center will have access to a subset of the knife as its
base. If the mean value 𝑐𝑗 with the replacement cluster, the
mean value of the point 𝐶𝑖 may be reduced further when it
can be reassigned to a number of new 𝛽 center.

Clustering process is described as follows.

Step 1. Input the number of clusters 𝐾, with 𝑛 sample points
databases 𝑆.

Step 2. The related information function 𝐹(𝑛, 𝑝) is recorded
for each cluster, where 𝑛 is the number of data points in each
cluster; 𝑝 is the average of each cluster data point that is K-
means clustering algorithm initial heart values.

Step 3. It record the 𝑘 number of each cluster and can be
restricted by the 𝐾 time DBSCAN algorithm terminates, the
𝐾 is also determined by the number of clusters 𝐾-means
clustering algorithm.

Step 4. Output𝐾 clustering center is 𝐶.

Step 5. Selected 𝐾 arbitrarily sample points as the initial
cluster centers.

Step 6. Every other sample point data set is to calculate the
distance in the cluster center and then assign them to the
appropriate class based on the nearest principle.

Step 7. Calculate the new cluster center: innovation average
for each sample point in the formation of a class.

Step 8. Repeat process Step 5 and Step 6, until the distances
between the classes and 𝛽𝑖 are no longer changed.

3.2.3. K-Means Consistency. Check the following progressive
characteristics 𝑧 average. Let V interval [𝑎, 𝑏] on a positive
measure, 𝐿2 is a function f Hilbert space, it is given by

𝑓
2
= (∫

𝑏

𝑎

𝑓(𝑥)
2V(𝑑𝑥)1/2) ≺ ∞. (8)

Let (𝐺𝑛)
𝑛
be an independent and identically distributed

random sequence of functions, mapping from the probability
space (Ω, 𝐴, 𝑃) to (𝐿

2
, 𝛽), where 𝛽 is the Borel field, for

each 𝑓 ∈ 𝐿
2, set from 𝐿

2 to ∏(𝑓) generated by the 𝐵-
spline subspace(𝐵

1
, . . . , 𝐵

𝑝
), the coordinates is the orthogonal

projection vector, so∏(𝑓) is a unique 𝛽 ∈ R𝑝, so we have:

inf 𝑓 − 𝑠 (⋅, 𝛽)
2
=

𝑓 − 𝑠 (⋅,∏(𝑓))

2
. (9)

Let 𝛽R𝑝 and 𝜇 denote the R𝑝 domain and 𝑃 images Borel
measure, since∏ is continuous, (R𝑝, 𝛽R𝑝 , 𝜇) is a probability
space, a sequence (𝐺1, 𝐺2, . . . , 𝐺𝑛) comprising the sequence
R𝑝 random vector 𝛽𝑖 = ∏(𝐺𝑖) of the 𝛽𝑛 = (𝛽1, 𝛽2, . . . , 𝜙𝑛).

4. Experiments and Results

To verify the effectiveness of the presented method, select
60 days, December 1, 2013, to February 1, 2014, with a
mutton supply chain process of continuous monitoring data
for each contact surface and popliteal surface microbial con-
tamination condition data. Analysis of microbial pollution
factors through the monitoring of microbial contamination
in the slaughter, transportation, sales and other meat supply
chain link, the total number of bacteria per unit area to
measure microbial pollution indicators, with the change of
time, the influence of humidity temperature on the surface
and the contact surface of the mutton in the total number
is bacteria changing. There were 20 contact surface colony
counts in the time series data, including tools, workers’
hands, slaughterworkshop air, cooling air, slaughteringwater,
tray, refrigerator car air, partition table, packaging materials,
packaging workshop air.

First, we use of 𝐵-spline basis function vector of curve
smoothing knife; a set of internal nodes must be properly
selected according to the colony data. If all sample intervals
have equal priority, then the node is equal to the more
appropriate distance, usually only the part range is more
important, so the internal nodes must be spread out along
these intervals, where select cubic B-spline and seven nodes
mutton chain based on the data collected and the specific
aspects, based on the data collected and the specific aspects of
a mutton chain situation that select cubic 𝐵-spline and seven
nodes 𝜉 = (3.0, 3.2, 4.3, 4.7, 5.2, 5.6, 6.3, 7.2) gcfu/cm2.

In the 3000 data objects, randomly select 300 samples’
data to constitute a data set and density-based clustering; the
simulation results are shown in Figure 5.

Then use the S-Plus of K-means function divided the B
vector into three groups and the three initial cluster center,
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Figure 5: Random sample clustering.
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Figure 6: Final clustering results.

it can get high quality clustering results by using the K-
means algorithm for the entire data sets clustering; the
corresponding block is shown in Figure 6.

Such data are also colonies of each contact surface is
divided into three categories, and can be seen from the graph
of each sub-colony clustering results are basically similar level
of contact surface changes came together, clustering results
nicely captures the total number of colonies in the form of

on similarity, which can provide the basis for further analysis
and decision-makers.

5. Conclusions

In this paper, we study the application of the model mut-
ton traceability system. Firstly, from the point of view of
information management and technology for the food trace-
ability system involves information collection, transmission,
integration, processing, regulatory and other aspects of the
problem,and then explore the application architecture, stan-
dards and key technologies traceability system; Secondly, to
simulate the traceability process, finite automata theory and
finite automata model traceability system; Finally, analysis a
function of cluster using the complex timing and strong trace-
ability data, the complex discrete data clustering continuous
classified information, making traceability data availability
greatly enhanced.
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Wireless sensor network (WSN) has become one of the most promising network technologies for many useful applications.
However, for the lack of resources, it is different but important to ensure the security of the WSNs. Key management is a corner
stone on which to build secure WSNs for it has a fundamental role in confidentiality, authentication, and so on. Combinatorial
design theory has been used to generate good-designed key rings for each sensor node in WSNs. A large number of combinatorial
design based key management schemes have been proposed but none of them have taken key updating into consideration. In this
paper, we point out the essence of key updating for the unital design based key management scheme and propose two key updating
methods; then, we conduct performance analysis on the two methods from three aspects; at last, we generalize the two methods to
other combinatorial design based key management schemes and enhance the second method.

1. Introduction

Wireless sensor network (WSN) is a kind of large wireless
network. Generally speaking, WSNs consist of resource-
limited sensor nodes with a large number of functions, such
as sensing, collecting, and processing, which leads to their
ability to fulfill special missions [1]. WSNs have become
one of the most promising network technologies, which
can be widely used in different applications. Because of the
sensitivity of these applications and many issues involved
in WSNs, sophisticated security services are required [2].
Key management is a corner stone on which to build secure
WSNs, because it is able to protect many services, such as
confidentiality and authentication, which are required for
secure communication in WSNs. However, the sensor nodes
in WSNs are all resource-limited devices. Therefore, key
management schemes like Diffie-Hellman based or public-
key based schemes, which are widely used in other networks,
are not very suitable for the direct application in WSNs
[3]. The key management scheme, which uses symmetric

encryption technology, is still a hot research topic. Over the
last decade, a lot of research works dealt with symmetric key
predistribution issue forWSNs andmany solutions have been
proposed [4–6]. Nevertheless, in most existing solutions, the
design of key rings (blocks of keys) strongly depends on the
size of the WSNs, which results in either suffering from low
scalability or degrading other performance metrics [7].

Combinatorial design theory is an important part of
combinatorial mathematics. Combinatorial design theory
deals with the existence, construction, and properties of
systems of finite sets whose arrangements satisfy generalized
concepts of balance and/or symmetry. Combinatorial design
theory has been used in many different applications, such as
cryptography and secret sharing in literatures [8–10], network
design in literatures [11, 12], and key management for WSNs
in literatures [7, 13–16]. Since Mitchell and Piper [13] firstly
applied combinatorial designs to key distribution, a lot of
other combinatorial design based key management schemes
have been proposed.
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Key updating is very important in key management
because the more often a key is used, the less secure it will
be. To the best of our knowledge, there exists no updating
method for combinatorial design based key management
scheme. Therefore, we propose two key updating methods to
resolve the problem mentioned above.

The main contributions of this paper are as follows:

(1) we point out the essence of key updating for combina-
torial design based keymanagement schemeswhich is
a multigroup key distribution;

(2) we propose two key updating methods for the unital
design based key management scheme. The two
key updating methods can be generalized to other
kinds of combinatorial design based keymanagement
schemes. The first proposed method is distributed
where each sensor node is devoted to key updating
and the second one is traditional group key distribu-
tion;

(3) we conduct the performance analysis on our pro-
posed two methods and show their advantages and
disadvantages;

(4) we enrich the application of combinatorial design in
key management for WSNs and also point out some
future research directions.

The remainder of this paper is organized as follows:
Section 2 presents the related works on combinatorial design
based key management scheme for WSNs and shows the
importance of key updating. We propose our two methods
in Section 3. In Section 4, we conduct the performance
analysis on the two methods from three aspects and make
some comparison. In Section 5, we discuss our two proposed
methods and improve them. Finally, we draw conclusions and
point out our future research directions in Section 6.

2. Related Work

Mitchell and Piper [13] firstly used combinatorial designs into
key distribution. They introduced a number of new concepts
and showed how the theory of incidence structures with
special properties, called key distribution patterns, may be
applied to key management problems.The proposed method
is shown to generalize earlier work in the area.

Çamtepe and Yener [14] proposed novel deterministic
and hybrid schemes based on symmetric balanced incom-
plete block design (SBIBD) for key predistribution in WSNs.
TheSBIBDdecides howmany andwhat keys are assigned into
each key-chain before theWSNs are deployed. Aftermapping
from SBIBD to key predistribution, there are𝑚2 + 𝑚 + 1 key
rings, which contain 𝑘 = 𝑚 + 1 keys selected from a key
pool S with the size 𝑚2 + 𝑚 + 1. And each pair of two key
rings shares exactly one common key. SBIBDwhich produces
better connectivity with smaller key-chain size can make key
distribution schemes more efficient.Themain strength of the
proposed scheme is that each pair of two nodes shares exactly
one common key which can obtain total secure connectivity.
However, the SBIBD schemes do not have a good scalability

for large WSNs because they only generate 𝑚2 + 𝑚 + 1 key
rings to obtain a key ring with 𝑚 + 1 keys, while the former
are determined by the properties of SBIBD.

Ruj and Roy [15] also used SBIBD to guarantee intrare-
gion secure communications in grid group WSNs. In grid
group WSNs, all nodes within a particular region can link to
each other directly. While sensor nodes in different regions
canmake use ofmore special resource nodes to communicate
with each other. Taking the Lee distance into account, they
consider the resiliency not only in terms of fraction of links
broken, but also in terms of the number of nodes and
regions disconnected when some sensors are compromised.
But the deterministic key predistribution schemes will lead to
constant-time computation cost for shared key discovery and
path key establishment.

Basic schemes like [17] have perfect network resilience but
their network scalability is only 𝑂(𝑘) where k is the key ring
size. The SBIBD [15] and the trade [16] based ones obtain a
network scalability of 𝑂(𝑘2). The solutions proposed in [13]
elevate the network scalability up to 𝑂(𝑘

4
) without losing

secure connectivity coverage and overall performances. The
researchers apply the unital design into predistribution.
They propose two schemes, a basic one and an enhanced
one, which achieve a good tradeoff between scalability and
connectivity.

Combinatorial design based key management schemes
obtain a lot of attentions. However, to the best of our knowl-
edge, none of the related works have taken key updating into
consideration. Without key updating, the key management
schemes will be less secure as time passes. In this paper,
we point out the essence of key updating for combinatorial
design based key management scheme and then put up our
two different kinds of key updating methods.

3. The Proposed Schemes

In this section, first we briefly introduce the unital design
based key management scheme [7]. The brief introduction
consists of unital design and its mapping to key predistribu-
tion. Then, we point out the essence of the key updating for
the unital design based key management scheme. At last, we
propose two key updating methods.

3.1. Unital Based Key Management Scheme

3.1.1. Background: Unital Design. Combinatorial design the-
ory is a part of combinatorial mathematics dealing with the
existence, construction, and properties of the systems which
consist of finite sets whose arrangements satisfy generalized
concepts of balance and/or symmetry. A t-design (], 𝑏, 𝑟, 𝑘, 𝜆)
is defined as follows: given a finite set X of ] points
(elements), we construct a family of 𝑏 subsets from the finite
setX, called blocks, such that each block has a certain number
of points, which is k, each point is contained in r blocks,
and t points are contained together in exactly 𝜆 blocks [13].
A unital design is a Steiner 2-design, where ] = 𝑚

3
+ 1,

𝑏 = 𝑚
2
(𝑚
3
+1)/(𝑚+1) = 𝑚

2
(𝑚
2
−𝑚+1), 𝑟 = 𝑚

2
, 𝑘 = 𝑚+1,
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Table 1: An example of a 2-(9,3,1) unital design.

B1 B2 B3 B4 B5 B6 B7 B8 B9 B10 B11 B12

E1 1 1 1 1
E2 2 2 2 2
E3 3 3 3 3
E4 4 4 4 4
E5 5 5 5 5
E6 6 6 6 6
E7 7 7 7 7
E8 8 8 8 8
E9 9 9 9 9

Table 2: The mapping from unital to key predistribution.

Unital design Key predistribution
X: element set 𝑆: key pool
Size of the object set X: ] = 𝑚3 + 1 The number of keys |𝑆| = 𝑚3 + 1
Blocks Key rings
Size of block𝑋: The number of keys of each ring has𝑋: 𝑙 = 𝑚3 + 1
Number of generated blocks
𝑏 = 𝑚

2
(𝑚
2
− 𝑚 + 1)

Number of generated key rings (supported nodes)
𝑛 = 𝑚

2
(𝑚
2
− 𝑚 + 1)

Each point belongs to exactly𝑚2 blocks Each key appears in exactly𝑚2 key rings

and𝜆 = 1.We call the unital design 2−design (𝑚3+1,𝑚2(𝑚2−
𝑚 + 1),𝑚

2
, 𝑚 + 1, 1), or (𝑚3 + 1,𝑚 + 1, 1) in short form.

Here is an example of a 2-(9,3,1) unital design with𝑚 = 2

shown in Table 1.
We can see from Table 1 that there are 12 blocks,

𝐵
1
, . . . , 𝐵

12
, in the above example, and 9 elements 𝐸

1
, . . . , 𝐸

9

are 1, 2, . . . , 9, respectively. In addition, we can find that every
block has 3 elements; for example, B

1
has 3 elements, E

1
, E
4
,

and E
8
; each element is contained in 4 blocks; for example, E

1

is contained in B
1
, B
6
, B
7
, and B

11
, and each pair of 2 elements

together is contained in exactly 1 block; for example, E
1
and

E
4
together are contained only in B

1
.

3.1.2. A Basic Mapping from Unital to Key Predistribution for
WSNs. Each block which has 𝑚 + 1 points can be mapped
into a sensor node in WSNs while each point can be mapped
to a key. Note that point can also be called element in
combinatorial design. The following table, Table 2, shows the
basic mapping from unital design to key predistribution for
WSNs.

The key distribution center (KDC) generates the unital
blocks (key rings) and loads them to the memory of sensor
nodes before these sensor nodes are deployed. Each distinct
key ring will be preloaded in only one node, along with
the corresponding key identifiers. When two nodes want to
communicate with each other, they will exchange their key
identifiers. According to their key identifiers, they can decide
the communication key or they need to establish a secure path
for communication. In the basic unital design mapping, each
pair of two nodes shares at most one common key.Therefore,
if two nodes have a common key, after exchanging the key
identifiers, they will be able to determine this common key,

or if two nodes do not have a common key, they need the help
of other nodes to establish secure paths.

3.2. System Model for WSNs and Updating Model for Each
Sensor. We can see from the generalized definition of the
unital design (a 2-design (𝑚3+1,𝑚2(𝑚2−𝑚+1),𝑚2, 𝑚+1, 1))
that there are𝑚3+1 keys and𝑚2(𝑚2−𝑚+1) sensor nodes. In
addition, the definition of the unital design shows that each
key is contained in𝑚2 sensor nodes and each sensor node has
𝑚+1 keys.We can regard all the sensor nodes which have the
same key as a group; therefore, there will be𝑚3+1 group, and
in each group there will be 𝑚2 sensor nodes. Furthermore,
each sensor node belongs to𝑚+1 groups because it has𝑚+1
keys.

Therefore, the system model can be described in the
following two formulas:

𝐺
𝑖
→ 𝑘
𝑖
: 𝑛
𝑖1
, 𝑛
𝑖2
, . . . , 𝑛

𝑖𝑚
2 where 𝑖 = 𝑚3 + 1,

𝑛
𝑖
: 𝑘
𝑖1
, 𝑘
𝑖2
, . . . , 𝑘

𝑖(𝑚+1)
where 𝑗 = 𝑚2 × (𝑚2 − 𝑚 + 1) .

(1)

The first formula shows that the systemmodel consists of
𝑚
3
+1 groups. Each group corresponds to a key and there are

𝑚
2 sensor nodes in each group which is marked by the key

ID. Note that 𝐺
𝑖
∩ 𝐺
𝑗
= 1 because, in a unital design, each

pair of 2 elements is contained together in exactly 1 block.
The second formula points out that the system model is

made up of 𝑚2(𝑚2 − 𝑚 + 1) sensor nodes and each sensor
node ni has𝑚+1 keys.The𝑚+1 keys can be defined as a key
ring or a key block,Bi. Note that two nodes have one common



4 Journal of Sensors

key or not because in one unital design, each pair of B
𝑖
and Bj

has the relationship that |𝐵
𝑖
∩ 𝐵
𝑗
| = 0 or 1.

According to the above system model, we can obtain the
key updating model as each sensor node updates all its𝑚+ 1

keys. For each of sensor nodes ni, the updating model can be
described as in Figure 1.

Figure 1 shows the key updating model for each sensor.
We can see, from it, sensor node ni has 𝑚 + 1 keys
𝑘
𝑖1
, 𝑘
𝑖2
, . . . , 𝑘

𝑖(𝑚+ 1)
. If it wants to update 𝑘

𝑖1
, it will need to

communicate with the other𝑚3 sensor nodes in𝐺
1
that share

the same key 𝑘
𝑖1
with it, and by some methods, the new

updated key 𝑘
𝑖1
can be obtained by all the sensor nodes in

the 𝐺
1
. As each sensor node ni has 𝑚 + 1 keys, it needs to

communicate with other groups like what it does with 𝐺
1
to

update all its other keys.
We can see from the updating model for each of sensor

nodes that the essence of key updating for the unital design
based key management scheme is multigroup key manage-
ment.

In the following subsection, we propose two key updat-
ing methods for the unital design based key management
scheme, the first one is distributed which means each sensor
node in the group is devoted to updating the group key, while
in the second one, there is a group manager in each group
distributing the broadcast to update the group key.

3.3. The First Key Updating Method. In this method, each
sensor node is predistributed with a device ID, that is,
id
𝑛
𝑖

, 𝑚+1 keys, and𝑚+1 corresponding key ID. In addition,
each sensor node also stores the corresponding ID of sensor
nodes in each group which is made up of the corresponding
key. Table 3 shows the detail of the content which each sensor
node should store in the first method.

In this method, to update one key, each sensor node will
send a random number which is encrypted by the group
key to other sensor nodes in the same group. And then, it
will receive a certain number of messages which also contain
random numbers from other sensor nodes. The number of
the messages is determined by the number of legal sensor
nodes in the group. For the sensor ni, it updates one of its
keys, 𝑘

𝑖1
, as the following steps.

Step 1. Consider 𝑛
𝑖

→ 𝑛
11
, 𝑛
12
, . . . , 𝑛

1𝑚2
/𝑛
𝑖

∈ 𝐺
1
:

id
𝑘
𝑖1

|id
𝑛
𝑖

|𝑘
𝑖1
(RNi).

In this step, sensor node ni broadcasts the message
id
𝑘
𝑖1

|id
𝑛
𝑖

|𝑘
𝑖1
(RNi) to other sensor nodes which have the same

group key 𝑘
𝑖1
. Here, id

𝑘
𝑖1

is the id of the key which needs to be
updated; id

𝑛
𝑖

is the ID of the sensor node and 𝑘
𝑖1
(RNi) which

is the decrypted RNi.

Step 2. Sensor ni receives broadcast message from other
senor nodes. If the first part of the broadcast message, id

𝑘
𝑖1

,
is also contained in the content of sensor ni, and the ID of
that sensor node (the sender of the broadcast message), id

𝑛
𝑖

,
is in the same key group, then it begins to receive the whole
broadcast message. In order to compute the new updating
key, it needs to receive a certain number (the number of other
legal sensor nodes in the same key group). Note that after one

ni: ki1, ki2, . . . , ki(m+1)

k


i1

G1: ni1, ni2, . . . , ni(m
2
+1)

G1: ni1, ni2, . . . , ni(m
2
+1)

/ni ni

Figure 1: The updating model for each sensor.

Table 3: The content which each sensor node stores.

Content
id
𝑛𝑖

𝑘
𝑖1
, id
𝑘𝑖1
, id
𝑛11 ,𝑛12 ,...,𝑛1𝑚2

/𝑛𝑖

𝑘
𝑖2
, id
𝑘𝑖2
, id
𝑛21 ,𝑛22 ,...,𝑛2𝑚2

/𝑛𝑖

...
𝑘
𝑖(𝑚+1)

, id
𝑘𝑖(𝑚+1)

, id
𝑛(𝑚+1)1 ,𝑛(𝑚+1)2 ,...,𝑛(𝑚+1)𝑚2

/𝑛𝑖

node has used up its energy, it will inform other nodes in the
same key group to delete its id. Therefore, the number of the
broadcast messages which a sensor node needs to receive for
computing the group key will decrease when the time goes.
Note that thesemessages contain otherRNgenerated by other
sensor nodes in the same key group.

Step 3. After it receives l messages for updating the key, it
computes the new updated key as the following equation:

𝑘


𝑖1
= ℎ (RN

1





RN
2





⋅ ⋅ ⋅




RN
𝑙
) . (2)

Here 𝑙 (𝑙 ≤ 𝑚
3
+ 1) is the number of legal nodes. The

order of each RNi is decided by the ID of the sender which is
set before deployment.

As each senor node has 𝑚 + 1 keys, it needs to do
the above steps 𝑚 + 1 times to update all its 𝑚 + 1 keys.
When a sensor node is about to use up its energy, it will
send a revocation message to other sensor nodes to inform
them to delete the corresponding information about it in the
key groups. In addition, if a node is detected as a promised
sensor node, the detector will inform other nodes to delete
the corresponding information about the promised node.
The detector will ask other sensor nodes to update the
corresponding keys the promised node has.

3.4. The Second Key Updating Method. In the first method,
all the sensor nodes are distributed and are all responsible
for the generation of the new key, while in the second key
updating method, only one sensor node which is defined as
group manager (GM) is responsible for the generation of a
new key.

In this key updating method, the GM stores the same
content as the content each sensor node stores in the first
method. Each member sensor node is predistributed with a
device ID id

𝑛
𝑖

, 𝑚 + 1 keys, and 𝑚 + 1 corresponding key ID.
Note that in this scheme, each sensor node does not store
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Table 4: The content which the member sensor nodes store.

Content
id
𝑛𝑖

𝑘
𝑖1
, id
𝑘𝑖1

𝑘
𝑖2
, id
𝑘𝑖2

...
𝑘
𝑖(𝑚+1)

, id
𝑘𝑖(𝑚+1)

the identifiers of other senor nodes. Table 4 shows the detail
of the content which the group member sensor nodes store.

We can see fromTable 4 that this method ismore efficient
in storage overhead because each member sensor node stores
less content than that of the first method.The secondmethod
is based on the group key distribution. Therefore, there are
two kinds of sensor nodes in the system: the GM and the
member sensor nodes. In this method, to update one key, the
GMneeds to generate the broadcast and eachmember sensor
node can compute the group key after receiving the whole
broadcast.

The GM generates and sends the broadcast as the follow-
ing steps.

Step 1. The GM generates the authentication polynomial as
the following equation:

𝑎
𝑗
(𝑥) =

𝑙

∏

𝑖=1

(𝑥 − 𝑥
𝑖
) ; (3)

l is the number of legal member sensor nodes (except the GM
and revoked sensor nodes), and 𝑙 ≤ 𝑚3.

Step 2. The GM generates the key updating polynomial as
follows:

𝑃
𝑗
(𝑥) = ku

𝑗
+ 𝑎
𝑗
(𝑥) ; (4)

kuj is the key updating material.

Step 3. The GM generates the broadcast and sends it. The
construction of the broadcast is as follows:

𝐵
𝑗
(𝑥) = id

𝑘
∩ 𝑃
𝑗
(𝑥) . (5)

We can see from (5) that the broadcast consists of two
parts.The first part is idk, the ID of the key which needs to be
updated. And the second part is the key updating polynomial
Pj(x) which is generated in the second step.

Each sensor node (except for the GM) receives the first
part of the broadcast and decides whether it needs to receive
the whole broadcast according to theID of the key, idk. If it
has this key (also has this key ID), then it receives the whole
broadcast and computes the corresponding key updating
information according to the broadcast; otherwise, it waits
for the next broadcast. The key updating information can be
computed as the following equation:

ku
𝑗
= 𝑃
𝑗
(𝑥) = ku

𝑗
+ 𝑎
𝑗
(𝑥
𝑖
) = ku

𝑗
+ 0 = ku

𝑗
. (6)

Table 5: The storage overhead of the two methods.

id Key
The sensor node in the first method 𝑚

4
+ 𝑚
3
+ 𝑚 + 2 𝑚 + 1

The sensor node in the second method 𝑚 + 2 𝑚 + 1

Each legal member node will get the computation result
of 0 when computing the authentication polynomial aj(xi).
Therefore, all the legal member nodes will get the same key
update information kuj from the above equation while other
revoked sensor nodes will obtain value of aj(xi).The different
value aj(xi) will lead to different key updating information
kuj. And then each legal member sensor node uses the key
update information to update the group key as the following
equation:

𝑘


𝑖1
= ℎ (ku

𝑗
| 𝑘
𝑖1
) . (7)

Note that all the legal member nodes can compute the
same updated key because these legal member nodes have
the same group key 𝑘

𝑖1
and use the same key updating

information kuj to update the group key.

4. Performance Analysis

In this section, we conduct the performance analysis on
the two different kinds of key updating methods. As the
sensor nodes in WSNs are all resource-limited devices, we
take the following three aspects into consideration: storage,
computation, and communication overhead.

4.1. Storage Overhead. Table 5 shows the storage overhead of
the sensor devices in the proposed two methods.

In the firstmethod, each sensor node stores its own device
ID, and 𝑚 + 1 group information which contains one key,
one key ID, and other 𝑚3 IDs of other sensor nodes is in
the same group. Therefore, the total ID number which each
sensor node stores is (𝑚3 + 1)(𝑚 + 1) + 1 = 𝑚

4
+ 𝑚
3
+ 𝑚 + 2

and the total number of keys is𝑚 + 1.
In the second method, the GM has the same storage

overhead as the first method; however, each member sensor
node only needs to store its device ID and 𝑚 + 1 group
information. The group information consists of one key and
one key ID. Therefore, the total ID number which each
member sensor node stores is (𝑚+1)+1 = 𝑚+2, and the total
number of keys is also𝑚 + 1, the same as the first method.

We can see from Table 5 that the second method is more
efficient in storage overhead than the first method.Therefore,
when the sensor nodes inWSNs aremore limited inmemory,
the second method would be preferable.

4.2. Computation Overhead. Table 6 shows the computation
overhead of the sensor devices in the proposed two methods.

In the first method, each sensor node needs to generate a
random number RN and do 𝑚 + 1 hash to update its 𝑚 + 1

keys.
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Table 6: The computation operation of the two methods.

Generate RN Poly generation Poly evaluation Hash
The sensor node in the first method 1 0 0 𝑚 + 1

The GM in the second method 1 1 0 𝑚 + 1

The sensor node in the second method 0 0 𝑚 + 1 𝑚 + 1

Table 7: The communication overhead of the two methods.

id RN Poly
The sensor node in the first method 2(𝑚

3
+ 1)(𝑚 + 1) (𝑚

3
+ 1)(𝑚 + 1) 0

The sensor node in the second method 𝑚 + 1 0 𝑚 + 1

In the second method, the GM needs to generate a
random number, that is, the updating information, and a l-
degree polynomial while other sensor nodes need to do𝑚 + 1

polynomial evaluation operations to obtain 𝑚 + 1 updating
information. Both the GM and the member sensor nodes
need to operate𝑚 + 1 hash to update its𝑚 + 1 keys.

As all the sensor nodes in both methods have 𝑚 + 1

hash operations (when lengths of the content n and nm are
small, the time required for hash operations, for example,
md5 and sha1, is not obviously different compared with that
of polynomial operations which need a large number of
loops. For example, the time required for hashing 64-bit data
by md5 in java is 1ms while hashing 64000 bits is about
19ms); we can compare them from the previous three items:
Generate RN, Poly generation, and Poly evaluation. The first
method is much more efficient in computation overhead
because the Generate RN operation is much more efficient
in computation than that of the Poly operation in the second
method.Therefore, when the sensor nodes inWSNs aremore
limited in computation ability, the first method would be
preferable.

4.3. Communication Overhead. Table 7 shows the commu-
nication overhead of the sensor devices in the proposed two
methods.

Table 7 shows the communication overhead of the devices
in two methods. In the first key updating method, in order to
update one key, a sensor node needs to send a message which
contains two IDs and one encrypted randomnumber andwill
receive 𝑚3 messages from other 𝑚3 nodes in the same key
group. The communication overhead for updating one key is
2(𝑚
3
+ 1) IDs and 𝑚3 + 1 random numbers. Therefore, for

each of sensor nodes to update all its 𝑚 + 1 keys, the total
communication overhead is 2(𝑚3 + 1)(𝑚 + 1) ID and (𝑚3 +
1)(𝑚 + 1) random numbers.

In the second method, the GM needs to send (while
the other sensor nodes need to receive) the broadcast which
contains the ID of the key and a l-degree polynomial (𝑙 ≤
𝑚
3
+ 1). Therefore, the total communication overhead of the

GM and each member sensor node are both 𝑚 + 1 keys and
𝑚+1 l-degree polynomials. Here, we take into consideration
the largest communication overhead of each sensor node;
therefore, the number of legal sensor nodes or the degree of
the authentication polynomial, l, is set as𝑚3 (𝑚3 +1member

sensor nodes except theGM itself). Because each sensor node
needs to update all its 𝑚 + 1 keys, the total communication
overhead is𝑚 + 1 ID and𝑚 + 1𝑚

3-degree polynomials.
Here, we define all the IDs, RNs, and coefficients of the

polynomial AS belonging to Fp. Therefore, the communi-
cation overhead of the two methods can be concluded in
Table 8.

Table 8 shows that the second method is more efficient
than the firstmethod in communication overhead.Therefore,
when the sensor nodes in WSNs are more limited in energy,
the second method is preferred.

4.4. Comparison between the Two Methods. We can draw a
conclusion from the above three subsections that the first
method is better in computation while the second method is
more efficient in storage and communication. In addition, the
secondmethod ismore energy saving because the energy cost
is linked to communication overhead (communication needs
more energy than the calculation) [18]. However, the first
method is more secure because in the first second the capture
of one sensor node will not affect the whole WSNs with the
help of other security technologies such as IDS (intrusion
detect system), while in the secondmethod, the capture of the
GM will affect the whole WSNs. Note that the capture of the
member sensor nodeswill not affect theWSNs. In conclusion,
as each proposed method has its own strong points and weak
points, we should choose different key updating method for
different applications.

5. Discussion

5.1. Generalization. When a combinatorial design is con-
structed, the number of elements and the number of blocks
are both determined which will load to the determination
of the number of groups and sensor nodes. As our methods
are designed for the case that there exist a certain number of
groups which contain some sensor nodes and sensor nodes
which have some keys, they can be generalized to other
combinatorial design based key management schemes.

For example, the symmetric balanced incomplete block
design (SBIBD) is a (], 𝑏, 𝑟, 𝑘, and 𝜆) design, where = 𝑏 =

𝑚
2
+ 𝑚 + 1, 𝑟 = 𝑘 = 𝑚 + 1, and 𝜆 = 1. There are𝑚2 + 𝑚 + 1

sensor nodes and𝑚2 + 𝑚 + 1 keys in the WSNs. In addition,
each key is contained in𝑚 + 1 sensor nodes and each sensor
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Table 8: The communication overhead of the two methods.

The sensor node in the first method 3(𝑚
3
+ 1)(𝑚 + 1)log𝑝

The sensor node in the second method (𝑚
3
+ 1)(𝑚 + 1)log𝑝

node has 𝑚 + 1 keys, which means, for a sensor node ni, it
needs to update 𝑚 + 1 keys among 𝑚 + 1 key groups. The
sensor node ni can use the proposed two methods to update
its𝑚 + 1 keys.

5.2. The Improvement of the Second Method. The second
method can be improved in two factors: less communication
overhead and self-healing.

As we can see frompredistribution rule, each sensor node
has𝑚+1 keys. Note that the construction of the unital design
makes it possible for 𝑚2 − 𝑚 + 1 blocks having all 𝑚3 + 1
elements. For example, in the example of the 2-(9,3,1) unital
in Table 1, there are 22 − 2 + 1 = 3 blocks and 23 + 1 = 9 keys,
and B

1
, B
2
, and B

10
have all the 9 different keys, and so do B

2
,

B
7
, andB

9
. Taking advantage of this good feature, we set that a

nodemanages𝑚+1 groups, so the number of groupmanagers
and the corresponding broadcasts will drop to 𝑚2(𝑚2 − 𝑚 +

1)/(𝑚+1).The first part KID of the broadcast contains all the
key IDs which the GM has. Therefore, the broadcast can be
described as in the following equation:

𝐵
𝑗
(𝑥) = KID ∪ 𝑃

𝑗
(𝑥) . (8)

The disadvantage is that the degree of the Pj(x) will
increase to 𝑚

2
(𝑚
2
− 𝑚 + 1) − 𝑚 as the authentication

polynomial contains all IDs of the legal sensor nodes the GM
knows. To reduce the degree of the Pj(x), we can replace the
authentication polynomial with the revocation polynomial
andmasking polynomial which will lead to only t (the degree
of the masking polynomial) revocation ability. The masking
polynomial is used in [19], and the construction of Pj(x) is as
follows:

𝑃
𝑗
(𝑥) = 𝑟

𝑗
(𝑥) × ku

𝑗
+ 𝑠 (𝑥, sid

𝑗
) , (9)

where rj(x) is the revocation polynomial, 𝑠 (𝑥, sid
𝑗
) is the

masking polynomial, and sid
𝑗
is the session ID.

Themodification increases the storage overhead that each
sensor node needs to store the masking polynomial and the
session ID but can decrease the degree of the Pj(x) to T which
can be much less than𝑚2(𝑚2 − 𝑚 + 1) − 𝑚.

Self-healing is a desirable feature for group key distri-
bution scheme as the wireless environment and resource-
limited features make the WSNs sometime an unreliable
network. In unreliable networks, the member in the group
may lose a message from the GM. The member can ask
the GM to resend the broadcast. However, it will become
a large communication cost for the GM when the resend
requirement increases. To overcome the above problem, in
2002, group key distribution with the feature of self-healing
is proposed, and soon self-healing group key distribution
scheme becomes a hot research topic [20].

Our second method can be easily modified to a self-
healing one with some more communication overhead.
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Figure 2: The relationship between T and healing rate.

The construction of the broadcast can also refer to that in [19]
which can be described as the following equation:

𝐵
𝑗
= {

KID ∪ 𝑃
𝑗
(𝑥) 𝑗 = 1, 2

KID ∪ 𝑃max(𝑗−𝑇,1...,𝑗) (𝑥) , ..., 𝑃𝑗 (𝑥) 𝑗 = 3, . . . , 𝑚.

(10)

Here, 𝑚 is the number of all the sessions and T is the
number of Pj(x) which each broadcast owns to ensure the
ability of self-healing the group key within T sessions. Note
that the number of Pj(x) in the second part of Bj increases
from 1 to T. Figure 2 shows the relationship between T and
healing rate in the case that there are 1001 sensor nodes (a
GM controls 1000 member sensor nodes) in theWSNs where
the loss probability is 10%.

Aswe can see fromFigure 2, the broadcast which contains
less Pj(x) can still have a good healing rate which means that
we can set T a small number for self-healing of the second
method.

6. Conclusion

In this paper, we focus on how to update the key used in
combinatorial design based key management schemes for
WSNs. In order to better introduce combinatorial design,
we give an example of unital design and its mapping to
key predistribution for WSNs. Then, we propose two key
updating methods for the unital design based key man-
agement scheme; one is distributed and the other is group
based.The key updating methods can be generalized to other
combinatorial design based key management schemes, and
the group based key updating method can be modified to
a self-healing version easily. We conduct the performance
analysis on the two proposed methods from three aspects:
storage, computation, and communication overhead. As the
essence of updating keys for combinatorial design based key
management schemes is the same as that of the unital design
based key management scheme, our two key updating meth-
ods can be generalized into other combinatorial design based
key management schemes. Referring to the construction of
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Pj(x) in [19], we can modify the second method to a less
communication overhead version. In addition, the second
method also can be modified to a self-healing one. The best
contribution of this paper is that with the key updating
feature, combinatorial design based keymanagement scheme
will be more secure and, thus, enriches the application of
combinatorial design in key management for WSNs.

Regarding future work, we will research in the following
two aspects:

(1) how to reduce the communication overhead of the
first method by the construction of the combinatorial
design;

(2) looking for or coming up with another combinatorial
design holding better features for key management in
WSNs.

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.

Acknowledgments

This research was supported by Ministry of Education,
Humanities and Social Sciences Project (13YJCZH216),
Natural Science Foundation of Zhejiang Province
(LQ12G01007), Foundation of Department of Education
of Zhejiang Province (Y201329545), Key Laboratory of
Electronic Commerce and Logistics Information Technology
of Zhejiang Province (2011E10005), Innovative Group of
e-Business Technology of Zhejiang Province (2010R50041),
and Postgraduate Technology Innovation Project of Zhejiang
Gongshang University (1120XJ1513176).

References

[1] I. F. Akyildiz, W. Su, Y. Sankarasubramaniam, and E. Cayirci, “A
survey on sensor networks,” IEEE Communications Magazine,
vol. 40, no. 8, pp. 102–105, 2002.

[2] Y. Zhou, Y. Fang, and Y. Zhang, “Securing wireless sensor net-
works: a survey,” IEEE Communications Surveys and Tutorials,
vol. 10, no. 3, pp. 6–28, 2008.

[3] L. Pang, L. Jiao, and Y. Wang, “Authentication and key negotia-
tion protocol between two nodes of wireless sensor networks,”
Chinese Journal of Sensors and Actuators, vol. 21, no. 8, pp. 1422–
1426, 2008.

[4] W. Du, J. Deng, Y. S. Han, S. Chen, and P. K. Varshney, “A
key management scheme for wireless sensor networks using
deployment knowledge,” in Proceedings of the 23rd Annual Joint
Conference of the IEEE Computer and Communications Societies
(IEEE INFOCOM ’04), pp. 586–597, March 2004.

[5] C. Castelluccia and A. Spognardi, “RoK: a robust key pre-
distribution protocol formulti-phase wireless sensor networks,”
in Proceedings of the 3rd International Conference on Security
and Privacy in Communications Networks (SecureComm ’07),
pp. 351–360, 2007.

[6] D. Liu and P. Ning, “Establishing pairwise keys in distributed
sensor networks,” in Proceedings of the 10th ACMConference on

Computer and Communications Security (CCS ’03), pp. 52–61,
October 2003.

[7] W. Bechkit, Y. Challal, A. Bouabdallah, and V. Tarokh, “A
highly scalable key pre-distribution scheme for wireless sensor
networks,” IEEE Transactions on Wireless Communications, vol.
12, no. 2, pp. 948–959, 2013.

[8] D. R. Stinson and S. A. Vanstone, “A combinatorial approach to
threshold schemes,” SIAM Journal on DiscreteMathematics, vol.
1, no. 2, pp. 230–236, 1988.

[9] D. R. Stinson, “Combinatorial characterizations of authentica-
tion codes,” Designs, Codes and Cryptography, vol. 2, no. 2, pp.
175–187, 1992.

[10] D. R. Stinson and T. Van Trung, “Some new results on key
distribution patterns and broadcast encryption,”Designs, Codes
and Cryptography, vol. 14, no. 3, pp. 261–279, 1998.

[11] B. Yener, Y. Ofek, and M. Yung, “Combinatorial design of
congestion-free networks,” IEEE/ACM Transactions on Net-
working, vol. 5, no. 6, pp. 989–1000, 1997.

[12] Y. Song, A. Wool, and B. Yener, “Combinatorial design of
multi-ring networks with combined routing and flow control,”
Computer Networks, vol. 41, no. 2, pp. 247–267, 2003.

[13] C. J. Mitchell and F. C. Piper, “Key storage in secure networks,”
Discrete Applied Mathematics, vol. 21, no. 3, pp. 215–228, 1988.
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