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On behalf of the guest editors and external reviewers, it is
an honor for us to introduce you to this special issue, which
includes articles that cover topics of particular interest to
researchers on the field of ubiquitous sensor networks and
their application.

This issue contains 53 articles which come from various
countries, among which we mention Spain, Brazil, China,
Taiwan, Belgium, México, Republic of Korea, Macau, and
Australia.

In the paper “Development of gas safety management
system for smart-home services,” authors proposed a system
for improving gas safety management through the use of
wireless communication modules and intelligent gas safety
appliances. Authors’ system configuration consisted of an
automatic extinguishing system, detectors, a wall-pad, and a
microcomputer controlled micom gas meter to monitor gas
flow and pressure as well as the occurrence of earthquakes.

The paper “A street parking system using wireless sensor
networks” proposed a street parking system (SPS) based on
wireless sensor networks. The system can monitor the state
of every parking space by deploying a magnetic sensor node
on the space. For accurately detecting a parking car, a vehicle
detection algorithmwas proposed. And an adaptive sampling
mechanism was used to reduce the energy consumption.

In the paper “Hybrid ACO Routing Protocol for mobile
ad hoc networks,” authors presented Hybrid ACO Routing
(HACOR), a bioinspired protocol based on ACO. In the sim-
ulation results authors observed how this protocol performs
significantly better compared to a state-of-the-art routing
protocol, according to the analyzed metrics.

In the paper “An efficient model for smart home by
virtualization of wireless sensor network,” authors proposed

a VSN based business model for implementing smart home
for the rapidly growing elderly populations of the world in a
cost-effective way. Authors also proposed the virtualization
architecture of fully functional sensor node known as sensor
gateway router and mathematical model for embedding of
VSN node and link to the physical sensor node and links.

In “Improved security patch on secure communication
among cell phones and sensor networks,” authors proposed
security patches and improvements, which overcome the
weak features in the scheme of Arjan Durresi and Vamsi
Paruchuri. Finally authors came out with results which
show that their improved security patch establishes trust
between the cell phone and gateway in the form of mutual
authentication and provided the session key establishment
after the authentication phase.

In the paper “Efficient sensor localization for indoor envi-
ronments using classification of link quality patterns,” authors
proposed an efficient indoor localization method for ZigBee
sensor nodes by classifying link quality indicator (LQI)
patterns between a target node and multiple reference nodes
rather than using calculation with RSS values. And authors
also presented the results of indoor localization experiments
in our ubiquitous home network test bed using the proposed
localization method.

In the paper “Secure and lightweight key distribution with
ZigBee pro for ubiquitous sensor networks,” authors proposed
a secure and lightweight key distribution mechanism using
ZigBee Pro for ubiquitous sensor networks. Authors used
enhanced ECDH for secure key distribution in high security
mode. Authors’ simulation results showed the energy con-
sumption of their approach decreased and the average run
time was decreased by 39%.

Hindawi Publishing Corporation
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http://dx.doi.org/10.1155/2014/583956

http://dx.doi.org/10.1155/2014/583956


2 International Journal of Distributed Sensor Networks

In “Deployment support for sensor networks in indoor
climate monitoring,” authors presented a novel method of
placing and minimizing sensor nodes for sensor network
in indoor climate monitoring and smart energy systems.
Authors have developed ZigBee-based wireless sensor nodes
and collected temperature, humidity, and illumination data
set from 13 wireless sensor nodes installed in a laboratory
environment for a week.

The paper “Handing optimization energy consumption in
heterogeneous wireless sensor networks” presents an integer
linear programming model devoted to optimize the energy
consumption efficiency in heterogeneous wireless sensor
networks.Themodel in this paper was based upon a schedule
of sensor allocation plans inmultiple time intervals subject to
coverage and connectivity constraints.

In the paper “Personalization inmobile activity recognition
system using K-medoids clustering algorithm,” an effective
personalization algorithm that integrates SVM classification
and K-medoids clustering method was proposed to select
confident samples for updating a given AR model. The
algorithm’s performance was verified through recognizing
predefined and new activities.

In the paper “Redundant-path scheme for efficient inter-
working between a wireless sensor network and the Internet,”
authors proposed a redundant-path scheme based on a
multichannel WSN for efficient interworking among hetero-
geneous networks. Authors evaluated the performance of
our proposed scheme through real-world simulation, and
the results showed improvement in data throughput, packet
delay, and beacon loss ratio.

In “Privacy care architecture in wireless sensor networks,”
authors focused on WSN privacy issues with respect to
mobile environments.This research suggested architecture to
securely manage private data collected byWSN. Authors also
designed the integrated system where authors could link the
protection methods closely with the private data protection
law and regulation.

In the paper “On the problem of energy balanced relay
sensor placement in wireless sensor networks,” authors inves-
tigated the problem of joint placement for both relays and
sensors to eliminate energy hole. Authors first theoretically
concluded that balanced energy depletion is achievable
with rational designed deployment density for relay nodes.
Authors then proposed a novel relay deploying strategy as
well as a data routing scheme to eliminate uneven energy
depletion.

In the paper “Towards an extensible and secure cloud
architecture model for sensor information system,” authors
proposed an extensible and secure cloud architecture model
for sensor information system. Firstly, authors described the
composition and mechanism of the architecture model using
cloud paradigm. Secondly, authors designed the security
solution for accessing sensor data and information services
inside the architecture.

In the paper “Design and analysis of high-performance
smart card with HF/UHF dual-band RFID tag and mem-
ory functions,” authors introduced a novel design of high-
performance smart card with HF/UHF dual-band RFID tag
to overcome the frequency interference problem. Authors

designed and tested a UHF RFID tag using a simulation
software system.

The paper “Dynamic reconfigurable hub as a stationary
node in a hybrid sensor network” proposed a specially
designed stationary node called a SMART (system man-
agement architecture for reconfigurable technology) Node,
which is capable of dynamic reconfiguration of the various
sensing functions or communication protocols. The SMART
Node could provide suitable service and change the commu-
nication protocol according to various surroundings and user
requirements.

In the paper “Novel neighbor selection method to improve
data sparsity problem in collaborative filtering,” authors ana-
lyzed various problems with the traditional neighbor selec-
tion method and proposed a novel method to improve
upon them. The proposed method minimized the similarity
evaluation errorswith the existing neighbor selectionmethod
by considering the number of common items between two
objects.

In “Development and functional evaluation of an upper
extremity rehabilitation system based on inertial sensors and
virtual reality,” an extremity rehabilitation program was pro-
posed based on inertialmeasurement units (IMU) and virtual
reality. A single IMU consisted of a three-axis accelerometer,
gyroscope, and geomagnetic sensors. One IMU was attached
to the upper arm (master) and another to the forearm (slave).
The IMUswere connected using a distributed sensor network
implemented with inter-integrated circuit communication.

In the paper “The cluster-heads selection method consid-
ering energy balancing for wireless sensor networks,” authors
established and proposed an energy-balanced CH selection
mechanism and the distribution of sensor node’s energy con-
sumption in WSNs for equal and stable energy management.

In “MFT-MAC: a duty-cycle MAC protocol using mul-
tiframe transmission for wireless sensor networks,” authors
proposed a new contention-based duty-cycle MAC protocol
using a synchronized approach for use in wireless sensor
networks. In the proposedMFT-MAC protocol, authors used
a control frame that considers the number of DATA frames
to be transmitted to the next node in order to improve the
energy efficiency and reduce the end-to-end delay.

The paper “A method to determine basic probability
assignment in context awareness of a moving object” presented
a method to determine BPA (basic probability assignment)
through sensor data only reported by sensors without
depending on preset information data modeled prior to
actual events. This was used to determine BPA for multisen-
sor data fusion so that a pedestrian, who walked or moved,
could recognize a moving object.

The paper “A study of the integrated automated emotion
music with the motion gesture synthesis via ZigBee wireless
communication” mainly discussed the possibility to integrate
both automatic composition and motion devices with an
emotional identification system (EIS) using the emotion clas-
sification and parameters through wireless communication
ZigBee.

Authors proposed a dynamic topology reformation algo-
rithm in the paper called “A dynamic topology reformation
algorithm for power saving in ZigBee sensor networks.” The
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algorithm consisted of a cluster reformation scheme for
enhancing connectivity and a self-swapping method for
averaging the loading of router nodes and end devices. As
the experimental result showed, compared with the Zig-
Bee standard, the authors’ method gained 6.02% to 15.13%
improvement in network join ratio.

To make the smart work environment, the system has to
be data-driven manner so that data can keep its consistency.
Preexisting data acquire method in inspection job is almost
based on documents or handover from other engineers.
However sometimes it produces inconsistent data which is
different with updated information and it leads to potential
risk factors. To prevent and reduce inconstant information
between users and updated information, the paper “Cloud-
based RF-inspection for ship maintenance” suggested radio
frequency identification device (RFID) and cloud technology.

In the paper “EMQP: an energy-efficient privacy-
preserving MAX/MIN query processing in tiered wireless
sensor networks,” authors proposed EMQP, a novel and
energy-efficient protocol for handling privacy-preserving
MAX/MIN queries in two-tiered sensor networks. To
implement privacy-preserving MAX/MIN query processing
without exposing the real value of collected data to master
nodes, the technique of 0-1 encoding verification and the
encryption are applied.

In mobile sensor networks, malicious nodes frequently
move to different locations and thus it is likely difficult to col-
lect enough evidence for them. Moreover, when reputation-
based schemes are employed, it is not easy to revoke the
malicious nodes due to the risk of false positives. To miti-
gate these limitations of reputation-based schemes, authors
proposed mobile malicious node detection schemes based
on software attestation technique, which virtually fulfills zero
false positives, in the paper “Robust detection of malicious
nodes in mobile sensor networks using software attestation.”

The paper “Design of a new virtual interaction based PLC
training using virtual sensors and actuators: system and its
application” proposed a new virtual interaction based PLC
(programmable logic controller) training systemusing virtual
sensors and actuators. The proposed system is composed of
four components including virtual sensors (for interacting
between user and input device), virtual actuators (for manip-
ulating and controlling device or equipment), virtual PLC
(for programming and generating command), and virtual
networks (for interfacing the interactions and transferring
the data between all the components).

The focus of the paper “Identifying optimal spatial groups
for maximum coverage in ubiquitous sensor network by using
clustering algorithms” was to design efficientmethods to iden-
tify such optimal spatial groups that have certain sizes and
positions using clustering algorithms or the equivalent, for
obtaining maximum total coverage in total. Some examples
included but were not limited to setting upmobile phone base
stations among an even distribution of mobile phone users
where each may have different demand in usage.

In the paper “The lifetime extension of wireless sensor
networks using adaptive energy allocation by distance,” authors
proposed an improved grouping protocol, which considers
the distance between the sensor node and the sink node

in order to allocate total energy of a group. The proposed
method was compared with previous works by simulations
to show the advantages of extending the network lifetime.

In the paper “A+MAC: a streamlined variable duty-cycle
MAC protocol for wireless sensor networks,” with detailed
packet-level simulations, authors verified and demonstrated
that A+MAC can achieve as much as two orders of mag-
nitude energy savings with improved network performance
compared to a previous solution.

By analyzing the characteristics of ship-borne WSN, the
paper “Location algorithm for nodes of ship-borne wireless
sensor networks” designed and verified location algorithm for
nodes of ship-borneWSN, which consists of LAAC (location
algorithm among cabins) and LAIC (location algorithm
in the cabin), and, to test the location algorithm, authors
experimented on “A” ship.

In the paper “An efficient processing of join queries for
sensor networks using column-oriented databases,” authors
proposed a technique for join queries in a sensor network that
minimizes communication cost, where the sensor data (read-
ings) are stored in column-oriented databases. A column-
oriented database stores data on disk (or in memory) column
by column unlike traditional database that store data in rows.

Authors investigated aggregator node selection in WSNs
in the paper “Skyline-based aggregator node selection in
wireless sensor networks.” Authors formulated the selection
process as a top-k query problem, which is solved by adapting
a modified soft-filter-skyline (SFS) algorithm. The main idea
in authors’ approach was to perform a skyline query on the
sensor nodes inWSNs in order to extract among those sensor
nodes that are potential candidates for the leading role and
those that cannot possibly become an aggregator node.

In order to increase the utilization of the cold chain
system, in the paper “Research on real-time localization and
environmental monitoring using sensors and ZigBee for cold
chain system,” authors used both the commercial technologies
of sensors and Zigbee for environmental measurements
and cellular phone or smart phone with GPS for real-time
localization and date transmissions.

The paper “Ontology-based methodology for managing
heterogeneous wireless sensor networks” defined the network-
related terminology using Protégé for the tools and defi-
nitions necessary for ontology-based methodology, thereby
definingOWL (Web ontology language) and the related rules,
and suggested a methodology for incorporated management.

The paper “Verification of data races in concurrent inter-
rupt handlers” presented an efficient and scalable on-the-
fly technique that precisely detects apparent data races in
interrupt-driven programs without false positives. The tech-
nique combined a tailored lightweight labeling scheme to
maintain the logical concurrency between the main program
and every instance of its interrupt handlers with a precise
detection protocol that analyzes conflicting shared memory
accesses by storing at most two accesses for each shared
variable.

Recently, many problems have occurred with respect to
hygiene and beauty of view especially due to growing of
various molds in the residential environment. In the heat
of summer, the damages from molds become serious due
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to the effect of temperature and humidity according to
seasonal characteristics. Therefore, in the paper “Design and
implementation of the prevention system of molds growth using
wireless sensor networks,” authors designed and implemented
the prevention systemofmolds growthwhich can predict and
prevent molds production in indoor environment for sensor
networks.

In the paper “Development of the prediction system of
condensation based on wireless communications,” a special
system was developed to collect and monitor environmen-
tal information causing condensation, in real-time using a
wireless sensor network in order to build a system to prevent
condensation.

In “Design and implementation of a state-driven operating
system for highly reconfigurable sensor networks,” authors pre-
sented an efficient and effective design of the state machine
based operating system for wireless sensor nodes. Authors
described that the new platform can operate in an extremely
resource constrained situation while providing the desired
concurrency, reactivity, and reconfigurability.

In the paper “A design of a congestion control scheme
based on multi-channel on wireless sensor networks,” authors
proposed a congestion control scheme on wireless multi-
channel sensor networks. The proposed congestion control
scheme consisted of a congestion detection strategy and two
cases of congestion control strategies, assigned a priority to
a received packet according to their transmission distance,
and it differentiates the number of useable channels while
congestion occurs.

The paper “Well-suited similarity functions for data aggre-
gation in cluster-based underwater wireless sensor networks”
presented an efficient data aggregation approach for cluster-
based underwater wireless sensor networks in order to
prolongnetwork lifetime.Authors showed the effectiveness of
similarity functions, especially Euclidean distance and cosine
distance, in reducing the packet size and minimizing the
data redundancy of cluster-based underwater wireless sensor
networks.

In the paper “Design of a room monitoring system for
wireless sensor networks,” authors designed a wireless sensor
module that had a ZigBee communicationmodule and a sen-
sor module for monitoring a room or an office environment
using WSN. The sensor module had various enlargements
for various types of sensors, for example, a humidity sensor,
temperature sensor, O

2
, CO
2
sensors, and so forth.

In the paper “A ubiquitous motion tracking system using
sensors in a personal health device,” a ubiquitous motion
tracking system that tracks sporting equipment using the
sensors installed in an activity monitor was proposed and
constructed. The activity monitor with the tracking sensors
could be attached to places on the body or on sports
equipment to calculate the speed and acceleration of these
objects.

In “A hybrid distance estimation for wireless body sen-
sor networks,” authors proposed hibernation and distance
estimation schemes for WUSB (wireless USB) over WBAN
(wireless body area networks) hierarchical protocol for body
sensor networks (BSN). The proposed middleware platform

was composed of hibernation and optimal short distance
estimation solution.

An ultrasonic sensor based personalized multichannel
audio rendering method was proposed in “Ultrasonic sensor-
based personalizedmultichannel audio rendering formultiview
broadcasting services” to increase audio realism in multi-
view broadcasting services. To this end, a real-time person-
tracking method was first developed by using two ultrasonic
transducers and an ultrasonic receiver in order to estimate
the viewpoint of a user. Second, a parameter-based audio
panning method using MPEG Surround parameters were
proposed to increase the auditory realism.

The paper “A DPSMAC (differential probability selection
MAC) protocol considering energy consumption inwireless sen-
sor networks” presented a DPSMAC (Differential Probability
SelectionMAC) protocol which is efficient formedium access
in the real-time sensor networks. The presented DPSMAC
protocolwas similar to the conventional CSMA/CAprotocols
except that it did not use a time-varying contention window
in which a node randomly selects a transmission slot.

The paper “A very fast decision tree algorithm for real-time
data mining of imperfect data streams in a distributed wireless
sensor network” proposed a novel real-time stream mining
model that couples Very Fast Decision Tree (VFDT) algo-
rithm and a programmable cache calledAuxiliary Reconcilia-
tion Control (ARC) for handling missing data. Experimental
results from both synthetic and real-life data showed that the
new model is superior to standard algorithms.

In “Aconflict avoidance scheme forWiMediawireless home
networks,” authors proposed Relay DRP protocol, which
makes a relay path to avoid DRP conflicts or harsh channel
conditions through cooperative relay transmission scheme
and is compliant with the currentWiMediaD-MACprotocol.

A fuzzy collaborative sensor network was developed in
the paper “A fuzzy collaborative sensor network for semi-
conductor manufacturing cycle time forecasting” to predict
the cycle time of a job in a semiconductor manufacturing
factory, which is an important task for the factory. In the fuzzy
collaborative sensor network, each sensor detected the status
of a particular job aswell as various environmental conditions
present in the factory and used a fuzzy neural network to
analyze the received information.

The paper “Restrictive disjoint-link-based bioinspired rout-
ing protocol for mobile ad hoc networks” presented a new
variant ofAntOR, amultihop adaptive routing protocol based
on AntHocNet which already has two versions: disjoint link
routes (AntOR-DLR) and disjoint node (AntOR-DNR). The
new protocol, calledAntOR-RDLR, differs fromAntOR-DLR
through the pheromones updating process and the route
discovery mechanism. The simulation results indicated that
AntOR-RDLR improves their predecessors in all analyzed
metrics.

To accommodate services in large-scale symbiotic net-
works, including wireless sensor networks, authors proposed
a software platform which autonomously constructs and
orchestrates such compositions in “Symbiotic service com-
position in distributed sensor networks.” Furthermore, upon
changes in the infrastructure, the platform responded by
adapting the compositions to reflect the changed context.
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In the paper “An integration avenue of ground monitoring
based on wireless sensor networks,” authors presented a global
integration avenue of ground monitoring based on WSNs.
The proposed avenue included design, integration, and oper-
ational strategies of IP-WSN based territorial monitoring
system to ensure compatibility and interoperability.

In the paper “End-to-endmessage exchange in a deployable
marine environment hierarchical wireless sensor network,”
authors presented a pragmatic view of different approaches
used to guarantee data delivery in a deployable marine
habitat monitoring system in a two-tier dual frequency
(2.4GHz/900MHz) hierarchical wireless sensor network
(WSN). At the lower tier authors preconfigured end-point
(EP) transceivers for automatic data acquisition and wireless
transfer using their native application program interface
(API) framework. At the upper tier, authors deployed a
modified low level 8-bit “lighter” version of the well-known
web application protocol called JavaScript object notation
(JSON, or in our case LJSON) for back and forth CLH to BS
validated message exchange.
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We present a pragmatic view of different approaches used to guarantee data delivery in a deployable marine habitat monitoring
system, composed of a two-tier dual frequency (2.4GHz/900MHz) hierarchical wireless sensor network (WSN). We cover end-
to-end application layer aspects. At the lower tier, we preconfigured endpoint (EP) transceivers for automatic data acquisition and
wireless transfer using their native Application Program Interface (API) framework. These endpoints communicate with a more
powerful intermediate cluster-head (CLH) system. At the upper tier, we deployed a modified low level 8-bit “Lighter” version of the
well-known web application protocol called JavaScript Object Notation (JSON, or in our case LJSON) for back and forth CLH to
BS validated message exchange. These LJSON messages are converted by the BS to 16-bit JSON and vice versa, for remote Internet
interaction. And finally, the BS software establishes Internet Protocol (IP) client socket connections with a remote custom JSON
service, in charge of marine habitat sensor data reception, verification, and nonvolatile database storage.

1. Introduction

During the last decade, wireless sensor networks (WSN) have
been at the forefront in many ubiquitous sensor oriented
research and application developments. A large amount of
WSN publications have appeared [1–3] due in part to the
constantly growing application space (smart homes, assisted
living, precision agriculture, habitat monitoring, etc.), point-
ing out that the most successful WSN endeavors have been
application-centric deployments as discussed in [4–6].

InmostmonitoringWSN applications, sensor nodes have
fixed locations. Another important issue is distance, which
influences the decision of what general architecture is more
practical for a WSN [7]. Most data routing protocols can
be classified according to the general WSN structure as

flat, hierarchical, or position-based [8, 9]. A flat structure
is usually applied for dense networks where many wireless
nodes are close together. On the other hand, for long range
sparse WSN applications a hierarchical structure may be
more practical than a mesh network. And the third option
is the position based architecture, which can be used either
way in short range or long range WSN with power budget
requirements and extended GPS (global positioning system)
hardware, in order to update the nodes position coordinates.
With the implicit restriction that it can only be deployed in
“open sky” applications, it can get a “lock” on the relative
position of line of sight satellites flying overhead.

In the application presented in this paper, we chose a
hierarchicalWSN architecture.This hierarchy establishes two
wireless sensor network layers or tiers. Most or all sensor data
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are forwarded towards the BS located at the top of the upper
tier, which provides Internet connections for DBS sensor
data storage. This is done using a web application protocol
implemented for point-to-point long range communications.

From the available web application protocols, the most
popular is the HyperText Transfer Protocol (HTTP) that
accepts client connections and responds with web pages
coded with HyperText Markup Language (HTML) [10].
Another important application message protocol that deals
particularly with data structure oriented representations is
called eXtensible Markup Language (XML) [11]. It does
not use “tags” for visual design as HTML, rather XML
uses them for data structure messaging and presentation.
Another message transmission protocol is called Simple
Object Access Protocol (SOAP), and it is a lightweight
XML-based messaging protocol for encoding information in
request and response messages. And similar to XML, another
more compact data representation protocol called JavaScript
Object Notation (JSON) was standardized and it is used
in browser-server-browser application layer processing [12].
JSON is now being deployed in a more sophisticated manner
through the so-called Remote Procedure Call (RPC) services
[13].

Recently, standards such as the 6LowPAN published in
[14, 15] and the IPv6 Routing Protocol for Lossy (RPL) net-
works published in [16] promote the use of Internet enabled
embedded systems with constrained resources. Nowadays,
evolving WSN have to deal with interacting with some kind
of web services and application oriented protocols with even
lighter-weight restrictions, such as the ones imposed in the
JSON syntax. One recent approach is group-based web ser-
vices in the so-called Representational State Transfer (REST)
architecture as stated in [17]. These types of architectures
rely on sets of services that can be shared and reused. In
REST a resource is an abstraction handled by the service
according to a Universal Resource Identifier (URI). These
resources can be represented by any format such as XML or
JSONand are processed by an application protocol that works
under a client/server request/response paradigm. Although
REST is not limited to a specific application protocol, most
deployments interact with HTTP servers, which handle
resources through their native methods: GET, POST, PUT,
DELETE, and so forth. Be it the Internet of Things (IoT)
or machine-to-machine (M2M) architectures, REST permits
developing applications using web services that enable trans-
parent communication with a REST/HTTP compliant WSN
agent. On the other hand, others have proposed alternatives
to using HTTP. For example, the Internet Engineering Task
Force (IETF) organized the Constrained RESTful Environ-
ments (CoRE) Working Group, released the Constrained
Application Protocol (CoAP) [18] that has functionalities
similar to HTTP but thought out for embedded devices such
as wireless sensors and actuators. Amajor difference between
CoAP and HTTP is that it uses User Datagram Protocol
(UDP) at the transport layer instead of the reliable Transport
Control Protocol (TCP).

In this paper, we propose and describe the deployment of
a modified version of the JSON application layer messaging
protocol for a hierarchicalWSN applied to long rangemarine

habitat monitoring [19]. From a bottom-up point of view, on
the lower WSN tier, the first protocols we deal with are the
well-knownXBee transceiver attention (AT) protocol and the
Application Program Interface formats owned by Digi Cor-
poration [20, 21]. These XBees are the core systems of our EP
nodes. The other application protocol is the aforementioned
modified JSON that we adapted to our needs. It operates at
the CLH-BS upper tier; particularly, it is an 8-bit “lighter”
JSON (or LJSON) for conveying marine habitat aggregated
sensor data and network link quality assessments. In our
design, the CLH systems are in charge of bidirectional LJSON
messaging for back and forth communications with the BS
and database web service. In summary, from end to end, the
EP nodes send sensor data API frames to the CLH, which
extract pertinent information and validate and aggregate it
to CLH outgoing LJSON messages that are transmitted to
the overall Internet enabled BS system. The BS as it receives
CLH LJSON messages decodes them and extracts certain
data (for its operational purposes) and then augments and
converts these messages to standard 16-bit JSON. Lastly, the
BS software opens an Internet socket connection and sends
the application layermessage to a remote service that decodes
the JSONmessage, extracts sensor digital data, does final data
validation, and stores it in a database system (DBS).

This paper is organized as follows. In Section 1.1 ocean
monitoring issues are presented, where an itemized list points
out physical layer problems that have to be overcome for a
successful deployment in a harsh environment such as the
sea. In Section 1.2, a discussion about publishedmarineWSN
case studies is presented. It is comprised of short descriptions
of their particular application. In Section 2, the proposed
hierarchical WSN architecture and every type of device that
participates are described. In Section 3, the EP application
program interface (API) scheme is explained, for configuring
their automatic behavior and remote host interactions. In
Section 4, we present the way cluster data gathering and
aggregation is done by the CLH systems and how they convey
LJSON messages destined for BS translation (at the upper
tier level). In Section 5, both sides of the BS operations are
presented. This includes the role that our experimental TCP
JSON enabled server plays in the final WSN data verification
and storage. And in Section 6, prototype testing is presented
and weeklong experimental results are discussed. Finally, in
Section 7, a qualitative comparison of popular web oriented
application layerWSN protocols is presented with the goal of
pointing out the benefits of our proposal.

1.1. WSN Ocean Monitoring Deployment Issues. Common
variables measured by ocean WSN deployments are temper-
ature, pH, salinity, dissolved oxygen concentration, depth-
pressure, turbidity, tide direction, and flow rate. Other sys-
tems require measuring the amount and type of plankton,
suggesting imaging hardware on observation endpoints to
visually inspect marine habitat images of remote water
samples [22, 23]. In order to overcome long distances, many
sensor network applications use repeaters and/or deploy
hierarchical architectures. Up to date WSN projects include
hybrid topologies that combine hierarchical architectures
with mesh topologies at different levels of the overall WSN
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structure.Themost widely used radio frequencies for wireless
links are within the well-known industrial-scientific-medical
bands (or ISM frequencies bands at 400MHz, 868MHz—
part of Europe—900MHz, and 2.4GHz) [24].

Once an oceanographic sensor network is in place, other
issues entail a maintenance strategy aimed at minimiz-
ing attendant costs while preserving proper functionality.
For this, three aspects have to be covered: (1) mainte-
nance of sensorization and communication elements—cables
and antennas—to prevent deterioration due to the harsh
environment—algae fouling, calibration, orientation, and so
forth, (2) power supply maintenance, solar panel antifouling
by seabirds, and (3) network infrastructure and topology
maintenance.

Grouping implementation issues, WSN sea deployments,
are determined by

(i) monitored area dimensions and number of deploy-
able nodes,

(ii) network architecture and topology selection accord-
ing to the prior issue,

(iii) selected radio frequency ranges,
(iv) communications devices and protocols used,
(v) maintenance precautions and power source procure-

ment,
(vi) flotation and/or mooring systems used for ocean

surface positioning,
(vii) types of oceanographic sensors or data loggers used.

Some common issues to all WSN implementations such
as topology and type of architecture are present in the
previous list. Regarding frequency range, for long distance
communications, wave length is determinant, and it can
be shown that 900MHz signals travel farther than 2.4GHz
frequency signals with the same level of transmission power,
specially over seawater due to additional 2.4GHz energy
absorption loss [25]. One important aspect to consider in
marine telemetry systems is the maintenance strategy and
the required physical infrastructure. For deep sea monitoring
devices, floating devices have to be deployed. Other scenarios
include anchor mechanisms as part of the underwater sensor
system or when a buoy is set adrift with a counter weight in
order to keep it from flipping over.

1.2. Related Work: Marine and Coastal WSN Case Studies.
WSN applications at sea are especially difficult to deploy
because of the obvious harsh conditions. Some efforts have
been done to deploy seaworthy WSN near the coast. One
such endeavor was called Self-Organizing Collegiate Sensor
(SECOAS) project. It originally deployed sensor networks
that monitored low depth undersea sedimentation processes
at the base of wind farm towers at eight different low depth
locations within an area known as Scroby Sands at the coast
of Norfolk, England [26].This deployment was done to prove
that the wireless sensing nodes (called Pods) could be placed
and enabled to operate for extended periods of time. From
2003 to 2005, three trials were done, with the last test run
lasting two months.

Another deployment, called the OceanSense project,
tested an experimental offshore sensor network, at the coast
of the China Sea [27]. Initially, eighteen TelosB motes
were encapsulated within buoys fitted with steel rods and
underwater counter weights to stabilize flotation. For user
interaction, a Web based system was implemented where
the gateway node connected to a workstation that stored
incoming sensor informationusing a database andprocessing
system called OsnWeb [28]. Another development effort
under the name of Environmental Measuring and Analysis
Technologies Project (SEMAT) was done with the collab-
oration of several universities and government agencies in
Australia [29]. In the overall SEMAT implementation, during
software development, sensor diversity and management
became central issues that were dealt with by a proposed
Sensor Abstraction Layer (SAL). Every sensor station incor-
porated a plug-in-based SAL model where support for new
types of sensors was loaded on the running system via plug-
in software modules. And yet, another project intended for
permanent operation, called the Great Barrier Reef Ocean
Observing System (GBROOS), was deployed and is still
running at the northeastern costs of Australia. GBROOS
is now used to study ocean currents and their impact on
the Coral Sea habitat, particularly cool and warm water
intrusions on the Great Barrier Reef (GBR) [30]. GBROOS
uses a two-tier approach: at the lower tier short range oceano-
graphic buoys acquire sensor data and send it to upper tier
systems installed on poles anchored on the coral reefs. The
overall result is that GBROOS is now a heterogeneousmarine
sensor network deployment, with ongoing technology devel-
opment, looking to substitute legacy instrumentation with
newer less expensive WSN technology made for marine
deployments.

2. Dual Frequency Hierarchical WSN for
Marine Habitat Monitoring

The obvious obstacle in long-range WSN applications is
distance. In this case, hierarchical WSN topologies are better
suited than modern mesh topologies because they need
a lower number of hops in order to complete wireless
communications [31–33], and this is why we selected a two-
tier hierarchical wireless sensor network architecture for our
marine habitat monitoring system.

The actual site where our final system will be placed
is within Bahı́a Falsa at San Quint́ın, Mexico, located at
the western shore of the upper half of the Baja California
Peninsula, a satellite image of the site is shown in Figure 1.
Bahı́a Falsa is a shallow body of water that is more like
a lagoon than a bay. There is a thriving Oyster Farm
industry developing within Bahı́a Falsa’s western side. The
oyster farmer community have special interest in deploying
this monitoring system because it will give them updated
information on the bays habitat conditions, so as to make
informed decisions on how to manage their farms and how
to anticipate unhealthy conditions for the oyster species, and
this can be indirectly determined knowing habitat variables
such as temperature, pH, and salinity [34, 35].
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Figure 1: WSN deployment site at Bahı́a Falsa, Mexico. EP agents
are low power endpoints and CH agents are dual frequency cluster
heads.

Several potentialWSN clusters are shown in Figure 1, and
at the center of them are CLH and EPmonitoring agents.The
distance to the nearest seashore facility, where the gateway
operates, exceeds a kilometer anticipating significant signal
loss. Considering existing technologies and radio-frequency
(RF) standards, two unlicensed frequency bands at the
900MHz and the 2.4GHz were considered and later used. In
this case, the 900MHz range bands have a more convenient
wavelength for long range communications, reaching greater
distance with the same power compared to 2.4GHz links
[36]. However, at 2.4GHzmore short range nodes can coexist
due to broader bandwidths and this is why we are using this
frequency range for cluster endpoint communications.

A simplified structure of the selected architecture is
shown in Figure 2. The WSN hierarchy is composed of two
tiers (or levels). At the lower tier, low resource 2.4GHz EP
nodes make up clusters coordinated by a single CLH. These
CLH nodes, with more computing resources and power, have
two radios onboard: a 2.4GHz transceiver that enables cluster
communications and a second 900MHz radio throughwhich
the upper tier network is created for relaying remote sensor
data towards the overall WSN base station.

Most of the habitat sensing is performed at the lower tier
or cluster level, and this includes sensing at the EP level as
well as at each CLH system. Here we take advantage of “off
the shelf ” EP transceiver technology called XBee radios that
can be configured on the fly with extended data acquisition
capabilities and sleep options when being inactive. These
XBees operate using a variation of the IEEE802.15.4 medium
access control (MAC) wireless sensor protocol operating
within 2.4GHz bands [37]. For sensing purposes, almost all
types of XBees have 10-bit analog to digital (A/D) converters
onboard and can be configured for automatic acquisition and
data transmission (Tx). The XBee protocol stack is shown

in Figure 3(a), and in Figure 3(b) our CLH protocol stack is
illustrated, noting two radio interfaces onboard every CLH.

Using the drone-type XBee EP sensor node approach (or
any other similar transceiver) has the aim of being able to
populate a small area of interest with less expensive wireless
equipment creating a cluster, which is a coordinated CLH
node that has extended resources to fulfill its purpose. On
the other hand, the hierarchical approach has two drawbacks:
(1) it might imply using more transmission power to cover
longer distances and (2) the intermediate CLH nodes have to
be fault-tolerant to maintain the system running. In contrast,
a benefit of the hierarchical approach is that it requires
fewer radio links, which avoids cluttering the radio spectrum
with multiple simultaneous wireless communication links
interfering with each other.

Although in a hierarchical point-to-point approach mes-
sages have only one route, if a mesh multihop network
were to be used instead, message exchange would incur
in additional overhead and cross-layer data aggregation at
almost every hop. This might make the exchanged messages
too long for themeshmiddleware to handle. In that situation,
the system may not be able to avoid (or at least min-
imize) message fragmentation, increasing communication
algorithm complexity, and processing overhead at different
network hops [38, 39]. Similarly, the BS has to maintain
much more dense information pertaining to the networks
structure and different received signal strength indicator
(RSSI) readings, measured along the multihop path. These
last remarks justify our hierarchical topology selection for
long distance communications. And although routing is
not part of this paper, as the WSN structure grows, it
impacts the data representation complexity and the whole
transfer process, which may compromise its reliability. This
reflects the importance of good planning and of deploying
appropriate application layer strategies.

In our deployment, in the upper end of the system, the
BS protocol stack is composed of two sides, as shown in
Figure 4(a). Both upper tier cluster-head communications
using LJSON and Internet gateway capabilities using JSON
messaging are present at the application layer. In Figure 4(b)
our WSN web application database server protocol stack
is also shown, and it expects data encapsulated in JSON
messages coming from different WSN agents.

In Figure 5, fundamental use cases are shown for the
agents involved in our HWSNmodel, where application level
and cross-layer operations are listed.

There are three actors or agents involved: the EP, CLH,
and BS. The CLH agent interacts at both lower and higher
tier. Interaction between agents depends on the hierarchical
nature of this network. Some actions done in the lower tier
are not done in the upper level, although a CLH at the upper
tier might control lower tier agent processes. One such task is
the sleep/wakeup scheduling that takes place at the EP level,
pointing out that CLHs do not sleep but they do manage
the sleeping process. All automatic sampling sends data to
the BS for LJSON/JSON message translation, transference
through the gateway, and final custom web service database
storage. The conceptual example of automatic sampling and
data transfer is shown in Figure 6. The EP uses an API frame
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Figure 4: Hierarchical WSN protocol stacks: (a) base sta-
tion/gateway and (b) JSON enabled web service for WSN data
storage.

to send its data to the CLH, which extracts sensor data and
constructs the pertinent LJSON message that is translated to
JSON and finally received by the web server.

Because the system runs under a modified JSON mes-
saging scheme, the CLH can be expanded to interact with
remote web hosts through custom BS services. The BS runs

as a proxy that translates messages from LJSON to JSON
and vice versa. But most of the sensor data preprocessing
is done by the distributed CLH systems in charge of their
cluster EP operations. In Figure 7, a web host messaging flow
example is shown where a CLH is queried about its status;
every exchange ends with an acknowledgement.

3. Endpoint Operation and Cross-Layer
Protocols

An XBee transceiver’s configuration depends on the values
that their internal nonvolatile registers hold, which determine
its behavior and indicate their status [40]. These registers
are accessed and modified through serial communication
interaction with a host computer or embedded system.There
are two ways of reading and writing the XBee registers: (1)
with AT command strings or (2) by sending it formatted
Application Program Interface (API) frames. The problem
with issuing serial AT commands is that there is a delayed
response that might take a few seconds, because the AT
protocol was originally intended for slow human interaction.
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Due to this drawback, the XBee manufacturer programmed
an alternative for embedded system interaction through the
API framework. This now permits other capabilities such as
remote AT configurations encapsulated within API frames
that are instantaneously executed by the XBee. The generic
XBee API frame structure is shown in Figure 8 [41]. Also,
three other particular API command frames pertaining to
this application are shown in Figures 9, 10, and 11.

In Figure 9, the specific API frame corresponds to a
remote XBee I/O automatic response identified by the 0x83
API identifier (cmdID), which in our case is an XBee 16 bit
addressed input signal frame sent automatically by an EP and
received by a destination CLH node. A 0x83 frame payload
may hold A/D samples coming from as much as six analog
inputs of the remote source EP, among other input detecting
features. On the other hand, in Figures 10 and 11, the remote
AT command request frame structure (cmdID = 0x17)

Start delimiter
(byte 1) (bytes 2-3) (byte n + 1)

Length Frame data Checksum

0x7E MSB LSB API-specific structure

API identifier Identifier-specific data
cmdID cmdData

1 byte
(bytes 4-n)

Figure 8: XBee API frame model.

and its corresponding remote AT command response frame
(cmdID = 0x97) are shown. The response frame confirms
the correct configurations and registers updates, or it flags if
an error occurred during this operation due to malformed
request frame.

In Figure 12, remote XBee EP interaction with the XBee-
CLH system is shown. The CLH has its own XBee onboard
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Figure 9: XBee API automatic ADC sampling frame model.

API identifier Identifier-specific data

cmdData0x17

Frame ID Remote
64-bit address

Remote 16-bit
network address

Apply
changes AT command Optional

value

Byte 5 Bytes 14-15 Bytes 16 Bytes 17-18 Bytes 19-nBytes 6 · · · 13

Figure 10: Remote AT command Request.
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Figure 11: Remote AT command response.

which accepts API requests and responds to them as well.
The example shows the three prior API frame descriptions:
0x83 automatic remote I/O frame, 0x17 remote AT command
request, and the 0x97 remote AT command response inter-
actions. In this application, the 0x17 frames mostly request
remote sampling rate changes and enable/disable EP sleep
scheduling configurations. Other remote AT requests pertain
to Tx power level reassignment to avoid wasting battery
power during data transmissions, and this becomes necessary
when the incoming wireless received signal strength indica-
tor, or RSSI, is exceedingly strong.

4. Cluster-Head Data Gathering: Aggregated
Messages and ‘‘Lighter’’ JSON

CLH devices have more resources compared to EP systems.
In this implementation, the main CLH controller module is
the Arduino-Mega controller [42]. We fitted the CLH with
a custom stack shield, such as the one shown in Figure 13,

which accommodates two radios on board: an XBee Pro
transceiver and an AC4490LR1000 long range digital radio,
and a second shield on top for sensor conditioning and
data acquisition. In general, the CLH system is in charge of
five main tasks: (1) runs and has access to an updated real-
time clock for time-stamping and event logging; (2) at the
2.4GHz lower layer the CLH receives and processes remote
sensor data API frames coming from the EP network; (3)
also the CLH acquires, validates, and buffers local sensor
data that is considered part of the lower tier; (4) the CLH
gathers and time-stamps other relevant data as well, like
powermanagement values, cross-layer information, andRSSI
statistics; lastly (5) the CLH constructs an application layer
message encapsulating all aggregated data in application layer
messages that are sent through its serial interface, which is
connected to the upper tier AC4490 900MHz wireless link
radiating towards a long range sink node attached to the BS.

A very important task, often overlooked in theoretical
WSN discussions, is the need of having an up-to-date time
clock for accurate sensor data acquisition timestamping.
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Figure 12: XBee API frame exchange with an attached host.

Figure 13: Cluster-head communications shield on top of an
ArduinoMega.

The sampling timestamp may be generated locally or done at
the final server repository.The latter option has the drawback
that a substantial delay may occur, from the time the samples
are acquired until they are timestamped and stored in a
DBS. In our case, the simplest EP systems lack the resources
for having a real-time clock (RTC) or such, its sampling
is a matter of a direct A/D conversion process done by
the EP firmware, and after a few milliseconds the acquired
data is placed on the TX buffer and then sent-off to the
associated CLH node. At the destination EP, sensor data is
received encapsulated within 0x83 coded API frames. Worth
mentioning is that, for practical purposes, we chose to use the
UNIX ten digit time-stamp, which is a standard format that

represents the number of seconds elapsed since 01/01/1970 (or
the first of January of 1970) until the present.

When a CLH node receives remote sample API frames,
the CLH software uses an Arduino C++ open source XBee
API function library [43] with which it first identifies the
0x83 command ID byte, then inspects the frames content,
and extracts two byte sensor data values. At this point,
every CLH extraction process involves saving EP data in its
associated timestamped buffer for forthcoming aggregation
and subsequent message relay towards the BS.

Regarding local CLH sensor sampling, in this deployment
the CLH controller has at its disposal several 10-bit A/D
input lines. In our case we initially used four of the Arduino-
Mega boards analog inputs, so as to acquire air and seawater
temperature, air relative humidity, and remaining battery
voltage. Other habitat variables being considered are the
seawater pH and salinity levels. In most habitat monitoring
systems, the sampling period usually is equal to several
seconds orminutes.Thismeans that most habitat monitoring
applications are not data intensive, and long intervals of
inactivity can be used for other tasks or just simply for putting
the electronics to sleep, to conserve battery charge in the
meantime. All data gathering processes in this project done
by the CLH are destined to be encoded into messages that are
to be sent to the BS which is discussed next.

4.1. Long Range Upper Tier AC4490 Laird Transceiver. We
used the Laird technologies AC4490LR1000 transceiver as
the radio that establishes upper tier communications, and it
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Figure 14: Laird API Receive packet.
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Figure 15: Laird Transmit API packet model.

operates within 900MHz ISM frequency bands and trans-
mits at a fixed 76.8 Kbps data rate. It uses Frequency Shift
Keying (FSK) combined with Frequency Hoping Spread
Spectrum (FHSS) collision avoidance [44]. These modules
have adjustable Tx power levels that go from 5mW to
1000mW using 3 dBi antennas. When a data frame arrives,
the transceiver places the information on its serial output line
so an attached host system gets the forthcoming data. The
AC4490 transceiver operates in a master-slave configuration,
or what the manufacturer calls a server-client scheme with
the aim of synchronizing multiple clients’ turn to send data
through the wireless channel. The server radio is in charge
of sending a synchronizing channel beacon. The drawback is
that with this scheme the server transceiver has to consume
much more power than a client transceiver, which is why it
is usually placed as the sink transceiver at the BS where it is
more certain that there will be enough available energy.

These transceivers can be configured on the fly using
their own version of AT commands, through which a host
user can access and change the AC4490 internal EEPROM
initialization and operational registers [45]. Upon resetting
the transceiver, the new configuration values startup the
systems operation. The Laird AC4490 can operate as a trans-
parent line or can be configured for API communication,
which is meant for receiving and transmitting data in a
more reliable way. This API is based on a framing structure
that the host writes or reads from a preconfigured serially
attached AC4490. Four kinds of API packet exchanges can
be enabled: Receive, Transmit, Send Data Complete, and
Enhanced Receive. When a host is in this type of communi-
cation mode with the AC4490, specific packet structures are
expected, and the general API formats are shown in Figures
14, 15, 16, and 17.

In this deployment, the AC4490 radios are configured to
operate in Transmit API mode and in Enhance API Receive
mode.TheTransmitAPImode is useful becausewith it the BS
can specify the destination CLH address on-the-fly without
writing to the transceivers EEPROM, taking into account
that an EEPROM has a limited amount of memory recording
cycles, this will avoid shortening its lifespan. Likewise, the
Enhanced API Receive feature is convenient because it holds
cross-layer information such as the RSSI value and the MAC
address identifying the source node.

4.2. LJSON for Reliable Sensor Data Transfer. It is said that
JSON is a lightweight web application data protocol, similar
in functionality to eXtensible Markup Language (XML)
but with a simpler syntax compared to conventional web

0x82 Failure/successReserved Last ACK
RSSI

Figure 16: Laird API Send Data Complete packet.

0x81 Payload dataPayload
data length Res. RSSI Source MAC

Figure 17: Laird Enhanced API Receive packet.
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Figure 18: L-JSON object syntax.

application protocol notation styles [46]. Noting that instead
of using “less than” < or “greater than” > symbols to open and
close tags, JSONuses colons “:” to associate name, value pairs,
and commas to separate multiple variable assignments. For
grouping array members JSON uses brackets and for object
representations it uses braces for grouping properties and
methods.

Taking syntax rules from the standard 16-bit JSON proto-
col, here we propose a “Lighter” JSON or LJSON as an 8-bit
JSON type scheme for representing complicated data struc-
tures and procedures within ASCII messages, while being
easily read by humans. All JSON names of objects, arrays,
or variables are strings and are invariably enclosed between
double quote symbols “ ”. In our lighter implementation of
JSON we chose not to use double quotes to achieve shorter
messages and this is why we also call LJSON a “quote-less”
JSON.Thus, LJSONmay represent groups of variables, arrays,
and objects with an even simpler syntax. In Figure 18 the
syntactical JSON rules are shown and in general apply to 8-
bit LJSON with double quote suppression for name casting,
and the exception is for implicit string values where double
quotes are permitted to avoid confusion when parsing comes
around.

LJSON conveys hierarchical sensor network informa-
tion which may become highly structured. In general, all
WSN L-JSON messages are represented as objects that hold
variables/properties and arrays that group sensor samples
taken at different locations within the network.Thismodified
“Lighter” JSON only specifies syntax rules, and it does not
explain the way to go about coding or decoding messages.
First off, we are calling “tokens” all JSON standard characters
such as the following { : " , [ ] }. Also, another couple of
tokens are considered, and these are the single quote '
for character representations and the question mark ? for
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Table 1: Simplified general LJSON names for a hierarchical WSN.

Symbol Name Description
T Timestamp UNIX timestamp
I Identification Object or array particular identification number
Av Sample array Set of analog samples taken by either the CLH or EP
An Number of samples Amount of samples that holds the associated sample value array

C, c Cluster-head object Specifies a CLH object and holds pertinent member variables, arrays, or other
objects, such as EP objects

E, e Endpoint object Specifies an EP object and holds pertinent member variables and arrays, such as
sample arrays

En Number of EP It is specified within a CLH object to know the amount of objects that hold the
EP array of objects

R XBee RSSI RSSI that reads a CLH when receiving EP data
R AC4490 RSSI The AC4490 RSSI level that reads a CLH when it receives a BS messages
M AC4490 MAC address Used for creating and/or maintaining routing tables
A XBee 64 bit address Used in some remote API configuration commands
A AC4490 transceiver object Groups together properties and methods associated with an AC4490 radio
X XBee transceiver object Groups together properties and methods associated with an XBee radio
P AC4490 Tx power level Long range radio transmission power level for optimizing power consumption

Rg AC4490 EEPROM register
address AC4490 configuration register address

Rv AC4490 EEPROM register value AC4490 configuration register address
P XBee Tx power level XBee EP radio transmission power level
Rg XBee register name Holds an XBee register identifier to query or update
Rv XBee register value Holds an XBee register query response or updated value
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Figure 19: Endpoint time synchronization sequence diagram.

straightforward queries such as Time Synchronization update
requests. Furthermore, we decided to specify global simpli-
fied names for common object, array, and variable names,
and these are listed in Table 1. An example of the simplest
LJSON deployment is when a CLH sends towards the BS a
time synchronization request message, which is needed to
assure updated timestamps [32]. A common sense LJSON
message for this request is {t : ?} which with ANSI standard
JSON would be {"t" : "?"}. In Figure 19, a complete CLH
time synchronization request/response sequence diagram is
shown.

A standard ANSI character JSON example where its
contents are CLH gathered EP sensor samples is shown as
follows:

{"C" : 1,"En" : 2,"e" : [{"i" : 3,"T" : "1352244343",
"r" : 68, "An" : 4,"Av" : [235, 9E8, 81C, 430]},
{"i" : 4, "T" : "1352244344", "r" : 72, "An" : 4,
"Av" : [235, 9A6, 82C, 422]}]}.

This message conveys information gathered from two
endpoints, and the EP data makes up an array coded within
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Figure 20: BS start-up processes: network connection and time synchronization.
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Figure 21: EP cyclic sleep scheduling sequence diagram.

the cluster-head message as "e" : [{"i" : 3, . . .}, {"i" : 4, . . .}].
Also, this message is timestamped with a ten num-
bered character string "T" : "1352244343" for EP 3 and for
"T" : "1352244344" for EP 4. Furthermore, it also contains an
“An” value that indicates the number of analog sampleswithin
the “Av” array. The message is 145 ANSI characters long,
meaning that its total length in bytes is 290. It is important to
note that standard 16-bit JSON does not admit hexadecimal
numbers, which means that the latter example does not fully
conform to JSON rules due to the presence of hexadecimal
numbers within the data array. After applying L-JSON is
reduced to
{C : 1, En : 2, e : [{i : 3, T : 1352244343, r : 68, An : 4,Av
: [235, 9E8, 81C, 430]}, {i : 4, T : 1352244344,r : 72, An :
4, Av : [235, 9A6, 82C, 422]}]}.

Although this message conveys identical information, its
syntax is lighter due to its quoteless nature and because it
is made up of 8-bit ASCII characters. Its total length is 134
bytes, which is 46.2% the length in bytes of the previous
standard JSONmessage, with the added advantage that in our
L-JSON rules, and hexadecimal notation within ADC arrays
is encouraged. If a LJSON message exceeds the intended
transceiver maximum payload length, then it will have to
undergo fragmentation. This means that a frame ID must be
included in the message to be able to reconstruct the entire
LJSON string at the BS.

5. Base-Station Operations, Message Decoding,
and Internet Gateway Communications

For the base station systems core, we selected the Rab-
bit Controller Module RCM4300, which has an Ethernet
interface onboard and four serial ports [47]. It comes with
a complete TCP/IP stack software library, through which
the network interface is configured and an IP address is
assigned to it so it can communicate with the Internet. Rabbit
modules are programmed using their native Dynamic C
language, which is a modified C language with augmented
capabilities for implementing state machine through their
“costate” paradigm [48]. In this project, the RCM can work
both as a server (with passive TCP connection) and as a
client (through an active TCP connection). As a client, the
BS opens a TCP connection only when it is required, such
as during time synchronization or when LJSON messages
arrive and have to be turned into standard JSON and sent to
our custom WSN database web server. In Figure 20, the BS
running software debugging window is shown when it starts
up.

During initialization, the BS enables its Ethernet con-
nection and establishes its IP address as well. Afterwards,
it connects to the TCP server and requests the current
Unix Time. After the server correctly responds, the BS
broadcasts the time synchronization to all CLH in range, this
process corresponds to the one depicted in Figure 18. All BS
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$socket = socket create(AF INET, SOCK STREAM, 0);

// bind socket to port

$result = socket bind($socket,$address, $port);
// start listening for connections

$result = socket listen($socket, 3);

echo “Server UP... waiting BS messages”;
do{

// accept incoming connections

$spawn = socket accept($socket);

// read client input

$input = socket read($spawn, 2048);

echo “\n\n”.$input.“\n\n”;

$msg obj = json decode(safeJSON chars($input),0,2048);

if ($msg obj == NULL)

$output = “JSON ERROR... null message.\0”;
else

{ // Process $msg obj

⋅ ⋅ ⋅

}

socket write($spawn, $output, strlen ($output));
//close sockets

socket close($spawn);
} while($input! = “quit”);
socket close($socket);

Algorithm 1: TCP socket server program with JSON decoding.

tasks are done by the RCM4300 module when it receives
LJSON messages coming from the CLHs through one of its
serial ports, where an AC4490 transceiver is interfaced. In
Figure 21, an end-to-end example is shown, and it represents
sleep scheduling and automatic sampling operations with
LJSON/JSON decoding/coding and data transfer.

The BS issues a Cyclic Sleep Schedule LJSON message
towards all CLH. Afterwards, every CLH generates a Remote
AT command API frame and sends it to their corresponding
cluster EP members. Part of the configuration includes
establishing the appropriate sampling rate, enabling the data
acquisition process and automatic wireless transfer.

When a CLH starts receiving sensor data through the
EP API frames, it aggregates pertinent data and creates a
“light” JSON string with structured information. When the
BS receives the LJSON string, it extracts relevant information
and stores it in local data structures. Afterwards, the BS
increases the string length by adding symbols to comply
with the JSON standard casting it as 16-bit character message
and opens a TCP socket connecting to the off-site server
waiting for such information.The server receives themessage,
extracts sensor data from the JSON string, and queries the
DBS to finally store all relevant information in preformatted
data tables for future data mining.

An important aspect is that in practice there is a limit on
the length that a wireless message can have. This depends
on two things: the transceivers interface buffer size and
the limit of the API frames payload length. Usually the
input/output buffer is larger than individual frame payload

lengths to accommodate several incoming wireless data pay-
loads.Thebuffer and payload size differences are illustrated in
Figure 22.

In our application the particular AC4490 transceiver
has an 80-byte API payload length limit and a 256-byte
input/output buffer. This means that the incoming buffer
accommodates a little over three full API payloads before
it fills up, as shown in Figure 15. If more bytes are received
and the incoming data is not read immediately, output
buffer overflow would occur and data would be lost at
the receiving host. In this situation, if LJSON message
lengths exceed the allowed Enhanced API Receive payload
length, fragmentation will take place and the latter discussion
becomes relevant. This implies that at the CLH, proper
message segmentation has to be done in a way that after
the BS receives these segments the entire message can be
reassembled without losing data. It is well known that in
traditional and wireless networks many schemes have been
devised for this purpose while conveying data through
different layers of the network model. In a similar way, we
deployed a segment transport control mechanism at the BS to
guarantee reliable data transfer, which assures data integrity
during the entire process. Nevertheless, it all starts at the CLH
level where data aggregation takes place and LJSONmessage
coding is done and where the total LJSON message length
determines if segmentation is necessary. And consequently,
the CLH has to do an orderly and predefined segmenta-
tion that the BS will expect in order to decode incoming
messages.
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if((@$msg obj -> {“T”})!= NULL)

{

$T = $msg obj -> {“T”};
if ($T == “?”)
{

$my t = @getdate(@date(“U”));
$output = “{\“T\”:\ “”. $my t[0]. “\”}\0”;
echo “TIME Sync >> $my t[0]\n”;

}

}else if (($C = $msg obj -> {“C”})!= NULL)

{

echo “\nCluster ID: ”. $C. “\n”;
if (($En = $msg obj -> {“En”})!= NULL)

echo “\nNumber EndPoints: ”. $En. “\n”;

$endpoint = array();

$endpoint = $msg obj -> {“e”};
⋅ ⋅ ⋅

}

Algorithm 2: Server time-update response and CLH message JSON decoding.

0x81 LEN Rsv. RSSI Source MAC
AC4490 Enhanced API receive frame

API receive payload
3 API frames =
API receive payload API receive payload

80 byte data payload

256 byte AC4490 serial input/output buffer

240 bytes

Figure 22: API data payload is placed on the AC4490 serial Tx
buffer.

TCP Server Coding and Operation. On the web server side,
PHP scripting was done to develop a TCP socket server [49].
Part of the code is shown in Algorithm 1. The server listens
on a designated open TCP port, through which it receives
the BS’s messages that contain relevant sensor endpoint
information. After validating and decoding incoming JSON
messages, the server extracts the data of interest and stores it
on a localhost DBS using structured query language (SQL).
The first interaction that the BS has with the server is a
Time Synchronization request. Some TCP socket functions
that PHP implements are similar to the BSD (Berkley Socket
Distribution) functions that originated this standard. At the
server side, data coming in through the socket is read and
stored in an $input variable and then is passed through the
PHP JSON decoder function getting a corresponding object
message that is stored in the $msg obj object.

For our application, a typical JSON string example is
shown as follows:
{"C" : 1, "En" : 1, "e" : [{"i" : 2, "T" : "1334545815", "An" :
3, "Av" : [235, 9E8, 81C]}]}
Another JSON string is the Time Sync string which starts

with a quoted letter T.The code snippet of Algorithm 2 shows
the way an object member can be extracted, be it a CLH
sample message {"C" or a time sync message {"T".

After all of the JSONobjectmembers have been extracted,
the corresponding timestamp and relevant sensor informa-
tion are stored in aMySQLDBS [50] and backed up in a plain
comma separated values (CSV) file. In Table 2, an example of
resulting INSERT query issued on a DBS is shown, where a
table of two EP timestamped sample values are stored.

6. Prototype Testing Results

In order to test the EP and CLH devices in real marine
weather conditions, we selected an initial test scenario at
the beach of Ensenada, Mexico. In Figure 23 we show the
implementation scenario that details the relative distance and
elevation of the deployed nodes and BS.

Our custom web server was installed within the Telem-
atics building of the research center known as CICESE
(Centro de Investigación Cient́ıfica y de Educación Superior
de Ensenada) on a hill, overlooking the Pacific Ocean. In
Figure 24, a satellite image is shown of the experimental node
long-range locations.

The experimental setup was left running for a week at the
Ensenada test site. In this scenario, CLH to BS messaging
was tested and the received data from both CLH and EP
sensors was validated and stored at the DB server. The EP
node sent acquired sensor data in its native API messages
to the CLH every ten seconds. During that time, the CLH
constructed timestamped LJSON messages, aggregated the
most recent local and EP sensor data, and sent them towards
the BS. LJSON to JSON translation was done by the BS, and
afterwards the application message was relayed by the BS
through the gateway, reaching the web server for final data
storage. Figure 25 shows a 7-day log of the water temperature
measured by the EP at the beach. And in Figures 26, 27, and
28, the cluster-heads air temperature, relative humidity, and
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Table 2: Example of resulting MySQL INSERT command strings.

ID TIME STAMP  CLH ID EP ID n ADC0 ADC1 ADC2 ADC3 ADC4 ADC5
277 1334685220 1 2 4 188 230 274 495 0 0
276 1334685218 1 2 4 193 234 279 504 0 0
275 1334685217 1 1 4 1023 1023 1023 1023 0 0
274 1334685216 1 2 4 198 237 282 512 0 0
272 1334685214 1 1 4 1023 1023 1023 1023 0 0
273 1334685214 1 2 4 205 243 288 526 0 0
271 1334685212 1 2 4 208 244 290 527 0 0
270 1334685211 1 1 4 1023 1023 1023 1023 0 0

Figure 23: WSN test scenario where the BS is located on top of a hill.
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Figure 24: WSN device real weather testing at Ensenada, Mexico.

battery voltagemeasurements are presented, where day/night
oscillations can be identified clearly.

The actual intended deployment of this low depthmarine
habitat WSN is Bahia Falsa, Mexico. Marine infrastructure
is needed to house the remote telecommunication and elec-
tronic instrumentation systems that make up both EP and
CLH systems. Resources such as moored floating buoys or
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Figure 28: Week long solar panel CLH battery charging cycles.

mast installations properly anchored to the sea floor were
considered for this purpose [51]. In this sense, we made
progress developing an experimental buoy for shallow water,
which we built and now have at our disposal. The initial test
involved putting one of our CLH systems, including batteries
and charger, within a water-tight enclosure onboard our buoy
prototype. We also installed encapsulated photovoltaic (PV)
cell arrays for battery recharging purposes, and this is shown
in Figure 29.

At Bahia Falsa we did CLH range tests at fixed 200mW
Tx power levels. We set up at the dock of Ostricola Nautilus
oyster farm an Ethernet crossover connection between the BS
system and a laptop, where we ran our server for data logging
purposes. The oyster farm is licensed to operate within Bahia
Falsa by the Mexican government. We assembled our buoy at
the dock and then dragged it with a boat towards an anchored
research raft, called Balsa Nautilus, at more than a kilometer
away. A satellite composite image of the boats path is shown
in Figure 30. Also, the received power recorded at the BS is
shown in Figure 31. The fading RSSI effect shows the relative
distance gained by the buoy as we dragged it along the bays
channel.

These initial buoy test results not only served as the first
step in verifying and debugging the design approach and
operation of our systems, but also pointed the way towards
real environment long-term testing of the overall electronics
and algorithms that were presented here.

Figure 29: Prototype buoy for shallow bodies of water.
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Figure 31: RSSI values recorded at the BS during the buoys
displacement towards the experimental raft.
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7. LJSON Compared to Other WSN Internet
Integration Approaches

The advantages of connecting a WSN to the Internet cloud
are obvious, but the way to go about it is unclear. Whether
a sensor node should be completely integrated inside the
Internet or if it should maintain its independence, as an
isolated or adjacent element within its ownWSN cloud, is still
a valid discussion [52, 53].

In the first Internet integration approach, all interaction
of the WSN with the outside world is done by intermedi-
ate software that can access front-end stored sensor data,
responding to queries sent by a web host.

A second method is called the Gateway solution. In this
approach, an Internet enabled BS works as the intermediary
between both the world wide web cloud and its own WSN.
The BS has an IP address, and sensor nodes are associated
to its IP address and have their own node ID. This means
that a web host and a WSN node communicate indirectly
through the BS gateway at an application level, and the BS
relays messages and routes them locally.

The third and last approach is the IP overlay solution,
where the web host and theWSNnode communicate directly,
the BS is only a means for the information exchange to take
place. The BS only works at the routing and transport layers.

Our approach works as an application gateway solu-
tion. The BS functions as an intermediary that translates
WSN application layer LJSON messages, generated by dis-
tributed upper tier CLH nodes, to JSON messages that are
relayed towards a web service. A feature comparison of this
LJSON/JSON approach against other WSN web integration
methods is presented in Table 3.

The main benefit in using LJSON is that application layer
messages originate within the WSN at the CLH level, and
when they reach the sink node, the BS converts them to JSON
through a simple translation process and relays them to the
custom web service for DB storage. Likewise, a web host can
communicate with a CLHnode in an inverse fashion,making
this scheme a partial gateway solution.

8. Conclusions

In general, a WSN deployment of this sort is challenging
because of several different physical factors involved, such
as the great distance between sensor fields and the telemetry
base station. Also, harsh weather conditions present on the
ocean surface and extreme humidity that the wireless channel
posses may cause signal fading. This means that not only
sensor information needs to get to the base station for oper-
ational evaluation, but other data have to be available also,
such as the cluster ID, originating EP addresses, remaining
battery charge, and received signal strengths at different hops
within the hierarchy. We included this augmented WSN
cross-layer information in our application layer messages for
a complete functional assessment of the quality of thewireless
links and of the data being transferred. This implies that the
information flowing from EP all the way to the BS needs to
be within highly structured messages, which at the end have
to be transferred to a remote DBS for final storage.

Table 3: WSN web integration method features.

Approach Integration
strategy Web messaging Transport

layer
CoAP IP overlay XML UDP
Sensor network
common
interface

Gateway
solution SOAP-XML TCP

ConnectAPI Gateway
solution XML TCP

LJSON Gateway
solution

JSON-PHP
service TCP

End-to-end approaches aimed to achieve data delivery
were deployed and tested. Initial tests were done on EP
systems using their native API frame structures, which pro-
vide data integrity at the CLH level. Meanwhile, the LJSON
encoder, running on the CLH systems, creates aggregated
sensor data messages with a well-known syntax which are
validated when they reach the BS system. Noting that LJSON
application messages are 8-bit casted “quoteless” strings,
with shorter lengths compared to 16-bit JSON, which are
exchanged at the energy constrained WSN. In this case,
LJSON message buffering takes place at the BS, where all
incoming LJSON messages are converted to standard JSON
and vice versa. Afterwards, the BS opens a socket connection
and the resulting messages are sent to a custom TCP/JSON
data server, which finally decodes incoming messages and
stores extracted timestamped sensor data in a nonvolatile
repository.Themain advantage in using LJSON/JSON is that
M2M communication from a web host towards the BS or
CLH and vice versa is done with a messaging scheme that
can be translated with little effort and efficiently parsed to
extract sensor data and operational states, and also it can be
used to reconfigure CLH and EP functionality. This enables
the distributed wireless sensors to participate—in their own
way—in the ever-growing web of things (WoT).
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Since wireless sensor networks (WSNs) have a lot of potential capability to provide diverse services to human by monitoring
things scattered in real world, they are envisioned as one of the core enabling technologies for ubiquitous computing which
organizes and mediates both physical and social interactions anytime and anywhere. WSNs are being adopted in various fields and
things in their zones are being monitored. However, existing WSNs are normally designed for observing special zones or regional
things based on small-scale, low power, and short range technologies. Seamless system integration at a global scale is still in its
infancy stage due to the lack of the fundamental integration technologies. In this paper, we present a global integration avenue of
groundmonitoring based onWSNs.The proposed avenue includes design, integration, and operational strategies of IP-WSN based
territorial monitoring system to ensure compatibility, interoperability, and real-time. Specifically, we offer the standardization of
sensing data formats using IP-WSN and database interfaces using EPC sensor network, which enable a spontaneous and systematic
integration among the legacyWSN systems. Also, we categorize network topology according to topographic characteristics thereby
helping deploy sensor nodes on the real environment. Therefore, the proposed technology would be a milestone for the practically
deployable global territorial monitoring systems.

1. Introduction

The idea of ubiquitous computing [1] has been envisioned
to organize and mediate both physical and social interac-
tions anytime and anywhere. The recent rapid evolution
toward ubiquitous computing environment has been accel-
erated by enhanced sensors, advancement of cost-effective
wireless and mobile network technologies, improved com-
puting power, prolonged battery life, and open software
architecture. In the ubiquitous computing, one of the most
important and essential technical building blocks is WSN
(wireless sensor network) [2–5]. A typical WSN consists of
a large number of tiny sensor nodes that have sensing and
communication functions. It also has a limited processing
and storage resource because of self-powered and low-cost
features.

WSNs are deployed in various regions to monitor things
[6, 7] by constructing cooperative and self-organizing wire-
less networks. For several years, a number of public organi-
zations have already deployed WSNs tailored to structural
health monitoring (e.g, bridge, building, dam, etc.), home
safety/intrusion detection, industrial distribution manage-
ment, and critical resource/environment surveillance (e.g,
fire, flooding, earthquake, etc.). Recently, the organizations
further focus on integrated monitoring systems and con-
vergence technologies in order to deliver social security,
organize national defense, ensure public safety, and respond
to natural disaster. However, existingWSN-basedmonitoring
systems are originally designed for observing particular zones
or regional things by using small-scale, low power, and
short range stationary sensor nodes with self-developed or
standard communication technologies (e.g, ZigBee [8–11]).
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Although many research efforts have been made to stan-
dardize global network communication technologies such
as IP-WSN (IP-based wireless sensor network) [12, 13], the
realization of a seamless system integration at a global scale
is still in an infancy stage due to the lack of the fundamental
integration technologies to handle heterogeneous environ-
ments and compensate WSN monitoring systems.

In this paper, we present an effective integration avenue of
real-time global monitoring based on WSNs. The proposed
technology includes design, integration, and operational
strategies of an IP-WSN based territorial monitoring system
to ensure compatibility and interoperability. The system
is designed to monitor ground, environment, and video
(image) information of specific territory. For support of real-
time monitoring capability, various wireless communication
methods including CDMA, HSDPA, Wibro, and TRS are
selectively used according to their availability on each geo-
graphical region. Our particular contribution is standardiza-
tion of sensing data formats and their database interfaces,
which enables a spontaneous and systematic integration
among the legacy WSN systems to construct efficient and
effective territorial monitoring systems. We envision that the
proposed technology would be a milestone for practically
deployable global territorial monitoring systems.

The paper is organized as follows. Section 2 investigates
WSN communication technologies which can be used for
the real-time territorial monitoring and reviews existing
technologies of legacy sensor network systems and their
problems. It,moreover, introduces relatedworks about sensor
network integration. Section 3 presents hardware and soft-
ware system designs of the proposed IP-WSN based real-
time territorial monitoring integration system. In Section 4,
we propose integration approaches among sensor network
systems. Section 5 illustrates practical deployment scenarios
of the proposed system. Finally, we conclude with future
work.

2. Background

In this section, we explain wireless communication tech-
nologies to use on WSNs for ubiquitous computing and
investigate their pros and cons. And then we introduce
existing sensor network systems based on these technologies.
We also point out a rational alternative for the standardization
and integration of existing monitoring systems and finally
introduce related works.

2.1. Communication Technologies for Wireless Sensor Net-
works. Generally, WSN consists of at least sensor field with
sensor nodes and at least sink node. To achieve WSN, sensor
nodes communicate among themselves into sensor field
and also these nodes communicate with sink node. Their
communication technologies mainly adopt WiFi, HSDPA,
Wibro, TRS, ZigBee, UWB, Bluetooth, and 6LoWPAN.Their
features are briefly described as follows.

(1) For a short range wireless network, WiFi [14] is a
wireless LAN standard (IEEE 802.11b) using 2.4GHz.
WiFi support a high-speed wireless Internet using an

AP (access point). Generally, mobile communication
service providers easily install APs and spread them
to many areas, so that WiFi network coverage will be
widened. Also, WiFi is faster than 3G. Since most of
computers include WiFi devices that allow users to
search for and connect to AP, device’s compatibility
is significantly high. However, as many users can be
focused on one AP, its network speed depends on
the number of connections to the AP. Also, mobility
is not supported because WiFi is only used around
AP. For this reason, network technologies considering
mobility, HSDPA and Wibro, are required.

(2) HSDPA (high speed downlink packet access) [15] is
an asynchronous communication protocol for mobile
telephone data transmission extending WCDMA
(wideband code-divisionmultiple access). It is known
as a 3.5G technology and LTE as a 4.0G is currently
being used. HSDPA can achieve theoretical data
transmission speeds of 14Mbps and actually take
data with the transmission speeds of 2∼3Mbps. Also,
applications with high data demands such as video
and streaming music focus on HSDPA. HSDPA is
available for seamless communication at a highspeed
over 100 km/h. It, however, has a limitation on a
headcount per base station.

(3) As an IEEE 802.16e standard, Wibro (wireless broad-
band Internet) [16] is corresponding to 3.5G wireless
communication technology and Wibro-Advanced is
defined by 4G technology. This technology was
devised in order to overcome the data rate limitation
of CDMA based mobile devices and in order to
add mobility to wireless LAN. Since Wibro has the
advantages of ubiquitousness, mobile users can access
the web, multimedia contents, and whatever infor-
mation while moving. Wibro base stations provide
collected data throughput of 30 to 50Mbit/s per
carrier and cover a radius of 1∼5 km. And Wibro
provides mobility for moving devices up to 120 km/h.

(4) TRS (trunked radio system) [17] is a communication
system combining mobility communication and two-
way radio. It allows multiple users to share and use
one frequency. That is, TRS is similar to an Internet
chatting site. In particular, suppose that the site is a
TRS service; each channel of the service corresponds
to an opened chatting room. The number of users to
join in the channel is equal to the permitted number
in the chatting room. TRS has an advantage that
people or things with the same jobs in relatively small
area communicate with each other. For this reason,
TRS has beenmainly used in urgent work such as that
of police men, fire men, and emergency room for a
long time.

(5) ZigBee [11] is a low-cost and low-power wireless
mesh network standard which has been built upon
PHY and MAC layers defined in IEEE 802.15.4 [9].
It can construct a WSN system using low-power
sensor nodes with the communication frequency
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of 800MHz∼2.4GHz and data rate of 20Kbps∼
250Kbps. ZigBee, however, does not directly sup-
port IP connectivity. Its sensor nodes may equip
various types of PHY/MAC including IEEE 802.15.4
PHY/MAC as an underlying layer beneath the adap-
tation layer.

(6) As an ultrawide band providing low power, UWB
[18] which is used for communication and for radar
based applications does not use a wireless broadcast
wave and uses wide frequency (GHz) in base band.
It can share a frequency without interference between
existingwireless systems and existing communication
systems by using a narrow pulse such as nano- or
picosecond. Generally, UWB provides a high-speed
communication of low power across a very large
area in proportion to the existing spectrum with
over 100Mbps (3.1∼10.6 GHz).However, it requires an
intensive time synchronization for TX/RX because of
considering partial PPM (pulse phase modulation).
Also, UWB requires a low power technology since its
signal is distributed throughout very wide band so
that it can influence other devices.

(7) Bluetooth [19] is a low power, low price, and
short distance wireless communication technology
to enable communication between various devices
within about 10m. In early days Bluetooth had the
limitation of a scope of application. These days, its
function is extended and Bluetooth is connected
to personal communication devices (mobile phone,
PDA), headsets, keyboards, speaks, PC peripherals,
and so on. For this reason, Bluetooth is being spot-
lighted as a personal network construction technol-
ogy. However, Bluetooth has some disadvantages:
transfer rate is slow, communication radius is short
(10m), and it can be applied at home and the same
floor. For example, transfer rate of the maximum
1Mbps does not fit for high-quality music like CD
level and video transmission.

(8) The IETF 6LoWPAN [13] working group has been in
progress of standardization for IP-WSNs since 2005.
6LoWPAN is an interworking technology tomake the
linkage between sensor networks and IPv6 networks
and each sensor node has IP address (based on
IPv6). Also, 6LoWPAN adopts IEEE 802.15.4 which
is adopted in ZigBee. Specifically; IP-WSN based on
6LoWPAN is catching on as a global monitoring such
as IoT (Internet of things) and cloud computing. An
IP-enabled sensor has an advantage that measured
information can be decoded and analyzed between
even different networks and different communication
protocols because an identical format can be used
through IP-based communication protocol. There-
fore, a sensing data format suitable for lightweight
sensor nodes and equipped with several environment
monitoring sensors is required to support global
monitoring in the sensor network.

Sensor node 1

Sensor node 2

Sensor node n

BTS MSC SMSC Server

VMD

User 1

User 2

User n

Figure 1: Legacy sensor network application.

2.2. Existing Monitor Systems. Sensor network monitoring
applications include structural health (bridge, building, dam,
etc.) monitoring, home safety and intrusion detection, indus-
trial distribution management, and critical resource and
environment (fire, flooding, earthquake, etc.) surveillance.
Most of monitoring systems install stationary sensor nodes
at interest points at small scale and then collect neces-
sary data to transmit to the central computers (e.g., sink
nodes or management system) for information processing.
For example, Figure 1 represents a legacy sensor network
application of a reservoir remote monitoring system. The
system [20] collects information related to an open and close
degree of sluice gate, water quantity, and BOD (biochemical
oxygen demand) from sensors (sensor devices of Figure 1)
installed around sluice gates. And then it transmits collected
information to the central monitoring system (server of Fig-
ure 1) through BTS (base transceiver station) using wireless
communication technologies such as HSDPA. The system
analyzes the information taken from a plenty of places and
then displays it through a graphic user interface. Users can
get analyzed results through SMS (short message service)
from the monitoring system. A building monitoring system
[21] observes environmental information of temperature,
humanity, CO

2
, and crack information of buildings in real-

time and stores the information into databases using Internet.
This system can analyze their variance in sensing values and
environmental information of the special zone so that it can
estimate energy consumption of buildings. Analyzed and
estimated information is displayed on a PDA or web via the
Internet.

RepresentativeWSN applications regarding ground envi-
ronmental monitoring are a landslide precaution system
and geological structure monitoring system. These systems
monitor a fault plane and a landslide around primary national
facilities. For example, Figure 2 illustrates a WSN based
real-time landslide monitoring system [22]. The system has
been developed to forecast landslides, rockfalls, and soil flow.
In order to make prediction, the system keeps collecting
monitoring data using several different sensors such as
inclinometer, its chain, tachymetry, and GPS. The data are
visualized in a web based geographical information system
WebGIS. With the analyzed data, preliminary warnings are
offered via WebGIS and then users are informed of the
warnings using SMS if the factor of safety gets lower than a
specified threshold value.
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Also, a structural health monitoring system of Golden
Gate Bridge in San Francisco is designed and developed
by UC Berkeley [23]. With collecting data from sensor
nodes installed on the bridge, the system monitors ambient
vibration of the structure. The sensor nodes have two types
of accelerometer sensor and a thermometer sensor connected
to a patch antenna, respectively; thus 59 nodes and 59 patch
antennas are installed in the Golden Gate Bridge. 8 nodes
of them have been arranged vertically and 51 nodes of them
are placed with horizontal layout. Data are collected in PC
station by wireless network provided by the patch antenna.
The collected data are used to analyze the structural dynamic
of the bridge by estimating its modal properties. Figure 3
shows the hardware block diagram of sensor nodes and their
layout in the structural health monitoring of the Golden
Gate Bridge. Most of these systems consist of a small-scale
network or are connected to the sink node directly, so that
their network expansion capability is a limitation. Also, these
systems have used a self-designed sensor format and network.

2.3. Issues on WSN Based Monitor System Integration. Var-
ious public organizations focus on constructing globally
integrated monitoring systems and developing convergence

technologies in order to deliver social security, organize
national defense, ensure public safety, and respond to natural
disaster rapidly. However, existing sensor networks generally
operate as a proxy to deliver sensing data to the central
monitoring system and use self-designed network proto-
cols tailored to each application/service. Figure 4 shows
an integration of traditional sensor networks. Since each
system has its own network protocol/middleware/database,
the integration middleware (Figure 4) is too complex and
has many factors to consider, so that it can beget many
potential problems. In other words, if we directly integrate
heterogeneous proprietary protocols (GI system, EI system,
and VI system described in Figure 4) into a single big system,
the integrated monitoring system may cause a complexity of
inner structure due to its own special purpose sensing format,
query command, and so on.The integration system structure
shall be kept updated upon adding yet another proprietary
sensor network. Although many research efforts have been
made to standardize the global network communication
protocols over the Internet such as IP-WSN, the realization
of seamless system integration cannot be achieved alone due
to the lack of the fundamental standards in such aspects of
sensing data format and database interfaces. We envisioned
to design a simplified integration approach as presented in
Figure 5. It can be achieved when standardized protocols are
used on eachWSN regardless of sensor network applications.
As shown in Figure 5, by supporting that each system has a
standard protocol/middleware/database and each application
has a standard middleware, an integration of standardized
sensor networks will be easier and scalability of this system
will increase significantly.

2.4. ExistingWorks for Integration. SensorML (SensorModel
Language) specifies models and XML (Extensible Markup
Language) encoding that provide a framework in which
the geometric, dynamic, and observational characteristics of
sensors and sensor systems can be defined [24].This standard
is derived from OGC (Open Geospatial Consortium) to
access deployed web-enabled sensors in the field. Using
SensorML, several models used for geographical location
observation by deployed sensors are encoded as XML schema
documents [25] and Algorithm 1 shows the example of
represented simple data components. Both soft-typing and
hard-typing of data parameters can be used in SensorML.
For a soft-typed example, field name is defined and some
description is included in the definition element.The code for
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<!—soft-typed –>
<swe:field name=“fov”>
<swe:Quantity definiton=“um:ogc:def:property:OGC:focalLength”>
<swe:uom code=“mm”/>
<swe:value> 0.1 </value>

</swe:Quantity>
</swe:field>

<!—hard-typed –>
<csm:fov>
<swe:Quantity definition=“um:ogc:def:property:OGC:focalLength”>
<swe:uom code=“mm”/>
<swe:value> 0.1 </value>

</swe:Quantity>
</csm:fov>

Algorithm 1: Simple data components in SensorML.

unit of measurement and value for measured value elements
is basically presented. The hard-typed example is similar
to the soft-typed example. The main difference is that only
field name is used in the soft-typed example. The measured
value is presented as name, code, and value elements. Based
on the defined metadata, common sensor information is
encoded as XML. The data types, the data value, the unit
of measurement, the value constraints to specify a variety of
restrictions on the measured values, and the time value to be
measured are included in each element. Recently, SensorML
2.0 was introduced to provide the IoT (Internet of Things)
andWoT (Web ofThings). As SensorML is encoded as XML,
there are improved features, the extension using external
schema, reasonable readability, and so on. This standard

focuses on the geometric sensors and web-enabled sensors.
Thus, relatively no lightweight sensors are utilized and an
additional metadata is required to analyze the data. If an IP-
based WSN is applied and lightweight and fixed sensors are
deployed, these sensors can be tracked by using an IP address
and data format can be required to reduce the processing
delay and improve the performance.

ZigBee [11] also specifies communication protocols and
data formats on the ZigBee device [11]. It focuses on sen-
sors with a low-power radio based on an IEEE 802.15.4
standard and has several application profiles that specify
communication protocols and application data formats for
each application. For instance, there are ZigBee Building
Automation tomonitor commercial building systems, ZigBee
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Table 1: Formats of ZigBee application profiles.

(a) Format of the step color temperature command in ZigBee light link profile

Octets 1 2 2 2 2

Data type 8 bit bitmap Unsigned 16 bit
integer

Unsigned 16 bit
integer

Unsigned 16 bit
integer

Unsigned 16 bit
integer

Field name Step mode Step size Transition time Color temperature
minimum

Color temperature
maximum

(b) Format of the RSSI response command in ZigBee telecom services profile

Octets 8 2 2 2 1 1

Data type IEEE address Signed 16 bit
integer

Signed 16 bit
integer

Signed 16 bit
integer Signed 8 bit integer Unsigned 8 bit

integer

Field name Replying
device 𝑋 𝑌 𝑍 RSSI Number RSSI

Measurements

Health Care for healthcare services, ZigBee Home Automa-
tion to control appliances and lighting, and so on. Thus, the
sensing data format is tightly coupled with each application
profile. It means that delivered data format of sensors that
has distinct application profiles is different although several
sensors are implemented by ZigBee protocols. Table 1 shows
two example formats of ZigBee Application Profiles. In this
table, (a) denotes one command of ZigBee Light Link Profile.
This command is delivered to allow the color temperature
of a certain lamp [26]. Moreover, (b) also describes one
command of ZigBee Telecom Services Profile.This command
is responded when the RSSI request command is received.
It has a location data and a RSSI value of a replying node

[27]. As ZigBee standard is specified by severalmulti-national
public companies, governmental groups, and so on, each
application profile is defined by each primarymember.There-
fore, application profile data formats are different from each
other generally, but they are based on ZigBee specification.
Thus, all formats of profiles should be implemented without
common data format. An improved data format with higher
compatibility is required when several sensors are deployed
in different networks.

EPCIS (Electronic Product Code Information Service)
[28] is an EPCglobal standard for the EPC to support the
use of RFID (radio frequency identification) and the use of
the Internet to share data via the EPCglobal Network [29].
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Figure 6: An overall system designed for the real-time global monitoring.

Definitely, this specification involves a standard interfacewith
captured and queried EPC data, appropriate security mecha-
nisms, and related data standards. Moreover, it specifies the
data definition for EPC data of simple sensors and RFID
tags. The general contents of the data definition field have
value types, event types, event fields, vocabulary types,master
data attributes, and vocabulary elements. Its semantics are
similar to SensorML and the contents are encoded as an
XML schema. Using events delivered from readers, a UML
diagram can be designed effectively and an event flow is
mainly performed by defined protocols.Thus, focus is mainly
not on the measurement data of deployed sensor nodes but
the detection of events when a tag is exposed.The contents of
deployed tags are generally fixed and limited, so they do not
specify the data format of measured data. The acquired time
information is covered with the data format at most. For this
work, the XML schema such as SensorML and defined flow
can be referenced.

3. Real-Time Global Monitoring
Integration System

This section describes an overall system design for the real-
time global monitoring and required components catego-
rized by hardware and software.

3.1. IP-WSN Based Integration System. Figure 6 shows the
real-time global monitoring integration system. The sys-
tem consists of the ground/environment monitoring sys-
tem, video collection system, and environmental monitoring
system using ground mobility vehicles. The ground and
environment monitoring system measures information on
microseism, minute displacement, strain ratio, temperature,
water level, water quality, exhaust/atmospheric gas, soil, and
so forth for chief national facilities. A star topology may
be used for a flatland including several types of farm fields
and a multihop mesh topology is for trees, forests, hills,
slanting surfaces, and winding areas. The 400MHz band
may be a better choice because of diffraction. The video
collection system provides video information required for
the global monitoring system in liaison with closed-circuit
television (CCTV) systems built in a variety of public/private
institutions. A star topology and peer-to-peer topology may
be used for network cameras for the system. Also, it supports
streaming services for real-time transport of video data and
transformation services for streaming the types of existing
CCTV videos. The environmental monitoring system using
ground mobility vehicles monitors a wide scope of areas
at runtime by compensating the limit of fixed monitoring
systems using special purpose vehicles or public transporta-
tion equipped with mobile IP-WSN gateways and sensors. Its
targets to monitor include road conditions, road materials,
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Figure 7: Hardware architecture for sensor networks and video networks.

road information, facilities near roads, and information on
the yellow dust. A star topology may be mainly used in/on
a vehicle, but a tree topology may be more useful due to the
limit of communication coverage caused by the deployment
of sensor nodes inside/outside the vehicle. The 2.4GHz band
may be a good choice for this system.

The real-time global monitoring integration system
works as follows. In the video collection system, network
cameras communicate with each other via TCP/IP and a base
station is connected to the Internet through LAN/WLAN,
whereas other systems that deploy IP-WSNs and IP-WSN
gatewaysmay be connected to the Internet via awireless com-
municationmedium (Wibro,HSDPA,CDMA, etc.) consider-
ing regional characteristics of their deployment. Information
gathered from each system is managed by the local control
system and it is stored in distributed databases in request to a
query.The integrated control centermanages those databases.
The distributed databases can secure scalability, efficiency,
and reliability since they logically integrate the databases
which are distributed in multiple systems physically. For
efficient management of system integration and national-
scale network infrastructure, the network protocols may be
standardized with IP-WSN for sensor networks and stan-
dardized Reader/Capture/Query interfaces may be applied
for interoperation and integration of distributed databases
and systems. In addition, standardized sensing data formats
may be beneficial to unify existing territorial monitoring
systems that have been operating separately. The system pro-
vides services facilitating integrated territorial information to

government-related organizations, local governments, indi-
viduals, and so forth in close liaison with systems distributed
throughout the country.

3.2. Systems Requirement. Figures 7 and 8 describe hardware
and software architecture for sensor networks and video
networks. The hardware architecture consists of database
servers that collect and store sensing and video data by
regional groups, backup database servers, control servers,
GIS servers, and web servers. The integrated control system
comprises the integrated database server to consolidate local
databases, the integrated GIS server, and the integrated web
server. The local control system also interoperates with the
databases that belong to other regions. In Figure 7, sensor
networks adopt an IP-WSN to fulfill a global WSN and
techniques easily to interoperate with existing CCTVs may
be standardized for better support of integrated monitoring.
The software architecture shows software required for sensor
networks and camera networks and for the integrated control
system and local servers. Gateways and sensor nodes are
necessary to build the sensor networks and gateways and
network cameras are required to form camera networks.
Moreover, the integrated control server, streaming servers,
web servers, database servers, and GIS servers are necessary
for the integrated control system and local servers. This
software architecture of Figure 8 shows software required
in two parts: integrated control server and sensor network
including network camera. Integrated control server mainly
uses desktop PCs and workstation PCs based on X86 and
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AMD, so that there is hardly a limitation on these kinds
of software. That is, it is easy to implement, install, and
use. Therefore, software blocks mentioned above are essen-
tial components for integrated monitoring. Sensor network,
however, is different from integrated control flow. Because
most of its hardware is embedded device based on ARM,
MSP, and Atmel, its software has limitations. Specifically,
software liveness is very important for seamless services.
Also, additional softwaremay be demanded because a variety
of applications utilizing sensing data and video information
from network cameras may appear in the future. Note that
this paper proposes a guideline.

4. Integration Approaches for Existing WSNs

To build the real-time territorial monitoring system into
which integrates existing WSNs at minimum cost, yet for
maximum benefits, we proposeWSN integration approaches
that handle two main points where novel ideas for stan-
dardization are required. The least effort that existing WSNs
should make is a use of standardized sensing data format
regardless of their own network protocols. Moreover, how
the system deals with collecting, sharing, processing, and
accessing sensing data between WSNs and applications is
another significant issue to solve.This section presents details
that solve the two points.

4.1. Sensing Data Format. As for the first method to integrate
existing WSNs, we propose a common sensing data format
that all the WSNs should follow. That is, specific network
protocols used in existing WSNs do not impact seriously on
the system integration; rather, an actual sensing data format
used in the protocols is a key since no matter what protocols
are operated to deliver data anyhow, formats of the data to
be utilized are the major difference among heterogeneous
WSNs. The proposed format not only helps to integrate
distinct data formats used in existingWSNs, but it also brings
further benefits that will be discussed later.

Due to unreliable characteristics of WSNs, we propose
to use a UDP (User Datagram Protocol) packet on an IEEE
802.15.4 data frame. We assume that an IP-WSN is used for a
network protocol; if another protocol is considered, only the
available size for data is variable according to its frame format.
As shown in Figure 9, the available size for Network Header
and Data Payload that can be used in Frame Payload is 81
octets but Network Header can be compressed in accordance
with RFC 4944. When sensor nodes communicate with each
other within a single PAN (personal area network), UDP
header fields, Version, Priority, Flow Level, Payload Length,
Next Header, Source Address, and Destination Address, are
compressible in Network Header in two octets shown in
Figure 10. The size of Source Port, Destination Port, and
Length in a UDP header can be minimized to 4 octets and
data of maximum size 70 octets can be loaded. In case that
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a sensor node communicates with other networks outside a
PAN, Source Address and Destination Address must specify
a 128-bit IPv6 address. For such case, header compression
is also available as the previous case except Source Address
and Destination Address and data of size 54 octets can be
included. The common sensing data format consists of a set
of Message Header and Message Payload included in Data
Payload after Network Header as depicted in Figure 11 in
order to adjust the size of a variable message and to support
rich data representation. A maximum of four sensing data
per a packet can be loaded for communication with external
networks and amaximum of six sensing data can be included
for an internal network. As shown in Figure 12, Message
Header is composed of Network ID (NWK ID), Node ID,
SequenceNumber (Seq. No.),Message Type (Msg. Type), and
Payload Length to represent attributes of a real message, and

Message Payload consists of Data Type, Sensing Data, Period,
and Timestamp to express sensing data. Sequence Number in
MessageHeader is to verify arrival of amessage, andNetwork
and Node ID are to identify networks and nodes to which
the message belongs. Message Type distinguishes a type of
a message used in a network. Figure 12 illustrates different
types of messages that may be traversed in a network such as
time synchronizationmessages, livenessmessages, and actual
sensing data messages. Payload Length stores the length of
Message Payload. Actual sensing data are represented in
Message Payload which includes four fields: Data Type to
distinguish the type of sensing data, Sensing Data to present
sensed values, Period to include a sensing period of the
current sensor, and Timestamp to store measured time. As
shown in Figure 13, the first octet of Data Type can express
256 types of sensing data such as temperature and humidity.
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Next two bits are reserved for future use and Period Type
identifies one out of four period types: Period (N/A)meaning
that a period type is omitted, Period (mm) indicating a unit of
minute, Period (ss) for a unit of second, and Period (mm:ss)
for a combination of minute and second. Data Format Type
determines the data format from an 8-bit unsigned integer to
a 64-bit double to support various types of sensing data that
depend on applications.

The size of the Sensing Data field in Message Payload is
determined by the Data Format Type field in Figure 13. Also,
the size of the Period field in Message Payload is set to 0, 1,
or 2 octets by Period Type and the field stores BCD-coded
time as shown in Figure 14. Likewise, the Timestamp field is
also represented with a BCD code in YY:MM:DD:hh:mm:ss
(Year:Month:Day:Hour:Minute:Second). This expression
reflects characteristics of sensing data which are represented
as either an integer or a real number and enables existing
variable representations easily converted into specific sensing
data representations. Although it depends on the type of
sensors, most of representations of sensor information are
applicable with the proposed representations. Moreover, if
data representations are based on a standard and flexible data
format within the range of defined data types as SI units (The
International System of Units) shown in Figure 15, it is useful
for heterogeneous WSNs to share sensing data compliant
with a standardized fixed data format and for the integrated
monitoring system to utilize the data systematically.

4.2. Sensing Database. For the management of sensing data
between WSNs and applications in an efficient and stan-
dardized way, we propose a novel method of database com-
position and a sharing model through a common interface
in the middle. Figure 16(a) shows the overall architecture.
Numerous types of sensing data collected from heteroge-
neous sensor networks via base stations or gateways are
stored in databases independently constructed by individual
monitoring systems. Those databases are integrated into the
real-time territorial monitoring system and backup servers
are also included in the system to secure the sensing data.The
raw sensing data are processed into meaningful information
for the individual systems and a variety of applications. In
this process, our middleware architecture provides common
interfaces specialized in functionalities of monitoring, shar-
ing, and access. It, in turn, enables multiple applications to
tailor the sensing data to their own purpose conveniently as
depicted in Figure 16(b).

The middleware provides common interfaces dedicated
to monitoring and sharing of sensing data and access control
between WSNs and applications. The idea of the common
interfaces leads to standardization of three interfaces of the
middleware so that they can be used by different monitoring
systems and users in a seamless way.Themiddleware consists
of Reader, Capture, andQuery interface as shown in Figure 17
and each interface should be standardized since its unique
functions are tightly related to operations ofWSNs, databases,
and applications.

The Reader interface is an interface that reads sensing
data and events, and writes commands to causeWSNs to take
particular actions from/to a base station or a gateway. Sensing
data formats for numerous types of sensors used between
the interface and WSNs should be defined with standardized
formats described in the previous section.The Capture inter-
face provides an interface that enables standardized access
to databases and event registration/process, and subscrip-
tion/publication of events.With these two interfaces between
WSNs and databases, heterogeneous sensor networks can be
integrated to the system transparently. Also, an XML/Web-
based implementation is applicable to support higher-end
applications. The Query interface resides between databases
and applications and supports a message interface between
the two domains. It exposes integrated query interfaces to
applications so that each application can process its own set of
sensing information for its specific purpose from databases.
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Type of Measure Unit of measure Measurable range Data types

Temperature (air, soil, water, etc.) Integer

Humidity (air, soil, etc.) [0, 100] Integer

Speed and acceleration Double

A variety of  content [0, 100] Integer

[0, 5000] Integer

Pressure (atmospheric, water, earth, etc.) [70, 110] Integer

Magnetic field Double

Noise [20, 150] Integer

Ultrasonic waves, laser [0, 15], up to mm Double

Microphone [10, 20000] Double

Particles of dust [0.0001, 5.9999] Double

∘C

%

m/s, m/s2

%

ppm

kPa

mT

dB

m

Hz

mg/m3

Atmospheric concentration (CO2, ozone, etc.)

[0,∞], except the reverse

[−30, 100]

[−10.0, 10.0]

Figure 14: Period and timestamp.

2 octets
1 octet 1 octet

40 20 10 8 4 2 1 40 20 10 8 4 2 1
mm ss

Period

6 octets
1 octet 1 octet 1 octet 1 octet 1 octet 1 octet

Y Y M M D D h h m m s s
Timestamp

X X

4bits 4bits 4bits 4bits 4bits 4bits 4bits 4bits 4bits 4bits 4bits 4bits

Figure 15: SI units (the International System of Units).



International Journal of Distributed Sensor Networks 13

GatewayGatewayGateway

Ground 
information

Environment Vehicle based Video

DB

W
SN

 D
B

DB DB DB

BS(G/W) BS(G/W) BS(G/W)

Applications

information information information

(a)

WSN (a)

WSN (b)

WSN (c)

App1

App2

App3

(b)

Figure 16: (a) Overall architecture. (b) Processed sensing data via the middleware.

Query interface

Applications

BS(G/W)

Capture interface

Reader interface

DB

Standardization

point

Standardization

point

Standardization

point

Figure 17: Standard interface for sensing database.

5. Case Study for WSN Systems

This section describes network topologies to use in WSN
systems and illustrates system deployment scenarios for a
territorial monitoring system.

5.1. Network Topology. As shown in Figure 6, each monitor-
ing system needs installation of sensor nodes and network
configurations for various areas. We suggest network topol-
ogy appropriate to surrounding environment and design
the topology to construct an efficient system. For this,
we summary main items to consider in network topology
composition and study application scenarios of star, string,
and mesh topology.

Firstly, star topology in which multisensor nodes are
directly connected to one repeater has high-quality network
reliability and this topology is normally one hop based to
lower network overhead. That is, it is to show high transmis-
sion speed. Also, since development and installation are easy,
not many high equipment such as network camera are suited
for star topology. However, this topology has limitations of

the number of node and network configuration/scope. For
example, as installation area of sensor nodes is gradually
becoming wider, the number of PAN increases and an
exclusive gateway is additionally needed. Thus star topology
is apt for a flatland with one-hop star pattern but is unfit for
curved hills and places interrupted by building/wall/forest.
Figure 18 illustrates a feature of star topology.

Secondly, mesh topology with multihop keeps linking
information between sensor nodes and is connected with
other nodes. Because of this feature, when problems occur on
the network, a new network configuration is created through
other node’s paths. So network scalability gets large and its
coverage is wide. Beside star topology, mesh topology is
relatively used in various and broad terrain (a flatland as
well as places interrupted by hills, buildings, forest, and so
on). Also, it can convert into other topologies such as tree
topology by using dynamic address allocation and routing.
However, network overhead increases due tomultihop so that
reliability is low and development/management is difficult
relatively. With this weakness, multihop mesh routing is
needed and power consumption can increase through for-
warding technology of intermediate nodes. Figure 19 shows
a feature of multihop mesh topology.

In case of network scenarios considering each topology,
star topology is used in flatland, paddy, glebe, hill, and
narrow area which can apply to one-hop pattern. And
string topology applies to an area with straightness (e.g.,
railroad, stream, bridge, or road). Also, we have come to the
conclusion that mesh topology is suitable for forest, hill, and
interrupted/downtown area.

5.2. System Deployment Scenarios. Figure 20 shows a snap-
shot of the scenario for the territorial monitoring system
designed for applicable regions. The scenario depicts the
integrated control center, IP-WSN basedmonitoring systems,
and a network camera system.The information of target point
of interest is monitored by subsystems and collected to the
control center, thereby providing various services at real-time
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such as web services and SMS. Also, it enables service users
to cope immediately with emergency situations. The envi-
ronmentalmonitoring system using groundmobility vehicles
(Figure 20(1,2)) such as special purpose vehicles or public
transportations sends information on the real-time volume
of traffic, weather, exhaust gas, ozone, road conditions, and
so forth over a drive. The location of the ground mobility
vehicles is used to monitor the status of a specific region and
deliver useful information to residents in vicinity of the area

at runtime.The information is exchanged with the integrated
control center via themobile IP-WSNgateway installed inside
the vehicles. The network camera system (Figure 20(4)) con-
stantly monitors conditions of the volume of traffic, a parking
lot, the status of environment, and so forth. For instance,
cameras installed on a bridge observe the traffic on the bridge
and water levels of a river at runtime in order to provide
against emergencies. Furthermore, cameras in a parking lot
monitor if there are empty spaces and notify drivers for ease
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of parking via the system. In addition, the system monitors
(Figure 20(3)) tunnels and the ground at risk so that it can
prevent disasters at early stage. The system should be time
synchronized for real-time communication and measured
sensing data should be delivered in standardized formats to
servers in order to make use of interoperability. Moreover,
each system takes a command fromadministrators tomanage
the update of sensing intervals, check the status of sensor
nodes, change network protocols, and so on, thereby enabling
organizational configuration and management. From this
approach, we can build the real-time monitoring system that
can manage the whole country through interoperation with
major cities and regions as well as limited areas. Figure 20(6)
indicates the central control center which integrates four IP-
WSN systems and one video monitoring system.

6. Feasibility Experimentation

For testing performance of IP-WSN suggested in this paper, a
testbed system has been constructed in broadband integrated

networks for development. An IP-WSN gateway is connected
to KAIST default gateway through IPv6 optic switch and IP
address to employ in PAN uses network prefix allocated from
IPv6 network administrator. PAN coordinator is connected
to the gateway with a serial cable and sensor nodes are
connected with the coordinator using IEEE 802.15.4 wireless
link. By doing this, PAN is formed. Using the testbed system
mentioned above, we have measured and analyzed end-to-
end transfer time of ICMP and UDP packets between IP-
WSN sensor networks based on IPv6 and remote host of
external IPv4.This experimentation is to show interoperabil-
ity related to system integration suggested in this paper.

30 sensor nodes are deployed at 10-meter intervals in
an open area without obstacle and one PAN is created.
Routing protocol uses HiLow and we redefine its values
(the maximum number of child nodes per parent node: 2,
network depth: 5). For testing ICMPv6, send buffer size of
ping6 is 0 because of not implementing fragmentation and
reassembly. For testing a UDP, we install UDP client program
written JAVA on a remote host and a UDP server program
written C on sensor nodes. We send 61-byte ICMPv6 packets
and 63-byte UDP packets 50 times from the remote host to
sensor nodes and measure round-trip time as millisecond
unit. Figure 21 is given to show an average round-trip time
of ICMPv6 and UDP packets according to number of hops.
y-axis value corresponding to 0 of x-axis means round-trip
time from a remote host to a PAN coordinator. As shown in
this figure, Avg. round trip time (ping and UDP) increases
as the number of hops increases. It means that intermediate
nodes to transfer packets to destination have cumulative
packet processing time by hop and there exists transfer delay
time of wireless link in all nodes. Round-trip of UDP packet
takes approximately 50ms by comparison with ICMPv6.The
reason is that processing time can differ because of more
UDP packet located above ICMP packet on network stack
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than length difference of transferred packet. Therefore, given
interoperability of IPv4 and IPv6, we should consider this
experimental result.

7. Conclusion

We present a global integration avenue of groundmonitoring
based on WSNs. For this, an overall system is designed for
the real-time global monitoring and we classify components
requiring in the system by hardware and software. Designed
system is IP-WSN based real-time global monitoring system
to ensure compatibility and interoperability among various
WSN systems. This system focuses on territorial monitoring:
territorial ground/environment and inner cities including
downtown areas. For unstrained integration, sensing data
formats and their database interfaces are suggested. There-
fore, this enables a spontaneous and systematic integration
among the legacy WSN systems to construct efficient and
effective territorial monitoring systems. We categorize net-
work topology according to topographic characteristics and
the topology can help deploy sensor nodes on real world, so
that we envision that the proposed technology would be an
essential element for the practically deployable global terri-
torial monitoring systems. In the future, we plan to construct
an IP-WSN based testbed system using an integration avenue
of WSN systems for real-time global monitoring.
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To cope with the evergrowing number of colocated networks and the density they exhibit, we introduce symbiotic networks—
networks that intelligently share resources and autonomously adapt to the dynamicity thereof. By allowing the software services
provided in such networks to operate in an equally symbiotic manner, new opportunities for the so-called service compositions
arise, which take advantage of the multitude of services and combine them to achieve goals set out by the individual networks.
To accommodate services in large-scale symbiotic networks, including wireless sensor networks, we propose a software platform
which autonomously constructs and orchestrates such compositions. Furthermore, upon changes in the infrastructure, the platform
responds by adapting compositions to reflect the changed context. To enable the interaction between services offered by arbitrary
partners, the platform deploys ontologies to achieve a common vocabulary and semantic rules to express the policies imposed
by the networks involved. By applying the platform to typical scenarios from the field of sensor-augmented cargo transportation
and logistics, we illustrate its applicability and, through performance evaluation, show a significant increase in process efficiency.
Additionally, by means of a generic problem generator, we quantify the scalability of our platform and show the importance of an
appropriate priority function, one of the core constituents of our service composition approach.

1. Introduction

Over the past few years, network environments have seen
a vast increase in density. Now more than ever, wired and
wireless networks have become truly colocated infrastruc-
tures. Today’s home and office users have grown to depend
onWi-Fi hotspots as well as 3G and 4G cellular networks and
also increasingly rely on wireless sensor networks—based on
ZigBee, for instance—and interconnected home automation
systems.

Despite this explosion in both the number of available
network technologies and the number of colocated infras-
tructures, relatively little progress has been made regarding
optimized allocation of resources. Interconnected devices
usually contend for the same limited amount of bandwidth
rather than efficiently sharing it, leading to all toowell-known
issues such as network latency and congestion. Figure 1
shows a typical office environment, in which several wireless
networks coexist with a wired network as well as a public

cellular network. Despite the scarcity of their resources, the
networks make no effort to cooperate. Consequently, typical
issues such as signal interference and lack of bandwidth occur
frequently. In extreme cases, PCs and smartphones will lose
connection, smart TVswill not be able to deliver rich content,
climate control will malfunction, and telephone calls will be
dropped. And yet, most of these networks share the same
fundamental technologies and should therefore be able to
cooperate intelligently!

Inspired by symbiotic organisms encountered in nature,
our goal is to mitigate such problems through the introduc-
tion of symbiotic networks. We define a symbiotic network as
an environment that originates when two or more networks
engage inmutually beneficial interoperation.This is achieved
by sharing resources such as bandwidth and computational
power between the symbiotic partners, crossing layers and
boundaries in the process. We aim for network communi-
cation across layers and logical and physical boundaries in
a technology-agnostic fashion. This results in more robust,
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Figure 1: A typical office environment, with no sharing of network resources.

dependable, and scalable networks and increases the perfor-
mance and energy efficiency of the environment as a whole.
Applied to the office environment described above, we would
get the result displayed in Figure 2.

Symbiotic networks may scale infinitely. Because of their
dynamic nature, constituent networks may arrive and depart
at any time as may the individual nodes that form them.
To cope with the scale of the infrastructure on one hand
and its frequently changing nature on the other hand, the
symbiotic network must be able to operate autonomously.
Furthermore, mechanisms need to be in place to govern
the interaction of partners that may or may not be aware
of each other’s existence, in order to deal with concerns
in terms of confidentiality, reliability, timeliness, an so on.
A large amount of research has already been carried out
demonstrating the feasibility and advantages of such an
approach [1, 2].

Modern-day network environments already make heavy
use of each other’s services, for instance, to outsource fea-
tures to specialized partners. Expanding on this principle,
our symbiotic service platform intelligently combines func-
tionality provided by symbiotically interacting partners in
order to meet set goals. Symbiotically interoperating network
environments may each offer a set of software services,
which their symbiotic partners may utilize to achieve their
compound goals. They allow the partners to mix and match
service invocations from various networks. The symbiotic

environmentmust therefore be aware of which networks offer
which services, how their concepts relate to one another,
how the services can be invoked, and which constraints
are imposed upon this process. Furthermore, because of
the dynamic nature of the symbiotic network, the set of
available services also changes over time—either slowly or
fast, depending on the nature of the network.

We therefore introduce a symbiotic service platform,
which provides a common infrastructure for symbiotically
interoperating networks to employ each other’s services.
Individual goals aremet by constructing service compositions:
graphs that model the invocation of available services to
produce the information necessary to ultimately achieve the
specified goal. Relying on Semantic Web technology, we
define a robust yet flexible model for sharing vocabularies
and taxonomies between symbiotic partners. Employing this
model, our tunable best first search algorithm SeCoA pro-
duces service compositions to meet a given goal. These com-
positions are then translated to software deployment schemes
and executed on the symbiotically enabled network devices.
By subsequently monitoring the operation of the deployed
software, feedback is collected to ensure the continued oper-
ation of the composition. If, for any reason, the goal can no
longer be satisfied or if an opportunity for a better composi-
tion arises, the platform adapts the composition accordingly.

To evaluate the symbiotic service platform, we applied
it to typical problems from the field of cargo transportation
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Figure 2: The same office environment, but with symbiotic networking capabilities.

and logistics. In this domain, many partners continuously
contact each other’s systems to align and realize goals such
as verifying cargo manifests or ensuring proper treatment of
certain items, based on measurements from wireless sensors.
In case of unforeseen circumstances, additional partners are
often added to the mix; for instance, local authorities might
need to be contacted in case of a health hazard. Geograph-
ically speaking, the problem’s domain is vast: cargo might
be transported anywhere in the world and consequently be
subject to highly complex local restrictions. Keeping track of
these countless, often changing rules requires a significant
amount of often manual effort from international logistics
operators. Thus, there is a clear need for unambiguous
modeling of the problem domain and the mechanisms it is
comprised of. Using Semantic Web technology, we are able
to capture such information unambiguously and use it to
detect opportunities for autonomous goal realization through
service composition.

To mimic day-to-day operation in a cargo transportation
context and replicate typical goals that occur in it, we devel-
oped a logistics simulator. Applying our service platform to
this context, discovered goals are autonomously solved by
composing and enacting symbiotic services made available
by the symbiotically enabled partners. Through benchmarks

of the service platform, we will show that our solution can
obsolete a great deal of manual effort, reduce and even
eliminate interpretation errors, and highly increase cargo
throughput.

Our simulations inspired by the logistics domain primar-
ily focus on the practical applicability of symbiotic service
composition. To examine our approach in terms of scalability,
we also developed a generic problem generator, which we
used to further benchmark our algorithm.

The remainder of this paper is structured as follows. In
Section 2, we provide a formal statement of the service com-
position problem in symbiotic networks. Section 3 describes
the platformwe propose to tackle the problem, alongwith the
service model that underpins it. In addition, we describe our
symbiotic service composition algorithmSeCoAand conduct
an analysis of it. In Section 4, we apply the problem to real-life
scenarios from the field of cargo transportation and logistics.
We elaborate on the simulator which we developed to enact
these scenarios for evaluation purposes and discuss the
results we obtained from it. Section 5 describes our generic
problem generator, which is subsequently used to assess the
scalability of SeCoA. After taking a look at related work, we
end this paper with our conclusions and opportunities for
future research.
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2. Problem Statement

Evidently, our symbiotic service platformmust accommodate
software services. In this section, we describe the model
we employ to describe such services and include them in
compositions.

We assume that each service is accompanied by two
lists: one containing input parameters, and one containing
output parameters. While both may be empty, composition
is parameter based: given an optional set of initial services, a
goal service, and a set of other available services, the objective
is to create a directed acyclic graph 𝐺 = (𝑉, 𝐸) such that

(1) each element of 𝑉 corresponds to a service,
(2) each element of 𝐸 represents the exchange of a

parameter value between two services,
(3) there is at least one path from all the vertices corre-

sponding to the initial services to that corresponding
to the goal service,

(4) the value of each input parameter of each service
included in the composition is provided by that of
exactly one output parameter of another service.

Each parameter has a type, given by a class name. Classes
may optionally be equivalent or inherit from one another.
If service 𝐴 produces an output parameter 𝑥 of type 𝑋 and
service 𝐵 requires an input parameter 𝑦 of type 𝑌, then the
value of 𝑥 may be used as the value of 𝑦 if and only if 𝑋 is
either equivalent to 𝑌 or a subclass of it.

Note that while only a single goal service may be pro-
vided, one can easily extend the model to multiple goals
through the introduction of a metaservice, which takes the
output parameters of the actual goal services as its input
parameters.

An important aspect of symbiotic networks is that ser-
vices in a composition may belong to different parties,
who agree upon a common vocabulary. To further gov-
ern the interoperation of these parties’ services, we intro-
duce so-called policies. A policy is of the form antecedent
⇒consequent. If the condition expressed by the antecedent is
met by an edge 𝑒 ∈ 𝐸, then the consequent is applied to the
services represented by the vertices which 𝑒 connects.

An antecedent checks if the input parameter, output
parameter, and the services, respectively, providing and con-
suming themmeet certain requirements. A trivial antecedent
might state that the service consuming the parameter is
located in a particular network taking part in symbiotic
interoperation. However, far more complex logic can be
employed, as we assume antecedents to be freeform rules.
They apply to properties of the edge 𝑒, the service vertices
which it connects, and the environment in which they exist.

The application of a consequent consists of the addition
of filters to the parameter exchange. A filter may be applied to
the service providing the parameter, the service consuming
it, and the parameter itself. We further distinguish between
the application of a parameter filter when the providing
service emits it and when the consuming service receives
it. Thus, there are four distinct types of filters. These filters
are an abstract representation of nonfunctional requirements.

(∘C)

(∘F)

Figure 3: A healthcare professional inspects a sensor temperature
reading, obtained from a patient’s body area network and subse-
quently converted to a different temperature scale.

Examples include a parameter filter stating that a particular
value must be transmitted securely or that it must be mea-
suredwith a given accuracy. A service filtermight impose that
the service operates with elevated permissions.

The graphs that are constructed based on this service
model represent invocations of symbiotic services, where
information is passed between two services at each invoca-
tion. Invocations occur either serially or in parallel, depend-
ing on the structure of the graph.

As an example, consider a simple scenario from the field
of healthcare, informally visualized in Figure 3. To monitor
a patient’s vital signs, wireless sensor devices are placed on
his body, forming a so-called wireless body area network
[3]. One of the measurements that these sensors emit is
the patient’s body temperature; this happens by means of a
TemperatureProvider service. This service emits one output
parameter, namely, a FahrenheitTemperature. Evidently, the
hospital wishes to consume this temperature value and runs
a TemperatureConsumer service on its equipment. Unfortu-
nately, this service was developed elsewhere and only accepts
a CelsiusTemperature. Thus, given TemperatureProvider as
our sole initial service and TemperatureConsumer as our
goal service we cannot construct a composition. Fortunately,
the hospital also exposes a TemperatureConverter service
that takes an input FahrenheitTemperature and outputs a
CelsiusTemperature. Wiring up the three services, we would
obtain a trivial composition that satisfies our goal.

As it stands, communication between the patient’s wire-
less body area network and the hospital’s network is transmit-
ted without any security measures. Since we are dealing with
personal information, the hospital might be wise to introduce
some confidentiality. It does so by adding a policy, which
states that any parameter exchange between the patient’s net-
work and its own mandates the application of two filters. The
first is an Encryption filter, applied to the output parameter of
the providing service; the second is a Decryption filter on the
input parameter of the consuming service.

Another example might be a policy stating that all
readings obtained from wireless sensors must be sufficiently
accurate. Such a policy’s antecedent would be “if the service
providing the parameter is a sensor service,” and its conse-
quent would be “apply an Accuracy filter to the providing
service.” The same effect can be obtained using a policy
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Figure 4: High-level architecture of the symbiotic service composi-
tion platform.

which checks if the consuming service is a sensor-consuming
service. One can also apply multiple policies at will.

In what follows, we will use this simple scenario to
clarify the functionality of our service platform and its
constituents. For the sake of simplicity, we will only consider
the confidentiality policy; the other two policies that we have
described are largely similar.

3. Proposed Solution

3.1. Platform Architecture. The architecture of the software
platform that we propose for the construction, enactment,
and life cycle management of symbiotic service compositions
is visualized in Figure 4. At the highest level, it consists of two
main components.

The first component, Service Composition, deals with
the descriptions of individual software services provided by
symbiotic networks and uses them to construct composi-
tions. The Service Modeling component employs Semantic
Web technology to formally describe the available services
and their context. This information is subsequently used
to construct compositions that satisfy certain goals. As
explained, policies are added to these compositions to repre-
sent nonfunctional requirements pertaining to the symbiotic
environment.

The produced high-level service compositions are passed
to the second component, entitled Composition Enactment.
This component deals with the infrastructural needs of the
platform. It translates a composition to a set of interconnected
software artifacts, deploys them on the resources at hand, and
ensures their proper operation. Vital information pertaining
to the infrastructure is passed back to the Service Composition
component, giving rise to a feedback loop.

In this paper, we mostly focus on the Service Composition
component. It should, however, be noted that our platform
architecture is mostly technology agnostic.The compositions
produced by our algorithm SeCoA, discussed in the next
sections, can be enacted on anymiddleware platform, as long
as that platform is capable of supporting symbiotic services.
Conversely, symbiotic middleware is not restricted to the use
of the SeCoA algorithm.

3.2. Domain and Service Model. To describe symbiotic ser-
vices in an expressive fashion, we rely upon Semantic Web

technology. We employ the OWL-S ontology [4] to create
semantic service descriptions. OWL-S builds uponOWL, the
Web Ontology Language [5], which in its turn extends RDF,
the Resource Definition Framework.

Using formal semantics, OWL ontologies allow for the
consistent description of concepts and the relationships
between them. Such ontologies are comprised of classes—
the root class being owl:Thing—and instances thereof, called
individuals. Between these individuals, relationships can
be defined by instantiating properties. Datatype properties
couple individuals to RDF literals or XML schema datatypes,
whereas object properties define relationships between indi-
viduals.

OWL-S is an OWL ontology that is used to describe
Semantic Web Services. By interpreting the high-level
descriptions of services, applications can autonomously dis-
cover and invoke them. These descriptions consist of three
main parts.

(i) The service profile provides basic information about
what the service does. While it is mostly comprised
of human-readable metadata, the service profile may
also be used for the purpose of service discovery.

(ii) In the process model, the service’s so-called IOPE’s are
expressed: inputs, outputs, preconditions, and effects.
They determine the parameters provided to and pro-
duced by the service, as well as the conditions under
which the service can be invoked and those resulting
from its invocation. Conditions are expressed as
rules, traditionally in SWRL, the Semantic Web Rule
Language [6].

(iii) Finally, the service grounding details how the ser-
vice can be invoked. It maps inputs and outputs to
protocol-specific parameters, for example, viaWSDL.

OWL-S’s process model is fairly elaborate. By means of
control constructs such as Sequence, If-Then-Else, andRepeat-
While, highly complex process flows may be modeled. Never-
theless, only services with a single-step process are currently
considered by our platform. They can either be described
by atomic or simple processes. The former are concrete
representations of single-step operations, whereas the latter
provide the means to abstract any process.

The resulting composition itself, on the other hand, can
be a candidate for such abstractions, as it is modeled as a
composite process. Using the Sequence and Split-Join control
constructs, the underlying atomic and simple processes are
combined to form the aforementioned graph 𝐺.

While the OWL-S ontology is targeted at Web Services, it
is mostly applicable to various domains. We therefore believe
that it is very suitable to heterogeneous environments with a
more extensive service model, such as symbiotic networks.

TheOWL-S standard provides the foundations to seman-
tically describe and operate services, but, naturally, it does
not explicitly provide a framework to do so in symbiotic
networks. Therefore, we introduce a set of extensions to
the ontology, which allow us to express symbiotic-network-
specific concepts.
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Table 1: OWL classes accommodating symbiotic service composi-
tion.

Class Superclass
Policy owl:Thing
Antecedent expr:Expression
Consequent owl:Thing
ParameterFilter owl:Thing
ServiceFilter owl:Thing
PolicyList rdf:List

Table 2: OWL properties accommodating symbiotic service com-
position.

Domain Property Range
Policy hasAntecedent Antecedent
Policy hasConsequent Consequent
Consequent appliesOutputFilter ParameterFilter
Consequent appliesInputFilter ParameterFilter
Consequent appliesProviderFilter ServiceFilter
Consequent appliesConsumerFilter ServiceFilter

In Section 2, we introduced policies and filters. These
translate to the OWL classes and properties shown in Tables
1 and 2. Two of them require additional clarification.

(i) The individuals in OWL ontologies are not ordered.
However, policies take precedence over one another.
Consequently, the class PolicyList is introduced to
impose an order.

(ii) A policy’sAntecedent is a SWRLExpression, much like
the preconditions and effects defined in an OWL-S
process. Antecedentsmay employ the SWRLvariables
Producer and Consumer to refer to the two services
involved in the exchange, and the variables Output
and Input to refer to the parameter values.

If we apply these concepts to the patient care scenario
that we introduced earlier, we obtain the OWL-S services
shown in Table 3. In addition, we introduce the OWL class
AdministrativeDomain, with its two instances Patient and
Hospital, to represent the two symbiotically interoperating
environments involved in the scenario. A new OWL object
property hasAdminDomain links services to such domains.
Harvesting these ontology additions, we can use SWRL to
express our confidentiality policy semantically:

hasAdminDomain(Producer, Patient)∧ hasAdminDo-
main(Consumer, Hospital) ⇒ apply Encryption to
Output and apply Decryption to Input

Thus, for each parameter exchange in the constructed service
invocation graph, we will check if the service providing the
parameter is in the administrative domain called Patient
and its consuming counterpart is in the Hospital domain.
If so, the parameter provided by the former will receive an
Encryption policy, and before the latter consumes its value, a
corresponding Decryption policy will ensure that the service
can interpret the parameter’s value.

Figure 5 shows a summary of the symbiotic service
composition which we just modeled using Semantic Web
technology. In this mostly trivial case, we were able to wire up
the services manually. Of course, in realistic environments,
composition problems will often be far less straightforward
and/or far more numerous.Therefore, in the next section, we
discuss our approach toward automated service composition
in symbiotic networks.

3.3. Service Composition Algorithm. Using the semantic ser-
vice descriptions just outlined, we are able to deduce if
services are capable of interacting with one another and
construct the desired compositions that realize given goals.
The algorithm we devised for doing so is called SeCoA and
consists of three phases.

(1) Weed out Unsatisfiable Inputs. In this initial preprocessing
phase, SeCoA eliminates services which require input param-
eters that are not provided by any of their counterparts, as
these can never take part in a composition. If neither the
type of an input nor a subtype of it can be provided, the
service requiring that particular type will not be considered
any further.

Phase 1 is optional; in symbiotic networks where the
interoperating service environments are well tuned to one
another, this additional analysis phase might slow down the
composition process. Conversely, highly dynamic symbiotic
networks might consist of environments that are completely
unaware of each other’s concepts and services, resulting in a
large reduction of the set of candidate services for the next
phase and greatly improved processing time.

(2) Match Outputs to Inputs. The best first search algorithm
for constructing a composition is shown in Listing 1; it
was partly inspired by the WTE+ algorithm [7], which was
also developed at iMinds. Starting from the goal service, it
attempts to work its way up to the initial services (if any)
by finding services that provide unsatisfied input parameters.
Thus, initially, the solution graph only contains the goal
service, and its input parameters are to be found.

In the first iteration, one of these unknown inputs is
examined. For each service which provides an output param-
eter of the same class or a subclass, a queue entry is created.
Subsequent iterations gradually satisfy the remaining inputs
until the first valid solution is found; that is, it attempts to
find a composition which satisfies all the input parameters
encountered and which contains all of the given initial
services. If a service is already part of the composition, the
corresponding graph vertex is reused. Additional verification
is performed to make sure that the resulting composition
does not contain any cycles; this is exemplified by the call to
the hasAncestor() function.

The order in which subsequent (incomplete) candidate
compositions are selected for expansion depends on their
priority, given by

𝑝 (𝑐) = 𝛼 × 𝑖
𝑐
+ 𝛽 × 𝑢

𝑐
+ 𝛾 × 𝑠

𝑐
, (1)

where 𝑐 is the partial composition being examined, 𝑖
𝑐
is the

number of initial services not included in 𝑐, 𝑢
𝑐
is the number
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Table 3: OWL-S services involved in example healthcare scenario.

Service Input type Output type
TemperatureProvider — FahrenheitTemperature
TemperatureConsumer CelsiusTemperature —
TemperatureConverter FahrenheitTemperature CelsiusTemperature
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Figure 5: Composition ontology, for example, healthcare scenario (simplified).

composition ← Graph()
queue ← PriorityQueue()
addVertex(composition, goalService)
push(queue, {composition, inputs(goalService)})
while queue not empty do

{composition, remainingInputs} ← pop(queue)
input ← pop(remainingInputs)
for provider ∈ servicesProviding(type(input)) do

if hasAncestor(provider, service(input)) then
continue

newComposition ← composition
newRemainingInputs ← remainingInputs
if provider ∉ newComposition then

addVertex(newComposition, provider)
push(newRemainingInputs, inputs(provider))

addEdge(newComposition, provider → service(input))
if newRemainingInputs empty then

if initialServices⊂ newComposition then
return newComposition

else
push(queue, {newComposition, newRemainingInputs})

Listing 1: Phase 2 of SeCoA: construction of the service composition graph.
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of input parameters in 𝑐 which are still unsatisfied, 𝑠
𝑐
is the

total number of services involved in 𝑐, and 𝛼, 𝛽, and 𝛾 are
tunable weight coefficients.

This function can be further customized at will. For
instance, in previous research, we have also taken into
account the number of symbiotic partners in 𝑐 [8].

(3) Apply Policies. Provided that phase 2 of the algorithm
produced a valid composition, the list of policies is exhaus-
tively checked against each of its parameter exchanges. If
an antecedent match is encountered, the filters associated
with the policy’s consequent are applied to the services and
parameter values involved.

SeCoA focuses on constructing service compositions
rather than adapting them to dynamic changes in the ontol-
ogy. Nevertheless, the performance evaluation we describe in
Section 4 shows that the algorithm is also suited for use in
dynamic environments.

3.4. Example Algorithm Application. To clarify the SeCoA
algorithm, we return to our running example once more and
construct the composition shown in Figure 5 programmati-
cally. Let us assume that the hospital does not deem phase 1 of
the algorithm necessary, becausemost if not all of its services’
input parameters can be satisfied. Thus, we will skip ahead to
phase 2, in which the actual composition is constructed.

As mentioned, the goal service is TemperatureConsumer;
it has one input parameter of the type CelsiusTemperature.
There is a single initial service TemperatureProvider, which
outputs a FahrenheitTemperature. Furthermore, the hospital
provides a FahrenheitTemperatureConverter and a Kelvin-
TemperatureConverter, which, respectively, take a Fahrenheit-
Temperature and a KelvinTemperature and turn those into a
CelsiusTemperature.

Initially, the queue contains a single item: a composition
consisting of solely the goal service TemperatureConsumer,
accompanied by its only input parameter CelsiusTempera-
ture. In the first iteration, the algorithm looks for services
providing parameters of a compatible type. Two of these
services are found, namely, the two TemperatureConverter
services. For each of those, a new composition is constructed
by prepending them to the TemperatureConsumer service.
Because neither of those compositions contains the initial
service and because they each introduce one unsatisfied input
parameter, the algorithm proceeds. It does so by adding two
queue items—one for each TemperatureConverter service’s
input parameter.

In the second iteration, there are two items on the queue.
Depending on the implementation of the priority function
𝑝(𝑐), either the one for FahrenheitTemperatureConverter or
the one for KelvinTemperatureConverter will be processed
first. In our default implementation, both partial composi-
tions would yield the same value for 𝑝(𝑐). Let us therefore be
pessimistic and assume thatKelvinTemperature comes first. In
this case, the algorithm would fail to find an input parameter
of the type KelvinTemperature. In fact, had we not skipped
phase 1 of the algorithm, then the service would have been
eliminated already!

Table 4: Variables used in complexity analysis of SeCoA.

Symbol Description

𝑠

Total number of candidate services considered for
composition

𝑃(𝑅) Probability of service reuse at a given iteration of
SeCoA phase 2

𝑡

Average number of services which provide a given
parameter type

𝑗 Average number of input parameters per service
𝑝 Total number of policies enforced in SeCoA phase 3

Proceeding to the third iteration, the algorithm now
considers FahrenheitTemperatureConverter and prepends it
to the composition. The queue consequently contains a
single item, corresponding to a composition lacking only a
FahrenheitTemperature. Therefore, the fourth iteration is the
final one; the algorithm adds TemperatureProvider, decides
that all input parameters are satisfied and that all initial
services are present, and produces the desired result.

We assume that phase 3 of the algorithm, inwhich policies
are applied to parameter exchanges, is sufficiently clear.Thus,
for the remainder of this paper, we will move on to a more
extensive problem context, used to evaluate our symbiotic
service composition platform.

3.5. Algorithm Complexity Analysis. In this section, we pro-
vide an analytical characterization of SeCoA’s performance.
By examining the time and space complexity of the algo-
rithm’s three phases, we obtain an expression for its overall
worst-case performance. The variables used in this analysis
are summarized in Table 4.

Phase 1 of SeCoA examines every input parameter of
each service provided exactly once. Thus, for a total of 𝑠

services, which have an average of 𝑗 inputs per service, the
time complexity of the first phase amounts to𝑂(𝑗 × 𝑠), in the
best, average, and worst case.

In phase 2, we employ the best-first search heuristic.
Provided that one selects an optimal priority function 𝑝(𝑐),
the optimal path through the search tree can be followed
straightaway. Thus, the best-case time complexity is linear in
the number of services included in the solution. To obtain
phase 2’s worst-case time complexity, let us consider the
case where the full search tree is traversed; thus, either
the worst possible priority function has been specified or
no suitable composition can be constructed. Processing a
candidate solution involves examining the next unresolved
input parameter in the composition and adding an entry to
the priority queue. As there are on average 𝑗 input parameters
to each service and 𝑡 services that can provide each type
of parameter, the number of newly added tree nodes would
average out to 𝑗 × 𝑡. However, this expression does not yet
account for service reuse. As discussed in Section 3.3, SeCoA
reuses the output of services which are already part of the
composition. We define 𝑃(𝑅) as the probability of being able
to reuse a service instead of introducing a new one into the
composition. Then, an average of 𝑗 × 𝑡 × (1 − 𝑃(𝑅)) search
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tree nodes is added per iteration. This corresponds to the
notion of an average branching factor, often used in data
structure analysis. For a tree with an average branching factor
𝑏, a best-first tree search algorithm has a worst-case time
complexity of 𝑂(𝑏

𝑑
), where 𝑑 is the depth of the tree [9].

In the extreme case that all 𝑠 provided services are part of
the optimal composition, the tree depth 𝑑 potentially rises to
𝑗 × 𝑠. Thus, the worst-case time complexity of phase 2 of our
algorithm is 𝑂((𝑗 × 𝑡 × (1 − 𝑃(𝑅)))

𝑗×𝑠
).

Phase 3 examines each edge of the produced composition
against each policy antecedent. Thus, in the extreme case,
applying 𝑝 policies to a composition containing all s services
will involve a worst-case time complexity of 𝑂(𝑝 × 𝑠).

Consequently, for all three phases combined, the SeCoA
algorithm has a total worst-case time complexity of 𝑂((𝑗 +

𝑝) × 𝑠 + (𝑗 × 𝑡 × (1 − 𝑃(𝑅)))

𝑗×𝑠
). However, in Section 4, we

will show that the algorithm performs well for real-life
scenarios. Firstly, this is due to the fact that SeCoA’s average-
case performance, while being difficult to quantify exactly, is
intuitively a lot better than that in the worst case. Secondly,
phase 1 of the algorithm reduces the number of services
considered in the second phase, effectively lowering the factor
𝑠 in the exponent 𝑗 × 𝑠.

Regarding space complexity, only phase 2 of SeCoA
employs additional data structures and therefore requires
investigation.We already know that each queue entry consists
of a partial composition and a list of input parameters to
resolve. Each partial composition is a graph consisting of up
to 𝑠 vertices with up to 𝑠 × 1/2(𝑠 − 1) edges between them
in the case of a complete graph. In the worst case, the list of
input parameters contains 𝑗 × 𝑠 elements. Adding up both
components, the space complexity of a single queue entry
becomes 𝑂((𝑠 + 𝑗) × 𝑠).

The queue as a whole can contain as many entries as the
entire search space holds; we have already determined the
size of the search tree to be 𝑂((𝑗 × 𝑡 × (1 − 𝑃(𝑅)))

𝑗×𝑠
).

Thus, we obtain a worst-case space complexity of
𝑂((𝑗 × 𝑡 × (1 − 𝑃(𝑅)))

𝑗×𝑠
× (𝑠 + 𝑗) × 𝑠) for phase 2 of

SeCoA.

4. Cargo Transportation and
Logistics Simulation

4.1. Illustrative Scenarios. One particular domain that would
greatly benefit from an application of symbiotic networks,
with greater emphasis on the problem scale, is that of cargo
transportation and logistics. In this field, vehicles transport
goods between locations, crossing borders in the process.
Many networks are involved: logistics operators, warehouses,
customs offices, local authorities, insurance agencies, and
emergency services, and of course vehicles, containers, and
crates may be equipped with various networked devices,
ranging from back-end servers over tablet computers to
wireless sensors and actuators. In the near future, drivers
themselves may even carry unobtrusive sensor devices to
monitor their vital signs.

Having all these network environments engaged in sym-
biotic interoperation not only allows them to communicate in

Figure 6: A government official inspects legal documents, delaying
the vehicle’s cargo. At the same time, many other vehicles (of which
one is shown) are also en route.

a more reliable fashion but also paves the way for symbiotic
service composition. After all, many circumstances arise
where near-instant service composition can streamline the
numerous and often error-prone processes that occur day to
day. Apart from reducing errors, this would also result in
faster response to changing circumstances and allow for fully
automated and autonomous business processes.

Consider an example where a vehicle is waiting in line at
a country border.The cargo is being delayed and the precious
time of the driver and the logistics operators, among others,
is being wasted. Eventually, the driver hands the required
documents to an official, who checks them manually, as
shown in Figure 6. If the border officials are thorough, they
will also want to inspect every piece of cargo individually.
In case of a violation, or merely doubt thereof, the proper
authorities need to be contacted. Telephone calls are placed,
bureaucracy is set in motion, and the cargo is delayed even
further.

But what if this entire process could be automated?
Indeed, a software service running on the vehicle could
be aware of the cargo and a service at the border office
could receive this information to yet another service that
instantaneously verifies the validity of the electronic shipping
manifest. Moreover, if anything is out of order, services put
in place by the authorities could be informed automatically.
Symbiotic interoperation between these parties would pave
the way for such scenarios. Furthermore, by reducing the net
cost of validation processes, rigorous inspection rather than
arbitrary sampling might become a valid alternative, which
would ultimately result in safer, more trustworthy logistics
operation.

Of course, such a scenario introduces a fair amount of
challenges. There is the matter of authenticity verification:
how can an automated service verify that a cargo item has
not been tampered with? Another issue is that of confiden-
tiality, where secure, authentication-based communication
patterns need to be established, so that other users of the
infrastructure—symbiotic or otherwise—are only granted
access to the information they require; for instance, a vehicle
often carries cargo provided by various owners, but those
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owners do not need to be aware of the contents of each
other’s shipments. Additionally, what if a network path’s
failure prevents a crucial message from going through? One
final example is traceability: government officials might need
quick access to the path which a shipment has followed, for
instance, in case of contaminated goods.

This one example is by far not the only scenario from the
field of transportation and logistics where symbiotic interop-
eration could offer a vast improvement. To further illustrate
the applicability of our solution, consider the following
additional opportunities for symbiotic service composition.

(a) Before a cargo item is loaded onto a vehicle, the
vehicle’s manifest is inspected to ensure that it does
not contain any items that are incompatible with the
new one. For instance, a vehicle might be prohibited
from simultaneously transporting food items and
poisonous goods to avoid contamination.

(b) As an additional security measure, we can extend
this measure over time: if a vehicle has recently
transported poisonous goods, it is prohibited from
transporting food items.

(c) Upon arrival at border security, a vehicle’s shipping
manifest is checked for prohibited goods. If local
law disallows certain items, the logistics operator is
informed.

(d) When a vehicle arrives at a warehouse, temperature
readings from the wireless sensors installed on cargo
items are processed to ensure that they did not exceed
predefined thresholds. Other examples of sensor
readings include the humidity of food items and data
from pressure sensors which detect excessive shocks.

(e) If the thresholds have been exceeded, an alert is sent
to the logistics operator and the owner of the cargo
items. If any health hazard has been or may have been
created, the proper authorities are alerted.

(f) While a vehicle is in transit, readings from thewireless
sensors mounted on cargo items are periodically
inspected to ensure that they are within accepted
ranges. If this is not the case, the vehicle’s network
might be informed to attempt to rectify the situation,
perhaps by adjusting climate control. If the driver
needs to intervene, he is alerted as well. In case
of dangerous conditions, emergency services and
authorities are alerted.

(g) While a vehicle is in transit, readings from the
driver’s body area network are periodically inspected
to ensure that he is in good health. If anything out of
the ordinary is found, diagnostic services recommend
a remedy.Thismight, for instance, entail getting some
rest or obtaining over-the-counter pharmaceuticals.
In a graver situation, such services might also calcu-
late directions to the nearest hospital.

All of these examples are subject to additional complexi-
ties, which are generally seen in various types of network
environments—be they symbiotic or not. We chose the

logistics problem domain for our research because it clearly
exhibits such complexities.

Firstly, we assume that the necessary communication
mechanisms exist between the symbiotically operating net-
works. In what follows, we assume that a functional symbi-
otic infrastructure has been formed at the network level—
as described in [2]—and that the necessary endpoints are
available for services to connect to one another. This does
not imply that all the services involved are based on the same
technology stack; after all, onemight be dealing verywell with
devices ranging from resource-constrained sensor nodes all
the way up to highly powerful back end servers, each with
their own programming languages, libraries, and APIs. Using
service description and discovery mechanisms provided by
the OWL-S ontology, one can align their interfaces to one
another.

Secondly, regulations are traditionally stated in the lan-
guage of the country or region where they are applied, intro-
ducing a need for translation mechanisms.This concerns not
only core domain concepts but also units of temperature,
pressure, weight, price, and so forth. Our approach based on
Semantic Web technology allows us to model such concepts
in a highly expressive fashion.

Thirdly, because of the large number of symbiotically
interoperating networks—belonging to vehicles, cargo items,
warehouses, customs offices, logistics operators, cargo own-
ers, and even drivers—additional mechanisms need to be
in place to ensure that the communication between them
respects their individual requirements. For instance, the sym-
biotic service environment must ensure that cargo owners
cannot obtain access to each other’s shipment information, by
encrypting traffic originating from the vehicle and the sensors
mounted on the cargo. Again building upon the Semantic
Web, our previously described SWRL-based policies provide
a human- and machine-readable language for expressing
such constraints.

Lastly, the problem domain has a highly dynamic nature.
Apart from evidently changing vehicle inventories, among
others, local regulations have been known to change suddenly
as well, for instance, in the event of a public health crisis.
Oftentimes, this will not be properly communicated to
logistics operators and warehouses, let alone drivers.This can
lead to tedious inspection procedures and rerouting of cargo,
which is of course not desirable. By agreeing on a common
basic vocabulary—OWL in our case—one can greatly reduce
the impact of these contextual changes. Any change in the
legislation-related ontologies is immediately picked up by the
platform and reflected in the compositions generated by it.

While the introduction of SemanticWeb technology does
add a degree of complexity to the problem space, we are
confident that real-life scenarioswould greatly benefit from it.
In terms of user-friendliness, the actors involved can depend
on a knowledgemodeling and acquisition tool such as Protégé
[10]. Alternatively, the ontology-related terminology could
be obscured by a more entry-level modeling tool. Finally, it
should be noted that while our platform heavily relies on
SemanticWeb technology andwe employ it to our advantage,
none of the concepts that we introduce in this paper actually
mandate its use.
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Figure 7: UML class diagram showing the domain model for the developed logistics simulator.

4.2. SimulatorModel. Out of the example scenarios described
above, we selected a, d, and e for an evaluation of our
symbiotic service platform, as they are the most challenging
with regard to the complexities described. We implemented
a logistics simulator, which mimics a context in which the
scenarios naturally occur as goals. These goals are then
addressed by our platform.

It is important to note that we purposefully opted for a
simplified model of the transportation and logistics context,
as our goal is not to accurately simulate the transport opera-
tions themselves. Rather, we wish to illustrate and evaluate
the applicability of symbiotic services to support common
tasks in such scenarios.Thus, althoughmany researchers have
applied themselves to problems like route planning and bin
packing, they are largely beyond the scope of this paper.

Figure 7 shows the domainmodel of the simulator that we
implemented. Each Vehicle is loaded with Cargo Items, with
each belonging to a single Shipment. Such a shipment is the
property of a logistics Operator and needs to be transported
between two Places. Vehicles have an itinerary, consisting of
Orders, which dictate which Places a vehicle is to visit during
the course of the simulation; the (anticipated) travel duration
is calculated prior to the actual simulation, whereas the time
spent at each place will vary depending on the invocation of
the appropriate services. In addition, a vehicle has a capacity,
which is the number of cargo items it can carry. We refrain
from having this capacity depend on properties of the cargo
or the vehicle, so as not to overcomplicate the scenarios.

Each simulation consists of the following steps.

(1) Map Generation. A weighted directed graph is gen-
erated to simulate a geographical setting. The graph’s
nodes represent places which vehicles will frequent,
whereas the edges that correspond to the time
required to travel between the two nodes which they

connect. This time is expressed as a natural number
and is assumed to be fixed. Places are assigned a
uniformly distributed latitude and longitude, and the
travel duration between two places is given by a fixed
minimum (viz., the Euclidean distance between both
places), augmented with a variable traffic congestion
duration. This generates an adequately random set-
ting for our purposes.

(2) Shortest Path Calculation. Vehicles will be travelling
between arbitrary places. Therefore, the total travel
time between each pair needs to be known. This
corresponds to the shortest path problem, which is
solved using the Floyd-Warshall algorithm [11].

(3) Shipment Generation. A list of shipment instances is
created. The origin and destination of each shipment
are uniformly selected from the warehouses on the
map, with the added constraint that the origin must
be different from the destination.

(4) Cargo Item Generation. Similarly, a list of cargo item
instances is created. Each of them is assigned to
a uniformly selected shipment and placed at that
shipment’s origin.

(5) Vehicle generation. A list of vehicle instances is cre-
ated, and each vehicle is placed at a uniformly selected
warehouse.

(6) Vehicle Loading. Cargo is placed on vehicles. At each
warehouse, the shipments arematched to the available
vehicles. The shipments and their cargo items are
assumed to be in order of importance and therefore
treated sequentially. Each cargo item is placed on the
next available vehicle, which is selected in a round-
robin fashion. If no vehicle is available, it is assumed
that the cargo item will be transported at a later time.
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(7) Itinerary Generation. After each vehicle has been
loaded with cargo items, its itinerary can be calcu-
lated. The destination of each shipment is examined.
The shortest path to this destination is already known.
Each place in this path is added to the itinerary, unless
it was already part of a previously examined path and
has therefore already been added.

(8) Travel Simulation. Once all of the vehicles’ itineraries
are known, their order lists are carried out. A (global)
discrete clock is introduced. At every clock tick,
vehicles that are en routemove one step closer to their
next destination. If a vehicle arrives at a place, services
for that place are invoked;wewill elaborate on these in
the next section. The time required for the execution
of these services determines the number of clock ticks
spent by the vehicle at each place. Once that time has
passed, the vehicle moves on to its next destination
or, if its order list has been completed, remains at the
current place until the next simulation. This chain of
events is visualized in Figure 8.

(9) Termination. The simulation is completed once all
vehicles have finished their order lists and all the cor-
responding service invocations have been completed.

4.3. Scenario Implementation Details. Having outlined our
logistics simulator itself, we can integrate the three scenarios
that we selected from Section 4.1 into it and apply our service
platform to execute them.

4.3.1. Cargo Validity Verification (Scenario A). In this sce-
nario, we deploy OWL ontologies to illustrate their applica-
bility to the locale-related challenges of the logistics context.

At a warehouse, before a vehicle is loaded with additional
cargo, a service must confirm that that particular cargo may
indeed be placed on the vehicle. After all, local regulations
might prevent the simultaneous transportation of certain
goods.

We take the case where items for human consumption
cannot be placed on a vehicle that contains animal fodder,
due to risk of contamination. This might actually be hard
to detect, because it is not always straightforward to tell
if a container is in fact loaded with either class of items,
due to confusing or incomplete phrasing, highly technical
vocabulary or even different languages altogether. As an
example, we focus on the latter.

We assume that certain cargo is labeled with the Dutch
word “varkensvoer”, meaning “pig feed” and that the cor-
responding OWL class carries the same name. The word
“varkensvoer” might not mean anything in an English-
speaking country, but through the introduction of an addi-
tional ontology containing translations of local concepts, we
can assert that “varkensvoer” is in fact an OWL subclass of
“animal fodder”. The latter in turn has an object property
that prohibits it from occurring on a vehicle that also carries
human food.

This information is distributed across ontologies which
define region-dependent concepts and ontologies that model

Clock tick

[En route]

[At place]

Poll service platform

[Initial poll] [Later]

Compose and enact Proceed with enactment

[Enactment completed] [Enactment in progress]

Check itinerary

[Orders remaining]
Depart

[All orders processed]

Figure 8: UML activity diagram for actions upon a clock tick in the
logistics simulator.

legislation. In our example, there is an ontology that, among
other things, asserts that the Dutch-speaking part of Belgium
means “pig feed” by “varkensvoer” and a second ontology
that expresses a European regulation which prohibits simul-
taneous transportation of any animal fodder and items for
human consumption. The platform itself is already aware
of the fact that “pig feed” is a subclass of “animal fodder”,
allowing its ontological reasoner to infer that “varkensvoer”
may not be transported simultaneously with human food.
This is summarized in Figure 9.

Of course, this trivial example merely scratches the sur-
face. Thanks to the expressiveness of Semantic Web technol-
ogy and OWL ontologies in particular, we are confident that
they are a highly suitable mechanism for modeling virtually
any constraint encountered both in the cargo transportation
domain and in the symbiotic networking domain in general.

4.3.2. Sensor Reading Verification (Scenario D). When a
vehicle enters a warehouse, all readings from the wireless
sensors mounted on the vehicle’s cargo items need to be
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Figure 9: Combination of legislation and localization ontologies to infer that “varkensvoer” cannot be transported simultaneously with items
for human consumption.

checked. Depending on the type of the cargo, stated in the
shipping manifest, the accepted range of each measured
property (e.g., temperature, humidity, or pressure) will vary.
Moreover, for every property, the sensor node may have been
manufactured by a different vendor and thus use a different
interface.

We assume that each cargo owner offers services that
expose the necessary informationmanifest of each shipment;
the symbiotic network infrastructure accommodates direct
communication with those services. Similarly, each sensor
node exposes a service for each of its measured properties.
One might argue that cargo owners could be reluctant to
provide such information; however, we will show that our
solution uses it to their advantage.

Furthermore, the warehouse has services available to
interpret the output of each sensor vendor’s services. This
output may, however, require further processing before it
can be validated. For instance, a measured temperature may
be given in degrees Fahrenheit, whereas validation can only
occur on temperatures expressed in degrees Celsius. This is
modeled by means of a validation service that takes such a
temperature as its sole input.

Depending on the type of the cargo, it may have any or
even all of the possible sensor types mounted. Dangerous
chemicals might, for instance, be equipped with temperature,
humidity, and pressure sensors. Combined with the number
of cargo types and the number of sensor device vendors,
there is a vast amount of possible service variations. Thus,
rather than defining every possible workflow in advance,
we construct compositions on demand to attain the goal of
sensor measurement validation.

Furthermore, the optimal composition to reach a goal
will change over time. The temperature conversion service
described above might be offered by various partner net-
works, so as to implement load balancing. By describing
these services in separate ontologies, we can include them in
the knowledge base only if they are actually available to the
platform.

In our simulator, each arrival of a vehicle at a warehouse
triggers the evaluation of a set of SWRL rules against the
problem context. For this particular scenario, we use the
following rule:

CargoItem(?𝑖) ∧ Sensor(?𝑠) ∧ hasSensor(?𝑖, ?𝑠)
⇒ VerifiableCargoItem(?𝑖)

Thus, if a cargo item is equipped with one or more sensor
nodes, then that item is part of the set of items that will
be verified. We consider three types of sensors: temperature,
humidity, and pressure, each occurring with a predefined
probability.

For each cargo item, verification occurs by constructing
a composition that checks all of its sensors’ outputs. We
consider three types of sensors, so the goal service Car-
goItemVerifier takes between one and three inputs. They
are of the types TemperatureVerified, HumidityVerified, and
PressureVerified.

These are also the output types of the corresponding ser-
vices TemperatureVerifier, HumidityVerifier, and PressureVer-
ifier. They each take two inputs. The first input is the sensor
reading: HumidityVerifier and PressureVerifier, respectively,
require a generic Humidity and Pressure individual, whereas
TemperatureVerifier insists on obtaining a CelsiusTempera-
ture. The second input parameter is the shipping manifest.

The shipping manifest can be obtained from a Shipping-
ManifestProducer service. The sensor readings are provided
by Producer services, one per reading type. Temperature
sensors use a different temperature scale, depending on the
manufacturer of the sensor node. To facilitate conversion
from degrees Fahrenheit to degrees Celsius, so the Temper-
atureVerifier service can be deployed, the warehouse network
offers the FahrenheitCelsiusConverter service.

Figure 10 displays an example of a generated composition,
in which the readings from cargo item number 42, equipped
with two sensors manufactured by vendor A, are verified.
Thus, to construct this composition, the SeCoA algorithm
started from the goal service on the right, and gradually
satisfied every occurring input parameter until all three initial
services were included in the composition.

As described in the previous section, each service
included in the composition delays the vehicle by a prede-
fined amount of clock ticks.This amount is determined by the
type of the service. Additionally, a discrete cost is associated
with each service invocation. Its exact meaning is depen-
dent on the implementation: the FahrenheitCelsiusConverter
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Figure 10: Example composition for sensor reading verification.

might be offered by a third party which charges a fixed fee per
invocation, whereas a HumidityProvider might increase the
energy consumption of a wireless sensor node, thus reducing
its lifespan. An analysis of the exact cost of each service is
beyond the scope of this paper; therefore, we refrain from
further inspection of the constructed compositions’ total cost.

4.3.3. Stakeholder Alerting (Scenario E). During the enact-
ment of sensor reading verification, unacceptable readings
may have been discovered. In this case, all the stakeholders
must be informed of the event, so they can take appropriate
action: the vehicle’s driver, the personnel of the warehouse,
and the owner of the cargo need to be informed, so the cargo
can be inspected, destroyed, or perhaps rerouted. The sensor
readings might even indicate dangerous conditions, in which
case local authorities need to be alerted. In order to do so, we
again employ service composition.

Certain parties, namely, the network of the vehicle and
that of the warehouse, are assumed to be readily accessible,
since they are on site. Local authorities, on the other hand,
will not be within walking distance. Moreover, the owner
of the cargo might well be halfway around the globe. This
does not prevent us from establishing symbiotic relations
with their networks, but we do need to take additional
precautions to ensure that communication is carried out with
the necessary confidentiality. Thus, we will rely on SeCoA’s
policy mechanism.

The goal service of compositions for alerting is called
StakeholdersAlerter and takes three inputs:WarehouseAlerter,
CargoOwnerAlerter, and AuthoritiesAlerter. Each of these
inputs obtains its first input parameter, of the type Alert,
from the AlertProducer; this way, the services know which
alert to relay to the stakeholders. Additionally, CargoOwn-
erAlerter and AuthoritiesAlerter are instances of the OWL
class RemoteService, a subclass of OWL-S’s generic Service.
They require an additional input parameter of the type
Tunnel, which represents a channel for communication with
services outside the warehouse realm. Such a Tunnel can be
obtained from the TunnelProvider service.

A Tunnel can be augmented with the required confi-
dentiality by securing all communication passing through
it. This is achieved by applying the SeCoA filters Encryption
to the consumer. To state that the warehouse wishes to use
encryption, it enforces the following SeCoA policy:

sameAs(TunnelProvider, Producer) ∧ Remote-
Service(Consumer)⇒ apply Encryption to Consumer

As outlined in Section 3, the policy’s antecedent is a SWRL
expression; it checks whether the service producing the
parameter is TunnelProvider and the one consuming it is a
RemoteService. Thus, any remote service using a tunnel will
be instructed to encrypt its communication.

In Figure 11, a composition to realize such an alerting
process is visualized. Note the application of the SeCoA filter
Encryption to both remote services.

4.4. Evaluation Approach. Our simulator, as well as the
symbiotic service platform, and the SeCoA algorithm in
particular, were implemented in Java 7. For the simulator, we
used the OWL API [12], while the SeCoA algorithm relies on
the OWL-S API [13]. Both employ the Pellet reasoner [14].

As in our problem context, we used a fictitious square-
shaped map, measuring 5,000 by 5,000 distance units; as
described in Section 4.2, these determine the travel times
between places on the map. To compute the travel times, we
augmented the Euclidean distances with uniformly generated
traffic congestion durations between 100 and 1,000 clock
ticks. In the generated scenarios, up to 200 vehicles transport
a total of 500 cargo items between warehouses. Each cargo
item belongs to a uniformly selected shipment from a list of
100. Vehicles may contain up to 20 cargo items each.Themap
contains 50 such warehouses, as well as 10 customs offices,
representing country borders.

Each cargo item is equipped with up to three sensors,
one of each available type. All items have a temperature
sensor; humidity sensors occur with a probability of 50%;
pressure sensors occur with a probability of 33%. Each sensor
is manufactured by one of three fictitious sensor vendors,
which is uniformly selected; two of these vendors use the
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Figure 11: Example composition for sensor reading alerting.

Table 5: Delay parameters for simulated services.

Service Delay
TemperatureProvider, HumidityProvider, and
PressureProducer 1 tick

TemperatureVerifier, HumidityVerifier, and
PressureVerifier 1 tick

FahrenheitCelsiusConverter 1 tick
TunnelProvider 5 ticks

Fahrenheit temperature scale, while the other uses Celsius,
like all of the warehouses’ services.

As outlined, whenever a software service is included in
a composition, this imposes a delay on the vehicle being
examined, expressed as a discrete amount of clock ticks. The
delay parameters we used in our simulations are summarized
in Table 5; any services that are not listed in this table are
assumed to have a negligible delay.

Finally, we assume that the alerting service is required
in 20% of all cases. In other words, whenever a vehicle is
inspected, there is an 80% chance that all of the cargo items
that vehicle is carrying pass verification.

Regarding SeCoA’s tunable parameters, we chose 𝛼, 𝛽,
and 𝛾 such that the number of initial services not included
in the composition would always take precedence over the
number of unresolved input parameters, and the latter would
always take precedence over the number of services in the
composition. This was the most appropriate configuration
for our scenarios; other problems or problem domains may
require entirely different parameters.

For our simulations, we used two types of machines, so as
to emulate the hardware available in real-life transportation
and logistics scenarios. Their specifications are shown in
Table 6. In particular, the mini PC is an excellent candidate
for mass deployment in trucks and warehouses, due to its
small size and energy footprint.

Five instances of the described simulation were executed,
each using a different random generator seed. The simula-
tions themselves were only carried out on the more powerful
desktop PC, as we are less interested in the simulator’s

raw performance than in the service composition problems
originating from it.

The produced composition problems were all tackled by
both machines.Thus, each time a vehicle enters a warehouse,
a service composition is constructed for the verification
of each of the cargo items loaded onto it. As a vehicle
usually carries many cargo items, our platform is confronted
with large amounts of composition problems. Because these
problems are also reasonably small, we experimented with
parallel processing. Specifically, each simulationwas repeated
using 1, 2, 4, and 8 simultaneous composition processes.

We based the maximum of 8 simultaneous processes on
the fact that larger amounts would occasionally render the
mini PC unresponsive, depending on the complexity of the
composition. In the rare event that the composition process
would still fail, it was automatically restarted.

4.5. Results and Discussion. The five scenarios that were
generated consisted each of between 1,006 and 1,255 com-
position problems for the purpose of cargo verification and
between 21 and 31 for stakeholder alerting. The former are a
demonstration of the graph construction aspect of the SeCoA
algorithm, while the latter emphasize the subsequent policy
processing phase.

SeCoA required an average of 8.87 iterations to pro-
duce a suitable service composition for cargo verification,
with a worst-case requirement of 20 iterations. The goal of
stakeholder alerting was consistently reached after mere 8
iterations.

In Figures 12 and 13, we show the average execution times
for the three phases of the algorithmonboth of our evaluation
machines. Comparing cargo verification—specifically, the
leftmost column—to stakeholder alerting, the impact of
policy processing is clearly noticeable. The evaluation of
a policy antecedent—that is, a SWRL expression—against
each graph edge is quite a resource-intensive process, but
is in our opinion a necessary feature of symbiotic service
composition.Moreover, the SWRL language provides us with
a great amount of flexibility which we would not be able to
obtain from a nonsemantic approach.

Two additional differences between the composition
types can be observed. Firstly, the first phase of the SeCoA



16 International Journal of Distributed Sensor Networks

Table 6: Specifications of evaluation hardware.

Type Software Processor Memory
Zotac ZBOX SD ID-10 mini PC Debian Linux 6.0, 32-bit Java 7 Intel Atom D510 1.66GHz 3GB DDR2 800MHz
Desktop PC Windows 7 Enterprise, 64-bit Java 7 AMD Phenom II X4 955 3.2GHz 12GB DDR3 1.33GHz
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algorithm, in which services whose input parameters are
not provided anywhere, takes quite a bit longer in the case
of cargo verification. This is simply because more services
need to be examined in the case of cargo verification: prior
to composition, the platform loads semantic descriptions
of the sensor data processing services provided by the
fictitious manufacturers which we consider. Secondly, the
large standard deviations are a consequence of the fact
that, in the case of cargo verification, the simulated service
ontologies are quite diverse. Ontological reasoning as well as
the composition process is greatly affected by such variations.
Due to the nature of semantic models, it is usually rather
challenging to assess the complexity of a reasoning-supported
problem.

Even if the policy application phase takes a bit of time,
our algorithm produces the desired composition in just over
three seconds. Our objective was to produce compositions

that would eliminate manual intervention and greatly reduce
the time required for the cargo verification process, and we
feel that our solution does just that. Even on our mini PC’s
moderate hardware, compositions are available after just a
few seconds. Also note that, as far as our simulations are
concerned, the most time-consuming type of composition
process occurs far less frequently, as the stakeholders are only
alerted in case of a verification failure. In real-life scenarios,
one might of course choose to inform stakeholders more
often—a strategy which our platform also supports.

Also the composition times required when we introduce
parallelism are shown in Figures 12 and 13. We only do so
for the verification process. After all, stakeholder alerting
happens on a per-truck basis, so the probability that multiple
alerting compositions need to be enacted is rather low.
Therefore, parallelization would not affect performance in
this case.
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Figure 14: Accumulated composition time required for all cargo verification problems in a simulation, with different parallelization strategies
and on both evaluation machines.

Observe that the average time required to construct
a composition increases with the amount of simultaneous
compositions being constructed. This should not come as a
surprise, asmultiple composition processes need to share sys-
tem resources.However, the overall composition process, that
is, the construction of compositions to verify an entire truck’s
contents and the total of all these composition sets—does
benefit from parallel processing.The degree to which parallel
composition increases efficiency is shown in Figure 14. By
scaling from a single process to 8 simultaneous ones, the total
time spent constructing service compositions is reduced by
20 percent on themini PC andup to 58 percent on the desktop
PC.

Let us also take a brief look at our platform’s memory
consumption. The service composition process, including its
full ontological model, required a maximum of 86MB of
RAMon ourmini PC, not including the Java virtualmachine;
the number of threads used did not affect this upper bound.
On the desktop PC, this amount rose to 232MB.This has little
to dowith our implementation itself: we deliberately opted for
a 64-bit version of Java on the more powerful machine, so as
to take full advantage of its resources. 64-bit versions of the
Java virtual machine are known to require substantially more
memory.

Nevertheless, we still consider 232MB a low memory
footprint. Multiplied by the maximum of 8 simultaneous
composition processes, this definitely leaves ample room for
further scaling if desired. We however also note that, on
the desktop PC, scaling from 4 to 8 simultaneous processes
does not yield a tremendous time advantage. Due to the
complexity of the overall problem as well as ontological
reasoning, the optimal tradeoff between resource allocation
and execution time will most likely vary with the problem
domain at hand.

5. Scalability Evaluation

5.1. Evaluation Approach. To further assess the performance
of our service composition platform and phase 2 of SeCoA in
particular, we also developed a generic composition problem
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Figure 15: Example composition showing problem generator
parameters.

generator.The nature of the produced problem is determined
by four parameters, also visualized in Figure 15. They are as
follows.

(i) Vertical scale 𝜑 is the number of services at each
“level” of the resulting composition. Because our
problemmodel requires a single goal service, 𝜑 is also
the number of services which directly deliver output
to the goal service.

(ii) Horizontal scale 𝜂 is the length of a path through
the composition, that is, its depth. It is given by
the number of parameter exchanges and not the
number of services, which is one higher. Thus, the
total number of services in the resulting composition
is 𝜑 × 𝜂 + 1, where the last term represents the goal
service.

(iii) Alternative service count 𝜆 is the number of services
which the algorithmmust consider before encounter-
ing a service suitable for inclusion in the composition.
As 𝜆 increases, we deliberately make phase 2 of
SeCoA consider more services that do not lead to a
composition that realizes the goal. We implemented
this feature such that an alternative service leads
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to a new entry on the priority queue, which is
subsequently disposed because providing its input
parameters would lead to a cycle in the graph.

(iv) Input parameter count 𝜋: is the number of input
parameters to each service, apart from the goal
service. Each type of input parameter is provided
by exactly 1 + 𝜆 services. The first term in this
expression is given by the only service which will
actually lead to a solution.At each level, the consumed
input parameters are assigned to the level producing
them in a round-robin fashion. This ensures that
the resulting composition always contains all the
necessary services.

Let us compare these parameters to those used in our
complexity analysis from Section 3.5. We see that 𝜋 (almost)
corresponds to 𝑗, the average number of input parameters
per service. In reality, 𝜋 is slightly below 𝑗, as 𝑗 also takes
into account the goal service; as the problem scale increases,
the relative difference between the two becomes negligible.
Furthermore, 𝜆 determines the value of both 𝑡, the average
number of services that provide a parameter type, and 𝑠,
the total number of services considered. If we were to omit
the goal service, 𝑡 would be equal to 1 + 𝜆, while it is
now slightly lower; again, a larger problem scale will relieve
this shortcoming. For the total number of services 𝑠, the
expression is 𝜑 × 𝜂 × (1 + 𝜆) + 1; the final term represents
the goal service. Because we refrain from reusing service
output and no policies are applied, 𝑃(𝑅) and 𝑝 are both zero.
Our worst-case time complexity expression from Section 3.5,
𝑂((𝑗 + 𝑝) × 𝑠 + (𝑗 × 𝑡 × (1 − 𝑃(𝑅)))

𝑗×𝑠
), therefore becomes

𝑂(𝑗 × 𝑠 + (𝑗 × 𝑡)

𝑗×𝑠
). We refrain from introducing the newly

obtained expressions for 𝑗, 𝑠, and 𝑡. Suffice it to say, because all
four of our parameters occur (among others) in the exponent
𝑗 × 𝑠, increasing the value of any of the parameters will make
the problem exponentially more complex in the worst case.

The generated problems were solved by the same hard-
ware used in our approach based on simulation of transporta-
tion and logistics, shown in Table 6. Again, we employed Java
7, the OWL-S API [13], and the Pellet reasoner [14].

We chose the problem generator parameters 𝜑, 𝜂, 𝜆,
and 𝜋 such that we could investigate both the performance
of our algorithm and the limitations of our hardware. The
number of input parameters 𝜋 was kept constant, so as not
to overcomplicate the scenarios; we consider an average of
2 input parameters per service typical and thus opted for
this value. The parameters that determine the dimensions of
the composition graph, 𝜑 and 𝜂, ranged between 2 and 5.
Finally, we considered between 0 and 3 alternatives to each
service.Thus, in each composition problem, each service had
the same number of alternatives. Recall that these alternatives
deliberately send our algorithm off on a tangent. Because
of the exponential character of the search space, even a
relatively low number of alternatives per service allows us to
quickly devise a complex problem and consider compositions
with many false positives. In real-life scenarios, however, an
appropriately chosen evaluation function 𝑝(𝑐) will avoid this
behavior.

5.2. Results and Discussion. For both the desktop PC and
the mini PC, the times required to solve the generated
composition problems are shown in Figure 16. One can
indeed observe that a higher number of alternative services,
combinedwith an unsuitable evaluation function𝑝(𝑐), causes
a sharp rise in execution time. As we also set out to determine
the limitations of our hardware, the most complex problems
did not yield a solution. In these cases, the desktop PC ran out
of memory. We could add more RAMs to solve slightly more
challenging problems. However, we can extrapolate from the
execution times that composition would still require quite a
long time. On the mini PC, we opted for 32-bit Java, which
means that the 3 GB of RAM installed is already the memory
limit.

On the other hand, like in our logistics simulations,
memory usage was lower on the mini PC. This modest
machine required just 85MB of RAM to solve problems,
where 𝜆 = 0. For 𝜆 = 1, we saw an average usage of 175MB,
with a maximum of 897MB when 𝜑 = 𝜂 = 5. If we increase
𝜆 beyond 1, we can only consider partial results, as the most
complex problems could not be solved. For 𝜆 = 2, we do
not have full results for 𝜑 = 𝜂 = 5, so we only note that
composition required a maximum of 1.68GB of RAM for
𝜑 = 𝜂 = 4. If we increase 𝜆 to 3, the result set is not adequately
complete to formulate further conclusions.

Memory usage on the desktop PC was again considerably
higher than that on the mini PC, due to the use of 64-
bit Java. Of course, in this case, the much higher memory
limit does allow us to solve more complex problems, given
adequate time. For 𝜆 = 0, composition on the desktop PC
used on average 3.1 times more RAM than on the mini PC.
Incrementing 𝜆, and thus the problem scale, increases this
factor as well. For 𝜆 = 1, average memory usage on the
desktop PC was 4.5 times as high as on the mini PC, an
increase by nearly 50%. Because of the incomplete results for
𝜆 > 1, we can only note that the factor luckily does seem to
increase more slowly as the problem scales.

Finally, we note that the time and memory used for the
full composition process greatly depend on the ontologies
at hand and the reasoning performed upon them. In these
benchmarks, we opted to keep the impact of Semantic Web
technology to a minimum in order to focus on our algorithm
itself and specifically its second phase.

6. Related Work

Software service composition, semantic or otherwise, has
seen a lot of research interest. An important advantage of
the OWL-S ontology over other formalisms, such as BPEL,
is that it allows for expressing nonfunctional properties such
as quality of service [15]. Such nonfunctional properties
are crucial to the context of symbiotic networks, as they
introducemany additional constraints. OWL-S itself is rather
limited in this area, but relying on OWL, one can extend
the ontology with the necessary concepts, as we have also
demonstrated.

Several tools that exist facilitate the service composition
process. The semiautomatic OWL-S service composer by
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Figure 16: Amount of time required for service composition on the described hardware. Logarithmic scale used where 𝜆 > 0.
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Sirin et al. guides the user in mostly manual composition
construction [16]. Using logic-based reasoning and text
similarity measurement, the hybrid OWLS-MX Matchmaker
attempts to automatically select themost suitable service [17].

Hierarchical task network (HTN) planning has been
used as a mechanism for service composition by several
researchers. The intermediate translation to PDDL seen
in OWLS-XPlan [18] could raise performance concerns in
resource-constrained environments such as symbiotic net-
works. Another HTN-based composer is SHOP2 [19], which
uses a proprietary model. The WTE+ project focused on
building mashups through QoS-aware HTN planning [7].

SeCoA differs from such efforts in that it takes into
account additional, nonfunctional constraints, related to the
symbiotic nature of the network environments involved.
Additionally, it introduces a tunable priority function, which
better accustoms the composition logic to the nature of the
environment.

Metaheuristics are another common approach toward
service composition. In [20], a variation of genetic algorithms
is applied to a similar problem. However, the model builds
upon traditional Web services rather than the SemanticWeb,
sacrificing a degree of expressiveness.

The service platform that we introduced does not yet
attempt to evaluate policies incrementally. Bahati and Bauer
analyze the modifications policies may undergo and imple-
ment an adaptive approach [21]. Conflict resolution in
ontology-based policies is discussed by Barron et al. [22].

The complexity analysis of our algorithm does not take
into account the ontological reasoning that precedes it. In
our simulations, we used the Pellet reasoner. Bock et al.
benchmark several reasoners and conclude that none of them
is superior in all areas [23]. Kang et al. propose amodel to pre-
dict reasoning performance based on ontology metrics [24].

Kim et al. argue that providing ontological descriptions
of services and their contexts is a task not to be taken
lightly and provide a context-aware modeling technique [25].
Such a technique could be beneficial to the actors in the
transportation and logistics scenarios which we emulate.

To assess a system’s capabilities in terms of ontological
reasoning, a few standardized ontologies exist.TheUniversity
Ontology Benchmark provides OWL ontologies of varying
sizes [26]. One can also use the OWL-S Service Retrieval
Test Collection (OWLS-TC) to evaluate tools that make use of
service ontologies [27]. Our simulator does not employ these
generic benchmarks, as its ontologies are heavily tailored to
the logistics domain.

In our simulator, we deal with relatively small ontologies
and service compositions. As the problem scale increases, we
might no longer be able to parallelize the process on a single
machine. Conversely, one could explore the possibility of
more resource-constrained hardware. Verstichel et al. present
an approach toward distribution of ontological reasoning
tasks [28].

Countless simulators exist to create a highly realistic
model of road traffic and cargo transportation. FreeSim
simulates freeway systems at the macroscopic and the micro-
scopic scale [29]. A decision-based multiagent simulation of
transport chains can be achieved using TAPAS [30]. Caris et

al. simulate container barge traffic in the port of Antwerp [31].
However, we view logistics simulation as more of a means
than an end. As described in Section 4, we opted for the
implementation of a simplified simulator, which underpins
the service composition platform that we presented in this
paper.

7. Conclusions and Future Work

We introduced symbiotic networks—network environments
that intelligently share resources and autonomously adapt
to the dynamicity thereof—and proposed a service platform
for the autonomous operation of software services in such
networks. Building upon Semantic Web technology, we are
able to describe such services in an expressive fashion
and formalize the policies that govern the interaction of
symbiotically interoperating partners. Our tunable best-first
search algorithm SeCoA produces service compositions that
realize semantically described goals.

We applied our service model and the SeCoA algorithm
to scenarios from the field of cargo transportation and logis-
tics, where sensor network readings are processed, verified,
and reacted upon. We showed that the Semantic Web-based
approach is highly suited for modeling concepts specific to
this domain, even in an international context with ample
concepts that are often defined ambiguously. Through the
implementation of a logistics simulator, we created a context
in which semantically defined goals arise, which our service
platform subsequently addresses.

Performance evaluations showed that our approach deliv-
ers the required service compositions within a matter of
seconds, even on resource-constrained devices like the ones
typically seen in the cargo transportation and logistics
domain, among others. Through parallelization of compo-
sition processes, we are able to provide a scalable platform
that meets the needs of such a context. We are therefore
confident that in real-life scenarios symbiotic networking and
symbiotic services in particular can streamline day-to-day
processes and increase overall efficiency.

Additionally, we used a generic problem generator to
investigate the scalability of our algorithm. We showed that
its time and memory requirements are acceptable for smaller
problems. Gradually increasing the problem scale revealed
that the requirements do tend to grow rapidly. However,
SeCoA accommodates to this by depending on a tunable
priority function, which determines the path through the
search space.

As a next step, wewill be researching the enactment of the
logistics scenarios we have simulated, as well as other service
compositions from this and other fields. To achieve policy-
aware composition enactment in symbiotically enabled wire-
less sensor networks, we are currently in the process of
integrating the CaPI middleware system [32].

To allow for more expressive service modeling and
composition, the SeCoA algorithm will be extended with the
remaining control constructs from the OWL-S ontology. We
will also look into alternative algorithms and heuristics for
service composition.
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Finally, as mentioned, Semantic Web technology is
merely one approach toward highly expressive servicemodel-
ing. Rather than confronting system administrators and end
users with the at times daunting formalisms of OWL, OWL-
S, and SWRL, we aim for a highly intuitive and accessible user
interface.
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Wireless sensor networks (WSNs) are self-organizing networks in which sensor nodes with limited resource are scattered in an
area of interest to gather information. WSNs need to have effective node’s energy management methods for stable and seamless
communication. As one of a number of good technical solutions, a clustering technique has been issued and proposed among
researchers for reducing energy consumption in WSNs. Also, it can prevent the problem of data duplication by the sensor nodes.
Generally, to reduce WSNs’ energy consumption as much, cluster heads (CHs) are selected dynamically based on cluster rotation
mechanism. However, the CH that is already previously selected could not be selected again unless the round process is over even
though the node has more energy than others. Following this fact, in WSNs, there is a kind of irregular energy consumption status
among sensor nodes because of CHs’ overhead energy usages. To solve this problem, in WSN networks, any sensor node should
be a candidate to be CH without any exception even if the node is already chosen before. Therefore, in this paper, we will establish
and propose an energy balanced CH selection mechanism and the distribution of sensor node’s energy consumption in WSNs for
equal and stable energy management.

1. Introduction

In wireless sensor networks (WSNs), the large number of
sensors is deployed over a wide range to inspect or mea-
sure their environmental performance. Generally, the major
responsibility of these sensor nodes in WSN is to detect and
collect WSN’s environmental data and to send its data into
WSN network’s external end users. Because the sensor node
inWSNs should be operated stably in the irregular deploying
fieldswhose environment is so difficult to be approached or to
bemuch dangerous, mostly, the unattended operation system
which is automatically operated by itself without additional
operator’s action is needed on WSNs communication. To
make our goal closer, trusted and stable WSNs operation
works in irregular deploying environment, WSNs need to
have the self-organizing mechanism which allows the node
to implement its network topology by itself and also need the
optimizing battery management mechanism. In particular,

because the sensor nodes in WSNs have so limited power
resources during the operation, the sensor nodes have to do
low-powered communication as much [1]. So, following this
fact, the issue, which is mostly concerned about in WSNs
research area, is that how tomanage sensor’s energy resources
efficiently. The maximum or largest energy consumption of
nodes mostly occurred on WSN’s sensed data transmission
phrase. The sensed data which is detected by a certain node
is equally the same thing as its neighbor nodes’ one. Thus,
WSNs need to have a data aggregation mechanism to prevent
duplicated data [2–4]. Normally, a clustering technique is
mentioned as one of the most typical data aggregation mech-
anisms in WSNs because it is possible to avoid duplicating
data transmission amongnodes by grouping the nodes, which
detected similar events during transmission into local cluster
[5–9]. To set local cluster as well, the cluster-head (CH)
selection process should be preceded mostly. CH, typically,
can be selected among deployed or separated nodes in
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WSNs. Unlike other local cluster’s member nodes, CH has
usually lots of energy consumption because of its additional
energy usages, data aggregation collection. Thus, to migrate
with this problem, WSNs need to have new CH rotational
selection algorithm which concerns CH’s irregular energy
consumption problem.

Generally, CH selection algorithm leads WSNs to give
their nodes almost equal opportunities to become CH
by using mathematical probability process. Applying this
concept, WSNs possibly do stable energy balancing during
communication as well. But there is an operational limitation
that WSNs must concern two measuring criteria during CH
selection process, the energy consumption on data collection
phrase and local cluster’s size. Furthermore, since the process
of nodes’ battery residual value collection requires a lot of
additional energy consumption, it is impossible to calculate
an entireWSNnetwork energy usage state to choose a suitable
CH node. So, in WSNs, nodes must check their current
energy states by themselves and choose a suitable CH based
on their calculation analysis results asmuch.Therefore, in this
paper, we propose the CH self-selection mechanism based
on nodes’ energy residual value comparison algorithm to
migrate these problems.

2. Backgrounds

Many clustering algorithms have been proposed to select a
suitable CH by many researchers. Among these algorithms,
LEACH [10] is one of the most typical proposals that lead
WSNs to disperse sensor nodes’ energy problems as formed
local cluster. To be detailed, this algorithm is able to solve
nodes’ energy traffic problem by pointing a certain CH
out, with a certain numeric probability, per a certain round
time, one time selection per one round. After forming local
cluster, LEACH-C [10] puts CH on the center of local cluster
to reduce the cost of energy transmission among member
nodes. But this proposal requires additional energy cost to
select a new CH and to track a new trajectory for finding
out the geographical local information of local cluster. The
major characteristic of deterministic cluster-head selection
[11] is to calculate the level of nodes’ remaining energy as
the acceptable probability rate of CH selection. However, this
mechanism requires additional energy consumption because
all nodes should share their current energy states when CH
selection process. Other CH selection proposals [12, 13] also
have the same additional energy costs to select CH because
of sharing nodes’ current energy information. To overcome
this limitation, all nodes have to apply probability to the CH
selection-making process by estimating the probability as CH
candidates like LEACH algorithm.

LEACH circulates a CH to distribute all sensor nodes’
energy consumption and manages a local cluster by the CH.

LEACH circulates a CH to distribute all sensor nodes’
energy consumption and manages a local cluster by the CH.
It is composed of a “set-up” phase for clustering and “steady-
state” for the time divisionmultiple access (TDMA) frame. In
accordance with (1), all sensor nodes can be elected as a CH
using a threshold (𝑇(𝑛)) in the “set-up” phase. A node with a

lesser value than the threshold can be elected as a CH after it
chooses a random value between “0” and “1.” The “G” means
the set of nodes that can be selected as a CH.The “otherwise”
means that node “i” has been a cluster head. Consider

𝑇 (𝑖) =

{

{

{

𝑝

1 − 𝑝 ∗ (𝑟 mod (1/𝑝))
, 𝑖 ∈ 𝐺,

0, otherwise.
(1)

In (2), “i” is the number of nodes, “p” is the ratio of CHs,“r”
is the current round, and “G” is the set of nodes that are not
selected as a CH. Each node can be selected as a CH once
per 1/p rounds. A higher number of rounds mean that there
is a higher probability that a node will be selected as a CH.
After 1/p rounds, all nodes would be selected as a CH, by
setting the threshold as “0.” But LEACH cannot guarantee
equal clustering.This can cause an imbalance of a local cluster
[11]. 𝐸

𝑖
(𝑡) is the current energy of node “i” with time “t,”

𝐸total(t) is the total energy of all nodes with time “t,” and 𝑃
𝑖
(𝑡)

is the CH probability of node “i” with time “t”. Cosider

𝑃
𝑖
(𝑡) = min{

𝐸
𝑖
(𝑡)

𝐸total (𝑡)
𝑝, 1} . (2)

This method is for energy distribution, as all sensor nodes
would be selected as a CH after 1/p rounds. This helps nodes
achieve efficient energy conservation, since nodes that have
high residual energy are elected as CHs. However, it does not
consider unequal energy consumption of nodes by unequal
clusters. The elected CH is not reelected as the CH during 1/p
rounds, although the node hasmore energy than the others in
the cluster. For example, if there are N nodes, the number of
CHs isN∗p, k.The average number of nodes in a local cluster
is N/k. We assume that the probability that a local cluster has
N/k nodes is P. The probability should be P, 1/p to manage
P from 1 round to 1/p rounds. But the probability is remote.
Thus, a method to overcome unequal clustering is needed.

The soft-threshold method [14] is used to select adaptive
cluster heads among normal sensor nodes by using a constant
𝜀 value. However, this technique does not have guaranteed
equal energy consumption among nodes, because it does not
consider the energy status of nodes, especially in CHs.

The energy adaptive cluster-head selection (EACHS)
algorithm [15] compares the average energy of every node
with its remaining energy and the energy consumed for data
transfer from the former round. The selection probability of
the CH increases if it has more energy and decreases if it has
less energy; that is, the selection of the CH is based on the
energy level. 𝐸rest is the rest energy of a node in this round,
𝐸diss is dissipation of a node in this round, and 𝐸ave is the
average energy consumption of a node. Cosider

CHprob =
𝑝

1 − ((𝑟 + 1) mod (1/𝑝))
× [

𝐸resi − 𝐸diss
𝐸ave − 𝐸diss

] . (3)

However, as (1) shows, a node can be not selected if it was a
CH in the same round. In addition, EACHS may consume
additional energy to compare the threshold method, since
it requires the exchange of information between nodes to
calculate the average energy of nodes. This mechanism also
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need to calculation of the probability that a node could
be selected as a CH. So, we present the new cluster head
selection algorithm to solve three problems. First, it have
to require noadditional energy consumption by exchanging
energy condition information. Second, it can re-select a node
as a CH though it was elected in current round. Finally, it can
calculate the CH qualification by each node using remaining
node energy.

3. (Energy Balanced Cluster-Heads Selection)
EBCHS

The previous section showed that the energy gap between a
CH and a member node is large due to the additional cost of
the CHs. Generally, a member node simply detects changes
in its surrounding environment and transmits the sensed
data to a CH. The amount of aggregated data produced by
a CH depends on the number of its member nodes. Thus,
the energy consumption of a CH is higher than that of the
other member nodes. Tomanage the energy balance between
nodes, the WSNs require a novel CH selection algorithm
that considers the energy status of the CHs. Our proposal is
called the energy balanced cluster-heads selection (EBCHS)
algorithm and it uses a threshold, 𝑇(𝑖). As shown in (1), if r
is 0, 𝑟 = 0, the probability of all sensor nodes, 𝑇(𝑖)

𝑟
= 0, is

p because not all sensor nodes have been selected as a CH.
The scattered nodes of WSNs are “N.” Thus, we revised this
equation. Equations (4) and (5) are based on LEACH and
EACHS. The purpose of proposed equation is guaranteed to
prevent additional communication cost and reelect CH role
before 1/p rounds. Energy consumption model is also based
on LEACH algorithm and is referenced by [10].

Like (1), if 𝑟 > 0, the threshold value of a node
selected as a CH can be reduced by the amount of energy
consumed. This means that the consumption energy ratio,
𝑇(𝑖)
𝑟>1

, can calculate the previous threshold value, 𝑇(𝑖)
𝑟−1

,
and the current threshold values, T(i). T(i) consists of two
threshold values: 𝑇(𝑖)

𝑟 ch,𝑇(𝑖)𝑟 mem. 𝑇(𝑖)𝑟 ch is the amount of
energy drain ratio of remaining energy in a CH, and𝑇(𝑖)

𝑟 mem
is the amount of energy drain of remaining energy in a
member node. 𝐸mem diss is energy consumption of member
nodes, 𝐸ch diss is energy consumption of cluster heads, and
𝐸remaning is remaining energy of nodes. Cosider

𝑇(𝑖)
𝑟=0
= {

𝑝

1 − 𝑝 ∗ (𝑟 mod (1/𝑝))
= 𝑝, 𝑖 ∈ 𝑁

, (4)

𝑇(𝑖)
𝑟>1
= {

𝑇(𝑖)
𝑟−1
− 𝑇(𝑖)

𝑟 mem, 𝑇 (𝑖) > 0,

𝑇(𝑖)
𝑟−1
+ 𝑇(𝑖)

𝑟 ch, 𝑇 (𝑖) ≤ 1,
(5)

𝑇(𝑖)
𝑟 mem =

𝐸mem diss
𝐸remaining

, (6)

𝑇(𝑖)
𝑟 ch =
𝐸ch diss
𝐸remaining

. (7)

When 𝑇(𝑖)
𝑟=0

, all nodes are selected as a CH at least once
during 1/p rounds. In the next round of CH selection, the
nodes’ threshold value that is used with CH selection is

different, as it is the CH energy consumed in its local cluster.
This difference stems from the fact that the number of
member nodes in local clusters varies. If a CH has fewer
member nodes than the average number of member nodes,
the threshold value is also lower. This means that the CH
can be reselected during 1/p rounds. This will result in a
better energy distribution for sensor networks and increased
network lifetime.

4. Simulation Setup and Performance Analysis

4.1. Network Setup for Simulation. An ns2 [16, 17] simulator
was used to evaluate the proposed algorithm. Ns2-allinone-
2.27 was installed in cygwin of Windows XP SP3. The sensor
network environment is as follows: a wireless channel, two
ray ground radio-propagation model, physical wireless and
MAC 802.15.4 protocol, Queue/DropTail/PriQueue, Omni-
Antenna, and LEACH routing protocol. The data referenced
by the sensor network references was from a real sensor node,
MiCaz, based on the 802.15.4 data packet [18]. This is a 29-
byte packet. We configured the network size to be 100m ×
100m. The number of sensor nodes was N. The number of
CHs per round was 5% of the total number of nodes, as in
LEACH. Thus, p is 5%, and the number of CHs per round
is 15. We set the data packet size as 34 bytes, the header as 5
bytes, and the payload as 29 bytes. The sink node location is
(0, 0). We assume that a node can transmit k (bits) data to a
sink or neighbor node 10m from a node.

4.2. Performance Analysis. We have to know the number of
sensor nodes in the range of a 100m × 100m network, so
that sensor nodes can communicate without generating an
isolated node in the network; that is, we have to calculate
the number of nodes needed to avoid generating an isolation
node, when any node is put into the sensor network. An
isolation node is not generated if we have about 100 nodes
when the nodes are put into the network in a grid pattern.
However, we have to determine an isolation node by the
following experiment, when nodes are put into the network
randomly. N, the number of sensor nodes in the network,
is 300, 250, 200, 150, 100, and 50. Since each sensor node
is placed in the network randomly, we can determine the
number of isolation nodes, as shown in Figure 1, if the isola-
tion node is defined as a node that is unable to communicate
with any other node.The higher the number of sensor nodes,
the fewer the number of isolation nodes. When N is 50, the
network cannot function, because about 21 nodes, or 42% of
all nodes, are isolated.WhenN is 150, about 3 nodes, or 2% of
all nodes, are isolated. In that case, the network is not affected.
However, over 300 sensor nodes are required for a normal
network environment, since isolation nodes cannot connect
to any CHs or neighbor nodes.

The proposed method, energy balanced cluster-heads
selection (EBCHS), is nearly equivalent to the previous
method, in the first clustering round. Therefore, we will
compare the average energy consumption of nodes when
𝑟 > 1. We assume that “1” round time is the time to select
a CH 20 times. Figure 2 compares the existing methods,
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Figure 2: The number of cluster-heads counts per a node after 100
rounds.

LEACH and EACHS, which determine the regular size of
a CH, as a regular probability p, and the proposed method
EBCHS. In Figure 2, while a node selected as a CH cannot
be reselected until the end of the round in the LEACH and
EACHS methods, the node can be reselected in the EBCHS
method, depending on its remaining energy. Therefore, the
number of times that each node can be selected as a CH is
different; that is, each node can only be selected as a CH five
times during the 5∗1/p rounds of the LEACH and EACHS
methods. However, any node can be selected as a CH, even if
a nodewas selected as aCH in a previous round of the EBCHS
method.Thus, there is awide variation in the number of times
each node can be selected as a CH.
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Figure 3: Energy consumption per a node after 50 and 100 rounds.

However, even though a node selected as a CH executes
additional work several times over in EBCHS, it is possi-
ble to distribute the energy of the CH, because a CH is
selected depending on the residual energy. Figure 3 shows
the maximum (0.00295 joule) and minimum (0.00143 joule)
energy consumed in LEACH (50) and themaximum (0.00318
joule) and minimum (0.00068 joule) energy consumed in
EACHS (50) after each algorithm was executed around 50
times. Both methods incur an energy difference between
nodes, so it is hard to balance energy consumption between
nodes. Conversely, in the proposed method, EBCHS (50), a
maximum energy of 0.00270 joule and a minimum energy
of 0.00172 joule are consumed; namely, EBCHS is better for
dispersion of energy consumption. In addition, the maxi-
mum and minimum energies are less in EBCHS than in any
othermethodon a round-by-roundbasis, so energy efficiency
is managed equally. After 100 rounds, energy gap between
nodes of EBCHS (100) is just 0.00085 joule. But energy gap
of LEACH (100) is 0.00201 joule and EACHS (100) is 0.00272
joule. LEACH (50), EACHS (50), and EBCHS (50) are the
energy status of nodes after round 50. In the same sense,
LEACH (100), EACHS (100), and EBCHS (100) are energy
status of nodes after round 100.

If the energy deviation between nodes is large, a node
may be dead due to energy depletion. This can be checked
by comparing the number of dead nodes, depending on the
energy consumption at each round. In Figure 4, the first node
dies at 357 in the case of LEACH. The round of (first node
dead) FND is 379 in the case of EACHS. Conversely, the
round of FND is 478 in the case of EBCHS. As Figure 4 shows,
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Figure 4: Increasing the number of dead nodes per a round.

the round in which the number of dead nodes becomes
10% of all nodes is 432 in the LEACH, 432 in EACHS,
and 507 in EBCHS. EBCHS has more rounds, until the
number of dead nodes becomes 70% of all nodes. However,
nodes are dead consistently after 490 rounds due to unequal
energy consumption. Nevertheless, EBCHS consumes less
CH energy and distributes less energy between nodes than do
others, because at least 50% of nodes should bemaintained to
operate a network.

EBCHS can have equal node energy consumption,
because of the energy distribution of nodes through duplicate
selection as a CH.Thus, the energy of each node is consumed
at constant rate. On the other hand, in EACHS and LEACH,
there is a high energy difference between the nodes and
CHs, because these methods do not consider the energy
consumption of the CHs. the first node dead (FND) round
of EACHS and LEACH is shorter than that of EBCHS due
to the huge energy consumption of the CHs. After FND, the
energy consumption of the CHs is reduced, because they have
fewer nodes than the number of nodes in EBCHS. Thus, as
implied by Figure 4, the number of dead nodes in EACHS and
LEACH increases more gradually than in EBCHS. However,
based on the previous isolation node experiment, we know
that the network status is normal when the number of
nodes exceeds 150.Therefore, EBCHS can maintain a normal
network better than other mechanisms by using a minimum
of 530 rounds.

5. Conclusion

Clustering methods for wireless sensor networks have been
proposed by many researchers. The energy consumption of
CHs is higher thanmember nodes, asCHs incur an additional
cost to manage, collect, and aggregate data from member
nodes. It is necessary to distribute CH energy consumption
using a CH election method. We achieved this by electing
CHs according to the residual energy of sensor nodes. This
was compared via simulations. The proposed method has
a better distribution of energy consumption between nodes

than the othermethods, and the round inwhich the first node
dies is later than that of LEACH and EACHS.More nodes are
alive in stable networks.
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Data races are common in interrupt-driven programs and have already led to well-known real-world problems. Unfortunately,
existing dynamic tools for reporting data races in interrupt-driven programs are not only unsound, but they also fail to verify the
existence of data races in such programs. This paper presents an efficient and scalable on-the-fly technique that precisely detects,
without false positives, apparent data races in interrupt-driven programs. The technique combines a tailored lightweight labeling
scheme to maintain logical concurrency between the main program and every instance of its interrupt handlers with a precise
detection protocol that analyzes conflicting shared memory accesses by storing at most two accesses for each shared variable. We
implemented a prototype of this technique, called iRace, on top of the Avrora simulation framework. An empirical evaluation of
iRace revealed the presence of data races in some existing TinyOS components and applications with a worst-case slowdown of
only about 6 times on average and an increased average memory consumption of only about 20% in comparison with the original
program execution.The evaluation also proved that the labeling scheme alone generates an average runtime overhead of only about
0.4x while consuming only about 12% more memory than the original program execution.

1. Introduction

Asynchronous interrupt handling is a common mechanism
in various cyber-physical systems including sensor networks,
avionics, and automotive systems, or variousmedical devices.
However, such interrupt-driven applications are hard to be
thoroughly tested and debugged since they have to deal with
external asynchronous interrupts that exponentially increase
the number of their execution paths at runtime. Moreover,
asynchronous interrupts introduce fine-grained concurrency
into interrupt-driven programs making them prone to data
races [1, 2] which occur when two threads access a shared
memory location without proper synchronization, and at
least one of the accesses is a write.

Data races in interrupt-driven programs have already led
to real-world problems like the well-known accident of the
Therac-25 [3] where, as the result of a data race caused by
the keyboard interrupt handler, many people received fatal
radiation doses. Another example of data race is certainly
the GE XA/21 bug [4] that, in August 2003, caused a total
blackout for about 50 million people in the Northeast United
States and Canada. It becomes therefore crucial to precisely
detect data races ahead of the exploitation phase. Data races

are often classified into feasible data races that are data races
based on the possible behavior of a program and apparent
data races, which are defined in the context of a specific
program execution [2]. Apparent data races which are only
based on the behavior of the explicit synchronization in a
program, represent an approximation of the feasible data
races that are the real data races that might happen in any
specific execution of the program.Apparent data races are less
accurate but easier to detect than feasible data races, whose
detection has been proven NP-hard [2].

Few dynamic race detectors [5, 6] have recently been pro-
posed for detecting data races in interrupt-driven programs.
However, legacy race detectors for multithreaded programs
[7–9] are very intrusive and cannot directly be applied to
interrupt-driven due not only to differences between the
programming models, but also to the high overhead they
incur. Thus, Lee et al. [6] proposed to convert an interrupt-
driven program into a correspondingmultithreaded program
and to use an existing dynamic race detection tool to detect
data races into the newly generated program. This technique
fails to capture the semantics of interrupts and incurs high
space and time overheads due to the use of tools basically
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designed for multithreaded programs. Erickson et al. [5]
presented a technique that aims to detect data races in low-
level kernel codes by randomly sampling parts of the program
to be used as candidates for the race detection, and using data
and code breakpoints to detect conflicting accesses to shared
variables. Although some data races caused by interruptsmay
be reported, the tool still reports many false positives and
fails to guarantee that programs are free from data races.
Moreover, existing testing methods for interrupt-driven pro-
grams [11–14] are not sufficient for debugging since they can
only reveal the presence of data races, but fail to adequately
detect their root causes and, therefore, require important
manual inspections for real data race detection. Thus, some
data races still remain undetectable andmake their way to the
exploitation phase, leading the application into unpredictable
executions sometimes with severe consequences.

Dynamic data race detection methods are generally
classified into on-the-fly [5–9] and postmortem [15, 16] tech-
niques. While postmortem techniques collect runtime data
for post-execution analysis, on-the-fly techniques on the
other handwill dynamically detect data races at runtime. On-
the-fly techniques still require less space overhead than post-
mortem techniques due to the fact that unnecessary informa-
tion is discarded at runtime as the detection progresses. On-
the-fly techniques are generally based either on the happens-
before analysis [7, 8, 17, 18], the lockset analysis [19], or
the hybrid analysis [9, 20] that is a combination of the first
two. However, on-the-fly techniques still suffer from the high
runtime overhead they incur. Dynamic analysis methods can
be a good complement to static analysis methods [21, 22]
since they guarantee to isolate real data races in a particular
execution instance of a program given an input from the
potential data races reported by static analysis.

This paper presents an on-the-fly technique that effi-
ciently detects apparent data races in interrupt-driven pro-
grams without false positives. The technique combines a
tailored lightweight labeling scheme to maintain the logical
concurrency between a program and every instance of its
interrupt handlers with a precise detection protocol that
analyzes conflicting accesses to shared memories by storing
at most two accesses for each shared variable. The labeling
scheme generates unique identifiers to track and analyze
the happens-before relation between the main program and
each of its interrupt handlers. The precise detection protocol
eases the debugging process since it guarantees to verify the
existence of data races in themonitored programby reporting
at least one data race for each shared variable involved in
a data race. Moreover, the detection protocol shows a space
complexity of only 𝑂(𝑉𝑇2), while any pair of labels can be
compared in time 𝑂(Log𝑇), where 𝑇 designates the total
number of interrupts supported by the underlying system and
𝑉 the number of shared variables in the program.

We implemented a prototype of our technique, called
iRace, on top of the Avrora simulation and analysis frame-
work [23] that provides a time accurate simulator and an
instrumentation engine [24] for programs written for the
AVR microcontrollers and sensor networks. An empirical
evaluation of iRace revealed the presence of data races in
some existing TinyOS [25] components and applications

with a worst-case slowdown of only about 6 times on
average and an increased average memory consumption of
only about 20% in comparison with the original program
execution. Moreover, this evaluation also proved that the
labeling scheme alone generates an average runtime overhead
of only about 0.4x with an average memory consumption of
only about 12% relatively to the original program execution.

The remainder of this paper is organized as follows.
Section 2 presents some properties of interrupt-driven pro-
grams and introduces the notion of data races. Section 3
focuses on our lightweight labeling scheme for interrupt-
driven programs. Section 4 presents our precise data race
detection protocol. In Section 5, a theoretical analysis of
the proposed race detection technique is given. Section 6
discusses the implementation challenges of the technique and
presents our evaluation results. The conclusion and future
work come in Section 7.

2. Background

This section presents the interrupt-driven programs with
some important properties of interrupts and introduces the
notion of data races together with some useful definitions.

2.1. Interrupt-Driven Programs. Interrupts are generally
defined as hardware signals as they are generated by the
hardware in response to an external operation or envi-
ronment change. A system is then interrupt driven if a
significant amount of its processing is initiated and influ-
enced by external interrupts [13, 26]. For systems based on
more powerful processors, interrupts are commonly man-
aged inside the operating system kernel, hiding their com-
plexity from programmers. However, for highly resource-
constrained embedded systems with a thin kernel layer like
TinyOS [25], applications have to provide and manage their
own interrupt handlers [13, 26]. We will focus our attention
on the latter since this kind of applications is likely to contain
data races. Interrupt handling is a common mechanism in
various cyber physical systems including embedded sensor
networks, avionics and automotive systems, or various med-
ical devices. However, since interrupt-driven programs come
with different flavors, our description will be based on the
nesC language [21] used for TinyOS applications.

An interrupt handler is an asynchronous callback routine
attached to each interrupt to service it whenever it arrives
in the system. When an interrupt is received, it remains
pending until it is delivered or handled. Contrarily to threads,
interrupt handlers cannot block: they run to completion
except when preempted by another interrupt handler [13,
21, 26]. Interrupt handlers have an asymmetric preemption
relation with the noninterrupt code or task in nesC: tasks
can be preempted by interrupt handlers, but not the contrary.
Tasks in nesC are not allowed to preempt themselves; they
are ordered and run in a first-in first-out manner. Interrupts
are nested when they preempt each other. Nested interrupts
are used to allow time-sensitive operations to be handled
with low latency. An interrupt is reentrant when it directly
or indirectly preempts itself.
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(1) TOS Msg msg; /∗ shared variable ∗/
(2) uint8 t packet Index; /∗ shared variable ∗/
(3) async event result t ADC.dataReady (uint16 t data) {
(4) struct OscopeMsg ∗pack;
(5) pack = (struct OscopeMsg ∗) msg.data;
(6) pack->data [packetIndex++] = data;
(7) if (packetIndex == BUFFER SIZE) {
(8) post dataTask ( );
(9) }

(10) }

(11) async event result t PhotoSensor.dataReady (uint16 t data) {
(12) post photoTask ( );
(13) }

(14) task void dataTask ( ) {
(15) struct OscopeMsg ∗pack;
(16) atomic {
(17) pack = (struct OscopeMsg ∗)msg.data;
(18) check (pack);
(19) packetIndex = 0;
(20) }

(21) pack->channel = 1;
(22) pack->sourceMoteID = TOS LOCAL ADDRESS;
(23) send (&msg);
(24) }

(25) task void photoTask ( ) {/∗ do something; ∗/}

Algorithm 1: An example nesC program.

In order to minimize the impact of interrupt handlers
on tasks, all long-latency operations must run in split-phase.
With this mechanism, interrupt handlers immediately return
after servicing critical operations and post heavy compu-
tations for later execution as new tasks. The concurrency
model of interrupt-driven programs allows at runtime an
exponentially increasing number of execution paths making
them difficult to reason about. Since the only way to share
data with interrupt handlers is through global variables,
interrupt-driven programs are prone to concurrency bugs
like data races [1, 2, 13, 26]. To protect sensitive parts of the
program, interrupts must be disabled before and enabled only
after critical sections. Interrupts can be either asynchronous
or synchronous. Asynchronous interrupts are signaled by
external devices such as network interfaces and can fire
at any time that the corresponding device is enabled [13].
Synchronous interrupts, on the other hand, are those that
arrive in response to a specific action taken by the processor,
such as setting a timer.

2.2. Data Races. In shared-memory concurrent programs,
data races [1, 2, 27] represent one of the most notorious class
of concurrency bugs. Data races occur when two threads
access a shared memory location without proper synchro-
nization, and at least one of the accesses is a write. It is impor-
tant to detect data races because they may lead programs to
nondeterministic executions with unpredictable results.

For illustration, we consider the example program of
Algorithm 1 that is adapted from theOscilloscope application
distributed with TinyOS [10]. This application allows a node

of a sensor network to periodically sample, cache, and send
data from its sensors. We assume that interrupt handlers in
Algorithm 1 are not reentrant and that they automatically
disable themselves before they run. We define a partial order
execution graph (POEG) [28] to represent an execution
instance of an interrupt-driven program. Unless explicitly
mentioned, wewill use the term thread to refer to either a task
or an interrupt handler.Therefore, we define a thread segment
as a sequence of instructions executed by a single thread and
delimited by either a disabling or an enabling instruction.
Thus, a thread𝑇

𝑘
is a finite set of 𝑛 sequentially ordered thread

segments; that is, 𝑇
𝑘
= {𝑡
1
, 𝑡
2
, . . . , 𝑡

𝑛
}, where 𝑛 represents the

number of disable/enable instructions plus one, and 𝑘 a task
identifier or an interrupt number. We therefore introduce the
following definitions.

Definition 1 (POEG). A POEG is a directed acyclic graph of
2-tuple 𝐺 = (𝑆, 𝐸), where 𝑆 is a set of thread segments and
𝐸 a set of synchronization edges. A synchronization edge is
either a task posting edge for posting operations or a task
ordering edge to represent the implicit order relation that
exists between tasks.

Definition 2 (happens-before [29]). Given a program execu-
tion, if a thread segment 𝑡

𝑖
runs earlier than another thread

segment 𝑡
𝑗
, then 𝑡

𝑖
happens-before 𝑡

𝑗
, denoted 𝑡

𝑖

ℎ𝑏

→ 𝑡
𝑗
. If

the happens-before relation (i.e., 𝑡
𝑖

ℎ𝑏

→ 𝑡
𝑗
or 𝑡
𝑗

ℎ𝑏

→ 𝑡
𝑖
) is

not satisfied between 𝑡
𝑖
and 𝑡
𝑗
, the two thread segments are

concurrent and denoted by 𝑡
𝑖
‖ 𝑡
𝑗
.
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Figure 1: A POEG of an execution instance of the program in
Algorithm 1. Only accesses to msg are represented.

In a POEG, two accesses are concurrent if and only
if there is no path between them. Otherwise, they are
ordered by the happens-before relation. An example POEG
for the program in Algorithm 1 considering only accesses to
the shared variable msg is represented in Figure 1. In this
POEG, vertical lines symbolize threads while read and write
accesses to shared variables are, respectively, represented by
the letters 𝑅

𝑖𝑗
and𝑊

𝑖𝑗
, where 𝑖 is the thread instance number

and 𝑗 an observed execution order. We use the couple of
symbols⊓𝑛 and⊔𝑛 to, respectively, represent the disabling and
enabling of interrupts, where 𝑛 is the corresponding interrupt
number that will be replaced with the star symbol (∗) if
all interrupts are concerned. The POEG of Figure 1 depicts
an execution where a first instance of the ADC (Anolog-
to-Digital Converter) interrupt handler collected new data
and posted an instance of dataTask. Furthermore, another
instance of the ADC interrupt arrives and preempts the
execution of dataTask.

Although the first instance of the ADC interrupt handler
posted dataTask, if the second ADC interrupt is received
right before the message is sent at line 23 of Algorithm 1, data
races will still occur between the write access in ADC and
the accesses 𝑊

13
and 𝑅

15
in dataTask, making a corrupted

message to be delivered. Those are the data races represented
in Figure 1 by the pair of accesses 𝑊

13
-𝑊
24

and 𝑅
15
-𝑊
24
. If

a task is posted by an interrupt handler, the task posting
edge guarantees a happens-before relation only between the
posted task and the actual instance of the interrupt handler
that posted it, but not with future instances of the same
interrupt handler. Consequently, we ignore the task posting
edge when traversing the graph for analyzing the happens-
before relation because we use a single arrow to represent

all instances of the same interrupt. Thus, we can also report
the data races 𝑊

13
-𝑊
11

and 𝑅
15
-𝑊
11

between 𝑇
1
and 𝐼

20
.

Therefore, in our POEG, we assume that two thread segments
𝑡
𝑖
and 𝑡
𝑗
, respectively, from two different threads𝑇

𝑖
and𝑇
𝑗
are

always concurrent unless they are ordered by a task ordering
edge or one of them is disabled by the other one. The nesC
language [21] contains a static data race detector that however
is still unsound since it cannot follow pointers [12, 21, 22].
Thus, the data races presented in Figure 1 cannot be reported
by the native nesC data race detector.

3. Lightweight Labeling Scheme

For an effective dynamic race detection, it is essential
to adequately determine the order of precedence between
thread segments accessing shared memory locations. For
this purpose, this section presents our lightweight labeling
scheme used for capturing the logical concurrency between
thread segments of interrupt-driven programs.

3.1. GeneratingThread Labels. Happens-before based on-the-
fly race detection techniques generally rely on a variation
of Lamport’s logical timestamp [29] in order to precisely
identify concurrent thread segments of a program. The
effectiveness of on-the-fly techniques is highly dependent
on the cost and accuracy of this identification process. Our
labeling scheme generates a unique identifier, called label, for
each thread segment 𝑡

𝑖
during an execution instance of an

interrupt-driven program. For the labeling scheme, we need
to introduce the following definitions.

Definition 3 (critical section). A critical section with respect
to a given interrupt 𝑘 is a portion of program comprising
between a disable and probably an enable instruction to
interrupt 𝑘.

Definition 4 (interrupt set). The interrupt set or 𝑖𝑠𝑒𝑡 of a
thread segment 𝑡

𝑖
represents the set of all interrupts 𝑘disabled

by 𝑡
𝑖
.Thus, this guarantees a happens-before relation between

𝑡
𝑖
and every interrupt in its 𝑖𝑠𝑒𝑡. Formally, for all 𝑘 ∈ 𝑡

𝑖
⋅ 𝑖𝑠𝑒𝑡,

for all 𝑡
𝑗
∈ 𝑇
𝑘
, 𝑡
𝑖

ℎ𝑏

→ 𝑡
𝑗
∨ 𝑡
𝑗

ℎ𝑏

→ 𝑡
𝑖
.

Definition 5 (critical section violation). A thread segment 𝑡
𝑖

of a thread 𝑇
𝑘
violates the critical section of another thread

segment 𝑡
𝑗
, denoted by 𝑡

𝑖

V
 𝑡
𝑗
, when 𝑡

𝑗
can be preempted by

𝑡
𝑖
.

The label of each thread segment 𝑡
𝑖
consists of two compo-

nents: an identifier, referred to as segment descriptor 𝑆𝐷
𝑖
, and

an interrupt set 𝑖𝑠𝑒𝑡
𝑖
. Put together, we use 𝑆𝐷

𝑖
⟨𝑖𝑠𝑒𝑡
𝑖
⟩ to desig-

nate the label of a thread segment 𝑡
𝑖
. The segment descriptor

𝑆𝐷
𝑖
of a thread segment 𝑡

𝑖
is defined as a triplet ⟨𝑡𝑡

𝑖
, 𝑡𝑖𝑑
𝑖
, 𝑐𝑠
𝑖
⟩,

where 𝑡𝑡
𝑖
specifies whether 𝑡𝑖𝑑

𝑖
is a task or an interrupt

handler, 𝑡𝑖𝑑
𝑖
contains the task identifier of a task or the

interrupt number of an interrupt, and 𝑐𝑠
𝑖
indicates whether

the thread segment has disabled all interrupts in the system.
Creating labels for thread segments of an interrupt-driven

program is straightforward with our labeling scheme as
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suggested by the algorithms in Algorithm 2. A new labeled
thread 𝑇

𝑖
is created when a new task starts its execution or

whenever an interrupt handler is invoked. When a new task
starts, a new label is generated for the first thread segment of
the task by simply initializing the component of the label as
in Algorithm 2(a). A new label is similarly created when an
interrupt handler is invoked in Algorithm 2(b). Each thread
then creates additional thread segments whenever it disables
or enables interrupts.

When a thread segment 𝑡
𝑖
of a thread 𝑇

𝑖
disables an

interrupt 𝑘, the label of the new thread segment 𝑡
𝑗
is generated

by adding the interrupt number 𝑘 into the interrupt set of
the current label owned by 𝑡

𝑖
. However, if all interrupts in

the system are disabled by 𝑡
𝑖
, the new label for 𝑡

𝑗
is obtained

by setting 𝑐𝑠
𝑖
and by emptying 𝑖𝑠𝑒𝑡

𝑖
from the current label

owned by 𝑡
𝑖
as shown in Algorithm 2(c). Thus, as seen in

Algorithm 2(d), if 𝑡
𝑖
enables an interrupt 𝑘, a new label for a

new thread segment 𝑡
𝑗
is obtained by simply removing 𝑘 from

the interrupt set of the current label in 𝑡
𝑖
. If all interrupts are

enabled at the same time, the flag 𝑐𝑠
𝑖
and the interrupt set

𝑖𝑠𝑒𝑡
𝑖
are both reset from the current label of 𝑡

𝑖
to generate

the new label for the new thread segment 𝑡
𝑗
. This helps

maintain a reduced-size interrupt set for each thread segment
since programmers generally disable and enable all interrupts
rather than manipulating individual interrupts.

Moreover, the size of an interrupt set is bounded by the
total number of interrupts supported by the hardware on
which the program runs, which is generally a reasonable
integer number. By reusing the same label for different
instances of the same interrupt handler, our labeling scheme
does not depend on the total number of interrupts received
at runtime which can be very high.

Lemma 6. Given two labeled thread segments 𝑡
𝑖
and 𝑡
𝑗
, with

𝑡
𝑖
belonging to an interrupt handler 𝑇

𝑘
, 𝑡
𝑖

V
 𝑡
𝑗
⇒ 𝑘 ∉ 𝑖𝑠𝑒𝑡

𝑗
∨

𝑐𝑠
𝑗
= 𝑓𝑎𝑙𝑠𝑒.

Proof. Let us consider two labeled thread segments 𝑡
𝑖
and 𝑡
𝑗
,

and let us assume that 𝑡
𝑖
belongs to an interrupt handler 𝑇

𝑘
.

We also assume that 𝑡
𝑖
violates the critical section of 𝑡

𝑗
. By

definition, thread segments are delimited by either the disable
or enable instructions. Therefore, if 𝑡

𝑗
was created after a

the disable instruction targeting interrupt 𝑘, the interrupt
number 𝑘 will be in the interrupt set 𝑖𝑠𝑒𝑡

𝑗
of 𝑡
𝑗
according

to the labeling algorithms of Algorithm 2. However, if 𝑡
𝑗
was

created after the disabling of all interrupts, 𝑐𝑠
𝑗
would then be

true by the labeling algorithms of Algorithm 2 to signify that
all interrupts including 𝑘 are disabled.Thus, for all 𝑡

𝑖
∈ 𝑇
𝑘
, 𝑡
𝑖

cannot violate 𝑡
𝑗
, which is contradictory since we assumed

𝑡
𝑖

V
 𝑡
𝑗
. Therefore, 𝑡

𝑗
has necessarily enabled 𝑘; that is,

for all 𝑡
𝑖
∈ 𝑇
𝑘
, 𝑡
𝑖

V
 𝑡
𝑗
⇒ 𝑘 ∉ 𝑖𝑠𝑒𝑡

𝑗
∨ 𝑐𝑠
𝑗
= 𝑓𝑎𝑙𝑠𝑒.

3.2. Concurrency Relation. Using our labeling scheme, it
becomes easy to analyze the happens-before relation between
any pair of thread segments, 𝑡

𝑖
and 𝑡
𝑗
, by comparing their

labels.

[a. Task Starting]
a1: tsk start()
a2: Label Lb
a3: Lb.t = true
a4: Lb.tid = getTaskid()
a5: Lb.cs = false
a6: Lb.iset =⌀

a7: return Lb
[b. Interrupt Invocation]
b1: int invoke()
b2: Label Lb
b3: Lb.t = false
b4: Lb.tid = getIntNumber()
b5: Lb.cs = false
b6: Lb.iset =⌀

b7: return Lb
[c. Interrupt Disabling]
c1: int disable(Label Lb, Interrupt n)
c2: if(n > 0) Lb.iset ∪ 𝑛

c3: else
c4: Lb.cs = true
c5: Lb.iset =⌀

c6: endif
c7: return Lb
[d. Interrupt Enabling]
d1: int enable(Label Lb, Interrupt n)
d2: if(n > 0) Lb.iset-n
d3: else
d4: Lb.cs = false
d5: Lb.iset =⌀

d6: endif
d7: return Lb

Algorithm 2: Labeling algorithms.

Theorem 7. A labeled thread segment 𝑡
𝑖
happens before anoth-

er labeled thread segment 𝑡
𝑗
, denoted by 𝑡

𝑖

ℎ𝑏

→ 𝑡
𝑗
, if and only if

either that 𝑡
𝑖
and 𝑡
𝑗
belong to tasks, or that 𝑡

𝑗
does not violate

𝑡
𝑖
; that is, ¬(𝑡

𝑗

V
 𝑡
𝑖
).

Proof. Let us assume two labeled thread segments 𝑡
𝑖
and

𝑡
𝑗
, such that 𝑡

𝑖

ℎ𝑏

→ 𝑡
𝑗
. Thus, according to the labeling

algorithms of Algorithm 2, we should have 𝑡𝑡
𝑖
= 𝑡𝑡
𝑗
= 𝑡𝑟𝑢𝑒,

meaning that 𝑡
𝑖
and 𝑡

𝑗
are either from the same or from

different tasks. By definition, tasks are all ordered and cannot
preempt each other. However, if 𝑡

𝑗
is a thread segment of

an interrupt handler 𝑇
𝑘
, according to Definition 4, either

𝑐𝑠
𝑖
= 𝑡𝑟𝑢𝑒 because 𝑡

𝑖
disabled all interrupts or the thread

identifier 𝑡𝑖𝑑
𝑗
of 𝑡
𝑗
that corresponds to 𝑘, the interrupt

number of 𝑇
𝑘
, is in 𝑖𝑠𝑒𝑡

𝑖
, the interrupt set of 𝑡

𝑖
. This means

that 𝑡
𝑖
is a critical section thread segment that disables either

all interrupts or particularly the interrupt number 𝑘. Thus,
according to Lemma 6, 𝑡

𝑗
does not violate the critical section

of 𝑡
𝑖
. Therefore, we can say that 𝑡

𝑖

ℎ𝑏

→ 𝑡
𝑗
implies either that 𝑡

𝑖

and 𝑡
𝑗
belong to tasks or that ¬(𝑡

𝑗

V
 𝑡
𝑖
).
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Now, let us assume that 𝑡
𝑖
and 𝑡

𝑗
belong to tasks.

Naturally, 𝑡
𝑖
and 𝑡
𝑗
are ordered and the labeling algorithms of

Algorithm 2 will set 𝑡𝑡
𝑖
= 𝑡𝑡
𝑗
= 𝑡𝑟𝑢𝑒, meaning that 𝑡

𝑖

ℎ𝑏

→ 𝑡
𝑗
.

On the other hand, if we assume that ¬(𝑡
𝑗

V
 𝑡
𝑖
), then 𝑡

𝑗

must be part of a given interrupt handler 𝑇
𝑘
and either 𝑡

𝑖
has

disabled all interrupts to set 𝑐𝑠
𝑖
= 𝑡𝑟𝑢𝑒 or the thread identifier

𝑡𝑖𝑑
𝑗
= 𝑘 of 𝑡

𝑗
is in the interrupt set 𝑖𝑠𝑒𝑡

𝑖
of 𝑡
𝑖
, according to

Definition 4 and Lemma 6. Therefore, we can conclude that
𝑡
𝑖

ℎ𝑏

→ 𝑡
𝑗
.

Any two labeled thread segments 𝑡
𝑖
and 𝑡
𝑗
are therefore

concurrent if they do not satisfy the happens-before relation
as stated by Theorem 7, which can formally be rewritten as
follows:

𝑡
𝑖

ℎ𝑏

→ 𝑡
𝑗
⇐⇒

{

{

{

𝑡𝑡
𝑖
= 𝑡𝑡
𝑗
= 𝑡𝑟𝑢𝑒

or
(𝑡𝑡
𝑗
= 𝑓𝑎𝑙𝑠𝑒) ∧ (𝑐𝑠

𝑖
= 𝑡𝑟𝑢𝑒 ∨ 𝑡𝑖𝑑

𝑗
∈ 𝑖𝑠𝑒𝑡
𝑖
) .

(1)

By comparing, based on Theorem 7, the labels of the
thread segments in the POEG represented by Figure 2, we
can easily obtain that the thread segments of 𝐼

20
, 𝑖
1
, and 𝑖

2

are concurrent with other thread segments 𝑡
1
, 𝑡
3
, 𝑡
4
, and

𝑗
1
. Therefore, the write accesses in 𝑖

1
and 𝑖
2
conflict with

the other accesses in 𝑡
3
, leading to four data races 𝑊

11
-𝑊
13
,

𝑊
11
-𝑅
15
,𝑊
24
-𝑊
13
, and𝑊

24
-𝑅
15
. However, since the accesses

𝑊
11
and𝑊

23
, respectively, from 𝑖

1
and 𝑖
2
, represent the same

write access, the set of data races to be reported for an effective
debugging process should be reduced to only 𝑊

11
-𝑊
13

and
𝑊
11
-𝑅
15
. By disabling all interrupts, 𝑡

2
enforces the happens-

before relation with other thread segments. Although 𝑇
1
is

posted by 𝐼
20
, they are still concurrent. Also, the thread

segment 𝑗
1
is concurrent with 𝑖

1
, 𝑖
2
, 𝑡
1
, 𝑡
3
, and 𝑡

4
.

4. Precise Detection Protocol

The race detection protocol monitors memory accesses by
maintaining a special data structure, called access history, into
which are stored the labels of prior accesses to each shared
variable. Our detection protocol stores, in each entry of the
access history of a shared variable, a unique label representing
the thread segment that accessed the variable as described
in Section 3. At each access to a shared variable, data races
are reported by analyzing, based onTheorem 7, the happens-
before relation between the current thread segment and the
labels of prior thread segments stored in the access history.
Therefore, the access history for each shared variable has
to be efficiently organized in order to reduce the overhead
generated by the detection process.

Our precise detection protocol maintains an access his-
tory consisting of two sets for each shared variable: a Read
set and a Write set, to, respectively, store labels of thread
segments that read and write the variable. We use 𝐴𝐻(𝑥)

to designate the access history of a shared variable 𝑥. Thus,
𝐴𝐻(𝑥) ⋅ 𝑅𝑒𝑎𝑑 and 𝐴𝐻(𝑥) ⋅ 𝑊𝑟𝑖𝑡𝑒 refer to the read set and
the write set of 𝐴𝐻(𝑥), respectively. The algorithms used by
the detection protocol are presented in Algorithm 3. In these
algorithms, we assume that the variable 𝐿𝑏 always contains

20

20
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Figure 2: An example labeled POEG for an execution instance of
the program in Algorithm 1.

the label of the current thread segment accessing a shared
variable and that 𝑝𝐿𝑏 represents any prior label stored in the
access history.

When a read access occurs to a shared variable 𝑥,
the detection protocol calls the ah read() function of
Algorithm 3(a) that then reports data races by analyzing the
happens-before relation between the label of the accessing
thread segment and the labels of prior accesses stored in
𝐴𝐻(𝑥) ⋅𝑊𝑟𝑖𝑡𝑒. Similarly, upon a write access to a shared vari-
able, the monitoring function ah write() of Algorithm 3(b)
reports data races by looking into both 𝐴𝐻(𝑥) ⋅ 𝑅𝑒𝑎𝑑 and
𝐴𝐻(𝑥) ⋅ 𝑊𝑟𝑖𝑡𝑒. We assume the existence of a function
Ordered() that, based on Theorem 7, decides whether a
thread segment 𝑡

𝑖
happens before another thread segment 𝑡

𝑗

by comparing their labels.
In order to maintain a reduced size access history,

accesses from critical sections that concern all interrupts
within a task are not inserted in the access history since
they will never run into a data race with other accesses
from interrupt handlers. Also, only the first read and write
accesses to a shared variable from the same thread segment
are kept into the access history. Subsequent similar accesses
to the same shared variable from the same thread segment
are filtered out.This filtering operations are performed by the
isFiltered() function of Algorithm 3(c) that is called by both
ah read() and ah write() before any other action.

After data races have been reported with the current
access, the function maintain ah() of Algorithm 3(d) is used
for keeping the size of the access history balanced. This
function replaces some previous accesses in the access history
with the current access. Thus, accesses from different tasks
are considered from the same thread since tasks, by defini-
tion, are all ordered by happens-before. Similarly, accesses
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(1) ah read(Label Lb, Access History AH, Variable x)
(2) if (isFiltered(Lb, AH(x).Read)) then return;
(3) for all labels pLb in AH(x).Write do
(4) if (Not Ordered(Lb, pLb)) then
(5) report race(x, pLb, Lb)
(6) end for
(7) maintain ah(Lb, AH(x).Read)

(a) Monitoring Protocol for Read Accesses
(1) ah write(Label Lb, Access History AH,Variable x)
(2) if (isFiltered(Lb, AH(x).Write)) then return;
(3) for all labels pLb in
(4) AH(x).Write ∪ AH(x).Read do
(5) if (Not Ordered(Lb, pLb)) then
(6) report race(x, pLb, Lb)
(7) end for
(8) maintain ah(Lb, AH(x).Write)

(b) Monitoring Protocol for Write Accesses
(1) isFiltered(Label Lb, Access History AH)
(2) if (Lb.cs = true) and (Lb.tt = true)
(3) then return true;
(4) if (any access with a label pLb exists in AH
(5) such that pLb = Lb) then return true;
(6) else
(7) return false;

(c) Filtering Redundant Accesses
(1) maintain ah(Label Lb, Access History AH)
(2) if (Lb.tt = true) then
(3) delete all entries in AH with label pLb
(4) such that pLb.tt = true
(5) else
(6) delete all entries in AH with label pLb such
(7) that pLb.tt = Lb.tt and pLb.tid = Lb.tid
(8) end if
(9) add ah(Lb, AH)

(d) Maintaining Access History

Algorithm 3: Labeling algorithms.

from different instances of the same interrupt handler are
considered from a single instance of the interrupt handler.
This property is already enforced by the labeling scheme that
reuses the same label for all instances of the same interrupt
handler. Again, we assume the existence of another function,
add ah(), which is able to insert the label of the current thread
segment into the appropriate set of the access history, given a
shared variable.

Table 5 shows the different states of an access history
for detecting data races with our protocol in the example
program of Figure 2, where accesses to the shared variable
msg appear in the first column. When the first access 𝑊

11

occurs, the label ⟨0, 20, 0⟩⟨20⟩ of the thread segment 𝑖
1

is simply added into the access history and no data race
reported as there is no other access prior to 𝑊

11
. The next

access, 𝑅
12
, from the thread segment 𝑡

2
is filtered out because

𝑡
2
that belongs to task 𝑇

1
has disabled all interrupts. The

following access 𝑊
13

occurs on 𝑡
3
with interrupts enabled.

Thus, a data race𝑊
13
-𝑊
11
is reported by comparing the label

of 𝑡
3
, ⟨1, 1, 0⟩⟨−⟩, with the label of 𝑖

1
previously stored into the

access history. Afterwards, the label of 𝑡
3
is inserted into the

write set of the access history. The thread segment 𝑡
3
is then

preempted by 𝑖
2
, but the access 𝑊

24
is filtered out, because

𝑖
2
which is a new instance of the interrupt 𝐼

20
, also shares the

same label, ⟨0, 20, 0⟩⟨20⟩, with 𝑖
1
which previously performed

a write and whose label is already in the access history. After
the execution of 𝑖

2
, 𝑡
3
resumes to perform the read access,

𝑅
15
. Another data race 𝑅

15
-𝑊
11

is reported and the label of
𝑡
3
, ⟨1, 1, 0⟩⟨−⟩, stored into the read set of the access history.

Although the program received two instances of the ADC
interrupt, our protocol precisely reported only the set of two
data races needed for effectively debug the program. This
shows that our detection protocol does not depend on the
number of interrupts received at runtime which can be very
high.

Although it keeps only a reduced set of labels in the access
history, our precise detection protocol even with a minimal
number of interrupts, still guarantees to verify the existence
of data races in a program. For this purpose, the protocol is
designed to report, without false positives, at least one data
race for each shared variable involved in a data race.
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Theorem 8. Given an interrupt-driven program 𝑃, the detec-
tion protocol reports a data race over a shared variable 𝑥, if and
only if there exists a data race over 𝑥 in an execution instance
of 𝑃.

Proof. We will first prove that if a data race is reported on a
shared variable 𝑥 by the detection protocol, then there also
exists a data race in an execution instance of the program for
the same shared variable 𝑥. For this, we assume a snapshot
of the access history 𝐴𝐻(𝑥) of the shared variable 𝑥 at a
given time and the current access event 𝑎

𝑖
to 𝑥 from a thread

segment 𝑡
𝑖
that owns a label we refer to as 𝐿𝑏

𝑖
in an execution

instance of the program 𝑃. We can then distinguish two
different cases.

Case A. 𝐴𝐻(𝑥) is empty, and there is obviously no data race
for 𝑥. In this case, the current access 𝑎

𝑖
is the only access to

𝑥 from the program 𝑃 and 𝐿𝑏
𝑖
will be added by the function

add ah() into𝐴𝐻(𝑥)⋅𝑅𝑒𝑎𝑑 if 𝑎
𝑖
is a read access or into𝐴𝐻(𝑥)⋅

𝑊𝑟𝑖𝑡𝑒 if it is a write access.

Case B. 𝐴𝐻(𝑥) is not empty. Data races are reported using
the ah read() function if 𝑎

𝑖
is a read access or the ah write()

in case of a write access. In both cases, the happens-before
relation is analyzed between the label 𝐿𝑏

𝑖
of 𝑡
𝑖
and previous

labels stored in 𝐴𝐻(𝑥) according to Theorem 7. The outputs
of these analyses can be classified into two categories.

(1) There is no data race between 𝑎
𝑖
and𝐴𝐻(𝑥): therefore,

all previous accesses stored in 𝐴𝐻(𝑥) happened
before 𝑎

𝑖
meaning that no thread segment prior to

𝑡
𝑖
in 𝑃 is concurrent with 𝑡

𝑖
; they are all ordered by

happens-before. Thus, for all 𝑎
𝑗
∈ 𝑡
𝑗
∧ 𝐿𝑏
𝑗
∈ 𝐴𝐻(𝑥),

𝑡
𝑗

ℎ𝑏

→ 𝑡
𝑖
. In which case 𝑃 also has no data race.

(2) There are data races between 𝑎
𝑖
and prior accesses

in 𝐴𝐻(𝑥): this means that there are some labels in
𝐴𝐻(𝑥) belonging to some prior thread segments that
are not ordered with 𝑡

𝑖
. Concretely, there are thread

segments in 𝑃 that are concurrent with 𝑡
𝑖
. Formally,

∃𝑡
𝑗
∈ 𝑃,𝐿𝑏

𝑗
∈ 𝐴𝐻(𝑥), 𝑡

𝑖
‖ 𝑡
𝑗
.Therefore, the execution

instance of 𝑃 also contains data races over 𝑥.

Now, we show that if there exists a data race over a shared
variable 𝑥 in an execution instance of the program 𝑃, then
our detection protocol also reports a data race over 𝑥. Using
the contrapositive, we will prove that if the detection protocol
does not report any data race, the program 𝑃 also does not
contain any for a shared variable 𝑥. We again consider a
snapshot of the access history 𝐴𝐻(𝑥) for a shared variable
𝑥 at a given time. We also assume that the detection protocol
reported no data races for the shared variable 𝑥. This means
that 𝐴𝐻(𝑥) is either empty and there is clearly no data race
since there is no access to 𝑥 from 𝑃 yet, or contains only
labels of thread segments that are all ordered by the happens-
before relation, in which case there is no concurrent thread
segment in𝑃, which also implies that𝑃 has no data races over
𝑥. Therefore, we can formally write for all 𝑡

𝑖
, 𝑡
𝑗
∈ 𝑃 ∧ 𝐿𝑏

𝑖
,

𝐿𝑏
𝑗
∈ 𝐴𝐻(𝑥), 𝑡

𝑖

ℎ𝑏

→ 𝑡
𝑗
∨ 𝑡
𝑗

ℎ𝑏

→ 𝑡
𝑖
. Thus, 𝑃 also contains no

data race for 𝑥.

Table 1: Efficiency of the precise detection protocol.

Space Time
New label comparison Per access

O(𝑉𝑇2) O(1) O(LogT) O(TLogT)

5. Theoretical Analysis

On-the-fly data race detection techniques are known to have
high runtime overhead that is generally provoked by the time
spentmonitoring accesses to shared variables and to compare
thread labels. In this section, we theoretically analyze the
efficiency of our technique which depends on:𝑉, the number
of shared variables, and 𝑇, the total number of interrupts
in the underlying system plus one, the number of tasks.
In general, 𝑇 is very small since the number of interrupts
handled by a system is also kept small. For example, the
popular Atmel ATmega128 [30] processor supports only a
maximum of 34 interrupts. Also, because of the implicit
happens-before relation that exists between all tasks, they are
viewed as a single task by the detection protocol.

Table 1 presents the space and time complexities of our
labeling and detection techniques. The access history used
by our technique stores from each thread segment, at most
two accesses for each shared variable. Each label in the access
history has a worst-case size of 𝑂(𝑇) that represents the
size of its interrupt set. Therefore, the total labeling space
requirement for each shared variable is 𝑂(𝑇2). Thus, the
total space complexity of our technique is 𝑂(𝑉𝑇2). However,
because the number of interrupts is generally a reasonable
integer number, the space complexity of our technique can
further be reduced to 𝑂(𝑉).

A new label is always created in a constant amount of time
by our labeling algorithms. Interrupts are generally given
numbers in a sequence order. Therefore, a binary search
technique is applied to locate values in interrupt sets which
contain only interrupt numbers. Thus, the time complexity
for comparing any two labels is 𝑂(Log𝑇) in the worst-case
and 𝑂(1) in most cases where the interrupt sets are empty.
At each access to a shared variable, the total time complexity
to report data races with the previous accesses stored in the
access history is then𝑂(𝑇Log𝑇).The labels and the detection
protocol do not depend on the total number of interrupts
received at runtimemaking our technique highly scalable and
practical.

6. Experimental Results

We empirically evaluated the preciseness and efficiency of
our technique using a set of well-known programs provided
with TinyOS [10]. This section details the implementation
challenges and presents the analysis results of the experimen-
tation.

6.1. Implementation. We implemented a prototype of our
data race detection tool for interrupt-driven programs, called
iRace, based on the concurrency model of TinyOS [21] and
its nesC language [25]. We implemented iRace on top
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Table 2: Characteristics of the benchmark applications from TinyOS 2.1.0 [10].

Applications LOC Int SV Brief description
6LowPanCli 19116 4 9 Implements a command line interface using the 6lowpan stack.
AnthiTheft 27421 5 4 Detects and reports a stolen mote by checking some sensors.
BaseStation 14905 6 13 Sends and receives simple active messages on the radio and serial links.
Blink 3688 1 0 Periodically blinks the three LEDs of a mote.
MultihopOscilloscope 24310 9 8 Periodically samples and broadcasts sensor data to a base station.
Oscilloscope 11686 5 5 Periodically samples sensor data and broadcasts a message every 10 times
Powerup 2352 0 0 Turns on the red LED when the mote powers up.
RadioCountToLeds 11165 4 3 Periodically samples sensors, and displays the last 3 bits on its LEDs.
RadioSenseToLeds 11472 5 2 Periodically update a counter, and displays the last 3 bits on its LEDs.
Sense 5743 2 0 Periodically takes sensor readings and displays the values on the LEDs.

of the Avrora [23] simulation and analysis framework that
provides a time accurate simulator, different analysis tools
known asmonitors, and a binary instrumentation engine [24]
for programs written for AVR microcontrollers and sensor
networks. All these features make Avrora just suitable for
our tool. Simulation is commonly used in the development
cycle of embedded software, because target systems generally
lack conventional input/output interfaces. With iRace, the
functionalities of Avrora are extendedwith a precise data race
detection tool that can easily be loaded as one of Avrora’s
monitors.

As shown in Figure 3, iRace consists of two main
components: the Instrumenter, which exploits the Avrora
instrumentation engine [24], and the core Race Detector
itself. The Instrumenter monitors task and interrupts activ-
ities through its iMonitor component and provides entry
points for the labeling routines. Instrumentation points are
inserted at the beginning of each task, at the start and
exit of each interrupt handler, and also before interrupts
are either enabled or disabled. Similarly, accesses to shared
memory locations are monitored using the AccessMonitor
component that also calls routines of the detection proto-
col. The AccessMonitor instruments before read and write
accesses to shared variables. The Race Detector is composed
of labeling routines that generate and manage labels for each
active thread segment at runtime, and detection routines for
maintaining the access history and reporting data races on-
the-fly as shared variables are manipulated.

In TinyOS [21, 25], interrupt handlers and tasks all run
to completion unless preempted by other interrupt handlers.
Thus, only a single thread runs at any point of time, giving
us the opportunity to use only a single variable to maintain
the active thread label at detection time. However, when
preemption happens, the label of the preempted thread
segment must be saved and restored again when the active
interrupt handler exits. Otherwise, there will be no way to
know about the concurrency information of the preempted
thread segment when it gains back the execution control. In
order tomanage the preemption, we use a stack data structure
where labels can be pushed and restored from since interrupts
can be nested. This provides a simple but powerful way to
handle preemption with negligible overhead.

Our labeling scheme needs to uniquely identify each
interrupt handler whenever it is invoked and each task
when it starts its execution. Each interrupt handler is easily
identified by the interrupt number of the interrupt it serves.
For task, we chose to generate a unique task identifier by
simply maintaining a counter that increases at each time
a task starts its execution. Thus, each task is attributed a
unique identifier thanks to the fact that, once posted, TinyOS
tasks run in a first-in first-out manner and cannot preempt
each other. By manipulating only binary files, iRace does
not require any source file nor source code annotation to
effectively detect data races. However, compiling the program
with debugging information may help iRace generate more
detailed debugging information on data races it reports.

6.2. Environment. We implemented and evaluated our tech-
nique on a system that runs the kernel 3.0 of the Linux
operating system using an Intel dual-core 3.20GHz and 4GB
of mainmemory. On this machine was installed TinyOS 2.1.0
[10] along with the nesC compiler 1.3.1, the GNU C compiler
4.6, the Java Runtime Environment 1.7, and the latest Avrora
framework version 1.7.115.

Table 2 presents the characteristics and a brief description
of the benchmark applications selected for our evaluation
from the TinyOS 2.1.0 repository [10]. These applications are
freely distributed with each version of TinyOS. The column
“LOC” indicates the number of line of C codes generated
by the nesC compiler after compilation, while the column
“Int” contains the number of interrupts handled by each
application.The number of shared variables for each program
appears in column “SV.” It is worthmentioning that this num-
ber represents only the shared variables in the source code of
each program. The exact number of variables shared by each
applicationmay finally depend on the number of components
it shares with the operating system itself. Applications written
in nesC share TinyOS components by wiring themselves
to these components, increasing therefore their number of
shared resources. We compiled each application for the
Mica2 platform and measured the average runtime overhead
over five executions. The Mica2 motes are sensor network
nodes based on the ATmega128 [30] microcontrollers. We
configured Avrora to simulate a sensor network during 10
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Figure 3: The Architecture of the Data Race Detection Tool.

Table 3: Reported data races on the benchmark applications.

Applications Data races Verif. races Time (Sec.) Memory (Kb)
Original iRace Original iRace

6LowPanCli 0 0 2.69 3.57 19369.60 21681.60
AnthiTheft 15 15 2.92 4.57 19444.00 23200.00
BaseStation 0 0 2.79 3.76 19122.40 21482.40
Blink 0 0 1.61 1.80 18872.80 19496.00
MultihopOscilloscope 0 0 2.78 4.00 19396.00 21969.60
Oscilloscope 13 13 1.79 3.28 19093.60 22017.60
Powerup 0 0 1.51 1.86 18736.00 18799.20
RadioCountToLeds 17 17 1.96 12.55 19428.80 23263.20
RadioSenseToLeds 15 15 1.81 13.05 19444.80 22982.40
Sense 0 0 1.58 1.92 18664.00 20505.60

seconds allowing each application to run exactly for 73728000
instruction cycles. We set to five the number of nodes in the
simulated sensor network.

6.3. Evaluation. For data race detection,we instructedAvrora
to simulate a sensor network with five nodes while the
benchmark applications are monitored by iRace. Table 3
represents the results of the evaluation of iRace on the
benchmark applications in its column “Data Races,” which
contains the number of shared variables involved in a
data race for each application. Our tool reported no data
race for all applications except for four: AnthiTheft with
15 shared variables, Oscilloscope with 13 shared vari-
ables, RadioCountToLeds with 17 shared variables, and
RadioSenseToLeds with 15 shared variables. Surprisingly,
most of the reported data races reside inside some shared
system components of TinyOS itself. The reported data races
are caused by two different interrupts, namely, the serial
peripheral interface (SPI) interrupt, and the timer interrupt.
Also, we carefully analyzed the reported data races and
inspected the source code of the applications for a manual
verification process as shown in the column “Verified races”
of Table 3.

In the AnthiTheft application, for example, which is
used to detect and report a stolen mote by checking the level
of the light or the acceleration, data races were reported over

15 shared variables. Most of the reported data races are how-
ever due to the fact that the SPI interrupt handler can preempt
some functions or tasks owned by the underlying radio stack.
This implies that if a message is being received or sent when
a SPI interrupt occurs, shared variables like radioState or
count in the component CC1000SendReceiveP might be
corrupted. However, all shared variables involved in a data
race do not directly belong to AnthiTheft but to functions
of the CC1000 radio stack in use in Mica2 motes. Similar
data races are also reported in RadioCountToLeds and
RadioSenseToLeds since they all access the radio stack.

Another data race reported both in RadioCountToLeds
and RadioSenseToLeds and worthy to be commented
concerns the shared variable reqResId inside the
component ArbiterP (Recently, this data race has
also been pointed out and a patch discussed in the
TinyOS Forum). This data race occurs when the function
immediateRequest(), called within the function read of
the component immediateRequest, is preempted by a SPI
interrupt handler. An excerpt of this function is presented
in Algorithm 4. At line 2 of Algorithm 4, the handle of a
resource is requested and eventually locked out if granted.
However, if a SPI interrupt is received somewhere after
line 2, a data race will occur and the resource handler
stored in reqResId (line 6, Algorithm 4) may eventually be
overwritten by the SPI interrupt handler. Also, other shared
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(1) async command error t Resource.immediateRequest [uint8 t id] ( ) {
(2) signal ResourceRequested. immediateRequested [resId] ( );
(3) atomic {
(4) if (state == RES CONTROLLED) {
(5) state = RES IMM GRANTING;
(6) reqResId = id;
(7) }

(8) else return FAIL;
(9) }

(10) signal ResourceDefaultOwner. immediateRequested( );
(11) ⋅ ⋅ ⋅ ;
(12) }

Algorithm 4: An excerpt of the request function from the component ArbiterP.

(1) command error t Send. send[uint8 t clientId] (message t ∗msg,
(2) uint8 t len) {
(3) ⋅ ⋅ ⋅ ;
(4) queue [clientId]. msg = msg;
(5) call Packet. setPayloadLength (msg, len);
(6) ⋅ ⋅ ⋅ ;
(7) }

Algorithm 5: An excerpt of the send function from the component AMSend.

variables in ArbiterP like state can be corrupted as well
by the SPI interrupt handler.

In the case of Oscilloscope, which is a data collection
application that periodically samples the default sensor of
a mote and broadcasts a message over the radio every 10
readings, the reported data races are similar to those reported
in AnthiTheft. Moreover, our results suggest that if a SPI
interrupt arrives when a message is being transmitted via
the send() function of the AMSend interface, the shared
buffer sendBuf, used by Oscilloscope to store incoming
messages, will be updated and a corruptedmessage delivered.
The extract of code from the function Send presented
in Algorithm 5 shows that the variable msg, which, in
this case, is a pointer to the shared variable sendBuf in
Oscilloscope, can be updated at any time if the function
send() is preempted, because operations are not performed
in a critical section. This data race is somehow similar to the
one we described in the example program of Algorithm 1.We
also find in Oscilloscope some of the data races reported
in the other applications.The results in Table 3 show that our
tool precisely detects data races on-the-fly in interrupt-driven
programs without any false positives.

6.4. Detection Overhead. In order to evaluate the impact
of our technique on the monitored programs, we config-
ured Avrora to simulate a single node sensor network. We
then measured the average runtime overhead and memory
space required by each application of the benchmark of
Table 2 to execute 73728000 instruction cycles. The total
overhead of our technique mainly comes from actions of the
instrumentation engine, the labeling routines, and the race
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Figure 4: Average runtime overhead.

detection engine which also has the responsibility to create
andmaintain the access histories.The average execution time
and memory consumption collected for each application are
presented in Table 3. The columns “Original” and “iRace”
represent the execution time and memory consumption for
each application without and with iRace, respectively.

Figure 4, which plots the data from the column “Time”
of Table 3, compares the average execution times of each
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Figure 5: Average memory consumption.

application for five runs with and without iRace. The caption
“Original” represents the native execution of the applica-
tions without iRace. The results of Figure 4 suggest that
the average runtime overhead of our tool is only about
1x for all applications except for RadioCountToLeds and
RadioSenseToLeds that reaches 6x the original execution
time. These two applications sample and display data at high
frequency rate (e.g., 4Hz in our case) and, therefore, are
likely to receive a higher number of interrupts at runtime.
This low runtime overhead is achieved by exploiting the fact
that shared variables are stored by Avrora at program loading
time. Instead of monitoring all memory accesses to filter
those targeting shared variables, iRace precisely instruments
only accesses to the well-known set of shared memory loca-
tions obtained from the Avrora loader. This technique allows
the tool to drastically cuts down its monitoring overhead and
to increase its scalability.

Likewise, wemeasured the averagememory consumption
for each application during five runs. The collected data are
represented in Figure 5. The overall average memory con-
sumption of the tool is very small at just about 20% above the
original memory requirement even for high frequency appli-
cations like RadioCountToLeds and RadioSenseToLeds
thanks to our labeling scheme that reuses the same label
for different instances of the same interrupt handler and the
detection protocol that maintains only a reduced size access
history.This result corroborates the theoretical analysis of our
technique as summarized in Table 1. The low runtime over-
head and memory consumption of our on-the-fly technique
make it very scalable and suitable even for interrupt-driven
programs that handle interrupts at high frequency rates.

6.5. Labeling Overhead. Since the race detection subcompo-
nent of iRace is in charge of implementing the labeling and

Table 4: Average labeling overhead.

Applications Time (Sec.) Memory (Kb)
6LowPanCli 3.13 21017.60
AnthiTheft 3.08 21488.80
BaseStation 3.09 20776.80
Blink 1.74 19646.40
MultihopOscilloscope 3.13 21419.20
Oscilloscope 2.49 20926.40
Powerup 1.76 18947.20
RadioCountToLeds 2.18 21674.40
RadioSenseToLeds 2.24 21400.80
Sense 1.84 20110.40

Table 5:The states of an access history for detecting data races with
our protocol considering the example of Figure 2.

𝑎
𝑖

Read Write Races
𝑊
11

⌀ ⟨0, 20, 0⟩ ⟨20⟩

𝑅
12

⌀ ⟨0, 20, 0⟩ ⟨20⟩

𝑊
13

⌀ ⟨1, 1, 0⟩ ⟨—⟩, ⟨0, 20, 0⟩ ⟨20⟩ 𝑊
13
-𝑊
11

𝑊
24

⌀ ⟨1, 1, 0⟩ ⟨—⟩, ⟨0, 20, 0⟩ ⟨20⟩
𝑅
15

⟨1, 1, 0⟩ ⟨—⟩ ⟨1, 1, 0⟩ ⟨—⟩, ⟨0, 20, 0⟩ ⟨20⟩ 𝑅
15
-𝑊
11

the detection routines, it was legitimate to analyze the impact
of the labeling scheme alone on the monitored programs
at runtime. For this purpose, we deactivated the detection
engine of iRace before running it again on the benchmark
applications. We collected the average execution time and
memory space consumed by each application after five runs
as shown in Table 4. The simulation was done using a single
node network.

Figure 6 compares the original execution time of each
program from Table 3 with the execution time of the labeling
engine as presented in the column “Time” of Table 4. The
comparison shows that the average runtime overhead of
iRace with just the labeling engine activated is only about
0.4x in the worst-case. This represents only a small fraction
of the average runtime overhead of 6x imposed by iRace as
discussed in Section 6.4.Themain reason of this performance
can be found at source level. When browsing the source code
of the benchmark applications, we came to understand that
programmers generally disable and enable all the interrupts
at once instead of focusing on particular interrupts. In this
case, the size of each label generated by the labeling engine
never approaches its worst-case of 𝑂(𝑇), meaning that the
comparison overhead of labels is also reduced. This is very
important, because as discussed in Section 6.4, although
the size of labels does not depend on the total number of
interrupts received at runtime, this number still has impact
on the overall detection overhead.Thus, we can conclude that
the labeling engine of iRace incurs a very low overhead at
runtime, making it a highly scalable tool.

We also compared the memory consumption of the
labeling engine with the memory requirement of the original
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Figure 6: Average runtime overhead of the labeling engine.
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Figure 7: Average memory consumption by the labeling engine.

program execution presented inTable 3.The results plotted in
Figure 7 show that when the labeling engine alone is running,
iRace consumes only about 12% more memory on average.
However, during the detection phase, the overall average
memory consumption of iRace is only about 20%. These
results also tell us that the detection engine does not increase
that much the memory consumption of iRace. This is also
reasonable because we only disabled the detection engine of
iRace but did not remove the resources it used.

7. Conclusions

Asynchronous interrupt handling introduces fine-grained
concurrency into interrupt-driven programs making them
prone to data races. In this paper, we presented an efficient
and scalable on-the-fly technique to precisely detect data
races without false positives in such programs. Our technique
introduced a lightweight labeling scheme for maintaining
concurrency information for the main program and each of
its interrupt handlers and a precise detection protocol that
guarantees to verify the existence of data races in a program
by reporting at least one data race for each shared variable
involved in a data race.

We implemented a prototype of our technique as a race
detection tool, called iRace, on top of the Avrora simulation
framework. An evaluation of iRace revealed the existence of
data races in some programs distributed with TinyOS and
in some TinyOS components while incurring a slowdown
of only about 6 times on average in the worst-case with an
average memory consumption of only about 20% above the
original memory requirements of the program. Moreover,
this evaluation also proved that the labeling engine alone
generates an average runtime overhead of only about 0.4x
with an average memory consumption of only about 12%
relatively to the original program execution. These results
coupled with a theoretical analysis showed that the proposed
technique is highly scalable and practical even for large
interrupt-driven programs.

Detecting data races that occur first in a program is
an important issue, since it may make other data races to
disappear. It is therefore interesting to detect this class of data
races in interrupt-driven programs to facilitate the debugging
process. Also, we may be interested in extending our work to
support multithreaded programs that handle interrupts and
also to detect data races in low-level kernel codes.
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ZigBee is a protocol suite based upon IEEE standard 802.15.4 for the construction of low-rate wireless personal area networks. Since
most of ZigBee devices are powered by battery, the power saving is an important issue. In the past several years, many solutions are
proposed to extend battery life by reducing device transmitting and receiving time. However, few studies have noticed that most
energy is consumed in sensing and monitoring rather than communicating activities, since the data rates in most ZigBee networks
are low. Besides, energy will consume the most of those nodes which act as routers or are orphans that cannot join the network.
In order to extend the life time of network, we proposed a dynamic topology reformation algorithm. The algorithm consists of a
cluster reformation scheme for enhancing connectivity and a self-swapping method for averaging the loading of router nodes and
end devices. As the experimental result shows, comparedwith the ZigBee standard, ourmethod gains 6.02% to 15.13% improvement
in network join ratio. And the role swapping balances the power consumption which makes the lifetime of the whole network 1.3
to 1.375 times longer.

1. Introduction

Wireless sensor networks are widely used in many applica-
tions. Generally, they are composed of a large number of
sensor nodes which are deployed densely or randomly in a
wide area. Hence, sensor nodes need to be of low power and
low cost in signal processing and computation.The stabilized
and accurate data transmission without missing or signal
interference is also important. The position of sensor nodes
is neither designed nor predetermined, so each sensor node
does not know the relative positions of the others. Therefore,
in a wireless sensor network, nodes should automatically self-
organize their transmissionnetworking by a self-organization
protocol [1]. After sensor nodes collected data, they can
transmit these data to gateway sensor nodes, and gateway
sensor nodes transmit these data to the control center. Recent
advancement in this field provides standards such as IEEE
802.15.4 and ZigBee.

The IEEE 802.15.4 defines the physical and MAC layers
for low-rate wireless personal area networks (LR-WPAN) [2].
The physical layer specifies many features such as frequency
bands, frequency channels, channel selection, link quality,
power detection, and clear channel. The MAC layer defines
two types of nodes: one is full function devices (FFD) and
the other is reduced function devices (RFD) [3]. FFDs are
applicable to all network devices. RFDs can only serve as
a network end device, such as light switches, sensors, and
transducers, and usually only connect with one coordinator
(FFD) in the network.

Based on the IEEE 802.15.4, ZigBee specification defines
the application layer, network layer, and correlative security
strategies [4]. ZigBee defines three types of devices: coordi-
nator, router, and end device. A coordinator is responsible for
initializing the whole network, setting network parameters,
and assigning addresses to nodes which joined the network
newly. Besides, in order to ensure correct data transmission,
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the coordinator synchronizes all nodes in the network. Only
FFDs can act as a coordinator. ZigBee routers are in charge
of transmission, relaying data to other nodes in different
location or out of the source’s transmission range. ZigBee end
device are responsible for sensing environment information,
processing and storing the data temporally, and transmitting
it to the coordinator or a control center.

Even though a ZigBee network features low power con-
sumption, there are many studies that try to improve power
consumption in existing standard implementations. In order
to have better transmission quality and to extend network
lifetime, many studies [5–8] are focused on searching for a
good routing path to transmit data correctly and reducing
power consumption. Some make nodes sleep when there
are no data to transfer [7]. Different from this strategy, we
propose a dynamic topology reformation algorithm (DTRA)
to alleviate this problem. The algorithm consists of a cluster
reformation scheme and a self-swapping method. The first
part focuses on reducing the isolated nodes by letting the
isolated nodes join the network when the joined nodes’
communication link changes. There follows a method that
swaps nodes between ZigBee router and ZigBee end device
based on their residual energy. The proposed method is
expected to reduce and balance the power consumption in
network.

The rest of this paper is organized as follows. In Section 2
we review related studies for power saving in ZigBee net-
works. In Section 3 we describe our dynamic topology
reformation algorithm. The experimental environment and
the results are shown in Section 4. Finally, in Section 5 the
conclusion and the future works are drawn.

2. Related Works

ZigBee devices are addressed by thier 𝐶skip address assign-
ment mechanism. With the constraints of the three parame-
ters: nwkMaxChildren (the maximal number of children that
a device can have),nwkMaxDepth (the depth that a device can
have), and nwkMaxRouters (the maximal number of routers
that a device can have), some nodes may be left isolated
even in the communication range. This is the isolated node
problem. Another cause for the isolated node problem in a
ZigBee network is that not all nodes can act as a router. If a
node which can perform end-device function only occupies a
router’s position, the loss of forwarding capabilitymay reduce
the possibility of new arrival nodes to find a parent. The
isolated nodes in a ZigBee network are waste nodes which
will exhaust their batteries in their futile effort of establishing
a connection. This isolated nodes problem is discussed in
some studies [9–11] with different solutions. Others enhance
the solutions with power consumption consideration [12–
14]. In these studies, Song and Yang [9] proposed a method
that improves connectivity to reduce isolated nodes. Their
method is shifting some nodes in the established topology
to change the connections of joined network. These actions
may allow some full-joined nodes to release some space for
accepting the isolated nodes to join the network again.There-
fore, themethodwill increase the join ratio and performance.

However, there are no proper shiftable node chosen means
in this method. It cannot identify the best joined node for
parent reassignment. Here, the best joined node means that
by changing the node’s connection, the number of the isolated
nodes of which can be reduced is the largest.

In [11], an enhanced self-configuration method is pro-
posed for the creation of a robust ZigBee network and
the improvement of the problems of orphan nodes. Their
method [11] is capable of dynamically reconfiguring the tree,
avoiding the orphan propagation problem, as well as fast
recovery. Build upon the physical layer and media access
control defined in IEEE 802.15.4, ZigBee network is working
on 2.4GHz frequency. The channel is also use by many other
sources such as IEEE 802.11, Bluetooth, and so forth.Thereby,
the network may suffer from frequent link breakages. All
the sudden isolated nodes perform reassociation procedure,
which may bring much delay due to reconnection overhead,
and cause additional energy wastage. Finally, the orphan
propagation problem will bring a serious chaos to the net-
work.

Besides, from the whole network perspective of view,
a life of a sensor network ends when the first few nodes
become a failure rather than the last node blackouts. For this
reason, researchers propose various techniques to minimize
power consumption on ad hoc networks [4, 5, 7–9]. Most
of them are focused on routing optimization. According to
the improvements of these routing algorithms, they also can
reduce power consumption by increasing data transmission
correctness and reducing data retransmission time. However,
we focus on power saving and no particular routing protocol
is used.

Low energy adaptive clustering hierarchy (LEACH) [15] is
a cluster-based algorithm. It utilizes randomly rotated cluster
headers to distribute the energy consumption evenly among
sensor nodes in a network. By coordinating each node in the
cluster, it improves the scalability and balances the energy
consumption. However, the cluster in LEACH is not equally
distributed and not suitable for time critical applications.

There are papers proposed to improve LEACH [16–18].
In these, Manjeshwar and Agrawal [16] proposed a reactive
protocol named TEEN. Unlike the proactive LEACH, it is
a reactive protocol based on the defined energy threshold.
The MECH [17] proposed by Kuo constructs clusters based
on the radio range and the number of the cluster members.
The cluster topology in the networks is well balanced during
cluster construction. Besides, there are some who discuss
power consumption measurement and wake-up solutions
[19–23]. We know that a proper energy consumption model
is a foundation for developing and evaluating a power
management scheme in the wireless sensor networks. Wang
and Yang [19] proposed a general energy consumptionmodel
which was based on their actual hardware structure in WSN
devices, for they thought that it is important to model the
fundamental energy consumption behavior of real wireless
sensor network devices before optimizing or developing an
energy-aware design. Khan et al. [20] proposed a model
named FZepel for cross-layer stack analysis. The FZepel is
an execution-based power assessment method based on an
RF level power measurement. However, this model does not
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balance the use of each node so that a certain node may
die much earlier than others. Ghazvini et al. [21] proposed a
new MAC protocol called EMAC. They believed that nodes
in idle state needed to enter a shutdown state when there
was no data to be sent to the coordinator. Wendt and Reindl
[22] proposed that a wake-up solution reduces the on-time
periods of the sensor nodes, since sensors are required to be
online only when data needs to be acquired and transferred.
A space diversity approach which constitutes the basis of
the demonstration hardware reported is proposed in that
paper. Antonopoulos et al. [23] proposed a method for
minimizing power consumption in wireless sensor networks
using the ZigBee protocol.The idea is a kind of time-division
multiplexing operation. They segment many time slots and
assign each to a ZigBee device.The devices only work in their
own time slot. However, the scale of the experimental ZigBee
network in this paper is so small that it is not applied to real
world ZigBee networks, which usually consist ofmany sensor
nodes.

To sum up, a good power saving approach should reduce
the power consumption and extend the network lifetime. It
also needs to be simple enough to be implemented. In this
paper, the DTRA is proposed for ZigBee sensor networks.

3. The Dynamic Topology Reformation
Algorithm (DTRA)

In this section, we detail our method “Dynamic Topology
Reformation Algorithm,” which combines a cluster reforma-
tion scheme and a self-swapping method.

3.1. The Cluster Reformation Scheme. In previous sections,
we described the isolated node problem. Based on [11], it is
possible to find several shiftable nodes that can shift to the
same candidate node, but the candidate node can only accept
one child to join due to the restriction of the algorithm. So our
approach tunes the method for enhancement by a candidate
chosen mechanism. The mechanism is used to select a
shiftable node which can make the potential parent accept
isolated nodes as many as possible. The cluster reformation
scheme can be separated into two parts. The first one is the
isolated joining algorithm and the other is the best candidate
decision mechanism.

The procedure of the isolated joining has the following
steps.

Step 1. An isolated node sends a join request to the potential
parent.

Step 2. The potential parent searches its children that are
shiftable if it has no capacity to accept the isolated node.

Step 3. Operate the best candidate decision mechanism if
there are more than two shiftable nodes that can shift to the
same candidate parent.

Step 4. Thechosen shiftable node is shifted to the new parent.

Step 5. The potential parent can reaccept the isolated node.

Step 6. If there exist other isolated nodes, go to Step 1 again.

The best candidate decision mechanism used in Step 3
is shown in Figure 1. There are three cases when these
shiftable nodes have the same candidate parent. The first
one is that the isolated nodes are all end devices. Because
only the coordinator node or router nodes can accept the
join requests, even if the end device can be accepted by the
potential parent, it cannot accept the other isolated nodes.
Thereby, if there are more than two isolated nodes of end
devices, the one with the smallest depth will be chosen
because the power consumption is lower when transferring
data back to the coordinator.

The second case is that all the isolated nodes are router
devices. Since all isolated nodes are capable of routing, the
number of nodes affected becomes the decision criteria.
Within the communication range of each isolated node, the
number of the unconnected nodes will be scanned first.These
nodes will notify the potential parent with a join request
attached with the number. Finally, when the candidate parent
wants the shiftable nodes, it will choose the router device that
has the most unconnected nodes within its communication
range. So it may have additional capacity to accept the other
isolated nodes within its communication range. Therefore, it
will further reduce the isolated nodes.

The last one is that there are enddevice and router devices.
According to the previous two cases, wewill choose the router
devices to be the first candidates since they can reduce more
isolated nodes.

3.2. The Self-Swapping Method. The self-swapping method is
performed on a beacon-enabled ZigBee network. Network
synchronization is required. In order to synchronize all
devices in the network, ZigBee coordinator and ZigBee
routers are required to send beaconmessage to other devices.
The coordinator plays an important role when a ZigBee net-
work is constructed.The coordinator broadcasts a connection
beacon message at the beginning of the first timeslot to other
devices.On receiving this connection beacon, devices are able
to start their connection process, and they can get their own
timeslot when this process of sending connection beacon is
completed. At the end of the timeslot, the coordinator sends
time synchronization beacon to other devices which are on
the same location with the coordinator. If these devices in the
local network read the time information differently, wrong
transmission and inaccurate data reading may occur, and
extra time and power may be needed to retransmit data. In
addition,many deviceswhich are out of transmission range of
the coordinator also need to be synchronized. ZigBee routers
are required for this process. The router processing will be
explained later.

After the beginning of the first timeslot for sending
beaconmessage, the coordinator starts the processing of next
timeslot. Other devices can transmit data only in their own
timeslot. Transmission “timeslot + 1” means that the device
in the next timeslot is ready to work. The procedure of the
coordinator is shown in Figure 2(a).
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Step 3 of isolated joining algorithm
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All end devices
All router devices Mixed

Choose router nodes 
and put them into 
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number 

Go to Step 4 of isolated joining algorithm

Figure 1: The best candidate decision mechanism.

ZigBee routers are responsible for retransmitting mes-
sages to a farther location. When the coordinator cannot
transmit its beaconmessage to devices out of its transmission
range, routers share the responsibility. Just like other devices,
routers are able to start their connection process and get their
own timeslots. Every router must relay the time synchro-
nization beacon immediately after it hears the time beacon
from the coordinator. In addition, every router also needs to
broadcast a connection beacon so that nodes covered by their
transmission ranges can start the connection process in the
network.All devices, including enddevices, canwork on their
own timeslots.

The operation of a router consists of not only transmitting
and receiving but also sensing. Thus the power of routers
is consumed quickly. Therefore, we believe that a residual
energy evaluation procedure will be helpful in power saving.
Figure 2(b) is the diagram of the operations of a router.

The swapping decisionmethod is implemented onZigBee
routers and end devices rather than the coordinator.The rea-
son is that the coordinator is responsible for administering all
networks, such as parameter setting and address assignment;
hence a swap between the coordinator and another device
will lead to the large overhead of reinitialization. Generally,
ZigBee routers consume more power than end devices, for
they usually have to not only relay messages but also monitor
their environment as end devices do. Of course, node energy
consumption depends on the real application environment.
To balance energy consumption, swapping ZigBee routers
and end devices seem reasonable and suitable. Indeed, a
reasonable situation is that there are candidates that are
one-hop node away from the router for swapping. It is not

reasonable to swap nodes which are in remote locations, for
it will cause more packets to be transmitted and more delay
time. Furthermore, end devices usually only connect to one
FFD (coordinator or router), so it is convenient to perform
end-device/router swap if required. A suitable situation is
that a one-hop-away node has higher residual energy than
that of the target router. To evaluate the residual energy
of a battery, note that, in the progress of battery energy
consumption, the change of voltage is slow; so we do not need
to frequently compute the remaining battery energy of the
candidate nodes for swap. Only if a significant battery voltage
changing occurs, we compute the overhead of swapping and
determine whether to swap or not. The detailed steps of
swapping are as follows.

Step 1. When the residual power of a certain ZigBee router
is lower than a certain threshold, the swapping procedure is
triggered. If the voltage is obviously down, it starts the energy
comparison procedure.

Step 2. As the router makes the decision, it needs to know
whether the nodes can be swapped or not. If there is no node
whose residual power is more than the router, it stops the
comparison procedure and does not swap with any node.
Otherwise, it proceeds with the next step to select a node to
swap with.

Step 3. To knowwhich nodes can be swappedwith the router,
the router needs to compare the residual energy between
them. It needs to compare all one-hop nodes and chooses one
to swap.
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Figure 2: The diagram of node processing.

Step 4. The router evaluates the overhead of swapping. If
a suitable end device can be found, the swapping will be
performed.

We know that if a router swaps with an end device, it
requires exchanging information. First, router transmits a
swapping message to the end device indicating its decision
and stops its routing job but maintains sensing. The message

includes swapping notification and routing information, such
as parent, child node members, and routing table update.
Then, the new router needs to send messages to other nodes
to notify that “I am the new router.” So, the overhead consists
of these messages and information changes.

The energy consumed in the swap operations by a node
includes the energy used for receiving (𝐸

𝑟𝑥
), transmitting

(𝐸
𝑡𝑥
), idling (𝐸idle), and sleeping (𝐸sleep). Therefore, the total
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overhead is 𝐸
𝑡𝑥

+ 𝐸
𝑟𝑥

+ 𝐸idle + 𝐸sleep. We can evaluate the
energy consumption by the original router node because it
manages the part of network of the swap operation and know
all the required information.

Analogous methods are used in [24, 25] to evaluate the
power consumption. However, we assume that the sleep and
idle mode energy consumption can be ignored which is
because that power consumption in the sleep/idle mode for
a short period is too small to measure. By the way, nodes will
enter the idle mode when there is no data to transmit. The
router swapping decision procedure is shown in Algorithm 1.

3.3. The Complexity Analysis. The cluster reformation
scheme and the self-swapping method will be analyzed and
their complexities will be calculated here.

Since all the devices except the coordinator are deployed
randomly, we assume that these devices are within the
communication range, which means all nodes can see the
others.The analysis and complexity of the cluster reformation
is carried out in two cases: the worst case and the best case.

The best case is shown in Figure 3. The complexity
depends on how many node shifts are needed before the
isolated node can join the network. In the best case, only
one node is shifted. Here, one node shifting is denoted as a
constant time O(1) operation.

On the other hand, the worst case is shown in Figure 4.
Clearly, the topology of the network is near to a full-
connected binary tree. Assume the nwkMaxDepth is 𝑑. The
worst case for an isolated node to join the network is to shift
almost all the nodes on the deepest level 𝑑.Therefore, it needs
to shift exactly 2d−1−1 times, before the isolated node can
rejoin the network. So its time complexity is O(2d).

Another overhead of the proposed cluster reformation
scheme is additional memory required to store the count
of unconnected nodes within the communication range of
router devices. Only router devices which are isolated require
this space. However, we cannot identify the situation of
connectivity in the beginning since all nodes are randomly
deployed. Thereby, each router device needs an additional
field to record the count even if it is not an isolated node. So
the space cost is O(n), and the value of 𝑛 is the number of
router devices.

For the self-swapping method, after residual energy
evaluation, the node with the maximum residual energy is

selected from the set of one-hop neighbors for role swap.
Assume that there are 𝑛 nodes in the one-hop neighbor set.
The operation of selection is not only to select the maximum
energy node in the 𝑛 candidate end devices, but also to
calculate the residual energy after potential swapping, which
means that all nodes must be sorted based on their current
energy level first and then examined one by one.We use quick
sort in this sorting operation. Therefore, the operations in
best and worst cases act like the quicksort sorting algorithm.
The best case occurs when these 𝑛 numbers are split in to two
lists on average.That is, two sublists contain the same number
of elements. In this case, we can express a recurrence formula
as follows:

𝑇 (𝑛) = 𝑛 + 𝑇(

𝑛

2

) + 𝑇(

𝑛

2

) = 2𝑇(

𝑛

2

) + 𝑛,

𝑇 (1) = 0,

(1)

where 𝑛 is the pivot key selecting time in quick sort operation
and two 𝑇(𝑛/2) are the time of quick sorting at the right- and
left-hand sides. The detailed calculation procedure is

𝑇 (𝑛) = 2𝑇(

𝑛

2

) + 𝑛

= 2 [2𝑇(

𝑛

4

) +

𝑛

2

] + 𝑛 = 4𝑇(

𝑛

4

) + 2𝑛

= 4 [2𝑇(

𝑛

8

) +

𝑛

4

] + 2𝑛 = 8𝑇(

𝑛

8

) + 3𝑛

= ⋅ ⋅ ⋅

= 𝑛𝑇 (

𝑛

𝑛

) + log 𝑛 ∗ 𝑛 = 𝑛𝑇 (1) + 𝑛 log 𝑛 = 𝑛 log 𝑛.

(2)

So, we can know that the time complexity in best case
is O(n log n). However, the worst case occurs when these 𝑛
numbers are sorted or reversely sorted. We can just select the
largest or the smallest all the time. So, the total number of
steps is

𝑛 + (𝑛 − 1) + ⋅ ⋅ ⋅ + 1 =

𝑛

2

(𝑛 + 1) = 𝑂 (𝑛

2
) . (3)

Therefore, the worst case isO(𝑛2). In our selection proce-
dure by quick sort, beside the original O(n) space for storing
the information of the 𝑛 nodes, we need additional space to
store some information when recursive calls occur. In best
case, we need O(log n) space cost, because we need O(log n)
recursive calls. Inworst case, we needO(n) space cost sincewe
needO(n) recursive calls. So, the space complexity isO(log n)
to O(n).

4. Results and Discussions

For evaluating our cluster reformation scheme (named Z-
CRS hereafter), we simulate it and compare it with others.We
focus on the performance of join ratio, which is computed
as formula (4). Thereby, the experimental results are shown
according to three types of methods: ZigBee standard, ZCIM
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Figure 4: The worst case.

// eZR: the energy of Zigbee Router node
// eZED[]: the energy array of one-hop Zigbee End Devices
// NumOfeZED[]: the size of eZED[]
// reZED[]: the residual energy array of one-hop Zigbee End Devices
// OHEvaluation(): the function of overhead evaluation

if (eZR < ENERGY THRESHOLD) {
if (eZED[] > eZR) {

for (𝑖 = 0; 𝑖 < NumOfeZED[]; 𝑖++) {
reZED[𝑖] = eZED[𝑖] − OHEvaluation(𝑖);
}

if (the maximum reZED[𝑖] > eZR)
return node 𝑖;

else
No swapping;
}

else
No swapping;
}

else
No swapping;

Algorithm 1: Router swapping decision procedure.

(ZigBee connectivity improving mechanism) from [8], and
our Z-CRS:

Join Ratio =
ZRsjoined+ZEDsjoined+ZCjoined

Total nodes
.

(4)

Here “ZRsjoined” is the router devices which are joined to the
network. “ZEDsjoined” is the end devices which are joined to
the network. “ZCjoined” is the coordinator device which is
joined to the network. And “Total nodes” is the number of
the devices which are deployed in the network.

The simulation parameters are shown in Table 1. The
coordinator device is in the center of the area, and the
router devices and end devices are deployed randomly. In this
simulation, the sensor mobility of all the devices is static.

Two scenarios are constructed. The first one has 40 end
devices with 10 to 60 router devices. The results of three
different methods are shown in Figure 5. It shows that our
method has an improvement of 2.01% to 13.78%, compared
to the ZigBee standard, and 0.86% to 3.47%, compared to
ZCIM. The increasing of join ratio is not obvious when the
number of ZigBee routers is between 10 and 20 because nodes

that can accept join request are too few. When the number of
total nodes is small, the probability of these shiftable nodes
choosing the same candidate parent is low. Thereby, the join
ratio is almost the same with ZCIM. However, when the
number of ZigBee routers increases to 40, the join ratio starts
dropping. In fact, the dropping of join ratio is unavoidable
because the connectivity is saturated and the total number of
nodes is still increasing. It causes the join ratio to decrease.

The second one fixes the number of router devices to 50
and changes the end devices from 0 to 50. The total nodes
in both scenarios are from 50 to 100. The results of three
different methods are shown in Figure 6. For this scenario,
our Z-CRS has 6.02% to 15.13% improvement, compared with
ZigBee standard, and also has 0.19% to 5.42% improvement,
compared with ZCIM. The join ratio starts dropping when
the number of ZigBee end devices increases to 20 because
the connectivity is saturated and the total number of nodes
is still increasing. The ZigBee end devices have no ability to
accept join requests. Therefore, when there are too many end
devices, the join ratio will not increase.
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Table 1: Parameters setting of simulation environment.

Parameters Scenario 1 Scenario 2
Network size 100 × 100m2

Number of sensors
ZC = 1 ZC = 1

ZR = 10∼60 ZR = 50
ZED = 40 ZED = 0∼50

Transmission range 20m
nwkMaxChildren (Cm) 3
nwkMaxRouters (Rm) 2
nwkMaxDepth (Lm) 4
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Figure 5: Results of different numbers of end devices.

To evaluate our cluster reformation scheme, since the
residual power cannot be measured in a simulation envi-
ronment, we conduct the experiments with ten real Zig-
Bee nodes. These ten nodes consist of microcontrollers
(ATmega128L), wireless communication chips (CC2420),
various kinds of sensors, and an antenna. The scenario is
shown in Figure 7.

One node is used as a sink which is responsible for
collecting the data transmitted by routers or end devices.
Two nodes are used as routers. They connected to the sink
directly. The rest seven nodes are used as end devices, which
are responsible for sensing. To simulate a real world case,
we assign the routers two jobs, which make the routers
consume more power than end devices. To focus on the
power consumption of the method we proposed, we do
not take new nodes, address assignment, and so forth into
consideration. We compared the proposed method with the
ZigBee standard. Figure 8 shows the average residual energy
of ZigBee routers and end devices. As the system runs, the
residual energy of routers became lesser. However, we can
see that the residual energy of routers in the ZigBee standard
operation was smaller than that in the proposed method. We
believe that the consumption rate of energy is faster if there
is no node to share the energy consumption of routers. In
the proposed method, routers could choose another node
to be a new router to share the energy consumption, so the
exhaustion rate of energy is slower.

The residual energy of end devices in ourmethod is lesser
inmost cases. Because of node swapping between routers and
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Figure 6: Results of different numbers of router devices.
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Figure 7: Experimental scenario.

end devices, the system balances the energy consumption of
nodes so that the alive time of routers could be longer. On the
other hand, if the router does not work, one method to solve
this problem is that end devices may transmit the data to the
sink directly. It results in higher power consumption of the
end devices to transmit data, especially for the nodes far away
from the sink; otherwise it does not transmit at all.Therefore,
even though the end devices in the ZigBee standard operation
spend less energy consumption at the beginning, they need
to spend more energy to transmit data when the routers are
dead.

Figure 9 shows the number of live nodes in the experi-
mental network. Referring to Figure 8, we learn that because
of swapping nodes, the energy consumption is better bal-
anced, so the alive time of the routers is longer in ourmethod.
If the power of the routers is drained, then end devices need
more energy to transmit data to the sink directly, which will
make them exhausted sooner.

We show the proportion of lifetime in Table 2. We detail
the result in two aspects and divide it into two cases to discuss.
In case 1, both of system’s relaying lifetimes, defined as the
period from the system starting time to the time when no
router is working, are compared. If the relaying lifetime of
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Table 2: The improvement of lifetime.

Case 1 Case 2
ZigBee standard 1 1
Proposed method 1.375 1.333

the ZigBee standard operation equals 1, the relaying lifetime
of the proposedmethod is about 1.375.We believe the relaying
lifetime could be extended by swapping nodes.

In case 2, the definition of lifetime is the duration of the
existence of the network. In this case, when routers do not
work we still execute the experiment. The method lets the
end devices directly transmit the collected data to the sink.
Finally, when the sink does not receive any data, whether end
devices die, the experiment ends. We can see that the lifetime
in the proposed method is about 1.3 times as long as that in
the ZigBee standard operation. Therefore, extending router
lifetime can also extend end device’s lifetime.

5. Conclusions

Connectivity and power consumption are important issues
in wireless sensor networks. People usually hope for longer
working time of the devices with a limited energy capacity.
In this paper, we proposed a dynamic topology reformation
algorithm to increase connectivity and reduce the power
consumption in ZigBee sensor networks. The algorithm is
combined with a cluster reformation scheme and a self-
swapping method.

For the cluster reformation scheme, the experimental
results show that the approach can increase the join ratio of
the ZigBee networks. It will also enhance the performance of
the entire networks.

Besides, with our self-swapping method, a ZigBee router
can choose the best one-hop neighboring end device for
swapping. The purpose is to employ other nodes to share
and balance the energy consumption of the nodes with
energy demanding jobs. The experimental results show that
swapping nodes can extend the lifetime of routers, as well as
that of end devices, even though some overhead is involved
in swapping.
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Automated music composition and algorithmic composition are based on the logic operation with music parameters being set
according to the desired music style or emotion. The computer generative music can be integrated with other domains using
proper mapping techniques, such as the intermedia arts with music technology. This paper mainly discusses the possibility of
integrating both automatic composition and motion devices with an Emotional Identification System (EIS) using the emotion
classification and parameters through wireless communication ZigBee. The correspondent music pattern and motion path can
be driven simultaneously via the cursor movement of the Emotion Map (EM) varying with time. An interactive music-motion
platform is established accordingly.

1. Introduction

Discussion of this paper is shown on the main schema such
as Figure 1.

In this paper, the main idea of the innovated music-
motion generation system is based on the mood analysis
using the concept of Emotion Map (EM) which will be
introduced in the next section. The corresponding mood
parameters can be retrieved from Emotion Map with 𝑥-axis
and 𝑦-axis parameters to generate music parameter byMusic
ID and to generate movement action by Motion ID. Music
ID is used to generate music patterns through Max/MSP
real-time programming [1], and the real-time automated
composition is performed by the corresponding Motion ID
from RoboBuilder Development Board [2], control servo-
motors, and a robot that corresponds to the action. Music
ID and Motion ID are transferred to client via wireless
communication ZigBee. ZigBee’s wireless communication
can achieve ubiquitous computing [3], concept that consists
of five basic elements (5A): any time, any where, any service,
any device, and any security.

In the system architecture diagram (Figure 1), the dashed
line is the integration of the future development, including

Emotional Identification System (EIS), intermedia audio-
visual art, digital music learning system, and interactive
multimedia device, which can be combined with audio and
interactive toys using motion sensor. To EIS, for example, the
future work can consolidate the research of brain waves. By
analyzing the data of user’s brain waves, it captures the emo-
tion response to generate the objective analysis of the emo-
tional parameters. In addition, Music ID can be generated by
motion sensor to perform the algorithmic composition with
more parameters provided, but the ultimate goal of the entire
system is to integrate automatic composition and interaction
of science, and more music technologies can be applied in
the future with cross-disciplinary research in the industry
field. Automatic composition [4] becomes more mature than
before, and it can be applied even to the video game.

2. Background

2.1. Cognitive Emotion Map and Emotional Parameters Anal-
ysis. According to the cognitive response evaluation for the
study of the music mood, many experiments demonstrate
that the arousal (activation) and valence (pleasantness) in an
𝑥-𝑦 two-dimensional diagram are the dominant representa-
tion for music cognition [6].
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Emotional Identification System (EIS)

Emotional Map (EM) according to
user requirement definition

Generating music patterns and motion
patterns based on various emotional patterns

Intermedia audio-visual art
Digital music learning system
Interactive multimedia device
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Automated music
composition

Automated robotic
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Figure 1: Automated emotion music generation with robotic
motion based on emotion patterns.
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Figure 2: Emotional and cognitive reaction of corresponding figure
[5].

As to the emotionmapping, based onGermanyAugsburg
University’s research [7], four categories of human emotions
including happiness, anger, sorrow, and joy retrieved from
the brain waves can be expressed in the degree of excitement
(arousal) and pleasant degree (valence), distributed in a two-
dimensional emotion plane.

According to the announced research by theUniversity of
Montreal [8], happy, sad, scary, and peaceful music excerpts
for research on emotions are used as the experiments to
allow subjects to listen to the music in various emotion types,
to evaluate testers’ response from the cognitive music. In
addition this system uses the specific result of the experiment
as the linkage for both emotional and cognitive responses.

Exuberance Anxious

Contentment Depression

5354
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Arousal
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Figure 3: Two-dimensional Emotion Map (2DER).

Table 1: Music parameters with their corresponding relations.

Musical feature
Sound intensity Low-high
Tempo Slow-fast
Rhythm Outstanding-vague
Accentuation Light-marcato
Rhythmic articulation Staccato-legato
Melodic direction Ascending, descending, and neutral
Pitch level Low-high
Pitch range Narrow-wide
Mode Minor-major
Complexity Simple-complex
Consonance Dissonant-consonant

In combination with the above experimental results, the
selected two-dimensional cognitive 2DER [5] in Figure 2 is
used, and the term “Emotion Map” (EM) is created in our
research.

With Max/MSP computer music program implementa-
tion, a screenshot of the user’s interface as EM is shown in
Figure 3. In this system the user can choose the emotion vary-
ing trajectory through the EM to acquire arousal and valance
values, and obtain the output values from the corresponding
EM’s 𝑥 and 𝑦 values correspondently.

2.2. Music Parameters Analysis. Music features including
pitch, tempo, velocity, and rhythm can be retrieved through
musical instrument digital interface (MIDI), to make most
of elements in music quantifiable with the integer in a range
from 0 to 127.

Table 1 is based on the previous research to put bothmusic
parameters [9, 10] and the corresponding description [9, 10].

2.3. Music Parameters and the Correspondent Cognitive Emo-
tion Map. According to Gomez and Danuser’s experimental
result [11], the rated score for the moods of voluntary subjects
is obtained based on the emotional and cognitive analysis
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Figure 4: Music parameters and the corresponding cognitive reaction relationship.

with listening to several music fragments from different
musical types. The following result shows the statistical
ratings with expert analysis, which is shown in Figure 4.

These experimental results consist of the following con-
clusions.

(i) Sound intensity in positive low arousal is lower and is
relatively high in negative high arousal.

(ii) Tempo in positive areas (+𝑥 and/or +𝑦) is higher, and
the value in high arousal is also higher than that in
low arousal.

(iii) Rhythm in negative high arousal area is vaguer but is
more explicit than that in the other three quadrants.

(iv) Accentuated rhythms and arousal are positively cor-
related.

(v) Rhythmic articulation in positive area (+𝑥 and/or+𝑦)
and high-arousal area shows more staccato than that
in negative and low-arousal area.

(vi) As pleasantness increases, melodic direction has
descending tendencies.

(vii) Pitch range in negative high arousal is broader and in
the other three quadrants appears to be narrower.

(viii) Mode (major/minor) in negative high arousal tends
to minor mode and in positive high-arousal tends to
major mode.

(ix) Harmonic complexity in negative area (−𝑥 and/or−𝑦)
is higher than that in positive one, and high arousal is
higher than low arousal.

Consonance declines from positive low-arousal position to
negative high-arousal position.

2.4. Sieve and Markov Model. These two methods are both
important in computer composition. A Markov model [12]
is simply a nondeterministic finite automata with probability
associated with each state transition. Figure 5 is an example;
it has some rule to work the model.

Figure 6 is the flowchart of sieve; it will generate the
number in the scale at random, using the modulus operator
to determine whether the number is in the scale or not. If
the note is in the scale, it will become a musical note. On the
contrary, the system will regenerate the number. According
to pitch class theory [13], we can use that random number to
modulo arithmetic in 12.
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Figure 5: Markov model in chord.
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In the scaleOutput the note Yes
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Figure 6: Sieve dataflow.

2.5. ZigBee Model. The ZigBee Alliance [14] is an associa-
tion of companies working together to develop standards
and products for reliable, cost-effective, low-power wireless
networking [15]. ZigBee has many kinds of topology, for
example, Mesh, Star, and Cluster Trees. These topologies
enable ZigBee to be applied to other fields.

In this study, Mesh network was chosen to play an
important role. Point-to-point line configuration of Mesh
makes isolation of faults easy. The transmission through
node-by-node strategy allows longer transfer distance, and
the system becomes more portable and unlimitable.

2.6. Algorithmic Composition. Algorithmic composition is
implemented with various algorithms to compose music
automatically. The total randomized music can be auto-
matically generated easily with random function; however,
it lacks any musical rules and algorithms to control the
music progression. As shown in Figure 7, thus the software
“MusicSculptor” developed by Professor Phil Winsor can
control the music parameter progressions via probability
distribution [16, 17].

Furthermore, there are some delicate works of algo-
rithmic composition done by Professor David Cope, using
computer music composing program, to generate music in
some certain styles with proper music parameter settings
and to discuss many of the issues surrounding the program,
including artificial inteligence [18, 19].

3. Method

In music analysis and automated composition part, we use
Max/MSP to implement the generative music. The motion
device design programming is by C, and the movement of
themotors speed and direction can be controlled in real time.
Algorithm 1 is part of program; its function is to move robot
to another position.

The flowchart of system is as shown in Figure 8.

Figure 7: The pitch class and octave range distribution table in
musicsculptor.

3.1. Sentiment Analysis. Traditional algorithmic composition
uses random function or probability function; however, it is
not intuitive to general users. Therefore, in the research we
supply friendly interface to user composition. According to
2DER, users draw the emotion trajectory from the EM, based
on the emotional quadrant in Figure 2 definition, to get the
correspondent arousal and valence value and map them into
the automated music composition (Max/MSP) and motion
planning program.

3.2. Automated Composition. Automated composition of the
above study and discussion has a variety of musical parame-
ters, and cognitive EM can be directly related. In the imple-
mentation, some of the music parameters are used as follows.

(i) Tonality. Tonality is divided into major and minor-
chords. According to the value of the valence, the
appearance chance of major chord and minor chord
progressions can be controlled. For a large valance
value, major chord probability is higher. On the
contrary, a small valence value will make the minor
chord probability higher.

(ii) Chord Progression and the Main Melody. Chord pro-
gression is based on the “scale degree,” and cadence
can be a rule usingMarkov chain to control the chord
progression chance. Musical scale in major or minor
can be determined based on the EM mode, and the
main melody can be determined by the Max/MSP
program from chord tones with the passing tones
added.

(iii) Tempo. In high-arousal condition, the tempo goes
faster, and in low-arousal condition it is slower.

(iv) Accompaniment. Accompaniment parts use some
fixed music patterns.

(v) Progression Stability. In high-arousal condition,
chords changing rate is higher. On the other hand,
low arousal causes chord to change less frequently
and to be more prone to remain at the level of the
“tonic chord.”

The “real-time automated composition program” by
Max/MSP is constructed, and the generated music can be
saved into an MIDI file to use MIDI sequencer to analyze its
pitch distribution, as shown in Figure 9.
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char PosSend (char ServolD, char Speed Level, char Position)
{

Char Current;
SendOperCommand ((SpeedLevel≪5)|ServoID, Position);
GetByte (TIME OUT1);
Current = GetByte (TIME OUT1);
return Current;

}

Algorithm 1: Part of program.

In Figure 9, the results of the automated composition
program show that high arousal (joy and angry) leads into
short but many notes. On the contrary, low arousal has more
long notes than high arousal.

3.3. Motion Gesture Synthesis and Control. Motion unit for a
robot uses RoboBuilder (see Figure 10). The robot is made in
Korea. And it is a low-priced, full-featured, high technology,
and research humanoid robot. The control signal can be
sent out to the motors for the motion gesture synthesis and
control.

In order to control the robotic motion with emotion data,
it is necessary to define the robot’s movement in a table as
shown in Figure 1. Action parts, as shown in Motion ID, can
be synthesized by the C program to control the mapping
between Motion ID and Action, as shown in Table 2.

The emotional controlled robot motion can be expressed
based on the correspondent parameters shown in Table 3.

For obtaining the robot motion in the space, the kine-
matics are a very common problem to discuss the relation
between robot joint space and Cartesian space. The robot
static positioning problem can be solved via the forward and
backward kinematics [20]. The kinematic analysis for the
robot system is significant to integrate the robotic motion
control and the music emotion precisely. For instance, if we
use the humanoid robot system as the robot motion mecha-
nism, its forward kinematics can be described as follows:

joint
body𝑇 =

[

[

[

[

𝑟
11
𝑟
12
𝑟
13
𝑝
𝑥

𝑟
21
𝑟
22
𝑟
23
𝑝
𝑦

𝑟
31
𝑟
32
𝑟
33
𝑝
𝑧

0 0 0 1

]

]

]

]

, (1)

where

[

[

𝑟
11
𝑟
12
𝑟
13

𝑟
21
𝑟
22
𝑟
23

𝑟
31
𝑟
32
𝑟
33

]

]

= 𝑅
3×3

is rotation matrix,

[

[

𝑝
𝑥

𝑝
𝑦

𝑝
𝑧

]

]

= 𝑇
3×3

is translation matrix.

(2)

Figure 11 shows the control architecture of robot.

Table 2: Robotic Motion ID and its motion definition.

Motor position Motion ID Action

Base motor (around)

1 Turn right 90 degrees
2 Turn right 45 degrees
3 Origin 0 degrees
4 Turn left 45 degrees
5 Turn left 90 degrees

Base motor (before
and after)

21 Backward 45 degrees
22 Backward 23 degrees
23 Origin 0 degrees
24 Forward 23 degrees
25 Forward 45 degrees

Top motor

31 Up 45 degrees
32 Up 23 degrees
33 Origin 0 degrees
34 Down 23 degrees
35 Down 45 degrees

3.4. ZigBee Communication. Figure 12 is the flowchart of
ZigBee communication.The ZigBee master is responsible for
sending the data from server and receiving the data from the
other ZigBee slave. Server can transmit generated MIDI files
and motion commands to remote speaker and robot though
ZigBee.

4. Experimental Result and Analysis

The experiment uses our method to input some emotion
data to our system. The system transforms these data into
music features andMotion ID.The specific emotions generate
music and drive robot to do some action. We record the
result of our system into videos which have four emotions:
joy, anger, sadness, and happiness. All videos are available on
the internet at http://140.113.156.190/robot/.

The SPSS software is used to get the statistic results (see
Figure 13). Among the 12 subjects, there are 75% male and
25% female. As most of them have been learning about music
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Figure 9: Pitch distribution of different types of emotion music generated by real-time automated composition program.
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Table 3: Emotional states and their correspondent motion.

Emotional
states Happiness Anger Sorrow Joy

Action Fast rotating around the
neck, neck wiggle

Neck fast rotation, head
forward tilting up and

down

Neck slow rotation, forward
tilting his head down

Neck slow rotation, forward
tilting his head down

Motion ID

1∼3 1∼5 4∼5 1∼5
22∼24 24 24 21

25 25 23
31 33∼35 34
32 35

X

Y

Z

Figure 10: RoboBuilder.

Emotion
data

command
Motion

controller

Motion ID Servoamplifier

Kinematics Actuator

PC-based
controller

Robot
platform

PWM drive

Figure 11: Music emotion driven robot control architecture.

more than five years, the rate is up to 75%.There are 66.7% of
themwho often listen tomusic.The above information shows
that most of the subjects are familiar with music, thus giving
more credibility to the test.

ZigBee
slave

ZigBee
master

ZigBee
slaveZigBee

slave

Server

RS-232

Figure 12: ZigBee communication flowchart.

Table 4: Statistics results.

Descriptive statistics 𝑁 Mean
Robots that could fully express joy 12 3.92
Robots that could fully express anger 12 3.83
Robots that could fully express sadness 12 4.17
Robots that could fully express happiness 12 3.25
Music that could fully express joy 12 3.92
Music that could fully express anger 12 3.02
Music that could fully express sadness 12 4.33
Music that could fully express happiness 12 3.50
Emotion expression in all aspects 12 3.67

The reliability coefficient (Cronbach’s 𝛼) is 0.813 which
shows the good quality of the subjects’ emotion discrimi-
nation (𝛼 > 0.6). The questionnaire survey is conducted
to see if the generated music and driven robot match the
corresponding emotion. Likert 5-point scale (1: strongly
disagree, 2: disagree, 3: neither agree nor disagree, 4: agree,
and 5: strongly agree) is used for the evaluation. According
to Table 4 robot and music expressing sadness have good
feedback in this questionnaire.

Compared to the conventional algorithmic composition
of computer programs, the proposed system can be applied
inmore practical and specific ways to perform the automated
composition with proper auxiliary motion gestures and the
emotion-based graphic interface, instead of the huge amount
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Figure 13: Subjects’ data.

of music parameters input, tomakemusic compositionmuch
easier and interesting.

5. Conclusions

This study is based on the integration of automated music
composition and motion device. Some important features
and advantages are discussed and used to synthesize both
music and motion based on the emotion data from the user’s
input according to the EM 𝑥-𝑦 value. The EM’s interface can
be friendlier than the traditional algorithmic composition
interface. The musical psychology literatures can be used to
perform the automated composition, and the system uses
emotion as an input parameter to allow users to compose
music easily without having to learn the complicated music
theory, with the emotion-mapped EM data input instead.

This research can create further development to integrate
the music with the brain wave data, to make the computer
generativemusic to be properly related to user’s currentmood
or emotion.

This system also performs the emotion-based automated
composition with the integration of a small robot, according
to the user’s mood selection.

Wireless communication makes the system more porta-
ble and reliable. Not only wireless communication but also
the automated music composition can be brought into the
commercial market in the future, to apply the research to the
field of multimedia edutainment with music technology.

Acknowledgment

The authors are appreciative of the support from the National
Science Council Projects of Taiwan: NSC 101-2410-H-155-
033-MY3 and NSC 101-2627-E-155-001-MY3.

References

[1] T. Winkler, Composing Interactive Music: Techniques and Ideas
Using MAX, MIT Press, Cambridge, Mass, USA, 1998.

[2] “ROBOBuilder e-Manual,” 2013, http://www.robobuilder.net/
en/archives/enEmanual/list.php.

[3] I. F. Akyildiz, W. Su, Y. Sankarasubramaniam, and E. Cayirci,
“Wireless sensor networks: a survey,” Computer Networks, vol.
38, no. 4, pp. 393–422, 2002.

[4] C. F. Huang, “The study of the automated music composition
for games,” in Proceedings of the Digital Game-Based Learning
Conference, pp. 34–41, Hong Kong, China, December 2009.

[5] P. Gomez and B. Danuser, “Affective and physiological respons-
es to environmental noises and music,” International Journal of
Psychophysiology, vol. 53, no. 2, pp. 91–103, 2004.

[6] M. M. Bradley and P. J. Lang, “Measuring emotion: the self-
assessment manikin and the semantic differential,” Journal of
BehaviorTherapy and Experimental Psychiatry, vol. 25, no. 1, pp.
49–59, 1994.

[7] J. Wagner, J. Kim, and E. André, “From physiological signals to
emotions: implementing and comparing selected methods for
feature extraction and classification,” in Proceedings of the IEEE
International Conference onMultimedia and Expo (ICME 2005),
pp. 940–943, Amsterdam, The Netherlands, July 2005.

[8] S. Vieillard, I. Peretz, N. Gosselin, S. Khalfa, L. Gagnon, and B.
Bouchard, “Happy, sad, scary and peaceful musical excerpts for
research on emotions,” Cognition & Emotion, vol. 22, no. 4, pp.
720–752, 2008.

[9] A. Gabrielsson and P. N. Juslin, “Emotional expression in
music,” in Handbook of Affective Sciences, Oxford University
Press, New York, NY, USA, 2003.

[10] A. Gabrielsson and E. Lindstrom, “The influence of musical
structure on emotional expression,” inMusic and Emotion,The-
ory and Research, 2001.

[11] P. Gomez and B. Danuser, “Relationships between musical
structure and psychophysiological measures of emotion,” Emo-
tion, vol. 7, no. 2, pp. 377–387, 2007.

[12] L. R. Rabiner and B. H. Juang, “An introduction to hidden
Markov models,” IEEE ASSP Magazine, vol. 3, no. 1, pp. 4–16,
1986.

[13] J. N. Straus, Introduction to Post-Tonal Theory, Prentice Hall,
Englewood Cliffs, NJ, USA, 1990.

[14] ZigBee Alliance, ZigBee Specifications, version 1.0, 2005.
[15] J. N. Al-Karaki andA. E. Kamal, “Routing techniques inwireless

sensor networks: a survey,” IEEEWireless Communications, vol.
11, no. 6, pp. 6–27, 2004.



International Journal of Distributed Sensor Networks 9

[16] J. Durate, S. C. Hsiao, C. F. Huang, and P. Winsor, “The
applications of sieve theory in algorithmic composition using
MAX/MSP and BASIC,” in Proceedings of the 2nd International
Workshop for ComputerMusic andAudio Technology Conference
(WOCMAT ’06), pp. 96–99, Taipei, Taiwan, 2006.

[17] C. F. Huang and E. J. Lin, “An emotion-based method to per-
form algorithmic composition,” in Proceedings of the 3rd Inter-
national Conference on Music & Emotion (ICME3), Jyväskylä,
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Balanced energy depletion is an important way to prolong network lifetime for wireless sensor networks. Traditional algorithms
mainly aim at maximizing network coverage rate with uniform sensor node distribution. However, wireless sensor network is
characterized by many-to-one traffic pattern and multihop communication, which usually lead to the energy hole problem in the
region around the sink node. In this paper, we investigate the problem of joint placement for both relays and sensors to eliminate
energy hole.We first theoretically conclude that balanced energy depletion is achievable with rational designed deployment density
for relay nodes. We then propose a novel relay deploying strategy as well as a data routing scheme to eliminate uneven energy
depletion. Extensive simulations are presented to verify that our approach outperforms other schemes in terms of both network
lifetime and unused energy ratio.

1. Introduction

Recent advancement in large-scale integrated circuits and
radio spectrum technology has enabled the development and
application of wireless sensor networks. A wireless sensor
network usually consists of a large number of tiny sensor
nodes with sensing, data processing, and communication
components. In general, it is formed by these sensor nodes
in a self-organized manner. In recent years, wireless sensor
network is playing an increasingly important role in many
application fields, such as medical, outer space exploration,
volcano surveillance, and intelligence applications [1].

Be aware that whatever happened in the target area timely
is one of the most important responsibilities for the wireless
sensor network. Sensor nodes are usually able tomeasure var-
ious parameters of the environment and transmit collected
data to the sink node through multihop communication.
Once the sensor node receives sensed data, it processes and
forwards it to the sink node [2]. In order to monitor the
interested field preferably and achieve a higher coverage rate,
sensors are usually deployed uniformly with a certain density
over the target area. However, since the traffic in wireless
sensor network follows a many-to-one pattern, the sensors

that are nearer to the sink node not only need to send their
own data but also to forward data collected by other sensors
far away from the sink. As a result, sensors near the sink node
will consume more energy and die more quickly. Once those
sensors use up their own energy, the whole network would
get disconnected and no more data can be transmitted to the
sink. This may result in network partitioning and decreasing
network lifetime. Consequently, a considerable amount of
energy is wasted when the network lifetime ends up [3].
Experimental results in [4] show that up to 93% of the total
initial energy is left unused when the network lifetime ends
upwith uniform sensor distribution.Hence, how to eliminate
the uneven energy consumption so as to prolong the network
lifetime becomes an urgent issue in wireless sensor network.

In this paper, we try to eliminate uneven energy con-
sumption for wireless sensor network. At first, the relay
nodes are introduced into wireless sensor networks. A novel
placement scheme for both sensor and relay nodes is pro-
posed to achieve energy balanced depletion. In summary,
the main contributions of our work are listed as follows: (1)
we theoretically analyze accessibility condition of deploying
relay sensors to satisfy that all the working sensors exhaust
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their energy with the same ratio; (2) we also analyze the
extension of network lifetime compared with traditional
schemes; (3) we propose a novel relay nodes placement
strategy combined with routing schemes to satisfy energy
balance depletion condition; and (4) we conduct extensive
simulations to verify that by separating the data acquisition
and data routing, the full energy balanced depletion among
all working sensors is achieved.

2. Related Work

Various approaches have been proposed to prolong the
network lifetime for wireless sensor networks and they are
mainly classified in two aspects: one is to deploy additional
sensors to replace failure sensors, and the other is to relocate
sensor nodes in different densities which vary with the
distance to the sink.

The problem of unbalanced energy depletion in a wireless
sensor network is investigated by Li and Mohapatra for the
first time [4, 5]. They first present a mathematical model to
analyze the “energy hole” issue in a uniformly distributed
wireless sensor networks. And then, they propose several
approaches to mitigate this problem. In addition, they point
out that simply adding more sensor nodes in the network
cannot solve the “energy hole” problem. In [6], the authors
investigate the theoretical aspects of the nonuniform node
distribution strategy to mitigate the “energy hole” problem in
wireless sensor networks. They observe that nearly balanced
energy consumption in the network is possible if the number
of nodes increases in geometric progression from the outer
coronas to the inner ones except the outermost one. And
then, they propose a non-uniform node placement strategy
and 𝑞-switch routing.Though their algorithmcanprolong the
system lifetime, the balance energy depletion among all the
sensors is not achieved. There is still much energy unused in
the outermost corona when the network lifetime ends up. In
our pervious approach [7], we propose a pixel based sensing
mechanism to reduce the sensing redundancy and propose
a distributed energy balanced density control algorithm.
However, additional energy is consumed in pixel decision
process. In [8], the authors propose a balanced energy sleep
scheduling scheme in the context of cluster-based sensor
networks. They exploit the distance-based scheduling (DS)
and the randomized scheduling (BS) algorithms to choose
some sensors in each cluster to sleep. However, they only
consider the energy consumption in each cluster and ignore
the energy depletion of the cluster head. As a result, uneven
energy depletion still exists. In [9], the authors propose
an adaptive density deployment to mitigate the sink hole
problem in wireless sensor networks. It permits a fault
tolerant and self-healing deployment. However, their scheme
may greatly increase the number of sensor nodes when
the network scale increases. In [10], the authors convert
balanced energy depletion problem into the expense of gross
energy inefficiencies.They investigate the transmission range
distribution optimization problem. However, searching the
optimal transmission range for sensors is a NP-hard problem.
In [11, 12], how to improve network coverage by means of

the sensor mobility is studied. In [13, 14], the authors try to
separate data collection from communication and investigate
the problem of placing sensors, relays, and base station
to connect the entire network. Although these algorithms
can guarantee the network connectivity and coverage rate,
the uneven energy consumption of the entire network is
not taken into consideration. In [15], the authors propose
a compressive data gathering scheme which can leverage
compressive sampling principle to reduce communication
cost and prolong network lifetime efficiently. They only
focus on how to reduce energy consumption during data
transmission, but they do not consider whether the energy
consumption of the whole network is even or not.

In this paper, we try to eliminate the “energy hole” for
the wireless sensor networks by investigating the optimal
placement of relay nodes. The rest of our paper is organized
as follows. In Section 3, the accessibility conditions of energy
balanced depletion and the extension of network lifetime
are analyzed theoretically. In Section 4, on the basis of
our network model and assumptions, a novel sensor and
relay placement scheme is proposed. In Section 5, a node
routing algorithm is proposed for energy balanced depletion.
Section 6 presents the simulation results of our proposed
algorithm. Finally, the paper is concluded in Section 7.

3. Theoretical Analysis

3.1. Network Model and Assumption. In this section, we will
present our network model and make some basic assump-
tions. Assume that the target area 𝐴 is a two-dimensional
circular surface. There are three kinds of nodes deployed
in this region, which are sensor node, relay node, and sink
node. Periodical monitoring scheme is applied in our paper,
in which each sensor node generates and sends 𝐿 bits of
sensing data per working cycle. In our scheme, a sensor node
only needs to sense environmental parameters and forward
the sensing data to relay node via one-hop communication.
Relay node is responsible for forwarding those sensing data
of sensor nodes and does not do any sensing activities. Only
sink nodeworks as a terminal data collection station, which is
responsible for processing the entire sensed data. We further
assume that the energy consumption is only dominated
by communication costs, as opposed to the sensing and
processing costs. A sensor consumes 𝑒

1
units of energy when

sending one bit data while it depletes 𝑒
2
units of energy

when receiving one bit data. We use a simplified power
consumption model and assume that the existing MAC layer
or TDMAscheduling algorithm [16] can always guarantee the
success of data transmission.

We assume that all the sensor nodes are uniformly
deployed over a circular area with radius 𝑑. The sink node is
located in the center of this area.The target area is divided into
𝑛(𝑛 > 1) adjacent coronas with the same width of 𝑅

𝑐
: {𝑅
𝑐
|

𝑅
𝑐
= 𝑑/𝑛}, denoted as 𝐶

1
, 𝐶
2
, . . . , 𝐶

𝑖
, . . . , 𝐶

𝑛
, from inside

corona to outside corona, where 𝐶
𝑖
is the 𝑖th corona. Thus,

the distance between the sink node and sensors belonging
to corona 𝐶

𝑖
can be denoted as 𝑙, where (𝑖 − 1) × 𝑅

𝑐
≤

𝑙 ≤ 𝑖 × 𝑅
𝑐
. Relay nodes are uniformly deployed over the
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Figure 1: Network model.

forwarding zone of each corona, as shown in Figure 1. Assume
that each node has an ID, a fixed transmission range 𝑅

𝑐

and a fixed sensing range 𝑅
𝑠
, where 𝑅

𝑐
≥ 2𝑅
𝑠
[17, 18]. The

initial energy of each node is set as 𝜀, where 𝜀 > 0. And
the sink node has no energy limitation. According to the
above assumptions and the network model, the relay nodes
belonging to corona 𝐶

𝑖
{𝐶
𝑖
| 𝑖 ̸= 𝑛} need to forward data

generated by coronas 𝐶
𝑗
{𝐶
𝑗
| (𝑖 + 1) ≤ 𝑗 ≤ 𝑛}. Specially,

there is no relay node in the outermost corona 𝐶
𝑛
.

3.2. Node Energy Depletion per Working Time 𝑇. Define the
number of sensor nodes deployed in corona 𝐶

𝑖
as 𝑁𝑠
𝑖
and

the number of relay nodes as 𝑁

𝑟

𝑖
. Denote average energy

consumption of sensor node in𝐶
𝑖
as𝐸𝑠
𝑖
. Similarly, the average

energy consumption of each relay node is denoted as 𝐸𝑟
𝑖
.

According to the above assumptions, we know that a sensor
node belonging to 𝐶

𝑖
(𝑖 ̸= 𝑛) can generate and send 𝐿 bits

data per unit time. Thus, the average energy consumption of
sensor node in corona 𝐶

𝑖
is

𝐸

𝑠

𝑖
= 𝐿 ⋅ 𝑒

1
, 1 ≤ 𝑖 < 𝑛. (1)

As sensors will choose relays in their communica-
tion range for data forwarding, the relays belonging to
corona 𝐶

𝑖
(𝑖 < 𝑛) have to transmit data collected by sensors

in coronas 𝐶
𝑗
{𝐶
𝑗
| (𝑖 + 1) ≤ 𝑗 ≤ 𝑛} per unit time. Thus, the

average energy consumption of relay node in corona 𝐶
𝑖
can

be calculated as

𝐸

𝑟

𝑖
=

𝐿 ⋅ (𝑒
1
+ 𝑒
2
) ⋅ ∑

𝑛

𝑘=𝑖+1
𝑁

𝑠

𝑘

𝑁

𝑟

𝑖

, 1 ≤ 𝑖 < 𝑛. (2)

Since there are no relays deployed in the outermost
corona 𝐶

𝑛
, the average energy depletion of a sensor node in

the corona 𝐶
𝑛
can be expressed as follows:

𝐸

𝑠

𝑛
= 𝐿 ⋅ 𝑒

1
. (3)

3.3. Accessibility Conditions of Balanced Energy Depletion.
Ideally, when all the nodes, including sensors and relays, con-
sume their energy with the same ratio, the energy balanced

depletion situation can be achieved, and the utilization of
network energy can be improved, which can be expressed as

𝐸

𝑠

𝑛
= 𝐸

𝑠

𝑛−1
= ⋅ ⋅ ⋅ 𝐸

𝑠

1
= 𝐸

𝑟

𝑛−1
= 𝐸

𝑟

𝑛−2
= ⋅ ⋅ ⋅ = 𝐸

𝑟

1
. (4)

Theorem 1. Realizing the balanced energy depletion in the
whole network is possible when the number of relay nodes in
corona 𝐶

𝑖
(1 ≤ 𝑖 < 𝑛) satisfies𝑁𝑟

𝑖
= ((𝑒
1
+ 𝑒
2
) ⋅ ∑

𝑛

𝑘=𝑖+1
𝑁

𝑠

𝑘
)/𝑒
1
.

Proof. Since all the sensors in the network work in the same
way and have the same initial energy, the energy consumption
of sensors in corona 𝐶

𝑖
(1 ≤ 𝑖 ≤ 𝑛) per unit time satisfies

𝐸

𝑠

𝑖
= 𝐸

𝑠

𝑗
= 𝐿 ⋅ 𝑒

1
, 1 ≤ 𝑖, 𝑗 ≤ 𝑛, 𝑖 ̸= 𝑗. (5)

According to (2), we know that when the number of
relays in corona 𝐶

𝑖
(1 ≤ 𝑖 < 𝑛) satisfies 𝑁𝑟

𝑖
= ((𝑒
1
+ 𝑒
2
) ⋅

∑

𝑛

𝑘=𝑖+1
𝑁

𝑠

𝑘
)/𝑒
1
, the average energy consumption of each relay

in corona 𝐶
𝑖
can be calculated as

𝐸

𝑟

𝑖
=

𝐿 ⋅ (𝑒
1
+ 𝑒
2
) ⋅ ∑

𝑛

𝑘=𝑖+1
𝑁

𝑠

𝑘

((𝑒
1
+ 𝑒
2
) ⋅ ∑

𝑛

𝑘=𝑖+1
𝑁

𝑠

𝑘
) /𝑒
1

= 𝐿 ⋅ 𝑒
1
. (6)

Combining (5) with (6), we conclude that the condition
of energy balanced consumption is accessible, and this
completes the proof of Theorem 1.

Lemma 2. Assume that all the sensors are deployed uniformly
with density 𝜌

𝑠
in wireless sensor network. In order to balance

energy depletion in the network, the number of relays in corona
𝐶
𝑖
(1 ≤ i < 𝑛)must satisfy𝑁𝑟

𝑖
= 𝜌
𝑠
⋅𝜋 ⋅𝑅

2

𝑐
⋅ (𝑛

2
−𝑖

2
) ⋅ (𝑒
1
+𝑒
2
)/𝑒
1
.

Proof. Denoting the acreage of corona 𝐶
𝑖
as 𝐴
𝑖
, according to

the network model, 𝐴
𝑖
can be calculated as

𝐴
𝑖
= 𝜋 ⋅ 𝑅

2

𝑐
⋅ (𝑖

2
− (𝑖 − 1)

2
) . (7)

Assuming the deployed sensors density as 𝜌
𝑠
, the number

of sensor nodes in corona 𝐶
𝑖
can be calculated as

𝑁

𝑠

𝑖
= 𝜌
𝑠
⋅ 𝐴
𝑖
= 𝜌
𝑠
⋅ 𝜋 ⋅ 𝑅

2

𝑐
⋅ (𝑖

2
− (𝑖 − 1)

2
) . (8)

Substituting (8) into the balanced energy depletion con-
dition, the number of relays in corona 𝐶

𝑖
can be expressed

as

𝑁

𝑟

𝑖
= 𝜌
𝑠
⋅ 𝜋 ⋅ 𝑅

2

𝑐
⋅ (𝑛

2
− 𝑖

2
) ⋅

(𝑒
1
+ 𝑒
2
)

𝑒
1

. (9)

This completes the proof of Lemma 2.

Lemma 2 shows that if the sensor nodes are distributed
uniformly and the relay node in each corona meets some
certain conditions, complete balanced energy depletion is
possible in a circular monitor area. Here, we should note that
in order to balance energy depletion, the number of relays𝑁𝑟

𝑖

in corona𝐶
𝑖
only relates to the deployed sensor density 𝜌

𝑠
and

the corona number 𝑖.



4 International Journal of Distributed Sensor Networks

3.4. Extension of the Network Lifetime. Further, we will give
an analysis on the network lifetime enhancement of our
scheme compared with the traditional uniform distribution.
Assume that the initial conditions of the network are the
same. Sensor nodes in each corona are deployed uniformly
with density 𝜌

𝑠
, and the number of sensors in corona 𝐶

𝑖

is 𝑁

𝑠

𝑖
. Since the relays in the innermost corona 𝐶

1
need to

forward all the sensed messages in the whole network, those
nodes consume themost energy.Thus, themaximum lifetime
of a network with traditional uniform node distribution is
determined by the survival time 𝐶

1
, which can be calculated

as 𝜀/𝐸



1
, where 𝐸

1
is the average energy depletion of sensor

in corona 𝐶
1
. Note that 𝐸

1
can be calculated by

𝐸



1
= 𝐿 ⋅ 𝑒

1
+

𝐿 ⋅ (𝑒
1
+ 𝑒
2
) ⋅ ∑

𝑛

𝑘=2
𝑁

𝑠

𝑘

𝑁

𝑠

1

. (10)

Thus, the network lifetime enhancement can be expressed
as

𝜀/𝐸
1

𝜀/𝐸



1

=

𝐸



1

𝐸
1

=

(𝐿 ⋅ 𝑒
1
+ ((𝐿 ⋅ (𝑒

1
+ 𝑒
2
) ⋅ ∑

𝑛

𝑘=2
𝑁

𝑠

𝑘
) /𝑁

𝑠

𝑖
))

(𝐿 ⋅ 𝑒
1
)

= 1 +

(𝑒
1
+ 𝑒
2
) ⋅ ∑

𝑛

𝑘=2
𝑁

𝑠

𝑘

𝑁

𝑠

1

≫ 1.

(11)

Therefore, the network lifetime can be greatly prolonged.

4. Relay Placement

According to the analysis derived in the previous section, we
can calculate the ratio of relay angles in adjacent corona 𝐶

𝑖

and 𝐶
𝑖+1

, where 1 ≤ 𝑖 < 𝑛 − 1. In order to guarantee the
energy balanced depletion and the connectivity of the net-
work, we assume that the number of sensors in the network
satisfies (8) and the number of relays satisfies (9). Assume
that relay nodes are uniformly deployed over the forwarding
area in corona 𝐶

𝑖
(1 ≤ 𝑖 < 𝑛). When the forwarding area

approximates to arc-shaped, the angle between any two relay
nodes in corona 𝐶

𝑖
can be calculated as

𝛼
𝑖
=

2𝜋

𝑁

𝑟

𝑖

, (12)

where 𝛼
𝑖
is defined as the relay angle of corona 𝐶

𝑖
.

The ratio of relay angles of two adjacent coronas 𝐶
𝑖+1

and
𝐶
𝑖
can be expressed as

𝛼
𝑖

𝛼
𝑖+1

=

𝑛

2
− (𝑖 + 1)

2

𝑛

2
− 𝑖

2
. (13)

Theorem 3. Define that the distance between corona 𝐶
𝑖
and

the sink node is 𝑑

𝑟

𝑖
and the distance between corona 𝐶

𝑖
and

𝐶
𝑖+1

is 𝑑

𝑟

𝑖,𝑖+1
. If 𝑑𝑟
𝑖,𝑖+1

≤ √𝑅

2

𝑐
− (𝑑

𝑟

𝑖
⋅ sin𝛼

𝑖
)

2, it can always
guarantee that themessages forwarded by relay nodes in corona
𝐶
𝑖+1

are evenly distributed along relay nodes in corona 𝐶
𝑖
.

Proof. As shown in Figure 2, according to the relationship of
relay angles within adjacent coronas, the relay angle of corona
𝐶
𝑖+1

and corona 𝐶
𝑖
satisfies

𝛼
𝑖+1

= ⌈

𝑛

2
− 𝑖

2

𝑛

2
− (𝑖 + 1)

2
⌉ ⋅ 𝛼
𝑖
, (14)

where ⌈⌉ represents the ceil function. Note that (𝑛2−𝑖2)/(𝑛2−
(𝑖 + 1)

2
) can be rewritten as

𝑛

2
− 𝑖

2

𝑛

2
− (𝑖 + 1)

2
= 1 +

2𝑖 + 1

𝑛

2
− (𝑖 + 1)

2
. (15)

Here, we should notice that (15) is an increasing function
with respect to 𝑖, 1 ≤ 𝑖 ≤ 𝑛−1. When 𝑖 = 𝑛−2, the maximum
value of (15) is

(

𝑛

2
− 𝑖

2

𝑛

2
− (𝑖 + 1)

2
)

max
= 1 +

2𝑛 − 3

2𝑛 − 1

< 2. (16)

Combining (16) with (14), we can conclude that, to meet
the condition of balanced energy depletion among all the
nodes, each relay in corona𝐶

𝑖+1
needs at least two forwarding

nodes in corona 𝐶
𝑖
. That is,

𝛼
𝑖+1

= ⌈

𝑛

2
− 𝑖

2

𝑛

2
− (𝑖 + 1)

2
⌉ ⋅ 𝛼
𝑖
= 2 ⋅ 𝛼

𝑖
. (17)

Owning to triangle conversion relation, when 𝑑

𝑟

𝑖,𝑖+1
≤

√𝑅

2

𝑐
− (𝑑

𝑟

𝑖
⋅ sin𝛼

𝑖
)

2, we have

√
𝑅

2

𝑐
− (𝑑

𝑟

𝑖,𝑖+1
)

2

≥ 𝑑

𝑟

𝑖
⋅ sin𝛼

𝑖
.

(18)

That is to say, when the relay angle in corona 𝐶
𝑖+1

is no
smaller than 2𝛼

𝑖
, we can always guarantee that any relays in

corona𝐶
𝑖+1

can choose at least two forwarding relay nodes in
𝐶
𝑖
. This completes the proof of Theorem 3.

Consider that the sensor nodes are uniformly deployed in
the network, and assume that the distance between the relays
and sink node in the first corona 𝐶

1
is 𝑅
𝑐
to guarantee the

network connectivity. And then, the largest distance between
adjacent coronas is calculated to determine the position of
forwarding region from corona 𝐶

2
to 𝐶
𝑛−1

in order, which is
updated according to the following equation:

𝑑

𝑟

1
= 𝑅
𝑐
, 𝑖 = 1,

𝑑

𝑟

𝑖
= 𝑑

𝑟

𝑖−1
+
√
𝑅

2

𝑐
− (𝑑

𝑟

𝑖−1
⋅ sin𝛼

𝑖
)

2

, 2 ≤ 𝑖 ≤ 𝑛 − 1.

(19)

5. Routing Scheme

Assume each sensor is aware of its positions and know the
corona ID which it belongs to. The communication model
of sensor 𝑖 is expressed as a circle with radius 𝑅

𝑐
and the

center of its coordinates (𝑥𝑠
𝑖
, 𝑦

𝑠

𝑖
). We refer to the set of sensor

nodes as 𝑆 = {𝑠
1
, 𝑠
2
, . . . , 𝑠

𝑛
}, where 𝑠

𝑖
= {𝑥

𝑠

𝑖
, 𝑦

𝑠

𝑖
}. Similarly,

we refer the set of relay nodes as 𝑅 = {𝑟
1
, 𝑟
2
, . . . , 𝑟

𝑛
}, where
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Figure 2: Distance calculation between adjacent coronas.

𝑟
𝑖
= {𝑥

𝑟

𝑖
, 𝑦

𝑟

𝑖
} is the coordinate of relay node 𝑟

𝑖
. Assume that

sensor nodes are uniformly deployed in each corona 𝐶
𝑖
with

density 𝜌
𝑠
. The location of each relay region is calculated

according to (19).Thus, the distance between any sensor 𝑖and
any relay 𝑗 can be denoted as

𝑑 (𝑠
𝑖
, 𝑟
𝑗
) =

√
(𝑥

𝑠

𝑖
− 𝑥

𝑟

𝑗
)

2

+ (𝑦

𝑠

𝑖
− 𝑦

𝑟

𝑗
)

2

.
(20)

If 𝑑(𝑠
𝑖
, 𝑟
𝑗
) ≤ 𝑅

𝑐
, we say 𝑗 is a candidate relay node of

sensor 𝑖 in its one-hop communication range. In other words,
sensor 𝑖 can transmit the data to sink node via relay 𝑗. We
refer the set of candidate relays of sensor node i as 𝑅𝑆

𝑖
= {𝑟
𝑗
|

𝑑(𝑠
𝑖
, 𝑟
𝑗
) ≤ 𝑅

𝑐
}. Similarly, the distance between any relays 𝑛

and𝑚 can be denoted as

𝑑 (𝑟
𝑛
, 𝑟
𝑚
) =

√
(𝑥

𝑟

𝑛
− 𝑥

𝑟

𝑚
)

2

+ (𝑦

𝑟

𝑛
− 𝑦

𝑟

𝑚
)

2

.
(21)

If 𝑑(𝑟
𝑛
, 𝑟
𝑚
) ≤ 𝑅

𝑐
, we say that 𝑛 and 𝑚 are neighbour

relays and they can send data to each other. Denote the
candidate relay set of 𝑟

𝑛
as 𝑅𝑅

𝑛
= {𝑟
𝑚

| 𝑑(𝑟
𝑛
, 𝑟
𝑚
) ≤ 𝑅

𝑐
}.

Figure 3 shows a typical data forwarding via relays. The
red nodes represent relays while the blue nodes represent
sensors. The light blue area is the communication range of
sensors while the light red one is the communication range
of relays. As shown in Figure 3, the candidate set of sensor
𝑠
𝑗
is 𝑅𝑆
𝑗
= {𝑟
𝑒
, 𝑟
𝑓
, 𝑟
𝑔
, 𝑟
ℎ
, 𝑟
𝑖
}. The candidate set of relay 𝑟

ℎ

is 𝑅𝑅
ℎ
= {𝑟
𝑗
, 𝑟
𝑘
}. When sensor 𝑠

𝑗
has completed the data

collection process, it first sends the collected data to one of
its candidate relays in 𝑅𝑆

𝑗
. Assume 𝑟

ℎ
is selected from 𝑅𝑆

𝑗
.

Then, 𝑟
ℎ
receives these data and forwards them to one of its

candidate relays in 𝑅𝑅
ℎ
. Finally, the collected data will be

forwarded to the sink node.
According to Theorem 3, when the distance between

corona 𝐶
𝑖+1

and 𝐶
𝑖
satisfies 𝑑𝑟

𝑖,𝑖+1
≤ √𝑅

2

𝑐
− (𝑑

𝑟

𝑖
⋅ sin𝛼

𝑖
)

2,
any relays in corona 𝐶

𝑖+1
are able to choose at least two

forwarding nodes from corona 𝐶
𝑖
. In order to balance energy

data1
rkrj

ra rb rc rd re rf
rg

rh
ri

datajdatai

Si Sj

data1

Figure 3: Data forwarding via relays.

consumption, the relay with maximum residual energy will
be selected first for data forwarding. And the whole routing
scheme mainly contains two phases. The first phase aim at
initializing the candidate relay set of all the nodes, including
both the sensor nodes and the relay nodes. The second
phase is data forwarding. Finally, the residual energy will
be updated. Assume that all the nodes have the same initial
energy 𝜀, where 𝜀 > 0. The unused energy of sensor 𝑠

𝑖
is

denoted as𝑈𝑆
𝑖
while the unused energy of relay 𝑟

𝑗
is denoted

as 𝑈𝑅
𝑗
. The detailed algorithm for data forwarding is shown

in Algorithm 1.
In our algorithm, the time complexity of each sensor is

corresponding to the size of its candidate relay set. According
to Theorem 1, sensors in corona 𝐶

2
have the largest number

of candidate relays, which can be calculated as 𝑁

𝑟

1
/𝑁

𝑠

2
.

Therefore, the complexity of each sensor is smaller than
𝑂(𝑁

𝑟

1
/𝑁

𝑠

2
). As to relay nodes, the complexity is smaller than

𝑂(𝐶). Therefore, the time complexity of the whole algorithm
is smaller than 𝑂((𝑁𝑟

1
/𝑁

𝑠

2
) ∗ ∑

𝑛

𝑖=1
𝑁

𝑠

𝑖
) + 𝑂(𝐶 ∗ ∑

𝑛−1

𝑖=1
𝑁

𝑟

𝑖
).

6. Simulation

In this section, we present the simulation results to verify the
performance of our proposed algorithm.Wemainly consider
three metrics which are the average residual energy, the
residual energy ratio, and the network lifetime.

6.1. Simulation Environment. Assume that the radius of the
target region 𝑑 is 100m. The initial energy of each node
𝜀 is 100 J. The values of 𝑒

1
and 𝑒

2
are given as follows:

𝑒
1

= 0.5/10

3 J/bit, 𝑒
2

= 0.25/10

3 J/bit [19]. The length
of data 𝐿 generated by each sensor per unit time is set as
1000 bits. The sensing range 𝑅

𝑠
of each sensor is 12.5m,

and the communication range 𝑅
𝑐
of each node is 25m. The

deployment density of sensor nodes 𝜌
𝑠
is 2/√27𝑅2

𝑠
[20].

6.2. Residual Energy. At first, 81 sensors and 255 relays are
deployed in a circular area.Thewhole network is divided into
4 adjacent coronas with the same width. The sink node is
located in the center of the target area. Figure 4 shows the
residual energy of all the nodes when the network lifetime
ends up. A node is said to be deadwhen it is unable to forward
any data or send its own data.The network lifetime is defined
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Step 1. Set 𝑅𝑆
𝑖
= 0 and 𝑅𝑅

𝑗
= 0

IF 𝑠
𝑖
∈ 𝐶
1

THEN SET 𝑅𝑆
𝑖
= {Sink}

IF 𝑟
𝑗
∈ 𝐶
1

THEN SET 𝑅𝑅
𝑗
= {Sink}

Step 2. All the sensor nodes start to collect data
Step 3. All the sensor nodes start to send data

IF 𝑠
𝑖
∈ 𝐶
1

Sensor 𝑠
𝑖
chooses the sink node as its forwarding node;

Sensor 𝑠
𝑖
sends its own data to the sink node;

Update the residual energy of sensor 𝑠
𝑖
;

ELSE
Sensor 𝑠

𝑖
chooses the first relay 𝑟

𝑗
with maximum residual

energy through clockwise from 𝑅𝑆
𝑖
as its forwarding node;

Sensor 𝑠
𝑖
sends out its own data, and 𝑟

𝑗
receives them;

Update the residual energy of 𝑠
𝑖
and 𝑟
𝑗
;

Step 4. All the relays begin to forward data
IF 𝑟
𝑗
∈ 𝐶
1

Relay 𝑟
𝑗
chooses the sink node as its forwarding node;

Relay 𝑟
𝑗
forwards its received data, and the sink node receives

these data;
Update the residual energy of 𝑟

𝑗
;

ELSE
Relay 𝑟

𝑗
chooses relay 𝑟

𝑘
∈ 𝑅𝑅
𝑗
with maximum residual energy

as the data forwarding node;
𝑟
𝑗
sends out its received data while 𝑟

𝑘
receives them;

Update the residual energy of 𝑟
𝑗
and 𝑟
𝑘
.

Algorithm 1: Routing algorithm.
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as the duration from the beginning of the network operation
until the first node dies [6]. As can be seen from Figure 4,
almost all the nodes run out of energy at the same time, which
verifies the correctness and feasibility of our network model.
On the other hand, we can also find that there is a small
gap of the residual energy of all the nodes, including relays
and sensors. This is mainly because the innermost corona is
involved in forwarding all the sensed data, and in the last
data transmission cycle, some nodes do not have enough
energy to receive data. Even though these nodes receive data
successfully, someof themmaynot be able to forward the data
out. As a result, some of the nodes finish sending data while
others fail, which leads to a slight difference in node residual
energy.

Figure 5 illustrates the simulation results of average
residual energy of sensors and relays in each corona 𝐶

𝑖
.

From Figure 5, we observe that (1) when the network lifetime
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ends up, the difference between average residual energy of
sensors and relays in each corona is nearly less than 0.1 J. (2)
The average unused energy of all the relays in each corona
is almost the same. This is in accordance with our analysis;
when all the nodes consume the energy with the same ratio,
the utilization of network energy can be improved.
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6.3. Comparisons with Existed Algorithms. In order to further
evaluate the performance of our algorithm, we compare our
approach with random node distributionmodel and uniform
node distribution model. Figure 6 shows the unused energy
of all nodes after a certain data collection cycle. In Figure 6,
sensors with smaller ID numbers are closer to the sink,
whereas those with larger ID numbers are far away from the
sink node. As shown from Figure 6, we can find that in a
random node distribution model, the network connectivity
is seriously affected by the sensor distribution over the target
area. Almost all the sensors cannot forward their own data to
the sink node. For example, the total energy consumption of
sensor 10 is almost close to 0 J. In uniform node distribution
model, we can see that those sensors with larger ID consume
less energy and the unused energy is greater than 60 J.
However, those with smaller IDs consume more energy
and the residual energy is almost close to 0 J. From the
simulation results in Figure 6, we can make a conclusion that
although the network connectivity is guaranteed, sensors that
are nearer to the sink node carry heavier traffic loads than
those farther from the sink node. Thus, unbalanced energy
depletion is inevitable. In our model, all the nodes, including
both sensors and relays, consume the same energy and have
the same energy left, which verify that our algorithm can
achieve the balanced energy depletion.

Figure 7 shows the comparison of the unused energy
ratio after different data collection cycles. In order to facilitate
the comparison, we randomly choose parts of the nodes for
presenting our algorithm results. As shown in Figure 7, with
the increasing data acquisition cycle of, sensor energy con-
sumption becomesmore uneven in the networkwith random
and uniform distribution. In uniform node distribution, the
heavy load on the inner corona has seriously affected the
sensor energy depletion. After 15 times data collections, some
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Figure 7: Energy depletion after different data collection cycles.

sensors use up their energy.Thus, the whole network lifetime
is over. As for random sensor deployment, the whole network
lifetime is only related to the initial location of each sensor
and the energy depletion process is very unstable. In contrast,
our algorithm can effectively maintain the stability of energy
consumption process. As shown in Figure 7, our algorithm
can balance the energy depletion, in which almost all the
nodes have the same residual energy after each data collection
cycle.

Figure 8 shows the comparison of network lifetime in
different target area sizes. As seen from Figure 8, when the
radius of the area 𝑑 ≤ 𝑅

𝑐
, that is to say, 𝑑, is less than or

equal to 25m, these three deployment models can achieve
maximum network lifetime. This is mainly because all the
nodes can send data to the sink node directly. However, the
network lifetime decreases sharply in random and uniform
node distribution when the size of the target area enlarges
and the number of communication hops increases. Especially
for uniform model, when 𝑑 = 150m, the network lifetime
dropped to 10. This is mainly because when the number
of sensors increases, the traffic load on innermost corona
is seriously exacerbated, which results the shortest network
lifetime. Although the network lifetime in random distribu-
tion model is longer than the one in uniform distribution,
it is also affected by the scale of the target area. Since the
relays are adopted to share the traffic load of the sensors, we
can effectively balance the energy consumption in the whole
network.As shown in Figure 8, the data collection process can
always remain stable regardless of the changes of area radius.
Hence, it has the longest network lifetime.

7. Conclusion

In wireless sensor networks, traditional deployment ap-
proaches mainly focus on maximizing the coverage rate so
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as to improve the monitoring efficiency, which leads to the
creation of “energy hole” near the sink node. In this paper, we
theoretically analyze the balanced energy depletion condition
by deploying additional relay sensors on the target area.
Further, we prove that the network lifetime can be prolonged
effectively. Contributively, a novel relay deployment scheme
and its corresponding routing scheme are proposed. Exten-
sive simulation results show that our algorithm can achieve
complete balanced energy depletion, and outperform other
existed algorithms.
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Recently, the sensor network area is gaining attention both in the industry and academia. Many applications of sensor network such
as vehicle tracking and environmental monitoring require joining sensor data scattered over the network. The main performance
criterion for queries in a sensor network is to minimize the battery power consumption in each sensor node. Hence, reducing the
communication cost of shipping data among sensor nodes is important since it is themain consumer of battery power. In this paper,
we propose a technique for join queries in a sensor network that minimizes communication cost. For storage of sensor data, we use
a column-oriented database that stores data on disk (or in memory) column-by-column unlike traditional database that store data
in rows. The justification for using a column-oriented database technique is not to ship those data columns that do not participate
in the actual join. We compare our algorithm with existing join algorithms for sensor networks that are based on traditional row-
oriented databases.The performance analysis show that our proposed algorithm based on column-oriented databases outperforms
existing algorithms in processing binary equi-join (BEJ) queries for sensor networks.

1. Introduction

Recent developments in hardware technology have enabled
the widespread use and deployment of sensor networks.
A sensor network consists of a large number of sensor
nodes that combine physical sensing capabilities such as
temperature, noise, light, or seismic sensors with networking
and computation capabilities. Each sensor node is capable
of observing the environment using sensors and storing
the observed values, processing them and exchanging them
with other nodes over the wireless network. There are many
applications of sensor networks including vehicle tracking,
environmental monitoring, and warehouse management.

Most of the sensor nodes are battery operated, which has
limited power supply and cannot be replaced. The energy
cost for communication with neighboring nodes is much
higher than the energy required for sensing or computation
within the node. Hence, to reduce battery consumption, it is
necessary to reduce communication with neighboring nodes.
In traditional databases, it is important to minimize the I/O
cost during query processing. However, in sensor network,
minimizing the communication cost is themain performance

criteria. In this paper, the focus is on proposing an energy
efficient processing of join queries over sensor networks.

Users query the sensor network to manipulate the sensed
data on the monitored environment. A sensor network appli-
cation, such as environmental monitoring, requires joining
sensor data scattered over the network. A näıve way to
answer an ad hoc join query for such applications is to move
the sensor readings back to the base station and perform
the join at the base station. This approach may incur high
communication cost since all sensor readings have to be
transmitted to the base station resulting in high consumption
of limited battery power at each node.

A better approach is to transmit only those readings
(data) that are likely to contribute to the join results. Less
data shipped means lower communication cost, resulting in
less battery power consumption and saving battery energy.
One way is to use a filtering technique like a semijoin or a
bit vector to transmit only relevant sensor data involved in
the join result to the join region near the base station. The
key idea is to use synopsis of sensor readings to prune those
readings that are irrelevant to join results.The other approach
is to use bit vectors instead of synopsis to prune irrelevant
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data.These approaches typically deal with data that are stored
in traditional relational databases. Storing data in relational
databases means that all the tuples or records that are directly
involved in a join must be sent to the final join region. This
results in shipping unnecessary column values in a tuple.

To solve this problem, we propose an energy-efficient join
method based on column-oriented databases. The proposed
join method deals with data that are stored in column-
oriented databases. Recent years have witnessed a signifi-
cant amount of attention and research work on column-
oriented database systems. Column-oriented databases store
data columnwise (in columns) unlike traditional relational
databases that store data rowwise (in rows). Column-oriented
databases are more I/O efficient for read-only queries since
they read from disk only those attributes (or columns)
accessed by the query. The read-only queries are common
in workloads found in sensor networks and data warehouse
systems.

Figure 1 shows the storage structure of a column-oriented
and a row-oriented database.Most traditional DBMS, includ-
ing Oracle, are based on row-oriented databases. A major
drawback of a row-oriented database for read-only queries
is that columns not related to query result must also be read
in from disk. However, column-oriented databases are not
suitable for update queries since several I/O operations are
required to store a single tuple. This is because a database
tuple with several columns has to be stored separately column
by column in a column-oriented database.

The main contribution of this paper is that we developed
an energy-efficient technique for processing join queries
over sensor networks using column-oriented technology. We
believe that our work is the first in using column-oriented
database technology over sensor networks during query
processing. The rest of the paper is organized as follows.
We discuss related join processing techniques for sensor
network databases in Section 2. In Section 3, we present
a join algorithm for sensor network based on a column-
oriented database. Performance analysis is conducted in
Section 4 to compare the query performance with existing
join algorithms. The conclusion is given in Section 5.

2. Related Works

Recently, query processing methods have been proposed for
wireless sensor networks. Many deal with techniques for

efficient processing of aggregate queries [1–3]. Other pro-
posals deal with energy-efficient methods to reduce energy
consumption during query processing [4–6]. The general
strategies for join query processing in sensor networks can
be classified depending on the location of the join region in
the sensor network [7].Themain problem with these general
approaches is the communication cost overhead associated
with low join selectivity. Tuples that are not candidates for
join can be transmitted to the join region.

There are several join techniques for sensor networks
where tuples not participating in the join result are pruned
and not transmitted to the final join region. One such
approach is the synopsis join (SNJ) algorithm [8]. In this
strategy, which is similar to a semijoin, data not contributing
to the join results are pruned in the early stage of the join
processing. Another approach is the record filtering using bit
vector (RFB) algorithm [9]. The RFB algorithm is a hybrid
algorithm that reduces the size of data to be transmitted to the
join region using bit vectors. An incremental join algorithm
(IJA) for sensor networks is proposed in [10] to reduce the
overhead of moving data between sensor nodes. The join
algorithms discussed so far all store the sensor data (readings)
in the sensor nodes in traditional row-oriented databases.

Prior research has suggested that important optimization
techniques exist for column-oriented databases. One such
technique is late materialization, where columns that are
read off disk are joined together into tuples (i.e., tuple
reconstruction) as late as possible in a query plan [11].
Another technique is PAX [12], which clusters values of a
column together, in a database pagewith row-store records, as
column-based layout.The invisible join [13] extends previous
work on improving performance of star schema joins by
taking advantage of the column-oriented layout. It is an
efficient late materialized join, but minimizes the values
that need to be extracted out of order. However, no such
optimization techniques exist for sensor network applications
using column-oriented databases.

3. Join Algorithm

The data collected in the sensor network can be seen as one
relation distributed over the sensor nodes, called the sensor
relation or table. Traditional optimization techniques for
query processing in sensor networks use filtering techniques
such as semijoin or bit vector to reduce shipping data to
the final join region. However, these methods, which are
based on relational databases, must ship all the tuples or
records that are directly involved in a join to the final join
region. This results in shipping unnecessary column values
in the shipped tuples. In this paper, we propose an energy-
efficient join method based on column-oriented databases
that further reduce communication cost by shipping only
relevant columns of tuples to be joined.

The proposed technique is the use of the late materialized
join technique in column-oriented databases [11]. We assume
that the sensor table is stored in a column-oriented database.
A simple nondistributed version of this join technique involv-
ing two sensor tables to be joined is described as follows.
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NLJOIN (PREDICATE 𝑞, COLUMN 𝑐1, COLUMN 𝑐2)
FOR EACH VALUE valc1 WITH POSITION 𝑖 in c1 DO
FOR EACH VALUE valc2 WITH POSITION 𝑗 IN c2 DO
IF 𝑞 (valc1, valc2) THEN OUTPUT-LEFT: (𝑖), OUPUT-

RIGHT: (𝑗)
END

END

Algorithm 1

The join column of the first sensor table is joinedwith the join
column from the second sensor table.The result of this join is
a position list containing two sets of positions: one from the
first sensor table and the other from the second sensor table.
In general, at most one of the positions in the position list is
produced in sorted order.

The two sets of positions in the position list can be created
using Algorithm 1. In general, the join method used is the
nested-loop join (NL join).

Values from the relevant sensor table columns at this set
of positions are then extracted.These values are then stitched
into a tuple and included to the final join result. The selec-
tion and join operations associated with a given query are
executed for each column individually. The qualified column
values are stitched into a tuple (i.e., tuple reconstruction) just
before the query result is shipped to the query sink.

In this paper, we focus on the processing of a binary equi-
join (BEJ) query, a two-way join involving just two relations
(or tables). A BEJ query is initiated at the sensor node called
the query sink, and the query result is also collected at the
query sink.The query sink sends the requested query to those
sensor nodes that contain sensor data (or readings) involved
in the query. Since the memory size at each node is limited,
the sink node is unable to perform the join locally. The join
has to be performed among several nodes called the join
region. In addition, the data in sensor tables are distributed
among sensor nodes in the sensor network and are physically
stored using a column-oriented database.

The proposed join algorithm is an in-network hybrid
algorithm that reduces the size of data to be transmitted to the
join region using a bitmap. In addition, physically storing the
sensor data in columns, and not rows, enables shipping only
those columns involved in the query. This further reduces
the size of data to be shipped to the final join region. An
in-network join processing means that join is performed
among the sensor nodes contained in the sensor network.
Shipping all the sensor data (or readings) to a server outside
the sensor network for join incurs excessive communication
cost.Hence, in-network join processing is necessary to reduce
communication cost. The strategy taken in our algorithm is
similar to those of both the SNJ and the RFB algorithms
except that we use a column-oriented database to store the
sensor data.

The symbols used in describing the proposed algorithm
are shown in Table 1. Figure 2 shows the late materialized
join strategy of the proposed algorithm to join data in sensor
nodes located in region R (i.e., sensor table R) and region

R S 
Bitmap(R) Bitmap(S)

Query
reconstruction Position lists

Selected
columns

Selected
columns

Query sink

P

PR PS

PR

PR

⋈PS

PS

NF

NH

PR ⋈PS

Figure 2: Strategy of proposed algorithm.

Table 1: Description of symbols.

Symbol Description
R, S Sensor region (tables) where query is sent
PR, PS Semitable containing join column of R, S
Bitmap(R) Qualified join tuple positions of R
Bitmap(S) Qualified join tuple positions of S
NH Sensor region where semijoin is performed
NF Sensor region where final join is performed
PR Qualified column values of R to be joined
PS Qualified column values of S to be joined

S (i.e., sensor table S). The sensor data (or readings) in
each sensor node is physically stored in a column-oriented
database. This means that the table values are physically
stored in column order instead of record or tuple order as in
conventional relational databases. Without loss of generality,
we assume that there is a routing protocol thatmaps a node in
one region to a node in another region of the sensor network
in transmitting data.

A sensor network database is similar to a distributed
database, where the data table is distributed among geograph-
ically scattered sites. It is a well-known fact that semijoin
increases the performance of join processing in distributed
databases by reducing the amount of data to be shipped for
final join. In the proposed join strategy, after the semijoin
is performed, only the qualified tuples to be added to the
join result are shipped to the join region for final join.
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The nodes in the NH region, where semijoin is performed,
are selected using the network topology and data distribution
information for region R and S. The central node of NH is
the node that minimizes the routing communication cost of
the semi-tables PR and PS. In addition, the nodes in the NF
region, where the final join is performed, are selected such
that the central node of NF is the minimum point in the
triangle formed between the central nodes of region R, region
S, and the query sink.

In the proposed join algorithm, the join of sensor table
R (in region R) and sensor table S (in region S) is performed
in four steps, namely, the semijoin step, the selection step, the
join step, and the result step. In the semijoin step, a semijoin is
performed in the semijoin region that produces qualified join
tuple positions in R and S. In the selection step, the column
values in the qualified columns of R and S are shipped to
the join region. The column values selected in R and S are
based on the qualified join tuple positions in R and S that are
produced in the semijoin step.The qualified columns selected
depend on the query to be executed. In the join step, the
actual join is performed in the join region. In the result step,
tuple stitching or reconstruction is performed to produce
tuples in the join result. Tuple stitching is done by referring
to the qualified join tuple positions produced in the selection
step.The details of the four steps of the proposed join strategy
are shown in Figure 2.

3.1. The Semijoin Step. The objective of the semijoin step is
to perform semijoin to prune those tuples not involved in the
join.This eliminates sending unnecessary tuples from regions
R and S to the join region, thereby reducing communication
cost during join processing. The execution of the semijoin
step is as follows. The semi-table PR in table R, which is the
projection of the join column in R, is shipped to region NH.
PR contains the join column values of table R that joins with
table S. Likewise, the semi-table PS in table S, which is the
projection of the join column in S, is shipped to region NH.
PS contains the join column values in table S that joins with
table R. Region NH is the semijoin region that performs the
semijoin of PR and PS. Two sets of bitmap are created after the
join of PR and PS in region NH. A Bitmap(R) contains one bit
for every entry in PR. That bit is set to 1 if it is in PS. Likewise,
a Bitmap(S) contains one bit for every entry in PS. That bit
is set to 1 if it is in PR. Bitmap(R) and Bitmap(S) contain the
qualified join tuple positions in tables R and S, respectively.
Bitmap(R) and Bitmap(S) are shipped back to regions R and
S respectively.

3.2. The Selection Step. Only the qualified columns and
qualified column values are shipped to the join region for
final join. The qualified columns depend on the query,
specifically the projection operator, to be executed and the
qualified column values depend on the bitmap produced
in the semijoin step. For each qualified column in R,
which includes the join column, the qualified column values
PR are shipped to join region NF. Bitmap(R) is used to
extract qualified column values PR in table R satisfying the
join condition. The qualified column values correspond to

the positions in bitmap where the bit is set to 1. Likewise, for
each qualified column in S, which includes the join column,
the qualified column values PS are shipped to join region
NF. Bitmap(S) is used to extract qualified column values PS
in table S satisfying the join condition. Several PR and PS
are shipped to the join region depending on the qualified
columns. We assume that, for several PR (PS) shipped to the
join region, the positions of column values in each PR (PS)
shipped to the join region have the same tuple position as in
original table R (S).

3.3.The Join Step. In the join step, the qualified columnvalues
of the join columns of R and S that are shipped to the join
regionNF are used to perform the nested-loop join.The result
of the join is two sets of position lists: one for the join column
of R and the other for the join column of S. Each entry pair
in the position lists contains the positions of join columns of
R and S with the same join attribute value.

3.4. The Result Step. In the result step, positions associated
with each entry pair in the position lists created in the join
step are used to extract values from the selected columns
(including the join column) that are shipped from region
R and region S in the selection step. The values extracted
from the qualified columns of R and S are stitched (i.e., tuple
reconstruction) together to form tuples. The stitched tuples,
which are the query result, are then shipped to the query
sink. The proposed algorithm is a late materialized column-
oriented strategy since tuple reconstruction is done after the
join.

3.5. A Running Example. The details of the proposed join
algorithm are further explained through the execution a BEJ
query and the example schema. An example of a BEJ query
we use is shown below:

Select R.Vid, R.Time, S.Time
From Region R, S
Where R.Vid = S.Vid.

The schema for sensor table R is R (Sid, Vid, Time, and
Speed) and the schema for sensor table S is S (Sid, Vid,
Time, and Speed). We assumed that both tables R and S are
distributed. They are co-relation sensor tables in regions R
and S. In a column-oriented database, the tables are physically
stored in columns and not rows. This BEJ query for sensor
networks monitors a certain vehicle (identified by Vid) that
travels from one region (i.e., region R) to another region
(i.e., region S) in the sensor network. The Time attribute
contains values corresponding to when a particular vehicle
was detected in the region, and the Speed attribute contains
values corresponding to the speed of a particular vehicle
travelling in the region.

Figure 3 shows the semijoin and selection step of the
query execution. In the example schema, PR in region R is the
column Vid in R.The values of the Vid column of table R are
shipped to region NH. Likewise, PS in region S is column Vid
in S.The values of Vid column of table S are shipped to region
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Figure 3: The semi join and selection step.

NH. The semijoin of PR and PS creates Bitmap(R) which is
00111 and Bitmap(S) which is 10011. Bitmap(R) is shipped
back to region R and is used to create qualified column values
PR from Vid column in region R. The qualified values in PR
are the values in positions 3, 4, and 5 according to Bitmap(R).
Likewise, Bitmap(S) is shipped back to region S and is used
to create the qualified column values PS from Vid column in
region S.The qualified values in PS are the values in positions
1, 4, and 5 according to Bitmap(S).

In the example query, the qualified columns of R and S to
be shipped to the join region NF are columns Vid and Time.
Thequalified values PR in theTime attribute (or column) of R
to be shipped to the join region NF are the values in positions
3, 4, and 5 according to Bitmap(R).The qualified values PS in
the Time attribute (or column) of S to be shipped to the join
region NF are the values in positions 1, 4, and 5 according to
Bitmap(S).

Figure 4 shows the join step of the execution of the given
BEJ query. A nested-loop join is performed between PR and
PS of the join columns of R and S creating two sets of position
list: one for R and one for S. Each entry pair in the position
lists contains the position in PR and PS that contains the
same join value.

The final result step is shown in Figure 5.The two position
lists created in the join step are used to stitch together values
from the qualified columns in R and S shipped to the join
regionNF. As one example of tuple reconstruction, the values
from position 1 in columns Vid and Time of table R and
the value from position 3 in the Time column of table S are
stitched to form a tuple.The stitched tuples are shipped to the
query sink as the query result.

4. Performance Analysis
To test the cost-effectiveness of the join algorithm proposed
in this paper, a performance analysis ismadewith the existing

Position lists
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Figure 4: The join step.
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Figure 5: The result step.

join algorithms for sensor networks. We specifically compare
with existing SNJ and RFB algorithms, which are based
on traditional relational databases. Both the SNJ and RFB
algorithms use filtering techniques to reduce the amount of
data that are shipped to the final join region. Since our pro-
posed algorithm is based on column-oriented databases, the
performance analysis conducted is to show the effectiveness
of column-oriented data storage in sensor networks. Our
algorithm also uses a filtering technique to reduce the amount
of data that are shipped to the final join region. In addition,
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we also conduct experiments to show whether the semijoin
step is necessary and effective in join processing.

The various algorithms were compared in terms of the
communication cost, which is the total number of bytes
transmitted among various nodes to get the join result.
The communication cost is the battery energy consumed
associated with all data transmitted during query processing.
We tested the different join algorithms in executing the BEJ
query on the given schema for R and S mentioned in the
previous section.

4.1. Experimental Environment. At present, no standard
benchmark is available to test the performance-enhancing
techniques in sensor networks. For an objective comparison
and performance analysis, we used the same experiment
environment used to analyze the performance of the SNJ
algorithm [8].

In the experiment, 10,000 sensor nodes were created and
distributed uniformly in a 100 by 100 grid. We placed each
node at the center of each grid. The query sink was placed at
the center of the grid. Region R and region S were placed at
the bottom right and bottom left of the grid, respectively, with
each region containing 800 sensor nodes each.

Table 2 shows the values of various parameters used in
the performance experiments. The additional assumptions
made for the experiment are as follows. The number of hops
required to route a single message from the source node
to the final node was assumed to use the distance and the
communication radius between the two sensor nodes. In
order to simplify network traffic analysis, we assumed that no
failure occurs during message transmission.

We compared the join algorithms for different table sizes
to determine the effect of the increase in the number of
tuples in tables R and S with regard to the communication
cost. We also tested the communication cost of different
join algorithms for several join selectivity. Join selectivity is
the fraction of the tuples in the table that satisfies the join
condition. In addition, we tested whether the semijoin step
in the proposed algorithm is effective or necessary.

4.2. Experimental Result. In our first experiment, we tested
the effect of the join selectivity on communication cost during
query processing for various sensor network algorithms. In
executing the example BEJ query, the communication cost
is measured by the total number of bytes transmitted to
different nodes in the sensor network to process the query.

Figure 6 shows the communication cost of the join algo-
rithms for different join selectivity and when the cardinality
of table R and table S are 2000 tuples each. The different join
selectivity tested is 0.01, 0.1, 0.3, and 0.5. join selectivity of 0.01
means that only 1% of tuples in the tables satisfies the join
condition.The size of the bitmap in our proposed algorithm is
identical to the bit vector in the RFB algorithm.Our proposed
algorithm outperforms both the SNJ and the RFB algorithms
for all different join selectivity tested. As can be seen, the
communication cost of the proposed algorithm gets lower, in
some cases almost 50% cost decrease, as the join selectivity
gets lower. This implies that when more data is shipped to
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Figure 6: Effect of selectivity on communication cost.

Table 2: Experiment parameters.

Parameters Values
Size of table R 2000 tuples
Size of table S 2000 tuples
Size of Bitmap(R) 250 bytes
Size of Bitmap(S) 125 bytes
Size of semitable for R in SNJ 20000 bytes
Size of semitable for S in SNJ 20000 bytes
Size of tuple in R, S 40 bytes
Size of each column in R, S 10 bytes

the final join region, our algorithm performs far better than
the existing algorithms.

In the next experiment, we tested the effect of different
table sizes on communication cost during query processing.
Figure 7 shows the communication cost of the different
algorithms where the table sizes to be joined are 2000, 5000,
and 8000 tuples.The selectivity tested is 0.1. It can be seen that
if the sizes of table R and table S to be joined increase, the
communication cost of our algorithm gets lower compared
to both the SNJ and the RFB algorithms.The performance of
our proposed algorithm gets better as the size of tables to be
joined gets bigger. The performance gain, or the decrease in
communication cost, is more than 25% in some cases. Again,
this implies that as more data are to be joined and shipped to
the final join region, our algorithm performs better than the
existing algorithms.

The aim of the next performance comparison is to
measure the effectiveness of the semijoin step in our pro-
posed algorithm. The aim of the semijoin step is to filter
out unwanted data before shipping the data for final join.
Figure 8 shows the result of our experiment that compares
the communication cost using the proposed algorithm with
or without the semijoin step for various join selectivity. The
experiment assumes that the number of qualified columns
during join is two columns per join table, as is the case in
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our example BEJ query. It can be seen that the semijoin step
lowers the communication cost for all join selectivity during
query processing. The reduction in communication cost is as
much as 50% during query processing.

The final experiment is to test the effect of the number
of qualified columns in the join tables during join processing
in measuring the communication cost. In the SNJ algorithm,
based on the traditional row-oriented or relational databases,
the number of qualified columns during join processing does
not affect the communication cost. This is obvious as the
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tuples, regardless of the number of columns per tuple that
participate in final join, must be shipped to the join region. In
column-oriented databases, the number of qualified columns
matter, since only those column values are shipped to the final
join region.

Figure 9 shows the result of the experiment to test
the effect of qualified columns during join processing. It is
shown that when the semijoin step is performed to filter out
unwanted data, the communication cost using our proposed
algorithm is always lower thanwhen using the SNJ algorithm.
The saving in communication cost is almost 50%. In the pro-
posed algorithm, the increase in communication cost doubles
every time the number of qualified columns increases during
join. When the number of qualified columns is 1, which
means that only the join column in the join tables qualifies,
the communication cost is the same regardless of the semijoin
step. However, if the number of qualified columns is more
than one in the join query, the communication cost is always
higher than the SNJ algorithm if the semijoin step is bypassed
in our proposed algorithm.

Regardless of the size of tables, join selectivity, and
the number of qualified columns, our proposed algorithm
that includes the semijoin step to filter out unwanted data
always outperforms the existing SNJ and RFB algorithms. In
addition, the semijoin step is necessary when the number of
columns that qualifies the given join query is more than one
column.

5. Conclusion

The main focus of the existing join strategies in sensor
network databases was how to select the sensor nodes in



8 International Journal of Distributed Sensor Networks

the join region to perform the final join. Just a few research
results were reported on the use of some filtering techniques
to prune unnecessary tuples before shipping the candidate
tuples to the join region. The SNJ algorithm uses synopsis,
which is similar to semijoin, to prune unwanted tuples. The
RFB algorithm uses semijoin and bit vectors to filter out
unwanted tuples. These algorithms reduce communication
cost since less data is shipped to perform join and saves
limited battery power. They are all based on traditional
databases.

In this paper, we proposed a join algorithm for efficient
processing of join queries in sensor networks based on
column-oriented databases. Since most queries for sensor
network are read-only with no update, physically storing the
sensor data in columns, and not rows, in the nodes makes
sense. The advantage of storing the sensor data in columns is
that only the selected columns required for join are shipped to
the join region. Together with a filtering technique based on
semijoin and bitmap, we believe that the proposed algorithm
is more energy efficient than similar join algorithms based on
the traditional databases.

Experimental results show that our proposed join algo-
rithm outperforms both the SNJ and the RFB algorithms
in reducing the communication cost of BEJ join queries
in sensor networks. The saving in communication cost is
almost 50% in many cases compared to existing algorithms.
To validate our experiment, we used different values of
join selectivity as well as different cardinalities of tables. In
addition, we also experimented with the effect of filtering
and the number of qualified columns on communication
cost. Through performance analysis, we showed that the
performance of the proposed algorithm gets better as the
join selectivity, table size, and number of qualified columns
increase.

Overall, as more candidate tuples are shipped to the join
region, our proposed algorithm is more energy efficient than
both the SNJ and the RFB algorithms. However, if filtering
technique is not performed to reduce the amount of data
to be shipped to the final join region, our algorithm that
excludes the semijoin step is less energy efficient than both
the SNJ and RFB algorithms. In summary, we showed that
using a filtering technique in column-oriented databases is
more energy efficient than any existing join algorithms for
sensor networks.
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We propose a system for improving gas safety management through the use of wireless communication modules and intelligent
gas safety appliances. Our system configuration consists of an automatic extinguishing system, detectors, a wall-pad, and a
microcomputer controlled micom gas meter to monitor gas flow and pressure as well as the occurrence of earthquakes. The
automatic fire-extinguishing system checks for both combustible gaseous leaks andmonitors the environmental temperature, while
the detector array measures smoke and CO gas concentrations. Depending on detected conditions, the micom gas meter cuts off
an inner valve and generates a warning, the automatic fire-extinguishing system cuts off an external valve and sprays extinguishing
materials, or the sensors generate signals and take further actionwhen smoke orCO is detected. Information on intelligentmeasures
taken by the gas safety appliances and sensors is transmitted to the wall-pad, which in turn relays this as real time data to a server
that can be monitored via an external network (BcN) connection to a web or mobile application for the management of gas safety.
To validate this smart-home gas management system, we field-tested its suitability for use in Korean apartments under several
scenarios.

1. Introduction

To ensure occupant comfort and safety, modern, high-end
houses and apartments built in Korea are increasingly being
equipped with sensor-based devices to monitor and regulate
gas, electricity, and water facilities [1], a trend that will surely
continue to produce improved monitoring systems. The
evolution of ubiquitous wireless sensor networks (USNs) has
fostered the development of “smart environments” in which
numerous sensor nodes are embedded in streets, houses,
buildings, and automobiles [2]. One component of the
smart environment—the automatic meter reader (AMR)—
is designed to deliver total monthly usage data, but it can
also gather detailed usage information, automatically detect
leaks and equipment problems, and aid in tamper detection
[3]. Several gas safety management systems incorporating
intelligent multifunction gas meters based on ZigBee net-
work technology, automatic gas leak cutoffs, and smoke,
methane, and temperature detectors have been proposed by

the authors [4], who, in conjunction with other researchers,
also pioneered in the development of the micom gas meter—
an intelligent microcomputer controlled gas meter—with a
built-in cutoff valve and sensors for detecting flow, pressure,
and seismic events. If the micom gas meter detects an
abnormal state with respect to any of these factors, it uses
an inner valve to shut off gas flow and then delivers a user
warning [5]. In addition, an external gas valve can be cut
off if the monitored temperature surpasses 100∘C or if a gas
(methane or CO) leakage or fire is detected at either the
gas pipeline or the facilities. The safety management systems
developed in these studies have been fabricated usingCC2430
and EM250 ZigBee chips with ZigBee Pro stacks [6, 7].

In this study, we designed a new gas safety manage-
ment system (GSMS) based on a JN5139 ZigBee wireless
networking solution and tested it under various scenarios.
Our system is an automatic fire-extinguishing system (AFES)
with a star topology centered on a micom gas meter and a
smoke and CO detector [8]. The AFES serves as a router to
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Figure 1: ZigBee module with JN5139 microcontroller.

deliver safety and risk signals to a wall pad that functions
as a ZigBee network gateway [9], and if an abnormal state
occurs at each sensor node, the system takes preventative
safety measures and then informs safety managers and users
that a risk situation has occurred. The embedding ability of
this system into the “internet of things” and its connectivity
to smart device networks in homes and other buildings were
demonstrated through field testing.

2. Development of Wireless ZigBee
Communication Modules

Figure 1 shows a ZigBee module based on Jennic’s JN5139
wireless microcontroller. These modules are used in our
system both as wall pad sink nodes and as sensor nodes for
themicom gasmeters, automatic fire-extinguishing system—
which serves as a router—and the smoke and CO detector.

The monitoring devices use JN5139 microcontrollers
that are both ZigBee and standard IEEE802.15.4 2.4GHz
compatible [10], with 16MHz, 32-bit RISC CPUs, and 96
and 192 kB of RAM and ROM, respectively, along with four-
input 12-bit analog-to-digital converters (ADCs), two 11-
bit digital-to-analog convertors (DACs), two comparators,
a temperature sensor, two universal asynchronous receiver
transmitters (UARTs), and two-wire serial interfaces.

3. Wireless Modularization of
Gas Safety Apparatuses

3.1. Intelligent Micom Gas Meters. The intelligent micom gas
meter—a variant of a standard gas meter with a built-in
microcontroller and a cutoff valve—not only measures gas
flow and pressure but also can monitor earthquake activity.
The meter can open and close an inner cutoff valve and
deliver a warning to users if abnormal measurements of gas
or seismic activity occur in a gas facility or house. Figure 2
explains the components and functions of an intelligent
micom gas meter incorporating a wireless ZigBee commu-
nication module (cyan color) with a JN5139 microcontroller.
The meter classifies flow measurements as massive, cumu-
lative, instantaneously rising or descending, while pressure
measurements can be high or low. The earthquake function
with associated alarm buzzer is triggered by an event of
magnitude 3.0 or higher on the Richter scale. Two of the
micom gas meter external ports are connected to additional

Table 1: Functions of an intelligent micom gas meter.

Number Functions
1 Mass flow rate (m3/h)
2 Cumulative flow rate (m3/h)
3 Instantaneous rising flow rate (m3/h)
4 Instantaneous descending flow rate (m3/h)
5 Infinitesimal flow rate (m3/h)
6 Current pressure (mmH2O)
7 Set upper pressure (mmH2O)
8 Set lower pressure (mmH2O)
9 Determine continuous use time (min)
10 Open/close cutoff valve
11 Check cutoff valve
12 Management codes, alarm, and buzzer activation

gas detectors and sensors that deliver signals for gauging
gas safety states in specific sectors. Table 1 shows the safety
functions of the micom gas meter, including automatic
control and shut-off.

3.2. Automatic Fire-Extinguishing Systems (AFES). Figure 3
shows an automatic fire-extinguishing system (AFES) con-
troller with a ZigBee module, and Figure 4 shows the AFES
in its connected configuration for detecting gas leaks and
abnormal temperatures. In the event that a risk signal is
received from a gas leak detector or if the temperature sensor
indicates temperatures above 100∘C, the AFES controller
closes a shut-off valve; if the temperature reaches 130∘C,
the controller induces the fire-extinguishing system to spray
suppressing chemicals when the temperature goes up over
130∘C for at least one minute. To detect combustible gas, the
detector system outputs at 12 V.

3.3. Smoke and CO Detectors. Figure 5 shows a smoke and
carbon monoxide (CO) detector with a wireless ZigBee
module; when a fire occurs, the detector sends an event
signal to a wall pad via the automatic fire-extinguishing
system receiver.The COmonitoring functionality is useful in
gas boilers, where incomplete combustion of fuel produces
toxic carbon monoxide; if CO gas is detected, the CO
sensor sends a risk signal to the wall pad via the automatic
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Figure 2: Components and functions of micom gas meter with ZigBee module.

Table 2: Protocol and baud rates of devices and nodes.

Devices Protocol Nodes/connection
Micom gas meters RS-232 (9,600 bps) Sensor nodes
CO detectors RS-232 (9,600 bps) Sensor nodes
Smoke detectors RS-232 (9,600 bps) Sensor nodes
Automatic fire-extinguishing system RS-232 (19,200 bps) Sensor nodes, Routers
Wall-pads RS-232 (9,600 bps) Sink nodes
A wall-pad↔ a USB port RS-232 (38,400 bps) Internal connections

Wall-pads↔ a server WLAN (54Mbps)
BcN (100Mbps) Wireless and wired networks

Figure 3: Interior of AFES controller with ZigBee module.

fire-extinguishing system receiver, while smoke levels are
monitored to determine if a fire is occurring.

3.4. Wireless Wall Pads with ZigBee Modules. Figure 6 shows
the front and rear sides of a wall pad equipped with a wireless
ZigBee communication module. The wall pad contained
is controlled by an embedded Windows XP Pro operating
system, features an 8.4 in LCD panel and an Atom N270
1.6GHz CPU, and has 1 GB of DDR2 RAM, a SATA 160GB
hard disk drive (HDD), and USB-type wireless Ethernet

LAN connectivity. In order to test the wall pad application
program, we implemented several gas safety management
scenarios (see Table 3) using Microsoft Visual Studio 2010.
In the simulations, the wall pad received gas flow, pipeline
pressure, and earthquake-related data through a micom gas
meter, and gas leaks or temperatures in the range of 100
to 130∘C were signaled by an automatic fire-extinguishing
system consisting of a smoke sensor and CO detector. If an
abnormal state occurred in all gas safety appliances, the wall
pad took emergency action and then delivered the relevant
signals and state data to the web via a mobile server. Figure 7
shows an assembled gas safety system consisting of appliances
and wall pad controllers; using this, we conducted a pilot
experiment in which the gas safety appliances and wall pad
controller were subjected to various scenario conditions.

4. Smart-Home Gas Safety
Management System (S-GSMS)

Table 2 shows the communication protocols and baud rates
of the devices used to affect gas safety management sys-
tem interconnection, and Figure 8 shows both wired (solid
lines) and wireless (dotted lines) signal flow in the system.
The wireless sensor network is configured by classifying
the sensor nodes as, variously, micom gas meters, automatic
fire-extinguishing system, smoke and CO detectors, or sink
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Figure 5: CO and smoke detector with ZigBee module.

Table 3: S-GSMS scenarios.

Number Appliances Scenarios and procedures

1 Micom gas meter

(i) Structure: built-in sensors (pressure, flow rate,
seismic scope, and inner gas valve)
(ii) Monitors: gas pressure, flow rate at pipelines, and
seismic activity
(iii) Operation: generate alarm, shut off inner valve

2 Automatic fire-extinguishing system

(i) Monitors: detect combustible gas leakage and
dangerous temperatures (i.e., between 100 and 130∘C)
(ii) Operation:
(1) generate alarm, shut off external gas valve for gas
leak or temperature above 100∘C
(2) close inner valve in micom gas meter
(3) spray fire-extinguishing chemicals at temperatures
above 130∘C

3 Smoke sensor
(i) Monitors: smoke
(ii) Operation: after generating alarm, close inner valve
in micom gas meter and then stop boiler system

4 CO sensor
(i) Monitor: carbon dioxide gas
(ii) Operation: after generating alarm, close inner valve
in micom gas meter and then stop boiler system
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Figure 6: Front and rear sides of a wall pad with ZigBee module.
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nodes (e.g., wall pads), and inner protocols are interfaced
between the nodes and appliances. The diagram shows
the signaling stream directions used to manage the system
through a website; in this case, a smart phone network
controls the gas safety appliances via internet and mobile
connectivity. Through the internet gateway, the smart phone

application sends ZigBee commands to the management
system, which in turn relays these commands the JenNet
(JN5139) wireless network. A wireless microcontroller on
each network gas safety appliance runs an application to
interpret the ZigBee commands in order to control the
appliance and monitor the gas safety state. Users can connect
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to a gas safety management server through either the web
or a mobile site at any time or place in order to inspect
and manage system operation. As described previously, an
internal valve within the micom gas meter will close if it
receives abnormal information from the gas flow, pipeline
pressure, or earthquake sensors, while the automatic fire-
extinguishing system will close an external valve if it receives
a gas leak reading or detects temperatures above 100∘C. If
smoke and CO are detected together, both the gas meter
internal valve and the external valve are closed.

Following the configuration shown in Figure 9, we in-
stalled a smart-home gas safety management system (S-
GSMS) in an apartment building with the server located in
the apartment management office. Based on data provided
by the gas safety devices, this system is able to independently
implement the security steps described above and then notify
users, safety managers, gas suppliers, and governing bodies
via the management server in the event of gas leakage or

abnormalities in terms of pressure, flow, or seismic con-
ditions. Table 3 lists the test scenarios and procedures for
gas safety management used by the devices, and Figure 9
shows a schematic diagram of the safety appliances, wall pad,
routing technology, and wireless web server—an ML350G6
HP server with a Xeon E5504 processor that configures the
web and mobile sites using MS SQL 2008MS hosted on a
Windows 7 operating system.

5. Experimental Results

We manufactured a test-bed shown in Figure 10 to assess the
performance of the S-GSMS when subjected to the scenarios
shown in Table 3. Table 4 lists part names in Figure 10.
Before field testing and application of this setup, we carried
out enough experiments using air instead of gas in which
the air pressure was lowered using primary and secondary
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pressure regulators by two orders of magnitude to about
2.8 kPa, which is approximately the pressure in a working gas
pipeline. The items and parameters tested included wireless
communication operation, control of the wall pad, pressure
levels, gas use response, seismic measurements, gas leakage,
temperature, and levels of smoke and CO detected.

Figure 11 shows a control flowchart of remote, web-based
management of the S-GSMS. As shown in the figure, the
micom gas meter decides whether the inner valve needs to
be shut and then closes or opens the valve based onmeasured
consumption flow, gas pressure, usage time, or detection of an
earthquake of magnitude 5.0 or greater on the Richter scale.
The automatic fire-extinguishing system, which serves as a
router, opens and closes the external valve in the event of a
temperaturemeasurement above 100∘Cor a detected gas leak,

Table 4: Test-bed elements.

(1) Primary pressure regulator
(2) Secondary pressure regulator
(3) Pressure meter
(4) Micom gas meter
(5) Middle shut-off valve
(6) Automatic fire-extinguishing system receiver
(7) Automatic fire-extinguishing system operator
(8) Fire-extinguishing materials
(9) Temperature sensor
(a) Gas detector
(b) Carbon monoxide (CO) sensor
(c) Smoke sensor

while sensors detect smoke and carbon monoxide; Figure 12
shows the experimentally detected CO concentration data.
The wall pad delivers all information received from the
fire-extinguishing system router to the server. Based on the
test results, which are discussed below, the system delivered
outstanding normal processing performance when assessed
against the scenarios described in Table 3.

Figure 13 shows a schematic of the gas safety appliance
system control and management procedure implemented
in a living room and monitored on a smart phone screen
through a connected mobile site. In this experimental setup,
we installed realistic gas safety appliances, a wall pad, and
a server with web and mobile pages and verified that the
controlled function outputs on the smart phone (GalaxyNote
1, Samsung Co., Ltd.) coincided with those on the PC (HP
Co., Ltd.). Figure 14 shows a relational flow diagram model
for processing the S-GSMS data in order to manage the gas
safety and risk history, and Figure 15 shows a test setup in
which we used several S-GSMSs to control and manage more
than 100 houses in four villages. Using this setup, a test run
of the system with respect to the gas safety scenarios listed in
Table 3 was conducted.

Table 5 shows the experimentally assessed response times
for each S-GSMS sequence, while Table 6 explains the various
sequences. Figure 16 shows data gathered in daily measure-
ments by the micom gas meter of (1) cumulative flow rates
and (2) instantaneous rising flow rates. If the cumulative flow
rates exceeded a predetermined target value, the inner valve
of themeter was closed.The inner valve was also closed in the
event of gas pipeline cracking or overheating, as these events
would cause an abrupt increase in the instantaneous flow rate.
Figure 17 shows experimentally measured gas pipeline higher
and lower pressure vales than the default values respectively
by the micom gas meter. If daily measuring pressure of the
inner micom gas meter broke bounds predetermined high or
low pressure values a by fire or leakage, the inner valve of the
meter was closed.

6. Conclusion

In this study, we developed and tested a smart-home gas
safety management system (S-GSMS) for use in Korean
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Table 5: Response times for S-GSMS safety measures.

Legend Safety measures Response time (s)
A Alarm at micom gas meter 2

B Shut-off of inner valve at micom gas meter
(results in operational stop of boiler system because gas fuel supply is stopped) 10

C Alarm in automatic fire-extinguishing system 2
D Shut-off of external pipeline gas valve in automatic fire-extinguishing system 5
E Spraying of fire-extinguishing materials in automatic fire-extinguishing system 15
F Smoke alarm in wall-pad 2
G CO alarm in wall-pad 2
W Event notification on web pages 20
S Event notification on smart phones 20

Table 6: S-GSMS safety measure sequences.

No. Abnormal event Safety appliances Safety measures

1
Flow rate, Gas pressure
Earthquake, Using time
Reason on shut-off v/v

Micom gas meter A→B→W, S

2 Leakage (LNG/LPG)
Temperature (100∘C) Automatic fire extinguishing System C →D→A→W, S

3 Temperature (130∘C) Micom gas meter C →D→E→W, S
4 Smoke Micom gas meter F → B→W, S
5 Carbon monoxide Micom gas meter G → B→W, S

houses based on a network of gas safety appliances equipped
with wireless ZigBee communication modules incorporating
JN5139 controller chips. We designed an S-GSMS consisting
of gas safety appliances, sink nodes (e.g., wall pads), an
automatic fire-extinguishing system, and smoke and CO
sensors and tested it against various gas safety management
scenarios. To implement this system, we designed and man-
ufactured wall pad sink nodes programmed to affect gas
safety management scenarios in order to control the safety
appliances. Using this systemdesign, we configured a ZigBee-
based wireless sensor network for use in a house. To perform
gas safety management, the sensor network was connected
to an external network (BcN), which, in turn, was connected
to both the internet and a smart phone network. Based on
data on gas flow rate, pipeline pressure, detected seismic
activity or gas leakage, temperature, and CO and smoke
concentration, our proposed system can be used to take a
variety of safety measures if an abnormal state occurs and
then inform users and safety managers of the situation via
smart phone messaging. Using simulation and experiment,
we demonstrated that our S-GSMS can successfully prevent
abrupt gas-based incidents in order to minimize damage to
gas facilities or buildings.

Based on the results discussed here, the proposed sys-
tem can be effectively integrated into wireless and wired
integrated communication networks in order to prevent
dangerous gas and fire incidents.
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Inmany sensor network applications, energy efficiency and latency aremajor design criteria because battery-operated sensor nodes
limit network lifetime. In this paper, we propose a new contention-based duty-cycle MAC protocol using a synchronized approach
for use inwireless sensor networks. In the proposedMFT-MACprotocol, we use a control frame that considers the number ofDATA
frames to be transmitted to the next node in order to improve the energy efficiency and reduce the end-to-end delay. During the
SLEEP period, each node transmits multiple DATA frames to the next node through the use of the control frame.The performance
of the proposed MAC protocol is confirmed through the use of NS-2 simulator.

1. Introduction

Wireless sensor networks consist of one or more sinks and
a large number of small, low-cost, low-power sensor nodes.
These networks are suitable for a variety of applications, such
as environmental monitoring, military purposes, and gath-
ering of sensing information [1, 2]. In many environmental
monitoring wireless sensor network applications a sink gath-
ers data from battery-operated sensor nodes spread across
a geographical area using a unidirectional multihop chain
topology. In these applications the network lifetime is based
on the average power consumption and the battery lifetime of
the sensor nodes [3, 4]. Due to these circumstances, energy
efficiency is a major concern in the design of the medium
access control (MAC) protocols used in these types of sensor
networks.

The sensor-MAC (S-MAC) protocol [5], which was pro-
posed on the basis of contention-based protocols such as
IEEE 802.11, is a typical energy efficient MAC protocol for
wireless sensor networks. In S-MAC, a frame is divided into
listen and SLEEPperiods.The sensor nodes periodicallywake
up for a short fixed listen interval and then go back to sleep for
most of the frame duration to save energy.The low duty cycle
resulting from the ratio of the wake time to the total frame
time not only improves the energy efficiency but also may

result in a significant latency in the frame delivery, especially
in the multihop topology.

B-MAC [6], WiseMAC [7], and X-MAC [8] which use
an asynchronous duty cycle have been developed to improve
energy efficiency in the idle listening interval. In B-MAC,
we use low-power listening and an extended preamble to
reduce energy consumption. Nodes have awake and SLEEP
periods with an independent schedule. In order to provide
synchronization, B-MAC andWiseMAC use a preamble that
is slightly longer than the SLEEP period. WiseMAC reduces
the preamble length to improve the energy efficiency. B-MAC
and WiseMAC are well suited for light traffic loads but have
problems in the degradation of throughput, high latencies,
and low-power efficiencies due to their relatively longer pre-
amble.

The timeout-MAC (T-MAC) [9], the routing enhanced
MAC (R-MAC) [10], the variable load adaptive MAC (VLA-
MAC) [11], and the demand wakeup-MAC (DW-MAC) [12]
protocols have been proposed to improve energy efficiency
through the use of an adaptive duty cycle. In T-MAC, the
sensor nodes in the listen mode go to sleep when no activity
occurs for a given time interval, called TA. The TA is the
minimal amount of idle listening time per frame and so
may cause throughput degradation and additional latency. R-
MAC has been proposed to reduce the end-to-end delay in
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multihop topologies. R-MAC uses a PION (pioneer) frame
instead of the RTS/CTS frame of the S-MAC in its listening
mode.This PION frame supportsmultihop routing in a single
cycle. The DW-MAC protocol can reduce the packet delivery
latency for a wide range of traffic loads based on the R-MAC.
TheDW-MACprotocol schedules tomaintain a proportional
one-to-one mapping function between a DATA period and
SLEEP period.

We propose multiframe transmissionMAC (MFT-MAC)
for wireless sensor networks. In the proposedMAC protocol,
we transmit the multiple DATA frames in a single cycle to
improve energy efficiency and to reduce latency.

2. The MFT-MAC Protocol

In the traditional low-latency MAC protocols [10] a source
node sends a DATA frame to the sink node through a multi-
hop procedure in a single cycle. The proposed MFT-MAC
protocol is a contention-based MAC protocol for wire-
less sensor networks. MFT-MAC forwards multiple DATA
frames over the multihops in a single duty cycle in order to
reduce energy consumption without sacrificing the end-to-
end delay. MFT-MAC is well suited for data collection appli-
cations in which sensor nodes have to report to the sink node
through the use of multihops in a chain topology as shown in
Figure 1.

Figure 2 shows theMFT-MACoperation.TheMFT-MAC
protocol consists of SYNC, DATA, and SLEEP periods in a
single cycle as those in R-MAC [10]. Nodes 0 to 4 synchronize
their clocks with the required precision in the SYNC period.
In the DATA period, the source node contends with its
neighbors and setups a forwarding path using the control
frame for sending the DATA frame to the sink node in the
SLEEP period. In this paper, we use a control frame similar to
the RTS/CTS mechanism to solve the hidden node problem.
The control frame is used to request communication in the
same manner as a RTS frame and simultaneously confirms
the request like a CTS frame. The control frame possesses
the multiframe transmission information over multihops. In
the SLEEP period, nodes 0 to 3 can transmit DATA frames
through the multihops to the sink node 4. The nodes wake
up at some specific time in order to receive the multiframes
and then go back to sleep after transmitting the multiframes.

2.1. The Control Frame. During the DATA period each node
sends a control frame called a PION to the next node in order
to setup the forward path to the sink node. The PION acts as
the RTS and CTS; it includes all of the RTS and CTS fields. In
addition, the PION contains the final destination address, the
hop count, and the number of multiframes. The MFT-MAC
uses the cross-layer routing information; the final destination
address is passed down from the network layer. Each node
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Figure 2: The MFT-MAC operation.

sets its hop count to the number of hops needed to reach the
source node. Each node calculates the number ofmultiframes
to be transmitted to the next node in a single-hop interval.

In Figure 2, the source node 0 waits for a random
period from the contention window (CW) and an additional
distributed interframe spacing (DIFS) period before sending
a PION to node 1. Node 0 transmits a PION to node 1 with the
multiframe field number of 1. Node 1 waits for a short inter-
frame spacing (SIFS) period and then sends a PION to node
2 with the multiframe field number of 2 when node 1 has a
DATA frame to be transmitted to the sink node 4.This PION
frame acts like a CTS as node 0 overhears node 1’s PION.
Nodes 2 and 3 set their multiframe field numbers to those
of the received PION plus 1 when they have DATA to be sent
to the sink node 4.
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Table 1: Simulation parameters.

Bandwidth 20Kbps Carrier sensing range 550m
Rx power 0.5W Contention window (CW) 64ms
Tx range 250m DIFS 10ms
Tx power 0.5W SIFS 5ms
Idle power 0.45W Size of PION 14 byte
Sleep power 0.05W Size of DATA 50 byte

The number of DATA frames transmitted in the SLEEP
period is determined using the number of PIONs transmitted
in theDATAperiod. In this paper, we set the number of PION
frames to 5, the same number used in [10].When the number
of nodes is greater than 6 in the chain topology, the transmis-
sion should be continued in the next cycle. If the number of
nodes is 10, node 5 starts its transmission during the second
cycle. In the second cycle, node 5 transmits a PION with a
multiframe number of 6 and a hop count of 0 when node
5 has a DATA frame to be transmitted to the sink node 9.
The wake-up time of a node is calculated from the hop count
and the multiframe number. We describe the calculation of
the wake-up time in the following subsection.

2.2. The Multiframe Transmission. After setting up the for-
warding path in the DATA period, the nodes transmit the
multiple DATA frames during the SLEEP period, as shown
in Figure 2. During this period we employ the DATA/ACK
mechanism. A node transmits DATA to the next node. The
received nodewaits for a SIFS period and replies with anACK
if the DATA frame is received without errors. After receiving
the ACK, the node waits for a SIFS period and transmits
the next DATA frame when the node has additional DATA
frames to be transmitted to the next node. After receiving the
ACK for the final DATA frame, the node goes back into sleep
mode.

In Figure 2, the source node 0 transmits a DATA frame to
node 1, which then replies with an ACK back to node 0. After
receiving the ACK, node 0 goes into sleep mode. Node 2 then
wakes up to receive the DATA frames from node 1. Node 1
sends the received DATA frame to node 2, waits for an ACK,
and then transmits its own DATA frame. Nodes 3 and 4 wake
up to receive their respective multiple DATA frames at their
scheduled times. The wake-up time is calculated by

𝑊
𝑡
= 𝑇
𝑡
×∑𝑁

𝑖−2
, 𝑖 ≥ 2, (1)

where 𝑖 denotes the hop count and𝑁
𝑖
is the number of frames

to be transmitted to the next node.𝑇
𝑡
is the transmission time

from DATA to ACK determined by

𝑇
𝑡
= 𝑇DATA + 𝑇ACK + 2SIFS, (2)

where 𝑇DATA and 𝑇ACK denote the transmission time of the
DATA and ACK frames, respectively. In (1) we set the wake-
up time of the first and second nodes, that is, 𝑖 = 0 and 1, to
0.

3. Simulation Results and Discussions

We evaluate the performance of the proposed MFT-MAC
protocol through the use of a NS-2 simulator. Simulation
results have been compared to those found for the R-MAC
and DW-MAC protocols.

Table 1 shows the key system parameters used for simula-
tions.We use the default settings in the standard S-MAC sim-
ulationmodule in the NS-2 simulator as those in [10]. In sim-
ulations, each sensor has an omnidirectional antenna and we
use a two-ray radio channel model. We set the transmission
range to 250m and the carrier sensing range to 550m. We
use a constant bit rate (CBR) traffic model. The lengths of the
DATA and PION frames were 50 and 14 bytes, respectively.
We also set the duty-cycle related parameters as follows: the
total cycle time of 4465ms consisted of a SYNC frame of
55.2ms, a DATA frame of 168ms, and a SLEEP frame of
4241.8ms.

We use three different types of topologies in simulations:
a chain topology and 5 × 5-node chain and sink node
topologies. Nodes are deployed in equal intervals of 200m.
We perform simulations over 33000 seconds. We use the
static routing schemes to eliminate the effects of routing
algorithms as those in [12]. In the chain topology, each node
from 0 to𝑁−1 transmits its DATA frames to a sink node𝑁 as
shown in Figure 1. Figure 3 shows 5 × 5-node grid topologies:
a 5-chain scenario and a sink node scenario. In a 5 × 5-node
grid topology with 5 straight chains, each chain topology has
5 hops and each sink node is located at the edge of the grid.
Each node transmits its DATA frames to each sink node
along the path. In the 5 × 5-node grid topology with a sink
node, 24 source nodes transmit their DATA frames through
the shortest static routes to the sink node located at the
bottom right corner of the grid. The source node 0 uses the
shortest route {0–6–12–18–24} as shown in Figure 3(b) and
the maximum number of hops is 4.

We calculate average power consumption in order to eval-
uate the energy efficiency of the proposed MFT-MAC proto-
col. Average power consumption is calculated by dividing the
total energy consumed by sensor nodes by the total simulated
time as that in [10]. Figure 4 shows simulation results of the
average power consumption relative to the number of hops
in the chain topology. In the proposed MFT-MAC protocol,
we transmit multiple DATA frames using only one PION
frame, but the R-MAC and DW-MAC protocols transmit
only one DATA frame per PION. The number of PION
frames of the proposed MFT-MAC protocol is smaller than
those of the R-MAC and DW-MAC protocols in end-to-end
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Figure 3: 5 × 5-node grid topology.
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Figure 4: Average power consumption relative to the number of
hops in the chain topology.

transmission for a given traffic load. In the proposed MFT-
MAC protocol, energy consumed by nodes is reduced pro-
portional to the reduction of the number of PION frames.
Simulation results show that the average power consumption
of the MFT-MAC protocol is less than those of the R-MAC
and DW-MAC protocols.The average power consumption of
the MFT-MAC, DW-MAC, and R-AMC protocols is 69.58,
69.64, and 70.44mWatts at the rate of 1 bps (one packet per
400 seconds) for 8 hops, respectively.

Figure 5 shows the average power consumption relative
to the number of hops in the 5 × 5-node grid topology with
5 chains. In this scenario, retransmissions of PION caused
by collisions with neighbors and frame errors by interference
signals increase the average power consumption.The average
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Figure 5: Average power consumption relative to the number of
hops in the 5 × 5-node grid topology with 5 chains.

power consumption of the MFT-MAC, DW-MAC, and R-
AMC protocols is 71.08, 71.15, and 71.39mWatts at the rate of
4 bps (one packet per 100 seconds) for 4 hops, respectively.
Simulation results show that the proposedMAC protocol has
a good performance relative to those of DW-MAC and R-
AMC.

Figure 6 shows the average power consumption relative
to the number of hops in the 5 × 5-node grid topology
with a sink node. In this topology, the proposed MFT-MAC
protocol consumes more energy than those in other topolo-
gies as retransmissions of PION caused by collisions and
frame errors are increased. Simulation results show that the
average power consumption of the MFT-MAC, DW-MAC,
and R-AMC protocols is 71.1, 71.3, and 72.0mWatts at the rate
of 1 bps for 3 hops, respectively.
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Figure 6: Average power consumption in the 5 × 5-node grid
topology with a sink node.

In the proposed MFT-MAC protocol, we transmit mul-
tiple DATA frames, but DW-MAC and R-MAC deliver only
one DATA frame per duty cycle in the SLEEP period. The
MFT-MAC protocol further decreases the average end-to-
end delay relative to those of the DW-MAC and R-MAC
protocols since the DW-MAC and R-MAC protocols have
a lager duty cycle to transmit the PION frames during the
DATA period.The R-MAC protocol experiences more delays
than the DW-MAC protocol because of increasing the PION
frame collisions during the DATA period. Figure 7 shows
simulation results of the average end-to-end delay relative to
number of hops in the chain topology. The average end-to-
end delay time of the MFT-MAC, DW-MAC, and R-MAC
protocols is 5.70, 11.28, and 29.41 sec at the rate of 1 bps for
8 hops, respectively.

Figure 8 shows the average end-to-end delay relative to
the number of hops from the sink node in the 5 × 5-node
grid topology with 5 chains. In this scenario, retransmissions
of PION caused by collisions and frame errors increase the
number of duty cycles and therefore the average end-to-end
delay time is increased.The average end-to-end delay time of
theMFT-MAC,DW-MAC, andR-MACprotocols, 10, 39, and
95 sec at the rate of 4 bps for 4 hops, respectively.

Figure 9 shows the average end-to-end delay relative to
the number of hops from the sink node in the 5 × 5-node grid
topology with a sink node. In this scenario, the average end-
to-end delay time of the MFT-MAC protocol is larger than
those in other scenarios as retransmissions caused by frame
collisions and errors are increased. Simulation results show
that the average end-to-end delay time of the MFT-MAC,
DW-MAC, and R-MAC protocols are 21, 39, and 182 sec at
the rate of 1 bps for 3 hops, respectively.

Figure 10 shows throughputs of the proposedMFT-MAC,
DW-MAC, and R-MAC protocols in the chain topology. The
throughput performance of theMFT-MACprotocol is shown
to be superior to those found for the DW-MAC and R-
MAC due to the reduction of the average end-to-end delay
for a given number of nodes. In R-MAC and DW-MAC,
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throughputs are saturated as control frame collisions in the
DATA period are increased at a traffic load of 1 bps and 6 bps,
respectively. Simulation results show that throughputs of the
MFT-MAC, DW-MAC, and R-MAC protocols were 7.98,
5.86, and 0.32 bps at a traffic load of 8 bps, respectively.

4. Conclusions

In this paper, we proposed the multiframe transmissions-
(MFT-) MAC protocol for wireless sensor networks. The
proposed MAC protocol is well suited for data collection
applications in which sensors have to report to the sink nodes
through a multihop topology. We have confirmed the perfor-
mance of the proposed MAC protocol through NS-2 simula-
tions. The simulation results show that the proposed MAC is
superior to the DW-MAC and R-MAC protocols in regard to
average power consumption, the average end-to-end delay,
and throughput.
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In this paper, we introduce a novel design of high-performance smart card with HF/UHF dual-band RFID tag to overcome
frequency interference problem. Firstly, we have designed and tested a UHF RFID tag using a simulation software system. In the
smart card hardware design stage, we connect aHF antenna and aUHF antenna and place them in one inlay sheet. Using a spectrum
analyzer, we systematically adjust the antenna pattern to detect the optimal patterns that fit the impedance of the RFID chip. We
evaluate the performance of the resulting smart card with standard RFID testers.The experiments show that our proposed RFID tag
outperforms other dual-band RFID tags and maintains itself in a reasonable size. Moreover, we increase IC chip’s memory capacity
to resolve security-related problems when RFID tags are used in a financial transaction. We firstly exploit an IC contact protruded
from the card to add an additional memory, and we integrate functions of the RFID tag to use the equipped memory through the
induced current of the contact. The implemented prototype of our proposal can accommodate an extended memory ranging from
one gigabyte up to four gigabytes.

1. Introduction

Radio frequency identification (RFID) is one of the basic
technologies for the realization and implementation of
ubiquitous and pervasive computing. For the design of
high-performance RFID technology, we primarily need to
research and invest on technologies for the design of RFID
antennas [1]. For the last several years, numerous studies
have been conducted on the design and implementation of
RFID. Especially, there have been intensive researches on
the implementation of 13.56MHz RFID antennas and on the
commercialization of RFID tag products with different types
and functions [2–4].

One of the popular commercial configurations in con-
temporary RFID card products is a financial IC chip. It is
equipped with RFID and does not contain a USB-type mem-
ory.The IC chip is used for the authorization and authentica-
tion for secure financial transaction, and the separate USB-
type memory can also be used for the memory function
of public certificate, which is widely used in Republic of
Korea. Another typical example of contemporary RFID card
products is a transit card for public transportation.There have

been various commercial RFID-based transit cards designed
to maximize the functional usage and efficiency of USB
memories inside the cards. Additionally, there have been
observed remarkable changes in transit card development
including the evolution to a general-purpose multifunctional
card for the application to diverse domains. For instance,
RFID cards are applied to the security of personal computers
and business/enterprise-level security hub by utilizing the
memories inside the cards.

1.1. HF/UHF Dual-Band RFID Tag. With this wide-spread
use of UHF RFID tags, related studies are being conducted
actively, and thus various patterns of UHF (900MHz) RFID
antenna are being designed [5]. The space at the center of a
UHFRFID antenna is usually used for the contact with a chip
through chip bonding. Furthermore, in antenna design, the
size of antenna as well as its pattern can make a significant
impact on the performance of RFID. Recently, dual-band
RFID tags, which integrate two frequencies of HF/UHF on
one sheet, are also widely studied [6–9]. One typical obstacle
of the dual-band RFID tag is a mutual frequency interference
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phenomenon due to the fabrication of the HF antenna and
the UHF antenna on the same sheet.

1.2. Memory Function. Also, RFID tags with low memory
capacity can raise security issues due to the limited space for
storing crucial information. The security of smart card can
be greatly enhanced by adding large memory. For example,
if a user can have a long password that can be encrypted in
long bits, criminals will havemuchmore difficulty in cracking
the password. However, most RFID chips have only from one
to four kilo-bytes memory, which are not suitable for storing
encrypted passwords and public/private digital certificates
used in electronic financial transaction.

Considering these backgrounds, in this paper, we present
a novel design and implementation of a HF/UHF dual-band
RFID tag that integrates internal card memory using an IC
contact protruded from the RFID card in order to solve the
above mentioned problems in the functions and security of
card introduced by increasing the memory capacity of IC
chip.

The remainder of this paper is organized as follows. In
Section 2, we explain the design of dual-band RFID tag and
IC chip embedded with memory function. In Section 3, we
discuss empirical results of our proposed card prototype. In
Section 4, we discuss related work. Finally, in Section 5, we
summarize and conclude our research with future research
directions.

2. Design of Dual-Band RFID Tag and IC Chip
Embedded with Memory Function

In this section, we explain our design of memory-embedded
dual-band RFID tag in general (Section 2.1), design of dual-
band RFID tag (Section 2.2), and design of memory/IC chip
(Section 2.3).

2.1. Design ofMemory-Embedded Smart Card in General. The
purposes of this research are (1) to build a base to integrate
two unique radio frequencies into a card, as a part of the
development process of a RFID tag mounted with memory,
(2) and to design and develop a dual-band RFID tag onwhich
various security functions can bemounted using thememory.
In order tomake a RFID tag embedding amemory with these
various functions, we need to explore the following design
procedures.

(1) First of all, the antenna needs to be designed in con-
sideration of various potential problems,which can be
caused by memory mounting through the respective
analysis of the frequency bands to be used. The smart
card we propose is composed of HF (13.56MHz)
and UHF (900MHz) RFID tags with IC chip and
memories. That is, there is a RFID combination unit
for RFID use, and there is a IC chip for financial
transaction. The memory added is large enough to
contain long passwords encrypted with very long bits
and public/private certificates for digital signature.

(2) Once a memory-embedded dual-band RFID tag is
designed, we use a performance evaluation program
to simulate the performance of the RFID tag. If the
result of the simulation is below the target level, we
need to redesign the antenna (i.e., go to step 1). We
will detail this procedure in the Section 2.2.

(3) After we successfully evaluate the performance of
the designed memory-embedded dual-band RFID
tag, we deploy the tag and other elements (IC chip,
memory, etc.) on an empty space of a card. Firstly,
the tag is fixed on an appropriate space of a card
in consideration of other elements to be mounted
including IC chip, internal memory, and controller.

(4) We design the controller to interconnect and interop-
erate the IC chip and the memory, so that the card
can be interfaced from external media. After these
steps, a prototype product is established through the
evaluation of the design on a substrate.

As noted above, we embedded an IC chip and a controller
to operate the memory, and there have been no problems
caused by memory mounting. However, if we embed too big
a memory chip, it is possible that the overall size of the smart
card can increase.

2.2. Design of Dual-Band RFID Tag. There have been many
researches to utilize heterogeneous RFIDs in one card [6–9].
However, there are fundamental differences between those
previous researches and our research in terms of the structure
of inlay and design procedure. In most of those previous
researches, they embed each antenna on a different layer (or
front side and back side of a layer) according to its frequency.
In our research, we propose a RFID tag embedded with two
different frequency bands on one layer to construct inlay.
Also, for the previous researches of dual-band RFID tags
stored in one inlay, our design usually outperforms the tags
in terms of accuracy and size.

To understand the basic principle and to minimize the
frequency interference and impedance mismatching among
antennas, it is necessary to understand the product to which
the antennas are to be applied.

Before the explanation, we would like to explain a few
fundamental concepts for RFID tag design. In designing
RFID tag, we bond antenna and RFID chip for actual
functioning. Impedance is a measure of opposition to electric
current in an electric circuit. Therefore, an impedance of
RFID chip charatcerizes the RFID chip for its proper func-
tioning and operation. For example, if the impedance level of
a RFID chip is 50.0Ω, we need to design the antenna to be
attached to the RFID chip in order for the impedance level of
the antenna to be 50Ω for proper operation of the resulting
RFID tag.

To begin with, we briefly summarize the design and
optimization procedure discussed in this section as follows.

(1) We determine the shape, size, and position of
the UHF antenna pattern to design a UHF RFID
tag. We design and test the UHF RFID tag using
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80mm 900MHz

13.56MHz

26mm

Figure 1: Configuration of one-sheet inlay RFID tag antenna in a smart card. Note that both antennas are singly connected (denoted by a
blue star in the figure). That is, they are connected by etching.

a simulation software system. Ansoft’s HFSS is used
for this purpose.

(2) We analyze Smith chart to fit the antenna to the
impedance level of RFID chip. Please note that we
use the simulation software for UHF antenna only,
because there is no system that can simulate antennas
with different frequency levels in one inlay-design.

(3) In the smart card hardware design stage, we connect
a HF antenna and a UHF antenna and place them in
one-inlay sheet to resolve the interference problem.
Since we only have adjusted the UHF antenna to the
RFID chip in the design stage using the simulation
software, the combined antennas naturally will not fit
to the impedance level of the RFID chip, which result
in malfunction or no operation.

(4) To solve this impedance mismatching problem, we
use a spectrum analyzer to systematically adjust the
antenna pattern to detect the optimal patterns that
fit the impedance of the RFID chip. We repeat this
step for every pattern adjustment until we obtain an
antenna pattern that fits in the impedance level of the
RFID chip. We consider a trade-off between size and
recognition range of the antenna pattern during this
adjustion.

(5) We evaluate the performance of the resulting smart
card with standard RFID testers.

Now, let us explain the procedure in more detail. As
shown in Figure 1, we need to decide which size, shape, and
position of the combined antenna (UHF andHF) to optimize
the interaction with RFID chips. The width and height of the
resulting dual RFID tag are 85.6mm and 54.0mm, respec-
tively. To decide the positions that minimize the interference
problem, we firstly estimate frequency functions of active
power and reactive power to measure mutual interference
of different frequency bands. From the obtained frequency
functions, we identify amplitude and phase of frequency
element of each sine wave.

After we identify the amplitude and phase of each
frequency band, to optimize the electricity usage for each
band, we solve the impedance mismatching problem by
strategically changing antenna pattern, position, and shape
for each band. However, if both antennas are not connected
or both antennas are not designed with the consideration of

their mutual interference, this trial-and-error based step-by-
step change cannot completely solve the interference prob-
lem. For instance, in actual implementation, communication
failure between the antenna and the reader can happen. And
the failure can result in modification of reading speed and
frequency priority, which affects the interaction between the
antenna and the RFID reader.

To solve this interference problem, we propose and
implement an inlay antenna design as shown in Figure 1 to
effectively distribute active resonance current. Note that the
proposed antenna works in integrated and connected mode,
instead of independent modes. That is, as shown in Figure 1,
we connect HF (13.56MHz) antenna and UHF (900MHz)
antenna. This connection can cause impedance mismatching
problem, which causes marginal performance degradation of
HF (13.56MHz) antenna; however overall performance turns
out to be enhanced, as shown in Table 1 in Section 3. Note
that the performance degradation of HF antenna due to its
connection to UHF antenna does not affect actual real-world
usage because the users of HF antenna equipped smart card
usually touch their card to the reader.

As for the related work on RFID design technologies [10],
there have been many researches conducted. In this research,
we basically use an antenna pattern program (Ansoft’s HFSS)
and equipment to design and implement RFID tag antenna
as shown in Figure 2. However, according to our knowl-
edge, there are no antenna pattern tools available to assist
generating antenna patterns for the antennas with different
frequency bands on one sheet. That is why we have to adopt
step-by-step trial-and-error based approach in this research.
However, there are a few considerations to be maintained for
the dual-band RFID tag design for smart card. Because the
smart card should be portably used, the size of the card is
strictly limited, and we know that if the antenna is bigger,
its recognition range is farther. We consider this size versus
recognition range trade-offduring the antenna adjustion step.

From the structural diagram of the card in Figure 2(a),
it can be seen that we stack a tag containing both antennas
(HF and UHF) at the bottom, a PCB board containing IC
chip and memory in the middle, and a controller with other
components on the top of the card. Note that HF antenna and
UHF antenna are on the same inlay, though we present them
separately in Figures 2(b) and 2(c) for easier understanding
for the readers.
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Table 1: Performance evaluation results in terms of recognition range of dual-band RFID tag.

Pattern HF (13.56MHz) UHF (900MHz)
Test method Recognition range Test method Recognition range

1 Mercury4 3.00 cm Mercury4 3.00m
Impinj 2.50m

2 Mercury4 3.00 cm Mercury4 3.10m
Impinj 4.00m

3 Mercury4 3.00 cm Mercury4 3.00m
Impinj 5.00m

4 Mercury4 3.00 cm Mercury4 2.20m
Impinj 3.80m

5 Mercury4 3.00 cm Mercury4 3.50m
Impinj 5.50m

PCB (controller)
Components

IC chip PCB (IC and memory)

Min. 3 cm

RF TAG (900mHz, 13.56mHz)

(a) Structure of the card (b) HF (13.56MHz) RFID Tag

(c) UHF (900MHz) RFID Tag

Figure 2: Design of smart card with dual-band RFID tag.

In terms of antenna implementation, there have been
many studies conducted [11], and several products of different
types and functions have been commercialized including
access cards, various membership cards, smart cards, trans-
portation cards, and e-money cards. In this research, we need
to design an antenna thatmaximizes efficiencywhenmultiple
antennas are used together for RFID on the same sheet and a
financial IC chip with a memory on a different inlay sheet (as
shown in the Figure 2).

For this purpose, we have detected and developed five-
inlay patterns to minimize frequency interference. In terms
of RFID tag usage per frequency band, we use Philips’s
ISO14443A-type chip for 13.56MHz RFID and Impinj’s Gen2
chip for 900MHz RFID.

As for UHF (900MHz) RFID, we have changed the
contact point considering the impedance of the chip. In
Figure 3, it can be seen that we apply single-ended connection
(i.e., both antennas are connected by etching) for the contact
point design, which is different from the case when we design
UHF (900MHz) RFID tag alone. As mentioned, we have
integrated two antennas with different frequency bands in a
way to minimize frequency interference and to maximize the
amplitude for the response signal.

2.3. Design of Memory/IC Chip. After the installation of
the antenna through the procedure explained above on the
same card, a memory-embedded IC chip is additionally
incorporated into a different inlay and stacked with the RFID
antenna inlay into one hybrid smart card.

Figure 4 shows the layout of memory card and IC chip
designed in this study. Note that the tag image on the left
shows a front side of the tag, and the tag image on the right
shows the rear side of the same tag. As we have noted, it
is possible to make a dual-band RFID tag embedded with a
complete memory function by fixing a memory card and an
IC chip on PCB substrate.

3. Experimental Results

In order to solve the functional and security problems of the
card by separating the IC chip and increasing its capacity, we
add internal card memory using the IC contact protruded
from the card and we integrate functions that can use the
mounted memory through induced current in the contact.
As a result, the memory in the card is expandable from one
gigabyte up to four gigabytes, and the functions of 13.56MHz,
900MHz, and IC chip in the memory can be accessed easily.
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Figure 3: Detected patterns of dual-band RFID tag antenna.

Figure 5 shows signal/response of UHF reader (Figures
5(a) and 5(b)). Note that, in the Figure 5(a), the response
pulse (in red line) indicates a noise signal, but the response
pulse (in red line) in the Figure 5(b) shows meaningful
signals, which is 64 bit tag ID.

Testing results on the performance of the UHF
(900MHz) RFID tag antenna is generated using a simulation
software (Ansoft’sHFSS).The simulation software generates a
Smith chart to analyze the design of the antenna.The red line
shows the change of impedance level according to frequency.
Each point on the red line (in white circle, square, and black
circle) corresponds frequency in GHz and impedance in
complex form. For example, the white circle indicates that the
frequency is 0.5 GHz and the impedance is 52.09 − j300.3Ω.
Note that this software is used when we design the UHF
antenna pattern in the beginning of the dual-band RFID tag
design. After the performance of the designed antenna has
been simulated using a performance evaluation program,
if the result is below the target level, as we mentioned,
we adjust the antenna design with size/recognition range
trade-off. As for constructing a trial prototype product, we
apply manufacturing technology based on the design of each
function.

The RFID tag has been made in two types, and the
prototype has been made through wiring and etching meth-
ods. Mostly etching method is preferred because of its

Memory chip IC chip

Figure 4:Memory card and IC chip layout.The tag image on the left
shows a front side of the tag, and the tag image on the right shows
the rear side of the same tag.

relative convenience.Thosemethods have been chosen based
on accuracy of antenna implementation and comparative
evaluation of integration and assembly process.

Figure 6 shows experimental results of our proposed
system including antenna reflection coefficient, standing
wave ratio (SWR), Smith chart, and antenna radiation pattern
measured by the performance evaluation system. Note that
the blue oval in Figure 6(a) indicates the frequency band-
width (about 109MHz, which is 946MHz minus 837MHz)
that the tag responds properly to. Also, the blue oval in
Figure 6(b) indicates the frequency bandwidth (which is
between 837MHz and 947MHz) that the tag responds
properly to. The two blue ovals in Figures 6(a) and 6(b)
approximately match the blue circle in Figure 6(c).

As in Figure 6, the bandwidth of the antenna reflection
coefficient is 109MHz with frequency between 837MHz and
946MHz, and the standing wave ratio is between 837MHz
and 947MHz. From the Smith chart, it can be seen that there
is a gain of around 7.9 dB at frequency 0.7–1.1 GHz.

In Table 1, we summarize the performance evaluation
results in terms of the tag’s recognition range. Note that
Mercury4 reader supports 13.56MHZ and 900MHZ, but
Impinj reader supports 900MHZ only.

As in Table 1, the recognition range of the 13.56MHz
RFID tag is around 3 cm, and that of the 900MHz RFID
tag was around 2.2m and 5.5m, showing relatively high per-
formance. The recognition range of 13.56MHz RFID tag in
general is about 5 cm. FromTable 1, performance degradation
can be seen in our prototype in terms of 13.56MHz RFID.
This is due to the impedance mismatching problem caused
by connecting two antennas with different frequency bands.
However this performance degradation can be marginal,
considering that, in regular usage, we usually approach a
RFID tag to a reader as close as possible. As for 900MHz
tag, the recognition range is 5.5m in antenna pattern 5. Since
the usual recognition range of 900MHz tag is between 3m
and 4m, we can see some enhancement in 900MHz RFID
in antenna pattern 5.These results show the effectiveness and
enhancement of our proposed design.

4. Related Work

In the seminal work of Pope et al. [12], they have proposed
RFID systems with 13.56MHz. According to Lewis [13] and
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Figure 5: Signal and response of UHF reader (PowerRFID).

Mayer and Scholtz [9], 13.56MHz RFID operates relatively
slower than 900MHz RFID, but 900MHz RFID suffers more
from environmental issues such as liquid and metal.

Jeon et al. [6] have proposed dual-band slot coupled
dipole antenna for 900MHz (UHF band) and 2.45GHz
(microwave industrial, scientific, and medical band) RFID
tag application. Note that their work has focused on dual-
band RFID of UHF and microwave ISM application, while
our work has focused on dual-band RFID of HF and UHF
application. Also they did not connect the RFID antennas due
to high-frequency interference.

Leong et al. [7, 8] have proposed dual-band HF/UHF
antenna design. In [7], they have simulated its functionality
with Ansoft’s HFSS software; however they have not actually
tested their design with RFID chip and antenna. In [8], they
have implemented dual-bandRFID tag in a single feed system
with a UHF RFID C1G1 chip and a Tag Talk First HF chip.
While their antenna is designed as coil antenna, our proposed
antenna is actually manufactured by etching method and is

equipped with an IC chip, a controller and a memory for
smartcard usage.They incorporated HF antenna on the front
side of the RFID tag and UHF antenna on the back side of
the RFID tag. In our work, we incorporated our proposed
dual-band antenna on one side of the RFID tag as shown in
Figure 1.

Mayer and Scholtz [9] have proposed dual-bandHF/UHF
antenna for RFID tags. Their antenna structure consists
of a shorted loop slot antenna for the UHF band and a
coil antenna for the HF band. Their antennas have expe-
rienced performance degradation of UHF RFID; however
our antenna shows performance degradation in HF RFID. In
our work, we have developed five different antenna patterns
that can be applied directly for manufacturing dual-band
HF/UHF antenna. They incorporated HF antenna and UHF
antenna on one side; however, instead of connecting the
two antennas, they installed HF antenna encompassing UHF
antenna filledwith four capacitors to solve frequency interfer-
ence problems. We connected two antennas, and we solved
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Figure 6: The results of performance evaluation.

frequency interference problems by searching for optimal
antenna patterns.

Hwang and Kang [14] proposed a conceptual design of
dual-band RFID; however they did not implement the design
and test the effectiveness of their ideas. In our work, we not
only enhance the design methodology but also have gone
through extensive tests on the implemented cards to validate
the effectiveness of our proposed approach.

Our proposed HF/UHF RFID tag antenna is constructed
using etching method, and our proposed prototype has not
only dual-band RFID but also memory functions. Table 2
shows the comparison results of our proposed dual-band
RFID tag with the previous approaches by Leong et al. [8] and
Mayer and Scholtz [9]. From Table 2, it can be seen that our

Table 2: Performance comparison in terms of recognition range
with previous approaches. Note that HF band RFID was not
reported in Leong et al. [8].

Research group Recognition range of
HF band

Recognition range of
UHF band

Our approach 3.00 cm 5.50m
Leong et al. [8] N/A 2.00m
Mayer and Scholtz [9] 3.00 cm 1.74m

proposed dual-band RFID tag significantly outperforms the
previous approaches in terms of recognition range. That is,
our proposed smartcard works in HF/UHF dual-band RFID
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and is equipped with an IC chip, a controller, and a memory
and thus is directly applicable to industrial applications.

5. Conclusion

We introduce a novel design of high-performance smart
card with HF/UHF dual-band RFID tag to overcome the
frequency interference problem.

Firstly, we have designed and tested a UHF RFID tag
using a simulation software system. In the smart card hard-
ware design stage, we connect a HF antenna and a UHF
antenna and place them in one-inlay sheet. Using a spectrum
analyzer, we systematically adjust the antenna pattern to
detect the optimal patterns that fit the impedance of the RFID
chip.We evaluate the performance of the resulting smart card
with standard RFID testers. The experiments show that our
proposed RFID tag outperforms other dual-band RFID tags
and maintains itself in a reasonable size.

Moreover, we increase IC chip’s memory capacity to
resolve security-related problems when RFID tags are used
in a financial transaction. We firstly exploit an IC contact
protruded from the card to add an additional memory, and
we integrate functions of the RFID tag to use the equipped
memory through the induced current of the contact. The
implemented prototype of our proposal can accommodate
an extended memory ranging from one gigabyte up to four
gigabytes.

By solving technological problems step by step in each
stage until the prototype production and by evaluating the
performance of the tag prototype in several environments
where next-generation memory/IC chip cards can be used,
we see high potential for the proposed tag’s commercial value
in the smart card market.

We have conducted the design with the understanding
of active power and reactive power resulting from spatial
interference, which may happen in the integration of RFID
tags, and in consideration of reading priority for frequency.

Furthermore, our proposal for utilizingmemory has been
required by major industrial manufacturers and recognized
as a novel technology from the manufacturers. That is, we
have applied and adapted our proposed technologies to
industrial sectors during the period of this research with the
RFID manufacturer’s technological cooperation.
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This paper presents an integer linear programmingmodel devoted to optimize the energy consumption efficiency in heterogeneous
wireless sensor networks. This model is based upon a schedule of sensor allocation plans in multiple time intervals subject to
coverage and connectivity constraints. By turning off specifics sets of redundant sensors in each time interval, it is possible to reduce
the total energy consumption in the network and, at the same time, avoid partitioning the whole network by losing some strategic
sensors too prematurely. Since the network is heterogeneous, sensors can sense different phenomena from different demand points,
with different sample rates. By resorting to this model, it is possible to provide extra lifetime to heterogeneous wireless sensor
networks, reducing their setup and maintenance costs. This is an important issue to be considered when deploying sensor devices
in hostile and inaccessible environments.

1. Introduction

A wireless Sensor Network (WSN) typically consists of a
large number of small, low-power, and limited-bandwidth
computational devices named sensor nodes, as shown in
Figure 1. Four modules constitute a sensor node: processor,
battery, transmission, and sensor module. In addition to the
construction of processing packets, a dynamic algorithm for
routing in sensor nodes is performed to find and configure
the best possible network topology at runtime in order to
reduce the loss of energy and retransmission.

These nodes can frequently interact with each other, in a
wirelessmanner, in order to relay the sensed data towards one
or more processing machines (also known as sinks) residing
outside the network. They also have been primarily used in
the monitoring of several physical phenomena, such as tem-
perature, barometric pressure, humidity, ambient light, sound
volume, solar radiation, and precipitation, and therefore have
been deployed in different areas of application/research, like
agriculture, climate study, biology, and security. Figure 2
outlines a wireless sensor network.

The simple deployment of the approach is proposed by
[1], while sensing different phenomena through the same
WSN can lead to inefficiency in terms of energy expenditure.
With this perspective in mind, in this work, we provide an
extension to the model devised by [2–4], namely, to consider
different coverage radius and sampling rates for different
phenomena. We argue that the incorporation of such aspects
into the model can have a significant impact on the network
lifetime mainly when the spatiotemporal properties of the
phenomena under observation vary a lot.

The introduction of this new dimension into the model
brings about novel issues to be dealt with. The critical issue
relates to the concurrent routing of data related to different
phenomena, as these data should be relayed to different
sinks. The rest of the paper is organized as follows. Section 2
presents the Wireless Sensor Network (WSN), how do they
work, the components of a sensor, the problems that can
occur in a WSN, and complementary knowledge to optimize
the network. On the other hand, Section 3 presents the novel
integer linear programming model for the minimization of
energy expenditure in WSNs regarding the heterogeneity
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Figure 1: Sensor node.
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Figure 2: Wireless sensor networks.

aspects of the sensed phenomena mentioned above. More-
over, Section 4 presents computational results achieved by
simulation while providing a qualitative discussion of such
results. Finally, Section 5 concludes the paper and comments
on future work.

2. The Wireless Sensor Network

A Wireless Sensor network typically consists of a large
number of small, low-power, and limited-bandwidth com-
putational devices named sensor nodes. These nodes can
frequently interact with each other, in a wireless manner, in
order to relay the sensed data towards one ormore processing
machines (a.k.a. sinks) residing outside the network [5]. For
such a purpose, special devices, called gateways, are also
employed in order to interface the WSN with a wired trans-
port network. To avoid bottleneck and reliability problems, it
is pertinent to make one or more of these gateways available
in the same network setting. This is a strategy that can also
reduce the length of the traffic routes across the network
and consequently lower the overall energy consumption. A
typical sensor node is composed of four modules, namely,
the processing module, the battery, the transceiver module,
and the sensor module [6]. Besides the packet building
processing, a dynamic routing algorithm runs over the sensor
nodes in order to discover and configure in runtime the “best”
network topology in terms of number of retransmissions and

waste of energy. Due to the resources limitedmicroprocessor,
most devices make use of a small operating system that
supplies basic functionalities to the application program. To
provide the necessary energy for the whole unit, there is a
battery, whose lifetime duration depends on several aspects,
among which, its storage capacity and the levels of electrical
current employed in the device. The transceiver module,
conversely, is a device that transmits and receives data using
radiofrequency propagation as media and typically involves
two circuits, namely, the transmitter and the receiver. Due
to the use of public-frequency bands, other devices in the
neighbourhood can cause interference during sensor com-
munication [7]. Likewise, the operation/interaction among
other sensor nodes of the same network can cause this sort of
interference. Therefore, the lower the number of active sen-
sors is in the network, the more reliable the radiofrequency
communication tends to be among these sensors. The last
component, the sensormodule, is responsible for gauging the
phenomena of interest; the ability of concurrently collecting
data pertaining to different phenomena is a property already
available in some sensor nodes’ models.

For each application scenario, the network designer has to
consider the variation’s rate for each sensed phenomenon in
order to choose the best sampling rate of each sensor device.
Such decision is very important to be pursued with precision
as it surely has a great impact on the amount of data to
be sensed and delivered and, consequently, on the levels of
energy consumed prematurely by the sensor nodes [8]. This
is the temporal aspect to be considered in the network design.

Another aspect to be considered is the spatial one.
Moreover, [9] defines coverage as a measure of the ability to
detect objects within a sensor field. The lower the variation
of the physical variable being measured across the area, the
shorter has to be the radius of coverage for each sensor while
measuring the phenomenon. This influences the number of
active sensors to be employed to cover all demand points
related to the given phenomenon. The fact is that the
more sensors are active in a given moment, the bigger the
overall energy consumed across the network. WSN is usually
deployed in hostile environments, with many restrictions
of access. In such cases, the network would be unreliable
and unstable if the minimum number of sensor nodes was
effectively used to cover the whole area of observation. If
some sensor nodes failed to operate, their coverage area
would be out of monitoring, preventing the data correlation
coming from this area with others coming from other areas.
Another worst-case scenario occurs when we have sensor
nodes as network bottlenecks, being responsible for routing
all data coming from the sensor nodes in the neighbourhood.
In this case, a failure in such nodes could jeopardize thewhole
network. To avoid these problems and build WSN, a robust
design and extra sensor nodes are usually employed in order
to introduce some sort of redundancy. By these means, the
routing topology needs to be dynamic and adaptive. When
a sensor node that is routing data from other nodes fails,
the routing algorithm discovers all its neighbour nodes, and
then the network reconfigures its own topology dynamically.
A problem with this approach is that it entails unnecessary
energy consumption. This is because of the coverage areas of
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the redundant sensor nodes overlap too much, giving birth
to redundant data. In addition, these redundant data bring
about extra energy consumption in retransmission nodes.
The radio-frequency interference is also stronger, which can
cause unnecessary data retransmissions, increasing the levels
of energy expenditure.

Reference [10] presentsmany integer linear programming
models to optimize energy consumption but does not con-
sider the dynamic time scheduling. The solution proposed
by [1, 3, 4, 11] is to create different schedules, each one
associated with a given time interval, that activate only
the minimum set of sensor nodes necessary to satisfy the
coverage and connectivity constraints. The employment of
different schedules prevents the premature starvation from
some of the nodes, bringing about amore homogeneous level
of consumption of battery across the whole network. This is
because the alternation of active nodes among the schedules
is often an outcome of the model, as it optimizes the energy
consumption of the whole network taking into account all
time intervals and coverage and connectivity constraints [12].
It is well known that the sensing of different phenomena does
not follow the same spatio-temporal profile. For instance, the
temporal and spatial variations of temperaturemeasurements
in a given area can be very different from those related to
humidity. Working with only one radius of coverage for all
sensed phenomena entails that this radius will be the smallest
one. Likewise, choosing only one sampling rate for all sensed
phenomena implies that this rate can keep up well with the
phenomenon that varies faster.

3. The Integer Linear Programming Model

Thesolution proposed by [1, 2] is to create different schedules,
each one associated with a given time interval, which activate
only the minimum set of sensor nodes necessary to satisfy
the coverage and connectivity constraints. The employment
of different schedules prevents the premature starvation from
some of the nodes, bringing about a more heterogeneous
energy consumption level across the whole network [13].This
is provided because the alternation of active nodes among
the schedules is often a model outcome, as it optimizes the
whole network energy consumption taking into account all
time intervals and coverage and connectivity constraints. In
order to properly model the heterogeneous WSN setting,
some previous remarks are necessary.

(1) A demand point is a geographical point in the region
of monitoring where one or more phenomena are
sensed. The distribution of such points across the
area of monitoring can be regular, like a grid, but
can also be random in nature. The density of such
points varies according to the spatial phenomenon’s
variation under observation. At least one sensor must
be active in a given moment to sense each demand
point. Such constraint is implemented in the model.

(2) Usually, the sensors are associatedwith coverage areas
that cannot be estimated accurately. To simplify the
modelling, we assume plain areas without obstacles.
Moreover, we assume a circular coverage area. The

coverage radius is determined by the spatial variation
of the sensed phenomenon. It is assumed that all
demand points within this area can be sensed. The
radio-frequency propagation in real WSNs is also
irregular in nature. In the same way, we can assume a
circular communication area.The radius of this circle
is the maximum distance at which two sensor nodes
can interact.

(3) A route is a path from one sensor node to a sink
possibly passing through one or more sensor nodes
by retransmission. Gateways are regarded as special
sensor nodes whose role is only to interface with the
sinks. Each phenomenon sensed in a node has its data
associated with a route leading to a given sink, which
is independent from the routes followed by the data
related to other phenomena sensed in the same sensor
node.

(4) The energy consumption is actually the electric cur-
rent drawn by a circuit in a given time period.

In what follows [11, 13–16], the constants, variables, objective
function, and constraints of the integer linear programming
model applied energy consumption in heterogeneous are
introduced in a step-by-step manner.

3.1. Constants

𝑆: set of sensors;
𝐷: set of demand points;
𝑀: set of sinks;
𝑇: set of 𝑛 scheduling periods;
𝐺: set of phenomena (temperature, humidity, barometric

pressure, etc.). Each phenomenon has its own spatio-
temporal properties.The associated sampling rate has
impact on data traffic, while the associated radius of
coverage has impact on the number of active sensors;

𝐴
𝑖𝑗
: set of arcs 𝑖𝑗, 𝑖 ∈ 𝑆, 𝑗 ∈ 𝐷, link sensors to demand
points;

𝐸𝐵
𝑖
: cumulated battery energy for sensor 𝑖 ∈ 𝑆;

𝐸𝐴
𝑖
: energy dissipated while activating sensor 𝑖 ∈ 𝑆;

𝐸𝑀
𝑖
: energy dissipated while sensor 𝑖 ∈ 𝑆 is activated
(effectively sensing);

𝐸𝑇

𝑔

𝑖𝑗
: energy dissipatedwhen transmitting data from sensor
𝑖 to sensor 𝑗 with respect to phenomenon 𝑔. Such
values can be different for each arc 𝑖𝑗 if a sensor
can have its transmitter power adjusted based on the
distance to the destination sensor. Each phenomenon
has its own sampling rate, a parameter that impacts
the total amount of data transmitted across the WSN
and, consequently, the levels of energy waste;

𝐸𝑅
𝑖
: energy expended in the reception of data for sensor
𝑖 ∈ 𝑆;

𝐸𝐻

𝑔

𝑗
: penalty applied when any sensor does not cover a
demand point 𝑗 ∈ 𝐷 for phenomenon 𝑔;
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𝐸𝐺

𝑔

𝑖
: penalty applied when sensor 𝑖 ∈ 𝑆 is activated to
unnecessarily sense the phenomenon 𝑔;

𝐴𝐷

𝑔

𝑠𝑑
: set of arcs indicates whether the sensor 𝑠 coppers the
point of demand 𝑑 for phenomenon 𝑔.

3.2. Variables. These are the decision variables:

𝑤

𝑡

𝑖
{0, 1}: if sensor 𝑖 was activated in period 𝑡 for at least

one phenomenon;
𝑦

𝑡

𝑖
∈ {0, 1}: if sensor 𝑖 is activated in period 𝑡;

𝑥

𝑡𝑔

𝑖𝑗
∈ {0, 1}: if sensor 𝑖 covers demand point 𝑗 in period 𝑡 for

phenomenon 𝑔;
𝑧

𝑡𝑔

𝑙𝑖𝑗
∈ {0, 1}: if arc 𝑖𝑗 belongs to the route from sensor 𝑙 to a

sink in period 𝑡 for phenomenon 𝑔;
𝑟

𝑡𝑔

𝑖
∈ {0, 1}: if sensor 𝑖 was activated in period 𝑡 for phe-

nomenon 𝑔;
ℎ

𝑡𝑔

𝑗
∈ {0, 1}: if demand point 𝑗 for phenomenon 𝑔 is not

covered by any sensor in time period 𝑡;
𝑒
𝑖
: Energy consumed by sensor 𝑖 considering all
time periods.

3.3. Objective Function. Theobjective function (1) minimizes
the total energy consumption through all time periods. The
second term penalizes the existence of some uncovered
demand points, but the solution continues feasible. It penal-
izes unnecessary activation for the phenomenon too.

Consider:

min∑
𝑖∈𝑆

𝑒
𝑖
+ ∑

𝑡∈𝑇

∑

𝑔∈𝐺

∑

𝑗∈𝐷

𝐸𝐻

𝑡

𝑗
ℎ

𝑡𝑔

𝑗
. (1)

3.4. Restrictions. The constraint (2) enforces the activation
of at least one sensor node 𝑖 to cover the demand point 𝑗
associated with phenomenon 𝑔 in period 𝑡. Otherwise, the
penalty variable ℎ𝑡𝑔

𝑗
is set to one.This last conditionwill occur

only in those cases when there is no sensor node that can
cover the demand point, that is, for the lack of battery power
when being used for other time periods and/or to monitor
other phenomena, or because there is no sensor that can cover
the demand point

∑

𝑠∈𝑆

𝐴𝐷

𝑔

𝑠𝑑
𝑥

𝑡𝑔

𝑠𝑗
+ ℎ

𝑡𝑔

𝑗
≥ 1, ∀𝑗 ∈ 𝐷, ∀𝑡 ∈ 𝑇, ∀𝑔 ∈ 𝐺. (2)

Figure 3 illustrates the results of two time intervals fourth
sensor nodes. The corresponding indices are

(i) time interval = 0;
(ii) sensor = 0;
(iii) measure = 0;
(iv) demand point 21.

The 𝐴𝐷 constant for the indices quoted indicates that it
is possible to cover the demand point 0 by the sensor 21, in
the time interval 0 to 0 magnitude. If this sensor is selected to
satisfy the constraint, the corresponding value of 𝑥𝑡𝑔

𝑖𝑗
is equal

S1

S3S2

S0

55

21

Sink0

Figure 3: The application of the covering according to the chosen
variable 𝑥𝑡𝑔

𝑖𝑗
.

to 1. If no sensor is allocated to cover a demand point, which
happens for example with the demand point 55, wherein the
sensor 2 is the only sensor that canmonitor it and is not active,
then the variable 𝑥𝑡𝑔

𝑖𝑗
for the corresponding index value will

be equal to 0, and the variable ℎ𝑡𝑔
𝑗
equals 1, and the penalty is

applied.
On the other hand, the constraint (3) turns on variable

𝑟

𝑡𝑔

𝑖
(which means that a sensor node is actively sensing

phenomenon 𝑔 in period 𝑡) if its associated sensor node
is indeed allocated to cover any demand point associated
with 𝑔. Furthermore, the variable 𝑟𝑡𝑔

𝑖
is applied in an other

restriction of connectivity to indicate the start of the route if
the sensor node is active.

Consider:

𝑥

𝑑𝑔

𝑡𝑠
≤ 𝑟

𝑡𝑔

𝑠
, ∀𝑑 ∈ 𝐷, ∀𝑠 ∈ 𝑆, ∀𝑔 ∈ 𝐺, ∀𝑡 ∈ 𝑇. (3)

Besides, the constraint (4) reads that sensor node 𝑖 is
fully active (parameter 𝑦

𝑡

𝑠
) if it is active for at least one

phenomenon of observation. This constraint is used to
facilitate the implementation of energy maintenance, and the
activation sensor for routing restrictions is described,

𝑟

𝑡𝑔

𝑠
≤ 𝑦

𝑡

𝑠
, ∀𝑡 ∈ 𝑇, ∀𝑔 ∈ 𝐺, ∀𝑠 ∈ 𝑆. (4)

In restriction (5), an exit route exists for a sensor node 𝑗 to
node 𝑘 sensor if there is already a path of arrival sensor node
𝑖 to node 𝑗 sensor at time interval 𝑡, the phenomenon 𝑔. The
constant 𝐴

𝑖𝑗
indicates whether a sensor has a connectivity

with another sensor. The index 𝑙 indicates the sensor node
that initiated the route,

∑

𝑖∈𝑆

𝑖 ̸=𝑗

𝐴
𝑖𝑗
𝑧

𝑡𝑔

𝑙𝑖𝑗
− ∑

𝑘∈𝑆∪𝑀

𝑖 ̸=𝑗

𝐴
𝑗𝑘
𝑧

𝑡𝑔

𝑙𝑗𝑘
, ∀𝑗, 𝑙 ∈ 𝑆, ∀𝑔 ∈ 𝐺, ∀𝑡 ∈ 𝑇.

(5)
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Figure 4: Applying connectivity according to the chosen variable
𝑧

𝑡𝑔

𝑙𝑖𝑗
.

In Figure 4, if an input arc 𝑖𝑗 (s3, s6), for example, will have
to be some other output arc, for example, 𝑗𝑘 (s6, sin 𝑘0), that
is, 𝑧𝑡𝑔
𝑙𝑠 3𝑠 6

− 𝑧

𝑡𝑔

𝑙𝑠 6 sin 𝑘0 = 0, the sum is applied to indicate all
possible routes according to the constant connectivity of the
time interval 𝑡 and magnitude 𝑔. The index 𝑙 indicates the
node that initiated the route.

Moreover, in restriction (6) if a node is active, then there
must be a route starting from it. As previouslymentioned, the
variable 𝑟 indicates whether a sensor node 𝑠 is active at a time
𝑡, 𝑔 for measure.This restriction is necessary because it is the
beginning of the route, or one route out, not being possible to
be met by the conservation flow.

Consider:

∑

𝑘∈𝑆∪𝑀

𝐴
𝑖𝑘
𝑧

𝑡𝑔

𝑙𝑖𝑘
= 𝑟

𝑡𝑔

𝑖
, ∀𝑙, 𝑖 ∈ 𝑆, ∀𝑔 ∈ 𝐺, ∀𝑡 ∈ 𝑇. (6)

And also in constraint (7), if a sensor node is active, then
its route must end in a sink node. Similarly to the previous
restriction (6), it is not possible to apply the conservation flow
since there is no exit route for sink node, only income,

∑

𝑖∈𝑆

∑

𝑗∈𝑀

𝐴
𝑙𝑘
𝑧

𝑡𝑔

𝑙𝑖𝑘
= 𝑟

𝑡𝑔

𝑙
, ∀𝑙 ∈ 𝑆, ∀𝑔 ∈ 𝐺, ∀𝑡 ∈ 𝑇. (7)

Furthermore, constraint (8) indicates that if there is an
exit route past a sensor node, the sensor node must be active.
A sensor node can be active only for data transmission, then
the decision variable 𝑦𝑡

𝑖
indicates that it should be active to

receive value equal to the greater presence of the exit route,

𝐴
𝑖𝑗
𝑧

𝑡𝑔

𝑙𝑖𝑗
≤ 𝑦

𝑡

𝑖
, ∀𝑙, 𝑖 ∈ 𝑆, ∀𝑔 ∈ 𝐺, ∀𝑡 ∈ 𝑇, ∀𝑗 ∈ 𝑆 ∪𝑀.

(8)

Constraint (9) shows that if there is an entry of a route that
passes by a sensor node, then that sensor nodemust be active.
In the same way, for the constraint of output going the route
of input

𝐴
𝑖𝑗
𝑧

𝑡𝑔

𝑙𝑖𝑗
≤ 𝑦

𝑡

𝑗
, ∀𝑙, 𝑖 ∈ 𝑆, ∀𝑔 ∈ 𝐺, ∀𝑡 ∈ 𝑇, ∀𝑗 ∈ 𝑆 ∪𝑀,

with 𝑖 ̸=𝑗, 𝑙 ̸=𝑗.

(9)

Constraint (10) determines the total energy spent by sensors
throughout the time that the network is active:

(a) it is added for each sensor 𝑖, and the energy is
expended in all periods of time with maintenance
(𝐸𝑀
𝑖
𝑦

𝑡

𝑖
), if 𝑦𝑡
𝑖
= 1;

(b) the same happens with the activation of sensors
indicated by the variable 𝑤𝑡

𝑖
, with 𝐸𝐴

𝑖
𝑤

𝑡

𝑖
.

All the energy for receiving data from the sensor 𝑙,
although not itself, who comes from sensor 𝑘, is added in
∑

𝑙 ̸= 𝑖

𝑙∈𝑆
∑
𝑘∈𝑆

∑
𝑔∈𝐺

𝐸𝑅
𝑙
𝐴
𝑘𝑖
𝑧

𝑡𝑔

𝑙𝑘𝑖
.

The same happens with the energy that used to transmit
data, except that it may be the sensor that initiated the route
expressed by this part, ∑

𝑙∈𝑆
∑
𝑗∈𝑆∪𝑀

∑
𝑔∈𝐺

𝐸𝑇

𝑖𝑗

𝑔
𝐴
𝑖𝑗
𝑧

𝑡𝑔

𝑙𝑖𝑗
.

Therefore,

∑

𝑡∈𝑇

(𝐸𝑀
𝑖
𝑦

𝑡

𝑖
+ 𝐸𝐴
𝑖
𝑤

𝑡

𝑖
+

𝑙 ̸= 𝑖

∑

𝑙∈𝑆

∑

𝑘∈𝑆

∑

𝑔∈𝐺

𝐸𝑅
𝑖
𝐴
𝑘𝑖
𝑧

𝑡𝑔

𝑙𝑘𝑖

+∑

𝑙∈𝑆

∑

𝑗∈𝑆∪𝑀

∑

𝑔∈𝐺

𝐸𝑇

𝑖𝑗

𝑔
𝐴
𝑖𝑗
𝑧

𝑡𝑔

𝑙𝑖𝑗
) ≤ 𝑒

𝑖
, ∀𝑖 ∈ 𝑆.

(10)

Constraint (11) enforces that each sensor node should
consume at most the capacity limit of its battery,

0 ≤ 𝑒
𝑖
≤ 𝐸𝐵
𝑖
, ∀𝑖 ∈ 𝑆. (11)

If a sensor is active in the first time interval, it means it
consumed energy to activate. The 𝑤 variable indicates this
activation. Then, the variable’s value is set to 1. On the other
hand, if the sensor is kept off in the first time interval, the
value is set to 0. Constraint (12) ensures that

𝑤

0

𝑖
− 𝑦

0

𝑖
≥ 0, ∀𝑖 ∈ 𝑆. (12)

In constraint (13), the sensor’s past and current activation
states are compared. If the sensor nodewas active fromperiod
𝑡 − 1 to period 𝑡, then 𝑤 is set to 1 or 0, otherwise,

𝑤

𝑡

𝑖
− 𝑦

𝑡

𝑖
+ 𝑦

𝑡−1

𝑖
≥ 0, ∀𝑖 ∈ 𝑆, ∀𝑡 ∈ 𝑇, 𝑡 > 0. (13)

4. Computational Results

The following conditions were considered to execute the
computational tests: four different scenarios are set according
to the time interval amounts 2, 4, 6, and 8 time intervals.
For each time interval, it was executed for some instances
using only phenomenon light and, other instances using two
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phenomena: temperature and light. The sensor’s coverage
radius used for temperature was 8.8 meters, and light used a
coverage radius of 16 meters. The connectivity radius among
the sensors is set to 11 meters. A regular grid of demand
points with 400 points was distributed in a square area of
10 × 10 meters, with four demand points per m2. Each
demand pointmay be associated with a phenomenon, but the
coverage of the sensors is totally independent of a demand
point alone. Likewise, 36 sensors were distributed in a regular
grid of 6 × 6 over the monitoring region, and in other
instances, distributed randomly. All sensor nodes have the
same characteristics as the coverage capacity, processing, and
transmission. Only one sink node was used, allocated in
the center the monitored region. All elements of described
(demand points, sensors, and sinks) were generated applying
geographic coordinates.

The constants energy values were calculated according to
the values found in the manufacturer’s sensor manual (Mote
battery life calculator). The total transmission and reception
data in a given time interval are calculated based on the
amount of data and rate adopted by the devices. A constant
representing the penalty for not covering a demand point is
assigned for a value considerably high to force the model to
find a result that meets all coverage restrictions.

In [1, 3, 17, 18] they conceived their computational
experiments to produce WSNs with the minimum energy
consumption as possible, while maintaining the coverage and
connectivity constraints. The gain obtained in their work is
calculated by the comparison of the minimum set of sensors
that have to be active and the energy waste caused by the
activation of all sensors with high coverage overlapping in a
high density configuration [4].

The Integer Linear Programming (ILP) [19] model was
implemented in the programming language Java 6 using the
library Concert22, responsible for integrating the solver used.
The tests’ cases were solved by the IBM dynamic library
integrated CPLEX12.1 (IBM ILOG CPLEX). The machine
used on this test was an Intel i7 64 bits with 8GB of RAM
with windows 7 64 bits [20].

Table 1 shows the results obtained by running the model
for heterogeneous networks using one and two phenomena,
both for sensors allocated in grid and randomly, with the
objective’s function values composed of two parts: the elec-
trical charge summation consumption in all sensor nodes
and the penalties. The penalties are an artifact that allows the
model to remain feasible even when some demand points are
not covered by any sensor, giving flexibility to the model, but
at the same time this resourcemust be well calibrated to avoid
its unnecessary use that would cause disturbance in the real
solution. Thus, the real objective is calculated by subtracting
the artificial coverage penalties of the objective function or
just calculating the first part (summation) of the objective
expression.

In these experiments, the demand points are disposed in
a grid and randomly. In Table 2, the values are in function of
execution time represented in minutes: seconds, distributed
analogously to Table 1. Analogously to Tables 1 and 2,
Table 3 values represent the noncovered demand points’
percentage (%). Table 4 represents the number of variables

Table 1: Results obtained on the basis of objective value.

Model
Grid Random

One
phenomenon

Two
phenomena

One
Phenomenon

Two
Phenomena

2 intervals 5,376.22 6,326.88 5,376,22 6,244.92
4 intervals 10,752.43 12,653.76 10,752.43 12,653.76
6 intervals 15,698.32 18,765.48 15,698.32 —
8 intervals — — — —

Table 2: Results obtained in the light of the runtime (min-
utes : seconds).

Model
Grid Random

One
phenomenon

Two
phenomena

One
Phenomenon

Two
Phenomena

2 intervals 0 : 13 1 : 32 0 : 21 1 : 13
4 intervals 0 : 50 10 : 32 0 : 57 24 : 34
6 intervals 1 : 08 937 : 04 15 : 12 —
8 intervals — — — —

Table 3: Results obtained based on demand points.

Model
Grid Random

One
phenomenon

Two
phenomena

One
phenomenon

Two
phenomena

2 intervals 0.00% 0.00% 0.00% 0.00%
4 intervals 0.00% 0.00% 0.00% 0.00%
6 intervals 0.00% 0.00% 0.00% —
8 intervals — — — —

Table 4: Number of variables and constraints.

Model
Grid

One phenomenon Two phenomena
Variables Constraints Variables Constraints

2 intervals 125,720 214,828 251,296 429,476
4 intervals 251,440 429,548 502,592 858,844
6 intervals 377,160 644,268 753,888 1,288,212
8 intervals — — — —

and constraints of the problem when the exact method is
applied. For both grid and random allocations, the number of
constraints and variables is the same for each characteristic.
This equality is due to the same problem; just the data about
coverage and connectivity are changed.

The real purpose of this model is to extend the WSN
lifetime as far as possible, reducing the WSN energy cost and
preserving its coverage and connectivity. So, lower electrical
charge consumption is not necessarily an important issue if
it does not reflect on more time slots. The number of time
slots multiplied by the duration of the time slot represents the
WSN lifetime. This idea seems coherent at first glance since
energy waste reduction is often desirable.

The only drawback here is the uncovered demand point
rate, which is worse than ILP value. Despite this small
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imperfection, many real applications tolerate some lack of
coverage by the nature of the observed phenomenon and
other aspects. Even though, this uncovered demand points
are often situated at the periphery of the observed area. The
coverage radius does not reflect necessarily a sharp threshold
of sensing. The implementation of heterogeneous networks
by applying exact method for scenarios with 8 time intervals
increased in size so as not to allow the solver to find the
solution within 24 hours.

Analysing the results, it is observed that the heteroge-
neous network has an energy saving, considering that the
phenomena are handled differently.The radio of coverage for
the phenomena is different,making it unnecessary tomonitor
a given phenomenon, in this case light, by having a greater
radius of coverage by various sensors, reducing the amount
of redundant data to be transmitted.

Figure 5 shows the result obtained for an implementation
of a WSN with six time intervals, 36 sensor nodes, 400
demand points, and two phenomena. For the temperature
phenomenon, in the time intervals 2 and 4, the network’s
configuration is given in Figure 5.

The time intervals 6 and 8 configurations are given by
Figure 6. The configuration is able to maintain the network
active in the three given periods, so it is not necessary to
change the network’s configuration in the time given.

The same happens with the light phenomenon, but for
the time intervals 2, 4, 6, and 8, shown by Figure 7, the
configuration is the same.This happens because the coverage
radius is big enough to only be capable to cover the entire
sensoring area, and the necessary energy to transmit the
data is less than temperature. The time interval 6 needed
another configuration, as the previous sensor’s battery energy
would not be enough tomaintain the network active.This last
configuration is shown in Figure 8.
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5. Conclusion and Future Works

The difference between the homogeneous [11] and the het-
erogeneous is that the last one has the capacity to deal
with different phenomena independently, giving different
sample data and sensed range for each phenomenon. This
implies in a different way to treat the network’s transmission
data. Although it does not implement any density explosion
control, good solutions are found in feasible execution time
for wireless sensor network that could not be possible if only
ILP was applied.
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The results found are far better than the reference litera-
ture and leave opportunities for future enhancements as new
supplementary algorithms and heuristics are aggregated to
this methodology [21–24].

Another promising line of investigation involves the
design and implementation of parallel/distributed versions of
the framework, by means of which several GRI (Generator
of reduced instances) and SRI (solver of reduced instances)
instances could run concurrently, each one configured to
explore different aspects of the optimization problem at hand.
The use of insular genetic algorithms [25–28] can bring more
diversity and possibilities, resulting in effectiveness enhance-
ment. Moreover, other metaheuristics such as particle swarm
could be experimented replacing or working cooperatively
with genetic algorithms.

This hybrid methodology can be adapted to tackle other
problem classes like WSN as shown here. The key point in
this adaptation is finding the best or at least a good reducible
structure. This analysis is very linked to the chromosome
encoding choice as it represents a trade of between sub-
problem complexity range width and chromosome size. A
good reducible structure allows a wide range of subproblem
complexity from very light and fast subproblems to the actual
real problem. On the other hand, the reducible matrix size,
affects the chromosome size and a large chromosome size
reduces the GA effectiveness.

The dynamic coverage and connectivity in wireless sensor
networks’ problem applied are a very different problem class
than the cutting and packing class used in the original version
[29–32]. In this problem, a good reducible structure was
found but it is much larger than the ones found in the cutting
and packing problem instance. That is, the reason why a new

chromosome encoding was developed. This new encoding
makes the matrix choice viable.

Moreover, the publication of some papers related to
this subject [33] brought a good understanding about how
to give new contributions to this area and present better
solutions. According to [13], experiments were made for
the dynamic coverage and connectivity in wireless sensor
networks’ problem using what is mentioned in Section 3.The
use of integer linear programming approach is limited to a
certain level of complexity that sometimes is not enough for
a real size network (Table 4). It is expected that other hybrid
methodologies [15, 34] can be applied in the solution of the
problem.
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[22] L. Dumitrescu andT. Stützle, “Combinations of local search and
exact algorithms,” in Applications of Evolutionary Computing,

vol. 2611 of Lecture Notes in Computer Science, pp. 211–224,
Springer, New York, NY, USA, 2003.

[23] A. E. Eiben and J. E. Smith, Introduction to Evolutionary
Computing, Springer, New York, NY, USA, 2003.

[24] E. G. Talbi, “A taxonomy of hybrid metaheuristics,” Journal of
Heuristics, vol. 8, no. 5, pp. 541–564, 2002.
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[28] L. J. P. de Araújo and P. R. Pinheiro, “Heuristics backtracking
and a typical genetic algorithm for the container loading prob-
lem with weight distribution,” Communications in Computer
and Information Science, vol. 106, no. 2, pp. 252–259, 2010.

[29] N. V. Nepomuceno, P. R. Pinheiro, and A. L. V. Coelho,
“Tackling the container loading problem: a hybrid approach
based on integer linear programming and genetic algorithms,”
in Evolutionary Computation in Combinatorial Optimization,
vol. 4446 of Lecture Notes in Computer Science, pp. 154–165,
Springer, New York, NY, USA, 2007.

[30] N. V. Nepomuceno, P. R. Pinheiro, and A. L. V. Coelho,
“A hybrid optimization framework for cutting and packing
problems: case study on constrained 2Dnon-guillotine cutting,”
in Recent Advances in Evolutionary Computation for Combina-
torial Optimization, C. Cotta and J. van Hemert, Eds., vol. 153,
pp. 87–99, 2008.

[31] J. Puchinger and G. R. Raidl, “Combining metaheuristics and
exact algorithms in combinatorial optimization: a survey and
classification,” in Proceedings of the 1st International Work-
Conference on the Interplay between Natural and Artificial
Computation (IWINAC ’05), vol. Lecture Notes in Computer
Science of Lecture Notes in Computer Science, pp. 41–53, June
2005.
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In ad hoc and sensor networks, reputation-based trustmanagement schemes have been widely used to identify themalicious nodes.
These schemes leverage each node’s behaviors for malicious node detection and thus require a certain amount of time to observe
the behaviors of nodes. In mobile sensor networks, however, malicious nodes frequently move to different locations, and thus it is
likely difficult to collect enough evidence for them.Moreover, when reputation-based schemes are employed, it is not easy to revoke
the malicious nodes due to the risk of false positives. To mitigate these limitations of reputation-based schemes, we propose mobile
malicious node detection schemes based on software attestation technique, which virtually fulfills zero false positives. In particular,
we propose a probabilistic detection scheme in which each node attests its neighboring node with a certain probability. In order
to reduce the attestation overhead of the probabilistic detection scheme, we also propose the SPRT (Sequential Probability Ratio
Test) based detection scheme that uses the SPRT to determine when to perform the attestations. Through analysis and simulation,
we show that our proposed schemes detect mobile malicious nodes through software attestations in robust and efficient manner.

1. Introduction

In mobile sensor networks, the attacker may capture sensor
nodes and subvert them to be malicious. With these mobile
malicious nodes, he can distort the various operations of the
mobile sensor networks. For instance, in order to disrupt
data collection operation of the base station, the attacker can
launch false data injection attacks by havingmobilemalicious
nodes send false data into the base station. He can also make
mobile malicious nodes ruin the local operations such as
routing, localization, and clustering by contacting many
benign nodes. To diminish this damage incurred by mobile
malicious nodes, it is imperative to detect and revoke them
as quickly as possible. To meet this need, many researchers
have proposed a variety of malicious node detection schemes
in the context of ad hoc and sensor networks [1–10].

Reputation-based trust management schemes have been
proposed to deal with an individual nodes trust in accordance
with its behaviors [2, 4, 8]. Although malicious nodes can
be identified in these schemes, they are not easily revoked
due to the risk of false positives. Moreover, mobile malicious
nodes can control their movements in such a way to make it

difficult for theirmalicious behaviors to be observed.Another
approach to deal with the malicious node detection in sensor
networks is software attestation [1, 3, 5–7, 9, 10]. In this
approach, attester (the base station or a node) performs
attestations against the software running on attestee (a node)
to verify whether it matches the expected software image;
subverted image codes can then be detected. From perspec-
tive that this approach achieves virtually zero false positives
and does not require any node behavior knowledge, it is
more suitable than reputation approach for mobile malicious
node detection. However, the previous works on software
attestation did not describe how frequently each node needs
to be attested even though they proposed several attestation
methodologies.

To efficiently and effectively perform software attestations
against mobile nodes, we first devise a probabilistic attesta-
tion scheme in which each mobile node is probabilistically
attested. We then improve the performance of the proba-
bilistic scheme by developing a scheme based on the SPRT
(Sequential Probability Ratio Test) [11]. We apply the SPRT
to determine the frequency of attestations per mobile node
in such a way that highly mobile nodes are more frequently
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attested than lowly mobile nodes, leading to fast detection
of highly mobile malicious nodes. Our analytical results
show that both schemes achieves highmobilemalicious node
detection capability at the reasonable attestation overhead.
We also evaluate the proposed schemes by using ns-2 simula-
tor. Our simulation results demonstrate that the SPRT-based
scheme outperforms the probabilistic scheme in terms of
the attestation overheadwhile incurring reasonablemalicious
node detection time. Moreover, our proposed schemes catch
out the malicious nodes with at least 99.74% detection rate.
This indicates that almost all malicious nodes are detected by
our proposed schemes (a preliminary version of this paper
was presented in [12]).

The rest of paper is organized as follows. Section 2
presents the relevant work of malicious node detection.
Section 3 describes the network assumptions and attacker
models for our proposed schemes. Section 4 proposesmobile
malicious node detection schemes and analyzes the proposed
schemes. Section 5 presents the evaluation results of our
proposed schemes. Finally, Section 6 concludes the paper.

2. Related Work

In this section, we present the relatedwork formalicious node
detection in wireless sensor networks.

Reputation-based trust management schemes have been
proposed to evaluate each node’s trust based on its activities
[2, 4, 8]. In particular, Ganeriwal and Srivastava [2] used a
Bayesian formulation for trust management. Sun et al. [8]
applied information theoretic frameworks for trust evalua-
tion. Li andWu [4] utilized nodemobility to reduce an uncer-
tainty in trust computation and facilitate trust convergence.
However, the mobile malicious nodes are not easily revoked
because of the risk of false positives when these trust man-
agement schemes are used. Furthermore, mobile malicious
nodes can evade these schemes by adopting high mobility
strategy for their malicious actions not to be observed.

Software-attestation based schemes have been proposed
to discern the subverted software images of sensor nodes
[1, 3, 5–7, 9, 10]. In particular, the base station checks whether
the flash image codes have been maliciously corrupted by
performing attestations against randomly chosen parts of
image codes or the entire codes [5–7]. Yang et al. [9] propose a
localized attestation process in which each node collaborates
with its neighbors for node attestations. Tamer et al. [1] pro-
pose a group-based software attestation scheme in wireless
sensor networks. In this scheme, the attestation process is
localized and performed without the aid of the base station.
Jin et al. [3] use dynamic node attestation chains to reduce
checksum computation time required for node attestation
in mobile sensor networks. Zhang and Liu [10] propose a
dynamic software attestation scheme in sensor networks.The
proposed scheme employs software attestation technique to
detect the corrupted program data in run time.

3. Models

In this section, we first state the network assumptions and
then present an adversary models.

We assume a mobile sensor network where sensor nodes
freely roam throughout the network. Since every sensor node
is mobile, for simplicity, sensor node or node will be used
to indicate mobile sensor node in the rest of the paper. We
also assume that the sensor nodes could directly or indirectly
communicate with the base station. The base station is
assumed to be a trusted entity.This is a reasonable assumption
in the sense that the entire network operations are controlled
by the base station, and thus the network operator will fail to
correctly run the networks if the base station is compromised.

Attacker is able to capture a certain amount of sensor
nodes andmake themmalicious.He then exerts themalicious
nodes to mount a variety of attacks while keeping moving
them to different locations. For example, they can launch
denial of service attacks such as jamming and flooding to
damage various services provided inmobile sensor networks.
They can also inject fake data into the network, and thus the
network operator will gather the false information from the
network. Moreover, the attacker could make malicious nodes
contact many benign nodes and undermine the normal oper-
ations such as routing, clustering, and localization executed
by these benign nodes.

4. Robust Detection of Mobile Malicious
Nodes through the Software Attestation

This section presents the details of our schemes to detect
and revoke the malicious nodes using software attestation.
We start with a probabilistic approach and then show how
to reduce the attestation overhead with the SPRT.

4.1. Scheme I: The Probabilistic Approach. A straightforward
attestation approach is that a node attests its neighboring
nodes whenever it meets them. Although this approach
quickly detects malicious nodes, it will incur a large amount
of attestation overheads, leading to the delay in processing
the network operations. To reduce this attestation overhead,
we propose a probabilistic attestation scheme (Scheme I) in
which node attestation is probabilistically performed.Wefirst
describe the details of Scheme I and present an analysis of it.

4.1.1. Protocol Description

(a) Phase I: Predeployment. Before deployment, the network
operator generates a secret key shared between a sensor node
and the base station and installs it into each node.

(b) Phase II: Attestation. After deployment, each time every
attester 𝑢 meets every attestee V within its communication
vicinity while moving in the network, and it performs
software attestation against V with probability 𝑝

𝑎
. This prob-

abilistic attestation is attempted only once while V is in the
vicinity of 𝑢. Any techniques in [5–7, 10] can be used for
software attestation on V. By leveraging the fact that the sensor
nodes typically run homogeneous flash image codes, these
techniques examine whether the images codes executing on a
node coincide with the original image codes and identify the
subverted image codes.
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(c) Phase III: Postdetection.Once 𝑢 determines V as malicious
node, it generates amalicious node alertmessage on V, MNA=
{𝑢‖V‖𝑡

𝑚
‖MAC

𝐾
𝑢

[𝑢‖V‖𝑡
𝑚
]}, where MAC stands for message

authentication code, 𝐾
𝑢
is the shared secret key between 𝑢

and the base station, and 𝑡
𝑚
is a timestamp representing the

generation time ofMNA.The timestamp 𝑡
𝑚
is used to prevent

the replay attacks. Attester 𝑢 then sends MNAmessage to the
base station. After receiving MNA from 𝑢, the base station
performs software attestation against V to verify whether V is
really malicious. If MNA is valid, the base station revokes V
from the network.

4.1.2. Analysis. In this section, we will first discuss the possi-
ble attack strategies on Scheme I and the corresponding coun-
termeasures. We will then explore the malicious node detec-
tion capability of Scheme I. Finally, we will compute the
attestation overhead.

We consider false alert injection attack in whichmalicious
nodes inject false malicious node alert (MNA) messages into
the base station. In particular, a malicious node 𝑤 could
create false MNA message on benign node 𝑧 and send it to
the base station. However, the base station will see that 𝑧 is
not malicious through attesting on 𝑧, and thus there will be
no harm on 𝑧. Rather, malicious node 𝑤 will be revoked due
to fake alert injection. Hence, although the base station needs
to perform attestations against on benign nodes, there will be
little benefit for malicious nodes from launching false alert
injection attack.

Next, we consider more severe attack, denial of attestation
attack in whichmalicious nodes deny participating in attesta-
tion process and thus evade being detected. More specifically,
an attestee V rejects the attestation attempts performed by
an attester 𝑢 and flees to other regions. By maintaining this
attack strategy whenever meeting other nodes, V will avoid
being detected. A straightforward countermeasure against
this attack is to let the base station know that V escapes from
being attested, to have the base station perform the attestation
against V and revoke it from the network. More specif-
ically, when V refuses 𝑢’s attestation attempts, 𝑢 generates
denial of attestation notification message on V, DAN =

{𝑢‖V‖𝑡
𝑑
‖MAC

𝐾
𝑢

[𝑢‖V‖𝑡
𝑑
]}, where 𝑡

𝑑
is a timestamp indicating

the generation time of DAN. 𝑢 then sends DAN message
to the base station. Upon receiving DAN message, the base
stationmakes an attempt to attest V. If V accepts to be attested,
the base station will revoke V in case that it is malicious.
Otherwise, the base station will isolate V from the network;
thus, V will not be allowed to participate in any network
operations. Even thoughmalicious nodes could send the base
station fake DANmessages on benign nodes, the base station
will discern that they are actually benign nodes through
attestations, but rather the malicious nodes will be revoked
from the network. As a result, the attacker will take littlemerit
from mounting denial of attestation attack.

Next, we compute an average number of attestations that
are performed by 𝑁

𝑎
attesters. Since each attester indepen-

dently performs attestation with probability 𝑝
𝑎
, 𝑁
𝑎
attesters

performing 𝑝
𝑎
× 𝑁
𝑎
attestations on an average.

Finally, we investigate the probability that malicious
nodes are detected.

Lemma 1. Let one denote 𝑁 as the total number of nodes in
the network. Let one also denote 𝑁

𝑚
as the total number of

malicious nodes in the network (𝑁
𝑚

< 𝑁). Moreover, one
denotes 𝑁

𝑎
by the total number of attesters that are encoun-

tered by𝑁
𝑚
malicious nodes. One defines 𝑝

𝑑
as the probability

that at least one malicious node is detected by𝑁
𝑎
attesters. The

probability 𝑝
𝑑
is bounded from below by 1 − 𝑒−((𝑝𝑎×𝑁𝑚×𝑁𝑎)/𝑁).

Proof. Let us define 𝑝
𝑛𝑑

as the probability that any of 𝑁
𝑚

malicious nodes are not detected by 𝑁
𝑎
attesters. 𝑁

𝑚
/𝑁 is

the probability that a node is malicious in the network, and
the attestation probability is 𝑝

𝑎
. Also, the malicious node

is detected once it is attested. Thus, 1 − ((𝑝
𝑎
× 𝑁
𝑚
)/𝑁) is

calculated as the probability that a malicious node is not
detected by one attester. As a consequence, 𝑝

𝑛𝑑
is computed

as (1 − ((𝑝
𝑎
× 𝑁
𝑚
)/𝑁))

𝑁
𝑎 . By using the property that (1+𝑥) ≤

𝑒

𝑥, we compute the lower bound of 𝑝
𝑑
as follows:

𝑝
𝑑
= 1 − 𝑝

𝑛𝑑

= 1 − (1 −

𝑝
𝑎
× 𝑁
𝑚

𝑁

)

𝑁
𝑎

≥ 1 − 𝑒

−((𝑝
𝑎
×𝑁
𝑚
×𝑁
𝑎
)/𝑁)

.

(1)

We now investigate how the lower bound of 𝑝
𝑑
is affected

by𝑁
𝑚
and𝑝

𝑎
× 𝑁
𝑎
. For this study, we set𝑁 = 100. Note that

𝑝
𝑎
×𝑁
𝑎
is an average number of attestations performed in the

network. As shown in Figure 1, the lower bound of𝑝
𝑑
exceeds

0.99 when 𝑁
𝑚

is above 4. This means that our proposed
scheme achieves very high detection capability even when
there are a small number of malicious nodes in the network.
Moreover, as an average number of attestations increases
under𝑁

𝑚
≤ 4, the lower bound of 𝑝

𝑑
tends to increase. This

indicates that an increase in the number of attestations results
in the enhancement of malicious node detection capability.

4.2. Scheme II: The SPRT-Based Approach. Although the
attestation overhead of Scheme I is reasonable, it could be
reduced by using the attestation probability configured in
line with nodes’ mobility rates, rather than using the same
attestation probability. To do this, we propose the SPRT-based
attestation approach (Scheme II) which adapts the SPRT
to determine the attestation probability in accordance with
nodes’ mobility rates. Note that SPRT [11] is a statistical deci-
sion process that reaches a decision with a few number of
samples while maintaining low error rates. We start with the
detailed description of Scheme II and thenprovide an analysis
of it.

4.2.1. Protocol Description. The predeployment phase is the
same as the one in Scheme I, and the attestation phase is
described as follows.

Let us first consider the scenario that every node 𝑢 meets
every other node Vmore than once within its communication
vicinity while roaming in the network. In this scenario, we
denote a series ofmeeting time between 𝑢 and V by𝑇

1
, 𝑇
2
, . . ..

We also define 𝑇
𝑖+1
− 𝑇
𝑖
(𝑖 ≥ 1) as intermeeting time between



4 International Journal of Distributed Sensor Networks

0 2 4 6 8 10
Nm

0

0.2

0.4

0.6

0.8

1

Lo
w

er
 b

ou
nd

 o
fp

d

pa × Na = 100

pa × Na = 200
pa × Na = 300

Figure 1: Affects of the number of malicious nodes (𝑁
𝑚
) and an

average number of attestations (𝑝
𝑎
×𝑁
𝑎
) on the lower bound of 𝑝

𝑑
.

𝑢 and V. Let 𝛿 be an intermeeting time threshold that is used to
determine whether intermeeting time is short or not. Putting
it in differently, 𝛿 is regarded as amobility threshold to decide
whether node 𝑢 frequently encounters node V or not. Let𝑀

𝑖

denote a Bernoulli random variable that is defined as

𝑀
𝑖
= {

0, if 𝑇
𝑖+1

− 𝑇
𝑖
> 𝛿,

1, if 𝑇
𝑖+1

− 𝑇
𝑖
≤ 𝛿.

(2)

The success probabilityΨ of Bernoulli distribution is defined
as Pr(𝑀

𝑖
= 1) = 1 − Pr(𝑀

𝑖
= 0) = Ψ.

If Ψ is not larger than a predefined threshold Ψ

, it is
likely that node 𝑢 infrequently contacts node V. Otherwise, it
is likely that node 𝑢 frequently contacts node V. The problem
of deciding whether 𝑢 frequently contacts V or not can be
formulated as a hypothesis testing problem with null and
alternate hypotheses of Ψ ≤ Ψ

0
and Ψ ≥ Ψ

1
, respectively,

such that Ψ
0
< Ψ
1
.

Under this formulation, we present how node 𝑢 performs
the SPRT to make a decision on node V from the observed
𝑛 samples, 𝑀

1
,𝑀
2
, . . . ,𝑀

𝑛
. We define null hypothesis 𝐻

0

and alternate one 𝐻
1
as follows: 𝐻

0
is the hypothesis that

𝑢 infrequently encounters V and 𝐻
1
is the hypothesis that

𝑢 frequently encounters V. We then define 𝐿
𝑛
as the log-

probability ratio on 𝑛 samples, given as

𝐿
𝑛
= ln

Pr(𝑀
1
, . . . ,𝑀

𝑛
| 𝐻
1
)

Pr(𝑀
1
, . . . ,𝑀

𝑛
| 𝐻
0
)

. (3)

Assume that 𝑀
𝑖
is independent and identically distributed.

This assumption is reasonable in the sense that both 𝑢 and
V independently move in the network and accordingly the

intermeeting time between 𝑢 and V is also independent.Then,
𝐿
𝑛
can be rewritten as

𝐿
𝑛
= ln

∏

𝑛

𝑖=1
Pr(𝑀

𝑖
| 𝐻
1
)

∏

𝑛

𝑖=1
Pr(𝑀

𝑖
| 𝐻
0
)

=

𝑛

∑

𝑖=1

ln
Pr(𝑀

𝑖
| 𝐻
1
)

Pr(𝑀
𝑖
| 𝐻
0
)

. (4)

Let 𝜏
𝑛
denote the number of times that 𝑀

𝑖
= 1 in the 𝑛

samples. Thus, we have

𝐿
𝑛
= 𝜏
𝑛
ln Ψ1
Ψ
0

+ (𝑛 − 𝜏
𝑛
) ln 1 − Ψ1

1 − Ψ
0

, (5)

where Ψ
0
= Pr(𝑀

𝑖
= 1 | 𝐻

0
), Ψ
1
= Pr(𝑀

𝑖
= 1 | 𝐻

1
).

The rationale behind the configuration of Ψ
0
and Ψ

1
is as

follows. On the one hand, Ψ
0
should be configured in accor-

dance with the likelihood that node with insufficient mobility
is determined to be frequently encountered. On the other
hand,Ψ

1
should be configured to consider the likelihood that

node with sufficient mobility is determined to be frequently
encountered. Since the former likelihood is smaller than the
latter one, Ψ

0
should be set to smaller than Ψ

1
.

The SPRT for𝐻
0
against𝐻

1
is given as follows.

(i) 𝜏
𝑛
≤ 𝛾
0
(𝑛): accept 𝐻

0
and terminate the test.

(ii) 𝜏
𝑛
≥ 𝛾
1
(𝑛): accept 𝐻

1
and terminate the test.

(iii) 𝛾
0
(𝑛) < 𝜏

𝑛
< 𝛾
1
(𝑛): continue the test process with

another observation,

where

𝛾
0
(𝑛) =

ln (𝛽/ (1 − 𝛼)) + 𝑛 ln ((1 − Ψ
0
) / (1 − Ψ

1
))

ln (Ψ
1
/Ψ
0
) − ln ((1 − Ψ

1
) / (1 − Ψ

0
))

,

𝛾
1
(𝑛) =

ln ((1 − 𝛽) /𝛼) + 𝑛 ln ((1 − Ψ
0
) / (1 − Ψ

1
))

ln (Ψ
1
/Ψ
0
) − ln ((1 − Ψ

1
) / (1 − Ψ

0
))

,

(6)

𝛼

 (resp., 𝛽) is a user-configured false positive (resp., nega-
tive) error probability that a user desires to achieve in terms
of the SPRT’s decision.

When the SPRT terminates in the acceptance of 𝐻
0

(resp., 𝐻
1
), 𝑢 attests the software images of Vwith probability

of 𝜏
𝑛
/𝑛 (resp., 1). 𝑢 then restarts the SPRT on V with newly

incoming samples. If 𝑢 decides that the software images of V
are maliciously modified, 𝑢 performs the same postdetection
phase as in Scheme I.

4.2.2. Analysis. In order to defend against the false alert
injection and denial of attestation attacks, the same counter-
measures are used as in Scheme I.

In this section, we first compute an average number of the
attestations that an attester 𝑢 performs against an attestee V.
We then calculate the probability that 𝑢 detects V when V is
malicious.

Assume that 𝑢makes 𝑘 decisions on Vwhile meeting with
V in its vicinity. Moreover, assume that (1−𝜔)𝑘 and 𝜔𝑘 deci-
sions are made in the acceptance of𝐻

0
and𝐻

1
, respectively.

Let us denote the number of samples required to make the
𝑖th 𝐻

0
decision by 𝑛

𝑖
. Note that the attestation probability
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for the 𝑖th 𝐻
0
(resp., 𝐻

1
) decision is 𝜏

𝑛
𝑖

/𝑛
𝑖
(resp., 1). An

average number of attestations performed by𝑢 is calculated as
∑

(1−𝜔)𝑘

𝑖=1
(𝜏
𝑛
𝑖

/𝑛
𝑖
) + 𝜔𝑘. If 𝜔 > 0 holds, the detection probability

will be 1 because 𝑢 attests V with probability 1 in case of 𝐻
1

decision. If 𝜔 = 0 holds, the SPRT in 𝑢 always accepts 𝐻
0

per decision. Thus,∏𝑘
𝑖=1
(1 − (𝜏

𝑛
𝑖

/𝑛
𝑖
)) is the probability that 𝑢

fails to detect a malicious V after making 𝑘 consecutive 𝐻
0

decisions. As a consequence, 1 − ∏

𝑘

𝑖=1
(1 − (𝜏

𝑛
𝑖

/𝑛
𝑖
)) is the

probability that a malicious V is detected after 𝑘 consecutive
𝐻
0
decisions.

5. Simulation Study

We use the ns-2 network simulator to evaluate the proposed
schemes in a mobile sensor network. In our simulation, 100
mobile sensor nodes are placed within a square area of
500m × 500m. Moreover, we use the Random Waypoint
Mobility (RWM) model to set up node movement patterns.
In particular, we use the RWM model with the steady-state
distribution provided by the Random Trip Mobility (RTM)
model [13] for accurate performance evaluation. In the RWM
model, each nodemoves to a randomly selected location with
a randomly chosen speed between predefined minimum and
maximum speeds. After coming to that location, it pauses
there for a predefined time. After the pause time, each node
then randomly chooses another location and moves to the
selected location.This randommovement process is repeated
throughout the simulation period. We create a steady-state
version of RWMmodel with the program codes of [14].

All simulations were performed for 1000 simulation
seconds.We fixed a pause time of 10 simulation seconds and a
minimum moving speed of 1m/s of each node. Each node
uses IEEE 802.11 as the medium access control protocol in
which the transmission range is 50m. We set 𝛼 = 𝛽


= 0.01.

We also configure Ψ
0
= 0.1 and Ψ

1
= 0.9. The rationale

behind the general configurations of Ψ
0
and Ψ

1
is discussed

in Section 4.2.
To study how node mobility affects the proposed

schemes, we vary each node’s maximum speed (𝑉max) in the
range of 10, 20, 40, 60, and 80m/s. We also configure the
attestation probability 𝑝

𝑎
= 0.1 and set a mobility threshold

𝛿 in accordance with node mobility. In low node mobility
(𝑉max = 10, 20m/s), we configure 𝛿 = 40 simulation seconds.
In high node mobility (𝑉max = 40, 60, 80m/s), we configure
𝛿 = 20 simulation seconds.The rational behind these settings
is that the higher node mobility leads to the shorter inter-
meeting time, and accordingly, the smaller value of 𝛿 needs
to be configured. In order to investigate how the fraction
of malicious nodes (𝑓

𝑚
) affects the proposed schemes, we

consider low fraction of malicious nodes (𝑓
𝑚
= 0.1) and high

fraction of malicious nodes (𝑓
𝑚
= 0.5).

5.1. Simulation Results. We use the following metrics to
evaluate the performance of our scheme.

(i) Malicious Node Detection Time is an average time
required to detect all malicious nodes in the network.
Note that this time is represented in simulation
seconds.
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Figure 2: Malicious node detection time versus 𝑉max when the
fraction of malicious nodes is 0.1.

(ii) Number of Attestations is the number of attestations
that are performed in the network.

(iii) False Negative is the error probability that a malicious
node is not detected.

For each execution, we obtain each metric as the average
of the results of the SPRTs that are repeated. The average of
the results of 100 executions is presented as follows.

First, we found no false negatives except the case that
𝑓
𝑚
= 0.5 and 𝑉max = 10m/s in Scheme II. In this case, the

false negative is measured as 0.0026.This means that Scheme
I always detects malicious nodes and Scheme II performs
malicious node detection with probability 0.9974. Hence, our
proposed schemes catch out almost all malicious nodes.

Second, as shown in Figures 2 and 3, Scheme I requires
less malicious node detection time than Scheme II irre-
spective of the values of 𝑉max and 𝑓

𝑚
. This indicates that

Scheme I performs attestations more frequently than Scheme
II and thus identifies malicious nodes more quickly than
Scheme II. We observe that malicious node detection time
tends to decrease as 𝑉max increases. This is because sufficient
node mobility increases the chance that malicious nodes are
attested and detected, leading to diminishing malicious node
detection time. In both Schemes I and II, we also see that
malicious node detection time when 𝑓

𝑚
= 0.1 is less than

the one when 𝑓
𝑚
= 0.5. This indicates that it does not take

substantial time to catch out all malicious nodes when a small
number of malicious nodes are in the network.

Finally, as shown in Figures 4 and 5, the number of attesta-
tions tends to increase as𝑉max rises in both Schemes I and II.
This indicates that sufficient nodemobility expedites to node-
to-node contacts, and thus nodes are more often attested. We
also see that the number of attestations performed in Scheme
I is larger than the one in Scheme II regardless of the values of
𝑉max and𝑓𝑚.Thismeans that Scheme II performs attestations
less frequently than Scheme I. Furthermore, we notice that
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Figure 3: Malicious node detection time versus 𝑉max when the
fraction of malicious nodes is 0.5.
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Figure 4: Number of attestations versus 𝑉max when the fraction of
malicious nodes is 0.1.

the number of attestations when 𝑓
𝑚
= 0.1 is more than the

one when 𝑓
𝑚
= 0.5 in both Schemes I and II. This indicates

that substantial numbers of attestations are required to detect
all malicious nodes when a small number of malicious nodes
are in the network. By comparing Figures 2 and 3 to Figures
4 and 5, we see that the more number of attestations leads to
the less malicious node detection time.

6. Conclusions

In this paper, we propose malicious node detection schemes
in mobile sensor networks. In particular, we first develop a
probabilistic approach in which nodes are probabilistically
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Figure 5: Number of attestations versus 𝑉max when the fraction of
malicious nodes is 0.5.

attested. Moreover, we devise the SPRT-based approach to
enhance the performance of probabilistic approach. Our
analytical results show that the proposed schemes fulfill the
robust detection capability at the reasonable software attesta-
tion overhead. Furthermore, our simulation results demon-
strate that the SPRT-based approach detects malicious nodes
within reasonable time while reducing the attestation over-
head of the probabilistic approach.
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To improve the energy efficiency and the transmission performance of a sensor network MAC protocol under time varying traffic
conditions, recent researches have adopted a variable duty cycle operation that makes each node dynamically adjust its ownwakeup
and sleep schedule according to a predefined trigger condition. However, most of the existing protocols still waste energy on a long
preamble packet for waking up a receiver or long idle listening for checking potential communications. To address the energy
waste problem, this paper introduces a hybrid MAC protocol called A+MAC that exploits a complementary cooperation between
CSMA/CA and preamble sampling. In A+MAC CSMA/CA is used for carrying out communication processes, and preamble
sampling is used for checking potential communications. Therefore, A+MAC minimizes both idle listening and the length of
a preamble packet by exploiting a short preamble that makes nodes check only the event occurrence. A+MAC also optimizes
control packet formats and eliminates both virtual carrier sensing and a separate clock synchronization period from conventional
CSMA/CA based MAC protocols. We evaluated both the energy and the network performance of the protocol by using both NS-2
and MICA2 platforms. Our experimentation results show that A+MAC can achieve an order of magnitude energy savings while
providing near optimal latency compared to the existing solutions.

1. Introduction

Cyber physical systems (CPSs) have been introduced as a
new method for obtaining environmental information and
controlling the surrounding environments, which is a system
featuring a tight combination of and coordination between
the system’s computational and physical elements. CPSs fall
under sensor-based systems for monitoring environments
and autonomous systems for controlling physical objects.
Wireless sensor network (WSN) can expandCPS applications
into inaccessible area by eliminating the geographical restric-
tion of wired sensors. A few companies put commercialWSN
products [1, 2] into industrial management service. However,
these products are not sufficiently small and cheap to apply
them to large-scale WSNs.

Since wireless sensor networks (WSNs) assume limited
and irreplaceable energy source, all the commercial products
[1, 2] and academia researches for sensor network MAC
protocols [3–13] employ a duty cycle operation that makes
nodes periodically wake up and sleep to achieve lower energy
consumption. According to the controllability of duty cycle,

there are two types of duty cycle operations: a fixed duty
cycle operation and a variable duty cycle operation. With
a fixed duty cycle operation, all the sensor nodes operate
on the predefined duty cycle while nodes with a variable
duty cycle operation can adjust their duty cycle on demand.
Early researches [3, 4] exploit the fixed duty cycle operation.
The duty cycle of nodes need to be big enough to satisfy
the latency performance requirement of a given application
under the worst case scenario. In other words, nodes need to
frequently wake up to prepare to report an event whichmight
not occur.Therefore, the fixed duty cycle operation is open to
improving the energy efficiency.

To increase the energy efficiency and the transmission
performance of a MAC protocol, recent researches [5–8]
have adopted a variable duty cycle with a predefined trigger
condition such as traffic occurrence [5, 8], a communication
buffer state [7], and the remaining energy [6]. Although
they have a different trigger condition, their approaches are
the same: a busy node increases its duty cycle for high
throughput, and an idle node decreases its duty cycle for low
energy consumption.
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To our knowledge, our previous work called AMAC [8]
is one of the first WSN MAC protocols that support variable
duty cycle operations. The main ideas underlying AMAC are
twofold. First, each node can adjust the duration of the peri-
odic interval dynamically depending on the network traffic.
A node participating in the communication can operate with
a higher duty cycle by reducing this interval. A node, which is
idling for a long time, lowers its duty-cycle by increasing the
interval. Thus, not all the nodes in the field wake up or sleep
at the same time. Second, a node can also adjust the duration
of its wakeup period dynamically depending on the traffic.
A sender can broadcast a special control packet at the very
beginning of an active period to inform the existence of com-
munication. Thus, all listeners can adjust the size of its active
period by receiving the control packet. Thus, when there is
no traffic, a node can minimize its active period by removing
unnecessary listen period for control packets. This dynamic
adjustment of the active period as well as the dynamic
adjustment of the periodic interval enables the duty cycle of
each sensor node to adapt to the network traffic, resulting in
significant energy savings for idle nodes and improved com-
munication performance for busy nodes at the same time.

In this paper, we introduceA+MACwhich is an improved
version of AMAC [8]. To minimize the idle listening,
A+MAC applies preamble sampling to AMAC, which is a
CSMA/CA based MAC protocol. In a preamble sampling
scheme, an active period can be minimized, but a sender is
required to send a preamble long enough to cover the active
period of the receivers. In a CSMA/CA basedMAC protocol,
each node coordinates its wakeup schedule with neighbor
nodes, and an active period is long enough to resolve
contentions and notify the communication occurrence. To
exploit the minimum active period of preamble sampling on
a CSMA/CA based MAC, A+MAC employs a new wakeup
technique called wakeup preamble period, which is small
only enough to notify the event occurrence. Before resolving
contentions, each node only checks the existence of traffic
during the wakeup preamble period. If a node detects carrier
signal during this period, then the busy channel tells all
the listeners to keep awake for preparing following commu-
nication. Since A+MAC coordinates the wakeup schedule
of nodes, it requires a preamble short enough to cover the
wakeup preamble period. Therefore, A+MAC can minimize
both the idle listening and the length of a wakeup preamble.
In addition, A+MAC simplifies the existing CSMA/CA based
MAC protocols by optimizing control packet formats and
eliminating both virtual carrier sensing and a separate clock
synchronization period.

The rest of this paper is organized as follows. In Section 2
we survey the existing variable duty cycling schemes. In
Section 3 we introduce A+MAC. In Section 4 we show the
simulation results of A+MAC. In Section 5 we present the
real world performance of A+MAC with MICA2 motes. In
Section 6 we conclude the paper.

2. Related Works

Existing contention-based WSN MAC protocols can be
classified into synchronous protocols and asynchronous

protocols. In synchronous protocols [3, 6–8], each node
coordinates its wakeup schedule with its neighbor nodes.
For example, in SMAC [3], all the nodes wake up at the
same time to listen if there is any communication. In
asynchronous protocols [4, 5, 14], a rather different approach
called preamble sampling is used. A sender is required to
send a preamble long enough to cover the active period of the
receivers. If a receiver hears a preamble, it can further extend
its wakeup and participate in the communication.This allows
each node to wake up asynchronously.

SMAC [3] is one of the pioneering works in contention-
basedMAC protocols, specifically targeting sensor networks.
SMACproposes a periodic sleep andwakeup, providing a low
duty cycle operation. To address the bandwidth and latency
issues raised by the periodic wakeup, they also propose a
message passing to send a longmessage ofmultiple packets in
a single transaction by trading off the fragment-level fairness.

A rather different approach called preamble sampling [14]
was used in Tiny OS project [15]. In the protocol, a sender
is required to send a preamble long enough to cover the
active period of the receivers. This can not only minimize
idle listening, but it also allows each node to wake up asyn-
chronously independent of other nodes. Thus, no network-
wide clock synchronization is necessary.This idea is extended
by WiseMAC [4]. In WiseMAC a sender can minimize the
length of this wakeup preamble by receiving the sampling
schedules of its neighbors during communication, reducing
both the preamble transmission overhead and the preamble
sampling time of the receivers. A recent scheme called X-
MAC [16] is also based on preamble sampling but uses multi-
ple short preambles containing receiver address information.
With the address information, overhearing nodes can imme-
diately go back to sleep while only the intended receiver par-
ticipates in the communication by replying an ACK packet.
By hearing the ACK packet, the sender can stop sending the
preambles, reducing the preamble transmission overhead.

The authors of SMAC proposed SCP-MAC [17] that
applies preamble sampling to a slotted CSMA protocol.
Similar to A+MAC, a sender transmits a short preamble
to its receiver before transmitting a data packet. After the
successful transmission of the preamble, the sender trans-
mits its data packet without resorting to RTS and CTS
packets. Due to the absence of the control packets, SCP-
MAC may suffer from frequent contentions and collisions.
Tomitigate this issue SCP-MACuses two separate contention
window. Before sending a preamble, a sender with SCP-MAC
performs carrier sense during the first contention window.
Each sender transmits its preamble from a random slot to
the last slot of the first contention window. Therefore, the
length of a preamble depends on the random slot number
selected within the contention window. Only nodes that
successfully transmit a preamble enter the second contention
window to transmit a data packet. However, under the burst
traffic pattern, the two-phase contention window may not
effectively reduce collisions. Therefore, the authors of SCP-
MACsuggest the optional use of RTS/CTSpackets depending
on user configurations.

However, SCP-MAC has several drawbacks. The first
problem is the energy waste due to overhearing. Although
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SCP-MAC provides an overhearing avoidance technique by
sleeping upon the receipt of a header for a different destina-
tion, this approach requires low level access to hardware that
cannot be supported by sensor platforms with a packet level
radio such as MicaZ and TelosB that use Chipcon CC2420.
The second problem is the performance degradation due to
collisions. SCP-MAC basically uses only contention windows
to avoid collisions. This approach would increase packet loss
and degrade the energy efficiency and throughput due to the
resulting collisions. To address this issue the authors of SCP-
MACsuggest the optional use of RTS/CTSpackets depending
on user configurations. But, if we use RTS/CTS control pack-
ets, the first contention window would be unnecessary and it
may cause nodes to waste energy for the contention window.

To our knowledge, AMAC [8] is the first sensor network
MAC protocol that can support variable duty cycle opera-
tions. The main ideas underlying AMAC are twofold. First,
each node can adjust the duration of the periodic interval
depending on the network traffic. Second, a node can also
adjust the duration of its active period depending on the
traffic.This dynamic adjustment of both the active period and
the periodic interval enables the duty cycle of each sensor
node to adapt to the network traffic, resulting in significant
energy savings for idle nodes and improved communication
performance for busy nodes at the same time. In comparison
with AMAC, following other variable duty cycling schemes
[5, 6, 8] may be regarded as a subset of AMAC since they only
control the wakeup interval.

A few more recent schemes [5–7] have studied the use of
dynamic duty cycle operations. In PL-MAC [6] each node can
reduce its duty cycle if its remaining energy is not enough
to guarantee the predefined lifetime. If the expected lifetime
of a node is longer than the predefined lifetime, a node may
increase its duty cycle to reduce the communication latency.
DR-MAC [7] focuses on the traffic condition. If a packet
starts being buffered as traffic increases, a source node may
double its duty cycle by transmitting an extra control packet
to notify new duty cycle information. A+MAC is different
fromPL-MACandDR-MAC in that it can adjust the duration
of an active period as well as the duration of the periodic
interval. Compared to PL-MACandDR-MAC,A+MACdoes
not require extra control packets to adjust duty cycle.

Different from PL-MAC, DR-MAC, and A+MAC, Max-
MAC [5] exploits a variable duty cycle concept on a preamble-
based MAC scheme. MaxMAC gradually reduces cycle time
of nodes when traffic exceeds a predefined threshold while
A+MAC uses the minimum cycle time reduction which will
be discussed in Section 3. When a single packet is delivered,
the gradual cycle time reduction may reduce the energy
consumption from overwork due to the minimum cycle
time reduction which makes nodes operate with minimum
cycle time. However, when there is burst traffic, it would
increase themessage latency until traffic exceeds a predefined
threshold.

3. A+MAC Design

3.1. Simplification of CSMA/CA. Control packets used in
CSMA/CA based MAC protocols for WSNs originate from
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Figure 1: Control packet formats used in SMAC and A+MAC. The
number in parentheses denotes the size of each field in bytes.

the conventional wireless MAC protocol such as IEEE 802.11.
To reduce the transmission overhead for control packets,
A+MAC simplifies the control packet format as illustrated
in Figure 1. First, A+MAC eliminates the duration field from
RTS and CTS packets. The duration field is used for virtual
carrier sensing. However, if nodes overhear RTS or CTS,
they go back to sleep. Therefore, we no longer need virtual
carrier sensing. Second, A+MAC removes the transmitter
address field from CTS and ACK packets since it is simply
unnecessary; the receiver of CTS and ACK packets already
knows who will send the packets. Since A+MAC does not
use a SYNC packet, it also removes the SYNC interval from
SMAC, thus eliminating unnecessary idle listening.

3.2. Wakeup Preamble. Most of the existing protocols still
waste energy on a long preamble packet for waking up a
receiver or long idle listening for checking potential commu-
nications. This issue can be addressed by a complementary
cooperation between CSMA/CA and preamble sampling;
nodes selectively benefit from advantages of two approaches:
contention resolution ability and synchronized schedules
of CSMA/CA based scheduling and short idle listening of
preamble sampling. To accomplish this, A+MAC exploits
preamble sampling period called wakeup preamble period at
the beginning of a cycle as shown in Figure 2. During the
wakeup preamble period, each node checks only the channel
state. If channel is busy, then all the listeners extend their
active period to include SYNC/RTS periods. Otherwise, the
node goes back to sleep immediately, reducing the duration
of the active period and thus minimizing idle listening
without performance loss. A wakeup preamble contains no
information since it only notifies the presence of commu-
nications. Therefore, A+MAC tolerates collisions between
multiple wakeup preambles.

Since with A+MAC each node coordinates wakeup
schedule with neighbor nodes, a sender can send a short
preamble just at the receiver’s wakeup preamble period. In
A+MAC the length of the period, 𝑃

𝑤
, has to be long enough

to check the channel state. 𝑃
𝑤
depends on the time for radio

initialization, radio turn-on, switching a communication
module to Rx or Tx, and sampling channel. For an example,
CC1000 consumes 2.5ms for all the operations [15]. Note
that clock synchronization is carried out before clock drift
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Figure 2: Operations of nodes in A+MAC.

becomes bigger than a guard time [17].The guard time usually
depends on the accuracy of a clock, synchronization error,
and channel switching time. Since a sender’s clock may be
faster or slower than a receiver’s clock, a wakeup preamble
is as long as (𝑃

𝑤
+ 2 ∗ guard time).

3.3. Variable Cycle Time. In A+MAC each node can dynam-
ically change its cycle time depending on the traffic by
extending or reducing its sleep period. This requires a
careful coordination of the cycle time. For such coordination
A+MAC requires the cycle time of a node to be defined as
a 2𝑛 multiple of the minimum cycle time 𝑇. The maximum
cycle time is determined by the latency requirement of an
application. However, a cycle time may not be changed any
time to avoid wakeup schedule discrepancies. Assume that a
node can change its cycle time every𝑇. A node Amay change
its cycle time from 𝑇 to 2𝑇 at odd time units while another
node B may change its cycle time from 𝑇 to 2𝑇 at even time
units. However, they can never synchronize each other. To
avoid such a wakeup skew, each node must change its cycle
time on the natural cycle alignment boundary. For example,
if a node with a cycle time of 8𝑇 wants to double its cycle
time, it must change its cycle time at a multiple of 16𝑇, that
is, 0, 16, 32, and 48 time units. This way, a slower node can
always synchronize with faster nodes. For instance, a node
with a cycle time of 2𝑇 is able to synchronize with the nodes
with 2𝑇, 4𝑇, 8𝑇, and so on. This is illustrated in Figure 3(a).

Application requirements would restrict the bounds of
the maximum cycle time, 𝑇MAX, that affects both the energy
consumption during an idle state and the sleep delay of the
first packet of burst traffic. The upper bound of 𝑇MAX would
depend on networking performance such as the tolerable
packet latency and the throughput requirement while the
lower bound of 𝑇MAX would be affected by the energy
requirement or the lifetime requirement. Although the char-
acteristics of traffic also affect the energy consumption and
the latency performance, it is hard to precisely predict the
future traffic.Therefore, an administrator can decide 𝑇MAX in
accordance with the given application requirements and the
characteristics of traffic assumed by the application.

3.4. Cycle Time Adjustment. In A+MAC, the decision of the
cycle time adjustment is controlled by the traffic. If there is
no traffic and the current cycle is at the natural alignment
boundary for a new cycle time, all the idle listeners double
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A node with cycle time 2T

A node with cycle time 4T

(a)

Event Traffic Adaptive duty cycle

Node A

Node B

Node C

T 2T 4T 8T

(b)

Figure 3: (a) Synchronization among the nodes with different cycle
times, (b) dynamic cycle time adjustment.

their cycle times. This strategy is called automatic doubling,
which is illustrated in Figure 3(b). Thus, a long idleness
would cause a sensor node to eventually operate with the
maximum cycle time, leading to the maximum power saving
mode. When a communication event occurs, the cycle time
reduction is performed. A receiver reduces its cycle time to
the minimum cycle time 𝑇 if the node is specified as the
receiver in the RTS packet. Note that 𝑇 implies that the node
operates with a full speed to process the on-going event. This
strategy is called the minimum reduction, which generally
leads to the best result. Reducing the cycle time gradually
would increase the message latency without saving any more
energy.

3.5. Schedule Synchronization. One key issue in A+MAC
is how a node can synchronize its active period with its
neighbors. For this purpose every node maintains a schedule
table, which records the cycle time of its neighbors. Initially,
this value is initially set to the minimum time 𝑇. Since then
each node updates its schedule table independently every
cycle. The absence of the wakeup preamble suggests that
all of its neighbors are idle during the current cycle. Thus,
each node can keep track of the cycle time adjustment of its
neighbors without explicitly asking the schedule information.
If a neighbor has been idle and the current cycle is at the
natural cycle alignment boundary, then the node updates the
cycle time of its neighbor by doubling its cycle time. If there
is an RTS packet, all the listeners update the schedule of both
the sender and the receiver by setting their cycle time to the
minimum. This way, each node can perform the schedule
table update independently for every cycle without incurring
any extra traffic.

3.6. Clock Synchronization. Since each node coordinates its
wakeup schedule with neighbor nodes, A+MAC requires
periodic clock synchronization. Most of the existing WSN
MAC protocols derived from SMAC use a SYNC packet
to perform broadcast-based clock synchronization, which
requires a separate clock synchronization period. A+MAC
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can also use the same synchronization scheme. In this case, a
node may consume more energy due to the additional SYNC
period, diminishing the energy saving benefits of preamble
sampling. In addition, broadcasting node cannot ensure that
all the neighbor nodes receive its SYNC packet. Therefore, a
node which does not receive the SYNC packet may fail to
synchronize its clock with its neighbor. This would lead to
communication failures since nodes’ wakeup schedule may
be in discord with each other.

To address the synchronization failure and to reduce the
energy consumption due to a separate clock synchronization
period, A+MAC proposes an on-demand clock synchro-
nization that can be embedded in data communications.
Note that not all the nodes have to synchronize their clocks
at the same time since they have different clock accuracy
with reference to each other. Therefore, A+MAC allows each
node to dynamically adjust its synchronization period to its
neighbor node, which is the maximum time interval between
two consecutive synchronization processes. Each node has
to synchronize its clock at least once during this period. The
length of the synchronization period depends on the amount
of clock skew from the neighbor nodes. We may have to use
the largest value among the clock skews from the neighbor
nodes to calculate the synchronization period. To accomplish
this each node monitors the clock drift from its neighbor
nodes by overhearing neighbor’s synchronization processes.
When a node overhears its neighbor’s packet containing the
clock information of the neighbor nodemultiple times, it can
calculate the clock skew of the node. Eventually, each node
can figure out its neighbor that has the largest clock skew
compared to its own clock.

For further optimization,A+MACcan exploit the conver-
gent traffic pattern of WSNs. Due to the converge-cast traffic
pattern, the communication traffic would form a tree shape.
In a tree topology each node transmits a data packet only to
its parent. Therefore, each node has to synchronize its clock
only with its parent’s clock. Thus, each node can calculate
its synchronization period by using the clock skew from
its parent. After a node carries out a clock synchronization
process, the clock offsets from its children are changed.
To avoid a communication failure, each node notifies its
children of the new adjusted clock information. Then, the
children update their synchronization period according to
the received information. Since all the nodes synchronize
their clock with their parent clock, a sink node which would
be the root of a communication tree plays the role of a
reference node.

4. Experimentation and Results

We have implemented A+MAC, AMAC, X-MAC,MaxMAC,
and SMAC on NS-2 simulator [18]. X-MAC is one of the
representative WSN MAC protocols that employ preamble
sampling. To address the overhearing issue in the preamble
sampling, X-MAC uses multiple short preambles instead of
a single long preamble. By encoding the receiver address in
the preamble, a node can stop overhearing if the preamble is
destined to a different node. MaxMAC is one of the recent

Table 1: Simulation parameters.

Parameters Values
Data packet size 100 bytes
Contention window for SYNC: 31 slots, for others: 31 slots

Power consumption
Tx: 31mW

Rx and Idle: 15mW
Sleep: 2𝜇W

Minimum cycle time, 𝑇 361ms
𝑇MAX 4T∼32𝑇
Number of nodes 200 random nodes
Communication range 250m
Field size 2000m × 2000m
Simulation time 2000 seconds
Number of data packets 100 packets/source node
Packet generation interval 0∼10 seconds
Guard time 1ms

WSN MAC protocols that employ dynamic duty cycling.
Unlike A-MAC and A+MAC that assume synchronous
scheduling, MaxMAC applies variable duty cycle operations
to asynchronous scheduling where each node wakes up
independently.

We model different versions of A+MAC by varying the
maximum cycle time 𝑇MAX from 4𝑇 to 32𝑇, which translates
to duty cycles ranging from 0.04% to 0.31%. The maximum
cycle time of AMAC and MaxMAC is 4𝑇. Both X-MAC and
SMAC have a fixed cycle time of 4𝑇, which leads to 11% fixed
duty cycle. We use a random topology of 200 nodes on a
2000m ∗ 2000m field. A source generates 100 packets to a
sink. Each packet is 100 bytes long.We vary the traffic load by
changing the packet generation interval on the source node
from 0 to 10 seconds. Table 1 shows the parameters for our
simulations.

Figure 4(a) shows the average packet latency. As the
packet generation interval increases, the latencies of all the
protocols start to decrease since the delay due to contention
diminishes. A+MAC

4𝑇
shows the highest performance since

only the cycle time reduction is enabled. A+MAC with a
larger 𝑇MAX shows competitive performance compared to
SMAC for packet generation rates of 0 s to 6 s since the cycle
time reduction feature of A+MAC can effectively alleviate
the impact of contention under burst traffic. However, when
the packet generation interval is long enough, the latency
of A+MAC is higher due to the long hop delay incurred by
a larger maximum cycle time. It is difficult to recognize the
difference between the average packet latency of A+MAC

4𝑇

and AMAC
4𝑇
. Note that A+MAC is an energy efficient ver-

sion of AMAC. To reduce idle listening, A+MAC inserts a
preamble sampling period into the beginning of a cycle time.
Therefore, A+MAC can efficiently reduce idle listening, but
the preamble sampling period incurs additional delay. How-
ever, A+MAC can reduce cycle time by eliminating a SYNC
period compared to AMAC. Although the length of a clock
synchronization period depends on the number of conten-
tion slots, the difference between the reduction in cycle time
due to the elimination of the SYNC period and the additional
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Figure 4: (a)The average latency and (b) the per-node energy consumption of A+MAC,X-MAC, and SMAC in terms of the packet generation
interval.

delay due to preamble sampling is quite negligible compared
to the minimum cycle time. Therefore, two protocols have
comparable latency performance with each other.

According to our results, A+MAC is the fastest protocol
among all the protocols compared assuming the same maxi-
mum cycle time 4𝑇. Since MaxMAC has no collision avoid-
ance, it carries out more retransmissions than AMAC and
A+MAC. In addition,MaxMAC gradually reduces cycle time
as the traffic volume increases while AMAC and A+MAC
immediatelyminimize cycle timewhen there is traffic.There-
fore, MaxMAC suffers from more sleep delay until the traffic
volume is heavier than the predefined threshold. A+MAC is
slightly faster than AMAC that requires a dedicated clock
synchronization period. Therefore, in terms of the packet
latency, A+MAC is the best protocol.

Figure 4(b) shows the average per-node energy consump-
tion ofA+MACcompared to other protocols in delivering 100
packets. Since both X-MAC and MaxMAC use a preamble
sampling technique, it can efficiently reduce the idle listening.
However, frequent retransmissions due to collisions under
the burst traffic pattern increase their energy consumption.
Moreover, each sender with X-MAC wastes energy to trans-
mit multiple preambles. Therefore, although both X-MAC
and MaxMAC reduce the energy consumption due to idle
listening, the average energy consumption of X-MAC is
much higher than MaxMAC. Since AMAC adaptively wakes
up during RTS period according to the traffic condition,
AMAC reduces idle listening in half. However, A+MACmore
aggressively reduces the energy consumption due to idle
listening. By eliminating idle listening due to SYNC/RTS
period from active period, A+MAC

4𝑇
can reduce the energy

by more than 98% compared to SMAC although it can

also substantially reduce the packet latency. A+MAC with a
larger 𝑇MAX can further reduce the energy consumption by
increasing the cycle time adaptively. A+MAC

32𝑇
consumes

only about 1.5% of SMAC’s energy consumption for all the
traffic scenarios we tested.

5. Empirical Evaluation

To evaluate the real world performance we implemented
A+MAC on the MICA2 platform. We constructed a linear
topology with 14 MICA2 motes including a single sink node.
A sink node and a source node are located at both ends.
We varied the traffic load by changing the packet generation
interval from 1 s to 10 s.We independently carried out the test
for 10 times under each traffic load. In each test, a source node
sends 20 packets that contain 100-byte data.

5.1. Communication Latency. Figure 5(a) shows the average
packet latency according to the packet generation interval.
The average latencies of all protocols decrease since the
decline of the contention between neighbor nodes and the
interference between consecutive transmissions. In partic-
ular, when there is a burst traffic nodes which operate at
32𝑇 suffer neither contention nor interference because a
source node sends only 20 messages and they can be sent
to next hop in a single cycle. Although A+MAC

32𝑇
does not

suffer contention and interference under burst traffic, nodes
also cannot benefit from the adaptive cycle time scheme.
Therefore, A+MAC

32𝑇
has the highest message latency for

burst traffic. As the packet generation interval increases,
nodes operate at 𝑇 due to the adaptive cycle time and the
message latency is decreased to 10.1 s.
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Figure 5: (a)The average packet latency and (b) the per-node energy consumption of A+MAC and SMAC in terms of the packet generation
interval and the duty cycle.

A+MAC
4𝑇

which has the highest communication perfor-
mance enhances the performance up to 13.5% from SMAC
since the adaptive cycle time can decrease the impact of sleep
delay on the message latency. When the packet generation
interval is higher than 6 s, the communication performance
of A+MAC

4𝑇
saturates at 7.5 s. Under these traffic loads

A+MAC
4𝑇

still has better performance than SMAC because
A+MAC

4𝑇
still operates at shorter cycle time due to the auto-

matic doubling than SMAC.As the packet generation interval
increases, SMAC catches up A+MAC

8𝑇
. In other words,

A+MAC
8𝑇

can improve the energy efficiency; moreover, it
can also reduce the message latency caused by contention
under burst traffic. However, when the packet generation
interval is long enough or 𝑇MAX is higher than 16𝑇, the
latency of this A+MACbecomes high since a larger cycle time
increases the hop-to-hop delay.

5.2. Energy Consumption. It is difficult to directly measure
the amount of consumed energy of a MICA2 mote. There-
fore, we simulated the energy consumption of a node with
AEON tool [19]. The energy model of AEON is based on
measurements of node current draw and the execution of real
code. The average energy consumption per node is shown in
Figure 5(b). A+MAC dramatically improves the energy effi-
ciency. A+MAC

4𝑇
can decrease 90% of energy consumption

of SMAC. As 𝑇MAX increases, A+MAC can reduce up to 94%
of energy consumption. The diminution in the energy con-
sumption of A+MAC is smaller than that in the result of NS-2
simulation.This is due to the different topologies in two tests.
Because all nodes in a linear topology participate in message
delivery, there is no node which only overhears neighbor’s
communication. Therefore, the impact of overhearing on the
energy consumption is not observed and the diminution in
the average energy consumption of A+MAC is reduced.

6. Conclusion

With a simple tuning of existing CSMA/CA based WSN
MAC protocols, A+MAC achieves both higher performance
and lower energy consumption through variable duty-cycle
operations. With detailed packet-level simulations we verify
and demonstrate that A+MAC can achieve as much as two
orders of magnitude energy savings with improved network
performance compared to a previous solution.
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In order to achieve the equal usage of limited resources in the wireless sensor networks (WSNs), we must aggregate the sensor
data before passing it to the base station. In WSNs, the aggregator nodes perform a data aggregation process. Careful selection
of the aggregator nodes in the data aggregation process results in reducing large amounts of communication traffic in the WSNs.
However, network conditions change frequently due to sharing of resources, computation load, and congestion on network nodes
and links, which makes the selection of the aggregator nodes difficult. In this paper, we study an aggregator node selection method
in the WSNs. We formulate the selection process as a top-k query problem, where we efficiently solve the problem by using a
modified Sort-Filter-Skyline (SFS) algorithm. The main idea of our approach is to immediately perform a skyline query on the
sensor nodes in the WSNs, which enables to extract a set of sensor nodes that are potential candidates to become an aggregator
node. The experiments show that our method is several times faster compared to the existing approaches.

1. Introduction

Recently, wireless sensor networks (WSNs) have been used
in many applications, such as military target tracking and
surveillance [1], meteorological hazards [2], wildlife moni-
toring [3], natural disaster relief [4], and healthcare [5]. A
WSN consists of a sink node, also called a base station, and
a group of sensor nodes. Each sensor node has a wireless
radio transceiver, a power source, a small microcontroller,
and multitype sensors that enable the sensor node to sense
and exchange the data with other sensor nodes. On the
other hand, the base station is a gateway for the WSN to
communicate with the external applications.The base station
collects the sensor data from the sensor nodes and combines
it into a form requested by the applications.

In a typicalWSN, the sensor nodes have limited resources
such as battery power, computing capability, and memory.
Communication is a dominant source of energy consumption
in the WSNs [6, 7]. Thus, the general approach is to jointly
process the sensor data, generated by the different sensor
nodes while transmitting it to the base station. This process
is called as a data aggregation process. By processing, combin-
ing, and filtering the sensor data, the data aggregation process

reduces a number of data transmissions and improves the
bandwidth energy utilization in the WSNs.

In WSNs, the aggregator nodes perform the data aggre-
gation process. The aggregator nodes receive the sensor data
from neighboring nodes, perform the data aggregation pro-
cess, and forward the filtered data to the base station. Careful
selection of the aggregator nodes in the data aggregation
process results in reducing large amounts of communication
traffic in the WSN. However, network conditions change
frequently due to sharing of resources, computation load, and
congestion on network nodes and links, which makes the
selection of the aggregator nodes difficult [8, 9].

Several data aggregation protocols have been proposed
to solve the selection problem of aggregator nodes, which
can be categorized into two types: tree-based data aggre-
gation protocols [10–13] and cluster-based data aggregation
protocols [14–18]. In tree-based data aggregation protocols,
the aggregator node is determined, and the data paths of
sensor nodes include the determined data aggregator nodes.
The main issue of tree-based data aggregation protocols is
the construction of an energy efficient data aggregation tree,
which is time consuming in the large WSN. On the other
hand, in cluster-based data aggregation protocols, sensor
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nodes are divided into clusters. In each cluster, a cluster head
is selected. Cluster head aggregates the sensor data locally and
forward the aggregation result to the base station. However,
this approach is also inefficient. Because there can be many
cluster heads in the large WSNs, which leads to selection
problem among cluster heads.

In this paper, we study an aggregator node selection
method in theWSNs.We formulate the selection process as a
top-k query problem, where we efficiently solve the problem
by using a modified Sort-Filter-Skyline (SFS) [19] algorithm.
The main idea of our approach is to immediately perform
a skyline query on the sensor nodes in the WSN, which
enables to extract a set of sensor nodes that are potential
candidates to become an aggregator node. Our approach
selects a set of aggregator nodes according to their attributes,
such as distance from the base station, power consumption,
battery life, and communication cost. Thus, we can reduce
large amounts of communication traffic by sending only the
aggregated data through selected aggregator nodes, instead of
individual sensor data, to the base station. The experiments
show that our method is several times faster compared to the
existing approaches. We also provide an analysis of the major
factors that impact the performance of previous approaches.

The remainder of this paper is organized as follows.
Section 2 explains data aggregation process in the WSN.
Section 3 discusses the related work. Section 4 describes our
proposed approach. Section 5 presents performance evalua-
tion. Section 6 highlights conclusions and future work.

2. Data Aggregation in WSN

In this section, we briefly explain the data aggregation process
in the WSNs.

AWSN is a collection of sensor nodeswith limited battery
power, computing capability, andmemory. Since the commu-
nication is amain source of energy consumption inWSN, it is
preferable to jointly process the sensor data, generated by the
different sensor nodes while forwarding it to the base station.
This process is called a data aggregation process. One of the
advantages of data aggregation process is that when the base
station initiates the query on the WSN, rather than sending
each sensor node’s data to the base station, one of the sensor
nodes performs the data aggregator process. Thus, the data
aggregation process reduces redundant data transmissions
and improves the overall lifetime of the WSN.

Figure 1 demonstrates a data aggregation process. In a
typical data aggregation process, three types of nodes are
used, such as base station, sensor nodes, and aggregator
nodes. Sensor nodes sense the data from the target region and
send it to the aggregator nodes. The aggregator nodes collect
the sensor data from the multiple sensor nodes, perform
the data aggregation process using aggregation function, and
send the aggregated data to the upper aggregator node or to
the base station. The base station collects the aggregated data
from the WSN and combines it into a form requested by the
applications.

The simplest way to perform the data aggregation process
is to determine data aggregator nodes in the network. Recall

Aggregator node

Target region

Base station

Figure 1: A data aggregation process in the WSN.

fromSection 1 that network conditions change frequently due
to sharing of resources, computation load, and congestion
on network nodes and links, which makes the selection of
the aggregator nodes difficult. In this paper, we study an
aggregator node selection method in the WSNs.

3. Related Study

Several data aggregation protocols have been proposed to
solve the selection problem of aggregator nodes, which can be
categorized into two types: tree-based data aggregation pro-
tocols [10–13] and cluster-based data aggregation protocols
[14–18]. In this section, we only describe representative data
aggregation protocols.

3.1. Tree-Based Data Aggregation Protocols. In tree-based
data aggregation protocols, the aggregator node is deter-
mined, and the data is transformed to the base station
through the determined data aggregator nodes.

Madden et al. [10] proposed the tiny aggregation (TAG),
service for aggregation in a low-power, distributed, and wire-
less environments. TAGhas two attributes. First, TAGenables
users to express simple, declarative queries for the data
collection and aggregation, by borrowing an idea from the
aggregation operators in database query language. Second, it
semantically distributes and executes aggregation queries in
the sensor network in a timely and power-efficient manner
and preserves important properties of the WSNs, such as the
resource constraints and loss communication.

Lindsey et al. [11] proposed power-efficient gathering
in sensor information systems (PEGASIS), which reduces
energy cost to increase the lifetime of theWSNs.Themethod
insists that it is near optimal in terms of energy cost for the
data gathering application in the WSNs. The main idea of
the PEGASIS is to form a chain among the sensor nodes. In
order to evenly distribute the energy usage in theWSNs, each
sensor node communicates only with a close neighboring
node and takes turns forwarding the data to the base station.
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Ding et al. [12] proposed an efficient energy-aware dis-
tributed heuristic to generate the aggregation tree, called
energy-aware distributed aggregation tree (EADAT). The
EADAT algorithm makes no assumption of a local net-
work topology and is based on residual power. It uses two
techniques, such as neighboring broadcast scheduling and
distributed competition among neighbors, which makes the
EADAT algorithm efficient. The simulation analysis demon-
strates that EADAT algorithm performs well in terms of
network lifetime, energy saving, data delivery ratio, and the
protocol overhead.

3.2. Cluster-Based Data Aggregation Protocols. In cluster-
based data aggregation protocols, sensor nodes are divided
into clusters. In each cluster, a cluster head is selected. Cluster
head aggregates the sensor data locally and forwards the
aggregation result to the base station.

Heinzelman et al. [16] proposed a low-energy adaptive
clustering hierarchy, called low-energy adaptive clustering
hierarchy (LEACH), protocol architecture for microsensor
networks. The LEACH is divided into two phases, such as
set-up phase and steady-state phase. In set-up phase, cluster
structures are organized. Then, in the steady-state phase, the
data is forwarded from the nodes to the cluster head and
to the base station. LEACH uses a randomized rotation of
the cluster head in order to evenly distribute energy usage
among the sensor nodes.The experiment results demonstrate
that LEACH reaches the performance needed under the tight
constraints of the wireless channel.

Younis and Fahmy [17] proposed protocol, called hybrid
energy-efficient distributed clustering (HEED).HEED selects
a cluster head according to both residual energy and node
proximity to its neighbors. HEED defines the mean of the
minimum power levels, called averageminimum reachability
power (AMRP), required by all nodes within the cluster
ranges to reach the cluster head. AMRP provides a good
estimation of the communication cost in each cluster. In order
to select a cluster head, each sensor node sets its probability of
becoming a cluster head that considers the initial percentage
of cluster heads, the current residual, and the initial energy
of the sensor node. This process continues until each node
selects its cluster head. The simulation results show that
HEED can prolong the network lifetime and support scalable
data aggregation.

Buttyán and Schaffer [18] proposed a position-based
aggregator node election in wireless sensor networks
(PANEL), which uses the geographical position information
of the sensor nodes in order to select an aggregator node.
In PANEL, at the beginning of each phase, a metric called
a reference point is calculated in each cluster by each node.
Once the reference point is calculated, the nodes in the
cluster select the sensor node that is the closest to the
referent point as the aggregator node for the given phase.
In each phase, the reference points are recalculated, and
the aggregator node selection procedure is reperformed, in
order to ensure load balancing meaning that each sensor
node can have the equal probability to become an aggregator
node.

Cluster
Cluster

Cluster

Aggregator
node

Aggregator
node

Aggregator
node

Base station

Figure 2: A cluster-based data aggregation process in the WSNs.

4. Proposed Method

This section will describe the proposed method in detail. We
start with general assumptions for our approach. Then, we
explain the aggregator node selection process using skyline.
Finally, we describe a tree building process of the cluster
heads.

4.1. Skyline Sensor Nodes. Considering that a set of sensor
nodes are scattered in a field, in this paper, we make
following assumptions: we assume that each sensor node
can perform following functions: sensing, aggregation, and
forwarding. Sensor nodes are static and they are aware of
their geographical position, that is, not instrumented with
GPS-capable antennae. We further assume that a sensor
network is subdivided into the clusters. In each cluster, we
select a cluster head, in other words an aggregator node.
An aggregator node performs the data aggregation process
locally, and forwards the aggregated sensor data to the base
station. Figure 2 demonstrates an example of a cluster-based
data aggregation process.

It is important to note that an aggregator node should
be selected according to multiple attributes, such as distance
from the base station, power consumption, battery life, and
communication cost. When a number of sensor nodes are
large in a cluster, it may take a long time to compute the com-
bination of these attributes and select an optimal aggregator
node. However, we can perform a look up at just the top few
results, ranked by a small set of attributes values that define an
aggregator node.Thus, we propose to formulate the selection
process as a top-k query problem, where we efficiently solve
the problem by using a modified SFS algorithm. The main
idea of our approach is to immediately perform a skyline
query on the sensor nodes in the WSN, which enables to
extract a set of sensor nodes that are potential candidates
to become an aggregator node. First, we briefly introduce
skyline queries, and then, we describe how to apply them in
our approach.

Given a set of sensor nodes with 𝑛 attributes, a skyline
query choses those sensor nodes that are not dominated by
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any other point. A sensor node 𝑠
𝑖
is said to dominate another

sensor node 𝑠
𝑗
, if 𝑠
𝑖
is as good as or better than 𝑠

𝑗
attribute

wise and definitely better in at least one attribute. Thus, a
skyline query choses an optimal aggregator node according
to all attributes. We define dominance relationships between
sensor nodes based on their attributes, such as distance
from the base station, power consumption, battery life, and
communication cost. We use dominance relationship to
select an aggregator node in a cluster that is not dominated
by other sensor nodes in the identical cluster.

Definition 1 (dominance relationship). Consider a cluster 𝐶
and the sensor nodes 𝑠

1
and 𝑠

2
that belong to the cluster

(𝑠
1
, 𝑠
2
) ∈ 𝐶. We say that 𝑠

1
dominates (𝑠

1
> 𝑠
2
) 𝑠
2
if and only

if 𝑠
1
is better than or equal to 𝑠

2
by all attributes and definitely

better in at least one attribute.

Definition 2 (skyline sensor node). The skyline of 𝐶, denoted
as 𝑆𝐴(𝐶), is a set of sensor nodes in 𝐶 that are not dominated
by any other sensor node of 𝐶, that is, 𝑆𝐴(𝐶) = {𝑠

1
∈ 𝐶 |

∄𝑠
2
∈ 𝐶 : 𝑠

2
< 𝑠
1
}.

Figure 3 shows an example of skyline sensor nodes of a
certain cluster. The sensor nodes are represented as points
in the 2-dimensional space, with the coordinates of each
point indicating the values of the sensor nodes in two
attributes, such as power consumption and communication
cost. From the figure, we can observe that 𝑠

1
, 𝑠
2
, 𝑠
4
, and

𝑠
7
are not dominated by other sensor nodes, meaning that

there are no other sensor nodes that offer both shorter power
consumption and communication cost than these nodes.

4.2. Aggregator Node Selection Algorithm. We assume that
the proposed approach considers aggregator node selection
in a medium-scale sensor network. In a typical medium-
scale sensor network, the number of nodes can reach 200–
300 sensor nodes, where the potential candidate to be
an aggregator node does not exceed 30–40 sensor nodes,
according to the size of each cluster. However, it is important
to mention that in a large-scale sensor network, potential
candidates to be an aggregator node can be huge, which
means that there is a need to build an index before applying
our approach.

Determining the aggregator nodes of a certain cluster
requires pairwise comparisons of the attributes of the candi-
date aggregator nodes.This process can be expensive in terms
of computation time if the number of candidate services is
large. Several efficient algorithms have been proposed for
skyline computation. Given that, for the problem considered
here, the process of determining the skyline aggregator nodes
is independent of any individual base station request or usage
context, it does not need to be conducted online at request
time. Therefore, we make use of any of the existing methods
for determining the skyline aggregator nodes offline in order
to speed up the service aggregator selection process later
at request time. For this purpose, we used SFS algorithm,
which presorts the data points in skyline according to their
scores obtained by a monotone functions 𝑓, such that if
𝑓(𝑠
𝑖
) < 𝑓(𝑠

𝑗
), then it is guaranteed that 𝑠

𝑖
< 𝑠
𝑗
. In
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Figure 3: An example of skyline method on sensor nodes.

other words, the function corresponds to a topological sort
with respect to the dominance criteria. The SFS method is
generally approached as a baseline in benchmarking research;
hence, it is suitable for the formulating solution to the skyline
query.

SFS is a skyline algorithm based on presorting and uses
no index structures. Algorithm 1 [20] describes the steps of
extended SFS. It takes an array 𝐶[1, . . . , 𝑛] of tuples as input
which is assumed to fit in the main memory. It returns the
skyline set 𝑆(𝐶[1, . . . , 𝑛]) as output. SFS maintains an array 𝑆
holding skyline tuples and visits all tuples in sorted order (line
3). For each tuple𝐷[𝑖], SFS performs dominance tests with all
skyline tuples in 𝑆 (line 4). If no skyline tuples in 𝑆 dominate
𝐷[𝑖], SFS inserts𝐷[𝑖] into 𝑆.

4.3. Aggregator Node Traversal Algorithm. In each cluster, we
select a cluster head in order to aggregate the sensor data
locally and transmit the aggregation result to the base station.
However, this approach is also inefficient, because there can
be many cluster heads in the large WSNs, which leads to the
selection problem among cluster heads. Thus, we propose
an aggregator node traversal algorithm, in which we form a
tree structure to transmit aggregated data by multihopping
through other cluster heads. Algorithm 2 presents an aggre-
gator node traversal algorithm.

In Algorithm 2, given an ordered tree 𝑇 with root 𝑟, we
aim at receiving a list of aggregator nodes to traverse through
the tree. The algorithm starts with a BuildTree function (line
1) that builds a tree of selected aggregator nodes. In this
procedure, the aggregator node that has the best combination
of attributes, calculated in Algorithm 1, is selected as a root
node (lines 2 and 3). Then, by checking each child nodes,
the algorithm recurs down the left or right subtree and
builds a tree of aggregator nodes (lines 3–16). Once BuildTree
function builds a tree of aggregator nodes, the algorithm
calls aggregator node traversal function, which traverses a
tree in a postorder manner. A postorder traversal involves
first postorder traversing the subtrees rooted at each of the
children of a node and then visiting the node itself, starting
at the root.
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Input:
Input an array 𝐶 [1, . . . , 𝑛] of data points

Output:
Output the skyline set 𝑆 (𝐶 [1, . . . , 𝑛])

(1) 𝑆 ← 𝜑
(2) sort 𝐶 [1, . . . , 𝑛] topologically with respect to the dominance criteria (Definition 1)
(3) for 𝑖 = 1 to 𝑛 do
(4) if ∀𝑒 ∈ 𝑆, 𝑒 ̸=𝐶 [𝑖] then
(5) insert 𝐶 [𝑖] into 𝑆
(6) end for
(7) return 𝑆

Algorithm 1: The extended Sort-Filtering-Skyline algorithm.

Input:
Ordered tree 𝑇 with root 𝑟

Output:
List to root 𝑟

(1) BuildTree (V, 𝑟𝑜𝑜𝑡)
(2) If 𝑟𝑜𝑜𝑡 is empty then
𝑟𝑜𝑜𝑡 ← V;

(3) else
(4) if V ≤ value stored in 𝑟𝑜𝑜𝑡 then
(5) if the left child of root exists then
(6) BuildTree (V, left child of 𝑟𝑜𝑜𝑡)
(7) else
(8) Insert V as the left child 𝑟𝑜𝑜𝑡
(9) else
(10) if the right child of 𝑟𝑜𝑜𝑡 exists then
(11) BuildTree (V, right child of 𝑟𝑜𝑜𝑡)
(12) else
(13) Insert V as the right child 𝑟𝑜𝑜𝑡
(14) end if
(15) end if
(16) end if
(17) AggregatorNodeTraversal (𝑇)
(18) for each child c of r from left to right
(19) 𝑇 (𝑐) = subtree with c as its root
(20) AggregatorNodeTraversal (𝑇(𝑐))
(21) end for
(22) return r

Algorithm 2: Aggregator node traversal algorithm.

Definition 3 (postorder traversal). Let 𝑇 be an ordered rooted
tree with root 𝑟. If 𝑇 consists only of root 𝑟, then root
𝑟 is the postorder traversal of 𝑇. Otherwise, suppose that
𝑇
1
, 𝑇
2
, . . . , 𝑇

𝑛
are the subtrees at 𝑟 from left to right in 𝑇. The

postorder traversal begins by visiting𝑇
1
, then𝑇

2
in postorder

until 𝑇
𝑛
, and ends by visiting 𝑟.

It is important to note that the discussed Algorithms 1
and 2 are mutually related to each other. Algorithm 1 selects a
set of aggregator nodes according to their attributes, such as
distance from the base station, power consumption, battery
life, and communication cost. However, there can be many
cluster heads in the large WSNs, which leads to selection

problem among cluster heads. Algorithm 2 solves this prob-
lem by forming a tree structure to transmit aggregated data
by multihopping through other cluster heads which results
in significant energy savings.

5. Performance Evaluation

In this section, we present performance evaluation of our
approach. The aim of the experiment is to compare the
computation time of the proposed approach with themethod
when the data aggregation process is not used and with the
method of clustering.
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Figure 4: A comparison of node selection time with 1 K (a), 10 K (b), and 100K (c).

5.1. Experiment Results. Experiments were carried out on a
2.4GHz Pentium processor with 512MB of RAM running
Windows XP Professional. For implementation of our pro-
posed approach, we used C++ programming language. Data
size used in our experiments consists of 1 K, 10 K and 100K,
data. The following experiments are carried out.

We compare node selection time. Graphs in Figures 4(a),
4(b) and 4(c) demonstrate this comparison. In all of these
figures, 𝑥-axis represents aggregation node selection time in
milliseconds and 𝑦 represents 𝑑 dimensions in universe. 𝑑
dimensions can be interpreted as the sensor node attributes
such as distance from the base station, power consumption,
battery life, and communication cost. Data size used in our
experiments consists of 1 K (a), 10 K (b), and 100K (c) data.

From the graphs in Figures 4(a), 4(b) and 4(c), we can
observe that the proposed approach outperforms the method

when the data aggregation process is not used and with the
method of clustering by up to two times. This is because
the main idea in our approach is to perform a skyline
query on the sensor nodes in WSNs in order to extract
among those sensor nodes that are potential candidates for
the leading role and those that cannot possibly become
an aggregator node. Our approach selects a set of leading
aggregator nodes according to their attributes, such as dis-
tance from the base station, power consumption, battery
life, and communication cost. Thus, we can select aggregator
nodes more efficiently. On the other hand, the method of
clustering suffers from load balancing as it shows the next
best result. The method when data aggregation process is
not used uses a random aggregator selection algorithm.
Thus, it shows the worst performance in selection aggregate
node.
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6. Conclusion

In this paper, we have studied an aggregator node selection
method in the WSNs. We have proposed to formulate the
selection process as a top-k query problem, where we effi-
ciently solve the problem by using a modified SFS algorithm.
Our approach selects a set of aggregator nodes according
to their attributes, such as distance from the base station,
power consumption, battery life, and communication cost.
Thus, we can reduce large amounts of communication traffic
by sending only aggregated data through selected aggregator
nodes, instead of individual sensor data, to the base station.
The experiments have showed that our method is several
times faster comparing to the existing approaches. We have
also provided an in-depth analysis on the major factors that
impact the performance of previous approaches.
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Automatic recognition of personal comfort is critical in realizing autonomous control of building utilities. We can infer human
comfort level based on indoor environmental conditions, such as temperature and humidity, collected through sensor networks.
However, the majority of methods for optimally deploying sensor networks in indoor climate monitoring mainly focused on
achieving accurate measurements such as temperature distributionmap with the minimum cost. Indeed, for automatic recognition
of comfort using machine learning, we need to collect datasets preserving as much of the discriminatory information for inferring
personal comfort with the minimum cost. In this paper, we present a novel method of placing and minimizing sensor nodes for
sensor networks in smart energy systems.We have developed ZigBee-based sensor nodes and collected temperature, humidity, and
illumination dataset from 13 nodes for a week. Using the dataset, we group the sensor nodes into coherent clusters, and then select
a representative node which has the maximum value of RSSI for each cluster and remove the other redundant sensors, reducing the
number of sensor nodes deployed. To show the feasibility of the proposed method, we perform a classification analysis of building
environment. The recognition accuracy decreased by 13 percent with 6 selected sensor nodes, compared to the result with all 13
sensor nodes.

1. Introduction
In the USA, the largest consumer of energy is buildings, with
residential applications accounting for 22.5% and commercial
applications accounting for 18.6% [1]. In particular, buildings
represent a major fraction (72.9%) of electricity consumption
in the USA, including lighting, heating, ventilation, and air-
conditioning (HVAC) system, and home and office appli-
ances [2]. Accordingly, energy conservation concerns require
us to balance energy use against occupant comfort. Smart
energy systems are driven by the clear needs of concerning
energy conservation and balancing building energy usage
against occupant comfort requirements. Smart energy sys-
tems would be able to advance building energy efficiency by
monitoring, manipulating, and leveraging contextual infor-
mation across the building environments [3].

Since smart energy systems have become a prime target
for energy savings and occupant comfort, indoor climate
monitoring based on wireless sensor networks (WSNs)
have been widely employed in attempts to collect various

parameters from buildings, including temperature, humidity,
CO
2
, light, and occupancy. These signals could be used to

analyze the building environment condition and infer the
occupant’s comfort level and finally control electric outlets,
HVAC system, and lighting in order to improve building
energy efficiency while preserving the occupant’s comfort
level. Therefore, a WSN consisting of various sensor nodes
is seen as one of the pivotal enablers of smart energy systems.

Research on optimal sensor placement in WSNs for
indoor environment monitoring is decades old and many
lessons have been learned in our community. The research
mainly focuses on investigating an appropriate placement
solution of sensor nodes in WSNs and, thus, improving
wireless communication quality, minimizing the total energy
consumption of networks, and maximizing informativeness
of sensed data at the same time. One example is to place
the minimum number of sensor nodes (i.e., minimizing
communication cost) and then predict values at locations
where no sensor nodes are placed, being able to achieve
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highly accurate temperature distribution (i.e., maximizing
information). However, for smart energy system, in par-
ticular, automatic recognition of human comfort based on
sensed data (e.g., temperature, humidity, and CO

2
), we need

to develop a new approach for deploying sensor nodes in
WSNs, which can collect data sets preserving as much of
the discriminatory information for inferring human comfort
level as possible. Accordingly, we first consider a practical
set of possible locations for sensors (i.e., locations probably
highly related to human comfort, for example, on each desk
in an office), group them into clusters having similar output
signals, and finally choose the optimal set of sensor locations
to minimize the network cost.

Our work addresses these problems by creating and
testing ZigBee-based wireless sensor nodes equipped with
temperature, humidity, and light sensors in a laboratory envi-
ronment based on machine learning technologies. We have
collected data sets spanning continuous one-week collection
periods (April 13, 2012 to April 19, 2012). With the collected
data set, we first tried to calculate similarity distance between
wireless sensor nodes using distance measures. With the
distance matrix among all sensor nodes, we next grouped
the sensors into coherent clusters using a simple hierarchical
clustering approach. From the coherent sensor cluster, we
could finally select a sensor node with the maximum average
radio signal strength indicator (RSSI) value as a prime sensor
for the sensor cluster, and the others are redundant sensors
that could be removed. In this way, we will be able to reduce
the overall energy consumption of WSN by eliminating the
redundant sensor nodes in each coherent sensor cluster.
Finally, we show the feasibility of our proposed method by
performing a classification analysis in which a given 1 hour
data set of temperature and humidity is classified into the day
it was collected, that is, which day of a week (Monday through
Sunday). We believe the proposed approach will provide a
systematic sensor deployment method in which the data sets
collected could include as much of the building environment
discriminatory information as possible with the minimum
number of sensor nodes.

The organization of the paper is as follows. Section 2
introduces smart energy systems as well as several studies
on optimal sensor placement methods for WSNs. Section 3
presents a WSN-based test environment for indoor climate
monitoring and illustrates the data sets we collect for a week.
Section 4 describes the proposed sensor selection method
using hierarchical clustering on similarity measures and
show the feasibility of the sensor selection method using a
classification analysis of indoor climate environment based
on temperature and humidity data sets. Finally, Section 5
offers concluding remarks.

2. Related Work

Sensor and actuator technologies based on ubiquitous com-
puting and WSNs have been employed in attempts to imple-
ment responsive environments. The office at Xerox PARC is
one of the examples of such responsive environments, where
electric outlets, HVAC systems, and lightings were automati-
cally controlled in response to the occupants’ preferences [4].

Pan et al. developed an intelligent light control system based
onWSN in indoor environments [5]. More recently, data sets
collected from WSN for a long period have been used in an
attempt to perform automatic classification and clustering
of indoor climates using machine learning technologies.
For example, Gouy-Pailler et al. collected a temperature
data set for 10 days from 25 sensor nodes installed in a
house and calculated distance and similarity measures for
sensor selection in highly instrumented buildings [6]. User’s
personal comfort level could be automatically recognized by
integrating data sets collected fromWSN such as temperature
and humidity into machine learning algorithms such as
support vector machine and Fisher Discriminant [7, 8].

To effectively deploy WSNs for environment monitor-
ing, researchers have been working on efficient deployment
of sensor nodes in WSNs [9, 10]. Beutel et al. proposed
deployment-support networks (DSNs) for the development,
test, deployment, and validation of WSNs [11]. By imple-
menting a DSN composed of 71 BTnodes rev3 devices, they
showed that they could enhance scalability and flexibility in
deployment of a large number of nodes of WSNs. Dyer et al.
also presented a similar approach for developing and testing
WSNs in a realistic environment [12].Woehrle et al. proposed
a fundamental method for a systematic design of WSNs for
supporting the development of WSN software conforming to
all design requirements including robustness and reliability
[13]. Wang et al. proposed systematic solutions for resolving
sensor placement and sensor dispatch problems in order to
reduce the cost of sensor deployment and enhance detection
capability of WSNs [14].

In particular, optimal sensor placement methods have
been widely studied for enhancing coverage, surveillance,
communication cost, and informativeness of sensed data in
WSNs. Chakrabarty et al. present a grid-based sensor place-
ment method for effectively locating targets in distributed
sensor networks, at the same time, minimizing the cost of
sensors for complete coverage of the sensor field [15]. Simi-
larly, Dhillon and Chakrabarty present polynomial-time
algorithms for optimizing the number of sensors and deter-
mining their placement to support minimalistic sensor net-
works in which a minimum number of sensors are deployed
and sensors transmit/report a minimum amount of sensed
data [16]. Lin and Chiu develop a grid-based optimal sensor
placement algorithm for locating targets with minimum
distance error for large sensor fields under the minimum
cost limitation [17]. Recently, optimal sensor placement has
been also considered for detecting overheating components
and enhancing energy efficiency in data centers. Wang
et al. present an optimal sensor placement method for hot
server detection in data centers based on computational
fluid dynamics (CFD) analysis of thermal dynamics in
data centers, maximizing hot server detection probabili-
ties, performing efficient cooling, and, thus, improving the
energy efficiency of data centers [18, 19]. Similarly, Chen
et al. propose a temperature forecasting technique in data
centers by integrating CFD modeling and real-time data-
driven prediction via wireless sensing to achieve high fidelity
temperature forecasting [20].Work to maximize information
of sensed data with the minimum energy in WSNs has been



International Journal of Distributed Sensor Networks 3

Top

Bottom

(a) (b)
Figure 1: (a) A ZigBee-based sensor node equipped with temperature, humidity, and light sensors, (b) a ZigBee receiver connected to a Mac
mini.

also studied. Krause et al. proposed a data-driven approach
using Gaussian process to model the monitored phenom-
ena and predict communications cost and finally present a
polynomial time algorithm for maximizing information of
sensor data while minimizing communication cost [21, 22].
Although this work is most closely related to our work, the
authors use a sensor placement strategy in which the level of
informativeness of a sensor placement is calculated based on
entropy and mutual information criterion between a set of
possible sensor positions and an additional set of locations,
where no sensor placements are possible. However, our
indoor environments such as homes and offices are not ideal
for placing sensor nodes. For example, sensor nodes could not
be placed at a particular position in a room due to aesthetics,
appearance, proximity, or human intervention even though it
is themost informative sensor location.Therefore, we need to
first consider a practical set of possible locations for sensors,
group them into clusters having similar output signals, and
finally choose the optimal set of sensor locations, composed
of the representative sensor of each cluster. In addition, this
method might be appropriate for automatic recognition of
human comfort in indoor environments based on classifi-
cation learning such as support vector machine algorithm,
which could preserve as much of the class discriminatory
information as possible [7].

Bandyopadhyay and Coyle proposed an energy efficient
hierarchical clustering algorithm to organize the sensors in a
WSN into clusters [23]. Sensors in clusters communicate only
to clusterheads and then the clusterheads communicate the
collected information to the center processing center, min-
imizing the total energy spent in the network. The authors
employed a hierarchical clustering method for grouping
sensors in such a way as tominimize the communication cost
spent in the network rather than identify the similarity of data
collected in the network andminimize the number of sensors.
This style of sensor clustering method echoes our motivation
in this paper.

Younis and Akkaya presented an extensive survey of
optimized sensor node placement in WSNs [24]. They sum-
marized published sensor placement strategies according
to various aspects: application, space, deployment, node
type, objectives, and constraint. As they presented, most
of the published work considered 2D spaces [21, 22] and

the node placement problem in 3D space will need an
increased attention from the research community to tackle
practical deployment scenarios such as smart energy systems.
This provides the motivation for our research into sensor
deployment for indoor climate monitoring in buildings-3D
spaces.

3. Suggested WSN Environment

In this section, we explain aWSN-based test environment for
indoor climate monitoring where we develop and illustrate
the data sets that we collect for a week.

3.1. Experimental Setup. To acquire sensing signals from
indoor building environments for a long period of time,
we have developed a ZigBee-based wireless sensor node as
shown in Figure 1(a). The sensor node consists of an MSP
430 16-bit ultralow power MCU, a CC2520 IEEE 802.15.4 RF
transceiver fromTexas Instruments, a SHT11 digital humidity
and temperature sensor from Sensirion, and a S1087 light
sensor from Hamamatsu. CO

2
sensors were also tested at

first, but we have decided to exclude them from our study
due to the large amount of power consumption of the CO

2

sensors. Each wireless sensor node is powered by two AA
batteries, and this permits a long-term continuous operation
without the need to change the batteries.The sensor nodes are
configured to measure and transmit temperature, humidity,
illumination, and its voltage level at one-minute intervals.
Among them, the voltage level will be used to decide if
the battery should be changed. We have developed Java and
MySQL-based data logging system on a Mac mini as shown
in Figure 1(b), which recorded the data transmitted from the
sensor nodes as well as their RSSI value. The RSSI could
be used to monitor the quality of wireless communication
between the receiver and sensor nodes.

We have attached the sensor nodes developed on the 13
locations of our laboratory environment as shown in Figure 2.
The sensor deployment in the space consists of three levels:
ceiling (2.6m), user (1.3m), and floor level (0.1m) from the
floor.The user level, a height of 1.3m from the floor, is chosen
considering the human body as a complex and dynamic
temperature sensor in everyday life. Eight sensor nodes are
located in the corners of the room, that is, ceiling and floor
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Figure 2: Our experimental setup of 13 wireless sensor nodesmounted on our laboratory’s wall. (1) A wireless sensor node transmits captured
data to the sink node connected to the Mac mini; (2) a Java-based logging program puts the received data into the MySQL database table; (3,
4) a JSP-basedWeb page provides a user interface for selecting the sensor, the day, the time duration of interest; and (5) it retrieves and shows
the saved data as a table or graph.

levels, another four sensor nodes are located on the walls, and
finally a sensor node is installed in the middle of the room
(user level).

By selecting the sensor, the day, the time duration of
interest through a JSP-based Web page, we can see the
variation of temperature, humidity, illumination, voltage, and
RSSI during the selected time period as a table or graph.

3.2. Data Collection. Our experiment consisted of capturing
sensor data sets from 13 wireless sensor nodes for one
week (April 13, 2012 to April 19, 2012). During this time,
temperature, humidity, illumination, RSSI, and battery level
was continuously recorded from 13 sensor nodes. Figures
3 and 4 show the temperature and humidity data collected
from 13 wireless sensor nodes we developed from April 13,
2012 (Friday) to April 19, 2012 (Thursday), respectively. In
Figure 3, we can observe that the temperature time series
varies greatly depending on the work schedule (9 am to 6
pm) of the occupants in the building, that is, the different
schedule of the HVAC control system for weekdays (Monday
through Friday) and weekend (Saturday and Sunday), that is,
no HVAC operation during weekend. It should be noted that
the temperature and humidity time series collected from the
11th sensor nodes (dark green, star) show a different signal
pattern from others, as seen in Figures 3 and 4. This is due
to an abnormal working of the sensor and should be fixed. In
our later analysis, we will present a method to systematically
examine such abnormal sensors. Figures 5 and 6 show the
illumination and RSSI data collected from 13 wireless sensor
nodes, respectively. Similar to the temperature and humidity
time series in Figures 3 and 4, both illumination and RSSI

show a clear difference between weekdays and weekend. In
Figure 5, we can see that there was no operation of lighting
devices during weekend, and the illumination of all sensor
nodes varies according to their locations and the amount of
daylight they received. In Figure 6, RSSI time series greatly
varies during week days probably because the occupancy
of people in the room would cause interference in sensor
networks.

4. Sensor Clustering on Similarity Measures

We first describe three similarity measures for calculating
similarity distance among sensors and then illustrate the
sensor clustering method based on hierarchical clustering.
Finally, in order to show the feasibility of our proposed
sensor selection method, we perform a classification analysis
of indoor building environment based on temperature and
humidity data sets we collect for a week.

4.1. Similarity Measures. For calculating similarity distance
among sensors, we have selected three similarity measures:
Euclidean distance (ED), complexity invariance distance
(CID), and dynamic time warping (DTW). Euclidean dis-
tance is the most widely-used distance measure for data
classification and clustering due to the simple but powerful
performance in many application fields. Complexity invari-
ance distance uses information about complexity differences
between two sensors time series as a correction factor for
existing distance measures, that is, Euclidean distance. By
considering differences in the complexities of the sensors
time series being compared, we can force the time series with
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Figure 3: Temperature data collected from 13 wireless sensor nodes.
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Figure 4: Humidity data collected from 13 wireless sensor nodes.

very different complexities to be further apart. Thus, we can
overcome the weakness of Euclidean distance, for example,
high sensitivity to error, outliers, and missing data. Dynamic
time warping is a well-known algorithm to find an optimal
alignment between two time series and has been successfully
used in the applications with time deformations between
two time series, for example, speech recognition. We choose
DTW as one of the methods for similarity calculation for
building environments because we thought there would be
time distortion among temperature sensors due to the airflow
of HVAC system and heat transfer delay in the room.

4.2. Sensor Clustering. In order to group 13 wireless sensor
nodes into coherent sensors, we deployed a hierarchical
clustering method with a fixed number of clusters. Although
a variety of other clustering methods such as 𝑘-means algo-
rithm or Gaussian mixture modeling can be used for more
detailed analysis, exploring the difference between those
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Figure 6: RSSI data collected from 13 wireless sensor nodes.

algorithms is not the goal of this paper. In addition, hierarchal
clustering allows us to decide the level of clustering, that
is, the number of clusters, which is most appropriate for
our application. All the experiments based on hierarchical
clustering in this study are carried out using the MATLAB
developed by the MATHWORKS Inc.

Figure 7 shows the temperature-based dendrogram (clus-
ter tree) results with Euclidean distance, complexity invari-
ance distance, and dynamic time warping distance, respec-
tively. It should be noted that the distance between the 11th
sensor and all others is very high compared to other distances,
this is because the abnormal working of the sensor as
mentioned in the previous section. Accordingly, we conclude
that if a group of sensor nodes has a very long distance from
all others, the sensor nodes in the group might be identified
as one further investigation is necessary. Figure 8 shows
temperature-based sensor clustering results (seven clusters)
with Euclidean distance, complexity invariance distance, and
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Figure 7: Temperature sensor dendrogram based on (a) ED, (b) CID, and (c) DTW.

dynamic time warping distance, respectively. It should be
noted that the sensors installed on the floor are grouped into
different clusters in three clustering results whereas some
sensors on the wall and ceiling are grouped into the same
clusters. It is also important to note that the sensors of the
same colorwould generate similar time series so thatwe could
reduce the number of sensors of the same color in all figures
(13 sensor nodes to 7 sensor nodes). In this procedure, we can
select a sensor node with themaximum average value of RSSI
during the data collection period as a representative sensor
of each cluster. Figures 9 and 10 show the illumination-based
dendrogram and clustering results with Euclidean distance,
complexity invariance distance, and dynamic time warping
distance, respectively. It should be noted that the cluster
analysis based on illumination shows almost the same result
between three similarity measures. We can conclude that
a simple ED will be working well in practice considering
the clustering result and the heavy computation load for
DTW.

4.3. Evaluation. In order to show the feasibility of our pro-
posed sensor selectionmethod, we performed a classification
analysis of building environment based on temperature and
humidity data sets. One advantage of our sensor selection
method is that the data set collected from the reduced num-
ber of sensors could still preserve the dominant information
enough to categorize it into clusters, for example, personal
comfort level (comfortable, neutral, uncomfortable). Assess-
ing comfort level is a subjective evaluation, so we decided to
choose another criterion to show the feasibility of our sensor
selection method. In the classification study, as shown in
Figure 11, the input attributes are temperature and humidity
time series over an hour collected from (a) all 12 sensor
nodes and (b) the selected 6 sensor nodes (we exclude the
broken 11th sensor node in both analysis), and the target
attributes were set to which day of the week. Given a 1 hour
temperature and humidity data set collected on an unknown
day, the machine learning classifier will predict on which
day of the week the temperature and humidity data set was
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Figure 8: Temperature sensor clusters based on (a) ED, (b) CID, and (c) DTW.

collected. Note that the amount of data used for training
and classifying decreases by half ; that is, the computational
and memory requirement for training and classifying data
would significantly reduce by more than half. Accordingly,
the remaining task is to show the recognition accuracy with
the data sets collected from the reduced number of sensors in
comparison with the result with the original data sets.

We first performed the classification with the tempe-
rature and humidity data set collected from 12 sensor nodes
and compared the result with the one with the data set
collected from the selected 6 sensor nodes. Among vari-
ous available machine learning algorithms, we chose seven
classification methods: Bayes net, decision tree (C4.5), deci-
sion table, instance-based learning (𝑘-nearest neighbor algo-
rithm), multilayer perceptron, Näıve Bayes, and support
vector machine. Support vector machine is chosen as one
of the state-of-the-art discriminative methods with a good
performance in many applications. We chose the simple 𝑘-
nearest neighbor algorithm from instance-based learning
algorithms and decision tree and decision table from rule-
based learning algorithms. In addition, Bayes net is chosen
as one of generative models to show its performance in
our experiments. We also used Naı̈ve Bayes and multilayer
perceptron as classifiers. All the experiments based on these
classifiers were carried out using Weka developed by the
Machine Learning Group at University of Waikato [25].

Table 1: Summary of classifier results (mean ± standard deviation).
Comparison of recognition accuracy (%) of 1 hour and 1 day
classification by temperature and humidity time series.

Classifier Recognition accuracy (mean ± std)
All 12 nodes Selected 6 nodes

Bayes net 60.89 ± 0.01 62.86 ± 0.02

Decision tree 71.96 ± 0.02 71.25 ± 0.02

Decision table 54.94 ± 0.02 56.31 ± 0.04

Instance-based learning 61.37 ± 0.01 58.87 ± 0.02

Multilayer perceptron 71.79 ± 0.04 66.01 ± 0.04

Näıve Bayes 55.60 ± 0.01 52.74 ± 0.01

Support vector machine 88.51 ± 0.01 75.24 ± 0.01

Table 1 summarizesmean and standard deviation for clas-
sification accuracy over the selected classification methods
based on temperature and humidity we have collected. We
used 10 times 10-fold cross-validation, in other words, 10
different 10-fold cross-validation experiments with the same
learningmethod and data set, averaging the 100 experimental
results. In Table 1, we can know that support vector machine
algorithm shows the best classification performance in both
analysis. This result is not very surprising because the past
work in [7] performed automatic recognition of the subject’s
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Figure 9: Illumination sensor dendrogram based on (a) ED, (b) CID, and (c) DTW.

comfort with support vector machine classifier and shows a
good recognition accuracy. Accordingly, we can know that
support vector machine algorithms will be able to be widely
deployed for automatic recognition in building environment
analysis based on data sets collected.

We next show the comparison of recognition accuracy
between (a) all 12 nodes and (b) the selected 6 nodes. Note
that the recognition accuracy of support vector machine
classifier decreases by about 13 percent with the 6 selected
sensor nodes (75.24%). This is probably because the data
set from the selected nodes might lose some information
affecting the recognition accuracy. Therefore, it is a tradeoff
between overall cost reduction due to the selected sensor
nodes and the amount of information affecting building
environment analysis. Of course, for example, selecting more
than one representative sensor node for each cluster in sensor
clustering will be able to increase the recognition accuracy,
though this means the larger number of sensor nodes
deployed, increasing the cost for sensor network deployment
and the amount of computational resources required. As

a result, we can conclude with confidence that the data sets
collected from the sensor nodes selected by the proposed
method could include the building environment discrimina-
tory information enough to perform building environment
analysis for smart energy systems.

5. Conclusion

Wehave presented deployment support for sensor network in
which the data set collected from sensor network could have
asmuch of building environment discriminatory information
as possible for smart energy systems. We have collected tem-
perature, humidity, and illumination data set from 13-ZigBee-
based wireless sensor nodes for one week in a laboratory
environment. We next grouped the wireless sensor nodes
into coherent sensors with hierarchical clustering based on
three similarity measures: Euclidean distance, complexity
invariance distance, and dynamic time warping distance.
By selecting a representative sensor with the maximum
value of RSSI for each cluster and removing the other



International Journal of Distributed Sensor Networks 9

x
y

z

(a)

x
y

z

(b)

x
y

z

(c)

Figure 10: Illumination sensor clusters based on (a) ED, (b) CID, and (c) DTW.
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Figure 11: Classification analysis using temperature and humidity data sets collected from (a) all 12 sensors and (b) the selected 6 sensors.
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redundant sensors, we could reduce the number of sensor
nodes deployed for indoor climatemonitoring while preserv-
ing the class discriminatory information with the reduced
number of sensor nodes.
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L. Thiele, “Prototyping wireless sensor network applications
with BTnodes,” in Proceedings of the 1st European Workshop
in Wireless Sensor Networks (EWSN ’04), pp. 323–338, Berlin,
Germany, January 2004.

[10] U. Anliker, J. Beutel, M. Dyer et al., “A systematic approach to
the design of distributed wearable systems,” IEEE Transactions
on Computers, vol. 53, no. 8, pp. 1017–1033, 2004.

[11] J. Beutel, M. Dyer, L. Meier, and L. Thiele, “Scalable topology
control for deployment-support networks,” in Proceedings of
the 4th International Symposium on Information Processing in
Sensor Networks (IPSN ’05), pp. 359–363, Piscataway, NJ, USA,
April 2005.

[12] M. Dyer, J. Beutel, T. Kalt et al., “Deployment support network a
toolkit for the development of WSNs,” in Proceedings of the 4th
European Workshop in Wireless Sensor Networks (EWSN ’07),
pp. 195–211, Delft, Netherlands, 2007.

[13] M. Woehrle, C. Plessl, J. Beutel, and L. Thiele, “Increasing the
reliability of wireless sensor networks with a distributed testing
framework,” in Proceedings of the 4th Workshop on Embedded
Networked Sensors (EmNets ’07), pp. 93–97, Cork, Ireland, June
2007.

[14] Y. C. Wang, C. C. Hu, and Y. C. Tseng, “Efficient placement and
dispatch of sensors in a wireless sensor network,” IEEE Trans-
actions on Mobile Computing, vol. 7, no. 2, pp. 262–274, 2008.

[15] K. Chakrabarty, S. S. Iyengar, H. Qi, and E. Cho, “Grid cove-
rage for surveillance and target location in distributed sensor
networks,” IEEE Transactions on Computers, vol. 51, no. 12, pp.
1448–1453, 2002.

[16] S. S. Dhillon and K. Chakrabarty, “Sensor placement for
effective coverage and surveillance in distributed sensor net-
works,” in Proceedings of the IEEE Wireless Communications
and Networking Conference (WCNC ’03), pp. 1609–1614, New
Orleans, La, USA, March 2003.

[17] F. Y. S. Lin and P. L. Chiu, “A near-optimal sensor placement
algorithm to achieve complete coverage/discrimination in sen-
sor networks,” IEEE Communications Letters, vol. 9, no. 1, pp.
43–45, 2005.

[18] X. Wang, X. Wang, G. Xing, J. Chen, C. X. Lin, and Y. Chen,
“Towards optimal sensor placement for hot server detection in
data centers,” in Proceedings of the 31st International Conference
on Distributed Computing Systems (ICDCS ’11), pp. 899–908,
Minneapolis, Minn, USA, July 2011.

[19] X.Wang, X.Wang, G. Xing, and C. X. Lin, “Leveraging thermal
dynamics in sensor placement for overheating server com-
ponent detection,” in Proceedings of the International Green
ComputingConference (IGCC ’12), pp. 1–10, San Jose, Calif, USA,
June 2012.

[20] J. Chen, R. Tan, Y. Wang et al., “High-fidelity temperature
distribution forecasting system for data centers,” in Proceedings
of the 33th Real-Time Systems Symposium (RTSS ’12), pp. 215–
224, San Juan, Puerto Rico, December 2012.

[21] A. Krause, A. Gupta, C. Guestrin, and J. Kleinberg, “Near-
optimal sensor placements: maximizing information while
minimizing communication cost,” in Proceedings of the 5th
International Conference on Information Processing in Sensor
Networks (IPSN ’06), pp. 2–10, Nashville, Tenn, USA, April
2006.

[22] A. Krause, A. Singh, and C. Guestrin, “Near-optimal sensor
placements in Gaussian processes: theory, efficient algorithms
and empirical studies,” Journal of Machine Learning Research,
vol. 9, pp. 235–284, 2008.

[23] S. Bandyopadhyay and E. J. Coyle, “An energy efficient hier-
archical clustering algorithm for wireless sensor networks,” in
Proceedings of the 22nd Annual Joint Conference on the IEEE
Computer and Communications Societies, pp. 1713–1723, San
Francisco, Calif, USA, April 2003.

[24] M. Younis and K. Akkaya, “Strategies and techniques for node
placement in wireless sensor networks: a survey,” Ad Hoc
Networks, vol. 6, no. 4, pp. 621–655, 2008.

[25] Weka 3: data mining software in java, http://www.cs.waikato
.ac.nz/ml/weka/.



Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2013, Article ID 681873, 8 pages
http://dx.doi.org/10.1155/2013/681873

Research Article
Location Algorithm for Nodes of Ship-Borne
Wireless Sensor Networks

Xuefeng Yang and Yingjun Zhang

Dalian Maritime University, Dalian 116026, China

Correspondence should be addressed to Yingjun Zhang; ecdis@sina.com

Received 7 May 2013; Revised 2 August 2013; Accepted 3 August 2013

Academic Editor: Tai-hoon Kim

Copyright © 2013 X. Yang and Y. Zhang. This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.

Node location is of great significance as a supporting technology of wireless sensor network (WSN). The information without
position would be greatly devalued. So this paper is about location algorithm for nodes of ship-borne WSN based on research
on structure of ship and work environment of ship-borne WSN. The whole location process consists of two steps: one is location
algorithm among cabins (LAAC), and the other one is location algorithm in the cabin (LAIC). LAAC refers to location with the
topology of ship-borne WSN. We can learn which cabin the node lies in. LAIC refers to location based on received signal strength
indication (RSSI), we can get distance relationship between nodes by RSSI, and then obtain the specific location by solving this
distance relationship. In the last part, this paper verifies the designed location algorithm by experimenting on “A” ship. Experiments
show that the location algorithm designed by this paper is feasible.

1. Introduction

Although WSN has been widely used in many fields, the
study of ship-borneWSN is still in its infancy. At present, the
research for ship-borne WSN mainly contains two aspects:
first, some researchers have studied the communication of
WSN on shipboard [1, 2]; second, some researchers have pro-
posed the idea of using WSN to monitor work environment
on shipboard [3–5]. For example, some researchers use WSN
to monitor the temperature of the engine room.

To improve the safety of navigation and achieve the goal
of early warning, we have proposed another application of
WSN that is monitoring the environment and the state of
cargo on shipboard, especially the dangerous cargo. Due to
loading, unloading of cargo, and changing of equipments, the
position of ship-borne WSN nodes is indeterminate. If crew
cannot attain the position of nodes, emergency measures
would be delayed in case of an alarm, so to save time in
taking emergencymeasures, it is necessary to get the position
of WSN nodes; that is to say, we should design location
algorithm for ship-borne WSN and find out which cabin the
node lies in and the specific position within the cabin.

So far, there have been many WSN location algorithms,
among which location algorithms based on RSSI [6, 7], time
of arrival (TOA), angle of arrival (AOA), and distance vector-
hop (DV-hop) [8, 9] aremost popular. RSSI is ameasurement
of the power present in a received radio signal, which would
decrease with the increase of distance between the sender
and the receiver. Compared with other ranging methods, it
is more convenient to acquire RSSI, and we do not need to
add any hardware device. For example, RSSI can be easily
read from the 8-bit RSSI. RSSI VAL register of the RFmodule
CC2420 [7].

TheWSN has different performances in different applica-
tion environments, and location algorithm is related to the
application environment of WSN. Ship-borne WSN has its
own characteristics compared with the traditional WSN. For
example, the spatial distribution of ship-borneWSN nodes is
three dimensional, the variability of topology is confined, and
the nodes on different decks cannot communicate directly.
The detail of these characteristics would be introduced in the
next part. Due to the characteristics of ship-borne WSN, the
existing algorithm is not very suitable for ship-borne WSN.
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Figure 1: The schematic diagram of ship-borne WSN.

And, as we know, there is not any location algorithm for ship-
borne WSN. In addition, the location of WSN node is very
important for the safety of the ship. So it is necessary to make
research on the location algorithm of ship-borne WSN.

2. Ship-Borne WSN

Ship-borne WSN consists of a large number of nodes, which
can be divided into three categories based on the function
of nodes. They are common nodes, repeaters, and base
stations, respectively. The common node is responsible for
collecting and transmitting data; the repeater is responsible
for repeating the data which were transmitted to the base
station by common nodes; and finally the base station is
responsible for receiving the data fromWSNand transmitting
these data to the computer. Figure 1 shows the structure of
ship-borneWSN. Compared with the traditional WSN, ship-
borne WSN has its own characteristics.

The characteristics of ship-borne WSN are shown as
follows.

(1) The spatial distribution of ship-borne WSN nodes
is three dimensional. There are many decks on ship,
and many cabins on each deck. Unlike distribution of
ship-borneWSNnodes, the distribution of traditional
WSN nodes stays almost on the same panel. So the
distribution of ship-borne WSN nodes varies greatly
compared with the traditional WSN nodes.

(2) The variability of topology is confined. A ship is
constructed by joining many blocks together, and
blocks are made of steel plates cut or welded, which
means that the ship is a large structure made mainly
of steel. This metallic structure shields radio signals.
This will severely attenuate the transmitting of nodes.
Compared with the traditional WSN, the variability
of ship-borne WSN topology is confined.

(3) The nodes on different decks cannot communi-
cate directly. They mainly communicate through the
repeaters located at the stairs between decks [10].

(4) The nodes in the same cabin have similar route; that is
to say, they would transmit data to the base station by
the same repeater. It should be noted that “cabin” in
this paper refers to the area in which the nodes have
the similar route when they transmit data to the base

Figure 2: The flow diagram of location.

station. That is to say, the division of cabins is related
with the location of repeaters and the structure of the
ship.

(5) The nodes in the same cabin would construct a small
sensor network which can be referred to as subnet, as
shown in Figure 1.

With so many characteristics, it is indispensable to study
ship-borne WSN and location algorithm.

3. Location Algorithm

To cope with the characteristics of ship-borne WSN, this
paper has designed the location algorithm for nodes of ship-
borne WSN. In the process of locating, we call the node,
whose position is known, “anchor node” (AN) [11], and
some anchor nodes should be prearranged in cabins before
locating; we call the node waiting to be located “blind node”
(BN) [12].

3.1. An Overview of Process of Location. The whole location
process can be divided into two steps: the first is LAAC, and
the second is LAIC.

First, we can acquire the name of cabin in which blind
node is arranged, according to LAAC. And then let the blind
node transmit data to the anchor nodes in the cabin and
record the RSSI value. According to these RSSI values, we can
build up the distance relationship between blind node and
anchor nodes in the cabin. At last, we can calculate specific
location by solving this distance relationship. Figure 2 shows
the flow of location for ship-borneWSN. As can be seen from
the figure, the location result consists of two parts: one is the
name of the cabin, and the other one is the specific position
in the cabin.

3.2. Location Algorithm among Cabins (LAAC). LAAC refers
to pinpointing the name of cabin in which the blind node
locates by the route of packets received by the base station
from the blind node. We can analyze these packets, construct
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Figure 3: Location algorithm among cabins.

the topology of ship-borne WSN, decide the route, and get
the repeater nearest to the blind node. Finally, according to
the repeater, we can get the name of cabin where the blind
node is by looking up the relational table, which contains the
IDs of repeaters and the names of cabins.

Figure 3 shows the flow of LAAC. First, we should
arrange repeaters and record their positions. Because of the
complicated structures of ships, it is necessary to arrange
these repeaters properly. Two rules should be obeyed: one
is to make sure that the ship-borne WSN can communicate
normally; the other one is to try our best to let the blind nodes
in one cabin transmit data to the base station by the same
repeater. According to the characteristics of ship-borneWSN,
repeaters should be arranged at stairs of decks. Then, we can
make relational table by the location of repeaters. The table
contains the ID of repeater and the name of cabin in which
the blind node lies, which would transmit data to the base
station by this repeater.The format of relational table is shown
in Figure 3.

When the base station receives packets from the blind
node, we can get the repeater nearest to the blind node by
analyzing the route. At last, checking the relational table, we
can get the name of the cabin in which the blind node lies.

The process of locating the algorithm among cabins is
described as follows.

(1) The base station acquires the route of packets from
the blind node: 𝐵

𝑟
= {BN, Repeater 1, Repeater 2,

Repeater N,. . ., Base station}.
(2) Analyze the route and acquire the ID of the nearest

repeater to the blind node, NR B ID.
(3) Acquire location by the relational table: 𝑆 = {(Re-

peater 1 ID, cabin number 1), (Repeater 2 ID, cabin
number 2),. . ., (Repeater N ID, cabin number N)}.

(4) According to the NR B ID, check the location by the
relational table 𝑆 and acquire the cabine nuber i.

(5) Get the name of the cabin in which the blind node
locates.

3.3. Location Algorithm in the Cabin (LAIC). LAIC refers
to geting the three-dimensional coordinates in the cabin
according to RSSI values after confirming the cabin number
in which the blind node lies.

In the cabin, there are some anchor nodes, which were
arranged before location, and we can get the IDs and
coordinates of these anchor nodes from the database. When
wewant to locate the blind node, we can let it transmit packets
to these anchor nodes in the cabin, and then the anchor
nodes are activated. In order to decide the signal transmission
model, actually to decide the path loss exponent, these anchor
nodes start to communicate with each other until the path
loss exponent is decided. After the path loss exponent is
decided, these anchor nodes just receive the packets from the
blindnodes and transmit theseRSSI values to the base station.
RSSI is related with distance, so we can get the distance
relationship between the blind node and these anchor nodes
according to the path loss exponent. The following formula
describes the relationship between RSSI and distance:

𝑃
𝑟
(𝑑) − 𝑃

𝑟
(𝑑
0
) = −10𝛽 log( 𝑑

𝑑
0

) + XdB, (1)

where XdB is a zero-mean Gaussian random variable (in dB),
𝛽 is the path loss exponent, and 𝑃

𝑟
(𝑑
0
) is the average of signal

strength at a reference distance 𝑑
0
(1m in our case) [13].

At last, we can calculate the specific coordinates of blind
nodes using this distance relationship. The flow of LAIC is
shown in Figure 4.

According to the analysis of LAIC, we can know that there
are 3 types of packets transmitted in the process of location.
The first category is the packets of location transmitted by the
blind nodes, and we call them packet A. The second category
is the packets transmitted among anchor nodes to decide the
signal transmission model, and we call them packet B. And
the last category is the packets which contain RSSI values,
and we call them packet C. The format of packets in LAIC
is shown in Figure 5. ID A indicates the ID of the sender, and
ID B is the ID of the receiver.

Assume that there are 𝑁 anchor nodes in the cabin and
that the coordinates of 𝑖th anchor node are (𝑥

𝑖
, 𝑦
𝑖
, 𝑧
𝑖
); the

coordinates of the blind nodes are (𝑥, 𝑦, 𝑧), and the distance
from the blind node to the 𝑖th anchor node is 𝑑

𝑖
, so we can

get the following formula:

(𝑥
𝑖
− 𝑥)

2

+ (𝑦
𝑖
− 𝑦)

2

+ (𝑧
𝑖
− 𝑧)

2

= 𝑑
𝑖

2
, (2)

where 𝑖 is, respectively, 1, 2, 3, . . . , 𝑁. Due to the error of
distance, we cannot solve formula (2). However, it is possible
to estimate a position which is close to the real position,
and we call this position the “estimated position.” In order to
let the estimated position and the real position to be closer,
we make the quadratic sum of difference value between the
distance from the estimated position to anchor nodes and
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Figure 4: Location algorithm in the cabin.

Figure 5: Three types of packets in LAIC.

the measured distance minimum, which is the least square
algorithm. So we have the following formula:

Δ𝑑 =

𝑛

∑

𝑖=1

𝑊
𝑖
(
√
(𝑥 − 𝑥

𝑖
)

2

+ (𝑦 − 𝑦
𝑖
)

2

+ (𝑧 − 𝑧
𝑖
)

2

− 𝑑
𝑖
)

2

, (3)

where Δ𝑑 is the quadratic sum of difference between the
distance from the estimated position to anchor nodes and the
measured distance, and𝑊

𝑖
is the weighed factor (1/𝑑

𝑖
in our

case). That is to say, the estimated position (𝑥, 𝑦, �̂�) makes
function Δ𝑑(𝑥, 𝑦, 𝑧) minimum. At point (𝑥, 𝑦, �̂�), the partial

derivation is zero, and the partial derivation is shown as in
the following formula:

𝜕Δ𝑑 (𝑥, 𝑦, 𝑧)

𝜕𝑥

= 0,

𝜕Δ𝑑 (𝑥, 𝑦, 𝑧)

𝜕𝑦

= 0,

𝜕Δ𝑑 (𝑥, 𝑦, 𝑧)

𝜕𝑧

= 0.

(4)
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Figure 6: Topological structure of ship-borne WSN.

Solving these equations, we can get the estimated position
[14].

For location algorithm based on range, the location error
is influenced by distance errors and geometric errors, in
which geometric errors refer to the errors caused by the
spatial arrangement of blindnode and anchor nodeswhen the
distance errors are constant. Geometric dilution of precision
(GDOP) can describe geometric error. GDOP is shown as in
the following formula:

GDOP = √
𝜎

2

𝑥
+ 𝜎

2

𝑦
+ 𝜎

2

𝑧

𝜎

2
,

(5)

where 𝜎 is the distance error and 𝜎
𝑥
, 𝜎
𝑦
, and 𝜎

𝑧
are the

location errors in three directions. It is thus evident that
geometric error is just related with spatial arrangement. The
smaller the GDOP is, the smaller the geometric error is,
and the better the spatial arrangement is, the bigger the
GDOP is; the bigger the geometric error is, the worse the
spatial arrangement is. It is proved that GDOP is inversely
proportional to the volume of the shape constructed by unit
vectors from the blind node to anchor nodes.The smaller the
volume is, the bigger the GDOP is; the bigger the volume is,
the smaller the GDOP is [15].

4. Experiments on Shipboard

In order to verify the location algorithm designed by this
paper, we experimented on the “A” ship.The deckhouse of the
“A” ship consists of the following decks: arranged vertically
(from bottom to top): the tank top; tween deck; main deck
which houses several classrooms; promenade deck; boat
deck; captain deck; navigation deck; and compass deck. The
eko node and the IRIS node produced by crossbow are used
in the experiments. The radio frequency of ship-borne WSN
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Figure 7: Reading RSSI on CC2420.

Table 1: Relational table for LAAC.

Repeater ID Compartment
Node 9 Boat deck
Node 6 Promenade deck
Node 7 Main deck
...

...

is 2.4GHz, the transmitter power output is 3 dBm, and the
receive sensitivity is −101 dBm.

4.1. Experiments for LAAC. According to LAAC, we arrange
the repeaters; the positions of repeaters are shown in Figure 6,
and the relational table is made and shown in Table 1. After
network, the topology of ship-borne WSN is shown in
Figure 6.

Assume that Node 4 is the blind node, by analyzing the
received packets, we can acquire the route: Node 4 → Node 7
→ Node 6 → Node 9 → Base 0; the black arrow in Figure 6
shows the route.Then, we can find the nearest repeater: Node
7 to Node 4. At last, by looking up the relational table, we
know that the blind node is on the main deck. And Node 4 is
actually at the classroom of the main deck. It is obvious that
LAAC is feasible.

4.2. Experiments for LAIC. Before the experiments for LAIC,
the RSSI values in different distances are measured. In
Figure 7 a graph is shown for scattering every distance (1m,
2m, 4m, 6m, 8m, 14m, 20m, and 26m). And the straight
line in the figure is the mean RSSI value.

The experiment for LAIC is preceded in a cabin on the
main deck. The scale of the cabin is 12m × 8m × 3m. Before
location, we had arranged 6 IRIS nodes in the classroom
as anchor nodes. In the experiment, we tested 40 times for
a node located at point (5, 4, 2). And the location result
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Figure 8: Location results.

is shown in Figure 8. In this figure, the green pentagram
indicates the true position of the blind node; triangles
indicate location results, in which the color indicates the
location error (location error refers to the distance between
the true position and the estimated position); the black balls
indicate anchor nodes. In Figure 8, the 3D view and the
projective view of location results are displayed.

In the projective figures, the distribution of location
results indicates the location error in this plane. And the
bigger the area of the distribution is, the bigger the location
error of this plane is.The relation of the location error in three
planes is shown in the following formula:

𝐸
𝑋-𝑌 < 𝐸𝑋-𝑍 < 𝐸𝑌-𝑍, (6)

where 𝐸
𝑋-𝑌, 𝐸𝑋-𝑍, and 𝐸𝑌-𝑍 are, respectively, the location

errors in 𝑋-𝑌, 𝑋-𝑍, and 𝑌-𝑍 planes. The distance error in
three planes is almost the same as each other. So the difference

of location error in the three planes is caused by spatial
arrangement of the blind node and anchor nodes, which is
geometric error. According to the above paragraphs, we know
that geometric error is related with the volume of the shape
constructed by unit vectors from the blind node to anchor
nodes. Figure 9 shows these unit vectors and the projective
figure of the shape. The relation of the area is shown in the
following formula:

𝑆
𝑋-𝑌 > 𝑆𝑋-𝑍 > 𝑆𝑌-𝑍, (7)

where 𝑆
𝑋-𝑌, 𝑆𝑋-𝑍, and 𝑆𝑌-𝑍 are, respectively, the areas of the

shape constructed by unit vectors from the blind node to
anchor nodes in𝑋-𝑌,𝑋-𝑍, and 𝑌-𝑍 planes.

According to formulas (6) and (7), we can reach the
following conclusion: the geometric error in each plane is
influenced by the projected area of shape constructed by the
unit vectors from the blind node to anchor nodes.The bigger
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the projective area is, the smaller the geometric error is; on
the contrary, the geometric error is bigger.

Therefore, when we arrange these anchors, the geometric
error should be fully considered.

Figure 10 shows the location error of experiment for
LAIC, whose mean value is 1.5m and RMSE (root mean
square error) is 0.35m. And the location error which is
smaller than 2.0m is 87.5 percent.

5. Conclusions

By analyzing the characteristics of ship-borne WSN, this
paper has designed and verified location algorithm for nodes
of ship-borne WSN, which consists of LAAC and LAIC, and

to test the location algorithm, we experimented on the “A”
ship. Experimental results show that we can get the name of
the cabin in which the blind node is by LAAC, and we can get
the specific position by LAIC. In the cabin of 12m × 8m ×
3m, the precision of location is about 1.5m.

The location algorithm can provide the position for nodes
of ship-borne WSN. In case of an emergency, the algorithm
can help the crew to locate the position of causes without
delay and provide safeguard for life and property at sea. In
addition, the location algorithm designed by this paper can
also be used in the similar situation, for example, whenWSN
is used to monitor the condition of cargo hold and container.
The reason is that it has a similar topology to the ship-borne
WSN.



8 International Journal of Distributed Sensor Networks

0 5 10 15 20 25 30 35 40
Number of test

Lo
ca

tio
n 

er
ro

r (
m

)

0

0.5

1

1.5

2

2.5

3

Figure 10: The error of location results.

Acknowledgments

This work was supported by the National Natural Science
Foundation of China (61073134; 51179020), the study on
optimal model and knowledge-based support algorithm for
three-dimensional search and rescue at sea, the study on
optimal route design for ship under the condition of wind
navigation aid, the State 863 Projects (2011AA110201), the sys-
tem of and the key equipment for the integrated bridge, and
the Applied Fundamental Research Project of theMinistry of
Transport of China (no. 2013329225290).

References

[1] B.-G. Paik, S.-R. Cho, B.-J. Park, D. Lee, J.-H. Yun, and B.-D.
Bae, “Employment of wireless sensor networks for full-scale
ship application,” Embedded andUbiquitous Computing, vol. 48,
no. 8, pp. 113–122, 2007.

[2] H. Kdouh, G. Zaharia, C. Brousseau, G. El Zein, and G.
Grunfelder, “ZigBee-based sensor network for shipboard envi-
ronments,” in Proceedings of the 10th International Symposium
on Signals, Circuits and Systems (ISSCS ’11), pp. 229–232, Iasi,
Romania, July 2011.

[3] S.Ma andY. Liu, “The research for application ofWSN in engine
room,” Shanghai Shipbuilding, vol. 73, no. 1, pp. 34–36, 2008.

[4] H. Wang, The MAC Protocol Optimization and Simulation of
WSN in Ship, Dalian Maritime University, Dalian, China, 2010.

[5] D. Xiao, Research and Design of Temperature Monitoring System
for Ship Engine Room Based on WSN, Dalian Maritime Univer-
sity, Dalian, China, 2008.

[6] V.Daiya, J. Ebenezer, S. A.V. S.Murty, andB. Raj, “Experimental
analysis of RSSI for distance and position estimation,” in
Proceedings of the International Conference on Recent Trends in
Information Technology (ICRTIT ’11), pp. 1093–1098, Chennai,
India, June 2011.
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With the growing interest in ubiquitous technologies recently, many studies have been conducted in order to manage wireless
sensor network, which is the central component in ubiquitous environment. Tomanage a certain wireless sensor network, a variety
of techniques can be applied and thereby the network can be managed. However, it is very complicated and time-consuming to
incorporate and manage more than a heterogeneous wireless sensor network since each network has different data, meanings, and
terms. Instead of conducting verification through examining the detailed technology or simulation in order to manage a variety
of wireless sensor networks, we suggest a methodology which manages data coming from the various sensors mentioned above,
a technique by which those data from various sensor networks are managed in each different network, and a methodology which
manages sensor networks where management languages exist. This paper defined the network-related terminology using Protégé
for the tools and definitions necessary for ontology-based methodology, thereby defined OWL and the related rules, and suggested
a methodology for incorporated management. In addition, this study showed that the methodology presented in this study has
expandability and it can incorporate and manage a variety of wireless sensor networks.

1. Introduction

Many researchers have paid much attention to sensor net-
works for the past several years. Thus, a variety of researches,
such as a research for solving the problems occurring from
sensor devices’ restriction, a research for effectively placing
sensors, and a research for effectivelymanaging the data com-
ing from sensors, have been conducted. USN (Ubiquitous
Sensor Network), which is the core technology of ubiquitous
environment, places a variety of sensors, collects the data
coming from those sensors, and manages them. Although
it is a hard work to manage the data collected from the
various heterogeneous sensors, it is necessary for providing
ubiquitous environment. To do this, several researches, such
as the research on filtering sensor data [1], the research
on interpreting and utilizing the meaning of sensor data
[2], and the research on managing sensor networks through
inquiry language [3], have been progressed.Moreover, sensor
networks can be used for various areas due to their high level
of usage. A variety of sensor networks are built, depending on

their use purpose, and the data collected from those different
sensor networks are used as proper information, depending
on each network’s circumstance. In ubiquitous environment,
we may have to be able to incorporate and manage those
sensor networks. However, it is very complicated and time-
consuming to incorporate and manage different sensor net-
works, and it is also very difficult since the technique to
manage each network differs from each other. In addition,
most of the sensor network management models use their
own scenarios and management languages. These languages
may express different meanings from each other since each
network has its own language.

To solve this problem, we may need to manage sensor
networks from the higher level of viewpoint rather than just a
simple sensor networks. Even if this paper did not verify the
detailed technology or simulation necessary for managing a
variety of sensor networks, this paper suggests amethodology
for managing data coming from various sensors mentioned
above, a management technique for different sensor net-
works, and a methodology for incorporating and managing
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sensor networks, in which many management languages
exist. Furthermore, this study defined the network-related
terminology using Protégé for the tools and definitions neces-
sary for managing ontology-based heterogeneous sensor net-
works, thereby defined OWL (Web Ontology Language) and
the related rules. The management methodology suggested
by this paper is a network structure that has expandability,
and it can incorporate andmanage a variety of wireless sensor
networks.

The rest of this paper is organized as follows. In Section 2,
the existing ontology-related technologies and management
methods of the heterogeneous sensor networks are described.
Section 3 introduces the management structure of the
proposed ontology-based heterogeneous sensor networks.
Section 4 describes the implementation of the proposed
management methodology. Finally, in Section 5, conclusions
are made including the future research.

2. Related Work

2.1. Ontology-Related Technologies. If we classify ontology-
related technologies, these are largely classified into ontology
language, ontology tool, Reasoner, and ontology API, as
shown in Figure 1.

To build the management methodology for ontology-
based heterogeneous sensor networks, we basically need
ontology-expression language, ontology tool, Reasoner, and
ontology API. Reasoner plays a role to find the answer in the
knowledge base. Reasoner provides a methodology to reason
information of the knowledge and formalize conclusions of
them. Jena provides a Java framework for Semantic Web
application development, and Ontology API is provided
through the Jena Library.

Largely, there exist RDF (Resource Description Frame-
work) and OWL, as a language that can express ontology.
RDF is the XML-based framework that describes the meta-
data for specific resources, and it has a concept that it treats
resource, attribute, and attribute value as one unit rather
than the existing record unit, and each resource has its own
identifier through URI (Uniform Resource Identifier). The
relation setup between these resources can be made infinitely
through attributes.

OWL is a simpler and easier language for securing
more universal users, and since it includes rich vocabulary
and formal semantics, it enables us to utilize the stronger
mechanical interpretation ability than using XML, RDF,
and RDF schema (RDF-S). OWL includes three types such
as OWL-Lite, OWL-DL, and OWL-Full. Each language is
determined by expression range. OWL-Lite has the lowest
expression ability, whileOWL-Full has the highest expression
ability. OWL-DL has a little more expression ability than
OWL-Lite. Protégé [4] is the system that was developed by
Stanford University to design and acquire the knowledge-
basedmodel, and it allows users to build domain ontology [5].
Protégé is one of the most frequently used platforms, and it
is the ontology package developed by SMI (Stanford Medical
Informatics). To generate and edit ontology, Protégé uses the
components such as Protégé-OWLClass, Protégé-Properties,

Ontology language

Ontology tool

Reasoner

Ontology API

∙ OWL-Lite, OWL-DL, OWL Full

∙ Protégé, . . .

∙ RacerPro, Pellet, . . .

∙ Jena Library, . . .

Figure 1: Ontology-related technologies.

Protégé-Forms, Protégé-Individuals, and Protégé-OWLViz.
Protégé allows researchers to generate the ontology-based
knowledge management system [6]. In addition, it supports
the expandable plug-in structure, can use all the ontology
languages, and it can be easily used to generate and edit the
ontology language, OWL.

2.2. Management of Heterogeneous Sensor Networks. A vari-
ety of researches have been progressed to incorporate and
manage the different sensing data coming from heteroge-
neous sensor networks, and give meaning to them through
inference [7–13].

Reference [14] proposed the ontology-based sensor net-
work prototype environment to infer between heterogeneous
sensors and fuse them into one.This is the prototype that can
process the ad hoc quality based on ontology, considering the
dispersed sensor network environments. However, this study
just made a simple suggestion, and it does not include the
specific research results.

Reference [15] suggested the semantic data model and
suggested the inquiry-processing method on multisensor
networks, based on SSDL (Semantic SensoryData Language).
That is, we define the meaning tag of sensor data using SSDL,
and based on this, we conduct aggregation operation for the
data. But it has a problem that we have difficulty in processing
the new meaning of tag since we can only statically manage
the whole meaning of tag, which is defined by SSDL.

Reference [16] proposed the structure that can effectively
manage metadata under the Federated Sensor Network. It
automatically generatesmetadata by combining the dispersed
metadata through the data streammanagement system called
GSN (Global Sensor Networks). However, only when the
system is equipped with GSN, the combination is possible,
and this study did not provide the process of evaluating
effectiveness for the automatically generated metadata.

3. Management Structure of the Ontology-
Based Heterogeneous Sensor Networks

In this section, we suggest a variety of sensor information
and the methodology that can manage it. To analyze the data
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Figure 2: Management structure of wireless sensor networks.

collected from a variety of sensors and effectively manage
the different sensor networks, we suggest the sensor network
management architecture as shown in Figure 2.

The proposed management methodology for ontology-
based wireless sensor networks first builds ontology to
manage wireless sensor networks and then extracts only the
necessary data from the data collected from sensors through
filtering process, depending on administrator’s management
policy. The data extracted like this are transformed through
TermTranslator, and the transformed information is stored at
Repository. And then, it manages the whole sensor networks
through the various inferences with inference engine, and in
the event that administrator directs another different policy,
it manages both the existing ontology and the policy through
inference engine. Each feature in Figure 2 is as follows.

(i) Ontology: it builds the basic ontology necessary for
managing wireless sensor networks.

(ii) Policy: it receives the policy from administrator, in
order to manage sensor networks, and then makes it
ontology.

(iii) Inference manager: it makes inference, depending on
the sensed information coming from subsystem and
the policy directed by upper system.

(iv) Term Translator: it serves the feature of providing
consistent terms because the management informa-
tion and data coming from different sensor networks
are different from each other. For this, it uses the
Repository, already stored, and Ontology.

(v) Data filtering: it serves the feature of extracting only
the necessary information among the data coming
from a number of sensors.

3.1. Ontology Building Process. First of all, in order to manage
a variety of sensor networks, we have to build the ontology,
which collects and manages the terms used at each sensor
network. Therefore, we build the ontologies through the
process shown in Figure 3. The proposed ontology-based
wireless sensor network management methodology collects
the terms from subnetworks, incorporates the management
technologies carried out by each sensor network, and uses
the technology in which subnetworks are managed by upper
ontology as shown in Figure 3.

Above all, it adds the terms and axioms defined by
subnetworks. Of course, though there are subnetworks’ rules
and inferences, these are the ones for managing the networks
of subnetworks, and this kind of information is not needed
because later the network administrator can decide the
desired policies and then add rules and inferences. And
then, it collects the administration terms for incorporating
and managing. There are a considerable number of terms
coming from a variety of management models. Though these
management terms have the same meaning, it is the case
that they have different meanings. Accordingly, it should
collect these terms and classify them. They do not need to
be modified and have easy expandability since they can be
applied as they are, in the event that other networks are
added. In the stage of inference and consistency examination,
inference and consistency examination are made to manage
subnetworks. If ontology is built through this process, the
basic structure for managing the whole sensor networks is
made.

3.2. Term Translator. Term Translator plays a role in solving
inconsistency between the ontology terms defined above and
the terms defined in the subsensor networks. The terms,
which were classified in the stage of recognition, are defined
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Figure 3: Ontology building process.

as class and subclass, and in the subsensor networks as shown
in Figure 4, the instances for the class defined through Term
Translator are generated.

The role of Term Translator is to transform the terms
since each different network uses different terms. Through
these instances that are generated, the integrated network
administrator can manage the management information
related to a variety of sensor networks.

3.3. Inference Manager. For the various sensor networks,
each sensor network has its own management information,
and accordingly the management information exists. The
management information of each network is stored at Repos-
itory, and the integrated management for each network is
possible through inference engine using this kind of stored
information. Figure 5 shows this inference process. The
sensed data request the process of inference while passing
through inference engine, and the results pass through
inference process again and then are stored at Repository. In
addition, inference is carried out to manage sensor networks,
depending on the obtained inference results.

4. Implementation of the Management
Methodology for Ontology-Based
Heterogeneous Sensor Networks

In this section, we describe the actual realization method in
accordance with the methodology presented above. Figure 6
shows an example that collects and classifies the terms
necessary for managing sensor networks. Even if there are
many other terms in addition to the terms shown in Figure 6,
here we showed just sensor network and sensor node-related
terms for managing wireless sensor networks. Since the
heterogeneous wireless sensor networks consist of various
sensor networks, the management information, which man-
ages these sensor networks, should include the items such as
sensor network id and administrator’s information, security,
location, channel, and topology, and as for sensor node,
the management information can be largely classified into
system, device, connection, performance, and event.

Figure 7 shows the results, which were obtained by
actually using Protégé tool and carrying out the classification
of the terms collected above. The classes, which are defined
in this way, are described as DL (Description Logic) type
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Target Management information

Network

Node

System

Device

Connection

Performance
Event

Net ID, manager info, security, location,
channel, topology, number of nodes, deployment
time, Etc.
MAC addr, OS type and version, application info,
boot-up time, synchronization, Etc.
CPU: type, clock, memory, . . .
RF: type, power, range, . . .
Battery: type, capacity, energy, . . .
Sensor: type, unit, value, cycle, . . .
Etc.
Neighborlist, routing policy, role, Etc.

Sent/recv packets, reliability, Etc.
Threshold, method, Etc.

Figure 6: Example of collecting terms for managing sensor networks.



6 International Journal of Distributed Sensor Networks

Thing
Semantic info
Policy

Low level
Interoperability relationships
High level

Network management
Definition language

CORBA
IDL

WBEM
CMIP
SNMP

Info merge
Behavior rules
Traffic Mgt
Power Mgt
Topology Mgt

SNMS
RRP
sNMP

FaultMgt
Protocol

Synchronization
Localization

SSR
AOA
TOA
TDOA
MAL
RIPS

Sub of network
Sensor network 1

Figure 7: Term classification—Protégé Expression.

at Protégé, and Taxonomy inference and Classification is
possible through ontology inference engine, using this kind
of description. Since this study aims at integrating and
managing sensor networks, we can see that the ontologies
related to this are defined. As for the items that are required
or may be needed on each subnetwork, if we add the items
to Semantic Info, the request is reflected on Policy and thus
automatically managed.

The Policy is divided into LowLevel and HighLevel in
order to define the Policy for upper-network and the Policy
for subnetwork, and we defined Interoperability Relationship
in order to operate them together. The Network Manage-
ment allowed to add the terms necessary for managing
sensor networks and made it possible to effectively manage
networks. We defined DefinitionLanguage since the man-
agement language on each network is different from each
other, defined InfoMerge for the information to be shared,
and added BehaviorRules in order to effectively manage,
which can regulate the rules for behaviors. Other things
are the terms basically needed to manage networks, and
SubOfNetwork means the networks that are actually under
management. In addition, since various protocols can be
used, we classified protocols by use purpose, and we realized
the structure to which additional protocol can be added, if
necessary, depending on network expansion.

Algorithm 1 shows the example of building ontology
through OWL Language, to be mapped for the terms defined
above.This example is the one that expresses the information
about address and attribute by OWL, with ontology for send-
ing management information to manage sensor networks.
It shows that the terms and information necessary for the
networks are hierarchically expressed by class and subclass,
through OWL.

Algorithm 2 shows the rule that, if DeliveryAddress is
128.60.X.X and SourceOntology is KwOntology, it represents
the same network. As for the policies to be managed in this
way, we can express them by IF-THEN structure, generate
rules, and then apply them. In addition, if we intend to
manage wireless sensor networks through cluster header, it is
important to select cluster header. In this study, we made the
rule for selecting basic cluster header and thereby defined it.
Algorithm 2 shows the rule for how to find another header
when cluster header node’s energy is Low after selecting
cluster header.

Algorithm3 is the example of expressing by SWRL syntax,
and in case of temperature sensor, a value detecting unusual
movements varies, depending on the temperature of the area
where temperature sensor is installed. It continues to seek
for the mean value of the sensed values after the sensor is
installed, and if the value is over the mean value and higher
than administrator’s policy value, this temperature sensor
considers it as emergency. In addition, if the sensor value is
between −5 and +5, compared to the mean value, the sensor’s
state is considered normal, and if the sensor value is under
the mean value and lower than the fixed minimum value, the
sensor’s state is considered abnormal.

Figure 8 shows the example that ismapping the subsensor
networks’ terms. It analyzes and classifies the various terms
collected above, and then manages similar terms by incorpo-
rating them into upper ontology, and if subnetworks use the
different terms from each other, they are transmitted through
the transformation process via Term Translator.

In case of Figure 8, it is difficult to separately manage the
terms added later, due to the classification and recognition on
the previously collected terms. In this case, we can transform
and manage the terms through the following inference
process. When the terms added later are compared to the
previously defined terms in the aspect of similarity, if they
have similar meaning, they can be expressed and managed as
shown in Algorithm 4.

Figure 9 is one example of the management methodolo-
gies suggested by this paper, and it shows the wireless sensor
network that is composed of cluster. Sensor shape means its
type. Circular points and green dots represent temperature
sensors and vibration sensors, respectively. And blue dots
represent cluster headers. Since it has to select again another
cluster header if header’s energy is Low, it comes to select
cluster, following the rule defined above. If cluster header’s
energy is Low, it lets us know the cluster header of which
sensor network is Low, and makes us find another cluster. In
case of Figure 9, it is progressed through warning window,
but it can automatically select cluster header.

Figure 10 is the screen that monitors the sensed values
by temperature sensor. Temperature sensors are sensing the
values on different networks (WSN1,WSN2). Temperature of
WSN1 is a little low, and that of WSN2 is a little high. Even
if they are the same temperature sensors, they come to have
different values, depending on the type of sensor network
and the location of placement. The sensed data are mostly
filtered, and ifWarning occurs as shown in the figure, it comes
to manage the network in accordance with administrator’s
policy.
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<owl:Ontology rdf:about=“”>
<rdfs:comment> Ontology for Sensor Network Management </rdfs:comment>
<rdfs:label> Sensor Network Management Ontology </rdfs:label>
</owl:Ontology>
<owl:Class rdf:ID=“&network:deliveryAddress”>
<rdfs:subClassOf> <owl:Class rdf:ID=“&network:preference”/></rdfs:subClassOf>
<owl: equivalentClass rdf:resource = “&KwNetwork:destination”/>
<owl: equivalentClass rdf:resource = “&deliveryVan;deliveryLoc”/>
</owl:Class>

Algorithm 1: Example of OWL language for management information to manage sensor networks.

IF deliveryAddress IS 128.60.x.x AND sourceOntology IS KwOntology
THEN equivalnetwork
IF deliveryAddress IS 128.60.x.x AND sourceOntology IS SeoilOntology
THEN differentnetwork and KwToSeoil
IF clusterHeaderEnegy IS Low THEN sendBroadcasting
IF sensor IS notClusterHeader AND IsSameNetwork THEN clusterCandidate
IF sensor IS clusterCandidate AND sensorEnegy IS Highest THEN sensor = clusterHeader

Algorithm 2: Rule defined by IF-THEN structure.

Temperature Sensor Rule
(i) hasTemperatureSensor (?value) ∧ swrlb:greaterThan(?value, average) ∧ hasTemperatureSensor(?policy) ∧

swrlb:greateThan(?value, policyValue) → hasType(emergency)
(ii) hasTemperatureSensor(?value) ∧ swrlb:lessThanOrEqual(?value,average) ∧

hasTemperatureSensor(?minValue) ∧ swrlb:lessThan(?value, minValue) → hasType(trouble)
ClusterHeader
(i) hasClusterHeaderEnegy (?value) ∧ swrlb:lessThan (?value, policyLow) → hasType(low)
(ii) hasClusterHeaderEnegy (?value) ∧ swrlb:lessThan (?value, policyHigh) → hasType(high)
(iii) hasSensorEnegy(?value) ∧ swrlb:greateThan(?value, policyValue) → hasDescription(custerHeaderCandidate)

Algorithm 3: Rule defined by SWRL syntax.

Mapping Terms
(i) (SensorID rdf:type OID) & (OID rdf:type SensorOID) → SensorID rdf:type SensorOID
(ii) (hertz rdf:type HERTZ) & (HERTZ rdf:type Hz) → hertz rdf:type Hz
(iii) (Fault rdf:type Fault Management) & (Fault Management rdf:type FaultMgt) → Fault rdf:type FaultMgt
Selecting Cluster Header Candidates
(i) (clusterHeaderEnegy rdf:type Low) → sendBroadcasting
(ii) (sensor rdf:type notClusterHeader) & (sensor rdf:location isSameNetwork) → clusterCandidate

Algorithm 4: Terms transformed by Term Translator.

Term
translator

Hz

OID

SensorOID

Hz

FaultMgt

Fault

SensorID

Hertz

Fault Mgt.

· · ·

· · ·

· · ·

Figure 8: Example of mapping terms.
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Figure 9: Screen for selecting cluster header.

Figure 10: The values sensed by temperature sensor.

5. Conclusion

With the ontology-based heterogeneous wireless network
management methodology presented in this paper, it is easy
to incorporate, manage, and expand wireless sensor net-
works. The reason is because there are many terms, of which
the meaning is very similar to each other even if they use
different management information.Therefore, the method of
managing subsensor networks on the upper ontology is a very
effective one, and even the process of adding subnetworks can
be easilymade through the terms and classification defined by
the upper ontology. In this paper, we defined the related terms
necessary for networks using Protégé, thereby defined OWL
and the related rules, and explained several examples among
them. To expand networks and manage multinetworks, the
process like this study is necessarily needed. For the future
work, the detailed verification of the methodology and the
realized results, which are suggested by this paper, is needed,
and we have a future plan to study it with the flexible,
expandable structure.
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protege.stanford.edu/.

[5] H. Knublauch and M. A. Musen, Editing Description Logic
Ontologies With the Protege-OWL Plugin, Stanford Medical
Informatics, Stanford University, Stanford, Calif, USA.

[6] S.-Y. Yang and Y.-Y. Chang, “A new network management
system with ontology-supported multi-agent techniques,” in
Proceedings of the International Symposium on Parallel and
Distributed Processing with Applications (ISPA ’10), pp. 275–282,
September 2010.

[7] H. Jeung, S. Sarni, I. Paparrizos et al., “Effective metadata
management in federated sensor networks,” inProceedings of the



International Journal of Distributed Sensor Networks 9

IEEE International Conference on Sensor Networks, Ubiquitous,
and Trustworthy Computing, SUTC 2010, 2010 IEEE Interna-
tional Workshop on Ubiquitous and Mobile Computing, pp. 107–
114, June 2010.

[8] M. Horridge, H. Knublauch, A. Rector, and R. Stevens, “A prac-
tical guide to building OWL ontologies using the protégé-OWL
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Due to advances in microelectromechanical system (MEMS), many smart sensors have been developed. A large number of
sensors build a wireless sensor network and can communicate with each other. Wireless sensor networks help monitor objects
in our environment, and many researches about this technology are in progress. Condensation is a phenomenon that water vapor
contained in the air condenses and makes water droplets. This is caused by the complex action of a variety of factors, including
the temperature difference between indoor and outdoor and excessive indoor moisture, so it is never easy to identify the cause
and establish measures for the actual building. In this paper, a system is presented to predict and alert condensation promptly and
accurately, considering the causes and prevention of condensation. In this paper, a system will be developed to collect and monitor
environmental information causing condensation, in real time using a wireless sensor network in order to build a system to prevent
condensation. The users are expected to use this system to easily identify the cause of condensation and take actions based on the
cause-specific alarm messages in order to alleviate aesthetics and hygiene problems due to condensation.

1. Introduction

Recently the convergence with IT skills has been accelerated
in all business sectors, playing the role of the core technology
to increase the added value in all industrial areas. Especially,
sensor networks can be applied in very diverse fields. At
first, representative field was the intelligent traffic control
system which employs monitoring and so forth. In recent
years, the applications have been extended to various fields
such as environmental monitoring, observation of natural
phenomena, and endangered species protection, in addition
to factories with automated production equipment [1–3].

On the other hand, the apartment condensation phe-
nomenon has been a growing problem in recent years due
to abnormal weather and the problems of apartment con-
struction methods. Condensation occurs when temperature
of the surface is lower than indoor air temperature or the
saturated water vapor in the air is too much; some examples
are water droplets on the surface of a cold glass in the summer
or water droplets on the tile in a bathroom. Condensation
phenomenon is caused by the complex action of a variety

of factors, including the temperature difference between
indoor and outdoor and excessive indoor moisture, so it is
never easy to identify the cause and establish measures for
the actual building. Condensation is not a serious problem
in conventional buildings above the ground, except for
some underground structures. In public housing such as
apartments, however, condensation is common due to poor
ventilation, emphasizing only the functional improvement of
building materials such as insulation to satisfy the occupants,
who want a pleasant high quality residential environment.
In addition, the use of building materials with excellent air
tightness and thermal insulation makes the clear-cut distinc-
tion between successful and failed insulation, causing further
condensation. In order to prevent condensation, ventilation
and reinforced insulation are generally used. Such condensa-
tion defects occur in curtain wall, balcony, door frame, and
window in winter season and partly in relatively low temper-
ature area such as basement wall in hot and humid summer
time. Condensation causes aesthetically poor appearance due
to traces such as black stain on the wall, unclean hygiene, and
property damage such as damaged finish.
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Previous studies related on the condensation have been
focused on the development and improvement of the tech-
nology including condensation survey, measurements, and
performance evaluation of condensation preventing mate-
rials through experiments and proposing appropriate insu-
lation thickness simulation. The purpose of the present
study is to examine the causes and prevention measures of
condensation, based on an accurate understanding of the
condensation through a general study on the condensation
and to present a system that predicts and alerts condensation
quickly, accurately, and early. In this paper, a system is
developed to collect andmonitor environmental information
causing condensation in real time using a wireless sensor
network, to build a system to prevent condensation.The users
are expected to use this system to easily identify the cause
condensation and take actions based on the cause-specific
alarm messages in order to alleviate aesthetics and hygiene
problems due to condensation.

This paper is organized as follows: Section 2 describes
related works in condensation; Section 3 presents the systems
structure and condensation prediction algorithm developed
by this study; Section 4 describes implementation of predic-
tion system of condensation; Section 5 concludes with a brief
summary.

2. Condensation

Condensation is a phenomenon that water vapor contained
in the air condenses and makes water droplets, when
air containing water vapor contacts with the surface with
temperature equal to or lower than dew point of the air.
In general, if the temperature of the air rises, the satu-
rated water vapor increases; the temperature rise of 10∘C
makes about twice the saturated water vapor. When warm
air containing a lot of water vapor contacts the surface
of low temperature, the air cools down and the water vapor
cannot be contained any more making water droplets on
the surface. This phenomenon is called condensation, and
the temperature at which condensation begins is called the
dew point temperature. The saturated water vapor in the air
varies depending on the temperature. Lowering temperature
reduces the saturated water vapor in the air, to reach the
maximum saturated water vapor that cannot hold any more
water vapor in the air despite no change in the absolute water
vapor in the air (absolute humidity). Further lowering of the
temperature condenses the air into water droplets very soon.
The vapor pressure of water is the pressure at which water
vapor is saturated (Figure 1). Here, the saturated state means
themaximum amount of water vapor or the relative humidity
of 100%, which is affected by the temperature. Lowering the
temperature of the air that maintains a constant humidity
increases the gradual rise in the relative humidity until 100%
when a certain temperature is reached. The temperature
when the relative humidity gets 100% is called the dew point
temperature, which is determined by the water vapor content
of the air, that is, the absolute humidity or water vapor
pressure. The more the water vapor content is, the higher the
possibility of condensation is [4–8].
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Figure 1: Vapor pressure of water.

2.1. Causes of Condensation. Factors such as outdoor temper-
ature, indoor temperature, and humidity are the causes of the
condensation. In case of indoor temperature and humidity,
low temperature and high humidity cause condensation,
while high temperature and low humidity reduce the chance
of condensation. Table 1 shows the dew point temperatures
considering the relationship between the temperature and
relative humidity [9]. Temperature that is 3∘C higher than
the dew point temperature is considered the safety temper-
ature that is free from the dew point because condensation
generally does not occur at the temperature. In other words,
as the room temperature gets higher, the lower becomes
the possibility of condensation due to the increased surface
temperature of the wall. For example, when the indoor
temperature is 20∘C and relative humidity is 70% in Table 1,
the surface temperature of the walls may be raised to 17.4∘C,
which is 3∘Cmore than the dew point temperature of 14.4∘C,
to prevent condensation. In addition, the house condensation
occurs when water vapor arising from the day-to-day life
could not be adequately removed, which is caused by the
heating system, indoor temperature, the lack of ventilation,
and the cold surface temperature due to the descent of the
outside temperature. Under the influence of the ambient
low temperature in winter, the indoor side of the outer wall
surface temperature gets lower than the indoor air.The lower
the temperature, the lower the amount of water vapor that the
air can contain, so when the air containing a certain amount
ofwater vapor touches the surface of thewall, the temperature
of the air in that part gets lower to the temperature of the
surface, causing the excess moisture in the vapor state to turn
to water droplets, the condensation on the surface.

2.2. Damage by Condensation. Damage caused by condensa-
tion in buildings is divided into direct damage and indirect
damage. Direct damage is the damage from the condensation
liquid water itself, causing damage to material or products by
the fall of water on the ceiling or causing risk to the building
by the fall of icicles of condensation water which occurred
in the area of the exterior finish. Indirect damage is the
damage by the increased water content in building materials
by the condensationwater, causing structure damage by inner
condensation and inside damage such as fungi, detachment
or contamination of the finishes, discoloration of the timber,
the collapse of the gypsum board, or carpet wetting.



International Journal of Distributed Sensor Networks 3

Table 1: Dew point table.

Air temperature Relative humidity
50% 55% 60% 65% 70% 75% 80% 85% 90%

5∘C −4.1∘C −2.9∘C −1.8∘C −0.9∘C 0.0∘C 0.9∘C 1.8∘C 2.7∘C 3.6∘C
6∘C −3.2∘C −2.1∘C −1.0∘C −0.1∘C 0.9∘C 1.8∘C 2.8∘C 3.7∘C 4.5∘C
7∘C −2.4∘C −1.3∘C −0.2∘C 0.8∘C 1.8∘C 2.8∘C 3.7∘C 4.6∘C 5.5∘C
8∘C −1.6∘C −0.4∘C 0.8∘C 1.8∘C 2.8∘C 3.8∘C 4.7∘C 5.6∘C 6.5∘C
9∘C −0.8∘C 0.4∘C 1.7∘C 2.7∘C 3.8∘C 4.7∘C 5.7∘C 6.6∘C 7.5∘C
10∘C 0.1∘C 1.3∘C 2.6∘C 3.7∘C 4.7∘C 5.7∘C 6.7∘C 7.6∘C 8.4∘C
11∘C 1.0∘C 2.3∘C 3.5∘C 4.6∘C 5.6∘C 6.7∘C 7.6∘C 8.6∘C 9.4∘C
12∘C 1.9∘C 3.2∘C 4.5∘C 5.6∘C 6.6∘C 7.7∘C 8.6∘C 9.6∘C 10.4∘C
13∘C 2.8∘C 4.2∘C 5.4∘C 6.6∘C 7.6∘C 8.6∘C 9.6∘C 10.6∘C 11.4∘C
14∘C 3.7∘C 5.1∘C 6.4∘C 7.5∘C 8.6∘C 9.6∘C 10.6∘C 11.5∘C 12.4∘C
15∘C 4.7∘C 6.1∘C 7.3∘C 8.5∘C 9.5∘C 10.6∘C 11.5∘C 12.5∘C 13.4∘C
16∘C 5.6∘C 7.0∘C 8.3∘C 9.5∘C 10.5∘C 11.6∘C 12.5∘C 13.5∘C 14.4∘C
17∘C 6.5∘C 7.9∘C 9.2∘C 10.4∘C 11.5∘C 12.5∘C 13.5∘C 14.5∘C 15.3∘C
18∘C 7.4∘C 8.8∘C 10.2∘C 11.4∘C 12.4∘C 13.5∘C 14.5∘C 15.4∘C 16.3∘C
19∘C 8.3∘C 9.7∘C 11.1∘C 12.3∘C 13.4∘C 14.5∘C 15.5∘C 16.4∘C 17.3∘C
20∘C 9.3∘C 10.7∘C 12.0∘C 13.3∘C 14.4∘C 15.4∘C 16.4∘C 17.4∘C 18.3∘C
21∘C 10.2∘C 11.6∘C 12.9∘C 14.2∘C 15.3∘C 16.4∘C 17.4∘C 18.4∘C 19.3∘C
22∘C 11.1∘C 12.5∘C 13.8∘C 15.2∘C 16.3∘C 17.4∘C 18.4∘C 19.4∘C 20.3∘C
23∘C 12.0∘C 13.5∘C 14.8∘C 16.1∘C 17.2∘C 18.4∘C 19.4∘C 20.3∘C 21.3∘C
24∘C 12.9∘C 14.4∘C 15.7∘C 17.0∘C 18.2∘C 19.3∘C 20.3∘C 21.3∘C 22.3∘C
25∘C 13.8∘C 15.3∘C 16.7∘C 17.9∘C 19.1∘C 20.3∘C 21.3∘C 22.3∘C 23.2∘C
26∘C 14.8∘C 16.2∘C 17.6∘C 18.8∘C 20.1∘C 21.2∘C 22.3∘C 23.2∘C 24.2∘C
27∘C 15.7∘C 17.2∘C 18.6∘C 19.8∘C 21.1∘C 22.2∘C 23.2∘C 24.2∘C 25.3∘C
28∘C 16.6∘C 18.1∘C 19.5∘C 20.8∘C 22.0∘C 23.2∘C 24.2∘C 25.2∘C 26.2∘C
29∘C 17.5∘C 19.1∘C 20.5∘C 21.7∘C 22.9∘C 24.1∘C 25.2∘C 26.2∘C 27.2∘C
30∘C 18.4∘C 20.0∘C 21.4∘C 22.7∘C 23.9∘C 25.1∘C 26.2∘C 27.2∘C 28.2∘C

2.3. Measures to Prevent Condensation. Condensation occurs
when the excessive humidity and the cold surface tempera-
ture met; it is easier to adjust the amount of humidity in the
room than to control the external temperature. The easiest
method in everyday life is lowering indoor humidity by peri-
odic ventilation and preventing humidity with forced venti-
lation through using the dehumidifier or ventilation device
in a confined space, like a basement or garage. Vapor that
inevitably occurs in everyday life can be removed through
rapid ventilation to reduce indoor humidity; even if con-
densation occurs, it may be removed quickly through early
awareness of this: ventilation, dehumidification, and indoor
temperature control.

3. System Architecture

In this paper, a system is presented to predict and alert con-
densation promptly and accurately, considering the causes
and prevention of condensation. Our system is developed
to collect and monitor environmental information causing
condensation, in real time using a wireless sensor network in
order to build a system to prevent condensation.We describe
the structure, components, and support services of the

proposed system for the prevention of condensation in this
section.

3.1. System Structure. The condensation prediction system
comprises the sensor field, which is a set of a large number
of sensor nodes, a server to store and manage data collected
from the sensor field, and smart phone-based monitoring
applications, as shown in Figure 2. The sensor field is com-
posed of several sensor nodes called aMote, which are install-
ed in indoor and outdoor managed spaces. Temperature and
humidity values gathered from these sensor nodes are trans-
mitted to the sink node connected to the server. In addition,
data management server and smart phone are connected by
TCP/IP communication. The data is stored in the database
via parsing process, and these data can be checked through
the monitoring program on the server in real time.

3.2. System Components. As shown in Figure 3, places where
condensation is very likely to occur are selected as the sensor
field to deploy sensor nodes. Generally, sensor network
technology can be configured of sensor nodes, operating
system for sensor nodes, protocols for information exchange
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between sensor nodes and the operating system or between
sensor nodes, power consumption saving technology, and
sensor location measurement techniques [10–16]. In this
paper, the sensor node consisting of H-sensor Board and
Hmote2420 (Hybus, Korea) was used.

(1) Sensor Board. As shown in Figure 4, the H-sensor Board
uses SHT11 (Sensirion, Switzerland) consisting of tempera-
ture and humidity sensors.

The accuracy of the temperature and the relative humidity
measurements of SHT11 is ±0.5∘C and ±3.5%, respectively.

(2) Mote. Hmote2420 uses 16-bit TI MSP430 for processing
and CC2420 as a transceiver for wireless communication
at 2.4GHz. Hmote2420 also supports ultralow-power con-
sumption (RX: 19.7mA, TX: 17.4mA, Standby: 1.1 𝜇A, and off:
0.2 𝜇A), has built-in PCB antennas, and provides expansion
ports for diverse sensor expansions. Hmote2420 and H-
sensor Board are connected through the 40-pin connector,
which connects to each port of the MSP430.

The server, which stores and manages the data collected
from the sensor field, receives temperature and humidity
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values wirelessly transmitted from the sink node that is
connected via a USB port and stores the data on the database.

There are two main functions. The first function is the
input stream processing of the stream form data received
through the sink node in the format that can be stored in the
condensation management database. The second function is
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Step 1.
Measure of temperature indoor, outdoor and surface.
𝑇
𝑖
= indoor temperature, 𝑇

𝑜
= outdoor temperature, 𝑇

𝑠
= surface temperature

Measure of relative humidity indoor.
𝐻
𝑖
= indoor relative humidity

Step 2.
Calculate dew point temperature.
𝑇
𝑑
= dew point temperature

Step 3.
Estimate value of condensation.
If 


𝑇
𝑠
− 𝑇
𝑑






< 3 then Condensation
Else Normal

Algorithm 1: Condensation prediction algorithm.

data storage and management function that stores the pro-
cessed data in the condensation management database using
update queries. Condensation management database stores
temperature and humidity values transmitted from sensor
nodes deployed in managed space, data such as the dew
point temperature to predict the condensation based on the
temperature and humidity data, and the status information.
The datamanagement server inspects the condensationman-
agement database at regular intervals using the condensation
prediction algorithm and displays the alarm prompts on the
monitor screen or on the smart phone if the condensation is
predicted.

3.3. System Applications. The condensation prediction sys-
tem proposed in this paper is divided into the monitoring
program to determine the environmental information such
as indoor and outdoor temperatures and humidities in
the managed space and the prediction program that can
display the condensation alarm messages to the user via the
condensation prediction algorithm.

3.3.1. Monitoring Program. Environmental information
monitoring program is a program that provides users with
environmental information such as temperature and humid-
ity values gathered from the sensors in order to determine
the status of the indoors and outdoors. Indoor temperature,
outdoor temperature, and relative humidity are measured
from the sensors deployed inmanaged space and transmitted
to the data management module on the server at regular time
intervals through the sink nodes.Thedatamanagementmod-
ule analyzes the received data, extracts the data by the tem-
perature and humidity, converts the format, and stores them
on the condensation management database. Environmental
informationmonitoring program displays the environmental
information stored in condensation management database
in real time on the screen of the management server. Figure 5
shows the process of the behavior of the environmental
information monitoring program in a sequence diagram.

3.3.2. Condensation Prediction Program. Condensation pre-
diction program analyzes the environmental information
transmitted from the sensors through the condensation

algorithm and informs the condensation alarm prompts on
the monitor screen on the management server and user
smart phone for the places where condensation is predicted.
Algorithm 1 shows the condensation prediction algorithm.

Based on the condensation prediction algorithm shown
in Algorithm 1, condensation occurs when the difference in
temperature between dew point and surface is over 3 degrees
Celsius.

4. System Implementation

4.1. Implementation Environment. The system implemented
in this paper can be divided into three: sensor nodes, man-
agement servers, and smart phone. The sensor node uses an
operating system called TinyOS developed by UC Berkeley.

The management server uses Microsoft’s Windows XP as
the operating system; the monitoring program is prepared
using Visual Basic and SQLite. The application for smart
phone is developed in Eclipse (Ver. Helios) development
environment, screen design by xml file, and the source code
based on Java.

4.2. Implementation Results. The system can be implemented
by deploying sensor nodes in outdoor and indoor walls,
respectively, and connecting sink nodes to the management
server, in order to display the data such as temperature and
humidity values gathered from each sensor node through the
environment information monitoring program of the server.
This environment information is stored in the condensation
management database; condensation prediction algorithm is
applied for the collected temperature and humidity values;
the predicted condensation is transmitted to the smart phone
by alarm prompts. Helped by this message, users can take
measures such as ventilation or heating for the area where
condensation is predicted. Figure 6 shows the user interface
program of management server and smart phone.

As shown in Figure 6, condensation occurs in the area
no. 2. Indoor, outdoor, and surface temperatures are 22.43,
15.12, and 16.30 degrees Celsius, respectively. And relative
humidity is 80%. Based on the condensation prediction algo-
rithm shown in Algorithm 1 and dew point table shown in
Table 1, dew point temperature is about 18.4 degrees Celsius.



6 International Journal of Distributed Sensor Networks

Figure 6: Implementation of monitoring user interface.

In this case, condensation occurrence place is displayed on
the monitor screen, and then condensation warning message
is transmitted to the smart phone.

5. Conclusions

Recently the apartment condensation phenomenon has been
a growing problem due to abnormal weather and the
problems of apartment constructionmethods. Condensation
phenomenon is caused by the complex action of a variety of
factors, including the temperature difference between indoor
and outdoor and excessive indoor moisture, so it is never
easy to identify the cause and establish measures for the
actual building. The present study discussed the prediction
system of condensation using wireless sensor networks. In
this paper, a system is presented to predict and alert con-
densation promptly and accurately, considering the causes
and prevention of condensation. Our system was developed
to collect and monitor environmental information causing
condensation, in real time using a wireless sensor network in
order to build a system to prevent condensation. The users
are expected to use this system to easily identify the cause
of condensation and take actions based on the cause-specific
alarm messages in order to alleviate aesthetics and hygiene
problems due to condensation.
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Due to the advances in memory and processing capacity of embedded systems, wireless communications, and size of the devices,
many researchers are growing more and more interested in wireless sensor networks (WSN). WSN have a large number of nodes
with a sensor board, and wireless communication board, and have been applied to many fields. Summer is the season when much
personal and property damage arises from various natural disasters such as the heat being reminiscent of subtropical climate and
flooding from heavy rain due to global warming.This unusual temperature affects our lives much besides causing natural disasters.
Recently, many problems have occurred with respect to hygiene and beauty of view especially due to growing of various molds
in the residential environment. In the heat of summer, the damages from molds become serious due to the effect of temperature
and humidity according to seasonal characteristics. In this paper, we build a wireless sensor network with some sensors such as
temperature and humidity. And then we design and implement the prevention system of molds growth which can predict and
prevent molds production in indoor environment.

1. Introduction

Ubiquitous sensor networks (USN) is a technology that
allows you to manage wirelessly environmental information
such as temperature, light, acceleration, and CO

2
. This infor-

mation is collected from sensor nodes which are attached to
the surrounding objects [1, 2]. At the present time, due to the
advances in memory and processing capacity of embedded
systems, wireless communications, and size of the devices,
many researchers are growing more and more interested
in wireless sensor networks. In WSN, sensor nodes have a
wireless transmission capability and can constitute a large
network. So, WSN have been applied to many fields. Sensor
nodes can measure and gather a variety of information from
the environment such as temperature, humidity, light, and
motion. Data gathered by sensor nodes is transmitted to a
sink node for further processing [3–6].

WSN have a large number of sensor nodes with a sensor
board and wireless communication board. Environmental
information collected from these sensor nodes is used to
determine how environmental condition is. WSN can also
take part in the development of safe living environments for

people and are useful tomonitoring of life style, traffic, health,
environmental pollution, and so forth [7–10].

Recently, unusual temperature affects our lives much
besides causing natural disasters. As a result, many problems
have occurred with useful respect to hygiene and beauty
of view due to growing of various molds in the residential
environment. It is highly probable for the mold to grow in
some places as the places keep a certain temperature and
contain constant humidity.

In this paper, we build up a wireless sensor network
with senor nodes attached to the sensor boards being placed
in the toilet, bathroom, shower room, and laundry room,
which detect and collect environmental information such
as temperature and humidity and send them to the man-
agement system installed in the central server. And sensors
to collect temperature and humidity data are placed to
monitor environmental condition of these areas of control.
A sensor network is built up to transmit the environmental
information to management system through placed sensors.

The remainder of this paper is organized as follows. In
Section 2, we overview some of the recent researches and
books related to mold. In Section 3, we describe the design
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of the prevention system of molds growth. In Section 4, we
present the implementation of our system. Finally, Section 5
concludes this paper.

2. Related Works

Summer is the season when much personal and property
damage arises from various natural disasters such as the heat
being reminiscent of subtropical climate and flooding from
heavy rain due to global warming. This unusual temperature
affects our lives much besides causing natural disasters.
Recently, many problems have occurred with respect to
hygiene and beauty of view especially due to growing of
various molds in the residential environment. In the heat
of summer, the damages from mold become serious due to
the effect of temperature and humidity according to seasonal
characteristics. The kinds of mold growing in the general
residential environment reach about 300. Mold may grow
better in the bad conditions than viruses or yeast in general.
That is, it may grow in the place with lowermoisture, of wider
pHand temperature range, and higher sucrose concentration,
comparingwith viruses or yeast. But it needs longer time than
viruses or yeast to begin growing. In this chapter, we describe
the factors to affect the growth of microorganism.

2.1. Factors to Affect the Growth of Microorganism. For
propagation of microorganism, external supply of nutrients
is necessary. However, the supply of nutrients is abundant,
microorganism may not grow where external environmental
condition is unfavorable for it. Especially, as many factors
such as temperature, moisture, and light affect the growth
of microorganism, it may grow only when proper exter-
nal environmental condition is maintained. The growth of
microorganism is affected much by various environmental
factors. The environmental factors around microorganism
may promote or hinder the growth of microorganism. The
factors affecting the growth of microorganism may be classi-
fied into two categories: physical factors and chemical factors.
Physical factors comprise temperature, osmotic pressure,
light, and, and so forth, and chemical factors comprise
nutrient, pH, oxygen, and so forth [11, 12].

(1) Temperature. The growth of microorganism is influenced
by temperature. Reviewing the relation between the growth
rate of microorganism and temperature, growth rate changes
according to temperature as shown in Figure 1.

There are the temperature at which the growth rate is
fastest (B) and the temperature at which the microorganism
does not grow (A, C). That is, microorganism does not grow
at the temperature up to point A, the growth rate keeps
increasing as temperature increases from point A until point
B and the growth rate would be max at point B. After that,
the growth rate drops rapidly from point B until point C, and
the microorganism does not grow over the temperature of
point C. As microorganism could not grow below point A,
point A is minimum temperature of growth. Microorganism
could not grow because permeability of cell membrane and
enzyme activity in the cell reduce as temperature goes down,
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Figure 1: Growth rate of microorganism according to temperature.
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Figure 2: Range of growth ofmicroorganism according to tempera-
ture.

so that nutrition is not being taken well and metabolism
does not work correctly. The growth rate becomes fast from
point A because enzyme activity increases, and fluidity of cell
membrane goes well as the temperature goes up.

The growth rate keeps increasing gradually like this as the
temperature goes up until the point at which the growth rate
is the fastest, which is called optimum temperature. At this
point, the enzyme reaction rate is max. In many cases, the
optimum temperature for all of the microorganism is not one
point, but a wide range of temperature like 37∼45∘C and the
maximum temperature and minimum temperature are also
affected by surrounding environment. Through Figure 1, it
can be noted that there is a range of temperature in which
microorganism could survive, and that it could not live out
of certain temperature range. Microorganism is classified
into extreme psychrophile, psychrophile, mesophile, ther-
mophile, and extreme thermophile according to optimum
temperature of growth as shown in Figure 2. In general, the
temperature range in which microorganism could grow is
wide from subzero up tomore than 100∘C as shown in Table 1.

In this paper, wewant tomake research on blackmold, the
scientific name of which is Aspergillus niger. As black mold
belongs tomesophile, we know that its optimum temperature
of growth is in the range of 28∼43∘C. Mesophile, which
is the most common microorganisms in the nature, likes
the temperature of around 37∘C that is similar to human or
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Table 1: Classification of microorganism and temperature range of
growth.

Classification Minimum
temp.

Optimum
temp.

Maximum
temp.

Extreme psychrophile −10 10∼15 20
Psychrophile −10 20∼30 42
Mesophile 5 28∼43 52
Thermophile 30 50∼65 70
Extreme thermophile 65 80∼90 100

warm-blooded animal body temperature. The most number
of this microorganism are found in the temperate regions,
and it is also found in the soil and water in the tropical region
[13–16].

(2) Humidity. As more than 75% of an organism is water,
water is essential to the survival of all organisms. The water
necessary for the growth of microorganism can be explained
with the concept of water activity. If we dry food or add
solutes to food, themoisture thatmicroorganism could utilize
reduces. The availability of the moisture can be conveniently
shown by indicating the water vapor pressure of the food
with equilibrium relative humidity (ERH). That is, a food
has a vapor pressure (𝑃

0
) unique to the food at a certain

temperature. When the food is placed in the atmosphere of
a certain water vapor pressure (𝑃

1
), the moisture in the food

evaporates if 𝑃
0
< 𝑃
1
, and the moisture in the atmosphere

is absorbed into the food if 𝑃
0
= 𝑃
1
. When food is left in

the atmosphere, it absorbs moisture or evaporates to become
moisture equilibrium with surrounding atmosphere. Equi-
librium relative humidity is relative humidity of the vapor
pressure of atmosphere when at a certain temperature, that
is, when the vapor pressure of atmosphere is in equilibrium
relation with vapor pressure a food (𝑃

0
).The relation between

equilibrium relative humidity and water activity (𝐴
𝑤
) is as

follows [17, 18]:

𝐴
𝑤
= (Vapor pressure of food (solution))

× (Vapor pressure of pure water

at the same temperature)−1

=

𝑃

𝑃
0

=

ERH
100

.

(1)

Water activity of pure water is 1.0. When a food is com-
pletely dried, showing no vapor pressure, the water activity
of it is 0. In other words, equilibrium relative humidity is
same as 100 times of water activity. Depending on the kinds
of microorganism, the water activity range in which the
microorganism may grow is different. Most of the viruses
found in the food grow well as the water activity comes near
to 1. That is, they grow fast in the condition that sufficient
nutrients is contained. As the lowest limit of water activity
is known to be 0.61, no microorganism can grow in the food
of below 0.61 of water activity. Therefore, any deterioration

under this condition should not be microbiological one, but
only chemical one.

(3) Light. The lights affecting microorganism are ionizing
radiation, ultraviolet light, microwave ant, and so forth.
Besides special microorganisms that obtain energy through
photosynthesis, most of the microorganisms usually do not
need light. As ultraviolet light in the sunlight gives harm to
the growth of microorganism, it can be said that microor-
ganism may grow well in the darker places rather than in the
bright places. But a little light is necessary for sporulation of
mold. The sporocarp faces toward light and matured spores
are discharged to the direction of light.

2.2. Factors to Affect the Growth ofMold. As described before,
microorganism may not grow where external environmental
condition is unfavorable for it. In this paper, we use humidity,
temperature, and lights as the factors that affect the growth of
the mold in order to prevent the occurrence of mold. They
can be easily measured by a sensor.

(1) Humidity. Moisture is essential to the growth of mold.
Moisture in the mold body acts as menstruum for crystalline
structure in the cell and involves in maintaining osmotic
pressure, becoming a dispersivemedia of colloid. If there is no
moisture, a hypha loses moisture through vaporization, cells
plasmolyze, and die.That is, drying is an important condition
to prevent the growth of mold. Moisture can be measured by
the humidity.

(2) Temperature. Mold is mesophilic with proper growth
temperature being 25∼30∘C, but the temperature range for its
growth is wide from minimum (−10∼−5) to maximum 50∘C
depending on the strain. The growth temperature of mold,
however, varies depending on the various conditions such as
light, oxygen, and moisture of the environment.

(3) Light. Just like other microorganisms, visible light of
400∼800 micrometer is harmful to mold. In the meantime,
ultraviolet ray, X-ray, and 𝛾-ray act to sterilizemold and cause
modification of mold.

Therefore, the rainy season with continuing humid cli-
mate and high temperature provides the best environment
for growing of mold. Mold exists in various forms such as
spore and so forth and in the air and soil, and it grows
well in the rainy season when temperature is 25∘C∼30∘C
and relative humidity is 60∼80% or higher. Therefore, if the
relative humidity is kept under 60%, the growth of mold may
usually be prevented.

3. System Platform

In this paper we build a wireless sensor network with some
sensors such as temperature and humidity. By using this
wireless sensor network we can predict and prevent molds
growth in indoor environment. In this section, we design
the prevention control system ofmolds growth using wireless
sensor networks.
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Figure 3: Sensor node.

Figure 4: Hmote2420.

Theproposed prevention systemofmolds growth consists
of three components, which are the sensor part, the server
part, and the control part.The sensor part comprises wireless
transmission nodes and a sink node. Wireless transmission
node transmits the environmental information collected
from sensor board wirelessly, and a sink node receives
the information transmitted wirelessly. In the server part,
an environmental information management database and a
monitoring program to process this information are installed.
The control part operates fan according to the value of the
collected environmental information.

(1) Sensor Part. The sensor part forms a wireless sensor
network to transmit environmental information to the sink
node that is connected to the server. In this network,
many sensor nodes detect temperature and humidity and
wireless transmission nodes to transmit the environmental
information collected from the sensor nodeswirelessly placed
independently throughout the interior area of control. For
this paper, general-purpose sensor nodes manufactured by
Hybus Co., Ltd. are used [19]. Figure 3 shows the sensor
nodes. Sensor node is attached to the wireless transmission
node called Hmote2420 as shown in Figure 4.

(2) Control Part. Control part, which operates fan according
to the collected environmental information value, consists of
signal conversion board, AC board, and Mote.

Signal conversion board connected with Mote comprises
10 pins on the upper surface and 40 pins on the lower surface

(a) The front

(b) The back

Figure 5: Signal conversion board.

Figure 6: DC Board.

as shown in Figure 5. The pins on the upper surface are
connected to DC board which is shown in Figure 6, and the
pins on the lower surface are connected to Mote and to each
port of MSP430. DC motor to rotate the fan is used under
control of relay, being connected to the DC board that is
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Figure 7: Combination of CON board, DC board, and DC motor.

RestroomBathroom

Shower stall Laundry room

Mote Mote

Mote Mote

Figure 8: Architecture of prevention system of molds growth.

supplied with 12V. Figure 7 is the image that Mote, signal
conversion board, and DC board are connected.

(3) Server Part. In the server is installed environmental infor-
mation management database to process the environmental
information transmitted from sensor nodes and monitoring
program. The environmental information such as tempera-
ture and humidity value, which are collected from sensors
installed in the interior area of control, is saved in each field
of control in the environmental information management
database. A program is installed to operate the fan when the
environmental condition of each area of control comes to
allow growth of mold.

4. System Implementation

Figure 8 shows the proposed system architecture for the
prevention of molds growth. Senor nodes are deployed in
the restroom, bathroom, laundry room, and shower stall.
It is highly probable for the mold to grow in these places
as the places keep a certain temperature and contain con-
stant humidity. In these places, sensors attached to sensor
node detect and collect environmental information such as
temperature and humidity, and then sensor node transmits
this information to the management system installed in the
central server.
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Figure 9: Environmental information received from sensor node.

Sensor network is built up to transmit the environmen-
tal information to control system through placed sensors.
Sensor nodes placed in the area of control periodically
collect environmental information and transmit it to sink
node, and the central control system connected to the sink
node displays the environmental information on the screen
collected from the area of control. As shown in Figure 8,
the network is established by placing sensor nodes in the
4 areas of control: restroom, bathroom, shower stall, and
laundry room. Each sensor node reports inside temperature,
humidity monitored in the areas of control to control system
through Mote, the wireless transmission node. The control
system saves the environmental data, which are collected
by temperature and humidity sensors in the wireless sensor
network and transmitted wirelessly in the environmental
information database. The control system judges whether or
not the transmitted environmental data reach the expected
value where mold may start growing and forecasts molds
growth. And then the control system gives order to operate
control part to prevent molds growth by using fan operation
process.

Several experiments were performed using sensor nodes
for the purpose of temperature and humidity data collection,
and sensor nodeswere deployed in some areas of control. Our
experimental results are shown in Figure 9.
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Figure 10: User interface of our system.

(1) if (n->temperature >= TEMP SET)
(2) if (n->humidity >= HUMID SET)
(3) {
(4) if (state motor == 0)
(5) {

(6) state motor = 1;
(7) motor on();
(8) }

(9) display();
(10) }else{
(11) if (state motor == 1)
(12) {
(13) state motor = 0;
(14) motor off();
(15) }
(16) }

Algorithm 1: Fan operation process of our system.

As shown in Figure 9, if temperature is over 20∘C and
humidity is over 60%, the mold growth is predicted. In this
case, our system actuates fan and displays status of this area.
Dotted line is a predicted range of molds growth.

Algorithm 1 shows fan operation process when the mold
growth is predicted. If the collected temperature and humid-
ity exceed setting value, fan is turned on.

In this paper, we build up a sensor network with senor
nodes attached to the sensor boards being placed in the
restroom, bathroom, shower room, and laundry room, which
detects and collects environmental information such as
temperature, humidity. In order to manage this process, we
implement the prevention system of molds growth as real
applications as shown in Figure 10. When looking at the
left side of the screen, the temperature of room 1 is above
24∘C, and the humidity is 70%. This means that molds
can grow because it exceeds 20∘C temperature and 60%
humidity. Therefore, to prevent molds growth, the control

system operates fan under the temperature and the humidity
setting conditions, respectively. After that, if temperature and
humidity in this room are less than setting value, fan is turned
off.

5. Conclusions

Summer is the season when much personal and property
damage arises from various natural disasters such as the heat
being reminiscent of subtropical climate and flooding from
heavy rain due to global warming. This unusual temperature
affects our lives much besides causing natural disasters.
Recently, many problems have occurred with respect to
hygiene and beauty of view especially due to growing of
various molds in the residential environment. In this paper,
we described the prevention system of molds growth based
on wireless sensor networks. To achieve this, we surveyed
some of the recent researches and books related to the molds,
then we knew that molds grow well in the rainy season when
temperature is 25∘C∼30∘C and relative humidity is 60∼80%,
or higher and molds growth may usually be prevented if the
relative humidity is kept under 60%.Theproposed system can
predict and prevent molds growth in indoor environment.
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We propose a congestion control scheme on wireless multichannel sensor networks. The proposed congestion control scheme
consists of a congestion detection strategy and two cases of congestion control strategies.The congestion detection strategymodeled
in the Morkov chain provides two thresholds that can detect two congestion conditions, or light and heavy congestion conditions.
The two congestion control strategies consist of a weak congestion control strategy that can control light congestion and a strong
congestion control strategy that can control heavy congestion. In addition, the proposed congestion control scheme assigns a
priority to a received packet according to their transmission distance, and it differentiates the number of useable channels when
congestion occurs. We can reduce energy consumption due to retransmission because packets received from long distance can use
more channels in the proposed scheme.

1. Introduction

Wireless sensor networks are local networks that collect
information through deploying sensor nodes where direct
observation is hard. Charging energy or changing the batter-
ies of a sensor node is difficult in wireless sensor networks,
so reducing the energy consumption of a sensor node
is an important issue among others. Many researches on
reducing the energy consumption of sensor nodes have been
conducted, and researches on routing path, which minimizes
the transmission path for reducing energy consumed for data
transmission, are notable [1]. However, focusing onminimiz-
ing the transmission path leads to a problem of imbalance
in energy consumption due to transmission path overlap
and so on. For solving the problem, multipath transmission
or similar data aggregation scheme has been proposed [2].
Because data collected by sensor nodes are always sent to
a single sink or more, the bottleneck around sinks occurs
frequently. Hence, congestion causes the rapid destruction of
sensor networks by leading to too much additional energy
consumption in sensor nodes in a short time. In particular,
in the case of retransmission to a long distance, the energy

consumption in sensor nodes is accelerated. Accordingly,
we propose a congestion control scheme considering trans-
mission distance, which can allocate a priority according to
the transmission distance of received data and can use the
different range of channels along with the different priority.

Recently, researches on techniques using multichannel
for increasing transmission reliability in sensor networks are
actively conducted [3]. Multichannel sensor networks can
realize reliable and efficient transmission and can transmit
data simultaneously without interference or collision because
sensor nodes in the multichannel sensor networks use differ-
ent channels with different frequencies.Theproposed scheme
can detect congestion by monitoring buffer occupancy rate
and a threshold obtained from multichannel modeling.

This paper is organized as follows: Section 2 presents the
related works, and Section 3 describes a congestion control
scheme based on multichannel. The proposed scheme is
divided into a congestion detection strategy and congestion
control strategies which can control congestion according
to congestion degree. Section 4 shows simulation results
evaluating the performance of the proposed scheme. Finally,
we present conclusions in Section 5.
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2. Related Works

Many researches have been studied to reduce energy con-
sumption of sensor nodes on wireless sensor networks. The
authors in [2] proposed a data aggregation scheme based
on a tree. Its main idea is to reduce energy consumption
due to transmission of the sensor node used with maximum
energy. Multihop hierarchical routing protocol (MHRP) to
prolong the lifetime of wireless sensor networks is proposed
in [1]. In this protocol, a cluster header was selected by
considering the remaining energy of sensor nodes. In [4],
energy-balanced parameter-adaptable cooperative protocol
(EBPACP) discriminated between an intercluster and an intr-
acluster and adjusted the size of cluster for improving energy
balance. Authors in [5, 6] studied error recovery schemes to
reduce energy consumption in wireless sensor networks. In
[5], when retransmission is needed by a corrupted packet, the
packet was divided into small subpackets, and retransmission
was done for only the corrupted portion of the subpackets.
An error control scheme in [6] used BCH coding following
Hybrid ARQ on wireless sensor networks based on CDMA.

Many researches on congestion control which can be
used in wireless sensor networks are actively conducted to
increase the reliability of transmission. Congestion detection
and avoidance (CODA) in [7] detected congestion based
on buffer occupancy and the state of channel load and
controlled congestion by an open-loop strategy or a closed-
loop strategy according to congestion degree. Priority based
congestion control protocol (PCCP) was proposed in [8]. In
this protocol, packets were transmitted by priorities when
congestion occurred. The priorities were assigned to sensor
nodes in advance. In [9], authors referred to the imbalance
of energy consumption due to transmission distance and
traffic concentration around a sink node. Therefore, they
researched improving the imbalance of energy consumption
due to transmission distance in wireless sensor networks
based on single channel.

MAC protocols based on multichannel which was able
to use in wireless sensor networks were proposed to provide
the high reliability of transmission [3, 10]. In [10], one of
the N channels is a control channel, and the others are data
channels. A guard channel scheme for mobile networks was
proposed and extended in [11, 12]. In the guard channel
scheme, channels were reserved for handoff calls and new
calls; however, the number of channels reserved for each call
was differentiated.

3. A Congestion Control Scheme
Based on Multichannel

We propose a congestion control scheme based on multi-
channel. In the proposed congestion control scheme, con-
gestion is classified as light congestion and heavy congestion
according to congestion degree. Light congestion and heavy
congestion can be detected through a comparison of value
between buffer occupancy rate and two thresholds that
are provided by multichannel modeling and extension of
the modeling. Finally, the proposed scheme includes two

Buffer

Threshold

Channels

· · ·

· · ·

Figure 1: A structure of a sensor node for congestion detection.

congestion control strategies or a weak congestion control
strategy and a strong congestion control strategy. A weak
congestion control strategy and the other strategy can control
light congestion and heavy congestion, respectively. For light
congestion, senders reduce the number of sending packets
by themselves, and a receiver assigns a priority to receiving
packets according to transmission distance. In the strong
congestion strategy, senders decide on whether they send
packets by a random value.

3.1. Congestion Detection. To detect congestion, we consider
the structure of a sensor node as in Figure 1.

In Figure 1, packets are stacked in the buffer after they are
received through one of the channels. When the number of
packets in the buffer exceeds a threshold, it is estimated that
congestion occurs. To obtain the threshold, usable probabil-
ities of each channel are to be gotten. The probabilities can
be gotten in the way of the Markov chain modeling based
on multichannel. For modeling, let 𝑛 denote the number
of channels in one sensor node. Arrival rate for receiving
packets denotes 𝜆 according to the Poisson distribution. The
channel holding time follows the exponential distribution
with average 1/𝜇, and then 𝜌 = 𝜆/𝜇 is defined [11]. 𝑃ℎ

𝑗
, a

probability which will use the channel 𝑗, is found through the
birth-and-death process in the Markov chain. We obtain 𝑃ℎ

𝑗

by

𝑃ℎ
𝑗
=

𝜌

𝑗

𝑗! ∑

𝑛

𝑎=0
(𝜌

𝑎
/𝑎!)

. (1)

𝑃ℎ
∑𝑐

= ∑

𝑐

𝑗=1
𝑃
𝑗
is derived from (1).𝑃ℎ

∑𝑐
is a probability used

to the channel 𝑐. Hence, we detect light congestion in

𝐵occu ≥ 𝑃ℎ∑𝑐, (2)

where 𝐵occu denotes real buffer occupancy rate. In this paper,
we estimate that light congestion occurs when real buffer
occupancy rate exceeds a probability used from the first
channel to the 𝑐 channel. We can estimate the optimal 𝑐
through a simulation.
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Figure 2: Usable channels according to priorities.

We assign a priority to receiving packets according to
their received signal strength (RSS) when light congestion
occurs. RSS can be measured in the physical layer whenever
packets are received. If RSS of a received packet is weak,
it means that the packet is sent from far away, and so the
packet is assigned a high priority. RSSmax and RSSmin denote
a maximum RSS and a minimum RSS. A packet’s RSS is
compared with RSSmax and RSSmin, and RSSmax and RSSmin
can change whenever the packet is received. We obtain the
priority of packet𝑚 in
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𝑚
=
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𝑘, RSSmax ≤ RSS
𝑚
,

(3)

where 𝑘 denotes the number of priorities. A packet with a
high priority can use more channels than that with a low
priority. If a packet sent from far away is not received due
to the number of insufficient channels, retransmission for the
packet causesmore energy consumption than that sentwithin
short distance. Figure 2 shows the concept. In Figure 2, a
packet with the priority 1 can use all channels and a packet
with the priority 2 can use remaining channels but the last
channel group.

We calculate rates according to the priorities of receiving
packets for dividing usable channels per priority. The rate of
priorities denotes 𝑟

1
, 𝑟
2
, . . . , 𝑟

𝑘
, respectively. In Figure 2, the

receiving packet with the lowest priority 𝑘 can use channels
from the first channel till the 1 + |𝑟

1
(𝑛 − 𝑘)|th channel, and

another packet with priority 𝑚 can use channels from the
first channel till 𝑚 + ∑

𝑘−𝑚

𝑖=1
|𝑟
𝑖
(𝑛 − 𝑘)|th channel. A packet

with the highest priority can use all the channels.We stipulate
arrival rates of packets 𝜆

1
, 𝜆
2
, . . . , 𝜆

𝑘
according to the Poisson

distribution to obtain a probability similar to (1) from the
structure of channels such as in Figure 1. Also, 𝜆 is 𝜆
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+

⋅ ⋅ ⋅ + 𝜆
𝑘
. The channel holding time of each priority follows

the exponential distribution with an average of 1/𝜇, and then
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Equation (5) defines 𝑃ℎ
0
in (4):
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𝑚
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|𝑛𝑟
𝑖
|

𝑗=1
𝑃ℎ
𝑗
is derived from (1). 𝑃ℎ

∑𝑚
is

a probability used to the priority 𝑚. We detect heavy
congestion in

𝐵occu ≥ 𝑃ℎ∑𝑚. (6)

In this paper, we estimate that heavy congestion occurs
when real buffer occupancy rate exceeds a probability used
to the channel𝑚 + ∑

𝑚

𝑖=1
|𝑛𝑟
𝑖
|.

3.2. Congestion Control. The main goal of a congestion
control is to recover from congestion quickly. However, on
the contrary, network utilization is reduced quickly. So it
is important to keep a balance between recovery time of
congestion and network utilization for designing an efficient
congestion control scheme.

In Section 3.1, we classified congestion into light conges-
tion and heavy congestion according to congestion degree.
A congestion control strategy must be classified into two
cases in accordance with this. Therefore, we propose two
cases of congestion control strategies, or a weak congestion
control strategy and a strong congestion control strategy. A
weak congestion control strategy controls light congestion
by reducing the sending rate of sensor nodes, and a strong
congestion control strategy controls heavy congestion by
giving up transmission of several sensor nodes.

When it detects light congestion through (2), the receiver
sends a light congestion notification (LCN) message to
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Figure 3: Simulation environment.

senders.Therefore, the receiver assigns a priority to receiving
packets according to their RSS. The number of usable chan-
nels is differentiated by priorities. Sensor nodes receiving the
LCN message reduce their sending rate as much as 𝑆

𝑤
in (7).

𝑆
𝑤
is included in the LCN message

𝑆
𝑤
= 𝑆
𝑛

𝐵occu − 𝑃ℎ𝑐
𝑁sensor

, (7)

where 𝑆
𝑛
and 𝑆
𝑤
denote sending rates before and after receiv-

ing the LCN message, respectively. 𝑁sensor is the number of
senders.

If congestion degree is heavy through (6), then a strong
congestion control is required.When a receiver detects heavy
congestion through (6), it is classified into two priorities such
as

𝑃
𝑚
=

{
{
{

{
{
{

{

1, RSS
𝑚
>

RSSmax − RSSmin
2

2, RSS
𝑚
≤

RSSmax − RSSmin
2

.

(8)

The receiver sends a heavy congestion notification (HCN)
message to sensor nodes sending packets with a low priority.
A sensor node receiving the HCN message generates a
random number 𝑅 from 1 to 100. If 𝑅 is smaller than (𝐵occu −
𝑃ℎ
∑𝑚

) × 100 in (9), the sensor node gives up transmission.
This means that congestion is strongly controlled because of
reducing the number of senders,

𝑅 ≤ (𝐵occu − 𝑃ℎ∑𝑚) × 100. (9)

4. Performance Evaluation

In this section, we perform a simulation for evaluating the
congestion control scheme based on multichannel proposed
in this paper. On experiment, we construct a receiver, a sink,
and ten senders such as in Figure 3.

Table 1 shows simulation parameters for performance
evaluation.

Figure 4(a) shows the throughput of the weak congestion
control strategy. To obtain the optimal 𝑐 in (2), we simulate

Table 1: Simulation parameters.

Parameter Value

The number of channels per sensor node 8

Buffersize 64 packets

Data packet size 40 bytes

Burst duration time 20 sec

The number of priorities 4

Initial energy per sensor node 5 J

Energy consumption for device 50 nJ

Amplify energy 0.0012 pJ

Area 100m × 100m

three cases of 5 channels, 6 channels, and 7 channels while
packets/sec change from 30 to 50. In Figure 4, light conges-
tion occurs when packets/sec become 35.

In Figure 4(a), the case of 5 channels gives the best
performance. However, the network utilization of the 5
channels is about 10% lower than that of the case of 6 channels
because the sending rate of senders is reduced toomuch.This
means that the sending rate is reduced too much because
𝐵occu − 𝑃ℎ𝑐 in (7) is too large. Therefore, we find out that the
number of optimal channels for (2) is 6.

Figure 4(b) shows the performance of the strong conges-
tion strategy. Figure 4(b) also presents the simulation results
of using both the strong congestion control strategy and
the weak congestion control strategy and only the weak
congestion control strategy. Also, when packets/sec exceeds
50, the simulation environment is added to two new senders
for heavy congestion. In Figure 4(b), when packets/sec is over
35, heavy congestion occurs. So, until packets/sec is 50, the
performance does not change whether the strong congestion
strategy is applied or not. If the strong congestion control
strategy is applied, sensor nodes as many as 𝐵occu − 𝑃ℎ∑𝑚 in
(9) do not send packets.Therefore, the throughput in the case
of adding to the strong congestion control strategy is better
than that in the other case because the number of packets
received in the receiver is reduced.

In this paper, we assigned a priority to receiving packets
according to their transmission distance. In sensor networks,
there are huge variations of energy consumption according
to transmission distance. A sensor node located in long
distance consumes more additional energy than that located
in short distancewhen they retransmit.We assigned a priority
according to transmission distance to prevent additional
energy consumption from retransmission.

Figure 5 shows energy consumption of three cases due
to retransmission. The first case is that congestion control
strategies are none, and this case is utilized as a criterion
for comparison to other two cases. Therefore, the energy
consumption caused by retransmission in this case is set to
100%.Other two cases are as follows: onewhere only theweak
congestion control strategy is applied, and the other where
the strong congestion control strategy is added to the second
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Figure 5: Comparison of energy consumption due to retransmis-
sion.

case. We utilize (10) proposed in [13] for estimating energy
consumption caused by retransmission

𝐸node = 𝑏sense𝐸sense + 𝑏𝑟𝑥𝐸𝑟𝑥 + 𝑏𝑡𝑥 (𝐸𝑡𝑥 + 𝐸amp𝑑
𝑛
) . (10)

Equation (10) is a well-known energy consumption model
which is frequently used to estimate energy consumption on
wireless sensor networks. Equation (10) is used to calculate
energy consumption due to retransmission during conges-
tion period. The result is shown in Figure 5.

In Figure 5, one case of applying the weak congestion
control strategy shows that energy consumption is 42%under
the criterion, and the other case of applying the two strategies

proposed in this paper shows that energy is consumed
31% as compared with the criterion. This means that the
proposed schemeprovides a stable transmission environment
for senders that are far away from a receiver.

5. Conclusions

In this paper, we proposed a congestion control scheme based
on multichannel in wireless sensor networks. The proposed
scheme consists of congestion detection and congestion
control; we also divided them into light congestion and heavy
congestion according to congestion degree. For detecting two
cases of congestion, we used two thresholds obtained by
multichannel modeling. The two cases of congestion were
controlled by the two congestion control strategies, or the
weak congestion control strategy and the strong congestion
control strategy.

We evaluated the performance of the proposed scheme
through a simulation. We showed the results of throughput
and energy consumption caused by retransmission.
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Sensor information system is a specific distributed informationmanagement system for applying sensor data and aims to effectively
process, manage, and analyze data emanating from sensor networks. Recently, with the development of sensor networks, sensor
information system encounters many challenges, such as huge and diverse data, heterogeneous clients, scalability, and security.
In this paper, we propose an extensible and secure cloud architecture model for sensor information system. Firstly, we describe
the composition and mechanism of the architecture model using cloud paradigm. Secondly, we design the security solution for
accessing sensor data and information services inside the architecture. This security solution ensures legal access and use for
sensor data and information services and avoids illegal breach for user data in the cloud environment. In particular, a certificate
authority (CA) based Kerberos protocol is proposed to provide strong identity authentication. At last, we introduce the experiment
deployment for the architecture.This architecture fully utilizes the virtualization technology and cloud service functions and builds
an extensible cloud platform environment supplying scalable, flexible, reliable, and secure sensor information services, which aims
to solve the challenges encountered by the present sensor information system. The simulation experiment results show that the
architecture gets high performance and stability throughout, while keeping scalability and flexibility brought by cloud.

1. Introduction

Sensor information system aims to effectively process, man-
age, and analyze data emanating from sensor networks, which
is a specific distributed information management system
including sensor data management and sensor information
management. Sensor data management is to manage and
process data stream form the sensors, and sensor information
management is to organize, analysis, mine, and apply sensor
data [1].

With increment of sensor amount and type within sensor
networks, and expansion of coverage area of sensor networks,
scale of sensor information system is more and more huge.
With diversity of sensor data source, data process manner
is more and more complex. It needs more and more IT
resources such as mainframe and high bandwidth com-
munication networks to process, manage, and store sensor
data. This situation brings challenges to sensor information
system, including security management of data, transparent

data process model, cost-effective resource deployment, and
dynamic storage allocation.

Cloud computing supplies a feasible solution for these
challenges. Cloud computing is a model for enabling on-
demand access to a shared pool of IT resources that can
be elastically used with low cost [2]. In this model, the
capabilities of applications are exposed as services which
provide dynamically scalable and often virtualized resources
in web application as a service [3, 4]. Cloud computing brings
flexibility, scalability, cost controlling, and on-demand provi-
sion to applications. These features supply measures to solve
the challenges encountered by present sensor information
system.

The main objective of this paper is to realize a general
solution to effectively process sensor data and manage sensor
information for various types of sensor networks which
may be large or small, homogeneous or heterogeneous, and
provide various sensor information services to heterogeneous
clients in a secure mode. More specifically, we focus on
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building an extensible and secure sensor information system.
In [5], we presented an early version of this work where
we exploited system architecture based on cloud paradigm.
In this paper, we go one step forward and we demonstrate
a reliable security framework oriented to that cloud sensor
information system.The security framework concentrates on
avoiding sensor data from breach and supplying secure and
reliable sensor information services to legal users in cloud
environment. In particular, a CA based Kerberos protocol
is proposed to provide strong identity authentication in the
security framework. Additionally, we deploy and test the
prototype of the cloud based sensor information system by
simulation experiment. The experiment result shows that the
proposed sensor information system is effective in terms of
performance and gets satisfying flexibility, scalability, and
access heterogeneity in cloud environment.

The rest of the paper is organized as follows. In Section 2,
we introduce the current challenges encountered by sensor
information system, including system application challenges
and security challenges. In Section 3, we describe the ser-
vice model and core technologies of cloud computing. In
Section 4, we introduce the cloud architecture model of
sensor information system. In Section 5, we present a security
framework oriented to the cloud based sensor information
system. In Section 6, we introduce the prototype deployment
and simulation experiment for the cloud sensor information
system. Finally, in Section 7, we conclude this paper.

2. Current Challenges of Sensor
Information System

Presently, sensor networks develop fast. There are various
types of sensor networks where sensor amount is huge, band-
width is high, coverage area is large, process task is complex,
and sensing data is heterogeneous, such asmultimedia sensor
network [6–9]. This situation brings challenges to traditional
sensor information system [10–12].

2.1. System Application Challenges. Firstly, sensor informa-
tion system lacks enough flexibility for processing sensor
information. The sensor data type may be different or het-
erogeneous, which demands diverse process manners. If the
data needs to be fused, the process would be more complex.
When a new data type is coming, the system can not process
it promptly [6].

Secondly, sensor information system lacks effective load
balancing management. For example, when applications for
sensor information process reach their peak points, they
still own many idle resources for a long time. At the same
time, other applications such as information analyses and
information storage need more resources which are held by
information process applications. This situation extremely
brings down resource utilization rate and performance for the
system [7].

Thirdly, sensor information system lacks enough scala-
bility for IT resource. On the one hand, many servers are
deployed for specific applications, and most of the time they
own surplus computing and storage power. On the other

hand, when workloads for applications are too high, the
system has to add new resources to satisfy it, which leads to
extra costs [8].

In addition, sensor information system lacks heteroge-
neous client support. With the exponential increment and
utilization, sensor data is needed to supply to various types of
users. It demands that sensor data be accessed from various
clients, such as PC, smart phone, and tablet [13, 14].

Cloud computing is a general computing paradigm,
which has been applied in many fields [2, 15]. Cloud com-
puting consists of many enabling technologies such as virtu-
alization technology, Web service and SOA, web 2.0, world-
wide distributed storage system, and map-reduce program-
ming model, which could solve the above challenging issues
existing in traditional sensor information system [16, 17].

Virtualization technology is the base of cloud comput-
ing, which partitions hardware and thus provides flexible
and scalable computing platforms. It supplies virtualized
IT infrastructures and sensor networks access for users on
demand, which could solve scalability and load balancing of
resources utilization for sensor information system.

The MapReduce programming model has been used for
processing and generating large data sets across the Google
worldwide infrastructures. It firstly involves applying a “map”
operation to some data records—a set of key/value pairs, and
then processes a “reduce” operation to all the values that
shared the same key. This model could also process hetero-
geneous data from sensor information system flexibility and
efficiently.

Computing cloud services are normally exposed as Web
services. The services organization and orchestration inside
Clouds could be managed in a service oriented architecture
(SOA). A set of cloud services furthermore could be used
in a SOA application environment, thus making them avail-
able on various distributed platforms and could be further
accessed across the Internet. These features make services
for sensor information system be supplied to heterogeneous
clients, such as PC and smart phone.

2.2. Security Challenges. With open usage for huge sensor
data and rapid demand for sensor information services,
sensor data is more likely to be exposed, modified, and bro-
ken, especially in cloud environment. Based on open cloud
platform, sensor information system would face security
issues as follows [18].

(i) The environment in which sensors work can be
compromised by the adversary. For example, the
adversary can artificially reduce or raise temperatures
to cause the sensors to collect improper data.

(ii) Individual sensors can be vulnerable to attacks. This
can happen when the adversary has physical access
to the sensors or remote access through propagating
malware.

(iii) Information flowswithin the cloud can be intercepted
and stolen or modified by compromised cloud nodes.
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(iv) The cloud client can be infected by malicious code
implanted by an adversary, which can lead to further
security breaches within a sensor-cloud system.

(v) The communication channels between the sensors
and the cloud and between the client and the cloud are
vulnerable to different types of attacks. Evenwhen the
data transferred over the channels is fully encrypted,
side-channel information leaks constitute creditable
threats.

3. Overview of Cloud Computing

Although there is still no unified definition for cloud comput-
ing, a widely accepted one is defined by [19] as follows: “cloud
computing is a model for enabling convenient, on-demand
network access to a shared pool of configurable computing
resources that can be rapidly provisioned and released with
minimal management effort or service provider interaction.”
With pools of computing power, memory, storage resources,
and networks, the cloud provides IT resources to users on-
demand in form of services. These services are categorized
into three classes as follows.

(i) Software as a service (SaaS): in SaaS, the cloud vendor
delivers their application product as a service over the
net on a hosting environment, which can be accessed
from various front-end clients. The application solu-
tions may include anything form database processing
to web based email and network inventory control.
There are many service examples such as ehealth,
industry applications, and business process [3].

(ii) Platform as a service (PaaS): in PaaS, the platform
vendor provides a development environment or plat-
form with tools, on which the consumer can create
their cloud services and applications. In this model,
many examples of services are provided, such as Java
runtime, database, development tool, Web 2.0 appli-
cation runtime, and middleware. Users need not to
control underlying infrastructure but only to control
the deployment and configuration of applications [2].

(iii) Infrastructure as a service (IaaS): in IaaS, IT infras-
tructures, such as processing, networks, storage, and
other fundamental computing resources, are deliv-
ered as a service to the consumer. In this sense,
consumer can deploy and run arbitrary operating
systems and applications but need not to manage and
control underlying infrastructure [20].

There are five essential characteristics of cloud comput-
ing: (1) on-demand services, (2) ubiquitous network access,
(3) resource pooling, (4) rapid Elasticity, and (5) measured
services.

Virtualization, as one core technology of cloud comput-
ing, is used to meet the characteristics of cloud services.
Virtualization is a traditional software technology. It uses a
physical resource such as a server and divides it into some
virtual resources called virtual machines (VMs) [21], through
which virtualization breaks down the physical barriers inher-
ent in isolated resources and automates the management

of these resources as a single entity. Via virtualization,
cloud computing allocates resources in a scalable manner,
which fully raises utilization of resources, including CPU
and memory; hence, it is suitable for mass data process
[22, 23].

Similarly, sensors and sensor networks can also be virtu-
alized. Sensor virtualization technology enables one physical
sensor to be projected as multiple virtual sensors and vice
versa and enables user applications to use sensor data in a
transparent manner, which enhances resource sharing and
allows virtual sensors scale up or down as needed [24–26].
Besides, sensor virtualization abstracts different platforms
of the physical devices, greatly enhancing satisfaction and
benefiting users. It significantly expands boundary for service
capability for sensor networks. In addition, via cloud com-
puting, multiple sensing tasks for different types of sensor
networks can be performed simultaneously, which greatly
enhances usability of the devices and sensor networks.

Cloud computing is an extensible architecture model for
IT area, combining with which, a sensor information system
could become effective, scalable, flexible, and reliable.

4. A Cloud Based Architecture Model of
Sensor Information System

Theproposed architecturemodel aims to build a general plat-
form of sensor information system based on cloud comput-
ing, which is scalable, flexible, access secure, cost-effective,
and of high performance. It can effectively operate and
process sensor data, manage, analyze, and mine sensor infor-
mation for various types of sensor networks and supplies
information services to heterogeneous clients.

4.1. Basic Composition of the Architecture Model. The archi-
tecture model applies virtualization and cloud service tech-
nologies. It consists of user interface layer and five application
service layers as shown in Figure 1.

(1) User interface layer: it is the interface for users to
enter the system, including web browser and client
application.

(2) Security management layer: it aims to realize a sort of
reliable solution to prevent illegal users from access-
ing and breaching application data, provides secure
sensor information services to users based on access
privilege, and enables users to configure and manage
security policies in cloud environment, thus ensures
system security. The security solution concentrates
on three aspects: identity and authentication unit,
access control performer, and data encryption man-
agement. Identity and authentication unit ensures
that only authorized users can access system and
manages user’s identity information. Access control
performer carries out configuration andmanagement
for service access policy and ensures that users with
different roles access different levels of services. Data
encryption management makes encryption policies
and supplies encryption service to the users, and thus
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Figure 1: A cloud based architecture model of sensor information system.

protects user privacy. This solution avoids malicious
users’ access to the system, which realizes manage-
ment security for the system. The detailed security
solution will be discussed in Section 5.

(3) Application layer: it is the main business application
layer for the system, including sensor data manage-
ment and sensor information management. sensor
data management is responsible for operating, pro-
cessing, andmaintaining data emanating from virtual

sensor network. Sensor information management
supplies sensor information service, such as organiza-
tion, analysis, mining, retrieval, and visualization for
sensor data. This layer presents a logical application
collection of sensor information services to the users.

(4) Service platform layer: it consists of core components
which encapsulate various functions as specific types
of services. These services are managed, monitored,
and provided to business applications in the higher
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layer in a reliable and on-demand manner. When a
resource request service from application layer is pro-
cessed, provision notification component will apply
for new resources from virtualization management
layer.

(5) Virtualization management layer: it realizes virtual-
ization for IT resources from the lower layer and is
responsible for managing and maintaining these vir-
tual resources. This layer enables transparent access
to physical infrastructures and dynamic resources
provision to the high layer.

(6) Infrastructure layer: it consists of physical IT resour-
ces, such as servers, clusters, storage equipments,
computer networks, and sensor networks.

4.2. OperatingMechanism of the Proposed Architecture Model.
Operating mechanism of the proposed architecture model
mainly runs among three layers, as shown in Figure 2.
Application layer is the core logical business layer where users
employ sensor information applications. Service platform
layer is the core service provision layer, and virtualization
management layer is the core virtual resources layers. The
operating mechanism mainly consists of virtualization man-
agement, runtime environment for service platform, and
sensor information system application.

(i) Virtualization management: by applying virtualiza-
tion technology, such as deploying hypervisors [21,
27] onto each physical node, it realizes a virtual
resource pool for physical resources, which can be
utilized by service platform layer in a simple way.
It configures and manages the virtual resource pool.
When more physical equipments are needed or not
needed, they only to be virtualized and put into or
moved from the virtual resource pool, resulting in
no influence to the higher layer. Therefore, it realizes
scalability for the system. In addition, it maintains
an image repository storing various types of VM
(virtual machine) images which are used to create
specific VMs for the system. Moreover, it manages
the templates of the virtual sensor networks and
provisions them on the selected virtual server.

(ii) Runtime environment for service platform: it is a
runtime environment for managing, maintaining,
and processing specific services for application layer.
It consists of some core components. Event man-
agement is responsible for detecting and processing
events for application system. Service monitor is
to monitor various services in the system. If some
conditions are satisfied, the services will be handled
by service scheduler component. For example, when
some system statuses reach some thresholds, a request
or return service for resources will be scheduled and
then provision notification component is invoked to
claim resources from the lower layer or give back
resources to the lower layer.Thus, it realizes elastic use
for resources. Operation for the entire runtime envi-
ronment is adjusted by load balancing component,

which can promote performance for the system. In
addition, data content management supplies data
service from virtual sensor networks to application
layer.

(iii) Sensor information system application: it is the core
business application. It uses data form data service of
data content management in a transparent manner. It
enhances flexibility and simplifies sensor data process
model.

5. Security Solution

In information system based on cloud computing, many
consumers request different services, which leads to diverse
threats to system security.Themain threat source comes from
illegal users’ breach of system function and user data. There-
fore, the management of user identity and access to system
resources is very important to maintain system security. In
this section, we give the security model and define the service
components that are ensured by our cloud architecture.
Then, we detail the operation mechanism of security model.
This model integrates user identity authentication, access
control and data encryption, which would ensure system
security.

5.1. Security Principles. Our model guarantees the following
security demands.
Fine-Grained Access Control. Our solution ensures user data
confidentiality and scalable fine-grained access control to
sensor information services in cloud system.
Integrity and Authenticity. Our solution ensures message
integrity during transfer between client and cloud system.
Furthermore, it ensures data integrity in cloud environment.
Also, each party authenticates the origin of each message
received from the other party.
Availability. Our solution ensures availability of service
for legitimate users when they need it, and it is resilient
when a large groups of legitimate users’ access at the same
time.

5.2. Security Model. The proposed security model aims to
provide strong identity authentication and access control to
cloud resources and protection to users’ private data in cloud
environment, which brings strong security to the sensor
information system. Figure 3 shows the framework of the
security model, which is deployed in security management
layer for the whole cloud system architecture. The model
consists of three function parts: identity authentication unit,
resource access control unit, and data encryption unit. In
identity authentication unit for the security model especially,
an authentication protocol is proposed, which improves
Kerberos protocol [28, 29] by using certificate authority (CA)
mechanism [30]. It can efficiently solve security deficiencies
for regular Kerberos protocol on the premise of system
availability, such as weak secret key protection and password
attack.
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Figure 2: Operating mechanism of the proposed architecture model.

5.2.1. Identity and Authentication Unit. Identity authentica-
tion is responsible tomanage users’ identity and control users’
access to system resource securely. It mainly ensures legal
users’ access to system and use for application services in
following phrases.
(1) User Registration. As showed in Figure 3, when a new
client wants to access the cloud system, he sends a registration
request to identity authentication modular (IA) first. Both IA
and user use Diffie-Hellman (DH) algorithm [31] to generate
a common key. The steps are described as follows.

(1) When IA receives first request from client, a common
secret key (K) is generated in both ends by using DH
algorithm. In cloud system, IA gets its K by calling key
generator modular which realizes HD algorithm.

(2) When gets system’s query, consumer encrypts his
registration information (username and password,
etc.) by using the secret key generated in step (1) and
sends it to the system.

(3) Registration information is sent to certificate author-
ity (CA) and is verified by CA based on some regu-
lations. If not permitted, the rejection acknowledge-
ment will be sent to the user, and the steps are over.
Or else, the information is stored in identity manager
modular (IM) via CA, and an acknowledgement of
successful registration is sent to the consumer.

(4) After registering successfully, the user generates a
public/private key pair (Kp, Kpr) and sends the
following message which is encrypted by secret key:

Kp and timestamp (ts) encrypted by private key
of consumer (EKpr (ts)).

(5) IA decrypts the message and calls CA to generate a
user certificate based on user’s public key Kp. Then
the certificate against the username will be stored by
IM. Encryptedmessage (EKpr (ts)) is decrypted using
consumer’s Kp and ts is gotten.

(6) IA sends back a nonce (ts + 1) to the consumer
encrypted by Kp. This nonce will be decrypted by
consumer’s private key Kpr.

(2) User Login. When a registered user wants to login to the
system, hewill first connect to IA (Figure 3). Both IA and user
will use DH algorithm to generate a common key and then
will communicate with each other as the following steps.

(1) When IA receives first request from the user, a
common secret key (K) is generated in both ends by
using DH algorithm.

(2) TheConsumer then sends its login information (user-
name, password) encrypted by the key K. The IA will
decrypt and match user information and look for the
consumer’s public key Kp stored in the IM.
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(3) The system sends a nonce (𝑡, username) encrypted
using Kp.

(4) The consumer receives and decrypts the nonce mes-
sage using consumer’s private key Kpr and sends
another message encrypted by K. The message con-
tains nonce (𝑡+1) and username which are encrypted
using Kpr.

(5) The system decrypts the message and then sends an
acknowledgement containing username and nonce
(𝑡 + 2) encrypted by Kp.

When receives acknowledgement from the system, the con-
sumer will send a particular service request to the system.

And then the Kerberos based authentication process will be
started as the following section.
(3) Authentication Protocol. In cloud computing environ-
ment, security issues are more complex, which brings ex-
treme challenge to traditional Kerberos protocol, such as
replay attack, secret key leakage, and denial of service attacks.
This situation demand stronger authentication mechanisms.
Certificate authority (CA) signatures certificate for user’s
public key, so as to distribute and validate the public key. The
signature from CA makes attacker not fake and tampers the
certificate. The proposed authentication protocol combines
Kerberos protocol and CA, which brings strong authentica-
tion.
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According to Figure 3, different messages are exchanged
amongst IA, CA, TGS, and RAS.The authentication protocol
is explained through the following steps. For simplicity in this
description, all requests from client that go via IA are deemed
as directly from IA.That is to say, in these steps, the role of the
IA is looked as client.

(1) Client sends a service request message to the CA
requesting services needed by the user. This message
includes user public key, username, and password.

(2) The CA checks if the client is in the database for IM.
If so, the CA sends back the following message to the
client.

Message A: public key certificate of the client
and TGS (Cc, Ctgs) encrypted using the private
key of the CA (PRKca).

(3) Once the client receives message A, it decrypts mes-
sage A to obtain the public key of TGS (PKtgs). Then
it sends the following message to the TGS.

Message B: Cc, Client/TGS Session Key 1 (CSK-
tgs1) and Authenticator (composed of the client
ID and the timestamp) which is encrypted by
the private key of the client (PRKc).The content
of message B is encrypted using the PKtgs.

(4) Upon receivingmessages B, the TGS decrypts it using
its private key (PRKtgs). This gives it the Cc, CSKtgs1,
and the Authenticator. It decrypts the Authenticator
using the public key of the client (PKc) in Cc to get the
client’s identity and verify it using Cc. If it is verified,
the TGS sends the following messages to the client.

Message C: client/TGS session key 2 (CSKtgs2)
and authentication time encrypted by CSKtgs1.
Message D: TGT (which includes the client ID,
client network address, ticket validity period,
and the CSKtgs2) encrypted using the PRKtgs.

(5) Upon the client receipt of messages C and D, it
decrypts message C to get the CSKtgs2. The session
key is used for further communications with TGS.
Based on the enough information, the client can
authenticate itself to the TGS. However, message D
cannot be decrypted, as it is encrypted using TGS’s
secret key.

(6) When requesting services, the client sends the follow-
ing two messages to the TGS.

Message E: composed of the TGT frommessage
D and the ID of the requested service.
Message F: authenticator (which is composed
of the client ID and the timestamp) encrypted
using the CSKtgs2.

(7) Once receiving messages E and F, the TGS retrieves
message D out of message E. It decrypts message D
using TGS’s secret key, thus gets the CSKtgs2. Using
this key, the TGS decrypts message F (Authenticator)
and sends the following two messages to the client.

Message G: client-to-server ticket (CST, which
includes the client ID, client network address,
validity period, and client/server session key
(CSKs)) encrypted using the server’s secret key.
Message H: CSKs encrypted with the CSKtgs2.

(8) Once receiving messages G and H from TGS, the
client can authenticate itself to the request acceptance
server (RAS). The client sends the following two
messages to the RAS.

Message I: composed of the message G received
from the previous step (the CST, encrypted
using RAS’s secret key).
Message J: a new authenticator (which is com-
posed of the client ID and timestamp) encrypted
using CSKs.

(9) The RAS uses its own secret key to decrypt the ticket
and get the CSKs. Decrypting the authenticator using
the CSKs, the RAS sends the following message to the
client to confirm its true identity.

Message K: the timestamp from client’s authen-
ticator plus 1, encrypted using the CSKs.

(10) The client decrypts the message using the CSKs and
checks if the timestamp is correctly updated. If so,
then the client can trust the RAS and start sending
service requests to the RAS.

The proposed authentication protocol shows stronger
security as follows.

(1) Usage for CAmechanism further ensures security for
public key distribution and communication, and thus
ensures validation for user and server. In addition, it
does not slow down identity authentication obviously.

(2) Based on certificate signature mechanism for CA,
timestamp verificationmechanism can prevent replay
attack in some time slots.

(3) The breach for authentication server would not lead
to disclose user’s private key and session key, while it
would in traditional Kerberos protocol.

5.2.2. Access Control Process. Role-based access control
(RBAC) is the most promising access control model because
of its simplicity, flexibility in capturing dynamic require-
ments, and support for the principle of least privilege and
efficient privilege management [32]. We use RBAC as our
access control model. When every service request for a
particular resource gets to the request acceptance server, it is
forwarded to RBAC performer, which then reads the access
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policies written in XML [33] from access policy database
and takes corresponding decision, which is forwarded to the
request acceptance server. Based on this decision, the server
sends ACK/NACK to the user. It should be noted that the
database stores all the relevant default access policies during
registration of a user, thus it also connects to IA.

5.2.3. Private Data Encryption. Private data encryption unit
is responsible for privacy needs and encryption of user
data. It consists of encryption policy manager (EPM) and
private data encryption service (PDES). PDES is a service
packet which provides most popular encryption algorithms,
such as DES, TripleDES, RC5, and Blowfish [34]; EPM is
responsible to setup operationmodule for individual encryp-
tion algorithm or combined encryption algorithms based
on encryption policies written in XML. Users can directly
request EPM to setup his encryption module and encryption
algorithm from PDES. Private data encryption service is also
a basic system service which can be called by information
services in application layer if needed.

5.2.4. Maintenance Measures for Availability under Threads.
Availability for the cloud based sensor information system
not only exists in system performance, but also in the
situation with security threads, which ensures that the system
is available for the user all the time. However, malicious
attacks, such as denial of service (DoS) [35] attacks, concen-
trate on exhausting system resources, which leads to system
unavailability.

Without effective measure, the system will break down
when the requests from DoS attacker are in large numbers.
In cloud environment, the requests are responded, and
resources are provided as services to DoS attacks, which can
be coped with by load balancing functions of cloud. Based
on virtualization features of cloud, we used two-layer load
balancing policy.

In layer 1, scheduling strategy on load balancing of virtual
machine resources [36] is used in Service platform layer, which
obtains the best load balancing in scheduling VM resources
and reduces dynamicmigration by using a genetic algorithm.

In layer 2, server-based load balancing for Internet dis-
tributed services [37] is used among the VMs, which helps in
reducing the service response times by using a protocol that
limits the redirection of requests to the closest remote servers
without overloading them.

On the one hand, the two-layer load balancing policy fully
utilizes the system resources and provides nice performance
to the upper layer; on the other hand, the requests from DoS
attacker will be efficiently limited and processed. Thus, it can
ensures availability for the cloud system.

6. Experimentation and Evaluation

6.1. OrganizationMode of the ProposedCloudArchitecture and
Experiment Deployment. The proposed cloud architecture
model is organized as shown in Figure 4. Various types and
localities of sensor networks are connected to cloud via
corresponding broker networks, and the sensor data from

sensor networks is transmitted to cloud. Meanwhile, the data
is processed and stored in cloud, and the cloud supplies data
services to various types of clients, such as smart phone and
PC.

According to the organization mode of the proposed
architecture, we have deployed the prototype systemof sensor
information architecture in the cloud based experiment
environment.The prototype system is implementedwith JDK
1.6. The physical hardware consists of 8 compute nodes, a
private network using switched gigabit Ethernet. Each node
has two Intel Xeon Quad-core 2.27GHz and 4GB of RAM
memory. All nodes use the Kernel-based Virtual Machine
(KVM) hypervisor for virtualization [38]. Each node installs
2 VMs running Ubuntu 8.04.

Our experiment aims to test the availability and scalability
of the system prototype. It is performed through two parts:
client access simulation and sensor network simulation.
TOSSIM [39] is a good discrete event simulator for TinyOS
[40] sensor networks. The sensor network simulation is
based on TOSSIM framework, in which we have simulated
100 motes that can collect sensor data randomly and send
out hex sensor data by using sensor data collection service
confirming to web services standard [41]. In client access
simulation, a simulation program that can stimulate different
numbers of clients running simultaneously has been used
for requesting different types of sensor information services
(from application layer) using data collected by sensor data
collection service.

6.2. Performance Evaluation. Based on the same experiment
environment, we consider three metrics as performance
measure: response time (viz., the time from user requesting
to receiving response), CPU utilization, and task through-
put (namely, the number of completed tasks per elapsed
time).

Figure 5 shows the change of average response time with
the number of client requests. From Figure 5, we know that
the response time is moderate when the number of clients
who request the observation simultaneity is small. Evenwhen
the number of clients reaches 300, it fully considers the load
of all compute nodes, thus can allocate system resourcesmore
reasonably, which makes the system available.

Figure 6 shows that average CPU utilization is increased
with the numbers of the client requests, but the change rate is
slow. The CPU utilization is suitable and effective.

Figure 7 shows the system services throughput changing
with the number of client requests. It shows the inherent
scalability of the cloud system; that is, it almost gives the
same throughput in terms of number of services execution
per second even when the requesting clients are increased.

From the results, we realized that the cloud based sensor
information system owns nice performance for processing
diverse sensor data. It can effectively allocate, schedule system
resources, and maintain load balancing especially when
facing the huge services for data process, and also keeps
moderate availability and scalability.
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7. Conclusion

With fast development for sensor networks, sensor informa-
tion system encounters many challenges, such as flexibility,
scalability, load balancing, heterogeneous information ser-
vices, and security issues.

In this paper, we have proposed a general cloud archi-
tecture model of sensor information system aiming to solve
above challenges. We have described the framework and
operating mechanism of the architecture model, and then
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Figure 6: Average CPU utilization.

presented the security solution for the proposed system
architecture. On one hand, by using virtualization and cloud
computing services technologies, this architecture model
builds an extensible cloud platform environment for sensor
information system where IT resources are virtualized and
supplied to heterogeneous users on demand as sensor infor-
mation services. On the other hand, the proposed security
framework oriented to the cloud system realizes system
security from three aspects: identity authentication, access
control, and data encryption. It ensures only legal users can
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access system resources based on their access privileges and
prevents malicious breach to user data and system infor-
mation. In particular, we have proposed CA-based Kerberos
authentication protocol. This protocol takes advantage of
certificate signature mechanism for CA, which solves issues
in traditional Kerberos protocol, such as weak secret key
protection and password attack. It enhances security for
Kerberos protocol, but does not slow down authentication,
which keeps system availability. At last, we deployed proto-
type experiment for the cloud based sensor information.The
experiment shows that the cloud information systemhas high
efficient load balancing, availability, and scalability, which
satisfies our desired goal.

However, security issues in cloud environment are very
complicated. Our security solution mainly aims to data,
services, and management security from users to services
layer. In fact, virtualization technology and service model
for cloud have many security issues, most of which will lead
to fatal security disaster [35, 42–44]. At following work, we
will research security risks for sensor information system
probably brought by service model and virtualization for
cloud computing.
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Determining basic probability assignment (BPA) is essential in multisensor data fusion by using FussyTheory or Dempster-Shafer
Theory (DST). The study presented a method to determine BPA through sensor data only reported by sensors without depending
on preset information data modeled prior to actual events. This was used to determine BPA for multi-sensor data fusion so that
a pedestrian, who walked or moved, could recognize a moving object. The method resulted from the study was to evaluate the
changes of each sensor measurement as time passed. Each BPA of each focal element was normalized to evaluate the aspects of the
changes by time and to meet the basic characteristics of BPA in DST.That is, BPA of each focal element after evaluating sensor data
was ranged between 0 and 1, and the total amount of all focal elements was 1. The study showed that a pedestrian could recognize
a moving object with the method of determining BPA through multi-sensor data fusion conducted in the study.

1. Introduction

Extracting meaningful and advanced information from frag-
mentary information acquired by many basic information
sources became possible through multi-sensor data fusion.
Multi-sensor data fusion has been applied in flights, space,
robots, image processing, geographic information, biometric
identification, and so forth. Fussy Theory and Dempster-
Shafer Theory (DST) are used for multi-sensor fusion data.
These theories provide a way to express the uncertain and
obscure real world with mathematical logic. Today, ubiqui-
tous sensor network has drawn much attention, and research
on recognizing contexts and inducing the causes of those
by multi-sensor data fusion after constructing network with
heterogeneous multi-sensors to acquire better context infor-
mation is actively progressed. Basic probability assignment
(BPA) plays a key role when FuzzyTheory and DST are used
in multi-sensor data fusion.The process of multi-sensor data
fusion based on DST depends on BPA, and therefore, data
fusion and context induction are difficult to process without
BPA. BPA is otherwise called mass function and does not

refer to probability itself. It is a base to express stochastically
whether each hypothesis that is called “focal element” in Evi-
denceTheory is true or not or what the degrees of uncertainty
are. Each focal element or the belief of a hypothesis and
plausibility and uncertainty could be calculated by BPA. The
study presented a method to determine BPA in the context
to recognize a moving object. Context awareness frommulti-
sensors is widely used by modeling data acquired prior to
events. However, it is difficult, if not impossible, to have all
information for all contexts prior to events in the real world.
So, a method to determine BPA is necessary for context
awareness by sensor data acquired at a certain site without
prior information. Therefore, the purpose of this study was
that a moving observer would recognize a moving object
only by sensor data without any prior information of the
environments.

Most of the studies on acquiring information of moving
objects in the real world estimated the locations of moving
objects. An observer and sensors and equipment to measure
moving objects stayed in fixed locations.These studies such as
a smart walk system, providedmostly with routes guidance or
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geographic features, focused on static information. However,
a pedestrian walking or a small vehicle running at low speed
needs information of moving objects such as electric cars for
one driver, motorcycles, and bicycles in the environments
as well as static information of geographic features and
transportation. Studies on acquiring and using information
of moving objects sharing roads or encountering each other
as well as static environments such as stairs and bumps are
important for the safety of a pedestrian and a person in a small
vehicle, not to collide or contact. High-performance sensors
and radars to get and use advanced information are available
for expensive cars but are not so for pedestrians and small
vehicles with low-speed capacity. Multi-sensor data fusion
by DST would provide valuable results, acquiring advanced
information of moving objects from the combination of low-
priced sensors.Themethod to determine BPA as a key aspect
in this context would be widely useful.

The study consisted of the following. Related studies were
analyzed in Section 2, and a new way of BPA determination
was introduced in Section 3. Experiments and evaluation
were shown in Section 4, and a conclusion was drawn in
Section 5.

2. Related Research

Dempster-Shafer Evidence Theory and Basic Probability
Assignment.

Dempster-Shafer Theory (DST) is a theory to calculate
the basic probability assignment (BPA), when the indepen-
dent BPA has been defined. Provided that 𝜃 is defined as
a universal set, which consists of the exclusive propositions
and is the power set of 𝜃, incorporating all the possible
combinations of the propositions, 𝑚 could have the four
features, as follows:

𝑚 = 2

𝜃
→ {0, 1} , 𝑚 (𝜙) = 0,

0 ≤ 𝑚 {𝐴} ≤ 1 , ∑

𝐴⊆𝜃

𝑚(𝐴) = 1.

(1)

Each sensor 𝑆
𝑖
will contribute its observation by assigning

its beliefs over 𝜃. This assignment is called the “basic proba-
bility assignment” of the sensor 𝑆

𝑖
, denoted by𝑚

𝑖
. According

to sensor 𝑆
𝑖
’s observation, the probability that is indicated by

a “confidence interval” is [Belief
𝑖
(𝐴), Plausibility

𝑖
(𝐴)].

The lower bound of the confidence interval is the belief
confidence which accounts for all evidence 𝐸

𝑘
:

Belief
𝑖
(𝐴) = ∑

𝐸
𝑘
⊆𝐴

𝑚
𝑖
(𝐸
𝑘
) . (2)

The upper bound of the confidence interval is the plausi-
bility confidence, which accounts for all the observations that
do not rule out the given proposition:

Plausibility
𝑖
(𝐴) = 1 − ∑

𝐸
𝑘
∩𝐴=𝜙

𝑚
𝑖
(𝐸
𝑘
) . (3)

For each possible proposition, DST gives a rule of com-
bining sensor 𝑆

𝑖
’s observation𝑚

𝑖
and sensor 𝑆

𝑗
’s observation

𝑚
𝑗
:

(𝑚
𝑖
⊕ 𝑚
𝑗
) (𝐴) =

∑
𝐸
𝑘
∩𝐸
𝑘
=𝐴

𝑚
𝑖
(𝐸
𝑘
)𝑚
𝑗
(𝐸
𝑘
)

1 − ∑
𝐸
𝑘
∩𝐸
𝑘
=𝜙

𝑚
𝑖
(𝐸
𝑘
)𝑚
𝑗
(𝐸
𝑘
)

. (4)

The difference Plausibility
𝑖
(𝐴) − Belief

𝑖
(𝐴) describes the

evidential interval range, which represents the uncertainty
[1, 2].

2.1. Cases of BPA Determination. Bentabet and Jiang sug-
gested a novel way to determine mass functions in DST.They
applied it to the image segmentationwith iterativeMarkovian
estimation [3]. BenChaabane et al. and three other colleagues
suggested a method for the estimation of mass functions in
the DST. They applied it to color image segmentation [4].
Ali and Dutta suggested a way to determine BPA when the
operators of minimum, maximum, and approximate values
were recognized [5]. Jiang et al. showed a way to determine
BPA with measuring a distance between subject properties
and tested sample data [6]. Zuo et al. and two other colleagues
introduced amethod to determine BPAwith rough set theory
based on random set theory and BP neural networks [7].
Boudraa et al. showed amethod to determine BPAwith image
segment used by the purge membership rating pixels from
image histograms [8].

The weakness of the methods in these previous studies
required a large amount of learning data. The subjects and
results of data fusion were also limited to static aspects.

3. BPA Determination to Recognize
Moving Objects

The method to determine BPA in the study was to acquire
information of amoving objectwhen an observerwasmoving
and to be aware of relative contexts and relations between the
moving observer and the moving object. That is to be aware
of relative situations between moving objects on the road.
The context awareness was usually determined by matching
acquired sensor data with data modeling based on informa-
tion saved prior to events, but the study is to supplement the
cases of context awareness that the information from the real
world goes beyond the range of preset data modeling.

A moving observer was equipped with three different
sensors for processingmulti-sensor data fusion by using DST
after acquiring data from the sensors of a moving object
encountering on the road. A new method to determine BPA
in this case was presented. The process of multi-sensor data
fusion based on DST is that the belief and plausibility of
each focal element can be calculated after BPA of each focal
element is determined, and situations can be induced from
comparing the belief and uncertainty of each focal element
after getting uncertainty of the difference between belief and
plausibility. So, the correct evaluation of the sensor data
perceived from moving objects should be reflected on BPA
determination.
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3.1. Measurement and Context Awareness. The study envi-
ronment was dynamic as most of the world is. Time progress
is considered in the dynamic situation, which is different
from biometrics or geographic information based on image
processing in the static situation. The sensor data are also
measured values, scalar quantities, which do not have the
components of vector. On the other hand, the study was to
acquire directional context information of a moving object
by analyzing the scalar quantity as combining sensor data and
time progress.

3.2. Time Division and Average Rate of Change in Time Inter-
vals. There is a particular case that absolute values of sensor
measurements have important meanings, but an analysis of
changing aspects is useful to acquire information. Changing
patterns of the sensor measurements by time progress are
evaluated, which is the calculation of the average rates of
variations in time intervals. FuzzyC-Means (FCM) algorithm
is applied to calculate them. Each cluster defines its central
point after acquired and saved data are clustered in K clusters
in FCM. The data in the clusters are evaluated by calculating
clusters’ central points and Euclidean distance.

Clustering by sensor types existed naturally in the study.
The rates of variations in fixed time intervals were calculated
as the clusters’ central points were done. However, each data
was not evaluated by comparing average values, which were
different fromFCM.The studywas focused on comparing the
amounts of changes among previously measured values and
those in the next time intervals. Increases and decreases in
measured values by time intervals weremeaningful results for
the observer with the sensors.

An issue could be raised here that single sensor could
observe faster and simpler than multi-sensors with sensor
data fusion could to know approaching or going away from
moving objects by sensor data evaluation of comparing the
amounts of changes among previously measured values and
those in the next time intervals. High-priced cars can be
equipped with high performance sensors and radars and
operated, but the study was focused on pedestrians and
small and light weighted vehicles without expensive or heavy
equipment. A single sensor has a limitation for context
awareness. A sound sensor has difficulty in differentiating
ambient background noise from moving object’s sound.
An ultrasonic sensor is good to measure the distance of
moving object but makes errors for a moving object with
low reflection. Infrared light sensor has high recognition rates
for humans and animals with low sound wave reflection but
the distance to recognize is relatively short. So, processing
heterogeneous sensors’ data by the multi-sensor data fusion
could result in high recognition rates and advanced context
information.

3.3. Evaluating Signal Variation Rates. The functional formu-
lae of the sound, ultrasonic, and infrared light sensors were
defined as the following. Sound function was 𝐼(𝑡), distance
function measured by ultrasonic waves was 𝐷

1
(𝑡), and short

distancemeasurement function by using infrared light sensor
was𝐷

2
(𝑡).

Variation rate in time intervals of a sound sensor was
calculated as follows:

Δ𝐼 (𝑡) =

𝐼 (𝑡
𝑛
) − 𝐼 (𝑡

𝑛−1
)

𝑡
𝑛
− 𝑡
𝑛−1

,

if
{

{

{

𝐼 < 0, Δ𝐼(𝑡
𝑛
)



= 0

𝐼 ≥ 0, Δ𝐼(𝑡
𝑛
)



=






Δ𝐼 (𝑡
𝑛
)






.

(5)

The variation rate of distance was fixed as 0, not to impact
on risk factors because a moving object was going away if the
measured distance value by distance measurement sensors
was 𝐷 > 0. The time from 1 to 30 seconds was measured per
second as follows:

𝑡
𝑛
= 1, 2, 3, . . . , 30. (6)

To have BPA, the variation rate, 𝛼, of a slope by intervals
of the sound measurement value, delta value, to elicit BPA
determination based on the measurement values of a sound
sensor from three types of sensors was defined as below.

𝛼 =

∑

𝑛

𝑡=0
arctan (Δ𝐼 (𝑡

𝑡
))

∑

𝑛

𝑡=0
arctan (



Δ𝐼 (𝑡
𝑡
)






)

(

𝑡
𝑛

𝑇

)

2

, 𝑇 = Total time. (7)

Arctan (Δ𝐼(𝑡
𝑘
)) was expressed as [−𝜋/2, 𝜋/2] from the

sound delta value, Δ𝐼(𝑡
𝑘
). So, total delta absolute value

regardless of negative or positive amount of a variation rate
was divided by the total of delta value and multiplied by
(𝑡
𝑛
/total time)2. The value was high as the rate of the sound

increased as time went by. It was 𝛼 if 𝛼 > 0 and 0 if 𝛼 ≤ 0.
The value was 0 to fix between [0, 1] if the sound decreased
rapidly. This was because that BPA of each focal element
should be in the range from 0 to 1.This is the way to calculate
BPA based on variation rates by time intervals of measured
values by a sound sensor.The same way is applied to calculate
BPA based on variation rates by time intervals of measured
values of distance from an ultrasonic sensor 𝐷

1
(𝑡) and those

of distance from an infrared light sensor 𝐷
2
(𝑡). The process

of calculating BPA using 𝐷
1
(𝑡) and 𝐷

2
(𝑡) is the same as that

of calculating BPA using the sound value, 𝐼(𝑡). So, BPA can be
calculated based on the variation rates of distance measured
and reported by ultrasonic waves as the following:

Δ𝐷
1
(𝑡) =

𝐷
1
(𝑡
𝑛
) − 𝐷
1
(𝑡
𝑛−1
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,
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(8)
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BPA can be calculated based on the variation rates
of distance measured by an infrared light sensor as well.
Consider

Δ𝐷
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The measured value of distance reported by ultrasonic
and infrared light sensors was 0 if 𝛼 ≥ 0 and |𝛼| if 𝛼 < 0. The
value was 0, meaning going away as the distance increased.
Each BPA of a sound sensor and that of an ultrasonic sensor
are added if both variation rates from a sound sensor and
an ultrasonic sensor should be considered. Each BPA based
on variation rates from an ultrasonic sensor and that of an
infrared light sensor are added if the ultrasonic sensor and
the infrared light sensor generate consecutive events, and a
sound sensor does not.

The variation patterns of sensor values gave a base
to evaluate the relations with situations. The results from
recognizing and evaluating change patterns of sensor values
were reflected on BPA determination for multi-sensor data
fusion by using DST.

4. Experiment and Evaluation

4.1. Experiment. Multi-sensor data fusion using the method
to determine BPA resulted in Section 3 was applied and
investigated if a moving object would be a risk factor to the
moving observer in this chapter. Cars, motorcycles, bicycles,
electric cars, wheelchairs, pedestrians, and so on could be
considered as moving objects on the real road. Cars and
two wheeled motor vehicles with internal combustions using
fossil fuel make big noise and run at high speed. Electric cars,
wheelchairs, and pedestrians make relatively less noise and
run at low speed.

The experiment in this chapter was that a pedestrian,
the moving observer, recognized the moving object to avoid
collision or contact possibilities on the road.

Sensors Used: Sound Sensor, Ultrasonic Sensor, and
Infrared Light Sensor
Sensors’ specification
Sound Sensor-Sensitivity: −403 dB
Impedance: Max 2.2x
Directivity: Omnidirectional
Ultrasonic Sensor-Detectable range (m): 0.03–6m
Nominal Frequency: 40Hz
Resolution [mm]: ±3mm
Infrared Light Sensor-Field of view: 138∘

Operating Voltage: 3∼10 V DC
O/S: TinyOS 2.0

Experiment Specification. A sound sensor reported the sound
made by the moving object. Then, the sensor reported the
changes of the sounds additionally to detect if the moving
object was approaching to or going away from the moving
observer. An ultrasonic sensor began to operate and reported
if the moving object was approaching when the sound sensor
found and reported the moving object. The ultrasonic sensor
detected and reported if the moving object was approaching
or going away in regular time intervals. To supplement the
operation of ultrasonic sensor detection capability, infrared
light sensor was operated additionally in close distance of the
moving object.

The change patterns of reported values had meanings to
show the changes of gradual increases or decreases. The pur-
pose was to detect the moving object that was approaching
or going away from the moving observer by using the sensor
system. Evaluating the signals detected and reported was
possible by continuously comparing the differences between
the sensing values in time progress.

Time indicated the moment of the detection in Table 1.
That is, 1 was the first detection and 2 was the second
detection. The loudness of the sound in dB detected by an
ultrasonic sensor was recorded. Distance 1 was the distance
measured by an ultrasonic sensor, and Distance 2 recorded
was the distance measured by an infrared light sensor.

The experiment was to verify if reason deduction using
multi-sensor data fusion could determine whether or not
moving objects around pedestrians were risk factors. This
was to see if the sound, ultrasonic, and infrared light sensors
together could detect and report events related to the pedes-
trians’ safety from the emerging, moving, or approaching
objects in pedestrians’ path. The sound sensor detected
moving objects with noise and then determined whether
they approached or went away by sensing the changes in the
loudness of the noise. The variation rates of the loudness
of the noise in each interval were bases for calculating the
BPA. Acquired signals were calculated by the variation rates.
The change patterns were evaluated, and the degrees of the
moving object’s approach were displayed in Figure 1.

In Table 2, BPA in each focal element was calculated,
using the way presented in the study, after the average
variation rates in each focal element between 𝑡

1
and 𝑡

2

were evaluated. The values of belief and uncertainty in each
focal element using BPA were presented. The belief and the
uncertainty in each focal element were calculated by using
multi-sensor data fusion based on DST. Table 2 shows that
BPA could be calculated by using variation rates in time
intervals and used for calculating belief and uncertainty in
each focal element resulted from data fusion for context
inference.

Table 3 presents belief values after calculating BPA in each
focal element in the entire time intervals such as between 𝑡

1

and 𝑡
2
, 𝑡
2
and 𝑡
3
, . . ., and 𝑡

29
and 𝑡
30
.

The risk increased as the moving object was getting close,
detected by the ultrasonic sensor. The signal detected and
reported from the infrared light sensor also resulted in rapid
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Table 1: Measured values by sensors.

Time (s) Sound (dB) Distance 1 (meter) Distance 2 (meter)
1 22 6.0 —
2 23 5.5 —
3 30 4.7 —
4 34 4.0 —
5 39 3.1 —
6 42 2.3 —
7 43 2.0 —
8 41 2.3 —
9 37 3.0 —
10 32 3.5 —
11 27 4.2 —
12 23 5.7 —
13 24 5.6 —
14 30 5.0 —
15 41 4.3 —
16 46 3.7 —
17 53 2.4 —
18 42 2.7 —
19 40 3.1 —
20 36 4.0 —
21 31 4.8 —
22 27 5.6 —
23 23 6.0 —
24 29 5.5 —
25 37 4.7 —
26 49 3.1 —
27 58 1.4 1.43
28 71 0.9 0.94
29 93 0.5 0.47
30 109 0.3 0.21

increase of evaluating a risk. This result presented that the
risk increased as the moving object approached when BPA
was determined by evaluating and reflecting the variation
rates of signal data reported from the sensors without prior
information.

The study presents that BPA with evaluating variation
rates of signals is to infer risk factors by calculating belief
and uncertainty in each focal element. Final context inference
is based on belief and uncertainty, but the changes of belief
values alone were inferred in the study if the moving object
was approaching or a risk factor because the belief values
imply a hypothesis of having focal element or a probability
of definite occurrences of events.

4.2. Evaluation. The BPA calculation method aimed to apply
to a smart cane for the blind. The support systems to walk
for the blind were mainly developed to detect static factors
such as stairs, roads, and barriers so far. The BPA calculation
method presented in the study was to detect actual dangers
from risk activities and approaches of moving objects for
supporting individuals with visual disability to walk outside.

Table 2: BPA, belief, and uncertainty determined by variation rates
between 𝑡

1
and 𝑡
2
in time intervals.

𝑡
1
∼ 𝑡
2

Variation rate BPA BPA (normalized) bel pl
𝐼 0.005 0.005 0.145 0.145 0.790
𝐷
1

0.003 0.003 0.105 0.105 0.710
𝐷
2

0.000 0.000 0.000 0.000 0.500
𝐼 + 𝐷

1
0.008 0.250 0.500 1.000

𝐼 + 𝐷
2

0.005 0.145 0.290 0.895
𝐷
1
+𝐷
2

0.003 0.105 0.210 0.855
𝐼 + 𝐷

1
+𝐷
2

0.008 0.250 1.000 1.000
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Figure 1: Results of calculation for each sensor.

The support system to walk for people with visual disability
using this BPA calculation method could be examined in two
types.

Evaluation 1: Comparing Existing and Present Systems. Table 4
includes the comparison results among the prior support
systems and products to walk and the present system using
BPA calculation method for the blind. The systems are
divided into two types, Electronic Travel Aids (ETA) and
Robotic Travel Aids (RTA). Guido, Care-O-Bot, Nursebot,
PAWSS, Adaptive Walker, Robotic Walker, and S.J.L are
examples of RTA, and L.L.L.S, Smart Wand, and A.S are the
types of ETA. The evaluation items were designed to see;
(a) if the systems recognized fixed barriers such as upward
and downward stairs and projecting objects, (b) if they had
functions to get away or to detour from detected barriers,
(c) if they were aware of moving objects, and (d) if they
detected pedestrians or big animals. Most of the RTA systems
and the ETA systems using ultrasonic sensors detected and
avoided barriers and had various additional features but did
not recognize moving objects such as cars, two wheeled cars,
and bicycles on the road.These systems did not notice people
riding bicycles, running, or walking and big animals such as
a dog either.
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Table 3: Belief of focal element in each time interval.

Time slot 𝐼 𝐷
1

𝐷
2

𝐼 + 𝐷
1

𝐼 + 𝐷
2

𝐷
1
+𝐷
2

𝐼 + 𝐷
1
+ 𝐷
2

bel bel bel bel bel bel bel
Δ1 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Δ2 0.145 0.105 0.000 0.500 0.290 0.210 1.000
Δ3 0.139 0.111 0.000 0.500 0.277 0.223 1.000
Δ4 0.135 0.115 0.000 0.500 0.271 0.229 1.000
Δ5 0.133 0.117 0.000 0.500 0.267 0.233 1.000
Δ6 0.130 0.120 0.000 0.500 0.261 0.239 1.000
Δ7 0.131 0.119 0.000 0.500 0.263 0.237 1.000
Δ8 0.128 0.122 0.000 0.500 0.256 0.244 1.000
Δ9 0.122 0.128 0.000 0.500 0.243 0.257 1.000
Δ10 0.107 0.143 0.000 0.500 0.214 0.286 1.000
Δ11 0.000 0.250 0.000 0.500 0.000 0.500 1.000
Δ12 0.096 0.154 0.000 0.500 0.192 0.308 1.000
Δ13 0.122 0.128 0.000 0.500 0.244 0.256 1.000
Δ14 0.127 0.123 0.000 0.500 0.254 0.246 1.000
Δ15 0.128 0.122 0.000 0.500 0.256 0.244 1.000
Δ16 0.128 0.122 0.000 0.500 0.256 0.244 1.000
Δ17 0.123 0.127 0.000 0.500 0.246 0.254 1.000
Δ18 0.124 0.126 0.000 0.500 0.248 0.252 1.000
Δ19 0.123 0.127 0.000 0.500 0.246 0.254 1.000
Δ20 0.116 0.134 0.000 0.500 0.231 0.269 1.000
Δ21 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Δ22 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Δ23 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Δ24 0.126 0.124 0.000 0.500 0.253 0.247 1.000
Δ25 0.128 0.122 0.000 0.500 0.256 0.244 1.000
Δ26 0.128 0.122 0.000 0.500 0.256 0.244 1.000
Δ27 0.130 0.120 0.000 0.500 0.259 0.241 1.000
Δ28 0.072 0.066 0.112 0.276 0.369 0.356 1.000
Δ29 0.064 0.056 0.130 0.239 0.388 0.373 1.000

On the other hand, the support system to walk for
the blind using multi-sensor data fusion based on the BPA
calculation method presented in the study could recognize
moving objects on the road and detect if the moving objects
were threat noticed fixed barriers.The presentedmethod also
could recognize living bodies, which ultrasonic sensors could
not detect easily.

Evaluation 2: Comparing Sensors’ Components. Most of the
existing ETA systems used only ultrasonic sensors or used
them as main sensors. The study was to verify that using
multi-sensors had more reliable results than using a single
sensor when the supporting systems to walk for persons with
visual disability detected contacts with moving objects and
other pedestrians and risk factors on the road. As the results
of the experiments displayed in Table 3, belief values detected
and reported by single sensors separately, a sound sensor (𝐼),
an ultrasonic sensor (𝐷

1
), and an infrared light sensor (𝐷

2
),

were weak, not clearly defining changes to determine if the
moving objects were threats. The approaches of the moving
objects were not detected even when both a sound sensor (𝐼)
and an ultrasonic sensor (𝐷

1
) were used together. However,

belief values of focal elements based on the events detected
and reported by the sound (𝐼) and infrared light (𝐷

2
) sensors

together or the ultrasonic (𝐷
1
) and infrared light (𝐷

2
) sensors

together showed noticeable change patterns.
These results shown as Table 5 indicated that it was

difficult for the sound sensor alone to detect the approaches
of the moving objects because the sound was blending with
a background noise and bicycles and pedestrians did not
make a significant sound. The ultrasonic sensor did not
recognize clearly the objects with irregular surfaces that
reflected inaccurately or the living bodies such as pedestrians
and big animals that did not reflect on the road. The infrared
light sensor alone did not detect well the moving objects that
were far away or did not use an internal combustion engine
generating a heat.

5. Conclusion

BPA determination played a key role in multi-sensor data
fusion by using Fuzzy Theory and DST. The study provided
a method to determine BPA for multi-sensor data fusion to
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Table 4: Evaluation of comparing existing systems and presented
method in the study.

Fixed
barriers

Avoiding
barriers

Recognizing
moving
objects

Recognizing
living
bodies

Guido O O X Δ

Care-O-Bot O O X X
Nursebot O X X X
PAWSS O O X X
Adaptive
Walker O O X X

Robotic
Walker O O X X

L.L.L.S. O O X X
H.R.N.C. O X X X
Smart Wand O Δ X X
A.S. O X X X
S.J.L. O O X X
Presented
method O X O O

Table 5: Evaluation of comparing sensors.

Recognizing
moving objects

Recognizing
approaches

Recognizing
pedestrians

Sound sensor Δ Δ Δ

Sound + ultrasonic
sensors O O X

Sound + infrared light
sensors Δ Δ O

Ultrasonic + infrared
light sensors O O O

recognize contexts of a moving observer and a moving object
by evaluating sensor data without depending on information
data modeled prior to actual events.Themethod was that the
change of values measured by each sensor in time progress
was evaluated and normalized to evaluate the meaning of
those values. BPA of each focal element was between 0 and
1, and the BPA total amount of all focal elements was 1.
The study showed that context awareness was possible based
on the result that multi-sensor data fusion by using BPA
determination was used to detect if the moving observer
recognized the risk of a moving object with the sound,
ultrasonic, and infrared light sensors. The future study is
needed to interlink the context data set modeled with prior
information in the sensor data fusion system.
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In wireless sensor networks (WSN) systems, various indoor environmental parameters can be monitored in real time by an RF
wireless sensor module. A wireless sensor module with several sensors is developed for an indoor environment monitoring system.
ZigBee is a wireless standard for personal area network (PAN) sensor monitoring and control, also known as IEEE 802.15.4. In
this paper, we designed a wireless sensor module that had a ZigBee communication module and a sensor module for monitoring a
room or an office environment using WSN.The sensor module has various enlargements for various types of sensors, for example,
a humidity sensor, temperature sensor, and O

2
and CO

2
sensors. Using ZigBee technology of 2.4GHz Industrial, Scientific, and

Medical (ISM) band, we could monitor the information from terminal PC modules that are attached to the wall of an office or a
room. A wireless sensor device was developed to circuit schematic using PowerPCB tool PADS and made it a printed circuit board
(PCB). From the results of our tests, we confirmed that the designed wireless sensor module and room monitoring system can
supply a comfortable environment for people by monitoring the indoor environment.

1. Introduction

In the near future, all electronic appliances at home will be
networked: PCs, telephones, stereos, refrigerators, and even
washing machines. Heating and air conditioning, previously
controlled by a single, fixed, manual thermostat, can now be
managed by an intelligent controller with remote access capa-
bilities [1, 2]. Recently, the use of residential air conditioning
has become widespread owing to increasing living standards
and expectations for comfort. The control and monitoring of
indoor atmospheric conditions represents an important task
with the aim of ensuring suitable working and living spaces
for people. However, comprehensive air quality monitoring,
which includes monitoring humidity, temperature, O

2
, CO
2
,

and flying dust particle density, is not easily monitored and
controlled [3, 4]. In addition, several difficulties due to air
pollution from industrial development, newhouse syndrome,
atopic diseases, and swine flu complicate air quality monitor-
ing [4]. In particular, humans require comfortable environ-
ments because the necessity of domestic air administration is

enlarged [5]. Recent progress in wireless technologies has led
to a renovation in home automation which makes it possible
to upgrade environmental controls in rooms. One of the pop-
ular examples is the practical application of wireless sensor
networks (WSN), which is now used in many areas, such
as environmental monitoring, healthcare, home automation,
and intelligent transportation systems. In particular, there
are more opportunities to build wireless monitoring systems
using ZigBee with the number of wireless sensor networks
available. ZigBee is a wireless standard for personal area
network (PAN) sensormonitoring and control, also known as
IEEE 802.15.4 which is a communications standard designed
for low-power short-range communications betweenwireless
devices [6]. Many prototypes for home monitoring systems
have been proposed [7–17].

In this study, we design a room monitoring system.
A wireless sensor module with optimal communication
conditions is designed, and it has a ZigBee communication
module and a sensor module. A sensor module has various
sensors that monitor temperature, humidity, O

2
, CO
2
, and
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Figure 1: Concept for the indoor environmental system.
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Figure 3: ZigBee communication module (38mm × 40mm).
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Figure 4: Sensor module.
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Figure 7: 2.4GHz distance with PL = 82 dBm.

Table 1: Sensor range.

Sensor Measurement Range

SHT7x Temperature −40∘C ∼+123.8∘C
Humidity 0∼100% RH

SS1118 O2 0∼100%
GHFS410P1 CO2 200∼30,000 ppm
SMBA-1000 Atmospheric pressure 300∼1100mbar

atmospheric pressure. Indoor air quality in a room or an
office can bemonitored and efficiently controlled by a ZigBee
module. We can monitor sensing information from terminal
PC modules that are attached to the wall of an office or
a room. A wireless sensor device is developed to circuit
schematic using PowerPCB tool and PADS and make it a
printed circuit board (PCB). From the results of our tests, we
confirm that the designed wireless sensor module and room
monitoring system can supply a comfortable environment for
people by the monitoring indoor environment.

2. Room Environmental Monitoring Systems

The concept for the room environmental monitoring system
is shown in Figure 1. Several sensors such as a temperature
sensor, humidity sensor, CO

2
sensor, and an atmospheric

pressure sensor were built on an RF transmitter board
for monitoring the indoor environmental conditions. These
input sensors were chosen in consideration of the parameters
that maintain comfort for a human being.

The feasibility of the wireless sensor module application
as a room monitoring system was tested. The wireless sensor
module has only one transmitter and receiver; however, mul-
tiple sensors can be attached to the module. To simplify the
system, the transmitter and receiver were separately designed
and fabricated using a ZigBee chip. In the transmitter sensor
module, most of analog sensors were added, so that typical
commercialized sensors can be used conveniently.The sensor
module, which transfers the sensor data to the receiver by an
RF signal, has a very simple structure that includes a ZigBee
chip, a commercial 2.4GHz RF transmitter chip, and several
normal analog or digital sensors on a PCB board. Thus, we
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Figure 8: The measurement of distance at our office.

Table 2: IEEE 802.15.4 PHY.

Frequency band (GHz) Parameters
Chip rate (kchip/s) Modulation Data rate (kbps) Symbol Transmission power Receiver sensitivity

2.4 2000 O-QPSK 250 16-ary orthogonal 3 dBm 85 dBm
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Figure 9: 2.4GHz path loss in our office.

Figure 10: Test ofmonitoring system of the designedwireless sensor
module.

can easily attach the wireless transmitter module to the wall
of a room or at a convenient place. Figure 1 shows the system
configuration used in this study. The environment of a room
or an office was monitored.

Commercial discrete sensor devices can be built in a
socket module for analog and digital sensors.The digital sen-
sor data were converted to data packets before transmission
to the receiver by the RF signal. The designed data format of
the packet is shown in Figure 2. The packet was composed of
anmspreamble, 3-bit sensor address, and 8-bit sensor data. In
the designed system, a maximum of eight sensors were used
because we limited the address length in the data packet.

The continuous data packet stream of the receiver that
was transferred from the transmitter was filtered to recover
the original sensor data and then transmitted to an 8051
microcontroller board through an RS-232 serial communi-
cation method.

2.1. ZigBee Communication Module. In this study, we de-
signed and fabricated a ZigBee system as a communication
module to form the USN environment. The ZigBee commu-
nicationmodule is a Texas Instruments (TI), CC2431 2.4GHz
IEEE 802.15.4 RF chip.The CC2431 has 128Kb of system flash
memory on-chip and an internal 8051 core [19]. Figure 2
shows the ZigBee communication module.

The size of theZigBee communicationmodule is 38mm×
38mm, with an average output of 27mA (RX) and 25mA
(TX) at 32MHz and a receive range of 100m ± 20m. The
Titanis 2.4GHz Swivel SMA antenna is used [20].

The ZigBee communication module is composed by low
electric power. Further, the module is designed efficiently
to present the remaining battery life, internal temperature,
and locationwith the contained batterymonitor, temperature
sensor, and internal location engine (see Figure 3).

2.2. SensorModule. In Figure 4, the integrated sensormodule
for efficient maintenance of comfortable indoor environment
consisted of humidity, temperature, O

2
, CO
2
, and atmo-

spheric pressure sensors. Table 1 shows the sensor range.
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Figure 11: Experimental sensor data.

Table 3: Test results for the ZigBee Gain.

Operating frequency (MHz) Peak gain (dBi) Average gain (dBi) Efficiency (%)
2405 1.65 −3.15 48.52
2425 3.12 −1.64 68.61
2445 2.44 −2.09 61.91
2465 2.39 −2.08 62.04
2480 2.29 −2.24 59.84

Table 4: Path loss exponents for indoor environments [18].

Room environment Path loss exponents (𝑛)
Large open 2
Furnished 3
Densely furnished 4
Different floors 5

3. Developed Module Test

The test devices include a power supply, an oscilloscope, a
spectrum analyzer, and a PC. Sensor data from each sensor
are monitored from the client PC.

3.1. ZigBee CommunicationModule Operating Frequency Test.
The IEEE 802.15.4 standard which is shown in Table 2
for wireless personal area networks (WPANs) specifies the
physical (PHY) at the 868MHz, 915MHz, and 2.4GHz
Industrial, Scientific, and Medical (ISM) band. We selected

the 2.4GHz Industrial, Scientific, and Medical (ISM) band
(see Figure 6) [6].

In Figure 5, we found that the number of channels is 16,
the channel interval is 5MHz, and the channel output power
is not the same. In Table 3, we find that 2425MHz was the
best operating frequency.

3.2. ZigBee Communication Module Distance Test. ZigBee
communication module distance test was used as a path loss.
Path Loss is equation (1), and Table 4 is path loss exponents
for indoor environments:

PL [dBm] = PT [dBm] − SR [dBm] . (1)

The PT is transmission power; SR is receiver sensitivity.
The log-distance path lossmodel is another site generalmodel
and it is given by [21]

PL [dBm] = PL (𝑑0) + 10𝑛log10 (𝑑) . (2)

The 𝑛 is path loss exponent, 𝑑 is distance, and 𝑑
0
is

reference distance close to transmitter.
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(a) Wireless sensor module (b) Room monitoring system

Figure 12: A designed room monitoring system.

According to (1) and Table 2, we find PL = 82 dBm
and show the distance with 2.4GHz band using n = 2∼5 in
Figure 7.

In Figure 7, we find that distance is 11m at 𝑛 = 4, and in
Figure 8, we select that it is reference maximum distance and
measured at indoor office (10m × 8m).

In Figure 9, measurement result is closed to 𝑛 = 4 because
our office is a densely furnished room.

3.3. Experimental Results. Figure 10 shows a test themonitor-
ing system using the designed wireless sensor module.

Figure 11 shows the monitored values of the sensor from
an actual experiment using the designed sensor module in
laboratory.𝑋-axis is second time.

Figure 12 shows the designed wireless senor module and
the designed room monitoring system.

4. Conclusions

In the past, only toxic gases were monitored for the safety
of humans in a house; however, the monitoring of various
room conditions allows for a comfortable life with modern
technology. Comfort can be attained by complex monitoring
and controlling of many parameters, including temperature,
humidity, CO

2
concentration, O

2
concentration, and the

density of fine particle dust. Thus, a wireless multisensor
module for the monitoring of indoor room conditions is a
very important home networking technology.

In this study, we designed a wireless sensor module that
had a designed ZigBee communication module and a sensor
module that uses WSN for monitoring a room environment.
Most of the system components were designed and fabricated
for system optimization. We utilized an integrated sensor
module consisting of sensors that are used in industry to
check the atmospheric pressure, O

2
, CO
2
concentration, and

an imported ZigBee communication system. Using ZigBee
technology of 2.4GHz Industrial, Scientific, and Medical
(ISM) band in the IEEE 802.15.4 standard, we could mon-
itored the information from terminal PC modules that are
attached to the wall of an office or a room. A wireless sensor
device was developed to circuit schematic using PowerPCB
tool and PADS and made it a printed circuit board (PCB).

From the results of our tests, we confirmed that the designed
wireless sensor module and room monitoring system can
supply a comfortable environment for people by monitoring
indoor environment. Hereafter, we are going to study about
the power consumption of this designed WSN monitoring
system.
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Due to the low-cost and low-power requirement in an individual sensor node, the available computing resources turn out to
be very limited like small memory footprint and irreplaceable battery power. Sensed data fusion might be needed before being
transmitted as a tradeoff between procession and transmission in consideration of saving power consumption. Even worse, the
application program needs to be complicated enough to be self-organizing and dynamically reconfigurable because changes in
an operating environment continue even after deployment. State-driven operating system platform offers numerous benefits in
this challenging situation. It provides a powerful way to accommodate complex reactive systems like diverse wireless sensor
network applications. The memory usage can be bounded within a state transition table. The complicated issues like concurrency
control and asynchronous event handling capabilities can be easily achieved in a well-defined behavior of state transition diagram.
In this paper, we present an efficient and effective design of the state-driven operating system for wireless sensor nodes. We
describe that the new platform can operate in an extremely resource constrained situation while providing the desired concurrency,
reactivity, and reconfigurability. We also compare the executing results after comparing some benchmark test results with those on
TinyOS.

1. Introduction

With the aid of rapid advances in microelectromechanical
systems technology, it is of great convenience to construct
a smarter world if we deploy a network of wireless sensor
nodes to a target field [1]. A wireless sensor node consists
of a low-cost and low-power microcontroller with memory,
a short-range radio frequency (RF) communication unit,
and an integrated unit of multifunctional sensors in general.
For example, a typical configuration uses an 8-bit ATmega
microcontroller, which has an RF module with 5–50m
communication range and a code memory of 128 kB and a
data memory of about 20 kB as a sensor node in the finite
state machine based operating system implementation. We
then can construct a wireless sensor network (WSN) using
largely deployed sensor nodes to a target field as many as we
need, all of which should be properly programmed to control
sensing units and process sensed data according in order to
accommodate various missions defined in a node.

Although the previously described features of WSNs
enable us an opportunity of a wide range of smart applica-
tions, the computational environment can be rather uniquely
or differently characterized by at least three notable aspects.
First, we, as operating system architects, should be aware
of the resource scarcity in an embedded sensor node. In
other words, the computing power of microcontroller is
very low, the memory contains just a few hundred kilo-
bytes, and the supplied battery power is limited and even
worse mostly irreplaceable. Second, a WSN application is
a heavily distributed computing platform consisting of tens
of thousands of autonomously cooperative processes. Even
in a conventional computing situation, writing a distributed
program is not an easy task at all. If we have to write a heavily
distributed program in a self-organizing network under lots
of resource constraints in terms of memory footprints and
computing power, it seems to be almost impossible to write
such a correct program. Last but not least, we are not writing
an everlasting program because the wireless sensor network
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is doomed to be disposable eventually and hardly recyclable
afterwards.

Thus, we cannot write a meticulous program in advance.
It needs to be rewritten from time to time even in the
run time. Therefore, we should minimize the amount of
program update cost because the network is endangered to
be wasted for application program reconfiguration. Note that
data transmission activity is the single largest source of power
consumption in WSNs. Sensed data transmission conforms
with the existential purpose of WSNs while rewritten code
transmission does not. It turns out to be merely an unavoid-
able maintenance cost that should be spared. Unless there is
a proper reprogrammability from a system side, the networks
would be useless in spite of the remaining battery power, and
itwould be almost impractical to reconfigure applications and
deploy them to each and every one of sensor nodes in the
network. The update cost to accomplish the reconfiguration
task would be simply too huge to reconfigure the network
application. Thus, the state-driven system needs not only
to be able to run in a lightweight manner, but also to be
able to support reconfigurability in a minimal update cost.
Concurrent processing, asynchronous event handling, and
data-centricity should be properly supported as well. The
finite state machine model as an execution platform can
be a viable solution to meet those seemingly contradictory
requirements in the design of a new operating system.

In this paper, we explore a state machine based execution
model as an ideal operating system design for a networked
sensor node and present its implementation with some
benchmark tests. In summary, the design goals for the
new operating system architecture are as follows. First, the
system size should be small enough to reside on the small
memory footprint in a sensor node. In recent technology,
the flash memory size for this purpose is about 128 kB.
Second, the reconfiguration is indispensable, and the update
cost should be maintained as less as possible. Third, the
system should be able to provide a friendly programming
environment that alleviates the programming burdens in
sensor network application programs. Last, in spite of all
these seemingly contradictory constraints, the final system
performance should not be severely sacrificed as compared
to existing operating systems for sensor nodes [1–5].

The remainder of the paper is organized as follows.
Section 2 describes the related work in the area of operating
system concerns for wireless sensor networks. Section 3,
presents the finite state machine model as a sensor node
operating system. Under the state machine based operating
system like ours, application programs are represented by
a set of state transition tables. We present such a state
transition table as a sensor node application program.
Section 4 presents the architectural structure of the state-
driven operating system. We also discuss how to implement
the fundamental services of the state-driven operating system
like concurrency and reactivity event scheduling. Section 5,
shows preliminary benchmark test results that compare ours
with TinyOS as presented in TinyBench programs [6]. We
conclude this paper in Section 6.

2. Related Work

Considering the nature of embedded systems in wireless
sensor networks, traditional real-time embedded operating
systems like VxWorks [7] can become the first target of
a sensor node operating system platform. However, the
target hardware requirements for modern embedded real-
time operating system easily exceed those of wireless sensor
nodes. Although there are minimized operating systems
designed for much smaller and deeply embedded systems,
they are developed for control-centric applications like in
motor controllers or microwave ovens.

As one of the most popular operating systems for sensor
nodes, TinyOS [2] was developed first to possess concurrent
and asynchronous event handling capabilities and support
distributed anddata-centricmodelswith efficientmodularity.
TinyOS provides a very lightweight thread support and
efficient network interfaces. The target hardware for the
early version of TinyOS is very much memory constrained,
for example, with 8 kB of flash as a program memory and
512 bytes of SRAM as the data memory. Although TinyOS
can provide all the essential services for sensor nodes,
writing an application program under TinyOS is not an
easy task due to the intrinsic complexities in embedded
programming for largely distributed sensor networks. There
are two derived research thrusts from the underlying oper-
ating system toward reconfigurability and ease of using the
network.

In the original TinyOS, we need to rewrite a program
to come up with a revised binary code. Although such an
approach provides maximum flexibility for reconfigurability,
the resulting update cost for the entire sensor nodes in the
wirelessly connected network would be immensely huge.
To lessen the reprogramming cost, TinyOS employs the
bytecode interpreter called Maté [3] that runs on it. Using a
virtual machine like Maté, the reprogramming cost may be
confined to the reasonable amount, but we cannot expect the
same degree of necessary flexibility in writing an application
program. Later, the TinyOS team published an additional
work on this matter that is to grant a more customizable and
extensible abstraction boundary in the virtual machine [4].
Other research groups developed an operating system called
SOS [5] that provides a modular binary update approach to
strengthen the reprogrammability with an acceptable update
cost.

TinyOS has been developed as a tailored operating
system only for microsensor nodes. In TinyOS, each node
runs a single runtime image that is statically linked and
needs to be distributed to remote nodes via costly wireless
communication links. Even a single point of code change
requires an entire image uploading from the beginning.
When we define update cost as the sum of all intangible
efforts required to reconfigure the sensor network, there are
two distinct approaches to save it: script language based
approach using virtual machine or modular binary upgrades
using dynamic linking mechanism. Maté [3] provides virtual
machine framework for TinyOS, which is the first attempt at
providing a script language description for application sce-
narios. It is easy to reconfigure without having to redistribute
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an entire image because of preinstalled virtual machine at
each node. However, the script language based description
severely restricts the flexibility to update. SOS [5] adopts
dynamic linking approach in modular basis to provide
dynamic reconfigurability. No flexibility is restricted in such
system, but it is also possible to incur relatively higher
update cost for simple application-level modifications like
parameter tuning. Moreover, the most flexible mechanism
that encompasses a whole spectrum of update costs from full
image upgrades like in TinyOS to simple parameter tuning
like in sensor network management system (SNMS) [8] is
proposed as (Dynamic Virtual Machine) DVM [9] that is
equipped with SOS-like kernel for dynamic linking and a
virtual machine implemented on top of SOS.

All of the above approaches share a common background,
which is an effort to come up with tailored operating system
architecture for sensor nodes in emphasis of embedded
system constraints over general-purpose functionality. They
rooted in the same origin that is the de facto standard
sensor node operating system, TinyOS. Other related works
[10] include synthesizing software programs where a finite
state machine (FSM) description language is used to express
embedded control applications. Using a state machine to
write an embedded control program can be quite straight-
forward and well written as in Gomez’s article [11]. Unfortu-
nately, the authors in [10] assume that the FSM part should
be operated on top of a real-time OS that will give them
the necessary concurrency. Since wireless sensor network
applications are natural candidates for mechanization as a
statemachine, it would be ameaningful attempt to design and
implement state machine based operating system architec-
ture for sensor nodes. In this paper, we present a full-fledged
finite state machine execution platform as a sensor node
operating system.The earlier version of conceptual design on
FSM-based operating system has been presented in [12].

3. FSM-Based Program Execution Platform

Writing a complicated reactive control program is a difficult
task. To deal with the complexity in representing the reactive
part of the program, Harel [13] introduced a visual formalism
called a “statechart.” Since then, a state machine has been
an effective and powerful model to describe complex reac-
tive and event-driven systems like WSN applications. Our
mission is to provide a lightweight execution engine that
implements such a well-proven formalism as a programming
model. In the finite state machine implementation, a valid
input (or event) triggers a state transition, and output is
generated accordingly in a way ofmaking progress bymoving
the current state to the next one as defined in the transition
table. Such a state transition takes place instantaneously,
and an output function associated with the state transition
is invoked. Using this execution mechanism, a finite state
machine sequences a series of actions or handles input events
differently depending on the state of the machine. Many
embedded real-time systems are naturally amenable to the
finite state machine model. The model is also suitable to
represent the networked sensor applications.
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SensorsMCU

Kernel Event 
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Memory pool
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loader
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Figure 1: Operating system architecture and its components.

To implement a finite state machine, we need five com-
ponents as follows: (1) a memory pool consisting of event
pool and state transition table, (2) an event queue that stores
inputs in a FIFO order, (3) a callback installer with a set
of preinstalled callback function library that contains output
functions, (4) a state transition table loader with a set of state
transition tables to define valid state transitions and their
associated callback functions, and finally (5) a state sequencer
that accepts an input from an event queue to initiate a
proper state transition as shown in Figure 1. Each callback
function should satisfy the “run-to-completion” semantics to
prevent nested state transitions that are activated by other
events captured by the system. Thus, all of those external
events are going to be ignored temporarily. They will be
stored in the event queue for later services during executing a
callback function. Figure 1 schematically depicts the internal
architecture of the FSM-driven operating system with its
components.

Figure 2 shows a sample application represented by a state
modeling diagram. The corresponding state transition table
is shown as well, which is executable on FSM. The dotted
states and events in the diagram will be represented simply
by adding extra state transitions in the table. Update cost
becomes merely the size difference between transition tables.
The state-driven operating system is suitable to execute such
a state transition table with proper callback library functions.
This shows why the platform is inherently superior in terms
of reconfigurability.

4. Implementation of FSM-Based Sensor Node
Operating System

We have implemented the state machine based sensor
node operating system on 8-bit MCU ATmega128L (8MHz)
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Figure 2: State modeling and state transition table.

Figure 3: Callback library registry and operation.

equippedwithCC2420 (Zigbee) RFmodule that has a reliable
50m in-building range. A sensor node has four independent
memory banks, each of which has 32 kB flash memory as
shown in Figure 2. In the experimental implementation, we
hire ten sensor nodes and one sink node (PC). The system is
downloaded onto the sensor node that is directly connected
to the host PC via a serial communication initially, and then
all other nodes obtain the sameOS via wireless RF communi-
cation.The size of the operating system is 2,686 bytes of code
and 292 bytes of data, so less than 3 kB in total. Even if the
device drivers are included, the entire size does not exceed

14 kB, which is compact enough to reside in a 32 kB memory
bank. The development environment consists of the cross
compiler avr-gcc, the fusing program PonyProg2000, and
AVR Studio debugging program that is provided by Atmel
Corporation. We confirmed the compactness and efficiency
of a state machine based operating system which will be
presented in Section 5.

The system is divided into a hardware dependent part
and an independent one as shown in Figure 1. The hardware
dependent component has an event message parser, an inter-
rupt handler, and device drivers for an RF communication
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Figure 4: State transition table structure and management.
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Figure 5: Multihop and surge packet ratio, routing latency, and power usage.

module and a set of sensing units. In the middle level, the
kernel architecture is comprised of a state sequencer and an
event queue, a state transition table, and a callback library.
An input (or event) triggers a state transition if the event
queue handles all incoming events in a proper order. The
kernel keeps track of the finite state machine in a safe manner
by means of employing a mutex to guarantee the run-to-
completion semantics. The callback library is nothing but a
set of predefined functions to help application programmers
in advance. The internal structure of the callback library
repository and its operation are illustrated in Figure 3.

The operating system architecture also contains a runtime
monitor that serves as a dynamic application loader. As
mentioned before, the necessity of dynamic reconfiguration
is quite demanding. We implement a dynamic application
loader that chooses an application to run among a list of
legitimate state transition tables. Dynamic reconfiguration
can be made in two ways: system and application levels. In
system level reconfiguration, some of callback library will be
seamlessly replaced by the loader. In application level, it is
rather easier than in system level reconfiguration since what
we need to be is to update proper rows and/or columns in an
existing state transition table.The dynamic loader is in charge
of both cases.When the system receives an application reload
message via an interrupt from a communication adapter, the
monitor puts the kernel into a safe state, stops the kernel, and

reloads a new state transition table. Note that the monitor
is allowed to interrupt the kernel at any time unless it is in
state transition. Since state transition is guarded by a mutex,
the safety of a state machine is not compromised by such an
interruption. Figure 4 shows a brief internal structure of the
state transition table and how it can be managed.

5. Performance Evaluation

The performance data were retrieved to compare them with
those of TinyOS through the TinyBench environment [6].
Surge [14] is the simplest test application that was con-
ducted in the TinyBench. It is a direct implementation of a
multihop routing algorithm with a couple of sensed data-
like temperature and humidity. As shown in Figure 5, the
state-driven operating system implementation shows slightly
worse performance than those of TinyOS in terms of the
packet delivery rate, the routing latency, and the power usage.
Note that the difference is still negligible.

To measure the scheduling overhead and the CPUs active
rate, we run a blank form which does nothing. For the
duration of 500ms, the number of average instructions and
the execution cycles are shown in Figure 6. Still, the overhead
and the code size are slightly larger than that of TinyOS, but
they are sufficiently affordable in the conventional memory
size and CPU performance for a sensor node. Note that
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Figure 6: Scheduling overhead and CPU active rate.
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Figure 7: Operating system components: module sizes and system
overheads.

the purpose of a finite state machine based sensor node
operating system is to improve productivity in application
development. We also conducted a larger benchmark like the
implementation of the directed diffusion algorithm.Through
the test, we confirmed that the development productivity is
achieved while the increase of code and data size is restricted
within the hardware capability. Based on these benchmark
tests, we corroborated the trade-off relationship between
productivity and execution performance under finite state
machine based operating system. Figure 7 shows a list of
component modules for the state-driven operating system
implementation and the system overheads in terms of code
size and execution time.

6. Conclusions

We have presented the state-driven sensor node operating
system as a finite state machine execution platform for

wireless sensor nodes. It consists of the kernel, monitor,
and replaceable state transition tables and call back libraries.
Programmers can easily write a sensor node application
and derive executable code using a proper design tool and
load the executable code at runtime using the monitor
as an agent. Such a state-driven operating system offers a
number of benefits. First, its implementation is truly compact
and efficient since it is based on a state machine model.
Second, it supports dynamic node reconfigurability in a very
effective manner using replaceable state transition tables and
callback libraries. Third, it can be extended to implement
a sensor network management protocol, which is one of
the largely untouched regions of sensor network research.
Specifically, power management protocol is illustrated to
show the dynamic reconfigurability of the system. It gives us
an important refinement on application layer support for the
sensor network protocol stack. Consequently, programmers
can write application programs of higher abstraction for sen-
sor networks. These benefits render the finite state machine
platform as a sensor node operating system, which is ideal
for most recent WSN applications like intrusion detection
[15], energy efficient clustering protocols [16], disaster sur-
vivor detection system [17], and so on. We confirmed the
compactness and efficiency of the implementation through
TinyBench based performance evaluation.
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One of the most important applications of the wireless sensor networks is the widely applied smart environment. To prolong the
network lifetime, it is important to develop the protocols for reducing energy consumption because the sensor nodes are constrained
by limited energy. In the cluster based on energy-efficient method, the fixed cluster head number, the energy of the node, and the
transmission distance are the keys to extending the network lifetime. In this paper, we propose an improved grouping protocol,
which considers the distance between the sensor node and the sink node in order to allocate total energy of a group.The proposed
method is compared with previous works of simulations to show the advantages of extending the network lifetime.

1. Introduction

Since the informatics technologies are rapidly developing,
wireless sensor network (WSN) is also a technology which
matures quickly [1–3]. WSN shows a great promise in the
health care, environment monitoring, and ubiquitous com-
puting applications. It can be combined with sensing, ma-
chine learning, pervasive computing, and communication
technologies, assisting humans with valuable functions [4, 5].
It is easy to see thatWSN applications will change human life.

A WSN consists of a large number of sensor nodes,
which have small volume, low cost, limited computation, and
limited power capacity [6]. Each node is used to sense and
to transmit the sensed data to the base station (BS) for
application. Since sensor nodes are small and the energy sup-
plied by its battery is limited, development of the energy
efficient method for extending the network lifetime becomes
an important issue [7].

To reduce energy consumption, we can enhance the hard-
ware efficiency or improve the network performance. There
are many proposed network routing protocols [8–14]. The
most common routing protocol is the cluster-based protocol
[15]. In the cluster-based protocol, the nodes transmit the
sensed data to the cluster head.The cluster head forwards the
received data to the BS [16]. The most popular cluster-based

method is called low-energy adaptive clustering hierarchy
(LEACH) [15]. When we apply LEACH, the probability is
used to determine if the node is a cluster head or not. All the
nodes take turns to be the cluster heads. Probabilitymakes the
distribution of the cluster heads non-uniform, and the actual
cluster head number may be different from the expected
cluster number. Moreover, LEACH does not consider energy
consumption in the algorithm of the cluster head selection.

To improve the cluster-based method by taking the ener-
gy consumption into account, stable election protocol (SEP)
[10] and distributed energy-efficient clustering (DEEC) [12]
are proposed. LEACH, SEP, andDEEC are similar in that they
are divided into the clustering stage and the data transmission
stage. During the clustering stage, the cluster heads are gen-
erated by probability. Data transmission operation is broken
up into rounds. Each node sends the sensed data during each
round. Compared with LEACH, the difference between SEP
and DEEC is that they both consider the residual energy in
the probability of the cluster head selection. However, the
random selection makes the number of cluster heads not
fixed.

The steady group clustering hierarchy protocol (SGCH)
and the balanced energy-efficient grouping (BEEP) are pro-
posed to fix the random selection [17–19]. These methods are
divided into the grouping stage and the data transmission
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Figure 2: The topology example of the network.

stage. The data transmission stage is the same as the SEP and
DEEC. In the grouping stage, all sensor nodes are uniformly
divided into groups, while the number of groups is equal to
the expected number of clusters. In each round, the node
with the maximum energy remaining in a group is selected
as the cluster head. However, the residual energy of sensor
nodes and the transmission distance are not considered in the
SGCH and BEEP.

Tomake the energy efficient, we have to fix the number of
the cluster heads and consider the energy of the nodes. Since
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Figure 3: Grouping result of SGCH of Figure 2.

energy consumption depends on the transmission distance,
the distance should also be considered. In this paper, we
propose an improved grouping protocol based on SGCH to
make the cluster head number the same with expectancy.The
total energy of a group and the distance between nodes and
the BS are both used to generate the group. The proposed
method is comparedwith LEACH, SEP, andDEECby simula-
tion to evaluate the performance.



International Journal of Distributed Sensor Networks 3

0 20 40 60 80 100
0

10

20

30

40

50

60

70

80

90

100

X-coordinates

Y
-c

oo
rd

in
at

es

Figure 4: Grouping result of AGP of Figure 2.
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2. The Proposed Method

Theproposedmethod is based on SGCHandBEEPprotocols.
We call the proposed method adaptive grouping protocol
(AGP). It is also divided into the grouping stage and the
data transmission stage. In the grouping stage, the sensor
nodes are divided into several groups. Compared with the
SGCH and BEEP, the main difference between them and
the proposed method is in the grouping stage. The proposed
method considers not only the number of nodes but also the
energy allocation in each group. The distance is also used to
estimate the energy allocation.The following summarizes the
details of grouping stage of the proposed method.

In the grouping stage, the distance ratio between each
group and the BS will be computed.The distance ratio is used
to calculate the total energy of each group. We expect the
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homogeneous simulation.
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neous simulation.

amount of clusters and groups to be the same. The distance
ratio is set as

GD
𝑖
= 𝐷nearest +

𝐷farthest − 𝐷nearest
𝑘

(𝑘 − 𝑖) , (1)

where GD
𝑖
is the distance ratio between the group 𝑖 and

the base station, 𝐷nearest is the shortest distance between the
sensing area and the base station, 𝐷farthest is the largest dis-
tance between the sensing area and the base station, and 𝑘
is the group number (it is also the cluster number). The BS
calculates the total energy,𝐸total, of all sensor nodes and allots
energy to each group. The designated total energy for each
group is

GE
𝑖
= 𝐸total

GD
𝑖

∑

𝑘

𝑗=1
GD
𝑗

, (2)
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neous simulation.

where GE
𝑖
is the allotted energy of the group 𝑖. We assume

that there are 𝑚 sensor nodes denoted as 𝑁
1
⋅ ⋅ ⋅ 𝑁
𝑚
. The

timing diagram of the group stage is shown in Figure 1, and
the step flow is summarized as follows.

Step 1. The BS broadcasts the group header request (GHR)
message to all nodes.

Step 2. Every node returns the ACK message to the BS upon
receiving the GHR. The ACK contains the ID and the initial
energy of the node.

Step 3. The BS assigns a serial number to each node in the
order of the received ACKmessages.The BS then uses (1) and
(2) to calculate the total energy of all sensor nodes and the
energy of each group.

Step 4.TheBS selects the node with the largest serial number
as the head of the first group. The first group head is denoted
asGH

1
, and the first group is set asG

1
.TheBS sends the group

head (GH) message containing the calculated total energy of
G
1
to GH

1
.We use GH

𝑖
to denote the 𝑖th selected group head.

Step 5.When GH
𝑖
receives the GHmessage, it broadcasts the

group request (GR) message.

Step 6. If a node does not belong to any group, upon receiving
theGRmessage it returns anACK (which includes the ID and
the initial energy of the node) to GH

𝑖
.

Step 7. GH
𝑖
accumulates energy while receiving the ACK

messages. When the total energy is equal or larger than the
designated energy of GE

𝑖
, the accumulation is terminated,

and the accumulated nodes are set to be the members of the
group G

𝑖
.

Step 8. GH
𝑖
broadcasts group agreement (GA)message to the

group members and the BS. The BS records the G
𝑖
and its

members.

Step 9. The BS selects a node which does not belong to any
group but has the largest serial number to be the next group
header.The selected group head is set as GH

𝑖+1
and the group

is set as G
𝑖+1

. The BS sends GHR messages to GH
𝑖+1

.

Step 10. Steps 5–9 are repeated until 𝑖 = 𝑘.

Step 11. The last group head, GH
𝑘
, broadcasts the last group

(LG) message. Upon receiving LG, the node which does not
belong to any group is set to be a member of the group G

𝑘
.

When the BS receives the LG message, it broadcasts to all
sensor nodes that the grouping stage is terminated.

Data transmission stage is broken up into rounds. Each
round begins with a cluster setup phase followed by a steady-
state phase. The clusters and cluster heads are formed in the
cluster setup phase. The data are transmitted to the BS in the
steady-state phase. At the beginning of the data transmission
stage, a node is waiting to broadcast a message that would
declare it as a cluster head. The time of waiting is inversely
proportional to the node’s residual energy. Therefore the
node with a higher residual energy waits for a shorter time
to broadcast the declaration. We can see that, in a group,
the node with the maximum residual energy will send the
declaration message for being a cluster head first, while the
other nodes will simultaneously abort the attempts to become
the cluster head. In other words, a group will elect a node
with themaximum residual energy in the group as the cluster
head. After the node receives all declaration messages, it
will send the join request message to the cluster head from
which it has received the strongest signal strength. In the
steady-state phase, nodes send data to the cluster head during
allocated time slots.Thedata contains node ID and the sensed
information. Each cluster head aggregates received data and
forwards them to the BS.

3. Simulations and Results

In the simulations,MATLAB is used to compare the proposed
method and the previous works, that is, LEACH, SEP, DEEC,
and SGCH.We compare the network lifetime and the amount
of packets received by the BS. The time variance of the node
death is recorded to analyze the performance.

The proposed method is designed for the network model
with 100 immobile sensor nodes deployed in a 100m × 100m
square region uniformly. The BS is fixed and located outside
the sensing area. The node senses at a fixed rate and always
has data to transmit to the BS. The energy consumption is
dependent on the distance between the transmitter and the
receiver. A simple radio model is used to simulate the energy
consumption of the nodes [20]. The radio electronics and
the power amplifier consume the energy of the transmitter.
The energy of the receiver depends on the radio electronics.
Power control can be set using the power amplifier to ensure
a certain power level in the receiver.When a node transmits a
message with 𝑙 bits through a distance 𝑑, the energy expended
is

𝐸
𝑇
(𝑙, 𝑑) = {

𝑙𝐸
𝑒
+ 𝑙𝜀fs𝑑

2
, 𝑑 < 𝑑

0
,

𝑙𝐸
𝑒
+ 𝑙𝜀mp𝑑

4
, 𝑑 ≥ 𝑑

0
.

(3)
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Figure 9: The node death distribution in the homogeneous simulation. (a) AGP, (b) SGCH, (c) DEEC, (d) SEP, and (e) LEACH.
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erogeneous simulation.

When the node receives this message, the energy expended is

𝐸
𝑅
(𝑙) = 𝑙𝐸

𝑒
, (4)

where 𝐸
𝑒
is the electronics energy which depends on the

factors of the signal, 𝜀fs𝑑
2 and 𝜀mp𝑑

4 are the amplifier ener-
gies, which depend on the transmission distance and the bit-
error rate, and 𝑑

0
is the distance threshold [20]. The energy

parameters in this paper are shown in Table 1.
In the first simulation, we set 100 immobile sensor nodes

uniformly deployed in a 100m × 100m square region. Each
sensor node had the same initial energy. In other words, a
homogeneous wireless sensor network is set to simulate the
smart environment sensing. The number of clusters (or the

Table 1: Parameters of the radio model.

Parameter Value
𝐸
𝑒

50 nJ/bit
𝜀fs 10 pJ/bit/m2

𝜀mp 0.0013 pJ/bit/m4

groups) is five. The BS is located outside the sensing area
(50m, 175m). The simulation topology of the network is
shown in Figure 2.

The grouping results of SGCH and the proposed method
after the grouping stage are shown in Figures 3 and 4,
respectively. In Figures 3 and 4, G

1
, G
2
, G
3
, G
4
, and G

5
are

denoted as ◻, ◊, ∗, ×, and f, respectively. In the grouping
result of SGCH (Figure 3), most nodes of G

5
(f) lie in the

left-top corner, and there are two nodes of G
5
that lie in the

right-top corner. We can see that the grouping result of the
proposed method makes the nodes of G

5
gather at the same

side (Figure 4).
The average number of nodes alive over the simulation

rounds is shown in Figure 5.We can see that whenwe use that
AGP, the time interval before the first node dies is the longest.
Figure 6 shows the average number of messages received by
the BS.The proposedmethod is obviouslymore efficient than
the previous ones.

Wehave deployed the randomnetwork topology 10 times.
In each topology, we evaluated the performance.We recorded
the death rounds of the sensor nodes. The average and the
variation of the node death rounds are shown in Figures 7
and 8, respectively. We can see that the performance of the
proposed method is higher than that of the others.

The node dying distribution over rounds in the simula-
tion can represent the performance. We record the rounds
when the node dies, and the results are shown in Figure 9
with 3D diagrams. According to the results, in LEACH and
SEP, the nodes near the BS have the longer lifetime. We can
see that the node death distributions of LEACH and SEP are
not uniform. In the results of the DEEC and the SGCH, the
nodes death distributions are more uniform. The proposed
method obtains a better average lifetime of nodes.

In the second simulation, we set 10 high advance nodes
and 90 normal nodes, which are uniformly deployed in a
100m × 100m square region. The initial energy of the high
advance node is 4 times higher than that of the normal node.
In other words, a two-level heterogeneous wireless sensor
network is set for simulation. The number of clusters and
the location of the BS are the same as in the first simulation.
The average number of nodes alive over simulation rounds
and the average number of messages received in the BS are
shown in Figures 10 and 11, respectively. We can see that
AGP is obviously more efficient than the other methods. We
also deployed random network topology 10 times in order to
record the node death distributions. The results are shown
in Figure 12 with 3-D diagrams. According to the results, the
proposed method allocates energy efficiently and performs
well in the two-level heterogeneous wireless sensor network.
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Figure 12: The node death distribution in the heterogeneous simulation. (a) AGP, (b) SGCH, (c) DEEC, (d) SEP, and (e) LEACH.



8 International Journal of Distributed Sensor Networks

4. Conclusion

WSN shows a great promise in many applications, such as
smart environment. Since the sensor node battery power is
low, to reduce energy consumption for extending WSN life-
time becomes a key challenge. In this paper, an improved
grouping protocol is proposed. The proposed method is
called the adaptive grouping protocol (AGP). The AGP
considers the distance, while allotting the energy to nodes for
the grouping stage. In the simulations, the homogeneous and
heterogeneous wireless sensor networks were set to evaluate
the performance. The performance of the proposed method
is better than that of the previous ones.The proposedmethod
is suitable for the smart environment created by the wireless
sensor network while the BS is located outside and far away
from the sensing area. In the future, we will try to design the
energy allocation protocol for the application, in which the
BS is located near or inside the sensing area.
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This paper presents an efficient data aggregation approach for cluster-based underwaterwireless sensor networks in order to prolong
network lifetime. In data aggregation, an aggregator collects sensed data from surrounding nodes and transmits the aggregated data
to a base station. The major goal of data aggregation is to minimize data redundancy, ensuring high data accuracy and reducing
the aggregator’s energy consumption. Hence, similarity functions could be useful as a part of the data aggregation process for
resolving inconsistencies in collected data. Our approach is to determine and apply well-suited similarity functions for cluster-
based underwater wireless sensor networks. In this paper, we show the effectiveness of similarity functions, especially the Euclidean
distance and cosine distance, in reducing the packet size andminimizing the data redundancy of cluster-based underwater wireless
sensor networks. Our results show that the Euclidean distance and cosine distance increase the efficiency of the network both in
theory and simulation.

1. Introduction

Underwater wireless sensor networks (UWSNs) are com-
posed of sensor nodes that are deployed in an underwater
environment and are capable ofmonitoring nearby surround-
ings. Sensor nodes are small devices with constrained energy
and little memory, and in underwater environments, they
are costly and difficult to replace. In addition, the sensor
nodes are scattered over large areas with the purpose of
periodically sensing nearby surroundings and transmitting
data to a sink or base station. Hence, a crucial issue for the
efficient deployment of a UWSN is to maximize the network
lifetime.

Clustering is a valuable technique to extend network
lifetime [1, 2], especially in UWSNs with sensor nodes that
are densely deployed over a large area. Each cluster consists
of a cluster head (CH) and several cluster members (CMs).
After forming a cluster, a CH is responsible for collecting
data from its CMs and for transmitting the data to the sink
or base station (BS). Hence, CHs and aggregators have very
similar behaviors, and data aggregation is also an important

technique for cluster-based UWSNs. There are many tech-
niques that can be used for network clustering, such as CH
selection [3], network communications (intranetwork and
internetwork) [4, 5], cluster joining [6], and data aggregation
[7–11]. In this work, we assume that clusters are already
formed and focus only on using the similarity function for
data aggregation.

Data aggregation has been researched as an essential
technique for reducing the energy consumption in wireless
sensor networks by minimizing redundancy from the raw
data sensed by the multiple sensor nodes as well as the
number of transmissions to the sink or BS [7]. Not only can
the data aggregation process help to enhance the accuracy of
information which is obtained by entire networks but it can
also reduce the traffic load and prolong the network lifetime
[8]. However, a drawback of data aggregation is the reduction
of the inherent redundancy and total number of messages.
Hence, the accuracy of the final results could also be reduced
[10]. In addition, sensor nodes may be positioned randomly
in the environment that they are meant to periodically
monitor. Neighboring sensor nodes may collect very similar
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data if they happen to be positioned close to other nodes or
send the sensed data to the aggregator over a short period
of time. At that point, the data aggregator node/cluster head
may collect inconsistent data that must be resolved before
the data can be used for accurate analysis [12]. Therefore,
data aggregation must have a function to minimize data
redundancy while ensuring high data accuracy.

A promising approach to resolve inconsistent captured
data is similarity functions. Similarity functions are used
to measure the degree of similarity between two data sets.
Various similarity functions have been proposed, such as edit
distance, cosine similarity, Jaccard similarity, and generalized
edit distance [13]. Many domains and applications have used
similarity functions in order to identify near-duplicate data,
such as web search engines [14], webmining applications [15],
and even wireless sensor networks [7, 16].

Focusing on the cluster-based architecture that could
help prolong network lifetime, we present in this paper an
efficient data aggregation approach for cluster-based under-
water wireless sensor networks based on similarity functions.
First, we show how the similarity functions can be used by
the aggregation process of the UWSNs. Then, we prove the
effectiveness of the Euclidean distance and cosine distance
in reducing packet size, minimizing data redundancy, and
decreasing the energy consumption of the network. We also
show good results in both theory and simulation.

The remainder of this paper is organized as follows. In
Section 2, we briefly describe some related research and
our cluster-based structure that uses a data aggregation
approach. Section 3 provides detailed information about our
work on similarity functions for cluster-based UWSN data
aggregation. Section 4 describes the simulation analysis and
results. Section 5 concludes the paper and describes our
future work.

2. Related Research

Researchers in [16] presented work on data aggregation for
periodic sensor networks using similarity functions between
sets. The authors stated that they were the first to use these
functions for data aggregation in sensor networks, and they
provided a new prefix filtering method to study set similarity
in sensor networks.Theirmethodhas twophases: the first one
is performed at the node level and is called local aggregation
while the second one is performed at the aggregator level
using the Jaccard similarity function. Their results show that
their approach reduces data size by eliminating in-network
redundancy and sending only necessary information to the
sink.

An overlay protocol for duplicate sensitive aggregation
functions that aggregates partial results with no computation
error in a highly energy-efficient manner was presented in
[10]. This protocol aggregates data in two layers, the routing
layer and the data aggregation layer. It uses four phases to
collect data from sources: creating a routing tree structure,
finding proper data aggregation nodes, creating signatures,
and data collection. Their results reveal that the proposed

protocol outperforms other existing ones (OPAG and TAG)
in terms of energy consumption and data accuracy.

Researchers in [12] proposed new algorithms for
evaluating set-similarity joins, namely, PARTENUM and
WTENUM. Their algorithms handle a large subclass of
set-similarity predicates allowed by the definition of the
set-similarity join operator. The subclass involves standard
set-similarity measures such as the Jaccard and Hamming
distances. Thus, the algorithms guarantee that two highly
dissimilar sets will not appear as a candidate pair with a high
probability. The authors also compared their algorithms to
other algorithms and demonstrated the effectiveness of their
algorithms through experimental evaluation on real and
synthetic data sets.

To achieve a long-term monitoring network, a UWSN
is deployed on the basis of cluster structure. Each cluster
consists of a cluster head (CH) and several cluster members
(CMs). After forming a cluster, a CH is responsible for
collecting data from its CMs and transmitting the data
to the sink/BS. Because CHs and aggregators have very
similar behaviors, data aggregation is an important technique
in cluster-based UWSNs. Focusing on data aggregation in
cluster-based UWSN, our previously published paper [7]
evaluated four similarity functions (Euclidean’s distance,
cosine distance, Jaccard’s distance, and Hamming distance).
In the paper, we found normalized thresholds for each
function in order to determine which similarity function
is the best choice for data integration in cluster-based
wireless sensor networks. This evaluation concluded that
the Euclidean and cosine distances can help increase the
effectiveness of cluster-based UWSNs by reducing the packet
size and minimizing data redundancy sent to the sink/BS.

3. Similarity Functions in Cluster-Based
UWSN Data Aggregation

In UWSNs, a node’s position is critical. At every single
position, a node periodically captures phenomena and sends
the captured data to the aggregator. Data aggregation is one
of the key processes of the aggregator. By eliminating data
redundancy, it decreases not only the energy consumption
of the overall network but also reduces the packet size being
transmitted to the sink/BS.

In data aggregation, each aggregator collects and stores a
set of measured data as a vector at a certain time. Then the
aggregator identifies pairs of sets whose similarities are above
a given threshold. Hence, applying a similarity function is a
promising approach for the aggregator. A similarity function
uses a threshold to decide how similar two compared data
are. To further the goal of minimizing network consumption
and the size of data packets, we apply similarity functions to
aggregators. If the compared data are found to be similar to
each other, the aggregator does not need to transmit all sets
of data to the sink/BS.

The main responsibility of an aggregator is to collect
sensed data from neighbor nodes, store collected data,
compare between two sets of data (the current and the new
data sets) using similarity functions, and transmit data to
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the sink/BS. In order to do the comparison, an aggregator
stores the collected data as a vector in order of the neighbor
nodes. An aggregator applies a similarity function to compare
the similarity between two data sets. If the two data sets are
concluded to be very similar, the aggregator transmits only
one data set instead of both to the sink/BS. Otherwise, it
forwards all data to the sink/BS.

Figure 1 shows the behavior of an aggregator. Let 𝑢, V be
two sets of collected data where 𝑢 = {𝑢

1
, 𝑢
2
, . . . , 𝑢

𝑛
} is a set of

previously collected data, V = {V
1
, V
2
, . . . , V

𝑛
} is a new data

set, and 𝑛 is the number of neighbor nodes. The function
𝑆𝐹 can be any similarity function; we briefly discuss here the
Euclidean distance and cosine distance [17]. There are other
similarity functions that can be used for set comparison,
such as edit distance, Euclidean’s distance, cosine distance,
Jaccard’s similarity, and generalized edit distance. However,
researchers in [7] showed that the Euclidean distance and
cosine distance are two appropriate similarity functions for
UWSNs.

In this section, we describe in detail how the Euclidean
distance and cosine distance work and how each of them
affects the network. The Euclidean distance measures the
dissimilarity between each pair of data in the data set and is
calculated by

𝐸
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=

𝑛

∑
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2
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Thus, 𝑢 and V are said to be similar if 𝐸
𝑑
≤ 𝑡
𝑑
.

The cosine of the angle between two vectors is one kind
of similarity.The cosine distance equals oneminus the cosine
of the angle between two vectors and is represented by
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Thus, 𝑢 and V are said to be similar if 𝐶
𝑑
≤ 𝑡
𝑑
.

The cosine and the Euclidean distances use the collected
values directly to compute the dissimilarity between pairs
of data. However, the cosine distance computes the distance
based mainly on the angle between two vectors, whereas
the Euclidean distance calculates the straight-line distance
between two vectors.This generates different values thatmust
be scaled for comparison, and normalization is the basic
method for doing this. Some research has been conducted on
vector normalization for particular applications and domains
[18, 19]. It is very important to understand the effect of
normalization on the distance data. All vectors are scaled
to have the same variation so that we can perform exact
comparisons among those vectors.

The normalization formula is given by

𝑡
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where the variable 𝑡
𝑑
is the original distance threshold value,

𝑡
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is the normalized distance value, 𝑚 denotes the mean
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Figure 1: Aggregator behaviour.

value, and 𝜎 represents the standard deviation of the pairwise
distances of the data, given by

𝜎 =
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2
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4. Simulation Results and Analysis

In this section, we simulate the two similarity functions, the
Euclidean distance and cosine distance, which have proven
effective for in-network data aggregation in real UWSNs.
Then we compare the results between theory and simulation
in order to show again the effectiveness of the similarity
functions in cluster-based UWSNs.

4.1. Simulation Environment. Our simulations were con-
ducted in the QualNet5 simulator, and the implementa-
tions were based on underwater wireless sensor networks.
Unless otherwise specified, all general parameters were set
to simulate a shallow water environment, such as a network
deployed 200m below the sea, where the channel frequency
is 35 KHz and the propagation speed is 1500m/s. The low
channel frequency and propagation speed are set in order
to facsimile the real shallow underwater environment. Also,
energy consumption parameters were set according to the
special model of underwater acoustic modem, LinkQuest
UWM1000 [20].

We simulated three different scenarios with different
numbers of neighbor nodes surrounding an aggregator; that
is, the scenarios consisted of (i) 5 neighbor nodes with 5
constant bit rate (CBR) applications, (ii) 10 neighbor nodes
with 10 CBR applications, and (iii) 20 neighbor nodes with
20CBR applications. Sensors are small devices with limited
battery, so the packet size is set at small size, 64 bytes, for
all CBR applications. All the sensor nodes operated at a
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(a) (b)

(c)

Figure 2: Neighbour nodes deployment: (a) 5 neighbour nodes with 5CBRs, (b) 10 neighbour nodes with 10 CBRs, and (c) 20 neighbour
nodes with 20CBRs.

fixed data rate and maximum transmission range power of
9.6 Kbps and 50 dBm, respectively. Scenario dimensions were
set to 5000 × 5000m, and the time for each simulation run
was 600 s.

Table 1 lists the simulation parameters of the tests, and
Figure 2 shows the general scenarios in our simulation.

In Figure 2, the two cloud shapes indicate the twowireless
networks, and the dotted lines indicate the wireless links.
The red sensor node is the aggregator which connects the two
networks (5 nodes in (a), 10 nodes in (b), and 20 nodes in (c)).
In all scenarios, the node labeled 1 indicates the sink/BS node.
The direction of green arrows indicates which sensor nodes
are communicating with others.

The aggregator uses two communication channels, one
for communicating with neighbor nodes and another one for
communicating with the sink/BS node. Assuming all sensor
nodes transmit data to the sink node through the aggregator
node, each neighbor sensor node has its own routing tables.

Figure 3 shows the distance thresholds suggested by [7]
for aggregators.The distance threshold of the aggregator is set
to 1.00 for the cosine distance, and the distance threshold is set

Table 1: Simulation parameters.

Parameter Value
Dimensions (m) 5000m × 5000m
Number of neighbor nodes 5/10/20w/random
Traffic 64 bytes CBR
Number of traffics 5/10/20
Transmission power (dBm) 50
Simulation time (s) 600

to 0.85 and 0.80 for the Euclidean distances in scenarios (a)
and (b), respectively. In scenario (c), the distance thresholds
were set to 0.85 and 0.75 for cosine and the Euclidean
distances, respectively. It was shown in [7] that the cosine
and Euclidean distances directly use the collected data to
compute the dissimilarity between pairs of data.Thus, for the
denser neighbor nodes surrounding the aggregator, a smaller
distance threshold is needed.
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4.2. Simulation Results. In the simulation results, we eval-
uate four metrics in order to show the effect of similarity
functions on data packet size reduction and data redundancy
minimization. Similarity functions also enhance network
performance by lessening the energy consumption at the
aggregator nodes. The four metrics are the following: the
percentage of data sets sent to the sink/BS, the percentage of
deleted data sets, the percentage of lost data, and the energy
consumption of the aggregator.

The graph in Figure 4 shows the percentage of data sent
to the sink node throughout the aggregator.The two columns
indicate the analysis results of the cosine and Euclidean
distances and the two lines indicate the simulation results.
The blue indicates the results for the cosine distance and the
red indicates the results for the Euclidean distance. Because
the aggregator applies a high distance threshold to determine
redundant data, almost all collected data from the neighbor
nodes are considered similar. Thus, the aggregator transmits
only one new data instead of two to the sink/BS node.
This helps eliminate the redundancy as well as to reduce
the packet size at the sink/BS node. It also can be seen
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that the results of simulations are lower than those of the
analysis.The reason for this can be explained as follows: in the
real underwater sensor network, there are many factors that
affect the communication among sensor nodes and can cause
packet loss, high propagation delay, unpredictable wireless
links, in-network collisions, and so forth. However, collisions
can be avoided by using underwater transmission protocols.

Figure 5 shows the percentage of data deleted before
it is sent to the sink/BS node. When two data sets are
concluded to be similar, the CH deletes one and sends the
other to the sink/BS. Otherwise, both data sets are sent to
the sink/BS. The deleted data sets consist of the duplicated
data as well. Thus, the more duplicated data is deleted, the
more data redundancy is eliminated. In addition, the packet
size sent to the sink is reduced. The results of analysis and
simulation are quite similar. This means that the Euclidean
and cosine distances are well suited for the purpose of
reducing redundant data that would otherwise be transmitted
to the sink/BS.
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The graph in Figure 6 shows the percentage data sent to
the sink/BS that was lost. These percentages are computed
at the end of every simulation run to get the average value.
Note that we only consider a similarity function-based data
aggregation process without any underwater protocol. The
lost data consists of the collected data that did not arrive at
the sink/BS. We did not compute the packets lost because
of collisions or unreliable wireless links. These simulation
results show that our approach conserves data integrity.
Therefore, we conclude that our approach is, overall, a lossless
process.

Figure 7 shows the results of energy consumption at
the aggregator, or cluster head, with and without similarity
functions. The blue line indicates the energy consumption of
the aggregator without applying any similarity function. The
red and green lines indicate the energy results of aggregators
using the cosine and Euclidean distances, respectively. As
shown in the graph, the energy consumption is reduced
dramatically when the aggregator uses a similarity function.
The graph also shows that the effects of the cosine and
Euclidean distances on energy consumption are quite similar.
This again proves that the cosine and Euclidean distances
are well-suited similarity functions for data aggregation in
cluster-based wireless sensor networks.

5. Conclusion

In this paper, we evaluated the percentage of data sent to
the sink and the percentage of deleted data sets in both
analysis as well as simulation. From the simulation, we
also showed that our approach performs an overall lossless
data process as well as reduces energy consumption. These
metrics prove the effectiveness of the Euclidean and cosine
distances on reducing the packet size andminimizing the data
redundancy sent to the sink/BS.The energy at the aggregator
is also reduced, resulting in the better energy consumption
of the overall network. In this work, we only took into
consideration data aggregation based on similarity functions
without any underwater protocol. In practice, packet loss

caused by collision or unreliable wireless links may affect the
results of the percentage of data sent.

In our future work, we will work on the combination
of similarity functions and underwater protocols (such as
routing and MAC protocols) in order to implement a high
performance underwater sensor network.

Acknowledgment

This work was supported by the (MKE) Ministry of Knowl-
edge Economy (A004700008), Development of realistic sense
transmission system with media gateway supporting multi-
media and multidevice.

References

[1] S. Razieh, J. Sam, and K.-Z. Ahmad, “Comparison of energy
efficient clustering protocols in heterogeneous wireless sensor
networks,” International Journal of Advanced Science and Tech-
nology, vol. 7, pp. 27–40, 2011.

[2] K. Hyunsook, “An efficient clustering scheme for data aggrega-
tion considering mobility in mobile wireless sensor networks,”
International Journal of Control and Automation, vol. 6, no. 1,
2013.

[3] G. Yang, M. Xiao, E. Cheng, and J. Zhang, “A cluster-head
selection scheme for underwater acoustic sensor networks,” in
Proceedings of the International Conference on Communications
andMobile Computing (CMC ’10), vol. 3, pp. 188–191, Shenzhen,
China, April 2010.
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Memory-based collaborative filtering selects the top-k neighbors with high rank similarity in order to predict a rating for an
item that the target user has not yet experienced. The most common traditional neighbor selection method for memory-based
collaborative filtering is priority similarity. In this paper, we analyze various problems with the traditional neighbor selection
method and propose a novel method to improve upon them.The proposedmethodminimizes the similarity evaluation errors with
the existing neighbor selection method by considering the number of common items between two objects. The method is effective
for the practical application of collaborative filtering. For validation, we analyze and compare experimental results between an
existingmethod and the proposedmethod.Wewere able to confirm that the proposedmethod can improve the prediction accuracy
of memory-based collaborative filtering by neighbor selection that prioritizes the number of common items.

1. Introduction

Shared online content is improving in quality and quantity
due to the rapid growth of IT infrastructure over the last
few years. Collaborative filtering (CF) is a technology for
creating personalized recommended content lists for users
from overwhelming amounts of content and is currently
a widely used and successful method for recommendation
system organization [1].

CF is based on the premise that a user’s past content
preferences will persist in the future. The most well-known
method, memory-based collaborative filtering (MBCF, also
known as neighbor-based CF), can be classified into user-
based and item-based approaches [2, 3]. Based on a user-
item rating dataset, a procedure predicts the ratings of target
items not yet rated by the target user. Based on coitem
ratings between users, the user-based approach calculates the
similarities of all users but the target user. Then, the users are
all listed in order, with those closer to the target user being
the highest on the list.Theprediction of the target user’s target
item is based on the k highest similar users’ ratings.The item-
based approach uses coratings of all items and target items

and calculates their similarity. The item list is created based
on the similarity to the target item. The highest rated k items
are used to predict the rating of the target user’s target item.

The most important performance evaluation criterion of
MBCF is the prediction accuracy, which is estimated from
the error between the CF and the actual rating. One of
reasons for the decline in CF prediction accuracy is the
data sparsity problem, which occurs due to an insufficient
number of user ratings from the user-item rating dataset
[1, 2]. This arises from an insufficient quantity of coitem
ratings for similarity calculations between users or items.
Various methods have been proposed to solve data sparsity
problems and can be classified into various approaches. The
first approach is to reduce the empty space of nonrated items
by dimensionality reduction of the user-item rating dataset
[4]. The second approach is to expand the framework of
MBCF and to use additional information from an existing
similarity method [5, 6]. The third approach is to reduce the
existing similarity method’s weaknesses in order to create a
new similarity method [7, 8]. Another approach is to develop
a novel neighbor selection method.
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In this paper, we examine neighbor selection in order
to reduce the data sparsity problem. The proposed method
considers the number of coitems as a priority when similarity
is evaluated between two objects. The proposed neighbor
selection method minimizes the decrease in performance
that results from a lack of the number of coitems and
increases the prediction accuracy in many coitems. We have
confirmed the effectiveness of the proposed method with a
full-rating experiment using the MovieLens 100K and 1M
dataset [9]. The CF application using the proposed method
can be applied to a personalized information-providing
system, such as those in e-commerce, video on demand, and
cloud-computing-based multimedia content sharing. The
proposed method improves the prediction accuracy of the
CF system, which is the most important performance metric
for CF.

This paper is organized as follows. In Section 2, we
describe MBCF and previous studies on the traditional
problem. We propose a new neighbor selection method in
Section 3. In Section 4,we show the efficiency of the proposed
method. In Section 5, we summarize the results of this study
and introduce the application area.

2. Related Works

MBCF calculates the similarity between users and items
based on the user-item rating dataset. To make a prediction
for userm and item n, the user-based approach calculates the
similarity of two users’ coitem ratings and lists all other users
in order of similarity to user m. The item-based approach
then calculates the similarity between two items using their
coratings and lists all other items in order of similarity [1,
2]. The vector-space-model-based method includes Cosine
Similarity (COS), which is frequently used in information
retrieval. COS assumes that the rating of each user is a point
in a vector space and then evaluates the cosine angle between
the two points. It considers the common rating vectors X =
{x
1
, x
2
, x
3
, . . ., x

𝑛
} and Y = {y

1
, y
2
, y
3
, . . ., y

𝑛
} of users X and

Y, which are represented by a dotproduct and a magnitude.
COS has frequently been used for performance comparisons
in CF. The cosine angle between the vectors X and Y is given
by
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The correlation-basedmethod includes the Pearson dotprod-
uct correlation coefficient (PCC) and the Spearman rank
correlation coefficient (SRCC). Two correlation coefficients
are normally used to evaluate the association intensity
between two variables. To evaluate the correlation between
items with common ratings 𝑋 = {𝑥

1
, 𝑥
2
, 𝑥
3
, . . . , 𝑥

𝑛
} and
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} of two users X and Y, the PCC 𝛾(X,Y)

and SRCC 𝜌(X,Y) are given by
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The PCC and SRCC are known to show consistent perfor-
mance. The PCC is used more frequently than the SRCC,
because the latter must determine the ranking of items in a
hierarchical order with a rating score.

The raw moment similarity (RMS) was proposed in
August 2011 by our research group [8]. The n value is the
number of coitem ratings v between user i and user j. The
variable r is the rating range in the dataset. The random
variable D is composed of the absolute values d

𝑧
of the

difference between the coitem ratings of a pair of users. k
is a parameter of the proposed similarity measure, which is
used to apply a penalty to the difference between the coitem
ratings. This algorithm solves various problems of COS and
PCC inaccuracy when data is sparse. The RMS is as follows:

RMS (𝑢
𝑖
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After calculating the similarity for all pairs of objects, the
MBCF selects objects from a fixed number of the nearest
neighbors. Accordingly, the MBCF predicts the preference
rating with similarities for weights. Existing studies have cal-
culated themean absolute error (MAE) or rootmean squared
error (RMSE) between the predicted and real ratings in order
to evaluate the prediction accuracy. The two measurements
show the same performance graph. The MAE is preferred
over RMSE for performance evaluation.

In the user-item rating matrix of MBCF, if a user m does
not rate an item n, then r

𝑚,𝑛
is empty. High data sparsity

exists when there is far more empty space than filled space
in the user-item rating matrix. Empty spaces indicate few
ratings of other users that can be used to predict the target
user’s rating. So, an insufficiency of coratings between two
objects for similarity calculations results in wrong similarity
or a high chance that the data sparsity problem will make
similarity calculation impossible. In previous studies, the
analysis result of the quantity of the dataset’s pair object
coratings frequently revealed cases where the quantity of
coratings was insufficient. Many researchers have proposed
various methods to address the problem.

The first approach is to reduce the dimension of the user-
item rating matrix, while the second approach is to expand
the basic framework ofMBCFwith additional information [5,
6]. For example, for the second approach, there are methods
using additional information such as semantics or categories.
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Figure 1: Coitems histogram analysis: (a) MovieLens 100K: UA, (b) MovieLens 100K: UB, and (c) MovieLens 100K: UC.

The user preference difference is based on item property
information or on the time flow and rating predictions of
other objects similar to the target object that can be used
to calculate similarity. The third approach is to develop a
similarity algorithm, and the fourth approach is to develop
neighbor selection methods [7, 8, 10, 11].

The major goal of these approaches is to increase the
accuracy of the rating prediction by mitigating the data spar-
sity problem. In other studies on the data sparsity problem,
analyzing the quantity of the dataset’s pair object coitems
frequently revealed cases when the quantity of coratings was
insufficient. A recent noteworthy study presented a similar-
ity method using proximity-impact-popularity (PIP). Ahn
discussed the problems of widely used similarity methods
resulting in decreased prediction accuracy and proposed PIP
similarity [11]. Ahn also analyzed the cause of the cold-
start and data sparsity problems for well-known similarity
methods. When coratings are comparatively low, the cold-
start condition can occur between two variables with linear
relations. Ahn showed that frequently used similarity meth-
ods result in the wrong similarity results in the cold-start
condition. The prediction performance decline of low data
sparsity, such as that in the data sparsity problem inmemory-
based CF, is caused by the low number of coratings between
users or items that show incorrect similarity prediction
results. Using a similarity method that is robust to the data
sparsity problem can improve upon these two problems. In
addition, it would be the most radical method of problem

improvement applicable to other methods for solving the
problem.

3. Novel Neighbor Selection Method

The MBCF evaluates the similarity between a target object
and every other object and then selects a given constant
number k of the nearest neighbors. At this point, a priority
of the similarity is generally considered. Previous studies
asserted that PCC and COS give the wrong similarity for a
few coitems, and this condition is observed sufficiently often.
We drew frequency distributions from the MovieLens 100K
dataset. A histogram of similarities with the total number of
pairs of users in the training set was made, and the frequency
of the number of coitems was observed.

The histograms are shown in Figure 1. The x-axis of the
histograms indicates the number of coitem ratings, while
the y-axis indicates the frequency. The MovieLens 100K
dataset consists of 943 users and 1,682 items. Therefore, the
maximum value of the x-axis is 1,682, and the maximum
value of the y-axis is 444,153. The PCC and COS show
wrong similarity values for a few coitems. The threshold is
approximately 5 coitems or fewer. Figure 1(a) includes 411,096
items with 5 or fewer coitems, which corresponds to just
92.55% of the training results. Figure 1(b) includes 410,854
items, corresponding to just 92.50%. MovieLens 100K UA
and UB are separated by a dataset distributor. The datasets
ua.base, ua.test, ub.base, and ub.test split the original data into
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Figure 2: Experimental results using MovieLens dataset.

a training set and a test set. The test set has all items with
exactly 10 ratings per user. The number of items in the test
dataset is 9,430. The sets ua.test and ub.test are disjoint. For
this reason, Figure 1(a) may be similar to Figure 1(b). Thus,
we separated the original dataset by random sampling. A
histogram of MovieLens 100K UC generated by our research
team by random sampling is shown in Figure 2. This set
includes 395,673 items with 5 or fewer coitems, correspond-
ing to just 89.08%.

The PCC gives a similarity of 0 or 1 when the number
of coitems is 1 and 2. In addition, when the number of

coitems is 3 and 4, it has 0 or 1 as the similarity with high
probability. In other words, PCC and COS do not classify
similar points between objects with few corating items. The
existing neighbor selection method cannot select optimal
neighbors because it considers similarity independently of
the number of coitems. We have shown a critical problem
of the priority of similarity via Figure 1. To address this
problem, we propose a novel neighbor selection method.
The proposed method first considers the number of coitems.
After similarity evaluation, the traditional neighbor selection
method chooses neighbors according to similarity, whereas
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Table 1: A part of neighbor selection result of traditional method and proposed method using Cosine similarity.

Order Before After
Neighbor no. Similarity The number of coitems Neighbor no. Similarity The number of coitems

1 540 0.983 18 655 0.950 165
2 874 0.980 8 234 0.938 149
3 292 0.978 57 537 0.935 148
4 473 0.975 14 417 0.940 145
5 477 0.971 5 896 0.940 137
6 457 0.968 126 201 0.939 136
7 883 0.968 97 406 0.942 130
8 886 0.966 108 387 0.944 127
9 936 0.964 43 457 0.968 126
10 334 0.960 121 758 0.957 126
11 381 0.959 43 334 0.964 121
12 184 0.959 92 533 0.947 111

Table 2: A part of neighbor selection result of traditional method and proposed method using the Pearson correlation coefficient.

Order Before After
Neighbor no. Similarity The number of coitems Neighbor no. Similarity The number of coitems

1 381 0.575 43 655 0.195 165
2 540 0.563 18 234 0.208 149
3 886 0.493 108 537 0.209 148
4 477 0.480 5 417 0.156 145
5 566 0.462 75 896 0.343 137
6 829 0.450 25 201 0.226 136
7 334 0.440 121 406 0.278 130
8 936 0.420 43 387 0.306 127
9 483 0.419 26 457 0.392 126
10 184 0.405 92 758 0.276 126
11 457 0.392 126 334 0.440 121
12 299 0.375 106 533 0.306 111

the proposed method chooses neighbors according to the
number of coitems.

Tables 1 and 2 show a part of the neighbor selection
process of the proposed method and the traditional method
with COS and PCC. The console print format is {target
user/neighbor user/similarity between target user and neigh-
bor user/the number of coitems between target user and
neighbor user}. Because the neighbor list is different, the
rating prediction result may also be different. Since the
traditional method selects similar neighbors according to the
CF concept, which is to “consider neighbors with similar
taste,” the problem of the lack of the number of coitems
must be considered. The proposed method can address this
problem. We next show the effectiveness of our method
in an experiment. “Before” in Tables 1 and 2 indicates the
neighbor selection result of the generic method, whereas
“After” indicates the result of the proposed method. The
traditional method sorts by similarity, while the proposed
method sorts by the number of coitems.

4. Experiment and Results

We use MovieLens 100K: UA, UB, U1, U2, and U3 and
MovieLens 1M datasets. UA and UB were explained in
Section 3 and are used to verify the effectiveness of the
proposed method. The MovieLens 100K dataset consists of
rating data from 100,000 items with 943 users and 1,682
items. Each user rated at least 20 items [9]. The amount
of test data is 9,430, as calculated by 943∗10. We try to
make 9,430 predictions and then calculate the absolute error
between the real rating and the predicted rating. The sparsity
level of the dataset is 93.6%, which is calculated by 1 −
{100,000/(943∗1,682)}.

A full-rating experiment ofMovieLens 100K: UA andUB
using the traditional neighbor selection method is shown in
Figures 2(a) and 2(b). RMS shows the best performance at
0.7634. The RMS is robust to datasets with a high sparsity
level [6]. In other words, it is effective even with only a
few coitems. In comparison, PCC is known to be robust
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when there are many coitems. PCC is accurate with objects
with many coitems according to previous studies. Therefore,
the proposed method should decrease the MAE of PCC,
because it chooses neighbors with many coitems before those
with high similarity. With this approach, the MAE of the
RMS may be increased. Figures 2(a) and 2(b) show the
validating experimental results of the proposed method. We
can confirm that the MAE of the PCC is decreased and that
the MAE of the RMS is increased. This is because RMS is
already robust to having few coitems.

UA and UB are the random samplings of 10 test data
from each user, while U1, U2, and U3 are randomly sampled
from 30% of all data. All samplings of UA, UB, U1, U2,
and U3 are from the dataset provider. We have confirmed
the improvement of the performance using the proposed
method from the experimental results of U1, U2, and U3.
The efficiency of the proposed method is shown clearly
in the MAE graph of PCC in Figure 2. As a result, using
various test data for iterative prediction experiments on a
single dataset, we have confirmed the improvement of CF
prediction accuracy with the proposed method.

Furthermore, we executed an additional experiment
using the MovieLens 1M dataset, which has a sparsity level
lower than that of the MovieLens 100K dataset. Since test
data is not classified by the dataset provider for theMovieLens
1M dataset, 30% of the dataset was randomly sampled. This
dataset contains 1,000,209 anonymous ratings of approxi-
mately 3,900 movies made by 6,040 MovieLens users, who
joined MovieLens in 2000. Each user rated at least 20 items.
The amount of test data is 200,042, which are randomly
sampled from the dataset.We try tomake 200,042 predictions
and then calculate the absolute error between the real rating
and the predicted rating. The sparsity level of the dataset is
57.5%, which is calculated by 1 − {10,000,209/(3,900∗6,040)}.
As shown in Figure 2(f), with a lower sparsity level, the PCC
with low MAE has even lower performance using proposed
method. To summarize, the experiment using MovieLens
100K and 1M has proven that the proposed method can
improve the performance of prediction accuracy, regardless
of its sparsity level.

5. Conclusion

We have suggested a novel neighbor selection method for
MBCF. The proposed neighbor selection method improves
the prediction performance of the MBCF by prioritizing the
number of coitems. Our approach addresses the weakness of
the existingmethodwith a priority of similarity, which is used
to showwrong similarity by PCCandCOS. In futurework,we
will study a combination of the proposed neighbor selection
method and a priority of similarity. We expect that the future
work can improve upon the data sparsity problem with few
coitems and contribute to the improvement of performance
in many coitems. The proposed method can be applied in
various areas. The application range is the same as that
of CF-based recommender systems, including e-commerce,
location-based systems, video on demand, smart TV, and
movie clip sharing services.
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An extremity rehabilitation program was proposed based on inertial measurement units (IMU) and virtual reality. A single IMU
consists of a three-axis accelerometer, gyroscope, and geomagnetic sensors. One IMU is attached to the upper arm (master) and
another to the forearm (slave).The IMUs are connected using a distributed sensor network implementedwith interintegrated circuit
communication.Themotion-tracking algorithm running on a PC tracks the subject’s hand based on the estimated IMU orientation
and segment lengths through forward kinematics. The training contents, including various dynamic movements and static holds,
were designed to evaluate the spatiotemporal aspects of the subject’s functionality. The system was tested on a group of healthy
subjects and a group with a simulated stiff elbow, allowing the evaluations to be quantitatively differentiated. The stiff elbow was
simulated by taping the elbow to restrict the range of elbow motion. We expect the patients to be able to assess their own status
without assistance from a therapist and select appropriate training methods to increase their rehabilitation effectiveness. Future
studies will verify the availability and reliability of the upper extremity rehabilitation program for patients with a hemiplegia, leading
to the development of an upper extremity rehabilitation program for three-dimensional movements of the upper extremities.

1. Introduction

A stroke, which is a type of cerebrovascular condition, is the
third-highest cause of death in theUnited States [1]. Although
stroke patients often regain consciousness after onset, 30–
40% of patients suffer from hemiplegic complications such
as a speech disorder or dementia, impeding their ability to
live a normal life. Among the various disorders caused by
a stroke, hemiplegia is very typical, with more than 80% of
stroke patients displaying some form of hemiplegic disability
[2]. The restoration of the upper extremity functionality
is slow compared to the recovery of other functions such
as posture or gait. Furthermore, if the rehabilitation is

discontinued, patients may be unable to regain their normal
upper extremity ability [1]. This poses a problem when cost
and/or space limitations reduce the amount of rehabilitation
training that patients can receive at a hospital. After dis-
charge, patients must undertake rehabilitation at home [3].
Without the direction of a physical therapist, such patients
may be unable to determine their own status or select an
appropriate rehabilitation program.

In addition, traditional devices for upper extremity reha-
bilitation are simple and tedious to use, and patients may lose
interest in them over the long term. If a patient does not
engage in rehabilitation for the recommended time period,
the efficiency of the process may decrease. To overcome this
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limitation,many studies have focused on a variety of training,
confirming the results through a virtual reality system.
Several studies using commercial gaming devices such as
the Nintendo Wii or Microsoft’s XBOX360 Kinect sensor
have shown a clinical effect [4–6]. However, these systems
do not evaluate the patient’s functionality during training,
which is necessary for patients to conduct rehabilitation at
home on their own. Zhang et al. [7] attached an inertial
sensor to the wrist and elbow joints of different patients
and provided therapists with tools to remotely observe the
rehabilitation movements of their patients in real time. The
therapists were then able to design an appropriate exercise
program according to the training progress of their patients.
This system includes only three types of actions, that is, arm
stretching, bending, and drinking water. Similarly,Willmann
et al. [1] used a system that tracks the behavior of the
upper extremity using inertial sensors. A physical therapist
confirms the condition of the patient at a hospital directly or
indirectly based on an examination of the stored data and
then presents the next movement that the patient should
practice. However, this system does not provide a systematic
exercise method because it is dependent on the feedback of
the physical therapist.

We previously presented an upper extremity rehabili-
tation system based on commercial motion tracking and
virtual reality [8]. In the present study, we highlight the
development of a motion-tracking system based on the use
of inertial sensors and a distributed sensor network and
show the functional feasibility of the rehabilitation system.
This motion-tracking system consists of two inertial sensors
attached to the upper limb of the subject and a motion-
tracking algorithm running on a PC.The inertial sensor con-
sists of a three-axis microelectromechanical system (MEMS)
accelerometer, a gyroscope, and geomagnetic sensors. The
sensor data are transmitted wirelessly to a PC, where the
orientation and position of the subject are tracked. Virtual
reality using the OpenGL library (http://www.opengl.org/) is
implemented on the PC to provide rehabilitation movements
and assess the upper extremity functionality of the subject.
The system can be used at home without the assistance of a
therapist. To verify the functional feasibility, this system was
applied to healthy subjects and to subjects with a simulated
stiff elbow condition. The stiffness was simulated by taping
the elbow, which restricted its range of motion.

2. System Overview

The proposed system consists of a motion tracker and reha-
bilitation content (Figure 1). The motion tracker consists of
two inertial measurement units (IMU) attached to segments
of the subject’s upper limb and a motion-tracking algorithm
running on a PC.The IMUs are connected with a proprietary
distributed sensor network. One IMU collects the sensor data
of the other IMU and transmits both sensor data packets
wirelessly to the PC. The motion-tracking algorithm on the
PC receives the data packets, estimates the orientations of
the IMSs from the sensor data, and finally calculates the
segment positions of the subject along with the estimated

IMU
Data packet

handling

IMU
Orientation
estimation

Position
calculation

Rehabilitation
contents

OpenGL
graphics

Rehabilitation
evaluation

IMUs Motion-tracking
algorithm

Rehabilitation
contents

Figure 1: System overview. The two IMUs and the motion-tracking
algorithm utilize a motion tracker. The motion-tracking algorithm
and rehabilitation content are implemented on a PC.

orientation and segmental length.The rehabilitation content,
which also runs on the PC, provides the trajectory of the
upper limb using a graphic library and evaluates the subject’s
real trajectory.

Each IMU (17.8mm × 13.0mm) is composed of a
microcontrol unit (MCU), microelectromechanical system
(MEMS) inertial sensors, and a Bluetooth communication
module (Figure 2(a)). A three-axis accelerometer/magne-
tometer (LSM303DLHM, STMicroelectronics) and a three-
axis gyroscope (L3GD20, STMicroelectronics) were used
as the inertial sensors. The gyroscope was set to a full
scale of ±500∘/s and a sampling rate of 100Hz. The MCU
(STM32F103C8, STMicroelectronics) reads the sensors using
interintegrated circuit (I2C) communication.Themaster and
slave IMUswere attached to the upper arm and forearmof the
subject, respectively.The communication between themaster
and slave IMUs was conducted using a distributed sensor
network implemented based on another I2C communication.
The I2C master and slave protocols were programmed in the
master and slave IMUs, respectively. The MCU in the master
IMU reads the sensor data of the slave IMU through I2C
communication and sends the master and slave data packets
using a Bluetooth module (Parani ESD200, Sena Technology,
Korea) to the PC.

3. Motion-Tracking Algorithm

The transmitted data packet is processed using the motion-
tracking algorithm on the PC to estimate the IMU’s orienta-
tion.This orientation is expressed as a rotation matrix, S2G

𝑅,
from the global frame to the sensor frame, which is calculated
by integrating the gyroscope’s angular velocity signal, 𝜔 =

[𝜔
𝑥
𝜔
𝑦
𝜔
𝑧
]

𝑇 [9]:

Δ𝑅

S2G
𝑘

= 𝐼 +

sin𝜎
𝜎

[𝜎×] +

1 − cos𝜎
𝜎

2
[𝜎×]

2
, (1)

𝑅

S2G
𝑘+1

= 𝑅

S2G
𝑘

+ Δ𝑅

S2G
𝑘
, (2)
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Figure 2: Inertial measurement unit (IMU): (a) sensor board and its direction and the (b) slave (left) and master (right) IMUs.

where

𝜎 = 𝜔 ⋅ Δ𝑡= [𝜎
𝑥
𝜎
𝑥
𝜎
𝑥
]

𝑇

,

[𝜎×] =
[

[

0 −𝜔
𝑧
𝜔
𝑦

𝜔
𝑧

0 −𝜔
𝑥

−𝜔
𝑦
𝜔
𝑥

0

]

]

.

(3)

However, small offsets in the gyroscope signal accumulate
during the integration, which is known as a drift problem.
Drift is corrected by fusing the gravity and Earth’s magnetic
field sensed using a Kalman filter [9, 10]. In particular, the
system model for human-motion tracking is described well
in [9]. For self-completeness, the orientation estimation can
be summarized as follows (Figure 3).

The accelerometer, gyroscope, and magnetometer sensor
signals (𝑦

𝐴,𝑡
, 𝑦
𝐺,𝑡

and 𝑦
𝑀,𝑡

) 𝑦
𝐴,𝑡

are modeled as in (1):

𝑦
𝐴,𝑡
= 𝑎
𝑡
− 𝑔 + V

𝐴,𝑡
,

𝑦
𝐺,𝑡
= 𝜔
𝑡
+ 𝑏
𝑡
+ V
𝐺,𝑡
,

𝑦
𝑀,𝑡
= 𝑚
𝑡
+ 𝑑
𝑡
+ V
𝑀,𝑡
,

(4)

where 𝑎
𝑡
, 𝜔
𝑡
, and 𝑚

𝑡
are the acceleration, gyroscope offset,

and magnetic field, respectively; 𝑔, 𝑏
𝑡
, and 𝑑

𝑡
are gravity, the

gyroscope offset, andmagnetic disturbance; and V
𝐴,𝑡
, V
𝐺,𝑡
, and

V
𝑀,𝑡

represent white Gaussian measurement noises.
The acceleration and magnetic disturbance are modeled

into a Markov process model with white driving noise and a
constant of between 0 and 1, as in

𝑎
𝑡
= 𝑐
𝑎
𝑎
𝑡−1
+ 𝑤
𝑎,𝑡
,

𝑑
𝑡
= 𝑐
𝑑
𝑑
𝑡−1
+ 𝑤
𝑑,𝑡
.

(5)

In this indirect Kalman filter, the error state including the
orientation, gyroscope offset, and magnetic distortion, 𝑥

𝜖,𝑡
=

Prediction

CorrectionMeasurement

yG

yA
yM

𝜃

∫

Figure 3: Kalman filter structure. The gyroscope signal, 𝑦
𝐺
, is inte-

grated to predict the sensor orientation. The predicted orientation
is corrected with the accelerometer signal, 𝑦

𝐴
, and magnetometer

signal, 𝑦
𝑀
.

[𝜃
𝜖,𝑡
𝑏
𝜖,𝑡
𝑑
𝜖,𝑡
]

𝑇, is estimated. The error state transition matrix
is defined from the error dynamics, as in

𝐴 =
[

[

𝐼
3×3

0
3×3

−𝑇 ⋅ 𝐼
3×3

0
3×3

𝐼
3×3

𝐼
3×3

0
3×3

0
3×3

𝐼
3×3

]

]

. (6)

After the error state is estimated, it is added to the state
estimation. With an estimated orientation of 𝜃, included in
the estimated state, the acceleration and magnetic signals
in the global frame can be estimated. Since the estimated
orientation has an error, these estimated signals also have
an error. This estimated orientation is therefore corrected
by comparing the estimated and measured signals with a
measurement matrix, as in

𝐶 = [

−𝑍
𝐺
× 𝑇𝑍

𝐺
× 0

3×3

−𝐻
𝐺
× 𝑇𝐻

𝐺
× −𝑐
𝑑
𝐼
3×3

] , (7)

where 𝑍
𝐺
and 𝐻

𝐺
correspond to the vertical 𝑍 acceleration

and magnetic field in the global frame calculated by integrat-
ing the gyroscope signal, respectively.
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(a) (b)

Figure 4: Virtual-reality-based upper extremity rehabilitation program. A conceptual drawing (a) and the simplified version used in this
study (b).

The error state covariance 𝑄 and measurement covari-
ance 𝑅matrixes are calculated as in

𝑄 =
[

[

𝑇

2
𝑄V
𝐺

0
3×3

0
3×3

0
3×3

𝑄
𝑤
𝑏

0
3×3

0
3×3

0
3×3

𝑄
𝑤
𝑑

]

]

,

𝑅 = [

𝑇

2
𝑄V
𝐺

+ 𝑄V
𝐴

0
3×3

0
3×3

𝑇

2
𝑄V
𝐺

+ 𝑄V
𝑀

] ,

(8)

where 𝑄V
𝐺

, 𝑄V
𝐺

, and 𝑄V
𝐺

are the measurement covariance
matrixes of the gyroscope, accelerometer, andmagnetometer.
𝑄V
𝐺

and 𝑄V
𝐺

correspond to the covariances of the gyroscope
offset and magnetic disturbance.

With these matrixes, the indirect Kalman filter estimates
the current state from the previous state and state transition
matrix𝐴.The covariance of the estimated state error 𝑃 is also
estimated as in (9). 𝑃

𝑘+1|𝑘
indicates the covariance of the state

error estimated at time 𝑘 + 1, based on that at previous time
𝑘:

𝑃
𝑘+1|𝑘

= 𝐴
𝑘
𝑃
𝑘|𝑘
𝐴

𝑇

𝑘
+ 𝑄
𝑘
. (9)

Finally, the measurement is updated as in

V
𝑘+1

= 𝐶
𝑘+1
𝑥
𝑘+1
− 𝑧
𝑘+1
,

𝐾
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𝑘+1|𝑘

𝐶
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𝑘+1
(𝐶
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𝐶

𝑇
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𝑘+1
)

−1

,

𝑥
𝜀
𝑘+1|𝑘

= 𝐾
𝑘+1

V
𝑘+1
,

𝑃
𝑘+1|𝑘+1

= 𝐴
𝑘
𝑃
𝑘+1|𝑘+1

𝐴

𝑇

𝑘+1
+ 𝑄
𝑘+1
,

(10)

where 𝑧
𝑘+1

is a measurement consisting of acceleration and
magnetometer signals, and 𝐾

𝑘+1
corresponds to the Kalman

filter gain.
These procedures from (1) to (10) are repeated when

the sensor signals are received. They are programmed with
MATLAB scripts and converted into 𝐶 files using a codegen
tool (MATLAB7.12, Mathworks). The converted 𝐶 files are
included and compiled as a PC application, which includes
the motion-tracking algorithm and rehabilitation content.
The execution time of the orientation algorithm with a
Kalman filter was measured to be about 0.03ms on a PC
(3.0GHz dual-core Pentium with 2.0GB of RAM).

With the estimated orientations and predefined segmen-
tal lengths, the positions of the upper arm 𝑃upper and forearm
𝑃fore relative to the shoulder joint were calculated using the
forward kinematics. For the upper arm, the position was
calculated as in

𝑃upper = 𝑅
G2U

𝐿upper ,

𝑃fore = 𝑅
G2F
𝑅

G2U
𝐿 fore + 𝐿upper ,

(11)

where 𝑅G2U and 𝑅G2F are the rotations of the sensors in the
upper arm and forearm, and 𝐿upper and 𝐿 fore correspond
to the measured segmental lengths of the upper arm and
forearm, respectively.

4. Upper Extremity Rehabilitation Program

The upper extremity rehabilitation application was pro-
grammed using Visual C++ 6.0 (Figure 4).The virtual reality
platform used to express three-dimensional movement of the
upper extremity and the two-dimensional upper extremity
rehabilitation program were implemented using OpenGL.

The rehabilitation content was designed to provide both
training and evaluation at the same time. The content
included various dynamic movements and static holds and
provided them to the subject within the virtual environment
(Figure 5). The dynamic movements consisted of various
movements such as shoulder flexion, abduction, adduction,
and elevation; elbow flexion and extension; and forearm
pronation and supination. The evaluation algorithm was
derived from well-established methods including the Upper
Extremity Motion Score [11] and Fugl-Meyer Assessment
Scale [12]. The static holds were designed to maintain the
arm position for a certain period after stretching and lifting
the arms and were evaluated based on the National Institutes
of Health (NIH) Stroke Scale [13] and the European Stroke
Scale [14]. Based on these rationales, the functionality of
each subject was evaluated for its spatiotemporal aspects.The
average positional difference (𝐷pos) between the provided
training trajectory and the hand position of the patient was
calculated as 100Hz. The average time duration (𝑇out) was
also accumulated when the positional difference was larger
than a predefined threshold.
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Figure 5: Training content examples: (a) static hold, (b) linear movement, and (c) circular movement.
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Figure 6: Subject conditions: (a) normal condition and (b) stiffness simulated by taping the elbow.

5. Feasibility Test

To verify its functional feasibility, the system was applied to
five healthy subjects (26–30 years old, all male). To simulate
a stiff elbow, which is a poststroke complication, the elbow of
each healthy subject was taped to restrict its range of motion
(Figure 6).Thefigure shows the system configuration for both
the normal group and the group with a simulated stiff elbow
[15, 16].

The linear and circular movements were provided within
the virtual environment. The subjects were asked to follow
the provided trajectories as best they could. The linear
movements were provided in eight directions (Figure 5(b)),
whereas the circular movements were provided in the CW
and CCW directions (Figure 5(c)). Each movement was
repeated ten times for each subject. The values of 𝐷pos and
𝑇out were calculated and analyzed.

Figure 7 shows the hand position trajectory for both the
normal and stiff-elbow simulated groups. It was observed

that the trajectory under a simulated stiff-elbow condition
was qualitatively rougher than the trajectory under normal
conditions.

Table 1 summarizes 𝐷pos and 𝑇out for the linear and
circular movements. All 𝐷poss and 𝑇outs values were merged
over the subjects and movement types and compared using a
paired 𝑡-test for the linear and circular movements of both
groups, respectively. The values of 𝐷poss and 𝑇outs showed
significant differences between the normal and stiff-elbow
simulated groups (all 𝑃 < 0.001 for linear 𝐷pos, linear
𝑇out, circular 𝐷pos, and circular 𝑇out). This demonstrated the
functional feasibility of the proposed system for evaluating
the upper extremity function of a poststroke patient in a
quantitative manner.

6. Conclusion

In this study, an extremity rehabilitation program was pro-
posed based on the use of IMUs and a virtual-reality system.
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Figure 7: Trajectory example: (a) linear and (b) circular movements.The black line, blue rectangles, and red circles correspond to the training
trajectory provided, the tracked positions under normal conditions, and the tracked positions for the stiff-elbow simulated group, respectively.

Table 1:𝐷poss (cm) and 𝑇outs (s) for the two groups and movement
type (cm): N, normal group; S, simulated stiff elbow group.

group 𝑇out 𝐷pos

Linear
movement

Circular
movement

Linear
movement

Circular
movement

N 0.07 0.97 5.40 5.76
S 0.39 3.79 5.89 6.76

The IMUs were used to track the subject’s hand based on
its calculated orientation and segment lengths with forward
kinematics. In addition, the training content, including var-
ious dynamic movements and static holds, was designed to
evaluate the spatiotemporal aspects of the subject’s func-
tionality. To quantitatively differentiate the evaluations, the
proposed system was tested on both a group of healthy
subjects and a group of subjects with a simulated elbow
stiffness achieved by taping the elbow.

Using the upper extremity rehabilitation system devel-
oped in this study, we anticipate that patients will be able to
undergo upper extremity rehabilitation on their own without
the help of a therapist. Furthermore, a subsequent evalua-
tion of the upper extremity function can be conducted by
selecting an appropriate training program; this will increase
the effectiveness of their rehabilitation. In future studies,
the validity and reliability of upper extremity rehabilitation
programswill be assessed for patients with a poststroke upper
extremity hemiplegia. Three-dimensional upper extremity
rehabilitation programs will be developed to ensure more
accurate rehabilitation training for various upper extremity
movements as displayed three dimensionally.
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Wireless body area networks become a new research issue in recent years. In this paper, we propose hibernation and distance
estimation schemes for wireless USB (WUSB) over wireless body area networks (WBAN) hierarchical protocol for body sensor
networks (BSNs). The proposed middleware platform is composed of hibernation and optimal short distance estimation solution.
Firstly, this paper provides WUSB private channel allocation scheme at the m-periodic allocation hibernation of a WBAN
superframe. Secondly, three typical location estimation schemes of time difference of arrival (TDoA), frequency difference of arrival
(FDoA), and angle of arrival (AoA) are analyzed through comparison of experiment results to propose optimal short distance
estimation solution which is executed at each body sensor node on the basis of WUSB over WBAN protocol. And the WBAN host
interprets status and motion of the body-sensor objects. The hybrid TDoA/FDoA/AoA algorithm based on UWB ranging shows
best performances among the other hybrid schemes for wireless BSNs.

1. Introduction

Development in wireless communication and the minia-
turization of computing devices, such as wearable and
implantable sensors, enable next-generation communication
known as body sensor networks (BSNs). Each BSN comprises
several intelligent sensor nodes that should have a commu-
nication range of 3m and dynamic data rates from 10 kbps
to 10Mbps according to application requirements [1]. Each
sensor node monitors a human’s biometric or surrounding
environment information and forwards it to a hub. Using this
information, several applications can derive benefits from the
BSN. IEEE 802.15 Task Group 6 (IEEE 802.15.6) has recently
presented a draft dealing with BSNs [1–3].

BSNs comprise various types of miniature sensors, wear-
able or even implantable [1]. The obtained measurements
are communicated either via a wireless or a wired link
to a central node, for example, a personal digital assistant
(PDA) or a microcontroller board, which may then in turn
display the according information on a user interface or
transmit the aggregated vital signs to amedical center. A body

medical system may encompass a wide variety of compo-
nents: sensors, wearable materials, smart textiles, actuators,
power supplies, wireless communication modules and links,
control and processing units, interface for the user, software,
and advanced algorithms for data extracting and decision
making.

The wireless body area network (WBAN) is a promising
technology that can revolutionize next-generation healthcare
applications. The IEEE 802.15.6 WBAN standard is used in
or around a body [2, 3]. WiMedia Alliance has completed
the specification of WiMedia D-MAC (distributed-MAC),
and this enables various applications, such as wireless USB
(WUSB) [4], wireless 1394, wireless IP, and operate on
WiMedia D-MAC.WUSB can be applied to wireless personal
area networks (WPAN) applications as well as wired USB
applications such as PAN. BecauseWUSB specifications have
defined high-speed connections between a WUSB host and
WUSB devices for compatibility with USB 2.0 specifications,
the wired USB applications are serviced directly [5].

As in all distributed systems, time synchronization is very
important in a sensor network since the design of many
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protocols and implementation of applications require precise
timing information [6, 7]. Reliabilities for the technologies
of position detection mean the measurement errors in the
position detection. Presently, there are many different tech-
nologies used in position detection. But as signal receiver
operating in different locations are used to detect precise
positions of objects located at long distances, it is hard
to know when user’s terminal devices send signals [8]. In
this case, the technology using the time of arrival (ToA)
is impossibly unreliable, and the time difference of arrival
(TDoA) technology is the more suitable [8, 9]. If a TDoA-
based electric surveillance system fails to achieve precise
time synchronization between devices for separation distance
operation, it is impossible to obtain correct TDoA values
from signals sent by signal receiver, and such a failure to
obtaining the correct values directly affects location estima-
tion error.

In [6], a middleware platform built on WUSB over
WBAN hierarchical protocol for wearable health-monitoring
systems (WHMS) is proposed. The proposed middleware
platform is composed of the new hierarchical MAC, time
synchronization, and a localization solution. The presented
localization solution in [6] is a trilateration method. But this
method is a basic technique in the research area of distance
estimations. Furthermore, the proposed WUSB over WBAN
MAC included the only beacon signaling and resource
allocation schemes.

Therefore, in this paper, we propose a hibernatingWUSB
over WBAN MAC and an enhanced distance estimation
scheme for body sensor networks. The proposed middleware
platform is composed of hibernation and optimal short
distance estimation solution. Firstly, this paper provides
WUSB private channel allocation scheme at the m-periodic
allocation hibernation of a WBAN superframe. Secondly,
three typical location estimation schemes of TDoA, fre-
quency difference of arrival (FDoA) and angle of arrival
(AoA) are analyzed through comparison of experiment
results to propose optimal short distance estimation solution
which is executed at each body sensor node on the basis of
WUSB overWBANprotocol. And theWBANhost interprets
status and motion of the body-sensor objects. The hybrid
TDoA/FDoA/AoA algorithm based on UWB ranging shows
best performances among the other hybrid schemes for
wireless BSNs.

2. Indoor Localization Related Works

Wireless sensor networks consist of distributed nodes
with restricted computation, communications, and power
resources. The applications of wireless sensor networks
include military surveillance, environmental observation,
surgical operations, and tracking patients and doctors in a
hospital. A large number of wireless sensor network applica-
tions assume the availability of sensor location information.
This is especially true in wireless sensor networks; it is
essential to be able to identify the location of various objects.

The most well-known localization system is the global
positioning system (GPS) [10]. This system uses 24 satellites

to enable three-dimensional positioning services. However,
the GPS is insufficient for indoor localization systems,
because it is difficult for satellite signals to penetrate buildings
and provide highly precise location information. Further-
more, nodes equipped with GPS are not generally accepted
in wireless sensor networks, due to unattractive scale and cost
and power consumption attributes.

Recently, location systems based on radio signals have
been introduced. Some utilize visibility or signal strength
measurements of wireless LAN access points [11], while
others rely on specialized tags and infrastructure to perform
radio signal time-of-flight measurements [12]. Both types of
systems have typical accuracies of three meters or more.

In contrast, fine-grained location systems are capable
of supplying positioning information with centimeter-level
accuracy, which can be used to enhance existing applications
as well as enable new applications. A number of fine-grained
location-aware applications exist for workplace, home, and
public spaces. Ultrasonic location systems have proven to
be a relatively simple, effective solution for fine-grained
indoor positioning. The Active Bat [13] system is a cell-
based localization system in which objects are each attached
with tags. Cricket [14] is a system that can provide location-
dependent applications using both RF and ultrasonic signals.

The Active Bat consists of a collection of wireless trans-
mitters, a matrix of receiver elements, and a central RF base
station. The Bat refers to wireless transmitters that can be
carried by tagged objects. This system measures the time of
flight of the ultrasonic pulses emitted from a bat to receivers
installed in known and fixed positions. It uses the time
difference of the arriving signal from each bat for localization.
The RF base station controls the bats by means of broadcast
messages. When receiving the messages, a bat transmits an
ultrasonic pulse. A receiver that receives the RF signal from
the base stations determines the time interval of the RF signal
and ultrasonic pulse. However, the Active Bat suffers from
the privacy problem because the location of objects cannot
be determined by the Bat carried by the user. That is, an
infrastructure consisting of receivers and central RF base
station monitors the location of user. In addition, receivers
should always be activated in determining the location of a
user, and thus the Active Bat consumes excess energy.

In the case of the Cricket, in order to resolve the privacy
problem, it does not rely on centralized management or
control and does not have explicit coordination. In order to
obtain location information, a listener is attached to every
object. Similar to the Active Bat, the Cricket uses a combi-
nation of RF and ultrasonic signals for measuring distance.
Cricket uses the time difference of arrival (TDoA) using both
RF and ultrasonic signals. A beacon transmits an RF signal
and an ultrasonic pulse simultaneously. When the listener
receives the RF signal, the ultrasonic sensor of the listener is
turned on and waits for the ultrasonic signal.When receiving
the ultrasonic pulse from a beacon, the listener measures
the time interval between RF and ultrasonic signals. Cricket
consumes excess energy in determining the location of the
object. This is because the RF signal transmission always
accompanies the ultrasonic signal during transmission, and
all beacons consume energy when attempting to transmit
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Figure 1: A WBAN beacon frame format.

RF and ultrasonic signals, although few are necessary in
determining the location of the receiver.

While Cricket system used ultrasound ceramic trans-
ducers for the transmitter and the receiver, location systems
based on piezofilm transducers have been proposed in order
to some inconveniences [15]. Piezofilm transducers present
wider radiation diagrams than ceramic transducers, which in
principle would provide better coverage of the room to be
located. However, the maximum acoustic power that can be
radiated by a piezofilm transducer is significantly lower than
that radiated by a ceramic transducer. Also, the sensitivity
of piezofilm transducers is significantly lower. This reduces
the maximum distance between transmitter and receiver
when using piezofilm transducers. The ATLINTIDA indoor
ultrasound location system is proposed in [16]. By using
ceramic transducers and spread spectrum techniques, this
system tried to improve robustness in location. However,
the updating period of ATLINTIDA is affected by a longer
duration in the transmission, due to the use of a longer signal
to be transmitted.

In these indoor localization systems interest is focused on
using both RF and ultrasonic signals. These systems provide
various advantages. Firstly, they can be easily implemented
at low cost using wireless sensor networks. Secondly, their
location measurement error is relatively low, compared to
indoor localization systems only using the RF signal. How-
ever, in order to deploy such localization systems in large
indoor environments, many more beacons (the associated
functionality is very similar to that of GPS satellites) are
required, compared to indoor localization systems only using
RF signals. It is expected that this major disadvantage of
indoor localization systems using both RF and ultrasonic
signal can be overcome, since wireless sensor networks will
be deployed in most intelligent buildings in the near future
and the cost of sensor nodes consisting of wireless sensor
networks ismuch lower than that of IEEE 802.11 wireless LAN
or UWB nodes.

In [6], a middleware platform built on WUSB over
WBAN hierarchical protocol for wearable health-monitoring
systems (WHMS) is proposed. The proposed middleware
platform is composed of the new hierarchical MAC, time
synchronization, and a localization solution. The presented
localization solution in [6] is a trilateration method. But this
method is a basic technique in the research area of distance
estimations. Furthermore, the proposed WUSB over WBAN

MAC included the only beacon signaling and resource
allocation schemes.

3. Hibernation Middleware of WUSB over
WBAN Architecture

From the standards of WUSB, WBAN, WiMedia D-MAC
[4, 5], and the proposed WUSB over WBAN hierarchical
protocol [6], we propose a hibernationmiddleware ofWUSB
over WBAN architecture for BSNs. In the WBAN beacon
frame of Figure 1, the sender address field is set to the IEEE
MAC address of theWBAN hub sending the current beacon.
The beacon period length field is set to the length of the
current beacon period (superframe) in units of allocation
slots. It is set to 0 to encode a value of 256 allocation slots.
The allocation slot Length field is set to L. The random access
phase 1 (RAP1) and RAP2 start fields are set to the number
of the allocation slot that starts RAP1 and RAP2, respectively.
RAP1 and RAP2 Length fields are set to the length of RAP1
and RAP2, in units of allocation slots, respectively. The bea-
con shifting sequence, channel hopping state, next channel
hop and inactive duration fields are used for interference
avoidance in WBAN wireless channel environment [3].

The IEEE 802.15.6 WBAN MAC systems have several
MAC capability options. Figure 2 shows current WBAN
MAC capability format standard. We denote theWUSB slave
device which also performs the WBAN slave device function
as WUSB/WBAN slave device. The WUSB/WBAN slave
devices keep their active mode during an entire superframe if
the always active field is set to one in the received beacon in
that superframe. Otherwise, if the always active field is set to
zero, theWUSB/WBAN slave devices keep their active mode
during only the beacon period and other allocated periods for
that superframe. This operation is called as the hibernation.

The duty cycle and length of the hibernation in the
IEEE 802.15.6 WBAN systems can be varied according to
the WBAN system requirements. If a WUSB/WBAN slave
device wants to sleep during several superframes, it sets
the wakeup period field in the connection request control
frame and sends the connection request control frame to the
WUSB/WBAN host as in Figure 3. If the value of wakeup
period field is equal tom, it means that the slave device sleeps
duringm-1 superframes and turns into activemode at themth
superframe.Thewakeupphase field in the connection request
control frame indicates the sequence number of superframes
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where the device turns into active mode. After receiving the
connection request control frames fromWUSB/WBAN slave
devices, the WUSB/WBAN host has to store information
of wakeup period and wakeup phase fields. But, values of
wakeup period and wakeup phase fields in the connection
assignment control frame which the WUSB/WBAN host
sends to devices do not need to be the same with those in
the connection request control frames.That is, this operation
means that theWUSB/WBANhost can control the duty cycle
and length of the hibernation according to the status of IEEE
802.15.6 WBAN networks.

If the wakeup period field in the connection assignment
control frame which the WUSB/WBAN host sends is set
to a nonzero value, it means that the host assigns the m-
periodic allocation to its slave devices. Otherwise, thewakeup
period field in the connection assignment control frame is
set to one; it means that the host assigns the 1-periodic
allocation to make slave devices alive at every superframe.
At the m-periodic allocation, WUSB/WBAN slave devices
receive and transmit frames after m-1 superframes. Through
the hibernation technique, the WUSB over WBAN hierar-
chical network turns into active mode during only prede-
termined superframes. At the case of m-periodic allocation,
the WUSB/WBAN hierarchical network only stays in the
active status during T/m time for entire 𝑇 time. Therefore,
the hierarchical network saves power consumption during
(T−T/m) time for entire 𝑇 time. Except the RAP1 period,
length of the other periods can be set to zero. By using this
feature, the WBAN host which also performs the function of
WUSB host allocates theWUSB private channels at the RAP2
period.

Figures 4 and 5 show WUSB private channel allocation
scheme at them-periodic allocation hibernation of a WBAN

superframe. At the m-periodic allocation hibernation, there
are m-1 inactive superframes. In this method, the WUSB
private channels are allocated during the inactive periods to
improve channel utilization.

4. Hybrid Short Distance Estimation for BSNs

Time of arrival (ToA) uses the travel time from the trans-
mitter to the receiver or time of flight (ToF) to measure
the distance between the two. In order to properly localize
with ToA, there must be at least three sensors. When the
distances from three different sensors are known, the location
can be found at the intersection of the three circles created
around each sensor with the radius being the distance calcu-
lated. Imperfect measurements create a region of uncertainty
between each of the sensors in which the transmitter might
be contained, as shown in Figure 6(a) [17].

Since ToA relies on the difference between the time of
arrival and time of departure, all receivers and transmitters
must be synchronized, so there is no error in the difference
due to clock offsets.Thismayprove to be a problem, especially
considering the high speed at which the signals travel. Also,
as with any time sensitive systems, there is also the possibility
of significant hardware delays that must be accounted for to
calculate the correct distances.

The distance from the mobile target to the measuring
unit is directly proportional to the propagation time. In
order to enable 2D positioning, ToA measurements must be
made with respect to signals from at least three reference
points, as shown in Figure 6(a). For ToA-based systems, the
one-way propagation time is measured, and the distance
between measuring unit and signal transmitter is calculated.
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In general, direct ToA results in two problems. First, all
transmitters and receivers in the system have to be precisely
synchronized. Second, a timestamp must be labeled in the
transmitting signal in order for the measuring unit to discern
the distance the signal has traveled.

Time difference of arrival (TDoA), shown in Figure 6(b),
uses multilateration or hyperbolic positioning to locate the
intruder [8, 9]. It is very similar to ToA in that it uses the
travel time from the transmitter to the receiver in order to
measure distances. Instead of using the travel time from each
receiver to find the distance between the transmitter and
receiver, the difference in travel times from each sensor is
used to find the distance between each sensor. This method
leads several hyperbolas meet at a point indicating location
of the transmitter. Similar to ToA or any other time-based
methods, synchronicity must exist in order for different time

measurements to be accurate. However, since TDoA does not
use the distance between the transmitter and the receiver,
the transmitter is not required to be in sync with the sensor.
Synchronicity is only required between all sensors since the
calculation is based on their time/distance difference [17].

The idea of TDOA is to determine the relative position
of the mobile transmitter by examining the difference in
time at which the signal arrives at multiple measuring units
rather than the absolute arrival time of TOA. For each TDOA
measurement, the transmitter must lie on a hyperboloid
with a constant range difference between the two measuring
units. A 2D target location can be estimated from the two
intersections of two or more TDOAmeasurements, as shown
in Figure 6(b). Two hyperbolas are formed from TDOA
measurements at three fixed measuring units (R1, R2, and
R3) to provide an intersection point, which locates the target
beacon [17].

Frequency difference of arrival (FDoA), shown in
Figure 7(a), estimates the location of a target by measuring
variation of received frequency which is caused by variation
of the relative moving speed between the target device and its
correspondent receiver. If the relative moving speed between
the target device and its correspondent receiver is equal to
zero, the TDoA localization scheme can be used. However, if
the target device moves or its correspondent receiver moves,
the FDoA localization scheme is more pertinent because
the location of a target and its moving speed are obtained
through the FDoA localization process. By using the location
information at multiple time points through the TDoA
localization process, the moving speed of a target device
can be obtained. However, the FDoA localization process
computes the moving speed of a target device at one time
faster than TDoA.

In angle of arrival (AOA) scheme, the location of the
desired target can be found by the intersection of several pairs
of angle direction lines, each formed by the circular radius
from a base station or a beacon station to the mobile target.
As shown in Figure 7(b), AOA methods may use at least two
known reference points (A, B) and two measured angles 𝜃1,
𝜃2 to derive the 2-D location of the target 𝑃. Estimation of
AOA, commonly referred to as direction finding (DF), can
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be accomplished either with directional antennae or with an
array of antennae [17].

The advantages of AOA are that a position estimate may
be determined with as few as three measuring units for
3D positioning or two measuring units for 2D positioning
and that no time synchronization between measuring units
is required. The disadvantages include relatively large and
complex hardware requirement and location estimate degra-
dation as themobile target moves farther from themeasuring
units. For accurate positioning, the angle measurements
need to be accurate, but the high accuracy measurements in
wireless networksmay be limited by shadowing, bymultipath
reflections arriving from misleading directions, or by the
directivity of the measuring aperture. Some literatures also
call AOA as direction of arrival (DOA) [17].

In this paper, three typical location estimation schemes
of TDoA, FDoA, and AoA are analyzed through comparison
of experiment results to propose optimal short ranging
solution. The optimal short ranging solution is executed at
each body sensor node on the basis of WUSB over WBAN
protocol. And the WBAN host interprets status and motion
of the body-sensor objects. Figure 8 explains procedures for
WUSB private channel reservation, time synchronization,

and ranging in WUSB over WBAN protocol. In Figure 10, an
RMmeans rangingmeasurementmessage. An RMRQmeans
rangingmeasurement requestmessage. And anRMRdenotes
ranging measurement response message.

5. Test-Bed Implementation

We have built a WUSB over WBAN test bed for the BSN
workspace shown in Figure 9. In this paper, three typical
location estimation schemes of TDoA, FDoA, and AoA are
analyzed through comparison of experiment results to pro-
pose optimal short ranging solution. Each ranging solution
is executed at each body sensor node on the basis of WUSB
over WBAN protocol. TheWBAN host uses time, frequency,
and angle differences of each localization technique between
the arrivals of the signals and estimates its distance from each
WUSB/WBAN bio-sensor device. The estimated distances
are passed to the context-aware BSN server, which computes
the location of the WBAN biosensor device using the dis-
tances. BSN application service is requested by providing the
WUSB/WBAN host with the user’s location information.

Figure 9 presents the test bed used to perform loca-
tion measurement experiments for performance evaluation.



International Journal of Distributed Sensor Networks 7

IEEE
802.15.6

IEEE
802.15.6 WUSB WiMedia

MAC
WiMedia

MAC WUSB

WUSB and WBAN host WUSB deviceWBAN device

GetStatus(MAS availability)

GetStatus(MAS availability)

Accumulate channel
information from
neighbor’s beacon

Select available
MASs from MAS
availability info

WUSB connection
request

WUSB connection
assignment

Beacon frame
Beacon frame

Beacon frame

SetWUSBData(DRP info)

SetFeature(TXDRP IE)

DRP reservation complete

Superframe rescheduling comp.
WBAN and WUSB coexistence success

InitSync frame
SyncPulse frame
SyncAck frame

Synchronization complete

Send RMRQ

Send RMRQ
IMM-ACK to RMRQ

IMM-ACK to RMRQ

Send RMR
IMM-ACK to RMR

Ranging complete

...
Send RM

IMM-ACK to RM

Set “private period
allocation = 1”

Set
“RAP2 length”

Receive DRP IE
information

Figure 8: Procedures for WUSB private channel reservation, time synchronization, and ranging in WUSB over WBAN protocol.

(a) (b)

Figure 9: Test bed for location measurement.

The test bed consists of 6 zones having 12 sensor nodes. The
area of a zone is 50 cm by 50 cm, and all zones have the
same area size. A zone is further divided into 25 grids, having
area of 10 cm by 10 cm. At corners of each zone, sensors are
attached to the top of plastic bars having 1m height (black

boxes in Figure 9). In addition, there is a receiver attached to
a radio control car in the test bed.

Figure 10 presents the hardware components of the sys-
tem such as main module, sensor module, and I/O interface
module. The WUSB/WBAN host has a main module. The
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Figure 10: Sensor nodes: (a) main module, (b) sensor module, (c) localization sink: I/O interface module attached to main module.
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WUSB/WBAN bio-sensor has a sensor module. And a
localization sink is composed of a main module and an
interface module. An Atmel ATmega128L MCU with 128 KB
program memory and Chipcon CC2420 RF transceiver for
the main module is used. Two 1.5 Volts AA batteries are used
to supply power to the main module and the sensor module.
The localization sink is connected to the BSN host computer
or PDA using the USB or RS-232C interface.

Although our miniaturized test bed is hard to be applied
directly in a body area environment, we constructed it for the
sake of convenient performance evaluation. Therefore, if the
height of a WUSB/WBAN sensor node is 2.5m, the possible
size of grid unit area is about 2m by 2m. In experiment with a
WUSB/WBAN sensor node positioned at the height of 2.5m,

we checked that the maximum possible size of unit area is
2.5m by 2.5m.

In Figure 11, we have shown the hardware structure of
the applied time-synchronization system [18]. As is known
from Figure 11, the proposed time-synchronization system is
formed as a clock formation class (including theGPS receiver,
CPU, FPGA, RF Frontend, DAC, ADC, and Ethernet).

The wireless data link uses the software defined radio
(SDR). The reason for applying an RF transceiver of the
SDR is because it is difficult for the RF transceiver to
control the timing in the hardware and difficult to avoid
the occurring delay change [18]. When using the SDR-based
RF transceiver, the performing of time stamping is possible,
and it can minimize the delay change in the two-way data
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Table 1: WBANmedical service traffic parameters.

Service Service
data rate

Setup
time

EEG 86.4 kbps <3 s
ECG 3 kbps/ch <30 s
Vital monitor <10 kbps <30 s
SpO2 <32 kbps <30 s
Hearing aid (communication) 10 kbps <1 s
Hearing aid (medium fidelity) 256 kbps <3 s
Glucose/brain liquid/drug delivery capsule <1 kbps <3 s
Endoscope capsule 1Mbps <3 s
Brain-computer interface 2Mbps <1 s
Pacemaker/ICD/actuator/insulin pump 10 kbps <3 s

Table 2: WBAN nonmedical service traffic parameters.

Service Service data rate Setup time
Video streaming 10∼20Mbps <1 s
3D video 100Mbps <1 s
Voice comm. 256 kbps <3 s
Sound track 5Mbps <3 s
File transfer 10Mbps <3 s
Gaming applications 200 kbps∼2Mbps <1 s

link. The wireless modem performed in the FPGA and in
the part that is not is processed in the high-speed CPU (or
DSP) as software; while the time synchronization system
supports the Ethernet outside of the wireless data link and
makes the time synchronization possible, using the IEEE1588
PTP protocol. In terms of convenience, the CPU used the
TI DSP processor which has a high-speed DSP core and an
ARMRISC core.TheTIDSP processormakes the high-speed
signal processing easier, and it provides TCP/IP protocol
stack support [18].

6. Results and Discussion

Performance of the proposed BSN scheme is evaluated
throughNS2 simulationswithWBANPHY/MAC simulation
parameters and the applied hardware implementation [19–
24]. In the simulation and hardware implementation, the
network size is 2.5m∗2.5m. One WUSB/WBAN host and
four WUSB/WBAN bio-sensor nodes with CCA function
turned on are deployed into the workspace area. WBAN
frame size is fixed to 4095 bytes. And WBAN PHY and
hibernating MAC parameters used in this experiment are
shown in Algorithms 1 and 2 . For BSN evaluations, WBAN
medical and nonmedical service traffic parameters in Tables 1
and 2 are applied in this experiment.

In the simulation for Figure 12, there are four WBAN
data streams between WUSB/WBAN host and its WBAN
slave devices in a WBAN cluster. In that situation, each
WUSB device enters into that cluster and associates with the
WUSB/WBAN host, one by one, to communicate. When a
request for WUSB data transmissions occurs at the WUSB
host or WUSB slave devices in the WUSB/WBAN cluster,

1 10
0

400

800

1200

1600

2000

En
er

gy
 co

ns
um

pt
io

n 
pe

r d
ev

ic
e (

m
J)

Service rate (Mbps)

WUSB over WBAN MAC
Time-sync MAC
Hibernation MAC

Medical
service

(endoscope
capsule)

Medical
service
(brain-

computer
interface)

Medical service (hearing aid)/
nonmedical service (video comm.)

Nonmedical service
(gaming applications)

Nonmedical
service

(sound track)

Nonmedical
service
(video
streaming)

Figure 12: Energy consumption of WUSB/WBAN hibernation
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the WBAN host which also performs the function of WUSB
host allocates the RAP2 period for WUSB private channels.
As the number of WUSB slave devices increases, the WUSB
transactions also increase. Then, the allocated RAP2 periods
to WUSB channels become longer. As a result, the data
transmission period available to non-WUSB WBAN traffic
becomes shorter. Therefore, this phenomenon leads non-
WUSB WBAN devices to have longer scheduling delay and
consume more energy. In this simulation, the wakeup period
is set to four in them-periodic hibernation scheme. And the
consumed energy does not change up to five WUSB devices
so that the energy consumption per device decreases than the
normal WUSB over WBAN MAC and that with time-sync
middleware for both medical and non-medical services. This
result is caused by the mechanism that the WUSB/WBAN
host allocates the inactive periods forWUSB private channels
by setting the beacon’s RAP2 length field to the length of
inactive periods while the other non-WUSB WBAN devices
enter into sleep mode during four superframes repetitively.

To test performances of our body-area positioning sys-
tem, firstly, each localization scheme of TDoA, FDoA, and
AoA schemes is simulated with the UWB ranging function
in Figure 13. By using the location information at multiple
time points, TDoA shows the lowest location error among
other schemes. Secondly, combined schemes of the rep-
resentative TDoA/FDoA and proposed TDoA/FDoA/AoA
combined schemes are simulated to reduce largely location
errors in the test of Figure 13. From the result in Figure 14,
the combined TDoA/FDoA/AoA scheme based on UWB
ranging shows location errors about 10mm smaller than
typical TDoA/FDoA scheme for short body-area positioning
systems.

Finally, to reduce location errors in the test of Figure 14,
the combinational schemes in Figure 14 are resimulated with
the test bed combined with a fast signal processing hardware.
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RX MODES

# Name, dataRate(kbps), modulationType, bitsPerSymbol, bandwidth(MHz),

noiseBandwidth(MHz), noiseFloor(dBm), sensitivity(dBm), powerConsumed(mW)

high, 1024, DIFFQPSK, 2, 20, 1000, −104, −87, 3.1

low, 512, DIFFBPSK, 1, 20, 1000, −104, −91, 3.1

IDEAL, 1024, IDEAL, 2, 20, 1000, −104, −87, 3.1

TX LEVELS

Tx dBm −10 −12 −15 −20 −25

Tx mW 3.0 2.96 2.93 2.9 2.9

DELAY TRANSITION MATRIX

# State switching times (time to switch from column state to row state, in msec)

# RX TX SLEEP

RX - 0.02 0.194

TX 0.02 - 0.194

SLEEP 0.05 0.05 -

POWER TRANSITION MATRIX

# RX TX SLEEP

RX - 3.0 3.0

TX 3.0 - 3.0

SLEEP 1.5 1.5 -

SLEEP LEVELS

idle 0.05, -, -, -, -

Algorithm 1: Applied WBAN PHY parameters in this experiment.

/∗We will try to connect to this BAN if our scheduled access length
∗ is NOT set to unconnected (−1). If it is set to 0, it means we are
∗ establishing a sleeping pattern and waking up only to hear beacons
∗ and are only able to transmit in RAP periods.
∗/
if (scheduledAccessLength >= 0) {

// we are unconnected, and we need to connect to obtain scheduled access
// we will create and send a connection request
BaselineConnectionRequestPacket ∗connectionRequest = new BaselineConnectionRequestPacket("BaselineBAN connection
request packet",MAC LAYER PACKET);

// This block takes care of general header fields
setHeaderFields(connectionRequest,I ACK POLICY,MANAGEMENT,CONNECTION REQUEST);
// while setHeaderFields should take care of the HID field, we are currently unconnected.- beaconTxTime - GUARD TIME
// We want to keep this state, yet send the request to the right hub.
connectionRequest->setHID(BaselineBANBeacon->getHID());

// This block takes care of connection request specific fields
connectionRequest->setRecipientAddress(BaselineBANBeacon->getSenderAddress());
connectionRequest->setSenderAddress(SELF MAC ADDRESS);
// in this implementation our schedule always starts from the next beacon
connectionRequest->setNextWakeup(BaselineBANBeacon->getSequenceNumber() + 1);
connectionRequest->setWakeupInterval(scheduledAccessPeriod);
//uplink request is simplified in this implementation to only ask for a number of slots needed
connectionRequest->setUplinkRequest(scheduledAccessLength);
connectionRequest->setByteLength(BASELINEBAN CONNECTION REQUEST SIZE);

// Management packets go in their own buffer, and handled by attemptTX() with priority
MgmtBuffer.push(connectionRequest);
trace() <<" (unconnected): created connection request";
}

Algorithm 2: Applied WBANMAC sleep period parameters in this experiment.
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Figure 13: Location errors of each separate localization scheme
according to real distance.
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Figure 14: Location errors of each combined localization scheme
according to real distance.

WBAN bio-sensor nodes use the 32.768 kHz real time clock,
and the frequency tolerance is set to ±20 ppm.We performed
measurements on the BSN test bed. A WBAN bio-sensor
node acts as the reference node. Another WUSB/WBAN
host node acts as the sink node which is connected to BSN
server and gathers information about the other WBAN bio-
sensor nodes’ synchronization error values.Wemeasured the
synchronization errors between the reference WBAN bio-
sensor node and the other WBAN bio-sensor nodes.

In the test bed, distances between WBAN bio-sensor
nodes and WUSB/WBAN host node are obtained in an
asynchronous mode. All WBAN bio-sensor nodes use a 16-
bit timer, and the location of a WBAN bio-sensor node is
computed at 10Hz. For a fixed position of theWUSB/WBAN
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Figure 15: Location errors of each combined localization scheme
with HW test bed.

host, the distance from aWBANbio-sensor node ismeasured
by hand. Then, the distance is estimated in the test bed. In
this result of Figure 15, it shows that a fast signal processing
hardware must be combined in addition to the optimal rang-
ing algorithm for more precise location change estimation to
fully support real-time applications.

7. Conclusion

In this paper, we proposed hibernating and short distance
estimation middleware for WUSB over WBAN hierarchical
protocol for BSNs. The proposed middleware platform was
composed of hibernation and optimal short distance estima-
tion solutions. Three typical location estimation schemes of
TDoA, FDoA, and AoA were analyzed through comparison
of experiment results to propose optimal short distance
estimation solution. Our test results proved that the hybrid
TDoA/FDoA/AoA algorithm based on UWB ranging shows
best performances for wireless BSNs. However, for more
precise location change estimation to fully support real-
time applications, a fast signal processing hardware must
be combined in addition to the optimal distance estimation
algorithm. Further, many applications may benefit from
accurate location-awareness built on the precise time syn-
chronization. To fulfill such needs, the overall performances
should be continuously upgraded.
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We consider a hybrid two-tiered sensor network consisting of regular resource-limited sensor nodes and powerful master nodes
with abundant resources. In the architecture, master nodes take charge of storing data collected by sensor nodes and processing
queries from the base station. Due to the important role of master nodes, they might easily become the target for the adversary
to compromise in an untrusted or hostile circumstance. A compromised master node may leak sensitive data in its storage
to the adversary, which breaches the data privacy. This paper proposes EMQP, a novel and energy-efficient privacy-preserving
MAX/MIN query protocol which is capable of preventing adversaries from obtaining sensitive data collected by sensor nodes. To
preserve privacy, the 0-1 encoding verification, keyed-hash message authentication coding, and symmetric encryption are applied
to achieve the secret comparison of data items without knowing their real values. On the basis of secret comparison mechanism,
the data submission and query processing protocols are proposed to describe the details of EMQP. And the analyses on privacy
protection and energy consumption are also given. Moreover, a hash-based optimization method is presented to save more energy
of the resource-limited sensor nodes. The simulation result shows that EMQP is more efficient than the current work in energy
consumption.

1. Introduction

Wireless sensor networks (WSNs) have been widely used in
a variety of important areas, such as environment sensing,
battlefield monitoring, and volcanic eruption predication. In
this paper, we consider a two-tiered wireless sensor network
(two-tieredWSNs) [1, 2] as shown in Figure 1, which consists
of a large number of sensor nodes at the lower tier and
relatively fewer master nodes at the upper tier. Sensor nodes
are resource limited (computation, storage, energy, etc.) and
take charge of collecting data and periodically submitting
it to a nearby master node for storage, while master nodes
have rich resources, and answer for the ad hoc data queries
from the base station which are issued via an on-demand
wireless (e.g., satellite) link. It is necessary to maintain such
in-network data storage and query processing in remote and

tough environments, where it is infeasible or difficult to keep
connection between the sensor networks and the base station
with the high-speed and always-on manner. The two-tiered
architecture is also known to be indispensable for increasing
network capacity and scalability, reducing system complexity,
and prolonging network lifetime.

As master nodes are responsible for data storage and
query answering in networks, they are much more attractive
and vulnerable to adversaries in a hostile environment. Once
a master node is compromised, serious threats could be
brought out. For example, adversaries could use compro-
mised master nodes to steal information about patients in
a human health monitoring sensor network, leading to the
privacy breach of patients. It is a challenge for master nodes
to process queries in such an environment with privacy, since
they have to gain information about the collected data items
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Figure 1: A two-tiered sensor network architecture.

for query result computing, which is conflictive with the
privacy preserving objective.

Data query is an important operation for events monitor-
ing or data analysis in sensors networks. Recently, privacy-
preserving range query [3–8] and data aggregation [9–
12] have been well addressed, however, research efforts on
MAX/MIN query are limited, which is to query the maxi-
mum or minimum value in an interested area. In this paper,
we focus on the MAX/MIN queries, which are important in
many applications. For example, theMAX/MIN query can be
applied to monitor the forest fires according to the maximum
temperature acquiring.

To the best of our knowledge, only [13] proposed a pre-
liminary solution to privacy-preserving MAX/MIN query in
two-tieredWSNs, but it is still with the problem of inefficient
energy consumption.This paper proposes an energy-efficient
privacy-preservingMAX/MIN query processing (EMQP) for
two-tiered WSNs. The basic idea is that sensor nodes first
encode their collected data and send them to their nearby
master nodes for storage, for the convenience that the master
nodes can correctly processMAX/MIN queries over encoded
data without knowing their real values. An adversary cannot
steal any data items or query results in themaster nodes, even
when they were compromised. The main contribution of our
work is that we introduce 0-1 encoding verification scheme
to achieve the secret comparison between the collected data
items, without knowing their real values. Based on that
method, we propose a novel privacy-preserving MAX/MIN
query protocol. To reduce the energy consumption of sensor
nodes, we also give a hash-based optimizationmethod, which
demonstrates a significant energy-saving benefit.We evaluate
EMQP by comprehensive simulation, and the results indicate
that EMQP has a good performance compared with other
methods.

The rest of this paper is organized as follows. Section 2
gives a brief review of the related work. Section 3 describes

the models and the problem statement. In Section 4, we
present the details of our energy-efficient privacy-preserving
MAX/MIN query protocol. Section 5 gives an optimization
for saving energy of sensor nodes. We evaluate the perfor-
mance of our approach in Section 6 and conclude this paper
in Section 7.

2. Related Work

Data storage models for sensor networks have drawn much
attention in existing research work. In [14, 15], a novel data
storage system is proposed by introducing an intermediate
tier between the base station and sensor nodes, which can
provide abundant storage for data caching and an efficient
access to the data collected by sensor networks for query
processing.We consider the same systemmodel in this paper,
in which somemaster nodes are deployed as the intermediate
tier for data storage and query answering. In practice, several
products of master nodes have been manufactured and are
commercially available, such as StarGate [16] and RISE [17].

Recently, verifiable privacy-preserving range query in
two-tiered WSNs has been widely studied [3–8], aiming to
protect the privacy and integrity of range queries. Hacigümüş
et al.firstly proposed a bucket partitioning [18] based scheme
[3, 4], whose basic idea is to divide the domain of collected
data values into multiple continuous but no overlapping
buckets. In each epoch of time, sensor nodes collect data
items, put them into corresponding buckets, encrypt them
together in each bucket, and then send the ciphertext along
with the corresponding bucket ID to a nearby master node.
For each bucket without data items, an encoding number
will be generated and transmitted to a nearby master node,
which can be used by the base station to verify that the
bucket is empty. When the base station executes a range
query, it first generates the smallest set of bucket IDs covering
the range in the query and then sends the ID set as the
query to master nodes. Upon receiving the bucket IDs, the
master nodes return the corresponding ciphertext in all those
buckets. The base station can then decrypt the ciphertext
to get the query result and verify its integrity by encoding
numbers. Shi et al. proposed an optimized version [5, 6] of
integrity verification scheme of [3, 4], with the objective to
reduce the communication cost of sensor nodes. Since all the
works in [3–6] are based on the bucket partitioning scheme,
there is an inherited drawback that the bucket partitioning
allows compromised master nodes to obtain a reasonable
estimation on the real values of both data items and queried
ranges [19]. To solve data estimation problem, Chen and
Liu proposed a secure and efficient range query processing
protocol, SafeQ [7, 8], which is based on Prefix Membership
Verification (PMV) [20, 21] and neighborhood chains. The
PMV scheme can be used to check a data item x whether it is
in a range [𝑎, 𝑏] without knowing the real values of x, a and
b, while the neighborhood chains mechanism can be used to
detect the falsifies or forges of query results. Using such PMV
and neighborhood chains, SafeQ can correctly process range
queries in privacy and integrity preserving circumstance.
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For privacy-preserving MAX/MIN query in two-tiered
WSNs, only [13] has presented a preliminary solution. In
[13], the same PMV scheme as in [7, 8] is used to privately
compute the maximum or minimum data item. However,
it still has a problem of inefficient energy consumption of
sensor nodes. This paper will propose an energy-efficient
privacy-preserving MAX/MIN query, the evaluation results
of which indicate that it has a better performance than [13] in
energy consumption of sensor nodes.

3. Models and Problem Statement

3.1. Network Model. We consider a similar two-tiered sensor
networks model as in [3–8]. As shown in Figure 1, the
network is partitioned into multiple cells, each containing
several sensor nodes and a master node. The two types
of nodes are different in resource owning. In particular,
the master nodes are powerful devices and have abundant
resource in energy, storage, and computation, while the
sensor nodes are cheap sensing devices with limited resource.
Each sensor node periodically transmits its collected data to
its nearby master node in the same cell. The base station is
in charge of converting users’ questions into queries and then
disseminating the queries to the correspondingmaster nodes,
which process the queries based on their stored data items
and return the query results to the base station via an upper-
tier multihop network formed by the resource-rich master
nodes and an on-demandwireless (e.g., satellite) link between
some master nodes and the base station.

As in [3–8], we assume that master nodes and sensor
nodes know their respective locations and affiliated cells. The
time is assumed to be divided into epochs. At the end of each
epoch, each sensor node submits all its collected data items
to the affiliated master node in its cell.

3.2. MAX/MIN Query Model. A MAX/MIN query is an
operation to obtain the maximum or minimum value from
an interested area. For simplicity, the following atomic
MAX/MIN query will be considered, which is denoted as a
four-element tuple:

𝑄

𝑡
= (𝜑, 𝑡, 𝐶, Γ

𝑡
) , (1)

where 𝜑 ∈ {MAX,MIN} indicates the query type, 𝑡 and 𝐶
are the queried epoch number and cell ID, and Γ

𝑡 denotes
the set of queried sensor nodes IDs which indicate a query
region in 𝐶. Other complicated MAX/MIN queries that
contain multiple epochs, cells, and/or query regions can be
easily decomposed into multiple atomic ones. For example,
there is a network consisting of 3 cells and 21 sensors as
shown in Figure 2. The complicated MAX query “obtaining
the maximum value of the rectangle region in epoch 𝑡” can
be decomposed into 3 atomic MAX queries, such as 𝑄𝑡

1
=

(MAX, 𝑡, 𝐶
1
, {1, 4, 6, 11}), 𝑄𝑡

2
= (MAX, 𝑡, 𝐶

2
, {8, 9, 12}), and

𝑄

𝑡

3
= (MAX, 𝑡, 𝐶

3
, {16, 20}). And the query result of the above

complicatedMAX query is themaximum of the results of𝑄𝑡
1
,

𝑄

𝑡

2
, and 𝑄𝑡

3
. In this paper, we take atomic MAX/MIN query

as an abbreviation, “MAX/MIN query”, for simplicity.
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Figure 2: A complicated MAX query example.

Since eachmaster takes charge of a unique cell, the adver-
sary will not gain more from the collaboration of multiple
honest-but-curious masters. The subsequent discussion in
this paper focuses on a cell 𝐶 consisting of a master 𝑀 and
𝑛 sensor nodes {𝑠

1
, 𝑠
2
, . . . , 𝑠

𝑛
} whose IDs constitute the set

Γ = {1, 2, . . . , 𝑛}. Each sensor node probes several data items
during each epoch 𝑡. We just concentrate on the MAX query
processing schemes, while the MIN query is similar and easy
to implement.

3.3. Threat Model and Problem Statement. In two-tiered
WSNs, the master nodes are too attractive to be easily under
attacks from adversaries, since they not only store all the
data items collected by sensor nodes, but also take charge
of processing queries received from the base station. We
assume that the sensor nodes and the base station are trusted
but the master nodes. And we adopt the same honest-but-
curious threat model as [13], where master nodes may try
to breach privacy to obtain sensitive data items but faithfully
obey protocols during query processing.

In this paper, we focus on how to provide data pri-
vacy preservation and efficient query processing schemes
for MAX/MIN queries, while confronting the honest-but-
curious master nodes. In addition, we will use the metric
of energy consumption of sensor nodes, which directly
affects the lift time of the whole networks, to evaluate the
performance of our proposed schemes.

4. 0-1 Encoding-Verification-Based MAX/MIN
Query Processing

To preserve privacy, it seems natural to have sensor nodes
encrypting their collected data items; however, the key
challenge is how themaster nodes processMAX/MINqueries
over encrypted data without knowing their real values.
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The basic idea for preserving privacy MAX/MIN query
is as follows. We assume that each senor 𝑠

𝑖
in a network

and the base station share a secret key 𝑘
𝑖
. For the 𝑁

data items that 𝑠
𝑖
collects in epoch 𝑡, 𝑠

𝑖
first encrypts the

maximum or minimum data item 𝑑
𝑖
using key 𝑘

𝑖
, the result

of which is denoted as (𝑑
𝑖
)
𝑘𝑖
. For computation efficiency,

we use symmetric encryption like DES, IDEA, and so forth.
Then, 𝑠

𝑖
applies an encoding function R to 𝑑

𝑖
and obtains

R(𝑑
𝑖
). And 𝑠

𝑖
submits the encrypted and encoded data to

its closest master node 𝑀. When 𝑀 performs a MAX/MIN
query, a secret comparing function I will be used for query
processing over encrypted and encoded data. The functions
R and I satisfy the following conditions: (1) given R(𝑑

𝑖
)

and (𝑑
𝑖
)
𝑘𝑖
, it is computationally infeasible for the master

node to compute 𝑑
𝑖
. (2) Given two data items 𝑥 and 𝑦, 𝑥 ≤

𝑦 if and only if I(𝑥, 𝑦) is not null. The former condition
guarantees data privacy, while the later allows the master
node to determine the very encrypted data containing the
maximum or minimum without knowing the real values of
the collected.

4.1. 0-1 Encoding Verification. 0-1 encoding verification was
first introduced by Lin and Tzeng in [22] for solving the
millionaires’ problem [23], which is to find the richest from
several millionaires without leaking the sensitive personal
information of their properties.

Definition 1. Let 𝑥 = 𝑏
1
𝑏
2
⋅ ⋅ ⋅ 𝑏
𝑤−1

𝑏
𝑤
∈ {0, 1}

𝑤 be a binary
string of length𝑤.The 0-encoding and 1-encoding are the sets
𝐸

0
(𝑥) and 𝐸1(𝑥) of binary strings, such that

𝐸

0
(𝑥) = {𝑏

1
𝑏
2
⋅ ⋅ ⋅ 𝑏
𝑖−1
1 | 𝑏
𝑖
= 0 ∧ 1 ≤ 𝑖 ≤ 𝑤} ,

𝐸

1
(𝑥) = {𝑏

1
𝑏
2
⋅ ⋅ ⋅ 𝑏
𝑖
| 𝑏
𝑖
= 1 ∧ 1 ≤ 𝑖 ≤ 𝑤} .

(2)

According to Definition 1, we can get the properties as
follows:

(1) 1 ≤ |𝐸

0
(𝑥)| ≤ 𝑤, 1 ≤ |𝐸

1
(𝑥)| ≤ 𝑤, and |𝐸0(𝑥)| +

|𝐸

1
(𝑥)| = 𝑤.

(2) 𝐸0(𝑥) ∩ 𝐸1(𝑥) = ⌀.

Theorem 2. For two numbers 𝑥 and 𝑦, if they are encoded into
𝐸

1
(𝑥) and 𝐸0(𝑦), one can see that

(1) 𝑥 > 𝑦 ⇔ 𝐸

1
(𝑥) ∩ 𝐸

0
(𝑦) ̸=⌀.

(2) 𝑥 ≤ 𝑦 ⇔ 𝐸

1
(𝑥) ∩ 𝐸

0
(𝑦) = ⌀.

The proof of Theorem 2 refers to [22]. In order to verify
whether a number x is not greater than the other number 𝑦
usingTheorem 2, we can convert 𝑥 and 𝑦 to 𝐸1(𝑥) and 𝐸0(𝑦);
thus, 𝑥 ≤ 𝑦 if and only if 𝐸1(𝑥)∩𝐸0(𝑦) = ⌀, otherwise 𝑥 > 𝑦.

To verify whether 𝐸

1
(𝑥) ∩ 𝐸

0
(𝑦) is null or not, the

operation of verifying the equalization of two binary strings
is needed. For simplicity, we convert each 0-encoding or 1-
encoding binary string to a corresponding unique number
using a numeralization functionN, which should satisfy the
following properties: (1) for any 0-encoding or 1-encoding
binary string 𝑝, N(𝑝) is also a binary string; (2) for any two

E1(4) = {01, 0101}

Numeralization

0-1 encoding

9 = 10012 4 = 01012

E0(9) = {11, 101}

E1(9) = {1, 1001}
E0(4) = {1, 011}

N(E0(9)) = {111, 1101}

N(E1(9)) = {11, 11001}
N(E0(4)) = {11, 1011}
N(E1(4)) = {101, 10101}

Figure 3: 0-1 encoding verification.

0-encoding or 1-encoding binary strings 𝑝 and 𝑞, 𝑝 = 𝑞 if
and only ifN(𝑝) = N(𝑞). There are many ways to construct
N. We use a similar numeralization function as [24]. Given
a binary string 𝑏

1
𝑏
2
⋅ ⋅ ⋅ 𝑏
𝑤−1

𝑏
𝑤
of 𝑤 bits, we insert 1 before

𝑏
1
. For example, 0101 is converted to 10101. Given a set of 0-

encoding or 1-encoding binary strings 𝑃, we denote byN(𝑃)

the resulting set of numericalized binary strings. Therefore,
𝑥 ≤ 𝑦 if and only if N(𝐸

1
(𝑥)) ∩N(𝐸

0
(𝑦)) = ⌀, and 𝑥 > 𝑦

if and only if N(𝐸

1
(𝑥)) ∩N(𝐸

0
(𝑦)) ̸=⌀. Figure 3 shows the

process of verifying 9 > 4.

4.2. Data Submission Protocol. The data submission protocol
(DSP) is concerned with how a sensor node transmits its
collected data items to the master node 𝑀. For each sensor
node 𝑠

𝑖
in 𝐶, after collecting the𝑁 data items {𝑑1

𝑖
, 𝑑

2

𝑖
, ..., 𝑑

𝑁

𝑖
}

in epoch 𝑡, 𝑠
𝑖
performs the following steps.

(1) Compute the maximum of {𝑑1
𝑖
, 𝑑

2

𝑖
, ..., 𝑑

𝑁

𝑖
}, which is

denoted as 𝑑
𝑖
= max{𝑑1

𝑖
, 𝑑

2

𝑖
, ..., 𝑑

𝑁

𝑖
}.

(2) Convert 𝑑
𝑖
to 𝐸0(𝑑

𝑖
) and 𝐸

1
(𝑑
𝑖
) and compute

N(𝐸

0
(𝑑
𝑖
)) and N(𝐸

1
(𝑑
𝑖
)) by the numeralization

functionN.

(3) Compute the keyed-hash message authentication
code (HMAC) [25] of each data item in N(𝐸

0
(𝑑
𝑖
))

and N(𝐸

1
(𝑑
𝑖
)) using key 𝑔, which is shared by all

sensor nodes in 𝐶, but 𝑀 knows nothing about it.
AnHMAC function using key 𝑔, denoted asHMAC

𝑔
,

satisfies the one-wayness and the collision resistance
properties. (The one-wayness property of HMAC
means that, given HMAC

𝑔
(𝑥), it is computationally

infeasible to compute 𝑥 and 𝑔, while the collision
resistance property means that it is also computa-
tionally infeasible to find two different data items
x and y such that HMAC

𝑔
(𝑥) = HMAC

𝑔
(𝑦).)

Given a set of numbers 𝑆, we use HMAC
𝑔
(𝑆) to

represent the resulting set after applying HMAC
𝑔
to

every numbers in 𝑆. In summary, this step computes
HMAC

𝑔
(N(𝐸

0
(𝑑
𝑖
))) and HMAC

𝑔
(𝑁(𝐸

1
(𝑑
𝑖
))).

(4) Encrypt 𝑑
𝑖
to (𝑑
𝑖
)
𝑘𝑖
using key 𝑘

𝑖
which is shared with

the base station.



International Journal of Distributed Sensor Networks 5

(5) Submit the following message to𝑀:

𝑠
𝑖
→𝑀 : ⟨𝑖, 𝑡, (𝑑

𝑖
)

𝑘𝑖
,HMAC

𝑔
(N (𝐸

0
(𝑑
𝑖
))) ,

HMAC
𝑔
(N (𝐸

1
(𝑑
𝑖
)))⟩ .

(3)

The above steps indicate that the aforementioned encod-
ing functionR is defined as follows:

R (𝑑
𝑖
) = {HMAC

𝑔
(N (𝐸

0
(𝑑
𝑖
))) ,

HMAC
𝑔
(N (𝐸

1
(𝑑
𝑖
)))} .

(4)

We nameR(𝑑
𝑖
) as comparison factors (𝑐-factors) of 𝑑

𝑖
, which

will be used for the secret comparing in the next section.
Since the HMAC function is with one-wayness and

collision resistance properties, and sensor nodes only share
the secret key with the base station, givenR(𝑑

𝑖
) and (𝑑

𝑖
)
𝑘𝑖
, it

is computationally infeasible for themaster node to obtain the
value of 𝑑

𝑖
. Therefore, we can see that the DSP can preserve

data privacy from the master node.

4.3. Query Processing Protocol. The query processing pro-
tocol (QPP) is concerned with how the master node 𝑀

executes a query and returns response to the base sta-
tion. When 𝑀 receives a query 𝑄

𝑡
= (MAX, 𝑡, 𝐶, Γ𝑡)

from the base station, 𝑀 processes 𝑄𝑡 on its stored data
{(𝑑
𝑖
)
𝑘𝑖
,HMAC

𝑔
(N(𝐸

0
(𝑑
𝑖
))),HMAC

𝑔
(N(𝐸

1
(𝑑
𝑖
))) | 𝑖 ∈ Γ

𝑡
},

which is received from sensor nodes in epoch 𝑡.

Lemma 3. Given two data items 𝑥 and 𝑦 with corre-
sponding 0-1 encoding c-factors, HMAC

𝑔
(N(𝐸

1
(𝑥))) and

HMAC
𝑔
(N(𝐸

0
(𝑦))), one has

(1) 𝑥 > 𝑦 ⇔ HMAC
𝑔
(N(𝐸

1
(𝑥)))∩HMAC

𝑔
(N(𝐸

0
(𝑦))) ̸=

⌀,
(2) 𝑥 ≤ 𝑦 ⇔ HMAC

𝑔
(N(𝐸

1
(𝑥)))∩HMAC

𝑔
(N(𝐸

0
(𝑦))) =

⌀.

We omit its proof here since it can be easily derived from
the collision resistance property of HMAC andTheorem 2.

Lemma 3 shows that the aforementioned secret comparing
function I is defined as follows, where I(𝑥, 𝑦) = ⌀ means
𝑥 ≤ 𝑦 otherwise 𝑥 > 𝑦,

I (𝑥, 𝑦) = HMAC
𝑔
(N (𝐸

1
(𝑥)))

∩HMAC
𝑔
(N (𝐸

0
(𝑦))) .

(5)

Theorem 4. Given 𝑛 data items 𝐷 = {𝑑
1
, 𝑑
2
, . . . , 𝑑

𝑛
}, 𝑑
𝑖
∈

𝐷 is the maximum of 𝐷 if and only if the following condition
satisfied:

∀𝑑
𝑗
∈ 𝐷 ∧ 𝑑

𝑗
̸=𝑑
𝑖
(HMAC

𝑔
(N (𝐸

1
(𝑑
𝑗
)))

∩HMAC
𝑔
(N (𝐸

0
(𝑑
𝑖
))) = ⌀) .

(6)

Proof. Suppose that the above condition is satisfied, for
each 𝑑

𝑗
∈ 𝐷 and 𝑑

𝑗
̸=𝑑
𝑖
, we have HMAC

𝑔
(N(𝐸

1
(𝑑
𝑗
))) ∩

HMAC
𝑔
(N(𝐸

0
(𝑑
𝑖
))) = ⌀, and then 𝑑

𝑗
≤ 𝑑
𝑖
can be derived

due to Lemma 3. Therefore, we can see that d
𝑖
is not smaller

than any other data items in 𝐷, which means that 𝑑
𝑖
is the

maximum of 𝐷.

On the basis of Theorem 4, the master node𝑀 performs
the following steps to implement query processing.

(1) Load {HMAC
𝑔
(N(𝐸

0
(𝑑
𝑖
))),HMAC

𝑔
(N(𝐸

1
(𝑑
𝑖
))) |

𝑖 ∈ Γ

𝑡
} received from the queried sensor nodes whose

IDs belong to Γ𝑡 in epoch 𝑡.
(2) Find the encrypted data (𝑑

𝑖
)
𝑘𝑖
whose corresponding

𝑐-factors satisfying the condition of Theorem 4 and
transmit the following response message to the base
station:

𝑀 → base station : ⟨𝑖, (𝑑
𝑖
)

𝑘𝑖
⟩ . (7)

Upon receiving the above message, the base station loads
the secret key 𝑘

𝑖
shared with 𝑠

𝑖
and then decrypts (𝑑

𝑖
)
𝑘𝑖
to

obtain the query result 𝑑
𝑖
, which is the maximum of the data

item collected by the queried sensor nodes in epoch 𝑡.

4.4. Privacy Protection Analysis. As the privacy protection is
the focus in this paper, we propose the privacy analysis about
EMQP on the following two aspects.

(1) Privacy of Collected Data. According to the data submis-
sion protocol, the submitted information from each sensor
node to the affiliated master node is not plaintext but
encrypted andHMACdata. Since theHMAC function is with
one-wayness and collision resistance properties, and sensor
nodes only share the secret key with the base station, given
R(𝑑
𝑖
) and (𝑑

𝑖
)
𝑘𝑖
, it is computationally infeasible for master

nodes to obtain the value of 𝑑
𝑖
. Thus, the difficulty for master

node to breach privacy is equal with cracking encryption and
HMAC.Therefore, we have that EMQP can protect collected
data items from master nodes.

(2) Privacy of Query Result. The query processing protocol
shows that the master node can use the secret comparing
function to obtain the query result, which is the maximum or
minimumof data items collected by the queried sensor nodes.
Because the secret comparing is built upon the HMAC data
items and the collected data items are all encrypted formaster
node storage, it is also computationally infeasible for master
nodes to obtain the value of the query result without keys. As
a consequence, we have that EMQP is capable of preserving
query result from master nodes.

Since [13] also uses similar HMAC and encryption to
protect privacy, the capability of privacy preservation is the
same between our work and [13].

4.5. Energy Consumption Analysis. In two-tieredWSNs, sen-
sor nodes have limited energy resource while master nodes
are abundant in energy. Therefore, the life time of network
is mainly determined by the energy consumption of sensor
nodes. In this section, we discuss the energy consumption of
sensor nodes in our proposed schemes.
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We assume that (1) a cell 𝐶 have of 𝑛 sensor nodes; (2)
each epoch number and node ID are of 𝑙

𝑡
and 𝑙
𝑖𝑑

bits; (3)
the average hops between a sensor node and𝑀 is 𝐿; (4) each
collected data item is of𝑤 bits; (5) each encrypted andHMAC
data item is of 𝑙

𝑐
and 𝜏 bits; (6) the energy consumed by

encrypting and HMAC computing a data item are 𝑒
𝑐
and 𝑒
ℎ
;

(7) the energy consumed by transmitting and receiving a data
item are 𝑒

𝑡
and 𝑒
𝑟
.

The total energy consumption of sensor nodes is com-
posed of two aspects, one is communication cost including
sending and receivingmessages and the other is computation
cost such as encryption and HMAC computing. We use
𝐸total, 𝐸𝑠𝑟, and 𝐸𝑐 to represent the total, communication, and
computation energy consumption of the sensor nodes, then
we have

𝐸total = 𝐸𝑠𝑟 + 𝐸𝑐. (8)

As shown in DSP, each sensor node will encrypt the
maximum or minimum of its collected data in an epoch and
generate its 0-encoding and 1-encoding c-factors having 𝑤
HMAC data items in total. The encrypted data and c-factors
will both be transmitted toM. Then, we have

𝐸
𝑠𝑟
= 𝑛 ⋅ (𝑙

𝑖𝑑
+ 𝑙
𝑡
+ 𝑤 ⋅ 𝜏 + 𝑙

𝑐
) ⋅ (𝐿 ⋅ 𝑒

𝑡
+ (𝐿 − 1) ⋅ 𝑒

𝑟
) ,

𝐸
𝑐
= 𝑛 ⋅ 𝑒

𝑐
+ 𝑛 ⋅ 𝑤 ⋅ 𝑒

ℎ
.

(9)

According to (8), (9), we have

𝐸total = 𝑛 ⋅ (𝑙𝑖𝑑 + 𝑙𝑡 + 𝑤 ⋅ 𝜏 + 𝑙
𝑐
) ⋅ (𝐿 ⋅ 𝑒

𝑡
+ (𝐿 − 1) ⋅ 𝑒

𝑟
)

+ 𝑛 ⋅ 𝑒
𝑐
+ 𝑛 ⋅ 𝑤 ⋅ 𝑒

ℎ
.

(10)

In [13], for each senor node 𝑠
𝑖
and the local maximum

or minimum data item 𝑑
𝑖
collected by 𝑠

𝑖
in epoch 𝑡, 𝑠

𝑖
will

first generate the HMAC computed and numericalized prefix
families of 𝑑

𝑖
and [𝑑

𝑖
, 𝑑top], which are denoted as 𝐹 and 𝑆.

Here, the 𝑑top is a very large number that is greater than any
collected data items. Then 𝑠

𝑖
encrypts 𝑑

𝑖
, and the encrypted

data will be transmitted to its closest master node along with
the HMAC data sets 𝐹 and 𝑆. According to [13], if 𝑑

𝑖
is of 𝑤

bits, then 𝐹 has 𝑤 + 1 HMAC data items and 𝑆 has 𝑗 HMAC
data items, where 1 ≤ 𝑗 ≤ 2𝑤 − 2. So the lower bound of
transmittedHMACdata items is𝑤+2, while the upper bound
is 3𝑤 − 1. Since each sensor node computes and transmits
the same encrypted data but more HMAC data items, [13]
will consume more energy in sensor nodes comparing with
our scheme. We will evaluate their energy consumptions in
Section 6.

5. Energy Optimization

Theabove query schemewill consumemuch energy in sensor
nodes because each sensor node needs to submit 𝑐-factors
which consist of multiple HMAC data, and each HMAC data
may have several bits such as 128 bits with HMAC-MD5 [26]
or 160 bits with HMAC-SHA1 [27]. In this section, we focus
on the c-factor compressing method with the basic idea to
compress theHMACdata of 𝑐-factors, which can significantly

reduce the communication cost in sensor nodes. As a result,
the energy consumption of sensor nodes will be decreased
and the lifetime will be promoted.

Assume that each HMAC data have 𝜏 bits and are
randomly distributed in 𝐼

𝐻
= {0, 1, . . . , 2

𝜏
− 1}. We use a

simple hash functionH to compress the HMAC data, which
is defined as follows, where 𝑥 ∈ 𝐼

𝐻
and 𝜇 < 𝜏,

H (𝑥) = 𝑥 mod (2𝜇 − 1) . (11)

After applying H, each HMAC data of a 𝑐-factor can be
converted to a fewer-bits number, which is called 𝑐HMAC
data and is randomly distributed in 𝐼

𝐶
= {0, 1, . . . , 2

𝜇
− 1}

because of the randomdistribution ofHMACdata in 𝐼
𝐻
, such

that the 𝑐-factor is compressed. Given a set of HMAC data𝑋,
we use H(𝑋) = {H(𝑥

𝑖
) | 𝑥
𝑖
∈ 𝑋} to represent the resulting

set of 𝑐HMAC data after applyingH to every items in𝑋.
If the HMAC data is replaced with the corresponding

𝑐HMAC data in (5), we can get a similar secret comparing
function I as follows, where 𝑥 and 𝑦 are two collected data
items:

I

(𝑥, 𝑦) = H (HMAC

𝑔
(N (𝐸

1
(𝑥))))

∩H (HMAC
𝑔
(N (𝐸

0
(𝑦)))) .

(12)

Lemma 5. For two data items 𝑥 and 𝑦, one has

(1) If I(𝑥, 𝑦) = ⌀, then 𝑥 ≤ 𝑦must be true.
(2) If I(𝑥, 𝑦) ̸=⌀, then 𝑥 > 𝑦 may be true but with a

certain false positive.

Proof. For any 𝑥
1
, 𝑥
2
∈ 𝐼
𝐻
, if 𝑥
1
= 𝑥
2
, there must beH(𝑥

1
) =

H(𝑥
2
), but if 𝑥

1
̸=𝑥
2
, there still may beH(𝑥

1
) = H(𝑥

2
)when

𝑥
1
and 𝑥

2
modules 2𝜇 −1 are equal, which is named collision.

The above facts imply that, for any twoHMACdata sets𝑋 and
𝑌, if 𝑋 ∩ 𝑌 ̸=⌀ then H(𝑋) ∩H(𝑌) ̸=⌀, otherwise we may
still haveH(𝑋)∩H(𝑌) ̸=⌀. Therefore, ifH(𝑋)∩H(𝑌) ̸=⌀,
we may have 𝑋 ∩ 𝑌 ̸=⌀ hold, otherwise 𝑋 ∩ 𝑌 = ⌀ must be
true. Assuming that𝑋and𝑌are the 𝑐-factors of 𝑥 and 𝑦where
𝑋 = HMAC

𝑔
(N(𝐸

1
(𝑥))) and 𝑌 = HMAC

𝑔
(N(𝐸

0
(𝑦))), if

I(𝑥, 𝑦) = H(𝑋) ∩ H(𝑌) = ⌀, then we have 𝑋 ∩ 𝑌 = ⌀

which implies 𝑥 ≤ 𝑦 according to Lemma 3. But ifI(𝑥, 𝑦) =
H(𝑋)∩H(𝑌) ̸=⌀, thenwemay have𝑋∩𝑌 ̸=⌀which implies
𝑥 > 𝑦may be true.

As shown in Lemma 5 and its proof, there could have
false positive in secret comparing while using the compressed
𝑐-factors, which is represented as the probability of a false
decision in data comparison. And only if 𝑋 ∩ 𝑌 = ⌀ but
H(𝑋) ∩H(𝑌) ̸=⌀ holds, the false decision is to be emerged.
We denote themaximum false positive rate as Pr. In practical,
if Pr is low enough, the 𝑐-factor compressing method is still
acceptable. In the subsequent of this section, we will give the
analysis of Pr in comparing two data items by Lemma 5.

We assume that each collected data item is of 𝑤 bits, 𝑋
and 𝑌 are the 𝑐-factors of data items 𝑥 and 𝑦 where 𝑋 =

HMAC
𝑔
(N(𝐸

1
(𝑥))) and 𝑌 = HMAC

𝑔
(N(𝐸

0
(𝑦))), and 𝑋 ∩

𝑌 = ⌀. Apparently, the more HMAC data that 𝑋 and 𝑌

have, the higher probability thatH(𝑋) ∩H(𝑌) ̸=⌀ emerges.
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Therefore, we assume that𝑋 and 𝑌 both have 𝑤HMAC data
items, which is the upper bound of the quantity of HMAC
data that each 𝑐-factor has, 𝑋 = {𝑥

1
, 𝑥
2
, . . . , 𝑥

𝑤
} and 𝑌 =

{𝑦
1
, 𝑦
2
, . . . , 𝑦

𝑤
}. For each cHMAC data 𝑥 ∈ 𝐼

𝑐
, there are at

least ⌊2𝜏/(2𝜇−1)⌋HMACdata items in 𝐼
𝐻
whose results equal

𝑥 when module 2𝜇 − 1, such as 𝑥, 𝑥 + (2𝜇 + 1), 𝑥 + 2∗(2𝜇 + 1).
SupposingH(𝑋) has 𝛿 cHMAC data items where 0 < 𝛿 ≤ 𝑤,
there will be a set𝐶 having ⌊2𝜏/(2𝜇−1)⌋⋅𝛿HMACdata items,
which satisfies H(𝑐

𝑖
) ∈ H(𝑋) for each 𝑐

𝑖
∈ 𝐶. Therefore, for

each 𝑦
𝑖
∈ 𝑌, the probability of H(𝑦

𝑖
) ∉ H(𝑋) is equal with

𝑦
𝑖
∉ 𝐶, which is 1 − ⌊2𝜏/(2𝜇 − 1)⌋ ⋅ 𝛿/2𝜏, and only ifH(𝑦

𝑖
) ∉

H(𝑋) then H(𝑋) ∩H(𝑌) = ⌀, otherwise we have H(𝑋) ∩

H(𝑌) ̸=⌀ with the probability 1−(1 − ⌊2𝜏/(2𝜇 − 1)⌋ ⋅ 𝛿/2𝜏)𝑤.
It is apparent that the probability will reach the maximum
when 𝛿 = 𝑤. As a result, we have

Pr = 1 − (1 −
⌊2

𝜏
/ (2

𝜇
− 1)⌋ ⋅ 𝑤

2

𝜏
)

𝑤

. (13)

If the 128-bit HMAC-MD5 is used (𝜏 = 128), we have the
results of the impact of 𝑤 and 𝜇 on Pr as shown in Figure 4,
which indicate that Pr could be very low if an appropriate 𝜇 is
chosen. For instance, assuming that 𝑤 = 16 and 𝜇 = 24, then
we have Pr = 1.53 ∗ 10

−5. Obviously, such low false positive
rate rarely affects the result of secret comparing.

6. Performance Evaluation

To evaluate the performance of our proposed EMQP and the
current work [13], which is denoted as PMQP, we implement
both schemes and perform energy consumption comparison
on the simulator of [28] with the same data set as [13] which
is from Intel Lab [29].We use PMQP(bot) and PMQP(top) to
represent the lower and upper bounds of energy consumption
of PMQP, and EMQP(bas) and EMQP(opt) to represent
energy consumption of EMQP before and after hash-based
optimization. We carry out evaluations on a MAX query
in a cell with 𝑛 sensor nodes and a master node, and we
consider the following two aspects: firstly, the total energy
consumption 𝐸total of sensor nodes in EMQP and PMQP will
be given, while the communication and computation energy
cost 𝐸

𝑠𝑟
and 𝐸

𝑐
in EMQP(opt) will be secondly measured as

EMQP(opt) is the most energy-saving scheme.
The evaluations are conducted on a PC with a P4 3.0GHz

CPUand 512MBmemory runningUbuntu operating system.
The placement of sensors nodes of a cell follows a uniform
distribution over a two-dimensional region covering a 100 ×
100m2 area, and the radius of sensor communication is
assumed as 10m. According to [30], the energy consumed by
transmitting and receiving 1-bit data in wireless communica-
tion are computed as follows: 𝑒

𝑡
= 𝛼 + 𝛾 × 𝑑

𝑛 and 𝑒
𝑟
= 𝛽,

where 𝑑 is the distance to which a bit is being transmitted,𝑚
is the path loss index,𝛼 and𝛽 capture the energy dissipated by
the communication electronics, and 𝛾 represents the energy
radiated by the power-amp. In our simulation, the values
for these parameters as in [30] are adopted as follows: 𝛾 =

10 pJ/bit/m2, 𝛼 = 45 nJ/bit, 𝛽 = 135 nJ/bit, and 𝑚 = 2.
In addition, we assume that the energy of encrypting a data
item is adopted as 𝑒

𝑐
= 8.92 𝜇J which is from [31], where

Table 1: Default evaluation parameters.

Para. 𝑛 𝑤 𝑙id 𝑙
𝑡

𝑙
𝑐

𝜏 𝜇

Val. 480 10 bits 32 bits 32 bits 128 bits 128 bits 24 bits

using RC4 for encryption in TelosB, and the energy ofHMAC
computing a data item is assumed to be equal with encryption
for simplicity. Other default parameters are summarized in
Table 1.

In each measurement, we randomly distribute the sensor
nodes and generate 20 networks with different topologies
which are represented by different network IDs. The total
energy including communication and computation costs of
each measurement is the average of 20 networks.

(1)Energy Consumption versusNetwork ID.Figure 5(a) shows
that 𝐸total of EMQP and PMQP are both uniformly dis-
tributed in different networks, but𝐸total of EMQP is obviously
lower than PMQP. In detail, compared with the lower bound
of PMQP, the EMQP before optimization saves about 15%
energy in average, and about 75% is saved after optimization.
The main reason is that PMQP needs to submit and compute
more HMAC data than EMQP, and the optimization of
EMQP converts every HMAC data to a lower-bits cHMAC
data, which significantly reduces the communication cost.

Figure 5(b) indicates that 𝐸
𝑠𝑟

and 𝐸
𝑐
in the optimized

EMQP are also both uniformly distributed, but 𝐸
𝑠𝑟
is much

higher than 𝐸
𝑐
. The energy consumption is almost entirely

covered by communication that consumes more than 99%
energy in total consumption.

(2) Energy Consumption versus 𝑛 and𝑤. Figures 6(a) and 7(a)
both show that 𝐸total of EMQP and PMQP are both increased
as 𝑛 andw increasing, but𝐸total of EMQP is always lower than
PMQP. In detail, the EMQP before and after optimization
save about 12% and 76% energy in average. The reason is
similar with (1) in this section. Although 𝐸

𝑠𝑟
and 𝐸

𝑐
in the

optimized EMQP are both increased as 𝑛 and 𝑤 increasing,
such increments are both very inconspicuous as shown in
Figures 6(b) and 7(b), since the computation only covers little
part (no more than 1%) in total energy consumption.

According to the above evaluations, we can conclude
that our proposed EMQP are more energy efficient than
the current PMQP. Particularly, the optimized EMQP has a
significant saving (about 75%) in energy consumption even
compared with the lower bound of PMQP. And communica-
tion costs much more energy than computation (more than
99%).

7. Conclusion

As the wireless sensor networks are deployed and used in
many important areas, preserving the privacy of sensitive
collected data items during query processing is a critical
problem in sensor network applications. In this paper, we
propose EMQP, a novel and energy-efficient protocol for
handling privacy-preserving MAX/MIN queries in two-
tiered sensor networks. To implement privacy-preserving
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Figure 5: Impact of network ID on energy consumption.

MAX/MIN query processing without exposing the real value
of collected data to master nodes, the technique of 0-1 encod-
ing verification and encryption are applied. Furthermore,
we also give a hash-based optimization for saving more
energy of the resource-limited sensor nodes. The result of

our evaluations shows that the proposed EMQP has a better
performance than the current work in energy consumption.
Under our optimized circumstance, in comparison with
the lower bound of the current work, the EMQP has a
significant improvement in energy saving. Last but not least,
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communication costs much more than computation in all
consumptions.
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A motion tracking system for objects can track and display the movement of objects, including sporting equipment. Recently, it
has become evident that individuals who actively participate in sport or fitness activities can benefit from the feedback provided
by such a system. A motion tracking system for sporting equipment can improve the sporting skills of users and help prevent
injury. In this study, a ubiquitous motion tracking system that tracks sporting equipment using the sensors installed in an activity
monitor is proposed and constructed. The activity monitor with the tracking sensors can be attached to places on the body or
on sports equipment to calculate the speed and acceleration of these objects. The ubiquitous motion tracking system consists of
four modules: a tracking sensor module and a communication module in an activity monitor, a communication module in a USB
dongle, and a motion analyzer module in a laptop PC. For experiments, an activity monitor with the tracking sensor module and
the communicationmodule is attached to a golf club, and a golf swing is taken.The results of the experiments show that the motion
data of sporting equipment can be captured and analyzed easily, in both an indoor environment and an outdoor environment.

1. Introduction

A tracking system for moving objects can track and display
themovement of objects, including sporting equipment. Such
a system is capable of capturing every movement of the
objects that it tracks and can thus provide important data,
such as the speed and acceleration of an object, which users
can make use of to improve their sporting skills or prevent
injury. Examples of moving objects include sporting equip-
ment (golf clubs, bats, etc.) and human body parts (wrists,
ankles, etc.). Recently, in addition to professional athletes, this
technology has enabled people who cannot afford to hire pro-
fessional coaches to obtain movement analysis of their body
or their sporting equipment by themselves.

In this study, a ubiquitous motion tracking system that
tracks sporting equipment using the sensors installed in an
activity monitor is proposed and constructed. The activity
monitor with the tracking sensors can be attached to human
body parts or sports equipment to calculate the speed and
acceleration of these objects.The ubiquitous motion tracking
system consists of four modules. A tracking sensor module
consisting of a gyro sensor and an acceleration sensor

captures the motion data of the sporting equipment and
calculates its movement information, such as the speed or
acceleration of the equipment. A communication module
transmits this information to a USB dongle module through
RFwireless communication.The tracking sensormodule and
the communication module are installed in an activity mon-
itor, one of the personal healthcare devices (PHDs). A USB
dongle module attached to a laptop PC receives the infor-
mation from the activity monitor for the laptop PC. Finally,
a motion analyzer module in the laptop PC analyzes the
movement information to display the motion of the equip-
ment. For experiments, an activity monitor with the tracking
sensormodule and the communicationmodule is attached to
a golf club, and a golf swing is taken.The results of the exper-
iments show that motion data of sporting equipment can
be captured and analyzed easily, both in an indoor environ-
ment and an outdoor environment.

The remainder of this paper is organized as follows.
Section 2 describes the related studies, Section 3 explains the
ubiquitous motion tracking system for sporting equipment
proposed in this paper, and it also shows the results of an
experiment using the motion tracking system constructed
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Figure 1: Optical motion capture.

in this study. Finally, Section 4 draws some conclusions and
discusses the direction for future research.

2. Related Studies

Most studies on movement tracking systems have dealt with
the fields of gaming, animation, virtual reality, sports, enter-
tainment, medical training, and so forth [1–7]. A typical
approach is to usemotion capture techniques.Motion capture
(or motion tracking) is the process of recording the move-
ment of objects [8].

There are several possible approaches to motion capture
technologies: optical, mechanic, magnetic, and inertial. The
most frequently used approach is to use optical motion
capture technologies, as shown in Figure 1.

Specially designed markers are placed at specific points
of objects, and video cameras in fixed positions track the
motion of the markers. Motion data captured by the cameras
is analyzed by image processing software. Passive markers
reflect light, so that the cameras can track only the bright
reflective markers [9]. Active markers use LEDs which emit
infrared light by themselves [10].The optical approach, when
a large number of cameras are used, can capture very accurate
motion data inside a specially designed room. However,
an expensive environment is required for this approach.
Recently, inexpensive markerless optical motion tracking
technologies have been studied, which are attractive because
they require neither markers nor a special setup [11]. How-
ever, this approach requires the development of very accurate
and stable motion tracking algorithms. Generally speaking,
the optical approach can capture accurate motion data
indoors but has difficulty tracking objects outdoors.

In the inertial approach, inertial sensors are used to
measure rotation and acceleration data of objects [12]. This
approach does not require markers, special equipment, or
complex image processing algorithms. The measured data is
transmittedwirelessly to a computer, which analyzes the data.
Therefore, the approach can be used inexpensively, both out-
doors and indoors.However, the approachmay produce inac-
curate results when no initial absolute position is provided,

Figure 2: A series of photographs of a golf club motion.

Figure 3: Various motion data obtained from sensors attached to a
golfer’s wrists.

since the sensors only provide motion data relative to the
previous position of the object.

In the mechanical approach, a skeletal-like mechanical
structure is attached to an object to track joint angles of
the object [13]. Like the inertial approach, the motion data
captured can be transmitted wirelessly to a computer, which
analyzes the data. The approach can be used outdoors as well
as indoors inexpensively. However, the approach also may
produce inaccurate results when there is no initial absolute
position provided, since the sensors only providemotion data
relative to the previous position of the object. The magnetic
approach calculates the motion data of an object based on
the relative magnetic flux of three orthogonal coils [14]. This
approach is less expensive than the optical approach, since the
number of sensors (or markers) is smaller and the volume of
captured data is much smaller. However, the accuracy of the
motion data can be compromised bymagnetic and electronic
interference from wiring, computers, lights, and so forth.

Tracking techniques focusing on the motion of sporting
equipment have also been developed. One of the most com-
mon objects to which tracking techniques are applied is a golf
club [15–19]. For the purpose of golf swing correction, a series
of photographs is taken of golf club motion using a camera
with a high shutter speed, and the resulting photographs
are then displayed in succession, as shown in Figure 2. A
video is sometimes also provided for the same purpose. The
movement data obtained from these techniques provides
good views of the swing paths of golf clubs and body parts.
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However, other than that, the movement data obtained from
the techniques is limited.

Techniques in which sensors are attached to wrists or golf
clubs have been developed to display the movements of the
wrists or golf club. Various movement data can be obtained,
including the speed of the object, as shown in Figure 3.

3. Motion Tracking System for
Sporting Equipment

3.1. System Structure. Figure 4 shows the structure of the
ubiquitous motion tracking system proposed in this paper.
It consists of four modules. The tracking sensor module
measures the movement data of an object, given by variables
such as acceleration, direction, and angle of swing by using
a 3-axis acceleration sensor and a gyro sensor, which are
installed in an activity monitor. Based on themovement data,
it also calculates movement information, such as the speed
and acceleration of the object. The communication module
transmits this information to a USB dongle module by RF
wireless communication. The tracking sensor module and

MCUUSB to 
UART

Antenna

Indicate
LED

PC
USB

Data 915MHz_RF

regulators
3.3 v

5 v

Figure 7: Block diagram of the USB RF dongle.

Figure 8: PCB of the USB RF dongle.

the communication module are installed in an activity mon-
itor, one of the Personal Healthcare Devices (PHDs) [20–
23]. A USB dongle module attached to a laptop PC receives
the information from the activity monitor for the laptop PC.
Finally, a motion analyzer module in the laptop PC analyzes
the movement information to display the motion of the
equipment.

Figures 5 and 6 show the block diagram and the PCB
(printed circuit board) of the activity monitor, respectively.
The tracking sensor module in the activity monitor measures
the movement data of the object where the activity monitor
is attached.

(i) Gyro sensor: this has a 16-bit resolution, enabling the
3-axis measurement of a swing angle up to 1,000 dps
(degree per second).

(ii) Acceleration sensor: this has a 16-bit resolution,
enabling the 3-axis measurement of acceleration up
to 24G.

(iii) MCU: this calculates movement information based
on movement data from the sensors mentioned
above.This also performsRFwireless communication
with the USB dongle.

Figures 7 and 8 show the block diagram and the PCB of
the USB RF dongle, respectively. Attached to a laptop PC, the
USB RF dongle enables RF wireless communication between
the activity monitor and the laptop PC.
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Seq
0 1 2 3 5 7 9 11 13 15

(byte)

Gyro_zGyro_yGyro_xAcc_x Acc_y Acc_z 0X8F0X07 0XFF

Figure 9: Communication message format.

Figure 10: An activity monitor with the tracking sensor module
attached to a golf club.

Figure 9 shows the communication message format used
for communication between the motion tracking system and
a laptop PC. The two leftmost bytes (0X07, 0XFF) represent
the header of the message, and the rightmost byte represents
the trailer of the message. The message sequence number is
stored in the third byte. The acceleration and the swing angle
at the moment of measurement are stored in bytes 3–8 and
9–14, respectively.

The measurement data is represented in 32768-biased
format in such a way that the data varies from −32767 up
to +32767. The number 32768 represents zero acceleration.
An increase by 1365 in bytes 3–8 represents an increase of
1 G in acceleration. For example, when the number 34133
(31403) is transmitted, it means that 1 G (−1 G) of acceleration
is observed at the moment of the measurement. An increase
by 32.7 in bytes 9–14 represents an increase of one degree in
the swing angle.The completion of a swing triggers the trans-
mission of the measurement data from the sensor module
to a laptop PC. For one swing, 300 messages containing the
measurement data are sent in the stream mode.

3.2. Experiment Results. For the experiments, an activity
monitor installed with the tracking sensor module and the
communication module is attached to a golf club as shown
in Figure 10, and a golf swing is taken. The USB RF dongle
module is attached to a laptop PC to receive the movement
information for the laptop PC, as shown in Figure 11.

The tracking sensor module measures 300 instances of
motion data for three seconds, which includes a two-second
period prior to the specific movement being taken. Figure 12
shows a sample of motion data (acceleration and angular
speed) obtained from the sensors mentioned previously.
Every measurement data is 16 bytes long.

From the motion data in Figure 12, graphs of the swing
angle and the acceleration of the swing can be obtained by
the motion analyzer module, as shown in Figures 13 and 14,
respectively. For an example, let us look at the first row of
the table shown in Figure 12. It represents a communication

Figure 11: A USB dongle attached to a laptop PC.

packet of sequence number 0 received from the activity
monitor. Since the two bytes following the sequence number
represent an acceleration value on the 𝑥-axis (Acc x), Acc x=
131(0x 83) ∗ 256 + 64(0x 40) = 33600, which is the first Acc x
value in Figure 14. The first values of Acc y and Acc z can be
similarly obtained.

Of the three acceleration axes, the 𝑦-axis represents the
vertical movement of the golf club. As shown in Figure 14,
the curve of the 𝑦-axis moves sharply, which means that the
swing is made and the golf club is moved up and down at an
extreme rate. At the same time, as noticed in Figure 13, the
golf club changes its course sharply in every direction.

4. Conclusions

In this study, a ubiquitous motion tracking system that tracks
sporting equipment using the sensors installed in an activity
monitor is proposed and constructed.The ubiquitousmotion
tracking system consists of four modules. A tracking sensor
module consisting of a gyro sensor and an acceleration
sensor captures the motion data of sporting equipment and
calculates its movement information, such as the speed or
acceleration of the equipment. A communication module
transmits this information to a USB dongle module via RF
wireless communication.The tracking sensormodule and the
communication module are installed in an activity monitor,
one of the PHDs. A USB dongle module attached to a laptop
PC receives the information from the activity monitor for the
laptop PC. Finally, a motion analyzer module in the laptop
PC analyzes themovement information to display themotion
of the equipment in order to present the graphs of the swing
angle and the acceleration of the swing of the equipment.
For experiments, an activitymonitor with the tracking sensor
module and the communication module is attached to a golf
club, and a golf swing is taken.The results of the experiments
show that the motion data of sporting equipment can be
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Figure 12: Sample of the motion data.
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Figure 13: Graph of the swing angle.
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Figure 14: Graph of the swing acceleration.

captured and analyzed easily, in both an indoor environment
and an outdoor environment.

The system proposed in this paper can be used in several
areas. The activity monitor could be attached to sporting
equipment, such as a golf club or a bat. And the motion
analyzer module can analyze the swing patterns of a user
to improve his/her skills, or to prevent injuries. The activity
monitor can be attached to places on the bodies of senior citi-
zens who have no caregivers nearby, enabling medical staff to

remotely monitor a patient’s activity using the motion ana-
lyzer module.

Currently, based on the motion information from the
activity monitor, a more powerful analyzer module that
shows themovement of the equipment in various directions is
being developed in such a way that will enable users to check
the swing path as well as the speed or acceleration of the golf
club. A motion analysis algorithm based on the motion data
will be studied afterwards also.
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A wireless sensor network (WSN) has become an important technology and has been deployed in many emerging applications,
including home automation, health care, and precision agriculture. To deploy more service applications, the WSN must solve
the internetworking problem (difference in speed, protocol stack, beacon collision etc.). In this study, we propose a redundant-
path scheme based on a multichannel WSN for an efficient interworking among the heterogeneous networks. We evaluate the
performance of our proposed scheme through a real-world simulation, and the results show an improvement in data throughput,
packet delay, and beacon loss ratio.

1. Introduction

A wireless sensor network (WSN) has been a key technology
in recently emerging services (e.g., home automation, smart
building, health care, precision agriculture, and surveillance)
[1–5]. Moreover, the rapid advances in the wireless networks,
embedded systems, and sensor technologies have introduced
various WSN-related industries that are becoming more
important in everyday life [6–8]. These recent emerging
services and the various WSN-related industries require
interworking capability between the WSN and the Internet
[9]. Figure 1 shows the conceptual service network model
with WSN.

In this internetworking capability, we must solve the fol-
lowing problems: different speeds, protocol stacks, beacon
scheduling, and data traffic. First, these two network types
are very different in terms of speed and protocol stacks. To
deal with the speed difference and to cope with the network
protocol variations, we implement an internetworking node
equipped with two types of network interfaces and conver-
sion functions.

Second, to cover wide areas and survive for a long time
in applications, such as environmental monitoring, WSNs
must be scalable and efficient in terms of power consumption.

Scalability and power savings in the IEEE802.15.4/ZigBee
are usually achieved by constructing a cluster-tree topology
using a beacon-enabled mode [10, 11]. However, the detailed
construction scheme and the beacon scheduling algorithm
have not yet been completely resolved [12].Therefore, serious
problems such as beacon collision occur frequently. Three
factors cause this problem: direct beacon collision, indirect
beacon collision, and collision with the data frame [12].
Beacon collision causes the loss of synchronization between
the nodes and their coordinator; thus, the network will be
broken.

Furthermore, constant and burst traffics can happen
simultaneously on the service network. These traffic charac-
teristics are dependent on the application and heterogeneous
traffic aggregates on the network.

To reliably transfer the trafficswithout a significant packet
loss, we need to develop a redundant-path scheme based on
a multichannel MAC protocol to increase the throughput,
decrease the delay, and prevent packet loss.

2. Proposed Scheme

2.1. Structure and Functions. The internetworking node con-
sists of a gateway unit with an internet interface and a sink
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Figure 1: Conceptual service network model.

unit with a ZigBee/IEEE802.15.4 interface. The gateway and
the sink units are connected by a serial communication link.
The sink unit functions as a personal area network (PAN)
coordinator (PNC) [13]. The gateway unit has a high-speed
network interface for interworking with the Internet, and the
sink unit has a low-speed network interface for interworking
with WSN. A flow control mechanism on the serial commu-
nication link between the gateway and sink units is desired.
Furthermore, the address translation function between the
gateway and the sink units is desired.

2.2. Redundant-Path Scheme Based on Multichannel. To
cover wide areas and survive for a long time in applica-
tions such as environmental monitoring and smart build-
ing, the WSN must be scalable and efficient in terms of
power consumption. The scalability and power savings in
IEEE802.15.4/ZigBee are usually achieved by constructing
a cluster-tree topology using the beacon-enabled mode.
However, the detailed construction scheme and the beacon
scheduling algorithm have not yet been introduced [12].

Moreover, the IEEE802.11-based WLAN can increase
its performance using the multichannel [14]. However, no
attempt has been made for the IEEE802.15.4/ZigBee. Even
if the IEEE802.15.4/ZigBee has 16 channels in the 2.4GHz
ISM band, only one channel is used to construct a PAN.
Every member node in a cluster must contend with this
single channel within the scheduled superframe duration
(SD), which is equivalent to an active period. Although the
clusters are separated, they use the same channel within the
PAN except during the exclusive scheduling of their SD.
Therefore, many problems arise, such as beacon loss, loss in
synchronization, longer delay, and interference [12].

To overcome these problems, we propose a redundant-
path scheme based on multichannel.

2.2.1. Beacon Scheduling. Figure 2 shows our proposed bea-
con frame structure. We slightly modified the beacon frame
of the IEEE802.15.4/ZigBee. By using the payload field, the
coordinator sends information to the other nodes about
the depth, the number of associated devices (NOAD), its
schedule, and its neighbor’s schedule of the SD. The other
fields are defined in [10, 11] as the standard. CH [itself]
indicates that this beacon is sent by this channel number
itself. CH [other-k] and CH [other-l] indicate the channel
numbers that can be detected as one-hop neighbors by the
coordinator. Offset denotes the relative time to start their
beacon frame from thismodified beacon frame.Depthmeans
the hop count from the PNC. The NOAD field denotes how
many devices are associated.

Figure 3 shows an example of the channel assignment
and scheduling. The PNC sequentially schedules the SD of a
channel (CH2 of the first cluster) during the inactive period
of the other channel (CH1 of the first cluster).The SD for CH2
of the first cluster can be scheduled simultaneously with the
SD for CH1 of the second cluster. After CH1 of the second
cluster and CH2 of the first cluster become inactive, the SD
for CH3 of the first cluster is scheduled simultaneously with
the SD for CH2 of the second cluster. After CH2 of the second
cluster andCH3of the first cluster become inactive, the SD for
CH1 of the first cluster should be rescheduled at every beacon
interval. It can be scheduled simultaneously with the SD for
CH3 of the second cluster.

The use of multichannel (different channels per clus-
ter) alleviates the contention and interference problem by
decreasing the number of nodes in a cluster. As a result, the
throughput can be increased, and the delay will decrease.

Analogous to a child, a coordinator should at least be
joined with the two parent coordinators. One is the primary
link to the home channel, and the other is the secondary
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link for load sharing or alternating purpose. This multipath
scheme provides a reliable connectivity and shorter delay.

2.2.2. Joining Procedure. Figure 4 shows the procedure for a
new node to become a coordinator or a device. The depth
and the NOAD fields can be used by the new device to
choose which coordinator is suitable for associating with.
When the new device wants to join the PAN, it first scans
the channels to obtain a list of PAN descriptors. Then, it
chooses a coordinator that has a smaller depth and a smaller
number of associated devices.The coordinator with a smaller
depth is the nearest to the PNC than the other coordinators.
The cluster controlled by the coordinator that has a smaller
number of associated devices is not crowded as compared
with the other clusters.

2.2.3. Redundant-Path Operation. In the example shown
in Figure 5, the gateway-sink node functions as the PNC.
It can construct its own first cluster, including the three
coordinators (or ZigBee routers) and the devices assigned to
three different channels. Each coordinator on the different

channels can also construct its cluster like a tree. In this way,
the WSN coverage can be expanded.

Figure 5 also shows the effect of the redundant-path
scheme. Device 23D sends a packet to its coordinator 22C
during the SD of CH2 of the second cluster. In the normal
operation case, 22C will relay the packet to its parent
coordinator 21C during the SD of CH2 of the first cluster.
On the other hand, in abnormal cases, such as the loss of
synchronization, failure of node 21C, and congestion by heavy
load, the packet will be blocked at 22C until the problem
is resolved, or it will be discarded because of lack of buffer
space. In the case when intermediate node 21C fails, several
nodes will become orphans even if they can continue to serve.
The intermediate coordinator must find another association
link on a different channel as soon as possible. With this
secondary link, we can prevent several nodes from becoming
orphans and continuously transfer important information.

After choosing a coordinator, when the new device wants
to be a new coordinator to expand the network scalability,
it must schedule its SD not to overlap with its parent
coordinator’s SD.

The new candidate coordinator can calculate its SD
schedule with the offset information from its neighbor.
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3. Implementation

3.1. Structure. Figure 6 shows the hardware and software
structure of the gateway-sink node, which consists of the
gateway unit with an internet interface and a sink unit with
a ZigBee/IEEE802.15.4 interface. The gateway and sink units
are connected by a serial communication link.

The sink unit functions as a PNC [11]. It is made of an 8-
bit MCU with a 128 kB small memory size similar to other
commercial sensor nodes. As the gateway unit deals mostly
with the interworking tasks between the two network types,
the 32-bit MCU is adopted and a 256MB of memory is
provided for the TCP/IP stack and the packet buffering for
the flow control. Figure 7 shows the implementation of the
gateway and sink units.

3.2. Flow Control and Protocol Conversion Function. The
WSN has different requirements as compared with the other
network types. The WSN follows a pattern of multihop
networks organized by distributed nodes. Since each node
is usually activated by a battery and replacing the battery is
very difficult, a shortage in the battery power stops the node
operation. Eventually, the WSN will be broken. Therefore,
the most important challenge is to provide energy efficiency.

To reduce energy consumption and to extend the network
lifetime, the ZigBee/IEEE802.15.4 usually uses a low duty
cycle consisting of a short active period and a long inactive
period [10, 11]. However, the gateway unit does not suffer
from any energy constraint because it is located at the wired
internet backbone and it has abundant power. Furthermore,
the gateway unit has a high-speed network interface for
interworking with the Internet. The transmission speed of a
high-speed Internet (e.g., 100Mbps Ethernet) is much faster
than that of the ZigBee/IEEE802.15.4 (e.g., 250 kbps).

The difference in the transmission speed of the networks
can be overcome using a buffer between the gateway and
the sink units. The gateway unit cannot know the state of
the sink unit whether the latter is in an active or inactive
period. During the active period, the sink unit is in a
busy state, engaging in communication with its associated
devices analogous to its children.Therefore, preventing traffic
from being transferred to the sink unit is necessary during
the active period. A flow control mechanism on the serial
communication link between the gateway and the sink units
is designed. When the sink unit stays in the active period,
it transmits an X-OFF to prohibit the gateway unit from
sending data. Otherwise, it transmits an X-ON to receive data
being buffered in the gateway unit side.
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Figure 8: Test topologies.

We implemented the address translation function such as
Network Address Translation (NAT) [15]. The Internet uses
the IPv4 or IPv6 address schemes. The ZigBee uses the short
or long address scheme depending on its application. The
address translation function matches the IP address with the
ZigBee short address.

4. Result and Discussion

We evaluated the performance of our proposed scheme,
which was configured with three-hop clusters with three

different channels in the two network topologies. Figure 8
shows the test topologies.

In Topology 1, each node is well placed to avoid interfer-
ence, and in Topology 2, most nodes are placed very close so
that their placement almost overlaps.

According to [10, 11], the configuration parameters are set
as shown in Table 1.

We assumed that no mobile nodes existed. The data
packet had a 64 B fixed length. Each channel bit rate was
250 kbps. To measure some performance parameters such
as the throughput and the delay according to the traffic
load, we generated the traffic of data packets with a constant
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Figure 10: Beacon loss.

Table 1: Configuration parameters for the evaluation.

Parameter Value
Beacon order 6
Superframe order 3
Minimum value of the back-off exponent 3
Maximum value of the back-off exponent 5
Value of the maximum back-off number 4

bit rate and increased the generation rate by 0.05 kbps. All
nodes generated the data packet except the PNC. The range

of transmission was 15 meters, and the range of the RF
interference was 30 meters.

Our proposed scheme was compared with the con-
ventional IEEE802.15.4/ZigBee using a single channel. The
results in terms of throughput, beacon loss, packet delay, and
queue size are shown in Figures 9–12, respectively.

Since the proposed scheme used three channels simulta-
neously, the density of the member contending with a chan-
nel became sparser than that of the IEEE802.15.4/ZigBee.
Therefore, Figure 9 shows that the proposed scheme yielded
approximately two times higher throughput. The throughput
in Topology 1 was higher than that in Topology 2.
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Figure 12: Average queue size.

As shown in Figure 10, the beacon loss of our proposed
scheme is less than that of the IEEE802.15.4/ZigBee. As a
result, our proposed scheme can provide a more reliable and
scalable service.

Figures 11 and 12 show the average transmission delay
time of the data packet in the third cluster and the average
waiting queue length in the third cluster, respectively. The
delay time and queue length of our proposed scheme are
shorter than those of the IEEE802.15.4/ZigBee. These results
are attributed to the same reason as that in the aforemen-
tioned throughput case. In the case of the IEEE802.15.4/
ZigBee, collision and back-off occur more frequently than
those in our proposed scheme, because all nodes have to

contend with the single channel using the CSMA/CA. This
collision and the back-off make both the transmission delay
time and the queue length longer. As a result, our pro-
posed scheme is an efficient interworking scheme in the
interference (Topology 1) and noninterference (Topology 2)
environments.

5. Conclusions

In this paper, we have proposed the interworking architec-
ture, which was composed of the flow and protocol con-
version functions, as well as the redundant-path scheme
based on multichannel, which was slightly modified from
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the conventional IEEE802.15.4/ZigBee design. Its perfor-
mance was evaluated by a real-world simulation. Our pro-
posed redundant-path scheme based on the multichannel
can increase the throughput, decrease the delay, and prevent
network failure from beacon loss and node failure in the two
topologies. From these results, it is verified that our proposed
scheme in WSNs is more suitable for providing automation
and remote control application service through an efficient
interworking method between the WSN and the Internet.
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Ubiquitous sensor network has a history of applications varying from monitoring troop movement during battles in WWII
to measuring traffic flows on modern highways. In particular, there lies a computational challenge in how these data can be
efficiently processed for real-time intelligence.Given the data collected fromubiquitous sensor networks that have different densities
distributed over a large geographical area, one can see how separate groups could be formed over them in order to maximize the
total coverage by these groups.The applications could be either destructive or constructive in nature; for example, a jet fighter pilot
needs to make a real-time critical decision at a split of second to locate several separate targets to hit (assuming limited weapon
payloads) in order to cause maximum damage, when it flies over an enemy terrain; a town planner is considering where to station
certain resources (sites for schools, hospitals, security patrol route planning, airborne food ration drops for humanitarian aid, etc.)
for maximum effect, given a vast area of different densities for benevolent purposes. This paper explores this problem via optimal
“spatial groups” clustering. Simulation experiments by using clustering algorithms and linear programming are to be conducted,
for evaluating their effectiveness comparatively.

1. Introduction

Ubiquitous sensor network is a kind of wireless sensor
technology [1] that has sensors distributed far and wide,
usually covering a large geographical area like forest, battle
field, or road networks of an urban city. Few successful
case scenarios have been in place in the literature, such as
monitoring vegetable freshness by using oxygen and carbon
dioxide sensors in farms [2], chemical leak detection in
hazardous sites [3], general-purpose sensor networks that
monitor fire [4], and operation underwater [5]. What these
applications have in common is the need of a postprocessing
step that crunch over the data, possibly in real time, and to
make a quick and accurate prediction out of the analysis.

In this paper, we consider a special case of postprocessing
of such ubiquitous sensor network data. Given a vast distribu-
tion of sensors each of which collects some information about
the local proximity, some groups or clusters are to be formed
over those. The groups should be formed in such a way that

the total overall “value” of all the values from all the groups
must be maximized.The value(s) which should be part of the
attribute information being collected by the sensors may be
something that is of the user’s concern. The values usually
represent the density of a proximity where a sensor stands,
for example, concentrate of some chemical gas, traffic volume,
importance of military target, or even head counts of castles
or humans.

Intuitively one would prefer the groups to be centered on
the most valuable values over the area; the groups should not
overlapmuch of each other, so the overlapped effectmay even
get cancelled out or wasted in vain. Here some reasonable
assumptions would have to be held valid: each group would
have a limited diameter of effect; each group is in the shape of
a concentric circle; the areas where the circles (groups) cover
sum up to a total coverage a.k.a. maximum net effect; and we
can form only a limited number of such circles.This would be
an interesting mathematical problem but it has a significant
impact on ubiquitous sensor network applications. It not only
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determines on how we should distribute the sensors, but
also after the deployment how these logical groups are being
formed possibly for further applications.

For experiments, we attempted to apply several clustering
algorithms; the choices of these algorithms are classical and
popular in data mining research community. The effec-
tiveness of different clustering algorithms is measured for
comparison. However, none of the clustering algorithms can
achieve the best results. At the end, we develop a simple and
novelmethod based on linear programming for optimization,
which we called LP. LP is shown to be able to achieve
optimal grouping over different configurations and cases of
experiments.

The contribution of the paper is an in-depth investiga-
tion into the grouping problem that arises right after the
deployment of a ubiquitous sensor network. We propose a
novel solution to achieve optimal groups by using linear
programming, though several clustering algorithms have
been put into test.

The remaining of the paper is structured as follows.
Section 2 introduces the background techniques of spatial
clustering. Section 3 surveys on spatial data representa-
tion, how the spatial data are encoded for postprocessing.
Section 4 describes our methodology for obtaining optimal
groups over spatial data. Section 5 reports about the exper-
iments. Section 6 analyses and compares the experimental
results. Section 7 concludes the paper.

2. Overview of Spatial Data
Clustering Techniques

Clustering is the organization of a dataset into homogeneous
and/or well-separated groups with respect to a distance or,
equivalently, a similarity measure [6]. Spatial data clustering
has numerous applications in pattern recognition [7, 8],
spatial data analysis [9–11], market research, and so forth, [12,
13], which gather data to find all non concentrate models and
special things among geographical dataset. And spatial data
clustering is an important instrument of spatial data mining,
which has become a powerful tool for efficient and complex
analysis of huge spatial databases [12]with geometric features,
and is liked by most people. Conventional methods of
clustering algorithm are classified into four types: partition
method, hierarchical method, density-based method, and
grid-based method.

However, with the extension of research objects and
scope, it has been discovered to have shortcomings. Many
existing spatial clustering algorithms cannot cluster with
irregular obstacles reliably. A grid-density-based hierarchical
clustering (HC) algorithm is proposed to tackle this problem.
The advantage of grid-based clustering algorithm is reducing
the quality of calculation. An alternative approach [14] is
proposed that can effectively form clustering in the presence
of obstacles. The shapes of the clusters can be arbitrarily
defined. Moreover, the hierarchical strategy is used to reduce
the complexity in presence of obstacles and constraints and
to improve the operation efficiency [13]. And the result is
that it can deal with spatial clustering while it faces obstacles

and constraints and get better performance.When some data
points do not work in any cluster for density clustering, this
situation was managed by using grid-based HC instead in
this study. And each clustering algorithm has its individual
advantages and disadvantages.

Thepartition approach separates𝑁objects into𝑚 groups,
meanwhile 𝑚 satisfies the following constraints: firstly, each
group contains one object at least; secondly, each object
must belong to one group. In order to achieve a global
optimum in grouping, it is necessary to list all possible
clusters, and most applications will adopt KM, K-medoid,
or fuzzy analysis. However, this partitioning method consists
of some problems when applied to spatial mining, towards
clustered objects, especially the objects that are obstructed
by some environment conditions. Such as river, it is hard to
recognize the comparability.

This method can be efficiently carried out by clustering
no matter how large the number of objects. Cluster analysis
algorithm in general cannot deal with large datasets. It is
recommended that the maximum number of objects to deal
with in this method should be no more than 1000. It is a
stochastic huntingway based on partitioning in the clustering
method due to its low efficiency and the capability of this
method is much affected by the random selection of the
stochastic initial value [14].

HC is another popular clustering method, which is
more flexible than partitioning-based clustering but it has a
higher time complexity. HC algorithms create a hierarchical
decomposition (a.k.a. dendrogram) of dataset based on some
criterion [15, 16]. According to the rule of generation in
hierarchical decomposition, there are two different types of
HC methods: agglomerative and divisive. For agglomerative
algorithm, it starts with producing leaves and it combines
clusters in a bottom-up way. For divisive algorithm, the
clustering starts at the root and it recursively separates the
clusters in a top-down way. The process continues until a
stopping criterion—usually it stops when the required 𝑘

clusters are accomplished. However, this hierarchical method
consists of some problems: vagueness of termination criteria;
once a step is complete, it cannot be revoked. As long as the
neighborhood density (the number of objects or data points)
does not grow over a certain threshold, clustering continues
[17]. In other words, for a given point in each cluster, in the
neighborhood of a given radius it must contain at least a
minimum number of points. As a result, the noisy data can
be filtered, and better clusters with arbitrary shape can be
found. DBScan and its expansion algorithm, which is called
OPTICS, are two of these classical density-based methods.
They perform clustering based on the type of density-based
connectivity.

Grid-based method quantifies object space to a restricted
number of cells, forming a grid structure. All clustering
operations are in the grid structure (i.e., quantitative space).
The main benefit of this method is its high speed; the
run time is usually not restricted by the data size, which
only depends on the number of cells in each dimension.
The algorithm STING (statistical information grid-based
method) [18] works with numerical attributes (spatial data)
and is designed to facilitate “region-oriented” queries.
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Nevertheless, the spatial groups obtained by classic algo-
rithms have certain limitations; that is overlaps cannot be
controlled and the maximum coverage by the resultant
groups is not guaranteed. Overlaps lead to resource waste
and potentially resourcemismatch. Besides spatial clustering,
this situation occurs in other fields of applications such
as the information retrieval (several thematic for a single
document); biological data (several metabolic functions for
one gene), and martial purpose (discover object denseness
regions independently). However, there has been no study
reported in the literature that the authors are aware of
that applies LP method to discover spatial groups that are
free of the limitations inherited from clustering algorithms.
Thus, this research provides an alternative method to achieve
spatial groups for maximum coverage in real environment.
Maximum coverage in this context here is defined as the
greatest possible area of effect covered by the spatial groups
with none or minimum overlaps among the groups.

3. Spatial Data Representation

Two main categories of spatial data representation exist:
spatial data and attribute data. Spatial data means refer-
enced data in the earth, such as maps, photographs, and
satellite imageries. Though these representation techniques
originated from GIS, the underlying coding formats are
common compared to those for wireless sensor networks
as long as they are distributed over a wide spatial area in
nature. Generally, spatial data represents geographic features
in complete and relative locations. Attribute data represents
the spatial features in characteristics, which can be in quantity
and/or in quality in real world. Attribute data is often referred
to as tabular data. In our experiments, we test both types
of data models versus different clustering algorithms for a
thorough investigation.

3.1. Spatial Data Model. In early days, spatial data is stored
and represented in a map format. There are three fundamen-
tal types of spatial data models for recording the geographic
data digitally. They are vector, raster, and image.

Figure 1 as shown in the following illustrates the encoding
techniques of two important spatial data [19], which are raster
and vector, over a sample aerial image of Adriatic Sea and
coast in Italy. The image type of encoding is very similar to
raster data in terms of usability of techniques. But it has a limit
in internal formats when it comes to modeling and analysis
of the data. Images represent photographs or pictures in the
landscape in a coarse matrix of pixel values.

3.2. Vector Data Model. The three kinds of a forementioned
spatial data models are used in storing the geographic
location with spatial features in dataset. The vector data
model uses 𝑥, 𝑦 coordinates to define the locations of
features; thereafter theymark points, lines, areas, or polygons.
Therefore, vector data tend to define centers, edges, and
outlines of features. It characterizes the features by linear
segments using sequential points or vertices. A vertex consists
of a pair of 𝑥 and 𝑦 coordinates. The beginning or ending

of a node is defined in each vertex with arc segment. A
single coordinate pair of vertexes defines a feature point. A
group of coordinate pairs define polygonal features. In vector
representation, as well as the connectivity between features,
the storage of the vertices for each feature is important, as well
as the sharing of common vertices where features connect.

By using the same size polygonal, we divide a complete
map into small units based on the character of our database,
which is represented to be (𝑥, 𝑦, V), where 𝑥 and 𝑦 consist
of an coordinate pair that represents the referenced spatial
position and V represents something of interest or just called
“feature” which could be a military target, a critical resource,
or just an inhabitant clan, for example. The greater the V, the
more valuable the feature is. In spatial grouping formaximum
coverage, we opt to include these features that amount to a
highest total value. A sample of vector format that represents
a spatial location in reference to 2D is shown in Figure 2 [19].

3.3. RasterDataModel. Raster datamodelsmake use of a grid
of squares to define where features are located. These squares
which are also called pixels or cells typically are of uniform
size.

From our dataset, we separate the whole image by impos-
ing a grid on it hence producing many individual features,
with one feature corresponding to each cell. We consider
using raster data model to represent the dataset, and we store
the features by the following two different encoding formats.

(1) Raster data are stored as an ordered list of cell values
in pairs of (𝑖, V), where 𝑖 is a sequential number of the
cell indices and V is the value of the 𝑖th feature, for
example, (1, 80), (2, 80), (3, 74), (4, 62), (5, 45), and so
on, as shown in Figure 3.

(2) Raster data are stored as points (𝑥, 𝑦, V), with 𝑥 and 𝑦

as position coordinates locating to the corresponding
spatial feature with value V, for example, (1, 1, 513), (1,
2, 514), (1, 3, 517), (2, 1, 512), (2, 2, 515), and so on, as
shown in Figure 4. In this case, the value V refers to
the center point of the grid cell. This encoding will be
useful for representing measured values at the center
point of the cell, for example, raster of elevation.

(3) During the experiment, the grid size is transformed
for efficient operation. So, we put 𝑖2 cells together as
one unit representing one new grid cell, as shown in
Figure 5.

In particular, the quad tree data structure for storing
the data is found to be useful as an alternative encoding
method to raster data model. Raster embraces digital aerial
photographs, imagery from satellites, digital pictures, or even
scanned maps. Details on how different sorts of objects like
point, line, polygon, and terrain are represented by the data
models can be found in [19–21].

4. Proposed Methodology

Theaim of themethodology is to determine a certain number
of clusters and their corresponding locations from some



4 International Journal of Distributed Sensor Networks

Real world Vector Raster/image

Figure 1: Representation of how a real-world spatial area is represented by vector and raster encoding formats.
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Figure 3: Raster format in ordered list.

collected spatial data. In this process, different methods are
tested for choosing the one which covers themost area as well
as the highest feature values, from the suggested clusters.The
flow of this process, including preprocessing of sensor data,
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Figure 5: Raster format with 22 and 32 grids.

data transformation, clustering, and finding cluster center-
points, is shown in Figure 6.

In case of a satellite image or image captured by fighter-jet
or other surveillance camera, image processing is needed to
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Figure 6: Workflow of proposed methodology.

extract the density information from pictures. But in our case
of sensor network, we can safely assume that the data fed from
anet of sensorswould have the sensor ID attached.The sensor
IDs are known, so are their positions. From the locations of
the sensors and their sensor ID, we could possibly relate the
data that was collected to their corresponding locations, in
the 𝑥-𝑦 format of coordinates (assume the terrain is of 2D).
In order to reduce the huge amount of calculation and storage
space, a grid was used to divide the whole map into smaller
pieces. The grid indexing operation is repeated for a range of
different coarse layers, thereby providing different resolutions
of data partitions. Similar technique is reported in [22], which
is computed by Euclidian distance. Obviously, the method
of grid indexing helps separate data into cells based on their
geographic locations.

To obtain a better result of spatial groups for maximum
coverage and its corresponding cluster center point with cer-
tain constrains, the research adopts several popular cluster-
ing methods and linear programming method by using soft-
ware programs such as XLMiner (http://www.solver.com/
xlminer-data-mining/), MATLAB (http://www.mathworks
.com/products/matlab/), and Weka (http://www.cs.waikato
.ac.nz/ml/weka/).

The core purpose of cluster analysis is to comprehend and
to distinguish the extent of similarity or dissimilarity amount
of the independent clustered objects. There are five major
methods of clustering—KM, EM, XM, HC, and DBScan.

𝐾-means (KM) byMacQueen, 1967, is one of the simplest
algorithms that solve thewell-known clustering problem [23].
It is an easy and simple method to divide a dataset into a
certain number of clusters initially, assuming that the number
of clusters is 𝑘 fixed a priori for each cluster, which is themain
idea. The random choice of the initial location of centroids

leads to various results. A better choice is to place them as
much far away from each other as possible.

The KM algorithm aims at minimizing an objective fun-
ction. In this case, a squared error function is as follows:

𝑗 = ∑

∀𝑖

∑

∀𝑗







𝑥
𝑖
(𝑗) − 𝑐

𝑗







2

, (1)

where 𝑗 ranges from 1 to 𝑘, 𝑖 range, from 1 to 𝑛, and
‖𝑥
𝑖
(𝑗) − 𝑐

𝑗
‖

2 is a chosen distance measure between a data
point 𝑥

𝑖
(𝑗) and the cluster center 𝑐

𝑗
, which is an indicator of

the distance of the 𝑛 data points from their respective cluster
centers. The sum of distances or sum of squared Euclidean
distances from the mean of each cluster is a quite normal or
usual measure for causing scattering in all directions in the
cluster in order to test the suitability of the KM algorithm.
Clusters are often computed using a fast, heuristic method,
which generally produces good (but not necessarily optimal)
solutions.

X-Means [24] is an optimal method of KM, which
improves structure part in the algorithm. Division of the
centers is attempted in its region. It makes decision between
the root and children of each center to doing the comparison
between the two structures. Another improved variant of
KM, called EM which execrates maximization, makes an
assignment on a probability distribution to each further point
which represents the probability. Howmany clusters to be set
up are to be decided by EM using cross-validation.

Density-based algorithms regard clusters as dense areas
of objects that are separated by less dense areas [25]. Because
they have no limit to look for clusters with spherical shape,
they can produce clusters with arbitrary shapes. DBScan is
a typical implementation of density-based algorithms, called
density-based spatial clustering of applications with noise
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(a) (b) (c)

Figure 7: Illustration of possible ways of assigning clusters for maximum (a) fish population, (b) altitude of terrain, and (c) human inhabitant
population.

[25]. The notions of density reachability and density con-
nectivity are used as performance indicators for the quality
of clustering [26]. A cluster is composed of the group of
objects in a dataset that are density connected to a particular
center. Any object that falls beyond a cluster is considered as
noise.

Ward proposed a clustering method called hierarchical
clustering (HC) in 1963 [27]. It tries to find how to form
something to divide 𝑃

𝑛
, 𝑃
𝑛−1

, . . . , 𝑃
1
in a way that reduces

the relationship with each group. In each step analysis
step, it considered every possible cluster pair in group and
combined the two clusters with a very close joining of results
in “information loss,” which is given definition by Ward
around ESS (an error sum-of-squares criterion).The idea that
supports Ward’s proposal can be described most simply by
thinking of a little single data. Take ten objects with scores as
an example: (2, 7, 6, 6, 7, 2, 2, 0, 2, 0). The loss of information
would be achieved by calculating ESS with a mean of 3.4,
which takes into account the ten scores as a unit as follows:
ESS One group = (2 − 3.4)

2
+ (7 − 3.4)

2
+ ⋅ ⋅ ⋅ + (0 − 3.4)

2
=

47.28. However, those 10 objects can also be separated into
four groups according to their scores: {0, 0, 0}, {2, 2, 2, 2},
{6, 6}, and {7, 7}. Finally, for evaluation of the ESS as a sum of
squares, we can obtain four independent error sums of each
square. Overall, the result that divides the 10 objects into 4
clusters has no loss of information as follows:

ESS One group = ESS group1 + ESS group2

+ ESS group3 + ESS group4 = 0.

(2)

The last method we adopted here is linear programming
(LP), which contains instituting and producing an answer
to optimization problems with linear objective functions
and linear constraints. This powerful tool can be used in
many fields especially where many options are possible in
the answers. In spatial grouping over a large grid, many
possible combinations of positioning the clusters exist. The
problem here is to find a certain number of clusters of

equal size over the area, meanwhile the chosen centers of
the clusters must allow sufficient distance apart from each
other so as to avoid overlapping. As an example, shown
in Figure 7, three clusters would have to be assigned over
a spatial area in a way that they would have to cover
certain resources. The assignment of the clusters, however,
would have to yield a maximum total value summed from
covered resources. In the example, the left diagram shows
allocating three clusters over the deepwater assuming that the
resources are fish hence the maximum harvest. The second
example in the middle of Figure 7 is clustering the high
altitude over the area. The last example is trying to cover
the maximum human inhabitants which are concentrated
at the coves. Given many possible ways of setting up these
clusters, LP is used to formulate this allocation problem
with an objective of maximizing the values of the covered
resources.

Assuming that the resources could be dynamic, for
example, animal herds or moving targets whose positions
may swarm and change over time, the optimization is a
typical maximal flow problem (or max flow problem). The
optimization is a type of network flow problem in which
the goal is to determine the maximum amount of flow
that can occur over arc whish is limited by some capacity
restriction. This type of network might be used to model
the flow of oil in pipeline (in which the amount of oil that
can flow through a pipe in a unit of time is limited by the
diameter of the pipe). Traffic engineers also use this type of
network to determine the maximum number of cars that can
travel through a collection of streets with different capacities
imposed by the number of lanes in the streets and speed limits
[28].

For our spatial clustering, we consider each cell of the grid
as a node; each node is defined as a tuple𝑚 that contains the
coordinates and the value of the resource that is held in the
node such that 𝑚(𝑥

𝑖
, 𝑦
𝑖
, 𝑧
𝑖
) represents an 𝑖th node, in which

𝑥
𝑖
, 𝑦
𝑖
represent the position and 𝑧

𝑖
represents the value of

resource in the node, respectively. For the clusters, each node
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(1) Load the grid-based spatial information into array 𝐴(𝑥, 𝑦, 𝑧) % 𝐴 is a three dimensional array
(2) Repeat (through all coordinates of 𝑥)
(3) Repeat (through all coordinates of 𝑦)
(4) If (boundary constraints and overlapping constraints are satisfied) Then
(5) 𝑆(𝑥

𝑖
, 𝑦
𝑖
, 𝑧
𝑖
) = 𝐴(𝑥

𝑖
, 𝑦
𝑖
, 𝑧
𝑖
)

(6) End-if
(7) End-loop
(8) End-loop
(9) If size of (𝑆) ≥ 𝐾

(10) Find top 𝐾 clusters where max∑𝑧
𝑖
⨁𝐶
𝑘
, copy 𝑆(𝑥

𝑖
, 𝑦
𝑖
, 𝑧
𝑖
) to new array 𝐶(𝑥

𝑖
, 𝑦
𝑖
, 𝑧
𝑖
), ∀𝑖 ∈ 𝐶

𝑘

(11) Else-if
(12) 𝐶(𝑥

𝑖
, 𝑦
𝑖
, 𝑧
𝑖
) = 𝑆(𝑥

𝑖
, 𝑦
𝑖
, 𝑧
𝑖
) ∀𝑖

(13) End-if

Pseudocode 1: Pseudocode of the proposed LP model for spatial clustering.

can potentially be a center of a cluster, and the cluster has
a fixed radius of length 𝑟. The LP model for our problem is
mathematically shown as follows:

Total value = ⋃

selected clusters ⟨𝐶
𝑘
|𝑘=1⋅⋅⋅𝐾⟩

∑

𝑚
𝑖
∈𝐶
𝑘

𝑚
𝑖
(∗, ∗, 𝑧

𝑖
)

= argmax
𝑋,𝑌

∑

0≤𝑥
𝑖
≤𝑋

0≤𝑦
𝑖
≤𝑌

𝐾

∑

𝑘=1

𝑧
𝑙
∋ 𝑚
𝑙
(𝑥
𝑖
, 𝑦
𝑗
, 𝑧) ⊕ 𝑐

𝑘
.

(3)

Subject to the boundary constraints of 2r ≤ |𝑥
𝑖
− 𝑥
𝑗
|, and 2r

≤ |𝑥
𝑖
− 𝑥
𝑗
| for all 𝑖 and 𝑗, but 𝑖 ̸=𝑗, where𝑋 is the maximum

width and 𝑌 is the maximum length of the 2D spatial area,
respectively, 𝑘 ∈ 𝐾 is the maximum number of clusters, and
𝑐
𝑘
is the 𝑘th cluster under consideration in the optimization.
In order to implement the computation as depicted in

(3) for each node, we sum each group resources in a shape
of diamond (which geometrically approximates a circle). By
iterating through every combination of𝐾 nodes in the grid of
size 𝑋 by 𝑌, each current node in the combinations is being
tested by considering it as the center of a cluster that has a
radius of r, hence storing the resource values of the nodes
from the potential clusters into a temporary array buffer
𝐴(∗, ∗, 𝑧

𝑖
). The results from those potential clusters which

do satisfy the boundary and nonoverlapping constraints are
then copied to a candidate buffer. Out of the clusters whose
resource values are stored in the candidate buffer 𝑆, the
combination of 𝐾 clusters that has the great total resource
value is selected and their values are placed in the final buffer
𝐶. The corresponding pseudocode is shown in Pseudocode 1.

5. Experimental Results and Analysis

In this section, the performance of the proposed methodol-
ogy is shown by presenting both numerical and visualized
results for all performance aspects over various algorithms. A
case study of road traffic is used in the experiment.The spatial
area is a metropolitan traffic map with roads and streets
spanning all over the place. The resource value in this case is
the concentration or density of vehicle traffic flows. Sensors
are assumed to have been deployed in every appropriate point

Table 1: Comparison between Bwmorph function and thinning
algorithm.

Bwmorph function Thinning algorithm
Dataset 1 Dataset 2 Dataset 1 Dataset 2

Degree of
thinning Incomplete Complete

Elapsed time
(secs) 20 38 100 198

Complexity 𝑂(𝑛) 𝑂(𝑛

2
)

of the roads; thereby a typical traffic volume is each of these
points is known. The optimization of spatial clustering in
this case can be thought of as optimal resource allocation;
for example, cost-effective police patrols, gas stations, or
environment-pollution controls are needed among those
dense traffic spots.

5.1. Data Preprocessing. Two different factual datasets are
used for experiments. The first dataset is published by
Maricopa Association of Governments in 2008, which is
a traffic volume map. Traffic volumes were derived from
the national traffic recording devices. Seasonal variation is
factored into the volumes. The second dataset is an annual
average daily traffic of Baltimore County Traffic VolumeMap
in 2011 in USA, prepared by the Maryland Department of
Transportation, and published by March 19, 2012. The traffic
count estimates are derived by taking 48-hourmachine count
data and applying factors frompermanent count stations.The
traffic counts represent the resource values in a general sense.

After using skeleton extraction, a two-tone image was
obtained from the original map. Readers are referred to the
respective websites where they can see the traffic volume data
that are associated with our two datasets: (a) Representative
traffic volume map of dataset 1—Traffic Volume Map of
Phoenix, AZ,USA (http://phoenix.gov/streets/traffic/volume-
map/); (b) Representative traffic volume map of dataset
2—Traffic Volume Map of Baltimore, MD, USA (http://www
.marylandroads.com/Traffic Volume Maps/Traffic Volume
Maps.pdf/). And the corresponding result skeleton extraction
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Table 2: Important statistics from the clustering and LP experiments.

Method Cluster number Number of cells covered Minimum Maximum Overlap

KM

Cluster 1 428 0 349932.7 0
Cluster 2 468 0 546896 0
Cluster 3 448 0 205030.07 0
Cluster 4 614 0 68946.67 0
Cluster 5 618 0 9009.08 0

XM

Cluster 1 615 0 59126.5 0
Cluster 2 457 0 546896 0
Cluster 3 609 0 9009.08 0
Cluster 4 465 0 349932.7 0
Cluster 5 430 0 205030.07 0

EM

Cluster 1 1223 0 2292 618172.29
Cluster 2 7 14104.8 24370.5 313018
Cluster 3 81 0 30337.33 1311465.77
Cluster 4 64 26752 546896 3308812.49
Cluster 5 1201 0 130002.6 2179504.71

DB

Cluster 1 13 23614 33146 3272229.11
Cluster 2 11 16868.25 21001 3639658.18
Cluster 3 13 17888.8 29452.83 1961183.93
Cluster 4 11 8477.33 21100.8 589408.77
Cluster 5 2528 0 546896 2055417.6

HC

Cluster 1 291 0 349932.7 0
Cluster 2 191 0 205030.07 967622.83
Cluster 3 294 0 1590971 0
Cluster 4 224 0 189812 1267355.5
Cluster 5 243 0 546896 0

LP

Cluster 1 221 0 349932.7 0
Cluster 2 221 0 205030.07 0
Cluster 3 221 0 1590971 0
Cluster 4 221 0 189812 0
Cluster 5 221 0 546896 0

Table 3: Comparison for running time of the first dataset.

Formats KM HC DBscan XM EM LP
Vector database 3.27 12.52 23.24 2.78 9.30 1.83
Raster database 3.42 15.36 28.20 2.84 9.84 2.01
RasterP (16 grids) 1.98 1.34 5.08 0.46 0.57 0.78
RasterP (25 grids) 0.09 0.14 1.15 0.21 0.12 0.53

in dataset 1 is shown in Figure 8, where (a) adopted a kind of
morphological operation method, and (b) adopted thinning
algorithm, respectively. Likewise, the corresponding result
skeleton extraction in the second dataset is shown in
Figure 9, where (a) adopted a kind of morphological
operation method, and (b) adopted thinning algorithm,
respectively. The comparison result of the two datasets is
shown in Table 1.

For the raw dataset, we firstly perform the image prepro-
cessing over it to obtain numerical database.

The results of the skeleton extraction, as shown in Figures
8(b) and 9(b), are more clearly and useful for the following

processing. Subsequently, the clustering by grid can be
readily obtained from the preprocessed images.The extent of
image thinning is better and more complete by the thinning
algorithm than the Bwmorph function in MATLAB. But the
elapsed time is longer due to a two-layer iteration nesting
procedure in the program code.

The choice of placing a grid on the image follows one
principle: mesh segmentation is not trying to fall on a con-
centrated position of traffic flow. Since there is no endpoint,
the midpoint of the two adjacent values was considered a
demarcation point. Under this assumption, the traffic flow in
each grid is calculated and stored digitally in an Excel file. A
digital data for the trafficmap serves as the initial data for the
subsequent clustering process.

5.2. Comparison Result of KM and HC Clustering. In
XLMiner, two methods were used to perform clustering: KM
and HC. In order to compare the two methods for the two
datasets, input variables were normalized, and the number
of clusters is set at five and maximum iterations at 100. The
initial centroids are chosen randomly at start. Furthermore,
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Table 4: Comparison for log-likelihood of first dataset.

Formats KM HC DBScan XM EM
Vector database −12.41868 −14.07265 −13.28599 −11.9533 −12.49562
Raster database −13.42238 −15.02863 −13.78889 −12.9632 −13.39769
RasterP (16 grids) 12.62264 −14.02266 −12.48583 −12.39419 −12.44993
RasterP (25 grids) −12.41868 −13.19417 −11.22207 −12.48201 −11.62048

(a) (b)

Figure 8: (a) Result of skeleton extraction in dataset 1 using Bwmorph function. (b) Result of skeleton extraction in dataset 1 using thinning
algorithm.

(a) (b)

Figure 9: (a) Result of skeleton extraction in dataset 2 using Bwmorph function. (b) Result of skeleton extraction in dataset 2 using thinning
algorithm.

Table 5: Comparison for running time of the second dataset.

Formats KM HC DBScan XM EM LP
Vector database 1.39 13.4 15.53 1.53 10.05 3.37
Raster database 2.41 14.78 18.34 2.17 8.23 1.96
RasterP (16 grids) 0.47 8.01 12.74 0.45 3.77 1.44
RasterP (25 grids) 0.35 6.20 10.98 0.36 2.96 1.18

the weights for the corresponding three attributes (𝑥, 𝑦, V)
for each grid (𝑔

𝑖
= (𝑥
𝑖
, 𝑦
𝑖
, V
𝑖
)), based on defining weight of

𝑥 and 𝑦 could be varied (fine-tuned) and the sum of weights
must be equal to 1. We tested several variations searching for
the best clustering results: (1) weight of V is 20%; (2) weight
of V is 40%; (3) weight of V is 50%; (4) weight of V is 60%; (5)
weight of V is 80%; (6) all of them have same weight at 33.3%;

(7) weight of V is 0; (8) same weight except when 𝑔
𝑖
(V
𝑖
= 0);

and (9) weights of 𝑥 and 𝑦 are both 0 except when 𝑔
𝑖
(V
𝑖
= 0).

In HC method, normalization of the input data was
chosen. Another option available is similarity measure. It
adopts Euclidean distance to measure raw numeric data.
Meanwhile, the other two options, Jaccard’s coefficients and
matching coefficient are activated only when the data is
binary.

For the above nine cases, results of cases (1) to (6) are
similar in their separate methods. And result of (9) is the
worst, which does not accomplish any clustering. Results of
cases (2), (3), (7), and (8) are demonstrated in Figure 10.

For the distribution of clusters in the result of KM
clustering method, more than half of data points are clamped
into one oversized cluster. The result of this method is,
therefore, not helpful for further operation. For HC method,
data on average are allocated into separate clusters.The result
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Table 6: Comparison for log-likelihood of second dataset.

Formats KM HC DBScan XM EM
Vector database −17.35412 −19.62367 −17.53576 −17.21513 −16.57263
Raster database −18.15926 −20.12568 −19.70756 −18.15791 −18.48209
RasterP (16 grids) −15.51437 −17.24736 −16.37147 −17.01283 −15.66231
RasterP (25 grids) −14.84761 −16.63789 −15.09146 −16.67312 −16.47823
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Figure 10: (a) Clustering results for the first dataset with setting case (2) where weight of V is 40%, top half uses KM clustering method,
and bottom half uses HC method. (b) Clustering results for the first dataset with setting case (3) where weight of V is 50%, top half uses KM
clustering method, and bottom half uses HC method. (c) Clustering results for the first dataset with setting case (7) where weight of V is 0%,
top half uses KM clustering method, and bottom half uses HC method. (d) Clustering results for the first dataset with setting case (3) where
all share the same weight except 𝑔

𝑖
(V
𝑖
= 0), top half uses KM clustering method, and bottom half uses HC method.

Table 7: Comparison of running time (in seconds) of four different
sizes of dataset.

Dataset size KM HC DBScan XM EM LP
100 grid cells 0.06 0.07 1.05 2.19 3.21 0.18
4600 grid cells 0.42 2.95 39.89 2.73 19.05 9.37
10000 grid cells 2.62 46.67 97.55 2.97 37.85 24.21
80000 grid cells 19.75 189.61 684 6.47 198.31 90.83

in Figure 10(c) is the best, showing only the one with distinct
position attributes (𝑥 and 𝑦). The other three results (Figures
10(a), 10(b), and 10(d)) are stained with cluster overlaps.
Therefore, allocation of critical resource, for example, in each
cluster may result in a waste of resources. The degree of
overlap is the least in the result of Figure 10(b). If only location
is being considered, the result of Figure 10(c) is the best
choice. Otherwise, the result in Figure 10(b) is better than the
other two for the sake of cluster distribution.

The clustering results of the second dataset performance
by using the two methods, KM and HC, are shown in
Figure 11.

From the results of the cluster distribution of the second
dataset obtained by both clustering methods, the size of each
cluster is more or less similar, which is better than that of
the first dataset. And there is no overlap phenomenon in
the KM results. This is a promising feature of KM method
for spatial clustering. However, there is little overlap in the
result of HC method as the clusters seem to take irregular
shapes. Above all, for the second dataset, KM is a better choice
for consideration of even cluster distribution and overlap
avoidance by using both clustering methods.

5.3. Results of Grouping. In this part, we compare the colored
map of Raster (𝑥, 𝑦, V) data model in two datasets using
five clustering methods in Weka and the LP method. The
common requirement is no overlap for each of the resulting
maps. The number of cluster is arbitrarily chosen at five. The
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Table 8: Numeric results of coverage of each cluster by using the six methods for dataset 1.

Cov-db1 KM EM DBScan XM HC LP
Cluster 0 0.029436 0.003786 0.017902 0.075178 0.013153 0.028985
Cluster 1 0.301538 0.269602 0.208078 0.049761 0.026016 0.377034
Cluster 2 0.215277 0.001627 0.158439 0.084049 0.12436 0.080099
Cluster 3 0.046788 0.096221 0.079177 0.209390 0.001172 0.217204
Cluster 4 0.002712 0.161799 0.044197 0.043152 0.3043 0.007704
Total coverage 0.595751 0.533036 0.507793 0.461531 0.469 0.711025
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3 2
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(b)

Figure 11: (a) Clustering results for the second dataset by usingKMmethod. (b) Clustering results for the second dataset by usingHCmethod.

result of first dataset is shown in Figure 12. The first part (i)
of Figure 12 shows the spatial clustering result; the second
part (ii) visualizes the corresponding spatial groups by using
(a) EM method, (b) KM method, (c) HC method, (d) XM
method, and (e) DBScan method. The centers of the clusters
are computed after clustering is done, and then the groups
are visualized over the clustering results according to the
computed centers.

In Figure 12, for the results of (a) and (e), the sizes of
clusters are quite uneven, more than half of dataset fall into
one cluster. Thus, this result reveals a fact that the technique
cannot organize a dataset into homogeneous and/or well-
separated groups with respect to a distance or, equivalently,
a similarity measure.The corresponding groups have overlap
phenomenon too. For the result of (c), the sizes of the clusters
are uneven too. For the result of (b) and (d), the sizes of cluster
seem to be similar to each other. There is also no overlap
in the clustering result, but for group result; the groups in
(d) have far more overlaps than those in (b). Overlap means
some part or the cluster gets in the way of another one,
whichmeans that there is superposition between two ormore
different clusters. Again, itmay cause resourcewaste and even
false allocation. This situation occurs in important fields of
applications such as information retrieval (several thematic
for a single document) and biological data (several metabolic
functions for one gene). For this reason, (b) is better than (d).
According to the above analysis, for the result of clustering
and corresponding groups, (d) XM is so far the best choice
of clustering algorithm as evidenced by the colored maps
thereafter.

With the same experiment setup and operating environ-
ment, the spatial clustering experiments are performed over
the second dataset. The results of second dataset are shown

in Figure 13, where (i) represents the spatial clustering result
and (ii) represents the corresponding spatial group by using
(a) EM method, (b) KM method, (c) HC method, (d) XM
method, and (e) DBScan method.

In Figures 13(a) and 13(e), it is noticed that the clusters
are imbalanced, and there are overlaps in the corresponding
spatial groups using the method of (a) EM and (e) DBScan.
The results of (b) KM and (d) XM, however, avoid the
shortcomings of (a) and (e) though they still have slight
overlaps. For (c) HC, we remove the empty cells in the
boundary to reduce the size of dataset; the clustering result
is perfect. There is no overlap and clusters are balanced
between each other. But there is still overlap in the spatial
groups. Thus, LP method is adopted to solve this problem,
and in possession of same size of groups. The result of LP
method yields perfectly balanced groups without any overlap
as shown in Figure 13(f).

By visually comparing the clustering results of the two
datasets, the clustering results seem to be similar, but the
spatial groups are somewhat different.Occurrence of overlaps
in spatial groups is more severe in the first dataset than in the
second one. The overlaps are likely due to data distribution
and balance in sizes between each cluster. For the first dataset,
the heavy spatial values, which are traffic volumes in this case,
are mainly concentrated in the center region (city center), so
locations of the computed clusters tend to cram very near at
a crowded spot. In contrast, the traffic volumes in the second
dataset are dispersed over a large area. As seen from the visual
spatial groups of the second dataset, the cluster positions are
a little far apart when compared to those in the first dataset.

Based on the results generated from the clustering and
LP experiments, some statistic information of dataset 2 is
collected and it is shown in Table 2. The numeric results in
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Figure 12: (a) (i) Spatial clustering on dataset 1, by using EM. (ii) Spatial groups on dataset 1, from the results of using EM. (b) (i) spatial
clustering on dataset 1, by using KM. (ii) Spatial groups on dataset 1, from the results of using KM. (c) (i) spatial clustering on dataset 1, by
using HC. (ii) Spatial groups on dataset 1, from the results of using HC. (d) (i) spatial clustering on dataset 1, by using XM. (ii) Spatial groups
on dataset 1, from the results of using XM. (e) (i) spatial clustering on dataset 1, by using DBScan. (ii) Spatial group on dataset 1, from the
results of using DBScan.

Table 3 support the qualitative analysis by visual inspection
in the previous section. By comparingHC and LPmethods as
an example, the quantitative results show that they have the
greatest differences in cell numbers covered by the clusters;
also the amount of overlap in HC is the highest of all. By the
LP method, the size of each cluster is exactly the same, and
they are totally free from overlap.

6. Technical Analysis of Clustering Results

6.1. Experimental Evaluation Method. For the purpose of
assessing how the qualities of spatial groups from clustering
are, several evaluation factors are defined here: running time
(short for time), balance, log-likelihood, overlap, density,
and coverage. For a fair comparison, the datasets are run in
the same software environment of the same computer. And

assume the number of groups to be five with six different
methods. Running time is the time we used to run each
method using the same software in the same computer
to completion. Balance is used to measure the sizes of
groups; if balanced, the size of each group is the same. Log-
likelihood is an important measure for clustering quality,
the bigger the value the better. Weka tests for goodness-
of-fit by the likelihood in logarithm, which is called log-
likelihood. A large log-likelihood means that the clustering
model is suitable for the data under test. Overlap means that
the spatial values (e.g., traffic volumes sensed by the sensors)
do belong to more than one cluster. Density is the average
spatial values (traffic volumes) per grid cell in each cluster.
Coverage of a cluster means the proportion of traffic volumes
that are covered by the grid cells within the cluster, over
the whole dataset; meanwhile, total coverage is the sum of
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Figure 13: (a) (i) spatial clustering on dataset 2, by using EM. (ii) Spatial groups on dataset 2, from the results of using EM. (b) (i) spatial
clustering on dataset 2, by using KM. (ii) Spatial groups on dataset 2, from the results of using KM. (c) (i) spatial clustering on dataset 2, by
using HC. (ii) Spatial groups on dataset 2, from the results of using HC. (d) (i) spatial clustering on dataset 2, by using XM. (ii) Spatial groups
on dataset 2, from the results of using XM. (e) (i) spatial clustering on dataset 2, by using DBScan. (ii) Spatial group on dataset 2, from the
results of using DBScan. (f) Spatial group in LP method on dataset 2.
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traffic volumes that are covered by all the clusters minus the
overlap if any.The corresponding definitions are shown in the
equations below.

Density (cluster 𝑖) =

∑Traffic Volumes (cluster 𝑖)

Grid Cell Number (cluster 𝑖)

Coverage (cluster 𝑖) =

∑Traffic Volumes (cluster 𝑖)

∑Grid Cell Number

Total Coverage = ∑Traffic Volumes −Overlaps

Proportion of Cluster (𝑖) Size (Balance)

=

Grid Cell Number (cluster 𝑖)

∑Grid Cell Number
.

(4)

6.2. Comparison Experimental Result. After conducting a
number of experiment runs, we select four different formats
of datasets to perform the clustering algorithm for the first
dataset. Vector (𝑛, V) represents sequence 𝑛 and traffic volume
V; Raster (𝑥, 𝑦, V) represents coordinates (𝑥, 𝑦) and traffic
volume V; RasterP (16 grids) means every four neighborhood
cells over a grid merged into a single unit; and RasterP
(25 grids) means every five neighborhood cells over a grid
merged as one. In the other two types of formats, the data
information is straightforwardly laid on a grid, and some
noises such as outlier values are eliminated from the grid.
We selected grids of sizes 16 and 25 for the two formats.
The original datasets are then encoded by the four different
data formatting types. The four formatted data are subject to
the five clustering methods and LP method. We measure the
corresponding running time and log-likelihood. The results
of the two measurements are shown in Tables 3 and 4,
respectively.

According to Table 3, we can see that KM spent the least
running time for the four different kinds of data, but the run-
time of RasterP (25 grids) dataset is the fastest. Contrariwise,
clustering of vector dataset using DBScan method spent the
longest running time. Among the clustering methods, KM
spent the least time for different datasets and DBScan took
the longest.

In Table 4, we evaluate the log-likelihood of the clusters
found by each cluster, which is a main evaluation metric for
ensuring quantitatively the quality of the clusters. From this
table, we can see that the value of log-likelihood of the five
methods is quite similar. Among them, clustering of Raster
dataset using HC method is the best one, but clustering of
RasterP (25 grids) using DBScan is the worst one.

In the same experimental environment, the running time
and log-likelihood are shown in Tables 5 and 6 for the second
dataset. And in order to stressfully test the performance, we
elongate the dataset to larger sizes by expanding the data
map via duplication. Running time trends are, therefore,
produced; the result is shown in Table 7, and corresponding
trend line is shown in Figure 14.

According to Table 5, we can see that KM spent the
shortest running time for the four different formats of data,
but the time of RasterP (25 grids) dataset is the fastest which
is expected because it abstracts every 25 cells into one. On
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Figure 14: Comparison of running time (in seconds) of different
sizes of dataset.

the other hand, clustering of Raster dataset using DBScan
method spent the most running time. For the different six
methods, KM spent the shortest time for different datasets
and DBScan spent the longest time, generally.

In Table 6, we can see that the values of log-likelihood
of different six methods are quite similar. Among them,
clustering of Raster dataset using HCmethod is the best one,
but clustering of RasterP (25 grids) usingKM is theworst one.

In Table 7, we can see that the slowest is DBScan, and
the quickest is KM method. In terms of time trend, DBScan
increases in larger magnitude of time consumption than
other methods, but time trends of LP, KM, and XM are of
lower gradients. In particular, there is an intersection between
the trend lines of HC and EM. It means that when the size of
dataset exceeds that amount at the intersection, EM method
becomes a better choice than HC.

The following charts and tables present the other techni-
cal, indicators such as coverage, density, and balance, of each
cluster for the two datasets.

From Figure 15, we can see that one cluster of DBScan
dominates the biggest coverage in all clusters as results from
the sixmethods in the first dataset. But for the second dataset,
LP method yields the biggest coverage cluster. Generally, the
individual coverage of each cluster in the second dataset is
apparently larger than those resulted from the first dataset
(Tables 8 and 9).Thismeans that the second dataset is suitable
for achieving spatial groups with the six methods due to its
even data distribution. In terms of total coverage, LP achieves
the highest values in both cases of datasets. In summary, LP
is by far an effective method to determine spatial groups with
the best coverage.
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Table 9: Numeric results of coverage of each cluster by using the six methods for dataset 2.

Cov-db2 KM EM DBScan XM HC LP
Cluster 0 0.042721 0.001777 0.450720 0.022150 0.013153 0.165305
Cluster 1 0.094175 0.086211 0.008018 0.010064 0.026016 0.127705
Cluster 2 0.328026 0.032893 0.010517 0.126953 0.124360 0.095597
Cluster 3 0.022797 0.351221 0.000501 0.311761 0.001172 0.089008
Cluster 4 0.062281 0.101199 0.000244 0.112973 0.304300 0.122085
Total coverage 0.550000 0.573301 0.470000 0.583900 0.469000 0.599700
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Figure 15: (a) Coverage of each cluster by using the sixmethods for dataset 1. (b) Coverage of each cluster by using the sixmethods for dataset
2.
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Figure 16: (a) Density of each cluster by using the six methods for dataset 1. (b) Density of each cluster by using the six methods for dataset
2.
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Figure 17: Proportions of cluster sizes (balance) of dataset 1 in % by using (a) KM, (b) XM, (c) EM, (d) DBScan, (e) HC, and (f) LP.

From Figure 16(a), we can see that one cluster of EM
occupies the biggest density in all clusters of the six methods
in the first dataset. But, the LPmethod obtains the largest total
density evenly from all the clusters. Generally, the individual
density of each cluster in the second dataset is much bigger
than that of the first dataset (Tables 10 and 11). Again it means

that the second dataset has an even data distribution that is
suitable for achieving spatial groups with high density. And
in terms of total density, EM is the best performer in the first
dataset, but DBScan achieves the best results in the second
dataset. DBScan has an advantage of merging scattered data
into density groups as long as the data are well scattered.
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Figure 18: Proportions of Cluster Sizes (Balance) of dataset 2 in % by using (a) KM (b) XM (c) EM (d) DBScan (e) HC (f) LP.

The last evaluation factor is balance; the results are
shown in Figures 17 and 18. For both datasets, only LP
method can achieve absolute balance for spatial groups com-
pletely.

6.3. Discussion of G
𝑛𝑒𝑡
. For all the six evaluation factors, each

of them can be an individual measure to decide whether
a method is good or not in certain aspect. In general, the
following indicators (from (5) to (11)) have been defined in
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Table 10: Numeric results of density of each cluster by using the six methods for dataset 1.

Density KM EM DBScan XM HC LP
Cluster 0 5.258648 0.080823 44.26289 34.31892 27.13810 167.7869
Cluster 1 11.61390 23.29182 0.994949 1.375497 3.501739 129.6230
Cluster 2 71.86556 2.545750 0.807500 12.18667 27.28017 97.03279
Cluster 3 25.72683 1232.386 1.062069 51.71040 4.265905 90.34426
Cluster 4 5.969350 142.054 0.170455 15.10576 40.88438 123.9180
Total density 120.4343 1400.359 47.29787 114.6972 103.0703 608.7049

Table 11: Numeric results of density of each cluster by using the six methods for dataset 2.

Density KM XM EM DBScan HC LP
Cluster 0 1925.445 247.6642081 3968.13638 19723.94643 5323.785326 3313.18
Cluster 1 19723.95 17634.96208 15026.98729 19723.94643 21404.82869 16678.8
Cluster 2 14081.49 106.489095 16297.95665 14371.89548 18238.21619 8097.989
Cluster 3 3060.449 6293.956697 20151.05986 16363.50955 7991.2225 24744.92
Cluster 4 177.3937 10583.46213 12752.99493 12123.17249 6856.982634 1569.58
Total density 38968.73 34866.53421 68197.13511 82306.47036 59815.03534 54404.47

order to evaluate which method is an appropriate choice
when it comes to different datasets and different users’
requirements. Among them, the difference in balance is
contributed by the difference of grid cell number in each
cluster. Meanwhile, we assign each of them a proportional
weight 𝜔 to adjust the evaluation result 𝐺net. The 𝜔 value is
to be tuned by the users depending on their interests. For
example, if a verywide coverage is of priority and others are of
less concern, 𝐺

𝑐
can take a relatively very large value or even

1. If users consider that some attributes are more important,
the corresponding weights 𝜔 for some factors can be larger
than the others. Overall, 𝐺net, which is the sum of all factors
multiplied by the corresponding performance indicators, is a
net indicator signifying how good a clustering process is, by
considering all the performance attributes:

𝐺
𝑙
=
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Constraint: 𝜔
𝑙
+ 𝜔
𝑑
+ 𝜔
𝑏
+ 𝜔
𝑐
+ 𝜔
𝑜
= 1. (11)

From the results of spatial grouping as experimented in
the previous sections, we obtain some statistic information
on each group based on the second dataset as a range of
indicators depicted from (5) to (11). They are shown in

Table 12 which allows us to easily compare various methods
and performance aspects.

In Table 12, KM method has the best run time and no
overlap. For XMmethod, DBScan and HC demonstrate their
advantage in density and log-likelihood. Nevertheless, LP
method is superior in three aspects: coverage, no overlap,
and zero difference of balance with other clusters. In order
to further verify the correctness of the above analysis, the
performance indicators 𝐺

𝑙
, 𝐺
𝑏
, 𝐺
𝑑
, 𝐺
𝑐
, and 𝐺

𝑜
are computed

for obtaining the net performance values𝐺net assuming equal
weights for each method. For the sake of easy comparison,
𝐺net is normalized by first setting the lowest 𝐺net among
the six methods as base value 1; then the 𝐺net for the other
methods is scaled up accordingly. The comparison result is
shown in Table 13.

According to the experiment results conducted so far,
LP seems to be the best candidate in almost all the aspects,
such as coverage and balance. This is tested across different
datasets, different formats, and different sizes of dataset.
However, for density and log-likelihood, the result is not so
consistent, as LP would be outperformed byDBScan at times.
Finally, by the net result of 𝐺net, LP is a better choice under
the overall consideration of the six performance factors.
The choice of weights which imply priorities or preferences
on the performance aspects should be chosen by the user’s
discretion.

7. Conclusion and Future Works

Ubiquitous sensor network generated data that inherently
have spatial information. When they are viewed afar, the
localizations of the data form some densities spatially dis-
tributed over a terrain, and the collected data from the
sensors indicate how important the values are in their local
proximity. Given this information, the users of the sensor
network may subsequently want to form spatial clusters for
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Table 12: Performance indicators of the six methods based on dataset 2.

Method Coverage Density Time Log-likelihood Overlap Diff. of balance
KM 0.595751 38968.73 0.41 −17.35 No 190
XM 0.533037 34866.53 0.67 −17.22 No 185
EM 0.507794 68197.14 1.23 −16.57 Yes 1216
DBScan 0.461531 82306.47 15.67 −17.54 Yes 2517
HC 0.677124 59815.04 14.78 −20.13 Yes 103
LP 0.711025 54404.47 7.76 N/A No 0

Table 13: Comparison of different clustering and LP methods by
𝐺net indicator.

Methods KM XM EM DBScan HC LP
𝐺net 1.08 1.15 1.11 1.23 1.00 1.32

purposes such as resource allocation, distribution evalua-
tions, or summing up the geographical data into groups. The
focus of this study was to design efficient methods to identify
such optimal spatial groups that have certain sizes and
positions using clustering algorithms or the equivalent, for
obtaining maximum total coverage in total. Some examples
include but are not limited to setting up mobile phone
base stations among an even distribution of mobile phone
users, each may have different demand in usage; distributed
sensors that monitor the traffic volumes over a city, and
security patrols in an exhibition where the asset values to
be protected vary and are distributed over a large area. The
study also investigated whether spatial groups identified by
using different methods are sufficiently efficient for achieving
optimal maximum coverage. Five classic spatial grouping
algorithms are discussed and compared in this study by using
data mining software programs.The identified spatial groups
with different values of data resources were then assessed
via six performance factors. Weights were also formulated as
factor coefficients. The factors adopted were shown to play
a significant role in MAUT (multiattribute utilities theory).
The performance under proper factors and weights may vary
as the factors could be arbitrarily chosen by users.

The spatial groups obtained by classic clustering algo-
rithms have some limits, such as overlaps. It may cause
resource being wasted and even false grouping. However,
there has been no study reported in the literature that the
authors are aware of using linear programming (LP) method
to discover spatial groups and to overcome this limit of
overlapping.Thus, in this research, we implemented this new
method (LP) to obtain spatial groups for yielding maximum
coverage and completely avoiding overlap. A rigorous evalu-
ation was used to assess the grouping results by considering
multiple attributes.

For future extended study, we want to further enhance
the algorithm, such as combining LP method with existing
spatial group algorithms to achieve new hybrid algorithm.
Some clustering algorithms (e.g., KM) are known to converge
quickly, and LP though not the quickest, it is efficient in
finding the optimal groupings without any overlap. It will be

good if the advantages from one algorithm to ride over the
others in the new fusion algorithms are to be developed.
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Smart work services can help to reduce work time and help to remove irrational processes in the process of product management,
by providing proper information promptly. To make the smart work environment, the system has to be in a data-driven manner
so that the data can keep its consistency. Preexisting data acquisition method in inspection job is almost based on documents or
handover from other engineers. However, sometimes it produces inconsistent data which is different from updated information
and it leads to potential risk factors. To prevent and reduce inconstant information between users and updated information, this
paper suggests radio-frequency identification device (RFID) and cloud technology.

1. Background

The proportion of the cost incurred by operation phases
is known to be a maximum of 80%, in which the overall
cost of the entire lifecycle includes the total cost of the
product from its manufacturing to its disposal. Therefore,
many industries have been researching effective methods of
product management using convergence technologies such
as PEID (product embedded identification) [1, 2], PLCS
(product life cycle support) [3], PLM (product lifecycle
management) [4], and e-PLM (extended product lifecycle
management) [5]. To reduce these costs, products must be
maintained in a sufficient operational state so that they
can be repaired as soon as possible in the event that they
fail. However, the maintenance cost increases when higher-
priced product such as airplanes, submarines, and offshore
plants fail. This is especially true for costly marine products,
especially FPSO (floating production storage and offloading)
products which consist of more than one million parts. This
makes it more difficult to maintain these types of products.
Thus, the information of these millions of parts must be
managed systematically and must be able to be provided to
engineers rapidly to help with their maintenance actions.
Large shipmanagement companies have their own enterprise
management systems to control and supervise their fleets,
offering a link between ships and a shore office (Figure 1).
Moreover, each ship has its own specific management system

connected to the ship management company. However, these
are high level management systems, which simply integrate
information pertaining to operation or maintenance actions.
Engineers still mustmake an effort to find design information
from management system information or manuals. During
the processes, many redundant actions can occur, requir-
ing additional effort or leading to erroneous results when
engineers make incorrect choices. Moreover, it produces
inconsistent information because of the engineer’s mistake.
Swift and accurate operation and maintenance based on
precise information can help to improve product safety
and can help to reduce the operational cost incurred by
delayed actions. Hence, information consistency to maintain
validated information during maintenance is an important
requirement. This paper suggests mobile technology based
on cloud and RFID (radio-frequency identification) system
to acquire correct information and retain the consistency
of information. We focused on the inspection process and
developed and validated an inspection prototype. In the
remainder of this paper, Section 2 presents an overview of
the different researches in this area. In Section 3, a brief
introduction of technologies that retain the consistency of
information is given along with a definition of RFID and
cloud services. Section 4 presents a detailed explanation of
the RFID-based cloud inspection system. The experimental
results of our prototype are discussed in Section 5.
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Figure 1: (a) Current ship to maintenance work field interaction. Note the manual handover of the information alignment step while
receiving/updating the Ship management system. (b)The proposed system interaction approach. By synchronizing the information between
the maintenance work field and the ship’s management system, engineers are able to be provided with updated information continually.

2. Related Work

PROMISE [6].The aim of the PROMISE project is to develop
a new generation of PLM system that uses a smart embedded
information technology system to allow the seamless flow
and transformation of data and information. The system is
also able to allow all participants in a product’s lifecycle to
manage and control product information at any moment
of its lifecycle and at any place in the world. PROMISE
technologies consist of a product embedded information
device (PEID), decision support system (DSS), product data
knowledge management (PDKM), and promise middleware.

PEID can collect products informationwhere in products
inside and it transfers to management server. All of the prod-
uct’s data are controlled under middleware system without
making any inconsistent data (Figure 2).

Cloud PLM (Product Lifecycle Management): FriedParts [7].
PLM software allows companies to manage the entire life-
cycle of the products efficiently and cost effectively, from
ideation, design, andmanufacture to service and disposal [8].
Therefore, a PLM system must have all of the information
pertaining to product’s parts, and this information must
be collected from many other systems, such as computer-
aided design (CAD), computer-aidedmanufacturing (CAM),
computer-aided engineering (CAE), product data manage-
ment (PDM), and purchasing and accounting systems (ERP).
During such a process, a substantial amount of redundant
data can arise, which leads to information inconsistency
between the design intent and the actual fabrication. This
work introduces an approach to bridge the tool-chain divide
web-based architecture, known as FriedPart. FriedParts is a
technology demonstration of the idea that CAD and PLM
should share a single parts database to eliminate synchroniza-
tion effort and errors. It should exploit online information
sources and should simplify and automate date-entry tasks
(Figure 3).

This work includes a simulation of the proposed method
to prevent information inconsistency using a web-based

cloud service, but here we focus on a lower level of data man-
agement related to inspections and attempt to apply RFID
technology to acquire validated information andmaintain the
coherence of information during transfers.

3. Consistent Technology

This paper suggests three technologies which we refer to
as consistency technology. These are RFID to detect data
precisely and to derive the correct information, a cloud
service to maintain the consistency of the information, and
ZigBee-based ubiquitous sensor network to connect with
server.

3.1. Cloud. Cloud service refers to the datacenter hardware
and software that provides various services over the Inter-
net. Cloud computing refers to both applications delivered
as services, the hardware and the system software in the
datacenters.The advantage of the cloud service is that service
providers enjoy greatly simplified software installation and
maintenance and centralized control over versioning; an end
user can access the service “anytime, anywhere,” share data
collaborate more easily, and keep their data stored safely in
the infrastructure [9].

From a field engineer’s viewpoint, a list of parts infor-
mation used in the design is always needed for maintenance
actions (Figure 4).Moreover, they have to know this informa-
tion before they start the work.Therefore, this paper suggests
the use of a mobile device which is able to provide design
information. However, the resources of themobile device, for
example, its storage capabilities, computing performance, or
application environment, are limited compared to those of a
laptop computer. All of the information or the management
system cannot be contained in a mobile device; therefore,
only essential data can be contained in the mobile device.
Additionally, the updated information can be confirmed
before the work is started by the field engineers, as themobile
devices are operated in an independent environment that is
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Figure 2: The figure shows a demonstration of end of life vehicles. A vehicle is installed in PEIDs, which become important machinery, and
all information which comes from the vehicle is sent to PDKM/DSS through the PROMISE middleware.
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Figure 3: FriedPart’s system architecture. The core infrastructure divided into four cloud-hosted components which work together to run
the website and manage its data.
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Figure 4: Users and providers of cloud computing. The cloud infrastructure consists of hardware for data warehousing and providers for
transferring and providing software as a service.
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Figure 5: The RFID reader used in the case study. It supports
Bluetooth interface to connect with a mobile device.

separated from the management system. In this paper, the
cloud service is applied to synchronize the module for the
importing of the essential information required for inspec-
tion; for example, checklists, guidance material, manuals, or
a list of parts used in the design, and for the importing and
exporting of the last updated information before and after the
inspection.

3.2. RFID (Radio-Frequency Identification). RFID uses radio-
frequency waves and electromagnetic induction to transfer
data between a reader and an item that is to be detected,
identified, or tracked. An RFID system comprises RFID tags
(transponders) that are electrically programmed with unique
information and an RF module (reader) with a decoder
(transceiver) [10]. The technology is considered to be one of
the pivotal enablers of the “Internet of Things.” It has been
labeled as the next generation of bar coding; however, it can
provide much more, such as recognizing items in real time to
derive important information related to the design or a list of
parts used in the design (e.g., the bill ofmaterials—BOM) [11].
RFID increases the levels of productivity and convenience
in processes and has thus become an integral part of life.
This technology is used in many applications and industries,
such as theft prevention, toll collection, traffic management,
access control, automated parking, the dispensing of goods,
the tracking of library books, intermodal container shipment,
and in the tracking of assets in supply chain management
(Figure 5) [12, 13].

This paper seeks to explore how RFID technology can
be used to retain information consistency in a cloud service.
Section 4 deals with the design of the RF-detecting service.
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Figure 6: ZigBee-based USN configuration.

3.3. ZigBee-Based USN. The ubiquitous sensor network is a
wireless-communication infrastructure which is able to form
a mesh topology, connecting a device with other devices.
In ship structure, USN has a meaning of obtain ship design
information wirelessly in anywhere and anytime through the
connection of USN. In a ship structures however, there are
many types of structural steels that are hindering data com-
munication [14], which is the rising problem about building
a wireless communication network. To configure the USN
appropriately for the ship’s structure, we are using ZigBee
technology and Ethernet line, because ZigBee technology has
a few advantages in cost andpower consumption and also that
it can be organized as amesh topology.Mesh topologymeans
that many devices are connected with each other like a mesh
and that makes possible a stable connection, in which even
though transfer line is blocked by obstacles.

However transferring speed is too low to send a big size
of the ship model data, so we combined Ethernet lines to our
USN system that play a role in transferring the ship design
information. ZigBee just functions as monitoring pipes and
communicates with simple text data from fields to server.
Figure 6 shows the configuration of ZigBee-based USN with
Ethernet (power line communication: PLC) and wireless
protocols (IEEE 802.15.4 and IEEE 802.11x).

4. RF Inspection Based on Cloud

Information derived from erroneous data seriously affects the
overall maintenance system in ship management operations.
Therefore, precise information is always important for proper
product management, and all of the information must be
updated continuously. This paper suggests an RFID-based
clouding inspection service which is capable of acquiring
highly accurate information and which provides updated
information to engineers for effective maintenance.
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4.1. System Architecture. The RFID-based cloud inspection
mobile system has three main components: a mobile device
running the Android OS, RFID, and a cloud server. Signifi-
cantly, both of the mobile device and the RFID components
are located on the client side, while the cloud is on the
server side. All inspection information acquired by inspectors
with the mobile inspection system is recorded in an SQLite
database system. After an inspection, this information is
transferred to the main maintenance system through the
cloud server system to automatically synchronize the infor-
mation of the client and the server system. RFID is used for
communication with the mobile device under the Bluetooth
protocol.

To generate and manage the relationships between the
RFID tags and inspection items, a shared database exists
in the mobile device. Therefore, the RFID-based cloud
inspection mobile system is able to compare a tag’s number
within data tables which contain the relationships with the
parts list. The RFID-based cloud inspection mobile service
mainly consists of detection and synchronization services,
apart from the electric (Figure 7). Each module is briefly
described below.

4.2. RF-Detection Service. The RFID-based cloud inspection
mobile system adopts DOTR-900 with a UHF RFID reader
with a Bluetooth interface (Figure 6). DOTR-900 supports
various operations, including the Android OS. All of the
data files in the mobile module are synchronized with the
maintenance server through the cloud system. In addition,
this system is operated under wireless communication infras-
tructure known as aUSN (ubiquitous sensor network), which
was investigated in an earlier study by the authors [15]. The
RFID tags refer to one of the parts lists used in the product
design process, creating a link to that information. These
relationships have to be managed by the mobile system to
compare the tag numbers and thus to create a database
set. This database must be synchronized with the main
maintenance system.

4.3. Synchronization Service. Cloud to Device Messaging
Framework (C2DM) services are used to synchronize infor-
mation between engineers and the data server, which is pro-
vided by Goggle. Message sender has to be issued authoring
identification fromC2DMserver and has to register the user’s
device [16]. C2DM can send/receive message to/from other
users’ devices to notify changed information. This system is
based on Java SE JDK v6.0, Apache Maven 2.2.1, the Android
OS. In a case study, we utilized Galaxy Tab 10.1 running
Android OS 4.0, and the cloud/data server system is operated
under Windows Server 2008. The client system does not
always under run on a wireless network. Hence, the client
systemmust be able to be operated independently and be able
to connect to the cloud server systemflexibly when it operates
under a wireless network environment (Figure 8).

5. Case Study

This study was applied to a PSC (Port State Control)
inspection system in a case study. This study utilizes an

Android-OS-based mobile device in an RFID-based cloud
inspection mobile service system. The existing approach to
find information and to inspect the parts of a ship adopts
a manually printed paper-based checklist sheet. Most of the
inspection tasks in a maintenance job are paper-based tasks,
including the following:

(1) copying and finding the checklist;
(2) seeking items on the checklist sheet;
(3) understanding how to inspect the items;
(4) memorizing the results;
(5) collecting evidence data;
(6) making a report in an office based on the inspection

results and collecting data;

However, the inspection processes are often labor-intensive
tasks, as above. Thus, they can cause inspectors to make
mistakes and thus require rework to be done. Moreover, the
process of seeking the checklist and finding the information
for the inspection requires more time. Therefore, the inspec-
tors utilize theRFID-based cloud inspectionmobile system to
enhance the inspection and maintenance management in the
case study. 900MHz passive RFID tags were used in the case
study (Figures 9 and 10). Five tags were utilized for inspecting
the following items: a survival craft, a fire detector, a life
jacket, survey reports, and a GMDSS operator.

During the preparation phase, all of the RFID tags are
attached on the wall of the inspection room. Each tag is
scanned and checked before the maintenance work. Before
the inspection work, the inspectors can confirm that their
checklists are updated and then check the inspection list using
the checklist sheet from the Smart Pad (Figures 11 and 12).
The system refers to the related inspection information and
the inspectors can complete their preparation work without a
printed checklist or an inspectionmanual. During the inspec-
tion/maintenance process, the inspectors scan the RFID tag
first and confirm the items for the inspection, after which
they check for further detailed information such as previously
examined results or examples under the USN (ubiquitous
sensor network) circumstance. If the inspectors want to take
pictures and prepare the results of their inspection in a report,
they can take a picture and leave a note simultaneously with
the mobile system without the need to go back to the office
and recall the memorized data. After the items are inspected,
the inspectors input the result of the inspection into the
mobile device directly, and the cloud service then performs
a synchronizing updated of the inspection data automatically
to themainmanagement system, which is located in a control
room.

5.1. Evaluation. Overall, the field test results indicate that
the RFID and cloud service were effective for the inspection
and maintenance process as part of the overall ship man-
agement system. The evaluators in the case study consisted
of three maintenance managers who belonged to the ship
management company and three studentswhoweremajoring
in naval architecture and ocean engineering. To evaluate the
system functions and the level of satisfaction with the system
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Figure 7: Overview of the RFID-based cloud inspection mobile system framework.
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Figure 8: Synchronization service by using C2DM. C2DM is based on sending a device message and it informs to the device when its status
has changed or requests are called.

performance, we distributed questionnaires and the users
of the system were asked to grade the conditions of system
testing, system functions, and system capabilities separately,
as compared to the paper-based maintenance method, on a
five-point Likert scale. Tables 1 and 2 show a comparison of
the approximate time required for a typical inspection task
using the printed paper-based inspection approach and the
proposed mobile inspection system. 90% of the replies to the
user satisfaction survey indicated that the RFID-based cloud
inspection mobile system is quite adaptable to the current

inspection/maintenance systemand is attractive to users.This
result implies that the proposedRFID-based cloud inspection
mobile system is well designed and can enhance the current
time-consuming inspection/maintenance process, leading to
a 30% improvement in efficiency. The 90% result showing
inspector satisfaction in the survey indicates that the system
automatically generated reports and was able to query the
historical data in the main data server and to provide precise
and highly trustworthy information through the RFID tags
and the mobile system.
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Figure 9: The card-type RFID tag used in case study. 900MHz tag
can be attached to tags on steel structures and can be detected from
a distance of about 1 meter. The system can detect five hundred tags
at once.
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Figure 10: Display of the detected RFID tag information on a
Smart Pad. The inspection information will be displayed once the
inspectors select an item from the item list.
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Figure 11: Display of the updated checklist sheet on the Smart Pad.
Inspectors can record the result of the inspected items and confirm
the examples of the existing inspection results.

6. Conclusion

In this study, we suggested mobile inspection system for
effectivemaintenance with RFID applied to cloud technology
to retain the consistency of information. The contribution of
this work is significant in that it elucidates the applicability

2012 intelligent design automation lab. Dept. of Naval 
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Figure 12: A display showing an image taken as an inspection
evidence. With a mobile device, inspectors are able to take pictures
and create memo simultaneously.

Table 1: System evaluation results: paper-based approach.

Item
Paper-based approach

Method Average time
(min)

Finding inspection
information

Management system and
inspection manual books

2.5

Record results Paper form 3.5

Checking history Back to the office to use the
management system

2.5

Taking pictures and
leaving a note Digital camera and paper 1.0

Write a report Back to the office to use a
personal computer

10

Update maintenance
information

Manually send messages to
an on-shore office (E-mail) 3

Total 22.5

Table 2: System evaluation results: proposed approach.

Item
Proposed Approach

Method Average time
(min)

Finding inspection
information

Use a SmartPad and
automatic detection

1.0

Record results Electric checklist on a
SmartPad

2.4

Checking history One click of a Smart Tab 1.0

Taking pictures and
leaving a note

Taking pictures and making
notes on a SmartPad at the
same time

1.0

Write a report Automatic generation 1.0
Update maintenance
information Automatic synchronization 0.0

Total 6.4

of the proposed method to existing inspection/maintenance
systems, offers a systematic solution, and provides a working
technology demonstration of the approach. Maintenance
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actions must be done based on precise information and
must be able to present the information rapidly from a
maintenance repository. RFID technology can be used to
detect accurate data and can derive the correct information.
To maintain the consistency of the information between the
inspection and management systems, all inspection data are
synchronized via a cloud system. The RFID and cloud envi-
ronment are useful for product maintenance this technology
is consistent and reliable. We predict that these technologies
will improve the efficiency and accuracy of maintenance
operations.
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Nowadays mobile activity recognition (AR) has been creating great potentials in many applications including mobile healthcare
and context-aware systems. Human activities could be detected based on sensory data that are available on today’s smart phone. In
this study, we consider mobile phones as an independent device since sending the data to central server can generate privacy issues.
Furthermore, applying AR onmobile phone does not only require an effective accuracy rate but also the lowest power consumption.
Normally, an AR model learnt from acceleration data of a specific person is distributed to other people to recognize the same
activities instead of generating different models individually. This work often cannot create accurate results on the prediction in
broad range of participants. Moreover, such AR model also has to allow each user to update his new activities independently.
Therefore, we propose an algorithm that integrates Support Vector Machine classifier and𝐾-medoids clustering method to resolve
completely the demand.

1. Introduction

Currently, mobile-based AR has been applied widely in
various technological aspects to enhance the quality of
life. In healthcare applications, it has been used to assess
physical activities and aid cardiac rehabilitation, detect a
fall event as in our achievement [1], predict user’s energy
consumption based on monitoring activity of daily living
(ADL), and generate daily, weekly, and monthly activity
reports in order to promote health and fitness. In context-
aware pervasive computing systems, mobile accelerometer
has gained significant achievements. In term of user’s device
security improvement, gait recognition is studied as a poten-
tial protection mechanism [2, 3]. Moreover, human activity
information can also be used to adapt automatically the
behavior of using mobile phone. It can include sending calls
directly to voicemail if a user is bicycling or jogging, turning
on music when jogging is taken place, and so forth. In order
to gain these benefits, mobile phone accelerometer data must
be processed at device or central server via communication
channels (Wi-Fi, Bluetooth, etc.). In this study, we consider
mobile phones as an independent device since sending

the data to central server from mobile device can generate
privacy issues [4]. Normally, there are 3 steps in AR. First,
data windows from segmentation of accelerometer signals are
taken. Second, some features that describe the clearest prop-
erties of studying activity are extracted. These preprocessing
steps are the most important parts of AR system since the
last step is classification that can be studied by any existing
machine learning algorithms.

Some recentmobile achievements attempted to recognize
ADL as in [5, 6]. However, these achievements also remain
restrictions including the instability of accuracy especially in
cross-people prediction which measures the sustainability of
classification features in predicting activities of new people
based on a trained model from a specific person and lacking
of evidence about energy consumption since mobile devices
are powered by limited energy resource andmemory storage.
To resolve these problems, in our latest studies [7, 8], we
proposed (1) an effective classification feature extraction
to balance accuracy and energy consumption and (2) an
adaptive strategy for energy saving by selecting appropriately
the combination of feature classification (CF) and sampling
frequency (SF) for each activity.
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From our previous achievements, classification models
were created offline from the training data and ported
to different mobile users to measure the tolerance of the
classification. However, in fact it is hard to generate a unique
model that can classify all users’ motion activities in a large
scale of participants.

This issue was denoted in our previous achievement as in
Figure 1. The overall accuracy descended significantly when
we increase the number of subjects. Moreover, an effective
mobile AR system should allow users to update their own
new activities instead of only predicting predefined activities.
Addressing these needs, we propose an algorithm to achieve
the following goals:

(i) enhancing the personalization in mobile AR system
for predefined activities based on the actual data of its
owner;

(ii) allowing new activities that are updated on each
mobile user.

Applying AR on mobile phone is not like applying on
power machine. It not only requires effective accuracy but
also guarantees the lowest power consumption.Therefore, we
propose the following methods.

(i) Firstly, we propose an effective real-time mobile
AR system. Its preprocessing phase includes motion
analysis on 𝑌- and 𝑍-axes from mobile triaxial
accelerometer and segmenting on main 𝑌-axis based
peak detection algorithm. Proposed classification fea-
tures in each window are extracted in time domain.
Section 3 presents this core system.

(ii) A personalization algorithm is presented through the
method that selects confident samples to update the
existingmodel.The proposed algorithm is integration
of SVM classifier and clustering algorithm. In this
study, clustering algorithm is aimed to explore two
commonpartitioningmethods—𝐾-means [9] and𝐾-
medoids [10]. Section 4 presents our personalization
method.

ADLs in this study include walking, jogging, bicycling,
going upstairs and downstairs, and running while the phone
is attached at front pant pocket of mobile user. Experiments
of our twomain contributions are presented in Sections 5 and
6, respectively. Finally, Section 7 gives our conclusion.

2. Related Works

A few recent AR achievements, like ours, did use a com-
mercial mobile accelerometer to measure real-time running
capability of mobile phone without sending data to central
server. The authors in [11] achieved 75.3% and 73.95% in
walking, jogging, upstair, and downstair activities by using
J48 and Multilayer Perceptron. By using iPhone accelerom-
eter, the authors in [12] predicted walking, running, biking,
and driving activities with average accuracy to reach 93.88%
by using SVM. However, driving is similar with relaxing
activity which does not have significant changes in acceler-
ation. Therefore, prediction becomes easier. Other authors
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Figure 1: Accuracies of mobile AR system in multiple-subject
prediction type on SCUT-NAA dataset in our achievement [8].

in [5] had restrictions in detecting upstairs and downstairs
activities.

According to on-board training on mobile phone as the
classification model is created individually on every user
[11, 13], this approach can allow users update their own
new activities. However, a sufficient training sample quantity
must be collected on each phone user that could cause
unexpected inconvenience. Thus, an implicit method that
allows personalization on predefined activities and updating
new activities is necessary in user’s mobile AR system.

Based on transfer learning technique [14], personalization
issue was also recently studied on mobile [15]. In this
approach, 𝐾-means is used to select confident samples,
and the convergence of personalized model comes from
comparing parameters inside the model at two continuous
iteration steps. In our solution with another approach, the
equality of confident samples at the steps is considered as
a stopping condition in the personalization phase. With
the core SVM classification, we measure the performance
of clustering methods among the 𝐾-means and 𝐾-medoids
through the presented targets.

In our study, the targets are denoted as in Figure 2.
Model A is generated from user A’s data on specific activities.
The model is then distributed to other users with essential
demands including personalizing these activities and updat-
ing new activities for each user independently.

3. Mobile AR System Based on Gait Cycle

In this study, we paid particular attention to front pant pocket
because of the popularity of attaching phone at this position.
Themobile phone was vertically placed at the pocket location
as shown in Figure 3. From three axes of accelerometer, the
𝑋-axis captures horizontalmovement of the user’s leg.The𝑌-
axis captures the upward and downward motion; the 𝑍-axis
captures the forward movement.

3.1. SystemOverview. Aflowchart of the proposedmobile AR
method is depicted in Figure 4. Only effective axes of mobile
accelerometer that presents the most clearly gait cycles in
humanmotion are used. A set of features is extracted on time
domain after passing preprocessing steps. SVM classification
is used in our core system.
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Figure 2: Distribution model A to users and demands of personalization and updating new activities.
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Figure 3: 3-D coordinate of accelerometer and phone attached to the trouser pocket position.
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Figure 4: A Proposed method for real-time mobile AR system.

3.2. Effective Axis Selection. Gait cycle notion is used to
explain the combinative force that is recorded by mobile
accelerometer. The notion is defined as the time interval
between two successive occurrences of one of the repetitive
events when walking. In other words, two consecutive steps
form a gait cycle. As shown in Figure 5, the cycle starts with
initial contact of the right toe, then it will continue until the
right toe contacts the ground again. The left goes through

exactly the same series of events as the right, but displaced
in time by half of a cycle.

When the toe touches the ground in phase “a” or phase “g”
as in the figure, the association between ground reaction force
and forward inertial force together makes the 𝑍-axis signal
strongly changes and forms peaks with the high magnitude.
In fact, in order to make changes of 𝑍-axis we need the
change of 𝑌-axis beforehand since heel touches the ground.
It explains why we always have peaks of 𝑌- and 𝑍-axes like
negative peak, and positive peak respectively, as illustrated in
Figure 6.

From our observation, we realized that ground reaction
force is expressed most clearly especially in jogging and
upstair, downstair activities by negative peaks. Therefore we
consider 𝑌-axis signal as the main axis. The first window
segmentation is started by the first peak on 𝑌-axis instead
of choosing first point of the window. This reflects clearly
properties of activities since it shows howmany peaks existed
in one window so that it enhances accuracy in matching
method. In overlapping of windows, a next window is still
started at a peak which occurred in previous window.

Other values on 𝑍-axis are just selected at the same time
with𝑌 values. A gait cycle is defined between two consecutive
peaks on 𝑌-axis.

In previous studies [5, 6, 11, 16], windows can be seg-
mented from arbitrary points which only guarantee the
length of thewindow.Thismight cause an incorrect reflection
of human activities on each gait cycle.Thus, the segmentation
method based on 𝑌 peaks is used in our study to extract
clearly gait cycle’s features.
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Figure 5: An illustration of a gait cycle.
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Figure 6: Amplitude in𝑋-, 𝑌-, and 𝑍-axes.

3.3. Linear Interpolation. Due to power saving function and
the built-in nature, an accelerometer on mobile phone is
simpler than standalone one. The sampling rate is rather low.
Time intervals between two consecutive acceleration values
are also not equal. A sensor only generates value when the
forces acting on each axis have a significant change.Therefore,
we interpolated the acquired signal to 32Hz (Figure 7) using
linear interpolation method to ensure that the time interval
between two sample points will be fixed.

3.4. Noise Elimination. When accelerometer samples move-
ment data by user walking, some noises will inevitably be
collected. These additional noises could have come from
various sources (e.g., idle orientation shifts or bumps on the
road while walking). A digital filter needs to be designed
to eliminate noises. Multilevel wavelet decomposition and
reconstruction method are adopted to filter the signal.

According to Figure 8, original signal is denoted by 𝑆(𝑛).
High-pass filter and low-pass filter are denoted by HF and LF.
On each level, the outputs from high-pass filter are known as
detail coefficients. On the other hand, low-pass filter outputs
contain most of the information of the input signal. They are
known as coarse coefficients. The signal sample is down by
2 at each level. Coefficients obtained from the low-pass filter
are used as the original signal for the next level and continue
until the desired level is achieved. In contrast, reconstruction
is the reverse of decomposition process. To eliminate noises,
we assign the detail coefficients to 0. The reconstruction
of the signal is computed by concatenating the coefficients
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Figure 7: Before and after using linear interpolation into 32Hz on
𝑌 axis.
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Figure 8: Multi-level wavelet decomposition.

of high frequency with low frequency. During experiment,
the Daubechies orthogonal 6 wavelet (Db6) is adopted for
signal decomposition and noise reduction. Figure 9 showed
the signal after noise reduction using Db6 at level 2.

3.5. Peak Detection Algorithm. In order to segment window
based on 𝑌 axis peaks, we designed an algorithm to detect
these peaks as follows.

The original signal is denoted as 𝑆(𝑛). First, we extract a
set of peaks𝑃 from 𝑆(𝑛). A data point is called peak if its value
is less than its previous and next one. Let

𝑃 = {𝑑
𝑖
| 𝑑
𝑖
< 𝑑
𝑖+1
∧ 𝑑
𝑖
< 𝑑
𝑖−1
} with 𝑖 ∈ [1 ⋅ ⋅ ⋅ 𝑛] , (1)

where 𝑑
𝑖
is the ith value in 𝑆(𝑛). Threshold 𝑇 is estimated

to determine true peaks using (2). The peaks which have
magnitudes lower than 𝑇 are identified as set of true peaks
𝑅:

𝑇 = 𝜇 − 𝑘𝜎, (2)

𝑅 = {𝑑
𝑖
∈ 𝑃 | 𝑑

𝑖
≤ 𝑇} , (3)

where 𝜇, 𝜎 are mean and standard deviation of all peaks in
𝑃, respectively, and 𝑘 is the user-defined constant. Figure 10
shows the threshold 𝑇 with different 𝑘 values. In our experi-
ment, choosing 𝑘 = 1/3 gave the best partition rate.

3.6. Classification Feature Extraction. Features in our pro-
posed method are extracted in time domain. Each window
is segmented by a 256-sample length and the overlapping of
128 data points between consecutive windows. First window
is started at the first peak on 𝑌 axis in a specific analyzing
period of continuous acceleration data.
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Figure 9: 3-D acceleration after noise reduction.
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Figure 10: Illustration of true peaks 𝑅 and the thresholds 𝑇 with
various 𝑘 values on 𝑌 axis.

The following time features (TFS) on sliding windows are
chosen in order to record the most clearly gait cycles on each
window. They are extracted on effective 𝑌- and 𝑍-axes, and
this is different from [6, 11, 16] since these achievements used
features on all axes.

(i) Time Gap Peaks. An average value is computed
between two consecutive peaks. This value is only
computed on main 𝑌 axis.

(ii) Mean and Variance Acceleration. Mean value is a
numerical average of the acceleration values. Variance
value shows themount of variation of the values in the
same window.

(iii) Accelerometer Energy: This value was also introduced
in [5, 17]. Since sampling frequency rate was stable
by using linear interpolation, this energy value shows
amount of the change on a physical activity. Its
value has a significant difference among activities like
changes in jogging occurred in both of 𝑌- and 𝑍
axes but the concentration only focuses on 𝑌 axis in
bicycling. Equation dedicating it in a window size 𝑇
is presented as

𝐸 = ∫

𝑡
0
+𝑇

𝑡=𝑡
0






𝑎
𝑥






𝑑𝑡, (4)

where 𝑎
𝑥
is acceleration at time 𝑡 on 𝑌- or 𝑍-axis.

(iv) HjorthMobility and Complexity. In electroencephalo-
graphy (EEG) signal analysis, Bo Hjorth [18] derived
certain features that describe the EEG signal by
means of simple time domain since this signal cannot
be associated with the sine function used in fre-
quency domain. These parameters, namely, Activity,
Mobility, and Complexity, were used to characterize
the EEG pattern in terms of amplitude, time scale,
and complexity. These values were applied in [5, 19]
for emotion assessment and also in accelerometer,
respectively. Mobility is a measure of the signal
mean frequency. Complexity measures the deviation
of the signal from the sine shape. Both values are
scalar features performed as follows with var(𝑥) being
variance function of signal 𝑥 and 𝑥 standing for the
derivate of signal 𝑥:

Mobility (𝑥) = √
var (𝑥)
var (𝑥)

,

Complexity (𝑥) =
Mobility (𝑥)
Mobility (𝑥)

.

(5)

From analyzed TF features, our classification is acted by
using SVM classifier which is used widely in AR [5, 16]. SVM
algorithm is set of support vectors which separate training
samples to a corresponding class by maximizing margin of
hyperplanes among classes. In this work, we use Radial Basis
Function (RBF) kernel in order to map support vectors to
multiple dimensions since there are eleven TF attributes.

4. Personalization in Mobile AR System

An AR model is firstly trained offline on power machine
by actual mobile acceleration data on known activities of
a specific person through the proposed feature extraction.
Personalization on mobile AR system in our method is
studied on two phases. Firstly, the system has to allow users
to update their own new activities. Secondly, in the context
of sharing the trained model, the system has to update
implicitly and suitably activities trained on thatmodel.This is
to predict accurately activities of new users since each person
has different ranges in data distribution.

4.1. On-Board Training Undefined Activities. Generating
individual model for each person causes a large data acqui-
sition and inconvenience for mobile users in reality. Thus, as
the simulation shown in Figure 2, the phone on person B uses
the model𝑀

𝐴
of user A to predict his own activities. A new

activity 𝐴
𝑖
with its label 𝑗 which has not yet been defined

inside the model can be updated directly on mobile based on
labeled samples of the activity. Consider

𝑀
𝐴
= update (𝑀

𝐴
, 𝑥tar, 𝑗) , (6)

where 𝑥tar is extracted feature set of a sample of 𝐴
𝑖
. This

function simply increases predicting new activities of person
B on the model through on-board updating on his phone.
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4.2. Improving Personalization in Predefined Activities. In the
scope of a small user group, a user’s trained model could
recognize the data of other people with acceptable accuracy
rates. However, in fact, it is hard to generate an effective
model that can classify all users’ motion activities in a large
quantity of participants; this means that the trained model is
not sustainable for a really newperson because of the different
data distribution among participants. Thus, the solution of
taking an effective amount of unlabeled data of person B
for personalizing not only makes more convenience but also
enhances prediction ability for those who use this model
instead of keeping fixed accuracy.

With activities trained on𝑀
𝐴
from user A, updating𝑀

𝐴

by samples of these predefined activities from user B can
increase the probability of false-positive rate; therefore per-
sonalization means reconstructing parameters of the model
to improve the true-positive probability in predictionwithout
expanding data distribution of these activities.

Our solution for this issue is combining an effective
clustering algorithm and SVM classifier together. Firstly, we
build model A with labeled samples of person A. The model
is then transferred to person B’s phone. Secondly, we classify
the unlabeled samples of person B to model A. These data
are then used to adjust model B based on choosing confident
samples for updating model A.These steps are represented as
in Figure 11.

In the first step, user B’s samples 𝑥tar = {𝑥
1
, 𝑥
2
, . . . , 𝑥

𝑛
}

with their corresponding label 𝑗 could be recognized inaccu-
rately by the original SVM model𝑀

𝐴
of person A, where 𝑥

𝑛

is 𝑛th attribute of 𝑥tar. Consider

label (𝑥tar,𝑀𝐴) = {
𝑗 if 𝐷(𝐴

𝐴
𝑗

) ∼ 𝐷(𝐵
𝐴
𝑗

) ,

𝑖 with 𝑖 ̸=𝑗,
(7)

where 𝐷 function represents data distribution of activity 𝐴
𝑗

on each person. The merit of SVM algorithm is performed
by maximizing margin of hyper-planes among classes. When
samples of activity 𝐴

𝑗
of person A and B are similar and

exclusive from other activities, their hyper-plane can be
separated easily in 𝑀

𝐴
from others. In fact with randomly

selecting participants A and B, 𝐷(𝐴
𝐴
𝑗

) covers 𝐷(𝐵
𝐴
𝑗

) and
closes with 𝐷(𝐴

𝐴
𝑘

), where 𝑘 ̸=𝑗. It involves increasing of
false-positive rate as the result 𝑖 from (7).

In second step, clustering algorithm is a division of
samples into group of similar objects. Objects possessed
by the same cluster tend to be similar from their feature
set {𝑥

1
, 𝑥
2
, . . . , 𝑥

𝑛
}, while dissimilar objects are covered by

different clusters. In fact, activity 𝐴
𝑗
’s samples on person

B are similar and they perform a unique motion style
which is different from other activities [20]. Clustering into
groups based on feature space {𝑥

1
, 𝑥
2
, . . . , 𝑥

𝑛
} performs actual

activities of person B. Among clustering methods, we study
on two common methods—𝐾-means and 𝐾-medoids—for
measuring real-time running capability on mobile device. A
clustering method creates 𝑘 partitions, called clusters, from
given set of 𝑛 data objects. In our study, the dissimilarity

between two objects is measured by using Euclidean distance
as

𝑑
2
(𝑥tar1, 𝑥tar2) = (

𝑑

∑

𝑛=1

(𝑥tar1,𝑛 − 𝑥tar2,𝑛)
2

)

1/2

.
(8)

Each partition is represented by either a centroid or
medoid. A centroid 𝜇

𝑗
is an average of all data objects in a

partition as in (9), while medoid is the most representative
point of a cluster [21]. An iterative relocation technique is
used to improve the partitioning by moving objects from one
group to another. Consider

𝜇
𝑗
=

∑

|𝑉
𝑗
|

𝑖=1
𝑥

𝑗

𝑖







𝑉
𝑗







, (9)

where𝑉
𝑗
and 𝑥𝑗 denote 𝑗th class and its samples, respectively.

For both of the two methods, clustering quality and iteration
number are related to the initial 𝑘 cluster centers relied on
the fact that the new user B has known the number of output
classes from 𝑀

𝐴
before personalizing. In each cluster, 𝑁

samples which are nearest to their center point are selected
since they perform the convergence based on the inner
relation of samples in the same cluster. Labels of these samples
are then updated by activity label 𝑗 of the center point. In
𝐾-means method, the center point is assigned by the sample
defined as

𝐶𝑃 = min 𝑑
2
(𝑥tar, 𝜇𝑗) with ∀𝑥tar ∈ 𝑉𝑗. (10)

These confident samples are used to update model𝑀
𝐴
. Our

proposed algorithm is summarized as the following in case of
𝑘 = 5, which means that𝑀

𝐴
has five activities on person B;

see Algorithm 1.
At step (1), model 𝑀

𝐴
that was trained based on time

domain features of user A is transferred to new user B. From
step (3) to step (5), unlabeled samples of user B are classified
and clustered based on the parameters including 𝑘, ΔTime,
and𝑁 number defined before. At step (6), confident samples
from each class are selected to update𝑀

𝐴
with label of their

center point. The personalized model for user B is returned
when there exists the convergence in Confidence Sample or
the excess ΔTime.

5. Experiment Results in Mobile AR System
Based Gait Cycle

SCUTT-NAA dataset [16] and our self-constructed data are
used in our experiment to measure the efficiency of our real-
time AR mobile system and personalization algorithm.

5.1. With SCUT-NAA Dataset. SCUTT-NAA dataset con-
tains 1,278 samples from 44 subjects. It was collected from
ADXL 330 Accelerometer and sampling frequency is 100Hz.
Because of the limitation of activities in our study, the
dataset only provides fully in 31/44 subjects. Each subject
experimented two times. In preprocessing phase, some last
data points in each experiment time of these subjects were
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Figure 11: Our algorithm for personalizing on predefined activities.

removed because these points almost could not present
clearly a specific activity’s change. Moreover, since our noise
elimination step requires a 2𝑛 sample length, we firstly
shorten the length of each sample to satisfy the conditions in
Table 1.

After that, a Daubechies level 3 filter is applied in this step
to gain certain information in the change of each activity.
Next, peaks on 𝑌 axis are detected to segment windows. In
this dataset, we found that positive 𝑌 peaks could describe
more clearly than negative peaks on the same axis. As our
best analysis, this phenomenon can be explained such that
the author of this dataset placed accelerometer’s direction
different from our built-in mobile accelerometer. Therefore,
our peak detection algorithm is changed a little bit including
replacing (1), (2) and (3), respectively, as follows:

𝑃 = {𝑑
𝑖
| 𝑑
𝑖
> 𝑑
𝑖+1
∧ 𝑑
𝑖
> 𝑑
𝑖−1
} with 𝑖 ∈ [1 ⋅ ⋅ ⋅ 𝑛] ,

𝑇 = 𝜇 + 𝑘𝜎,

𝑅 = {𝑑
𝑖
∈ 𝑃 | 𝑑

𝑖
≥ 𝑇} .

(11)

Moreover, the interval between true two consecutive
peaks has to be greater than 29 data points.We did not choose
overlapping method on sliding windows since there was a
large data length in each activity of subjects. We separate 512
samples per window. Each window is started from a 𝑌 axis
peak which is the nearest peak to the last one of previous
window. LIBSVM was used to train and predict activities in
the dataset and our data.
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Figure 12: Accuracies in our prediction and Xue and Jin [16].

Table 1: Original and corresponding refined lengths.

Original length Data points removed Refined length
[0, 4000] 500 2048
[4000, 10000] 1000 4096
Over 10000 2000 8192

Figure 12 shows overall accuracy from our four methods
and Xue and Jin [16]. By using SVM with RBF kernel, our
TF method shows stable accuracy in predicting the activities.
Our contribution in this work is expressed by removing last
points in data, selecting effective𝑌- and𝑍-axes without using
𝑋-axis, selecting different filter, and segmenting windows
from peaks on main 𝑌-axis. To the best of our knowledge,
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(1)𝐷tar = {(𝑥tar)}; 𝐴𝑐𝑡𝑖V𝑖𝑡𝑦 𝑇𝑎𝑏𝑙𝑒 = {𝐴1, . . . , 𝐴5} ; 𝑃tar = 𝑛𝑢𝑙𝑙; 𝑘 = 5;
𝑙𝑜𝑎𝑑(𝑀

𝐴
← 𝑆𝑉𝑀

𝑇𝐹
); 𝑡 ← 0; 𝐶𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 𝑆𝑎𝑚𝑝𝑙𝑒 = 𝑛𝑢𝑙𝑙;

(2)while 𝑡 < Δ Time do
(3) classify(𝐷tar,𝑀𝐴); 𝑃tar = {(𝑥tar, 𝐴 𝑖)};
(4) cluster (𝑃tar, 𝑘);
(5) distance((𝑥tar, 𝐴 𝑖), centroid(𝑥tar ,𝐴𝑖));
(6) For each cluster, find𝑁 samples (𝑥tar, 𝐴 𝑖) where d(𝑥tar, 𝐴 𝑖) are

closest to its center point.
Update label 𝐴

𝑖
of (𝑁 − 1) samples by label of center point

Add these data to Confidence Samplelist
End For
(7) if(𝐶𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 𝑆𝑎𝑚𝑝𝑙𝑒

𝑡−1
̸=𝐶𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 𝑆𝑎𝑚𝑝𝑙𝑒

𝑡
)

update(𝑀
𝐴
, Confidence Sample);

𝑡 = 𝑡 + 1;
(8) else break;
(9) end while

Algorithm 1: AR personalization algorithm. New sample (𝑥tar) from a new user which does not have any target class is used to train a learnt
model𝑀

𝐴
of user A.Activity Table contains all activities in the experiment {𝐴

1
, . . . , 𝐴

5
}.𝐷tar is the set of {(𝑥tar)}. 𝑃tar is set of labeled samples

after classifying by𝑀
𝐴
. Δ Time is the user-defined threshold for iterations.𝐾 is the number of high confidence samples selected from clusters

from clustering algorithm. Let 𝑁 = 𝐾/5. 𝑁 is number of confidents samples in each cluster. Confidence Sample is list of (𝑥tar, 𝐴 𝑖) samples
with length(Confidence Sample) = 𝐾. Output of the algorithm is a personalized model.

Table 2: Number of samples per user and activity.

ID
Activity training (T) and predicting (P)

Bicycling Down stair Jogging Up stair Walking
T P T P T P T P T P

1 30 34 18 12 24 18 18 12 42 30
2 26 21 12 12 24 18 12 12 60 36
3 26 28 24 24 24 24 24 24 36 36
4 28 27 24 24 24 24 24 24 35 36
5 28 30 30 36 30 30 30 36 30 30
6 32 30 26 26 24 24 26 26 46 50

this is a novel approach to predict accurately ADL activities
based on mobile accelerometer.

5.2. With Our Self-Constructed Data. In order to ensure
running successfully in real-time environment on mobile
accelerometer, we also develop an application for collect-
ing data from triaxial BMA 150 accelerometer on Google
Android HTC Nexus One from six volunteers. The mobile
device measures acceleration force up to ±2G. The sampling
rate is approximately 30Hz on SENSOR DEPLAY FASTEST
mode in Android SDK. The data were collected at normal
speed of each subject in natural environment. Table 2 shows
the numbers of training and predicting data of each activity.

In our data, we used Daubechies at level 2 as noise fil-
tering. Distance between consecutive peaks has to be greater
than 23 data points. From the proposed method, our overall
accuracies in single and multiple-subject types are shown as
in Table 3. The overall accuracies express our contribution
in preprocessing phase of mobile AR system based on gait
cycles. They guarantee an effective prediction and improve
the precision of achievements presented in Section 2.

5.3. Efficiency in Real-Time AR on Mobile Users. To measure
the performance of our system in real-time running on
mobile, we developed two prototypes for this experiment.
First prototype uses the proposed method which extracts
features in time domain, and the remaining is implemented
by using classification features in frequency domain. Public
libraries including Android 2.3 OS, Jtransforms, LibSVM,
and Weka are used inside these prototypes. Since mobile
accelerometer does not collect data when the screen is turned
off, our prototypes are developed as a foreground service.
Other functions including wireless, light screen were turned
off during the experiment. We also developed a power mea-
surement module based on battery event API from Android
SDK to record battery’s changes. Trained SVMmodel of each
volunteer approximately taking 42KB is ported to SD card of
the device to predict new incoming signals. Each prototype
takes about 11MB on phone’s memory. Its snapshot is shown
as in Figure 13.

Figure 14 shows average consumptions of two prototypes
within 2.5 hours of volunteers. The method using SVM
classifier and features on frequency domain consumes much
energy than the remaining method in average.
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Table 3: Accuracies in single and multiple-subject prediction types.

Data type Bicycling Down-stair Jogging Up-stair Walking
Single 95.32% 91.1% 94.55% 92.3% 95.2%
Multiple 86.36% 72.2% 83.42% 76.44% 85.12%

(a) (b)

Figure 13: The implementation on HTC Nexus and its volume.
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Figure 14: Battery lifetime in two prototypes and normal running.

Moreover, computational complexity on time domain is
more effective than frequency domain as follows:

𝑂 (TF) = 𝑂 (𝑛) [Mean] + 𝑂 (𝑛)Variance + 𝑂 (𝑛) [Energy]

+ 𝑂 (𝑛) [Mobility,Complexity]

+ 𝑂 (𝑘𝑛) [Peak detection] with 𝑘 ≪ 𝑛

= 𝑂 (𝑛) ,

𝑂 (FFT) = 𝑂 (𝑛 log 𝑛) ,
(12)

where 𝑛 is total number of data points in signal, and 𝑘 is true
peaks. Data analysis in time domain can retrieve useful infor-
mation which describes characteristics of signal better than
amplitude of coefficients in frequency domain.Therefore, the
features on time domain are used to personalize SVMmodels
among mobile users in next steps.

6. Performance of Personalization on Mobile
AR System

To illustrate the performance of our algorithm, we verify
the personalization algorithm with two subjects who yielded
the lowest accuracy from multiple-subject prediction type
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Figure 16: The impact of 𝐾 confident samples and testing samples
in 𝐾-means method.

as shown in Table 2. Experiment is formed by two phases
including personalizing predefined activities and measuring
the efficiency of the personalized model in predicting new
activities.

6.1. Personalization in Predefined Activities. Firstly, we mea-
sure the impact of training samples in multiple-prediction
type of these two subjects. SVM model A was created by
person A from total 148 samples of five activities including
bicycling, downstair, upstair, jogging, and walking. In 148
training samples of person A, we divided them into five
groups with different sizes corresponding to 30, 58, 86, and
148 samples. Each group is used to train a model and predict
all testing samples of personA and person B, respectively.The
results are shown in Figure 15.

The accuracy of the SVMmodel from person A increases
significantly when the number of training samples varies
from 30 to 86 samples. Otherwise, from 86 to 148 samples,
the accuracy increases less than the previous range. In other
words, with 86 training samples, we can build well a sufficient
model to predict testing of person A. Accuracy of predicting
all testing data of person B also increases gradually when we
increase user A’s training samples because the probability for
successful prediction is improved when new data of person B
are added more.

In order to observe the effect of 𝐾 confident samples
used for personalizing algorithm in cases of 𝐾-means and
𝐾-medoids clustering algorithms, we used all 148 training
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Figure 17: The impact of 𝐾 confident samples and testing samples
in 𝐾-medoids method.

Table 4: Performance of 𝐾-means and 𝐾-medoids.

Standards in measurement Clustering method
𝐾-means 𝐾-medoids

Average accuracy improved 8% 11%
Confident sample size 25 20
Computational time 𝑂(𝑖𝑘𝑛) (17) 𝑂(𝑖𝑘(𝑛 − 𝑘)

2
) (18)

𝑖: the total number of iterations.
𝑘: the total number of clusters.
𝑛: the total number of samples.

samples of personA to predict different groups of testing data
of person B, respectively. We divided testing data of person B
into five groups with quantities as in 30, 60, 77, 89, and 106
samples.

Figure 16 shows the accuracies when we vary 𝐾 and the
number of testing samples. For each 𝐾 case, its accuracy can
converge regardless of whether 𝐾 is small or large when we
increase testing samples. It can be explained that new testing
samples of a new user are very diverse, and the probability of
matching correctly to personalized model can be increased.
However, the samples must perform a unique motion style
of individual people in each activity. They cannot have quite
difference to each other. Moreover, 𝐾-means algorithm of
personalization process divided separately activities into dif-
ferent groups.These reasons made a convergence in accuracy
of a person when we increase testing samples to a sufficient
quantity.

At each quantity of testing samples, changing confident
samples can add more noises. Thus, its accuracy can be
descended. We found that a value of 𝐾 = 25 yielded the
optimal results. It can be explained that, when the value of
𝐾 is too small, the useful information of the new user is
comparatively little. 𝐾 = 25 is sufficient to increase 8% of
accuracy compared with pure multiple-prediction type as in
Figure 15.

Figure 17 represents the performance of 𝐾-medoids
method. In contrast to the previous method, this clustering
method performs stability when we vary number of testing
samples. Higher accuracies compared to 𝐾-means method
in small testing sample groups are achieved. However, when
testing sample number is over a 77-sample size, it involves
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Figure 18: The impact of running testing samples in the models
using𝐾-means and 𝐾-medoids methods.

a converging reduction in the cases of 𝐾 except for the value
at 20.

In fact,𝐾-medoids method is more robust than𝐾-means
in the presence of noise and outliers, because a medoid is less
influenced by outliers or other extreme values than a mean,
while 𝑘-means perform well in processing large data sets
with a discrete distribution. In cases of small testing sample
groups, the model is updated by crucially correct samples
when we select 𝐾 = 10 and 15. In large testing data groups
including 𝐾 = 25, 30 and 35, the precision descended since
more noises were enhanced inside. At the optimal value of
𝐾 = 20, the accuracy of personalization process is improved
up to 11 percent comparedwith puremultiple-prediction type
as in Figure 15. Table 4 summarizes the performance of both
methods. Normally, 𝑘 ≪ 𝑛 and 𝑖 ≪ 𝑛, and 𝐾-medoids
consume more time for personalizing although an effective
accuracy and an optimal quantity of confident samples are
achieved.
During the test, the user-defined threshold for iteration
ΔTime was set as 85. However,𝐾-means algorithm stopped at
round 𝑖 = 25 while this number was identified at averagely
36 for 𝐾-medoids algorithm. These results show an effective
computational time for running real time on mobile.

6.2. Updating New Activity in Personalized Model. In this
experiment, we use two personalized models based on 𝐾-
means at𝐾 = 25 and𝐾-medoids at𝐾 = 20, respectively. The
modelswere personalized fromall 106 testing samples on user
B. To measure the effectiveness in predicting new activities,
we collected new samples from new running activity on
the user. Since running is different from jogging activity on
velocity, and the false-positive rate of them is high.

The models are firstly trained by 40 running samples. In
terms of prediction phase, a quantity of 60 samples on the
activity is collected and then divided into four groups with
different sizes as in 20, 40, 50, and 60 samples. FromFigure 18,
we could observe that

(i) the model based on𝐾-medoids method performs the
effective tolerance while sample size is varied;

(ii) a convergence appeared in both methods regardless
of increasing testing data quantity from the size of
40 samples. Since there are many activities that need
to be updated on the model, more training samples

should be on-board trained to maintain an effective
accuracy rate.

7. Conclusions

In this paper, an effective personalization algorithm that inte-
grates SVM classification and 𝐾-medoids clustering method
is proposed to select confident samples for updating a given
AR model. The algorithm’s performance is verified through
recognizing predefined and new activities. An increasing
accuracy of 11% is compared to nonpersonalization approach.
The personalization algorithm is developed based on a basic
mobile AR system that extracts time domain features from
windows segmented by peaks on 𝑌 axis. The effectiveness
of system is compared to previous achievements in accuracy
standard and another system that uses frequency domain
features for energy consumption standard.

Acknowledgment

This research was supported by Basic Science Research
Program through theNational Research Foundation of Korea
(NRF) funded by the Ministry of Education, Science and
Technology (2012-035454).

References

[1] V. Q. Viet and D. Choi, “Energy saving in forward fall detec-
tion using mobile accelerometer,” International Journal of Dis-
tributed Systems and Technologies, vol. 4, no. 1, pp. 78–94, 2013.

[2] M. O. Derawi, C. Nickely, P. Bours, and C. Busch, “Unobtrusive
user-authentication on mobile phones using biometric gait rec-
ognition,” in Proceedings of the 6th International Conference on
Intelligent Information Hiding and Multimedia Signal Processing
(IIHMSP ’10), pp. 306–311, October 2010.

[3] D. Sharma and S. Khurana, “Secure personal recognition system
based on hashes keys,” International Journal of Advanced Science
and Technology, vol. 47, 2012.

[4] D. Choujaa and N. Dulay, “Activity recognition using mobile
phones: achievements, challenges, and recommendations,”
How To Do Good Research in Activity Recognition: experi-
mental methodology, performance evaluation and reproduci-
bility, Workshop in conjunction with Pervasive, 2010.

[5] M. Khan, S. Ahamed, M. Rahman, and R. O. Smith, “A feature
extraction method for realtime human activity recognition
on cell phones,” in Proceedings of International Symposium on
Quality of Life Technology, 2011.

[6] S. Das, L. Green, B. Perez, and M. Murphy, “Detecting user ac-
tivities using the accelerometer on android smartphones,” The
Team for Research in Ubiquitous Secure Technology, TRUST-
REU Carnefie Mellon University, 2010.

[7] V. Q. Viet, H. M. Thang, and D. Choi, “Balancing precision
and battery drain in activity recognition on mobile phone,” in
Proceeding of 18th IEEE International Conference on Parallel and
Distributed System, pp. 712–713, 2012.

[8] V. Q. Viet, H. M. Thang, and D. Choi, “Adaptive energy-saving
strategy for activity recognition onmobile phone,” inProceeding
of 12th IEEE International Symposium on Signal Processing and
Information Technology, 2012.



12 International Journal of Distributed Sensor Networks

[9] J. A. Hartigan and M. A. Wong, “Algorithm AS 136: a k-means
clustering algorithm,” Journal of the Royal Statistical Society C,
vol. 28, no. 1, pp. 100–108, 1979.

[10] H.-S. Park and C.-H. Jun, “A simple and fast algorithm for K-
medoids clustering,” Expert Systems with Applications, vol. 36,
no. 2, pp. 3336–3341, 2009.

[11] J. Kwapisz, G. Weiss, and S. A. Moore, “Activity recogntion
using cell phone accelerometer,” in Proceeding of ACM SIGKDD
Conference of Knowledge Discovery and DataMining, pp. 74–82,
2010.

[12] B. Nham, K. Siangliulue, and S. Yeung, “Predicting Mode
of Transport form iPhone Accelerometer Data,” Stanford
University class project, 2008, http://cs229.stanford.edu/
proj2008/NhamSiangliulueYeung-PredictingModeOfTrans-
portFromIphoneAccelerometerData.pdf.

[13] J. B. Gomes, S. Krishnaswamy, M. M. Gaber, P. A. C. Sousa, and
E. Menasalvas, “MARS: a personalised mobile activity recogni-
tion system,” in Proceedings of the IEEE International Conference
on Mobile Data Management, 2012.

[14] S. J. Pan and Q. Yang, “A survey on transfer learning,” IEEE
Transactions on Knowledge and Data Engineering, vol. 22, no.
10, pp. 1345–1359, 2010.

[15] Z. Zhao, Y. Chen, J. Liu, Z. Shen, andM. Liu, “Cross-peoplemo-
bile-phone based activity recognition,” in Proceedings of 22nd
International Joint Conference on Artifica Intelligence, pp. 2545–
2550, 2011.

[16] Y. Xue and L. Jin, “A naturalistic 3D acceleration-based activity
dataset & benchmark evaluations,” in Proceedings of the IEEE
International Conference on Systems, Man and Cybernetics
(SMC ’10), pp. 4081–4085, October 2010.

[17] Y. Fujiki, “iPhone as a physical activity measurement platform,”
in Proceedings of the 28th Annual ACM CHI Conference on
Human Factors in Computing Systems, pp. 4315–4320, April
2010.

[18] B. Hjorth, “EEG analysis based on time domain properties,”
Electroencephalography and Clinical Neurophysiology, vol. 29,
no. 3, pp. 306–310, 1970.

[19] K. Ansari-Asl, G. Chanel, and T. Pan, “A channel selection
method for EEG classification in emotion assessment based
on synchronzation likelihood,” in Proceeding of 15th European
Signal Processing Conference (EUSIPCO ’07), pp. 1241–1245,
2007.

[20] M. W. Whittle, Gait Analysis an Introduction, 4th edition, 2007.
[21] T. Velmurugan and T. Santhanam, “A Survey of partition

based clustering algorithms in data mining: an experimental
approach,” Information Technology Journal, vol. 10, no. 3, pp.
478–484, 2011.



Hindawi Publishing Corporation
International Journal of Distributed Sensor Networks
Volume 2013, Article ID 608380, 8 pages
http://dx.doi.org/10.1155/2013/608380

Research Article
Secure and Lightweight Key Distribution with ZigBee Pro for
Ubiquitous Sensor Networks

Kyung Choi,1 Mihui Kim,2 and Kijoon Chae1

1 Department of Computer Science and Engineering, Ewha Womans University, 52 Ewhayeodae-gil, Seodaemun-gu,
Seoul 120-750, Republic of Korea

2Department of Computer Engineering, Hankyong National University, 327 Chungang-no, Anseong-si,
Gyeonggi-do 456-749, Republic of Korea

Correspondence should be addressed to Kijoon Chae; kjchae@ewha.ac.kr

Received 6 December 2012; Revised 19 June 2013; Accepted 19 June 2013

Academic Editor: Carlos Ramos

Copyright © 2013 Kyung Choi et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

We propose a secure and lightweight key distribution mechanism using ZigBee Pro for ubiquitous sensor networks. ZigBee
consumes low power and provides security in wireless sensor networks. ZigBee Pro provides more security than ZigBee and offers
two security modes, standard security mode and high security mode. Despite high security mode, ZigBee Pro has weakness of
key distribution. We use enhanced ECDH for secure key distribution in high security mode. Our simulation results show that the
energy consumption of our approach decreases and the average run time is decreased by 39%. Moreover, the proposed scheme
enhances security, that is, confidentiality, message authentication, and integrity. We also prove that the proposed key distribution
can resist man-in-the-middle attack and replay attack.

1. Introduction

Various sensors in a sensor network technology are located
within wired/wireless network infrastructures. Spatially dis-
tributed autonomous sensors monitor physical or environ-
mental conditions such as temperature, humidity, sound,
vibration, pressure, and motion and pass their data through
the wired/wireless network to a base station. Sensor network
technology has been utilized in monitoring military, home
automation, and health care systems, as well as agriculture
and weather conditions.

Sensors have limited memory and throughput capacity
for wireless sensor networks. Therefore, limitations of the
sensor itself and the underlying vulnerability of wireless
communication with the sensors must be considered. In
addition, sensed and transmitted data in each field are usually
private information or important authentication informa-
tion. Thus, security is to be applied in most cases. For this,
ZigBee [1] provides a low power consumption and security
standard-based protocol for applications on wireless sensor
networks. ZigBee was developed to address the following

needs: low cost, security, reliablility and self-healing, flexibil-
ity and extendibility, low power consumption, being easy and
inexpensive to deploy, being global with use of unlicensed
radio bands, integrating intelligence for network setup and
message routing.

ZigBee Pro [2] (the latest specification for ZigBee, is
termed ZigBee-2007) revolves around mesh networking,
enhancing security. ZigBee Pro [3] also supports a large
number of interoperable standards, including ZigBee health
care, ZigBee home automation, ZigBee remote control, Zig-
Bee smart energy, ZigBee telecom services, ZigBee building
automation, ZigBee input device, ZigBee light link, ZigBee
network devices, and ZigBee retail services.TheZigBee home
automation profile [4] for a smart home allows consumers
to save money, be more environmentally aware, feel more
secure, and enjoy a variety of conveniences that make homes
easier and less expensive to maintain.

However, the enhanced keymanagementmechanism still
has vulnerabilities in key distribution. The ZigBee home
automation profile has just been applied at the network level.
An enhanced mechanism is needed for this.
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CertiCom [5] issues ZigBee Smart Energy certificates to
manufactures whose products are certified by the ZigBee
Alliance. The ZigBee Smart Energy PKI uses Elliptic Curve
Qu Vanstone (ECQV) implicit certificates, which serve as
an identity certificate for each ZigBee Smart Energy device.
However, it does not improve ZigBee Pro itself but uses PKI
separately.

In this paper, we apply the ECDH (Elliptic Curve Diffie-
Hellman) [6] key distribution mechanism for ZigBee Pro
vulnerabilities and propose amore efficient ECDHusing sub-
MAC [7] that has message authentication and prevents man-
in-the-middle attack and replay attack. Our research exhibits
an enhanced key mechanism and message authentication in
ZigBee Pro for ubiquitous sensor networks.

The rest of this paper is organized as follows. Section 2
presents related works. Section 3 presents the proposed
enhanced key distribution mechanisms. Section 4 illustrates
simulation environments and analyzes the simulation to
evaluate the effectiveness of our scheme. In Section 5, we
analyze our approach from the view point of security. Finally,
we conclude this paper in Section 6.

2. Related Work

2.1. ZigBee Pro. ZigBee Pro is a standard specified in ZigBee-
2007. ZigBee Pro improves the security of the ZigBee 2006
versionwith twonew securitymodes: standard securitymode
compatible with the residential security of ZigBee-2006- and
high security mode compatible with the commercial security
of ZigBee 2006.

ZigBee security, which is based on a 128 bit AES
(Advanced Encryption Standard) [8] algorithm, adds to the
security model provided by IEEE 802.15.4. The security
services of ZigBee include methods for key establishment
and transport, device management, and frame protections.
ZigBee uses three types of keys to manage security: Master,
Network, and Link.

Master Keys are used as an initial shared secret between
two devices, when they perform the key establishment
procedure (SKKE) to generate Link Keys. Keys that originate
from the Trust Center are termed Trust Center Master Keys,
while all other keys are termed Application Layer Master
Keys. Network Keys perform security for the Network Layer
on a ZigBee network. All devices on a ZigBee network share
the same key. High Security Network Keys must always be
sent encrypted over the air, while Standard Security Network
Keys can be sent either encrypted or unencrypted. Link Keys
as an optional key secure unicast messages between two
devices at the Application Layer. Keys that originate from the
Trust Center are termed Trust Center Link Keys, while all
other keys are termed Application Layer Link Keys. Table 1
summarizes the security keys.

ZigBee Pro offers two different security modes (i.e.,
Standard and High) and features as shown in Table 2 [9].

In the standard security mode, the list of devices, Master
Keys, Link Keys, andNetwork Keys, can bemaintained either
by the Trust Center or by the devices themselves. The Trust
Center is still responsible formaintaining a StandardNetwork

Table 1: Security keys.

Layer Msg. type Creation
Master
Keys Application layer Unicast Key transport,

Preinstallation
Network
Keys

Application/
Network layer Broadcast Key transport,

Preinstallation

Link
Keys Application layer Unicast

Key transport,
Preinstallation

Key establishment
(using Master Key)

Table 2: Security modes.

Feature Standard High
Network layer security provided using a
Network Key ∨ ∨

APS layer security provided using Link Keys ∨ ∨

Centralized control and update of keys ∨ ∨

Ability to switch from active to secondary keys ∨ ∨

Ability to derive Link Keys between devices ∨

Entity authentication and permissions table
supported ∨

Key; it controls policies of network admittance. In the high
security mode, the Trust Center maintains a list of devices,
Master Keys, Link Keys, and Network Keys that it needs to
control and enforce the policies of Network Key updates and
network admittance.

Unlike standard security mode, high security mode
supports the ability to derive Link Keys between devices
and entity authentication and permissions table supported.
The Master Keys and Network Keys are preinstalled or
transported; Link Keys are used in key-establishment based
on a Master Key. Unencrypted key transport will give rise to
serious security vulnerability [10].

2.2. ECDH. ECDH [6] is a key exchange algorithm, the well-
known Diffie Hellman [11] key agreement based on ECC
(Elliptic Curve Cryptography) [12]. ECDH is important in
modern protocols as a key exchange and can be adopted for
ECC. Figure 1 shows the key exchange process.

Consider two parties, 𝐴 and 𝐵, willing to exchange a
common secret key. Both have agreed to a common and
publicly known curve 𝐸 over a finite field, as well as to a base
point 𝑄. User 𝐴 randomly chooses 𝑘

𝐴
, 1 < 𝑘 < 2𝑄 and User

𝐵 accordingly 𝑘
𝐵
, 1 < 𝑘 < 2𝑄. User 𝐴 computes a public

key 𝑄
𝐴
= 𝑘
𝐴
𝑄, User B does 𝑄

𝐵
= 𝑘
𝐵
𝑄. User A sends 𝑄

𝐴

to User 𝐵, User 𝐵 sends 𝑄
𝐵
to User 𝐴. User 𝐴 computes the

shared secret key by 𝑃 = 𝑘
𝐴
𝑄
𝐵
and User B also by 𝑃 = 𝑘

𝐵
𝑄
𝐴

[13]. An eavesdropper knows only𝑄
𝐴
and𝑄

𝐵
but is unable to

compute the secret key from this. However, vulnerability of
ECDH has no authentication [14] and no prevention of man-
in-the-middle attack [15].

3. Proposed ZigBee Key Distribution

3.1. Standard Security Mode. The transport-key command
sent from the Router to the Joiner shall not be secured in
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User A User B

Publicly send

elliptic curve E, base point Q

kA: private key
QA

QA

= kAQ: public key
P = kAkBQ: secret key

kB : private key
QB

QB

= kBQ: public key
P = kAkBQ: secret key

Figure 1: ECDH.

standard security mode. For this, we apply ECDH for secure
Network key generation and transmission and sub-MAC
mechanism for message authentication and integrity. We
proved that our scheme could provide efficiency by achieving
a similar run time and similar energy consumed in standard
security mode [16].

3.2. High Security Mode. If the Trust Center does not already
share a Master or Link Key with the newly joined device,
Figure 2 shows the high security mode authentication pro-
cedure of ZigBee Pro.

The Symmetric-Key Key Establishment (SKKE) protocol
is a process in which an initiator device (Trust Center)
establishes a Link Key with a responder device (Joiner) using
aMaster Key.The next step is an entity authentication process
between Router and Joiner.

As in standard security mode, Update-Device Command
and Secured Transport-Key Command are encrypted with
Master key, but Transport-Key Command sent from the
Router to the Joiner is not secure. This has a security issue.

The MAC scheme is used for key confirmation in SKKE.
The first 128 bits of keying data shall be a Mac Key and the
second 128 bits shall be a Link Key during Mac Key gener-
ation. After SKKE, the Network Key is securely transmitted
using the Master Key.

We propose a procedure to ensure key secure distribution
as shown in Figure 3.

Trust Center → Joiner: 𝐽, 𝑎𝑄,𝑁
𝑆
, sub-MAC(𝑎𝑄,𝑁

𝑆
, 𝐽)

(i) 𝐽: Joiner’s 64-bit address
(ii) 𝑎𝑄: Trust Center generates value for key
(iii) 𝑁

𝑆
: nonce value

(iv) Sub-MAC(𝑎𝑄,𝑁
𝑆
, 𝐽): sending message sub-MAC.

When the Trust Center receives an APSME-UPDATE-
DEVICE.request message, the Trust Center generates an
𝑎𝑄 for secure Master Key and nonce 𝑁

𝑆
, and sends 𝐽,

𝑎𝑄, 𝑁
𝑆
, sub-MAC(𝑎𝑄, 𝑁

𝑆
, 𝐽) to the Joiner. The Joiner

generates sub-MAC(𝑎𝑄, 𝑁
𝑆
, 𝐽) to compare the transmitted

sub-MAC(𝑎𝑄,𝑁
𝑆
, 𝐽). If they match, the Joiner confirms that

the transmitted message has not been modified. Otherwise,
the Joiner discards the transmitted message. If the check is
successful, the Joiner computes 𝐾 = 𝑎𝑏𝑄, and computes 𝐾
using the Matyas-Meyer-Oseas (MMO) hash function [17].
The 160-bit 𝐾 becomes a 128 bit Network Key, 𝐾.

A sub-MAC [7] is constructed by selecting some bits of
an HMAC. We reduce the overhead by transmitting only
a part of the actual HMAC, rather than the entire HMAC

using sub-MAC. Sub-MAC guarantees message integrity and
authentication. Our research selects 8-bits of 16 bytes. We
assume each node has the same PRNG (Pseudo Random
Number Generator) [18].

Joiner → Trust Center: TC, 𝑏𝑄,𝑁
𝑆+1

, sub-MAC(Master
𝐾)

(i) TC: Trust Center’s 64-bit address
(ii) 𝑏𝑄: Joiner generates value for key
(iii) 𝑁

𝑆+1
: add 1 to transmitted nonce

(iv) Sub-MAC(Master 𝐾): sub-MAC using Master Key.

The Joiner sends 𝑏𝑄, 𝑁
𝑆+1

, and sub-MAC(Master 𝐾) to the
Trust Center the Trust Center computes 𝐾, Master Key
𝐾 = MMO(𝐾), and then computes sub-MAC(𝐾) to check
message integrity and computation accuracy.

Trust Center → Joiner: 𝐸
𝐾
(𝑁
𝑆+1

)

(i) 𝐸
𝐾
(𝑁
𝑆+1

): encrypt𝑁
𝑆+1

with Master Key.

Next, the generated Master Key encrypts 𝑁
𝑆+1

, and the
result, 𝐸

𝐾
(𝑁
𝑆+1

) is sent to the Joiner to check message
integrity and announce successful Master Key generation.
The Joiner decrypts the 𝐸

𝐾
(𝑁
𝑆+1

) with the Master Key and
checks the 𝑁

𝑆+1
to verify secure Master Key generation. If

successful, the Trust Center and the Joiner perform the next
step, SKKE, to establish a Link Key.

4. Simulation and Results

TheQualnet simulator was used to evaluate the performance
of the proposed scheme. Our research uses Qualnet 4.5 [19]
with sensor network libraries based on the ZigBee protocol
and additional protocols.

We composed one clustering network structures. The
clusters were composed of 15 nodes. Node 1 is a Joiner, node
16 is a Router, and node 8 is a Trust Center.

4.1. Efficiency Analysis of Enhanced Key Mechanism. We
propose an enhanced key distribution scheme using ECDH
for secure and lightweight key distribution and sub-MAC
to overcome the vulnerability of ECDH. The simulation was
performed ten times in each of the previous four procedures
with Trust Center, Router, and Joiner.

First, we performed the key generation in standard secu-
rity mode and high security mode, proposed key distribution
in standard mode (Standard ECDH), and proposed key
distribution in high security mode (High ECDH). Figure 4
shows the total run time measurements.

The average run time of the standard security mode is
0.5156 seconds, and for proposed key distribution in standard
mode (Standard ECDH) it is 0.5778 seconds; the difference is
0.0622 seconds. When this value is compared to the average
run time of standard security mode, it adds 12%. However,
the difference, 0.0622, is slight in terms of the figure and
compared to the enhanced security.

The average run time of high security mode is 1.078; the
average run time of proposed key distribution in high security
mode (High ECDH) is 0.6563; it decreases 0.4217. When this
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Trust center Router Joiner

Joined (unauthenticated)

Update-device command

Decision to accept new device

Secured transport-key command (Master Key)
Unsecured transport-key command (Master Key)

EA initiator challenge
EA responder challenge

EA initiator MAC and data
EA responder MAC and data

SKKE-1 command

SKKE-3 command
SKKE-2 command

SKKE-4 command
Secured transport-key command (NWK key)

Joined (authenticated)

Figure 2: High security mode authentication procedure.

Trust center Router Joiner

Joined (unauthenticated)

Update-device command

Decision to accept new device

K = abQ, masterK = MMO(K), subMAC check

SKKE-1 command

SKKE-3 command

SKKE-2 command

SKKE-4 command

Secured transport-key command (NWK key)

EA initiator challenge
EA responder challenge

EA initiator MAC and data
EA responder MAC and data

Joined (authenticated)

J, aQ,NS, subMAC(aQ, Ns, J)

EK(NS+1)

K = abQ,K = MMO(K), subMAC(K) check

TC, bQ,NS+1, subMAC(master K)

Figure 3: Proposed key distribution in high security mode.
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Figure 4: Simulation result-run time.

value is compared to the average run time of high security
mode, it is decreased by 39%. It also provides enhanced
security.

Next, we measured energy consumption in Joiner
(Node 1), Router (Node 16), and Trust Center (Node 18).
Figure 5 shows average energy consumption in transmit
mode. Figure 6 shows average energy consumption in receive
mode. The average energy consumption of each node for
transmit mode and receive mode is similar.

Table 3 details the values. When the proposed key distri-
bution in security mode is compared to the standard security
mode, it consumes more energy. Especially, the receive mode
of the Trust Center (N18-R) shows the maximum difference,
0.001447mJoule. However, the Trust Center has sufficient
capacity and energy, so this difference is negligible. The
second difference is 0.001412mJoule in the receive mode of
the Joiner (N1-R). The sensor node uses two AA alkaloid
batteries. An AA alkaloid battery contains a maximum of
3000mAh, so the total energy is 6000mAh. The formal
voltage of an AA battery assumes 1.5 volts. The amount of
eletric power is 9Wh, products of 6Ah and 1.5 V, and this is
converted into 32,400 J, 3600X 9 (J) [20]. The difference is
slight compared to 32,400 J.

The energy consumption of the high security mode
and proposed key distribution in high security mode
(High ECDH) is similar. The energy consumption of pro-
posed key distribution in high security mode (High ECDH)
decreases, except for the transmit mode of the Joiner (N1-T)
and the receive mode of the Router (N16-R). Moreover, the
proposed scheme enhances security.

5. Security Analysis

In this section, we analyze our enhanced key distribution
for ZigBee Pro that provides security properties and resists
some general attacks. ZigBee Pro is vulnerable in the case
of key distribution in two security modes. ECDH cannot
prevent man-in-the-middle attack and does not provide
authentication. However, our proposed scheme overcomes
these vulnerabilities and enhances security. Our scheme
could resist man-in-the-middle attack, replay attack, and
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Table 3: Energy consumption.

STANDARD Stand. ECDH High High ECDH
N1-T 0.000217 0.000899 0.000663 0.000666
N1-R 0.020517 0.021929 0.021754 0.021687
N16-T 0.049272 0.050564 0.050272 0.050224
N16-R 0.000435 0.001348 0.001212 0.001214
N18-T 0.000365 0.000853 0.00091 0.000909
N18-R 0.020515 0.021962 0.021621 0.021573

ensure confidentiality of keys, message authentication, and
message integrity [16].

We assume that an attacker does not know the sub-MAC
method. Therefore, even if the attacker knows the Joiner’s
private key b, he/she cannot make the sub-MAC message.
If the attacker tries to make the sub-MAC message, the
probability of failure enhances because the attacker does
not know how to create a sub-MAC message using Master
Key. Additionally, there is a public key infrastructure (PKI)
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system. The Trust Center assures the private key 𝑏 using the
received public key 𝑏𝑄 through a certificate authority (CA).

The security of a MAC scheme can be quantified in terms
of the success probability achievable as a function of total
number of queries to forge the MAC [21]. The security of a
𝑖-byte MAC is quantified as 2(𝑖×8) because an intruder has a 1
in 2(𝑖×8) chance in blindly forging the MAC. To increase the
security of aMAC, its size should be increased. Increasing the
size of the MAC also increases the communication overhead
[22]. Our sub-MAC selects 8 bits of 128 bits. Therefore, the
security of the sub-MAC is 28. Hence, the possibility that the
false data are not detected by a sub-MAC is 1/28 (=0.0039).
Moreover, the communication overhead is reduced by 1/16
(=0.0625). Consequently, the size of the sub-MAC is directly
related to the strength of the security and the communication
overhead. A balance needs to be achieved between the desired
security level and the transmission overhead [7].

5.1. BAN Analysis. BAN logic (the Logic of Authentication
of Burrows, Abadi and Needham) [23] is widely used and
studied in formal analysis due to its simplicity and efficiency.
The BAN logic is a model logic based on belief and can be
used in the analysis and design of a cryptographic protocol.
The use of a formal language in the analysis and design
process can exclude faults and improve the security of the
protocol.

5.1.1. Basic Notations. The symbols 𝐴, 𝐵, 𝑃, and 𝑄 are prin-
cipals involved in this sort of key agreement protocol: 𝐾

𝐴𝐵

represents a good session key for communication between 𝐴
and 𝐵 [24].

𝑃| ≡ 𝑋: Principal 𝑃 believes 𝑋. 𝑃 believes as if 𝑋 is
true.
𝑃 ⊲ 𝑋: 𝑃 sees𝑋. 𝐴 principal has sent 𝑃 a message
containing𝑋.
𝑃| ∼ 𝑋: Principal 𝑃 once said 𝑋. 𝑃 at some time be-
lieved𝑋 and sent it as part of a message.
𝑃 ⇒ 𝑋: Principal 𝑃 has jurisdiction over𝑋. Principal
𝑃 has authority over𝑋 and is trusted in this matter.
#(𝑋): The formula 𝑋 is fresh. That is, 𝑋 has not been
sent in amessage at any time before the current run of
the protocol. Amessage that is created for the purpose
of being fresh is called a nonce.

𝑃

𝐾

←→ 𝑄: 𝑃 and 𝑄 may use a shared key 𝐾 to
communicate. The key is good and will always be
known only to 𝑃 and 𝑄 and to any other principal
trusted by either of them.
{𝑋}
𝐾
:𝑋 is encrypted using key 𝐾.

5.1.2. Inference Rules. Message Meaning Rules for shared
keys:

𝑃 |≡ 𝑃

𝐾

←→ 𝑄, 𝑃 ⊲ {𝑋}
𝐾

𝑃 |≡ 𝑄 |∼ 𝑋

.
(1)

If principal 𝑃 believes that key 𝐾 is shared only with
principal 𝑄 and sees a message 𝑋 encrypted under a key 𝐾,
it believes only with principal 𝑄. 𝑃 may conclude that it was
originally created by 𝑄 who once said its contents.
Jurisdiction Rule is as Follows

𝑃 |≡ 𝑃 ⇒ 𝑄, 𝑃 |≡ 𝑄 |≡ 𝑋

𝑃 |≡ 𝑋

. (2)

If𝑃 believes that𝑄 believes𝑋 and also believes that𝑄 has
jurisdiction over𝑋, then 𝑃 should believe𝑋 too.
Nonce Verification Rule is as Follows:

𝑃 |≡ # (𝑋) , 𝑃 |≡ 𝑄 |∼ 𝑋
𝑃 |≡ 𝑄 |≡ 𝑋

. (3)

If𝑃 believes that𝑋 is fresh and that𝑄 once said𝑋, then𝑃
believes that 𝑄 has said𝑋 during the current run of protocol
and hence that 𝑄 believes𝑋 at present. In order to apply this
rule, 𝑋 should not contain any encrypted text. The nonce
verification rule is the only way of “promoting” once said
assertion to actual belief.

5.2. BAN Analysis of the Proposed Key Distribution

Initialization Hypothesis is as Follows

(1) Trust Center |≡ TC.

(2) Trust Center |≡ Joiner |≡ 𝐽.

(3) Trust Center |≡ Joiner⇒ 𝑎𝑄.

(4) Trust Center |≡ sub-MAC.

(5) Joiner |≡ 𝐽.

(6) Joiner |≡ Trust Center |≡ TC.

(7) Joiner |≡ Trust Center⇒ 𝑏𝑄.

(8) Joiner |≡ sub-MAC.

Proposed Key Distribution Idealization

(1) Trust Center → Joiner: 𝐽, 𝑎𝑄,𝑁
𝑆
, and sub-MAC(𝑎𝑄,

𝑁
𝑆
, 𝐽).

(2) Joiner → Trust Center: TC, 𝑏𝑄, 𝑁
𝑆+1

, and sub-
MAC(𝐾).

(3) Trust Center → Joiner: 𝐸
𝐾
(𝑁
𝑆+1

).

Goal

Trust Center |≡ Trust Center 𝐾←→ Joiner.

Joiner |≡ Trust Center 𝐾←→ Joiner.

Trust Center |≡ Joiner |≡ Trust Center 𝐾←→ Joiner.

Joiner |≡ Trust Center |≡ Trust Center 𝐾←→ Joiner.
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Analysis.Through the proposed key distribution idealization
(1), we can get

Joiner⊲𝐽, 𝑎𝑄,𝑁
𝑆
, sub-MAC(𝑎𝑄,𝑁

𝑆
, 𝐽), Joiner |≡ sub-MAC

Joiner |≡ 𝐽, 𝑎𝑄,𝑁
𝑆

,

Joiner |≡ 𝑎𝑄
Joiner |≡ 𝐾

.

(4)

Through the proposed key distribution idealization (2),
we can get

Trust Center ⊲ TC, 𝑏𝑄,𝑁
𝑆+1
. (5)

The Trust Center computes 𝐾 and then sub-MAC(𝐾) as
follows:

Trust Center ⊲ sub-MAC (𝐾) ,Trust Center |≡ sub-MAC
Trust Center |≡ 𝐾

,

Trust Center |≡ 𝐾
Trust Center |≡ 𝑏𝑄,Trust Center |≡ # (𝑁

𝑆+1
)

,

Trust Center |≡ 𝐾

Trust Center |≡ Trust Center 𝐾←→ Joiner
.

(6)

And then, Trust Center |≡ Joiner |≡ Trust Center 𝐾←→
Joiner.

Through the proposed key distribution idealization (3),
we can get

Joiner ⊲ {𝑁
𝑆+1
}
𝐾

Joiner |≡ Truster Center 𝐾←→ Joiner
. (7)

And then, Joiner |≡ Trust Center |≡ Trust Center 𝐾←→
Joiner.

According to the formalization analysis, we can get the
conclusion that the proposed key distribution can resist man-
in-the-middle-attack and replay attack.

6. Conclusion

This work proposed an enhanced key distribution scheme
using ECDH and sub-MAC for efficiency and security. We
have applied ECDH for secure key distribution and improved
vulnerability of ECDH, using sub-MAC and nonce for
message freshness and integrity.

We compared ZigBee Pro to the proposed scheme. We
proved that our scheme could provide efficiency by achieving
a shorter run time and lower energy consuming in high
security mode. Security analysis proved our scheme could
resist man-in-the-middle attack, replay attack, and provide
confidentiality, message authentication, and integrity. Conse-
quenly, the proposed scheme provides lightweight and secure
key distribution compared to ZigBee Pro. We are going to
experiment our proposed scheme with ZigBee devices in
future work.
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As consumers increase the level of quality requirements for foods due to the spread of well-being culture, the demands for safe cold
chain have been continuously increased. However, as we can see from the food poisoning incidents that have recently occurred,
important issues are how to keep the items (foods) and manage them. Although many people are aware that these issues are
important, development and investment for keeping and managing foods are not enough at present. In the existing cold chain
system, it is seen that the technologies of ubiquitous sensor networks (USNs), GPS, and CDMA have been used. However, this
is only applied to a particular area, and the refrigeration/freezing level is the same as the existing one. In this paper, in order to
increase the utilization of the cold chain system, we use both the commercial technologies of sensors and ZigBee for environmental
measurements and cellular phone or smart phone with GPS for real-time localization and date transmissions. It is expected that
our implementation system that is instantly ready to use leads to the expansion of cold chain system to various fields and the
development of USN technologies.

1. Introduction

Recently, as the quality of requirements for consumer in-
creases due to the well-being culture, the demand for safety
in cold chain system has been increased. In the case of
foods, how to deliver from the producer to the consumer’s
home influences the price of the products. Consequently, the
manufacturers or distributors of the products prefer high
quality of logistics services that can be passed to the consumer
in the optimal condition to the existing one.

Due to the fact that foods are directly related to the health
of consumers, keeping the products (foods) and managing
them in the appropriate environmental conditions are very
important in logistics system. Therefore, the logistics com-
panies use 3rd Party Logistics (3PL) for efficient and reliable
logistics. Although someof companies use the technologies of
RFID, USN, and GPS in 3PL, because of the setup costs and
the limitation of technology, most companies cannot apply
the location based information monitoring system [1–3].

In this paper, we propose the method which is efficiently
applied to cold chain system by using the technologies of
USN, ZigBee, GPS, and mobile communications (CDMA
or LTE). In Section 2, we briefly introduce the technologies
related to USN. Then, we introduce our proposed system in
Section 3. Performance evaluation is followed in Section 4.
Finally, we conclude this paper in Section 5.

2. Related Technology

In the cold chain system, real-time monitoring gathers the
location and status (e.g., temperature and humidity) of
moving object by using sensors ZigBee, localization, and
information transfer technology. Also, we need a control
system for tracking the status in order to monitor the
information gathered at anytime and anywhere. Several
localization algorithms and monitoring methods protocols
have been proposed in USN [4–17]. In this section, we briefly
overview USN, ZigBee, and existing cold chain systems.
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Figure 1: A sensor network system.

2.1. Sensor Network

2.1.1. USN. A sensor network consists of spatially distributed
nodes to monitor physical or environmental conditions.
Basically, sensor nodes are distributed in dense, and they
configure the network topology by themselves. Due to the
limitation of battery life of sensors, the sensor network usu-
ally uses the energy-dependent routing method. In general,
sensor network has the system structure [1, 18, 19] as shown
in Figure 1.

In a sensor network, a sink node is connected to the
Internet through wireless or wired medium. A user generally
requests sensing information in the sensing environment to
the sink node such that it gathers environmental information
from the sensors distributed in a sensor network. USN sensor
nodes are mainly tiny, with low consumed power and low
cost. However, based on the purpose, sensor nodes have
different characteristics compared to the usual sensors. In
a sensor network, it uses IEEE 802.15.4/ZigBee protocol for
wireless communications. Note that this standard supports
low-power system and 250 kbps transmission rate at maxi-
mum. In recent, IP-USN based on IPv6 has been used.

2.1.2. ZigBee. ZigBee is based on IEEE 802.15.4 to support
low power consumption and low cost. IEEE 802.15.4 is
the international standard for short-range wireless personal
communications. ZigBee specifies the physical layer,Medium
Access Control (MAC), Network application layers (NWK),
application service layer, security, and application layer,
respectively. It is emphasized here that this ZigBee is suit-
able for remote control, remote management, and remote
monitoring so that it is widely applied to home automation,
factory automation, and industrial automation. Also, ZigBee
supports the mesh network, which is suitable in sensor
network. In other words, this ZigBee is suitable in complex
systems. Figure 2 depicts the network layers for ZigBee.

ZigBee uses the frequency bands usually at 2.4GHz,
915MHz, and 868MHz with 16 channels at 2.4GHz, 10
channels at 915MHz, and only 1 channel at 868MHz. Figure 3
shows the channels with respect to the frequency bands [20].

2.2. Cold Chain System. In a cold chain system, there are
differences in the retention methods for the stability of

the products according to the temperature changes and
the refrigerated and frozen products. In order to increase
the product reliability, there are two types of monitoring
methods. (1) The first one is the way to monitor the real-time
temperature in the moving environment. In this case, when
the products are arrived at the destination, wireless network
technology is usually used to transfer the information to the
server. (2) The second method is to transfer the environ-
mental sensing information to the server through the mobile
network in real time. Table 1 shows the products related to the
cold chain system.

3. Real-Time Localization and
Environmental Monitoring

Our proposed system is composed of two parts: (i) envi-
ronmental monitoring and (ii) real-time communication for
transferring sensing data and localization information to
remote area. In order tomonitor the environments, we use the
ZigBee-based sensor module for temperature and humidity.
For real-time data communication and localization, a mobile
communication network and GPS module of smart devices
are used. Figure 4 shows the basic system structure of our
proposed system.

In the proposed system, ZigBee-based sensor module
attached to the delivery vehicles and the set-top box that
is used as a sink node collect the status of products in the
vehicle and the temperature and humidity condition in the
interior of the vehicle. Then, this information is transmitted
to the smart devices through wireless networks. At the smart
devices, it transmits both the location information obtained
by GPS and sensing information to the administrative server
through mobile communication networks. All information
collected at each basement is being gathered through the
middleware of the management system, and it is viewed
and managed through the applications. In addition, the
administrator can pass the control command through the
mobile communication network to the delivery vehicle when
needed. By using the control commands, it is possible to
adaptively change the transmission rate between the set-top
box and the administrator. Also, we can instantly obtain the
status of the products and GPS location information at the
request of the administrator.

When the delivery vehicle arrives at the destination, the
set-top box transmits all information gathered during the
delivery to the management system through the wireless
network.

3.1. ZigBee-Based Sensor Module and Set-Top Box. ZigBee-
based sensor module and set-top box mainly performs
gathering temperature, humidity, and the other sensing infor-
mation of the delivery vehicles. In general, both ZigBee in the
set-top box and RF communication by using the sensormod-
ule are used for gathering the information. Sensor modules
are distributed inside and outside of product box according
to the environment of the vehicles or the characteristics of the
products such that all sensing data gathered are transferred
to the set-top box through RF communication in ZigBee.
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Table 1: Major research and development for cold chain system.

Company Product name Product image Sensing methods

Elpro Libero

(i) RFID tag, temperature
measurement, and data storage with a
built-in battery
(ii) After the end of the transportation,
temperature measurement is
performed
(iii) Unable to measure environments
in a real time

Alien ALB-2484

Montalbano MT Sens I/II
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Table 2: RF and wireless network protocol.

(a) Protocol

STX Length Cmd1 Cmd2 Cmd3 Cmd4 S ID
0x02 0x2A M, S, B, Z M, S, B, Z T, R Function Sender ID

(b)

R ID Data Status Check-Sum ETX
Receiver ID Data field (1–20) — — 0x03

(c) RF channel and battery check field

Bits 1–7 Bit 0

RF channel (0–127)
Battery check bit
0: battery low
1: battery high

Each information of the packet is as follows:
(i) STX: start of text (start 0x02);
(ii) Length: the data length for Command 1 to Check-Sum;
(iii) Cmd1: sender unit
→M: management server,
→ S: smart unit,
→B: set-top box,
→Z: ZigBee sensor module,

(iv) Cmd2: receive unit (same Cmd1’s text);
(v) Cmd3: T→ request, R→ response;
(vi) Cmd4: function;
(vii) S ID: sender ID;
(viii) R ID: receiver ID;
(ix) Data: sensing data and command data fields;
(x) Status: RF channel (0–127) and battery check fields;
(xi) Check-Sum: error checking;
(xii) ETX: end of text (end 0x03).

Figure 5 depicts the block diagram for ZigBee-based sensor
module.

Sensor module has many parts for power management,
environment sensors (temperature, humidity, and lighting),
transmission for sensing data through RF communication of
ZigBee, receiving the control command from the set-top box,
and the control part for flow control.

Figure 6 shows the block diagram for the set-top box.
The set-top box as a sink node among the sensor modules is
similar to the sensor module while it extends the size of the
memory to save all sensing data gathered during the delivery
and the wireless networking part to communicate with the
smart devices.

3.2. Protocol for RF and Wireless Network. We use RF
communication between ZigBee-based sensor module and
set-top box while we use a wireless networking between
set-top box and smart devices to transfer data and control
command. For these two types of communications, we need
to define the packet format for handling the data and the
control command. Table 2 shows the packet format for RF
and wireless networking communications.

3.3. Location Information and Data Communication. We can
obtain the location information of the delivery vehicle such
as the latitude, the longitude, and the speed of the vehicle by
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Figure 8: RSSI value with respect to RF input power.

using theGPSmodule in the smart devices. Figure 7 indicates
the process of obtaining location information through GPS
and Wi-Fi in the Android platform.

Note that the collected information can be transmitted
through mobile communications and Wi-Fi. Also, when the
vehicle arrives at the destination, all collected data at the
delivery vehicle can be verified by comparing real-time data
stored in the server. For example, in the Android platform,
GPS provider and Network provider are used for obtaining
the location information. For the communication between
the set-top box and administrative server, wireless network
and/or mobile communication networks are used.

4. Performance Evaluation

In order to verify the performance of the proposed system, we
first measure the communication sensitivity of temperature
and humidity from ZigBee-based sensor modules. We also
check the RF communication sensitivity between the set-top
box and sensor modules. Figure 8 shows the RSSI value when
the RF coaxial cable of signal generator is directly connected
while the sensor module and the antenna of the set-top box
are removed. In the measurement of RSSI value, as the signal
power of RF input power increases, the corresponding RSSI
values relatively increase, we can increase the communication
range for the high RF output power. Consequently, and we
can cover all the area of the vehicle.

In order to measure the performance of the sensor
modules for temperature and humidity, we first measure
the change of temperature and humidity in enclosed area.
Also, we check whether the sensing data has been accurately
transferred by comparing the data transmitted over wireless
networks from the smart devices. Figure 8 shows the results
of the comparison between the sensing data measured at
sensor modules and the data transferred at smart devices on
an hourly basis.

Figure 9 shows the comparative results for the data
obtained at the sensormodule and the data saved at the smart
devices through the set-top box. In this experiment, if these
two values are the same, 0 is showed up. In contrast, if there
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Figure 9: The data comparison for temperature and humidity at
sensor modules and smart devices.

are some errors, we can see the measurement value. At 16
seconds, we can see the difference between the data saved by
smart devices and by the set-top box. This is due to the fact
that themeasurement of the data length is wrong so that some
parts are ignored during the data analysis process.

5. Conclusion

In this paper, we proposed the method for gathering envi-
ronmental information such as temperature and humidity by
using the sensors and transferring the data to the administra-
tive server in the remote area. We believe that the proposed
method can improve the utilization of the cold chain system
and its applications. For the measurements of environmental
data, we use commercial temperature and humidity sensors
and ZigBee technology. We also use the GPS technology of
the smart devices for obtaining the location information, and
mobile communication technology for data communication.
Through the various experiments, we verify the overall
effectiveness for RF communication between ZigBee based
sensor module and set-top box. With the combination of the
technologies, we can improve the applicable areas of the cold
chain system.
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This paper proposes a new virtual interaction based programmable logic controller (PLC) training system using virtual sensors and
actuators. The proposed system is composed of four components including virtual sensors (for interacting between user and input
devices), virtual actuators (for manipulating and controlling device or equipment), virtual PLC (for programming and generating
command), and virtual networks (for interfacing the interactions and transferring the data between all the components). The
proposed system is applied to a real training program of the university’s training center to examine the applicability and feasibility,
and the results are analyzed and discussed.

1. Introduction

Owing to rapid developments in manufacturing indus-
try’s automated production facilities, top-edge equipment
required on programmable logic controller (PLC) train-
ing is becoming more expensive with shorter replacement
cycles. Moreover, due to the nature of latest and expensive
equipment, mishandling and/or malfunctioning can result
in substantial loss, including personal injuries, equipment
damages, manufacturing of defect products, and interruption
of the production process.Therefore, there is a strong demand
for effective training that can provide trainees with quick and
safe ways to adapt to the latest equipment. Republic of Korea
has some of world leading companies in manufacturing
industry such as automobile, semiconductor, display, mobile
phone, and shipbuilding. The most important group of
technical experts in cutting-edge manufacturing industries
such as Samsung Electronics and Hyundai Motor Company
are PLC automation professionals. Due to the nature of
manufacturing industries, PLC automation training requires
very expensive latest equipment. Since inadequate manipu-
lation or programming errors by trainees can damage the

equipment and there are difficulties involved in continuously
replacing and providing the latest and expensive equipment,
thus the ones are not used at all or provided only with
limited use for the training. Therefore, most trainees listen
to explanations rather than hands-on manipulation, which
places limitations compared to actually being able to operate
the equipment.

In accordance with the increasing importance of training
on latest and expensive equipment spurred by the rapid devel-
opments in the manufacturing industry, this paper proposes
a new virtual interaction based PLC training system using
virtual sensors and actuators. Based on the virtual sensors
and actuators, the proposed system provides PLC trainees
with a virtual interaction that is identical to actually handling
various types of equipment. In order to allow PLC trainees
to handle virtual equipment that models actual high-price
equipment such as elevators and conveyors, providing the
effects of engaging in hands-on training, the proposed system
is composed of three components including virtual sensor
(for interacting between user and input devices), virtual
actuator (for manipulating and controlling device or equip-
ment), and virtual PLC (for programming and generating
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command). For instance, virtual sensor components sense
trainee’s wiring and device inputs, and once it is determined
by virtual PLC whether or not they are accurate, the virtual
PLC generates command for the correction action, and thus
virtual actuator (output device) simulates the corresponding
action, whereas incorrect one produces a simulation result of
faulty action. There has been hardly any research and devel-
opment on the proposed training system, especially using
virtual interaction based on virtual sensors and actuators for
PLC automation equipment. The proposed system is applied
to a real training program of the university’s training center
linked academia and industry to examine the applicability
and feasibility, and the results are analyzed and discussed.

2. Proposed Interaction Based PLC
Training System

This section describes the PLC training system developed
to provide virtual interaction using virtual sensors and
actuators, especially on the latest and expensive equipment
to reflect the needs of the industry. That is, the proposed
virtual interaction based PLC training system is designed and
developed to provide training activities in a controlled virtual
environment, for transferring skills involved in building
and operating the latest and expensive equipment based
on PLC. The quality of the virtual interaction based PLC
training system depends not only on the similarity between
the hardware environment and the practical environment,
but also on the verisimilitude degree of reaction and the
reasonability of training subjects [1, 2]. System subjects are
not required to cover the entire content of the program, but
the content of the subjects shall be consistent with training
contents specified in the program.

2.1. System Overview. The proposed system mainly consists
of four components as the following:

(i) virtual sensor;
(ii) virtual PLC;
(iii) virtual actuator;
(iv) virtual network.

Figure 1 shows the overall block diagram of the proposed
interaction based PLC training system and training networks
using it.

2.2. Virtual Sensor. The virtual sensor has two units: the
object-based sensor input unit and the virtual composer unit.
The object-based sensor input unit has role in sensing and
processing the sensor input and the virtual composer unit
has a role in receiving user’s (trainee’s) arbitrary wiring input.
This virtual composer unit receives the initial input from the
user (trainee) and supports arbitrary wiring. Whereas most
input wiring units accept only preassigned (correct) wiring,
the virtual composer unit in the proposed system accepts
any wiring configuration (even incorrect wiring) from the
user. The trainee can also study materials related to a specific
session and practice wiring using this virtual composer

shown in Figure 2(a). In order to cover various user’s arbitrary
wiring input, Scene Access Interface (SAI) [3, 4] is used for
the implementation. Once the trainees complete wiring, the
device I/O code table as shown in Figure 2(b) is generated
internally corresponding to the wiring configuration, which
is delivered to virtual PLC component.

2.3. Virtual PLC. The virtual PLC replaces the actual PLC
unit. To substitute the real one, the virtual PLC should have
role in determining (inferring) the action and generating the
command corresponding to the input as the real one does.
The virtual PLC is designed based on the same structure of
real PLC as it should mimic the real one. Figure 3(a) shows
the structure of the virtual PCL.Next, we need a virtual ladder
tool that provides a usage environment includingwriting PLC
ladder programs similar to the actual ladder environment
while satisfying the dedicated ladder tool for virtual PLC.
Based on this requirement, we developed a ladder tool for
programming ladders that can be loaded into virtual PLC.
Figure 3(b) shows the command flowchart in the virtual
PCL. Ladder diagram (LD) into instruction list (IL) can be
transformed based on [5]. Specifications of the functions
supported by the ladder tool are based on the international
standard IEC61131-3. Figure 3(c) shows the generic virtual
ladder tool implemented by this study.The virtual ladder tool
supports some kinds of PLCs includingMitsubishi and LS but
does not support all the kinds of PLCs.

2.4. Virtual Actuator. This virtual actuator has roles in
generating three-dimensional (3D) virtual environment of
the resultant output and simulating what is built. 3D vir-
tual environment visualization including virtual equipments
corresponding to the trainee’s wiring input configuration
(done by the virtual composer component) provides the
trainee with reality and immersion as if he/she were in real
factory automation environment, which may enhance the
training effectiveness. Simulation produced by the virtual
output component allows the trainee to experience the results
corresponding to his wiring and programming to operate the
equipment. Especially, the trainee can verify whether or not
the equipment (or system) is integrated and operated cor-
rectly by the simulation too. Accurate wiring configuration
simulates correct action, whereas incorrect wiring produces a
simulation result of faulty action. For instance, virtual sensors
sense trainee’s wiring configuration, and once it is determined
by virtual PLC whether or not it is accurate, the virtual PLC
generates the resultant command, and thus virtual actuator
(output equipment) simulates the corresponding action. If
either the wiring or programming is incorrect, the system
may give a simulation result of faulty action. All the virtual
equipments aremodeled and implemented based onX3D, the
Web3D which is international standard graphic format [6–
10]. Figure 4 shows some training examples manipulated and
controlled by the virtual actuator.

2.5. Virtual Network. This network has two units: the data
network and the interface network.The interface network has
role in interacting the data and command between the other
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Figure 1: The overall block diagram of the proposed system.

(a) A screen shot of wiring practice using the virtual composer (b) An example of the internal device I/O code generated corresponding to
the wiring

Figure 2: The virtual composer unit of virtual sensor.

three components (virtual sensor, virtual actuator, and virtual
PLC).Thedata network has role in transferring the data of the
three components (virtual sensor, virtual actuator, and virtual
PLC). In particular, this has role in networking between all
the systems of the trainees as shown in Figure 1(b).

3. Application into Real Training
Program and Results

3.1. Experiments. In this section, the proposed virtual inter-
action based PLC training introduced in Section 2 is applied
to a course entitled “GLOFA-PLC control class” [11] for
training a junior-level of industrial manufacturing engineers,
and it is reviewed how effective the proposed system for
training is.The training session involved controlling a virtual
conveyor implemented in a virtual environment to simulate a

high-level, large-scale, and expensive machine that is difficult
for trainees to operate for training purposes [12, 13]. The
practice course was conducted in a sequence identical to
practicing on a real one as shown in Figure 5(a). Figure 5(b)
shows the snapshot of the real training course using the
proposed system (Figure 1). Figure 5(c) shows the overall
measurement process to examine the effectiveness of the
proposed training system. To provide objective evaluation
with the experiment, the course has been measured by two
tests and a survey (T1, T2, and S1) as shown in Figure 6.
Here T1 shows a test taken before the course on the first
day (it is called pretest in the paper), T2 is a test taken after
the course on the last day (this is like a final examination,
and it is called posttest in the paper), and S1 is the Likert-
scaled questionnaire taken at the end of the course on the
last day. 180 trainees participated in the experiment, including
professional training school teachers, industrial high school
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teachers, and large companies’ in-house instructors. After
being introduced to the proposed virtual interaction based
PLC training system, the participants were trained in the
conveyor control practice session. For objective quantitative
evaluation, two tests are given as shown in Figure 5(c). At the
first class on the first day of the course, students are asked
to take a test (T1) to see the initial status of them including
their levels of knowledge and skill of the students before
they learn. Similarly, at the last class on the last day of the
course, students are asked to take the other test (T2, and this
is similar to a final examination) to see howmuch their levels
of knowledge and skill are improved when they complete the
course.The tests used for the quantitative evaluation are given
in Tables 1 and 2, respectively. For qualitative evaluation,

students have a survey (S1) as shown in Figure 5(c); students
are asked how much they are satisfied with the VT to replace
the PLC conveyor, a high-expensive cutting-edge equipment,
which thus is difficult to have hands-on practice. The survey
questions used for the qualitative evaluation are given in
Table 3.

3.2. Discussions: Analysis of the Results Obtained Using the
Proposed System. 180 of participants anonymously com-
pleted both tests and surveys at the beginning and end
of the course, respectively. Results measured from total 9
classes of the course using the previously described tests and
surveys were analyzed, and somewere given as representative
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examples. Those representative examples were provided to
illustrate what and how the students learned via the proposed
virtual interaction (VI) based PLC training system.

(i) Qualitative Evaluation Results and Discussion. Experiences
with Likert-scale five scoring levels ((5) highly satisfied,
(4) satisfied, (3) average, (2) unsatisfied, and (1) Highly
unsatisfied; or (5) highly positive, (4) positive, (3) average,
(2) negative, and (1) highly negative) were employed to assess
students’ understanding of the specific equipment or process
which they want to learn. The students’ satisfaction and
experiences with the proposed VI based PLC training system
were assessed with a Likert-scaled survey questionnaire (S1).
Upon completion of the proposed VI based PLC training
(course), they were asked to respond to a survey consisting
of 10 questions, as shown in Table 5, and rate the level of
satisfaction according to the Likert scale. These numerical
values were used to calculate themean value and the standard

deviation of students’ responses to each question. Table 4
shows the statistical results of students’ responses to five
Likert-scaled questions regarding students’ satisfaction and
experiences with the course using the proposed VI based
PLC training system. Students’ responses to Question 1 in
Table 3 indicate that 85% of students were “highly satisfied”
or “satisfied” with the proposed virtual interaction (VI) based
PLC training system. From this result, it is confirmed that the
use of the VI increased student engagement in class. Students’
responses regarding the effectiveness of training content by
the VI based PLC training system (Questions 2, 3, and 4)
indicate that 88% of students “agreed” or “very agreed” that
the VI was helpful for understanding the material covered
in the course, effective compared to an actual PLC, and
beneficial to practice controlling the conveyor.

The students were asked about the adequacy of amount
of training provided by the VI based PLC training system
(Question 5 in Table 3). Students’ responses to this question
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Table 1: Pre-test questions used for evaluation on the training program using the proposed system.

Number Questions Score (10 if Yes, 0 if No)
1 Have you received training on sequence or pneumatic system? (Yes/No)
2 Have you used a PLC system? (Yes/No, If Yes, please indicate the system type.
3 Can you distinguish the difference between serial and parallel communication? (Yes/No)
4 Can you convert decimal numbers into binary and hexadecimal numbers? (Yes/No)
5 Have you used PLC-to-PLC communication? (Yes/No)
6 Can you use the touch screen (GOT1000)? (Yes/No)
7 Have you performed position control using PLC? (Yes/No)
8 Have you performed servo control using PLC? (Yes/No)
9 Have you performed elevator control using PLC? (Yes/No)
10 Have you performed conveyor control using PLC? (Yes/No)

Table 2: Post-test (final test) questions used for evaluation on the training program using the proposed system.

Number Questions Score (10 if Yes, 0 if No)
1 Have you received training on sequence or pneumatic system? (Yes/No)
2 Have you used a PLC system? (Yes/No, If Yes, please indicate the system type.
3 Can you distinguish the difference between serial and parallel communication? (Yes/No)
4 Can you convert decimal numbers into binary and hexadecimal numbers? (Yes/No)
5 Can you use PLC-to-PLC communication? (Yes/No)
6 Can you use the touch screen (GOT1000)? (Yes/No)
7 Can you perform position control using PLC? (Yes/No)
8 Can you perform servo control using PLC? (Yes/No)
9 Can you perform elevator control using PLC? (Yes/No)
10 Can you perform conveyor control using PLC? (Yes/No)
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Figure 6: Test results comparison between before training (T1) and
after training (T2).

indicate that about half of students (49%) were “highly
satisfied” or “satisfied” with it, and they wanted to have the
amount of VI abundant quantitatively as well as qualitatively.
Also, 71% and 78% of students stated that they are “highly
satisfied” or “satisfied” with its reality and effectiveness in

replacing actual equipment using the VI based PLC training
system (Questions 6 and 9 in Table 3), which even though the
results were rated as “positive,” more realism is needed for
the VI based class. Regarding the user-friendliness, students’
responses to this question indicate that about half of students
(49%) were “highly satisfied” or “satisfied” with it, and they
wanted to upgrade the user-friendliness.

Overall average of students’ responses to self-evaluation
(which is the average of Questions 3 and 4 in Table 3) was
4.14 (82.8%), and this indicates that most of students rated
their participation and enthusiasm to the course as “positive.”
Moreover, 78% of students concerning Question 10 in Table 4
stated that they were “highly satisfied” or “satisfied” with the
applicability of the training program based on the proposed
system. The obtained assessment showed that more than
80% of students responded that the overall experience with
their VI based PLC training system was “positive” or “highly
positive,” which means they “agreed” or “very agreed” that
the training by the VI based course enhanced their skills
and knowledge. In a questionnaire, most of the participants
stated that it was very easy to watch the conveyor features
on the screen; most of the students positively responded to
a question that asked how useful the VI based PLC training
system is to learn difficult PLC-based conveyor process in
the area of automated production facilities in manufacturing
engineering. The Likert survey also revealed that, as a teach-
ing method, the industrial workers (students) welcomed the
proposed VI-based PLC training course. In addition, these
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Table 3: Questionnaire used for evaluation on the training program using the proposed system.

Number Category Level of satisfaction
Highly satisfied Satisfied Average Unsatisfied Highly unsatisfied

1 Learning engagement and motivation

2
(Effectiveness of training content I)
Was the virtual system helpful for understanding the
materials covered in the session?

3
(Effectiveness of training content II)
Was the virtual PLC system effective compared to an
actual PLC?

4
(Effectiveness of training content III)
Was it beneficial to practice controlling the conveyor
using the virtual PLC system and attempt things that
would not be feasible with an actual PLC?

5
(Adequacy of amount of training)
Was the amount of training you received using the
virtual conveyor system adequate?

6
(Reality of training content)
Do you think practicing with the virtual system will be
helpful for your field operation?

7
(Distinction from other training materials)
Was the virtual system more helpful than other training
materials for understanding the training session?

8 (User-friendliness)
Was the virtual system easy and convenient to operate?

9
(Effectiveness in replacing actual equipment)
Do you think the virtual system can replace the actual
equipment for training purposes?

10
(Applicability in technical training)
Do you think it would be beneficial to apply the virtual
PLC system to various technical training programs?

Table 4: The summary of statistical results obtained from the survey (S1).

Category Survey question number Highly satisfied (%) Satisfied (%) Neutral (%) Unsatisfied (%) Highly unsatisfied (%) Mean
1 21 64 7 7 0 4
2 14 71 14 0 0 4
3 14 71 7 7 0 3.9
4 7 71 14 7 0 3.8
5 7 42 29 14 7 3.3
6 7 64 21 0 7 3.6
7 14 42 29 14 0 3.6
8 7 42 29 14 7 3.2
9 14 64 7 14 0 3.8
10 21 57 21 0 0 4

results mean that the use of the VI based PLC training system
allowed them to apply the course concepts and theories to
real industrial (or new) situations. This allowed the students
to develop analytical skills and their abilities to interpret an
issue from multiple perspectives.

(ii) Quantitative Evaluation Results and Discussion. Next,
it was investigated how the proposed system improves the
students’ knowledge and skills. (Especially, it was focused to
review how the proposed system improves the skills which

they wanted to learn on the specific equipment because
the knowledge required can be learned from the other
learning.) Two tests (T1 and T2 in Figure 5) were given for
the evaluation, and Figure 6 and Table 5 show the test results
comparison betweenT1 andT2. From the results comparison,
we can see that the students’ levels of skill were greatly
improved, especially students in top rank (91%–100%) were
increased up to 7 times.

It was confirmed that the proposed interaction-based
training system has the following uniqueness and strength



8 International Journal of Distributed Sensor Networks

Table 5: Summary of test results (T1 and T2).

Score T1 T2
0–10 0
11–20 34 0
21–30 20
31–40 33
41–50 52
51–60 30
61–70 11 25
71–80 32
81–90 48
91–100 75
Total 180 180

compared to the VI based PLC training system, and the
training course could focus on student learning in a PLC
course in which students developed their own PLC program
for controlling conveyor, the latest and expensive equip-
ment which is difficult to learn. With the VI based PLC
training system, the students are not simply just users but,
more importantly, they can be the process developers and
designers. The VI based PLC training system, which aims
at providing an efficient transfer of the skills, involved in
procedural tasks. It is based on the paradigm of learning by
doing, which represents a form of knowledge called Enactive
Knowledge [14]. The proposed course can support trainees
to practice procedural task for the latest and expensive
equipment in real time (including component setup, wiring,
program, control, and operation).

4. Conclusions

In this paper, a new virtual interaction based PLC training
system using virtual sensor and actuator was proposed. To
provide the hands-on training effects, the proposed system
introduced and used virtual sensor (for sensing both user
and device inputs), virtual actuator (for actuating/controlling
device or equipment), and virtual PLC (for generating com-
mand) and was finally implemented with virtual networks
(for interfacing the interactions and transferring the data
between all the components). Based on the virtual compo-
nents, the proposed system could allow trainees to operate
virtual equipment that models actual (expensive and the
latest) equipment such as FA conveyors as if they were
moving toward the equipments andmanipulate it. Aswell, the
proposed system could offer a training environment without
concerns of safety and equipment damage caused from
malfunctioning and program errors as it could be conducted
in virtual manner. The proposed system was applied into
a real training class of our university’s training center to
examine the applicability and feasibility, and the results
analyzed quantitatively as well as qualitatively confirmed that
the system can be applicable into real training programs.
The assessment showed that more than 80% of students
responded that the overall experience with the proposed
system was “satisfied” or “highly satisfied,” showing they

“agreed” or “very agreed” that their training enhanced their
skills and knowledge. Therefore, if we could improve some
aspects, such as user-friendliness and interface, and expand
functionality, the system can be more applicable in virtual
PLC training programs.
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Sensor network systems are being expanded with the development of technology for the design of a low-power chips and
for operating sensor networks. However, it is difficult to modify or change an application for a stationary sensor node after
installation in the field. Furthermore, there is a limit to installation after developing and testing a new sensor node if it needs
to reconfigure the software and hardware of the existing sensor node. Therefore, not only is software reconfiguration needed but
also dynamic hardware reconfiguration for various changes in requirements, such as sensor type, communication bandwidth,
quality of service, or reduced power consumption depending on the changing environment and requirements of users. This
paper proposes a specially designed stationary node called a SMART (system management architecture for reconfigurable
technology) node, which is capable of dynamic reconfiguration of the various sensing functions or communication protocols. The
SMART node can provide suitable service and change the communication protocol according to various surroundings and user
requirements.

1. Introduction

An onsite stationary sensor node collects information about
surrounding environments to provide various location-aware
services [1]. During software or hardware design, these
stationary sensor nodes are generally developed according
to function optimized in the surrounding environment.
However, when general stationary sensor nodes have been
developed and installed in the workplace, it is not easy to
modify the function of the software and hardware [2–4].
Moreover, when many mobile nodes are suddenly connected
and begin transmitting to one of the stationary nodes located
in a particular area, the system has to select a network
guaranteed to provide high bandwidth instantly to meet all
services [5]. And it needs to select a network in order to
guarantee the stability of network data transfer rates even if
the existing networks are damaged by fire, flood, or natural
disaster [6]. If the system initially installed in the network
is equipped with enormous bandwidth to guarantee required

services, it is obviously inefficient due to the cost in terms of
installation and maintenance [7].

This paper proposes a dynamically reconfigurable sta-
tionary hub node, called a SMART (system management
architecture for reconfigurable technology) Node, combined
with a device module and a host board. The device mod-
ule provides various functions, such as environmental data
gathering, network data transaction, and plug-and-play func-
tionality. The host board is able to reconfigure many kinds
of device modules. Entirely reinstalling sensor nodes is not
necessary. The SMART node can perform dynamically based
on a change of device module.

The remainder of the paper is structured as follows.
Related works are discussed in Section 2. Section 3 intro-
duces the system requirement and system outline. Section 4
describes the proposed reconfigurable system design and
introduces implementation of the hardware and software.
Section 5 demonstrates performance evaluation through a
real test bed. Finally, conclusions are drawn in Section 6.



2 International Journal of Distributed Sensor Networks

2. Related Works

The Narada [8] wireless sensor node using power amplified
radios features low-voltage and adopted to achieve long
communication ranges. The collected sensing data is trans-
mitted via the 2.4GHz IEEE 802.15.4 radio standard using
the TI CC2420 transceiver. The wireless sensors can be easily
and rapidly removed and reinstalled in new locations on
a structural monitoring system that is proposed for moni-
toring short and medium-span highway bridges. However,
the structural monitoring systems demand various types
of sensors and communication protocols according to the
environment.

The other study proposes that the framework is based on
a service-oriented architecture that is modular, reusable, and
extensible for structural health monitoring using networks
of wireless smart sensors [9]. The wireless sensor platform
used in this research is the Imote2, which is the only
commercially available smart sensor platform. The Imote2
employs TinyOS [10], which is designed for sensor networks.
The TinyOS updates the kernel and application code by using
crossbow network programming (XNP) to support dynamic
reconfiguration. However, this method has problems in that
communication cost is higher, and it takes a long time
because it is transmitted with the entire program via the
sensor network.

The Mate [11] solved problems with TinyOS. Repro-
gramming a network merely requires adding a sensor node
running a newpropagating capsule that is a kind of command
consisting of the VM-specific binary code. But Mate also
has one disadvantage in that it results in overhead when
running the VM background in every node and the type
of Mate for the operation is limited because the capsule
cannot be covered with all applications. SOS [12] is an event-
driven architecture type that supports the schedule for sensor
networks. But it is more expensive to download modules
when it comes to communication cost.

The RUNES [13] from the European Union is a light-
weight middleware framework. Its goal is the development
of various applications that will not be affected by platform.
However, the RUNES system has a problem in that it builds
the sensor nodes and installs again if they have to add new
hardware functions.

We propose the following resolutions to solve these prob-
lems. The SMART node overcomes the limited application
and inefficiency of the software update. It is possible for it
to be dynamically reconfigured for alteration of hardware or
software and to perform dynamically according to a change
of device module adapted to the surrounding environment.

3. System Requirement and
Proposed System Outline

The SMART node proposed in this papermeets the following
requirements.

3.1. Connection Management in Every Module. First, the
master module, or host board (HB), detects the connection
for each of the modules and decides which communication

interface is to be used. Second, the host board communicates
with every slave module or device module (DM) to initialize
the device drivers for communication. The HB requests
configuration data such as the number, type, and ID of
the sensor from the DM. When the HB responds to the
DM, it stores the configuration data requested from the DM
in a repository and then manages the DM based on these
data. Finally, when the DM disconnects from the HB, the
HB disconnects the loaded device drivers and designated
resources and then transmits its results to server.

3.2. Selection of Communication Protocols. The sensor node
has to transmit data to the server or other units. This
transmission of data is able to use the DM equipped with a
communication system or Ethernet in the HB.

3.3. A Variety of Communication Interfaces. When the HB
connects to the communication interface between eachmod-
ule, it can select one of the supported communication pro-
tocols. The HB also has to select the proper communication
type based on the type or characteristic of theDM, such as the
size of transmitting data or response data, the required data
rate, and development costs.

The SMART node is configured with the HB and the DM
that performs suitable functions according to demand. As
shown in Figure 1, the SMART node can be configured as a
sensor node that supports a variety of functions and com-
munications by combining modules that detect environment
data such as fire, movement, gas, temperature, humidity and
smoke. The DMs have communication capability through
ZigBee or WiFi.

4. Detailed System Design
and Implementation

TheHB is based on a low-power 32 bitMCU and is composed
of three layers according to features. As shown in Figure 2,
Layer 1 has an Ethernet, internal peripheral port (UART, SPI,
USB, I2C), and protocol used to connect the device module.
Layer 2 connects Layer 1 and Layer 3. It consists of four
ports, two communication interfaces per port and protocols
supported by Layer 1. Layer 3 exchanges data from Layer 1 by
using a protocol and communication interface supported by
Layer 2 and has anMCU,many different kinds of sensors, and
a communication module.

TheDMhas an 8-bitMCUequippedwith a port interface.
The port interface needs to select one or more internal
communication protocols according to the type of device
module. Also, there are various types of DMs depending on
the type of sensor.

The SMART node’s features are as follows. It recognizes
whether the DM is connected or not and handles data
transmission to and from the DM. Also, it has to transmit
the required data to select the available network protocol
according to the purpose or policy of the service.

The software of the SMART node consists largely of three
parts according to the functionality of the device. As shown
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in Figure 3, work management stores required work from the
application anddivides it into internal or external work.Work
transport transmits to the internal or external repository of
required work.

It is classified according to data of the DM which is
stored in the queue designated to each port. Work manage-
ment transmits the work stored in work transport to the
operational DM. Port management handles four ports and

detects whether the DM is connected or not. The process of
connection between the device module and the host board
in the port register is divided into three phases. The tasks
handled in each phase are as follows.

4.1. Detect Step. The port register detects whether the device
module is connected or not by the PIO pin of the 20-pin
connector. The detect phase of the port register is performed
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according to schedule, such as connection between modules,
detection of communication protocols, and disconnection
between modules.

Figure 4 illustrates the occurrence of the interrupt when
both modules are connected. The PIO configuration of the
HB is first set to pull-up, meaning that the initial status
of the PIO is the high state. When the DM is connected,
this configuration of the PIO pin changes to low from high.
Thereafter, the PIO pin of the HB is kept on low. When the
DM is disconnected, the current configuration of the PIO pin
is changed to a floating state. It changes to the high state as the
initial PIO configuration of theHB. At this point, the SMART
node detects the interrupt, releases the pertinent memories,
and removes the tasks in the DM.

The process for detecting the type of communication
protocols for the DM is shown in Figure 5. The HB counts
up the number of all interrupt signals on the pin of the
connector for a period of time. This number indicates the
type of communication protocol between both modules. For
example, an interrupt signal counted at one for 1 second
indicates the UART type, and then the HB loads the related
device drivers.

4.2. Init Step. At this step, all data of the connected DM are
stored in the HB when the Detect step is finished. First, the
SMART node initializes the number of the detected port, and
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Figure 5: The process of detecting the type of communication
protocols.

the device driver is fitted to the communication interface.
Second, the SMART node creates a task that handles the
transmission of data. Finally, all of its data are stored in
internal service in port management.

4.3. Notify Step. The previously mentioned data are trans-
mitted to the server or other units by work transport in the
SMARTnode.This is handled as external service because data
are transmitted outside the SMART node.

The SMART node is simultaneously operated by many
jobs according to priority. Thus, the system needs the OS
for limited system resources to preferentially handle the
many tasks according to their priorities.Therefore, the system
should be designed based on Ubinos [14], which is a multi-
threaded operating system for the resource-limited embed-
ded system, to build the ubiquitous computing environment
or sensor network. Each thread of Ubinos has priority and is
scheduled preemptively according to priority.

5. Evaluation

5.1. Test Bed. The test bed is made up of many SMART nodes
and a server as shown in Figure 6 for the experiment. Nodes
1, 2, and 3 are built on the PAN 1 composed of the sensor
DM gathering the environment data and the ZigBee DM
transmitting the data. The data transaction between internal
layers in the node is used for communication protocols such
as SPI, UART, I2C, and USB. Also, the current data of the
SMARTnode is transmitted to the SMARTnode as a gateway,
and this gateway is transmitted to the server. The PAN 2
included in Node 4 transmits the environment data of the
SMART nodes as a sensor node using Ethernet. Node 5 is
in charge of the WiFi AP, and PAN 3 included in Node 5 is
available to WiFi communication via smart phone.

The features of the server program are as follows. When
the SMART node is connected, the server program creates
the icon. Also, it displays status information such as the
type of sensor, current value, and critical value, as well as
whether the device module is connected or not. Finally, the
server program transmits the control commands and stores
the packet log file.
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5.2. Initialization TimeWhenMultiple Devices Are Simultane-
ously Connected. When the DMs are connected to the three
ports of the SMART node, except for the debug port, and
the SMART node is powered on, it measures the total time it
takes to initialize the connectedDMs.When a single device is
connected to the SMART node, the time it takes to initialize
is as follows. The processing time of the Detect step took
about 120ms, as shown in Figure 7.These results would count
the number of interrupt signals, determined by the type of
communication module, for approximately 100ms. Then, it
took an average 4.88ms in the Init step and about 26ms in
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Figure 8: The processing time of internal or external working.

the Notify step. Thus, the average time it takes to report to
the server after the DM is connected is about 131.1ms.

When many devices are connected to the SMART node
at the same time, the time it takes to initialize is as follows.
It took an average of 121ms in the Detect step, an average of
7.5ms in the Init step, and about 72.5ms in the Notify step. In
light of these results, we found that processing time is greater
than the waiting time.The reason is that it took a longer time
to sequentially handle the signal that comes to the pertinent
ports.Thus, it was found that the SMARTnodeworkswithout
any problems, even if many device modules are connected to
the SMART nodes and initialized by the system.

5.3. Processing Time of Internal/External Working. Figure 8
illustrates the measured processing time for internal and
external working of the SMART node application. The pro-
cess of measurement is as follows. The time it took to handle
the work of bringing the value of the sensor was measured,
and it took an average time of 2.4ms. Also, the time it took to
transmit the data to the server was measured, and it took an
average of 26.3ms. All tests were repeated 10 times.

5.4. Transmission Protocol Selection Policy. Figure 9 illus-
trates the result according to the external work policy
considering data size and transmission time if the node is
using Ethernet and ZigBee at the same time. If the data
is transmitted by ZigBee, it takes about 6ms per byte. In
contrast, if Ethernet is used, the processing time takes about
13ms per byte. In the figure, cost is calculated as data size ∗
transmission time per byte ∗ process time. If using Ethernet,
there is a penalty due to wake-up time.

Figure 9(a) shows the cost as changed by the size of the
data. If data greater than 17 KB is transmitted by the system,
it is more efficient to use Ethernet. Also, Figure 9(b) shows
the results for data transmission time. In this case, if data
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greater than 3.6 KB is transmitted, it is more efficient to use
Ethernet.

6. Conclusion

In this paper, we propose an improved sensor node called
SMART node, which enables dynamic reconfiguration of the
network communication protocols and function of the node.
The SMART node can easily perform required tasks without
modifying the function of installed sensor nodes because it
can reconstruct the entire system by changing the specific
device module according to the changing environment and
needs of the user.Therefore the SMARTnode is able to reduce
the time and cost required for the production of a sensor
node and is helpful when transmitting data when data traffic
momentarily increases.

Recently, demands for services using a sensor node,
such as location awareness, location tracking, transaction of
multimedia data, and data transmission of heterogeneous
networks, have gradually increased. The proposed SMART
node is expected to be effective in solving problems on the
networks and handling various services.
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Recently, with the explosive increase of automobiles in cities, parking problems are serious and even worsen in many cities. This
paper proposes a street parking system (SPS) based on wireless sensor networks.The system can monitor the state of every parking
space by deploying a magnetic sensor node on the space. For accurately detecting a parking car, a vehicle detection algorithm is
proposed. And an adaptive sampling mechanism is used to reduce the energy consumption. Eighty-two sensor nodes are deployed
on the street parking spaces to evaluate the performance of SPS. By running the system for more than one year, we observed that
the vehicle detection accuracy of the SPS is better than 98%, and the lifetime of the sensor node is more than 5 years with a pair of
2500mAh Li batteries.

1. Introduction

Due to the explosive growth of automobiles, parking near
the center of the city gradually becomes one of the most
annoying things to carowners. In most cases, they find the
indoor parking spaces nearby are always full, and they have
to drive around to search available parking space on the street.
Then a traffic jam may occur. With the continuous growth of
automobiles, the situation becomes worse and worse [1]. So
the demand for street parking guidance service is expected to
grow rapidly in the near future. Wireless sensor networks [2]
have lots of potential toward providing an ideal solution for
street parking service, such as their low power, small size, and
low cost.

Almost all road vehicles have significant amounts of
ferrous metals in their chassis and engine (iron, steel, nickel,
cobalt, etc.), so AMR sensor is a good candidate for detecting
vehicles [3–5]. It determines whether a space is occupied or
not by detecting the presence of a vehicle based on a change
in the environment’s magnetic field. Some algorithms [6–8]
have been proposed for parking vehicle detection by AMR
sensor. However, these algorithms have the following pro-
blems.

(a) A whole parking period of a vehicle can be divided
into three phases: entering, parking stop and leaving.
Most existing algorithms [6–8] only consider the
signal’s characteristic of the parking stop, phase.These
algorithms perform well when the interferences are
relatively low. However, if the low SNR (signal-to-
noise ratio) is low, they will lead to increased false
detection rate.

(b) Existing algorithms typically sample the magnetic
field at a fixed interval. This interval poses a basic
tradeoff. A small interval can obtain more details of
magnetic signals, but with higher energy consump-
tion. A larger interval uses less energy but reduces the
fidelity of themagnetic signal andmay result in a false
detection.

This paper proposes a street parking system based on
WSN.Ourmain contributions are given as follows (a) A vehi-
cle detection algorithm is proposed based on the integrated
magnetic signal characteristics of a vehicle’s entering, parking
stop, and leaving phases. (b) To balance the energy consump-
tion and accuracy of the algorithm, we design an adaptive
sampling mechanism. (c) We deployed a street parking
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system which includes eighty-two sensor nodes. The system
has been running reliably formore than one year. Experiment
results show that the system detection accuracy is better than
98%, and it is energy efficient.

The remainder of this paper is organized as follows.
Section 2 introduces the related works. Section 3 describes
the overview of SPS. Section 4 proposes the vehicle algo-
rithm. Section 5 describes the adaptive sampling and analyzes
the energy consumption. Section 6 conducts experiments to
prove the performance of SPS. Finally, Section 7makes a brief
conclusion.

2. Related Works

At present, the sensors used in vehicle information acqui-
sition mainly include the following types: inductive loop
detector [9], image (camera) sensor [10, 11], acoustic sensor
[12, 13], infrared sensor [14], and ultrasonic sensor [15], The
image sensor acquires an abundance of information, but
it is vulnerable to bad weather and nighttime operation.
The acoustic sensor and infrared sensor are vulnerable to
noise in deployed environments. Magnetic sensors based on
magnetoresistors have recently been proposed for vehicle
detection [16, 17] because they are quite sensitive, small, and
more immune to environmental factors such as rain, wind,
snow, or fog than sensing systems based on video cameras,
ultrasound, or infrared radiation.

Many algorithms have been proposed for moving vehi-
cle monitoring. The PATH program of the University of
California, Cheung and Varaiya [4], had first extensively
explored magnetic sensor network based vehicle detection
system.Cheung andVaraiya [4] had explored the applications
for vehicle detection, speed estimation, and classification.
Experiment results show that the vehicle detection accuracy
rate is more than 99%, and the accuracy rate to estimate
length and speed of vehicle is more than 90%.

Zhang et al. [16] proposed a Similarity Based Vehicle
Detection (SBVD) algorithm to detect vehicles in low SNR
conditions by calculating the similarity between on-road
signals and a referential signal. Besides, data fusion algorithm
based on fuzzy logic theory has also been proposed to mon-
itor parking space in the parking lot using magnetic sensor
[17]. Both kinds of algorithms have high computational com-
plexity.

The research for parking vehicle detection mainly based
on ultrasonic technology. Kim et al. [18] introduced wireless
sensor networks based parking management system. They
used an ultrasonic sensor as vehicle detection module and
adopted a clustered network topology. The system provides
monitoring information through individual sensor nodes
installed at each parking space.

The works of [15, 19] also used ultrasonic sensors to
implement a parking system. Additionally, the work of [15]
implemented the shortest path algorithm to calculate the
shortest distance from the parking berth to the nearest pre-
ferred entrance. In [19], Lee et al. implement and deploy a
solar powered wireless sensor network in an outdoor car park
to provide parking guidance. Although the ultrasonic sensor
has a high accurate rate of vehicle detection, its performance
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Figure 1: Diagram of street parking system.

is affected by environment, such as air turbulence and
temperature change, especially the shielding of leaves or soil.

The work of [6] discussed the effect of detecting vehicles
by comparing the acoustic, visual light, infrared, temperature,
ultrasonic, and magnetic sensors. Their experiments verified
that ultrasonic and magnetic sensors have better accuracy
and reliability in parking space. Commercial sensors, such
as SENSIT system [20], can detect parking occupancy. Each
node was equipped with two sensors: infrared and magnetic,
and its vehicle detection accuracy rate is nearly 100%.

3. Overview of the Street Parking System

3.1. System Introduction. The proposed SPS consists of a base
station, routers, sensor nodes, and a remote server. The dia-
gram of SPS is shown in Figure 1. Sensor nodes are deployed
alongside the roadside and each node is mounted on the
center floor of a parking space. Each sensor node detects the
earth’s magnetic field periodically. When a node detected a
car entering or leaving, it transmits a message to the router.
The router forwards the packet to a base station that is one or
more hops away. In the base station, information from differ-
ent nodes will be merged, and parking guidance information
will be transmitted to LED board and remote server.

3.2. Hardware Design. We adopt ZigBee [21] as the wireless
communication stack. Sensor node consists of HMC5883L
[22] magnetic sensor. When deploying the sensor nodes in
the complicated realistic environment, we faced several prob-
lems. One is the crush-resistant issue. Using high-strength
PVC-steel material as node shell is a good choice for resisting
the crush of the parking vehicles. Figure 2(a) shows the nodes
with high-strength PVC-steelmaterial. Another problem is to
protect against the permeating rainwater through our node
shell in bad weathers, we incised a circled lines around the
chip location and fill with waterproof adhesive. As shown
in Figure 2(b), considering the power issue, routers are
equipped with solar panel for frequent data forwarding.

3.3. Test Field Setup. In the experiments, we place the sensor
node in the middle of the parking space. HMC5883L is a 3-
axis magnetic sensor. Figure 3 describes the deployment of
sensor nodes: the𝑍-axis is vertical, the 𝑌-axis is parallel with
the direction of vehicle entering, and the 𝑋-axis is pointing
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Figure 2: Hardware devices. (a) Sensor node. (b) Router.
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Figure 3: The coordinate position of the sensor.

to adjacent space. HMC5883L has temperature drift, and the
method of temperature compensation refers to its datasheet
[22].

4. Vehicle Detection Algorithm

Sensor nodes have limited computing power and memory.
Therefore the data processing algorithm must be simple. By
referring to the prior work [4], an algorithm based on the
threshold and state machine was designed for parking vehicle
detection. The threshold detection mechanism is used to
reduce the computational requirement of the algorithm so
that it can be implemented on the sensor node’s processor and
generate detection results in real time.

4.1. Characterization of Magnetic Signal. As shown in Figure
4, it is the three-axis magnetic signature of a vehicle parking
process. A whole parking period includes three phases:
entering, parking stop, and leaving. Initially, the parking
space is vacant, and the values of 𝑥, 𝑦, 𝑧 are the environment’s

magnetic fields. Then a car enters the parking space and cre-
ates a fluctuation of the magnetic field. After the car parking
stop, the car creates a stable disturbance on the environment’s
magnetic field.The parking space is occupied.Then the car is
leaving the parking space and also has a fluctuation signature.
Finally, the parking space is vacant, and the values of 𝑥, 𝑦, 𝑧
recover to the environment’s magnetic field.

4.2. Signal Preprocessing. For vehicle presence applications,
the amplitude and direction of the magnetic field are not
important, but the detection of a significant shift in the mag-
netic field is the key factor. The vector magnitude shift from
the environment’s magnetic field would be the most reliable
method. Using digitized measurements of three-axis sensor
outputs after amplification, the vector magnitude would be:

𝐺 (𝑖) = √𝑋

2

𝑖
+ 𝑌

2

𝑖
+ 𝑍

2

𝑖
. (1)

A smoothing filter, which takes a running average of the
signal, is used to smooth the signal. The running average is
given by

𝐴 (𝑖) =

{
{
{

{
{
{

{

𝐺 (𝑖) + 𝐺 (𝑖 − 1) + ⋅ ⋅ ⋅ + 𝐺 (1)

𝑖

for 𝑖 < 𝐿,

𝐺 (𝑖) + 𝐺 (𝑖 − 1) + ⋅ ⋅ ⋅ + 𝐺 (𝑖 − 𝐿 + 1)

𝐿

for 𝑖 ≥ 𝐿.
(2)

𝐺(𝑖) is the vector magnitude and 𝐿 is the predefined running
average buffer size. For implementation, we use 𝐺buf to store
the values of [𝐺(𝑖), 𝐺(𝑖 − 1), . . . , 𝐺(𝑖 − 𝐿 + 1)].

4.3. Fluctuation Detection. Since the fluctuation of the mag-
netic signal is a key characteristic of the vehicle entering and
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Figure 4: Three-axis magnetic signature of a parking space.
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Figure 5: Drift in the magnetic signal of a parking space.

leaving. Exact detection of the fluctuation signature is impor-
tant for the vehicle detection algorithm. 𝐶(𝑖) is the stable
states of the magnetic signal. If there has one up-or-down
fluctuation sample of the magnetic signal in the 𝐺buf, the
signal is unstable and 𝐶(𝑖) = 1, otherwise, the signal is stable
and𝐶(𝑖) = 0.𝐶(𝑖) can be described as (3).𝐹(𝑖) is used to track
the singular point. 𝑇

1
and 𝑇

2
are thresholds, 𝑇

2
> 𝑇
1
. The

vehicle entering and leaving fluctuation can be detected by
the pseudocode program, as shown in Pseudocode 1. One has

𝐶 (𝑖) =

{
{

{
{

{

1 if ∀𝑘 ∈ (𝑖, 𝑖 − 1, . . . , 𝑖 − 𝐿 + 1) :
|𝐺 (𝑘) − 𝐴 (𝑖)| ≥ 𝑇

1
,

0 otherwise,
(3)

𝐹 (𝑖) =

{

{

{

1 if |𝐺 (𝑖) − 𝐴 (𝑖)| ≥ 𝑇
2
,

0 otherwise.
(4)

4.4. Stable Disturbance Detection. There is an uncontrollable
drift in the magnetic signal, which is mainly caused by the
interference of adjacent parking spaces’ vehicles. As shown in
Figure 5, it is the magnetic signal of a parking space which
is vacant in consecutive two days. All the three axes have
different drift in two days. The drift has a negative effect on
the detection of a vehicle in parking duration. In order to
account for the drift in the long term, an adaptive baseline is
used to track the backgroundmagnetic reading.The adaptive
baseline is given by the following equations:

𝐵 (𝑖) =

{
{
{
{
{
{

{
{
{
{
{
{

{

𝐵 (𝑖 − 1) × (1 − 𝛼) + 𝐴 (𝑖) × 𝛼 if the state
machine is in
vacant state,

𝐵 (𝑖 − 1) otherwise.
(5)

𝐵(𝑖) is the adaptive baseline, 𝛼 is the forgetting factor, and
𝐴(𝑖) is the smoothed magnetic data. The adaptive baseline is
only updated by themagnetic reading when there is no signal
fluctuation and no vehicle is detected. With this adaptive
baseline, two over threshold Boolean flags 𝑅(𝑖) and 𝐿(𝑖) are
generated according to following equations. 𝑇up and 𝑇down
are the corresponding threshold levels, and 𝑇up > 𝑇down. The
main reason of using two thresholds is to detect the stable
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Figure 6: Detection state machine.

disturbance which is incurred by a vehicle parking stop on
the space. One has

𝑅 (𝑖) = {

1 if |𝐴 (𝑖) − 𝐵 (𝑖 − 1)| ≥ 𝑇up,
0 otherwise,

𝐿 (𝑖) = {

1 if |𝐴 (𝑖) − 𝐵 (𝑖 − 1)| ≥ 𝑇down,
0 otherwise.

(6)

4.5. State Machine. Figure 6 shows the block diagram of
a state machine which is designed for detecting parking
vehicles in SPS. The state machine consists of

State: {Init, Vacant, C Over 𝑇up, C Below 𝑇up, Occu-
pied, C Below 𝑇down}
Input [𝑅(𝑖), 𝐿(𝑖), fluctuation]: {0, 1, Entering fluctua-
tion, Leaving fluctuation}
Output[𝐷(𝑖)]: {0, 1}.

The Boolean flags 𝑅(𝑖) and 𝐿(𝑖) are passed to the state mach-
ine. Their main objective is to filter out spurious signals that
are not caused by a parking stop and to output binary detec-
tion flag. 𝐷(𝑖) is the output of the detection state machine.
Only when the state machine is in “Occupied” or
“C Below 𝑇down”, 𝐷(𝑖) = 1, otherwise, 𝐷(𝑖) = 0. The follow-
ing section is a walkthrough of the state machine’s logical
flow.

S1: “Init”
Assuming there is no vehicle in the parking space when

the sensor node is being deployed. It will go into state S1 and
start initializing the baseline with the environmental mag-
netic field.

S2: “Vacant”
After a predefined initializing time, it will jump to state S2

where the baseline is updated adaptively. It will jump to state
S3 that has an Enter fluctuation and a stable disturbance is
over threshold 𝑇up.

S3: “C Over 𝑇up”

It was found that a vehicle signature produces a successive
sequence of “1” in 𝑅(𝑖) and this state is used to track such
a sequence. If there is any “0” reading from 𝑅(𝑖), it will
immediately jump to state S4. Otherwise, if the number of
successive 𝑅(𝑖) = 1 has reached a critical value𝑁, it will jump
to state S5.

S4: “C Below 𝑇up”

Within this state, it will jump back to state S2 after the
number of successive 𝑅(𝑖) = 0 has reached a critical value𝑁.
In order not to lose a potential vehicle detection, it will jump
back to state S3 again in case there is any 𝑅(𝑖) = 1 reading.

S5: “Occupied”

Staying in this state implies the magnetic change is strong
as the vehicle is on the sensor node, and the parking space
is occupied. It will jump to S6 when the sensor detected a
Leaving fluctuation and the stable disturbance is below thre-
shold 𝑇down.

S6: “C Below 𝑇down”

Within this state, it will jump back to state S2 after the
number of successive 𝐿(𝑖) = 0 has reached a critical value𝑁.
In order to filter out spurious signals that are not caused by
a car leave, it will jump back to state S5 again in case there is
any 𝐿(𝑖) = 1 reading.

5. Adaptive Sampling and
Energy Consumption

5.1. Adaptive Sampling. Usually, the time cost of the phase of
a vehicle entering or leaving is between 0 s and 60 s. So the
sensor requires a much higher sampling frequency to obtain
the fluctuation signature. For example, a vehicle traveling at
10mph will travel 10 feet before it comes to a parking stop.
This entering phase will take less than one second. If the
sampling frequency is 50HZ, the sensor can sample about
50 numbers of magnetic data about the entering phase. On
the other hand, if there is no a moving vehicle interference,
the magnetic signal is stable and the drift in the magnetic
field is smaller than 5. To balance the energy consumption
and accuracy of the vehicle detection algorithm, we design
an adaptive sampling mechanism. When there is one up-or-
down fluctuation sample of the magnetic signal, if 𝐶(𝑖) = 1,
it samples the magnetic field faster until the biggest value
(50HZ). Otherwise, if 𝐶(𝑖) = 0, it decreases the sampling
rate exponentially until less than the smallest value (5HZ).
Thus, the sensor can quickly respond to the magnetic signal
dynamics while incurring low overhead in the long term.

5.2. Analysis of Energy Consumption. For battery powered
wireless sensor networks, the network lifetime is a critical
factor because replacing batteries for sensor nodes is a
laborious task.The sensor node has no specific responsibility
for maintaining the network infrastructure because it is an
enddevice [21]. So the sensor node does not exchange packet
for networkmaintainingwhen it has been joined the network.
Sensor node samples the magnetic signal periodically. When
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Figure 7: Energy consumption (a) sampling and (b) transmitting.

it detected a car arrival or leave, it transmits one binary
detection flag to base station. And it goes to sleep when no
task. Ignoring the energy consumption in joining or rejoining
the network, the energy consumption of a sensor node
consists of energy consumed by detection flag transmission
(𝐸tran), magnetic field sampling (𝐸sample), and sleep (𝐸sleep).

In energy consumption experiments, a sensor node and
a 10Ω resistor are in series connection. So the sensor node’s
current can be obtained bymeasuring the voltage of the resis-
tor (𝐼 = 𝑉/10). We found the greatest contribution of power
consumption is sampling unit. As shown in Figure 7(a),
the energy consumption of a sensor node whose sampling
interval is 50ms. We can see that the measurement period
of magnetic sensor is 𝑆period = 6ms, the average current of
sample is about 𝐼sample = 10mA, and the current of sleep is
𝐼sleep = 2 uA.According to the adaptive samplingmechanism,
the energy consumption of sampling can be described as

𝐸sample = 𝐼sample ∗ 𝑇sample per second ∗ 𝑉,

𝑇fast sample = 𝑁inter ∗ 𝑇inter ∗ 𝐹biggest ∗ 𝑆period,

𝑇slow sample = (𝑇one day − 𝑁inter ∗ 𝑇inter) ∗ 𝐹smallest ∗ 𝑆period,

𝑇sample per second =
(𝑇fast sample + 𝑇slow sample)

𝑇one day
.

(7)

𝑇fast sample and 𝑇slow sample are the total time in one day of sam-
pling using the biggest and smallest frequency, respectively.
𝑁inter is the interference times in one day. 𝑇inter is the average
duration of once interference. 𝐹biggest and 𝐹smallest are the big-
gest and smallest frequency, respectively. 𝑇one day is the total
seconds of one day.

As shown in Figure 7(b), the period of one packet’s
transmission is about 𝑇tran = 6ms, and the average current

of transmission is about 𝐼tran = 30mA. So the energy con-
sumption of transmission can be described as 𝐸tran:

𝐸tran = 𝐼tran ∗ 𝑇tran per second ∗ 𝑉,

𝑇tran per second =
𝑁tran ∗ 𝑇tran
𝑇one day

.

(8)

𝑁tran is the average number of transmissions in one day. And
𝑇tran per second is the proportion of transmission per second.
The energy consumption for sleep can be described as 𝐸sleep:

𝐸sleep = 𝐼sleep ∗ 𝑇sleep per second ∗ 𝑉, (9)

𝑇sleep per second = 1 − 𝑇sample per second − 𝑇tran per second, (10)

𝐿 =

𝐸

(𝐸sample + 𝐸tran + 𝐸sleep)
. (11)

Using a pair of 2500mAh AA Li batteries parallel connected,
with the voltage of each battery being 3V, the lifetime of the
sensor node is calculated by (11). Given the parameters in
Table 1, we can draw a conclusion that the sensor node can
continuously work for 5 years without changing battery.

6. Experiments

To test the proposed system, we deploy eighty-two sensor
nodes in the street parking of SIAT (Shenzhen Institute of
Advanced Technology). As shown in Figures 8(a) and 9(b).
Devices with magnetic sensors are nailed in the center of the
parking spaces. The routers which are equipped with a solar
panel for forwarding parking message are fixed on the street
light, as shown in Figure 8(c).

We developed a server system using Java language and
MySQL database. As shown in Figure 9, using the graphical
client interface, users can knowwhich parking space is vacant
or occupied and the occupied duration of each parking space.
As shown in Figure 9(a), the nodes which ID signed as
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(a) (b) (c)

Figure 8: Devices are deployed in roadside parking spaces. (a)-(b) Senor nodes in parking spaces. (c) A solar powered router is mounted on
the roadside light.

Table 1: Related parameters.

Notation Description Value
𝐼tran Transmission current 30mA
𝐼sample Sampling current 10mA
𝐼sleep Sleep current 2 uA
𝑁inter Interference times 100
𝑁tran Number of transmission 100
𝐹biggest Biggest frequency 50HZ
𝐹smallest Smallest frequency 5HZ
𝑇inter Duration of once interference 30 s
𝑆period Sampling time 6ms
𝑇tran Transmission time 6ms
𝑇one day Total seconds of one day 86400 s
𝑉 Voltage 3V
𝐸 Battery capacity 5000mAh

integer, such as 6, 3, and 5, are router nodes. The nodes are
sensor nodes whose ID started with “B,” such as B27 and B26.
The sensor node to be colored as a green dot indicates the
according parking space is vacant; on the other hand, a red
dotmeans the parking space is occupied. In Figure 9(b), these
blue lines with arrow describe the wireless network topology.

In our experiments, parameters related to the vehicle
detection algorithm are given in Table 2. Figure 10 shows the
detection results of a parking space B19 for successive 8 days.
𝑋,𝑌,𝑍 are the rawmagnetic field, and their value refer to the
right coordinate axis.𝐷(𝑖) is the detection result whose value
refer to the left coordinate axis, where value 0 indicates the
parking is “vacant,” and 1 stands for “occupied.” As shown in

Table 2: Experiment parameters.

Parameter Description Value
𝐿 Smooth buffer length 30
𝛼 Forgetting factor 0.1
𝑇1 A threshold for C(i) 10
𝑇2 A threshold for F(i) 50
𝑇up A threshold for R(i) 20
𝑇down A threshold for L(i) 10
𝑁 The successive count number 10
Count The threshold for fluctuation detection 5

Table 3: Car parking detection result.

The number of times
of vehicle parking

The detected number of
vehicle parking of SPS

Accuracy
of SPS

32896 32402 0.985

Figure 11, it describes the daily occupancy time of the parking
space B19 for successive 8 days.

Our SPS has been deployed in SIAT and worked for more
than one year. Table 3 shows the average accuracy of our
vehicle detecting algorithm is about 98.5%. The prior work
[4] proposed an Adaptive Threshold Detection Algorithm
(ATDA for short). Using the magnetic signal collected from
sensor nodes, we run our algorithm and ATDA on PC,
respectively. Table 4 shows the test results of our algorithm
and ATDA. The experiment results show that in the first
case two algorithms have best performance. In the case 1–3,
interference signal caused by vehicles on neighbor parking
spaces has a negative impact on the detection performance.
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(a)

(b)

Figure 9: Pictures of the management system. (a) Sensor nodes deployed on the parking spaces. (b) Topology of the network.
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Figure 10: The detection results of a parking space for successive 8 days.

Table 4: Car parking detection result: group 2.

Case Situation The number of vehicle parking Accuracy of SPS Accuracy of ATDA
1 No car on left or right 720 0.997 0.96
2 A car on the left 720 0.985 0.95
3 A car on the right 720 0.986 0.95
4 Two cars on both left and right 720 0.980 0.94

And our algorithm is more accurate for vehicle detection
than ATDA. ATDA smooths out the entering and leaving
fluctuation of the magnetic signal, and it is only considers
the signal’s characteristic of the parking stop phase. As shown
in Figure 12, there is no exit a threshold to distinguish the
characteristic between parking stop and interference. In the
low SNR (signal-to-noise ratio) situation, the frequent up-
and-down fluctuation of the magnetic signal is a key charac-
teristic for the vehicle detection algorithm. With the feature
being designed, our algorithm has a better performance than
ATDA.

7. Conclusions

In this paper, a street parking system based on wireless
sensor networks is presented. It focuses on the accuracy of
the parking system. A parking algorithm and an adaptive
sampling mechanism are proposed. Our SPS has been in
operation in SIAT for more than one year. The experiment
results show that the system detection accuracy is better than
98%, and it is energy efficient. However, there is a tradeoff
between sensitivity and specificity of magnetic signal that
may result in the detection of vehicles in adjacent parking
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//F count counts the number of F(𝑖) = 1
//Entering fluctuation is a flag of detection of the entering fluctuation
//Leaving fluctuation is a flag of detection of the leaving fluctuation
//COUNT is a threshold

if(C(𝑖) = l)
{ if(F(𝑖) = l) F count++; }
else if(C(𝑖) = 0)
{ F count = 0; }

if( The space status is vacant && F count > COUNT )
{ Entering fluctuation = 1; }
Else if( The space status is occupied && F count > COUNT )
{ Leaving fluctuation = 1; }

Pseudocode 1: Pseudocode for vehicle entering or leaving detection.
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places. In the future, we will concentrate on the characteristic
of the interference signal caused by adjacent vehicles and
develop more accurate algorithm to improve the system per-
formance.
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With regard to the spread of innovative technologies, wireless sensor networks (WSNs) have great research interest in recent years.
Although the WSN service is being facilitated, security related accidents are continuously incurring. In particular, many activities
between mobile devices and sensor nodes take place without too much of protection of privacy information. To avoid these risks in
WSN, we do need to devise the privacy care architecture to prevent the private data loss or breach especially inWSN. In this paper,
we focus onWSN privacy issues with respect to mobile environments. We also suggest architecture to securely manage private data
collected by WSN. It helps to protect the collected private data more efficiently and prevent the private data loss and breach.

1. Introduction

Wireless sensor networks (WSNs) or, in Korea, ubiquitous
sensor networks, are mesh networks [1, 2] by which any
tag node can signal to any other node provided it is in
range. Another node automatically joins the network without
human intervention [3]. It is important that a ubiquitous
paradigm from anywhere, at anytime, access to a computing
environment that can be expanded globally and oriented, and
human-centered research and technology is one of the active.
(See Figure 1 [4]).

WSNs are being used in a wide range of application areas
[5]. The major application domains are environmental, med-
ical, military, transportation, and smart spaces. According
to the latest finding from the IDTechEx report “Wireless
Sensor Networks 2012–2021” [6], WSN will grow rapidly to
well over two billion US dollars for the systems in 2022.
Figure 2 described that WSN market is expected to increase
the revenues. They also note that the US dollar would reach
over 1 billion in 2014.

The emergence of new technologies is more interested
in WSN services. In particulars with regard to the spread
of innovative technologies such as location-based services
(LBS), smart phones, and smart pads, the applied sensor tech-
nology has great research interest in recent years.The growth

of worldwide LBSmarket that use services including SNS and
personal navigation began growing rapidly in 2008 and will
reach US $8.2 billion in size by 2014, according to Gartner
[7]. In this way, more significant is the continuing growth of
sensor network services.

WSNs bring privacy challenges to a fundamental matter
about a security vulnerability of wireless services during data
collection and data transmission. Security and privacy issues
in WSNs have been always part of research interest. Some
works [8, 9] have focused on providing the core security
services such as confidentiality, integrity, and availability.
While these are security requirements, they are not sufficient
to ensure the legal protection. In the case of Korea [10, 11],
the protection of the private data to prevent the collective
personal information has to be closely related to the gov-
ernment’s regulatory efforts. Therefore, it is very important
to understand the associated privacy regulations including
location information onWSN. To achieve this, we can suggest
controlling architecture for private data between the data
protection technology and the related law and regulations.

The rest of this paper is organized as follows. In Section 2,
we briefly describe principles based on the Korean privacy
law and regulations for WSN and outline some related
research. Section 3 discusses privacy concerns related to
WSN services. Section 4 introduces our architecture, which
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incorporates 3 key compositions for privacy protection in
WSN, and we present an overall flowchart by leveraging the
usability of our architecture. Section 5 presents the system
performance through simulation. Finally, in Section 6, we
conclude and discuss some ideas for future research work.

2. Background and Related Works

2.1. Korea Related Privacy Law for WSN. Privacy issues
surrounding WSNs are becoming increasingly important
aspects of society and are therefore important to the Korean
government.The Korean government has established privacy

related laws [10, 12] in order to protect the users’ private data
and location information.

There should be some rules in accessing the personal
information on WSN.

2.1.1. Collect Personal Information Only What Is Necessary for
Attaining the Purpose. In case the acquirer (or the service
provider, the handler for data, etc.) wishes to collect private
information by many sensors in WSN, it must obtain the
consent of subjects. In particular, the unique identifying or
sensitive information, such as a social security number, is not
stored or is only used for encryption.

2.1.2. Use or Provision Only If Necessary. Except for cases
where there was a consent of subjects, the acquirer may not
use or provision private data collected by sensors beyond the
scope specified or notified in the purpose or provide it for a
third party. The reason is that accessing private data beyond
necessity may burden the acquirer with compliance issue.

2.1.3. Data Collection and Transmission among WSN Nodes
Are Critical. The private data often get accessed during the
data collection and delivery. The acquirer must take security
measures, such as designating those with access authority or
using encryption.When the use purpose is accomplished, the
acquirer must immediately destroy any private data collected
by WSN.
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2.1.4. Information on Owner’s Rights Is Important. The infor-
mation owner must be notified in case of a private data
breach. Also, he or shemay request the acquirer at any time to
suspend or withdraw their personal information. In this case,
he may not refuse this request.

These principles can be used by secure information
management in WSN. In this paper, we are to focus on
the private data collected by WSN and the individuals’
sensitive information transferred from the relevant node to
the acquirer, the service provider, and so forth.

2.2. Related Research Works. With the extensive application
ofWSN services, security and privacy issues have been always
part of interest research.

Recently, in research works for WSN [8, 13, 14], more
emphasis was given to WSN privacy issues. They discussed
the method of various attacks and threats. They are also
addressed that securing the WSN in general opinion needs
to consider the classical security properties such as confi-
dentiality, integrity, authenticity, and availability. Then, we
can realize that privacy is the important part of WSN by
these research works. Al Ameen et al. [15] discuss privacy
issues and analyze their possible measures for healthcare
applications. They also have specifically addressed security
and privacy issues with respect to various environments.
Practically, Dimitriou and Ioannis [16] discuss some security
concerns and issues in biomedical sensor networks that need
further consideration such as run-time composition of secu-
rity services for practical sensor system. In order to build a
reliableWSN for smart grid, Liu [17] presented an application
of relevant cyber security and privacy issue and developed
unified frameworks for identification of applications in smart
grid.

Thus, the concern that many people have is how to
remedy the problem of private data breach and protecting
privacy information in WSN. Existing research in wireless
sensor networks focused on the basic security features, but
it does not meet to provide appropriate security features in
wireless services when laws related to privacy were enacted.

Our work can be achieved mainly by focusing on the
basic security features and the safety for compliance with
the specific requirements. Also, we focus on WSN privacy
issues with respect to mobile environments. We illustrate
architecture to securely manage private data collected by
WSN and also design the integrated system where we could
link the protection method closely with the private data
protection law and regulation in Korea.This architecture is to
first verify that the user through authenticated connections,
and it is to gather information regarding the way that the user
is accessing the system in wireless networks, and it is to share
data among validated WSN sensors.

3. Privacy Issues in WSN

Security for data integrity and accuracy, in particular privacy,
is a critical issue in WSN. Many activities between mobile
devices and sensor nodes take place without too much of
protection of privacy information [4, 18, 19]. For example,

the individual who uses services such as a location-based
service and a geographic information system can access
remote applications via wireless networks. In order to use
services, the devicemay provide personal data to the acquirer.

However, use of services among WSN sensors has led to
the danger of personal details including personal data and
its location. In particular, road services can be linked to an
individual according to current location of driver, and it has
no difficulty to collect personal data on WSN. The danger
of personal identity breach and the magnitude of its damage
are more serious when malicious hackers are trying to steal
collected data. Thus, it is clear that WSNs have privacy issues
[1, 8, 9].

(i) Data Collection. The extensive application of WSN
services, and in particular LBSs, provides a great
convenience for people’s lives. It is possible to access
mobile users’ location information anytime and any-
where, so most people who use LBS are due to con-
venience, but they cannot realize that the sensor was
collecting their data during the service. The acquirer
can gather unprecedented amounts of personal infor-
mation. They may also collect more personal data
than theminimumrequired for the purpose forwhich
it is collected.

(ii) Data Transmission. In case WSNs allow for transmis-
sion of collected data to third party, although there are
regulations that require consents by the information
owner to such transfers, they are rarely enforced.
Private data collected by a sensor can also be in
other people’s hands so easily when some people with
malicious intentions are trying to steal data.

(iii) Data Sharing. The challenge in data privacy is to
share data while protecting personally identifiable
information [20]. In WSN, sensor nodes can also
sense the physical movement and status related to an
individual, and they are used for sharing sensed data.
Then, because unknown people can access public
sensor nodes, sharing on WSN can have a serious
impact on an individual’s activity.

To avoid private data disclosing risks in WSN, mobile
devices need to consider whether any sensitive personal
information is being collected or transferred. They also
should review whether it is still necessary for the purpose for
which it was collected.

4. Proposed Privacy Care Architecture
(PCA) in WSN

In WSN, there are many data to be collected to use any
given service. There are personal data to be collected and
transferred during the service for amobile device.The service
provider sometimes requires sensitive or private information
which includes mobile device data that are used for personal,
and the mobile device may provide personal information to
the acquirer in order to use services. In these processes for
mobile services, there is concern over the potential dangers of
wireless networking. Personal data can be collected and may
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Figure 3: Framework of the privacy care architecture (PCA).

be transferred evenwithout the knowledge of the information
owners who use the service. In addition, the magnitude of its
damage is more serious when malicious hackers are trying to
steal collected personal information. For this reason, we do
need to devise the privacy care architecture (PCA) to prevent
the private data loss or breach especially in WSN.

We are proposing the PCA which is provided to data
for secure transaction. To illustrate the concept, we provide
the overview of process for protecting the private data as
shown in Figure 3.The figure depicts how architecture works
between users and service providers. The PCA for private
data can be classified into major keys of (1) a private data
gathering, (2) a validity examination based on policy, and (3)
a report data collector.

WSN can overcome physical network infrastructure lim-
itations, so it can link many people who have a mobile
device. Sensor nodes can be collected for continuous location
sensing, event detection, and personal data. These privacy
information collected from the users should be stored with-
out unique identifying or sensitive information and used
for encryption. This means that, it must collect, use, or
provide the least amount of data necessary for attaining the
purpose for which it is collected. The privacy data gathering
classifies collected personal data on WSN users in order to
manage effectively. Collected data of a person or mobile is
classified into static privacy information and dynamic privacy
information. Static privacy information continuously main-
taines personal data such as name, home or work address,
or telephone number until an individual withdraws from

the requesting service. Dynamic privacy information, called
context information, means the cookie information that
informs the user’s current status and location information,
and so forth.

All personal data collected from the users can be trans-
ferred from the acquired point on the local node to the
aggregation server. In this architecture, security functions
such as authentication and IDS can be applied at the privacy
care system (PCS) to monitor the event detection. This is
an authentication method that combines user information
relating to an identified or identifiable person with device
information. In general, the information owners or the
acquirer can use a signed certificate. The device information
based on dynamic privacy information and identifiers such
as the unique serial number issued by the manufacturer must
be considered as exact contexts, and it may be aggregated by
wireless sensor nodes. In this case, the basic service may be
provided if the location information includes public places
such as on road reserve. There may also be refused a request
if necessary.

ThePCS shown in Figure 4 is given authority according to
that of the authentication information relating to an authen-
ticated or trustable person. A label entity can be created
based on their authentication factors and values. This is an
encrypted data, and it contains information that help the
system know about the request. A label entity is to provide
an authenticated user, so it can verify an accessed user. These
are designed to help users protect their personal information.
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The authenticated person enables access to data based on
the label entity. In order to provide the requested service, we
suggest the validity examination based on policy for system-
atic verification. The key composition plan involves defining
the laws about protecting andmanaging user information and
based on these providing the rule about privacy information
management. Verification on information based on defining
rules is enabled in order to efficiently and systematically
manage the data, which is trusted by the PCS in WSN. Data
should be used to determine whether or not the data access
is permitted. Data is reviewed for whether it is still necessary
for the purpose for which it was collected. It also examines
the purpose whether this information is suitable for WSN by
rules. For example, if the data is acquired at sensor node, it
can immediately examine the suitability between the request
and the rule for collecting. But in fact, the process of data
collection inWSNhas somemore vulnerability becausemany
sensor nodes can collect and manage private data remotely.
The requirement for which it is collected may be changed if
the user changes the service in a mobile device and moves to
another area and also may have privacy implications. Thus,
there should be an examination in accessing the information
by periods.

In the report data collector, all process data collected
from sensor nodes are recorded.This means that the acquirer

must make sure that data confirming the collection, use,
and provision of privacy information will be automatically
recorded and preserved by the system. The process data is a
record, which reports the function to monitor a user from
making a request of private data by leaving a log to track
which user of the system requested whose information for
what purpose and when. The handler or the administrator,
who coordinates the personal information protection system,
can allow services to examine the details of the technical
and managerial measures. It is also possible to set and later
change automated retention period or data deletion. Because
individuals are beingmade aware of their personal data being
processed, we should be informed about data use to the
information owners and alsomust be notified in case of a data
loss or breach.

Figure 5 represents the example of prototype for setting
the privacy rule in the privacy care system (PCS).

5. Evaluation

As we mentioned earlier, security in WSN is a major issue
as it deals with private data or operative in exposed envi-
ronments. So, WSN with various security functions should
be considered as the important factors that affect the per-
formance. In a security process for WSN, these processes
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Figure 5: Prototype for the PCS.

are particularly difficult to ensure the good performance that
because resources are limited in a tiny sensor network and
that because these environments are low power devices.

Here, we have proposed a method for security features,
and it achieves better performance and results by using a
tiny security label. In order to simplify the testing environ-
ment and the algorithms, this research can have the same
transaction size by the same information owner and also can
compare the performance from before and after the test by
applying the security methods. For operating in a simulated
environment, the PCA is composed of two components. One
is the server, which protects the private data, is implemented
in the Windows 7 operating system, and the development
language of server is jsp and java. The second is the client,
which is the mobile device, which is used to implement
Android 2.2. The performance method can be useful for
calculating the response time for message through a process.
This process involves requesting access to wireless network
data, based on security rules, processing the request about
privacy management, and completing the access request for
a user. We can see that the time taken performance is an
insignificant difference between the PCS and the general
system without privacy care (see Figure 6).

The figure represents the time taken depending on the
number of users connected to the transaction. Two systems
(the privacy care system and the nonprivacy care system) use
the same simulation environment and compare the average
time it took for transactions in each system. In the table in
Figure 6, as the number of users increases, its time taken
also increase. Instead, there is only a very slight difference in
time performance in view of the concept that performance is
inversely proportional to the security of system. The graph
on the right is based on the results of the time taken. The
solid line represents the time taken from privacy care system
by applying the security methods. The dotted line represents
the average time taken for transactions of the existing system
such as nonprivacy care. As shown in the graph, the perfor-
mance result that applies for security function is really not
much different from the change in network environments.

Based on these experimental results, our approach can offer
better reliability than the previously studied general systems.
Data can be protected through preventing the theft of private
data that can incur on mobile environments by defining the
policy for privacy care. Thus, the PCA is a very effective way
to prevent the illegal use and the information leakage inWSN.

6. Conclusion and Future Work

Thedevelopment of information technology and network has
significantly changed people’s lives and also contributed a
growing impact on social and business environment inKorea.
It is no exception for a wireless sensor network area that it has
innovated the ways we communicate wirelessly and form ad
hoc networks in order to perform some specific operation.
WSNs have very broad application domains, and it means
providing related network services including medical, mil-
itary, transportation, and smart spaces. Although the WSN
service is being facilitated, security related accidents and in
particular privacy are continuously incurring because group
or some people withmalicious intentionsmake large volumes
of information easily available through remote access.

In this paper, we focus on WSN privacy issues with
respect to mobile environments. This research suggested
architecture to securely manage private data collected by
WSN.We also designed the integrated systemwherewe could
link the protection methods closely with the private data
protection law and regulation in Korea. We argue that the
integrated system will provide the reliability of the sensor
service in the exposed wireless environment as a policy-
based solution, which helps to protect the collected private
data more efficiently. It also helps to prevent the private
data loss and breach through the authentication information
related to places or the environment. As a leveraging system,
the PCA will play a role in protecting the private data on
WSN. As part of this work, the privacy care system provides
technical support to policies based on specific requirement
of the security. Testing in local environment is not difficult,
but we require a huge infrastructure that protects all the
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Figure 6: Performance graph and data table.

nodes in order to the actual implementation and use in a real
environment. So, it takes time and effort to apply this security
method in WSN.

We plan to pursue the related research on establishment
of trustful service environment on WSN by conducting the
studies on processing speed, power, and storage capacity.
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Mobile ad hoc networks (MANETs) are formed bywirelessmobile devices that do not require a predefined infrastructure andwhere
all nodes are at the same level without the need of a central coordinator. The routing is an important task in this kind of networks
because of highly dynamic environments and other characteristics. Routing consists of sending the information from sender nodes
to destination nodes in a multihop manner. There are different techniques to solve the routing problem. We rely on bioinspired
algorithms, those that take into account the behavior of certain animals to solve it. Specifically we design a novel routing algorithm
based on Ant Colony Optimization (ACO) which uses the concepts of Swarm Intelligence and analyzes the behavior of ants at the
time of obtaining the food. In this work, we present Hybrid ACO Routing (HACOR), a bio-inspired protocol based on ACO. In
the simulation results, we observe how this protocol performs significantly better compared to a state-of-the-art routing protocol,
according to the analyzed metrics.

1. Introduction

Nowadays the wireless networks are having a relevant impor-
tance due to the services offered by the high proliferation
of the devices. Mobile ad hoc networks (MANETs) [1] are
constituted by wireless mobile devices/nodes distributed
without the need of predefined infrastructure; that is, each
node has the same level in the network and they can act as
client or server. The nodes may join or depart the network at
any time, and thus wireless links are constantly created and
destroyed.

The main problems of this kind of networks are auto-
configuration and routing. The autoconfiguration of mobile
ad hoc networks requires specific protocols [2]; that is,
traditional solutions are invalid. Similarly, routing in these
networks requires particular solutions, like in wireless sensor
networks [3]. Some protocols [4] combine autoconfiguration
and routing aspects to optimize the operation of such net-
works.

Considering the limited communication range of wireless
networks, information is usually transmitted in a multihop

fashion. Data routing is an essential task in networking and
it has the mission of finding routing paths from sender to
destination nodes. In highly dynamic environments, such as
MANETs, this task becomes particularly challenging, and
routing protocols must be designed to cope with the time-
varying topologies.

There are several routing approaches for MANETs. The
so-called traditional algorithms (OLSR [5], AODV [6]), even
though they are widely used for routing, usually do not meet
the expectation in terms of performance. For this reason,
the researchers have focused on natural behavior of some
animals (the most of them are insects) to solve complex
problems. These kinds of techniques are typically referred to
as bioinspired algorithms.

Ant Colony Optimization (ACO) [7, 8] is a particular
type of these algorithms which takes inspiration from the
behavior of ants at the time of obtaining the food. ACO is
a metaheuristic proposed by Dorigo in his thesis [9], and it
has been used to solve different type of problems, including
network data routing.
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In this work we present Hybrid ACO Routing (HACOR)
protocol. It is a novel ACO-based algorithm which com-
bines proactive and reactive parts. HACOR proposes several
enhancements and additional functionalities in compari-
son to previous ACO-based algorithms. Within these, a
novel buffering technique for control packets, an improved
link failure management procedure, and a proactive route
exploration mechanism exist. These strategies were carefully
designed for MANETs, aiming to reduce the protocol over-
head and improve the network performance in terms of end-
to-end delays and data throughput.

This paper is divided into 5 sections with the first section
being this introduction. In Section 2, we discuss the most
relevant hybrid related work in the routing based on ACO.
In Section 3, we present our proposal, HACOR, explaining
its major characteristics. In the following Section 4, we
analyze the simulation results where HACOR and AODV are
compared. Finally, we offer conclusions in Section 5.

2. Related Work

TheACO-based routing protocols can be classified, as well as
the traditional protocols, in proactive, reactive, and hybrid.
Proactive protocols frequently need to exchange packets
between nodes and to continuously update their routing
tables; therefore they usually suffer from increased overhead.
On the other hand, the reactive protocols act on-demand;
therefore they establish routing paths and sent control packets
only when needed, thus reducing overhead. This reduction
comes at the cost of higher latency.

Not until recently, the community started to explore the
combination of both approaches, which led to the proposal of
hybrid methods. The main motivation behind the hybridiza-
tion different algorithms is getting the advantages of both
approaches and finding a good trade-off between overhead
and latency.We discuss some representative hybrid protocols
proposed in the literature. Ant-AODV [10], a hybrid routing
protocol based on ACO and on the routing protocol AODV,
as its name suggests, tries to take advantage of both.

However, this protocol was designed without taking into
account techniques to help to find the shortest routes and
mechanisms to mitigate the congestion problem.

HOPNET [11] is based on a technique in which ants
jump from one zone to another one. The algorithm has
characteristics extracted from the ZRP and DSR protocols,
being highly scalable, compared with other hybrid protocols.
This algorithm consists of a proactive route setup in the
area of node vicinity and communication between zones
reactively on demand, which is done at the moment of
sending packets from a zone to another.When the number of
nodes is small, the continuousmovement of peripheral nodes
constantly triggers attempts to discover new routes, which
causes more overhead and transmission delays compared to
other hybrid routing protocols. Another protocol is presented
in [12], which combines ideas about ACO with Zone-Based
Hierarchical (ZHLS) protocol. Its algorithm is similar to
HOPNETand it is based on antswhich cross fromone zone to
the next one. The authors claim that their proposal improves

the performance in comparison to traditional algorithms,
according to the delay, ratio, and overhead metrics. But
undoubtedly the most representative is AntHocNet [13, 14].
It constitutes a hybrid, adaptive, and multipath protocol
that takes into account the dynamic topology and other
characteristics of the MANETs, presenting a hybrid mode of
operation; it is reactive because it has agents operating in
the route setup to destinations and proactive due to other
agents collecting information to discover new routes in the
prevention against link failure. It is multipath because it
establishes different paths to send the information to the
destination. Finally, it is adaptive because it suits the current
traffic and network conditions.

Finally, AntOR [15, 16] is a protocol based on AntHocNet
but it differs from this in the following characteristics: (i) it
is a protocol that works in two separate modes: Disjoint-link
and Disjoint-node; (ii) it takes into account the pheromone
separation in the diffusion process; (iii) it uses a distance
metric in path exploration. In this protocol there are two
kinds of routes: Disjoint-node and Disjoint-link. The first
corresponds to routes in which nodes are not shared and the
latter refers to routes in which links are not shared.

3. Proposed Algorithm

In this work, we present HACOR which is a hybrid bioin-
spired protocol. Main characteristic is that HACOR belongs
to hybrid algorithms because it is a combination between
proactive and reactive parts.

(i) Reactive. It acts on-demand sending reactive agents
or ants for routing setup process, when there are
available data packets to be sent towards destination.

(ii) Proactive. In the path exploration process, the source
node of the data session sends proactively, in time
intervals, agents for creation of alternatives routes.
This process only occurs when the communication
between source and destination has succeeded during
the reactive process.

Moreover, it operates in a multipath way because it
establishes different paths to send the information to the
destination. Also, it is adaptive because it suits the traffic and
network conditions. To this end, the main functional features
are as follows.

3.1. Control Packet Buffering. The motivation of this tech-
nique is the reduction of overhead.Thus, we send the control
packets from the buffer synchronously.This strategy employs
a buffer in which the control packets are temporarily stored.
All the control packets, which are ready to send, are first
stored in the control buffer. The main core of this technique
consists on sending the enqueued packets to corresponding
destinations in every time interval (it is established to 100ms).
The information included in each entry which is stored in
this buffer is (a) socket to send the packet, (b) the control
packet which is the particular message of the protocol, and
(c) destination address (it could be a broadcast address or a
unicast address sent to a determined node). We have utilized
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(1) if 𝐶ℎ𝑒𝑐𝑘𝐿𝑖𝑛𝑘(𝑑𝑠𝑡) = 𝑡𝑟𝑢𝑒 and 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝐸𝑟𝑟𝑜𝑟(𝑑𝑠𝑡) = 𝑡𝑟𝑢𝑒 then
(2) DeleteNeighbor(dst);
(3) DeleteAllRoutes(dst);
(4) if 𝑅𝑜𝑢𝑡𝑒𝐴𝑡𝑆𝑜𝑢𝑟𝑐𝑒(𝑑𝑠𝑡) = 𝑡𝑟𝑢𝑒 then
(5) SendRFA();
(6) else if 𝐶ℎ𝑒𝑐𝑘𝐷𝑎𝑡𝑎() = 𝑡𝑟𝑢𝑒 then
(7) SendLocalRepairAnt();
(8) else if 𝐶ℎ𝑒𝑐𝑘𝐻𝑒𝑙𝑙𝑜() = 𝑓𝑎𝑙𝑠𝑒 then
(9) SendUnicastPrecursor();
(10) end

Algorithm 1: Link failure management.

time intervals of 100ms because we got the best results in the
simulations.With this technique, there is not the overlapping
of control packets at the time of sending.

3.2. Outdated Route Management. This routing approach
utilizes a new technique to control the outdated routes. It is a
method that replaces pheromone evaporation.This technique
avoids the conflicts of the routes, which may be created in
an unnecessary manner. To achieve this goal, an event is
triggered every 2 s. The technique is described as follows. A
time-stamp field with the current time is established, every
time a register in the routing table is updated or created. If
the associated time-stamp field of each route from routing
table is minor than current time minus a time limit (it is
established to 5 s in the experiments), the particular register
of the route is deleted from the routing table. This time limit
can vary according to implementations. If it has low values,
then the system converges slowly to premature routes, but
with the drawback that the system may erase routes to active
destinations. On the other hand, if it has high values, it
implies a fast convergence in the creation of the routes but
with disadvantage of keeping outdated routes in the system.

3.3. Data Packet Management. This technique consists of
checking periodically the buffer for delayed data packets.
Every node, at the time of forwarding the data packet, checks
if it has a route to destination. If such route does not exist, it
enqueues the corresponding packet. By periodically checking
the buffer and resending packets, we obtain a better delivered
data packet ratio, without altering othermetrics, such as delay
or jitter. The time period for checking the buffer is around
100ms. Also, we want to note that the enqueued data packets
are always sentwhile there is a valid route to its corresponding
destination. We use this technique aiming to improve the
packet delivery ratio, trying not to lose any packet. To avoid
affecting other metrics as average end-to-end delay or jitter,
we employ a small execution time as previously mentioned.

3.4. Link Failure Management. In this management, we
control two processes. (a) The first one is related to fault
tolerant, and (b) the second one is related to the way of
neutralization the link failure management.

A common way to handle faults in control messages (an
ant agent in ACO-based protocols) is to trigger a mechanism
of neutralization process. This process involves the sending
of agents to repair the route or to notify the precursors
of the node about the failure. These agents are propagated
(by broadcasting) throughout the network until reaching
the source of the data session indicating that the route
has become invalid. In highly dynamic environments, such
neutralization processes are executed very often, inducing
a large overhead in terms of packets and bytes. To fix this
weakness, we employ a new technique that checks if a route
exists (i.e., regular pheromone value greater than zero). If a
path exists, we send the control message (unicast); otherwise
the agent does not send.

Moreover, we try to neutralize the node/link failure as
follows. The first event that occurs when there is a node
failure is that the node that perceives the failure updates its
neighbors table and deletes all routes which have the failure
node as next hop. Then we proceed in this way. If there is
no route at source node, a reactive forward ant is sent. If
there is no route at an intermediate node and a data packet
was being forwarded when the failure occurred, a route
repair forward ant is sent to every destination of all affected
data sessions. If there is no route at the intermediate node
and a control packet (HELLO message is not consecutively
received at every certain interval) was being forwarded, no
neutralization message is sent. If there is no route at the
intermediate node and a unicast control packet (different to
HELLO) was being forwarded, we send a unicast message to
precursor node. This process is repeated as often as needed
until the source node is reached. Another functionality is
the next. At the moment the data packet is ready to be
forwarded to next hop, our algorithm checks if there is or
not a valid route to destination of the current data session.
In the case there is not valid route, our algorithm enqueues
the current data packet and sends a local route repair ant to
fix the problem. Also, in this method, the current node sends
a unicast message to all reachable neighbors. The neighbors
which receive this message sent the same message to its
precursors if they have it. Otherwise, they stop sending.

The basic functionality is described in Algorithm 1.

3.5. Route Exploration Management. In our algorithm, we
use proactively a method in the route exploration using
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the concepts of Simple-ACO [8]. With this approach, we
are able to reduce even more the protocol overhead. The
modifications in Simple-ACO are the following.

(i) We do not use evaporation process.

(ii) We use free-loop method when the route with all
visited nodes is created.

(iii) We do not need to set initial pheromone value
toward every one-hop neighbor andwe do not update
pheromone value anymore. We utilize the message
HELLO to this end. Every node that receives a
HELLO message from another one-hop neighbor
updates its route to such a neighbor with the new
pheromone value.

(iv) We use the probabilistic method like Simple-ACO to
send the proactive Ant.

(v) We have in consideration the Disjoint-Link route in
this process. Thus all alternative routes, created in
this process, are disjoint. The advantage of Disjoint-
Link routes are (a) a failure in one node only affects a
path, not the entire network, and (b) load balancing
is better because there are not repeated routes on the
disjoint property.

4. Simulation Results

We have performed several tests with the Network Simulator
NS-3 [17].Themost important performancemetrics thatwere
used in the experimentation are

(i) average end-to-end delay: measures the accumulative
effectiveness of experienced delays by packets going
from source to destination;

(ii) jitter: performance metric that measures the delay
variation between consecutive packets received;

(iii) overhead in number of bytes: relationship between the
average of transmitted control bytes and the average
of delivered data bytes;

(iv) overhead in number of packets: relationship between
the average of transmitted control packets by the
nodes of network and the average of delivered data
packets to their destinations;

(v) delivered data packet ratio: the fraction of correctly
delivered data packets versus sent;

(vi) throughput: volume of work or information flowing
through a system. It is calculated by dividing the total
number of bits delivered to the destination by the
packet delivery time.

We compare our proposal with purely reactive protocol
AODV. For the evaluation, we use two kinds of experiments.

4.1. Experiment A. We consider 100 nodes, randomly dis-
tributed in the area, with transmission range of 300m. The
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Figure 1: Average end-to-end delay (Experiment A).
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nodes aremoved according to the RandomWay Point (RWP)
pattern. We vary the pause time from 0 s to 240 s using
a time interval of 60 s. The scenario was rectangular with
dimensions 3000m × 1000m. The speed was set to constant
with value of 5m/s. Each simulation run uses 10 random
data sessions using the application protocol Constant Bit
Rate (CBR) beginning to send data at random from 0 s to
a maximum of 180 s. The sending rate is 512 bit/s, that is,
sending a packet of 64 bytes per second. The maximum
simulation time is established to 900 s. Each test consisted of
10 runs.

Figure 1 shows how our proposal HACOR has a better
performance in terms of delay than AODV at all pause times
considered. We can note that in HACOR the delay never
reaches the value of 100ms. Increasing the pause time has
two different effects on the general properties of the scenario
that are relevant for routing. Firstly, there is a decrease in
node mobility; since nodes stay still for longer periods, they
are less mobile, and the network becomes less dynamic. As a
consequence, the scenario becomes less difficult. Secondly, it
is related to the distribution of nodes over the network area
when the RWP mobility model is used.
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Figure 3: Overhead in number of bytes (Experiment A).

0

0.5

1

1.5

2

2.5

3

O
ve

rh
ea

d 
in

 n
um

be
r o

f p
ac

ke
ts

 

0 60 120 180 240
Pause time (s)

HACOR
AODV

Figure 4: Overhead in number of packets (Experiment A).

Figure 2 shows that the curve which represents the jitter
in HACOR has a behavior more uniform than the curve in
AODV. Also we can appreciate how the jitter is never more
than 110ms in our approach.

With regard to overhead in bytes, in Figure 3, we appre-
ciate how this property in HACOR is lower than in AODV
at all pause times. Also we show that the curve of HACOR
does not have extreme behavior and it is practically a straight
line.

Figure 4 shows a slightly similar behavior in compar-
ison to Figure 3. In this plot, we can appreciate how the
two curves are less steep. We can also observe that this
overhead in number of packets is less in HACOR than in
AODV.

According to Figure 5, the ratio is very distinguishing
performancemetric, and we observe how this metric is much
higher in HACOR than in AODV at all pause times. We also
check that the ratio is never less than 86%.Thus, we can affirm
that we get very good results with our proposal.

Figure 6 has a behavior similar to Figure 5, but this plot
uses another scale of values.
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4.2. Experiment B. This experiment was designed to assess
the scalability of our proposal. We vary the number of nodes
in the network from aminimum of 50 nodes up tomaximum
of 150 nodes with a constant node density. To this end,
we changed the scenario dimensions as follows: 750m ×
750m, 875m × 875m, 1000m × 1000m, 1125m × 1125m,
and 1250m × 1250m for number of nodes 50, 75, 100, 125,
and 150, respectively.These nodes were randomly distributed
with a transmission range of 300m and are also moved
according to the Random Way Point (RWP) pattern, which
has a pause time of 2 s and speed of 5m/s. It also uses 10
randomdata sessions using the application protocol Constant
Bit Rate (CBR) beginning to send data at random from 0 s
to a maximum of 180 s. The sending rate was 2048 bit/s, that
is, sending 4 packets of 64 bytes per second. The maximum
simulation time was established to 900 s. It employs a total of
10 runs in the experiment.

Figure 7 shows that delay is better inHACOR thanAODV
according to this complex scenario. We can observe that
both curves are increasing but the curve of AODV is more
accentuated than the curve of HACOR.
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Figure 8: Jitter (Experiment B).

Figure 8 shows how the jitter in HACOR is better than
AODV, and we can appreciate the curve in HACOR having a
uniform behavior than AODVs. In AODV the curve is more
irregular.

Figure 9 shows the overhead in number of bytes. We
appreciate that it is very similar in both approaches.

The overhead in number of packets is slightly higher in
HACOR than in AODV, but in dense networks around 150
nodes (according to Figure 10) the overhead is the same. We
can check a good performance with regard to this overhead
in number of packets with no dense networks.

Figures 11 and 12 show the ratio and throughput, respec-
tively. In both plots, we can appreciate the scalability of
the two protocols. In Figure 11, we observe how the ratio
decreases strongly in AODV than in our approach. In fact,
it implies that in HACOR we obtain a better delivery ratio
with the increment of nodes. Figure 12 shows the throughput
but using another scale. We can appreciate a similar behavior
than Figure 11.
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Figure 9: Overhead in number of bytes (Experiment B).
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Figure 10: Overhead in number of packets (Experiment B).

5. Conclusion

Mobile ad hoc networks are formed by wireless devices
without a predefined infrastructure. Due to highly dynamic
environments, forwarding the data from a source to a
destination is a critical and difficult task. This data routing
can be treated using several techniques, but we rely on the
bioinspired algorithms to solve this complex problem. Ant
Colony Optimization (ACO) algorithms are our inspiration.
ACO takes into account the behavior of ants at the time
of obtaining the food. This behavior is based on Swarm
Intelligence, that is, considers the collective behavior of some
animals, in our case ants. In this paper, we present HACOR,
a hybrid ACO-based routing protocol which has novel
characteristics and employs enhanced techniques compared
to its predecessors. The experimentation results show that
HACOR has a better performance than AODV according
to analyzed metrics. Overall, we can appreciate a significant
improvement with regard to overhead in number of packets.
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The communication between cell phones and sensor networks involves strong user authentication protocols to ensure the data and
network security. Generally, in order to obtain the relevant information, cell phones interact with sensor networks via gateways.
In 2009, according to Arjan Durresi and Vamsi Paruchuri scheme, this unique ability is used to provide better authentication and
security protocols that can be used to establish secure communications among cell phones and sensor networks. In this paper, we
show that their scheme is vulnerable to known attacks such as man-in-the-middle attack and reply attack, and it does not provide
mutual authentication between gateway node and cell phone. In addition, it does not establish session key after the authentication
phase. To fill this security gap, we proposed security patches and improvements, which overcome the weak features in the scheme
of Arjan Durresi and Vamsi Paruchuri. Finally, we came out with results which show that our improved security patch establishes
trust between the cell phone and gateway in the form of mutual authentication and provides the session key establishment after the
authentication phase.

1. Introduction

With the recent advances in information and communica-
tion technology, the wireless sensor networks (WSNs) have
attracted an increasing interest from researchers due to its
ubiquitous nature. Wireless sensor networks (WSNs) are
normally deployed in an unattended environment to collect
the data which are transmitted to the base-station traversing
some nodes via RF signals and routing schemes. In general,
most of the queries in WSN applications are issued at the
points of base stations or gateway (GW)nodes of the network.
However, due to the wireless nature of sensor node it may be
possible that a user can access sensor data directly without
involving the gateway. Thus, user authentication is a primary
concern in this resource-constrained environment before
accessing data from the sensor/gateway nodes. WSNs are
widely used in areas such as military, battlefield, homeland
security, healthcare monitoring, agriculture and cropping,
manufacturing, and measurement of seismic activity, and
so forth. Every sensor node has some level of computing

power, limited storage, and a small communication mod-
ule to communicate with the outside world over an ad
hoc wireless network [1]. Thus far authentication protocols
schemes have been proposed on the link layer [2–5] and the
network layer [6], and they provide sufficient security in the
wireless sensor networks.Meanwhile, protocols based onuser
authentication on the application layer in [7–10] have been
proposed where the secrets are stored into the gateway node
or base station. In that case, when a user wants to access data
through the gateway node or base station, he is authenticated
those protocols. Through cellular network, user can access
gateway of wireless sensor networks and get the data he wants
to access. Cell phones are ubiquitous and have a low power
transceiver that communicates with the base stations that are
typically located on a distance of a few miles. There are many
applications which would greatly benefit from using cell
phones in the ad hoc mode. Collecting data from a gateway
by a cell phone, needs an authentication protocols are needed
to prevent a malicious cell phone user frommisguiding other
users [11].
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In 2009, Durresi and Paruchuri [12] proposed architec-
ture among the cellular network andwireless sensor networks
with protocols to establish secure communication. According
to their scheme, the gateways are connected to an authentica-
tion server (AS), and each sensor network has its own AS in
charge of their security. A central server (CS) that interacts
with all ASs and cell phones is required. The CSs communi-
cate with cell phones through the existing cellular network
only to exchange control and security information. The data
communication between cell phones and sensor networks
(gateways) is done through ad hoc channels. The control of
the security across all the sensor networks is done by the CS,
and it could be distributed. To utilize the advantages of both
cell phones and sensor nodes, the use of gateways nodes was
proposed. These nodes act as sinks for sensor networks to
obtain and aggregate the relevant information sensed by the
sensor network. Gateways act also as intermediates through
which the cell phones get information from sensor networks.
Cell phones can communicate with cellular network and
sensor networks at the same time. They claimed that this
unique ability is used to provide better authentication and
security.

Unfortunately, this paper finds that Arjan et al.’s scheme
is susceptible to information leakage attack, to man-in-the-
middle attack, reply attack, and no mutual authentication
between the cell phone and the gateway, and no session key
is established between the cell phone and the gateway node at
the end of the authentication phase.

The rest of the paper is structured as follows. Section 2
briefly reviews Arjan et al.’s schemes. Section 3 elaborates on
the weaknesses and security pitfalls of his scheme. Section 4,
presents our improved security patch over Arjan et al.’s
scheme. Section 5 reveals the performance analysis of the
presented scheme and Section 6 concludes this paper.

2. Review of Arjan et al.’s Scheme

In this section, we review Arjan et al.’s schemes. The first
scheme uses asymmetric key cryptography, whereas the other
scheme use symmetric key cryptography between cell phones
and gateways.

2.1. Review on Using Secure Infrastructure and Asymmetric
Cryptography Scheme. Thefirst scheme ofArjan et al. is using
the identity-based cryptography (IBC) to provide a secure
connectivity. According to their architecture, each sen-
sor node has a private key generator (PKG) which is part of
the authentication server.The notations used throughout this
paper are given in Table 1.

The system model of Arjan et al.’s architecture is defined
by different components as follows:

(i) cell phones (CP)
(ii) cellular base station (CBS)
(iii) central server (CS)
(iv) authentication server (AS)
(v) sensor networks
(vi) gateways (𝐺).

Table 1: Notations and descriptions.

Notations Descriptions
𝑆ID Session identity
ID
𝐺

ID of the gateway
ID
𝑁

ID of the sensor network
𝐾
𝑆

Session key
EK (M) Encryption of message M with key K
SK Secret key
PK Public key
SKPKG Secret key of the PKG
PKPKG Public key of the PKG

CBS

CP CP

Gateway

AS AS
CS

Sensor network 1 Sensor network 2

C

CSCCCCC

Figure 1: Arjan et al. network architecture.

The proposed architecture by Arjan et al. is shown in
Figure 1, and they claimed that it supports secure communi-
cation among cell phones and sensor networks.

In Figure 1, the CP does not communicate directly with
the sensor network. It has first to be requested from the CS
a PKPKG of that particular sensor network. The CS generates
the 𝑆ID for the CP and also requests to the AS of the sensor
network a SKPKG corresponding to that 𝑆ID of the CP. The
CS then transmits the 𝑆ID, PKPKG and the SKPKG to the CP
through the cellular network. The CP will use this triplet to
communicate with the sensor network via the gateway.

Initially the CP interacts with the CBS, and after the CP
is authenticated by the BCS, a session key 𝐾

𝑆
is established

to secure their communication [13, 14]. Once the CP wants
to communicate with sensor network through the gateway, it
sends a request to the CS via the cellular network. CP sends
the ID

𝑁
of the sensor network and the ID

𝐺
of the gateway

encrypted with𝐾
𝑆
as follows:

CP → CBS : ⟨𝐸
𝐾
𝑆

[ID
𝑁 ‖ ID𝐺]⟩ . (1)

The CS interacts with the AS of the given sensor network in
the aim to obtain the SKSID corresponding to the 𝑆ID of the
CP. The message is sent to the CP via the cellular network as
follows:

CBS → CP : ⟨𝐸
𝐾
𝑆

[ID
𝑁 ‖ ID𝐺 ‖ 𝑆ID ‖ SKSID ‖PKPKG]⟩ .

(2)

The communication between the cell phone and the gateway
is done through ad hoc channels. To communicate with the
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given sensor network the CP sends a query to the gateway
𝐺 using his 𝑆ID and sign with its own private key. The CP
encrypts the query with the public key of 𝐺 generated using
the ID

𝐺
and PKPKG.

CP → 𝐺 : 𝑆ID ‖ 𝐸SKSID
[𝐸PKG [Query ‖ ID𝑁]] . (3)

Finally, the gateway responds to the message of the CP; the
gateway encrypts themessage with public key of CP and signs
with its secret key as follows:

𝐺 → CP : ID
𝐺 ‖ 𝐸SK

𝐺

[𝐸PKSID [Query ‖Reply ‖ ID𝑁]] .
(4)

2.2. Review on Using Secure Infrastructure and Symmetric
Cryptography Scheme. This scheme uses symmetric cryptog-
raphy to provide secure links between CP and gateways. The
CP shares keys with gateways. If the cell phone wants to
communicate with a sensor network, it sends the ID

𝑁
of that

sensor network through the cellular network to the CS.
The CS interacts with AS of that sensor network to obtain

a set of secrets key for the CP. The AS also distributes each
key of the set to some gateways. The CP broadcasts its 𝑆ID
when wants to communicate with the gateways. Only the
gateways with shared keys interact with the CP. When a CP
wants to communicate with the sensor network, it sends the
ID
𝑁
encrypted with the key shared with the CBS as follows:

CP → CBS : ⟨𝐸
𝐾
𝑆

[ID
𝑁
]⟩ . (5)

Themessage is sent through theCBS to theCSwhich interacts
with the appropriate AS, and then the AS provides a set of
privates keys (𝑆) to the CP as follows:

CBS → CP : ⟨𝐸
𝐾
𝑆

[ID
𝑁

|| 𝑆ID || 𝑆]⟩ . (6)

Now, the CP has the 𝑆ID and secrets keys to be authen-
ticated to the gateways. The CP broadcasts its 𝑆ID to the
sensor network in (7).Thus, only the gatewayswith the shared
pairwise key interact with CP after authentication procedure
as follows:

CP → ALL : ⟨𝑆ID⟩ , (7)

𝐺 → CP : ⟨𝑆ID, ID𝐺, 𝐸𝐾
𝑐

[ID
𝐺 ‖RAND]⟩ , (8)

CP → 𝐺 : ⟨𝑆ID, ID𝐺, 𝐸𝐾
𝑐

[ID
𝐺 ‖ 𝑓 (RAND)]⟩ . (9)

The gateway with the shared pairwise key sends a random
challenge with its ID encrypted with the key 𝐾

𝑐
shared with

the gateway to the CP in (8), and the CP responds to the
challenge in (9) for the authentication purpose by the gate-
way.

3. Cryptanalysis and Weakness of
Arjan et al.’s Schemes

Initially the cell phone interacts with the cellular base station.
The cell phone is authenticated by the cellular base station and
a session key 𝐾

𝑆
is established to secure the communication

between the cell phone and the cellular base station. Arjan

et al. claimed that the fact that the 𝑆ID and SKSID are obtained
via the cellular network benefits, the scheme strong and
secure authentication.

However, their scheme presents a gap of weakness secu-
rity as follows.

(i) Information leakage attack: as an alternative, the
attacker can perform aman-in-the-middle attack [15]
(enter between the cell phone and the cellular base
station by using a malicious cell phone and fake
cellular base station), such that all the messages pass
through the attacker. During the authentication phase
between the cell phone and the cellular base station,
only the cell phone is authenticated to the cellular base
station while there is no mechanism to authenticate
the cellular base station to the cell phone. Then, any
adversary can perform theman-in-the-middle attack.

(ii) Replay attack: the attack occurs when an adversary
intercepts the message (3) and (7) (i.e., if the attacker
accesses the SIM card of the legitimate user) and
replays it, he might impersonate the gateway to be
a real cell phone using an authenticated session key
unless the gateway remembers indefinitely all pre-
vious sessions keys used with the cell phone. Here,
Arjan et al.’s scheme, does not provide anymechanism
to prevent the re-use of olds sessions keys. The
gateway responds to the adversary’s query, and CP-
adversary, who is an adversary and not a legitimate
user of the sensor network system, finally, he enjoys
the resources as an authorized user without being a
member of the system.

(iii) Session-key establishment: Arjan et al.’s scheme does
not establish the session key between the cell phone
and the gateway after authentication phase. After
successful user authentication, the involved parties
should establish a session key, so that subsequent
messages could transmit securely. Thus, Arjan et al.’s
scheme fails to establish the session key after user
authentication phase.

4. Proposed Security Improvements

4.1. Protection againstMan-in-the-Middle-Attack. To resist to
the man-in-the-middle attack, we propose to use 3G instead
of 2–2.5Gnetworks. InGSMauthentication only user authen-
tication to the network is provided. To come out this weak-
ness we propose to use 3G network where [16] both network
and cell phone can authenticate each other. Thus the mutual
authentication is well performed and can avoid against a
man-in-the-middle attack.

4.2. Protection against Reply Attack with Mutual Authentica-
tion between Cell Phone and Gateway. It was identified in
Section 3(ii) that there is a possibility of a replay attack in
Arjan et al.’s scheme.The reason of the possibility of the replay
attack is due to the absence of mechanism to prevent the
re-use of olds sessions keys. In the case of an adversary can
capture the messages (3) and (7), can replay them and access



4 International Journal of Distributed Sensor Networks

to the resources of the sensor networks. To overcome to this
security flaw, we propose to use nonce and timestamp for
mutual authentication between cell phone and gateway. Arjan
et al.’s scheme can be amended by Table 2.

Before detailed discussion of the proposed scheme, some
assumptions are made and are not supposed to be violated
while executing the scheme. The assumptions are mentioned
below.

(1) The CP is registered to the AS via CBS using 3G tech-
nology.The AS assigns the 𝑆ID and the corresponding
secret key to the CP via the sameCBS.We assume that
all the clients and service providers are supposed to be
honest in the registration phase.

(2) Using a secure communication channel, the AS as-
signs ID and private key to each gateway.

The authentication phase (AP) is invoked when the cell
phone wants to login theWSN and access data from the gate-
way with the followings steps.

4.2.1. Using Secure Infrastructure and Asymmetric
Cryptography Scheme

AP-1.The cell phone generates a secret number 𝑋cp and cal-
culates 𝑉cp as follows: 𝑉cp = 𝑔

ℎ(𝑋cp ||𝑁cp) mod 𝑝 and sends to
𝐺. Here𝑁cp is the nonce of the cell phone. To send the query
𝑄 to the gateway, the cell phone encrypts it with the public
key of the gateway and signs it with its own private key: 𝑄 =

𝐸SKSID
[𝑆ID‖𝑇cp‖[𝐸PKG(Query‖ID

𝑁
)]]. 𝑇cp is the timestamp of

the cell phone. The CP sends 𝑉cp and 𝑄 in the message (3) to
the gateway.

AP-2. Upon receiving message (3) from the cell phone, the
gateway decrypts it and performs the followings actions.

(1) The gateway 𝐺 validates the time 𝑇cp and check if
(𝑇
𝑔
–𝑇cp) ≥ Δ𝑇. If yes, then abort if not continueswith

the next step. Here, 𝑇
𝑔
is the current timestamp of the

gateway and Δ𝑇 is the defined time interval for the
transmission delay.

(2) The gateway verify if 𝑆ID = 𝑆



ID if yes, then the gate-
way node considers that, this is a legitimate user and
proceeds to the next step; otherwise, it terminates the
operations.

(3) The gateway generates a secret number 𝐿
𝑔
and with

𝑉cp, 𝐺 calculates the session key 𝑆ESK = 𝑉

𝐿
𝑔

cp mod
𝑝. Subsequently, the gateway generates the nonce 𝑁

𝑔

then calculates 𝑉
𝑔
as follows: 𝑉

𝑔
= 𝑔

ℎ(𝐿
𝑔
||𝑁
𝑔
) mod 𝑝

and sends to cell phone 𝐵. Here, 𝐵 = 𝐸SESK(𝑉𝑔‖𝑁cp).
To respond to the query, the 𝐺 encrypts it with the
public key of the CP and signs it with its private key.
𝑅 = 𝐸SKG[ID𝐺‖𝑆ID‖𝑇𝑔‖𝐸PKSID[Query‖Reply‖ID

𝑁
]].

The 𝐺 sends 𝐵 and 𝑅 in message (4) to the cell phone.

AP-3. After receiving the reply message (4) from the 𝐺, the
CP performs the following actions.

Table 2: Notations and descriptions.

Notations Descriptions
𝑁cp Nonce generated by cell phone
𝑇cp Timestamp for cell phone
𝑋cp Cell phone’s secret number
𝑉cp Value of Diffie-Hellman function for cell phone
𝑉
𝑔 Value of Diffie-Hellman function for gateway

𝑇
𝑔 Timestamp of gateway

𝑁
𝑔 Nonce generated by the gateway

𝐿
𝑔 Gateway’s secret number

𝑆ESK Session key

ℎ(⋅)

Cryptographic hash function, for example, SHA1 and
SHA2

‖ Denotes concatenation operation
𝑝 A large prime number
𝑔 Primitive element in the Galois field GF (𝑝)

(1) checks if (𝑇cp–𝑇𝑔) ≤ Δ𝑇, thenCPproceeds to the next
step; otherwise, the step is terminated.HereΔ𝑇 shows
the expected time interval for the transmission delay.

(2) The CP decrypts the message with its private key and
check if 𝑁cp = 𝑁cp, ID



𝐺
= ID
𝐺
if yes, then continues

to the next step if not abort it.

(3) The CP obtains𝑉
𝑔
and calculates the session key 𝑆ESK

using the followings: 𝑆ESK = 𝑉

𝑋cp
𝑔 mod 𝑝.

(4) Now, the CP sends the last message 𝑀
5
, to acknowl-

edge the session key from the gateway: 𝑀
5

=

𝐸SESK(𝐼‖𝑉cp).Here, 𝐼 = ℎ((ID
𝐺
)‖𝑁
𝑔
).

AP-4. While receiving the message𝑀
5
, the gateway performs

the following.

(1) It computes the session key and decrypts the sub
message, obtains 𝑁



𝑔
and 𝑉



cp. The gateway checks if
𝑁



𝑔
= 𝑁
𝑔
, 𝑉cp = 𝑉cp, if the conditions are true the

gateway believes that the CP is a legitimate one other-
wise not.

(2) Furthermore, the cell phone and the gateway node
share the session key 𝑆ESK to perform subsequent
operation during a session and the establishment of
the session key terminates the authentication phase.

4.2.2. Using Secure Infrastructure and Symmetric Cryptogra-
phy Scheme. To enhance to security in Arjan et al.’s scheme
using symmetric cryptography, the same assumptions are
taken in considerations. The authentication phase (AP) is
invoked when the cell phone wants to login the WSN and
access data from the gateway with the followings steps.

AP-1. CP generates a secret number 𝑋cp calculates 𝐼 and as
follows: 𝐼 = 𝑔

ℎ(𝑁cp ||𝑋cp) mod 𝑝. 𝑁cp is the nonce of the cell
phone. From the message (10), the cell phone broadcasts its
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𝑆ID with the value of𝐵 to all the gateways. Here,𝐵 = ℎ(𝐼‖𝑇cp),
and 𝑇cp is the timestamp of cell phone.

CP → ALL : ⟨𝐸
𝐾
𝑐

[𝑆ID, 𝐵]⟩ . (10)

AP-2.The gateway which shares the pairwise key will interact
with the cell phone with the actions below.

(1) The gateway 𝐺 checks if (𝑇
𝑔
–𝑇cp) ≥ Δ𝑇; if yes, then

aborts it if not continues with the next step.

(2) The gateway generates a secret number 𝐿
𝑔
and cal-

culates 𝐷 using the following: 𝐷 = 𝑔

ℎ(𝐿
𝑔
||𝑁
𝑔
)mod 𝑝.

G sends in message (11) a random challenge to the
cell phone encryption with the value of 𝐽. Here, 𝐽 =

ℎ(𝐷 ‖𝑇
𝑔
)

𝐺 → CP : ⟨𝑆ID, ID𝐺, 𝐸𝐾
𝑐

[𝐽 ‖𝑁cp ‖ ID𝐺 ‖ 𝑓 (RAND)]⟩ .

(11)

AP-3. While receiving the message (11), the CP decrypts the
message and performs the followings.

(1) The CP validates the time 𝑇
𝑔
and check if (𝑇cp–𝑇𝑔) ≥

Δ𝑇; if yes, then abort it, if not continues with the next
step.

(2) The CP verifies if𝑁cp = 𝑁cp if yes, then, continues to
the next step if not abort.

(3) Then, the cell phone calculates the session
key to respond to the challenge 𝑆ESK =

ℎ(ℎ(SID)‖𝑁cp‖ID𝐺‖𝑁𝑔). Now, the CP sends through
message (12) the response,

CP → 𝐺 : 𝐸
𝐾
𝑐

(𝑆ESK ‖ 𝑓 (RAND)) . (12)

AP-4. Upon receiving message (12) from the cell phone, the
gateway computes the message and decrypts the sub message
to retrieve the session key and check if ID

𝐺
= ID
𝐺
, 𝑁
𝑔

=

𝑁
𝑔
, if yes the gateway believes that the CP is a legitimate one

otherwise not.
Finally, the cell phone and the gateway shares the session

key 𝑆ESK to perform subsequent operation during a session
and the establishment of the session key terminates the au-
thentication phase.

5. Performance Analysis of Proposed Scheme

In this section, we summarize security features and perfor-
mance analysis of our proposed scheme and compare its
security features and robustness with the scheme of Arjan et
al. The performance analysis demonstrates that our scheme
is more secure and robust than the scheme of [12], and
achievesmore security features, whichwere not considered in
the aforementioned scheme. In addition a comparison with
recent secure communication in WSN with our proposed
protocol is done for the sufficient qualities.

5.1. Security Analysis

(1) Mutual authentication between the CP and the CBS:
our scheme proposes to use 3G instead of 2–2.5G
networks. The GSM authentication mechanism is
only one way; therefore, the user is not given the
assurance that he has established a connectionwith an
authentic serving network.With 3G technology, there
is the assurance that authentication information and
keys are not being re-used (key freshness).

(2) Mutual authentication between the CP and the 𝐺: in
message (3) AP-2, the gateway verifies if the ID of
the CP is the real one got from the AS, also the cell
phone checks if𝑁cp = 𝑁cp in AP-3 of message (4). By
the end, the gateway verifies if 𝑁

𝑔
= 𝑁
𝑔
, 𝑉cp = 𝑉cp

and both of them are mutually authenticated. In the
case of symmetric cryptographic scheme, the same
analyses are applied in message, (11) and (12).

(3) Man-in-the middle attack: in message (3), if an
attacker intercepts𝑉cp, he cannot calculate the session
key without knowing the secret number 𝐿

𝑔
stored

in the gateway. Even if the attacker could calculate a
session key, the cell phone should reject the request
because in AP-3 of message (4), the cell phone will
check if 𝑁cp = 𝑁cp, ID



𝐺
= ID
𝐺
. The same analyses

are applied in message (12) in the case of symmetric
cryptographic scheme.

(4) Reply attack: in this case, an attacker can steal the SIM
card of the user of the cell phone and puts it in its
cell phone. In this case, the attacker can use the 𝑆ID
from theAS and try to access theWSN.Our scheme is
timestamp based and nonce based. In the timestamp-
based scheme, if an adversary wants to replay the
mutual authentication message to the gateway or cell
phone, then 𝐺 or CP would reject it, because they
validate the timestamp (𝑇cp or 𝑇𝑔) and if it is expired,
they terminates further operations. On the other
hand, in the nonce-based authentication scheme, if an
intruder replays themutual authenticationmessage to
the 𝐺 or CP would reject it because the nonce (𝑁cp
or 𝑁
𝑔
) is randomly generated and expires after the

session is terminated or expired.
(5) Session key establishment: a session key, 𝑆ESK is estab-

lished between the cell phone and the gateway after
authentication process. This key is different in each
session and cannot be replayed after the session
expires.

As illustrated in Table 3, it is obvious that the proposed
scheme is a secure user authentication protocol and provides
more security services than Arjan et al.’s scheme.

5.2. Performance Comparison among Existing Protocols.
Recent researches have been conducted in WSN communi-
cation, and results show that they are efficiently secured in
terms of computation cost and communication cost. Differ-
ent existing schemes [17–23] have been analyzed in their
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Table 3: Functionality comparison.

Arjan et al.’s scheme
[12]

Our
scheme

(A) Security features
Mutual authentication
between CP and CBS No Yes

Mutual authentication
between CP and G No Yes

Secure session key agreement No Yes
Avoid replay attack No Yes
Avoid man-in-the middle
attack No Yes

(B) Computation type
Symmetric en/decryption Yes Yes
Asymmetric en/decryption Yes Yes
Authenticator function No Yes

communication protocols for the whole communication and
confirmation of all entities (i.e., user, gateway, and sensor). In
some cases all entities exchange messages or some of them
only can exchange messages. In all cases, we carefully took
in consideration the behavior of each protocol so that we
can see how our protocol is efficient. Let us set 𝑇

ℎ
as the

computation time, and let us set 𝑇
𝑠
as time for symmetric

cryptosystem (the private/public key computation time), as
referred in [17–23].The comparison result is given in Table 4.
The purpose of the performance analysis is to minimize the
power consumption of the sensor node as it is a primary
concern in this resource-constrained environment. In the
Arjan et al.’s scheme, they did not deal with communication
between sensor node and user, and we have kept this
architecture because we found that it is the best one in term
of sensor node with less power consumption. Thus, there is
no computation activity among cell phone user, and sensor
nodes. The performance comparison results of our proposed
protocol and related ones are illustrated in details in Table 4.

The results from Table 4 show that the proposed protocol
in the authentication phase (with authentication verification
and mutual authentication) requires 6𝑇

𝐻
hush function and

3𝑇
𝑆
for symmetric cryptosystem, whereas in others protocols

[17–19] and [20] need 9𝑇
𝐻

+ 6𝑇
𝑆
+ 2MAC, 7𝑇

𝐻
, 6𝑇
𝐻

+ 8𝑇
𝑆

and 2𝑇
𝐻

+ 4𝑇
𝑆
; respectively, for whole authentication phase.

From this analysis, we can see that for time complexity, our
protocol needs 3𝑇

𝑆
to achieve the calculation of public/private

key, whereas others needs more for that operation. The
good reason behind that is the less power consumption of
the devices. Regarding the time complexity, our protocol
requires 6𝑇

𝐻
for hush function calculation (9𝑇

𝐻
, 7𝑇
𝐻

+

6𝑇
𝑆
) and 2𝑇

𝐻
for others. Analyzing the performance of the

proposed protocol in term of communication cost, the result
from Table 4 reveres that our protocol requires 3 messages
exchange for the whole communication and confirmation
of all entities. Watro et al.’s protocol needs only 2 messages
exchange because their protocol does not deal with gateway
node communication. The user communicates straight with
the sensor node. Even if our protocol has onemoremessage of

Chen et al.

Pardeep et al.

Ndibanje et al.

Watro et al.

Proposed

31%

21%

10% 14%

24%

Hash function

Figure 2: Total time complexity (hash function).

Symmetric cryptosystem

0%

Chen et al.

Pardeep et al.

Ndibanje et al.

Watro et al.

Proposed

14%

19%

38%

29%

Figure 3: Total computation cost (symmetric cryptosystem).

message exchanges as that of Watro et al.’s and same number
of message exchanges in [19], the message size (the content
of the messages exchanges) of ours is smaller than them.
Hence, the proposed protocol has a valuable computation
cost among the compared protocols.

Figures 2 and 3 show the total time complexity of hash
function and computation cost of cryptosystem respectively,
while Figure 4 describes the total messages exchanges for the
whole communication and confirmation of all entities used
in the protocols aforementioned.

6. Conclusion

In real time, as a cell phone user can access data from gateway
trough wireless sensor network; it is imperative to control
data accessibility with strong user authentication protocols.
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Table 4: Performance comparison with related protocols.

Related protocols Protocol: authentication (verification and mutual authentication) Comm cost
User 𝐺-node 𝑆-node

Chen and Shih [17] 1𝑇
𝐻

5𝑇
𝐻

1𝑇
𝐻

4 ME
Kumar et al. [18] 4𝑇

𝐻
+ 2𝑇
𝑆

4𝑇
𝐻
+ 2𝑇
𝑆
+ 1MAC 1𝑇

𝐻
+ 2𝑇
𝑆
+ 1MAC 4 ME

Bruce and Lee [19] 4𝑇
𝐻
+ 4𝑇
𝑆

2𝑇
𝐻
+ 4𝑇
𝑆

N/A 3 ME
Watro et al. [20] 1𝑇

𝐻
+ 2𝑇
𝑆

N/A 1𝑇
𝐻
+ 2𝑇
𝑆

2 ME
Proposed 4𝑇

𝐻
+ 2𝑇
𝑆

2𝑇
𝐻
+ 1𝑇
𝑆

N/A 3 ME
N/A: not applicable; ME: messages exchanges.

Communication cost

Chen et al.

Pardeep et al.

Ndibanje et al.

Watro et al.

Proposed

12%

19%19%

25%25%

Figure 4: Total messages exchanges for whole communication.

In this regard, we have proposed enhancements to the scheme
of Arjan et al. which suffers from Information leakage attack,
does not provide mutual authentication between gateway
node and cell phone, not able to establish session key after the
authentication phase and it is susceptible to reply attack. To
remedy the aforementioned flaws, we have proposed security
patches and improvements, that overcome the weak features
of Arjan et al.’s scheme and can be incorporated in their
scheme for a more secure and robust authentication protocol
in WSNs. Hence, through analysis, we came out with the
conclusion that in our enhanced proposed improvement, the
cell phone authenticates the gateway and both parties can
trust on the authenticity of each other.
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In ubiquitous sensor networks (USN), sensor node localization is normally performed with global positioning system (GPS) or
radio signal strength (RSS) between a target node and reference nodes. Because GPS is not available in indoor environments,
RSS-based approach is commonly used for indoor localization. However, RSS-based approach is hard to be applied to real indoor
environments (e.g., home) because of signal interferences with various indoor obstacles such as walls, doors, furniture, and electric
appliances. In this paper, we propose an efficient indoor localization method for Zigbee sensor nodes by classifying link quality
indicator (LQI) patterns between a target node andmultiple reference nodes rather than using calculation with RSS values. And we
also present the results of indoor localization experiments in our ubiquitous home network test bed using the proposed localization
method.

1. Introduction

In recent years, ubiquitous sensor network (USN) is globally
accepted as an essential infrastructure for ubiquitous com-
puting systems. And localization in USN becomes a very
important functionality because the location-based service
(LBS) is one of the most typical applications of ubiquitous
computing [1–3].

Basically, localization in USN is performed by measuring
strength, arrival time, or arrival angle of transferred radio
signals between a target node and multiple reference nodes
based on the theory that the measured values of signal
strength (link quality), arrival time, or angle change with
distance between the target node and the reference nodes.
Those measured values are used to calculate location of the
target node with the triangulation or centroid techniques.
However, suchmethods are hard to be applied to indoor envi-
ronments (e.g., ubiquitous home environment [4]) because of
radio signal reflection, loss, and distortion caused by various
obstacles, such as walls, doors, furniture, and electric appli-
ances. Consequently, those interferences result in localization
errors.

In this paper, we propose an efficient indoor localization
method for Zigbee sensor networks using classification of

link quality patterns between each reference node and a target
node in a specific location rather than using calculation
with signal strength, arrival time, or angle. To classify link
quality patterns for each location, we used an artificial neural
network (ANN) classifier trained for a target environment.
Furthermore, we performed actual experiments in our ubiq-
uitous home test bed to evaluate the proposed method.

The rest of the paper is organized as follows. Section 2
analyzes typical USN localization techniques as related works
and discusses the problem to be faced when they are used
in actual indoor localization applications. Section 3 describes
the design of the proposed localization method in detail.
Section 4 explains experimental environment and discusses
experimental results of the proposed localization method.
Finally, Section 5 summarizes the paper and describes the
future research direction as conclusion.

2. Related Works

As mentioned above, typical localization techniques such
as triangulation and centroid use received signal strength
indicator (RSSI), time of arrival (ToA), time difference of
arrival (TDoA), or angle of arrival (AoA) of radio signal
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Figure 1: LQI value measurement and gathering.

transmission to estimate distances between a target node and
multiple reference nodes. Recently, some researches [5–7]
discuss indoor localization of sensor nodes in USN using
LQI to measure distance between a target node and reference
nodes.

RSSI measures the attenuation in radio signal strength
between sender and receiver. The power of the radio signal
falls off exponentially with distance, and the receiver can
measure this attenuation in order to estimate the distance to
the sender [8, 9]. ToA is based on the speed of radio wave
propagation and the measured time it takes for a radio signal
to move between two objects. Combining this information
allows the ToA system to estimate the distance between
sender and receiver [10]. TDoA techniques measure the dif-
ference of arrival times. It requires beacon nodes to transmit
both ultrasound and RF signals simultaneously. A sensor
will measure the difference of the arrival times between the
two signals and determine the range to the beacon node.
Unlike the previous techniques, which measure distance [11],
AoA techniques measure the angle at which a signal arrives.
Angles can be combined with distance estimates or other
angle measurements to derive positions. AoA is an attractive
method due to the simplicity of the subsequent calculations
[12].

Thus, triangulation and centroid techniques based on
RSSI, ToA, TDoA, or AoA methods are hard to be applied
to indoor environments because of radio signal interferences
caused by various indoor obstacles that result in estimation of
wrong distances between a target node and reference nodes.
Furthermore, reduction of battery power of the target or
reference nodes may also affect estimation of the distances.

3. Proposed Localization Method

This section explains the proposed localization method in
detail. In the proposed method, we applied symbolic local-
ization [13] that provides location information referring to
predefined abstract notions of place, for example, “Kitchen,”
“Living room,” and “Bedroom,” because symbolic locations
are more useful than specific physical coordination for

most of the location-based services. In some cases where
the underlying localization system provides only physical
locations, the location-based service applications need to
transform the given physical locations into some predefined
symbolic locations to aware location context.

3.1. Measurement of Link Qualities. A traditional radio trans-
ceiver provides RSSI as a metric to determine link quality.
The latest transceivers such as Chipcon’s CC2420 Zigbee
transceiver provides an additional metric called link qual-
ity indicator (LQI), which is a more comprehensive value
reported by the radio that takes inmultiple factors. LQI values
are assumed to be more reliable to estimate link quality and
have better correlation with distance between two sensor
nodes than RSSI values [14, 15]. So, we choose LQI tomeasure
link quality patterns for a target node.

Figure 1 shows how LQI values between the target node𝑇
and the reference nodes 𝑅

1
∼ 𝑅
5
are measured and gathered.

As shown in the figure, 𝑇 broadcasts a beacon packet 𝑃
periodically and the reference nodes in the vicinity receive 𝑃.
After receiving 𝑃, each reference node gets the LQI value for
reception of𝑃 and sends the LQI value to the base station that
performs the localization procedure for 𝑇 with these values.

3.2. Classification of LQI Patterns. To classify LQI value
patterns, we adopted ANN classifier [16, 17]. Actually, LQI
values between the target node and a reference node are not
always the same even when measured in the same position
and environment. In addition, there could be loss of beacon
packets for measuring LQI values due to unreliable Zigbee
radio or transport protocol. The major benefit of using ANN
is that it can provide feasible classification results with such
unstable data based on its error tolerance feature.

The ANN that we use is the multilayer perceptron (MLP)
[16] consisting of three layers: input, hidden, and output lay-
ers. As shown in Figure 2, we associate the input nodes with
reference nodes 𝑅

1
∼ 𝑅
𝑚
and the output nodes with prede-

fined symbolic locations such as “Kitchen” and “Bedroom.”
An MLP model for localization is produced by learning pat-
terns of LQI values between a target node and reference nodes
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Table 1: Result of the experiments. : Correct classifications, : Misclassifications at border areas, : Incorrect classifications.

Location Classified as
Entrance Living room BathroomBedroom Kitchen Guest room Back door 

Entrance 47 3 5 3 2 0 0 

Living room 2 47 3 0 7 0 1 

Bedroom 7 1 45 4 3 0 0 

Bathroom 7 1 3 43 4 1 1 

Kitchen 0 3 1 4 44 5 3 

Guest room 0 1 1 2 4 40 12 

Back door 0 1 0 0 4 7 48
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Figure 2: Structure of MLP classifier for localization.

in a supervised manner using the error back-propagation
(EBP) algorithm [16].Thus the resultingmodel represents the
current location of the target node as associated with LQI
values 𝑥

1
∼ 𝑥
𝑚
.

In more detail, assume that ⃗𝑋 ≡ 𝑋
1
× ⋅ ⋅ ⋅ × 𝑋

𝑚
is the

domain of LQI value tuples, where 𝑋
𝑗
is the domain of an

LQI value 𝑥
𝑗
from a reference node 𝑅

𝑗
. A classifier learning

dataset𝐷 = {𝑑
1
, . . . , 𝑑

𝑁
} and each learning data 𝑑

𝑖
= ⟨ ⃗𝑥, 𝑐⟩ ∈

⃗
𝑋 × 𝐶, where 𝐶 is the domain of a symbolic location 𝑐 and
⃗𝑥 ≡ ⟨𝑥
1
, . . . , 𝑥

𝑚
⟩ is a tuple of LQI values measured at location

𝑐. Note that each LQI value ranging from 0 to 255 needs to be
normalized to a scale of 0 to 1 for learning.

4. Experiments

4.1. Experimental Environment. Figure 3 illustrates our ubiq-
uitous home test bed and the actual Zigbee sensor nodes used
in the experiments. As shown in the figure, the test bed has
7 locations such as “Entrance,” “Living room,” “Bedroom,”
“Bathroom,” “Kitchen,” “Guest room,” and “Back door.” And
there are sevenZigbee sensor nodes including onemobile tar-
get node and six reference nodes indicated with red rounded
rectangles. Each sensor node is developed with a CC2420

Zigbee radio transceiver [18] and basically acts as a wireless
sensor node getting environmental data such as temperature,
humidity, and brightness of the test bed.We used aWindows-
based laptop PC as the base station and implemented the
experimental localization classifier on the base station using
WEKA [19], an open datamining library implemented in Java
[20].

4.2. Experimental Data. For learning and testing of the local-
ization classifier, it is required tomeasure LQI values between
the target node 𝑇 and the reference nodes for each location
of the test bed. We gathered LQI values for each location
moving from the center of the location to the border of the
location along with a spiral trajectory. At first, we gathered
100 tuples of LQI values for each location (i.e., total 700
tuples for 7 locations) and used the tuples to train the loca-
lization classifier. Figure 4 illustrates comparison of LQI value
patterns among the three adjacent locations of the test bed:
“Entrance,” “Living room,” and “Kitchen.” The diagrams are
generated from the LQI value tuples used for learning. For
reference, the 𝑥-axis displays each reference node and the 𝑦-
axis displays normalized LQI values. As shown in the dia-
grams, the range of individual LQI values widely overlaps
among the locations, but the tuples of LQI values at each
location form distinguishable patterns.

4.3. Experimental Results and Discussion. After training the
localization classifier, we gathered another 60 tuples of LQI
values for each location (total 420 tuples for 7 locations)
at randomly selected positions within the location to test
the classifier. Table 1 shows the confusion matrix for the
test results. As shown in the matrix, the overall localization
accuracy is about 74.8%. Actually, in the real application
environments where the trails of the target node are mostly
concentrated around the center of each location, the overall
accuracy would go up due to the reduction of misclassifica-
tions at the border areas (lightly shaded cells in the matrix).

Table 2 compares the localization results between differ-
ent test datasets to show the effect of misclassifications at
the border areas. The first row of the table summarizes the
matrix in Table 1 where all the 420 LQI value tuples gathered
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Figure 3: Our ubiquitous home test bed: (a) floor plan, (b) snapshot, and (c) Zigbee sensor node with CC2420.
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Figure 4: Patterns of LQI values measured at (a) Entrance, (b) Living room, and (c) Kitchen.

at each location are used as the test data. And the second
row of the table summarizes the localization results of using
280 tuples excluding 140 tuples gathered around the border
of each location. As shown in the table, when we exclude

LQI value tuples around the border areas, the localization
accuracy goes up from 74.8% to 91.8%. Based on these results,
we can insist that the overall localization performance would
be feasible in the actual application environments.
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Table 2: Effect of the misclassification at the border areas.

Test data Results
Correct Misclassified Incorrect Accuracy

420 tuples 314 81 25 74.8%
including border data
280 tuples 257 16 7 91.8%
excluding border data

Table 3: Localization result with the triangulation method.

LQI data Results
Correct Incorrect Accuracy

420 tuples from the test data
set (using the 3 highest values) 203 217 48.3%

Table 3 shows additional localization result with the trian-
gulationmethod using the dataset used to test the localization
classifier in the previous experiments. To calculate location of
the target node, we chose the 3 highest LQI values from each
tuple of the test dataset and then identified locations of the 3
reference nodes that measured those highest LQI values. As
shown in the additional localization result, interference with
the walls of the test bed affected localization accuracy of the
triangulation method, which is based on the theory that the
measured values of link quality fall off with distance between
the target node and the reference nodes. That is, with such a
localization method, it is hard to provide proper localization
accuracy in some indoor environments with obstacles such
as walls of the test bed.

In addition, it is possible to improve the localization
performance more by using topological knowledge about the
application environments. For instance, we can remove the
incorrect classification results (darkly shaded cells in Table 1)
using an adjacency matrix among the locations.

5. Conclusion

Localization is one of the most important functionalities of
ubiquitous sensor networks because the location-based ser-
vice is one of themost typical applications of ubiquitous com-
puting.

In this paper, we proposed an efficient indoor localization
method for Zigbee sensor networks using classification of
link quality patterns between each reference node and a target
node in a specific location rather than using calculation with
received radio signal strength or arrival time. To classify link
quality patterns for each location, we implemented an ANN
localization classifier with WEKA and Java based on the
proposed localization method. Furthermore, we performed
localization experiments in our ubiquitous homenetwork test
bed using the actual Zigbee sensor nodes deployed in the test
bed and the ANN localization classifier.

Finally, our future research direction will focus on indoor
human location tracking and behavior recognition based on
the proposed localization method and a temporal pattern

recognition technique such as hiddenMarkovmodel (HMM)
[21].
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In the sensor network using distributed coordination function (DCF) of carrier sense multiple access/collision avoidance
(CSMA/CA), sensor nodes have to necessarily compete with others for medium access and service, as the scale of network is
increased. Under this situation, many nodes are to collide with each other, and hence this situation finally leads to overall increase
of transmission delay which gives rise to the power consumption. This paper presents a differential probability selection MAC
(DPSMAC) protocol which is efficient for medium access in the real-time sensor networks. The presented DPSMAC protocol
is similar to the conventional CSMA/CA protocols, except that it does not use a time-varying contention window in which a
node randomly selects a transmission slot. The DPSMAC adopts the fixed-size contention window with a nonuniform probability
distribution in which each slot is selected by the differential probability distribution. The simulation using ns-2, a widely used
network simulation package, gives that the proposed method can reduce the latency considerably as compared to the conventional
IEEE 802.11 MAC protocols for a sensor network with up to 256 nodes. It also shows that the proposed scheme can realize the
latency similar to that realized by the decentralized CSMA-based MAC protocol for real-time sensor networks that are sensitive to
latency.

1. Introduction

In the wireless sensor networks, multiple nodes have to share
a channel to transmit data, and thus the nodes wishing
to transmit their data necessarily compete with others to
access the channel. Therefore, the medium access control
(MAC) protocol, which is commonly used in the network
environment to provide the channel access control mecha-
nisms, is essential for arbitrating the competition problem.
This paper intensively analyzes the operating mechanism
and characteristics of the wireless sensor networks from the
viewpoint of developingmore suitableMAC protocol. One of
the most important issues in the wireless sensor networks is
to improve the battery life. Several researches have focused
on this issue over the last few years [1–4].

The MAC protocol for the wireless sensor networks dif-
fers from the conventional MAC protocols in the following
respects.

(i) Most sensor nodes operate by the event-drivenmech-
anism and compete with other nodes to share a
transmission channel.

(ii) Because all sensor nodes do not simultaneously
respond to an event, the number of responding nodes
in the sensor network is time variant.

(iii) Frequent occurrence of transmission delays increases
the energy consumption of sensor nodes and coinci-
dentally reduces the overall performance of the sensor
network.

This paper focuses on designing a method that can effec-
tively decrease the data transmission delay in awireless sensor
network to the greatest extent possible. This can be realized
by developing a new MAC protocol by taking into account
the three respects listed above. The demonstration using the
suitablymodeled and simulatedwireless sensor network gives
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that the proposed protocol reduces the energy consumption
of sensor nodes and effectively improves the performance of
real-time data transmission.

When several nodes (N) that are requested to transmit
sensing data by the base station are concurrently competing
to occupy the transmission channel, the nodes attempt to
transmit the requested data (R) to the destination node by
avoiding collisions to the greatest extent possible. Whereas
the conventional MAC protocols solve this problem by
optimizing the throughput for the case in which all the
nodes transmit the report data (𝑅 = 𝑁), the MAC protocol
proposed in this paper realizes optimized performance of the
wireless sensor networks for the case in which only some
nodes transmit the report data (𝑅 < 𝑁). Each node in the
conventional carrier sense multiple access (CSMA) protocol
chooses a slot randomly based on the probability of the
uniformdistribution in the current contentionwindow (CW)
in order to perform the back-off process, which decreases
the value of the chosen slot every constant time; the node
finally transmits data when this value becomes zero. This
method can effectively prevent collisions; however, if the
number of nodes is very high, the collisions start to occur
between nodes. In such a situation, the network cannot
function normally because unavoidable transmission delays
are caused.

In the wireless sensor networks, the amount of initially
generated report data is generally quite less, and thus the
initial slots selected at this time are in a low-contention state.
As a result, the possibility of collision between slots can be
decreased significantly and thus the network latency becomes
low. Considering the above-mentioned factors, the MAC
protocol proposed in this paper differs from conventional
ones in the following respects. The contention window size is
regularly optimized so as tominimize the latency. In addition,
the geometric probability distribution is specifically designed
to replace the uniform probability distribution in order to
differentiate the selection probability during the process of
selecting the transmission slot.

The remainder of this paper is organized as follows.
Section 2 presents a brief review of the related works.
Section 3 describes the operatingmechanism of the proposed
protocol. Section 4 gives a comparison of the performance of
a MAC protocol for the conventional sensor networks and
the proposed MAC protocol for the wireless sensor networks
via a simulation. Finally, Section 5 gives the conclusion and
mentions further researches.

2. Related Works

This chapter describes the mechanism of the conventional
CSMA/CA-based MAC protocol used in wireless sensor
networks.The IEEE 802.11 specifications define the following
medium access control methods in the MAC sublayer:
distributed coordination function (DCF) scheme; point coor-
dination function (PCF) scheme; and hybrid coordination
function (HCF), a hybrid of the DCF and PCF schemes [5].
The DCF scheme is the fundamental MAC method used in
IEEE 802.11; it provides a contention-based service with a

random back-off algorithm. In contrast, the PCF scheme is
used less commonly; it manages channel sharing for nodes
using a polling technique through an arbitrator such as an
access point (AP).

The random back-off algorithm used in the DCF scheme
reduces the value of a slot selected for transmission every
constant time interval and starts the transmission when the
value becomes zero. Therefore, because the probability of
competing nodes being concentrated in the first half of a
contention window after sufficient time has passed is high,
the probability of a collision for slots having a small value
that are located in the first half of the contention window is
relatively greater than that of slots having a large value that
are located in the second half. In other words, nodes that
are performing the back-off procedure are already assigned
slots in the previous phase; nodes that should be reassigned
slots in the current phase cancel the back-off procedure due
to a collision in the previous phase; and the nodes that newly
start the back-off procedure to newly request a service in the
current phase are relatively concentrated in the first half of
a contention window, leading to the occurrence of excessive
contention with time. Because of this disadvantage, the back-
off algorithm of the conventional DCF scheme results in
a decrease in the overall throughput, and the transmission
delay of packets increased. To overcome this problem, this
paper proposes an efficient probability to select a slot; it
is then shown that the proposed mechanism can be more
effectively adapted to real-time wireless sensor networks.

2.1. Random Back-off Time in DCF. The DCF scheme req-
uires a station that wants to transmit data to listen to the
transmission medium for a distributed interframe space
(DIFS) interval; the DIFS interval is the medium’s minimum
idle time. The contention window appears after a frame
has been sent and a DIFS has passed; the window is then
divided into several slots, where the length of a slot (SlotTime)
depends on the medium, and it becomes shorter with an
increase in the speed of the physical layer. The nodes com-
peting formedium access occupy themedium after randomly
selecting a slot and waiting for a certain time; at this time, the
probability of any node being selected is uniform. Because a
slot is randomly selected, the back-off timer generates a delay
time of [𝑟𝑎𝑛𝑑𝑜𝑚 (𝑖) × 𝑆𝑙𝑜𝑡𝑇𝑖𝑚𝑒], called the random back-off
time.

Such a back-off algorithm is used to avoid collisions bet-
ween nodes in advance in order to minimize the competition
between multiple nodes to occupy the medium.

2.2. Contention-Based Access Method Using Back-Off Proce-
dure of DCF. Generally, the MAC protocol data unit
(MPDU) of a node that is about to transmit can be sent
immediately if the idle state of themedium is greater than one
DIFS period under the DCF access environment, as shown in
Figure 1.

If the carrier sensingmechanism detects that themedium
is in use under such a condition, the size of the contention
window is changed by the random back-off algorithm (typi-
cally, it becomes twice that in the previous phase); if the time
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Figure 2: Back-off procedure in DCF.

is insufficient for permitting the transmission of MPDU and
anACK signal although theMPDU is sent or resent, the node
postpones the transmission according to the selected random
back-off time [6].

If the carrier sensingmechanism detects that themedium
is in use under such a condition, the size of the contention
window is changed by the random back-off algorithm (typi-
cally, it becomes twice that in the previous phase); if the time
is insufficient for permitting the transmission of MPDU and
anACK signal although theMPDU is sent or resent, the node
postpones the transmission according to the selected random
back-off time [6].

The back-off procedure in the DCF scheme is executed
when it is assumed that a sending node has failed to transmit.
All back-off slots are generated in the next period when the
medium is considered to be ideal for a DIFS period. If it
is detected that the medium is in an idle state, the back-
off procedure reduces the back-off time by SlotTime. On the
other hand, the back-off time is maintained and not reduced
if it is decided to use the medium in the back-off period.
Finally, data transmission is started whenever the back-off
timer becomes zero [6].

Figure 2 shows a situation in which five nodes are
competing according to the DCF back-off procedure. The

minimum back-off time determined by the random back-
off algorithm is selected whenever multiple nodes postpone
transmission or enter into a random back-off procedure
through such a back-off procedure. It is known that the basic
condition for gainingmedium access and transmitting data is
to acquire the minimum back-off time. Therefore, collisions
among several competing nodes are avoided to the greatest
extent possible by assigning a nonoverlapped back-off time.
However, with an increase in the number of competing nodes,
the probability of selecting a nonoverlapped back-off time
is generally reduced because of the conventional uniform
probability distribution.

2.3. Examples of Contention-Based Access Schemes for Sensor
Networks. MAC protocols proposed thus far for sensor
networks can be classified into a contention-based scheme
exploiting CSMA/CA, a schedule-based scheme exploiting
TDMA, a scheme exploiting several channels, and a hybrid
scheme combining all these schemes. Here, the BMAC and
SMAC protocols and their advantages and disadvantages are
briefly described.

The BMAC protocol simplifies the protocol’s structure to
the greatest extent possible by performing control functions
such as RTS/CTS and ACK in the upper layer; in addition,
it uses the low-power listening (LPL) method that samples
a preamble interval longer than the idle interval in order to
reduce the power consumption caused by idle listening.

However, the start time for listening is not fixed, because
the BMAC protocol does not include its own RTS/CTS
function, a function to transmit multiple packets, a function
to segment a frame, and a periodic cycle synchronization
process. In addition, because it cannot handle hidden termi-
nals, SMAC or TMAC should be added to the upper layer to
perform these functions if necessary [7].

The SMAC protocol is a contention-basedMAC protocol
designed for wireless sensor networks that uses the concept
of a slot and a single channel. In addition, it is based on a
cycle of sensor nodes that periodically repeat the listening
interval and idle intervals, and it additionally requires the
virtual clustering task to synchronize the cycle between nodes
[8, 9].

SMAC basically divides time into frame units, and each
frame is divided into a listening and an idle interval. The
latter maintains a state in which the sensor node turns off
the power of a wireless node such that it consumes little
power, and it reduces the duty cycle of the listening interval
to the greatest extent possible in order to reduce the power
consumption. However, it is difficult to obtain a trade-off
among the transmission rate, delay, and power consumption
rate.

The main advantage of the SMAC protocol is that the
power consumption caused by idle listening is reduced using
the idle mode, and this protocol can be easily implemented.
On the other hand, there exist disadvantages in that data
packets do not use RTS/CTS, because broadcast packets have
a higher probability of colliding, and its efficiency is lowered
in a variable traffic load environment due to the prior fixed
size of the idle interval and the listening interval [2].
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3. Modified MAC Protocol

Whenever a collision occurs between nodes in CSMA-based
protocols such as 802.11 [5, 6], BMAC [7], SMAC [8, 9], and
MACAW[10], the binary exponential back-off (BEB)method
is used to increase the size of the contention window of the
colliding nodes twice. In other words, this method increases
the size of the contention window of colliding nodes to a size
that is sufficiently adapted to the value of the current active
nodes in order to minimize collisions between the nodes.
However, this method involves the following problems. First,
if the number of active nodes (N) that are ready to transmit
sensed data increases, say, in a situation in which several
sensors simultaneously wait for an idle period, considerable
time is required to increase the contention window to a size
that is sufficient to accept all of them. Second, if the size of the
contention window is increased more than necessary due to
previous traffic collisions despite their being only a few active
nodes, the bandwidth used in succeeding back-off procedures
is dissipated unnecessarily. Therefore, most CSMA protocols
can be considered to be inefficient, because they focus only
on enabling all active nodes to transfer the data by avoiding
collisions.

Therefore, this paper proposes a more efficient dynamic
collision avoidance scheme with a contention slot selection
system that sets the size of the contention window to the
minimum (32 slots) in order to avoid the problems caused
in conventional protocols by a collision between nodes; this
scheme is based on a nonuniform probability distribution
so that it can actively respond to the number of active
nodes. In the proposed protocol, the method for selecting
a transmission slot differs most significantly from that in
conventional CSMA-based wireless MAC protocols in that
it minimizes the overlapped selection rate of a slot by
fundamentally selecting a slot according to the differentiated
probability.

3.1. Problem Involved in Convention Method to Select a
Contention Slot. All slots in a contentionwindow are selected
with the same probability in the conventional 802.11MAC
protocol. Therefore, in a competing state in which several
sensor nodes attempt to access the medium, nodes that are
newly participating in the current contention cycle or nodes
that are participating again due to a collision in the previous
cycle select a slot with the same probability in a contention
window having a changed size. Such a slot selection mecha-
nism gradually lowers the selection probability of an empty
slot with time despite the change in the size of the contention
window.

If the back-off procedure is assumed as shown in Figure 3,
first, the slot of the smallest number (𝑊𝑖𝑛𝑆𝑙𝑜𝑡

𝑖−1
) is assigned

a channel to successfully perform data transmission. The
remaining slots after this slot are forced to participate again in
the next back-offprocedure, because they donot complete the
back-off procedure; in this case, these slots naturally move to
the first half of the contention window. However, because the
nodes that are newly participating in the back-off procedure
and those that are performing the back-off procedure again
due to collision in the previous contention both enter this

Contention window

Contention window

Contention window

{1}

{1}

{1}

· · ·

1 Slot distribution diagram of nodes that stop back-off procedure
due to activation of medium in previous back-off procedure
and subsequently perform current back-off procedure

Slot distribution diagram selected by nodes participating
in current back-off procedure for the first time

2

in current back-off procedure due to collision in previous
back-off procedure

Slot distribution diagram selected by nodes participating again3

{CW}

{CW}

{CW}

Figure 3: Variation of slot selection probability in general BEB
method.

part of the contention window, the contention inevitably
increases. Therefore, if the conventional random scheme
that selects a transmission slot among several competing
slots according to a uniform probability distribution is used,
the probability of collision between nodes can increase
considerably.

As a result, if a wireless sensor network is intermittently in
a high-load state, the overlapped selection rate of competing
slots will generally increase due to the limitation of the size
of the contention window and the uniform slot selection
probability. In particular, the phenomenon in which compet-
ing slots are concentrated in the first half of the contention
window will be caused as the back-off procedure is pro-
ceeding; as a result, collisions will occur frequently between
nodes, and this is the most significant cause of the repeated
increase in the size of the contention window. Because of
such a structural problem, the back-off time of sensor nodes
competing to access the medium generally increases, and the
transmission delay time and power consumption rate of each
sensor rapidly increase; this results in the overall performance
of the sensor network deteriorating rapidly.

3.2.Modification ofMethod to Select Contention Slot. In order
to solve the above-mentioned problem, this paper proposes
a method that differentiates the probability distribution for
selecting a slot. The fundamental concept for solving this
problem is that not only is the number of collisions reduced
to the greatest extent possible but also the probability of
selecting a slot in order to minimize the back-off time
is relatively increased depending on the location in the
contention window.

For this purpose, we first consider a method that finds
an empty slot that other sensor nodes do not select in a
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Figure 4: Probability of selecting a slot to minimize contention
between nodes.

state in which the size of the contention window is fixed. As
shown in Figure 4, if an arbitrary slot succeeds in transmitting
in the contention window used for back-off, slots in the
preceding locations should never be selected. In other words,
the probability distribution function must be designed such
that only those slots that are located after the slot that has
successfully transmitted can be intentionally selected.

The probability distribution function of such a property
can be derived bymultiplying the probability with which pre-
ceding slots cannot be selected by that with which succeeding
slots can be selected based on an arbitrary slot for all slots, as
shown in Figure 4.

Investigating the designed probability distribution func-
tion in greater detail indicates that the best performance
can be obtained if the first slot is selected when there is no
contention in the current contention window (first stream in
figure, 𝑖win = 1). It may be preferable to select the second slot
if the first slot has already been selected by another node.The
fact that the ith slot is selected in such a slot selection scheme
implies that all the slots located before it have already been
selected by other nodes.Therefore, the (𝑖+1)th slot is selected
in order to transmit data without a collision for theminimum
delay time.

In order to maintain such an optimum selection method,
if the probability distribution function is derived using the
probability with which preceding slots are not selected and
that with which succeeding slots are selected based on an
arbitrary slot, it could be said that the probability 𝑓(𝑖) with
which each sensor node selects the ith slot within the range of
the contention window follows a geometric distribution with
a parameter p, and therefore, the probability mass function
can be given by the following equation:

𝑓 (𝑖) = {

(1 − 𝑝

𝑖−1
) 𝑝

CW−𝑖+1
, 𝑖 = 1, . . . ,CW

0, otherwise.
(1)

As a result, the proposed probability mass function 𝑓(𝑖)
represents a form that increases geometrically with i in the
range of 0 < 𝑝 < 1, as shown in Figure 5, implying that the
probability with which a certain slot is selected by nodes is
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Figure 5: Probability distribution depending on slot number in
contention window.

relatively higher in the first half of the contention window
than in the second half.

Here, p is a distribution parameter that indirectly repre-
sents the probability that the slot is empty; this parameter is
determined by the number of active nodes (𝑁).

Here, calculate the probability 𝑆
𝑖
with which the ith slot

is selected through a virtual decision process. Suppose that
the number of active nodes at the first stage is 𝑁

1
and a

node among these selects the first slot. If no node selects the
first slot, the second stage reduces 𝑁

1
to 𝑁
2
and selects the

second slot. If the second slot is not continually selected, the
third stage decreases𝑁

2
to𝑁
2
; in this manner, this process is

repeated for each stage. If all slots are not empty in the entire
process, it can be assumed that N is finally decreased to𝑁

𝑖
.

In summary, the selection probability at the ith slot is
the highest when 𝑁

𝑖
= 𝑁
1
, and 𝑁

𝑖
has the property that

it is constantly reduced from 𝑁
1
to 1 as the stages proceed.

Therefore, when 𝑁
𝑖
is relatively large and 𝑆

𝑖
is small, the

probability with which a sensor only selects the ith slot in the
condition in which all the slots prior to this slot are not empty
can be given as follows:

𝑁
𝑖
𝑆
𝑖
(1 − 𝑆

𝑖
)

𝑁
𝑖
−1

≅ 𝑁
𝑖
𝑆
𝑖
𝑒

−𝑁
𝑖
𝑆
𝑖
. (2)

If 𝑁
𝑖
𝑆
𝑖
is assumed to be constant in the above equation, the

probability with which the ith slot is selected (𝑁
𝑖
𝑆
𝑖
𝑒

−𝑁𝑖𝑆𝑖
)

gradually decreases as we proceed toward the last slot. In
other words, in order to efficiently deal with several nodes
(N) that are competing to access the medium using a small
contention window that has a fixed size, it is necessary to
select a scheme in which the number of nodes accessing the
medium reduces at a constant rate (Δ):

𝑁
𝑖+1

𝑁
𝑖

= Δ (0 < Δ < 1) . (3)

The following condition is satisfied if 𝑝 = Δ in (1) and (3):

𝑁
𝑖
𝑆
𝑖
≅ 𝑁
𝑖+1
𝑆
𝑖+1
. (4)
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Here, if it is considered that each sensor independently selects
a slot and the selected slots compete continuously until the
sensor that selects the slot with the smallest number succeeds
in transmitting through the back-off process, the probability
of selecting a slot for each sensor can be derived from (1) as
follows:

𝑆
𝑖

𝑆
𝑖+1

=

(1 − 𝑝

𝑖−1
) 𝑝

CW−𝑖

(1 − 𝑝

𝑖
) 𝑝

CW−𝑖 ⋅ 𝑝 ≈ 𝑝.
(5)

This could be developed for the slots before CW th by the
following equation:

𝑆
1

𝑆
2

⋅

𝑆
2

𝑆
3

⋅ . . . ⋅

𝑆CW−1
𝑆CW
= 𝑝

CW−1
. (6)

The result given below can finally be obtained by applying this
equation to (4) and performing the following procedure:

𝑁
1

𝑁
2

⋅

𝑁
2

𝑁
3

⋅ . . . ⋅

𝑁CW
𝑁CW−1
= 𝑝

CW−1
∴

𝑁CW
𝑁
1

= 𝑝

CW−1
. (7)

As mentioned above, if it is established that 𝑁cw−1 = 1 for
the CWth slot to be selected by only an active sensor, then
1/𝑁
1
= 𝑝

cw−1. This is finally given by the equation below:

∴ 𝑝 = 𝑁
1

(−1/(CW−1))
(0 < 𝑝 < 1) . (8)

Then, if it is assumed that 𝑁 = 𝑁
1
using (8), the optimum

probability of selecting a slot, p, can be calculated. In other
words, if a medium is accessed by using a contention window
having 32 slots in a network consisting of 256 sensor nodes,
the value of p is determined to be approximately 0.8.

3.3. Comparison of Properties of Modified MAC Protocol. The
MAC layer of TinyOS, B-MAC [7], is a type of CSMA pro-
tocol that uniformly selects fixed-window-based contention
slots. The MAC protocol for the sensor network is designed
based on a contention window of fixed size, because relatively
good performance is maintained in an actual environment
despite the simplicity of the design. On the other hand, there
is a disadvantage in that the scalability to a sensor network
that is intermittently in a high-load state is low.

MACAW [10], a MAC protocol for wireless LANs,
exploits the BEB method but does not share channel state
information. This protocol restarts contention for the next
transmission, because the size of the contention window is
initialized to the minimum value if one of the nodes succeeds
in transmitting. However, an overhead is incurred when the
medium is accessed, because the sensor nodes competing
to access the medium are concentrated in a certain interval
and the size of the contention window changes considerably.
MACAW solves this problem using a learning method that
does not newly reset the size of the contention window and
instead decreases the size of the contention window used
in the previous contention as a size for the next contention
if a packet is successfully transmitted (MILD: multiplicative
increase, linear decrease).

The 802.11 specification solves the fairness problem of ser-
vice using a memory technique. A sensor node participates

Table 1: Comparison of contention-based CSMA protocols.

Protocol Learning
technique

Memory
technique

Contention
window

Probability
distribution

802.11 I × Variable Uniform
distribution

MACAW × I Variable Uniform
distribution

BMAC,
SMAC × × Fixed Uniform

distribution
Proposed
DPSMAC × × Fixed Geometrical

distribution

in a contention, where one of the slots in the contention
window is randomly selected with uniform probability, and
the value of the selected slot is set in a countdown timer.
The countdown is stopped when the medium is busy, and
it is continued when the medium is idle. If the value of
the countdown timer becomes zero (i.e., the timer expires),
the corresponding sensor node starts to transmit. When the
transmission is completed, the size of the contention window
is initialized to the decided minimum value. As a result,
the bandwidth dissipates, because the sensor node needs to
determine an adequate size for the contention window.

In order to solve such a problem, this paper proposes
differential probability of selectionMAC (DPSMAC), a novel
MAC protocol that exploits the fixed size of a contention
window and the random slot selection technique with
nonuniform probability. The proposed DPSMAC protocol is
advantageous in that it minimizes collisions between nodes
and reduces the delay time, and it also maintains the fairness
of service relatively and constantly despite the simplicity
of the protocol’s structure as compared to conventional
802.11MAC protocols. Table 1 shows a comparison of the
properties of contention-basedMAC protocols when applied
to a wireless sensor network.

4. Simulation Results

In this section, we show the simulation results for the pro-
posed DPSMAC protocol using ns-2 version 2.30, a network
simulator. In the simulation, all sensor nodes are considered
to be located within a flat area served by a common base
station, and a sensor node responding to a certain event
among them transmits a small-sized report packet via the
base station.

The experiment compared the total delay time of the
DPSMAC protocol redesigned under the 𝑃 = 0.8 condition
when the number of contention slots is 32 with those in
the SMAC and MACAW protocols [7, 8]. The performance
evaluation to measure the delay time and throughput was
carried out around 20 times on average after setting different
random initial values in a condition in which RTS/CTS was
deactivated and the data packet of the sensor nodes was set to
have a size of 40 bytes.

4.1. Packet throughput of Proposed DPSMAC Protocol. First,
an experiment was carried out to measure the packet
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Figure 6: Packet transmission rates of sensor nodes for CBR traffic.

throughputs of the proposed scheme, SMAC, and MACAW,
after saturating the wireless medium by varying the network
load. In addition, in order to show that the proposed protocol
functions normally even in an event-driven network environ-
ment, the experiment modeled the constant bit rate (CBR)
flows thatwere simultaneously generated by 32 sending nodes
in an ad-hoc steady state network environment, and the
packet throughputs were measured.

Figure 6 shows that the packet throughput of the pro-
posed protocol is superior to those of the other MAC
protocols being compared as the CBR traffic is increased. It
also indicates that the packet throughput of the protocols
reduces slightly as the traffic is increased. It is considered
that this reduction is not because of collision between
transmitted packets, but because the time required for the
back-off procedure is comparatively increased because the
slot selected in the contention window is relatively located
toward the rear side.

First, in the proposed protocol, it might be known that
packets collide to a comparatively lesser extent, and the
location of a slot that succeeds one that transmits data in
the contention window is moved toward the first half of
the contention window due to the optimization of the slot
selection probability distribution despite the increase in the
number of sensors participating in the transmission. Such
a fact can generally be considered to result in a reduction
in bandwidth concentration when a transmission medium is
accessed.

4.2. Transmission Delay Time of Proposed DPSMAC Protocol.
An experiment was carried out to measure the transmission
delay time of the proposed protocol for an event load
generated at constant intervals. Then, the delay caused by
the software system installed on the sensor node or the
deviation caused by the electronic properties of the sensors
is considered to the greatest extent possible in order to
more accurately measure the variations in the delay time. In
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Figure 7: Transmission delay times depending on number of sensor
nodes.

order to reflect this, the experiment added a random time of
0∼1ms to the time at which each sensor sent its own event
information.

The result of the transmission delay time measured in the
experiment depending on the change in the number of sensor
nodes is shown in Figure 7.

In Figure 7, after arranging the packets sent from each
sensor node by the order of arrival at the base station in terms
of the percentile, the transmission delay time of the packets
is, respectively, extracted at the first, middle, and last 90%
locations to obtain the bottom, middle, and top points of the
error bar, respectively.

The bottom of the error bar indicates that the minimum
contention window size of SMAC and BMAC is sufficiently
large to quickly solve the contention problem between
nodes when there exist only a few sensors; however, it
can be inferred that their contention window size should
be continuously increased in advance, as the number of
sensors is increased in order to realize successful initial data
transmission.

On the other hand, it can be confirmed that the proposed
protocol requires constant time to solve the contention prob-
lem, because the contention window size is fixed irrespective
of the number of sensor nodes. In addition, the proposed
protocol exhibits improved performance in that the total
delay time required for data transmission for all sensor nodes
is independent of the number of sensor nodes. Although the
result measured the total transmission delay time when the
sensor nodes were sending data, it is demonstrated that the
proposed protocol maintains a performance that is at least
equal to those of other contention-based MAC protocols for
sensor networks.

4.3. Fairness Test for Medium Access. Finally, it is considered
whether or not the MAC protocol proposed in this paper
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Figure 8: Fairness comparison depending on medium access.

fairly assigns bandwidth for sensor nodes to access the station
in order to effectively solve the problem of starvation of
service that can occur when some sensor nodes collide.
The corresponding experiment simulated an even number
of sensor nodes that could perform the role of both traffic
sources and sinks within the range of wireless propagation.
The size of the data packet of a sensor node was set to
1500 bytes and RTS/CTS activated for data exchange between
nodes. To simulate a load environment in which the capacity
of the wireless sensor network was exceeded, the congestion
of packets transmitted from each sensor was also considered.
Figure 8 shows the throughput of each sensor nodemeasured
for 10 s.

As shown in the figure, the fact that the throughput of the
proposed scheme is not concentrated in any certain sensor
node but is generally evenly distributed indicates that itmain-
tains relatively fair medium access as compared to conven-
tional sensor MAC protocols.

Because practical wireless sensor networks contain nodes
sending redundant information, it can be considered that the
proposed MAC protocol realizes an efficient network that is
comparable to the distributed fair scheduling scheme despite
the simplicity of the protocol’s structure.

5. Conclusion

This paper proposed an efficient medium access method
suitable for a large-scale wireless sensor network envi-
ronment with high spatial density that can enable sensor
nodes to effectively transmit the sensor information. The
method proposed in this paper employs a modification of the
conventional contention window technique. The proposed
DPSMAC adopts the fixed-size contention window with a
nonuniform probability distribution in which each slot is
selected by the differential probability distribution. In the
DPSMAC, the contention window size is regularly optimized

so as to minimize the latency. In addition, the geometric
probability distribution is specifically designed to replace the
conventional uniform probability distribution in order to
differentiate the selection probability during the process of
selecting the transmission slot.Through the simulation using
ns-2, we showed that the proposed method can reduce the
latency considerably as compared to the conventional IEEE
802.11MAC protocols for a sensor network with up to 256
nodes. Also the DPSMAC may be highly adaptable in that it
can constantly maintain the transmission rate to the greatest
extent possible even if the environment is changed frequently
and unexpectedly. For the further research, the proposed
MAC protocol will be applied to the actual event-based
wireless sensor network environment for more practical
performance evaluation.
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An ultrasonic sensor-based personalized multichannel audio rendering method is proposed for multiview broadcasting services.
Multiview broadcasting, a representative next-generation broadcasting technique, renders video image sequences captured by
several stereoscopic cameras from different viewpoints. To achieve realistic multiview broadcasting, multichannel audio that is
synchronized with a user’s viewpoint should be rendered in real time. For this reason, both a real-time person-tracking technique
for estimating the user’s position and amultichannel audio rendering technique for virtual sound localization are necessary in order
to provide realistic audio. Therefore, the proposed method is composed of two parts: a person-tracking method using ultrasonic
sensors and a multichannel audio rendering method usingMPEG Surround parameters. In order to evaluate the perceptual quality
and localization performance of the proposed method, a MUSHRA listening test is conducted, and the directivity patterns are
investigated. It is shown from these experiments that the proposed method provides better perceptual quality and localization
performance than a conventional multichannel audio rendering method that also uses MPEG Surround parameters.

1. Introduction

Recently, a wide range of multimedia technologies for access-
ing multimedia content through digital TVs (DTVs), per-
sonal media players (PMPs), and digital cameras is rapidly
being developed. This development is particularly evident in
the field related to broadcasting services, which has made
progress toward more realistic and immersive broadcasting
services [1–5]. To this end, a representative next-generation
broadcasting service that supports realistic and immersive
multimedia is currently entering the spotlight in the form of
3-dimensional television (3DTV) technologies [5–7].

3DTV is a technology that is being used to provide reali-
stic and stereoscopic video content to users and can be further
classified into either stereoscopic or multiview methods.
Stereoscopic 3DTV is currently being produced and sold
on the market and has become an essential component for
watching 3D movies at home. As an alternative to glassless

3DTV, however, multiview-based 3DTV is emerging as an
attractive option, since it not only delivers more realistic
visual content to users, but it also has a wider viewing range.
Thus, there is a great deal of ongoing research associated with
multiview TVs in attempts to miniaturize the screen size and
reduce the price [7].

Multiview broadcasting renders the video sequences cap-
tured by a set of cameras from different viewpoints. By ren-
dering these video sequences on a multiview monitor or a
multiview TV, users can experience 3D effects from differ-
ent viewpoints without requiring 3D glasses [7]. Under a
multiview broadcasting framework, however, the transmitted
multichannel audio signal must also be realistically rendered
at different viewpoints in order to increase both the visual
and auditory realism. To realize such an audio service, two
sequential processes are necessary: (1) tracking the user’s
viewpoint and (2) rendering the multichannel audio specif-
ically at the user’s position.
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Figure 1: Schematic diagram of a multiview and multichannel audio broadcasting system.

Thus, this paper proposes a person-tracking-basedmulti-
channel audio rendering method for multiview broadcasting
services, in which person tracking is performed using ultra-
sonic sensors, and multichannel audio rendering is perform-
ed using MPEG Surround parameters.

The remainder of this paper is organized as follows. Fol-
lowing this introduction, Section 2 briefly explains a multi-
view broadcasting system. Next, Section 3 proposes an ultra-
sonic-based person-tracking method for a personalized
audio service. After that, Section 4 describes a conventional
parameter-based audio rendering method and then proposes
a new rendering method using MPEG Surround parameters
on the basis of the constant power panning law. Section 5 then
evaluates the performance of the proposed method in terms
of perceptual audio quality and audio localization. Finally,
this paper is concluded in Section 6.

2. Multiview Broadcasting System

Figure 1 presents a schematic diagram of a multiview and
multichannel audio broadcasting system. As shown in this
figure, the broadcasting system is composed of two parts:
the first part acquires and transmits multiview images and
multichannel audio contents, and the secondpart renders and
plays the resultant multiview images andmultichannel audio.
In the first part, multiview videos consist of video sequences
that are simultaneously captured by a set of cameras placed
according to different viewpoints, which can be then encoded
using a video encoder such as H.264. On the other hand,
multichannel audio contents are recorded using multiple
microphones or a microphone array, which are then encoded
using an audio codec such asMPEG-2 advanced audio coding
(AAC). Next, both video and audio contents are transmitted
to a multiview receiver via a broadcasting network. In the
second part, the transmitted multiview video contents are
processed and rendered to generate 3D contents that are
adjusted to the particular viewpoint of each user. Similarly,
multichannel audio is rendered for each viewpoint and played
through 5.1multichannel loudspeakers or stereo headphones.

3. Ultrasonic Sensor-Based Person Tracking

In this section, we describe how the viewpoint of a user can
be estimated in order to deliver audio effects appropriate
to a particular viewpoint, as mentioned in Sections 1 and
2. Recently, a number of methods pertaining to person
tracking have been reported [8–12], which are commonly
classified into two categories: vision-based tracking and
active sensor-based tracking. The former tracks a person’s
eyes or face [8–12], and the latter tracks a person’s position
using sensors such as an active badge, a radio frequency
identification (RFID) device [11], or other sensors [12, 13]. It
should be noted that vision-based tracking methods have a
disadvantage in terms of processing time, since they are based
on image-processing techniques. However, active sensor-
based tracking methods can be implemented with less
processing time than vision-based tracking methods but
require sensors for estimating the viewpoint of each user.
However, it has been shown that tracking methods utilizing
ultrasonic devices can provide a comparatively high accuracy
and are relatively inexpensive compared to RFID tags or
other active badge devices [14, 15]. Consequently, in this
paper, a person-tracking system using ultrasonic devices is
constructed, which consists of two ultrasonic transducers
and an ultrasonic receiver for person tracking.

Figure 2 presents the block diagram of a person-tracking
system for estimating the user’s viewpoint, where an ultra-
sonic receiver attached to the user’s headphones or clothes
receives an ultrasonic signal from two ultrasonic transduc-
ers. The distance between the ultrasonic receiver and each
transducer is estimated and then delivered to a person-track-
ing server over Bluetooth. Finally, the server estimates the
viewpoint using a triangulation technique.

Figure 3 shows how to calculate the view position or co-
ordinate of the user by using the two ultrasonic sensors. The
detailed procedure for person tracking is as follows. First, the
relative distance between the 𝑖th ultrasonic sensor and the
receiver, 𝑙

𝑖
, is calculated using

𝑙

2

𝑖
= (𝑥
𝑖
− 𝑥receiver)

2

+ (𝑦
𝑖
− 𝑦receiver)

2 for 𝑖 = 1, 2, (1)
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where (𝑥receiver , 𝑦receiver) and (𝑥𝑖, 𝑦𝑖) are the coordinates of
the receiver and the 𝑖th sensor, respectively. From (1), the
coordinate of the receiver is then calculated as

𝑥receiver =
𝑥

2

1
− 𝑥

2

2
− 𝑙

2

1
+ 𝑙

2

2

2 (𝑥
1
− 𝑥
2
)

,

𝑦receiver = √𝑙
2

1
− (𝑥
1
− 𝑥receiver)

2

.

(2)

Finally, (𝑥receiver , 𝑦receiver) is brought to multi-channel audio
panning in order to provide auditory realism in the multi-
view system.

4. Parameter-Based Audio Rendering

Figure 4 presents the block diagram for the proposed para-
meter-based audio rendering method which is based on the
constant power panning law using MPEG Surround param-
eters [16, 17]. In this figure, panning gains in the proposed
method are first calculated according to the user’s viewpoint,
and 𝑁 different channel level difference (CLD) parameters
are extracted from the audio bitstream after applying a
CLD parser. Next, the CLD parameters are transformed into
absolute gain values, that is, six channel power gains for the
5.1 audio channels.The relationship between the scale factors

for the CLD parameters and channel power gains are given
by [16, 18]

𝐺
𝑛
=

1

√1 + 𝑐

2

𝑛,𝑛+1

, 𝐺
𝑛+1
=

𝑐
𝑛,𝑛+1

√1 + 𝑐

2

𝑛,𝑛+1

, (3)

where 𝑛 is the channel index, and 𝐺
𝑛
and 𝐺

𝑛+1
are the 𝑛th

and the (𝑛+1)th channel power gains, respectively. Note here
that the two channels must be adjacently located. Then, if 𝑛
is equal to 𝑁, 𝐺

𝑛+1
indicates 𝐺

1
, and 𝑐

𝑛,𝑛+1
is a scale factor

transformed from CLD using the relationship

𝑐
𝑛,𝑛+1
= 10

CLD
𝑛,𝑛+1
/20
, (4)

where CLD
𝑛,𝑛+1

is the CLD parameter between the 𝑛th and
the (𝑛 + 1)th channels.

Next, the channel power gains aremodified depending on
the panning gains calculated from a particular viewpoint, and
the modified channel power gains are finally converted back
into CLD parameters to create a modified bitstream for the
MPEG Surround decoder.

There have been several approaches proposed for audio
panning in the MPEG Surround parameter domain [19–23].
For example, the constant power panning law was directly
applied to the channel power gains according to the desired
panning angle [20, 21]. However, in such a direct application,
the panned sound image was incorrectly localized or disap-
peared when the desired panning angle was larger than the
aperture angle among the speaker pairs. The source of this
problem was due to the fact that audio rendering coverage
was limited to the aperture angles between two speakers and
each transformed channel power gain was only related to two
adjacent channels.

To remedy this problem, the proposed method applies
the constant power panning law to the channel power gains
according to the minimum aperture angle, instead of the
desired panning angle. This change is especially effective
when the desired panning angle is larger than any other
aperture angle among the speaker pairs. In this section, a con-
ventional channel power gainmodificationmethod in [20, 21]
is reviewed, and then the proposed method is described in
detail.

4.1. Conventional Channel Power GainModification. To track
the user’s viewpoint as stated in Section 3, the angles to be
panned are computed and denoted as 𝜙

𝑛
for 𝑛 = 1, 2, . . . , 𝑁

(Figure 5). Note that𝑁 = 5 for a 5.1-channel speaker configu-
ration and the angle associated with the user’s viewpoint is 𝜙

1
.

In addition, the low frequency enhancement (Lfe) channel is
omitted because it can be generated by using other 5 channels.
In a conventional channel power gain modification method
[20, 21], the proportion of 𝜙

𝑛
to an aperture angle between

the 𝑛th and the (𝑛 + 1)th speakers, 𝜂
𝑛,𝑛+1

, is calculated as

𝜃out,𝑛 =
𝜙
𝑛

𝜂
𝑛,𝑛+1

⋅

𝜋

2

for 𝑛 = 1, . . . , 𝑁, (5)
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Figure 5: Schematic diagram of the relationship between the pan-
ning and aperture angles in a 5.1-channel speaker configuration,
where C, L, R, Ls, and Rs denote the center, left, right left surround,
and right surround channels.

where 𝜂
𝑁,𝑁+1
= 𝜂
𝑁,1

. Next, the panning gains associated with
𝜃out,𝑛 are calculated as

𝑝𝐺
𝑛
= 𝐺
𝑛
cos (𝜃out,𝑛) ,

𝑝𝐺
𝑛+1
= 𝐺
𝑛+1

sin (𝜃out,𝑛) ,
(6)

where 𝐺
𝑛
and 𝑝𝐺

𝑛
denote the power gain of the 𝑛th input

channel and the panning gain that is contributed from the

𝑛th input channel to the (𝑛 + 1)th speaker, respectively. In
addition, the power gain of center channel is used as the
panning gain of the Lfe channel.

However, the conventional audio panning method de-
scribed previously has some drawbacks. First, due to the
sine-law amplitude panning method [24], possible panning
angles in the conventionalmethod are limited by the aperture
angle of each pair of loudspeakers. Second, the conventional
method does not consider the interchannel coherence (ICC)
parameters for panning, though the ICC parameters play an
important role in providing the spatial diffuseness of audio
quality as well as localization performance at low frequencies
[20].

4.2. Proposed Channel Power Gain Modification. In this sec-
tion, a new audio panning method is proposed to over-
come the drawbacks of the conventional method. Figure 6
shows the procedure for the proposed channel power gain
modification method. In this figure, each panning angle
calculated from the user’s viewpoint, 𝜙

𝑛
, is first compared to

the apertures of all loudspeaker pairs, for example, five pairs
of loudspeakers for the 5.1-channel speaker configuration,
𝜂
𝑛,𝑛+1

for 𝑛 = 1, 2, . . . , 5. Then, if the panning angle is
smaller than the minimum aperture angle, the conventional
method described in Section 4.1 is applied for audio panning.
Otherwise, each output signal is rearranged to adjacent
channels in advance before CLD panning is applied to each
pair. This procedure overcomes the problem in which each
channel component disappears in the output channels when
the panning angle is larger than the aperture angle in sine-
law amplitude panning method [24]. In other words, the
output channels are arranged into another output channel
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Figure 6: Procedure of the proposed parameter-based audio pan-
ning method applied to 5.1-channel audio.

corresponding to this minimum aperture angle before the
panning process is applied. In addition, the remaining angle
𝜙remain can be obtained relative to the desired panning angle
𝜙
𝑛
using

𝜙remain = 𝜙𝑛 − min
1≤𝑚≤5

𝜂
𝑚,𝑚+1
. (7)

Next, similar to (5), the proportion of 𝜙remain to an aper-
ture angle between the 𝑛th and the (𝑛 + 1)th speakers, 𝜂

𝑛,𝑛+1
,

can be calculated as

𝜃



out,𝑛 =
𝜙remain
𝜂
𝑛,𝑛+1

⋅

𝜋

2

for 𝑛 = 1, . . . , 𝑁. (8)

The modified panning gains associated with 𝜃out,𝑛 are then
calculated as

𝑝𝐺



𝑛
= 𝐺
𝑛
cos (𝜃out,𝑛) ,

𝑝𝐺



𝑛+1
= 𝐺
𝑛+1

sin (𝜃out,𝑛) ,
(9)

where 𝐺
𝑛
and 𝑝𝐺

𝑛
denote the power gain of the 𝑛th input

channel and the modified panning gain that is contributed
from the 𝑛th input channel to the (𝑛 + 1)th speaker,

respectively.Thus, the actual output gains of each channel are
calculated as

𝑝𝐺out,C = 𝑝𝐺


C(C&R) + 𝑝𝐺


C(L&C),

𝑝𝐺out,R = 𝑝𝐺


R(C&R) + 𝑝𝐺


R(R&Rs),

𝑝𝐺out,Rs = 𝑝𝐺


Rs(R&Rs) + 𝑝𝐺


Rs(Rs&Ls),

𝑝𝐺out,Ls = 𝑝𝐺


Ls(Rs&Ls) + 𝑝𝐺


Ls(Ls&L),

𝑝𝐺out,L = 𝑝𝐺


L(Ls&L) + 𝑝𝐺


L(L&C),

(10)

𝑝𝐺out,Lfe = 𝑝𝐺out,C, (11)

where 𝑝𝐺out,𝑋 and 𝑝𝐺
𝑋(𝑌)

denote the actual output gains
of output channel 𝑋 and the panned signal component
corresponding to each speaker pair 𝑌, that is, (C&R), (L&C),
(C&R), (R&Rs), and (Rs&Ls).

Finally, panned CLDs are obtained from both the con-
ventional and proposedmodificationmethods and are reesti-
mated from the panning gains using the following equations:

CLDpanned
0
= 20 log

10
(

∑

All
𝑋
𝑝𝐺out,𝑋

𝑝𝐺out,C + 𝑝𝐺out,Lfe
) ,

CLDpanned
1
= 20 log

10
(

𝑝𝐺out,L + 𝑝𝐺out,Ls

𝑝𝐺out,R + 𝑝𝐺out,Rs
) ,

CLDpanned
2
= 20 log

10
(

𝑝𝐺out,C

𝑝𝐺out,Lfe
) ,

CLDpanned
3
= 20 log

10
(

𝑝𝐺out,L

𝑝𝐺out,Ls
) ,

CLDpanned
4
= 20 log

10
(

𝑝𝐺out,R

𝑝𝐺out,Rs
) ,

(12)

where CLDpanned
𝑖

denotes the channel level difference of
the panned audio from the 𝑖th one-to-two (OTT) box. In
addition, 𝑝𝐺out,𝑋 denotes the panning gain calculated for
each channel, where 𝑋 is replaced with R (right channel),
L (left channel), C (center channel), Rs (right surround),
and Ls (left surround). Subsequently, the panned CLDs are
used for MPEG Surround decoding, resulting in the panned
multichannel audio shown in Figure 7 [16, 17].

5. Performance Evaluation

To evaluate the performance of the proposed audio panning
method, the perceptual quality and localization performance
were compared to those obtained using the conventional
method. During these experiments, a multiple stimulus with
hidden reference and anchor (MUSHRA) test [25] was
conducted in order to evaluate the perceptual quality, and a
directivity pattern analysis was used to evaluate the locali-
zation performance.
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Figure 8: MUSHRA test results at panning angles of (a) 30∘ and (b) 60∘.

5.1. Perceptual Quality. For the MUSHRA listening test, we
used the following as references and candidates: (1) a hidden
reference, (2) a 7 kHz low-pass filtered anchor, (3) a 14 kHz
low-pass filtered anchor, (4) audio signals processed by
conventional CLD-based audio panning [20, 21], and (5)
audio signals processed by the proposed CLD-based audio
panning. Three music genres (classical, rock, and heavy
metal) were selected as audio signals, and ten people with no
hearing problems participated in these experiments.

Figure 8 illustrates the experimental results of the
MUSHRA test.When the panning angle was smaller than the
minimumaperture angle, for example, at a 30∘ panning angle,
the proposed method had audio quality comparable to the
conventional method, except for classical music signals. The
reason why the MUSHRA score for classical music signals
processed by the conventional CLD-based panning method
was slightly higher than that by the proposed CLD-based
panning method was that classical music signals were less
dynamic than those from other genres such as rock and

heavy metal. In other words, while the conventional method
computed panning gains once every pair of channels by
applying (6), the proposed method computed each panning
gain by taking into account more than two channels as
shown in (10). Thus, it resulted in perceptual degradation
in classical music signals. In spite of such an artifact, it was
found that the spatial impression for panned audio processed
by the proposed method was more stable than that by the
conventional method.

On the other hand, when the panning angle was larger
than the minimum aperture angle, for example, at a 60∘
panning angle with a 30∘ minimum aperture, the audio
quality of the panned audio processed by the conventional
method notably degraded. Even if the proposed method had
smaller MUSHRA score for classical music signals than the
conventional method, it was also found that the participants
heard unnatural artificial noise due to incorrect panning
when the panning angle was larger than the minimum aper-
ture.
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Figure 9: Comparison of directivity patterns for the proposed panning method at panning angles of 0∘, 30∘, and 60∘.

5.2. Localization Performance. To evaluate the localization
performance, panned audio with only one channel signal was
played, and the frequency response was measured using a
dummy head. The directivity patterns for panning angles of
0∘, 30∘, and 60∘ were then analyzed. The amplitudes of the
frequency responses at 500Hz were measured by rotating the

dummyhead about 10∘. For this experiment, a KU100 dummy
head [26] was used.

Figure 9 shows the directivity patterns of the panned
signals for 30∘ and 60∘ at 500Hz. To estimate the position of
the sound image localization, it was assumed that the sound
image was localized at the position exhibiting maximum
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power. As illustrated in this figure, the measured power
became maximal at a rotated position of about 90∘, which
corresponds to a forward-facing direction when no audio
panning was applied. Similarly, the measured power became
maximal at a rotated position of about 120∘, relative to the
panned direction, when an audio panning of 30∘ was applied.
It can also be seen that the directivity pattern of the con-
ventional method is correctly presented for a panning angle
of 30∘. However, when the panned angle was increased to
60∘, the polar pattern of the conventional method was not
correctly presented, whereas the directivity pattern obtained
by the proposed CLD-based panning method shows that the
audio signal rotated in the correct direction, although there
were localization errors at around 5∘–10∘.

6. Conclusion

In this paper, an ultrasonic sensor-based personalized mul-
tichannel audio rendering method was proposed to increase
audio realism inmultiview broadcasting services. To this end,
a real-time person-tracking method was first developed by
using two ultrasonic transducers and an ultrasonic receiver
in order to estimate the viewpoint of a user. Secondly, a
parameter-based audio panning method using MPEG Sur-
round parameters was proposed to increase the auditory
realism. In the proposed method, panning gains were cal-
culated according to the user’s viewpoint that was already
estimated by the ultrasonic-based person-tracking method.
Next, five different channel level difference (CLD) parameters
were extracted from the audio bitstream after applying a CLD
parser. Finally, the CLDparameters were transformed into six
channel power gains for the 5.1 audio channels. In fact, the
proposed method applied the constant power panning law to
the channel power gains according to the minimum aperture
angle, instead of the desired panning angle that was used for
a conventional panning method.Thus, the proposed method
could be more effective than the conventional method when
the desired panning angle was larger than any other aperture
angle among the speaker pairs. In order to evaluate the
performance of the proposed audio panning method, the
perceptual quality and localization performance using an
MUSHRA test and a directivity pattern analysis, respectively,
were carried out. Consequently, it was shown from the tests
that the proposed audio panning method achieved better
average MUSHRA score and localization performance than
the conventional audio panning method.
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Network based sensing has become an important field of research, and it is expected that new applications of remote sensing will
be developed. A fuzzy collaborative sensor network is developed in this study to predict the cycle time of a job in a semiconductor
manufacturing factory, which is an important task for the factory. In the fuzzy collaborative sensor network, each sensor detects
the status of a particular job as well as various environmental conditions present in the factory and uses a fuzzy neural network
to analyze the received information. Each sensor communicates its settings and forecasting results to other sensors with the aid
of a central control unit. According to the experimental results, the aggregate forecasting performance was considerably improved
through the sensors’ collaboration.

1. Introduction

A sensor network is a remarkable technological achievement
because of its promising use of human-unattended infor-
mation collection [1]. Wang et al. [1] argue that there are
two performance measures in evaluating the optimal routing
performance of a sensor network—the network lifetime
finally acquired and the total information finally collected.
However, in different circumstances, these measures may
not be the same. In Yan et al. [2], it was found that oppor-
tunistic collaboration has better performance than direct
transmission while Sang et al. [3] developed a sensor network
“testbed.” A good literature review of sensor networks can be
found in Yick et al. [4]. Network based sensing has become an
important field of research and new developments in remote
sensing are expected. For example, a synchronized sensor
network system for vibration measurement was developed in
Uchimura et al. [5]. It is now possible to obtain environment
information from difficult to reach places [6]. In Morreale’s
opinion, sensor networks have potential applications in urban
“telehealth” [7].

A fuzzy collaborative sensor network is constructed in
this study to predict the cycle time of a job in a semiconductor
manufacturing factory, which is an important task in a
modern factory environment [8–11]. The cycle time of a
job is the time required to complete its operations in the
factory, which can take up to several months. After the cycle
time of each job in a factory is accurately predicted, several
managerial goals (including internal due-date assignment,
output projection, ordering decision support, enhancing
customer relationships, and guiding subsequent operations)
can be simultaneously achieved [12–16].

The existing approaches used to predict the cycle time
of a job in a semiconductor manufacturing factory can
be divided into the following categories: statistical analysis,
simulation, artificial neural networks (ANNs), case-based
reasoning (CBR), fuzzy theory, and hybrid approaches [15,
16]. A comprehensive comparison of these methods can be
found in Chen [19]. In recent years, other scholars have
engaged in similar research, which focuses on job cycle
time forecasting using hybrid approaches. Some researchers
classified jobs before forecasting the cycle times, for example,
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Table 1: The differences between the proposed methodology and existing methods.

Method System type Collaboration method Forecasting method Aggregation method
Chen [14] Standalone No FBPN No
Chen [17] Expert network FI FMLR BPN
Chen and Lin [18] Expert network PCFI FBPN BPN
The proposed methodology Distributed sensor network P2P FBPN RBF

the pre-classifying approaches (e.g., [18, 20–22]). With pre-
classifying approaches, jobs with similar attributes are clas-
sified into the same category according to job attributes.
However, there is no absolute measure of the similarity
between two jobs. On the contrary, in postclassification
approaches, jobs with the same cycle time forecasting accu-
racy are gathered in the same category, and the classification
algorithm is tailored to the forecasting approach [10, 11, 23].
However, to classify a job by considering only the forecasting
error, and not all attributes, is difficult.

In the previous research, there have been some collab-
orative networks for forecasting job cycle time. Most use
experts and have not been automated. For example, Chen
[17] utilized domain experts for predicting the cycle time of
a job using fuzzy multiple linear regression (FMLR), and the
forecasts were aggregated using fuzzy intersection (FI) and
back propagation network (BPN). Similarly, in Chen and Lin
[18], the domain experts established fuzzy back propagation
networks (FBPNs) for the same purpose, and a partial
consensus among the experts was sought instead. In order
to improve the effectiveness and efficiency of forecasting the
cycle time of a job in a semiconductormanufacturing factory,
a fuzzy collaborative sensor network is developed in this
study. Each sensor is a programmed device that can be used
to detect the environment, or retrieve data and information
from specific equipment and systems. Why is a system that is
complex, time consuming, and requires the collaboration of
a number of sensors used in this study?

(1) Compared with the existingmethods based on expert
collaboration, a collaborative sensor network can
automate the required actions and is certainly more
efficient.

(2) Although the existing methods can provide the same
job cycle time forecast in a more realistic manner and
in a shorter time, the forecasting accuracy is often
far from perfect, mainly owing to the unpredictable
changes in factory conditions. In contrast, using a
sensor network to monitor all important parts of a
semiconductor manufacturing factory ensures that
no important information will be missed.

(3) In addition, seeing a problem from different perspec-
tives ensures that no parts are ignored when solving
the problem.

In the fuzzy collaborative sensor network, a set of sen-
sors is used. These sensors are programmed, according to
preprogrammed settings, to detect specific job and factory
conditions that are present in its specific area. The sensors
operate as a collective systematic unit, sharing and comparing

the collected data with other sensors.Therefore, amechanism
needs to be established that will unify and interpret the
collected data. For each sensor, a FBPN reasoning mod-
ule is equipped to analyze the collected data according to
the administrator’s calculations. In order to facilitate the
collaboration process and to aggregate the analysis results,
the central control unit is equipped with a “radial basis
function” network (RBF), which is considered a “reasoning
module.” A reasoning module is the brains of the entire
system, calculating and determining the proper course of
action. Finally, the whole system is built on a centralized
point-to-point (P2P) communication architecture [19, 24].
The differences between the proposed methodology and the
existing methods are summarized in Table 1.

The rest of this paper is organized as follows: Section 2
describes the fuzzy collaborative sensor network. In
Section 3, an example is used to demonstrate the application
of the fuzzy collaborative sensor network. The performance
of the fuzzy collaborative sensor network is assessed and
compared with some existing approaches. Based on the
analysis results, some observations are discussed. Finally,
concluding points and future research directions are given in
Section 4.

2. Fuzzy Collaborative Sensor Network

In previous research, fuzzy sensor networks have rarely been
applied. Odeberg [25] focused on measuring the optimal
distance between fuzzy sensors. Goebel and Agogino [26]
proposed a systematic procedure for fuzzy sensor fusion.The
fusion algorithm calculated the weighted average of the con-
fidence value of each sensor reading. Deng et al. [27] believed
that fuzzy sensor networks can provide flexibility in the
processing of symbolic information. Born and Wright [28]
established an architecture for guiding robot sensors using
a fuzzy sensor fusion network (FSFN). However, despite
having so much research, determining how to integrate
the observations of different fuzzy sensors is still a major
problem.

The concept of the fuzzy collaborative sensor network is
illustrated in Figure 1. There are six operational procedures
for the fuzzy collaborative sensor network.

(1) The fuzzy collaborative sensor network starts from
the deployment of a group of sensors.

(2) The administrators of these sensors determine the
data that is to be collected and incorporated into the
sensors’ FBPN reasoning modules.
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Figure 1: The concept of the fuzzy collaborative sensor network.

(3) Each sensor detects and analyzes the local conditions
based on its own observations.

(4) Each sensor communicates its settings and analysis
results to other sensors with the aid of the central
control unit. After receiving the settings and analysis
results of other sensors, a sensor may be prompted to
modify its settings.

(5) A RBF network is employed to aggregate the sensor’s
forecasts.

(6) The collaboration process is terminated if the impro-
vement in the aggregate performance becomes negli-
gible. Otherwise, the system automatically returns to
step (4).

Before introducing the details of the fuzzy collaborative
sensor network, we first must define all required parameters:

(1) 𝑎
𝑗
: the normalized value of the actual cycle time of job

𝑗.

(2) 𝑜: the FBPN output, which is the normalized fuzzy
cycle time forecast of job 𝑗.

(3) ̃ℎ
𝑙
: the output from hidden-layer node 𝑙.

(4) 𝑤𝑜
𝑙
: the weight of the connection between hidden-

layer node 𝑙 and the output node.

(5) 𝑤ℎ
𝑖𝑙
: the weight of the connection between input node

𝑖 and hidden-layer node 𝑙.

(6) ̃𝜃ℎ
𝑙
: the threshold for screening out weak signals by

hidden-layer node 𝑙.

(7) ̃𝜃𝑜: the threshold for screening out weak signals by the
output node.
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Figure 2: The FBPN reasoning module.

In the fuzzy collaborative sensor network, each sensor
detects the following job actions in the factory:

(1) themachine status, which is the equipment utilization
information,

(2) the job status,
(3) the job queuing information on the processing route

or before bottlenecks,
(4) the factory workload information,
(5) the waiting times of some recently completed jobs.

It uses a FBPN to analyze the information (see Figure 2).
Although there have been some more advanced artificial
neural networks, such as a compositional pattern-producing
network, a cascading neural network, and a dynamic neural
network, a well-trained FBPN is utilized in this study as it
allows an optimized structure to fit very complex relation-
ships.

(1) Inputs: the five types of information detected by the
sensor. To facilitate the search for solutions, it is
strongly recommended to normalize the inputs to a
range narrower than [0 1] [10, 11]:

𝑁(𝑥) = 𝑁
𝐿
+

𝑥 − 𝑥min
𝑥max − 𝑥min

⋅ (𝑁
𝑈
− 𝑁
𝐿
) , (1)

where 𝑁(𝑥) is the normalized value of the original
value 𝑥; 𝑁

𝐿
and 𝑁

𝑈
indicate the lower and upper

bounds of the range of the normalized value, respec-
tively. 𝑥min and 𝑥max are theminimum andmaximum
of 𝑥, respectively. The formula can be written as

𝑥 =

𝑁 (𝑥) − 𝑁
𝐿

𝑁
𝑈
− 𝑁
𝐿

⋅ (𝑥max − 𝑥min) + 𝑥min (2)

if the unnormalized value is to be obtained instead.
In addition, some inputs may be dependent on each
other, which makes the unnormalized value more
difficult to discover the relationship between 𝑥min
and 𝑥max. To solve this problem, principal component
analysis (PCA) is considered to be helpful [29].

(2) The FBPN has only one hidden layer. Two or more
hidden layers slow down the convergence speed and
may not lead to any better solution. The number of
nodes in the hidden layer is chosen (from 1 to 10) after
trying each of them.
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(3) The output from the FBPN is the cycle time forecasted
by the sensor.

(4) The activation function used for the hidden layer is
the hyperbolic tangent sigmoid function, and for the
others it is the linear activation function.

(5) 1000 epochs will be run each time. The start condi-
tions will be randomized to reduce the possibility of
being stuck on local optima [24].

In order to determine the parameter values, after pre-
classification a portion of the adopted examples is fed into
the FBPN as a “training example.” Two phases are involved
at the training stage. First, in the forward phase, inputs are
multiplied with weights, summated, and transferred to the
hidden layer. Second, activated signals are outputted from the
hidden layer as

̃
ℎ
𝑙
= (ℎ
𝑙1
, ℎ
𝑙2
, ℎ
𝑙3
) =

1

1 + 𝑒
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ℎ
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and (−) and (×) denote fuzzy subtraction and multiplication,
respectively; ̃ℎ

𝑙
’s are also transferred to the output layer

with the same procedure. Finally, the output of the FBPN is
generated as follows:
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1
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2
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3
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(6)

Subsequently in the backward phase, the training of the
FBPN is decomposed into three subtasks: determining the
center value, upper, and lower bounds of the parameters [30].
First, to determine the center value of each fuzzy parameter
(such as, 𝑤ℎ

𝑘𝑙2
, 𝜃ℎ
𝑙2
, 𝑤𝑜
𝑙2
, and 𝜃𝑜

2
), the FBPN is treated as a

crisp one. Some algorithms are applicable for training a crisp
feed-forward neural network, such as the gradient descent
(GD) algorithms, the Levenberg-Marquardt algorithm, the
conjugate gradient algorithms, the resilient back-propagation
algorithm, and the BFGS quasi-Newton back-propagation
algorithm.

Subsequently, the following goal programming (GP)
problem is solved to determine the upper bound of each fuzzy
parameter (e.g.:𝑤ℎ

𝑘𝑙3
, 𝜃ℎ
𝑙3
,𝑤𝑜
𝑙3
, and 𝜃𝑜

3
), so that the actual value

will be less than the upper bound of the network output:
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𝑘 = 1 ∼ 𝐾; 𝑙 = 1 ∼ 𝐿.

(7)

In a similar way, another GP problem is solved to determine
the lower bound of each fuzzy parameter (e.g., 𝑤ℎ

𝑘𝑙1
, 𝜃ℎ
𝑙1
, 𝑤𝑜
𝑙1
,

and 𝜃𝑜
1
), so that the actual value will be greater than the lower

bound of the network output:

Min ∑
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(8)

The forecasts by all sensors can be communicated to each
other, so that they can modify their settings and gener-
ate more accurate forecasts if more viewpoints are taken
into account. A collaboration mechanism is established to
this end. The view by a sensor is indicated with VS

𝑔
=

{Ψ
𝑈
(𝑔), Ψ

𝐿
(𝑔), 𝑠
𝑈
(𝑔), 𝑠
𝐿
(𝑔)}, 𝑔 ∈ [1 𝐺], and will be pack-

aged into information granules, which are then encoded
using extensible markup language (XML). Subsequently, a
communication agent is used to convey information granules
among sensors through a centralized P2P architecture. The
communication protocol is as follows.

Input. Sensor 𝑆
𝑔
, 1 ≤ 𝑔 ≤ 𝐺, provides input data 𝑜

𝑗
for 𝑁

jobs, where 1 ≤ 𝑗 ≤ 𝑁. In case of computing the network
output, the view vector VS

𝑔
is public.

Output. Sensor 𝑆
𝑔
, 1 ≤ 𝑔 ≤ 𝐺, learns (𝐷(𝑜

𝑗
) − 𝑎
𝑗
)/𝑎
𝑗
without

anything else, where 𝐷(𝑜
𝑗
) is computed using the center-of-

gravity method:

𝑑 (𝑜
𝑗
) =

𝑜
𝑗1
+ 𝑜
𝑗2
+ 𝑜
𝑗3

3

. (9)

After receiving this information, if it reveals that the forecast-
ing performance of a sensor is very prominent, the others
may change their settings, so that the settings will be more
consistent. In addition, if a sensor obtains unsatisfactory
forecasting results, then it will automatically cross-reference
the results with other sensors.

Subsequently, a RBF is used to aggregate the forecasts.
In past studies, Aliustaoglu et al. [31] fused the monitoring
results of different sensors with a fuzzy inference system.The
RBF network has three layers: the input, hidden (middle),
and output layers. Inputs to the RBF are the three corners of
the fuzzy forecasts by all sensors. Each input is assigned to a
node in the input layer and passed directly to the hidden layer
without being weighted. The transfer function used for the
hidden layer is a Gaussian transfer function, while the output
layer uses the linear transfer function. For determining the
parameter values, k-means (KM) is first used to discover the
centers of the RBF units. Subsequently, the nearest-neighbor

method is used to determine their widths. The weights of the
connections can be obtained by linear regression. Compared
with BPN, RBF has a better chance of escaping the local
optimum.

3. Experiment

To illustrate the application of the fuzzy collaborative sensor
network, an example containing the data of 500 jobs was
used. There are more than ten products manufactured in
the semiconductor factory. The semiconductor factory has a
monthly capacity of 30,000 wafers and is expected to be fully
utilized. Jobs are released into the semiconductor factory at a
rate of one per 0.85 hours, namely, the mean release rate 𝜆 =
1/0.85 = 1.18 jobs per hour.Three types of priorities (normal,
hot, and super hot) are assigned to jobs, depending on the
customer requests. The job percentages with these priorities
released into the factory are restricted to approximately
60%, 30%, and 10%, respectively. The manufacture of each
product has hundreds of steps, as well as “re-entry” to certain
machines that can cause significant bottlenecks. Reentry is
the singular production characteristic of the semiconductor
industry. Providing an accurate due date for the product with
such a complicated routing also shows the difficulty inherent
in production planning and scheduling staff. A total of
more than 400machines (including alternativemachines) are
provided to process wafers, in either single or multiple batch
operation. Sensors were deployed particularly at bottleneck
locations.

Five existing approaches, statistical analysis (i.e., MLR),
CBR, BPN, FCM-BPN [20], and collaborative FMLR [17]
were also applied to the case. Performance measures includ-
ing the mean absolute error (MAE), the mean absolute
percentage error (MAPE), and the minimal root mean
squared error (RMSE) were evaluated. The six approaches
recorded and compared the manufacturing performance and
are summarized in Table 2. The BPN approach, with one
hidden layer with 1∼10 nodes, depended on the results of a
preliminary analysis for establishing the best configuration.
The optimal value of parameter 𝑘 in the CBR approach
was equal to the value that minimized the RMSE. In FCM-
BPN, jobs were classified into some categories using FCM
before forecasting their cycle times.The number of categories
was determined by the 𝑆 test. In collaborative FMLR, some
domain experts gathered and predicted the cycle time of a
job using FMLR. Then, the forecasts by these experts were
aggregated using FI-BPN to derive the crisp, representative
value.

According to the experiment’s results, we have the follow-
ing.

(1) From the tabulated results it can be seen that the
difference between the forecasting results and the
collected data is very small. The magnitude of the
errors ranged from 0.00% to 2.65% with an average
of only 1%. In fitting the collected data, the fuzzy
collaborative sensor network achieved a very good
performance.
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Table 2: Comparisons of the performances of various approaches.

Performance measure Statistical analysis CBR BPN FCM-BPN Collaborative FMLR The proposed methodology
RMSE 77 74 53 36 31 19
MAE 63 62 43 21 23 11
MAPE 5% 5% 4% 2% 2% 1%
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Figure 3: The collaboration time.

(2) The estimation accuracy in terms of three measures,
RMSE, MAE, and MAPE, has been assessed for
each method. The estimation accuracy of MFLR was
clearly the most inaccurate, which revealed the non-
linear nature of the problem. Nonlinear approaches
such as BPN, FCM-BPN, and this study’s proposed
methodology all achieved satisfactory performances.

(3) In particular, this study’s proposed methodology was
superior to the five existing methods, by improving
MAPE up to 33%.

(4) Compared with the collaborative forecasting method
that uses real experts, collaborative FMLR and the
proposed fuzzy collaborative sensor network auto-
mate the necessary actions and are therefore more
efficient.Within the same time, it ismore likely to find
a better cycle time forecast using the proposed fuzzy
collaborative sensor network.

(5) With the increase in the number of sensors, the col-
laboration time significantly increased (see Figure 3).
As a result, if many sensors are involved, the compu-
tation becomes very complicated. For this reason, the
size of the sensor coalition needs to be restricted. If a
distributed P2P communication architecture is used,
then the collaboration time will be much longer.

4. Conclusions and Directions for
Future Research

The cycle time of a specific job has the greatest potential
impact for a factory. Data analysis and forecasting in this area
are extremely important. There is increasing evidence that
demonstrates the widespread and long-term trend toward

leaner production. Job cycle time forecasting is considered to
be one of the most important tasks in determining how to
make a manufacturing facility more efficient.

Empirical evidence reveals that collaborative intelligence
has tremendous potential in the job cycle time forecasting
application. On the other hand, network based sensing has
become an important field of research, and new applications
of remote sensing are expected to appear. Both points
motivated us to develop a fuzzy collaborative sensor network
to enhance the performance of the job cycle time forecasting.
In the fuzzy collaborative sensor network, a group of sensors
detect the local conditions and use FBPNs to analyze the
received information. Each sensor communicates its setting
and analysis results to other sensors with the aid of the
central control unit under a centralized P2P architecture.The
forecasts by all sensors are then aggregated by a RBF network.

After applying the fuzzy collaborative sensor network to
an illustrative case, the following experimental results were
obtained.

(1) Via the sensors’ automatic collaboration, the aggre-
gate forecasting performance was seen to improve
considerably.The accuracy of forecasting the job cycle
time, measured in terms ofMAPE, improved by up to
33%.

(2) The collaboration time associated with the number of
sensors was also determined, which can be referenced
to determining the suitable number of sensors. For
example, with tens of sensors, the collaboration time
was about five minutes, which was still acceptable.

(3) It is therefore possible to accurately forecast the job
cycle time using a collection of sensors governed by a
centralized collaboration mechanism.

This study’s research contribution includes the following.

(1) In the literature, fuzzy sensor networks have not been
applied to cycle time forecasting.The treatment taken
in this study is a viable strategy for similar purposes
under a distributed decision-making environment.

(2) The centralized client-server architecture is an effi-
cient framework for facilitating collaboration among
fuzzy sensors.

If necessary, future studies may develop more sophisticated
collaboration mechanisms.
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We propose an efficient resource reservation scheme for UWB (Ultrawideband) WPAN (Wireless Personal Area Network) with
D-MAC (Distributed Medium Access Control). Since the WiMedia D-MAC supporting DRP (Distributed Reservation Protocol)
scheme causes lots of conflicts due to failure of beacon detection in wireless channel environment, overall performances of the
WiMedia D-MAC can be deteriorated.Therefore, we propose Relay DRP protocol, whichmakes a relay path to avoid DRP conflicts
or harsh channel conditions through cooperative relay transmission scheme and is compliant with the current WiMedia D-
MAC protocol. Simulation results demonstrate performance improvements of the proposed method for throughput and energy
consumption.

1. Introduction

The prosperity of wireless communication technology has
been providing various new communication opportunities
and services for personal use. A tremendous growth in
popularity of wireless personal devices is essentially requir-
ing efficient communications between those heterogeneous
devices. Hence, WPAN technology using UWB is continu-
ously gaining interest for ubiquitous connections in home
entertainment and security/medical/military applications
due to its high speed data rate, inexpensive cost, low power
consumption, and small size.

UWB is able to support data rates of 0.5 Gbps within a
range of up to 10m and is allowed to operate with limited
transmit power in a unlicensedmanner in the 3–10GHz band
[1, 2]. Due to the limited transmission power, UWB devices
do not make fatal interference and therefore can coexist with
other users and technologies in the same band. The salient
features of UWB networks such as high-rate communica-
tions, low interference with other radio systems, and low
power consumption bring many benefits to users and thus
enable several new applications such as wireless universal
serial bus (WUSB) for connecting personal computers (PCs)

to their peripherals and the consumer-electronics (CE) in
people’s living rooms [3].

The WiMedia Alliance has specified D-MAC protocol
based on UWB for high-rate WPANs [4]. In contrast to
centralized MAC such as IEEE 802.15.3, the D-MAC UWB
supports DRP mechanism, which makes all devices be
connected using self-organizing approach. In the distributed
architecture, theWiMedia D-MAC removes the SOP (Simul-
taneous Operating Piconet) problem, that is, packet colli-
sions between overlapped piconets in the centralized IEEE
802.15.3 MAC by exchanging resource reservation and con-
trol information among the devices [4], especially via DRP
IE (Information Element) and DRP Availability IE in each
device’s beacon signal. In the D-MAC, each node broadcasts
its own beacon containing IEs per periodic interval called as
superframe.The IEs convey certain control and management
information. The distributed nature of the D-MAC protocol
can provide a full mobility support with scalable and fault
tolerant medium access method [4].

However, the conventional WiMedia D-MAC has DRP
conflict problem due to failure of beacon detection inwireless
channel status and mobile communication environment [4].
Thus, in order to get full benefits of the distributed MAC



2 International Journal of Distributed Sensor Networks

S node T node

R node

Time

Time

Power

Power

Relay transmission

Direct transmission

Unstable channel

Stable channel Stable channel

S-R: wake up / T: sleep

S-T: wake up / R: sleep

S: sleep / R-T: wake up

Figure 1: Relay-based cooperative communication.

Beacon slot MAS

Be
ac

on
Be

ac
on

Be
ac

on
Be

ac
on

Be
ac

on DRP 
reservation 

block
PCA
block

PCA
block

DRP 
reservation 

block

Beacon period Data period

Superframe

· · ·· · ·

Figure 2: Superframe structure in WiMedia D-MAC.

approach, we should overcome the resource reservation
conflicts among devices.There have been prevention and res-
olutionmethods for the DRP reservation conflicts among the
WiMedia D-MAC devices in [5, 6]. Those schemes consider
multihop range DRP conflicts due to mobile hidden node
problem and show improvement of throughput performance.
However, the methods only focus on how to prevent and/or
resolve MAC-level conflicts without considering physical
channel status. Therefore, the algorithms in [5, 6] cannot
avoid the data transmission errors caused by physical channel
distortion on the conflict-resolved link.

There have been previous works to improve system
performance by using cooperative communication scheme
[7, 8]. As shown in Figure 1, if the wireless channel status is
coarse between Source node (S node) and Target node (T
node), the direct communication between S node and T node
causes time delay and power consumption. Thus, Adaptive
Modulation and Coding (AMC) scheme can be applied in
physical layer as a link adaptation solution. However, if the
channel status between S node and T node is not good
enough to guarantee the minimum data rate for the link,
the corresponding channel resources are wasted even after
the link adaptation in physical layer. In this case, we should
try to find a detour, for example, the path via the relay
node (R node) in Figure 1 as an indirect communication
link with good channel status in order to avoid the coarse
wireless link. In [7], throughput is increased through an
efficient relay communication of the proposed CoopMAC
scheme. However, the CoopMAC scheme needs additional

CSMA-CA-based HTS (Helper ready To Send) signaling
overhead for delivering relay confirm/deny messages from
a helper station, and thus it does not guarantee backward
compatibility with legacy devices. In addition, since source
device which has relay transmission inmind should overhear
data packet transmissions between a pair of other stations
to select a relay node, extra energy for overhearing the data
packet exchanges is consumed.

Therefore, in this paper, RelayDRP scheme is proposed as
an efficient relay-based cooperative communication protocol
for the WiMedia D-MAC devices to avoid DRP conflicts
and/or harsh channel conditions. This paper is organized as
follows. In Section 2, we describe the WiMedia D-MAC pro-
tocol. In Section 3, a relay-based cooperative communication
protocol is proposed tomake a relay path avoidDRP conflicts
and bad channel conditions. In Section 4, a simulationmodel
for the proposed scheme is proposed and its performances are
demonstrated. Finally, in Section 5, concluding remarks are
presented.

2. WiMedia D-MAC Protocol

As shown in Figure 2,WiMedia D-MAC operates with a time
unit called superframe. A superframe is divided into a BP
(Beacon Period) and a DTP (Data Transfer Period). Unlike
other MAC protocols, the BP of WiMedia D-MAC consists
of beacon slots and each device sends its own beacon in a
nonoverlapping beacon slot. This feature of the BP helps to
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find other devices fast and to synchronize time with other
devices. Also, it provides information of power control and
reservation status for each MAS (Medium Access Slot).

The current WiMedia D-MAC exchanges resource reser-
vation and control information among the devices viaDRP IE
and DRP Availability IE. The DRP IE illustrated in Figure 3
is used to negotiate a reservation for certain MASs and
to announce the reserved MASs for a traffic stream. The
DRP Availability IE notifies the current status of the MAS
utilization of 1-hop neighbors of the sender device, using
the 256-bit long bitmap field in which one bit indicates a
corresponding MAS in a superframe because a superframe
consists of 256 MASs. It is filled by combining all the DRP
IEs transmitted by the 1-hop range neighbor devices.

In Figure 3, the DRP control field contains the informa-
tion to detect and resolve the conflicts among DRP blocks
and to identify the stream to be sent in the reserved MAS
block. The Target/Owner DevAddr field shows the DevAddr
(Device Address) of the corresponding device; that is, it is set
to the DevAddr of the reservation target (Receiving device) if
the device transmitting the DRP IE is the reservation owner
(Transmitting device), and vice versa. The Reason Code is
used by a reservation target to indicate whether a DRP
reservation request was successfully accepted or not, and it
is encoded as described in Table 1.

3. Relay DRP

In the WiMedia D-MAC protocol, a device can predict
transmission rate and power level for each link by listening
Link Feedback IEs from one or more source devices. The
IEs contain information of the recommended change to
the optimal PHY data rate and transmission power level
[4]. Figure 4 illustrates the Link Feedback IE format. The
DevAddr field is set to the DevAddr of the source device for

which this feedback is provided. The transmit power level
change field denotes the change in transmit power level that
the recipient device sending this IE recommends to the source
device, and the data rate field is filled with the PHY data rate
that the recipient device transmitting this IE recommends to
the source device.

In this paper, a new Relay DRP is proposed for theWiMe-
diaD-MAC. To provide cooperative relay transmission, Relay
DRP uses newly defined three code points in the reserved
field of the Reason Code explained in Table 2. “Relay Req”
and “Relay Ntf ” Reason Codes ultimately intend to reserve
DRP resources for relay transmission to the target node via
the relay node. If both Reason Codes from the relay node and
the target node are set to “Relay Accepted,” it means that the
DRP resources from the reservation owner to the target node
via the relay node are successfully reserved. From Figures
5, 6, and 7, we depict the proposed Relay DRP resource
reservation procedures of reservation owner (transmitting
device), relay node, and target node in detail.

After reading DRP Availability IEs from other devices’
beacons, the reservation owner checks if both MAS S-R
(medium access slots between sender and relay infra-nodes
or RFID readers) andMASR-T (mediumaccess slots between
target and relay infra-nodes) are free to be used for the
relay transmission. If both resources are available and if the
received power level in beacons from the target node is
lower than a threshold 𝑇ℎS-T (a bad channel condition), the
reservation owner starts the proposed Relay DRP.

4. Performance Analyses

Performance of the Relay DRP scheme is evaluated through
NS-2 simulations. The network size covered by randomly
distributed WiMedia D-MAC devices is 10m ∗ 10m. And
we assume multiple WiMedia D-MAC application clusters
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Table 1: Reason code field encoding.

Value Code Description
0 Accepted The DRP reservation request is granted

1 Conflict
The DRP reservation request or existing
reservation is in conflict with one or more
existing DRP reservations

2 Pending The DRP reservation request is being
processed

3 Denied
The DRP reservation request is rejected or
existing DRP reservation can no longer be
accepted

4 Modified
The DRP reservation is still maintained but
has been reduced in size or multiple DRP IEs
for the same reservation have been combined

5–7 Reserved Reserved

for home network or warehouse application composed of
10∼30 devices in the network area (1 to 3 devices per
10m2) [5, 6]. The transmission power of a device is fixed to
−41.25 dBm/MHz and the packet size transmitted in a beacon
group is fixed to 2048 bytes [1, 2]. In the WiMedia D-MAC
performance analysis, the WiMedia PHY/MAC parameters
in the WiMedia specifications [1, 4] are considered and are
found in Table 3.

Figure 8 shows throughput performance of the WiMedia
D-MAC devices according to the number of devices in the

Table 2: Additional reason code field encoding for relay DRP.

Value Code Description

5 Relay Req

Sent by a reservation owner (a transmitting
device) for a relay device to request the DRP
reservation between the owner and the relay
device

6 Relay Ntf
Sent by a reservation owner for a target
device to request the DRP reservation
between a relay device and the target

7 Relay
Accepted

A DRP reservation request via
corresponding relay device is granted

network with the maximum PER (Packet Error Rate) of 8%
which is the defined value of WiMedia test specification
[9]. The throughput of the proposed Relay DRP scheme is
superior to that of the legacy DRP scheme, and it increases
in proportion to the number of nodes. Since the Relay DRP
scheme avoids DRP conflicts or bad links by performing
cooperative relay transmission, the throughput of each node
can be increased. However, the throughput performances
are degraded when the number of devices increases over
some threshold number of nodes in the given environment
of simulation, because more MASs are overlapped with
other WiMedia D-MAC devices’ clusters as the number of
devices increases. The threshold number of the legacy DRP
is somewhat larger than that of the Relay DRP since neighbor
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Table 3: WiMedia PHY/MAC simulation parameters.

Parameter Value
𝑇SYM 312.5 ns
𝑇sync Standard preamble: 9.375 𝜇s
pMIFS 1.875 𝜇s
pSIFS 10𝜇s
mMAXFramePayloadSize 4,095 octets
mMAXBPLength 96 beacon slots
mBeaconSlotLength 85𝜇s
mSuperframeLength 256 ∗mMASLength
mMASLength 256 𝜇s
mBPExtension 8 beacon slots
mTotalMASLimit 112 MASs

devices in case of the legacy DRP have less amount of traffic
as much as the relayed packet transfer than the case of the
Relay DRP.

Figure 9 compares the average delay performance
between the legacy WiMedia D-MAC standard and the
proposed Relay DRP scheme according to the number of

devices in the same simulation environment with Figure 8.
The delay of each packet transfer was measured considering
both queuing delay and transmission delay of head-of-line
packet in the queue. The delay for the Relay DRP is much
shorter than that for the legacy scheme and decreases in
proportion to the node density. The reason of the delay
performance improvement of the Relay DRP is that the
proposed scheme can detect channel status and find a
stable detour if necessary. However, just like the throughput
performance, the delay performance in Figure 9 also shows
the performance degradation due to theMAS-overlap among
different WiMedia D-MAC devices’ clusters after a threshold
number of devices in the given environment of simulation.

Figure 10 shows the ratio of𝐸Relay DRP/𝐸Legacy DRP accord-
ing to the number of WiMedia D-MAC devices. 𝐸Relay DRP is
the𝐸Superframe value of the Relay DRP scheme and𝐸Legacy DRP
denotes the value of the legacy DRP scheme [10]. As shown in
Figure 10, the proposed Relay DRP scheme shows the supe-
rior energy saving performance to the legacy DRP scheme.
Furthermore, the ratio of the energy consumption decreases
as the number of WiMedia D-MAC devices increases up to
a threshold number of nodes. This result can be explained
that there are more DRP conflicts causing retransmissions
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Figure 7: Resource reservation procedure of target node.
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during communications between the nodes as the number of
nodes increases in the network. In this case, by performing
cooperative relay transmissions via stable channels through
the Relay DRP scheme, energy consumption at each node
decreases. In addition, because multiple neighbor devices
can share the role of relay transmission, the entire energy
consumption can be reduced as the number of devices
increases. However, since the relayed packets also introduces
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Figure 9: File transfer time according to the number of devices.

additional interferences, that is, DRP conflicts after the
threshold number of nodes, the energy consumption of the
Relay DRP increases.

5. Conclusions

In this paper, a cooperative relay transmission scheme for
WiMedia DRP protocol-based WPAN devices has been
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ber of devices.

proposed to enhance throughput performance and to
improve energy efficiency by avoiding resource reservation
conflicts and bad channel conditions through the cross-layer
link adaptation. From the simulation results for throughput
and energy consumption, it is shown that the performance
of the proposed Relay DRP scheme is superior to that of
the legacy DRP scheme. And the Relay DRP scheme is
compatible and can be directly applied with small overhead
to the current WiMedia D-MAC standard system.
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Wireless sensor networks (WSNs) are gaining tremendous importance thanks to their broad range of commercial applications.
Out of the contemporary fields of research in WSNs, the virtualization of wireless sensor network (VSN) is a brand new research
approach. In this age of economic recession, this state-of-the-art technology can provide the opportunity to build an economic
business model for application area such as smart home. Building smart home is a big challenge for worldwide increasing elderly
populations which are the largest demographic group of developed countries. In this paper, we propose aVSNbased businessmodel
for implementing smart home for the rapidly growing elderly populations of the world in a cost-effective way. We also propose
the virtualization architecture of fully functional sensor node known as sensor gateway router and mathematical model for the
embedding of VSN node and link to the physical sensor node and links. Finally, we have implemented and evaluated the sensor
virtualization scheme in embedded Linux environment. The evaluation method shows that the virtualization of sensor network
technology reduces the overall cost and complexity significantly for the implementation of smart home.

1. Introduction

Advances in wireless communications and electronics have
enabled the development of low-cost, low-power, multifunc-
tional sensor nodes that are small in size and communicate
untethered over short distances. A sensor network consists
of a large number of sensor nodes that are densely deployed
either inside the phenomenon of interest or very close to it
[1, 2]. Due to the rapid advancement of microelectronics, tiny
sensor nodes are capable of supporting IP protocol stack.
6LoWPAN facilitates the IPv6 communication over low-
power and low-cost sensor nodes [3, 4].

In the past, applications of sensor networks were thought
to be very specific. The communication protocols of sensor
networks were also very simple and straightforward. Some
researchers were even against the use of the compatible
internetworking protocol architecture in WSNs. There were
different reasons behind that such as the resource constraints
for layered architecture, the problems of configuring large

number of devices, and the essence of sensor nodes’ distinct
identity. But with the advent of the Internet of Things and
federated IP-WSNs, this demand is going to be blurred. The
huge numbers of IPv6 addresses, the necessity for end-to-
end communication and advances in microelectronics have
changed the concepts of the research community. Now, a tiny
sensor node can hold a compatible TCP/IP protocol stack, so
we can now think of using the concept of internetworking
protocols in IP-WSNs [3].

IP-enabled sensor nodes have opened the door for further
research into advanced and distributed applications in sensor
networks [4]. Recently, network virtualization has created a
renaissance among the network based research communities.
The concept of sensor virtualization has also attracted a great
deal of attention from industry and academia [5]. Virtualiza-
tion of wireless sensor network (VSN) can be defined as the
separation of the function for the traditional WSNs service
provider into two parts: sensor infrastructure provider (SInP)
that manages the physical sensor infrastructure and sensor
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virtualization network service provider (SVNSP) that devel-
ops the VSN by aggregating resources from multiple SInPs
and offers services to the application level users (ALU).

Since most of the sensor nodes remain idle for the
maximum periods of its lifetime, VSN is one of the best ways
to utilize the physical sensor node resources efficiently. VSN
can provide a platform upon which novel sensor network
architectures can be built, experimented, and evaluated [5].
In addition, virtualization in WSNs is expected to provide a
clean separation of services and infrastructure and facilitate
new ways of doing business by allowing the trading of sensor
network resources among multiple service providers and
application level users.

This type of VSN environment can be ensured from the
coexisting heterogeneous WSNs architectures that are free
from the limitations of existingmultivendor sensor networks.
The importance of sensor virtualization is manifold in this
age of worldwide economic recession. VSN can provide cost-
effective and green technology solutions to design smart
homes and cities [5, 6]. In a smart home, all sort of the
state-of-the- art technologies are used. To deploy these tech-
nologies, it needs a lot of sensor nodes in which individual
sensor network performs individual task such as monitoring
temperature, humidity, light, video/image, and movement.
This traditional approach of using WSNs incurs a huge cost
involvement which is the main obstacle for an affordable
business model of smart home. VSN may be the most
appropriate technology in this regard. By deploying VSN
technology, a single federated WSNs can provide multiple
services for the smart home. This paper deals with providing
an efficient model for smart home by using VSN approach.
The main contributions of this paper are as follows.

(a) Business model and architecture of VSN for smart
homes have been proposed.

(b) Sensor nodes architecture for VSN has been depicted.
(c) A mathematical model for virtual resource allocation

has been demonstrated.
(d) Wehave evaluated theVSN in smart home application

designing with respect to cost and system resources
utilization.

(e) Finally, we have discussed future research scopes in
the field of VSN.

The remainder of the paper is organized as follows.
Section 2 reviews the background related to virtual sensor
network, VSN business models for smart home, and related
works. In Section 3, we discuss VSN system architecture
and software architecture. Section 4 describes the mathemat-
ical model for VSN resource allocations. Section 5 demon-
strates the performance evaluation. Section 6 discusses future
research scope in the field of VSN. And finally, Section 7
concludes the paper.

2. Backgrounds

VSN is a brand new research approach in the field of
WSNs. Before proceeding further, we need to clarify few

basic concepts and the difference between traditional WSNs,
conventional virtual sensor network, and VSN. In traditional
sensor network, all nodes in the network perform more
or less as equal partners to achieve the goal of deploying
sensor nodes [1]. In this paper, VSN means virtualization of
WSNs as defined in Section 1 and in Section 2.3. The term
VSN is synonymously used for the process of virtualization
of sensor network and for the sensor network that support
virtualization.

2.1. Virtual Sensor Network. Virtual sensor network consists
of collaborative wireless sensor network. It is formed by a
subset of sensor nodes of a wireless sensor network, with the
subset being dedicated to a certain task or an application at a
given time [7, 8]. In contrast, the subset of nodes belonging
to this type of network collaborates to carry out a given
application at a specific time. It can be formed by providing
logical connectivity among collaborative sensor nodes.Nodes
can be grouped into different virtual sensor networks based
on the phenomenon they track or the task they perform.
The protocols for this type of network should provide the
functionality for network formation, usage, adaptation, and
maintenance of subset of sensors collaborating on a specific
task [9].

2.2. Overlay Sensor Network. An overlay sensor network is a
type of sensor network that creates a virtual topology on top
of the physical topology of a wireless sensor network. Nodes
in an overlay network are connected through virtual links
which correspond to paths in the underlying network. Over-
lays are typically implemented in the application layer, though
various implementations at lower layers of the network stack
do exist [10].

2.3. VSN and Its Business Model for Smart Home. Unlike
WSNs, the VSN environment has a collection of multiple
heterogeneous sensor network resources that coexist in the
same physical space. There are different types of physical
sensor networks andmany SInPs indicated by different circles
in the lower layer of Figure 1. There are two SVNSPs in the
model. Each SVNSP hires resources from one or more SInPs
to form VSNs and deploys customized protocol and services.
Based on necessity, the number of SVNSPs can be more than
two. In traditional WSNs, the infrastructure provider and
service provider are the same entity, but VSN differentiate
between the infrastructures and service provider’s perspec-
tive. The motivation behind this is to minimize the cost of
establishment and to reduce the manageability effort. The
difference between the VSNmodel and the traditional WSNs
model is the presence of two specific roles, SInP and SVNSP.

SInPs deploy and manage the substrate physical sen-
sor network resources. They offer their resources through
programmable interfaces to different SVNSPs. The salient
features for distinguishing different SInPs are: (i) Types of
services for the corresponding SInP. (ii) The vendor speci-
fications and communication protocol of the sensor nodes.
Different vendors can deploy sensor nodes and make their
individual infrastructure which can be used by the specific
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Figure 1: Sensor network virtualization in smart home.

entity or can be leased to different virtual service providing
companies to run their individual applications. It helps the
effective utilization of the physical sensor node on a broader
scale.

SVNSP leases resources from multiple SInPs to create
and deploy VSNs by sharing allocated virtualized network
resources to offer end-to-end application user services.
SVNSP can achieve network services from multiple SInPs.
The resources used by the SVNSP can be reused by the other
SVNSPs when it is required.

ALUs in theVSNmodel are similar to those of the existing
WSNs, except that the existence of multiple SVNSPs from
competing SInPs provides a wide range of choices. Any end
user can connect tomultiple SVNSPs from different SInPs for
using multiple applications. In this smart home application
model ALU plays an important role, since this model provide
different services such as video/image, temperature humidity,
and light detection services through the VSN architecture.

2.4. Related Works. Currently, there are few approaches in
the WSNs [7–13] that focus on the virtual and overlay
sensor network rather than the purist view of VSN approach
introduced in this paper. Table 1 summarizes the area of a few
of research projects that act as the background of the pro-
posed research approach. It demonstrates the contemporary
research directions in the field of the virtualization of sensor
network in general.

Recently federated secure sensor network laboratory
(FRESnel) aims to build a large-scale sensor framework.
The goal of this project is to offer an environment that can
support multiple applications running on each sensor node
[11]. It provides an execution environment that hides the
system details from the running applications. The system
operates in a shared environment. The key characteristics of

this approach are a virtualization layer that is running on each
sensor node and provides abstracts access to sensor resources
which allows the management of these resources through
policies expressed by the infrastructure owner. A runtime
environment on each node allows multiple applications to
run inside the sensor node. It also provides policy based
application deployment that enables multiple applications to
be deployed over the shared infrastructure. SenShare [12]
is another platform that attempts to address the technical
challenge of supporting multiple corunning applications in
the sensor node.Here, each application operates in an isolated
environment consisting of an in-node hardware abstraction
layer and a dedicated overlay sensor network. Instead of using
virtual machine, SenShare uses a hardware abstraction layer.
It is a set of routine in software that emulates some platform
specific details, giving programsdirect access to the hardware.
In MMSPEED [13], a novel packet delivery mechanism has
been proposed. It provides QoS differentiation in two quality
domains such as timeliness and reliability. This approach
is based on multiple logical speed layers over a physical
sensor network which is based on conventional virtual sensor
network. Based on the speed, it considers different virtual
overlay. For virtual layering, it employs virtual isolation
among the speed layers. It is accomplished by classifying
incoming packets according to their speed classes and plac-
ing them into the appropriate priority queue. The above-
mentioned approaches are based on either traditional virtual
sensor network or overlay sensor network rather than purist
view of virtualization. Mate [14] and Melete [15] systems are
based on the virtual machine approach that provides reliable
storage and enables execution of concurrent applications on
a single sensor node. VSN approach proposed in this paper
is based onMate andMelete systems. We name this modified
version of virtual machine as VSNware. VSNware provides
environment to support different application for smart home
designing such as temperature, humidity, sound, and video.
VSNware helps to provide the purist view of virtualization
concept. It does so by dint of separation between SInP and
VSNSP which is discussed in the previous sections. To the
best of our knowledge, none of the research articles explores
VSN approach for designing smart home.

3. VSN Architecture of Smart Home

3.1. System Architecture. Here, we briefly describe the
detailed system architecture and software architecture of the
sensor virtualization scheme in smart home perspective. In
the following sections, we will explain the architecture in
details. The system architecture consists of three major layers
such as SInP, SVNSP, and ALU. The software architecture
describes the virtualization of the sensor gateway router
(SGR). To develop the architecture, we found different mod-
els very useful such as those in [11, 12, 14, 15].

3.1.1. SInP. The SInP consists of a huge collection of het-
erogeneous sensor nodes. Since these sensor nodes are
serving different purpose of sensing the environment of the
smart home, they are of different types such as temperature,
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Table 1: VSN research related projects.

Projects Research area URL

FRESnel
To build a large-scale federated sensor network
framework with multiple applications sharing
the same resources

http://www.cl.cam.ac.uk/research/srg/netos/fresnel/index.html

VSNs Random routing, virtual coordinates, and VSN
support functions http://www.cnrl.colostate.edu/Projects/VSNs/vsns.html

Sensor planet
Nokia-initiated cooperation, a global research
framework, on mobile device-centric
large-scale wireless sensor networks.

http://www.sensorplanet.org/

ViSE
Virtualization of sensor/actuator system,
creating customized virtual sensor network test
beds

http://groups.geni.net/geni/wiki/ViSE

DVM
To build a system that supports software
reconfiguration in embedded sensor networks
at multiple levels

http://nesl.ee.ucla.edu/project/show/51

SensEye Multitier multimodal sensor networks http://sensors.cs.umass.edu/projects/senseye/

SenQ
Complex virtual sensors and user-created
streams can be dynamically discovered and
shared

http://www.cs.virginia.edu/wsn/medical/projects/senq

WebDust
Multiple, heterogeneous, wireless sensor
networks can be controlled as a single, unified,
virtual sensor network

http://ru1.cti.gr/projects/webdust

humidity, light, sound, movement, and camera sensors. To
sense the environment in the sensor virtualization of a
smart home we consider two types of sensor nodes, the
fully functional device (FFD) and the reduced functional
device (RFD) sensor nodes. SInPs are deployed in the area
of interest in a uniformly distributed manner. Each group of
sensor nodes are divided into different logical area which is
identified by the dotted circles as depicted in figure 2. We call
it as SGR domain. Each SGR domain may consist of one or
more SGR which is an FFD sensor node. Each SGR supports
sensor virtualization environment. In each SGR domain,
there are many RFD sensor nodes which perform sensing.
RFD is more resource constrained than SGR. Since most of
the time sensor nodes are in sleep mode, VSN technique can
efficiently utilize the resources of SInP. In this scheme, we use
FFD and SGR synonymously.

3.1.2. SVNSP. SVNSP is the virtual sensor network service
providing entity. It consists of many virtual SGRs (VSGRs).
VSGR is the representation of processing, storage, and other
shareable resources of the SGR. And the links between VSGR
are the fully or semidedicated channels between the wireless
sensor nodes. Each SVNSP provides specific service to the
ALU. In Figure 2, we only depict two SVNSPs. There may be
as many SVNSPs as the SInP can support and it is based on
the ALU requirement.

3.1.3. ALU. ALU is the application level users or consumers of
the smart home. Based on the application requirement, ALU
connects with the particular SVNSP. In Figure 2, individual
user uses multiple SVNSP resources at the same time. Users
may be a machine in the case of a machine-to-machine

communication. And machine can be individual computers
and any other consumer electronics of the smart home.

3.2. Software Architecture for SGR Virtualization. SGR is
one of the key components in VSN architecture. The main
objective of the virtualization of SGR is to provide an alter-
native and cost-effective business model for implementing
state-of-the-art technology based smart home. As the SGR
supports the sensor virtualization environment, the other
sensor nodes under SGR only perform sensing activities.
Through the virtualization of sensor network technology,
an SGR that is a fully functional sensor node can sup-
port multiple applications. Figure 3 represents the software
architecture of sensor virtualization of a single SGR sensor
node. It shows the layered approach of the virtualization of
the SGR node. It consists of physical layer, sensor network
operating system layer, virtualization layer, and application
layer.The lower layer consists of the physical sensor resources
such as central processing unit (CPU), USB module, RF
module, and storage module. The sensor operating system
layer consists of a typical multitasking sensor network oper-
ating system. In this model, we use Embedded Linux. It
provides the environment to run and execute VSNware.
VSNware is the Mate based virtual machine that supports
VSN approach in SGR and helps concurrent applications
deployment. VSNware layer includes network management
module, input/output module, and application management
module. The virtualization layer of RFD sensor nodes only
senses the smart home environment and sends the data to the
SGR node. Finally, the application layer runs multiple smart
home applications on the VSNware based SGR sensor node
such as temperature sensing application, humidity sensing
application, and sound and video sensing application. A
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complete design and implementation of the state-of-the-art
smart home are available at [16].

4. Network Model

We consider densely deployed large-scale and heterogeneous
wireless sensor network. In fact, networking in suchWSNs is
very dynamic. It differs from the traditional wired network.
Node inWSNs is very tiny which consists of small processing
and storage system. Since VSN is based on WSNs, it inherits
most of the properties of WSNs. Link in VSN is different
dedicated channels used inWSNs. In this section, we describe
the network model of WSNs by using graph theory that
follows procedure discussed in [17]. We also discuss the VSN
node and VSN link embedding. Virtual node embedding is
pretty straightforward like the traditional network embed-
ding. Since the link is wireless so we use different strategy for
VSN link embedding.

4.1. SInP. We model the sensor infrastructure provider
network as a weighted undirected graph and denote it by
𝐺

SInP
= (𝑁

SInP
, 𝐿

SInP
), where 𝑁SInP is the set of physical

sensor nodes and 𝐿SInPis associated links. SInP sensor nodes
are divided into two functionalities based on their processing
capability and storage space, that is, commonwidely deployed
sensor nodes and sensor gateway router. Each sensor gateway
router in the SInP is associated with the CPU capacity
weight value 𝐶(𝑁SInP

) and its GPS location loc(𝑁SInP
) on a

globally understood coordinate system. Each substrate link
𝑙

SInP
(𝑖, 𝑗) ∈ 𝐿

SInP between two substrate gateway router nodes
𝑖 and 𝑗 is associated with the bandwidth capacity weight value
𝑏(𝑙

SInP
) denoting the total amount of bandwidth. We denote

the set of all substrate paths by 𝑃𝑠 and the set of substrate
paths from the source node 𝑠 to the destination node 𝑑 by
𝑃

𝑠
(𝑠, 𝑑). Figure 2 shows the substrate SInP network, where

the sensing node is indicated by small circles of different
color, and sensor gateway routers are indicated by node with
wireless antenna.

4.2. VSN Request by ALU. As we discuss the graph based
description of SInP, we also model VSN request as weighted
undirected graphs and denoteVN requests in terms of service
request as the𝐺vsn (𝑁vsn

, 𝐿

vsn
).Wemention the requirement
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on virtual nodes and links of the substrate physical sensor
network. Each VN request has an associated nonnegative
value 𝐷𝑣 expressing how far a virtual node 𝑛vsn ∈ 𝑁vsn

can be embedded from its preferred location loc(𝑛vsn). 𝐷𝑣 is
expressed naturally as link delay or round-trip time from the
loc(𝑛vsn).

4.3. SInP Network Resources Measurement. To measure the
different types of resource usage of the SInP, we use the notion
of utility. The substrate SInP node utility 𝑈SInP

𝑛
(𝑛

SInP
) is

defined as the total amount processing power allocated to
different virtual sensor nodes hosted on the substrate SInP
node 𝑛SInP ∈ 𝑁SInP:

𝑈
𝑛
SInP (𝑛

SInP
) = ∑𝑐 (𝑛

vsn
) . (1)

The substrate SInP link utility 𝑈
𝑙

SInP
(𝑙

SInP
) is defined as the

total amount of link usage by different virtual sensor nodes
hosted on the substrate SInP node 𝑛SInP ∈ 𝑁SInP. It is actually
the dedicated channel utilization to specific virtual sensor
node:

𝑈
𝑙
SInP = ∑𝑏 (𝑙

vsn
) . (2)

The substrate SInP storage or memory utility𝑈SInP
𝑚
(𝑚

SInP
) is

defined as the total amount storage usage by different virtual
sensor nodes hosted on the substrate SInP node 𝑛SInP ∈
𝑁

SInP. It is actually thememory utilization of different virtual
sensor node:

𝑈
𝑚

SInP = ∑𝑠 (𝑚
vsn
) . (3)

Total utility of processing power, link, and storage can be
calculated by summing up the above three equations (1), (2),
and (3). Here 𝛼, 𝛽, and 𝛾 are the weighted value to express the
node, link, and storage capacity by single utility:

𝑈
𝑇
SInP = 𝛼∑𝑐 (𝑛

vsn
) + 𝛽∑𝑏 (𝑙

vsn
) + 𝛾∑𝑠 (𝑚

vsn
) . (4)

4.4. Residual Resources Measurement. Residual resources
management is performed by measuring the available
remaining resources after utilization. In this section, we
have given the mathematical formulation of the remaining
resources of SInP sensor node, corresponding link, and
storage only. The residual capacity of the SInP sensor nodes
is defined as the total processing capacity of the sensor nodes
which is explained by (5):

𝑅
𝑛
SInP (𝑛

SInP
) = ∑

𝑛∈𝑁

𝑐 (𝑛

SInP
) − 𝑈
𝑛
SInP (𝑛

SInP
) . (5)

In wireless sensor network, communication is performed
by wireless links. By link, here, we mean wireless between
different SGR nodes. We allocate different channel of a
particular wireless link to a particular application in the
virtualization of sensor network. Equation (6) represents the
residual channels capacity in the underlying SInP:

𝑅
𝑙
SInP (𝑙

SInP
) = ∑

𝑙∈𝐿

𝑏 (𝑙

SInP
) − 𝑈
𝑙
SInP (𝑙

SInP
) . (6)

There are two types of storage in the underlying SInPs such
as flash memory and SDRAM. In this mathematical model,
we only consider the SDRAMwhich is only physical memory
shared by different applications in the VSN applications.
Equation (7) shows the total remaining residual storage for
further applications:

𝑅
𝑠
SInP (
𝑠
SInP) = ∑

𝑚∈𝑀

𝑠 (𝑚

vsn
) − 𝑈
𝑚

SInP (𝑚
SInP
) . (7)

4.5. VSN Node and Link Embedding. In this work, VSN
node and link embedding is very much restricted to SGR
and wireless link between different SGRs. Different SVNSP
nodes share the same or different SGR of the SInP. The
typical sharing depends on the storage limit of the SGR. For
wireless link embedding, we consider the efficient channel
utilization. Individual SVNSP provides particular services.
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Table 2: System specifications.

Type Specifications
Sensor node Imote2
CPU Marvel PXA27x ARM
CPU speed 400MHz
Operating system Embedded Linux
OS version 2.6.29
VM VSNware
Flash size 32MB
SDRAM size 32MB
Interface USB
Bandwidth 256Kbps
Radio IEEE 802.15.4

For example, SVNSP-1 provides sound detection services and
uses channel-1; SVNSP-2 provides temperature monitoring
services and uses channel-2. In this way the same SInP may
be used by different SVNSP.

5. Performance Evaluations

In this section, we discuss the simulation environment and
evaluation results. We have implemented and evaluated the
VSNware on the Imote2 sensor node.The Imote2 sensor node
has Marvel PXA27x ARM processor with 400MHz clock
speed, 32MB Flash, and 32MB SDRAM. We have selected
Imote2 as the sensor node for its advanced features such as
memory size and CPU speed. In this evaluation, sensor node
runs Embedded Linux as its operating system. The detailed
system specifications are given in Table 2. VSNware envi-
ronment restricts access to all physical devices on the node,
thus ensuring that applications are only allowed to access
the hardware through the VSNware. VSNware is installed in
all sensor nodes running as a process. VSNware supports
concurrent application execution and dynamic application
deployment, although it may be extended to work with oper-
ating systems that support dynamically loadable modules.
The VSNware supports applications implemented in high-
level scripts, thereby enabling low-cost multitasking of the
sensor network. For evaluations, we compare the proposed
VSN approach with SenShare [12] and traditional WSNs
approach. SenShare provides a clear decoupling between
sensor infrastructure provider and the running applications,
building the concept of overlay network. Traditional WSNs
approach in this evaluation process is used to emulate the
exact scenario which is provided by the proposed VSN
approach. We have divided the evaluation section in two
parts. The first part focuses on the cost based evaluations
and the second part focuses on the VSNware based system
evaluations. Cost based evaluation simply evaluates VSN
deployment based on the price of the sensor mote.

5.1. Cost Based Evaluations. For cost based evaluation, we
consider 100-square meter area. There is one sensor mote
per square meter. So for 100-square meter space we need to
deploy 100 sensor motes. We first consider 2 typical types

Table 3: Cost parameter for two applications.

Type of sensor Scenarios Costs
Image processing Single data sensing 75 $
Data sensing Single data sensing 50 $
VSN application VSN 100 $
Traditional approach Traditional 125 $
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Figure 4: Cost model for 2 applications in VSN environment.

of application such as image processing and single data
sensing application scenario.Then, we consider 4-application
scenario for smart home designing. The cost based analysis
of the two cases is shown in Figures 4 and 5.The approximate
cost of eachmote for typical two-application scenario is given
in Table 3.

Figure 4 shows the number of motes versus cost for
typical two-application scenario. It also depicts that in, terms
of costs, VSN approach outperforms the traditional approach.

The analysis shows that proposed VSN approach reduces
costing by 56% compared to traditional WSNs approach
for two applications. The reason behind this performance is
simple and straightforward. Since a single mote supported
by VSN approach provides multiple services. But in the
traditional approach, to provide the same services like VSN
approach, it needs to deploy individual sensor nodes. Figure 4
also shows the single data sensing outperforms the VSN
approach, since it costs less for sensing individual data.

The approximate cost of the specificmote for typical four-
application scenario is given in Table 4. The cost parameters
vary a little due to the specifications of individual mote.
Figure 5 depicts four-application scenario for smart home
designing. The scenario compares cost involvement of single
data sensing, VSN and traditional approach. For this case
also VSN approach minimizes cost compared to traditional
approach. The analysis shows that proposed VSN, approach
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Table 4: Cost parameter for four applications.

Type of sensors Scenarios Cost
Temperature Single data sensing 20 $
Humidity Single data sensing 25 $
Sound Single data sensing 30 $
Image Single data sensing 30 $
VSN application VSN approach 80 $
Traditional approach Traditional 125 $
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Figure 5: Cost model for 4 applications in VSN environment.

reduces costing by 61% compared to the traditional WNS
approach for four applications. From the typical two and
four-application scenario, we can infer that with the increases
of application in VSN approach, the costing is reduced
significantly.

5.2. VSNware System Based Evaluation. In this case, utiliza-
tion of VSNware is the technical point of VSN based system
evaluation for smart home. In this evaluation process, we
focus on different issues such as memory utilization, CPU
utilization, and execution times of individual applications.
Memory and CPU utilization in an efficient way is the
main concern of VSN approach. Execution time and CPU
utilization are related to each other. In the following, we have
compared the memory and CPU utilization of our proposed
VSN scheme to the SenShare and traditional approaches.

In Figure 6, we plot memory usage of the traditional
approach, SenShare, and VSN approach. The sensor virtu-
alization version includes the overhead of the applications
due to additional usage of memory of a single sensor node.
However, the overhead is linear and increases slowly based on
the deployment of the number of applications. In comparison
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Figure 6: Comparative memory usage versus number of applica-
tions.
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Figure 7: Execution time versus number of nodes.

to SenShare and traditional approaches, the proposed VSN
approach provides better performances. The performance
evaluation shows that the proposed VSN approach reduces
53% and 56% of average memory utilization than the Sen-
Share and traditional approach, respectively.

In Figure 7, we plot execution time of different applica-
tions in different number of virtualized sensor nodes. The
figure shows execution time of 5, 10, and 15 applications
based on the virtualization of sensor network methodology.
Execution time increases linearly based on the number of
application in a sensor node.
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In Figure 8, we plot the CPU utilization versus the
number of applications in the traditional approach, Sen-
Share approach, and in the virtualization of sensor network
scenario. CPU utilization increases linearly in all the cases.
In this scenario, the VSN approach uses CPU resources
efficiently, since it executes different application on the same
sensor node. The performance evaluation result shows that
the proposed VSN approach reduces 56% and 60% of average
CPU utilization than the SenShare and traditional approach,
respectively.

In Figure 9, we depict the memory usage of different
typical applications such as video/image, sound, temperature,

humidity, and light detections. Video/image applications
use more memory than other applications such as sound,
temperature, humidity, and light. Since the total memory in
Imote2 sensor node is 32MB, it can provide the environment
for the execution and running of the typical applications.The
figure also demonstrates the comparative memory usage of
different applications in SenShare scheme, traditional WSNs,
and proposed VSN approach. In all the cases the proposed
VSN scheme uses memory in an efficient way than other
conventional schemes.

6. Future Research Scope

Virtualization has opened a new dimension in different
research areas especially in the field of WSNs. The whole
world is facing recession, and at the same time, elderly
people are increasing rapidly in the developed countries. To
take care of the elderly people, smart home can provide a
feasible alternative which is also not very much affordable.
To provide cost-effective business model of smart home
researchers are paying significant attentions. In this regard,
virtualization in sensor network can be a promising future
research issue for large-scale sensor network deployment in
smart home. Among the future research scopes, a few of
them may be developing convenient operating system which
can support virtualization in sensor network. Managing
resources, scheduling the sensing activities, and minimizing
energy consumption are also a few of the innovative research
areas for sensor network virtualization in connection with
smart home [16, 18–23]. Large-scale federated sensor network
framework for smart home and smart city with multiple
applications sharing the same physical resources has already
attracted the researchers. There are a lot of challenges and
opportunities in this field that may be explored in the near
future.

7. Conclusions

In this paper, we present virtualization approach in wireless
sensor network concerning its application in smart home.
By allowingmultiple heterogeneous nodes in different sensor
network architecture to coexist on a shared physical substrate,
virtualization approach may provide flexibility, promote
diversity, ensure security, and increase manageability for
smart home applications. Here, we propose a business model
of smart home based on VSN, protocol architecture of a
virtualized sensor node, mathematical model for resource
allocation and measurement and evaluate the model for
smart home implementation. Our future interest is to empha-
size and building a large-scale federated sensor network
framework withmultiple applications sharing the same phys-
ical resources that will facilitate the rapid deployment of the
emerging smart home.
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Wireless sensor networks (WSNs) are a rapidly emerging technology with a great potential in many ubiquitous applications.
Although these sensors can be inexpensive, they are often relatively unreliable when deployed in harsh environments characterized
by a vast amount of noisy and uncertain data, such as urban traffic control, earthquake zones, and battlefields. The data gathered
by distributed sensors—which serve as the eyes and ears of the system—are delivered to a decision center or a gateway sensor
node that interprets situational information from the data streams. Although many other machine learning techniques have been
extensively studied, real-time data mining of high-speed and nonstationary data streams represents one of the most promising
WSN solutions. This paper proposes a novel stream mining algorithm with a programmable mechanism for handling missing
data. Experimental results from both synthetic and real-life data show that the new model is superior to standard algorithms.

1. Introduction

It is anticipated that wireless sensor networks (WSNs) will
enable the technology of today to be employed in future
applications ranging from tracking, monitoring, and spying
systems to various other technologies likely to improve
aspects of everyday life. WSNs offer an inexpensive way
to collect data over a distributed environment that may
be harsh in nature, such as biochemical contamination
sites, seismic zones, and terrain subject to extreme weather
or battlegrounds. The sensors employed in WSNs—which
are miniatures embedded computing devices—continue to
produce large volumes of streaming data obtained from their
environment until the end of their lifetime. It is known
that when the battery power in such sensors is exhausted,
the likelihood of erroneous data being generated will grow
rapidly [1]. Both uncertain environmental factors and the
low cost of the sensors may contribute to an intermittent
transmission loss and inaccurate measurement. Even when
they seldom occur, errors and noises in data streams sensed

by a large number of sensors may be misinterpreted as
outliers; they frequently trigger false alarms that might either
lead to undesirable consequences in critical applications or
reduce measurement sensitivity.

Data classification is a popular data mining technique
used to determine predefined classes (verdicts) to which
unseen data freshly obtained from a WSN map, thereby
providing situational information about current events in an
environment covered by a dense network of sensors. At the
core of the classification technique is a decision tree con-
structed by a learning algorithm that uses tree-like graphs to
model the underlying relations of attributes characterized by
the output signals of the sensors to predefined classes. Other
alternative algorithms include a support-vector machine,
neural network, and Bayesian network algorithms, which
offer about the same ability to model nonlinear relations
between inputs and outputs. However, decision trees have
been widely used in WSNs because of their simplicity and
the interpretability of their rules, which can easily be derived
from the structure of the tree.
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The huge volume and imperfect quality of data streams
poses two specific issues applicable to data mining applica-
tions, especially for decision trees used in WSNs: problems
surrounding model induction and predictive accuracy. A
decision tree is constructed by learning from a set of training
data, a process in which a local greedy partitioning method
is normally used. The training data have to be stationary and
bounded in size throughout the learning process. Should new
learning data arrive, the learned model must be trained again
by processing the whole dataset to update the underlying
relations. However, although a single WSN includes a huge
number of sensor nodes, each of them has only a limited
storage capacity, and it is difficult to accommodate all the
training data of the whole network. This implies that data
mining can be carried out only at a backend base station that
meets storage and computation complexity requirements.
Centralized data aggregation gives rise to problems of data
synchronization and data consistency, given that the data
may come from different sensors randomly distributed over
the whole network. Most importantly, retraining a decision
tree model requires an ever-increasing degree of latency due
to the tremendous volume of data needed. Even if only the
latest data are used and old data are discarded, evolving
data streams are nonstationary, and very frequent updates in
which the model is repeatedly retrained are therefore needed
to catch up with the level of prediction accuracy for the
current trend.

The second issue is the imperfect quality of the data
stream, which clearly affects the prediction accuracy of the
decision tree. Noisy data confuse the decision tree with
false relations of attributes to classes; such false relations
effectively mislead the training algorithm to produce an
enormous number of pseudopaths and nodes in the decision
tree. Not only do such pseudopaths and nodes degrade
accuracy and blunt predictive power, but they also result
in problems of tree-size explosions. Though decision tree
pruning is a technique commonly employed to remove
redundant tree branches and nodes, it surely adds to overall
computational complexity and overheads. Given the scarcity
of memory space and computational power in WSNs, finding
appropriate solutions to alleviate these problems has become
an urgent task.

This paper proposes an alternative type of decision
tree—the very fast decision tree (VFDT)—to be used in
place of traditional decision tree classification algorithms.
The VFDT is a new data mining classification algorithm
that both offers a lightweight design and can progressively
construct a decision tree from scratch while continuing to
embrace new inputs from running data streams. The VFDT
can effectively perform a test-and-train process each time
a new segment of data arrives. In contrast with traditional
algorithms, the VFDT does not require that the full dataset
be read as part of the learning process, but adjusts the
decision tree in accordance with the latest incoming data and
accumulated statistical counts. As a preemptive approach
to minimizing the impacts of imperfect data streams, a
data cache and missing-data-guessing mechanism called
the auxiliary reconciliation control (ARC) is proposed to
function as a sidekick to the VFDT. The ARC is designed

to resolve the data synchronization problems by ensuring
data are pipelined into the VFDT one window at a time. At
the same time, it predicts missing values, replaces noises,
and handles slight delays and fluctuations in incoming data
streams before they even enter the VFDT classifier.

To the best of our knowledge, this novel data mining
model is the first attempt to alleviate problems of imperfect
data in WSNs using a stream mining algorithm and an aux-
iliary control. This paper makes two key contributions to the
literature: it applies stream mining techniques to WSNs by
providing an ARC-cache combination to deal with imperfect
data streams. The remainder of this paper is organized as fol-
lows. Section 2 reviews the technological background to data
mining in WSNs and discusses existing methods of handling
missing values. An imperfect data stream problem is formu-
lated in Section 3. Section 4 gives a detailed description of
our novel VFDT and ARC method and how it can be applied
to WSNs. Section 5 details a set of simulation experiments
performed using the VFDT and ARC method for both syn-
thetic and real-world datasets. Section 6 concludes the paper.

2. Background
2.1. Data Mining in WSNs. Mining WSN data is said to be
constrained by certain limitations and characteristics of
WSNs [2]. It first depends on the topology of how a WSN
is connected and the purpose of such a setup. Three main
topologies have been introduced: (1) the star topology, where
a central node is connected to a number of surrounding
sensors; (2) the cluster topology, where different stars are
interconnected by a central node and the outermost network
can be expanded by adding additional stars like a cluster
of clusters; (3) the mesh topology, known as an ad hoc
topology where nodes and sensors are arbitrarily added and
mixed without following any specific pattern. In the WSN
literature, a central node known as the sink is the network
component that gathers all sensor measurements. The
sink usually has greater computational resources than the
sensor nodes. As shown in Figure 1(a), Bahrepour et al. [3]
proposed a simple “local type” star network characterized
by a single sink function that serves as a gateway where
collected data are aggregated and data mining is usually
performed. The output of a local-type WSN is the set of
data mining classification results based on measurements
collected from all directly connected sensors. In this type of
WSN, it is possible to perform all data mining at the sink.
The other type of sink shown in Figure 1(b) is known as
a fusion-type sink and resembles a hierarchy of clusters.
Ensemble-style data mining is often carried out at each
intermediate gateway; a voting method is used to select the
best classification result with the highest level of accuracy.
Alternatively, the data mining result from each intermediate
gateway serves as a local optimum or answer representing
its own branch of clusters; the result will then be fed into
another downstream cluster as one of the inputs. From the
WSN perspective, data mining is conducted at the root of
the fusion-type network, with each input taken from each
connected cluster that offers a representative output.

This paper focuses on the important WSN task of
classification. It is applicable to almost all kinds of WSN
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Figure 1: Local-type and fusion-type wireless sensor network arrangements.

applications, for example, in detecting whether a monitored
biomedical patient is suffering from an illness, tracking
whether a herd of cattle is moving along the normal route,
determining whether a large machine is operating normally,
estimating whether a rainforest is growing in balance, or
ascertaining whether an anomaly of any kind has arisen in
any other type of environment. A decision tree classifier
makes predictions or classifications according to predefined
classes based on test samples by traversing a tree of possible
decisions. WSNs commonly adopt a decision tree method
because the trees that represent relations between attributes
and classes are informative and intuitively understood. Each
path through a decision tree is a sequence of conditions that
describe a class. Rules can be derived from such decision tree
paths and can be used in a WSN to distinguish an outcome or
phenomenon based on measurements observed from sensed
data. The simplicity of a decision tree offers useful insights
due to the transparent model learning process it follows. The
model is learnt by first observing a complete set of training
samples. Each sample has several attributes, each of which
may be represented by a signal given by a sensor. A sample
record may take the form (X , y), where X is a vector of (x1,
x2, xn) n attributes and y is a class where the classification
problem is to construct a model that defines a mapping
function f : {X} ⇒ {y}. In contrast, it is difficult to interpret
the inner workings of alternative classification methods such
as neural network, support vector machine, and regression
model approaches [4]. However, one major drawback of
the decision tree method is the risk of overfitting, that is,
the situation in which a large number of insignificant tree
paths grow, usually as a result of being mistrained with many
contradicting instances due to the noise in training data.
The tree grows tremendously in size and incorrect tree paths
adversely confuse the classification results.

2.2. Review of Methods for Handling Missing Values. It is
known that a major cause of overfitting in a decision tree

is the inclusion of contradicting samples in the model
learning process. Noisy data and data with missing values
are usually the culprits when contradicting samples appear.
Unfortunately, such samples are inevitable in distributed
communication environments such as WSNs. Two measures
are commonly employed to define the extent of values
missing from a set of data [5]: the percentage of predictor
values missing from the data set (the value-wise missing
rate) and the percentage of observation records that contain
missing values (the case-wise missing rate). A single value
missing from the data usually indicates a transmission loss
or malfunctioning of a single sensor. A missing data value
record may result from a broken link between clusters, as
in the fusion-type WSN in Figure 1(b). Three different
patterns of missing values can occur: missing completely
at random (MCAR), missing at random (MAR), and not
missing at random (NMAR) [6, 7]. It is only in the MCAR
case that the analysis of remaining complete data could yield
a valid classifier prediction according to the assumption of
equal distributions [8]. The MCAR pattern occurs when
the distribution of an example with a missing value for an
attribute does not depend on either the observed data or the
missing data. In other words, the assumption made when the
MCAR pattern occurs is that the missing and complete data
follow the same distribution. In this paper, we are concerned
only with the value-wise MCAR type of missing data.

The simplest but not the ideal way to deal with missing
values is to discard sample instances with missing values.
Alternatively, when the missing values represent only a small
percentage of the data set, they can be converted into a
new variable. A more commonly adopted method known
as imputation is to substitute missing values with analyzed
or predicted values. Previous studies have compared the
performance of different imputation methods in replacing
missing values for a decision tree classifier. To the best of our
knowledge, few studies examine how to handle missing data
for stream mining types of decision tree classifiers.
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An unresolved problem in stream mining research is
how to detect concept changes due to noise-infested data
and missing values. A streaming ensemble algorithm (SEA)
[9] utilizes an ensemble approach in which a majority vote
prevails, which is similar to bagging to detect and avoid
concept changes in a data stream subject to noise. Another
approach is the weighted classifier ensemble (WCE) method
[10] in which weighs on different data partitions are carefully
adjusted according to the voting decision of the ensemble.
Under the WCE approach, previous data are divided into
sequential chunks of a fixed size, with a classifier being built
from each chunk to improve classification accuracy for the
most recent chunk. The last approach of using a flexible
decision tree algorithm (FlexDT) [11] facilitates robust data
mining with concept drifts and guards against noise-carrying
data streams by using fuzzy logic and a sigmoidal function.
The drawback of this approach is clearly the longer run time
and slow speed due to the use of fuzzy functions. These
methods largely require complex and fundamental changes
to the central decision tree algorithm; bagging requires that
many other trees are grown so the one that yields the best
result is solicited from the population of trees. Taking into
consideration restrictions on resources and computational
power in WSNs, a lightweight approach is likely to be
preferred to ensemble-type methods.

3. Formulation of Imperfect Data
Stream Problem

This section presents a mathematical model to address the
problem of missing values in data stream mining for a sensor
network. The assumptions of the model are as follows

(i) The model is defined from the perspective of a
centralized data stream mining engine or base station
in the WSN where aggregated sensed data are sent
to a single classification tree for classification. The
mining process runs continuously as the data stream
in segments. The length of each data segment is equal
to the width of the sliding window. A whole segment
will enter the VFDT during each window of time.

(ii) The data stream is characterized by a train of data
records. Each record has one or more attributes. Each
attribute is assumed to hold a value given by a sensor
in the case of a local-type WSN, and the value can
come from the sink of a cluster of sensors in the case
of a fusion-type WSN. The values for the attributes
of a record are assumed to arrive in synchronization
across a number of different sensors and/or sinks of
clusters. A unique time stamp is added to each record.
The time stamps increase in uniform intervals.

(iii) All values for the attributes of the same record are
used at the same time (including missing values)
for each iteration of the test-and-train process at
the VFDT. The name record and instance are used
interchangeably.

(iv) The attributes of data records take data of the follo-
wing formats: nominal, numeric, binary, or mixed.

The original mathematical model for minimizing the
overall number of missing values influencing the VFDT
within a window size of timeout I? is as follows:
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mi∑

j=1

(
qi jk × μip

)
. (1)
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mathematical model is simplified as follows:
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)
, (16)

ρp =
r p − r

r
, 0 ≤ r−p ≤ τ, (17)

E =
n∑

1

qi jkei. (18)

The objective function (2) represents minimization of
the influence of missing values on data stream mining
performance probably due to unstable network deliveries of
data. Constraints (3), (4), and (5) certify the information
entropy of the missing values to the VFDT. The importance
of a single attribute is represented by its entropy, and the
importance of all attributes in a sink comprising several
sensors is the sum of the importance of each single attribute.
Importance is constrained to be nonnegative. Constraints
(5), (6), and (7) logically restrict the existence of missing
values in the same sensor. Formulae (9), (10), (11), and
(12) are parts of the VFDT learning process that use infor-
mation gain (9) as a model updating method by checking
the attribute splitting criteria. The Hoeffding bound (12)
restricts the instances in which updating occurs; it is only
when a particular pattern occurs with sufficient statistical
regularity and the Hoeffding bound is exceeded that the
decision tree then splits on this node, thereby expanding the
tree by growing new branches. Condition (13) concerns the
total number of VFDT attributes collected from distributed
sensors. Constraints (14) and (15) are the conditions by
which the model is updated in the heuristic evaluation.
Constraints (16) and (17) are functions for estimating the
average arrival rate of the data stream in segments of X
collected by the distributed sensors at timestamp p. An
average data rate r− is given to estimate the percentage
change in the data rate. Constraint (18) indicates the overall
error rate of the ARC.

4. Design of VFDT and ARC in WSN

4.1. VFDT Algorithm. In a stream-based classification, the
VFDT decision tree is built incrementally over time by
splitting nodes into two using a small amount of the
incoming data stream. How many samples have to be seen
by the learning model to expand a node depends on a
statistical method called the Hoeffding bound or additive
Chernoff bound. This bound is used to decide how many
samples are statistically required before each node is split.
As the data arrive, the tree is evaluated and its tree nodes
can be expanded. The following equations essentially depict
the building blocks of the stream mining model using the
Hoeffding bound. The tree they represent is generally known
as the Hoeffding tree (HT), which grows by holding to the
Hoeffding bound as a yardstick. The heuristic evaluation
function is used to judge when to convert a leaf at the bottom
of the tree into a conditional node, thereby pushing it up the
tree. Given that a node split occurs when there is sufficient
evidence that a new conditional node is needed, replacing the

terminal leaf with the relevant decision node better reflects
current conditions as represented by the tree rules.

In (19), G(·) denotes the heuristic evaluation function
for building a decision tree based on the information gain of
an attribute, Info(Aj). The Info(Aj) function measures the
amount of information sufficient to classify a sample as a
node according to the information gain theory. The merit
of a discrete attribute’s counts ni jk represents the number of
samples of class k that reach the leaf, where the attribute j
takes the value i which is estimated by collecting sufficient
statistics. In (20), Pi is the probability of observing the value
of attribute i and Pi,k is the probability of observing the value
of the attribute i given class k

G
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= Info
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(
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)
(19)
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Pi =
∑

a ni, j,a∑
a

∑
b na, j,b

. (22)

Let us assume that we have a real-valued random variable
r with a bounded range of R, which arrives at the n number
of independent observations. Equation (12) shows how the
Hoeffding bound is computed with a confidence level of 1−δ,
and the mean of r is at least r − ε. The observed mean of the
samples is r′. We assume that the range R has a probability of
1 given that the information gain of R is log2 class number.
The core of the algorithm is the use of the Hoeffding bound
to choose a split attribute as the decision node. Let xa be the
attribute with the highest G(·) and xb be the attribute with
the second-highest G(·), such that the difference between the
pair of top-quality attributes is defined as ΔG = G(xa) −
G(xb).

The VFDT is operated according to a simultaneous test-
and-train process, meaning that when a new data segment
arrives, the attribute values of the segment will pass down
the tree from the root to one of the most likely leaves. In
this way, the tree engages in a testing process also known as
a classification or prediction exercise based on sample data.
At the same pass (traversing through the tree), if the sample
data carry a known class y, the model will estimate whether
inclusion of the new sample has resulted in the accumulation
of sufficient statistics and decide whether a new tree node
should be split. This action is on a par with lightweight model
learning where the decision tree uses heuristic methods (as
in (9) to (14)) to estimate whether the current structure of
the tree representing current knowledge needs to be updated.
The workflow of the VFDT building process is shown in
Figure 2. The model starts from scratch and progressively
shapes the tree as new data arrive. The tree building process
is essentially different from that followed by the traditional
type of decision tree, which requires repeated scanning of the
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Figure 2: A workflow representing the VFDT algorithm tree building process.
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Figure 3: The workflow of the ARC and VFDT in a gateway sensor node.

whole bounded database for training and is inappropriate
in a data stream mining environment. The VFDT learns
by simply reading through the data stream and checking
whether it should further expand its tree nodes. This unique
model learning feature makes it a suitable candidate for
implementing an autonomous decision maker in WSNs.

4.2. ARC Design. The ARC is a set of data preprocessing
functions used to solve the problem of imperfect data streams
before they enter the VFDT. The ARC can be programmed
as a standalone program which may run in parallel and

in synchronization with the test-and-train VFDT operation.
Synchronization is facilitated by using a sliding window that
allows one segment of data to arrive at a time at regular
intervals. When no data arrive, the ARC and the VFDT
simply stand still without any action. The operational rate
of the sliding window should be no greater than the speed
at which the VFDT is operated and faster than the speed at
which the WSN sensors transmit data.

When data segments arrive as a stream, one segment at
a time will initially be cached. The sliding window closes
for a brief moment. While the window is closed, the ARC
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will attempt to correct four different types of imperfect data
(if any) in the cache: missing values, noise, delayed data,
and data fluctuations. The correction methods employed for
each type are described in the following section. After the
data have been manipulated, with missing values guessed
on a best efforts basis and noise eliminated, the processed
data enter the VFDT for instant testing and training. A
class prediction/classification output and a failure anomaly
report will then be generated by the VFDT and ARC,
respectively. The end user could employ the VFDT output
for subsequent decision making if implemented as a final
base station, or could feed it into a further cluster of the
WSN as an intermediate classification result derived from
its own cluster. The failure and anomaly report contains
statistics on variables such as the percentage of missing

values, noise, delay, and data fluctuations as additional
information about the quality of current data traffic. This
information could be used as a reference indicator to gauge
the reliability of the classification result based on the current
quality of the data stream. It could also be used as an alarm
signal to alert the network administrator to initiate repairs
to the network infrastructure should the statistics in the
report show a recurring problem over time. The sliding
window will open again when the output results are sent,
the data cache will be cleared, the VFDT will have been
incrementally trained, and the gateway sensor node will be
ready to receive the next incoming segment of data. Only
statistics and accumulative counts remain at the ARC and
VFDT throughout this continuous operation, thus providing
a lightweight operating environment. No historical data need
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Figure 5: (a) Lateral view of bucket cache—when the ARC-cache
|W| = 5 is used, batches of 5 data items are processed by the VFDT
at a time; because no data are missing in this example, the ARC-
cache operates as normal; (b) the bucket cache is used to solve the
delayed data stream asynchronicity problem.

to be stored anywhere at this node. Figure 3 is a block
diagram showing the major operating features of the decision
center.

4.3. Missing Data and ARC Noise Estimation. To tackle the
problem of missing values in a data stream, a number
of prediction algorithms are commonly used to guess
approximate values based on past data. Although many
algorithms can be used in the ARC that deployed should
ideally achieve the highest level of accuracy while consuming
the least computational resources and time. Some popular
choices we use here for simulation experiments include, but
are not limited to, mean, naı̈ve Bayesian, and C4.5 decision
tree algorithms for nominal data and mean mode, linear
regression, discretized naı̈ve Bayesian, and M5P algorithms
for numeric data. Missing value estimation algorithms
require a substantial amount of past data to function. For
example, before using a C4.5 decision tree algorithm as a
predictor for missing values, a classifier must be built using
statistics from a sample of a sufficient size.

To further lighten the workload induced by the ARC
at the gateway sensor node, the estimation algorithm kicks
on only when two conditions are met. First, sufficient
statistics must be obtained from past data. Second, the
trained classifier (regardless of which algorithms are used)
will retrain itself only when prediction error reaches a certain
threshold. The ARC therefore registers an error rate e,
0 ≤ e ≤ 1, which is the average probability of the ARC
misclassifying a randomly drawn test sample. On the other
hand, a missing value predictor is needed for each individual
attribute of the data segment. To reduce processing time,
a missing value predictor is built for qualified (significant)
attributes only, and their missing values are predicted on
the run. As a rule of thumb, 50% of the most significant
attributes contribute to the quality of VFDT classification
accuracy. About half of the attributes are therefore selected
for the missing value treatment, with missing values for
the remaining attributes being recorded as blank to speed
up the overall ARC process. The feature selection method

based on a principal component analysis is known to be both
efficient and effective and is therefore used to rank the most
important attributes.

The mechanism adopted for handling noise in the data
stream is similar to that used to estimate missing values.
Noises are considered to be values far different in range from
normal values. A surge or interruption in radio signals along
a wireless communication link will bring such values up or
down to an extreme. However, because this rarely happens in
practice, noise has a low probability occurrence distribution.
In our model, we can safely assume that noise is equivalent
to an outlier in our data samples because both noise
and outliers share the same statistical characteristics. The
ARC therefore used an outlier detection algorithm instead
of a missing value prediction algorithm to handle noise.
However, as argued in [12], traditional outlier detection
techniques are not directly applicable to WSNs because of
the multivariate nature of sensor data. Janakiram et al. [13]
suggest using a Bayesian belief network (BBN) model to
identify local outliers in streaming sensor data. In this model,
each node trains a BBN at its ARC to detect outliers based on
the behavior of its neighbors’ readings and its own readings.
An observation is considered an outlier if it falls beyond the
expected range. Given that the model was shown to work
well, it is applied here to detect and replace noise. When a
segment of data arrives and fills the cache, the ARC conducts
a quick scan to find any outliers. A normal mean is used as a
substitute for the values of any outliers in the cache. Figure 4
is a flow chart that shows how the ARC works and retrains its
predictor model for the significant attributes only.

4.4. Handling Delay and Fluctuations in Data Caches. Addi-
tional buffer space is required to overcome delays and fluc-
tuation problems in data mining in WSNs. The additional
buffer is called a bucket, which is a preceding space in
front of the cache. The bucket can be implemented in the
same gateway sensor node at the outmost interface position
between the cache and the sink connector. The function of
the bucket is essentially that of a synchronized bulk transfer
receptacle that regularly shuttles between the data stream
inlet and the data cache. It must operate at specific intervals
the frequency of which must be no lower than that of the
sliding window. The concept of bucket transfer is analogous
to that of a cable car or a lift in a building that carries multiple
passengers in bulk. Although passengers (data) can walk into
a lift (bucket) asynchronously, they must do so within a
certain time limit that has to be shorter than the real-time
operational requirement of the lift (VFDT). A slight time
latency caused by different sensors can therefore be tolerated.
Figure 5 is a visual representation of a bucket. We assume
that the ARC that controls the cache is a single entity, the
ARC-cache; the bucket is the outermost buffer space that first
receives incoming data until it is full. The filled bucket is then
loaded into the ARC-cache to fix noise and missing values.

To address the issue of data fluctuations, which is one
of the requirements of our imperfect data stream handling
model, we propose the use of a lower-bound βlow of the
data rate change that constrains the data rate from dropping
suddenly [14]. Meanwhile, because any dramatic rise in
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Figure 6: Smoothing data traffic fluctuations.

the data rate may cause sensor nodes to become congested
and VFDT goes timeout, any sudden surge should be
suppressed. An upper-bound βup of the data rate change is
therefore proposed to prevent timeouts. The upper-bound
value is related to the real-time constraint TR, where βup ⇐
TR. If the data rate is lower than βlow, an empty pocket in
the bucket must be replenished. For this reason, we reviewed
previous research on dealing with missing data. Six methods
are commonly used to deal with the problem of missing
data in data analysis: probabilistic splits, the complete case
method, grand mode/mean imputation, separate classes,

surrogate splits, and complete variation [5]. In addition
to the missing data methods listed above, we have also
formulated our own solution whereby when the data rate
changes beyond βup, excess data will be saved in a cache
and used to replenish missing data when the data rate falls
below βlow. A snapshot of the traffic smoothing data in the
bucket is taken from our experiment and shown in Figure 6.
In Figure 6(a), it illustrates the process of ARC-cache that
uses a window to cache the data collected from four sensors.
Under the ARC-cache with a defined window size (size = 5),
the ARC is constructed for every five collected data and
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βUP: Upper Bound βLOW: Lower Bound
T : Unit Time DRT : Data rate at unit time T
NCACHE: Instance# saved in Bucket temporarily
NT : Instance# to be used in VFDT at unit time T
Replenish (N): return N extract from NCACHE

Initialize NCACHE = ReplenishMissingData()
FOR (i = 1; i < T ; i + +)
{

IF (DRi > BUP)
Ni = BUP × Ti;

// More-than-bound data
NCACHE = (DRi − BUP) ×Ti;

IF (DRi < BLOW)
Ni = DRi × Ti + Replenish((βLOW −DRi) ×Ti);

// Less-than-bound data
NCACHE = NCACHE− Replenish((βLOW −DRi) ×Ti);

ELSE
Ni = DRi × Ti;

}

Pseudocode 1: Pseudocode of the traffic smoothing mechanism.

then fills them to build a decision tree. Each data arrives
with a timestamp. In Figure 6(b), we give an example to
synchronize the delayed arrival data. A cache is like a bucket
responsible for collecting those data arriving within a period,
which is also referred to the window size. For example, if
a piece of data is delayed and the window of bucket is still
available in that period, the cache will wait for the delayed
data to arrive before the bucket expires. Then the bucket
with full data load will be used to update the decision tree
as per usual. The corresponding pseudocode of the traffic
fluctuation-smoothing algorithm is shown in Pseudocode 1.

5. Simulation Experiments

Simulation experiments are conducted to validate our the-
oretical model comprising the ARC-cache and the VFDT.
The aim of this section is to evaluate the performance of
our proposed methods in dealing with missing values in data
streams. Several different types of data streams are used in the
experiments to facilitate a thorough comparison, including
those generated synthetically from data generators and real-
life data.

For the simulation, we implement a VFDT program
and extend it by incorporating the functions of an ARC
model for guessing missing values in data streams. Though
the estimation method employed should be generic, the
following methods are used in our experiments: the mean,
naı̈ve Bayesian, and C4.5 decision tree methods for nominal
data, and the mean mode, linear regression, discretized
naı̈ve Bayesian, and M5P approaches for numeric data.
The simulation system is built with a JAVA open source
toolkit called Massive Online Analysis (MOA) stream mining
software. The software package comes with a standard data
stream generator and a Hoeffding tree algorithm. The data
streams used in the experiments are stored in ARFF file
format. The run time environment is JAVA JDK 1.5 and

Table 1: Synthetic datasets.

Name
Attribute
number

Attribute
Type

Class
number

Instance
number

LED7 7 Nominal 10 1,000,000

LED24 24 Nominal 10 1,000,000

SEA 3 Numeric 2 1,000,000

WEKA 3.6, and the computing platform is a Windows 7 64-
bit workstation with an Intel quad core 2.83 GHz CPU and
8 Gb of RAM.

5.1. Synthetic Data Stream. An MOA stream generator is
used to create a synthetic data stream comprising one
million data records. We wrote a customized JAVA software
program which randomly adds missing values according to
a parameter set by the user—the missing data percentage
(MDP). There is another optional control that allows the user
to place missing values at either the beginning or the end of
the data stream. It is well known that decision trees in stream
mining models are unstable in the initial stage of learning.
Inserting missing values at this early stage only lengthens
the process of training the model to maturity. It may make
more sense to observe the impact of missing values after
the VFDT model is established and see how it responds to
the imperfect stream. The MOA stream generator generates
the four different synthetic datasets shown in Table 1. The
two LED datasets represent a scenario whereby a WSN
has a refined resolution of output classes (10 of them).
For example, the data collected by the sensors can reflect
a wide range of categorical phenomena. The SEA dataset
demonstrates a relatively simple scenario whereby binary
outputs such as true or false are derived from ternary types
of sensed data.
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Figure 7: Comparison of accuracy of missing values in the middle
of a synthetic LED7 data stream.
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Figure 8: Comparison of accuracy of missing values at the end of a
synthetic LED7 data stream.

LED7 is a data stream that is simpler than the rest in
that it has only 7 nominal attributes. In this experiment,
we configure the MDP at 20%, 40%, 60%, 80%, and 100%,
which are randomly inserted missing values in defined
positions in the data stream. As a result, in comparison with
a perfect data stream where MDP = 0%, the higher MDP
comes with a lower level of VFDT classification accuracy.
Figure 7 presents the VFDT accuracy comparison when
missing data are added to the middle of the data stream
soon after the model learning process is completed; Figure 8
presents the same comparison but with missing values added
at the end. We want to use this set of experiments to
show the impact of missing values on data stream mining.
Missing values lead to a dramatic reduction in accuracy
if the algorithm does not have any ARC mechanism to
deal with imperfect data. In other words, the results of
these experiments are one of the motivations for this study
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Figure 10: Accuracy of ARC-cache and VFDT in SEA data stream,
missing data added at the end.

suggesting stream mining algorithms should be robust to
missing values, or accuracy will suffer.

LED24 is a more complicated data stream with 24
nominal attributes and a total of one million instance
records. We add MDP 50% to this dataset. To handle
imperfect data, the ARC-cache is applied together with the
VFDT with different window sizes: 250, 500, 750, and 1000.
A C4.5 decision tree function in WEKA is chosen as the
ARC construction method in this case. The experimental
results shown in Figure 9 show there is a little difference
in performance between window sizes in a very large data
stream. However, it is also observed that a smaller window
size gives a faster ARC-cache and VFDT computing speed.
Moreover, we compare the ARC-cache and VFDT results
to those of a common missing value solution in which
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Figure 11: Margin curves of accuracy testing in SEA dataset.

means are used to replace the same missing values; we find
that our proposed method yields better data stream mining
performance. The ARC-cache provides a function whereby
the missing values replacement performance is checked
through a statistical report output. In comparison with the
nonmissing values data stream, the results indicate how
many correct/wrong number instances arise using different
methods to replace the missing values (see Table 2).

SEA is a data stream consisting of 3 numeric attributes,
two nominal classes, and one million instances. We also add
MDP = 50% of missing values to this dataset. To handle
such an imperfect data stream, we use the ARC-cache and
VFDT in different window sizes of 500, 750, and 1000. The
missing value predictor in the ARC is initially trained up by
the M5P function in WEKA. The experimental results shown
in Figure 10 show that the ARC-cache and VFDT method
yields unsatisfactory results, possibly due to the processing of
pure numeric attributes. Nevertheless, the level of accuracy
achieved is still slightly higher than that yielded by the mean
method.

The results are loaded into a margin curve chart visual-
ized in WEKA to evaluate the model generated by a different
data stream (as shown in Figure 11). Margin is defined as the
difference between the probability predicted for the actual
class and the highest probability predicted for the other
classes. We observe that the nonmissing data stream has
the best performance in (a); while the data stream where
MDP = 50% yields the worst performance, including some
negative prediction results in (b). Comparing ARC missing
values replacement with means computed for missing values
replacement, the latter presents some negative predictions,

whereas the ARC does not. As a result, we find that the
ARC-cache and VFDT may have an MDP bottleneck: when
MDP is higher than a certain threshold, the ARC-cache
and VFDT method may perform less well. This conclusion
may make sense, because when MDP is relatively high (e.g.,
close to 50%), the VFDT decision tree can simply no longer
determine which parts of the data stream are meaningful and
which are not, the same can be said for the missing value
predictor in the ARC-cache.

5.2. Real-World Data Stream. In this experiment, we use a set
of real-world data streams downloaded from the 1998 KDD
Cup competition provided by Paralyzed Veterans of America
(PVA) [15]. The data comprise information concerning
human localities and activities measured by monitoring
sensors attached to patients. We use the learning dataset
(127 MB in size) with 481 attributes originally in both
numeric and nominal form. Of the total number of 95,412
instances, more than 70% contain missing values.

In common with the previous experiment, we compare
the ARC-cache and VFDT method with the standard missing
values replacement method found in WEKA using means.
The results of the comparison are shown in Figure 12.
Considering the number of attributes is very large, we
apply a moderate window size (W = 100) for the ARC to
operate. A complete dataset given by PVA is used to test the
ARC-cache and VFDT method (115 MB). The experiment
results demonstrate that using WEKA mean values to replace
missing data yields the worst level of VFDT classification
accuracy. Although using the ARC-cache and VFDT method
to deal with missing values in the dataset does not yield
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Table 2: Missing values replacement performance comparison between ARC-cache and WEKA (standard function for replacing missing
values).

Dataset Wrong instance number Wrong prediction (%) VFDT accuracy

MDP = 0% N/A N/A 0.899269

MDP = 50% N/A N/A 0.828151

WEKA (mean) 210521 42.10% 0.867028

ARC (W = 250) 166712 33.34% 0.886413

ARC (W = 500) 166679 33.34% 0.886413

ARC (W = 1000) 166903 33.38% 0.886413
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Figure 12: (a) Performance of AC-cache and VFDT missing values
replacement method; (b) magnified version of the diagram.

results as accurate as the complete dataset without any
missing values, ARC-Cache and VFDT performance is much
better than that achieved using WEKA means to replace
missing values. The enlarged chart in Figure 12 shows that
the WEKA replacement approach has a very little effect
in maintaining the level of performance because of the
very high percentage of missing data (70%) in this extreme

example. Our ARC model also takes a long time to lift the
level of accuracy to that required.

Another dataset from the real world is introduced to the
experiment. This dataset, which can be downloaded from
UCI Machine Learning [16], is called “Localization Data
for Posture Reconstruction.” Through the observation of
tag identification sensors for body location activities, the
learning motivation is to classify different human activi-
ties. The original dataset has 7 attributes: sequence name
(nominal) tag identifier ID (nominal) timestamp (numeric);
date (DD.MM.yyyy HH:mm:ss:SSS) x-coordinate of the tag
(numeric) y-coordinate of the tag (numeric) z-coordinate
of the tag (numeric) and the activity label. The dataset
comprises 164,860 instances. It is a typical example of a
scenario in which mixed types of data are sensed. We choose
linear regression as the method for predicting missing values
for numeric attributes in the ARC and employ the naı̈ve
Bayesian method to do the same for nominal attributes.

A large amount of missing values is deliberately added
to the dataset. The missing completely at random (MCAR)
method is chosen for the use in this scenario. Forty percent of
the total number of instances (records) is replaced by missing
values, meaning 65,944 instances are added completely at
random. The distributions of missing values for different
attributes are 8,056 (person sequence name) 8,165 (tag
identifier sensor) 7,921 (timestamp) 8,051 (date) 8,092 (x-
coordinate) 7,943 (y-coordinate) 7,995 (z-coordinate) and
8,141 (activity target).

We observe two significant phenomena from the results
shown in Figure 13. The performance gain follows approx-
imately the same trend as the line where no missing value
is applied (which is the ideal case). The other interesting
finding is that in addition to that for the person-sequence-
name and tag-identifier attributes, the accuracy also rises
for the rest of the attributes. This result essentially means
that ARC predictions for missing values have little effect
on identifier-type data which basically carry no meaning
other than indexing the records in the dataset. Time-series-
type data with date and timestamp attributes show relatively
significant improvements in ARC missing value prediction
because the regression method chosen as the missing value
predictor is best at predicting nonexistent values in a time-
series of existing data. In summary, it may be advisable
to choose an appropriate missing value predictor for each
different type of attribute to obtain the best results.

Regarding the learning speed of the proposed method,
we compared the ARC learning speed for each missing value
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in the same test. Figure 14 shows that there is a linear
relationship between the learning speed and the amount of
samples. With the sample size growing, the time spent on
VFDT learning increases, linearly. To verify the suitability of
our proposed model for real-time application with respect
to learning speed, we investigate the learning time of ARCs
coupled with Feature Selection. In Figure 15, suppose the
cache size is 104 such that X1=X2=X3=X4=X5=X6=X7
and suppose Y is the leaning time taken to process each ARC-
cache in the VFDT. From the theory of triangle in geometry,
it is easy to observe that the Y1≈Y2≈Y3≈Y4≈Y5≈Y6≈Y7
approximately in the diagram. In other words, the processing
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Figure 15: An example that shows the stability of processing time
for ARC-cache.

speed of ARC-cache in this example goes stable hence
it is suitable for some real-time applications because the
increase is linear. This holds true as long as the time-critical
requirement is not greater than Y . Consequently that means
the real-time application allows timeY as the processing time
for the proposed method so that the computing speed will
satisfy the real-time requirement.

6. Conclusion

The complex nature of incomplete and infinite streaming
data in WSNs has escalated the challenges faced in data min-
ing applications concerning knowledge induction and time-
critical decision making. Traditional data mining models
employed in WSNs work mainly on the basis of relatively
structured and stationary historical data and may have
to be updated periodically in batch mode. The retraining
process consumes time, as it requires repeated archiving and
scanning of the whole database. Data stream mining is a
process that can be undertaken at the front line in a manner
that embraces incoming data streams. We propose using
a Very Fast Decision Tree (VFDT) in place of traditional
data mining models employed in WSNs due to its benefit
of lightweight operation and its lack of a data storage
requirement.

To the best of our knowledge, no prior study has
investigated the impact of imperfect data streams or solu-
tions related to data stream mining in WSNs, although
the preprocessing of missing values is a well-known step
in the traditional knowledge discovery process. This paper
proposes a holistic model for handling imperfect data
streams based on four features that riddle data transmitted
among WSNs: missing values, noise, delayed data arrival,
and data fluctuations. The model has a missing value
predicting mechanism called the auxiliary reconciliation
control (ARC). A bucket concept is also proposed to smooth
traffic fluctuations and minimize the impact caused by
late arriving data. Together with the VFDT, the ARC-cache
facilitates data stream mining in the presence of noise
and missing values. To prove the efficacy of our model, a
simulation prototype is implemented based on ARC-cache
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and VFDT theories by using a JAVA platform. Experimental
results unanimously indicate that the ARC-cache and VFDT
method yields a better accuracy in mining data streams in the
presence of missing values than in those without. One reason
for this improved performance is ascribed to the improved
predictive power of the ARC in comparison with other
statistical counting methods for handling missing values, as
the ARC computes the information gains of almost all other
attributes with nonmissing data. In future research, we will
continue to investigate the impact of noisy or corrupted data
and irregular data stream patterns on data stream mining in
WSNs.

Nomenclature

n: Number of sensors to which the
current WSN gateway is currently
connecting

mi: Number of attributes in sensor i

I?: Timeout parameter, in unit of
number of time stamps

l: Number of class labels in the VFDT

i: Sensor index

j: Attribute index

u: Attribute value index

p: Timestamp index per complete
instance being collected

k: Class label index

vij : Number of values of attribute Xi
j

Xi: Attributes collected by sensor i

Xi
j : Attribute j in sensor i

Ck: Target class label k of VFDT
classification

x
i j
u : Indexed value of attribute Xi

j

X : A record X that contains a set of
attributes

M: Number of all attributes in X

tp: Time stamp p

Classifier(X)→C: The abstract function of VFDT,
classifies X sample to class C

N : Number of samples needed to update
VFDT model

G(·): Heuristic evaluation of split attribute

ΔG: G(·)Best −G(·)SecondBest

ε: Parameter to justify whether it is time
to update VFDT model, when ΔG > ε

R: Range of G(·)
1− δ: The confidence of VFDT model

update.

Decision Variables

qi jk: The importance of attribute Xi
j to Ck

qik: The importance of sensor i to Ck

I
i j
−p: A binary variable taking the value of 0 if Xi

j is
missing at timestamp p and 0 otherwise

Ii−p: A binary variable taking the value of 0 if sensor
i is disconnected at timestamp p and 0
otherwise.
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The design of routing protocols for mobile ad hoc networks (MANETs) is a complex task given the dynamic nature of such
networks. Particular types of routing protocols are known as bioinspired. Related to theses, the algorithms based on Ant Colony
Optimization (ACO), are particularly relevant. This work presents a new variant of AntOR, a multihop adaptive routing protocol
based on AntHocNet which already has two versions: disjoint link routes (AntOR-DLR) and disjoint node (AntOR-DNR). The new
protocol, called AntOR-RDLR, differs from AntOR-DLR in the pheromones updating process and the route discovery mechanism.
The simulation results indicate that AntOR-RDLR improves their predecessors in all analyzed metrics.

1. Introduction

A mobile ad hoc network (MANET) [1] is a collection
of mobile devices, which form a communication network
without predefined infrastructure. This fact determines
the design of routing protocols for this type of network
to suppose an arduous task. Particular types of routing
protocols are called bioinspired, which take into account
the behaviour of some animals (insects, etc.) to obtain their
food. A representative protocol of so-called bioinspired is
AntOR [2], multihop adaptive routing protocol based on
AntHocNet [3]. The specification of this protocol includes
two versions: disjoint link routes (AntOR-DLR) and disjoint
node (AntOR-DNR). This work presents a variant of the first
one. This paper consists of 6 sections, with this being the
first of them. The rest of the paper is structured as follows.
Section 2 discusses briefly the most representative works in
the area of bioinspired algorithms for their application in
the design of routing protocols for mobile ad hoc networks.
Section 3 presents AntOR, predecessor algorithm and its two
versions; also making a comparison between both, whose
analysis lays the main keys for AntOR-RDLR. Section 4

introduces AntOR-RDLR, emphasizing the differences with
respect to its predecessor. A comparative study between
AntOR-RDLR and AntOR-DLR is shown in Section 5.
Finally, the conclusions are established in Section 6.

2. Related Work

Many bioinspired protocols have been proposed in literature.
In ant routing algorithm for mobile ad hoc networks
(ARAMAs) [4] discovery and route maintenance overhead
is reduced through the control of the number of forward
ants. However they do not clarify how to control the
generation of ants in a dynamic environment. [5] presents
a protocol that has a low delivered data packet ratio in
scenarios where mobility is high, but has a high overhead
due to broadcast messages sent several times. [6] uses
the flood process to update the pheromone tables on all
nodes, being the packet transmission reach higher than a
simple broadcast, but with one overhead greater. [7] presents
a robust protocol that provides better quality of service
(QoS), but it has a high latency in the route discovery by
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being a reactive protocol. HopNet [8] is a highly scalable
protocol, but has the disadvantage that when the node
number is low, it experiences a greater delay than other
protocols because of the continuous movement of peripheral
nodes inciting more discovery processes of new routes.
However, undoubtedly, the most representative protocol is
AntHocNet [3], adaptive and multipath protocol which takes
into account the dynamic topology and other characteristics
of the MANETs and presents a hybrid operation: reactive
because it has agents operating on demand to establish routes
to destinations and is proactive because it has other agents
which obtain information to discover new alternative routes
on prevention by the link failures. A variant of AntHocNet is
AntOR, protocol which the present work is based on.

3. AntOR

AntOR is a hybrid ACO protocol which for its properties is
adapted to the MANETs. It has the following characteristics
which distinguishes it from AntHocNet:

(i) disjoint-link and disjoint-node protocol;

(ii) separation between the pheromone values in the
diffusion process;

(iii) use distance metric in route proactive exploration.

Disjoint-Link version (AntOR-DLR) is that in which the
links are not shared. In the Disjoint-Node version (AntOR-
DNR) are nodes that are not shared. Every disjoint-node
is also a disjoint-link, but not vice versa. The two types of
routes have the following advantages.

(a) When a node fails, it will only affect a route, but not
to the whole network.

(b) The load balancing is better with the disjoint prop-
erty, because routes are not repeated.

Although it has some disadvantages such as the need for
more resources by not sharing links or nodes. In [9], we are
seeing a comparison whereby we can see how Link-disjoint
improved Node-disjoint. Below a more detailed comparison
of these two versions is presented. In the comparison we have
used the following two metrics.

(i) Delivered data packet ratio: relationship between the
number of packets sent and the number of packets
delivered successfully.

(ii) Average end-to-end delay: measure of accumulative
effectiveness of experienced delays by the packets
going from source to destination.

Network Simulator NS-3 has been used (specifically version
8) [10]. Simulation parameters are as follows: we have
utilized 100 nodes configured according to the Standard IEEE
802.11b, moving in a random scenario dimensions 1000 m
× 1000 m according to the pattern of mobility Random
WayPoint (RWP). The application of data traffic is Constant
Bit Rate (CBR) with a packet sending rate of 2048 bps
(4 packets of 64 bytes per second). We apply 5 random

data session, where mobility is variable from 0 m/s up to
a maximum of 10 m/s. Total simulation time is 120 s and
pause time at intervals of 30 seconds from 0 s to a maximum
of 120 s has been varied. In Figures 1 and 2, you can
observe how AntOR-DLR improves AntOR-DNR according
to the performance metrics of delivered data packet ratio
and average end-to-end delay. More specifically, in Figure 1
we appreciate how the delivery of data packets is better in
link-disjoint version than in node version, being significantly
higher in simulations where the pause time is scored in 30
and 60 s.

In addition, in Figure 2 we see how the delay is clearly
lower, but as it increases the pause time delays are approach-
ing, but fail to match.

These two figures give us information on how the link-
disjoint routes have better performance by the failures of
link/node. This is due to the fact that the failure of the node-
disjoint route is more frequent (as link-disjoint routes serve
themselves from independent links that use other nodes).

4. AntOR Disjoint-Link Restrictive
(AntOR-RDLR)

This restrictive version, AntOR-RDLR (restrictive disjoint-
link route version) covers two characteristics that differen-
tiate it from its predecessor. Firstly, it is the pheromone
update process, and on the other hand, the so-called link-
Disjoint restrictive property. Thus, in AntOR [2] same route
cannot have regular and virtual pheromone simultaneously.
In AntOR the updating is in the following way, knowing that
the regular pheromone takes precedence over the virtual.

(a) If the node A, which has a route to the destination D,
already has regular pheromone, and it reaches virtual
pheromone in pheromone diffusion process, then the
virtual value is not updated on node A. Therefore, the
value of final virtual pheromone is zero, as is shown
in

Regularfinal = Regularold

Virtualfinal = 0.
(1)

(b) If the node A, which has aroute to the destination
D, already has virtual pheromone, and it gets regular
pheromone in the route discovery process, then the
value of virtual pheromone is replaced by the value
of regular pheromone that arrives. Therefore, the new
value of virtual pheromone is 0, as it picks up from

Regularfinal = F
(
Regularnew, time

)

Virtualfinal = 0.
(2)

In the new protocol, AntOR-RDLR, the updating process
is as follows.

(a) If the node A, which has a route to the destination D,
already has regular pheromone, and it reaches virtual
pheromone in pheromone diffusion process, then
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Figure 1: Pause time against delivered data packet ratio.
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Figure 2: Pause time against average end-to-end delay.

the virtual value is not updated on node A. Therefore,
the value of final virtual pheromone is zero, as it is
shown in

Regularfinal = Regularold

Virtualfinal = 0.
(3)

(b) If node A has a route to the destination D, it
already has virtual pheromone, and it gets regular
pheromone in the route discovery process, then
the value of regular pheromone replaces the virtual
pheromone by the maximum of the value of regular
pheromone that arrives and the average between the
value of regular pheromone that arrives and the old
virtual old, setting the value of virtual pheromone
equal to 0, as it picks up from

Regularlast = F
(
Regularnew, time

)

Regularfinal = max
(
Regularlast, mean

(
Regularnew, Virtualold

))

Virtualfinal = 0.
(4)

With regard to the restrictive property about link-disjoint
routes in AntOR-DLR (disjoint-link route) a same route
to a destination cannot share links as shown in next
Algorithm 1.

Proactive agents (ants) go by ways which are not link-
disjoint.

It is allowed AntOR-RDLR to choose disjoint links for
the data retransmission up to a maximum of attempts
MAX HOP RETRY according to following Algorithm 2.

For example, whether in the proactive retransmission
process a disjoint-link route has been selected, in theory, it
would not be a candidate to be forwarded, according to the
original version of AntOR, but this new version can forward
up to a maximum of attempts MAX HOP RETRY by the
route.

5. AntOR-RDLR versus AntOR-DLR

We then present a comparison of these protocols. In this we
have taken into account the following metrics.

(i) Delivered data packet ratio: relationship between
number of packets sent and the number of packets
delivered successfully.

(ii) Throughput: volume of work or information flowing
through a system. It is calculated by dividing the total
number of bits delivered to the destination by the
packet delivery time.

(iii) Overhead in number of bytes: relationship between
the total number of transmitted control bytes and
delivered data bytes.

For this comparison the network simulator NS-3 (specifically
version 8) [10] has also been used. Simulations parameters
are as follows: we have used 100 nodes configured according
to the Standard IEEE 802.11b, moving in a random scenario
with dimensions of 1000 m × 1000 m according to the
mobility pattern Random WayPoint (RWP). The application
of data traffic is Constant Bit Rate (CBR) with a rate of
sending packages 2048 bps (4 packets of 64 bytes per second).
We apply 5 random data sessions, where mobility is variable
from 0 m/s up to a maximum of 10 m/s. Total simulation
time is 120 s and pause time has been changed at intervals of
30 seconds from 0 s to a maximum of 120 s. We have done
two kinds of experiments. Firstly, an initial experiment in
which we wanted to compare the link-disjoint version and its
restrictive version. For this comparison we have established
MAX HOP RETRY at a constant value of 5 attempts.
According to the Figures 3 and 4 the restrictive version wins
the original version, link-disjoint route, according to metrics
of the delivered packet ratio and throughput.

This makes us see that this restrictive version, AntOR-
RDLR, behaves more efficiently, providing a better service
because fewer packets are lost. This is especially due to
AntOR-RDLR has the restrictive property of Link-disjoint
routes, already mentioned previously, which makes it possi-
ble to create more alternative routes, providing more security
by the link/node failures. The second experiment claimed to
analyze the evolution of the restrictive version. To perform
this comparison MAX HOP RETRY from 2 attempts up to
a maximum of 10 has been varied, with a pause time of a
constant value of 30 s (25% of the total simulation time).
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While Proactive Process do
if Link /= Session Source then

Send Control Packet;
else

end

Algorithm 1: Proactive process in AntOR-DLR.

HOP NUM = 0;
While Proactive Process do

if Link /= Session Source then
Send Control Packet;

else
if HOP NUM≤MAX HOP RETRY then

HOP NUM = HOP NUM + 1;
Send Control Packet;

end
end

end

Algorithm 2: Proactive process in AntOR-RDLR.
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Figure 3: Pause time against delivered data packet ratio.
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In Figure 5, we observe how the overhead in bytes
increases as the number of attempts decreases, but it
decreases after 8 attempts. This makes us see that from a
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Figure 5: MAX HOP RETRY against overhead.
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Figure 6: MAX HOP RETRY against throughput.

given value MAX HOP RETRY, we do not improve the
performance of the algorithm.

In Figure 6, we have delivered packet ratio. In this graph
we can see how the ratio increases according to the number
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of attempts until reaching a value of 6. From this value, the
ratio shows irregular behaviour.

6. Conclusions

In this work a family of bioinspired routing protocols for
mobile ad hoc networks has been presented. The base
protocol, called AntOR, has two versions, the so-called link-
disjoint (AntOR-DLR) and node-disjoint (AntOR-DNR).
A comparison between these versions have been pre-
sented observing how Link-disjoint version (AntOR-DLR)
improves to node-disjoint version (AntOR-DNR), because
the link-disjoint routes have better performance by the
link/node failures or, in others words, a node failure occurs
more frequently than link failures since link-disjoint routes
serves themselves of independent links which use other
nodes. Also, a new version of AntOR, which improves the
previous ones, has been presented. This new protocol, called
AntOR-RDLR, differs from its predecessor, AntOR-DLR in
the pheromone updating process and the route discovery
mechanism. It has been shown how AntOR-RDLR improves
AntOR-DLR in service performance and how to vary the
number of attempts MAX HOP RETRY is a very important
decision in the functioning of the algorithm, because we
allow to generate more alternative routes than in AntOR-
DLR version.
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