
Mathematical Problems in Engineering

Advances in High Performance 
Computing and Related Issues

Guest Editors: Veljko Milutinović, Borko Furht, and Zoran Obradović



Advances in High Performance Computing and
Related Issues



Mathematical Problems in Engineering

Advances in High Performance Computing and
Related Issues

Guest Editors: Veljko Milutinovic, Borko Furht,
and Zoran Obradovic



Copyright © 2016 Hindawi Publishing Corporation. All rights reserved.

This is a special issue published in “Mathematical Problems in Engineering.” All articles are open access articles distributed under the
Creative Commons Attribution License, which permits unrestricted use, distribution, and reproduction in any medium, provided the
original work is properly cited.



Editorial Board

Mohamed Abd El Aziz, Egypt
Farid Abed-Meraim, France
José Ángel Acosta, Spain
Paolo Addesso, Italy
Claudia Adduce, Italy
Ramesh Agarwal, USA
Juan C. Agüero, Australia
R. Aguilar-López, Mexico
Tarek Ahmed-Ali, France
Hamid Akbarzadeh, Canada
Muhammad N. Akram, Norway
Guido Ala, Italy
Mohammad-Reza Alam, USA
Salvatore Alfonzetti, Italy
Francisco Alhama, Spain
Mohammad D. Aliyu, Canada
Juan A. Almendral, Spain
Lionel Amodeo, France
Sebastian Anita, Romania
Renata Archetti, Italy
Felice Arena, Italy
Sabri Arik, Turkey
Alessandro Arsie, USA
Edoardo Artioli, Italy
Fumihiro Ashida, Japan
Hassan Askari, Canada
Mohsen Asle Zaeem, USA
Romain Aubry, USA
Matteo Aureli, USA
Francesco Aymerich, Italy
Seungik Baek, USA
Khaled Bahlali, France
Laurent Bako, France
Stefan Balint, Romania
Alfonso Banos, Spain
Roberto Baratti, Italy
Martino Bardi, Italy
Azeddine Beghdadi, France
Denis Benasciutti, Italy
Ivano Benedetti, Italy
Elena Benvenuti, Italy
Jamal Berakdar, Germany
Michele Betti, Italy
Jean-Charles Beugnot, France
Simone Bianco, Italy

Gennaro N. Bifulco, Italy
David Bigaud, France
Antonio Bilotta, Italy
Jonathan N. Blakely, USA
Paul Bogdan, USA
Alberto Borboni, Italy
Paolo Boscariol, Italy
Daniela Boso, Italy
Guillermo Botella-Juan, Spain
Abdel-Ouahab Boudraa, France
Fabio Bovenga, Italy
Francesco Braghin, Italy
Michael J. Brennan, UK
Maurizio Brocchini, Italy
Julien Bruchon, France
Michele Brun, Italy
Javier Buldu&apos;, Spain
Tito Busani, USA
Raquel Caballero-Águila, Spain
Pierfrancesco Cacciola, UK
Salvatore Caddemi, Italy
Jose E. Capilla, Spain
F. Javier Cara, Spain
Ana Carpio, Spain
Carmen Castillo, Spain
Inmaculada T. Castro, Spain
Gabriele Cazzulani, Italy
Luis Cea, Spain
Miguel E. Cerrolaza, Spain
M. Chadli, France
Gregory Chagnon, France
Ching-Ter Chang, Taiwan
Michael J. Chappell, UK
Kacem Chehdi, France
Peter N. Cheimets, USA
Chunlin Chen, China
Xinkai Chen, Japan
Francisco Chicano, Spain
Hung-Yuan Chung, Taiwan
Joaquim Ciurana, Spain
John D. Clayton, USA
Giuseppina Colicchio, Italy
Mario Cools, Belgium
Sara Coppola, Italy
Jean-Pierre Corriou, France

J.-C. Cortés, Spain
Carlo Cosentino, Italy
Paolo Crippa, Italy
Andrea Crivellini, Italy
Erik Cuevas, Mexico
Peter Dabnichki, Australia
Luca D’Acierno, Italy
Weizhong Dai, USA
Andrea Dall’Asta, Italy
Purushothaman Damodaran, USA
Farhang Daneshmand, Canada
Fabio De Angelis, Italy
Pietro De Lellis, Italy
Stefano de Miranda, Italy
Filippo de Monte, Italy
Maria do Rosário de Pinho, Portugal
Xavier Delorme, France
Frédéric Demoly, France
Luca Deseri, USA
Angelo Di Egidio, Italy
Ramón I. Diego, Spain
Yannis Dimakopoulos, Greece
Zhengtao Ding, UK
M. Djemai, France
Manuel Doblaré, Spain
Alexandre B. Dolgui, France
Florent Duchaine, France
George S. Dulikravich, USA
Bogdan Dumitrescu, Romania
Horst Ecker, Austria
Ahmed El Hajjaji, France
Fouad Erchiqui, Canada
Anders Eriksson, Sweden
R. Emre Erkmen, Australia
Andrea L. Facci, Italy
Giovanni Falsone, Italy
Hua Fan, China
Yann Favennec, France
Fiorenzo A. Fazzolari, UK
Giuseppe Fedele, Italy
Roberto Fedele, Italy
Jose R. Fernandez, Spain
Jesus M. Fernandez Oro, Spain
Eric Feulvarch, France
Barak Fishbain, Israel



Simme Flapper, Netherlands
Thierry Floquet, France
Eric Florentin, France
Jose M. Framinan, Spain
Francesco Franco, Italy
Elisa Francomano, Italy
Mario L. Fravolini, Italy
Leonardo Freitas, UK
Tomonari Furukawa, USA
Mohamed Gadala, Canada
Matteo Gaeta, Italy
Mauro Gaggero, Italy
Zoran Gajic, Iraq
Erez Gal, Israel
Ugo Galvanetto, Italy
Akemi Gálvez, Spain
Rita Gamberini, Italy
Maria L. Gandarias, Spain
Arman Ganji, Canada
Xin-Lin Gao, USA
Zhong-Ke Gao, China
Giovanni Garcea, Italy
Fernando García, Spain
Jose M. Garcia-Aznar, Spain
Alessandro Gasparetto, Italy
Vincenzo Gattulli, Italy
Oleg V. Gendelman, Israel
Mergen H. Ghayesh, Australia
Agathoklis Giaralis, UK
Anna M. Gil-Lafuente, Spain
Ivan Giorgio, Italy
Alessio Gizzi, Italy
Hector Gómez, Spain
David González, Spain
Francisco Gordillo, Spain
Rama S. R. Gorla, USA
Oded Gottlieb, Israel
Nicolas Gourdain, France
Kannan Govindan, Denmark
Antoine Grall, France
Fabrizio Greco, Italy
Jason Gu, Canada
Federico Guarracino, Italy
José L. Guzmán, Spain
Quang Phuc Ha, Australia
Masoud Hajarian, Iran
Frédéric Hamelin, France
Zhen-Lai Han, China

Thomas Hanne, Switzerland
Xiao-Qiao He, China
Sebastian Heidenreich, Germany
Luca Heltai, Italy
Alfredo G. Hernández-Diaz, Spain
M.I. Herreros, Spain
Eckhard Hitzer, Japan
Jaromir Horacek, Czech Republic
Muneo Hori, Japan
András Horváth, Italy
Gordon Huang, Canada
Nicolas Hudon, Canada
Sajid Hussain, Canada
Asier Ibeas, Spain
Orest V. Iftime, Netherlands
Giacomo Innocenti, Italy
Emilio Insfran, Spain
Nazrul Islam, USA
Benoit Iung, France
Benjamin Ivorra, Spain
Payman Jalali, Finland
Reza Jazar, Australia
Khalide Jbilou, France
Linni Jian, China
Bin Jiang, China
Zhongping Jiang, USA
Ningde Jin, China
Grand R. Joldes, Australia
Dylan F. Jones, UK
Tamas Kalmar-Nagy, Hungary
Tomasz Kapitaniak, Poland
Haranath Kar, India
Konstantinos Karamanos, Belgium
Jean-Pierre Kenne, Canada
Chaudry Khalique, South Africa
DoWan Kim, Republic of Korea
Nam-Il Kim, Republic of Korea
Oleg Kirillov, Germany
Manfred Krafczyk, Germany
Frederic Kratz, France
Petr Krysl, USA
Jurgen Kurths, Germany
Kyandoghere Kyamakya, Austria
Davide La Torre, Italy
Risto Lahdelma, Finland
Hak-Keung Lam, UK
Jimmy Lauber, France
Antonino Laudani, Italy

Aime’ Lay-Ekuakille, Italy
Nicolas J. Leconte, France
Marek Lefik, Poland
Yaguo Lei, China
Stefano Lenci, Italy
Roman Lewandowski, Poland
Panos Liatsis, UAE
Anatoly Lisnianski, Israel
Peide Liu, China
Peter Liu, Taiwan
Wanquan Liu, Australia
Yan-Jun Liu, China
Alessandro Lo Schiavo, Italy
Jean J. Loiseau, France
Paolo Lonetti, Italy
Sandro Longo, Italy
Sebastian López, Spain
Luis M. López-Ochoa, Spain
Vassilios C. Loukopoulos, Greece
Valentin Lychagin, Norway
Antonio Madeo, Italy
José María Maestre, Spain
Fazal M. Mahomed, South Africa
Noureddine Manamanni, France
Didier Maquin, France
Paolo Maria Mariano, Italy
Damijan Markovic, France
Francesco Marotti de Sciarra, Italy
Benoit Marx, France
Franck Massa, France
Paolo Massioni, France
Ge&apos;rard A. Maugin, France
Alessandro Mauro, Italy
Michael Mazilu, UK
Driss Mehdi, France
Roderick Melnik, Canada
Pasquale Memmolo, Italy
Xiangyu Meng, Canada
Jose Merodio, Spain
Alessio Merola, Italy
Luciano Mescia, Italy
Laurent Mevel, France
Yuri Vladimirovich Mikhlin, Ukraine
Aki Mikkola, Finland
Hiroyuki Mino, Japan
Pablo Mira, Spain
Vito Mocella, Italy
Roberto Montanini, Italy



Gisele Mophou, France
Rafael Morales, Spain
Marco Morandini, Italy
Simone Morganti, Italy
Aziz Moukrim, France
Emiliano Mucchi, Italy
Domenico Mundo, Italy
Jose J. Muñoz, Spain
Giuseppe Muscolino, Italy
Marco Mussetta, Italy
Hakim Naceur, France
Hassane Naji, France
Keivan Navaie, UK
Dong Ngoduy, UK
Tatsushi Nishi, Japan
Xesús Nogueira, Spain
Ben T. Nohara, Japan
Mohammed Nouari, France
Mustapha Nourelfath, Canada
Sotiris K. Ntouyas, Greece
Roger Ohayon, France
Mitsuhiro Okayasu, Japan
Calogero Orlando, Italy
Javier Ortega-Garcia, Spain
Alejandro Ortega-Moñux, Spain
Naohisa Otsuka, Japan
Erika Ottaviano, Italy
Arturo Pagano, Italy
Alkis S. Paipetis, Greece
Alessandro Palmeri, UK
Anna Pandolfi, Italy
Elena Panteley, France
Achille Paolone, Italy
Xosé M. Pardo, Spain
Manuel Pastor, Spain
Pubudu N. Pathirana, Australia
Francesco Pellicano, Italy
Marcello Pellicciari, Italy
Haipeng Peng, China
Mingshu Peng, China
Zhike Peng, China
Marzio Pennisi, Italy
Matjaz Perc, Slovenia
Francesco Pesavento, Italy
Dario Piga, Italy
Antonina Pirrotta, Italy
Marco Pizzarelli, Italy
Vicent Pla, Spain

Javier Plaza, Spain
Sébastien Poncet, Canada
Jean-Christophe Ponsart, France
Mauro Pontani, Italy
Stanislav Potapenko, Canada
Sergio Preidikman, USA
Christopher Pretty, New Zealand
Carsten Proppe, Germany
Luca Pugi, Italy
Giuseppe Quaranta, Italy
Dane Quinn, USA
Vitomir Racic, Italy
Jose Ragot, France
Kumbakonam Rajagopal, USA
Gianluca Ranzi, Australia
Alain Rassineux, France
S.S. Ravindran, USA
Alessandro Reali, Italy
Oscar Reinoso, Spain
Nidhal Rezg, France
Ricardo Riaza, Spain
Gerasimos Rigatos, Greece
Francesco Ripamonti, Italy
Eugenio Roanes-Lozano, Spain
Bruno G. M. Robert, France
José Rodellar, Spain
Rosana Rodriguez-Lopez, Spain
Ignacio Rojas, Spain
Alessandra Romolo, Italy
Carla Roque, Portugal
Debasish Roy, India
Gianluigi Rozza, Italy
Rubén Ruiz García, Spain
Antonio Ruiz-Cortes, Spain
Ivan D. Rukhlenko, Australia
Mazen Saad, France
Kishin Sadarangani, Spain
Mehrdad Saif, Canada
Miguel A. Salido, Spain
Roque J. Saltarén, Spain
Francisco J. Salvador, Spain
Alessandro Salvini, Italy
Maura Sandri, Italy
Miguel A. F. Sanjuan, Spain
Juan F. San-Juan, Spain
Roberta Santoro, Italy
Ilmar Ferreira Santos, Denmark
José A. Sanz-Herrera, Spain

Nickolas S. Sapidis, Greece
Evangelos J. Sapountzakis, Greece
Andrey V. Savkin, Australia
Thomas Schuster, Germany
Mohammed Seaid, UK
Lotfi Senhadji, France
Joan Serra-Sagrista, Spain
Gerardo Severino, Italy
Ruben Sevilla, UK
Leonid Shaikhet, Ukraine
Hassan M. Shanechi, USA
Bo Shen, Germany
Suzanne M. Shontz, USA
Babak Shotorban, USA
Zhan Shu, UK
Dan Simon, Greece
Luciano Simoni, Italy
Christos H. Skiadas, Greece
Alba Sofi, Italy
Francesco Soldovieri, Italy
Raffaele Solimene, Italy
Jussi Sopanen, Finland
Ruben Specogna, Italy
Sri Sridharan, USA
Ivanka Stamova, USA
Salvatore Strano, Italy
Yakov Strelniker, Israel
Sergey A. Suslov, Australia
Thomas Svensson, Sweden
Andrzej Swierniak, Poland
Yang Tang, Germany
Alessandro Tasora, Italy
Sergio Teggi, Italy
Alexander Timokha, Norway
Gisella Tomasini, Italy
Francesco Tornabene, Italy
Antonio Tornambe, Italy
Sébastien Tremblay, Canada
Irina N. Trendafilova, UK
George Tsiatas, Greece
Antonios Tsourdos, UK
Vladimir Turetsky, Israel
Mustafa Tutar, Spain
Ilhan Tuzcu, USA
Efstratios Tzirtzilakis, Greece
Filippo Ubertini, Italy
Francesco Ubertini, Italy
Hassan Ugail, UK



Giuseppe Vairo, Italy
Kuppalapalle Vajravelu, USA
Robertt A. Valente, Portugal
Eusebio Valero, Spain
Pandian Vasant, Malaysia
Marcello Vasta, Italy
Miguel E. Vázquez-Méndez, Spain
Josep Vehi, Spain
Kalyana Veluvolu, Republic of Korea
Fons J. Verbeek, Netherlands
Franck J. Vernerey, USA
Georgios Veronis, USA
Anna Vila, Spain

Rafael Villanueva, Spain
Uchechukwu E. Vincent, UK
Mirko Viroli, Italy
Michael Vynnycky, Sweden
Shuming Wang, China
Yan-WuWang, China
Yongqi Wang, Germany
RomanWendner, Austria
Desheng D. Wu, Sweden
Yuqiang Wu, China
Guangming Xie, China
Xuejun Xie, China
Gen Q. Xu, China

Hang Xu, China
Joseph J. Yame, France
Xinggang Yan, UK
Luis J. Yebra, Spain
Peng-Yeng Yin, Taiwan
Qin Yuming, China
Vittorio Zampoli, Italy
Ibrahim Zeid, USA
Huaguang Zhang, China
Qingling Zhang, China
Jian Guo Zhou, UK
Quanxin Zhu, China
Mustapha Zidi, France



Contents

Advances in High Performance Computing and Related Issues
Veljko Milutinović, Borko Furht, Zoran Obradović, and Nenad Korolija
Volume 2016, Article ID 2632306, 3 pages

Elimination of the Redundancy Related to Combining Algorithms to Improve the PDP Evaluation
Performance
Fan Deng, Li-Yong Zhang, Bo-Yu Zhou, Jia-Wei Zhang, and Hong-Yang Cao
Volume 2016, Article ID 7608408, 18 pages

TheRole of High Performance Computing and Communication for Real-Time Biofeedback in Sport
Anton Umek and Anton Kos
Volume 2016, Article ID 4829452, 11 pages

A Protocol for Provably Secure Authentication of a Tiny Entity to a High Performance Computing One
Siniša Tomović, Miodrag J. Mihaljević, Aleksandar Perović, and Zoran Ognjanović
Volume 2016, Article ID 9289050, 9 pages

Probabilistic Analysis of Steady-State Temperature andMaximum Frequency of Multicore Processors
considering Workload Variation
Biying Zhang, Zhongchuan Fu, Hongsong Chen, and Gang Cui
Volume 2016, Article ID 2462504, 17 pages

A Data-Flow Soft-Core Processor for Accelerating Scientific Calculation on FPGAs
Lorenzo Verdoscia and Roberto Giorgi
Volume 2016, Article ID 3190234, 21 pages

An Encryption Technique for Provably Secure Transmission from a High Performance Computing
Entity to a Tiny One
Miodrag J. Mihaljević, Aleksandar Kavčić, and Kanta Matsuura
Volume 2016, Article ID 7920495, 10 pages

AHierarchical Load Balancing Strategy Considering Communication Delay Overhead for Large
Distributed Computing Systems
Jixiang Yang, Ling Ling, and Haibin Liu
Volume 2016, Article ID 5641831, 9 pages

A Novel CSR-Based SparseMatrix-Vector Multiplication on GPUs
Guixia He and Jiaquan Gao
Volume 2016, Article ID 8471283, 12 pages

Buckling Instability Behavior of Steel Bridge under Fire Hazard
Ying Wang and Muyu Liu
Volume 2016, Article ID 8024043, 11 pages

Mining the IPTV Channel Change Event Stream to Discover Insight and Detect Ads
Matej Kren, Andrej Kos, and Urban Sedlar
Volume 2016, Article ID 2541814, 5 pages



Editorial
Advances in High Performance Computing and Related Issues

Veljko MilutinoviT,1 Borko Furht,2 Zoran ObradoviT,3,4,5 and Nenad Korolija1

1Department of Computer Engineering and Information Theory, School of Electrical Engineering, University of Belgrade,
Bulevar Kralja Aleksandra 73, 11120 Belgrade, Serbia
2NSF I/UCRC CAKE, FAU Site, Department of Computer & Electrical Engineering and Computer Science, College of Engineering and
Computer Science, Florida Atlantic University, 777 Glades Road, Boca Raton, FL 33431, USA
3Center for Data Analytics and Biomedical Informatics, Temple University, 1925 N. 12th Street (SERC: 035-02),
Philadelphia, PA 19122, USA
4Computer and Information Sciences Department, Temple University, 1925 N. 12th Street (SERC: 035-02),
Philadelphia, PA 19122, USA
5Statistics Department, Fox School of Business (Secondary Appointment), Temple University, 1925 N. 12th Street (SERC: 035-02),
Philadelphia, PA 19122, USA

Correspondence should be addressed to Veljko Milutinović; vm@etf.rs
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1. Introduction

With the current trend of increasing the number of cores
in modern computers, society faces a problem of high
energy dissipation, while increased performance is limited
by communication delays. Further major advances in com-
puting are possible only if some important notions are taken
seriously into consideration. In our opinion, the major four
notions of interest for the time to come are coming from the
research of four Nobel Laureates who worked in science or
economy.These are Richard Feynman, Ilya Prigogine, Daniel
Kahneman, and Andre Geim.The work of Feynman et al. [1]
suggests that those solutions are better than minimizing data
movements and using shorter communications distances.
The work of Nicolis and Prigogine [2] suggests that energy
injections could lower the entropy of a computing system,
which makes it easier for compiler optimizations. The work
of Kahneman and Tversky [3] suggests that some applications
do not require optimal computing, meaning that the saved
resources could be reinvested elsewhere, for much higher
benefits in another domain. The work of Geim [4] suggests
that solutions that tolerate latencies could bring benefits in
other more important domains. The quality of the research
selected for presentation in this special issue could be judged

also by how much the above-mentioned notions were taken
care of.

Hardware dataflow computing solves problems of con-
trol-flow computing by executing more instructions in par-
allel on the same chip die. This approach makes communi-
cation channels shorter and the execution faster, even with
much lower frequencies, while reducing energy consump-
tion. However, the full benefits of dataflow computing are
obtained only if combined with control-flowmachines and if
appropriate advances are done in both the architectures and
algorithms for control-flow machines.

Historically, the number of instructions executed per
second on processors approximately has doubled every two
years [5]. Technology limits are nearly reached and it is not
possible to increase the speed of the CPU any more even
if the growing cost of energy is not an issue. Multicore and
many core paradigms address this problem by introducing
many cores instead of one, resulting in a paradigm shift from
designing fastest single-core applications to parallelizing
program execution. However, communication delays and
energy consumption limit these paradigms as well. Hardware
dataflow paradigm [6–9] naturally solves these problems
by treating computer processing as factory production lines
instead of one or many specialized workers. The approach
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is based on hardware being configured for executing cer-
tain sets of instructions, where all instructions could be
executed in parallel. Since high performance computing
algorithms normally also include instructions that are not
repeatedly executed, dataflow computers are often combined
with a control-flow processor. For CPU-demanding and
data-demanding applications, one can design data flow and
program a dataflow computer accordingly. Until recently,
dataflow computer programmers would have to be hardware
specialists. By noticing the advantage of pipelining execution
of loops, industries have developed various tools that facili-
tate the process of transforming Von Neumann architecture
applications into dataflow applications.

2. Problem Statement

However, programming dataflow computer architectures
comes with a cost. When programming control-flow com-
puter architectures, programmers only consider executing
instructions sequentially. In order to cope with data depen-
dencies in the case of dataflow programming, redesigning
algorithms is needed and this requires new mathematical
models. New paradigms are usually hard to accept, and there-
fore redesigning algorithms is needed before programmers
change their programming preferences. As the percentage
of dataflow computers rises, it is expected that additional
algorithms will become available in open literature.

Towards this objective, authors of this special issue
presented their original research articles that seek to combine
existing and new paradigms in order to achieve better execu-
tion performances, lower power consumption, and therefore
dissipation, as well as lower hardware costs.

3. Reducing Computation and
Power Consumption

In the article entitled “Elimination of the Redundancy
Related to Combining Algorithms to Improve the PDP
Evaluation Performance” by F. Deng et al., a novel method
is proposed for eliminating redundant policies loaded on
the policy decision point (PDP) in the authorization access
control model and therefore improves both storage usage
and evaluation performance of the PDP. Experimental results
show that the evaluation performance of the PDP can be
prominently improved by eliminating the redundancy related
to combining algorithms.

An article entitled “The Role of High Performance Com-
puting and Communication for Real-Time Biofeedback in
Sport” byA.Umek andA. Kos regards themain technological
challenges of real-time biofeedback in sports. A multiuser
signal processing in a football match is recognized as a high
performance application that needs high-speed communi-
cation and high performance remote computing. Dataflow
computing is found to be a good choice [10] for real-time
biofeedback systems with large data streams.

In “A Protocol for Provably Secure Authentication of
a Tiny Entity to a High Performance Computing One” by
S. Tomović et al., the problem of developing authentication

protocols dedicated to a specific scenariowhere an entity with
limited computational capabilities should prove the identity
to a computationally powerful verifier is addressed. It is
shown that the proposed protocol is secure against active
attacking scenarios and so-called GRS man-in-the-middle
(MIM) attacking scenarios.

A manuscript by B. Zhang et al. entitled “Probabilis-
tic Analysis of Steady-State Temperature and Maximum
Frequency of Multicore Processors considering Workload
Variation” presents a probabilisticmethod to analyze the tem-
perature and maximum frequency for multicore processors
based on workload variations. Experimental results provide
evidence that hotspot temperatures of multicore processors
are not deterministic and have significant variations, and
the number of active cores and running frequency simulta-
neously determine the probabilistic distribution of hotspot
temperatures.

In a paper by L. Verdoscia and R. Giorgi entitled “A
Data-Flow Soft-Core Processor for Accelerating Scientific
Calculation on FPGAs,” a new type of soft-core processor
called the “Data-Flow Soft-Core” is introduced that can be
implemented through FPGA technology with adequate inter-
connected resources, eliminating partial data and instruc-
tions as traffic for load and store activities. The proposed
design aims at combining the performance of a fine-grained
dataflow architecture with the flexibility of reconfiguration,
without requiring a partial reconfiguration or a new bit-
stream for reprogramming it.

An article entitled “An Encryption Technique for Prov-
ably Secure Transmission from a High Performance Com-
puting Entity to a Tiny One” by M. J. Mihaljević et al.
proposes an encryption/decryption approach dedicated to a
one-way communication between a transmitter which is a
computationally powerful party and a receiver with limited
computational capabilities based on stream ciphering and
simulation of a binary channelwhich degrades channel inputs
by inserting random bits. It is shown that deliberate and
secret key controlled insertion of random bits into the basic
ciphertext provides security enhancement of the resulting
encryption scheme.

Potentially enormous computing resources available in a
distributed system are exploited effective in J. Yang et al. paper
entitled “A Hierarchical Load Balancing Strategy Consider-
ing Communication Delay Overhead for Large Distributed
Computing Systems.” In this study a hierarchical load bal-
ancing strategy is proposed based on a generalized neural
network (HLBSGNN) for hiding communication delays and
therefore achieving scalability.

A paper entitled “A Novel CSR-Based Sparse Matrix-
VectorMultiplication onGPUs” byG.He and J.Gao addresses
the problem of irregular memory access patterns that occur
when multiplying sparse matrices based on the compressed
sparse row (CSR) format. In this study a CSR-based SpMV
on the GPU is proposed which involves two kernels and a
middleware in order to allow CSR arrays accesses in a fully
coalesced manner.

In “Buckling Instability Behavior of Steel Bridge under
Fire Hazard” by Y. Wang and M. Liu critical buckling
stress of a bridge under fire hazard and a thermal analysis
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model of a steel bridge is characterized by a Fire Dynamics
Simulator. Thermal parameters of the steel are determined
by a polynomial fitting method and finite element software
ANSYS.

Finally, in “Mining the IPTV Channel Change Event
Stream to Discover Insight and Detect Ads” by M. Kren
et al., it is analyzed how the data stream of the user-
generated channel change events received from the entire
IPTV network can be mined to obtain insights about the
content. This study also predicts the occurrence of TV ads
with high probability and shows that the approach could be
extended to model the user behavior and classify viewership
in multiple dimensions.

4. Conclusion

The control-flow computing paradigm assumes processing
units capable of executing all instructions defined by com-
puter architecture. However, it could execute only a few
instructions simultaneously. Hardware dataflow computers
solve this problem by designing hardware in such a manner
that each instruction that it should execute is made in hard-
ware and this part of hardware is connected to those parts
of hardware that are responsible for dependent instructions.
Therefore, executing instructions in a row is done by a flow
of electrical signals through the hardware. As soon as one
instruction is executed, input for a new instruction could be
given. In this way, thousands of instructions can be executed
in parallel.

In this special issue, authors present new trends in high
performance computing, with the goal of reducing computer
execution time, even when using dataflow hardware with an
order of magnitude lower frequency than modern control-
flow processors. A major part of price in high performance
computing is the cost of electrical power. Apart from perfor-
mance improvement, authors reduced power dissipation and
therefore the overall cost of computing.

It is expected that future computers would include both
hardware dataflow and control-flow processors. In this way,
one could utilize high frequencies of modern control-flow
processors, but also the parallel execution capabilities with
low power consumption available in dataflow computing for
instructions that should be executed over and over again. As
of 2016,Maxeler dataflow is available throughAWS,which is a
cornerstone for the development of new horizons in modern
computing.

Veljko Milutinović
Borko Furht

Zoran Obradović
Nenad Korolija
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If there are lots of redundancies in the policies loaded on the policy decision point (PDP) in the authorization access control
model, the system will occupy more resources in operation and consumes plenty of evaluation time and storage space. In order to
detect and eliminate policy redundancies and then improve evaluation performance of the PDP, a redundancy related to combining
algorithms detecting and eliminating engine is proposed in this paper.This engine cannot only detect and eliminate the redundancy
related to combining algorithms, but also evaluate access requests. A Resource Brick Wall is constructed by the engine according to
the resource attribute of a policy’s target attributes. By the Resource Brick Wall and the policy/rule combining algorithms, three
theorems for detecting redundancies related to combining algorithms are proposed. A comparison of the evaluation performance
of the redundancy related to combining algorithms detecting and eliminating engine with that of Sun PDP is made. Experimental
results show that the evaluation performance of the PDP can be prominently improved by eliminating the redundancy related to
combining algorithms.

1. Introduction

Currently, access control is an important protection mech-
anism in the network and information security [1]. And
using the security policy to describe security requirements in
information systems has been the main method for autho-
rization access control [2]. A policy can be defined as a
group of descriptive principles implemented on the basis of
practical requirements. These principles are the constraints
for authorizing the system to make a decision. The XACML
(eXtensible Access Control Markup Language) [3] is widely
used in a distributed application system [4] in the SOA
(Service-Oriented Architecture) [5] environment so that the
security policy can be better expressed. The XACML is an
open-standard language based on the XML and is used to
standardize access control implemented in theXML (eXtensi-
ble Markup Language). It provides a uniform policy descrip-
tion language and improves the efficiency of collaboration

among different organizations in the SOA environment. The
XACML’s characteristics are as follows:

(i) Great adaptability: the XACML can be normally
applied in multiple application environment.

(ii) Preferable compatibility: the XACML supports multi-
ple data types and policy/rule combining algorithms.

(iii) Outstanding expression ability: the XACML can accu-
rately express access control requirements with differ-
ent complexities and fine grains.

The XACML is a policy describing language with strong
adaptability, universality, and extensibility and it supports
distributed applications [6]. However, it does not have a stan-
dard agreement on factors such as granularity size, resource
level, and condition interval [7]. Some rules in a policy may
lose their effect because of policy/rule combining algorithms
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[8]. And a policy set may be formulated and edited by multi-
ple administrators, each of whom has a different understand-
ing of the policy and a different opinion on policy setting,
which could lead to redundancies in a policy set’s rules [9].
Thus, detecting and eliminating the redundancy related to
combining algorithms is the core and key point of our research.

On the other hand, the XACML assumes that all the rules
can be trusted, so a request might be responded to repeatedly
[10]. In the authorization access control model, if the policy
loaded on the PDP contains lots of redundancies related to
policy/rule combining algorithms, it not only consumes and
wastes lots of system resources, but also greatly increases the
time the PDP spends in evaluating access requests. And then
the evaluation performance of the PDP is affected. In policy
management [11] based on the XACML, as many redun-
dancies related to policy/rule combining algorithms must be
eliminated as possible to accelerate the speed of policymatch-
ing so that the PDP in the authorization center can effectively
make authorization decisions and feed authorization results
back [12].

To sum up, the important and critical problem to be
solved is how to find an effective way to detect and eliminate
the redundancy related to combining algorithms accurately
and then improve the evaluation performance of the PDP.

This paper makes the following contributions.

(1) A redundancy related to combining algorithms detect-
ing and eliminating engine is presented, which not
only can detect and eliminate the redundancy related
to combining algorithms in a policy and between poli-
cies, but also has the same ability as the PDP. This
engine can evaluate the access control by loading
policieswhose redundancies related to combining algo-
rithms have been eliminated.

(2) A Resource Brick Wall is constructed by the redun-
dancy related to combining algorithms detecting and
eliminating engine according to the resource attribute
in a policy’s target attributes. The Resource Brick Wall
can effectively express the dependent relationship
between resource attributes and detecting and elimi-
nating the redundancy related to combining algorithms
by the additional subject attribute, condition attrib-
ute, and effect information.

(3) By the Resource BrickWall and policy/rule combining
algorithms, the corresponding detecting and elimi-
nating algorithm is proposed aiming at different types
of redundancies related to combining algorithms. This
algorithm only compares a rule with those which are
likely to generate redundancies and this could avoid a
large number of unnecessary comparisons with irrel-
ative rules. And it optimizes the traditional traversal
redundancy detection and greatly improves the effi-
ciency of detecting and eliminating redundancies.

The remainder of this paper is organized as follows. Sec-
tion 2 reviews the related work on policy analysis, manage-
ment, and high performance evaluation. Section 3 introduces
definitions used in the research on the redundancy related to
combining algorithms detection and elimination. In Section 4,

a redundancy related to combining algorithms detecting and
eliminating engine is introduced which can detect and
eliminate the redundancy related to combining algorithms in
a policy and between policies and evaluate access requests. In
Section 5, a Resource Brick Wall is proposed when we discuss
the redundancy related to combining algorithms detecting and
eliminating algorithm. Section 6 focuses on the theorems for
detecting redundancies related to combining algorithms. A rel-
evant detection and elimination algorithm for the redundancy
related to combining algorithms is given in Section 7. Section 8
makes a comparison in evaluation performance between the
redundancy related to combining algorithms detecting and
eliminating engine and Sun PDP. Finally, Section 9 presents
some conclusions and directions for our future work.

2. Related Work

There are numerous prior works on access control policies
thatmainly focus on policy evaluation, analysis, and testing to
detect and eliminate redundancy. Masi et al. [13] formalized
theXACML2.0 semantics and proposed an alternative syntax
supporting policy composition. They implemented a tool
to compile policies into Java classes following the proposed
semantic rules, where these classes are executed to compute
policy decisions. Liu et al. [14] proposed XEngine, which can
convert a textual XACML policy to a numerical policy and
can convert a numerical policy with complex structures to a
numerical policy with a normalized structure. Also, XEngine
can convert the normalized numerical policy to tree data
structures for efficient processing of requests. Marouf et al.
[15] applied a clustering technique to policy sets based on
the 𝐾-means algorithm. The proposed clustering technique
categorizes policies and rules within a policy set and policy,
respectively, in respect to target subjects. When a request
is received, it is redirected to applicable policies and rules
that correspond to its subjects, hence, avoiding unneces-
sary evaluations from occurring. Mourad and Jebbaoui [16]
proposed (1) a mathematical intermediate representation of
policies based on set theory that maintains the same XACML
structure and accounts for all its elements and their subele-
ments including rule conditions, obligations, policy request,
and policy response and (2) a formal semantics that takes
advantage of the mathematical operations to provide effi-
cient evaluation of policy elements and constructs through
deductive logic and inference rules. Jebbaoui et al. [17] resolve
the complexity of policies by elaborating an intermediate
set-based representation to which the elements of XACML
are automatically converted. Moreover, it allows detecting
flaws, conflicts, and redundancies between rules by offering
new mechanisms to analyze the meaning of policy rules
through semantics verification by inference rule structure
and deductive logic.

Recently, people focus more and more on studying the
methods for detecting and eliminating policy redundancies.
And researches on the policy redundancies can be catego-
rized into two groups.

(1) The first group detect and eliminate redundancies by
optimizing theXACMLor improving the policy itself.
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Chen and Xu [18] analyzed the reason why policy
redundancies exist first. Then they proposed formal
methods based on the descriptive logic so that the
machine can understand a policy’s semantics and
context. On the basis of this, policy expansion and
reasoning were carried on, which made the XACML
gain better reasoning ability and semantics expressing
ability. The method based on the descriptive logic
can detect policy redundancies and eliminate these
redundancies according to policy/rule combining
algorithms. But every attribute in a policy’s target ele-
ments may cause redundancies and this problem was
not fully considered in this paper. Lei et al. [19] indi-
cated that although the XACML provides a conve-
nient way to describe the security policy, this method
still has its weakness. This paper analyzed the fact
that using the XACML to express the inheritance
relationship of rules will lead to policy redundancies
and introduced atomic privilege to eliminate policy
redundancies. Martin [20] indicated that if a rule is
unreachable because of a group of constraints that
this rule cannot meet, then it becomes a redundancy
rule. A policy redundancy detectionmethod based on
Chang-Impact analysis was presented in this paper;
however, no corresponding detection model was
proposed and the support and application of this
detection technique were absent. Besides the above
researches, policy redundancies can be detected by
classifying the subject based on the security level and
role [21, 22], and then all policy redundancies can be
eliminated by revising policies.

(2) The second group put forward policy redundancy
detecting methods by establishing research models
and relevant mechanisms. Aiming at this problem,
Hu et al. [23] indicated that the Internet provides
users with more convenient services, and at the same
time the information system suffers from security
attacks caused by unauthorized operations in business
service. Besides, the design and management of the
Web access control policy are always prone to errors
for lack of efficient analysis mechanisms and tools.
A policy analyzing method based on the Web access
control was proposed in this paper. Also, a splitting
technique based on the XACML policy was intro-
duced to identify policy redundancies accurately and
then policy redundancies could be eliminated. Dinu
et al. [24] indicated that the XACML itself does not
support policy redundancy analysis, though it has the
great expression ability. The thought of state coverage
was utilized to analyze the cause of policy redun-
dancy, and a judging theorem that can be applied for
redundancies within a policy or between policies
undermultiple policy/rule combining algorithmswas
put forward. The target element of a policy was con-
sidered when detecting redundancies in this paper
while the condition factor’s effect on policy redundan-
cies was ignored, which lead to the imperfection of
redundancy detection. Zhang et al. [25] focused on

security policy integration and redundancy elimi-
nation among different medical institutions. They
emphasized that eliminating policy redundancies
before healthcare institutions collaborate with each
other is vitally important and pointed out that the
present research does not consider how to eliminate
redundancies in the dynamically loaded policy set
according to the type of redundancy in the healthcare
collaborativeprocedure.On thepremise of taking both
the constraint condition and metadata information,
they also proposed a method based on the role-based
access control policy model to eliminate redundan-
cies in the XACML policy. Finally, they proposed a
method of filtering and collecting the policies the user
needs among different organizations and institutions.
Guarnieri et al. [26] proposed three methods of elim-
inating redundancies in the access control policy and
these methods reduced the authorization operation
frequency in a policy step by step.They also indicated
that problems relevant to redundancy belong to an
NP-hard problem. Aiming at the Minimum Policy
Problem andMinimum Irreducible Policy Problem in
these problems, they proposed solutions for eliminat-
ing redundancies in the security policy.

Mainly on the basis of optimizing the XACMLor improv-
ing the policy itself, the above researches pointed out the great
flexibility of the XACML policy structure and the difficulty
in detecting policy redundancies. Detection was only applied
to part of a policy while how to detect and eliminate the
redundancy related to policy/rule combining algorithms was
not considered. And their research did not go in depth and
rarely considered the complex situation. Then, although the
above researches can detect redundancies in a policy and
between policies, they traverse rules in a policymany times in
the process of detecting policy redundancies, which unavoid-
ably increases the detection time. The Resource Brick Wall
proposed in our paper carries out the reasonable partition
and hierarchical process on resources. These processes can
effectively avoid unnecessary comparisons among resources
in different levels. Thus, they can optimize comparisons
among rules and reduce the frequency of traversing each
rule in a policy set when detecting redundancies and then
improve the efficiency of detecting policy redundancies and
lay a foundation for an efficient evaluation of the PDP.

3. Related Definitions

Since redundancy exists in rules within a policy or between
different policies, the formal description of the relative def-
inition of rules will be given first and the rules needed in
detecting redundancies are also presented.

Definition 1 (rule). 𝑠𝑢𝑏
𝑖1
, 𝑟𝑒𝑠
𝑖2
, 𝑎𝑐𝑡
𝑖3
, 𝑒𝑛V
𝑖4
, 𝑐𝑜𝑛
𝑖5
, and 𝐸𝑓𝑓𝑒𝑐𝑡

𝑖

represent the elements of attributes like subject, resource,
action, environment, condition, and effect, respectively, and
these six attributes belong to the rule 𝑅𝑢𝑙𝑒

𝑖
. ⋃𝑚
𝑖1=1
𝑠𝑢𝑏
𝑖1
,

⋃
𝑛

𝑖2=1
𝑟𝑒𝑠
𝑖2
, ⋃𝑜
𝑖3=1
𝑎𝑐𝑡
𝑖3
, ⋃𝑝
𝑖4=1
𝑒𝑛V
𝑖4
, and ⋃𝑞

𝑖5=1
𝑐𝑜𝑛
𝑖5
represent

the union of elements of each attribute, respectively. And
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𝑚, 𝑛, 𝑜, 𝑝 and 𝑞 are the number of each attribute’s elements.
The definition of 𝑅𝑢𝑙𝑒

𝑖
can be represented by Formula (1) as

follows:

𝑅𝑢𝑙𝑒
𝑖
= (

𝑚

⋃

𝑖1=1

𝑠𝑢𝑏
𝑖1
,

𝑛

⋃

𝑖2=1

𝑟𝑒𝑠
𝑖2
,

𝑜

⋃

𝑖3=1

𝑎𝑐𝑡
𝑖3
,

𝑝

⋃

𝑖4=1

𝑒𝑛V
𝑖4
,

𝑞

⋃

𝑖5=1

𝑐𝑜𝑛
𝑖5
, 𝐸𝑓𝑓𝑒𝑐𝑡

𝑖
) .

(1)

There are three aspects needed to be made clear.

(1) Each resource discussed in this paper has a unique
resource path. Resources on different resource paths
are identified as different resources. In other words,
we think that two identical resources can only appear
on an identical resource path and cannot appear on
different resource paths.

(2) We just focus on the clock time when studying the
condition attribute.

(3) The environment attribute will be ignored in the
following analysis and discussion, because it does not
cause the redundancy related to combining algorithms,
which is studied in this paper.

Definition 2 (state satisfaction). If a subject attribute 𝑠𝑢𝑏
𝑖1
in

𝑅𝑢𝑙𝑒
𝑖
can access the resource attribute 𝑟𝑒𝑠

𝑖2
with action 𝑎𝑐𝑡

𝑖3

in the condition of 𝑐𝑜𝑛
𝑖4
and its effect is 𝐸𝑓𝑓𝑒𝑐𝑡

𝑖
(Deny or Per-

mit), then one has the definition that 𝑆𝑡𝑎𝑡𝑒
𝑖
satisfies (𝑠𝑢𝑏

𝑖1
,

𝑟𝑒𝑠
𝑖2
, 𝑎𝑐𝑡
𝑖3
, 𝑐𝑜𝑛
𝑖4
, 𝐸𝑓𝑓𝑒𝑐𝑡

𝑖
), as shown in Formula (2) as follows:

𝑆𝑡𝑎𝑡𝑒
𝑖
⊳ (𝑠𝑢𝑏

𝑖1
, 𝑟𝑒𝑠
𝑖2
, 𝑎𝑐𝑡
𝑖3
, 𝑐𝑜𝑛
𝑖4
, 𝐸𝑓𝑓𝑒𝑐𝑡

𝑖
) . (2)

Definition 3 (atomic attribute). If an attribute in a rule has no
more than one element which may be absent, then one calls
this attribute the atomic attribute.

Definition 4 (composite attribute). If an attribute in a rule
has more than one element, then one calls it the composite
attribute.

Since rules containing the atomic attribute are easier to
store and process than those containing the composite attrib-
ute, so we need to apply attribute atomization to rules con-
taining composite rules.

Rule 1 (rule attribute atomization). If there are composite
attributes in a rule, one can divide a composite attribute into
several atomic attributes and then composite it with other
attributes’ elements. Finally, one can get several rules which
only contain atomic attribute.

By Rule 1, we can carry out attribute atomization on all
rules in a policy and transfer them into rules containing only
the atomic attribute.Thus, we lay the foundation for building
and theoretical analysis of the redundancy related to combin-
ing algorithms detecting and eliminating engine.

Definition 5 (dependent relationship of resources). For
resource attributes 𝑟𝑒𝑠

1
and 𝑟𝑒𝑠

2
, if 𝑟𝑒𝑠

1
is in the upper level

compared to 𝑟𝑒𝑠
2
, then one says that resource attributes 𝑟𝑒𝑠

1

and 𝑟𝑒𝑠
2
satisfy the dependent relationship of resources. 𝑟𝑒𝑠

2
’s

dependency on 𝑟𝑒𝑠
1
is denoted as 𝑟𝑒𝑠

1
→ 𝑟𝑒𝑠

2
.

Definition 6 (overlapping relationship of conditions). For
condition attributes 𝑐𝑜𝑛

1
and 𝑐𝑜𝑛

2
, if 𝑐𝑜𝑛

1
∩ 𝑐𝑜𝑛
2
̸= ⌀, one

says that condition attributes 𝑐𝑜𝑛
1
and 𝑐𝑜𝑛

2
satisfy the over-

lapping relationship of conditions. The intersection between
𝑐𝑜𝑛
1
and 𝑐𝑜𝑛

2
is denoted as 𝑐𝑜𝑛

1
⊙ 𝑐𝑜𝑛
2
.

Definition 7 (redundancy). For a rule in a policy, if its func-
tion cannot work, namely, this rule will not affect the result
of evaluating access requests, then one calls this rule a redun-
dancy rule:

𝑅
1
= (𝑠𝑢𝑏

1
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡
1
, 𝑐𝑜𝑛
1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
) ,

𝑅
2
= (𝑠𝑢𝑏

2
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡
2
, 𝑐𝑜𝑛
2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
) .

(3)

Definition 8 (common resource redundancy). For two rules
𝑅
1
and 𝑅

2
as shown in Formula (3), they belong to the same

policy or two different policies. If 𝑅
1
and 𝑅

2
have the same

subject attribute, resource attribute, action attribute, and
environment attribute (the environment attribute will be
ignored), and without loss of generality, their condition
attributes have an overlapping relationship (𝑐𝑜𝑛

1
∩𝑐𝑜𝑛
2
̸= ⌀)

and their effects are the same (i.e., to say these two rules’
𝐸𝑓𝑓𝑒𝑐𝑡

𝑖
should be Deny or Permit at the same time); then the

common resource redundancy happens between 𝑅
1
and 𝑅

2
.

These conditions could be expressed by Formula (4) as fol-
lows:

(𝑠𝑢𝑏
1
= 𝑠𝑢𝑏
2
) ∧ (𝑟𝑒𝑠

1
= 𝑟𝑒𝑠
2
) ∧ (𝑎𝑐𝑡

1
= 𝑎𝑐𝑡
2
)

∧ (𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀) ∧ (𝐸𝑓𝑓𝑒𝑐𝑡

1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
) .

(4)

Definition 9 (dependent resource redundancy). For two rules
𝑅
1
and 𝑅

2
as shown in Formula (3), they belong to the same

policy or two different policies. If 𝑅
1
and 𝑅

2
have the same

subject attribute, action attribute, and environment attribute
(the environment attribute will be ignored), and without
loss of generality, there exists the dependent relationship of
resources between 𝑅

1
and 𝑅

2
(𝑟𝑒𝑠
1
→ 𝑟𝑒𝑠

2
), their condition

attributes have an overlapping relationship (𝑐𝑜𝑛
1
∩𝑐𝑜𝑛
2
̸= ⌀),

and their effects are both Deny; then the dependent resource
redundancy happens between 𝑅

1
and 𝑅

2
. These conditions

could be expressed by Formula (5) as follows:

(𝑠𝑢𝑏
1
= 𝑠𝑢𝑏
2
) ∧ (𝑟𝑒𝑠

1
→ 𝑟𝑒𝑠

2
) ∧ (𝑎𝑐𝑡

1
= 𝑎𝑐𝑡
2
)

∧ (𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀)

∧ (𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝐷𝑒𝑛𝑦) .

(5)

Definition 10 (redundancy related to combining algorithms).
For a redundancy identified as the redundancy related to
combining algorithms, the prerequisite is that the detection is
on the basis of the policy/rule combining algorithms.

This paper aims at statically detecting and eliminating the
redundancy related to combining algorithms in the policies
loaded on the PDP, so that the evaluation performance of the
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PDP can be improved. The research in this paper focuses on
the redundancy related to combining algorithms and its detect-
ing and eliminating algorithm is proposed to solve this kind
of problem.

4. Redundancy Related to Combining
Algorithms Detecting and Eliminating
Engine XDPRE

Our proposed redundancy related to combining algorithms
detecting and eliminating engine termed theXDPRE (XiDian
Policy Redundancy Engine) is shown in Figure 1.TheXDPRE
is able to detect and eliminate the redundancy related to
combining algorithmswithin a policy or between policies.The
XDPRE receives all the policies 𝑃𝑜𝑙𝑖𝑐𝑦

1
, 𝑃𝑜𝑙𝑖𝑐𝑦

2
, . . . , 𝑃𝑜𝑙𝑖𝑐𝑦

𝑛

in the policy set PolicySet as the input and its responsibilities
are shown in the following three aspects.

(1) Detect and eliminate the redundancy related to com-
bining algorithms within a policy.

(2) Detect and eliminate the redundancy related to com-
bining algorithms between policies.

(3) The XDPRE itself has the function of the PDP. By
loading policies whose redundancies related to com-
bining algorithms have been eliminated, the XDPRE

can evaluate access requests and return the authoriza-
tion result to context processors and the PDP.

The output of the XDPRE is a new policy set termed
𝑃𝑜𝑙𝑖𝑐𝑦𝑆𝑒𝑡

. And there is no redundancy related to combining
algorithms in the policy 𝑃𝑜𝑙𝑖𝑐𝑦

1
, 𝑃𝑜𝑙𝑖𝑐𝑦



2
, . . . , 𝑃𝑜𝑙𝑖𝑐𝑦



𝑛
of the

policy set 𝑃𝑜𝑙𝑖𝑐𝑦𝑆𝑒𝑡.
We adopt the XDPRE to detect and eliminate the redun-

dancy related to combining algorithmswithin a policy and bet-
ween policies successively.

5. Resource Brick Wall

In order to detect and eliminate the redundancy related to
combining algorithms contained in the policies loaded on the
PDP, so as to achieve the purpose of efficient evaluation of
the PDP, in this section, we construct the Resource Brick Wall
(RBW) in the XDPRE, an engine for detecting and eliminat-
ing the redundancy related to combining algorithms, based on
the resources existing in the target attribute of policies, as
shown in Figure 2.

Definition 11 (Resource Brick Wall). For each resource in the
rules, one builds a resource brick, and then according to the
dependent relationship between resources, one can build a
Resource Brick Wall of all the bricks representing resources
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from top to bottom, as shown in Figure 2(a). The axis Con
represents the condition attribute in the rules corresponding
to each resource and the height of a resource brick is equal to
the size of time distinct of its condition attribute.The axis Lev
represents the level corresponding to each resource. The axis
Res represents resources; the length of a resource brick in the
𝑖th (𝑖 ≥ 1) layer equals the sumof all the resourceswhich have
the dependency with it in the (𝑖 + 1)th layer. Each resource
brick has correlation with a Subject-Condition-Effect List
(SCEL). The SCEL stores all the subject attributes’ informa-
tion corresponding to the resources the resource brick repre-
sents, as well as the condition attribute information and effect
information of these subjects, as shown in Figure 2(b). As for
the resource brick 𝑟𝑒𝑠, its SCEL is denoted as the 𝑆𝐶𝐸𝐿

⟦𝑟𝑒𝑠⟧

in which any subject attribute 𝑠𝑢𝑏 is denoted as 𝑠𝑢𝑏⟦𝑟𝑒𝑠⟧. In
Figure 2(a), 𝑟𝑒𝑠

0
is the first layer resource, and 𝑟𝑒𝑠

1
, 𝑟𝑒𝑠
2
(𝑟𝑒𝑠
2
),

and 𝑟𝑒𝑠
3
(𝑟𝑒𝑠
3
) are all the lower resources of 𝑟𝑒𝑠

0
, that is, the

second layer resource. 𝑟𝑒𝑠
2
and 𝑟𝑒𝑠

2
are the same resource

attribute of two different rules, whose condition attributes
have an overlapping relationship. 𝑟𝑒𝑠

3
and 𝑟𝑒𝑠

3
are also the

same resource attribute of twodifferent ruleswhose condition
attributes do not have an overlapping relationship.

It is worth noting that if two resource bricks are the same,
we should view them as one and merge their corresponding
SCELs to ensure that each of the resource bricks in theRBW is
the only one.TheRBW can efficiently represent the dependent
relationship of resources.

There is a hierarchical relationship between resource
attributes. For example, the hierarchical relationship of the
system resource directory is represented by the dependent
relationship between resource attributes. According to the
definition specification of the target attribute in the XACML
(Version 3.0) OASIS [27], together with the definition of
state satisfaction, we give the transmission rules of access
authority, as shown in Rule 2.

Rule 2 (transmission rules of access authority). As for the
two resource attributes 𝑟𝑒𝑠

1
and 𝑟𝑒𝑠

2
in the two rules 𝑅

1
and

𝑅
2
, when 𝑟𝑒𝑠

1
and 𝑟𝑒𝑠

2
satisfy 𝑟𝑒𝑠

1
→ 𝑟𝑒𝑠

2
, consider the

following:
A If a subject 𝑠𝑢𝑏

0
of the subject set 𝑆𝑢𝑏𝑗𝑒𝑐𝑡𝑆𝑒𝑡𝐷𝑒𝑛𝑦

⟦𝑟𝑒𝑠
1
⟧
of

the resource attribute 𝑟𝑒𝑠
1
denies accessing resource attribute

𝑟𝑒𝑠
1
, then it also denies accessing its dependent resource 𝑟𝑒𝑠

2
,

as shown in Formula (6) as follows:

𝑆𝑡𝑎𝑡𝑒
𝑖
⊳ (𝑠𝑢𝑏

0
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

𝑖
, 𝐷𝑒𝑛𝑦)

𝑟𝑒𝑠
1
→ 𝑟𝑒𝑠

2

⇒ 𝑆𝑡𝑎𝑡𝑒
𝑖
⊳ (𝑠𝑢𝑏

0
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

𝑖
, 𝐷𝑒𝑛𝑦) . (6)

B If a subject 𝑠𝑢𝑏
0
of the subject set 𝑆𝑢𝑏𝑗𝑒𝑐𝑡𝑆𝑒𝑡𝑃𝑒𝑟𝑚𝑖𝑡

⟦𝑟𝑒𝑠
1
⟧
of

the resource attribute 𝑟𝑒𝑠
1
permits accessing resource attrib-

ute 𝑟𝑒𝑠
1
, then we cannot deduce what operation of access

authority it has to the dependent resource attribute 𝑟𝑒𝑠
2

(𝐸𝑓𝑓𝑐𝑒𝑡
𝑖
is Deny or Permit), as shown in Formula (7) as

follows:

𝑆𝑡𝑎𝑡𝑒
𝑖
⊳ (𝑠𝑢𝑏

0
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

𝑖
, 𝑃𝑒𝑟𝑚𝑖𝑡)

𝑟𝑒𝑠
1
→ 𝑟𝑒𝑠

2

 𝑆𝑡𝑎𝑡𝑒
𝑖
⊳ (𝑠𝑢𝑏

0
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

𝑖
, 𝐸𝑓𝑓𝑒𝑐𝑡

𝑖
) . (7)

The transmission rules of access authority can be sum-
marized as the form of Figure 3. In Figure 3, between 𝑟𝑒𝑠

1
and

𝑟𝑒𝑠
2
exists the dependent relationship 𝑟𝑒𝑠

1
→ 𝑟𝑒𝑠

2
. If a subject

𝑠𝑢𝑏
0
denies accessing the upper layer resource attribute, we

can deduce that it also denies accessing the lower layer
resource attribute 𝑟𝑒𝑠

2
. The solid line marked Y in the figure

indicates that Deny access authority can be transmitted from
the upper resource attribute to the lower resource attribute. If
a subject 𝑠𝑢𝑏

0
permits accessing the upper resource attribute,

we cannot deduce what operation of access authority it has to
the lower resource attribute 𝑟𝑒𝑠

2
, and the dotted line marked

N in the figure indicates that Permit access authority cannot
be transmitted from the upper resource attribute to the lower
resource attribute. For example, if the subject 𝐸𝑚𝑝𝑙𝑜𝑦𝑒𝑒
denies the writing operation to the resource E:\File, then we
can deduce that it denies thewriting operation to the resource
E:\File\ProductFile. However, if the subject 𝐸𝑚𝑝𝑙𝑜𝑦𝑒𝑒 per-
mits the writing operation to the E:\File, then we cannot
deduce what operation of access authority it has to the
resource E:\File\ProductFile.

6. Detection and Elimination of Redundancy
Related to Combining Algorithms

Theeventual evaluation result of a rule in a policy depends on
the evaluation of the condition attribute. If the return value of
the condition is Indeterminate, the rule will return Indetermi-
nate. If the return value of the condition is False, the rule will
return NotApplicable. If the return value of the condition is
True, the rule will return Effect, which can be Permit orDeny.

For a redundancy identified as the redundancy related to
combining algorithms, the prerequisite is that the detection
is on the basis of the policy/rule combining algorithms.
The definition and application of the policy/rule combining
algorithms are related to the return value of evaluation
result, which is Indeterminate,NotApplicable,Permit, orDeny.
Because the return value Indeterminate occurs when faults
appear in evaluation and NotApplicable occurs when the
matched rule is not found, the two return values aremeaning-
less for discussing and analyzing whether there exists redun-
dancy in rules. Therefore, in this section we only discuss and
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res1

res2

Deny

Yes No

Deny Effect

Permit

Figure 3: Transmission relationship of access authority.

analyze redundancy when the return value is Permit or Deny
and ignore Indeterminate or NotApplicable.

This section proposes three theorems for detecting redun-
dancies related to combining algorithms according to the
“Deny-Overrides”, “Permit-Overrides”, and “First-Applicable”
policy/rule combining algorithms supported by the XACML
standards and gives themethods for eliminating redundancies
related to combining algorithms.

6.1. Redundancy Related to the Deny-Overrides Combining
Algorithm. The policy combining algorithms and rule com-
bining algorithms supported by the XACML standards all
contain “Deny-Overrides”; that is, if the effect of either of
the policies (or rules) is Deny, the final authorized result is
Deny. Next, we give the theorem for detecting the redun-
dancy related to “Deny-Overrides” combing algorithmwith the
“Deny-Overrides” policy/rule combining algorithm:

𝑅
1
= (𝑠𝑢𝑏

1
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡
1
, 𝑐𝑜𝑛
1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
) ,

𝑅
2
= (𝑠𝑢𝑏

2
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡
2
, 𝑐𝑜𝑛
2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
) .

(8)

Theorem 12. In the condition of the “Deny-Overrides” pol-
icy/rule combining algorithm, for any two rules 𝑅

1
and 𝑅

2
in a

policy or between policies, as represented by Formula (8), if
𝑅
1
and 𝑅

2
have the same subject attribute “𝑠𝑢𝑏” and action

attribute “𝑎𝑐𝑡”, and there is an overlapping relationship bet-
ween the condition attributes of 𝑅

1
and 𝑅

2
(𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛

2
̸=

⌀), and if, without losing the generality, between the resource
attributes of 𝑅

1
and 𝑅

2
exists the equation relationship (𝑟𝑒𝑠

1
=

𝑟𝑒𝑠
2
) or dependent relationship (𝑟𝑒𝑠

1
→ 𝑟𝑒𝑠

2
) and the effect

of 𝑅
1
is “Deny”, that is, Formula (9) is satisfied, then 𝑅

2
is the

redundancy rule:

(𝑠𝑢𝑏
1
= 𝑠𝑢𝑏
2
) ∧ (𝑎𝑐𝑡

1
= 𝑎𝑐𝑡
2
) ∧ (𝑐𝑜𝑛

1
∩ 𝑐𝑜𝑛
2
̸= ⌀)

∧ ((𝑟𝑒𝑠
1
= 𝑟𝑒𝑠
2
) ∧ (𝑟𝑒𝑠

1
→ 𝑟𝑒𝑠

2
))

∧ (𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐷𝑒𝑛𝑦) .

(9)

Proof. State satisfaction of rules 𝑅
1
and 𝑅

2
is as shown in

Formula (10) as follows:

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐷𝑒𝑛𝑦) ,

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
) .

(10)

According to the relationship of resource attributes of rules
𝑅
1
and 𝑅

2
and the different effect values of 𝑅

2
, we give the

proof in the following four situations:
AWhen 𝑟𝑒𝑠

1
= 𝑟𝑒𝑠
2
and 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝐷𝑒𝑛𝑦, then 𝐸𝑓𝑓𝑒𝑐𝑡

1
=

𝐸𝑓𝑓𝑒𝑐𝑡
2
. We have the formal derivation process as shown in

Formula (11) as follows:

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
)

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
)

𝑠𝑢𝑏
⟦𝑟𝑒𝑠
1
⟧
= 𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧

𝑟𝑒𝑠
1
= 𝑟𝑒𝑠
2

𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀

𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝐷𝑒𝑛𝑦

⇓

𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
=
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
)

= 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
=
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) .

(11)

According to the known condition and Definition 8, we
deduct that rules 𝑅

1
and 𝑅

2
have the common resource redun-

dancy in the overlapping condition 𝑐𝑜𝑛
1
⊙𝑐𝑜𝑛
2
.What is more,

since we use the “Deny-Overrides” policy/rule combining
algorithm, 𝑅

2
is the redundancy rule.

B When 𝑟𝑒𝑠
1
= 𝑟𝑒𝑠

2
and 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝑃𝑒𝑟𝑚𝑖𝑡, then

𝐸𝑓𝑓𝑒𝑐𝑡
1
̸= 𝐸𝑓𝑓𝑒𝑐𝑡

2
. Because conditions 𝑐𝑜𝑛

1
and 𝑐𝑜𝑛

2
have

an overlapping relationship (𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛

2
̸= ⌀), according

to the definition of “Deny-Overrides” policy/rule combining
algorithm, under the condition that there appear no faults,
we finally should use the effect 𝐸𝑓𝑓𝑒𝑐𝑡

1
= 𝐷𝑒𝑛𝑦 of 𝑅

1
as the

authorization result. However, the rule 𝑅
2
does not have any

effect on the process of evaluation, so the function of the rule
cannot be realized. Therefore, according to Definition 7, we
conclude that 𝑅

2
is the redundancy rule.

C When 𝑟𝑒𝑠
1
→ 𝑟𝑒𝑠

2
and 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝐷𝑒𝑛𝑦, then

𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
. We have the formal derivation process as

shown in Formula (12) as follows:

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
)

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
)

𝑠𝑢𝑏
⟦𝑟𝑒𝑠
1
⟧
= 𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧

𝑟𝑒𝑠
1
→ 𝑟𝑒𝑠

2

𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀

𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝐷𝑒𝑛𝑦

⇓

𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
→
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
)

= 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
→
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) .

(12)

According to the assumptions andDefinition 9,we deduct
that rules 𝑅

1
and 𝑅

2
have the dependent resource redundancy
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in the overlapping condition 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛

2
. What is more,

since we use the “Deny-Overrides” policy/rule combining
algorithm, 𝑅

2
is the redundancy rule.

D When 𝑟𝑒𝑠
1
→ 𝑟𝑒𝑠

2
and 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝑃𝑒𝑟𝑚𝑖𝑡, then

𝐸𝑓𝑓𝑒𝑐𝑡
1

̸= 𝐸𝑓𝑓𝑒𝑐𝑡
2
. According to Rule 2 (the transmission

rules of access authority), we can get Formula (13) as follows:

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐷𝑒𝑛𝑦)

𝑠𝑢𝑏
⟦𝑟𝑒𝑠
1
⟧
= 𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧

𝑟𝑒𝑠
1
→ 𝑟𝑒𝑠

2

⇒ 𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐷𝑒𝑛𝑦) . (13)

From Formula (13), we can conclude that 𝑆𝑡𝑎𝑡𝑒
1
satisfies

the fact that the subject 𝑠𝑢𝑏⟦𝑟𝑒𝑠1⟧ of 𝑅
1
denies accessing to the

resource 𝑟𝑒𝑠
1
in the condition 𝑐𝑜𝑛

1
, and from assumptions

and Formula (10) we can conclude that 𝑆𝑡𝑎𝑡𝑒
2
satisfies the

fact that the same subject 𝑠𝑢𝑏⟦𝑟𝑒𝑠2⟧ of 𝑅
2
permits accessing to

𝑟𝑒𝑠
2
which is the same as 𝑟𝑒𝑠

1
in the condition 𝑐𝑜𝑛

2
. Because

conditions 𝑐𝑜𝑛
1
and 𝑐𝑜𝑛

2
have an overlapping relationship

(𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀), according to the conclusion of proof B,

we can conclude that 𝑅
2
is the redundancy rule.

According toTheorem 12, we can obtain the form deriva-
tion of detecting the redundancy related to the “Deny-Over-
rides” combining algorithm, as shown in Formula (14), where

(i) 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝐷𝑂
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) indicates

that 𝑆𝑡𝑎𝑡𝑒
1
satisfying the rule 𝑅

1
and 𝑆𝑡𝑎𝑡𝑒

2
satisfying

the rule 𝑅
2
have the redundancy related to the “Deny-

Overrides” combining algorithm in the overlapping
condition 𝑐𝑜𝑛

1
⊙ 𝑐𝑜𝑛
2
;

(ii) 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝐷𝑂
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) indicates that the

rule 𝑅
1
corresponding to the 𝑆𝑡𝑎𝑡𝑒

1
and the rule

𝑅
2
corresponding to the 𝑆𝑡𝑎𝑡𝑒

2
have the redundancy

related to the “Deny-Overrides” combining algorithm
in the overlapping condition 𝑐𝑜𝑛

1
⊙ 𝑐𝑜𝑛
2
:

𝐶𝑜𝑚𝑏𝑖𝑛𝑖𝑛𝑔𝐴𝑙𝑔 = 𝐷𝑒𝑛𝑦 − 𝑂V𝑒𝑟𝑟𝑖𝑑𝑒𝑠

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐷𝑒𝑛𝑦)

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
)

𝑠𝑢𝑏
⟦𝑟𝑒𝑠
1
⟧
= 𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧

𝑟𝑒𝑠
1
= 𝑟𝑒𝑠
2
∪ 𝑟𝑒𝑠
1
→ 𝑟𝑒𝑠

2

𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀

⇓

𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝐷𝑂
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
)

= 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝐷𝑂
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) .

(14)

When detecting the redundancy related to the “Deny-
Overrides” combining algorithm between the two rules𝑅

1
and

𝑅
2
(as shown in Formula (8)) in a policy or between policies,

the method for eliminating the redundancy is to reserve the
rule 𝑅

1
firstly. If 𝑐𝑜𝑛

1
⊙ 𝑐𝑜𝑛
2
= 𝑐𝑜𝑛
2
, we will delete the rule 𝑅

2

directly. If 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
̸= 𝑐𝑜𝑛
2
, we will update the condition

attribute of the rule 𝑅
2
to 𝑐𝑜𝑛

2
= 𝑐𝑜𝑛

2
− 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
, that is,

update the rule 𝑅
2
to a new rule as shown in Formula (15) as

follows:

𝑅


2
= (𝑠𝑢𝑏

2
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡
2
, 𝑐𝑜𝑛
2
− 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
) . (15)

6.2. Redundancy Related to the Permit-Overrides Combining
Algorithm. The policy combining algorithms and rule com-
bining algorithms supported by the XACML standards all
contain “Permit-Overrides”; that is, if the return effect of
either of the policies (or rules) is Permit, the final authorized
result is Permit. Next, we give the theorem for detecting the
redundancy related to “Permit-Overrides” combing algorithm
with the “Permit-Overrides” policy/rule combining algo-
rithm:

𝑅
1
= (𝑠𝑢𝑏

1
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡
1
, 𝑐𝑜𝑛
1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
) ,

𝑅
2
= (𝑠𝑢𝑏

2
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡
2
, 𝑐𝑜𝑛
2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
) .

(16)

Theorem 13. In the condition of the “Permit-Overrides” pol-
icy/rule combining algorithm, for any two rules 𝑅

1
and 𝑅

2
in

a policy or between policies, as shown in Formula (16), if 𝑅
1

and𝑅
2
have the same subject attribute “𝑠𝑢𝑏”, resource attribute

“𝑟𝑒𝑠”, and action attributes “𝑎𝑐𝑡”, and there is an overlapping
relationship between the condition attributes of 𝑅

1
and 𝑅

2

(𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀), without losing the generality, one supposes

that the effect of 𝑅
1
is Permit; that is, Formula (17) is satisfied,

and then 𝑅
2
is the redundancy rule:

(𝑠𝑢𝑏
1
= 𝑠𝑢𝑏
2
) ∧ (𝑟𝑒𝑠

1
= 𝑟𝑒𝑠
2
) ∧ (𝑎𝑐𝑡

1
= 𝑎𝑐𝑡
2
)

∧ (𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀) ∧ (𝐸𝑓𝑓𝑒𝑐𝑡

1
= 𝑃𝑒𝑟𝑚𝑖𝑡) .

(17)

Proof. State satisfaction of rules 𝑅
1
and 𝑅

2
is as shown in

Formula (18) as follows:

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝑃𝑒𝑟𝑚𝑖𝑡) ,

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
) .

(18)

In Formula (18), 𝑟𝑒𝑠
1
= 𝑟𝑒𝑠
2
. According to the different effect

values of𝑅
2
, we give the proof in the following two situations:

A When 𝐸𝑓𝑓𝑒𝑐𝑡
2
= 𝐷𝑒𝑛𝑦, then 𝐸𝑓𝑓𝑒𝑐𝑡

1
̸= 𝐸𝑓𝑓𝑒𝑐𝑡

2
.

Because conditions 𝑐𝑜𝑛
1
and 𝑐𝑜𝑛

2
have an overlapping rela-

tionship (𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛

2
̸= ⌀), according to the definition of

“Permit-Overrides” policy/rule combining algorithm, under
the condition that there appear no faults, we should finally use
the effect 𝐸𝑓𝑓𝑒𝑐𝑡

1
= 𝑃𝑒𝑟𝑚𝑖𝑡 of 𝑅

1
as the authorization result.
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However, the rule 𝑅
2
does not have any effect on the process

of evaluation, so the function of the rule cannot be realized.
Therefore, according to Definition 7, we conclude that 𝑅

2

is the redundancy rule in the “Permit-Overrides” policy/rule
combining algorithm.

B When 𝐸𝑓𝑓𝑒𝑐𝑡
2
= 𝑃𝑒𝑟𝑚𝑖𝑡, then 𝐸𝑓𝑓𝑒𝑐𝑡

1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
. We

have the form deduction process as shown in Formula (19) as
follows:

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
)

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
)

𝑠𝑢𝑏
⟦𝑟𝑒𝑠
1
⟧
= 𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧

𝑟𝑒𝑠
1
= 𝑟𝑒𝑠
2

𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀

𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝑃𝑒𝑟𝑚𝑖𝑡

⇓

𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
=
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
)

= 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
=
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) .

(19)

According to the known condition and Definition 8, we
deduct that rules 𝑅

1
and 𝑅

2
have the common resource redun-

dancy in the overlapping condition 𝑐𝑜𝑛
1
⊙𝑐𝑜𝑛
2
.What is more,

since we use the “Permit-Overrides” policy/rule combining
algorithm, 𝑅

2
is the redundancy rule.

According to Theorem 13, we can conclude that the form
derivation of detecting the redundancy related to the “Permit-
Overrides” combining algorithm is as shown in Formula (20),
where

(i) 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝑃𝑂
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛

2
) indicates

that 𝑆𝑡𝑎𝑡𝑒
1
satisfying the rule 𝑅

1
and 𝑆𝑡𝑎𝑡𝑒

2
satisfying

the rule𝑅
2
have the redundancy related to the “Permit-

Overrides” combining algorithm in the overlapping
condition 𝑐𝑜𝑛

1
⊙ 𝑐𝑜𝑛
2
;

(ii) 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝑃𝑂
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) indicates that the

rule 𝑅
1
corresponding to the 𝑆𝑡𝑎𝑡𝑒

1
and the rule

𝑅
2
corresponding to the 𝑆𝑡𝑎𝑡𝑒

2
have the redundancy

related to the “Permit-Overrides” combining algorithm
in the overlapping condition 𝑐𝑜𝑛

1
⊙ 𝑐𝑜𝑛
2
:

𝐶𝑜𝑚𝑏𝑖𝑛𝑖𝑛𝑔𝐴𝑙𝑔 = 𝑃𝑒𝑟𝑚𝑖𝑡 − 𝑂V𝑒𝑟𝑟𝑖𝑑𝑒𝑠

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝑃𝑒𝑟𝑚𝑖𝑡)

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
)

𝑠𝑢𝑏
⟦𝑟𝑒𝑠
1
⟧
= 𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧

𝑟𝑒𝑠
1
= 𝑟𝑒𝑠
2

𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀

⇓

𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝑃𝑂
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
)

= 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝑃𝑂
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) .

(20)

When detecting the redundancy related to the “Permit-
Overrides” combining algorithm between the two rules𝑅

1
and

𝑅
2
(as shown in Formula (16)) in a policy or between policies,

the method for eliminating the redundancy is to reserve the
rule 𝑅

1
firstly. If 𝑐𝑜𝑛

1
⊙ 𝑐𝑜𝑛
2
= 𝑐𝑜𝑛
2
, we will delete the rule 𝑅

2

directly. If 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
̸= 𝑐𝑜𝑛
2
, we will update the condition

attribute of the rule 𝑅
2
to 𝑐𝑜𝑛

2
= 𝑐𝑜𝑛

2
− 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
, that is,

update the rule 𝑅
2
to a new rule as shown in Formula (21) as

follows:

𝑅


2
= (𝑠𝑢𝑏

2
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡
2
, 𝑐𝑜𝑛
2
− 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
) . (21)

6.3. Redundancy Related to the First-Applicable Combining
Algorithm. The policy combining algorithms and rule com-
bining algorithms supported by the XACML standards all
contain “First-Applicable”; that is, the final authorized result
of policy (or rule) is the judgment result of the first matched
policy (or rule). Next, we give the theorem for detecting the
redundancy related to “First-Applicable” combing algorithm
with the “First-Applicable” policy/rule combining algorithm:

𝑅
1
= (𝑠𝑢𝑏

1
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡
1
, 𝑐𝑜𝑛
1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
) ,

𝑅
2
= (𝑠𝑢𝑏

2
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡
2
, 𝑐𝑜𝑛
2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
) .

(22)

Theorem 14. In the condition of the “First-Applicable” pol-
icy/rule combining algorithm, for any two rules 𝑅

1
and 𝑅

2
in

a policy or between policies, as shown in Formula (22), if 𝑅
1

and𝑅
2
have the same subject attribute “𝑠𝑢𝑏”, resource attribute

“𝑟𝑒𝑠”, and action attribute “𝑎𝑐𝑡”, and there is an overlapping
relationship between the condition attributes of 𝑅

1
and 𝑅

2

(𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
̸= ⌀), that is, Formula (23) is satisfied, without

losing the generality, one supposes that 𝑅
1
is the first applicable

rule, and then 𝑅
2
is the redundancy rule:

(𝑠𝑢𝑏
1
= 𝑠𝑢𝑏
2
) ∧ (𝑟𝑒𝑠

1
= 𝑟𝑒𝑠
2
) ∧ (𝑎𝑐𝑡

1
= 𝑎𝑐𝑡
2
)

∧ (𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀) .

(23)

Proof. State satisfaction of rules 𝑅
1
and 𝑅

2
is as shown in

Formula (24) as follows:

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
) ,

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
) .

(24)

In Formula (24), 𝑟𝑒𝑠
1
= 𝑟𝑒𝑠

2
. According to the different

effect values of 𝑅
2
, we give the proof in the following three

situations:
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A When 𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐷𝑒𝑛𝑦 and 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝐷𝑒𝑛𝑦, then

𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
. We have the formal deduction process as

shown in Formula (25) as follows:

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
)

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
)

𝑠𝑢𝑏
⟦𝑟𝑒𝑠
1
⟧
= 𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧

𝑟𝑒𝑠
1
= 𝑟𝑒𝑠
2

𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀

𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝐷𝑒𝑛𝑦

⇓

𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
=
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
)

= 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
=
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) .

(25)

According to the known condition and Definition 8, we
deduct that rules 𝑅

1
and 𝑅

2
have the common resource redun-

dancy in the overlapping condition 𝑐𝑜𝑛
1
⊙𝑐𝑜𝑛
2
.What is more,

since we use the “First-Applicable” policy/rule combining
algorithm and 𝑅

1
is the first applicable rule, 𝑅

2
is the redun-

dancy rule.
B When 𝐸𝑓𝑓𝑒𝑐𝑡

1
= 𝑃𝑒𝑟𝑚𝑖𝑡 and 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝑃𝑒𝑟𝑚𝑖𝑡, then

𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
. We have the formal derivation process as

shown in Formula (26) as follows:

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
)

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
)

𝑠𝑢𝑏
⟦𝑟𝑒𝑠
1
⟧
= 𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧

𝑟𝑒𝑠
1
= 𝑟𝑒𝑠
2

𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀

𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝑃𝑒𝑟𝑚𝑖𝑡

⇓

𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
=
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
)

= 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
=
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) .

(26)

According to the known condition and Definition 8,
we deduct that rules 𝑅

1
and 𝑅

2
have the common resource

redundancy in the overlapping condition 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
. What

is more, since we use the “First-Applicable” policy/rule com-
bining algorithm and 𝑅

1
is the first applicable rule, 𝑅

2
is the

redundancy rule.
C 𝐸𝑓𝑓𝑒𝑐𝑡

1
̸= 𝐸𝑓𝑓𝑒𝑐𝑡

2
(i.e., 𝐸𝑓𝑓𝑒𝑐𝑡

1
= 𝐷𝑒𝑛𝑦 and 𝐸𝑓𝑓𝑒𝑐𝑡

2
=

𝑃𝑒𝑟𝑚𝑖𝑡, or 𝐸𝑓𝑓𝑒𝑐𝑡
1
= 𝑃𝑒𝑟𝑚𝑖𝑡 and 𝐸𝑓𝑓𝑒𝑐𝑡

2
= 𝐷𝑒𝑛𝑦) and 𝑅

1

is the first applicable rule. Because conditions 𝑐𝑜𝑛
1
and 𝑐𝑜𝑛

2

have an overlapping relationship (𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
̸= ⌀), accord-

ing to the definition of “First-Applicable” policy/rule com-
bining algorithm, under the condition that there appear no
faults, we finally should use the effect 𝐸𝑓𝑓𝑒𝑐𝑡

1
of 𝑅
1
as the

authorization result. However, the rule 𝑅
2
does not have

any effect on the process of evaluation; the function of the
rule cannot be realized. Therefore, according to Definition 7,
we conclude that 𝑅

2
is the redundancy rule in the “First-

Applicable” policy/rule combining algorithm.

According to Theorem 14, we can conclude the form
derivation of detecting the redundancy related to the “First-
Applicable” combining algorithm, as shown in Formula (27),
where

(i) 𝑅
1
is the first applicable rule;

(ii) 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝐹𝐴
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛

2
) indicates

that 𝑆𝑡𝑎𝑡𝑒
1
satisfying the rule 𝑅

1
and 𝑆𝑡𝑎𝑡𝑒

2
satisfying

the rule 𝑅
2
have the redundancy related to the “First-

Applicable” combining algorithm in the overlapping
condition 𝑐𝑜𝑛

1
⊙ 𝑐𝑜𝑛
2
;

(iii) 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝐹𝐴
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) indicates that the

rule 𝑅
1
corresponding to the 𝑆𝑡𝑎𝑡𝑒

1
and the rule

𝑅
2
corresponding to the 𝑆𝑡𝑎𝑡𝑒

2
have the redundancy

related to the “First-Applicable” combining algorithm
in the overlapping condition 𝑐𝑜𝑛

1
⊙ 𝑐𝑜𝑛
2
:

𝐶𝑜𝑚𝑏𝑖𝑛𝑖𝑛𝑔𝐴𝑙𝑔 = 𝐹𝑖𝑟𝑠𝑡 − 𝑂V𝑒𝑟𝑟𝑖𝑑𝑒𝑠

𝑆𝑡𝑎𝑡𝑒
1
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
1
⟧
, 𝑟𝑒𝑠
1
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

1
, 𝐸𝑓𝑓𝑒𝑐𝑡

1
)

𝑆𝑡𝑎𝑡𝑒
2
⊳ (𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡, 𝑐𝑜𝑛

2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
)

𝑠𝑢𝑏
⟦𝑟𝑒𝑠
1
⟧
= 𝑠𝑢𝑏

⟦𝑟𝑒𝑠
2
⟧

𝑟𝑒𝑠
1
= 𝑟𝑒𝑠
2

𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
̸= ⌀

⇓

𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝐹𝐴
(𝑆𝑡𝑎𝑡𝑒

1
, 𝑆𝑡𝑎𝑡𝑒

2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
)

= 𝑅𝑒𝑑𝑢𝑛𝑑𝑎𝑛𝑐𝑦
𝐹𝐴
(𝑅
1
, 𝑅
2
, 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
) .

(27)

When detecting the redundancy related to the “First-
Applicable” combining algorithm by Theorem 14 between the
two rules 𝑅

1
and 𝑅

2
(as Formula (22) shows) in a policy or

between policies, without losing the generality, we suppose
that 𝑅

1
is the first applicable rule; the method for eliminating

the redundancy is to reserve the rule𝑅
1
firstly. If 𝑐𝑜𝑛

1
⊙𝑐𝑜𝑛
2
=

𝑐𝑜𝑛
2
, we will delete the rule 𝑅

2
directly. If 𝑐𝑜𝑛

1
⊙ 𝑐𝑜𝑛
2
̸= 𝑐𝑜𝑛
2
,

we will update the condition attribute of the rule 𝑅
2
to 𝑐𝑜𝑛

2
=

𝑐𝑜𝑛
2
− 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
, that is, update the rule 𝑅

2
to a new rule as

shown in Formula (28) as follows:

𝑅


2
= (𝑠𝑢𝑏

2
, 𝑟𝑒𝑠
2
, 𝑎𝑐𝑡
2
, 𝑐𝑜𝑛
2
− 𝑐𝑜𝑛
1
⊙ 𝑐𝑜𝑛
2
, 𝐸𝑓𝑓𝑒𝑐𝑡

2
) . (28)

7. Detection and Elimination
Algorithms for Redundancy Related to
Combining Algorithms

By the relevant definitions introduced in the paper and
RBW, as well as detection and elimination methods for the
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Input: (1) PolicySet: {𝑃𝑜𝑙𝑖𝑐𝑦
1
, 𝑃𝑜𝑙𝑖𝑐𝑦

2
, . . . , 𝑃𝑜𝑙𝑖𝑐𝑦

𝑛
}, where 𝑃𝑜𝑙𝑖𝑐𝑦

𝑖
is a policy

(2) policy/rule combination algorithm CA
Output: a policy set where the redundancy related to combining algorithms have been eliminated
(1) ResBrickWallInitialization(PolicySet)
(2) AddRuleToResBrickWall(𝑃, ResBrickWall, CA)
(3) BackTrackingDetectRedundancy(ResBrickWall, PresentResBrickId, CA)
(4) DetectRedundancyBetweenPolicies(ResBrickWall

1
, ResBrickWall

2
, CA)

Algorithm 1: Detection and elimination algorithm for redundancy related to combining algorithms. Redundancy DetectionAndElim-
ination(PolicySet, CA).

Input: PolicySet: {𝑃𝑜𝑙𝑖𝑐𝑦
1
, 𝑃𝑜𝑙𝑖𝑐𝑦

2
, . . . , 𝑃𝑜𝑙𝑖𝑐𝑦

𝑛
}, where 𝑃𝑜𝑙𝑖𝑐𝑦

𝑖
is a policy

Output: RBW ResBrickWall
(1) foreach 𝑃𝑜𝑙𝑖𝑐𝑦

𝑖
∈ PolicySet

(2) foreach 𝑟 ∈ 𝑃𝑜𝑙𝑖𝑐𝑦
𝑖

(3) ResPath = GetResPath(𝑟)
(4) AddResPathToDirectory(ResPath, ResDirectory)
(5) ResBrickWall = ConvertResDirectoryToResBrickWall(ResDirectory)

Algorithm 2: Initialization algorithm for resource brick wall. ResBrickWallInitialization(PolicySet).

redundancy related to combining algorithms, in this section
we present the detection and elimination algorithms for the
redundancy related to combining algorithms, as shown in
Algorithm 1.

In Algorithm 1, rows (1)∼(3) complete the detection and
elimination of the redundancy related to combining algorithms
in a policy, and row (4) completes the detection and elim-
ination of the redundancy related to combining algorithms
between policies. Algorithm 1 calls four subalgorithms in turn
to finish the work. Here, row (1) is the initialization algorithm
for the RBW, responsible for initializing the RBW. Row (2)
is the algorithm for adding rules to the RBW, responsible
for adding every rule to the RBW. Row (3) is the detection
and elimination backtracking algorithm, used for detecting
and eliminating redundancy related to combining algorithms
by backtracking methods in the constructed RBW.

Next, we will introduce algorithms used in each step of
Algorithm 1. We will give the time complexity of Algorithm 1
after discussing the four subalgorithms.

7.1. Initialization Algorithm for the Resource Brick Wall.
Before detecting and eliminating redundancy related to com-
bining algorithms, we first need to iterate through each rule
of each policy of all the policy sets and then get the resource
directory structure of each rule. Finally, we initialize theRBW
by the resource directory structure. The initialization algo-
rithm for the Resource Brick Wall is as shown in Algorithm 2.

The functions contained in Algorithm 2 are as follows:
A GetResPath( ): the parameter of the function is the

rule 𝑟, whose function is to parse the resource attribute
information in the rule 𝑟, eventually return the resource path
related to the rule 𝑟, and give the return value to ResPath vari-
ables.

B AddResPathToResDirectory( ): the parameter of the
function is the resource path ResPath and resource directory

ResDirectory, whose function is to store the resource path
ResPath in the proper place of the resource directory ResDi-
rectory.

C CovertResDirectoryToResBrickWall( ): the parameter
of the function is the resource directory ResDirectory, whose
function is to construct the corresponding RBW through the
analysis of the resource directory ResDirectory and return the
constructed RBW to the ResBrickWall variable.

Supposing that the policy set 𝑃𝑜𝑙𝑖𝑐𝑦𝑆𝑒𝑡 has 𝑚 policies
with each policy 𝑃𝑜𝑙𝑖𝑐𝑦

𝑖
having 𝑛 rules, then the time

complexity of Algorithm 2 is 𝑂(𝑚 ∗ 𝑛).

7.2. DetectionAlgorithm for Redundancy Related to Combining
Algorithms. The detection algorithm for the redundancy
related to combining algorithms is as shown in Algorithm 3.
Algorithm 3 contains three situations as follows:

(1) In the condition of the “Deny-Overrides” policy/rule
combining algorithm, for any two rules 𝑟

1
and 𝑟
2
in a

policy or between policies, if 𝑟
1
and 𝑟
2
have the same

subject attribute and action attribute, there is an over-
lapping relationship between the condition attributes
of 𝑟
1
and 𝑟
2
, 𝑟
1
and 𝑟
2
have the same resource attribute,

the effect of either of the two rules is Deny, or the
resource attributes of 𝑟

1
and 𝑟

2
have a dependent

relationship and the effect of 𝑟
1
isDeny, then 𝑟

1
and 𝑟
2

have the redundancy related to the “Deny-Overrides”
combining algorithm.

(2) In the condition of the “Permit-Overrides” policy/rule
combining algorithm, for any two rules 𝑟

1
and 𝑟
2
in a

policy or between policies, if 𝑟
1
and 𝑟
2
have the same

subject attribute and action attribute, there is an over-
lapping relationship between the condition attributes
of 𝑟
1
and 𝑟
2
, 𝑟
1
and 𝑟
2
have the same resource attribute,

and the effect of either of the two rules is Permit, then
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Input: (1) two rules 𝑟
1
and 𝑟
2

(2) policy/rule combination algorithm CA
Output: (1) if between rules 𝑟

1
and 𝑟
2
exists the redundancy related to combining algorithms, output rules 𝑟

1
and 𝑟
2
where the

redundancy related to combining algorithms has been eliminated
(2) if between rules 𝑟

1
and 𝑟
2
exists the redundancy related to combining algorithms, output SCEL

(1) if 𝑟
1
.𝑠𝑢𝑏 = 𝑟

2
.𝑠𝑢𝑏 & 𝑟

1
.𝑎𝑐𝑡 = 𝑟

2
.𝑎𝑐𝑡 & 𝑟

1
.𝑐𝑜𝑛 ∩ 𝑟

2
.𝑐𝑜𝑛 ̸= ⌀

(2) & (𝑟
1
.𝑟𝑒𝑠 = 𝑟

2
.𝑟𝑒𝑠 | 𝑟

1
.𝑟𝑒𝑠 → 𝑟

2
.𝑟𝑒𝑠) then

(3) /∗detection and elimination of the redundancy related to the “Deny-Overrides” combining algorithm∗/
(4) if CA = Deny Overrides then
(5) if 𝑟

1
.𝑟𝑒𝑠 = 𝑟

2
.𝑟𝑒𝑠 then

(6) if 𝑟
1
.𝐸𝑓𝑓𝑒𝑐𝑡 = Deny then

(7) EliminateRedundancy(𝑟
1
, 𝑟
2
)

(8) else if 𝑟
2
.𝐸𝑓𝑓𝑒𝑐𝑡 = Deny then

(9) EliminateRedundancy(𝑟
2
, 𝑟
1
)

(10) else if 𝑟
1
.𝑟𝑒𝑠 → 𝑟

2
.𝑟𝑒𝑠 then

(11) if 𝑟
1
.𝐸𝑓𝑓𝑒𝑐𝑡 = Deny then

(12) EliminateRedundancy(𝑟
1
, 𝑟
2
)

(13) /∗detection and elimination of the redundancy related to the “Permit-Overrides” combining algorithm∗/
(14) if CA = Permit Overrides & !(𝑟

1
.𝑟𝑒𝑠 → 𝑟

2
.𝑟𝑒𝑠) then

(15) if 𝑟
1
.𝐸𝑓𝑓𝑒𝑐𝑡 = Permit then

(16) EliminateRedundancy(𝑟
1
, 𝑟
2
)

(17) else if 𝑟
2
.𝐸𝑓𝑓𝑒𝑐𝑡 = Permit then

(18) EliminateRedundancy(𝑟
2
, 𝑟
1
)

(19) /∗detection and elimination of the redundancy related to the “First-Applicable” combining algorithm∗/
(20) if CA = First Overrides & !(𝑟

1
.𝑟𝑒𝑠 → 𝑟

2
.𝑟𝑒𝑠) then

(21) if 𝑟
1
.𝑁𝑜 < 𝑟

2
.𝑁𝑜 then

(22) EliminateRedundancy(𝑟
1
, 𝑟
2
)

(23) else if 𝑟
2
.𝑁𝑜 < 𝑟

1
.𝑁𝑜 then

(24) EliminateRedundancy(𝑟
2
, 𝑟
1
)

Algorithm 3: Detection algorithm for redundancy related to combining algorithms. CA DetectRedundancy(𝑟
1
, 𝑟
2
, CA).

𝑟
1
and 𝑟
2
have the redundancy related to the “Permit-

Overrides” combining algorithm.
(3) In the condition of the “First-Applicable” policy/rule

combining algorithm, for any two rules 𝑟
1
and 𝑟
2
in a

policy or between policies, if 𝑟
1
and 𝑟
2
have the same

subject attribute and action attribute, there is an over-
lapping relationship between the condition attributes
of 𝑟
1
and 𝑟
2
, 𝑟
1
and 𝑟
2
have the same resource attribute,

and the sequence of application is certain, then 𝑟
1
and

𝑟
2
have the redundancy related to the “First-Applicable”

combining algorithm.

7.3. Elimination Algorithm for Redundancy Related to Com-
bining Algorithms. The elimination algorithm for the redun-
dancy related to combining algorithms is as shown in Algo-
rithm 4. Algorithm 4 adds the corresponding attribute
information about rules 𝑟

1
and 𝑟
2
to the 𝑆𝐶𝐸𝐿, and reserve the

rule 𝑟
1
. If 𝑐𝑜𝑛

1
∩𝑐𝑜𝑛
2
= 𝑐𝑜𝑛
2
, we will delete the rule 𝑟

2
directly.

If 𝑐𝑜𝑛
1
∩𝑐𝑜𝑛
2
̸= 𝑐𝑜𝑛
2
, thenweupdate the condition attribute of

𝑟
2
to 𝑐𝑜𝑛

2
= 𝑐𝑜𝑛

2
− 𝑐𝑜𝑛
1
∩ 𝑐𝑜𝑛
2
, so as to achieve the purpose

of eliminating redundancies. This algorithm will update the
𝑆𝐶𝐸𝐿, which will make administrators instantly track and
search for the attribute information about the corresponding
rules in the process of detecting and eliminating redundan-
cies conveniently.The time complexity ofAlgorithm4 is𝑂(1).

Input: two rules 𝑟
1
and 𝑟
2
having the redundancy related

to combining algorithms
Output: (1) rules 𝑟

1
and 𝑟
2
where the redundancy related

to combining algorithms has been eliminated
(2) SCEL

(1) 𝑟
0
.𝑐𝑜𝑛 ← 𝑟

1
.𝑐𝑜𝑛 ⊙ 𝑟

2
.𝑐𝑜𝑛

(2) AddRuleToSCEL(𝑟
1
, 𝑟
2
)

(3) if 𝑟
2
.𝑐𝑜𝑛 = 𝑟

0
.𝑐𝑜𝑛 then

(4) delete 𝑟
2

(5) else
(6) 𝑟



2
.𝑐𝑜𝑛 ← 𝑟

2
.𝑐𝑜𝑛 − 𝑟

0
.𝑐𝑜𝑛

Algorithm 4: Elimination algorithm for redundancy related to
combining algorithms. EliminateRedundancy(𝑟

1
, 𝑟
2
).

7.4. Algorithm for Adding Rules to the Resource Brick Wall.
The algorithm for adding rules to the Resource Brick Wall is
as shown in Algorithm 5. In Algorithm 5, rows (2)∼(3) add
the rules in the policy P one by one to the RBW. By calling
the detection algorithm for the redundancy related to com-
bining algorithms, row (4) accomplishes the detection and
elimination of the redundancy related to combining algorithms
between the new added rules and rules already in the RBW.
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Input: (1) policy 𝑃 : {𝑟
1
, 𝑟
2
, . . . , 𝑟

𝑛
}, where 𝑟

𝑖
is a rule

(2) initialized RBW ResBrickWall
(3) policy/rule combination algorithm CA

Output: RBW ResBrickWall that is added rules
(1) foreach 𝑟 ∈ 𝑃 do
(2) ResBrickId← ResBrickWall.Find(𝑟)
(3) ResBrickWall[ResBrickId].List.Append(𝑟)
(4) CA DetectRedundancy(𝑟

1
, 𝑟
2
, CA)

Algorithm 5: Algorithm for adding rules to resource brick wall.
AddRuleToResBrickWall(𝑃, ResBrickWall, CA).

The time complexity under the worst condition of Algo-
rithm 5 is 𝑂(𝑛).

7.5. Algorithm for Backtracking Detection and Elimination of
Redundancies. The algorithm for backtracking detection and
elimination of redundancies is as shown in Algorithm 6. In
Algorithm 6, rows (1)∼(2) accomplish backtracking resource
bricks from the lower layer to the upper layer through the
postorder traversal. By calling the detection algorithm for
the redundancy related to combining algorithms, rows (3)∼(6)
accomplish the detection and elimination of the redundancy
related to combining algorithms between rule 𝑟

1
of the upper

layer resource bricks and rule 𝑟
2
of the lower layer resource

bricks. The time complexity under the worst condition of
Algorithm 6 is 𝑂(𝑛2).

7.6. Detection and Elimination Algorithm for Redundancy
Related to Combining Algorithms between Policies. Thedetec-
tion and elimination algorithm for the redundancy related
to combining algorithms between policies is as shown in
Algorithm 7. Firstly, we add each rule in𝑅𝑒𝑠𝐵𝑟𝑖𝑐𝑘𝑊𝑎𝑙𝑙

2
to the

resource brick structure of 𝑅𝑒𝑠𝐵𝑟𝑖𝑐𝑘𝑊𝑎𝑙𝑙
1
, that is, combine

the two input RBWs to one RBW. Then we detect and elim-
inate the redundancy related to combining algorithms in the
combined RBW. Finally, by the algorithm for backtracking
detection and elimination of redundancies, we detect and
eliminate the redundancy related to combining algorithms.

In Algorithm 7, the time complexity of rows (1)∼(2) is
𝑂(𝑛), the time complexity of rows (3)∼(5) under the worst
condition is 𝑂(𝑛), and the time complexity of row (6) under
the worst condition is 𝑂(𝑛2). Thus, the time complexity of
Algorithm 7 under the worst condition is 𝑂(𝑛 ∗ 𝑛 + 𝑛2), that
is, 𝑂(𝑛2).

To sum up, the time complexity of Algorithm 1 is 𝑂(𝑚 ∗
𝑛 + 𝑛
2
+ 𝑛
2
+ 𝑛
2
), that is, 𝑂(𝑚 ∗ 𝑛 + 𝑛2).

Theproblem of detecting and eliminating the redundancy
related to combining algorithms between several policies and
between policy sets all can be turned into the problem of
detecting and eliminating the redundancy related to combin-
ing algorithms between two policies, and in this paper we do
not go into details about it.

8. Experimental Results and Analysis

In order to assess the evaluation performance improvement
of the PDP after detecting and eliminating the redundancy
related to combining algorithms, the test policies are intro-
duced first. We do the following experiments:

(1) A comparison of the evaluation performance of the
XDPRE before and after eliminating the redundancy
related to combining algorithms is made.

(2) A comparison in evaluation performance between
Sun PDP and the XDPRE after eliminating the redun-
dancy related to combining algorithms is made.

8.1. Test Policies. In order to simulate practical application
scenarios, we select the following three XACML access
control policies from practical systems [28–30]:

(i) Library Management System (LMS). The LMS pro-
vides access control policies by which a public library
can use the web to manage books.

(ii) Virtual Meeting System (VMS). The VMS provides
access control policies by which the web conference
services can be managed.

(iii) Auction Sale Management System (ASMS). The ASMS
provides access control policies by which items can be
bought or sold online.

The policy of the LMS contains 720 rules, that of theVMS
945 rules, and that of the ASMS 1760 rules. In the light of
actual requirement, the policies of the LMS, VMS, and ASMS
need to be expanded to contain more rules. What we do is
that according to the Cartesian product of different subjects,
actions, resources, and conditions in all rules of a policy, we
construct new rules and add them to the original policy. The
number of rules in the policies of the LMS, VMS, and ASMS
is expanded separately to 3000, 6000, and 9000.

At present, Sun PDP is a widely used policy decision
point [31] and can process redundancies in a policy selectively
according to the internal rule matching mechanism [32]. Sun
PDP is adopted to evaluate requests as a decision engine
in our following redundancy related to combining algorithms
detecting and eliminating experiments. We choose Sun PDP
in our experiments for two main reasons. First, Sun PDP
is the first and the most widely deployed implementation
of XACML evaluation engines. It has become the industrial
standard. Second, Sun PDP is open source. To eliminate the
performance factor of implementation languages, we imple-
mented XDPRE in Java because Sun PDP is written in Java.
The results of Sun PDP are compared with those of the
XDPRE to verify that the XDPRE can effectively improve the
evaluation performance of the policy decision point.

8.2. Generation of Test Requests. Dan et al. [33] put forward
that policies are analyzed by Change-Impact in order to auto-
matically generate access requests that conform to Change-
Impact. The purpose is to improve the coverage of the test.
The main idea is that conflicting policies or rules can be
obtained by conflict detection tools according to the fact that
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Input: (1) RBW ResBrickWall
(2) current resource bricks PresentResBrickId
(3) policy/rule combination algorithm CA

Output: RBW ResBrickWall where redundancies related to combining algorithms have been eliminated in a policy
(1) foreach LowerResBrickId ∈ PresentResBrickId
(2) BackTrackingDetectRedundancy(ResBrickWall, LowerResBrickId, CA)
(3) UpperResBrickId = ResBrickWall.getUpperResBrickId(PresentResBrickId)
(4) foreach 𝑟

1
∈ ResBrickWall[UpperResBrickId].List

(5) foreach 𝑟
2
∈ ResBrickWall[PresentResBrickId].List

(6) CA DetectRedundancy(𝑟
1
, 𝑟
2
, CA)

Algorithm 6: Algorithm for backtracking detection and elimination of redundancies. BackTrackingDetectRedundancy(ResBrickWall,
PresentResBrickId, CA).

Input: (1) two RBWs, ResBrickWall
1
and ResBrickWall

2

(2) policy/rule combination algorithm CA
Output: combined RBW ResBrickWall

1

(1) for each ResBrickId ∈ ResBrickWall
1
.IDList

(2) for each 𝑟
2
∈ ResBrickWall

2
[ResBrickId].List

(3) ResBrickWall
1
[ResBrickId].List.Append(𝑟

2
)

(4) for each 𝑟
1
∈ ResBrickWall

1
[ResBrickId].List

(5) CA DetectRedundancy(𝑟
1
, 𝑟
2
, CA)

(6) BackTrackingDetectRedundancy(ResBrickWall
1
, root, CA)

Algorithm 7: Detection and elimination algorithm for redundancy related to combining algorithms between policies. DetectRedundancy-
BetweenPolicies(ResBrickWall

1
, ResBrickWall

2
, CA).

different policies or different rules in the same policy could
make inconsistent results of evaluation for the same request,
and that correlative access requests can be constructed for
testing according to the conflicting policies or rules.

She et al. [34] proposed that access requests can be
automatically generated to test the correctness of the PDP
as well as the configured policies. They pointed out that the
Context Shema which is defined by the XML Schema of the
XACMLdescribes all the structures of the access requests that
might be accepted by the PDP, or all the valid input requests.
This paper indicates that their developed X-CREATE can
generate possible structures of access requests according to
the Context Shema of the XACML. The policy analyzer
obtains possible input values of every attribute from a policy.
The policymanager adopts themethod for random allocation
to distribute the obtained input values into structures of
access requests. Another test scheme is Simple Combinatorial,
which can generate access requests according to all the pos-
sible combinations of attribute values of subject, action, and
resource in the XACML policies.This paper also analyzes the
advantages of these two schemes in debugging.

According to the actual requirement of the performance
test, the method for combining Change-Imapct, Context
Shema, and Simple Combinatorial is adopted to simulate the
practical access requests.

8.3. Performance Tests and Comparisons. The XDPRE itself
can be viewed as a policy decision point, so the evaluation

performance improvement of the XDPRE can verify the
evaluation performance improvement of the PDP.

8.3.1. Comparison of Evaluation Performance of the XDPRE
before and after Eliminating the Redundancy Related to Com-
bining Algorithms. In order to assess the evaluation perfor-
mance improvement of the XDPRE after eliminating the
redundancy related to combining algorithms in policies, a
comparison of evaluation time of theXDPRE before and after
eliminating the redundancy related to combining algorithms
is made. We generate 500, 1000, . . . , 6000 access requests
randomly to measure the evaluation time of the PDP. For
the policies of the LMS, VMS, and ASMS, the variation of
evaluation time of the XDPRE with the number of access
requests is shown in Figure 4.

In Figure 4, we observe the following:
(i) The evaluation time of the XDPRE increases when

the number of access requests grows whether the
redundancy related to combining algorithms in a policy
is eliminated or not.

(ii) The growth rate of the evaluation time of the XDPRE
after eliminating the redundancy related to combining
algorithms in a policy is less than that of the XDPRE
without the redundancy related to combining algo-
rithms elimination.

(iii) For the policies of the LMS, VMS, and ASMS, when
the number of access requests reaches 6000, the
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Figure 4: Variation of evaluation time with access requests before and after eliminating redundancy related to combining algorithms.

evaluation time of the XDPRE after eliminating the
redundancy related to combining algorithms in a policy
is shortened by 9.09%, 11.78%, and 14.39%, respec-
tively. Thus, the XDPRE can effectively enhance the
PDP’s evaluation performance by eliminating the
redundancy related to combining algorithms in a pol-
icy.

8.3.2. Comparison in Evaluation Performance between Sun
PDPand theXDPREafter Eliminating the RedundancyRelated
to Combining Algorithms. In order to further assess the
evaluation performance improvement of the XDPRE, we
compare the evaluation performance of Sun PDP with that
of the XDPRE after eliminatingthe redundancy related to
combining algorithms. We generate 500, 1000, . . . , 6000 access
requests randomly to measure the evaluation time of PDPs.
For the policies of the LMS, VMS, and ASMS, the variations
with the number of access requests of the evaluation time of
Sun PDP and the XDPRE after eliminating the redundancy
related to combining algorithms are shown in Figure 5.

In Figure 5, we observe the following:
(i) The evaluation time of Sun PDP and the XDPRE after

eliminating the redundancy related to combining algo-
rithms increases when the number of access requests
grows.

(ii) The growth rate of the evaluation time of the XDPRE
after eliminating the redundancy related to combining
algorithms is less than that of Sun PDP.

(iii) For the policies of the LMS, VMS, and ASMS, when
the number of access requests reaches 6000, the evalu-
ation performance of theXDPRE after eliminating the
redundancy related to combining algorithms has been
improved by 10.01%, 10.95%, and 12.04%, respectively,
compared to that of Sun PDP. Therefore, the evalua-
tion performance of the XDPRE after eliminating the
redundancy related to combining algorithms has been
improved by 11% on average as compared with that of
Sun PDP. So the XDPRE can effectively improve the
evaluation performance of PDPs.
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Figure 5: Comparison in evaluation performance between Sun PDP and XDPRE after eliminating redundancy related to combining
algorithms.

9. Conclusions

The redundancy related to combining algorithms detecting and
eliminating engine termed the XDPRE is presented in this
paper, which not only can detect and eliminate the redun-
dancy related to combining algorithms within a policy, but
also has the same ability as the PDP.This engine can evaluate
access requests by loading the policies in which the redun-
dancy related to combining algorithms has been eliminated
and return the authorization result to the context processors
and the PEP. A Resource Brick Wall is constructed by the
XDPRE on the basis of the resource attribute of a policy’s tar-
get attributes. By the Resource Brick Wall and the policy/rule
combining algorithms, three theorems for detecting redun-
dancies related to combining algorithms are presented. The
Resource Brick Wall can effectively avoid unnecessary com-
parisons of resources at different levels, so it could optimize
the comparison of rules and reduce traversing frequency of
each rule in the policy set when detecting redundancies. As
a result, it greatly improves the efficiency of detecting and

eliminating redundancies and the evaluation performance of
the PDP. Finally, a detection and elimination algorithm for
the redundancy related to combining algorithms is proposed.

There still remain some shortcomings in this paper. We
simplified the discussion of the condition attribute in the
process of detecting and eliminating the redundancy related
to combining algorithms. And we focused on condition con-
straints of the clock time, but factors in practical life such as
year and region were not considered.This part of work needs
to be further solved and improved in our future research.
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This paper studies the main technological challenges of real-time biofeedback in sport. We identified communication and
processing as twomain possible obstacles for high performance real-time biofeedback systems.We give special attention to the role
of high performance computing with some details on possible usage of DataFlow computing paradigm. Motion tracking systems,
in connection with the biomechanical biofeedback, help in accelerating motor learning. Requirements about various parameters
important in real-time biofeedback applications are discussed. Inertial sensor tracking system accuracy is tested in comparisonwith
a high performance optical tracking system. Special focus is given on feedback loop delays. Real-time sensor signal acquisitions and
real-time processing challenges, in connectionwith biomechanical biofeedback, are presented. Despite the fact that local processing
requires less energy consumption than remote processing, many other limitations, most often the insufficient local processing
power, can lead to distributed system as the only possible option. A multiuser signal processing in football match is recognised
as an example for high performance application that needs high-speed communication and high performance remote computing.
DataFlow computing is found as a good choice for real-time biofeedback systems with large data streams.

1. Introduction

Science, engineering, and cutting edge technology are being
increasingly valued in modern sports. They offer new
knowledge, expertise, and tools for achieving a competitive
advantage. One such example is the use of biomechanical
biofeedback systems. In this paper, the word biofeedback
denotes a body activity in the sense of physicalmovement and
it is classified as biomechanical biofeedback [1].

In a biofeedback system a user has attached sensors
for measuring body functions and parameters (bio). Sensor
signals are transferred to a signal processing device and
results are communicated back to the person (feedback)
through one of the human senses (i.e., sight, hearing, and
touch) [2].The person tries to act on the received information
to change the body motion in the desired way.

One of the most common uses of biomechanical biofeed-
back is motor learning in sports, recreation, and rehabilita-
tion [3, 4]. The process of learning new movements is based
on repetition [1]. Numerous correct executions are required
to adequately learn a certain movement. Biofeedback is

successful, if the user is able to either correct a movement
or abandon its execution given the appropriate biofeedback
information.

The primary focus of this paper is the study of real-time
biomechanical biofeedback systems that make the concurrent
biofeedback feasible. The concurrent biofeedback can reduce
the frequency of improper movement executions and speed
up the proper movement pattern learning process. Such
learning methods are suitable for recreational, professional,
and amateur users in the initial stages of the movement
learning process [5]. Initially, this process requires additional
learning cycles until the user understands the feedback
information.

The general architecture of the biomechanical biofeed-
back system is illustrated in Figure 1. It includes sensor(s), a
processing device, a biofeedback device, and communication
channels [6]. Together with the user they form a biofeedback
loop.

Sensors are the essential components of the system. The
system should be designed to work with one or multi-
ple sensor devices. Sensors represent the capture side of
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Figure 1: Architecture and operation of a biomechanical biofeed-
back system. Multiple sensors feed their signals to the processing
device for real-time signal analysis. Analysis results (biofeedback
signals) drive the biofeedback device activity. User’s (re)action alters
sensor signals, thus closing the biofeedback loop.

the system and are usually attached to the user’s body. They
are the source of signals and data used by the process-
ing device. Motion capture systems employ various sensor
technologies for motion acquisition. The most common are
camera based systems and inertial sensor based systems
[5]. Camera based systems can be further divided into two
main subcategories: (a) video based systems and (b) marker
based systems. The former directly process the video stream
captured at various light wavelengths; the latter use passive
or active markers for determining their position in space
and time. It should be emphasized that inertial sensor based
motion tracking systems are generally mobile and have no
limitation in covering space. Modern inertial sensors are
miniature low power chips integrated into wearable sensor
devices.

The processing device receives sensor signals, analyzes
them, and, when necessary, generates and sends feedback
signals to the biofeedback devices. A processing device is any
device capable of performing computation on sensor signals.
The computation can be performed in two basic modes: (a)
during the movement: this mode requires processing in real
time; such operation is denoted as concurrent biofeedback;
or (b) after the movement: this mode allows postprocessing;
such operation is denoted as terminal biofeedback. The pro-
cessing device can be located locally, on the user, performing
local processing or remotely, away from the user, performing
remote processing.

The biofeedback device employs human senses to commu-
nicate feedback information to the user.Themost commonly
used senses are hearing, sight, and touch. For the feedback it
is desirable to use the modality with the least cognitive load
induced by other activities.

Communication channels enable the communication
between the independent biofeedback system devices.
Although wireless communication technologies are most
commonly used, wired technologies can also be used in
practice. With local processing both technologies can be
used, and with remote processing only wireless technologies
are practical.

The operation of biomechanical biofeedback systems
largely depends on parameters of humanmotion and analysis

algorithms. Biomechanical biofeedback is based on sensing
body rotation angles, posture orientation, body translation,
and body speed. These parameters are generally calculated
from raw data that represent measured physical quantities.
Important parameters of human motion should therefore
be adequately acquired by the chosen capture system (sen-
sors). Sensors of the motion capture system should have (a)
sufficiently large dynamic ranges for the measured motion
quantity, (b) sufficiently high sampling frequency that covers
all frequencies contained in the motion, and (c) sufficiently
high accuracy and/or precision. The employed processing
devices should have sufficient computational power for the
chosen analysis algorithms.While this is generally not critical
with terminal biofeedback that uses postprocessing, it is of
the outmost importance with concurrent biofeedback that
requires real-time processing. In biofeedback systems with
real-time processing all computational operations must be
completed within one sampling period. When sampling
frequencies are high, this demand can be quite restricting,
especially for local processing devices attached to the user.

Related Work. Biomechanical biofeedback in sport is par-
ticularly useful in motor learning [2]. Recent advances in
technology allow development of realistic and complex uni-
modal or multimodal biofeedback systems with concurrent
augmented feedback [2]. Ubiquitous computing, with its
synergetic use of sensing, communication, and computing,
is quickly entering sport applications [3]. Sports applications
are becoming increasinglymobile; the abundance of relatively
inexpensive sensors is producing large amounts of data.
Consequently information, communication, and computing
technologies are becoming increasingly important in sport
[3, 5].

Wireless transmission and storage components are the
most power demanding components in sensor signal pro-
cessing. Consequently, local signal processing is more power
efficient than remote signal processing [7]. However, power
consumption is not necessarily the only crucial parameter,
especially for applications where high processing demands
exceed the sensor node local processing power.

The authors in [8] introduce the concept of wireless body
area networks (WBAN) for big data medical applications
where a constant data flow from various sensors is collected
in long periods of time for a very large set of sensor nodes.
The total amount of data requires a big data processing
framework.

One of the goals of sport application development is
a wearable real-time biofeedback system. Wearable sensor
devices can improve training due to high mobility, ubiquity,
and intelligent feedback offered. Authors in [9] present a
wearable platform that provides baseball players with correc-
tive feedback. A comprehensive review of wearable sensing
in human body biomechanics, with focus on sensing and
analytics, can be found in [10]. Authors present different
sensors and list several studies in the fields of pathology,
rehabilitation, sport, and others.

In the recent years DataFlow computing paradigm has
been rediscovered [11] and successfully applied to many areas
of high performance computing (HPC) [12, 13]. It has been
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shown inmany examples that for specific problemsDataFlow
computing outperforms ControlFlow computing [14]. Such
examples include streamed data that have to be processed in
real time.

2. Challenges in Real-Time Biofeedback

Concurrent (real-time) biofeedback can only be incorporated
successfully when (a) human reactions are performed in
movement, that is, inside the time frame of the executed
movement pattern, and (b) the biofeedback system operates
in real-time with minimal delay.

An ideal real-time biomechanical biofeedback system
is an autonomous, wearable, lightweight system with large
enough number of sensors that are able to capture all the
important motion parameters. Sensor signals must exhibit
high enough sampling frequency and accuracy. Processing is
done instantly and the feedback modality must be chosen in
a way that it is not interfering with the principal modality of
the motion.

Real systems tend to get as close to the ideal system as
possible. The main challenges in this effort are often contra-
dictory. For example, under the constraints of technology, the
ideals of being wearable and lightweight contradict the ideals
of autonomy and processing power because of the battery
time.

The first challenge is to achieve the desired accuracy and
precision of motion capture. Inaccuracies and errors present
in various capture systems limit the usability in certain cases.
For example, the use of MEMS accelerometers for position
tracking is useless because even a small inaccuracy in sensor
readings induces a positional error that is quadratically
proportional to the tracking time.

Another challenge is the sampling frequency. Achieving
high enough sampling frequency is generally not a problem,
but it leads to large amounts of sensor data that needs
to be transferred to the processing device and analyzed.
Problems that may occur are available bandwidth of the
communication channels and the computational power of the
processing device. The latter is especially a problem in real-
time biofeedback systems. Here it should be noted that higher
sampling frequency 𝑓

𝑠
yields shorter sampling time 𝑇

𝑠
, thus

allowing less time to complete the computation cycle needed
for each sensor signal sample.

Communication channel bandwidth, range, and delays
are yet another set of potential problems. Lowpowerwearable
devices usually have low channel bandwidth and very limited
communication range. In packet based technologies the delay
is linearly proportional to packet length and inversely propor-
tional to bandwidth. Longer packets and/or lower bandwidth
cause higher delays. To increase the communication protocol
efficiency more than one signal sample can be included
into one data packet. Each additional sample increases the
communication delay for one sampling time 𝑇

𝑠
.

3. Biomechanical Biofeedback Systems

Biomechanical biofeedback systems can be divided into two
basic groups on the grounds of processing device location.

Processing
device

Sensor

Actuator

Figure 2: A personal biofeedback system. All system devices are
attached to the user.Wearable processing device tends to be themost
critical element of the system in terms of its computational power
and/or battery time.

Processing
device

Sensor

Actuator

Figure 3: Distributed biofeedback system. Sensor(s) and actuator(s)
are attached to the user. The processing device is at the remote
location, away from the user. Communication channels tend to be
themost critical element of the system in terms of range, bandwidth,
and delays or any combination of the mentioned.

We denote a system with local processing as a personal
biofeedback system and a system with remote processing as
a distributed biofeedback system. The former is presented in
Figure 2 and the latter in Figure 3.

A personal biofeedback system is compact in the sense
that all system devices are attached to the user and are
in close vicinity of each other; see Figure 2. Because the
distances between devices are short, the communication
can be performed through low-latency wireless channels or
over wired connections. The primary concern of personal
biofeedback systems is the available computational power
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of the processing device. The personal version is completely
autonomous. The user is free to use the system at any time
and at any place and is not limited to confined spaces.

In distributed biofeedback system sensor(s) and actua-
tor(s) are attached to the user’s body, while the processing
device is at a remote location; see Figure 3. Based on
the distance between the user and the processing device,
distributed systems are further divided into two subgroups:
(a) local and (b) network. In the local subgroup the processing
device is located close to the user, for example, just outside the
playing field, next to the running track, and at the base of the
skiing slope. In the network subgroup the processing device
is located somewhere in the network, for example, on a PC in
the laboratory or on the server in the cloud.

The primary concern of distributed biofeedback systems
is communication channel ranges, bandwidths, and increased
feedback loop delays. Distributed versions, especially the
network version, have high computational power. With the
local version of the system the user might be limited to a
confined space if the communication channel technology has
short coverage range.

3.1. Trade-Off between Local and Remote Processing. In wear-
able systems the battery time is often themost limiting factor;
hence energy consumption in the biofeedback loop is of the
prime concern. When having the possibility of using either a
personal or a distributed version of the biofeedback system,
one should consider choosing the system with the optimum
energy consumption for the given task.

According to [7] sensor devices consume many times
more energy for radio transmission and memory storage
than for local processing. This means that personal version
with local processing could be more favorable option than
distributed version with remote processing. In this context
of the local processing it is implied that the signal is first
(partially) processed inside the sensor device. The results
are then communicated to the processing device of the
biofeedback system for possible further processing.

Energy-wise local processing at sensor device is very
attractive, but there are some limitations that should be
considered [7]:

(a) Algorithms developed in widespread software envi-
ronments such as MATLAB are difficult to port to
sensor devices.

(b) Sensor devices use microcontrollers for signal pro-
cessing. They do not have a floating point unit
and floating point operations must be simulated by
using fixed point operation. This is slow and induces
calculation errors.

(c) Total energy needed for all operations of one cycle
could be higher than the energy needed for radio
transmission of the raw data of the same cycle.

(d) Data from more than one sensor must be processed
by a single algorithm instance.

(e) Computational load of the algorithm could be too
high to be handled by the sensor device; that is, the

time needed to finish all operations of one cycle is
longer than sampling time.

(f) More cooperative users are active in a biofeedback
system at the same time.

When one or more of the abovementioned limitations
apply, distributed system with remote processing is a better
option.The advantages of the distributed biofeedback system
are as follows:

(a) The processing device has practically unlimited
energy supply, high processing power, and large
amounts of memory storage.

(b) The processing is flexible in terms of software envi-
ronments usage, algorithm changes, algorithm com-
plexity, choice of technology, choice of computing
paradigm, and so forth.

(c) It has a central point of sensor data synchronization
when more users are simultaneously using a biofeed-
back system.

(d) High performance computing solutions can be used
when the amounts of data and/or computational
complexity increases.

The choice of the most appropriate biofeedback system
depends on each separate application. In this paper we focus
on the distributed version supported by HPC systems.

3.2. Delays and Processing Times in the Biofeedback Loop.
Biofeedback loop has two basic modes of operation: (a)
concurrent biofeedback where user is receiving the feedback
during the movement; this mode requires processing in real
time; (b) terminal biofeedback where user is receiving the
feedback after the movement; this mode allows postprocess-
ing.The paper focuses on concurrent feedback with real-time
processing.

There are two basic points of view on delays in concurrent
(real-time) biofeedback systems: (a) user’s point of view
and (b) system’s point of view. The delays in the real-time
biofeedback system are illustrated in Figure 4.

From the user’s perspective the feedback delay occurs
during the user action (movement execution). In Figure 4
this delay is depicted as biofeedback delay. This is the delay
that occurs between the start of the user’s action and the time
when the user reacts to the feedback signal. The biofeedback
delay should be as low as possible. It is heavily dependent on
user’s reaction delay, which is not under the control of the
biofeedback system devices. Biofeedback signals are artificial
signals that augment natural human intrinsic feedback [1]. To
our knowledge, there has not been any research that studies
the time parameters of concurrent biofeedback in connection
with human reaction times. For the purpose of this paper
we define the maximal feedback delay to be a portion of
the reaction delay, for example, one-tenth or one-fifth of the
reaction delay; see Figure 4.

More interesting is the feedback loop delay that consists
of system’s devices processing delays and communication
delays between them. The processing delays of sensors and
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Figure 4: Real-time biofeedback system operation and delays. User
movement (action) is captured by sensor(s) and their signals are
sent to the processing device for analysis. Analysis results are sent to
actuators, which use one of the human modalities to communicate
the feedback to the user, who tries to react on it. Users perceive only
the entire biofeedback delay (blue dotted line) defined as a sum of
all delays in the system.The biofeedback system devices can control
only the feedback loop delay, defined as a sum of all communication
and processing delays of sensor(s), processing device(s), actuator(s),
and communication paths.

actuators are considered to be negligibly low comparing to
communication delays and processing delay of the processing
unit; thereforewe consider them to be zero.The feedback loop
delay should be a small portion of the human reaction delay,
which depends on the modality (visual, auditory, and haptic)
used for the feedback.

Human reaction time is studied in numerous works.
Results of reaction time measurements in [15–19] show that
auditory reaction time (ART) is lower than visual reaction
time (VRT).This is true for professional athletes, recreational
sportsmen, and sedentary subjects. The shortest reaction
times are measured in sprint starts [19]. They can be below
100ms, but sprint start is a very special case. Generally,
trained athletes have ART between 150ms and 180ms and
VRT between 190ms and 220ms. Authors of [18] have
measured that the ART of sedentary and regularly exercising
medical students is 229ms and 219ms, respectively. Similarly,
the VRT of both groups is 250ms and 235ms, respectively. To
cover the great majority of sports we should presume that the
reaction time of a trained athlete is around 150ms.

Communication and processing delays within the feed-
back loop depend heavily on the parameters of the devices
and technologies used. Some of the most important param-
eters are sensor sampling frequency, processing unit com-
putational power, communication channel throughput, and
communication protocol delay. In general the feedback loop
delay 𝑡

𝐹
is the sum of communication delay between the

sensor(s) and the processing device 𝑡
𝑐1
, processing delay

𝑡
𝑝
, communication delay between the processing device

and actuator(s) 𝑡
𝑐2
, sensor sampling time 𝑡

𝑠
, and actuator

sampling time 𝑡
𝑎
:

𝑡
𝐹
= 𝑡
𝑠
+ 𝑡
𝑐1
+ 𝑡
𝑝
+ 𝑡
𝑐2
+ 𝑡
𝑎
. (1)

In general the biofeedback system operates in the cycle
that is equal to one of the systems' device sampling time.
Sensor sampling time is the most obvious choice.

It should be emphasized that in the real-time operation
of the system it is required that the processing time does not
exceed the sensor sampling time 𝑡

𝑝
≤ 𝑡
𝑠
.

4. Capturing of Human Motion

Motion capture systems (MCS) are an important area of
research connected to biofeedback systems. The majority of
MCS are based upon various optical systems and inertial
sensors. Motion is captured through measurement of various
physical quantities such as acceleration, velocity, position,
angular velocity, rotation angle, power, and energy. Optical
systems generally give spatial positions of markers; inertial
sensors generally give acceleration (accelerometer) and angu-
lar speed (gyroscope). The rest of the physical quantities that
are needed by the system are calculated from the measured
sensor quantities.

Experimentally we have evaluated two different motion
capture systems: (a) MEMS gyroscope based system and
(b) passive marker based optical system. We have primarily
focused on parameters required by the real-time biofeedback
(loop delay and processing cycle) and on the accuracy of
body rotations derived from the optical system spatial posi-
tion measurements and MEMS gyroscope angular velocity
measurements.

4.1. Optical Motion Capture System. We used a professional
optical motion capture system Qualisys�. This is a high-
accuracy tracking system [20] with eight Oqus 3+ high-speed
cameras that offers real-time tracking of multiple marker
points as well as tracking of predefined rigid bodies. Sampling
frequency of the system is up to 1000Hz. We can obtain the
3D position of each marker every millisecond.

Infrared reflecting markers are attached to the rigid acryl
frame, which is at the same time the encasement for the
gyroscope. The markers are attached to the frame in a way
to form the orthogonal vector basis of the rigid body in
gyroscope’s 𝑥-𝑦 plane.

4.2. Inertial Sensors Capture System. We used the MEMS
gyroscope L3G4200D, manufactured by STMicroelectronics
[21]. Gyroscope device is fixed into the rigid acryl frame with
the attached reflective markers of the optical system.

4.3. Accuracy. As stated in [22] the measurement noise
for a static marker is given by its standard deviation for
each individual coordinate: std

𝑥
= 0.018mm, std

𝑦
=

0.016mm, and std
𝑧
= 0.029mm. In view of the given

results, we can regard the measurement inaccuracy of the
optical tracking system as negligibly small. Inertial sensor
accuracy is limited by the precision of self-adhesive reflective
marker positioning. The measured positional accuracy of
the rigid acryl frame is better than 0.25mm. Considering
the rigid body dimensions and marker distances, this yields
the predicted rotation error under 0.5 degrees. The achieved
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Figure 5: Comparison of gyroscope (doted black) and Qualisys
body rotation angles (solid color) in the global sensor-body coordi-
nate system. Red = roll, green = pitch, and blue = yaw.The horizontal
and vertical axes represent time [s] and angle [deg], respectively.

gyroscope rotation measurement accuracy is better than 1
degree.

Figure 5 shows the comparison of the body Euler rotation
angles measured by both tracking systems. A testing rotation
pattern was generated by a smooth hand-driven object rota-
tion sequence in a ten-second time interval.The RMSE in the
time interval between 8 s and 18 s for the measured rotation
angles for the 𝑥-axis, 𝑦-axis, and 𝑧-axis of the gyroscope are
1.11 deg, 0.81 deg, and 0.99 deg, respectively. Such accuracies
are good enough for most biofeedback systems [6].

4.4. Sampling Frequency. Due to real-time communication
speed limitations of Qualisys and inertial sensor device, the
above experiments are performed at sampling frequencies of
60Hz [20, 23]. While such sampling frequency is sufficient
for evaluation of motion capture system accuracies, it is
too low for capturing movements in sport. With sampling
frequency of 60Hz onlymovements withmaximal frequency
component of 30Hz or less can be captured correctly.

To estimate the required sampling frequencies for cap-
turing human motion in sport, we performed a series of
measurements with wearable Shimmer3� inertial sensor
device. Shimmer3 allows accelerometer and gyroscope sam-
pling frequencies of up to 2048Hz. The maximal dynamic
ranges of Shimmer3 accelerometer and gyroscope are ±16 g
and ±2000 deg/s, respectively.

A set of time and frequency domain signals for a handball
free-throw movement is shown in Figure 6. The sensor
device was attached at the dorsal side of the hand. Measured
acceleration and rotation speed values shown in Figures
6(a) and 6(d) are close to the limit of the sensors dynamic
range.High sampling rate enables themeasurements of actual
spectrum bandwidth for both physical quantities. Most of
the energy of finite time signals is within the upper limited
frequency range, as shown in Figures 6(b) and 6(e). The
bandwidth containing 99% of signal energy 𝐸(99%) is a
useful measure of signal bandwidth as shown in Figures
6(c) and 6(f). The signal spectrum bandwidths differ in each
dimension and are higher than for absolute 3D values. The

highest measured values in Figures 6(c) and 6(f) are 59Hz
for acceleration and 40Hz for rotation speed.

For some other, more dynamic, explosive movements we
have measured the frequencies 𝐸(99%) that exceed 200Hz,
requiring sampling frequency of 500Hz. All the experiments
were performed by the amateurs and it is expected that
professional athlete’s movements are even more dynamic,
requiring higher sampling frequencies, for example, 1000Hz.

For the purpose of further discussion in this paper we
assume that the maximum required sampling frequency of
real-time biofeedback systems in sport is 1000Hz.

5. Transmission of Captured Motion Data

Motion capture systems can produce large quantities of
sensor data that are transmitted through communication
channels of a biofeedback system. When real-time trans-
mission is required, the capture system forms a stream of
data with data frames that are transmitted at every sampling
episode, that is, with the frequency equal to the sampling
frequency of sensors.

In Section 3 we distinguish two basic variants of biofeed-
back systems: personal and distributed. In real-time biofeed-
back systems two main transmission parameters are impor-
tant: bit rate and delay. While bit rate depends on the used
technology, delay 𝑡delay depends on signal propagation time
𝑡prop, frame transmission time 𝑡tran, and link layer protocol
𝑡MAC or medium access control protocol (MAC):

𝑡delay = 𝑡prop + 𝑡tran + 𝑡MAC. (2)

At the constant channel bit rate 𝑅, the transmission delay
𝑡tran is linearly dependent on the frame length 𝐿

𝑡tran =
𝐿

𝑅
. (3)

Propagation time on different transmission media is 3.5
to 5 nanoseconds per meter. It is sufficiently small to be
neglected. MAC delays vary considerably with channel load,
from a few tens of microseconds to seconds. In lightly to
moderately loaded channel MAC delays are below 1ms. In
most cases that leaves the transmission delay as the main
delay factor in biofeedback systems.

Personal biofeedback systems can use body sensor net-
work (BSN) technologies that have bit rates from a few tens
of kilobits per second up to 10Mbit/s [7]. Considering the
projected sampling frequency of 1000Hz, that yields the
maximal possible frame size in the range of a few tens of bits
(a few bytes) for low-speed technologies and up to 10,000
bits (1250 bytes) for the high-speed technologies. The range
of BSN is typically a few meters.

Distributed biofeedback systems use various wireless
technologies with bit rates from a few hundreds of kbit/s up
to few hundreds of Mbit/s [24]. Considering the projected
sampling frequency of 1000Hz, that yields the maximal
possible frame size in the range of a few hundreds of bits up
to 100,000 bits.The range of considered wireless technologies
is between 100m (WLAN technologies) and a few kilometres
(3G/4G mobile technologies).



Mathematical Problems in Engineering 7

0.5 1 1.5 20
t (s)

−250

−200

−150

−100

−50

0
50

100
150
200

Ac
ce

le
ra

tio
n 

(m
/s

2 )

(a)
−2000

−1500

−1000

−500

0

500

1000

A
ng

ul
ar

 sp
ee

d 
(d

eg
/s

)

0.5 1 1.5 20
t (s)

(b)

20 40 600
f (Hz)

0

10

20

30

40

A
m

pl
. s

pe
ct

. (
m

/s
2
/H

z)

(c)

0

50

100

150

200

250

A
m

pl
. s

pe
ct

. (
de

g/
s/

H
z)

20 40 600
f (Hz)

(d)

E (99%)

0

20

40

60

80

100

(%
)

20 40 600
f (Hz)

(e)

E (99%)

0

20

40

60

80

100

(%
)

20 40 600
f (Hz)

(f)

Figure 6: An example of a high dynamic movement: a handball free-throw hand movement measured by a 6-DoF sensing device: (a)
accelerometer and (b) gyroscope signals are sampled with 1024Hz. Signal spectrum (DFT) is calculated on the sequence of 2048 data points
inside the 2 s time frame for (c) accelerometer and (d) gyroscope. Signal bandwidth is measured and calculated by the relative cumulative
energy criterion 𝐸(99%) for (e) accelerometer and (f) gyroscope.

Communication is a problem in real-time biofeedback
applications and in high-speed sensing in general. For exam-
ple, sensor signals shown in Figure 6 are acquired by logging
and postprocessing and not by streaming and processing in
real-time. Although Shimmer3 sensor device does support
streaming, the bit rate of the Bluetooth technology used for
the transmission sensor data is not high enough for streaming
9-DoF sensor signal datawith sampling frequency of 1024Hz.

6. Real-Time Processing of Human Motion

In real-time biofeedback systems the processing device is
receiving a stream of data frames with interarrival times that
are averagely apart for system’s sampling time 𝑇

𝑠
. To assure

real-time operation of the system, all operations on received

data frame must be done within one sampling time, before
the arrival of the next frame.

The threshold of real-time operation of the processing
device depends on many factors: computational power of
the processing device, sampling time, amount of data in one
streamed frame, number of algorithms to be performed on
the data frame, complexity of algorithms, and so forth. It is
therefore difficult to set exact thresholds or values for each
parameter of the processing device.

Processing is a real problem in real-time biofeedback
systems. For example, in Section 4 we present a comparison
of optical and inertial sensor based capture systems that are
operation in real time. In essence this comparison mimics
the operation of a real-time biofeedback system to the point
of the processing device. Despite the fact that Qualisys has
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video frame rates of up to 1000Hz, the comparison could
be done only up to sampling frequencies of 60Hz. We
identified the reason for this limitation in the processing load
for the real-time calculation of the 6-DoF orientation that
could not be met by laptop processing power. It should be
mentioned here that Qualisys by itself already is HPC system.
It has 8 cameras with integrated Linux system doing parallel
processing of captured video. The results of marker positions
are communicated to the central processing device (laptop)
for synchronization and further processing.

7. The Need for HPC in
Real-Time Biofeedback

In Section 3 we have studied the trade-offs between the local
and remote processing of biofeedback signals. While many
examples of biofeedback applications exist that do not require
huge amounts of processing, one can easily find examples that
require HPC.

One such example is a high performance real-time
biofeedback system for a football match. Parameters at the
capture side of the system are 22 active players, 3 judges,
10 to 20 inertial sensors per person, 1000Hz sampling rate,
and up to 13-DoF data. The data includes 3D accelerometer
readings, 3D gyroscope readings, 3Dmagnetometer readings,
GPS coordinates, and the time stamp. The first three sensors
most often produce 16-bit values for each of the three axes,
time stamp is 32 or 64 bits long, and GPS coordinates are
64 bits each. We must consider that GPS readings can be
obtained only approximately 20 times per second. Taking the
lower values of parameters (10 sensors, 32 bits for time stamp)
the data rate produced is 44Mbit/s. Taking the higher values
of parameters (20 sensors, 64 bits for time stamp) the data
rate produced is 104Mbit/s.

Both data rate values are calculated under the assumption
that all sensor data is sent in binary format. Adding the
protocol overhead, that is, for example, 30 bytes for IEEE
802.11 technologies, transmission rates on the communica-
tion channel are 104Mbit/s and 224Mbit/s, respectively. Such
data rates can be handled only by the most recent IEEE 802.11
technologies that promise bit rates in Gbit/s range.

The presented example clearly implies some formof high-
speed communication and some form of HPC, especially
when complex algorithms and processes are used on them.
Algorithms that are regularly performed on streamed sensor
signals in biofeedback systems are [25–31] statistical analysis,
temporal signal parameters extraction, correlation, convo-
lution, spectrum analysis, orientation calculation, matrix
multiplication, and so forth. Processes include motion track-
ing, time-frequency analysis, identification, classification,
and clustering. Algorithms and processes can be applied in
parallel or consecutively, depending on the algorithm flow.

7.1. The Role of DataFlow Computing. In recent years growth
rate of data volumes is overpassing the growth rate of available
processing power. New data-collecting technologies, among
which are various sensing technologies, sensor networks, and
Internet of things, are contributing to the data growth. How

can we process such amounts of data? DataFlow computing,
a new computing paradigm, may offer solutions to many
of the arisen problems. It is argued in [32] that the shift
from process oriented computing (ControlFlow) to data
oriented computing (DataFlow) should be done. This can
be achieved by employing DataFlow computing paradigm,
DataFlow programming model, and DataFlow computers
[14].

The advantage of DataFlow computers, compared to
ControlFlow computers, is the acceleration of the data flows
and execution loops for one or more orders of magnitude.
Acceleration order depends on the reusability of data within
the computational process.This quality is available because of
compiling the algorithms and processes below the machine
code, down to the gate level [14]. This yields beneficial
effects: lower execution time, less energy needed, and smaller
equipment size. Many applications have been successfully
transferred to the DataFlow computers [11, 12].

Strong focus of DataFlow computing is on data streams.
Predefined data paths are used for streaming data from
their source to their destination. The above process repre-
sents a directed graph where data flows between the nodes
where computing operations are performed. This nature
of DataFlow computing allows that large data streams are
processed in real time. This is extremely beneficial for
processing of data streams generated in sensor networks, or
as in our case, large number of sensor devices in a real-time
biofeedback system.

7.2. DataFlow Computing in Real-Time Biofeedback Systems.
Is the DataFlow computing the HPC of choice for real-
time biofeedback systems with large data streams? If we
assume that transferring large amounts of sensor data to the
processing device is not a problem, thenDataFlow computing
is very suitable for the task.

It can even be said that DataFlow computing is ideal for
real-time sensor data stream processing. We can illustrate
this claim on an example. Algorithms inDataFlow computers
are programmed in a form of a directed graph where data
flows from the inputs of the graph to its outputs. Predefined
computational operations on flowing data are performed in
graph nodes. In every computational cycle one set of data
can be sent to the inputs. This set of data then flows through
the directed graph and is being transformed according to the
predefined operations in each graph node. After a certain
number of cycles that represent the latency or the depth of
the DataFlow algorithm, the results turn up at the outputs.
After the first result with the latency corresponding to graph
depth, the next results turn up at every computational cycle.

When implementing real-time biofeedback systems on
a DataFlow processing device, all the sensor data can be
simultaneously sent to the inputs of the DataFlow algorithms
at each sampling period. After the initial latency that depends
on the implemented algorithm, results simultaneously show
up on the outputs at each sampling period.

This property of DataFlow computers assures processing
in real time. The latency of results is not a problem when
it does not represent a big portion of human reaction
time. Knowing that DataFlow computers operate at least at
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frequencies of 200MHz, even large number of cycles required
for the algorithm should not be a problem. For example, if
we define that DataFlow algorithm latency should be less
than 5ms, then the depth of the algorithm should not exceed
25,000.

In the recent years a large number of algorithmshave been
adapted to DataFlow computers. Many of those algorithms
that are applicable to streamed sensor data processing in real-
time biofeedback systems can be found in [13]. Based on
all of the above, we argue that the application of DataFlow
computers is extremely beneficial for real-time biofeedback
applications with the need for HPC.

7.3. Feasibility of High Performance Real-Time Biofeedback.
As viewed from the user’s perspective, the feedback delay
is the primary parameter defining the concurrency of a
biofeedback system. In Section 3 we define that the feedback
delay, that is, the sum of all delays of the technical part of the
biofeedback system (sensors, processing device, actuator, and
communication channels), should not exceed a small portion
of the user’s reaction delay.

To present an exemplary calculation, let us set the
sampling frequency at 1000Hz and maximal feedback delay
at 20% of user’s reaction delay. Considering that the reaction
time of trained athletes is defined at 150ms (see Section 3), the
maximal feedback delay must be less than or equal to 30ms.
Samples of captured motion are occurring every millisecond;
accordingly the processing device must calculate one result
every millisecond.

When using the ControlFlow computing the processing
device receives a new frame of sensor data every millisecond
and it has 1ms to perform all the calculations, leaving
29ms for the communication path delays. When using the
DataFlow computing the processing device receives a new
frame of sensor data every millisecond; then data flows
through the algorithm graph that introduces latency accord-
ing to the graph depth. Results turn up at the output of the
processing device every millisecond.When the latency of the
algorithm is 10ms, then 20ms is left for the communication
path delays.

Implementation of high performance real-time biofeed-
back systems is feasible. The choice of the most appropriate
HPC system, ControlFlow or DataFlow, depends on oper-
ating conditions of the system, primarily on the available
communication path delays.

7.4. Examples of HPC Algorithms in Real-Time Biofeedback.
To illustrate the need of HPC and benefits of DataFlow
computing in real-time biofeedback systems, we present
two examples of computationally demanding algorithms that
are used in such systems. To enable the comparison of
ControlFlow and DataFlow HPC computing, we chose two
computationally intensive algorithms that have already been
implemented in both.The algorithms in question are Cooley-
Tuckey FFT algorithm and dense matrix multiplication.

7.4.1. Cooley-Tuckey Fast Fourier Transform. Discrete Fourier
Transform (DFT) is probably the most popular digital signal
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Figure 7: Radix-2 FFT algorithm graph.

processing time-frequency transformation in engineering:

𝑋[𝑘] =
𝑁−1

∑
𝑛=0

𝑥 [𝑛] ⋅ 𝑊
𝑛⋅𝑘

𝑁
, (4)

𝑊
𝑁
= 𝑒−𝑗(2𝜋/𝑁). (5)

The computational complexity of (4) is on the order of
𝑂(𝑁2).Most often theDFT is calculated for real data samples,
where only (𝑁/2 − 1) complex transform values and two
real values 𝑋[0] and 𝑋[𝑁/2] are needed. One of the main
reasons for DFT popularity for large signal vectors is the
availability of the optimized “fast” DFT algorithm or Fast
Fourier Transform (FFT) for its numerical calculation. An
optimized FFT algorithm [33] exploits several properties of
the root-of-unity complex multiplicative constant 𝑊

𝑁
(5),

also known as “twiddle factor”: symmetry, periodicity, and
recursion property. The computational complexity of FFT is
on the order of 𝑂(𝑁 log𝑁).

The reduction of number of multiplications is done by
combining recursion and “divide and conquer” approach,
where on each stage, by splitting the sequence, only one-
half of multiplications are needed. FFT algorithm is often
illustrated with signal graphs, where each node represents
addition and each arrow represents a complexmultiplication.
Among several known methods, Figure 7 illustrates the 8-
point decimation in time FFT algorithm. Input data samples
are sorted in the reverse-bit order.

The calculation of FFT is already optimized for the
number of operations.The structure from Figure 7 represents
a directed graph which is perfectly aligned with the DataFlow
computing concept. The authors in [34] have implemented
the Cooley-Tuckey FFT algorithm on the Maxeler DataFlow
machine MAX3242A.They report the speedup over the CPU
Intel Xeonwith the frequency of 3.6GHz from approximately
23 times for 8-point FFT up to approximately 32 times for 64-
point FFT.
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Figure 8: Dense matrix multiplication. (a) Näıve implementation and (b) tiled implementation allowing data reuse in parallel algorithms.

7.4.2. Dense Matrix Multiplication. Matrix multiplication is
an important operation in many numerical algorithms used
in various fields of scientific and engineering computing.
Many algorithms for matrix multiplication have been devel-
oped for different types of computational systems, from
hardware implementation to parallel and distributed systems.

A matrix is considered dense when most of its elements
are nonzero. A direct (naı̈ve) application ofmathematical def-
inition involves a dot product between every row of a matrix
against every columnof anothermatrix; see Figure 8(a).Thus,
the multiplication of two 𝑛 × 𝑛matrices requires the time on
the order of 𝑂(𝑛3):

𝐶 = (
𝐶
11
𝐶
12

𝐶
21
𝐶
22

) = (
𝐴
11
𝐴
12

𝐴
21
𝐴
22

)(
𝐵
11
𝐵
12

𝐵
21
𝐵
22

)

= (
𝐴
11
𝐵
11
+ 𝐴
12
𝐵
21
𝐴
11
𝐵
12
+ 𝐴
12
𝐵
22

𝐴
21
𝐵
11
+ 𝐴
22
𝐵
21
𝐴
21
𝐵
12
+ 𝐴
22
𝐵
22

) .

(6)

Many algorithms for efficient matrix that lower the com-
putational complexity multiplication have been proposed.
For example, Coppersmith-Winograd algorithm has the
computational complexity on the order of 𝑂(𝑛2.37). Unfor-
tunately such algorithms have a high constant coefficient
hidden by the big 𝑂 notation.

One technique for matrix multiplication is tiling or
blocking. It is a divide and conquer technique, where amatrix
is broken down into blocks or tiles. Tiles are first multiplied
according to the algorithm, followed by the addition of partial
results into the final result; see Figure 8(b) and (6). While
this technique does not improve the asymptotic complexity
that stays as 𝑂(𝑛3), it allows parallelization of the matrix
multiplication algorithm.

The comparison of tiled dense matrix multiplication
implemented on ControlFlow computer and on DataFlow
computer has been done by the authors in [35]. They used
a ControlFlow computer with Intel Xeon E5540 CPU with
maximal frequency 2.8GHz and a single MAX4 MAIA
DataFlow Engine (DFE) with the frequency of 200MHz.The
algorithm is running on one CPU core and one DFE. The
tile size is set to 480 × 480. The authors report the speedup
from approximately 16 times for matrices of size 103 up to
approximately 24 times for matrices of size 105.

Both presented examples show that DataFlow computers
can significantly reduce the time needed for the calculation
of results of computationally demanding algorithms. This is
especially important in applications where the calculation

time is critical. Demanding real-time biofeedback applica-
tions, such as the one presented at the beginning of this
section, are among such applications.

8. Conclusion

Science and advanced technology offer the possibility of gain-
ing the competitive advantage in sports. Real-time biofeed-
back systems are one such example. To assure the operation
in real time, the technical equipment must be capable of real-
time signal acquisition and real-time signal processing with
low delay within the biofeedback loop. When the feedback
delay in the biofeedback loop is a small portion of human
reaction delay, the operation of the biofeedback system is
transparent, unnoticeable, to the user, concurrent.

Challenges are present in all phases of real-time biome-
chanical biofeedback systems: at motion capture, at motion
data transmission, and at processing. With growing number
of biofeedback applications in sport and other areas, their
complexity and computational demands will grow as well.
Some form of HPC will have to be employed. We suggest
that DataFlow computing can be used in many biofeedback
applications, when real-time processing is required.
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The problem of developing authentication protocols dedicated to a specific scenario where an entity with limited computational
capabilities should prove the identity to a computationally powerful Verifier is addressed. An authentication protocol suitable for
the considered scenario which jointly employs the learning parity with noise (LPN) problem and a paradigm of random selection is
proposed. It is shown that the proposed protocol is secure against active attacking scenarios and so called GRS man-in-the-middle
(MIM) attacking scenarios. In comparison with the related previously reported authentication protocols the proposed one provides
reduction of the implementation complexity and at least the same level of the cryptographic security.

1. Introduction

Expansion of Internet of Things (IoT) and Machine-to-
Machine (M2M) communications has implied additional
challenges regarding the information security issues. In a
number of scenarios at least one of the entities involved is
a tiny device with very limited computational capabilities
and heavy restriction regarding power consumption. Accord-
ingly, a challenge is developing of the information security
techniques which minimize the computational and power
consumption overheads implied by the security require-
ments.

Authentication of one entity, called Prover, to another,
called Verifier, has been well recognized as one of the
cornerstones for achieving the desired level of information
security (as well as cybersecurity). Authentication protocols
for restricted implementation scenarios have been considered
in a number of papers including [1–3].This is also in line with
a discussion recently reported in [4].

This paper considers an authentication approach suit-
able for scenarios where an entity with highly constrained

computational capabilities should in a secure way perform
authentication to the verification party with high perfor-
mance computational capabilities.

The reported protocols appear as not enough suitable
because either (i) they are not enough lightweight for a tiny
party of an authentication protocol and do not take into
account the asymmetrical implementation constraints (ii)
or/and they do not provide the desired level of cryptographic
security.

Consequently, in this paper, we jointly employ certain
elements of the reported protocols to achieve our main
goal: development of the authentication protocols with asym-
metric implementation complexity at Prover and Verifier
sides which provides desired provable level of cryptographic
security.

2. Background

2.1. Family of HB Authentication Protocols. The origin of
a family of authentication protocols based on hardness of
learning parity with noise (LPN) problem is a lightweight
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two-pass authentication protocol called the HB protocol
reported in [5]. Simplicity of the approach and its provable
security implied by the fact that the LPN problem is NP-
complete (see [6]) have attracted much interest. The HB
protocol requires only basic AND and XOR operations and
it has been proved to be secure against passive attacks via
reduction to the LPN problem.However, it is insecure against
a stronger adversary, active adversary, who has ability to
impersonate a reader and interact with legitimate tags. In
order to address this weakness, amodifiedHB protocol called
the HB+ protocol has been reported in [7–9]. The HB+
protocol has been proved to be secure against active attacks,
but it has been shown in [10] that theHB+protocol is insecure
against a man-in-the-middle (MIM) attack. Specifically, in
[10], a linear time MIM attack against the HB+ protocol
that is called the GRS-MIM attack has been reported. Later
on a number of variants of the HB+ protocol have been
proposed to prevent the GRS-MIM attack (including [11,
12]), but all of them were shown to be insecure later. After
a number of unsuccessful attempts, [13] has extended the
HB+ protocol and proposed a new protocol called the HB#
that only requires three-pass communication and is secure
against GRS-MIM attacks. While two vectors are shared by
the Prover and the Verifier as the secret keys in the HB+
protocol, two matrices are shared by the parties as the secret
keys in the HB# protocol: by increasing the size of secret
keys, theHB# protocol achieves stronger security and reduces
the communication complexity. However, [14] has described
an MIM attack against the HB# protocol. After that, several
three-pass protocols that resist MIM attacks were proposed.
Three-pass authentication protocols which have stronger
security had been well studied. From a practical aspect,
however, two-pass authentication protocol is more desirable
than three-pass authentication protocol. Construction of a
two-pass authentication scheme with even the active security
had been open problem for a long time. In [15] a two-
pass authentication protocol called the AUTH protocol has
been proposed. The AUTH protocol is the first two-pass
protocol which achieves the active security and yields a large
improvement in terms of round complexity. Also [15] has
reported two variants of the AUTH protocol, which could be
called the AUTH+ protocol and the AUTH# protocol. In the
AUTH+ protocol, the computational complexity decreases in
exchange for increasing the number of secret keys. In the
AUTH# protocol, the communication complexity decreases
in exchange for the increasing the size of secret keys like
the HB# protocol. Later on in [16] the active security of
the AUTH# protocol has been proved employing a modular
approach, which simplifies the proof: for this proof, a new
computational assumption has been introduced and called
the MSLPN assumption.

2.2. HB# Authentication Protocol. HB# authentication pro-
tocol is a three-round challenge-response protocol which
has been proposed and analyzed in [13]. Random-HB# is a
generalization of HB+ where the form of the secrets x and
y has been changed from 𝑘-bit vectors into (𝑘

𝑋
× 𝑚)- and

(𝑘
𝑌
×𝑚)-binary matrices X and Y. Random-HB# protocol is

displayed as follows.

Parameters: 𝑘
𝑥
, 𝑘
𝑌
, 𝑚, 𝜏, 𝑢

P(secret X,Y) V(secret X,Y)
e← Ber𝑚

𝜏

b $
← Z
𝑘𝑌

2

b
→
a
← a $

← Z
𝑘𝑋

2

z = aX + bY + e z
→ ?‖z ⊕ aX ⊕ bY‖ ≤ 𝑚𝑢.

For an additional explanation of the notations, please
refer to Section 3.2.

While Random-HB# has a number of similarities with
the HB+ protocol, there are important differences as well. In
particular, the final verification by the reader consists of the
comparison of two𝑚-bit vectors a ⋅ X ⊕ b ⋅ Y and z.

2.3. Authentication Employing Random Selection. Design and
security evaluation of authentication protocols based on
random selection paradigm have been initially reported in
[17–19]. The principle of random selection can be described
as follows. Suppose that the Verifier Alice and the Prover Bob
run a challenge-response authentication protocol which uses
a lightweight symmetric encryption operation

𝐸 : {0, 1}
𝑛
×K → {0, 1}

𝑚 (1)

of block length 𝑛, whereK denotes an appropriate key space.
Suppose further that 𝐸 is weak in the sense that a passive
adversary can efficiently compute the secret key𝐾 ∈K from
samples of the form (𝑢, 𝐸

𝐾
(𝑢)). This is obviously the case if 𝐸

is linear.
Random selection denotes a method for compensating

the weakness of 𝐸 by using the following mode of operation.
Instead of holding a single 𝐾 ∈ K, Alice and Bob share a
collection𝐾

1
, . . . , 𝐾

𝐿
of keys fromK as their common secret

information, where 𝐿 > 1 is a small constant.

(i) Upon receiving a challenge 𝑢 ∈ {0, 1}𝑛 from Alice,
Bob chooses a random index ℓ ∈ {1, 2, . . . , 𝐿} and
outputs the response 𝑦 = 𝐸(𝑢,𝐾

ℓ
).

(ii) The verification of 𝑦 with respect to 𝑢 can be
efficiently done by computing 𝐸−1

𝐾ℓ
(𝑦) for all ℓ =

1, 2, . . . , 𝐿.

2.4. Security Evaluation of an Authentication Protocol. The
common scenarios for security evaluation against imperson-
ation attacks are as follows. The basic one is a passive attack
scenario which proceeds in two phases: in the first phase
the adversary eavesdrops a (large) number of interactions
between 𝑃 and 𝑉 and then attempts to cause 𝑉 to accept
the authentication response in the second phase (where 𝑃
is no longer available). In an active attack, the adversary is
additionally allowed to interact with 𝑃 in the first phase. The
strongest and most realistic attack model is a man-in-the-
middle attack (MIM), where the adversary can arbitrarily
interact with 𝑃 and 𝑉 (with polynomially many concurrent
executions allowed) in the first phase.
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3. Proposal of a Dedicated
Authentication Technique

This section proposes an authentication protocol with asym-
metric implementation complexity which is suitable for
authentication of a Prover with low computational capa-
bilities to a Verifier with high performance computational
capabilities.

3.1. Underlying Ideas for Design. Taking into account results
on the authentication protocols reported in [13, 17–20], this
paper proposes a novel authentication protocol which is
based on a nontrivial hybridization and upgrading of certain
previously reported results.

The initial observations regarding certain previously
reported protocols are the following ones:

(i) The protocols reported in [13, 20] provide a number
of interesting framework elements for developing highly
secure authentication protocols, but they appear as not light
enough for a number of M2M authentication scenarios and
do not take into account asymmetric implementation con-
straints. It is desirable to reduce implementation complexity
of certain authentication protocols with implementation
potential in tiny Provers, like HB# authentication protocol
[13].

(ii) The protocols reported in [17–19] employ an inter-
esting paradigm of random selection but do not provide the
desired level of cryptographic security.

Accordingly, the underlying ideas for developing the
novel authentication protocols were the following ones:

(i) Employ framework elements of HB# authentication
protocol and modify it in order to fit into implemen-
tation restrictions at a tiny Prover and asymmetric
implementation and execution capabilities of Prover
and Verifier sides.

(ii) Do not employ elements of the reported protocols
which do not support lightweightness of the authen-
tication at the party (usually the Prover) with tiny
capabilities.

(iii) Employ the power of random selection approach to
enhance cryptographic security of the protocol at the
tiny party as a trade-off between the cryptographic
security of the protocol and its increased implemen-
tation complexity at the more powerful party (usually
the Verifier).

Particularly, note the following:

(i) Instead of employment of two secret keys X and Y as
in the source HB# protocol, we propose employment
of one secret key and the random selection paradigm
for achieving the same security goals.

3.2. Notations. We use the following notations:

(i) Z𝑚
2

and Z𝑚×𝑛
2

denote, respectively, set of all 𝑚-
dimensional binary vectors and set of binarymatrices
𝑚 × 𝑛.

(ii) We use normal, bold, and capital bold letters such as
𝑥, x, and X to denote single elements, vectors, and
matrices.

(iii) For a vector x, x[𝑖] denotes the 𝑖th element of
x.

(iv) x ⊕ y is the bitwise XOR operation of two vectors x
and y; that is, (x⊕y)[𝑖] = x[𝑖]⊕y[𝑖], for all 𝑖. Similarly,
X⊕Y is defined as bitwise XORof two binarymatrices
X and Y.

(v) ‖x‖ denotes the Hamming weight of binary vector
x, which is the number of its nonzero elements
x[𝑖].

(vi) 𝑥 $
← 𝑋 is the operation of sampling a value 𝑥 from

the uniform distribution on the finite set𝑋.

(vii) Ber
𝜏

represents the Bernoulli distribution with
parameter 𝜏, and ] ← Ber

𝜏
means that for a bit ],

Pr[] = 1] = 𝜏, and Pr[] = 0] = 1 − 𝜏.

(viii) e ← Ber𝑚
𝜏
means that the vector e was randomly

chosen among all the vectors of length 𝑚, such that
𝑒[𝑖] ← Ber

𝜏
and 𝜏 ∈ (0, 1/2), for 0 ≤ 𝑖 ≤ 𝑚 − 1.

(ix) Let e∗ be a vector of length 𝑚 and weight Δ. A
circulant matrix E∗ = Circ

𝑛
(e∗) over the vector e∗

is a matrix with 𝑛 columns, whose first column is e∗,
and each next column is produced by a rotation of the
previous column one position downwards.

The elements of the set E∗
𝑚,𝑛,Δ

of circulant matrices
with 𝑛 columns, generated over vectors of length
𝑚 and weight Δ, can be ordered in the array
E∗
𝑚,𝑛,Δ

[1], . . . ,E∗
𝑚,𝑛,Δ

[(
𝑚

Δ )].

(x) (𝑚 × 𝑛)-binary Toeplitz matrix is a matrix where for
each diagonal from upper-left to lower-right all the
elements on the diagonal have the same value. Note
that the entire matrix is specified by the top row and
the first column, so it can be parametrized by 𝑚 +
𝑛 − 1 bits. Note that circulant matrices are also a kind
of Toeplitz matrices. Toeplitz matrices can be gen-
erated efficiently and have good statistical properties
[13].

An algorithm 𝐴 is probabilistic if it makes random
choices during its execution. A probabilistic algorithm 𝐴

is probabilistic polynomial-time (PPT) if for any input the
computation of algorithm terminates in at most polynomial
number of steps in the length of input. We also use the
term efficient algorithm as a synonym for PPT algorithm. A
function 𝑓(𝑥) is negligible if for every positive polynomial 𝑝,
with 𝑥 being large enough, it holds that 𝑓(𝑥) < 1/𝑝(𝑥).

3.3. Proposal of the Authentication Protocol. The authentica-
tion protocol NHB# (Nondeterministic HB#) is displayed as
follows:
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Parameters:𝑚, 𝑛, 𝜏, thr

P(secret Y) V(secret Y)
b $
← Z𝑚
2

b
→
a
← a $

← Z𝑚
2

e← Ber𝑚
𝜏

e∗ $
← Z𝑚
2
, ‖e∗‖ = Δ

E∗ = Circ
𝑛
(e∗)

z = aE + bY + e z
→ ?‖z ⊕ aE∗[𝑖] ⊕ bY‖ ≤ thr

for some 𝑖, 1 ≤ 𝑖 ≤ (
𝑚

Δ
),

where E∗[𝑖] = E∗
𝑚,𝑛,Δ

[𝑖].

This authentication protocol NHB# (Nondeterministic
HB#) is an interactive protocol being executed between
ProverP and VerifierV which are efficient algorithms.They
share one secret key, a matrix Y ∈ Z𝑚×𝑛

2
, which is produced

by the key-generation algorithm KG(1𝑘), for the security
parameter 𝑘. As a result of the protocol execution, VerifierV
outputs indicator of acceptance value IND, such that IND = 1
ifV confirms that the Prover is valid; otherwise the indicator
value is set to IND = 0.

Public Parameters

(i) 𝑚, 𝑛 ∈ N: dimensions of the secret matrix Y, which
depend on the security parameter 𝑘;

(ii) 𝜏 ∈ (0, 1/4): parameter of the Bernoulli distribution
(Ber
𝜏
);

(iii) thr: the acceptance threshold, such that thr ≪ 𝑚/2.

Key Generation. Algorithm KG(1𝑘) samples a randommatrix
Y $
← Z𝑚×𝑛
2

as a secret key and returns it toP andV.

Protocol Specification

Phase I: the protocol initialization, executed byP

b $
← Z𝑚
2
;

b →V (P sends message b toV).

Phase II: challenge generation, executed byV

a $
← Z𝑚
2
;

a → P (V sends message a toP).

Phase III: response generation, executed byP

e← Ber𝑛
𝜏
;

e∗ $
← Z𝑚
2
, ‖e∗‖ = Δ;

E∗ = Circ
𝑛
(e∗)

z fl aE∗ + bY + e;
z →V (P sends z toV).

Phase IV: the verification process, executed byV

IND fl 0, 𝑖 fl 1;
while (IND = 0 and 𝑖 ≤ (𝑚Δ )) do

if ‖z⊕aE∗
𝑚,𝑛,Δ

[𝑖]⊕bY‖ ≤ thr then IND fl 1;
V outputs IND value.

Let us discuss the error rates of the protocol. The false
rejection happens when a legitimate Prover gets rejected by
the Verifier, that is, when the weight of vector e ← Ber𝑛

𝜏

generated in the response phase is greater than thr value.
Therefore, the probability of this event (the completeness
error) is

𝑃FR =
𝑛

∑

𝑖=thr+1
(
𝑛

𝑖
) 𝜏
𝑖
(1 − 𝜏)

𝑛−𝑖
. (2)

The false acceptance occurs when an illegitimate Prover
sends a randomly chosen response to the Verifier and gets
authenticated, which happens with the following probability
(the soundness error):

𝑃FA =
(
𝑚

Δ )

2𝑛

thr
∑

𝑖=0

(
𝑛

𝑖
) (3)

taking into account the number of binary vectors of length
𝑛 whose weight is at most thr and (𝑚Δ ) different acceptance
subcriteria of the Verifier.

Protocol Storage Optimization. Following the proposal in [13],
the storage cost of the secret keyYmay be reduced to𝑚+𝑛−1
bits, by using a Toeplitz matrix as Y instead of the random
matrix. This type of storage reduction was applied in [13] to
the Random-HB# protocol, resulting in the HB# protocol,
which uses two Toeplitz matrices X and Y as secret keys. The
security of HB# is based on the conjecture about hardness of
the so-called Toeplitz-MHB Puzzle. In our case, the security
of this optimized protocol version is based on the analogously
plausible conjecture about hardness of the Toeplitz-MLPN
problem (see Note 1, Section 5).

4. The Security Evaluation Framework

We consider two types of attack scenarios for our protocol:
active and GRS-MIM scenarios. Both of them consist of two
phases: the so-called learning and forgery phases. In the first
phase, the adversary interacts with the Prover and/or Verifier,
learning the information she needs in order to be successful in
the second phase, where she interacts with the verifier trying
to make him output IND = 1.

Definition 1. The active attack is being executed in twophases.

Phase 1. The adversary interacts only with the honest Prover
P for a polynomial number of times 𝑞.

Phase 2. The adversary interacts with the Verifier trying to
impersonate the Prover.
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Definition 2. GRS-MIM attack is being executed in two
phases.

Phase 1. The adversary interferes in 𝑞 executions of the
protocol.The adversary can eavesdrop ormodify allmessages
between the honest Prover and honest Verifier and also gets
the Verifier’s decision, on each execution of protocol.

Phase 2. The adversary interacts with the Verifier trying to
impersonate the Prover.

Let ⟨T,V⟩ denote a complete execution of NHB# proto-
col between a partyT and theVerifierV and say that ⟨T,V⟩
takes value 1 if the execution ends with Verifier’s acceptance
(i.e., IND = 1) and takes value 0 otherwise (IND = 0).

Then we define the advantage of an active adversaryA as

AdvactiveA (𝜏, thr, 𝑚, 𝑛)

=


Pr [⟨A,V⟩ → 1 | Y $

← Z
𝑚×𝑛

2
]



(4)

and the advantage of a GRS-MIM adversaryA as

AdvMIM
A (𝜏, thr, 𝑚, 𝑛)

=


Pr [⟨A,V⟩ → 1 | Y $

← Z
𝑚×𝑛

2
]


.

(5)

If this advantage is nonnegligible, we say that the adver-
sary A is successful in the given attack scenario against
the protocol. The protocol is secure against active attacks
if, for all efficient active adversaries A, the advantage
AdvactiveA (𝜏, thr, 𝑚, 𝑛,𝑚) is negligible. Similarly, the protocol is
secure againstMIMattacks if, for all efficientMIMadversaries
A, the advantage AdvMIM

A (𝜏, thr, 𝑚, 𝑛) is negligible.

5. Security Evaluation in the Active
Attacking Scenario

LPN Problem. Let x ∈ Z𝑚
2
be a secret key, and 𝜏 ∈ (0, 1/2).

We denote by Λ
𝜏,𝑚
(x) the probability distribution overZ𝑚×𝑛

2

whose samples are pairs (a, a ⋅ x⊤ ⊕ 𝑒), where a $
← Z𝑚
2
, 𝑒 ←

Ber
𝜏
. LetΛ

𝜏,𝑚
(x) also denote the oracle taking a sample from

distribution Λ
𝜏,𝑚
(x). 𝑈

𝑚+1
is the oracle taking samples from

the uniform distribution overZ𝑚+1
2

. LPN
𝜏,𝑚

problem consists
of distinguishing the access to the oracle Λ

𝜏,𝑚
(x) from access

to the oracle 𝑈
𝑚+1

.
The LPN

𝜏,𝑚
advantage of a distinguisherD is defined as

AdvLPND (𝜏,𝑚) =


Pr [DΛ 𝜏,𝑚(x) → 1 | x $

← Z
𝑚

2
]

− Pr [D𝑈𝑚+1 → 1]

.

(6)

Definition 3 (LPN problem). LPN
𝜏,𝑚

problem is (𝑡, 𝑞, 𝜖)-hard
if for every distinguisher D running in time 𝑡 and making
𝑞 queries, the advantage AdvLPND (𝜏, 𝑚) is less than 𝜖. In
asymptotic terms, LPN

𝜏,𝑚
is hard if for every efficientD, the

advantage AdvLPND (𝜏,𝑚) is negligible.

Matrix LPN (MLPN) Problem. The matrix LPN problem is
defined analogously to the LPN problem, with the difference
that the secret key is now a matrix, not a vector.

Let X ∈ Z𝑚×𝑛
2

be a secret key, and 𝜏 ∈ (0, 1/2). We denote
by Λ̃
𝜏,𝑚,𝑛
(X) the probability distribution Z𝑚×𝑛

2
with samples

(a, aX ⊕ e), where a $
← Z𝑚
2
and e ← Ber𝑚

𝜏
. Let Λ̃

𝜏,𝑚,𝑛
(X) also

denote the oracle producing samples from Λ̃
𝜏,𝑚,𝑛
(X). �̃�

𝑚+𝑛

is the oracle taking samples from the uniform distribution
over Z𝑚+𝑛

2
. MLPN

𝜏,𝑚,𝑛
problem, that is, the matrix variant of

LPN
𝜏,𝑚,𝑛

problem, is to distinguish the access to the oracle
Λ̃
𝜏,𝑚,𝑛
(X) from access to the oracle �̃�

𝑚+𝑛
.

For a distinguisherD, we define MLPN
𝜏,𝑚,𝑛

advantage of
D as

AdvMLPN
D (𝜏, 𝑚, 𝑛)

=


Pr [DΛ̃𝜏,𝑚,𝑛(X) → 1 | X $

← Z
𝑚×𝑛

2
]

− Pr [D�̃�𝑚+𝑛 → 1]

.

(7)

Definition 4 (MLPN problem). MLPN
𝜏,𝑚,𝑛

problem is
(𝑡, 𝑞, 𝜖)-hard if, for all distinguishers D running in time 𝑡
and making 𝑞 queries, the advantage AdvMLPN

D (𝜏, 𝑚, 𝑛) is less
than 𝜖. In asymptotic terms, MLPN

𝜏,𝑚
is hard if all efficient

distinguishers D achieve a negligible AdvMLPN
D (𝜏, 𝑚, 𝑛)

advantage.

Theorem 5 (equivalence to LPN). If 𝐿𝑃𝑁
𝜏,𝑚

problem is
(𝑡, 𝑞, 𝜖)-hard, then𝑀𝐿𝑃𝑁

𝜏,𝑚,𝑛
problem is (𝑡, 𝑞, 𝜖𝑛)-hard; 𝑡 =

𝑡 − 𝑝𝑜𝑙𝑦(𝑞,𝑚).

Proof. We slightly adapt the proof of Proposition 2 in [16]. As
usual, we will assume that there exists a distinguisherDMLPN
with MLPN

𝜏,𝑚,𝑛
-advantage 𝑛𝜖 and use it as a subroutine to

construct a distinguisherDLNP usingDMLPN as a subroutine
and prove that the corresponding LPN

𝜏,𝑚
-advantage is equal

to 𝜖, which contradicts the hardness assumption of LPN
𝜏,𝑚

.
Let X ∈ Z𝑚×𝑛

2
be a matrix with columns x⊤

1
, . . . , x⊤

𝑛
, and

𝑖 ∈ {0, . . . , 𝑛}.We define the probability distribution Λ̃𝑖
𝜏,𝑚,𝑛
(X)

over Z𝑚×𝑛
2

whose samples are pairs (a, z), where z = (a ⋅ x⊤
1
⊕

𝑒
1
, . . . , a ⋅ x⊤

𝑖
⊕ 𝑒
𝑖
, 𝑎
𝑖+1
, . . . , 𝑎

𝑛
), for a $

← Z𝑚
2
, 𝑒
𝑗
← Ber

𝜏
(𝑗 =

1, . . . , 𝑖), and 𝑎
𝑘

$
← Z
2
(𝑘 = 𝑖 + 1, . . . , 𝑛).

For 𝑖 = 0, . . . , 𝑛, we denote by 𝑝
𝑖
the probability that

distinguisher DMLPN outputs 1, when its input is a sample
Λ̃
𝑖

𝜏,𝑚,𝑛
(X):

𝑝
𝑖
= Pr [DΛ̃

𝑖

𝜏,𝑚,𝑛
(X)

MLPN → 1 | X $
← Z

𝑚×𝑛

2
] . (8)

Note that Λ̃0
𝜏,𝑚,𝑛
(X) is the same as a sample from �̃�

𝑚+𝑛
,

and Λ̃𝑛
𝜏,𝑚,𝑛
(X) is the same as a Λ̃

𝜏,𝑚,𝑛
(X) sample. Therefore

𝑝
0
= Pr [D�̃�𝑚+𝑛SLPN → 1] ,

𝑝
𝑛
= Pr [DΛ̃𝜏,𝑚,𝑛(X)MLPN → 1 | X $

← Z
𝑚×𝑛

2
] .

(9)
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The distinguisher DLPN will forward the samples
Λ̃
𝑖

𝜏,𝑚,𝑛
(X) for 𝑖 $

← {0, . . . , 𝑛} as input to the distinguisher
DMLPN. Each sample will contain a sample from the
unknown oracle that DLPN communicates with (Λ

𝜏,𝑚
(x) or

𝑈
𝑚+1

). Then, DLPN will produce the same output as DMLPN.
Now follows the precise description of actions taken byDLPN
algorithm:

(1) Take a sample (a, z) ∈ Z𝑚×𝑛
2

from an unknown oracle
O.

(2) Choose 𝑖 $
← {0, . . . , 𝑛}, x

𝑗

$
← Z𝑚
2
, 𝑒
𝑗
← Ber

𝜏
(𝑗 =

1, . . . , 𝑖 − 1), 𝑎
𝑘

$
← Z
2
(𝑘 = 𝑖 + 1, . . . , 𝑛).

(3) Make a sample (ã, z̃), where

ã = a,

z̃ = (a ⋅ x⊤
1
⊕ 𝑒
1
, . . . , a ⋅ x⊤

𝑖−1
⊕ 𝑒
𝑖−1
, z , 𝑎

𝑖+1
, . . . , 𝑎

𝑛
)

(10)

and forward (ã, z̃) as input to distinguisherDMLPN.
(4) Output the same output value IND (0 or 1) returned

byDMLPN.

Note that if O is the oracle Λ
𝜏,𝑚
(x), then (ã, z̃) produced

in Step (3) is a sample Λ̃𝑖
𝜏,𝑚,𝑛
(X). If O is the oracle 𝑈

𝑚+1
, then

(ã, z̃) is a sample Λ̃𝑖−1
𝜏,𝑚,𝑛
(X).

In particular, LPN
𝜏,𝑚

advantage of distinguisher DLPN
can be computed as follows:

AdvLPND (𝜏, 𝑚) =


Pr [DΛ 𝜏,𝑚(x)LPN → 1 | x $

← Z
𝑚

2
]

− Pr [D𝑈𝑚+1LPN → 1]


=



𝑛

∑

𝑗=1

(Pr [DΛ 𝜏,𝑚(x)LPN → 1 | x $
← Z

𝑚

2
, 𝑖 = 𝑗]

⋅ Pr [𝑖 = 𝑗] − Pr [D𝑈𝑚+1LPN → 1 | 𝑖 = 𝑗]Pr [𝑖 = 𝑗])


=
1

𝑛



𝑛

∑

𝑗=1

(Pr [DΛ̃
𝑗

𝜏,𝑚,𝑛
(X)

MLPN → 1 | X $
← Z

𝑚×𝑛

2
]

− Pr [DΛ̃
𝑗−1

𝜏,𝑚,𝑛
(X)

MLPN → 1 | X $
← Z

𝑚×𝑛

2
])



=
1

𝑛



𝑛

∑

𝑗=1

(𝑝
𝑗
− 𝑝
𝑗−1
)



=
1

𝑛

𝑝𝑛 − 𝑝0
 ≥ 𝜖.

(11)

Thus, distinguisher DLPN achieves LPN
𝜏,𝑚

advantage
greater or equal to 𝜖, which contradicts that LPN

𝜏,𝑚
is (𝑡, 𝑞, 𝜖)-

hard.

Note 1. Similarly as in Conjecture 1 [13], the hardness of the
Toeplitz variant ofMLPN problem can be conjectured, where
the Toeplitz matrix is used as the secret key instead of a
random matrix.

Theorem 6. Let 𝑛 = Θ(𝑘), 0 < 𝜏 < 1/4, and 𝑡ℎ𝑟 = 𝜏+ ⋅ 𝑛,
where 𝜏+ is a constant satisfying 𝜏 < 𝜏+ < 1/4. If 𝐿𝑃𝑁

𝜏,𝑚

problem is hard, then the protocol 𝑁𝐻𝐵#(𝜏, 𝑡ℎ𝑟,𝑚, 𝑛) is safe
against active attacks.

Proof. The proof consists of the following four parts: (i) spec-
ification of a contradiction scenario which is a framework
for security evaluation where an active adversary A exists;
(ii) design of a distinguishing algorithm D which provides
learning ofA for solving a hard problem; (iii) procedure for
distinguishing between two oracles; and (iv) estimation of the
success rate ofD in the distinguishing phase.

(i) We assume the opposite from Theorem 6 statement;
that is, the protocol is not actively secure and an active
adversary exists achieving a nonnegligible advantage, but
that will contradict the hardness assumption of MLPN

𝜏,𝑚,𝑛

problem. The addressed scenario is formally specified in the
following claim.

Claim. Suppose that there is an active adversary A inter-
acting with Prover P in at most 𝑞 executions of NHB#
protocol, running in time 𝑡 and achieving advantage
AdvactiveA (𝜏, thr, 𝑚, 𝑛) = 𝛿. Then there exists a PPT algorithm
D, running in time O(𝑡) and making Θ(𝑘) oracle queries,
such that


Pr [DΛ̃𝜏,𝑚,𝑛(Y) → 1 | Y $

← Z
𝑚×𝑛

2
]

− Pr [D�̃�𝑚+𝑛 → 1]

≥ 𝛿
2
−
(
𝑚

Δ )
2

2𝑛

2⋅thr
∑

𝑖=0

(
𝑛

𝑖
) .

(12)

(ii) The learning phase: at first, D initializes the learning
phase of the adversaryA, while simulating the honest Prover
Psim of protocol NHB#:

(1) D takes the sample (b, z) from oracle.
(2) D asPsim sends b to adversaryA.

(3) The active adversaryA forwards a challenge a $
← Z𝑚
2

toPsim.
D is taking the following actions:

(4) chooses a vector e∗ $
← Z𝑚
2
, ‖e∗‖ = Δ. Then it makes

E∗ = Circ
𝑛
(e∗) and sets the value z fl aE∗ + z;

(5) asPsim sends the value z to active adversaryA.

The previous steps are repeated for 𝑞 times.
(iii) The oracle distinguishing phase: D is taking the

following actions:

(1) initiates a communication with adversaryA (after its
learning phase) which sends a blinding message b;

(2) chooses two different random vectors a
1
, a
2

$
← Z𝑛
2
;

(3) sends the challenge a
1
to adversary A and receives a

response z
1
in return;

(4) rewindsA (behind Step (1)), sends another challenge
a
2
, and receives the answer z

2
;
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(5) receives the answer z
2
fromA;

(6) for 𝑖, 𝑗 = 1, . . . , (𝑚Δ )makes values

𝑤
𝑖𝑗
fl

z
1
⊕ z
2
⊕ a
1
E∗
𝑚,𝑛,Δ

[𝑖] ⊕ a2E
∗

𝑚,𝑛,Δ
[𝑗]


(13)

and sends IND = 1 as output if 𝑤
𝑖𝑗
≤ 2 ⋅ thr for some

𝑖. Otherwise, IND = 0.

(iv) The success rate ofD in the distinguishing phase: we
analyze the success rate of the algorithmD in distinguishing
the distribution used by the oracle O.

(1) If O uses the uniform distribution, then b, z, and z
are uniformly random. D outputs IND = 1 if z

1
and z

2

produced by the adversaryA satisfy the condition ‖z
1
⊕ z
2
⊕

a
1
E∗
𝑚,𝑛,Δ

[𝑖] ⊕ a
2
E∗
𝑚,𝑛,Δ

[𝑗]‖ ≤ 2 ⋅ thr for some 𝑖, 𝑗. Since A
did not learn correctly, we can assume that z

1
and z

2
are

random, so the event IND = 1 has a nonnegligible probability
((
𝑚

Δ )
2
/2
𝑛
)∑
2⋅thr
𝑖=0
(
𝑛

𝑖 ).
(2) Suppose that D had access to oracle Λ̃

𝜏,𝑚,𝑛
(Y). Then

z = bY⊕e, so z = aE∗⊕z = aE∗⊕bY⊕e.Thus,D did simulate
thePsim correctly in the learning phase ofA, so the adversary
authenticates to protocol with the nonnegligible probability
𝛿. That means that 𝛿2 is the probability that for the answers
z
1
, z
2
of the adversary produced in Steps (3) and (4) of the

oracle distinguishing phase; it holds that ‖z
1
⊕ a
1
E∗
𝑚,𝑛,Δ

[𝑖] ⊕

bY‖ ≤ thr, and ‖z
2
⊕ a
2
E∗
𝑚,𝑛,Δ

[𝑗] ⊕ bY‖ ≤ thr for some 𝑖, 𝑗.
Therefore, by the triangle inequality in theHammingmetrics,
we get that𝑤

𝑖𝑗
= ‖z
1
⊕ z
2
⊕ a
1
E∗
𝑚,𝑛,Δ

[𝑖] ⊕ a
2
E∗
𝑚,𝑛,Δ

[𝑗]‖ ≤ 2 ⋅ thr,
soD outputs IND = 1.

Thus, depending on whether D was interacting with the
uniform or the MLPN

𝜏,𝑚,𝑛
oracle, we estimate the difference

in probabilities ofD producing IND = 1 as output:

AdvMLPN
D (𝜏, 𝑚, 𝑛)

=


Pr [DΛ̃𝜏,𝑚,𝑛(Y) → 1 | Y $

← Z
𝑚×𝑛

2
]

− Pr [D�̃�𝑚+𝑛 → 1]

≥ 𝛿
2
−
(
𝑚

Δ )
2

2𝑛

2⋅thr
∑

𝑖=0

(
𝑛

𝑖
) .

(14)

Therefore, the distinguisher 𝐷 is achieving a nonnegli-
gible MLPN

𝜏,𝑚,𝑛
advantage, which contradicts the hardness

assumption of MLPN
𝜏,𝑚,𝑛

problem.

6. Security Evaluation in the Restricted
Man-in-the-Middle Attacking Scenario

We prove the GRS-MIM security following the technique
used in [13].

Lemma 7 (see [13]). If X ∈ Z𝑚×𝑛
2

is a random matrix, 𝑑 an
integer in the interval [1, . . . , ⌊𝑛/2⌋], and𝐻 the binary entropy
function 𝐻(𝑥) = −𝑥 log

2
(𝑥) − (1 − 𝑥)log

2
(1 − 𝑥), then for

𝑦min = mina ̸=0,a∈Z𝑚
2

‖aX‖ it holds that

Pr [𝑦min ≤ 𝑑] ≤ 2
−(1−𝑚/𝑛−𝐻(𝑑/𝑛))𝑛

. (15)

The previous lemma also holds if X is a random Toeplitz
matrix (Appendix C, [13]).

Theorem 8. Suppose that there exists an efficient GRS-MIM
adversary A attacking 𝑁𝐻𝐵#(𝜏, 𝑡ℎ𝑟, 𝑚, 𝑛) protocol by modi-
fying at most 𝑞 executions of protocol between the Prover and
the Verifier, running in time 𝑡 and achieving advantage at least
𝛿. Then, under an easily met condition on the parameter set,
there is an active adversary A attacking 𝑁𝐻𝐵#(𝜏, 𝑡ℎ𝑟,𝑚, 𝑛)
interacting at most 𝑞 times with honest Prover, running in time
𝑂(𝑡) and achieving a nonnegligible advantage.

Proof. The proof consists of the following two parts: (i)
specification of the learning phase of an MIM adversary and
(ii) evaluation of the advantage which MIM adversary can
achieve after the learning phase.

The Learning Phase of MIM Adversary. In order to provide
a valid learning phase for the adversaryA, the adversaryA
takes the roles of simulated honest Prover and honest Verifier,
denoted byPsim andVsim.

The honest ProverP sends a blinding vector b toA,
andA playing asPsim forwards 𝑏 toA.

A playing asVsim sends a random vector a $
← Z𝑚
2
as

a challenge toPsim.
Amodifies a to â = a⊕ a and sends â toPsim, andA
forwards â to the honestP.
P returns z = âE∗ ⊕ bY ⊕ e toA.
A asPsim forwards z toVsim.
If a is the all-zero vector, Vsim sets IND = 1;
otherwise IND = 0.
The previous procedure is being repeated in 𝑞 itera-
tions.

The Advantage of MIM Adversary. We consider that the
adversary A has achieved successful learning if Psim and
Vsim were executed correctly in each iteration of the learning
phase, that is, if they behaved like honestP andV.

SincePsim forwards directly the responses of honestP to
the received queries,Psim works correctly in each simulation
step.

On the other hand, the behaviours of the honest V and
Vsim do not have to match in all circumstances.

This happens in two cases: when Vsim accepts the
response which gets rejected byV, or whenVsim rejects the
response which gets accepted byV.

In the first situation, since Vsim accepts the response, it
means that it is the response of honestPwhich is rejected by
V, so the probability of this event is equal to the completeness
error of the protocol; that is, Pr [𝑉sim

(IND = 1), 𝑉(IND =

0)] = 𝑃FR.
The second case, when in some iterationVsim rejects the

responsewhich is accepted byV, means that it is the response
ẑ where a is not all-zero, but still this response gets accepted
by honestV.
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The probability of this acceptance is the probability that
the following holds for some 𝑖 (where E∗[𝑖] = E∗

𝑚,𝑛,Δ
[𝑖]):

ẑ ⊕ aE
∗
[𝑖] ⊕ bY ≤ thr. (16)

That is, ‖ẑ + aE∗[𝑖] + bY‖ = ‖aE∗[𝑖] + aE∗[𝑖] + bY + e +
aE∗[𝑖] + bY‖ = ‖aE∗[𝑖] ⊕ e‖ ≤ thr.

Let us denote by yã the vector aX⊕𝛽.Then in vector yã⊕e,
(𝑛 − ‖𝑦

�̃�
‖) bits follow the distribution Ber𝑛

𝜏
, and the rest ‖𝑦

�̃�
‖

follow the distributionBer𝑛
1−𝜏

.Therefore𝜇(‖𝑦
�̃�
‖) = 𝐸(‖yã⊕e‖)

= ‖𝑦
�̃�
‖(1 − 𝜏) + (𝑛 − ‖yã‖)𝜏. Since 𝜇 is a linear function of

‖yã‖, it holds that 𝜇 ≥ thr for each ‖𝑦
�̃�
‖ ≥ 𝑥

0
, where 𝑥

0
=

1 + ⌊(thr − 𝜏𝑛)/(1 − 2𝜏)⌋.
Therefore, according to Chernoff bound, event ‖yã ⊕ e‖ ≤

thr has the probability at most 𝑒−(𝜇−thr)
2

/2𝜇 when ‖yã‖ ≥ 𝑑,
for each 𝑑 ≥ 𝑥

0
.

Suppose that 𝑦min = mina ̸=0,a∈Z𝑚
2

‖aE∗
𝑚,𝑛,Δ

[𝑖]‖.
Let FAIL denote the event 𝑉sim

(IND = 0), 𝑉(IND = 1).
Therefore for each 𝑑 ≥ 𝑥

0
it holds

Pr
E∗[𝑖],e

[FAIL] = Pre [FAIL | 𝑦min > 𝑑] ⋅ PrE∗[𝑖]
[𝑦min > 𝑑]

+ Pre [FAIL | 𝑦min ≤ 𝑑]

⋅ Pr
E∗[𝑖]
[𝑦min ≤ 𝑑]

≤ Pre [FAIL | 𝑦min > 𝑑] + Pr
E∗[𝑖]
[𝑦min ≤ 𝑑]

= Pre [
yã ⊕ e

 ≤ thr | 𝑦min > 𝑑]

+ Pr
E∗[𝑖]
[𝑦min ≤ 𝑑]

≤ 𝑒
−(𝜇−thr)2/2𝜇

+ 2
−(1−𝑚/𝑛−𝐻(𝑑/𝑛))𝑛

.

(17)

Suppose that 𝑘 > 0 is some positive constant, and 𝑥
0
is

the least integer such that 𝜇 > (1 + 𝑘)thr for ‖yã‖ ≥ 𝑥0.
Then, for all 𝑑 ≥ 𝑥

0
, when 𝑦min > 𝑑, we have 𝑒

−(𝜇−thr)2/2𝜇
≤

𝑒
−thr⋅𝑘2/2(1+𝑘), so the first term in the upper bound is negligible.

In order that the second term also gets negligible, we
choose 𝑑 ≥ 𝑥

0
such that 1 −𝑚/𝑛 −𝐻(𝑑/𝑛) is always positive;

that is,𝐻(𝑑/𝑛) < 1−𝑚/𝑛 (that condition is easily met for the
usual parameter values [13]).

Therefore, we have that the probability of incorrect
simulation in a single iteration is

𝑝
𝑟
= Pr [𝑉sim

(IND = 1) , 𝑉 (IND = 0)]

+ Pr [𝑉 (IND = 0) , 𝑉sim
(IND = 1)]

≤ 𝑃FR + 𝑒
−(𝜇−thr)2/2𝜇

+ 2
−(1−𝑚/𝑛−𝐻(𝑑/𝑛))𝑛

.

(18)

Thus, the probability that all 𝑞 iterations are correct, that
is, that the learning phase is successfully conducted, is (1 −
𝑝
𝑟
)
𝑞, which has the asymptotic value of 1.
We conclude that the advantage of the active adversary

A attacking NHB#(𝜏, thr, 𝑚, 𝑛) is 𝛿 = 𝛿(1 − 𝑝
𝑟
)
𝑞, which is a

nonnegligible value, so this contradicts the active security of
that protocol.

7. A Concluding Discussion

This paper proposes an authentication protocol with asym-
metric implementation complexity which is suitable for
authentication of a Prover with low computational capa-
bilities to a Verifier with high performance computational
capabilities. The protocol is based on a trade-off between the
execution overheads at Prover and Verifier: more computa-
tional efforts are required at the side of Verifier in order to
maintain the desired level of the authentication security.

The proposed protocol originates fromHB# protocol [13],
but it provides reduction of the required secret key dimension
to the half of the one required in HB# protocol. Reduction
of the required secret key dimension and the asymmetric
computational overheads at Prover and Verifier appear as a
consequence of employment the random selection paradigm.
Security of the proposed authentication protocol results from
joint employment of the LPN problem and random selection
paradigms. In this paper, security of the proposed authen-
tication protocol has been proved in active attacking and
restrictive MIM (so called GRS-MIM) attacking scenarios.
We conjecture that protocol could achieve security in MIM
attacking scenarios stronger than GRS-MIM, and this is one
of the directions for the related future work.
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A probabilistic method is presented to analyze the temperature and the maximum frequency for multicore processors based on
consideration of workload variation, in this paper. Firstly, at the microarchitecture level, dynamic powers are modeled as the linear
function of IPCs (instructions per cycle), and leakage powers are approximated as the linear function of temperature. Secondly,
the microarchitecture-level hotspot temperatures of both active cores and inactive cores are derived as the linear functions of IPCs.
The normal probabilistic distribution of hotspot temperatures is derived based on the assumption that IPCs of all cores follow the
same normal distribution. Thirdly and lastly, the probabilistic distribution of the set of discrete frequencies is determined. It can
be seen from the experimental results that hotspot temperatures of multicore processors are not deterministic and have significant
variations, and the number of active cores and running frequency simultaneously determine the probabilistic distribution of hotspot
temperatures. The number of active cores not only results in different probabilistic distribution of frequencies, but also leads to
different probabilities for triggering DFS (dynamic frequency scaling).

1. Introduction

Continuous technology scaling and miniaturization have
escalated the power density and temperature of multicore
processors. In order to decrease manufacturing costs, the
packages of multicore processors are mostly designed based
on average power dissipation instead of the maximum, and
temperature is controlled with dynamic thermal manage-
ment (DTM) techniques such as dynamic voltage and fre-
quency scaling (DVFS) and dynamic frequency scaling (DFS)
[1].When temperature of processor reaches or approaches the
critical point, DVFS orDFS are invoked to ensure the thermal
constraint at the cost of sacrificing the speed of processors.
Therefore, it is crucial for design space exploration to analyze
temperature and running frequency accurately and fast at the
early stage.

1.1. Motivation. To explore the design space of thermal-
aware multicore processors at the early stage, some thermal
models have been proposed to estimate the temperature and
performance of processors [2–5], and most of estimation
approaches are based on transient analysis [6–14]. For tran-
sient analysis, temporal variations of temperature and per-
formance depending on workloads are traced, contributing
to high estimation accuracy. However, transient analysis is
time-consuming, and in particular for multicore processors
time complexity is unacceptable at the early design stage.
Accordingly, to speed up the estimation of temperature and
performance of multicore processors, researchers resort to
steady-state analysis [15, 16]. Nevertheless, to the best of our
knowledge, all previous work related to steady-state analysis
is based on the assumption that every workload has the same
thermal contribution, which greatly hinders the estimation
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accuracy. In fact, temperature of multicore processors has
great variations between different workloads [10, 17]. Our
preliminary work has demonstrated that the dynamic power
of processors is highly correlated with IPCs (instructions per
cycle) and that within a small temperature range, leakage
power linearly depends on temperature [18]. According to the
HotSpot thermal model, temperature can be derived given
the power of processors [3]. Thus processor temperature has
higher correlation with IPC. According to CLT (central limit
theorem), when a large number of instructions are executed
in the processor, the probabilistic distribution of IPC tends
to follow the normal distribution. Accordingly, given both
the probabilistic distribution of IPC and the relationship
between the temperature and IPC, the probabilistic distribu-
tion of processor temperature can be derived and analyzed.
Subsequently, the probabilistic distribution of the maximum
running frequency can be inferred given that the zero-slack
DTM policy is used by the processor, which means that
the speed of the processor is set to a value which makes
the temperature of the hotspot be the maximum threshold
allowed by the processor [7].

1.2. Contributions. In this paper, a probabilistic method
is proposed to analyze the steady-state temperature and
frequency of multicore processors taking into account the
variation of workloads. In order to simplify the analyzing
processes, DFS technique rather than DVFS technique is
adopted to manage the temperatures of processor, where the
voltage is constant and only frequency is adjusted. And the
dynamic power can be modeled as the linear function of the
frequency [12, 16].Themain contributions of this work are as
follows:

(i) At the microarchitecture level, the dynamic power
of processors is modeled as the linear function of
IPC and running frequency, and the leakage power
of processor is approximated as the linear model of
temperature.

(ii) The microarchitecture-level hotspot temperatures of
both active cores and inactive cores are derived as the
linear functions of IPCs of all active cores.

(iii) It is inferred that the hotspot temperatures of both
active cores and inactive cores follow the normal
probabilistic distribution, based on the assumption
that IPCs of all active cores follow the same normal
distribution.

(iv) The probabilistic distribution of the set of frequencies
is determined given the zero-slack DTM policy [7].

The remainder of this paper is organized as follows.
In Section 2, related work is overviewed. In Section 3, the
microarchitecture-level steady-state temperature of a core is
formulated as the linear function of its powers based on the
Hotspot thermalmodel. In Section 4, at themicroarchitecture
level, the dynamic powers of processors are modeled as
the linear function of IPC and the running frequency, and
the leakage powers are approximated as the linear model
of temperature. In Section 5, the microarchitecture-level

hotspot temperatures of both active cores and inactive cores
are derived as the linear function of IPCs of all active cores.
It is inferred that the hotspot temperatures of both active
cores and inactive cores follow the normal probabilistic
distribution, based on the assumption that the IPCs of all
active cores follow the same normal probabilistic distribu-
tion. In Section 6, the probabilistic distribution of the set of
frequencies is determined given the zero-slack DTM policy.
In Section 7, experimental results are presented.This paper is
concluded in Section 8.

2. Related Work

The estimation approach of temperature and performance of
processors can be classified into transient analysis and steady-
state analysis, and so far most researches have been based on
transient analysis.

2.1. Transient Analysis. In order to transiently analyze the
temperature and explore the design space of processors at the
early stage, several thermal models for processors have been
proposed. Skadron et al. and Huang et al. [2, 3] presented
a compact thermal modeling methodology based on the
analogy between thermal and electrical phenomena, namely,
HotSpot. Using HotSpot, the spatial and temporal variations
of processor temperature can be obtained through transient
analysis. To improve the accuracy of thermal simulation, Jang
et al. [11]made an extension to the thermalmodel forHotSpot
by taking into account the different ambient temperature
owing to workload variations. To accelerate thermal analysis
of multicore processors at the architecture level, Wang et al.
[5] presented a composite thermal model, termed Therm-
Comp, to optimize the model for different large processors.
Li et al. [4] proposed a parameterized architecture-level
dynamic thermal model, namely, ParThermPOF, in which
many parameters can be set such as the location of thermal
sensors and the conductivity of different components.

In order to improve the performance of thermal-aware
multicore processors, various DTM techniques have been
investigated based on thermal models such as Hotspot
and analyzed transiently for the estimation of performance.
Hanumaiah et al. [7, 19] presented an online thermal man-
agement algorithm for thermal-aware multicore processors,
in which DVFS and task allocation techniques are simulta-
neously adopted. In the context of hard real-time systems,
the time-varying voltage and frequency of multicores are
computed to satisfy not only the thermal constraint but
also the deadline constraint [6]. Shi et al. [12] presented a
DTM policy under soft thermal constraint, in which the
temperature constraint can be exceeded sometimes.

In order to simulate the thermal behavior fast and
accurately for multicore processors, several researches have
been performed. Wojciechowski et al. [10, 20] analyzed
the transient characteristics of workloads based on a finite
Fourier series expansion to accurately predict the thermal
behavior of multicore processors, and a new DVFS approach
is presented. Liu et al. [13] proposed a transient analysis
method of temperature of multicore processors based on
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moment matching, and it is used to guide the migration
processes of tasks. To account for the nondeterministic
behavior of tasks in terms of executing times and decision
branches, Das et al. [14] formulated thermal analysis as a
hybrid automata reachability verification problem and an
algorithm for constructing the automata was provided.

For transient analysis, temporal variations of temperature
and performance depending onworkload are traced and then
high estimation accuracy is obtained. However, transient
analysis is time-consuming, and in particular for multicore
processors time complexity is unacceptable at the early design
stage.

2.2. Steady-State Analysis. In order to speed up the estima-
tion of temperature and performance at the early design
stage of multicore processors, researchers resort to steady-
state analysis and have carried out a lot of work. Based on
Amdahl’s Law, Lee and Kim [15, 21] introduced variations of
process and workload parallelism into the analyzing model
and optimized the throughput of thermal-aware multicore
processors by exploitingDVFS and the per-core power-gating
(PCPG). Based on HotSpot, Rao et al. [16, 22] described
an approximate thermal model for homogeneous multicore
processors to fast and accurately predict the maximum
steady-state throughput under thermal constraints. In the
context of a hard real-time system of a single-core processor,
Mohaqeqi et al. [23] studied stochastic behavior of the system,
for example, performance, temperature, and reliability, based
on Markovian view.

To the best of our knowledge, all previous work of steady-
state analysis is based on the assumption that every workload
has the same thermal contribution to processors, resulting
in inaccuracy of temperature and performance estimation.
This is the focus of our work. In this paper, the variation of
workloads is taken into account to model the thermal and
frequency more accurately.

3. Thermal Model

In this paper, a microarchitecture-level thermal model for
a multicore processor is created by replication of a single-
core processor based onHotSpot [3].Themulticore processor
is divided into four layers, that is, chip, thermal interface
material (TIM), heat spreader, and heat sink. There are 𝑚

thermal blocks in the chip and TIM, and there are five and
nine thermal blocks in the heat spreader and heat sink,
respectively. Totally, there are 𝑁 = 𝑛𝑚 + 14 thermal blocks
in the multicore processor, where 𝑛 is the number of cores.

The microarchitecture-level thermal model can be repre-
sented by the state-space differential equation as follows [16]:

𝑑T
𝑑𝑡

= AT + BP, (1)

where T and P are𝑁-dimension vectors, respectively, denot-
ing the temperature and power of the multicore processor,
and A and B are constant matrices of 𝑁 × 𝑁 dimension
depending on the thermal conduction and capacitance of the
processor.
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Figure 1:Thermal conductionmatrixG of dual-core processor [16].

When the temperature of the processor is in the steady-
state, 𝑑T/𝑑𝑡 = 0, then

GT = P, (2)

where G = −B−1A isthe thermal conductance matrix of
HotSpot model.

The thermal conductance matrix G can be obtained
from the HotSpot simulation tool. The thermal conductance
matrix of a dual-core processor is as shown in Figure 1, where
the submatrices Gdie, Gint, and Gpkg along the diagonal are
lateral thermal conductance of the chip, TIM, and package,
respectively, the submatrices Gdie-int and Gint-die are the
vertical conductance between die and TIM, and the vectors
Gint-spr and Gspr-int are the vertical conductance between the
TIM and the spreader. Gdie-int is equal to Gint-die, and Gint-spr
is equal to Gspr-int. The detailed conductance matrix of Gpkg
is as shown in Figure 2.

Lemma 1. According to HotSpot thermal model, when the
temperature of the multicore processor is in the steady-state,
there exist 𝑚-dimension matrices R, Q, and Z, such that

T
𝑖

= RP
𝑖

+Q
𝑛

∑

𝑗=1

P
𝑗

+ Z, (3)

where T
𝑖

and P
𝑖

are𝑚-dimension vectors, representing, respec-
tively, temperature and power of the 𝑖th core of the processor.

Proof. According to the arrangement of elements in the
conductance matrix G in HotSpot thermal model, (2) can be
decomposed into the following equations:

GdieT𝑖 + Gdie-intTint,𝑖 = P
𝑖

, (4)

Gdie-intT𝑖 + GintTint,𝑖 + Gint-spr𝑇spr = 0, (5)
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Figure 2: Thermal conduction matrix of the package [16].

Gint-spr
𝑛

∑

𝑗=1

Tint,𝑗 + 𝐺spr𝑇spr + Gspr-otherTother = 0, (6)

Gspr-other𝑇spr + Gother-otherTother = Pambient, (7)

where Tint,𝑖 is𝑚-dimension vector representing the tempera-
ture of TIM layer of the 𝑖th core, 𝑇spr is a scalar representing
the temperature of the central block of the spreader, andTother
is 13-dimension vector representing the temperature of other
blocks of the spreader and the sink.

According to (6) and (7),

𝑇spr = (Gspr-otherG
−1

other-otherGspr-other − 𝐺spr)
−1

⋅ (Gint-spr
𝑛

∑

𝑖=1

Tint,𝑖 + Gspr-otherG
−1

other-otherPambient) .

(8)

Set

GSPRO = (Gspr-otherG
−1

otherGspr-other − 𝐺spr)
−1

Gint-spr,

𝐺spamb = (Gspr-otherG
−1

other-otherGspr-other − 𝐺spr)
−1

⋅ Gspr-otherG
−1

other-otherPambient.

(9)

Equation (8) can be converted into

𝑇spr = GSPRO
𝑛

∑

𝑖=1

Tint,𝑖 + 𝐺spamb. (10)

Substitute (10) into (5) and get

Gdie-intT𝑖 + GintTint,𝑖

+ Gint-spr (GSPRO
𝑛

∑

𝑖=1

Tint,𝑖 + 𝐺spamb) = 0.
(11)

According to (4) and (11), get

(Gdie-int − GintG
−1

die-intGdie)T𝑖

− Gint-sprG


SPROG
−1

die-intGdie

𝑛

∑

𝑗=1

T
𝑗

+ GintG
−1

die-intP𝑖

+ Gint-sprG


SPROG
−1

die-int

𝑛

∑

𝑗=1

P
𝑗

+ Gint-spr𝐺spamb

= 0.

(12)

Set

G
1

= Gdie-int − GintG
−1

die-intGdie,

G
2

= Gint-sprG


SPROG
−1

die-intGdie,

G
3

= GintG
−1

die-int,

G
4

= Gint-sprG


SPROG
−1

die-int,

G
5

= Gint-spr𝐺spamb.

(13)

Then, (12) can be transformed into

G
1

T
𝑖

− G
2

𝑛

∑

𝑗=1

T
𝑗

+ G
3

P
𝑖

+ G
4

𝑛

∑

𝑗=1

P
𝑗

+ G
5

= 0. (14)

According to (14), get

G
1

𝑛

∑

𝑗=1

T
𝑗

− 𝑛G
2

𝑛

∑

𝑗=1

T
𝑗

+ G
3

𝑛

∑

𝑗=1

P
𝑗

+ 𝑛G
4

𝑛

∑

𝑗=1

P
𝑗

+ 𝑛G
5

= 0.

(15)

According to (15), get

𝑛

∑

𝑗=1

T
𝑗

= (𝑛G
2

− G
1

)
−1

(G
3

+ 𝑛G
4

)

𝑛

∑

𝑗=1

P
𝑗

+ 𝑛 (𝑛G
2

− G
1

)
−1G
5

.

(16)

Substitute (16) into (14) and get

Tdie,𝑖

= G−1
1

(G
2

(𝑛G
2

− G
1

)
−1

(G
3

+ 𝑛G
4

) − G
4

)

𝑛

∑

𝑗=1

P
𝑗

− G−1
1

G
3

P
𝑖

+ G−1
1

(𝑛G
2

(𝑛G
2

− G
1

)
−1

− E)G
5

.

(17)

Set

R = −G−1
1

G
3

,

Q = G−1
1

(G
2

(𝑛G
2

− G
1

)
−1

(G
3

+ 𝑛G
4

) − G
4

) ,

Z = G−1
1

(𝑛G
2

(𝑛G
2

− G
1

)
−1

− E)G
5

.

(18)
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Get

T
𝑖

= RP
𝑖

+Q
𝑛

∑

𝑗=1

P
𝑗

+ Z. (19)

This means that in the steady-state of temperature of a
multicore processor, given the powers of all cores, the tem-
perature of any core can be calculated according to Lemma 1
at the microarchitecture level.

4. Power Model

It is assumed thatmulticore processors have two power states,
active mode and inactive mode, and the power state of each
core can be set separately. And global dynamic frequency
scaling (DFS) technique is used where frequencies of all cores
are scaled uniformly.

4.1. Active Mode. When a core is in the active mode, work-
loads are executed and the core dissipates both dynamic
power and leakage power. At the microarchitecture level, the
power of the active core is defined as

Pa,𝑖 = Pdyn,a,𝑖 + Plea,a,𝑖, (20)

wherePa,𝑖,Pdyn,a,𝑖, andPlea,a,𝑖 are, respectively, the total power,
dynamic power, and leakage power of the 𝑖th active core of
size𝑚 × 1.

For the processor using DVFS technique, the dynamic
power is proportional to the product of the square of the
voltage and the frequency [7]; that is, Pdyn ∝ voltage2 ×
f requency. In this paper, the primary purpose is to analyze
the impact of workload variation on the temperatures of
processors. So, in order to simplify the analyzing processes,
DFS technique rather thanDVFS technique is used tomanage
the temperatures of processor, where the voltage is constant
and only frequency is adjusted. Hence, the dynamic power
can be modeled as the linear function of the frequency [12,
16]. In addition, the dynamic power caused by workload
execution has a close linear relationship with IPCs.

Let 𝑋a,𝑖 be the IPC of the 𝑖th core when workloads are
running on it and let 𝑓 be the normalized frequency between
0 and 1, and then the microarchitecture-level dynamic power
Pdyn,a,𝑖 of the 𝑖th active core is defined as

Pdyn,a,𝑖 = (Gdyn𝑋a,𝑖 + G
𝑑0

+ Edyn) 𝑓, (21)

where Gdyn and G
𝑑0

are the linear regression coefficients
when𝑓 is set tomaximum 1 andEdyn is the regression residual
which follows the normal distribution with mean of zero:
namely, Edyn ∼ 𝑁(0,𝜎2

𝐸𝑑

). Gdyn, G𝑑0, Edyn, and 𝜎𝐸𝑑 are
vectors of size 𝑚 × 1, and 𝜎2

𝐸𝑑

is the element-by-element
squares of 𝜎

𝐸𝑑

.
At the microarchitecture level, in order to simplify the

analyzing procedure, the relationship between the leakage
power Plea,a,𝑖 and the temperature Ta,𝑖 of the 𝑖th active core
is approximated by the linear model as follows:

Plea,a,𝑖 = Glea,aTa,𝑖 + G
𝑙0,a + Elea,a, (22)

whereGlea,a andG𝑙0,a are the regression coefficients and Elea,a
is the regression residual which follows the normal distribu-
tion with mean of zero: namely, Elea,a ∼ 𝑁(0,𝜎2

𝐸a). Glea,a is a
diagonal matrix of size 𝑚 × 𝑚. G

𝑙0,a, Elea,a, 𝜇
𝐸a, and 𝜎𝐸a are

vectors of size 𝑚 × 1. 𝜎2
𝐸a is the element-by-element squares

of 𝜎
𝐸a.
According to (20), (21), and (22), the power of the active

core Pa,𝑖 is represented by

Pa,𝑖 = (Gdyn𝑋𝑖 + G
𝑑0

) 𝑓 + Edyn + Glea,aTa,𝑖 + G
𝑙0,a

+ Elea,a.
(23)

4.2. Inactive Mode. When a core is in the inactive mode, it
is powered off using power-gating technique. The inactive
core only dissipates leakage power, which is much lower than
that of the active core. Hence, the power of the 𝑖th inactive
core Pina,𝑖 is the leakage power Plea,ina,𝑖, which depends on the
core’s temperature Tina,𝑖 and it can be approximated by the
linear model at the microarchitecture level as follows:

Pina,𝑖 = Plea,ina,𝑖 = Glea,inaTina,𝑖 + G
𝑙0,ina + Elea,ina, (24)

whereGlea,ina andG𝑙0,ina are regression coefficients andElea,ina
is the regression residuals which follow normal distribution
with mean of zero: namely, Elea,ina ∼ 𝑁(0,𝜎2

𝐸ina). Glea,ina is a
diagonal matrix of size 𝑚 × 𝑚. G

𝑙0,ina, Elea,ina, and 𝜎𝐸ina are
vectors of size𝑚×1. 𝜎2

𝐸ina is the element-by-element squares
of 𝜎
𝐸ina.

5. Thermal Analysis

Lemma 2. When the temperature of a multicore processor is
in the steady-state, the temperatures and the powers of different
inactive cores are same; that is,T

𝑖𝑛𝑎,𝑖

= T
𝑖𝑛𝑎,𝑗

and P
𝑖𝑛𝑎,𝑖

= P
𝑖𝑛𝑎,𝑗

for∀𝑖, 𝑗 (𝑖 ̸= 𝑗), whereT
𝑖𝑛𝑎,𝑖

andP
𝑖𝑛𝑎,𝑖

are the temperatures and
the powers of the 𝑖th inactive core, respectively.

Proof. According to (3), for any inactive cores 𝑖 and 𝑗,

Tina,𝑖 − Tina,𝑗 = R (Pina,𝑖 − Pina,𝑗) . (25)

Substitute (24) into (25), and get

Tina,𝑖 − Tina,𝑗 = RGlea,ina (Tina,𝑖 − Tina,𝑗) . (26)

According to (26), get

(E − RGlea,ina) (Tina,𝑖 − Tina,𝑗) = 0. (27)

The parameters R and Glea,ina are invertible matrices, so
E−RGlea,ina is an invertible matrix.Therefore, Tina,𝑖 −Tina,𝑗 =
0; that is, Tina,𝑖 = Tina,𝑗. And Pina,𝑖 = Pina,𝑗 can also be
obtained according to (24).

To be convenient, set Tina,𝑖 = Tina and Pina,𝑖 = Pina; (24)
can be simplified into

Pina = Glea,inaTina + G
𝑙0,ina + Elea,ina. (28)
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Theorem 3. Assume that all cores of a processor have the
same hotspot. Let H = [ℎ

1

, ℎ
2

, . . . , ℎ
𝑚

] be the selection
vector of the hotspot, where only one element of H can be
set to 1 and the others are 0 s, indicating that the corre-
sponding functional unit is hotspot. There exist functions
𝜓
1

(H, 𝑛, 𝑛
𝑎

, 𝑓), 𝜓
2

(H, 𝑛, 𝑛
𝑎

, 𝑓), 𝜓
3

(H, 𝑛, 𝑛
𝑎

, 𝑓), 𝜓
4

(H, 𝑛, 𝑛
𝑎

,
𝑓), 𝜓
5

(H, 𝑛, 𝑛
𝑎

, 𝑓), and 𝜓
6

(H, 𝑛, 𝑛
𝑎

, 𝑓), such that the hotspot
𝑇
ℎ𝑜𝑡,𝑎,𝑖

of the 𝑖th active core can be formulated by

𝑇hot,𝑎,𝑖 = 𝜓
1

(H, 𝑛, 𝑛
𝑎

, 𝑓)𝑋
𝑎,𝑖

+ 𝜓
2

(H, 𝑛, 𝑛
𝑎

, 𝑓)

𝑛

𝑎

∑

𝑘=1

𝑋
𝑎,𝑘

+ 𝜓
3

(H, 𝑛, 𝑛
𝑎

, 𝑓)E
𝑑𝑦𝑛

+ 𝜓
4

(H, 𝑛, 𝑛
𝑎

, 𝑓)E
𝑙𝑒𝑎,𝑎

+ 𝜓
5

(H, 𝑛, 𝑛
𝑎

, 𝑓)E
𝑙𝑒𝑎,𝑖𝑛𝑎

+ 𝜓
6

(H, 𝑛, 𝑛
𝑎

, 𝑓) .

(29)

There exist functions 𝜉
1

(H, 𝑛, 𝑛
𝑎

, 𝑓), 𝜉
2

(H, 𝑛, 𝑛
𝑎

, 𝑓),
𝜉
3

(H, 𝑛, 𝑛
𝑎

, 𝑓), 𝜉
4

(H, 𝑛, 𝑛
𝑎

, 𝑓), and 𝜉
5

(H, 𝑛, 𝑛
𝑎

, 𝑓), such that
the hotspot 𝑇

ℎ𝑜𝑡,𝑖𝑛𝑎

of the inactive core can be formulated by

𝑇
ℎ𝑜𝑡,𝑠

= 𝜉
1

(H, 𝑛, 𝑛
𝑎

, 𝑓)

𝑛

𝑎

∑

𝑘=1

𝑋
𝑎,𝑘

+ 𝜉
2

(H, 𝑛, 𝑛
𝑎

, 𝑓)E
𝑑𝑦𝑛

+ 𝜉
3

(H, 𝑛, 𝑛
𝑎

, 𝑓)E
𝑙𝑒𝑎,𝑎

+ 𝜉
4

(H, 𝑛, 𝑛
𝑎

, 𝑓)E
𝑙𝑒𝑎,𝑖𝑛𝑎

+ 𝜉
5

(H, 𝑛, 𝑛
𝑎

, 𝑓) .

(30)

Proof. According to (3), (23), and (28), the temperature of the
inactive core Tina can be derived as

Tina = (E − (R + (𝑛 − 𝑛a)Q)Glea,ina)
−1QGlea,a

𝑛a

∑

𝑘=1

Ta,𝑘

+ 𝑓 (E − (R + (𝑛 − 𝑛a)Q)Glea,ina)
−1

⋅QGdyn

𝑛a

∑

𝑘=1

𝑋a,𝑘 + 𝑓𝑛a (E

− (R + (𝑛 − 𝑛a)Q)Glea,ina)
−1QEdyn + 𝑛a (E

− (R + (𝑛 − 𝑛a)Q)Glea,ina)
−1QElea,a + (E

− (R + (𝑛 − 𝑛a)Q)Glea,ina)
−1

(R + (𝑛 − 𝑛a)Q)

⋅ Elea,ina + (E − (R + (𝑛 − 𝑛a)Q)Glea,ina)
−1

⋅ ((R + (𝑛 − 𝑛a)Q)G
𝑙0,ina + 𝑓𝑛aQG

𝑑0

+ 𝑛aQG
𝑙0,a

+ Z) .

(31)

Let

Φ
1

(𝑛, 𝑛a, 𝑓) = (R + (𝑛 − 𝑛a)Q)G
𝑙0,ina + 𝑓𝑛aQG

𝑑0

+ 𝑛aQG
𝑙0,a + Z,

Φ
2

(𝑛, 𝑛a) = (E − (R + (𝑛 − 𝑛a)Q)Glea,ina)
−1

.

(32)

Then, (31) can be transformed into

Tina = Φ
2

(𝑛, 𝑛a)QGlea,a

𝑛a

∑

𝑘=1

Ta,𝑘

+ 𝑓Φ
2

(𝑛, 𝑛a)QGdyn

𝑛a

∑

𝑘=1

𝑋a,𝑘

+ 𝑓𝑛aΦ2 (𝑛, 𝑛a)QEdyn + 𝑛aΦ2 (𝑛, 𝑛a)QElea,a

+Φ
2

(𝑛, 𝑛a) (R + (𝑛 − 𝑛a)Q)Elea,ina

+Φ
2

(𝑛, 𝑛a)Φ1 (𝑛, 𝑛a, 𝑓) .

(33)

According to (3), (23), and (28), the temperature of the 𝑖th
active core Ta,𝑖 can be derived as

Ta,𝑖 = (E − RGlea,a)
−1QGlea,a

𝑛a

∑

𝑘=1

Ta,𝑘 + 𝑓 (E

− RGlea,a)
−1QGdyn

𝑛a

∑

𝑘=1

𝑋a,𝑘 + 𝑓 (E − RGlea,a)
−1

⋅ RGdyn𝑋a,𝑖 + (𝑛 − 𝑛a) (E − RGlea,a)
−1QGlea,inaTina

+ 𝑓 (E − RGlea,a)
−1

(R + 𝑛aQ)Edyn + (E

− RGlea,a)
−1

(R + 𝑛aQ)Elea,a + (𝑛 − 𝑛a) (E

− RGlea,a)
−1QElea,ina + (E − RGlea,a)

−1

(𝑓RG
𝑑0

+ 𝑛a𝑓QG
𝑑0

+ RG
𝑙0,a + 𝑛aQG

𝑙0,a

+ (𝑛 − 𝑛a)QG
𝑙0,ina + Z) .

(34)

Let

Φ
3

(𝑛, 𝑛a, 𝑓) = 𝑓RG
𝑑0

+ 𝑛a𝑓QG
𝑑0

+ RG
𝑙0,a

+ 𝑛aQG
𝑙0,a + (𝑛 − 𝑛a)QG

𝑙0,ina

+ Z,

Φ
4

= (E − RGlea,a)
−1

.

(35)

Then, (34) can be transformed into

Ta,𝑖 = Φ4QGlea,a

𝑛a

∑

𝑘=1

Ta,𝑘 + 𝑓Φ
4

QGdyn

𝑛a

∑

𝑘=1

𝑋a,𝑘

+ 𝑓Φ
4

RGdyn𝑋a,𝑖 + (𝑛 − 𝑛a)Φ4QGlea,inaTina

+ 𝑓Φ
4

(R + 𝑛aQ)Edyn +Φ
4

(R + 𝑛aQ)Elea,a

+ (𝑛 − 𝑛a)Φ4QElea,ina +Φ4Φ3 (𝑛, 𝑛a, 𝑓) .

(36)
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Substitute (33) into (36), and get

Ta,𝑖 = (Φ
4

QGlea,a

+ (𝑛 − 𝑛a)Φ4QGlea,inaΦ2 (𝑛, 𝑛a)QGlea,a)

𝑛a

∑

𝑘=1

Ta,𝑘

+ 𝑓 (Φ
4

QGdyn

+ (𝑛 − 𝑛a)Φ4QGlea,inaΦ2 (𝑛, 𝑛a)QGdyn)

𝑛a

∑

𝑘=1

𝑋a,𝑘

+ 𝑓Φ
4

RGdyn𝑋a,𝑖 + 𝑓 (Φ
4

(R + 𝑛aQ)

+ 𝑛a (𝑛 − 𝑛a)Φ4QGlea,inaΦ2 (𝑛, 𝑛a)Q)Edyn

+ (Φ
4

(R + 𝑛aQ)

+ 𝑛a (𝑛 − 𝑛a)Φ4QGlea,inaΦ2 (𝑛, 𝑛a)Q)Elea,a

+ ((𝑛 − 𝑛a)Φ4Q

+ (𝑛 − 𝑛a)Φ4QGlea,inaΦ2 (𝑛, 𝑛a) (R + (𝑛 − 𝑛a)Q))

⋅ Elea,ina + (𝑛 − 𝑛a)Φ4QGlea,inaΦ2 (𝑛, 𝑛a)

⋅Φ
1

(𝑛, 𝑛a, 𝑓) +Φ
4

Φ
3

(𝑛, 𝑛a, 𝑓) .

(37)

Let
Φ
5

(𝑛, 𝑛a) = (Φ
4

QGlea,a + (𝑛 − 𝑛a)

⋅Φ
4

QGlea,inaΦ2 (𝑛, 𝑛a)QGlea,a) ,

Φ
6

(𝑛, 𝑛a, 𝑓) = 𝑓 (Φ
4

QGdyn + (𝑛 − 𝑛a)

⋅Φ
4

QGlea,inaΦ2 (𝑛, 𝑛a)QGdyn)Φ7 (𝑓)

= 𝑓Φ
4

RGdyn,

Φ
7

(𝑓) = 𝑓Φ
4

RGdyn,

Φ
8

(𝑛, 𝑛a, 𝑓) = 𝑓 (Φ
4

(R + 𝑛aQ) + 𝑛a (𝑛 − 𝑛a)

⋅Φ
4

QGlea,inaΦ2 (𝑛, 𝑛a)Q) ,

Φ
9

(𝑛, 𝑛a) = (Φ
4

(R + 𝑛aQ) + 𝑛a (𝑛 − 𝑛a)

⋅Φ
4

QGlea,inaΦ2 (𝑛, 𝑛a)Q) ,

Φ
10

(𝑛, 𝑛a) = ((𝑛 − 𝑛a)Φ4Q + (𝑛 − 𝑛a)

⋅Φ
4

QGlea,inaΦ2 (𝑛, 𝑛a) (R + (𝑛 − 𝑛a)Q)) ,

Φ
11

(𝑛, 𝑛a, 𝑓) = (𝑛 − 𝑛a)Φ4QGlea,inaΦ2 (𝑛, 𝑛a)

⋅Φ
1

(𝑛, 𝑛a, 𝑓) +Φ
4

Φ
3

(𝑛, 𝑛a, 𝑓) .

(38)

Then, (37) is transformed into

Ta,𝑖 = Φ5 (𝑛, 𝑛a)

𝑛a

∑

𝑘=1

Ta,𝑘 +Φ6 (𝑛, 𝑛a, 𝑓)

𝑛a

∑

𝑘=1

𝑋a,𝑘

+Φ
7

(𝑓)𝑋a,𝑖 +Φ8 (𝑛, 𝑛a, 𝑓)Edyn

+Φ
9

(𝑛, 𝑛a)Elea,a +Φ10 (𝑛, 𝑛a)Elea,ina

+Φ
11

(𝑛, 𝑛a, 𝑓) .

(39)

According to (39), get
𝑛a

∑

𝑘=1

Ta,𝑘 = (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

⋅ (𝑛aΦ6 (𝑛, 𝑛a, 𝑓) +Φ
7

(𝑓))

𝑛a

∑

𝑘=1

𝑋a,𝑘

+ 𝑛a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
8

(𝑛, 𝑛a, 𝑓)Edyn

+ 𝑛a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
9

(𝑛, 𝑛a)Elea,a

+ 𝑛a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
10

(𝑛, 𝑛a)Elea,ina

+ 𝑛a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
11

(𝑛, 𝑛a, 𝑓) .

(40)

Substitute (40) into (39), and get

Ta,𝑖 = Φ7 (𝑓)𝑋a,𝑖

+ (Φ
5

(𝑛, 𝑛a) (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

(𝑛aΦ6 (𝑛, 𝑛a, 𝑓)

+Φ
7

(𝑓)) +Φ
6

(𝑛, 𝑛a, 𝑓))

𝑛a

∑

𝑘=1

𝑋a,𝑘 + (𝑛aΦ5 (𝑛, 𝑛a)

⋅ (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
8

(𝑛, 𝑛a, 𝑓) +Φ
8

(𝑛, 𝑛a, 𝑓))

⋅ Edyn + (𝑛aΦ5 (𝑛, 𝑛a) (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

⋅Φ
9

(𝑛, 𝑛a) +Φ9 (𝑛, 𝑛a))Elea,a + (𝑛aΦ5 (𝑛, 𝑛a) (E

− 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
10

(𝑛, 𝑛a) +Φ10 (𝑛, 𝑛a))Elea,ina

+ 𝑛aΦ5 (𝑛, 𝑛a) (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
11

(𝑛, 𝑛a, 𝑓)

+Φ
11

(𝑛, 𝑛a, 𝑓) .

(41)

The hotspot temperature 𝑇hot,a,𝑖 of the active core can be
given by

𝑇hot,a,𝑖 = HTa,𝑖 = HΦ
7

(𝑓)𝑋a,𝑖 +H (Φ
5

(𝑛, 𝑛a)

⋅ (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

(𝑛aΦ6 (𝑛, 𝑛a, 𝑓) +Φ
7

(𝑓))

+Φ
6

(𝑛, 𝑛a, 𝑓))

𝑛a

∑

𝑘=1

𝑋a,𝑘 +H (𝑛aΦ5 (𝑛, 𝑛a)

⋅ (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
8

(𝑛, 𝑛a, 𝑓)

+Φ
8

(𝑛, 𝑛a, 𝑓))Edyn +H (𝑛aΦ5 (𝑛, 𝑛a)

⋅ (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
9

(𝑛, 𝑛a) +Φ9 (𝑛, 𝑛a))Elea,a

+H (𝑛aΦ5 (𝑛, 𝑛a) (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
10

(𝑛, 𝑛a)

+Φ
10

(𝑛, 𝑛a))Elea,ina +H (𝑛aΦ5 (𝑛, 𝑛a)

⋅ (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
11

(𝑛, 𝑛a, 𝑓)

+Φ
11

(𝑛, 𝑛a, 𝑓)) .

(42)
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Let
𝜓
1

(H, 𝑓) = HΦ
7

(𝑓) ,

𝜓
2

(H, 𝑛, 𝑛a, 𝑓) = H (Φ
5

(𝑛, 𝑛a) (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

⋅ (𝑛aΦ6 (𝑛, 𝑛a, 𝑓) +Φ
7

(𝑓)) +Φ
6

(𝑛, 𝑛a, 𝑓)) ,

𝜓
3

(H, 𝑛, 𝑛a, 𝑓) = H (𝑛aΦ5 (𝑛, 𝑛a)

⋅ (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
8

(𝑛, 𝑛a, 𝑓)

+Φ
8

(𝑛, 𝑛a, 𝑓)) ,

𝜓
4

(H, 𝑛, 𝑛a) = H (𝑛aΦ5 (𝑛, 𝑛a) (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

⋅Φ
9

(𝑛, 𝑛a) +Φ9 (𝑛, 𝑛a)) ,

𝜓
5

(H, 𝑛, 𝑛a, 𝑓) = H (𝑛aΦ5 (𝑛, 𝑛a)

⋅ (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
10

(𝑛, 𝑛a) +Φ10 (𝑛, 𝑛a)) ,

𝜓
6

(H, 𝑛, 𝑛a, 𝑓) = H (𝑛aΦ5 (𝑛, 𝑛a)

⋅ (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
11

(𝑛, 𝑛a, 𝑓)

+Φ
11

(𝑛, 𝑛a, 𝑓)) .

(43)

Then, (42) is transformed into

𝑇hot,a,𝑖 = 𝜓
1

(H, 𝑓)𝑋a,𝑖 + 𝜓
2

(H, 𝑛, 𝑛a, 𝑓)

𝑛a

∑

𝑘=1

𝑋a,𝑘

+ 𝜓
3

(H, 𝑛, 𝑛a, 𝑓)Edyn + 𝜓
4

(H, 𝑛, 𝑛a)Elea,a

+ 𝜓
5

(H, 𝑛, 𝑛a, 𝑓)Elea,ina + 𝜓
6

(H, 𝑛, 𝑛a, 𝑓) .

(44)

Substitute (40) into (33), and get

Tina = (Φ
2

(𝑛, 𝑛a)QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

⋅ (𝑛aΦ6 (𝑛, 𝑛a, 𝑓) +Φ
7

(𝑓)) + 𝑓Φ
2

(𝑛, 𝑛a)QGdyn)

⋅

𝑛a

∑

𝑘=1

𝑋a,𝑘 + (𝑛aΦ2 (𝑛, 𝑛a)

⋅QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
8

(𝑛, 𝑛a, 𝑓)

+ 𝑓𝑛aΦ2 (𝑛, 𝑛a)Q)Edyn + (𝑛aΦ2 (𝑛, 𝑛a)

⋅QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
9

(𝑛, 𝑛a)

+ 𝑛aΦ2 (𝑛, 𝑛a)Q)Elea,a + (𝑛aΦ2 (𝑛, 𝑛a)

⋅QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
10

(𝑛, 𝑛a)

+Φ
2

(𝑛, 𝑛a) (R + (𝑛 − 𝑛a)Q))Elea,ina

+ 𝑛aΦ2 (𝑛, 𝑛a)QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

⋅Φ
11

(𝑛, 𝑛a, 𝑓) +Φ
2

(𝑛, 𝑛a)Φ1 (𝑛, 𝑛a, 𝑓) .

(45)

The hotspot temperature 𝑇hot,ina of the inactive core is
given by

𝑇hot,ina = HTina = H (Φ
2

(𝑛, 𝑛a)

⋅QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

⋅ (𝑛aΦ6 (𝑛, 𝑛a, 𝑓) +Φ
7

(𝑓)) + 𝑓Φ
2

(𝑛, 𝑛a)QGdyn)

⋅

𝑛a

∑

𝑘=1

𝑋a,𝑘 +H (𝑛aΦ2 (𝑛, 𝑛a)

⋅QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
8

(𝑛, 𝑛a, 𝑓)

+ 𝑓𝑛aΦ2 (𝑛, 𝑛a)Q)Edyn +H (𝑛aΦ2 (𝑛, 𝑛a)

⋅QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
9

(𝑛, 𝑛a)

+ 𝑛aΦ2 (𝑛, 𝑛a)Q)Elea,a +H (𝑛aΦ2 (𝑛, 𝑛a)

⋅QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

Φ
10

(𝑛, 𝑛a)

+Φ
2

(𝑛, 𝑛a) (R + (𝑛 − 𝑛a)Q))Elea,ina

+H (𝑛aΦ2 (𝑛, 𝑛a)QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

⋅Φ
11

(𝑛, 𝑛a, 𝑓) +Φ
2

(𝑛, 𝑛a)Φ1 (𝑛, 𝑛a, 𝑓)) .

(46)

Let
𝜉
1

(H, 𝑛, 𝑛a, 𝑓)

= H (Φ
2

(𝑛, 𝑛a)QGlea,a (E − 𝑛aΦ5 (𝑛, 𝑛a))
−1

(𝑛aΦ6 (𝑛,

𝑛a, 𝑓) +Φ
7

(𝑓)) + 𝑓Φ
2

(𝑛, 𝑛a)QGdyn) ,

𝜉
2

(H, 𝑛, 𝑛a, 𝑓) = H (𝑛aΦ2 (𝑛, 𝑛a)QGlea,a (E − 𝑛aΦ5 (𝑛,

𝑛a))
−1

Φ
8

(𝑛, 𝑛a, 𝑓) + 𝑓𝑛aΦ2 (𝑛, 𝑛a)Q) ,

𝜉
3

(H, 𝑛, 𝑛a) = H (𝑛aΦ2 (𝑛, 𝑛a)QGlea,a (E − 𝑛aΦ5 (𝑛,

𝑛a))
−1

Φ
9

(𝑛, 𝑛a) + 𝑛aΦ2 (𝑛, 𝑛a)Q) ,

𝜉
4

(H, 𝑛, 𝑛a, 𝑓) = H (𝑛aΦ2 (𝑛, 𝑛a)QGlea,a (E − 𝑛aΦ5 (𝑛,

𝑛a))
−1

Φ
10

(𝑛, 𝑛a) +Φ2 (𝑛, 𝑛a) (R + (𝑛 − 𝑛a)Q)) ,

𝜉
5

(H, 𝑛, 𝑛a, 𝑓) = H (𝑛aΦ2 (𝑛, 𝑛a)QGlea,a (E − 𝑛aΦ5 (𝑛,

𝑛a))
−1

Φ
11

(𝑛, 𝑛a, 𝑓) +Φ
2

(𝑛, 𝑛a)Φ1 (𝑛, 𝑛a, 𝑓)) .

(47)

Then, (46) is transformed into

𝑇hot,𝑠 = 𝜉1 (H, 𝑛, 𝑛a, 𝑓)

𝑛a

∑

𝑘=1

𝑋a,𝑘 + 𝜉2 (H, 𝑛, 𝑛a, 𝑓)Edyn

+ 𝜉
3

(H, 𝑛, 𝑛a, 𝑓)Elea,a

+ 𝜉
4

(H, 𝑛, 𝑛a, 𝑓)Elea,ina + 𝜉5 (H, 𝑛, 𝑛a, 𝑓) .

(48)



Mathematical Problems in Engineering 9

According toTheorem 3, it can be known that the hotspot
temperature of any core can be expressed as the linear
function of IPCs of all cores.

Theorem 4. Suppose that (a) the random variable 𝑋
𝑎,𝑖

for
the IPC follows normal distribution with the mean 𝜇

𝑋

and
the variance 𝜎

2

𝑋

, that is, 𝑋
𝑎,𝑖

∼ 𝑁(𝜇
𝑋

, 𝜎
2

𝑋

); (b) the tasks
running on different cores are mutually independent; that is,
𝑋
𝑎,𝑖

and 𝑋
𝑎,𝑗

are independent for 1 ≤ ∀𝑖, 𝑗 ≤ 𝑚; and (c)
workload balancing techniques are used in the processor, such
that 𝑋

𝑎,𝑖

and 𝑋
𝑎,𝑗

follow the same normal distribution. Then
there exist functions 𝜇

𝑇,𝑎

(H, 𝑛, 𝑛
𝑎

, 𝑓) and 𝜎
𝑇,𝑎

2

(H, 𝑛, 𝑛
𝑎

, 𝑓),
such that the hotspot temperature 𝑇

ℎ𝑜𝑡,𝑎,𝑖

of the active core
follows the normal distributionwithmean𝜇

𝑇,𝑎

(H, 𝑛, 𝑛
𝑎

, 𝑓) and
variance 𝜎

𝑇,𝑎

2

(H, 𝑛, 𝑛
𝑎

, 𝑓); that is,

𝑇
ℎ𝑜𝑡,𝑎,𝑖

∼ 𝑁(𝜇
𝑇,𝑎

(H, 𝑛, 𝑛
𝑎

, 𝑓) , 𝜎
𝑇,𝑎

2

(H, 𝑛, 𝑛
𝑎

, 𝑓)) . (49)

There exist functions 𝜇
𝑇,𝑖𝑛𝑎

(H, 𝑛, 𝑛
𝑎

, 𝑓) and 𝜎
𝑇,𝑖𝑛𝑎

2

(H, 𝑛, 𝑛
𝑎

, 𝑓),
such that the hotspot temperature 𝑇

ℎ𝑜𝑡,𝑖𝑛𝑎

of the inactive core
follows the normal distribution with mean 𝜇

𝑇,𝑖𝑛𝑎

(H, 𝑛, 𝑛
𝑎

, 𝑓)

and variance 𝜎
𝑇,𝑖𝑛𝑎

2

(H, 𝑛, 𝑛
𝑎

, 𝑓); that is,

𝑇
ℎ𝑜𝑡,𝑖𝑛𝑎

∼ 𝑁(𝜇
𝑇,𝑖𝑛𝑎

(H, 𝑛, 𝑛
𝑎

, 𝑓) , 𝜎
𝑇,𝑖𝑛𝑎

2

(H, 𝑛, 𝑛
𝑎

, 𝑓)) .

(50)

Proof. According to (29), get

𝑇hot,a,𝑖 = (𝜓
1

(H, 𝑛, 𝑛a, 𝑓) + 𝜓
2

(H, 𝑛, 𝑛a, 𝑓))𝑋a,𝑖

+ 𝜓
2

(H, 𝑛, 𝑛a, 𝑓)

𝑛a

∑

𝑘=1

𝑘 ̸=𝑖

𝑋a,𝑘

+ 𝜓
3

(H, 𝑛, 𝑛a, 𝑓)Edyn

+ 𝜓
4

(H, 𝑛, 𝑛a, 𝑓)Elea,a

+ 𝜓
5

(H, 𝑛, 𝑛a, 𝑓)Elea,ina + 𝜓
6

(H, 𝑛, 𝑛a, 𝑓) .

(51)

The norm-distributed random variables 𝑋a,𝑖 and 𝑋a,𝑗 are
independent in the case of 1 ≤ ∀𝑖, 𝑗 ≤ 𝑚, so that the
linear combination (𝜓

1

(H, 𝑛, 𝑛a, 𝑓) + 𝜓
2

(H, 𝑛, 𝑛a, 𝑓))𝑋a,𝑖 +

𝜓
2

(H, 𝑛, 𝑛a, 𝑓)∑
𝑛a
𝑘=1,𝑘 ̸=𝑖

𝑋a,𝑘 of 𝑋a,𝑖 still follows the normal
distribution.

All elements Edyn,𝑘 in the random vector Edyn follow nor-
mal distribution and are independent, so that the linear com-
bination 𝜓

3

(H, 𝑛, 𝑛a, 𝑓)Edyn of all elements in Edyn follows
normal distribution. In the sameway,𝜓

4

(H, 𝑛, 𝑛a, 𝑓)Elea,a and
𝜓
5

(H, 𝑛, 𝑛a, 𝑓)Elea,ina also follow normal distribution.
(𝜓
1

(H, 𝑛, 𝑛a, 𝑓) + 𝜓
2

(H, 𝑛, 𝑛a, 𝑓))𝑋a,𝑖, 𝜓
2

(H, 𝑛, 𝑛a,
𝑓)∑
𝑛a
𝑘=1,𝑘 ̸=𝑖

𝑋a,𝑘, 𝜓
3

(H, 𝑛, 𝑛a, 𝑓)Edyn, 𝜓
4

(H, 𝑛, 𝑛a, 𝑓)Elea,a,
and 𝜓

5

(H, 𝑛, 𝑛a, 𝑓)Elea,ina all follow normal distribution and
are mutually independent, so that 𝑇hot,a,𝑖 follows normal

distribution, where the mean 𝜇
𝑇,ina(H, 𝑛, 𝑛a, 𝑓) is calculated

by

𝜇
𝑇,a (H, 𝑛, 𝑛a, 𝑓)

= (𝜓
1

(H, 𝑓) + 𝑛a𝜓
2

(H, 𝑛, 𝑛a, 𝑓)) 𝜇
𝑋

+ 𝜓
3

(H, 𝑛, 𝑛a, 𝑓)𝜇
𝐸𝑑

+ 𝜓
4

(H, 𝑛, 𝑛a)𝜇
𝐸a

+ 𝜓
5

(H, 𝑛, 𝑛a, 𝑓)𝜇
𝐸ina + 𝜓6 (H, 𝑛, 𝑛a, 𝑓)

(52)

and the variance 𝜎
𝑇,ina
2

(H, 𝑛, 𝑛a, 𝑓) is calculated by

𝜎
𝑇,a
2

(H, 𝑛, 𝑛a, 𝑓)

= (𝜓
1

(H, 𝑓) + 𝜓
2

(H, 𝑛, 𝑛a, 𝑓))
2

𝜎
2

𝑋

+ (𝑛a − 1)𝜓
2

2

(H, 𝑛, 𝑛a, 𝑓) 𝜎
2

𝑋

+ 𝜓
3

2

(H, 𝑛, 𝑛a, 𝑓)𝜎
2

𝐸𝑑

+ 𝜓
4

2

(H, 𝑛, 𝑛a)𝜎
2

𝐸a

+ 𝜓
5

2

(H, 𝑛, 𝑛a, 𝑓)𝜎
2

𝐸ina.

(53)

In the same way, 𝜉
1

(H, 𝑛, 𝑛a, 𝑓)∑
𝑛a
𝑘=1

𝑋a,𝑘, 𝜉2(H, 𝑛, 𝑛a,
𝑓)Edyn, 𝜉3(H, 𝑛, 𝑛a, 𝑓)Elea,a, and 𝜉4(H, 𝑛, 𝑛a, 𝑓)Elea,ina in (30)
all follow the normal distribution and are mutually indepen-
dent, so that 𝑇hot,𝑠 follows the normal distribution, where the
mean 𝜇

𝑇,𝑠

(H, 𝑛, 𝑛a, 𝑓) is calculated by

𝜇
𝑇,𝑠

(H, 𝑛, 𝑛a, 𝑓) = 𝑛a𝜉1 (H, 𝑛, 𝑛a, 𝑓) 𝜇
𝑋

+ 𝜉
2

(H, 𝑛, 𝑛a, 𝑓)𝜇
𝐸𝑑

+ 𝜉
3

(H, 𝑛, 𝑛a)𝜇
𝐸a

+ 𝜉
4

(H, 𝑛, 𝑛a, 𝑓)𝜇
𝐸ina

+ 𝜉
5

(H, 𝑛, 𝑛a, 𝑓)

(54)

and the variation 𝜎
𝑇,𝑠

2

(H, 𝑛, 𝑛a, 𝑓) is calculated by

𝜎
𝑇,𝑠

2

(H, 𝑛, 𝑛a, 𝑓) = 𝑛a𝜉1
2

(H, 𝑛, 𝑛a, 𝑓) 𝜎
2

𝑋

+ 𝜉
2

2

(H, 𝑛, 𝑛a, 𝑓)𝜎
2

𝐸𝑑

+ 𝜉
3

2

(H, 𝑛, 𝑛a)𝜎
2

𝐸a

+ 𝜉
4

2

(H, 𝑛, 𝑛a, 𝑓)𝜎
2

𝐸ina.

(55)

According toTheorem 4, it can be known that the hotspot
temperature of any core follows the normal probabilistic
distribution.

6. Frequency Analysis

The zero-slack policy is used as the DTM strategy of proces-
sors, that is, the speed of processor is set to a value which
makes the temperature of the hotspot be the threshold [7].
However, the frequencies are discrete in this work.Therefore,
in most cases, there is no frequency in the set of frequencies
making the hotspot temperature be the threshold exactly.
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Theorem 5. Let 𝐹𝑆𝑒𝑡 = {𝑓
1

, . . . , 𝑓
𝜋

, 𝑓
𝜋+1

, . . . , 𝑓
𝑓𝑐𝑜𝑢𝑛𝑡

}

be the set of frequencies of multicore processors, where
𝑓
1

< ⋅ ⋅ ⋅ < 𝑓
𝜋

< 𝑓
𝜋+1

< ⋅ ⋅ ⋅ < 𝑓
𝑓𝑐𝑜𝑢𝑛𝑡

; then the probabilistic
distribution of the frequency f follows

𝑃 {𝑓 = 𝑓
𝜋

} =

{

{

{

𝑃 {𝑇
ℎ𝑜𝑡,𝑎

(𝑛
𝑎

, 𝑓
𝜋

) < 𝑇V𝑎𝑙V𝑒} , 𝑓
𝜋

= 𝑓
𝑐𝑜𝑢𝑛𝑡

𝑃 {𝑇
ℎ𝑜𝑡,𝑎

(𝑛
𝑎

, 𝑓
𝜋

) ≤ 𝑇V𝑎𝑙V𝑒} − 𝑃 {𝑇
ℎ𝑜𝑡,𝑎

(𝑛
𝑎

, 𝑓
𝜋+1

) ≤ 𝑇V𝑎𝑙V𝑒} , 𝑓
𝜋

< 𝑓
𝑐𝑜𝑢𝑛𝑡

,

(56)

where𝑇
ℎ𝑜𝑡,𝑎

(𝑛
𝑎

, 𝑓
𝜋

) is the function of the number of active cores
𝑛
𝑎

and the frequency 𝑓
𝜋

, representing the hotspot temperature
of the active core, and 𝑇V𝑎𝑙V𝑒 is the temperature threshold of the
processor.

Proof. When 𝑓
𝜋

= 𝑓count, according to the zero-slack DTM
policy, obviously,

𝑃 {𝑓 = 𝑓
𝜋

} = 𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇valve} . (57)

When 𝑓
𝜋

< 𝑓count, then the probabilities of 𝑓 = 𝑓
𝜋

can be
broken into two cases:

(a) if 𝑇hot,a(𝑛a, 𝑓𝜋) > 𝑇hot,a(𝑛a, 𝑓𝜋+1), according to the
zero-slack DTM strategy, the probability of 𝑓 = 𝑓

𝜋

is 0; that is,

𝑃 {𝑓 = 𝑓
𝜋

| 𝑇hot,a (𝑛a, 𝑓𝜋) > 𝑇hot,a (𝑛a, 𝑓𝜋+1)} = 0; (58)

(b) if 𝑇hot,a(𝑛a, 𝑓𝜋) ≤ 𝑇hot,a(𝑛a, 𝑓𝜋+1), the probability of
𝑓 = 𝑓

𝜋

is given by

𝑃 {𝑓 = 𝑓
𝜋

| 𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇hot,a (𝑛a, 𝑓𝜋+1)}

= 𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇valve, 𝑇hot,a (𝑛a, 𝑓𝜋+1)

> 𝑇valve | 𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇hot,a (𝑛a, 𝑓𝜋+1)} .

(59)

The right-hand side of (59) can be derived by

𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇valve, 𝑇hot,a (𝑛a, 𝑓𝜋+1)

> 𝑇valve | 𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇hot,a (𝑛a, 𝑓𝜋+1)}

= 𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇valve} − 𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋)

≤ 𝑇valve, 𝑇hot,a (𝑛a, 𝑓𝜋+1) ≤ 𝑇valve | 𝑇hot,a (𝑛a, 𝑓𝜋)

≤ 𝑇hot,a (𝑛a, 𝑓𝜋+1)} ,

𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇valve, 𝑇hot,a (𝑛a, 𝑓𝜋+1)

≤ 𝑇valve | 𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇hot,a (𝑛a, 𝑓𝜋+1)}

= 𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋+1) ≤ 𝑇valve} .

(60)

According to (59) and (60), get

𝑃 {𝑓𝑇hot,a = (𝑛a, 𝑓𝜋) 𝑓𝜋 ≤ 𝑇hot,a (𝑛a, 𝑓𝜋+1)}

= 𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇valve}

− 𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋+1) ≤ 𝑇valve} .

(61)

Hence, when 𝑓
𝜋

< 𝑓count, according to (58) and (61), get

𝑃 {𝑓 = 𝑓
𝜋

} = 𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋) ≤ 𝑇valve}

− 𝑃 {𝑇hot,a (𝑛a, 𝑓𝜋+1) ≤ 𝑇valve} .
(62)

Therefore, according to Theorem 5 the probabilistic dis-
tribution of the set of frequencies can be obtained based on
the assumption that the zero-slack policy is used.

Given the probabilistic distribution of the frequency and
the mean of hotspot temperature of the active core for a
certain frequency, the average hotspot temperature of the
active core 𝑇

aver
hot,a can be obtained by

𝑇
aver
hot,a = ∑

𝑓∈𝐹Set
𝜇
𝑇,a (H, 𝑛, 𝑛a, 𝑓) ⋅ 𝑃 (𝑓) , (63)

where 𝐹Set = {𝑓
1

, . . . , 𝑓
𝜋

, 𝑓
𝜋+1

, . . . , 𝑓
𝑓count} denotes the set

of frequencies of multicore processors and 𝑃(𝑓) denotes the
probability that the frequency is 𝑓; 𝜇

𝑇,a(H, 𝑛, 𝑛a, 𝑓) denotes
the mean of hotspot temperature of the active core given the
frequency 𝑓.

7. Experimental Results

7.1. Experimental Methodology. Amulticore version of Alpha
21264 processor is used as the processor model in our
experiment [24], and there are eight cores in the processor.
The cores have two working states, active state and inac-
tive state, and the working state of each core can be set
separately. The processor employs a global DFS technique,
which means that frequencies of all cores in the processor
are scaled uniformly. There are four discrete frequencies
used by the processor, that is, 1.5 GHz, 2GHz, 2.5 GHz, and
3GHz. To facilitate analysis, the frequencies are normalized
into the interval [0, 1], so that the maximum frequency is
normalized to 1. After normalization, the set of frequencies
is {0.5, 0.67, 0.83, 1}. According to our previous work, the
hotspot of Alpha 21264 processor is the branch predictor
[18]. So the second element of the hotspot selection vector
H, corresponding to the branch predictor, is set to 1, and the
other elements are set to 0 s.The thermal threshold, that is, the
maximum temperature allowed by processor, is set to 100∘C.

TheHotSpot is used as the thermalmodel of themulticore
processor, and the parameters such as thermal conductance
and capacitance are set to default values of HotSpot sim-
ulation tool [3]. In order to construct the linear model of
dynamic power, PTScalar is modified to obtain both the
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dynamic power profiles of each functional unit in Alpha
21264 processor and the IPC profiles [25]. The parameters of
PTScalar are set to default values as well. The mean 𝜇

𝑋

and
variance 𝜎

2

𝑋

of norm-distributed 𝑋a,𝑖 are determined using
IPC profiles based on the maximum likelihood estimation.
Some representative tasks such as mesa, ammp, quake, bzip,
mcf,math, and qsort fromMiBench [26] and SPECCPU2000
[27] are selected as the benchmarks. These selected tasks are
mutually independent; that is, no task takes precedence over
the others, so the tasks can be parallel executed at the task
level. In addition, workload balancing techniques are used in
the processor. A task is not fixed on a core, and the tasks can
be migrated among all cores such that the IPCs of different
cores are equal. The simple linear regression analysis is used
to determine the coefficients Gdyn and G

𝑑0

in (21), and the
variance 𝜎2

𝐸𝑑

of regression residuals Edyn is obtained.
The leakage power is the nonlinear monotonic increasing

function of temperature, which is given by [25]

𝑃
𝑙

= 𝛼 ⋅ 𝑇
2

⋅ 𝑒
𝛾/𝑇

+ 𝛽, (64)

where 𝛼, 𝛽, and 𝛾 are parameters which depend on topology,
size, technology, and design of processors. In order to
construct the linear model of leakage power, (64) is regressed
linearly to determine the coefficients Glea,a and G

𝑙0,a in (22)
and the coefficients Glea,ina and G

𝑙0,ina in (24), as well as
the variance 𝜎2

𝐸a and 𝜎
2

𝐸ina of regression residuals Elea,a and
Elea,ina. The parameters 𝛼, 𝛽, and 𝛾 are set to the default
values of PTScalar. The smaller the range of temperature,
the higher the linear correlation between leakage power and
temperature [7]. The temperature of a processor using DTM
techniques does not exceed the maximum value, and the
lower temperature has no impact on the design optimization
of thermal-aware processors. Therefore, the linear regression
analysis of leakage powers is performed at the temperature
interval between 60∘C and 100∘C, and the regression results
are used to estimate the leakage power at the whole tempera-
ture interval.

7.2. Estimated Accuracy. For the hotspot of the processor,
that is, the branch predictor, Figure 3 shows the comparison
between the actual value and the estimated value of leakage
power for active cores, and Figure 4 shows that for inactive
cores. A higher estimation accuracy of leakage power is
obtained at the temperature interval between 60∘C and 100∘C
at the cost of lower accuracy at the other intervals.

After regression analysis, the dynamic and leakage power
can be estimated with the linear model in (21), (22), and
(24). Figure 5 shows the estimation error rate of the dynamic
power and that of the leakage power for active cores and
inactive cores in thermal range between 60∘C and 100∘C. It
can be seen that the error rates of the dynamic powers for
different functional units have significant variations. For the
decoder, the estimation error rate of dynamic power is only
2.62% but 10.14% for the floating point register (FPReg). The
reason for this fact is that the linear correlations between
the IPC and the dynamic powers for various functional
units are different. Lower error rate results from higher
correlation. Obviously, the IPC and the dynamic power of
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Figure 3: Leakage power estimation of hotspot for active cores.
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Figure 4: Leakage power estimation of hotspot for inactive cores.

the decoder have the highest linear correlation, while the
IPC and that of FPReg have the lowest linear correlation.
It can also be seen from Figure 5 that the estimation error
rates of leakage power for both active cores and inactive
cores are similar. The estimation error rates of leakage power
for active cores are between 3.15% and 3.26%, and those for
inactive cores are between 3.06% and 5.91%. This is because
the temperature and the leakage power of various functional
units have similar linear correlations. In order to consider the
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Table 1: Means (𝜇) and standard deviations (𝜎) of hotspot temperature distribution for active cores.

Number of active cores Frequency of 0.5 Frequency of 0.67 Frequency of 0.83 Frequency of 1
𝜇 (∘C) 𝜎 𝜇 (∘C) 𝜎 𝜇 (∘C) 𝜎 𝜇 (∘C) 𝜎

6 51.93 4.03 61.25 5.40 70.02 6.69 79.35 8.06
7 59.20 4.25 69.73 5.69 79.64 7.05 90.17 8.50
8 66.69 4.48 78.46 6.00 89.54 7.43 101.31 8.95

Table 2: Means (𝜇) and standard deviations (𝜎) of hotspot temperature distribution for inactive cores.

Number of active cores Frequency of 0.5 Frequency of 0.67 Frequency of 0.83 Frequency of 1
𝜇 (∘C) 𝜎 𝜇 (∘C) 𝜎 𝜇 (∘C) 𝜎 𝜇 (∘C) 𝜎

6 40.59 1.71 47.08 2.29 53.19 2.84 59.68 3.42
7 47.78 1.95 55.46 2.61 62.69 3.23 70.37 3.89
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Figure 5: Error rate of the power estimation.

impact of estimation errors on the analysis of temperature
and frequency, the error terms Edyn, Elea,a, and Elea,ina are
introduced into the linear models of dynamic power and
leakage power as expressed in (21), (22), and (24).

7.3. Probabilistic Distribution of Temperature. Based on the
assumption that no DTM techniques are used to control
the temperature of processors, according to Theorem 4,
the probabilistic distribution of the hotspot temperatures
for both active cores and inactive cores can be obtained.
Table 1 presents the means and the standard deviations of
the probabilistic distribution of the hotspot temperature for
active cores, and the corresponding probabilistic density
curves are as shown in Figure 6. It can be seen that the
hotspot temperature of processors is not deterministic and
has significant variations for a certain number of active cores
and a certain frequency. The number of active cores and the
running frequency simultaneously determine the range in
which the temperature lies and the probabilistic distribution
of the hotspot temperature. For the same running frequency,
more active cores will yield higher temperature, and vice
versa. For the same number of active cores, higher frequency
will bring higher temperature, and vice versa. According
to the characteristics of normal distribution curve, it can

be known that the shape of probabilistic density curve
corresponds to the variations of data distribution depending
on the standard deviation of random variables. The curve
with a higher peak implies a smaller standard deviation,
that is, a lower variation of data distribution, whereas the
curve with a lower peak implies a bigger standard deviation,
that is, a larger variation; it can be seen from Figure 6 that
the probabilistic density curves corresponding to various
frequencies have different peaks. This observation implies
that the degree of temperature variation has close correlation
with working frequency, and higher frequency will yield
higher variation of temperature.

Table 2 presents the means and standard deviations of
the probabilistic distribution of the hotspot temperature for
inactive cores, and the corresponding probabilistic density
curves are as shown in Figure 7. When the number of active
cores is eight, inactive core does not exist, so there is no
case where the number of active cores is eight in Table 2
and Figure 7. The effect of the frequency and the number of
active cores at the hotspot temperature for inactive cores is the
same as that for active cores, except that the mean value and
variation of hotspot temperature of inactive cores are lower
than those of active cores under the same frequency and the
number of active cores.

7.4. Probabilistic Distribution of Frequencies. If the power-
gating and the DFS techniques are simultaneously used
to manage the temperature of a processor, according to
Theorem 5, the probabilistic distribution of working frequen-
cies can be determined. Figure 8 presents the probabilistic
distribution of frequencies when the number of active cores is
six, seven, and eight, respectively. When the frequency is less
than 1, it is implied that the hotspot temperature surpasses the
threshold, and the DFS technique is triggered to reduce the
frequency of the processor. So the probability for triggering
DFS can be obtained from the probabilistic distribution of
frequencies. Figure 9 presents the probability for triggering
DFS when the number of active cores is six, seven, and eight,
respectively.
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Figure 6: The probability density of the hotspot temperature for active cores. (a) The number of active cores is six. (b) The number of active
cores is seven. (c) The number of active cores is eight.

If a core is powered off and made inactive using the
power-gating technique, it only dissipates the leakage power
which is much less than that of an active core, so the power
dissipated by the processor is reduced significantly.When the
number of active cores is less than six, that is, more than
two cores are powered off, the decreased power makes it

enough for the rest of active cores of a processor to execute
at the full speed, and the DFS is not necessary to be triggered.
Therefore, when the number of active cores is less than six, the
frequency of the processor is constantly 1, and the probability
for triggering DFS is constantly 0. This situation is not given
in Figures 8 and 9.
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Table 3: Comparisons of temperatures between active cores with and without DFS.

Number of active cores Average hotspot temperature (∘C) Probability for exceeding
temperature threshold (%)

With DFS Without DFS With DFS Without DFS
6 79.30 79.35 0 0.52
7 88.85 90.17 0 12.37
8 93.85 101.31 0 55.84
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Figure 7:The probability density of the hotspot temperature for inactive cores. (a)The number of active cores is six. (b)The number of active
cores is seven.

It can be seen that various numbers of active cores result
in different probabilistic distributions of frequencies and
different probabilities for triggering DFS. When all cores are
powered on, the probability that the processor runs at the
maximum frequency is only 44.16%, and the probability for
triggering DFS is 55.84%.This means that all cores will run at
the full speed only when the IPCs of tasks are less. If the IPCs
increase to an extent, the running frequency will be scaled
down to control the temperature under the threshold. As
the number of active cores decreases, the probability that the
processor runs at the maximum frequency increases, and the
probability for triggering DFS decreases. When the number
of active cores is less than six, no matter what the IPCs are,
the saved power by shutting off more than two cores makes it
deterministic for the active cores to run at the full speed, so
the probability that the processor runs at the maximum fre-
quency is 100%, and the probability for triggering DFS is 0%.

7.5. Comparisons of Temperatures with and without DFS. If
theDFS technique is not used, then the processor always runs

at the full speed, that is, the running frequency is constantly 1.
So the average hotspot temperature of the active core without
the DFS can be obtained according to (52). If both the power-
gating and DFS techniques are used simultaneously for the
dynamic thermal management, then the running frequency
can be scaled to control the temperature of the processor
under the thermal threshold. According to (63), the average
hotspot temperature of the active core with the DFS can
be obtained. In terms of the average hotspot temperature
and the probability that the hotspot temperature exceeds the
threshold, Table 3 presents the comparative results between
the active cores with and without the DFS when the number
of active cores is 6, 7, and 8.

If the DFS technique is used by the processor, the running
frequency will be scaled down to reduce the temperature
once the hotspot temperature reaches the threshold. So the
hotspot temperature will not exceed the threshold; that is,
the probability that the hotspot temperature exceeds the
threshold is 0%. If the DFS technique is not used by the pro-
cessor, the running frequency is always the maximum, and
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Figure 9: Probability for triggering DFS.

the hotspot temperature is possible to exceed the threshold;
that is, the probability that the hotspot temperature exceeds
the threshold is larger than 0%.Therefore, the average hotspot
temperature of the processor with the DFS is lower than that
without the DFS.

As the number of active cores decreases, the saved power
by shutting off cores makes it more possible for the active
cores to execute at the full speed, and the effect of the DFS
on cooling down the processor weakens until it disappears.
Therefore, for the processors with and without the DFS, the

average hotspot temperatures become closer as the number of
active cores decreases, as shown in Table 3. Even though the
DFS is not used, the probability that the hotspot temperature
exceeds the threshold will reduce until 0% when more cores
are powered off.

When the number of active cores is lower than 6, that is,
more than 2 cores are powered off, no matter what speed the
processor runs at, the hotspot temperature will not exceed
the threshold, so all active cores are not necessary to trigger
the DFS for managing the temperature of the processor and
can run at the maximum frequency. Therefore, when the
number of active cores is lower than 6, the probability that
the hotspot temperature exceeds the threshold is 0%, and
the average hotspot temperatures of the processor with and
without theDFS are same.There is no differencewith theDFS
andwithout theDFSwhen the number of active cores is lower
than 6, so the comparisons in this situation are not given in
Table 3.

8. Conclusions

In this paper, a probabilistic analysis method of the tem-
perature and frequency of multicore processors is presented
taking the variation of workloads into account. It is proved
theoretically in this paper that (1) the hotspot temperatures
of both active cores and inactive cores are the linear functions
of the IPC; (2) the hotspot temperature follows the normal
probabilistic distribution based on the assumption that IPCs
of all cores follow the same normal distribution; and (3) the
running frequency follows a probabilistic distribution.

From the experimental results, it can be seen that (1) the
estimation error rates of the dynamic powers for different
functional units have significant variations, indicating that
the linear correlations between the IPC and the dynamic
powers for various functional units are different; (2) the
estimation error rates of leakage powers for both active
cores and inactive cores are similar, showing similar linear
correlations between temperature and leakage power across
various functional units; (3) a higher estimation accuracy of
leakage powers can be obtained at the temperature interval
between 60∘C and 100∘C at the cost of lower accuracy at
other intervals; (4) the hotspot temperature of the proces-
sor is not deterministic and has significant variation for
a certain number of active cores and a certain frequency,
and the number of active cores and the running frequency
determine simultaneously the probabilistic distribution of
hotspot temperature; and (5) various numbers of active cores
result in different probabilistic distributions of frequencies
and different probabilities for triggering DFS.
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We present a new type of soft-core processor called the “Data-Flow Soft-Core” that can be implemented through FPGA technology
with adequate interconnect resources. This processor provides data processing based on data-flow instructions rather than control
flow instructions. As a result, during an execution on the accelerator of the Data-Flow Soft-Core, both partial data and instructions
are eliminated as traffic for load and store activities. Data-flow instructions serve to describe a program and to dynamically change
the context of a data-flowprogramgraph inside the accelerator, on-the-fly.Our proposed design aims at combining the performance
of a fine-grained data-flow architecture with the flexibility of reconfiguration, without requiring a partial reconfiguration or new bit-
stream for reprogramming it. The potential of the data-flow implementation of a function or functional program can be exploited
simply by relying on its description through the data-flow instructions that reprogram the Data-Flow Soft-Core. Moreover, the
data streaming process will mirror those present in other FPGA applications. Finally, we show the advantages of this approach by
presenting two test cases and providing the quantitative and numerical results of our evaluations.

1. Introduction

There is still a slight inclination of part of the High-
Performance Computing (HPC) community to embrace the
data-flow ideas in order to speed up the execution of scientific
applications. The reasons are mostly of a pragmatic nature
rather than technical [1–4]. A dominant reason why the HPC
community and, in particular, the applications programmers
do not pay more attention to the advanced data-flow archi-
tecture ideas is due to the fact that, in the past, very high-
performance data-flow systems of commercial gradewere not
readily available on the market. Simulations and relatively
low speed, low density academic prototype, and performance
inefficiencies did not make data-flow architectures attractive
to computational scientists [5, 6] because they did not offer
the opportunity to application programmers to run their
problems faster than before. However, despite general scepti-
cism for past disappointing results, it is coming out that data-
flow systems are still a valid manner to increase performance
[1]. These systems, employing Field Programmable Gate

Array (FPGA) (readily available on themarket, nowadays [7])
to implement data-flow accelerators, outperform most of the
TOP 500 supercomputers not being paradoxically included
in the list [8–10]. This happens because the (re)configurable
computing paradigm offers a performance of custom hard-
ware and flexibility of a conventional processor [11–13].
Because of this flexibility and the intellectual property
availability, the (re)configurable approach does not only
significantly accelerate a variety of applications [14] but also
constitutes a valid execution platform to form programmable
high-performance general purpose systems [15]. In particu-
lar, given its fine grain nature, the static data-flow execution
model is promising when applied to this platform [3, 16, 17].

Spatial reconfigurable computing, such as FPGAs, mas-
sively parallel systems based on soft-cores, coarse-grained
reconfigurable arrays (CGRAs), and data-flow-based cores,
accelerates applications by distributing operations across
many parallel compute resources [18]. Nowadays, FPGAs
constitute a formidable tool for prototyping more complex
reconfigurable and general purpose soft-cores, where the
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most recent ones not only incorporate Digital Signal Pro-
cessor (DSP) capabilities but also address the interconnect
issue, the number one bottleneck to system performance at
advanced nodes, although FPGAs continue to retain their
primary characteristic of being bit-programmable.

The use of soft-core processors in building parallel
systems brings in many advantages such as flexibility, the
possibility to be synthesized almost for any given target
Application-Specific Integrated Circuit (ASIC) or FPGA
technology, the possibility to describe functions through
higher abstraction levels, by using an Hardware Description
Language (HDL), and many more. However, compared to
custom implementations, soft-cores have the disadvantages
of larger size, lower performance, and higher power con-
sumption [19].

CGRAs ([15, 18, 20] give noteworthy surveys) consist
of reconfigurable processing elements (PEs) that implement
word-level operations and special-purpose interconnects
retaining enough flexibility for mapping different applica-
tions onto the system. The reconfiguration of PEs and inter-
connects is performed at word-level too. CGRAs offer higher
performance, reduced reconfiguration overhead, better area
utilization, and lower power consumption [21] compared to
fine-grain approaches. However, CGRA architectures present
several limits. Firstly, because they mainly execute loops,
CGRAs need to be coupled to other cores on which all
other parts of the program are executed. In some designs,
this coupling introduces run-time and design-time overhead.
Secondly, the interconnect structure of aCGRA is vastlymore
complex than that of a Very Long InstructionWord (VLIW).
Finally, programmers need to have a deep understanding of
the targeted CGRA architectures and their compilers in order
to manually tune their source code. This can significantly
limit programmer productivity [22].

In the past, Miller and Cocke [11] proposed a new class
of configurable computers, interconnectionmode and search
mode. In contrast with a vonNeumann-basedmachine, these
machines configured their units to execute the natural and
inherent parallelism of a program after exposing it like a data-
flow graph. Because of their configurable unit organizations,
the configurable search and interconnection modes have
constituted the basic models of data-flow machines [23].
Although there are several data-flow architectures proposed,
most of them fall into the search mode configurable [24].
Overall, only one can be classified as partially of the inter-
connection mode type and as partially of the search mode
type [25]. Differently, the Data-Flow Soft-Core processor falls
into the interconnection mode configurable machines. Our
approach differs from strengthened reconfigurable comput-
ing. For example, in aCGRA, oncemapped, a data-flow graph
is executed like what happens in a data-flow schema [26] by
means of the associated control flow; in an FPGA, the loading
of a new data-flow graph needs a configuration bit-stream
that requires, at best (partial reconfiguration), at least a delay
of tenths of 𝜇s [27]. Conversely, in our case, not only data
actually flow among actors without any associated control
flow through a customcrossbar-like interconnect, but also the
full reconfiguration time, for a new data-flow graph, requires
only a delay of a few dozen ns [17].

While configurable computing has revealed its effec-
tiveness over parallel systems based on conventional core
processors [1], how to efficiently organize resources available
at 14 nm technology or less, in terms of programmability and
lowpower consumption, remains an openquestion [28].Here
we discuss a new concept of soft-core that can be effectively
and efficiently supported by FPGAs with adequate intercon-
nect resources called the “Data-Flow Soft-Core” (hereinafter
DFSC) processor.

The idea is to make available, on a reconfigurable chip, a
processor that accelerates data processing after loading data-
flow instructions rather than control flow instructions. Data-
flow instructions, which come out from the demand-data-
driven codesign approach [29], serve here both to describe
a program and to change the structure of the data-flow
accelerator, without need of a partial or full reconfiguration.
Our design aims at providing the performance of an inter-
connection mode data-flow architecture and the flexibility of
reconfiguration, without having to pass a new bit-stream for
reprogramming the DFSC processor. We are going to show
the advantages of this approach by presenting some examples
and a test case providing their numeric evaluations.

Our main contributions can be, thus, summarized as
follows:

(i) data-flow implementation of a certain function or
functional program which can be exploited by sim-
ply relying on its description through the data-flow
instructions that will reprogram the DFSC;

(ii) inside the DFSC, data streaming occurring in a
similar way as in other reconfigurable computing
applications;

(iii) the DFSC data-flow accelerator (shortly referred to as
accelerator) which can be reprogrammed to imple-
ment a new data-flow program graph (DPG), which
represents the newprogram, by switching its contexts,
sub-DPGs fitting (containable) into the accelera-
tor, on-the-fly without the need of any bit-stream
reconfiguration;

(iv) minimal set of instructions to execute a data-flow
program;

(v) elimination of both temporary data and instructions
as traffic over the memory access busses.

The remainder of this paper is organized as follows.
Section 2 presents the DFSC ISA; Section 3 discusses related
work in this area; Section 4 describes the DFSC architecture
and explains the software toolchain; in Section 6 we discuss a
test case based on matrix multiplication with some results;
Section 7 highlights the main differences between some
CGRAs and the DFSC architecture; Section 8 provides our
conclusions.

2. The DFSC Processor Instruction Set

In contrast to a conventional soft-core processor that is
mainly based on a RISC architecture, the DFSC processor
has a custom architecture derived from the codesign process
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between the functional programming and the data-flow
execution principles, given their strict relationship. In fact,
the former can create the DPG by demanding a function
for its operands (lazy evaluation) driven by the need for the
function values. The latter can execute the DPG in data-flow
mode by consuming operands (eager evaluation). In our case
we used the functional language Chiara [30], based on the
Backus FP programming style [31], together with the homo-
geneousHigh Level Data-Flow System (hHLDS) model [32].

2.1. hHLDS Overview. The High Level Data-Flow System
(HLDS) [32] is a formal model, which describes the behavior
of directed data-flow graphs. In this model, nodes are actors
(operators) or link-spots (places to hold tokens) that can have
heterogeneous I/O conditions. Nodes are connected by arcs
from which tokens (data and control) may travel, whereas
hHLDS describes the behavior of a static data-flow graph
imposing homogeneous I/O conditions on actors but not on
link-spots. Actors can only have exactly one output and two
input arcs and consume and produce only data tokens; link-
spots represent only connections between arcs. Since hHLDS
actors do not produce control tokens, merge, switch, and
logic-gate actors defined in the classical data-flowmodel [26]
are not present. While actors are determinate, link-spots in
hHLDS may be not determinate. In hHDLS there exist two
types of link-spots: (i) joint, which represents a node with
two or more input arcs and one output arc (it makes the first
incoming valid token available to its output), and (ii) replica,
which has only one input arc and two or more output arcs
(it replicates its incoming token on each output arc). Joint
and replica can be combined to form a link-spot with more
input and output arcs. Despite the hHLDS model simplicity,
it is always possible to obtain determinate DPGs including
data-dependent cycles (proofs are given in [32]). Moreover,
the model also simplifies the design of the accelerator with
respect to the classical model as shown in Appendix A. The
main features of hHLDS can be, then, summarized as follows:

(i) Actors fire when their two input tokens are valid
(validity, an intrinsic characteristic of a token in the
hHLDS model, is a Boolean value whose semantics
is as follows: 1 (valid): the token is able to fire an
actor; 0 (not valid): the token is unable to fire an
actor), and no matter if their previous output token
has not been consumed. In this case, the actor will
replace the old output token with the new one. In a
system that allows the flow of only data tokens, this
property is essential to construct determinate cycles
(data-dependent loops).

(ii) To execute a program correctly, only one way token
flow is present as no feedback interpretation is
required.

(iii) No synchronization mechanism needs to control
the token flow; thus the model is completely asyn-
chronous.

In hHLDS, actors and link-spots are connected to form
a more complex DFGs, but the resulting DFG may be not
determinate if cycles occur because no closure property can

be guaranteed [33]. This happens for sure when the graph
includes joint nodes, which are not determinate. When the
DPG results to be determinate, we name it macroactor (mA).
Obviously, an mA is characterized by having I (mA) > 2 and
O (mA) ≥ 1, where I (mA) is the number of input arcs (in-set)
of mA and O (mA) is the number of output arcs (out-set).

2.2. The D# Assembly Language. The DFSC processor offers
programming in a custom assembly language that is also the
graphical representation language that describes the data-
flow graph of a program. It has been defined applying the
demand-data-driven approach to codesignmethodology [29]
between the functional paradigm and the hHLDS paradigm.
Since macroactor structures in D# are formed like in hHLDS,
here we only report the fundamental ones that allow the
creation of more complex structures (i.e., TEST, COND, and
IT R mAs).

TheMacroactor TEST. The simplest relational structure is the
mA TEST. It is an example of data-dependent DPG. When
coupled to its complement TEST, it forms a fundamental
building-block to create conditional and iterative mAs. TEST
is represented by a determinate and well-behaved mA with
in-set = 3 and out-set = 1 and formed connecting the
relational actor R to the actor that performs the arithmetic
operator + as shown in Figure 1(a). If 𝑎, 𝑏, 𝑐 ∈ R, its semantics
is

TEST (𝑎, 𝑏, c) =
{

{

{

𝑐 if 𝑎R 𝑏 is satisfied

⊥ otherwise.
(1)

⊥ (bottom) stands for not valid value. When the actor R
satisfies its relation on the tokens 𝑎 and 𝑏, it produces a token
that has the data value 0 (zero) and the validity “valid,” thus
the operation produces the token 𝑐.When the relational actor
R does not satisfy its relation, it produces a token that has the
data value don’t care (our choice is 0) and the validity “not
valid,” in other words, conceptually absent.

TheMacroactor COND. The simplest conditional structure is
the mA COND, shown in Figure 1(b). It forms the building-
block to create more complex conditional structures. COND
is represented by a determinate and well-behaved mA with
in-set = 4 and out-set = 1. It is formed connecting the two
mAs TEST and TEST with a link-spot Joint. If 𝑎, 𝑏, 𝑐, 𝑑 ∈ R

and 𝑝 = 𝑎R 𝑏, its semantics is

COND (𝑎, 𝑏, 𝑐, 𝑑) =
{

{

{

𝑐 if 𝑎R 𝑏 is satisfied

𝑑 otherwise.
(2)

The Macroactor IT R. The iterative data-depend structure is
the mA IT R. It constitutes the building-block to create more
complex data-dependent iterative structures. It is represented
by a determinate andwell-behavedmacronodewith in-set = 2
and out-set = 1. IT R is formed connecting the twomAsTEST
and TEST, a macroactor mA

1
or an arithmetic actor, and

the actor LST (loop start) as shown in Figure 1(c). The LST
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Figure 1: The basic macroactors in D#.

semantics is the following: at the first firing the right token
is selected, while the left token is selected for the subsequent
firings. If 𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓 ∈ R, its semantics is

IT R (𝑎, 𝑏,mA) =
{

{

{

IT R if 𝑐R 𝑑 is satisfied

𝑓 otherwise.
(3)

Observing Figure 1(c), we point out that if mA
1
is an IT R

macroactor as well, the figure represents a determinate and
well-behaved nested-data-dependent iterative structure.

D# Definition. D# programming system is a tuple (𝐴, 𝑇, 𝐹),
where 𝐴 is the set of actor number identifiers, 𝑇 is a set
of tokens and the undefined special one ⊥ (called bottom),
generally used to denote errors, and 𝐹 is a set of operators
from tokens to tokens.

In D# language a program is a collection of standard
instructions named expressions that form a DPG. Each
expression refers to an actor and specifies its functionality. It
is so organized:

⟨a⟩ , ⟨f⟩ , ⟨t𝐿⟩ , ⟨t𝑅⟩ , ⟨d𝑂⟩ , (4)

where a is the identifier number of the actor, f is the operation
that the actor has to perform, t

𝐿
and t

𝑅
are the left and

right input tokens, and d
𝑂
is the identifier of the actor num-

ber/numbers that has/have to receive the operation result. If
the result is a final one, d

𝑂
is tagged out. If d

𝑂
is a list of inte-

gers separated by the - (dash) character, each corresponding
actor in the list will receive the value produced. Regarding t

𝐿

and t
𝑅
, the language distinguishes external and internal data

values.

External Data. If the data is known at compile time, its value
starts with the % character. Once a value is consumed, it
becomes not valid; if it is known only at run-time, for exam-
ple, produced by an external event, then it is represented with
a marker of two % characters; if it is a constant value of the
program, its value ends with the% and remains valid until the
context does not change.

Internal Data. It is the value that an actor produces for
another actor. It remains valid until the producer does not

Table 1: DFSC operator set.

Arithmetic ADD SUB MULT DIV
Comparison EQ NEQ GE GT LE LT
Special ABS LST SL SR

fires again; it is an integer that represents the identifier
number of the producing actor.

All the identifier actor numbers present in D# notation
play the basic role to correctly and simply generate the code
for the configurable network inside the data-flow execution
engine and to allow using available software tools that can
efficiently carry out the mapping phase.

2.3. The Elemental Operator Set. As a result of the codesign
process between D# and hHLDS, we have determined a set
of elemental operators which is functionally complete in the
sense of the Backus FP style; more complex functions (higher
order) are created by applying the metacomposition rule
(combining primitive operators it is possible to change small
programs into larger ones and produce new functions by
applying functionals) and are consistent with hHLDS. Conse-
quently, a program written in functional language consistent
with the FP style, which includes this set, can be always trans-
lated at first hand in D#.Then the corresponding DPG can be
directly executed by theDFSCprocessor. Table 1 shows the set
of elemental operators. As it can be observed, this set does not
include logical operators because hHLDSdoes not admit con-
trol tokens. However, their functionality can be expressed by
higher order functions. The special operator ABS , prefixed
with an arithmetic operator, produces the absolute value of
the corresponding operation. LST is the loop start operator
employed in data-dependent cycles, and SL and SR are the
operators that select the left and right actor tokens, respec-
tively.

As an example of a code in D# language, consider a
sample program that receives in streaming couples of a and
b values in order to compute their absolute value. If the value
is greater than 0.1, token 5 is selected, otherwise token 8.
Finally, the result is scaled by a factor of 3. The code and its
graphical representation are shown in Figures 2(a) and 2(b),
respectively.Wewould like to point out that the two actorsGT
(greater) and LE (less or equal) aremutually exclusive, so only
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Figure 2: Example of a program in (a) D# language and (b) DPG graphical representation.

an actor that satisfies the predicate produces a valid token
whose value is 0, while the other produces a nonvalid (don’t
care) token. This feature simplifies the design of the DFSC
accelerator making it possible to use only identical data-flow
functional units (DFUs) and only data wires to connect them.
During the translation of a D# code, the assembler generates
threemachine codes that describe aDPGoperation: the graph
interconnect code, which defines the interconnection between
actors; the actor operating code, which defines the operation
that an actor has to execute and its role in the DPG; and the
input token-value code, which defines the input values that
the actor has to receive in order to initiate the computation.
Unlike with conventional instructions, this split makes it
feasible to run a DPG by first configuring the accelerator
within the DPG context and then activating its execution
via the program input tokens. It is possible to overlap an
execution and a new context preloading.

When aDPG (the abstract entity in hHLDS) is loaded into
theDFSC, it happens that (1) eachDPGactor (abstract entity)
is turned into one DFU (physical entity) such that the actor
firing rules become the data-flow functional unit activation
rules; (2) each arc/link-spot (abstract entity) that connects
two/more than two DPG actors is turned into a wire/wire-
junction inside the interconnection network (physical entity)
that connects two/more than two data-flow functional units;
(3) each token, that is, its data and validity (abstract entity), is
turned into a data value and its validity signal (physical entity)
so that the self-scheduling of a DFU can happen.

3. Related Work

There exist several researches that investigate new architec-
tural proposals for data-flow processors using FPGA as com-
putation model. However, our data-flow machine is unique
with respect to them because its reconfigurable processor
executes data-flow program graph contexts only modifying
the code of a custom interconnection and the operation codes
of the computing units, that is, the actors of the data-flow
program graph.

A major recent data-flow project that investigated
how to exploit program parallelism with many-core
technology is TERAFLUX [34–39]. Its challenging goal was
to develop a coarse grain data-flow model to drive fine grain
multithreaded or alternative/complementary computations
employing Teradevice chips [40, 41]. However, the project
did not address aspects on how to directly map and execute
data-flow program graphs and how to tackle the dark silicon
risk, but it rather introduced the concept of data-flow
threads, DF-threads, and their memory model [42], which
permits the execution of data-flow programs that also use
shared-memory.

Among less recent, but still interesting FPGA-based
reconfigurable architectures, we only considered those sim-
ilar to our data-flow machine. TRIPS architecture [43] is
based on a hybrid von Neumann/data-flow architecture
that combines an instance of coarse-grained, polymorphous
grid processor core, with an adaptive on-chip memory
system. TRIPS uses three different execution modes, focus-
ing on instruction-, data-, or thread-level parallelism. The
WaveScalar architecture [44], on the other hand, totally aban-
dons the program counter. Both TRIPS and WaveScalar take
a hybrid static/dynamic approach to scheduling instruction
execution by carefully placing instructions in an array of
processing elements and then allowing execution to pro-
ceed dynamically. However, in our configurable data-flow
machine during the execution of an algorithm, it is not
necessary to fetch any instruction or data from memory.
The GRD (Genetic Reconfiguration of DSPs) chip [45] is
specialized for neural network applications. It is constituted
by a RISC processor to execute sequential tasks and 15
DSP processors to execute special tasks, connected in a
reconfigurable network of a binary-tree shape. In contrast,
the data-flow processor can execute both sequential and
special tasks and its interconnect is organized like a crossbar.
The MorphoSys chip [46] is constituted by the 8 × 8RC
Array, an array of reconfigurable cells (SIMD coprocessor)
and its context memory, a TinyRISC main processor that
executes sequential tasks, and a high-bandwidth memory
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interface. Furthermore, it uses a 2D mesh and a hierarchical
bus network. In contrast, our processor exhibits MIMD
functionality, its interconnect is like a crossbar, and its
context switch is managed by the context management
according to the operations to be executed. For pipeline
operations, the context does not change. The FPPA (Field
Programmable Processor Array) processor [47] implements
a synchronous fixed-point data-flow computational model.
It employs 16 reconfigurable processing elements (PEs), a
programmable interconnect, four 16-bit-wide bidirectional
input/output ports, and one 16-bit-wide dedicated output
port. The FPPA works in two phases: configuration, where
PEs and programmable interconnects are configured to a
specific behavior and to form a processing pipeline, and
execution, where the program memory specifies sequences
of PE and IO module “firings” individually. In the execution
phase, the FPPA reads and processes the input stream of data
and writes the result to the programmed output ports. The
asynchronous data-flow FPGA architecture [48] describes
a low-level application logic using asynchronous data-flow
functions that obey a token-based compute model. In this
FPGA architecture operators present heterogeneous I/O
actors and they operate at cell rather than at computing unit
level. Consequently, if the data-flow graph changes, they need
a new reconfiguration string. Differently, since all computing
units show homogeneous I/O conditions, in our processor,
the context switching of a new data-flow program graph only
requires the change of the operation and interconnect codes.
The WASMII [49] system employs a reconfigurable device
to implement a virtual hardware that executes a target data-
flow graph. A program is first written in a data-flow language
and then translated into a data-flow graph. The partitioning
algorithm divides the graph into multiple subgraphs so
that deadlock conditions cannot occur. However, the direct
mapping of nodes and link-spots which executes a data-flow
graph requires the reconfiguration of the device. In contrast,
our data-flow machine differs from WASMII because the
one-to-one correspondence between actors and computing
units and arcs and physical connections happens simply by
sending the operation codes to the computing units and the
configuration code to the custom interconnect.

4. The Data-Flow Soft-Core Architecture

Several reasons shaped the design of theData-Flow Soft-Core
(DFSC). First, we wanted tomap data-flow graphs onto hard-
ware in a more flexible way than traditional HLS tools [50]
allow. Second, we wanted to combine straightforward data-
flow control with an actor firing mechanism at a minimal

hardware cost. Third, we wanted to avoid the traffic gener-
ated by LOAD and STORE operations in order to improve
performance. Finally, we wanted to explore the possibility of
using primitive functions of a functional language for a more
effective translation into data-flow assembly.

The DFSC consists of two main modules (Figure 3) as
detailed in the following:

(i) data-flow accelerator (shortly accelerator), dedicated
to executing DPG contexts;

(ii) context management, dedicated to managing the
DPGcontexts and/or the data tokens list for execution
on the accelerator.

4.1.TheAccelerator Architecture. Theaccelerator is composed
of a DF-Code memory, a custom crossbar switch (DFU
interconnect), and 𝑛

𝑑
identical DFUs. Figure 4 refers to an

accelerator with 𝑛
𝑑
= 64 (64 represents a possible instance:

the actual number ofDFUs, the associatedDFU interconnect,
and theDF-Codememory can vary according to the available
on-chip resources).

DF-Code Memory. This memory stores the DPG configura-
tion (context) ready for execution.TheDFU interconnect code
memory is a register bank that is dedicated to storing the
interconnect code (2×𝑛

𝑑
×⌈log

2
𝑛
𝑑
⌉) bits.TheDFU operating

code is a register bank that stores the DFU operating codes
(𝑛
𝑑
×10-bits). To simplify the transfer of information from the

management module to the accelerator there is a dedicated
bus under the supervision of the management module.

DFU Interconnect.TheDFU interconnect, shown in Figure 6,
consists of a custom crossbar grid of wires connected by
switching elements that allow for the connection of any DFU
output to any DFU input, except itself, or to the parallel
memory processor (PMP) in the management module (see
next subsection). All switches along a column are controlled
by a ⌈log

2
𝑛
𝑑
⌉-to-𝑛

𝑑
decoder. Across a row only a valid token

can exist because if two or more switches are enabled, they
belong to some relational operation. But, in the hHLDS the
operation is constituted by two or more actors in mutual
exclusion; only the actor which satisfies the condition can
generate the valid token. This feature is essential for imple-
menting conditional and cyclic structures in conformance
with the hHLDS model. When a decoder receives its own
code, it enables the connection between the corresponding
units or the PMP. The decoder control-signals come directly
from the dedicated registers of the DFU interconnect code
memory.
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Because the interconnect handles a large number of
inputs and outputs, it is a crucial component of this architec-
ture.Therefore, its sizing is chosen based on chip capabilities.
Nevertheless, in a recent work [51], the authors have shown
that it is possible to implement a crossbar interconnecting 128
tiles with an area cost of 6% of the total.

Data-Flow Functional Unit. A DFU (architecture shown in
Figure 5) implements any hHLDS actor, as defined in Sec-
tion 2.1. It consumes two 33-bit (32-bit data and 1-bit validity)
valid tokens (DFUIn1 and DFUIn2) and produces one 33-bit
token (DFUOut). If the token is invalid, its validity bit is set
to 0. A DFU is composed of a 32-bit fixed-point extended
ALU (arithmetic and comparison, multiplier, and divider)
that implements the operator set and a 10-bit operating code
register, which holds 5 bits for the operations and 5 bits

for the DFU context (constant token, token streaming, loop,
pipelining, and conditional participation). The control unit
ensures the right behavior of an extended ALU (eALU).

Control Unit and DFU Operation. When a valid input data
token reaches the DFU, the control unit catches its validity bit
to match the partner operand. As soon as the match occurs,
an enabling signal activates the input latches that acquire the
values of two input data tokens (DFUIn1 andDFUIn2) so that
the operation stored in the register can take place; we call
this self-scheduling of the operator. After the (fixed) known
time for the eALU operation, the control unit generates the
validity bit for the output token, enables the output latch
making available the result token, and resets the values of the
two validity bits previously caught. The latches also isolate
the internal DFU activities from the activity of other DFUs.
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Afterwards, a new firing process can start. The control unit
also receives the five context bits for the eALU from the
operating code register.

Operating Code Register. This register holds 5 bits. The first
bit, when set to 1, informs the control unit that the eALU
will work in pipelining fashion because of token streaming.
The second bit, when set, informs the control unit that
the eALU is executing an LST operation. This is necessary
because LST is the only operator fired by one token. In
this case, since an eALU only executes binary operations, as
soon as a single valid token is present at one DFU input,
the control unit generates a dummy presence bit for the
other input so that the LST operation can start. The third
bit (test bit), when set, informs the control unit that the
eALU is executing a comparison operation. If the condition
is not satisfied, the control unit receives this information and
resets token validity bit so that any other related DFU that
follows it cannot fire. The last two bits—one for each input
token—inform the control unit, when set, that the related
data token will be reused. In this case the control unit sets the
corresponding validity bit immediately after the reset signal.

4.2. The Context Management Module Architecture. It is
constituted by three fundamental submodules (Figure 7).

(i) Context ConfigurationManager (CCM). Once the contexts
(i.e., the graph configuration) generated by the compiler are
stored in the context configuration memory (a small local
memory), they can be loaded dynamically into the accelerator
as soon as the SNC signal (Send-Next-Configuration) is
activated by the context scheduler submodule (see below).

(ii) Parallel Memory Processor (PMP).While the CCM takes
care of the program graph, this module takes care of the
initial input data and collects the final output data that are
processed by the accelerator. Therefore, once the scheduler
enables the SID signal (Send-Initial-Data) in this submodule,
the following actions are performed: (i) the initial data
tokens are prepared to be transferred to the accelerator
module; after having organized this transfer, (ii) the result
data tokens are collected as soon as they are ready at the
output buffer registers; when the computation ends, (iii) it
sends a termination signal to the scheduler.
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// Matrix multiplication 𝐶(2, 2) = 𝐴(2, 2) × 𝐵(2, 2)

// with 𝑎
11
= 1, 𝑎

12
= 2, 𝑎

21
= 3, 𝑎

22
= 4

// with 𝑏
11
= 5, 𝑏
12
= 6, 𝑏
21
= 7, 𝑏
22
= 8

// DP Dot Product
def DP = ! + ∘& ∗ ∘ trans

// the matrix multiplication function
&& DP ∘ & distl ∘ distr ∘ [1, trans ∘ 2]: ⟨⟨⟨1, 2⟩, ⟨3, 4⟩⟩, ⟨⟨5, 6⟩, ⟨7, 8⟩⟩⟩
stop

Box 1: Chiara code for the matrix multiplication 𝐶(2, 2) = 𝐴(2, 2) × 𝐵(2, 2).

(iii) Context Scheduler (CSC). Context scheduler (i) imple-
ments the scheduling policy (defined after the partitioning
and mapping activities) for the contexts allocated on the
CCM, (ii) sends enabling signals to the CCM (see above) and
to the PMP (see above) parallel memory processor, and (iii)
manages the interaction with the host.

5. The Programming Toolchain

To turn programs into DPGs suitable for execution on the
DFSC processor, we have developed some software tools,
represented by blocks 4–8 of the toolchain of Figure 8. Blocks
1–3, under development, are dedicated to turning applications
written in high level languages into graph contexts that the
DFSC can execute. Here we only summarize the functionality
of blocks 6–8, which is mostly beyond the scope of this paper.

(1) Block 6 partitions a DPG in contexts according to the
number of DFUs inside the accelerator.

(2) Block 7 maps contexts onto the DFSC (or more
DFSCs, if available) and creates the scheduling list for
the context scheduler of the management module.

(3) Block 8 generates the DFSC machine code.

To test the toolchain, we used Chiara language because
it maps more directly onto the DFSC assembly language and
has combinator operators which are compiled into suitable
DFU connections at the level of DPG. An example of Chiara
program code for thematrixmultiplication is shown in Box 1,
while Figure 9 shows D# code.

The program matrix multiplication has four steps, tied
by ∘ like 𝑓 ∘ 𝑔 functions, reading from right to left. Each
step is applied in turn, beginning with [1, trans ∘ 2], to the
result of its predecessor. The function dot product DP has
three steps operating on conceptual units, as well, and no step
is repeated. Moreover, this matrix multiplication program
describes the essential operations of matrix multiplication
without accounting for the process or obscuring parts of it
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Figure 9: Matrix multiplication example: (a) DFSC assembly language and (b) graphical representation.

#include <math.h>
float fun (float x){return (x∗x+3∗x - 1.75);}
int main(){
float xmd, a= -1.34, b=1.0, epserr=1e-6, fm;
do{ xmd=(a+b) / 2; fm=fun(xmd); if (fabs(fm) < epserr){ return 0;}

else{if (fun(a)∗fm < 0) b=xmd; else a=xmd;}}
while (fabs(fm) >= epserr); return 1;}

Box 2: Function root-finding with the bisection method: C code.

and yields the product of any pair ⟨𝑚, 𝑛⟩ of conformable
matrices.

Readers unfamiliar with functional programming lan-
guages can make reference to Appendix B for more details
on the Chiara language and the matrix multiplication code.

6. DFSC Evaluation

In a recent paper [1], Flynn et al. argued that unconventional
models of computation, for example, computation systems
developed by Maxeler Technologies [7], when dealing with
highly data-intensive workloads, show a better speedup than
computers listed in the Top 500, but these systems do not
appear in the Top 500 list. Also, their perspective about the
performance is thatmetric should becomemultidimensional,
measuring more than just FLOPS, for example, performance
per watt, performance per cubic foot, or performance per
monetary unit. However, the issue to evaluate radically
different models of computation, such as data-flow, remains
yet to be addressed. The reason is because, for custom data-
flow systems, the current performance metrics do not take
into account parameters, such as less power consumption, pin
throughput, and local memory size/bandwidth.

Our DFSC processor falls into the asynchronous data-
flow category. We recall that the DFSC processor is totally
asynchronous, does not store partial results during the accel-
erator run, and employs an ad hoc memory in the context
management, which acts differently from a cache, since it
manages the execution of contexts in the accelerator. Here
we evaluate the proposed architecture for two cases: cyclic
and acyclic as reference examples.The system can change the

program without uploading a new bit-stream (differently
from classical FPGA accelerators). To show the poten-
tial of the DFSC, we used two simple but quite differ-
ent algorithms—the bisection method, for finding a func-
tion roots, and the matrix multiplication—cyclic (data-
dependent), the former, and acyclic, the latter.

6.1. BisectionMethod Root-Finding. Thebisectionmethod for
finding roots of a function represents an example of data-
dependent iteration, where the cyclic flow of data is the only
algorithm requirement.Given a function𝑓(𝑥), continuous on
a closed interval [𝑎, 𝑏], such that 𝑓(𝑎) × 𝑓(𝑏) < 0, then the
function𝑓(𝑥) has at least a root (or zero) in the interval [𝑎, 𝑏].
The method calls for a repeated halving of subintervals of
[𝑎, 𝑏] containing the root. The root always converges, though
more slowly than others.

For this algorithm, we only made a qualitative evaluation
between the assembly codes for an x86 processor (the C
program in Box 2) and D# code for the DFSC. The main
reason is that a comparison time could not be fair due to the
different execution times of a cycle for both x86 technologies
(from Intel Pentium Dual CPU at 2GHz to Core(TM)-i7 at
2.76GHz) and the DFSC technology (180 𝜇m and 32 ns for
the execution time of aDFU). In fact, the run of the algorithm
code in Box 2 for finding the root requires 22 cycles, while
the execution times for the Dual CPU, the Core(TM)-i7, and
the DFSC are 29ms, 27 ns, and 8.5 𝜇s, respectively. However,
to give a sense of what happens with our processor, we
report some qualitative evaluation. Observing the two low-
level codes shown in Box 3 and Figure 10, a first interesting
point is the simplicity and intelligibility of each D# code
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.file "bisection2.c" fxch %st(3) xorl %eax, %eax

.section fxch %st(2) ret

.text.unlikely,"ax",@progbits fxch %st(1) .L10:
.LCOLDB3: .L3: fstp %st(0)
.text fld %st(0) fstp %st(0)

.LHOTB3: fmul %st(1), %st fstp %st(0)
.p2align 4,, 15 flds .LC0 fstp %st(0)
.globl fun fld %st(2) movl $1, %eax
.type fun, @function fmul %st(1), %st ret

fun: faddp %st, %st(2) .cfi endproc
.LFB33: flds .LC1 .LFE34:
.cfi startproc fsubr %st, %st(2) .size main, .-main
flds 4(%esp) fxch %st(7) .section .text.unlikely
fld %st(0) fmulp %st, %st(2) .LCOLDE13:
fmul %st(1), %st fldz .section .text.startup
fxch %st(1) fucomip %st(2), %st .LHOTE13:
fmuls .LC0 fstp %st(1) .section .rodata.cst4,"aM",@progbits,4
faddp %st, %st(1) fxch %st(1) .align 4
fsubs .LC1 fcmovbe %st(3), %st .LC0:
ret fxch %st(2) .long 1077936128
.cfi endproc fcmovnbe %st(3), %st .align 4

.LFE33: fstp %st(3) .LC1:
.size fun, .-fun fldl .LC12 .long 1071644672
.section .text.unlikely fxch %st(4) .align 4

.LCOLDE3: fucomip %st(4), %st .LC4:
.text fstp %st(3) .long 3222194776

.LHOTE3: jb .L10 .align 4
.section .text.unlikely fld %st(0) .LC5:

.LCOLDB13: fadd %st(2), %st .long 1074711128
.section fmuls .LC9 .align 4
.text.startup, "ax",@progbits fld %st(0) .LC6:

.LHOTB13: fmul %st(1), %st .long 3190690940
.p2align 4,, 15 fxch %st(4) .align 4
.globl main fmul %st(1), %st .LC8:
.type main, @function faddp %st, %st(4) .long 3215688991

main: fxch %st(3) .align 4
.LFB34: fsubp %st, %st(4) .LC9:
.cfi startproc fld %st(3) .long 1056964608
flds .LC4 fabs .section .rodata.cst8,"aM",@progbits,8
flds .LC5 fldl .LC12 .align 8
flds .LC6 fucomip %st(1), %st .LC12:
fld1 jbe .L11 .long 1073741824
flds .LC8 fstp %st(0) .long 1065646817
jmp .L3 fstp %st(0) .ident "GCC: (GNU) 5.3.1 20151207
.p2align 4,, 10 fstp %st(0) (Red Hat 5.3.1-2)"
.p2align 3 fstp %st(0) .section .note.GNU-stack,"",@progbits

.L11: fstp %st(0)

Box 3: Function root-finding with the bisection method: assembly code for a Pentium Dual CPU.

line (Section 2) compared with the x86 code. Another point
is that we can easily evaluate the time required to execute
a context without running it. Then, loaded the D# code,
the accelerator works it out asynchronously while partial
results flow between DFUs until the final result is not ready.
Because the computation gets along without storing any
partial data, another important fact of this organization is
that both temporary data and instructions are eliminated
as traffic over the memory access busses. Consequently,
avoiding the communication traffic over the accelerator, the

DFSC processor provides the advantage to naturally augment
speedup and reduce latency drastically for a given technology.

6.2. Matrix Multiplication. Matrix multiplication 𝐴(𝑛, 𝑛) ×

𝐵(𝑛, 𝑛) is an example of an intrinsically acyclic algorithm and
constitutes the kernel for many linear algebra-based applica-
tions. Despite its algorithmic simplicity, it is computationally
complex andmemory intensive,𝑂(𝑛3) for twomatrices 𝑛×𝑛.
Moreover, its algorithmperfectlymatches an interconnection
mode configurable architecture since each dot product forms
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Figure 10: Function root-finding with the bisection method.

a reversed binary-tree graph. More in general, the DFSC
processor is capable of executing any program represented by
a DPG; however, for the sake of a more effective illustration,
we prefer to focus on this simple example in this paper. For the
matrix multiplication we compared three different execution
architectures with the DFSC processor: the SIMD extension
of an x86 architecture (shortly SIMD-x86), the tile-based
FPGA architecture (shortly FPGA-tile-based) proposed by
Campbell and Khatri [52], and the Cyclops-64 chip [53].

6.2.1.TheMatrixMultiplication EvaluationModel. Given two
matrices𝐴(𝑁,𝑀) and𝐵(𝑀, 𝑃), where 𝑎

𝑖,𝑗
with 𝑖 = 1, 2, . . . , 𝑁

and 𝑗 = 1, 2, . . . ,𝑀 is an element of 𝐴 and 𝑏
𝑗,𝑘

with 𝑗 =

1, 2, . . . ,𝑀 and 𝑘 = 1, 2, . . . , 𝑃 is an element of 𝐵, the product
𝐶(𝑁, 𝑃) = 𝐴(𝑁,𝑀) × 𝐵(𝑀, 𝑃) can be expressed with 𝑛dp =

𝑁×𝑃 independent dot products (a
𝑖
⋅b
𝑘
) of the𝑁 row vectors

of 𝐴 and 𝑃 column vectors of 𝐵 whose dimensions are𝑀:

a
𝑖
= {𝑎
𝑖1
, 𝑎
𝑖2
, . . . , 𝑎

𝑖𝑀
} 𝑖 = 1, 2, . . . , 𝑁,

b
𝑘
= {𝑏
1𝑘
, 𝑏
2𝑘
, . . . , 𝑏

𝑀𝑘
} 𝑘 = 1, 2, . . . , 𝑃.

(5)

Figure 11(a) shows the DPG of the dot product in D#
graphical representationwhere LI, RI, andO represent the left
and right inputs, and the output sets of tokens, respectively, as
defined inD# language. It shapes a reversed binary-tree graph
with 2𝑀−1 actors;𝑀 are organized in one level 𝜋 of parallel
multiplications and𝑀−1 are organized in 𝑙 = ⌈log

2
𝑀⌉ levels
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Figure 11: Dot product: (a) the DPG and (b) the generalized DFSC.

of 𝜎 additions, where each level 𝑙
𝑘
∈ [1 ≤ 𝑘 ≤ 𝑙] broadens a

number 𝑛
𝜎𝑘
of parallel additions:

𝑛
𝜎𝑘
=

[
[
[

[

𝑀 − ∑
𝑘−1

𝑗=1
𝑛
𝜎𝑗

2

]
]
]

]

. (6)

Figure 11(b) shows the generalizedDFSC (shortly gDFSC)
processor (in this context, the term generalized DFSC pro-
cessor refers to an abstract DFSC processor architecture
whose resources are always sufficient to compute any one dot
product) with the related context management and data-flow
accelerator. Like actors in the DPG, DFUs in the accelerator
are organized in the same number of levels (stages); in the
context management, the parallel memory processor (PMP)
is organized in two stages—one to send the initial values
and one to receive the final value. The latency parameters,
which characterize a computation to the inside of the gDFSC
processor, can be defined as follows.

Definitions. Let {𝜏tr𝑖 : 1 ≤ 𝑖 ≤ 𝑀} be the set of latencies
required to transfer the corresponding single tokens between
the PMP and accelerator registers; let {𝜏

𝑚𝑖
: 1 ≤ 𝑖 ≤ 𝑀} be

the set of latencies that eachDFU requires for amultiplication
operation; and let {𝜏

𝑎𝑖
: 1 ≤ 𝑖 ≤ 𝑀 − 1} be the set of latencies

that eachDFU requires for an addition operation.The latency
for the token transfer between the PMP and the accelerator is
defined as 𝜏tr = max

𝑖
𝜏tr𝑖 , the latency for the multiplication is

defined as 𝜏
𝑚
= max

𝑖
𝜏
𝑚𝑖
, and the latency for the addition is

defined as 𝜏
𝑎
= max

𝑖
𝜏
𝑎𝑖
.

It follows that, for a given 𝑀, the gDFSC computes the
dot product in a time 𝑡dp:

𝑡dp (𝑀) = 𝜏tr + 𝜏𝑚 + 𝑙 (𝑀) × 𝜏
𝑎
. (7)

We point out that, when 2𝑟 < 𝑀 ≤ 2
𝑟+1

∀𝑟 ∈ Z+, 𝑡dp remains
constant although the number of operations changes. This

1 50 100 150 200 250 300 350 400 450 500
M

t∗dp

Figure 12: Computation time for the dot product 𝑡∗dp(𝑀).

occurs because, in the DPG, the number of levels does not
change. Moreover, the relation between 𝑡dp(𝑀) and𝑀 can be
expressed with the following step function:

𝑡
∗

dp (𝑀) =

𝑛

∑

𝑖=1

𝑡
𝑖

dp (𝑀) , (8)

where 𝑡𝑖dp is the dot product time when 𝑀 varies in the 𝑖th
domain (2𝑟

𝑖

, 2
(𝑟+1)
𝑖

].
Table 2 summarizes the features of the generalized proces-

sor configured to execute a dot product. Figure 12 draws the
computation time 𝑡∗dp(𝑀) for different values of𝑀, whereas
gDFSC throughput rate TP is

TP = 1

𝑡∗dp (𝑀)
, (9)

while gDFSC computes thematrix product in a time𝑇mp(𝑀):

𝑇mp (𝑀) = 𝑛dp × 𝑡dp (𝑀) with 𝑛dp = 𝑁 × 𝑃. (10)

To reduce 𝑇mp, it is possible to apply the linear pipelining
technique to the dot product computation because its DPG is
naturally organized to support such a technique. In this case,
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Table 2: Characteristics of the 𝑔DFSC processor for a dot product.

Level DAC number Operation type time Parallelism degree (spatial)
1 𝑀 multiply 𝜏

𝑚
𝑀

2 ⌊𝑀/2⌋ add 𝜏
𝑎

⌊𝑀/2⌋

.

.

.
.
.
.

.

.

.
.
.
.

.

.

.

𝑖 ⌊(𝑀 − ∑
𝑖−1

𝑗=1
𝑛
𝜎𝑗
)/2⌋ add 𝜏

𝑎
⌊(𝑀 − ∑

𝑖−1

𝑗=1
𝑛
𝜎𝑗
)/2⌋

.

.

.
.
.
.

.

.

.
.
.
.

.

.

.

𝐿 = 1 + 𝑙 1 add 𝜏
𝑎

1
Computing time 𝑡dp = 𝜏

𝑚
+ 𝑙 × 𝜏

𝑎

the hHLDS firing rules can guarantee the determinate com-
putation during the asynchronous execution. It is possible to
further decrease 𝑇mp using pipelined DFUs as well. Anyway,
here we are only interested in showing gDFSC adaptability
to simultaneously support different forms of parallelism and
speed up an algorithm execution.

The dot product execution is composed of three sequen-
tial tasks—tsktr for the token transfer between PMP and
accelerator, tsk

𝑚
for the tokenmultiplication, and tsk

𝑎
for the

token addition, whereas in the pipelined mode, the pipeline
period 𝜏

𝑝
is 𝜏
𝑝
= max (𝜏tr, 𝜏𝑚, 𝜏𝑎) and the pipeline throughput

rate TP𝑃 is

TP𝑃 = 1

𝜏
𝑝

. (11)

When𝑀 ̸= 2
𝑖, the pipelined execution needs interstage

latches to correctly compute the dot product. In this case, the
interstage latches are turned into adequate delays inside the
initial data valuememory of PMP.After that, the computation
advances asynchronously.

Speedup. To fill all of the pipeline stages and produce the first
result, the gDFSC takes a time 𝑡dp(𝑀). After that, each dot
product result comes out after every 𝜏

𝑝
. Hence the total time

𝑇
𝑃

mp, to process all of 𝑛dp dot products in the 2 + 𝑙(𝑀) stages
pipeline, is

𝑇
𝑃

mp (𝑀) = [(1 + 𝑙 (𝑀)) + 𝑛dp] × 𝜏𝑝, (12)

and the speedup SP(𝑀) is given by

SP (𝑀) = lim
𝑛dp→∞

𝑇mp (𝑀)

𝑇𝑃mp (𝑀)
= 2 + 𝑙 (𝑀) . (13)

Anyway, for 𝑛dp ≫ 2 + 𝑙(𝑀) (≫ refers to the wanted
precision), we can assume SP(𝑀) = 2 + 𝑙(𝑀). Besides, the
number of flops 𝑛flop in pipelined mode is given by

𝑛flop (𝑀) =
2𝑀 − 1

𝜏
𝑝

. (14)

6.3. DFSC Characterization. To characterize the DFSC,
we used a custom board demonstrator with two Altera
APEX20K1500E devices with 51840 Logic Elements (LEs)

and 442368 RAM bits (without reducing available logic)
inside the 216 Embedded System Blocks (ESBs) that allow
the implementation of multiple memory functions (dual-
port RAM, FIFO, ROM, etc.). The two devices are connected
via six 132-bit buses to exploit the 808 tristate I/O user
pins, and on the board is a pipelined SRAM memory to
store contexts and tokens in case their number exceeds the
local memory capacities of the management module. Finally,
the board uses a PCI/interface to connect to the host. Our
implemented instance consists of 𝑛

𝑑
= 64 DFUs (Section 4)

and executes operations on 32-fixed-point operands. Device-
1 is dedicated to the implementation of the context module
plus 32 DFUs. Device-2 is dedicated to the implementation of
the acceleratormodulewith 32DFUs and the customcrossbar
interconnect (due to the interconnect area penalty). Table 3
reports the resources required for Device-1 and Device-2
implementations. Please note that in a previous paper [17]
we evaluated the latencies of a DFU, register-to-register, and
the context switch which are 32 ns, 7 ns (device-to-device
registers) and 4 ns (internal registers), and 32 ns, respectively.
The matrix multiplication 𝐶(𝑛, 𝑛) = 𝐴(𝑛, 𝑛) × 𝐵(𝑛, 𝑛) in
D# consists of 𝑛2 independent inner products (IPs) whose
DPGs are organized in identically reversed binary-trees, each
consisting of 𝑛multiplications and 𝑛− 1 additions sequenced
in log
2
+1 levels.Thanks to its shape, the inner productDPG is

well suited for a naturally pipelined execution, thus allowing
for speedup of the matrix multiplication computation.

Here we evaluate the product of matrices for 𝐴 and 𝐵 in
pipelining. For the test we used matrix dimensions 𝑛 = 32

and 𝑛 = 64, respectively, with all matrix elements residing in
the local data memory of the context management module.
For 𝑛 = 32 the inner product (IP) DPG is wholly mapped
onto the DFSC processor, by means of 63 out of 64 DFUs
available (Figure 13(a)). We point out that 64 is the biggest
tile size that can be considered because the PMP does not
need any optimization of load and store activities. For 𝑛 = 64

we split the DPG into two sub-DPGs as we did for 𝑛 = 32.
Then, we execute the two inner products IP = 𝑛

𝑎


𝑖/2

×𝑛
𝑏


𝑗/2

and
IP = 𝑛

𝑎


𝑖/2

× 𝑛
𝑏


𝑗/2

and use the DFU #64 to add the two results
as shown in Figure 13(b). We would like to point out that this
decomposition does not hinder the execution (throughput)
of an inner product IP when pipelining occurs because the
DPG in Figure 13(b) behaves as if all the required DFUs were
in the DFSC but doubles the number of IPs to execute.
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Table 3: DFSC: APEX 20K-1500E FPGA resources (total LEs = 51840; total RAM bits = 442368).

Context management (Device-1)
I/O Token buffers 32 DFUs CCM PMP Scheduler

LEs 0 11766 187 384 215
RAM bits 6336 0 8448 406912 0

Accelerator (Device-2)
I/O Token buffers 32 DFUs Switch interconnect DF-Code memory

LEs 0 11766 36365 386
RAM bits 6336 0 0 1408
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Figure 13: DPG for the inner products (a) 𝑛 = 32 and (b) 𝑛 = 64.

6.4. SIMD-x86 and FPGA-Tile-Based versus DFSC. To make
a fair DFSC comparison between the SIMD-x86 and the
FPGA-tile-based [52], which act at different clock rates
(2GHz for the SIMD-x86 and 400MHz for the FPGA-tile-
based) and are based on different state-of-the-art technolo-
gies, we measured, for the matrix multiplication, the perfor-
mance in terms of cycles per instructions rather than in terms
of GFLOPs because, in [52], authors used this parameter to
evaluate their FPGA-tile-based processing element. To avoid
the large time penalty incurring each time to fetch an element
from x86 L2 cache and to compare our results with those
reported for the FPGA-tile-based, we used matrices of size
𝑛 = 32 and 𝑛 = 64, respectively. For the DFSCwe determined
the number of stages and the stage clock rate involved in an
IP computation in pipelining as well.

DFSC Execution.The parallel execution of the 32 multiplica-
tions on themanagementmodule requires themove from the
PMP local memory to the 32 DFU of 2 × 32 = 64 tokens (In1
and In2). Since the token is 33 bits, the total number of bits
to be moved to the 32 DFUs is 33 × 64 = 2112. By exploiting
the internal FPGA interconnect, we can transfer 2 × 4 tokens
(264+264 bits) at a time. In total this takes 8x internal register-
to-register transfers and has a latency equal to 8 × 4 = 32 ns,
while the multiplication needs 30 ns. Transferring 32 × 33-bit
tokens of the product from the management module to the

accelerator requires 4x external register-to-register transfers
and latency of 4×7 = 28 ns, whereas inside the accelerator the
transfer of the input buffers to the 32 DFUs in the first level
requires latency of 4 × 4 = 16 ns.

When 𝑛 = 32, we need 30 ns for each additional level
(log
2
(32) + 1 = 6 total levels) and 11 ns to transfer 𝑐

𝑖𝑗
back to

the management module. Therefore, the pipeline requires a
number of stages 𝑛

𝑠
= 11 to fill it with a stage latency 𝜏

𝑝
=

32 ns (clock rate 31,2MHz). The total number of cycles 𝑛
𝑐

required for thematrixmultiplication is 𝑛
𝑐
= 32
2
+11 = 1035.

When 𝑛 = 64, the DFSC processor requires the same
latencies as with 𝑛 = 32 up to the DFU #63. Then the
DFU #64, through the two cascaded latches L1 and L2 in
Figure 13(b) produces 𝑐

𝑖𝑗
. In this case we add the first latch

latency (4 ns) to the DFU #63 latency while the second latch
latency is added to the DFU #64 latency. Consequently, we
have 𝜏

𝑝
= 34 ns (clock rate 29,4MHz), 𝑛

𝑙
= log
2
(64) + 1 = 7

number of levels in the accelerator, and 𝑛
𝑠
= 13, while the

number of IPs doubles.The total number of cycles 𝑛
𝑐
required

for thematrixmultiplication, in this case, is 𝑛
𝑐
= 2×64

2
+13 =

8205.

SIMD-x86 Execution. Multimedia Extension (MMX) tech-
nology provides acceleration through SIMD parallelism
providing SIMD multiplication and addition instructions
where two 32-bit integer values are operated on at once. To
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Table 4: SIMD-x86 and FPGA-tile-based versus DFSC.

𝑛 SIMD-x86 cycles FPGA-tile-based
cycles

DFSC
cycles

32 16131 2081 1035
64 130098 16417 8205

determine the number of clock cycles, we used the related
built-in hardware performance counter.

FPGA-Tile-Based Execution.TheFPGA-tile-based considered
[52] implements the matrix multiplication algorithm in a
Xilinx Virtex-4 XC4VSX55-12 FPGA (which is similar to the
one we used for the DFSC) and consists of an array of PEs
as in a CGRA. Each PE operates at 400MHz independently
of the other PEs in the array and the operating frequency
of the PE array is independent of matrix dimension. The PE
structure consists of one input each from matrices 𝐴 and
𝐵, a multiplier accumulator (MAC), and a result FIFO. The
inputs frommatrices𝐴 and 𝐵, one word each per clock cycle,
are implemented using dedicated routes from the BlockRam
memory associated with the multiplier, thus eliminating the
routing and resource delay penalty.

Each matrix is partitioned into𝑚 BlockRam banks. Each
of the banks dedicated to 𝐴 stores 𝑘 = (𝑛/𝑚) words of each
column in𝐴, for every row of𝐴. Each of the banks dedicated
to 𝐵 stores 𝑘 = (𝑛/𝑚) words of each row in 𝐵, for every
column of 𝐵, requiring a number of cycles of 2081 for 𝑛 = 32

and 16417 for 𝑛 = 64.

Comparison Results. Table 4 shows the comparison results
in terms of number of cycles and execution time for matrix
multiplications with 𝑛 = 32 and 𝑛 = 64, respectively.

As we can observe, regarding the number of cycles the
DFCS processor performs better than a SIMD-x86 (roughly
15 times for 𝑛 = 32 and 8 times for 𝑛 = 64) and the
FPGA-tile-based (roughly 2 times for 𝑛 = 32), but regarding
the execution time it performs worse than them. However,
if we consider that the technology of current FPGAs can
allow DFUs to operate at 400MHz, the Data-Flow Soft-Core
becomes quite interesting and competitive to a dedicated out-
of-order processor or dedicated solutions on FPGAs.

6.5. Cyclops-64 versus DFSC. For this comparison, we inter-
polated the data assuming an FPGA with 300 floating-point
DFUs and a clock rate at 500MHz. From the other part,
themultithreadingmany-core platform IBMCyclops-64 [53]
consists of 160 cores on a single chip. In particular, each
Cyclops-64 processor (C64 for short) consists of an 80 cores
with two Thread Units (TU) per core, a port to the on-
chip interconnect, external DRAM, and a small amount of
external interface logic.TheTU is a simple 64-bit, single issue,
in-order RISC processor operating at a moderate clock rate
(500MHz). A software thread maps directly onto a TU and
the execution is nonpreemptive; that is, the microkernel will
not interrupt the execution of a user application unless an
exception occurs (no context switch). Each thread controls
a region of the scratchpad memory, allocated at boot time.

Table 5: Cyclops-64 versus simulated 300 DFU DFSC-based pro-
cessor.

Machine characteristics
Cyclops-64 node DFSC

Number of cores 160 (classical) 300 (DFUs)
Memory hierarchy
level 3 1

Architecture model Hybrid Pure data-flow
Program execution
model Tiny-Thread (TNT) Interconnected

DPGs
Performance Simulated Interpolated

70.0 GFlops1 123 GFlops2

0.43 GFlops 0.41 Gflops
1Input data on a chip. 2Included transfer time from PMP to accelerator.

Moreover, there is no hardware virtual memory manager
so the three-level memory hierarchy is visible to the pro-
grammer. The comparison with the Cyclops-64 is interesting
in this context because it uses a data-flow-based execution
model. For the C64 platform we refer to the run with a
FAST Simulator [54] of a test based on a highly optimized
dense matrix multiplication using both on-chip and off-chip
memory. Both static and dynamic scheduling strategies were
implemented [55–57]. We optimized the code so that the
DFSC execution could take place in pipeline. In our case, we
first performed the multiplications in parallel and then we
performed the additions in log

2
(𝑛) stages.

This evaluation compares the GFLOPS-per-core of the
two architectures when the two processors execute a matrix
multiply 300 × 300. The result of this comparison is reported
in Table 5.

7. CGRA versus DFSC

In this section we discuss and compare some CGRA architec-
ture with the DFSC processorMorphoSys System [46] having
a MIPS-like Tiny RISC processor with extended instruction
set that executes sequential tasks, a mesh-connected 8 by 8
reconfigurable array (RA), a frame buffer for intermediate
data, context memory, and DMA controller. The RA is
divided into four quadrants of 4 by 4 16-bit RCs each,
featuring ALU, multiplier, shifter, register file, and a 32-
bit context register for storing the configuration word. The
interconnect network uses 2D mesh and a hierarchical bus
to span the whole array. Tiny RISC extra DMA instructions
initiate data transfers between the main memory and the
“frame buffer” internal data memory for blocks of inter-
mediate results, 128 by 16 bytes in total. Programming
frameworks for RAs are highly dependent on structure and
granularity and differ by language level. For MorphoSys, it
is assembler level. It is supported by a SUIF-based compiler
for host and development tools for RA. Configuration code
is generated via a graphical user interface or manually
from an assembler level source also usable to simulate the
architecture from VHDL. In contrast, the DFSC processor
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exhibits MIMD functionality, its interconnect is crossbar-
like so that intermediate results are asynchronously passed
directly from a data-flow functional unit to another avoiding
so to store partial results, and its context switching ismanaged
by the Context Configuration Manager (CCM) according to
the operations to be executed. As an example, in pipelined
operations involving data-flow functional units as pipeline
stages, the context does not change while a new input data
stream arrives.

ADRES [58], designed for Software Defined Radio appli-
cations, is a reconfigurable processor with tightly coupled
VLIW processor. Each reconfigurable cell has mainly a
functional unit (FU) and a register file that contains a 32-
bit ALU which can be configured to implement one of sev-
eral functions including addition, multiplication, and logic
functions, with two small register files. It utilizes MorphoSys
communication mechanism and resolves resource conflict at
compile time using modulo scheduling. If the application
requires functions which match the capabilities of the ALU,
these functions can be very efficiently implemented in this
architecture. Applications, written in ANSI-C, are trans-
formed into an optimized binary file. However, exploiting
instruction level parallelism (ILP) out of ADRES architecture
can cause hardware and software (compiler) inefficiency
because of the heavily ported global register file and multi-
degree point-to-point connections. In contrast, in the DFSC,
since the accelerator does not store intermediate data during
an execution, the execution of data-dependent loops (cycles)
happens asynchronously with the only control of the data-
flow functional unit (DFU) firing rule implementation.

KressArray [59] is a 2D mesh of rDPUs (reconfigurable
datapath units) physically connected through local nearest
neighbor (NN) link-spots and global interconnection. The
KressArray is a supersystolic array. Its interconnect fabric
distinguishes 3 physical levels: multiple unidirectional and/or
bidirectional NN link-spots, full length or segmented column
or row back buses, and a single global bus reaching all rDPUs
(also for configuration). Each rDPU can serve for routing
only, as an operator, or an operator with extra routing paths.
With the new Xplorer environment [60] rDPUs also support
other operators (branching, while and do-while loops, etc.).
Differently, theDFSCprocessor supports asynchronous com-
putations without the need for global synchronization, uses a
crossbar-like interconnect to link the DFUs, and allows on-
the-fly context switching.

8. Conclusions

This paper presented the Data-Flow Soft-Core architecture.
We evaluated this new concept of soft-core by using two
simple test cases based on the bisection method and matrix
multiply programs. The results that we obtained show a
sizable reduction of the number of microoperations, typical
in conventional core, and a competitive advantage both
against reduced data-flow engines like the classical out-of-
order processors and dedicated FPGAs and against the data-
flow-based Cyclops-64. We believe that this processor needs
further development but represents a first step toward a
more flexible execution of generic programs on a scalable

input (a, b = 1, c)

repeat

if a > 1 then a fl a \ 2

else a fl a ∗ 5

b fl b ∗ 3;

until b = c;

d fl a;

output (d)

Listing 1: A sample program.

reconfigurable platform.TheData-FlowSoft-Core introduces
a new level of programmability that enhances the usability
of FPGA platforms through the use of data-flow instructions
rather than pretending to convert control-flow instructions,
like what happens with the bisection method and matrix
multiplication algorithms.

Appendix

A. Classical Model versus hHLDS

To better understand the difference between the classical
model and hHLDS, let us consider the sample program pseu-
docode in Listing 1, where 𝑎, 𝑏, and 𝑐 are the input and 𝑑 is
the output data. Figure 14 shows the equivalent well-behaved
DPGs with the classical model and hHLDS, respectively.
For each DFG, the part inside the grey rectangle computes
something, while the remaining part checks the end of the
computation and outputs 𝑑. The DPG in Figure 14(a) has five
types of actors: 𝛼 for merge, 𝛽 for switch, 𝛾 for gate, 𝛿 for
decider, and 𝜖 for operator. Each of them has heterogeneous
I/O conditions, link-spots (places to hold tokens), and tokens;
data link-spots hold data tokens and control link-spots hold
control tokens. As can be observed, this representation
presents some issues. First, to comprehend how the DPG
works, we have to follow the flow of two types of tokens along
a graphwhere there are actors with different numbers of input
and output link-spots that can consume and produce them.
Then, the initial behavior of the actors 𝛼, 𝛽, and 𝛾 depends on
their position in the DPG rather than program input values.
The initial control tokens F andT (red dots in Figure 14(a)) for
the 𝛼 and 𝛽 actors are automatically present on their control
arcs but have different values (false and true, resp.) although
they share the same link-spot. As this condition cannot be
true, it can be onlymanaged via software because the classical
DPG represents the schema of what we want to do, not what
we really do.However, these control values, even if theymight
be deduced, are not a program input but a programmer’s
trick to allow the computation to start correctly. Besides,
not all functions associated with actors are defined in the
same domain and assume a value in the same codomain.
For example, if R is a subset of real numbers, B is the set
of boolean values, and W is the set R × 𝐵, we note that the
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Figure 14: Data-flow program graphs for the classical model (a) and hHLDS (b).

functions associated with arithmetical actors are defined and
assume values in R, the function associated with the actor 𝛿
is defined in R but assumes values in B, and the functions
associated with actors 𝛼, 𝛽, and 𝛾 are defined in R × B but
assume values in R. We remark that, in the classical static-
dataflow model, the firing rule imposes that an actor fires
only if its input tokens are present and its output is empty.
As a result of this, the asynchronous computation of a DPG
requires a handshake communication between the producer
and consumer actors, which (handshaking) increases the
communication overhead and complicates the control signal
management. Differently, the DPG in Figure 14(b) is formed
by actors with only homogeneous I/O conditions; its initial
behavior only depends on the program input values; actors
consume and produce only data tokens; the validity of a
token is the only in charge of the well-behaved execution.
Furthermore, the homogeneity of the actor I/O conditions
and tokens constitutes the determining factor to create the
one-to-one mapping between actors of hHLDS and DFUs
of a truly asynchronous data-flow accelerator that executes
directly in hardware data-flow program graphs.

B. Chiara Language

To explain how thematrixmultiplication function (program)
works inChiara, first we briefly describe the language features
and then we comment on the program.

Chiara language has been explicitly designed to program
in FP style [31] and obtain the program code in D#. Like FP,
the Chiara programming system is a tuple:

(𝑂, 𝐹,F, :, 𝐷) , (B.1)

where𝑂 is a set of objects;𝐹 is a set of functions (or operators)
from objects to objects; F is a set of functional forms
(functionals) from functions to functions; : is the application
operation; and𝐷 is a set of function definitions.

Objects include atoms, sequences, and the undefined
special object ⊥, called bottom, which is used mostly to
denote errors. Atoms include integer fixed and floating-point
numbers, true values, characters, and strings. Sequences are
denoted with angle brackets. Therefore the three objects

1 ⟨1, 2, 3⟩ ⟨⟨1, 2⟩ ⟨3, 4⟩⟩ (B.2)

represent valid Chiara objects.



Mathematical Problems in Engineering 19

Chiara includes two kinds of operators that can be applied
to objects: elementary and combinator operators. Up to now
elementary operators are those included in Table 1. Combi-
nator operators represent operators that affect the structure
of the objects on which they are applied. As an example,
there are combinators that extract objects out of a sequence,
combine sequences, transpose sequences of sequences, and
so forth. Functional forms, augmented with new ones as
case, repeat, and the binary insert “!,” are used to combine
existing elementary functions and combinators to create new
functions.The application “:” is the operation that denotes the
object which is the result of applying the operator to an object
(e.g., + : ⟨1, 2⟩ = 3).

All functions 𝑓 in 𝐹 map objects into objects and are
bottom-preserving: 𝑓 : ⊥=⊥, for all 𝑓 in 𝐹. Every function
in 𝐹 can be a combinator (i.e., a built-in function), a user-
defined function, or a functional form. If the computation for
𝑓 : 𝑥 yields the object ⊥, we say 𝑓 is undefined at 𝑥; that is, 𝑓
has no meaningful value at 𝑥. This is what happens when the
relational actorR’s predicate is not satisfied (Section 2.2).

Finally, a definition is an expression that assigns a name to
a function, def 𝑛𝑎𝑚𝑒 = 𝑓, where 𝑛𝑎𝑚𝑒 in an unused symbol.
The set of definitions def ∈ D is well formed if no two left
sides are the same. For example, the expression

def max = ge ∘ [1, 2] → 1; 2 (B.3)

is well formed and defines max as the function that evaluates
themaximumbetween the first two objects in a sequence.The
program has two steps: (ge) ∘ ([1, 2] → 1; 2) reading from
right to left, and each is applied in turn to the result of its
predecessor.

ge is the relational operator “greater than or equal to”;
∘ is the functional composition given any functions 𝑓 and
𝑔 and an object 𝑥, 𝑓 ∘ 𝑔 : 𝑥 ≡ 𝑓 : (𝑔 : 𝑥); [ ] is the
functional construction that applies the list of functions inside
the square brackets to an object 𝑥, [𝑓

1
, . . . , 𝑓

𝑛
] : ⟨𝑥⟩ ≡ ⟨𝑓

1
:

𝑥, . . . , 𝑓
𝑛
: 𝑥⟩; 1 and 2 integers are two of the combinator

selector, 𝑖 : ⟨𝑥
1
, . . . , 𝑥

𝑖
, . . . , 𝑥

𝑛
⟩ = 𝑥

𝑖
; → is the functional

condition identifier; 1; 2 is the selection to apply to the two
objects ⟨𝑥

1
, 𝑥
2
⟩. When max : ⟨𝑥

1
, 𝑥
2
⟩, if ge : ⟨𝑥

1
, 𝑥
2
⟩ = 𝑇,

then 1 : ⟨𝑥
1
, 𝑥
2
⟩ and max = 𝑥

1
; otherwise 2 : ⟨𝑥

1
, 𝑥
2
⟩ and

max = 𝑥
2
.

Let us now comment on the Chiara program code shown
in Box 1.

We use // to comment on a line of code; DP is the user-
defined function for the dot product; the penultimate row
is the program (like a main) function, which executes the
matrix multiplication; stop ends the program. The program
has four steps: (&& DP) ∘ (& distl) ∘ distr ∘[1, trans ∘ 2],
beginning with [1, trans ∘ 2]. It allows the multiplication
of any pair of conformable matrices 𝐴(𝑚, 𝑘) and 𝐵(𝑘, 𝑛)

as argument, represented as sequences of their 𝑚 rows
⟨𝑎
1
, . . . , 𝑎

𝑚
⟩ and 𝑘 rows ⟨𝑏

1
, . . . , 𝑏

𝑘
⟩ for 𝐴 and 𝐵, respectively.

&, ∘, and [ ] are the functional forms: apply to all, com-
position, and construction, respectively, while trans and ! are
the combinator operators transpose andbinary insert, respec-
tively. trans, applied to two equal-length sequences, pro-
duces their transpose; !, applied to a function with argument

a sequence, produces a reversed binary-tree where each actor
clones an operator, and each starting link-spot holds an
element of the sequence as shown in Figure 9.

The first step produces ⟨𝐴, 𝐵𝑇⟩ by means of the combina-
tor trans, which transposes 𝐵. The second step produces the
sequence ⟨⟨𝑎

1
, 𝐵
𝑇
⟩, . . . , ⟨𝑎

𝑚
, 𝐵
𝑇
⟩⟩ applying the combinator

distr (distribute from right), distr : ⟨⟨𝑥
1
, . . . , 𝑥

𝑞
⟩, 𝑦⟩ =

⟨⟨𝑥
1
, 𝑦⟩, . . . , ⟨𝑥

𝑞
, 𝑦⟩⟩.

The third step produces the sequence of row and column
pairs. & distl first uses the functional & (apply to all) to the
combinator distl (distribute from left) which yields distl :

⟨⟨𝑎
1
, 𝐵
𝑇
⟩, . . . , distl : ⟨𝑎

𝑚
, 𝐵
𝑇
⟩⟩ and then uses distl, which

yields ⟨⟨⟨𝑎
1
, 𝑏
𝑇

1
⟩, . . . , ⟨𝑎

1
, 𝑏

T
𝑛
⟩⟩, . . . , ⟨⟨𝑎

𝑚
, 𝑏
𝑇

1
⟩, . . . , ⟨𝑎

𝑚
, 𝑏
𝑇

𝑛
⟩⟩⟩.

In the fourth step, the functional &&DP, or &(&DP),
causes &DP to be applied to each 𝛾

𝑖
= ⟨⟨𝑎
𝑖
, 𝑏
𝑇

1
⟩, . . . , ⟨𝑎

𝑖
, 𝑏
𝑇

𝑛
⟩⟩,

which in turn causesDP to be applied to each row and column
pair in each 𝛾

𝑖
. In the function DP, as defined in the code

(Box 1), ! is the functional binary insert. Prefixed a function𝑓
applied to a sequence sq

𝑟
= ⟨𝑥
1
, . . . , 𝑥

𝑟
⟩ with it, ! distributes

𝑓 like a reversed binary-tree of 𝑟−1 identical functions𝑓.The
first level of the tree consists of 𝑟/2 functionswhose inputs are
the pairs of the sequence ⟨⟨𝑥

1
, 𝑥
2
⟩, . . . , ⟨𝑥

𝑟−1
, 𝑥
𝑟
⟩⟩ if 𝑟 is even

and the pairs of the sequence ⟨⟨𝑥
1
, 𝑥
2
⟩, . . . , ⟨𝑥

𝑟−2
, 𝑥
𝑟−1
⟩, 𝑥
𝑟
⟩

if 𝑟 is odd; !𝑓 : ⟨sq
𝑟
⟩ = 𝑓 : ⟨!𝑓 : ⟨𝑥

1
, . . . , 𝑥

𝑝
⟩, !𝑓 :

⟨𝑥
𝑝+1

, . . . , 𝑥
𝑟
⟩⟩, where 𝑝 = 2

⌊log
2
𝑟⌋ if 𝑝 ̸= 𝑟; else 𝑝 = 𝑟/2.

The result of the last step is the sequence of rows comprising
the product matrix. If𝐴 and 𝐵 are not conformable, the result
is ⊥.

As it can be observed, a Chiara program is nothing but a
set of function definitions plus an expression (i.e., a function
applied to an object) that, once evaluated, will represent the
result of the program.

As Chiara programs are variable-free, it can be easy to
recognize in the code the functions that only route data to the
places where they are consumed and distinguish such code
from the one that actually performs computations.This point
is very important because it is possible to devise an initial data
distribution over several DFSCs and then to follow the well-
defined instructions present in the program code to execute
the routing of the data in such a way that they reach the
destinations where they have to be consumed. For example,
the combinator trans moves data between places without
performing any kind of actual computation but sequence-
to-sequence or sequence-to-object transformations since it
turns out to involve just a routing function. In our case, trans
tells the compiler that the elements of the matrix 𝐵 have to be
organized by column and not by row.
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An encryption/decryption approach is proposed dedicated to one-way communication between a transmitter which is a
computationally powerful party and a receiver with limited computational capabilities. The proposed encryption technique
combines traditional stream ciphering and simulation of a binary channel which degrades channel input by inserting random bits.
A statistical model of the proposed encryption is analyzed from the information-theoretic point of view. In the addressed model an
attacker faces the problem implied by observing the messages through a channel with random bits insertion. The paper points out
a number of security related implications of the considered channel. These implications have been addressed by estimation of the
mutual information between the channel input and output and estimation of the number of candidate channel inputs for a given
channel output. It is shown that deliberate and secret key controlled insertion of random bits into the basic ciphertext provides
security enhancement of the resulting encryption scheme.

1. Introduction

It is well recognized that communications should be secure
and accordingly encrypted in order to avoid misuse of the
transmitted information. Consequently, contemporary cryp-
tographic algorithms for encryption play a very important
role in data communication systems for various areas of
applications. A particular challenge is related to addressing
the resource constrained environments, where the require-
ments include lightweight algorithms and hardware designs.
To select a suitable encryption algorithm for an application
or an environment, the algorithmic requirements as well as
the implementation constraints have to be taken into account.
This is also in line with a discussion recently reported in [1].

On the other hand, in a number of scenarios the com-
munication parties are with very different capabilities: one
party could be with a tiny capability and the other with much
higher ones. As an illustration, we point to a communication
scenario over the Internet of Things (IoT) where a tiny
machine (a tiny sensor, e.g.) should communicate with a
more powerful one (sink of a sensor network or a gate,

e.g.). According to the current state of the art, the following
two problems appear as the still open ones: (i) developing
encryption/decryption techniques which take into account
asymmetric capabilities of the entities involved in encryp-
tion/decryption and (ii) enhancing cryptographic security of
encryption in a lightweight and provable manner.

Consequently, in this paper we consider the problem
of designing a dedicated encryption/decryption algorithm
which fits into the communications scenarios which include
the following: (i) a high performance computing party should
deliver encrypted messagesin a one-way communication
scenario to a number of parties which have tiny compu-
tational capabilities; (ii) implementation limitations at the
tiny entity imply employment of a lightweight keystream
generator (from certain reported lightweight stream ciphers);
(iii) developed encryption scheme should have enhanced
security in comparison with the one offered by the employed
keystream generator.

A certain number of reported encryption approaches
jointly employ elements of traditional stream ciphers and
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elements of coding theory as well as features of certain com-
munication channels (see, e.g., [2–8]), and this paper follows
the same track. We consider an encryption approach which
involves a communication channel with the synchronization
errors which appear in the form of inserted bits. In this
approach, the transmitting/encrypting side requires a source
of randombits and capability to insert thembetweenmessage
bits. Under the assumption that the transmitter has a method
to inform the intended receiver about the locations (and
not necessarily the values) of the inserted random bits, the
intended receiver can perform decimation (i.e., discard the
inserted bits) of the obtained sequence so that it can be a
subject of simple traditional decryption.

Summary of the Results. This paper focuses on the following
two issues which have not been addressed in the literature:
(i) developing of an encryption/decryption technique which
has asymmetric implementation complexity and provides
lightweight decryption and (ii) security enhancement of
the involved keystream generator employing paradigm of
the binary channels with random insertions. An encryp-
tion/decryption technique for data transfer between a com-
putationally powerful party and a party with limited com-
putational capabilities is proposed which provides a trade-
off between implementation complexities at the involved
parties: the implementation overhead is reduced at the low-
capability party at the expense of a higher (but still moderate)
one at the party with high capabilities. In order to achieve
security enhancement of the employed traditional keystream
generator the proposed encryption technique at the trans-
mitting side involves a simulator of the binary channel with
synchronization errors. Security enhancement of encryption
archived by the proposed scheme in comparison with the
security of the employed keystream generator is based on
the design paradigm and results on the mutual informa-
tion between inputs and outputs of the channels with bit
insertion.

Organization. The paper is organized as follows. In Section 2,
we give the underlying ideas for the design and proposal of an
encryption/decryption framework. In Section 3, we provide
some information-theoretic results for the proposed scheme;
that is, we mostly derive various mutual information rates of
interest for the security evaluation. In Section 4, we provide
the cryptographic security evaluation based on implications
which link the information-theoretic quantities to computa-
tional complexity based ones. Accordingly, Sections 5 and 6
provide evaluation of the computational complexity security
enhancement employing numerical estimation of the mutual
information and enumeration of input candidates for the
given output after a binary channel with insertion of random
bits, respectively. (Also note that this paper is a significantly
revised and expanded version of [8].)

2. A Proposal of a Dedicated
Encryption Technique

This section proposes an encryption/decryption technique
which provides asymmetric implementation complexity at

the communicating parties and provably enhanced cryp-
tographic security. Both asymmetric implementation com-
plexity and enhanced security appear as a consequence of
the design based on employment of a simulator for binary
channels with insertion errors.

2.1. Underlying Ideas. Our main design goals/approaches
could be summarized as follows:

(i) Enhance security based on information-theoretic and
coding results over channels with synchronization
errors.

(ii) Assuming that Party I is more powerful than Party
II move the more complex operations to the side of
Party I without implications on the cryptographic
security.

This paper proposes a stream cipher developed based
on the following two construction principles: (i) adjustment
of the construction to the asymmetric capabilities of the
involved parties; (ii) employment of the results regarding
binary channels with insertion errors for enhancing security.
Thegoals are that the partywithmore powerful resources per-
forms more complex operations and that the entire scheme
provides a highly and provably secure level of cryptographic
security resulting from the employment of the insertion
communications channel paradigm.

Our design is based on employment of the following
building blocks:

(i) a lightweight binary keystream generator;
(ii) a block for insertion (embedding) 𝑡 random bits into

a given 𝑛-dimensional binary vector;
(iii) a block for decimation of a given (𝑛 + 𝑡)-dimensional

binary vector which selects certain 𝑛-bits.

Accordingly, we assume that the employed keystream
generator outputs certain pseudo-random sequences denoted
as 𝐶𝑛 and 𝐺

𝑛. Also, we assume that a deterministic mapping
exists which maps a given 𝐺

𝑛 into 𝐺
𝑛. We assume that the

message𝑀
𝑛 is additively combined (i.e., encrypted) with the

shared pseudo-randomness 𝐶𝑛 to obtain𝑋
𝑛, that is,

𝑋
𝑛

= 𝑀
𝑛

⊕ 𝐶
𝑛

, (1)

and 𝑋
𝑛 is subject of further mapping by a simulated binary

channel with random insertions where positions of random
bits embedding are specified by𝐺𝑛 so that the channel outputs
𝑌
(𝑛). The intended receiver (Bob), knowing both 𝐶

𝑛 and 𝐺
𝑛,

can easily decimate 𝑌
(𝑛) to obtain 𝑋

𝑛 and further perform
𝑀
𝑛

= 𝑋
𝑛

⊕ 𝐶
𝑛, to obtain the message 𝑀

𝑛.
Since Bob can easily recover the transmitted message

using a simple decimation technique, the system requires no
special hardware overhead for decryption. This is especially
useful if the intended receiver is a low-power device. On
the transmitter’s side encryption requires simulation of a
binary channel with insertion errors and the transmitter
needs to send (1 − 𝑖)

−1 times more symbols than it other-
wise would, which means that the power consumption of
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the transmitter goes up by a factor of (1 − 𝑖)
−1. Hence, it may

be reasonable to use this scheme when the transmitter is a
high computational/power device and the receiver is a low
computation/power device. In essence, a properly adjusted
synchronization error scheme (an insertion scheme) seems
to be well suited for a resources-asymmetric communication
scenario in which a base station has ample resources while
each of the numerous distributed nodes has severely con-
strained resources.

2.2. Framework for Encryption and Decryption. This section
proposes an encryption/decryption technique for one-way
communication from a transmitting party with high compu-
tational and other resources towards a receiving party with
limited computational capabilities. Accordingly, the design
follows the asymmetric implementation and execution con-
straints and the requirement regarding provable security.

As usual, it is assumed that encryption and decryption
parties share a secret key and that before a transmission
session, based on the common secret key and the public data,
both parties (encryption and decryption ones) establish a
session key to be used for the transmission session.

The encryption/decryption technique is designed em-
ploying the following components:

(a) Encryption side:

(i) a lightweight stream cipher (keystream genera-
tor);

(ii) a block which provides deterministic mapping
(see Figure 1) of a given keystream segment of
dimension 𝑛+𝑡 into a vectorwith predetermined
weight equal to 𝑡, that is, with a number of ones
equal to 𝑡 which determines positions of the
embedded bits;

(iii) a simulator of a binary channel with randombits
insertions controlled by keystream generator
which performs mapping {0, 1}

𝑛

→ {0, 1}
𝑛+𝑡.

(b) Decryption side:

(i) a lightweight stream cipher (keystream genera-
tor);

(ii) a block for deterministic mapping of a given
keystream segment into a vector with predeter-
mined weight, that is, the number of ones, the
same as that at the encryption side;

(iii) a block for decimation controlled by keystream
generator which performs mapping {0, 1}

𝑛+𝑡

→

{0, 1}
𝑛.

We assume that implementation and execution complex-
ity of a keystream controlled simulator of a binary channel
with random insertions is highly dominant in the considered
encryption/decryption scheme.

Assuming that 𝑛 and 𝑡 are the parameters, for specifi-
cation of the proposed encryption/decryption, the following
notation is employed:

(i) M is 𝑛-dimensional binary vector of data which
should be encrypted;

(ii) C is 𝑛-dimensional binary vector of keystream for
stream ciphering;

(iii) G is (𝑛 + 𝑡)-dimensional binary vector of keystream
nonoverlapping with C;

(iv) G is (𝑛 + 𝑡)-dimensional binary vector of the weight
exactly 𝑡 obtained by a deterministic mapping of G;

(v) X is 𝑛-dimensional binary vector defined as X = M ⊕

C;
(vi) Y is (𝑛 + 𝑡)-dimensional binary vector which is equal

to X with 𝑡 inserted random bits.

The proposed encryption/decryption is displayed in Fig-
ure 1.

3. Information-Theoretic Analysis

This section yields an information-theoretic analysis of a
(statistical) model of the considered encryption displayed in
Figure 1.

A random variable is denoted by an uppercase letter
(e.g., 𝑋) and its realization is denoted by a lowercase letter
(e.g., 𝑥). An index (subscript) denotes discrete time. A
discrete-time sequence of 𝑛 random variables, for example,
𝑋
1
, 𝑋
2
, . . . , 𝑋

𝑛
, is shortly denoted by 𝑋

𝑛

= (𝑋
1
, 𝑋
2
, . . . , 𝑋

𝑛
).

Since our channel has synchronization errors, we have a need
to distinguish strings from sequences. We denote a random
string (indexed by discrete-time 𝑘) as𝑌

(𝑘)
.The string𝑌

(𝑘)
may

not have a fixed length, and we denote its length (which is a
random variable if the string itself is a random variable) as
L(𝑌
(𝑘)

). A concatenation of two strings 𝑎 and 𝑏 is denoted by
𝑎 ‖ 𝑏. As short notation, we denote the concatenation of 𝑛
strings 𝑌

(1)
through 𝑌

(𝑛)
as 𝑌(𝑛) = 𝑌

(1)
‖ 𝑌
(2)

‖ ⋅ ⋅ ⋅ ‖ 𝑌
(𝑛)
. The

entropy of a random object 𝑋 is denoted by 𝐻(𝑋), and the
mutual information between two random objects 𝑋 and 𝑌 is
denoted by 𝐼(𝑋; 𝑌). The binary entropy function is denoted
by ℎ(𝑝) = −𝑝 log

2
𝑝 − (1 − 𝑝)log

2
(1 − 𝑝).

Let the channel input 𝑋
𝑘
be a binary random variable

drawn from the alphabetX = {0, 1}.The vector of all channel
inputs up to time 𝑛 is denoted by𝑋

𝑛

≜ (𝑋
1
, 𝑋
2
, . . . , 𝑋

𝑛
). The

transmitter (Alice) observes the pseudo-random sequence
𝐺
𝑛

≜ (𝐺
1
, 𝐺
2
, . . . , 𝐺

𝑛
) provided by a shared source of ran-

domness (shared with Bob) and uses it to create a chan-
nel output (ciphertext) 𝑌

(𝑛). Even though 𝐺
𝑛 is a pseudo-

random sequence, we assume that the variables 𝐺
𝑘
are sta-

tistically indistinguishable from independent and identically
distributed (iid) geometric random variables with parameter
𝑖; that is, for any integer ℓ ≥ 0, we have

Pr {𝐺
𝑘
= ℓ} = (1 − 𝑖) 𝑖

ℓ

. (2)

Here, the parameter 𝑖 denotes the insertion probability.
Namely, between any two symbols𝑋

𝑘
and𝑋

𝑘+1
, Alice inserts

a string 𝐵
(𝑘)

that consists of Bernoulli-1/2 random variables,
such that the length of 𝐵

(𝑘)
equalsL(𝐵

(𝑘)
) = 𝐺

𝑘
. Since 𝐺

𝑛 is
a sequence of iid geometric random variables with parameter
𝑖, it is clear that Alice’s transmission scheme is equivalent to
randomly inserting a Bernoulli-1/2 random variable at any
point of time during the communication. Formally, we state
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Figure 1: Encryption/decryption technique for scenarios with one-way communications between the entities with high performance
computing capabilities and the very tiny ones.

that Alice creates a string 𝑌
(𝑛) obtained as a concatenation of

individual strings 𝑌
(1)

, 𝑌
(2)

, . . . , 𝑌
(𝑛)
, that is,

𝑌
(𝑛)

= 𝑌
(1)

‖ 𝑌
(2)

‖ ⋅ ⋅ ⋅ ‖ 𝑌
(𝑛)

, (3)

where each individual string 𝑌
(𝑘)

is obtained as

𝑌
(𝑘)

= 𝑋
𝑘
‖ 𝐵
(𝑘)

. (4)

The length of the string 𝑌
(𝑛) equals

L (𝑌
(𝑛)

) = 𝑛 +

𝑛

∑

𝑘=1

𝐺
𝑘
,

𝐸 [L (𝑌
(𝑛)

)] =
𝑛

1 − 𝑖
;

(5)

that is, on average, Alice inserts 𝑖/(1−𝑖)Bernoulli-1/2 random
variables between any two symbols𝑋

𝑘
and𝑋

𝑘+1
.

Eve (the eavesdropper) and Bob (the intended receiver)
both receive the string 𝑌

(𝑛) containing the randomly inserted
symbols. The eavesdropper, not having access to the shared
source of randomness 𝐺𝑛, cannot easily parse the string 𝑌

(𝑛)

to recover 𝑋
𝑛. The intended receiver, on the other hand,

has access to 𝐺
𝑛, and since 𝐺

𝑘
represents the length of

the inserted string between any two symbols 𝑋
𝑘
and 𝑋

𝑘+1
,

the intended receiver (Bob) can easily remove the inserted

symbols 𝐵
𝑘
from 𝑌

(𝑛) (i.e., decimate 𝑌
(𝑛)) to recover 𝑋

𝑛. In
other words, by sharing the source of randomness 𝐺

𝑛, Bob
can resynchronize himself with Alice; see Figure 1.

The sequence 𝐶
𝑛 is a pseudo-random sequence, but for

the purpose of computing information-theoretic quantities,
we assume that𝐶𝑛 ismodeled to be statistically indistinguish-
able from a sequence of iid Bernoulli-1/2 random variables.
(It should not be understood that 𝐶

𝑛 implements a one-
time pad. The variables 𝐶

𝑘
are only statistically modeled as

Bernoulli-1/2 for the purposes of deriving (and computing)
some information-theoretic quantities that we later use to
derive a cryptographic security measure.)

Here, no assumptions are made on the statistical prop-
erties of the message 𝑀

𝑛, but because 𝐶
𝑛 is iid Bernoulli-

1/2, we have that 𝑋
𝑛 is also iid Bernoulli-1/2. Hence, the

information-theoretic quantity of interest is the iud informa-
tion rate defined as the information rate between 𝑋

𝑛 and
𝑌
(𝑛) when the symbols 𝑋

𝑘
are independent and uniformly

distributed (iud):

Iiud (𝑋; 𝑌) ≜ lim
𝑛→∞

1

𝑛
𝐼 (𝑋
𝑛

; 𝑌
(𝑛)

)

𝑝(𝑥𝑛)=2−𝑛
. (6)

The information rate Iiud(𝑋; 𝑌) represents the amount of
information that the eavesdropper can “learn,” on average,
about𝑋 after observing𝑌.The information rateIiud(𝑋; 𝑌) is
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Figure 2: Information rate Iiud(𝑋; 𝑌) as a function of insertion
probability 𝑖.

not computable in closed-form but is attainable usingMonde
Carlo techniques. For example, known bounds are [10]

Iiud (𝑋; 𝑌) ≥
1

𝑛
𝐼 (𝑋
𝑛

; 𝑌
(𝑛)

)

𝑝(𝑥𝑛)=2−𝑛

−
1

𝑛
𝐻(L (𝑌

(𝑛)

)) ,

(7)

Iiud (𝑋; 𝑌) ≤
1

𝑛
𝐼 (𝑋
𝑛

; 𝑌
(𝑛)

)

𝑝(𝑥𝑛)=2−𝑛
. (8)

For large 𝑛, the correction term (1/𝑛)𝐻(L(𝑌
(𝑛)

)) in (7) equals

1

𝑛
𝐻 (L (𝑌

(𝑛)

)) =
1

2𝑛
log
2
(
2𝜋𝑒 ⋅ 𝑖 ⋅ 𝑛

(1 − 𝑖)
2

) + 𝑂 (𝑛
−2

) . (9)

If our desired accuracy of computing (bounding)Iiud(𝑋; 𝑌)

is 10−4 and if 𝑖 = 0.95, considerations of (7)–(9) dictate that
𝑛 ≥ 1.5 ⋅ 10

5. For details on how to computeIiud(𝑋; 𝑌) using
“rhomboidal” trellis techniques such that both the desired
correction term (9) and the confidence interval are kept
under a predetermined accuracy (e.g., 10−4), see [10]. Here,
we only give numerical results in Figure 2, which reveal that
the information rateIiud(𝑋; 𝑌) is only a small fraction of the
entropy rate𝐻(𝑋

𝑘
) = 1, especially when 𝑖 > 0.5.These results

are very favorable for secret communication because only a
small fraction of the uncertainty in 𝑋

𝑛 can be learned from
observing 𝑌

(𝑛), as the next section demonstrates.
We already established that learning 𝑋 after observing

𝑌 is extremely unfavorable for the eavesdropper because
the information rate Iiud(𝑋; 𝑌) is low for large insertion
probabilities 𝑖. However, the eavesdropper may adopt a
strategy in which she first attempts to learn the sequence 𝐺

𝑛

and then attempt to crack 𝑋
𝑛. To study the effects of this

strategy, let us define the following quantities:

Iiud (𝐺; 𝑌) ≜ lim
𝑛→∞

1

𝑛
𝐼 (𝐺
𝑛

; 𝑌
(𝑛)

)

𝑝(𝑥𝑛)=2−𝑛
,

Iiud (𝑋, 𝐺; 𝑌) ≜ lim
𝑛→∞

1

𝑛
𝐼 (𝑋
𝑛

, 𝐺
𝑛

; 𝑌
(𝑛)

)

𝑝(𝑥𝑛)=2−𝑛
,

Iiud (𝑋; 𝑌 | 𝐺) ≜ lim
𝑛→∞

1

𝑛
𝐼 (𝑋
𝑛

; 𝑌
(𝑛)

| 𝐺
𝑛

)

𝑝(𝑥𝑛)=2−𝑛
,

Iiud (𝐺; 𝑌 | 𝑋) ≜ lim
𝑛→∞

1

𝑛
𝐼 (𝐺
𝑛

; 𝑌
(𝑛)

| 𝑋
𝑛

)

𝑝(𝑥𝑛)=2−𝑛
.

(10)

Proposition 1. Consider

I
𝑖𝑢𝑑

(𝐺; 𝑌) = 0, (11)

I
𝑖𝑢𝑑

(𝑋; 𝑌 | 𝐺) = 1, (12)

I
𝑖𝑢𝑑

(𝑋, 𝐺; 𝑌) = 1, (13)

I
𝑖𝑢𝑑

(𝐺; 𝑌 | 𝑋) = 1 −I
𝑖𝑢𝑑

(𝑋; 𝑌) . (14)

Proof. First, notice that

lim
𝑛→∞

𝐻(𝑌
(𝑛)

)

𝑛
=

1

1 − 𝑖

(15)

because 𝑌
(𝑛) is a string of Bernoulli-1/2 random variables

whose length isL(𝑌
(𝑛)

), and as 𝑛 → ∞, we have

lim
𝑛→∞

L (𝑌
(𝑛)

)

𝑛

wp 1
=

E [L (𝑌
(𝑛)

)]

𝑛
=

1

1 − 𝑖
. (16)

Next, we also have

lim
𝑛→∞

𝐻(𝑌
(𝑛)

| 𝐺
𝑛

)

𝑛
=

𝑛 + E (∑
𝑛

𝑘=1
𝐺
𝑘
)

𝑛
=

1

1 − 𝑖
, (17)

and (11) is now a direct consequence of (15) and (17). Equality
(12) follows from the fact that 𝑋

𝑛 is uniquely determined
(by decimation) if 𝐺𝑛 and 𝑌

(𝑛) are known; that is, 𝐻(𝑋
𝑛

|

𝐺
𝑛

, 𝑌
(𝑛)

) = 0. Finally, (13) follows by adding (11) to (12)
and applying the chain rule for mutual information, and (14)
follows from (13) also using the chain rule.

By equality (11) of Proposition 1, it is clear that the
eavesdropper cannot learn 𝐺

𝑛 simply by observing 𝑌
(𝑛).

Also, from Figure 2, it is clear that, from the eavesdropper’s
perspective, learning 𝑋

𝑛 from 𝑌
(𝑛) is extremely unfavorable

because she can only learn a small fraction Iiud(𝑋; 𝑌) of
𝐻(𝑋) ≜ 𝐻(𝑋

𝑘
) = 1 by observing 𝑌

(𝑛). However, equality
(12) of Proposition 1 reveals a potential vulnerability in that
if the eavesdropper were to somehow learn 𝐺

𝑛, then secrecy
would be lost because Iiud(𝑋; 𝑌 | 𝐺) = 𝐻(𝑋) = 1. Since
learning either 𝐺

𝑛 or 𝑋
𝑛 individually is not favorable to the

eavesdropper, the eavesdropper’s strategy could be to go after
the pair (𝑋, 𝐺). Indeed, equality (13) of Proposition 1 reveals
that, theoretically, the eavesdropper could gain substantial
knowledge of the pair (𝑋, 𝐺) by observing𝑌

(𝑛). Even for large
𝑖, this posterior knowledge of the pair (𝑋, 𝐺), quantified as
Iiud(𝑋, 𝐺; 𝑌), is not a negligible fraction of the entropy

𝐻(𝑋,𝐺) ≜ 𝐻 (𝑋
𝑘
) + 𝐻 (𝐺

𝑘
) = 1 +

ℎ (𝑖)

1 − 𝑖
. (18)

In the next section, we further explore the cryptographic
implications by studying the connection between computa-
tional complexity and the information-theoretic quantities.
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4. Generic Framework for
the Security Evaluation

Note that the above information-theoretic analysis is based
on modeling the pseudo-random sequence 𝐶

𝑛 as a random
sequence. In this section, we now take into account the fact
that the sequence is indeed pseudo-random. We show that
the considered encryption (see Figure 1) based on employing
the binary insertion channel [𝑋𝑛 → 𝑌

(𝑛)

] provides enhanced
security compared to the basic scheme that outputs only
𝑋
𝑛.

4.1. Preliminaries: Security Notation. A definition of security
consists of two distinct components: a specification of the
assumed power of the adversary and a description of what
constitutes a “break” of the scheme. Generally speaking, a
cryptographic scheme is secure in a computational sense, if,
for every probabilistic polynomial-time adversaryA carrying
out an attack of some specified type and for every polynomial
𝑝(𝑛), there exists an integer𝑁 such that the probability thatA
succeeds in this attack (where success is also well defined) is
less than 1/𝑝(𝑛) for every 𝑛 > 𝑁. Accordingly, the following
two definitions specify a security evaluation scenario and a
security statement.

Definition 2. The adversarial indistinguishability experiment
consists of the following steps:

(1) The adversaryA chooses a pair of messages (m
0
;m
1
)

of the same length 𝑛 and passes them onto the
encryption system for encrypting.

(2) A bit 𝑏 ∈ {0, 1} is chosen uniformly at random, and
only one of the two messages (m

0
;m
1
), preciselym

𝑏
,

is encrypted into ciphertext Enc(m
𝑏
) and returned to

A.

(3) Upon observing Enc(m
𝑏
), and without knowledge of

𝑏, the adversaryA outputs a bit 𝑏
0
.

(4) The experiment output is defined to be 1 if 𝑏
0
= 𝑏, and

0 otherwise; if the experiment output is 1, denoted
shortly as the event (A → 1), one says that A has
succeeded.

Definition 3. An encryption scheme provides indistinguish-
able encryptions in the presence of an eavesdropper, if for all
probabilistic polynomial-time adversariesA

Pr [A → 1 | Enc (m
𝑏
)] ≤

1

2
+ 𝜖, (19)

where 𝜖 = negl(𝑛) is a negligibly small function.

Definitions 2 and 3 are more precisely discussed in [11].

4.2. Evaluation of the Security Gain Based on the Mutual
Information. Weconsider the encryption systemdisplayed in
Figure 1 taking into account the fact that the legitimate parties
share pseudo-random secret sequences instead of random
ones. Our goal is to estimate the advantage of A in the
indistinguishability game specified by Definition 2 when y ←

Enc(m
𝑏
), where y is a particular realization of 𝑌(𝑛), assuming

that the advantage of A is known when m
0
and m

1
are two

chosen realizations of 𝑀𝑛 and the corresponding realization
of𝑋𝑛 is known.

Proposition 4. Let the encrypted mapping of 𝑀𝑛 into 𝑋
𝑛 be

such that 1/2 + 𝜖 equals the advantage of the adversary A
(specified by Definition 3) to win the indistinguishability game
(specified by Definition 2), and let the mutual information
I
𝑖𝑢𝑑

(𝑋; 𝑌) be known. Under these assumptions, for large
𝑛,

Pr [A → 1 | 𝑌
(𝑛)

= y] =
1

2
+ 𝜖 ⋅ 𝛿, 𝑤ℎ𝑒𝑟𝑒 𝛿 ≜ Pr (𝑋𝑛 = x

𝑏
| 𝑌
(𝑛)

= y) <
1

𝑛
+

1

𝑛
𝐼 (𝑋
𝑛

, 𝑌
(𝑛)

)

𝑝(𝑥𝑛)=2−𝑛
.

(20)

Proof. Note that, for simplicity of the proof, Proposition 4
addresses a restricted case where it is assumed that 1/2 +

𝜖 equals the advantage of the adversary A (specified by
Definition 3) to win the indistinguishability game. Let the
index 𝑏 of the selected message be realization of the random
variable 𝐵 whose distribution reflects that of the output of
adversary A. The probability Pr(𝐵 = 𝑏 | 𝑌

(𝑛)

= y) that A
wins the game is determined by the following:

Pr (𝐵 = 𝑏 | 𝑌
(𝑛)

= y) =

Pr (𝐵 = 𝑏, 𝑌
(𝑛)

= y)
Pr (𝑌(𝑛) = y)

=

∑x Pr (𝐵 = 𝑏, 𝑌
(𝑛)

= y, 𝑋𝑛 = x)
Pr (𝑌(𝑛) = y)

=

∑x Pr (𝐵 = 𝑏 | 𝑌
(𝑛)

= y, 𝑋𝑛 = x)Pr (𝑌(𝑛) = y, 𝑋𝑛 = x)
Pr (𝑌(𝑛) = y)

=

∑x Pr (𝐵 = 𝑏 | 𝑋
𝑛

= x)Pr (𝑌(𝑛) = y, 𝑋𝑛 = x)
Pr (𝑌(𝑛) = y)

.

(21)

According to the proposition assumption we have

Pr (𝐵 = 𝑏 | 𝑋
𝑛

= x
𝑏
) =

1

2
+ 𝜖, (22)

where x
𝑏
corresponds to the selectedm

𝑏
, and

Pr (𝐵 = 𝑏 | 𝑋
𝑛

= x) =
1

2
for any x ̸= x

𝑏
. (23)
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Consequently,

Pr (𝐵 = 𝑏 | 𝑌
(𝑛)

= y) =

Pr (𝐵 = 𝑏 | 𝑋
𝑛

= x
𝑏
)Pr (𝑌(𝑛) = y, 𝑋𝑛 = x

𝑏
)

Pr (𝑌(𝑛) = y)

+

∑x:x ̸=x
𝑏

Pr (𝐵 = 𝑏 | 𝑋
𝑛

= x)Pr (𝑌(𝑛) = y, 𝑋𝑛 = x)
Pr (𝑌(𝑛) = y)

,

Pr (𝐵 = 𝑏 | 𝑌
(𝑛)

= y) =

(1/2 + 𝜖)Pr (𝑌(𝑛) = y, 𝑋𝑛 = x
𝑏
) − (1/2)Pr (𝑌(𝑛) = y, 𝑋𝑛 = x

𝑏
)

Pr (𝑌(𝑛) = y)

+

(1/2)∑x Pr (𝑌
(𝑛)

= y, 𝑋𝑛 = x)
Pr (𝑌(𝑛) = y)

=
1

2
+ 𝜖 ⋅ Pr (𝑋𝑛 = x

𝑏
| 𝑌
(𝑛)

= y) .

(24)

Next, we have the following general upper bound on the
entropy (see [12] or [13], e.g.):

𝐻(𝑋
𝑛

| 𝑌
(𝑛)

) ≤ ℎ (𝑃err) + 𝑃errlog2 (2
𝑛

− 1) , (25)

where ℎ(⋅) ≤ 1 is the binary entropy function and 𝑃err = 1 −

Pr(x
𝑏
| y), implying

𝛿 ≜ Pr (𝑋𝑛 = x
𝑏
| 𝑌
(𝑛)

= y)

<
1

𝑛
+ 1 −

1

𝑛
𝐻(𝑋
𝑛

| 𝑌
(𝑛)

)

=
1

𝑛
+

1

𝑛
𝐼 (𝑋
𝑛

, 𝑌
(𝑛)

)

𝑝(𝑥𝑛)=2−𝑛
.

(26)

5. Evaluation of the Security Gain
Based on Numerical Estimation of
the Mutual Information

Theorem 5. Let the encrypted mapping of𝑀𝑛 into𝑋
𝑛 be such

that 1/2 + 𝜖 equals the advantage of the adversaryA (specified
by Definition 3) to win the indistinguishability game (specified
by Definition 2), and let the mutual informationI

𝑖𝑢𝑑
(𝑋; 𝑌) be

known (see Figure 2, e.g.). Under these assumptions, for large
𝑛,

Pr [A → 1 | 𝑌
(𝑛)

= y] =
1

2
+ 𝜖 ⋅ 𝛿,

𝑤ℎ𝑒𝑟𝑒 𝛿 < I
𝑖𝑢𝑑

(𝑋; 𝑌) +

log
2
[(8𝜋𝑒 ⋅ 𝑖 ⋅ 𝑛) / (1 − 𝑖)

2

]

2𝑛
+ 𝑂 (𝑛

−2

) .

(27)

Proof. Consider

𝛿 ≜ Pr (x
𝑏
| y) <

1

𝑛
+ 1 −

1

𝑛
𝐻(𝑋
𝑛

| 𝑌
(𝑛)

)

=
1

𝑛
+

1

𝑛
𝐼 (𝑋
𝑛

, 𝑌
(𝑛)

)

𝑝(𝑥𝑛)=2−𝑛
.

(28)

Substitution of (7) and (9) into (28) finalizes the proof.

Accordingly, the encryption mapping 𝑀
𝑛

→ 𝑌
(𝑛)

enhances security by a factor 𝛿 in comparison to the encryp-
tion mapping 𝑀

𝑛

→ 𝑋
𝑛 because the probability that A

wins the game becomes closer to 1/2, which corresponds to
random guessing.

6. Evaluation of the Security Enhancement
Employing Enumeration of Channel Input
Candidates for the Given Output

6.1. Preliminaries. Let Z ∈ {0, 1}
ℓ be a binary string of

length ℓ, and let 𝑡 ≤ ℓ be a parameter. Recently, in [9],
improved bounds on the number of subsequences obtained
from a binary string Z of length ℓ under 𝑡 deletions have
been reported. It is known that the number of subsequences
in this setting strongly depends on the number of runs in
the string Z, where a run is a maximal substring of the
same character. The improved bounds are obtained by a
structural analysis of the family of 𝑟-run stringsZ, an analysis
in which the extremal strings with respect to the number of
subsequences have been identified. Specifically, for every 𝑟,
𝑟-run strings with the minimum (resp., maximum) number
of subsequences under any 𝑡 deletions have been considered,
an exact analysis of the number of subsequences of these
extremal strings has been presented, and it has been shown
that this number can be calculated in polynomial time.

Let 𝐷
𝑡
(Z) be a set of subsequences of Z that can be

obtained from Z after 𝑡 deletions. The analysis of 𝐷
𝑡
(Z) and

its size are challenging as the number of subsequences of a
string Z obtained by deletions not only depends on its length
ℓ and the number 𝑡 of deletions, but also strongly depends
on its structure. For example, 𝐷

𝑡
(0
ℓ

) is of size 1 and equals
the single string 0

ℓ−𝑡. Clearly, |𝐷
𝑡
(Z)| is at most 2ℓ−𝑡 (as after

𝑡 deletions we remain with a binary string of length ℓ − 𝑡).
It has been shown that the number of subsequences |𝐷

𝑡
(Z)|

strongly depends on the number of runs 𝑟 in the string. Here,
a run is a maximal substring of the same character, and
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the number of runs 𝑟 = 𝜌(⋅) in a given string Z is denoted
by 𝜌(Z). It has been proven that

(

𝜌 (Z) − 𝑡 + 1

𝑡

) ≤

𝐷
𝑡
(Z) ≤ (

𝜌 (Z) + 𝑡 − 1

𝑡

) . (29)

Also, it has been shown that the maximal number of subse-
quences is obtained from certain strings Z, known as cyclic
strings Z𝐶

ℓ
, in which |Z| = 𝜌(Z), and it has been shown that

(

𝜌 (Z) − 𝑡 + 1

𝑡

) ≤

𝐷
𝑡
(Z) ≤


𝐷
𝑡
(Z𝐶
ℓ
)

, (30)

which has been further improved so that the following has
been shown:

𝑡

∑

𝑖=1

(

𝜌 (Z) − 𝑡

𝑖

) =

𝐷
𝑡
(Z𝐶
𝑟
)

≤


𝐷
𝑡
(Z) ,


𝐷
𝑡
(Z) ≤


𝐷
𝑡
(Z𝐶
ℓ
)

=

𝑡

∑

𝑖=1

(

ℓ − 𝑡

𝑖

) ,

(31)

where Z𝐶
𝑟
is a string of length 𝑟 with 𝑟 runs.

In [9], also a family of strings, named unbalanced strings,
has been defined. A string is called unbalanced, if all of the
runs of symbols in the string are of length 1, except for one
run. Let 𝑈

(𝑖)

ℓ,𝑟
be a binary string of length ℓ with 𝑟 runs, in

which all runs are of length 1, except for the 𝑖th run which is
of length ℓ − 𝑟 + 1. Due to symmetry |𝐷

𝑡
(𝑈
(1)

ℓ,𝑟
)| = |𝐷

𝑡
(𝑈
(𝑟)

ℓ,𝑟
)|,

and consequently define

𝑢 (ℓ, 𝑟, 𝑡) =

𝐷
𝑡
(𝑈
(1)

ℓ,𝑟
)

=


𝐷
𝑡
(𝑈
(𝑟)

ℓ,𝑟
)

. (32)

It has been shown in [9] that these extreme cases have the least
number of subsequences among the unbalanced strings and
also that they have the least number of subsequences among
all strings. The following theorem has been proven in [9].

Theorem 6 (Theorem 3 [9]: closed-form formula for
𝑢(ℓ, 𝑟, 𝑡)). For all 𝑡 < ℓ, 2 < 𝑟 ≤ ℓ,

(i) when 𝑟 > 𝑡,

𝑢 (ℓ, 𝑟, 𝑡) = 𝑑 (𝑟, 𝑡) +

𝑡−2

∑

𝑖=𝑡+𝑟−ℓ−1

𝑑 (𝑟 − 2, 𝑖) , (33)

(ii) when 𝑟 ≤ 𝑡,

𝑢 (ℓ, 𝑟, 𝑡) = 2 +

𝑟−3

∑

𝑖=𝑡+𝑟−ℓ−1

𝑑 (𝑟 − 2, 𝑖) , (34)

where

𝑑 (𝑟, 𝑖) =

𝐷
𝑖
(Z𝐶
𝑟
)

=

𝑖

∑

𝑗=0

(

𝑟 − 𝑖

𝑗

) (35)
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Figure 3: Number (No) of different subsequence of length ℓ which
can be obtained from a binary sequence of length ℓ + 𝑡: a numerical
illustration of the statement of Theorem 3 [9].

assuming that 𝑑(𝑟, 0) = 1 and, for 𝑖 < 0, 𝑑(𝑟, 𝑖) = 0 and that
the following conventions are employed:

𝑘

∑

𝑖=𝑗

𝑎
𝑖
= 0 𝑤ℎ𝑒𝑛 𝑗 > 𝑘,

(

ℓ

𝑖

) = 0 𝑤ℎ𝑒𝑛 𝑖 < 0 𝑜𝑟 𝑖 > ℓ.

(36)

A numerical illustration of Theorem 6 is displayed in
Figure 3.

6.2. Estimation of the Security Enhancement. Traditionally, as
introduced in [14], the main information-theoretic security
metric is the average information leaked, that is, the mutual
information 𝐼(M;Y) between the messageM and the related
sample Y, or, equivalently, the uncertainty, that is, the equiv-
ocation 𝐻(M | Y). Recently, certain information-theoretic
securitymeasures have been considered in [15] implying that,
in our case, as a strong security metric the average mutual
information 𝐼(M,Y) should be addressed and (1/𝑛)𝐼(M,Y)

as a corresponding weak one.

Theorem 7. Assuming that the employed keystream generator
is such that the following is valid,

𝐼 (M;C) = 0,

𝐼 (M;G) = 0,

𝐼 (C;G) = 0,

𝐼 (M;X) ≤ 𝜖,

(37)
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the simulator of binary channel with random insertions pro-
vides

1

𝑛
𝐼 (M;Y) ≤

𝛼 ⋅ 𝜖

𝑛
,

𝛼 = 1 −
1

𝑛
log
2
(𝑢 (𝑛 + 𝑡, 𝑟, 𝑡)) ,

(38)

where 𝑢(𝑛 + 𝑡, 𝑟, 𝑡) is the number of certain equally likely
subsequences.

Sketch of the Proof. Theuncertainty about the input (the argu-
ment) into a binary channel with random insertions given
its output (the image) depends on the number of equally
likely candidate arguments which can generate the given
image. A lower bound on the number of these candidates
can be obtained based on the lower bound on the number
of the subsequences which can be obtained from the given
one employing Theorem 6 (i.e., Theorem 3 from [9]). By
adapting this result to the considered particular case we have
the following. A lower bound on the number of the argument
candidates 𝑢(𝑛+𝑡, 𝑟, 𝑡), where 𝑟 is a parameter, is given by (39)
and (40):

(i) when 𝑟 > 𝑡,

𝑢 (𝑛 + 𝑡, 𝑟, 𝑡) = 𝑑 (𝑟, 𝑡) +

𝑚−2

∑

𝑖=𝑟−𝑛−1

𝑑 (𝑟 − 2, 𝑖) , (39)

(ii) when 𝑟 ≤ 𝑡:

𝑢 (𝑛 + 𝑡, 𝑟, 𝑡) = 2 +

𝑟−3

∑

𝑖=𝑟−𝑛−1

𝑑 (𝑟 − 2, 𝑖) , (40)

where

𝑑 (𝑟, 𝑖) =

𝑖

∑

𝑗=0

(

𝑟 − 𝑖

𝑗

) (41)

assuming that 𝑑(𝑟, 0) = 1 and, for 𝑖 < 0, 𝑑(𝑟, 𝑖) = 0. Par-
ticularly note that the above enumerated subsequences are
obtained from a sequence where all of the runs of symbols
are of length 1, except for one run, and that the assumed
decimation is a random one, and in addition, for simplicity
of the evaluation we assume that the subsequences appear
equally likely.

Consequently, the uncertainty 𝐻(X | Y) is lower-
bounded as follows:

𝐻(X | Y) ≥ log
2
(𝑢 (𝑛 + 𝑡, 𝑟, 𝑡)) (42)

noting that 𝑢(𝑛 + 𝑡, 𝑟, 𝑡) is at most 2
𝑛

= 𝐻(X) as after 𝑡

deletions we remain with a binary string of length 𝑛. Taking
into account that

1

𝑛
𝐼 (X;Y) =

1

𝑛
(𝐻 (X) − 𝐻 (X | Y)) (43)

we obtain
1

𝑛
𝐼 (M;Y) ≤

1

𝑛
𝐼 (M;X) [1 −

1

𝑛
log
2
(𝑢 (𝑛 + 𝑡, 𝑟, 𝑡))] (44)

and accordingly the theorem statement.
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Figure 4: Numerical examples related to Theorem 7: illustration of
the security gain implied by a binary channel with embedding of
random bits noting that smaller 𝛼 means higher security enhance-
ment.

Figure 4 yields numerical illustrations of coefficient 𝛼

which determines the security gain.
Note that, in order to achieve a desired high enhancement

of the security, the insertion rate should be high enough as
illustrated in Figure 4. When the insertion rate is low, the
security enhancement is low as well, and this is analytically
shown in the next corollary.

Corollary 8. Consider

1

𝑛
𝐼 (M;Y) ≤

1

𝑛
𝐼 (M;X) ⋅ (1 − (log

2

1 + √5

2
)

𝑟

𝑛
) (45)

when the parameters of the considered encryption fulfil the
following constraints:

𝑛 >
1 + √5

2
𝑟,

𝑡 ∈ [𝑝
∗

𝑟, 𝑛 + 𝑡 − 𝑟 (1 − 𝑝
∗

)]

𝑓𝑜𝑟 𝑝
∗

∈ [0.276, 0.278] .

(46)

Sketch of the Proof. For large values of 𝑡 and 𝑟, the following
approximation can be employed:

𝑢 (𝑛 + 𝑡, 𝑟, 𝑡) ≈

min(𝑟,𝑡)
∑

𝑖=0

𝑑 (𝑟, 𝑖) , (47)
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where 𝑥 ≈ 𝑦 means that 𝑥 is approximately 𝑦 if 𝑥/𝑦 is a
polynomial function of 𝑟 and 𝑡. Accordingly,

𝑑 (𝑟, 𝑝𝑟) =

𝑝𝑟

∑

𝑖=0

(

𝑟 − 𝑝𝑟

𝑖

) ≈

{{{{

{{{{

{

2
𝑟−𝑝𝑟 for 𝑝 ≥

1

3
,

(

𝑟 − 𝑝𝑟

𝑝𝑟

) for 𝑝 <
1

3
.

(48)

Using the fact reported in [9] we have the following. Let
𝑝
∗

= argmax
𝑝
𝑑(𝑟, 𝑝𝑟). Numerical calculations reported in

[9] show that 𝑝∗ ∈ [0.276, 0.278]. Consequently, it is shown
in [9] that for even 𝑟

𝑑 (𝑟, 𝑝
∗

𝑟) ≈ (
1 + √5

2
)

𝑟

. (49)

The above imply the corollary statement.
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Load balancing technology can effectively exploit potential enormous compute power available on distributed systems and achieve
scalability. Communication delay overhead on distributed system, which is time-varying and is usually ignored or assumed
to be deterministic for traditional load balancing strategies, can greatly degrade the load balancing performance. Considering
communication delay overhead and its time-varying feature, a hierarchical load balancing strategy based on generalized neural
network (HLBSGNN) is presented for large distributed systems. The novelty of the HLBSGNN is threefold: (1) the hierarchy
with optimized communication is employed to reduce load balancing overhead for large distributed computing systems, (2)
node computation rate and communication delay randomness imposed by the communication medium are considered, and (3)
communication and migration overheads are optimized via forecasting delay. Comparisons with traditional strategies, such as
centralized, distributed, and random delay strategies, indicate that the HLBSGNN is more effective and efficient.

1. Introduction

In traditional load balancing strategies, as the task grain
size and the number of hops to traverse are likely to be
relatively small, communication overhead between any pair
of processors in computing system is commonly assumed
to be nearly the same or ignored [1–4]. In large distributed
systems, the topology diameter, task grain size, and data scale
to traverse are likely big. For example, network topology
diameter is commonly big and schedule objects are generally
virtual machine resources, and the task grain size to traverse
anddata scalemay be big in cloud computing environment [5,
6]. Transmission of such large-scale information can lead to
big communication delay, which will be able to undoubtedly
reduce the accuracy of scheduling strategies and incur the
aging problem of obtained information.

In centralized load balancing strategies, a dedicated
“central” computer gathers global information about the
state of the entire system and uses it to make global load

balancing decisions. Centralized strategies are inherently
nonscalable and have the following limitations when applied
to large distributed systems [7–10]: (1) collection of global
information may become a prohibitively expensive process;
(2) the memory usage for storing the global state information
on the central node can be prohibitively high; (3) the single
central node can become the communication bottleneck with
a large number of processors; (4) the execution overhead
of a centralized strategy’s decision-making algorithm can be
very high, given the large number of processors; (5) greedy-
based centralized strategies tend to lead to migrating almost
all tasks away from their current location which can be very
expensive in a large system. On the other hand, in a dis-
tributed strategy, each processor exchanges state information
with other processors in its neighborhood. Compared to
centralized strategies, a distributed load balancing strategy is
designed to be scalable on large distributed systems [7, 11].
However, several problems can be found in practice. For
example, distributed schemes can suffer from the aging of
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load information. This is largely due to the nonpreemptive
message scheduler. Other messages have to wait in the
message queue. Thus the processing of critical messages that
contain the load information may be delayed in the queue
and get out-of-date when the execution time of the method
being processed is long. This aging of load information may
lead the load balancing runtime to make poor load balancing
decisions. Also, the delay in processing the loadmessagesmay
further delay the invocation of the load balancing strategies.
This is because load balancing can only be triggered when
all load information is received from neighboring processors.
Any delay in receiving these messages may slow down the
invocation of the load balancing strategies and response time.
For user experience of cloud service, it depends heavily on the
communication delay between end user and service instance
the user accesses, which is mainly caused by Internet delay
between the user and the data center hosting the instance [12].

Moreover, overall performance of large-scale distributed
data processing is known to degrade when the system
contains nodes that have a large communication delay [13].
For loosely coupled communication applications such as
mpiBLAST, we can always see a considerable speedup as
here what prevails is the computation gained by an increased
parallelism over the communication overhead. Nevertheless,
if the dataset is relatively small and the number of VMs
utilized is too large, then the parallelism can be overwhelmed
by the communication. We could see that as we include more
than 32 VMs from three different domains, the performance
did not obtain any speedup,whichwasmainly caused because
of a higher communication delay, and the computation
time was overwhelmed by the communication time [14].
The current virtual machine (VM) resources scheduling in
cloud computing environmentmainly considers current state
of the system but seldom considers system variation and
historical data, which always leads to load imbalance of the
system [5]. However, CPU speed and communication delay
are two factors that influence platform performance in high
performance computing systems [15].

Hajjat et al. [16] show that communication delay is time-
varying. This is attributable to uncertainties associated with
the amount of traffic, congestion, and other unpredictable
factors within the network [17, 18]. How to perceive and pre-
dict the communication state quickly and accurately in load
balancing process is a key problem to be solved in large dis-
tributed computing system. At present, there exist some algo-
rithms for solving this problem such as RW (RandomWalk)
[19], HA (Historical Average) [20], and IHA (Informed His-
torical Average) [21]. The RW judges the communication sit-
uation just based on the current network delay situation, HA
performs this only according to the average situation of his-
torical data, and the IHAcombinesRWandHA.However, the
nonlinear and uncertain characteristics of communication
delays are not considered and the influence of random factors
cannot be avoided. Thus, the prediction accuracy of these
methods is very low with the time interval getting shorter.

In large-scale distributed computing systems in which
the computational elements (CEs) are physically or virtually
distant from each other, there are a number of inherent
time-delay factors that can seriously alter the expected

performance of the load balancing policies that do not
account for such delays [17]. Dhakal et al. [18] presented a
random delay forecasting formula which combines RW and
HA. However, the value of forgetting factor 𝛼 can only be
chosen with experience, and it is very difficult to predict for
changing network, thereby having no practical usability. In
addition, it does not have a complete prediction model and
can only predict the average delay of the next time interval
but not the delay after the next time interval.

A hierarchical dynamic load balancing strategy based
on generalized neural network (HLBSGNN) is presented
considering time-varying characteristics of communication
delays in large distributed computing systems. This hier-
archical load balancing strategy reduces the load balanc-
ing overhead in large distributed computing systems with
communication-optimized hierarchy. In the new strategy, the
computation rate of node and time-varying characteristics of
communication delay are considered, and a delay prediction
model based on generalized neural network (GNN) theory is
constructed. It provides an effective optimization method for
load balancing strategies considering delay overhead in large
distributed systems.

The rest of this paper is organized as follows. After
describing the hierarchical load balancing strategy (HLBS-
GNN) in Section 2, comparison experiments are provided in
Section 3. We conclude this paper in Section 4.

2. The Hierarchical Load Balancing
Strategy (HLBSGNN)

2.1. Intelligent Neuron Model. In traditional neural network
models, the neuron’s structure is very simple and its transfer
function is not changeable, so the neuron only has infor-
mation processing ability and the information storage ability
of the whole neural network is limited. When dealing with
large-scale problems, traditional neural network is hard to
converge. In order to greatly increase the information storage
ability, the model of generalized neural network (GNN) is
presented.The neurons of GNN can be the simple neurons of
traditional neural network or the intelligent neurons which
have information storage ability or can be the neurons which
consist of a neural network (multi-inputs/multioutputs). The
neuron is constructed based on sample functions. In this
paper, a new intelligent neuronmodel is constructed based on
linearly independent functions. AGNNmodel is formedwith
these intelligent neurons and can greatly improve the perfor-
mance of neural network. The GNN constructed by neurons
can be applied to predict communication delays of large
distributed computing systems having high practicability.

The intelligent neuron has information storage ability
and adjusts its transfer function in a set of functions by
some training algorithms. In previous research, Eck and
Shih [22] used linearly independent functions to pretreat the
neural network’s inputs, which made neural network get a
better mapping effect. Without importing new inputs, these
functions can effectively increase the dimensions of input
vectors and therefore can greatly accelerate the network’s
convergent speed. This paper imported linearly independent
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Figure 1: Model of intelligent neuron.

functions into interior constructions of intelligent neurons
and expanded neuron’s input 𝑥 into linearly independent
functions 𝑥, 𝑥2, 𝑥3, . . . , 𝑥𝑛 (𝑛 is odd) and constructed a new
intelligent neuron model, as shown in Figure 1, where 𝑥 is
neuron’s input, 𝑎

𝑟
(𝑟 = 1, 2, 3, . . . , 𝑛) is connected weight,

𝐹(𝑥) is neuron’s output and can be formulated as

𝐹 (𝑥) =

𝑛

∑

𝑟=1

𝑎
𝑟
𝑥
𝑟
+ 𝑏
𝑁
. (1)

If the neuron has 𝑛 inputs, the mapping relation is

𝑋𝐴 + 𝑏
𝑁
= Υ, (2)

where Υ is neuron’s output and𝑋 can be represented as

𝑋 =

[
[
[
[
[
[
[

[

𝑥
1
𝑥
2

1
⋅ ⋅ ⋅ 𝑥
𝑛

1

𝑥
2
𝑥
2

2
⋅ ⋅ ⋅ 𝑥
𝑛

2

.

.

.

.

.

. d
.
.
.

𝑥
𝑛
𝑥
2

𝑛
⋅ ⋅ ⋅ 𝑥
𝑛

𝑛

]
]
]
]
]
]
]

]

,

𝐴
𝑇
= (𝑎
1
, 𝑎
2
, . . . , 𝑎

𝑛
) .

(3)

Drawing the common factors 𝑥
1
, 𝑥
2
, . . . , 𝑥

𝑛
of matrix 𝑋, the

following formulation can be gained:

𝑋 =

𝑛

∏

𝑟=1

𝑥
𝑟

[
[
[
[
[
[
[

[

1 𝑥
1
⋅ ⋅ ⋅ 𝑥
𝑛−1

1

1 𝑥
2
⋅ ⋅ ⋅ 𝑥
𝑛−1

2

.

.

.

.

.

. d
.
.
.

1 𝑥
𝑛
⋅ ⋅ ⋅ 𝑥
𝑛−1

𝑛

]
]
]
]
]
]
]

]

. (4)

By Vandermonde determinant we can have



1 𝑥
1
⋅ ⋅ ⋅ 𝑥
𝑛−1

1

1 𝑥
2
⋅ ⋅ ⋅ 𝑥
𝑛−1
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= ∏

1≤𝑖<𝑗≤𝑛

(𝑥
𝑗
− 𝑥
𝑖
) . (5)

So the value of determinant of𝑋 is

det𝑋 = |𝑋| =
𝑛

∏

𝑟=1

𝑥
𝑟
∏

1≤𝑖<𝑗≤𝑛

(𝑥
𝑗
− 𝑥
𝑖
) . (6)

If 𝑥
𝑖
̸= 𝑥
𝑗
, then det𝑋 ̸= 0; the rank of 𝑋 is 𝑛. It

shows that the dimensions of input vectors can be increased
and the neuron’s information storage ability is consequently
improved without increasing the number of inputs in the
interior of intelligent neurons by the way of expanding
functions. All of that makes neural network have a good
mapping effect.

The sine and cosine functions (𝑥, sin𝜋𝑥, cos𝜋𝑥, sin 2𝜋𝑥,
cos 2𝜋𝑥, . . .) are used to expand neural network’s inputs,
which can greatly improve neural network’s performance
[23]. This paper introduces sine and cosine functions into
the constructions of intelligent neurons and constructs a new
model of intelligent neuron as follows:

𝐹 (𝑥) =

𝑘

∑

𝑟=1

𝑎
𝑟
𝑆 (𝑟, 𝑥) + 𝑏

𝑁
. (7)

In formulation (7), 𝑥 is the neuron’s input, 𝐹(𝑥) is the
neuron’s output, and 𝑆(𝑟, 𝑥) is linearly independent function
in the intelligent neuron and can be formulated as

𝑆 (𝑟, 𝑥) =

{{{{{{

{{{{{{

{

𝑥, if 𝑟 = 1

sin( 𝑟
2
𝜋𝑥) , if 𝑟 is even

cos(𝑟 − 1
2
𝜋𝑥) , if 𝑟 ̸= 1, 𝑟 is odd

𝑟 = 1, 2, . . . , 𝑘.

(8)

The functions 𝑥, sin𝜋𝑥, cos𝜋𝑥, sin 2𝜋𝑥, cos 2𝜋𝑥, . . . are
linearly independent. The neuron formed by these functions
has good function mapping ability and is superior to the one
formed by the functions 𝑥, 𝑥2, . . . , 𝑥𝑛 in terms of prediction
accuracy and convergence rate [24].

2.2. Delay Prediction Model and Its Learning Algorithm Based
on GNN. Generally speaking, time prediction can be divided
into twomainmethods: data model and analysis model. Data
model is basically characterized by data guidance, taking the
historical and current delay time variable sequence as inputs.
In Figure 2, we assume that current time is 𝑡, and the historical
data is 𝑓(𝑡−1), 𝑓(𝑡−2), . . . , 𝑓(𝑡−𝑛) at time 𝑡−1, 𝑡−2, . . . , 𝑡 −
𝑛, respectively. We can forecast future time sequences 𝑓(𝑡 +
1), 𝑓(𝑡 + 2), . . . by analyzing historical data samples.

In this paper, a GNNmethod based on intelligent neuron
model is used to predict the delays of nodes in future time
intervals. GNN has many structural forms.The input layer of
GNN is composed of ordinary neurons, and the hidden layer
and the output layer are composed of intelligent neurons.
For real-time prediction of node delay, there exists a certain
relationship between the delay of current node and the delays
of last several nodes, which thus can be used to predict the
delay time of the node in next time interval. We choose the
delay amount at times 𝑡 − 6, 𝑡 − 5, 𝑡 − 4, 𝑡 − 3, 𝑡 − 2, 𝑡 − 1 as
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Figure 2: Forecasting via historical data.
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Figure 3: Delay forecasting model based on GNN.

the input of GNN and take the delay amount of prediction
node at time 𝑡 + 1 as output. The number of nodes in hidden
layer nodes is set to 6, and the delay prediction model can be
shown as in Figure 3.

The connection weights between layers can be learned
by error back propagation algorithm, and the adjustable
parameters of hidden layer and output layer can be learned
with LMS algorithm [25]. A practical and complete learning
process of GNN involves the following steps:

(1) Initializing the neural network.
(2) Calculating the actual output and the state of neuron

in each layer for different samples.
(3) Computing the error of each neuron and back prop-

agation error in output layer and hidden layer.
(4) Amending the connected weights and thresholds

between input layer and hidden layer.
(5) Recalculating the state of GNN, error of node, and

back propagation error in each layer.
(6) Amending the nonlinear transfer function of node in

hidden layer.
(7) Recalculating the state of GNN, error of node, and

back propagation error in each layer.
(8) Amending the connected weights and thresholds

between output layer and hidden layer.
(9) Recalculating the state of GNN, error of node, and

back propagation error in each layer.
(10) Amending the nonlinear transfer function of node in

output layer.
(11) Calculating the whole neural network’s error and

verifying if this error meets the requirements. If true,
then end the training algorithm; else go to (2).

2.3. The Hierarchical Load Balancing Algorithm Based on
GNN. The computing nodes in large distributed systems can
be mapped to a hierarchical tree with tree model [26] to take
advantage of the architecture. A hierarchical tree can be built
according to machine’s topological hierarchy to minimize
load balancing communication overhead. Assume that the
transmission delay is low in large distributed computing
system. Therefore it can be assumed that the transmission
delay between two adjacent nodes is approximately equal. Let
𝜆
𝑖𝑗,𝑡
(0) be transmission delay of idle load between node 𝑖 and

node 𝑗 at time 𝑡, and we have

𝜆
𝑖𝑗,𝑡
(0) ≡ 𝑝𝑠

𝑖𝑗
, (9)

where 𝑡 = 0, 𝑝 is idle-load delay constant between adjacent
nodes, and 𝑠

𝑖𝑗
is the distance (in terms of number of hops) of

the shortest path from node 𝑖 to node 𝑗. For systems with 𝑁
nodes, we set idle-load delay threshold of nodes in each layer
by the equation

𝜆
𝑖𝑗,𝑡
(0) ≤ 𝜑. (10)

Therefore we can determine the height of load balancing tree
and construct a load balancing tree. In our load balancing
strategy, an intermediate node at level 𝑙

𝑖
and its immediate

children nodes at level 𝑙
𝑖−1

form a load balancing domain,
with the root node as group leader (manager). Load balancing
group leaders control the load balancing process inside their
domain, playing the role similar to the central node in a
centralized load balancing scheme. Load balancing domains
periodically exchange the load of their processors. This
process is triggered by leaf processors at level 0 of the tree,
starting to send their local load up to the domain group leader
processors which are at level 1.The same process continues by
ascending the tree to top level in the tree. The manager load
balancing algorithm is described in Algorithm 1.

2.4. Load Balancing Process

(1) Load Balancing Initiation. At a synchronous time,
group leader collects information at each leaf node.
Each leaf node reports the prediction of task comple-
tion time 𝑇

𝑖
to group leader. For example, a group

leader manages 𝑛 leaf nodes, and it controls a state
vector 𝐼 = (𝑖

1
, 𝑖
2
, . . . , 𝑖

𝑛
), 𝑖
𝑖
∈ (0, 1). The vector is

initialized to (0, 0, . . . , 0). If group leader receives 𝑇
𝑖

sent by node 𝑖, it then updates the value of 𝑖
𝑖
with 1.

(2) Load Imbalance Calculation. When the state vector 𝐼
is (1, 1, . . . , 1), the expected completion time of each
load is calculated to start load balancing if (10) is
satisfied

𝜎 (𝑇) = √

𝐸 (𝑇
2
) − [𝐸 (𝑇)]

2
≥ 𝜂. (11)
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(1) begin
(2) Data: 𝑉

𝑡
(the set of tasks);

(3) 𝐸
𝑜
(communication graph);

(4) 𝑉
𝑝
(the set of processors);

(5) 𝐺
𝑝
(the background load of processors);

(6) Result:M: 𝑉
𝑡
→ 𝑉
𝑝
; // A task mapping

(7) nObjs← NumObjs; // number of migratable objects
(8) ObjectHeap objHeap(nObjs + 1); // declare a object heap objHeap
(9) 𝑉

𝑡
→maxhAllObjs; // max for all migratable objects

(10) ProcessorHeap lightProcessors(P); // declare a processor heap lightProcessors
(11) 𝐺

𝑝
→ lightProcessors;

(12) for 𝑖 ← 1 to nObjs do
(13) minLoad←MAX DOUBLE; // Initially the minimum load minLoad are set to MAX DOUBLE
(14) o← objHeap.deleteMax(); // Find the object o with high loads
(15) cpuDonor← lightProcessors->deleteMin(); // Find the migratable target (processor) with light loads
(16) 𝑐𝑜𝑚𝑚 𝑐𝑜𝑠𝑡 ← ∑

𝑒
𝑜𝑏
∈𝐸
𝑜
∧𝑀(𝑏)=𝑐𝑝𝑢𝐷𝑜𝑛𝑜𝑟

𝐺𝑁𝑁(𝑐
∧

𝑜𝑏
); // comm cost represents communication cost

(17) newLoad← cpuDonor.load + comm cost; // Recalculate new load considering communication cost
(18) if newload <minLoad then
(19) minLoad← newLoad;
(20) newDonor← cpuDonor; // Find new migratable processor
(21) end if
(22) for cpuDonor ∈ 𝑃 comm do
(23) 𝑐𝑜𝑚𝑚 𝑐𝑜𝑠𝑡 ← ∑

𝑒
𝑜𝑏
∈𝐸
𝑜
∧𝑀(𝑏)=𝑐𝑝𝑢𝐷𝑜𝑛𝑜𝑟

𝐺𝑁𝑁(𝑐
∧

𝑜𝑏
);

(24) newLoad← cpuDonor.load + comm cost;
(25) if newLoad <minLoad then
(26) minLoad← newLoad;
(27) newDonor← cpuDonor; // newDonor: new migratable processor
(28) end if
(29) end for
(30) o→ newDonor; // Allocating task o to processor newDonor
(31) Update(objHeap);
(32) Update(lightProcessors);
(33) end for
(34) if objHeap.deleteMax() > sit max then // sit max: threshold
(35) // failed
(36) LB TopManager(); // initiate load balancing on top level
(37) else
(38) // succeed;
(39) end if
(40) end

Algorithm 1: LB Manager // Load balancing for a manager.

(3) Overhead Calculation.The overhead of each leaf node
can be represented as

𝐿
ex
𝑗
(𝑡) = 𝑄

𝑗
(𝑡) −

𝜆
𝑑

𝑗

∑
𝑛

𝑘=1
𝜆
𝑑

𝑘

𝑛

∑

𝑙

𝑄
𝑙
(𝑡) , (12)

where 𝑄
𝑗
(𝑡) denotes the CPU queue length in node

𝑗 at time 𝑡, and 𝜆𝑑
𝑗
denotes the calculation speed in

node 𝑗. If 𝐿ex
𝑗
(𝑡) > 0 then the node is over-loaded and

otherwise is low-loaded.

(4) Load balancing strategy GreedyCommLB is invoked
to complete task migration.

3. Experiments

3.1. Comparison to Traditional Centralized Load Balancing
Strategy. The experiments were run on a 64-node Lenovo
DeepComp 1800 installed atDalianUniversity of Technology,
an SMP cluster machine formed from two 2.8GHz Intel
Xeon processors with 1MB L2 cache and with 4GB of
physical RAM, each node connected by a Myrinet network,
and running RedHat 9.0 operating system. We simulated
the BlueGene/L (with 32K–64K nodes) on DeepComp 1800
with BigSim emulator [27] using 8 real nodes and used
load balancing benchmark program (lb test) to simulate
the running of parallel programs. The program generated
a certain amount of communication objects or tasks in a
system with a mesh 2D topology and each object performs
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Table 1: Load balancing overhead and memory overhead on 32K emulated processors.

GreedyCommLB Number of objects
128 k 256 k 512 k 1m

Centralized
Balancing overhead 10.2961 s 21.1509 s 38.1038 s —
Memory overhead 41.4052M 82.8662M 165.8105M —

Hierarchical
Balancing overhead at level 0 0.1958 s 0.4399 s 0.7824 s 1.7164 s
Memory overhead at level 0 5.1542M 10.3281M 24.9335M 41.4052M
Balancing overhead at level 1 0.4616 s 1.2910 s 3.6935 s 5.2248 s
Memory overhead at level 1 10.3281M 24.9335M 41.4052M 82.8662M

Table 2: Load balancing overhead and memory overhead on 64K emulated processors.

GreedyCommLB Number of objects
128 k 256 k 512 k 1m

Centralized
Balancing overhead 10.84 s 25.22 s 45.18 s —
Memory overhead 41.40M 82.87M 165.81M —

Hierarchical
Balancing overhead at level 0 0.42 s 1.08 s 3.95 s 4.95 s
Memory overhead at level 0 10.33M 24.93M 41.40M 82.87M
Balancing overhead at level 1 0.49 s 1.03 s 2.30 s 5.63 s
Memory overhead at level 1 12.45M 20.68M 41.41M 82.87M

a certain amount of iterations. For centralized and hierarchi-
cal load balancing strategies, the load balancing overhead and
memory overhead at each iteration of the simulation on 32K
and 64K emulated processors are shown in Tables 1 and 2.

The compared results of the centralized and hierarchical
load balancing strategies in the same lb test are shown
in Tables 1 and 2. In the centralized strategy, the single
central node can become the communication bottleneck in
a computing system with a very large number of processors.
However, in the hierarchical strategy, the height of the load
balancing tree can be reduced by threshold setting, and thus
the overheads on load balancing, memory, and the idle time
of leaf node can be greatly reduced.

3.2. Comparison to Traditional Distributed Load Balancing
Strategy. In order to compare the performance between
HLBSGNN strategy and traditional distributed load balanc-
ing strategy, we ran the algorithm proposed in this paper
and the nearest neighbor load balancing algorithm [28, 29]
(migrating tasks from overloaded node to its underloaded
neighboring nodes) and used the tool Projections to track the
load balancing process. The results are shown in Figures 4(a)
and 4(b).

As shown in Figure 4(a), the average CPU utilization of
the HLBSGNN algorithm is about 30%, while the average
CPU utilization of the nearest neighbor load balancing
algorithm is about 10%, as shown in Figure 4(b).

3.3. Comparison to Random Delay Strategies. In order to ver-
ify the communication predictionmechanism of hierarchical

strategy, we ran communication test program Commbench
of Charm++ on DeepComp 1800 machine using 2 nodes to
take delay sampling (Δ𝑡 = 1m) to test the delay prediction
performance of the IHA, GNN, and BP (back propagation)
methods. According to the relationship between the square
root error and the forgetting factor 𝛼 (as shown in Figure 5),
it is shown that the prediction results are best when 𝛼 is 0.7
and thus let 𝛼 be 0.7 in this paper.

Aim to compare the convergence time and number of
learning times of GNN and traditional BP neural network, we
ran two algorithms under the same conditions such as initial
weight values, training samples, and parameters. The results
are shown in Table 3.

As shown in Table 3, the prediction accuracy of BP is
lower than that of GNN.The convergence time of BP is higher
than that of GNN and it is even nonconvergent in the case
of high precision to be required. In order to compare the
prediction performance of BP, IHA, andGNN algorithms, we
used 75 sets of data to perform training and forecasted 100 sets
of data. The results are shown in Figures 6 and 7.

It can be seen from Figures 6 and 7 that the delay
prediction of the generalized neural network is better than
that of IHA algorithm and BP algorithm. In order to evaluate
the prediction performance, we introduce the following
evaluating metrics: (1) RME: relative mean error; (2) RMSE:
root-mean-squared error; (3) EC: error change rate; (4)
mxarer: maximum absolute relative error; (5) mrerr: mean
relative error. In order to compare the prediction accuracy
of various algorithms, we calculated the prediction errors of
various algorithms, as shown in Table 4.
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Figure 4: CPU utilization.

Table 3: Comparison of convergence time and learning times
between BP and GNN.

Algorithms Data
50 100 150 200

BP
Time 11.875 s 7.937 s 3.406 s 0.281 s
Steps 156667 63049 15683 771

GNN
Time 0.281 s 0.296 s 0.328 s 0.078 s
Steps 629 367 225 49
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Figure 5:The function relation between forgetting factor and square
root error of prediction delay.

In Table 4, the prediction accuracy of GNN algorithm is
better than that of IHA and BP algorithm when the delay is
sharply changed. In the load balancing process of HLBSGNN
strategy, the accuracy of makespan can be improved by
prediction results when considering communication cost, as
shown in Table 5.

In order to investigate the effect of GNN method on
load balancing, assuming a distributed system with 2D mesh
topology and each node with 10 tasks (or objects), each object
communicating with the nearest neighbor node 100 times,
we tested the performance of the GreedyCommLB algorithm
based on the GNN and IHA and performed performance
comparison of GNN and IHA algorithms. The results are
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Figure 6: Comparison of GNN and IHA algorithm.
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Figure 7: Comparison of GNN and BP algorithm.

shown in Figure 8. It can be seen that the GNN algorithm
is better than IHA algorithm and can improve the prediction
precision of makespan.
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Table 4: Prediction error comparison of various algorithms.

Algorithms RME RMSE EC mxarer mrerr
RW 0.2338 0.3158 0.8508 1.2601 0.0362
HA 0.2061 0.2550 0.8774 0.8979 0.0078
IHA 0.1970 0.2457 0.8805 0.9067 0.0043
BP 0.186842 0.229921 0.889735 0.363908 −0.048636
GNN 0.164918 0.205186 0.904193 0.470729 −0.044529

Table 5: Error comparison of IHA and GNN to predict makespan
of load balancing.

Algorithms RME RMSE EC mxarer mrerr
IHA 0.013957 0.014348 0.992736 0.017143 0.013957
GNN 0.011165 0.011479 0.994197 0.013714 0.011165
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Figure 8: Makespan comparison of IHA and GNN algorithms.

4. Conclusions

In this paper, a hierarchical load balancing strategy based
on generalized neural network is proposed, considering the
load balancing overhead and time-varying characteristics of
network delay in large distributed systems. The proposed
strategy can reduce load balancing overhead in large-scale
systems with communication-optimized hierarchy and opti-
mize the delay of communication and migration, thereby
improving performance of load balancing. Experimental
results have shown it to be relatively effective and efficient
against traditional centralized and distributed load balancing
strategies in large distributed computing systems.

In fact, there is no “one size fits all” when it comes to load
balancing.Thismeans that the performance of load balancing
is heavily dependent on the particular applications, system
architectures, and numerous other variables, and there may
be one or more viable solutions. This is also true of the work
in this paper, which is mainly suitable for the case that the
delay is large and time-varying. Research on load balancing
for applications with high real-time requirement will be our
future work.
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Sparse matrix-vector multiplication (SpMV) is an important operation in scientific computations. Compressed sparse row (CSR)
is the most frequently used format to store sparse matrices. However, CSR-based SpMVs on graphic processing units (GPUs), for
example, CSR-scalar and CSR-vector, usually have poor performance due to irregular memory access patterns. This motivates us
to propose a perfect CSR-based SpMV on the GPU that is called PCSR. PCSR involves two kernels and accesses CSR arrays in a
fully coalesced manner by introducing a middle array, which greatly alleviates the deficiencies of CSR-scalar (rare coalescing) and
CSR-vector (partial coalescing). Test results on a single C2050 GPU show that PCSR fully outperforms CSR-scalar, CSR-vector,
and CSRMV and HYBMV in the vendor-tuned CUSPARSE library and is comparable with a most recently proposed CSR-based
algorithm, CSR-Adaptive. Furthermore, we extend PCSR on a single GPU to multiple GPUs. Experimental results on four C2050
GPUs show that no matter whether the communication between GPUs is considered or not PCSR onmultiple GPUs achieves good
performance and has high parallel efficiency.

1. Introduction

Sparse matrix-vector multiplication (SpMV) has proven to
be an important operation in scientific computing. It need
be accelerated because SpMV represents the dominant cost
in many iterative methods for solving large-sized linear
systems and eigenvalue problems that arise in a wide variety
of scientific and engineering applications [1]. Initial work
about accelerating the SpMV on CUDA-enabled GPUs is
presented by Bell and Garland [2, 3]. The corresponding
implementations in the CUSPARSE [4] and CUSP libraries
[5] include optimized codes of the well-known compressed
sparse row (CSR), coordinate list (COO), ELLPACK (ELL),
hybrid (HYB), and diagonal (DIA) formats. Experimental
results show speedups between 1.56 and 12.30 compared to
an optimized CPU implementation for a range of sparse
matrices.

SpMV is a largely memory bandwidth-bound operation.
Reported results indicate that different access patterns to
the matrix and vectors on the GPU influence the SpMV
performance [2, 3]. The COO, ELL, DIA, and HYB kernels

benefit from full coalescing. However, the scalar CSR kernel
(CSR-scalar) shows poor performance because of its rarely
coalesced memory accesses [3].The vector CSR kernel (CSR-
vector) improves the performance of CSR-scalar by using
warps to access the CSR structure in a contiguous but not
generally aligned fashion [3], which implies partial coalesc-
ing. Since then, researchers have developed many highly
efficient CSR-based SpMV implementations on the GPU by
optimizing the memory access pattern of the CSR structure.
Lu et al. [6] optimize CSR-scalar by padding CSR arrays
and achieve 30% improvement of the memory access per-
formance. Dehnavi et al. [7] propose a prefetch-CSR method
that partitions the matrix nonzeros to blocks of the same size
and distributes them amongst GPU resources. This method
obtains a slightly better behavior than CSR-vector by padding
rows with zeros to increase data regularity, using parallel
reduction techniques, and prefetching data to hide global
memory accesses. Furthermore, Dehnavi et al. enhance the
performance of the prefetch-CSR method by replacing it
with three subkernels [8]. Greathouse and Daga suggest a
CSR-Adaptive algorithm that keeps the CSR format intact
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and maps well to GPUs [9]. Their implementation efficiently
accesses DRAM by streaming data into the local scratchpad
memory and dynamically assigns different numbers of rows
to each parallel GPU compute unit. In addition, numerous
works have proposed for GPUs using the variants of the CSR
storage format such as the compressed sparse eXtended [10],
bit-representation-optimized compression [11], block CSR
[12, 13], and row-grouped CSR [14].

Besides using the variants of CSR, many highly efficient
SpMVs onGPUs have been proposed by utilizing the variants
of the ELL and COO storage formats such as the ELLPACK-
R [15], ELLR-T [16], sliced ELL [13, 17], SELL-C-𝜎 [18], sliced
COO [19], and blocked compressed COO [20]. Specialized
storage formats provide definitive advantages. However, as
many programs use CSR, the conversion from CSR to other
storage formats will present a large engineering hurdle and
can incur large runtime overheads and require extra storage
space. Moreover, CSR-based algorithms generally have a
lower memory usage than those that are based on other
storage formats such as ELL, DIA, and HYB.

All the above observations motivate us to further inves-
tigate how to construct efficient SpMVs on GPUs while
keeping CSR intact. In this study, we propose a perfect CSR
algorithm, called PCSR, on GPUs. PCSR is composed of
two kernels and accesses CSR arrays in a fully coalesced
manner. Experimental results on C2050 GPUs show that
PCSR outperforms CSR-scalar and CSR-vector and has a
better behavior compared to CSRMV and HYBMV in the
vendor-tuned CUSPARSE library [4] and a most recently
proposed CSR-based algorithm, CSR-Adaptive.

The main contributions in this paper are summarized as
follows:

(i) A novel SpMV implementation on a GPU, which
keeps CSR intact, is proposed. The proposed algo-
rithm consists of two kernels and alleviates the defi-
ciencies of many existing CSR algorithms that access
CSR arrays in a rare or partial coalesced manner.

(ii) Our proposed SpMV algorithm on aGPU is extended
tomultiple GPUs. Moreover, we suggest twomethods
to balance the workload among multiple GPUs.

The rest of this paper is organized as follows. Following
this introduction, the matrix storage, CUDA architecture,
and SpMV are described in Section 2. In Section 3, a new
SpMV implementation on a GPU is proposed. Section 4
discusses how to extend the proposed SpMV algorithm on
a GPU to multiple GPUs. Experimental results are presented
in Section 5. Section 6 contains our conclusions and points to
our future research directions.

2. Related Techniques

2.1. Matrix Storage. To take advantage of the large number of
zeros in sparse matrices, special storage formats are required.
In this study, the compressed sparse row (CSR) format is only
considered although there aremany varieties of sparsematrix
storage formats, such as the ELLPACK (or ITPACK) [21],
COO [22], DIA [1], and HYB [3]. Using CSR, an 𝑛 × 𝑛 sparse

matrix 𝐴 with𝑁 nonzero elements is stored via three arrays:
(1) the array 𝑑𝑎𝑡𝑎 contains all the nonzero entries of 𝐴, (2)
the array 𝑖𝑛𝑑𝑖𝑐𝑒𝑠 contains column indices of nonzero entries
that are stored in 𝑑𝑎𝑡𝑎, and (3) entries of the array 𝑝𝑡𝑟 point
to the first entry of subsequence rows of 𝐴 in the arrays 𝑑𝑎𝑡𝑎
and 𝑖𝑛𝑑𝑖𝑐𝑒𝑠.

For example, the following matrix

𝐴 =

[
[
[
[
[
[
[
[
[
[
[

[

4 1 0 1 0 0

1 4 1 0 1 0

0 1 4 0 0 1

1 0 0 4 1 0

0 1 0 1 4 1

0 0 1 0 1 4

]
]
]
]
]
]
]
]
]
]
]

]

(1)

is stored in the CSR format by

𝑑𝑎𝑡𝑎:

[4 1 1 1 4 1 1 1 4 1 1 4 1 1 1 4 1 1 1 4]

𝑖𝑛𝑑𝑖𝑐𝑒𝑠:

[0 1 3 0 1 2 4 1 2 5 0 3 4 1 3 4 5 2 4 5]

𝑝𝑡𝑟: [0 3 7 10 13 17 20] .

(2)

2.2. CUDA Architecture. The compute unified device archi-
tecture (CUDA) is a heterogenous computing model that
involves both the CPU and theGPU [23]. Executing a parallel
program on the GPU using CUDA involves the following:
(1) transferring required data to the GPU global memory;
(2) launching the GPU kernel; and (3) transferring results
back to the host memory.The threads of a kernel are grouped
into a grid of thread blocks. The GPU schedules blocks over
the multiprocessors according to their available execution
capacity. When a block is given to a multiprocessor, it is
split in warps that are composed of 32 threads. In the best
case, all 32 threads have the same execution path and the
instruction is executed concurrently. If not, the execution
paths are executed sequentially, which greatly reduces the
efficiency. The threads in a block communicate via the
fast shared memory, but the threads in different blocks
communicate through high-latency global memory. Major
challenges in optimizing an application on GPUs are global
memory access latency, different execution paths in each
warp, communication and synchronization between threads
in different blocks, and resource utilization.

2.3. Sparse Matrix-Vector Multiplication. Assume that𝐴 is an
𝑛×𝑛 sparse matrix and 𝑥 is a vector of size 𝑛, and a sequential
version of CSR-based SpMV is described in Algorithm 1.
Obviously, the order in which elements of 𝑑𝑎𝑡𝑎, 𝑖𝑛𝑑𝑖𝑐𝑒𝑠, 𝑝𝑡𝑟,
and 𝑥 are accessed has an important impact on the SpMV
performance on GPUs where memory access patterns are
crucial.
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Input: 𝑑𝑎𝑡𝑎, 𝑖𝑛𝑑𝑖𝑐𝑒𝑠, 𝑝𝑡𝑟, 𝑥, 𝑛
Output: 𝑦
(01) for 𝑖 ← 0 to 𝑛 − 1 do
(02) 𝑟𝑜𝑤 𝑠𝑡𝑎𝑟𝑡 ← 𝑝𝑡𝑟[𝑖];
(03) 𝑟𝑜𝑤 𝑒𝑛𝑑 ← 𝑝𝑡𝑟[𝑖 + 1];
(04) 𝑠𝑢𝑚 ← 0;
(05) for 𝑗 ← 𝑟𝑜𝑤 𝑠𝑡𝑎𝑟𝑡 to 𝑟𝑜𝑤 𝑒𝑛𝑑 − 1 do
(06) 𝑠𝑢𝑚 += 𝑑𝑎𝑡𝑎[𝑗] ⋅ 𝑥[𝑖𝑛𝑑𝑖𝑐𝑒𝑠[𝑗]];
(07) done
(08) 𝑦[𝑖] ← 𝑠𝑢𝑚;
(09) done

Algorithm 1: Sequential SpMV.

3. SpMV on a GPU

In this section, we present a perfect implementation of CSR-
based SpMV on the GPU. Different with other related work,
the proposed algorithm involves the following two kernels:

(i) Kernel 1: calculate the array V = [V
1
, V
2
, . . . , V

𝑁
], where

V
𝑖
= 𝑑𝑎𝑡𝑎[𝑖] ⋅ 𝑥[𝑖𝑛𝑑𝑖𝑐𝑒𝑠[𝑖]], 𝑖 = 1, 2, . . . , 𝑁, and then

save it to global memory.
(ii) Kernel 2: accumulate element values of V according

to the following formula: ∑
𝑝𝑡𝑟[𝑗]⩽𝑖<𝑝𝑡𝑟[𝑗+1]

V
𝑖
, 𝑗 =

0, 1, . . . , 𝑛 − 1, and store them to an array 𝑦 in global
memory.

We call the proposed SpMV algorithm PCSR. For sim-
plicity, the symbols used in this study are listed in Table 1.

3.1. Kernel 1. For Kernel 1, its detailed procedure is shown in
Algorithm 2. We observe that the accesses to two arrays 𝑑𝑎𝑡𝑎
and 𝑖𝑛𝑑𝑖𝑐𝑒𝑠 in global memory are fully coalesced. However,
the vector 𝑥 in global memory is randomly accessed, which
results in decreasing the performance ofKernel 1. On the basis
of evaluations in [24], the best memory space to place data
is the texture memory when randomly accessing the array.
Therefore, here texture memory is utilized to place the vector
instead of global memory. For the single-precision floating
point texture, the fourth step in Algorithm 2 is rewritten as

V [𝑡𝑖𝑑]

← 𝑑𝑎𝑡𝑎 [𝑡𝑖𝑑]

⋅ 𝑡𝑒𝑥𝑡1𝐷𝑓𝑒𝑡𝑐ℎ (𝑓𝑙𝑜𝑎𝑡𝑇𝑒𝑥𝑅𝑒𝑓, 𝑖𝑛𝑑𝑖𝑐𝑒𝑠 [𝑡𝑖𝑑]) .

(3)

Because the texture does not support double values, the
following function𝑓𝑒𝑡𝑐ℎ 𝑑𝑜𝑢𝑏𝑙𝑒() is suggested to transfer the
int2 value to the double value.

(01) dekice double 𝑓𝑒𝑡𝑐ℎ 𝑑𝑜𝑢𝑏𝑙𝑒(texture⟨int2, 1⟩𝑡, int 𝑖){
(02) int2 V = tex1Dfetch(𝑡, 𝑖);
(03) return hiloint2double(V ⋅ 𝑦, V ⋅ 𝑥);
(04) }

Furthermore, for the double-precision floating point texture,
based on the function 𝑓𝑒𝑡𝑐ℎ 𝑑𝑜𝑢𝑏𝑙𝑒(), we rewrite the fourth
step in Algorithm 2 as

V [𝑡𝑖𝑑]

← 𝑑𝑎𝑡𝑎 [𝑡𝑖𝑑]

⋅ 𝑓𝑒𝑡𝑐ℎ 𝑑𝑜𝑢𝑏𝑙𝑒 (𝑑𝑜𝑢𝑏𝑙𝑒𝑇𝑒𝑥𝑅𝑒𝑓, 𝑖𝑛𝑑𝑖𝑐𝑒𝑠 [𝑡𝑖𝑑]) .

(4)

3.2. Kernel 2. Kernel 2 accumulates element values of V that
is obtained by Kernel 1 and its detailed procedure is shown in
Algorithm 3.This kernel is mainly composed of the following
three stages:

(i) In the first stage, the array 𝑝𝑡𝑟 in global memory
is piecewise assembled into shared memory 𝑝𝑡𝑟 𝑠 of
each thread block in parallel. Each thread for a thread
block is only responsible for loading an element
value of 𝑝𝑡𝑟 into 𝑝𝑡𝑟 𝑠 except for thread 0 (see lines
(05)-(06) in Algorithm 3). The detailed procedure is
illustrated in Figure 1. We can see that the accesses to
𝑝𝑡𝑟 are aligned.

(ii) The second stage loads element values of V in global
memory from the position 𝑝𝑡𝑟 𝑠[0] to the position

𝑝𝑡𝑟 𝑠[TB] into shared memory V 𝑠 for each thread
block. The assembling procedure is illustrated in
Figure 2. In this case, the access to V is fully coa-
lesced.

(iii) The third stage accumulates element values of V 𝑠,
as shown in Figure 3. The accumulation is highly
efficient due to the utilization of two shared memory
arrays 𝑝𝑡𝑟 𝑠 and V 𝑠.

Obviously, Kernel 2 benefits from shared memory. Using
the shared memory, not only are the data accessed fast, but
also the accesses to data are coalesced.

From the above procedures for PCSR, we observe that
PCSR needs additional global memory spaces to store a
middle array V besides storing CSR arrays 𝑑𝑎𝑡𝑎, 𝑖𝑛𝑑𝑖𝑐𝑒𝑠, and
𝑝𝑡𝑟. Saving data into V in Kernel 1 and loading data from V
in Kernel 2 to a degree decrease the performance of PCSR.
However, PCSR benefits from the middle array V because
introducing V makes it access CSR arrays 𝑑𝑎𝑡𝑎, 𝑖𝑛𝑑𝑖𝑐𝑒𝑠, and
𝑝𝑡𝑟 in a fully coalesced manner. This greatly improves the
speed of accessing CSR arrays and alleviates the principal
deficiencies of CSR-scalar (rare coalescing) and CSR-vector
(partial coalescing).



4 Mathematical Problems in Engineering

Block grid
Block 0

Block 1

· · ·
· · · · · ·

· · ·

· · ·

Block i

Block BG

Threads in the ith block

Shared memory

ptr_s[0]
ptr_s[1]

ptr_s[2]

ptr_s[TB − 1]

ptr_s[TB]

Thread 0

Thread 1

Thread 2

Thread TB − 1

Thread 0

Global memory

ptr[i ∗ TB + 0]

ptr[i ∗ TB + 1]
ptr[i ∗ TB + 2]

ptr[i ∗ TB + TB − 1]
ptr[i ∗ TB + TB]

Figure 1: First stage of Kernel 2.

Table 1: Symbols used in this study.

Symbol Description
𝐴 Sparse matrix
𝑥 Input vector
𝑦 Output vector
𝑛 Size of the input and output vectors
𝑁 Number of nonzero elements in 𝐴
threadsPerBlock (TB) Number of threads per block
blocksPerGrid (BG) Number of blocks per grid

elementsPerThread Number of elements calculated by each
thread

sizeSharedMemory Size of shared memory
𝑀 Number of GPUs

Input: 𝑑𝑎𝑡𝑎, 𝑖𝑛𝑑𝑖𝑐𝑒𝑠, 𝑥,𝑁
CUDA-specific variables:
(i) threadId.x: a thread
(ii) blockId.x: a block
(iii) blockDim.x: number of threads per block
(iv) gridDim.x: number of blocks per grid

Output: V
(01) 𝑡𝑖𝑑 ← threadId.x + blockId.x ⋅ blockDim.x;
(02) 𝑖𝑐𝑟 ← blockDim.x ⋅ gridDim.x;
(03) while 𝑡𝑖𝑑 < 𝑁
(04) V[𝑡𝑖𝑑] ← 𝑑𝑎𝑡𝑎[𝑡𝑖𝑑] ⋅ 𝑥[𝑖𝑛𝑑𝑖𝑐𝑒𝑠[𝑡𝑖𝑑]];
(05) 𝑡𝑖𝑑 += 𝑖𝑐𝑟;
(06) end while

Algorithm 2: Kernel 1.

4. SpMV on Multiple GPUs

In this section, we will present how to extend PCSR on a
single GPU to multiple GPUs. Note that the case of multiple
GPUs in a single node (single PC) is only discussed because
of its good expansibility (e.g., also used in the multi-CPU
and multi-GPU heterogeneous platform). To balance the
workload among multiple GPUs, the following two methods
can be applied:

(1) For the first method, the matrix is equally partitioned
into𝑀 (number of GPUs) submatrices according to
the matrix rows. Each submatrix is assigned to one
GPU, and each GPU is only responsible for comput-
ing the assigned submatrix multiplication with the
complete input vector.

(2) For the second method, the matrix is equally parti-
tioned into𝑀 submatrices according to the number
of nonzero elements. Each GPU only calculates a
submatrix multiplication with the complete input
vector.

In most cases, two partitionedmethods mentioned above
are similar. However, for some exceptional cases, for example,
most nonzero elements are involved in a few rows for a
matrix, the partitioned submatrices that are obtained by the
firstmethodhave distinct difference of nonzero elements, and
those that are obtained by the second method have different
rows. Which method is the preferred one for PCSR?

If each GPU has the complete input vector, PCSR on
multiple GPUs will not need to communicate between GPUs.
In fact, SpMV is often applied to a large number of iterative
methods where the sparse matrix is iteratively multiplied
by the input and output vectors. Therefore, if each GPU
only includes a part of the input vector before SpMV, the
communication between GPUs will be required in order to
execute PCSR. Here PCSR implements the communication
between GPUs using NVIDIA GPUDirect.

5. Experimental Results

5.1. Experimental Setup. In this section, we test the perfor-
mance of PCSR. All test matrices come from the University
of Florida Sparse Matrix Collection [25].Their properties are
summarized in Table 2.

All algorithms are executed on one machine which is
equipped with an Intel Xeon Quad-Core CPU and four
NVIDIA Tesla C2050 GPUs. Our source codes are compiled
and executed using the CUDA toolkit 6.5 under GNU/Linux
Ubuntu v10.04.1. The performance is measured in terms of
GFlop/s (second) or GByte/s (second).

5.2. Single GPU. We compare PCSR with CSR-scalar, CSR-
vector, CSRMV, HYBMV, and CSR-Adaptive. CSR-scalar and
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Input: V, 𝑝𝑡𝑟
CUDA-specific variables:
(i) threadId.x: a thread
(ii) blockId.x: a block
(iii) blockDim.x: number of threads per block
(iv) gridDim.x: number of blocks per grid

Output: 𝑦
(01) define shared memory V 𝑠 with size 𝑠𝑖𝑧𝑒𝑆ℎ𝑎𝑟𝑒𝑑𝑀𝑒𝑚𝑜𝑟𝑦
(02) define shared memory 𝑝𝑡𝑟 𝑠 with size (𝑡ℎ𝑟𝑒𝑎𝑑𝑠𝑃𝑒𝑟𝐵𝑙𝑜𝑐𝑘 + 1)
(03) 𝑔𝑖𝑑 ← threadIdx.x + blockIdx.x × blockDim.x;
(04) 𝑡𝑖𝑑 ← threadIdx.x;

/∗Load ptr into the shared memory ptr s∗/
(05) 𝑝𝑡𝑟 𝑠[𝑡𝑖𝑑]← 𝑝𝑡𝑟[𝑔𝑖𝑑];
(06) if 𝑡𝑖𝑑 == 0 then𝑝𝑡𝑟 s[𝑡ℎ𝑟𝑒𝑎𝑑𝑠𝑃𝑒𝑟𝐵𝑙𝑜𝑐𝑘]← 𝑝𝑡𝑟[𝑔𝑖𝑑 + 𝑡ℎ𝑟𝑒𝑎𝑑𝑠𝑃𝑒𝑟𝐵𝑙𝑜𝑐𝑘];
(07) syncthreads();
(08) 𝑡𝑒𝑚𝑝 ← (𝑝𝑡𝑟 𝑠[𝑡ℎ𝑟𝑒𝑎𝑑𝑠𝑃𝑒𝑟𝐵𝑙𝑜𝑐𝑘] −𝑝𝑡𝑟 𝑠[0])/𝑡ℎ𝑟𝑒𝑎𝑑𝑠𝑃𝑒𝑟𝐵𝑙𝑜𝑐𝑘 + 1;
(09) 𝑛𝑙𝑒𝑛 ← min(𝑡𝑒𝑚𝑝 ⋅ 𝑡ℎ𝑟𝑒𝑎𝑑𝑠𝑃𝑒𝑟𝐵𝑙𝑜𝑐𝑘, 𝑠𝑖𝑧𝑒𝑆ℎ𝑎𝑟𝑒𝑑𝑀𝑒𝑚𝑜𝑟𝑦);
(10) 𝑠𝑢𝑚 ← 0.0;𝑚𝑎𝑥𝑙𝑒𝑛 ← 𝑝𝑡𝑟 𝑠[𝑡ℎ𝑟𝑒𝑎𝑑𝑠𝑃𝑒𝑟𝐵𝑙𝑜𝑐𝑘];
(11) for 𝑖 ← 𝑝𝑡𝑟 𝑠[0] to𝑚𝑎𝑥𝑙𝑒𝑛 − 1with 𝑖 += 𝑛𝑙𝑒𝑛 do
(12) index← 𝑖 + 𝑡𝑖𝑑;
(13) syncthreads();

/∗Load V into the shared memory V 𝑠∗/
(14) for 𝑗 ← 0 to 𝑛𝑙𝑒𝑛/𝑡ℎ𝑟𝑒𝑎𝑑𝑠𝑃𝑒𝑟𝐵𝑙𝑜𝑐𝑘 − 1 do
(15) if 𝑖𝑛𝑑𝑒𝑥 < 𝑛𝑙𝑒𝑛 then
(16) V 𝑠[𝑡𝑖𝑑 + 𝑗 ⋅ 𝑡ℎ𝑟𝑒𝑎𝑑𝑠𝑃𝑒𝑟𝐵𝑙𝑜𝑐𝑘]← V[𝑖𝑛𝑑𝑒𝑥];
(17) 𝑖𝑛𝑑𝑒𝑥 += 𝑡ℎ𝑟𝑒𝑎𝑑𝑠𝑃𝑒𝑟𝐵𝑙𝑜𝑐𝑘;
(18) end
(19) done
(20) syncthreads();

/∗Perform a scalar-style reduction∗/
(21) if (𝑝𝑡𝑟 𝑠[𝑡𝑖𝑑 + 1] ⩽ 𝑖 or𝑝𝑡𝑟 𝑠[𝑡𝑖𝑑] > 𝑖 + 𝑛𝑙𝑒𝑛 − 1) is false then
(22) 𝑟𝑜𝑤 𝑠 ← max(𝑝𝑡𝑟 𝑠[𝑡𝑖𝑑] −𝑖, 0);
(23) 𝑟𝑜𝑤 𝑒 ← min(𝑝𝑡𝑟 𝑠[𝑡𝑖𝑑 + 1] − 𝑖, 𝑛𝑙𝑒𝑛);
(24) for 𝑗 ← 𝑟𝑜𝑤 𝑠 to 𝑟𝑜𝑤 𝑒 − 1 do
(25) 𝑠𝑢𝑚 += V 𝑠[𝑗];
(26) done
(27) end
(28) done
(29) 𝑦[gid] ← 𝑠𝑢𝑚;

Algorithm 3: Kernel 2.
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RS = ptr_s[TB] − ptr_s[0]
m = [RS/TB]
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PT = ptr_s[0]

v[PT + 0]
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Figure 2: Second stage of Kernel 2.
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Block BG

Threads
Thread 0

Thread 1

Thread j

Thread TB − 1

∑ ptr_s[0]≤i≤ptr_s[1]v_s[i]

∑ ptr_s[1]≤i≤ptr_s[2]v_s[i]

∑ ptr_s[j]≤i≤ptr_s[j+1]v_s[i]

∑ ptr_s[TB−1]≤i≤ptr_s[TB]v_s[i]

Figure 3: Third stage of Kernel 2.

Table 2: Properties of test matrices.

Name Rows Nonzeros (nz) nz/row Description
epb2 25,228 175,027 6.94 Thermal problem
ecl32 51,993 380,415 7.32 Semiconductor device
bayer01 57,735 277,774 4.81 Chemical process
g7jac200sc 59,310 837,936 14.13 Economic problem
finan512 74,752 335,872 4.49 Economic problem
2cubes sphere 101,492 1,647,264 16.23 Electromagnetics
torso2 115,967 1,033,473 8.91 2D/3D problem
FEM 3D thermal2 147,900 3,489,300 23.59 Nonlinear thermal
scircuit 170,998 958,936 5.61 Circuit simulation
cont-300 180,895 988,195 5.46 Optimization problem
Ga41As41H72 268,096 18,488,476 68.96 Pseudopotential method
F1 343,791 26,837,113 78.06 Stiffness matrix
rajat24 358,172 1,948,235 5.44 Circuit simulation
language 399,130 1,216,334 3.05 Directed graph
af shell9 504,855 17,588,845 34.84 Sheet metal forming
ASIC 680ks 682,712 2,329,176 3.41 Circuit simulation
ecology2 999,999 4,995,991 5.00 Circuit theory
Hamrle3 1,447,360 5,514,242 3.81 Circuit simulation
thermal2 1,228,045 8,580,313 6.99 Unstructured FEM
cage14 1,505,785 27,130,349 18.01 DNA electrophoresis
Transport 1,602,111 23,500,731 14.67 Structural problem
G3 circuit 1,585,478 7,660,826 4.83 Circuit simulation
kkt power 2,063,494 12,771,361 6.19 Optimization problem
CurlCurl 4 2,380,515 26,515,867 11.14 Model reduction
memchip 2,707,524 14,810,202 5.47 Circuit simulation
Freescale1 3,428,755 18,920,347 5.52 Circuit simulation

CSR-vector in the CUSP library [5] are chosen in order to
show the effects of accessing CSR arrays in a fully coalesced
manner in PCSR. CSRMV in the CUSPARSE library [4]
is a representative of CSR-based SpMV algorithms on the
GPU. HYBMV in the CUSPARSE library [4] is a finely tuned
HYB-based SpMV algorithm on the GPU and usually has a
better behavior than many existing SpMV algorithms. CSR-
Adaptive is a most recently proposed CSR-based algorithm
[9].

We select 15 sparse matrices with distinct sizes ranging
from 25,228 to 2,063,494 as our test matrices. Figure 4
shows the single-precision and double-precision perfor-
mance results in terms of GFlop/s of CSR-scalar, CSR-
vector, CSRMV,HYBMV,CSR-Adaptive, andPCSRon aTesla

C2050. GFlop/s values in Figure 4 are calculated on the basis
of the assumption of two Flops per nonzero entry for amatrix
[3, 13]. In Figure 5, the measured memory bandwidth results
for single precision and double precision are reported.

5.2.1. Single Precision. From Figure 4(a), we observe that
PCSR achieves high performance for all the matrices in the
single-precision mode. In most cases, the performance of
over 9GFlops/s can be obtained. Moreover, PCSR outper-
forms CSR-scalar, CSR-vector, and CSRMV for all test cases,
and average speedups of 4.24x, 2.18x, and 1.62x compared
to CSR-scalar, CSR-vector, and CSRMV can be obtained,
respectively. Furthermore, PCSRhas a slightly better behavior
than HYBMV for all the matrices except for af shell9 and
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(b) Double precision

Figure 4: Performance of all algorithms on a Tesla C2050.
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(b) Double precision

Figure 5: Effective bandwidth results of all algorithms on a Tesla C2050.

cont-300.The average speedup is 1.22x compared toHYBMV.
Figure 6 shows the visualization of af shell9 and cont-300.
We can find that af shell9 and cont-300 have a similar
structure, and each row for two matrices has a very similar
number of nonzero elements, which is suitable to be stored
in the ELL section of the HYB format. Particularly, PCSR
and CSR-Adaptive have close performance. The average
performance of PCSR is nearly 1.05 times faster than CSR-
Adaptive.

Furthermore, PCSR almost has the best memory band-
width utilization among all algorithms for all the matrices
except for af shell9 and cont-300 (Figure 5(a)). The max-
imum memory bandwidth of PCSR exceeds 128GBytes/s,
which is about 90 percent of peak theoretical memory
bandwidth for the Tesla C2050. Based on the performance
metrics [26], we can conclude that PCSR achieves good
performance and has high parallelism.

5.2.2. Double Precision. From Figures 4(b) and 5(b), we
see that, for all algorithms, both the double-precision per-
formance and memory bandwidth utilization are smaller
than the corresponding single-precision values due to the
slow software-based operation. PCSR is still better than
CSR-scalar, CSR-vector, and CSRMV and slightly outper-
forms HYBMV and CSR-Adaptive for all the matrices.
The average speedup of PCSR is 3.33x compared to CSR-
scalar, 1.98x compared to CSR-vector, 1.57x compared to
CSRMV, 1.15x compared to HYBMV, and 1.03x compared to
CSR-Adaptive. The maximum memory bandwidth of PCSR
exceeds 108GBytes/s, which is about 75 percent of peak
theoretical memory bandwidth for the Tesla C2050.

5.3. Multiple GPUs
5.3.1. PCSR Performance without Communication. Here we
take the double-precisionmode, for example, to test the PCSR
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(a) cont-300 (b) af shell9

Figure 6: Visualization of the af shell9 and cont-300 matrix.

Table 3: Comparison of PCSRI and PCSRII without communication on two GPUs.

Matrix ET (GPU) PCSRI (2 GPUs) PCSRII (2 GPUs)
ET SD PE ET SD PE

2cubes sphere 0.4444 0.2670 0.0178 83.21 0.2640 0.0156 84.17
scircuit 0.3484 0.2413 0.0322 72.20 0.2250 0.0207 77.41
Ga41As41H72 4.2387 2.3084 0.0446 91.81 2.3018 0.0432 92.07
F1 6.5544 3.8865 0.7012 84.32 3.5710 0.2484 91.77
ASIC 680ks 0.8196 0.4567 0.0126 89.72 0.4566 0.0021 89.74
ecology2 1.2321 0.6665 0.0140 92.42 0.6654 0.0152 92.58
Hamrle3 1.7684 0.9651 0.0478 91.61 0.9208 5.00E − 05 96.02
thermal2 2.0708 1.0559 0.0056 98.06 1.0558 0.0045 98.06
cage14 5.9177 3.4757 0.5417 85.13 3.1548 0.0458 93.78
Transport 4.7305 2.4665 0.0391 95.89 2.4655 0.0407 95.93
G3 circuit 1.9731 1.0485 0.0364 94.08 1.1061 0.1148 89.18
kkt power 4.3465 2.7916 0.7454 77.85 2.2252 0.0439 97.66
CurlCurl 4 5.1605 2.7107 0.0347 95.18 2.7075 0.0244 95.30
memchip 3.8257 2.1905 0.3393 87.32 2.0975 0.2175 91.19
Freescale1 5.0524 3.0235 0.5719 83.55 2.8175 0.2811 89.66

performance onmultiple GPUswithout considering commu-
nication. We call PCSR with the first method and PCSR with
the second method PCSR-I and PCSR-II, respectively. Some
large-sized test matrices in Table 2 are used. The execution
time comparison of PCSRI and PCSRII on two and four Tesla
C2050 GPUs is listed in Tables 3 and 4, respectively. In Tables
3 and 4, ET, SD, and PE stand for the execution time, standard
deviation, and parallel efficiency, respectively.The time unit is
millisecond (ms). Figures 7 and 8 show the parallel efficiency
of PCSRI and PCSRII on two and four GPUs, respectively.

On two GPUs, we observe that PCSRII has better
parallel efficiency than PCSRI for all the matrices except
for G3 circuit from Table 3 and Figure 7. The maximum,
average, and minimum parallel efficiency of PCSRII are

98.06%, 91.64%, and 77.41%, which wholly outperform the
corresponding maximum, average, and minimum parallel
efficiency of PCSRI 98.06%, 88.16%, and 72.20%. Moreover,
PCSRII has a smaller standard deviation than PCSRI for all
the matrices except for ecology2, Transport, and G3 circuit.
This implies that the workload balance on two GPUs for the
secondmethod is advantageous over that for the firstmethod.

On four GPUs, for the parallel efficiency and standard
deviation, PCSRII outperforms PCSRI for all the matrices
except for G3 circuit (Table 4 and Figure 8). The maximum,
average, and minimum parallel efficiency of PCSRII for
all the matrices are 96.35%, 85.14%, and 64.17% and are
advantageous over the corresponding maximum, average,
and minimum parallel efficiency of PCSRI 96.21%, 78.89%,



Mathematical Problems in Engineering 9

Table 4: Comparison of PCSRI and PCSRII without communication on four GPUs.

Matrix ET (GPU) PCSRI (4 GPUs) PCSRII (4 GPUs)
ET SD PE ET SD PE

2cubes sphere 0.4444 0.1560 0.0132 71.23 0.1527 0.0111 72.78
scircuit 0.3484 0.1453 0.0262 59.94 0.1357 0.0130 64.17
Ga41As41H72 4.2387 1.6123 0.7268 65.72 1.3410 0.1846 79.02
F1 6.5544 2.5240 0.6827 64.92 1.9121 0.1900 85.69
ASIC 680ks 0.8196 0.2944 0.0298 69.59 0.2887 0.0264 70.98
ecology2 1.2321 0.3593 0.0160 85.72 0.3554 0.0141 86.67
Hamrle3 1.7684 0.5114 0.0307 86.45 0.4775 0.0125 92.59
thermal2 2.0708 0.5553 0.0271 93.22 0.5546 0.0255 93.33
cage14 5.9177 1.8126 0.3334 81.62 1.5386 0.0188 96.15
Transport 4.7305 1.2292 0.0270 96.21 1.2275 0.0158 96.35
G3 circuit 1.9731 0.5804 0.0489 84.99 0.6195 0.0790 79.63
kkt power 4.3465 1.4974 0.5147 72.57 1.1584 0.0418 93.80
CurlCurl 4 5.1605 1.3554 0.0153 95.18 1.3501 0.0111 95.56
memchip 3.8257 1.1439 0.1741 83.61 1.1175 0.1223 85.59
Freescale1 5.0524 1.7588 0.4039 71.81 1.4806 0.1843 85.31
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Figure 7: Parallel efficiency of PCSRI and PCSRII without commu-
nication on two GPUs.

and 59.94%. Particularly, for Ga41As41H72, F1, cage14,
kkt power, and Freescale1, the parallel efficiency of PCSRII
is almost 1.2 times that obtained by PCSRI.

On the basis of the above observations, we conclude that
PCSRII has high performance and is on the whole better than
PCSRI. For PCSR on multiple GPUs, the second method is
our preferred one.

5.3.2. PCSR Performance with Communication. We still take
the double-precision mode, for example, to test the PCSR
performance on multiple GPUs with considering communi-
cation. PCSRwith the firstmethod and PCSRwith the second
method are still called PCSR-I and PCSR-II, respectively.The
same testmatrices as in the above experiment are utilized.The
execution time comparison of PCSRI and PCSRII on two and
four Tesla C2050GPUs is listed in Tables 5 and 6, respectively.
The time unit is ms. ET, SD, and PE in Tables 5 and 6 are as
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Figure 8: Parallel efficiency of PCSRI and PCSRII without commu-
nication on four GPUs.

the same as those in Tables 3 and 4. Figures 9 and 10 show
PCSRI and PCSRII parallel efficiency on two and four GPUs,
respectively.

On two GPUs, PCSRI and PCSRII have almost close
parallel efficiency for most matrices (Figure 9 and Table 5).
As a comparison, PCSRII slightly outperforms PCSRI. The
maximum, average, and minimum parallel efficiency of
PCSRII for all the matrices are 96.34%, 88.51%, and 80.44%
and are advantageous over the corresponding maximum,
average, and minimum parallel efficiency of PCSRI 96.05%,
86.03%, and 73.57%.

On four GPUs, for the parallel efficiency and standard
deviation, PCSRII is better than PCSRI for all the matri-
ces except that PCSRI has slightly good parallel efficiency
for thermal2, G3 circuit, and Hamrle3 and slightly small
standard deviation for thermal2, G3 circuit, ecology2, and
CurlCurl 4 (Figure 10 and Table 6). The maximum, average,
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Table 5: Comparison of PCSRI and PCSRII with communication on two GPUs.

Matrix ET (GPU) PCSRI (2 GPUs) PCSRII (2 GPUs)
ET SD PE ET SD PE

2cubes sphere 0.4444 0.2494 6.00E − 04 89.09 0.2503 5.00𝐸 − 04 88.75
scircuit 0.3484 0.2234 0.0154 77.95 0.2165 0.0070 80.44
Ga41As41H72 4.2387 2.3516 0.0030 90.12 2.3795 0.0521 89.07
F1 6.5544 3.9252 0.6948 83.49 3.6076 0.2392 90.84
ASIC 680ks 0.8196 0.4890 0.0113 83.80 0.4998 0.0178 81.99
ecology2 1.2321 0.6865 3.00𝐸 − 04 89.74 0.6863 8.00E − 04 89.76
Hamrle3 1.7684 1.0221 0.0209 86.50 1.0066 0.0170 87.84
thermal2 2.0708 1.1403 0.0230 90.80 1.1402 0.0203 90.81
cage14 5.9177 3.5756 0.5644 82.75 3.2244 0.0196 91.76
Transport 4.7305 2.4623 0.0203 96.05 2.4550 0.0183 96.34
G3 circuit 1.9731 1.1215 0.0189 87.96 1.1766 0.0896 83.84
kkt power 4.3465 2.9539 0.6973 73.57 2.4459 0.0356 88.85
CurlCurl 4 5.1605 2.7064 0.0092 95.34 2.7049 1.00E − 03 95.39
memchip 3.8257 2.3218 0.3467 82.39 2.2243 0.1973 85.99
Freescale1 5.0524 3.1216 0.5868 80.92 2.9367 0.3199 86.02

Table 6: Comparison of PCSRI and PCSRII with communication on four GPUs.

Matrix ET (GPU) PCSRI (4 GPUs) PCSRII (4 GPUs)
ET SD PE ET SD PE

2cubes sphere 0.4444 0.1567 0.0052 70.89 0.1531 0.0028 72.54
scircuit 0.3484 0.1544 0.0204 56.39 0.1495 0.0073 58.27
Ga41As41H72 4.2387 1.7157 0.7909 61.76 1.4154 0.2178 74.87
F1 6.5544 2.1149 0.3833 77.48 2.0022 0.1941 81.84
ASIC 680ks 0.8196 0.3449 0.0187 59.39 0.3423 0.0147 59.87
ecology2 1.2321 0.4257 0.0048 72.35 0.4257 0.0056 72.35
Hamrle3 1.7684 0.6231 0.0087 70.95 0.6297 0.0085 70.21
thermal2 2.0708 0.6922 0.0267 74.78 0.6959 0.0269 74.39
cage14 5.9177 1.9339 0.3442 76.50 1.6417 0.0067 90.12
Transport 4.7305 1.3323 0.0279 88.77 1.3217 0.0070 89.48
G3 circuit 1.9731 0.7234 0.0408 68.19 0.7458 0.0620 66.14
kkt power 4.3465 1.7277 0.5495 62.89 1.3791 0.0305 78.79
CurlCurl 4 5.1605 1.5065 0.0253 85.63 1.5004 0.8789 85.99
memchip 3.8257 1.3804 0.1768 69.29 1.3051 0.1029 73.28
Freescale1 5.0524 2.0711 0.4342 60.98 1.8193 0.2262 69.43

and minimum parallel efficiency of PCSRII for all the matri-
ces are 90.12%, 74.50%, and 58.27%, which are better than
the correspondingmaximum, average, andminimumparallel
efficiency of PCSRI 88.77%, 65.69%, and 56.39%.

Therefore, compared to PCSRI and PCSRII without
communication, although the performance of PCSRI and
PCSRII with communication decreases due to the influence
of communication, they still achieve significant performance.
Because PCSRII overall outperforms PCSRI for all test
matrices, the second method in this case is still our preferred
one for PCSR on multiple GPUs.

6. Conclusion

In this study, we propose a novel CSR-based SpMV on
GPUs (PCSR). Experimental results show that our proposed
PCSR on a GPU is better than CSR-scalar and CSR-vector
in the CUSP library and CSRMV and HYBMV in the
CUSPARSE library and a most recently proposed CSR-based
algorithm, CSR-Adaptive. To achieve high performance on
multiple GPUs for PCSR, we present two matrix-partitioned
methods to balance the workload among multiple GPUs. We
observe that PCSR can show good performance with and
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Figure 9: Parallel efficiency of PCSRI and PCSRII with communi-
cation on two GPUs.
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Figure 10: Parallel efficiency of PCSRI and PCSRII with communi-
cation on four GPUs.

without considering communication using the two matrix-
partitioned methods. As a comparison, the second method is
our preferred one.

Next, we will further do research in this area and develop
other novel SpMVs on GPUs. In particular, the future work
will apply PCSR to some well-known iterative methods and
thus solve the scientific and engineering problems.
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Failure of buckling instability will most likely occur before the displacement reaches the allowable value of the code when a tanker
burns under the steel bridge. This research focuses on critical buckling stress of bridge under fire hazard and a thermal analysis
model of a steel bridge is established by FDS (Fire Dynamics Simulator). Thermal parameters of the steel are determined by the
polynomial fitting method. Temperature field and elastic modulus of the bridge changing with time are calculated by determining
the heat release rate function of tanker. Critical buckling stress of the bridge web and bottom floor changing with time is calculated
according to steel floor buckling theory. Finite element software ANSYS is used to verify the result. Results show that when a tanker
is burning for 17 minutes, critical buckling stress of steel web will be reduced to 𝜏crl,𝑙𝑤(𝑇) = 19.1MPa and 𝜎crl,𝑙𝑤(𝑇) = 38.8MPa, which
is less than the web stress (𝜏 = 19.6MPa, 𝜎 = 39.8MPa) caused by dead and live load. So steel web will be the first to show shear
flexural bending buckling failure. Displacement in the midspan will reach 35.4mm at this time, which was less than the allowable
displacement (50mm) set by standard. The best rescue time of the bridge under fire hazard is within 15 minutes.

1. Introduction

City viaduct and overpass were the key components of mod-
ern transportation. Once fire hazard occurred, it would cause
great losses. On April 29, 2007, a tanker carrying about 32
thousand and 600 liters of gasoline crashed into a landmark
tower on the highway overpass and then overturned in
Michigan [1]. The bridge was bending by the heat generated
by the fire that resulted in 250-meter-long bridge collapse.
The elastic modulus of floor would decrease rapidly with
the increase of temperature when steel bridge was under fire
hazard, leading to serious deformation or collapse during
fire. It was likely that the failure of buckling instability of the
steel bridge would occur before the displacement reached the
allowable value of the code under fire hazard.Therefore, it was
important to study the temperature variation and buckling
characteristics of the steel bridge under fire hazard.

In recent years, some scholars began to study the transient
temperature field and the mechanical properties of steel
bridge under fire because of its tremendous harm. Garlock
et al. [1] presented a detailed review of actual fire incidents,
case studies related to fire hazards, and postfire assessment

and repair strategies in bridges. The study pointed out that
the number of damaged bridges caused by fire is nearly
3 times more than that caused by earthquake. Kodur and
Naser [2] analyzed the mechanical properties of the steel-
concrete composite beam bridge under high temperature
by the method of heating curve. The research showed that
fire resistance performance of steel-concrete composite beam
bridge was much better than the steel bridge. Transient
temperature field and the failure mode of the steel-concrete
composite bridges under fire were studied by means of finite
element method and verified by experiments [3]. Mechanical
behavior of simply supported beam bridge under fire was
analyzed by ANSYS [4]. Relationship between displacement
of midspan and time was presented under fire and finally the
bridge’s destruction time was obtained.

In current fire resistance study of bridge,most researchers
considered that the bridge would be damaged when dis-
placement of the bridge under fire is exceeding the allowable
value of the code [5, 6]. But for the steel bridge, critical
buckling stress of bridge would be reduced greatly due
to rapid increase of temperature and decrease of elastic
modulus. Therefore, it was likely that buckling failure would
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Figure 1: Conceptual scheme of buckling instability behavior of steel bridge under fire hazard.

occur before the displacement of bridge reaches the allowable
value of the code. In this study, the critical buckling stress
variation of the web and the bottom floor of steel bridge
was analyzed and failure time of steel bridge under high
temperature was obtained. Results showed that the failure
of buckling instability occurred before the displacement in
midspan reached the allowable value of the code of the steel
bridge under fire hazard. The best rescue time of bridge
was obtained and this can provide reference for bridge fire
resistance design. Conceptual scheme of buckling instability
behavior of steel bridge under fire hazard is shown in Figure 1.

2. Project Summary

The bridge researched in this study is a 2 × 30m continuous
steel girder bridge located in Wuhan, Hubei, China, Gusao
tree overpass of Tianhe District Second Highway Engineer-
ing. Vertical clearance under the bridge is 4m and the height
of the girder is 1.68m, as shown in Figure 2(a). The position
in which tanker fire happened is shown in Figure 2(b).

Material of the bridge is steel Q370qD [7]. The yield
strength (fy) of steel Q370qD is 370MPa and the elasticity
modulus (𝐸) of steel Q370qD is 210GPa at room temperature.
The top of girder width is 9m and the height of girder at the
design of line is 1.68m, both sides of the cantilever box girder
are 1.75m long, cantilever root height is 0.5m, and end height
is 0.25. Number and dimensions of the different groups of ribs
are shown in Table 1. Cross-sectional layout of the bridge is
shown in Figure 3.

3. Steel Thermal Parameters and
Fire Heat Release Rate

3.1. Expressions for the SteelThermal Parameters. The thermal
parameters used in this study include thermal conductivity
(W/(m⋅K)), specific heat (J/(kg⋅K)), thermal expansion coef-
ficient, and elastic modulus (MPa). Thermal parameters of
steel vary with temperature observably, and the value of the
research results is relatively discrete. Therefore, this study
firstly summarizes the value of thermal parameters in [8–11].
Then, according to the principle of least square method, ther-
mal parameters are fitted by polynomial fitting to minimize
the value error.The polynomial fitting expressions of thermal
parameters are obtained as follows.

Cubic polynomial fitting of thermal conductivity of steel
is obtained as

𝜆 = 2.15 × 10
−8

𝑇
3

− 4.22 × 10
−5

𝑇
2

− 1.03 × 10
−2

𝑇

+ 51.08.

(1)

Quadratic polynomial fitting of specific heat of steel is
obtained as

𝑐 = 4.64 × 10
−4

𝑇
2

+ 11.3 × 10
−2

𝑇 + 486.37. (2)

Linear polynomial fitting of thermal expansion coeffi-
cient of steel is obtained as

𝛼 = 9.10 × 10
−9

𝑇 + 1.08 × 10
−5

. (3)
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Table 1: Dimensions of steel box girder.

Position Thickness Type of stiffeners Thickness of stiffeners Number of stiffeners
Top flange 20mm, 24mm T-rib Web of 12mm, flange of 10mm 22
Bottom flange 20mm, 24mm T-rib Web of 12mm, flange of 10mm 14
Side web 16mm Rib plate 12mm 9
Middle web 16mm Rib plate 12mm 3
Diaphragm 12mm — — —
Note: the spacing of the diaphragm is 1.5m in the longitudinal direction of the bridge.
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Figure 2: (a) Overpass of Tianhe District Second Highway Engineering in Wuhan city (m). (b) Position in which tanker fire happened (m).
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Figure 3: Cross-sectional layout of steel box girder bridge (m).

Polynomial fitting of elastic modulus of steel is obtained
as

𝐸 (𝑇)

𝐸

= 3.55 × 10
−18

𝑇
6

− 2.07 × 10
−14

𝑇
5

+ 4.00

× 10
−11

𝑇
4

− 3.16 × 10
−8

𝑇
3

+ 9.02 × 10
−6

𝑇
2

− 0.0014𝑇 + 1.038,

(4)

where 𝑇 is temperature (∘C).
Thermal parameters varied with time are shown in

Figure 4. 𝐸 is elastic modulus of steel at room temperature
and 𝐸(𝑇) is elastic modulus of steel at temperature 𝑇∘C. In
Figure 4(d), the steel Q370qD loses almost all of its elastic
modulus between 1000∘C and 1200∘C. In the range between
1000∘C and 1200∘C, elastic modulus of steel is close to 0.

So polynomial fitting curve of elastic modulus presents a
horizontal trend between 1000∘C and 1200∘C.

3.2. Heat Release Rate Function. Heat release rate growth
models are widely studied in the field of tunnel and some
scholars studied the heat release rate growth models based
on the fire experiment in tunnel in the past few years. There
are many kinds of fire heat release rate growth models to
analyze fire hazard. Linear growth model, square growth
model, and exponential growth model are usually used. The
growth model is composed of two parts: the maximum heat
release rate (𝑄max) and the recession function [12].

The whole process of fire heat release rate is basically
reflected through these heat release rate growth models.
Linear model is simplest in the mathematical model of heat
release rate and there are large deviations with the growth
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Figure 4: Polynomial fitting curve of steel thermal parameters.

curve of the actual fire heat release rate. The mathematical
model of the heat release rate under different control condi-
tions is given by exponential model, and the growth curve
is also most consistent with the actual fire. In this study,
the exponential growth model is used to model the fire heat
release rate.

The heat releasemodel of the exponential heat release rate
fire is given by

HRR = 𝑄max ⋅ 𝑛 ⋅ 𝑟 ⋅ (1 − 𝑒
−𝑘⋅𝑡

)

𝑛−1

⋅ 𝑒
−𝑘⋅𝑡

, (5)

where HRR is the heat release rate function (MW), 𝑄 is the
maximum heat release rate (MW), 𝑛, 𝑟, and 𝑘 are parameters
under different fire scenarios, and 𝑡 is the fire time (s).

Seven kinds of heat release rate models under fire scenar-
ios are given by foreign research [13], as shown in Table 2,
and the corresponding fire heat release rate curve is shown in
Figure 5.There is very little current research on bridges in fire,
but characteristic of fuel combustion in the bridge is similar to
that in the tunnel.This research takes some tunnel fire curves
as a consequence of the absence of bridge fire curves.

From Figure 5, the heat release rate peak of scenario 7 is
too high, and its temperature growth rate is much faster than
other scenes. This fire scale is most dangerous. Therefore, the
fire scene used in this study is a 200MW oil tanker burning
near steel bridge.

4. Results of Thermal Analysis Model

4.1. Thermal Analysis Model. The thermal analysis model of
two-span continuous steel box girder bridge is established
by FDS (Fire Dynamics Simulator). In this research, the
employed version of FDS is FDS 5.0. FDS was developed
by NIST (National Institute of Standards and Technology)
in America. FDS is a powerful fire simulator and FDS
simulates fire scenarios using computational fluid dynamics
(CFD) optimized for low-speed, thermally driven flow. This
approach is very flexible and can be applied to fires ranging
from stove-tops to oil storage tanks. FDS models can predict
smoke, temperature, carbon monoxide, and other substances
during fires. The results of these simulations have been
used to ensure the safety of structures before construction.
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Table 2: The value of fire heat release rate exponential growth model.

Fire
scenarios Fire type Total heat energy

𝐸tot (GJ)
Maximum heat release rate

𝑄max (MW) 𝑛 𝑟 𝑘(∗10
−3

)

1 Two cars 14.4 8 2.1 2.04 1.13
2 Bus 52.5 25 2.0 2.0 0.95
3 Truck + bus 75 75 5 2.44 2.44
4 Heavy truck (low exposure) 150 100 3.2 2.28 1.52
5 Heavy truck (high exposure) 225 150 3.2 2.28 1.52
6 Truck + bus + 6 cars 367 175 2.6 2.17 1.04
7 Tanker 1500 200 1.1 1.27 0.17
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Figure 5: Heat release curves under different fire scenes.

FDSmodel validation was proved bymany researchers. Alos-
Moya et al. researched a bridge failure due to fire using
computational fluid dynamics and finite element models
and pointed out that FDS models were able to simulate the
observed response of the bridge under fire hazard [14].

In the bridge model, the coordinate axis center is located
in the center line of the base floor of bridge abutment, the
longitudinal direction of the bridge is 𝑥 direction, transverse
direction of the bridge is 𝑌 direction, and 𝑧 direction is
vertical, as shown in Figure 6.

The calculation area of 𝑋 direction is 80m, divided
into 80 segments. The 𝑌 direction is 15m, divided into 45
segments. The 𝑍 direction is 10m, divided into 50 segments.
The whole computing model is divided into 180000mesh.

In this FDS model, two kinds of sensors are used.
Thermocouples are set up to measure gas temperature and
wall sensors are set up to measure bridge temperature. The
initial temperature is set at 20∘C, and the wind speed is
not considered. The cross-sectional temperature measuring
points arrangement of steel box girder is shown in Figure 7
to measure transient temperature variation of bridge under
tanker burning. Because the cross section is symmetrical

Y

Z

X

Figure 6: Coordinate axis of thermal analysis model.

along the centerline, test points are only arranged on +𝑌

direction.Wall sensors are set up in the girder to measure the
temperature of each part. The bottom floor has 10 test points,
from D1 to D10, spacing 300mm. The roof floor has 8 test
points, from D11 to D18, spacing 600mm.The outer web has
8 test points, from F1 to F8, spacing 200mm. The inner web
has 8 test points, from F9 to F16, spacing 200mm.

Bottom floor in negative moment area is in the state
of compression and the side web is in the state of bending
shear stress. Negative moment area webs are most prone to
instability for that web critical buckling stress in negative
moment area is far less than the other position and the
temperature of the side web and the bottom floor rises fastest
under hazard. So the fire source is located in negativemoment
area.Thefire is set to 12m long, 2mwide 200MWtanker. Fire
is 4m under the bridge because clearance height of bridge is
4m. Fire center coordinates are (0, 0, −4m). The heat release
rate (MW) function is

HRR = 200 × 1.1 × 1.27 × (1 − 𝑒
−0.00017⋅𝑡

)

1.1−1

× 𝑒
−0.00017⋅𝑡

.

(6)

In this paper, special value for soot yield was considered
in the FDS model. In the FDS model, soot yield changes
with the heat release rate of oil tanker. Heat release rate of
oil tanker was defined as the source of fire, and soot yield
could vary with heat release rate. Temperature of soot would
transfer towards the bridge through convection radiation.
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Figure 7: Temperature measuring point arrangement of steel box girder (m).

So temperature of steel would change with time due to the
tanker fire and soot yield.

4.2. Results of Thermal Analysis. In this research, abutments
of the bridge use concrete C50. Elasticity modulus of C50 is
3.45 × 104MPa at room temperature. Thermal conductivity
of C50 is 1.52W/(m⋅K) at room temperature. Thermal con-
ductivity of deck of the bridge (steel Q370qD) is 51W/(m⋅K)
at room temperature. Thermal conductivity of abutments
is far less than thermal conductivity of deck of the bridge.
That means abutments have poor thermal conductive ability.
When fire happens, heating rate of abutments is very slow.
Temperature of abutments is very low and it is far less
than temperature of the deck of the bridge. Mechanical
properties of abutments change little under fire. So in this
paper, calculation of abutments does not need to be done
under fire.

Temperature of the steel bridge in the process of the
continuous 60-minute combustion is increasing rapidly.
Transient temperature of steel girder, the heat flux density,
and transient temperature of surrounding air are calculated.

Wall sensors are set up in the girder to measure the
temperature of each part. The calculation results show that
temperature from D1 to D10 has little difference, so as F1 to
F8, F9 to 16, and D11 to D18. So in this paper, the average
temperature of bottom floor, the average temperature of
middle web, the average temperature of side web, and the
average temperature of top floor were used to calculate the
buckling stresses of the girder.

By taking the average temperature of bottomfloor,middle
web, side web, and top floor, the average temperature of the
corresponding parts is obtained, as shown in Figure 8.

When fire hazard happens, source of fire would burn and
release heat first. As a result, heat release rate would increase.
Then temperature of the air around fire would increase based
on the heat. Air around fire then transfers heat to the bridge
through convection and radiation. As a result, temperature
of bridge would increase. Temperature rising rate of bridge

lags behind fire heat release rate for that it takes some time
for the bridge temperature to rise during convection and
radiation. In Figure 8, temperature maintains a horizontal
trend between 1200 s and 3600 s. In Figure 5, when time
reaches 1200 s, the heat release rate drops to about 180MW,
and when time reaches 3600 s, the heat release rate drops to
about 150MW; 150MW∼180MW has enough heat to let the
bridge temperature maintain a horizontal trend. So Figure 8
shows curves with no decay. If the heat release rate drops to
some value which is very low (e.g., under 100MW) over time,
Figure 8(d) may decay.

From the graph, the temperature of the bottom floor
and the side web under fire rose rapidly and reached the
highest temperature.The highest temperature of bottomfloor
exceeded 1000∘C. The highest temperature of top floor and
middle web was relatively low, and highest temperature of
middle web was close to 600∘C. Each part of the warming
trend is consistent, and the highest temperature is about 20
minutes.

The elastic modulus of steel at high temperature will
change greatly. According to formula (4), the elastic modulus
of bottom floor, middle web, side web, and top floor under
high temperature is obtained, as shown in Figure 9.

5. Buckling Stress Calculation Method for
Steel under High Temperature

From Figure 8, temperature of side web is much higher than
that of middle web. So side web is more dangerous than
middle web. Therefore, the critical bending shear buckling
stress expression of the side web and the critical buckling
stress of the stiffened bottom floor bearing axial pressure
under variation temperature are derived, respectively.

Elastic stability theory of steel floor is used in this section.
The critical bending shear buckling stress expression of the
side web and the critical buckling stress of the stiffened bot-
tom floor bearing axial pressure under variation temperature
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Figure 8: Average temperature varied with time of steel bridge.

are derived, respectively [15–17]. The concrete derivation
process is as follows.

5.1. Calculation Method of Bottom Floor Based on Buckling
Theory. The area ratio 𝛿

𝑙

of the bottom floor is the ratio of
the area of a rib 𝐴

𝑙

to the area of floor section 𝑏 × 𝑡:

𝛿
𝑙

=

𝐴
𝑙

𝑏𝑡

=

100 × 10 + 160 × 12

350 × 20

= 0.417. (7)

The stiffness ratio 𝛾
𝑙

of the bottom floor is the ratio of
bending rigidity EI

𝑙

of connection position of stiffer and floor
to product of𝐷 and floor width 𝑏:

𝛾
𝑙

=

EI
𝑙

𝐷𝑏

=

12𝐼
𝑙

(1 − 𝜐
2

)

𝑡
3

𝑏

=

12 × 41992333 × (1 − 0.3
2

)

350 × 20
3

= 163,

(8)

where 𝜐 is Poisson’s ratio, 𝑡 is floor thickness, and 𝑏 is stiffened
floor width.

According to [12], the stiffer is rigid when the aspect ratio
of the stiffened floor meets condition 𝛼 ≤ 𝛼

0

:

𝛾
∗

𝑙

=

1

𝑛

[4𝑛
2

(1 + 𝑛𝛿
𝑙

) 𝛼
2

− (𝛼
2

+ 1)

2

]

=

1

8

[4 × 8
2

(1 + 8 × 0.417) 0.582
2

− (0.582
2

+ 1)

2

]

= 46.78,

(9)

where 𝛼
0

=
4
√1 + (𝑛 + 1)𝛾

𝑙

=
4
√1 + (8 + 1)163 = 6.19.

𝑎 = 1600, and 𝑎 is width of subplate divided by
stiffeners.

𝑏 = 2750, and 𝑏 is length of subplate divided by
stiffeners.

𝛼 = 𝑎/𝑏 = 1600/2750 = 0.582; 𝑁 is the number of
web segmentations.
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Figure 9: Elastic modulus varied with time of steel bridge.

So the bottom floor stiffener is rigid, and the critical
buckling stress coefficient for bottom floor stiffener without
considering the constraints of the web on the bottom is

𝑘 = 4 (𝑛 + 1)
2

= 324. (10)

Therefore, the critical buckling stress of bottom stiffened
floor under room temperature is

𝜎crl =
𝜋
2

𝐸 (𝑛 + 1)
2

𝑡
2

3 (1 − 𝜐
2

) 𝑏
2

= 3187MPa. (11)

From this, it is seen that the critical buckling stress
of the bottom floor is a function related to the elastic
modulus 𝐸 of steel. When fire hazard happens, bottom floor
is directly affected by the fire temperature, and the bottom
floor is heated. The elastic modulus of bottom stiffening rib

is decreased. According to the change function of elastic
modulus and temperature of steel of (4), it can be seen that

𝜎crl (𝑇) =
𝜋
2

𝐸 (𝑇) (𝑛 + 1)
2

𝑡
2

3 (1 − 𝜐
2

) 𝑏
2

. (12)

The bridge will be suddenly destroyed due to high
temperature buckling, when 𝜎crl(𝑇) is less than the actual
stress of floor, causing serious consequences such as bridge
collapse.The critical buckling stress of bottom floor when fire
is burning for 17 minutes is 𝜎crl(𝑇) = 51MPa according to (4)
and (12).

5.2. CalculationMethod of SideWebBased on BucklingTheory.
Derivation process of calculation method of web buckling is
very complicated.Derivation process contains a large number
of differentials and integrals. So we give the critical buckling
stress of web under bending load and under shear load based
on [15]. The detailed derivation process is in [15].
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Critical buckling stress of side web under bending load is

𝜎crl,𝑙𝑤 =
𝜋
2

𝐸𝑘𝑡
𝑤

2

12 (1 − 𝜐
2

) ℎ
𝑤

2

. (13)

When 𝑎
𝑤

> ℎ
𝑤

, it can be seen as follows:

𝜓 =

𝜎
2

𝜎
1

= −0.5,

𝑘 = 7.81 − 6.29𝜓 + 9.78𝜓
2

,

(14)

𝜎crl,𝑙𝑤 (𝑇) =
𝜋
2

𝐸 (𝑇) 𝑘𝑡
𝑤

2

12 (1 − 𝜐
2

) ℎ
𝑤

2

, (15)

where𝜓 is bending gradient and 𝑎
𝑤

, ℎ
𝑤

, and 𝑡
𝑤

are the width,
height, and thickness of floor, respectively.

Critical buckling stress of side web under shear load is

𝜏crl,𝑙𝑤 =
𝜋
2

𝐸𝑘𝑡
𝑤

2

12 (1 − 𝜐
2

) 𝑎
𝑤

2

,

𝑘 =

{
{
{

{
{
{

{

5.34 + 4.0 (

ℎ
𝑤

𝑎
𝑤

)

2

(𝑎
𝑤

> ℎ
𝑤

) ,

4.0 + 5.34 (

ℎ
𝑤

𝑎
𝑤

)

2

(𝑎
𝑤

≤ ℎ
𝑤

) ,

𝜏crl,𝑙𝑤 (𝑇) =
𝜋
2

𝐸 (𝑇) 𝑘𝑡
𝑤

2

12 (1 − 𝜐
2

) 𝑎
𝑤

2

.

(16)

Web critical buckling stress under bending shear stress
station should meet the condition of

(

𝜎

𝜎crl,𝑙𝑤 (𝑇)
)

2

+ (

𝜏

𝜏crl,𝑙𝑤 (𝑇)
)

2

≤ 1. (17)

Web critical buckling stress theoretical value under room
temperature is 𝜏 = 80.3MPa, 𝜎 = 167.1MPa from (15) and (16)
and web critical buckling stress is 𝜏 = 18.5MPa, 𝜎 = 38.4MPa
when tanker fire is burning for 17 minutes.

6. Buckling Instability Finite Element Analysis
of Steel Bridge under Fire

The fine steel shell model is established to get center span
deflection under high temperature, bending share ratio, and
bending stress gradient because the bending share ratio and
bending stress gradient of the bridge are unknown. The
validity of the theoretical formula is verified by establishing
independent web and stiffening floor model. The finite
element software ANSYS [18] is used to establish the model
of two-span continuous steel bridge, and the element type of
steel beam is shell63.There are 63254 units and 102458 nodes
among thewhole bridge.The version ofANSYS isANSYS 14.0
in this research.

Shell63 has both bending and membrane capabilities.
Both in-plane and normal loads are permitted. The element
has six degrees of freedom at each node: translations in
the nodal 𝑥, 𝑦, and 𝑧 directions and rotations about the
nodal 𝑥-, 𝑦-, and 𝑧-axes. Stress stiffening and large deflection
capabilities are included. A consistent tangent stiffnessmatrix
option is available for use in large deflection (finite rotation)
analyses.

Temperatures may be input as element body loads at the
“corner” locations (1–8) shown in Figure 10: “shell63 geome-
try.” The first corner temperature T1 defaults to TUNIF. If all
other temperatures are unspecified, they default to T1. If only
T1 and T2 are input, T1 is used for T1, T2, T3, and T4, while
T2 (as input) is used for T5, T6, T7, and T8. For any other
input pattern, unspecified temperatures default to TUNIF, as
shown in Figure 10.

Gravitational acceleration in this paper is 9.8m/s2. The
density of steel is 7850 kg/m3. Gravity loads of the bridge are
3560 kN.

Thebucklingmode, web shear stress, andweb and bottom
stress of the bridge under room temperature are calculated
under the action of dead load and lane load.

From the calculation results, it is seen that the bending
stress gradient of web is −8.5MPa/(36.8MPa).

The side web model is established independently sur-
rounded by simply supported sides because its heating rate
is far greater than middle floor and the highest temperature
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Table 3: Floor stress when tanker is burning for 17 minutes.

Floor position Actual stress Theoretical value of
critical buckling stress

Finite element value of
critical buckling stress

Side floor 𝜏 = 19.6MPa 𝜏 = 18.5MPa 𝜏cr1,lw(𝑇) = 19.1MPa
𝜎 = 39.8MPa 𝜎 = 38.4MPa 𝜎cr1,lw(𝑇) = 38.8MPa

Bottom floor 𝜎 = 37.1MPa 𝜎cr1(𝑇) = 51.0MPa 𝜎cr1(𝑇) = 65.7MPa

is far higher than middle floor according to the results of
Figure 8. Bending shear ratio is 2.03 : 1 and bending gradient
is −0.5. Critical buckling stress value from finite element
calculation is 𝜏 = 95.9MPa, 𝜎 = 193MPa.

Critical buckling stress of side web is 𝜏 = 92.3MPa,
𝜎 = 187.3MPa; 𝜏 = 83.5MPa, 𝜎 = 169.6MPa; 𝜏 = 44.3MPa,
𝜎 = 89.9MPa; 𝜏 = 19.1MPa, 𝜎 = 38.8MPa, when the fire
is burning for 5 minutes, 10 minutes, 15 minutes, and 17
minutes, respectively, according to the elasticmodulus of web
changing with temperature under fire.

Stiffened bottom floor model is established indepen-
dently surrounded by simply supported sides. Critical buck-
ling stress of finite element calculation under uniform pres-
sure and room temperature is 𝜎 = 3025MPa.

Critical buckling stress of bottom floor is 𝜎 = 2883MPa,
𝜎 = 2240MPa, 𝜎 = 445MPa, and 𝜎 = 65.7MPa, when the
fire is burning for 5 minutes, 10 minutes, 15 minutes, and
17 minutes, respectively, according to the elastic modulus of
bottom floor changing with temperature under fire.

From finite element calculation, it is seen that critical
buckling stress will be reduced to 𝜏crl,𝑙𝑤(𝑇) = 19.1MPa,
𝜎crl,𝑙𝑤(𝑇) = 38.8MPa, when tanker is burning for 17 minutes
and at this time critical buckling stress does not comply with
(17).Therefore, the webwill be the first to show bending shear
buckling failure.

Critical buckling stress of bottom floor will be reduced to
65.7MPa, when the fire is burning for 17minutes, higher than
actual stress 𝜎 = 37.1MPa caused by dead and live load under
high temperature. So bottom floor will not be destroyed in 17
minutes, as shown in Table 3.

Elastic modulus of each floor in the negative moment
region is reduced by (4) to calculate the growth of displace-
ment in midspan under fire load. Displacement values of the
bridge are 21.2mm, 25.7mm, 31.5mm, and 35.4mm, when
bridge is at room temperature, burning for 10 minutes, 15
minutes, and 17 minutes, respectively.

From displacement analysis, it is seen that displacement
inmidspan of steel bridge will increase, and the displacement
will increase from21.2mm to 35.4mm in 17minutes, less than
the allowable value of the code [19] (L/600 = 50mm), where
L is the length of the span.

The calculation results show that buckling instability of
the side web of the steel bridge will be the first to occur before
the allowable value of the bridge is reached.

7. Conclusions

(1) Thermal analysis model of two-span continuous steel
girder bridge is established by fire dynamics software
FDS. Thermal release rate function of tanker fire

is obtained to simulate tanker burning. Transient
temperature field and elastic modulus changing with
time in the negative moment region of the bridge are
calculated.

(2) Critical buckling stress of web and the bottom floor
changing with time is obtained by calculating the
buckling behavior of the bridge under high temper-
ature of fire. Stress of side web is greater than the
critical buckling stress under tanker burning for 17
minutes and the bending shear buckling failure will
be the first to occur. At this time, displacement in
midspan is stillmaintainedwithin the allowable range
of specifications.

(3) Temperature of web and bottom floor rises very fast
when tanker burns for 15 minutes to 17 minutes,
which is a very dangerous moment, while temper-
ature of web and bottom floor is maintained at a
relatively low level during the first 15 minutes, and the
bridge has a large safety reserve. So the best rescue
time of the steel bridge under tanker fire is within
15 minutes. The bridge is likely to be destroyed if the
tanker burns more than 15 minutes.
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IPTV has been widely deployed throughout the world, bringing significant advantages to users in terms of the channel offering,
video on demand, and interactive applications. One aspect that has been often neglected is the ability of precise and unobtrusive
telemetry. TV set-top boxes that are deployed in modern IPTV systems can be thought of as capable sensor nodes that collect vast
amounts of data, representing both the user activity and the quality of service delivered by the system itself. In this paper we focus
on the user-generated events and analyze how the data stream of channel change events received from the entire IPTV network
can be mined to obtain insight about the content. We demonstrate that it is possible to predict the occurrence of TV ads with
high probability and show that the approach could be extended to model the user behavior and classify the viewership in multiple
dimensions.

1. Introduction

Internet Protocol Television (IPTV) has become an essential
part of modern triple-play offerings and is being widely
deployed worldwide. In addition to its advantages in terms
of enhanced and interactive content, and the possibility to
include the long-tail content in the provider’s offering, such
systems also support effortless collection of data at multiple
levels in the system [1, 2]. Some examples of this are the
network qualitymetrics, image decoding problems, or viewer
engagement information. One of the available data streams in
such networks are the channel change events, which can be
obtained in a multitude of ways: either reported by the STB
diagnostics module, acquired through the IPTVmiddleware,
or captured directly from the network elements of the core
or access delivery network. Such data, despite its simplicity,
hides a wealth of information about the user habits and
about the content itself, since each channel change event
is motivated by a combination of the viewer’s habits and
context.

In this paper we focus on analysis of the channel change
data flow [3], obtained in a pseudoanonymized form from
the IPTV operator, to try to infer the interestingness of

the broadcast content. Based on the hypothesis that TV ad
segments represent undesired content to most viewers, we
develop and validate an algorithm to detect ad occurrences
based on the number of synchronous channel change events
on the TV channel.

Most previous works on ad segment detection [4, 5]
have based their strategies on studying the occurrence and
patterns of audio silences and black frames as an indicator of
ad boundaries. Another interesting approach is presented in
[6], where application checks for logo presence in the video
stream. Such approaches work reliably but are resource inten-
sive and work with a different underlying set of assumptions
(e.g., these ads are always accompanied by audio volume
change and synthetic picture). As opposed to the existing
mechanisms that primarily detect the content by its inherent
features, our proposed approach focuses on the reaction of
the viewers to the content. Thus, it is broader in scope and
of more subjective nature and can be extended to modeling
of TV ratings with fine granulation (individual scenes) in
near-real-time by mining the data stream of viewers’ channel
change events.

Such crowdsourced ad detection can have many practical
applications, both from the advertisers’ and regulators’ point
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of view, as well as the viewer’s. For instance, broadcasters
and ad agencies could adjust the content timing and form
to increase engagement. Regulators could use such system
as an additional data source to monitor TV stations and
whether they obey regulations regarding excessive broad-
casting of commercials [6]. And finally, future over-the-top
broadcasting systems could leverage a similar mechanism to
flag and skip commercials or other undesired contents in
video recordings or notify the viewer when the ad segment
is over.

2. Materials and Methods

In this section we describe the data and the methods used
for ad detection. Our research was conducted on pseu-
doanonymized channel change event data obtained from an
ISP, a dataset of TV ad segment timestamps and durations,
and additional synchronization information obtained by
manually aligning both datasets to the live video feed.

2.1. Datasets. Two main datasets were used in our research.
Firstly, a near-real-time pseudoanonymized event stream of
all channel change events in the IPTV network was obtained
from the ISP. The source of the data stream was diagnostic
SNMP trap messages, sent both periodically and on every
channel change event. This provided a continuous and time-
varying data stream, ranging from 600 to 5000 events per
minute. The data stream contained all channel changes of
a set of 10.000 users, randomly sampled by the ISP. Two
months’ worth of data (from June 1, 2015, to August 1, 2015)
was captured and stored into a key-value database (Apache
Cassandra). The database scheme was optimized for efficient
retrieval of data by time range and used the event timestamp
as the key.

Next, a set of TV ad segment start and end times was
obtained from the national TV broadcaster for a limited
subset of the channels. We limited our analysis to the largest
national TV channel, which captures a significant portion
(16%) of the national viewership.

2.2. Method of Detection. Since both described datasets
originate from two different systems (and two providers),
there were no guarantees that the timing in both was in sync;
thus, to be able to train our algorithm, the first step in data
preparation was the synchronization of both datasets.

2.2.1. Dataset Synchronization. By plotting both datasets
against time, a noticeable lag was evident (Figure 1). The
figure shows the number of channel changes; the top 𝑥-axis
represents time in minutes on June 20, 2015, from 23:22 to
23:52. Each minute contains six bars, each representing 10
seconds.

As we only had historical TV ad segment data, we could
not check the alignment with TV footage manually. To
calculate the offset of the ad segment data we identified the
ad segments that repeat at known hours and calculated the
offset to the IPTV live broadcast.

To synchronize the pseudoanonymized channel change
data stream offset, we had to engineer an unlikely pattern
of channel changes: starting early in the morning, when
viewership was low, on a specific channel, we made a channel
change event every minute on the minute mark, for 20
minutes. Finally, we identified the pattern in the captured
dataset and were able to calculate the offset in the event
timestamps.

Lastly, we have subtracted both offsets and we found a
70-second lag between the two datasets, which we used to
adjust the smaller dataset (ad segment timestamps). Some
inaccuracy on a scale of a couple of seconds is possible, but
we have assessed that it does not affect the algorithm, which
works on a larger time scale.

2.2.2. Data Cleaning and Preparation. The first step in data
cleaning was removing all periodically reported events that
did not carry channel change information (viewer remained
on the same channel). Next, we discarded the events of all
the channels, except the largest one, by viewership, which
matched the ad segment data.The initial dataset size averaged
2GBper day (for 60 days, from June 1, 2015, toAugust 1, 2015),
which totals 120GB. After filtering, the remaining dataset size
was approximately 200MB per day on average, totaling 12GB
of raw data throughout the studied timeframe.

Data preparationwas done in the followingway: by aggre-
gating the data we obtained time series that represented a
number of channel changes at a specific time of each day with
1 second granularity. The resulting time series data served as
the first input to our algorithm. The time series is defined as
a sequence of pairs 𝑇 = [(𝑝

1
, 𝑡
1
), (𝑝
2
, 𝑡
2
), . . . , (𝑝

𝑛
, 𝑡
𝑛
)] (𝑡
1
<

𝑡
2
< ⋅ ⋅ ⋅ < 𝑡

𝑛
), where each 𝑝

𝑖
is a data point in 𝑑-dimensional

space, and each 𝑡
𝑖
is the timestamp at which 𝑝

𝑖
occurs [7]. In

our case, a data point is a number of channel changes by all
users on the investigated channel. Timestamps are 1 second
apart, due to the fact thatwe also injected the timestampswith
zero channel changes into the time series.

Both the channel change dataset and the time-adjusted
ad segment dataset were split into 3 equal parts: the labeled
dataset, the training dataset, and the validation dataset, each
spanning 20 days. For each TV ad segment in the labeled
dataset we used the start and end timestamps to generate
subtime series from the overall channel time series. We thus
obtained several hundred time series representing a number
of channel changes per second throughout the ad segment,
relative to the start of the commercial. An example of a TV
ad segment is represented in Figure 2. This data serves as the
second input to the algorithm.

The algorithm depends on the time series comparison
and we define similarity function of two time series. Given
two time series 𝑇

1
and 𝑇

2
similarity function Dist calculates

distance between the two time series, denoted by Dist(𝑇
1
, 𝑇
2
)

[7]. As we examined the ad segment time series data we dis-
covered that they are similar, but not in the sense of a classical
Euclidean or Manhattan distance. For example, let us use
sequences 𝑝 = [4, 5, 6, 3, 1, 1] and 𝑞 = [1, 13, 1, 3, 1, 1] that
represent number of channel changes per second through
an ad segment. The 𝐿

1
or Manhattan distance is defined
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Figure 1: Channel changes in time with labeled ad segments. The interval in the chart represents 30 minutes (with each bar representing 10
seconds) on June 20, 2015, from 23:22 to 23:52. The height of the bars of either color represents the number of channel changes by all of the
observed viewers on the channel; red color highlights the periods with labeled ads, as provided by the broadcasting company. A significant
time lag is noted due to misaligned timestamps, which have to be adjusted before the training phase begins.
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Figure 2: Example of a TV ad segment (red). The interval in the
chart represents 5 minutes (with each bar representing 10 seconds)
on June 30, 2015, from 19:52 to 19:56.

as 𝐿
1
(𝑝, 𝑞) = ∑

𝑖
|𝑝
𝑖
− 𝑞
𝑖
| = 16, which is relatively large,

considering that the sum of all elements (channel changes)
in sequence 𝑝 is only 20. Ad segment sequence usually starts
with a larger amount of the channel changes at the start of the
segment. This is notable in the sequence 𝑞 with 13 channel
changes in the second element. Together in the first three
elements of both sequences we have 15 channel changes. As
a consequence of this, the similarity measure has to take
into account a wider interval for comparison. We define

a new sequence that is a moving sum of the elements in a
predefined window length, similar to the moving average of a
sequence [8].Themoving sums of length three for previously
defined sequences 𝑝 and 𝑞 are 𝑝 = [15, 14, 10, 5] and 𝑞 =
[15, 17, 5, 5]. If we calculate theManhattan distance of 𝑝 and
𝑞
, we get 8, which is significantly less than 16. Our IPTV time
series are collected with one-second granularity and we used
a 30-second moving average.

2.2.3. Algorithm Training. The last phase builds a logistic
regressionmodel to predict whether TV adwas played in that
interval or not. Logistic regression is mathematical modeling
approach which can be used to describe the relationship of
several independent variables to a dichotomous dependent
variable, such as TV ad occurrence [9]. Logistic regression
model with one independent variable can be expressed as
follows:

𝑝 (𝑦 = 1 | 𝑥) =

1

1 + 𝑒
−(𝑏0+𝑏1𝑋)

, (1)

where 𝑥 is the independent variable and 𝑝(𝑦 = 1 | 𝑥) is an
ad occurrence probability of an interval given the presence of
independent variable 𝑥.

For building a logistic regressionmodel we use IPTV time
series data from the training dataset. We use one-parameter
logistic regression with custom dependent variable that is
calculated as suggested below.

We loop through IPTV time series in training dataset and
for each 10-second interval we calculate distance from IPTV
time series to all labeled commercials time series generated
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Figure 3: ROC curve of the proposed model.

in the data preparation phase. For each 10-second interval
we take the minimum distance. For each interval we check
if an ad was actually played based on the shifted broadcaster
ad segment timestamps.That leads to pairs of numbers (𝑥, 𝑦)
where𝑥 isminimumdistance to some commercial time series
and 𝑦 is 0 or 1 depending on if an adwas played at that time or
not. These pairs are used to determine the logistic regression
model.

3. Testing and Results

The model was tested on the validation dataset, where we
used our model to predict the ad segment and validate it
against the broadcaster’s ad segment data.

The Receiver Operating Characteristic (ROC) curve [10]
is a widely used tool whose plot represents the compromise
between the true positive and the false positive example
classifications based on a continuous output along all its
possible decision threshold values (the score). The closer the
ROC curve is to the upper left corner (optimum point), the
better the decision system is. Model fit can be assessed by the
area under a relative operating characteristic curve (AUC—
area under curve) procedure. The AUC value is between 0.5
and 1,where 1 indicates a perfect fit and 0.5 indicates a random
fit [9]. The AUC value of our model is 0.88 for the current
study, which is equivalent to an accuracy of 88%. The ROC
curve of our model is plotted in Figure 3.

Results depend on users’ viewing habits that change
through the time of day and are strongly dependent on
the type of the TV content as well. For example, the news
broadcasts on the channels that we studied tend to have an ad
segment at exactly the same time every day; regular viewers
learn to anticipate when the ad segment will start and change
the channel preemptively. Similarly, some TV shows have
foreshadowing events before the ad segment, which trigger
the viewers to change the channel even before the ad segment
starts. Examples of our prediction model results during a
movie (Figure 4) and during a news show (Figure 5) illustrate
that point.
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Figure 4: Graph with TV ad segment prediction on commercial
block during a movie. The interval in the chart represents 5 minutes
(with each bar representing 10 seconds) on July 22, 2015, from 23:27
to 23:32. The beginning of the segment is determined correctly
(with precision of <10 seconds), while the end of the segment is
overestimated.

The reason this error occurs is that we only take into
account number of channel changes and usually ad segment
starts with sudden increase in channel changes as seen in
Figures 1 and 2. It turns out that when users anticipate when
ad segment will start this sudden increase occurs earlier than
expected. News shows are just one example, where users tend
to predict the ad segment start. This also occurs in regular
shows with a “trailer” before the ad segment.

4. Conclusion and Future Work

In this paper we have presented a model that detects TV ads
based on synchronous channel change events.We trained the
model based on the logistic regression using the labeled ads
provided by the broadcaster. After the training, the model
performed with high reliability (88%). This also confirms the
hypothesis that a high percentage of the unwanted content is
in fact advertising.

Algorithmdepends on time series similaritymeasure that
is defined in a manner that fits the ad properties reasonably
well. Considering that the number of ad sequence time series
representatives is a constant and this time series length is
small, the computational complexity of the algorithm is𝑂(𝑛),
where 𝑛 is the length of investigated period in seconds.

In the future work we will continue to focus on crowd-
sourced data mining of the IPTV network. Further work also
needs to be done on detailed classification of the undesired
segments, for example, dividing such content into ads and
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Figure 5: Graph with ad-prediction on an ad segment during a
news show where our prediction model predicts the segment too
soon. The interval in the chart represents 5 minutes (with each bar
representing 10 seconds) on July 22, 2015, from 19:33 to 19:39. In the
case of a regular commercial break, the anticipation and channel
switching before the segment starts triggers a false detection.

other types of content, which would provide an automated
TV ratings system with relatively high temporal resolution
and would have many practical applications. The second
field of future work will be focused on user modeling
based on the viewing habits. By clustering the viewers by
their content voting preferences, a finer viewer model could
be developed that would offer personalization and content
discovery options to aid the viewer.
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