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Electronic equipment operating in harsh environments such as space is subjected to a range of threats.Themost important of these
is radiation that gives rise to permanent and transient errors onmicroelectronic components.The occurrence rate of transient errors
is significantly more than permanent errors. The transient errors, or soft errors, emerge in two formats: control flow errors (CFEs)
and data errors. Valuable research results have already appeared in literature at hardware and software levels for their alleviation.
However, there is the basic assumption behind these works that the operating system is reliable and the focus is on other system
levels. In this paper, we investigate the effects of soft errors on the operating system components and compare their vulnerability
with that of application level components. Results show that soft errors in operating system components affect both operating
system and application level components. Therefore, by providing endurance to operating system level components against soft
errors, both operating system and application level components gain tolerance.

1. Introduction

Embedded system designers have two options for selecting
electronic equipment that will operate in harsh environments
such as space [1–12]: (i) High Reliability (Radiation Tolerant
or RadiationHardened) equipment and (ii) Commercial Off-
The-Shelf (COTS) equipment. High Reliability equipment
has high reliability value but is costly and its performance in
comparisonwith COTS equipment is low.Themore common
approach in space missions is the use of COTS equipment
(such as COTS evaluation boards). However, COTS equip-
ment carries considerable reliability concerns, as they are
vulnerable against radiation that is the most important threat
in space environment. Therefore, the reliability of COTS
equipment should be increased with hardware and software
reliability enhancement methods [11, 12].

The most important type of faults caused by radiation
in space is Single Event Upsets (SEU) that interferes with
the behavior of microelectronic devices. The SEU changes
the state of microelectronic devices such as semiconductor

memories and processor registers, due to heavy ions and
electromagnetic radiations. With the recent reductions in
the size of transistors in manufacturing process, the impact
of radiation on microelectronic modules has become more
prominent [11–28], that caused a higher rate of SEU occur-
rence.

Faults that occur in electronic systems can be categorized
into two as transient and permanent faults. The occurrence
rate of transient faults is significantly more than the other.
Transient faults in turn are converted into two error types:
those that can illegally change the flow of the program
running on the systemand those that change the data content.
The first type is called control flow error (CFE) and the other
is called data error. The experimental research indicates that
about 33% to 77% of transient faults are converted to CFEs
and the remaining ones are converted into data errors. The
CFEs and the data errors are collectively called soft errors or
transient errors [11–18].

Various valuable approaches have been proposed in
literature for the management (detection and correction) of
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soft errors. However they all are for application and hard-
ware levels. The use of hardware methods needs hardware
reconfigurations and therefore, in most applications that
utilize COTS equipment, these methods are not the most
appropriate options [11–15].

In multitask embedded systems, the utilization of an
operating system is essential in many cases. It can manage
important system parameters such as memory and time. In
the application of soft error management methods at system
level, the operating system has until now been neglected. It
must be noted that the effects of soft errors on operating
system components can have dramatic impacts not only at
operating system level but also at application level.

The authors have previously published some papers on
soft errormanagement, all of which, like all the other software
methods, have been applied in application level. In this
paper, three significant methods previously developed by
the authors, namely, Software-based Control Flow Checking
(SCFC) [11], Control Checking Method for Multitask Envi-
ronment (CFCME) [12], andCritical PathDuplication (CPD)
[16] are used on operating system level and their performance
is evaluated.

The motivation behind this paper is that no research can
be seen in literature that proposesmeasures against soft errors
at operating system level. The study focuses on

(i) investigation of CFEs effects on operating system level
components,

(ii) investigation of data error effects on operating system
level components,

(iii) comparison of vulnerability of operating system and
application level components to soft errors.

2. Previous Works

Electronic equipment that operates in industrial environ-
ments, especially in harsh environments such as in space
missions, is subjected to transient faults due to radiations
(gamma-rays, X-rays, proton, neutron, and energetic pho-
tons).These transient faults that are also called soft errors are
in turn converted to CFEs and data errors. For the manage-
ment of soft errors, many methods have been proposed since
the 1980s [11–28].

Control Flow Checking (CFC) methods can be catego-
rized into two as hardware and software methods. In all, the
original program is first divided into basic blocks (BB) which
form the Control Flow Graph (CFG). The BB is a segment of
the program such that its internal instructions are run serially
without any jumps.Therefore, a jump or a branch instruction
cannot be a part of a BB. A simple program and its related
CFG are shown in Figure 1 as an example [11].

In CFC methods, the BBs have unique signature value
that changes in program flow. The designer can assign the
signatures to BBs or they can be derived from other BBs.

In hardware CFC methods, a Watchdog processor (WP)
is utilized for monitoring the correct changes of signature in
transition from a BB to the successor BB.The successor BB is
the next BB in CFG. The previous BB in CFG is called the
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Figure 2: Hardware Control Flow Checking with a Watchdog
processor [11–13].

predecessor BB. The main structure of hardware CFC that
utilizes a WP is shown in Figure 2. The WP in this structure
has the CFG, as it should be. It also has the correct signatures
derived by a run (the golden run). Since theWP and themain
processor share the same buses, the WP can, during a real
run, monitor the flow changes of the program. Anymismatch
between the real run signatures and the golden run signatures
generates an error signal [11–13].

Software CFC methods differ from the hardware ones by
the significant difference that, in the software CFC methods,
CFC is done by instructions that are embedded in the original
program.
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3. The Highlights of SCFC,
CFCME, and CPD Methods

In this section, a brief review of the previously mentioned
SCFC, CFCME, and CFP methods from the literature is
given. All of these methods can be applied to the components
of the operation system kernel.

3.1. A Brief Review of the SCFCMethod. TheSCFC (Software-
basedControl FlowChecking) [11]method is a CFE detection
method for use in single task processing systems. It has
the detection capability of both inter- and intrabasic block
control flow errors. The SCFC delivers a better Evaluation
Factor (EF) [11] parameter in comparison of other well-
known software-based methods (CFCSS [17], ECCA [22],
and RSCFC [23]). In order to detect CFEs, four instructions
are added to the original program instructions: Control,
Check, Update, and Exit.

Each BB in this method has a unique ID number (the
unique number of each BB in CFG) and a unique signature
value (this value has n bits where n is the number of BB in
CFG). The signature of each BB is updated in the middle of
BB after theUpdate instruction.The ID number is updated at
the end of the BB, after the Exit instruction. In updating the
ID number, this number is equaled to the ID number of the
successor BB or BBs. In updating the signature, the bit of the
corresponding successor or successors of current BB is set to
1.

The Control instruction that is inserted at the top of each
BB compares the ID of the current BB with the ID or IDs
arriving from the predecessor BB.The current basic block ID
should be seen in the ID list that reaches from the predecessor
BB. If not, a signal is generated. This signal shows a CFE.

The Check instruction checks the value of the IDth bit
of the current BB. It should be one. If not, an error signal is
generated. This signal indicates a CFE.

TheUpdate instruction updates the current BB signature.
In this updating procedure, as mentioned before, the IDth bit
of the successor BB or BBs is set to 1.

The Exit instruction updates the ID value by equaling it
to the ID number of the successor BB or BBs.

Figure 3 shows an example of the SCFC operations for
control flow error detection.

3.2. A Brief Review of the CFCME Method. The CFCME
(Control Checking Method for Multitask Environment) [12]
method is the improved version of the SCFC for multitask
processing environment. The overall structure of the opera-
tion and the instructions of the CFCME method is the same
as those in SCFCmethod.Themain difference between these
two methods is that in the CFCMEmethod a code is utilized
instead of a signature. The left part of the code bit stream
is assigned to the thread or the task number and the right
part is assigned to the unique signature value of each basic
block. The number of bits in the left part of the code equals
to ⌊log𝑇

2
⌋ + 1, where 𝑇 is the task or the thread number of

the system. The number of bits of the right part equals to
that of the basic block number of the CFG. The assignment
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Figure 3: An example of the SCFC operations for control flow error
detection.

and the updating procedure of the CFCME method are
similar to the SCFC method. In the CFCME method, three
instructions are added to each BB: (i) Check, (ii) Update, and
(iii) Exit, the functions and the locations of which are similar
to the corresponding instructions in the SCFC method. The
CFCME delivers better an Evaluation Factor (EF) parameter
in comparison with the other well-known software-based
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methods formultitask processing environments (CFCSS [17],
ECCA [25], CEDA [27], and [28] method).

3.3. A Brief Review of the CPD Method. The CPD (Critical
Path Duplication) [16] method is a data error detection
method applicable in both single task and multitask process-
ing environments. In well-known data error detection meth-
ods such as Full Duplication method, software redundancy
is applied to the whole of the program and the comparison
instruction for data error detection is placed at the end of the
original and the duplicated sections. Any mismatch indicates
an error. The difference between various data error detection
methods is in where the comparison instructions are placed,
the types of data diversity, and the redundancy section areas.
In the CPD method, for decreasing the memory and the
performance overheads and for keeping theEvaluation Factor
high, the redundancy is applied only to the critical path of
the Data Flow Graph (DFG) of the program. The DFG is
extracted from the operand and the operator interactions.
The critical path in the CPD method is a path, the running
time of which is larger than the other paths of the DFG.
Therefore, the duplication of software redundancy is applied
to only this path. The comparison instruction compares the
final outputs of the original critical path with the duplicated
version of the critical path. Any mismatch generates an error
signal. This signal shows a data error.

4. The Significance of Investigating Soft Error
Management at Operating System Level

It should be noted that the operating system is a program
itself. The difference between the operating system and the
other programs lies in the fact that the operating system is a
program that manages other programs and has critical tasks
such as memory management and scheduling. However, the
operating system itself needs a processor. The operating sys-
tem is run on the same processor as the application program
and manages the order of running of other programs and
performs other management tasks. Therefore, the processor
time used is mainly due to the application programs; the
time spent by the operating system is generally very low.
This could be the reason why researches have not, to date,
focused on operating system level reliability. However, this
assumption is not very logical. Although the probability of
SEU occurrence on registers that belong to operating system
is low, but the impacts of error occurring in these components
are higher than the application level components. In the
reliability analysis of a system, not only should the risk
probability of an event be considered but also the effect of
that event and the propagation of the resulting risks must be
investigated.

5. Experimental Results

In this section, the test environment is explained and the
experimental results are given.

For analyzing the effects of soft errors on operating system
level, the following modules are utilized.

Table 1: Fault injection results onMemoryManager without SCFC.

Benchmark/Fault Injection Without SCFC (%)
CR OS TO WR SD

Bubble Sort 25.18 61.80 4.37 8.65 0.00
Quick Sort 28.54 55.42 3.97 12.07 0.00
Matrix Multiplication 26.31 57.61 5.21 10.87 0.00
Linked List Insertion 25.83 59.64 4.08 10.45 0.00

Table 2: Fault injection results on Memory Manager with SCFC.

Benchmark/Fault Injection Without SCFC (%)
CR OS TO WR SD

Bubble Sort 28.65 60.21 4.40 6.72 0.00
Quick Sort 27.12 57.36 4.01 11.51 0.00
Matrix Multiplication 30.67 55.43 4.97 8.93 0.00
Linked List Insertion 26.21 59.75 4.17 9.87 0.00

(i) A Personal Computer (PC): it is used for the devel-
opment of the test programs or the compilation
of the benchmark programs. The PC utilized for
experiments has Intel (R) Core (TM) i5 CPU with
4GB RAM and Ubuntu 11.04 operating system.

(ii) A Background Debug Module (BDM): this compo-
nent is a programming tool that can be used for
debugging and fault injection. It is a tool which
Motorola Corporation has placed it in its micropro-
cessors and microcontrollers [11–16].

(iii) An evaluation board (PhyCore-MPC555): this board
is a product of a PHYTECH technology holding
company.

(iv) A Real Time Operating System (RTOS): for experi-
ments, MicroC/OS-ii RTOS is utilized. This RTOS is
a preemptive and multitask operating system.

For analyzing the impacts of soft errors on the com-
ponents of the operating system kernel, some benchmark
applications were run on the application level. Then, fault
injections were done into the operating system kernel. In this
way, the fault effects on both the operating system and the
application level could bemonitored.The utilized faultmodel
in all experiments was SEU and the location of occurrence
was the processor registers (address registers, data registers,
and program counter and status register).

5.1. Evaluation of Applying the SCFC Method on Operating
System Kernel. For analyzing the efficiency of SCFC on the
modules of the operating system kernel, four application
benchmarks were run at application level: (i) bubble Sort,
(ii) quick sort, (iii) matrix multiplication, and (iv) linked list
insertion. After this, 1200 faults were injected on Memory
Manager kernel component. For the injection of faults on this
component, the related data and the address registers to this
component are manipulated. Table 1 shows the fault injection
results on Memory Manager without the use SCFC method
and Table 2 shows the same results after applying the SCFC
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on this kernel component.The terminology used in the tables
and the rest of the paper is as follows:

(i) CR (Correct Result): the fault does not change the
final result of the program,

(ii) OS (operating system): the fault is detected by oper-
ating system and its exceptions,

(iii) WR (Wrong Result): the fault changes the final result
of the program and produces a wrong output,

(iv) TO (Time Out): the fault changes the program execu-
tion time and it does not end in a specified amount of
time,

(v) SD (Software Detection): the fault is detected by the
instructions that are used for Control Flow checking.

It can be deduced from Tables 1 and 2 that the fault
injection affects not only the kernel module but also the
application benchmarks. In other words, a fault at the operat-
ing system level propagates to the other level (application).
Table 2 shows that after applying the SCFC on the kernel
components, the Wrong Results percentage is reduced and
the Correct Result percentage is increased. Therefore, an
increase in the fault tolerance of a kernel component increases
the fault tolerance at the application indirectly. Figure 4
shows the average results of Tables 1 and 2. As it can
be seen from this figure, the percentage of Wrong Result
before applying the SCFC method is %10.51 and this value
is decreased to %9.25 after its application. The benchmark
applications do not use the SCFC method. Therefore, the
Software Detection percentage is in both cases zero.

This experiment shows that the injection of faults into
the operating system can affect the whole components of the
system.Although the probability of the occurrence of an error
in the operating system is low, its effects are very dramatic.

5.2. Evaluation of Applying the CFCME on Operating System
Kernel. For analyzing the efficiency CFCME on operating
system kernel modules, similar to SCFC method, four appli-
cation benchmarks were run in application level: (i) bubble
sort, (ii) quick sort, (iii) matrixmultiplication, and (iv) linked
list insertion. As mentioned before, the CFCME is a CFC
method formultitask processing environment.Therefore, test
environment for this method has more than one component.
In this experiment, three MicroC/OS-ii kernel components
were selected: (i)MemoryManager, (ii) ProcessManager, and
(iii) Time Manager. Similar to the SCFC evaluation on the
kernel component, in this process, application benchmarks
were run firstly. Then 4800 SEU faults are injected on the
kernel components.

Table 3 shows the fault injection results on the kernel
components without applying the CFCME on them and
Table 4 shows the same results after the application of the
CFCME. The results of Tables 3 and 4 prove the claim of the
previous section. As it can be seen from these two tables, after
the application of the CFCME on the kernel components, the
WR percentage is reduced and CR percentage is increased.
Figure 5 shows the average results of Tables 3 and 4. As it
can be seen in this figure, Wrong Result percentage before

Table 3: Fault injection results on kernel components without
CFCME.

Benchmark/fault injection Without CFCME (%)
CR OS TO WR SD

Bubble sort 20.32 63.84 4.82 11.02 0.00
Quick sort 24.39 58.11 4.08 13.42 0.00
Matrix multiplication 22.13 59.51 5.83 12.53 0.00
Linked list insertion 21.74 61.23 4.21 12.82 0.00

Table 4: Fault injection results on kernel components with CFCME.

Benchmark/fault injection Without CFCME (%)
CR OS TO WR SD

Bubble sort 28.63 59.93 4.51 6.93 0.00
Quick sort 26.33 57.76 4.32 11.59 0.00
Matrix multiplication 30.10 55.84 5.01 9.05 0.00
Linked list insertion 24.97 60.13 4.49 10.41 0.00

Table 5: Fault injection results on kernel components without CPD
on core component.

Benchmark/fault injection Without CPD (%)
CR OS TO WR SD

Bubble sort 28.34 56.62 4.21 10.83 0.00
Quick sort 27.66 57.31 4.01 11.02 0.00
Matrix multiplication 29.50 55.73 3.86 10.91 0.00
Linked list insertion 30.04 55.81 2.43 11.72 0.00

Table 6: Fault injection results on kernel components with CPD on
Core component.

Benchmark/fault injection With CPD (%)
CR OS TO WR SD

Bubble sort 30.28 57.73 4.12 7.87 0.00
Quick sort 28.42 58.51 4.06 9.01 0.00
Matrix multiplication 31.74 56.12 3.81 8.33 0.00
Linked list insertion 33.60 54.92 2.24 9.24 0.00

applying the CFCME method is %12.45 and this value is
decreased to %9.50 after applying the CFCME. It can be
estimated that if more kernel components are selected, fault
propagation to application level will increase. Therefore,
applying CFCME method to the kernel components can
avoid these errors both for the kernel and the application
components.

5.3. Evaluation of Applying the CPD on Operating System
Kernel. For analyzing the CPD efficiency on the operating
system kernel modules, similar to SCFC and CFCME meth-
ods, four application benchmarks are run in application level.
In this experiment, Core component (os cpu c.c file that has
about 500 lines of code) of MicroC/OS-ii is selected for fault
injection operation. Table 5 shows the fault injection results
on the kernel components without applying the CPD onCore
component and Table 6 shows the same results after applying
the CPD on this kernel component.
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Figure 4: The average results from Tables 1 and 2.
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Figure 5: The average results from Tables 3 and 4.

Figure 6 shows the average results of Tables 5 and 6. As
it can be seen in this figure, Wrong Result percentage before
applying the CPDmethod is %11.2 and this value is decreased
to %8.61 after applying the CPD. Therefore, the results of the
previous section are proved here again.

6. Conclusions

The electronic equipment operating in harsh industrial envi-
ronment is subjected to various threats. The most important
threat to the proper behavior of the equipment is radi-
ations. Electronic system designers have two options for
selecting the equipment to handle the required operations in
such a environment: High Reliability equipment and COTS
equipment. Although the High Reliability equipment has

high fault tolerance capability against transient faults, it has
lower performance in comparison with COTS equipment.
Moreover, the High Reliability equipment is a costly option
and cost is an important factor in many applications that
do not have a large budget. On the other side, the COST
option may not meet the reliability requirements. Therefore,
designers should improve the reliability of the equipment
by the use of different hardware and/or software methods,
the endeavor being to harden the equipment against CFE
and data errors. To date, researchers have concentrated on
managing these errors at application and hardware levels. In
this paper, the effects of transient faults on operation system
level are investigated. It is shown that the fault occurrence
in operating system level has more dramatic impacts in
comparison with the fault occurrence at other levels, due to
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Figure 6: The average results from Tables 5 and 6.

the propagation of faults from this level to the other levels.
The operating system components have strict relations with
the components of the other levels. The experimental results
of the paper have shown that by providing tolerance to the
operating system kernel components against transient faults,
both the operating system and the application components
gain resilience and the percentage of Wrong Result in the
application level components is indirectly reduced. It is to be
noted that the figure for Wrong Result is inversely propor-
tional to fault coverage. By decreasing the WR percentage,
fault coverage percentage is increased. It should be stressed
that even a small percentage change in fault coverage is
significant.

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.

References

[1] D. Zhu and H. Aydin, “Reliability-aware energy management
for periodic real-time tasks,” IEEE Transactions on Computers,
vol. 58, no. 10, pp. 1382–1397, 2009.

[2] P. Bernardi, L. M. Veiras Bolzani, M. Rebaudengo, M. Sonza
Reorda, F. L. Vargas, and M. Violante, “A new hybrid fault
detection technique for systems-on-a-chip,” IEEE Transactions
on Computers, vol. 55, no. 2, pp. 185–198, 2006.

[3] M.Omaña, D. Rossi, andC.Metra, “Latch susceptibility to tran-
sient faults and new hardening approach,” IEEE Transactions on
Computers, vol. 56, no. 9, pp. 1255–1268, 2007.

[4] N. R. Saxena and E. J. McCluskey, “Control-flow checking
using watchdog assists and extended-precision checksums,”
IEEE Transactions on Computers, vol. 39, no. 4, pp. 554–559,
1990.

[5] X. Iturbe, K. Benkrid, H. Chuan et al., “R3TOS: a novel
reliable reconfigurable real-time operating system for highly

adaptive, efficient, and dependable computing on FPGAs,” IEEE
Transactions on Computers, vol. 62, pp. 1542–1556, 2013.

[6] M.-D. Ma, D. S.-H. Wong, S.-S. Jang, and S.-T. Tseng, “Fault
detection based on statistical multivariate analysis andmicroar-
ray visualization,” IEEE Transactions on Industrial Informatics,
vol. 6, no. 1, pp. 18–24, 2010.

[7] M. H. Kim, S. Lee, and K. C. Lee, “Kalman predictive redun-
dancy system for fault tolerance of safety-critical systems,” IEEE
Transactions on Industrial Informatics, vol. 6, no. 1, pp. 46–53,
2010.

[8] P. Conmy and I. Bate, “Component-based safety analysis of
FPGAs,” IEEE Transactions on Industrial Informatics, vol. 6, no.
2, pp. 195–205, 2010.

[9] G. Gaderer, P. Loschmidt, and T. Sauter, “Improving fault
tolerance in high-precision clock synchronization,” IEEE Trans-
actions on Industrial Informatics, vol. 6, no. 2, pp. 206–215, 2010.

[10] A. Quagli, D. Fontanelli, L. Greco, L. Palopoli, and A. Bicchi,
“Design of embedded controllers based on anytime computing,”
IEEE Transactions on Industrial Informatics, vol. 6, no. 4, pp.
492–502, 2010.

[11] S. A. Asghari, H. Taheri, H. Pedram, and O. Kaynak, “Software-
based control flow checking against transient faults in industrial
environments,” IEEE Transactions on Industrial Informatics, vol.
10, no. 1, pp. 481–490, 2014.

[12] S. A. Asghari, A. Abdi, O. Kaynak, H. Taheri, and H. Pedram,
“An effective control flow checking method for multi-task
processing in harsh environments,” Journal of Circuits, Systems,
and Computers (JCSC), vol. 8, no. 22, Article ID 1350067.

[13] S. A. Asghari, H. Pedram, H. Taheri, and M. Khademi, “A new
Background Debug mode based technique for fault injection
in embedded systems,” International Review on Modelling and
Simulations, vol. 3, no. 3, pp. 415–422, 2010.

[14] A. Abdi, S. A. Asghari, S. Pourmozaffari, H. Taheri, and
H. Pedram, “An effective software implemented data error
detectionmethod in real time systems,” Springer Book, Advances
in Inleginet and Soft Computing, vol. 166, pp. 919–926, 2012.



8 The Scientific World Journal

[15] S. A. Asghari, A. Abdi, H. Taheri, S. Pourmozaffari, and H.
Pedram, “SEDSR: soft error detection using software redun-
dancy,” Journal of Software Engineering and Applications, vol. 5,
no. 9, pp. 664–670, 2012.

[16] S. A. Asghari and H. Taheri, “An effective soft error detection
mechanism using redundantinstructions,” The International
Arab Journal of Information Technology. In press.

[17] N. Oh, P. P. Shirvani, and E. J. McCluskey, “Control-flow check-
ing by software signatures,” IEEETransactions onReliability, vol.
51, no. 1, pp. 111–122, 2002.

[18] A. Mahmood and E. J. McCluskey, “Concurrent error detection
using watchdog processors—a survey,” IEEE Transactions on
Computers, vol. 37, no. 2, pp. 160–174, 1988.

[19] A. Rajabzadeh and S. G. Miremadi, “CFCET: a hardware-based
control flow checking technique in COTS processors using
execution tracing,” Microelectronics Reliability, vol. 46, no. 5-6,
pp. 959–972, 2006.

[20] N. Oh, P. P. Shirvani, and E. J. McCluskey, “Error detection
by duplicated instructions in super-scalar processors,” IEEE
Transactions on Reliability, vol. 51, no. 1, pp. 63–75, 2002.

[21] N. Oh, S. Mitra, and E. J. McCluskey, “ED4I: error detection by
diverse data and duplicated instructions,” IEEE Transactions on
Computers, vol. 51, no. 2, pp. 180–199, 2002.

[22] B. Nicolescu and R. Velazco, “Detecting soft errors by a purely
software approach: method, tools and experimental results,”
in Proceedings of the Design, Automation and Test in Europe
Conference and Exhibition (DATE ’03), 2003.

[23] A. Li and B. Hong, “On-line control flow error detection using
relationship signatures among basic blocks,” Computers and
Electrical Engineering, vol. 36, no. 1, pp. 132–141, 2010.

[24] A. Li and B. Hong, “Software implemented transient fault
detection in space computer,”Aerospace Science and Technology,
vol. 11, no. 2-3, pp. 245–252, 2007.

[25] Z. Alkhalifa, V. S. S. Nair, N. Krishnamurthy, and J. A. Abraham,
“Design and evaluation of system-level checks for on-line
control flow error detection,” IEEE Transactions on Parallel and
Distributed Systems, vol. 10, no. 6, pp. 627–641, 1999.

[26] J. Li, Q. Tan, and J. Xu, “A software-implemented configurable
control flow checking method,” in Proceedings of the 3rd
International Symposium on Parallel Architectures, Algorithms
and Programming (PAAP ’10), pp. 199–205, Dalian, China,
December 2010.

[27] R. Vemu and J. Abraham, “CEDA: control-flow error detection
using assertions,” IEEE Transactions on Computers, vol. 60, no.
9, pp. 1233–1245, 2011.

[28] M.Maghsoudloo, H. R. Zarandi, and N. Khoshavi, “An efficient
adaptive software-implemented technique to detect control-
flow errors in multi-core architectures,” Microelectronics Relia-
bility, no. 11, pp. 2812–2828, 2012.



Submit your manuscripts at
http://www.hindawi.com

Computer Games 
 Technology

International Journal of

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Distributed 
 Sensor Networks

International Journal of

Advances in

Fuzzy
Systems

Hindawi Publishing Corporation
http://www.hindawi.com

Volume 2014

International Journal of

Reconfigurable
Computing

Hindawi Publishing Corporation 
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

 Applied 
Computational 
Intelligence and Soft 
Computing

 Advances in 

Artificial 
Intelligence

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Advances in
Software Engineering
Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Electrical and Computer 
Engineering

Journal of

Journal of

Computer Networks 
and Communications

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation

http://www.hindawi.com Volume 2014

 Advances in 

Multimedia

 International Journal of 

Biomedical Imaging

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Artificial
Neural Systems

Advances in

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Robotics
Journal of

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Computational 
Intelligence and 
Neuroscience

Industrial Engineering
Journal of

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Modelling & 
Simulation 
in Engineering
Hindawi Publishing Corporation 
http://www.hindawi.com Volume 2014

The Scientific 
World Journal
Hindawi Publishing Corporation 
http://www.hindawi.com Volume 2014

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014

Human-Computer
Interaction

Advances in

Computer Engineering
Advances in

Hindawi Publishing Corporation
http://www.hindawi.com Volume 2014


