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Built-in-self-test (BIST) response data can be compacted using a linear-feedback shift register (LFSR). Prior work
has indicated that the probability of aliasing tends to converge to 2 -k for a polynomial of degree k and large test
length, and that primitive polynomials perform better than non-primitive polynomials. Nearly all analytical models
and simulations have been based on the assumption that error occurrences are statistically-independent. This
paper presents the first statistical results, based on fault simulation, that show that this convergence property
holds for actual digital logic circuits and randomly-generated test vector sequences. However, it is shown that
the average probability of aliasing is unsuitable as a design metric, and that a 95% upper confidence limit (UCL)
is more useful. This paper introduces a UCL for the loss of fault coverage due to test response compaction. The
theoretical or "ideal" UCL is shown to match closely the empirically-derived UCL obtained by fault simulation.
The result is that a tight lower bound on fault coverage for LFSR-based BIST configurations can be obtained
easily. Fault coverage for a BIST configuration can be obtained without the LFSR, eliminating costly fault
simulation of the full structure with the LFSR. These results have been incorporated in the standard procedure
for fault coverage measurement.
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early all built-in-self-test (BIST) techniques for
digital logic circuits use some method of com-

pacting the test response data. The most common
approach involves the use of a linear-feedback shift
register (LFSR) in a process called signature analysis
(SA). The SA configuration considered in this paper
is where the primary outputs of a multiple-output
circuit-under-test (CUT) are connected to a multiple-
input LFSR, as shown in Figure 1. This type of LFSR
is often called a multiple-input signature register
(MISR). LFSR and MISR design has been discussed
by numerous authors (e.g., [1-3]).

Unfortunately, the use of SA, rather than direct
monitoring of the primary outputs of the CUT, re-
suits in a loss of fault coverage due to the phenom-
enon called aliasing. Many investigators have ad-
dressed the problem of determining the probability

that a fault that would be detected by direct moni-
toring of the primary outputs would not be detected
by SA. Mathematical analyses have invariably been
based on the assumption that error occurrences
(due to faults present in the CUT) are statistically-
independent. The limited fault simulation data
published to date have generally considered only
a single, given fault in the CUT, rather than the
overall effects of all possible single faults in the
CUT.

This paper reports the results of fault simulations
involving a variety of CUTs based on actual circuits
and the ISCAS ’85 cc;mbinational benchmark set.
An upper confidence limit on the loss of fault cov-
erage is derived, and it is shown that this value closely
matches the empirically-derived values that result
from the fault simulation experiments. An early ver-
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FIGURE Signature analysis configuration using a MISR.

Errors (incorrect output values caused by faults in
the CUT) may be captured by the MISR yet be can-
celed by subsequent errors. This loss of error infor-
mation is called aliasing, and the number of aliased
faults on step n is given by A (n) D (n) S(n).
With respect to a given fault f, the probability of
aliasing on step n, Paz(n), is the conditional proba-
bility

Pr{correct signature on step nil has been detected}

With respect to the entire universe ofN faults, P(n)
is

sion of the analyses presented here appeared in a
paper by Debany, Manno, and Kanopoulos [4].
Some of the empirically-derived results of these ex-
periments have been incorporated in a standard pro-
cedure for the reporting of fault coverage for digital
circuits [5]. A shorter version of this paper was pub-
lished at the 1992 IEEE VLSI Test Symposium [6].

Signature Analysis

A test consists of initializing the MISR to a known
value and applying a sequence of test vectors to the
CUT. The test vector sequence is generated by al-
gorithmic or pseudorandom means, and is repeat-
able. At the end of the test the contents of the MISR
(the signature) is compared to the known-good sig-
nature. It is assumed that the MISR is fault-free.

In this paper fault coverage is expressed in terms
of detectable fault equivalence classes of the stuck-
at-zero and stuck-at-one faults on the logic lines of
the circuits, and is performed in accordance with the
standard procedure for reporting fault coverage [5].
Only single faults are considered. Each "fault" is the
representative of a fault equivalence class.

Let N be the number of CUT faults considered.
Denote by D(n) the cumulative number of faults
detected by test vectors 1, 2, 3,... n, based on direct
observation of the primary outputs of the CUT. The
fault coverage with respect to the primary outputs
of the CUT afterthe application of test vector n (step
n) is given by F(n) D (n)/N. Denote by S(n) the
number of faults that would be detected based only
on observation of the signature on step n. The fault
coverage with respect to the signature only on step
n is given by F’ (n) S(n)/N.

F’(n)A(n)
1

S(n)
1- (1)D(n) D(n) F(n)

for D(n) > 0, and is 0 otherwise.
A great deal of research has been devoted to the

problem of determining and/or minimizing P,. Most
of the analytical models are based on assumptions
about the occurrences of errors at the output of the
CUT. For a given fault, its probability of fault de-
tection (PFD), which we denote by q, is defined to
be the probability that the fault causes an error at
any primary output of a CUT in response to any
randomly-generated test vector.

Smith [1] showed that if all error patterns are equi-
probable, than for a k-bit LFSR and large n, Pa(n)
approaches 2 -k. This result is independent of the
polynomial implemented by the LFSR; in fact, it
holds even for a simple shift register that captures
only the last k bits of output. In order for all error
patterns to be equiprobable, it is necessary that every
fault in the CUT have a statistically-independent
PFD of 1/2. Smith pointed out that the assumption
of equiprobable error patterns is a very strong one
and is not generally valid for the errors expected to
be produced by actual faulty circuits.

Carter [7] showed that Pat(n) <- 4/n, for n -< 2k,
for any k-bit MISR with internal feedback, regardless
of q. This bound is considered to be extremely con-
servative. His approach is in a sense complementary
to other methods in that his bound holds for small
n, rather than large n.

Convergence to a Steady-State Value

Williams, Daehn, Gruetzner, and Starke [8-10] used
a Markov model to determine both exact values and
upper bounds for Pa(n) for single-input LFSRs based
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on the assumption of statistically-independent PFDs.
They considered the behavior of primitive and non-
primitive polynomials. Their major finding was that
Pad(n) appears to converge to a "steady-state" value
of 2-k for large n, for both primitive and non-
primitive polynomials, regardless of q. They found
that convergence appears to be faster for primitive
polynomials. (Reducible, irreducible, and primitive
polynomials and their properties are discussed in the
section on Experiments.)
The convergence property observed by Williams,

et al., has since been validated by many researchers,
under numerous error models and for many imple-
mentations of single-input and multiple-input LFSRs
[11-18]. All of the models assume that error occur-
rences are statistically-independent.

Based on these results, it can be seen that the
predicted rate of convergence is relatively rapid for
the majority of the possible single stuck-at faults in
a typical digital circuit.

Henceforth, the postulated convergence of Pa(n)
to a "steady-state" value of 2-k for large n, regardless
of the PFD, will be referred to as the convergence
property (CP).
The remainder of this paper is devoted to two

topics. First, it is established that CP, the proofs for
which are based on the statistically-independent er-
ror assumption, holds for actual digital logic circuits.
Second, information about the steady state value of
P(n) is used to determine bounds on the loss of
fault coverage due to LFSR aliasing.

Test Length for Convergence

For a single-input LFSR that implements a primitive
polynomial of degree k, Williams et al. [10], pre-
sented an upper bound on aliasing probability:

Pat(n) <-2 -k + (2k- 1)11 2qln(1-1/(2-1)) (2)

Example 1 Let us consider the single-output circuit
obtained from the 54LS181 ALU by eliminating all
gates and lines in the gate-level logic model that do
not contribute to the primary output "A B"; this
is the largest single-output subcircuit of this ALU,
and was one of the circuits considered by Xavier, et
al. [12-13]. Of the 193 detectable fault equivalence
classes in this circuit, only one has a PFD greater
than 1/2: q 0.85938. The next largest PFD is
0.16699. More than 95% of the PFDs are greater
than or equal to 0.00952148. Using (2), the test
lengths required to guarantee that Pt(n) is within
1% of its asymptotic value of 2 -k for a PFD of
0.00952148 are n 820 for k 8, n 1,394 for k

16, and n 1,970 for k 24.
For a MISR that implements a primitive polyno-

mial of degree k, Damiani, et al. [16], showed that
the aliasing probability for a fault with a given PFD
is "very close" to 2 -k after a test length of k/q.

Example 2 Of the 257 detectable fault equivalence
classes in the full logic model of the 54LS181 ALU,
11.7% have PFDs equal to 1/2 and 6.2% have PFDs
greater than 1/2. More than 95% of the PFDs are
greater than or equal to 0.0234375. Using the results
given by Damiani, et al., the test lengths required to
effectively reach the asymptotic value of 2 -k for a
PFD of 0.0234375 are n 342 for k 8, n 683
for k 16, and n 1,024 for k 24.

USING A MISR

F(n), the fault coverage of a test vector sequence
with respect to the primary outputs of a CUT, can
be obtained easily by means of fault simulation. This
process is relatively efficient because "fault drop-
ping" (i.e., eliminating a fault from further consid-
eration after its first detection) can be used.
Now, let the response data be compacted using a

MISR, as shown in Figure 1. The test vector se-
quence is applied to the CUT and the signature is
read on a single test vector n (resulting in a fault
coverage F’(n)); the test is terminated at that point.
In a direct assault on the problem, it is possible to
obtain the actual value of F’(n) by fault simulation.
However, fault dropping provides no computational
savings because all fault detection information is ob-
tained on the basis of the final signature alone; no
faults are dropped until the final signature is read.
(In the case where .multiple signatures can be read,
reading an early signature causes a large fraction of
the faults to be dropped so that subsequent fault
simulation executes faster.) For circuits consisting of
only a few thousand gates and sequences consisting
of only a few thousand test vectors, obtaining F’(n)
can be expected to require several orders of mag-
nitude more computational effort than does obtain-
ing F(n).
Another problem with the direct approach for de-

termining F’(n) is that observation of the fault sig-
nature is essentially a "d.estructive read" of the fault
coverage. That is, if F’ (n) is obtained, then obtaining
F’(n + 1) requires that all of the computations on
steps 1, 2, 3,... n be repeated, unless the fault
simulator is capable of checkpointing and restarting
from intermediate points.
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In only a handful of cases have aliasing results been
reported that are based on fault simulation of an
actual digital logic circuit, in contrast to modeling
the occurrence of independent errors [19-23]. Xa-
vier, et al. [12, 13], used the z-statistic as a measure
of the goodness-of-fit between their analytical ex-
periments for Pa(n) and values observed during a
set of fault simulation experiments. They simulated
only one fault per experiment, however, which en-
sured that errors were statistically-independent. It
appears that the only statistically-based study in-
volving all single stuck-at faults in a circuit, was an
early version of the analysis performed in this paper
[4].
The large CPU time requirements prohibit the ac-

tual measurement of F’(n) in any practical BIST de-
sign. Therefore, it has been necessary to develop a
procedure for estimating F’(n) on the basis of the
measured F(n) and knowledge of the probability of
aliasing due to the LFSR.

LOSS OF FAULT COVERAGE

If CP does in fact hold for actual circuits, a statistical
relationship between the pre- and post-compaction
fault coverages can be established. However, CP and
any proposed relationships between F(n) and F’(n)
must be validated empirically to ensure they are
valid.

Given that the purpose of performing the test is
to provide good fault coverage, the effects of aliasing
are irrelevant until F(n) is close to 1. It is assumed
here that a signature is never taken before a crossover
point has been reached in the test vector sequence
such that F(n) is at or near 1. Arbitrarily, the smallest
value of n for which F(n) >- 0.95 was selected as the
crossover point; this value of n is denoted by nc. All
statistics were obtained after crossover in the exper-
iments summarized in the next section. In the course
of these experiments the test response compaction
process begins on step 1; it is only the beginning of
data collection for the sample statistics that is de-
ferred until step nc.
Randomly-generated test sequences generally are

much longer than those generated by deterministic
algorithms (for a survey of deterministic test gen-
eration techniques see Kirkland and Mercer [24]). A
random test is seldom terminated at exactly the point
where the stuck-at fault coverage is deemed to be
sufficient (such as on step nc). Instead, it is customary
to exploit the length of the random test sequence in
order to detect fault types other than single stuck-

at-zero and stuck-at-one. Coverages of other classes
of failures, such as shorts, opens, and transition and
delay faults, are difficult to quantify, but it is well-
known that long, randomly-generated sequences
provide serendipitous detection of these "non-
classical" faults (e.g., Waicukauski and Lindbloom
[25]). Thus, random test length is usually much
greater than that required only to achieve high single
stuck-at fault coverage.

Crossover for the 54LS181 occurred on step nc
81. Based on the examples of the predicted rates of
convergence given in the Introduction (using bounds
given by Williams, et al., and Damiani, et al.), "con-
vergence" to the asymptotic value of Pa(n) cannot
be expected to occur by step nc for most faults. There-
fore, the early samples obtained starting at n rep-
resent a population with a larger variance than those
from later in the test vector sequence, and make the
sample statistics more conservative. A test length of
5,000 was used in each case, however, so the majority
of the samples represented the process in the "steady
state."
We now obtain two upper confidence limits (UCLs)

on the loss of fault coverage due to aliasing. The first
is an "ideal" or theoretical upper bound based on
CP. The second is an empirical estimate based on
sample statistics obtained from fault simulation of
actual CUTs and MISRs.

An Ideal UCL

Consider any step n (n >- nc) in a test vector se-
quence. Assuming that each of the D(n) detectable
faults has a statistically-independent probability 2 -k

of being aliased, the number of aliased faults, A (n),
is distributed as a binomial random variable (r.v.)
[26]. Because 2-k , 1, the distribution of A (n) can
be approximated as a Poisson distribution with pa-
rameter A 2-kD(n). Therefore, E{A(n)}
Var{A(n)} 2-kD(n). A customary conservative
95% UCL for a Poisson r.v. is given by the mean
plus three standard deviations. Since F(n) 1 and
D(n) N for n -> n, (1) reduces to et(n) F(n)

F’(n). This results in an upper bound on the frac-
tion of the N faults given by

2-k + 3 (3)

Expression (3) is an ideal UCL for the loss of fault
coverage due to aliasing. Note that it decreases with
the number of faults (hence, the size of the CUT)
considered.
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Example 3 Expression (3) was applied to two SA
configurations involving standard logic circuits [27].
(These two circuits are considerably smaller than the
size that would justify using SA, because the MISR
would be larger than the CUT. However, the sizes
of these circuits are commensurate with those of the
test cases considered in the literature.) The 54LS85
four-bit comparator has N 137 fault equivalence
classes. Compacting this circuit’s three primary out-
puts using a MISR of degree k 4, 2 -4 0.0625
is the predicted average value of Pa(n). Expression
(3) yields a 95% UCL of 0.1266 for Pa(n), which is
twice the average value. The 54LS181 four-bit ALU
has N 261 fault equivalence classes. Compacting
this circuit’s eight primary outputs using a MISR of
degree k 16, 2 -16 1.53 x 10 -5 is the predicted
average value of P(n). Expression (3) yields a 95%
UCL of 7.41 x 10 -4 for P(n), which is more than
48 times the average value.

An Empirical UCL

Consider r.v. Xdistributed with mean/z and variance
tr2; let x be a numerical sample value of X. If a
distribution is roughly mound-shaped and unimodal,
then Camp and Meidel’s Extension of Tchebychev’s
Inequality [26] states that the probability of a sample
being outside K standard deviations from the mean
is less than or equal to 1/(2.25K); thus, K 2.9814
for a 95% confidence interval. Given a set of M
samples Xl, x2, x3, xt, the true mean is approx-
imated by the sample mean:

1 M, xi (4)
7-1

The true standard deviation is approximated by the
square root of the sample variance given by:

M- 1 x- Mm
i=1

In .this case, it is the distribution of Pat(n) that is
of interest. Thus, a conservative 95% UCL for Pa(n)
is given by

m + 2.9814s (5)

where the samples Xl, x2, x3,.., xu used to calculate
m and s are the values of Pa(n) taken after crossover.
That is, x eat(nc 4- 1). The values of Pa(n)
are calculated from the observed values of D(n) and
S(n) obtained by full fault simulation of the CUTs

with SA. Expression (5) is an empirical UCL for the
loss of fault coverage for a specific CUT, MISR, and
test vector sequence.
Because we wish to determine how nearly the av-

erage probability of aliasing converges to 2-k, it is
convenient to take the logarithm (base 2) of the sam-
ple mean. We define "Ave Pal" to denote the value
given by the expression

log2 m (6)

where m is the sample mean of the values of Pat(n)
after crossover given by (4). This value is defined
only if m > 0.

EXPERIMENTS

Experiments were conducted to obtain statistics on
aliasing. This section summarizes details of the MISR
configuration, circuits, and test vector sequences for
which the statistics were obtained.

MISR Implementations

The LFSRs used here are of the internal XOR type,
where the most significant bit is fed back to taps
between the flip-flop stages. An example Of this con-
figuration is shown in Figure 2. The outputs of the
CUT are inputs to XOR gates between the flip-flop
stages, and so the degree of the MISR must be
greater than or equal to the number of primary out-
puts of the CUT. (It is common practice to XOR
several outputs of a circuit in order to use a MISR
with a degree less than the number of primary out-
puts of the circuit. If this is done, however, the CUT
must be defined to be the circuit with the addition
of the XOR gates.)
A polynomial in GF(2) of degree k is called irre-

ducible if and only if it is not divisible by any poly-
nomial of degree less than k but is greater than 0;
otherwise it is called reducible. A polynomial of de-
gree k is called primitive if and only if it is irreducible
and it does not divide any polynomial of the form x
+ 1 for any j less than 2k 1 [2]. Any primitive
polynomial is also irreducible, but in this paper a
polynomial identified as "irreducible" should be
understood to mean "irreducible but not primitive."

Primitive polynomials are also called "maximal
length" polynomials, because a LFSR of degree k
that is initialized to any non-zero value cycles
through all of the 2k 1 non-zero values if and only
if the LFSR implements a primitive polynomial.
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X5 2X
0X =1

FIGURE 2 Three-input MISR implementing primitive polynomial of degree 5: x + x + 1.

Primitive polynomials have traditionally been im-
portant in BIST design not only for test response
compaction, but also because of their usefulness as
the generators of the test stimuli. Lists of primitive
polynomials and discussions of their properties are
given by Peterson and Weldon [2] and Bardell,
McAnney, and Savir [28].
Twelve "families" of feedback polynomials were

used in this study" four primitive polynomials P1-4,
four irreducible polynomials IR1-4, and four reduc-
ible polynomials R1-4. Results only for polynomials
of degrees 8, 16, 24, and 32 are reported here.
P1 is the primitive polynomial of appropriate de-

gree given in Bardell, et al. [28]. P2 is the first prim-
itive polynomial of appropriate degree listed in Pe-
terson and Weldon [2]. P3 is the reciprocal
polynomial of P2 (i.e., it has the same coefficients
as P2, but listed in reverse order). P4 is the second
primitive polynomial of appropriate degree listed in
Peterson and Weldon [2].
IR1 is the first irreducible but non-primitive poly-

nomial of appropriate degree listed in Peterson and
Weldon [2]. IR2 is the reciprocal polynomial of IR1.
IR3 is the second primitive polynomial of appropri-
ate degree listed in Peterson and Weldon [2], and
IR4 is the third.
R1 is the simplest nondegenerate polynomial of

degree k: x + 1. R2 is constructed by starting with
R1, and including all terms with even powers. R3 is
constructed by starting with R1, and including all
terms with powers divisible by 2 or 3. R4 is the re-
ciprocal polynomial of R3.
The reducible polynomials are related structurally

within a "family," but the primitive and irreducible

polynomials are related within a "family" only by
virtue of the fact that they happen to be tabulated
together.

Circuits-Under-Test

Twelve combinational digital logic circuits were used
in this study. Five of the circuits are standard MSI/
LSI functions [27, 30] representative of those used
to implement more complex VLSI devices and sys-
tems. Seven are from the standard "ISCAS ’85" com-
binational benchmark set [31]. Table I lists the name,
number of detectable fault equivalence classes, num-
ber of primary outputs, and function for each circuit.
The number of detectable fault equivalence classes
for the ISCAS circuits is given by Schulz and Auth
[29].
Because polynomials of degrees up to only 32 were

considered, only CUTs with 32 or fewer primary out-
puts were used. Circuits with larger gate count could
not be fault-simulated (without the advantage of fault
dropping) in a reasonable amount of computer time.
In any case, based on the ideal UCL given by (3),
it appears that small circuits provide the worst-case
test cases.

Stimuli and Test Length

The test vector sequences were generated by apply-
ing statistically-independent, equiprobable 0s and ls
to the primary inputs of the CUTs. A modified mul-
tiplicative congruential random number generator
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TABLE
Circuits Summary

Circuit
Name

Number of Detectable Fault
Equivalence Classes (N)

Number of
Primary Outputs Function

54LS182 83
54LS85 137
Am25S05 258
54LS181 257

Am25LS2517 385
C17 22
C432 520
C499 750
C880 942
C1355 1566
C1908 1870
C3540 3291

5
3
7
8
6
2
7

32
26
32
25
22

Carry-lookahead generator
Comparator
Multiplier
ALU
ALU
ISCAS circuit; trivial function
ISCAS circuit; priority decoder
ISCAS circuit; ECAT
ISCAS circuit; ALU and control
ISCAS circuit" ECAT
ISCAS circuit; ECAT
ISCAS circuit; ALU and control

was used to create the stimuli. For a given CUT, the
same randomly-generated test vector sequence was
used for every degree and polynomial.
The test length for each trial was 5,000, and all

statistics were obtained after crossover, i.e., the
point where fault coverage first equaled or exceeded
95% of the detectable faults.

Demonstration

Figure 3 exemplifies the SA process and the collec-
tion of the statistics. The CUT in this example is the
54LS85 4-bit comparator. The three primary outputs
of the CUT are input to a MISR that implements x4

+ x + 1 (one of the primitive polynomials listed in

11)0

F = 95%-’"

SO-

60-

o

20-

F (n)

F’ (n)

0 t SOO ’OOO +SO0 Humber’’ Of’S’Ovectors:’(n) ss’oo 4o’oo 4s’oo so’oo

nc = ]94

.,,t F’
MISR

CUT

UCL = 12.66%
m= 6.25%

FIGURE 3 Example of a signature analysis experiment. Circuit is 54LS85 4-bit comparator (three primary outputs). MISR implements
primitive polynomial x + x + 1.
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Bardell, et al. [28]). The small degree was chosen for
this example so that the aliasing behavior would be
easily visible in the figure.
On any vector n, the cumulative fault coverage

obtained by direct observation of the CUT’s outputs
is denoted by F(n). The fault coverage obtained by
SA is denoted by F’(n)i that is, F’(n) is the fault
coverage that would be obtained if the signature on
step n were the only signature observed during the
test.
At the top of the figure, it can be seen that F(n)

rises monotonically to 100%. F’(n), on the other
hand, almost immediately begins to display aliasing
in the form of rises and dips in its signature-based
coverage.

F(n) crosses 95% at n nc !94 (the "crossover"
point). Beyond the crossover point, F’(n) can be
taken to be in its "steady state," but F’(n) tends to
remain well below F(n).
At the bottom of the figure is shown the value of

P,(n) calculated using (1). The value of m shown in
Figure 3 is the sample mean of the values of Paz(n)
taken after crossover. A horizontal line is drawn at
the value of the UCL given by (3).
The value of 6.25% for m coincides with the value

2- 0.0625 predicted by CP. Using (6), "Ave Pa"
is 4.0, which corresponds to the degree of the poly-
nomial used. Clearly, using this value as the pre-
dicted loss of fault coverage would be optimistic on
approximately half the test vectors. On the other
hand, the value of the UCL (12.66%) is a reliably
conservative upper bound on the loss of fault cov-

erage; it can be seen that the actual value of Pa(n)
is almost always less than this UCL. It can also be
seen that this is a good 95% UCL in that Pat(n) is
greater than or equal to the UCL occasionally, but
less than 5% of the time. Thus, this UCL is con-
servative, but only to the degree it is designed to be.

SIGNATURE ANALYSIS RESULTS

Results of experiments for each circuit for polyno-
mials of degree 8, 16, 24, and 32 are summarized in
Tables II-X. C3540 has 22 primary outputs, so its
statistics are given only for polynomials of degrees
24 and 32. Results are given only for degree 32 for
circuits C499, C880, C1355, and C1908, and aliasing
was observed only for polynomials R1 and R2; these
results are summarized together in Table IX. Each
table lists the ideal UCL given by (3), the empirical
UCL given by (5), and "Ave P" (obtained after
crossover) given by (6). If no aliasing events oc-
curred, then m was zero, and "***" is listed for "Ave
P" because the value is undefined. If the average
value of Pad(n) were to converge to exactly 2 -k after
crossover, then "Ave Pl" would be exactly k.
The line labeled "Ideal" in each table lists the ideal

UCL given by (3) for the UCL, and k for "Ave Pat."
If the average probability of aliasing converged to
exactly 2 -k, and the Poisson assumptions perfectly
described the occurrence of aliasing events, then
these values are what would have been obtained from
the fault simulation experiments.

TABLE II
Circuit 54LS182

Degree 8 Degree 16 Degree 24 Degree 32
Polynomial UCL Ave P, UCL Ave P,,t UCL Ave P,, UCL Ave

Ideal 0.024487 8.00 0.001302 16.00 0.000080 24.00 0.000005 32.00
P1 0.022902 8.24 0.001375 15.83 0.000000 ’* 0.000000 ***
P2 0.025152 7.84 0.000000 ** 0.000000 ** 0.000000 ***
P3 0.032107 7.44 0.000896 17.05 0.000000 ** 0.000000 ***
P4 0.022263 8.26 0.000896 17.05 0.000000 ** 0.000000 ***
IR1 0.029958 7.76 0.000516 18.63 0.000000 ** 0.000000 ***
IR2 0.029276 7.70 0.00073’1 17.63 0.000000 ** 0.000000 ***
IR3 0.023780 8.09 0.001036 16.63 0.000000 *’* 0.000000 ***
IR4 0.020337 8.61 0.000516 18.63 0.000000 *** 0.000000 ***
R1 0.054416 6.57 0.009510 10.41 0.025647 8.74 0.009463 10.42
1:[2 0.025611 8.02 0.016579 8.74 0.009113 10.48 0.000000 ***
R3 0.021589 8.39 0.001471 15.63 0.000000 " 0.000000 ***
R4 0.030603 7.51 0.000731 17.63 0.000000 * 0.000000 ***
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TABLE III
Circuit 54LS85

Degree 8 Degree 16 Degree 24 Degree 32
Polynomial UCL Ave P,t UCL Ave P,,t UCL Ave Pot UCL Ave P,,t

Ideal 0.019925 8.00 0.001016 16.00 0.000063 24.00 0.000004 32.00
P1 0.021009 7.82 0.000000 *** 0.000000 ** 0.000000 ***
P2 0.021111 7.93 0.000548 17.74 0.000000 * 0.000000 ***
P3 0.022160 7.93 0.001534 14.94 0.000000 ** 0.000000 ***
P4 0.018399 8.15 0.000447 18.33 0.000000 *** 0.000000 ***
IR1 0.017564 8.22 0.000000 *** 0.000000 *** 0.000000 ***
IR2 0.020044 7.89 0.000000 *** 0.000000 *** 0.000000 ***
IR3 0.025804 7.61 0.001057 15.87 0.000000 *** 0.000000 ***
IR4 0.023013 7.65 0.000000 *** 0.000000 ’** 0.000000 ***
R1 0.023881 7.96 0.003749 12.33 0.000000 **= 0.000000 ***
R2 0.023202 7.93 0.000779 17.32 0.000000 * 0.000000 ***
R3 0.021215 7.97 0.000000 ’ 0.000000 *"" 0.000000 ***
R4 0.023135 7.80 0.000315 19.33 0.000000 *** 0.000000 ***

TABLE IV
Circuit Am25S05

Degree 8 Degree 16 Degree 24 Degree 32
Polynomial UCL Ave P,t UCL Ave P,t UCL Ave P,t UCL Ave

Ideal 0.015579 8.00 0.000745 16.00 0.000046 24.00 0.000003 32.00
P1 0.016256 7.95 0.000784 15.83 0.000000
P2 0.015747 8.01 0.000551 16.83 0.000000 ** 0.000000 ***
P3 0.016765 7.93 0.000498 17.12 0.000000 ** 0.000000
P4 0.015154 8.13 0.000331 18.29 0.000000 *** 0.000000 ***
IR1 0.016028 7.93 0.000576 16.71 0.000000 ** 0.000000 ***
IR2 0.016210 7.98 0.000623 16.49 0.000000
IR3 0.015473 8.00 0.000469 17.29 0.000000 *** 0.000000 ***
IR4 0.015093 8.09 0.000406 17.71 0.000000 *** 0.000000 ***
R1 0.016359 7.92 0.001616 13.80 0.000678 16.27 0.000000 ***
R2 0.019040 7.87 0.002033 14.44 0.000000 *** 0.000529 16.96
R3 0.015776 8.04 0.000784 15.83 0.000165 20.29 0.000000 ***
R4 0.016044 7.94 0.000576 16.71 0.000000 ** 0.000000 ***

TABLE V
Circuit 54LS181

Degree 8 Degree 16 Degree 24 Degree 32
Polynomial UCL Ave P,t UCL Ave P,,t UCL Ave P,, UCL Ave

Ideal 0.015602 8.00 0.000746 16.00 0.000046 24.00 0.000003 32.00
P1 0.016076 8.00 0.001252 15.14 0.000000 ** 0.000000 ***
P2 0.015866 8.10 0.000474 17.27 0.000000 *** 0.000000 ***
P3 0.016594 7.99 0.000443 17.46 0.000000 *** 0.000000 ***
P4 0.018464 7.79 0.000289 18.68 0.000000 *** 0.000000 ***
IR1 0.015662 8.03 0.000557 16.81 0.000000 *** 0.000000 ***
IR2 0.015473 8.18 0.000474 17.27 0.000000 *** 0.000000 ***
IR3 0.016573 7.99 0.000582 16.68 0.000000 *** 0.000000 ***
IR4 0.017055 7.90 0.000528 17.68 0.000000 *** 0.000000 ***
R1 0.018081 7.78 0.003276 12.29 0.000000 *** 0.000929 15.36
R2 0.018427 7.83 0.001020 15.18 0.000000 ** 0.000548 16.90
R3 0.016271 7.99 0.000557 16.81 0.000000 0.000000 ***
R4 0.017086 7.87 0.000441 17.95 0.000000 ** 0.000000 ***
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TABLE VI
Circuit Am25LS2517

Degree 8 Degree 16 Degree 24 Degree 32

Polynomial UCL Ave P, UCL Ave P,,t UCL Ave P,t UCL Ave P,t

Ideal 0.013462 8.00 0.000613 16.00 0.000037 24.00 0.000002 32.00

P1 0.014466 8.07 0.000503 17.52 0.000000 *** 0.000000 ***
P2 0.015234 7.87 0.000553 16.68 0.000000 *** 0.000000 ***
P3 0.015927 8.10 0.000387 18.26 0.000000 *** 0.000000 ***
P4 0.015268 7.94 0.000598 16.84 0.000000 *** 0.000000 ***
IR1 0.013471 8.29 0.000725 15.80 0.000000 *** 0.000000 ***
IR2 0.016669 7.83 0.000448 17.53 0.000000 *** 0.000000 ***
IR3 0.015512 7.87 0.000448 17.84 0.000000 *** 0.000000 ***
IR4 0.016314 7.88 0.000907 15.39 0.000000 *** 0.000000 ***
R1 0.017541 7.73 0.001373 13.83 0.000486 16.70 0.000000 ***
R2 0.022275 6.96 0.006834 11.02 0.000112 20.84 0.000000 ***
R3 0.018092 7.55 0.000389 17.26 0.000000 *** 0.000000 ***
R4 0.017044 7.63 0.001841 13.56 0.000000 *** 0.000000 ***

TABLE VII
Circuit C17

Degree 8 Degree 16 Degree 24 Degree 32
Polynomial UCL Ave P,,t UCL Ave P,,t UCL Ave P,,t UCL Ave

Ideal 0.043881 8.00 0.002514 16.00 0.000156 24.00 0.000010 32.00
P1 0.040298 8.19 0.002730 15.75 0.000000 ** 0.000000 ***
P2 0.045379 7.95 0.000000 "** 0.000000 *= 0.000000 ***
P3 0.043971 7.96 0.002730 15.75 0.000000 ** 0.000000 ***
P4 0.041866 8.06 0.002730 15.75 0.000000 0.000000 ***
IR1 0.044342 7.95 0.000000 ** 0.000000 *** 0.000000 ***
IR2 0.044127 7.89 0.000000 ’** 0.000000 ** 0.000000 ***
IR3 0.048758 7.69 0.000000 ** 0.000000 * 0.000000 ***
IR4 0.039747 8.19 0.000000 *’ 0.000000 ** 0.000000 ***
R1 0.042931 8.03 0.001927 16.75 0.000000 ** 0.000000 ***
R2 0.043247 8.05 0.005830 13.58 0.000000 *** 0.000000 ***
R3 0.041235 8.19 0.005830 13.58 0.000000 * 0.000000 ***
R4 0.041608 8.11 0.000000 ** 0.000000 * 0.000000 ***

TABLE VIII
Circuit C432

Degree 8 Degree 16 Degree 24 Degree 32

Polynomial UCL Ave P UCL Ave P,t UCL Ave P,t UCL Ave

Ideal 0.012129 8.00 0.000529 16.00 0.000032 24.00 0.000002 32.00
P1 0.012191 8.05 0.000498 16.14 0.000000 *** 0.000000 ***
P2 0.011870 8.06 0.000402 16.75 0.000000 *** 0.000000 ***
P3 0.012404 7.98 0.000313 17.46 0.000000 *** 0.000000 ***
P4 0.012072 7.93 0.000375 16.95 0.000000 *** 0.000000 ***
IR1 0.011592 8.09 0.000335 17.27 0.000000 *** 0.000000 ***
IR2 0.012979 7.93 0.000780 14.88 0.000000 *** 0.000000 ***
IR3 0.012898 7.90 0.000725 15.57 0.000083 21.27 0.000000
IR4 0.011333 8.18 0.000547 15.88 0.000000 *** 0.000000 ***
R1 0.014238 7.74 0.001306 14.21 0.001405 13.25 0.000000 ***
R2 0.014812 7.79 0.000186 18.95 0.000000 *** 0.000669 15.33
R3 0.011423 8.11 0.000741 15.02 0.000000 *** 0.000000 ***
I4 0.012050 7.95 0.000510 16.34 0.000000 *** 0.000000 ***
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TABLE IX
Circuits C499, C880, C1355, C1908: Degree 32 only. Aliasing was observed only for polynomials R1 and R2.

C499 C880 C1355 C1908

Polynomial UCL Ave P,,t UCL Ave P,t UCL Ave P,,t UCL Ave

Ideal 0.000002 32.00 0.000001 32.00 0.000001 32.00 0.000001 32.00

R1 0.002239 13.10 0.000746 14.24 0.004564 10.20 0.002420 11.80

R2 0.003540 12.38 0.001274 12.70 0.003473 10.41 0.002668 10.30

TABLE X
Circuit C3540

Degree 8 Degree 16 Degree 24 Degree 32

Polynomial UCL Ave Pa UCL Ave P,a UCL Ave P,t UCL Ave P.
Ideal N/A N/A 0.000013 24.00 0.000001 32.00

P1 N/A N/A 0.000000 *** 0.000000 ***
P2 N/A N/A 0.000000 *** 0.000000 ***
P3 N/A N/A 0.000000 *** 0.000000 ***
P4 N/A N/A 0.000000 *** 0.000000 ***
IR.1 N/A N/A 0.000000 *** 0.000000 ***
IR2 N/A N/A 0.000000 *** 0.000000 ***
IR3 N/A N/A 0.000000 *** 0.000000 ***
IR4 N/A N/A 0.000036 21.02 0.000000 ***
R1 N/A N/A 0.001317 11.67 0.000781 13.38

R2 N/A N/A 0.001507 11.02 0.001326 11.43
R3 N/A N/A 0.000000 * * * 0.000000 ***
R4 N/A N/A 0.000057 19.77 0.000000 ***

Ideal vs. Empirical Results

The four families of primitive polynomials P1-4 per-
formed well. Their empirical UCLs and values for
"Ave Pal" hover around the theoretical values. For
degrees 24 and 32, no aliasing events were observed
between crossover and step 5,000. The performance
of these four families of polynomials cannot be dis-
tinguished between on the basis of these experi-
ments.
The four families of reducible polynomials IR1-4

for the most part performed as well as the primitive
polynomials. For circuit C432, IR2 showed aliasing
(one fault on one vector) for k 24. For circuit
C3540, IR4 showed aliasing for k 24. For circuit
C432, IR2 had a rather poor "Ave Pal’ (14.88) for
k= 16.
The reducible polynomials R1-4 generally per-

formed well for k 8, except for the 54LS182, but
performed poorly for other degrees. Their perform-
ances at k 24 and k 32 were usually worse
than those of the other polynomials at k 16. The
worst performance was exhibited by R1 and R2,
which is particularly evident in the cases of the
ISCAS circuits.

For the primitive and irreducible polynomials, the
empirical UCLs are remarkably close to the ideal
UCLs. This was surprising because both UCLs are
conservative, and thus one of them would have been
expected to have been consistently much greater than
the other.
The fact that "Ave Pal’ tends toward k indicates

that CP indeed holds for circuits with stuck-at faults
(albeit weakly for the reducible polynomials). The
fact that the ideal UCL obtained by modeling aliasing
events as a Poisson process closely matches the em-
pirical UCL indicates that other prior results ob-
tained using the independent-error assumption (such
as predicted rates of convergence) may hold as well.

Behavior in the Long Run

The mathematical models of SA aliasing that appear
in the literature seem to imply that a large test length
results in Pat(n) reaching a constant value, or at least
a more consistent time-averaged value. However,
this is not necessarily the case.

Example 4 A running estimate of m based on the
last 500 values (i.e., samples P(n 499), Pa(n
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498), Pat(n 497), Pat(n)) was calculated for
each value of n >- nc + 499. In the case of the
54LS181 for k 8, for P1 the smallest running es-
timate of rn was 0.001084 (at n 4,230), and the
largest was 0.006578 (at n 2,062); thus, the best
value of the running estimate occurred later in the
sequence. However, for P2 the smallest running es-
timate of rn was 0.001494 (at n 1,593), and the
largest was 0.007952 (at n 3,173); thus the worst
value of the running estimate occurred later in the
sequence.

APPLICATIONS

The results of the experiments reported in this paper
have been incorporated in the military- and industry-
standard procedure for the consistent reporting of
fault coverage for digital microcircuits. MIL-STD-
883, Procedure 5012 [5], provides guidelines for the
development of the logic model, the assumed fault
model and fault universe, fault classing, fault sam-
pling, fault simulation, and reporting of results. A
unique feature of 5012 is that it addresses built-in-
self-test based on the use of MISRs for test response
compaction. A BIST structure based on LFSRs may
be fault-graded without the LFSR and the resulting
fault coverage can be reported, scaled by a penalty
value p based on the degree k of the LFSR. The
penalty values are listed in Table XI.
The penalty values are used as follows. Let the

measured fault coverage of the CUT, including any
stimulus generation logic but without the LFSR, be
denoted as F. Suppose that the LFSR implements a
primitive polynomial of degree k, and there is at least
one flip-flop stage between inputs to the MISR. Ob-
taining from Table XI the value ofp that corresponds
to k, the fault coverage of the CUT would be re-
ported as F’ (1 p)F. That is, a penalty of p x
100% is incurred in assessing the effectiveness of SA
if the actual effectiveness is not determined.
The penalty values listed in Table XI were deter-

mined empirically from a large number of experi-
ments involving many different CUTs and MISR
polynomials. These tabulated values are based on

TABLE XI
Penalty values specified in Procedure 5012 for MISRs

implementing a primitive polynomial of degree k

Degree (k) Penalty value
k<8 1.0

8<k< 15 0.05
16 < k < 23 0.01

23 < k 0.0

the worst-case observed probabilities of aliasing and
do not take into account the size of the CUT. For
any practical CUT, the penalty values listed in Table
XI are well within the ideal UCL given by (3) and
they grow more conservative as the size of the CUT
increases.

CONCLUSIONS

Our experiments have validated the prediction that
the average probability of aliasing for a MISR that
implements a primitive polynomial of degree k con-
verges to 2- for the types of errors produced by
stuck-at faults in digital logic circuits. An ideal 95%
UCL for the loss of fault coverage, based on the
assumption of statistically-independent errors, has
been shown to match the empirically-obtained re-
sults.
The four primitive polynomials considered in this

study performed well for all circuits. The four irre-
ducible polynomials performed well except in a few
cases. The four reducible polynomials performed
poorly under almost all conditions. The tentative in-
dication is that primitive polynomials provide the
most consistent performance with respect to aliasing
probability. This, together with the weight of the
theoretical argum’+nts in favor of primitive polyno-
mials, clearly dictates that only primitive polynomials
should be used in LFSR/MISR design.
The 95% UCL on the fraction of faults aliased is

a better metric for SA design than the average prob-
ability of aliasing. Using this confidence limit, a lower
bound on the fault coverage for a given circuit,
MISR, and test vector sequence can be determined
from the value of the fault coverage obtained without
consideration of the MISR. This provides an orders-
of-magnitude improvement in CPU time for fault
grading. This technique has already been incorpo-
rated in MIL-STD-883, Procedure 5012" "Fault Cov-
erage Measurement for Digital Microcircuits."

This study of SA takes a more realistic approach
compared to most earlier studies in that it considers
the effects of stuck-at faults internal to the circuits-
under-test, rather than assuming that statistically-
independent errors occur at the circuits’ primary out-
puts. This is an important difference because error-
based models do not take into account information
that is available about the specific behavior of faulty
devices.
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