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This paper presents the antijamming performance of adaptive multiuser DS-CDMA system using maximal ratio combining
technique in slow switching pulse noise jammer. Complex flat fading channel coefficients are assumed to be unknown at the receiver.
Pilot symbols are used to estimate the fading coefficients using least mean square (LMS) algorithm, and effect of imperfect channel
estimation on bit error rate (BER) is studied. Under the perfect synchronization conditions, probability of error in closed form is
derived.

1. Introduction

Fading is the phenomena which makes the wireless commu-
nication difficult as compared to other systems, for example,
optical communication and coaxial cable communication.
Diversity, channel estimation algorithms, and spread spec-
trum techniques can be used to mitigate its effect without
increasing the transmission power [1].

Increasing number of users is a challenge in communica-
tion systems. Code division multiple access (CDMA) is the
spread spectrum technique which allows multiple users to
share the complete bandwidth. In CDMA system, each user
is distinguished by their spread sequence. There are various
types of spreading sequence that are available, for example,
pseudorandom noise (PN) sequences and chaotic sequences.
Comparison between chaos based and PN sequence based
CDMA system is shown in [2, 3]. Due to noise-like feature of
chaotic sequences, chaos based CDMA systems gain interest
among researchers [4–9].

Jammer is the device which can block the desired
transmitted signal of any frequency range [10]. Among the
various security attacks, jammer is the simplest; therefore,
antijamming performances are widely studied in the liter-
ature. Antijamming performances of chaos based CDMA

system are shown in the presence of Gaussian noise in [11,
12]. Further, it is studied for flat fading channels with real
coefficients in [13]. Performance of such systems will severely
degrade in the presence complex fading coefficients.

In diversity technique copies of a signal are sent multi-
ple times. Among the various forms of diversities antenna
diversity is the widely used technique. Choosing the best
copy among the received signals is not an optimal solution;
therefore, all the copies of received signals are combined in
maximal ratio combining (MRC) technique. Since all the
received signals should be in same phase for MRC; therefore,
channel estimators play important role in MRC technique.
Performance of antenna diversity techniques for chaos based
CDMA system in various environments is studied in [14].
The role of channel estimator in MRC technique is shown in
[1]. Further, diversity techniques in jamming environment for
chaos based CDMA systemwith adaptive estimator are never
studied.

The objective of this paper is to investigate the anti-
jamming performance of chaos based CDMA system with
imperfect channel estimation in complex flat fading channel
for downlink systems. MRC technique is used to improve
the performance of the system and BER expression in closed
form is derived for BPSK system for slowly time varying
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channel. Moreover, it is shown analytically that, in complex
fading environment, only real part of the fading coefficient
affects the BER performance of the system. Also, it is proved
mathematically that the estimated amplitude coefficient has
no effect on the BER performance for single antenna system.
Further, the work presented in [12] is shown as the special
cases of this work.

This paper is organized as follows. Chaos based adaptive
CDMA system with MRC technique in jamming environ-
ment is shown in Section 2. Section 3 presents the analytical
performance of the system. Simulation results are shown in
Section 4. Concluding remarks are given in Section 5.

2. System Model

Baseband representation of the chaos based CDMA system is
shown in Figure 1. The baseband signal 𝑠𝑛𝑘 for 𝑛th user at 𝑘th
chip instant is given by

𝑠𝑛𝑘 = 𝛾𝑛𝑖 𝑥𝑛𝑘, (1)

where 𝛾𝑛𝑖 is 𝑛th user symbol at 𝑖th time instant, 𝑥𝑛𝑘 is 𝑘th
chip of 𝑛th user chaotic spreading sequence or chip within an
information bit (i.e., 𝑘 = 1, . . . , 2𝛽 ), and 2𝛽 is the spreading
factor. Chip energy and bit energy are denoted by 𝑃𝑐 and𝐸𝑏, respectively. For simplicity of expressions, 𝑛 = 0, 1 are

used to denote the desired user symbols and pilot symbols,
receptively.

In jamming environment, 𝑘th received chip 𝑟0𝑘 of 𝑖th
symbols for desired user is given by

𝑟0𝑘,𝑚 = 𝑁∑
𝑛=0

𝑠𝑛𝑘ℎ𝑖,𝑚 + 𝜉𝑘,𝑚 + 𝜁𝑘,𝑚, (2)

where subscript 𝑚 denotes the signals corresponding to path𝑚 = 1, 2, . . . , 𝑀 and 𝜉𝑘 is 𝑘th chip of complex additive
whiteGaussian noise with power spectral density equal to𝑁0.
Pulsed noise jamming signal is denoted by 𝜁𝑘 and modeled
using zeromeanGaussian noise with variance equal to𝑃𝑗 and
duty cycle 𝜌 [12]. The complex channel coefficient at 𝑖th time
instant is denoted by ℎ𝑖 = 𝑎𝑖𝑒𝑗𝜙𝑖 , where 𝑎𝑖 and 𝜙𝑖 amplitude
distortion and phase distortion are caused by the channel,
respectively.

3. Receiver Performance

Receiver structure and LMS estimation algorithm are exactly
the same as shown in [1] with one multipath that is 𝐿 =1 in each channel. Putting 𝐿 = 1 and including the jam-
ming signal there, the decision variable can be represented
as

𝑍𝑖 = 𝐴 + 𝐵 + 𝐶 + 𝐷, (3)

where

𝐴 = 𝑀∑
𝑚=1

𝑎𝑖,𝑚�̂�𝑖,𝑚 cos (𝜙𝑖,𝑚 − �̂�𝑖,𝑚) 𝛾0𝑖 2𝛽∑
𝑘=1

(𝑥0𝑘)2⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
Desired Signal

(4)

𝐵 = 𝑀∑
𝑚=1

𝑎𝑖,𝑚�̂�𝑖,𝑚cos (𝜙𝑖,𝑚 − �̂�𝑖,𝑚) 𝑁∑
𝑛=1

2𝛽∑
𝑘=1

𝛾𝑛𝑖 𝑥𝑛𝑘𝑥0𝑘⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
Interuser Interference

(5)

𝐶 = 𝑀∑
𝑚=1

�̂�𝑖,𝑚 cos (�̂�𝑖,𝑚) 2𝛽∑
𝑘=1

Re {𝜉𝑘,𝑚} 𝑥0𝑘 + 𝑀∑
𝑚=1

�̂�𝑖,𝑚 sin (�̂�𝑖,𝑚) 2𝛽∑
𝑘=1

Im {𝜉𝑘,𝑚} 𝑥0𝑘⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
Noise

(6)

𝐷 = 𝑀∑
𝑚=1

�̂�𝑖,𝑚 cos (�̂�𝑖,𝑚) 2𝛽∑
𝑘=1

Re {𝜁𝑘,𝑚} 𝑥0𝑘 + 𝑀∑
𝑚=1

�̂�𝑖,𝑚 sin (�̂�𝑖,𝑚) 2𝛽∑
𝑘=1

Im {𝜁𝑘,𝑚} 𝑥0𝑘⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
Jamming Signal

, (7)

where Re (⋅) and Im (⋅) are the real and imaginary parts of
signals. Sign of this decision variable is the estimated symbol;
that is, �̂�0𝑖 = sign (𝑍𝑖) . (8)

The probability of error 𝑃(𝑎𝑖) for 𝑖th bit of desired user is
given by [12]𝑃 (𝑎𝑖) = 𝑃Jammer On (𝑎𝑖) + 𝑃Jammer Off (𝑎𝑖) . (9)

𝑃Jammer On(𝑎𝑖) and 𝑃Jammer Off(𝑎𝑖) are the probability of
error when jammer is on and off, respectively, and given
by

𝑃Jammer On (𝑎𝑖) = 𝜌2
⋅ erfc( 𝐸 [𝑍𝑔𝑖 | 𝛾𝑔𝑖 = 1]√2var (𝐴) + 2var (𝐵) + 2var (𝐶) + 2var (𝐷))
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Figure 1: Block diagram of proposed system.

𝑃Jammer Off (𝑎𝑖) = 1 − 𝜌2
⋅ erfc( 𝐸 [𝑍𝑔𝑖 | 𝛾𝑔𝑖 = 1]√2var (𝐴) + 2var (𝐵) + 2var (𝐶)) .

(10)

Variances of (6) and (7) are same except variance of
AWGN; that is, 𝑁0 is replaced by 𝜌𝑃𝑗 in jamming signal case.
Putting 𝐿 = 1 and neglecting intersymbol interference term
in appendix B of [1], we have the following probability of
equation:

𝑃 (𝑎𝑖) = 𝜌2 erfc (𝑊 + 𝑋 + 𝑌 + 𝑍)−1/2
+ 1 − 𝜌2 erfc (𝑊 + 𝑋 + 𝑌)−1/2 , (11)

where

𝑊 = var {(𝑥0𝑘)2}𝛽𝑃2𝑐
𝑋 = 𝑁𝛽
𝑌 = [[

{∑𝑀𝑚=1 𝑎𝑖,𝑚�̂�𝑖,𝑚 cos (𝜙𝑖,𝑚 − �̂�𝑖,𝑚)}2∑𝑀𝑚=1 �̂�2𝑖,𝑚 𝐸𝑏𝑁0]]
−1

𝑍 = [[
{∑𝑀𝑚=1 𝑎𝑖,𝑚�̂�𝑖,𝑚 cos (𝜙𝑖,𝑚 − �̂�𝑖,𝑚)}2𝜌 ∑𝑀𝑚=1 �̂�2𝑖,𝑚 𝐸𝑏𝑃𝑗 ]]

−1 .

(12)

Hence, the probability of error depends on the num-
ber of users (𝑁), spreading factor (2𝛽), estimated channel
coefficients (�̂�𝑚, �̂�𝑚), the signal to noise ratio (𝐸𝑏/𝑁0), duty
cycle of pulse noise jammer (𝜌), signal to jamming power
ratio (𝐸𝑏/𝑃𝑗), and number of receiving antennas (𝑀). Clearly

probability of error increases as the number of users and
duty cycle of jamming power increase in the system. Further,
probability of error decreases as the spreading factor, signal
to noise ratio, signal to jamming power ratio, and/or number
of receiving antenna increase.

Also, the error probability depends on the difference
between estimated phase and actual phase of the complex
channel coefficients. As the estimated phase error (𝜙𝑖 −�̂�𝑖) decreases, value of cosine function increases. Therefore,
overall value of SNR (𝐸𝑏/𝑁0) and signal to jamming power
ratio (𝐸𝑏/𝑃𝑗) increase. Hence, the performance of the system
is greatly dependent on the performance of the channel
estimation algorithms. Further, it can be seen that only real
parts of the complex fading coefficients appear in the BER
equation, that is, 𝑎𝑖 cos (𝜙𝑖); that is, imaginary parts of the
fading coefficients 𝑎𝑖 sin (𝜙𝑖) do not affect the system.Also, for
one antenna system, that is, 𝑚 = 1, the estimated amplitude
value will disappear from the equation which shows that
the estimated amplitude coefficient has no effect on the BER
performance for single antenna system.

For perfect channel estimator, that is, �̂�𝑖,𝑚 cos (�̂�𝑖,𝑚) =𝑎𝑖,𝑚 cos (𝜙𝑖,𝑚), (12) reduces to
𝑃perfect (𝑎𝑖) = 𝜌2 erfc(var {(𝑥0𝑘)2}𝛽𝑃2𝑐 + 𝑁𝛽

+ [ 𝑀∑
𝑚=1

𝑎2𝑖,𝑚 𝐸𝑏𝑁0]
−1 + [ 𝑀∑

𝑚=1

𝑎2𝑖,𝑚 𝐸𝑏𝜌𝑃𝑗]
−1)
−1/2

+ 1 − 𝜌2 erfc(var {(𝑥0𝑘)2}𝛽𝑃2𝑐 + 𝑁𝛽
+ [ 𝑀∑
𝑚=1

𝑎2𝑖,𝑚 𝐸𝑏𝑁0]
−1)
−1/2

.

(13)



4 Wireless Communications and Mobile Computing
Bi

t e
rr

or
 ra

te

Pj/Pc (dB)
−20 −10 0 10 20 30 40 50

10−5

10−4

10−3

10−2

10−1

100

LMS antenna1, DC = 0.1
LMS MRC, DC = 0.1
True channel antenna1, DC = 0.1
True channel MRC, DC = 0.1
LMS antenna1, DC = 0.8
LMS MRC, DC = 0.8
True channel antenna1, DC = 0.8
True channel MRC, DC = 0.8

Figure 2: 𝑃𝑗/𝑃𝑐 versus BER: performance degradation with increase
in duty cycle (DC) of jamming signal, SF = 50, SNR = 20 dB, and
User = 2.

Further, if we assume single user system with no pilot
symbols and ℎ = 1𝑒0, that is, no fading environment, then we
can remove the estimator part from Figure 1; that is, ℎ̂ = 1𝑒0.
In this case, the above equation reduces to expression derived
in [12].

In general, the BER of system 𝑃𝑒 can be expressed as

𝑃𝑒 = ∫∞
0

𝑃 (𝑎𝑖) 𝑝 (𝑎) 𝑑𝑎, (14)

where the subscript 𝑝(𝑎) is the joint probability density
function of true and estimated channel coefficients. Since
estimated channel coefficients do not have any well-defined
probability density function, therefore, it is difficult to inte-
grate the above equation [2, 15].

4. Simulation Results

Various simulation results are shown to demonstrate the
performance of the proposed system. In simulation results,
“LMS” and “True” represent the bit error rate performances
of the system using LMS estimator and perfect channel
estimation case. “Antenna1” and “MRC” represent the per-
formance of single antenna andMRC technique, respectively.
Similarly, “DC” and “SF” represent duty cycle of jamming
signal and spreading factor, receptively.𝑃𝑗/𝑃𝑐 versus BER performances of the system are shown
in Figures 2 and 3. Firstly, Figure 2 shows the significant per-
formance improvement in the system usingMRC techniques.
Secondly, it shows the performance degradation in the system
with increase in the duty cycle of the jamming signal. In
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Figure 3: 𝑃𝑗/𝑃𝑐 versus BER: performance improvement with
increase in spreading factor, DC = 0.1, SNR = 20 dB, and User = 2.
the other words, if duty cycle of jammer is high, then it will
affect larger number of chips in the signal. Since, performance
of decorrelator in CDMA system depends on the spreading
sequence, therefore disruption in the chip sequences severely
degrades the BER performance of the system as shown in
the figure. Further effect of duty cycle is negligible for low𝑃𝑗/𝑃𝑐 values, that is, from0 dB to−20 dB SNR; that is, jammer
power is not sufficient to disrupt the signal.

Equation (12) shows that the spreading factor 𝛽 reduces
the terms 𝑊 and 𝑋, which are generated by other users’
signals. It is verified by the results in Figure 3, which shows
the performance improvement in the system with increase
in spreading factor. Also, the performance degradation due
to duty cycle of jamming signal can be compensated by
increasing the spreading factor.𝐸𝑏/𝑁0 versus BER performances of the system are shown
in Figures 4 and 5. From these two figures it is clear that BER
performance decreased with increase in number of users and
duty cycle of the jamming signals. With increase in number
of users in the system, the interuser interference increases
which results in degradation in the BER as shown in Figure 4.
Further, Figure 5 is another way for representing the effect
of duty cycle in the proposed system, and explanation is the
same as that given for Figure 2. In all the simulations results,
the performance differences can be between LMS estimator
and true estimator can be minimized using good estimation
algorithms.

5. Conclusion

In this paper the antijamming performances of chaos based
CDMA system with MRC technique are evaluated in flat



Wireless Communications and Mobile Computing 5
Bi

t e
rr

or
 ra

te

LMS antenna1, users = 2

LMS MRC, users = 2
True channel antenna1, users = 2
True channel MRC, users = 2
LMS antenna1, users = 5

LMS MRC, users = 5
True channel antenna1, users = 5

True channel MRC, users = 5

10−4

10−3

10−2

10−1

100

0 5 1510−5−10

Eb/N0 (dB)

Figure 4: 𝐸𝑏/𝑁0 versus BER: performance degradation with
increase in number of users in the system, DC = 0.1, SF = 50, and𝑃𝑗/𝑃𝑐 = 10 dB.

Bi
t e

rr
or

 ra
te

LMS antenna1, DC = 0.1
LMS MRC, DC = 0.1
True channel antenna1, DC = 0.1
True channel MRC, DC = 0.1
LMS antenna1, DC = 0.9
LMS MRC, DC = 0.9
True channel antenna1, DC = 0.9
True channel MRC, DC = 0.9

10−5

10−4

10−3

10−2

10−1

100

0 5 1510−5−10

Eb/N0 (dB)

Figure 5: 𝐸𝑏/𝑁0 versus BER: performance degradation with
increase in duty cycle of jamming signal, SF = 50, 𝑃𝑗/𝑃𝑐 = 20 dB,
and User = 1.
fading channel. Performance improvement in the system
using MRC technique is shown analytically. Effects of jam-
ming powers, spreading factors, and number of users are
shown. Further, performance of LMS channel estimator is
compared with perfect channel estimators in the simulation
results.
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