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 e impact of Internet of  ings has been revolutionized in all �elds of life, but its impact on the healthcare system has been
signi�cant due to its cutting edge transition.  e role of Internet of  ings becomes more dominant when it is supported by the
features of mobile computing.  e mobile computing extends the functionality of IoT in healthcare environment by bringing a
massive support in the form of mobile health (m-health). In this research, a systematic literature review protocol is proposed to
study how mobile computing assists IoT applications in healthcare, contributes to the current and future research work of IoT in
the healthcare system, brings privacy and security in health IoTdevices, and a�ects the IoT in the healthcare system. Furthermore,
the intentions of the paper are to study the impacts of mobile computing on IoT in healthcare environment or smart hospitals in
light of our systematic literature review protocol.  e proposed study reports the papers that were included based on �ltering
process by title, abstract, and contents, and a total of 116 primary studies were included to support the proposed research.  ese
papers were then analysed for research questions de�ned for the proposed study.

1. Introduction

 e sudden rise in the population has brought many
challenges in health services and ultimately it has led to the
scarcity of medical resources. It is in dire need to address
these challenges and provide a prompt solution based on
the limited resources.  e IoT, mobile, and network
connectivity provide the best solution due to their less cost
and easy-to-use features [1].  e main focus of Internet of
 ings- (IoT-) based healthcare services is to provide a rich
user experience at low cost and improve the quality of life
[2].  e major function of IoT is to provide connectivity to
the available medical resources and reliable, e�ective, and
smart healthcare services to the aged patients who su�er
from chronic diseases.  e IoT brings smart healthcare
system in the medical �eld which is usually composed of
sensors with smart functionality, a remote server, and the
network.  is system is focused to provide monitoring
with multi-dimensional features and basic treatment
suggestion [3].

Similarly, the mobile computing provides services to IoT
by using mobile phone services, apps, or through m-health
care system.  e m-health contributes to the IoT by fur-
nishing various services like compactness, IP connectivity,
low-power consumption, and security [4]. In recent time,
numerous applications have been developed that are
intended to deliver mobile-based services to the users in the
�eld of healthcare.  e smartphone applications enable the
patients to know about their diseases after the analysis in the
�elds of gynaecology and paediatrics [5].  e application of
IoT in healthcare is categorized as single condition appli-
cations and clustered condition applications. A few appli-
cations discussed in this paper are glucose level sensing,
blood pressure monitoring system, body temperature
monitoring, oxygen saturation monitoring system, ECG
(electrocardiogram) monitoring system, wheelchair man-
agement system, and rehabilitation system. Some papers are
available on IoT in healthcare but these are concerned with
only IoT in healthcare. However, the proposed research is
concerned with IoT in healthcare using the concept of
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mobile computing, and the proposed research is a com-
prehensive analysis of the existing research.

)e contribution of the proposed study is to offer a
systematic literature review protocol to study how mobile
computing assists IoTapplications in healthcare, contributes
to the current and future research work of IoT in the
healthcare system, brings privacy and security in health IoT
devices, and affects the IoT in the healthcare system. )e
proposed study reports the papers that were included based
on filtering process and contents, and a total of 116 primary
studies were included to support the proposed research.
)ese papers were then analysed for research questions
defined for the proposed study.

)is research paper is organized in such a manner that
research methodology is described next to the first part of
the paper which is introduction. In research methodology
section, research questions and their description, research
strategy, and inclusion and exclusion criteria for research
papers are defined in detail. A list of the selected research
papers is also shared in this section. Qualitative and
quantitative analysis along with the appropriate figure is also
a part of this section. An overview of the selected studies and
detail of the research questions are organized in the third
section of this paper. Certain types of limitations defined
based on the research study are the fourth part of this paper.
At the end of this paper, some suggestions for the betterment
of the IoT are proposed.

2. Research Methodology

In this paper, a systematic literature review (SLR) protocol is
followed for reviewing papers from themost reliable sources.
)e SLR is mainly focused to find, interpret, and evaluate
those research results that were addressing the formulated
research questions. For the purpose of obtaining the research
results from primary studies, both automatic and manual
searches were done. Mainly the impacts/support, research
work, applications, and security features provided by IoT in
the healthcare system based on the support of mobile
computing technology were considered.)e primary studies
went through quality assessment for the purpose of analysis
of the study to capture the best fit results. Both forward and
backward snowball procedures were applied in a bid to get
the most pertaining results to our topic. )e research fol-
lowed the SLR in order to address the questions because a
predefined protocol is necessary to reduce the possibility of
researcher bias [6]. )e prime focus of conducting an SLR is
a comprehensive review of the included studies in a specific
area to identify the gaps in existing research with the in-
tention to further investigate and to furnish the depth un-
derstanding of the new phenomenon [7]. During the SLR
process, various software tools like excel and SPSS were used
for the purpose of analysis. )e SLR protocol used in this
study was based upon [8]. )e steps that were followed
during our SLR execution are organized according to Fig-
ure 1, in which the first step is define the review protocol, the
second is to define the search strategy, and the third is the
documentation of the search strategies. Inclusion and ex-
clusion criteria of the research papers are described in the

fourth section of this paper, and quality criteria assessment is
defined in the fifth section, while the quantitative meta-
analysis is the last section of this paper.

)e following sections briefly show the details of the
protocol.

2.1. Defining Review Protocol. )e SLR was intended to
understand and review the experimental proof regarding the
proposed research. )e focus of the current research work
was to formulate the research questions that provided the
starting point for further investigation. )e trends of IoT in
the medical field have drastically changed the working of
medical procedures. )e application of IoT in healthcare has
been an interesting area of study, so the SLR is mainly
focused to formulate such questions which could answer
that how IoT has affected the healthcare system with the
support of mobile computing. )e following research
questions given in Table 1 indicate that how IoT with the
support of using mobile computing contributes towards the
healthcare system in smart hospitals or the healthcare
system.

2.2. Defining Search Strategy. We performed both automatic
and manual searches for the purpose of fetching the most
relevant results. Our search strategy started from an auto-
matic search that was performed in the electronic databases
and confirmed by experts in the field of IoT, medical, and
mobile computing. )ese databases are listed in Table 2. )e
reason for selection of these libraries was that they include
high-quality networking journals and proceedings of con-
ferences. Our search started from the period of 2011 and it
was finished in 2019.

Search term or keywords were defined based on the
following steps [9]:

(a) )e major terms were derived from research
questions

(b) Alternating spellings or synonyms were identified
for the major terms

(c) Keyword was identified from books and relevant
research papers

(d) Boolean operator OR was used for synonyms or
alternating spellings

(e) Major terms were linked by Boolean AND operator

)e search string was formed after the analysis of the
following keywords in order to retrieve the relevant in-
formation from the mentioned databases. Keywords are
“Internet of )ings,” “Healthcare,” “Smart hospitals,” and
“Mobile computing.”)e search string was formed based on
combining the keywords in the following ways:

(Internet of )ings OR IoT) AND (Smart hospitals)
AND (Healthcare) AND (Mobile Computing)
OR
“Internet of )ings OR IoT” and “Smart hospitals” and
“healthcare” and Mobile computing”
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)e aforementioned search string was checked on each
database and its pattern wasmodified based on retrieving the
best relevant results. A trial search was made to check the
validity of the effectiveness of the search strategy.

2.3. Document Search Strategy. In this step of SLR design, a
proper documentation of all the search strategies was
recorded. )e output of this step was a document which was
containing all of the information about search strategy. )e
contents of the search strategy document were like date of
search, name of online library used, search strategies, types
of sources, number of results retrieved, filtered, name of
keywords, and their combinations. All the records about
search results were documented in the form of a report.

2.4. Criteria for Inclusion and Exclusion. )e criteria for
inclusion and exclusion to answer the questions for research
papers are briefly listed in Table 3.

)e selection of papers was completed in three steps.
)ese steps are as follows: in the first step, the duplication
and redundant papers were removed; the next step was to
read the keyword, abstracts, and titles of research papers,
and the last step was full reading of research papers. At last,
both steps, the inclusion and exclusion criteria were applied.
To remove the biasness, the conflict analysis was performed
at the end of step-3. )e procedure of SLR, quality assess-
ment, and selection of studies has been depicted in Figure 2.
In the first step of SLR, duplicates or repeated papers were
removed. In step-2, selection of paper was based on reading
titles and abstracts. In step-3, full reading of paper was
performed. )e procedure of quality assessment came in
step-4. In step-5, snowball procedure was performed. )is
complete process is depicted in Figure 2.

2.5. Snowballing. )e snowball procedure used in the
proposed study was based on Wohlin Guideline [9]. Both
forward and backward snowballing were performed in order
to capture themost relevant research papers by analyzing the
reference of each paper. In snowballing, there are four steps
involved. )ese steps are as follows: in step-1, initially 200
papers were identified, and then in step-2, after reading the
titles, this figure becomes 110. After step-3, it reduced to 43,
and in the final step it, becomes 12 papers; these papers went
for the quality assessment and were added to 104. Finally, a
list of 116 papers was identified for studies.

Table 1: Research questions, their description, and motivation.

Research question Description and motivation

RQ-1. How mobile computing affects the Internet of
)ings in healthcare?

)emain focus of this question is to find out that how
mobile computing provides a basic platform and

services for the IoT in the healthcare system or smart
hospitals

RQ-2. How the mobile computing secures the IoT
devices in the healthcare system?

)e question is aimed to investigate into those
security and privacy measures and features that are
provided by mobile computing to IoT devices in the

healthcare system

RQ-3. What are applications of IoT in the healthcare
system by using mobile computing?

)e main idea is to investigate into depth detail about
IoT applications in the healthcare system by the
support of mobile computing, and how mobile
computing provides a user-friendly interface

experience to IoT devices in healthcare environment

RQ-4. What are available research works in IoT for
healthcare using mobile computing?

)is question is formulated to study the existing work
by IoT accompanied by mobile computing in the

medical health system

Table 2: Libraries searched.

ACM
ScienceDirect
Springer
IEEE
Taylor and Francis
Hindawi

Define review
protocol

Document
search

strategies

Define search
strategies 

Inclusion and
exclusion

criteria

Quality criteria
assessment

Quantitative
meta-analysis

Figure 1: SLR protocol design.
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In our research, the following research papers were
considered for the study after doing the search process. )e
list of research papers which was selected in the proposed
research is listed in Table 4.

2.6. Quality Criteria Assessment. In quality assessment cri-
teria, we analysed all the collected studies based upon the
coherence and relevancy of addressing the research ques-
tions defined. For the said purpose, we analysed the contents
of each paper, and based on thorough studies, we scored
them by “1” and “0.5.” )ese values were interpreted as
“1”� highly relevant and “0.5”�medium level of detail. We
scored each research paper based on these values against the
research questions RQ-1, RQ-2, RQ-3, and RQ-4 and their
total score, as depicted in Figure 3.

2.7. Quantitative Metadata Analysis. )is is the last step of
SLR protocol design, and it was conducted to perform some
statistical analyses on quantitative data. It should be noted
that the literature on quantitative meta-analysis also typi-
cally recommends establishing research quality criteria for
inclusion decisions [121]. )e details of results included and
excluded from each library have been depicted in Figure 4.

In this step, we quantitatively analysed and summarised
the findings from the multiple sources like journals, con-
ferences and book sections. )en, we perform some sta-
tistical quantitative analyses on the data in order to know

more about research questions and trends. )e trends in IoT
healthcare based on using the support of mobile computing
have been displayed. )e research work has been presented
based on the number of papers per year, refers to Figure 5.

Similarly, the sources of research have been identified
and presented in Figure 4. )e distribution of sources was
divided in such a way that the number of papers from
journals as 61 (62%), number of papers from conference
proceedings as 34 (33%), number of extractions from book
chapters as 5 (5%), and from workshops as 2 (2%), as
depicted in Figure 6.

)e quantitative meta-analysis does not end here but
also documented the details about the number of exclusion
and inclusion of papers.

3. Overview of Selected Studies and Results

)e following are the research questions that were answered
in detail by keeping the objectives of questions in mind. Our
research questions are RQ-1, RQ-2, RQ-3, and RQ-4. In RQ-
1, the effects of mobile computing in IoT-based healthcare
were explained in light of m-health. In RQ-2, the privacy and
security features provided by mobile computing in the IoT
healthcare system were elaborated. In RQ-3, the various
applications based on mobile computing in the IoT-based
healthcare system were explained. In RQ-4, the trends in the
field healthcare system by IoT with the support of mobile
computing were explained in depth. )e following are the
detail answer of each research question.

Table 3: Inclusion and exclusion criteria.

Inclusion criteria Exclusion criteria
All papers that published in English were selected Papers other than English language
Focus was to select primary studies like original
research papers Papers that did not define the topic properly were excluded

Only relevant papers were selected that contained
empirical proofs Gray papers were excluded

Latest research papers, i.e., 2011 to 2019, were selected
for studies Duplicated papers were removed

IEEE = 97
Springer = 107

ScienceDirect = 654
ACM = 110

Hindawi = 38
Taylor and

Francis = 37
Wiley = 583
Total = 1626

Step-1
Removal of

duplicate papers

927 papers

1626
papers

Step-2
Selection based on
title and abstract

313 papers
Step-3

Selection based on
full reading

117
papers

Step-4
Quality assessment

104 papers

Step-5
Snowballing

104 + 12 = 116

200
identified papers

110
after reading titles

43
reading abstracts

and keywords

12
a�er complete

reading and quality
analysis

Figure 2: Flowchart of paper selection.
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Table 4: List of selected papers.

S. No Ref# Title
1 [10] A healthcare monitoring system using random forest and internet of )ings (IoT)
2 [11] Smart Healthcare: An Approach for Ubiquitous Healthcare Management Using IoT
3 [12] Smart ambulance system using concept of big data and internet of things
4 [13] Internet of things, smart sensors, and pervasive systems: Enabling connected and pervasive healthcare
5 [14] A hybrid framework for multimedia data processing in IoT-healthcare using blockchain technology

6 [15] An approach to develop the smart health using Internet of )ings and authentication based on biometric
technology

7 [16] Context-aware anonymous authentication protocols in the internet of things dedicated to e-health
applications

8 [17] Edge computing for Internet of )ings: A survey, e-healthcare case study and future direction
9 [18] Edge-of-things computing framework for cost-effective provisioning of healthcare data
10 [19] Enabling technologies for fog computing in healthcare IoT systems
11 [20] Harnessing the power of Internet of )ings based connectivity to improve healthcare

12 [21] Internet of )ings (IoT), mobile cloud, cloudlet, mobile IoT, IoT cloud, fog, mobile edge, and edge emerging
computing paradigms: Disambiguation and research directions

13 [22] Internet of )ings: A survey of enabling technologies in healthcare and its applications
14 [5] Mobile cloud computing based stroke healthcare system
15 [23] Mobile edge computing based QoS optimization in medical healthcare applications

16 [24] Paradigm of IoT big data analytics in the healthcare industry: A review of scientific literature and mapping of
research trends

17 [25] Policy-based access control for constrained healthcare resources
18 [26] Smart integrated IoT healthcare system for cancer care
19 [27] Enabling mass surveillance: data aggregation in the age of big data and the Internet of )ings

20 [28] Applying a mindfulness-based reliability strategy to the Internet of )ings in healthcare–A business model in
the Vietnamese market

21 [29] A Smart Healthcare Monitoring System Using Smartphone Interface
22 [30] A study on medical Internet of )ings and Big Data in personalized healthcare system
23 [31] An IoT architecture for preventive maintenance of medical devices in healthcare organizations
24 [32] An IOT Based Smart Mobile Health Monitoring System
25 [33] Context-aware pseudonymization and authorization model for IoT-based smart hospitals
26 [34] EEG-based transceiver design with data decomposition for healthcare IoT applications
27 [35] Effectiveness of IoT in the Medical Field with Enhanced Features
28 [36] Exploring temporal analytics in fog-cloud architecture for smart office healthcare
29 [37] Fog assisted-IoT enabled patient health monitoring in smart homes

30 [38] Contextual activity based Healthcare Internet of )ings, Services, and People (HIoTSP): An architectural
framework for healthcare monitoring using wearable sensors

31 [39] Fog computing for Healthcare 4.0 environment: Opportunities and challenges

32 [40] Designing an Internet-of-)ings (IoT) and sensor-based in-home monitoring system for assisting diabetes
patients: iterative learning from two case studies

33 [41] Framework for E-Health Systems in IoT-based environments
34 [42] InLife: a platform enabling the exploitation of IoT and gamification in healthcare
35 [43] Intelligent and Energy Efficient Mobile Smartphone Gateway for Healthcare Smart Devices Based on 5G
36 [44] Intelligent healthcare systems assisted by data analytics and mobile computing
37 [45] IOT and AI in healthcare: A systematic literature review
38 [46] IoT based mobile healthcare system for human activity recognition
39 [47] IoT-based remote pain monitoring system: From device to cloud platform
40 [48] )e application of internet of things in healthcare: a systematic literature review and classification
41 [49] Towards energy-aware fog-enabled cloud of things for healthcare

42 [50] Trust based Security Solution for Internet of )ings Healthcare Solution: An End-to-End Trustworthy
Architecture

43 [51] Ubiquitous Healthcare System Based on the Sensors Network and Android Internet of )ings Gateway
44 [52] Healthcare IoT: Benefits, vulnerabilities and solutions
45 [53] Security and privacy analysis of mobile health applications
46 [54] Security and Privacy Issues with IoT in Healthcare
47 [55] FoG assisted secure De-duplicated data dissemination in smart healthcare IoT
48 [56] Security and privacy in the medical internet of )ings: a review
49 [57] Device-to-device communication based IoT system: benefits and challenges
50 [58] From A to Z: Wearable technology explained
51 [59] Fog computing-based IoT for health monitoring system
52 [60] Intelligent community medical service based on Internet of )ings
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Table 4: Continued.

S. No Ref# Title

53 [61] Real-Time Cloud-Based Health Tracking and Monitoring System in Designed Boundary for Cardiology
Patients

54 [62] Internet of Health )ings: Toward intelligent vital signs monitoring in hospital wards

55 [63] A new computing environment for collective privacy protection from constrained healthcare devices to IoT
cloud services

56 [64] A Simulation Study of Response Times in Cloud Environment for IoT-Based Healthcare Workloads
57 [65] A systematic review on recent advances in m-health systems: deployment architecture for emergency response
58 [66] Agent Technology Based Modelization Systems for Healthcare
59 [67] Advanced internet of )ings for personalised healthcare systems: A survey
60 [68] An IoT based robust healthcare model for continuous health monitoring
61 [69] Cloud-centric IoT based student healthcare monitoring framework
62 [70] Design and implementation of smart healthcare system using IoT
63 [71] Enabling technologies for the Internet of Health )ings
64 [72] Enhancing healthcare using m-care box (monitoring non-compliance of medication)
65 [73] Enterprise architecture of mobile healthcare for large crowd events
66 [74] Health care monitoring system in Internet of )ings (IoT) by using RFID
67 [75] Integrated IoT medical platform for remote healthcare and assisted living
68 [76] Internet of )ing based healthcare monitoring system
69 [77] IoT based low-cost distant patient ECG monitoring system
70 [78] IoT based smart health care system using CNT electrodes (for continuous ECG monitoring)
71 [79] IoT Interface for Healthcare applications
72 [80] Ethics of the health-related Internet of )ings: a narrative review

73 [81] On Design of a Fine-Grained Access Control Architecture for Securing IoT-Enabled Smart Healthcare
Systems

74 [82] An intelligent and secure health monitoring scheme using IoT sensor based on cloud computing

75 [83] )e impact of the hybrid platform of Internet of )ings and cloud computing on healthcare systems:
Opportunities, challenges, and open problems

76 [84] Highly secure and efficient architectural model for IoT based health care systems
77 [85] Internet of )ings: architectures, protocols, and applications
78 [86] Semantic interoperability in heterogeneous IoT infrastructure for healthcare
79 [87] Internet of )ings meets mobile health systems in smart spaces: An overview
80 [1] A conceptual framework for IoT-based healthcare system using cloud computing

81 [88] A fog based middleware for automated compliance with OECD privacy principles in internet of healthcare
things

82 [89] A novel and secure IoT based cloud centric architecture to perform predictive analysis of users activities in
sustainable health centres

83 [90] A personal health index system with IoT devices
84 [91] A survey on IoT applications, security challenges and counter measures
85 [92] An IoT-cloud based wearable ECG monitoring system for smart healthcare
86 [93] Automated patient appointment reminder for cross-platform mobile application
87 [94] Effective ways to use Internet of )ings in the field of medical and smart health care
88 [95] Keynote Talk: Harnessing Health IOT for Smart Healthcare
89 [4] Mobile health (m-health) system in the context of IoT
90 [3] )e Internet of )ings in healthcare: An overview
91 [96] Patient monitoring system based on Internet of )ings

92 [97] A comprehensive and scalable middleware for ambient-assisted living based on cloud computing and Internet
of )ings

93 [98] IoT-based surveillance system for ubiquitous healthcare
94 [99] IoT healthcare analytics: )e importance of anomaly detection
95 [100] Improving the validity of lifelogging physical activity measures in an Internet of )ings environment
96 [101] Internet of nano-things healthcare applications: Requirements, opportunities, and challenges
97 [102] Internet of )ings (IoT) driven U-healthcare system architecture
98 [103] SmartHealth-NDNoT: Named Data Network of )ings for Healthcare Services
99 [104] Privacy and security in mobile health apps: a review and recommendations
100 [2] )e Internet of )ings for health care: a comprehensive survey
101 [105] An implementation of IoT for healthcare

102 [106] Internet of )ings (IOT) enabled smart autonomous hospital management system-A real world health care
use case with the technology drivers

103 [107] Internet of )ings: Remote patient monitoring using web services and cloud computing
104 [108] Opportunities and challenges of the Internet of )ings for healthcare: Systems engineering perspective
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3.1. RQ-1. How Mobile Computing Affects the IoT in
Healthcare? In order to address this question, total 31 re-
search papers were selected, and their composition of
sources has been given in Figure 7. From 31 papers, 16 (52%)

papers were from conferences, 13 (42%) were from journals,
and 2 (6%) were from book sections, as shown Figure 7.

)e quality assessment result of RQ-1 has been depicted
in Figure 7. In this figure, the “1 value” represents the
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Table 4: Continued.

S. No Ref# Title
105 [109] Wearable Internet of)ings: Concept, architectural components and promises for person-centered healthcare
106 [110] Ecosystem-driven design of in-home terminals based on open platform for the Internet-of-)ings
107 [111] Ubiquitous data accessing method in IoT-based information system for emergency medical services

108 [112] Drug identification and interaction checker based on IoT to minimize adverse drug reactions and improve
drug compliance

109 [113] Ecosystem analysis in the design of open platform-based in-home healthcare terminals towards the Internet-
of-)ings

110 [114] Security and privacy mechanism for health Internet of )ings
111 [115] Application of ZigBee and RFID Technologies in Healthcare in Conjunction with the Internet of )ings
112 [116] A survey on ambient-assisted living tools for older adults
113 [117] Bringing IoT and cloud computing towards pervasive healthcare
114 [118] Privacy and security issues in IoT healthcare applications for the disabled users a survey
115 [119] A proposal for using the Internet of )ings concept to increase children’s health awareness
116 [120] )e potential of Internet of m-health )ings “m-IoT” for non-invasive glucose level sensing
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maximum level of relevance pertaining to the providing
details about answering RQ-1.)e “0.5 score” represents the
moderate level of details in terms of details relevant to the
answer of RQ-1, and “0 score” shows no details exist in the
selected research papers. Among the selected papers for RQ-
1, 17 papers contain more detail, and 14 papers contain
medium level of details. So, total 31 papers have been studied
for the purpose of providing a comprehensive answer to RQ-
1.)e details provided by research papers in order to answer
RQ-1 have been displayed in Figure 8.

Mobile computing is a new technological trend and its
applications are in multiple disciplines and are involved in

many areas. Mobile computing is about providing quality
information services like processing, storage, information,
and query to the phone users as well as users of laptops,
pagers, and mobile phones that are geographically distantly
located. Mobile computing is a type of new technology that
enables computers and other information devices to send
data without any physical connection to a fixed device.
Internet of )ings is an intelligent sensing technology that
provides vital support for sending and receiving of mobile
medical support [44]. )e mobile computing affects the IoT
by providing various services, applications, and devices.
)ere are various mobile applications that have been de-
veloped by the research community for various areas of
application. Two noticeable examples are m-health and
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mobile learning (m-learning). Most m-health applications
are used by the healthcare professionals for various tasks like
diagnosis of disease, drug reference, and medical calcula-
tions [21].

)e concept of m-health in the context of Internet of
)ings, combined form m-IoT, is applied in the health
management system, and it produces the good results by
making full and timely use of available and limited resources
in order to provide best and more services to the patients.
IoT-based m-health services provide convenience to the
patients by saving time and money without physical visits to
the hospitals, unless their conditions become severe. )ese
smart medical devices are capable to monitor various health
parameters like level of sugar in blood, blood pressure, and
pulse rate. )ese m-health devices, for the purpose of doing
these tasks, are connected to the IoT server. )e list of those
devices and their functionalities are given in Table 5 [4].

Mobile health is a medical health infrastructure that is
formed bymobile devices and IoT, and it includes the uses of
a mobile phone’s core utility of general packet radio service
(GPRS), 4G systems, global positioning system (GPS), and
Bluetooth technology. M-health makes the decision based
on the available data, and these data are gathered by using
sensors in environment of IoT. )e M-health dataset con-
tains vital sign recordings and the movement of the body
when it gets involved in many physical activities. )ese
sensors can be placed at various positions of the body like the
left ankle, right wrist, and chest to track the movement of the
subject [46].

In order to provide an answer to RQ-1, the focus was to
select those papers out of 112 covering the mobile-health or
m-health in context of IoT. So, from our collated studies, we
identified 16 papers and their definition level of m-health in
light of IoT in healthcare scenario. For this purpose, among
16 papers, 10 (62%) papers provided answer to RQ-2, 4
(25%) answered to RQ-2 partially, and 2 (13%) did not define
any concepts pertaining to RQ-2, as shown in Figure 9.

)ese papers were analysed based on trends in m-health
in such a way that 2 papers from 2019, 6 papers from 2018, 2
papers from 2017, 1 paper 2016, and 2 from 2015 were
selected, as given in Figure 10.

)e use of mobile apps in IoT environment has been
remained significant. Mobile apps provide a user interface to
the data collected by various sensors or wearable devices.)e
most significant use of the mobile app is in PHS-person-
alized healthcare system, where various sensors such as
accelerometers, gyroscopes, altimeters, and other low-cost
portable devices are capable of being connected in an IoT

environment. )e concept of IoT-based PHS has become
more popular due to the elevated rise of commercial
wearable devices and mobile applications. )ese healthcare
systems use a set of interconnected devices to create an IoT
network for performing healthcare activities, such as di-
agnosis, monitoring, and surgeries at distance [67].

)e mobile computing contributes to IoT by using the
concept of smart healthcare. )e smart healthcare is con-
nected with low-power wireless technologies to build IoT,
which becomes SmartHealthIoT. )e patients can connect to
the SmartHealthIoT through their smartphones, and the
patients can be monitored, ubiquitously, either in their
comfortable home environment or even on the move, by
using the vital sign sensors connected to their smartphones.
SmartHealthIoT is beneficial whenever the people require
continuous monitoring and care, such as people with dis-
abilities, aged, frail people living alone, children of dissimilar
ages, and adults who are susceptible to near-fatal falls or
sudden increases in blood pressure, heart rates, stress level,
and so on. In case of emergency, a patient’s location can be
traced using his/her GPS coordinates. )e SmartHealthIoT
offers enhanced care and services at very low cost [103].

)e modern mobile apps and third party API furnish
limitless function in order to track the intensity of physical
activity such as pace of walking. In this regard, the Fitbit is
used which classifies the intensity of daily activities into
categories like Very Active, Moderately Active, Lightly
Active, and Sedentary; Moves records a series of walking
segments containing duration, distance, and speed [100].

3.2. RQ-2: How theMobile Computing Secures the IoTDevices
in the Healthcare System? In order to answer RQ-2, the
following research papers were found the top relevant based
on abstract, keyword, and full reading. )e detail of research
papers that addressed RQ-2 is given in Table 6.

Score 1� represents concrete detail and 0.5� represents
abstract details. In Table 7, the last column can be interpreted
as High�more relevant details, Medium� partial detail, and
Low� no detail or irrelevant. )e distribution of relevancy
level in the above table is like (relevancy level� high, 5),
(relevancy level�medium, 4), and (relevancy level� low, 4),
as depicted in Figure 10. Similarly, the paper relevancy to
address RQ-1 has been depicted based on Table 7 in
Figure 11.

In the healthcare system, there are many IoT devices
such as sensors, heterogeneous wearable devices, gyro-
scopes, altimeters, or other wearable devices which transmit
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Total relevant papers = 1 + 0.5

Figure 8: Quality assessment of RQ-1.
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a huge amount of data. So, we need a security mechanism to
protect our data from unauthorised users. Similarly, if the
patient’s privacy is lost or compromised such as, especially,
her identity of data, then it may have consequently lead to
significant damages like physical, financial, and emotional
harm to the patient. For this purpose, sophisticatedm-health

apps are able to sense changes in environmental and human
body measurements in order to assess users’ health and to
generate alerts relevant to their condition [53]. In order to
protect the privacy and security for patients in the healthcare
environment based on IoT, a systematic mechanism is re-
quired. Hence, the mobile application solutions are

Table 5: m-health device description.

m-health device name Description and function
TICKR It is a heart rate monitoring device, which measures the heart rate by strapping across the chest

FitBit surge Its function is to track the heart rate, pattern of sleeping pattern, and number of calories lost during
an exercise or in physical activity

Forerunner 920XT It monitors the heart, a record of calorie calculation, step counter, swimming stroke counter, and
tracking elevation

iBGSta It measures the sugar and glucose level in blood, and its compatibility is good with iPhone and iPod

2
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1

2
1

0

2

4

6

8

2019 2018 2017 2016 2015 2011

Trends in m-health

No of papers

Figure 10: Paper distribution.

Table 6: RQ-2 details.

Paper references Year Ref type Relevancy level
[117, 118] 2012 Journal 1, 0.5
[98] 2016 Journal 1
[53] 2018 Journal 1
[104] 2015 Journal 1
[56] 2018 Journal 1
[84] 2017 Conference 1
[52] 2018 Conference 1
[54] 2018 Journal 1
[50] 2018 Journal 0.5
[91] 2016 Conference 0.5
[4] 2016 Conference 0.5

Definition present
Definition partially present
Definition not present

6%

42% 52%

Figure 9: Level of detail.
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commonly considered due to their user-friendly features; so,
secure healthcare service is a new demand for mobile so-
lutions. A number of applications can be found in the
healthcare sector with IoT technologies. )e uprising of IoT
is contributing towards modern healthcare from both
economic and social perspectives in terms of prospects.
Large user base and maturated ecosystem of traditional
mobile internet service have significantly expedited towards
the contribution of development of the IoT-powered in-
home healthcare services, which is termed as Health-IoT. In
various issues pertaining to health, numerous mobile ap-
plications are in use at Android market. Patient can also use
the apps in order to measure, monitor, and record physical
signs, such as blood pressure, glucose level in blood, and
pulse rate. Smartphones are often used by the patient and
medical personnel because they provide the facility of
mobility and privacy protection [114]. )e role of Body-
Guardian Remote Monitoring System in IoT health-based
environment is vital as IoT can be secured by using the
BodyGuardian Remote Monitoring System. )e system
provides security in various fashions like first it separates
patient identification information and observation data.
)en, the system encrypts data on the device, during
transmission and in storage. )is technology is more helpful

and can be used by two groups of people, i.e., first one is that
needs an intensive level of medical need and second is the
group of aged people who are suffering from chronic disease.
)e IoT devices send a huge amount of data to the servers
and hence these devices are vulnerable to any sort of hacking
attack like brute force attack and by using hard coding logins
[54].

3.3. RQ-3: What Are the Applications of IoT in Healthcare
Using Mobile Computing? In order to explain RQ-3, a total
of 55 relevant papers were selected out of 55 research papers
in which 22 (40%) research assessment papers were from
conference, 28 (51%) research papers were from journal, 3
(5%) were from books, and 2 (4%) were from workshops, as
depicted in Figure 12.

Similarly, the distribution of research papers in year-wise
fashion for question RQ-3 has been displayed in Figure 13.

)e level of detail found for RQ-3, from selected papers,
has been presented in Figure 13. In 2011, abstract level of
details has been found pertaining to our study. In 2012, the
information extracted was not according to the metric.
Similarly, in 2013 and 2014, the details found in research
papers were partial to our study, and the level increased in
2015 and 2016. But, the level of details became more satu-
rated in 2017, 2018, and 2019, as depicted in Figure 14.

)ere are various areas in which the intelligent appli-
cations have been developed. Although all these applications
are not available, however, introductory research specifies
that the potential of IoT is civilizing the lifestyle in our
society. Some IoT applications are used in in-home auto-
mation systems, health monitoring systems, fitness tracking
systems, environment protection, and smart cities [85].
Applications of IoT in healthcare have proved an enhancing
well-being related to health and fitness. A lot of wearable
devices are being developed to investigate a person’s physical
status. As the IoT is a prototype in which different objects
intercommunicate through sensors, CPUs, and actuators to
deliver a meaningful service [85]. Smart health system has
been depicted in Figure 15.

Healthcare applications make it possible for patients and
elder people to live independently. At this time, IoT sensors
are being used to unceasingly check and record their health
status and send warnings in case any irregular conditions
were found. If some minor problems were detected, the IoT
application itself may advise an adequate treatment to the
patient. )e following sections include various applications

8, 57% 
6, 43%

0,
0%

Relevancy level

High
Medium

Figure 11: Composition of papers based on relevancy.

Table 7: Healthcare applications using smartphone.

Apps Description

Health Assistant Health Assistant keeps record of health parameters like weight, blood pressure, body temperature,
and other physical activities

Healthy Children Helps in finding a paediatrician in nearby location and requests for quick response
Google Fit Using sensors, it automatically tracks walking, running, and cycling activities
Noom Walk It is a health and fitness app like pedometer which counts user’s steps

Heart Rate Monitor )is app allows a user to measure and monitor the heart rate at actual time and keep a record for
later analysis

Eye Care Plus )is app helps in naturally improving vision by testing eye health information
Blood Pressure Watch )is is a wearable device which collects, monitors, and keeps record of blood pressure data
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of IoT in healthcare services. IoT-based healthcare appli-
cations are divided into two broad categories: single con-
dition applications and clustered condition applications, as
shown in Figure 16 [2].

(i) Single condition applications: such applications are
developed for a specific disease.

(ii) Clustered condition applications: the clustered con-
dition applications can treat certain diseases together.

3.3.1. Single Condition Applications. Single condition ap-
plications are further categorised as follows:

(1) Glucose Level Sensing. Diabetes is a disease of metabolic
in which the glucose level remains above the normal level for

a long period of time. Blood glucose monitoring system
exposes an individual form of blood glucose and helps to
suggest best planning of meals, required exercises, and
medication times. An m-IoT configuration method for
noninvasive glucose level measuring on actual basis is
proposed.

According to this method, different sensors from pa-
tients are connected through IPv6 connectivity to the rel-
evant healthcare providers. According to the utility model of
[2], it discloses a transmission device based on IoTnetworks
which transmits the collected corporal data on glucose level
in blood. )is device comprises a blood glucose collector,
computer or smartphone, and processor. In addition, a
general IoT-based medical acquiring detector for glucose
level monitoring is proposed [2].

(2) Blood Pressure Monitoring System. Blood pressure
specifies the force that the heart circulates blood around the

Source distribution
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Books
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3, 5%
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Figure 12: Selected research paper distribution and quality.

0 10 20 30 40
2011
2012
2013
2014
2015
2016
2017
2018
2019

No. of papers

Year-wise breakup

Figure 13: Year-wise breakup of research papers.

0

5

10

15

20

2011 2012 2013 2014 2015 2016 2017 2018 2019

Le
ve

l o
f d

et
ai

l

No details
Partial detail
High detail

Figure 14: Year-wise breakup.

Datacenter
performs data

analysis

Send data to and
from cloud

Monitor user’s health

User gets health
information from

datacenter

Analyze the
measurement

Smart health system

Figure 15: Applications of IoT in healthcare.

Appliction of IoT in
healthcare

Single condition
application

Cluster condition
application

Glucose level sensing

Blood pressure
monitoring

Body temperature
monitor

Oxygen saturation
monitoring

Ecg monitoring system

Wheelchair management
system

Rehabilitation system

Healthcare solutions
using smartphone

Figure 16: Classification of application in IoT-based healthcare.

12 Wireless Communications and Mobile Computing



body. A supportive IoT-based approach is proposed for
monitoring and controlling the health constraints such as
blood pressure (BP), haemoglobin (HB), sugar level in
blood, and irregular cellular development. An IoT-based
healthcare service is proposed tomonitor the blood pressure,
diabetes, and overweightness [91].

(3) Body Temperature Monitoring. Monitoring and mea-
suring body temperature is an important part of healthcare
applications. According to m-IoT perception, the homeo-
stasis maintenance varies according to the temperature of a
body. )e body monitoring sensors are fixed with the
TelosBmote, and it gives precise and effective results in
processing. )e body temperature monitoring system is
based on the home gateway over the IoTmechanism. It also
assists in infrared detection and RFID module for the
monitoring and measuring of body temperature [22].

(4) Oxygen Saturation Monitoring System. A measuring
instrument “Pulse oximeter” is used for continuous moni-
toring of oxygen saturation in blood. )e use of the IoTwith
pulse oximetry is beneficial for technology-based medical
healthcare applications. A study of the CoAP-based
healthcare system discusses the benefits of IoT-based pulse
oximetry. A pulse oximeter Wrist OX2 device functionality
is demonstrated by Nonin. )is device has the ability of
connectivity to Bluetooth and directly connects the sensor to
theMonere platform. An IoT-based low-power and low-cost
pulse oximeter device is proposed for monitoring remote
patients. )is device can continuously monitor patient’s
health through IoT network [2].

(5) ECG (Electrocardiogram) Monitoring System. ECG
monitoring device has the capability to show the ECG waves
to the user/patient. )is device generates a specific medical
report of a patient by collecting ECG bio-signals and uploads
the data to the cloud network. It also provides an appropriate
response to the user based on the collected data. IOIO-OTG
microcontroller converts ECG signals to digital numbers by
using the analog to digital converter, and then the generated
binary file is uploaded to the cloud network for analysis and
detection of abnormal health conditions. )e main advan-
tage of this equipment is to reduce waiting time in hospitals
and emergency wards and to minimize visits to the health
centres [48].

3.3.2. Clustered Condition Applications

(1) Wheelchair Management System. Keeping in view the
health of the elder and disabled people, fully automated
smart wheelchairs are also proposed by the researchers. In
this field, IoT have the key role to expedite this work. )e
smart wheelchairs are equipped with various sensors which
monitor the movement of the chair and also detect the status
of the patient/user [91].

(2) Rehabilitation System. IoT can develop the rehabilitation
system in terms of population growth-related problems and

lack of health expertise. It can improve the abilities of the
physical disable people. Body Sensor Network is proposed to
enhance the rehabilitation system [91]. An ontology-based
automating design determines that the IoT can be a more
effective environment for providing actual information in-
teractions. A number of IoT-based rehabilitation systems are
as language training system for childhood, smart city
medical rehabilitation system, and integrated application
system for prisons [2].

(3) Healthcare Solutions Using Smartphones. At the present
time, the smartphone has proved to control the electronic
devices with sensors. In the field of healthcare, different apps
for smartphones are provided to assist patients, furnish
medical education, and provide initial training. Several
software and hardware products are developed which ex-
presses smartphone as a useful gadget in healthcare services.
A list of the common smartphone apps for general
healthcare is given in Table 7 [2].

3.4. RQ-4: What Are the Available Research Works in IoT for
HealthcareUsingMobileComputing? For years, a number of
researchers and scholars are working to access data every-
where, process them on time, and wirelessly distribute in
healthcare using IoT technology [111]. According to ABI
Research, about 90 million wearable devices were used for
healthcare, sport applications, and fitness in 2014. )is
number seems to be increased in the coming years [109].
Researchers performed a lot of work in the field of healthcare
using Internet of )ings, like in China, which is the most
populated country, a system between the urban and rural
healthcare, and insufficient information sharing is an ob-
stacle in the healthcare service. To resolve such issues of
distribution of data among hospitals, an integrated clinic
information system has been designed to exchange the data
among the health centres [111].

3.4.1. Services of IoT in Healthcare

(1) Ambient Assisted Living (AAL). In healthcare using In-
ternet of things technology, Ambient Assisted Living (AAL)
is designed to improve and facilitate the living of elders as
well as the physically impaired people. )e focus of re-
searchers in the field of IoT in healthcare is to develop such
intelligent system which can monitor and record daily ac-
tivities of elders or disabled people residing in smart en-
vironment. )e AAL system will bring an optimistic change
on different aspects of health and lifestyle.)e AAL system is
based on multiple sensors for measuring body temperature,
blood pressure, glucose, oxygen, and weight. )is system is
mostly adequate for the patients of diabetes and cardiac
arrhythmia. Ambient Assisted Living systems allow doctors
and family members to monitor their patient remotely [97].
Recent advancements in using IoT in healthcare helped the
dream of AAL to become a reality [116].

(2) :e Internet of m-health :ings (m-IoT). )e current
advancement in ICT and IoT technology has brought it to
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the reality to monitor a patient remotely instead of di-
agnosing them physically in hospitals. A patient is equipped
with certain sensors which get health data and transmit them
to the datacentres through internet to keep them available
for further decisions [94].

(3) Community Healthcare (CH). )e Community Health-
care (CH) system is a network which covers a local area. )e
structure of a community healthcare seems as a “Virtual
Health Centre.” It is an IoT-based network, which monitors
around the rural community or housing area [2].

(4) Children Health Information (CHI). )e Children Health
Information system is a platform for children to improve
their health by changing their food habits when they are
away from parents and eating outside from their homes.
Children using a mobile device for tracking food get noti-
fication from their doctors, caretakers, or parents. Users can
receive information regarding food through the augmented
application. )e health educator uses the stored information
to provide feedback to the children and sends a notification

to their parents. )is enables parents to interact with their
children to enhance family food habits [119]. )e following
data were analysed for the purpose of answering to RQ-4, as
explained in Table 8.

4. Limitations

)e concept of IoT in the healthcare system with the support
of mobile computing is good idea but IoT devices come up
with very little processing speed and are not powerful due to
limited processing functionalities. In the healthcare system,
we need hard real-time transmission of data, any slight delay
may lead to the fatal situation. )e IoT devices have very
little memory, so sometimes, the security protocols in the
m-health system with the support of IoTat both ends will be
a challenging task to implement. )e IoT devices are con-
nected to internet, and these devices have the features of
mobility; sometimes, change in platform or environment like
operating system running on the smart phone may create the
security compatibility issues due to rapid change in network
configuration and setting. As in the IoT-based healthcare

Table 8: Detail of selected papers for RQ4.

Ref# Method/Technique Description Goal/future work Pub.
year

[14] Literature review )is studies multimedia data processing in the
healthcare system based on IoT

To secure healthcare frame by using blockchain
technology 2019

[31] Literature review It investigates the issue of maintaining medical
devices through data and monitoring

To improve the reusability of medical devices
and maintenance 2019

[28] Survey/literature review To build a systemmode in the field of healthcare
To achieve more target in EMS, to handle the
error of mindful-based reliability system in

healthcare
2019

[22] Systematic literature
review

To know fog computing in the IoT healthcare
system

To bring improvement in existing research
studies like low latency, reducing load balancing 2019

[111] Literature review How to collect, access, and interoperate IoT
data in medical care services

To construct a UDA-IoT method for entire
business 2014

[114] )e design, function, and application of WIoT
in the healthcare system

To implement WIoT in order to provide
services in healthcare with low cost and early

illness detection
2013

[100] Experimental work A middleware based on IoT and processing of
data of the patient

How M-hub could be extended in various
scenarios like nursing home, m-health 2015

[119] Experimental work m-Health based on IoT for child healthcare by
observing food

To use m-health for food by children and to
work on NFC-enabled devices 2012

[116] Experimental work )e rise in the use of AAL for older adults and
to know about AAL techniques and tools To cope with challenges faced by AAL 2012

[2] Literature review
)e focus is to study IoT applications in

healthcare, to analyse the security & privacy in
IoT, and to present a security model

)e IoTpolicies for the benefit of stakeholder in
the IoT-based healthcare system 2015

[35] Literature review To study about use of IoT in medical and smart
healthcare

To study the security and privacy of K-
healthcare 2018

[20] Literature review It describes how IoT-based healthcare solution
is implemented

To get potential benefits from IoT healthcare
solution 2019

[60] Literature review To find and solve the issues of medical services
in intelligent community

To develop a smart health community and to
enhance the medical services 2018

[45] Systematic literature
review

)e research work is about how IoT and AI
applications are categorized

)e future work of the research paper can be
based upon adaptation of ecosystem technology

in different social, cultural, and technical
settings

2018

[46] Experiment research
To present intelligent healthcare monitoring
system for human activity recognition by using

mining techniques

To enable people to access the smart IoT, mobile
phone, and so on in the healthcare system 2018
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system, heterogeneous devices are used, so designing a to-
pological structure, security model for multidevices, multi-
protocol network, and cryptographic techniques to meet the
requirements of all in IoT-based healthcare network in the
context of mobile computing will be an issue.

5. Conclusion and Future Lines of Research

)e discussion about using mobile computing in the IoT
health-based system makes the healthcare system more
fascinating by providing mobile-based services, computing
applications, and user-friendly interfaces by which a user can
easily record data about his or her health and can analyse
them for different purposes.

)e involvement of m-health in IoT makes the health-
care system more compact by bringing various services,
applications, third party APIs, and mobile sensors. )e
mobile computing can provide more privacy and security to
the IoTdevices that are vulnerable to any hacking attack.)e
mobile computing provides end-to-end security in order to
secure the large amount of data that are transmitted to the
IoT device to the server or from the server to IoT. )e
enormous applications such as glucose level sensing, oxygen
saturation monitoring system, and body temperature
monitoring of IoT with the support of mobile computing
contribute towards bringing improvements in the healthcare
system. )e available research work in Internet of Health-
care )ings is also getting popular with the concept of
mobile computing technology.

(i) As with the advantages of IoT, some challenges also
exist which need to be sort out. Some of the chal-
lenges for IoT devices along with the proposed
solution are described here.

(ii) Data Management. As data management is a central
aspect in the IoT environment, the interconnected
objects generate and exchange massive amount of
data which need to be stored and processed prop-
erly. It would be better if some enterprises provide
enough storage to accommodate all the IoT data.

(iii) Privacy and Security. )e IoT improves the pro-
ductivity and enhances the quality of people life, and
these improvements also increase the potential at-
tacks and create a pathway for hackers. A recent
research by Hewlett Packard in 2014 exposed that
most of the IoT devices contain certain vulnera-
bilities due to insecure web interfaces, insufficient
software protection, and authorization. A solution
for such security challenges is to train developers
and encourage users to use build-in security features
of IoT devices.

(iv) Device Level Energy Issues. An important challenge
in IoT devices is the continuous power supply to
keep them interconnected. It should be known that
the communication among the devices is mostly an
energy-consuming task.

)is research work presented a systematic literature
review protocol to study how mobile computing assists IoT

applications in healthcare, how mobile computing con-
tributes to the current and future research work of IoT in the
healthcare system, brings privacy and security in health IoT
devices, and affects the IoT in the healthcare system. )e
intentions of the paper are to study the impacts of mobile
computing on IoT in healthcare environment or smart
hospitals in light of our systematic literature review protocol.
)e proposed study reports the papers that were included
based on filtering process by title, abstract, and contents, and
a total of 116 primary studies were included to support the
proposed research.)ese papers were then analysed, and the
quality assessments of these selected papers were done for
research questions defined. )e results of the research reveal
that there is an increase of research work done in the field of
IoT using mobile computing.
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[104] B. Mart́ınez-Pérez, I. De La Torre-Dı́ez, and M. López-
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