
Research Article
Research on Privacy Security Risk Assessment Method of Mobile
Commerce Based on Information Entropy and Markov

Tao Zhang,1 Kun Zhao,1 Ming Yang ,1 Tilei Gao,1 and Wanyu Xie2

1School of Information, Yunnan University of Finance and Economics, Kunming 650221, China
2Personnel Department, Kunming Metallurgy College, Kunming 650033, China

Correspondence should be addressed to Ming Yang; yangming@ynufe.edu.cn

Received 31 May 2020; Revised 11 June 2020; Accepted 17 June 2020; Published 7 July 2020

Academic Editor: Yin Zhang

Copyright © 2020 Tao Zhang et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

To obtain precise personalized services in mobile commerce, the users have to disclose their personal information to the operator,
which constitutes a potential threat to their privacy security. In this paper, a mobile commerce privacy security risk assessment
model is established based on information entropy and Markov chain, and effective security risk measurement, and assessment
method is put forward. Our method can provide accurate and quantitative results in assessing privacy disclosure risk to guide
the users’ selection of safe mobile commerce applications and protect their privacy security.

1. Introduction

In the mobile internet age, mobile commerce (m-commerce
for short) has gained a high market share by virtue of its por-
table characteristics, and various precise services like web
access, e-shopping, tourism consumption, and near-field
payment are rendered to the public. With the popularization
of m-commerce, the users can access more and more precise
services, but meanwhile, their privacy and security are facing
serious threats [1]. To obtain and enjoy more precise person-
alized services, the users have to disclose more personal
information to the service operator, and the operator
requires more details of such information to maintain the
operation of the commercial platform and render the so
called diverse personalized services. Then, the private infor-
mation of users may be disclosed, abused, stolen, or exposed
to other risks when being acquired, used, transmitted, and
stored by the operator, and multiple data, including social
security number, credit card number, protected health infor-
mation, and user name, may be disclosed unintentionally.
Meanwhile, the private information can also be stolen via
internal theft, external hacking, employee negligence, or in
other ways. As learned by the Identity Theft Resource Center
and the US Department of Health and Human Services, the
top 10 data breaches of 2019, where more than 137 million

records were leaked, were all related to the government, med-
ical institutions, and corporate websites or apps [2]. The aca-
demia and industry are paying more attention to the security
risk of users’ private information in mobile commerce.

At present, most researchers focus on the risk assessment
of private information in information system, cloud comput-
ing, and big data, and the risk assessment of user private
information disclosure in m-commerce is rarely studied.
Given the vital importance of risk assessment for information
security to the ecosystem and sustainable development of m-
commerce platform [3], the risks of users’ private informa-
tion in m-commerce are explored in this paper from the
perspective of private information disclosure. Compared
with the traditional information system security risk factors,
the risk hierarchy structure of users’ privacy information in
m-commerce is more complex. These risks include tradi-
tional information system security risk, user behavior risk,
third-party application risk, and special risks of m-
commerce services, like the risk in location-based services
in mobile networks [4]. Therefore, in this paper, various risk
factors are comprehensively analyzed by reference to some
literature, and a risk indicator system for user private infor-
mation disclosure in m-commerce is built based on the secu-
rity model of information system [5]. Moreover, the privacy
security of users is still assessed, and effective risk assessment
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model is built based on the theories of information entropy
and Markov chain, to provide accurate risk assessment
results to the users and protect their privacy security in m-
commerce.

This paper can divided into the following parts: in
Section 1, the background, content, and significance of the
research are presented; in Section 2, we summarize and discuss
the privacy security risk index, measurement and assessment
methods in m-commerce are summarized and expounded,
and the existing problems in the current researches on privacy
security of m-commerce are revealed; in Section 3, we apply
information entropy and Markov chain in the research of
privacy security risk of m-commerce users, the user privacy
security is described based on the information entropy, and
the random state of privacy security risk of m-commerce is
restored in accordance with Markov chain; in Section 4, a risk
assessment model for m-commerce user privacy disclosure is
established based on information entropy and Markov chain,
effective assessment method is put forward, and the whole
assessment process is specified; in Section 5, a detailed case
study is carried out by substituting the proposed model into
a specific m-commerce application, and the quantitative
assessment results for three applications are presented and
compared with each other. And finally, in Section 6, the
research of this paper is summarized, and the future research
direction is pinpointed.

2. Related Work

Recent researches on privacy security risk of m-commerce
can be generally classified into two aspects, identification of
risk factor and method development for risk assessment.

2.1. Research on Risk Factors of User Privacy Disclosure. Risk
assessment depends on the identification of risk factors. In
order to properly define the privacy risks of m-commerce
users, we conclude the risk factors that have been widely
studied by researchers in Table 1.

2.1.1. Technology Risk. Shirazi and Iqbal [6] studied the com-
munity clouds in m-commerce and pointed out that the
privacy security of users in m-commerce mainly relies on
data encryption, intrusion detection, identity management,
security awareness, privacy protocol, privacy principle, pri-
vacy practice, and effective database utilization. Erfan et al.
[7] suggested that anonymous technology could help reduce
the personal privacy risk of m-commerce users. Zhang et al.
[8] proposed a security policy based on identity authentica-
tion and access control to protect private information stored
in the edge cloud. Yosef andMahmoud [9] analyzed the secu-
rity issues at various levels of the cyber physical system (CPS)
architecture and pointed out that to improve its safety, atten-
tion should be paid to the influence of relevant technologies,
such as authentication, access control, data encryption, envi-
ronment monitoring, security routing protocol, network
access control, attack detection mechanism, and user authen-
tication and authorization.

2.1.2. Platform Environmental Risk. According to literature
[10, 11], location information was extremely sensitive in m-

commerce, and the exposure of location information might
cause the risk of information abuse in m-commerce. In refer-
ence [12], it was found that advertisements in m-commerce
were intrusive to the users’ privacy, for the users’ location,
and other information may be mandatorily acquired. Refer-
ence [13] reveals that users are required to accept some
privacy clauses before using some m-commerce applications
and have no autonomy over whether to share their own
information in utilization.

2.1.3. User Vulnerability Risk. Ampong et al. [14] noted that
privacy awareness, privacy concerns, and privacy intrusion
experiences were important factors that affected the disclo-
sure of user privacy. Reference [15] conducted a qualitative
analysis of the privacy risk factors of social networks in the
big data environment and suggested that privacy association
setting, spatial location sharing, information behavior negli-
gence, and simple password setting constituted the major
user behavior risk factors.

2.1.4. Operator Management Risk. Tian et al. [16] believed
that the privacy risks in the management of mobile apps
included rigid legal or institutional requirements, imperfect
standards for disclosure of privacy information, lack of regu-
latory and disciplinary systems, and malicious disclosure by
internal personnel. In line with the Risk Evaluation Specifica-
tion for Information Security (GB-T20984-2007) and the
behavior characteristics of m-commerce users, Xiang et al.
[17] incorporated into their risk evaluation index system such
related factors as privacy management mechanism, platform
privacy protection input, information sharing risk, third party
information collection, and privacy legal differences.

2.1.5. Mobile Terminal Device Risk. In addition to the risk
factors mentioned above, potential privacy risk may arise
from the mobile terminal as well. Therefore, corresponding
measures, including sensitive data protection [18, 19], smear

Table 1: Classes and factors of privacy risks of m-commerce users.

Risk classes Risk factors

Technology risk

Data encryption; intrusion detection;
authorization and authentication; access

control; anonymisation; trajectory
information hiding

Platform
environmental risk

Data contribution agreement; secure routing
protocol; legal or institutional requirements;
diversity of privacy laws; mobile advertising

attack; location service

Operator
management risk

Privacy management mechanism; regulatory
and disciplinary systems; insider threat; third

party information collection

User vulnerability
risk

Privacy awareness; privacy invasion
experience; privacy association setting; simple

password setting

Mobile terminal
device risk

Sensitive data protection; taint tracking;
privilege manage; detection of malicious

events
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tracking [20], authority management [21], and malicious
event monitoring [22], need to be taken to ensure the security
at the mobile terminal.

2.2. Research on Assessment Method for Privacy Security Risk.
At present, fruitful achievements have been made in the
research of risk assessment, but only a few researches focus
on privacy risk assessment, and researches on privacy assess-
ment for m-commerce applications are rare. In references
[23–26], the risks were evaluated based on the concept of
information entropy; a feasible program was proposed for
the assessment of security risk in cloud computing, but the
privacy security was not analyzed. In reference [27], a
privacy-considered information security assessment model
was built with the risk recommendation system based on
the identifiability, context of use, quantity, sensitivity, and
freshness of the personal identity information data. The like-
lihood of risk evaluation was calculated taking into account
the impact assessment of existing control measures and risks,
and privacy security was evaluated from the perspective of
the frequency of risk occurrence. Oetzel and Spiekermann
[28] proposed a system approach for privacy impact evalua-
tion, and divided the entire privacy impact assessment (PIA)
process into seven steps, namely, characterization of the sys-
tem, definition of privacy objectives, evaluation of protection
requirements, identification of threats, identification and rec-
ommendations of controls, evaluation of residual risks, and
PIA documentation. Taking into account the new challenges
of user privacy management, Lo et al. [29] worked out
LRPdroid, a user privacy analysis framework for the Android
platform, to detect the information leak and evaluate user
privacy leak and privacy risks for applications installed on
android-based mobile devices. These methods have signifi-

cant reference value for the risk assessment of this paper.
However, only a certain class of privacy security risk was
evaluated with above methods, taking into account neither
the interaction between various risks nor the risk characteris-
tics of m-commerce applications.

In order to be able to put forward an effective m-
commerce privacy security assessment method, this paper
will collate relevant risk factors, establish a multilevel and
multiangle assessment model, which constructs the hierarchy
analysis model of privacy risk, uses information entropy to
describe privacy risks, simulates and analyses a real risk envi-
ronment of m-commerce application based on Markov
chain, and realizes the effective assessment of the privacy
security of m-commerce users. The privacy security risk
assessment method proposed in this paper aim to provide a
comprehensive method for the accurate and quantitative
evaluation of privacy disclosure risk in real risk environment
of m-commerce application.

3. Method Development for Risk Assessment
Based on Information Entropy and
Markov Chain

For the purpose of risk assessment, this paper proposes to
integrate information entropy and Markov chain into the
privacy risk assessment of m-commerce users; the frame-
work of our work is shown in Figure 1.

As shown in Figure 1, our proposed assessment method
is developed to integrate the works on the three parts.

3.1. Development of Risk Measurement Method Based on
Information Entropy. Information entropy was proposed by
Shannon in 1948. In Shannon’s theory, information entropy

Establishing a hierarchy of privacy
risks for mobile users 

Development of risk measurement
method based on information

entropy

Development of mathematical
description method of real risk
environment based on Markov

Propose a privacy risk assessment method
for mobile commerce based on

information entropy and Markov

1. Risk measurement method

2. Simulation of risk environment

3. Risk hierarchy

Integrate

Figure 1: Framework of our research in developing risk assessment method.

3Wireless Communications and Mobile Computing



is measured by the well-known formula HðXÞ = −∑n
i=1PðXiÞ

log2PðXiÞ, where Xi is the information source variable and
PðXiÞ is the probability of the information source. In infor-
mation theory, information entropy is used to represent the
amount of information content and quantify the uncertainty
of things.

Privacy security is not so objective to be easily measured.
However, with the method of information entropy, it can be
described from the perspective between known to unknown,
the two opposite extremes. That is, the privacy risks of users
are described with the characteristics of information entropy
uncertainty, as shown in Figure 2.

Figure 2(a) shows the mobile business environment with
n unknown risks Xi, i.e., X = fX1, X2,⋯, Xng; according to
the information entropy theory, its entropy value HðXÞ will
reach its maximum, HðXÞ = log2n, when all the risks occur
with the same probability, that is PðX1Þ = PðX2Þ = , ⋯, =
PðXnÞ. This idea also suggests that the higher the user privacy
risk uncertainty, the lower the controllability of the risks, and
the lower the security.

Figure 2(b) shows the opposite case, when there is only
one unknown risk in the m-commerce environment and
the other risks are controllable, the entropy value HðXÞ will
reach its minimum according to the information entropy
theory, indicating that the lower the privacy security risk
uncertainty of the application, the higher the security,
namely, the risk is substantially controllable.

3.2. Simulation of Risk Environment Based on Markov Chain.
Markov chain [30, 31] is a discrete time random process of
continuous transition from one state to another in the finite
state space. It can describe the state space of the change of
state of things and calculate the probability of occurrence of

each random state of things by establishing Markov chain
transfer matrix.

In addition to effective risk measurement method, the
user privacy disclosure risk of m-commerce still needs to be
assessed, and the random state in the practical application
shall be analyzed, so as to ensure the validity of the assess-
ment results. Therefore, the complex environment of user
privacy disclosure risk in m-commerce is described in line
with Markov chain, to achieve effective assessment of the
user privacy security based on the practical conditions.

Assuming that there are n risk factors Xi in an m-
commerce environment, according to Markov chain, this
complex risk environment can be described as the following
matrix taking into account the mutual influence between
every two factors:

R =

X11X12

X21 X22
⋯

X1n

X2n

⋮ ⋱ ⋮

Xn1 Xn2 ⋯ Xnn

2
66664

3
77775: ð1Þ

Matrix R is an m-commerce privacy risk matrix, where
the elements Xii on the diagonal line represent the separate
occurrence of risk factors Xi, and Xij represent simultaneous
occurrence of risk factors Xi and Xj in the actual application
process. The matrix R represents the complex privacy risk
environment of m-commerce users by mathematical
method, which provides a guarantee for the simulation anal-
ysis of this paper.

3.3. Construction of Risk Hierarchy. In the above discussions,
we outline a method for descripting the privacy risk based

m-commerce
environment

Risk
factor
X1

(Unknown)

(Unknown)

(Unknown)

(Unknown)

(Unknown)

Risk
factor
X2

Risk
factor
X3

Risk
factor
Xn–1

Risk
factor
Xn
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factor
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Risk
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Xn–1

Risk
factor
Xn

••••••

(b)

Figure 2: Comparison of two extreme risk factors in m-commerce environment.
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on information entropy, and we develop a Markov matrix
to simulate the complexity of risk environment for m-
commerce. In our framework, it is still necessary to further
establish a risk hierarchy to allow for multidimensional and
multilevel simulation analysis of m-commerce user privacy
risk, which is shown in Figure 3.

This hierarchy consists of three levels, target level A, risk
class level β, and risk factor level X. Each risk class βj includes
multiple risk factors Xi. Different from the traditional user
privacy risk analysis, our proposed analyzing framework pre-
sents a cross relationship between risk factors and risk class,
which is more consistent with the real risk environment of
m-commerce.

3.4. Development of the Proposed Assessment Method. A
bottom-up process is used to the hierarchy in our method.
In the following discussions, we use PðXiÞ to represent the
probability of occurrence of risk Xi at level 3, and normaliza-
tion process is carried out based on the classified categories,
to calculate the probabilities PðXijÞ i, j = 1, 2,⋯, n of risk
occurrence under different categories, which are substituted
into the matrix R to further obtain the state transition matrix
PðRÞ of the m-commerce privacy.

The calculation process is as shown in the following
example: it is assumed that there are two risk classes, namely,
β1 and β2, which include risk factors as shown in Table 2.

As shown in Table 1, class β1 includes particular risk fac-
tor X1, class β2 includes particular risk factor X4, while risk
factor X3 is included in both β1 and β2, then their transition
state matrix can be derived through calculation.

P Rð Þ =
P β11ð Þ P β12ð Þ
P β21ð Þ P β22ð Þ

" #

=

1
∑3

i=1P Xið Þ
P X1ð Þ + P X2ð Þ

1
∑4

i=3P αið Þ
P X3ð Þ

1
∑3

i=1P Xið Þ
P X3ð Þ

1
∑4

i=3P αið Þ
P X4ð Þ

2
66664

3
77775:

ð2Þ

Similarly, according to formula (2), it is assumed that
there are m risk classes βi and n risk factors Xi in an m-
commerce, then the privacy risk transfer matrix PðRÞ for
this m-commerce application can be derived based on the
classified classes.

P Rð Þ =

P X11ð Þ P X12ð Þ
P X21ð Þ P X22ð Þ

⋯
P X1mð Þ
P X2mð Þ

⋮ ⋱ ⋮

P Xm1ð Þ P Xm2ð Þ ⋯ P Xmmð Þ

2
66664

3
77775:

ð3Þ

It is assumed that in the long utilization, the steady-
state probability of class βi is P̂ðβiÞ, i = 1, 2,⋯,m. It is a

•••

•••

•••

••••••

••••••

••••••
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Figure 3: The hierarchy of privacy risk of m-commerce users.

Table 2: Risk categories β1 and β2 and the risk factors they contain.

Risk class Risk factors included risk class

β1 X1, X2, X3

β2 X3, X4
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possible probability of a certain risk class in the long stable
utilization and a stable probability calculated by the Markov
method. According to this method, the relation between P̂
ðβiÞ and sate transition matrix PðRÞ satisfies the following
equation:

P̂ β1ð Þ = P X11ð ÞP̂ β1ð Þ + P X12ð ÞP̂ β2ð Þ+⋯+P X1mð ÞP̂ βmð Þ
P̂ β2ð Þ = P X21ð ÞP̂ β1ð Þ + P X22ð ÞP̂ β2ð Þ+⋯+P X2mð ÞP̂ βmð Þ
P̂ β3ð Þ = P X31ð ÞP̂ β1ð Þ + P X32ð ÞP̂ β2ð Þ+⋯+P X3mð ÞP̂ βmð Þ
:

P̂ βmð Þ = P Xm1ð ÞP̂ β1ð Þ + P Xm2ð ÞP̂ β2ð Þ+⋯+P Xmmð ÞP̂ βmð Þ
1 = P̂ β1ð Þ + P̂ β2ð Þ+⋯+P̂ βmð Þ

8>>>>>>>>>>><
>>>>>>>>>>>:

:

ð4Þ

The occurrence probability of various risks P̂ðβiÞ = fP̂
ðβ1Þ, P̂ðβ2Þ,⋯, P̂ðβmÞg,∑m

i=1P̂ðβiÞ = 1 in the longstable utili-

zation of the m-commerce application can be derived by solv-
ing the Equation (3).

Therefore, the privacy risk assessment results H of the
entire m-commerce environment can be calculated by

Privacy
disclosure risk

of 
m-commerce

Technology risk 𝛽1 

Platform environmental
risk 𝛽2 

Platform operations
manage risk 𝛽3 

User vulnerability
risk 𝛽4 

Mobile terminal device
risk 𝛽5 

Detection of malicious events X24

Privilege Manage X23

Taint tracking X22

Sensitive data protection X21

Simple password setting X20

Privacy association setting X19

Privacy invasion experience X18

Privacy awareness X17

Third party information collection X16

Insider threat X15

Privacy management mechanism X13

Location service X12

Mobile advertising attack X11

Diversity of privacy laws X10

Legal or institutional requirements X9

Secure routing protocol X8

Data contribution agreement X7

Trajectory information hiding X6

Anonymisation X5

Access control X4

Authorization and authentication X3

Intrusion detection X2

Data encryption X1

Regulatory and disciplinary systems X14

Figure 4: Hierarchical attribute model of privacy disclosure risk in m-commerce.

Table 3: The level of probability of risk factors occurrence.

Level Definition and description

(8, 10)
This factor has a great risk and a direct threat

to the user’s privacy

(6, 8)
This risk has a high probability of occurrence and

exists in most m-commerce environments

(4, 6)
This risk is a common risk, which exists

in some m-commerce

(2, 4)
This risk exists and only occurs when special

conditions are met

(0, 2)
This factor has high security and hardly

causes user privacy risk
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substituting P̂ðβiÞ into the following information entropy
formula (5):

H = −〠
m

i=1
P̂ βið Þ log2P̂ βið Þ, ð5Þ

where H represents the entropy value for privacy security
of the m-commerce users, and the greater its value, the
lower the privacy security of the m-commerce. The entropy
value of the risk class βi can be derived by normalizing the
occurrence probability of risk factors included in such class
following the information entropy calculation method, and
the greater this value, the lower the privacy security of this
risk class.

4. Integration of the Assessment Method

4.1. Risk Attribute Model for Privacy Disclosure of m-
commerce Users. According to the assessment method pro-
posed in Section 3, 24 risk evaluation indicators for privacy
information disclosure of m-commerce users are selected,
and these indicators are divided into 5 classes, i.e., technology

risk, platform environmental risk, platform operation man-
age risk, user vulnerability risk, and mobile terminal device
risk. According to the hierarchical structure in Figure 3, a
hierarchical attribute model for privacy disclosure risk is
built, as shown in Figure 4.

4.2. Measurement and Assessment of Privacy Disclosure Risks.
Based on the m-commerce user privacy risk attribute model
in Figure 4 and in accordance with the assessment method
proposed herein, the detailed calculation process is as
follows:

Step 1. Table 3 “the level of probability of risk factors occur-
rence” is prepared, and the occurrence probability level of the
lowest-level risk factors is obtained through scoring by
experts, and the values of PðXiÞ obtained through normaliza-
tion processing.

Step 2. Based on the hierarchical structure in Figure 4 and
according to Markov chain, use Equation (2) to calculate
the state transition matrix PðRÞ.

Table 4: Scoring results of probability of occurrence of underlying risk factors.

Company Risk factor xi Level P xið Þ Risk factor xi Level P xið Þ Risk factor xi Level P xið Þ

A

X1 2 1.887% X9 2 1.887% X17 9 8.491%

X2 2 1.887% X10 2 1.887% X18 9 8.491%

X3 3 2.830% X11 7 6.604% X19 7 6.604%

X4 3 2.830% X12 7 6.604% X20 6 5.660%

X5 1 0.943% X13 2 1.887% X21 5 4.717%

X6 1 0.943% X14 3 2.830% X22 4 3.774%

X7 6 5.660% X15 2 1.887% X23 6 5.660%

X8 6 5.660% X16 7 6.604% X24 4 3.774%

B

X1 2 2.000% X9 2 2.000% X17 9 9.000%

X2 7 7.000% X10 2 2.000% X18 8 8.000%

X3 3 3.000% X11 3 3.000% X19 9 9.000%

X4 2 2.000% X12 2 2.000% X20 1 1.000%

X5 2 2.000% X13 5 5.000% X21 5 5.000%

X6 2 2.000% X14 3 3.000% X22 4 4.000%

X7 4 4.000% X15 2 2.000% X23 7 7.000%

X8 4 4.000% X16 8 8.000% X24 4 4.000%

C

X1 1 0.901% X9 2 1.802% X17 9 8.108%

X2 1 0.901% X10 2 1.802% X18 9 8.108%

X3 3 2.703% X11 2 1.802% X19 9 8.108%

X4 2 1.802% X12 9 8.108% X20 2 1.802%

X5 1 0.901% X13 8 7.207% X21 3 2.703%

X6 9 8.108% X14 3 2.703% X22 4 3.604%

X7 8 7.207% X15 2 1.802% X23 8 7.207%

X8 3 2.703% X16 7 6.306% X24 4 3.604%

7Wireless Communications and Mobile Computing



Step 3. Use Equation (4) to calculate the stability probability
P̂ðβiÞ of various risks.

Step 4. Use formula (5) to calculate H, so as to evaluate the
privacy security of the entire m-commerce environment.

Step 5. Normalize the probability of occurrence of these risk
factors to obtain their weight coefficients PðXj, βiÞ in differ-
ent risk classes. Then, calculate various risk entropy HðβiÞ
in combination with the information entropy formula with
the following.

H βið Þ = −∑m
j=1P Xj, βi

� �
log2P Xj, βi

� �
log2m

, ð6Þ

wherem is the number of risk factors included in risk class βi.
The larger this value is, the more difficult it is to control such
risks, and the greater the privacy security risk will be.

5. Case Study

5.1. Assessment Process. In order to verify the feasibility of the
proposed method, three companies with different nature in
m-commerce applications background are selected and
assessed from bottom to top in details, where company A
provides food delivery m-commerce service, company B pro-
vides financial m-commerce service, and company B pro-
vides map navigation service. The three applications all
carry the users’ privacy data like information of finance,
identity, location, and device. The assessment is specifically
carried out for these three companies as follows:

Step 1. First of all, the bottom risk factors xi of three m-
commerce applications are scored by a panel of 10 experts
with AHP [32] method according to the definitions in
Table 3. After the scoring is completed, the scores of 10
experts are summed up, averaged to obtain their level, and
the level is further normalized to obtain the value of PðxiÞ,
and the results are shown in Table 4.

Step 2. Based on the hierarchical structure in Figure 4, the
results of Table 4 are substituted into formula (2), to obtain
the following state transition matrices PAðRÞ, PBðRÞ, and
PCðRÞ for privacy disclosure risk of m-commerce users of
the three companies.

PA Rð Þ =

0:375 0:375
0:400 0:133

0:000 0:000
0:467 0:000

0:250
0:000

0:000 0:500
0:000 0:000

0:500 0:000
0:000 0:756

0:000
0:244

0:211 0:000 0:000 0:526 0:263

2
66666664

3
77777775
,

PB Rð Þ =

0:529 0:235
0:471 0:235

0:000 0:000
0:294 0:000

0:235
0:000

0:000 0:217
0:000 0:000

0:783 0:000
0:000 0:711

0:000
0:289

0:200 0:000 0:000 0:550 0:250

2
66666664

3
77777775
,

PC Rð Þ =

0:472 0:306
0:423 0:154

0:000 0:000
0:423 0:000

0:222
0:000

0:000 0:355
0:000 0:000

0:645 0:000
0:000 0:707

0:000
0:293

0:211 0:000 0:000 0:632 0:158

2
66666664

3
77777775
:

ð7Þ

Step 3. The data in the above transition matrices are
substituted into formula (4) to calculate the steady-state
probability of various risks, as shown in Table 5.

Step 4. The calculated results of Table 5 are substituted into
formula (5) to obtain the user privacy security evaluation
results of three companies’ m-commerce applications, as
shown in Table 6.

Step 5. The risk factors included in different risk classes are
further normalized. The known risk classes and the con-
tained risk factors are shown in Table 7.

Based on the division of Table 7, the level-2 risk classes of
three different m-commerce companies are evaluated in this
paper, and the calculated entropy values of various risks are
shown in Figure 5.

Table 7: Normalization results of risk factors contained in each risk
class.

Risk class βi Risk factor xj contained in βi

β1 {x1, x2, x3, x4, x5, x6, x7, x8, x22, x24}
β2 {x7, x8, x9, x10, x11, x12}
β3 {x11, x12, x13, x14, x15, x16}
β4 {x17, x18, x19, x20, x22, x23}
β5 {x21, x22, x23, x24}

Table 6: Comparison of evaluation results of three companies.

Company Risk entropy H

A 2.307

B 2.270

C 2.288

Table 5: The steady-state probability of risk class.

Company βi P̂ βið Þ Company βi P̂ βið Þ Company βi P̂ βið Þ

A

β1 0.159

B

β1 0.119

C

β1 0.135

β2 0.181 β2 0.163 β2 0.172

β3 0.190 β3 0.203 β3 0.192

β4 0.247 β4 0.277 β4 0.266

β5 0.228 β5 0.247 β5 0.242
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5.2. Analysis of Assessment Results. According to the results
of the assessment and the proposed risk hierarchy, the anal-
ysis is carried out level by level:

5.2.1. Analysis of Top-Level Evaluation Results. The compar-
ison of Table 6 shows that HðAÞ >HðCÞ >HðBÞ, indicating
that the food delivery m-commerce application of company
A has higher privacy risk compared with the other two appli-
cations; on the contrary, company B’s financial m-commerce
application enjoys the highest privacy security.

However, the privacy security evaluation results of the
three companies are not very different in data size, indi-
cating that on the whole, the three companies have similar
privacy security performance and certain privacy and secu-
rity factors.

5.2.2. Analysis of Middle-Level Evaluation Results

(1) Comparative Analysis of Steady-State Probability Results
of Risk Classes. It is found in Table 5 that P̂ðβ4Þ > P̂ðβ5Þ > P̂
ðβ3Þ > P̂ðβ2Þ > P̂ðβ1Þ. This result shows that the three com-
panies share one marked characteristic, namely, the value P̂
ðβ4Þ is the greatest, indicating that compared with other risk
classes, user vulnerability risk β4 is most likely to occur in the
long utilization of m-commerce application. Secondly, the
value of P̂ðβ5Þ is great, which suggests that while user vulner-
ability risk can easily arise, the terminal device often causes
security problems. On the contrary, the value of the technical
risk P̂ðβ1Þ is the smallest, which indicates that technology
risk is not the main cause of the user’s privacy information
security problem, and compared with other risk classes, it is
not likely that the privacy security problems are caused by
technology risk.

Thus, it can be seen that when m-commerce users
disclose personal information in pursuit of personalized
services provided by the m-commerce platform, there are
mainly problems such as low awareness of privacy risks,
numerous privacy association settings, insufficient experi-
ence in privacy invasion, and simple password setting, etc.
The above situation poses a great threat to user privacy. Users
should strengthen their awareness of privacy protection and
improve their ability to deal with risks. While enjoying the
convenience brought by m-commerce, users should also
understand the risks and avoid excessive disclosure of their
private information.

(2) Analysis of Comparison Results of Entropy Value of Risk
Classes. Figure 5 shows that the Hðβ5Þ values of the three
companies are the greatest, indicating that it is most difficult
to control the mobile terminal device risk.

Moreover, the evaluation results show high Hðβ4Þ of
company A and company C, indicating that when utilizing
the m-commerce applications of these two companies, the
users could hardly control their own privacy risk, giving rise
to privacy security issues in these applications (take-away
catering, map navigation). By contrast, the value of financial
application Hðβ4Þ is low, which suggests that the users’
behavior and operation are strictly regulated in such applica-
tion, and its user risk is easier to control compared with other
applications. This comparison shows that platform environ-
ment risk Hðβ2Þ should be mainly blamed for the leakage
of such application privacy information.

5.2.3. Analysis of Bottom-Level Evaluation Results. The above
comparison shows that the user vulnerability risk β4 has the
highest probability of occurrence. There is an observation of
the bottom factors of such risk class that the security prob-
lems of m-commerce applications are mainly caused by the
users’ weak privacy risk awareness x17, excessive privacy
association settings x18, the lack of privacy invasion experi-
ence x19, and simple password setting x20 and so on.

In the financial application, the platform environment
risk β2 has the greater probability of occurrence, it is affected
by x7, x8, x9, and so on. This result shows that the privacy
security problem is mainly caused by the platform environ-
ment risk factors such as the data sharing agreement with
the users x7, the security routing agreement x8, the formula-
tion of privacy law x9, and so on.

5.3. Suggestions and Remarks. It is well known that it is
not feasible to only improve the privacy security of m-
commerce users by the use of technique tools. The current
risk problems mainly arise from the weak privacy security
awareness of users, and the security issues of m-commerce
applications will not be effectively solved until the users are
more aware of and better understand the privacy security
issues. For this purpose, the operator should more diligently
remind the users on privacy security in the utilization of m-
commerce applications, standardize their relevant operation
as much as possible, and urge them to take security protec-
tion measures. On the other hand, for some financial appli-
cations, more explicit confidentiality agreement shall be

0.936 0.940
0.924

Company A
0.981 0.989

H(𝛽1) H(𝛽2) H(𝛽3) H(𝛽4) H(𝛽5) H(𝛽1) H(𝛽2) H(𝛽3) H(𝛽4) H(𝛽5) H(𝛽1) H(𝛽2) H(𝛽3) H(𝛽4) H(𝛽5)

0.961
0.972

0.924

Company B

0.923

0.979

0.887 0.877
0.907

Company C

0.944 0.946

Figure 5: Comparison of entropy values of various risk class.
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signed with the users, the access to the users’ permission
shall be reduced, relevant responsibilities shall be clarified,
and guarantee the information security of the users through
laws and regulations.

6. Conclusions

In this paper, the risk factors of user privacy disclosure in m-
commerce are reviewed, the magnitude of risks is measured
based on information entropy, to provide effective data sup-
port for risk assessment. We have detailed discussed the com-
plexity of user privacy risk in the real environment, and a
complete assessment model for user privacy disclosure risks
is established, and reasonable risk measurement and assess-
ment methods are proposed based onMarkov chain. In addi-
tion, a detailed comparative analysis is carried out based on
the actual application that can provide practical reference
for the protection of the privacy security of m-commerce
users, and enrich and improve the relevant research theory
of user privacy security. In the future research, with the
update of the m-commerce application service, it is necessary
to keep track of the latest research theories and further
improve the attribute model of the user privacy risk. More-
over, the risks can be divided in line with actual application
into more classes, which can be selected based on relevant
risk factors, to realize more accurate assessment and research
on user privacy security.
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