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A prominent security threat to unmanned aerial vehicle (UAV) is to capture it by GPS spoofing, in which the attacker manipulates
the GPS signal of the UAV to capture it. This paper introduces an anti-spoofing model to mitigate the impact of GPS spoofing
attack on UAV mission security. In this model, linear regression (LR) is used to predict and model the optimal route of UAV to
its destination. On this basis, a countermeasure mechanism is proposed to reduce the impact of GPS spoofing attack.
Confrontation is based on the progressive detection mechanism of the model. In order to better ensure the flight security of
UAV, the model provides more than one detection scheme for spoofing signal to improve the sensitivity of UAV to deception
signal detection. For better proving the proposed LR anti-spoofing model, a dynamic Stackelberg game is formulated to simulate
the interaction between GPS spoofer and UAV. In particular, for GPS spoofer, it is worth mentioning that for the scenario that
the UAV is cheated by GPS spoofing signal in the mission environment of the designated route is simulated in the experiment.
In particular, UAV with the LR anti-spoofing model, as the leader in this game, dynamically adjusts its response strategy
according to the deception’s attack strategy when upon detection of GPS spoofer’s attack. The simulation results show that the
method can effectively enhance the ability of UAV to resist GPS spoofing without increasing the hardware cost of the UAV and
is easy to implement. Furthermore, we also try to use long short-term memory (LSTM) network in the trajectory prediction
module of the model. The experimental results show that the LR anti-spoofing model proposed is far better than that of LSTM
in terms of prediction accuracy.

1. Introduction

With the progress of science and technology and the contin-
uous reduction of manufacturing costs, UAV has entered the
industrial production and people’s daily life from the military
field. Nowadays, UAV has been widely used in film and tele-
vision shooting, agricultural monitoring, power inspection,
personal aerial photography, meteorological monitoring, for-
est fire detection, traffic control, cargo transportation, and
emergency rescue [1–3]. However, while UAV brings all
kinds of convenience to our production and life, the security
problems it faces are being gradually exposing.

At present, the common attacks on UAV mainly include
the attacks on UAV sensors, UAV network, radio interfer-
ence and hijacking, and GPS spoofing [4]. In these attacks,
GPS spoofing is regarded as one of the most urgent threats,
because it is practical and can be easily executed against
UAV [5–7].

GPS spoofing refers to the following: in order to mislead
the GPS navigation and positioning signal in the designated
area, GPS attacker transmits pseudonavigation signal which
cannot be effectively detected under the concealment condi-
tion because of its certain similarity with the real GPS signal,
and user can get the false positioning, speed, and time
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information from this type spoofing signal and finally be cap-
tured [8]. It should be pointed out that GPS spoofing is differ-
ent from GPS jamming. GPS suppression jamming uses
high-power jammer to transmit different types of suppres-
sion signals, which makes the target receiver unable to receive
normal GPS signals, and users cannot obtain navigation,
positioning, and timing results, which leads to the unavail-
ability of GPS system [9]. GPS spoofing refers to the false sig-
nal to induce the GPS receiver to capture and track errors, so
as to solve the wrong positioning, time, and speed informa-
tion without being detected, achieving the purpose of cheat-
ing users. Because GPS spoofing often does not need strong
transmitting power, it has good concealment and can guide
related users to navigate in the wrong way to a certain extent,
which also makes the deception have strong survivability. To
some extent, the harm of spoofing jamming is more serious
than that of suppressing jamming.

The vulnerability of GPS is the basis of GPS deception.
The vulnerability of GPS mainly includes navigation signal
format disclosure, navigation data format disclosure, and
no protection for broadcast channel. In the current situation,
GPS spoofing can be divided into three types [10, 11]: for-
warding spoofing, generative spoofing, and track tracking
spoofing. Detailed descriptions of the three spoofing are as
follows, among them, the first two are the most commonly
used and we choose the second type to solve in this paper.

(i) Forwarding spoofing: by recording the real GPS sig-
nal in the predeception positioning, forwarding
spoofing uses the software to define radio and other
signal transmitting equipment. Due to the fact that
the structure of PN (pseudonoise) code cannot be
changed and only the measurement value of pseu-
dorange can be changed in the process of deception,
the control flexibility is relatively poor, and the for-
warding deception signal is easily detected. There-
fore, the use of forwarding spoofing is often limited

(ii) Generative spoofing: it is to extract time, position-
ing, satellite ephemeris, and other necessary infor-
mation from the real GPS signal, generate false
GPS signal according to the predeception time and
positioning information, and send it to the GPS
receiver through the matrix antenna. This method
does not require the current state of the receiver. It
can cheat both the receiver in the acquisition state
and the receiver in the steadytracking state [12].
Therefore, generative deception is often more
practical

(iii) Track tracking spoofing: it mainly aims at the real-
time flying air target [13]. Generally, the ground
radar and other sensors detect the flight path of the
aircraft in real time and send the detected air target
positioning, speed, and other motion information
to the deception equipment through the data link.
Compared with the real signal, the deception signal
produced by this method has higher fidelity and is
not easy to be detected by other sensors such as iner-
tial navigation system. Meanwhile, it has high

requirements for the accuracy of the generated sig-
nal simulation, so it is difficult to be realized in
practice

1.1. Problems to Be Solved. UAV is now in the critical period
of transition from semi-intelligent to intelligent, and its main
barrier is the degree of human intervention in flight tasks.
Among them, fixed-point cruise only depends on preset
information in flight, without any human operation, whether
it can be completed safely is the first step to enter the era of
UAV intelligence in the future. So in this paper, we choose
the flight security of UAV in fixed-point cruise mission as
the main research issue, that is, the UAV flies along the
points selected in advance based on GPS positioning func-
tion. When the next selected flight location of the UAV is
cheated by the fake GPS location, it is worth mentioning,
the GPS spoofing here does not change the positioning of
UAV, but rather changes its cognitive belief. By doing so, it
is obvious that the UAV will betray its flight trajectory and
fly in the direction of the connection between the deceiving
location and the destination until it reaches the capture point
[14], as showed in Figure 1. We expect to build an antispoof
model, which can effectively prevent UAV from being
trapped in such entrapment.

From the above analysis, it can be seen that the current
GPS spoofing technology has a relatively clear technical
implementation path. Therefore, it is necessary to put for-
ward prevention strategies for the main deception technology
in the current navigation system of UAV and other similar
equipment.

1.2. Contributions. In view of the above problem, there are
indeed many solutions, but they basically stop at detecting
GPS spoofing, and there is no further action to ensure the
mission going. Thus, the main contribution of this paper is
to provide a general framework for UAV to reduce the
impact of acquisition attack by detecting and defending
GPS spoofing interference. Unlike previous work, our frame-
work not only supports UAV detection of GPS spoofing
attacks but also can guide UAV return to the previous flight
path after detecting the attack and deviating from the route.
This will enable the UAV to avoid being captured and
complete its mission. In summary, our contributions are
threefold:

(i) An LR anti-spoofing model for UAV is proposed in
this paper. The flight trajectory prediction model of
UAV is built by fitting the flight log of UAV with
LR model, and the prediction accuracy is relatively
high among all the methods. The model not only
realizes the safety detection of UAV flight status in
the process of mission but also realizes the deception
mitigation when UAV is cheated, so as to ensure the
smooth completion of flight mission

(ii) In order to meet the experimental needs, we built a
GPS deception generator and realized the reappear-
ance of deception scene when we analyzed the GPS
deception problem faced by UAV
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(iii) In order to prove the effectiveness of the proposed
LR anti-spoofing model, we design a Stackelberg
attack and defense game consisting of GPS spoofer
and UAV with LR anti-spoofing model. In this
game, for the dynamic change of spoofing signal, it
strongly proves that our algorithm can still achieve
effective detection and resistance

The rest of this paper is organized as follows. Section 2
mainly introduces the current situation of GPS spoofing
detection scheme. The UAV’s LR anti-spoofing model is pre-
sented in Section 3. Section 4 describes the Stackelberg game
scenarios in detail. In Section 5, we give details of our exper-
imental setting, results, and corresponding analysis. The
conclusions and future works are discussed in Section 6.

2. Related Work

In the world, there are frequent incidents of GPS positioning
and navigation [15]. The most serious incident in the field of
UAV security is Iran’s capture of RQ-170 military UAV of
the United States in 2011 [16]. In June 2012, Humphreys’
research team of Texas State University successfully demon-
strated in a track and field that the GPS spoofing device with
hardware cost less than $1000 can change the flight path of a
small UAV in real time by releasing deceptive jamming sig-
nals. Later, the team successfully demonstrated at the white
sand missile range of the United States. In addition, in
2013, the team successfully used GPS deception technology
to induce an $80 million white rose yacht to deviate 3° to
the left, causing it to deviate 1 km from the scheduled route
[17].

Nowadays, there are several protection methods for GPS
spoofing at home and abroad, as follows:

(1) Signal physical layer characteristic detection method:
GPS false signals are identified by comparing the
characteristics of false signals and real signals in the
signal physical layer. These differences mainly
include automatic gain control [18], signal arrival
direction, carrier phase value, and Doppler frequency
shift [19]. Psiaki and others [20] [21] analyzed the
principle of GPS deception detection based on the
direction of arrival of signals. The angle of arrival of
signals was determined by the change of signal carrier

phase between different antennas, so as to judge
whether the current target was attacked by GPS
spoofing, and proposed a deception detection scheme
based on the arrival direction of GPS signal. Ranga-
nathan and others [22] proposed a deception detec-
tion method called auxiliary peak tracking, which
can be used in combination with navigation message
checker to track the strongest satellite signal and
other weak environmental signals. Kang et al. [23]
proposed a method to estimate the difference
between the direction of arrival (DOA) and the mea-
sured DOA using GPS ephemeris and ephemeris data
and used GPS directional antenna to detect deception

(2) Verification detection method based on cryptogra-
phy: after receiving the signal, the receiver needs
to decode the signal and authenticate the sender of
the signal. Wesson et al. [24] proposed a probability
model GPS signal authentication method based on
statistical hypothesis test, which combines crypto-
graphic source authentication with code timing
authentication [25] and detects GPS spoofing
attacks by using pseudorandom noise code of GPS
signals

(3) Using other equipment to assist positioning detection
method, through the use of inertial navigation, wire-
less network and cellular network, and other auxiliary
means combined with GPS receiver to achieve the
purpose of antideception, Panice et al. [6] proposed
an anti-GPS spoofing detection mechanism based
on state distribution combined with inertial naviga-
tion system and detected GPS spoofing attack by ana-
lyzing the error distribution between GPS and
inertial navigation by using support vector machine.
Magiera and Katulski [26] proposed a GPS deception
detection and mitigation technology based on phase
delay and spatial processing, which uses multiple
receiving antennas to estimate the signal phase delay
and spatial filter the signal to protect the GPS receiver
from deception attack. Jansen et al. [27] proposed a
group crowdsourcing method to detect the GPS
spoofing attack of UAV. The method uses multiple
aircraft to report the positioning difference and
detects the GPS spoofing attack of UAV positioning
through wireless air traffic control system. Kwon

Cheated position

emax

UAV

Attacker’s desired
destination

Destination

Fake route

Actual route

Figure 1: UAV actual and fake route.
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and Shim [28] proposed a method to detect GPS
spoofing attack by comparing the acceleration differ-
ence between GPS receiver and accelerometer

In the scenario of UAV flying along the designated route,
such as power inspection and logistics distribution, the exist-
ing schemes still have the following problems:

(1) The method based on the physical layer detection of
GPS signal can only detect simple GPS spoofing.
When the attacker uses multidirectional GPS decep-
tion devices to transmit false GPS signals or dynami-
cally adjust the frequency and power of GPS signals
at the same time, the deception attack cannot be
detected only by the physical layer characteristics of
GPS signals. Therefore, this method cannot solve
the problem of UAV trajectory deviation caused by
the abovementioned GPS deception interference in
power inspection

(2) The verification method based on cryptography can-
not solve the replay attack of signal, and the encryp-
tion of signal is not suitable for civil GPS signal

(3) Using other equipment-aided positioning detection
methods can improve the anti-spoofing ability of
GPS receiver to a certain extent, but it will increase
the cost of equipment positioning and the load of
UAV in power inspection

Moreover, the focus of these schemes is mainly on the
technology of detecting attack. A UAV is attacked in the pro-
cess of moving towards a specific destination. The best it can
do is to identify the attack and stop using the changed GPS
signal. There is no other attack mitigation or defense mecha-
nism to ensure the UAV to fly to the designated destination
safely.

3. LR anti-spoofing Model

In LR (linear regression) anti-spoofing model proposed,
UAV trajectory prediction is an important part, and LR is
the final selected trajectory prediction method.

3.1. Linear Regression Analysis. Regression analysis is a sta-
tistical method that deals with the dependence between var-
iables. It is one of the most widely used methods in
mathematical statistics. Least squares regression analysis is
the most typical linear regression algorithm [12, 29].
Regression analysis is based on the observation data to
establish a quantitative relationship between two or more
variables to analyze the inherent laws of the data. Accord-
ing to the number of independent variables, it can be
divided into univariate regression analysis and multiple
regression analysis; according to the relationship between
independent variables and dependent variables, it can be
divided into linear regression analysis and nonlinear regres-
sion analysis. Regression analysis is a predictive modeling
technology, which is often used in predictive analysis. For
example, the equipment frequency measurement method

based on regression analysis is more accurate than other
methods, and it is easier to realize; using regression analysis
method to analyze the main factors affecting road traffic acci-
dents can effectively prevent traffic accidents and improve
road traffic efficiency.

In this paper, the univariate linear regression analysis
method is used to establish a UAV positioning interval with
the change of time stamp to predict the UAV trajectory in
the mission. The method of univariate linear regression anal-
ysis is as follows.

According to the characteristics of the research object,
the appropriate dependent variable and independent variable
are selected. If the sample data shows that the two are in line
with the linear relationship, then the univariate linear regres-
sion model is established:

y = a + bx + ε, ð1Þ

where y is the dependent variable, a is the constant term,
b is the regression coefficient, x is the independent variable,
and ε is the random error term, which reflects the influence
of random factors on y except the linear relationship between
x and y.

Assuming that the random error term ε in the regression
model is a random variable with an expected value of 0
(EðεÞ = 0) and it obeys normal distribution, then for a given
x value, the expected value of y is

E yð Þ = a + bx: ð2Þ

The population regression parameters a and b are
unknown and need to be estimated with sample data. For a
selected sample, the regression parameters a and b in the
model are replaced by sample statistics â and b̂, and the esti-
mated regression equation in linear regression is obtained,
the sample regression equation

ŷ = â + b̂x ð3Þ

where ŷ is the estimation of the mean value of dependent b
variable y, â is the constant term of sample regression b equa-
tion, and b̂ is the sample regression coefficient. For a dataset
with sample size N , the values of â and b̂ estimated by the
least square method are

â = �y − b̂�x, ð4Þ

b̂ = ∑N
i=1 xi − �xð Þ yi − �yð Þ
∑N

i=1 xi − �xð Þ2
, ð5Þ

where �x and �y are the average values of sample data xi and yi,
respectively. After â and b̂ are obtained, the linear regression
equation of univariate can be obtained.

3.2. LR anti-spoofing Model Parameter. In our prediction
model, the physical meaning of the parameters is as follows:
x is the deviation of time stamp, and y is the deviation of
longitude/latitude. To keep synchronization, the period of
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deviation calculation is set to the same value of the frequency
at which UAV receives GPS signals. Moreover, the data used
in the deviation calculation is taken from the UAV under the
condition of stable flight. Finally, the mapping relationship
between x and y is established, and then, two linear regres-
sion models for latitude and longitude prediction are formed,
respectively.

3.3. Workflow of LR anti-spoofing Model. Based on the LR
model proposed in this paper, the flight trajectory prediction
value of UAV and the positioning value of GPS receiver of
UAV are fused at the decision level, which can quickly detect
the GPS spoofing of UAV. The workflow chart of LR anti-
spoofing model proposed is shown in Figure 2.

We will carry out single-step deception detection and
multistep deception detection in the model. The difference
lies in the discrepancy between the predicted value of sin-
gle step or multistep with the current GPS positioning
data to determine the status of UAV being cheated by
GPS. If the deviation of longitude and latitude is less than
the corresponding security threshold, it is determined that
no GPS spoofing is detected; if the difference of either lon-
gitude or latitude is greater than the corresponding E
(security threshold), it is determined that the target UAV
has been spoofed. The predicted positioning data is used
as the current positioning information to guide the UAV
to fly. More details of single- and multistep predictions
are as follows.

(i) Single-step detection: for each time interval, we first
input the correction value, time stamp, and current
GPS time stamp of the previous time to the linear
regression trajectory prediction model, which out-
puts the positioning information of the predicted
current time

(ii) Multistep detection: for each time interval, we first
input the correction value, time stamp, and current
GPS time stamp of the last m times to the linear
regression trajectory prediction model, which out-
puts the positioning information of the predicted
current time

The reason why we introduce multistep detection is that
the deception signal is set in a reasonable error range in order
to improve its credibility. In particular, we set up a sliding
window to store the correction data of m histories for multi-
step prediction. For each multistep prediction, the corrected
data at the previous m times is compared with the predicted
data to detect deception. After that, this data is eliminated
and the data in the window is pushed forward one step.
Finally, the correction data of this time is saved in the m −
1 positioning. The physical meanings of parameters in
Figure 2 are shown in Table 1.

3.4. E (Noise Threshold) Setting.Given a group of UAV’s con-
tinuous historical trajectory of normal fixed-point cruise, T
= fðt1, lat1, lon1Þ,⋯, ðti, lati, loniÞg, i = 1, 2,⋯,N . Each
track point is represented by a tuple, which contains three
elements: time stamp, latitude, and longitude. Then, we can

extract the deviation of longitude and latitude in the range
of two adjacent time stamps:

δlat = lati − lati−1,
δlon = loni − loni−1:

ð6Þ

The 1.5 times of the maximum value of δlon is taken as the
deviation threshold E of longitude, and the latitude takes the
same setting. This setting is due to the consideration of phys-
ical environment interference in actual flight.

4. Attack Defense Game

For approaching the real scene as much as possible, we take
quadrotor UAV as the research object and design an attack
defense game based on Stackelberg leader-follower game
theory [14, 30, 31] between the simulated GPS dynamic
deception signal generator and the UAV with our LR anti-
spoofing model.

4.1. Stackelberg Leader-Follower Game. The concept of
leader-follower game was first proposed by Heinrich von
Stackelberg, a German economist, in 1934. In the Stackelberg
leader-follower game, after the leader makes the decision, the
follower makes the optimal response to the leader’s decision,
and finally, the leader makes the most favorable decision
according to the follower’s decision. Principal subordinate
game belongs to the category of asymmetric game, the posi-
tioning of participants in the game is unequal, and the strat-
egy choice of followers depends on the strategy choice of
leaders. This idea is consistent with our LR defense model
and GPS dynamic deception signal generator positioning in
UAV mission.

4.2. Stackelberg Game Scenario. In the attack defense game,
UAV with our LR anti-spoofing model is the leader, named
LR defender, and the simulated GPS dynamic deception sig-
nal generator is the follower, named GPS spoofer. In the
planning game, each player will choose a strategy and take
actions to control the positioning of UAV in each time step.
In this way, both players can observe the initial positioning of
the drones and their subsequent positions to the current time
step. In addition, the game is based on the assumption of
complete information, that is, both players have the complete
information of their opponents. Our work includes three
game rounds, seven steps.

(1) LR defender: receive a two-point fixed voyage
mission

(2) GPS spoofer: according to the current positioning
and the expected deception positioning of UAV, a
deception trajectory (a group of GPS trajectory data)
is calculated, and a deception signal is sent every
200ms

(3) LR defender: the deviation between the current pre-
dicted trajectory point and GPS real-time positioning
data is calculated every 200ms. If the deviation is
greater than the safety threshold of the prediction
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module, the GPS real-time data will be removed at
the next time, and the LR predicted trajectory points
will be used to guide the UAV to complete the flight
mission; if the deviation is less than the safety thresh-
old, the GPS real-time data will continue to be
received for trajectory positioning

(4) GPS spoofer: if the flight trajectory of UAV is not in
accordance with the expected deception trajectory,
the trajectory point information of GPS deception
trajectory is adjusted until the data deviation between
each two trajectory points is less than the safety
threshold of UAV prediction module

�e initial conditions:
P: LR prediction trajectory
C: corrected data
D: Spoofing detection window with maximum
length of M

E: Noise threshold e: Error function

i: Current time
G: GPS real-time data

G [i], C [i–1]

LR prediction model
GPS dynamic

deception signal

Prediction trajectory P [i]

e (P[i], G [i]) ≤ E

Yes

Each element in D
is replaced later by one

D

D [m-1]==P [i]

D. length==m

D [0]
No

Yes

LR prediction model

GPS spoofing
detected e (P[i], G[i]) ≤ E

Prediction trajectory P [i]

Yes
No GPS spoofing

detected

GPS spoofing
detected

G [i]P [i]

No

C [i]
P [i]

Optimal flight decision at
the next moment

Stackelberg leader - follower game

Figure 2: Workflow chart of LR anti-spoofing model.
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(5) LR defender: the deviation between the current pre-
dicted track point and GPS real-time positioning data
is calculated at each time. If the deviation at five con-
secutive times is less than the safety threshold of the
prediction module, the deviation between the track
point data at the fifth time predicted by LR and the
current GPS real-time data is calculated. If it is still
less than the safety threshold, the flight will continue
according to the GPS real-time data. If it is greater
than the safety threshold, the GPS spoofer will be
removed at the next time. The real-time data is used
to guide the UAV flight with LR predicted trajectory
points

(6) GPS spoofer: observe the flight trajectory of UAV at
several times, and give up the deception if it does
not follow the expected deception trajectory

(7) LR defender: after receiving the predicted trajectory
values, we synchronously calculate the longitude/lati-
tude variation, Δ, of GPS signals received at adjacent
times (e.g., n time and n + 1 time). Because the gener-

ation of deception signal is based on constant devia-
tion, the longitude/latitude variation of adjacent
time is also fixed. When

Δ n+1ð Þ−n ≠ Δn− n−1ð Þ, ð7Þ

it can be determined that there is no GPS spoofing at present.
Then, the UAV stops using the predicted value and starts to
use the GPS signal currently received to locate and continue
to complete the task.

In this game, the expected motion state of UAV is shown
in Figure 3.

5. Simulation and Evaluation

Our aim is to evaluate the performances of LR anti-spoofing
model. To be specific, the experiment is mainly carried out
from the following aspects.

Table 1: Physical meaning of parameters in workflow chart of LR anti-spoofing model.

Parameters Physical meaning

P: LR predicts trajectory points
The continuous mission track points of UAV predicted by LR prediction model through

historical track.

G: GPS real-time data At present, the UAV airborne sensors receive the real signal from the mission environment.

C: corrected data
The value (P i½ �/G i½ �) transmitted to the UAV navigation system is selected according to the
judgment of whether the current UAV mission environment is safe (whether there is GPS

deception signal).

E: noise threshold
From the analysis of flight experience, the reasonable path error of UAV in a safe and normal
mission environment due to its own attitude control and physical environment is obtained.

D: spoofing detection window with
maximum length of M

The model provides two detection means. The window is set for further detection of deception,
recording the trajectory values of the UAV at five adjacent moments (M is set to 5 in the

invention).

e: error function
The variables involved in the calculation are LR predicted value and GPS real-time data at the
current time. Compared with E, the results are used to judge whether the current UAV mission

environment is safe or not.

1st round game

1

2

3
5

4

7

6

2nd round game 3rd round game

Destination
Fake route 2

Fake ro
ute 1

Real trajectory
Expected trajectory
Fake trajectory

Figure 3: The expected motion state of UAV in Stackelberg game.
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5.1. Experiment Setting. The experiment is based on the UAV
Simulation Platform consisted of jMAVSim and QGround-
Control. jMAVSim is a simple and lightweight multirotor
simulator. It connects directly to the hardware-in-the-loop
(HITL, via serial) or software-in-the-loop (SITL, via UDP)
instance of the autopilot. QGroundControl is simulation
ground control station. It provides full flight control and mis-
sion planning for any MAVLink-enabled UAV and collects
flight logs. The flight log contains the data collected by vari-
ous sensors and some system output data during the flight.
We extract GPS-related data (time stamp, longitude, and lat-
itude) from flight log to consist the training dataset. In the
experiments, the training dataset of LR anti-spoofing model
is generated by a preset fixed-point cruise flight mission in
the UAV simulation environment. The relevant parameters
of the dataset are as follows in Table 2.

5.2. Deception Scenario Validation. Before verifying our pro-
posed LR anti-spoofing model, we first verify the effective-
ness of our deception scenario.

5.2.1. Deception Scenario Construction. In order to better
simulate the real situation, we build a simulation deception
scene which depends on a simulated GPS dynamic deception
signal generator designed by us. We expect to realize the
decoy capture of UAV in this scene. In this scenario, the
deception means is to dynamically generate a group of trajec-
tory point signals to deceive the UAV by observing the track
changes of the target aircraft after entering the stable flight
state. The deception trajectory setting is based on the noise
range of UAV GPS itself. The specific implementation details
are as follows.

In the beginning, we can calculate the noise threshold of
GPS data of UAV in normal flight through the intermediate
interpolation method. Based on this background, a group of
deceptive trajectories is generated randomly. In order to cap-
ture the target more quickly, the GPS change value of two
adjacent moments is greater than the upper limit of noise
threshold. When the UAV does not fly according to the
expected deception trajectory, it is speculated that the UAV
may have certain detection and filtering ability for the signals
with large changes. Based on the purpose of acquisition, a
new deception trajectory is generated according to the error
threshold so that the GPS change value of the two adjacent
moments is within the noise threshold range, and the credi-
bility of the deception signal is improved. The simplest way
is to add a fixed increment to the GPS deception data at the
next time.

5.2.2. Validity Verification. Figure 4 shows the trajectory dia-
gram of UAV completing a given flight mission in the envi-
ronment without any interference and deception is based
on the ground coordinate system, and the abscissa and ordi-
nate represent the latitude information and longitude infor-
mation, respectively. Figure 5 is the visual expression of
mission route in QGC. As you can see, H represents the
home point of the UAV, and 1 represents the destination.

Figure 6 shows the experimental results of the target that
is affected by the GPS deception signal we send in the UAV
mission environment.

At the beginning, GPS spoofer did not send deception
signals. From the ground control station, we can observe that
the target aircraft was flying normally along the established
route during this period. Therefore, we can also see from
the chart that the trend of the blue line is a smooth and reg-
ular straight line. After flying for a period of time, we started
the GPS simulation deception signal generator designed by
us, GPS spoofer, to send GPS deception signal to the target’s
mission environment. Point A in Figure 6 represents the
beginning time of deception. According to the principle of
GPS deception signal mentioned in Section 1, the route of
target plane after being spoofed by GPS spoofer is deter-
mined by deception signal and target point. We can see from
Figure 6 that the trend of the blue line changes with the
change of the red line after point A, which indicates that
the target has indeed accepted the GPS deception signal,
changed its belief in its positioning, and thus changed its
movement state.

It is a fact that the target aircraft periodically returns to
adjust the trajectory: in the fixed-point cruise mission, the
UAV does not always take the current positioning and desti-
nation positioning as the optimal trajectory planning, but
sets a local prediction point within a certain distance based
on the given route so that the UAV will fly to the destination
first after a certain distance from the route. The next point is
predicted near this prediction point and the flight path is
planned. Finally, Figure 6 shows that the target plane flies
almost perpendicularly to the established route. What is
worse, with the accumulation of time there is no tendency
that the target UAV fly to the mission destination, and it is
in a state of complete and serious yaw. This phenomenon
can also be intuitively seen on the ground control station of
the simulation platform, as shown in Figure 7. This proves
that our GPS simulation deception signal generator and
deception scene can effectively realize the deception acquisi-
tion of UAV.

5.3. Validation of LR anti-spoofing Model. In the constructed
simulated deception scenario, we put on a Stackelberg game
to verify the effectiveness of LR anti-spoofing model. Accord-
ing to Section 4, the GPS spoofer dynamically adjusts the
deception signal according to the flight state of the target
plane and plays a game with the UAV with LR anti-spoofing
model.

Figure 8 shows the experimental results of our LR anti-
spoofing model deployed on UAV.

Table 2: Collected dataset parameters.

Parameters Value

Signal frequency 20Hz

Total number of tracks 40000

Total length of mission 1243.31m

Threshold-latitude 63 ∗ 10e-6
Threshold-longitude 133:8 ∗ 10e-6
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We can see from Figure 8 the following:

(1) LR defender: the UAV enters a stable flight state after
taking off for a period of time

(2) GPS spoofer: after observing the UAV in a stable
flight state, GPS spoofer starts to send deception sig-
nals in the mission environment. In order to capture
the target UAV as soon as possible, the deception

signal is set outside the current positioning of the tar-
get which is greater than E in the AB segment

(3) LR defender: due to the deployment of our LR anti-
spoofing model, the target plane will directly detect
the step source and abandon it and follow the predic-
tionmodule in LR anti-spoofingmodel to continue to
move. As can be seen from the AB segment, the target
UAV is in normal flight state
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Figure 4: The trajectory diagram of a given flight mission is based on the ground coordinate system, and the abscissa and ordinate represent
the latitude information and longitude information, respectively.

Figure 5: The visual expression of mission route in QGC.
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(4) GPS spoofer: after observing that the target UAV is
not affected by the deception signal, GPS spoofer
adjusts the deception signal to make it change within
the range of E. At this time, we can see that in the BC
segment, the target UAV has received the deception
signal and has replanned its flight route. The spoofing
is successful and effective in this period of time

(5) LR defender: it is worth mentioning that, in order to
better ensure the safe flight of UAV, our detection
mechanism, LR anti-spoofing model, is a two-step
reinforcement type. At moment C, the target UAV
detects the adjusted deception signal through the
multistep detection mechanism in LR anti-spoofing
model, starts to output the predicted value in time
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Figure 6: The red line indicates the dynamic change track of GPS deception signal in the process of trapping. The blue line indicates the real
positioning of the target aircraft during the mission, that is, the real flight path.

Figure 7: The complete yaw trajectory of UAV can be seen directly in QGC.
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window D to the UAV, and makes a self-adjustment
according to the fact mentioned above. In the CD
segment, the target receives the predicted trajectory
value, which is equivalent to a self-deception for the
UAV that has deviated from the course. From the
first half of CD, we can see that the motion state of

the target UAV is consistent with the deception prin-
ciple mentioned in Section 1. The drift of the second
half is due to the small cumulative deviation between
the predicted route and the established route; the
deviation has been verified by engineering and is
within a reasonable range

–0.0390

–0.0395

–0.0400

–0.0405

–0.0410

47.642 47.644 47.646 47.648 47.650 47.652 47.654
Lat

D

C
B

A

Lo
n

Local position
Fake position
Received position

–1.221e2

Figure 8: The red line indicates the dynamic change track of GPS deception signal in the process of trapping. The green line represents where
the UAV thinks it is. The blue line indicates the real positioning of the target aircraft during the mission, that is, the real flight path.

Figure 9: Trajectory correction of UAV deployment LR anti-spoofing model (1).
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(6) GPS spoofer: gave up spoofing at D moment

(7) LR defender: after moment D, target UAV to receive
the real GPS signal when it detects that there is no
deception interference in the mission environment
and then finds that it has a certain degree of yaw; it

will automatically adjust to the route and then con-
tinue to complete the task along the established route

Figure 9 is a QGC visual chart of the UAV that success-
fully resisted deception, completed the flight mission, and
arrived at the established destination safely. Due to the scale
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Figure 10: The red line indicates the dynamic change track of GPS deception signal in the process of trapping. The green line represents
where the UAV thinks it is. The blue line indicates the real positioning of the target aircraft during the mission, that is, the real flight path.

Figure 11: Trajectory correction of UAV deployment LR anti-spoofing model (2).
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problem, the performance of flight status in the chart is not
obvious, but some track fluctuations can still be seen.

In order to further verify the effect of our LR anti-spoof-
ing model, we also designed an experiment while the GPS
spoofer did not give up cheating in the whole process. The
result is shown in Figure 10.

From Figure 10, we can see that under the guidance of
our predicted value, although the UAV has a fixed deviation
from the established routes, resulting in the UAV having a
small stage yaw, the target UAV has still finally completed
the flight mission. When the UAV receives the predicted
value and thinks that it will arrive at the destination, the devi-
ation from the real destination is only 72.35m, which is
within the visual range of the real destination. The total
length of the mission route is 1243.31m. This experiment
also proves that the LR anti-spoofing model proposed is
effective.

It can also be seen from QGC (Figure 11) that there is no
uncontrollable yaw phenomenon in the whole course of
UAV.

5.4. Comparison of Different Methods’ Performance for UAV
Trajectory Prediction Performance. The trajectory prediction
module in our anti-spoofing model plays the role of naviga-
tion after the target UAV is affected by deception signal, so
we expect the prediction accuracy to be as high as possible.
On the same dataset, in addition to linear regression, we also
try to use neural network, LSTM, in the selection of trajectory
prediction module [32]. The result is inferior to the current
linear regression.

5.4.1. Description and Processing of Experimental Data. The
relevant parameters of the dataset are as follows in Table 3.

5.4.2. Evaluation Metrics. In order to determine the perfor-
mance of the LSTM-KF defense model, the root mean square
error is used to evaluate the fitting performance of the model.

Root mean square error (RMSE) is the relationship
between the data sequence and the real value, which is the
square root of the average of the sum of squares of the dis-
tances that each data deviates from its true value.

RMSE =
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

1
n
〠
n

i=2
Xobs,i − Xmodel,ið Þ2

s

: ð8Þ

5.4.3. Trajectory Prediction of UAV Based on LSTM. The
LSTM [33, 34] model has strong ability to predict time series
data, which is the main reason why we choose it for trajectory
prediction [35]. The LSTM model is trained. The historical
trajectory characteristic data of UAV is taken as input, and
the future UAV trajectory characteristic data is taken as the
corresponding label. By training LSTM recurrent neural net-
work, the mapping relationship between UAV historical
flight trajectory and UAV future flight trajectory is estab-
lished to realize the prediction of UAV future flight
trajectory.

Let xðtÞ be the triple data of UAV at each time, where t
represents the time of UAV flight, and the information repre-
sented by triple data is ½lont , latt , vt�, where lon, lat, and v are

longitude, dimension, and velocity of UAV at time t, respec-
tively. Then, the trajectory characteristic xðtÞ of UAV at time
t can be expressed as

x tð Þ = lont , latt , vtf g: ð9Þ

After training, the flight trajectory of UAV can be pre-
dicted by using the trained LSTMmodel. The UAV flight tra-
jectory data ½xt−n+1,⋯, xt� of n consecutive moments are
taken as the input data of LSTM model, and the prediction
n steps backward, that is, the UAV trajectory data ½xt+1,⋯,
xt+n� at the future n moments is taken as the output, where
n is the step size of input layer in the LSTMmodel. Therefore,
the expression of UAV flight trajectory prediction model is

xt+1,⋯, xt+nf g = f xt−n+1,⋯, xtf gð Þ: ð10Þ

For LSTM, the main parameters that affect its perfor-
mance are the input step size and the number of neuron
nodes. Through experiments, we choose the optimal param-
eters for LSTM.

From Table 4, we can see that when the number of neu-
rons is 8, the prediction accuracy is relatively low. With the
increase of the number of neurons, the prediction error
decreases significantly. When the number of neurons is 16,
the overall prediction error is the smallest, showing the best
prediction accuracy, so we set the number of neurons as 16.
From Table 5, we can clearly see from the results that with
the increase of input step size from 5 to 10, the prediction
error of the model gradually decreases. When the input step
size is 12, the prediction error of the model increases greatly,
which shows poor prediction performance. This may be
because the input step size is too large, which leads to the
overfitting phenomenon and the degradation of generaliza-
tion performance. Therefore, we set the input step size of
the LSTM prediction model to 10.

5.5. Comparison and Evaluation. It has been mentioned
many times in this paper that trajectory prediction module
is an important part of LR anti-spoofing model. Figure 12
mainly shows the performance of LR and LSTM in trajectory
prediction, respectively, blue represents the established way-
point, and green and red represent the predicted waypoint of
LR and LSTM separately. It is obvious in this figure that the
fitting ability of LR-based prediction model is better than that
of LSTM-based prediction model, taking the given route as
the criterion. This is because, for the trajectory prediction
problem of UAV two-point cruise mission, there is a linear
relationship between the longitude and latitude change and
the time change of UAV positioning. The target value

Table 3: Collected dataset parameters.

Parameters Value

Signal frequency 5Hz

Pseudocode type C/A

Total number of tracks 30000

Training set : test set 4 : 1
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expectation of the LR model is a linear combination of input
variables, and the model is simple and easy to model, so it is
very suitable to solve this problem. Thus, the LSTM neural
network is suitable for solving nonlinear problems; it has a
big disadvantage in solving linear problems which is its
own uncertainty, for the same input will produce different
output, so the single use of LSTM is not suitable for the prob-
lem we want to solve.

6. Conclusion

Spoofing is one of the most important threats to GPS
receivers. This paper discusses the detection model of UAV
anti-GPS spoofing and proposes the LR anti-spoofing model.
The flight trajectory prediction model of UAV is obtained by
fitting the flight log of UAV with LR model, and the predic-
tion accuracy is relatively high among all the methods. The
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Figure 12: Performance comparison of trajectory prediction based on LSTM and LR in secure mission environment.

Table 5: Comparison of RMSE corresponding to input timing steps.

Step_in Step_out Neurons e ∗ 10−3 e lat ∗ 10−5 e lon ∗ 10−5 vel ∗ 10−3

5 5 16 2.636 0.076 0.360 0.896

8 5 16 2.063 0.076 0.360 0.594

10 5 16 1.923 0.035 0.160 0.755

12 5 16 61.393 5.092 23.410 5.142

e is the RMSE of all predicted data and real data, e lat is the RMSE of latitude, e lon is the RMSE of longitude, and vel is the RMSE of speed.

Table 4: Comparison of RMSE corresponding to neuron node.

Step_in Step_out Neurons e ∗ 10−3 e lat ∗ 10−5 e lon ∗ 10−5 vel ∗ 10−3

10 5 8 68.114 5.600 25.750 5.943

10 5 16 1.923 0.035 0.160 0.755

10 5 32 5.135 0.449 2.060 0.321

10 5 48 4.555 0.368 1.696 0.426

10 5 64 9.472 0.847 3.890 0.499

e is the RMSE of all predicted data and real data, e lat is the RMSE of latitude, e lon is the RMSE of longitude, and vel is the RMSE of speed.

14 Wireless Communications and Mobile Computing



model not only realizes the safety detection of UAV flight sta-
tus in the process of mission but also uses the decision fusion
of sensor information to accurately detect the deception sig-
nal, so as to achieve the purpose of anti-spoofing interfer-
ence. At the same time, when the UAV is cheated, it can
also achieve deception mitigation, so as to ensure the smooth
completion of the flight mission. Compared with the tradi-
tional anti-spoofing detection method or that based on neu-
ral network, this method not only has the characteristics of
high accuracy and no need to increase the hardware cost of
auxiliary equipment but also has fast linear regression model-
ing speed and does not require high computing ability of
small computing board carried by UAV. In short, the LR
anti-spoofing model can effectively achieve the effect of
anti-GPS spoofing in the scene of UAV flying along the spec-
ified route.

Last but not least, although the LR anti-spoofing model
successfully resists GPS spoofing and ensures the maximum
completion of UAV tasks, strictly speaking, it is only a spoof-
ing mitigation method. In the future work, we will further
optimize our method from the perspective of UAV sensor
integrated navigation and UAV attitude control, hoping to
achieve the solution of GPS spoofing.
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