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Fake news can cause widespread and tremendous political and social influence in the real world. The intentional misleading
of fake news makes the automatic detection of fake news an important and challenging problem, which has not been well
understood at present. Meanwhile, fake news can contain true evidence imitating the true news and present different
degrees of falsity, which further aggravates the difficulty of detection. On the other hand, the fake news speaker himself
provides rich social behavior information, which provides unprecedented opportunities for advanced fake news detection.
In this study, we propose a new hybrid deep model based on behavior information (HMBI), which uses the social
behavior information of the speaker to detect fake news more accurately. Specifically, we model news content and social
behavior information simultaneously to detect the degrees of falsity of news. The experimental analysis on real-world data
shows that the detection accuracy of HMBI is increased by 10.41% on average, which is the highest of the existing model.
The detection accuracy of fake news exceeds 50% for the first time.

1. Introduction

Due to the timeliness and convenience of social media, peo-
ple are more likely to consume news from social media than
traditional news organizations. Because of these characteris-
tics, large volumes of fake news are produced on social
media to obtain political or economic benefits. It deliberately
persuades consumers to accept biased or false beliefs.
Because of the phenomenon’s ubiquity, “fake news” was
named word of the year in 2016 [1]. In order to mitigate
the negative effects of fake news, automatic detection of fake
news on social media becomes increasingly important.
Meanwhile, the development of mobile Internet of Things
also brings a lot of fake news, the detection of which is also
an aspect of mobile internet security [2–4].

However, fake news detection on social media is a diffi-
cult and challenging research problem. First, fake news on
social media is short and usually related to new times and
key events. Since our understanding of the nature of fake
news is not enough, the handmade feature of news content

is usually not sufficient [5]. We need more additional infor-
mation to improve detection, such as the speaker’s social
engagements [1]. Second, the popularity of social media
allows us to gather social background information from
the speaker’s perspective and their historical data, which
provide us with a wealth of background information beyond
the news content. For example, a speaker who creates a lot of
fake news is likely to create more fake news [6]. Note that
few papers existing in the literatures use social behavior
information to detect fake news. Capturing useful speaker
behavior patterns and extracting corresponding features
from them is an open area of research [1]. Third, fake news
often mixes true statements with false ones, especially polit-
ical statements [7]. For example, fake news may cite true evi-
dence in an incorrect context to support untrue claims [1].
Therefore, news has different degrees of falsity, such as false,
barely true, half-true, and mostly true. It is important to note
that most existing researches define fake news detection on
social media as a simple binary classification problem. Con-
sidering the degrees of falsity increases the difficulty of fake
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news detection [8]. In particular, political fact-checking is a
new challenge as it involves a graded notion of truthful-
ness [9].

This paper studies the problem of multiple classification
fake news detection based on behavior information. In par-
ticular, our research mainly answers this question: how to
effectively use the social behavior information of the speaker
to improve the detection accuracy. Through the solution of
this problem, we propose a new hybrid deep model based
on behavior information for fake news detection, called
HMBI.

The key contributions of our work are summarized as
follows:

(1) Model-oriented: we propose a new HBMI model,
which is the first time to apply Bidirectional Encoder
Representations from Transformers (BERT) [10],
Transformer [11], and Convolutional Neural Net-
works (CNN) [12] synthetically for fake news detec-
tion. Besides news contents, the proposed model can
capture multiple aspect representations of the
speaker’s social behavior information for detecting
the truthfulness ratings of news

(2) Feature-oriented: we find more effective feature
information to identify fake news from the speaker’s
social behavior information. Through the combina-
tion of BERT and CNN, we extract more useful sen-
tence embeddings of news content and word
embeddings of textual social behavior information.
Meanwhile, we utilize the speaker’s viewpoint or
stance for capturing the speaker’s social engage-
ments and other auxiliary information to learn more
useful social behavior features on the Transformer
model

(3) The experimental analysis on real-world data shows
that HMBI is more accurate than previous work on
fake news detection

The rest of this paper is structured as follows. Section 2
introduces the related work. Section 3 gives a formal defini-
tion of fake news detection. Section 4 describes the proposed
model in details. Section 5 introduces the dataset, presents
the experimental settings, and shows the experimental
results. Section 6 concludes with discussion.

2. Related Work

Fake news detection in social media is a new research field.
In Feature-oriented, the existing researches focus on how
to design appropriate models and extract effective features
from news content and social context. Usually, we focus on
news content are mostly based on language or vision [13,
14]. Social context provides lots of useful auxiliary informa-
tion for judging the authenticity of news and is the key to the
success of false news detection [1]. In Model-oriented,
knowledge-based advanced natural language processing
models and deep network models [15] have been applied
to the classification of news authenticity [16] in recent years.

Meanwhile, the nature of social media provides appended
information to improve and optimize the detection model,
which is based on news content. The analysis uses the user’s
point of view, the relationship between relevant social media,
and the relevant user social engagements [17–20]. In Data-
oriented, news can be easily collected from different social
media platforms. The existing publicly available datasets
mainly include BuzzFeedNews [21], LIAR [16], PHEME
[22], CREDBANK [23], and FakeNewsNet [24].

The existing work has the following limitations: First,
existing fake news detection methods rarely use social con-
text information. This is even more important for short
statements (less than 20 words on average), because it has
little effect on detecting fake news. Next, most of the existing
models are based on CNN and LSTM, lack the research and
application of the latest natural language processing models,
and fail to study fake news from the perspective of the
speaker’s social behavior. Finally, a binary classification fake
news detection model is not enough to fully reflect the
degree of falsity. Wang [16], MMDF [8], and CMS [25] are
closely related to our work and use the deep neural network
as an automatic feature extractor. Wang combined CNN
and LSTM to construct a fake news detection model. MMDF
constructed a unified and explicable multisource fake news
detection model. CMS used the transformer technology for
the first time in fake news detection. However, the accuracy
of the three models was only reached 27.4%, 34.77%, and
45.3%, respectively. This shows that detecting the degrees
of falsity of news is still an extremely challenging task.

To address the limitations of existing research, we pro-
pose a new hybrid deep model based on behavior informa-
tion for fake news detection. Specifically, we design
different modules according to different characteristics of
data types in our proposed model, which greatly improves
the accuracy of fake news detection. The average detection
accuracy is close to 50%, higher than the state-of-the-art
approaches.

3. Problem Definition

In this section, we detail the mathematical definition of fake
news detection in social media. First, we introduce the math-
ematical definitions of the main components of news. Sec-
ond, we give a formal definition of fake news detection by
referring to the mathematical definitions given by existing
researches. We follow the previous work [1, 8] and define
the basic notations as follows.

(i) Let w denote the news content. It only consists of
one major component: speaker’s statement. In gen-
eral, it is short text on social media

(ii) Let a denote the social behavior information of the
speaker. It contains two main components: speaker
and context. Speaker sa contains a list of key charac-
teristics that describe the news publisher, such as
name, party affiliation, job, credit history, and other
related attributes. Context ca consists of a series of
properties that contain the context information
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created with news content and includes subject,
state, and location

(iii) Let y = fy1, y2,⋯, yng be defined as a label set to
represent the degrees of falsity, where n denotes
the number of degrees of falsity that can be identi-
fied in our proposed model

Definition 1. Given the social behavior information of the
speaker a and corresponding news content w, the target of
fake news detection is to automatically predict y for unla-
beled news content w, i.e., F : a&w⟶ y such that,

F a,wð Þ = y, ð1Þ

where F is the target model to be obtained.
In this paper, fake news detection in social media is

defined as a multiple classification problem. The reasons
are as follows: fake news usually mixes true statements and
it is more practical to predict the degrees of falsity of news
than to generate a binary judgment [1].

4. The Proposed Model

In this section, we fully illustrate the proposed Hybrid Deep
Model based on Behavior Information (HMBI) for fake
news detection. The model mainly consists of two parts, a
module for extracting textual data features of news content
and textual social behavior information of the speaker and
another module for encoding digital social behavior infor-
mation of the speaker. The architecture of HMBI is shown
in Figure 1. Specifically, HMBI consists of the following
three parts:

(1) Textual Data Feature Extracting: BERT is used to
extract sentence embeddings of news content and
word embeddings of textual social behavior informa-
tion. The above sentence embeddings and word
embeddings are concatenated, and then, we use
CNN to learn a representation vector t

(2) Digital Data Encoding: we use a fully connected
layer and apply Transformer to encode digital
social behavior information. Finally, Max-Pooling
is applied to output a high-level representation
vector d

(3) Integration: we concatenate the output vectors of the
two modules to form the final vector v and then
carry out the final classification through a fully con-
nected layer

Next, we introduce the details of each module and then
introduce the training procedure of the proposed model.

4.1. Textual Data Feature Extracting. In the first module, we
take news content and textual social behavior information as
the input and then extract their precomputed feature vectors
through BERT. We get the feature vectors of dimension 768
and use them as the input of CNN, which contains three

two-dimensional convolutional layers and a maximum pool-
ing layer. The detailed process is

P = Γ f ⊙ Concat W, Tað Þð Þ, ð2Þ

t =Max − pooling Pð Þ, ð3Þ
where W is a matrix of sentence embeddings represent-

ing news content and Ta is a matrix of word embeddings
representing textual social behavior information. Γ is an
activation function, f is a filter, and P is the corresponding
feature map after convolution.

4.2. Digital Data Encoding. In the second module, we use lin-
ear projection to map digital social behavior information to
300 dimensions and then follow the overall architecture of
the Transformer, using a stack encoder that consists of two
identical layers. Each layer has a multihead self-attention
mechanism and a position-type fully connected feedforward
network. At each layer, there is a multihead self-attention
mechanism followed by a position-wise fully connected
feedforward network. The process of multihead self-
attention mechanism with digital social behavior informa-
tion is [11]

Attention Q, K , Vð Þ = softmax QKT

ffiffiffi
d

p
k

 !

V , ð4Þ

MultiHead Dað Þ = Concat Attention1,⋯, Attentionhð Þ:
ð5Þ

Da is a matrix representing digital social behavior infor-
mation and is given by linear projection. Q, K , and V are its
different subspace matrices. dk represents the Q vector
dimension, and h represents the number of heads in the
multihead self-attention mechanism. Afterwards, we take
the output vector of the last encoder and perform a max-
pooling operation on it. Finally, we get the final representa-
tion of digital social behavior information. The process of
max-pooling operation is

d =Max − pooling r1, r2,⋯, r j
� �

, ð6Þ

where ri is the i-th column of output matrix of the last
encoder.

4.3. Integration. Finally, we propose a module that concate-
nates t and d to get the final feature representation v. Then,
v is sent to a fully connected layer to better differentiate the
degrees of falsity of news.

Y = softmax WTv + b
� �

, ð7Þ

where Y ∈ℝn and n is the number of classes.

4.4. Training Process. In this subsection, we describe the
training process of HMBI (see Algorithm 1 for the details).
In each iteration of the algorithm, the sentence embeddings
W and word embeddings Ta are extracted by the pretrained
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model of BERT (lines 2 and 3). We concatenate them and
compute representation vector t through convolutional
layers and max-pooling layer (Equations (2) and (3)). After
that, Da is given by linear projection (line 6). We compute
representation vector d through encoders (Equations (4),
(5), and (6)). Representation vectors t and d are
concatenated to build the final feature representation v (line
13). We compute the final prediction Y through the fully

connected layer (Equation (7)). Finally, once the training
converges, the prediction function F is returned, which can
be used for prediction (line 17).

5. Experiments

In this section, we evaluate HMBI on a real-world fake news
dataset. We compare the detection accuracy produced by
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Figure 1: An illustration of HMBI.

Input: news content w and social behavior information a, and labels y ={y1, y2,⋯, yn}.
Output: target model F:
1 for number of epoch do
2 w⟶W through BERT pretrained model;
3 ta ⟶ Ta through BERT pretrained model;
4 compute P according to Equation (2): P = Γð f ⊙ ConcatðW, TaÞÞ;
5 compute t according to Equation (3): t =Max − poolingðPÞ;
6 da ⟶Da linear projection;
7 for each encoder do
8 compute Q, K , V according to Equations (4) and (5):
9 AttentionðQ, K ,VÞ = softmaxðQKT /

ffiffiffiffiffi
dk

p ÞV ;
10 MultiHeadðDaÞ = ConcatðAttention1,⋯, AttentionhÞ;
11 end
12 compute d according to Equation (6): d =Max − poolingðr1, r2,⋯, r jÞ;
13 integrate t and d into v: v = t ⊕ d;
14 compute Y according to Equation (7): Y = softmaxðWTv + bÞ;
15 end
16 if the training converges then
17 Calculate − Centersða&w : FÞ;
18 end
19 return F;

Algorithm 1: Training procedure of HBMI.
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HMBI with a set of representative baselines. First, we intro-
duce the real-world dataset LIAR. Second, we present the
experimental settings. Finally, we present experimental
results to demonstrate the effectiveness of HMBI.

5.1. Dataset. To make a fair comparison, we run a series of
comparative experiments on the real-world dataset LIAR,
which was published by Wang. It is one of the existing pub-
licly available benchmark datasets used in previous work. It
is from politifact.com. It consists of 12,836 manually marked
short political statements. These statements come from var-
ious contexts, which include TV interviews, campaign
speeches, and news releases. There are six types of news
labels: pants-fire, false, barely-true, half-true, mostly-true,
and true. The dataset contains three subsets: train, valid,
and test. They account for 80%, 10%, and 10% of the entire
dataset, respectively [8]. LIAR contains two parts of data.
The data are described in detail as follows.

(i) News content. It includes only one data field: state-
ment. The statement is mainly short sentences from
American politicians, covering a variety of different
topics, including military, medical, and biological.
We model the statement using the architecture
described in Section 4.1

(ii) Social behavior information of the speaker. It consists
of two components: speaker and context. Speaker
includes four data fields: name, party affiliation,
job, and credit history. Context includes three data
fields: subject, state, and location. It is the speaker’s
personal information and textual context informa-
tion about the statement. We combine all these data
fields (except credit history) and model it using the
architecture described in Section 4.1. The credit his-
tory is a five-dimensional digital vector. It represents
the number of statements the speaker has on the five
classes: pants-fire, false, barely-true, half-true, and
mostly-true. We use the architecture presented in
Section 4.2 to model it

5.2. Experimental Settings. We use BERT pretrained model
uncased_L-12_H-768_A-12 (https://github.com/google-
research/bert) to initialize sentence embeddings and word
embeddings and take the second last layers as the final out-
put. The batch size is 8. The dropout rate is 50%. The learn-
ing rate is 0.0001. The optimizer selects the Adam optimizer
[26]. The epoch parameter is set to 16. In Textual Data Fea-
ture Extracting, the kernel size is ð2, 3, 4Þ. In Digital Data
Encoding, the number of layers is 3 and the number of heads
is 2. We use the average accuracy of 10 trials as the measure-
ment accuracy.

5.3. Experimental Results. We experimentally compared
HMBI with five representative baselines:

Wang [16]. It is a fake news detection model based on
CNN and bi-directional LSTM. It combines metadata with
text and is a new hybrid convolutional neural network.
This hybrid approach can improve a text-only deep learn-
ing model.

MMFD [8]. It is a unified and explicable fake news detec-
tion model. It has the characteristics of automatic feature
extraction, multisource fusion, and automatic degrees of fal-
sity detection.

Long [27]. It is a fake news detection model based on
LSTM. It proves that the speaker profiles provide valuable
information to validate the credibility of news articles.

BERT [10]. It is a new language representation model.
The full name is Bidirectional Encoder Representations from
Transformers. The pretrained BERT model can create the
most advanced model for eleven tasks.

CMS [25]. It is a fake news detection model based on
multihead self-attention for extracting features from context
information. It can automatically capture dependencies
between context information and learn global representation
from context information.

The model deployment of the five representative base-
lines is detailed in the original. The experimental parameters
are all in accordance with the original.

The comparison results on LIAR are shown in Table 1.
Compared with five representative baselines, the accuracy
of HMBI is increased by 10.41% on average. Compared with
CMS, which performs best in five representative baselines,
the accuracy of HMBI is increased by 3.38%. Both HMBI
and the other five representative baselines use social behav-
ior information as a feature, but obviously, HMBI performs
better. The normalized confusion matrix is shown in
Figure 2. It shows the results of HMBI. The detection accu-
racies of “mostly-true,” “barely-true,” “false,” and “pants-
fire” are all more than 50%. The detection accuracy of
“pants-fire” is the highest, which is 66%. However, the detec-
tion accuracy of “true” was relatively low, only 22%. The rea-
sons are as follows: First, the number of “true” samples in
the dataset is relatively small, which is not conducive to fea-
ture learning. Second, the difference between “true “and
“mostly-true” is very small and more likely to be misjudged
by each other. The matrix also shows that 29% of “true” is
misjudged as “mostly-true.” When only using a single state-
ment for detection, the detection accuracy of all models is
less than 30%. This shows that mixed speaker behavior fea-
tures are more effective than single news content features.
In brief, HMBI outperforms five representative baselines,
and it is better at detecting fake news.

The reasons for the better performance of HMBI are as
follows: First, the BERT pretrained model can better extract
sentence embeddings of news content and word embeddings
of textual social behavior information. Second, using Trans-
former, we can make better use of digital social behavior
information. Third, beyond news content, social behavior
information of the speaker can also be used to improve the
accuracy of fake news detection [28].

From the above experiments, we can see that the detec-
tion accuracy of multiple classification fake news is still rel-
atively low, less than 50% on average. Incompleteness of
LIAR is one of the reasons. For example, the missing rate
of data field “job” and “state” are 27.89% and 21.62%,
respectively, and there are only five categories in the data
field “credit history,” which does not cover all the categories
of news. But, quite apart from that, there is still much room
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for improvement in the feature extraction and optimization
model.

5.4. Repeatability. The experimental equipment is configured
as 128GB memory and a GeForce RTX 2080 GPU. The
source code is available at https://github.com/xingjian215/
HBMI.

6. Conclusion

In this paper, we present a new hybrid deep model to auto-
matically learn more useful features from news content and
social behavior information. Inspired by the latest natural
language processing technology, we apply BERT, Trans-
former, and CNN synthetically to improve the detection
accuracy of fake news. Experimental results further demon-
strate that HMBI can more accurately detect the degrees of
falsity of news.

Data Availability

Our source code is available at https://github.com/
xingjian215/HBMI.
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