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The widespread use of Internet of Things (IoT) technology has promoted location-based service (LBS) applications. Users can enjoy
various conveniences brought by LBS by providing location information to LBS. However, it also brings potential privacy threats to
location information. Location data that contains private information is often transmitted among IoT networks in LBS, and such
privacy information should be protected. In order to solve the problem of location privacy leakage in LBS, a location privacy
protection scheme based on k-anonymity is proposed in this paper, in which the Geohash coding model and Voronoi graph are
used as grid division principles. We adopt the client-server-to-user (CS2U) model to protect the user’s location data on the
client side and the server side, respectively. On the client side, the Geohash algorithm is proposed, which converts the user’s
location coordinates into a Geohash code of the corresponding length. On the server side, the Geohash code generated by the
user is inserted into the prefix tree, the prefix tree is used to find the nearest neighbors according to the characteristics of the
coded similar prefixes, and the Voronoi diagram is used to divide the area units to complete the pruning. Then, using the
Geohash coding model and the Voronoi diagram grid division principle, the G-V anonymity algorithm is proposed to find k
neighbors in an anonymous area so that the user’s location data meets the k-anonymity requirement in the area unit, thereby
achieving anonymity protection of location privacy. Theoretical analysis and experimental results show that our method is

effective in terms of privacy and data quality while reducing the time of data anonymity.

1. Introduction

With the rapid development of the Internet of Things (IoT),
mobile computing, GPS, and wireless communication tech-
nology, location-based service (LBS) has been widely used
in many important fields [1-4]. As the core of the IoT,
sensors enable the Internet of Things to realize intelligent
perception, object recognition, information collection, and
other functions [5, 6]. IoT devices form the backbone of the
LBS or LBS applications. Users can enjoy the convenience
of location service applications, such as shopping, travel,
and accommodation. However, when enjoying the conve-
nience of LBS, users must provide their own location infor-
mation to LBS servers or IoT devices, which may lead to
the disclosure of users’ location privacy [7, 8]. Therefore,

privacy protection of users’ location has become the focus
of research in LBS.

At present, domestic and foreign researchers have
conducted a large number of studies on location privacy
protection and proposed a variety of solutions to the privacy
protection problems in LBS, such as location privacy protec-
tion technology based on interference, location privacy pro-
tection technology based on encryption, and k-anonymity.

The privacy protection technology based on interference
mainly uses false information and redundant information
to interfere with the attacker’s stealing of user information.
According to the different user information (identity infor-
mation and location information), privacy protection
technology based on interference can be divided into pseu-
donym technology and false location technology. The
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pseudonym technology hides the real identity of the user by
assigning an untraceable identifier to the user, and the user
uses the identifier to replace his own identity information
for inquiries. False location technology uses false location
or adds redundant location information to interfere with
the user’s location information when the user submits
query information.

The location privacy protection technology based on
encryption encrypts the user’s location and points of interest
and then searches or calculates in the ciphertext space, while
the attacker cannot obtain the user’s location and the specific
content of the query. Two typical location privacy protection
technologies based on encryption are location privacy pro-
tection technology based on private information retrieval
(PIR) and location privacy protection technology based on
homomorphic encryption.

k-anonymity is a technology proposed by Samarati and
Sweeney in 1998. This technology can ensure that each indi-
vidual record stored in the release dataset cannot be distin-
guished from other k -1 individuals for sensitive attributes
so that the probability of a specific individual being found
is 1/k; namely, the k-anonymity mechanism requires at least
k records of the same quasi-identifier, so observers cannot
connect records through the quasi-identifier. k-anonymity
is divided into centralized k-anonymity and k-anonymity
under the P2P structure.

Applications based on location-based services bring a lot
of convenience to people’s lives, but at the same time, it also
brings severe challenges to users’ privacy and security. When
users query information from LBS servers, they need to send
personal identity, location, interests, and other information
to LBS servers. If this information is leaked by untrusted or
malicious LBS servers, the attackers can not only link the
user’s identity with location and interests but also infer more
user private information. Therefore, location privacy protec-
tion in LBS is becoming more and more important and has
been attached great importance to relevant fields.

The filling curve of Geohash encoding is Peano. The
Peano curve was discovered by the Italian mathematician
Piano. This curve can fill the space, but it has the shortcom-
ing of sudden change. The commonly used method to solve
this problem is to calculate the surrounding 8 areas or fill
them with the Hilbert curve space. Because it is in the envi-
ronment of the road network, this article uses the Voronoi
diagram to divide the road network. The use of Voronoi
can solve the defect problem of Geohash Base32. Based on
Geohash coding and the Voronoi diagram, this paper pro-
poses a road network-oriented location privacy protection
method (G-V anonymity algorithm). It can ensure privacy
protection, improve the quality of service and the availability
of published data, and reduce the time of data anonymity.
The main contributions of this paper are as follows:

(1) In the client, this paper proposes the Geohash algo-
rithm, which converts the user’s position coordinates
into a Geohash code of the corresponding length. The
Geohash algorithm converts two-dimensional longi-
tude and latitude into strings, and each string repre-
sents a rectangular region. In other words, all the
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points (longitude and latitude coordinates) in this
rectangular area share the same Geohash string,
which can protect privacy and make caching easier

(2) On the server side, the user-generated Geohash code
is inserted into the prefix tree, the prefix tree is used
to find the nearest neighbors according to the charac-
teristics of the coded similar prefixes, and the Voro-
noi diagram is used to divide the area units to
complete the pruning. The advantages of the prefix
tree are as follows: use the common prefix of the
string to reduce the query time, minimize the unnec-
essary string comparison, and the query efficiency is
higher than the hash tree

(3) Based on the Geohash coding model and Voronoi
diagram grid generation principle, this paper pro-
poses the G-V anonymity algorithm, which can find
k neighbors in the anonymous area and make the
user’s location data meet the k-anonymity require-
ment in the area unit, so as to protect the location
privacy. When the number of users is scarce, a corre-
sponding number of dummy elements are produced
to meet the k-anonymity requirement and realize
location privacy protection

(4) A comprehensive theoretical and experimental anal-
ysis is carried out on the proposed method. The
experimental results show that the algorithm has
high service quality and data availability while com-
pleting privacy protection and at the same time has
a short data anonymity time

The rest of this paper is organized as follows. Section 2
introduces the related works. Section 3 introduces Defini-
tions, Geohash Code, Voronoi Diagram, LBS Framework
Based on IoT, System Architecture, A Practical Application
Scenario, and Attack Model. Section 4 introduces the
Geohash algorithm and G-V anonymity algorithm proposed
in this paper. Section 5 conducts experiments on the G-V
anonymity algorithm in terms of the anonymous success
rate, degree of privacy protection, algorithm running time,
and antiattack ability of the algorithm. Section 6 is the
conclusion of this paper.

2. Related Works

As LBS privacy has become the focus of research, more and
more scholars have paid close attention to LBS privacy pro-
tection methods. At present, the main methods of location
privacy protection include location privacy protection tech-
nology based on interference, location privacy protection
technology based on encryption, and k-anonymity.

The privacy protection technology based on interference
mainly uses false information and redundant information to
interfere with the attacker’s stealing of user information
[9-12]. In Reference [13], they proposed a dynamic
pseudonymous-based multiple mix-zones authentication
protocol that only requires mobile vehicles to communicate
with the reported server for registration and dynamic
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pseudonym change. Furthermore, a mechanism is proposed
to provide users with dynamic pseudonyms, named as base
pseudonyms and short-time pseudonyms, to achieve users’
privacy. In Reference [14], a new privacy-preserving solution
for pseudonym on-road on-demand refilling is proposed
where the vehicle anonymously authenticates itself to the
regional authority subsidiary of the central trusted authority
to request a new pseudonym pool. The logical demonstration
proved that this privacy-preserving authentication is assured.
In Reference [15], a novel dynamic mixed zone establishment
scheme is proposed to protect the location privacy of auton-
omous vehicles in the convoy driving context. Compared
with the scheme to protect location privacy in the traditional
vehicular network, the proposed scheme has less overhead
and a higher level of security.

Location privacy protection technology based on encryp-
tion can be divided into two categories: location privacy pro-
tection technology based on private information retrieval
(PIR) [16, 17] and location privacy protection technology
based on homomorphic encryption [18, 19]. In Reference
[20], they proposed a new method to adjust the vehicle speed
which reduces the vehicle delay that suffers from the network
gap problem. It has the advantages of short response time,
low cost, less packet loss information, and strong privacy
protection capabilities. In Reference [21], they proposed a
novel dynamic path privacy protection scheme for continu-
ous query service in road networks. This scheme also con-
ceals DPP (dynamic path privacy) users’ identities from
adversaries; this is provided in the initiator untraceability
property of the scheme. The security analysis shows that
the model can effectively protect the user’s identity anony-
mously, location information, and service content in LBS.
In Reference [22], a fully homomorphic encryption method
is used to ensure the safety of the anonymous server itself,
and they designed a LBS privacy protection model; the model
uses the onion algorithm and asymmetric encryption
methods to protect user information.

k-anonymity requires that the same quasi-identifier must
have at least k records; each individual record cannot be dis-
tinguished from other k-1 individuals for sensitive attri-
butes, so the attackers cannot link the records through the
quasi-identifier [23-26]. Zhou et al. [27] proposed a neigh-
bor query algorithm that does not rely on trusted third-
party anonymous servers to protect the user’s location
privacy information GHNNQ (Geohash Nearest Neighbor
Querying). Guochao et al. [28], according to the rapid
search superiority of Geohash coding, proposed a location-
based privacy protection method based on interval regions.
This approach first generalizes the user’s real location to
the interval region, then indexes the location with the same
code based on the Geohash coding principle as a candidate
location set, and then provides personalized k-anonymity
privacy protection service for the user, which satisfies the
user’s privacy requirements.

The filling of the Geohash code can be realized by the
Peano curve. Although this curve can fill the space, it has
the shortcoming of strong mutability. The common method
to solve this problem is to fill the space with the Hilbert curve
[29]. In the environment of the road network, using the

Voronoi graph [30-32] to partition the road network can
solve the defect problem of Geohash Base32, and the Voronoi
graph is directly used to prune around the Geohash code
region and delete users who are not in the Voronoi unit.
On the server side, the user-generated Geohash code is
inserted into the prefix tree. The advantages of the prefix tree
are as follows: use the common prefix of the string to reduce
the query time, minimize the unnecessary string comparison,
and the query efficiency is higher than the hash tree. In this
paper, we propose a location privacy protection method for
road networks based on k-anonymity, in which the Geohash
coding model and Voronoi graph are used as grid division
principles. Theoretical analysis and experimental results
show that it not only achieves privacy protection but also
improves the quality of service and data availability.
Comparing the work in this paper with References
[27-29], the results are shown in Table 1. Reference [27] pro-
poses the GHNNQ algorithm, which does not rely on third-
party servers; that is, the client sends the Geohash-encoded
user’s location data to the LBS server. By configuring the cor-
responding query processing algorithm on the server side,
the direct interaction between the user and the LBS location
server is realized. But it did not combine the actual situation
of the road network. Reference [28] uses the superiority of
Geohash coding to quickly retrieve information and pro-
poses a location privacy protection method based on interval
regions. The user’s real location is generalized to the interval
area, the same coded location is retrieved as a candidate loca-
tion set according to the Geohash coding principle, and then
according to the user’s privacy needs, the user is provided
with a personalized k-anonymity privacy protection service.
It does not consider the actual situation of the road network
and relies on a trusted third-party server. Once the trusted
third party is unreliable, it will cause the disclosure of users’
privacy. Reference [29] proposed a location privacy protec-
tion scheme based on the Hilbert curve. Firstly, a Hilbert
curve corresponding to the Hilbert coordinate is generated
according to the given coordinate transformation parame-
ters. Secondly, the user’s points are transmitted to the loca-
tion service provider (LSP) through the randomly generated
points of the fog server, instead of using k-anonymity and
other methods to meet the needs of the location service pro-
vider. Then, the weighted KNN algorithm of LSP is used to
get the user’s interest points. Finally, the POI of the user is
transmitted back to the client. This scheme does not use k
-anonymity technology and avoids background knowledge
attacks and homogeneous attacks. However, this scheme
does not combine the actual situation of the road network,
nor does it reduce the dimension of the location coordinates.
Comparison of related works is shown in Table 1.

3. Preliminaries

3.1. Definitions

Definition 1 (Query information). Generally, the user’s query
information has the form Q= (QID, CGh, k,t,1 ., R). QID
represents the user’s quasi-identifier, CGh represents the
Geohash code, k represents the degree of privacy protection
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TaBLE 1: Comparison of related works.

References Actual road situation considering Third-party needing Geohash encoding k-anonymity technology

Reference [27] X X N X

Reference [28] X N v N

Reference [29] X X X X

This article VA N i N

of the user, t represents the time of sending the request, [, ;.
represents the shortest prefix length of the same code that
the user can accept, and R represents the content of the
user’s query.

Definition 2 (Request information). Generally, request infor-
mation sent by the server has the form REQ = (AS, R). AS
represents the formed anonymous set, and R represents the
content of the user’s query.

Definition 3 (Trie tree). The trie tree is a prefix tree obtained
by transforming hash trees that are often used to count and
sort large numbers of strings [33]. The idea of a trie tree is
to exchange space for time and use the common prefix of
strings to reduce the cost of query time to achieve the
purpose of improving efficiency.

3.2. Geohash Code. The Geohash code is a geocoding that is
essentially used to encode the latitude and longitude into a
one-dimensional string. The idea of the Geohash code is to
treat the earth as a plane and then divide the longitude and
latitude into alternating dichotomies, using binary 0 or 1 to
represent the regions divided (the latitude range is -90~90,
and the longitude range is -180~180). Every 5 times of divi-
sion is regarded as a level, and the binary code of each level
is converted into a 32-base code (as shown in Table 2), which
finally becomes a unique identifier to represent each coordi-
nate on the earth, making it have the characteristics of global
uniqueness, multilevel recursion, and one-dimensionality.
Since the Geohash code is formed using a dichotomy, it
represents a rectangular area rather than a point. The accu-
racy of the Geohash string is determined by the length of
the string, with longer strings having higher accuracy and
shorter strings having lower accuracy. When the precision
is high enough, the more the prefixes overlap, the closer the
two places are, so the Geohash code is often used to query
the nearest neighbor.

3.3. Voronoi Diagram. The Voronoi diagram, also known as
the Tyson polygon, is a group of continuous polygons com-
posed of vertical bisectors connecting two adjacent points.
N points which are different in the plane are divided into
planes according to the nearest neighbor principle, and each
point is associated with its nearest neighbor region. In this
paper, the Voronoi diagram is applied to the road network,
and the road network is divided into Voronoi diagram units.
The steps to generate the road network Voronoi diagram are
as follows. Firstly, the road network is abstracted into a road
network model. The undirected graph G = (V, E) is used to
represent the road network model, where V represents the

intersection point of the road network and E represents the
road section between the intersection points. Secondly, based
on the road network model, the vertical bisector is drawn for
the E, and it is extended to intersect with other vertical lines;
then, the polygon formed by these vertical lines is the Voro-
noi unit. Finally, the above steps are repeated to obtain the
Voronoi diagram of the road network intersection. The
corresponding Voronoi diagram of the road network is
shown in Figure 1.

3.4. LBS Framework Based on IoT. According to the charac-
teristics of information perception and interaction of the
IoT and the requirements of location-aware service, the
LBS service framework based on the IoT consists of the
perception layer, the network layer, the platform layer, and
the application layer, as shown in Figure 2.

The perception layer is the foundation of LBS service,
which mainly realizes the acquisition of location informa-
tion, scene information perception, the perception of
location-related dynamic spatiotemporal information, etc.,
and uploads the collected perception information and loca-
tion data to the network layer.

The network layer mainly realizes the fast, safe, and
reliable transmission and exchange of data and transits
the perceived data and location information to the platform
layer for data sharing and processing. Then, the user’s loca-
tion information and location service request are transmit-
ted to the platform layer, and the intelligent information
processing results of the platform layer are returned to
the application layer.

The platform layer is based on the cloud computing
platform and big data platform to realize the storage and
management of massive data. It uses cloud computing, big
data, data mining, artificial intelligence, and other technolo-
gies to provide personalized location services for the users
of the application layer. It also realizes the tracking, control,
and monitoring of physical objects in the perception layer.

The application layer is mainly composed of various LBS
applications. Users send location information and location
service request commands containing service requirements
to the LBS server, and the LBS server provides users with
location-based navigation, location social interaction, object
monitoring, and other responsive interactive services accord-
ing to the intelligent information processing results of user
requests. The LBS system can also use sensors, positioning
devices, RFID tags, and other real-time access to the user’s
current location or activity trajectory and then provide
location-related services to the user or automatically achieve
the tracking and monitoring of the target object.
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TaABLE 2: The Base32.

Decimal 0 1 2 3 4 5 6
Base32 0 1 2 3 4 5 6
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FIGURE 1: The Voronoi diagram corresponding to the intersection of the road network.

Data transmitted and exchanged between layers of the
LBS service framework usually includes personal privacy
such as the user’s real identity, property account, interests
and hobbies, and activity track, as well as business privacy
such as the enterprise marketing plan and new product
development plan.

From the perspective of the overall architecture of the
Internet of Things, location awareness is an indispensable
part of the perception layer, which provides the basic location
information for the whole Internet of Things system. From
the perspective of the application, location-based services will
penetrate into many Internet of Things application scenarios
to provide differentiated services. Location service is the
infrastructure service of the Internet of Things. The intelli-
gent terminal positioning device collects location informa-
tion, and the location information is provided to the cloud
control center as important data. The cloud platform uses
the location information of multiple devices to draw a visual
interface, which is helpful for the comprehensive analysis and
intelligent decision-making of the Internet of Things system.

3.5. System Architecture. The location privacy protection sys-
tem adopted in this paper consists of three parts: the mobile
users, the third-party servers, and the location servers. The
system framework is shown in Figure 3.

The system structure of this article is shown in Figure 3,
which is mainly composed of a client module, a third-party
server, and a location service provider module. The client

module is composed of two parts: the positioning module
and the conversion mechanism. The positioning module
mainly obtains the user’s position information through GPS
and other positioning devices, and the conversion mecha-
nism converts the user’s position coordinates into Geohash
codes. The third-party server consists of a database, an anon-
ymous module, and a filtering module. The database is used
to store data such as geographic information, road network
information, and Geohash codes. The anonymous module
selects an anonymous area, generates an anonymous set,
and feeds back the anonymity to the database. The location
service provider can respond to the query request of the
anonymous module and feed back the query result to the
screening module, and the screening module will feed back
the screening result to the user after screening.

3.6. A Practical Application Scenario. A practical scenario
illustrated in Figure 4 is the social network application in
smartphones, which brings people a lot of convenience in life.
Our intention is to protect and process location information
of social applications in smartphones. The client refers to
APPs in mobile phones in the social network, and the server
refers to location service providers. The server provides the
APPs” API interface to obtain the relevant data, adopt the
minimum distance grouping algorithm to protect the data,
upload the processed data to the APPs’ database in the pri-
vacy protection processor, adopt the minimum selectivity
priority algorithm to achieve secondary protection of the
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FiGure 2: LBS framework based on IoT.

location data, and finally upload the processed data to the
database. Users can obtain location query results from the
APPs’ service providers.

3.7. Attack Model. Almost all LBS providers collect users’ per-
sonal data, such as identity, location, and interests. Many LBS
providers provide different security guarantees, such as Goo-
gle, Twitter, and YouTube. Once these LBS providers are
attacked, users’ privacy information will be leaked. The threat
model of this paper is shown in Figure 5. The users’ location
data is acquired through smart mobile devices equipped with
positioning technology, such as mobile phones, portable
computers, and cars, and the obtained location data is
uploaded to the database. Then, the location data is trans-
ferred to the LBS servers for further intelligent data process-
ing, which allows users to get convenient services from the
LBS providers. The attackers can obtain the user’s personal

data by attacking the user’s smart terminals, LBS servers, or
location service providers, which will result in the users’
privacy being breached.

4. Algorithm Implementation

In this paper, a location privacy protection algorithm is pro-
posed based on Geohash coding and the Voronoi diagram.
The privacy protection algorithm mainly consists of the
conversion mechanism and anonymity process. Firstly, the
Geohash code generation algorithm is proposed in the con-
version mechanism, in which two-dimensional coordinates
are transformed into one-dimensional Geohash codes in
the mobile client. Then, the G-V anonymity algorithm is
proposed in the anonymity process, in which the Voronoi
diagram unit is used to protect the location privacy anony-
mously on the third-party server.
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4.1. The Conversion Mechanism. The function of the conver-
sion mechanism is to convert the user’s location coordinates
into codes. Based on the nature of Geohash encoding, the
users can choose the degree of accuracy and anonymity. In

the Geohash code generation algorithm, the user’s latitude
and longitude coordinates are bisected and converted into
binary firstly, then recording the number of bisection as i.
Then, determine the latitude range of the x value of the user
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FiGUre 5: The attack model.

coordinate, and determine the longitude range of the y value
of the user coordinate. The left side of the median is marked
as 0, and the right side of the median is marked as 1. Finally,
Base32 is used for encoding to divide the binary one-
dimensional array into a group of five, mapping each group
according to Table 2 until the Geohash code output is com-
pleted. The Geohash code generation algorithm is as follows.

Take Beijing Tiananmen Square as an example (39.9096
N, 116.3972 E).

As shown in Table 3, the binary code obtained by latitude
division is 1011100011. Similarly, the binary code of longi-
tude 116.3972 E is 1101001011 by dividing the longitude
region of the earth. The string obtained by combining longi-
tude and latitude is 11100111010010001111. The even bits
put the longitude, and the odd bits put the latitude. Every five
digits were divided into a group. There are four groups:
11100 (28), 11101 (29), 00100 (4), and 01111 (15). The
Geohash code is wx4g, as shown in Table 2.

4.2. G-V Anonymity Algorithm. In this section, the G-V ano-
nymity algorithm is proposed based on the Geohash coding
model and Voronoi diagram meshing principle. The basic
idea of the algorithm is to find k nearest neighbors in the
anonymous region, combine the Geohash with the Voronoi
diagram, determine the nearest neighbor by using the charac-
teristics of the Geohash code, delete the mutative users by
using the Voronoi diagram, and finally realize the anonymity
protection of location privacy. The details are as follows.
Firstly, the user who makes the request at time t forms a set

Location
v data
Positioning Filter <
module Filter module Feedback
results results
Anonymouse Database
module
Conversion
Tnadsaniem Query Anonymous
results set
Location service
provider
Client Server
h A h
Attack
Hacker

to be anonymous in the database and uploads the relevant
data to the anonymous module. Secondly, generate a prefix
tree to initialize the root node, insert the Geohash code of
the unknown user into the prefix tree, and traverse the Geo-
hash string. If there is such a character in the prefix tree, add
one to the original number; otherwise, allocate a new node
and record the number of new characters until all characters
are inserted. Then, query the strings with the same prefix. If
there is no application for generating dummy elements, the
number of users will be counted, and the anonymous users
with the same prefix but not in the Voronoi diagram unit will
be deleted to form a new array U #. Finally, judge whether
the number of users in the new array meets thekvalue; if it
is satisfied, output it directly; otherwise, the corresponding
number of dummyD = k — mwill be generated. Dummy loca-
tion technology is also a fake location technology, and k
-anonymity can also be achieved by adding fake locations.
The dummy location technology requires that in the query
process, in addition to the real location, a number of addi-
tional fake location information must be added. The server
not only responds to requests for real locations but also
responds to requests for fake locations so that the attacker
cannot tell which is the real location of the user.
The G-V anonymity algorithm is as follows.

4.3. The Algorithm Analysis

4.3.1. Security Analysis. The client converts the user’s loca-
tion coordinates into one-dimensional Geohash codes.
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Input: Position coordinates (x, y), code length [

Output: Geohash code (CGh)

1. lat = {~90.0, 90.0}, lon = {~180.0, 180.0};
. numbits = (I % 5)/2; //The separate code length of longitude and latitude
. Base32 = {‘0,"1,’LZ,"3,"4,"5,’L6,"7,"8,"9,’.b,"c,"d,"e,"f,"g,’Lh,“j,"k,"m,"n,’.p,"q,“r,“s,’kt,q‘u,"v,"w,’kx,"y,“z’};
.int i=0, j=0; /i is the number of latitudinal dichotomies, and j is the number of longitude dichotomies

. while (Iatmid) //Convert longitude coordinates to binary

A

char latB][i] = 0;
9. if (x> = latmid)
10. latB[i] = 1;
11. else latB[i] = 0;
12. i++;
13.}
14. while (lonmid) //Convert latitude coordinates to binary
15. {
16. char lonB[j] = 0;
17. if (y> =lonmid)
18. lonBl[j] = 1;
19. else lonB[j] = 0;
20. jt++s
21.}

the odd bit is used to put the latitude

23.{

24. int k=0;

25. char BIk];

26. if (k%2 ==0)

27.

28. B[k] =lonBlj;
29. jt++

30. k++;

31. }

32. else

33.

34. B[k] =1atBi];
35. i++;

36. k++;

37. }

38. return B[k];

39.}

40. int m =05

41. for (k=0; k+ =4)

4. {

43. B[m] = B[k, k + 4]; //Divide B[k] into groups of five digits
44. B[m] — Base32; //Map binary to Base32
45. m++;

46. CGh = B[m];

47.}

48. return CGh; //Get Geohash code

2
3
4
5. latmid = lat/2, lonmid = lon/2; //Dichotomizing the latitude and the longitude
6
7
8

22. while (latB[i]! = Null || lonB[j]! = Null) //The longitude and latitude are combined, and the even bit is used to put the longitude, and

ALGORITHM 1: Geohash code generation algorithm.

Geohash uses a string to represent the two coordinates of
longitude and latitude. It represents a rectangular area. Every
point in the rectangular area may be the exact location of the
user, which makes the attacker unable to determine the exact
location of the user. The longer the Geohash-encoded string
is, the smaller the rectangular area is, the more accurate
the result is, but the weaker the privacy protection is.

Because the Geohash string encoding algorithm is imple-
mented in the client, the privacy protection strength can
be controlled by the user. This is the first layer of protec-
tion for location privacy.

In the third-party server, according to the user’s anonym-
ity requirement, we can find no less than k nearest neighbors
in the Voronoi unit to form an anonymous set. The
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TaBLE 3: The calculation of latitude.

Latitude region Left interval 0 Right interval 1 39.909
(-90.0, 90.0) (-90.0, 0.0) (0.0, 90.0) 1
(0.0, 90.0) (0.0, 45.0) (45.0, 90.0) 0
(0.0, 45.0) (0.0, 22.5) (22.5, 45.0) 1
(22.5, 45.0) (22.5, 33.75) (33.75, 45.0) 1
(33.75, 45.0) (33.75, 39.37) (39.38, 45.0) 1
(39.375, 45.0) (39.375, 42.18) (42.19, 45.0) 0
(39.375,42.19)  (39.375,40.78) (4078, 42.19) 0
(39.375, 40.78) (39.375, 40.07) (40.08, 40.78) 0
(39.375, 40.08) (39.375, 39.72) (39.73, 40.08) 1
(39.73, 40.08) (39.73, 39.90) (39.90, 40.08) 1

maximum probability that an attacker can lock a user is
p(ui) = 1/k. The higher the value of k, the lower the probabil-
ity of an attacker finding the user. Moreover, in the anony-
mous area formed by the Voronoi unit, the user’s specific
location is further blurred. k-anonymity technology can
guarantee the following three points. (1) The attacker cannot
know whether a specific individual is in the public data. (2)
Given a person, the attacker cannot confirm whether he has
a certain sensitive attribute. (3) The attacker cannot confirm
which person a piece of data corresponds to. This is the sec-
ond layer of protection for location privacy.

To sum up, even if the attacker intercepts the informa-
tion sent by the user, he cannot find the specific location
of the user.

4.3.2. Complexity Analysis. There is no need to use the
Euclidean distance calculation when finding the k nearest
neighbors; just find the user with the same prefix who sent
the request at time ¢. In this paper, a trie tree is used to search.
The time complexity of finding the nearest neighbor is
related to the length of the Geohash code, so its time com-
plexity is linear O(I), where [ is the length of the code. The
disadvantage of the trie tree is to trade space for time. Base32
used in this paper has 32 characters, so the space complexity
is O(32"). When there are few users and when there is a need
to generate dummy elements, the time complexity of success-
fully constructing an anonymous set depends on the number
of generated dummy D =k — N, which is linear order O(D).

4.3.3. Mathematical Analysis. The central idea of the algo-
rithm in this paper is as follows. Firstly, convert the user’s
location coordinates into a Geohash code of the correspond-
ing length on the client side. Secondly, insert the Geohash
code into the prefix tree on the server side, and the prefix
tree finds the nearest neighbors based on the characteristics
of the coded similar prefixes, and the Voronoi diagram
divides the area unit to complete the pruning. Finally,
according to the Geohash coding model and the Voronoi
diagram grid division principle, the G-V anonymity algo-
rithm is proposed. The basic idea of the algorithm is to find
k nearest neighbors in the anonymous area to meet the k
-anonymity requirement.

Wireless Communications and Mobile Computing

According to the G-V anonymity algorithm selection
scheme, the anonymous set obtained is ¢,c={l,1, -,
li_i> I}, that is, |c| =k. Then, the probability Q that the
attacker obtains the user’s real location from the anony-
mous set is calculated as follows:

1
Q:*:E- (1)

The k-anonymity technology can ensure that each
individual record stored in the release dataset cannot be
distinguished from other k-1 individuals for sensitive
attributes; that is, the k-anonymity mechanism requires
at least k records of the same quasi-identifier. The imple-
mentation of k-anonymity technology makes it impossible
for observers to identify users through quasi-identifiers
with a confidence higher than 1/k, so k-anonymity tech-
nology is effective in terms of privacy protection.

5. Experimental Analysis

In this section, we analyze the experimental results of the G-
V anonymous location privacy protection method and illus-
trate the actual performance of the method by analyzing the
results of four indicators: anonymous success rate, privacy
protection degree, algorithm running time, and algorithm
antiattack on simulated datasets.

The algorithm is compared with the G-Casper and
Casper algorithms. The G-Casper algorithm uses a bottom-
up mechanism to make a string fuzzy query on the Geohash
code of the target location to determine the k-1 nearest
neighbors of the anonymous region. When expanding the
scanning area, it scans the grid of the user and the surround-
ing grid across the domain and then performs hierarchical
recursion. At the same time, it uses two parameters L, .
and L_;, to control the anonymous region. Finally, the
redundant grid is removed by the pruning algorithm, and a
candidate grid area is randomly sent to replace the user’s
original location to achieve the effect of k-anonymity. The
idea of the Casper algorithm is to adopt the quadtree archi-
tecture, select the vertical grid and horizontal grid which
meet the conditions each time, and store the information of
each grid in the form of quadtree layer by layer until the grid
is reclassified into a region and satisfies k-anonymity and
minimum anonymity.

5.1. Environment Setting. The hardware environment is as
follows: Intel® Core i5, CPU 1.7 GHz, and memory 4.00 GB.
The software environment is as follows: Windows 10 64-bit
operating system, compiled language using the C++ lan-
guage. The experiment is implemented using Python. The
experiment is carried out on two datasets. One is the POI
dataset [34] from several provinces in China, which con-
tains about 4 million pieces and is stored in the MySQL
database. One is the Gowalla dataset [35]. The algorithm
proposed in this paper is compared with G-Casper [36]
and Casper [37] algorithms in terms of the anonymous
success rate, privacy protection degree, algorithm running
time, and algorithm antiattack.
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45. return AS; //Anonymous success

Input: The user set to be anonymous U = {u,, u,, 3, -+, u, }, the Voronoi diagram of the road network, k, [,
Output: The anonymous set AS

1. send(Q{u,, u,, u3, -++, u,, }); //Sending anonymous request from users

2. receive(Q{u,, uy, us, -+, u, } ); //The server received information from n users
3. send(Q{u;, uy, us, -+, u, } Voronoi); //Sending data to the anonymous module
4. receive(Q{u,, uy, us, -++, u,, } Voronoi); //The anonymous module accepts users’ data
5. int Max = 32; //Max represents the size of the character set

6. int count = 0; //count represents the number of times the character appears

7. struct trieNode next[Max| //The next array represents the type of each character
8. for (i=0;i < Max;i++) //Building the prefix tree

9.{

10. if (i=0)

11. next[i] = Null; //Initializing root node

12. else

13. next[i] = CGh; //Insert the Geohash code into the prefix tree

14.}

15. while (prefix tree! = Null) //Traverse the prefix tree

16. {

17. if (next[i] == CGh)

18.

19. count + +;

20. i+

21. }

22. if (next[i]! = CGh)

23.

24. next[i] = newnode[++numl]; //The node is none. Assigning a new node
25. count + +;

26. }

27.}

28. while (search! = Null) //Querying strings with the same prefix

29. {

30. if (search‘CGhy == Null)

31. return 0;

32. else

33. {search + +;

34, return m = search; //Number of users with the same prefix
35. }

36.}

37. U % ={uy, ty, tiy, -, Uy, }

38. if (m> =k)

39. AS —— U x;

40. else

41. {

42. D =k — m; //Generating dummy D

43. AS —— U % +D;

44. }

ArGoriTHM 2: The G-V anonymity algorithm.

5.2. Anonymous Success Rate. When the Geohash code length
I is unchanged, the algorithm proposed in this paper is com-
pared with the G-Casper and Casper algorithms in terms of
the anonymous success rate, and the result is shown in
Figure 6. The x-axis represents the size of the anonymous
area, and the y-axis represents the anonymous success rate.
The anonymous success rate of the G-V anonymity algo-
rithm has nothing to do with the value of k, while the anon-
ymous success rate of the G-Casper and Casper algorithms
decreases with the increase of the value of k. Therefore,
compared with the G-Casper and Casper algorithms, the

algorithm proposed in this paper has the best anonymous
success rate, followed by the G-Casper algorithm. As the
value of k increases, the anonymous area of the Casper algo-
rithm is too large to be accurate enough, and it requires a lot
of storage space to store the information of each grid.
Therefore, the Casper algorithm has the worst anonymous
success rate.

When the anonymous region k is unchanged, the algo-
rithm proposed in this paper is compared with the G-
Casper and Casper algorithms in terms of the anonymous
success rate. The result is shown in Figure 7. The x-axis
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FIGURE 6: The anonymous success rate of the algorithm when the [ is unchanged.

represents the length of the Geohash code, and the y-axis rep-
resents the anonymous success rate. The anonymous success
rate of the G-V anonymity algorithm has nothing to do with
the value of I, while the anonymous success rate of the G-
Casper and Casper algorithms decreases with the increase
of the value of I. Therefore, compared with the G-Casper
and Casper algorithms, the algorithm proposed in this paper
has the best anonymous success rate, followed by the G-
Casper algorithm, and the Casper algorithm has the worst
anonymous success rate.

5.3. Degree of Privacy Protection. The proposed algorithm is
compared with the G-Casper and Casper algorithms in terms
of privacy protection under the condition that the Geohash
encoding length / remains unchanged. The results are shown
in Figure 8. The x-axis represents the size of the anonymous
region, and the y-axis represents the degree of privacy protec-
tion. The larger the k value is, the lower the risk of leakage is,
and the better the privacy protection is. With the increase of
the k value, the degree of privacy protection increases. The
privacy protection of the G-V anonymity algorithm is
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FIGURE 8: The degree of privacy protection of the algorithm when the / is unchanged.

affected by two factors: k and I. When the value of k increases,
the number of users in the anonymous area increases, and the
probability of the attacker inferring the user’s location
decreases. Therefore, the privacy protection degree of the
algorithm proposed in this paper is the best, followed by
the G-Casper algorithm. With the increase of the k value,
the anonymous region of the Casper algorithm is too large
to be accurate, and the privacy protection degree is poor.

The proposed algorithm is compared with the G-Casper
and Casper algorithms in terms of privacy protection under
the condition that the anonymous regionk remains
unchanged. The results are shown in Figure 9. The x-axis
represents the length of Geohash encoding, and the y-axis
represents the degree of privacy protection. The higher the /
value is, the lower the risk of leakage is, and the better the pri-
vacy protection is. The G-V anonymity algorithm is affected
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FIGURE 9: The degree of privacy protection of the algorithm when the k is unchanged.

by the encoding length /. When the encoding length I
increases, the probability of the attacker guessing the user’s
location decreases. Therefore, the proposed algorithm has the
best degree of privacy protection, followed by the G-Casper
algorithm, which has a poor degree of privacy protection.

5.4. Algorithm Running Time. When the length of the Geo-
hash code I remains unchanged, the algorithm proposed in
this paper is compared with the G-Casper and Casper algo-
rithms in terms of algorithm running time. The results are
shown in Figure 10. The x-axis represents the size of the
anonymous area, and the y-axis represents the running time
of the algorithm. The larger the anonymous area, the more
time the algorithm will run. Regardless of the value of k, the
anonymity time of the algorithm proposed in this article will
not fluctuate much. Therefore, the running time of the algo-
rithm proposed in this paper is less, followed by the G-Casper
algorithm, and the Casper algorithm requires more time.

In the case of the anonymous region whenk is
unchanged, the algorithm in this paper is compared with
the G-Casper and Casper algorithms in terms of algorithm
running time. The results are shown in Figure 11. The x
-axis represents the encoding length, and the y-axis repre-
sents the running time of the algorithm. The larger the
encoding length [ is, the longer the algorithm runs. The algo-
rithm proposed in this paper uses the prefix tree structure, so
the query time is less, followed by the G-Casper algorithm,
and the Casper algorithm requires more time.

5.5. The Antiattack Ability. The privacy protection object in
data publishing is mainly the corresponding relationship
between the user’s sensitive data and individual identity.
Generally, the way of deleting identifiers to publish data can-

not really prevent privacy disclosure. Attackers can obtain
individual privacy data through link attacks.

The chain attack refers to the link operation between the
published data and the external data obtained from other
channels to infer the privacy data, thus causing privacy leak-
age, which is equivalent to an expansion of the dimension of
personal information. The simplest example is that two
tables in the database get more information through primary
key association.

In order to solve the problem of privacy leakage caused
by link attacks, the k-anonymity method is introduced. k
-anonymity publishes data with low precision through gener-
alization and concealment technology, which makes each
record at least have the same quasi-identifier attribute value
as other k — 1 records in the data table, so as to reduce the
privacy leakage caused by link attacks.

Under the condition that the length I of the Geohash code
is unchanged, the algorithm in this paper is compared with
the G-Casper and Casper algorithms in terms of antiattack.
The result is shown in Figure 12. The x-axis represents the
size of the anonymous area, and the y-axis represents the
attack resistance of the algorithm. The larger the anonymous
area, the stronger the algorithm’s resistance to chain attacks.
The algorithm proposed in this paper converts the location
coordinates into Geohash codes, and Geohash codes repre-
sent a region, not a location. Therefore, the location is
blurred, showing strong resistance to attacks. The second is
the G-Casper algorithm. The Casper algorithm is weaker
against attacks.

When the anonymous domain k is unchanged, the
algorithm in this paper is compared with the G-Casper and
Casper algorithms in terms of antiattack. The result is shown
in Figure 13. The x-axis represents the length of the Geohash
code, and the y-axis represents the attack resistance of the
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FIGURE 11: The running time of the algorithm when the k is unchanged.

algorithm. The larger the code length, the stronger the algo-
rithm’s resistance to chain attacks. The algorithm proposed
in this paper adopts a prefix tree structure, which has a strong
antiattack, followed by the G-Casper algorithm, and the Cas-
per algorithm is weaker.

5.6. Discussion Section. The design features of the algorithm
in this paper are as follows. On the client side, the Geohash

algorithm is proposed, which converts the user’s location
coordinates into a Geohash code of the corresponding length.
On the server side, the Geohash code generated by the user is
inserted into the prefix tree, the prefix tree is used to find the
nearest neighbors according to the characteristics of the
coded similar prefixes, and the Voronoi diagram is used to
divide the area units to complete the pruning. Then, using
the Geohash coding model and the Voronoi diagram grid
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FI1GURE 13: The antiattack of the algorithm when the k is unchanged.

division principle, the G-V anonymity algorithm is pro-
posed to find k neighbors in an anonymous area so that
the user’s location data meets the k-anonymity requirement
in the area unit, thereby achieving anonymity protection of
location privacy.

Traditional location privacy protection methods mostly
use GPS locations to calculate anonymous areas. Anonymous
servers use an anonymous area that satisfies k-anonymity

instead of the user’s real location for query processing. This
often requires the server and the user to perform a lot of
GPS calculations. This article uses the Geohash code instead
of GPS location and then inserts the Geohash code into the
prefix tree, which saves time. Since the G-V anonymity algo-
rithm assumes that the third parties and mobile users
involved in the calculation are credible, future research work
can be carried out on semitrusted or untrusted third parties
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or users in the system. The k-anonymity technology can
resist chain attacks but cannot resist background knowledge
attacks, homogenization attacks, and supplementary data
attacks. Future work will consider how to better resist the
above attacks and better protect users’ privacy.

6. Conclusions

The rapid development of IoT technology promotes the rise
of LBS, which brings a lot of convenience to people’s lives,
but it also brings severe challenges to the privacy security of
users. Location data usually relates to the user’s privacy infor-
mation. Once the location information is leaked, it will bring
serious threats to the user’s privacy. In this paper, based on
the Geohash coding model and Voronoi diagram meshing
principle, we propose a location privacy protection method
for road networks. We use the third-party server architec-
ture. In the third-party server, the prefix tree is used to com-
pare the Geohash code to find the nearest neighbors. Voronoi
is used to complete the pruning. Then, the number of
remaining users determines whether to generate dummy
elements. The dimensional coordinates are reduced to a
one-dimensional array, avoiding the calculation of floating-
point numbers. The experimental result shows that the
proposed anonymity algorithm has the advantages of short
anonymity time, high success rate, and good service quality
while ensuring privacy protection. Since the G-V anonymity
algorithm assumes that the third party and mobile user
participating in the operation are trusted, future research
work can be carried out on the existence of the semitrusted
or untrusted third party or user in the system.
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