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In recent years, terrorist attacks have been spreading worldwide and become a public hazard to human society. The suspicious
object detection system is an effective way to prevent terrorist attacks in public places. However, traditional systems face two
main challenges: First, they need to conduct security checks at the entrance one by one, which leads to crowding; second, they
rely heavily on screeners’ ability to understand security images, which can easily lead to misjudgment. To address these issues,
we propose an AI-based W-band suspicious object detection system for moving persons that can perform a two-stage
walkthrough screening for suspicious objects in an open area to maintain high throughput. The 1st screening uses millimeter
wave radar and cameras to automatically screen suspects who may have concealed suspicious objects in an open area. The 2nd
screening involves security personnel using a hybrid imager with active and passive imaging capabilities to identify the specific
suspicious objects carried by the suspect. Convolutional neural network (CNN) based artificial intelligence (AI) technology will
be used to improve the accuracy and speed of suspicious object detection. We performed an experiment to validate the
proposed system. The usability and safety of the system are demonstrated by recognition rate (aka accuracy rate) or both recall
and precision rate. In addition, in the process of improving the suspicious object recognition rate by AI techniques, we use
generative adversarial network to help build a suspicious object database and successfully validate the effectiveness of the
method and the factors affecting the suspicious object recognition rate to optimize the system.

1. Introduction

Terrorism is a great damage to the world peace, which can
affect the security of the whole country and cause great harm
to the social stability. Moreover, terrorist attacks can cause a
large number of casualties and property damage, threatening
people’s lives and property security. So far, terrorism is a
disaster that has affected many countries and taken the lives
of countless innocent people [1]. Open areas are character-
ized by a large number of people, complex composition,
and dense distribution; plus, the existence of uncertainty fac-
tors can easily become the main target of terrorist attacks

[2]. How to prevent terrorist attacks is a global scholarly
research focus [3]. Security screening system is an effective
way to prevent terrorist attacks in open area. At present,
security screening systems (such as metal detectors [4], X-
ray scanning detectors [5], and surveillance cameras [6])
have been used in airports, railway stations, bus stations,
and other crowded places, playing an important role in the
prevention and suppression of crime and protection of peo-
ple’s lives and property [7]. At the same time, the traditional
security screening equipment is also facing challenges [8].
On the one hand, the traditional security equipment “blind
spot”, gun parts, ceramic knives, bottles of alcohol, and other
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dangerous goods are easy to ignore, bringing security risks.
On the other hand, the security checker uses manual judg-
ment, which depends largely on the ability of the screeners
to understand the X-ray fluoroscopic images, requiring long
periods of concentration by the screeners, which can easily
lead to misjudgments and missed judgments, and the cost
of personnel in the process of use far exceeds the cost of
equipment. Moreover, the current method is to conduct
security checks at each gate entrance one by one (e.g., airport
security), which is feasible but inefficient, seriously affecting
the throughput of open areas and leading to massive conges-
tion. Therefore, how to automatically perform security
detection of moving people in open areas and maintain high
throughput has become an urgent problem to be solved. Mil-
limeter wave imaging [9–11] and artificial intelligence [12,
13] technologies, as promising emerging technologies, can
be well applied to security screening systems to improve
the probability of identifying dangerous objects.

In recent years, as the global counter-terrorism situation
has become increasingly severe, security screenings at air-
ports, high-speed railways, large event venues, and key gov-
ernment departments have received widespread attention
[14]. In the face of the new situation, security screening tech-
nology has received unprecedented development. In the
electromagnetic wave band, millimeter wave has a shorter
wavelength than the low frequency microwave wave, so for
a given antenna aperture, has a higher spatial resolution
and accuracy [15]. Compared with the high-frequency tera-
hertz wave and far-infrared light, the millimeter wave can
penetrate the surface of clothing and is quasi-all-weather
work capable. It is very suitable for coping with the current
explosive devices and prohibited items concealed, diversi-
fied, miniaturized features, and is an ideal frequency band
for human security screening [16]. In addition, compared
to X-rays, the millimeter wave has a non-ionizing property
and is therefore considered no hazard for human exposure.

With the development and application of artificial intel-
ligence technology [17], dangerous goods intelligent identifi-
cation technology has been gradually applied to the
traditional security industry. This technology can reduce
labor costs and improve the efficiency of security checks
[18]. It does not require large-scale replacement of security
equipment, and does not change the existing security model,
only the use of software or hardware upgrades; it can realize
the intelligent upgrade of the security machine. In the pro-
cess of using artificial intelligence technology to identify
suspicious objects, suspicious object database is very impor-
tant because it directly affects the recognition rate of suspi-
cious objects by artificial intelligence technology. The
ultimate goal is to obtain a higher rate of suspicious object
recognition. For this purpose, high-resolution data from
millimeter-wave band imagers and object recognition using
artificial intelligence are applied. We use active/passive
imagers [19] and simulation to collect and generate object
images for suspicious object database to acquire training
and evaluation data for object recognition. We also use the
generative adversarial network (GAN) [20, 21] to augment
object images into more inconsistent images for training
data, making the recognition performance better.

Seeking to mitigate these limitations and based on [22],
we configure a two-stage walkthrough screening of AI-
based W-band suspicious object detection system for mov-
ing persons and optimization its recognition rate. Different
from [22], this paper uses multiple active/passive images
(by hybrid imager) for the 2nd screening to identify the sus-
pect object, while [22] uses only one passive image in the
process. The specific contributions are as follows:

(1) This paper proposes a W-band suspicious object
detection system, which is capable of uninterrupted
security inspection for moving persons in open
areas. The system also applies artificial intelligence
techniques to improve the recognition rate of suspi-
cious objects by this solution

(2) This paper verifies the usability and security of the
proposed system through experiments. The factors
affecting the recognition rate of suspicious objects
are evaluated, and the ways to optimize the system
and improve the quality of service are analyzed

The rest of this paper is organized as follows. In Section
I, we present the need for AI-based W-band suspicious
object detection systems for moving person. Section II pre-
sents the recent advances regarding surveillance network
system, millimeter wave technology, and artificial intelli-
gence techniques for image detection. In Section III, we
detail the purpose of the proposed system, the system archi-
tecture, and the system configuration. In Section IV, the sys-
tem is experimentally verified and optimized. Finally, the
paper concludes in Section V.

2. Related Works

2.1. Surveillance Network Systems. In today’s society, there is
a large population and many security risks. As people’s secu-
rity requirements increase and economic conditions
improve, the number of surveillance cameras is growing fas-
ter and faster, and the coverage is becoming more and more
extensive [23]. Traditional video surveillance only provides
simple functions such as video capture, storage, and play-
back used to record what happened; it is difficult to play
the role of early warning and alarm. If we want to ensure
real-time monitoring of abnormal behavior effectively, we
need surveillance personnel to monitor the video at all times.
Monitoring efficiency depends on the experience and con-
scientiousness of the monitoring personnel. When surveil-
lance personnel are faced with multiple surveillance videos
for a long time, it is difficult to react to anomalies in a
timely manner. Therefore, this is an urgent need for intel-
ligent video surveillance, to assist the work of surveillance
personnel [24].

A huge monitoring network can instantly generate a
huge amount of video data. How to efficiently extract useful
information from this huge amount of data becomes a prob-
lem to the intelligent video surveillance technology. Specifi-
cally, intelligent video surveillance technology means
making the computer like a human brain and the cameras
like human eyes, analyzing the images to understand useful
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content of the scene and behaviors [25]. Our proposed sys-
tem uses radio waves to capture objects and transform them
into usable data for the recognition system. The recognition
system can detect suspicious objects and further alarm the
security personnel.

2.2. W-Band Unidentified Object Detection. Imaging systems
are a core component of millimeter wave security screening
equipment. This technology can be divided into passive mil-
limeter wave (PMMW) imaging and active millimeter wave
(AMMW) imaging according to the mode of operation
[26]. PMMW imaging [27] uses a millimeter wave radiome-
ter to capture the thermal radiation or sky background scat-
tering distribution characteristics of the target and generate
images. AMMW imaging [28] uses a transmitter to emit a
millimeter wave signal with a certain power to irradiate the
object under test and a receiver to capture the signal
reflected from the object under test, record its amplitude
and phase information, and reconstruct the spatial scatter-
ing intensity of the object under test. Compared with pas-
sive imaging system, active imaging is less affected by
environmental factors, obtains more information, can real-
ize real-time imaging, and has better image quality than
passive imaging system. Therefore, AMMW technology
has become one of the most promising technologies for
imaging human concealed objects to address the current
security situation [29].

2.3. Artificial Intelligence for Image Detection. Target recog-
nition, on the other hand, is a popular research direction
in computer vision and has been widely used in areas such
as face recognition, autonomous driving, target recognition,
and tracking.

Regions with CNN features (R-CNN) [30] was proposed
at UC Berkeley in 2014, which establishes a rich feature hier-
archy for accurate target detection and semantic segmenta-
tion, allowing both bottom-up use of large convolutional
neural networks (CNN) to localize and segment targets,
and also allows supervised pretraining for auxiliary tasks
before task-specific tuning when training data is insufficient,
resulting in significantly fewer parameters during operation
and achieving significant performance improvements that
are more efficient than traditional methods. Although this

method has achieved some success, there are many problems
with training R-CNNs, i.e., the method must generate a
scheme for the training data, then apply the CNN feature
extraction to each region, and finally train a support vector
machine (SVM) classifier. In 2015, Ross Girshick published
Fast R-CNN [31], which is similar to R-CNN in that it uses
selective search to generate objects. But unlike R-CNN,
which extracts all the features of each region independently
and then uses an SVM classifier, fast R-CNN uses a CNN
on the entire image and then pools the feature mapping
using a “Region of Interest” (RoI). R-CNN finally uses a pre-
feedback network for classification and regression. The third
iteration of the R-CNN family is as follows: the faster R-
CNN. The region proposal network (RPN) was added, mov-
ing away from selective search algorithms and allowing end-
to-end training.

In 2016, Redmon published a paper on Unified Real-
Time Object Detection (YOLO) [32, 33], which presented
a simple convolutional neural network approach with good
results and speed, and was the first implementation of real-
time object detection. The task of the RPN is to output
objects based on their attribute scores and then classify them
using RoI pooling and fully connected layers.

3. AI-Based W-Band Suspicious Object
Detection System for Moving Persons:
System Configuration

3.1. Objective. To improve security in public places (espe-
cially in densely populated areas), security checks of suspi-
cious objects should be carried out automatically and
efficiently. The traditional method is to conduct security
checks one by one at each entrance, which leads to over-
crowding and inefficiency. Therefore, there is an urgent need
for a new security check method capable of automatically
performing suspicious object detection on moving people.
The objective of this paper is to propose an AI-based W-
band suspicious object detection system that can perform
nonstop security check for moving persons in open areas.
To achieve this goal, a two-stage walkthrough screening sys-
tem for open areas is proposed. The 1st screening uses mil-
limeter wave radar to detect suspects who may have

Public area
“no-stop” suspicious object detection

mmW imager

Gate
one by one security
check

Metal detector
/mmW imager 

mmW radar

Current situation Target

Figure 1: The objective of designed system.
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concealed dangerous objects [34]. The radar receives signals
returned by the suspects and determines whether this person
is potentially in possession of suspicious objects. At the same
time, visible light cameras track suspects who are detected as
possibly having certain dangerous objects. A 2nd screening
uses a hybrid imager with active and passive imaging capa-
bilities to investigate the suspect in detail and identify what
suspicious objects he/she has. Also, the system applies artifi-
cial intelligence techniques to improve the recognition rate
of suspicious objects by this solution. For this purpose, we
built a database of suspicious objects for CNN training
through simulations and experiments and tried to generate

millimeter wave images for CNN training using GAN and
evaluate its feasibility. As shown in Figure 1, the goal of this
paper is to develop AI-based sensing/imaging techniques in
the W-band (75-110GHz) to identify suspicious objects on
moving people.

3.2. System Architecture. To perform suspicious object detec-
tion without stopping the flow of people, the system uses a
two-stage screening method (1st screening/2nd screening)
to identify suspicious objects hidden in the human body
(Figure 2). The use of two-stage screening avoids unneces-
sary screening of persons without suspicious objects.

2nd screening

Correspondence
result 

mmW radarCamera mmW hybrid imager

Result of 2nd

screeningSuspect’s
information 

Security
personnel

Suspect
information

Suspect detection
information 

Camera 
image

Suspect recognition system

Suspicious object detection system

Suspicious person detection Classification of suspicious objects

1st screening

Security personnel
guides a suspicious
person to 2nd screening

Imager
data

15 m

5 m
Security

personnelty personnelSecurit
a suspiciousguides

n to 2person nd ening screeen

Figure 2: System architecture.
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Smart phones

Guns Knives Bombs

Start

No detection No
detection

OK (Permit passing through) Check as a suspect with concealed weapons

Figure 3: Two-stage screening process.
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Detailed screening of suspects can be achieved at the same
time. During this two-stage screening process, the mmW
radar’s focusing length is 15 meters; when a person walks
into 1st screening area within 15m, 1st screening procedure
starts. If the detection result is positive on suspicious object,
visible camera image pairs with the person, and a 2nd
screening procedure will take place. A security personnel
guides the person into mmW hybrid imager’s range, 5

meters, and the system uses passive and active images to
quickly classify the suspicious object. This configuration
can increase the throughput of security screening, especially
in open areas.

3.2.1. 1st Screening. In the 1st screening, visible light cameras
can monitor each person in the surveillance area and record
their facial images and related information. Meanwhile, the

mmW hybrid
imager

Database for
recognition

Suspect’s
information
-Position
-Person ID

Active and
passive images

Result of
2nd screening

Information
aggregation
unit

Judgement
unit

Communication
control unit

Security personnelCamerammW radar

Camera
image

Suspect
detection
information

Suspect’s
information

Association
by position

and ID

Multi-frame object
recognition

1st screening suspect recognition system 2nd screening suspicious object detection system

Figure 4: Configuration of suspect recognition system and suspicious object detection system.

Figure 5: Example of a screenshot for the suspect recognition system.
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Figure 6: Active and passive images.
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W-band millimeter wave radar identifies reflected waves
from people within approximately 15 meters and detects
people with unusual reflective properties. In the process,
the suspect detection system automatically matches the mil-
limeter wave image of the same person detected with the vis-
ible image. Once the suspect detection system receives the
suspect’s information from the radar, the system searches
for the suspect’s image from the camera image and begins
tracking to identify the suspect and determine his/her cur-
rent location and trajectory and sends the suspect to nearby
security personnel for 2nd screening.

3.2.2. 2nd Screening. In the 2nd screening, a millimeter wave
hybrid imager consisting of active and passive imagers will
be used within 5 meters to identify detailed suspicious
objects (knives, guns, scissors, etc.) held by the suspect. In
this process, visible light cameras will also be used to help
security personnel identify suspicious persons, and the gen-
erated visible light images will be correlated with millimeter
wave images. From the acquired images, the suspicious
object detection system determines if the suspect has some
hidden objects and what dangerous objects he/she has. This
system can also correspond to the movement of the suspect
across one area of the “suspect object detection system” to
another. In addition, artificial intelligence technology is used
at this stage to increase the probability of identifying suspi-
cious objects.

The flow of the 1st screening and the 2nd screening is
shown in Figure 3. The 1st screening will primarily detect
people possibly carrying suspicious objects through millime-
ter wave radar, and the 2nd screening will capture suspicious
objects carried in clothing through data analysis from a
hybrid imager. The final classification will be divided into
two groups: those who do not carry suspicious items and
those who will undergo final inspection by security
personnel.

3.3. Suspect Recognition System (1st Screening). The suspect
recognition system is primarily used for the 1st screening,
detecting moving persons with suspicious objects, because
of the limitation of the radar focusing with a length of 15
meters. When a detected person enters the illuminated area
of the millimeter wave radar (typically 15m), the radar iden-
tifies the person and begins to detect if the person has a sus-
picious object. If the millimeter wave radar determines that
the person may be concealing a suspicious object, it
notifies the suspect recognition system. The system associ-

ates the suspect’s camera image with relevant information.
It then sends an alert combining this information to
nearby security personnel and the suspicious object detec-
tion system. The suspect recognition system consists of an
information aggregation unit, a judgment unit, and a com-
munication control unit, as shown in Figure 4. The infor-
mation aggregation unit receives information from the
millimeter-wave radar about the millimeter-wave radar
ID of the potential suspect detected, the time of detection,
his/her location, direction of movement, speed of move-
ment, and the relevant information is sent once every sec-
ond. Note that the suspect’s certainty is calculated based
on the received reflected wave characteristics of the

Table 1: Total system configuration summary.

Screening Objective Method

1st screening suspect recognition
system

Detect persons with metal objects or suspicious
movement for wider area

Detect metal object by using a mmW (78GHz)
radar

Detect suspicious movement by analyzing camera
images

2nd screening suspicious object
recognition system

Classify and detect concealed weapon while
walking in a pathway

Capture active and passive mmW (77GHz) images
by using a hybrid imager

Recognize concealed weapon using CNN

Receive passive and
active images 

Association by position
and ID 

Make a packet for one
person 

Select a frame
from packet 

CNN-based object
recognition for one frame

Terminate one
person ID? 

Start

Integrate multiple
recognition result 

Output 2nd screening
result

Empty

Exist data

No

Yes

Figure 7: Flow of multiframe object recognition.
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millimeter wave radar. This unit then matches the received
information with the suspect’s camera image and assigns a
uniform ID to each person. All information will be trans-
mitted to the judgment unit for suspicion determination
and contacted with the suspect object detection system
and security personnel through the communication con-
trol unit. The security personnel will pass the suspect
through the suspicious object detection system for a 2nd
screening and receive the results of the suspect’s
investigation.

Figure 5 shows an example of a screenshot for the sus-
pect recognition system. The table in the left half shows
the suspect’s personal information, the camera image, and
the certainty of carrying dangerous objects. The right half
plots a map of the surveillance area, including the suspect’s
current location and trajectory. Each suspect is distinguished
by ID and color on the map, making it easy for security per-
sonnel to monitor in real time.

3.4. Suspicious Object Detection System (2nd Screening). Sus-
picious object detection systems identify suspicious objects
held by people by capturing them walking in that environ-

ment and inputting the acquired passive and active images
into an AI-based neural network. Among different AI tech-
niques, convolutional neural networks (CNNs) are represen-
tative deep learning techniques for image recognition and
image classification. Two key features of CNNs distinguish
them from other neural networks, namely, reducing compu-
tational complexity and ensuring translational invariance.
The first part is used to extract features and includes a con-
volutional layer, a pooling layer, and a batch normalization
layer. The second part works in the same way as the neural
network and is used to perform classification, including the
flatten layer and the fully connected layer. In this paper,
we use CNN technology directly, so the performance of the
AI part is determined by the CNN. The technical details of
the CNN will not be described here.

As shown in Figure 4, the suspicious object detection system
uses imager data from the millimeter wave hybrid imager
(Figure 6) to identify the type of suspicious object within a 5-
meter range. Figure 6(a) and Table 1 show the combination of
a 77GHz mmW imager and millimeter wave illuminator; this
active imaging method can provide active and passive images.
Figure 6(b) shows example images from passive and active
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methods. Objects are illuminated brighter in active images.
Figure 7 shows the flow of multiframe object recognition.
Imager data for the same ID is associated and selected by posi-
tion in a packet. Themultiple frames in the packet are processed
to detect and recognized by using CNN classifier as shown in
Figure 8. The CNN outputs the type of suspicious object (knife,
gun, bomb, etc.) as the “C (category)” in Figure 8) and the prob-
ability of identification (the “O (objectiveness)” in Figure 8).
The recognition results frommultiple frames are selected based
onmajority voting among data with higher O (objectiveness) in
the last part of Figure 7. Finally, the identification results are
sent to the suspect recognition system.

3.5. System Implementation. The entire system is imple-
mented in two consecutive areas (areas A and B) for two-
stage screening (Figure 9). The suspect recognition system
is implemented in two PCs: a PC for handling output data
of the radar and camera images (OS: Ubuntu 18.04, CPU:
Intel Core i7-10750H 2.60GHz, memory: 32GB memory,
GPU: NVIDIA GeForce RTX2080) and a PC for display of
results (OS: Ubuntu 18.04, CPU: Intel Core i7-9550H
2.60GHz, memory: 32GB memory). The suspicious object
detection system is developed by Python 3.8 on Ubuntu
18.04 with a high-performance PC (CPU: Intel Xeon Gold
6246 3.3GHz [2 PCs], memory: 192GB, GPU: NVIDIA
Quadro RTX8000 48GB). The entire Area A and one part
of Area B use millimeter wave radar and visible light cam-
eras for the 1st screening (suspect recognition system) to
search for suspects who may be hiding suspicious objects,
as shown in Figures 3 and 4. The other part of Area B uses
millimeter wave hybrid imagers for the 2nd screening (sus-
pect object detection system) to determine if a suspect is car-
rying a dangerous object and what dangerous objects he/she
has, as shown in Figure 7. In this system integration test,
security personnel in Area B direct suspects identified by
the 1st screening to the scanning area of the hybrid imager
for a 2nd screening. If it is determined that the suspect is
not carrying a dangerous object, he/she will be released.

4. Performance Evaluation

4.1. Two-Stage Screening

4.1.1. Suspect Recognition System (1st Screening). The exper-
imental setup for the functional test of the suspect recogni-
tion system (1st screening) is shown hereafter. If the
millimeter-wave radar determines that the suspect may have
some suspicious objects, the millimeter-wave radar informs
the detection result to suspect person detection system.
The system associates the suspect’s camera image with the
suspect’s information. It then sends an alert combining the
information to a nearby security personnel for a 2nd detec-
tion for the suspect. As shown in Figure 10, for the 1st
screening, we set up a millimeter-wave radar and camera
15 meters away from the person and let the suspect carrying
a handgun approach slowly to test the operation of suspect
recognition system. The specific experimental scenario of
preliminary test for 1st screening is shown in Figure 11,
which was conducted in a radio anechoic chamber to check

the basic operation of the system in a controlled environ-
ment (i.e., no multipath environment). Due to the limited
area inside the radio anechoic chamber, only a 1st screening
area was set up. The specific experimental parameters are
illustrated in Table 2, where we use a 1D radar device in
the 78GHz band and Frequency-Modulated Continuous
Wave (FMCW) modulation. Figure 12 shows a screenshot
of the suspect recognition system. We have examined the
trajectories of the suspects detected by the millimeter wave
radar, the camera images of the suspects, and the alerts sent
to the security personnel through the system.

Radar
Camera

Suspect with
concealed handgun 

Approaching

~ 15 m

Figure 10: Experimental principle of preliminary test for the 1st
screening.

mmW Radar
(Height = 2 m)

Camera
(Height = 2 m)

Co
nc

ea
le

d 
ha

nd
gu

n

Figure 11: Experimental scenario of the preliminary test for the 1st
screening.

Table 2: Experimental parameters of the preliminary test for the
first screening.

Item Values

Environment Anechoic chamber

mmW radar

Frequency 78GHz band

Modulation FM-CW

Bandwidth ~4GHz

Ant. Height 2m

Illumination area ~15m
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4.1.2. Suspicious Object Detection System (2nd Screening).
The suspicious object detection system identifies suspicious
objects by capturing people walking in that environment
and feeding the acquired hybrid imager data into an artificial
intelligence-based neural network. We selected results for
four objects (including knives, guns, smartphones, and non-
possessed objects) and used recall and precision to estimate
the overall performance of the two-stage screening method.
The usability and safety of the system are demonstrated by
recognition rate or both recall and precision rate. In the
results, there can lead to 4 different poles: true positive, true
negative, false positive, and false negative. The “recall rate,”
“precision rate,” and “accuracy rate” are defined as follows.

Recall = TP
TP + FN

, ð1Þ

Precition = TP
TP + FP

, ð2Þ

Accuracy = TP + TN
TP + TN + FP + FN

, ð3Þ

where TP and TN stand for “true positive” and “true nega-
tive” and FP and FN stand for “false positive” and “false
negative.” For the 2nd screening, we used actual walking

samples to evaluate the performance. As shown in
Figure 13, we used a multiple frames of hybrid images for
people walking at distances ranging from 2.8 to 1.6 meters.
Table 3 [35] lists the recall values of 72.2%, 77.3%, 50.0%,
and 85.7% for knives, guns, smartphones, and nonconcealed
items, respectively. In addition, the precision values for kni-
ves, firearms, smartphones, and nonpossession were 76.5%,
81.0%, 66.7%, and 100.0%, respectively. The results show
that these values vary over a wide range of 50% to 100%,
but all values are above 50%. They perform reasonably well
as a first step.

4.1.3. Performance Evaluation. This suspicious object detec-
tion system uses two-stage walkthrough screening, with the
1st screening using millimeter-wave radar to determine
whether the suspect is carrying suspicious objects and the
2nd screening using millimeter-wave hybrid imager to dis-
tinguish between several types of suspicious objects (knife,
gun, smartphone, and nonpossession). In this evaluation,
the system performance was evaluated primarily by recall
and precision. The recall represents the percentage of correct
responses and precision is the percentage of correct predic-
tions. Here, we define the recall and precision for the 1st
screening as R1 and P1, respectively; the recall and precision
for the 2nd screening as R2 and P2, respectively; and the
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Suspiciousness

ID

Confidence (Imager)

1002
0
0
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:
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Figure 12: System screenshot of the 1st screening.
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overall recall and precision for both screenings as RT and
PT , and are calculated as follows:

RT = R1 ∗ R2, ð4Þ

PT = 1 − 1 − P1ð Þ ∗ 1 − P2ð Þ: ð5Þ
According to [36], a receiver operational characteristic

(ROC) curve about R1 and (1-P1) can be obtained
(Figure 14). R1 and P1 can be adjusted by changing the
power threshold or the reflected area of the radar device.
First, we set R1 to a higher value of 90%, and with
Figure 14, we can obtain P1 to a lower value of 40%. A
higher value of recall can reduce suspicious object misses,
while a lower value of precision can lead to suspicious object
false positives. Through the experiment, we get R2 and P2
for suspicious objects (knife, gun, smartphone, and nonpos-
session) in the 2nd screening, and according to Equations
(4) and (5), we can calculate RT and PT. The details are
shown in Tables 4 and 5, and the overall recall and precision
are 64.2% and 88.6%, respectively [37]. As can be seen, the
recall rate by the two-stage screening in this way changed
from 90% in the 1st screening to the final 64.2%, and the
precision rate increased from 40% in the 1st screening to
88.6%.

Next, we set R1 to 70%, and according to Figure 14, we
can get P1 as 75%. Through the experiment, we get the R2
and P2 of suspicious objects (knife, gun, smartphone, and
nonpossession) in the 2nd screening, and according to
Equations (4) and (5), we can calculate the RT and PT.

The details are shown in Tables 6 and 7, and the overall
recall and precision are 49.9% and 95.3%, respectively [37].
It is seen that the recall rate by this method of two-stage
screening changed from 70% in the 1st screening to the final
49.9%, and the precision rate increased from 75% in the 1st
screening to 95.3%. We can see that the two-stage screening
method has the characteristic of maintaining a higher preci-
sion rate and the precision rate is a very important indicator
for this system to increase the prediction efficiency.

The suspect recognition system for 1st screening outputs
data to the 2nd screening in real time at 1 data/second. The
suspicious object recognition for 2nd screening can receive
the data from the hybrid imager at a maximum of 10 fps,
and a maximum of 20 frames for the same person are stored
in a packet. The packet is recognized together after passing
through the hybrid imager. The average processing time of
suspicious object recognition for one frame is measured as
0.054565 seconds/frame; the recognition result is produced
in 1.1 seconds after the person passes.

1.6 m
2.8 m

mmW
imager

2.8 m Walking

Reflection by a
knife (high
brightness) 

Passive
image

Distance
from
imager 

Active
image

1.6 m

Several frames

Figure 13: Experimental principle of preliminary test for the 2nd screening.

Table 3: Recall and precision for the 2nd screening.

Objects Recall Precision

Knives 72.2% 76.5%

Guns 77.3% 81.0%

Smartphones 50.0% 66.7%

Nonprocessed objects 85.7% 100.0%
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Figure 14: ROC curve (relationship between R1 and (1-P1)).
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Based on the above method, we performed the same
experiment by setting the recall of the 1st screening to
40%, 50%, 60%, and 80% to obtain the overall recall and pre-
cision (Figure 15). This figure shows the relationship
between the recall of the 1st screening and the total system
performance (overall recall and precision). We can control
the overall performance of the entire system by adjusting
the parameter of recall for the first screening. The higher
recall represents higher security and fewer missed tests.
Higher precision indicates higher availability and fewer false
positives. By understanding these characteristics, the system
can be designed appropriately based on operational strate-
gies such as emphasizing security or availability.

4.2. Recognition Optimization by GAN. In this paper, we use
artificial intelligence techniques to help suspicious object
detection system to improve the recognition rate, the key
of which is the construction of a suspicious object database.
It can build the database by capturing images of dangerous
objects generated by active/passive imagers, but it is imprac-
tical to rely entirely on this approach because it requires a
huge number of images to help train the neural network.
Generating images by generative adversarial networks
(GAN) is a new idea to build a suspicious objects database.
GAN is a deep learning model that is one of the most prom-
ising methods for unsupervised learning of complex distri-
butions in recent years. Therefore, we try to generate some

Table 4: An example of recall for two-stage screening (R1 = 90%).

Objects
1st screening 2nd screening

Total recall RT
Detection result Recall R1 Classification result Recall R2

Knives

Metal detection 90%

Knives 72.2% 65.0%

Guns Guns 77.3% 69.6%

Smartphones Smartphones 50% 45.0%

Nonpossession No metal 90% Nonpossession 85.7% 77.1%

Average 90% 71.3% 64.2%

Table 5: An example of precision for two-stage screening (P1 = 40%).

Objects
1st screening 2nd screening

Total PT
Detection result P1 Classification result P2

Knives

Metal detection 40%

Knives 76.5% 85.9%

Guns Guns 81.0% 88.6%

Smartphones Smartphones 66.7% 80.0%

Nonpossession No metal 40% Nonpossession 100.0% 100.0%

Average 40% 81.1% 88.6%

Table 6: An example of recall for two-stage screening (R1 = 70%).

Objects
1st screening 2nd screening

Total recall RT
Detection result Recall R1 Classification result Recall R2

Knives

Metal detection 70%

Knives 72.2% 50.5%

Guns Guns 77.3% 54.1%

Smartphones Smartphones 50% 35.0%

Nonpossession No metal 70% Nonpossession 85.7% 60.0%

Average 70% 71.3% 49.9%

Table 7: An example of precision for two-stage screening (P1 = 75%).

Objects
1st screening 2nd screening

Total PT
Detection result P1 Classification result P2

Knives

Metal detection 75%

Knives 76.5% 94.1%

Guns Guns 81.0% 95.3%

Smartphones Smartphones 66.7% 91.7%

Nonpossession No metal 75% Nonpossession 100.0% 100.0%

Average 75% 81.1% 95.3%
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images by GAN to complement the suspicious object data-
base and evaluate its usability. The whole evaluation process
was carried out in a CNN environment with two major cat-
egories: (1) comparing the differences in the final recogni-
tion rates by training the CNN with GAN-generated
images and the original images and (2) identifying the fac-
tors that affect the recognition rates if the CNN is trained
with GAN-generated images. Throughout the experiment,
we used four suspicious items such as gun, knife, scissors,
and other items to train and evaluate the CNN, and the net-
work parameters of each layer of the CNN are shown in
Table 8.

4.2.1. Comparing the Differences in the Final Recognition
Rates by Training the CNN with GAN-Generated Images
and the Original Images. To evaluate the effect of GAN on
the recognition rate of the system, we conducted two sets
of experiments. In the first set of experiments, we trained
the CNN with the GAN generated images and the origi-
nal images, respectively, and compared the final recogni-
tion accuracy. For the GAN-generated images, we used
the real experimental images obtained by the active/pas-
sive imager which included 572 knives, 118 guns, 43 scis-
sors, and 139 other items (66%, 13%, 5%, and 16%,
respectively) for GAN training and generated 1000 kni-
ves, 1000 guns, 1000 scissors, and 1000 other items for
CNN training. Here, we choose epoch 1000 and batch_
size 32. For the original images, we use the same propor-
tion of images obtained by the active/passive imager
which includes 572 knives, 118 guns, 43 scissors and
139 other items (66%, 13%, 5%, and 16%, respectively)
for the CNN training directly. In the CNN evaluation,
we used the same proportions of 285 knives, 58 guns,
21 scissors, and 69 other items (66%, 13%, 5%, and
16%, respectively) as in the GAN training. It is worth
emphasizing that the real experimental images used for
CNN training and CNN evaluation are completely differ-

ent. The experimental results are shown in Figure 16.
When the GAN images are used for CNN training, the
recognition accuracy remains in a stable state in the
range of 0.8-0.9; when the original images are used for
CNN training, the recognition accuracy gradually
increases with the increase of epoch number and finally
remains in a stable state in the range of 0.9-1.0 When
the number of CNN epochs is small, the accuracy of
CNN training with GAN images is higher; as the number
of epochs increases, the accuracy of using original images
will exceed that of using GAN images.

In the second set of experiments, we also trained the
CNN with the GAN-generated images and the original
images and compared the final recognition accuracy. For
the first GAN-generated images, we used the real experi-
mental images obtained by the active/passive imager which
included 43 knives, 43 guns, 43 scissors, and 43 other items
(with proportions of 25%, 25%, 25%, and 25%, respectively)
for GAN training and generated 1000 knives, 1000 guns,
1000 scissors, and 1000 other items for CNN training. Here,
we choose epoch of 1000 and batch_size of 32. For the orig-
inal images, we use the same scale of real experimental
images obtained by the active/passive imager which includes
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Figure 15: Relationship between the recall of the 1st screening and the total system performance.

Table 8: Network parameters.

Layer (type) Output shape Param #

conv2d_18 (Conv2D) (None, 32, 32, 64) 640

max_pooling2d_17 (MaxPooling) (None, 16, 16, 64) 0

batch_normalization_14 (Batc) (None, 16, 16, 64) 256

flatten_17 (Flatten) (None, 16384) 0

dense_33 (Dense) (None, 256) 4194560

dense_34 (Dense) (None, 4) 1028

Total params: 4196484. Trainable params: 4196356. Nontrainable params:
128.
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43 knives, 43 guns, 43 scissors, and 43 other items (25%,
25%, 25%, 25%, and 25%, respectively) for CNN training
directly. In the CNN evaluation, we used the same propor-
tions of 285 knives, 58 guns, 21 scissors, and 69 other items
(66%, 13%, 5%, and 16%, respectively) as in the first set of
experiments. It is worth emphasizing that the real experi-
mental images used for CNN training and CNN evaluation
are completely different. The experimental results are shown
in Figure 17. When the GAN images are used for CNN
training, the recognition accuracy remains in a stable state
in the range of 0.6-0.7; when the original images are used
for CNN training, the recognition accuracy gradually
increases with the increase of epoch number and finally
remains in a stable state in the range of 0.8-0.9. When the

number of CNN epochs is small, the accuracy of CNN train-
ing with GAN images is higher; as the number of epochs
increases, the accuracy of using original images will exceed
that of using GAN images. Comparing Figures 16 and 17,
it can be concluded that the more original images used for
CNN training, the higher the accuracy of the original images
will be and surpass the accuracy of the GAN images faster.

4.2.2. Identifying the Factors That Affect the Recognition
Rates If the CNN Is Trained with GAN-Generated Images.
In our proposed system, it is important to improve the
object recognition accuracy by using proper materials for
training. Compared with other pattern recognition tasks like
character recognition, it is difficult to acquire large scale of
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Figure 17: Differences in the final recognition rates by training the CNN with GAN-generated images and the original images (572 knives,
118 guns, 43 scissors, and 139 other items).
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training and evaluation data in the field, operated and
selected by human. We choose GAN to generate training
data. To evaluate the factors affecting the recognition rate
in GAN-generated images for CNN training, we focused
on the effect of the number and proportion of original
images used for GAN training on the recognition accuracy.
First, we used the original images obtained from the active/
passive imager, which included 572 knives, 118 guns, 43
scissors, and 139 other items (66%, 13%, 5%, and 16%,
respectively) for GAN training and generated 1000 knives,
1000 guns, 1000 scissors, and 1000 other items for CNN
training, respectively. Here we choose epoch of 1000 and
batch_size of 32. In the CNN evaluation, we use the same
proportion of 285 knives, 58 guns, 21 scissors, and 69 other
items (66%, 13%, 5%, and 16%, respectively) as in the GAN
training. It is worth emphasizing that the real experimental
images used for CNN training and CNN evaluation are
completely different. Table 9 shows recall, precision, and
precision for the evaluation results. The average recall for
CNN evaluation at epoch 5 is 0.6828397, with 0.94386,
0.913793, 0.047619, and 0.826087 for knife, gun, scissors,
and other items, respectively, followed by an average recog-
nition accuracy of 0.8775982. Although the proportion of
guns and other items in GAN training is not high (13%
and 16%, respectively), they obtain better recall (0.913793
and 0.826087, respectively). It is worth noting that the
obtained scissor recall is too low (only 0.047619), and in

the next step, we need to verify if it is due to the low percent-
age of scissors in the GAN training (only 5%). Also, we want
to test whether the number of original images used for GAN
training affects the recognition rate.

For the above hypothesis, we generate 1000 knives, 1000
guns, 1000 scissors, and 1000 other items for CNN training
using original images obtained with active/passive imagers
including 43 knives, 43 guns, 43 scissors, and 43 other items
(25%, 25%, 25%, 25%, and 25%, respectively) for GAN train-
ing. Here, we choose epoch as the number of items. Here, we
choose epoch of 1000 and batch_size of 32. In the CNN eval-
uation, we use the same proportion of 285 knives, 58 guns,
21 scissors, and 69 other items (66%, 13%, 5%, and 16%,
respectively). It is worth emphasizing that the real experi-
mental images used for CNN training and CNN evaluation
are completely different. As shown in Table 10, the average
recall for CNN evaluation at epoch 5 is 0.6867717, with
0.677193, 0.724138, 0.47619, and 0.869565 for knife, gun,
scissors, and other items, respectively, followed by an aver-
age recognition accuracy of 0.704388. It can be seen that as
the number of original images used for GAN training
decreases (the total number decreases from 433 to 172),
the average recognition accuracy of CNN evaluation
decreases from 0.8775982 to 0.704388. The recall of scissors
in CNN evaluation increases from 0.047619 to 0.47619 as
the percentage of scissors in GAN training increases from
5% to 25%.

Table 9: Experiment results when epoch = 5 (572 knives, 118 guns, 43 scissors, and 139 other items (66%, 13%, 5%, and 16%, respectively)
for GAN training).

Evaluation results
Total Recall Average recall

Gun Knife Other Scissor

Input

Knife 3 269 12 1 285 0.94386

0.6828397
Gun 53 1 4 0 58 0.913793

Scissor 0 19 1 1 21 0.047619

Other 9 3 57 0 69 0.826087

Total 65 292 74 2 433

Precision 0.815385 0.921233 0.77027 0.5 Accuracy rate

Average precision 0.751722 0.8775982

Table 10: Experiment results when epoch = 5 (43 knives, 43 guns, 43 scissors, and 43 other items (25%, 25%, 25%, and 5%, respectively) for
GAN training).

Evaluation results
Total Recall Average recall

Gun Knife Other Scissor

Input

Knife 5 193 33 54 285 0.677193

0.6867717
Gun 42 1 14 1 58 0.724138

Scissor 1 5 5 10 21 0.47619

Other 5 4 60 0 69 0.869565

Total 53 203 112 65 433

Precision 0.792453 0.950739 0.535714 0.153846 Accuracy rate

Average precision 0.608188 0.704388
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5. Conclusion

Densely populated public places are high-risk areas for ter-
rorist attacks and are always exposed to various forms of ter-
rorist threats. To cope with this problem, this paper
proposes an AI-based W-band suspicious object detection
system, which is capable of uninterrupted security check
for moving persons in open areas. To achieve this goal, a
two-stage screening system is proposed. The 1st screening
uses millimeter wave radar to detect suspects who may have
concealed threatening objects such as firearms. The radar
receives signals returned by the suspects and detects whether
they have threatening objects. At the same time, visible light
cameras track suspects who are detected as possibly having
certain dangerous objects. A 2nd screening uses a hybrid
imager with active and passive imaging capabilities to inves-
tigate the suspect in detail and identify what dangerous
objects he/she has. Also, the system applies artificial intelli-
gence techniques to improve the recognition rate of suspi-
cious objects by this solution. Finally, this paper
experimentally verifies the usability and security of the sys-
tem, which has affected the efficiency of identifying suspi-
cious objects.
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