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A common technique widely used to achieve fault tolerance in systolic arrays consists in
incorporating in the array additional processing elements (PEs) and extra bypass links.
Given a sufficient number of PEs and a large enough set of bypass links, it might seem
that the array can easily tolerate a large number of faults provided they do not occur in
consecutive locations. It is not always the case as shown in this paper. In fact, certain
fault patterns exist and may occur which would prevent any kind of restructuring of the
aray, thus making the structure unusable. For a given set of bypass links from each PE
in the array, it is possible to identify such fault patterns which will prevent any
reconfiguration. In this paper, we identify the class of fault patterns that are
catastrophic for linear systolic arrays, examine their characteristics, and describe a
method for constructing such fault patterns.

Keywords: Systolic arrays, catastrophic fault patterns, fault tolerance

1. INTRODUCTION

Systolic arrays are effective means to achieve
significant speedups in execution time for compu-
tation-bound problems by exploiting parallel
processing and pipelining [5]. Proper fault toler-
ance mechanisms must be in place to cope with the
chip-related failures in such arrays. The basic
sources of chip-related failures for VLSI are either
process related or design related [8]. The process
related defects are those which happen during the
integrated circuit processing while the design
related defects are those which show up during
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the design phase of the chip. A popular approach
for achieving fault tolerance in VLSI-based
systolic arrays is by incorporating redundancy.
With modern technology it is now possible to
incorporate a large degree of redundant PEs and
additional circuitry into a single chip. Further-
more, the regular structure of systolic arrays
makes it even easier to add extra PEs and links.
The redundant PEs can be used to replace any
faulty PEs which occur in the active part of the
array. However, more number of PEs in a chip
would require an extra overhead of interconnec-
tions and switching circuitry which would mean.a
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high likelihood of failure. The redundant links can
be used to bypass one or more faulty PEs. "Long"
interconnection would mean that it would be
possible to bypass larger blocks of consecutive
faulty PEs. At first, it might seem to be theoreti-
cally possible to achieve a very high degree of fault
tolerance, simply by providing a sufficiently large
number of spare PEs with a large number of long
connections. Unfortunately, in practice, this is not
feasible because of different layout constraints and
signal propagation delay. In fact, signals from one
PE to another in a path will encounter additional
propagation delay as the connections between PEs
are made longer than before; this might, in turn,
create synchronization problems. Minimizing the
length of the longest connection is important
because signal propagation delay can be the limit-
ing factor in the performance of the system [3, 8].
The nearest neighbourhood porperty must be

maintained at all times in the event of PE or link
failures for the structure to be useful. This requires
reconfiguration which is essentially the process of
restructuring the array in which faulty elements
are mapped to the spares while preserving high
degree of regularity and locality of reference. The
effectiveness of a fault tolerance scheme can be
measured not just by the amount of redundancy
built into the array, but also the ability to
restructure the array in presence of faults and
carry on operation. A large number of redundant
PEs would mean nothing if they cannot be used
successfully to replace faulty ones. Reconfigura-
tion may require bypass links to span several rows
and/or columns and can fail due to the lack of
sufficient spares and suitable bypass links to
replace faulty ones and to go around the faulty
area. In past decade, many researchers have
proposed several fault tolerance techniques, inter-
connection strategies, and reconfiguration schemes
for VLSI-based systolic arrays and various other
parallel architectures [1-4, 6, 7, 11].
VLSI-based systolic arrays are normally de-

signed with a fixed number of spare PEs and
redundant links of fixed lengths. Restriction on
propagation delay limits the length of bypass links.

Given a sufficient number of PEs and a large
enough set of bypass links, it might seem that the
array can easily tolerate a large number of faults
provided they do not occur in consecutive
locations (a block fault). Even with sufficiently
long bypass links, faults at strategic locations can
have catastrophic effect on the entire structure
and cannot be overcome by any amount of clever
design. For a given set of bypass links from each
PE in the array, it is possible to identify such
fault patterns which will prevent any reconfigura-
tion. In this paper, we identify the class of fault
patterns that are catastrophic for one-dimen-
sional systolic arrays, examine their characteris-
tics and describe a method for constructing such
fault patterns.
The paper is organized as follows. Section 2

gives basic concepts, error model, and .relevant
assumptions that provide basis for further analy-
sis. In Section 3, we characterize catastrophic fault
patterns in terms of the properties of a class of
integer sets. Finaily, in Section 4, we describe a
method for generating all catastrophic fault
patterns using a graph theoretical approach.

2. PRELIMINARIES

In this paper, we will focus on one-dimensional (or
linear) arrays. The basic component of a systolic
array is the processing element (PE) as shown in
Figure 1. Each PE in this array consists of a
multiplier, an adder, some control registers, and
some logic and fault detection circuits. The
peripheral PEs are responsible for I/O functions.
The links can be either unidirectional (i.e., in
which case information flows only in one direc-
tion) or bidirectional (the links can be used in
either direction). There are two kind of links in
redundant arrays. They can be either regular or

FIGURE One dimensional array of processors.
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bypass. Regular links exist between neighbouring
PEs while the bypass links are assumed to exist
between non-neighbours. The bypass links are
used strictly for reconfiguration purposes when a
fault is detected. For all other purpose, the bypass
links are considered to be the redundant links.

Figure shows a simple case of one dimensional
structure. Bypass links are not shown for simpli-
city. A fault in a PE can be best described as "its
inability to perform correct operation on correct
inputs", possibly due to some elementary circuit or
gate-level faults. The failures could be either
permanent or transient. In this paper, we will
consider only with process related permanent
random and block failures at PE level. The PEs
not active in the absence of faults are called spares.
They have no specific designation that distin-
guishes them from the active PEs. The location of
spares is irrelevant for our discussion.

DEFINITION We say that a bypass link has
length g if it connects two PEs which are of length
g apart. In other words, they have g-1 PEs in
between. The regular links are of length 1.

For a linear array with no link redundancy, a
single PE fault in any location is sufficient to stop
the flow of information from one side to the other.
This fact holds irrespective of the PE redundancy.
We can make similar observations in situations
where there is some form of link redundancy. It is
again obvious that a linear array with bypass links
{gl, g2,...,gk} cannot tolerate gk PE faults if they
occur in a block (or cluster). In order to tolerate a
block fault of size g, we must have some bypass
links of length at least g+l. This can be
illustrated by the following simple example.

FIGURE 2 A block fault of size 4 for links 1, 2, 4}.

It is interesting to observe that the number of
faults sufficient to partition the array is a function
only of the length of the longest bypass connec-
tion, g, but not of any intermediate bypass
connections. In practice, the probability of block
faults of size g or higher is relatively small. A
natural question is whether the bypass links
{g.,...,g} will be sufficient to cope with gk faults
if they do not occur in a block. Unfortunately,
there exist certain fault distributions involving g
faults, not all in a block, for which the structure
will be unusable. The following example will
demonstrate that.

Example 2 Once again consider the same linear
array as in the previous example with the same
number of faults, but a different fault distribution
(see Fig. 3). In this case, it is not difficult to verify
that any link from a non-faulty PE outside the
faulty region either leads to a faulty PE directly or
to a non-faulty PE within the faulty region which
then eventually leads to a faulty PE.

Let G={gl,...,gk.} be the set of links (link
configuration) with gi < gi+ for the linear array.
We assume g 1 to be the regular link connecting
two adjacent neighbours. Let F= {fl,...,fro} be the
ordered set of faulty PE’s.

Example 1 Figure 2 shows a linear array in
which, each PE is connected to its immediate
neighbours and to the PEs at distance 2 and 4. The
faulty PEs are shadowed. Clearly, there is no single
link or a combination of links that would allow us
to bypass the faulty area. In other words, the
structure is logically separated for all practical
purposes.

\/

FIGURE 3 Fault pattern for gk=4 faults.
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DEFINITION 2 A fault pattern of size m is an
assignment ofm faults in the array. A faulty region
is the smallest block containing all faulty PEs. An
example of fault pattern of size 4 given in Figure 3.

DEFINITION 3 The width WF of a fault pattern
F if the number of PEs between and including the
first and the last fault in F. That is, Wv=fm--fl + 1.

DEFINITION 4 We say that a fault pattern is
catastrophic with respect to a given link config-
uration when the peripheral PEs are no longer
connected. It should be noted that not all fault
patterns are catastrophic.

The width of a catastrophic fault pattern
depends on two quantities: the link configuration
(the number of links including the bypass links) G
and the orientation (unidirectional or bidirectional
links) of G. Obviously the lower bound on the
width of a catastrophic fault pattern, consisting of
gk number of faults, is gk. This is the case when all
faults occur in a cluster. The upper bound on the
window size has been established in [9, 10] and is
given by:

(gk- 1)2 _+_ 1 for unidirectional links
We _< ([gk/2] 1)gk + [gk/2J +

for bidirectional links

In our paper we consider only fault patterns
which occur in a window of length 2g. We assume
that all the PEs of the left and all the PEs on the
right of the window are same (non-faulty). Under
this assumption we call such fault patterns
localized.

3. PROPERTIES OF LOCALIZED
FAULT PATTERNS

Assuming an infinite number of PEs, the natural
ordering induced by the regular links defines a one
to one correspondence between the PEs and the
rational integers. Note that in this case a fault
pattern is catastrophic iff it disconnects the array

into two infinite components. The minimum
number of faults required to construct a cata-
strophic fault pattern is a function of the length of
the longest bypass link, not the number of bypass
links as it might seem at the first glance.
Furthermore, we show that certain symmetric
property must hold within the window, for a fault
pattern to be catastrophic with respect to a given
set of links.

DEFINITION 5 Given G and F, define D to be the
ordered of unreachable integers as follows: D
iff F, or + g D V g G, or i- g D Vg G G.

DEFINITION 6 If D=Z then F is said to be
blocking for G, where Z is the set of all integers.

THEOREM F is a catastrophic fault pattern for
the linear array if and only ifF is blocking for G.

Proof D Z iff there is an l D iff l+ gr - D for
some giff + gt +g D for some giff.., iff
b + gr + gr + +g >fn for some g. But
l D iff l-gt D for some gt iff l- g1- gt_-D for
s ome gt: iff.., iffa gt gt: gt < fl
for some gt. The sequence of links gt,...,
gt,,g, g connect a to b: this is equivalent to
assert that the graph is not disconnected into two
infinite components. Vq

Since the bijection between Z and the PEs is
defined by giving the PE corresponding to 0 E Z,
we obtain the following:

PRO’ERTY 1 If F is blocking for G then for any
integer c, F+ c is blocking for G.

This tells us that if a fault pattern is blocking
(catastrophic) then the occurence of this pattern
anywhere within the array will still be blocking.
That is, the window can be translated along the
integer axis.
From this property it follows that without loss

of generality we can restrict ourselves to the case in
which the gk faults are integers in Z[2gk] where
Z[x]: { 1,...,x} for x E Z+

Let S=Z[2gk]-F be the set of non-faulty or
sane integers in the "window".
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THEOREM 2 Fis blockingfor G ifandonly ifi+g
E F, for all S N Zigk] and g G such that
i+g > gk.

Proof (only if part) By contradiction assume that
there exist E Z [gk] and g E G such that + g > gk

and both and /g are in S. It is easy to see that
the infinite sequence of integers...,i-j, gg,...,i,
i+g, i+g+gk,...,i+g+j.gg,.., is not in D for
j=0,1,2,.., contradicting the fact that F is block-
ing for G.

(if part) It will be shown by induction that, if the
conditions stated in the theorem hold, all integers
in S are in D. Let be the largest in S. By definition
of D, the conditions of the theorem imply that
D; this forms the basis for the inductive argument.
Let all the p largest integers in S be also in D; we
will now show that also the (p/ 1)th largest
integer in S is also in D. Let be such an integer
in S and let g E G be such that +g is not in F. If
+ g > g then by definition + g E D; if /g <_ g,
then i+g E D by inductive hypothesis. Thus, for
every g G, i+gED. The condition that all
integers in S to be in D clearly implies Z+ is in D
which in turn implies that all integers are in D.
Thus F is blocking for G. [[]

The theorem can be explained as follows.
Consider the non-faulty or sane elements in the
first half of the window; i.e., in Z[gk]. For the
fault-pattern F to be blocking for G, every non-
faulty element in the first half of the window must
lead us directly to a faulty element in the second
half and vice versa.

COROLLARY Let EZ[g]. Then S if.and
only if + gg F.

Proof Let g =gk in the theorem above.

This corollary is the symmetric property of the
window and tells us that when an element in the
first half of the window is non-faulty its corres-
ponding element in the second half of the window
will have a corresponding element which is faulty.

Example 3 Figures 4 and 5 shows two fault
patterns which are contained in an interval of size

 ooooooooooloooooooooo 
FIGURE 4 A symmetric fault pattern for G 1, 3, 7, 10}.

 ooooooooooloooooooooo 
FIGURE 5 A symmetric fault pattern not blocking for
G={1, 3, 7, 10}.

2gg for link configuration G {1, 3, 7, 10}. Both
fault patterns are symmetric, that is if an element
in the first half of the window (interval) is faulty
then the corresponding element in the same
location of the second half of the window is non-
faulty.

It should be noted that the symmetric property
is a necessary condition but it is not a sufficient
condition. That is, a symmetric fault pattern is not
necessarily catastrophic. For example, the fault
pattern given in Figure 5 is not blocking for G
although it is symmetric.
The theorem and the corollary imply that a

blocking set F is completely characterized by the
set W of non-faulty integers in the first half of the
window, i.e., by S f3 Z [gg].

DEFIrITION 7 Given a subset W of Z[g] let
F[W]:=(Z[gk] W) t.J (W+ gk). W is called a
solution for G if F[W] is blocking for G. F[W] is
essentially the set of faulty elements in the entire
window.

That is, to each solution corresponds a unique
fault pattern and vice versa. Thus, by knowing all
possible solutions, we can generate all possible
fault patterns. Additional property given in
Corollary 2 must hold in order for an integer set
to be a solution.

COROLLARY 2 W is a solution if and only iffor
all Wandfor all g G such that + g > gk, + g
mod g W.
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Proof The corollary is a direct consequence of
Theorem 2 and Corollary 1. [2]

This corollary illustrates the property that the
elements in a solution are closed under modulus;
this property will be used to verify if an integer set
is a solution. Later, it will be shown that the set of
solutions is closed under union.

Example 4 Consider the set of links G { 1, 5, 7,
9} and two sets of integers W1 (2, 4, 6, 8) and
W2=(1,2, 5, 7, 9). Use of Corollary 2 yields that
W1 is a solution for G, but W2 is not.

As a consequence of the corollary the presence
of integer in a solution W "forces" other integers
to be in W i.e., the integers + g mod gk whenever
i+g>gk.

DEFINITIOrq 8 Let W(i) be the set of all integers
forced by in W. It is not difficult to verify that
W(/) is a solution. Denote the base set solution by
{ W(i)[i= 1,2,...,gk}.

We now present an algorithm for the construc-
tion of W(i). The algorithm is very simple and
finds a solution forced by some integer element i.

Algorithm for the construction of W(i)
Input G and
Output: W(i)
Begin
W-
P--i
While nonempty P do

W---j+--- P
For all g G such that g + j>g > g do
P +--- g+j-gk

EndFor
EndWhile

End

Repeated executions of the algorithm with i=
1,2,...,g will construct the base set. The con-
struction can actually be simplified by using the
following relation:

IV(i) W(g) (R) (gk i)

Where A (R) a denoted the set {x a E A and x >

a} for an integer set A and a scaler a. Thus, it is
sufficient to construct W(g) using the algorithm,
and then derive all other elements of the base set
using a simple shift.

Example 5 Consider a linear array which has link
structure { 1, 3, 7, 10}. In this example gg is 10 and
the window is of size 20. By applying the above
algorithm, we can find W(10), the solution which is
forced by 10. W(10) in this case turns out to be the
set (10, 7, 4, 3, 1). The corresponding fault pattern
is (2, 5, 6, 8, 9, 11, 13, 14, 17, 20) for that window.
By using the property, W(i)= W(gk) (R) (gk ), we
can find other W(i), for =1,2, 9. The
complete base set solution is shown in Table I.

4. GENERATION OF CATASTROPHIC
FAULT PATTERNS

In the previous section, the correspondence
between fault patterns and solutions was estab-
lished. It was found that every fault pattern could
be completely characterized by the non-faulty
integers in the first half of the window, called the
solution. By simply enumerating the number of all
possible solutions for a window of size 2gk would
mean finding all the fault pattern for the window.
The derivation of the base set solutions was a
major step towards the process of fault pattern
enumeration. Although the base set does not
contain all the solutions, it can be used to generate
other solutions.
The following properties illustrate the opera-

tions that can be performed on the base set
solutions to derive other solutions.

PROPERTY 2 If W is a solution, then W (R) c is a
solution. This is the translation property. Starting
with a solution and performing simple shifts, we
can obtain several other solutions,

PROPERTY 3 If W and Wb are solutions then
Wa t_J Wb is a solution. That is, the set of solutions
is closed under union.
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TABLE I Complete base set solution for {1,3,7,10}

W(i) F I,V(i)

10 10,7,4,3,1 (2,5,6,8,9,11,13,14,17,20)
9 (9,6,3,2) (1,4,5,7,8,10,12,13,16,19)
8 (8,5,2,1) (3,4,6,7,9,10,11,12,15,18)
7 (7,4,1) (2,3,5,6,8,9,10,11,14,17)
6 (6,3) (1,2,4,5,7,8,9,10,13,16)
5 (5,2) (1,3,4,6,78,9,10,12,15)
4 (4,1) (2,3,5,6,7,8,9,10,11,14)
3 (3) (1,2,4,5,6,7,8,9,10,13)
2 (2) (1,3,4,5,6,7,8,9,10,12)

(1) (2,3,4,5,6,7,8,9,10,11)

Example6 Wa=(1,3,4,7,10} and Wb
(1,2,5,8) are two solutions for G={1,3,7,10}.
Notice that Wa U Wb (1, 2, 3, 4, 5, 7, 8, 10) is also
a solution for G.

PrtOI’ERTV 4 Every solution can be expressed as
the union of elements of the base set.

Property 4 indicates that every solution can be
expressed as the union of elements of the base set.
The union of two or more elements in the base set
does not necessarily produce an unique solution: it
may be a solution that is already in the base set.
Our objective is to count the number of distinct
solutions. To avoid duplication and miscalculation
in enumeration, we use a graph theoretical
approach. The algorithm is outlined in the
following steps"

1. Compute the base sets { W(/): 1,2,..., gk}.
Recall that W(i), the solution forced by i, also
contains i.

2. Form a directed acyclic graph (N, E) where
the nodes N are labelled 1, gk and an edge
el e2 belongs to E if for some iE {1,...,g}:
W(/)=(..., el, ez,...).

3. Take the transitive closure of (N, E), remove
sense of orientation, and denote it by *(N, E).

4. Take the complement of *(N, E). The number
of edges in *(N, E) gives all the missing and
distinct solutions.

The total number of solutions, and hence the
number of fault patterns, is the sum of the edges in

*, E(*), together with the base set solutions.
Finding the exact value of E(9*) is somewhat

Einvolved. () depends entirely on the structure
of the base set solution which is again determined
by the set of links G. We, therefore, give an
approximate range for it. By looking at step 2 of
the algorithm, we may find two extreme cases for
the structure of. That is, 7 can be a graph with g
nodes and gg-1 edges in which case E(*)=0.
Alternatively, can be a forest with g nodes and
no edges in which case E(*)= [g- gk]/2. There-
fore, the total number of solutions (hence, fault
patterns) for a linear array with G {gl,...,gk} lies
somewhere between gk and [g / gk]/2.

5. CONCLUSION

In this paper, the importance of fault distribution
and the link redundancy in fault tolerance of linear
systolic arrays was studied. It was shown that
certain fault patterns involving isolated and block
faults could exist within the array that would deter
further restructuring of the array, irrespective of
the amount of PE redundancy built into it. In
order for any fault pattern to pose a threat to
reconfigurability, it was necessary for the fault
pattern to have a minimum number of faults and
be located with a frame or window of some
maximum length. Both the minimum number of
faults and the maximum window size have been
shown to be functions of the length of the
longest bypass link. Above all, the two halves of
the window must be symmetric. Given a link
configuration, it is always possible to form a fault
pattern which will be catastrophic. The fault
pattern is certainly not unique. We showed a
method for enumerating all possible fault patterns
for a given link configuration. The method of
constructing fault patterns for linear array can be
readily applied for similar purpose in structures of
higher dimensions and many other regular archi-
tectures [9].
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