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In recent years, the construction scale of urban rail transit project is still in a high growth stage. In addition, the geology and
surrounding environment of crossing lines are complex, and all kinds of safety accidents are still in a high incidence stage.
Based on the investigation and summary of safety risk events and their causes in urban rail transit engineering construction
at home and abroad, this paper fully combines the current national security management policies, introduces the “dual
control” concept of safety risk classiﬁcation and hidden danger investigation, and develops the intelligent monitoring
system platform for urban rail transit engineering construction based on advanced technologies such as intelligent Internet
of Things, 3D visualization, and artiﬁcial intelligence. It realizes the intelligent collection and analysis of engineering ﬁeld
monitoring data, the dynamic early warning management of engineering risk sources, the process embedding “dual control”
mechanism of safety risk and hidden danger investigation, the real-time supervision of large equipment operations such as
shield and hoisting, and the real-time control of high-risk operation sections such as contact channels. At the same time, the
traceability and assessment management of the safety supervision process are strengthened. The parties involved in the
project can realize the synchronous sharing of information through the platform and improve the eﬃciency of on-site safety
and quality control.

1. Introduction
Urban rail transit is the main traﬃc in China. The development of urban rail transit is of great signiﬁcance to
relieve the pressure of urban public transport, promote
urban construction and promote the economic development of related industries, improve the travel and living
quality of citizens, and improve the urban environment.
Because it is mostly constructed in the middle of prosperous area of city, aﬀected by many factors, such as the
ground environment, geological conditions, construction
conditions, and construction technology, large-scale

network construction means that it will be confronted
with huge safety risks, vulnerabilities, and management
issues. In view of this, the national construction department has issued a number of opinions and regulations,
which further clariﬁed the requirements of the dual
prevention mechanism of safety risk control and risk
investigation and management in engineering construction [1–5]. In addition, it was pointed out in the outline of
the 13th Five-Year National Informatization Plan (in
China) that it is necessary to improve the informatization
level of construction industry, enhance the integrated
application of BIM, big data, intelligence, real-time
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communication, cloud computing, Internet of Things, and
other information technologies, and build an integrated
supervision platform. Based on the above requirements, in
view of the safety supervision of rail transit engineering,
the research and development of information intelligent
supervision platform is imminent.
At present, in view of the construction and management of urban rail transit projects, it can greatly
improve the eﬃciency of management by establish the
risk management and governance system which is information-based, visual, and intelligent [6–8]. Many
scholars and institutions at home and abroad have also
carried out research and application in related ﬁelds. In
terms of security risk management, based on cost of
safety (COS) theory and analytic hierarchy process
(AHP), Aminbakhsh et al. [9] proposed a priority assessment method for security risk in construction engineering. Yoo et al. [10] forecast and evaluated the
impact of the expansion project of Seoul Metro Line 3 in
South Korea on the surrounding environment and
possible risks by GIS and artiﬁcial neural networks. Ding
and Zhou [11] established an urban subway safety risk
early warning platform which automatically realizes the
identiﬁcation, evaluation, and early warning of engineering safety risks by data fusion model and which has
been applied to Wuhan City subway construction project
management. Li et al. [12] put forward the subway
construction safety risk identiﬁcation system and early
warning system by BIM platforms. Aiming at the risk in
subway construction, Yang et al. [13] developed a subway
construction dynamic safety risk management and
control information system and a supporting mobile
phone inspection APP. Shen et al. [14] developed the
Chengdu shield construction safety risk management
information system which integrates the construction
parameters, monitoring data, and live video surveillance
of shield at all working points in the city and which has
automatic reminder functions and perfect early warnings
and disposal and alarm working mechanism for significant risky sources in shield construction. Wei et al. [15]
established a 2D/3D visualization web platform which
makes use of sensors to collect data from diﬀerent angles
and visualizes geological parameters and TBM parameters to predict potential risks in TBM construction. In
terms of risk investigation and management, Ding [16]
proposed a risk management system based on the classiﬁcation, investigation, evaluation, reporting, and
governance of risk. Moreover, on the basis of the model,
the Beijing rail engineering safety and quality risk
management information platform was jointly developed. Zhou et al. [17] developed a risk detection information system based on wearable devices with risk
identiﬁcation function and Internet data transmission
technology, and the system was used in Wuhan subway
engineering. Based on the shortcomings of current risk
management system, Gu et al. [18] constructed a risk
management system according to the closed-loop
management theory which classiﬁes risk in accordance
with level, grade, and profession and proposed a six-link
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closed-loop management model. In addition, Tianjin,
Nanning, Shenyang, Hefei, and other places have also
carried out the research and application of the safety risk
management information system for the construction of
rail transit projects [19–25].
In the application, some shortcomings of the existing
platform have gradually emerged, mainly as follows: the
platform has single function, the specialization of data
analysis and risk prediction is not enough, and the safety
risk management system and hidden danger investigation
system are independent of each other. In addition,
existing platforms often focus on single construction task,
single component, or single security risk status, and thus
it cannot aggregate and integrate multisource information in real time, it has not yet realized the integrated
control of construction, operation, and maintenance, and
it lacks management and control of major safety risk
nodes such as lifting and hoisting and reﬁnement of big
data analysis modules and key indicators; therefore, it is
impossible to realize overall and dynamic security risk
management and risk investigation. Currently, the dual
prevention content of security risks and hidden danger
inspection required by national policies, laws, and regulations has not yet been embedded. Combining the
above deﬁciencies, on the basis of fully understanding the
relevant policies of national security management and
emergency management, the basic theory of risk control,
and the rules of hidden danger investigation and management, the authors focus on the overall relevance and
unity of security risk management and hidden danger
investigation and management. Combined with the requirements of the State Council to implement the dual
prevention mechanism in the ﬁeld of high-risk industries,
this paper studies the integration of safety risk intelligent
assessment, hidden danger investigation and management, intelligent data monitoring, shield and large lifting
equipment management, patrol and video monitoring,
and key risk nodes and contact channel safety management and control.

2. Overall Design of the Platform’s
Operating Mechanism
2.1. Business Requirement Analysis. Based on the above
analysis and the understanding of risk management theory,
risk management mainly realizes the risk prediction before
engineering construction, puts forward the process precontrol measures, and implements the precontrol measures
in the construction process, namely, risk control. Hidden
danger investigation mainly conducts regular investigation
on the risk precontrol measures proposed before in the
process of engineering construction to ensure that the
measures are in place. The developer conducted in-depth
research of the intelligent monitoring system platform of
risk management and hidden danger control based on the
underlying monitoring technology of IOT in order to improve the overall safety and quality of urban rail transport
network construction.
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2.2. Overall Design of Operating Mechanism. Based on the
foresaid research, taking engineering risk control as the
principal line, the overall operating mechanism of this
platform has established the corresponding dual control for
hidden danger detection and management. On the basis of
the static risk rating evaluation in the preparatory stage of
the construction, the major risk sources and their control
were viewed as the key of hidden danger investigation. On
top of that, all major risk sources were ensured to be under
eﬀective control with multidimensional monitoring information including supplementary data, construction parameters, and site inspection. In addition, the risk source
level was dynamically adjusted for larger hidden danger and
early warning alarm in the process of hidden danger detection and risk source monitoring. The speciﬁc dual control
design of risk and hidden danger management is shown in
Figure 1.

2.3. Integrated Design of Warning and Alarm Mechanism.
Combined with the characteristics of rail transit construction and safety risk control, this platform developed
and designed a four-color early warning and alarm
mechanism for engineering risk monitoring based on
multidimensional data sources. The blue warning corresponding project is in the state of concern, the yellow
warning corresponding project is in the state of control, the
orange warning corresponding project is in the state of
alarm and has not been eﬀectively controlled, and the red
warning corresponding project is in the state of emergency.
Among them, the judgment basis for the above warning is
as follows:
(1) Red warning: monitoring data seriously exceed the
standard or monitoring data have great mutations.
Combined with the on-site and surrounding environmental inspection, it is comprehensively judged
as an unacceptable risk, and the agency is in the
critical state of emergency.
(2) Orange warning: the monitoring data reach the level
of engineering alarm. Combined with the site and
surrounding environmental inspection, it is comprehensively judged that the project is not willing to
accept risks, and the project is in an unsafe state. The
site must immediately take control measures.
(3) Yellow warning: the monitoring data reach the level
of engineering alarm. Combined with the site and
surrounding environmental inspection, it is comprehensively judged as an acceptable risk, and the
site must take preventive measures.
(4) Blue warning: the monitoring data reach the level of
monitoring warning and monitoring alarm. It is
necessary to remind all parties to pay attention to the
continuous change of the monitoring data. When
necessary, preventive measures should be taken on
the scene.
The explanation of the early warning “double control”
index is as follows: when the cumulative change or two-day
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change rate exceeds 85% of the alarm value or when the onsite inspection is abnormal, the system starts early warning.
Monitoring alarm: when one of the “double control” indicators (cumulative change and change rate) exceeds the
alarm value or when the on-site inspection ﬁnds abnormalities. Engineering alarm: the monitoring data exceed the
cumulative alarm value and are still not convergent (the
change rate exceeds the alarm value for three consecutive
days) or the cumulative value has exceeded the control value
given by the design or when the abnormal situation is found
in the ﬁeld inspection.
This mechanism can realize the integrated early warning
and alarm of monitoring data, patrol inspection, hidden
danger investigation, video monitoring, large equipment
monitoring, and quality defect monitoring. At the same
time, the corresponding dynamic level adjustment of risk
sources can be matched to truly realize the eﬀective dynamic
control of the whole process of key risk sources. Based on
GIS map, the real-time adjustment and display function of
dynamic level of risk sources in the whole network can be
realized. The detailed design of early warning and alarm
mechanism is shown in Figures 2 and 3.

3. Overall Design of the System’s Framework
The framework design of the platform’s system adopted the
latest computer software development technology and
mainstream framework design while ensuring the system
scalability and easy maintenance and other requirements.
Programming languages Java and .Net should be given
preference. The framework was designed and developed with
MVC model to realize the display separation of logic, data,
and interface. The platform’s software modules should adopt
hierarchical framework and object-oriented concept to reduce the coupling between modules as much as possible,
while the detailed design must consider the scalability. The
overall design of the platform’s technical framework is
shown in Figure 4.

4. Overall Design of the System’s Function
In view of the platform’s overall requirements described in
Section 2.1, the main considerations in terms of functional
design of the platform’s framework cover intelligent multidimensional supervisory measurement, large equipment
safety monitoring (shield informational monitoring, crane
hoisting monitoring, video monitoring, and so on), overall
security risk control module, GIS map overview and information integration display module and other modules
with their respective function of geographic information
display, engineering information display, red and yellow
cards, every project has a ﬁle, message transfer, and so on.
The overall functional design of the systems’ framework is
shown in Figure 5.

5. System Development and Application
Based on the overall design of the platform’s operation
mechanism, framework, and function, the platform’s
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Design of dual control mechanism for safety risk and risk
investigation of urban rail transit engineering
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Figure 1: The design diagram of the dual management and control operation mechanism for the overall risk of the system platform.
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Figure 2: Design diagram of the overall early warning and alarm mechanism based on GIS four-color display.
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Figure 3: Overall safety evaluation model of engineering early warning based on index analysis.

intelligent system of risk and hidden danger monitoring for
urban rail transport project has been developed and formed
on account of the full investigation and absorption of the
advantage of the existing systems of major cities, and it was
fully applied in the third-round project of Hangzhou subway
construction, which achieved sound eﬀect and economic
beneﬁts.
5.1. Portal Web and GIS. By integrating the basic data of each
functional module, this module has realized info category
display, model navigation, important message notiﬁcation,
task centralization, and other functions, so users need not
switch back and forth between diﬀerent functional modules.

Through GIS layer, it realized the multilayer display of
more than ﬁve major themes in the same interface, such as
construction state, risk tendency, hidden danger situation,
warning alarm monitoring, and shield excavation, which can
control the overall safety of urban rail transport
construction.
Compared with other platforms, this module adds BIM
3D display (Figure 6) and engineering risk GIS 4D graph.
5.2. Intelligent Monitoring Measurement. Intelligent monitoring measurement module can realize at each work site the
collection, integration, analysis, graphical display, trend forecast, and speciﬁed format report output of monitoring data.
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Figure 4: The architecture design drawing of the intelligent monitoring system for the investigation of safety risks and hidden dangers in
urban rail transit engineering construction.

The overall function design of the dual management and control system for safety risks and hidden dangers of urban rail transit projects
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Figure 5: The architecture design of the intelligent monitoring system for the investigation of safety risks and hidden dangers in urban rail
transit engineering construction.
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Figure 6: Engineering BIM 3D display model.
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Figure 7: Monitoring and measurement module business ﬂowchart.

The main idea is to integrate the IOT data in the safety
monitoring system and manual monitoring data to analyze the
relevant monitoring data at each work site in accordance with
business needs using cloud computing, big data analysis, and
other technologies, which can achieve data recording, graph
drawing, automatic contrastive analysis of monitoring data,
automatic warning for overrun, and the evaluation of the work
site safety through monitoring data. The ﬂowchart is shown in
Figure 7. In the layer of data display, monitoring point data
anomalies and their inﬂuence coverage are displayed in 3D
visualization with BIM technology.
5.3. Intelligent Monitoring of Shield Machine. Based on
multiple heterogeneous data analysis and access technology to parameters of large shield tunneling machine of
all brands, the module has acquired comprehensive access
to PLC control parameters of well-known shield machines
both at home and abroad, such as Herrenknecht, China
Construction Tunneling Equipment, China Railway Engineering Equipment, Okumura, and Daye. While ensuring network information security, it can realize

multilevel transmission stably and eﬃciently from LAN to
Internet and has functions such as shield parameter online
view, historical data review and statistical analysis, and so on.
When the parameter exceeds the limit, it triggers automatic
alarm and releases early warning notiﬁcation in the form of
SMS and APP. In addition, the shield module GIS can also
achieve the dynamic display of shield machine tunneling path
and real-time location through algorithms and correlate the
major risk sources around the interval and the automatic
release of risk forecast by the system during the traversal, which
drew the attention of all parties.
5.4. Crane and Large Equipment Hoisting Monitoring.
This module mainly includes general information, library
manager, hoisting log, safety control, and other submodules.
It can realize the eﬀective supervision of all kinds of crane
and large equipment hoisting in the whole process.
5.5. Monitoring of Freezing Construction of Contact
Channel. The key risk point monitoring module of
freezing engineering in contact channel can realize
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Security decision-making business process based on dual prevention mechanism of risk and hidden danger
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Figure 8: Security risk management and control process based on mechanism model.

automatic temperature data access, real-time temperature
monitoring, automatic temperature abnormality prealarm, historical data query and statistics, aided safety
assessment, freezing curtain calculation, and other
functions.

5.6. Risk Management Module. This module is the core
module of the system platform. Mainly based on the decision-making control of safety risk, it can identify and assess
risks in the early stages of engineering construction, form
control lists, and realize functions as dynamic risk control
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and early warning management combined with the construction of a risk source database, and the security risk
management and control process is shown in Figure 8.
5.6.1. Risk Source Management in Work Site. The platform
can form a project-wide dynamic risk source database
according to the static risk assessment results, containing
risk sources, factors, events, and measures. The work site risk
source can form its control list based on the static risk
assessment results and realize eﬀective supervision of the
work site risk sources through the system platform in the
construction process.
5.6.2. Safety Assessment and Early Warning. The safety
assessment submodule allows daily risk assessments to be
carried out to grasp the safety type of each work site. The
page comprehensively displays information such as project
overview, work condition diagram, and measuring point
layout while associating risk source information according
to construction progress.
Early warning submodule can show the warning information of each work site, including the warning level,
time and status, and so on. The corresponding alarm report
can be viewed in the attachment. In the search bar, you can
ﬁlter searches according to the warning time and status as
required.
5.7. Hidden Danger
5.7.1. Hidden Danger Investigation Module. Integrated information module for hidden danger, through ﬁltering time,
can count the number of hidden dangers at all levels and
form a pie chart and can compute the hidden danger rectiﬁcation and form a bar chart so as to get detailed hidden
danger statistics of each line according to the frequency of
investigation below the chart.
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5.7.3. Hidden Danger Assessment. In the hidden danger
assessment module, the rules of deducting points in the
hidden danger management of Metro Group are inputted to
the system to realize automatic assessment on the platform.
You can select the work site to view the score through the left
navigation tree. The system will show the total score and the
reasons for points deduction in detail, and the speciﬁc
deduction of points will pop up when you click on the
button.
5.8. Overall Operation of the System. As of December 31,
2020, the platform has been widely used in the third-round
project of Hangzhou subway construction. At present, the
monitoring module has reached a daily average processing
of more than 50,000 monitoring data, with a total of 594
early warning messages; the video monitoring module has
accessed a total of 261 work sites, with a total number of
1,783 videos; the crane hoisting module has recorded a total
of 2,979 sets of equipment and 2,312 operators; the shield
information module has accessed 332 shield machines and
monitored nearly 120 shield constructions at the same time
during the peak period of construction; the hidden danger
investigation and management module rectiﬁes and shuts
more than 3,000 hidden dangers on average per month.
When the platform was applied in the actual construction,
the system has given full play to its role in improving the
quality and eﬃciency of safety management in the process of
intelligent multidimensional monitoring of engineering
safety, static risk assessment and dynamic risk source
control, hidden danger investigation and management of
risk unit, comprehensive multidimensional information
forewarning, and real-time information delivery. At the
same time, it gave an excellent model and demonstration to
the dual preventive work mechanism of risk rating control
and hidden danger management for domestic rail transport
projects, which brought about signiﬁcant economic and
social beneﬁts and high promotion and application value.

6. Summary
5.7.2. Hidden Danger Investigation and Management
Module. The hidden danger check screen allows participants to add a hidden danger investigation record by creating a new task. The top of the page displays the number of
each investigation status by diﬀerent colors, and we can ﬁlter
the qualiﬁed records by unit, situation, frequency type, start
time, and other information.
In the hidden danger management module, the top of
the page displays the status and quantity of hidden danger
list by diﬀerent colors, and we can ﬁlter the qualiﬁed lists by
unit, hidden danger level, start time, and other information.
One can check the speciﬁc information of the list and the
progress of rectiﬁcation through the “operation” button, and
the hidden danger will be shut after the rectiﬁcation is
completed.
The hidden danger statistics module can count the
number of various hidden danger levels by ﬁltering lines and
times and form the corresponding bar chart and pie chart.

The platform for the ﬁrst time integrated and embedded into
the system the dual control mechanism of safety risk control
and hidden danger management, realizing the intelligent
integration of multidimensional data based on the information of engineering safety monitoring, inspection, hidden
danger investigation, major key points monitoring, shield
and large equipment safety control, dynamic contact
channel freezing temperature ﬁeld, video and access control,
engineering hidden danger investigation and management,
etc. It has also realized the functions of prediction and
prevention of key risk sources from the early stage of
construction, of early warning and alarm, and of dynamic
rating and control of the process risk, ensuring the whole
process safety in the construction. The platform design
generally reﬂected the concept of high security and data
modelling, considered the overall information integration,
achieved the automatic collection system, and realized the
management process embedding, the 3D display, the
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information-based work condition display, the project
proﬁle display, and other functions, which has great economic and social beneﬁts.
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