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Android malware has been rising alongside the popularity of the Android operating system. Attackers are developing malicious
malware that undermines the ability of malware detecting systems and circumvents such systems by obfuscating their disposition.
Several machine learning and deep learning techniques have been proposed to retaliate to such problems; nevertheless, they
demand high computational power and are not energy efcient. Hence, this article presents an approach to distinguish between
benign and malicious malware, which is robust, cost-efcient, and energy-saving by characterizing CNN-based architectures such
as the traditional CNN, AlexNet, ResNet, and LeNet-5 and using transfer learning to determine the most efcient framework.Te
OAT (of-ahead time) fles created during the installation of an application on Android are examined and transformed into images
to train the datasets. Te Hilbert space-flling curve is then used to transfer instructions into pixel locations of the 2-D image. To
determine the most ideal model, we have performed several experiments on Android applications containing several benign and
malicious samples. We used distinct datasets to test the performance of the models against distinct study questions. We have
compared the performance of the aforementioned CNN-based architectures and found that the transfer learning model was the
most efcacious and computationally inexpensive one. Te proposed framework when used with a transfer learning approach
provides better results in comparison to other state-of-the-art techniques.

1. Introduction

Te Android operating system gained popularity for
smartphones and tablets from 2012 onwards. With giant
companies such as Samsung, Motorola, Xiaomi, and LG
adopting the Android operating system for their smart-
phones, it quickly became the most popular OS, hitting over
2.8 billion active users in 2021 and capturing an approximate
80% market share [1]. It is currently the biggest competitor
of the Apple’s iOS operating system. Te availability of
diferent application markets such as the ofcial store,
Google Play, and third-party application markets make
Android devices a popular target to not only legitimate
developers but also malware developers. Android is char-
acterized by its fexible policy and allows the development of
good ware as well as malware applications by imposing
minimum or no restrictions on the developers. In addition,
it allows the installation of third-party apps that are not

present in the ofcial Google Play Store. By taking advantage
of these permissions, cybercriminals publish malware ap-
plications over the ofcial store and target user privacy data.
Moreover, it is reported that the development of malware
applications has doubled each year, reaching the current
count of 25 million samples and making them an imminent
threat to user privacy [2].

Being an open-source operating system and widely adopted,
it brings insurmountable challenges in detecting malware ap-
plications. Cybercriminals disguise malware as new or popular
applications, text messages, and emails with infected hyperlinks
and via malvertising that can download malware in mobile
phones through advertisements. Such applications can perform
actions without user acknowledgment and may steal vital in-
formation and confdential data from the user’s smartphone,
thus breaching their privacy. According to the reports of Kas-
persky antivirus (https://www.kaspersky.co.in/blog/mobile-
malware-2021/23989/) (2021), there were approximately 3.5
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million malicious applications present in the Google Play Store,
and the number of attacks on mobile users’ muscles was 5.3
million. Tomitigate the spread of malware through applications,
Google introduced a mechanism called Google Bouncer to
identify potential apps containing malware. Te bouncer tests
a submitted application in a sandbox environment for over
5minutes to identify any suspicious behaviors; nevertheless, it is
not hard to bypass this security check. Later, Google developed
Google Play Protect which scans the application in real-time and
stops malware applications from being published over its ofcial
store. However, Google Play Protect also failed in determining
the malware applications.

Tese facts indicate that there is a need for additional
research into efcient methods to detect zero-day Android
malware in the wild to overcome these difcult challenges.
Te vulnerability lies in the underlying permissions of the
application; hence, a user should be aware of the permissions
being granted to the application. Currently, various ap-
proaches have been proposed that make use of artifcial
intelligence, machine learning, and deep learning algorithms
to detect malware in Android smartphones.

Te approaches include static, dynamic, or hybrid
analysis. Static analysis extracts a large number of features
such as API calls and permissions statically from the various
applications. With the help of machine learning-based de-
tection frameworks, we aim to achieve high-performance
detection and an acceptable false-positive rate. Besides, to
assess the solution, a reliable, large-scale, malware dataset in
terms of diversity and number of malware applications is
used. By contrast, dynamic analysis is a detection technique
aimed at evaluating malware by executing the application in
a real runtime environment. Te main advantage of this
technique is it helps in classifying the malware and good
ware applications by recording the frequency of system calls
and API calls [3].

Te behavior-based/anomaly-based detection method is the
most common machine learning approach, using an approach
that extracts features from the dataset and creates a confusion
matrix. Finally, a comparison is made between malware de-
tection models built using diferent ML approaches such as least
square support vector machine (LSSVM), decision trees (DT),
and support vectormachines (SVM), and the best result yielding
model is selected [4].

Deep learning, a subfeld of machine learning, has
gained much attention over the years and is re-emerging as
a popular practice of AI being applied in this feld.Temost
widely used deep learning techniques for malware de-
tection in Android systems are convolutional neural net-
works (CNNs) and recurring neural networks (RNNs).
Tese techniques help in classifying the malware and good
ware applications efciently by extracting API calls and
permissions and performing analysis on them [5]. Most of
the studies conducted on Android malware detection
evaluated the detection performance based on two pa-
rameters: accuracy and false-positive rates. Te detection
rates of various malwares for the years 2021 and 2022 are
compared in Figure 1. However, the performance degra-
dation of these detectors and their robustness against
obfuscated malware were not considered much. Moreover,

the key parameters such as computational cost and energy
consumption were not considered while evaluating the
overall performance of malware detectors. Our study flls
these gaps and provides a robust, sustainable, energy-
efcient, and computationally inexpensive approach for
detecting malware. In a nutshell, this article makes the
following contributions:

(i) Proposes a novel Android malware detection
approach that satisfes the following key
objectives:

(ii) Robustness: Efciently detects zero-day and ob-
fuscated malware that changes its behavior fre-
quently to escape the detection process. For this
purpose, we considered the PRAGuard dataset [7]
which is made by obfuscating the Drebin and
Malgenome datasets, respectively.

(iii) Low computational cost: Reduces the high com-
putational costs required during the training phase
for complex and big-sized datasets with the help of
transfer learning.

(iv) Energy efcient solution: Reduces the energy
consumption required in training, testing, and
validating the dataset.

(v) Sustainability: Analyzes the overall performance
of the proposed method by considering the de-
terioration rate of the model for the next
fve years.

(vi) Characterizes popular CNN-based architectures such
as the traditional CNN, Alexnet, ResNet, and LeNet-5
and compares the detection accuracy of these state-of-
the-art techniques with the proposed approach.

(vii) Evaluates the performance of the proposed ap-
proach in terms of robustness, computational cost,
energy consumption, and sustainability.

Te rest of the article is structured as follows: Section 2
presents the related work. Section 3 provides the archi-
tecture and working of the proposed method. Section 4
discusses the research questions and performance eval-
uation of the proposed method against them. Lastly,
Section 5 provides the conclusion of the article and future
directions.
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Figure 1: Mobile malware statistics for 2021-22 [6].
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2. Related Work

Tis section provides the study of research works conducted
in the feld of Android malware detection. Since the studies
vary according to detection methodology, we have catego-
rized the research works into four major segments, i.e., static
and dynamic detection, learning-based detection, detection
based on robustness, and detection based on sustainability.

Several strategies and solutions for detecting Android
malware have been proposed by the researchers. One of the
most well-known ways for evaluating static source code
features to detect Android malware is the static analysis
method. Among the proposed methods of detection based
on static analysis methodology are those given in [8, 9].
Although this method is quick, it does not detect obfuscated
malware [10]. Various solutions based on the dynamic
analysis methodology have been proposed to address this
issue. Instead of the static analysis method, the dynamic
analysis approach runs apps in virtual emulators or on real
devices to watch suspicious behavior in real-time. Bhatia and
Kaushal provided a method for detecting Android malware
in applications using runtime behavior analysis [11]. Te
authors gathered and retrieved system call traces, as well as
the frequency of feature sets. To calculate the accuracy, they
used the Random Forest algorithms and J48 Decision tree.
Although the results were promising, their model was only
trained on a smaller sample size of 50 apps.

Wong and Lie proposed an input generator, IntelliDroid,
for analyzing Android applications [3]. Te suggested
generator ofers insights for dynamic analysis tools and can
be used in conjunction with them.Te authors tested several
inputs and were able to successfully identify malicious be-
havior and extract dangerous pathways.

Due to the challenges of manually detecting malicious
programs, researchers have shifted to learning-based ap-
proaches to speed up and automate the detection process.
Machine learning methods are used in popular research
projects to fnd and categorize zero-day Android vulnera-
bilities. Deep learning techniques, unlike machine learning,
identify relevant features automatically to efciently train
the detection model. Hence, there is no need for high-level
domain information or human feature selection. As a result,
the researchers have proposed several Android malware
detection tools and methodologies based on deep learning
techniques.

Te authors in [12] have tried constructing a malware
detection system that can help determine and examine
giving applications unnecessary rights. Te LSSVM (least
square support vector machine) is used to create the model
connected to three diferent kernel functions (linear, radial,
and polynomial). Te detection rate of the LSSVM with
radial kernel was around 98.8%. Te experimental setup
entailed collecting features from the dataset and normalizing
them using a linear transformation min-max technique. Te
features were trained using various machine learning al-
gorithms in the third stage, forming a confusion matrix and
calculating performance parameters such as accuracy and F-
measure. Finally, multiple malware detection models were
compared, and the best one was chosen.

Te authors in [13] introduced a new approach called the
gated recurrent unit (GRU), a recurrent neural network
(RNN). Tey used the CICAndMal2017 dataset, extracting
API calls and permissions from Android applications, and
tested their approach. Tey outperformed many other
models with a 98.2% accuracy rate. Te authors used Python
scripts to extract API calls and DEX permissions from
malware and APKs from a public dataset. Tese charac-
teristics are subsequently saved in a CSV fle, which serves as
a data frame for training. Finally, they ran all of the classifers
(SVM, DT, KNN, RF, and NB) to get the best results.

Almahmoud et al. [14] combined permissions, moni-
toring system events, API calls, and permission rates in their
study to create a unique model based on a combination of
four static properties. Te methodology has three steps: the
extraction of static features, the selection of features, and the
evaluation of diferent classic machine learning classifers.
Teir research resulted in a new architecture for a recurrent
neural network (RNN) with a 98.58 percent accuracy.

Te authors presented Droid-NNet, an automatic mal-
ware detection system. It has three layers: an inner layer,
a hidden layer, and an outside layer. Te outer layer is
subjected to a threshold to evaluate whether the program is
malicious or benign. For computing error and updating
parameters, the authors employed a loss function such as
binary cross-entropy and the adaptive moment estimation
(Adam) optimizer.

Cai [15] performed research to develop a structured
platform for examining the environment of mobile
software on a continuous basis. Te author emphasized
behavioral advancement and performed large-scale re-
search on ecosystem characterization. In addition, an
ecological interplay was determined between three at-
tributes: mobile platform, user app platform, and ap-
plication users. Te outcomes ensured long-term
application development and security.

Suarez-Tangil and Stringhini [16] undertook a detailed
investigation of Android dangerous app behavior, analyzing
over 1.2 million malware samples from 1.28K families over
the past seven years. Te authors used diferential analysis to
investigate the growth of repackaged malware, separating
nonmalware components and analyzing the behavior of
harmful riders. Te samples were from a variety of antivirus
companies.

Cai and Ryder [17] presented a longitudinal character-
ization study on Android applications to recognize and
examine the model and execution nature of the applications.
A lightweight static technique was used by researchers to
observe the execution code of more than 17,000 apps over
eight years. Moreover, they discovered a correlation between
the functions of apps and system design. Te functions
heavily relied on the design of the Android system, and this
dependency is increasing over time.

DroidEvolver was proposed by Xu et al. [18] to identify
Android malware that can update itself without human
participation. Because the model does not need to be
retrained and is updated by learning techniques, the high
computational cost is not required. Over six years, the
authors tested 33,294 benign apps and 34,722 malicious
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apps.Te authors also compared the model against the state-
of-the-art MamaDroid model, surpassing the average F1
measure [19].

Cai [20] introduced a revolutionary classifcation ap-
proach called DroidSpan, a new behavioral profle for
Android apps that captures the distribution of sensitive
access from quick profling. In terms of sustainability at
acceptable costs, DroidSpan exceeded all baselines by 6%–
32% for same-period detection and 21%–37% for over-time
detection. Te major conclusion, which also explains why
DroidSpan is better, is that using traits that reliably dis-
tinguish malicious apps from good ones over time is crucial
for long-term learning-based malware detection and that
these features can be discovered through research on app
evolution.

Fu and Cai [21] examined the degradation difculties
in Android malware detectors. Te scientists examined
four revolutionary detectors and summarised how the
current solution’s performance decreases over time. In
addition, the authors developed a revolutionary method
based on a longitudinal characterization study of ap-
plication runtime characteristics. A comparison was
drawn between the proposed strategy and four state-of-
the-art techniques to examine the deteriorating problem.
Te authors in [22] introduced a new dynamic app
classifcation technique called DroidCat to supplement
existing approaches. It outperforms static and dynamic
ways with 97% F1-measure accuracy, relying on system
calls in terms of robustness by employing a variety of
dynamic features focused on function calls and
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Figure 2: Te proposed Android malware detection model.
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intercomponent communication (ICC) without needing
permission or system calls while fully handling
refection.

Suarez-Tangil et al. [23] proposed DroidSieve, a static
analysis-based Android malware classifer that is quick,
precise, and resistant to obfuscation. It frst determines
whether a particular app is malicious and, if it is, categorizes
it as being a member of a family of related malware. It takes
advantage of features and artifacts introduced by obfusca-
tion algorithms employed in malware that are obfuscation-
invariant. Te authors achieved up to 99.82% accuracy in
malware detection with no false positives and 99.26% ac-
curacy in obfuscated malware family identifcation.

3. Proposed Method

Tis section discusses the design and working of the pro-
posed method. Te primary objective of our proposed
method is to provide a lightweight (in terms of computa-
tional complexity), robust, sustainable, and energy-efcient
solution for detecting Android malware. To achieve this, we
categorized the proposed approach into the following im-
portant phases: (a) design and detection methodology, (b)
applying transfer learning, (c) energy consumption analysis,
and (d) performance analysis for sustainability.

3.1. Design and Detection Methodology. Te design of our
proposed methodology considers native instruction execu-
tion and call traces to detect benign and malicious

applications. We have considered OAT (of-ahead time) fles
that are created during the installation of an application.Te
OAT fles signifcantly increase the execution speed and
allow applications to load faster. Whenever an Android
application gets installed, the Android runtime system
(ART) converts the Dalvik executable (dex) fle containing
bytecode into an OAT fle. Our method utilizes these OAT
fles and converts them into images for training the models.
Figure 2 shows the design and working of the proposed
method. For Android app execution, the ART depends on
ahead-of-time compilation techniques. Te ART archives
each given APK by converting a dex fle into an OAT fle
(ahead-of-time fle) via one of its modules. In comparison to
the JIT (just-in-time) compilation strategy, this approach is
intended to enhance application performance.

3.2. Image Generation from OAT Files. Te Hilbert space-
flling curve is used in our study to transfer instructions
into the location of pixels present within a 2-D image
depending on geographical areas (https://github.com/
arthursw/space-flling-curves). Te Hilbert space-flling
curve is a function that maps multidimensional hyper-
cubes into sets of data. It has the virtue of traversing
through all points in a given space while only stopping at
each one once. As a result, it can maintain spatial in-
formation while imposing points in a linear order in
a multidimensional space. Tis attribute is vital to our
study since it retains the order of instructions in ap-
plications after they have been converted to images. We

(i) Data: Load APK(x)
(ii) X←x
(iii) DEX←Convert(X)
(iv) OAT←Convert(DEX)
(v) Install X
(vi) Space Filling Image←Convert(OAT)
(vii) y← Space Filling Image
(viii) Classifers← y
(ix) if condition�Malicious App then
(x) Generate Alert
(xi) else
(xii) if condition�Not Malicious App then
(xiii) Update Database for Benign App
(xiv) end
(xv) end

ALGORITHM 1: Image generation.

Table 1: Datasets.

Dataset
Benign apps Malicious apps

Source #samples #samples #families
Drebin [24] 9476 5560 179
Andro-AutoPsy [25] 109000 1000 100
CCCS-CIC-AndMal-2020 [26] 200000 200000 191
Andro PRAGuard [7] NIL 10479 50
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have created two subsets of data images, each with
a diferent color scheme. For the frst technique, the
Hilbert curve is used to generate a fne-grained RGB
palette. Tis guarantees that pixel values for comparable
instructions are assigned based on the RGB. Te second
technique is more granular, relying on conjunction of
entropy with the RGB red and blue components. Te
intensity of the aforementioned components is defned
over a window of size n using the Shannon entropy.
Although not as granular, entropy visualization has the
advantage of highlighting encrypted content, which is

frequently an indicator of harmful content. Te image
generation algorithm is depicted in Algorithm 1. It can
be observed that after converting the dex fles to OAT
fles during installation, image creation becomes easy as
these OAT fles contain sufcient feature information,
especially dynamic behaviors.

3.3. Treat Modelling. We assume that malicious applica-
tions are installed on a device using OS-supported pro-
cedures, such as downloading an APK from an application
store. We assume that the device has not been subjected to
any privilege assaults and that the operating system has not
been hacked. Because our OAT database is local to the
system, we do not consider standard database assaults in
our model.

Finally, we believe that malware can impersonate a le-
gitimate program and use delayed updates to download
dangerous fles. To prevent such assaults, our design double-
checks the OAT fles before each launch because it might be
possible that the threat does not get executed during in-
stallation and may get executed later. Moreover, the OAT
fles are generated and executed in a batch so that the
processing time gets reduced. Te overall training time will
increase if the OAT fle processing takes high amount
of time.

4. Evaluation

In this section, we will go over datasets and assessment
settings. Te next step is to assess our proposed strategy
against the following study questions (SQs):

(i) SQ1: can the proposed approach accurately detect
malware samples? (malicious application detection)

(ii) SQ2: using the proposed method, is it possible to
classify malware samples with high TPR and low
FPR? (familial categorization)

Table 2: SQ1 evaluation results: the Drebin dataset.

Technique Accuracy (%) TPR FPR
CNN 97.25 0.972 0.035
LeNet 97.63 0.977 0.027
AlexNet 98.26 0.982 0.018
Transfer learning 98.89 0.989 0.012

Table 3: SQ1 evaluation results: the Andro-AutoPsy dataset.

Technique Accuracy (%) TPR FPR
CNN 97.25 0.972 0.035
LeNet 97.63 0.977 0.027
AlexNet 98.26 0.982 0.018
Transfer learning 98.89 0.989 0.012

Table 4: SQ1 evaluation results: CCCS-CIC-AndMal-2020.

Technique Accuracy (%) TPR FPR
CNN 93.97 0.938 0.021
LeNet 94.73 0.948 0.019
AlexNet 95.43 0.954 0.014
Transfer learning 97.19 0.971 0.011
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(iii) SQ3: is the proposed method capable of detecting
malware while consuming less computational
power? (inexpensive computational cost)

(iv) SQ4: is the proposed approach robust, sustainable,
and energy-efcient? (robustness and sustainability)

4.1. Datasets. To address the above-mentioned study
questions, we test the proposed method against a variety of
benchmark datasets. We chose four Android app datasets:
Drebin, Andro-AutoPsy, Andro PRAGuard, and CCCS-
CIC-AndMal-2020, respectively. Table 1 describes the
datasets.

Te Drebin dataset consists of 9476 benign apps and
5560malicious apps in 179 families.Tere are 109193 benign
and 9990 malware samples in the Andro-AutoPsy dataset,
which are divided into 30 families.

With 200,000 benign and 200,000 malicious samples, the
CCCS-CIC-AndMal-2020 dataset is among the most recent
datasets for Android malware detection. Te malicious
samples are from 191 diferent malware families.
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Figure 5: Accuracy: Drebin vs. Andro-AutoPsy vs. CCCS-CIC-AndMal-2020.

Table 5: SQ2 evaluation results: the Andro-AutoPsy dataset.

Technique Accuracy (%) TPR FPR
CNN 93.65 0.936 0.025
LeNet 94.63 0.947 0.015
AlexNet 95.16 0.952 0.013
Transfer learning 96.89 0.969 0.009
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We have used a collection of obfuscated malware
samples, the Android PRAGuard dataset, to test the ob-
fuscation robustness of our proposed technique. It com-
prises 10479 malware samples that have been obfuscated
using various obfuscation methods on Contagio and Mal-
genome MiniDump. It made use of obfuscation methods
such as basic obfuscation, string encryption, class encryption
obfuscation, and refection as well as their permutations.
Malgenome-generated obfuscated malware in Android
PRAGuard is divided into 23 family labels. We have used
Android PRAGuard to respond to SQs on obfuscation
resilience and obfuscated malicious app classifcation.

4.2. Evaluation Parameters and Metrics. To assess the
methodology, we employed four well-known metrics: F
score, accuracy, recall rate, and precision. Tese parameters
are defned using the formulas below:

Precision(a, i) �
Nai

Ni

,

Recall(a, i) �
Nai

Na

,

Fscore(a, i) � 2
Precision(a, i)∗Recall(a, i)

Precision(a, i) + Recall(a, i)
.

(1)

4.3. SQ1: Can the Proposed Approach Accurately Detect
Malware Samples? Te malware detection problem requires
distinguishing between harmful and benign samples. Te
malware detection performance of our proposed method
was initially evaluated for the techniques CNN, LeNet, and
AlexNet models using the Drebin, AndroAutopsy, and
CCCS-CIC-AndMal-2020 datasets, respectively. Further, we
applied the transfer learning approach for malware de-
tection. Tables below show the evaluation outcomes of the
proposed method against the evaluation parameters pre-
cision, recall, F score, and accuracy, respectively.

It is clear from Tables 2–4 that the transfer learning
approach outperformed other state-of-the-art models with
a better detection accuracy of 98.8%. In addition, we can
refer to Figures 3–5 to conclude that the transfer learning
approach was more efective than other techniques.

SQ1 Answer: the proposed method is profcient in
detecting the malware samples accurately.

4.4. SQ2: Using the Proposed Method, Is It Possible to Classify
Malware Samples with High TPR and Low FPR? Malware is
classifed into various types based on its behavior, such as
adware, rogueware, spyware, and trojans. We have used the
Andro-AutoPsy dataset to see how efective the proposed
method is at detecting malware types. Andro-AutoPsy di-
vides its malware samples into six categories: trojan, spy-
ware, rootkit, adware, downloader, and riskware. Te
evaluation results of various models are shown in Table 5. It
is clear that the transfer learning model performed better
than the CNN, LeNet, and AlexNet models in classifying the
malicious samples with high TPR and low FPR. Also, from
the Figures 6–8, we can notice signifcant improvement with
the transfer learning approach over the Andro-AutoPsy
dataset.

SQ2 Answer: Te proposed method is capable of dis-
tinguishing between malicious samples of various kinds.

4.5. SQ3: Is the Proposed Method Capable of Detecting Mal-
ware While Consuming Less Computational Power? Most of
the learning-based models require high-end GPUs to ef-
ciently train the classifers. Te transfer learning approach
used in our study solves this problem of requiring high
computational cost for detecting malicious samples. As
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AlexNet 95.86 0.952 0.013
Transfer learning 91.29 0.972 0.007
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Figure 9: TPR: CCCS-CIC-AndMal-2020 vs. the hybrid dataset.
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mentioned earlier, the transfer learning approach trains
a novel target model by transferring the well-known and
critical features from the source model. We have selected the
source as the AlexNet model and the target as the transfer
learning model. To reduce the training time and compu-
tational cost, we have frozen some layers of the AlexNet
model and fne-tuned the layers which need to be trans-
ferred. Finally, we trained the AlexNet model on the CCCS-
CIC-AndMal-2020 dataset and applied transfer learning to
the novel model. We trained the novel transfer model on
a hybrid dataset containing a subset of samples from the
Drebin and Andro-AutoPsy datasets. By applying transfer
learning, the model training time and high computational
cost were drastically reduced as very few layers of the novel
transfer model needed to be trained. Te evaluation results
of AlexNet and the transfer learning technique are shown in
Table 6. As shown in Figures 9 and 10, transfer learning
outperforms AlexNet with a low false positive rate and a high
true positive rate as compared to AlexNet. From Figure 11,
we can see that transfer learning performs better than
AlexNet over CCCS-CIC-AndMal-2020 vs. the hybrid
dataset.

4.6. SQ4: Is the Proposed Approach Robust, Sustainable, and
Energy Efcient? We put our proposed solution to the ro-
bustness test by handling obfuscated samples. In this section,
we observed whether our method can distinguish between
malware samples that have been obfuscated using various
approaches. We have used the Android PRAGuard dataset
containing malware samples from the Contagio and Mal-
genome datasets to achieve this. Te dataset has been ob-
fuscated using a variety of techniques including class
encryption, basic string encryption, obfuscation, refection,
and their permutations. To conduct a thorough study, we
extracted subdatasets from Android PRAGuard. Te
PRAGuard Malgenome (Tm, Sm, Rm, and Cm) and PRA-
Guard Contagio (Tc, Sc, Rc, and Cc) datasets contain
samples that have been obfuscated using trivial, string,

refection, or class encryption. Te energy and runtime
consumption of diferent CNNmodels with respect to LeNet
have been provided in Table 7 and demonstrated in Fig-
ure 12, respectively. In general, it was observed that AlexNet
(8-layered architecture) had the second-minimal efect on
performance in terms of runtime and was the second-most
efcient model with reference to energy consumption. Te
energy and runtime are with respect to the LeNet model
range between 3x and 7x. Hence, the results provide support
for LeNet to be the most appropriate model for mobile
systems.

Our system comprises three relevant sources of en-
ergy and runtime running costs. Tese costs for per-
forming phases include verifcation, encoding, and
classifcation. Te distribution of the above-mentioned
overheads has been given in Table 8 and shown in Fig-
ure 13. In the design of our system, the verifcation phase
is performed consistently when an application is
launched and a common occurrence is observed. Te
energy and runtime consumption costs of this step were
370 ms and 1.2 J, respectively. Tis phase allows us to
keep the extra costs minimal by pre-empting the fol-
lowing steps unless the application is installed or
updated. It is relevant to note that this cost is constricted
to the start-up cost of the application. Te second step of
running costs is an encoding which transforms the OAT
fle of an application into an image. Tis phase results in
the highest additional costs in our design. While the

Alexnet

Technique

Transfer
Learning

FPR Graph

0.012

0.014

0.016

0.018

0.020

0.022

0.024

Fa
lse

 P
os

iti
ve

 R
at

e

CCCS-CIC-AndMal-2020
Hybrid Dataset

Figure 10: FPR: CCCS-CIC-AndMal-2020 vs. the hybrid dataset.

97.47% 98.26%
Accuracy Graph

98.29% 98.89%

Transfer Learning
Techniques

Alexnet
0

20

40

60

80

100

Ac
cu

ra
cy

 (%
)

CCCS-CIC-AndMal-2020
Hybrid Dataset

Figure 11: Accuracy: CCCS-CIC-AndMal-2020 vs. the hybrid
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Table 7: SQ4 energy and runtime of diferent models.

Technique Relative energy
LeNet 1
AlexNet 2.86
Other CNN models 6.95
Technique Relative runtime
LeNet 1
AlexNet 2.86
Other CNN models 6.95
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scenario of Hilbert-based images revealed 2.5 s of run-
time and 8 J of energy consumption costs, the entropy-
based images required only 1.9 s of runtime and 5.6 J of
energy. Te latter corresponds to a 25% improvement in
both energy consumption and runtime with respect to
Hilbert-based images. Te cost ranges between 5x and7x
and is greater than the verifcation phase. Nevertheless,
we expect this cost to incur only when new apps are
installed or when applications undergo an update. Te
fnal overhead costs occur in the classifcation phase. Te
images obtained from the encoding step are classifed
using the CNN, or in our case, the LeNet model, as it
gives the best results. We observed energy and runtime
costs of 335ms and 0.8 J, respectively. Its occurrence is
similar to that of the encoding phase. Terefore, the
LeNet-E is the most secure and efcient in terms of
energy and runtime.

5. Conclusion and Future Work

Malware has been a part of smartphones since their in-
ception. Applications containing malware continue to
succeed in eluding security models as the popularity of
Android grows. We explored how to detect and categorize
Android malware using the classic CNN and transfer
learning approaches in this article. Te application of the
CNN to malware images has become essential due to the
widespread use of the convolutional neural network in
image processing. A two-stage method for converting An-
droid APKs into binary grayscale images was suggested in
this article. Te standard CNNmodel fed the OAT images as
input. Further, the transfer learning strategy is applied to the
trained CNN, AlexNet, and LeNet models by freezing the
frst few layers of these models and adjusting the learning
rates accordingly to avoid the difculties of over-ftting,

LeNet AlexNet
Model

Other CNN Models LeNet AlexNet
Model

Other CNN Models

Energy Runtime

0
1
2
3
4
5
6
7

Re
la

tiv
e R

un
tim

e

0
1
2
3
4
5
6
7

Re
la

tiv
e R

un
tim

e

Figure 12: SQ4 graph of energy and runtime of diferent models.

Table 8: SQ4 energy and runtime overhead breakdown in diferent phases.

Phase Energy (Joules)
Verifcation 1.2
Encoding 8
Classifcation 0.8
Phase Runtime (seconds)
Verifcation 0.370
Encoding 2.5
Classifcation 0.335
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Figure 13: SQ4 graph of energy and runtime overhead breakdown in diferent phases.
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complexity, and computing expenses. Te research answers
various study questions based on robustness, sustainability,
computational cost, and energy efciency. It has been ob-
served that the low computational cost transfer learning
method works better than the state-of-the-art models in
terms of accuracy and false-positive rates. Moreover, less
number of computing resources are required as compared to
the traditional models. In the upcoming study, the focus will
be on combining the dynamic execution of the applications
with the transfer learning method to monitor and analyze
the obfuscated control fow paths of the malicious samples.

Data Availability

Te data supporting the current study are available from
the corresponding author upon request.Te data sets
used in this research are available publicly at the fol-
lowing links: https://www.sec.tu-bs.de/~danarp/drebin/
download.html, https://ocslab.hksecurity.net/andro-
autopsy/download-autopsy, https://www.unb.ca/cic/
datasets/andmal2020.html, and https://www.
impactcybertrust.org/dataset_view?idDataset=1339.
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