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Ransomware attacks are one of the most dangerous related crimes in the coin market. To increase the challenge of fghting the
attack, early detection of ransomware seems necessary. In this article, we propose a high-performance Bitcoin transaction
predictive system that investigates Bitcoin payment transactions to learn data patterns that can recognize and classify ransomware
payments for heterogeneous bitcoin networks into malicious or benign transactions. Te proposed approach makes use of three
supervised machine learning methods to learn the distinctive patterns in Bitcoin payment transactions, namely, logistic regression
(LR), random forest (RF), and Extreme Gradient Boosting (XGBoost). We evaluate these ML-based predictive models on the
BitcoinHeist ransomware dataset in terms of classifcation accuracy and other evaluation measures such as confusion matrix,
recall, and F1-score. It turned out that the experimental results recorded by the XGBoost model achieved an accuracy of 99.08%.
As a result, the resulting model accuracy is higher than many recent state-of-the-art models developed to detect ransomware
payments in Bitcoin transactions.

1. Introduction

Diferent forms of digital currency have been proposed and
implemented over the decades. Blockchain technology al-
lows the decentralized currency to exist and perform reliable
transactions while avoiding double-spending by using a
consensus algorithm based on proof of work [1, 2].

Bitcoin has now garnered much attention from re-
searchers and investors due to its lack of regulation and
criminals as well.

Recently, the Internet has been targeted by a wave of new
types of malware, categorized as ransomware, which is a type
of malware that once it successfully infects a target’s com-
puter system, it then encrypts fles and private data so that
the victim can no longer access them. Te victim is then
presented with a message explaining the situation and
containing instructions on how to regain full access to their
own system, and this usually involves paying an amount of
money via Bitcoin.

Tere are several hacker groups and variants, also known
as families, of this malware, but their defning feature is
having to pay to release access to the captured data [3].

We propose to analyze several transactions collected
from the Bitcoin blockchain to determine whether it is
possible to easily classify each transaction as belonging to
a ransomware family or not. Since cryptocurrency pay-
ments are anonymous, so fnding out who sent them or
when they were made is challenging.Terefore, in order to
be able to recognize and categorize these transactions
correctly, it is crucial that they are identifed and labelled
according to whether they are legitimate exchanges or
trading operations.

To determine whether a transaction is malicious or
benign, machine learning (ML) models are employed in this
article [2, 4, 5]. To classify the diferent types of malicious
transactions on Bitcoin, we used the BitcoinHeist ransom-
ware dataset. Diferent transaction features are analyzed.
Precision, accuracy, and recall of the results are evaluated.
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Temain contributions of this article can be summarized
as follows:

(i) Showing how data balancing has an impact on ML-
based predictive models for ransomware classif-
cation of Bitcoin transactions

(ii) Detecting anomalies before training the model
(iii) Testing and evaluating logistic regression (LR),

random forest (RF), and Extreme Gradient Boosting
(XGBoost) methods to learn the distinctive patterns
in Bitcoin payment transactions

Te rest of the article is organized as follows: Section 2
presents a literature review related to ransomware analysis
and identifcation. Section 3 discusses our system modeling
and specifcations. Te results and performance study are
presented in Section 4. Finally, the conclusion and future
directions of the research work are provided in Section 5.

2. Related Work

With the rapid increase in Bitcoin activity, several studies
have analyzed blockchain technology from diferent angles
[6].

Te earliest developments aimed at fnding the coins
used in illegal activities while following the transaction
network [7–9].

User identifcation is not required to join the network
since Bitcoin provides pseudoanonymity. Te authors in
[10] proposed a mixing scheme to hide the coin fow in the
network. Researchers revealed that some Bitcoin payments
can be traced [11].

In ransomware analysis, several researchers have ana-
lyzed the networks of cryptocurrency ransomware [12, 13].
Tey found that hacker behavior can help us identify un-
known ransomware payments.

Early studies in ransomware detection use decision rule
on the amounts and time of known ransomware transactions
to fnd undisclosed ransomware payments [14].

More recent studies are collaborative eforts between
researchers and blockchain analytics companies. In [13],
they identifed shared hacker behavior and used heuristics to
determine ransomware payments. Te authors estimate that
over 20,000 victims have made ransomware payments.

In [4], the authors studied the diferences between
ransomware families in Bitcoin trading behavior using de-
scriptive statistical analysis. In [15], the authors used deci-
sion trees and ensemble learning to classify ransomware
families. In [16], the authors proposed an approach, called
NetConver, to analyze ransomware in network trafc using
the decision tree (DT, J48) model. Tey achieved 97.1%
accuracy rate. Tese research works are mainly targeted at
detecting ransomware before it can contaminate a system
and do not consider Bitcoin transactions.

3. Methodology

3.1. Bitcoin Transaction Dataset. Te dataset used for this
study was provided by [17] and is currently available in the
UCI Machine Learning Repository. It is hosted by the

University of California at Irvine [18]. Each row represents a
Bitcoin blockchain transaction and contains the following
set of attributes [17]:

(i) Address: string that describes the address of the
transaction

(ii) Year: integer that describes the year of the
transaction

(iii) Day: integer describing the day of the transaction
(iv) Length: the number of nonstarter transactions on

its longest chain
(v) Count: the number of transaction starters that are

linked to the address
(vi) Neighbors: the number of transactions that have

this address as an output
(vii) Weight: the sum of the fraction of Bitcoin coins

that come from a starter-start transaction and
reach this address

(viii) Looped: the number of starter transactions that are
connected to this address by more than one direct
path

(ix) Income: integer that stores the amount of Satoshi
(Bitcoin = 100 million Satoshi. Satoshi is the
smallest unit of Bitcoin)

(x) Label: string that presents the nature of the
transaction (Ransomware: 29 families and White:
legitimate)

Te dataset specifcations are provided in Table 1. Te
record distribution between the ransomware families
seems to be almost balanced, with 13,163 records for the
frst, 12,402 records for the second, and 15,848 records for
the third family.

Te features extracted from the dataset are as follows:

(i) Te number of instances of each column
(ii) Te average of each column
(iii) Te standard deviation of each column
(iv) Te minimum of each column
(v) Te maximum of each column

According to Table 1, the transactions of the dataset
constitute 28 families divided as follows:

(i) 3 ransomware categories are Princeton, Montreal,
and Padua. Tey contain 27 families.

(ii) 1 white category which represents legitimate
transactions

3.2. System Modeling. To produce a predictive model of
ransomware and to classify bitcoin transactions, the en-
gagement of supervised ML algorithms (MLAs) [19] seems
to be necessary.

We are concerned with designing a learning-based self-
reliant classifcation scheme starting by preprocessing,
balancing, classifying, and evaluating.

Te developed system is composed of four steps, as il-
lustrated in Figure 1.
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Table 1: Bitcoin transactions dataset statistics.

Ransomware family Ransomware type #Instances

Montreal

montrealAPT 11
montrealComradeCircle 1
montrealCryptConsole 7
montrealCryptoLocker 9,315

montrealCryptoTorLocker2015 55
montrealCryptXXX 2,419
montrealDMALocker 251

montrealDMALockerv3 354
montrealEDA2 6
montrealFlyper 9
montrealGlobe 32

montrealGlobeImposter 55
montrealGlobev3 34
montrealJigSaw 4

montrealNoobCrypt 483
montrealRazy 13
montrealSam 1

montrealSamSam 62
montrealVenusLocker 7
montrealWannaCry 28

montrealXLocker 1
montrealXLockerv5.0 7
montrealXTPLocker 8

Total 13,163

Panuda

paduaCryptoWall 12,390
paduaJigsaw 2

paduaKeRanger 10
Total 12,402

Princeton
princetonCerber 9,223
princetonLocky 6,625

Total 15,848
Total no. of ransomware 41,413
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Figure 1: ML-based bitcoin transaction predictive model.
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We took the following steps to make our prediction:

(i) Data preprocessing
(ii) Modeling
(iii) Model performance comparison
(iv) Choice of the best-performing model

3.3. Data Preprocessing. For any learning problem, the frst
step is to analyze the structure of the database and its dif-
ferent characteristics.

Ten, we need to perform the necessary transformations
to get the dataset ready to apply the prediction algorithms.
To import our database, we used the Pandas library.

Te goal of our study is to predict whether a new
transaction is malicious or not.Tus, let us turn our problem
into a binary classifcation problem. Table 2 presents the
legitimate and ransomware Bitcoin transactions.

In this study, we will not take into account year, day, and
address attributes because they do not afect the nature of the
transactions [18].

Te only attributes that will afect our prediction are
length, weight, count, looped, neighbors, and income.

3.3.1. Data Sampling. Te dataset used is unbalanced since
we have 41,413 ransomware and 2 875,284 anomalies. To
solve this problem, we used the sampling methods:
undersampling and oversampling [20].

Typically, the use of sampling methods in imbalanced
learning applications consists of the modifcation of an
imbalanced dataset by some mechanism to provide a bal-
anced distribution. Several research studies have shown that,
for several classifers, a balanced dataset provides enhanced
classifcation performance compared to an imbalanced
dataset.

Random undersampling (RUS) removes data from the
original dataset. We randomly choose a set of majority class
examples and remove the chosen samples from the dataset.
Consequently, undersampling readily gives us a simple
method for adjusting the balance of the original dataset
[21, 22].

Figure 2 shows random undersampling and over-
sampling. Te RUS consists of adding a sample set from the
minority class: for a set of randomly selected minority
samples, increase the original set by replicating the selected
samples and adding them to the dataset. Tis way, the
number of total samples in the minority class is increased
and the class distribution balance is adjusted accordingly.
Tis provides a mechanism for varying the class distribution
balance degree to any desired level.

We used a method based on studies carried out in [18] to
solve the problem of imbalanced data.

We considered a percentage of the total dataset since it
contains ≃3 million instances, which will greatly afect the
performance as well as prediction time.

We randomly took 200,000 instances (samples) from the
total dataset, which will contain all 41,313 malicious
transactions and 158,587 legitimate transactions. We, thus,

obtained a subset containing a representative part of the
original dataset.

Undersampling is the process of randomly selecting
examples from the majority (legitimate) class to be removed
from the dataset.

By using this method, we have reduced the number of
legitimate transactions so that the dataset is more balanced.
Tis approach may be appropriate since there are a sufcient
number of examples in the minority class (41,413); therefore,
it is possible to construct a useful model.

We fnally got a dataset that contains 82,826 instances, so
perfectly balanced.

3.3.2. Label Encoding. ML models require all input and
output variables to be numeric. Tis means that if any of the
data contain categorical data, it must be cipher-coded before
the model can be ftted and evaluated. We will therefore use
the label encoder method for the MLabel attribute which
contains categorical data [23].

Tese encoding methods can be used with other data
(nonbinary problems). Tere are other encoding techniques
such as One hot Encoding and Dummy Encoding [24].

3.3.3. Anomaly Detection. Te purpose of anomaly detec-
tion is to spot data that do not conform to what one would
expect from other data.

Tese are, for example, data that do not follow the same
pattern or that are atypical for the observed probability
distribution.

Te difculty of the problem comes from the fact that we
do not know beforehand the underlying distribution of the
dataset. It is up to the algorithm to learn an appropriate
metric to detect anomalies.

In our work, we used the Z score method to identify
outliers in our dataset. Tis detection technique is one of the
most used in the preprocessing phase of ML projects to
improve model performance [23].

In the beginning, we proceeded to detect the outliers of
each attribute. 178 attributes were detected for the income
attribute. We repeated this procedure for all attributes to
eliminate outliers.

We found that after this processing on the diferent
columns of the dataset, we are left with 187,079 instances.

3.3.4. Data Standardization. Regarding Figure 3, we notice
that there is a big diference between the column means
(scaling issue). To solve this problem, we used the scaling
method [23]. Tis will afect the models so that they con-
verge quickly and the estimators become more efcient.
Tus, the results obtained will be more signifcant.

3.3.5. Correlations. It is important to discover and quantify
the degree of dependence of the variables in our dataset on
each other. Tis knowledge will help us better prepare the
data to meet the expectations of machine learning algo-
rithms, such as linear regression, whose performance
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degrades in the presence of these intercorrelations. Other
classifcation models are not afected by collinearity.

From the correlation matrix shown in Figure 4, it is
obvious that apart from the correlation between length and
number (0.7), the other attributes have a very weak corre-
lation between them. Tis result is very good for the ap-
plication of the logistic regression (LR) model. It is also
obvious that apart from the correlation between length and
count (0.7), all other attributes have a very low correlation
between them. Tis result is very good for the application of
the logistic regression model. Other classifcation models are
not afected by collinearity.

3.4. Classifcation Algorithms. LR is a method of statistical
analysis that involves predicting a data value based on actual
observations in a dataset. LR has become an important tool
in the discipline of ML [25].

Te general idea behind the RF method is as follows:
instead of trying to obtain an optimized method at once, we
generate several predictors before pooling their diferent
predictions [26].

XGBoost is an optimized distributed gradient boosting
method. It is developed with both deep consideration in
terms of system optimization and principles of ML [27].

In spite of the fact that Gradient Boost methods are
sequential algorithms, XGBoost uses multithread processing
to search in parallel for the best split between the features.
Te use of multithreading helps XGBoost turn in a good
performance when compared to other Gradient Boost
methodimplementations [28].

3.5. Evaluation Metrics. In ML and statistics, there are a
variety of methods for evaluating the performance of a
classifer. Te most common metrics are as follows:

Table 2: Legitimate and ransomware bitcoin transactions.

Class #Instances
Normal (legitimate) 2875284
Anomaly (ransomware) 41413

Undersampling Oversampling

samples of
majority class

original dataset resampled dataset

copies of
minority class

original dataset resampled dataset

Figure 2: Random undersampling and oversampling.
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(i) Confusion matrix is the most widely used metric
(see Table 3) [29, 30].
Considering the confusion matrix in Table 1, we
want the values of TN and TP as high as possible,
and the values of FP and FN are as low as possible.

(ii) Precision is used to demonstrate the trade-of in a
model between the sensitivity of detecting TP while
balancing the number of FP [31, 32]. It is given by
equation (1) as follows:

Precision �
TP

TP + FP
. (1)

(iii) Furthermore, we can defne the true positive rate
(TPR), called recall, by equation (2) [31]. It is used to
demonstrate the ability of a model to detect positive
cases in a dataset as follows:

Recall �
TP

TP + FN
. (2)

(iv) Accuracy is the fraction of predictions our model
got right [33]. It is given by equation (3) as follows:

Accuracy �
TN + TP

TN + TP + FN + FP
. (3)

(v) F1-score (or F-score) combines precision and recall
[33]. It is given by equation (4) as follows:

F1 − score � 2∗
Precision∗Recall
Precision + Recall

. (4)

4. Experiments and Results

4.1. Experimental Setup. After preparing the dataset, we
proceeded to the modeling. Tis phase will consist of 3 steps
as follows:

(i) Creation of training and testing sets
(ii) Construction of individual models
(iii) Model performance

In the frst phase, we built two subsets: one contains a
percentage of 33% of the data and the other 66%. Training
data are ready to train any machine learning model.

In the second phase, we implemented the 3 classifcation
algorithms used in our prediction: LR, RF, and XGBoost.

RF is longer than LR because of the complexity of its
steps. RF gave us the opportunity to determine the im-
portance of each attribute during the algorithm.

XGBoost provides better solutions than other machine
learning algorithms in multiple types of applications.

All ML models mentioned previously have hyper-
parameters that must be defned to adapt the model to our
dataset.

Hyperparameters are confguration points that allow
model customization for a specifc task or a set of data.

Tere is a diference between parameters and hyper-
parameters: parameters are learned automatically during
ftting, while hyperparameters are set manually to help guide
the learning process.

Tus, it is often necessary to search for a set of hyper-
parameters that achieves the best performance of a model on
a dataset.

Te Scikit-learn library [23] provides these techniques
for tuning model hyperparameters. In this work, we used the
Random Search method.

4.2. Result Analysis. After implementing the classifcation
algorithms, we compared the performance of diferent
prediction models to choose the most appropriate model.

Initially, data standardization and normalization have
been performed to rescale the data values. Afterward, the
class imbalance problem is resolved. Lastly, three classif-
cation algorithms, i.e., LR, RF, and XGBoost, are used to
classify between abnormal transactions and normal ones
(legitimate).

4.2.1. Performance Analysis of Classifcation Models without
Handling Imbalanced Data. Table 4 presents the classif-
cation model results without handling imbalanced data, in
which LR achieved the highest accuracy, precision, recall,
and F1-score values approximately 90.39%, 77.12%, 73.7%,
and 74.77%, respectively.

RF gave the lowest accuracy, precision, recall, and F1-
score values of approximately 83.17%, 51.6%, 43.72%, and
47.33%, respectively.

XGBoost achieved accuracy, precision, recall, and F1-
score values of approximately 89.09%, 71.6%, 73.88%, and
72.72, respectively.

4.2.2. Performance Analysis of Classifcation Models by
Handling Imbalanced Data. Te true positives (TPs) indi-
cate the Bitcoin transactions where the predictions and the
actual values are indeed positive. According to Figure 5, the
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LR model recognized 48,885 Bitcoin transactions. True
negatives (TNs� 93 Bitcoin transactions) given by LR in-
dicate situations where both predictions and actual trans-
actions are negative. False positives (FPs� 103 Bitcoin
transactions) indicate a positive prediction contrary to the
real value which is negative. Tey are also considered type-1
errors. In false negatives (FNs� 3662 Bitcoin transactions),
the predicted transaction is negative, but the actual one is
positive. Tey are also considered type-2 errors. In the case
of Bitcoin transactions, this means relevant transactions that
have been classifed as ransomware.

Te error rate is a metric that is calculated by summing
all incorrect predictions over the total number of data
(positive and negative). Te lower it is, the better. Te best
possible error rate is 0, but it is rarely achieved by a model in
practice. Te error rate for the LR model is approximately
0.072, which represents the diference between the number
of authentic transactions predicted as ransomware and the
number of genuine transactions recognized as ransomware.

Figure 6 shows the LR confusion matrix. Te number of
positives and negatives are as follows:

(i) Positives: 55165 (TP� 46384 and TN� 8781)

(ii) Negatives: 3988 (FN� 1384 and FP� 2604)

Te error rate for the RF model is approximately 0.06.
Figure 7 shows the XGBoot confusion matrix. Te

number of positives and negatives are as follows:

(i) Positives: 50 857 (TP� 48372 and TN� 2485)
(ii) Negatives: 472 (FN� 407 and FP� 65)

Te error rate for the XGBoost model is approximately
0.01.

Te error rate given by XGBoost is better than LR and
RF.

Table 5 summarizes the results of classifcation
models by handling imbalanced data, in which XGBoost
achieved the highest accuracy, precision, and F1-score
values approximately 99.08%, 99.86%, and 99.5%, re-
spectively, whereas LR obtained the lowest accuracy and
precision values of approximately 92.86% and 93.03%. RF
achieved an accuracy of 94.45% with 97.1% precision,
94.68% recall, and 95.75% F1-score.

According to Table 5 and the accuracy metric, LR gives
the smallest value (92.86%) compared to RF (94.45%) and
XGBoost (99.08%).

Since accuracy is a metric used to measure the ability of
the model to correctly predict positive classes (ransomware),
XGBoost is considered the best model to correctly predict
ransomware.

As we mentioned before, to get an appropriate trade-
of and balance between precision and recall, we consider
the F1-score. Tis metric does not really have any
meaning or interpretation. It is simply a combination of
recall and precision to fnd a compromise between them.
It helps us to better decide which model to choose. We
notice that XGBoost gives the best F1-score (99.5%)
compared to LR (96.24%) and RF (95.75%).

According to the recall values, we highlight a little
diference between LR (99.7%) and XGBoost (99.16%).

After analysis of the three classifcation models, it is
observed that the XGBoost scheme provided the highest
accuracy.

We have centered our comparison on the model’s
classifcation accuracies that are reported in the literature

Table 3: Confusion matrix.

Predicted class
Normal Anomaly

Actual class Normal TN (true negatives) FP (false positives)
Anomaly FN (false negatives) TP (true positives)

Table 4: Classifcation models without handling imbalanced data.

Metric LR RF XGBoost
Accuracy (%) 90.39 83.17 89.09
Precision (%) 77.12 51.6 71.6
Recall (%) 73.7 43.72 73.88
F1-score (%) 74.77 47.33 72.72
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Figure 5: LR confusion matrix.
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work because accuracy is a vigorous performance evaluator
to demonstrate the robustness of ML-based models.

Table 6 presents a comparison of accuracy values with
existing ML-based predictive models.

According to the results presented in Table 6, the pro-
posed model using XGBoost is competent and superior in
providing identifcation for ransomware for Bitcoin
transactions.
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Figure 6: RF confusion matrix.
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Figure 7: XGBoost confusion matrix.

Table 5: Classifcation models by handling imbalanced data.

LR RF XGBoost
Accuracy (%) 92.86 94.45 99.08
Precision (%) 93.03 97.1 99.86
Recall (%) 99.7 94.68 99.16
F1-score (%) 96.24 95.75 99.5
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5. Conclusions and Future Work

Nowadays, it may be difcult to detect zero-day ransomware
attacks with statistical methods because they become de-
pendent on data and are not sensitive to error costs. In this
article, we developed, investigated, and evaluated a self-
reliant ransomware prediction system for bitcoin transac-
tions. Te proposed system employs three supervised ma-
chine learning methods to recognize data patterns in bitcoin
payment transactions, namely, LR, RF, and XGBoost.

Several performance evaluation metrics, such as classi-
fcation accuracy, precision, and recall, have been used to
evaluate the proposed predictive models using recent, up-to-
date, and comprehensive Bitcoin transaction dataset. Con-
sequently, the validation testing of model experimentation
recorded 99.08% for the Bitcoin transaction detection ac-
curacy (two-class classifer) as using XGBoost. In compar-
ison with several existing bitcoin transaction prediction
models, we have achieved the best accuracy results.

Based on empirical evidence, we show that Bitcoin
transactions related to ransomware can be detected more
accurately.

In future work, we will consider planning threat intel-
ligence information to increase the accuracy of our pre-
diction model and analyze the impact of hyperparameter
tuning on the result of the predictive model using several
MLAs.

Data Availability

Te data used to support the fndings of this study are
available at https://archive.ics.uci.edu/ml/datasets/
BitcoinHeistRansomwareAddressDataset.
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