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Current experiences with Internet
telepathology and possible evolution in the
next generation of Internet services

V. Della Mea and C.A. Beltranti time, also the Internet use has rapidly grown, thus sev-

Institute of Pathology, University of Udine, Italy eral research efforts have been put in the use of its pro-
tocols for telemedicine tasks, starting from electronic
The last five years experience has definitely demonstrated the mal! and including the World Wide Web, with some at-
possible applications of the Internet for telepathology. They t€Ntion also on the basic Internet protocols that can be
may be listed as follows: (a) teleconsultation via multime- used in dynamic telepathology.
dia e-mail; (b) teleconsultation via web-based tools; (c) dis-  The present paper introduces at first the main tele-
tant education by means of World Wide Web; (d) virtual ~pathology tasks and problems, and then explores some
microscope management through Web and Java interfaces; Internet-based approaches ongoing around the world,
(e) real-time consultations through Internet-based videocon- ranging from the use of multimedia e-mail, to collabo-
ferencing. Such applications have led to the recognition of ration tools, to web-based interfaces for robotized mi-
some important limits of the Internet, when dealing with croscopes. A quick overview on the expected evolution

telemedicine: (i) no guarantees on the quality of service of the Internet in the next few years will provide the

(QOS);. (i) madequate_ security and privacy; ('").for SOME  tramework for future telemedical applications.
countries, low bandwidth and thus low responsiveness for

real-time applications. Currently, there are several innova-

tions in the world of the Internet. Different initiatives have

been aimed at an amelioration of the Internet protocols, in 2. Telepathology

order to have quality of service, multimedia support, secu-

rity and other advanced services, together with greater band-  Independently from the aim, the most important
width. source of images for pathologist is surely the glass

The forthcoming Internet improvements, although induced  gjide observed through an optical microscope, although
by electronic commerce, video on demand, and other com- other fundamental information is provided by the
mercial needs, are of refil '|nterest also for'telemedlcme, macroscopical aspect of surgical samples, by electron
because they solve the limits currently slowing down the . . .
use of Internet. When such new services will be available, mlcrf)scope Images, etc., all complemented with pa-
telepathology applications may switch from research to daily tient da_lta and .hlstory. The pathologl'.sF ob_serves the
practice in a fast way. glass slide at different objective magnifications, look-

ing for diagnostic clues that can be found in specific
optical fields.

So, telepathology is mainly based on the delivery of
microscope images, by means of two main approaches,
as in other telemedicine fields: real-time [27] and store-
and-forward [3] methods. The former is based on the
. directdialogue between two entities, and usually needs

Telepathology has been one of the most growing g eater resources than the latter, which is intrinsically
telemedicine fields in the recent years. At the same asynchronous and furthermore does not need the pres-

" : : : ence of both interlocutors at the same time.
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possible, a sampling of the glass slide should be made
by the referring pathologist, by choosing the images
regarded as most representative of the case. Those im-
ages could then be sent to another pathologist for con-
sultation, or stored in a case archive for education, or
even used for quality control of cytopathologic labora-
tories; however, they represent only a part of the orig-
inal case, hopefully the most diagnostically or educa-
tionally interesting.

On the other side, real-time telepathology allows the
recipient pathologist for interactively selecting fields
following a variety of approaches, based either on the
real-time exchange of static images or on the delivery
of real-time video from the microscope; sometimes, in
addition to this there is the availability of a robotized
microscope, which allows for its full remote move-
ment. In general, effective real-time telepathology
needs high bandwidth, and often expensive tools (e.g.,
robotized microscopes); in addition, videoconference-
based tools have a low image quality, which is not al-
ways adequate to diagnostic aims [20].

The above reasons push towards a distinction be-
tween tasks that can be carried out using the less
powerful but even inexpensive store-and-forward tele-
pathology and those needing the real-time methods.
Among the former, remote expert consultation is being
greatly studied and discussed, because its store-and-
forward version is particularly attractive as a method
for international referral, whereas real-time telepathol-
ogy is the right method for the intraoperative diagno-
sis, which has very strict time constraints and the need
of completely observing a specimen.

As it can be seen in the following, store-and-forward
communications can be easily realised through Inter-
net protocols; real-time too, in principle, but with qual-
ity problems due to the absence of guarantees on per-
formance.

3. The Internet

The evolution of the Internet derives by a common
effort on protocol studies, proposals and implementa-
tions. Protocols, either already accepted as standard,
as well as proposals and Internet committee drafts are
described in publicly available documents, which are
released on the Internet itself.

Internet protocols are based on the client/server
paradigm, which is a computational architecture that
involves client processes requesting services from
server processes. The communication between client
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and server is carried out according to a set of precise
rules called client—server protocol.

The Internet protocols are organised into a four-
layer stack: the first manages the physical media where
the connection is established (e.g., Ethernet), the sec-
ond (IP, Internet Protocol) allows the exchange of ba-
sic data packets, then there is the TCP (Transmission
Control Protocol) that provide reliable, connection-
oriented, full-duplex streams. Finally there is an appli-
cation layer that implements some high level service
such as electronic mail, World Wide Web, file transfer
and so on: this is the layer commonly available to the
user programs.

On the Internet, each computer is designated by a
32-bit number, usually written as four numbers sepa-
rated by dots (e.g., 158.110.1.3). To this number may
also be associated a nhame, composed by labels sep-
arated by dots (e.g., hydrus.cc.uniud.it) through the
DNS (Domain Name System) protocol.

Security and privacy are crucial needs of telemedi-
cine applications: in its basic form, the Internet does
not provide for them, although there exists now an im-
portant security enhancement (Secure Socket Layer,
SSL). The SSL protocol includes provisions for server
authentication (verifying the server’s identity to the
client), encryption of data in transit, and optional client
authentication (verifying the client’s identity to the
server). Several commercial implementations of SSL
are currently available, mainly on WWW servers and
browsers, although its use can be wider.

Apart from SSL, multimedia email provides for
privacy-enhanced communications basing on public
key cryptography and digital signature.

Another form of data protection is given by network
firewalls and proxies. A firewall is a method of pro-
tecting one network from another non-trusted network,
with two main mechanisms: one for traffic blockage
and one for traffic permission. In addition, the firewall
can be used to trace in-going and out-going informa-
tion.

Proxies are high-level applications that act as a gate-
way between specific applications and the network;
this allows to filter and log traffic.

Anotherimportantissue for telemedicine is the qual-
ity of service. The Internet is born from a military ef-
fort, with the aim of providing redundant communica-
tions, thus, at least from this point of view, some qual-
ity is available; however, there isn't a specific guar-
antee policy on performance, thus no strictly reliable
communications may be made.
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4. Telepathology on the Internet by the Dept. of Telemedicine, University Hospital of
Tromsg, Norway, in collaboration with NORUT IT.

Although there are many research and commercial A way to override the image sampling problem is
tools for telepathology, using mainly ISDN (Integrated that of including the whole diagnostic field into an
Services Digital Network) and traditional analogue €mail message. This has been experimented in the
telephone lines, in the recent years great attention has SPecific case of biopsies, which have a very small
been posed on Internet-based tools and methods, whichar€a [28]. The proposed approach is based on the use

attempt to replicate almost all kind of systems, either
static or dynamic [17,19].

The Internet protocols and tools considered for im-
plementing telepathology are those mostly used in the
current communications, i.e., electronic mail and web-
related methods, but also directly low-level connec-
tions, used in dynamic approaches.

In the following, a brief overview of current Internet
telepathology application will be given.

5. Telepathology through electronic mail

In particular, multimedia electronic mail has been
studied since 1995 by the Institute of Pathology of the
University of Udine, Italy, together with the research
partners of the IRST (Istituto per la Ricerca Scien-
tifica e Tecnologica) and the City Hospital of Trento,
Italy, as a way for doing remote expert consultation
instead of glass slide mailing [4]. The study involved
some initial interoperability problem (now resolved by

of a very high resolution acquisition device known as

photoscanner, which applies the technology currently
used in flatbed scanners to the acquisition of images.
Images can be grabbed from the microscope at a low
magnification, but with a resolution such that is as hav-
ing acquired much more images at a higher magnifica-
tion, and including the whole biopsy.

6. Web-based telepathology tools

On the World Wide Web, telepathology can be car-
ried out by means of servers, where histopathologic
cases may be put with different aims, including diag-
nosis, education and quality control.

The photoscanner previously cited has been pro-
posed also as a way for realising the so-called “vir-
tual microscopy” for teaching use [10,17-20,29]: be-
ing possible to represent the whole biopsy in a single
image, this could be used as a basis for constructing
a virtual glass slide (together with higher magnifica-
tionimages), which can be freely navigated by students

the most recent mail agents), the analysis of the im- and/or specialists doing continuing education, exactly
age sampling issue and the use of the JPEG com- a5 they were at the microscope. In addition, such an
pression method for reducing storage and transmission approach has its practical application through the In-
time. Several experiments in different pathology fields ternet, by means of a web-based interface that makes
(including GI, breast cytology, frozen sections, skin world-wide accessible such an educational resource.
pathology) have been carried out since then, demon- More recently new ways of doing almost the same task
strating an overall feasibility, although some problem have been proposed, i.e., acquiring whole specimens
appears when dealing with specific fields or particu- for virtual microscopy. In particular, the Bacus BLISS
larly difficult cases [5-7]. However, email protocols workstation allows to digitise and send through the In-
seem to be particularly suited for telemedicine, be- terneta specimen — called “WebSlIi{g¢ for diagnostic
cause they directly provide solutions for many of the as well as educational aims. A WebSlide is composed
telemedical needs: multimedia, ease of use, privacy by a slide overview, created from a patchwork of low-
and security. Other evaluations of the same type has magnification images, and a number of high resolution
been carried out later, by different research groups, images, covering the most interesting specimens areas
aiming at evaluating the diagnostic accuracy of the (eventually the whole slide). Such an image structure
method, as well as its privacy features [2,9,26]. can be viewed by means of a specific browser, which
As a consequence, several telepathology systemssimulates the behaviour of the microscope, allowing
providers (e.g., Olympus, Leica) included into their stage movements and magnification changes.
instruments also a module for doing email consulta-  There are different ways for making such large
tions. Furthermore, generic tools for store-and-forward datasets available on the Internet. Among those, wave-
telemedicine, including telepathology, started to ap- lets-based compression algorithms should be cited, be-
pear; one of the first — DORIS — has been developed cause they easily allow the multiresolution display of
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large images without transferring the entire file, andthe A particular telepathology server-based application
FlashPix format, with almost the same features. has been developed by tit&roquantproject (http:
From Japan comes an approach to diagnostic tele- //euroquant.med.tu-dresden.de/) for support in remote
pathology, which allows also for interactivity. Nagata quantitation of DNA cytometry data [10], with the
et al. [25] (National Cancer Center Research Institute, overall aim of helping in the standardisation of such
Tokyo, Japan) propose a whiteboard-like system im- measurements [23], and of promoting uniform quality
plemented using the Java language, which is thus inde- control criteria [15]. Remote quantitation through the
pendent from the hardware/software platform adopted. Internet has also been tried using multimedia email.
The system allows for sharing still images onto a so-
called whiteboard, having at disposal some collabora-
tion tool typical of such kind of systems (shared cursor,

drawing tools, text areas), all through a standard Web  gome researchers push even forward the use of In-
browser. Such an approach is the same as many low-ternet, by studying methods and implementing tools
end commercial systems, but instead of compelling in-  for the remote control of microscopes. Although there
terlocutors to have the same kind of hardware and soft- already existed tools for controlling generic image
ware, it can be used everywhere, making it much more sources on the Web (e.g., motorised videocameras),
interesting from the point of view of a wide diffusion.  pjoneer work on this topic has been carried out at

In the USA, AFIP (American Forces Institute of the Charite Hospital in Berlin, Germany [32,33],
Pathology) is using telepathology since many years for where a Web-based interface to a robotized micro-
doing international consultations [17]. Among the dif- scope has been implemented and successfully tested
ferent methods adopted, there are also Internet-based(http://amba.charite.de/telemic/index.html). Again, Ja-
case submissions. They started with an ftp-based ap-va has been used to produce a tool independent of spe-
proach, where referring pathologist transferred images cialised hardware and software. A similar experience
into an ftp server; then, in 1996 multimedia email was has been carried out also in a collateral field by the Na-
also introduced. While maintaining the former options, tional Center for Microscopy and Imaging Research,
recently they prepared a completely renewed tool for La Jolla, CA, where a web interface to an electron mi-
uploading pathologic cases through a secure Web inter- croscope has been realised with the same kind of in-
face, and also an archive of cases derived from consul- struments as above [13].

7. Dynamic telepathology through the Internet

tations, which is of very high value for continuing ed- As a matter of fact, some of the currently available
ucation being composed by cases coming from around dynamic telepathology tools use the Internet basic pro-
the world (http://www.afip.org/telepathology). tocols over ISDN lines, creating this way a very small

Something similar is arising in Europe from an Intranetcomposed by two nodes, which could virtually
European Community-funded project called Europath be transferred on the Internet, if its performance would
(ended in 1998): from remote consultation to continu- be adequate.
ing education and quality control, the Internet will be
used as a medium for enhancing coIIaboratlon among g =4 cational case archives
European pathologists thanks to tRathConsultini-

tiative (http:/pathconsult.imag.fr/). Multimedia case archives are usually considered as

A recent and important support to Internet tele- pertaining to telepathology, because they allow for the
pathology comes from the UICC (Union Internationale  djistant sharing of medical data. Of course, the Inter-
Contre le Cancer), which launched a web-based con- net and the Web play a major role in the creation of
sultation site to be used for second-opinion diagnosis remotely accessible and possibly distributed archives,
in pathology [8]. and thus there are a lot of attempts to create such

In Italy, three different initiatives have been recently  kind of applications [10,12,22,24]. Among those, it
introduced. The Institute of Pathology of Udine is lead- is worth to cite the efforts towards interoperability
ing a national network of telepathology for research, and standardisation [1,21], which are of great inter-
education and quality control, which bases part of their est for telemedicine: thus HTML with some extension
work on web-based tools (in particular for educational and DICOM (born for teleradiology) have been exper-
cases and for remote consultation); the pathologists of imented as effective ways of sharing cases, together
the Milan area are publishing their slide seminars cases with a variety of coding for diagnostic data. Table 1
on the Internet; and the Italian Society of Pathology proposes a set of addresses of educationally relevant
(SIAPEC) has just started an archive for consultations. pathology sites.
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Table 1
Multimedia case archives and virtual microscopes
Site Address
AFIP http://www.afip.org/homes/bethetele/index.html
10S Press telepathology http://www.iospress.nl/telepathology/
Virtual Autopsy 2 http://www.le.ac.uk/pathology/teach/va2/
JHAR - John Hopkins http://www.netautopsy.org/
Autopsy Resource
University of Pittsburgh http://path.upmc.edu/casemonth.html
Case of the Month
SLUCare Cases http://www.slucare.edu/clinical/pathlab/case/
Soc. Ultrastructural http://sup.ultrakohl.com/cotm.html
Pathology
Microscopia elettronica
University of Virginia http://www.med.virginia.edu/medicine/clinical/pathology/CaseStudies
Case studies /CaseStudiesHome.html
WEBPATH http://iwww-medlib.med.utah.edu/WebPath/LABS/LABMENU.html
Laboratory exercises
Italian Network of telepathology http://www.telemed.uniud.it/ritap/
Cases of the Milan pathologists http://www.patologi-milano.org
SIAPEC Seminars http://www.siapec.it/seminari/
Virtual micro http://gynonc.path.med.umich.edu/Gynimaging/testmicrol.htm
UPMC Virtual http://telepathology.upmc.edu/website/cytologyl1.html
Telepathology
AmeriPath case of the http://www.ameripath.com/teaser.html
month
9. Future evolutions of the Internet and lutions towards an increase of the speed and some form
telepathology of guarantee on the performance, as explained in the

following paragraphs.

Currently, there are several innovations in the world
of the Internet. Different initiatives have been aimed
at an amelioration of the Internet protocols, in order 10. Next generation Internet
to have quality of service, multimedia support, secu-
rity and other advanced services, together with greater |py6 _ of IPng — is a new version of the basic Inter-
bandwidth. Among these projects, Internet2 and NGl ot hrotacols, which introduces a number of enhance-
(Center for Next Generation Internet) in the USA and - a5t the current version, known as IPv4. One of the
TEN-155in Eurqpe should b,e mentioned. main motivations for its introduction is the shortage of
_ The forthcoming I_nternet |mprove_ments, although addresses with the current address space.
induced by electro_mc commerce, V|de_o on demand, p g jg designed to run on high performance net-
anld othder comrt?ermal neﬁds arle of rﬁal Imterest also flor works as well as on low bandwidth networks, such as
telemedicine, because they solve the limits currently | ;-oje55 communications. In addition, it embodies ca-

slowing down the use of Internet. When such new ser- pabilities needed for some new services available in the
vices will be available, telepathology applications may near future:

switch from research to daily practice in a fast way, al-
though this will probably be possible only in the devel-
oped countries.

Among the problems that currently restrain the de-
ployment of the Internet in telemedicine, the most sig-
nificant is surely the low and unstable performance.
However, in the future of the Internet there will be evo-

addressing and routing issues,

a larger address space (128 bit addresses),
auto-configuration capabilities,

simplified IP packets,

native security,

multicast and anycast features,
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— “quality of service” functions (through message
priority extensions, and resource reservation pro-
tocols).

These improvements will give to Internet a greater
suitability for telemedicine applications, mainly thanks
to security and quality of service features.

In particular, the availability of secure transaction
methods will certainly make easier the transfer of
telemedicine from research to clinical practice. Some
further development is foreseen for Internet real time
communications through specialised protocols, i.e.,
RTP (Real-time Transmission Protocol), which will be
of great interest for image and video transmission.

As a practical example of the effect of next gen-
eration Internet on the practice of telepathology, let's
consider a intra-operative telepathology session to be
held during a surgical operation. First of all, the hos-
pital hosting the intervention may reserve the band-
width needed for a real-time, dynamic connection
(e.g., 512 kbit/s) for the time of the intervention, be-
tween its network and the site of the consultant, or of
the consultants, if more than one. When the surgical

sample is ready and the glass slide is prepared, the

connectionis activated having the requested bandwidth
available and guaranteed, and, if the opinion of differ-

ent pathologists is needed, the multicast feature is used

in order to connect to them at the same time. During

the session, communications occur in a secure and pri-
vate way, by means of the security features embedded

in the protocols, and thus they satisfy the usual legal
constraints on safety of patient’ data.

11. Faster communications and telepathology

In addition to the above evolutions, there will be
certainly a growth of available bandwidth, which is
needed to support the ever increasing Internet traffic.
In particular, the European research networks will take
advantage from the TEN-155 project, aimed at bring-
ing 155 Mbit/s communications and managed band-
width capabilities among the European countries; sim-
ilar efforts are ongoing also in the US. At the phys-
ical level ATM (Asynchronous Transfer Mode) is re-
garded as a choice for the implementation of network
backbones, while ADSL (Asymmetric Digital Sub-
scriber Line) allows to reach almost every site with a
sufficiently high bandwidth. At the present time and
likely in the near future, ISDN remains an appropri-
ate choice for intermittently connected telepathology
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workstations, such as those needed for intraoperative
telediagnosis; this also thanks to its guarantees on the
quality of service and fixed bandwidth. However, un-
fortunately such kind of lines will be available firstly in
developed countries, increasing the gap known as “dig-
ital divide” even in telemedical applications [30]. As
an example, actually only 7 out of 54 African countries
have ISDN connectivity, 16 countries have Internet
access nation-wide, an estimated number of 25000—
30000 hosts is permanently connected to the Inter-
net, and there are about 1 million of Internet users —
but 650000 are located in South Africa [16]. So, al-
though there are a number of collaborative initiatives
between developed and developing countries in the
field of telemedicine, the technological differences still
suggest to adopt low-cost solutions [11].

Increased bandwidth may become also a viable solu-
tion to the image sampling problem in static telepathol-
ogy. The scanning of the whole specimen at different
magnifications can already be made, but results in hun-
dreds of megabytes of needed storage. Such “digital
glass slides” can be of very high value for education,
due to the possibility of simulating the behaviour of
a microscope, but if their transmission could be made
fast, they may become also a good way of doing tele-
diagnosis without any limitation. However, even “clas-
sical” dynamic telepathology will take advantage from
higher transmission speeds, being natively more de-
pendent on bandwidth.

12. Discussion

Technically, the Internet seems adequate for tele-
pathology applications, although it lacks of quality of
service guarantees; protocols are suitable for imple-
menting a wide range of solutions, and already avail-
able tools can be applied directly for implementation.
In particular, Internet protocols partially override the
main problem of every communication-based activity:
interoperability and standards.

A crucial problem is that not everywhere the Inter-
net has the same performance. From this point of view,
store-and-forward telepathology could be the best so-
lution, although some concern on image sampling still
exists. Furthermore, email with its easy-to-use privacy
enhancements has been also considered as the future
of telemedicine, as reported at MEDNET98 by Fergu-
son and Greene [31], thus it should be seriously eval-
uated as a practical mean for exchanging telemedical
information.
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However, Internet applications including telepathol-
ogy can be easily exploited on private intranets, where
performance and security are higher than outside, hav-
ing thus the advantage of open standards without re-
nouncing to speed and privacy. Performance and secu-
rity will be also guaranteed by the next generation In-
ternet protocols, allowing thus the use of the Internet
for real world telepathology applications. This could
help in solving at least one of the residual problems de-
scribed by Wells and Sowter [31], i.e., the data trans-
mission speed; however, the effective adoption of ad-
vanced telematics tools inside healthcare institutions
is dependent on investments, making often unavailable
those tools even when technically possible.
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