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For resource-constrained wireless sensor networks (WSNs), designing a lightweight intrusion detection technology has been a
hot and difficult issue. In this paper, we proposed a lightweight intrusion detection method that was able to directly map the
network status into sensor monitoring data received by base station, so that base station can sense the abnormal changes in the
network. Our method is highlighted by the fusion of fuzzy c-means algorithm, one-class SVM, and sliding window procedure to
effectively differentiate network attacks fromabnormal data. Finally, the proposedmethodwas tested on thewireless sensor network
simulation software EXata and in real applications. The results showed that the intrusion detection method in this paper could
effectively identify whether the abnormal data came from a network attack or just a noise. In addition, extra energy consumption
can be avoided in all sensor monitoring nodes of the sensor network where our method has been deployed.

1. Introduction

WSNs are a typical mobile and self-organized network
constrained by energy supply, computing power, and com-
munication capabilities of individual node. They are usually
deployed in areas where power supply and maintenance are
limited.The typical fields for deployment are traffic monitor-
ing, environmental surveillance, and military purposes [1, 2].
Compared to resource-rich wired networks, nodes in WSNs
are vulnerable to attacks [3]. However, due to the limitations
ofWSNs, relying solely on intrusion defense to defend against
attacks is far from enough. There has been a consensus that
intrusion detection technology should be incorporated to
resist attacks inWSNs protection [4].The intrusion detection
technology, specifically, the intrusion detection system (IDS),
is a network security technology originally built for detecting
vulnerability exploits against a target application or computer
[2]. The IDS is a listen-only device, which means that it
monitors traffic and reports its results to an administrator, but
cannot automatically take action to prevent a detected exploit
from taking over the system.

How to save energy consumption of nodes participating
in intrusion detection activities is a key issue in IDS [5].
In [6], the author proposed a cluster-based IDS, in which
the entire network was divided into several subnetworks.
One node was selected as a management node and was
responsible for monitoring the member nodes in each
subnetwork. Although this method saved the energy of
ordinary nodes in the subnetwork, the energy consumption
in management nodes was still remarkably high. In [7], the
author proposed an agent-based distributed and collabo-
rative IDS, in which agents were deployed on individual
nodes to detect the network status of other nodes within
the communication range. When an agent node detected
an abnormal activity but cannot clearly clarify whether it
was an exception, then the node communicated with the
neighboring agent nodes to collaboratively analyze andfinally
confirm whether it was an anomaly. In this scheme, energy
consumption occurred not only in network status moni-
toring, but also in communicating with neighboring agent
nodes.
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In this paper, in order to reduce the energy consumption
of sensor nodes participating in intrusion detection activities,
we presented a lightweight intrusion detectionmethod based
on Fuzzy Clustering Algorithm (LIDFCM) for resource-
constrained WSNs. This method is different from the com-
mon intrusion detection algorithms which directly handle
status of network traffic. The innovation is that we map the
network status into the sensor measurements received by the
base station, so that the abnormal change of measurements
can reflect the change of the network status. In order
to distinguish the source of abnormal data, our intrusion
detection method can effectively identify potential attacks
in abnormal data by the fusion of fuzzy c-means algorithm,
one-class SVM, and sliding window procedure (the related
operations of temporal correlation of sensor monitoring data
[8]). It is an efficient and lightweight intrusion detection
method.

The rest of this paper is organized as follows. Section 2
introduces related work of intrusion detection system. We
introduce the model proposed in this paper in Section 3.
Section 4 is simulation experiments. Results and discus-
sion are shown in Section 5. Section 6 summarizes our
work.

2. Related Works

Intrusion detection has been a hot anddifficult problem in the
research ofWSNs. According to various classification criteria,
intrusion detection technology can be classified into different
categories. In this section, we review the mainstream cate-
gories of detection methodologies used in current intrusion
detection systems, which are, respectively, anomaly-based
detection, misuse-based detection, and specification-based
detection [2].

2.1. Anomaly-Based Detection. Anomaly-based intrusion
detection can be functionally categorized into three groups:
statistical-based methods, knowledge-based methods, and
machine learning based methods. Anomaly-based intrusion
detection methods often require positive samples as training
sets, to learn normal behavior patterns and establish normal
activity models. When intrusion detection system detects
that activities deviated significantly from the normal network
behavior activities, a network attack much likely occurred.
Common techniques based on anomaly detection include
probabilistic statistics, data mining, neural networks, and
others [2]. The advantage of anomaly-based intrusion detec-
tion is that it can detect unknown network attacks. However,
the disadvantage is that the false positive rate is high [9].
For example, Doumit et al. [10] proposed an IDS based on
self-organized criticality (SOC) and hidden Markov model
(HMM), which can be regarded as anomaly detection. In the
IDS, probability transition matrix used for HMM modeling
was calculated by SOC.When the change of the network state
was detected, the algorithm calculated the probability that the
state-changing occurred under the normal behavior HMM
and compared with the system predefined HMM threshold.
If it was higher than the threshold, the IDS claimed that
the state-changing was due to cyberattacks. Tian et al. [11]

proposed an anomaly detection algorithm based on SVM
and robust classification method to detect select forwarding
attacks. In thismodel, SVMperformed better than traditional
machine learning methods that need large samples. In addi-
tion, it can find the best tradeoff between model complexity
and learning ability given limited sample information, which
brought the method a better generalization ability. Su et al.
[6] proposed a clustering-based intrusion detection method,
in which a group of member nodes monitored cluster head
nodes anddetermined the abnormal behavior of cluster heads
through alarm threshold (X). At the same time, cluster head
nodes monitored the member nodes instead of deploying
intrusion detection systems on each node to save sensor
energy. However, this solution is subject to limitation that
only static sensor networks can be applied.

2.2. Misuse-Based Detection. Misuse detection is based on
the principle of pattern matching, in which the attack library
established by collecting abnormal operations is used to
detect network attacks. During detection, network activities
undergo a matching process with the established network
intrusion library. If the matching is successful, the network
activity is considered as an intrusion and corresponding
alarm information is then generated [2]. Misuse detection
can often achieve a high detection rate, but only works in the
condition where attack patterns are previously established in
the library, which means that some omissions are inevitably
expected [12, 13]. Common misuse detection techniques
include Petri net analysis, neural networks, expert systems,
state transition analysis, and feature analysis. For example,
Da Silva et al. [14] deployed the intrusion detection system
on sensor nodes. The system monitored the behavior of the
attacked nodes and established attack rules. For example,
retransmission rule was mainly used to detect black hole
attacks and selective forwarding attacks. The experimental
results showed that this method was very effective in detect-
ing the corresponding attacks defined in the rules, but less
effective in detecting attacks excluded by the rules. Han et
al. [15] proposed a data mining tool based network attack
feature extraction (SigSniffer).The tool firstly captured packet
conditions in the attacked network through Packet Sensor,
then performed simple processing, and finally sent it to
Signature Miner for initial mining where potentially useful
rules were stored in the Signature Set. Associated Signature
Miner further mined features stored in the Signature Set by
using association analysis, which were added to the Rule Set
for intrusion detection. The authors claimed that the feature
extracted by their methods had a high degree of recognition.
Cheng et al. [16] proposed a distributed intrusion detection
system based on rulematching for industrial control systems.
The network probes were distributed into an industrial
network to collect information of packets around its domain
and send them to the corresponding detection module. The
detection module performed in-depth extraction of features,
and then compared it against the black and white lists
extracted from known attacks to identify potential cyber-
attacks. However, each detection module was independent
in their method, thus ignoring of attacks that were multiple
subnet relevant might be expected.



Advances in Fuzzy Systems 3

FCM

X_test
(feature A and B)

Calculate 
d_i,nos,d_i,nor

Training stage 

Detection stage
Normal 
cluster

Noise cluster

d_i,nos<d_i,nor

Intrusion 

no

yes

(feature A and B)
TrainDataSet

normal

One-class SVM

yes

feature B

Calculate meanB and
minB

meanB > minB 

no

yes

no

Train one-class SVM

In training stage
Or meanB > minB

Choose two 
optimal cluster 

centers

Update
SVMDS

feature 
B

In training 
stage

yes

feature 
B

yes

Feature 
Engineering

Input Monitoring data

feature A

feature A

sliding window procedure

Z-score

Noise identification

Figure 1: Structure diagram of the proposed intrusion detection model.

2.3. Specification-Based Detection. The basic idea of specifi-
cation-based detection method is to use a set of specification
and constraints to describe the correct operation of a program
or protocol, which has been usually employed to monitor the
behavior of a system or a network [2].The way of establishing
a normal behavior pattern in specification-based intrusion
detection is different to that of anomaly-based intrusion
detection, which is obtained through the actual operation of
objects and continuously revised through repeated training.
However, specification-based intrusion detection obtains the
pattern by artificially abstracting the expected behavior of the
objects. When object behavior deviates significantly from the
abstract behavior, it is considered that an abnormality has
occurred [17]. Specification-based intrusion detection has the
merit of both misuse-based and anomaly-based detection;
that is, on the one hand, it is able to detect unknown attacks
and the false positive alarm rate is lower than that of anomaly
detection-based technologies. On the other hand, it has a
considerable high detection rate for known attacks [18]. The
reliable performance of specification-based detection is at the
cost of computation, that is, a set of specification and con-
straints need to be defined [19–28]. For example, Le et al. [27]
proposed a specification-based IDS for attacks targeting rout-
ing protocols for low power and lossy networks (RPL). The
intrusion detection system defined the legitimate operations
of the RPL protocol tomonitor the system’s various behaviors.
Experimental results showed that the intrusion detection
system had a higher detection rate and a lower false positive

rate. In [28], the author proposed a specification-based
intrusion detection system for the medical cyberphysical
system (MCPS). In this intrusion detection system, the author
defined the behavioral guidelines for the normal operation
of devices, then translated them into a normal machine
state, and inputted into the model for training. During the
operation of devices, their states were always monitored
by the intrusion detection system. When devices’ behavior
deviated from the predefined state, an alarm was triggered.
Results in comparison with another similar two anomaly-
based detection schemes showed a better detection rate.

3. The Model

In this section, we detail themain steps adopted in ourmodel
that are, respectively, the feature engineering, the training
phase of fuzzy c-means clustering algorithm (FCM), the
selection of optimal clustering center and one-class SVM
model, and the detection stage of noise identification, the
sliding window procedure of network attack identification, as
shown in Figure 1.

3.1. Feature Engineering and Z-Score. We assume that a
wireless sensor network contains N monitoring nodes. Each
node in the network sends a set of collected monitoring
data, that is, measurements (such as temperature, humidity,
and voltage) to the base station in a fixed time interval.
Some data packets may be lost due to various reasons,
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Figure 2: Wireless sensor network architecture diagram.

such as network congestion, sensor node failure, or network
attacks. We assume that the packet loss caused by non-
network attacks is within a reasonable range. Base station
actually receives s group of data packets at each time interval:
Q = {Q1,Q2, . . . ,Qs}. Each group of data has u-dimensional
attributes. The typical structure of a wireless sensor network
is shown in Figure 2.

A common form of network intrusion in sensor networks
is that attacked nodes discard packets (or a large number
of invalid packet is accumulated in the network to cause
network congestion). As a result, the number of measure-
ments received by the base station is far less than the actual
number of nodes but has no effect on the value of mea-
surements. This is the reason why most anomaly detection
algorithms characterized by measurements cannot identify
communication destructive network attacks. We map the
network traffic conditions into monitoring data in base
station. When the network conditions change significantly,
they are automatically reflected in the monitoring data, so
that the base station can perceive the changes in the network
status. However, the change in monitoring data is also likely
caused by noise data. Therefore, we define detection feature
A and detection feature B down below to solve this problem.

Definition (detection feature A). The standard deviation of
each dimension attribute of a measurement at each time
interval A = {𝜎1, 𝜎2, . . . , 𝜎u}.

𝜎z = √∑s
k=1 (Qzk − gz)2

s
, z = {1, 2, . . . , u} (1)

where gz is the mean of each dimension attribute of the
measurement at each time interval. gz = ∑s

k=1Qzk/s, z ={1, 2, . . . , u}.
Definition (detection feature B). A modified from gz, B ={e1, e2, . . . , eu}.

ez = ∑s
k=1Qzk
N

, z = {1, 2, . . . , u} . (2)

Since the standard deviation of a set of measurements
containing noise is expected to be significantly different to the
standard deviation of a set of measurements without noise,
the detection feature A is able to distinguish between the
noise and nonnoise data. The impact of most attacks on a
wireless sensor network is reflected in the reduction in the
number of data packets. Therefore, the standard deviation
of normal measurements and the standard deviation of

measurements containing cyberattacks in each time interval
are much likely similar, which means that the application of
feature A alone is not able to distinguish between normal
data and intrusion. To bridge this gap, the network traffic
relevant feature, i.e., feature B, is applied to recognize network
intrusion from normal data. The usage of feature A and
feature B is shown in Figure 3.

In a sensor network, the ranges of monitoring data from
which different objects are sensed are usually different. If the
input features of a machine learning algorithm have different
range and are not normalized, the convergence speed of the
algorithms is significantly slow for most machine learning
algorithms. In addition, the prediction accuracy is also
decreased.This paper adopts Z-score normalization (formula
(3)) to standardize the data after feature engineering.

yzk = Qzk − gz𝜎z (3)

3.2. Training Stage

3.2.1. Fuzzy c-Means Clustering Algorithm and Selection
of Optimal Clustering Center. Given n sample points
X={x1, x2, . . . , xn}, in the feature space, the standard FCM
algorithm [29] classifies X into c fuzzy cluster groups as
follows.

Step 1. Initialize the acceptable error of objective function 𝜀
and the fuzziness indexm.

Step 2. Randomly initialize themembershipmatrixU=[uji] ∈
Rcn, where uji represents membership from sample point ith

(i=1,2,. . .,n) to the jth (j = 1,2,. . .,c) cluster center. Membership
must satisfy the following conditions:

c∑
j=1
uji = 1, ∀i = 1, 2, . . . , n; uji ∈ [0, 1] , ∀i, j (4)

n∑
i=1
uji > 0, ∀j = 1, 2, . . . , c (5)

Step 3. For the kth iteration, update the clusters centers using
(6) and update the partition matrix using (7).

cj = ∑n
i=1 uji

mxi∑n
i=1 ujim

(6)

uji = 1
∑c

k=1 (xi − cj
 / xi − ck

)2/(m−1) (7)
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where cj represents the jth cluster center; ‖xi − cj‖is the
Euclidean distance between the ith sample point and the jth
cluster center.

Step 4. For the kth iteration, calculate the value of the
objective function using (8). If |J(k) − J(k−1)| ≤ 𝜀, then stop.
Otherwise continue doing Steps 3 and 4.

J = n∑
i=1

c∑
j=1

(uji)m xi − cj
2 , 1 ≤ m < ∞ (8)

In our model, the FCM is used to cluster the data
generated in the initialization stage of the sensor network.
The advantage is that it is not necessary to manually label
the data as a training set to train the system. Considering
the sensitivity of the standard FCM to center location, we
adopt the approach proposed by Rodriguez et al. [30] to
choose local cluster centers, in which two assumptions are
made: (1) a cluster center itself has a higher density than
the surrounding neighbors, and (2) the distance between one
high-density point and other high-density points is relatively
large. Therefore, we choose local cluster centers based on the
criteria that a point is likely to be a cluster center if its density
is larger than all points within the radius of the 𝑑𝑐; then it is
labeled as the local cluster center. For feature space containing
n sample points X={x1, x2, . . . , xn}, the density of a point xi
can be defined in

𝜌𝑖 = n∑
j=1

exp(−(xi − xj
𝑑𝑐 )2) (9)

where 𝑑𝑐 is the cutoff distance. In this context, we calculate
the distance (‖xi − xj‖) between any two points and sort these
distances from small to large. 𝑑𝑐 is the value of the first q
percentile of the sorted distance (𝑞𝜖[1, 2]) [30].

Since detection feature A is calculated as the standard
deviation of themeasurements, the global noise cluster center
is selected as the center with the largest standard deviation,
while the global normal cluster center should be the one
with the smallest standard deviation. Then the noise and the
normal cluster center are used as the initial cluster center of
the FCM algorithm. The membership matrix is calculated
using the two cluster centers, which are used to establish
the normal and noise cluster with the assistance of FCM
and feature A. Detection feature B of the normal cluster is
inputted into the support vector machine data set (named
SVMDS) and used to train the one-class SVMmodel.

3.2.2. One-Class SVM. The one-class SVM [31] is essentially
an unsupervised classification method. The method firstly
performs statistical modeling by mapping normal data into
high-dimensional space H (x → 0(x)) through a kernel
function in the training stage, then establishes a hyperplane
that separates the normal data from the abnormal ones
(the origin in high-dimensional feature space) as much
as possible. This process aims at maximizing the distance
between nonnormal data and the hyperplane while trying
to identify the normal data as much as possible. Given the
hyperplane 𝜔 ⋅ 0(x) − b = 0, the quadratic programming
problem that needs to be solved for the training sample points
X={x1, x2, . . . , x𝑙, }, 𝑥𝑖 ∈ 𝑅𝑙 is

min
𝜔,𝑏,𝜀𝑖

12 ‖𝜔‖2 + 1
V𝑙
𝑙∑
𝑖=1

𝜀𝑖 − 𝑏 (10)

s.t. (𝜔 ⋅ 0 (xi)) ≥ 𝑏 − 𝜀𝑖, 𝜀𝑖 ≥ 0, i = 1, 2, . . . , 𝑙. (11)

where 𝜀𝑖 is a relaxation variable whose role is to penal-
ize the misclassified sample points; V𝜖(0, 1) controls the
distance between aggregation area of sample points and
the maximum-interval hyperplane, as well as the distance
between the nonnormal data and the maximum-interval
hyperplane.

Next, the Lagrange multiplier method is used to trans-
form the quadratic programming problem into the optimiza-
tion problem of solving dual variables.The Lagrange function
is constructed as follows:

L (𝜔, b, 𝜀, 𝛼, 𝛾) = 12 ‖𝜔‖2 + 1
V𝑙
𝑙∑
𝑖=1

𝜀𝑖 − 𝑏
− 𝑙∑
𝑖=1

𝛼𝑖 [(𝜔 ⋅ 0 (xi)) − 𝑏 + 𝜀𝑖]
− 𝑙∑
𝑖=1

𝛾𝑖𝜀𝑖
(12)

where 𝛼𝑖 ≥ 0 and 𝛾𝑖 ≥ 0 are Lagrange factors. Letting the
partial derivatives of L with respect to 𝜔, 𝜀𝑖, 𝑏 to be zero, we
have

𝜔 = 𝑙∑
𝑖=1

𝛼𝑖0 (xi) (13)



6 Advances in Fuzzy Systems

𝑙∑
𝑖=1

𝛼𝑖 = 1 (14)

𝛼𝑖 = 1
V𝑙 − 𝛾𝑖 (15)

Substituting (13), (14), (15) into (12), we get the dual
problem of quadratic optimization problem as

min
𝛼𝑖

(12
𝑙∑
𝑖=1

𝑙∑
𝑗=1

𝛼𝑖𝛼𝑗𝐾(𝑥𝑖 ⋅ 𝑥𝑗)) (16)

s.t. 0 ≤ 𝛼𝑖 ≤ 1
V𝑙 ,
𝑙∑
𝑖=1

𝛼𝑖 = 1 (17)

where 𝐾(𝑥𝑖 ⋅ 𝑥𝑗) is kernel function. Support vectors (𝑥𝑘) are
defined as training sample points with 𝛼𝑖 > 0; the hyperplane
parameter b can be expressed

b = 𝑙∑
𝑖=1

𝛼𝑖𝐾(𝑥𝑖, 𝑥𝑘) (18)

In summary, the decision function (f(x)) is defined as

f (x) = sgn( 𝑙∑
𝑖=1

𝛼𝑖𝐾(𝑥𝑖, x) − 𝑏) (19)

The decision function is used in the detection stage. The
decision function takes a test sample point x as input, if
f(x)> 0, the sample is classified as the normal (no intrusion
presents), otherwise it is regarded as the nonnormal, which
means that the test sample might or might not contain
intrusion.The latter requires further process to identify.They
are described in detail in the next stage.

In the training stage, the optimal global cluster center is
selected by the idea of density algorithm, and the FCM is
initialized.Then training set is divided into normal clustering
and noise clustering by the FCM, and the intrusion detection
identifier one-class SVM is trained by normal clustering.The
training stage is shown in Algorithm 1.

3.3. Detection Stage. Thefirst step is the identification of noise
data in detection stage. The distance from each sample entry
xnew to the normal cluster (d i, nor, see (20)) and the noise
cluster (d i, nos, see (21)) are, respectively, calculated by the
detection feature A. If the former is greater than the latter,
xnew is noise. Otherwise, the detection feature B of xnew is
input of one-class SVM model. If the result is normal, xnew
is normal. But if it is determined as nonnormal, i.e., xnew is
suspicious (named xsuspicious); thenwemake the final decision
on xsuspicious with sliding window procedure.

d i, nor = ∑n1
k=1

𝑥𝑖 − 𝑥𝑛𝑜𝑟𝑘𝑛1 (20)

d i, nos = ∑n2
k=1

𝑥𝑖 − 𝑥𝑛𝑜𝑠𝑘𝑛2 (21)

where i is the ith entry to be detected; nor is normal cluster;
nos is noise cluster; nork is the kth element in the normal
cluster; the nosk is the kth element in the noise cluster; n1 is
the sum of the numbers of all elements in the normal cluster;
and n2 is the sum of the numbers of all elements in the noise
cluster.

Sliding window procedure uses the temporal correlation
between monitoring data to clarify suspicious samples. Tem-
poral correlation of monitoring data means that the values
of measurements obtained in adjacent moments are typically
consistent; i.e., the mean or variance of measurements tends
to be temporally correlated. Sliding window procedure is
defined as the following four steps. Firstly, we define a
sliding window p, which represents p records from xsuspicious
to the first p records of feature B in X. For example, if
x10 is suspicious, the sliding window p includes entries{x(10−p), x(10−p+1), . . . , x9}. Secondly, we choose the normal
samples from these records named normalB and find the
minimum of the first dimension value of these normal
samples named minB. Thirdly, the average value, meanB,
calculated the first dimension values between xsuspicious and
these normal samples. Finally, If meanB is greater than or
equal to minB, xsuspicious is predicted as normal; otherwise
xsuspicious is classified as an attack. Sliding window procedure
is given in Algorithm 2.

When the sliding window procedure determines that
the suspicious sample is normal data, it indicates that the
environment is slowly changing. The SVMDS needs to be
updated and the one-class SVM model is retrained to adapt
to changes occurred in the environment. Specifically, the xnew
is appended to SVMDS and the first entry of SVMDS is
discarded to keep the total length of the SVMDS unchanged.
Finally, the one-class SVM is retrained using the updated
SVMDS.

4. Simulation Experiments

We simulated a sensor network with artificial attacks on
EXata [32], a wireless sensor network simulation software
platform, to test the proposed method. We choose EXata
because its considerable accuracy compared with real net-
work environments. The network environment simulated by
EXata ran on a personal computer with an Inter (R) Core
i5-6300HQ, 2.30GHz, 8GB memory (RAM). The wireless
sensor network was deployed by randomly placing 50 sensor
nodes (10% of which were randomly set as attack sources)
in an area of 100 (m) x 100 (m) and one base station node
(Figure 4, node 51 is the base station). The MAC layer and
routing protocols of all the nodeswere IEEE802.11 andAODV
(ad hoc on-demand distance vector routing), respectively.
The total time setting of each simulation run was 15000
seconds, in which the sensor node transmitted three types
of measurement data (temperature, humidity, and voltage) to
the base station in wireless multihopmanner at an interval of
10 seconds. The three types of environmental measurements
were collected from the Berkeley Research Laboratory (IBRL,
Intel Berkeley Research Laboratory) [33]. Black hole attacks
andflood attackswere selected for network attacks.The attack
ran timewas 3000 to 4000 seconds and 6000 to 7000 seconds,
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Input: Training set X={x1, x2, . . . , x𝑛, },q
Output: Normal clustering, noise clustering and one-class SVMmodel
(1) use feature A of X
(2) lc = [] /∗ storage local cluster center
(3) gnorc = 0 /∗global normal cluster center
(4) gnosc = 0 /∗ global noise clustering center
(5) k = 0
(6) calculate d = {𝑑𝑖,𝑗}𝑛∗𝑛 /∗ calculate the distance between any two points
(7) 𝑑𝑐 = cutoffdis(q) /∗ cutoff distance, equation (9)
(8) 𝜌 = (𝜌𝑖)𝑛 /∗ equation (9)
(9) for i = 1 to n do
(10) find 𝜌𝑡𝑚𝑝𝑀𝑎𝑥 in the field of x𝑖 /∗the field is a circle with radius 𝑑𝑐 and center x𝑖
(11) if 𝜌𝑖 = 𝜌𝑡𝑚𝑝𝑀𝑎𝑥 then
(12) lc.append(x𝑖) /∗ x𝑖 is a local cluster center and stored
(13) k = k+1
(14) end if
(15) end for
(16) for i = 1 to k do
(17) if x𝑖 is min then /∗ x𝑖 in lc
(18) gnorc = x𝑖
(19) end if
(20) if x𝑖 is max then /∗ x𝑖 in lc
(21) gnosc = x𝑖
(22) end if
(23) end for
(24) initialize FCM with gnorc and gnosc
(25) X is divided into normal clustering data and noise clustering data by the FCM
(26) use feature B of normal clustering data
(27) input feature B of normal clustering data to SVMDS
(28) train one-class SVM by SVMDS
(29) return normal clustering, noise clustering and one-class SVMmodel

Algorithm 1: Training Stage.

Input: Feature B of suspect sample xsuspicious, size of sliding window p
Output: Category of the suspect sample xsuspicious
(1) extract first p record data of the suspect sample
(2) use first dimension value of the record data and xsuspicious
(3) select feature B of predicted normal data from the record data (named normalB, the size is k)
(4) for i = 1 to k do
(5) find minB /∗ the smallest value of feature B of predicted normal data
(6) end for

(7) meanB = (normalB + xsuspicious)𝑘 + 1
(8) if meanB ≥ minB then
(9) the xsuspicious is normal
(10) else then
(11) the xsuspicious is a network intrusion sample
(12) end if
(13) return category of the suspect sample xsuspicious

Algorithm 2: Sliding window procedure.

respectively. The simulation was replicated for 10 times, in
which the location of each sensor node was randomly set.

In order to verify the validity of LIDFCMproposed in this
paper, support vector machine (SVM), Bayesian algorithm
(Näıve Bayes), and PCACID algorithm proposed in [34]

were compared with our method. The training set and test
set were the data of the IBRL data set after passing the
EXata platform and calculated the detection features A and
B, including normal data, noise data, and network attack
data. The SVM (“rbf”, C=1, 𝛿 = 0.5) and Naı̈ve Bayes were
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Figure 4: EXata sensor network simulation.

provided by the Python sklearn library. PCACID was written
in Python 3.6. Because SVM model and Naı̈ve Bayes model
were supervised learning algorithm, the training set of SVM
andNaı̈ve Bayes algorithmcontainednormal data, noise data,
and partial network attack data.The training set of ourmodel
contained only normal data and noise data. The PCACID
algorithm was similar to one-class SVM and the training set
contained only normal data. The number of training sets of
four algorithms was respectively 200, and the rest were test
sets contained normal data, noise data, and network attack
data. All algorithms ran on Intel(R) Core(TM) i5-6300HQ,
2.30GHz, 8GB memory (RAM) personal mobile computers.
The specific environment was the PyCharm integration
software running on win10.

In addition, we tested our method on the IPv6-based
wireless sensor network verification platform to verify the
practical value of our method. The verification platform,
a centralized deployment mode as shown in Figure 5(a),
was developed by another work group in the laboratory
based on configuration software and ran in the Windows 7
environment. Each laboratory deployed two sensor nodes,
where one node was located in the laboratory near the
window, and the other was in the laboratory near the aisle,
such as the red triangle in Lab 9. Nodes were placed between
four laboratories in the aisle, such as the red square between
Lab 8, Lab 9, Lab 10, and Lab 11. The verification platform
had a total of 40 sensor nodes with communication modules
(each node had temperature, humidity, and voltage sensors),
where the MAC layer and routing protocols were IEEE802.11
and AODV. Gateway node was, at Lab 0, responsible for col-
lectingmeasurements of each sensor.Then themeasurements
were sent verification platform monitoring located in Lab 0.

Table 1: Utility function parameters.

parameters description
UF utility function value
DR Detection rate
FAR False alarm rate
FPR False positive rate𝜌 𝜌 = 0.75𝛽 𝛽 = 1𝜃 𝜃 = 1

In verification, the sensor node was networked through
the verification platform. After all the nodes were successfully
networked, gateway node collected measurements every 10
seconds. Then it was sent to the verification platform and
stored in Mysql database for intrusion detection by our
method.The total time setting of each runwas 18000 seconds,
where the attack time of black hole attacks and flood attacks
was 5000 to 6000 seconds and 9000 to 10000 seconds respec-
tively. The verification was replicated for 3 times. Figure 5(b)
was the management interface of the verification platform
and (c) was an illustration of the verification platform.

The utility function (UF) [35, 36] is used to evaluate our
method using (22). Table 1 is the relevant parameters.

UF = 𝜌 ∗ DR − 𝛽 ∗ FAR − 𝜃 ∗ FPR (22)

5. Results And Discussion

In EXata’s virtual wireless sensor network, the average results
of the abnormal data detection utility values of the four
algorithms are shown in Table 2.
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Table 2: Anomaly detection average UF of SVM, Naı̈ve Bayes, PCACID and LIDFCM.

model SVM Naı̈ve Bayes PCACID LIDFCM
UF 73.82% 71.86% 72.64% 74.80%

Lab_8 Lab_7 Lab_6 Lab_0 Lab_5 Lab_4 Lab_1Lab_2Lab_3

Lab_10 Lab_11 Lab_12 Lab_13 Lab_14 Lab_15 Lab_16WC, Elevator, Stairs

Lab_9

aisle

(a)

(b) (c)

Figure 5: The IPv6-based wireless sensor network verification platform, where (a) is the deployment of the IPv6-based wireless sensor
network verification platform, (b) is themanagement interface of the verification platform, and (c) is an exhibition of the verification platform.

In the result, we can see that the utility value of LIDFCM is
74.80%, which is better than 73.82% of SVM, 71.86% of Naı̈ve
Bayes, and 72.65% of PCACID.The reason why the detection
efficiency of our method is relatively good is that, on one
hand, the detection of feature A helps to reduce the impact
of noise on network attack detection, because feature A
makes the normal data and network attack data very similar,
helping to reduce influence of noise data. On the other
hand, sliding window procedure applied in the detection
stage helps to improve the detection rate of normal data.
In addition, most of the traditional traffic-based network
intrusion detection algorithms directly classify anomaly data
as network intrusion, but sometimes noise data is hidden
behind. Therefore, these methods are not suggested to be
directly applied to intrusion detection of measurements.
However, our method is able to detect network attack from
measurements with noise. Overall, the average UF value of
our method for network attack detection is 74.61%.

The sliding window procedure is mainly to use the
temporal correlation of measurements to further process
suspicious samples. The sliding window p in sliding window
procedure is closely related to the temporal correlation of
the monitoring data, and the size of p is a crucial factor
that powers the efficiency of our method. However, correctly
choosing appropriate sliding window size p is tricky and
application specific. On one hand, it obviously does not meet

the definition of temporal correlation of measurements that
is a too large p value. On the other hand, a too small p value
might seriously decay the performance of the detection sys-
tem. For example, a suspicious entry xnew could be recognized
as a network attack when the previous entry is noise and the
value of p is 1. Therefore, it is necessary to analyze the impact
of the size of sliding window p on the detection efficiency.
Figure 6 shows the effect of different value of p on average
UF.When temporal correlation ofmeasurements is employed
(p=1), the increasing UF is 3.73% for anomaly detection, and
that is 3.72% for intrusion detection. When p is increased to
5, the UF value of anomaly detection reaches 74.80%, and the
UF value of intrusion detection is 74.61%. When p was larger
than 5, they remain relatively stable with the increase of p.

In this paper, the time interval for the base station to
receive monitoring data is 10 s, and five historical values
are extracted (total time=sliding window∗time interval=50
seconds). During this time interval, changes in temperature,
humidity, and voltage are very small. That is to say, for
environmental monitoring objects, it is reasonable to use the
total time of 50 seconds as the adjacent time in the definition
of temporal correlation. It is helpful to use sliding window
procedure in our method. What is more, the computational
complexity of introducing sliding window procedure is O(n),
where n is the number of suspicious samples of detection
in the one-class SVM model. Overall, the computational
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Figure 6: Effects of sliding window size p on the detection UF, where (a) is the impact of the value of p on the intrusion detection, which is
measured as the utility function value. (b) is the effect on average abnormal detection UF value.

complexity of the method is not significantly increased
when the sliding window process is introduced. Therefore,
considering the temporal correlation of monitoring data and
detection effect, the final value of the slidingwindowp chosen
in this paper is 5.

In different application scenarios, the size of the sliding
window p should be dynamically adjusted according to the
time interval size and detection effect. The principle is to
meet the definition of temporal correlation in the application
scenario, that is, the monitoring data in the sliding window
does not change much. Next, select the window p with the
largest detection utility value or the smallest window p with
the same utility value.

Although introducing the slidingwindowprocedure does
not significantly increase the computational cost, a better
parameterized one-class SVM is very helpful to reduce the
number of calls for sliding window procedure, which made
our method more attractive. Figure 7 shows the relationship
between the number of calls for sliding window procedure
and the parameter V of the one-class SVM (see (10)). When
a sample entry to be tested is regarded as suspicious by the
one-class SVM model, the detection system calls the sliding
windowprocedure to further investigate.Therefore, the result
of the one-class SVM directly affects the number of calls
for the sliding window procedure. The parameter V is very
sensitive to model for different training set. When V = 0.02,
0.03 or 0.04, the number of calls for slidingwindowprocedure
is the minimized, which is approximately 28. When V =
0.5, which has been used by a lot of similar algorithms,
the number of calls for sliding window procedure is 377.
Therefore, we suggest that for different datasets, one can
adjust the parameters V of one-class SVM by using different
parameter optimization method, such as common function
of GridSearchCV, and apply the optimal one-class SVM to
our method in order to reduce the calls for sliding window
procedure.

�e number of calls for sliding window procedure 
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Figure 7: The number of calls for sliding window procedure is
affected by the one-class SVM parameter V.

The updates of SVMDS and one-class SVM model also
affect the number of calls for sliding window procedure. In
general, temporal correlations of data entries in measure-
ments apply only in a small time scale. When new samples
keep coming, they are much likely to be deviated from
the historical samples stored in the SVMDS. These new
samples are treated as abnormal due to violation of temporal
correlation, which inevitably causes calls of sliding window
procedure. Experimental results show that when the SVMDS
is not updated, the number of calls for sliding window
procedure is 28. After updating SVMDS and retraining the
one-class SVMmodel, the calls is 12 times, which significantly
improves the efficiency of the one-class SVM detection.

In verification stage of the IPv6-based wireless sensor
network verification platform, experimental results show that
theUF both the anomaly detection and intrusion detection in
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the real data set are 74.77%, which is very close to the result of
the EXata simulation. It not only shows that the reliability of
the EXata simulator, also demonstrates the efficiency of our
method.

6. Conclusion

In this paper, we proposed a lightweight intrusion detection
method for wireless sensor networks. Our approach is a
two-stage sensor network intrusion detection method. In
the training stage, we use density-based approach to find
high-quality local density cluster centers, from which the
global optimal normal cluster center and noise cluster center
are selected. Then the FCM is initialized to generate the
normal cluster and noise cluster, in which the normal cluster
and feature B are used as input to the one-class SVM for
training. Finally, the possible intrusion is detected by the
one-class SVM and sliding window procedure by using
feature B. Experiments show that our method can not only
identify anomalies, but also identify whether anomalies are
network attacks, which is more practical than most anomaly
detection algorithms. In addition, the intrusion detection
system is deployed at the base station, which does not require
sensor nodes to send detection features, achieving high
efficiency of detection and prolonging the lifespan of battery
powered sensor networks. At the same time, we combine
the sensor monitoring data received by the base station at
each time interval into one data. In the age of the Internet of
Everything where the data volume is exploding, this solution
can effectively reduce the training difficulty of the model.

In spite of positive results, our method still needs to
be improved in the diversity of intrusion detection. The
intrusion detection method proposed in this paper is very
effective for communication destructive network attacks and
needs to be gradually improved in order to detect multiple
attacks in the future.
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