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In the current society of rapid expansion of information, big data have achieved vigorous development in all walks of life,
considerably promoting data transmission and information sharing. Meanwhile, individuals are becoming increasingly reliant
on big data and the Internet, but at the same time, the threat of information security posed by big data is becoming increasingly
visible. As a result, how to protect the information security of big data has piqued the interest of both government and
businesses. �e essence of information security management is risk management, which is closely related to each other.
�erefore, this study focuses on the following two aspects of research work. On the one hand, most existing risk management
models merely describe risk management in the abstract from a macro-level, and they lack research on risk assessment, making
them ine�ective. �is research builds a novel information security risk management model on the basis of existing risk
management models based on the concept of multidimensional risk management. To achieve multidimensional dynamic
management of big data risks and to keep them within an acceptable range as much as possible, the model is divided into �ve
levels and two dimensions. On the other hand, this research also optimizes and improves the fuzzy mathematical analysis
method and proposes a fuzzy comprehensive assessment method as the core algorithm for the risk assessment layer in the
model. As a post-event risk assessment method, the advantage of this method is that it can comprehensively consider factors
a�ecting risk and can quantify some assessment factors in the real network to achieve an e�ective combination of qualitative
and quantitative, thereby providing a basis for decision-making in risk analysis and risk control. Finally, the e�ectiveness of the
risk model in the real application is veri�ed by example analysis, and it is intended that the study work would provide assistance
and assurance for big data information security management.

1. Introduction

Big data have now penetrated various �elds of economic
and social development, allowing everyone to bene�t from
the many advantages of big data and the Internet in human
production and living. At the same time, as people’s de-
mand for network data expands, the problem of infor-
mation security and risk tends to grow in importance, and
more and more enterprises and users are confronted with
various information security threats, such as phishing
websites, privacy leakage, hacker invasion, and computer
viruses [1, 2]. Big data information security a�ects not only
the e�cient operation of the entire network environment
but also the lives of individuals, the economic bene�ts of
enterprises, and even the country’s security and stability.
As a result of the rapid growth of big data in a variety of

�elds, information security issues have gained unprece-
dented attention. At the moment, protecting big data in-
formation security remains a major concern. On the one
hand, when the volume of network data grows rapidly as a
result of the development of big data, the protection of big
data becomes increasingly complex. On the other hand, big
data security hidden risks such as telecommunication fraud
and information tra�cking remain latent, driven by huge
commercial interests. Furthermore, everyone’s under-
standing of information security is still limited to simple
device protection and lacks risk management awareness.
All of the reasons mentioned above have contributed to
challenges in big data information security management.
As a result, one of the most urgent issues in the �eld of
information security is how to ensure the information
security of big data.
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Risk management is at the core of information security
management [3]. To put it another way, security and risk are
inextricably linked. Because risks are ubiquitous in today’s
big data world, information security risk management
technology based on big data emerges as the times demand.
*e goal of big data information security risk management is
to analyze and quantify the basic data collected via the
Internet in order to identify potential network risk factors.
Determine the level of risk through a risk assessment
method, and then implement appropriate control strategies
to reduce the risk as much as possible. Finally, the level of
risk is kept within a reasonable range. Information security
risk management in the big data environment can sys-
tematically and comprehensively identify potential risk
factors in the network and detect network security incidents
in a timely manner. Furthermore, it can evaluate and assess
the network’s risk posture in real time, as well as grasp the
risk development pattern in a timely manner based on the
assessment results, to guide risk control and improve the
network’s security defensive capabilities [4]. It can be
claimed that contemporary understanding of information
security risk management in the context of big data has
substantially increased, and the level of attention has en-
hanced. However, it is evident that security issues arising
from big data continue to be a problem.*e existing passive,
ex post, and single risk management model may have an
impact on this. As a result, risk management research is still
very essential for big data security protection.

Risk management has emerged as one of the most
frontier research topics in the field of information security
today, based on the state of development of information
security risk management at home and abroad. In most
nations, relevant institutions and researchers have attempted
active and valuable research in this topic. *e literature [5]
investigated the network traffic analysis method and used
data mining techniques to create a network risk manage-
ment model. *e literature [6] constructed a risk manage-
ment model consisting of four major elements: policy,
detection, assessment, and response. In this model, a policy
is at the core, and the other three elements restrict each other
in pairs. To reduce the overhead of the model in network risk
management, the literature [7] created and implemented a
unique network information security management system
employing three resilient network design strategies.
According to the findings of the study, the majority of the
existing information security risk management models
follow a single design criterion. Simultaneously, risk as-
sessment is usually focused on post-event evaluation, with
no dynamic tracking or multidimensional risk analysis,
which is not favorable to risk management. Most researchers
now agree that risk management should be viewed as a
dynamic cyclical process in which risk assessment plays a
significant role. Information security risk assessment refers
to the process of scientifically identifying and evaluating the
confidentiality, integrity, availability, and security of infor-
mation systems and the information they transmit and store
[8]. Strengthening risk assessment and controlling and
managing risks are the objective needs and urgent re-
quirements of current information security work. Scholars

have also conducted an extensive study on risk assessment
methodologies for this purpose, resulting in a huge number
of academic achievements. *ese achievements can be
categorized into qualitative analysis methods, quantitative
analysis methods, and analysis methods integrating quali-
tative and quantitative analysis [9, 10] based on different
calculation principles. Some of the more widely used risk
assessment methods are as follows: decision tree analysis
[11], fault tree analysis [12], analytic hierarchy process [13],
fuzzy mathematical analysis [14], matrix analysis [15],
probabilistic risk assessment [16], dynamic risk probabilistic
assessment [17], and cause-consequence assessment [18].

Despite the fact that the research on information security
risk management has made significant progress and had a
beneficial impact in the field of big data security manage-
ment, there are still certain shortcomings and deficiencies. It
is mainly manifested in the following aspects: first, most
previous risk management models abstractly defined risk
management at the macro-level and did not take into ac-
count the temporal and spatial aspects of risks in a multi-
dimensional way. Second, the existing risk assessment
methods often have certain pertinence and particularity, and
the risk assessment indicators are not considered compre-
hensive enough. In light of the aforementioned issues, this
study optimizes the construction of the risk management
model and the risk assessment algorithm based on the
existing risk management model to improve the reliability of
big data information security management. First, this study
utilizes big data to build a multidimensional information
security risk management model. *ere are five layers and
two dimensions to the model. At the macro-level, risk
management is carried out in two dimensions: the temporal
characteristics of risk development and the spatial charac-
teristics of risk propagation. At the micro-level, the model is
divided into five layers: multisource information layer, basic
data analysis layer, risk posture assessment layer, risk pos-
ture analysis layer, and risk control layer, forming a dynamic
circular structure. As a result, it achieves dynamic risk
management and control while also enhancing big data
security defense capabilities. Second, this study presents a
qualitative and quantitative risk assessment method for the
risk posture assessment layer in the model to increase the
model’s reliability in big data risk management.*is method
has a lot of advantages when it comes to dealing with big
data’s multifactor, dynamic, and complicated nature. It helps
to identify risk factors in big data comprehensively and
systematically, so as to reduce the risk as much as possible.
Finally, examples are used to explain the calculating process
of the enhanced risk assessment method, and the effec-
tiveness of the risk management model developed in this
research is demonstrated in real applications.

2. Related Concepts and Technologies

2.1. Content and Process of Information Security Risk
Management. Information security management is a
complicated and dynamic system process that seeks to
preserve information’s confidentiality, integrity, and avail-
ability. Risk management in the context of information
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security can be thought of as a dynamic process for reducing
risks over time. Its goal is to detect hidden network security
threats in real time and modify security policies as needed
through risk identification and risk assessment, in order to
minimize risk to an acceptable level as much as feasible [19].
*erefore, as one of the basic work and core tasks of in-
formation security, the main contents of information se-
curity risk management cover several aspects of object
determination, risk assessment, risk control, and check and
monitor. Among them, the object determination also in-
cludes three elements of information asset identification,
vulnerability identification, and threat identification. *e
detailed process is shown in Figure 1.

As illustrated in Figure 1, the information security risk
management process mainly includes the following steps.

Step 1. Object Determination.*is link mainly analyzes and
quantifies the basic information collected from the infor-
mation network and determines the risk management
object.

Step 2. Risk Assessment. *is step is mainly to identify,
analyze, and evaluate the risks faced by the risk management
object.

Step 3. Risk Control. Based on the results of risk assessment,
the security strategy is timely adjusted and network security
is strengthened during key hours to control the spread of
risks.

Step 4. Check and Monitor. *is step is mostly used to
perform the prior three steps’ checks and monitoring. *e
goal of the check is to see whether the results of the previous
three steps match the information network’s security criteria
using technical means and whether the decision-making
level approves the check results. *e goal of monitoring is to
ensure that the above three steps are both effective and cost-
efficient.

In summary, the above steps will form a dynamic cycle
when the information network generates new data or faces
new risks, ensuring that the information network can
continuously respond to new security requirements and
risks.

2.2. Information Security Risk Management Model. At
present, there is no unified identification standard for in-
formation security risk management models in the infor-
mation security field. As a result, most businesses and
organizations tend to develop their own risk management
models based on their business goals and security re-
quirements. However, scholars at home and abroad gen-
erally agree that the information security risk management
model should be a dynamic and cyclical process. Based on
this, a number of dynamic risk management models have
also been generated, and the representative ones are PDCA
model [20], P2DR model [21], APPDRR model [22], and
PADIMEE model [23].

2.2.1. PDCA Model. *e PDCA (plan-do-check-action)
model is a management-oriented risk management model.
When the model is applied, it is sequentially executed in the
order of plan-do-check-action. Each execution of this
process represents a life cycle of the model. After each cycle
of the management process, the risk in the network will be
improved to a corresponding degree, so as to enter the next
more advanced management cycle. In this way, thanks to the
repeated cycle of plan-do-check-action management pro-
cess, the network’s security defense capability can be con-
tinuously optimized. *e PDCA model is depicted in
Figure 2.

2.2.2. P2DR Model. P2DR model is a dynamic risk man-
agement model with typical characteristics of dynamics and
time, and it is currently one of the most extensively used risk
management models in the field of information security.*e
model consists of four elements: policy, protection, detec-
tion, and response. In the P2DR model, policy is the core
element, and all protection, detection, and response are
implemented around the security policy, which together
form a complete and dynamic security cycle process. *e
working process of the P2DR model is as follows: on the one
hand, under the control and guidance of the overall security
policy, the model uses some traditional static security
technologies or methods (such as firewall, encryption, and
identity authentication) to strengthen the security protec-
tion of the network. On the other hand, the vulnerability of
the network itself and external threats are detected and
monitored through detection tools. In response to the de-
tected vulnerabilities and threat events, effective responses
are made through feedback loops, and security policies and
protection measures are adjusted in a timely manner. In this
way, the risk of the network is minimized and the security of
the network is enhanced. Figure 3 illustrates the P2DR
model.

2.2.3. APPDRR Model. Similarly, as a dynamic risk man-
agement model, the APPDRR model reflects the dynamic
spiral process of cyber security. It consists of six elements:
analysis, policy, protection, detection, response, and re-
covery. It is worth noting that in the APPDRR model, the
importance of each element is not exactly the same. For
successful network protection, it is required to deploy a
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Figure 1: Flow chart of information security risk management.
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combination of protection tools as directed by the security
policy. However, due to the rapid development of numerous
intrusion technologies, network risks exist in real time,
making absolute network security impossible to ensure. As a
result, risk analysis is regarded as the most significant part of
risk management in this model, and it occupies a central
place in the model. Network managers identify and analyze
the risks of security events and then utilize related security
strategies and protection means to decrease or eliminate the
risks according to the analysis results. *e adjustment of
security policy, on the other hand, will result in a change in
network risk, and the cycle will repeat, producing a dynamic
spiral of risk management. *e APPDRR model is shown in
Figure 4.

2.2.4. PADIMEEModel. *e three risk management models
presented above, in general, are mostly concerned with
theoretical studies. As a result, it is inextricably linked to
network managers’ process-oriented assistance in practice.
*e PADIMEE model, on the other hand, is a risk

management model designed by Ann & Co. that focuses on
engineering implementation. *e PADIMEE model com-
prises policy, assessment, design, implementation, man-
agement, emergency response, and education to
fundamentally reduce the risk of network systems.*e seven
major links listed above work together to create a continuous
and circular risk management process. It should be noted
that this model elevates the necessity of safety education to
an unprecedented level for the first time and has done so
throughout the model’s entire life cycle. *is reflects the
model’s emphasis on the role of people in risk management.
Figure 5 displays the PADIMEE model.

3. Build a Multidimensional Dynamic
Management Model of Information Security
Risk for Big Data

Information security risk management for big data is a
dynamic and changing process, as the generation and de-
velopment of risks are not static and are easily disrupted by a
variety of external factors. *e research focuses on the
multidimensionality and dynamics of risk and builds in-
formation security risk management model for big data. In
addition, the model proposes a risk assessment method
based on a fuzzy mathematical evaluation to improve the
model’s dependability in big data risk management.

3.1. 'e Multidimensional Dynamic Management Model of
Information Security Risk. To begin, risk management is
adjusted at the macro-level using the two dimensions of the
time development law of risks and the characteristics of risk
propagation to strengthen risk management and control.
Furthermore, the model is separated into five layers at the
micro-level: multisource information layer, basic data
analysis layer, risk posture assessment layer, risk posture
analysis layer, and risk control layer, resulting in a dynamic
cycle structure for risk management. Figure 6 shows the
framework structure of the information security risk.

As seen in Figure 6, unlike typical risk management
models, the model introduced in this study is a dynamic
cyclic model. *e model is divided into five layers and two
dimensions. *e specific working principle is that in the
dimension of risk-based time development law, the five

Establish a risk
management system 

Implement
Operate

Maintain
Improve

Control
Assess

Plan

Do

Check

ActInformation
security 

risk 
management

needs 
and 

objectives

Manageable 
information 

security 
risks

Figure 2: PDCA model.

Policy

Protection

Response Detection

Figure 3: P2DR model.

4 Advances in Multimedia



layers in the model perform five functions of network basic
information collection, risk identification and quantifica-
tion, risk assessment, risk timing analysis, and risk control.
In the dimension of risk-based propagation characteristics,
the above five layers perform the functions of information
collection, risk identification and quantification, risk spatial
analysis (i.e., risk propagation characteristic analysis and
prediction in the intranet), and risk control of the infor-
mation network, respectively. Meanwhile, in the above two
dimensions, the network after adjusting the security policy
will provide new data samples for the multisource data layer,
and so on, in a dynamic cycle.

3.2.RiskAssessmentMethodBasedon theFuzzyMathematical
Evaluation. To cope with the rapidly changing network
risks, this study focuses on the risk posture assessment layer
in the above-constructed multidimensional dynamic man-
agement model of information security risks. *e research
optimizes the risk evaluation index system and presents an
enhanced fuzzy risk assessment method based on the classic
fuzzy mathematical evaluation method. *e novel method
can give dynamic data for the next layer of model

management, assisting administrators in discovering secu-
rity flaws and dynamically adjusting security policies in real
time, thus realizing dynamic assessment of information
risks. As an ex post assessment method, the working
principle of the new method mainly contains the following
steps: first, the set of factors and evaluation set of the as-
sessment object are constructed. Secondly, the weight fuzzy
matrix of each factor and the relationship fuzzy matrix are
established to enhance the completeness of the evaluation
index system. Finally, the relationship fuzzy matrix and the
weight matrix of each factor are fuzzy-computed and nor-
malized to obtain the final risk assessment value. *e benefit
of this is that the new method may objectify ambiguous
objects in the real world, allowing for a more effective
combination of qualitative and quantitative data, and
thereby lowering the impact of human subjective elements
on evaluation outcomes. *e following is a complete de-
scription of the procedure.

3.2.1. Determine the Factor Set and Assessment Set of the Risk
Management Object. Assume that A is the set of all objects
to be evaluated in risk management, as shown as follows:
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A � assets(confidentiality, integrity, availability),

vulnerbality, threat.
(1)

R� (very low, low, medium, high, very high) is defined as
the set of risk levels. To facilitate the subsequent description
and calculation, we first quantified the risk levels, as detailed
in Table 1.

3.2.2. Build Relationship Fuzzy Matrix. A membership
degree can generally be utilized to explain the fuzzy
boundaries of objective items, according to fuzzy set theory
[24]. *e membership function can then be used to express
the degree of membership. It is crucial to create a mem-
bership function for any risk evaluation factor in order to
determine the relationship fuzzy matrix of the assessment
object. To put it another way, all of the risk assessment
factors in set A are assessed. *rough their respective
membership functions, the membership functions of each
individual index corresponding to the five risk levels on R
are produced. Consider the confidentiality factor. Assume
we have a set of measured values for the factor. *en, the
membership degree of each risk factor belonging to each risk
level can be obtained using the membership function.
Similarly, fuzzy matrices of integrity factor and availability
factor can be generated.*e asset factor is determined by the
combination of these three components. *erefore, com-
bining the fuzzy matrices of these three factors together, the
relational fuzzy matrix of the asset factors can be obtained,
whose size is 3× 5. Finally, the three factors of asset, vul-
nerability, and threat together form the relational fuzzy
matrix of integrated risk, which is denoted as T.

3.2.3. Construct the Weight Fuzzy Matrix. As a result, those
with higher risk levels in each individual indicator should be
given more weight, resulting in larger weights. Let wi be the
weight value of each individual indicator, and W be the
weight fuzzy matrix, as given as follows:

W � w1, w2, w3( . (2)

3.2.4. Fuzzy Comprehensive Evaluation. Two fuzzy matrices,
the weighted fuzzy matrixW and the relational fuzzy matrix
T, can be generated after single-item evaluation and
weighting. *e fuzzy comprehensive evaluation model is
then shown as follows:

Z � W × T, (3)

where Z is the fuzzy comprehensive assessment result, which
can be expressed as follows:

Z � z1, z2, z3, z4, z5( , (4)

where zi represents the degree to which the final compre-
hensive assessment result belongs to the ith risk level. In this
way, a final result in the form of a fuzzy assessment will be
obtained. Of course, this result can also be quantized to

obtain the final numerical result. Its definition is shown as
follows:

Pi � 1 × z1 + 2 × z2 + 3 × z3 + 4 × z4 + 5 × z5. (5)

*e detailed steps of the method are shown in Table 2.

4. Application Example Analysis

4.1. ExampleCalculation. First, we introduce the application
of the risk assessment method based on the fuzzy mathe-
matical evaluation in the model in real life through an
example. Assume that in the model, for the same network
system, we perform a risk assessment on the set A� {assets
(confidentiality, integrity, availability), vulnerabilities,
threats} where the measured risk values for each factor are
((2.1,3.4,3.4),2.0,3.0).

4.1.1. Calculate the Value at Risk of the Asset Factor.
Since the asset includes three factors: confidentiality, integ-
rity, and availability, its risk value is determined by the above
three factors together.*e confidentiality factor is taken as an
example, whose measured value is 2.1. *en, according to the
principle of [a− 0.625, a+ 0.625], we can obtain the corre-
sponding membership function interval as [l.475, 2.725].
*en, the membership of this factor to each risk level in R is
calculated separately, where the interval coincides with the
interval [0,1] is 0, and then, its membership degree is 0. It
coincides with the (l, 2] interval as 2–1.475� 0.525, and then,
its membership degree is 0.525∗ 0.8� 0.42. *e interval with
(2, 3] overlaps with 2.725–2� 0.725, and its membership
degree is 0.725∗ 0.8� 0.58. Its coincidence degree with (3, 4]
interval and (4, 5] interval is 0, and its membership degree is
also 0. Similarly, the membership degree of integrity factor
and availability factor can be obtained for each risk level. *e
details are shown in Table 3.

According to the statistical results in Table 3, the rela-
tionship fuzzy matrix of assets can be obtained, as shown as
follows:

T �

0 0.42 0.58 0 0

0 0 0.18 0.8 0.02

0 0 0.18 0.8 0.02

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠. (6)

Further, assuming that the weight fuzzy matrix is
W� (0.4 0.3 0.3), then according to formula (3), we can
obtain the following formula:

Z � (0.4 0.3 0.3)

0 0.42 0.58 0 0

0 0 0.18 0.8 0.02

0 0 0.18 0.8 0.02

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

� (0 0.168 0.34 0.48 0.012).

(7)

Table 1: Risk level quantification table.

Risk level Very low Low Medium High Very high
Risk value [0, 1] (l, 2] (2, 3] (3, 4] (4, 5]
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Finally, the probability that the assessment results belong
to each risk level was obtained as shown in Table 4.

*e results in Table 4 were further quantified to obtain
the final asset risk value of 3.336 according to formula (5).

4.1.2. Determine the Risk Value of a Comprehensive
Assessment. With the above calculation, we can obtain a
value at risk for the asset of 3.336, and the risk assessment
combination can be translated into A� (3.336, 2.0, 3.0).
Based on this, we proceed below to determine the value at
risk for the comprehensive assessment.

First, according to the principle of [a− 0.625, a+ 0.625],
the corresponding membership function interval is estab-
lished according to the values of the three risk assessment
factors of assets, threats, and vulnerabilities.*en, according
to formulas (2), (3), and (4), the relation fuzzy matrix, weight
fuzzy matrix, and final evaluation result are obtained in turn.
*e detailed results are shown in Tables 5 and 6, respectively.

Combined with the results in Table 6, the final risk
assessment result was calculated according to formula (5) as
3.7925, which shows that the risk assessment value corre-
sponds to a high-risk level.

4.2. Validity Analysis. Considering the impact of security
measures on risk assessment, the paper adds the “uncon-
trollability” indicator to the existing risk evaluation index
system and uses the existing weight fuzzy matrix w3 to
represent it. Assume that the first two indicators in the
weight fuzzy matrix W have the same weight coefficients.
*en, the impact of the indicator “uncontrollability” on risk
assessment is then verified in the following six cases to
improve the completeness of the risk assessment system:
W1� (0.6,0.6,0), W2� (0.5,0.5,0.1), W3� (0.4,0.4,0.2),
W4� (0.3,0.3,0.3), W5� (0.2,0.2,0.4), and W6� (0.1,0.1,0.5).
Referring to the example in Section 4.1, the risk degree is
quantified, and the calculation of the risk degree in different
situations is obtained. *e calculation results are shown in
Figure 7.

As can be seen from Figure 7, when the “uncontrolla-
bility” indicator is not added, i.e., Case 1, the value of the risk
degree is the largest. When the “uncontrollability” indicator is
added, the value of the risk degree generally tends to decrease.
*is means that as the weight of the “uncontrollability”

Table 2: Risk assessment method based on the fuzzy mathematical evaluation.

Description of risk assessment method based on the fuzzy mathematical evaluation
Step 1. A membership function interval is created. For each risk assessment factor a, its corresponding membership function interval is

[a− 0.625, a+ 0.625]
Step 2. *e membership is calculated. For each risk assessment factor a, the ordinal number 0.8 is multiplied by the overlapping part of its
membership function interval and the value interval of the five risk levels in R, so as to obtain the membership value of the risk assessment

of each factor. Finally, the relational fuzzy matrix is established
Step 3. According to the importance of each evaluation factor, the weight value is determined and the weight fuzzy matrix is established
Step 4. Formula (3) is used to calculate the probability that each evaluation factor belongs to each risk level
Step 5. Finally, the assessment results are quantified and the final comprehensive assessment results are obtained

Table 3: Fuzzy matrix of asset risk.

Risk level Very
low Low Medium High Very

high
Confidentiality
factor 0 0.42 0.58 0 0

Integrity factor 0 0 0.18 0.8 0.02
Usability factor 0 0 0.18 0.8 0.02

Table 4: Membership probability of the assessment result.

Risk
level

Very
low

Low
(%)

Medium
(%)

High
(%)

Very high
(%)

Results 0 1.68 34 48 0.12

Table 5: Fuzzy matrix of each assessment factor.

Risk level Very
low Low Medium High Very

high
Asset factor 0 0 0.5688 0.7688 0
*reat factor 0 0.5 0.5 0 0
Vulnerability
factor 0 0 0.3 0.5 0

Table 6: Membership probability of assessment results.

Risk
level

Very
low

Low
(%)

Medium
(%)

High
(%)

Very
high

Results 0 15 52.75 45.75 0

Case 1 Case 2 Case 3 Case 4 Case 5 Case 6
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

RD

Figure 7: Influence of different evaluation indicators on the results
of risk degree calculation.
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indicator becomes larger, the value of the risk degree becomes
smaller.*is is due to taking into account the inhibitory effect
of safety measures on the formation of risks. *is also proves
the effectiveness of the multidimensional dynamic manage-
ment model of information security risk constructed in this
study in practical applications.

5. Conclusion

Big data are subverting people’s life notions and behaviors in a
unique way in the current era of fragmented data. In this
environment, the exchange of information and data has
become increasingly popular, bringing considerable conve-
nience to both businesses and people’s daily lives. However,
information security issues brought on by big data, such as
theft, trafficking of personal privacy information, and net-
work fraud, cannot be overlooked. As a result, improving big
data information security management is a crucial step to
ensuring national security, promoting steady societal devel-
opment, and protecting people’s interests. With the contin-
uous promotion of national information construction
process, information security riskmanagement of big data has
become a frontier topic in the field of information security
research, which has attracted the high attention of the gov-
ernment and businesses. In this regard, to cope with the
rapidly changing network risks, the study optimizes the
construction of risk management model and risk assessment
method based on the existing risk management model. First,
taking the multidimensionality of risk assessment as the
starting point, the information security risk management
model is constructed to realize the multidimensional dynamic
management of risks by refining the time series and spatial
changes of network risks. Second, a mixed qualitative and
quantitative risk assessment method is proposed for the
model’s risk posture assessment layer. Finally, an example is
used to demonstrate the calculation process of the improved
risk assessment method, as well as the usefulness of the risk
management model proposed in this research in real appli-
cations. Despite the fact that the study work in this study has
progressed, there are still some aspects where it can be im-
proved due to the enormous number of challenges involved in
this field. First, the risk assessment model described in this
research utilizes a fuzzy comprehensive evaluation approach,
which is easily influenced by subjective elements, causing the
evaluation results to be influenced. Second, during the
evaluation process, the method does not completely assess the
evaluation indications that affect the network risk posture,
which easily leads to a lack of information in the indicator
system. As a result, the risk assessment method in the model
will be improved in the future to help enhance the com-
pleteness of the evaluation index system, reducing the in-
terference of human subjective factors on the evaluation
results in the assessment process and providing a data basis
for the big data information security risk management work.
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