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With the increasing openness and development of network technology, the network based on the wireless sensor network
system has increasingly become an important tool for human social life and production, but it also brings some network
security problems. Among them, focus is on network privacy disclosure and foreign intrusion and the research of intrusion
detection and privacy protection has increasingly become an important topic of network security. This paper deeply studies
the wireless sensor network system based on neural network on the basis of traditional privacy protection and intrusion
detection system. Firstly, it applies particle swarm optimization algorithm and constructs a wireless sensor network intrusion
detection system based on particle swarm optimization algorithm. The system includes important modules such as data
extraction, data analysis, data feedback, and auxiliary decision-making. Compared with other algorithms, particle swarm
optimization algorithm does not rely on problem information. It mainly uses real numbers to solve, so the algorithm has
strong universality. At the same time, its corresponding principle is simple and easy to implement and less parameters need to
be adjusted. Compared with other algorithms, particle swarm optimization algorithm has fast convergence speed and little
memory requirement for the computer. At the same time, this paper uses the leap of particle swarm optimization algorithm to
make it easier to find the global optimal solution. At the corresponding level of wireless sensor network privacy protection,
based on the original data aggregation privacy protection scheme, this paper proposes a privacy protection scheme based on
polynomial regression and a user privacy protection scheme based on the same state encryption, which further improves the
security of privacy protection and facilitates the management of information. To realize the integrity of user privacy in-
formation protection, this paper realizes the decryption of data based on the correlation between binary metadata and
compares the corresponding decrypted data with aggregated data, so as to complete the integrity of privacy data protection.
The experimental results show that the binary metadata correlation decryption method proposed in this paper and the
introduction of the corresponding particle swarm optimization algorithm improve the stability of the system by about 10%,
the corresponding system security by a positive proportion, and the integrity of private data by about 10%; therefore, the
algorithm proposed in this paper has obvious advantages.

1. Introduction

On the one hand, users’ awareness of network security is
weak, the corresponding system is not perfect, and the
corresponding management and detection system are not
perfect, which makes a large number of network viruses and
security problems rush into the Internet system, endan-
gering the privacy and security of Internet users [1-3]; on the
other hand, network security, privacy protection, and

intrusion detection technology are relatively lagging behind,
and there are still serious technical problems in the devel-
opment of corresponding security protection and system
security. With network and the rapid development of net-
work sharing and other related services, the object and scope
of network technology services are further expanded, and
the resulting network security risks are also further ex-
panded [4, 5]. Comprehensive analysis shows that the main
hidden dangers of current network security include the


mailto:sqcsls@squ.edu.cn
https://orcid.org/0000-0002-3956-6453
https://orcid.org/0000-0002-4595-2094
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2022/1795454

design defects of the physical level of network structure, the
contradictions existing in the openness characteristics of the
network, and the decreasing difficulty of traditional network
password decoding. At present, the main intrusion methods
of network wireless sensor networks mainly include dis-
tributed network intrusion means, target machine attack
means, denial of service attack means, and corresponding
system attack means [6, 7]. In addition to the problems of
intrusion detection technology, the current privacy pro-
tection technology of wireless sensor networks is also
threatened by the energy, calculation, and storage of wireless
sensor network nodes. The unreliability of its channels and
the variability of multi-hop transmission also make the
corresponding wireless sensor networks prone to channel
information theft and information leakage during infor-
mation transmission [8]. Therefore, if the information
network system of wireless sensor network wants to develop
rapidly, it must solve the corresponding problems of privacy
protection and intrusion detection.

Traditional wireless sensor network intrusion detec-
tion methods mainly collect, analyze, and detect any attack
that attempts to damage the computer system or wireless
sensor network system from the computer system or the
corresponding wireless sensor network system, so as to
ensure the integrity, confidentiality, and corresponding
availability of computer resources. As a remedy for the
technical deficiency of traditional firewall, intrusion de-
tection technology can supervise external users in real time
[9, 10]. The current wireless sensor network intrusion
detection technology mainly has the following problems:
the limited scalability of intrusion detection system, which
is often limited to a specific environment and does not
have universality [11, 12]; the corresponding intrusion
detection system has a serious problem of resource dis-
sipation; the corresponding traditional intrusion detection
system has poor performance, and the corresponding data
processing performance is not high, which cannot meet the
real-time requirements of intrusion detection system. In
the corresponding wireless sensor network privacy pro-
tection scheme, it mainly includes user data-oriented
privacy protection and context data-oriented privacy
protection. The corresponding user data-oriented privacy
protection mainly includes data aggregation-oriented
privacy protection and corresponding user data query
privacy protection, and the corresponding context-ori-
ented data privacy protection mainly includes the corre-
sponding data location-oriented privacy protection and
data time-oriented privacy protection [13, 14]. The privacy
protection means of the corresponding wireless sensor
network system mainly include encrypting the corre-
sponding user data, hiding the corresponding user data,
source node location information protection technology,
source node time information protection technology,
protection technology based on disturbed data, multi-
party technology based on data security, polynomial re-
gression technology based on data, and confidentiality
technology based on the same data state [15]. The existing
intrusion detection systems are similar, and the analysis
and research of most intrusion detection systems will have
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the following disadvantages: the detection speed of the
existing intrusion detection system is much lower than the
network transmission speed, resulting in false positives;
the combination of intrusion detection products and other
network security products, that is, information exchange
during the period, cooperates to find and block attacks; the
network-based intrusion detection system cannot detect
the encrypted data flow and the data flow under the
switching network, and its own construction is vulnerable
to attack, intrusion detection system architecture.

This paper analyzes and studies the privacy protection
and intrusion technology of wireless sensor network
system. Based on the existing related problems, this paper
deeply studies the wireless sensor network system based
on neural network on the basis of traditional privacy
protection and intrusion detection system. Firstly, it
applies correlation algorithm to construct a wireless
sensor network. The system includes data extraction, data
analysis, and important modules such as data feedback
and auxiliary decision-making; at the privacy protection,
based on the original data aggregation privacy protection
scheme, this paper proposes a privacy protection scheme
based on polynomial regression and a user privacy
protection scheme based on the same state encryption,
which further improves the security of privacy protection
and facilitates the management of information. In order
to realize the integrity of user privacy information pro-
tection, it realizes the decryption of data above on the
correlation between binary metadata and compares the
corresponding decrypted data with aggregated data, so as
to complete the integrity of privacy data protection. The
results show that the privacy protection and intrusion
detection system designed in this paper have high
practical value.

The main research contents of this paper are as follows:
the third section of this paper will focus on the analysis of the
wireless sensor network privacy protection and intrusion
detection system scheme proposed in this paper. At the same
time, it will specifically analyze the intrusion detection
technology of wireless sensor network based on particle
swarm optimization algorithm, as well as the privacy pro-
tection scheme based on polynomial regression and ho-
momorphic encryption; in the fourth section, the sample
data will be verified and the experimental data will be an-
alyzed; finally, this paper is summarized.

2. Related Research: Research Status of Privacy
Protection and Intrusion Detection System of
the Wireless Sensor Network System Based on
Artificial Neural Network

A large number of research institutions and researchers
have analyzed and verified the privacy protection scheme
and the current wireless sensor network system, and given
the corresponding solutions. At the combination level of
artificial neural network and intrusion detection tech-
nology, relevant European researchers tend to use artificial
intelligence technology combined with encryption
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technology to monitor and analyze intrusion objects. The
main technology includes random key management al-
gorithm, which mainly adopts the random allocation of
secret materials [16, 17]; corresponding researchers pro-
posed hybrid encryption algorithm based on the above
random key allocation algorithm, which is mainly based
on elliptic curve cryptography algorithm and advanced
encryption standard algorithm for hybrid processing, so as
to improve the performance of intrusion detection system
[18, 19]; relevant researchers combined with artificial
intelligence algorithm proposed the intrusion detection
technology of trust-based adaptive confirmation, which
uses the trust algorithm of Kalman filter [20]; relevant
American researchers propose refining the data model by
constantly searching the corresponding relationship be-
tween data and reduce the corresponding redundant
knowledge, so as to further reduce the information
overload and improve the decision-making ability of the
corresponding information model [21, 22]. In the corre-
sponding privacy protection strategy of wireless sensor
networks, its main algorithms include data privacy pro-
tection scheme based on data disturbance, data privacy
protection scheme based on secure multi-party technol-
ogy, privacy data protection scheme based on polynomial
regression, and encryption technology based on the same
data state [23, 24]. On this basis, relevant technicians in the
USA have proposed the idea of cluster-based and the
related algebraic properties of polynomials for corre-
sponding data aggregation and corresponding privacy
protection. On the basis of this technology, some re-
searchers have carried out a large number of optimization
processing based on calculation and corresponding
overhead level [25-28]; relevant Japanese researchers have
proposed a tree-based multivariate polynomial data re-
gression algorithm, which sends polynomial technology to
the base station for aggregation operation, so as to reduce
the corresponding data traffic and protect the privacy of
data [1, 29].

3. Privacy Protection and Intrusion Detection
System Design of the Wireless Sensor Network
System Based on Particle S warm
Optimization Algorithm

This section mainly analyzes and studies the key algo-
rithms of privacy protection and intrusion detection
system based on wireless sensor network system under
particle swarm optimization. The corresponding system
design framework is shown in Figure 1. From Figure 1, the
corresponding system mainly includes two parts of soft-
ware algorithm architecture, namely, the software algo-
rithm architecture of intrusion detection technology based
on particle swarm optimization algorithm and the privacy
protection algorithm architecture based on polynomial
regression and same state encryption technology. The
corresponding software algorithm architecture of intru-
sion detection technology based on particle swarm opti-
mization algorithm mainly includes data acquisition

module, auxiliary decision-making module, correspond-
ing preprocessing module, classifier generation module,
and response control module. The corresponding data
acquisition module mainly obtains the original data,
preliminarily refines and processes the corresponding
original data, and sends such data to the preprocessing
module for processing, so as to capture the network data
packets transmitted by channel, and then analyze the
corresponding data packets for subsequent processing and
analysis; the corresponding auxiliary decision-making
module mainly takes the corresponding network data as
the corresponding data source, so as to analyze the amount
of network data and make corresponding decisions; based
on the corresponding particle swarm optimization algo-
rithm, search the global corresponding information and
make decision-making judgment and analysis, so as to
realize the detection and processing of intrusion and other
related objects. The corresponding privacy protection al-
gorithm architecture based on polynomial regression and
same state encryption technology mainly includes poly-
nomial regression algorithm and same state encryption
algorithm. The corresponding polynomial regression al-
gorithm includes the establishment of system model, the
formulation of polynomial data aggregation protocol, and
the corresponding performance evaluation, and the cor-
responding same state encryption algorithm mainly in-
cludes the weighted average aggregation scheme algorithm
and the setting and processing of corresponding system
parameters. There are few corresponding contents in the
corresponding hardware part. The main modules include
power supply and power management part, data storage
part, etc. At the corresponding algorithm operation level,
the main principles and ideas are as follows: particle swarm
optimization algorithm is applied to intrusion detection
system, and a wireless sensor network intrusion detection
system based on particle swarm optimization algorithm is
constructed. The system includes important modules such
as data extraction, data analysis, data feedback, and aux-
iliary decision-making; at the corresponding level of its
privacy protection, based on the original data aggregation
privacy protection scheme, this paper proposes a privacy
protection scheme based on polynomial regression and a
user privacy protection scheme based on the same state
encryption, which further improves the security of privacy
protection and facilitates the management of information.
To realize the integrity of user privacy information pro-
tection, this paper realizes the decryption of data based on
the correlation between binary metadata and compares the
corresponding decrypted data with aggregated data, so as
to complete the integrity of privacy data protection.

4. Analysis and Research of Intrusion Detection
Technology Based on Particle Swarm
Optimization Algorithm

The intrusion detection technology mainly combines the
artificial neural network algorithm to complete the intrusion
detection technology of external attack objects. The
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FIGURE 2: Technical framework of intrusion detection technology based on particle swarm optimization algorithm.

corresponding main technical framework is shown in Fig-
ure 2. The main technical modules include network infor-
mation data acquisition module, network data auxiliary
decision-making module, preprocessing module, particle
swarm optimization algorithm module, classifier generation
module, detection engine module, and system response
control module.

At the level of the corresponding network information
data acquisition module, it obtains network data, refines the
corresponding data, and processes and analyzes these pre-
processed modules at the same time. To solve the analysis
and processing of information and data packets transmitted
on the network, so as to provide use and analysis for sub-
sequent functional modules, at the level of the
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corresponding network data auxiliary decision-making
module, it mainly takes the network data as the source of the
data, then analyzes the access volume of each host in the
network, and classifies and processes the corresponding host
based on the weighted mean value and the corresponding
traflic, so as to further guide the network information data to
be shunted according to the destination address, and the
processing of this module will provide corresponding
auxiliary decision-making for data shunting; at the level of
the corresponding preprocessing module, it is mainly to
further process and analyze the original data, so the cor-
responding quality of the corresponding data preprocessing
data will directly affect the final system decision-making
level; at the level of the corresponding classifier generation
module, it mainly detects and processes the preprocessed
data and the nodes trained by artificial neural network; the
function of the corresponding detection engine module is
mainly to further judge, process, and analyze the pre-
processed data, and judge whether the corresponding data
are illegal data and foreign intrusion data. It is mainly to
score the processed data with the information of the cor-
responding knowledge base, so as to further judge whether it
is foreign attack information; the corresponding response
control module is mainly for the response processing and
analysis of the system. It mainly realizes three functions:
real-time online monitoring of abnormal data of intrusion,
real-time updating of data in knowledge base, and infor-
mation communication and interaction with corresponding
system administrators.

In the corresponding preprocessing and auxiliary
decision-making levels, particle swarm optimization al-
gorithm will be used to process the corresponding net-
work information data. Therefore, the design idea of the
corresponding core algorithm particle swarm optimiza-
tion algorithm is shown in Figure 3. The following can be
seen:

Step 1: determine the corresponding network structure
and the total number of all connection weights in the
corresponding network. The corresponding number is
the dimension of the solution vector represented by the
particle swarm, and the dimension value of the cor-
responding solution vector corresponds to the con-
nection value.

Step 2: initialize the particle swarm optimization of
network information data. The size of the corre-
sponding particle swarm is determined, and the cor-
responding times of evolution, the corresponding
particle velocity and the range of solution space, and the
initial velocity and corresponding position of each
corresponding particle are also recorded.

Step 3: train the corresponding neural network. The
solution vector represented by each particle in the
corresponding particle swarm is mapped to the weight
in the corresponding network, so as to construct the
corresponding neural network. Here, in order to
optimize the generalization ability of neural network,
the collected data samples are divided into two parts
for processing: one part is processed as training

samples, and the corresponding part is processed as
test samples. The input values of corresponding
training samples are input into neural network, and
then the actual output values are obtained through
calculation.

Step 4: test the corresponding network. The corre-
sponding neural network is generated based on the
corresponding weight, and the neural network is used
to prepare for the generation of the following classifier.

5. User Privacy Protection Scheme Based on
Polynomial Regression and Same
State Encryption

In the corresponding wireless sensor network system, pri-
vacy protection is mainly based on polynomial regression
algorithm and the same state encryption algorithm. The two
algorithms cooperate, which is similar to double guarantee,
so as to realize the privacy protection of wireless sensor
networks. The corresponding algorithm flowchart is shown
in Figure 4.

In the corresponding polynomial regression algorithm
protection, firstly, the nodes in the wireless sensor network
system are represented by polynomials. The corresponding
representation formula is shown in formula (1), where the
corresponding a and b represent the parameters of the
system, the corresponding n represents the sensing data set
of the system, and the corresponding m represents the order
of the polynomial function.

[a,b] = ayy * [a,b]1 + ... + a,, * [a,b]m. (1)

Based on the above formula, the data in its wireless
sensor network are collected and encrypted. The main
encryption method depends on the least square method.
In practical application, multiple random numbers are
used to encrypt the polynomial. The corresponding en-
cryption polynomial expression formula is shown in
formula (2). The corresponding mathematical symbol f ()
is the encryption function expression, and the corre-
sponding a and B represent the parameters of the system,
which is consistent with the mathematical symbol shown
in formula (1).

fr(@@b) =(ay +r])* (a,b)" +..+(a; +r]) * (a,b),

2
folab)=(ay +7])* (@,b) +... +(a;+r])* (a,b). )

Based on the above polynomial encryption processing,
the data transmission and aggregation are processed. The
polynomial encrypted by random number itself has certain
privacy. In the system proposed in this paper, the corre-
sponding encrypted data are mainly generated by the cor-
responding nodes of the sensor, and external cannot obtain
the key in essence. The sensor node continuously sends the
corresponding encrypted coefficients and nodes to the
aggregator terminal, and then the aggregator terminal will
conduct corresponding aggregation, complete the aggre-
gation within a specific time, and ensure that the
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corresponding sensor node transmits the data. The corre-
sponding polynomial formula is shown in

M (a,b) = Conf (1,1) + Conf (...) + Conf (i, j). 3)

After completing the data transmission and aggregation,
the corresponding base station completes the final data
reception and verification. The base station will obtain the
decrypted aggregated data and verify the integrity of the
corresponding data, so as to verify the effectiveness of

aggregation and finally complete the protection of relevant
privacy.

After the polynomial regression processing is com-
pleted, the corresponding data are encrypted in the same
state. The same state encryption processing scheme
adopted in this paper is the weighted average aggregation
algorithm. The algorithm finally realizes the corre-
sponding privacy protection by weighting the reliability
of the corresponding data nodes. The main process is as
follows:
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Step 1: generate the corresponding ciphertext based on
relevant data, and transfer the corresponding cipher-
text to the aggregator for processing.

Step 2: generate the ciphertext of the weight vector
based on the terminal of the trusted institution. The
main reason is that the weight vector will directly reflect
the reliability of each data node in the wireless sensor
network system. Therefore, the corresponding weight
vector needs to be encrypted here.

Step 3: encrypt the corresponding aggregate value and
calculate its sum. In the actual calculation, bilinear
mapping is mainly used to multiply the corresponding
encrypted data.

Step 4: perform joint decryption calculation based on
trusted institutions and corresponding aggregators.

Step 5: release the corresponding results to meet the
differential privacy. The main responsibility of the
corresponding trusted organization here is to release
the final calculation results to the base station under the
protection of differential privacy and finally complete
the corresponding privacy protection.

6. Experimental Verification and Data Analysis

In order to verify the superiority of this algorithm, it is
compared with the traditional algorithm. The main ex-
perimental data set is wsn-ds network intrusion data set,
which contains a large number of network attacks, such as
flooding attack, gray hole attack, scheduling attack, and
black hole attack. Based on this, this paper makes distri-
bution statistics on the attacks in the corresponding data
set. The corresponding statistical data figure is shown in
Figure 5 and Table 1. From Figure 5, it can be seen that
there are more gray hole attacks and scheduling attacks in
this data set and fewer ordered flooding attacks. In the
actual experimental verification, this paper ensures the
variable control and environment control between this
algorithm and the traditional algorithm. Based on this, the
corresponding indicators in the experimental part are
described as follows: (1) accuracy: mainly used to test the
type performance of known data and the performance of
unknown data types; (2) database-based update

performance: mainly used to test the system’s internal
known database performance; and (3) test performance
under the influence of shunt: mainly used to detect the test
performance under the influence of shunt.

Based on the above experimental data, this paper will
start with four indicators in intrusion detection and
privacy protection. The corresponding four levels are the
ability test based on known intrusion data types, the test
based on unknown data types, the test based on the
update ability of the internal knowledge base of the
system, and the test based on the influence of system
diversion.

At the level of corresponding capability test based on
known data types, the intrusion test is mainly based on the
classified data in the above wsn-ds data set. The corre-
sponding test results are shown in Figure 6. It can be seen
that it has advantages in the accuracy of corresponding
intrusion recognition in various data types of attacks
compared with the traditional algorithm. In some types of
intrusion such as scheduling attack, the corresponding
recognition accuracy is 11.2% higher, and the recognition
accuracy corresponding to the worst gray hole attack data
type is also about 2% higher.

At the corresponding test level based on unknown data
type, the corresponding data have no special label. In the
actual test, this paper directly marks all the attack contents
as intrusion data without specific classification. Based on
this, the corresponding detection results are shown in
Figure 7. It can be seen that the algorithm proposed in this
paper can leave more data about the type of attack than the
traditional algorithm, and the corresponding overall rec-
ognition rate is about 5% higher than the traditional
algorithm.

At the test level based on the update ability of the internal
knowledge base of the system, the purpose of the experiment
is mainly to verify whether the new data mode is added to the
corresponding database in time, and whether the corre-
sponding new detection engine module can effectively
identify the corresponding intrusion data. Based on this, the
corresponding test results are shown in Figure 8. It can be
seen that the algorithm designed in this paper has better
adaptability, which can quickly adapt to the update of the
knowledge base. At the same time, the correct identification
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TaBLE 1: Classification of attack types in the experimental data set.
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of the corresponding database intrusion will also be
recorded in the knowledge base, so as to further increase the
detection efficiency of the system.

At the corresponding test level based on the impact of
system diversion, it is mainly to verify the adaptability of
the system designed in this paper in the face of unbalanced
traffic. The corresponding experimental results are shown
in Figure 9. It can be seen that there are few errors in the
misjudgment of normal data, but it has little gap with the
traditional algorithm, and its recognition ability of cor-
responding sudden data is still insufficient. Therefore, it
needs to be further strengthened in the follow-up
research.

From the above theoretical analysis and the corre-
sponding experimental data results, it can be concluded that
the intrusion detection system proposed in this paper has
obvious advantages compared with the traditional system,
and has important value and significance for protecting the
privacy of wireless sensor network system and detecting
intrusion data in time. The above corresponding experi-
mental results further verify the advantages of the relevant
theories in this paper and also provide important support for
the subsequent optimization and development of the theory.



Computational Intelligence and Neuroscience

1.0 Gray attack curve
0.8
=
= 0.6
Q
g
g 04
<
0.2
0
1 2 3 4 5 6 7
Data node batch
Bl Algorithm in this paper
] Traditional algorithm
1.0 Scheduling attack
0.8
=
=~ 06
g
§ 0.4
<
0.2
0
1 2 3 4 5 6 7
Data node batch

Bl Algorithm in this paper
] Traditional algorithm

9
1.0 Black hole attack
0.8
B
- 0.6
I
g 0.4
<
0.2
0
1 2 3 4 5 6 7
Data node batch
Bl Algorithm in this paper
[ Traditional algorithm
1.0 Gray attack curve
0.8
8
~ 0.6
g
§ 0.4
<
0.2
0
1 2 3 4 5 6 7
Data node batch

Bl Algorithm in this paper
[ Traditional algorithm

FIGURE 8: Result chart of updating capability test accuracy based on internal knowledge base of the system.

Data node batch

LO | Uniform shunting of the system

0.8
3 M ﬂ.P.
< 06 u:-’-s 3' ‘.‘s‘?ﬂ' g"”
§ ' *The accuracy is al most the same
—
5 04
<

0.2

0

10000 20000 30000 40000 50000 60000 70000
Data node batch

e Algorithm in this paper
® Traditional algorithm

FIGURE 9: Test-level accuracy results based on the influence of
system diversion (this experiment only considers the test accuracy
results under the condition of uniform shunting, and there is no
corresponding data support for nonuniform shunting).

7. Conclusion

This paper mainly analyzes the research status and existing
problems of privacy protection and intrusion detection
technology in wireless sensor network system. Based on this,

this paper has done a lot of theoretical analysis and ex-
perimental work. Based on the traditional privacy protection
and intrusion detection system, this paper makes an in-
depth study on the wireless sensor network system based on
neural network. Firstly, this paper applies the particle swarm
optimization algorithm to the intrusion detection system
and constructs the wireless sensor network intrusion de-
tection system based on particle swarm optimization algo-
rithm. The system includes important modules such as data
extraction, data analysis, data feedback, and auxiliary de-
cision-making; at the corresponding level of wireless sensor
network privacy protection, based on the original data ag-
gregation privacy protection scheme, this paper proposes a
privacy protection scheme based on polynomial regression
and a user privacy protection scheme based on the same state
encryption, which further improves the security of privacy
protection and facilitates the management of information. In
order to realize the integrity of user privacy information
protection, this paper realizes the decryption of data based
on the correlation between binary metadata and compares
the corresponding decrypted data with aggregated data, so as
to complete the integrity of privacy data protection. The
results show that the privacy protection and intrusion de-
tection system designed in this paper have high practical
value. In the subsequent research, this paper will focus on
analyzing the recognition accuracy of the corresponding
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intrusion detection system in the case of unbalanced in-
trusion data and reasonably distinguish the normal system
data. At the same time, this paper will also focus on solving
the problem of system energy consumption and improving
the efficiency of the algorithm in the later research.
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