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This paper proposes the theoretical model to analyze the performance degradation of control systems subject to common-source
digital upsets. In this paper, a multidimensional hidden Markov model (MDHMM) is used to characterize the correlated upsets
and reveals the relationship between complex environments and stochastic random digital upsets injected into the control systems.
These digital upsets coming from artificial complex environments are operated on distributed redundant processing controllers.
Furthermore, this paper develops the theoretical analysis model for performance degradation of control systems under common-
source digital interferences modeled by MDHMM. Theoretical estimations for different redundant configurations are analyzed.
Then corresponding simulation verifications for a specific control system are also conducted in details and compared with the the-
oretical analysis results.These analyses can help to select an optimal redundant design and provide an example for control systems
design.This analysis also helps to balance the performance of system, reliability of system, and costs of systemdesign in applications.

1. Introduction

Modern aircraft uses more digital fly-by-wire control systems
benefited from new advancements in electronics, computer,
and control technologies, and the fly-by-wire flight control
system is playing more important role for the aircraft safety,
stability and maneuverability. However, it is inevitable to
encounter the challenging threats from the natural and man-
made electromagnetic interferences such as lightning, high
intensity radiated fields (HIRF). Especially, HIRF is one of
the main threat sources for civil digital flight control systems.
These interferences radiation come from radars, radios, or
other transmitters applied from ground, in the air, or at
the sea. During flight, the electromagnetic environments can
interrupt the controller and generate so called “digital upsets”
which will reverse the binary bits in controllers from digit ‘0’
to ‘1’ or from digit ‘1’ to ‘0’. Even though some controllers
possess the recoverable capability or these errors may not

induce the functional failures immediately, the accumulation
of the errors will cause a large deviation from the operation
references, affects the stability of the flight control system
performance, even leads to the fatal failure.This is the serious
potential threat for the loss of control and the whole aircraft
control system safety. Therefore, it is necessary to establish
a model to analyze and monitor the performance degrada-
tion of flight control systems affected by correlated digital
upsets under electromagnetic environments. The focus on
monitoring stability of civil flight control systems meets
the requirements of flight safety concern and can provide
a model verification method for civil aircraft airworthiness
certification and designs.

The so named digital upset process has the binary
random variables, 0 and 1. For example, if there is an
upset injected into flight controllers, the variable takes on
‘1’ or ‘0’ otherwise. The current literatures indicate that
digital upsets can be characterized by Markovian models
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originally proposed in [1].The performance analysis methods
of flight control systems were carried out in some litera-
tures when considering Markovian upset processes [2–6].
Reference [2] proposed a disturbance model represented by
Markovian upset processes and developed the performance
stability analysis theory and verification method. Reference
[3] discussed the necessary and sufficient conditions of
the mean-square stable performance analysis as a result
of electromagnetic interferences. Reference [4] developed a
stochastic electromagnetic disturbance model injected into
the closed-loop jump linear system. Reference [5, 6] proposed
a stochastic hybrid model used to describe neutron-induced
single event upset processes and analyze the corresponding
performance of recoverable digital Boeing 737 flight control
system under this kind of environments. The simulated
neutron experiments were also conducted at the NASA
Langley Research Center. However, physical experiments in
[7, 8] discovered that the stochastic digital upsets cannot be
characterized by general order Markovian models precisely.
Reference [8–11] developed a general model for analyzing the
performance degradations of flight control systems subject to
independent upset processes induced by HIRF environments
and presented a burst model by adding more upsets in order
to extend the duration of upset processes. Therefore, this
method can only provide the upper bound for performance
degradation analysis under independent upsets. In reality, the
electronic devices are located at a limited electronic equip-
ment compartment of the aircraft; then they are exposed in
a common-source interference area with a high probability.
Therefore, Reference [12, 13] proposed a more accurate
model to describe the relationship between the environment
interference and independent digital upsets injected into
flight control systems by using the hidden Markov model
(HMM). Furthermore, performance analysis method based
onHMMmodel of the switched linear systems are considered
and proposed as well. All of the above researches considered
the independent digital upsets injected into the flight control
system and, however, ignored common-mode characteristics
of the upsets. Reference [14] presented a method to describe
common-source interferences by using the multidimensional
hidden Markov model (MDHMM).

MDHMM, a signal statistical analysis model, is widely
used in the fields of pattern recognition and financial areas,
and many researches focus on the applications of movement
segments for controlling a multifunctional prosthetic hand,
measurement assessment and face recognition, etc. [15–18].
Reference [19] proposed a zero-delay MDHMM in terms
of the fitting capacity and prediction power to capture the
evolution of the foreign exchange rate data under different
frequent trading environments. Furthermore, this method
demonstrates that MDHMM can better and more accu-
rately characterize the dynamics than HMM does. However,
MDHMM has not been applied in revealing the hidden
characteristics of the upsets coming from the common-
source environments yet. The initial value selection strategy
is also a focus of the relevant research. In literature [20], the
k-means algorithm is used to estimate the initial observation
probability matrix, while the initial stationary probability
vector and the initial state transition probability matrix are

uniformly initialized. Recently, with the development of arti-
ficial intelligence, some algorithms such as particle swarm,
simulated annealing and ant colony are used to carry out
parameter training and have achieved good results. However,
such algorithms also have huge computational burden.

Therefore, the motivation of this paper is to develop a
theoretical model and the simulation verification method to
analyze the performance degradation affected by common-
source digital upsets modeled by MDHMM.

The two main contributions are addressed in this paper.
First, this paper uses MDHMM to reveal the inherent physi-
cal causes of common-source digital interferences caused by
environment to multichannel flight control systems. In the
current literatures, relevant scholars gradually established the
accurate interferences characteristics of single-channel flight
control systems in HIRF environment through Bernoulli dis-
tribution, Markov process and hidden Markov process. For
a multichannel flight control system, the digital interference
characteristics of each control channel are the same as the
single-channel flight control system. However, the interfer-
ences of different control channels has a common-source
characteristic. Under the authors’ knowledge, the authors
have not found a suitable method to describe the digital
random interferences characteristics of multichannel flight
control systems. So far literatures only describe the methods
using the independent stochastic process to describe the
interferences of each channel; however, this method cannot
describe the common-source characteristic. Therefore, the
theoretical calculation differs greatly from the actual data.
Second, the theoretical analysismodel of flight control system
performance degradation is developed which integrates the
system dynamics the aircraft undertakes, the redundant
structure the flight design characterizes, and the MDHMM
model the disturbances satisfy. This innovative provides a
theoretical basis for the design of the redundancy structure
of the flight control system. It is known that the common-
source interferences on each channel are not independent
of each other. Through theoretical analysis and simulation
verifications, this paper observes that the reliability improve-
ment effect gradually decreases by increasing the number of
control channels in the HIRF environment. This paper is the
consecutive research in [14] and will develop the theoretical
performance degradation model by using MDHMM.

The arrangement of the paper is addressed as follows.
Section 2 describes the general performance modeling of
redundant flight control systems subject to common-source
digital upsets by using MDHMM. Theoretical performance
degradation analysis method of the redundant flight control
systems is presented by applying MDHMM to characterize
the correlated digital upsets in Section 3. An example applied
in Boeing 747 flight control system and the simulation veri-
fication analyses are shown in Sections 4 and 5, respectively.
The last section summarizes the main results.

2. Modeling of Redundant Flight Control
Systems Subject to Correlated Digital Upsets

2.1. Performance Model of the Redundant Flight Control
Systems Subject to the Disturbance Model. The distributed
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Figure 1: Scheme of flight control system subject to digital upsets.

redundant flight control system with disturbance model
is described in Figure 1. The disturbance model includes
the exosystem and the distributed redundant platform. The
exosystem is used to generate common-source correlated
digital upsets fed to distributed redundancy platform. This
platform is composed of controller processing element units
(CPE units); furthermore, this platform is the copy of the
redundant controller-configuration of flight systems. The
platform output is used to characterize the effect of stochastic
digital upsets applied on the platform.CPEunits can calculate
updates of the control law at each sample time and can be
recoverable. The logic of I/O PE is ‘AND,’ and the platform
output drives the switched linear control system [8]. There-
fore, system performance degradation can be studied via the
platform when subject to such digital upsets. Since digital
I/O PE output, v(k), works as a switched binary signal, it has
two states, ‘0’ and ‘1.’ ‘0’ represents the normal state without
interference. ‘1’ represents the upset state which indicates that
there is an interference applied on control systems. Then the
flight control system switches between the normal and the
upsetmode. Some other assumptions are the same with those
in [8] in details.

In this paper, a discrete linearized flight control system
driven by the switching signal, v(k), is described below:

𝑥 (𝑘 + 1) = 𝐴V(𝑘)𝑥 (𝑘) + 𝐵V(𝑘)𝑤 (𝑘) + 𝑟𝑟𝑒𝑓 (𝑘) (1a)

𝑦 (𝑘) = 𝐶V(𝑘)𝑥 (𝑘) (1b)

The binary switching signal v(k) reflects whether the flight
control system is interfered by digital upsets at time k. That
is, when v(k)=0, flight control system operates in the nominal
mode characterized by state space model (𝐴0,𝐵0,𝐶0), other-
wise, the system operates in the upset mode represented by
(𝐴1,𝐵1,𝐶1). Furthermore, 𝑤(𝑘) is the white Gaussian noise
input. 𝑟𝑟𝑒𝑓(𝑘) is the reference signal. The linear switched
flight control system uses Boeing 747 linearization models
derived in details in [8]. The closed-loop control system

works as the nominal mode, and the open-loop control
system is the upset mode.

The error system as shown in Figure 2 is used to analyze
the performance degradation of the flight control system
subject to digital stochastic upsets driven by the switching
signal, V(𝑘). In the error system, there are two copies of
system (1a) and (1b) with the same input, 𝑤(𝑘). One system
acts as a reference system and works in nominal mode
continuously. Another upset system is switched by the switch-
ing signal, V(𝑘). Then the difference of the corresponding
outputs generates the error signal, 𝑦𝑒(𝑘). Then, a new error
systemdynamics is described by the following switched linear
system:

𝑥𝑒 (𝑘 + 1) = 𝐴𝑒,V(𝑘)𝑥𝑒 (𝑘) + 𝐵𝑒,V(𝑘)𝑤 (𝑘) (2a)

𝑦𝑒 (𝑘) = 𝐶𝑒,V(𝑘)𝑥𝑒 (𝑘) (2b)

where 𝐴𝑒,V(𝑘) = diag(𝐴V(𝑘),𝐴0), 𝐵𝑒,𝑣(𝑘) = [𝐵𝑇𝑣(𝑘),𝐵𝑇0 ]𝑇 and
𝐶𝑒,𝑣(𝑘) = [𝐶𝑣(𝑘), −𝐶0]. 𝑥𝑒(𝑘) = [𝑥𝑇𝑢 (𝑘) 𝑥𝑇𝑟 (𝑘)]𝑇 is the
state vector of the error system. Then the index, 𝐽𝑤,𝑒, is
the mean power and used to measure the degradation of
the performance. 𝐽𝑤,𝑒 is a function of the correlated upset
processes, 𝜃𝑖, and the structure of the redundant design.𝐽𝑤,𝑒 = lim

𝑘→∞
𝐸 {𝑦𝑒 (𝑘)2} (3)

The error system is mean-square stable (MSS) when the
limit exists. This is also consistent with the definition in [8].

2.2. Correlated Digital Upsets Processes Modeled by Multi-
Dimensional Hidden Markov Model (MDHMM). As pro-
posed in [14], MDHMM model can better describe the
correlated common-source characteristics among the hidden
environments and observed digital upsets. The digital upsets
are two-state stochastic processes with states strong and
weak. In general, the observed digital upsets processes can
be modeled by the first-order Markov process. However,
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in reality, the interrupt processes from the electromagnetic
environment are correlated instead of independent. Further,
the common-source upsets affect the different units with the
different probabilities. The different interference levels are
determined by the locations of the units, such as different
angles between the electromagnetic interference and the CPE
units.

As defined in [14] and shown in Figure 3, some parameter
definitions are shown below. Supposing theMDHMMmodel
is defined as 𝜆 = (𝑆,𝑉,𝐴ℎ,𝐵𝑓ℎ ,𝜋), 𝑓 ∈ {1, 2, . . . , 𝐹}, then the
corresponding parameter definitions are placed below.

(1) 𝑆 = {𝑆1, 𝑆2, . . . , 𝑆𝑁}) is a N-states set.
(2) 𝑉𝑓 = {𝑉𝑓1 , 𝑉𝑓2 , . . . , 𝑉𝑓𝑀𝑓} is the observation set with𝑓-dimension. 𝑀𝑓 is the observation number, 𝑜𝑓

𝑘
is the 𝑓-th

output observation variable of MDHMM at time 𝑘, o𝑓
𝑘
∈ 𝑉𝑓.

The output observation vector is 𝑜𝑘 = (𝑜1𝑘, 𝑜2𝑘, . . . , 𝑜𝐹𝑘 ).
(3) 𝐴𝑓 = [𝑎𝑖𝑗] is state transition matrix for the hidden

Markov process, 𝑎𝑖𝑗 = 𝑃{𝑞𝑘 = 𝑆𝑗 | 𝑞𝑘−1 = 𝑆𝑖}, 𝑖, 𝑗 ∈{1, 2, . . . , 𝑁}, 𝑓 ≥ 1. 𝑞𝑘 is the hiddenMarkovian state at time
k, 𝑞𝑘 ∈ 𝑆.

(4) 𝐵𝑓
ℎ

= [𝑏𝑓𝑗 (𝑙)] is an 𝑁 × M𝑓 observation probability
matrix, 𝑏𝑓𝑗 (𝑙) = 𝑃{𝑜𝑓

𝑘
= 𝑉𝑓
𝑙

| 𝑞𝑘 = 𝑆𝑗}, 𝑗 ∈ {1, 2, . . . , 𝑁}, 𝑙 ∈{1, 2, . . . ,𝑀𝑓}, 𝑓 ∈ {1, 2, . . . , 𝐹}, 𝑘 ≥ 1.
(5) 𝜋 = (𝜋1, 𝜋2, . . . , 𝜋𝑁) is the initial stationary probabil-

ity distribution, where 𝜋𝑖 = 𝑃{𝑞0 = 𝑆𝑖}, 𝑖 ∈ {1, 2, . . . , 𝑁}.
In fact, in MDHMM model, the hidden states imply the

real electromagnetic states belonging to 𝑆 with two states,
that means N=2. Suppose that the state transition of the
hidden process satisfies the Markov characteristics. In this
paper, all units are subject to the environments. There are
F redundant control units. Therefore, the hidden-process
transition matrix 𝐴𝑓 and each corresponding observation
matrix 𝐵𝑓ℎ are all 2×2.

Take the three-CPEs configuration as an example and all
CPEs are subject to simulated common-source digital upsets
processes with 4000 samples and 174Hz sampling frequency.

Suppose the initial condition of the flight control systems
are placed in normal modes. MDHMM is applied to train
the original common-source signals, and the corresponding
environmental and observation matrices are estimated and
shown below: 𝐴ℎ = (0.9990326 0.00096740.0322089 0.9677911)𝐵1ℎ = (0.9993127 0.00068730.1779482 0.8220518)𝐵2ℎ = (0.9993167 0.00068330.1777482 0.8222518)𝐵3ℎ = (0.9993157 0.00068430.1779382 0.8220618)

(4)

The enlarged part of Figures 4(d)–4(f) can more clearly
show the common-source characteristics of the digital upset
modeled by MDHMM model over the mentioned configu-
ration. Compared to the existing HMM model proposed in
[10], MDHMM can be better used to model the common-
source digital interferences. Specially, MDHMM model can
be changed into HMMmodel when F=1.

In order to analyze the multi-channel digital upsets by
MDHMM, first, it is necessary to estimate the model parame-
ters. Unfortunately, the optimal estimate of the model param-
eters cannot be obtained by finite length of the observed
sequence [21]. However, the local optimal estimate satisfies
the specified precision by numerical algorithm and the
most classical parameter training algorithm is Baum-Welch
algorithm. However, the initial state transition probability
matrix 𝐴ℎ0 and initial observation probability matrix 𝐵𝑓

ℎ0
should be specified. Furthermore, the algorithm for non-
convex function is locally convergent, therefore, the final
results are very sensitive to the initial value selection. If the
initial value selection is not appropriate, the algorithm can
only get to the local optimal solution or is unable to converge.
While the appropriate initial value selection not only make
the local optimal solution close to the global optimal solution,
but also accelerate the process of the algorithm.

In order to meet the real-time requirements in practical
applications, fast parameter training methods must be con-
sidered for the initial value selection strategy. The proper ini-
tial value selection strategy can greatly accelerate the training
process of the model. However, the strategy of parameter
initialization is not fixed. For example, according to the
practical flight program, the initial stationary probability
vector takes the value of {𝜋0 = 1, 𝜋1 = 0}, and does not need
to be estimated since flight systems start up normally. Due to
these characteristics, a priori knowledge for the initialization
of model parameters can be obtained, and the accuracy of
initialization is also increased.

It is stated that the hidden process is a first-order Markov
process in MDHMM. Therefore, if every observation proba-
bility matrix is a unit matrix, then the digital upsets in each
controller is also a first-order Markov process. However, in
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Figure 4: Digital upsets distribution of each channel over three-CPE configuration generated by MDHMMmodel.

reality, the observation probability matrix is not a strict unit
matrix, then this demonstrates that the digital upsets is not a
strict first-order Markov process. Further, different observa-
tion probability matrices will make the digital upsets in each
controller deviate fromMarkov process characteristics.

When regarding digital upsets generated by electromag-
netic environment, the physical experiment analysis provided
by literature [8] showed that the digital upsets process cannot
be strictly described by Markov process. However, it can be
appropriately described as a first-order Markov process with
low confidence level of hypothesis testing. It can be seen that
the digital upset signals contain the Markov characteristics
of hidden state transition to a certain extent. Therefore, the
transition characteristics of the digital upsets can be counted
and used in the initial state transition probability matrix of
MDHMM by the following:

𝑎𝑓𝑖𝑗 = P {𝑆𝑓𝑗 (𝑘) | 𝑆𝑓𝑖 (𝑘 − 1)}
P {𝑆𝑓𝑖 (𝑘)}

𝑎𝑖𝑗 = 1𝐹 𝐹∑
𝑓=1

𝑎𝑓𝑖𝑗 (5)

where 𝑖, 𝑗 ∈ {1, 2, . . . ,𝑁}, 𝑓 ∈ {1, 2, . . . , 𝐹} and k is
the sampling instant. Then the initial observation probability
matrix 𝐵𝑓

ℎ0
is randomly chosen and all of its elements take

value of 0.5. After choosing the initial value of MDHMM,
the traditional Baum-Welch algorithm iterates until achieving
the suitable convergence. In order to meet the application
accuracy requirement, the convergence conditions of Baum-
Welch algorithm are shown as follows: the difference between
two iterations of the normalized likelihood probability, the

‖ ⋅ ‖2of the state transition matrixAℎ and the observation
matrixBℎ , is less than 1 × 10−6.

It is worth mentioning that due to the inherent diffi-
culty of MDHMM parameters training, although the model
parameters training method presented in this paper cannot
guarantee the global optimal result, it can still quickly
converge to the local optimal solution under the given
accuracy requirements, taking into account the accuracy
and the efficiency of the algorithm. The paper considers the
airworthiness requirements; then the initial conditions must
be in normal mode during taking-off phase.

3. Theoretical Performance Analysis of
Markov Switched Flight Control Systems
under Correlated Digital Upsets

3.1. General Theoretical Performance Analysis of Markov
Switched Flight Control Systems. As mentioned above, the
literatures [1–8] carried out theoretical and simulation anal-
yses of the switched flight control system performance
under stochastic Markov digital random interferences. In this
section, the paper, first, introduces the fundamental relevant
theorems about the bounded linear operator [22].

Let C be an n-dimensional complex Euclidean space, and
M(C𝑚, C𝑛) be a normed linear space composed of all n ×m d
imensional matrices and be abbreviated asM(C𝑛) when n =m.

Definition 1. Column stacking operator, 𝜑, has the following
operation for the matrix H𝑖𝜖M(C𝑚, C𝑛), i=1, 2,. . ., N:

𝜑 (𝐻1,𝐻2, . . . ,𝐻𝑁) fl [[[[[
𝐻1
𝐻2...
𝐻𝑁

]]]]] ∈ 𝑀(C𝑚,C𝑁𝑛) , (6)
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Definition 2. The inverse column stacking operator, 𝜑−1𝑗 , has
the following operation for the matrix H𝑗 𝜖M(C𝑚, C𝑛), j=1,
2,. . ., N:

𝜑−1𝑗 ([[[[[[[
𝐻1

𝐻2...
𝐻𝑁

]]]]]]]) = 𝐻𝑗 ∈ 𝑀 (C𝑚,C𝑛) , (7)

Definition 3. For any bounded initial state 𝑥0 of any n-
dimensional switched linear system, if there is a non-negative
real number 𝛼 which makes 𝐸{‖𝑥(𝑘)‖2} → 𝛼 when time𝑘 → ∞, the switched linear system is mean-square stable.

The switched linear system (1a) and (1b) has the above
mean-square stable characteristics.

Lemma 4 (see[5]). Markovian switched linear system (2a)
and (2b) is mean-square stable if and only if 𝑟𝜎(A2) < 1, where
A2= diag (𝐴𝑇𝑒,0 ⊗𝐴𝑇𝑒,0,𝐴𝑇𝑒,1 ⊗𝐴𝑇𝑒,1, . . . ,𝐴𝑇𝑒,𝑙−1 ⊗ 𝐴𝑇𝑒,𝑙−1)⋅ (Π𝑣 ⊗ 𝐼𝑛2) (8)

where Π𝑣 is state transition matrix of Markovian switched
law,v(k). 𝑟𝜎 is the spectral radius of the matrix.

In this paper, the above lemma is applied to estimate the
system stability. When the closed-loop flight control system
is stable under digital interferences, the index 𝐽𝑤,𝑒 can be
estimated by the following lemma and theorems derived from
Theorem 3 in [8] to evaluate the control system performance
degradation.

Lemma 5 (see [8]). For the mean-square stable Markovian
switched linear system (2a) and (2b), if the switching law, v(k),
is aperiodic and ergodic, the initial state is 𝑥0 = 0, and the
white Gaussian noise input𝜔(𝑡) is independent of the switching
law,v(k), then

𝐶𝑖 = 𝐶T𝑖 ⋅ 𝐶𝑖𝑉𝑗 = 𝑙−1∑
𝑖=0

[Π𝑣]𝑖𝑗 𝐵𝑖𝐵𝑇𝑖 [𝑝]𝑖
𝑄𝑖 = 𝜑−1 ((𝐼𝑙𝑛2 −A

T
2 )−1 ⋅ 𝜑 (𝑉0,𝑉1, . . . ,𝑉𝑙−1))𝐽𝑤,𝑒 = 𝑙−1∑

𝑖=0

tr (𝐶𝑖 ⋅𝑄𝑖)
(9)

where l=2,Π𝑣 is state transitionmatrix ofMarkovian switching
law 𝑣(𝑘), and [Π𝑣]𝑖𝑗 represents the ij-th element of the matrixΠ.

It is noted that the switching law of the switched linear
system is the first-order Markov chain for Lemmas 4 and 5.

However, the observation processes of HMMandMDHMM,
in general, do not have Markovian property.Therefore, those
two lemmas cannot be directly applied to the stability and
performance analysis.

The switched flight control systemdriven byHMMdigital
random interferences is described as

𝑥 (𝑘 + 1) = 𝐴𝑜𝑘𝑥 (𝑘) + 𝐵𝑜𝑘𝑤 (𝑘) (10a)

𝑦 (𝑘) = 𝐶𝑜𝑘𝑥 (𝑘) (10b)

where the switching law 𝑜𝑘 is generally not a Markov chain.
However, the joint process among Markov and non-Markov
processes is a Markov chain [8]. Then the switched flight
control system driven by the joint process, 𝜌(𝑘), is denoted
as

𝑥 (𝑘 + 1) = 𝐴𝜌(𝑘)𝑥 (𝑘) + 𝐵𝜌(𝑘)𝑤 (𝑘) (11a)

𝑦 (𝑘) = 𝐶𝜌(𝑘)𝑥 (𝑘) (11b)

The switching law 𝜌(𝑘) of the system is a first-order
Markov chain. In order to use system (11a) and (11b) to analyze
system (10a) and (10b), it is necessary to ensure that the state
spacemodel are identical at each time.Thenwe have to define
the switched systems equivalence.

Definition 6. For switched systems (10a), (10b), (11a), and
(11b), if for any time k,

𝐴𝑜𝑘 = 𝐴𝜌(𝑘),
𝐵𝑜𝑘 = 𝐵𝜌(𝑘),
𝐶𝑜𝑘 = 𝐶𝜌(𝑘) (12)

then those two switched systems are called equivalent.

When switched systems (10a), (10b), (11a), and (11b) are
equivalent, one can use the existing Markovian switched
linear system theory to estimate the flight system (11a)
and (11b) performance degradation driven by HMM digital
interferences.

3.2. Theoretical Performance Analysis of Markovian Switched
Flight Control Systems under Correlated Digital Upsets Mod-
eled by MDHMM. This section considers the theoretical
performance degradation model for Boeing 747 flight control
system based on the structures shown in Figures 1–3. The
existing traditional methods for multi-channel flight con-
trol system performance estimation have two prerequisites.
First, the digital random interference processes for each
channel are independent of each other. Second, the digital
random interference process for each channel has Markov
properties. However, in the MDHMM model, the hidden
“electromagnetic state” is always characterized by a first-order
Markov chain. In reality, the digital random interferences of
each channel are related to the electromagnetic states and
described by the HMMs which do not have the Markov
properties. In addition, the interference process among chan-
nels in the MDHMM model is conditionally independent
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of hidden state variables instead of mutually independent.
Compared to the traditional mutually independent Markov
interference processes, MDHMM interference processes are
much more complex. However, it can better characterize the
relationship between electromagnetic environments and cor-
related digital upsets injected into the flight control system.
Therefore, it is necessary to develop a newmethod to analyze
the performance degradation of flight control systems under
correlated digital upsets by using MDHMM.

Then reconsider the inherent logical relationship among
state variables and stochastic digital upsets modeled by
MDHMM. The random hidden electromagnetic state vari-
able at time k is only related to that at time k-1, regardless
of states at all previous moments for Markov processes.
Meanwhile, the random digital interference upset of each
channel is only related to the hidden electromagnetic state
variable at time k.Therefore, the joint random process among
the random electromagnetic state and the digital interference
upsets of each channel have Markov properties as well which
is elaborated inTheorem 7.

Theorem 7. For F-dimensional MDHMM model 𝜆 =(𝑆,𝑉,𝐴ℎ,𝐵𝑓ℎ ,𝜋), the state transition matrix is 𝐴ℎ = [𝑎𝑖𝑗], the
observation probability matrix is 𝐵𝑓

ℎ
= [𝑏𝑓𝑗 (𝑙)], 𝑖, 𝑗 ∈ {1, 2,. . . , 𝑁}, 𝑓 ∈ {1, 2, . . . , 𝐹}, 𝑙 ∈ {1, 2, . . . ,𝑀𝑓}. As shown in

Figure 5, a hidden state variable is 𝑞(𝑘) at time k, and the
observation state vector is 𝑜(𝑘) = (𝑜1𝑘, 𝑜2𝑘, ..., 𝑜𝐹𝑘 ). Then the joint
process

𝑢 (𝑘) fl (𝑞 (𝑘) , 𝑜 (𝑘)) (13)

is a first-order Markov chain with 𝑁 × 𝑀𝐹 states, and the
corresponding state transition probability is

V(𝑖,𝑔1,𝑔2,...,𝑔𝐹)(𝑗,𝑙1,𝑙2,...,𝑙𝐹) = 𝑎𝑖𝑗 ⋅ 𝑏1𝑗 (𝑙1) ⋅ 𝑏2𝑗 (𝑙2) ⋅ . . .⋅ 𝑏𝐹𝑗 (𝑙𝐹) (14)

Proof. Let the state of the joint process at time k-1 is

𝑢 (𝑘 − 1) = (𝑞 (𝑘 − 1) = 𝑖, 𝑜 (𝑘) = (𝑔1, 𝑔2, . . . , 𝑔𝐹))= (𝑖, 𝑔1, 𝑔2, . . . , 𝑔𝐹) (15)

and let the state of the joint process at time k is

𝑢 (𝑘) = (𝑞 (𝑘) = 𝑗, 𝑜 (𝑘) = (𝑙1, 𝑙2, . . . , 𝑙𝐹))= (𝑗, 𝑙1, 𝑙2, . . . , 𝑙𝐹) (16)

According to the definition of MDHMM, the following
conditional probability are𝑃 {𝑢 (𝑘) = (𝑗, 𝑙1, 𝑙2, . . . , 𝑙𝐹) | 𝑢 (𝑘 − 1)= (𝑖, 𝑔1, 𝑔2, . . . , 𝑔𝐹)} = 𝑃 {𝑞 (𝑘) = 𝑗, 𝑜 (𝑘)= (𝑙1, 𝑙2, . . . , 𝑙𝐹) | 𝑞 (𝑘 − 1) = 𝑖, 𝑜 (𝑘 − 1)

= 𝑔1, 𝑔2, . . . , 𝑔𝐹} = 𝑃 {𝑞 (𝑘) = 𝑗, 𝑜 (𝑘)= (𝑙1, 𝑙2, . . . , 𝑙𝐹) | 𝑞 (𝑘 − 1) = 𝑖} = 𝑃 {𝑞 (𝑘)= 𝑗 | 𝑞 (𝑘 − 1) = 𝑖} ⋅ 𝑃 {𝑜 (𝑘) = (𝑙1, 𝑙2, . . . , 𝑙𝐹) | 𝑞 (𝑘)= 𝑗} = 𝑎𝑖𝑗 ⋅ 𝑏1𝑗 (𝑙1) ⋅ 𝑏2𝑗 (𝑙2) ⋅ . . . ⋅ 𝑏𝐹𝑗 (𝑙𝐹)
(17)

Therefore, the joint process 𝑢(𝑘) is a first-order Markov
chain.

Theorem 8. 𝑜(𝑘) are digital homogeneous Markov upset
processes injected into N CPEs distributed control system on
a state space {0, 1}𝑁 described by N dimensional MDHMM
model. Define the hidden state of the MDHMMmodel as 𝑞(𝑘),
the stochastic process 𝑣(𝑘) fl 𝜙(𝑜𝑖(𝑘)), and the joint process
�̂�(𝑘) fl (𝑜1(𝑘), ⋅ ⋅ ⋅ , 𝑜𝑁(𝑘)), and then the joint process 𝜌(𝑘)

𝜌 (𝑘) fl (𝑞 (𝑘) , �̂� (𝑘) , 𝑣 (𝑘)) (18)

is the homogeneous Markov chain and the corresponding state
space can be reduced into a proper subset of {0, 1}𝑁+1.
Proof. According toTheorem 7, it is known that

𝑢 (𝑘) = (𝑞 (𝑘) , 𝑜 (𝑘)) (19)

Therefore,
𝜌 (𝑘) = (𝑢 (𝑘) , 𝑣 (𝑘)) (20)

Then
P {𝜌 (𝑘) | 𝜌 (𝑘 − 1)}= P {𝑢 (𝑘) , 𝑣 (𝑘) | 𝑢 (𝑘 − 1) , 𝑣 (𝑘 − 1)}= P {𝑢 (𝑘) | 𝑢 (𝑘 − 1)} (21)

Therefore, based on Theorem 7, the joint process 𝜌(𝑘) is a
homogeneous Markov chain. Then the joint process 𝜌(𝑘) can
be used to drive the switched flight control system (2a) and
(2b), and Lemma 5 can analyze the theoretical performance
error of system (2a) and (2b).

4. An Example of Flight Control System
Performance Analysis under Correlated
Upsets Modeled by MDHMM

Consider the dual-channel flight control system subject to
digital stochastic upsets described by MDHMM, the corre-
sponding hidden environmental and observation matrices
are shown as follows:

𝐴ℎ = [0.9991 0.00090.0322 0.9678]
𝐵
𝑜1
ℎ

= [0.9993 0.00070.1779 0.8221]
𝐵
𝑜2
ℎ = [0.9994 0.00060.1777 0.8223]

(22)
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joint process

Figure 5: Joint process conceptual schematic over the distributed configuration under digital upsets modeled by MDHMM.

The joint process state table for 2 CPEs structure for
switched flight control system subject to digital upsets as
shown in Figure 1 is listed in Table 1.

The joint process 𝜌(𝑘) is a first-order Markov chain
with eight states. The eight state transition matrices can be
obtained byTheorem 7, andA2 can be calculated by

A2 = diag (𝐴𝑇𝜌1 ⊗𝐴𝑇𝜌1 ,𝐴𝑇𝜌2 ⊗𝐴𝑇𝜌2 , . . . ,𝐴𝑇𝜌8 ⊗𝐴𝑇𝜌8)⋅ (Π𝜌 ⊗ 𝐼542) (23)

The switching law 𝜌(𝑘) of the switched flight control system
is equivalent to the actual system switching signal 𝑣(𝑘), then
A2 = diag (𝐴𝑇0 ⊗𝐴𝑇0 ,𝐴𝑇0 ⊗ 𝐴𝑇0 ,𝐴𝑇0 ⊗𝐴𝑇0 ,𝐴𝑇1⊗ 𝐴𝑇1 ,𝐴𝑇0 ⊗𝐴𝑇0 ,𝐴𝑇0 ⊗ 𝐴𝑇0 ,𝐴𝑇0 ⊗𝐴𝑇0 ,𝐴𝑇1 ⊗ 𝐴𝑇1 ) (Π𝜌⊗ 𝐼542) (24)

The general radius of the matrix A2, 𝑟𝜎(A2), is 0.9734<1,
therefore, the switched system (2a) and (2b) is mean-square
stable. The system performance degradation is 9.3575× 10−7,
an acceptable performance degradation.

In order to verify the accuracy of the theoretical analysis,
simulation verification by using Monte Carlo method was
carried out by MATLAB. First, the simulated digital upset
processes by theHMMmodel through training are generated.
Second, the error model of the flight control system (11a) and
(11b) is driven by these digital upsets. Third, the mean of the
steady-state part of the average system output response after
200,000 Monte Carlo runs are calculated. Finally, the corre-
sponding performance error output of the switched system is
9.3575 e-7, which meets the theoretical analysis result.

5. Simulation Verifications for Flight Control
System Performance Analysis under
Correlated Upsets Modeled by MDHMM

Four redundant architectureswith 1CPE, 2CPEs, 3CPEs, and
4 CPEs are established under a certain environment by using
the independent HMMmodel and the correlated MDHMM
model, respectively. The digital upset process was simulated
and fed into the switched flight control system. Then the

comparisons of the average error output responses among
MDHMMmodel and the corresponding independent HMM
model for each architecture are shown in Figure 6 after the
total 200,000 Monte Carlo runs.

In Figure 6, four subgraphs use semilogarithmic coordi-
nate systems, where the vertical coordinate of performance
errors is in logarithmic scale. As shown in Figure 6, the
degradations of the two models in Figure 6(a) are basically
the same.TheMDHMMmodel becomes the HMMmodel in
the 1 CPE structure.Those two are essentially the same model
with the same characteristics. As shown in Figures 6(b)–6(d),
it is easy to observe that the performance errors by using the
independent HMM model are several orders of magnitude
better than that by using the MDHMM model. It is known
that in the independent HMM upsets model, the digital
upsets in different CPEs are rarely happened simultaneously.
Then, at least one CPE can be guaranteed to operate normally
at each sampling time. However, the HIRF environment
always generates common-mode upsets and affects all CPEs
at the same time, which might cause the overall system fail
intermittently. However, current literatures demonstrated
that the common-mode characteristics of digital upsets
can be reflected more accurately by MDHMM model than
others. Therefore, it is reasonable that the performance of
the overall system subject to upsets modeled by MDHMM is
worse than that modeled by HMM.

Based on the established MDHMMmodel of digital upset
processes for different redundant structures, Lemma 5 and
Theorem 7 are used to predict the performance degradation
of the flight control system under simulated different field
strength environments. For the simulation analyses, the gen-
erated simulated digital upset signals generated byMDHMM
models are used to drive the switched flight control system
under simulated electromagnetic environments whose field
intensity ranges from 100V/m to 180V/m increased by every
10V/m at frequency 100MHz. Each experiment carries out
200,000 Monte Carlo runs. Then the comparisons between
the theoretical prediction and simulation estimation results
under different redundant structures and environments are
conducted and shown in Table 2. Table 2 demonstrates
that theoretical estimations of the performance degrada-
tion match the simulation results efficiently for four kinds
of redundant structures under different strength environ-
ments.
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Table 1: State Table for 2 CPEs Redundant Structure of Flight Control System Subject to Environments.

𝑞(𝑘) 𝑦1(𝑘) 𝑦2(𝑘) 𝑣(𝑘) = 𝜙 (𝑦𝑖(𝑘)) 𝜌(𝑘) fl (𝑞(𝑘), �̂�(𝑘), 𝑣(𝑘))
0 0 0 0 (000,0)
0 0 1 0 (001,0)
0 1 0 0 (010,0)
0 1 1 1 (011,1)
1 0 0 0 (100,0)
1 0 1 0 (101,0)
1 1 0 0 (110,0)
1 1 1 1 (111,1)
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Figure 6: Comparison of the performance degradation response between the MDHMMmodel and the corresponding independent HMM
model for four redundant structures.

As shown in Figure 7, it is easy to find that the flight per-
formance error increases as the field strength of electromag-
netic environment increases and is getting worse.The redun-
dant fault-tolerant control structure can reduce the perfor-
mance error, however, it is hard to draw a conclusion that the
more the better straightforwardly. For example, performance
error for 2 CPEs structure is less than that for 1 CPE structure
and has an obviously greater performance improvement.
However, the improvement between 3 CPEs and 4 CPEs
structures for the performance error is less significant. It is
known that the common-mode interferences caused by the
electromagnetic environment will affect all CPEs at the same
time. Meanwhile, the more redundant units, the more diffi-
cult the design and the higher maintenance cost of the flight
control system, therefore, it is better to balance the improve-
ment of flight performance and the redundancy units.

Figure 8 shows the performance error response compari-
son among four kinds of redundant structures under a certain

simulated electromagnetic environment by using MDHMM.
As shown in Figure 8, the mean-square stable characteristics
are obvious for four different fault-tolerant structures under
digital stochastic upsets. The performance error response
becomes stable quickly for each structure. It is obvious that
the magnitudes of the performance errors are very small
which satisfy flight safety requirements. This is consistent
with the results shown in Figure 7.

6. Conclusions

Thepaper discussed the common-source digital upsets mod-
eled by MDHMM and revealed the relationship between
the environments and observed digital upsets. It is found
that this is a more accurate model used for characterizing
correlated upsets compared to the existing HMM approach.
Furthermore, the theoretical performance degradation anal-
ysis method was developed under common-source upsets
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Figure 7: Simulation estimation comparisons of performance error
for different redundant structures under different environments
modeled by MDHMM.
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Figure 8: Simulation estimation of the performance error response
for different redundant structures subject to common-source digital
upsets under a certain simulated electromagnetic field.

modeling by the MDHMM.This theoretical analysis method
integrated with the system dynamics aircraft undertakes, the
redundant structure the flight design characterizes, and the
MDHMM model the disturbances satisfy. Then simulation
verifications for the performance degradation of a distributed
redundant flight control system were conducted by Monte
Carlo methods when the system was subject to correlated
common-source upsets. Finally, the comparisons among the
theoretical analyses and the simulation verifications of the
control system demonstrated the accuracy of the theoretical
method which can benefit flight control systems redundancy
designs.Theoretical stability analyses of the mentioned struc-
tures were also analyzed and demonstrated the mean-square
stability property. The optimal design scheme will help to

balance the performance the aircraft undertake, the weight
of aircraft, and the maintenance costs in application.
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