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Smart substation is the key part of smart grid. ,e reliability of smart substation is extremely important to the safe and stable
operation of the smart grid. Smart substation is a cyber-physical system (CPS). Hence, this paper conducts reliability evaluation
study for smart substation from the perspective of CPS. Firstly, the basic reliability indices of cyber and physical elements of smart
substation are presented. ,e reliability index of one cyber element takes into account the reliability factors of data leakage,
tampering, loss and delay, etc., on the cyber side. ,en, the cyber-physical interactions of smart substation are analyzed. It is
concluded that the effect of the cyber side and cyber-physical interactions on the reliability of smart substation is reflected in the
effect of measurement and control messages on circuit breaker operation. And, the new reliability indices considering cyber-
physical interactions are proposed. Furthermore, the MALI-hybrid method, which combines the Monte Carlo method, analytical
method, Latin hypercube sampling method, and important sampling method, is presented for evaluating the reliability of smart
substation. Finally, the rationality of the proposed reliability indices, the efficiency, and correctness of MALI-hybrid method are
verified by case studies.

1. Introduction

With the increasing intelligent electronic devices (IED)
installation, smart substation can be regarded as a typical
cyber-physical systems (CPSs), in which various types of
information are being exchanged on a communication
network [1]. Interruption, delay, communication errors, and
various cyber attacks on the cyber side of smart substation
probably cause misoperation or refusal of circuit breakers
(CBs) and even affect the safe and stable operation of smart
substation [2–6]. Meanwhile, malfunction on the physical
side of smart substation may make cyber system lose right
perception and real-time control for physical system, which
in turn further affects the operation of power system and
forms cascading failures [7, 8]. ,us, reliability evaluation
for smart substation should consider the reliability factors
on both the physical side and cyber side, and the interactions
between the two sides.

1.1. Motivation. At present, there are few studies on the
reliability evaluation of smart substation or power grid from
the perspective of CPSs. Zhang [9] constructed a Markov
model of physical elements under the influence of the
secondary system and used state-space method to calculate
the reliability of the physical elements considering the in-
fluence of the secondary system. However, the effect of the
primary system on the reliability of the secondary system
and the interactions between the two systems in smart
substation are not considered. To evaluate the effect of
communication system on power system, Tang et al. [10]
established dynamic vulnerability matrix for evaluating real-
time vulnerability of composite system considering com-
munication faults such as time delay, bit error, and inter-
ruption. However, the effect of the power system on the
communication system is not considered, and the research is
not targeted at smart substation. Lei et al. [11] proposed a
novel reliability modelling and analysis methodology using
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cyber-physical interface matrix for modern substation
protection systems.,e study provides an idea for evaluating
the reliability of substation based on cyber-physical inte-
gration, but research about reliability index system and
quantitative calculations method is insufficient. Ten et al.
[12] used existing power system simulators to evaluate the
reliability of smart substations considering cyber attacks.
However, this research focuses on analyzing the effect of
cyber attacks on substations and does not consider the effect
of the physical side on the cyber side and cyber-physical
interactions on the reliability of substation. Liu et al. [13]
presented an analytical method to quantify the effect of cyber
fault on the reliability of physical system during distribution
automation considering dynamic routing, delay, and com-
munication error, particularly the cyber traffic. However, the
study disregards the effect of the physical side on the cyber
side and interactions between them. Aravinthan et al. [14]
summarized the status and needs for reliability evaluation of
cyber-physical power systems (CPPS) and standardized the
CPPSmodel for reliability computation.,ismodel could be
a reference for research of reliability evaluation but cannot
be directly used to evaluate the reliability of smart
substation.

In addition, as we all know, stability is an important
condition for maintaining the safe and reliable operation of
the power system. ,e study about stability can help us do a
better reliability evaluation. Wang et al. [15] proposed a
droop coefficients stability region analysis approach for
power system. Sun et al. [16] studied the stability analysis
issues of Energy Internet.,e authors in [17] have invented a
novel small-signal modelling method based on the char-
acteristic equation to assess the stability of complex
microgrids. reference [18] proposed a line impedance co-
operative stability region identification method for grid-tied
inverters under weak grids. Hu et al. [19] pointed that open-
end winding machines provide better controllability and
reliability than conventional start-connected machines. ,e
above work provides guidance for power system reliability
evaluation method researches.

Further, the data leakage, tampering, loss, network in-
terruption, and delay also occur frequently in other in-
dustrial systems (e.g., pipeline network systems) [20]. And
with the development of pipeline transportation, the re-
quirements for safety and reliability of pipeline network
systems have increased in recent years [21]. ,us, the study
of new reliability indices considering cyber-physical inter-
actions and evaluation methods can also provide the ref-
erence for other industrial systems.

From the above analysis, it can be seen that there are few
literatures about reliability analysis and reliability evaluation
method for smart substation from the perspective of CPSs.
In our recent study, the interaction mechanism of the cyber
side and the physical side of smart substation were analyzed
preliminarily [22]. However, the reliability evaluation
method is relatively simple and has low accuracy, the case
study has some deficiencies, and the expression of formulas
is not easy to read and understand for readers. Based on the
above review of reliability evaluation and Ref. [22], this
paper fully analyzes various reliability factors and how they

affect the reliability of smart substation. ,en, the calcula-
tion expressions of reliability indices are modified and
improved so as to become easy to read and understand for
readers. Furthermore, the MALI-hybrid reliability evalua-
tion method, which has fast simulation speed and high
precision, is presented. Finally, a more practical case is
presented to verify the rationality of the proposed reliability
indices and reliability evaluation method. Simulation results
show that the proposed reliability indices are reasonable, and
the presented reliability evaluation method can save simu-
lation time with improving accuracy.

1.2. Contribution. ,e main contributions of this paper can
be summarized as follows:

(1) A thorough analysis on the interactions between the
cyber side and the physical side of smart substation is
conducted. It is concluded that the reliability eval-
uation of smart substation should consider the effect
of power grid disturbance and complicated opera-
tion states on the correctness of measurement in-
formation, and the effect of all factors on the
reliability of smart substation is carried out by
measurement and control messages, which affect the
power system’s operation by the CB’s misoperation
or refusal.

(2) ,e reliability indices are proposed for smart sub-
station considering the reliability factors of the cyber
side, the physical side, and the cyber-physical in-
teractions. ,ese indices involve the reliability index
of cyber equipment considering its importance, the
reliability index of communication links considering
the reliability of data transmitting on them, and the
equivalent reliability indices of CB considering
cyber-physical interactions. ,e importance of cyber
equipment refers to its effect on the communication
business when the data leakage, packet error, mes-
sage tampering or forgery, packet loss or interrup-
tion, and message delay occur, and it can be
calculated by the proposed AHP model.

(3) A MALI-hybrid reliability evaluation method, which
combines the Monte Carlo method, analytical
method, LHS method, and important sampling
method, is presented. ,is method has faster sim-
ulation speed and more precise evaluation results
than the common reliability evaluation methods.

1.3. Organization. ,e rest of this paper is organized as
follows. Section 2 presents the elements for reliability
evaluation of smart substation. Section 3 gives the basic
reliability indices of smart substation. Section 4 analyzes the
interactions between the cyber side and the physical side of
smart substation and proposes the reliability indices con-
sidering the effect of cyber-physical interactions. Section 5
presents a MALI-hybrid reliability evaluation method for
smart substation. Section 6 verifies the rationality of the
proposed reliability indices and the reliability evaluation
method. Section 7 gives a summary and a future outlook.
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2. Elements for Reliability Evaluation of
Smart Substation

,e D2-1 substation defined in IEC 61850 standard is
widely used in practical engineering construction. ,us,
we choose D2-1 smart substation as analysis object and
elaborate the proposed reliability indices and reliability
evaluation method. For better understanding the inter-
actions between the cyber side and the physical side of
smart substation, the communication network of D2-1
substation, of which the architecture is “three layers, two
networks” as a common one of the present smart sub-
stations, is shown in Figure 1.

,e topology of D2-1 smart substation is shown in
Figure 2 [23].,e smart substation in Figure 2 contains 1 bus
interval (BI), 6 feeder intervals (FI1-FI6), and 2 transformer
intervals (TI1-TI2). ,e physical side contains buses, CBs,
DSs, electrical voltage transformers (EVTs), and electrical
current transformers (ECTs), which are connected by
electrical lines. ,e cyber side contains merging unit (MU),
intelligent electronic devices (IEDs), protection and control
(P&C) IEDs, CB IEDs, and switches, which are connected by
communication links.

Reliability evaluation of smart substation should con-
sider the reliability of all the above elements. For formal
description, the above elements are represented by nodes
and branches as follows.

,e MU IEDs, P&C IEDs, CB IEDs, and switches on the
cyber side are abstracted as nodes of cyber system, which can
be defined as the set Nc:

Nc � Nc1
, Nc2

, . . . , Ncg
 , (1)

where the set Nc1
, Nc2

, . . . , Ncg
  is the cyber equipment set

on the cyber side.
,e communication links are abstracted as branches of

cyber system, which are defined as the set Bc:

Bc � Bc1
, Bc2

, . . . , Bck
 , (2)

where the set Bc1
, Bc2

, . . . , Bck
  is the communication link

set on the cyber side.
,e buses, transformers, CBs, DSs, EVTs, and ECTs on

the physical side are abstracted as nodes of physical system,
which can be defined as the set Np:

Np � Np1
, Np2

, . . . , Npm
 , (3)

where the set Np1
, Np2

, . . . , Npm
  is the physical equipment

set on the physical side.
In smart substation, though the connection wires be-

tween the physical devices are short, they are still abstracted
as branches of physical system and are called primary
electrical lines in this paper for the sake of generality. ,e
connection wires are defined as the set Bp:

Bp � Bp1
, Bp2

, . . . , Bpn
 , (4)

where the set Bp1
, Bp2

, . . . , Bpn
  is the primary electrical line

set on the physical side.

3. The Basic Reliability Indices

To study the factors affecting the reliability of smart sub-
station, this section analyzes the basic reliability indices of
elements in smart substation.

Reliability refers to the possibility of the equipment to
operate normally under specified conditions over a period.
Traditionally, the reliability of one element can be obtained
according to the following equation:

R �
u

λ + u
, (5)

where λ and u are the failure rate and repair rate of the
element, respectively.

3.1. Reliability Indices of Cyber Elements. As described in
Section 2, cyber elements contain cyber equipment and
communication links.

3.1.1. Reliability Indices of Cyber Equipment. ,e reliability
factors of the cyber side play on the physical side through
communication business. And the reliability of each com-
munication device on the transmission link has different
effects on communication business. ,erefore, we use the
equivalent failure rate λei

of cyber equipment to take the
place of λ in equation (5). λei

can be defined as follows:

λei
� zi · λi, (6)

where zi is the importance degree of the cyber equipment
(i.e., the effect of equipment failure on the reliable trans-
mission of communication business; it is valued between 0
and 1); λi is the failure rate of cyber equipment, the same as
the meaning of λ in equation (5).

In this paper, we employ an analytic hierarchy process
(AHP)method to calculate the importance degree zi of cyber
equipment. ,e AHP model is shown in Figure 3.

In Figure 3, the failure rate of cyber equipment is taken as
the index layer. ,e effect of cyber equipment failure on the
security, correctness, and real-time of communication
business is taken as the criterion layer. ,e comprehensive
effect of cyber equipment failure on communication busi-
ness is taken as the target layer. In the criterion layer, the
effect of cyber equipment failure on the security of com-
munication business refers to data leakage caused by
equipment failure; the effect of cyber equipment failure on
the correctness of communication business refers to packet
error, tampering, and forgery of service messages caused by
equipment failure; the effect of cyber equipment failure on
the real-time of communication business refers to delay,
loss, and interruption of service messages caused by
equipment failure. It can be seen that the model takes into
account both conventional faults and failures caused by
cyber attacks. For the detailed calculation process of im-
portance degree zi, refer to Refs. [24].

3.1.2. Reliability Indices of Communication Links. ,e re-
liability of the communication link is not only related to the
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Figure 1: ,e architecture of D2-1 smart substation.
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reliability of the link itself, but also related to the reliability of
data transmitting on it. According to the reliability calcu-
lation method of cascading systems, the reliability of one
communication link can be calculated as follows:

R Bck
  � R Bci⟶j

  � CLi⟶j · D, (7)

where R(Bck
) is the reliability of the kth communication link,

a communication link from the cyber equipment Nci
to Ncj

,
so it is also noted as R(Bci⟶j

); CLi⟶j is the reliability of the
link hardware, and D is the reliability of data transmitting on
the link; CLi⟶j can be calculated by equation (5).

,e reliability of data transmitting on the link is mainly
related to propagation delay and error. In smart substation,
optical fibers are used as the communication links, and the
links are short. In the case of no attack, the delay is relatively
stable and extremely small, so it can be ignored. Packets in
smart substation have error detection mechanism, but any
error detection mechanism has the possibility of missing
detection. ,erefore, this paper uses packet error rate (i.e.,
the omission rate of error detection method of the packet) to
represent the effect of transmitting error on the reliability of
data. We define Pe as the packet error rate. ,us, D in
equation (7) can be calculated as follows:

D � 1 − Pe. (8)

3.2. Reliability Indices of Physical Elements. ,e reliability
indices of the physical equipment and the primary electrical
lines are usually obtained according to the operation of
smart substation. ,is paper takes availability as the basic
reliability index of physical elements, and the reliability can
be calculated by equation (5).

4. Cyber-Physical Interactions and the
Reliability Indices

,e basic indices in Section 3 only consider the reliability
factors of a single side, but do not consider the effect from
another side and the interactions. ,is section analyzes the
interactions between the cyber side and the physical side of

smart substation, and then the reliability indices of smart
substation considering the effect of the cyber side, the effect
of the physical side, and the interactions are presented.

4.1. Interactions between Cyber Side and Physical Side.
,emain function of smart substation is to convert high and
low voltage.,e bus voltage monitoring and tripping, two of
the communication business of smart substation, can best
reflect the interactions between cyber side and physical side.
Hence, we take the bus voltage monitoring and tripping as
the example to analyze the cyber-physical interaction
mechanism of smart substation.

,e process of bus voltage monitoring and tripping can
usually be described as follows. First, bus voltage from the
physical side is sampled and converted into analog or digital
signals by local measurement equipment. Second, the data
enclosed in packets is transmitted to the control center of the
station level via the communication networks. ,ird, a
centralized application conducts online computation on the
basis of the received packets and generates tripping com-
mands to regulate physical equipment. Forth, these control
commands are sent back to the physical side via the com-
munication networks again, and the related physical devices
take actions according to the tripping commands they re-
ceived. Finally, the physical state of the smart substation is
changed as a consequence of the closed-loop control. Both
the beginning and end of the closed-loop control are con-
nected to the physical side; thus, the cyber side and the
physical side in smart substation show an interactive rela-
tionship [25–27].

4.1.1. Effect of the Cyber Side on the Physical Side.
Measurement information (e.g., bus voltage) from the
physical side transmits from EVTs/ECTs to MU IEDs, and
then the measurement information enclosed in sampled
value (SV) messages is relayed to P&C IEDs. P&C IEDs
decide whether to send the control messages according to SV
messages and control strategy. Finally, P&C IEDs send
generic object oriented substation event (GOOSE) messages
containing tripping messages to the corresponding CB IEDs
and control the action of CBs.

The effect on the
communication business

Correctness

Packet Error
Rate

Real-timeSecurity

Loss or
Interruption

Time-
delay

Tampering
or Forgery

Data
Leakage

Target layer

Switch P&C
IED MU IED CB IED

Criterion layer 

Index layer

Figure 3: AHP model for importance degree evaluation of cyber equipment.
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During the above communication process, cyber con-
tingencies, no matter whether they are accidental faults or
malicious attacks, may lead to the inappropriate operation of
CBs, even a large-scale power outage. Moreover, the above
description shows that the effect of the cyber side on the
physical side in smart substation is mainly conducted
through controlling CBs. And the control process is carried
out by communicationmessages and equipment of the cyber
side.

4.1.2. Effect of the Physical Side on the Cyber Side and the
Cyber-Physical Interactions. ,e effect of the physical side
on the cyber side and the cyber-physical interactions of
smart substation is as follows.

Physical equipment supplies power for local cyber
equipment. Failure of physical system will result in the
inability to supply power for cyber equipment [28]. While in
practice, an independent uninterrupted power supply is
usually used to supply power for cyber equipment when the
power system fails. ,at is, a short power outage does not
affect the normal operation of cyber system.

When the power system fails, it is very likely that
multiple IEDs will send out a large number of GOOSE
messages in a short interval [29]. ,e surge of GOOSE
messages might cause the network congestion and messages
to be delayed and even cause system decision-making error.
,e congestion caused by power system fails, excluding
attacks, can be avoided by a well-planned network of the
cyber system.

ETs are more susceptible to electromagnetic interference
in operation than traditional transformers due to their di-
verse sensing principles and a large number of electronic
components in the primary body [7]. Specially, since the
installation site of ETs is close to the electrical lines, they are
more susceptible to interference through direct conduction
and electromagnetic field coupling under the conditions of
on-off operation and short-circuit. ,e effect of electro-
magnetic interference on ETs may lead to errors in mea-
surement information, and even malfunction of ETs, which
may make protection or regulation go awry.

Because of the complex structure of the power grid, there
is sympathetic interaction between the nonlinear ferro-
magnetic elements, such as the transformers and the ETs,
which might result in the complex transient process [30].
,is might lead the existing detection methods to correctly
identify the operation state of power grid, then the protective
devices malfunction due to error of measurement
information.

Due to the access of new energy systems, the application
of AC/DC (alternating current/direct current) hybrid
transmission, and the application of FACTS (flexible al-
ternating current transmission) devices, the behavior of
modern power systems is becoming more and more com-
plicated. Meanwhile, most of the existing protective devices
filter out high-frequency transient components and do not
use high-frequency transient components. ,erefore, for the
AC/DC hybrid power systems connected with new energies,
the detection method that only retains power frequency

components and finite harmonic components cannot ac-
curately detect the operating status of complicated power
systems and may give wrong measurement information and
lead to wrong protection actions.

,e reliable operation of smart substation relies on
accurate detection and identification to power system status
(e.g., operating status, fault identification, etc.). According to
the above analysis, we can conclude that (1) the measure-
ment information errors caused by grid disturbance and
complicated running state become the main factors to be
considered in the reliability evaluation of smart substation;
(2) in smart substation, both the effect of cyber side on
physical side, the effect of physical side on cyber side, and the
interaction are delivered through the measurement and
control messages, and the misoperation or refusal of the CBs
resulting from wrong measurement or control messages will
further affect the safe and reliable operation of the power
system. ,us, the effect of the cyber side and cyber-physical
interactions on the reliability of smart substation can be
obtained through analyzing the effect of measurement and
control messages on the actions of CBs.

4.2. Message Flows Related to Cyber-Physical Interactions.
To analyze the reliability of measurement and control
messages and their effect on the action of CBs, it is needed to
analyze the transmission paths of measurement and control
messages. ,e reliability of the messages can be calculated
according to the reliability of the elements on the trans-
mission path. Further, equivalent reliability of CBs con-
sidering the cyber-physical interactions is obtained.

In smart substation, there are SV messages, GOOSE
messages, manufacturing message specification (MMS)
messages, etc. According to the analysis in Section 4.1, the
interaction between the cyber side and the physical side is
mainly related to the process level. ,erefore, to simplify the
analysis, this paper mainly focuses on analyzing the SV and
GOOSE messages of the process level. ,e simplified
communication network topology of the smart substation in
Figure 1 and the message flows of its process level are shown
in Figure 4. In this figure, only one transformer interval and
one feeder interval are presented for simplifying the de-
scription, but all of the elements in smart substation should
be involved in practice.

In Figure 4, the digit on each device is the node number
of the device. S1, S2, . . ., S5 refer to the flows of SV messages
encapsulating the measurement information (e.g., voltage,
current, and system frequency). G1, G2, . . ., G14 refer to the
GOOSE message flows, in which G1, G2, . . ., G4 are the
flows of messages encapsulating breaker positions, G5, G6,
. . ., G9 are the flows of messages encapsulating remote
control commands, G10, G11 and G12 are the flows of
messages encapsulating primary remote information, and
G13 and G14 are the flows of messages encapsulating
blocking signals.

We denote the transmission path as Li− j, referring to the
set of nodes on the transmitting path of one message, in
which i is the number of the source nodes and j is the
number of the destination nodes of the message. Table 1
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presents the transmission paths of the message flows in
Figure 4.

4.3. Reliability Indices considering Cyber-Physical
Interactions. ,e nodes of one transmission path are in
series. ,us, the reliability of one message can be obtained
according to the following equation:

Rmessage � R Nc1
  · R Nc2

  · . . . · R Nci
 

· R Bc1
  · R Bc2

  · . . . · R Bck
 ,

(9)

where R(Nci
) is the reliability of cyber equipment, the same

as the meaning of R in equation (5); R(Bck
) is the reliability

of communication link, the same as the meaning of R(Bck
)

and R(Bci⟶j
) in equation (7).

4.3.1. Reliability of CB considering the Reliability Factors of
the Cyber Side. As concluded above, the cyber side affects
the physical side through GOOSE messages controlling
CBs and affected by SV messages in smart substation.
,erefore, the reliability of one CB, considering the re-
liability factors of the cyber side, can be presented in the
following equation:

R′ NpCB
  � R NpCB

  · RSV · RGOOSE, (10)

where R(NpCB
) is the reliability of one CB without con-

sidering the reliability factors of the cyber side; RSV is the
reliability of the SV messages without considering the
measurement information errors; RGOOSE is the reliability of
the GOOSE messages; RSV and RGOOSE can be calculated
according to equation (9).
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Figure 4: Communication network topology and message flows of the process level in smart substation.

Table 1: Transmission paths of the message flows in Figure 4.

Message flow Denotation Transmission path
S1 L1− 2 1⟶ 13⟶ 2
S2 L4− 5 4⟶ 14⟶ 5
S3 L4− 6 4⟶ 14⟶ 6
S4 L8− 9 8⟶ 15⟶ 9
S5 L8− 10 8⟶ 15⟶ 10
G1 L3− 1 3⟶ 13⟶ 1
G2 L7− 4 7⟶ 14⟶ 4
G3 L11− 8 11⟶ 15⟶ 8
G4 L12− 8 12⟶ 15⟶ 8
G5 L2− 3 2⟶ 13⟶ 3
G6 L2− 7 2⟶ 13⟶ 16⟶ 14⟶ 7
G7 L2− 11 2⟶ 13⟶ 16⟶ 15⟶ 11
G8 L6− 7 6⟶ 14⟶ 7
G9 L10− 12 10⟶ 15⟶ 12
G10 L3− 2 3⟶ 13⟶ 2
G11 L7− 6 7⟶ 14⟶ 6
G12 L12− 10 12⟶ 15⟶ 10
G13 L6− 2 6⟶ 14⟶ 16⟶ 13⟶ 2
G14 L10− 2 10⟶ 15⟶ 16⟶ 13⟶ 2
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4.3.2. Reliability of CB considering the Effect of the Physical
Side on the Cyber Side and Cyber-Physical Interactions.
,e effect of the physical side on the cyber side is mainly
caused by measurement information and its transmission.
,e reliability of SV messages considering the effect of the
physical side on the cyber side can be defined as

RSV′ � 1 − ςr(  · R NpET
  · RSV, (11)

where R(NpET
) is the reliability of one ET; ςr is the error rate

of measurement information, which refers to the error
occurrence probability of the measurement information
transmitted to MU when the ET operates normally. ,e
error rate is mainly affected by grid disturbance and com-
plicated running state and can be obtained from actual
statistics of running data. RSV is the same as that in equation
(10).

When the reliability of SV messages is reduced, the
corresponding CBs cannot be controlled correctly by the
cyber side in smart substation. ,at is, the effect of physical
side on cyber side might be ultimately revealed on the
physical side of smart substation. ,erefore, considering the
interactions between the cyber side and the physical side, the
reliability of one CB can be defined as

R″ NpCB
  � R NpCB

  · RSV′ · RGOOSE, (12)

where R(NpCB
) and RGOOSE are the same as those in equation

(10), and RSV′ is the same as that in equation (11).

5. Reliability Evaluation Method for
Smart Substation

We take D2-1 smart substation shown in Figure 2 as an
example to illustrate the reliability evaluation method
proposed in this paper.

5.1. System Reliability Index of Smart Substation. ,e main
electrical connection can reflect the connection relationship
of primary equipment in smart substation. ,e main elec-
trical connection of D2-1 smart substation is shown in
Figure 5.

To analyze the reliability of smart substation, we convert
the main electrical connection diagram in Figure 5 into a
logical correlation diagram as shown in Figure 6. To simplify
the simulation and calculation, only two feeder lines are
presented in Figure 6.

,e circle in Figure 6 represents the combination of the
primary equipment. L1 and L2 represent the series com-
bination of transformer, electrical lines, EVT, buses, and
DSs; L5 and L6 represent the series combination of buses,
ECT, electrical lines, and DSs; L9 and L10 represent the
series combination of transformer, electrical lines, and DSs;
L3, L4, L7, L8, and L11 represent CBs. ,e reliability of each
circle can be obtained based on the reliability calculation
equation RS �  Ri of Cascading Systems.

In the remaining sections, we define the probability PS

that the main electrical connection operates normally as the
reliability index of smart substation. PS is defined as follows:

PS � 
i∈S

pi, (13)

where S is the set of all running states; pi is the probability of
smart substation working in the reliable state (i.e., Load1 and
Load2 are supplied power normally), and pi can be obtained
according to the following reliability analysis method.

5.2. Reliability Evaluation Method

5.2.1. Analysis of Existing Reliability Evaluation Methods.
,e common reliability evaluation methods are generally
divided into analytical method and simulation method [31].

,e analytical method is used for evaluating the reli-
ability of smart substation through mathematical modelling.
Lei et al. [11] used the cyber-physical interface matrix and
analytical method to evaluate the effect of each component
failure on load shedding in IEC 61850 based substation.
Falahati et al. [25] used the analytical method to evaluate the
reliability of smart substations and microgrid CPS with
simple structure. However, obtaining high-precision results
depends on some previous assumptions [32].

,e simulation method mainly refers to the Monte Carlo
method. Liu et al. [33] used the nonsequential Monte Carlo
method for information domain and physical domain
simulation, respectively, when evaluating the reliability of
the active distribution network. Wang et al. [34] employed
the nonsequential Monte Carlo method to simulate the
operation of the microgrid CPS. However, the nonsequential
Monte Carlo method does not consider the temporal
properties of components in practice. Sun and Xie [35] used
the sequential Monte Carlo method to describe the corre-
lation between the time series of wind speeds and loads and
evaluated the reliability of distribution systems containing
wind turbine generator. Araújo et al. [36] used sequential
Monte Carlo method to select the system scenarios resulting
in uncertainties associated with load fluctuations, load
forecasting errors, distributed generation unavailability, and
intermittence of renewable energy resources. Zhou et al. [37]
proposed a sequential Monte Carlo simulation method
based on load path. ,e method can be used for evaluating
the reliability of the power grid through traversal search for
load paths, fault simulation, index statistics, and system
index calculations. However, the calculation accuracy of the
simulation method is inversely proportional to the calcu-
lation efficiency.

,erefore, some researchers focused on improving
simulation method to reduce simulation variance and im-
prove simulation efficiency. To the best of our knowledge,
there are mainly stratified samplingmethod, control variable
method, important sampling method, dual variable method,
Latin hypercube sampling (LHS) method, and so on [38].
Zhang et al. [39] proposed an improved LHS method
(hereinafter, ILHS) for evaluating the reliability of power
system; this method combines LHS method and important
method. In addition, some studies used the mixed method
(hereinafter, MIXD) to evaluate the reliability of system,
which combines the analytical method and Monte Carlo
method. Han et al. [40] used analytical method to calculate
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the availability of protection and monitoring functions and
then used the nonsequential Monte Carlo method for re-
liability evaluation. Hou et al. [41] used the mixed method to
obtain a system state distribution, which is more close to the
true distribution probability. Based on the impact analysis of
failure mode. ,ese methods improved the efficiency of
reliability evaluation in different degrees.

In conclusion, the analytical method improves the
simulation efficiency of Monte Carlo method by reducing
the time of each state evaluation. And it does not affect the
application of the variance reduction techniques. ,us, the
analytical method can be combined with the variance re-
duction methods, which not only shortens the time of each
state evaluation, but also reduces the simulation variance.

5.2.2. MALI-Hybrid. According to the analysis in Section 5.2.1,
we present MALI-hybrid method, which combines the Monte
Carlo method, analytical method, LHS method, and important

sampling method. ,is method improves the simulation effi-
ciency in two aspects, which not only shortens the time of each
state evaluation, but also reduces the simulation variance and
improves simulation convergence speed.

,e procedure of MALI-hybrid is shown in Figure 7, in
which fsampling is the function of the improved LHS
method, and its procedure is shown in Figure 8. We
implementedMALI-hybrid in MATLAB to verify these two
procedures.

In Figure 7, “Generate the minimum cut sets of the system”
refers to getting the minimum cut sets of the smart substation
based on Figure 6 and the minimum cut set theory of analytic
method. ,e generated sets are {L1, L2}, {L1, L4}, {L2, L3}, {L3,
L4}, {L5, L11}. {L5}, {L6}, {L6, L11}, {L7, L8}, {L7, L9}, {L8, L9},
and {L9, L10}. ,e different sets are connected in series. If any
set fails, the system fails. Based on adjacency matrix method, we
have programmed to generate the minimum cut sets in
MATLAB.,us, the obtained minimum cut sets are connected
as shown in Figure 9.
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(220 KV/110 KV)

110 KV

Load T1 Load T2

Bus 1

Bus 2
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(220 KV/110 KV)
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DS4 DS5

CB1

DS6

DS7

DS9 DS10

CB2

DS11
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DS15 DS16DS12
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DS1
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DS3 DS8
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ECT3 ECT4

Figure 5: ,e main electrical connection of D2-1 smart substation.
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In Figure 8, “Parameter initialization” refers to the set
initial multiplier K0 as 1.1 by referring to [39], the important
sampling times Num as 5000, and the maximum sampling
times Nmax as 10000. K is the optimal multiplier, which can
be calculated by equations (14) and (15). |K − K0|≤ 0.01
refers to the criteria of optimizing K. ,e criteria are set as
0.01 by referring to [39].,e criteria value (i.e., 0.01) refers to
the calculating accuracy. ,e smaller the criteria value is, the
higher the calculating accuracy is, and the more simulation
time is needed. N0 are the iteration times.

K � −
B +

�������
B
2

− AC


A
, (14)

A �
n1

n0 + n1
λ − 1 −

n1

n0 + n1
 λ(1 − λ),

B � −
n1

n0 + n1
λ,

C �
n1

n0 + n1
,

λ �
1
n



n

i�1
λi,

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(15)

where n is the total number of elements in the system; n0 and
n1 are the numbers of normal elements and faulty elements,
respectively; λ is the average failure rate of all elements.

6. Case Study

,e case study in this section is based on the logic correlation
diagram of the main electrical connection shown in Figure 6.

6.1. Reliability Calculation of Elements in Smart Substation.
Based on the data about failure rate and repair rate in
references [42–44], the reliabilities of physical equipment
calculated by equation (5) are shown in Table 2. In actual
evaluation, the connecting wires between physical equip-
ment in smart substation are very short. ,erefore, the
reliability of electrical line is set as 1 in the following cal-
culations, which is not presented in the table. Similarly, the
reliabilities of cyber equipment are shown in Table 3.

We apply AHP model shown in Figure 3 to calculate the
importance degree zi. ,e results are shown in Table 4.

L1

L3

L2

L4

L9

Load1 Load2

L10

L5 L6L11

L7 L8

Figure 6: Logic diagram of the main electrical connection.
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Select one system state in the 
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Count evaluation results and
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the system

Generate the reliability logic 
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Figure 7: Procedure of the presented MALI-hybrid method.
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,e reliability of data transmitting on communication
links can be calculated by equation (8) based on packet error
rate. Because the communications in smart substation is
based on Ethernet, the packet error rate is equal to the
omission rate of cyclic redundancy check (CRC) used in
Ethernet (i.e., Pe � 2E − 10). ,us, the reliability of trans-
mitted data is D � 1 − (2E − 10). ,e equivalent reliabilities
of cyber elements are calculated according to equations
(5)–(8), and the results are shown in Table 5.

According to Section 4, the equivalent reliability of CB
considering the reliability factors of the cyber side and cyber-
physical interactions can be calculated by equations (9)–(12).
,e error rate of measurement information is set as 0.0001%
in this calculation because of no relevant statistical data. ,e
results are shown in Table 6.

6.2. Reliability Evaluation of Smart Substation When
Different Factors Are Considered

6.2.1. Rationality Verification for Indices. To verify the ra-
tionality of the reliability indices proposed in this paper, the
following three scenarios are presented.

Scenario 1: Assume that the cyber side and the mea-
surement information of the physical side are com-
pletely reliable. ,erefore, the reliability evaluation of
smart substation is conducted only considering the
factors of the physical side.

Output system state sequences

End

Start

Calculate A, B, C and the optimal 
multiplier K

Parameter initialization

Y

N

Important 
sampling 
method

 Latin 
hypercube 
sampling 

(LHS) method

Calculate the failure probability of the 
optimal probability distribution 

function, and sampling Num times for 
the system

|K-K0|<=0.01, K0=1.1

Divide the interval [0, 1] into h non-
overlapping sub-intervals with spacing
of 1/h, and set the times of iteration as

N0=0

Let N0=N0+1, select one sub-interval 
from the h sub-intervals randomly to 

determine the system state based on the 
optimal probability distribution 

function

N0>=Nmax, Nmax=10000

Y

N

Figure 8: Procedure of the improved LHS method.
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Figure 9: Connection between the minimum cut sets.

Table 2: Reliability data of physical elements.

Device name Failure rate (a− 1) Repair rate (a− 1) Reliability
Bus 0.1 2920 0.999966
DS 0.015 584 0.999974
CB 0.12 219 0.999452
Transformer 0.03 97.3 0.999692
ET 0.014 876 0.999984

Table 3: Reliability data of cyber elements.

Device name Failure rate
(a− 1)

Repair rate
(a− 1) Reliability

Switch 0.02 365 0.999945
P&C IED 0.0067 365 0.999982
MU 0.0067 365 0.999982
CB IED 0.005 365 0.999986
Communication
link 0.001 365 0.999997

Table 4: Importance degree of the cyber equipment.

Device name Importance
Switch 0.2476
P&C IED 0.3125
MU IED 0.1768
CB IED 0.2631

Table 5: Equivalent reliability of cyber equipment considering
importance degree or packet error rate.

Device name Reliability
Switch 0.999986
P&C IED 0.999994
MU IED 0.999997
CB IED 0.999996
Communication link 0.999997
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Scenario 2: Assume that the measurement information
of the physical side is completely reliable, but the cyber
side is not. ,erefore, the reliability evaluation of smart
substation is conducted considering the effect of the
cyber side on the physical side.
Scenario 3: Assume that both the cyber side and the
measurement information of the physical side are not
reliable. ,erefore, the reliability evaluation of smart
substation is conducted considering the interactions
between the cyber side and the physical side.

Table 7 shows the evaluation results of smart substation
in the three scenarios based on the data in Section 6.1 and the
MALI-hybrid method presented in Section 5.2.2.

Table 7 shows that the reliability of the smart sub-
station in Scenario 1, Scenario 2, and Scenario 3 is
successively reduced, which is consistent with the actual

situation. ,erefore, the presented reliability indices in
this paper are rational and feasible.

6.2.2. Efficiency Verification for MALI-Hybrid. According to
the analysis in Section 5, the MALI-hybrid method can
reduce the simulation variance and improve simulation
speed. ,us, to verify the efficiency of the MALI-hybrid
method, we evaluated the reliability of the smart substation
in Scenario 3 from Section 6.2.1 using the MALI-hybrid
method presented in Section 5.2.2, ILHS method [33], and
MIXD method [35], respectively. ,e dynamic variation of
variance coefficient with the number of simulations is shown
in Figure 10.

As shown in Figure 10, MALI-hybrid method has a
smaller variance coefficient than the other two methods
when the numbers of simulations are the same. It shows that

Table 6: Equivalent reliabilities of CBs considering the reliability factors of the cyber side and interactions.

Condition Type of CB Equivalent reliability

Reliability factors of the cyber side is considered

Bus CB 0.999342
Feeder CB 0.999281

Transformer CB1 0.999337
Transformer CB2 0.999342

Interactions is considered

Bus CB 0.999325
Feeder CB 0.999264

Transformer CB1 0.999321
Transformer CB2 0.999325

Table 7: Results of reliability evaluation based on the MALI-hybrid method in this paper.

Scenario Reliability Condition
Scenario 1 0.999896 Only the factors on the physical side are considered
Scenario 2 0.999626 ,e effect of the cyber side on the physical side is considered
Scenario 3 0.999326 ,e cyber-physical interactions are considered
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Figure 10: ,e dynamic variation diagram of variance coefficient with the number of simulations.
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MALI-hybrid method does improve the simulation effi-
ciency compared to the other two methods.

6.2.3. Correctness Verification for MALI-Hybrid. To verify
the correctness of MALI-hybrid method, we evaluated the
reliability of the smart substation in Scenario 3 from Section
6.2.1 using the MALI-hybrid method and Monte Carlo
method. ,e results are shown in Table 8.

By analyzing the results from Table 8, it can be seen that
the reliability difference between the MALI-hybrid method
and Monte Carlo method is small and within the engi-
neering error range. ,at is, the calculation precision of the
MALI-hybrid method is reasonable. ,erefore, MALI-hy-
brid method presented in Section 5.2.2 is correct.

7. Conclusions

,is paper studies the reliability evaluation method for
smart substation from the perspective of cyber-physical
system. We point out that reliability evaluation of smart
substation should consider the reliability factors on both the
cyber side and the physical side, and their interactions. And
the problem how cyber-physical interactions affect the re-
liability of smart substation can be converted into analyzing
the effect of measurement and control messages on CBs’
action. Based on this view, new reliability indices for smart
substation are proposed: (1) reliability index of cyber
equipment considering its effect on the communication
business when the data leakage, packet error, message
tampering or forgery, packet loss or interruption, and
message delay occur, (2) reliability index of communication
links considering the reliability of the transmitted data on
them, and (3) equivalent reliability indices of CB considering
the cyber-physical interactions. Furthermore, a MALI-hy-
brid reliability evaluation method is presented. ,is method
combines the Monte Carlo method, analytical method, LHS
method, and important sampling method. ,e case studies
show that the indices and the method in this paper are
reasonable, and our MALI-hybrid method is superior to the
existing methods in terms of simulation speed.

In the future, we will further conduct a study on smart
grid from the perspective of cyber-physical system based on
this work, so as to propose broadly applicable reliability
evaluation indicators and methods for smart grid.
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