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To solve the current privacy leakage problems of cloud storage services, research on users’ payment intention for cloud storage
services with privacy protection is extremely important for improving the sustainable development of cloud storage services. An
evolutionary game model between cloud storage users and providers that considers privacy is constructed. )en, the model’s
evolutionary stability strategies via solving the replication dynamic equations are analyzed. Finally, simulation experiments are
carried out for verifying and demonstrating the influence of model parameters. )e results show that the evolutionary stable
strategies are mainly affected by the privacy protection profit growth coefficient of both parties, input costs, free-riding gains, and
other factors. If the profit growth coefficient is very small, users will not choose to pay and providers will not choose to actively
protect user information. As the profit growth coefficient increases, both parties will promote the development of privacy
protection with a higher probability.)e results are beneficial for cloud storage providers to increase the number of paid users and
thus to achieve the sustainable development of cloud storage service.

1. Introduction

With the gradual maturation of cloud computing, massive
user data has brought huge demands for file storage, syn-
chronization, and sharing.)e development of cloud storage
services is also in full swing. )e convenience of accessing
and using cloud storage services anytime and anywhere
makes cloud storage an inevitable tendency. According to
iiMedia Consulting’s statistics, China’s personal cloud
storage users have exceeded 374 million in 2019 and reached
404 million in 2020 [1]. However, cloud storage service can
not only bring convenience, but also bring some risks such as
data security risk and privacy leakage risk.

A greater focus on privacy protection and data security
will not only protect cloud storage services from hackers, but
also reduce the impact and severity of these types of risks. In
addition, the collected user information can be used for
personalized recommendation services to users while
complying with the privacy policies. However, both parties
involved in cloud storage are reluctant to provide such input

due to the following reasons: First, despite the fact that
hundreds of millions of people are using cloud storage, only
10% of them are paying customers. )e cost of maintaining
the normal operation of cloud storage is high. In addition,
data security and privacy investments do not necessarily
bring additional revenue, and service providers do not have
unlimited budgets to support such investments. Moreover,
cloud storage providers are also concerned with the weak
impact of increasing investments in privacy protection and
data security on users’ willingness to pay. Second, from the
perspective of cloud users, there is a deep-rooted sense
among users that cloud storage services are free. However,
their A cloud storage service provider’s level of privacy
protection will be one factor that users consider when de-
ciding whether to pay for continuous use. As a result, we
observe that economic considerations influence users’ and
service providers’ strategic choices. )e fundamental motive
for preserving privacy protection and data security for cloud
storage services is long-term profits. As a result, determining
the long-term viability of maintaining privacy protection
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efforts is critical. Game theory [2] has been widely applied
into data privacy game to balance the cost and profit of
preserving privacy and data protection investment because
of its great analysis ability.

Each participant in game theory is rational and will make
the best strategic decision in terms of profit maximization,
which is the most important aim [3, 4]. Many game theory
strategies have become popular in recent years for solving
information security issues. Traditional game strategy, on
the other hand, assume that both players are rational. )is
assumption, however, does not match reality. Players are
believed to have limited reasoning and to work with inad-
equate information in reality. Long-term earnings change at
each stage, and high-margin strategies tend to supplant low-
margin strategies over time; past studies have not looked at
the long-term viability of portfolio investments. It is crucial
to look into the incentives that encourage people to keep
their money in cloud storage service. Evolutionary game
theory has a number of advantages over standard game
theory. First, the evolutionary game extends the complete
rationality of traditional game theory to bounded rationality,
believing that participants’ choice behavior is limited by
their limited cognitive ability and that they typically make
decisions based on habits and conventional rules of thumb,
which is more practical. Second, traditional game theory
places too much emphasis on the solution of game equi-
librium and ignores the strategy evolution of each game
participant. By introducing various dynamic mechanisms,
evolutionary game theory investigates the relationship be-
tween the stable structure of the game system and the
evolutionary process.

)e sustainable and secure development of personal
cloud storage is the result of the participants’ strategic
choices, and there are conflicts and contradictions among
the participants to participate in the sustainable and se-
cure development of personal cloud storage service to
maximize their own interests. At the same time, due to the
limitations of information asymmetry, environmental
uncertainty, and their judgment, the participants have the
personal characteristics of limited rationality, and the
game system cannot reach the Nash equilibrium state at
once. )us, the formation of sustainable and secure de-
velopment of personal cloud storage services is actually a
specific result of the participants in a finite rational game,
and the strategic choice of the participants not only de-
pends on their profit and loss coefficients, but also is
influenced by the strategy choices of other stakeholders.
In addition, there are multiple individuals with different
strategy choices in the same participant group, and par-
ticipants will repeatedly learn and adjust to imitate the
strategy with higher gains in the game process. )us, the
strategic interaction of participants in the sustainable
security development of personal cloud storage services
meets the prerequisites of evolutionary game modeling,
and the privacy protection and information security in-
vestment are essentially a dynamic evolutionary game
process of each participant’s strategy, and the whole game
is always in motion, and it takes a long time to reach the
evolutionary stable state of the game system.

In this paper, we combine the characteristics of cloud
storage services, use evolutionary game theory, regard cloud
storage service providers and cloud storage users as bounded
rational game parties with certain learning capabilities, and
regard the behaviors and decisions of both parties regarding
cloud storage services as gradual progress. During the
learning process, an evolutionary game model of cloud
storage service participants in consideration of privacy
protection is constructed. By analyzing the evolutionary
stability strategy of the evolutionary game model, the key
factors affecting the evolution of cloud storage service
providers and cloud storage users’ payment behavior are
studied, and simulation experiments are used to simulate the
model to obtain a more intuitive strategy evolution trend.

)e remainder of this paper is organized as follows:
Section 2 reviews the literature about cloud storage. Section
3 establishes an evolutionary game model of the interaction
relationship between cloud storage providers and users and
assesses the local stability of each equilibrium point in
model. Section 4 vividly describes the results of evolutionary
game simulation, which properly verifies the model we
presented. Section 5 proposes the conclusion, limitation, and
future work of our work. To more comprehensively un-
derstand the paper, a paper structure framework is provided
in Figure 1.

2. Literature Review

In recent years, existing research on cloud storage privacy
protection has mainly focused on cloud storage privacy
protection technology and user adoption intention.

2.1. Cloud Storage Privacy Protection Technology.
Governments, businesses, and individual users are all ac-
tively transferring their data to the cloud at the moment.
However, there is a higher danger of illegal access, data
leakage, sensitive information revelation, and privacy breach
as a result of this. [5]. To protect the data privacy stored in
the cloud, many scholars proposed protection schemes that
are widely applied in cloud storage system, such as such as
access control, attribute-based encryption, trust, and en-
cryption. Yang et al. [6] proposed a blockchain-based access
control framework with privacy protection in cloud to
overcome the problems that sensitive data in the cloud is
easily tampered with or disclosed by hackers or cloud in-
ternal managers. Wang et al. [7] combined Ethereum
blockchain technology with a ciphertext-policy attribute-
based encryption method and used Ethereum smart contract
technology to store publicly available data on the blockchain
network. Zhang et al. [8] developed an anonymous attribute-
based access control system architecture for mobile cloud
computing and demonstrated how to design an anonymous
attribute-based access control system using the anonymous
CP-ABE method as the core building block. Maheswari and
Cheelu [9] proposed a novel anonymous attribute-based
broadcast encryption that has the property of hidden access
policy and allows the data owner to share his or her data with
numerous participants who are inside a preset receiver
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group and meet the access policy. Using Exact Regenerating
code, Pasupuleti [10] suggested a private public auditing and
data dynamics for safe cloud storage. For dynamic shared
data in cloud storage, Pasupuleti et al. [11] suggested a
certificateless privacy-preserving public auditing approach
with group user revocation. Zhang et al. [12] proposed
CIPPPA, a cloud-based WBAN-compatible conditional
identity privacy-preserving public auditing system. Cloud
computing’s privacy and data security concerns, on the other
hand, are more than just technological ones; they also in-
volve standardization, legislation, and regulations.

2.2.CloudStorageUserAdoption Intention. Few studies have
looked into consumers’ perceptions of cloud service use, and
little is known about the psychological elements that in-
fluence user acceptance and adoption. However, there is a
considerable disconnect between academic research findings
and cloud computing business statements about consumers’
security and privacy concerns as they relate to their usage
behavior. [13]. From the perspective of the privacy per-
ception of the participants in cloud services, Abdulaziz and
Yasin [14] constructed a behavioral model for the contin-
uous use of cloud storage services by researchers from the
perspective of perceived risk and explored the perception of
specific risk factors by researchers in the process of using
cloud storage. Fan et al. [15] combined the characteristics of

personal cloud storage services to build a personal cloud
storage service quality evaluation system from the per-
spective of user experience. Gashami et al. [16] constructed a
research paradigm based on the)eory of Reasoned Action,
the Privacy-Trust-Intention model, and cost-benefit theories
to capture the trade-off between advantages and privacy
from SaaS customers. Mariani et al. [17] suggested a more
complete version of the Technology Acceptance Model for
Digital Personal Data Stores, taking into account perceived
privacy threats, and trust. Li et al. [18] studied the influence
of three basic psychological needs of perception autonomy,
perception ability, and perception association on the rela-
tionship between cloud storage user information assurance
and perception information control. To study the willingness
of cloud storage users, Widjaja et al. [19] built a privacy-
trust-behavior willingness model. Park and Oh [20] inves-
tigated the effects of security breach risk on trust and the
intention of a continuous usage of mobile cloud services to
determine the components that affect the intention of a
continuous use.

2.3. Application of Evolutionary Game in Cloud Storage and
Privacy Protection. Game-theoretic techniques give a
quantitative decision framework for modeling, analyzing,
and forecasting the activities of several participants [21].
Evolutionary Game )eory is a branch of game theory that

Evolutionary Game Model of Users’ Payment Intention

Problem Description

Basic Assumption

Building of payoff matrix and income function between the
game players

Solving evolution stability strategy based on replication
dynamics equation

System Simulation Analysis

Analysis and Discussion of Simulation

Figure 1: )e architecture of the evolutionary game model and system simulation.
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integrates Lamarck’s genetic theory with Darwin’s biological
evolution theory [22], and it is also a useful tool for studying
how different participants interact. Because its bounded
rationality hypothesis is more realistic than classical game
theory, it offers a broader set of practical applications. When
game participants face a complex situation, due to bounded
rationality and information asymmetry at the beginning of
the game, they cannot determine the best behavior strategy
at the beginning of the game. )ey continue to optimize
their strategies by imitating and learning in the long-term
process and improve the realization of game equilibrium.
)e game theory emphasizes dynamic equilibrium and the
analysis of the dynamic evolution process of group behavior,
which effectively explains the evolution path and reasons for
the group to reach equilibrium. As a research method to
describe and solve behavioral decision-making problems,
relevant scholars are involved in e-commerce [23], envi-
ronment protection [24, 25], medical [21], and information
security [26–28], and other fields use game theory to analyze
the benefits, costs, and losses of different privacy behaviors
such as privacy disclosure, investment, and supervision. Wu
et al. [23] constructed an evolutionary game model based on
Prospect)eory andMental Account from the standpoint of
cooperative supervision between the government and cus-
tomers to defend consumer rights and support the long-term
development of the e-commerce market. It is suggested that
the evolution game of participants’ strategy does not have a
stable equilibrium point based on theoretical derivation and
simulation study. Based on game theory, Su [24] examined
the evolutionary decision-making process and stable strat-
egies among three parties participating in the CW recycling
business, including the government agency, waste recycler,
and waste producer. Zhu et al. [25] constructed an evolu-
tionary game to model three types of organizations (in-
cluding system providers, hospitals, and governments)
under the limitations of incomplete knowledge and re-
stricted rationality, using the mHealth system as the envi-
ronment. In the sphere of cloud storage services, however,
fewer scientists have used evolutionary games [29–31]).

2.4. Discussion. Scholars have undertaken many valuable
research studies on privacy protection technology, user
privacy perception, and evolutionary games in general;
however, there are still some gaps that need to be addressed
in future research:

(a) )e main privacy protection technology of cloud
storage service privacy protection research has been
improved, ignoring the privacy perception of par-
ticipants in cloud storage services. It is far from
enough to solve the cloud storage privacy problem
from the technical level. In real life, the participants
of cloud storage services often measure their own
benefits and costs from an economic perspective and
make decisions.

(b) )e research on the willingness to use cloud services
mostly uses questionnaires and statistical analysis to
solve the problem. )e research objects are only

users, and the behavior analysis of cloud service
providers is ignored.

(c) )e willingness to use cloud storage services is often
closely related to the perceived benefits of the actors.
To date, there are few studies that have investigated
how cloud storage providers and users act under the
different attitude of privacy protection investment
from the perspective of cost-benefit.

Above all, our contributions are as follows:

(a) First, different from the privacy protection tech-
nology researches, their perspective focuses on the
promotion of privacy protection and data security
technology for data storage. Our paper focuses on
the cloud storage participants behavior strategy
choice of cloud storage service privacy protection,
because, in real life, the participants of cloud storage
services often measure their own benefits and costs
from an economic perspective and make decisions.

(b) Second, different from the research on the willing-
ness to use cloud services, most researches use
questionnaires and other statistical analyses to ex-
plore the users’ subjective feelings about cloud
storage service adoption. Our paper aims to explore
how participants choose their strategies from the
perspective of the cost and benefit of privacy
protection.

3. Evolutionary Game Model of Users’
Payment Intention

3.1. Problem Description. In the privacy protection game of
cloud storage services, stakeholders include cloud storage
service providers and cloud storage users. Cloud storage
service providers provide services for storing and managing
user information. )ere are two strategies to choose from:
actively protecting user information and passively protecting
user information. Actively protecting information means
that cloud storage service providers have to invest a lot of
manpower, material, and financial resources, formulate a
strong information security management system, develop
information security technology, and resist hacker attacks;
passive protection of information means that cloud storage
service providers have to deal with user information. )e
degree of privacy protection is not enough, there is a risk of
user information privacy leakage, and cloud storage service
providers also actively leak user information to obtain
improper benefits. Users are the owners of personal infor-
mation. Users have two strategies in the game: free use of
cloud storage services and paid use of cloud storage services.

3.2. Basic Assumptions

Hypothesis 1: participants are all aimed at maximizing
their interests.
Hypothesis 2: due to the differences and evolution of
privacy perceptions of different subjects and the hidden
benefits of privacy protection investment, cloud storage
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service providers and users cannot make the optimal
decision to ”maximize revenue” in the initial stage, but
they are subjects with bounded rationality that have a
certain ability to imitate and can adjust their strategies
based on experience. )erefore, assuming that the
subject of the game is bounded rationality, it is more in
line with the actual application context of cloud storage
services.
Hypothesis 3: the user uploads data (texts, pictures,
videos, etc.) containing their private information to the
cloud storage space. If users feel that their information
privacy is threatened, then they may give up paying for
cloud storage services.
Hypothesis 4: the user’s personal information is leaked
by the cloud storage service provider or traded to other
institutions or organizations to obtain additional
benefits. Cloud storage service providers to actively
protect user information will increase the cost of in-
formation protection. And cloud storage service pro-
viders passively protect user information without
paying additional information protection costs.

3.3. Evolutionary Game Model Establishment. Based on the
above assumptions, considering the main factors that users
and cloud storage service providers consider when choosing
a game strategy, the model parameters are defined. )e
symbols and their meanings of each parameter are shown in
Table 1.

)e payoff matrix between users and cloud storage
service providers is shown in Table 2:

3.4. Evolutionary Game Analysis

3.4.1. Equilibrium Point of the Evolution Process. In the
initial stage of the evolutionary game, x(0<x< 1) represents
the population of users choosing ”paid use”, and 1 − x

represents the population choosing “free use.” As the same,
the population of providers choosing” positive protection” is
y(0<y< 1), and the population choosing “negative pro-
tection” is 1 − y. In the evolutionary game, these possibilities
evolve and present dynamics.

Based on the payoff matrix, the expected profit obtained
by users when the “paid use” strategy (P11) is computed as
(1). As the same, the expected profit of users when the “free
use” strategy is adopted (P12) is formulated by (2). Com-
bining (1) and (2), the average profit obtained by users (P1)

is formulated by (3)

P11 � y 1 + α1( Pu − Cu  +(1 − y) 1 + α0( Pu − Cu ,

(1)

P12 � yεu +(1 − y)Pu, (2)

P1 � xP11 +(1 − x)P12. (3)

According to the Malthusian equation, the users choose
the “paid use” strategy growth rate to be described by the
difference between P11 and P12. Let t be the evolution time;
the users’ replication dynamic equation for the “paid use”
strategy is given in

F(x) �
dx

dt
� x P11 − P1(  � x(1 − x) yPu α1 − α0(  + y Pu − εu(  + α0Pu − Cu . (4)

Similarly, the providers’ expected profits when it adopts
“positive protection” and “negative” strategies (P21 and P22)

are formulated by (5) and (6). So, the overall average profit
(P2) is computed by (7).

P21 � x 1 + β1( Pp − Cp  +(1 − x) 1 + β0( Pp − Cp , (5)

P22 � xεp +(1 − x)Pp, (6)

P2 � yP21 +(1 − y)P22. (7)

)en, the replication dynamic equation (F(y)) is pro-
vided in

F(y) �
dy

dt
� y P21 − P2(  � y(1 − y) xPp β1 − β0(  + x Pp − εp  + β0Pp − Cp . (8)
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Based on the solution of (5) and (8), five local equi-
librium points from the nonlinear dynamic system are
obtained: (0, 0), (0, 1), (1, 0), (1, 1), (x0, y0), wherein

x0 �
Cp − β0Pp

Pp β1 − β0 + 1(  − εp

,

y0 �
Cu − α0Pu

Pu α1 − α0 + 1(  − εu

.

(9)

3.4.2. Stable Analysis of Equilibrium Points. )e stability of
equilibrium points can be analyzed using a Jacobian matrix
[32]. )e Jacobian matrix can be defined in

J �

zF(x)

zx

zF(x)

zy

zF(y)

zx

zF(y)

zy

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

�
a11 a12

a21 a22

⎡⎢⎢⎢⎣ ⎤⎥⎥⎥⎦. (10)

)e stability of equilibrium points can be examined
using the following conditions:

trJ � a11 + a22 < 0,

detJ � a11a22 − a12a21 > 0.
(11)

)e values of the equilibrium points are shown in Ta-
ble 3. trJ calculation formulas for each equilibrium point are
shown in Table 4, and detJ calculation formulas for each
equilibrium point are shown in Table 5.

Various equilibrium propositions are analyzed as
follows:

Scenario 1.When 0< α0 <Cu/Pu, α0 < α1 <Cu + εu − Pu

/Pu and 0< β0 <Cp/Pp, β0 < β1 <Cp + εp − Pp/Pp, (0, 0)
is ESS point. )at is, the cloud storage users and
providers are more inclined to “free use, negative
protection” strategy.
In this scenario, the users and providers all get less
benefit because of the low privacy protection profit
growth coefficient (α0, α1, β0 and β1) . )erefore, (0, 0)
is an ESS point, (0, 1) and (1, 0) are saddle points, and
(1, 1) is an unstable point.
Scenario 2. When 0< α0 <Cu/Pu, α0 < α1 <Cu + εu − Pu

/Pu and 0< β0 <Cp /Pp, β0 < β1 <Cp + εp − Pp/Pp, (0,
1) is ESS point. )at is, the cloud storage users and
providers are more inclined to “free use, positive
protection” strategy.
In this scenario, cloud providers’ privacy protection
profit growth benefit is greater than the cost, but less
than the free-riding benefit. Cloud users’ protection
profit growth benefit is less than the cost, so that they
will not choose to pay for usage. )us, (0, 1) is an ESS
point, (0, 0) and (1, 0) are saddle points, and (1, 1) is an
unstable point.
Scenario 3. When 0< β0 <Cp/Pp, β0 < β1 <Cp + εp −

Pp/Pp and 0< β0 <Cp/Pp, β0 < β1 <Cp + εp − Pp/Pp,
(1, 0) is ESS point. )at is, the cloud storage users and
providers are more inclined to “paid use, negative
protection” strategy.

Table 1: Parameter definition.

Symbol Description
Pu Basic storage profits of users if users choose ”free use” strategy and providers choose “negative protecting” strategy, Pu > 0

Pp

Basic storage service profits of providers if users choose ”free use” strategy and providers choose “negative protecting” strategy,
Pp > 0

Cu

Users’ costs of privacy protection service if users choose ”paid use” strategy and providers choose “positive protecting” strategy,
Cu > 0

Cp

Providers’ investment costs for improving privacy protection service if users choose ”paid use” strategy and providers choose
“positive protecting” strategy, Cp > 0

εu Profits of users from free riding if users choose ”free use” strategy and providers choose “positive protecting” strategy, εu >Pu > 0

εp

Profits of providers from free riding if users choose ”paid use” strategy and providers choose “negative protecting” strategy,
εp >Pp > 0

α1
Privacy protection profit growth coefficient of users if users choose ”paid use” strategy and providers choose “positive protecting”

strategy, α1 > 0

α0
Privacy protection profit growth coefficient of users if users choose ”paid use” strategy and providers choose “negative protecting”

strategy, α1 > α0 > 0

β1
Privacy protection profit growth coefficient of providers if users choose ”paid use” strategy and providers choose “positive

protecting” strategy, β1 > 0

β0
Privacy protection profit growth coefficient of providers if users choose ”free use” strategy and providers choose “positive

protecting” strategy, β1 > β0 > 0

Table 2: )e payoff matrix.

Cloud storage users
Cloud storage providers

Positive protection (y) Negative protection (1 − y)

Paid use (x) ((1 + α1)Pu − Cu, (1 + β1)Pp − Cp) ((1 + α0)Pu − Cu, εp)

Free use (1 − x) (εu, (1 + β0)Pp − Cp) (Pu, Pp)
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In this scenario, cloud users’ privacy protection profit
growth benefit is greater than the cost, but less than the
free-riding benefit. Cloud providers’ protection profit
growth benefit is less than the cost, so that they will not
choose to positively protect.)us, (1, 0) is an ESS point,
(0, 0) and (0, 1) are saddle points, and (1, 1) is an
unstable point.
Scenario 4.When 0< β0 <Cp/Pp, β0 < β1 <Cp + εp − Pp

/Pp and 0< β0 <Cp/Pp, β0 < β1 <Cp + εp − Pp/Pp, (0,
1) and (1, 0) are ESS points. )at is, the cloud storage
users and providers are more inclined to “paid use,
positive protection” strategy. )e equilibrium state
depends on the initial state of system. (1) When the
initial state is on area A or D, (0, 1) is ESS point. (2)
When the initial state is on area B or C, (1, 0) is ESS
point. )en, (0, 0) and (1, 1) are unstable points.
In this scenario, both game players’ privacy protection
profit growth benefit is greater than the cost, but less
than the free-riding benefit. Both game players will
choose paid use and positive protect strategy at first
because of the high benefit of privacy protection.
However, cloud users can get higher profits if they free
ride off providers; then they will change their strategy to
pay for free; similarly, cloud providers can get higher
profits; if they cheat users to negative protect, then they
will change their strategy to negative protect.
Scenario 5. When Cu + εu − Pu/Pu < α0 < α1 and
Cp + εp − Pp/Pp < β0 < β1, (1, 1) is ESS point. )at is,
the cloud storage users and providers are more inclined
to “paid use, positive protection” strategy.

In this scenario, both game players’ privacy protection
profit growth benefit is greater than the free-riding
benefit. )us, cloud users and providers are willing to
invest for the privacy protection environment of cloud
storage.)erefore, (1, 1) is an ESS point, (0, 1) and (1, 0)
are two saddle points, and (0, 0) is an unstable point.

Finally, the phase diagrams of the evolutionary game of
above five scenarios are shown in Figures 2(a)–2(e). )e
stability analysis of equilibrium point is shown in Table 6.

4. System Simulation Analysis

To more intuitively show the evolution trend of the game
strategy between users and cloud storage service providers in
the process of user payment intention with privacy pro-
tection and verify the correctness of the constructed model,
Matlab R2016a is used to numerically simulate different
parameters and the game, and both sides’ evolutionary
stability strategies are analyzed.

First, the model parameters we assumed are shown in
Table 7. Please note that the values we used in this MATLAB
simulation are just for illustration, which do not represent
the real benefits of stakeholders in cloud storage service.

)en, according to the parameters, these four variables
(α0, α1, β0, β1) can be calculated as follows. the value range of
the four variables is shown as follows:Cu/Pu � 0.43, Cp/Pp �

0.4, Cu + εu − Pu /Pu � 0.71, Cp + εp − Pp/Pp � 0.6.

4.1. Simulation of the Evolutionary Process. )e numerical
simulation of different ESSs can be analyzed under different
values of α0, α1, β0, β1 as shown in Table 8. )e simulation
results are depicted in Figures 3(a)–3(e), and these results are
consistent with Scenario 1 to Scenario 5:

(1) )e parameters are set in Table 8 line 1, which satisfy
the conditions in Scenario 1. )e simulation result is
shown in Figure 3(a), which is consistent with Scenario
1.)at is to say, both cloud storage users and providers
will converge to 0 no matter what the initial state is. It
means that the privacy protection profits of cloud
storage users and providers are relatively lower than the
costs, so that no one is willing to pay for privacy
protection or positive protection. Finally, after a long-
term repeated games, the proportion of cloud users that
choose paid use gradually decreases until all of them
choose to free use and not try to put their privacy
information on the cloud. Similarly, the proportion of
cloud storage providers that choose positive protection
gradually decreases until all of them choose negative

Table 3: Values of equilibrium points.

Equilibrium point α11 α12 α21 α22
(0, 0) α0Pu − Cu 0 0 β0Pp − Cp

(0, 1) Pu0α1 + Pu − εu − Cu 0 0 − (β0Pp − Cp)

(1, 0) − (α0Pu − Cu) 0 0 Ppβ1 + Pp − εp − Cp

(1, 1) − (Puα1 + Pu − εu − Cu) 0 0 − (Ppβ1 + Pp − εp − Cp)

(x0, y0) 0 a12(x0, y0) a21(x0, y0) 0

Table 4: trJ values of equilibrium points.

Equilibrium
point trJ

(0, 0) α0Pu − Cu + β0Pp − Cp

(0, 1) Puα1 + Pu − εu − Cu − (β0Pp − Cp)

(1, 0) − (α0Pu − Cu) + Ppβ1 + Pp − εp − Cp

(1, 1) − (Puα1 + Pu − εu − Cu) − (Ppβ1 + Pp − εp − Cp)

(x0, y0) 0

Table 5: detJ values of equilibrium points.

Equilibrium point detJ
(0, 0) (α0Pu − Cu)(β0Pp − Cp)

(0, 1) − (β0Pp − Cp)(Puα1 + Pu − εu − Cu)

(1, 0) − (α0Pu − Cu)(Ppβ1 + Pp − εp − Cp)

(1, 1) (Puα1 + Pu − εu − Cu)(Ppβ1 + Pp − εp − Cp)

(x0, y0) − a21(x0, y0)∗ a12(x0, y0)
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protection. )e ESS profile thus becomes “free use,
negative protection.”

(2) )e parameters are set in Table 8 line 2, which satisfy
the conditions in Scenario 2. )e simulation result is
shown in Figure 3(b), which is consistent with

scenario 2. )at is to say, cloud storage users will
converge to 0, and providers will converge to 1 no
matter what the initial state is. It means that cloud
providers’ privacy protection profit growth benefit is
greater than the cost, but less than the free-riding
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Figure 2: )e phase diagrams of the evolutionary game of five scenarios. (a) Scenario 1 (0, 0). (b) Scenario 2 (0, 1). (c) Scenario 3 (1, 0). (d)
Scenario 4 (0, 1) and (1, 0). (e) Scenario 5 (1, 1).

Table 6: Stability analysis of the equilibrium point.

Scenarios Range of values Equilibrium point trJ detJ State

Scenario 1

(0,0) − + ESS point
0< α0 <Cu/Pu, α0 < α1 <Cu + εu − Pu/Pu (0,1) Uncertain − Saddle point

Pp0< β0 <Cp/Pp, β0 < β1 <Cp + εp − Pp/Pp (1,0) Uncertain − Saddle point
(1,1) + + Unstable point

Scenario 2

(0,0) Uncertain − - Saddle point
0< α0 <Cu/Pu, α0 < α1 <Cu + εu − Pu/Pu (0,1) − - + ESS point

Cp/Pp < β0 < β1 <Cp + εp − Pp/Pp (1,0) Uncertain − Saddle point
(1,1) + + Unstable point

Scenario 3

(0,0) Uncertain − Saddle point
Cu/Pu < α0 < α1 <Cu + εu − Pu/Pu (0,1) Uncertain − Saddle point

0< β0 <Cp/Pp, β0 < β1 <Cp + εp − Pp/Pp (1,0) − + ESS point
(1,1) + + Unstable point

Scenario 4

(0,0) + + Unstable point
Cu/Pu < α0 < α1 <Cu + εu − Pu/Pu (0,1) − + ESS point
Cp/Pp < β0 < β1 <Cp + εp − Pp/Pp (1,0) − + ESS point

(1,1) + + Unstable point
(x0, y0) Uncertain − Saddle point

Scenario 5

(0,0) + + Unstable point
Cu + εu − Pu/Pu < α0 < α1 (0,1) Uncertain − Saddle point
Cp + εp − Pp/Pp < β0 < β1 (1,0) Uncertain − Saddle point

(1,1) − + ESS point

Table 7: Initial model parameters.

Parameter Cu Cp Pu Pp εu εp

Value 3 2 7 5 9 6

Table 8: Different values of α0, α1, β0, β1, and ESSs.

α1 α0 β1 β0 ESS

Scenario 1 0.3 0.2 0.35 0.3 (0,0)
Scenario 2 0.3 0.2 0.55 0.45 (0,1)
Scenario 3 0.6 0.5 0.55 0.35 (1,0)
Scenario 4 0.6 0.5 0.55 0.45 (0,1) & (1,0)
Scenario 5 0.8 0.75 0.8 0.75 (1,1)
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benefit. Cloud users’ privacy protection profit
growth benefit is less than the cost, so that they will
not choose to pay for usage. Finally, after long-term
repeated games, the proportion of cloud users that
choose paid use gradually decreases until all of them
choose to free use and not try to put their privacy
information on the cloud. And the proportion of
cloud storage providers that choose positive pro-
tection gradually increases until all of them choose
positive protection. )e ESS profile thus becomes
“free use, positive protection.”

(3) )e parameters are set in Table 8 line 3, which satisfy
the conditions in Scenario 3. )e simulation result is
shown in Figure 3(c), which is consistent with sce-
nario 3. )at is to say, the system will converge to (1,
0) no matter what the initial state is. It means that
cloud users’ privacy protection profit growth benefit
is greater than the cost, but less than the free-riding
benefit. )us, cloud providers’ privacy protection
profit growth benefit is less than the cost, so that they
will not choose to pay for usage. Finally, after several
times repeated games, the proportion of cloud users
that choose paid use gradually increases until all of
them choose to pay for use. And the proportion of
cloud storage providers that choose positive

protection gradually decreases until all of them
choose negative protection. )e ESS profile thus
becomes “paid use, negative protection.”

(4) )e parameters are set in Table 8 line 4, which satisfy
the conditions in Scenario 4. )e simulation result is
shown in Figure 3(d), which is consistent with
scenario 4. the proportion of the system will not
converge to a fixed value, but either (0, 1) or (1, 0)
relying on the initial state of the system and values of
the related variables. It means that the game players
aim to obtain extra profits by free riding off other
players under this scenario.

(5) )e parameters are set in Table 8 line 5, which satisfy
the conditions in Scenario 5. )e simulation result is
shown in Figure 3(e), which is consistent with sce-
nario 5. )at is to say, both cloud storage users and
providers will converge to 1 no matter what the
initial state is. It means that the privacy protection
profit growth benefits of cloud storage users and
providers are relatively higher than the free-riding
benefit, so that they are willing to pay for privacy
protection or positive protection. Finally, the pro-
portion of cloud users that choose paid use gradually
increases until all of them choose to paid use and
believe the safety of the cloud. Similarly, the
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Figure 3: )e simulation results of evolutionary game. (a) Scenario 1 (0, 0). (b) Scenario 2 (0, 1). (c) Scenario 3 (1, 0). (d) Scenario 4 (0, 1)
and (1, 0). (e) Scenario 5 (1, 1).
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proportion of cloud storage providers that choose
positive protection gradually increases until all of
them choose positive protection.)e ESS profile thus
becomes “paid use, positive protection.”

4.2. Influence of Initial States x0 and y0. No matter what the
initial state is, the final strategies will not change in Scenarios
1, 2, 3, and 4, because there is only one equilibrium point for
each scenario. However, there are two equilibrium points in
scenario 4. )e simulation result is shown in Figure 3(d).
)erefore, in this section, the influence of different initial
states was analyzed. First, assume that the parameters and
variables (Cu, Cp, Pu, Pp, εu, εp, α0, α1, β0, β1) in the section
are constant. Second, we set x0 � 0.3, and y0 sets from 0.1 to
0.9 with a step length of 0.1, wherein, when y0� 0.1 and 0.2,
the system will be inclined to (1, 0). When y0 � 0.3, 0.4, 0.5,
0.6, 0.7, 0.8, and 0.9, the system will be inclined to (0, 1). )e
simulation result can be seen in Figure 4(a). )ird, we set
y0 � 0.3, and x0 sets from 0.1 to 0.9 with a step length of 0.1,
wherein when x0 � 0.1, 0.2 and 0.3, the system will be in-
clined to (0, 1). When x0 � 0.4, 0.5, 0.6, 0.7, 0.8, and 0.9, the
system will be inclined to (1, 0). )e simulation result can be
seen in Figure 5(a).

Based on the above analysis, It can be seen that whether
the system finally converges to (0, 1) or (1, 0) depends on the
initial state of the system. )e results show that if the
proportion of “paid use” of cloud users or the proportion of
“positive protection” of cloud storage providers exceeds a
certain threshold, the two game players will change to free
riding state, which means that the behavior strategies be-
tween cloud users and providers influence each other.

4.3. Influence of Model Parameters

4.3.1. Influence of Basic Storage Profits (Pu, Pp). )e in-
fluence of the basic storage profits (Pu, Pp) on cloud users
and providers is analyzed in this section. First, Pu are set as 6,
7, and 8. Second, the other parameters are consistent with
the base values in Table 7. )e privacy protection profit
growth coefficients are set as
α1 � 0.7, α0 � 0.2, β1 � 0.8, β0 � 0.3. )ird, the initial state is
assumed to be (0.6, 0.4). )e simulation result is shown in
Figure 6(a). With the increase of Pu, cloud users and pro-
viders change the strategy of (0, 0) and gradually evolve to
the strategy of (1, 1).

Similarly, when we set Pp as 4, 5, and 6, the same change
comes with the increase of Pp, and both players change their
strategy from (0, 0) to (1) and (1). )e simulation result is
shown in Figure 6(b).

4.3.2. Influence of Costs of Privacy Protection Service
(Cu, Cp). In this section, the influence of the privacy pro-
tection service costs (Cu, Cp) on cloud users and providers is
analyzed. First, Cu are set as 2, 3, and 4. Second, the remnant
parameters are consistent in Section 4.3.1. )e simulation
result is shown in Figure 7(a). When the value of Cu in-
creases, cloud users and providers eventually evolve to the

strategy of (0, 0). Besides, when Cp are set as 4, 5, and 6, with
the increase of Pp, both players change their strategy from (1,
1) to (0, 0). )e simulation result is shown in Figure 7(b).

4.3.3. Influence of Profits from Free Riding (εu, εp). Next, the
influence of profits from free riding was analyzed. By setting
the same values of other parameters in Section 4.3.1, εu is
assumed as 8, 9, and 10. )e simulation result is shown in
Figure 8(a). When the profits from free riding are larger, the
less the time that cloud users and providers can evolve to (0,
0). Simultaneously, when we set εp as 5, .6, and 7, the
simulation result is shown in Figure 8(b). It can be found
that the larger εp is, the much more time the two players
spend getting to (1, 1). Moreover, when the value of εp

reached to a certain value, their strategy will change (1, 1) to
(0, 0).

4.3.4. Influence of Privacy Protection Profit Growth Coeffi-
cient (α1, α0, β1, β0). Finally, the influence of the values of
privacy protection profit growth coefficients of both game
players was analyzed. By setting the same values of other
parameters in Section 4.3.1, the values of α0 increase from 0.1
to 0.3 with a step length of 0.1, and the values of α1 increase
from 0.6 to 0.8 with a step length of 0.1. From the simulation
results, as shown in Figure 9(a), It can be seen that, with the
increase of coefficients, the rate of evolution converging to 0
decreases gradually. When it reached to a certain value, they
will evolve from 0 to 1. Similarly, assume that the values of β0
increase from 0.2 to 0.4 with a step length of 0.1, and the
values of β1 increase from 0.7 to 0.9 with a step length of 0.1.
)e simulation result is shown in Figure 9(b). With the
increases of β0 and β1, they will evolve from 0 to 1 and even
use less time to the final result.

4.4. Suggestions. According to the above analysis, the fol-
lowing suggestions for long-term cloud storage management
are meant to help both parties progress toward
sustainability:

(a) Increase the profit growth coefficients for inputs that
protect privacy. )e sooner customers and cloud
storage service providers evolve toward privacy
protection sustainability, the better the income
growth coefficient from privacy protection for both
sides. )e following are some examples of particular
measures that could be taken: first, improving the
privacy protection’s technological strength: gov-
ernment incentives for cloud storage privacy pro-
tection technology development can be used to boost
profits and cut costs. )rough policy assistance and
financial incentives, the government can encourage
cloud storage service providers to pursue privacy
protection technology research and development.
Second, raising awareness of the need of protecting
user privacy: to improve users’ attention to personal
privacy, increase the promotion of public awareness
about personal privacy protection across numerous
channels.
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(b) Cut down privacy protection investments of users
and cloud storage service providers. )e likelihood
that both parties will choose to treat privacy in-
vestment positively decreases as the cost rises. When
the investment costs are too high, both parties are
more likely to opt out (free use, negative protection).

Reducing the investment cost of privacy protection
can also eliminate speculation on both sides and
maintain the sustainability of personal cloud storage.

(c) Increase penalties and provide incentives. An im-
portant reason for both parties to choose between
free use or negative protection is that both parties do
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Figure 4: Influences of the changes in the initial value y0 on the evolutionary result, where (a) x0 � 0.3 and (b) x0 � 0.5.
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not have to pay for their own free-rider behavior. As
the revenue from free-riding increases, the proba-
bility that both parties will choose to be aggressive
about their privacy protection investment decreases.
Effective incentives can be created through the

government to increase subsidies and fines for users
and cloud storage providers. )e government can
reward and support those cloud storage service
providers who continuously use privacy protection
input to enhance privacy security awareness.
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Figure 6: Influences of the basic profit when using cloud storage. (a) Influence different values of Pu. (b) Influence different values of Pp.
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Figure 7: Influences of the privacy protection costs. (a) Influence different values of Cu. (b) Influence different values of Cp.
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Figure 8: Influences of profits of free riding. (a) Influence different values of εu. (b) Influence different values of εp.
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Figure 9: Influences of privacy protection profit growth coefficients. (a) Influence different values of a0 and a1. (b) Influence different values
of b0 and b1.
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5. Conclusions

In this paper, the privacy protection investment problem of
cloud storage services is regarded as an economic problem,
regarding cloud storage service providers and cloud storage
users as bounded rational game parties with certain learning
capabilities; by introducing the privacy protection profit
growth coefficient, an evolutionary game model of cloud
storage service participants in consideration of privacy
protection is built during the evolution process. By analyzing
the evolutionary stability strategy of the evolutionary game
model, the key factors affecting the evolution of cloud
storage service providers and cloud storage users’ payment
behavior are investigated. Additionally, simulation experi-
ments are conducted to verify the modeling analyses and
demonstrate the effects of game parameters. )e study finds
the following:

(a) )e growth coefficient of privacy protection profit
during the sustainable use of cloud storage services,
privacy protection investment costs, basic usage
profit, and free-riding profits are important influ-
encing factors in the choice of game strategy.

(b) As the parameters for basic cloud storage service
profits and privacy protection profit growth coeffi-
cient rise, the likelihood of users paying for use rises,
as does the likelihood of cloud storage service
providers actively protecting user information, both
of which have a positive effect on the system’s
evolution.)e probability of users paying for use will
increase as the parameters for privacy protection
investment cost and free-riding profit decrease, as
will the probability of cloud storage service providers
actively protecting user information, both of which
have a positive effect on the system’s evolution.

(c) Profit growth coefficients are essential elements that
determine the game system’s development direction.
When the profit growth coefficient is very small,
users will not choose to pay, and cloud storage
service providers will not choose to actively protect
user information. )e profit growth coefficients
influence the profits from privacy protection in-
vestment, which further influence their strategy
choice of free-riding, paid use, or positive protection.
As the profit growth coefficient increases, the two
parties of the game will invest in the development of
privacy protection with a higher probability.

In addition, this study also has some limitations, which
provide directions for future research. First, in terms of
simulation data, there is a lack of actual data based on real
cases for simulation.)e next step will be based on the actual
data of the real case simulation to make the research con-
clusions more reliable. Second, the variable design of this
article is based on the scenario assumption. In reality, there
are inevitably other variables that are not taken into con-
sideration. More variables will be included in the research in
the future. )ird, in addition to the participation of both the
service provider and the user, the privacy protection issues in

the sustainable use of cloud storage services will also involve
the supervision and restriction of third-party regulatory
authorities. )e future studies will address cloud storage
services that consider privacy protection. )ree-party game
analysis is carried out during the continuous use of the cloud
storage service, and a more systematic and comprehensive
analysis is carried out for the sustainable development of
cloud storage services.

Despite these limitations in this study, our research
results still have important contributions in both theory and
practice. )eoretically, our research enriches the privacy
protection behavior theory under the cloud storage service
and provides the evolutionary game model of privacy
protection investment strategies to analyze the decision and
broaden our understanding of relationship between be-
havior and attitude of the privacy protection investment of
users and providers. Practically, according to our research
results, proper suggestions to better promote the sustainable
development of cloud storage service are provided.
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