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Short information sharing time is one of the problems to be solved in the traditional Internet. )erefore, this paper proposes a
hierarchical simulation of the Internet of )ings sharing structure framework that trusts the cloud to drive Internet information
resource sharing. By setting thresholds and iterative adjustment parameters, a complementary judgment matrix is constructed to
obtain the minimum nonnegative deviation value and the optimal weight vector. )is paper sorts according to the value of the
Internet information security model, obtains the optimal model to avoid human tampering, and designs the information resource
acquisition process to ensure the reliability of the source data. We use radio frequency identification (RFID) equipment in the
preprocessing of massive heterogeneous data in the Internet of)ings. In a network environment where resources are limited and
heterogeneous are fully considered, the trust-based adaptive detection algorithm is used to evaluate the credibility of the trust-
driven algorithm for hierarchical information resource sharing services in the cloud environment of the Internet of )ings. We
propose a cloud trust-driven hierarchical information resource sharing Internet information resource model. Firstly, the key
characteristics of hierarchical information resource sharing are analyzed.)en, a hierarchical information resource sharing model
was established by using specific constraints, trust steepness function, cloud trust evaluation criteria, and trust constraint co-
efficient. Finally, an example of IoT system is designed to verify the effectiveness of the model. Experimental results show that,
compared with the traditional model or algorithm, this model has a good hierarchical sharing effect of the underlying
resource information.

1. Introduction

Information resource center is the hub between commu-
nication and IT information system; that is, information
resource center is the collection of information resources.
Among them, the most important function is the centralized
management and storage of information, so as to realize the
centralized benefit of information [1].)e Internet of)ings
needs to share massive data to facilitate users’ use, but the
processing capacity of traditional servers has been unable to
meet the development needs at the present stage [2]. )e
overall storage scale of data is large, and the traditional grid
technology has problems such as low-resource utilization
rate, slow running speed, etc. How to integrate and

effectively share these resources has become a hot topic of
current research.

)is technology is mainly studied from two aspects: one is
the research on the underlying technology, including the
RFID equipment related to the Internet of )ings, the Savant
middleware, and the trusted query mechanism, to extract the
model of how the Internet of )ings resources search for
websites. )e second is the research on the management of
Internet or resources and how to carry out scheduling and
computing. )e research is based on the trust-driven
mechanism. )rough the above research, the security posi-
tioning under the dynamic information of the Internet of
)ings is controlled to a certain extent, making it easy to
control and unique. )is research promotes the dynamic
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evolution mechanism to be more perfect and reasonable, and
this mechanism has the trust driving relationship in the
underlying resources of the network [3]. In such a complex
environment, RFID and the Internet share the underlying
security mechanism. )is still has the problem that the un-
derlying network drive system and trust mechanism cannot
be connected, resulting in separation, and there is no unified
communication protocol standard between information re-
source sharing. [4, 5]. )erefore, there is still a long way to go
between the above research and the ultimate goal of ideal
layering of information resources sharing in the Internet of
)ings. )is is only the first step of the research, especially in
the dynamic description of the trust-driven algorithm, which
is mainly aimed at multidomain collaboration.

Related research shows that most of the information
resource center server utilization is only 10%; the main
reason is that the smaller part of the server load and ap-
plication of the unit is very single, and even some servers in
the idle state, so these servers need to be dynamic adjust-
ment, so as to improve server utilization efficiency. Aiming
at these problems, the paper proposed an IoT of trust cloud
drive method of hierarchical information resource sharing,
with the trust-driven platform design, and through the
calculation algorithm of particle swarm algorithm to realize
the rapid resource sharing, proved by the simulation, the
proposed method is effective to overcome the insufficiency
of the traditional method, and more satisfactory results were
obtained. By taking advantage of the advantages that explicit
information resources and hidden information resources
(i.e., underlying code) are closely combined with the Internet
of )ings system, the information resource model of layered
sharing of underlying generic information resources driven
by cloud trust in the Internet of)ings is realized to a certain
extent. )e first part of the paper is the introduction, the
second part introduces the relevant work, the third part
studies hierarchical sharing of information resources in the
Internet of )ings, and the fourth part analyzes the results.
)e fifth part is the conclusion.

2. Related Work

Internet of )ings (IoT) is a next-generation information
network that integrates the radio frequency identification
technology and sensor technology based on induction
equipment into the Internet. Hierarchical sharing technol-
ogy of information resources has become a hot topic in the
research of the Internet of)ings [6, 7], which enables items’
information to be accurately, safely, and efficiently located
and queried. At present, the Internet of things and the
underlying information resources information resources
sharing layering technology research mainly focuses on two
basic aspects: one is about the Internet of things RFID Savant
middleware [8], hierarchy, found [9, 10] RFID information
service, trusted query mechanism [11], and the Internet
information resources in the center of the recognition
named or information resources sharing layered model [12];
the underlying technologies such as research put forward is
the most representative of Internet information resources
sharing layered model; the second is the research on the

trust-driven management and scheduling algorithm of In-
ternet resources or cloud resources [13].

)e above studies have better improved the dynamic
evolutionmechanism of the trust-driven relationship among
the underlying resources of the network, thus realizing the
security positioning of dynamic information resources in the
changeable and uncontrollable Internet of )ings envi-
ronment to a certain extent. But on the whole, these studies
still lay particular stress on traditional Internet information
resources in information resource sharing layers, and owing
to the high complexity of Internet resources, based on RFID
and the Internet information resources, sharing of the
bottom of layer technology is difficult to effectively imple-
ment in the complex network environment [14]; overall, the
driving mechanism of trust and the Internet of the un-
derlying system, communication protocol, and information
resource sharing layered orientation standard is not unified,
the underlying single encoding does not agree, trust function
definition, and so on. )erefore, compared with the overall
goal of hierarchical research on the Internet of )ings in-
formation resource sharing, the above work is still relatively
preliminary. In particular, the dynamic description of trust-
driven algorithm of multidomain collaboration is insuffi-
cient, and there are few studies on generic or even relatively
low-level hierarchical technology of the Internet of )ings
resource information resource sharing.

Cloud computing is the representative computing model
for the development of the Internet (the current Internet of
)ings supporting environment). In the open cloud envi-
ronment, RFID can read a large number of item tags with
fast speed and short response time, which can meet the real-
time and security requirements of the underlying infor-
mation resource sharing layer of the Internet of )ings.
)erefore, cloud computing will have a significant impact on
the computing environment and application mode of the
Internet of )ings [15, 16]. Trust based on cloud drive
mechanism, on the other hand, as one of the key technol-
ogies in the cloud resource scheduling and management, to
effectively support the trust of trust decision process, better
solve fuzziness and uncertainty in the expression of trust
problem [17]; at the bottom of Internet information re-
sources information resources sharing, stratification re-
search is playing an increasingly important role. In
multitenant sharing of physical network, the emergence of
network resource competition is inevitable; the academic
community mainly studies the network resource sharing
mechanism based on virtual network under the competition.
)e traditional way of sharing network resources is based on
TCP stream. It is assumed that all the data streams in cloud
data centers are based on TCP transmission mode. )e
number of TCP streams generated by virtual network de-
termines the size of network bandwidth it can obtain in
competitive environment [18, 19]. If a cloud tenant’s ap-
plication generates more TCP traffic, then that tenant will
get higher bandwidth, which is obviously unfair to other
cloud tenants. If the cloud tenant generates UDP stream,
UDP is a connectionless service, which will preempt
bandwidth resources and affect the network service expe-
rience of other cloud tenants [20]. In order to ensure a
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certain degree of fairness, the academic circles carry out
researches on the fair bandwidth sharing methods with the
granularity of virtual machine, cloud service, and cloud
tenant virtual data center, respectively. )e core idea of the
fair bandwidth sharing method with virtual machine as
granularity is to realize a distributed congestion control
system based on hypervisor and share the link bandwidth
proportionally according to all virtual machine flows on the
link [21]. )e method of realizing congestion control is to
rewrite the idle bits of IP packet header. )e sender marks
the serial number of each packet; the receiver determines the
end-to-end packet loss, gets the link congestion status, and
gives feedback to the sender. )e packet sending rate of each
stream is calculated based on the weight of the sender.
Gatekeeper made some improvements on the basis work and
improved the algorithm of defining link sharing ratio based
on single-aspect weight of the sender to a method that takes
into account the joint decision of weight of both the sender
and the receiver [22, 23]. Considering the time-efficiency of
virtual network allocation and the efficient utilization of
network resources, heuristic algorithm is usually adopted to
improve the allocation time efficiency. According to the
different number of mapping stages, it can be divided into
two categories: two-stage mapping [24, 25] and single-stage
mapping [26, 27].)e two-stage mapping is divided into two
stages: node mapping and link mapping. After node map-
ping, link mapping is completed. Node mapping refers to
mapping virtual machines to appropriate physical hosts,
while link mapping refers to mapping virtual links between
virtual machines in virtual network to physical links.
However, the traditional resource reservation method RSVP
[28, 29], which provides bandwidth isolation between ten-
ants, requires the storage of a large amount of resource states
in the intermediate switch, which is actually not feasible for
the large-scale cloud data center that uses commodity switch
to network. In addition, RSVP is a static bandwidth resource
reservation. Due to the dynamic nature of cloud, the
bandwidth demand of cloud tenant application changes
dynamically, resulting in the waste of physical network
resources. )erefore, there is still a long way to go between
the above research and the ultimate goal of the ideal hier-
archical sharing of information resources in the Internet of
)ings.)is is only the first step of the research, especially in
the dynamic description of the trust-driven algorithm,
which is mainly aimed at multidomain collaboration.

3. Hierarchical Sharing of Information
Resources in the Internet of Things

In terms of data structure, it can be divided into two
platforms at different levels according to their functions,
namely, information platform and infrastructure platform.
Figure 1 shows the concrete structure of the physical model
of the information resource center.

In Figure 1, the bottom layer is cloud trust and information
resource collection layer, the middle layer is loading model
layer, including secure transmission environment, data ac-
quisition, data mining, load balancing, etc., and the top layer is
application service, including reliable trust, information

mechanism, and layered application mechanism. According to
the different functions of the information resource center
resources in the physical model of the information resource
center, the IT facilities of the information layer can be called
computing resources, which provides a certain environmental
basis for the normal operation of data. According to the
correlation analysis, the most important computing resource is
the server. )e server is a high-performance computer in the
network environment [30–34], which is responsible for lis-
tening to the service requests provided by network clients and
providing corresponding services. )erefore, the entire server
must have a good capacity to undertake and guarantee the
service. )e following basic model is built to fully understand
the server, through the formula.

(1) )e server parameter set shows the parameters
needed to be considered in the server design process:

Tc � Tl, Yp, Ho . (1)

(1) Server Type. )ere are many types of servers, so there
are differences in their classification criteria. One of
the most common classification criteria is classifi-
cation by server structure.

(2) Ark. For the information resource center, the se-
lection of the server first needs to consider the size
and power consumption of the server, etc., because
the information resource center generally uses large
dedicated room for unified deployment and man-
agement, so the cabinet server of standard size is
selected.

(3) Comprehensive Performance of the Server. )e server
has strict requirements for data throughput and
stability, among which the CPU is a comprehensive
index to measure the performance of the server as
well as the central system of the server. )e infor-
mation resource center can configure the servers
according to different requirements.

(4) Working Environment Requirements. Due to the
server and other related equipment in the process of
operation, it will form a larger heat. In order to
ensure the safety and reliability of these data, it is
necessary to provide the normal operating temper-
ature for the equipment.

Adopting the related ideas of ADP, the layered model of
information resources is built. )e whole information re-
source model is divided into time model, Web load model,
and information resource center transfer model. )e most
important function of time model is to obtain the specific
evolution process of information resources and information
in information resource center.

3.1. Time Model. Server in the center of the information re-
sources played a very important role, so to form a corre-
sponding server model is very important, for a single server, a
model of the process seems very simple, but when large,
heterogeneous server used together, model of the form will be
very difficult, so I need to flatten the server and zoning.
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After the regionalization process, get the location
property of the server. )e modeling process of the infor-
mation resource center is given in detail below. First, im-
portant attributes of the server need to be obtained to
describe the resource state changes of the server through
attributes, and then specific rules of server use are deter-
mined to constrain the value of attribute vector space. )e
specific form of content in the timemodel is given as follows:

TR � T1, T2, T3 ,

Ta � a1, a2, a3, a4 .
(2)

3.2.Web LoadModel. According to the ADP modeling idea,
the task request information can be regarded as the system
resource, because the task that the information resource
center handles is the load request information. )erefore,
the focus is on the cloud trust driver as the basis for
modeling. )rough the above correlation analysis, it can be
seen that the number of servers in most models is deter-
mined by the peak of cycle load at this stage.)erefore, at the
beginning of each long cycle, the peak of the load needs to be
predicted from historical data. Among them, the load task
model needs to depict multiple attributes of different aspects,
including the static attributes and dynamic attributes of the
load task. )e operation state of the task can be described in
detail through the attribute vector, and the constraint rules
of the task execution can also be defined.

)e following details give the form of the web load
model:

Rc �  tm · m · lowdt. (3)

3.3. Information Resource Center Transmission Model. For
the information resource center, the building facilities
provide a certain working environment for it. )e following
is a detailed description of the established information re-
source center transmission model.

In addition, in the process of model building, not only
the specific name of the information resource center, but
also the physical location, total area, total number of floors of
the computer room, and the connectivity of the server
should be considered.

)rough the construction of the above model, the hi-
erarchical research of information resource sharing platform
is realized. In order to optimize the performance of the
platform, premature convergence in the model should be
considered and avoided.

4. Hierarchical Sharing of Information
Resources in the Internet of Things Driven by
Cloud Trust

In the cloud environment, the most important thing to
achieve the goal and network connection is to build the goal
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of Internet of)ings coding. As the carrier of the underlying
information resources, it has a hierarchical structure, which
is explicit and implicit, which can be said to be the un-
derlying target of digital informatization. It is mainly real-
ized through data mining technology, through the use of
RFID and digital information technology to enable people to
access the network through the network..)e function of the
encoding structure hierarchy is to map the resolution of item
addresses completely by maximizing the tracking of the
details encoded in the cloud environment, which is con-
stantly changing and cross-domain. In order to form a rich
and relatively fixed representation mode, it is necessary to
express the basic inherent information of the target code
completely and cooperatively. To a large extent, the Internet
of )ings limits the computing and storage resources of
various sensing devices, such as RFID devices and other
nodes. In addition, the efficiency of data computing and
storage with certain capabilities or relatively lightweight
should be improved, such as wearable intelligent devices.
)erefore, a large number of heterogeneous data in the
Internet of)ings need to be classified and other operations.

Considering that resources of heterogeneous networks
are limited, normal nodes in the Internet of )ings will
legally publish messages on the network, while malicious
nodes will illegally publish messages, whether true or false,
on the network. Traditional static security mechanism, in
order to prevent malicious nodes publish false news as well
as to the website of malicious tampering with real news, will
add a message authentication code sent to the real message
of what has been released on the Internet, so that we can
conveniently confirm the data source and relay nodes au-
thentication, to achieve reliable data integrity, to the largest
extent, prohibit false news. However, this mechanism is not
suitable for the IoT environment, which is dynamic and low
power consumption. )is method requires the relay node to
authenticate all messages, which is very costly and wasteful
to resources.

An adaptive detection algorithm is proposed to detect
whether there is a malicious node in the Internet of )ings,
and the overall trust value of the node is greater than the
trust threshold. )e specific algorithm process is shown in
Figure 2.

)e system can directly return the nodes whose overall
trust value is insufficient or whose trust threshold has been
given. Instead, the return will be periodic, but the period is
not fixed, but random. )e role of trust threshold is to
decompose the value of the relay node, which makes the data
source authentication on whether the message is received. If
the value is set too high, it cannot play the role of saving the
node. In contrast, malicious data attacking the node cannot
be detected.)erefore, it is still necessary to set up according
to the needs of the actual network.

Architecturally, the Internet of )ings is composed of
three parts: the perception layer, the network layer, and the
application layer. )e bottom layer is the sensing layer,
which is composed of sensors and sensor network. )e
middle layer is the network layer, which is mainly composed
of mobile communication network and Internet. )e top
layer is the application layer, which refers to intelligent

operation and intelligent processing. )e sensing layer is
composed of sensor node, sensor gateway, and wireless
sensor network. It mainly completes the monitoring patient
node to form a wireless sensor network in the form of self-
organization and transfers the monitoring data to the sensor
gateway to complete the collection of information. )e
network layer is composed of Internet, mobile communi-
cation network, information center, and management
center. )e network layer transmits the information ac-
quired by the perception layer to the information man-
agement center by means of wireless communication or
wired communication for transmission and processing.
Application layer realizes the intelligent processing of data,
the use of computers or PDA at any time to view the data,
according to the actual situation of the patient to take ap-
propriate measures.

)e Internet of )ings can capture the computing,
storage, and processing power of information from cloud
computing. Internet service providers can process tens of
millions or even billions of pieces of information in a
fraction of a second, achieving the same power as super-
computers, and users can use these services on demand,
fulfilling the dream of providing computing as a utility.

Cloud computing services are divided into infrastruc-
ture-as-a-service (IaaS), platform-as-a-service (PaaS), and
software-as-a-service (SaaS) levels. IaaS is the basic layer of
cloud computing services, which encapsulates basic re-
sources into services. PaaS is responsible for dynamic re-
source expansion and fault-tolerant management; SaaS is the
top layer of cloud computing services that encapsulate
specific application software functions as services. Cloud
computing technology system can be divided into four
levels: physical resource layer, virtual resource layer, man-
agement middleware layer, and service interface layer. )e
physical resource layer provides physical facilities services,
such as server cluster, memory, network equipment, data-
base, software, etc. )e virtualization layer integrates the
same type of resources into a homogeneous resource pool,
such as computing resource pool, storage resource pool, etc.
)e management middleware layer is responsible for re-
source management, task management, user management,
and security management. )e service interface layer en-
capsulates cloud computing capabilities into standard
WebServices services.

)e cloud environment is the management level, also
known as the middle layer, which is mainly used to convert
the input target coding into explicit resources. )is opera-
tion requires the support of the open cloud environment to
quickly realize the search and evaluation of system resources.
)e highest level is the Internet of )ings environment. It
mainly locates the encoded information of the target name,
identifies the basic information, and then uses RFID
equipment and Savant middleware to identify the formed
electronic note (electronic code) encoded by the item in the
Internet of )ings environment. )e hierarchical sharing of
information resources based on cloud trust-driven structure
is shown in Figure 3.

As can be seen from Figure 3, the realization process of
this model is as follows: firstly, the information of the item
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shall be collected; then the electronic tag or electronic code
of the item shall be formed, and the resource search shall be
conducted in the cloud environment. )en, the hierarchical
service of information resource sharing under the Internet of
)ings environment is required. )e environment is cross-
domain and constantly changing, but this service should be
completed with the support of RFID equipment and Savant
middleware, and then the explicit information encoded by
the item is identified and processed. )e hierarchical

structure is compliance tree. In order to ensure the com-
patibility and integrity of information, it is necessary to
check the source address of items in the Internet of )ings,
so as to track the basic information encoded by the target to
the maximum extent. )is requires that the trust of infor-
mation in the Internet of)ings is based on the trust driving
mechanism, and then the invisible information is identified
under the RFID device. Finally, the model is evaluated ef-
fectively through the feedback result in the cloud
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environment, which is the hierarchical service of informa-
tion resource sharing. A large number of dialog control
functions in IRAMCTDIOT information resource sharing
layer still need to be provided through the communication
management model to achieve many dialog control
functions.

5. Results Analysis

Cooja network emulator is used to make simulation, which
is carried out under Contiki operating system. )e message
authentication code generated by Hash-based Message
Authentication Mode Minimum Discernible Signal (HMAC
MDS) algorithm is used, and the data source is authenticated
by combining with TinyDTLS library.

In the process of simulation, information delay is not
taken into account. )e importance of the previous trust
value in the current trust value is the same as that of the
newly generated trust value, so the weight factor is set to 0.7.
In order to comprehensively evaluate the overall trust value
of nodes and avoid the wrong judgement caused by the high
proportion of direct experience value, the decline of the
overall trust value of normal nodes caused by the mis-
transmission of messages can be ignored during the sim-
ulation. )ere are three types of attack, and the attack mode
and system defense mode are shown in Table 1.

Under attack type 1, the shared time of the two
mechanisms is compared and analyzed, and the results are
shown in Figure 4. As can be seen from Figure 4, in the case
of additional attack, the maximum sharing time is 29 s when
the click order of Internet of )ings information is logi-
n.acpx5 using the traditional method. When the click order
of Internet of )ings information is login.acpxl, the shortest
sharing time is 9.2 s. Using the sharing mechanism studied,
the longest sharing time is 78 s when the click order of
Internet of )ings information is login.acpx6. When the
click order of Internet of )ings information is login.acpxl
and login.acpx9, the shortest sharing time is 42 s.

Experiment focuses on specific constraints increasing,
trust constraint coefficients before and after, trust steepness
function before and after improvement, cloud trust as-
sessment criteria to improve the performance of the system
before and after the change, overall embodied in the un-
derlying information resource sharing a layered credibility,
accuracy (magnitude), no conflict and mergence, real time,
and changes of the coding performance indexes such as
unity. In fact, this implies that the following experimental
results need to be achieved: express the one-to-one con-
straint of the hierarchical service of information resource
sharing with specific constraints to avoid the hierarchical
conflict of information resource sharing. In order to solve
the problem of low trust, the trust value among the low-level
information resource sharing hierarchical services is
expressed by the cloud trust evaluation criteria.)e dynamic
description of multidomain collaboration is expressed by the
trust-benefit function.)e trust constraint coefficient is used
to express the constraint of the trust relationship between
the hierarchical service of information resource sharing and
the underlying information resource and the hierarchical

trust constraint of information resource sharing when the
underlying information resource is dynamically added or
deleted. )e experimental comprehensive performance
comparison results of various models and algorithms are
presented, as shown in Table 2.

From Table 2, experimental results show that, compared
with the traditional trust benefit function and cloud cred-
ibility assessment criteria, the improved trust benefit
function and cloud credibility assessment criteria in the
credibility of the information resources sharing layered
service, accuracy, no conflict all have good effect, have re-
alized the dynamic multidomain collaborative description,
and solve fuzziness and uncertainty in the expression of trust
problem. )is also reflects actual increase after certain
constraint conditions of the underlying information re-
sources sharing service one-on-one constraints of stratifi-
cation and the underlying information resources
dynamically add or delete the trust of the constraints, solving
the lack of the constraint condition of subjective trust cloud
drive mechanism of information resources sharing layered
conflict and the contradiction between low trust.

As can be seen from Figure 5, with the increase of the
total system load, the average waiting time of the new
method also increases. Specifically, the higher the priority,
the shorter the waiting time, while the lower the priority, the
longer the waiting time. In the case of the same total system
load, the waiting time is proportional to the priority level,
and the higher the priority level is, the earlier the system
response will be obtained. Compared with the traditional
algorithm, the average waiting time is significantly reduced,
which is mainly because the algorithm classifies the request
and improves the parallelism of the system, while the tra-
ditional algorithm only carries out simple first-come, first-
served processing on the request, which only guarantees
absolute fairness and pays little attention to the scheduling
efficiency. Compared with the traditional algorithm, the
results of the two algorithms tend to be consistent when the
load is low. However, when the load increases, the average
waiting time of the new algorithm changes little, mainly
because the queue is sorted and the requests with high-
comprehension QoS are prioritized. )erefore, on the
premise of ensuring service fairness, the model proposed in
this paper can ensure that high-priority services get priority
system resources and solve the optimal allocation of re-
sources to a certain extent.

Figure 6 shows the average optimal degree of service.
)e experimental results of each cohort are inversely
proportional to the system load, and the lower the grade
is, the more obvious the change trend is. Compared with
SQOSM algorithm, the average optimal service degree of
the new algorithm is maintained at a high level, which is
attributed to the classification and scheduling of requests
according to the priority of the new algorithm and priority
processing of urgent requests, so as to ensure the per-
sonalized requirements of the system. Compared with the
MQOSM algorithm, the average and optimal service of
various types of the system decreases less, which is de-
termined by the processing process of QoS information
fidelity. It can be observed from Figure 6 that all kinds of
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results are higher than 84%, and the comprehensive value
is 93%. )erefore, this model can meet the appropriate
personalized needs of users.

In order to further verify the superiority of this method,
10 different data-intensive access services were designed by
comparing the success rate of service request with the
original two algorithms, and the simulation results were
compared as shown in Figure 7.

)e priority of request service tends to be the same. It can
be seen from Figure 7 that the success rate of service request
of the three algorithms in the first experiment is roughly
equal, equal to 98.8%. However, when the service requests
with higher priority are gradually increased, there is a sig-
nificant difference between the success rate of the original
algorithm and the proposed algorithm. Only from the 6th
experiment, it can be observed that the success rate of the
original algorithm is close to 98.7%, while the success rate of

the proposed algorithm is as high as 99.5%. )is fully shows
that the algorithm in this paper does play an important role
in first classifying the service request, then processing the in-
queue information, and finally responding to the request
with high comprehensive QoS first. All the 10 simulation
experiments show that the average success rate of this al-
gorithm is higher than that of the traditional first-come-first-
served strategy.

Figure 8 shows the rate comparison diagram of each D2D
device when the third and fourth D2D propose QoS service
requirements. It is not difficult to see from the figure that when
the QoS of the third and fourth D2D devices is low, such that
the QoS of the third and fourth D2D devices is 6 bits/Hz/s, it
can be achieved even if there is no constraint for each D2D.
WhenD2DQoS constraint is large and then has to sacrifice no
QoS constraint, D2D device performance meets the quality of
service of D2D switching device. At the same time, it is noted

Table 2: Comparison results of experimental comprehensive performance of various models and algorithms.

Instance Credibility Accuracy No
conflict

Across the
performance Real time Coding

unity
Management Reform Act Information Technology
(MRAIT) 5.9 10.6 Medium General General Good

Driver Test Manager (DTM) 6.6 8. 2 Good Good Medium General
TableDatacell Hentai Computer Graphics
(TDJSHCG) 6.7 8. 1 Good Medium Medium Medium

EAST Block-Coded Modulation (EASTBCM) 7.3 9. 6 Good Medium Medium Good
Cloud trust driver 8.2 11.8 Good Good Good Good

Table 1: )ree attack modes.

No. Types of attacks Attacks Defense mechanism

1 Additional attacks )e attacker generates blocks by
creating false information By verifying the output, false blocks are detected due to asymmetric

encryption key management mechanism, which makes it difficult for
the interference device nodes to use the unique private key and

partial blind name identification algorithm

2 Distributed denial of
service attacks )e attacker exploits multiple nodes

3 Links to attack An attacker links multiple pieces of
data together using the same 1D

Cloud trust driver
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Figure 4: A comparative analysis of the shared time between the two mechanisms under attack type 1.
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that when QoS is from 12bits/Hz/s to 18 bits/Hz/s, the per-
formance of the first D2D generated to protect the perfor-
mance of the third D2D drops sharply, even to almost zero.
)is tells us that in practice, we need to be careful in using
D2D devices for QoS requirements; otherwise, the perfor-
mance of other D2D devices will decline sharply in terms of
protecting the user’s QoS requirements, and even commu-
nication will not be able to be achieved.

6. Conclusion

Hierarchical sharing of information resources of the Internet
of )ings information is studied, and the simulation in-
novation of the mechanism is mainly studied. )e Internet
of )ings information is driven by 100 trust, mainly to
realize the remote sharing of database information under the
Internet of )ings architecture, and the sharing is real-time.
)e user experience can be realized by attracting 100 trusts.
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Figure 7: Service request success rate.

D2D1 rate
D2D2 rate

D2D3 rate
D2D3 rate

1

2

3

4

H
ie

ra
rc

hi
ca

l s
ha

rin
g 

th
re

sh
ol

ds

3510 15 20 25 30 400 5
Speed

Figure 8: Rate of each D2D under different layer sharing
requirements.

Low priority
High priority
Highest priority

Priority
Comprehensive

0

100

200

300

400

500

600

700

M
ea

n 
w

ai
tin

g 
tim

e

0.2 0.4 0.6 0.8 1.61.2 1.4 1.80 21
Total system load 

Figure 5: Average waiting time.

Low priority
High priority
Highest priority Priority

Comprehensive

20

30

40

50

60

70

80

90

100

A
ve

ra
ge

 o
pt

im
al

 se
rv

ic
e c

lo
se

ne
ss

0.2 0.4 0.6 0.8 1.61.2 1.4 1.80 21
System load 

Figure 6: Average optimal service degree.

Complexity 9



In the self-organizing network, the method proposed in this
paper has the high dynamic characteristics of the links
between objects, resulting in a very short lifetime. )erefore,
to achieve efficient data transmission in this environment is
a problem that needs further research in the future. Based on
specific constraints and constraints, the trust value of trust
cloud drive method makes hierarchical information re-
source sharing service position accurately; there is no
conflict into explicit information resources and recessive
information resources at all levels (i.e., the underlying code),
thus embodying the driving mechanism of trust cloud and
closely combining the advantages of the Internet of things
system, to some extent to achieve the cloud trust-driven IoT
underlying the general model of hierarchical information
resources sharing of information resources. But, given the
height of the Internet of things system complexity, the model
design of the Internet of things based on the proposed hi-
erarchical information resource sharing system may not
apply to all of the information resources of stratified sharing
service; sharing service of information resources manage-
ment and evaluation of communication research is still
insufficient; this also is to continue the research direction.
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)e data used to support the findings of this study are
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