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Wireless Sensor Network (WSN) is a particular network built from small sensor nodes. These sensor nodes have unique features.
That is, it can sense and process data in WSN. WSN has tremendous applications in many ﬁelds. Despite the signiﬁcance of WSN,
this kind of network faced several issues. The biggest problems rising in WSN are energy consumption and security. Robust
security development is needed to cope with WSN applications. For security purposes in WSN, cryptography techniques are very
favorable. However, WSN has resource limitations, which is the main problem in applying any security scheme. Hence, if we are
using the cryptography scheme in WSN, we must ﬁrst guarantee that it must be energy-eﬃcient. Thus, we proposed a secure
hybrid session key management scheme for WSN. In this scheme, the major steps of public key cryptography are minimized, and
much of the operations are based on symmetric key cryptography. This strategy extensively reduces the energy consumption of
WSN and ensures optimum security. The proposed scheme is implemented, and their analysis is performed using diﬀerent
parameters with benchmark schemes. We concluded that the proposed scheme is energy-eﬃcient and outperforms the available
benchmark schemes. Furthermore, it provides an eﬀective platform for secure key agreements and management in the
WSN environment.

1. Introduction
The world economy is rapidly growing due to the rapid
development in technology. In the market, new technologies
are introduced every day which facilitates human being
diﬀerent and each new technology tries to advance human
lives. That provides a new amazing way that human accomplishes their activities. Each ﬁeld of life needs technological assistances technique for proﬁcient performance. The

renowned areas where technical testing is conducted and has
prodigious inﬂuences include wireless communication,
educational process, sports activity monitoring, military
surveillance industries automation, and healthcare structure
[1, 2].
The well-known medium of information exchange is
communication. Wireless communication is growing its
application to a new broader domain. This new communication technology introduced a new way of
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communication named the Wireless Sensor Network
(WSN). WSN is the most growing technology and has
numerous signiﬁcant applications in several ﬁelds. This
technology made the connection between objects easier. It
provides robustness in communication due to which helpful
information is shared between entities easily. WSN comprises a large number of sensor nodes. These sensor nodes
are deployed in the targeted area for activity monitoring.
That covers the speciﬁc territory where vital signs are collected from the target area. These tiny sensor nodes can
sense, process, communicate, and aggregate the collected
data. To avoid the issue of line of sight communication in
this network, multihop communication is adopted. The
main components of WSN include sensor nodes, a base
station (BS), and an area under observation [3, 4]. WSN
performed two essential tasks: monitoring and target
tracking. Tracking applications of WSN contain tracking of
diﬀerent things like animal tracking in the forest or tracking
the activities of humans [5, 6]. The small’s nodes of WSN are
deployed without human intervention.
Additionally, these nodes have the ability to self-organization because human intervention is sometimes not
practicable. The small sensor nodes perform sensing, processing, and data transmission. The main components of a
sensor node are the power unit, memory unit, and processor.
The main issue with WSN is energy consumption because in
a harsh environment, battery is not replaceable [7].
There are various research issues related to WSN. Some
of the common problems in WSN are architecture of WSN,
optimized energy-eﬃcient methodology, eﬀective topology,
and eﬀective security management. Security is a signiﬁcantly
rising research issue in WSN because of the sensitive data it
deals with and monitors [8]. We need eﬀective schemes that
ensure security and energy eﬃciency. There are many attacks
for which a robust security solution is required to secure
WSN. However, the energy resource of WSN is typically
minimum in amount. Consequently, the diﬀerent security
protocols are not directly applicable to overcome various
security issues. The state-of-the-art security schemes need
more resources. Planetary security and cryptographic
schemes are basically for standard wire and ad hoc networks.
Still, the foremost issue is that how we can use these protocols for the WSN platform. The optimum level of use of
these protocols for security insurances is a challenging issue.
The main motivation of this research work is that WSN
monitors diﬀerent activities; most of them are very sensitive.
Therefore, we need a robust security scheme for these activities. In the paper, we use a cryptographic technique to
protect sensitive applications for diﬀerent applications.
However, robust security algorithms need much recourse,
such as adequate memory, bandwidth, and energy resources.
Therefore, it is challenging to apply any robust cryptographic
algorithm in a resource constraint WSN that reduces the
resources’ capabilities [9]. Furthermore, trust management
between sensor nodes with crucial management in a dynamic environment performs packet delivery and average
delay. Moreover, the privacy of data is eﬃciently protected
[10].
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WSN security can be ensured in several ways. Among all,
cryptography is the most powerful technique to ensure the
security of the system. Key management is the heart of any
cryptography technique. Key management is accomplished
in two broad methods that are symmetric key and asymmetric key cryptography. Symmetric key cryptography has
its advantages. However, asymmetric key cryptography has
the beneﬁts of scalability and better security. Apart from
their edges, both types have their shortcomings, such as the
symmetric key cryptography scheme has not guaranteed the
complete security of WSN [11, 12]. To sidestep these
problems in this paper, a new hybrid key management
scheme has been proposed. The proposed system provides
better security for the WSN environment. Adding to this, it
consumes less amount of energy of the network with
minimum delay. This approach is very eﬃcient and beneﬁcial, which can be adopted in various frameworks. The key
advantage of the proposed scheme is that if a particular
sensor node has been compromised or if any hacker recognizes some value of the session key, they could not forecast
the upcoming anticipated session key values. The novelty of
the proposed scheme is that the proposed scheme used
public key cryptography at an optimum level due to which
limited resources of WSN are utilized for a longer time.
The remaining paper is organized as follows: In Section
2, a comprehensive survey of related work is presented.
Section 3 presents the model of the proposed scheme. In
Section 4, the detailed simulation analysis of the proposed
scheme is given. Lastly, in Section 5, the conclusion of the
proposed work and future directions are given.

2. Literature Survey
In this section, a detailed survey of the most relevant research
work has been presented. Mainly, that literature includes those
schemes which have a signiﬁcant concern with the proposed
scheme. Various important algorithms for key management in
WSN are reviewed critically. After a comprehensive review,
several research ﬂaws are pointed out in the given literature.
Based on the shortcoming highlighted in the literature survey, a
new eﬃcient key agreement scheme has been proposed. Some
of the notable schemes and protocols are presented below.
Tang et al. [13] proposed a group key agreement scheme
based on elliptic curve cryptography in WSN. The proposed
protocol provides implicit veriﬁcation of sensor nodes. The key
contributions of the proposed protocol are low communication
and computation cost. However, the proposed work’s main
issue is that each node is involved in complex security operations. Thus, the overall computation cost is extraordinary and
aﬀects the overall performance of the scheme. Zhang et al. [14]
proposed a unique group key agreement protocol in the WSN
scenario. The proposed technique accomplishes session key
management in an eﬃcient very.
Moreover, the proposed scheme prescribes various
passive/active attacks inside the network and guarantees
forward and backward secrecy. Additionally, in the given
scenario, restoring the key computation is challenging. Due
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to this reason, it is diﬃcult for any hacker to get secret key
information. However, the main issue in this work is that the
clustering method utilized many resources of the WSN.
Nagalgaonkar Pramod and Ranjit Sharnappa [15] proposed a protocol using round optimization and authentication Group Key Agreement (GKA). The proposed
protocol certiﬁes the group key agreement in WSN. Furthermore, the total number of rounds in the scheme is
minimized. Thus, the computation cost decreases signiﬁcantly. The network computing complexity is also improved.
However, the GKA protocol adds computation overhead
inside the network. Likewise, Abi-Char et al. [16] proposed a
scheme for secure key management in WSN. The proposed
method used Elliptic Curve Cryptography for key management. The proposed work ensures authentication and
secure key management. Moreover, protection is given
against various kinds of security attacks. The proposed
scheme uses a new method based on the discrete logarithmic
problem that oﬀers greater security.
Meingast et al. and Singelee et al. [17, 18] proposed
schemes that handled group session keys among sensor
nodes and their server. The base of the proposed work is
well-known symmetric key encryption AES. From the
comprehensive reviews of the proposed work, it is clear that
these schemes are very eﬃcient in cost and security.
However, the main issue in these schemes AES decryption is
performed at the base station (BS). Hence, appropriate
authentication of the sensor nodes is challenging in a given
WSN environment. Ertual and Lu [19, 20] proposed schemes
based on ECC cryptography and the Alike algorithm for the
IoT platform. Threshold cryptography is an energy-eﬃcient
mechanism that is used for energy optimization. That
consumes minimum energy and provides trust between the
sensor nodes. Also, ECC-based cryptography is an excellent
key management algorithm. In this paper, performances are
evaluated of the RSA and ECC-based algorithms. The output
results attested that the ECC-based algorithm gives paramount results to the RSA-based algorithm. However, still
using RSA for the same algorithm in the IoT domain utilized
various network resources.
Eldefrawy et al. [21] proposed a key agreement scheme
for the WSN platform. The proposed work session key is
established between sensor nodes and the gateway (GW) for
a speciﬁc time. Whenever alteration or any fault occurs in
the network, the session key is redeveloped for a particular
session of time. Thus forward secrecy is ensured. Besides, the
proposed scheme oﬀers implicit authentication of the nodes
in WSN. It ensures that no other nodes are involved in WSN
speciﬁc sessions; e.g., Si does not know the expected secret
session key. The proposed scheme can be scalable and oﬀer
protection against any error in the network. However, the
main issues in this work are high communication and
computation costs. Wu and Stinson [22] proposed an algorithm for secure message communication named Multipath Key Establishment (MPKE). That capture active attacks
and gives a safeguard against many severe attacks in communication in WSN. The main beneﬁt of the proposed
research work is the secure and reliable transmission of
information. For secure session key agreement, Reed-
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Solomon codes have been used where each round is accomplished using the protocol for Perfectly Secure Message
Transmission (PSMT). The limitation in this research work
is that the key agreement steps are not clearly elaborated.
Thus, not eﬀective and energy-eﬃcient for resource constraint WSNs.
Mehmood et al. [12] propose a scheme for session key
agreement with rekeying in WBANs for healthcare applications. This scheme’s main contribution is tested in heterogonous WSN applications, which can be tested for
homogeneous WSN for better results. However, if the
proposed scheme is validated using a mathematical model, it
will be given a robust model. Ali et al. [23] proposed a DiﬃeHellman-based cryptography scheme for WSN. The modiﬁed Diﬃe-Hellman approach is used for secure and eﬃcient
key generation, which prevents man-in-the-middle attacks.
This approach is analyzed in terms of the security operation,
key generation, and computation time for various data
packets and eﬃcient results. However, the proposed scheme
has high data response time or computation time.
Some latest exciting research schemes have been proposed in other related ﬁelds for security and privacy preservation. This research work used cryptographic techniques,
most especially the ECC (Elliptic Curve Cryptography)
technique, because it has low computation complexity for
cryptographic operations. Moreover, the energy consumption and communication costs of these schemes are very low
[24–30]. The comprehensive review of the related research
work proposed by authors is studied and analyzed in this
section for eﬃcient key management in WSN. From the
critical study of the research work, it has been concluded that
asymmetric cryptography algorithms are highly appropriate
for vital data communication security. However, asymmetric
cryptography algorithms can also be used for the security of
essential operations. In major steps, heavy operations are
viable and necessary for strong security preservation. Similarly, symmetric key algorithms have been widely used.
However, symmetric key management algorithms are not so
much capable of protecting against many attacks. However,
the main issue with public key cryptographic algorithms is
that we cannot adopt them directly for resource constraint
WSN. Nevertheless, we can use them professionally at a
diﬀerent phase, where heavy processes are reduced
signiﬁcantly.

3. The Proposed Model
In this section, the proposed scheme’s model is elaborated,
and phase-wise descriptions are given in the WSN environment. The proposed scheme uses a clustering approach
for eﬃcient network management. Moreover, Cluster Head
(CH) is responsible for the major decision within the network. All the details of the diﬀerent phases of the proposed
scheme are explained in subsections. Some of the common
assumptions are elaborated below:
(i) In the proposed scheme, the symmetric and
asymmetric cryptography-based hybrid model is
used
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(ii) Major operations are minimized; thus, it should be
energy-eﬃcient
(iii) The network lifetime is increased due to the eﬃcient
management of our scheme
(iv) The proposed model is signiﬁcantly scalable
(v) The proposed scheme ensures adequate security

3.1. Proposed Scheme. In this section, a novel hybrid key
establishment scheme for WSN is presented. The proposed
scheme’s main beneﬁt achieved less computation cost because most of the operations involve being light-weighted
operations that require less energy. In contrast, some processes involve asymmetric cryptography operations involved
among Cluster Head (CH) and the Base Station (BS) that
needed more power resources. The proposed method is
beneﬁcial and highly secure for WSN critical environments.
In the WSN scenario, the Base Station (BS) has no resource
constraint, so highly complex operations are performed in
BS.
In comparison, miner processing is performed on the
sensor nodes. Furthermore, in the proposed scheme, we
construct ten sensor nodes cluster, and there is a maximum
of three clusters. After that, a CH is dynamically selected for
each cluster according to LEACH [31]. The sensor nodes
communicate with the CH in a cluster, and the CH then
further corresponds to the send data to the BS. The BS is the
source of secure link establishment within the network. In
WSN, the unique identiﬁcation of each sensor is kept secret.
Thus, the proposed scheme ensures secret key management
in WSN. That consists of four phases elaborated in the
subsequent section: key preloading phase, CH selection
phase, session key establishment phase, and rekeying phase.
Moreover, the proposed scheme consists of three clusters
named C1, C2, and C3. Each cluster consists of ﬁfteen nodes.
The BS retains the planetary of resources. Therefore, BS is
responsible for creating a routing Path-Table from those
sensor nodes that are involved in WSN topology. The BS
provides links to an exterior environment. Then, the collected data are analyzed in other tires and communicated
further to the BS.
3.2. Abbreviations and Notations. Table 1 demonstrates
some of the notations used for the proposed scheme. Q is the
set of a large prime number. Small “b” is the complex
number, and Dbs is the distance to the BS. Dsi is the sensor
private key Dsi sensor public key, and Rsi is the random
number generated by a sensor node Ssi. Similarly, Ek is
encryption with the session key, and Dk is decryption with
the session key, and so on.
3.3. Proposed Scheme Steps. The proposed scheme consists of
four phases, as mentioned above, elaborated in detail in this
section. 1st phase is key preloading, in which all the nodes
involved in the network load their keys. Then in the 2nd
phase, the CH section is accomplished. The 3rd phase is the
crucial phase of this scheme in which secure session key

Table 1: Abbreviations and notations.
Notation
Q
b
Dbs
Pbs
Dsi
Psi
Rsi
PSk
Sk
Rch
Rbs
Ek
D

Description
Q is the large prime number set (q ≥ 2512)
b is the complex number (b ≥ 2512)
Base station (BS) private key
Base station (BS) public key
Sensor node Si private key
Sensor node Si public key
Random number generated by a node Si
Presession key
Session key generated
Randomly selected number by each CH
Random set number of the BS
Encryption with key k
Decryption with key k

establishment is performed. Lastly, if any error occurs or the
network changes, then rekeying operation has been
performed.
3.3.1. Keys Preloading. The ﬁrst phase of the proposed
scheme is the key preloading. In this phase, each sensor Si is
loaded with a public and private key. BS is loaded with the
public key of every sensor node present in WSN. Similarly,
BS is also loaded with its public and private keys pairs.
Table 2 displays the keys loaded to all sensor nodes participating in the WSN environment.
3.3.2. Cluster Head Selection. In the CH selection phase, all
clusters select CH for themselves. Thus, for this purpose, the
LEACH protocol is used according to the work of [12, 32].
CH is responsible for the key management of sensor nodes
involved in a cluster. CH is dynamically changed whenever
updates occur in the network. CH is selected accordingly,
and we have no concern here for the detail of how CH is
selected. However, CH is responsible for the majority of
communication with BS. Thus, CH works as a gateway
between sensor nodes and BS.
3.3.3. Session Key Establishment Phase. Session key establishment is the important phase of the proposed scheme. We
developed the proposed scheme stepwise, and their visual
representation is given in Figure 1. Session keys are generated according to the steps taken in this phase. Algorithm 1
presents the actions of the session key establishment. Following are the algorithmic steps taken for session key establishment in WSN.
3.4. Session Key Establishment Algorithm. The algorithm for
the session key establishment is described below in detail.
The most common notation used in this algorithm is CH,
PSk, Sk, Dpv, rbs, and Si. The rest of the steps are demonstrated
as follows:
(1) CH generates a unique random number rni. Furthermore, it is considered as a presession key, i.e., PSk
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Table 2: Preloading of keys.

Base station
dbs, Pbs, Ssi

Sensors Si
Pbs, dsi, Psi

(2) CH then encrypts PSk along with its calculated hash
value using the public key of the BS Pbs.
(3) When BS receives this data, it decrypts them with
having their private key dbs, i.e. (PSk║h (PSk)); here,
the integrity of PSk is also checked.
(4) BS after this generates a session key as Sk � PSk XOR
rbs.
(5) BS then encrypts this session key (Sk) and the hash of
that session key h (Sk) using the PSk and sending that
information to each CH involved in WSN.
(6) The CH Chi decrypts the collected information, i.e.,
the generated session key using presession key PSk,
and the integrity of the session key has been checked.
(7) After receiving that session key information, CH Chi
encrypts session key Sk combines it with a hash of
session key h (Sk) and sends them to all sensor nodes
Si in the WSN.
(8) The sensor node Si decrypts the received information
and recovers them by symmetric decryption with key
Dpv so that the session key for the whole network is
communicated securely.
The detail of the algorithm is elaborated and visualized in
Figure 1, where communication for session key establishment takes place between sensor nodes, CH and BS. The
same procedure and algorithm are also adopted for rekeying
phase.
3.5. Rekeying Phase. The operations in rekeying phase are
similar to the session key establishment phase. However, the
only variation is that for rekeying phase, each CH generates a
new random number such as rch’. The BS is exceptional and
has no link to the earlier random generation generated by
CH and BS. Thus, the new generated random number is
considered as the new presession key PSk′. The detailed
rekeying algorithm is the same as the session key establishment; therefore, it is not mentioned here due to limited
space. However, the pseudocode for rekeying step is presented in Algorithm 2.
The proposed energy-eﬃcient session key establishment
scheme can be used for numerous applications of WSNs.
Likewise, it can be eﬃciently adopted in the emerging
framework, i.e., smart grade, cloud computing, and IoT.

4. Simulation and Analysis
This section presents the detailed simulation and evaluation
of the proposed scheme concerning the relevant system. The
simulations are performed in the Omnet++ Castalia simulator. Castalia is a simulation platform suitable for lowpower networks such as WSNs and WBANs. Omnet++

simulator is based on C/C++ and contains a suﬃcient library
supporting diﬀerent functions, i.e., hash function generation
and calculating random numbers. Omnet++ simulator has
two interfaces; one is used to construct a diﬀerent structure
called module interface. We assume a ﬁrst-order radio
model for energy consumption and communication in the
proposed WSN scenario.
In comparison, the other module is used for code development. The important conﬁguration for WSN topology
construction is made, consisting of diﬀerent nodes, i.e., BS,
CH, communication. After the necessary background, the
simulations are performed in the proposed layout and get a
text console. These results are then analyzed and compared
with Eldefrawy et al. [21].
All the sensor nodes are homogeneous. The proposed
topology comprises of 50 × 50 m2 area where 30 nodes are
randomly deployed. These sensor nodes are divided into
three clusters. In the proposed scenario of the network, three
types of nodes exist. Sensor nodes, a small tiny device that
performed sensing and communication, are the most secure
point and possess rich resources. CH is the type of sensor
device that has somehow additional skill than the normal
sensor node. Table 3 demonstrates the simulation parameters for the proposed scheme.
4.1. Results Analysis. The results obtained from the simulation are analyzed and evaluated. The proposed session key
establishment scheme’s output results have been compared
with Eldefrawy et al. [21], the most relevant research work.
From the simulation and resulting data, which are visualized
and compared with the state of the art, the proposed scheme
is the best ﬁt in the critical WSN scenario. The resultant
graph shows that the presented scheme results are eﬃcient in
terms of diﬀerent parameters. The experiments are performed using several parameters such as communication
cost, communication overhead, and network delay. For the
experiment, ten nodes are considered in the ﬁrst round, 20
sensor nodes are considered in the second attempt, and 30
nodes are considering in the 3rd attempt to check their
strength and adaptability.
4.2. Bits Exchanges for Session Key Establishment. Bit ratio
signiﬁcantly aﬀects the performance of the WSN and due to
which possible fault or congestion arises, due to which realtime communication is aﬀected. The number of bit interchanges for the proposed scheme and Eldefrawy et al. [21] is
measured. It is clear from Table 4 that exceeded bits’ exchange is happening in the Eldefrawy scheme, which causes
greater communication costs of the given WSN scenario.
However, the proposed scheme encounters fewer bits during
communication, as shown in the table below, during the
session key establishment operation. The lower ratio of bit
exchanges in the proposed scheme ensures reliable and
secure data delivery. Moreover, less energy cost is utilized of
WSN. Thus a trusted environment is generated within the
network.
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Sensor node

Cluster head

Base station

E P bs (PS (k) || h (PS (k))

D d bs (PS (k) || h (PS (k))
E PS k (S (k) || h (S (k))
D PSk (S (k) || h (S (k))
E Pv (S (k) || h (S (k))
D Pv (S (k) || h (S (k))
Decrypt using Pv and collect session key

Figure 1: Scenario of the proposed scheme.

(1)
(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)

Start
Cluster Head ��> Base Station
�
GW Ddbs (PSk ��h(PSk ))
Base Station �> Cluster
�� Head
BS ⟶ CHi �EPSk (Sk ��h(Sk )) i.e. Sk � PSk � PSk XORrbs
�
CHi DPSk (Sk ��h(Sk ))
��
CHi ⟶ �Si EPv (Sk ��h(Sk ))
��
Si DPv (Sk �h(Sk ))
End
ALGORITHM 1: Session key establishment.

(1)
(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)
(10)

Start
Cluster Head �> Base� Station
�
CH ⟶ BS E�Pbs (PS’k ��h(PS’k )), i.e., PS’k � r’ch
’�
’
�
BS Ddbs (PSk �(PSk ))
Base Station �> Cluster
�� Head
BS ⟶ CHi��EPSk′ (Sk′���h(Sk′)), i.e., Sk � PSk′ XOR r’bs
CH DPSk′ (Sk′���h(Sk′))�
�
CHi ⟶ S�i EPv (Sk′���h(Sk′))
��
Si DPS (Sk′��h(Sk′))
End
ALGORITHM 2: Rekeying phase.

4.3. Power Consumption. The fundamental attention in the
proposed scheme’s performance evaluation is on the sensor
node’s energy consummation. We analyze that how much
resources are consumed before and after applying the
proposed security algorithm. In the simulation, we initially

take speciﬁc constant energy for all sensor nodes. Then the
same operation is repeated for a diﬀerent number of sensor
nodes, and results are obtained. The results are then compared for evaluation of the scheme using diﬀerent
parameters.
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Parameter
Simulation area
Number of nodes
Cluster radius
Sensing radius
The initial energy of the network
Packet size
The threshold for receiver Power
Agent tracer

Values
(50 × 50) meter square
30
r 50 m
rs 40 m
1500 µJ
40 Bytes
−95 dBm
On

Energy in µJ

Table 3: Simulation parameter for the proposed scheme.

Communication cost

1600
1400
1200
1000
800
600
400
200
0
10

20
30
Number of nodes

40

Eldefrawy [21]
Proposed scheme

Table 4: Number of bits exchange.
Existing scheme
(Kbytes/sec)
8.71
17.73
26.95

Figure 2: Communication cost.

Proposed scheme
(Kbytes/sec)
3.45
6.36
8.92

4.3.1. Communication Cost. The communication cost is
evaluated considering ten nodes, twenty nodes, and thirty
nodes respectfully, as shown in Figure 2. The simulation
results show that the proposed scheme gives better results
than Eldefrawy et al. [21]. The number of major operations
has been reduced in the proposed scheme; i.e., the only
major operation is involved in session key establishment.
That major is accomplished, and the communication takes
place between CH and BS. All the remaining operations are
slight in the proposed WSN scenario. Figure 2 demonstrates
the communication cost of both schemes for session key
establishment in WSN. It is clear from the resultant graph
that the proposed scheme has better results (less amount of
communication cost).
4.3.2. Communication Overhead. WSN has minimal
bandwidth, so the core issue related to WSN is decreasing
unnecessary communication, which optimized energy
consumption. Due to light-weighted operations, the communication cost is minimized signiﬁcantly. Thus, less
communication overhead is encountered. In the three
rounds of the simulations, diﬀerent results are obtained. The
results obtained are visualized as shown in Figure 3. This
indicates that the proposed scheme transmits fewer number
bits during the key establishment phase. Therefore, less
amount of overhead is generated in the network.
4.3.3. Computation Cost. Computation is the activity performed by WSN nodes, which is the most technical task. In
the proposed session, key establishment phase computation
for key generation is the most complex operation. In which
the most complex activities are involved. Such actions are
squaring and multiplication. In the analysis, we have to
consider the QoS parameters; the computation is done in
such a way to preserve the privacy of the individual nodes
and QoS of data during communication in a critical WSN
environment. For session key establishment, two types of

Communication overhead in Kb

30
Overhead in Kb

Number of
nodes
10
20
30

25
20
15
10
5
0

10

20
Number of nodes

30

Eldefrawy [21]
Proposed scheme

Figure 3: Communication overhead.

costs are countable, i.e., the individual computation cost of
each sensor node and the cost of communication of each CH
for the whole cluster with BS. The simulation results of the
proposed scheme with the state-of-the-art comparison are
shown in Figure 4.
4.4. Key Establishment Delay. Delay is a critical aspect to be
considered for the proposed scheme evaluation. We reduce
the number of major operations for session key establishment like asymmetric operations. The only major operation
involves CH and BS. All other nodes are in the communication range of CH and belong to that cluster. Therefore,
the communication of sensor nodes with their CH is based
on symmetric (minor operation). Thus, key establishment
delay is minimized signiﬁcantly. As shown in Figure 5, the
proposed scheme’s time is less than the stat-of-the-art due to
lightweight operations.
4.5. Security Analysis. In this section of the proposed research work, the theoretical security analysis is carried out. It
is imperative to analyze the security importance of the
proposed scheme. We emphasized that the proposed system
is secure as we know that security and privacy preservation
in critical WSN are highly essential. In every cryptography
scheme, the primary thing is the secret key, which is the
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Random number is generated randomly at each iteration. If
an attacker attempts any modiﬁcations in the value of integrity, integrity will not be compromised due to the Random Oracle Model property.

Computation cost

90
Computation cost in uj

80
70
60

5. Conclusion and Future Work

50
40
30
20
10
0

10

20
Number of nodes

30

Eldefrawy [21]
Proposed scheme

Time in milliseconds

Figure 4: Computation cost.
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heart of any security scheme, which needs to be securely
distributed. That is, whenever a new sensor node joins the
network, ﬁrst their integrity and conﬁdentiality will be
checked. After that, for diﬀerent activity diﬀerent session
keys are generated for secure data exchange.
The proposed scheme ensures forward and backward
secrecy in the WSN environment. That is because the unique
random number has no link with previous randomly generated numbers. Rsi in each iteration must be unique. The
advantage of the proposed scheme is that if a speciﬁc node is
compromised or if any hacker recognizes some value of the
session key, they could not foresee the future expected
session key values. Because the session key is generated using
a random number, which is unique in every attempt [33].
Moreover, the integrity of any node is checked by calculating the hash value of each step. The calculated hash
values are checked and compared with received value. If
both give the same result, then we considered that integrity
had been ensured. This further substantiates that someone in
the middle of communication has not amended the information. If the amendment is done in the information, we can
easily trace it using the proposed scheme. Likewise, the

Security is the core concern in WSN because it mainly deals
with critical data in many applications. Many researchers
worked out to guarantee the security of WSN. We know that
WSN security is mostly certainly exposed by various attackers. Hence, security is the primary requisite in this kind
of network. For the security of WSN, the cryptographic
technique is the most eﬃcient and applicable way to protect
and manage data. Several solutions have been proposed for
wired and wireless networks. However, these schemes
cannot apply directly to WSN platform because of the
diﬀerent conﬁgurations. The more robust cryptography
protocols such as RSA and ECC need exceptional communication and computation costs and other key establishment requirements. The key distribution in the
cryptography scheme is a very tough task. That requires an
optimized technology that is energy-eﬃcient and ensures
proper security. Thus, in this paper, we proposed a lightweighted scheme and provided the secure session key establishment in the WSN environment. Computation and
communication costs are minimized by reducing the major
operations. The majority of the process is symmetric-based
cryptography between sensor nodes and CH. Thus, the
energy consumption is signiﬁcantly minimized in the given
scenario of WSN.
Additionally, the security requirements of the proposed
scheme have been minimized considerably. In case an attacker wishes to access any particular environment, they
have to face the security barrier. Furthermore, the developed
scheme is also scalable and adaptable in a dynamic situation.
In the future, we aim to involves most of the recent
relevant security schemes in the research domain of WSN
and IoT applications. Their resultant analysis can be demonstrated concerning the state of the art. Moreover, the
proposed scheme can further have analyzed using a
mathematical model. This system can be tested using different new parameters, and its eﬀectiveness will be checked
for the security of WSN and other related domains.
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