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As an eﬃcient approach, the trust policy is implemented to defend against insider attacks in complex networks. However, the
imperfection of trust relationships directly hinders the eﬀort to quantitatively calculate trust value, especially in choosing a
cooperative partner. Fortunately, the game theory is gradually concerned with addressing the above issue to further enhance
security. In this paper, the game theory and the trust policy are reviewed brieﬂy. Then, the research roadmap on game-based trust
in complex networks is discussed and analysed deeply. Furthermore, some research directions in the near future are given. It is
worth mentioning that our contributions not only describe the evolution of the game-based trust clearly but also suggest the trust
mechanism based on the bounded rational game more suitable to uncertain information.

1. Introduction
With the rapid development of complex networks, many
communication nodes are deployed to provide us a more
convenient life. However, those increasing communication
nodes without any trust policy are risky. Essentially, the trust
policy in complex networks is used to conﬁrm trust relationships between entities, while it faces the challenge of
ever-growing complexity and uncertainty. How to maintain
mutual trust and security in complex networks is becoming a
growing concern.
From the perspective of information security, trust can
be divided into two categories, namely, trust in human
agents and trust in systems [1]. The characteristics of trusted
human agents include honest and straight. You are honest if
you keep your word and dishonest if you do not. You are
straight if you follow the rules and crooked if you do not. The
concept of trust in human agents is always opposed to
malicious behaviours. By contrast, systems do not earn trust
through behaviours, but rather their capabilities to resist any
attempt of malicious manipulations. At this point, trusted
systems are called secure. However, due to the development
of artiﬁcial intelligence, many systems have obtained a sort

of autonomy that suits their interest well, diﬀerent from
classical systems and meanwhile diﬀerent from human
agents. In fact, the intellectualization of devices leads to
more unpredictability. In order to adapt to this tendency,
combining trust policy with game theory is a viable idea.
Game theory provides a rich set of mathematical
methods and models for exploring multilayer strategic decision-making, which has been widely applied in the ﬁeld of
network security. In the framework of classical game theory,
it is always assumed that all game participants are absolutely
rational, which has a great deviation from the actual situation. And people would indeed punish inappropriate behaviour, even if the behaviour conforms to selﬁsh rationality
[2]. Research groups tried to overcome this problem by
establishing bounded rationality [3–5]. For example, evolutionary game theory has two characteristics: bounded
rationality and repetitive games, which bring new ideas to
deal with uncertain information [6].
The main contributions of this paper can be summarized
as follows:
(i) Trust policies are categorized into three types: trust
evaluation, zero trust, and full trust. And then we
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propose a hybrid scheme to satisfy requirements for
diﬀerent levels of security.
(ii) Trust mechanism based on the bounded rational
game may be more suitable to ever-increasing uncertain information.

The purpose of this paper is to summarize the research
progress of game-based trust and discuss the feasible future
direction. The rest of this paper is organized as follows: in
Section 2, we introduce the development of the game theory
with absolute rationality and bounded rationality. We brieﬂy
overview three kinds of trust policies in Section 3. In Section
4, the game-based trust mechanisms are classiﬁed and
discussed according to the application scenario. In Section 5,
we look into the future research development direction of
game-based trust. Finally, conclusions are provided in
Section 6.

2. Game Theory
Game theory, a science that models and evaluates the behaviour of decision-making systems, has attracted extensive
attention due to its application in economics more than half a
century ago. The classical game theory can be divided into
complete information game and incomplete information game
according to the completeness of game information. On the
other hand, it can be divided into the static game and dynamic
game depending on whether there is a sequential order between actions. The above types were raised with the precondition of absolute rationality. Research groups found the
limitations of this prerequisite due to the bounded rationality of
decision-makers. Some methods are used to overcome the
problem, such as reward and punishment mechanism, the
fuzzy theory, and evolutionary game theory [7, 8]. Furthermore, game theory with bounded rationality can be applied not
only to economics but also to network security. This section
will give an overview of the study of game theory and security
cooperation problems solved by game theory.
2.1. Classical Game Theory. Classical game theory initially
took shape in the 1920s. In 1928, Von Neumann presented
the minimax theorem to handle the most basic game with
two persons in his paper about the social game. Then, in
1950, John Nash proposed the concept of Nash equilibrium
[9], which was used to solve the problems of decision
convergence in multiperson noncooperative games. Moreover, he proved the existence of Nash equilibrium and found
out the solvability conditions in his doctoral thesis [10]. The
minimax theorem and Nash equilibrium lay the foundation
for the subsequent development of game theory. In the
1960s, John et al. used Bayesian prediction to consider the
situation of incomplete information games [11]. In the
1980s, the dynamic game theory had been well developed
and was applied to economics, resource allocation, and other
ﬁelds [12, 13]. Since then, the classical game theory had come
to a near standstill but had been applied more broadly.
Recently there are still many scholars using game theory to
solve the problem of resource allocation and trusted communication in complex systems [14–19].

2.2. Game Theory with Bounded Rationality. The game
theory with bounded rationality mainly includes the following aspects: reward and punishment mechanism,
Dempster–Shafer (D–S) theory, fuzzy theory, and evolutionary game. This part will respectively introduce these
methods. In reward and punishment mechanisms, or contract theory, participants receive appropriately designed
rewards or punishments based on their performance in
order to encourage better cooperation. The D–S theory, also
known as evidence theory, is a popular mathematical
framework for dealing with uncertain information. As an
inference theory in an uncertain environment, the D–S
theory has the advantage of directly expressing “uncertainty”
by assigning probabilities to a subset of a set consisting of
multiple objects rather than to each individual object. There
have been many scholars in actively exploring the combination of evidence theory and game theory [20–23]. On the
other hand, fuzzy set theories, such as Pythagoras fuzzy set
and shadow set, were also used to deal with the uncertain
information in the game [8, 24]. As for evolutionary game
theory, it combines the classical game theory and viewpoints
of evolutionism. The research objects of the evolutionary
game are often participant group, rather than the individual
participants in classical game theory. Evolutionary game
theory investigates the dynamic equilibrium problem in the
evolution trend of group behaviours from the viewpoint of
system theory. It can better adapt to the characteristics of the
dynamic topology of network structure with a large number
of participants in complex systems. The above methods are
not mutually exclusive. Sometimes they are used in the
meantime. For example, the reward and punishment
mechanism could be regarded as the screening approach of
the evolutionary game [7, 25].
2.3. Security Cooperation with Game Theory. The game exists
widely in complex networks. Appropriate proﬁt allocation
schemes in conformity with selﬁsh and collective rationality
fall in the core of the cooperative game. So, cooperative
schemes based on game theory are less likely to be violated.
The game theory makes cooperation more secure. Recently,
Zheng et al. put forward cooperative game-theoretic
mechanisms to coordinate the three-echelon closed-loop
supply chain with a fairness-minded retailer [16]. Furthermore, Wei et al. established an imperfect information
Stackelberg game model [26]. It motivates service providers
to select the optimal bidding strategy according to the
overall utility. These research ﬁndings help to foster cooperation and achieve an equitable allocation of surplus
proﬁt. The stability and security of cooperation, therefore,
are improved. However, there is often information asymmetry between decision-makers. At this point, decisionmakers can overcome this information asymmetry by
resorting to game theory based on reward and punishment
mechanisms. Because of this nature of reward and punishment mechanisms, it is conceivable that there is great
potential for using contract theory in complex networks to
ensure cooperation and help design incentives [27]. For
crowdsensing in the uncertain wireless scenario, Cao et al.
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designed a game-theoretic approach based on an incentive
mechanism to encourage the “best” neighbour mobile devices to share their own resource for sensing [28]. More
cooperation reinforces the robustness and security of the
system. As for evolutionary game theory, Liu et al. explored
the use of evolutionary game theory to describe the longterm dynamic process of multiplayer game playing in coalmine safety regulation under the condition of bounded
rationality [25]. It provided a more eﬀective solution to the
study of complex multiplayer game problems. Although the
security of systems is increased depending on game theory,
there is no defence against malicious attack and undetected
accidental failure. To cope with the demand for security,
trust mechanisms are necessary.

3. Trust Policy
The concept of trust has been part of human history since
antiquity. It is highly subjective and complex. In the
meantime, trust has abundant interesting and important
connotations. With the development of computer science
and the Internet, various malicious attacks are emerging in
an endless stream. People have come to realize the signiﬁcance of trust in networks, especially in complex networks.
Nowadays, the major trust policies could be divided into
three categories: trust evaluation, zero trust, and full trust.
The following part of this section will, respectively, discuss
these three categories and propose a method to blend them.
3.1. Trust Evaluation. According to the historical behaviours
and performance of human agents or systems, we can
evaluate the trust degree of entities via the quantitative
method. On the opposite side of malicious behaviours, the
concept of trust in networks is often associated with reputation. Reputation, as a reference for the entity trust level, is
based on historical events and the evaluation from other
peers. Early research on information security focused on
how to store and spread trust. Afterwards, they gradually
evolved into research on trust itself and trust model [1]. The
typical trust management paradigm in complex networks
involves the collection of trust value, the storage of trust
value and reputation, the aging of trust value, the weight of
indirect information, the transfer of trust, and reputation. By
synthesizing the above factors, we can obtain the trust value
as follows:
Tij � F vij , ivij ,

(1)

vij � G hij , λ, rj .

(2)

In equation (1), vij denotes entity i’s direct trust value for
entity j and ivij denotes entity i’s indirect trust value for
entity j. In equation (2), hij denotes the observation history
of entity j, λ denotes the aging factor of historic observations,
and rj denotes the reputation of entity j.
Many scholars have made contributions to trust evaluation models and trust management schemes [29–31]. A
complex trust evaluation model is proposed for the design of
data aggregation in mobile sensor networks [32]. In this

model, due to the dynamic topology of the network, each
node maintains the trust score estimation list of its neighbour nodes based on beacon data collected in the neighbour
nodes. Once the estimated trust score of one of its neighbours drops below the threshold, it is classiﬁed as a
“damaged or failed” node. And then all the retweet data
passing by the failed node is discarded or ﬁltered. As for trust
management, Fang proposed a time-window-based resilient
trust management scheme in order to defend against the
reputation time-varying attacks in wireless sensor network
[33]. This scheme aims to distinguish malicious attackers
with the compromised nodes. It needs a period of time to
observe and analyse the behaviours of compromised nodes
and then utilizes the diﬀerence judgment and the trend
analysis to identify the abnormality of nodes’ reputation
value. Meanwhile, the control factor and the time window
are introduced to verify and remove the compromised nodes
from the suspected nodes. On the other hand, there are some
schemes providing removed nodes with ways to be reinstated. For example, Li et al. proposed a multifactor reputation management scheme, which describes the
initialization, update, storage, and punishment of trust
values and the redemption for malicious nodes [34]. The
scheme is based on the sensing behaviour, packet forwarding, and data fusion of sensor nodes. Furthermore,
consensus techniques based on subjective logic are introduced to the trust management system. Ren proposed a trust
management approach to provide trust data storage and
trust generation for unattended wireless sensor networks
[35]. For the former, a geographic hash table is deployed to
identify storage nodes and reduce storage costs. For the
latter, consensus techniques based on subjective logic are
used to mitigate trust ﬂuctuations caused by environmental
factors.
3.2. Zero Trust and Full Trust. Zero trust is the situation that
there is complete mistrust on at least one side. Authentication must be veriﬁed exactly for each collaboration. The
contrary is full trust, where users trust the system completely
because it is robust and cannot be manipulated by anyone.
In recent years, there have emerged concepts of the full
trust, represented by blockchain [36], and the zero trust,
represented by identity recognition [37], except for the
above trust evaluation schemes. The blockchain is a
decentralized database, which relies on the automatic operation of the program. Theoretically, it has proved that it is
possible to change the data only by controlling more than
half of the nodes. It has extremely high credibility, and the
security threat only comes from the vulnerability of the
program. On the other hand, due to the recent development
of deep neural networks, the accuracy of identity recognition
has been signiﬁcantly improved. For systems that do not
trust users at all, identity recognition can be required for
each operation, which leads to the concept of zero trust.
3.3. Hybrid Scheme. The concepts of zero trust and full trust
are not mutually exclusive. For example, Andrade combined
blockchain with identity recognition, which uses the trusted
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blockchain system to verify suspected users [38]. Obviously,
the resource costs of full trust, trust evaluation, and zero
trust increase in turn, which are suitable for scenarios with
diﬀerent demands on the security level.
In order to break down this barrier and gain security with
low resource cost, considering a clever combination mode of
the three is a viable idea (see Figure 1). At ﬁrst, the model
determines the required security level according to node
behaviours. For example, there needs to be a high level of
security if the behaviour is initiating the account transfer and
low level of security if just data transmission is requested.
Then, identity recognition, known as zero trust, is implemented when high-level security is required and trust evaluation model is put into use in unmarked cases. In Figure 1,
historical observations represent the historical cooperation
between two entities. Distinguished from current observations or the latest record of collaboration, its inﬂuence is
reduced via the aging factor. Considering the current and
historical observations together, we can calculate the direct
trust value. Moreover, blockchain, known as full trust, is used
to transmit information of indirect observations.
However, the process from the direct and indirect trust
to the ﬁnal decision is not clear. Many solutions have been
raised for the decision-making process, among which the
game theory achieves good eﬀectiveness.

4. Game-Based Trust
In order to improve the robustness and security of networks,
the concepts of game-based trust have been introduced into
various types of networks. There are two main paradigms at
the junction of trust mechanism and game theory (see
Figure 2). One uses game theory to synthesize direct trust
and indirect trust for decision-making. In the other paradigm, game theory based on indirect information is applied
in calculating indirect trust value.
According to the degree of interaction with human
entities in networks, application scenarios are roughly divided into three categories: pure systems, social-aware
mechanisms, and those that need to interact with users. The
rest of this section will respectively discuss these three
categories.
4.1. Pure System. The pure system application scenario refers
to the system running automatically with almost no interaction with human users. On this occasion, trust is only the
trust between devices. The pure system performance index is
mainly the eﬃciency and security [39, 40]. For example, a
new trust-Stackelberg game model was proposed in dynamic
cognitive radio networks [41]. The authors designed an
adaptive trust evolutionary learning algorithm based on
evolutionary game theory to achieve the game equilibrium,
aimed at improving energy eﬃciency and defending against
insider attacks in cooperative cognitive radio networks.
4.2. Social-Aware. A social-aware system is one in which
the user’s social information is collected as a parameter to
evaluate trust during the decision-making process. There
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are usually higher levels of trust and trustworthiness between friends and people with more cooperation, both
because we believe our friend is more trustworthy and
because social interaction enhances higher levels of cooperation between those who interact repeatedly over time
[42, 43]. Therefore, participants’ social relationships can
provide a good reference for game-based trust. For participants, the bounded rational trust game not only
strengthens the cooperation with other nodes but also
reduces the probability of being deceived due to subjective
feelings and information asymmetry. In such scenarios,
besides utility and security, users’ privacy protection
should also be considered in terms of performance indicators. The “likes” and comments in online social networks
can be used to reﬂect social relations, and then initial trust
values can be assigned in the bootup mechanism. This
method only uses publicly available information, so as to
reduce the risk of privacy leakage [44]. In addition, as
devices become more and more intelligent, it is also a key
concept to deﬁne expected credibility by considering the
social consciousness of the device itself [45].
4.3. User Interaction. An application scenario that requires
interaction with users refers to a system that often interacts
with people, sometimes involved in the decision-making
process. In this type of scenario, performance is about not
only utility and security but also whether it facilitates user
cooperation [46]. For example, a new trust management
mechanism based on evolutionary game theory was proposed in self-organizing complex networks, with a corresponding node punishment mechanism to enhance
cooperative behaviours [47]. In cognitive radio networks,
Bennaceur et al. proposed another trust game model to take
into consideration the penalty of the malicious users. By
introducing the trust game model of cooperative sensing
spectrum, the secondary users are encouraged to choose the
honest strategy by sending correct sensing outcomes [48].
For the diﬀerent requirements of the three types of
application scenarios, the trust mechanisms based on the
bounded rational game theory can achieve better performance and adapt itself to the trend of devices intellectualization, which is a direction worthy of research.

5. Future Directions of Game-Based Trust
When the concept of trust is applied to network systems, the
selﬁsh and rational aspect of trust is mainly considered.
Entities with rationality expect to cooperate with other
trusted entities. But the purpose of conﬁrming trusted entities may or may not be achieved under the impact of
information incompleteness. In order to better accomplish
this goal, the research groups have put forward a scheme
combining game theory and trust. The trust policies based
on classical game theory perform well under the scenario
with relatively ﬁxed mode. But under various complex
application scenarios with uncertain characteristics, the
game-based trust mechanisms with bounded rationality can
improve the utility and security of the system.
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Figure 2: Game-based trust. (a) Game theory is used to synthesize direct trust and indirect trust. (b) Acquiring indirect trust value by using
game theory.

In view of the development of artiﬁcial intelligence, more
intelligent device nodes are bound to appear in the future,
bringing more uncertainty. We suggest that the trust
mechanisms based on bounded rational game theory can
better adapt to such scenarios and deal with possible security
risks. At present, the research on game-based trust with
bounded rationality is not enough, which is a direction
worthy of development.
However, bounded rationalization will bring more energy costs. So, how to save cost is an important problem.
Under diﬀerent scenarios and diﬀerent levels of security
requirements, it is a feasible idea to reasonably combine the
concepts of zero trust and full trust with the trust evaluation
policies based on bounded rational game theory. For

example, the blockchain technology can be used to disseminate the indirect trust information in the trust evaluation mechanism. This method improves the propagation
mode of indirect trust information and could save the
communication cost of game-based trust mechanisms with
bounded rationality.

6. Conclusions
In this paper, we have reviewed game theory with absolute
rationality or bounded rationality and catalogized three trust
policies. On this basis, the game-based trust policies are
classiﬁed and discussed according to the application scenario with pure systems, social-aware mechanisms, and user
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interaction mechanisms. Through the analysis of existing
literature, we believe that the game theory of bounded rationality has a good performance in dealing with uncertain
information and can be combined with a trust mechanism to
better evaluate trust. There are two main contributions in
this paper: (1) there are three trust policies: trust evaluation,
zero trust, and full trust. And then a hybrid scheme to satisfy
requirements for diﬀerent levels of security is proposed. (2)
It is suggested that trust mechanisms are based on the
bounded rational game more suitable to ever-increasing
uncertain information.
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