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,e innovation of the deep learning modeling scheme plays an important role in promoting the research of complex problems
handled with artificial intelligence in smart cities and the development of the next generation of information technology. With the
widespread use of smart interactive devices and systems, the exponential growth of data volume and the complex modeling
requirements increase the difficulty of deep learning modeling, and the classical centralized deep learning modeling scheme has
encountered bottlenecks in the improvement of model performance and the diversification of smart application scenarios. ,e
parallel processing system in deep learning links the virtual information space with the physical world, although the distributed
deep learning research has become a crucial concern with its unique advantages in training efficiency, and improving the
availability of trained models and preventing privacy disclosure are still the main challenges faced by related research. To address
these above issues in distributed deep learning, this research developed a clonal selective optimization system based on the
federated learning framework for the model training process involving large-scale data. ,is system adopts the heuristic clonal
selective strategy in local model optimization and optimizes the effect of federated training. First of all, this process enhances the
adaptability and robustness of the federated learning scheme and improves the modeling performance and training efficiency.
Furthermore, this research attempts to improve the privacy security defense capability of the federated learning scheme for big
data through differential privacy preprocessing. ,e simulation results show that the proposed clonal selection optimization
system based on federated learning has significant optimization ability on model basic performance, stability, and privacy.

1. Introduction

With the widespread application of artificial intelligence in
dealing with the complex problems in the smart cities
construction, deep modeling and simulation research have
become a bridge connecting physical equipment and virtual
information space. ,e related research of deep learning
modeling enhances data openness and social involvement in
all kinds of scientific research and uses complex scientific
theoretical results and big data to modify model parameters,
so that the model can better adapt to the simulation re-
quirements of specific fields. Generally, the current deep
learning schemes mostly target the centralized model
training process, but these schemes usually have limitations
in terms of model training efficiency and data utilization.

,is also means that the centralized models trained by these
schemes cannot meet the needs of high-throughput big data
calculation, which limits the degree of data sharing and the
wide application of deep learning in the construction of
smart cities and leads to the emergence of “data islands.”
Furthermore, with numerous published studies on data
privacy disclosure and regulations such as the General Data
Protection Regulation (GDPR), the privacy of data has been
increasingly valued [1].

For the deep learning modeling and simulation process,
there are many challenges in improving the global optimality
of model parameters convergence and training efficiency.
First of all, model optimization is the core of the deep
learning process, and the function of the optimization al-
gorithm is to minimize the value of loss function by some
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training methods. In the deep learning process, the com-
puter learns the mapping relationship fθ: x⟶ y between
the input feature x and the output feature y through the
sample set and predicts the possible output value for the new
input value based on this relationship. ,e gradient descent
algorithm is an iterative method used to solve least squares
problems, and it is also the most commonly used method for
solving nonconstrained optimization problems such as deep
learning model parameters [2]. Classical batch gradient
descent algorithms [3] usually use a large amount of cal-
culation, and each iteration takes a long time. ,e stochastic
gradient descent algorithm solves this problem to a certain
extent [4]. To neutralize the limitations of these two algo-
rithms, a small batch gradient descent algorithm is proposed
[5]. In addition to the gradient descent algorithm, the genetic
algorithm and its derivative algorithms also have many
applications in data mining and model optimization [6, 7].
,ese types of algorithms realize randomized search by
referring to the related principles of biological genetic and
immunology. In the artificial immune algorithm, the se-
lection process is used as the meritocratic screening
mechanism to select the better individuals, and the mutation
process is that the excellent individuals learn from each
other and then adjust the original population according to a
certain probability.

From the perspective of data management and mining,
the expansion of the dataset size and the increase in the
complexity of the data structure also bring challenges to deep
learning. Due to the limited computing ability of a single
device, the overall training time is greatly extended. Parallel
strategies in distributed deep learning are mainly divided
into data parallelism [8] and model parallelism [9]. In ad-
dition, some secure computing schemes for multiparty
participation scenarios are also proposed [10]. ,e purpose
of these schemes is to allow independent data owners to
perform collaborative computing without trusting each
other and relying on third parties. In order to reduce the
limitation of a large amount of training data collection,
improve the privacy security of the transmission process,
and optimize the distributed learning relationship between
various computing devices, the federated learning frame-
work is proposed [11]. Federated learning is characterized by
aggregating local model parameters generated frommultiple
mobile devices instead of local data for collaborative deep
learning model training. In the process of distributed
computing, local nodes only upload model parameters (such
as gradient) instead of uploading original data to preserve
user privacy. According to different application scenarios,
horizontal federated learning [12] and vertical federated
learning [13] were proposed separately. Horizontal federated
learning is usually suitable for application scenarios with
different samples but similar processing services, while
vertical federated learning is more suitable for application
scenarios with similar user groups but different processing
services. In addition, federated transfer learning [14] is also
proposed to complete the common modeling task under the
condition that there is almost no overlap between the data
characteristics and the target user groups of the participants.
In these schemes, the upload of parameters replace the

upload of data, which greatly improves the privacy security
of data, but the performance of the trained model is lower
than that of local training, which has also become an im-
portant factor restricting the development of distributed
deep learning.

Deep learning modeling provides important conditions
for computer simulation of complex problems in smart
cities. ,e modeling process utilizes real data to train model
parameters and adopts complex scientific theories and
technologies to modify and optimize the model. In general,
artificial intelligence technology and data science research
have made rapid progress in recent years, but the effec-
tiveness and privacy of existing deep learning schemes still
need to be further optimized. First of all, classical batch
gradient descent algorithms calculate the gradient for the
whole dataset and update the model weight accordingly,
which makes these algorithms slow to update and difficult to
deal with huge datasets and leads to the waste of device
memory resources. Second, since the setting of hyper-
parameters has a significant impact on the model training
effect, the selection of hyperparameters brings greater dif-
ficulties to users. ,ird, in the existing deep learning
modeling methods, the parameter update direction com-
pletely depends on the features extracted from the batch
data, and these methods may make the convergence process
of the model fall into the local optimum. In addition, the
centralized model training method is difficult to adapt to
large-scale application scenarios [15]. Aiming at the prob-
lems of big data processing and deep learning, some studies
have proposed distributed learning methods suitable for
general scenarios, but the performance of the trained models
is poor and it is difficult to ensure information privacy in the
training process.

,is research introduces a novel federated learning
scheme, which enables multiple clients to train the model
collaboratively under a central server. At the same time, this
strategy also realizes the decentralization of training data,
which can reduce some systemic privacy risks brought by
traditional centralized deep learning and data analysis
methods. As the research background shows, the efficiency
of the calculation process and the privacy of data using are
key issues in the field of data mining. On the one hand, this
research makes efforts to improve the performance of the
model constructed by the federated learning scheme. For
example, the strategy of clonal selection algorithm is used to
optimize the gradient descent process to improve the global
optimality of node model and then improve the quality of
federally built model after distributed training update. On
the other hand, on the basis of federated learning frame-
work, the differential privacy mechanism improves the
privacy security of the system and provides conditions for
the maximization of data utilization.

,is research explores and improves the distributed deep
learning modeling scheme from three perspectives of model
basic performance, operability, and privacy security. ,e
research aims to meet the needs of large-scale data pro-
cessing and multiparty computation. Using federated
learning to improve the privacy security and communication
efficiency in the distributed modeling process, the clonal
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selection strategy to deal with the multiobjective optimi-
zation problem is introduced, combining the differential
privacy mechanism to balance the efficiency and privacy of
the data modeling process.

,is study aims to explore the self-adaptability of the
gradient descent process, the privacy security of the mul-
tiparty cooperative computing process, and the system co-
ordination of the federated computing scheme. ,e main
contributions are as follows:

(1) Propose an optimization mechanism combining the
clonal selection principle of artificial immune al-
gorithm with gradient descent algorithm. Avoid the
convergence process of the model falling into local
optimum and improve the performance of the client
node models.

(2) Propose a stronger technical support for the privacy
preserving of data and model parameters, and
provide a novel method to avoid privacy disclosure
for high-throughput big data modeling.

(3) Design a deep modeling scheme suitable for big data
distributed computing tasks. ,is scheme improves
the usability and privacy of the global model on the
basis of the federated learning scheme.

,is paper consists of five parts. ,e introduction ex-
plains the research significance and main contributions of
this paper. ,e related works explain the concepts and
principles involved in this paper.,e third part describes the
various operating processes of the system. In the experiment
part, the performance of the system is tested through
simulation experiment analysis. ,e conclusion part sum-
marizes the full text and plans for future research directions.

2. Related Works

2.1. Data Privacy and Distributed Training Methods. As an
important virtual simulation method for artificial intelli-
gence to deal with complex problems in smart cities, deep
learning training optimizes model parameters through input
of large volume data and labels. However, it is difficult to
improve the performance of the trained model and store the
related parameters when the model training needs to deal
with huge scale data. In addition, when the trained model
contains more than hundreds of millions of features and the
weight data of the model neural network are expanded to a
high-throughput scale, it will be difficult for a single device
to store relevant data. At the same time, due to the strong
logical connection between various parameters, the dis-
tributed storage of data is also facing great difficulties. In
order to achieve distributed management of data and col-
laborative training of the model, some studies such as [16]
proposed the model training schemes for large-scale dis-
tributed systems. Meanwhile, the training process involves
the collection and storage of a large amount of data, direct
access and centralized collection of these data poses hidden
dangers to privacy security.

,e central server in the above distributed training
schemes has the right to directly access the local data. In

order to preserve the privacy of local data, the central server
in decentralized distributed computing scheme only pro-
vides the communication function for the asynchronous
computing process. ,e decentralized learning framework
can effectively realize the asynchronous update of multiple
computing node models while also preserving data privacy
to a certain extent. However, the training performance of
models in these methods and the communication efficiency
between participants still need to be improved, and privacy
security needs to be further strengthened. Simultaneously, as
major companies pay more attention to data security and
user privacy, emphasis on improving the data privacy se-
curity of the training process has become an important part
of artificial intelligence research on a global scale.

In addition to the above-mentioned model training
methods for preserving privacy, some data anonymization
methods, access control technologies, and data noise adding
mechanisms have been proposed. Data anonymization
methods such as K-Anonymity [17] usually directly ob-
fuscate names and user IDs, and access control technology
sets data access qualifications through restrictions on per-
sonal identity and other information. However, many
studies and related cases show that the above privacy pre-
serving methods still have hidden dangers of potential at-
tacks [18]. ,e differential privacy noise mechanism is a
relatively novel data processing mechanism, which can ef-
fectively avoid background attacks and link attacks that may
be suffered in previous methods. Differential privacy [19]
mechanism is used to preserve sensitive information during
data analysis and release process, suppose there is a privacy
query function ap, the query object of this function may
correspond to the cumulative value, maximum value, or
mean value and gradient of the dataset. For any output about
the two adjacent datasets S and S′, the domain is A(y) and
the range is B(y). ,rough the mapping of this function, the
attacker cannot obtain valid privacy information from the
output associated with these two datasets, and the function is
said to satisfy the differential privacy mechanism. Expressed
by the formula such that the smaller the privacy budget ε, the
higher the degree of privacy preserving, it also represents the
increase of noise and the decrease of data availability.

∀t ∈ B(y), S ≈ S′:
Pr[a(S) � t]

Pr a S′(  � t 
≤ e

ε
. (1)

Distributed computing is mainly achieved through
parallel processing strategies, and this type of processing
method is mainly divided into two implementation
methods: data parallelization method [20] and model par-
allelization training method [21].,emodel parallel training
process distributes the model parameters to different
computing participants, and then each participant updates
its assigned parameters. Since parallel modeling requires
frequent interactions between all participants, this modeling
process is relatively difficult to implement. ,e data parallel
training method refers to splitting the training data, using
multiple model instances at the same time, and using
multiple split datasets for parallel training. ,e data parallel
method is relatively easy to implement but requires higher
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level of communication ability. Jain P et al. [22] proposed a
stochastic gradient descent algorithm for data parallelism
(parallelized stochastic gradient descent). In the process of
parallel training, the training processes of multiple nodes are
independent of each other. ,e training results and pa-
rameter update information ∇ωt need to be reported to
parameter server (Algorithm 1).

Distributed secure multiparty computing is a novel re-
search field of deep learning. First of all, compared with
parallel learning, secure multiparty computing achieves
higher privacy security through computing strategies and
protocols. Secondly, just as secure multiparty computing
schemes usually assume that there is no cost for the internal
calculation of the node, these schemes actually face higher
communication complexity, and the complexity of the al-
gorithm is measured by the amount of communication
between the nodes. However, the design of this type of
calculation scheme needs to fully consider issues related to
communication costs and system heterogeneity.

2.2. Gradient Descent and Model Optimization. In the pro-
cess of deep learning, the optimization process of the model
is usually converted into the optimization process of the loss
function, and the optimization result of the loss function
depends on the gradient descent process of the function, so
different types of gradient descent algorithms are generally
used to achieve this process as needed. ,e most classic
gradient descent methods are batch gradient descent, these
methods calculate the gradient of the entire dataset while the
parameters are updated only once in the iteration process
corresponding to each dataset. ,erefore, this method slows
down when processing large datasets, and the demand for
space has increased significantly. ,e batch size setting plays
an important role in the optimization process, it is related to
statistical accuracy and hardware efficiency, and the batch
size of data should generally not be too small or too large.
Among the many gradient descent algorithms, stochastic
gradient descent (SGD) [23] is the most common one (can
be regarded as a special case of gradient descent mini-
batch� 1) at the present stage, it uses a sample (x, y) to
update the parameters at each iteration, and the loss function
is

Fl θ0, θ1(  � 
m

i�1
Dθ(x) − y( 

2
. (2)

And the gradient corresponding is

Fl θ0, θ1( 

θj

� 
m

i�1
Dθ xi(  − yi( 

2
x

i
j. (3)

,e update amount of model parameters is

θj � θj − α Dθ x
i

  − y
i

 x
i
j. (4)

Since the algorithm randomly optimizes the loss func-
tion on a batch of training data in each round of iteration,
the update speed of each round of parameters is greatly
accelerated. In addition, the SGD algorithm introduces the

noise in the dataset during the learning process, which
improves the generalization error. However, the stochastic
gradient descent algorithm cannot perform vectorization
calculations in a sample, which results in a slower learning
process. And because a single sample cannot represent the
trend of the entire sample, the stochastic gradient descent
process is prone to encounter local minimums or saddle
points. In addition, stochastic gradient descent algorithm
usually involves many iterations, and the search process of
the algorithm in the solution space is relatively lacking
rationality. ,e minibatch gradient descent algorithm [24] is
a compromise method of batch gradient descent and sto-
chastic gradient descent.

2.3. Adaptive Clonal Selection Strategy. Clonal selection al-
gorithm (CSA) is an optimized method of artificial immune
system (AIS) algorithm. ,is type of algorithm is search
algorithm with the iterative process of generating and
testing, which can increase the diversity of the population
and achieve global optimal convergence. In the previous
research, many researchers have proposedmany schemes for
the adaptation of the learning rate in the gradient descent
process [25].

According to the principle of clonal selection [26],
similar to general genetic algorithms, the clonal selection
strategy simulates the evolutionary process of artificial
populations. In the immune process of biological cells,
B cells continue to divide, and daughter cells change on the
basis of their parents to better match the antigens. In the
process of algorithm optimization, the problem is usually
defined as an antigen, and the solution to the problem is a
collection of antibodies. In a specific morphological space,
randomly generated antibodies will try to match the antigen,
and this process corresponds to the process of the algorithm
trying to solve the problem. ,e fitness value represents the
degree to which the individual is close to the optimal so-
lution, and the higher the fitness is, the more likely it is to be
inherited to offspring. ,is algorithm also represents an
evolutionary strategy that can solve complex deep learning
tasks.

,e clonal selection algorithm directly operates on
structural objects, without the limitation of derivation and
function continuity, and has inherent implicit parallelism
and better global optimization capabilities. In addition, the
algorithm adopts a probabilistic optimization method,
which can automatically obtain and guide the optimized
search space without determining rules and adjust the search
direction adaptively.

,e clonal selection algorithm is usually used to deal
with pattern recognition and multimode optimization
problems, including three operators of cloning, selection,
and mutation. Among these operators, the clone operator is
mainly used to increase the number of candidate solutions in
the scheme and create the required conditions for the
mutation process.,emutation operator is used to maintain
the diversity of the solutions in the population, which is
conducive to each individual to fully explore the nearby
solution area and improve the accuracy of the final
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population. When the above process is completed, indi-
viduals with higher affinity are selected and retained, and
then the iterative process is repeated until the conditions are
met. ,e general process of the clonal selection algorithm is
as follows (Algorithm 2).

In this process, Aij
′ is the fitness of the i − th antibody in

the fitness vector Aj
′ of themutated antibody population; ci is

the concentration of antibody i; ω is the weighting factor to
adjust the weight of the influence of antibody affinity and
concentration on the selection probability. Considering that
in the early period of the algorithm, more antibodies with
high affinity are retained. During the later period of model
training using this algorithm, in order to avoid excessive
similarity between antibodies, the custom function is usually
used to adjust the value of the weight factor ω. ,e prob-
ability Sp of the antibody being selected into the next
generation antibody population after mutation is calculated
as follows:

Sp �
ωAij
′

(1 − ω)ci

. (5)

,en, replace the antibodies in the original population
with some new mutant antibodies, and the antibodies with
lower affinity are more likely to be replaced in this process.
Finally, select t antibodies with higher fitness to form the
next generation population.

Q(k + 1)⟵T
S
c(T(k)) � q1(k + 1), q2(k + 1), . . . , qt(k + 1) .

(6)

With the continuous in-depth research on the principles
of artificial immune systems [27], many deep learning
models and algorithms derived from immune principles
have gradually been widely used in scientific research and
engineering practice and have provided ideas for solving
problems such as function optimization and combinatorial
optimization. In particular, because the clonal selection

algorithm can maintain the diversity of the population, the
algorithm based on the immune principle shows the ad-
vantage of global convergence in the problem of combi-
natorial optimization. In most cases, immune algorithms
have achieved better results than existing heuristic algo-
rithms, which also inspired us that this type of algorithms
will have broad application prospects in the field of artificial
intelligence.

3. Methods

3.1. 0e Federated Learning-Based Clonal Selection Optimi-
zation System. With the development of next-generation
information technology and the construction of smart cities,
the degree of data openness and social involvement in all
kinds of scientific research are increasing, data parallel
training and model parallel training have become more
popular methods for large-scale complex deep learning
modeling. However, with the rapid increase of the number of
data parallel training devices and the communication
overhead between devices, it is necessary to design and
implement an excellent secure distributed training system.
An excellent distributed computing scheme means more
efficient parameter update efficiency and lower communi-
cation costs, parameter update information in the central-
ized deep learning model is processed centrally through the
central server, while in the decentralized structure, the
training of each computing node is relatively independent,
and the parameter update is communicated between dif-
ferent node parameters through the central server.

Decentralized model training schemes usually require
higher communication costs and face more serious privacy
risks, which brings a huge burden to the central server, and
there is also risks of privacy disclosure in the centralized
processing of data. ,erefore, an adaptive clone selection
strategy is used to optimize the selection process of model
parameters and feature subsets for local node training in

Input:
Original dataset A, stride E, number of nodes n, local iterations Tl

Central server splits A to n participating nodes: n

Batch size of each participating node Ai � A/n
For all participating nodes parallel do

Initialize the model parameters θ0, θ1, θ2, . . . , θk of each node i

For all data in dataset Ai

Generate multiple parameter weight update vectors according to Ai

Calculate the corresponding loss function value
Select the optimal update vector

Update the parameters θ0′, θ1′, θ2′, . . . , θk
′ of the node model

Until number of iteration t>Tl do
Update the global parameter weights for the node model i

ωi,t+1⟵ωi,t − ct∇ωPi(Ut,ωi.t)

End for
Aggregate the update information ∇ωt of all nodes

Output
Update central model parameters θc

0, θ
c
1, θ

c
2, . . . , θc

k

ALGORITHM 1: Parallelized model training process.

Complexity 5



federated learning schemes. Imitating the antibody affinity
maturation process in the clonal selection principle, the deep
learning model training process is optimized by using the
powerful calculation process of biology. Compared with the
traditional deep learning methods, the proposed model
training method ensures the performance of the model to
the greatest extent. In terms of privacy security, this opti-
mization scheme not only retains the security advantages of
federated learning in multiparty computing, but also
guarantees the data processing level in combination with the
differential privacy mechanism, providing a novel method
for the balance of availability and privacy. ,e systematic
framework and implementation method of this research are
shown in Figure 1.

3.2. Differential Privacy Preprocessing of the Local Data.
Similar to the classic federated learning process [28], the
local model training under this framework receives the
model issued by the central server at the initial stage of each
iteration and then uses the locally collected data to optimize
the training of the obtained model. When the local model
completes a model parameter update, the change in the
model weight is recorded, and these recorded data are
uploaded to the central server. In this process, the local
model training process of each computing node is relatively
independent, and communication is achieved through the
coordination of the central server [29]. At the beginning of
the next iteration, the local model uses the parameters
download from the central server as the initial model pa-
rameters and then uses the constrained stochastic gradient
descent method to update the local model. ,is research
retains the gradient descent method to find the minimum
value of the loss function and then uses the clonal selection
principle to constrain and optimize the gradient descent
process.

In addition, after the data are processed by Laplacian
noise that meets privacy requirements, users can directly
perform query operations through the terminal model, while
avoiding the possibility of recovering the original data due to

the increase in the number of queries. In order to prevent
parameter and data disclosure incidents during data pro-
cessing and local training and to further improve the privacy
security of the federated learning framework, we have added
the differential privacy preserving mechanism in the data
preprocessing period.,is study uses themethod of adding a
differential mechanism in the image data processing link,
converts image dataset into numerous data matrices, and
adds noise to the matrix information. Compared with the
method of adding noise to the data label, this method can
minimize the impact on data availability while preserving
data privacy.

3.3. Constrained Clonal Selection Optimization Process.
To a certain extent, deep learning can actually be understood
as an implementation method of optimization problems,
and the neural network model in deep learning is actually
equivalent to a very complex function. ,e optimization
process of the parameters in this function is similar to the
process of finding the optimal solution of the function. In the
process of deep learning model training, the parameter
optimization of neural network is usually transformed into
the minimization of loss function. In our research, we use
heuristic clonal selection strategy to achieve model opti-
mization, and the optimization direction of the process is
constrained by statically processing the dynamic problem.

In the classic stochastic gradient descent process, the
direction of the gradient descent is often multidirectional
fluctuations, and this fluctuation can prevent the gradient
descent process from falling into a local optimum. However,
due to the randomness of this fluctuation, the program-
mability of the model optimization process is reduced, and
the model training performance is greatly unstable. In order
to improve the performance of the trained model and be
inspired by the principle of artificial immunity, we use the
clonal selection algorithm to impose certain constraints on
this random process and use the selection mechanism to
prevent inefficient antibodies from entering the population.
,is method makes the adjustment of the mutation process

Input:
Population size G, excellent antibody scale t, clone factor c, mutation probability� m, the maximum number of iterations� kM

Define:
Population space Q , Q(0) � qi(0)|1≤ i≤ t , affinity function is A

For each round k � 1, 2, . . . do
For each qi

Calculate the value of A, select t excellent antibodies
Calculate c for t antibodies and amplify the population
Antibodies with the top t in the population value constitute set TC

c (Q(k))

Clone population is adjusted as Q′(k)⟵TC
c (Q(k))

Mutation and amplify according to h(Q″(k)⟵Tm
c (Q′(k)/m))

Select t antibodies as next generation population
Q(k + 1)⟵TS

c(Q(k)) � [q1(k + 1), q2(k + 1), . . . , qt(k + 1)]

End if until k> kM, termination calculation
Else k � k + 1, calculated value A(k + 1)

ALGORITHM 2: Clonal selection algorithm (CSA).
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dependent on the fitness of the antibody and promotes the
global optimality of model convergence. In the following
CSGD algorithm (Algorithm 3), the objective function is set
to represent the optimized model, the affinity value A is
inversely proportional to the loss function value, and the
iterative training process can achieve a smaller loss function
value through continuous learning of the data, so as to
achieve a more accurate model performance.

,e CSGD algorithm adopts the feature information
screening strategy in the clonal selection process to accel-
erate the convergence speed of the algorithm and improve
the model training performance. At the same time, it uses
the adaptive adjustment step size mechanism in the clone
and mutation operators to improve the solution accuracy
performance of the algorithm so that the algorithm avoids
falling into the local maximum.

3.4. Aggregation Process of Federated Learning. As men-
tioned above, the optimization process of clonal selection
based on federated learning includes two different processes:
the local model training and the federated parameter ag-
gregation and updating. During the local training process,
we train the model based on the artificial neural network and
use the clonal selection strategy to make the model achieve
global convergence at the node, and then each local node
extracts the parameter update information from the model
after each round of training and upload the information to
the central server. In the process of federated learning ag-
gregation, each local client completes a training session and
immediately uploads the latest parameter selection part, and

the server immediately updates the global model and then
broadcasts throughout the federation.

Compared with distributed deep learning, federated
learning has less control over each node and only collects
local model parameters after each iteration, making the
model parameters of the federated center more globally
representative and accurate. Updating the local models aims
to increase the average contribution of the model to the
central server during each iteration and reduce the uneven
participation of equipment and data in the distributed
computing scenarios.

In the federated learning process (Algorithm 4), the
client uses the local data to train the model, and the central
server collects the model parameters of each client and uses
the related functions to aggregate the parameters and
update the federated model. In the next iteration, the client-
side node model uses its own local data to optimize the
model sent by the central server, and the clonal selection
strategy is adopted to restrict the gradient descent process.
,e client compares the model parameters of the current
iteration of the local model with those of the previous
iteration, calculates the update difference, and uploads it to
the central server. ,e representation function of the
central model parameter is h(x), all clients that meet the
requirements to participate in the training are represented
as RA.

In addition to effectively improving communication
efficiency, federated learning can also coordinate various
clients with unbalanced data to complete tasks together. In
the calculation process at this stage, the central server of
federated learning collects the model parameters after the

Model
optimization 

Gradient descent 

Loss function value
calculation 

Cloning

Mutation

Selection

Gradient
descent

Differential privacy mechanism

Central
server

Local training process

Local raw datasets

Processed datasets

Federated aggregation process

q1(k + 1) q2(k + 1) qi(k + 1) qn(k + 1)

q1(k) q2(k ) qi(k) qn(k)

Q″1(k) Q″2(k) Q″i (k) Q″n(k)

Q′1(k) Q′2(k) Q′i(k) Q′n(k)

Figure 1: ,e framework of the federated learning-based clonal selection optimization system.
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adaptive gradient descent optimization of each client and
imitates the classic federated learning model to continuously
optimize the model.

4. Experiments

In this section, we evaluate our proposed adaptive clonal
selection federated learning model for stabilizing and im-
proving the performance of federated edge learning plat-
forms. ,ese experiments are executed on the computer
Intel Core i5-1135G7 2.40GHz, 16GB of RAMmemory, and
Windows 10 operating system. In addition, the MNIST
handwritten datasets (http://yann.lecun.com/exdb/mnist/)
are used as training data. In order to observe the training
effect of this novel optimized model, this research compare

the CSGD model with the classic gradient descent model.
,is experiment uses the PyTorch deep learning framework,
and CNN neural network is used in the training process of
local nodes. In the simulation experiments, the accuracy and
stability of the systematic optimization model and the classic
model are compared. ,e scheme efficiency of local model
training and federated model training was also compared
through the overall running time. Finally, the balance
performance between privacy security and usability of this
system is evaluated.

4.1. 0e Performance of the Training Process and Accuracy.
To compare the accuracy performance of the federated
clonal selection optimizationmodel and the classic federated

Input:
Objective function Rθ(x) � θ0 + θ1x1 + θ2x2 + · · · + θnxi, loss function F(θ0, θ1) � 

t
i�1 (Rθ(xi) − yi)

2, and affinity value is A

Initial:
Some sample datasets for features D1, D2, . . . , Dk(Dk � (xi, yi)(i � 1, 2, 3, . . . , t)), x is sample features, PM

θ : θ0, θ1, θ2, . . . , θk are
model parameters
For model PM

θ : all θi � 0, stride size α � 1, mutation probability is m, clone probability is c, ending distance� β
Determine the gradient corresponding to θi, the current position, the gradient is (z/zθi)F(θ0, θ1, . . . , θn)

For each iteration
For all random sample data do
Generate the gradient vector g1, g2, . . . , gk and the corresponding value of F during model learning
Calculate A according to F

Reserve the gradient vector group g1, g2, . . . , gn with bigger A

Optimal selection of gradient vector by clonal selection strategy:
Calculate c according to A, population adjust as Q′(k)⟵TC

c (Q(k))

According to m, population adjusted as Q″(k)⟵Tm
c (Q′(k)/m)

Retain to original population size:
Keep t excellent vectors: Q(k + 1) � [q1(k + 1), q2(k + 1), . . . , qt(k + 1)]

Iterative condition judgment
If k> kmax

Output:
Update the population PM

θ based on the selected antibodies

ALGORITHM 3: Clone selective optimized gradient descent (CSGD).

Initial:
Parameters function h(x) � θ0 + θ1x1 + θ2x2 + · · · + θnxi, d is themaximum engagement of each client, the maximum iterations of

node is Imax
Federated central sever do:

For each weight θi of model do
For each iteration i � 1, 2, . . . do

Local optimization process:
Select a fixed number of eligible clients Ri⟵RA

For each clients k ∈ Ri do
Optimize parameters with local data: θk

i+1⟵ (Ck, θi)

θi+1⟵ 
|Ri |

k�1(nk/n)θk
i+1

For client Ck: Client parameter update (Ck, θi) do
Divide the dataset DA into several subdatasets Ds
For local iteration i⟶ [1, Imax] do
Update θ⟵ θ − η∇lr(θ; b(b ∈ Ds))

Return θ to the federated central server

ALGORITHM 4: Federated learning process.

8 Complexity

http://yann.lecun.com/exdb/mnist/


100
M

od
el

 tr
ai

ni
ng

 ac
cu

ra
cy

 (%
)

80

60

40

20

0
300 400 500

Number of iterations
600 700 800

CSGD (trainacc)
SGD (trainacc)

(a)

100

M
od

el
 te

sti
ng

 ac
cu

ra
cy

 (%
)

80

60

40

20

0
300 400 500

Number of iterations
600 700 800

CSGD (testacc)
SGD (testacc)

(b)

Figure 2: Model accuracy performance corresponding to different iteration times.
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Figure 3: Continued.
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learning model, this research conducted experiments under
different model training iterations. It aims to evaluate the
performance of the two algorithms by comparing the model
performance under the same number of iterations training
or communication consumption.,is experiment shows the
performance difference of two algorithms used in federated
learning under different iteration times, and the model
performance was evaluated by training accuracy and testing
accuracy.

According to the results in Figure 2, it can be seen that
the accuracy performance of the model trained by CSGD
algorithm is better than or almost equal to SGD algorithm in
most cases; the performance of the CSGDmodel is also more
stable and the advantages of the CSGD algorithm are more
obvious after more iterations. In addition, this experimental
result suggests that the influence of abnormal nodes exit in
the federated training process of the CSGD model is less
than that of the classical stochastic gradient descent model.

As it can be seen from Figure 3, during different training
iterations, especially in the early training periods, the loss
function value of the model trained by the CSGD algorithm
fluctuates greatly, and these fluctuations also provide a
variety of options for the optimization direction of the
model. With the increase of the number of iterations, the
model trained by the CSGD algorithm corresponds to a
lower loss function value, which means that the more di-
versified the choices of optimization direction, the better
performance of model in the later period of training.

4.2. Convergence Efficiency of the Training Process. In this
experiment, the optimized model and the general CNN local
training model are compared under the same parameters
setting. For example, we compared the efficiency and ac-
curacy of the fedCSGD and cnnSGDmodels under the same
number of training iterations and data processing volume.

It can be seen from the experimental results in Figure 4
that, under the same data scale and number of iterations, the
federated learning model fedCSGD takes significantly less
running time to complete the same number of iterations
than cnnSGD model, which is related to the aggregated
improvement of model performance by federated learning
and the performance optimization of clonal selection. In
addition, the average accuracy performance of the algorithm
used in this study is slightly worse than that of the cnnSGD
algorithm, but because the training time required for the two
algorithms is quite different, the conclusion of this study is
that the fedCSGD algorithm has higher training efficiency.

4.3. Comparison of the Model Stability under Different
Hyperparameters. Considering that the artificial immune
clonal selection algorithm has the advantages of the global
optimality of the convergence results, this experiment aims
to evaluate whether the proposed optimized model has
stronger stability in response to changes in some hyper-
parameters. In this experiment, we use the number of clients
in federated learning as a variable to test the different
performance of the twomodels.,eoretically, the number of
participating clients is related to the quality of the model,
and the performance of training model can reflect the
stability of the federated learning framework during the
asynchronous update process to a certain extent.

It can be seen from the experimental results in
Figure 5(a) that the optimization model proposed in this
study has better accuracy performance under the same
number of clients and may perform better when the number
of clients is small. More importantly, in the experiments
corresponding to different numbers of customers as shown
above, the accuracy of the model proposed in this study is
more stable. In Figure 5(b), the fedCSGD model also shows
robustness in the process of loss function optimization for
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Figure 3: Loss function value corresponding to different iteration times.
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different number of customers.,e optimizedmodel has less
fluctuation and better performance, and the model’s loss
value decreasing process is more stable. ,is reminds us that
the optimized model is compatible with more usage sce-
narios, and at the same time, it is easier to use for operators
with less experience.

4.4. Performance Balance between Privacy and Availability.
In this experiment, we added differential privacy processing
mechanism in the model training process and compared the
performance of the fedSGD model and fedCSGD model

after adding noise during the training process. It can be seen
from the results, under the same privacy budget, that the
model performance of the two algorithms fluctuates greatly
due to the influence of differential privacy noise, but the
fedCSGD algorithm still performs better in terms of con-
vergence efficiency. Moreover, the fedCSGD algorithm is
more stable than SGD when dealing with different privacy
budget parameter settings. ,is may be because the un-
certainty caused by stochastic gradient descent is further
amplified in the process of clonal selection, and as the noise
increases, the difference in the performance of the models
trained by the two algorithms is no longer obvious.

0.200

0.175

0.150

0.125

0.100

0.075

0.050

0.025

0.000

0 50 100 150
Number of iterations

200 250 300

Lo
ss

 v
al

ue
 o

f t
he

 m
od

el

fedCSGD-5
fedCSGD-10
fedCSGD-15

fedSGD-5
fedSGD-10
fedSGD-15

0.12

0.14

0.10

0.08

0.06

0.04

0.02

0.00

0 50 100 150
Number of iterations

200 250 300

Lo
ss

 v
al

ue
 o

f t
he

 m
od

el
(b)

Figure 5: Stability of the model performance under different parameter settings.
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Figure 6: Model performance under the differential privacy mechanism.
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It can be seen from the experimental results in Figure 6
that, under the same privacy budget between 0.7 and 0.85,
the loss value curve performance of the proposed optimized
CSGD model is more stable than that of the SGD model in
responding to changes in the privacy budget. As can be seen
from Figure 6(a), the loss function value of the optimized
model is generally low and the fluctuation is relatively small
under the condition of small privacy budget and large noise
experimental settings. As can be seen from Figure 6(b), when
the privacy budget is larger, the loss function value corre-
sponding to the optimized model fluctuates greatly in the
early period, but finally reaches a smaller loss function value
due to the advantage of the evolutionary direction, which
also indicates that the optimized algorithm has a better
antinoise ability in the face of changes in the privacy budget.
,is also reminds us that the CSGD algorithm can achieve a
better balance between privacy and utilization of data, and at
the same time ensure that the convergence effect of the
model is less affected by noise.

5. Conclusions

,e construction of smart cities aims to use intelligent
technology to associate new virtual information space with
physical resources, dealing with complex issues through
artificial intelligence and deep learning modeling. In this
paper, the modeling process of deep learning was opti-
mized according to the construction requirements of in-
novative smart cities, and the usability of the models
trained by deep learning to deal with complex problems
was improved from the aspects of data processing capacity,
training efficiency, and privacy security. To tackle these
issues in deep learning modeling of big data, this research
introduces the federated learning framework, which aims
to improve the existing distributed deep learning model
from the two aspects of training process optimization and
privacy security improvement. In this research, the clonal
selection principle is used to constrain the classic gradient
descent process, and the federated learning scheme and
differential privacy noise mechanism are used to enhance
the privacy security and achieve the higher data
availability.

In order to improve the level of data openness and social
involvement in the construction of smart cities, this
framework adjusts the large-scale distributed deep learning
scheme, and biological principles are used to optimize the
gradient descent process of each node’s local modeling. It
also realizes the combination of artificial immune clonal
selection principle and gradient descent process. ,e sim-
ulation experiments results show that the fedCSGD system
improves the training performance and efficiency of the
model, has more stability in the different setting of hyper-
parameters, and achieves a degree of balance between pri-
vacy security and data availability. ,e system provides a
method with higher privacy security during processing and
using of the data containing sensitive information, breaks
the dilemma of data islands, and provides a distributed
multiparty computing framework suitable for complex
modeling problems and more maneuverable.

In the future work, we will further improve the con-
vergence efficiency of model training and the availability of
artificial intelligence in processing scenarios and enhance
the interactivity of the overall operation process of the
system. In addition, biological datasets will be used instead
of traditional datasets in related studies to achieve the
availability of themodel in biological big data processing and
privacy preserving.
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