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,is paper proposes themodels of allocating defense and recovery resources for spatially embedded networks, respectively, both of
which consider the length of links as the allocation cost. In the defense model, the amount of defense resources required for each
zone depends on the total length of the links they contain. It is found that dispersed allocation performs better and that parameters
that allow for a uniform distribution of link lengths produce better results. In the recovery model, a shortest link hierarchical
recovery (HSR) strategy is proposed and proved to be more effective. In this strategy, the number of repaired links plays a decisive
role in the recovery results, while the total length of the links does not seem to matter when the number is constant. In addition, a
number of different parameters are adopted to validate the qualitative conclusions. ,ese models might yield insights into
studying and protecting spatial infrastructure systems.

1. Introduction

Networks are ubiquitous in the real world. Since the in-
troduction of small-world [1] and scale-free [2] networks,
complex network theory has evolved tremendously in the
last two decades. Cascading failure, addressing how failures
propagate over the network, is a common phenomenon in
complex systems [3, 4]. In some networks, the failure of a few
components (nodes or links) can trigger cascading failures of
other components, even with catastrophic consequences
[5–8]. For some networks of networks [4, 9, 10] (NON) with
dependencies (e.g., interdependent networks [4, 9]), this
phenomenon is exacerbated by dependency links; i.e., fail-
ures can propagate across networks. As a typical example,
some faulty devices or lines in power grids can lead to the
redistribution of power flow, which may aggravate overloads
on other lines and eventually lead to widespread blackouts.
In smart grids, even information devices can cause large-
scale blackouts (e.g., cyberattacks [11, 12]). Meanwhile,
some countermeasures have been proposed to improve
network invulnerability, such as critical node protection

[13], topology modification [3, 14], link addition [15, 16],
link removal [17], and source-sink node adjustment [18]. In
addition, some methods, such as setting up autonomous
nodes [19] and increasing the similarity of dependent node
pairs [20, 21], have been shown to be effective for inter-
dependent networks [9].

It is shown that a few nodes (or edges) in a network
play a dominant role in cascade failures [22], which can
be assessed by some proposed importance metrics, such
as degree centrality [3, 23], betweenness centrality [8],
and k-shell [22, 24]. Further, some metrics have been
proposed and applied to real-world infrastructures
[25–27]. Once these vital components are protected from
failures, the network becomes more robust. In reality, it is
possible to reinforce some nodes to enable them to
function properly after being attacked, such as
contingency mechanisms and backup facilities [28]. With
limited resources, this strategy can protect a small
fraction of nodes to make the system more resilient [28].
In other words, adding defense (or protection) resources
for components will reduce their probability of being
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successfully attacked, resulting in a probabilistic failure
model. In this model, overloaded components do not fail
immediately, but with a probability [29]. However, in-
frastructure networks are always spatially embedded, and
external threats are often localized, which always cause
aggregated damage to adjacent components limited to a
specific region. In this case, critical zones, rather than
individual components, should be identified and pro-
tected [30, 31]. Here is the question for spatial networks:
what is the reasonable strategy for allocating defense
resources to zones.

On the other hand, some damaged components will
recover spontaneously after an inactive period of time,
which is common in many real-world phenomena [32, 33],
such as brain seizures, sudden market crashes, and traffic
congestion. For example, traffic congestion in transportation
networks is usually temporary resulting from a high traffic
load, and the network may recover over time; a river in water
networks dries up during the dry season and recovers in the
wet season. Majdandzic et al. [32] proposed a state transition
model to study systems in which nodes fail and recover
spontaneously. Since then, dynamic failure-recovery models
similar to epidemic models have been extensively studied in
single isolated and even interacting networks [34–36].
Similarly, after cascading failures, a network will be frag-
mented into some subnetworks, and some failed compo-
nents may recover spontaneously with a certain probability
[37]. However, some artificial infrastructures are subject to
physical attacks, such as wars and natural disasters, in which
the damaged components do not recover spontaneously and
require deliberate repairs. For instance, some infrastructures
damaged by earthquakes, such as transportation and power
networks, require manual repairs to regain functions. Such
strategies can be classified into in-process [38, 39] and post-
process repairs [40–44], which can be applied to both isolated
[39, 40, 42, 43] and interdependent networks [38, 41]. It
is worth noting that some of the repaired nodes are at risk of
secondary failures due to severe load redistribution in some
dynamic failure models [39, 40, 43, 44] or disconnection
from the functional subnetwork in percolation models [41].
In summary, it is an optimal strategy to repair the damaged
nodes that are directly connected to the functional sub-
network or that will not fail again. In particular, for inter-
dependent networks, the state of dependent node pairs
should be considered simultaneously. In addition, there is
another type of strategy for repairing nonoriginal compo-
nents; for example, Stippinger and Kertészb [45] proposed a
healing model for interdependent networks by establishing
new connectivity links between the neighbors of a failed
node. It can be found that most of the studies focus on node
recovery, where all links of a node work well when the node
is repaired. However, for some spatially embedded infra-
structures, the length of a link is equivalent to its con-
struction cost; that is, high construction costs are required to
establish long-range connections. Quattrociocchi et al. [46]
proposed a link self-healing strategy that exploits redundant
links to recover the connectivity of the system and compared
the effects with different topologies. Although some recovery
research has been conducted in spatial networks [38, 42]

(e.g., lattice networks) and link recovery has been studied in
[42, 46], few studies have considered link length constraints.

,is paper proposes two frameworks for studying de-
fense and repair strategies considering link length con-
straints in geography-based spatial networks. ,e main
contributions are as follows. i) Based on key zone identi-
fication, a regional defense resource allocation strategy
considering the total length of the contained links is pro-
posed, and the effects of different parameters are analyzed.
Finally, the most critical factor affecting the effect of defense
resource allocation is obtained. ii) After localized failures,
some link repair strategies considering the length cost of the
repaired links are proposed and compared, and the best
strategy is obtained. Also, some parameters are discussed.
,is paper provides insights into the allocation of defense
and recovery resources considering link length in spatial
networks, which can be generalized to other spatial network
studies.

,e rest of paper is organized as follows. In Section 2, the
geography-based spatial network evolution model is intro-
duced. In Sections 3 and 4, the allocation strategies for
defense and recovery resources in spatial networks are in-
vestigated, respectively. Conclusions are made in Section 5.

2. Geography-Based Spatial Network Model

A network can be modeled as a mathematical graph R �

R(N,E) in which N � N1, N2, . . . , Nn  is the set of nodes
and E � E1, E2, . . . , Em  is the set of links. In the evolution
of the traditional Barabási-Albert (BA) scale-free network
[2], no spatial information of components is involved. In
general, infrastructures not only are spatially embedded but
also have a large number of short-range connections under
the constraint of construction cost. ,us, some models have
been proposed, such as the Waxman model [47], lattice
model [48, 49], geographical network model [50–53], and
power grid model [54]. To synthesize the preferential at-
tachment of BA networks and short-range connections of
spatial infrastructures, a geography-based spatial network
model proposed in [51] is adopted.

In this model, the network starts with n0 nodes that are
assigned random coordinates. At each time step, a new node
i is added with a random location and connected to m0
existing nodes according to their degree and Euclidean
distance from i [50].

σij � k
α
j

(t)

d
β
ij

, (1)

where j represents an existing node, kj(t) is the degree of j at
time t, dij is the Euclidean distance between nodes i and j,
and α and β are adjustable parameters. During the evolution,
m0 links for each new node are added one by one, and the
evolution ends until the network reaches size n. Note that the
functions of k and d can be of any desired form [52], even if
the numerator [53] or denominator [2] is a constant.

As shown in Figure 1, the network is connected sparsely
and locally with only a few nodes having more than two links
(k> 2). Based on this spatial model, some studies [55, 56] on
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modeling infrastructures have been carried out. For a
constant α, in the case of small β, more long-range links will
be established while neighboring nodes are most likely to be
connected with the increase in β; i.e., extreme spatial net-
works will be generated with large β.

Moreover, a load-based cascading failure model is
adopted to simulate the dynamic failure process of infra-
structures, which is called the Motter–Lai capacity model
[8]. In the model, the load Li of a node i is defined as its
betweenness centrality [8].

Li � 
(w,v)

σwv(i)

σwv

, (2)

where σwv(i) is the number of geodesics between nodes w

and v that pass node i, and σwv is the total number of
geodesics between nodes w and v.

Typically, a node can only handle a limited amount of
loads. Once its load exceeds the capacity, the node fails.
,us, according to the Motter–Lai capacity model [8], the
capacityCi of node i is defined to be proportional to its initial
load,

Ci � (1 + e)Li0, (3)

where Li0 is the initial load of node i when the network is
intact, and e≥ 0 is a tolerance parameter that adjusts the
capacity. Initially, a few components are attacked, and
the loads of the remaining nodes vary as the topology
changes. To be functional, a node i shall a) handle the
load on it (Li ≤Ci) and b) belong to the largest con-
nected subgraph. ,e nodes that do not meet the criteria
are defined as failed nodes, and all their links will be

disconnected. ,e process will continue recursively
until no further failed nodes occur, and the network
invulnerability is evaluated by the number of remaining
nodes G.

3. Defense Resource Allocation

For spatial infrastructures, external attacks usually result in
localized failures, and thus critical parts should be zones
rather than components. Based on the key zone identifi-
cation, the allocation model of defense resources for spatial
networks is proposed, and some parameters are studied. It is
assumed that the total resources to be allocated are D, and
they are divided into K parts. ,e embedded space is
uniformly divided into tz × tz zones, denoted as
Z � z1, z2, . . . , ztz×tz

 . To completely cover the whole space,
all zones are regular, and each zone has the same area. When
a zone zi is attacked, all links within zi will be disconnected.
In this case, the invulnerability can be calculated as

Gzi
� 

1

0
Gzi

(e)de, (4)

where e is the network capacity parameter in (3), and Gzi
is

the invulnerability of zi when it is attacked from e � 0 to 1.
We assume that the added defense resources reduce the
probability of successful attacks. Note that, in the simula-
tions in this section, each zone is attacked in turn, and we use
the sum of the invulnerability Gzi

obtained by attacking each
zone i as the indicator to evaluate the invulnerability of the
whole network. Before allocating defense resources, the
initial network invulnerability is defined as

Gdo � 

tz×tz

i�1
Gzi

. (5)

It is assumed that the probability of a successful attack on
zi is κi � 1/1 + τi, where τi is the resource added for zi. When
no defense resources are added to zi (τi � 0), this zone is
guaranteed to be attacked successfully κi � 1; for example, an
’enemy’ can easily attack a zone without any security de-
fenses. After allocating some resources for zi (τi > 0), the
probability of zi being attacked successfully is reduced κi < 1.
On this occasion, the enemy cannot easily destroy zi.

In general, the more the resources are applied, the less
likely this zone is to be attacked successfully. After adding τi

resources for zone zi, the expected invulnerability Gzi
′ of

attacking zi can be calculated as

1 − Gzi
′ �

1
1 + τi

1 − Gzi
 . (6)

Note that defense resources can be any measure that
reduces the failure probability of zones. For example, in
power systems, the strategies of defenders (e.g., power grid
companies and other security agencies) could be regional
security enhancements, power facility inspection enhance-
ments, and power facility upgrades. However, this paper
does not focus on the implementation of specific measures
but only examines the allocation of defense resources at the
system level.

Figure 1: A spatial network generated by the geography-based
model is embedded into a unit plane where n � 50, α � 1, β � 5, and
m0 � 1. Each node has unique two-dimensional coordinates
(x, y) ∈ [0, 1]. High-degree nodes are marked in dark red, while
dark red links characterize the high-degree nodes they connect.
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Previous work on component protection only consid-
ered number as the cost, and no spatial information is in-
volved. In fact, the cost of defense is different for links with
different lengths (e.g., roads or power lines); that is, the
longer the length, the higher the cost. Similarly, for localized
failures, the defense resources added for zi should be related
to the total length of the links contained in zi, denoted as rzi

.

rzi
�

D

K
× min K,

dzi

min dzi
 

√√√√√√
pzi

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

q

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
, (7)

where dzi
is the total length of the links contained in zi, pzi

is
the share of resources required to defend zi, and q ∈ N+ is a
tunable parameter that controls the amount of resources
allocated for zi. pzi

is related not only to dzi
, but also to the

smallest d∗z � min(dzi
) of all zones. In the case of q � 0, the

same amount of resources is added for each zone, while for
q> 0, zones containing longer links require more resources.

We assume that defense resources are always added to
the most vulnerable zone dynamically (minimum G allo-
cation strategy, denoted asMGA), and the allocation process
is as follows. (a) Initialize the total amount of resources Da �

D for the current step. (b) Calculate Gzi
for each zone zi and

obtain the most vulnerable zone zξ (∀i≠ ξ, Gzξ
≤Gzi

). (c)
Add rzξ

resources for zξ , and the remaining resources are
updated to Da � Da − rzξ

. (d) Go to step (b) if Da > 0;
otherwise, go to step (e). (e) All resources are allocated, and
the process ends. Finally, the growth rate ΔGd of invul-
nerability after allocating defense resources is adopted to
evaluate the allocation effect.

ΔGd �
Gdr − Gdo( 

Gdo
, (8)

where Gdr is the network invulnerability after adding defense
resources according to (5). In the following simulations, the
basic parameters are set to m � 2, n � 200, α � 1, β � 3, tz �

5 and q � 1 to investigate the effect of different parameters
on ΔGd. Each curve is averaged by 10 random spatial
networks. In addition to the minimum allocation, a random
allocation (RA) strategy and a minimum length allocation
(MLA) strategy are also analyzed (Figure 2). Among them,
MLA refers to allocating resources sequentially for zones
with small pz, while RA refers to random allocation.

As shown in Figure 2, MGA has the best effect, followed
by RA, and MLA is the worst mode. In general, zones with
small dz have fewer components, which will lead to small-
scale failures with a higher probability. ,erefore, in MLA,
adding resources to zones with small dz implies adding
resources to zones with large Gz, which cannot achieve a
significant improvement in network invulnerability. In RA,
defense resources are added for one random zone zi

(i ∈ 1, 2, . . . , tz × tz ) at each time step. Due to the inverse
proportional function (6), adding more resources for zones
with moderate or high invulnerability does not significantly
improve the performance. In contrast, it is effective to add
resources to vulnerable zones. As a general conclusion,

increasing the total amount of resources can significantly
improve the network performance, which also implies
higher defense costs.,erefore, it is necessary to find a better
allocation method for a given D; for example, how many
parts to divide the resources into? (Figure 3).

With a small D (e.g., D � 1), ΔGd hardly changes with
the increase in K, indicating that it is useless to change the
allocation method for fewer resources. However, for a large
D, ΔGd increases as K increases. In the case of D � 5, the
growth rate of ΔGd is seen to slow down gradually, and ΔGd

reaches a stable value when K is large enough. ,is indicates
that, for a constant D, there exists an appropriate K (denoted
as Ka) that can bring ΔGd to a satisfactory level, while the
effect of continuing to increase K is not significant. How-
ever, with the increase in D, the slope of these fitting curves
gradually increases, which means that a large D corresponds
to a large Ka. It can be concluded that the dispersed allo-
cation method performs better and that the more the re-
sources that are available, the greater the dispersion
required.

In (7), q controls the amount of resources required for
each zone with different link lengths. If q � 0, all zones
require the same amount of resources, regardless of the
length of the links they contain. In the case of q> 0, the
resources required for each zone are positively correlated
with the total length of the links involved.,e larger q is, the
more the resources are required for zones with longer links.
As can be seen from Figure 4, in the case of q � 0, ΔGd

rapidly reaches a stationary value as K increases, while the
curve of ΔGd gradually moves down with the increase in q,
and no stable trend can be observed. For a certain zone, the
larger q is, the more the resources it requires, which leads to
a poor effect of concentrated resource allocation to a few
zones. In other words, a large q produces similar effects as a
small K. In addition to the allocation parameter, the effect of

0

0.05

0.1

0.15

0.2

∆G
d

10 15 20 25 305
K

RA
MGA
MLA

Figure 2: Invulnerability improvement rate ΔGd as a function of
the allocation method K for three allocation strategies MGA, RA,
and MLA, where the total resources are D � 13.
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the network evolution parameter β on the results is also
analyzed (Figure 5).

In the spatial network model, α and β together govern
the total length of links. When α is fixed, a large β generates
more short-range links and shortens the total length of the
links contained in each zone. As a result, the pz of each zone
is reduced. In this case, fewer defense resources are required,
and the same amount of resources can be allocated to more
zones, producing the same effect as with large K. In par-
ticular, it can be seen that the growth rate of the curve at
β � 10 slows down as K increases, and ΔGd eventually

reaches a stable value when K is large enough (K ≈ 27). ,is
indicates that the network with large β � 10 is already an
extreme spatial network, which contains enough short-range
links. ,erefore, when K is large, resources can be evenly
allocated to enough zones to produce better results. It seems
to be possible to conclude that better results can be obtained
when the zones contain shorter links. In addition, another
parameter, the number (or size) of zones tz, can also change
the length of the links contained in each zone, and thus the
effect of tz is investigated (Figure 6).

It can be seen that the curve of ΔGd as a function of K

shifts downward as tz increases, indicating that fewer par-
titions can improve the allocation effect at each K. In the case
of tz � 4, the number of zones tz × tz to be defended de-
creases. Although each zone contains longer links than those
contained in large tz, they have similar dz, so each pz be-
comes smaller. On this occasion, similar to the effect of β,
resources can be evenly allocated to more zones.

For a network of size n, the node density ψ can be
calculated as ψ � n/tz × tz. In addition to tz, another pa-
rameter n can also adjust the node density (or the total length
of the links) in each zone. In the above simulations, only
small-scale networks with n � 200 are adopted. To verify our
results for different node densities for a given tz � 5, the
effect of network size is investigated (Figure 7).

For the same K, the value of ΔGd increases as n increases,
and the curves of large n (e.g., n � 500 and 1000) gradually
converge. Similar to the effect of β, n can also change the length
of the links contained in each zone; i.e., large n increases the
node density, making the links contained in zones longer.
However, the distribution of links becomes uniform; i.e., each
zone has a similar dz, making pz smaller. Although different
network sizes produce different ΔGd, they all have similar
trends, which do not affect the qualitative analysis.

According to the analysis of Figures 4–7, we infer that
the uniformity of link distribution controls the effect of
defense resource allocation in this model, not just the length
of links within a zone. To represent the uniformity of the
links contained in each zone, the standard deviation σ of pz

is adopted.

σ �

����������������������

1
tz × tz − 1



tz×tz

j�1
pzj

− pz 
2




, (9)

where pz is the average of pz of all zones.
A small σ refers to a uniform link distribution, indicating

that the total length of the links in each zone approximates
the minimum value of dz. Combined with the results in
Figures 4–7, it can be seen from Figure 8 that the effect of
resource allocation ΔGd gradually becomes better as σ de-
creases, which proves our inference.

In summary, this section presents a framework for al-
locating defense resources in spatial networks, where the
length of the links contained in each zone is considered as
the cost. ,rough the simulations with different parameters,
it can be concluded that the dispersed allocation method and
the parameters that make the link lengths uniformly dis-
tributed yield better results.

10 15 20 25 305
K
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q = 0
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q = 2

Figure 4: Invulnerability improvement rate ΔGd as a function of
the allocation method K with different control parameters q in the
defense resource allocation, where the total resources are D � 13.
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Figure 3: Invulnerability improvement rate ΔGd as a function of
the allocation method K with different amounts of defense re-
sources D. ,e fitting curve for each D is plotted, which can be
written as ΔGd � aebK + cedK. ,e inset shows the growth slope
dΔ Gd/dK of the different fitting curves.
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4. Recovery Resource Allocation

Generally, damaged components of a network after
cascading failures require urgent repairs, such as infra-
structure rebuilding or restoration after floods, earth-
quakes, and other natural disasters. In previous work on
network recovery, studies have always focused on finding
a better node repair strategy without considering the cost.
,ey assumed that once a node was repaired, all its links
would work. However, each node has a different number
of links, and these links may have different lengths. For
some artificial infrastructures, the repair of connectivity
links requires a certain cost depending on their length,
such as roads in transportation networks and tracks in

railway networks. ,erefore, it is necessary to develop a
link repair model for spatial networks, which takes into
account the link length constraint.

In this section, a circular failure zone of radius ζ is
adopted to simulate external attacks. ,e failure process and
invulnerability indicator are the same as those in Section 3.
After cascading failures, a network is fragmented, and the
recovery process should start from the remaining part
(called the active subnetwork). After applying a repair
strategy, the new network will be reexamined according to
the failure rules described in Section 2 to find the secondary
cascading failures. When the network reaches a stable state,
the new invulnerability Grr is calculated, and the im-
provement rate ΔGr similar to (8) is used to evaluate the
effect of the recovery strategy. To maximize ΔGr, the links
closest to the active part should be restored first; then, the
newly obtained network is served as the new active sub-
network and the closest links are found, and so on, until the
repair length is satisfied.,erefore, inspired by the definition
of k-core in the network, a hierarchical recovery strategy
(HR) is proposed. For comparison, a random recovery
strategy (RR) is also analyzed.

In the HR strategy, the initial subnetwork is called the
first layer (1-layer), and the nodes directly connected to the
k-layer nodes belong to (k + 1)-layer until all nodes are
layered. Similarly, the links lk+1 connecting k-layer and
(k + 1)-layer nodes are defined as candidate repaired links in
(k + 1)-layer (Figure 9 shows the hierarchical structure of a
simple network). In this typical hierarchical strategy, links
should be repaired layer by layer.

lk+1 � lninj
| ni ∈Rk ∧ nj ∈Rk+1 \Rk , (10)

where lninj
is the link connecting nodes ni and nj, and Rk

represents the active subnetwork in k-layer.
As shown in Figure 9(a), some nodes have multiple

candidate recovery links; for example, node 5 has two links
l15 and l45. If only one of the two links is repaired, the node
remains connected toR1, which also reduces the repair cost.
However, the reduction of the recovery links may lead to a
change in the load of some nodes, resulting in new cascading
failures. In this case, two special modes of the HR strategy
are proposed, which repair only one link of the node
connected to the active subnetwork, including the shortest
link recoverymode (HSR) (Figure 9(b)) and the random link
recovery mode (HRR).

lsk+1 �

lninj
|lninj
∈ lk+1∧ni

� argminni
dninj

 

⎧⎪⎪⎨

⎪⎪⎩

⎫⎪⎪⎬

⎪⎪⎭
, (11)

where lsk+1 is the candidate repaired link in (k + 1)-layer for
theHSRmode, and dninj

is the distance between nodes ni and
nj.

In spatial networks, the total length of the repaired links
δ is considered as the cost of the repair strategy. During the
recovery process, δ needs to be preset, and the links
should be repaired layer by layer from 2-layer. However, the
total length cannot be controlled exactly as δ, so a
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Figure 5: Invulnerability improvement rate ΔGd as a function of
the allocation method K with different evolution parameters β in
the defense resource allocation, where the total resources are
D � 13.

10 15 20 25 3050
K

0

0.2

0.4

0.6

0.8

1

∆G
d

tz = 2
tz = 4

tz = 5
tz = 8
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tolerable error μ is introduced; i.e., the actual total length
δa ∈ [δ − δ × μ, δ + δ × μ]. Taking layer k as an example, the
search process of its repaired links U is as follows. (i) Define
the step flag i, the set U of length H � h1, h2, . . . , hl , the
total length δa � 

l
i�1 H at the current step, and initialize

i � 1, δa � 0, and U � ∅. (ii) At step i, randomly select a
disconnected link Ui ∈ lk of length hi(hi ≤ δ), and record Ui

into U. (iii) Discard Ui and go to step (ii) if δa > δ, or go to
step (iv) if δa < δ; otherwise, go to step (v). (iv) Ui is valid and
update i � i + 1; then go to step (ii). (v) All repaired links are
found and the search process ends. Note that if all the links
within k-layer are selected, or if no link of suitable length can
be found, the next layer (k + 1)-layer will be searched. ,is
process continues until either δ is satisfied or all damaged
links are selected. ,e flowchart corresponding to the re-
covery strategy is shown in Figure 10.

All simulations are averaged over 15 networks with 30
random attacks per network and 40 recoveries per attack.

Some basic parameters are set to ζ � 0.3, m � 2, n � 200,
e � 0.1, α � 1, β � 3, and μ � 0.05. First of all, the four re-
covery strategies and modes RR, HR, HSR, and HRR
mentioned above are analyzed (Figure 11).

Compared with the RR strategy, HR can significantly
improve ΔGr. In the RR strategy, links are repaired ran-
domly, so some of the repaired links may be disconnected
again due to disconnection from the active subnetwork,
which leads to some useless recovery. However, this phe-
nomenon can be avoided in the HR strategy because the
repaired links always belong to the functional part. In the
improved two HR modes, HRR repairs only one connec-
tivity link for each node, and more components will recover
at a constant cost. As can be seen from the results, no new
large-scale failures occur in the repaired network. In addi-
tion, another more efficient mode HSR repairs the shortest
link, further improving the utilization of limited recovery
resources.
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Figure 7: Invulnerability improvement rate ΔGd as a function of the allocation method K with different network sizes n in the defense
resource allocation, where the total resources are D � 13. All networks are embedded in the unit plane, i.e., node coordinates (x, y) ∈ [0, 1].

0.5

1

1.5

2

σ

0

1

2

3

4

5

0.5

1

1.5

2

4 6 82
tz

5 100
β

500 10000
n

Figure 8: ,e standard deviation σ of pz in all zones under different network parameters β (evolution parameter), tz (division parameter),
and n (network size), where the total resources are D � 13 and are divided into K � 15 parts.

Complexity 7



For a specific δ, different types of solutions are obtained,
which contain different numbers of links nδ. On this oc-
casion, a large nδ implies more and shorter links, and the
impact of nδ is studied with two modes HSR and HR
(Figure 12).

In both modes, for a constant δ, ΔGr increases as nδ
increases. In HSR, the same nδ produces the same results
even for different δ. In particular, the piecewise and overall
curves show a regular linear relationship between ΔGr and

nδ, as shown in Figure 12(a), and the fitting function can be
written as

ΔGr � a × nδ, (12)

where a is the slope of the fitting curve, which is a constant
associated with the network. Some simulations show that
different networks have different slopes, but the curves
are linear for all networks. Similarly, the same conclusion
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Figure 9: Illustrations of hierarchical recovery strategies with a simple network. ,e gray nodes refer to the functional nodes before
recovery, belonging to 1-layer; the purple nodes connected to the 1-layer nodes belong to 2-layer; and the blue nodes connected to the 2-layer
nodes belong to 3-layer. ,e gray, purple, and blue links belong to different layers, while the red ones are unrepaired links. (a) HRmode. (b)
HSR mode.
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Figure 10: Flowchart of the HR recovery strategy.
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is obtained based on simulations of the HRR mode.
However, the difference is that, in HR, a larger δ pro-
duces better results for a constant nδ, and the gap
gradually increases with the increase in δ. In both HRR
and HSR, each repaired node has only one connectivity
link, so the repaired topology is always the same for the
same nδ, which results in the same secondary failure
process. However, in HR, multiple links may be repaired
for the same node, resulting in different topologies and
failure processes. In summary, on the one hand,
repairing more links produces better results when the

total amount of resources δ is constant; on the other hand,
when the number of links nδ is constant, δ does not affect
the effect of HSR but slightly affects HR, where large δ
performs better.

Similar to the analysis in Section 4, the recovery results
for different spatial network parameters, including the
evolution parameter β (Figure 13) and network size n

(Figure 13), are also investigated. All cases are carried out
based on the HSR mode.

In Figure 13, similar to the results in Figure 5, the curve
of ΔGr gradually shifts upward as β increases, indicating that
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Figure 11: Invulnerability improvement rateΔGr as a function of the recovery length δ for four recovery strategies andmodes RR, HR, HSR,
and HRR.
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Figure 12: Invulnerability improvement rate ΔGr as a function of the solution type nδ with different recovery lengths δ for two recovery
modes HR and HSR. A total of 500 solutions are searched for each δ. (a) shows the HSR mode, where all data points are fitted by the linear
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the extreme spatial networks have a better recovery effect.
In the spatial networks with large β, short links account
for a large proportion and the total length of the con-
nectivity links becomes shorter. In this case, more links
will be repaired and more nodes will work properly again
with the same total recovery resources, producing better
results.

Contrary to the results of the defense resource allocation
in Figure 7, in the recovery resource allocation (Figure 14),
the curve of ΔGr shifts downward with the increase in
network size n, indicating that small-scale networks have
better recovery results. With other network parameters
fixed, although each link becomes shorter in large-scale
networks, they have more links and the proportion of failed
components becomes larger after a localized attack.
,erefore, more connectivity links need to be repaired, and
large-scale networks will recover less effectively than
small-scale ones with the same amount of recovery re-
sources. Similarly, it can be concluded that although ΔGr

varies with different parameters, they have similar trends,
indicating that the qualitative results are not affected by
the network parameters. Note that as the network capacity
parameter e increases, the failure size of the system de-
creases. In this case, the three hierarchical recovery
strategies will have similar improvement effects for large e.

In summary, this section presents a framework for
allocating recovery resources in spatial networks, where
the total length of the repaired links is constrained.
Comparing the four recovery strategies, the HSR mode is
the most effective, and the more the links are repaired, the
better the results are. In addition, the effects of some
parameters on the results are analyzed.

5. Conclusion

In spatial networks, spatial information needs to be con-
sidered in the study of various issues. In this paper, two
models of allocating defense and recovery resources for
spatial networks are proposed, both of which consider the
link length. On the one hand, in the defense resource al-
location model, the embedded space is divided into different
zones, and resources are applied according to the total length
of the links contained in each zone to reduce the failure
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Figure 13: Invulnerability improvement rate ΔGr as a function of the recovery length δ with different evolution parameters β for the HSR
recovery mode.
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probability. ,e simulations reveal that the dispersed allo-
cation performs better. In addition, some network and al-
location parameters are analyzed, and the qualitative results
are not affected. On the other hand, in the model of recovery
resource allocation, the shortest link hierarchical recovery
strategy is shown to be the most effective than the other
strategies when the total amount of resources is constant. It
is also found that the number of repaired links is a critical
factor in the results; i.e., the more the links repaired, the
better. In addition, the results for different network pa-
rameters are discussed.

In fact, most infrastructures are spatially embedded and
partitioned. In China, for example, the entire power grid is
divided into multiple geographic regions, including East
China, Central China, North China, Northwest China,
Northeast China, South China, and Tibet, most of which
cover multiple provinces. Similarly, a provincial grid, for
example, is geographically divided into multiple cities. In
these networks or subnetworks, links are usually short-
range, as long-range connections imply greater construction
costs. In general, natural disasters usually result in damage to
one or more regional (or municipal) grids. Similarly, similar
regional structures and external threats exist for power
communication systems or other fiber optic communication
systems. In particular, the shortest path-based load model
(the Motter–Lai model) used in this paper is a common
model to characterize flow-based systems, most typically
communication systems and transportation systems. On the
one hand, the zone-based resource allocation strategy can
improve the invulnerability of the whole system before
disasters. On the other hand, after regional disasters, the
shortest link recovery strategy can quickly achieve the con-
nectivity of the whole system under certain time and cost
constraints, especially the connectivity of the control center
to other nodes, such as the repair of power transmission lines
and communication lines. ,erefore, based on the conclu-
sions obtained in this paper, guidance can be provided for
the protection and recovery of spatial infrastructure systems.

In summary, this paper provides a framework for
allocating resources for spatial networks. However, the
two models presented are simple frameworks that il-
lustrate how the cost of link length constrains the effect of
the allocation methods, and some constraints are still not
considered. For example, in the study of defense resource
allocation, the zones are divided regularly, and the in-
vulnerability indicator after defense does not consider the
randomness of attacks. In future work, the game between
attackers and defenders in resource allocation will also be
studied.
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