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With the great risk exposed in IT outsourcing, how to assess IT outsourcing risk becomes a critical issue. However, most of
approaches to date need to further adapt to the particular complexity of IT outsourcing risk for either falling short in subjective bias,
inaccuracy, or efficiency. This paper proposes a dynamic algorithm of risk assessment. It initially forwards extended three layers
(risk factors, risks, and risk consequences) of transferring mechanism based on transaction cost theory (TCT) as the framework
of risk analysis, which bridges the interconnection of components in three layers with preset transferring probability and impact.
Then, it establishes an equation group between risk factors and risk consequences, which assures the “attribution” more precisely
to track the specific sources that lead to certain loss. Namely, in each phase of the outsourcing lifecycle, both the likelihood and
the loss of each risk factor and those of each risk are acquired through solving equation group with real data of risk consequences
collected. In this “reverse” way, risk assessment becomes a responsive and interactive process with real data instead of subjective
estimation, which improves the accuracy and alleviates bias in risk assessment. The numerical case proves the effectiveness of the
algorithm compared with the approach forwarded by other references.

1. Introduction

With IT outsourcing more and more popular as firms’
strategy choice, it has been a common sense that it will
lead to outsourcing failure and unexpected hazard or even
tremendous loss unless the involved risks are under effective
management. Consequently, IT outsourcing risk manage-
ment is becoming a promising field for both scholars and
enterprises.

As the initial phase of risk management, risk assessment
is critical for the effectiveness of risk management and is
an important contributor to the success of an ITO venture,
since an unreasonable risk assessment will undoubtedly lead
to excessive bias and uncontrollable hazard in subsequent
operations such as risk priority and monitor. Meanwhile,
it is indeed necessary to develop a unified risk framework
containing perceived risks in relation to ITO practice that
affect the manageability of these risks.

Moreover, during the whole IT outsourcing process, risk
involves a lot of uncertain, stochastic, dynamic information

due to the characteristics of market environment, technology
innovation, client requirement, and so on. A reasonable and
common choice is, at the end of each phase of the project,
the project team will reassess the risk situation with other
experts. However, most of project teams do not have enough
time to execute the complete process of risk identification and
assessment.Therefore, it is critical and urgent for them to find
a simpler, faster, and more effective approach, which could
help them assess the main risks involved in the outsourcing
process.

2. Literature Review

Compared with the variety of approaches like intelligence
technologies [1–3] in IT relative field [4–8], the approaches
forwarded are still limited for IT outsourcing risk assessment
to date. These studies include a knowledge-based risk assess-
ment framework for evaluating web-enabled application
outsourcing projects [9], a framework for risk assessment
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of offshore IT outsourcing [10], risk assessment algorithm
based on failure mode and effect analysis (FMEA) [11],
or extended DEMATEL method [12]. It is proposed that
individual knowledge, experience, and intuitive judgment
provide better assessment of risk than probabilistic approach,
with fuzzy set theory for risk assessment for capturing the
individual intuitive assessment [13]. A hierarchical ITO risk
structure representation is also explored to develop a formal
model for qualitative risk assessment [14]. The authors also
provide an improved decisionmakingmethod using fuzzy set
theory and “Incentre of centroids method” with attempt for
converting linguistic data into numeric risk ratings.

Transaction cost theory (TCT) is widely utilized in
ITO field for its convenience to establish a framework for
analyzing risks between stakeholders. For example, the role
of service level agreements in relational management of IT
outsourcing is examined [15]. Besides the framework, the risk
exposure in ITO is assessed based on TCT [16]. Another
paper has assessed ITO models in terms of faithfulness and
concluded that the models hardly capture all the essential
elements of TCT [17].

Actually, most approaches follow the classical risk expo-
sure (RE) and its extension, where RE is the multiplication
of the likelihood and loss of estimated hazard [18]. The
approaches provide effective analysis and applicable tool
for risk assessment; nevertheless, it should be considered
as a limitation of their study in multifold aspects: either
in subjective bias caused by the dependency on assessor’s
experience and judgment or in inaccuracy from unclear
insight into the interrelationship and mechanism of risks, as
well as the incapability to deal with dynamic assessment.

In order to alleviate problems mentioned above, this
paper proposes a new assessment algorithm. Based on the
work [19, 20], it initially forwards an extended framework for
risk analysis, which takes into consideration both the risk of
IT capability decline and the risk consequence of IT business
value reduction, and establishes three layers of transferring
mechanism which is consisted of three risk factors, five risks,
and three risk consequences. Based on preset transferring
probability and impact among components in three layers,
it then represents the relationship between risk factors and
risk consequences in an equation group and discusses various
cases of equation group and how to adjust preset values in
order to find a unique solution. As long as the real data of
three risk consequences is collected in each phase throughout
the life cycle, the likelihood and the loss of each risk factor
and that of each risk will be obtained. In this way, risk
assessment is no longermerely relying on assessors’ subjective
estimation. Instead, it becomes a responsive and interactive
process with real data, which improves the accuracy and
alleviates bias of risk assessment. Additionally, it enables the
managing team to prioritize and control risk more efficiently
and effectively, which will improve the performance of the
whole IT outsourcing risk management process.

The paper is organized as below: Section 3 will illustrate
the framework briefly, Section 4 will explain the algorithm
in detail, Section 5 will give a complete numerical case and
discussion, and Section 6 will summarize the work in this
paper and instruct future study perspective.

3. The Risk Mechanism

Based on agency theory and transaction cost theory, Bahli
and Rivard [19, 20] suggest a mechanism of three layers,
which is demonstrated as followed. The first layer is three
major risk factors for IT outsourcing: “transaction,” including
five factors such as asset specificity; “client” and “supplier,”
both including expertise with the IT operation and expertise
with outsourcing. The second layer is four main risks or
scenarios that can be associated with outsourcing: “lock-in,”
“costly contractual amendments,” and “unexpected transition
and management costs,” as well as “disputes and litigation.”
The third layer is risk consequence: “cost escalation” and
“service debasement.” The mechanism corresponds to those
identified in the literature on the IT outsourcing risk and
provides a deep insight into IT outsourcing risk. However,
there are some other factors worthy of consideration too.

As for risk, IT capability diminishing is the one that
needs to be seriously treated due to its role in sustaining
client’s performance and competitive advantage. Firms that
are successful in creating superior IT capability in turn enjoy
superior financial performance by bolstering firm revenues
and/or decreasing firm costs. Firms that incur the costs of IT
without developing an IT capability will be at a comparative
disadvantage [21]. It is also investigated how to establish
a conceptual framework on the quality-distinction (QD)
model of IT capabilities with CMMi processes [22].

A firm’s IT capability is defined as its ability to mobilize
and deploy IT-based resources in combination or copresent
with other resources and capabilities. Key IT-based resources
are classified in the following order: the tangible resource
comprising the physical IT infrastructure components, the
human IT resources comprising the technical andmanagerial
IT skills, and the intangible IT-enabled resources such as
knowledge assets, customer orientation, and synergy [21].
Among IT capability exposed to risk, the ability of control,
organization learning, creation, and competing should be
concerned particularly. Among the eleven risks discussed by
[22], incapability to establish andmaintain necessary internal
ability and skills as well as the difficulty to construct and
respond to fast changing business or technology environment
[23, 24], could all be categorized to IT capability diminishing
risk.

As for risk consequence, IT business value is the one
necessary to pay serious attention to. IS researchers have
also begun to employ the resource perspective to expand
and deepen our understanding of IT business value [25].
Melville et al. derive an integrative model of IT business
value that comprises three domains [25]: (1) focal firm; (2)
competitive environment; and (3)macroenvironment. Tallon
finds a positive link between alignment and perceived IT
business value in each of five primary processes in the value
chain [26]. Shin argues that the business value of IT by the
importance of complementarity between IT and strategy in
firm performance is positively correlative [27]. Moreover,
the mechanism of how IT business value is realized from
IT at the firm level is also proposed [28–30]. Hence, if IT
outsourcing risk is not under control, IT business value will
be influenced and how much this value is descended can
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Figure 1: Three layers of IT outsourcing risk mechanism.

be estimated through the firm’s value descending, which
provides a convenient and corrective way to observe IT
outsourcing risk consequence directly from either stock
market or firms’ fiscal indicators.

Therefore, extended three layers of riskmechanism (here-
inafter “the mechanism”) are constructed and shown as
Figure 1.

4. The Algorithm

Denote the components of the risk mechanism in sequential
order, respectively. For example, risk factor “transaction” is
denoted by RF

1
, risk “lock-in” is denoted by 𝑅

1
, and “cost

escalation” is denoted by RC
1
. Assume that the conditional

likelihood by the 𝑖
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).

In order to improve the efficiency and objectiveness of
assessment, only the impacts caused by each risk to each risk
consequence are preset and fixed during the lifecycle. In other
words, impact caused by each risk factor to𝑅will be obtained
by calculation based on the transferring mechanism. Assume
that the impact of the 𝑚

𝑡ℎ
risk consequence RC

𝑚
caused by

the 𝑗
𝑡ℎ
risk 𝑅

𝑗
is 𝑐
𝑗𝑚
, the impact matrix𝐶 is a 5∗3matrix too,
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[
[
[
[

[

𝑖
11
𝑖
12
𝑖
13

𝑖
21
𝑖
22
𝑖
23

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅

𝑖
51
𝑖
52
𝑖
53

]
]
]
]

]

=

[
[
[
[

[

𝑏11𝑐11 𝑏12𝑐12 𝑏13𝑐13

𝑏21𝑐21 𝑏22𝑐22 𝑏23𝑐23

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅

𝑏51𝑐51 𝑏52𝑐52 𝑏53𝑐53

]
]
]
]

]

. (1)

Initially we will discuss the assessment in one phase and
then generalize it to the whole life cycle.

4.1. Assessment in One Phase. In the three layers of risk
transferring mechanism of the proposed algorithm, all the
coefficients (e.g., conditional likelihood and preset impact)
are fixed in the outsourcing process. Consequently, an
equation group that links three risk factors and three risk
consequences can be established as below:
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where (𝑙𝑐
1
, 𝑙𝑐
2
, 𝑙𝑐
3
) is the actual loss obtained from reality.

Denote 𝑇 = (𝑡
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)
3∗3

as the transferring coefficient matrix
from risk factors to risk consequences. It is easy to know from
the mechanism and the construction of the algorithm that
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(3)

As long as the equation group is solved, the solution
vector (𝑟𝑓

1
, 𝑟𝑓
2
, 𝑟𝑓
3
) is the real likelihood of three risk factors.

Therefore, the equation group could also be denoted as
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Whether the equation group can find a solution or not
depends on𝑇.We all discuss all the possibilities of𝑇 as below.

(1) 𝑇 Is Reversible. If so, the equation group will find a unique
solution:

(𝑟𝑓
1
, 𝑟𝑓
2
, 𝑟𝑓
3
) = (𝑙𝑐

1
, 𝑙𝑐
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, 𝑙𝑐
3
) 𝑇
−1
. (5)

(2) 𝑇 Is Not Reversible. Herein 𝑇 is a redundant matrix and
then the equation group will find either limitless solutions
or no solution at all. Under such condition, the first task is
to simplify the augmented matrix 𝑇 of the equation group.
If 𝑇 is consistent, then the constraint relationship between
risk factors will be obtained, which will aid the manage team
to determine the value of risk factor and risk with reference
to realistic situation. If 𝑇 is not consistent, then there is
no solution for the equation group, which means 𝑇 needs
adjusting.There are two options: one is to adjust values either
in 𝐴 or 𝐵 and the other is to adjust values in 𝐶. Generally,
the latter one is preferred since transferring probabilities are
comparatively stable during the outsourcing process, and just
one or two minor adjustments on impact value will work
actually. In practice, in order to enhance the accuracy and
efficiency of assessment, it is reasonable to adjust impact
estimation to ensure 𝑇 is reversible.

After the solution vector (𝑟𝑓
1
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(3) Actual Loss.After the real likelihood is obtained, the actual
loss of risk factors and risks will be calculated.The actual loss
of risk factor is
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where the actual loss of the 𝑗
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(13)

4.2. Assessment in the Whole Life Cycle

(1) Real Likelihood. For convenience, the dynamic conditions
of the 𝑛 phases can be represented in a matrix. Assume that
the solutions 𝑟𝑓

𝑖
construct a 𝑛 ∗ 3matrix RF, the actual losses

a 𝑛 ∗ 3matrix 𝑂, the possibilities of 𝑅
𝑗
a 𝑛 ∗ 5matrix 𝑅, and

the possibilities of RC
𝑗
a 𝑛 ∗ 3 matrix RC; then the equation

group can be represented as

RF × 𝑇 = (𝑂)𝑇. (14)

Similarly, solve the 𝑛∗3matrix directly, and then the real
likelihood of each risk factor and each risk in the 𝑛 phases can
be obtained. Denote the real likelihood of the 𝑗

𝑡ℎ
risk factor

RF
𝑗
in the 𝑖

𝑡ℎ
phase as 𝑟𝑓

𝑖𝑗
, and then the real likelihood of the

𝑗
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risk factor 𝑅
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The real likelihood of the 𝑗
𝑡ℎ
risk 𝑅

𝑗
in the 𝑖
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(2) Actual Loss. The actual loss of risk factor in the 𝑖
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where the actual loss of the 𝑗
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where the actual loss of the 𝑗
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𝑗
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∑
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𝑖 = 1, 2, . . . 𝑛; 𝑗 = 1, 2, . . . 5.

(22)

It should be noted particularly that, though the quantity
of risk factors, risks, and risk consequences are three, five, and
three, respectively, the algorithm itself is capable of handling
any quantity of risk factors, risks, and risk consequences, as
long as the transferring mechanism exists. In other words,
when the quantity of risk factors is asymmetric with that of
risk consequences, it is still feasible and helpful to construct
an equation group as a complementary tool for studying the
quantitative constraining relationship between risk factors.

5. A Numerical Case

FSC is one of the biggest semiconductor companies in USA,
about six billion dollars in annual revenue. This time, they
want to develop a kind of embedded software, so they will
outsource the software to a supplier in China, who has
provided similar IT service for FSC. Since the outsourcing
budget is over 10 million dollars and the duration is over one
year, FSC treat it as one of the strategic projects for the future,
which means the outsourcing failure is unacceptable and
affordable. In order to safeguard the success of an outsourced
project of embedded software development, a management
team from IT and business departments in FSC carries out a
dynamic risk assessment throughout the outsourcing process.
The project is divided into eight phases, and the assessment
in the process is shown as below.

5.1. The Process of Assessment. First of all, the outsourcing
management team constructs the conditional probability
matrix between risk factor and risk and between risk and
risk consequence, as well as the impact between risk and
risk consequence. Since they are aware of the fact that this
methodology is powerful and helpful in tracking the “source”

of risks rather than the quantitative accuracy, they agree to
value the matrix by comparing the importance of each risk
involved, based on their own judgment instead of other com-
plicated approaches such as AHP. For example, according to
their own experience, almost one-third of disputes and litiga-
tion are led by the potential problems in transaction, so they
give a number “0.35” to the conditional probability between
risk factor “transaction” and risk “disputes and litigation.” On
the other hand, risk factor “transaction” leads to a little more
impact on the risk “costly contractual amendments” than the
other three risks, namely, “lock-in,” “unexpected transition
and management costs,” and “client capability diminishing.”
Therefore, the conditional probability between risk factor
“transaction” and the four risks is given as (0.15, 0.2, 0.15, and
0.15, resp.). Similarly, the complete conditional probability
matrix could be constructed as shown, respectively, below:

[
[

[

0.15 0.2 0.15 0.35 0.15

0.2 0.15 0.25 0.15 0.25

0.25 0.15 0.1 0.2 0.3

]
]

]

,

[
[

[

0.45 0.45 0.35 0.35 0.2

0.3 0.2 0.4 0.25 0.3

0.25 0.35 0.25 0.4 0.5

]
]

]

,

[
[

[

100 175 235 115 80

120 110 175 195 145

145 75 95 190 205

]
]

]

.

(23)

According to formula (3), it can be obtained that

𝑇
−1
= [

[

0.281 −0.165 −0.112

−0.388 0.338 0.057

0.064 −0.114 0.058

]

]

. (24)

In accordance with formulas (16) and (18), the real
likelihood of risk factor, risk, and risk consequence in each
phase is shown as Table 1.

All the data of likelihood can be demonstrated as Figure 2.
In accordance with formulas (20) and (22), the actual loss

of risk factor, risk, and risk consequence in each phase is
shown as in Table 2.

Actual loss of risk factor and risk can be demonstrated as
in Figure 3.

Actual loss of risk consequence can be demonstrated as
in Figure 4.

5.2. Discussion. It could be found in preset matrix that FSC
emphasizes the risk of IT capability decline and risk conse-
quence of IT business value decline, which is demonstrated
by the given high weight and value. It is consistent with the
serious concerned about capability, value, and the position of
the company in the industry. Table 1 also demonstrates the
change of the attitude and action of management team in
the outsourcing life cycle: initially, they were cautious enough
to cope with risk factor “transaction” (RF

1
) and “supplier”

(RF
3
), accordingly the real likelihood of risk consequences

is low. In the third phase, the team overlooked the situation,
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Table 1: Real likelihood of risk factor and risk in each phase.

Phase RF1 RF2 RF3 𝑅
1

𝑅
2

𝑅
3

𝑅
4

𝑅
5

1 0.01 0.132 0.156 0.067 0.045 0.050 0.054 0.081
2 0.11 0.132 0.256 0.107 0.080 0.075 0.109 0.126
3 0.554 0.021 0.121 0.118 0.132 0.100 0.221 0.125
4 0.286 0.364 0.392 0.214 0.171 0.173 0.233 0.251
5 0.339 0.166 0.394 0.183 0.152 0.132 0.222 0.211
6 0.181 0.184 0.183 0.110 0.091 0.091 0.127 0.128
7 0.131 0.234 0.133 0.100 0.081 0.091 0.107 0.118
8 0.037 0.273 0.088 0.082 0.062 0.083 0.072 0.100

Table 2: Actual loss of risk factor, risk, and risk consequence in each phase (unit: 1,000USD).

Phase RF1 RF2 RF3 𝑅
1

𝑅
2

𝑅
3

𝑅
4

𝑅
5

RC1 RC2 RC3

1 1.442 20.096 23.021 7.846 5.737 8.824 8.976 13.177 14.183 13.103 17.274
2 16.585 20.096 37.778 12.536 10.182 13.224 18.051 20.467 23.729 21.701 29.029
3 45.966 3.217 10.536 7.928 9.474 10.203 20.410 11.704 34.858 30.383 39.715
4 35.742 55.193 87.349 30.031 24.200 32.652 42.166 49.234 50.679 45.853 59.813
5 58.875 25.214 65.567 23.758 21.505 25.395 41.227 37.771 43.335 39.144 52.228
6 27.381 27.939 26.943 12.849 11.578 16.088 21.024 20.724 26.804 24.126 31.333
7 19.809 35.527 19.564 11.677 10.308 16.088 17.724 19.104 24.602 22.136 28.163
8 5.634 41.389 13.043 9.641 7.825 14.538 11.816 16.246 19.833 17.951 22.281
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Figure 2: All the data of likelihood.

which implied the denial on the fact that its real likelihood
of risk factor “transaction” (RF

1
) was high. The main reason

is that, in this phase, supplier felt the task of software
development more difficult than the SLA and required to
raise contract price. After the requirement was rejected, the
relationship between two sides was not as friendly as before
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Figure 3: All the data of actual loss.

and the morale of supplier was affected to a great extent,
which was demonstrated sufficiently in real likelihood and
loss in phases three to five. When both sides realized the
severity of problems, they communicated and handled the
contradiction between two sides. Their effort led to the
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Figure 4: Actual loss of risk consequence.

diminishing of risk consequences likelihood in subsequent
phase and eventually the outsourcing task was fulfilled
successfully.

It is also illustrated in Table 1 that the problems occurring
in the third phase were observed by real data. The real
likelihood of the risk “disputes and litigation” (𝑅

4
) in the third

to fifth phases were extremely high and so is that of the risk
factor “client” (RF

2
). Accordingly, the loss caused by them is

also the largest in the corresponding phase, which is clearly
demonstrated in Table 2.

Another important issue can also be found in Table 2,
namely, the loss caused by the risk “client ability diminishing”
(𝑅
5
) is the largest inmultiple phases.This phenomenon seems

contradictory with the serious concern on IT capability.
After the real likelihood of the risk is checked, we could
find that they are all under the dangerous threshold, which
naturally leads to the judgement that the high loss of “client
ability diminishing” (𝑅

5
) results from the high given value.

However, it should be noticed that the real likelihood of
“client ability diminishing” (𝑅

5
) is not low enough. All

these facts instruct the necessity for FSC to improve their
expertise instead of just pushing supplier and avoiding risk in
transaction.

It should be noticed from Figures 2, 3, and 4 that three
risk consequences are keeping the same tendency and almost
stable throughout the whole outsourcing process. However,
both the loss and the likelihood of some risk factors are
fluctuating greatly.The first of them is “supplier” (RF

3
), which

increases by almost eight times during phase 3 and phase
4. The cause has been illustrated above, and it is also a
proof to demonstrate how the algorithm is recording the
change “loyally.” The second is the risk factor “client” (RF

2
),

which increases greatly in phase 2 by likelihood and in
phase 3 by loss. This “separation” between likelihood and

loss is another real record in outsourcing practice. Another
significant phenomenonof the risk factor “client” (RF

2
) is that

it is the only one that does not decrease as other risk factors do
during phase 7 and phase 8. The cause is easy to understand:
clients always pay attention to the problems of others rather
than their own. Nevertheless, it should be a good lesson for
FSC and other outsourcing clients that ignore risks from their
intern might lead to hazard to the success of outsourcing,
though this kind of hazard has not been turned into reality
in this case.

It can be seen from Table 2 and Figures 2 and 3 that
the risk consequence “cost escalation” (RC

1
) and “quality

debasement” (RC
2
) are under control, which is illustrated by

little fluctuation of loss. Meanwhile, the great fluctuation of
“IT business value” (RC

3
) results from the high given value.

Additionally, the real condition of the whole life cycle is
also illustrated in Figure 2, including the smooth two phases,
difficulty caused by problems in phases three to five, and the
final success achieved after solving problems.

5.3. Comparison with the Approach by [16]. The approach is
comprised of seven procedural steps.

Step 1. Identification of ITO risks and their influencing
factors which have been used to develop a hierarchical risk
assessment model.

Step 2. Selection of fuzzy linguistic classification scale for
expressing both likelihood of occurrence and impact of risks
and also choosing suitable membership functions for each
variable.

Step 3. Linguistic data (in relation to likelihood of occurrence
and impact of risk) for each risk factor have been collected
from the experts. Thereafter, linguistic data have been trans-
lated into appropriate fuzzy numbers.

Step 4. Combined preferences (aggregated decision-making
opinion) have been computed using fuzzy aggregation oper-
ators.

Step 5. Crisp risk rating corresponding to each risk influenc-
ing factor has been calculated using “Incentre of centroids
method” [31] applicable for generalized trapezoidal fuzzy
numbers in fuzzy logic theory.

Step 6. Categorization of risks has been carried out based on
individual crisp risk ratings.

Step 7. An action requirement plan has been formulated with
reference to different risk categories.

In order to strictly execute the seven steps mentioned
above, FSC called for five experts from the Risk Management
Team Lead, Risk Owner, Risk Committee, and Decision
Team,who are abbreviated asDM1∼5, respectively. At the first
phase, they work out linguistic assessment for risk factors and
risks; the likelihood of occurrence (L) is shown in Table 3 and
impact of risk (I) in Table 4.
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Table 3: The likelihood for risk factors and risks.

RF1 RF2 RF3 𝑅
1

𝑅
2

𝑅
3

𝑅
4

𝑅
5

DM1 R R O O F R R R
DM2 R R O O O R R O
DM3 R O R O R O R R
DM4 VR R F R VR R F R
DM5 R R R F O R O R

Table 4: Impact of risk (I) for risk factors and risks.

RF1 RF2 RF3 𝑅
1

𝑅
2

𝑅
3

𝑅
4

𝑅
5

DM1 S C S C S C S C
DM2 S S C S S S S S
DM3 C S S S C M C S
DM4 S M S S S S S C
DM5 C S C S M S S M

FSC also makes use of the commonly used, trape-
zoidal membership function [31] and “Incentre of centroids
method” [32]. Finally, they attained the crisp ratings as shown
in Table 5.

After they found it hard to distinguish the importance
of risk factors and risks according to the approach, they
complained about its inconvenience. Hence they are reluctant
to keep assessing afterwards. Indeed, it will take more time
and effort to accomplish the same seven procedures in every
phase, while the result does not provide them a clear guidance
on how to track the riskmanagerial emphasis. In other words,
the advantage of the approach mentioned above is precise,
while the disadvantage in both efficiency and practicability
is also obvious.

6. Conclusions

Methodologically, this paper enriches the approaches of risk
assessment, particularly provides a new view point of risk
assessment. Conventional risk assessment can more or less
be their routines from “cause” to “effect.” The proposed
algorithm, however, is reverse “backward” as “effect” to
“cause.” Namely, it is based on the data of risk consequence
that the likelihood and the loss of risk factors and that of risks
are assessed.

It handles the complexity of risk mechanism and offers
a comprehensive understanding on risks. It analyzes risk
comprehensively instead of an isolated way, namely, in the
three layers; risk factors, risks, and risk consequences are
interconnected with each other; their impact on each other
is quantitatively represented by transferring probability and
impact; how much hazard an individual one causes to each
component in another layer is also reflected by real likelihood
and loss. In this way, the role of each component in the
mechanism is clearly demonstrated, which provides rationale
for risk study.

It provides an effective way to alleviate subjective bias
and improve accuracy in assessment. Though preset trans-
ferring probability, impact, and IT business value still need

estimation, the algorithm rely on real datamore thanpersonal
judgment, which is inevitably incomplete and inaccurate in
dynamic and complex environment. Since assessment on risk
factors and risks is implemented on the real data of risk
consequence, the methodology ensures the minimization of
subjective bias.

It also improves the efficiency of risk assessment. As
long as the real data of risk consequence is collected and
obtained, all the relative condition of risk factors and risks
are promptly displayed for managing team. Therefore, they
do not have to repeat the conventional estimation in each
phase any more, which undoubtedly enhances the efficiency
not only for assessment, but also for the whole risk man-
agement process. Generally, the risk assessment approaches
are fulfilled in a “clockwise” way: at the beginning of each
phase, the project team makes a risk assessment and forecast
according to their experience and feedback of information.
Thus, there will be subjective bias undoubtedly affecting the
risk assessment for the past, the present, and the future.
Opposite to the traditional way, the algorithm proposed in
this paper, accomplishes in a “reverse” way.That is, the project
team will assess the risk factors and risks at the end of each
phase based on real loss data collected, which assures the
accuracy and reliability of assessment. In other words, a more
reasonable risk assessment for the past leads to a better one
for the present and the future. Additionally, the “attribution”
to the relative risks and risk factors, which couldmore quickly
and accurately track the specific sources that lead to certain
loss and then more effective measures could be taken to
control risk.

For IT outsourcing risk, the algorithm brings a new
resolution into this field, which is very suitable for the
characteristics of ITOR, such as dynamic, and uncertain
information is involved. Moreover, it satisfies the particular
requirement for accuracy and efficiency. With the algorithm,
it is expected to implement subsequent risk management
activities more effectively, which will lead to improved
performance of the whole risk management process. Its
effectiveness is demonstrated by the numerical case with
comparison to the approach forwarded.

With the deep insight into risks provided in this paper,
managing team can study cause-effect in risksmore rationally
and effectively. Since throughout the outsourcing life cycle,
the algorithm enables them to position the real “black sheep”
or track the potential “trouble-maker,” namely, the risk factors
or risks that lead to most of the hazard, they can pay more
attention to collecting real data and finding the most proper
mitigation. It will be helpful for them to seek the integration
of the algorithm with other tools and approaches in order to
safeguard the success of IT outsourcing.

The algorithm can be further developed in three dimen-
sions: the first is to further analyze the risk mechanism. For
example, risk factors discussed in this paper are comprised of
nine risk drivers such as “asset specificity,” which will bemore
rational to establish the relationship between risk drivers and
risk consequence. If so, it will further improve assessment
accuracy. The second is to integrate more mathematical
assessment methods particularly the methods utilized in IT
risk evaluation in order to enhance the coverage and fitness
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Table 5: The crisp ratings for risk factors and risks.

RF1 RF2 RF3 𝑅
1

𝑅
2

𝑅
3

𝑅
4

𝑅
5

Risk rating (crisp) 1.2921 0.8453 1.7463 0.7572 0.5367 0.8634 0.3659 0.6822
Approx. 18% 12% 25% 11% 8% 12% 5% 10%

of evaluationmethods; the third is to integrate the assessment
with subsequent risk operation in risk management process
in order to improve total efficiency and effectiveness of the
process. In this way, the success of IT outsourcing will be
safeguarded to ensure the benefit of IT outsourcing.
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