Hindawi
Discrete Dynamics in Nature and Society
Volume 2021, Article ID 9965707, 12 pages
https://doi.org/10.1155/2021/9965707

Research Article
A Comprehensive Analysis of Robustness in Interdependent
Mechatronic Systems under Attack Strategies
Gang Xu,1 Yanhui Wang ,2,3,4,5 Yucheng Hao ,2,3 Limin Jia,2,3,4,5 Zeyun Yang,6
and Zhichao He2,3
1

CRRC Academy (Qingdao), Qingdao 266111, China
State Key Laboratory of Rail Traﬃc Control and Safety, Beijing Jiaotong University, Beijing 100044, China
3
School of Traﬃc and Transportation, Beijing Jiaotong University, Beijing 100044, China
4
Beijing Research Center of Urban Traﬃc Information Sensing and Service Technology, Beijing Jiaotong University,
Beijing 100044, China
5
Research and Development Center of Transport Industry of Technologies and Equipment of Urban Rail Operation
Safety Management, Beijing 100044, China
6
CRRC Qingdao Sifang Co., Ltd., Qingdao 266111, China
2

Correspondence should be addressed to Yanhui Wang; wangyanhui@bjtu.edu.cn and Yucheng Hao; 18114021@bjtu.edu.cn
Received 6 March 2021; Accepted 14 May 2021; Published 12 June 2021
Academic Editor: Binxiang Dai
Copyright © 2021 Gang Xu et al. This is an open access article distributed under the Creative Commons Attribution License, which
permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.
With the development of mechatronic systems, diﬀerent kinds of subsystems within them are highly correlated to each other due
to the demand for the special function. To assess the robustness in the mechatronic system under various disturbances, we build an
interdependent mechatronic system as an interdependent machine-electricity-communication network (IMECN) and adopt the
improved cascading failure model where the occurrence of the failure propagation is decided by a proportion threshold δ. In order
to fully explore the robustness under diﬀerent disturbances, we develop attack strategies concerning nodes, edges, and interdependent links by considering measures for a node. Then, we also deﬁne the robustness metric to quantify the performance of
IMECN during the entire attack process. The mass transit vehicle is taken as an example to investigate the impact of attack
strategies on the robustness at diﬀerent δ in a real-world mechatronic system. It is found that each subnetwork in this IMECN has
a scale-free property. Based on simulation results, we obtain the most eﬃcient attack strategies to remove nodes, edges, and
interdependent links for diﬀerent possibilities of triggering the failure propagation. In addition, we ﬁnd that the attacks on nodes
and interdependent links make IMECN more vulnerable compared with the ones on edges. This work provides theoretical insights
into the comprehensive analysis of the robustness in interdependent mechatronic systems.

1. Introduction
Interdependent mechatronic systems, such as a mass transit
vehicle and an airplane, are the backbone of modern society
as they provide essential services for our life. These systems
consist of a tremendous amount of equipment and there
exist complex interactions between units. Moreover, different kinds of subsystems are not isolated but highly dependent on each other in order to perform the speciﬁc
function in reality. Complex networks have been widely
studied and applied in various ﬁelds as an eﬀective analytical

approach; therefore, we adopt this theory to model the
interdependent mechatronic system and explore its robustness under disturbances in detail.
The topology structure is a key parameter to characterize
the property of networks. As a result, the robustness of scalefree and small-world networks against targeted attacks and
random failures was explored [1–3]. As we all know, the
more important the attacked node, the more vulnerable the
network [4]. Although the degree is a basic measure, the
signiﬁcance of a node for an entire network is hardly
quantiﬁed by it. As a consequence, the attack strategy with
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regard to the betweenness was presented to remove the
critical node [5]. Nie et al. gave a new attack strategy that
combines the degree and the betweenness [6]. Optimal attack strategies for undirected and directed networks were
given based on the tabu search [7, 8], respectively. There
have been a large number of works focusing on attack
strategies in artiﬁcial networks. However, the behavior of the
artiﬁcial network subjected to attacks hardly reﬂects that of
the real-world network. To this end, Bellingeri et al. investigated the impact of attack strategies to remove nodes
and edges on the robustness of real-world networks [9–11].
One or several failed components may cause the
breakdown of the adjacent node or even the collapse of the
whole system in some cases. Typical examples are the
blackout of the western United States power grid that took
place on August 10, 1996, and the congestion of the Internet
[12]. As a result of the impact of cascading failures, Motter
et al. developed a cascading model where the load on the
node is dependent on the total number of shortest paths
passing through it [13, 14]. Additionally, the degree [15, 16],
the betweenness [17], and the harmonic closeness [18, 19], as
metrics of nodes to quantify their characteristics, have been
widely adopted to obtain the load. Similarly, in order to
deﬁne the cascading failure model concerning the edge,
these measures have also been further studied [20–24]. On
the basis of the comparison of diﬀerent deﬁnitions of the
load, Hao et al. found that the networks where the loads on
the node and edge are deﬁned as the harmonic closeness
have a higher level of robustness [18, 19, 24]. Diﬀerent from
the cascading failure induced by overloads, Newman et al.
employed the generating function formalism to study the
failure process of nodes and edges by means of percolation
theory from another perspective [25].
With the deepening of the study of network robustness,
many instances have demonstrated that the behavior of
modern systems is interdependent on each other. In particular, once a system breaks down, the other system is likely
to be aﬀected by it due to the lack of interdependency.
Enlightened by this, Buldyrev et al. presented a framework
for capturing the response of the entire system during the
failure propagation between subsystems [26]. In the past
decade, there have been a large number of works paying
attention to the robustness analysis of interdependent
networks. The interdependency makes interdependent
networks vulnerable to attacks; thus, Brummitt et al. analyzed the change of the robustness of interdependent networks for diﬀerent coupling probabilities [27]. In a similar
way, more in-depth studies on partially interdependent
networks were conducted [28–31]. In addition to the
number of interdependent links, the robustness of interdependent networks with the coupling preferences
according to the node load [32], the node degree [33], and
the harmonic closeness [34], has also been thoroughly explored. In addition, in consideration of the vulnerability of
the single network subjected to targeted attacks, the attack
strategies aiming at removing the key nodes and edges for
interdependent networks were proposed [35–37]. Many
works have revealed that the interdependent network is
more vulnerable than the single network; thus,
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Chattopadhyay et al. presented an optimization framework
for the maximization of the robustness of interdependent
networks by optimizing the distribution of interdependent
links [38]. Based on the study on the interdependent network, Gao et al. developed an analytical framework for a
network of networks and pointed out that its robustness is
deeply aﬀected by the interdependence with other networks
[39].
In practice, based on network science, many studies have
conducted the vulnerability assessment of the transportation
system [40–43], the power grid [44, 45], and so on. In
addition, the interdependent networks have also been widely
applied in the robustness analysis of the real-life system. As
typical interdependent systems, the evaluation of the robustness and the dynamics analysis of cascading failures for
the interdependent cyber-physical networks [46], the interdependent energy-physical networks [47], and the interdependent transportation-power network [48] have been
discussed.
As discussed above, although the research on interdependent networks has attracted great attention, there is a
relative lack of investigation on the mechatronic system
from the aspect of complex networks. Up to now, the works
[49, 50] have studied the reliability of mechatronic systems
on the basis of the network theory, but they neglect the
diﬀerence among various kinds of components. Moreover,
the response of the robustness in the mechatronic system
under diﬀerent attack strategies (i.e., the removal of nodes,
edges, and interdependent links) has not yet been thoroughly analyzed. To address these issues, we construct an
interdependent machine-electricity-communication network model to characterize the relationship between units in
the interdependent mechatronic system. Taking into account diﬀerent measures for a node, we developed the attack
strategies to destroy nodes, edges, and interdependent links.
Furthermore, the case study whose data is obtained by a realworld interdependent mechatronic system is conducted to
explore the response of the robustness in this system subjected to the above attack strategies in consideration of the
improved cascading failure model. According to the simulation results, we analyze the eﬃciency of attack strategies
to impair the robustness.

2. Model
2.1. Interdependent Machine-Electricity-Communication
Networks. There have been many methods to model the
complex system up to now, such as empirical methods, agent
based methods, system dynamics based methods. In this
paper, we adopt the network science to analyze the robustness of the interdependent mechatronic system;
therefore, it is modeled as an interdependent machineelectricity-communication network (IMECN) composed of
three subnetworks, that is, a machine network (MN), an
electricity network (EN), and a communication network
(CN). For each subnetwork, a node stands for a minimum
maintenance unit and an edge stands for the functional
relationship between units. If fasteners (e.g., bolt, screw,
welding) connect equipment p (corresponding node i) with
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equipment q (corresponding node j), node i has an edge
with node j within the machine network. In a similar way,
when there exists an electric current (a packet) between two
units, corresponding nodes are connected by an edge within
the electricity network (the communication network). Note
that if nodes i and j within diﬀerent subnetworks represent
the same equipment, node i has an interdependency link
with node j and is the dependent node of node j and vice
versa. That is to say, we build an interdependent network
with the one-to-one correspondence.
2.2. Cascading Failure Model in IMECN. The existing cascading failure model in interdependent networks is based
on the percolation theory; however, this theory only takes
into account the cluster with the largest size, that is, the
giant component. For this purpose, we adopt the extended
cascading failure model [51], which considers the fact that
the nongiant component may also keep working in the
special condition in reality even though the network is split
into some clusters. In this improved model, the active
component has two conditions to be satisﬁed: (1) It has at
least an interdependency link with the other two subnetworks, respectively, and (2) its size proportion pci is not
smaller than the proportion threshold δ, where the size
proportion pci of the component ci equals the proportion of
its size in the subnetwork size. If a component has a small
size proportion or does not have the two interdependency
links from the other two subnetworks, it will break down
and the cascading failure will be triggered, which leads to
the removal of the nodes and edges (including the intralink
and interdependent link) within it. Due to the absence of
the interdependent link, the dependent node of a failed
node is also considered to be inactive. The cascading failure
process stops until no inactive component occurs. Obviously, the larger δ is, the more likely the cascading failure is
to be triggered.

2.3. Attack Strategies. In terms of an interdependent network, we can attack three kinds of elements, that is, the
node, the edge, and the interdependent link. Generally
speaking, the more important the attacked node, edge,
and interdependent link, the more vulnerable the network against cascading failures induced by their failures.
To this end, we quantify the importance of nodes, edges,
and interdependent links by the degree, the betweenness,
and the PageRank of nodes. This is because these three
metrics capture the characteristics of a node from different aspects. The degree and the betweenness can reﬂect
the local and global information on a node, respectively,
and the PageRank can reﬂect the knowledge of the adjacent node. Because the existing measures for a node
only reﬂect its importance in the subnetwork, we adopt
the interdependent measures combining the signiﬁcance
of a node and its dependent node. The interdependent
degree iki , the interdependent betweenness ibi , and the
interdependent PageRank ipri are given as follows,
respectively:
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iki � ki +  km ,
m∈Φi

ibi � bi +  bm ,

(1)

m∈Φi

ipri � pri +  prm ,
m∈Φi

where ki , bi , pri are the degree, the betweenness, and the
PageRank of node i, respectively. Φi is the set of dependent
nodes of node i.
According to the work [35], we calculate the priority
pn(i) of attacked node i, which is deﬁned as follows:
pn(i) � α

iki
ib
ipri
+β i +c
,
i iki
i ibi
i ipri

(2)

where α, β, c are parameters to control the strength of the
interdependent degree, the interdependent betweenness,
and the interdependent PageRank of node i, respectively.
According to the work [36], we propose the priority pe(ij)
of attacked edge ij in the light of interdependent measures of
end nodes, which is deﬁned as follows:
pe(ij) � α

iki ikj
i j iki ikj

+β

ibi ibj
i j ibi ibj

+c

ipi ipj
i j ipi ipj

. (3)

Based on the deﬁnitions of the priority of the attacked
node, edge, and interdependent link, corresponding attack
strategies are described in detail as follows. By varying the
parameters of equations (2) and (3), we can obtain diﬀerent
attack strategies which are listed in Table 1.
Nodes and edges under the corresponding attack
strategies are, respectively, one by one removed in the
descending order of their priorities at each simulation step t.
For the interdependent link attack strategies, one of the end
nodes of the interdependent link is attacked in the
descending order of the priority of this end node at each
simulation step t.
2.4. Metric for Robustness. In the ﬁeld of complex networks,
existing studies have proposed many metrics to quantify
the robustness of networks. It is well known that the robustness of interdependent networks is measured by the
size of the giant component. Considering that the size of
interdependent networks under edge attack strategies may
keep a certain value, we use the natural connectivity (NC)
[52] to reﬂect the robustness of IMECN, which is shown as
follows:
n

⎝1  eλk ⎞
⎠,
nc � ln⎛
n k�1

(4)

where λk is the kth eigenvalue of the adjacent matrix A and
n is the number of nodes in a subnetwork. For simplicity,
the natural connectivity of networks after attacks is
normalized by the one of initial network. Therefore, the
robustness R during the attack strategies is deﬁned as
follows:
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Table 1: Attack strategies for diﬀerent values of parameters.

Kind of attack strategies

Node attack strategies obtained by equation (2)

Edge attack strategies obtained by equation (3)

Interdependent link attack strategies obtained by equation (2)

n

1 ncMN (t) ncEN (t) nc(t)
+
+

dt,
ncMN
ncEN
ncCN
03

R�

(5)

where ncMN (t), ncEN (t), ncCN (t) stand for the values of the
natural connectivity of the machine network, the electricity
network, and the communication network after t nodes,
edges, or interdependent links are attacked, respectively.
Obviously, the larger R, the more robust the IMECN during
the attack process.

3. Case Studies
Taking the subway is one of the main choices to travel in the
city. The mass transit vehicle (MTV) is a key system to
transport passengers for the subway. To explore the robustness of MTV, we build the interdependent networks
consisting of a machine network, an electricity network, and
a communication network based on the real-world data,
whose data are shown in Table 2. We can ﬁnd that the size of
MN is the largest while the one of CN is the smallest. It
shows that MTV is mainly composed of mechanical units. In
addition, we use the Pearson correlation coeﬃcient r to
analyze the distribution of interdependent links. The value of
r between MN and EN is approximately equal to zero, indicating that the node in MN randomly connects with the
one in EN. However, the value of r between MN and CN is
greatly larger than zero and shows that the degrees of end
nodes of interdependent links between MN and CN are
similar to each other. Furthermore, the distribution of interdependent links between EN and CN is similar to the one
between MN and CN. According to the topology of subnetworks, the cumulative distribution P(k) of the degree is
shown in Figure 1.
As shown in Figure 1, we can ﬁnd that most of the nodes
have a small degree, while a few nodes have the high degree

Parameters
α � 1, β � 0, c � 0
α � 0, β � 1, c � 0
α � 0, β � 0, c � 1
α � 1, β � 1, c � 0
α � 1, β � 0, c � 1
α � 0, β � 1, c � 1
α � 1, β � 1, c � 1
α � 1, β � 0, c � 0
α � 0, β � 1, c � 0
α � 0, β � 0, c � 1
α � 1, β � 1, c � 0
α � 1, β � 0, c � 1
α � 0, β � 1, c � 1
α � 1, β � 1, c � 1
α � 1, β � 0, c � 0
α � 0, β � 1, c � 0
α � 0, β � 0, c � 1
α � 1, β � 1, c � 0
α � 1, β � 0, c � 1
α � 0, β � 1, c � 1
α � 1, β � 1, c � 1

Considered measures
ik
ib
ip
ik and ib
ik and ip
ib and ip
ik, ib and ip
ik
ib
ip
ik and ib
ik and ip
ib and ip
ik, ib and ip
ik
ib
ip
ik and ib
ik and ip
ib and ip
ik, ib and ip

Attack strategies
ND
NB
NP
NDB
NDP
NBP
NDBP
ED
EB
EP
EDB
EDP
EBP
EDBP
ILD
ILB
ILP
ILDB
ILDP
ILBP
ILDBP

in three subnetworks. Moreover, the distribution of the
degree is approximately linear in the log-log plot, which
means that the distributions of the degree in three subnetworks obey the power-law distribution. Therefore, the
result shows that MN, EN, and CN have a scale-free
property. According to the previous studies, it is found that
MN, EN, and CN are vulnerable to targeted attacks, while
robust to random attacks.
On the basis of the cascading failure model used in this
paper, it is clear that the larger δ, the more serious the impact
of the cascading failure on the whole interdependent network, so our aim is to investigate the robustness under attack
strategies to remove the node, the edge, and the interdependent link for diﬀerent values of δ. Here, we carry out the
simulations under attacks on nodes at δ � 0, δ � 0.1, and
δ ≥ 0.2.
In Figure 2(a), it is evident that the value of NC in
IMECN under ND signiﬁcantly decreases in the range of
t ≤ 7, but the one under NDB is smaller than others and
decreases to zero when t is just 11. The result at δ � 0 indicates that when the cascading failure does not widely
spread, removing the node with the high degree is more
harmful to the robustness of the network at the early stage of
attacks, while the failure of the node with the high degree
and betweenness is crucial to the robustness. From
Figure 2(b), we can observe that the eﬃcient node attack
strategy is ND in the range of t ≤ 6, and the values of NC in
IMECN subjected to NB and NBP decrease to zero ﬁrst.
When δ increases to a large value (i.e., δ ≥ 0.2), Figure 2(c)
depicts that the curve of ND is lower than others no matter
what t is and the IMECN becomes paralyzed after just ﬁve
nodes with the high degree are attacked, which implies that
the degree is a key measure for identifying the crucial node
whose failure has a negative eﬀect on the robustness in the
case of the wide spread of failures. The main reason is that
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Table 2: Data of IMECN.

Networks

Number of nodes

Number of edges

MN

119

158

EN

63

91

CN

27

30

1

r
−0.12 between MN and EN
0.54 between MN and CN
−0.12 between EN and MN
0.42 between EN and CN
0.54 between MN and CN
0.42 between EN and CN

1

100

100

10–1

P (k)

0.6

P (k)

0.6

P (k)

0.8
P (k)

0.8

0.4

0.4

10–2
100

101

0.2

5

10
k

15

0

20

0

5

10

15
k

(a)

(b)

1

100

0.8
P (k)

0

101
k

0.2

0.6

10–1

P (k)

0

100

k

0.4
100
0.2

0

0

2

101

k

4

6

8

10

k
(c)

Figure 1: Cumulative distribution P(k) of the degree in (a) MN, (b) EN, and (c) CN.
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NC

NC

1

0.4

0.4

0.2

0.2

0

0

5

10

t

ND
NB
NP
NDB

0

15

0

5

t

ND
NB
NP
NDB

NDP
NBP
NDBP

10

15

NDP
NBP
NDBP

(a)

(b)

1

0.8

NC

0.6

0.4

0.2

0

0

2

4

6
t

ND
NB
NP
NDB

8

10

12

NDP
NBP
NDBP
(c)

Figure 2: Comparison of NC of IMECN under node attack strategies at (a) δ � 0, (b) δ � 0.1, and (c) δ ≥ 0.2.

the breakdown of the high degree node is prone to split these
three subnetworks with the scale-free property into some
clusters so that the cluster may fail to work due to the small
size proportion or lack of interdependent links. In addition,
as can be seen in Figure 2, for diﬀerent values of δ, the
IMECN with NB (NP) has the large NC at the early (late)
period of attacks. This illustrates that the measures that
quantify the importance of the node in the whole

interdependent network do not accurately reﬂect the impact
of its failure on the robustness. Based on the above discussion, we ﬁnd that it is eﬀective to maintain the robustness
by preventing the node with the high degree from failing,
especially for the cases of serious cascading failures and the
start of attacks.
In addition to NC, we also pay attention to the evaluation
of the robustness during the whole process of attacks, that is,
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R

6

5.44

5.9

5.05

4.81
3.92

4
2
0

6.95 6.92

6.43

3.36

4.32

5.6

5.32
4.49

3.8
2.94

4.21

3.46
2.6

2.57

2.72

1.73

ND

NB

NP

NDB
NDP
Node attack strategy

NBP

NDBP

δ=0
δ = 0.1
δ > 0.2

Figure 3: Comparison of R of IMECN under node attack strategies at δ � 0, δ � 0.1, and δ ≥ 0.2.

R. The value of R is shown for diﬀerent δ and attack
strategies in Figure 3. It is obvious that the values of R in
IMECN under NDB, NBP, and ND are the smallest at δ � 0,
δ � 0.1, and δ ≥ 0.2, respectively, which is also in accordance
with the analysis of NC. Furthermore, there is a common
ground that regardless of δ, the robustness of IMECN under
NP is the strongest. This is because the high PageRank nodes
tend to connect with each other. In this case, though the high
PageRank node malfunctions, its adjacent node is likely to
still connect with the functional cluster and maintain the
normal operation.
In this section, we discuss the robustness of IMECN
under attacks on the edges within subnetworks for diﬀerent
δ. In Figure 4(a), we can see that there is little diﬀerence
among edge attack strategies in the range of t ≤ 30 at δ � 0.
However, with the increase of t, the value of NC in IMECN
under EP ﬁrst decreases to zero, indicating that attacks on
the edge between nodes with the high PageRank more
easily result in the total collapse of IMECN compared with
attacks on the ones between nodes with other high
measures. Additionally, IMECN subjected to EB still
keeps high connectivity when δ � 0. Interestingly, in
Figures 4(a) and 4(b), we ﬁnd that as the values of δ
increase to 0.2 and 0.4, respectively, the curve of EB is
greatly lower than others when t ≥ 10. This phenomenon
demonstrates that the edge between the high betweenness
nodes plays a key role in the robustness in the case of the
large-scale propagation of cascading failures. This is due
to the fact that the high betweenness node serves as the
bridging node that links diﬀerent clusters in most cases.
Once the edge between these nodes breaks down, it is
likely to split the subnetworks and trigger the cascading
failure. In terms of ED, because the high degree node is
still active without a few edges, it is found that regardless
of δ the removal of the edge of the high degree node does
not cause a signiﬁcant reduction of the robustness on the
whole in Figure 4.
In Figure 5, we can observe that the value of R under EP
at δ � 0 is the smallest, while at δ � 0.2 and δ ≥ 0.4, EB makes
the value of R smaller, which also agrees with the result of
Figure 4. Additionally, for every edge attack strategy, the

result of δ � 0.2 is similar to the one of δ ≥ 0.4. This is due to
the reason that attacking edges within the subnetwork in a
particular order tends to form clusters with a small size.
Moreover, the size proportions of these clusters are smaller
than 0.2 in general. Therefore, this cluster is likely to fail to
work for the slightly large δ, which leads to similar results at
δ � 0.2 and δ ≥ 0.4. Moreover, edge attack strategies make
the value of R larger in comparison with node attack
strategies (see Figure 3). That is to say, the IMECN in the face
of attacks on edges has a stronger robustness compared with
the one in the face of attacks on nodes, which is also in
agreement with our intuition.
Previous studies have illustrated that the interdependent
links play a vital part in the robustness in interdependent
networks. For this reason, we analyze the change of the value
of NC according to diﬀerent attack strategies to remove
interdependent links. From Figure 6(a), it is found that the
value of NC in IMECN under ILD is the smallest in the range
of 3 ≤ t ≤ 5, while there is a slight diﬀerence of values of NC
for interdependent link attack strategies in the other range of
t. As δ increases to 0.1 in Figure 6(b), it is clear that the
removal of just ﬁve interdependent links leads to the total
collapse of IMECN, which implies that IMECN subjected to
ILD exhibits the obvious vulnerability. Moreover, from
Figure 6(c), we can ﬁnd that in the case of δ ≥ 0.2, the value of
NC in IMECN under ILD is still the smallest. The above
result shows that the robustness of IMECN is signiﬁcantly
aﬀected by removing interdependent links between the
nodes with the high degree no matter what the possibility of
triggering cascading failures is.
In this part, we compare the values of R in IMECN under
interdependent link attack strategies for diﬀerent δ. From
Figure 7, it can be found that the value of R under ILD is the
smallest regardless of δ, which is similar to the analysis of
NC. In addition, in terms of ILD, the values of R at δ � 0.1 do
not signiﬁcantly diﬀer from the ones at δ ≥ 0.2. This result
means that the size proportions of most of the inactive
components in IMECN under ILD are between 0 and 0.1. On
the contrary, for the other six interdependent link attack
strategies, the values of R at δ � 0 are similar to the ones at
δ � 0.1, diﬀerent from the ones at δ ≥ 0.2. This result shows
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Figure 4: Comparison of NC of IMECN under edge attack strategies at (a) δ � 0, (b) δ � 0.2, and (c) δ ≥ 0.4.
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that the size proportions of almost all of the failed components under these attack strategies range from 0.1 to 0.2,
which are larger than the case under ILD.
Based on the comparison of R under attack strategies
with regard to the node, the edge, and the interdependent
link (see Figures 3, 5, and 7), we ﬁnd that the values of R
under attack strategies concerning the node and the interdependent link are smaller than the ones under attack
strategies concerning the edge for diﬀerent δ, indicating that
the robustness of IMECN is more sensitive to the attack on
the node and the interdependent link. The major reason is
that the attack on a node causes the failures of more than one
edge in general and equates to attacks on several edges.
Besides, in the matter of the attack strategy deﬁned as the
same measure, the value of R under the interdependent link

attack strategy is slightly smaller than the one under the
corresponding node attack strategy in most conditions,
which reveals that the removal of nodes with the interdependent links makes the reduction of the robustness of
IMECN greater in contrast to the one of nodes that may have
interdependent links or not.

4. Conclusions
The ability of interdependent mechatronic systems to
maintain the normal function after failures is directly related
to every aspect of our lives. This paper models an interdependent network including a machine network, an electricity network, and a communication network to represent
this system. Furthermore, in consideration of the

Discrete Dynamics in Nature and Society
characteristics of interdependent mechatronic systems, we
adopt the improved cascading failure model. In order to
investigate the impact of the failures of diﬀerent kinds of
elements on the robustness, we propose attack strategies
concerning nodes, edges, and interdependent links based on
the degree, the betweenness, and the PageRank. Based on a
real-world interdependent mechatronic system with the
scale-free property, case studies are performed. Simulation
results show that the most eﬃcient node attack strategies are
NDBP, NBP, and ND when δ � 0, δ � 0.1, and δ ≥ 0.2, respectively. In the matter of edge attack strategies, EP and EB
make IMECN more vulnerable in the cases of δ � 0 and
δ > 0, respectively. In addition, we also ﬁnd that attacks on
the interdependent links between the high degree nodes are
more harmful to the robustness regardless of δ. Based on the
comparison of diﬀerent kinds of attack strategies, the removal of nodes and interdependent links signiﬁcantly increases the vulnerability of IMECN. In the future work, we
will try to take the physical parameters (such as the voltage,
the current, and so on) into account for the evaluation of the
robustness, the attack strategies, and the cascading failure
model. Although the case study is carried out in the MTV,
the method we propose also can be applied to the robustness
analysis in other real-world mechatronic systems, for example, aerospace industry and manufacturing industry. To
sum up, our research may be useful to identify the key element and design the robust interdependent mechatronic
system against the failure propagation.
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