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At present, the information security problems of smart city show a high incidence, and it is necessary to strengthen the information security supervision of smart city. In the process of supervision, there is a game relationship between local government
and smart city enterprises. This paper firstly constructs the game matrices of local government and enterprises under the static and
three dynamic reward and punishment mechanisms, then conducts numerical simulation with the help of MATLAB to arrive at
the optimal reward and punishment mechanism through comparison, and finally explores the influence of the change of the upper
limit value of each key variable on the directionality and sensitivity of the decision-making behavior of game subjects under the
optimal mechanism. The result shows that initial value is one of the decisive factors influencing the choice of management strategy
by enterprise. Dynamic reward and dynamic punishment mechanism is the best reward and punishment mechanism for information security supervision in smart cities. In case the upper limit value of key parameters is increased, a larger punishment has
a strong influence on the positive strategy choice of the enterprise, and a reasonable adjustment of the reward policy can likewise
mobilize the probability that the enterprise actively chooses to strengthen information security management. Based on the
simulation results, we propose a feasible strategy.

1. Introduction
Smart city breaks the traditional urban barriers and obstacles
through the intersection and integration of new generation
information technologies [1] and is a new urban form that
comprehensively improves the modernization, refinement,
and science of urban governance [2–6], which provides the
first exploration of ideas for future sustainable urban development [7, 8]. Currently, many countries such as the
United States, the European Union, and South Korea have
put forward strategic initiatives for smart cities [9–11], and
their core cities have actively responded to the government’s
call to join the team to explore the practice of smart city
construction. China is not different.
Along with the deepening of smart city construction, the
practice of smart cities is increasingly relying on a series of
new information technologies such as Internet of Things and
cloud computing to achieve and present an irreversible

trend. While this trend continues to facilitate people’s lives,
it also puts the whole urban center in high danger [5], and
the information security issue is the most sensitive and
vulnerable part of it [12]. According to the “2021 Global Risk
Report” released by the World Economic Forum, information security is still one of the major risks of concern, and
the percentage of occurrence is increasing year by year. Since
2019 until now, the intervention of many smart city-related
technologies has effectively improved the efficiency of epidemic prevention and control but also exacerbated the information security risks due to the COVID-19 virus [13].
Information security is a solid foundation and important
guarantee for smart city construction and plays a vital role in
social stability and even national security [14]. Although
smart cities are public in nature, they are highly dependent
on and integrated with enterprises. Therefore, the information security behavior of enterprises is considered as one
of the important factors affecting the information security of
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smart cities [15, 16]. But the pursuit of proﬁt maximization
characteristic of enterprises makes them have the tendency
of opportunistic behavior when choosing to strengthen
information security management decisions [17], which
needs to be guided and regulated by the government.
Therefore, handling the conﬂict and cooperation between
the government and the enterprise is the key to guaranteeing
the information security of smart cities now.
In recent years, scholars have conducted a lot of research
on enterprise information security behavior and government supervision strategy, and the related research mainly
includes two aspects: ﬁrst, the causes of enterprise information security and the inﬂuence of government supervision on enterprise information security behavior; second,
the use of evolutionary game theory to analyze the relationship between government supervision and enterprise
behavior. In terms of the causes of enterprise information
security and the impact of government supervision on enterprise information security practices, Malatj et al. [18] and
Quinn [19] introduced that most information security
problems are caused by human actions or errors within the
enterprise. Sengan et al. [20] mentioned that some vendors
usually do not evaluate the cybersecurity of software and
hardware manufactured for smart cities in order to save
costs. Kai et al. [21] elaborated that there are characteristics
such as concealment and complexity of information security
in smart cities, these characteristics tend to cause information asymmetry, and enterprises can gain illegal proﬁts by
taking advantage of their information. Due to the information asymmetry between enterprises and the public and
the opportunistic behavior of enterprises, information security supervision is considered to be an eﬀective intervention strategy. The government can set scientiﬁc and
reasonable reward and punishment policies to intervene and
manage the information security behavior of enterprises and
prompt them to choose to strengthen information security
management strategies. For example, Luning [22] suggested
that a possible incentive model in information security
supervision is to discipline the subject for improper use of
power, to use both encouragement and discipline for responsibility implementation, and to encourage the initiative
of obligation implementation. Nepal et al. [23] proposed the
possibility of including cybersecurity in the benchmarking
analysis within the incentive supervision framework. Can
et al. [24] pointed out that the external incentives of legal
liability can be used to promote the active legal responsibility
of information holders, controllers, and regulators. Herath
et al. [25] developed a theoretical model of the incentive
eﬀects of punishment, and the severity of punishment was
found to have a negative eﬀect on safety behavioral intentions. Yang [26] suggested that a combination of mandatory
and incentive regulation can be used to achieve eﬀective
supervision of the risk of personal biometric information
application.
In terms of using evolutionary game theory to analyze
the relationship between government supervision and enterprise behavior, evolutionary game theory [27,28] takes a
ﬁnite rational game as the analytical framework, and the two
sides of the game achieve dynamic equilibrium through the
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process of continuous learning and adaptation, which makes
up for the defects of traditional game theory such as assuming that the participants are perfectly rational and have
complete information. In the process of evolutionary game,
individuals often dynamically adjust their own strategies
based on observing and learning other individuals’ strategies. Evolutionary game theory has now been widely used in
various types of supervision, such as environmental protection [29], drug quality [30], and information disclosure
[31]. Many scholars have extended the game subjects to three
or even four parties or optimized the game model by adding
governmental reward and punishment mechanisms [32–35].
However, relatively few studies have been conducted on
information security supervision using evolutionary game
theory, especially in the context of smart cities. Min et al.
[36] constructed an evolutionary game model for two groups
of overcollecting APPs and the government and concluded
that increasing the intensity of punishment by the government could eﬀectively reduce the probability of passive
personal data leakage. Xinchi et al. [37] constructed an
evolutionary game model of platforms, users, and government and concluded that increasing the penalty for leaking
users’ private information on platforms is the best strategy to
enhance the willingness of platforms to protect users’ private
information. Kai et al. [38] constructed an evolutionary
game model with the smart city operator and the information security regulator as the main players and analyzed
the evolutionary stabilization strategies of each game player
under six scenarios from the perspective of costs and
beneﬁts.
In summary, scholars in various countries have used
diﬀerent theories and based on diﬀerent models or data to
study government policies on enterprise information security behavior. Although this has some reference value,
there are still shortcomings: (1) Scholars explain the feasibility of implementing governmental reward and punishment mechanisms in information security supervision.
However, from the perspective of research methodology,
studies are mostly qualitative and rarely use scientiﬁc tools
and models to objectively describe and quantitatively prove
supervisory issues. In addition, there is less research on the
information security behavior of individuals or enterprises
and the confrontation, dependency, and constraint relationship between government and enterprises under smart
cities. (2) When using evolutionary game theory to explore
the issue of information security supervision, some scholars
have considered the inﬂuence of reward and punishment
mechanisms on enterprise information security behavior,
but the conclusions seem to diﬀer in terms of implementation eﬀects. Existing studies have more quantiﬁcation
of punishments and less quantiﬁcation of rewards involved
in government interventions. The assumed rewards and
punishments are usually static. In fact, government rewards
and punishments are not ﬁxed, so it is diﬃcult to reﬂect the
dynamic nature of government reward and punishment
mechanisms. The main contributions of this paper are as
follows: (1) Using evolutionary game theory, we analyze the
impact of diﬀerent reward and punishment mechanisms on
the information security behavior decisions of smart city
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enterprises. (2) Using case data from China, we compare the
evolutionary results of the system under diﬀerent reward
and punishment mechanisms, combining the simulation
results to provide theoretical reference and practical guidance for the government to make regulatory decisions.
The rest of the paper is structured as follows: Section 2
constructs an evolutionary game model of local government
and enterprise under the static reward and punishment
mechanism and the payoﬀ matrix of both parties. Section 3
discusses the evolutionary stabilization strategies of local
government and enterprise under the dynamic reward and
static punishment, static reward and dynamic punishment,
and dynamic reward and dynamic punishment mechanisms.
Section 4 presents a numerical study to test the theoretical
results and reveal the mechanism of the parameters’ inﬂuence on the game process. Finally, Section 5 presents the
main conclusions, research limitations, and future research
directions.

2. Evolutionary Game Model
2.1. Problem Description and Underlying Assumptions.
Information security supervision of smart cities refers to the
fact that, in order to cope with the information security
problems of smart cities, local governments set up corresponding supervisory agencies to restrict and regulate the
information security behaviors of enterprises involved in the
construction of smart cities. Therefore, local governments
and smart city enterprises are the two main subjects of
information security regulation of smart cities, and the
discussion of supervisory issues focuses more on these two
subjects. For example, in the cybersecurity strategy developed in Singapore, the need to strengthen and expand the
regulatory authority of the National Cyber Incident Response Team and the National Cyber Security Centre in
smart scenarios was emphasized [39]. The United States
constructed a cyber information security sector coordination mechanism to achieve eﬀective regulation of cyber
geographic information security, with speciﬁc tasks shared
by information security-related committees, oﬃces, and
administrative agencies at all levels [40]. Like other countries, the Chinese government has established information
security supervisory departments such as communication
management departments, computer virus prevention and
control centers, network security emergency response
centers, and disaster recovery centers for critical network
systems (usually authorized by government departments to
act as government regulators, hereinafter referred to as local
governments).
For the local government, the all-round and multidisciplinary supervision is diﬃcult and costly, and it is very
easy to have the situation of slack supervision. For the
enterprise, the growth in the number of information security incidents and the serious consequences that follow
prompted its operational investment had to be raised, but
considering the factors of their own operating costs and
local government eﬀorts, there will be bad operational
speculation, that is, not to strengthen information security
management. Therefore, there is an obvious game
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relationship between the supervision strength of the local
government and the degree of operational input of the
enterprise, with the former managing and making decisions
on the information security of smart cities through supervision and reward and punishment measures and the
latter paying more attention to the economic beneﬁts they
can obtain in the construction of smart city. Based on the
limited rationality of both parties, for the action strategy
related to speciﬁc information security events, the set of
strategies adopted by the local government is {Supervise G1 ,
Unsupervised G2 }, while the set of strategies that can be
adopted by the enterprise is {Manage O1 , Nonmanaged O2 }.
The basic assumptions and parameters of the evolutionary
model for information security supervision of smart cities
are set as follows.
Assumption 1. The probability that the local government
chooses the “Supervise G1 ” strategy is x, x ∈ [0,1], and the
probability that the local government chooses the “Unsupervised G2 ” strategy is 1 − x; the probability that the enterprise chooses the “Manage O1 ” strategy is y, y ∈ [0,1], and
the probability that the enterprise chooses the “Nonmanaged
O2 ” strategy is 1 − y.
Assumption 2. When the local government chooses Supervise and the enterprise chooses Manage, the cost of
regulation invested by the local government to prevent
information security incidents is c1 . Due to the public nature
of smart cities, the local government receives a beneﬁt of r1
as a result of the enhanced management of the enterprise.
Due to the proactive strategy adopted by the enterprise, the
local government gives the enterprise a corresponding reward [41]. Suppose the reward given by the local government
to the enterprise is w and the management cost that the
enterprise needs to invest to ensure information security is
c2 .
Assumption 3. From the previous analysis, it is clear that the
public, as the ultimate beneﬁt subject of smart city, can
hardly identify whether the enterprise chooses to manage or
not due to the information asymmetry factor and can only
rely on the information disclosure of the local government
or the information disclosure of the enterprise itself to judge
[42]. Therefore, regardless of whether enterprises choose to
manage or choose not to manage, the public can only assess
the beneﬁts based on their feelings after using smart city
services, so the enterprise’s beneﬁts are all r2 .
Assumption 4. When the local government chooses Supervise and the enterprise chooses Nonmanaged, the local
government takes a penalty measure against the enterprise
[43]. Assume that the amount of punishment is f. The
probability of an information security event at this time is
p1 . The event will cause reputational damage to the local
government and the enterprise itself [14, 44], and we assume
that the losses caused by the event to the local government
and the enterprise are l1 and l2 .
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Assumption 5. When the local government chooses Unsupervised and the enterprise chooses Manage, local governments will not implement incentives for enterprise.
Assumption 6. When the local government chooses Unsupervised and the enterprise chooses Nonmanaged, the
local government will not implement punitive measures on
the enterprise. At this time, information security incidents
will cause social losses [20]. Due to the local government’s
inaction, it needs to additionally bear the social loss caused
by the information security event l3 , and the probability of
information security event in this case is p2 ; clearly,
p1 < p2 .
The parameters are described as shown in Table 1.
The matrix of beneﬁts for the local government and
enterprise is shown in Table 2.
2.2. Replication Dynamic Equation. The expected payoﬀ UG1
of the local government when it chooses the “Supervise G1 ”
strategy is
UG1 � y r1 − c1 − w +(1 − y) − c1 + f − p1 l1 .

(1)

The expected payoﬀ UG2 of the local government when it
chooses the “Unsupervised G2 ” strategy is
UG2 � yr1 − (1 − y)p2 l1 + l3 .

(2)

Thus, the local government’s average expected payoﬀ is
UG � xUG1 +(1 − x)UG2 .

(3)

The replication dynamic equation of the local government can be further expressed as follows:
F(x) �

dx
� xUG1 − UG 
dt

Let F(x) � 0; we can get x1 � 0, x2 � 1, and y∗ � − f −
c1 − p1 l1 + p2 (l1 + l3 )/ − w − f + p1 l1 − p2 (l1 + l3 ).
Similarly, the replication dynamic equation of the enterprise can be further expressed as follows:
F(y) �

dy
� yUO1 − UO  � y(1 − y) x f + w + p1 l2  − c2 .
dt

(5)
Let F(y) � 0; we can get y1 � 0, y2 � 1, and
x∗ � c2 /f + w + p1 l2 .
The replicated dynamic equation system consisting of
the above local government and enterprise is denoted as
system 1. If the reward and punishment mechanism of local
government is to be eﬀective, the total beneﬁt of enterprise
adopting the strategy of “Manage O1 ” is greater than the total
beneﬁt of enterprises adopting the strategy of “Nonmanaged
O2 .” The precondition is as follows:
r2 − c2 + w > r2 − p1 l2 − f.

(6)

From the above replication dynamic equation, we can
get ﬁve equilibrium points, namely, (0,0), (0,1), (1,1), (1,0),
and (x1 , y1 ); the point (x1 , y1 ) � (c2 /f + w + p1 l2 − (f −
c1 − p1 l1 + p2 (l1 + l3 ))/ − w − f + p1 l1 − p2 (l1 + l3 )).
2.3. Stability Analysis. According to the method proposed by
Friedman [30], the Jacobian matrix can be used to analyze
the stability of each equilibrium point. If there exists an
equilibrium point that satisﬁes both its corresponding determinant tr(J) < 0 and the trace de t(J) > 0 in the Jacobian
matrix, it is indicated that the equilibrium point is an
evolutionary stable strategy (ESS).
The Jacobian matrix of the game system in this paper is
as follows:

� x(1 − x)
y − w − f + p1 l1 − p2 l1 + l3  + f − c1 − p1 l1 + p2 l1 + l3 .

(4)

J

(1 − 2x) y − w − f + p1 l1 − p2 l1 + l3  + f − c1 − p1 l1 + p2 l1 + l3  x(1 − x) − w − f + p1 l1 − p2 l1 + l3 
y(1 − y) f + w + p1 l2 

The stability analysis of each equilibrium point is performed under precondition (1). The tr(J) of points (0,0),
(0,1), (1, 1), and (1,0) cannot determine the sign and the
de t(J) of them are all minus signs. The tr(J) of point (x1 ,
y1 ) is 0 and de t(J) is plus sign, as shown in Table 3.
It can be seen that all equilibrium points do not have
stability, where the characteristic roots of the point (x1 , y1 )
are a pair of purely imaginary roots, which is the only stable
equilibrium point of system 1 and does not have asymptotic
stability. The evolutionary trajectory of both sides of the
game is a closed-loop curve around this point and cannot be
stabilized to this point when the system replicates the

(1 − 2y) x f + w + p1 l2  − c2 

.

(7)

dynamic phase diagram as shown in Figure 1. The analysis of
system 1 by changing the initial variables reveals the
following:
(a) When f − c1 − p1 l1 + p2 (l1 + l3 ) < 0, the ESS of
system 1 is (0,0), at which time the evolutionary
stabilization strategies of both sides of the game will
tend to {Unsupervised, Nonmanaged}. In this case,
the replicated dynamic phase diagram of the system
is shown in Figure 2.
(b) When f − c1 − p1 l1 + p2 (l1 + l3 ) > 0, the ESS of
system 1 is (0,1), at which time the evolutionary
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Table 1: Parameter deﬁnition.

Parameters
x, y
c1
c2
w
f
l1
l2
l3
r1
r2
p1
p2

Description
Strategy options for local government and enterprise.
Supervision costs invested by the local government to prevent information security incidents, for example, technology costs
and human and material costs.
Operational costs invested by the enterprise to prevent information security incidents, for example, technology costs and
management costs.
Operating reward from local government when the enterprise chooses Manage, for example, subsidies and tax incentives.
Punishment given by the local government when the enterprise chooses Nonmanage, for example, ﬁnes and suspension of
operations.
Local government needs to bear losses when they choose Unsupervised, for example, losses from remediation of information
security incidents.
Losses to be borne when the enterprise chooses Nonmanaged, for example, compensation losses and loss of reputation.
Social losses to be borne by the local government, for example, loss of credibility and compensation for property damage.
Beneﬁts to local government, for example, reputation enhancement and innovation performance.
Revenue obtained by the enterprise, for example, product service revenue.
The probability of an information security incident when the local government chooses Supervise and the enterprise chooses
Nonmanaged.
The probability of information security incidents when the local government chooses Unsupervised and the enterprise
chooses Nonmanaged.

Table 2: Game payment matrix between local government and enterprise.
Enterprise

Local government

Supervise G1 x
Unsupervised G2 1 − x

Manage O1 y

Nonmanaged O2 1 − y

(r1 − c1 − w, r2 − c2 + w)
(r1 , r2 − c2 )

(f − c1 − p1 l1 , r2 − p1 l2 − f)
(− p2 (l1 + l3 ), r2 )

Table 3: Results of stability analysis of system 1.
Equilibrium point
(0,0)
(0,1)
(1,0)
(1,1)
(x1 , y1 )

tr(J)
(f − c1 − p1 l1 + p2 (l1 + l3 )) − c2
(− w − c1 ) + c2
− (f − c1 − p1 l1 + p2 (l1 + l3 )) + (f + w + p1 l2 − c2 )
− (− w − c1 ) − (f + w + p1 l2 − c2 )
0

stabilization strategies of both sides of the game will
tend to {Supervise, Nonmanaged}. In this case, the
replicated dynamic phase diagram of the system is
shown in Figure 3.

Sign
±
±
±
±
0

det(J)
f − c1 − p1 l1 + p2 (l1 + l3 ))(− c2 )
(− w − c1 )c2
− (f − c1 − p1 l1 + p2 (l1 + l3 ))(f + w + p1 l2 − c2 )
(− w − c1 )(f + w + p1 l2 − c2 )
+

Sign
—
—
—
—
+

3. Dynamic Reward and
Punishment Mechanism

and punishment changes with the change of enterprise
strategy choice. In this paper, the dynamic reward and
punishment mechanism is divided into three cases: dynamic
reward and static punishment, static reward and dynamic
punishment, and dynamic reward and dynamic punishment. Comparing the behavioral strategies of subjects under
the four reward and punishment mechanisms, we can get the
optimal reward and punishment mechanism.

Since there is no ESS in the evolutionary system under the
static reward and punishment mechanism, there is no stable
equilibrium point that makes the enterprise choose the
“Manage O1 ” strategy when the initial conditions are
changed. Thus, this paper will optimize the original model by
adopting the measures of dynamic reward and punishment
mechanism for the enterprise and explore whether there
exist situations that make the enterprise more likely to
choose the “Manage O1 ” strategy. Dynamic reward and
punishment mechanism means that the strength of reward

3.1. Dynamic Reward and Static Punishment. Assume that
the reward strength of the local government is linearly related to the strategy choice of the enterprise; that is,
w(y) � y · w, where w indicates the upper limit of the reward value, and the punishment value is f constant. When
enterprise takes higher probability in the “Manage O1 ”
strategy, it will get more reward from local government. At
this time, the corresponding replication dynamic equation is
modiﬁed as follows:
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y
(0,1)

(1,1)

(0,1)

(1,1)

(x1,y1)
(1,0)

(0,0)

(0,0)

x

Figure 1: Replicated dynamic phase diagram of system 1 under
condition (1).
y
(0,1)

(0,0)

(1,1)

(1,0)
x

Figure 2: Replicated dynamic phase diagram of system 1 under
condition (a).

F(x) �

dx
� xUG1 − UG 
dt

� x(1 − x) y − w(y) − f + p1 l1 − p2 l1 + l3  + f − c1 − p1 l1 + p2 l1 + l3 .

(8)
y∗1

Let F(x) � 0; we can get x1 � 0, x2 � 1, and
� − (f −
c1 − p1 l1 + p2 (l1 + l3 ))/ − w(y) − f + p1 l1 − p2 (l1 + l3 ).
F(y) �

dy
� yUS1 − US  � y(1 − y) x f + w(y) + p1 l2  − c2 ,
dt

(9)
Let F(y) � 0; we can get y1 � 0, y2 � 1, and
x1 ∗ � c2 /f + w(y) + p1 l2 .
The above replicated dynamic equation set forms system
2. We can get ﬁve equilibrium points, namely, (0,0), (0,1),
(1,1), (1,0), and (x1 , y1 ); the point (x2 , y2 ) � (c2 /f + w +
p1 l2 − (f − c1 − p1 l1 + p2 (l1 + l3 ))/ − w − f + p1 l1 − p2
(l1 + l3 )).
The precondition for the eﬀectiveness of the reward and
punishment mechanism is as follows:
r2 − c2 + w(y) > r2 − p1 l2 − f.
(10)
The stability analysis of each equilibrium point is performed under precondition (2). The tr(J) of the points (0,0),
(0,1), (1,1), and (1,0) cannot determine the sign and de t(J)
are minus signs. The tr(J) of the points (x2 , y2 ) is 0 and
de t(J) is minus sign. It can be seen that all equilibrium
points are not stable. In contrast to the static reward and
punishment mechanism, the strategy evolution trajectory of
local government and enterprises is not a closed-loop curve
formed around the point (x2 , y2 ), but a closed orbital loop
from the starting point.

(1,0)
x

Figure 3: Replicated dynamic phase diagram of system 1 under
condition (b).

3.2. Static Reward and Dynamic Punishment. Assume that
the punishment strength of the local government is linearly
related to the strategy choice of the enterprise; that is,
f(y) � (1 − y) · f, where f indicates the upper limit of the
punishment value, and the reward value is w constant. The
evolutionary system in this case is named system 3. When
the enterprise takes higher probability in the “Nonmanaged
O2 ” strategy, it will get more punishment from the local
government. At this time, we can get ﬁve equilibrium points,
namely, (0,0), (0,1), (1,1), (1,0), and (x3 , y3 ); the point
(x3 , y3 ) � (c2 /f + w + p1 l2 −
(f − c1 − p1 l1 + p2 (l1 + l3 ))/ − w − f + p1 l1 − p2 (l1 + l3 )).
In system 3, the tr(J) of the points (0,0), (0,1), (1,1), and
(1,0) cannot determine the sign and de t(J) are minus signs.
The tr(J) of the points (x3 , y3 ) is minus sign and de t(J) is
the plus sign. The characteristic roots of point (x3 , y3 ) are a
pair of characteristic complex roots, and the point is the
stable focal point of system 3. Therefore, this evolutionary
system has asymptotic stability, and point (x3 , y3 ) is the
stable focal point in this evolutionary system.
3.3. Dynamic Reward and Dynamic Punishment. Assume
that the reward strength and the punishment strength of the
local government are linearly related to the strategy choice of
the enterprise, that is: w(y) � y · w , f(y) � (1 − y) · f.
The evolutionary system in this case is named system 4. At
this time, we can get ﬁve equilibrium points, namely, (0,0),
(0,1), (1,1), (1,0), and (x3 , y3 ); the point (x4 , y4 ) � (c2 /f +
w + p1 l2 − (f − c1 − p1 l1 + p2 (l1 + l3 ))/ − w − f + p1 l1 − p2
(l1 + l3 )).
In system 4, the tr(J) of the points (0,0), (0,1), (1,1), and
(1,0) cannot determine the sign and de t(J) are minus signs.
The tr(J) of the points (x4 , y4 ) is minus sign and de t(J) is
the plus sign. Similarly, system 4 has asymptotic stability,
and the point (x4 , y4 ) is the focal point of stability in this
evolving system.

4. Numerical Simulations
Based on the current stage of development and statistical
data of Chinese smart cities, we propose a numerical study to
simulate the behaviors of game subjects under diﬀerent
mechanisms, respectively, which can be theoretically applied
to the problem of information security supervision in the
construction of global smart cities.
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4.1. Setting Initial Values. The application of the proposed
evolutionary game model is demonstrated by taking the
development of smart cities in China as an example. The
initial input parameter data of the model are mainly obtained from industry analysis reports, national standards,
and government websites of the central government and
provinces and cities.
In recent years, with the accelerated development of a
new generation of information technology, smart cities are
developing rapidly in China. According to the Baidu City
Brain White Paper, a total of 749 “smart city” pilot projects
will be launched in China in 2021, and local governments at
all levels have issued a total of 424 policy documents under
the guidance of the central government to promote and
regulate the construction of smart cities. By analyzing the
text of 424 policy documents, we found that there were 162
policy documents that explicitly mentioned information
security regulation and management rules, so we chose 0.4 as
the initial value of x.
According to the 2021 Ernst & Young Global Information Security Survey released by Ernst & Young [45],
about three-quarters of Chinese enterprises surveyed were
unsure whether their cybersecurity defenses were adequate
to deal with hackers’ attacks, causing about one trillion yuan
in losses. According to the “Research Report on the Information Security Status of Chinese Internet Users in 2021,”
the total amount of personal losses caused by information
security incidents is about 20 billion yuan. According to the
statistics of the weekly report on information security incidents released by the China National Internet Emergency
Response Centre, there were about 120,000 information
security incidents in the year 2021. According to “the
2019–2025 China Smart City Market Deep Panoramic
Survey and 13th Five-Year Development Trend Forecast
Report” statistics released by the China Research Institute of
Industry, the number of enterprises in the smart city industry is expected to reach about 1,500 in 2021. In summary,
we choose 0.25 as the initial value of y and set the social loss
to 2, the loss caused to the local government to 8, and the loss
caused to the enterprise itself to 50.
According to data from China and provincial, municipal,
and district government procurement networks, nearly 4,300
bids were awarded for various types of smart cities in 2021,
with a total award amount of about 108.5 billion yuan and an
average investment of about 2.5 million yuan per project. In
2021, the Ministry of Industry and Information Technology
issued the “Three-Year Action Plan for the High-Quality
Development of Network Security Industry (2021–2023),”
which shows that the investment in network security in
telecommunications and other key industries accounts for
10% of the investment in information technology, while the
“Information Security Technology Information Security
Assurance Guide for Smart City Construction” clearly
stipulates that the investment in information security should
account for 8%–15% of the total project investment.
Therefore, we set the management cost that enterprises need
to invest when strengthening management to 6.
China’s central government has a subsidy policy for
enterprises involved in smart city operations, which is
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implemented by all local government. For example, Hefei
City promulgated “Hefei City to promote the high-quality
economic development of a number of policies.” “For the
development of smart city application scene innovation
project investment of 3 million yuan and above, a one-time
subsidy of up to 1 million yuan will be given on the basis of
10% of the investment amount on a merit basis.” Wuhan
City proposed “the main body of the shortlisted smart city
project construction, according to its actual investment of
30% to give a maximum of 2 million yuan of ﬁnancial
support.” The comprehensive policy of each city shows that
the degree of subsidy varies from 10% to 30%. Combined
with the speciﬁc requirements of the information security
input ratio, we set the reward given by the local government
to enterprises when strengthening management at 2.
For smart city information security punishment,
according to China’s information security-related laws, “for
organizations that do not fulﬁll their obligations to protect
network security and refuse to correct or cause harm to
network security and other consequences, they will be given
a ﬁne of more than ﬁve thousand to one million yuan.” Based
on the bad information security practices against Tianxia
Smart City Technology Co. in December 2021, a total penalty
of 1 million yuan was imposed. This is consistent with the
punishment standard set by law, and we set the punishment
that enterprises receive when they do not strengthen
management at 10.
Since the replication dynamic equations do not involve
the returns of local governments and enterprises, they are
not assigned here. Other values are set according to the
model constraints, as shown in Table 4.
4.2. Simulation Results and Discussion. MATLAB R2019a
software was used for evolutionary game model simulation.
Three scenarios were constructed to investigate how enterprises respond to diﬀerent government policies. Scenario
1 evaluates the behavioral strategy changes of game players
under static reward and punishment mechanisms. Scenario
2 compares the strategies chosen by players under three
dynamic mechanisms. Scenario 3 analyzes the impact of
changes in the upper bounds of each parameter on the game
subjects under the optimal reward and punishment
mechanism.
4.2.1. Player Behavior of Evolutionary Games under Static
Mechanisms. Figure 4(a) shows the change in the behavioral
strategy of the enterprise under the static reward and
punishment mechanism with diﬀerent initial values of the
local government. In this ﬁgure, the initial value of the local
government is x � 0.4,0.6,0.8, and the initial value of the
enterprise is y � 0.25. Figure 4(b) shows the change in the
behavioral strategy of the enterprise under the static reward
and punishment mechanism with diﬀerent initial values of
the enterprise. In this ﬁgure, the initial value of the local
government is x � 0.4, and the initial value of the enterprise
is y � 0.25, 0.5, 0.75. In Figure 4, ﬁrstly, from the trend of
ﬂuctuations, the probability of the enterprise choosing the
Manage strategy shows an up-and-down oscillation
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Table 4: Initial values of the simulation.

Parameter

x

y

c1

c2

l1

l2

l3

w

f

p1

p2

0.25

0.4

5 million

6 million

8 million

50 million

2 million

2 million

10 million

0.1

0.9

1

probability of O1 adopted by the enterprise (y)

probability of O1 adopted by the enterprise (y)

Value
Unit

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0

0

2

4

6

8

10

1
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0

0

2

4

6

8

10

Time (t)

Time (t)
x* = 0.4
x* = 0.6
x* = 0.8

y* = 0.25
y* = 0.5
y* = 0.75
(a)

(b)

Figure 4: Evolutionary stabilization paths of local government and enterprise in system 1 for diﬀerent initial values.

4.2.2. Player Behavior of Evolutionary Games under Dynamic
Mechanisms. Figure 6 shows the evolutionary paths of local
government and enterprise under dynamic reward and static
punishment mechanisms. Figure 7 shows a comparison of
the evolutionary paths of local government and enterprise
under static reward and dynamic punishment and dynamic

1
probability of O1 adopted by the enterprise (y)

regardless of the initial values of local government and
enterprise, and there is no stable point. Secondly, in terms of
the frequency of volatility, as the probability of local government choosing the Supervise strategy becomes greater,
the volatility cycle of enterprise is becoming larger. As the
probability of enterprise choosing the Manage strategy
becomes greater, the volatility cycle of the enterprise is
becoming smaller. Finally, in terms of the magnitude of
ﬂuctuations, changes in the probability of local government
choosing the Supervise strategy have a smaller magnitude of
impact on enterprise, while changes in the probability of
enterprise choosing the Manage strategy have a larger
magnitude of impact on enterprise. From Figure 5, it can be
seen that the evolution of the system is a periodic closedloop curve around the center point (x∗ , y∗ ) and there is no
equilibrium point. The conclusion of the previous analysis is
veriﬁed. In summary, the initial value is one of the decisive
factors inﬂuencing enterprise’s choice of the Manage
strategy, and the change in the initial value of enterprise’s
choice of the Manage strategy has more inﬂuence on enterprise’s behavioral strategy than the change in the initial
value of local government’s choice of the Supervise strategy.

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0

0

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
probability of G1 adopted by the local goverment (x)

1

Figure 5: Dynamic evolutionary paths of local government and
enterprise for system 1.

reward and dynamic punishment mechanisms. The initial
value for the local government is still 0.4, and the initial value
for the enterprise is still 0.25. From Figure 6, it is easy to see
that the evolution of system 2 is a closed curve from the point
(0.4,0.25), and there is no equilibrium point. From Figure 7,
it can be seen that there are stabilization points for both
system 3 and system 4. Both verify the conclusions of the
previous analysis. The probability of local government
adopting the Supervise strategy and enterprise adopting the

9

1

probability of O1 adopted by the enterprise (y)
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0.9
0.8
0.7
0.6
0.5
0.4

X 0.4
Y 0.25

0.3
0.2
0.1
0

0

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
probability of G1 adopted by the local goverment (x)

1

Figure 6: Dynamic evolutionary paths of local government and
enterprise for system 2.

Manage strategy is higher, so the evolutionary equilibrium
point of game subjects in system 4 is better. Therefore,
dynamic reward and dynamic punishment is the optimal
reward and punishment mechanism, followed by static reward and dynamic punishment, followed by dynamic reward and static punishment, and ﬁnally followed by static
reward and static punishment.
Next, the paper will continue to discuss the evolutionary
path of the upper limit changes of the key parameter values
(c1 , c2 , w, and f) on the probability of strategy choice of local
government and enterprise in system 4.
Under the optimal reward and punishment mechanism,
the initial value of the local government is still 0.4, and the
initial value of the enterprise is still 0.25. The simulation
results are shown in the following.
Figure 8 shows the eﬀect of the change in the upper
bound of the supervisory cost (c1 ) of local government on
the behavioral strategies of local government and enterprise
under the optimal reward and punishment mechanism. As
can be seen from Figure 8, ﬁrstly, from the evolutionary
direction, the probability of local government choosing the
Supervise strategy and the probability of enterprise choosing
the Manage strategy are both negatively related to the increase of the supervisory cost ceiling. Secondly, in terms of
the degree of change, enterprise is more sensitive to the
increase in the supervisory cost cap compared to local
government. In addition, the evolutionary stability of both
sides of the game tends to be 0 when the upper bound of c1
rises to 19. This is because the original game equilibrium is
disrupted. This veriﬁes the conclusion of the previous
analysis. Taken together, the increased cost of supervision
does not promote well the adoption of aggressive strategies
by both sides of the game with a higher probability.
Figure 9 shows the eﬀect of the change in the upper
bound of the supervisory cost (c2 ) of local government on
the behavioral strategies of local government and enterprise
under the optimal reward and punishment mechanism. As
can be seen from Figure 9, ﬁrstly, in terms of evolutionary
direction, the probability of local government choosing the

1
0.9
0.8
0.7
0.6
0.5
0.4

X 0.4
Y 0.25

0.3
0.2
0.1
0

0

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
probability of G1 adopted by the local goverment (x)

1

static reward and dynamic punishment
dyanamic reward and dynamic punishment

Figure 7: Comparison of the dynamic evolutionary paths of local
government and enterprise for system 3 and system 4.

Supervise strategy is positively related to the increase in the
upper limit of operating cost, and the probability of enterprise choosing the Manage strategy is negatively related to
the increase in the upper limit of operating cost. Secondly, in
terms of the degree of change, when c2 changes from 6 to 10,
the change in local government is larger, while the change in
enterprise is minimal. This may be because an increase in
operating cost within a certain range does not aﬀect the
change in enterprise’s decision-making behavior, and once a
certain threshold is exceeded, enterprise’s sensitivity to
operating cost will increase rapidly. The high investment in
operating cost makes the enterprise biased to adopt the
Manage strategy with a lower probability. When c2 changes
to 16, the evolution of the local government stabilizes towards 1, and the evolution of the enterprise stabilizes towards 0. This veriﬁes the conclusions of the previous
analysis.
Figure 10 shows the eﬀect of the change in the upper
bound of the reward (w) of local government on the behavioral strategies of local government and enterprise under
the optimal reward and punishment mechanism. As can be
seen from Figure 10, ﬁrstly, from the evolutionary direction,
the probability of local government choosing the Supervise
strategy and the probability of enterprise choosing the
Manage strategy are both negatively related to the increase of
the reward ceiling. Secondly, in terms of the magnitude of
change, when w changes from 2 to 6, the change is greater for
local government compared to enterprise. When w changes
to 12, the strategies of both sides of the game show an upand-down oscillation, and the oscillation is increasing in
magnitude and period. It can be seen that the adoption of
appropriate incentive subsidies at the initial stage is conducive to promoting enterprise to increase investment in
information security management and avoid information
security incidents. However, in the long run, high subsidies
tend to be counterproductive. A possible explanation is that
subsidy incentives increase the ﬁnancial burden on local
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Figure 8: The impact of raising the upper limit of c1 on local government and enterprise.
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Figure 9: The impact of raising the upper limit of c2 on local government and enterprise.

government, which are thus biased towards the Nonsupervise strategy. At the same time, in the case of information asymmetry, there is a possibility that enterprise may
use the incentive subsidy for other management aspects to
gain revenue, resulting in the lapse of the subsidy. This
phenomenon has been veriﬁed in many industries.
Figure 11 shows the eﬀect of the change in the upper
bound of the punishment (f) of local government on the
behavioral strategies of local government and enterprise
under the optimal reward and punishment mechanism. As
can be seen from Figure 10, in terms of evolutionary direction, the probability of local government choosing the
Supervise strategy is negatively related to the increase in the
upper limit of punishment, and the probability of enterprise
choosing the Manage strategy is positively related to the
increase in the upper limit of punishment. This suggests that

the increase in local government punishment will lead to an
increase in the probability of enterprise adopting the
Manage strategy, making the probability of information
security risk events lower and thus the probability of local
government supervision lower.
4.3. Analysis of Results. The simulation results show that
there is no stable equilibrium point in the system under the
static reward and punishment mechanism, and there is no
condition that makes the enterprise choose the Manage
strategy if the initial conditions are changed. Under the
dynamic reward and punishment mechanism, there is no
stable equilibrium point in the system under the dynamic
reward and static punishment mechanism, there is a stable
equilibrium point in the system under both the static reward
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Figure 10: The impact of raising the upper limit of w on local government and enterprise.
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Figure 11: The impact of raising the upper limit of f on local government and enterprise.

and dynamic punishment and dynamic reward and dynamic
punishment mechanisms, and the latter is the more optimal
mechanism. Under the optimal reward and punishment
mechanism, the probability of the local government
choosing the Supervise strategy is negatively related to the
increase of supervision cost and the upper limit of reward
and punishment and positively related to the increase of
management cost. The probability that enterprise chooses
the Manage strategy is negatively correlated with the increase of supervision cost, management cost, and upper limit
of reward and positively correlated with the increase of the
upper limit of punishment.
Combined with the simulation results, this paper puts
forward some suggestions for the information security supervision of smart cities. Local government reward and
punishment play a key role in stimulating smart city

enterprise to adopt enhanced information security management, but a scientiﬁc policy of reward and punishment
needs to be implemented. The improvement of the information security supervisory system for smart cities often lags
behind market development, which leaves many incentives
to be enforced by traditional regulators based on old regulatory norms. Obviously, this lacks dynamism and timeliness. As we have studied, in the process of information
security supervision in smart cities, dynamic reward and
dynamic punishment mechanisms provide more incentives
for local government and enterprise, and both increase the
probability of both sides of the game to adopt positive
strategies, so local government should adopt dynamic reward and dynamic punishment mechanisms when implementing supervision on enterprise. In terms of reward,
ongoing subsidy incentives can place a huge ﬁnancial burden
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on the government. For enterprise, it is also not the case that
higher incentives are better. Excessive incentive subsidies
can sometimes be counterproductive, so be ﬂexible and
change in the actual supervisory process. For example, startups have ﬁnancial and technological constraints [41] and can
be poorly run in subsequent operations once the initial
subsidy expires [46]. At this point, local government needs
to focus on reward. Growing and mature enterprise is
stronger on its own and has a certain degree of risk resistance. At this time, the local government needs to reduce the
incentive subsidies to punishment. In terms of punishment,
too low punishment has a little restraining eﬀect on enterprises, so the punishment should be increased for enterprises that do not strengthen information security
management, and at the same time, recovery measures
should be taken and punishment imposed on enterprises
that have received subsidies. Larger punishment can have a
high probability of deterrence and promote enterprise to
adopt a higher probability of strengthening information
security management strategy, indirectly relieving the supervisory pressure of the local government and reducing
supervisory costs.

5. Conclusion
Strengthening information security supervision can eﬀectively promote the healthy development of smart cities. Local
governments, smart city enterprises, and academia are
currently studying the issue of government incentives for
relevant enterprises. Most previous studies have explored the
eﬀectiveness of incentives from a qualitative perspective and
have not been able to reveal the dynamics of the strategic
choices of local governments and enterprises on information
security issues under diﬀerent policies. Therefore, this paper
establishes an evolutionary game model for local governments and smart city enterprises, analyzes the equilibrium
point of each system and its stability under diﬀerent reward
and punishment mechanisms with the help of case data from
China, and explores the impact of increasing the upper limit
value of key parameters on the evolutionary stability strategy
of game subjects under the optimal mechanism. The results
are as follows: First, the initial value is one of the decisive
factors inﬂuencing the choice of management strategy of the
enterprise. Second, by comparing the four reward and
punishment mechanisms, we found that the dynamic reward
and dynamic punishment mechanism is the optimal
mechanism. Finally, we analyze the eﬀect of increasing the
upper bound of key parameters on the strategy choice of
both sides of the game under the optimal mechanism.
Among them, increasing punishment can eﬀectively promote both sides of the game to adopt active strategies, and
reasonably adjusting the reward policy can also mobilize the
information security behavior of enterprises.
At the theoretical level, this paper explores the applicability of evolutionary game theory to the problem of information security supervision in smart cities, providing a
new perspective for the current research in related ﬁelds. At
the practical level, this paper ﬁnds the optimal mechanism
for information security supervision of smart city by
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constructing game models under diﬀerent reward and
punishment mechanisms and puts forward feasible optimization suggestions, which provides some reference for the
practical regulation of information security of smart city. At
the same time, there are still shortcomings in this paper.
Firstly, in the dynamic reward and punishment mechanism,
the strategy choice of the game subject does not necessarily
show a linear relationship with the upper limit of the reward
and punishment but may be a nonlinear relationship.
Secondly, in the process of information security supervision
of smart city, in addition to the two sides in the paper, it will
also involve the inﬂuence of the decision-making behavior of
higher-level government, the public, and other subjects.
Finally, there may be organizations or individuals with
diﬀerent degrees of inﬂuence within the game group, and
there may be some complex environments outside, which
remains to be explored whether this will aﬀect the evolutionary stability strategy of the whole group. More in-depth
research will be conducted on the basis of the above in the
future.
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