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With the development of IoT technology and the improvement of people’s living standards, smart locks have become prevalent in
ordinary households. However, for enterprises and institutions requiring unified management and control capabilities for
networked smart locks, the technology has been relatively lagging, and there is a lack of established brands. Existing products
are mostly based on wireless low-power network protocols, leading to common issues of low stability, limited network
scalability, and high maintenance efforts. This paper addresses the problems existing in current networked lock systems and
leverages the centralized office characteristics of enterprises and institutions. By integrating IoT technology and Power over
Ethernet- (PoE-) centralized power supply, we have developed a networked smart lock system with unified management and
control capabilities. This system is primarily designed for applications in offices, collective dormitories, and hotels of
enterprises, institutions, and schools. The test results demonstrate that even with a scale of over tens of thousands of
networked locks under unified control, the system maintains fast response times and low packet loss rates. It also incorporates
energy-saving and environmentally friendly features, as well as easy automatic updates, facilitating convenient postdeployment
maintenance. Thus, it effectively meets the requirements for centralized management and control in different application
scenarios with centralized use of rooms. In conclusion, this research has led to the development of a unified management and
control networked smart lock system, which is well suited for enterprises, institutions, and schools. Its scalability, speed, energy
efficiency, and ease of maintenance make it an excellent solution for various application scenarios requiring centralized
management and control of access.

1. Introduction

The development history of intelligent energy-saving office
environments can be traced back several decades. With the
continuous advancement of technology and the growing
awareness of sustainability, research and practices in this area
have gradually increased. In the last three years, researchers
have conducted in-depth studies on intelligent energy-saving
offices, aiming to achieve intelligent management and energy
optimization in office spaces. Currently, potential options
include raising energy awareness and optimizing the operation
of electrical appliances within buildings [1].

Giacobbe et al. proposed an approach to implement the
concept of “smart office,” called the SmartMe Energy system.
This system is based on the Internet of Things (IoT) and

intelligent technology, aiming to provide intelligent, effi-
cient, and sustainable office energy management solutions
[2]. Li integrated key technologies such as IoT, sensor tech-
nology, and artificial intelligence to provide a smart office
environment control and management solution, presenting
a novel comprehensive office automation system [3]. Sayed
et al. explored the application of intelligent edge recommen-
dation systems in office energy management. By utilizing
IoT and AI technologies, this system can provide personal-
ized energy recommendations and optimization based on
office energy demand and user behavior [4]. In addition to
relying on energy demand and user behavior, Elkholy et al.
proposed a real-time intelligent home management system
for office environments, which combines real-time data
monitoring, intelligent control, and energy optimization
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technologies, aiming to achieve energy efficiency and intelli-
gent management in office spaces. However, managing too
many sensors can be troublesome [5]. Copiaco et al. used
energy time series images for building energy consumption
deep anomaly detection. Their approach transforms energy
time series data into image representations and utilizes deep
learning techniques for anomaly detection, as opposed to
traditional methods that rely on sensor data or energy time
series data [6].

After studying the overall control of intelligent energy-
saving office environments, researchers started focusing on
the facilities and equipment within offices, including door
lock systems. With the continuous advancement of technol-
ogy and the maturity of intelligent solutions, smart door
locks have become an important component of intelligent
offices. Since the 1970s, electronic communication technol-
ogy has rapidly evolved, and door locks have transitioned
from mechanical locks to various types [7]. In the 1990s,
smart lock systems based on hidden induction card (HID)
technology began to emerge [8]. In 1990, S.R. Vishnubhotra
and D.C. Poirier designed a microprocessor-based password
lock system. By 1995, RFID technology had matured, leading
to the rapid development of contactless access cards. In the
early 21st century, electronic technology in Europe and
America became more mature, and electronic password
locks started being used in intelligent access control systems
[9]. Initially, password locks were used in places like safes
and vaults. With technological advancements and the matu-
rity of smart lock solutions [9], high-security and technolog-
ically advanced electronic locks have been widely used in
countries like the United States, the United Kingdom, and
Singapore [10]. There are numerous smart lock manufactur-
ers, such as OWQ smart locks from Germany, Samsung
smart locks from South Korea, the renowned security-
oriented Mul-T-Lock smart locks from Israel, and Doreen
smart locks from the United States.

However, it is easy to observe that current smart locks in the
market mainly target ordinary households [11, 12], and the
management and control of locks must be executed on the
respective locks, lacking a unified management and control
platform. Networked locks for enterprises and organizations
are still relatively rare [13], with existing networked locks
primarily relying on wireless networks and RS485 technology.

Currently, the development faces the following challenges:
The instability of wireless networks makes wireless net-

work locks less reliable and troubleshooting challenging,
requiring professional personnel and resulting in high main-
tenance costs. Due to factors such as the transmission
distance and signal interference of wireless networks, the
scale of centrally managed wireless locks is limited. Wireless
smart locks typically use traditional 5V batteries as power
sources, and traditional batteries are not environmentally
friendly. The existing wireless network lock power supply
method no longer meets the requirements for energy saving
and environmental protection. Existing wireless network
locks support mobile NFC card unlocking, providing conve-
nience for ordinary household users. However, in the office
environment of enterprises and organizations, the security
of user access card numbers can be compromised, as they

can be copied and used by unauthorized users to open doors.
Existing networked locks cannot exchange information in
real-time with the enterprise or organization’s access control
platform. The current networked smart locks use a predeter-
mined interface with the enterprise’s access control platform
to update user IC card numbers. Therefore, if a user loses
their IC card and obtains a new one, they cannot immedi-
ately unlock and enter their office. The access control system
and the access control platform must update information at
specified times before the user can refresh their card to
unlock the door, leading to a poor user experience for such
users. Smart locks are powered by batteries, and basic
models usually install 4/5 batteries in the battery compart-
ment. They need to be replaced every 3-6 months. If the
battery life is not noticed, or if the owner does not replace
them in several months, they may find that the smart lock
has lost power when trying to open the door, which can be
frustrating [14]. Locks based on RS485 technology are
limited by short communication distances and cannot have
too many locks. They also face issues of periodic battery
updates and high equipment failure rates. Moreover, both
types of networked locks require professional installation
and maintenance, resulting in high maintenance costs
[15–17]. To address the above issues, this paper proposes a
design solution for networked smart locks suitable for enter-
prise or institutional offices, building upon the existing local
area network. It comprehensively utilizes UDP protocol, IoT
technology, fingerprint recognition technology, and Power
over Ethernet- (PoE-) centralized power supply technology
[18–21] to achieve centralized management and control of
locks. This design not only resolves the existing issues with
wireless network locks but also meets the requirements for
energy saving and environmental protection advocated by the
country. The main contributions of this paper are as follows:

(1) Proposing a new door lock system solution that effec-
tively expands the scope and effectiveness of smart
door lock usage in large-scale application scenarios

(2) The newly proposed optimized UDP method dem-
onstrates significant advantages in speed and range
compared to TCP communication

The rest of the paper is organized as follows: Section 2 is
dedicated to system design, including the proposed system’s
use case diagram, the UDP optimization algorithm, and the
system flowchart. Section 3 covers the application and
development of the website and app. Testing is conducted
in Section 4, and the conclusions are presented in Section 5.

2. Design of Networked Smart Door Locks
Based on PoE-Centralized Power
Supply Technology

To bring about excellent user experience, smart door locks
for office rooms must not only realize the centralized man-
agement and control of door locks but also facilitate ease
of daily use. To this end, the article is aimed at achieving

2 International Journal of Distributed Sensor Networks



the following design goals from the application requirements
of university laboratory access control management:

(1) As all teachers and students in the school have IC
cards, it is necessary to swipe the IC card to open
the door

(2) The campus environment is a public place that must
meet the needs of fire safety management

(3) The design must feature a mobile terminal self-
service unlocking function

(4) The system adopts the existing network environ-
ment of the campus, which is in line with the envi-
ronmental protection concept of energy saving and
low carbon emission

(5) The unlock record can be checked any time

(6) The system can connect to the campus card platform
and educational system in real time but does not add
too much load to the existing network

On the basis of the above design goals, it is also necessary
to avoid the existing problem of networked door locks. Based
on IoT, fingerprint identification, and PoE-centralized power
supply technologies, this article designs an energy-saving and
environmentally friendly networked door lock for office
rooms. The overall design diagram is shown in Figure 1.

From the structure diagram of the networked smart door
lock shown in Figure 1, we can see that the smart door lock
is connected to the PoE switch through a wired network
cable, which in turn is connected to the smart door lock-
centralized management server through a local area
network. PoE switches provide data exchange for door locks
as well as power supply support. This helps achieve central-
ized management and control of power supply, meets the
environmental protection requirements advocated by the
state, and does not pollute the environment during use.

2.1. Use Case Diagram. The use case diagram of the system
includes three main actors: office manager, administrator,
and employee. Each of these actors has different use cases
that allow them to interact with the system in various ways.

2.1.1. Office Manager. As an office manager, the user can
perform the following use cases:

(i) Lock/unlock door: the office manager can lock or
unlock the office door using a physical key or the
smart lock system

(ii) Office access request approval: the office manager is
responsible for reviewing and approving access
requests from employees. They can approve or deny
access to individual users based on their job roles or
other criteria

(iii) Revoke user access: the office manager can revoke
access to the office for any user who no longer needs
access

The use case diagram for office manager is shown in
Figure 2.

2.1.2. Administrator. As an administrator, the user can
perform the following use cases:

(i) Room management: the administrator can manage
the rooms in the building, including adding or
removing rooms and assigning room access to users

Data management WEB system

Network lock
management service

system

Mobile APP system

Switch Enterprise
internal LAN

POE switch

Networked
smart lock

Networked
smart lock

Networked
smart lock

Figure 1: Overall structure diagram of the system.
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Lock
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Revoke user unlocking
privilege 

Office access control permission
application review 

Figure 2: Use case diagram for the office manager.
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(ii) User management: the administrator can manage
the users in the system, including adding or remov-
ing users, assigning roles, and resetting passwords

(iii) Networked lock management: the administrator
can manage the networked locks, including setting
up new locks and configuring access permissions

(iv) Building management: the administrator can man-
age the building’s security systems, including
alarms and surveillance cameras

(v) Access permission management: the administrator
can manage access permissions for individual users
or groups of users

(vi) Device maintenance: the administrator is responsi-
ble for maintaining the hardware and software of
the security system

(vii) Access request approval: the administrator reviews
and approves access requests from employees,
ensuring that only authorized personnel can access
the building

The use case diagram for the administrator is shown in
Figure 3.

2.1.3. Employee. As an employee, the user can perform the
following use cases:

(i) Lock/unlock door: the employee can lock or unlock
the office door using a physical key or the smart lock
system

(ii) Office access request: the employee can request
access to the office by submitting an access request
to the office manager

(iii) Meeting room access request: the employee can
request access to a meeting room by submitting an
access request to the office manager

The use case diagram for the employee is shown in Figure 4.

2.2. Improvement Algorithm of UDP Protocol Based on
Confirmation Mechanism. Compared with the TCP trans-
mission protocol, the UDP protocol has the advantages of
low network resource consumption and fast processing
speed and does not need to establish a connection. The dis-
advantage, however, is that it cannot guarantee the reliability
of data transmission. Therefore, to ensure that the smart
door lock will receive the card opening information every
time, which is then reliably transmitted to the door lock
management server, we added a confirmation mechanism
between the access control panel and the door lock

Administrator

Room management

User management

Building management

Networked lock management

Access control permission management

Device maintenance

Application review

Figure 3: Use case diagram for the administrator.
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Lock
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Figure 4: Use case diagram for the employee.
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management server based on the UDP transmission proto-
col. The specific communication algorithm flow is shown
in Figure 5.

The data transmission between intelligent door lock
control panel and smart door lock management servers is
described as follows:

(1) When the door lock control panel collects a swipe
card unlocking information, it first finds out whether
the white list of the card number exists locally. If it
does not exist, the access control panel will type the
IP address, physical card number, and data packet
number of the lock into a data packet. Then, it sets
the counter that marks the transmission times of
the data packet (assuming SP) to 0 and then starts
to send the data packet to the door lock management
server with the UDP protocol

(2) After the specified time, the access control panel
receives the confirmation message that the door lock
server has received the data packet. Then, it proceeds
to step (5). Otherwise, it continues to step (3)

(3) If the SP is still less than or equal to the set number
of times, 1 is added to the SP, and the access control
panel continues to send the same data packet to the
door lock management server through the network
with the UDP protocol; if the SP is greater than the
set number of times, then it proceeds to step (5)

(4) After receiving the data packet from the door lock
control panel, the door lock management server
sends back a confirmation message to the door lock
control panel. Then, it turns to step (2)

(5) Once the algorithm ends, the card reader can receive
the next card swipe

The UDP protocol improvement algorithm based on the
confirmation mechanism shown in Figure 5 can not only be
used to transmit the data in the door lock control panel to
the door lock management server but also realize that the
door lock management server sends control instructions to
the door lock. This helps realize the unified management
and control of networked door locks at the service manage-
ment end. Meanwhile, the requirements for the network are

Begin

The access control panel packages the swipe
opening message and sends the sp = 0

SP plus 1 to send packets in the
UDP protocol

The server receives information and
sends back confirmation information

End

Received a server confirmation?

SP > setpoint?

Figure 5: UDP protocol improvement algorithm based on the confirmation mechanism.
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not too high, and it does not add too much network load to
the existing network.

2.3. Design of Access Control Panel Based on ARM
Technology. On the basis of the overall structure diagram
shown in Figure 1 and in accordance with the application
requirements of university laboratory access control man-
agement, the control process shown in Figure 6 is designed.
This helps realize the centralized control and management
of door locks and actively connects to the All-In-One card
platform according to real-time needs. Furthermore, it real-
izes the real-time unlocking operation of the user after the
card is replenished and does not add more load to the net-
work due to the regular updating of all data. When the user
swipes the IC card in the door lock, the legitimacy of the IC
card must be verified first. If it is an illegal card, it will not
respond. If it is a legal card, the system will judge whether
its physical card number exists in the local white list. The
door opens when the number exists and is thus verified. If
it does not exist, the physical card number is submitted to
the door lock server, and the server will decide whether or
not to open the door. Specifically, the following situations
exist when a user swipes a card to unlock a door:

(1) A user swipes the card to open the door, after which the
access control panel of the door lock compares the col-
lected card number with the white list in the control
panel memory. If the card number exists in the local
white list, the door lock is opened, and the access con-
trol panel can flash green light prompts. It then submits
an unlocking record to the door lock management
server at the same time. The system proceeds to (7) to
execute; otherwise, it continues to execute downward

(2) When a user’s card number does not exist in the
white list of the door lock control panel, based on
the improved UDP protocol, the access control panel
will transmit the card number to the door lock man-
agement server through the network. After receiving
the card number, the door lock management server
will check whether the card number has the right
to open the door in the white list of the server. If it
exists, it proceeds to (3) to execute; otherwise, it goes
to (4) to execute

(3) The door lock management server sends the unlocking
command to the designated access control panel. Once

T

T

Begin

User swipes card on
door lock H 

Legal card?

Does the card number exist in
the lock h white list? 

End

F

Open the door

T
Physical card number
transmission server 

F

Does the card number exist in
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Return user employee
number 

T

The employee number and door number
are retrieved from the Tuser-lock tabler 
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Send remote unlocking command to door
lock H

End

T

Go to the interface of All-in-one Card Center
and search whether the card number exists 

Does the card number exist in
the interface view?

F
Return employee

number

Update the original card number of the employee
server with the new card number

T

Does the user have the right to open
the door with H lock?

Send remote unlocking command
to door lock H

Update the new physical card number to lock H
according to the employee number

T

F

F

F

Add the user's physical card number to the lock H
whitelist according to the employee number 

Usertype = 1? F

Figure 6: Flowchart of unlocking procedure.
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the unlocking command is received from the server, the
access control panel can flash a green light to prompt to
unlock the door. At the same time, an unlock record of
this user is saved in the door lock management server.
The system them turns to (7) to execute

(4) When the card number does not gain the right to open
the door in the door lock management service, the
door lock management server will look up the user
information of the card number through the data
interface provided by the All-In-One card center. If
the information of this card number does not exist in
the interface, the system then turns to (6) to execute;
otherwise, it continues to execute downward

(5) According to the user information corresponding to
the card number in the interface, the system initially
updates the card number of the user in the system
with the new card number. Then, it checks whether
the user has the right to unlock the door in system.
If so, the card number is updated to the white list
to which the access control panel of this door corre-
sponds and then goes to (3) to execute; otherwise, it
continues to execute downward

(6) For illegal or unauthorized users, the access control
panel can flash a red light to prompt and continue
to execute downwards

(7) The process is completed

According to the construction needs of the laboratory and
the frequent flow of personnel in the innovation laboratory,

the paper divides cardholders into lock-end and server-end
white-listed users. The user’s card number can be saved in
the white list of the access control panel belonging to the office
door lock if the user is fixed in an office for a long time. Even if
there is no network, the user can directly open the office door
lock with the card. In giving a user temporary right to unlock a
laboratory or office, for example, a teacher must be able to
unlock the door of the corresponding laboratory according
to the experiment schedule, the system can store the user
information in the white list on the server side according to
the schedule. This is a convenient way for a system to update
the academic schedule according to the students’ needs. When
this user type unlocks door, it must have the support of the
network. According to the unlocking process, it can also be
seen that the system updates the user’s card number synchro-
nously when the user holds the card to open the door. Thus,
the door lock service system actively updates the card number
information of the user who just applied for the new card
through the interface of the All-In-One card center, and other
types of user information do not need to be updated. This
reduces the system workload and the network load and, most
importantly, allows new card replacement users to unlock
office doors immediately without waiting.

2.4. Design of the Access Control Panel Based on ARM
Technology. To achieve the unlocking control process shown
in Figure 6, the article designs the access control panel
shown in Figure 7 to control the opening and closing of
the motor lock body based on ARM technology. The access
control panel and the door lock service management end
transmit data through the improved UDP protocol, thereby
realizing unified management and control of door locks

Figure 7: Schematic diagram of the proposed access control panel.

7International Journal of Distributed Sensor Networks



through a door lock management server. The access control
panel specifically completes the following functions:

(1) If the card-swiping user is a white-listed user in the
lock or receives an unlock instruction from the door
lock service, the access control panel will drive the
motor to rotate forward, open the door lock, and
flash a green light to prompt. Then, it automatically
closes the door lock after 5 seconds

(2) If the unlocking mode is set to open normally, or
when the command from the server is normally
open, the access control panel will drive the motor
to open the lock. In particular, the access control
panel will drive the motor to reverse and close the
door lock again until the white-listed user swipes
the card again or receives an unlock message from
the door lock server. This allows the office door lock
to have a normally open function, which meets the
needs of safety management in public places

(3) In turning off the door lock, when it is in the normally
open state, or when the lock command is received
from the door lock server, the access control panel will
drive the motor to reverse and close the door lock

(4) The mobile terminal NFC-simulated card number
unlocking function is disabled to ensure the access
control security of the office environment. The spe-
cific implementation principle is to first design an
algorithm and then use it to convert the card number
of each card into a new 8-byte hexadecimal sequence
and save it to the designated location of the card for
storage. When the user holds the card to open the
door, the access control panel will first read the num-
ber of the card and then use the same algorithm to
convert it to obtain an 8-byte data sequence, which
in turn is compared with the data stored in the des-
ignated position of the card. If it is equal, the door
lock can be opened; otherwise, it can be judged as
NFC simulation cards or unauthorized cards. A red
light prompt can signal a refusal to open the door

(5) The access control panel drives the motor to rotate
forward, and after holding the connecting rod of
the motor lock body, it will submit a door-opening
record to the service through the network for future
reference once it detected that the door lock handle
is pressed down

(6) If the card number for swiping the card to open the
door does not exist in the white list of the control
panel, it will be sent to the door lock server through
the network for processing. Then, the door lock will
be determined according to the instruction returned
by the server

(7) In the event of a network disconnection or an offline
state, the access control panel, as it cannot receive
instructions from the online lock management sys-
tem, is unable to be centrally managed and con-

trolled by the management system. However, it can
operate independently. During this time, only users
on the lock’s white list can use IC cards to unlock
or lock the door. In the case of a power outage due
to special circumstances, users can use a mechanical
key to unlock and lock the door

In addition, to prevent damaging the electromagnetic pulse
to the control board, twomeasures of protection step-down and
power isolation have been adopted. At present, the power sup-
ply provided by the PoE switch is a standard 48V power supply.
We added a PoE splitter at the front of the control board to
reduce the 48V voltage to 9V and provide it to the control
board through the RJ45 port together with the data informa-
tion. Hence, the power signals and control logic unit ground
information are separated. Through these two measures, the
damage to the control panel by the surge signal is solved, and
the service life of the control panel is ensured.

2.5. Optimization of Middleware Data Messages. At present,
solutions involving cross-platform, heterogeneous architec-
ture and multisystem integration are generally implemented
through middleware, and each system module communi-
cates through JSON format messages provided by the
middleware. Therefore, the transmission efficiency of JSON
messages is critical. The data elements and embedded
objects in the commonly used JSON messages have the same
attribute names, and similar repetitions increase the size of
the JSON text, inevitably reducing the efficiency of data
packet transmission. To improve the transmission efficiency
of JSON messages, the paper [22] proposes a new JSON
message syntax format. The core idea is to flatten the JSON
objects with obvious hierarchical relationships and extract
the keys common to all JavaBean objects. The template
and preset key values are entered into the corresponding
values according to specific rules, and the real data in the
JavaBean object is flattened into an ordinary data array.

The JSON array object now includes the JavaBean object,
and the overhead formula of its data transmission is
expressed as

〠
m

k=1
〠
n

j=1
Ak +Dk,j + L , 1

Figure 8: Connection diagram of the access control panel and lock
body.
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where Ak represent the length of the kth attribute of the
JSON array element object, where k ∈ 1, 2, 3, 4,⋯,m; let
Dk,j represent the data length corresponding to the kth attri-
bute of the jth array element object, where j ∈ 1, 2, 3, 4,⋯, n;
and let L represent the character length of the key of the
JSON array object. Due to the JSON syntax, Ak can be added
repeatedly, thus increasing the data transfer overhead.

Therefore, we can perform flattening processing on the
basis of formula (1). The flattening processing formula is
shown as follows:

〠
m

k=1
〠
n

j=1
Dk, j + 〠

m

k=1
Ak + L + tL, 2

where tL represents the length of the extracted common
template.

It can be seen from the experimental results that
although the optimized data maintain the original over-
head, the JSON text is transformed from the original two
superpositions to just one traversal addition. Therefore,
according to the optimization process of Equation (2),
the JSON format can be changed. In particular, the mes-
sage length is reduced, thereby improving the data trans-
mission efficiency [23, 24].

3. Realization of Networked Intelligent Door
Lock System Based on PoE-Centralized
Power Supply Technology

3.1. Smart Door Lock Based on PoE Technology. According
to the electrical characteristics shown in Figure 7, the article
integrates the access control panel supported by data and
power from the PoE switch. The connection between the
access control panel and the electric lock, shown in
Figure 8, is integrated into ARM’s RealView Developer Suite.
In the development environment, C++ language is used to

realize the software control program of the access control
panel.

3.2. Intelligent Door Lock Network Management Service
System. According to the unlocking program flow shown
in Figure 6 and combined with the functional characteristics
of the door lock control panel shown in Figure 7, the article
encapsulates the user’s functions into classes in the .Net
environment. Then, based on the three-tier architecture pat-
tern and object-oriented programming method, the net-
worked door lock management system of C/S structure is
realized. The specific function interface is shown in Figure 9.

In the networked door lock management system shown
in Figure 9, room, user, and card issuance management
can be achieved, along with door lock settings and status
browsing, remote control and network testing, and unlock-
ing records and operating status. It also contains control
programs of interfaces that facilitate the connection of
third-party software.

According to the electrical characteristics shown in
Figure 7, the article integrates the access control panel sup-
ported by data and power from the PoE switch. The connec-
tion between the access control panel and the electric lock,
shown in Figure 5, is integrated into ARM’s RealView Devel-
oper Suite. In the development environment, C++ language
is used to realize the software control program of the access
control panel.

3.3. Networked Door Lock Management System Based on B/S
Structure. The management system based on the C/S struc-
ture is not convenient for daily management, so the inter-
face program provided by our system realizes the
networked door lock management system based on the
B/S structure. The functional interface is shown in
Figure 10. In this way, managers can break through the
constraints of time and space and achieve the daily man-
agement functions of access control.

Figure 9: C/S structure networked door lock management system.
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In the laboratory access control management system
shown in Figure 10, managers can realize various functions,
such as basic user and room information management, office
application and review, allocation and cancelation of room
door rights, management of room responsible persons, sys-
tem management rights monitoring, and various online
basic functions, such as opening and closing doors.

3.4. Access Control Self-Service Unlocking System APP. With
the aim of facilitating the daily use of end users, through the
interface program provided by the door lock management
service system, this article develops an access control self-
service unlocking APP system based on HTML5 technology.
The interface after operation is shown in Figure 11.

As can be seen, on the mobile terminal, users can imple-
ment common functions, such as office and conference
room applications, self-service unlocking, and unlocking
record browsing. At the same time, room administrators
can implement management functions, such as reviewing
office applications and canceling housing rights on the basis
of ordinary user functions. The administrators can also real-
ize the common functions of the management of the person
in charge of the office and the management of the depart-
ment’s authority on the basis of the room administrator
function.

4. Door Lock System Testing

The article tested the system’s load capacity and functional
reliability based on actual application requirements.

4.1. Device Load Testing. Load testing is critical to ensure
that devices can operate normally under high-concurrency
and high-traffic scenarios. Typically, it involves gradually
increasing the number of concurrent requests until the pre-
determined high-load level is reached and analyzing the sys-
tem’s response time, error rate, and resource utilization rate
under different load conditions. The article used JMeter to

Figure 10: B/S structure networked door lock management system.

Figure 11: UDP protocol improvement algorithm based on the
confirmation mechanism.
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simulate client requests and send concurrent requests to
the networked lock service system, gradually increasing
from 100 concurrent users. At each load level, requests
were continuously sent for a period of time, and data from
the service management system was collected and com-
pared with TCP communication. The test results are
shown in Figure 12.

From Figure 12, it can be seen that the UDP communi-
cation algorithm based on confirmation mechanism pro-
posed in the article is faster than the TCP protocol in
transmission speed when the data packet is less than
1000KB. Moreover, even when the load increases, the sys-
tem response speed remains stable and fast, meeting the
requirement of fast response capability for small data packet
transmission in the networked lock system.

4.2. Functional Reliability Testing. To test the system’s reli-
ability, the article conducted multiple scans and detections
on the data analysis module and communication ports, elim-
inating the randomness of a single detection. The test results
are shown in Table 1.

The results shown in Table 1 indicate that the reliability
of the tested functional modules has met the expected
requirements and can meet practical applications.

After multiple rounds of scanning and testing, the data
analysis module and communication ports of the system
have demonstrated excellent reliability. During the testing
process, the data analysis module was subjected to continu-
ous parsing of a data packet set for 50 rounds, and the results
showed consistent and error-free data processing in all 50
rounds, confirming the reliability of the module in handling
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Figure 12: Comparison results of load testing with different communication protocols.

Table 1: Functional reliability test table.

Function test All tested functional modules

Test steps

(1) Continuously parse a set of data packets for 50 rounds

(2) Complete scanning of the lock port for 50 rounds

(3) Continuous testing of the “unlock” and “lock” functions for 50 rounds

Expected results

(1) The validation results of 50 rounds of parsed data packets should be consistent, and incorrect data should be filtered

(2) The scan results of 50 rounds should be consistent without missing or added ports

(3) There should be no simultaneous “unlock” and “lock” situations after 50 rounds of testing

Actual results

(1) The processing results of 50 rounds of data should be consistent without errors

(2) The scan results of 50 rounds should be consistent without missing ports

(3) There should be no simultaneous “unlock” and “lock” situations after 50 rounds of repeated operations

Test conclusion The testing meets the expected criteria and has passed
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data. In the testing of door lock ports, a complete scan was
performed for 50 rounds, and the results showed consistent
scanning results without any missing ports, confirming the
stability of the communication ports. Additionally, through
50 rounds of continuous testing of the “unlock” and “lock”
functions, it was observed that no instances of concurrent
“unlock” and “lock” operations occurred, demonstrating
the reliability of the functional operations.

These testing results validate the system’s reliability in
terms of data analysis, communication ports, and functional
operations. The consistent processing results and error-free
performance of the data analysis module indicate its ability
to consistently provide accurate results, ensuring high cred-
ibility. The stability of the communication ports ensures
normal communication with external devices and further
ensures the overall reliability of the system by preventing
any port deficiencies. The reliability of functional operations
indicates that the system can perform “unlock” and “lock”
functions correctly without conflicts or errors. In conclusion,
through multiple rounds of scanning and testing of the data
analysis module and communication ports, the system
exhibits consistent and expected reliability in functional
aspects. The successful results of these reliability tests pro-
vide strong support for the service management system’s
ability to respond to networked lock application requests
in real time and accommodate the networking scale
effectively.

5. Conclusions

This paper presents the design and implementation of a net-
worked smart lock system suitable for centralized office use
in enterprises and institutions, integrating IoT and Power
over Ethernet- (PoE-) centralized power supply technolo-
gies. Addressing the issues of low stability, limited capacity,
and high maintenance costs observed in wireless networked
door locks on the market, the proposed system utilizes a net-
worked lock service management system that connects the
web-based management system, mobile app system, and
networked smart locks, forming a unified whole. By linking
previously independent devices and personnel into a digital
network, the system achieves unified management, central-
ized authentication, flexible authorization, statistical analy-
sis, and traceability functionalities. This solution not only
realizes unified management of people and assets but also
enables centralized and refined management of dispersed
and aggregated housing assets, supporting intelligent and
efficient management of enterprise offices. The application
results demonstrate that the designed networked smart lock
system exhibits high stability, ease of postdeployment main-
tenance, low maintenance costs, and energy efficiency and
incorporates a certain level of artificial intelligence. When
users use a newly issued IC card to unlock, the system can
proactively update user information through the informa-
tion center’s interface, ensuring that the newly issued IC
card can be used for immediate unlocking. As a result, the
proposed networked smart lock system shows promising
application prospects and significant economic benefits.

Currently, the system can assist enterprises in achieving
unified management and control of all networked locks
through a single server. However, the unlocking methods pro-
vided to users are relatively limited, as users can only use IC
cards or the app for unlocking. Additionally, when faults occur
in the networked lock terminals, management personnel can
only discover the issues through user feedback or by actively
checking in the service management system. The next step is
to integrate biometric technology with the existing system,
providing users with fingerprint unlocking, facial recognition
unlocking, and other more user-friendly application require-
ments. Moreover, adding the capability for networked smart
terminals to actively report abnormal situations to servers or
management personnel’s mobile devices will enhance postde-
ployment maintenance efficiency.
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