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The prevalence of social networking sites (SNS) raises questions about what information is private and what is not. Some users
willingly share information on the site expecting some benefits, but others may be reluctant to do so due to fear of losing
control of the shared information. To better understand the delicate relationship between privacy, perceived benefits, and
self-disclosure, this study examines the antecedents of self-disclosure behavior on professional SNS (i.e., LinkedIn). A model
contextualizing privacy calculus theory combined with the trust factor was developed and evaluated using 661 quantitative data
collected through a questionnaire. Then, the data was analyzed using covariance-based structural equation modeling method.
The results show that perceived benefit (e.g., self-presentation, career advancement, professional network development,
learning, and information exchange), privacy concerns, and perceived control are the factors that directly influence LinkedIn
users to disclose personal information. These factors become significant predictors of self-disclosure behavior. Meanwhile,
trust in LinkedIn members, perceived severity, and perceived likelihood indirectly influence self-disclosure through privacy
concerns. Finally, perceived control directly influences trust in LinkedIn members and trust in the LinkedIn provider. The
findings of this study help to understand SNS users' behavior, particularly self-disclosure behavior. SNS users can become
more aware of the benefits and risks of their disclosure behavior, allowing them to make more informed decisions. These
findings can also be helpful for SNS providers to improve product experience and strategy by effectively encouraging and
facilitating self-disclosure practices.

1. Introduction

Social Networking Sites (SNS) have become an increasingly
important means of communication. These computer-
based interactive technologies facilitate the creating and
sharing of thoughts, ideas, and information [1]. SNS offer
several advantages such as self-expression, finding entertain-
ment, and searching for information [2, 3]. One widely used
SNS is LinkedIn, with 14 million users [4]. LinkedIn is an
employment-oriented SNS for professionals, job seekers,
companies, and students to meet, exchange ideas, learn,
and find employment opportunities [5]. Users can disclose
their professional information by creating a summary
including work experience and educational background
information on their profile page [6]. Generally, users per-

form self-disclosure in order to be found more efficiently
by recruiters and to be recognized as experts in a field
(defined as self-presentation). Similarly, LinkedIn is becom-
ing a more important source of information for recruiters in
the recruitment process because it allows them to reach a
wider range of candidates [7]. A survey by Jobvite [8] found
that 89% of recruiters use LinkedIn to recruit applicants.
Recruiters can assess prospective employees’ skills and per-
sonalities from related information on LinkedIn such as pro-
file pages and posts [9]. The success of this practice depends
on the amount of information available. Therefore, under-
standing users' self-disclosure behavior is critical for effec-
tively encouraging users to do so.

However, there are risks associated with disclosing per-
sonal information, such as the misuse of private information
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and identity theft [10]. The prevalence of privacy threats
increases users’ concerns regarding the security of personal
information [2]. For example, employees may not want their
current employers to know that they are open for work or
applying for other jobs. This issue affects users’ willingness
to disclose professional and personal information. Addition-
ally, the level of knowledge related to privacy can influence
the inclination to disclose information. A study by Zlatolas
et al. [11] found that user knowledge about privacy issues
and user concerns negatively affects users’ intention to self-
disclose. Hence, users may choose to limit the reveal of their
information [12].

Disclosure of personal information can occur in various
contexts such as on SNS, e-commerce transactions, and
mobile applications. Several previous studies have explored
the concept of self-disclosure. For example, Dinev and Hart
[10] examined transactions in e-commerce using the privacy
calculus theory. Krasnova et al. [13] focused on self-
disclosure on social networks, also using the privacy calculus
theory. Zhao et al. [14] investigated location disclosure on
mobile applications, while Liu et al. [15] studied self-
disclosure behavior on a Chinese microblogging site using
social exchange theory. Unlike entertainment-oriented social
media (e.g., Facebook and Snapchat), to the best of our
knowledge, no studies have investigated the complex and
delicate set of privacy issues, perceived benefits, and trust fac-
tors and their effect on self-disclosure on professional SNS
such as LinkedIn. The benefits and risks of self-disclosure on
entertainment-oriented social media differ from those on pro-
fessional social media. For instance, professional SNS aim to
advance careers, while entertainment-oriented social media
primarily provide enjoyment factors [16].

Furthermore, in certain Asian cultures, including Indo-
nesia, modesty is highly valued, and self-promotion is often
viewed as undesirable. This cultural perspective can influ-
ence professionals’ reluctance to disclose their achievements
or contributions [17]. However, self-disclosure plays a cru-
cial role in shaping how others perceive individuals, directly
impacting their opportunities and success. Therefore, it is
important to investigate the factors that motivate Indone-
sians to engage in self-disclosure, in order to provide them
with better support. This study is aimed at examining the
factors that influence self-disclosure behavior on profes-
sional social networking sites, specifically LinkedIn, in Indo-
nesia. The research question guiding this study is “What are
the factors that influence self-disclosure behavior on profes-
sional social networking sites?”

A literature review was performed to develop an initial
theoretical framework to address this question. Because
self-disclosure has both benefits and risks to privacy, this
study contextualizes privacy calculus (PC) theory to investi-
gate privacy issues related to self-disclosure on LinkedIn. PC
theory suggests that individuals always rationally weigh the
potential benefits and risks of personal information disclo-
sure. Hence, it is a suitable theoretical approach to investi-
gate the specific risks and benefits influencing users to
disclose personal information on LinkedIn. Furthermore,
because revealing oneself on a social network requires trust,
this study also considers an extension of the trust factor,

namely, individual acceptance of SNS's ability to protect per-
sonal information [18].

This study is organized as follows. Section 2 elaborates
on previous studies and theories as the foundations of this
study, followed by the proposed theoretical framework.
Section 3 describes the research methodology, which was
reported and discussed in Sections 4 and 5, respectively.
Then, section 6 explains the implications of this study.
Finally, the conclusion, limitations, and suggestions for
future research are provided in Section 7.

2. Literature Review

2.1. Self-Disclosure in Social Networking Sites. SNS are site-
based services for users to create public or semipublic pro-
files within a restricted system, make connections with other
users, and view a list of other users’ connections [19]. The
rapid development of SNS has significantly affected commu-
nication and social interactions. On SNS, for example, users
can perform self-disclosure by sharing information and
opinions while developing a professional persona.

Self-disclosure is the act or process of disclosing infor-
mation related to oneself to others [20]. Several motives
drive self-disclosure on SNS. First, self-disclosure brings
happiness when performed [21]. Second, self-disclosure
can strengthen the bond in relationships and benefit psycho-
logical health [22]. Another motivation to disclose personal
information is self-presentation. Users can control how they
present themselves on SNS compared to those when inter-
acting in person by setting the personality they want to show
[23, 24]. Finally, users can use the information provided by
self-disclosure to expand personal interests, such as building
professional relationships and creating business opportuni-
ties [25].

One of the most popular professional SNS is LinkedIn. It
was inaugurated in 2003. It has over 660 million users across
200 countries [5]. LinkedIn allows users to display personal
and professional information and contacts. Users can also
add a short description on their LinkedIn profile to improve
their self-presentation. Furthermore, users can also search
for information about other users and companies, connect
with other users, and form groups with similar interests to
exchange information and expand professional networks.

However, disclosing or sharing information on social
networks requires trust in technology and other users. Trust
is an individual’s belief or confidence in something or some-
one influenced by subjective norms, risk, self-confidence,
and security [26]. Users who trust technology are willing to
rely on system functions to protect them from threats and
troubles [24]. Due to its conflicting nature, it is important
to examine the interplay between trust and self-disclosure
to effectively promote self-disclosure.

2.2. Privacy Calculus Theory. Privacy calculus (PC) theory
posits that individuals, groups, or institutions determine
for themselves when, how, and to what extent information
about them is communicated to others [27]. PC theory
assumes that individuals consider the future impact (costs
and benefits) of taking actions [28]. In the context of

2 Human Behavior and Emerging Technologies



privacy, costs are related to the risks of disclosing informa-
tion. When individuals provide personal information, the
individual is involved in analyzing benefits and risks [27].
According to PC Theory, self-disclosure occurs when the
benefits of communicating the information outweigh the
costs [10]. Therefore, this study considers two factors: pri-
vacy costs and perceived benefits. Privacy cost is the poten-
tial loss of information control when disclosing it [10]. It is
measured by the user’s concern about self-disclosure on
LinkedIn.

Meanwhile, the perceived benefit factor is a utilitarian
benefit that motivates users to perform self-disclosure, such
as self-presentation, learning and exchanging information,
career advancement, and developing a professional network
[15]. Self-presentation is defined as an act of controlling
information to influence the impression perceived by the
audience about the particular user [29]. LinkedIn provides
an information space that allows users to present themselves
and build personal identities. According to Boyd and Ellison
[19], self-presentation is the main element that motivates
users to perform self-disclosure on SNS.

Additionally, individuals also use SNS to exchange views
and discuss need-related issues [30]. Users can take advan-
tage of the discussion group feature of SNS by adding rele-
vant information and establishing relationships with other
users with similar interests [31]. Furthermore, professional
SNS such as LinkedIn makes it easier to search for jobs
and manage careers [30]. Recruiters use SNS to carry out
the recruitment process by looking at the information con-
tained in user accounts [31]. This factor can motivate users
to complete information on social media to make it easier
to be found by recruiters [32]. Finally, individuals develop
a professional network by building connections with other
users on SNS [15]. Self-disclosure is a central concept in
relationship development [33]. Self-disclosure is performed
not only to establish but also to maintain relationships with
a wide range of users [21].

2.3. Related Studies. Several theories have been utilized to
understand self-disclosure, such as PC theory (e.g., [10, 13,
14, 34]), protection motivation theory (e.g., [35]), communi-
cation privacy management theory (e.g., [11]), and uses and
gratification theory (e.g., [30, 31]). For instance, Dinev and
Hart [10] used PC theory to investigate e-commerce transac-
tions. Their findingsrevealed that privacy concerns have a
negative effect on e-commerce transactions. However, trust
in the Internet and personal interest can positively influence
users’ disclosure decisions. Similarly, Krasnova et al. [13]
applied PC theory to study self-disclosure in SNS. The
results indicate a significant effect between perceived enjoy-
ment and privacy concerns on the amount of information
disclosed. In addition, privacy concerns are determined by
perceived likelihood and perceived damage.

Given the emphasis of PC Theory on the perceived ben-
efits of self-disclosure on social media, it is essential to inves-
tigate the motivation to use social media platforms in the
first place. Therefore, Grissa [30] conducted a study to inves-
tigate the motivation to use professional SNS. The results
revealed that individuals are motivated to use professional

SNS for a variety of reasons including looking for work,
building personal branding, highlighting user expertise,
building specific professional networks, and obtaining and
exchanging information. Similarly, Florenthal [31] investi-
gated students' motivations and barriers to using profes-
sional SNS, identifying motivations such as building a
professional network, self-presentation, obtaining informa-
tion, and advancing one's career.

Disclosure of personal information can occur in various
contexts, such as on SNS, e-commerce transactions, and
mobile applications. Wang et al. [35] studied users’ inten-
tions to disclose personal information on mobile applica-
tions. Their study found that self-presentation and service
personalization factors positively affect users’ intentions to
disclose personal information, with perceived benefit factors
as the mediating variable. Perceived severity and perceived
control function as direct antecedents of perceived risk, which
negatively impact users’ intentions to disclose personal infor-
mation. The results show that mobile application users con-
sider the benefits of using mobile applications more than the
risks, so users enter personal information willingly.

The geographical context seems to influence self-disclosure
behavior. Krasnova and Veltri [36] surveyed Facebook users in
Germany and USA to explore their cultural differences in self-
disclosure on social media. The results indicate that Americans
experience more perceived benefits in using Facebook, more
perceived control over shared information, and more trust in
social media providers than their German users. On the other
hand, Germans have higher expectations of privacy damage
and breaches. Meanwhile, Liu et al. [15] investigated self-
disclosure in Chinese microblogging using social exchange the-
ory. Their study found that relationship building, enjoyment,
and trust in service providers significantly influence self-
disclosure. However, self-presentation factors do not affect
self-disclosure, and perceived risk factors negatively affect
self-disclosure.

Previous studies demonstrated that privacy concerns
affect self-disclosure behavior. Zlatolas et al. [11] investigate
the impact of privacy-related problems on self-disclosure in
SNS. They surveyed 661 SNS users in Slovenia and found
that privacy awareness, privacy social norms, privacy policy,
privacy values, and privacy concerns significantly affect self-
disclosure. Finally, Zhao et al. [14] explored factors affecting
the disclosure intention of location-related information on
location-based SNS. Their findings show a significant
influence between privacy concerns, personalization, and
connectedness on the intention to disclose information.
Specifically, privacy control has a negative effect on privacy
concerns. Table 1 shows a summary of the previous studies
examined in this study.

3. Research Model and Hypotheses

This study analyzes factors influencing users to self-disclose
on professional SNS (i.e., LinkedIn) using PC theory, trust,
and perceived control factors. PC theory was employed to
explore users’ perceptions when conducting self-disclosure.
It examines the specific risks and benefits influencing users
to disclose personal information on professional SNS. Thus,
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it is suitable for answering the research question of this
study. Additionally, because disclosing oneself to a social
network requires trust, this study also uses an extension of
the trust factor, namely, individual acceptance of the ability
of SNS to protect personal information [18]. Finally, since
self-disclosure has also resulted from perceived control over
information setting and dissemination, the perceived control
factor is also included. The theoretical framework proposed
in this study is presented in Figure 1, while the causality rela-
tionship of the variables in the theoretical framework is
explained as follows.

A perceived benefit is the advantage that users expect to
gain from disclosing their information on SNS. The greater
users’ perceived benefits, the more likely they are to self-
disclose [37]. SNS users have several motivations for disclos-
ing their personal information, such as self-presentation,
learning and exchanging information, career advancement,
and developing a professional network [30, 31].

Social networks can be used for professional purposes such
as personal branding, self-promotion, and impression man-
agement [15, 38, 39] or broadly defined as self-presentation.
Self-presentation is defined as an information-controlling
activity aiming at influencing the impression formed by the
audience about the user [29]. Self-presentation allows users
to set the personality they want to present by selecting the
types of information they wish to disclose [24]. For example,

users can use SNS to display education, work experience, skills,
achievements, qualifications, descriptions related to users’
social life, and public speech. Hence, when compared to direct
interactions, users experience more control over their self-
presentation on SNS [23]. This increased sense of control
may encourage them to disclose more information on SNS.
Thus, the authors hypothesize the following:

H1: self-presentation affects LinkedIn users’ self-disclosure
behavior of LinkedIn users.

Additionally, individuals use SNS to learn and discuss
issues related to needs and interests [30]. With LinkedIn,
searching for information and articles related to the target
companies can make it easier for users to fully understand
the organization. In addition, users can take advantage of
the discussion group feature on LinkedIn. Users can add
information according to the needs of other users, which
can trigger a discussion with those with similar interests.
This feature can encourage users to complete personal infor-
mation relevant to the user’s professional network [31].
Thus, the authors hypothesize the following:

H2: learning and exchanging information affect the self-
disclosure behavior of LinkedIn users.

SNS makes it easier to search for jobs and manage
careers by searching for relevant jobs [30]. Users often use
LinkedIn to find information about a person or a company
and look for job information. Correspondingly, recruiters

Table 1: Summary of the previous studies.

Paper Context Theory Methodology Key findings

Dinev and Hart [10]
E-commerce
transaction

PC theory Survey

Factors influencing self-disclosure are perceived
internet privacy risk, internet privacy concerns,

internet trust, personal internet interest, willingness
to provide personal information

Kranova and Veltri [36]
SNS usage in
Germany and

USA
PC theory Survey

Factors influencing self-disclosure are benefits
(e.g., enjoyment, self-presentation, relationship

maintenance), privacy costs (e.g., privacy concerns,
perceived likelihood, perceived damage), trust in SNS
members, trust in SNS providers, perceived control,

awareness, and trust in legal assurance

Krasnova et al. [13]
Online social
network

PC theory Survey

Factors influencing self-disclosure are trust in other
OSN members, trust in OSN providers, perceived
control, perceived privacy, risk, convenience,
relationship building, self-presentation, and

enjoyment.

Wang et al. [35]
Mobile

applications
Protection motivation

theory
Survey

Factors influencing self-disclosure are perceived
benefits (e.g., personalized service, self-presentation),
perceived risks (e.g., perceived severity, perceived

control)

Zlatolas et al. [11]
Social media

(i.e., Facebook)
in Slovenia

Communication privacy
management theory

Survey
Factors influencing self-disclosure are privacy
awareness, privacy social norms, privacy policy,
privacy value, privacy concern, privacy control

Grissa [30]
Professional
networking

sites

Uses and gratifications
theory

Interviews
and focus
groups

Personal motivations for using professional
networking sites are job seeking, career management,

personal branding, developing a professional
network, dan learning and exchanging information

Florenthal [31]
Professional
networking

sites

Uses and gratifications
theory

Survey and
interviews

Students’ motivations for using LinkedIn are
interpersonal communication, online identity,

information, and career advancement
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use social media to conduct the recruitment process by look-
ing at the information provided in user accounts [31].
Recruiters can assess prospective employees’ skills and per-
sonalities from the information available on LinkedIn [9].
Since recruiters rely on publicly available information in
recruitment selection, the lack of information provided by
SNS may hinder career advancement [32]. These factors
can motivate users to complete information on social media
to make it easier to find suitable jobs and to be found by
recruiters. Hence, the authors propose the following:

H3: career advancement affects the self-disclosure behav-
ior of LinkedIn users.

Developing professional networks is defined as users
who build connections with other users through SNS [15].
SNS make it easier for users to create professional business
networks with a wide range of users. Self-disclosure is funda-
mental to achieving that goal since self-disclosure is crucial
in relationship development [33]. Users can use the
information provided by other users to build professional
relationships and create business opportunities [25]. Incom-
plete relevant information on LinkedIn reduces the chance
that the user is found by other users [15]. Furthermore,

self-disclosure is not only for establishing relationships but
also for maintaining them [21]. Thus, the authors hypothe-
size the following:

H4: developing a professional network affects the self-
disclosure behavior of LinkedIn users.

Previous studies state that privacy concerns affect infor-
mation disclosure behavior [10, 40]. Privacy concern is the
level of users’ consideration about the flow, transfer, and
exchange of their personal information [41]. The higher
the privacy concern, the lower the user’s intention to self-
disclosure. Furthermore, Krasnova et al. [34] found that
privacy concern also affects the amount of information pro-
vided on SNS. High privacy concerns may cause minimal
information provided on the platform. Thus, the authors
propose the following:

H5: privacy concern affects the self-disclosure behavior
of LinkedIn users.

Trust in a communication channel and its members is
crucial for predicting self-disclosure behavior. Trust can
reduce the privacy costs of disclosing personal information
[42, 43]. SNS produce virtual intimacy and perceived simi-
larities which can induce trust among its members. Hence,

Trust in Linkedin
provider

(Krasnova & Veltri, 2010)

Privacy awareness
(Krasnova & Veltri, 2010)

Privacy concern
(Zhao et al, 2012)

Perceived severity
(Wang, 2016)

Self-presentation
(Krasnova et al, 2010),

(Krasnova & Veltri, 2010)

H5

H4

Perceived control
(Krasnova et al, 2010) Self-disclosure

(Krasnova & Veltri, 2010)

Perceived likelihood
(Krasnova et al, 2010),

(Krasnova & Veltri, 2010)

Learning and exchange
information

(Grissa, 2017)

Developing professional
network

(Krasnova & Veltri, 2010)

H1

H2

H3

H4

H9 H11

H6a

H6b
H7a

H7b

H8b

H8a

H7c

H7d

Perceived benefit

Privacy cost

Trust in Linkedin
member

(Krasnova & Veltri, 2010)

Career advancement
(Grissa, 2017),

(Florenthal, 2015)

Figure 1: The initial research model.
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users perceive fewer risks in providing personal information
on the platform. If users believe that others will not misuse
the information provided, they are more likely to disclose
their personal information [13]. Thus, the authors propose
the following:

H6a: trust in LinkedIn members affects the self-
disclosure behavior of LinkedIn users.

Trust in other LinkedIn users also affects privacy con-
cerns. The lack of ability to directly monitor other members’
use of the information provided reflects implicit trust in
others. Joinson and Paine [44] argue that users tend to
idealize their fellow SNS members. This individual belief
regarding other members’ trustworthiness may affect
privacy concerns. If users believe that other members will
not misuse the information provided, it will reduce their
level of concern [13]. Hence, the authors hypothesize the
following:

H6b: trust in LinkedIn members affects the privacy con-
cerns of LinkedIn users.

Trust in SNS service providers is essential to determine
the possibility of users disclosing personal information
[16]. This trust can be affected by the service provider’s
integrity, transparency, and security. If the users perceive
that the SNS service provider can be trusted, the privacy
costs will decrease, and the benefits will increase [16]. Liu
et al. [15] found that when SNS users know that SNS pays
attention to security, users will trust the service and share
information with the site [15]. To gain trust and encourage
complete information disclosure from users, SNS need to
implement information privacy guarantees [45]. Thus, the
authors hypothesize the following:

H8a: trust in LinkedIn providers affects the self-
disclosure behavior of LinkedIn users.

Additionally, trust in SNS service providers affects pri-
vacy concerns. Similarly, the service provider’s integrity,
transparency, and security reduce perceived privacy costs
[16]. Pavlou [46] emphasized the importance of trust in mit-
igating privacy risks. Furthermore, [47] highlighted that
trust in the SNS provider reduces privacy concerns when
sharing information on the platform. Thus, we hypothesize
the following:

H8b: trust in LinkedIn providers affects the privacy con-
cerns of LinkedIn users.

The level of control over access to their information
affects users’ self-disclosure behavior. The privacy control
factor measures how much users can control access to their
personal information [11]. LinkedIn provides features that
control access to information. For example, users can set
what information can be displayed on their profile. Since
users can control who can view their information on SNS,
the presence of privacy settings may encourage users to dis-
close information [48] since users can control who can view
their information on the SNS. Thus, the authors propose the
following hypothesis:

H7a: perceived control affects the self-disclosure behav-
ior of LinkedIn users.

Perceived control also affects users’ concerns over infor-
mation sharing on SNS. The existence of privacy settings on
LinkedIn can reduce users’ privacy concerns [48]. Jozani

et al. [49] found that even if users have limited control over
their personal information if the service provider explicitly
requests permission to access it, users feel they can exercise
control and reduce privacy concerns. Thus, the authors pro-
pose the following:

H7b: perceived control affects the privacy concerns of
LinkedIn users.

Perceived control is related to users’ ability to control
personal information on social media [11]. LinkedIn pro-
vides features that control access to information, such as set-
ting what information can be displayed. The settings create
the perception that users can control the information on
SNS [16]. SNS users tend to trust other users when they
can manage their privacy, such as by limiting access to pro-
files, comments, and posts on SNS [13]. Thus, the authors
hypothesize the following:

H7c: perceived control affects trust in LinkedIn members.
Additionally, perceived control also affects trust in the

LinkedIn provider. If users believe that they control their
information via privacy settings on the SNS platform, it
increases trust in SNS service providers, eventually encour-
aging self-disclosure [13]. Hence, the authors propose the
following:

H7d: perceived control influences users’ trust in the
LinkedIn service provider.

Privacy awareness is the degree to which users know
about privacy practices on SNS [11]. Users with a high level
of privacy awareness consider privacy issues on SNS sites,
which then influences their behavior. According to Boyd
and Ellison [19], users are becoming more concerned about
privacy issues on SNS, such as unintentional and harmful
privacy losses. This awareness affects the level of user
concern when disclosing personal information. Thus, the
authors propose the following:

H9: privacy awareness affects privacy concerns in Linke-
dIn users.

Previous studies revealed that perceived severity influ-
ences privacy concerns [35, 50]. Perceived severity indicates
an attitude in which users perceive negative consequences
caused by security threats. Then, this perception triggers pri-
vacy protection behavior. Perceived severity is closely related
to protective and avoidance behavior [35]. Users with a high
level of perceived severity tend to have serious concerns
about information security and take action to protect their
personal information [35, 50]. Accordingly, the authors pro-
pose the following:

H10: perceived severity affects privacy concerns in
LinkedIn users.

Finally, previous studies showed that perceived likeli-
hood influences privacy concerns [35, 50]. The perceived
likelihood is the possibility of a negative outcome when dis-
closing information on social media. Like perceived severity,
the perceived likelihood also triggers privacy protection
behavior. A high level of perceived likelihood tends to cause
serious concerns about information security and lead to
information concealment [35, 50]. Thereupon, the authors
propose the following:

H11: perceived likelihood affects privacy concerns of
LinkedIn users.
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4. Research Methodology

4.1. Respondents. This study used a quantitative approach to
validate the proposed theoretical framework. The approach
aims to identify the relationship between the independent
and dependent variables in one population [51]. Since this
study investigates factors influencing self-disclosure behav-
ior on LinkedIn, data for this study were collected through
a survey of active users of LinkedIn. The survey was distrib-
uted to various social media platforms such as Twitter, Lin-
kedIn, Instagram, and Line because these platforms are used
by most social media users in Indonesia.

4.2. Measurements. In total, eleven variables were included
in this study: self-presentation (SP), learning and exchange
information (LEI), career advancement (CA), developing
professional network (DP), privacy concern (PC), perceived
severity (PS), privacy awareness (PA), perceived likelihood
(PL), trust in LinkedIn members (TM), trust in LinkedIn
provider (TP), and perceived control (CON). The research
instrument consisted of two parts. The first section contains
questions regarding users’ demographics (e.g., gender, age,
education, and occupation) and their experience with using
LinkedIn. The second part of the questionnaire consists of
statements to be assessed by the respondents based on their
experiences and observations when using LinkedIn. The
measurement items for each variable are provided in Appen-
dix A. The assessment used a 5-point Likert scale varying
from 1 (strongly disagree) to 5 (strongly agree). The ques-
tionnaire was reviewed by ten respondents to clarify the
statements. Based on the review results, the questionnaire
was revised and then distributed.

4.3. Data Analysis. In conducting data analysis, the authors
used the covariance-based structural equation modeling
(CB-SEM) technique using AMOS 24.0 software. SEM is a
statistical model technique that measures the relationship
between variables by testing the structure of the model.
The CB-SEM technique uses the covariance matrix of the
data and estimates model parameters by considering the
general variance, while the PLS-SEM is variance-based and
uses the total variance to estimate parameters [52]. CB-
SEM involves a maximum likelihood procedure that aims
to reduce the difference between the observed covariance
matrix and the tested covariance matrix. In research using
the CB-SEM technique, it is necessary to assume that the
data is normally distributed. This study performed measure-
ment model testing and structural model testing to measure
the proposed model.

5. Data Analysis and Results

The data collection took four weeks and yielded 935 records.
However, 274 data points were incomplete and, hence, were
not included in the analysis. The remaining 661 data were
complete and valid. According to Hair Jr., et al. [53],
research using CB-SEM should have 5-10 data for each indi-
cator. Since this study has 36 indicators, the minimum data
requirement is fulfilled.

5.1. Demography. Of 661 respondents, 240 were male
(36.3%), and 421 were female (63.7%). Most respondents
(393) were between the age of 17 and 22. People with
bachelor’s degrees dominate the respondents in terms of
education. Meanwhile, most respondents are private-sector
employees who have used LinkedIn for 1 and 2 years, mainly
for job searching. More detailed demographic data can be
seen in Table 2.

5.2. Measurement Model Testing. Several assumptions and
conditions must be fulfilled before conducting a measure-
ment model, i.e., degree of freedom (DoF), normally distrib-
uted data, data completeness, outliers, and multicollinearity.
Data analysis showed the DoF value of the proposed
research model is 528. Since it is positive, the model is said
to be overidentified. Hence, model assessment can be per-
formed [54]. Based on the data normality test, this study
has a composite reliability (CR) value of 39.628, which falls
outside the range of normally distributed multivariate data
(c.r. value between -2.58 and +2.58) [54]. Hence, it is neces-
sary to remove outliers. Data classified as outliers are those
with p1 and p2 values at the Mahalanobis distance < 0.001
[54]. Based on this value, 30 data were deleted. Then, the
multivariate normality of the CR value for the overall data
was recomputed, which produced a value of 34.947. Based
on these results, a bootstrapping approach was taken to nor-
mally distribute the data. Then, a multicollinearity test was
performed to ensure that each indicator represents a differ-
ent aspect, so the correlation between indicators is expected
to be low. The results showed no correlation between the
indicators with a value of ≥ 0.9, which means there is no
multicollinearity in the data [54].

Reliability and validity testing measures whether the
indicators can explain the constructs in the research model
by examining the loading factor, composite reliability (CR),
Cronbach’s alpha (CA), and average variance extracted
(AVE) values [54].

The acceptable thresholds for factor loading value and
CR are both 0.7. Meanwhile, the AVE value for each con-
struct must exceed 0.5 to pass the testing. CA values above
0.5 show moderate to high reliability [55]. Data analysis
showed that after six iterations, PA3, CON3, PL3, PS1,
TP1, and SD1 had loading factor values less than 0.7, mean-
ing that they have relatively little influence on the measured
variables [52]. Hence, they were deleted. The results showed
that the values of CA, AVE, and CR for all constructs have
been met, which means that the result of this study is reliable
and valid, as shown in Table 3.

Then, a discriminant validity test was performed by cal-
culating the square root of AVE. If the value is greater than
the existing correlation value, it passes the discriminant
validity test [54]. The test results showed that all AVE root
values are greater than the correlation value with other
variables, as shown in Table 4. Hence, it can be concluded
that the proposed research model passed the discriminant
validity test.

Next, the measurement model was subjected to a good-
ness of fit test. As shown in Table 5, the result demonstrated
the overall goodness of fit was met for all indicators and the
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measurement model, which means that the structural model
fitted the research model. The causal relationship within the
model was demonstrated; hence, it did not required
modification.

5.3. Structural Model Testing. For structural model testing,
hypothesis testing using a two-tailed test at a significance
level of 5% output was conducted. Table 6 shows five
rejected hypotheses and 11 accepted hypotheses. Therefore,
the research model was modified. The final research model
is shown in Figure 2.

6. Discussion

This study is aimed at determining the factors influencing
user intention to disclose personal information on SNS
(i.e., LinkedIn). The results show that the perceived benefits
of self-disclosure on SNS, such as self-presentation, learning
and exchanging information, career advancement, and
developing a professional network, positively influence self-
disclosure behavior on LinkedIn. This finding is consistent
with the findings of Emad ALQadheeb and Ibraheem
Alsalloum [16], who found several perceived benefits of
self-disclosure on networking sites, including self-presenta-
tion, the ease of maintaining existing relationships, and the
convenience of building new relationships. Additionally,
SNS users also benefit from newly found information and
interaction with others [16]. SNS, such as LinkedIn, make
it easy for individuals to build connections and maintain
relationships with various companies and backgrounds
[56]. Finally, the most significant perceived benefit factor
when conducting self-disclosure on LinkedIn is career devel-
opment. This result is in line with the goal of LinkedIn,
which is to accelerate one’s career.

The findings also show a significant relationship between
perceived control and information disclosure behavior on
LinkedIn. LinkedIn allows users to manage the information
displayed and limit who can view it. This perceived control
boosts users’ trust in the SNS, influencing the actual disclo-
sure of personal information [11, 57].

On the contrary, privacy concern negatively affects self-
disclosure behavior. This finding is in line with [11, 58],
who showed that a high level of uncertainty about who can
view and potentially abuse the information published on
SNS increases users’ apprehension. This concern affects the
amount of information disclosed. If users are highly con-
cerned about the possibility of privacy breaches when dis-
closing personal information, the amount of information
disclosed to SNS will be significantly reduced.

Furthermore, privacy concern itself is influenced by per-
ceived likelihood, perceived severity, and trust in LinkedIn
members. This result corresponds to Krasnova et al. [13],
who found that perceived likelihood strongly influences
privacy concerns. Individual assessment of negative proba-
bilities is often distorted because of an optimistic bias that
worries users about the risks involved. Similarly, Wang
et al. [35] found that perceived severity is highly related to
protective and avoidance behaviors. Individuals who perceive
significant consequences of losing personal information when
disclosing information tend to be more concerned about
information security and will protect their information.
Finally, trust in other users can affect self-disclosure behavior
through privacy concerns. This finding is consistent with the
findings of [16], who found that if SNS users trust other users

Table 2: Respondent demographics.

Respondents’ demographic Amount Percentage

Gender
Female 421 36.3

Male 240 63.7

Age

<17 2 0.3

17-22 393 59.5

23-28 224 33.9

29-34 33 5

35-40 7 1.1

>41 2 0.3

Education

Junior high school 1 0.2

High school 57 8.6

Diploma 34 5.1

Bachelor’s degree 530 80.2

Master’s degree 37 5.6

Doctorate degree 2 0.3

Occupation

Student 285 43.1

Civil servant 15 2.3

State-owned
enterprise
employee

9 1.4

Private sector
employee

203 30.7

Entrepreneur 25 3.8

Unemployed 98 14.8

Others 26 3.9

LinkedIn use duration

<1 year 153 23.1

1 and 2 years 263 39.8

3-5 years 215 32.5

6-10 years 25 3.8

>10 years 5 0.8

Activities on LinkedIn

Updating personal
information

90 13.6

308 46.6

127 19.2

Job searching 24 3.6

Learning 109 16.5

Updating self with
others’ info

3 0.5

Building
connection

Sharing experience

Privacy issues
experienced on
LinkedIn

Identity theft 20 3

Scam 45 6.8

No problem 588 89

Others 8 1.2
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to be trustworthy and not misuse information, the user per-
ceives a lower level of privacy risk, which influences informa-
tion disclosure behavior.

Nonetheless, the results show that privacy concern is not
influenced by privacy awareness, trust in the LinkedIn pro-
vider, and perceived control. This study suspected that the
reason for its rejection is that Indonesians enjoy the per-
ceived benefits of self-disclosure regarding privacy risks, as
54% of respondents revealed that they are unaware of the
privacy risks of disclosing their personal information. This
finding contradicts Zlatolas et al. [11], who state that the
higher the level of knowledge about privacy, the higher the
level of user concerns. Similarly, there is no significant rela-
tionship between trust in LinkedIn providers with privacy

concerns. This result could be explained by the fact that
LinkedIn users in Indonesia may not have a high level of
trust in LinkedIn services, so there is no significant relation-
ship between the level of user concern and the level of user
trust. Additionally, there is no significant relationship
between perceived control and privacy concerns. This result
could be explained by the possibility that LinkedIn users’
confidence in privacy settings cannot alleviate their concerns
when disclosing information to LinkedIn. This possibility is
in line with Mukaromah et al. [59], who assert that user-
perceived control does not affect risk. On the contrary,
Zlatolas et al. [11] contend that when users believe they have
reasonable control over privacy settings in SNS, they will pay
more attention to privacy.

Table 3: The result of the measurement model test.

Variable Indicator Loading factor CR CA AVE Variable Indicator Loading factor CR CA AVE

Privacy concern

PC1 0.738

0.849 0.845 0.809
Developing
professional
network

DP1 0.777

0.864 0.863 0.825PC2 0.866 DP2 0.863

PC3 0.816 DP3 0.833

Privacy awareness

PA1 0.768

0.737 0.732 0.764 Self-presentation

SP1 0.794

0.889 0.886 0.853PA2 0.74 SP2 0.888

PA3 0.516 SP3 0.875

Perceived control

CON1 0.734

0.751 0.747 0.776
Trust in LinkedIn

provider

TP1 0.582

0.728 0.726 0.757CON2 0.807 TP2 0.817

CON3 0.605 TP3 0.702

Perceived likelihood

PL1 0.863

0.835 0.83 0.847 Self-disclosure

SD1 0.619

0.71 0.706 0.742PL2 0.817 SD2 0.784

PL3 0.636 SD3 0.729

Perceived severity

PS1 0.631

0.806 0.805 0.821
Career

advancement

CA1 0.775

0.853 0.836 0.793PS2 0.795 CA2 0.75

PS3 0.841 CA3 0.849

Learning and
exchange
information

LEI1 0.844

0.894 0.892 0.86
Trust in LinkedIn

members

TM1 0.874

0.863 0.857 0.825LEI2 0.919 TM2 0.88

LEI3 0.812 TM3 0.708

Table 4: Comparison of AVE values with intervariable correlation.

PC PA CON PL PS LEI DP SP TP SD CA TM

PC 0.809

PA 0.178 0.764

CON 0.189 0.664 0.776

PL 0.698 0.143 0.122 0.847

PS 0.554 0.287 0.389 0.374 0.821

LEI 0.065 -0.055 0.004 0.017 -0.025 0.86

DP 0.188 0.439 0.47 0.126 0.337 -0.041 0.825

SP 0.266 0.472 0.581 0.222 0.491 -0.012 0.709 0.853

TP 0.061 0.713 0.606 -0.009 0.24 0.003 0.371 0.439 0.757

SD 0.218 0.41 0.529 0.206 0.459 -0.115 0.58 0.663 0.433 0.742

CA 0.241 0.48 0.491 0.214 0.413 -0.016 0.662 0.753 0.455 0.67 0.793

TM -0.085 0.531 0.401 -0.112 0.035 -0.04 0.165 0.181 0.673 0.214 0.152 0.825
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Next, data analysis shows no significant relationship
between trust in LinkedIn members and providers with self-
disclosure behavior. This finding contradicts Krasnova et al.
[13], who found that there is a substantial relationship
between trust in SNS members and providers with self-
disclosure behavior. However, this study’s finding is in line
with Ningroem et al. [60], who showed that respondents’ trust
in information providers and fellow users on Facebook does
not affect their willingness to upload personal information.

Finally, the findings show a significant relationship
between perceived control and users’ trust in the provider
services and other users. This result is in line with Emad
ALQadheeb and Ibraheem Alsalloum [16], who found that
SNS services allow users to control privacy settings that
affect the trust in the SNS service providers and users. By
exercising control over access to personal information, users
can regulate what information can be accessed by other
users. For example, LinkedIn users can limit the information
displayed before adding other users.

7. Implications

This study contributes to the literature by identifying factors
influencing users to disclose information on LinkedIn.

Currently, most research related to self-disclosure discusses
general SNS from different perspectives (e.g., entertainment
and financial transactions). The model from the study
contributes new knowledge concerning the antecedents of
self-disclosure behavior in SNS. Additionally, this study
explores self-disclosure practices in a developing country,
which may raise new perspectives due to its uniqueness and
cultural conditions. Generally, in Indonesia, self-disclosure
or personal branding may cause discomfort for the actor or
people around them since humility and modesty are still more
culturally valued. This study fills the gap in the literature by
exploring how Indonesians reconcile their values with self-
disclosure in professional SNS.

From a practical perspective, this study’s findings can be
helpful to professional SNS providers in understanding the
factors that influence self-disclosure behavior. As a result, ser-
vice providers can add and improve features that encourage
and facilitate self-disclosure. The results of this study can be
used as a reference to develop features that consider the bene-
fits and risks perceived by users when disclosing personal
information. For example, as one of the perceived benefits of
self-disclosure behavior is learning and exchanging informa-
tion, service providers can add features such as a tag feature
that helps users to find relevant articles. Additionally, since

Table 5: The result of goodness of fit test.

Measurement criteria Cut-off value Result Remarks

Chi-Square >0.05 465.358 Good fit

CMIN/df ≤2 1.373 Good fit

CMIN
CMIN saturated model < CMIN default model

<CMIN independence model

Saturated model: 0.00
Default model: 465.358

Independence model: 10460.796
Good fit

GFI >0.9 0,954 Good fit

RMR Close to 0 0.019 Good fit

CFI >0.9 0.987 Good fit

NFI >0.9 0.956 Good fit

TLI >0.9 0.984 Good fit

RMSEA <0.05 0.024 Good fit

Table 6: Hypothesis testing results.

Hypothesis Result Hypothesis Result

H1: self-presentation affects self-disclosure behavior Supported
H7a: Perceived control affects

self-disclosure behavior
Supported

H2: learning and exchanging information affect
self-disclosure behavior

Supported H7b: Perceived control affects privacy concern Nonsupported

H3: career advancement affects self-disclosure behavior Supported
H8a: Trust in LinkedIn providers affects

self-disclosure behavior
Nonsupported

H4: developing a professional network affects
self-disclosure behavior

Supported
H8b: Trust in LinkedIn providers affects

privacy concern
Nonsupported

H5: privacy concern affects self-disclosure behavior Supported H9: Privacy awareness affects privacy concern Nonsupported

H6a: trust in LinkedIn members affects
self-disclosure behavior

Nonsupported H10: Perceived severity affects privacy concern Supported

H6b: trust in LinkedIn members affects
privacy concern

Supported H11: Perceived likelihood affects privacy concern Supported
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information control affects self-disclosure, service providers
can enable users to manage information access. Since there is
a relationship between information control with self-disclosure,
service providers can provide features to manage information
access. Furthermore, service providers can explain to users
about privacy practices and risk mitigation provided by service
providers, reducing the level of concern about the possibility of
information misuse when disclosing personal information.

8. Conclusion

This study is aimed at determining factors influencing the
willingness to disclose personal information on professional
SNS with LinkedIn as the case study. Data were collected
using questionnaires to LinkedIn users, which were then
analyzed using the CB-SEM method in AMOS 24.0. The
main findings of this study are as follows.

First, this study identified the factors that significantly
influence personal information disclosure behavior are per-
ceived benefits, privacy concerns, and perceived control. The
perceived benefits include self-presentation, career advance-
ment, professional network development, and learning and

information exchange. Second, the results of this study revealed
factors that significantly influence user concerns when disclos-
ing professional information to LinkedIn are perceived likeli-
hood, perceived severity, and trust in LinkedIn members.
Third, the results show that perceived control significantly
influences users’ trust in other users and LinkedIn services.

This study has several limitations. First, despite our best
efforts to identify and examine the significant and relevant
variables, data analysis shows that the trust factor in other
LinkedIn members is 0.312. This means that there are still
unexplored factors associated with trust. Future studies
may add other factors that influence self-disclosure
behavior. Future research may also investigate factors that
influence self-disclosure behavior from various factors other
than users’ perspectives, such as user management services,
social aspects, and user environmental aspects. Second, the
majority of respondents in this study were between the ages
of 17 and 22. Because age influences the level of privacy
awareness on social media, the findings could be limited
to this age group. The authors, however, advise SNS
developers to provide appropriate services and features for
this category.

Trust in Linkedin
member

(Krasnova & Veltri, 2010)

Trust in Linkedin
provider

(Krasnova & Veltri, 2010)

Privacy awareness
(Krasnova & Veltri, 2010)

Privacy concern
(Zhao et al, 2012)

Perceived severity
(Wang, 2016)

Perceived likelihood
(Krasnova et al, 2010),

(Krasnova & Veltri, 2010)

Self-presentation
(Krasnova et al, 2010),

(Krasnova & Veltri, 2010)

Learning and exchange
information

(Grissa, 2017)

Developing professional
network

(Krasnova & Veltri, 2010)

0,080⁎

0,342⁎⁎

Perceived control
(Krasnova et al, 2010) Self-disclosure

(Krasnova & Veltri, 2010)

0,245⁎⁎

0,104⁎⁎

0,318⁎⁎

0,176⁎⁎

0,04 0,565⁎⁎

0,002

−0,06
0,151⁎

−0,009

−0,006

0,019

0,557⁎⁎

0,791⁎⁎

Perceived benefit

Privacy cost

Career advancement
(Grissa, 2017),

(Florenthal, 2015)

Figure 2: The final research model.
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Third, the respondents examined in this study are
limited to Indonesian LinkedIn users. Comparison with
other countries regarding their self-disclosure behavior
may benefit future research. Finally, this is a quantitative
study using a survey to collect data. Further explanation
about the findings may arise from other methodological
designs such as a qualitative perspective using interviews
and observations.

Appendix

Measurement Items

Self-presentation (adapted from Krasnova and Veltri [36]
and Krasnova et al. [13])

(1) LinkedIn allows me to make a good impression
professionally

(2) LinkedIn allows me to represent myself professionally

(3) LinkedIn helps me to show my best side to others in
a professional manner

Learning and exchange information (adapted from
Grissa [30])

(1) I share and seek information from other LinkedIn
users

(2) I discuss and exchange work experiences with other
LinkedIn users

(3) I join or participate in groups related to my needs

Career advancement (adapted from Grissa [30] and
Florenthal [31])

(1) I believe LinkedIn can help me to get a job

(2) I feel that LinkedIn is a social media for finding jobs

(3) LinkedIn is useful for my career advancement

Developing professional network (adapted from Kras-
nova and Veltri [36])

(1) LinkedIn really helps me in building relationships
with professional workers

(2) It is very easy to keep professional relationships
using LinkedIn

(3) LinkedIn is useful for developing business and per-
sonal relationships

Privacy concern (adapted from Zhao et al. [14])

(1) I am concerned that a person can find private infor-
mation about me on LinkedIn

(2) I am concerned that the information I provide on
LinkedIn would be abused by other parties

(3) I am concerned that the information I disclose on
LinkedIn would cause unexpected problems

Perceived likelihood (adapted from Krasnova et al. [34]
and Krasnova and Veltri [36])

(1) The information I disclose on LinkedIn will be used
by other users in unexpected ways

(2) The information I provide on LinkedIn may be
accessible to unwanted users

(3) The information I submit to LinkedIn may be used
with me

Perceived severity (adapted from Wang et al. [35])

(1) I believe that losing information privacy through
LinkedIn will be a serious problem for me

(2) If my online identity is stolen by other users, then it
becomes a serious problem for me

(3) Losing personal information privacy via LinkedIn
would be a critical issue for me

Privacy awareness (adapted from Krasnova and Veltri
[36] and Zlatolas [11])

(1) In general, I think LinkedIn is transparent about
how it uses the personal information I provide

(2) LinkedIn clearly states what data it collects from me

(3) I am aware of the privacy concerns and procedures
on LinkedIn

Trust in LinkedIn members (adapted from Krasnova and
Veltri [36])

(1) I am sure other LinkedIn users would not misuse the
information they get from my LinkedIn profile or
posts

(2) I do not doubt that LinkedIn users will not use infor-
mation about me in the wrong way

(3) Generally, I believe LinkedIn users can be trusted

Trust in the LinkedIn provider (adapted from Krasnova
and Veltri [36] and Dwyer et al. [47])

(1) In my opinion, LinkedIn is responsible for the data
that has been provided by users

(2) I feel that LinkedIn can protect the privacy of my
personal information

(3) I trust LinkedIn will not use my information for any
other purpose

Perceived control (adapted from Krasnova et al. [13])

(1) I can control the information I submit to LinkedIn
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(2) The privacy settings provided by LinkedIn help me
to have complete control over my information on
LinkedIn

(3) I feel in control of who can see my information on
LinkedIn

Self-disclosure (adapted from Krasnova and Veltri [36])

(1) I have a comprehensive profile on LinkedIn

(2) Professional and personal information about me
found on LinkedIn would make it easier for others
to understand me

(3) I find time to keep my professional information on
LinkedIn up-to-date
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