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Satellite internet serves as an indispensable component of the upcoming sixth-generation networks for providing global broadband
internet access service. Due to the open nature of satellite-ground communication, security issue in satellite internet has always
been an important concern for both industry and academia. Although many researchers focus on secure communications in
satellite internet, the literature is surprisingly sparse, with no comprehensive overview of the state-of-the-art security techniques.
This paper provides an in-depth survey of secure communications for various satellite internet scenarios. Based on different
security mechanisms, we first categorize the existing works of secure communications in satellite internet into two categories:
cryptography-based and physical layer security-based. The former includes classical encryption-based and quantum encryption-
based secure communication, and the latter is further divided into precoding-based, cooperative jamming-based, relay selection-
based, and physical-layer authentication-based secure communication depending on the applied techniques. Finally, we provide
some future research directions.

1. Introduction

Satellite internet can bring a variety of benefits like wide
coverage, low latency, and high throughput, and thus has
great application potential in both civil and military applica-
tions, such as disaster rescue, surveillance, environmental
inspection, and so on. As reflected by recent standardization
endeavors, satellite internet is recognized as a highly prom-
ising technology to provide global broadband internet access
services for the upcoming sixth-generation (6G) networks
[1]. Recently, various projects around the world, including
Starlink, OneWeb, Telesat, etc., have been established to
construct satellite internet and have shown their effectiveness
in providing both low-cost and high-speed global services.
However, due to the open nature of the wireless medium,
satellite internet is more vulnerable to communication secu-
rity threats than conventional terrestrial internet. Therefore,
how to guarantee secure communications in satellite internet
is a critical issue that needs to be carefully addressed [2].

Traditionally, secure communication can be achieved by
exploiting key-based cryptography in the upper layers of the
protocol stack, which relies on computational complexity
[3]. Recently, several initial works have explored the key-
based secure communications in satellite internet. Most of
the works focused on the improved advanced encryption
standard (AES) algorithms with the same encryption and
decryption keys [4–9]. While these improved AES-based
cryptography schemes have been successful in preventing
communications from being intercepted, recent advances
in the computational power of satellite internet devices
have caused some security threats [10]. Unlike the improved
AES, quantum encryption is a new approach that uses quan-
tum mechanics for key generation, ciphertext communica-
tion, and antieavesdropping [11]. It is notable that quantum
encryption is not based on mathematical computational
hardness but on physics and quantum mechanics. Thus,
quantum encryption is highly promising to ensure secure
communications in satellite internet.
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In addition to the key-based secure communications,
physical layer security (PLS)-based secure communications,
e.g., via precoding, cooperative jamming, relay selection, and
physical-layer authentication (PLA), in satellite internet have
also drawn much attention. By exploiting the inherent ran-
domness of the wireless medium, like fading, noise, and
interference, PLS-based schemes ensure the communication
security at the physical layer to supplement existing upper-
layer schemes [12]. The fundamental principle of the PLS-
based schemes is that when the quality of the main channel is
superior to that of the wiretap channel, information can
always be confidentially delivered through the main channel
irrespective of the eavesdroppers’ computing capability. Due
to the advantages of high robustness, easy deployment, and
low complexity, PLS-based secure communications have
been considered another critical component for secure com-
munications in satellite internet [13].

1.1. Existing Surveys and Tutorials. By now, a couple of sur-
veys and tutorials related to secure communications of satel-
lite internet have been presented in the literature [14–18],
including cryptography-based secure communications and
PLS-based secure communications, etc.

In particular, Bedington et al. [14] provided a detailed
survey about satellite quantum encryption and discussed its
protocols, infrastructures, and technical challenges. Piran-
dola et al. [15] introduced the state-of-the-art research prog-
ress in satellite quantum communications under different
conditions, including space-link losses, low earth orbits
(LEOs) and higher earth orbits, link in night and day, and
so on. Taking into account the multiple-input multiple-
output and nonorthogonal multiple access (NOMA) tech-
nologies, Xiao et al. [16] elaborated on the applicability
and potential challenges of millimeter wave (mmWave)
secure communications over the satellite internet. From
the perspective of PLS, Li et al. [17] conducted a comprehen-
sive survey on secure communications in satellite internet
according to different application scenarios such as land
mobile satellite networks, hybrid satellite-terrestrial relay
networks (HSTRNs), and satellite-terrestrial integrated net-
works (STINs). Tedeschi et al. [18] presented a survey of the
literature on the security of satellite-based communication
systems from the perspectives of both PLS and cryptography.
This survey covered several research branches, including
physical layer secure communication, physical layer anti-
spoofing, physical layer antijamming, cryptography-based
authentication, key agreement, and quantum key distribu-
tion (QKD), providing a systematic classification of the liter-
ature, while it just roughly summarized the papers in each
branch in a table according to several features without giving
a detailed introduction to each paper. For example, the
authors summarized and compared the papers addressing
the physical layer secure communication issue according to
channel state information (CSI) availability, adversary type
(e.g., external, internal), adversarial receiving antennas (e.g.,
single, multiple), adversarial antenna type (e.g., omnidirec-
tional, directional), and performance metrics (e.g., secrecy
rate (SR), secrecy outage probability (SOP)).

1.2. Contributions. The aforementioned surveys help us
understand the latest research status on the security of
satellite-based communications, whereas they focused on
either satellite quantum communications (e.g., [14, 16]) or
PLS-related research (e.g., [15, 17]), failing to provide a com-
prehensive literature overview. Although Tedeschi et al. [18]
introduced both cryptography-based and PLS-based
research, their emphasis is on the summary and comparison
of current works while providing little information about the
security techniques applied in each work. Thus, a novel sur-
vey that analyzes satellite-based communication security
from a more exhaustive technology-oriented viewpoint
would be timely. In this survey, we aim to thoroughly review
the latest research progress on secure communications in
satellite internet and provide in-depth discussions on applied
security techniques/mechanisms of each work from both the
cryptography and PLS perspectives. In particular, we divide
the existing works of the cryptography-based secure commu-
nications in satellite internet into classical and quantum
encryption-based secure communications, and divide those
of the PLS-based secure communications into precoding-
based, cooperative jamming-based, relay selection-based,
and PLA-based secure communications depending on the
applied techniques. Then, we detail each research work,
including the application scenario, optimization problem,
security mechanism, secrecy performance, and so on. Finally,
we point out potential security challenges faced by satellite
internet and highlight possible future directions.

The rest of this paper is organized as follows. Section 2
introduces the architecture of satellite internet. The latest
research progress on cryptography-based secure communi-
cations and PLS-based secure communications for satellite
internet are provided in Section 3 and Section 4, respectively.
Section 5 highlights the open problems to be tackled and
future research directions, and Section 6 concludes the paper.
We present the organization of this paper in Figure 1. The
major abbreviations used throughout this paper have been
listed in Table 1.

2. Background

In this section, we briefly introduce the architecture of satel-
lite internet, as shown in Figure 2. Satellite internet intercon-
nects the fifth-generation (5G) networks and emerging
networks like the Internet of Things, unmanned aerial vehi-
cle (UAV) networks, and HSTRNs to provide global broad-
band internet access service [19, 20]. Based on different orbit
altitudes and various characteristics of communication
nodes in satellite internet [17], we divided the architecture
into a space-based backbone network, a space-based access
network, and a terrestrial-based backbone network from
space to the ground. Satellites in the space segment of the
architecture usually conclude geostationary earth orbit
(GEO) satellites, medium earth orbit (MEO) satellites, and
LEO satellites. Note that GEO satellites are not suitable for
supporting real-time communication services due to their
high altitude and long delay, but they can act as managers.
MEO satellites are defined as space relays, where the
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coverage and stability are inferior to GEO while the altitudes
are higher than LEO. With the lowest orbital altitude and
time delay, LEO satellites can bridge the space and ground
segments in the satellite internet architecture.

The space-based backbone network is mainly composed
of GEO satellites, such as remote sensing satellites, deep-
space detection satellites, spy satellites, and so on [17], which
are usually placed in orbits 36,000 km above the Earth. Com-
pared with the space-based access network, the space-based
backbone network controls a more stable network topology
so as to manage route allocation of the entire satellite internet
system. Until now, although the terrestrial network has
enabled high-speed communication in densely populated
regions, it still cannot provide internet access to some remote
regions. Fortunately, the space-based backbone network
could guarantee broadband internet access in these regions
for military defense, environmental monitoring, and geolog-
ical prospecting [21]. In addition, direct transmission links
can also be established between the space-based access net-
work and terrestrial for long-term monitoring services with
no delay requirements.

The space-based access network is responsible for connect-
ing the space-based backbone network and the terrestrial-based
backbone network, which consists of MEO satellites and LEO
satellites orbiting between 500 and 36,000 km [22]. Due to the
strong processing power of MEO satellites and the shortest
space-ground latency of LEO satellites, the space-based access
network can catch the topology information and handle the
accessing tasks of devices from terrestrial networks directly.

The terrestrial-based backbone network is mainly com-
posed of the core network, wireless local area networks, spe-
cial gateways, data centers, a large number of terminal
devices, etc. The special gateways, termed satellite operators,
enable the interconnection between satellites and huge ter-
restrial networks due to their powerful data distribution
capabilities. Computing tasks with high data traffic generated
by terminal devices, including aircraft and tanks in the mili-
tary and mobile phones and vehicles in the civilian, are sent
to the data center. Because of more computing resources
than satellites, the data center can calculate all the computing
tasks unloaded from the whole space and ground segments.
Although the terrestrial-based backbone network has proved
a greater success in SR and throughput than others in the

TABLE 1: Major abbreviations used in this paper.

Notation Meaning

AES Advanced encryption standard
AF Amplify-and-forward
AO Alternating optimization
BB84 Bennett–Brassard 1984
BS Base station
CPSO Cooperative particle swarm optimization
CSI Channel state information
CSTN Cognitive satellite-terrestrial network
CTR Counter block cipher
DF Decode-and-forward
FSL Free space loss
GEO Geostationary earth orbit
HAP High-altitude platform
HSTRN Hybrid satellite-terrestrial relay network
IoT Internet of Things
IRS Intelligent reflecting surface
ISHAPN Integrated satellite and HAP network
LEO Low Earth orbit
MBSS Multibeam satellite systems
MEO Medium Earth orbit
MIMO Multiple-input multiple-output
MISO Multiple-input single-output
MRT Maximal ratio transmission
NLoS/LoS Nonline of sight/line of sight
NOMA Nonorthogonal multiple access
PLA Physical-layer authentication
PLS Physical layer security
QKD Quantum key distribution
SCA Successive convex approximation
SDR Semidefinite relaxation
SEE Secrecy energy efficient
SISO Single-input single-output
SNR Signal-to-noise ratio
SOCP Second-order cone programing
SOP Secrecy outage probability
SR Secrecy rate
STIN Satellite-terrestrial integrated network
UAV Unmanned aerial vehicles
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space segment, it is vulnerable to natural disasters such as the
destruction of base stations (BSs) caused by a rainstorm.

3. Cryptography-Based Secure
Communications in Satellite Internet

In this section, we review the existing works of classical and
quantum encryption-based secure communications in satel-
lite internet.

3.1. Classical Encryption-Based Secure Communications.
According to the encryption principles, classical encryption
can be divided into symmetric encryption and asymmetric
encryption [23]. As shown in Figure 3, a transmitter and a
receiver use the same secret key for encryption and decryp-
tion in symmetric encryption, whereas they use a pair of
public and private keys in asymmetric encryption. Although
the latter has higher-level security than the former, it also

brings a greater communication overhead, which is unac-
ceptable for satellite internet with low latency requirements
and limited resources. Therefore, most existing classical
encryption studies in satellite internet communications
focused on symmetric encryption with slightly lower security
but less delay [24–27].

Bensikaddour et al. [4] considered a satellite image trans-
mission network under statistical attacks and proposed an
AES-Geffe image encryption scheme to achieve excellent
satellite image encryption performance. Then, Bentoutou
et al. [5] proposed an improved satellite image encryption
algorithm based on chaotic mapping and AES for vehicular
earth observation, where high-level security was achieved sub-
ject to a single event disruption constraint. Under a cipher
feedback mode, Jeon and Choi [6] proposed a novel encryp-
tion method by combining the AES encryption with a turbo
channel coding in satellite communications, meeting the
requirements of processing time gain, security enhancement,

Transmitter
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Wiretap channel

Legitimate channel

Receiver

Decryption

Eavesdropper

FIGURE 3: Classical encryption-based secure communications.
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FIGURE 2: Architecture of satellite internet.
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and bit-error-rate reduction simultaneously. Pirzada et al. [7]
studied the encryption algorithms with high throughput and
proposed a parallel encryption mechanism based on cipher
and message authentication code to achieve faster encryption
for satellite internet. Pirzada et al. [8] further considered a
satellite communication system with the demands of high-
speed computation and lightweight implementation, and
developed a high-throughput AES algorithm to improve the
security performance. Bensikaddour et al. [9] proposed a new
multispectral image encryption method based on the Fridrich
scheme with high performance and low overhead. The above
works are compared in Table 2, which allows readers to cap-
ture the critical information of classical encryption-based
secure communications in a short time.

3.2. Quantum Encryption-Based Secure Communications.
Although most satellites that have been launched used clas-
sical encryption to guarantee secure communications, some
rolled out a relatively new cryptographic primitive named
quantum encryption, pushing the boundaries of satellite com-
munication security. Quantum encryption is an absolutely
secure communication mechanism that cannot be deci-
phered, which consists of two main stages: the QKD stage
via a quantum channel and the private message transmission
stage via a traditional channel. In the first stage, the two
parties (a transmitter and a receiver in terrestrial) obtain a
pair of quantum keys that are entirely random through the
quantum channel, as shown in Figure 4(a). In the second
stage, the obtained quantum keys are used to encrypt the
source messages at the transmitter and then decrypt the
encrypted messages at the receiver, as shown in Figure 4(b).
In other words, the information transmitted in the QKD stage
of quantum encryption is equivalent to the secret keys of
classical encryption and plays a core role in the whole quan-
tum encryption-based communication process.

In 2017, a launched quantum satellite Micius became the
milestone of quantum encryption. Liao et al. [28] launched
the LEO quantum satellite Micius to realize decoy-state QKD
and first broke the limitation of long-distance channel loss.
Then, intercontinental quantum communications were achieved
by using theMicius as a trusted relay [29]. In a two-way satellite-
terrestrial network, Dai et al. [30] proposed a quantum encryp-
tion communication scheme to distribute high-precision time

information and conducted experiments on the scheme at the
Micius. Yin et al. [31] demonstrated a tenfold increase in the
security distance of entanglement-based quantum encryption
between two ground separation stations at a finite key rate,
where the entangled quantum pairs were launched by Micius
towards the ground station. Lim et al. [32] performed a limited
fundamental security analysis in a satellite-terrestrial network,
reducing the block length constraint of the standard channel
protocol, and demonstrated the analysis with a modified Micius
satellite.

In addition to studies on quantum satellite Micius,
Agnesi et al. [33] proposed a novel polarization encoder
system for satellite quantum encryption by exploiting pho-
tonic degrees of freedom and attested the security of quan-
tum encryption links. Kish et al. [34] demonstrated the
feasibility of quantum encryption using continuous variables
in longer satellite-to-Earth links, while previous studies all con-
centrated on short-range terrestrial links. Pan and Djordjevic
[35] evaluated the lower bound on secure key rates for
continuous-variable quantum encryption in satellite internet
to better investigate the eavesdropper’s wiretap strategy, which
provided a high-security level for the 6G networks. Alshaer
et al. [36] developed a secrecy performance analysis of a
ground-to-satellite free-space optical system with continuous-
variable quantum encryption protocol by using a bipolar
pulse amplitude modulation over modulated gamma fading
channel, where various parameters of communication nodes
were considered. Based on the above results, Dequal et al. [37]
further examined the establishing quantum keys in a satellite-
to-ground downlink configuration using continuous variables
and provided a practical solution compatible with classical
optical communication systems first. Table 3 highlights the
diverse scenarios, protocols, and main contributions of the
existing quantum encryption-based secure communications
in satellite internet.

4. PLS-Based Secure Communications in
Satellite Internet

As a compelling complementary to the upper-layer security
mechanism, the PLS mechanism exploits the inherent fea-
tures of wireless channels, such as the characteristics of mul-
tipath, reciprocity, and spatial uniqueness, to guarantee

TABLE 2: Comparison of existing works: classical encryption-based secure communications in satellite internet.

Ref. Year Scenario Algorithm Cipher mode

[4] 2017 Satellite images encryption Modified AES-Geffe encryption AES-CTR block cipher mode
[5] 2020 Satellite images encryption Chaotic maps and AES-CTR encryption AES-CTR block cipher mode

[6] 2019 Satellite-based communication
Combined AES encryption and turbo

coding
Cipher feedback mode

[7] 2019 Satellite-based communication
Parallel cipher-based message

authentication coding
CTR and parallel cipher mode

[8] 2020 Satellite-based communication
Improved high-throughput encryption

algorithm
AES-CTR block cipher mode

[9] 2020 Satellite images encryption
Fridrich-based multispectral image

encryption method
Generic chaotic block cipher mode
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secure communications [38]. Some early works have studied
the PLS-based communication issues in satellite scenarios
[39–42], including secrecy performance analysis, secure
transmission design, secrecy capacity optimization, etc. This
section reviews the existing studies on precoding-based, coop-
erative jamming-based, relay selection-based, and PLA-based
secure communications in diverse scenarios of satellite inter-
net depending on the applied techniques.

4.1. Precoding-Based Secure Communications. Precoding-
based secure communications have recently been actively
studied in satellite internet. Its core idea is to optimize the
precoder at the transmitter to turn the uniform scattering of
the transmitter signal into the desired direction, as shown in
Figure 5. As a result, the received signal strength at particular
receivers is greatly improved, while that at the eavesdroppers
is reduced.

Yan et al. [43] designed an optimal secure precoding
strategy at a relay in the satellite-relay-destination system,
where the relay forwarded secret messages toward the desti-
nation while sending artificial noise toward eavesdroppers

simultaneously, subject to the relay power constraint. In a
multibeam satellite communication system, Lin et al. [44]
proposed a robust precoding scheme at the multibeam satel-
lite by comprehensively considering the effects of beam gain,
channel loss, and rain attenuation to enhance the sum SR of
the system. Lin et al. [45] further proposed a novel precoding-
based transmission scheme in a multibeam satellite system to
maximize the SEE by alternate optimizing the precoding vec-
tor and power allocation vector at the multibeam satellite.

In addition to the above precoding schemes implemented at
a single communication node, there is another line of research
that designed the precoding schemes at multiple nodes. The
multinode cooperative precoding performs much better than
the single-node precoding because it can provide higher spectral
efficiency, robustness, and beam gain [46–48]. However, since
the multiple precoders are hard to optimize, the problem of
multinode cooperative precoding design is more challenging
than that of the single-node precoding design [49, 50]. Some
research efforts have been devoted to the multinode precoding
design for secure communications in satellite internet. Assuming
the perfect CSI, Lin et al. [51] proposed two schemes for the joint

Quantum satellite

Quantum key

Quantum key

Quantum channel

Transmitter
Receiver

ðaÞ

Quantum satellite

Receiver

Encryption

Transmitter

DecryptionTraditional channel

ðbÞ
FIGURE 4: Quantum encryption-based secure communications: (a) the QKD stage; (b) the private message transmission stage.
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TABLE 3: Comparison of existing works: quantum encryption-based secure communications in satellite internet.

Ref. Year Scenario Protocol Contribution

[28] 2017 Satellite-to-ground link (LEO) Decoy-state BB84 QKD

The point-to-point quantum encryption
was achieved between a quantum satellite
with a ground station up to 1,200 km

away

[29] 2018 Satellite-to-ground link (LEO) Decoy-state BB84 QKD
The quantum communication distance

was extended to intercontinental
distances

[30] 2020 Satellite-to-ground two-way link Polarization-encoding BB84 QKD
The high-precision time synchronization
in a quantum communication system was

achieved

[31] 2020 Satellite-to-ground link BBM92 QKD
The secure distance of quantum

transmission on the ground was increased

[32] 2021 Quantum space communication Entanglement-based BBM92 QKD
The block length requirement of the finite

key was reduced

[33] 2019 Satellite-to-ground link BB84 QKD

The security of quantum encryption
implementations was enhanced by using

the proposed self-compensating
polarization encoder

[34] 2020 Satellite-to-ground link Coherent state QKD
The feasibility of continuous-variable
QKD over the much longer satellite-to-

Earth channel was proved

[35] 2020 Satellite-to-satellite link Generic QKD
The secure key rate lower bounds of

continuous-variable quantum encryption
for realistic free space were analyzed

[36] 2020
Ground-to-satellite free-space optical

system
Continuous-variable QKD

The security performance of the current
quantum encryption system using a

bipolar pulse amplitude modulation was
evaluated

[37] 2021 Satellite-to-ground link (LEO) No-switching continuous-variable QKD
The feasibility of combined quantum
communication with classical optical
communication systems was proved

Wiretap link
Data link

Satellite (transmitter)Satellite (transmitter)

Uniform scattering

Certain direction scattering

Receiver EavesdropperEavesdropperReceiver

FIGURE 5: Precoding-based secure communications.
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design of precoders at a GEO satellite and a terrestrial BS to
guarantee secure communication in a software-defined
architecture-cognitive satellite-terrestrial network (CSTN),
in which a broadband satellite network was considered the
primary network and a terrestrial cellular network was the
second network. Then, considering the imperfect CSI, Li
et al. [52] proposed a combined precoding scheme at a satel-
lite and terrestrial BS for the secure downlink transmission of
NOMA-based CSTN and maximized the SR of satellite users
under the transmit power limits. Besides, Du et al. [53] inves-
tigated secure communication in a combined satellite and
terrestrial cellular network, and designed a joint precoding
scheme at an adaptive satellite and multiple ground stations
to enhance the received signal quality of eavesdropped term-
inals. In an integrated satellite and HAP network, Lin et al.
[54] first proposed a joint precoding scheme at a GEO satellite
and HAP to maximize the SR and simultaneously minimize
the total transmit power. In a NOMA-aided full-duplex cell-
free STIN, Gao et al. [55] further improve the spectral effi-
ciency by jointly optimizing the satellite and terrestrial beam-
forming, where the effects of realistic imperfect channel
estimation and imperfect successive interference cancelation
are considered.With the aid of Table 4, we summarize the key
research gaps of existing precoding-based secure communica-
tions in satellite internet, such as the type of precoder, channel
model, objective and solution approach, etc.

4.2. Cooperative Jamming-Based Secure Communications.
Cooperative jamming techniques seek to design and imple-
ment a high-performance PLS for secure satellite communi-
cations. As shown in Figure 6, the core concept of cooperative

jamming is to send artificial noise/jamming signals to eaves-
droppers while a transmitter sends secret messages to a legiti-
mate receiver. The artificial noise/jamming signals can be sent
from the transmitter, the receiver, or external helper nodes
called jammers. Such a technique greatly enlarges the differ-
ence between the legitimate and the eavesdropping channels
in a positive manner, thereby improving communication
security.

Different performances can be achieved by cooperating
with different kinds of jammers on satellite internet. Under
the SOP constraint, Cui et al. [56] proposed a cooperative
jamming scheme in which a multibeam satellite and multiple
terrestrial earth stations serve as friendly jammers to sup-
press eavesdroppers to minimize the power consumption of
current STIN. In a CSTN, Lin et al. [57] investigated a
friendly jamming strategy and exploited the rate-splitting
multiple access technique at the BS jammer to improve the
SEE of the destination subject to the destination’s SR and the
BS’s transmission power.

Apart from using communication nodes as jammers,
special external nodes can also be used as jammers to sup-
press eavesdroppers. Yan et al. [42] proposed a cooperative
jamming strategy to maximize the SR at the destination in an
HSTRN, in which the other terrestrial relays emitted jam-
ming signals to the eavesdropper when a relay forwarded
messages to the destination, and studied the effects of relay
numbers in the proposed scheme on the SR. Bankey and
Upadhyay [58] proposed a cooperative jamming scheme in
a downlink land mobile satellite system by using friendly
UAV jammers in the presence of eavesdroppers on the
ground. Bouabdellah and Bouanani [59] proposed a PLS

TABLE 4: Comparison of existing works: precoding-based secure communications in satellite internet.

Ref. Year Scenario
Type of
precoder

CSI
availability

Channel model Objective Solution approach

[43] 2016 HSTRN Relay Perfect CSI
Satellite channel: shadowed-Rician

fading
Terrestrial channel: Rayleigh fading

SR maximization
SDR,

one-dimensional
search

[44] 2019 STIN Satellite
Imperfect

CSI
Satellite channel: FSL, rain

attenuation, satellite beam gain
SR maximization

SCA,
S-procedure method

[45] 2022 MBSS Satellite Perfect CSI
Satellite channel: FSL, rain

attenuation, satellite beam gain
SEE

maximization
AO, SCA

[51] 2018 CSTN Satellite, BS Perfect CSI
Satellite channel: FSL, rain

attenuation, satellite beam gain
Terrestrial channel: LoS

Total transmit
power

minimization

SOCP, penalty
function,

gradient algorithm

[52] 2021
NOMA-based

CSTN
Satellite, BS

Imperfect
CSI

Satellite channel: rain attenuation,
satellite beam gain

Terrestrial channel: Rayleigh fading
SR maximization SCA, SDR

[53] 2018 STIN Satellite, BS Perfect CSI
Satellite channel: LoS

Terrestrial channel: scattered
multipath

SR maximization
CPSO, path-pursuit

iteration based
algorithm

[54] 2019 ISHAPN
Satellite,
HAP

Imperfect
CSI

Satellite channel: FSL, rain
attenuation, satellite beam gain

HAP channel: LoS, NLoS
SR maximization

Penalty function,
discretization method

[55] 2023 STIN Satellite, BS
Imperfect

CSI

Satellite channel: FSL, rain
attenuation, satellite beam gain
Terrestrial channel: LoS, NLoS

SR maximization SCA, SDP
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scheme by using a free user as a friendly jammer in an
interference-based hybrid CSTN, where the jammer broadcasted
artificial noises constantly when a source transmits confidential
messages to an optical ground station with a satellite relay. The
comparison of the latest cooperative jamming-based secure
communications is presented in Table 5, which clearly indicates
the current research gaps in the type of jammer, CSI availability,
objective, etc.

4.3. Relay Selection-Based Secure Communications. As a tech-
nique to utilize multiple relays for PLS, the core principle
behind relay selection is to select an optimal relay from mul-
tiple relays that maximizes the channel difference between
the legitimate and illegal channels, thereby enhancing com-
munication security while maintaining transmission link
connectivity, as shown in Figure 7. Currently, relay selection

techniques have been widely used in secure communications
in satellite internet, which are summarized as follows.

To improve transmission security, Cao et al. [41] pro-
posed an optimal relay selection scheme based on the
Round-Robin scheduling in an HSTRN with multiple terres-
trial relays and a single destination, where the relays for-
warded secrecy messages by turns under the perfect CSI of
all links. Then, Guo et al. [60] also studied the relay selection
problem in an HSTRN with multiple DF relays but multiple
destinations and eavesdroppers, and proposed an optimal
threshold-based relay selection scheme, selecting the two-
hop link with maximal average secrecy capacity from all the
links subject to the SNR constraint to enhance the secrecy
performance. Considering a MISO HSTRN with multirelay
and multidestination, Bankey and Upadhyay [61] presented
two opportunistic link selection strategies under noncolluding

Transmitter

Jammer

Eavesdropper Receiver

Wiretap link
Data link
Jamming link

Satellite (relay)

FIGURE 6: Cooperative jamming-based secure communications.

TABLE 5: Comparison of existing works: cooperative jamming-based secure communications in satellite internet.

Ref. Year Scenario Type of jammer CSI availability Channel model Objective

[56] 2020 STIN Satellite, destination Imperfect CSI
Satellite channel: FSL, rain attenuation,

satellite beam gain
Terrestrial channel: Rayleigh fading

Power consumption
minimization

[57] 2020 CSTN BS Imperfect CSI
Satellite channel: FSL, rain attenuation,

satellite beam gain
Terrestrial channel: LoS, NLoS

SEE maximization

[42] 2019 HSTRN External terrestrial node Perfect CSI
Satellite channel: FSL, rain attenuation,

satellite beam gain
Terrestrial channel: Rayleigh fading

SR maximization

[58] 2020 STIN External aerial node Perfect CSI
Satellite channel: shadowed-Rician fading

UAV channel: LoS, NLoS
SOP analysis

[59] 2021 CSTN External terrestrial node Perfect CSI
Satellite channel: shadowed-Rician fading

Terrestrial channel: Rayleigh fading
Intercept probability

analysis
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and colluding wiretapping scenarios to minimize the SOP,
respectively, in which the optimal relay and destination
were selected based on the received instantaneous SNR. Li
et al. [62] also studied the SOP performance in a MISO
HSTRN under the conditions of known instantaneous CSI
and statistical CSI, and proposed a relay selection scheme
for cooperative interference relays based on the minimum
of the SOP performance. Guo et al. [63] first analyzed the
secrecy performance for a two-way ISTRN along with an
opportunistic relay selection scheme, in which multiple legit-
imate users, eavesdroppers, and terrestrial two-way relays are
considered. Table 6 shows a comparison of the aforemen-
tioned works in diverse system setups for readers further dis-
cussing the development of relay selection-based secure
communications in satellite internet.

4.4. PLA-Based Secure Communications. PLA is another crit-
ical PLS technique that draws much attention in satellite
internet. Its fundamental principle is to verify the identities
of legitimate users by exploiting the physical-layer features of
signals and wireless channels [64–67]. Different from the
previously mentioned PLS techniques that only prevent
secret messages from being passively eavesdropped, PLA
can defend against passive and active attacks, such as

spoofing, replay, and jamming [68, 69]. Due to the advan-
tages of high robustness, low cost, and easy implementation
in heterogeneous network environments, PLA has emerged
as a promising way to guarantee secure communication in
satellite internet.

Recently, some research efforts have been devoted to
designing PLA-based secure communication schemes for sat-
ellite systems. Fu et al. [70] first proposed aDoppler frequency
shift-based PLA scheme for land mobile satellite systems,
where the downlink satellite system information signaling is
authenticated before initial access. Topal and Kurt [71] pro-
vided a new PLA scheme to validate the identity of LEO
satellites by comparing multiple measured Doppler frequency
shift values with the reference values in constellations, where
the reference values are calculated based on the satellites’
velocities and locations. Then, Abdrabou and Gulliver [72]
proposed a PLA scheme for LEO satellites based on Doppler
frequency shift as well as received power characteristics and
trained a one-class classification support vector machine to
discriminate between legitimate and illegitimate satellites. In
combination with convolutional neural networks, Oligeri
et al. [73] proposed an alternative PLA scheme for satellites
by generating physical-layer fingerprints with I/Q samples of
Iridium signals. They also used Iridium Ring Alert messages

Satellite (transmitter)

Relay selection link
Data link

Wiretap link

Relay n + 1

Eavesdropper
Receiver

Relay n

Relay 1

Relay N

FIGURE 7: Relay selection-based secure communications.
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to verify the actual GNSS location [74]. The above works on
PLA-based secure communications are compared in Table 7,
which indicates the current research gaps in the scenario,
authentication features, metrics, type of attack, and methods.

5. Future Directions

Secure communications in satellite internet have made great
progress so far, whereas some unresolved issues still remain.
In this section, we discuss the challenges that secure

communication of satellite internet faces and point out
some potential research directions.

5.1. QKD. Some recent works have proved the feasibility of
QKD in certain satellite-based communication scenarios,
such as QKD from a geostationary orbit [75], QKD utilizing
the decoy-state BB84 protocol in LEO satellite-ground link
[76] and the continuous variable-QKD in satellite-based
downlink transmission [34]. However, the practical applica-
tion of QKD is still not entirely demonstrated.

TABLE 6: Comparison of existing works: relay selection-based secure communications in satellite internet.

Ref. Year Scenario System setup
Antenna
setup

Relaying
protocol

Channel model Objective

[41] 2017 HSTRN

Single-satellite (GEO), multirelay
(terrestrial),

single-destination,
single-eavesdropper

SISO DF

Satellite-destination:
shadowed-Rician fading channel

Relay-destination:
Rayleigh fading channel

SOP
minimization

[60] 2018 HSTRN
Single-satellite (GEO), multirelay

(terrestrial),
multidestination, multieavesdropper

SISO DF

Satellite-destination:
shadowed-Rician fading channel

Relay-destination:
Rayleigh fading channel

SR maximization

[61] 2019 HSTRN
Single-satellite, multirelay

(terrestrial),
multidestination, multieavesdropper

MISO AF, DF

Satellite-destination:
shadowed-Rician fading channel

Relay-destination:
nakagami-m distribution

channel

SOP
minimization

[62] 2019 HSTRN
Single-satellite, multirelay (aerial),

single-destination,
single-eavesdropper

MISO AF

Satellite-destination:
Rician fading channel
Relay-destination:

Rician and Rayleigh fading
channel

SOP
minimization

[63] 2022 HSTRN
Single-satellite, multirelay

(terrestrial),
multidestination, multieavesdropper

SISO DF

Satellite-destination:
shadowed-Rician fading channel

Relay-destination:
Rayleigh fading channel

SOP
minimization

TABLE 7: Comparison of existing works: PLA-based secure communications in satellite internet.

Ref. Year Scenario
Authentication

features
Metrics Type of attack Channel model

[70] 2020
Satellite communication system,

downlink satellite-ground
channel

Doppler
frequency shift

False alarm rate,
miss detection rate

Spoofing
attack

Binary hypothesis testing,
nominal power spectral density

sample decisions

[71] 2022
LEO satellites constellation,

inter-satellite channel
Doppler

frequency shift

Spoofing detection
rate,

false alarm rate

Spoofing
attack

Decision fusion with OR rule,
AND rule, majority rule

[72] 2022
Satellite communication system,

downlink satellite-ground
channel

Doppler
frequency shift,
received power

Authentication rate,
false alarm rate,

miss detection rate

Spoofing
attack

Machine learning,
one-class classification support

vector machine

[73] 2022

Satellite communication system,
intra-constellation channel,
downlink satellite-ground

channel

Radio
fingerprinting,
I–Q samples

True positive rate,
false positive rate

Spoofing
attack

PAST-AI,
convolutional neural networks

[74] 2020
IRIDIUM satellite constellation,

downlink satellite-ground
channel

IRIDIUM ring
alert messages

Waiting time,
false positive rate

Spoofing
attack

Reverse engineering,
opportunistic IRIDIUM ring

alert
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As stated in an NSA policy report on QKD, several lim-
itations, including the necessity of specific equipment, the
difficulty of security verification, and the high risk of denial
of service, need to be overcome before the large-scale appli-
cation of QKD [77]. In particular, QKD-based security
schemes are challenging to be integrated with existing com-
munication nodes due to the requirements of dedicated
fibers or physically free-space transmitters. Besides, QKD
still has to find solutions to reduce its communication costs
due to the massive access needs of terminal devices on satel-
lite internet. Furthermore, integrating quantum communica-
tion networks into global satellite-terrestrial networks is
challenging because the attenuation of quantum signals
through terrestrial fiber-optic networks increases exponen-
tially with distance.

In conclusion, the aforementioned limitations of QKD-
based secure communication should be extensively studied
in the future, which would open new avenues for satellite
internet security.

5.2. Intelligent Reflecting Surface (IRS). In recent years, IRS,
also known as reconfigurable intelligent surface (RIS), has
attracted considerable attention as an extension of the PLS
techniques. An IRS is a special surface that integrates low-
cost passive reflective elements on a metallic plate. By
dynamically adjusting the reflection amplitude and phase
shift of the elements, IRS can reconfigure the wireless prop-
agation channel to send signals in desired directions, realiz-
ing the similar idea of beamforming and precoding. Unlike
beamforming and precoding, which change the direction of
the signal at the transmitter, IRS acts as a passive reflector of
the signal in the propagation path. Therefore, IRSs can be
deployed between a transmitter and a receiver to enhance the
received signal strength of the receiver while degrading that
at eavesdroppers. Besides, compared with classical PLS tech-
niques, the IRS technique passively reflects incident signals
with no need of active radio frequency chains, thus can
achieve secure communications in satellite internet with
lower energy consumption and hardware costs.

Recently, some research efforts have been devoted to
IRS-assisted secure satellite-terrestrial communication in dif-
ferent scenarios. Xu et al. [78] first proposed an IRS-assisted
secure cooperative transmission scheme for a satellite-
terrestrial downlink communication system, where the IRS
was deployed near a single-antenna primary user to enhance
the signal strength at the user as well as degrade the received
signal at an eavesdropper. Ngo et al. [79] proposed an IRS-
assisted cache-enabled secure transmission strategy for two-
hop satellite-terrestrial networks to maximize the system
secure transmission probability, where the satellite-IRS link
was dominant due to the heavy shadowing in the satellite-
user direct link. Lin et al. [80] first proposed a beamforming
optimization scheme in a refracting RIS-assisted HSTRN to
minimize the total power of both the satellite and BS, in
which the incident signals can pass through the RIS.

Although research on IRS-assisted secure communica-
tions in satellite internet has already been in progress, the
main focus is on terrestrial IRSs. Thanks to the advantages of

low power consumption and easy deployment, IRS can be
deployed at any object of satellite internet in principle, such
as satellites, UAVs, BSs, and terminals, to assist in secure
communication. We expect increasing attention toward the
application of IRSs at different locations and objects to
secure satellite-based communications.

5.3. Cross-Layer Security Mechanism. Both upper-layer secu-
rity solutions based on conventional cryptography and PLS
solutions have their pros and cons. Another future research
direction is to design cross-layer security mechanisms that
combine security techniques from the physical layer and
others from the upper layer, providing more benefits for
satellite-based communication security, such as finer-grained
security guarantees and do-it-yourself security schemes. For
example, Jeon et al. [81] first proposed a novel cross-layer
secure scheme in a satellite network, combining the cipher
feedback-AES and the turbo encoding technology, which
improved the security performance.

However, there are still several problems to address when
applying cross-layer security mechanisms. For example, the
security at the physical layer is usually mathematically quan-
tifiable based on well-defined metrics, such as SR, SOP, etc.,
while that of cryptographic schemes is usually measured
based on the secret key length. Therefore, a critical issue is
to develop a unified security evaluation system that is able to
measure both the security performance of PLS solutions and
that of upper-layer cryptographic schemes. Another critical
issue is to determine the pattern of cross-layer design, which
can be at the scheme layer or function level. By scheme level,
we mean independent schemes at both layers can be com-
bined to meet diverse security requirements. By function
level, we mean part of the functions of the cryptographic
schemes, such as secret key generation, can be implemented
at the physical layer.

6. Conclusion

In this paper, we provided a comprehensive survey on the
state-of-the-art research efforts for secure communications in
satellite internet. According to different security mechanisms,
existing studies of secure communications in satellite inter-
net were divided into cryptography-based and PLS-based.
Specifically, we first reviewed the up-to-date results on
cryptography-based secure communications in satellite inter-
net under different encryption algorithms, such as AES, quan-
tum encryption, and so on. Based on various physical layer
techniques in satellite internet, we then presented a detailed
overview of research results on PLS-based secure communi-
cations. Some future research directions were also suggested
in the paper to enhance security performance and tackle differ-
ent challenges of the satellite internet. It is anticipated that this
survey will serve as a significant guide for researchers working
on this innovative field of satellite internet communications.
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